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1. AXCM

1.1

1.2
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1.1

AX-Config-Master Version 3.8

AX2500S AX2200S AX1200S
1-1 AXCM 2013 3
AXCM AutoConf | NetConf LLDP
AlaxalA AX2500S ON ON ON
(LLDP ) | AX2200S
AX1200S

ON
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1.2

12

1-2
AX2500S 3.2.A
4.0
AX2200S 24
AX1250S 2.2.C
AX1240S 2.0
AX1230S 1.3




AX-Config-Master

21 VLAN

2.2

2.3

24
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2.1 VLAN

211 VLANID

VLAN ID
2-1 VLAN ID
VLAN ID
AX2500S 4094
AX2200S 4094
AX1200S 4094
2.1.2 VLAN
VLAN
2-2 VLAN

AX2500S AX2200S AX1200S

0x20 0 0x30 @ 0x40 P 0x50 --- --- p 0x70
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
--- --- 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
--- --- 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \Y 0x56 f 0x66 Y 0x76
- -—- 7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x26 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A J 0x4A Z 0x5A j OX6A z OX7A
+ 0x2B K 0x4B [ 0x5B k 0x6B
, 0x2C < 0x3C L 0x4C [ 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D
. 0x2E > 0x3E N Ox4E N Ox5E n Ox6E ~ OX7E
/ O0x2F ? Ox3F 0 Ox4F _ Ox5F 0 Ox6F
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2.2

2.2.1
2-3
AX2500S AX2200S AX1200S
IPv4 X X x
IPv6 x X X
X X X
O X
2.2.2
2-4
AX2500S AX2200S AX1200S
0x20 0 0x30 @ 0x40 P 0x50 p 0x70
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
- - 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \V 0x56 f 0x66 \% 0x76
7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x26 9 0x39 | 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A J 0x4A Z 0x5A j 0x6A z Ox7A
+ 0x2B K 0x4B [ 0x5B k 0x6B
, 0x2C < 0x3C L 0x4C | 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D
. 0x2E > 0x3E N Ox4E A Ox5E n Ox6E ~ OX7E
/ 0x2F ? 0x3F (0] 0x4F _ 0x5F 0 0x6F
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2.2.3

2-5

AX2500S AX2200S AX1200S

0x20 0 0x30 @ 0x40 P 0x50 p 0x70
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \V 0x56 f 0x66 Y, 0x76
7 0x37 G 0x47 w 0x57 g 0x67 W 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x26 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A J 0x4A Z 0x5A j 0x6A z Ox7A

+ 0x2B K 0x4B [ 0x5B k 0x6B
, 0x2C < 0x3C L 0x4C | 0x6C | 0x7C

- 0x2D = 0x3D M 0x4D 0x5D m 0x6D
. 0x2E > 0x3E N Ox4E Ox5E n Ox6E ~ OX7E

/ Ox2F ? Ox3F 0 Ox4F _ Ox5F 0 Ox6F --- ---

2.2.4  AbstractionPort
1)
PoE
2-6 PoE
PoE
AX2200S AX2230S-24P
AX1240S-24P2C
AX1200S AX1230S-24P2C

AX1230S-24P2CA
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2-7

AX2500S GIGABIT TENGIGABIT
AX2200S GIGABIT
AX1200S FAST GIGABIT
2-8 GIGABIT
AX2500S
AX2200S
AX1200S AUTO SFP RJ45
Line
2-9 Line

AX2500S AX2200S AX1200S

0x20 0 0x30 @ 0x40 P 0x50 p 0x70
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
- - 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \Y 0x56 f 0x66 Y, 0x76
7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x26 9 0x39 | 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A J Ox4A Z Ox5A j Ox6A z Ox7A
+ 0x2B K 0x4B [ 0x5B k 0x6B
, 0x2C < 0x3C L 0x4C | 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D
. 0x2E > 0x3E N Ox4E N Ox5E n Ox6E ~ OX7E
/ 0x2F ? 0x3F (0] Ox4F _ 0x5F 0 0x6F

17



(@)

2-10

AXCM

AX2500S
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SN

(@]
N

AX2200S

AX1200S
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oo | oo

[ = L
oo |

2-111

AXCM 1

AX2500S

AX2200S

AX1200S

225 L3 VLAN

VLAN

2-12 VLAN

IPv4

IPv4

IPv6

IPv6

IPv4

IPv6

AX2500S

AX2200S

AX1200S

IPv4

2-13

AX2500S
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2.2.6

AX2200S

AX1200S
X
VLAN
VLAN
2-14 VLAN
VLAN VLAN MAC VLAN
AX2500S 3.2.A

o o o

4.0
AX2200S 2.4.A o o o
AX1250S 2.2.C o o o
AX1240S 2.0 o X o
2.1 o o o
AX1230S 1.3 o x o
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2.3
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2.4

AX2500S AX2200S AX1200S
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3.1

3.2




3.1

NETCONF
3-1
netconf NETCONF
auto-config AUTOCONF
manager AX-Config-Master-Manager
keep-alive keepalive
access-control enable NETCONF
order
permit
deny
Vol.1 5.1
(1)
(2) netconf(NETCONF )
NETCONF config-netconf
NETCONF

netconf

no netconf

config

23
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RAMDISK

U oan/
U oan/wa_files/
U webui/

U webui/work/

(3) auto-config(AUTOCONF )

AX-Config-Master
config-auto-cf AX-Config-Master

auto-config

no auto-config

config

AUTOCONF
AUTOCONF

AX-Config-Master-Manager



AUTOCONF AX-Config-Master ()

(4) manager(AX-Config-Master-Manager )

AX-Config-Master AX-Config-Master-Manager

manager <IP address> vlan <VLAN ID> [tcp-port <TCP Port No.>]

no manager <IP address>

config-auto-cf

manager <IP address>
AX-Config-Master-Manager  IP
1.

IPv4

vlan <VLAN ID>
AX-Config-Master VLAN
VLAN ID
1.

2 4094

25



26

tcp-port <TCP Port No.>
AX-Config-Master -Manager TCP
1
9694

1024 65535

VLAN

(5) keep-alive (keepalive )

keep-alive <Destination IP> [ interval <Seconds> ] [ retry <Counts> ]

no keep-alive <Destination IP>

config-auto-cf

<Destination IP>



IPv4

interval <Seconds>

30

5 3600

retry <Counts>

30

(6) access-control enable (NETCONF

NETCONF

access-control enable

no access-control enable

27
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config-netconf

NETCONF

netconf

(7) order (

NETCONF

order { permit-deny | deny-permit }

no order

config-netconf

{ permit-deny | deny-permit }

permit-deny
1. permit
2. deny

NETCONF



deny-permit

1.  deny

2. permit

deny-permit

netconf
access-control enable
permit

deny

(8) permit (

NETCONF

permit <IPv4-Prefix> <Mask>

no permit <IPv4-Prefix> <Mask>

config-netconf

NETCONF
NETCONF

NETCONF

NETCONF
NETCONF

access-control enable

29



30

<|Pv4-Prefix>
NETCONF IPv4
1.

IPv4

<IPv4-Prefix> <Mask>

<Mask>
NETCONF IPv4
1.

NETCONF

2. deny 32

netconf
access-control enable(netconf)

order(netconf)

(9) deny ( )
NETCONF

access-control enable



deny <IPv4-Prefix> <Mask>

no deny <IPv4-Prefix> <Mask>

config-netconf

<IPv4-Prefix>
NETCONF IPv4
1.

IPv4

<IPv4-Prefix> <Mask>

<Mask>
NETCONF IPv4
1.
2.
IP
2
0
NETCONF
1.
2. permit
netconf

32

access-control enable

31



32

access-control enable(netconf)

order(netconf)
(10)
NETCONF AUTOCONF CLI
3-2 NETCONF AUTOCONF
Error: The command execution failed, XXX
because "xxx" is executing.
Show conf-lock-status

who

netconf : Cannot delete netconf while AUTOCONF

auto-config is effective. NETCONF

auto-config : Maximum number of entries are

already defined. ~ Command Command
AUTOCF_MANAGER  manager
AUTOCF_KEEPALIV keep-alive 50

NETCONF

3-3 NETCONF

Invalid mask. -- <Value>

<Value> IPv4

Inconsistent ipv4-prefix and mask.
Non-masked bits should be zero.

Maximum number of entries are already
defined.




3.2

NETCONF

3-1

show netconf NETCONF

show config-lock-status

set config-lock-status disable

show auto-config AUTOCONF
show netconf denied-host NETCONF
clear netconf deneied-host NETCONF
1)

(2) show netconf(NETCONF

NETCONF

show netconf

NETCONF

> show netconf

Date 2007/10/10 01:43:36 UTC
netconf: active
sessionlD: 1100 ( 192.168.0.1 )
transport: active

33




34

NETCONF

3-2 NETCONF
Date yyyy/mm/dd hh:mm:ss timezone
/] :
netconf NETCONF active
fault
sessioniD NETCONF ID | NETCONF ID ( IP
)
NETCONF
transport NETCONF active
fault

show netconf

3-3 show netconf

Netconf is not configured.

NETCONF

Can't execute.

(3) show config-lock-status(

show config-lock-status



>show config-lock-status

Date 2007/10/10 01:44:20 UTC
status: locked, holder: Netconf,

hold time: 00:02:08

>
3-4
Date yyyy/mm/dd hh:mm:ss timezone
/]

status locked
unlocked

holder Auto-config AUTCONF
Netconf NETCONF
SNMP SNMP
RMON RMON
console
vtyn telnet

n 0-15

show tech-support  show tech-support
FTP FTP
Auto-log
Commandless Maintenance
SysCtl
Other(holder)
---- status  unlock

hold time hh:mm:ss ( )
---- status  unlock

show config-lock-status

3-5 show config-lock-status

Can't execute.

35




36

(4) set config-lock-status disable(

set config-lock-status disable

> set config-lock-status disable
release the lock OK? (y/n): y
>

set config-lock-status disable

3-6 set config-lock-status disable

Can't execute.

API

U holder ”show tech-support”

u NETCONF
NETCONF

AX-ON-API

NETCONF
NETCONF




(5) show auto-config(AUTOCONF )

AUTOCONF

show auto-config [neighbor]

neighbor
AUTOCONF

AUTOCONF

AUTOCONF

> show auto-config neighbor

Date 2007/10/24 16:38:57 UTC
Location: Manager <UpNode>
Interface: -
Status: -
MAC address -
Inet 192.168.10.1

Location: KO-CORE <DownNode>
Interface: up [0/33]
Status: active
MAC address 0012.e228.b3b4
Inet 192.168.10.200/24

>

AUTOCONF

> show auto-config

Date 2007/10/24 16:37:22 UTC
Auto-config: enable
Manager: connecting
Managed-vlan 1000, address 192.168.10.1, static

37
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AUTOCONF

3-7 AUTOCONF

Date yyyy/mm/dd hh:mm:ss timezone
/] :
Location
<UpNode> AUTOCONF
<DownNode> AUTOCONF
Interface up
down
[ <IF#>]
Core <UpNode>
Interface -
Status active
Core <UpNode>  Status
Mac address MAC MAC
Core <UpNode> Mac
address -
Inet Inet <IPv4 >/<
AX-Config-Master-Manager >
IP <UpNode>
IPv4
AUTOCONF
3-8 AUTOCONF
Date yyyy/mm/dd hh:mm:ss timezone
! -
Auto-config AUTOCONF enable AUTOCONF
disable AUTOCONF
Manager AX-Config-Master-Manager manager AX-Config-Master-Manager

connected
connecting...

disconnected
Managed-vlan AUTOCONF
VLAN VLANID
Edge UpNode

address AX-Config-Master-Manager

39



40

IP
static

AX-Config-Master-Manager
dynamic AUTOCONF

AX-Config-Master-Manager
Edge UpNode

show auto-config

3-9show auto-config

auto-config is not configured.

AUTOCONF

Can't execute.

AUTOCONF

AX-Config-Master

show auto-config neighbor

AX-Config-Master

show auto-config neighbor /

show auto-config neighbor

<DownNode>

show auto-config neighbor

<UpNode>

show auto-config neighbor

AX-Config-Master

AX-Config-Master

AX-Config-Master



show auto-config neighbor

AX-Config-Master

(6) show netconf denied-host(NETCONF )

NETCONF

show netconf denied-host

> show netconf denied-host

Date 2010/04/01 10:10:51 UTC

Last access time Counts
2010/01/25 20:10:59 384
2010/01/25 20:11:35 15

2010/02/13 08:50:00 9999

IP address
172.16.0.1
10.1.1.1
111.112.113.114

NETCONF

3-10 NETCONF

Last access time

yyyy/mm/dd hh:mm:ss timezone
!/ :

Counts

IP address IP

show netconf denied-host

41




42

3-11 show netconf denied-host

Netconf is not configured. NETCONF

Can't execute.

u 100

Last access time

i Counts 1 9999
9999 Counts

(7) clear netconf denied-host(NETCONF
)

NETCONF

clear netconf denied-host

100

NETCONF
9999

> clear netconf denied-host

clear netconf denied-host

3-12 clear netconf denied-host

Can't execute.




Netconf is not configured.

NETCONF

U OAN

NETCONF

43
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4.1




4.1

(1) AX2500S

4-1
| | Ref.Code |
E9 | ACNF | 03301000 | autoconfd aborted.
AUTOCONF (autoconfd)
[ ]
[ 1]
AUTOCONF
E3 | ACNF | 03301001 | Connection closed to autoconfig manager.
AX-Config-Master-Manager
AX-Config-Master-Manager TCP
[ ]
[ 1]
AX-Config-Master-Manager
E3 ACNF 03301002 Connection established to autoconfig
manager.
AX-Config-Master-Manager
AX-Config-Master-Manager TCP
[ ]
[ 1]
E3 ACNF 03301003 Connection closed to downlink-neighbor
<IPv4 Address>.
TCP
[ ]
<IPv4_Address> IPv4
[ 1]
E3 ACNF 03301004 Connection established to downlink-neighbor
<IPv4 Address>.
TCP
[ ]
<IPv4_Address> IPv4
[ 1]

45



46

E3 ACNF 03301005 Retry-out occurred to downlink-neighbor
<IPv4_Address>.

[ ]

<IPv4_Address> IPv4

[

E3 | NCNF | 03400001 | configuration was changed by netconf.

OAN

[ ]

[

E3 NCNF 03400002 The lock of the Netconf session was released
by the time-out.

OAN

[ ]

[

E3 | NCNF | 03400003 HTTP server running failed.

HTTP (httpd) NETCONF SSL

[ ]

[

SSL

E3 NCNF 03400004 System will restart according to the ON-API

in a few seconds.
OAN




(2) AX2200S/AX1200S

4-2
| | Ref.Code |
WARN [ ACNF | | autoconfd aborted.
AUTOCONF (autoconfd)
[ ]
[ ]
AUTOCONF
INFO | ACNF | | Connection closed to autoconfig manager.
AX-Config-Master-Manager
AX-Config-Master-Manager TCP
[ ]
[ ]
AX-Config-Master-Manager
INFO ACNF Connection established to autoconfig
manager.
AX-Config-Master-Manager
AX-Config-Master-Manager TCP
[ ]
[ ]
INFO ACNF Connection closed to downlink-neighbor
<IPv4_Address>.
TCP
[ ]
<IPv4_Address> IPv4
[ ]
INFO ACNF Connection established to downlink-neighbor
<IPv4_Address>.
TCP
[ ]
<IPv4_Address> IPv4
[ ]
INFO ACNF Retry-out occurred to downlink-neighbor

<IPv4_ Address>.

a7



48

[
<IPv4_Address>

[ ]

1Pv4

INFO | NCNF

| configuration was changed by netconf.

OAN
[

[ ]

INFO NCNF

The lock of the Netconf session was released
by the time-out.

OAN
[

[ ]

INFO |NCNF

HTTP server running failed.

HTTP

SSL

NETCONF SSL

INFO NCNF

System will restart according to the ON-API
in a few seconds.

OAN




AX-Config-Master
AX-Config-Master

OAN

5.1

5.2
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[T IF4 [~ IFsE [~ IR [ deple Talk

/ﬂmwmm

MACT F A1, GEMMACT F LA TIve— 23 2iEnd 2.
BLAIT 71 IAERI A —EI SO ER FIENLET .

IEAIMACF | L2,

MAC T F L2 |

J6h->

[ |
<-HlFs_|
\ 74 WAER... |/

#JfBANERT T

*votl |

MACVLAN MAC

MAC

AXCM MAC
MAC

[vlan[nnnn] : maximum number which can




be used is exceeded.]
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VLAN

AX-Confie—Master—View — L3TP{EVLANESS

EEICEFRSNTODYANCIPF FLAFTSELET,
YLANTER— B s T S S OVLANE [EIR- >R 2 TR LR, F5T2PFFLAEANLT(ES L,

aftr—zr32 Icenterlf
~VLANGEER
VLANEZ—EMSIPF F LA FMS T SYLANFRIRL., TFLAFANLET,
VLINEE—F L3kl ANESS
v I [ wianmdE | YLANTERI] | YLaN ID | YLANZAT [ wewsaRl |
1 | [ — FvLAN |
333 | MACYLAN
IPvd 7 I LR |
EIR-> |
7 ELATAS |
IPET I L2 |
IPvEF I LATASE |
vt
AX2200S AX1200S
IPv4 IPv4
secondary
VLAN IPv4
IPv4
AX2500S AX2200S AX1200S
IPv6
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5-5
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EEEE
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18RI I [Act ivel [Passive] [Stat ic] DL EEIRL T RS L,
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[* F+ FIFI—FHES | J
* FEE | v|
- F A= TR — b ER
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o | Feel

AX2500S 1 64

AX2200S AX1200S 1 8




[operation not supported.]
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5.2

(1)

AXCM RunningConfig

5-1

No. AXCM

3 RunningConfig

(4]

(2) AXCM

AX6700S AX6600S AX6300S AX3800S AX3600S AX2400S CLI
AXCM

AX2500S AX2200S AX1200S CLI

show xxxX, set xxx, clear xxx

- set terminal pager enable 25
- CLI Telnet SNMP RMON
[ ]
( [The command execution failed, because a command was executing

by another user or other operation.] )

CLI show config-lock-status holder

56



3) AXCM
AXCM
( )
(4)
AXCM
AXCM
AXCM

1 system function AX1200S

system function AXCM
No.

1 | system function ex)system function extended-authentication
2 (copy running-config startup-config)

3 | AXCM

4 (reload)

I systemsmlid system smldomain system sml peer-link AX2500S

system smlid system sml domain system sml peer-link

AXCM
No.
1 | systemsml
ex)
system sml id 1
system sml domain 100,
system sml peer-link interface gigabitethernet 0/25
2 (copy running-config startup-config)
3 | AXCM
4 (reload)
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(5) AXCM

AX-Config-Master-Manager
AX-Config-Master

RunningConfig
AXCM  ManagerConfig
RunningConfig

(6) SML AXCM AX2500S

SML AXCM

StartupConfig

StartupConfig



6.1
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6.1

AX-Config-Master

1
2
3

)

1 AX2500S AX2200S AX1200S

AXCM

AXCM

RunningConfig
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AX2500S AX2200S AX1200S

AXCM

AX2500S AX2200S AX1200S

gsrp 1
gsrp-vlan 5

abcdefg

running-config

interface fastethernet 0/1
Ildp enable
switchport mode access
switchport access vlan 1000

running-config
interface fastethernet 0/1
switchport mode access
switchport access vlan 1000
lldp enable

vlan 1500
CLI vlan 1500
interface vlan 1500

running-config

interface fastethernet 0/1
no shutdown

no shutdown  running-config

running-config

snmp-server host 100.0.0.5 traps "aaa
temperature storm-control efmoam
version 1

running-config
snmp-server host 100.0.0.5 traps "aaa'
version 1 temperature storm-control
efmoam

AX2500S Ver.3.2.B
startup-config

2
running-config

ManagerConfig
AX2500S Ver.3.2.B # MD5 XXXXXX
Ver.3.2.C # MD5
ManagerConfig
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AXCM
Config

AX6700S AX6600S AX6300S AX3800S AX3600S AX2400S
AX2500S AX2200S AX1200S

2 AXCM
AX-Config-Master
VLAN 100
VLAN 70
CLI
telnet
2)
1 AXCM
AX2500S AX2200S AX1200S
AX-ON-API
180 AX-ON-API
OK
AXCM-Manager manager.properties
RETRY_NODE_DETECTION
RETRY_NODE_DETECTION=5
manager.properties AXCM
OAN AX-Config-Master 7.1
(1) AXCM




©)

[ ] [ *1] [
*2]
*1 *2 Edge
1) Edge
)
@)
(4)
FAST ETHERNET
GIGABIT ETHERNET
Edge
Edge
AXCM Core AX1200S
0/1
GIGABIT
( )FAST
CLlI

interface vlan 1000

ip address 192.168.100.25 255.255.255.0
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(1)AXCM

(2 CLlI
3) show config-lock-status
4) AXCM
AXCM
Edge
Edge
Edge
Edge
Edge

interface fastethernet n/n
switchport mode trunk
switchport trunk allowed vlan 1000
CLI save
CLI reload
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