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4. EHa~ 2 F Tshowsp) ZFITLTCFIES TRELIEZTIA B U AR RENDSZ L AHERLT
<TZEW,

FHELE-FTA B AF—DLTHE 16 HIRFRINET,

UET, 48 AOBREITKT T,

BREILAIRE R S 4L, & HRERS AL SN E T,
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4.4.3 SA42RADHEIBRAE
UTOFIETTA B ZAZHIBL T IEE N,
1. EEFHEE—- FTARKEICR 74 LTS,
2. EHa~ 8 Tshow sp) #FATLCBUED T A B AL MR L T ZE VY,
3. W=~ K Tlicense del < UTNAEE>] TIA BV AZHIBRL T EEW,

VT NEENTEHAa~ R [show sp)] TERINTETA B AF—DIH 16 HE2HEE L
FT, AT EBEBETICHEEL T IV,

FEST-V U T NESZIEE LTZHEIE lnvalid License Key. | EFRREINFTOTIELW
VUTNEGEREELTIZEN,

DU T NE IR T LN F 2 KT D20/ CFTHREL T ES0,

4. EMH=z~2 K Ishowspl] ZFEITLCFIES THIBRLIZT A B ANEREINZNWI EE2MERL
TLIE&E W,

LT, 948 ZAOHIBIZKRT T,
HIBRIZAIRE R X, & o e b vk 5,

WIZT A & 2ADOBIBRSGEEIC DWW TR LET,

£ 442 SAEURDEIBREY

B& R SA4URE HllBR &1
AX-PA1630-01 AX-PA1630-01E1 3G E S 4TV WA ICHIBR Fl6E
AX-NS-S01 AX-PA1630-01F1 HICHIBR AT RE
AX-PA1630-01P HCHIBR AT RE
AX-PA1630-02 AX-PA1630-02E1 235 iE & 4L TV WG E I HIBR AT BE
AX-NS-S02 AX-PA1630-02E1 I HIBR AT RE
AX-PA1630-02P HICHIBR AT RE
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444 SAEDRADEM

FA B ADRNCHOWTEA L ET,

4.4 4.1

AR VARMEIDT 5— LEH

FA B AOFHIMNKE TITDH3DARIOAGD (1H) 948 AR » ARiOT 77— h@f%
ITWET, B HERE Ik L TE A FTRE T,
FA AR ARIOT T — MAFIZDOWTLL IR LET,

K 443 SAERAKHMI T AEIDT 5 — MEH

#| 75— hMER

AN

LES

1 | EHAYyE—Y

GERA =T TIA I ARE S » ARFID
\BmEnEHHLET,

s TABAKRE3 y ARNZ 1 BlO&A@EF L E
—3‘0

- syslog HTDRENH 2HEI21E syslog H
— @A L ET,

c A vE—VNET
[AX-Sensor =< > K »
/' v7y7L Al D
[#1.3-8 714V A
Bl#EA A vtE— ) &
ZHRLTLEE N,

2 | FurrF R

ca<wy FAJIE— R CEMH =~ K [show

spl DFETERT A v =V HhENFET,

s TA U AOBINT X0 BHHIFNERE SN
HET, FurFMiERAyEe—YEEHL
7,

< T MILLF DA
vE—URH IS E
7

You have warning
messages. Use ”show
sp” to see them.

3| EH=a~w R

cJ#Ef =~ K lshow sp] @ WARNING {F#iZ Z
AV AR rARIORA v v—U N EN
ji—g_‘o

s T4 ADOBIMCI Y EHHIRINIERE S
5 FE T, WARNING fFICHER A v —U % )
| =

c Ay —UHNREIL
[AX-Sensor =<2 K -
g/ 177 LA DiE
H =~ K Tshow sp)
B 13 1.2-5 show
sp CERIRIND (2)D
WARNING —%i] z=ZML
TLTEEN,
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4.4.4.2 SA4A D RAKRPEBEDEE
FSAB L ADOHEDHMENKTTHETA B AROT 55— MBEEITWET, T4 &L ZANED)
T D EHEBED—NME AR & 220 F97,

FA B ARIEED T T — FBRINZDOWTLL IR L ET,

R 444 SAELVRARPDFEDT 53— LB

#| 75— rER 38 A1 e
CEHAvE—UTTIA RIS OB E s Ay E—URARIT
JILET, [AX-Sensor =< > R -«
BT P * T A ARG 1 EIOFHEH L LT, =R S S SN0
« syslog I DOBRENH D A1 syslog ¥ [#%1.3-8 942
— N2 L ET, BhEiEH A vE—v ) %
ZRRL TN,
cavy RASE—RTEMAa~Y K show a7 MZELTO A
spl DFETERT A v =V HIhENFET, vE—URHEnE
9 | a7 s TABUAOBMIE Y HHHMENERE S | T,
AHET, Yur7hMERAyE—%H L | You have warning
ESr messages. Use ”“show
sp” to see them.
- 2~ F [show spl @ WARNING f§4RIZT | « A v E—YNEIT
AV ARARIDOA v —UnNHNENET, [AX-Sensor 1< K -
T AOBIMCEVEDYBBIEESN | r7 L7 7 LR O
5 | e % E T, WARNING fFHICmEIA v —T & HT) | A=~ F [show spJ
EHa~w R

Liba‘o

BXO 1 1.2-5 show
sp TEREIND (2) D
WARNING —%& | #ZHR L
TLTEENY,

FTA B AR THEAART L2 DEREEZ L FIORLET,

K 445 SAEVARMTERARA &G DHHEE

#

Hae

nE

&%

NetFlow Exporter #HE

NetFlow Data FlowSet /N4> M DE(E
PEELET,

NetFlow Template
FlowSet /X% v b Iidfkse
LTEELET,
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4.5 004 21— DHEE

ZOHEITHE, nSA = TOREIZOWVWTHALET,
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451 BJA 21— DNRT—FERE

Qs Ay a—YONRAT— REFRITEHf =~ K lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

X 4.5-1 o441 —H0D/IRIT—KEERE

SP# (1)
SP# edit system users e (2)
[SP-system:users] user admin - (3)
[SP-system:users-test] password - (4)
New password: .+ (5)
Retype new password: .+ (6)
[SP-system:users-test] save (7
SP#

(1

EEEHEE— R Tl A v LET,

)
(2) EHza~2 F ledit system users] #ZE{TLET,
(3) EHA=~ K luser] TXRTU—REFT IR A v a—FLERELET,
(4) EH=a~ > K lpassword] TXAU—RKANIZEBELET,
(6) BEHEFTHNNATU—FEANLET, (AJJLERRAT— REIERINEFA)
(6) HE, BHEITLZRAT—=FEANLET, (AL RAT—REIRRESNEEAL)
(7) EH=~> K lsave] CTLEREMWICEVBRE LI AARAT — REMBLET,
EEFH

« RIEE TIE admin MERD/NRAT — REBR S TREFEITEER - R LGS, n /A ra—F0f)
BN TEEHEA, ¥ =Y 7 ¢ Lk adnin #ERR I L O operator ¥ERR D 1 7 A o — P ZIF /R AU —
REFREL, NATV— REFBEICERLTIEIN,
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4.5.2 A4 21— DERS L VHIFR

s Ay a—YOEMRBLOHIRITEHR =2~ K lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

4.5-2 054 o1 —YDERK

SP# (1)

SP# edit system users e (2)

[SP-system:users] user test - (3)

[SP-system:users-test] password - (4)

New password: .+ (5)

Retype new password: .+ (6)

[SP-system:users—test] group admin (D

[SP-system:users—test] userid 1234 -+ (8)

[SP-system:users-test] save -+ (9)

SP#

(1) EEEHEFE-FTrIA U LET,

(2) EHA=<> K ledit system users] ZFEITLET,

(3) EH=a~ b Tuser] TIERT D r 7 M a—VHE2RELET,

(4) #EH=~ 2 K Ipassword] T/RATU— NANIZERLFT,

(B) BRI LHNAV—=FREANLET, (ANLEARRAT—RFEFERENEEA)

(6) B, BHFTLHLNRT—F2ANLES, (ANLEART—FERRSNLERA)
)

B~ R rgroupj TYERkT A /A v —HadminE fdioperator@%ﬁﬁ%?ﬁﬁbi'@—o Va

7 # )V Midoperator R E SN TCWET,

(8) EH=a~> K luserid] TIERT 21074 a2 —F DuseridZiRE L9, useridZiRE LW
BAiEn 74 v a—PERFICAEE TED Y TonE T,

(9) EH=~> K lsave] TLEREQB)~(6) DBFENEEZXM LTza /A ra—FEERLET,

(7

acy= AL
AERR LTz A v —HF DgroupB L QuseridDEF T TE EH A, BEEITOHREIT—Ea /(v
a—YPEREIRLBICa /A a—F R HEEMR LT EEN,

X 4.5-3 og4 >a—FDHIK

SP# e (1)
SP# edit system users e (2)
[SP-system:users] delete user test -+ (3)
[SP-system:users] save - (4)
SP#

(1) HEEEHET—RFTtreJs 14 LET,

(2)
(3)
(4)

60

HEH o< F ledit system users] #FE{TL 7,
EH=a~> K ldelete user] THIBRT 2 r 7 A v a2—HFAEHRELET,
HEHa~ K Isave] TERGICEIVFREL-a A ra—FE2HIBRLET,



4.5.3 o594 a1a—HD#HEE
a7 A rya—FOHHbITER 2+ K lerase users] TITWET, FIHHLHIZ2RORNIIRLET,

4.5-4 04 a1 —v0MEAEL

SPit (1)
SP# erase users = (2)
WARNING: Do you wish to erase users information?(y/n): [n]: vy -+ (3)
SP# reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy ---(5)
SPit

(1) HEEEHEE—FTe s A LET,

(2) #EH =~ R Terase users| #E{TLET,

(3) mrA v a—VUHHLDOAGHEMERT v AN LET,
(4) FEH =~ F [lreload] TAHREEOHEEZEKL £,
(5) EEFEENOKFEMEET v EASILET,

EEFHE
s u A ra—FOMEILITIREFEESRIC KBS ET,
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4.6 CLITODIRE

ZOHEITIE, CLI TOEIEIZSOWTHBPLET,
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4.6.1 FhH5ciiee

a<w L RIA4 2 ET[Tab]lF—Z2ANTEHZL T, a~vr FANBOa~wy REAHERLT 7 A4 VL DAT

R FTH LN TE, a~xy FPANBERIZRY £, Mgz Lz 2~ FAT Ot
AL R LET,

e Z R Lo Y FADDEERIEDHE
[SP-netflow] net[Tab]

[SP-netflow] netflow

avwy FAN#%IZ[Tabl F—Z2 AN LTeHE T, EHTE LRI A—FRT 7 A VA DO—FaFRRL
jz—gqo

THEHRE AR LTz, IBERBE/NT A —F —ERTDH
[SP-netflow] netflow [Tab]
ipvd mac

[SP-netflow] netflow

EEFHE

CANTERVEBREZF ST 25600800 EY, axrF-n7 L7702 OFa<r ROA
NG e AD#iHZ TR < T2 S0,
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4.6.2 ~)LTHERE

AU RIA BT ZANTLIET, BETE a3~y FERLEIATIA—F 2B TEET, %
7o, AR RRONRTA—ZOEREMD ZENTEET, [IANKORTRHZLLTITRLET,

(21 A ABEDRTH
SP> show interface [?]
Valid entries at this position are:
<Enter> Execute command

INTERFACE  Interface name

SP> show interface

EE I

1l

< SDRVWRT A= HZEFRTEHEERHY £7,

AN TERVEREZZTFTHH5A/HYET, a~vr R-nZL77L0Z] OFa~r ROA
MR E ADF A ZHERL 72 &0,
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4.6.3 ANTS—iEHEHEEE
Sy FELBAT A= S RECAS LR, =7~z 1) THEHLT, KIfcey—2 vt
—VEFRLET, DIANLREEOERFE 20 £,

") OEREEFEZT—Ave—V0FRAICE ST, 29 REFRIFASTFA—XEZRELTHEASD
LTL7ZEW, A= T —EEHROERFZRIRLET,

ANT S —fEERHDOR=H

[SP-netflow] netflow notip

A~

String error: invalid string
Valid entries at this position are:
ipvd Netflow MAC-IPv4 function

mac Netflow MAC function

[SP-netf low]
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4.6.4 a<v 2 NEBEET
av Y RERIFNRNTA—FEE R L TCANINELER B a~y REFIINRT A -2 L LTHE
TELHEA, a~ o FeEITLET, iAo~ RETHZRIORLET,

EHAANDIT Y FE1THI (show netflow statistics DEHAH)

SP# show netflow [?]
statistics status

SP# show netflow stati

Date 20XX/08/20 12:07:54 UTC

66

Total
Received Packets : 0 Received Bytes
Error Packets 0

IPv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

SP# show net stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

[Pv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

BHDINTA—F (ZDiHE netflow, statistics) ZRIFICEMERIEETT .



4.6.5 X M) HEE

ERANUMSRER T2 L, BEICAN Lo~y FEHEQBECHET LD, BEICATI LIz
VU RO—EEER L TCHSEIT LY CEET, B A MNIEZEA LA ZKRITLET,

EXMYBREEZFERALEZITY FATORBREDH]
> ping 192.168.100.2 count 1 (1)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt1=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> =+ (2)
> ping 192.168. 100. 2 count 1 E)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 ttl=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> -+ (4)
> ping 192.168. 100. 3 count 1 )
PING 192.168.100.3 (192.168.100.3): 120 data bytes
128 bytes from 192.168.100. 3: icmp_seq=0 ttl=128 time=0 ms
-——-192.168.100. 3 PING Statistics——-
1 packets transmitted, O packets received, 100.0% packet loss

>

(1) 192.168.100.2 2% LT ping =2~> RZFETLET,

@ [1] F—%ANTHZETHIAN L a~ > FERGHEET, Zoplona, [1] %—
% LIEHFT & (ping 192.168.100.2 count 1] #&FLETOT, [Enter] F—DAAET
AL =~y FEBERTTE T,

(3) 192.168.100.2 2% LT ping =2~> REZFETLET,
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68

4 [(T]1F—ZANTAHZETHNIASN LTca~r REOHL, [«] ¥ — LW [Backspace]
F—aflioCTavy RUFHERETEET, Zoflogs, [1] F—% 1EHT L (ping
192.168.100. 2 count 1| ZHE R LETDOT, IP 7 RLAD 2] D5y % 1311228 %F LT [Enter]
F—2 AL TWET,

(5) 192.168.100.3 2% LT ping =2~ FEFETLET,



4.6.6 R—4

A=Y ROFETIZE VA ESNABRIZONT, BARTARIIFRN —EEICTXTERLENR VG
B, 2=V OXF—ANEREIC—BHm I LI > TRRLET, 0B, =V 7 iTEHa~v R
[pager] THFOMEEZEIMNI LTV LD TEET,

69



4.6.7 ¥—R— k<2 e

WART 7V =2 a UBLOWROREIC LY, FEHREAR T —NEAR Y 9, AREECIE, VI100 T
HREDATEIZ 2> TV A F—Z A L7z 4.6-1 OMAEDLE TCORELZHAE L £,

% 461 #EF—K—FaTUR

*F—HR—F B 7L
Backspace =Y NVDED 1 XFEHIBRLET, (=72 LITONIEET)
Ctrl + A vy FTORE~BE L £,
Ctrl + 1 XFRYES, (ELITORBEET)

B
Ctrl + C avy Raeflr L9,
Ctrl + D 1 CFHIBR L £ 9
E
F

Ctrl + A FITOITR~BEH L 7,

Ctrl + 1 XFHERET, (R LITOKDY £T)

ctrl + L ;;V%N/Eﬁ% U7 Ly l, BEELEOa~vy FAJTUSMIRREZMEL
Ctrl + N Ly havwly RETROEA M) ZRRLET,
Ctrl + P —OHIDE A M) AFRRLET,

Ctrl + U =Y NATOT XA NEHIRLET,

Ctrl + W A=Y NVEVREIFOT XA MEHIBRLET,

Ctrl + K N—=INVDHEADT XA NEHIBRLET,

Ctrl + T B NOXTFERIOLTH#ZHLET,

Esc + B 158K £9,

Esc + F 15EEAET

Esc + D FEOI— I NVINLEHATHIRLET,

10



4.6.8 CLIREDHREZTARX

HEhn 77 o MERESC CLI BEEEDO—#BIL, CLI BREE#RE L Ca—HF T L IC@BEE I A X~ A A TE
¥4, WAZAATE5CLI e CLI BEEERAL R 4.6-2 1TRLET,

& 4.6-2 hRZT A XATESCOLI #ae & CLI IRITIFR

HaE DAL XNBEDPBEARDT 74 FRTE
S R TFTHMNEIMERETEET,
oA UEEOFT T 30 FERETIE, X—U U I EITVER A,

N=T T ORR/ WL, EM A~ R Tpager] TRIETE £,

BIENEIL, I~ r FRETSNCER» DEIRICKENET,

Al



4.7 avI7q40L—>ay

COfTIE, ar7 4l L—a oW THBALET,

12



471 avI2459L—2 3> NEHR

EERFICHARAEND AL T4 T —va B AR = NT v 7ary7 07 b—va RO, EHIC
FHEINR2a 740 v—avkor=u a0 b—3i gy EERNES,

AEBOEBREE ANDE, NWE 7T v a2 AE) FOREZ—NT v TFar7 4l b—ar 7740
DA E, FOFEFETr=v a7 40 —2a b LTRESH CEMNEZMBLET,

ay 74 S b— g UERRE, BELESAIL, TS arv 4 SL— g rnEx iz on, &
Al snEd, 2R LT r=vdary7 47—y a U iERHa~2 K lTecopy conf running
start] BT AIL T, A¥— KT v a7 40— 3 R ET A2 ERARETT,

Mite LIENBEZRAF LW TAKE ZBEHT 5 L, MELEARTITRDNID TEEL TSN,

13



4.1.2 av747L—Y a3 nmEE

AT 4T = a VOREILOWTHBILET, HKa~vr FOFEMIcOWTE avr K-an /L7
7L R BEBRBRLTLIEIN,

14

(1

(4)

REREGaAT Y FE—F

a7 4 S —a VOWRERITO RS, EEEHEET—RTuSA2L, configure 2=
REFITLTLZEW, a7 bR[SPlckhbtary 74—y ara~vwy RE—RER
D, Sr=vrarg gl b—a rORENTREL 20 £,

aAVI745L—S 3 DRTE - ER

—fRr—PE— PRI OEEEHE T — FCa~ 2 Fldisplay conf running |3 X O display
conf start] ZF{TTHZ LT, ThEFEnhTor=vrar747b—vay, AXA—rT v
AT 4T —varERR MR THIENTEET,

aryI7 4 b—varavwy RE— RCTa~w K [display] #37 LIz5E1%, BEREST O
NEBRFTRINET, ERAFORNREIZELRDAEESH DO THERE LTI,

aAVvI49L—2arniRE
a7 4 b—Yaryavwy REFALT, avy 747 v—arERELET, F77, =
T4 7 b— 3 COHIBRIZ, o~ ROSTAIC Tdelete] Z4ETH L TRETEET,

AVI4TL—2aVDHEE

WHELay 74 7L —va v ERMEE5I1I2Za~> N laddrunning] THEET D XLE N H
DET, ESEDLIETH T v T ar 747 b—va iIRBIEND Z L1374, EAR
RICHEITH Y £H A,

2= KN lTaddrunning] THEEETICary 747 L —vara<vwy FE—REKTITLERTE
L7ENBIZETHZTLENWET, ZOEAITIEHKE THICK T LTI WD REROEENE RS
NET, yEANTAEEZOFEERTL, nZANTHEKTETICary 747 b—varavw
v RE—RICED ET,

A~ R Taddrunning] ZFTEFICar 747 b—varavy FE— R T LELGEIC
RRSNDA Y E—Y

[SP] exit
WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: n

[SP] exit



WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: y

SP#

G) aAavI4TL—arvDRE

EH o~ F lcopy conf running start] ZfEH+TH52&T, Jo=vrar74 71 —g
VINAL = T T arT 4 Jb—a 7y A VRFSNE T, i LIENEEZ RIF LR
WTCHEBEZFEETL L, MELIENENKDILLZOTHEEL TN,

RBHRAET DT a~y FEITRHCHA SN DR D A v =TI LT, UTFDLHIZ 2 E
ly] AN LET,

SP# copy conf running start
WARNING: Do you really want to overwrite the start configuration (y/n)? [n]: vy

WARNING: start already exists. Do you want to overwrite it (y/n)? [n]: vy

6) AVI«TL—2arDRERT (exitawr K)

AT 4T = arOmMEEKTTHEEIE, a7 47 b—varya~vy RE—RFOx L
FEDOMEE T exit 2~ FEEITLET,

RS

c RIEEMNEH <~ R [show sp) T Status 2% in service IZ/RARHNICIE, 2747 L — 3
HEOARL—v g VB L CUTOEEEZBBEWLET,

- a< K [ldisplay] Tary 747 Lb—ara2fKrLlTh, ELSERINZWEERH 7,
AT 47— arERELTULRENBN RO GERH D 7,

- o< N Tshow sp] T Status 2% in service £ > TWNWA I EZMER L TG, a7 471
—2 g VEEOA R —2 g VEBB LTS IEE N,

15



4.7.3 avI7459L—23>DITHY RAEKR—F

WELZav 74 7L —va ORI T TR WA ENE, Ao~ K lTexport conf)
PERALTary 747 —y a7 7ALDT 7 AR— FRARETT,

YT FRALTITIRAR—+

o< K Texport conf] D/NF A—Z|ZURL ZFETHZETHRy NU—IRATOT Y AR
— ’EEBLET, ftp(FIT tftp) ZFRHL TOT7 7 A NVERIETT DT, =7 AKR— L7
HIELZET ftp (FE72I1T tftp) — "B EE L TWAMERH D F97,

KATEE O ftp/tftp V— NIEE) L TN, FNE0 D ARSEE ~O ftp/tftp Bt T
FH A,

EEFHE

s T AR—NAEER AT 4 T —vavid, AX—F T v Tar 7 47— ar [start] £z
o= 7ar7 471 — 3 lrunning] T,

16



4.7.4 a4 5L—23>DA4 2 KR—F

NPT oL TWezarZ4 7 b—var77AVERVAALTHERLE-WEAZR S,
<> K Timport conf] ZEHALTCar 747 — a7 740D A R — FBAEETT,

Fy bI—=0EEALTS VR—F

a2 K Timport conf] M/XT A—H|ZRL #4HETHILETEXy FT—F7 B TDA R —
FEEELET, ftp(EIT tftp) ZFHA L TOT7 7 A MEETT DT, A VAR — e 58
23 C ftp(F/F tftp) Y—"NEEB L TWAXLERDH Y £7°,

MAIEE D ftp/tftp V— NTEENL TWRW8, SN D ARIEE~D ftp/tftp FkIL T
FH A,

A VR— Mg, A=~ R Treload] TARBEZHEHT L LTS U R—FLicary7 47—y
a CCOEMMBMBSNET,

EEFHE

A VR— T Har T4 T = a T AME, A — "N T v Far T4 S L—3 g DB ARG
ELETOT, =<2 Nlimport conf|D/XT A= THDHA R — D7 7 A4 V41T, #F [start ]
ETDHUERHY ET, TDOT 7 ANGAH [start] THIGEIFIA Y AR— NEDT 7 A4 VAITIRE
TLHMEDH D A,

11



4.

a7 47— g ONEHBITEH 2~ N lTerase configuration] TITWET, FIHHLHEZ kD

1.5 aYvo449L—2 3> nHie

PR L £,

4.7-1 avo24 5 L—> 3 >n¥He

SP#
SP# erase configuration startup
WARNING: Do you wish to erase startup-config?(y/n): [n]: y

SP# reload
WARNING: Are you sure to restart system(y/n)? [nl: vy
SPi#

(1) HEEEHET—FTrs /4 LET,

(2) EMH =~ K lerase configuration startup) #ZEfTLE 7,
Q) arvrvaZr—ya YLD AHEER T vy AT LET,
(4) FEH =~ K lreload] TAREEOHEILE ZFEHEL £7,

(6) EEMEBOAKHMERLT vy AN LET,

EEFHE
C AT 4 7 b= a OB E AR R IR S E T,

18
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4.8 telnet/ssh I2&d0454 2

BEHR—TF2M4LT, VEe— FMERWENOAREB A~ 7 4 5100%, KEBTIP 7 FLADH
ENMETT, 72770, PIHBEARICIZIP T RLADREDMTON TWERA, F0ED, a3/ —
AnbalZ A LT, a7 47—y a U ERETALEND Y 9,

telnet |28 7 A4 &AL THIIIAREBDOY R A FAR—FD IP 7 RVAEZFRKET HME
NHY F9, telnet — NIAREEOEFHIFICHEB CEFH L ETOT, MICHELRREIIH D FHA,

sshiCkpu A U Z2RREL T 5101, FICABEED ssh B—"2HTHLERNHY 4, 5.7.1
(a7 47 1L—ar] 28BLTEEN,

UFICAZ T 2—Z(ethl) ~D IP 7 RLADOREFZ T LET,

AR T z—R(Eth)~AD IP 7 FLADEEH!

SP# configure =+ (1)
[SP] ethl =+ (2)
[SP-eth1] ipaddress 192.168. 100. 100/24 - (3)
[SP-eth1] addrunning e (4)
[SP-eth1] display -+ (5)

(1) EEEHHEE—RFTrI AL, a< K lconfigure] Tar 74 71—y gravwy RE
— F~EGI DY 77,

(2)  ethl AV E7,
(3) ==y K lipaddress] THEED IP T RLAZRELFET,
(4) =~ K laddrunning] TKMLL E7,

(5) =a~<y K [display] THRENKZLEZ R RL THERLET,
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4.9 ftplckdOT404 >

AIEEBTIT—HEHa~ L FTORftp 7 IA T v MEREIC L D 7 7 A MREZRAE L T ET,

x® 491 ftpZAAL-T 7 M )LEEFEaT U F—8

avY R4

av > R

%II

export dump—file

fRATIE S 7 7 A L 2IEE L, FRE SNTciisse~ink L,

export conf

aLv T4 —ary Iy ANEZ I AR—F LET,

import conf

a7 4 —ary Iy ANEALUR—NLET,

export log—session

AREETINEL WISl 77 A VET T AR—FLET,

update

VI =T ERELT v T LET,
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Ot

410 VI bz 707v7TT—F

LORTRY 7 FY =T OT v 7T — MOV THALET,
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4101 Y2 b2z 7D7YTT—F

VI NI =2TDOT v FTF—rEE, HRA=Va DY T R T o= Ca Y7 27T
NR=Va T o7 THZLEELET, Ty 7 T — baFERT HICITHEEHEET— FT, EfHa~
K Tupdate] ZFEITLEJ,
Ty ST — N, EEEHOa T 4 S —y gy, a—PFER (0 XA T AT N, NAT— R
E) BIXOTA v RERITFOE F5 MBI NFET,
T ST — NEETAICIZLUTOFERHY 1,
1N XY FI—OBATTYIT—FIFANLEAFLTCTYIT—FT 3
o< K Tupdate] CF7 v 7 F— 77 A VDATEIZ URL ZIEELTETTAIET, T v

TTF—bERTWET, ftp (7 tftp) ZFH L TO 7 7 A MREZIT 5 DT, AFHL 720
T ftp (F2iT tftp) b —"DEE L TWDLERH Y £,

77T — MMk, EH 2~ R [reload) TAEEZBHEETLZETHLWWY 7 by =7 TOEHN
Bt SN Ed, BEICEEHLZENIITOETADOTIEELZIV,

R, N—=Tar X TAEE, RYPR—MNIARBary T4 7 — a3 bh L Lol LTLE
EV, RYR—brDar 747 b—2a b ZHRLARANTA=Ya U E YU 2 FETLERE, BRLA
WAy MU= ERRCEEL RO BTN DH Y £,
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4.10.2 £EERNY I T VT

BNy 7T v 7 e, BEBEL WA Y 7 Fy =T H2EEPNIC 1 SOy 77 v 7 %17 H
LT, A= RNT T HEANY I T THD2ETY 7 MU 2 T ERNMTZ £,

AR =R T v TRENONN T T v TE~D/NN I T v TIET TR, N2 T v Lz 7 =T
ZVARTTAHZLEHARETY,

UTERy 27y 7T7BLOV A NTOFIEZRLET,

(2)

RE— b7y TENDNY I Ty TENDINYI T VT
WEEHEE—RTRrZ A LTLEEN,

EH =2~ K lcopy Im start] ZFITLTCLEEWN, AX—F T o7 HENNY 7T v HIZA
]:O%l/jij«o

WEH =z~ K [show version] TE/W® [Backup] (Z [Startup] ¢FUCY 7 b =T/ "N— g
UIERPAIREN TS Z E MR L T,

NG Ty TEIGARA— 7Y TEAAND)RA LT
A — R Cr /(v LT EE,

HEH=<>2 K Tcopy Im backup] #FEITLTLEIWV, N7 v HEAX— 7 v 7 HIZ
av—L%x9d,

HH 2~ > F [show version] TF/W® [Startup) (Z Backup] ERIUCY 7 by =7/ 3—T g
VIEBNRENTWA Z E AR L TSN,

HHa~ K Treload] THEEZHE#S L TLZEW, VAN LEY 7 by o7 TiEHZE
HBLUET,
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411 REETHEMEE
SOHITHE, AEBOEIRET S B VTR L E T
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4.11.1

LED & R E DIKEE

AFEEIILEDO R RIS L EEORELZBHAOE LET,

WIZLEDDFARNFIZOW TR LE T,

% 4.11-1 LED OXRTHE

E2x ] KRB LES
PWR | LED: % BIROBLAREEZ R L ET, FRAT | FEIFON
THAT TEIFOFF, F7-IXEIR AR
ST1 | LED:fk/R | #EEOREZ R LET, FRAUT | BYERTHE
Fes | S GLb g, EERT
JVER
TR | HEE O EERE (EHR)
TRAUT | BEEOEMPIRERAE (ke A
Af)
AT FEIFOFF, F 721X
ST2 LED:#%/7r | FEEOWRREEZ L E T, BT | BhERTHE
FOSB | YT7 bPU T T, R T
P
TRAIR | EE O IEERE (BH)
TREAT | EEOKMOEERA AR
Af)
YHAT TEIROFF, F7-i3EIRA
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4.11.2 [EEER

AREECRETHEAN—FT 2T, BIXOY 7 N =T OEELZHBMLE9,

P, B AE LA IZIE, LEDIZ XK 218H, syslog ~OREEFHRO ), RLEiE O FHiEE) 2R E
WA bETERmL 7,

FEE N 3 [m)EHE THAE LIERAIn, ﬁ@ﬁbfwéy7h?:7ki%® Ny 7T v 7ERTWN
HYT7 2T EEHLET, TNTHIEFEE) LR =8A8100E, AREEITEIELFT,

Ny 7T TIEIZOWTIE4.10.2 §i [HEERANY 7T v 7] 2SR L TTFE0,
(1) EBRA=Y N T77DESR
TR C L (RS & 72 13l f) 2/ L7358 I il B 2 340 L £ 77,

R 4112 EBRA=ZY N T7oDREEEE—

HEORE 3B A DfksE BhE
EHA v t—Ca M), BLO
RIS X syslog — "~HH&EFTWET,
HEdh 2T VET,
g EAA v t—Ca M), BLO
77 L © syslog #— S~H A ZITVET,

L) O : Ak rTHE, X @ fkHEA AT,

(2) mEEER
ARAEE DIRE DS T0°CLL LT E) 2 i L £,
® 4113 AEEDRE LEBE—F

EEBORRE E A D RkEE Eh{E
HEHA vy E—U2H), BLOY
B =R (70°CLL L) X syslog r— _"~H D ZITWE T,
FREEZTTWET,

HEHAA =Y, BIO
syslog =S~ EITWVE T,
HEHA =2, BIO
syslog — S~ EITWVET,
HEHA -T2, BLO
syslog =S~ EITWVE T,
HEHA =2, BLO
syslog =S~ B {TWVVE T,

IR (0°CLLT)

RIEE IR (5°CLLE)

EIRAE (50°CLL 1)

OO |00

riiRAE 17 (45°CLLTF)

LB O« Mk rTaE, X Ak AT,
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Q) *EVEREESR

AEVOHEMHBEZEMAL, REMATYDBWAT ER-TEEICESEZ 0 ZITHAL, FiEH)
(XM L EE A

RAN-A SAE)ERELBE—F

SRR TR O mi
. A T —CEND, BEO
A ) PR O syslog P— S~HH 21TV E T,
" WA Y T— DN, BLO
J o VR © syslog F—SHAZATNE T,

OLB) O : Mk rfe, X fke A Al

4) ZothoEE

x 4.11-5 TOHOEEELBE—E

EEDIKRE 3= F D #k e e
BEHA =2, BLO
N— Ry = T EEREE X syslog =S~ EITWVVET,
HEEhZITVET,

. T WER A vt —VET], BLO
SELEEEA O syslog — S~ 1B {TWVVE T,
- U EHA v E—VEHT), BLO
/(1 Fﬁry 3?%%2) R X syslog — S~ 2470 E 9

HEdh 2 frES,

WHA =2, BLO
V7 MYy T EE X syslog h— R~H A EITWNET,

HEdh 2T VET,

LB O : Ak aE, X« fkke A T,
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2y b — KR

ZOETE, Xy FPU—THEEICOW T L £,

5.1 v b —Y Al

52 4 R T T —RABFE

5.3 syslog A

5.4 SNMP

55 AXT A4 I IN—T 4T

56 NTP 7 747k

5.7 Z Do 2 E B E I




5.1 *v FJ—2 A

ARETHAT 2BENEIT, RITRT Ry bU =7 EBIOX ZHifEE L TWET,

B 5. 1-1 v kT —2EEH

Hﬂ:%
AR 172. 16. 100. 0,/24
(100)

—H /L3 AA v F

(11)
Qz. 168. 100. O/D
@200. 0/24

J—% /13 AL v F
o \/

| a7 X

<192. 168. 200. 0/24> [7 o — 1R
|

o080

AR NTP #—% SNMP H—X syslog #—,
(250) (30) (40) (50)

Y

¢

e
H

KAy aNFTRy T =7 DRANEGERT,
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52 A R T —RETE

WA R T 2 — ADREEHA L E T,

HESH
DT =g URVLAND R EILTTE £ F A,
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521 avoI«459L—3>

AHT 2 —R

K 52-1 41227 —REZEH

SP# configure
[SP] ethl
[SP-eth1] ipaddress 192.168. 100. 100/24
[SP-eth1] addrunning
[SP-eth1] display
# INTERFACE STATEMENTS
#t IPV4 STATEMENTS
# IPV4 ADDRESSES
ipaddress 192.168. 100. 100/24

FH = H =

(1)
(2)
(3)
(4)

IPV6 STATEMENTS
IPV6 ADDRESSES

IPV6 PREFIXES
ETHERNET STATEMENTS

A BTz —Rethl ZHIME L ET,
IPva7 KL RAEHRELET,

a7 40—y VERER ML ET,
ay 74— g VEREEAFERLET,

BEOAL T 4 T L—a VEREGERICELET,

e (1)
(2)
(3)
- (4)

91



5.2.2 ARL— 3 Y
AVH T 2 —AREICHET I EH I~ RERIORLET,

(1) show interface
a7 47— ary TRELEIPY RLRAERRLET,

SP# show interface
# vrf0
eth1: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 00:12:2:95:¢8:51 brd ff:ff:ff:ff:ff:ff
inet 192.168.100. 100/24 brd 192. 168. 100. 255 scope global ethl
valid_Ift forever preferred_Ift forever

(2) show interface <#¥E4A 2 7z —RX %> statistics detail
{257 = AOWE A R LT,

SP# show interface ethl statistics detail
statistics:

Kernel Interface table
Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg

ethi 1500 175 0 00 5 0 0 0 BMRU
RX: bytes packets errors dropped overrun mcast
16942 175 0 0 0 7
TX: bytes packets errors dropped carrier collsns
490 5 0 0 0 0
RX rate Obps (0. OMbps) Opps (0. 0Okpps)
TX rate Obps (0. OMbps) Opps (0. 0kpps)
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5.3 syslogHHAh

B A Y=Y Dsyslogl IR EIZOWTIEHA L ET,
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531 avo7«445L—3>

syslogll NERED a7 4 7 b — g UERERZRIRLET,

5.3-1 syslog HAKEHI
SP# configure

[SP] log

[SP-1og] log-session SYSLOG remote 192.168.200.50 ---(1)
[SP-log] log mng SYSLOG info ()
[SP-log] addrunning e (3)
[SP-log] display e (4)

# LOG SESSIONS
log-session MNG local 2 MB
log-session NTP local 512 KB
log—session SNMP local 512 KB
log—-session SYSLOG remote 192. 168. 200. 50
# SERVICES LOG SESSIONS
log mng SYSLOG info
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS

(1) syslogH IR EZ1T 9 EE DO ILFEF (SYSLOG) 3 L Wlsyslogh— %5 5E 2% E L E7

(2)  syslog NRRTE 24T I ATE O CFH] (SYSLOG) (Zsyslogh— S~ )15 A v —VNEERE
LET,

(B) avI4llL—y g UREEXRBRLET,

4) a4l r—arBRErFETLET,

EEFHE
- B Dsyslogh—GEIEOREEITAETN, R4O LR ET,
 syslogi 7157 — % D~y ZEIAHT D facilitylZiZ I llocal0) ZfEHA L E I,
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5.3.2 ARL— 3 Y
syslogiR EICB#E T 2 a2~ RERIORLE T,

(1) show log-session MNG
EENICRFELTWDAERA v E—V 2RI LET,

SP# show log-session MNG
Sep 12 08:57:02 SP MNG: spmd-INFO EVT NIF:00 20012010 Initialization started

Sep 12 08:57:03 SP MNG: spmd-INFO EVT NIF:00 23024011 Initialization is complete.

Sep 12 08:57:14 SP MNG: ————INFO KEY NIF:00 00000000 admin: display conf running
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5.4 SNMP

SNMPEE EIZ DWW TEE L E T,
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541 avI45L—3>

S\MPO =27 4 T L—3 g VERTEMERIZRLET,

5.4-1 SNMP 2% 7E 5l

SP# configure

[SP] snmp

[SP-snmp] snmp enable

[SP-snmp] rocommunity public 192.168.200. 40/24
[SP-snmp] authtrap enable

[SP-snmp] trap2sink 192.168.200. 40 public
[SP-snmp] addrunning

[SP-snmp] display

(1)
(2)
(3)
(4)
(5)
(6)

# SNMP STATEMENTS

snmp enable

sysdescr none

authtrap enable
# COMMUNITIES

rocommunity public 192. 168. 200. 40/24
# TRAPS

trap2sink 192.168.200.40 public
# SYSTEM
# LOG SERVICE

log snmp SNMP info

SNMPHERE # B 2b L9,
FARY ARER I 2 =T A ARELET,

Authentication Failure TrapféfezHzM b L 9,

TrapffEx AL L, HOEERELET,
a4 S — g VERER ML E T,
a7 4 S —ya VBRERFRRLET,

e (1
e (2
e (3
e (4
(5
(6

T T O O —
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5.5 RAT A4V OI—Ta42Y

ABT A4 I N—T 4 T REICODW T LET,
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55,1 avo«45L—3>

ABT A4 I N—T 4T DA T 4 S L—a VRERERISRLET,

X 551 R2FT 4 v I—T 4 T HEH
SP# configure

[SP] rtg

[SP-rtg] route default-ipv4 192.168.100. 10 (1)
[SP-rtg] route 172.16.200.0/24 172.16.100. 11 = (2)
[SP-rtg] addrunning e (3)
[SP-rtg] display e (4)

# IPV4 ROUTES
route default—ipv4 192.168.100. 10
route 172.16.200.0/24 172.16.100. 11
# IPV6 ROUTES
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING

() F7ANV ST ERELET,
2) TV 4y I AEEEFRELET,
() arvI4llL—v g UREEXRBRLET,
4) a4l r—arBRErFETLET,



5.5.2 ARL— 3 Y
N—T 4 T RECEETAEA < RERIR LET,

(1)  show ip route
N—T 4 T T—=TNEREFRLET,

SP# show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP,
0 - OSPF, I - IS-IS, B - BGP, P - PIM, A - Babel, M - SMR
> - selected route, * — FIB route

S>% 0.0.0.0/0 [1/0] via 192.168.100. 10, etht

C>x 127.0.0.0/8 is directly connected, lo

C>x 172.16.100.0/24 is directly connected, eth2
S>x 172.16.200.0/24 [1/0] via 172.16.100. 11, eth2
C>x 192.168.100.0/24 is directly connected, ethl
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5.6 NTPU2 2472 b+

NTPZ A4 7 v FREIZOWTEI L ¥,
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561 avI745L—3>

NP FA T hDary7 47—y a U RHEFERIORLET,

X 5.6-1 NTP Y 547> FEREH
SP# configure

[SP] ntp
[SP-ntp] ntp enable (1)
[SP-ntp] remoteserver 192.168. 200. 30 - (2)
[SP-ntp] addrunning e (3)
[SP-ntp] display - (4)
# NTP STATEMENTS
ntp enable

default-version 4

default-polling 8
# REMOTE SERVERS

remoteserver 192.168.200. 30 version 4
# LOG SERVICE

log ntp NTP info

(1) NIPZ A7 v MEREEZAIMEL E 9,
(2)  BEGICONTPH— R ERE LT,

() av74llL— g UREEXRBRLET,
4) av74 1L —va s REXZFRLET,
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5.6.2 ARL— 3y
NTPZ A4 7 v FiREICHEETEH 2~ FERIRLET,

(1) show ntp associations
Pt STV TV ANTPH— O EEIREEZ R R L E T,

SP# show ntp associations
remote refid st t when poll reach delay

offset

jitter

192. 168. 200. 30 . LOCL. 1Tu 11 256 1 0.826

-0.243

0.004
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5.7 ZDihDEEREFR

KA, ZA LS —2, VE—RNTI7EBAREOHFTEICHOWTHEH LET,
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571 ar2o«4JL—v3ay
KA NG, ZALY =2, VE—bFT7RRARE, ZOMOEEREEFHROa 7 4 7 L—va U
EBZRITRLET,

5.7-1 Z DOt DEEREFHRD R EH
SP# configure

[SP] gen

[SP-gen] hostname AX-Sensor (1)
[SP-gen] clock timezone JST 9 e (2)
[SP-gen] ssh enable - (3)
[SP-gen] system temperature-warning—level 40 -~ (4)
[SP-gen] addrunning wer (5)
[AX-Sensor-gen] display .+ (6)

# GEN STATEMENT
hostname AX-Sensor
clock timezone JST 9
telnet enable
ssh enable
icmp limit rate 1000
icmp limit type unreach quench redirect time_exceed param_prob
system temperature-warning-level 40

# ARP TABLE
# NDP TABLE
# HOST
# LOG
(1) FAMEHFRELET,
(2) HA LY —rZISTICHERELET,
(3)  ssh¥—"EHMELL ET,
4) EHAAvE—UTEETIEEOARBELHELET,
(65) avT4 L —a  BREXNBLET,
6) v T4l —arBEERTLET,
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5.1.2 #ARL—v 3>
S B R AR B BB A =~ RE ISR LE T

(1) show date
HA D= hEbi-BFERE2FERLET,

AX-Sensor# show date
Wed 12 Sep 20XX 18:20:54 JST +0900 (Asia/Tokyo)
(2) show service

telnet/ssh’p EDO VU T — b7 7 B AMEEOBEENIRNAZFE R LE T,

AX-Sensor# show service

Service TELNET is active
Service SSH is active
Service SNMP is inactive
Service NTP is inactive

(3) show environment temperature-logging
EEOREBREEREER T LET,

AX-Sensor# show environment temperature-logging
Date 20XX/05/31 15:00:00 JST

Date 0:00 6:00 12:00 18:00

20XX/05/31 24.3 24.2 26.0

20XX/05/30 21.8 25.1 26.0 24.0

20XX/05/29 25.6 - 26.0 24.0
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Y EE

ZOETHE, BRI OWTHIALET,

6.1 fEwN

6.2 a7 4T L — g
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6.1 fi#Zsk

TUBEREIX, Xy NU—7 LEREND N T T 4 v 7 BHET DI O—2 T,
NetFlow ExportertfETlX, E=#AK—F, B HTHIAR—F, XA FAR— FOKR— MERE
WCRHME L7 WBR 21T 9 2 & THEBLET,
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6.1.1 E=4/KR—F

Fo A R— NMIBH SRy NT— NI T—U v T ENTE N T 7 4 v 7 B2 ETLHEHAR— T
ﬁ—o %ﬁjﬁ”ﬂ%*y %7*7@1“/“'\7 :/ﬂ_;:7 V*‘Aﬁ§é\§fj’b"cb\éi}%/ﬁ\’ mtu@f[ﬁ%jﬁ% <—g—é:k%%ﬁ
L\iﬁ—o

E= X AR — MZiEDeny-Filterf§BENFR E FIHE T, Deny-Filterf¥BEDFEMMIX 6. 1.4.6 Deny-
FilterffE| ZZML T &0,

HEEEE
c A R— MIFIPT R ADREE LN TLE X,
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6.1.2 €oHHAR—F

Yo IR — MINetFlowlE R Z2 1T 272D DR — kT, NetFlowfFHo H fditE & @
TAHNEIRL, B HOR— DRI —ZRA A v F 20 L TCOEGNFHETY,

EH=R E
B — MIv R A PAR— N EOFHRFRETT,
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6.1.3 TRIAD FR—F

2 XA PR — NI ERRSONTPH— 72 PO Y — o NF L HEE T A AR — F T, BMEIRARSOY—
CHEBERG T AMLEITRLS, YRV A L PR—=FLEOBIIL—FRAAL v TF EHI L TCORERIARET
j—o

HEHIHE
R RA Y MAR— MIBUTHEIIR— b EGHANTRETT,
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6.1.4 NetFlow Exporterige

ARIEE CTHEBLT DHNetFlow Exporterffgld, AEBEDE=FR— N CZELL N T T4 v7 %, 71
—Z LNy N Ty MR —EORFE TR L, REEOE )R — R BNetFlow S
7y MEXTa L7 Z (NetFlowlEM A £ T 524 1E) ~XET 22T, NetFlowlHHIZ 7 7 ¢ v
7 &5 LT 7 r—Z 85 LInd T b —ERFMZICEE S, —ERFMNICE R E D 7 n—
DN [ INetFlowfE #2255 L £/ A,
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6.1.4.1 J0—0D#AEH

N7 4w DT7a—"CEEHIELT, 7u—E [ 6.1-1) O#PIEB Oy FTHIISHE
T, ZOWBEBEDOE Yy hEaT7a—RfHEMERNET, ZIELEZNT 7 4 v 7 THBIRZRNRELT H O
iZ, Y7 —FHc TR 77—t LT#FbnET,

£ 6.1-1 JO0—&#HLoO0—HBRAEHEDRBRZR

# FAIRE IPvd 72 A— IPv6 7 A— MAC 7 O—
1 ZEE=FF— "N O O O
2 MAC 7 R L% (DA) O O O
3 MAC 7 R L% (SA) O O O
4 | vVIDH O O O
5 EthernetType — — O*3
6 IPv4 7 K L A (SIP) O - —
7 IPv4 7 K L A (DIP) O - —
8 IPv6 7 K L A (SIP) — O —
9 IPv6 7 K L A (DIP) — O -
10 | IP Protocol O O —
11 | L4A— hE5(SP) O O —
12 | L4 A— h&%5(P) O O —
13 ICMP A v E—U (XA, 2—K) O O —
14 | Synchronization source (SSRC) O Ox —
identifier
N O« fplxtg:, — @ x4t
X1
TPID fi& : 0x8100, 0x88A8, 0x9100 £7/-ikav 7 4/ L— g a<w K [vlan-tpid] OFE
EE
X2
T A Mgy NUEBEANT RPN DA, 0 &R0 ET,
X3
a7 4 b—gravy R Tnetflow mac] D~y K/8F A —# Texclude—ip] 12 &
D, IPv4d B IPVE /Ty R DB a7 v — R OB T H N TEE
7
X4

RTP A kU — ARIERREDN 2 O%E D8 7 & — 753 RTP/SRTP /37 v ks OG5 O Itk
BlE L THRWET,
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6.1.4.2 NetFlow/X4 vy FH2E

NetFlow 4 v kiEVersion 9(RFC3954) |25t~ =R TEE L F T,
T —5M:Z ¢ DOTemplate IDZF 6. 1212 R LET,

* 6.1-2 Template ID

J0—%4 Template ID Hl:]
IPv4 7 11— 1024 Template ID 1025, 1026, 1027 3 L TR 1028 123424 LW\ 7 o —1E
WMEEELET,
1025 Template 1D 1026 (23424 L72\>, 7> TCP EEAEH|EHEAE CHIE -
LR L7 —EWmERELET,
1026 HTTP & HlERRE CHIE - B3 Lo 7 o —{FlRARE L ET,
1027 UDP 15 I EHERE D Delay-Jitter MIERERE CHIE - £3 L= 7 1
—IEWEEELET,
1028 UDP &N EMEEED RTP A b U — A ERERE CHIE - £33 L7277
0 —{ER A LG LET,
IPv6 7 11— 2048 Template ID 2049, 2050, 2051 35 X T} 2052 (27%24 LAgv 7 o —1f
WEEELET,
2049 Template ID 2050 [Z5%24 L7Za\>, 7> TCP EEMN EHERE THIE -
L L7 —1EWREEE LET,
2050 HTTP & A ERRE CHIE - £ L7- 7 o — 1A =G LET,
2051 UDP 1% SR EREBE D Delay-Jitter HIERERE CHIE « 3 L7 1
—IEWEEELET,
2052 UDP 1A ERERED RTP A U — AHIEMKEE CHIE - S5 L7z~
o —{ER A LG LET,
MAC 7 & — 4096 Template ID 4097 |22 L72pn7 o —EH A2 6E LE T,
4097 ARP & EMRE CHIE - B L7 7 e —{FRAEELET,
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6.1.4.3 NetFlowERE/NT A —4
WRIZNetFlow ExporterfRE DR E /N T A —H I DWW TLA TR LET,

& 6.1-3 NetFlow Exporter #BEDEZRTE/NST A —4—F&

# |av749L—vay T 24 HME A

1 flow—max—entry 200,000 => h Zou—pzr b EREAFRTELET,

2 expire—time 30 # =%y A b, wILFF¥Y AL, To—RF
¥ A MOKFER = N 07 e —EE A
RELET,

3 flow packet—-max—size 1400byte NetFlow fF¥#R 2135 UDP XA 12— KD
RKEZHFELET,

4 | flow source - NetFlow fF RO IEETC IPvA 7 R L A ZAEED

ipaddress IPvd 7 RLVRIZEE L E T, AT A—%|Z

RENENGEIIMELA V2 7 = — R TRTE
N7z IPvAa 7 R L A NetFlow (B D =(E
gt IPv4 7 RL A L7 9,

5 | flow source-id 0x0 NetFlow f5¥#k® SourcelD R EL FI, =L
7 B PEHOE YD 5 NetFlow [F#H & A5
L72BEOHBNZFIH ATEE T,

6 | flow send-interval 100 v1 7 ufp NetFlow Data FlowSet /X7 v s DE/NEE M

bRz e LET,

LB

RPN
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6.1.4.4 NetFlow Data FlowSetd);&{EE2i%

AILEL, 7r— ORI ARG L THORENNT A—F lexpire-time] OWIMARIET D & M%7 v
—DHEFHFER % NetFlow Data FlowSet /X7 v & LTEELET,

72720, TRROWTANIEZY T 58551 expire-time OB ZFFZTICYiL 7 v —DOEFER%Z
NetFlow Data FlowSet /X4 v b & LTEELET,

PO T a—RNTCP oty a VBT LTWAIEE (TCP ~y XD FIN 75 7 £ =13 RST 7
TGN DOy N EZIELZSES)

3P 7 1 —23 ARP 7> ARP [E3HI EHEREN G D54
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6.1.4.5 JO0—#HAFHDER

AT 4T —a VOREICLY 7 a—OBIEM (6. 1-1 T7a—5 & 7 a—iRI5&tko
&) ) ZRBRINCEETE ET,

VER/NRE 720D 7 0 — DS EE T 5 2 L TREHEROGEHEONetFlow 7 v k DIFRE 2
LT ZLIcL b7 —HFRIUEERE (a7 %) ~OAMREFF T ET,

WiZ7 e —i#GoETICLbary 74 7 b—va USRI OWTRLET,

® 6.1-4 JO0—FBRAEFHOERIZLEDa>T45L—2 3 0w/

aAv747L—2avHB
# 7 0 —OERISH IPv4 7 A— IPv6 7 A— MAC 7 B —
1 ZlEE=HF— N EE O O O
2 MAC 77 K L& (DA) O O O
3 MAC 7 K L& (SA) O O O
4 VID O O O
5 EthernetType - - O
6 IPv4 7 KL & (SIP) O - -
7 IPv4 7 KL & (DIP) O - -
8 IPv6 7 K L & (SIP) - O -
9 IPv6 7 KL & (DIP) - O -
10 | IP Protocol O O -
11 | L4 A— &S (SP) O ©) -
12 | L4 A— &5 (DP) O ©) -
13 ICMP A v E—U (XA, 2—K) O O -
14 | Synchronization source (SSRC) - - -
identifier

OB O 3%, - 54t
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6.1.4.6 Deny-Filter#¥ge

Deny-FiltertmBITE =% A — FNEHOMET, E=FF— T LITRELET,

Fo AR N CZELET L—AD%EMACT RUAZHRIL, ~LFF¥ A DL, To— RKFy X
FDH, wNTHx AT ur— XY X NOMGFEREFRMFICEDLETEELET, FEEINEY
L—ALlINetFlow|oD 7 0 —45, BLOA V% 7 = — ZAMEHEMRE#E (B %, MIB/ARE) D%t
G0 £,

RIEINTZ7 L—2OFEHERITEN =~ F Tshow netflow statistics detail] TE=ZK— |k
TLICHERRTE, vATFXRY AT H—FER Y X FOAFHMETT,
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6.1.4.7 NetFlowlERE&tRItEE

NetFlowlE M EFHEREIY, T=# R — b TRE LRGSRy hU—27 O 7 a—F#, (flow/sec) &
UV HIIAR—= IO EETLaL 7 7T L DONetFlow N v FOE{EE (bit/sec) Z 5T HHEEET
KR

BEH a2~ K [show netflow statistics deteil] TEFHIFERAZF R L E9,

TRAEFFCERIEM RN 2 ICAREBEOARET S L Tal /7 X ~DONetFlowk{EAM D B Z & MR T 5
ZENTEET,

e E L Aoy T4 S L— g VERERUTICRLET,
& 6.1-5 NetFlow {FREFHAIMEEICHER IV T4 L— 3 VEEE

NS
7 0—iERE NetFlow @&
i avI49L—Laravrrf (flow/sec) (bit/sec)
1 | netflow {7 v —2%4} enable O O
2 | flow ipaddress - O

UL O = 3%, - 54

HEHEHE
* NetFlowild{E & (bit/sec) DEFHIAZT 57011, v 747 L —yara<wy R Ihetflow {7 a—
%At} enable] & [flow ipaddress| DM G ERET HMERH Y 7,

WA=~ K lshow netflow statistics] DOFHHIFERIZOWVWTLTIZRLET,
& 6.1-6 show netflow statistics A< > FOEHEIRFE

FHAIAE
70— fERE NetFlow BIEE
% ERaTVER (flow/sec) (bit/sec)
1 | show netflow statistics O -
2 | show netflow statistics detail O O

ULl O @ x5, - 44t
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6.1.4.8 expire-timeDEHIERIEE

expire-time DEHFRIIEEILX, T=FF—FTZEFELEZ7 L —2%ka2=Fv A, w/LFFx AL,
Ta—RK%x XA MOFEHNZHBIL, 7a—FZ Lilexpire-timez a7 4 L —3 3 VU THRETE

iﬁ—o

& 6.1-7 expire-time Da>I7«4 45 L—> 3 oxtht

aAvI247L—23vnn

i 7 8—&# A=Fxv Xk TILFF¥r X b+ JA—F¥Xv X b
1 1Pv4 7 1 — O O O
2 | IPv6 71— O O O
3 | MAC 7m— O O O

LB O = x5, - x84t
X1
a7 4 b—3 g VEREILRRETT I,

120

W AT L —ATIH Y FHA,



6.1.4.9 ALY ABEECEDTO—FHIETE

L7 BRSO T a—5MREL, FEEDO LY ZSEEIEED 7 v —5E R R ET HHERET

7,

WO 7 a—5E2 BN L CHIAT LS, B AR—Noar 74 L —3a v TRET S
LT AR ERRET LI LY, BT e =5 THEH LT o —1F# NetFlow
NRry M EEEO LY ZH5EIERED 70— 2 HE L CTEETEET,

B 6.1-1 aLY2mEZEDTO—FKHIEEH

IPv4 7 11—

—— -:11/757A

MAC 7 & —

AL

(art 7o ) [ -31/75'B
=58 /AT

(MAC 7 11— : %))

IPv4 7 — & MAC 7 12—

—= 4

L7 HXC
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6.1.4.10 NetFlow: XS fEIRRD FEE/L SR ETHLAE

NetFlowix {5 HIFE O UL IR IE, NetFlow X7 v FORERIBEAZHEG T L TalL sy (T7r
—EBAERVEEE) ~ORIRAR 2 L DHEE T

FmHAR— N C—EICZELE N T 7 4 v 7 D7 a—&RNE NS, expire-timeflmg i LT
NetFlow X7 > N&ZFET L0, N—ZANTF7T7 4y 7 LR al sz (7e—{FRENER) ~0
[l faf SRR I B KT D03 o 0 £77,

a7 4 b—gra<vy R [flow send-interval ] (ZX W NetFlow X7 v FDOEERIBEZRETE
*7,

LT AR ERIEE L TCWARS, Fid7e—&hl al Xm0l A EHEHREL TV
LEIZBWTIE, 12078 —5FMnb&a Ly Zsdt~NetFlow 37 v b & 25157 2 HAL TR % 8
fic&xEd,

6.1-2 NetFlows4 v 2% {E b 0D 3R & BE 4L

ALETE ILyHAN TLIHEB -s s AL THH
NetFlow /3% v M7 m—5%AF 1)
NetFlow /<4 k NetFlow 237w b (7 @ —4&f1 1)
B AT .
NetFlow /3% v M7 m—5AF 1)
{5 R B R I
NetFlow 237 v k(7 1 —25:44 2)
NetFlow /37 v k(71 —542)
NetFlow /X% v b >
REf AL :
NetFlow 237 v k(7 1 —4&f4 2)
6.1-3 NetFlow/X4 v FEERMIRICKDFEELCDT S TA A—D
(LA L (LD 0
N N
sl N\ =V s bR 2y =Ly R
b4 b4
b b
% %
«—» IRF [ < » | RFMH
N2 R EEE S IZ L D =2 S

& X
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6.1.4.11 IP7 FLREHHERE

IP7 R U ZERREIS, T2 R R— FTZELE Yy FOEETLIPT FLAB I USEEIPT R
W LT, RELET VL7 4 v 7 ARETOIPT FLAREIUES, RL7a—L LTy bUICE
9 HIHEEE T,

TV 74 v ARLDTFALE Yy FOIPT FLAIZ0IZR Y £,

X 6.1-4 3E%&IP7 KL RAEHDHI

2Ry b A AIEE
il NI .
5ise IP 7 R Ny RAEB by B
192. 168. 100. 10 . . -
SRS TP 7 KL A —
v
- ~ 192. 168. 100. 0
24 BB | v =RV
SEHEIP 7 L& - AR TS
192. 168. 100. 254 24
\_ J |
/ [ KD 2
4 )\ )
/\0/7‘)]“(: /\bA‘\/}‘C
192. 168. 200. 50 192.168. 200. 0
\_ J
acy= AL

s —ET U MVICRETDE, EROROIPT FLAICRETZ LIXTE A,

c AREBEIXER L7ZIPT RLADOMIZ 7 0 —0fBEHNET—HTH0LERNH Y 3, 7 —0#%
BISREN B2 B 5E81T, Bhb 70— LTy MY REENET, 7o—0iknsifie. 1.4, 1
7 a—OiRGEEES R LT EE N,
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6.1.4.12 #oTv FFEIE
F 7 F v NEAHEIEIX, NetFlow Exportertfe T m— & IIZEH L TWA A7 5 v & (IN_BYTES 7
A=V R) IR LT, ZL—AZ LICERE I EE (BEEME) ZhEELET,

AEEBEIIFCSE RS, LA Y2 LEDT V=L EE2 47T v MEOEFRIRE L TWD20, HEIEG
CCHEMEEHRLTEEW,
LLFIZA 7 7 v MEOEF BRI O TR LET,

6.1-5 Ethernet 11 7L —L (VLAN TagE Y DiFHE)

LAY 1 LAY 2 LAY3LE LAFV2 LAY
5656 MAC | 2548 75 MAC Ether
FYV 7T | TRLA | 7 RLR | VLAN Tag Type N a— R FCS 1PG
(8) (6) (6) (4) (2) (42~1500) (4) (12)
FI Ty NEOEFREIND T L— A EDOFH
ONFAZ T v MgERT,
X 6.1-6 802.3LLC/SNAPZ L —Ls (VLAN TagE Y DiFE)
LAYl LAY 2 LAY 3Lk LA¥2 LAYl
e 5655 MAC | 3%{5 7T MAC
V7N |SFD| 7 KLA | 7 KL A | VLAN Tag | Length | LLC @ SNAP | A m— K FCS IPG
(7) (D) (6) (6) (4) (2) 3| &) (34~1492) (4) (12)
7T MEOEEIRSR LD T L — AR O
OMNZAZ T v V&R RT,
LIFICEEHB 2R LET,
#i1)
LA VI EDE#RE A7 7~ MIZHIE &) LEWEEIIUTOEERELE T,

777 (+ SFD) + FCS + IPG = 24

#12)
LA YU EDEREA Y T v MRIZHIE BE) LEZ0WEAITUToEEZ#HELET,
SELEMACT RL- A2 + PE{EILMACT RL A2 + VLAN Tag + Ether TypeZ7-lILength = -18

EEEIE
CAEEMEIIEE & 2D 720, B S% Ry MU — 7 IZVLAN Tagh Y LVLAN TaglE L D7 L— AN RTE
LCWBEAITIEM2 A7 7 v MUHEN TE £H A,
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6.1.4.13 ARPI&ERAIEHAE

ARPIE SRR EREHEIS, AIEENMACT 2 — THEEF L TWAARPIEIE OE om0 BHRARE L, A
TERE R A NetFlowlE #H I 57 D HRE T,

ALEE CTARPIBE OMWMEREZHEL, 2L 7 X TEI AL NOIKOBERZMRET L2 LN TE
£

TRLICAZEE COARPIEE O EHEB 2R LET,

% 6.1-8 ARP BIEDRIEIRH

# HIEIRE B

1 | A —vara—FR ARP R o "ivb AN —v g ra— RERE L £9,

2 | EEFETXN—FRT =TT FLA | ARP XT y EMBIEFEITENAN— KU =277 KA GEE5EMAC 7
NL ) 2 L ET,

3 | #fEXTm banrT RLXA ARP XAy R BEETT T r b3 T KLU A GEET IPvd 7
RLU) &t LES,
4 | 5 N—RU =TT LA ARP /Xy R Bgide/Nn— R =77 R A (BEdE MAC 7 R
) &R U ES,
5 |7 e baLny RLA ARP XAy "abidea b L7 KU A (BE5E IPva 7 KL
) &Rt U ES,
HEFIH

c 7 —iBBISDOEFIZ LY, MACT KL A (DA), MACT KL A (SA), VID, EthernetType® FiLh>1
DL EE 7 o—iB OB LI BEITHETE T AL
cARP/Xry N &1y RZAET D LRI, MIERRE L7 ZICEELET,
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6.1.4.14 TCOPELERIE #4aE

TCPEIE EREREIT, AEENIPvAT B —3 L OPv6 7 2 — THEEF L TV A TCPi#{E DRound Trip Time
(RTT) , P — NREEEH, 7 — X GREBIERER], BcBET 2y o2 2 lE L, HEMREE
NetFlowlE I T 59 HHEEE T,

RILECTCPIBED /R T 4 —< L AEZWEL, 27 X TH—RLT 7Y r—3 3 o OilERRE, X
MAEEERTH N TEET,

TRICAEE TOTCPEEORIEEH L IEHEE TR LET,

% 6.1-9 TCP BIEMDREIRHE

# HFEIRE B

1 | Round Trip Time (RTT) TCP ¥t DWeST. (three way handshake) BRZZ Z A4 7 v FH3iE
f& L7 SN X & ACK 237 MO ZJIE L E,

2 | P R RERH P—=NNTTAT U bPOEREZEFELT (7747 MTACK S
Ty MR ELTC) DOBRMDIGE Ty NEEET HETOR
flZHlELET,

3 | T F AR EERAEREH P — NNEET DINE ATy NORIBEHIELE T,

4 | BTy MK FHEANT Y hOBENELET,

5 | Bk A MK HE Ty hOT—H YA XEHELET,

6 | /Xy ha ARREIE Ry b ANEA LR ERE L ET,

7 | B ACK Xy MK AL ACK X7y N EWE L ET,

6.1-7 RTT, H—/\[SERRH, T2 GXBERRORERE

three way handshake BEsk A
A A
@ r N7 N
| SYN Mack sk ] a N 7 T
II4T ] ‘: ';
&p ‘ —

I i oo ] ] / i

: I} It i i i il | i
AL | o Voo I il ' H
I 1 Lol I i [ i

| 1} Lol ! i I i

. A I TR TR X

I 1 Pl i i ' i

I I b il i1 : f

1 i ' 1 1 1 1 ." 1
I ISYN+ACK | W/ N S - R -

. | | | | I I :
R 1 1 1 1 | 1 1
T S G o > SL SR SRR
RIT Y= NREREEE T— A et

P RINEFEFE B LT — ZBEEBEORE T, ~VAF v Z@ED X D 2R ERE0OBE
MREAHERRICEENDIGELRH Y T, —ERFMLU EORERREZ 2 L7 i@ LT 20

Hlx, ar7 47— g a<w K ltep—monitor-timeout] (24X VW P— NInEHM B LT —# 15
EBIE D e KIFERF R 23 E L T 7Z 30,

EESH
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- T —ERIEOETIZ LY, IPvdT KL A (SIP), IPvd7 KL & (DIP), IPv67 K1 & (SIP), IPv6
7 KL A(DIP), IP Protocol, L4A— &5 (SP), L4R— h&EH (DP) ® EN1oLL E&E 7 v —i#k5l
DORBINC LT AT HE TE £ A,

< IP7 RL RAEREEEEZ BN L TV AEAITIECX FH A,
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6.1.4.15 HTTPIEHRAIE #ae
HTTPIE SR ERE AR, MBS IPvA 7 1 —3 L ONPv6 7 b — THE L TV HHTTP % 721 ZHTTPS 03815
b et e IS L, HIERI R ZNetFlowlEHIC AT 59 S HERE T,

ALEE CHTTPIRIEIC BT M AHE L, =L 7 Z THITP@®IE D#sse 2 L omiEiRee, nEM% 4%
RTHZENTEET,

TECICHTTPIE Sl EMRE DB EHE R 2R L £,

& 6.1-10 HTTP FEAIEHKAEEDAIEER

# HFEIRE B

1 | HITP P— 3% BRSOV — 4 CCFI) G LET, 2747 b—va v
2~ K Thttp-monitor port] TFRE L7565 L4 R— FEF &
—E 95 TCP /N v M bR e — 4 i L E T,

EEHFEE

- T — RSO EFIZ LY, IPvaT RL A (SIP), IPv47 KL 2 (DIP), IPv67 KL & (SIP), IPv6
7FVX®P)IPHM%M L47R— FEH (SP), L4R— FFE S ODP) © Enn1oLh Ex 7 a—ik5|
DRI LG EITRIETE R A,

-WTFVX%ﬁ% EZBNZL TV HEAITHIE T A,

128



6.1.4.16 UDPI&#R:AIEHaE

UDPIE SR EMEREIT, AR IPvA7 2 —B L NIPv6 7 2 — THEE L TW AUDPIEIE DT — Z {55 EIE
B, T — 2 miky v X2 I BT e faro— ANEICETAHEE AT L, HEREREE
NetFlowlE I T 59 HHEEE T,

ALEETUDPEBEDNT 4 —~v U AZHEL, a7 ZTH=N"LT 7Y r—>a COBERE, I0E
PEEMEGRE T D L TEET,

TREICAIEE TOUDPIEIE OHERERE & A HEREOHIEHE 2R L £,

Z 6.1-11 UDP @IS D AIEHAE

# FIEHRE L

1 | Delay—Jitter JHIEHRE Y= _RT SV = a UREET D UDP Ty b OIRERIRR
RERBEOPLEAJELES, 274 b—varav N
ludp—monitor delay-jitter port] THELZ L4 KR— &L
—9 2% UDP T > Moxt LIEZITWE T,

2 | RTP A b U — AJHIERSRE™ | 55 « M T — % 25169 D RTP £ 7213 SRTP /47 v L oi@fE ke
ZRHELET, =747 b —v 3 a<w K Tudp-monitor
rtp-stream port] CHELZL4AKR— " EFL T2 RTP £7=
IL SRTP X% Mk LRIEZITWVET,

RTP 2 + U — AJIEMBSRE CHIER S D 7 1 —|%, Delay-Jitter HIEME TIIME SN EH
/Vo

% 6.1-12 UDP BIEDBIEHAE & AIEEE

# RIERAE AlEEE B

1 | Delay-Jitter JHIEHEHE T — AR AE RF PR T FV r— a3 UREET D
UDP /™ v b DRk ffEZ 1E L ET,
2 T IRIET v H UDP /37 v b DAREMIBR DD & X % JE
L%,

3 | RTP A kU — AHIERERE T — AR AE RFE PR T FV r—2 g UREET DY
7o Mg T — X DRI 2 RE L E

¥,
4 A RED v B - R T — 7 DEEEROS 6 = &
] HE L £,
5 Y AN=TX T BT — ¥ A mkd B RO
] Sy a2 E LE T
6 WA > MRAER | O & B L 5 B - e — &
DI bR LT A A P L%
¥,
7 Round Trip Time B BT — 7 OB L, B - B
(RTT) 185 — X DG F T 1L P E M O+ 1E
(5 DERER A L %5
/{ =] $I§
7 ua—iRSEoETE |z IPv47 R L A (SIP), IPv47 KL A (DIP), IPv67 KL A (SIP), IPv6

7 FL & (DIP), IP Protocol, L47R— F&E S (SP), L4R— hFESODP) D EnnloLl Ex 7 o —355
OGN LG EITRE T A,
«IP7 RL RERMEZ AN L T AEEITRIETE 8 A,
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6.1.4.17 NetFlowx ¥ v aT—o R

NetFlow¥F ¥ v o =— U U JHEEIE, RRICYUZ 7o —2%FE L T b AKIE CHRE L= #2361
THET, £t 77— N OX v v U2 FRERFTAHEETT, AHEEICXL Y, TCPEIERIE
SCHTTPIE MBI BN T, BRE/XT A—HF lexpire—time] XV RWHIRO@E IR 25 HIE A AIEEIC
o0 ET,

TEtlZNetFlows v v v axz—U 0 ZHIM & expire-time DR Z R L £ 9,

6.1-8 NetFlowFvwiaT— U S A Eexpire-timeDEA{FR

' Flow-A

! |
Eexpire*timel . E NetFlow ¥ v ¥ 2o — 0 7 HH]
; i expire-time2 1 i
E iexpire—éimeS
| i expire—time4
: Eexpire*ti%eB
T1 T2 T3 T4 T5 T6 T7 T8 Time

6. 1-8DOHIX, TINHTAE THEENFEAE L7 a— (Flow-A) ENetFlowk v v oo — 0 7 HIME
X Dexpire—timeDPRA R L TWET, 7u—x2 F U OHIERIE, NetFlow¥k v v oo — 0 7 H
RN T, Wilexpire—timeiili T L= X A I 7 (T8) TITWE T,

EEEIE

- AHEREITEEE XD 7 0 —BTCPOB AT O HEEL F 1,

cNetFlowF ¥ v axz— 0 ZHIZEL TAIREAREBO 7o —x 0 MU LLTL 20 F
‘3‘0
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6.1.4.18 /Ny b LT U THEE

Ny MUY TRRRIL, BHRIRO N T T v v Ea—YRa T 4 S L—var Lz
Vo7 MECEHTIHIETT, o7 U IRBRA DRy MIBEFERLEE A i L TG v b
DHEEHFTDH LI, "RV =TICLDEIELD /N v NEIEEZRESETICT7 o —4E50
"REE R0 £,

TRUCAEDEMENEZFLE L £,

x 6.1-13 /X7y U T U TBEEOBERES

# I5H RE =
1| Xy v 7 s =K AR— NEAT a7 47 b—vara<x R [flow-
M BRI 0> 3% E BT sampling ethl 1000] Z&%E L7-%HE,

ethl TRFELINT y FDOHY TV
VIRB LY EF

2 | Xy MY T Y7 TR Ay 47 b—varavy R [flow-
bR o 3% TEfiE AV AN 9 sampling ethl 1000] Z@XE L7=HA,

ethl T L7= 1000 /X7 v MR, 1
Ny NOREERRSRE LET

Ny b)) TRERER, BERRO NT T 4 v P EBERIVNCY ) T HERETT, £
728, AEEELEFXRD T 7 4 v 7 BN THENetFlow Exporterbéfe & OOFHIIHELE - L &
T A,
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6.2 aAvIJ4JL—3ay

TrHiED a7 4 S L— g SOV TEB LET,
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6.2.1 NetFlow Exporter#ged v k7 —2 #EHI
KiZNetFlow ExporterffEZ{FH L7z v MU — 7RI Z RICR LE T,

6.2-1 NetFlow Exporter #BEZ#ER L=y b7 —2 5]

@ L7 % B(210)
[7 o —fEmEREE ]

BLHIT S Yo R— R
ethl

a7 Z A(200)

/ [7 o — SR E ]
y\ 192. 168. 200. 0/24

F=HR— | VXY A L FAR— | BRAEE AR (250)
eth4 eth?2

XAy aNERy N —7 DRA NEEERT,
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6.2.2 a>I740L—> 3 EEM

6. 2-1C7~x L7-NetFlow ExportertfEZ#{EH L7- %y NU—I#ERBIDO a7 4 7 L—3 9 UiRED)
IZDWTIRIZR LET,

6. 2-2EBIDa T4 L— 3 VEREH

SP# configure

[SP] ethl A BT = — Rethl AN
[SP-eth1] ipaddress 192.168.100. 100/24 - IPT R L R Z T

[SP-eth1] exit

[SP] eth? e EA BT — Reth2 B AL
[SP-eth2] ipaddress 192.168.200. 100/24 - IP7 RL A ZRE

[SP-eth2] exit

[SP] eth4 A B T = — Rethd B AL
[SP-eth4] mtu 9216 cemtuZ 92161238 E (B SR R v h U —7

V¥ VAR T L— ARV T DA IIntuze REREICT A L2 L £9)
[SP-eth4] exit
[SP] netflow

[SP-netflow] netflow ipv4 enable ---7D%*1¢@1Pv47ﬁ%%?ﬁ§ﬁft
[SP-netflow] netflow mac enable expire-time 30 60 60 ~J0—&BEDONMCTO—2F%
&, expire-time®d1=F ¥ X b - TIFX¥X - TO— FjF’vZ FEZFNZTNDOERMIZEKRTE
[SP-netflow] exclude-field ipv4 src-ip - IPv47 O—D 7 v —iBISE HEE T
[PvAT R L A ZXSRAMNIERE

[SP-netflow] adjust-in-bytes—field 24 ATy MEEE AR E

[SP-netflow] ipv4-prefix-mask dst-ip 24 S SEIPT RV AER DO T VT 4 v 7 AR
BRRTE

[SP-netflow] vlan—-tpid Ox1111 0x2222 0x3333 ---VLAN Tag#Z & Al9 ATPIDIE X R TE
[SP-netflow] traffic-monitor-port ethd B =X AR — N EethdlTERE

[SP-netflow] deny-filter eth4 broadcast = ZR— MZDeny-Filter® 7 1 — K&
¥ A MRTy NEEERRE

[SP-netflow] mgmt-port eth2 e RV AL FAR— N &eth2iZFRE
[SP-netflow] output-port ethl 2 IR — R &Zethll a&“ﬁ
[SP-netflow-output-port—ethl] flow ipaddress 192. 168. 100. 200 port 9996 I LT HAD

IP7 FLABLOLAR— FEFERE

[SP-netf low-output-port—ethl] flow ipaddress 192. 168.100. 210 port 9996 mac ---=L 7 ¥B®D
IP7 FLABELOLAR— hFEE, MACT B —DHDEEITHRE

[SP-netf low-output-port—ethl] exit

[SP-netflow] exit

[SP] addrunning S BROE B S

[SP] exit

SPit

SP# copy conf running start T 4 T — g VERRE

WARNING: Do you really want this config to become the start config (y/n)? [n]: y
SP#
SP# display conf running T 4 T L— g U ERER
HHHHHHE
# Ethernet #
HHHHHHE
ethl

# INTERFACE STATEMENTS

# IPV4 STATEMENTS

# IPV4 ADDRESSES

ipaddress 192. 168. 100. 100/24

# IPV6 STATEMENTS
[PV6 ADDRESSES
# IPV6 PREFIXES

=+
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# ETHERNET STATEMENTS
eth2

=+

INTERFACE STATEMENTS

IPV4 STATEMENTS

IPV4 ADDRESSES

ipaddress 192. 168. 200. 100/24
IPV6 STATEMENTS

IPV6 ADDRESSES

IPV6 PREFIXES

ETHERNET STATEMENTS

+H=H =

H=H HH = =+

eth4
# INTERFACE STATEMENTS
mtu 9216
# IPV4 STATEMENTS
# IPV4 ADDRESSES
# IPV6 STATEMENTS
# IPV6 ADDRESSES
# IPV6 PREFIXES
# ETHERNET STATEMENTS
T
# LOG SESSIONS #
T
log
# LOG SESSIONS
log—session MNG local 2 MB
log—session NTP local 512 KB
log—session SNMP local 512 KB
# SERVICES LOG SESSIONS
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS
Tt ]
# SNMP #
Tt ]
snmp
T
# ROUTING #
T
rtg
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING
T
# FIL #
T
fil
T HHHH
# NITP #
T HHHH
ntp
# NTP STATEMENTS
ntp disable
default-version 4
default-polling 8
# REMOTE SERVERS
# LOG SERVICE
log ntp NTP info
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S
# LOOPBACK #
S
S
# GEN #
S
gen
# GEN STATEMENT
hostname SP
clock timezone UTC
telnet enable
ssh disable
icmp limit rate 1000
icmp limit type unreach quench redirect time_exceed param_prob

# ARP TABLE

# NDP TABLE

# HOST
S
#  NETFLOW #
S
netflow

# NETFLOW STATEMENTS
netflow ipv4 enable
netflow mac enable expire-time 30 60 60
exclude-field ipv4 src—ip

# ADVANGED
adjust-in-bytes-field 24
ipvd-prefix-mask dst-ip 24
vlan-tpid 0x1111 0x2222 0x3333

# TRAFFIC MONITOR PORT
traffic-monitor-port eth4

# DENY FILTER
deny—filter eth4 broadcast

# MANAGEMENT PORT
mgmt-port eth2

# OUTPUT PORT
output-port ethi
# FLOW INFORMATION
flow ipaddress 192.168.100. 200 port 9996
flow ipaddress 192.168.100.210 port 9996 mac

[SP]
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1.1 KEDORE, BEREROXI

1.2 BEBHRREAE
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1.1 REDMRE, FEERERORIG

(1) AEEDOERMNAALLEL

AILEDOE A OFF IZ L, EIRT — 7V Ok X OVERRM 2 MR L T 7ZE0,

EBIRT — 7 VO R L OVERERMEICHEEN 2 <, REEOERBA L ZRWEGEAIT R85 2
LT IZEN,

(2) ATAUIRAT—FD S TIL

AT, v/ M a—HFoR2RY—REER T LENWREREIZ /(4 o TERWEAIE, T
DOFNETHHE L TL7ZEV,

. EEEFHEHE EE LTI,

2. EMA < Kledit systemusers] TR 7 A 2 —HFDRAT— RKEEHE LT ZE,
INAY— ROEFIFEEEBRENEML T ZI0,

WEEBLE D ANAY — FERE - R LB E RGeS ICE/E LTSS,

@) N—Fr2zx7, YVI+OITOEEFIZLLBED

N= R 2TV T7 MU =T OEFEICLY, A TAREEOHEHNITONDLZ ERHY £7,
Z D EERE R L RICHEB L 40T, BB TRICESEEHREZBEGEL L
SV, UG L BEE @I E A g %M LT P&, FEFROBSFET (7.2 BEE
THHRESG L] 2R LTLEE N,

4) BHELESY—TJILERELTHA VAT —ANY Uo7y T LI

B LI r— TNV DA BT 2—AN) 77 v T LRWEAIIU TOFIE TS L TL 28
W,

1. REBEOWHA X T x2—ADaL 7 47 L—3 32 linterface down] MiRE I
TWRWOHER L TL 72Xy, Tlinterface down] &> TWAESITZa 747 1L —
g T linterface up) IZREL T ZEW,

2. MEBEEOA L H 72— AREVPBEEE— RFERoTWRVDHERL TSI, AR
B 16 A% 7 x—A 1% 10/100/1000Mbps DA — F x> m—3 5 OIS LT
b\iﬁ—o

(B) Ty RTL—LO NetFlow (R ITMAHE DS AL

EFoHR— MO mtu FREZ B REICEREL T EEN,
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(6) B> 7 kIZ TYou have warning messages. Use “show sp” to see them. | M A vt—HH

hEnsd,

EH 2~ F [show spl 23T L T WARNING DA Z R L TL 772 &V, WARNING DOFEMIE AX-
Sensor A~ Rl L 77 L AD [ 1.2-5 show sp TERIND (2) D WARNING —%& | %

ZIRLTIIZENY,
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1.2 EERHRISETE

B T 1 e D JUA

FEIZHOWTHALET,

TREFNALS L7z o TR 7 7 A L 2 BASG L TS T2 &0y,

H
i

BEEEE—FNTrS A L LTLIEEN,

2. Efz~> K [show tech—-support| ZFEITL T &V,
H

3. Efa~2 K lTexport dump—file] ZFEITL T ZE W,

SATT B & IR ATREARARNT 7 7 A VAU L, T2 2 R— b ETAMTORE T, RRBTH R OB X
v b U= BRI LTES AK— b ATV ET,

Y bI—VFERBLTIV AR+

a< > K lTexport dump—file] O/XT A —HXIZRL ZEETHIE TRy NU—IREATOHOHT
I AR— hEFEhLET, ftp, tftp T/iL sep ZFIHL TO T 7 A NVHEETT DT, =7 AR
— Rl AR ARERRT ftp, tftp E/2X ssh b — "B EE L TWAMLENRH Y 77,

AN B ARIEE ~D Ttp/tftp/scp HFEILTE EHA,
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1.3 REEDHIREE

BEENEIE LaWgaid, AREELEOREENC LY EHET D AEENH D £,

TREFMAIC L722 > TARSE 2 HEB L T 2SN,

Az,

1. EEEHEET—RFRTr AL LT &N,

2. HEH o< K lreload] ZFEITLTLZE,

VE— bR, arY—1olbonbbul Ay, BERTERWES, Vey bRX V2T L
CTHEBEN AT,
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Neo
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8. 1

TIEEIR

(M

BRI < > K Tshow netflow statistics detail] @ADL RIZET BEEEE
+ Total @ [Received Packets| [Received Bytes] X H T "7 v 7 EN7RVN,

BHIKRR Y NI DB 8T 7 4 v 7 2ZFE LT RWAREERH Y £7, TE=FF— 1
DAL T4 T —a URE, ERIIMEA AT — ADOREB L O ERAMR LT
<TIPEW,

K 7a—540 [0verflow Packets| WA "N T v 7EN5

TJo—xy N EEBRICL D FURBRETEETA, a7 0L — g [flowmax-
entry] OFFETHRRATY MU EOBREE LB L T EI0,

« &7 —5M® Discard Flows] WAV F T w7 EN 5,
FTA BV ANRBEIN TV DEHER L TLZE,

U AR — MIERE (VX)) Dar 74 71— a VEREDRIN TV DR LT
<&V,

BUH Gy NT =IO N T 7 4w I ZERICaT7 4 7 b — 3 [netflow) THEMHNT
7 —% disable DFREIZL TWARWMHER L T 7ZE 1,

* Collector @ [Discard Packets] , [Discard Templates] , [Discard Flows] 37> "7
v T IND

TV HAR— IR I F T LTORWDFER L TL &0,

A2~ K Tshow ip route] TEUVHHAR— M ERER (VI X)DNV—FT 4 T T —
TIAFRNBIE LWER L T 72 &0,

2) EzSKR—FREICEITHIBER

U HIIR—-FBIVR A PR—FTHEHL WA VX T 2— A% [P 7T RLAD
HIBRZEITORNWTE=F R — MIRE LGS, %A ¥ 72— AT ARP = U BRFET

LT, E=F2R— oy b3 ShE T,

143



%

144



HERA LRI

{T8#kA.1  NetFlow
= A-1 NetFlow QEMBRBRE L UENS

HMIEES (E1THFA) Bit4

RFC3954 (2004 45 10 H) Cisco Systems NetFlow Services Export Version 9

18%A.2 SSH
® A2 SSH SRS & VEIE

REES (R1TFA) RiE 4

RFC4250 (2006 4£ 1 H)

The Secure Shell (SSH) Protocol Assigned Numbers

RFC4251 (2006 4£ 1 H)

The Secure Shell (SSH) Protocol Architecture

RFC4252 (2006 4E 1 H)

The Secure Shell (SSH) Authentication Protocol

RFC4253 (2006 4E 1 H)

The Secure Shell (SSH) Transport Layer Protocol

RFC4254 (2006 4F 1 H)

The Secure Shell (SSH) Connection Protocol

RFC4256 (2006 4F 1 H)

Generic Message Exchange Authentication for the Secure Shell
Protocol (SSH)

RFC4335 (2006 4£ 1 H)

The Secure Shell (SSH) Session Channel Break Extension

RFC4344 (2006 4£ 1 H)

The Secure Shell (SSH) Transport Layer Encryption Modes

RFC4419 (2006 4 3 H)

Diffie-Hellman Group Exchange for the Secure Shell (SSH)
Transport Layer Protocol
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The Secure Shell (SSH) Public Key File Format
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Elliptic Curve Algorithm Integration in the Secure Shell
Transport Layer
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Increase the Secure Shell Minimum Recommended Diffie-Hellman
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RFC8308 (2018 4£ 3 H)

Extension Negotiation in the Secure Shell (SSH) Protocol
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(SSH) Protocol
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Ed25519 and Ed448 Public Key Algorithms for the Secure Shell
(SSH) Protocol

RFC8731 (2020 4£ 2 A)

Secure Shell (SSH) Key Exchange Method Using Curve25519 and
Curve448

{T8%A.3 NTP
& A-3 NTP DEHRIE & & VIS

REES (R1TFA)

HiE4

RFC1305 (1992 4E 3 H)

Network Time Protocol (Version 3) Specification,
Implementation and Analysis

RFC5905 (2010 4E 6 A)

Network Time Protocol Version 4: Protocol and Algorithms
Specification
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& A-4 SYSLOG DEMBREE S UVEE

HIEES (B1TER) Blg
RFC3164 (2001 48 H) The BSD syslog Protocol
fT8KAS5 A —H xRy b
RALS A—HRY P UETI—ADENBRE L VES
‘al g Hgd
10BASE-T, TEEE802. 3 2008 | Carrier sense multiple access with collision
100BASE-TX, Edition detection (CSMA/CD) access method and physical
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10GBASE-R IEEE802. 3ae Media Access Control (MAC) Parameters, Physical

Standard—2002

Layer, and
Management Parameters for 10Gb/s Operation

{T#kA.6  SNMP
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HiE4
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Introduction to Community—based SNMPv2
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Structure of Management Information for Version 2 of the
Simple Network Management Protocol (SNMPv2)
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Textual Conventions for Version 2 of the Simple Network
Management Protocol (SNMPv2)
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Management Protocol (SNMPv2)
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Management Protocol (SNMPv2)
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