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3. Wz~ K license del < UTNAEE>] TIA BV AZHIBL T EE,

KV TNEENTEHAa~ L R Ishow sp)] TERINTETA B AF—DIH 16 HEFEEL
FT, AT O EEBETICHEEL TSN,

MEST-V Y TABSZIEEL-EAIE lnvalid License Key. | EFRRINFETOTIELN
VU TNESEREL TSN,

DU T NE IR F LML F 2 KT D20/ CFTHREL T ES0,

4. EH=z~2 K Ishowspl] ZFEITLCFIES THIBRLIZT A B ANEREINZNWI E2MERL
TLIE&E W,

LT, 948 ZAOHIBIZKRT T,
HIBRIZAIRE R X, & o e b vk 5,

WIZT A & 2ADOBIBRSGEEIC DWW TR LET,

£ 442 SAEURDEIBREY

BE R A4 RE HIlBR S
AX-PA1630-01 AX-PA1630-01E1 253X E S 4 TV ZRWIGA I HIBR 7T BE
AX-NS-S01 AX-PA1630-01E1 HIZHIBR FT6E
AX-PA1630-01P HIZHIER T RE
AX-PA1630-02 AX-PA1630-02E1 NEXAE 4L TV 2R W IGEITHIBR Al g
AX-NS-S02 AX-PA1630-02E1 HIZHIBR FT6E
AX-PA1630-02P HIZHIBRFTRE

b5



444 SAEDRADEM

FA B ADRNCHOWTEA L ET,

4.4 4.1

AR VARMEIDT 5— FEH

FA B AOHFDHIMNKE TITDH3DARIOAD (1H) 2948 ARG » ARIOT 77— h@f%
ITWET, B HERE Ik L TRE A FTRE T,
FA VARG ARIOT T — MAFIZDOWTLL IR LET,

K 443 SAERAKHMI T AEIDT 5 — MEA

#| 75— hMER

AN

LES

1 | EHAYyE—Y

CGERA =T TIA U ARE S » ARFID
\BEnEHHLET,

s TABARE3 y ARNZ 1 BlO&A@EE L E
—3‘0

- syslog HTDRENH 2HEI21E syslog H
— @A L ET,

c A v —VNEE
[AX-Sensor =< K »
a7y LAl D
[#1.3-8 714 &
BEEH A vE—V ) %
ZHRLTLIEEN,

2 | FurrF R

ca<wy FAJIE— R CEMH=~2 K [show

spl DFETERT A v =V HhENFET,

s TA U AOBINT X0 BHHIFNERE SN
HET, FurFhMiERAye—EREHL
7,

s a7 MO A
UM S E
R

You have warning
messages. Use ”show
sp” to see them.

3| EH=a~w R

cJ#Ef =~ K lshow sp] @ WARNING {fF#RiZ Z
AV AR rARIOA v =N EN
ji—g_‘o

s T4 ADOBIMCI Y EHHIRINIERE S
5 FE T, WARNING fFICHER A vE—U % )
| =

c A=V HNREI
[AX-Sensor =<2 K -
/177 LA DiE

Ao~ K Tshow sp]
B 13 1.2-5 show
sp CEREIND (2) D
WARNING —%&] #Z ML

TLIEE W,
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4.4.4.2 SA4A D RAKRPEBEDEE
FSAB L ADOHEDHMENKTTHETA B AROT 55— MBEEITWET, T4 &L ZANED)
T D EHEBED—NME AR & 220 F97,

FA v ARDEFEOT T — FBREIZDOWTLL IR LET,

R 444 SAELVRARPDFEDT 53— LB

#| 75— rER 38 A1 e
CEHAvE—UTTIA RIS OB E s A vE—URARIT
JILET, [AX-Sensor =< > K «
BT P © T A ARPIRHC 1 EI OB LS, =R S SN0
« syslog I DOBRENH D A1 syslog ¥ [#%1.3-8 942
— Nz L E T, BlELEA A v —2 ) &
SR TLIEEN,
cavy RASE—RTEMA I~ K show c a T MIZELT O A
spl DFETERT A v =V HIhENFET, D AN ARV -1
9 | a7 s TABUAOBMIE Y HHHMENERE S | T,
AHET, Yur7hMcERAyE—%H 7L | You have warning
ESr messages. Use “show
sp” to see them.
-~ F [lshow spl @ WARNING f§4RIZT | « A v E—YNEIT
AV ARARIDOA v —UnNHNENET, [AX-Sensor 1< K -
T AOBIMIEVEHYEBIEESN | r7 L7 7 LR O
3 | e % E T, WARNING {E#ICmE A vt —T % HF | iz~ K [show sp)
EHa~w R

Liba‘o

BXO 1#1.2-5 show
sp TEREIND (2) D
WARNING —%& | #ZHR L
TLEEN,

FTA B AR THEAART L2 DEREEZ L FIORLET,

K 445 SAEVARMTERARA &G DHHEE

#

Hae

nE

&%

NetFlow Exporter #HE

NetFlow Data FlowSet /34> M DE(E
PEELET,

NetFlow Template
FlowSet /X% v ik
LCTEELET,
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4.5 004 21— DHEE

ZOHEITHE, nSA = TOREIZOWVWTHALET,

58



451 BJA 21— DNRT—FERE

Qs Ay a—YONRAT— REFRITEHfA =~ K lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

X 4.5-1 o441 —H0D/IRIT—KEERE

SP# (1)
SP# edit system users e (2)
[SP-system:users] user admin - (3)
[SP-system:users-test] password - (4)
New password: .+ (5)
Retype new password: .+ (6)
[SP-system:users-test] save (7
SP#

(1

EEEHEE— R Tl A v LET,

)
(2) EHza~2 F ledit system users] #ZE{TLFET,
(3) EHA=~ K luser] TXRTU—REFFT IR v a—FLERELET,
(4) A=~ K lpassword] TXAU—RKANICEBELET,
(6) BEHEFTHNNATU—FEANLET, (AJJLERRAT— REIERINEFA)
(6) HE, BHEITLZRAT—=FEANLET, (AL RAT—REIRRESNEEAL)
(7) EHA=~> K lsave] CTLEREMWICEVBRE LI AARAT — REMBLET,
EEFH

« RIEEE TIE admin HERDO /XA T — REBR S THREEITHEE - R LSS, nJAfra—Fop)
BN TEEHEA, ¥ =2V 7 ¢ F adnin #ERR I LY operator #ERD 1 7 A 2 —P|ZIFT/RA T —
REFREL, NATV— REFBEICERLTIEIN,
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4.5.2 A4 21— DERS L VHIFR

a7 A va—FOERE XIOHIBRITEH 2~ F lTedit system users] TITWET, 1ERHIZ KD
R LET,

4.5-2 054 o1 —YDERK

SP# (1)

SP# edit system users e (2)

[SP-system:users] user test - (3)

[SP-system:users-test] password - (4)

New password: .+ (5)

Retype new password: .+ (6)

[SP-system:users—test] group admin (D

[SP-system:users—test] userid 1234 -+ (8)

[SP-system:users-test] save -+ (9)

SP#

(1) EEEHEFE-FTrIA U LET,

(2) EHA=<> K ledit system users] ZFEITLET,

(3) EH=a~ b Tuser] TIERT D m 7 A a—VHERELET,

(4) #EH=~ > K Ipassword] T/RAT— RNANIZERLET,

(B) BRI LHNAV—=FREANLET, (ANLEARRAT—RFEFERENEEA)

(6) B, BHFTLHLNRT—F2ANLES, (ANLEART—FERRSNLERA)
)

B~ R rgroupj TYERkT A /A ‘/:L**”JuadminifdiOpel’atOT@%Bﬁ%?ﬁﬁ?Liﬁqo va

7 # )V Midoperator R E SN TCWET,

(8) EH=a~> K luserid] TIERT 21074 a2 —F DuseridZiRE L E£9, useridZi®RE LW
BAiEn 74 v a—PERFICAEE TED Y TonE T,

(9) EH=~> K lsave] TLEREQB)~(6) DEENEEZXM LTza A ra—FEERLET,

(7

acy= AL
AERR LTz A v —HF DgroupB L WuseridDEF T TE EH A, BEEITOREIT—Ea /(v
a—YPEREIRLBICa /A a—FEEEER L T ZE0,

X 4.5-3 og4 >a—FDHIK

SP# e (1)
SP# edit system users e (2)
[SP-system:users] delete user test -+ (3)
[SP-system:users] save - (4)
SP#

(1) HEEEHET—RFTtreJs 14 LET,

(2)
(3)
(4)

60

HEH o< F ledit system users] #FE{TL £,
AT~ K Tdelete user] THIBRT 2074 v a—FHE2HRELET,
HEHa~ K Isave] TERGICEIVFREL-a A ra—FE2HIBRLET,



4.5.3 o594 a1a—HD#HEE
a7 A rya—F o bITER 2+ K lerase users] TITWET, FIHHLHIZ2KORIIRLET,

4.5-4 04 a1 —v0MEAEL

SPit == (1)
SP# erase users - (2)
WARNING: Do you wish to erase users information?(y/n): [n]: vy -+ (3)
SP# reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy ---(5)
SPit

(1) HEEEHEE—FTe s A LET,

(2) #EH =~ R Terase users| #ETLET,

(3) mrA a—VUHHLOAGHEMERT v AN LET,
(4) FEH =~ F [lreload] TAHREEOHEEZ2EKL £,
(5) EEFEENOKFEMEET v EASILET,

EEFHE
s u A ra—FOMEILITIREFEESRIC KBS ET,
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4.6 CLITODIRE

ZOHiTIE, CLT TOERMEIZOWTHALET,

62



4.6.1 FhH5ciiee

av U R4 ETMab]¥—%2 ANJT252L T, avr FANKOav sy REHRRLT 7 A VEDNT)

R FTH LN TE, a~xy FPANBERIZRY £, Mgz Lz 2~ FAT Ot
AL R LET,

e Z R L-aY Y FADDOERRIEDHE
[SP-netflow] net[Tab]

[SP-netflow] netflow

avwy FANEIZ[Tabl F—Z2 AN LTeHE T, EHTELNRTIA—ZRT 7 A VA D—FaFRL
jz—gqo

THEHRE AR Lz, IBERBE/NNT A —F —BERTOH
[SP-netflow] netflow [Tab]
ipvd mac

[SP-netflow] netflow

EEFHE

CANTERVEBREZF ST 25600800 EY, axrF-n7 L7702 OFa<r ROA
NG e AD#iHZ TR < T2 S0,
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4.6.2 ~)LTHERE

AU RIA BTN ZANTLIET, BETEL2a~v Y FERLEIANATIA—F 2B TEET, %
7o, AR RRONRTA—ZOEREMD ZENTEET, [IANKORTRHZLLTITRLET,

(21 A ABEDRTH
SP> show interface [?]
Valid entries at this position are:
<Enter> Execute command

INTERFACE  Interface name

SP> show interface

EE I

1l

< SDRVWRT A= HZEFRTEHEERHY £7,

AN TERVEREZZTFT 55/ ET, a~vr R-nZ L7700 X OFa~r ROA
MR E ADF A ZHERL 72 &0,
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4.6.3 ANTS—iEHEHEEE
Sy FELBAT A—F ERECAS LR, =7~z 1) THEHLT, Kifce7—2A vt
—VEFRLET, IANLREEOERFL 20 £,

") OEREEFEZT—Ave—V0FRAICE ST, 29 REFRIFASTFA—XEZRELTHEASD
LTL7ZEW, A= T —EEHROERFZRIRLET,

ANT S —fEERHDOR=H

[SP-netflow] netflow notip

A~

String error: invalid string
Valid entries at this position are:
ipvd Netflow MAC-IPv4 function

mac Netflow MAC function

[SP-netf low]
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4.6.4 a<v 2 NEBEET
av Y RERIFNRNTA—FEE R L TCANINELER B a~y REFIINRT A -2 L LTHE
TELHEA, a~ o FeEITLET, iAo~ RETHZRIORLET,

EHEAANDIT Y FE1THI (show netflow statistics MDEHAH)

SP# show netflow [?]
statistics status

SP# show netflow stati

Date 20XX/08/20 12:07:54 UTC

66

Total
Received Packets : 0 Received Bytes
Error Packets 0

IPv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

SP# show net stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

[Pv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

BHDINTA—F (ZDIHE netflow, statistics) ZRIFICEMERIEETT .



4.6.5 X M) HEE

ERANUMSRER T2 L, BEICAN Lo~y FEHEQBECHET LD, BEICATI LIz
VU RO—EEER L TCHSEIT LY CEET, B A MNIEZEA LA ZKRITLET,

EXMYBREEZFERALEZITY FATORBREDH]
> ping 192.168.100.2 count 1 == (1)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt1=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> =+ (2)
> ping 192.168. 100. 2 count 1 E)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 ttl=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> -+ (4)
> ping 192.168. 100. 3 count 1 )
PING 192.168.100.3 (192.168.100.3): 120 data bytes
128 bytes from 192.168.100. 3: icmp_seq=0 ttl=128 time=0 ms
-——-192.168.100. 3 PING Statistics——-
1 packets transmitted, O packets received, 100.0% packet loss

>

(1) 192.168.100.2 IZ%f LT ping =2~> RZFETLET,

@ [1] F—%ANTHZETHIAN L a~ > FERGHEET, Zoplona, [1] %—
% LEHFT & (ping 192.168.100.2 count 1] £&FLETOT, [Enter] F—DAAET
AL =~y FEBERTTE T,

(3) 192.168.100.2 2% LT ping =2~> RZFETLET,
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68

@ [(T]1F—ZANTAHZETHNIAN LTca~r REOHL, [«] ¥—k X [Backspace]
F—HfloCTavy RUFHERETEET, ZoflogA, [1] F—% 1REHT L Iping
192.168.100. 2 count 1| ZHE R LETDOT, IP 7 RLAD 2] D5y % 1311228 %F LT [Enter]
F—2 AL TWET,

(5) 192.168.100.3 =% LT ping =~ FEFETLET,



4.6.6 R—4

v ROFITIZE VD SNHFERICONT, FRTREERD —HEHICT X TRRLE NN
B, 2=V OXF—ANEREIC—Bm I LI > TRRLET, B, =V 7dEHa~v R
[pager] THFOMEEZEIMNI LTV LD TEET,

69



4.6.7 ¥—R— k<2 e

WART 7V =2 a UBLOWROREIC LY, HEHRER T —NEAR Y 9, REECTIE, VI100 T
HEEDRATEIZ 2 > TV A F—Z A L7z 4.6-1 OMAEDOE TCORELZHERE L £,

% 461 #EF—K—FaTUR

F—FR—F A
Backspace H—=INVDED 1 XFEHIBRLET, (=72 LITONRIEEET)
Ctrl + A A=y FTOEHE~BE L £,
Ctrl + 1 XFRVEY, (REULITOEEET)

B
Ctrl + C av s RafrLEd,
Ctrl + D 1 3CFHIBRLE 7,
E
F

Ctrl + a<y FTOITR~BE L E 7,

Ctrl + 1 XPERET, (EELITOKRDY £T)

Cerl + L ayY—)VlmEY 7y a2 l, Bmboa~vy FATUSMMIFTEZEEL
i‘g‘o

Ctrl + Hrrhavwry RETROEARN) ZFERLET,

—OFiOE A MY EZERLET,
H—=INVATOT F A M EHIFRLET,

N
Ctrl + P
U
Ctrl + W =Y NVEVREIFOT XA NEHIBRLET,
K
T

Ctrl +

Ctrl + = ND%ADT XA NEHIBRLET,
Ctrl + AV FDOXLFEROLFa L ET,
Esc + B 15ERY 9,

Esc + F 15EEAE T

Esc + D FEDH— I N BEAZHIBRL £,

10



4.6.8 CLIREDHREZTARX

HEhn 77 o MERESC CLI BEEEO—#IL, CLI BREE#RE L Ca—P T L IC@BEE I A X~ A XA TE
¥4, WAZAATE5CLI HREL CLI BEEERA R 4.6-2 1TRLET,

& 4.6-2 hRBT A XTESCOLI #ae & CLI IRITIFR

Y1 DAL XHNBEDPBEARDT 74 FRTE
S R TFTHMNEIMERETEET,
oA UEEOFT T 30 FERETIE, X—U U BTV ER A,

N=T T ORR/ WL, EM A~ R Tpager] TRIETE £,

BIENEIL, I~ r FRETSNCER» DEIRICKENET,

n



4.7 avI7q40L—>ay

COfTIE, ar7 4l L—a oW THBALET,

12



471 avI2459L—2 3> NEHR

EERFICHARAEND AL T4 T —va B AR = NT v 7ary7 0 7 b—va RO, EHIC
FHEINR2a 740 v—avkor=u a0 b—3i gy EERNES,

AEBOEBREE ANDE, NWE 7T v a2 AE) FOREZ—NT v TFar7 4l b—ar 7740
B EN, FOFEFETr=v a7 40 —2a b LTRESH TCEREZBBLET,

ALV T4 —a VERE, BELTEEAE, Sry=vrar g L —varynEBx s o, E
Al snEd, 2R LT r=vdar7 47 b—va U iERHa~2 K lTecopy conf running
start] AT AIL T, A — KT v 7Far 740 b— 3 R ET A2 ERARETT,

Mt LIENBEZRAF LW TAKEZBEHT 5 L, MELEARTITIEDN DD TEEL TSN,

13



4.1.2 av747L—Y a3 nmEE

AT 4T = a VOREILOWTHBILET, HKa~vr FOFEMIcOWTE avr K-an /L7
TR BEBRRLTLEIN,

14

(1

(4)

REREGaAT Y FE—F

ALy 74— a VOWRERITOEAL, EEEHEET—RTueSA2L, configure 2=
REFITLTLZEW, a7 bR[SPlHCkhbtary 74—y ara~vwy RE—RER
D, Sr=vrarg gl b—a rORENTREL 20 £,

aAVI745L—S 3 DRTE - ER

—fRr—PE— PRI OEEEHE T — FCa~ 2 Fldisplay conf running |3 L O display
conf start] ZFEITTHIET, FNFNor=vr7ary747b—vay, AE4—r T v
AT 4T —varERR MR THIENTEET,

ary7 4 b—varavwy RE— RCTa~v R [display] #347 LIz5E1%, BIEREFT O
NEBRFTRINET, ERAFORNREIZELRDAEERH DO THERE LTI,

aAVvI49L—2arniRE
a7 4 b—Yaryavwy REFALT, avy 747 v—arERELET, F77, =
T4 7 b— 3 COHIBRIZ, o~ ROSTAIC Tdelete] Z4ETH L TRETEET,

AVI4TL—2aVDHEE

MHELay 74 7 L—va v ERMEE5I1I2Za~> N laddrunning] THEET D XLE N H
DET, BESELIETHTI v T ar 747 b—va AIKmEN5 2 L3z, EAR
RICHEIEH Y 8 A,

2= KN lTaddrunning] THEEETICary 747 L —vara<wy FE—RE2KTTDERE
L7ENBIZETHZTLEVWET, ZOHEAITITE TEHICK T LTI WO HEROEENFIR S
NET, yEANTAEZOFEFELRTL, nZANTHEKTETICary 747 b—varavw
v RE—RICED ET,

A~ K laddrunning) ZFTEFICar 747 b—varavy FE— Rk T LEEAIC
RRINdAyE—Y

[SP] exit
WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: n

[SP] exit



WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: y

SP#

G) aAavI4TL—arvDRE

EH o~ N lcopy conf running start] #fEfH+H52¢T, Jo=vrary7471—>3
VINAL = T T arT 4 Jb—a 7y A VRFSNE T, i LIENEEZ RIF LR
WTCHEBEZFEETL L, MELIENENKDILLZOTHEEL TN,

RBHRAET DT a~y FEITRHCHA SN DR D A v =22 LT, UTFD L2 2 E
ly] AN LET,

SP# copy conf running start
WARNING: Do you really want to overwrite the start configuration (y/n)? [n]: vy

WARNING: start already exists. Do you want to overwrite it (y/n)? [n]: vy

6) AVI«TL—2arDRERT (exitawr K)

AT 4T = arOmMEEKTITHEEIE, a7 47 b—varya~vwy RE—RFox L
FEDOMEE T exit 2~ FEEITLET,

RS

c RIEENEH <~ R [show sp) T Status 2% in service IZ/RARHNCIE, 2747 L — 3 B
WO L —va VAL U TOREREEZBEVCLET,

-« a< K [ldisplay] Tar 747 Lb—arafpnLlTh, ELSEREINZWEERH 7,
AT 47— arERELTULRENBN RO GERH D 7,

M~ K [show sp] T Status 2’ in service 7> TWAZ EHHERLTME, a7 47 L
—yaVBEOA R = g VEBBL T IEE N,

15



4.7.3 avI7459L—23>DITHY RAEKR—F

WELZav 74 7L —va ORI T TR WA ENE, EH o~ K lTexport conf)
PERALTary 747 —y a7 7ALDT 7 AR— FRARETT,

YT FRALTITIRAR—+

o< K Texport conf] D/XF A—Z|ZURL ZFETHZETHRy NT—IRATOT Y AR
— ’EEBLET, ftp(FIT tftp) ZFHL TOT7 7 A NVERIETT DT, =7 AKR— ML
HIELZET ftp (E72IT tftp) — "B EE L TWABMERH D F97,

KATEE O ftp/tftp V— NIEE) L TN, FNE0 b ARSEE ~D ftp/tftp BEftII T
FH A,

EEFHE

s T AR—NA[RER T 4 T — gk, AEA—NT vy a7 40— a3y [start] £7-
o= 7ar7 471 — 32 lrunning] T,

16



4.7.4 a4 5L—23>DA4 2 KR—F

Ny T oL TWezarZ4 7 b—var77AVERVAALTHERLE-WEAZR S, EH
<> K Timport conf] ZEHALTCar 747 —a 774 0DA R — FBAEETT,

Fy bI—=0EEALTS VR—F

a2 K limport conf) O/3F7 A—X|ZURL A4FETHI L TRy NU—ZKREATOA KR —
NEFERLUET, ftp(EILtftp) ZFIHLTO T 7 A VIEETTOT, A v R— ML & 7251
23 C ftp(F/F tftp) Y—"NEEB L TWAXLERDH Y £7°,

MAIEE D ftp/tftp V— NTEENL TWRW8, SN D ARIEE~D ftp/tftp kI T
FH A,

A VR— Mg, A=~ R Treload] TARBEZHEHT L LTS U R—FLicary7 47—y
a CCOEMMBMBSNET,

EEFHE

A VR— T Har T4 T = ar T AME, A= NT v Far 74 S L—3 g DR ARG
ELETOT, =<2 Nlimport conf|D/XT A= THDHA R — D7 7 A4 V41T, #F [start ]
ETDHUERDHY ET, TDOT 7 ANGAH [start] THIGEIFEA Y AR— NEDT 7 A4 VAITIRE
TLHMEDH D A,

11



4.

a7 47— ONEUBITEH 2~ N lTerase configuration] TITWE$, FIHHLMEZ kD

1.5 aYvo449L—2 3> nHie

PR L £,

4.7-1 avo24 5 L—> 3 >n¥He

SP#
SP# erase configuration startup
WARNING: Do you wish to erase startup-config?(y/n): [n]: y

SP# reload
WARNING: Are you sure to restart system(y/n)? [nl: vy
SPi#

(1) HEEEHET—FTrs /4 LET,

(2) EH =~ K lerase configuration startup) #ZEfTLE 5,
Q) arvrva4Zr—ya UL AHEER T vy ZAILET,
(4) FEH =~ K lreload] TAREEOHEILE 2 FEHL £7,

(6) EEMEBOAKHMERLT vy AN LET,

EEFHE
C AT 4 7 b= a OB E AR R IR S E T,

18

(1)
-+ (2)
-+ (3)
- (4)
++(5)



4.8 telnet/ssh I2&d80454 2

WEAR—FE2MLT, VE— MERHWERNOAEF~0 27 A 3 5101%, AEBBTIP 7 FLADH
ERMETYT, 72770, PIHIEARICIZIP T RLADREDNMTON TWERA, F0ED, a3/ —
Anbal AL LT, avrZq b —a v ERETHAHLERD Y £,

telnet \2L D07 A U ARARELTHITIAREED R AL FAR—FD IP 7 KL RAEHRET HME
BNHY F7, telnet P — NIAREBEBOEIFHZBEH TREIL T O T, MICHELRRETHY FHA,

sshiCkpu A U Z2RREL T 5101, FICABEED ssh —"2HMTHLERNHY 4, 5.7.1
(a7 47 1L—ar] 28BLTEEN,

UFICA > Z T 2—Z(ethl) ~D IP 7 RLADOREFZ T LET,

AR T z—R(Eth)~AD IP 7 FLADEEH!

SP# configure =+ (1)
[SP] ethl =+ (2)
[SP-eth1] ipaddress 192.168. 100. 100/24 - (3)
[SP-eth1] addrunning e (4)
[SP-eth1] display -+ (5)

(1) EEEHHEE—RFTrI AL, a< K lconfigure] Tar 74 71—y gravy RE
— F~EGI DY 77,

(2)  ethl AV £,
(3) ==y K lipaddress] THEED IP T RLAZRELFET,
(4) =~ K laddrunning] TKMLL E7,

(5) =a~<y K [display] THRENAKZEZ R RL THERLET,

19



4.9 ftplckdOT404 >

AIEEBTIT—HEH I~ FTORftp 7 AT v MEREIC L D 7 7 A MREZRAE L T ET,

x® 491 ftpZAAL-T 7 M )LEEFEaT U F—8

avY Rg

av > R

%II

export dump—file

fRATIE S 7 7 A L 2IEE L, FRE SNTciisse~ink L,

export conf

aLv T4 —ary Iy ANEZ I AR—F LET,

import conf

a7 4 —ary Iy ANEALUR—NLET,

export log—session

AREETINEL WISl 77 A VET T AR—FLET,

update

VI =T ERELT v T LET,
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Ot

410 VI bz 707v7TT—F

LORTRY 7 FY =T OT v 7T — MOV THALET,
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4101 Y2 b2z 7D7YTT—F

VI NI 2TDOT v FTF—rElE, HA=Va DY T RNy HAA—Ca DY 7 27T
NR=Ua v T o7 THZLEELET, 7Ty 7 T — baFERT HICTHEEHEET—FT, Efla~r
K Tupdate] ZFEITLEJ,
Ty ST — N, EEEHOa T 4 S —vay, a—PFER (0 XA T AT N, NAT— R
E) BIXOTA v RERITFOE F5 MBI NFET,
T ST — NEETAICIZLUTOFERHY 1,
1N XY FI—OBATTYIT—FIFANLEAFLTCTYIT—FT 3
o< K lupdate] CTT v 7T —hr 77 A NVDAFHRIZURL ZELTEITTILET, Ty

TTF—bERTWET, ftp (72 tftp) ZFIH L TO T 7 A MREZIT S5 DT, AFHL 2o
T ftp (F2iT tftp) b —"DEE L TWDLERH Y £,

77T — MMk, EH 2~ R [reload) TAEBEZBEETLZETHLWWY 7 by =7 TOEMN
Bt SN Ed, BEICEEHLZENIITOETADOTIEELZIV,

BB, R=Ua BT AEE, RYR—RMNIRDary 7407 —va b on oL T
SV, KYR—FrDar7 4 7 L—a BB LARNTAA—=Ug A TR ET LSS, BEXLR
WRy MU= HERSCEIEL e b BENRH Y 97,
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4.10.2 £EERNY I T VT

BNy 7T v 7 e, BEBEL WA Y 7 hy =T #EEPNIC 1 SOy 77 v 7T %17 )
LT, RF—RNT T HEANAY I T THD2ETY 7 MU 2 TEFNTZ £,

AX— R T v TRENONN T T v TE~NDNNy I T o TIET TR, R T v Lz 7 =T
ZUARNTTHILEHAHRETT,

UTERy 27y T7BLOV A NTOFIEZRLET,

1) RE—FrT7yTEAIONYITYTEANDINY I TS
1. BEEEFET—RFTo/ A4 LTLEE,

2. BHa~rF lcopy Im start] ZFEITLTLEI N, A — T v HEN Ny 7T v 7HEHICa
]:O%l/jij«o

3. @EMH =z~ K lshow version] TF/W® [Backup| |Z Startup] ERICY 7 b7 X—T 3
UIERPAIREN TS Z E MR L T,

2 Ny TF7YTEIMNLARE—FTYTAANDYRLT
. EEEEEZE—RFTe /A LTSN,

2. #EMa~<2F lcopy Im backup) #FEITLTL7EEW, Nyl T v HEAZ— T v 7 HIZ
av—L%x9d,

3. #EMHa~ 2 K [show version] TF/W® [Startup] 2 Backupl] ¢RILY 7 b =7 /83— g
VIEBNRENTWA Z E AR L TSN,

4, JHEa< K lreload] THEEZHER L TL/ZEW, VAN LEY 7 by =7 CiEHZEB
HBLUET,
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411 REETHEMEE
SOHITHE, AEBOEIRET S B VTR L E T
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4.11.1

LED & R E DIKEE

AFEEIILEDO R RIS L EEORELZBHAOE LET,

WIZLEDDFARNFIZOW TR LE T,

# 4.11-1 LED OXRTHE

E2x 258 KRB oES
PWR | LED: ik BIROBAREZRLET, FEkAT | FEIFON
THAT TEIFOFF, F 721X EIR R
ST1 LED: fk/7% | M@ ORBEZ R L ET, FEAUAT | BYYEWTRE
Bk | ¥lEh (b B, KT
JLER
TREIR | EEOH SEERAE (EWR)
IREAT | EEOBmmkEERA (R A
Af)
VAT TEIFOFF, F 721X
ST2 LED: /7R | BEEOWRREEZ R L ET, FkAUAT | BhERTRE
BESIK | V7 b= T HEH, 3K T
Biiiles
TR | EE O EERE (ER)
TRAAT | EEOBmmIEERA (ki AR
Al)
AT TEIROFF, F 72 1XBIRAE S
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4.11.2 [EEER

AREECRETHEAN—FT 2T, BIXOY 7 N =T OEELZHBMLE9,

P, B A LI-SLEIZIE, LEDIZ XK 2184, syslog ~OREEFHRO ), RLEiE O FEEh 2R E
WA bETERmL 7,

FEE N 3 [m)EHE THAE LIERAIn, ﬁ@ﬁbfwéy7h?:7ki%® Ny 7T v 7ENTW
HYT7 2T EEHLET, FNTHIEFEE LR 78A8100%, AREEIIEEL F3,

Ny 7T TIEIZOWTIE4.10.2 §i [HEERANY 7T v 7] 2SR L TTFE0,
(1) EFEA=v N IT7oDER
R C L (RS & 72 13 2/ L 7= 358 I C il Eh 2 340 L £ 77,

T 4112 EBRA=ZY N I77o0RELEE—E

HEORE B A ke B{E
EHA v t—Ca M), BLO
RIS X syslog r— "~ D EITWET,
HiE#EE2ITW\ET,
g EAA v t—Ca M), BLO
77 L © syslog #— S~H A ZITVET,

L) O : Ak rTHE, X @ fkHEA AT,

(2) mEEER
ARAEE DIRE DS T0°CLL LT E) 2 i L £,
® 4113 AEEDRE LEBE—F

EEBORRE E R DRkEE Eh{E
HEHA vy E—U2H), BLOY
Howr =R (70°CLL L) X syslog r— _"~H D Z{TWE T,
FREEZTTWET,

HHA Y E—V2H A, BLO
syslog =X~ EITWVE T,
HWHA Y E—V2HA, BLO
syslog ="~ N 2TV ET,
HEHA -T2, BLO
syslog =X~ EITVE T,
HEHA =2, BLO
syslog = ~H N 2TV E T,

IR (0°CLLT)

IR IR (5°CLLE)

EIRAE (50°CLL 1)

OO |00

riiRAE 17 (45°CLATF)

LB O« Mk rTaE, X Ak AT,
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Q) *EVEREESR

AEVOHEMHBEZEMAL, REMATYDWAT ER-TEEICESEZ ZITHAL, FiEH)
(XM L EE A

RAN-A SAE)ERELBE—F

EEDIKE E R D#ER Bk
s HERAyE—U2 M), BEIW
A ) Bl O syslog #— S~ HAZITVET,
" EHA v E—V M), BLIO
7 VR o syslog =S~ 24TV E T

OLB) O : Mk rfe, X fke A Al

4) ZothoEE

x 4.11-5 TOHOEEELBE—E

EEDIKRE 3= F D #E e BhE
EHA -2, BIO
N— R = 7 HEERE X syslog — "~ HATVE T,
HiE#ga1r\E9,
. T WER A v E—VET], BLO
e g O syslog ="~ ZITVE T,
- U EHA v E—VEHT), BLO
21 %vsii%;)m e X syslog — "~ ZATVWVET,
B 21TV ET,
EAA =2, BLIO
V7 N =T REE X syslog — "~ ZITVWE T,
B 21TV ET,

LB O : Ak aE, X« fkke A T,
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2y bJ— g

ZOETE, Fy FPU—JHEEEICOW T L £,

5.1 Ry bI— Al

52 4/ 3 D1 —REBFE

5.3 syslog A

5.4 SNMP

5.5 AAT 4 oI N—T 4T

56 NTP 7 747k

5.7 & Do 2 i B E I




5.1 *v FJ—2 A

ARETHAT 2BENEIT, RITRT Ry bU =7 EBIOX ZHifEE L TWET,

B 5. 1-1 v kT —2EEH

Hﬂi%
AR 172. 16. 100. 0,/24
(100)

—H /L3 AA v F

(11)
Qz. 168. 100. O/D
@200. 0/24

J—% /13 AL T
o \/

| a7 X

<192. 168. 200. 0/24> [7 7 — A 2 ]

® 08

AR NTP #—% SNMP H—X syslog ¥ —/
(250) (30) (40) (50)

Y

¢

KAy aNFTRy T =7 DRANEGERT,
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52 A R T —RETE

WA R T 2 — ADREEHA L E T,

HESH
DT =g URVLAND R EILTTE £ F A,
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521 avoI«459L—3>

AR T —RA

K 52-1 41227 —REZEH

SP# configure
[SP] ethl
[SP-eth1] ipaddress 192.168. 100. 100/24
[SP-eth1] addrunning
[SP-eth1] display
# INTERFACE STATEMENTS
#t IPV4 STATEMENTS
# IPV4 ADDRESSES
ipaddress 192.168. 100. 100/24

FH = H =

(1)
(2)
(3)
(4)

IPV6 STATEMENTS
IPV6 ADDRESSES

IPV6 PREFIXES
ETHERNET STATEMENTS

A BTz —Rethl ZHIME L ET,
IPva7 KL RAEHRELET,

a7 40—y VERER ML ET,
ay 74— g VEREEAFERLET,

BEDAL T 4 T L— g VERERERITR LET,

(1)
- (2)
- (3)
- (4)
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5.2.2 ARL— 3 Y
AVH T 2 —AREICHET I EH I~ RERIRLET,

(1) show interface
a7 47— ary TRELEIPY RLRAERRLET,

SP# show interface
# vrf0
eth1: <BROADCAST, MULTICAST, UP, LOWNER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 00:12:2:95:¢8:51 brd ff:ff:ff:ff:ff:ff
inet 192.168.100. 100/24 brd 192. 168. 100. 255 scope global ethl
valid_Ift forever preferred_Ift forever

(2) show interface <#¥4A 2 7z —RX %> statistics detail
{257 = AOWE A KR LT,

SP# show interface ethl statistics detail
statistics:

Kernel Interface table
Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg

ethi 1500 175 0 00 5 0 0 0 BMRU
RX: bytes packets errors dropped overrun mcast
16942 175 0 0 0 7
TX: bytes packets errors dropped carrier collsns
490 5 0 0 0 0
RX rate Obps (0. OMbps) Opps (0. 0Okpps)
TX rate Obps (0. OMbps) Opps (0. 0kpps)
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5.3 syslogHH A

B A Y=Y Dsyslogl IR EIZOWTIEHA L ET,
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531 avo7«445L—3>

syslogll NERED a7 4 7 b — g UERERZRIRLET,

5.3-1 syslog HAKEHI
SP# configure

[SP] log

[SP-1og] log-session SYSLOG remote 192.168.200.50 ---(1)
[SP-log] log mng SYSLOG info ()
[SP-log] addrunning e (3)
[SP-log] display e (4)

# LOG SESSIONS
log-session MNG local 2 MB
log-session NTP local 512 KB
log—session SNMP local 512 KB
log—-session SYSLOG remote 192. 168. 200. 50
# SERVICES LOG SESSIONS
log mng SYSLOG info
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS

(1) syslogH IR EZ1T 9 EE DO SLEH (SYSLOG) 3 L Wisyslogh— %5 5E 2% E LE T,

(2)  syslog NRRTE 24T I ATE O LFH] (SYSLOG) (Zsyslogh— S~ )15 A v —VNEERE
LET,

(B) avI4llL—y g UREEXRBRLET,

4) a4l r—arBRErFETLET,

EEFHE
- B Dsyslogh—GEIEOREEITAETN, R4OERD ET,
 syslogli 7157 — % D~y ZEIAHT D facilitylZiZ I [local0) ZfEA L E 9,
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5.3.2 ARL— 3 Y
syslogiR EICB#E T 2 a2~ RERIORLE T,

(1) show log-session MNG
EENICRFELTWDAERA v E—V 2RI LET,

SP# show log-session MNG
Sep 12 08:57:02 SP MNG: spmd-INFO EVT NIF:00 20012010 Initialization started

Sep 12 08:57:03 SP MNG: spmd-INFO EVT NIF:00 23024011 Initialization is complete.

Sep 12 08:57:14 SP MNG: ————INFO KEY NIF:00 00000000 admin: display conf running
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5.4 SNMP

SNMPEE EIZ DWW TEE L E T,
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541 avI45L—3>

S\MPO =27 4 T L—3 g VERTEMERIZRLET,

5.4-1 SNMP 2% 7E 5l

SP# configure

[SP] snmp

[SP-snmp] snmp enable

[SP-snmp] rocommunity public 192.168.200. 40/24
[SP-snmp] authtrap enable

[SP-snmp] trap2sink 192.168.200. 40 public
[SP-snmp] addrunning

[SP-snmp] display

(1)
(2)
(3)
(4)
(5)
(6)

# SNMP STATEMENTS

snmp enable

sysdescr none

authtrap enable
# COMMUNITIES

rocommunity public 192. 168. 200. 40/24
# TRAPS

trap2sink 192.168.200.40 public
# SYSTEM
# LOG SERVICE

log snmp SNMP info

SNMPHEREZ AL L ¥ 9,
FARY ARER A 2 =T A ARELET,

Authentication Failure TrapféfezHzM b L 9,

TrapffEx AL L, HOEERELET,
a4 S — g VERER ML E T,
a7 4 S —ya VBRERFRRLET,

e (1
e (2
e (3
e (4
(5
(6

T T o
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5.5 RAT A4V OI—Ta42Y

ABT A4 I N—T 4 T REICODW T LET,
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55,1 avo«45L—3>

ABT A4 I N—T 4T DA T 4 S L—a VRERERISRLET,

X 55-1 R2F 4 v I—T 1 T &EH
SP# configure

[SP] rtg

[SP-rtg] route default-ipv4 192.168.100. 10 (1)
[SP-rtg] route 172.16.200.0/24 172.16.100. 11 = (2)
[SP-rtg] addrunning e (3)
[SP-rtg] display e (4)

# IPV4 ROUTES
route default—ipv4 192.168.100. 10
route 172.16.200.0/24 172.16.100. 11
# IPV6 ROUTES
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING

() F7ANV ST ERELET,
2) TV 4y I AEEEFRELET,
() arvI4llL—v g UREEXRBRLET,
4) a4l r—arBRErFETLET,



5.5.2 ARL— 3 Y
N—T 4 T RECEETAEA < RERIR LET,

(1)  show ip route
N—T 4 T T—=TNEREFRLET,

SP# show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP,
0 - OSPF, I - IS-IS, B - BGP, P - PIM, A - Babel, M - SMR
> - selected route, * — FIB route

S>% 0.0.0.0/0 [1/0] via 192.168.100. 10, etht

C>x 127.0.0.0/8 is directly connected, lo

C>x 172.16.100.0/24 is directly connected, eth2
S>x 172.16.200.0/24 [1/0] via 172.16.100. 11, eth2
C>x 192.168.100.0/24 is directly connected, ethl
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5.6 NTPU2 2472 b+

NTPZ A4 7 v FREIZOW T LE 4,
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561 avI745L—3>

NP FA T hDary7 47—y a U RHEFERIORLET,

X 5.6-1 NTP Y 547> FEREH
SP# configure

[SP] ntp
[SP-ntp] ntp enable (1)
[SP-ntp] remoteserver 192.168. 200. 30 - (2)
[SP-ntp] addrunning e (3)
[SP-ntp] display - (4)
# NTP STATEMENTS
ntp enable

default-version 4

default-polling 8
# REMOTE SERVERS

remoteserver 192.168.200. 30 version 4
# LOG SERVICE

log ntp NTP info

(1) NIPZ A7 v MEREEZAIMEL E 9,
(2)  BEGICONTPH— R ERE LT,

() av74llL— g UREEXRBRLET,
4) av74 1L —va s REXZFRLET,

102



5.6.2 ARL— 3y
NTPZ A4 7 v MR EICHEETEH 2~ RERIRLET,

(1) show ntp associations
Bt STV TV ANTPY — N OEEIREZ TR L £ 7,

SP# show ntp associations
remote refid st t when poll reach delay

offset

jitter

192. 168. 200. 30 . LOCL. 1Tu 11 256 1 0.826

-0.243

0.004
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5.7 ZDihDEEREFR

KA, AL —2, VE—RNTI7EBAREOHFTEICHOWTHEHBH LET,
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571 ar2o«4JL—v3ay
KA NG, ZALY =2, VE—bFT7RRARE, ZOMOEEREEFHROa 7 4 7 L—va VR
EBZRITRLET,

B 5.7-1 ZDthDEEBEEFIRD R EHI
SP# configure

[SP] gen

[SP-gen] hostname AX-Sensor (1)
[SP-gen] clock timezone JST 9 e (2)
[SP-gen] ssh enable - (3)
[SP-gen] system temperature-warning—level 40 -~ (4)
[SP-gen] addrunning wer (5)
[AX-Sensor-gen] display .+ (6)

# GEN STATEMENT
hostname AX-Sensor
clock timezone JST 9
telnet enable
ssh enable
icmp limit rate 1000
icmp |imit type unreach quench redirect time_exceed param_prob
system temperature-warning-level 40

# ARP TABLE
# NDP TABLE
# HOST
# LOG
(1) FAMEHFRELET,
(2) HA L= ZISTCHEHELET,
(3)  ssh¥—"EHMELL ET,
4) EHAAvE—UTEETIEEOARBELHELET,
(65) avT4 L —a  BREXNBLET,
6) v T4l —arBEERTLET,
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5.1.2 #ARL—v 3>
S B R AR B BB A =~ RE ISR LE T

(1) show date
HA D= hEbi-BFERE2FERLET,

AX-Sensor# show date
Wed 12 Sep 20XX 18:20:54 JST +0900 (Asia/Tokyo)
(2) show service

telnet/ssh’p EDO VU T — FT7 7 B AMEEOBEENIRNEZFE R LE T,

AX-Sensor# show service

Service TELNET is active
Service SSH is active
Service SNMP is inactive
Service NTP is inactive

(3) show environment temperature-logging
EEOREBREEREER T LET,

AX-Sensor# show environment temperature-logging
Date 20XX/05/31 15:00:00 JST

Date 0:00 6:00 12:00 18:00

20XX/05/31 24.3 24.2 26.0

20XX/05/30 21.8 25.1 26.0 24.0

20XX/05/29 25.6 - 26.0 24.0
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Y EE

ZOETHE, BRI OWTHIALET,

6.1 fEwN

6.2 2T 4T L — g
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6.1 fi#Zsk

TUBEREIX, Xy NU—7 LEREND N T T 4 v 7 BHET DI O—2 T,
NetFlow ExporterffEClE, T=F K — K, L HHAIR—, ~F I AL hFE— FOEFR— ERE
R L7 24T 5 2 & THRILL 7,
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6.1.1 E=4/KR—F

Fo AR — MIBRGER Y N =S IT7—=U T ENTE T 74 v 7 B ZET AHEMAR— KT
T, BUHHE R Y hU—2 2V R 7 L— ARG TN TVLHA, ntuDEEKEL T 52 L iR
L\iﬁ—o

T =X R— MZiEDeny-Filterf¥REN TR EF[HE T, Deny-FilterkEre DAL 6. 1.4.6 Deny—
FilterB§hE] 2L T 7ZEW,

HEHH
s E=HXAR— MIRIPT RVADEREEZ LR TL &V,
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6.1.2 €oHHAR—F

TR — MiINetFlowlF 2 H 35720 DR — h T, NetFlowlFH o H e iEE & mEps:
TANETRL, B HAR— ORI —F AL v F %25 L TOERENARETT,

EH=R E
B — MIv R A PAR— N EOFHRFRETT,
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6.1.3 TRIAD FR—F

2 XA PR — MIEERRSONTPH— 7 PO Y — o NF L HEE T A AR — N T, BMEIRARSOY—
CHEBEERG T AMLEITRLS, YRV A PR—=FLEOBIIL—FRAAL v TF &I L TCORERINARET
j—o

HEHIHE
R RA Y MAR— MIBUTHEIIR— b EGHANTRETT,
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6.1.4 NetFlow Exporterige

ARIEE CTHEBLT DHNetFlow Exporterffgld, AEBEDE=FR— N CZELL N T 747 %, 71
—Z LNy AT Ty MR —EORE THEE L, REEOE )R — Ry BNetFlow S
7y MEXTa L7 Z (NetFlowlEM A £ T 225 1E) ~XET 22T, NetFlowlHHIZ b7 7 ¢ v
7 &5 LT 7 r—% 85 LInd T b —ERFMZICEE S, —ERFMNICE R e RD 7 r—
DN [ INetF lowfE #2255 L £/ A,
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6.1.4.1 J0—0D#AEH

FNT 74w DT7a—"CEEHIERLT, 7u—T [ 6.1-1) OFpIEAOE Y FTHII S E
T, ZOWBEBEDOE Yy hEaT7a—RfHEMRNET, ZIELENT 7 4 v 7 THBIRRNRFETH O
I, Y7 —FfHc TR 77—t LT#FbnEd,

£ 6.1-1 JO0—&#HLoO0—HBRAEHEDORBRZR

#AIEE IPv4 20— IPv6 7 O— MAC 20—
ZEE=HKR—  EE
MAC 7 KL (DA)
MAC 7 KL & (SA)
VID*!
EthernetType
IPv4 7 K L & (SIP)
IPv4 7 R L & (DIP)
IPv6 7 R L & (SIP)
IPv6 7 K L & (DIP)
IP Protocol
L4 A" — &5 (SP) O*2
L4 " — %5 (DP) O*2
ICMP Ayt —Y(FAT, 23—F) O
Synchronization source (SSRC) O
identifier
N O« §plxtg:, — @ hlxtgst
X1
TPID fi : 0x8100, 0x88A8, 0x9100 F7-ix=z> 7 4 L — 3 a<w K lvlan-tpid] D
TEAE
2
7T T A "Ry GG Ny NUAN) OE, 0 LR £,
X3
a7 4 b—gravy R Tnetflow mac] D~y K/8F A —# Texclude—ip] 12 &
D, IPvA BEOVIPYE N7 v b OB EFRIXGH (7 0 — L5 O GINICTHZ LN TEFE
7
4
RTP A b U — AHEMREDN AN DO E DR 7 7 — 23 RTP/SRTP 737w K D356 O Filk
Bl &L THRWET,

O]O] 1|O]0]0|0

O

Z|S|o|o|N|o|o|e|w =]

—_
[\]

—_
w

|
Qlolololololol 1|11 olololo
|

[u—
>
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6.1.4.2 NetFlow/\4 v FRZR

NetFlow 4 v kiEVersion 9(RFC3954) |25t > - A TEE L F T,
T —5M:Z ¢ DOTemplate IDZF 6. 1212 R LET,

* 6.1-2 Template ID

J0—%4 Template ID El:]
IPv4 7 11— 1024 Template ID 1025, 1026, 1027 3 L TR 1028 123424 LAV 7 o —1E
WERELET,
1025 Template ID 1026 123524 L7\, 7> TCP ML EHERE THIE -
LR L7 —EWmERELET,
1026 HTTP & HlERRE CHIE - B3 Lo 7 o —{FlRARE L ET,
1027 UDP 1% I EHERE D Delay-Jitter JIERERE CHIE - 3 L= 7 o
—IEWEEELET,
1028 UDP &N EMEEED RTP A b U — A ERERE CHIE - £33 L7277
0 —{FH &G LET,
IPv6 7 o — 2048 Template ID 2049, 2050, 2051 35 L T} 2052|2344 LAgw 7 o —1f
WEBELET,
2049 Template ID 2050 [Z7%34 L7aV >y, 7> TCP BBAEMN| EFEHE CTHIE -
L L7 —1EWREEE LET,
2050 HTTP & A ERRE CHIE - £ L7- 7 o — 1A =G LET,
2051 UDP 1% R ERERE D Delay-Jitter HIERERE CHIE « 3 L7 1
—IEWEEELET,
2052 UDP 1A ERERED RTP A U — AHIEMKEE CHIE - S5 L7z~
0 —{EFHE LG LET,
MAC 7 & — 4096 Template ID 4097 |22 L7p 7 o0 —EH A2 6E LE T,
4097 ARP & EMRE CHIE - B L7 7 e —{FRAEELET,
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6.1.4.3 NetFlowERE/NT A —4
WIZNetFlow Exporterf(REMDERE /N T A — | Z DWW TLATIZRLET,

& 6.1-3 NetFlow Exporter #BEDEZRTE/NST A —42—F&

# |av749L—Yay T 24 ME A

1 flow—max—entry 200,000 = h 7ua—@xr b EREARELET,

2 expire—time 30 # =%y A b, wILFF¥Y AN, To—RF
¥ A MOEFER =~ O7 v —EEM A
HRELET,

3 flow packet—-max—size 1400byte NetFlow fF¥#R 2 ¥4 5 UDP XA 12— KD
RKEZHFELET,

4 | flow source - NetFlow fF RO IEETC IPvd 7 KL A ZAEE D

ipaddress IPvd 7 RLVRIZEE LE T, AT A—%|Z

RENENGEIIMELA V2 7 = — R TRTE
N7z IPvAa 7 R AD NetFlow (B D=2
gt IPv4 7 KL A L7 0 £97,

5 | flow source-id 0x0 NetFlow ¥k SourcelD R EL FI, =L
7 B PEHOE VD5 NetFlow [F#H & =5
L 72RO HIBNZFIH AT8E T,

6 | flow send-interval 100 v1 7 ufp NetFlow Data FlowSet /X7 v ks DE/NMEE M

bRz e LET,

LB

RPN
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6.1.4.4 NetFlow Data FlowSetd)&{E 24k

AEEEIX, 7 —OHEFHEHIBEL TOLBRE T A—F lexpire-time] OWIIAFIRT 5 & 45% 7 =
—DHEFHFER % NetFlow Data FlowSet /X7 v & LTEELET,

72720, TRROWTNANIEZYE T 58551 expire-time OB ZFFZTICYiL 7 v —DOEFER%Z
NetFlow Data FlowSet /X4 v b & L TEELET,

HEEHFDOTa—RNTCP oty a VBT LTWAIEE (TCP ~y XD FIN 75 7 £ =13 RST 7
TGN DOy N EZIELZSES)

3P 7 1 —23 ARP 7> ARP [E3HI EHEREN G D54
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6.1.4.5 JO0—#HAFHDER

AT 4T —a VOREICLY 7 a—OBIEM (6. 1-1 T7a—5 & 7 a—iRI5&tko
&) ) ZRBRINCEETE ET,

VR NR E 725 7 0 — ORISR EE T D Z & TREEROMEHESCNetF low 37 v b OFF & % I
LT ZLIcL b7 —HFRIUEERE (a7 %) ~OAMREFF T ET,

WiZ7 e —i#GoETICLbary 74 71—y a UHSICOWTRLET,

® 6.1-4 JO0—FBRAEFHOERIZLEDa>T45L—2 3 0w/

aAv747L—2avHE
# 7 0— DRSS IPv4 7 A— IPv6 7 A— MAC 7 B —
1 ZlEE=HF— N EE O O O
2 MAC 77 K L& (DA) O O O
3 MAC 7 K L& (SA) O O O
4 VID O O O
5 EthernetType - - O
6 IPv4 7 KL & (SIP) O - -
7 IPv4 7 KL & (DIP) O - -
8 IPv6 7 K L & (SIP) - O -
9 IPv6 7 KL & (DIP) - O -
10 | IP Protocol O O -
11 | L4 A— &S (SP) O ©) -
12 | L4 A— &5 (DP) O ©) -
13 ICMP A v E—U (XA, 2—K) O O -
14 | Synchronization source (SSRC) - - -
identifier

OB O =%, - 54t
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6.1.4.6 Deny-Filter#¥ge

Deny-Filtert§mITE =4 A — FNEHOMET, TE=FF— T LITRELET,

Fo AR — N CZELET L—ADHEMACT RLVAZHRIL, ~LFF¥ A DI, Ta— RKFy X
FDH, wNTHx AT ur— XY X NOMFEREFMFICEDLETEELET, FEEINEY
L—ALlINetFlow|fD 7 0 —45, BLOAS V% 7 = — ZAMEHEMEE (B %, MIB/ARE) D%t
G0 £,

RIEINTZ7 L—2OEHERITEN =~ F Tshow netflow statistics detail] TE=ZK— |k
TLILHERTE, A TFFXFy AT e—RExy XA NOARFHMETT,
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6.1.4.7 NetFlow/F#E&HRItEARE

NetFlowlE M EFHEREIY, T=# AR — b TRELEZHAS Ry hU—27 O 7 a—F#, (flow/sec) &
UV HIIR—= IO EETLaL 7 7T L DNetFlow N v FOE{EE (bit/sec) Z 5T HHEEET
KR

BEH a2~ K [show netflow statistics deteil] TEHHIFERAZF R L E9,

TRAEFRFCERIEM RN 2 ICAREBEOARET S L Tal /7 X ~DONetFlowkEAM D B L& R T 5
ZENTEET,

e E L Aoy T4 S L— g VERERUTICRLET,
#+& 6.1-5 NetFlow [FREsHRIMEEICHELR OV T4 L— 3 VEETE

NS
7 0—iERE NetFlow @&
i avI49L—Laravrr (flow/sec) (bit/sec)
1 | netflow {7 v —2%4} enable O O
2 | flow ipaddress - O

UL O =%, - 54

EEHIH
* NetFlowid{E & (bit/sec) DEHHIZ T A7-0I121%, a7 47 L —Yara<w K Thetflow {72 —
M} enable] & Tflow ipaddress] DM FERET HMLENRH Y £7°,

WA=~ K lshow netflow statistics] DOFHHIFERIZOWVWTLTIZRLET,
& 6.1-6 show netflow statistics A< > FOEHEIRFE

FHAIAE
70— fERE NetFlow BIEE
% EAaTVUE (flow/sec) (bit/sec)
1 | show netflow statistics O -
2 | show netflow statistics detail O O

ULl O = x5, - 44t
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6.1.4.8 expire-timeDEHIERIEE

expire-time DEHFRIIEEILX, T=FF— b TZEFELEZ7 L —2%ka2=Fv A, wLFFx AL,
Ta— RXy A FNORBEINTHBIL, 77— L Cexpire—time® 27 4V L— 3 U TRIETX

iﬁ—o

& 6.1-7 expire-time ®a>I7«4 45 L—> 3 oxtht

aAVI247L—23 R

i 7 8—&# A=Fxv Xk TILFF¥r X b+ JA—F¥X+v X b
1 1Pv4 7 1 — O O O
2 | IPv6 71— O O O
3 | MAC 7m— O O O

(LB O : x5,
X1
a7 4 b—3 g VEREILRRETT I,
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6.1.4.9 ALY ABEECEDTO—FHIETE

L7 BRSO T a—5MREL, FEEDO LY ZSEEIEED 7 v —5E R R ET HHERET

7,

WO 7 a—5t2 BN LCHAT SIS, B AR—Noar 74 L —3ia  TRET S
LT AR T =R ERRET ALY, BT =5 THEH LT o —1F#H NetFlow
NRry M EEEO LY ZH5EIERED 70— 2 HE L CTEETEET,

B 6.1-1 aLY2mEZEDTO—FKHIEEH

IPv4 7 11—

—— -:11/757A

MAC 7 & —

AAEE

(vt 7o ) L [ -31/75'B
=58 /AT

(MAC 7 11— : %))

IPv4 7 — & MAC 7 12—

—= 4

L7 HC
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6.1.4.10 NetFlow:X /SRR FHE/L SR ETHLAE

NetFlowix {5 HIFE O UL IR IE, NetFlow X7 v FORERIREAZHFHEG T L TalL sy (T7nr
—EBAERVEEE) ~ORIRAR 2 L DHEE T

FEmHAR— N C—EICZELE N T 7 4 v 7 D7 a—aERNE N, expire-timeflmg i L T
NetFlow N7 v NEFET D72, "—=AKNIF T4 w7 b alb s g (7o—|{FHRENEE) ~O
[l faf 3R I B KT BN o 0 £77,

a7 47 b—ygara<vy R [flow send-interval ] (ZX& W NetFlow X7 v hDOEERIEEZFRETE
*7,

AV AR EEEIRE L CWAEE, Fliivn -t al 7 X0l 2 EEHRTELTWV5D
LEIZBWTE, 12078 —5Mno&a Ly Zsdt~NetFlow 7 v b &5 7 2 HAL TR %
fictxEd,

6.1-2 NetFlows 4y X {E b 0D 3R & BE 4L

ALLE oL AN ALy XB o+ - -alsZH

NetFlow /347 v b (71 —4: 1)

NetFlow /<4 k NetFlow 237w b (7 @ —4&f1 1)

PZ HAL .
NetFlow /3% v b (71 —4:F 1)
{5 R B R I

NetFlow /X% > k(7 v —5:41 2)
NetFlow /37 v k(71 —542)

NetFlow /X% v b >

1E{E HAT .
NetFlow 237 v k(7 1 —4&f4 2)
6.1-3 NetFlow/X4 v FEEMIRICKDFEELCDT S TA A—D
AL L Tt

N N

r /_\ a7 &AL ERR Va a Ly AL ERR

> %

b b

% %

«—»> IR < p | IRFH
N TEHEILIZ LD R— R N EE

& X
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6.1.4.11 IP7 FLREHHERE

IP7 R L ABEREY, T=4R— N TZE L7 v FOREITLIPT L ABLUSELIPT R LA
WX LT, RELET L7 4 v 7 AEFETOIPT RLARFE LIRS, RL7r—& LTy b UICHE
#T DHERE T,

TV 7 4 v ARLDTFALE Yy FOIPT FLAIZ0IZR Y £,

X 6.1-4 3E%&IP7 KL RAEHKDH

2Ry b A AIEE
il NI .
5ise IP 7 R Ny A EB T by B
192. 168. 100. 10 . . -
SEUE TP T KL A —
v
- ~ 192. 168. 100. 0
2y B | v =RV
SEHEIP 7 L& - AR TS
192. 168. 100. 254 24
\_ J —
/ [ K2
4 )\ )
2Ry R C Ty R C
192. 168. 200. 50 192.168. 200. 0
\_ J
acy= AL

s —ET U MVICRETD E, ERPOROIPT FLAICRETZ LIXTE A,

c AREBEIXER L7ZIPT RLADOMIZ 7 0 —DOfBIEHNET BT H0LERNH Y T, 7r—0#%
BISREN B2 B 5E81T, Bhb7n— LTy MY REENET, 7o—0ikn5ifie6. 1. 4.1
7 —OiR S E SR L T E &N,
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6.1.4.12 #oTv FFEIE
F 7 F v FEAHEIEIX, NetFlow Exportertfe T m— T & IIZEH L TWA A7 T v ¥ (IN_BYTES 7
A=V R) IZK LT, ZL—AZ LICERE I EME (BEEME) ZhEELET,

AEEBEIIFCSE RS, LA Y2 LEDT V=L EE2 47T v MEOEFRIRE L TWD20, HEIEG
CCHEMEEHRLTEEW,
LLFIZAZ 7 v MEOEF GBI O N TR LET,

6.1-5 Ethernet 117L—L (VLAN TagE Y DiFH)

LAY 1 LAY 2 LAY3LE LAFV2 LAY
5645 MAC | 2413 7T MAC Ether
FYVT7 TN | TRLA | 7 RLAR | VLAN Tag Type N a— R FCS IPG
(8) (6) (6) (4) (2) (42~1500) (4) (12)
FI Ty NEOEFREIND T L— A EDOFH
ONFA 7Ty Mg ERT,
X 6.1-6 802.3LLC/SNAPZ L —Ls (VLAN TagE Y DiFE)
LAYl LAY 2 LAY 3Lk LA¥2 LA4¥1
Ve 5655 MAC | 3%{5 7T MAC
7N | SFD| 7 KLZX | 7 KL A | VLAN Tag | Length | LLC = SNAP = ~Af m— R FCS IPG
@) (1) (6) (6) (4) (2) 3 ® (34~1492) 4) (12)
7T MEOEEIRSR LD T L — AR O
OMNZAZ T v V&R RT,
LIFICEEHB 2R LET,
#i1)
LA VI EDE#RE A7 7~ MIZHIE &) LEWEAIIUTOEERELET,

777 (+ SFD) + FCS + IPG = 24

#12)
LAY EDEREA Y T v MRIZHIIE BE) LEWEAITUTFToEE#ELET,
SELEMACT RL- A2 + PE{EJLMACT RL A2 + VLAN Tag + Ether TypeE7-/ILength = -18

EEEIE
CAEEMEIIEE &R D720, B %R Ry MU — 7 IZVLAN Tagh ¥ L VLAN TagfEL D7 L — AN RLE
L CWAEEIIERERA 7T NI EN TEEH A,
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6.1.4.13 ARPI&ERAIEHAE

ARPIE I EREREIL, ARZEEAMACT = — THFF L TV HARPIE(E O (E oo e ma iz L, Hl
FERE R ZNetFlowliF M AT 59" 2 HE T,

ALEE CTARPIBE OWMEREZHEL, 2L 7 X TEZ AL NADOIKORENZMRET L2 LN TE
i‘@‘o

TFRUCAZERE COARPEEOHIEHEE 2R LET,

% 6.1-8 ARP BIEDRIEIRH

i AIEIEH B

FRL—vgra—R ARP X7y v AL —v g ra—ReaH L £,

2 | EEFETXN—FRU =TT FLA | ARP XT » EMDLIEFEITENA— KU =277 KRR GEE5E MAC 7
N R) 2t L E T,

glxll

3 | #fEXTm banrT RLXA ARP Xy RIBEETT T r b3 T KLU A GEET IPvd 7
RL) &L ES,
4 | 5 NN—F =TT RL A ARP /X% RINBSE /N~ R =7 7 R A GBI MAC T KL
A) & U ES,
5 | 57 m hai Ty KL ARP XAy RBsEse 7 m ha 7 KL A (e IPvd 7 F Lo
) &Rt U ES,
HEFIH

s 7o —iRBSEHOEFEIC LY, MACT KL A (DA), MACT KL A (SA), VID, EthernetType® il
SLLEE 7 o =Bl OGN LG ITHE TE £ A,
- ARP/Xy R &Ny NS B LHIRE, HIERRE L XITEEFELET,
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6.1.4.14 TCOPELERIE #4aE

TCPEIE EREREIT, AMEENIPvAT B —3 L OPv6 7 2 — THEEF L TUWL A TCP#{E DRound Trip Time
(RTT) , H— NREEEH, 7 — XS EIERER], FLcBET 2 o2 2 lE L, HEMREE
NetFlowlE I T 59 HHEEE T,

RILECTCPIBED /R T 4 —< L AEZWEL, a7 X TH—RLT 7Y r—2 3 o OlERE, X
MAEHERTH N TEET,

TRICAEE TOTCPEEOHIEEH L IEHEE R LET,

% 6.1-9 TCP BIEMDREIRHE

# HFEIER Bl

1 | Round Trip Time (RTT) TCP ¥t DWeST. (three way handshake) BRIZZ F A4 7 2 MMV
G LTSN Ty b & ACK 2% FRIORFZHIE L ET,

2 | P R RERH =N TAT L FPOEREZIEFELT (77472 MTACK Y
Ty MR ELTC) DOBRMDIGE Ty NEEET HETOR
flZHlELET,

3 | T F AR EERAEREH P — NNEET DICE ATy NORIBEEHEL £,

4 | BTy MK FHEANT Y hOBENELET,

5 | Bk A MK HE Ty hOT—H YA XEHELET,

6 | N7y b ZREIER Ry b ANEA LR ERE L ET,

7 | B ACK Xy MK AL ACK X7y O EWE L ET,

6.1-7 RTT, H—/\[SEKRE, T—2GXEERREORIERZE

three way handshake BRI
A A

@ e N N
| SYN Mack sk a N 7 7

J54T b ". [ \ |
i : 4+ 4 4

I i oo ! i ] i

‘ i i Voo i f i i1

BN : i oo H il il H

I 1 I i1 il il i

I 1 L i i i i

' 1 Pl i i [ L

I 1 Vol [ i i L

I I P il i1 j 1 f

IR . P i i i i

| \/SYNHACK | W/ WIAGK b s % s

. | | | | I [ :

. | | | | 1 | 1

e O D e 2D U S Y

RTT P REREE T X BB AR

P RINEFFE B LT — ZBEEBEORE T, ~NVAF v Z@ED X D 2R EE0O®BE
MBS HERERICEZENDIHGERH Y 9, —ERFML EORERREZ 2 L7 ZITHEA LT Wi

HBlx, ar7 47— g a<w K Ttep—monitor-timeout] (24X VW P— NInEHM B LT —# 15
EBIE D e KIFERF R 23 E L T 7Z 30,

EESH
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- T —ERISEOETIZ LY, IPvdT KL A (SIP), IPvd7” KL & (DIP), IPv67 K1 & (SIP), IPv6
7 KL A(DIP), IP Protocol, L4AR— &5 (SP), LR — &EH (DP) D EN1oLL E&E 7 v —i#k5l
DORBINC LT AT HE TE £ A,

< IP7 R RAEREEEEZ AN L TV AEAITIECX EH A,
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6.1.4.15 HTTPIE#RAIE#AE
HTTPHEBIERE AR, AEEEIPvA T 1 —35 L ONPv6 7 1 — THE L TV HHTTP 72 IZHTTPS DI {E 2>
bR et e IS L, HIERI R ZNetFlowlFHIC AT 59 S HERE T,

ALEE THITPIBE ICBI T 2 @Ma e L, = L7 & THITPMIE Dk st = & OlfEIR1E, B S %
MBI D LN TEET,

TECICHTTPIE Sl EMRE DB EHE R 2R L £,

& 6.1-10 HTTP FEAIEHKAEEDAIEER

¥ HEIEE B BA

1 | HTTP #— 3% PR DY — % CCFI) G LET, 2747 b—va v
2~ K Thttp-monitor port] THRE L7565 L4 R— FEF &
— 9% TCP /X > MDY — 4 2 L E T,

EEHFEE

- T — RSO EFIZ XY, IPvaT RL A (SIP), IPv47” KL 2 (DIP), IPv67 KL & (SIP), IPv6
7FVX®W)IPHM%M L47R— FEH (SP), L4R— FE S ODP) ® Enn1oLh Ex 7 a—ik5|
DRI LG EITRIETE R A,

-WTFVX%ﬁ% EZBNZL TV HEAITHIE T A,
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6.1.4.16 UDPI&#R:AIEHaE

UDPIE SR EMEREIT, AR IPvA7 2 —B L NIPve 7 2 — THEEF L TW AUDPHEIE DT — Z {55 EIT
B, T — 2 mikY v 2 I BT e faro—e ANEICETAHEE AT L, HEMKREE
NetFlowlE I T 59 HHEEE T,

RIEECTUDPBED R T 4 —< L AEZWEL, L7 HXTH =T 7Y r— g o O@ERE, A
MAEHERTH N TEET,

TREICALEE TOUDPIEIE OHERERE & A HEREOHIEHE 2R L £,

Z 6.1-11 UDP @IS D AIEHAE

# FIE B RE =L

1 | Delay-Jitter HIEHERE YT TV = a UREET D UDP 2Ty b OIRERFRR
BEMEOPLEEZRELET, a7 47 —varavr R
ludp—monitor delay-jitter port] THELZ L4 KR—+EFL
—E9 5 UDP ™ v MMoxt LPEZITWE T,

2 | RTP A b U — LM EHERE™! | 57 « Mg T — % A% 5 RTP £ 721% SRTP /37 » k D@ {E IR AE
ZRHELET, =747 b —v 3 a<w K Tudp-monitor
rtp-stream port| THELE L4 R — &L —HT 3 RTP /-
% SRTP %47 » MK LIIEZITVET,

RTP 2 ~ U — ARIERRE CRIERT S D 7 1 —%, Delay-Jitter HIEMEE CIZHIE SN EH
/Vo

% 6.1-12 UDP BIEDBIEHAE & AIEEE

# RIERAE AlEEE ]

1 | Delay-Jitter JIEHEARE T — AR AE RF PR T FV r— a3 UREET D
UDP /™ v b DRk ffEZ 1E L ET,
2 T IRIET v H UDP /37 v b DAREMIBR DD & X % JE
L%,

3 | RTP A kU — AHIERERE T — AR AE RFE PR T FV r—2 g UREET DY
R BT — 2 OIREMEARE L £

¥,

4 A RED v B - R T — 7 DEEEROS 6 = &

] HE L £,

5 Y AN=TX T BT — ¥ A mkT B RO

] Sy a2 E LET

6 WA > MRAER | O & B L 5 B - e — &
DI bR LT A A P L%
¥,

7 Round Trip Time T BT — X ORI L, B - W

(RTT) 185 — X DG F T 1L P E M O+ 1E

&R 2 |E L £,

/£E$IE
- T —BSEOETE T IPv47 RL A (SIP), IPv47” KL % (DIP), IPv67 KL & (SIP), IPv6
7 KL A (DIP), IP Protocol, L47R— FEHE (SP), L4R— FEH(DP) O Enn1oLh Ex 7 a—iil
DORIBINZ LT G EITHE TE £ A,

CIPT R L RAEMEREEZ AN L TCWHAEAITHIE TE EH A,
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6.1.4.17 NetFlowF¥x ¥ v aT—o > FHaE

NetFlow¥F ¥ v o =— U U JHEIE, RRICYUZ 7o —2%F L T b ABKIE CRE L= #2031
THET, £t 7e—x2 > N OX v v U2 FRERFTHHEETT, AHEEICXK Y, TCPEIERIE
SCHTTPIFHRAIEIC BT, RE/NT A —4 lexpire-time] LY EWHIMOBEEIZxT DHITENAIHEIC
o0 ET,

TEtlZNetFlows v v v axz—U 0 ZHIM & expire-time DR Z R L £ 7,

6.1-8 NetFlow¥vwiaT— U S Eexpire-timeDEA{FR

' Flow-A

! |
Eexpire*timel . E NetFlow ¥ v ¥ =2 xo— 0 7 HH
; i expire-time2 1 i
E iexpire—éimeS
| i expire—time4
: Eexpire*ti%eB
T1 T2 T3 T4 T5 T6 T7 T8 Time

6. 1-8DOHIX, TINHTAE THEENFEAE L7 a— (Flow-A) ENetFlowk v v oo —2 0 7 HIME
X Dexpire—timeDPRA R L TWET, 7u—x2 F U OHIERIZ, NetFlow¥k v v oo — 0 7 H
RI2NH T, Wilexpire—timeNili T L= X A I 7 (T8) TITWE T,

EEEIE

- AHEEREITEEE XD 7 0 —BTCPOB AT DO HEE L F 1,

cNetFlowF ¥ v ax— 0 ZHIZEL TAIZEAREBO 7o —x 0 N UM LLTL 20 F
‘3‘0
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6.2 aAvIJ4JL—3ay

TrHiED a7 4 S L— g SOV TEB LET,
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6.2.1 NetFlow Exporter#ged v k7 —2 #EHI
WiZNetFlow ExporterffEZ i L7-% v MU — 7 #EHl 2 RITR L E9,

6.2-1 NetFlow Exporter #BEZ# R L=y b7 —2 R H]

L7 % B(210)
[7 v —fEmEREE ]

BLHIT S Yo R— R
ethl

L7 Z A(200)

/ [7 o — (SR E ]
y\ 192. 168. 200. 0/24

F=ZHR—h YRV A L FAR— | R R (250)
ethd eth?

XAy aNERy N —7 DRA NEEERT,
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6.2.2 a>I740L—> 3 EEM

X6. 2-1C7~x L7-NetFlow ExportertfEZ#{EH L7- %y N —I#ERBID a7 4 7L —3 9 UiRED)
IZDWTIRIZR LET,

6. 2-2#RBIDaY T4 L— 3 VEREH

SP# configure

[SP] ethl e EA BT = — Rethl BB
[SP-eth1] ipaddress 192.168.100. 100/24 - IPT R L R Z T

[SP-eth1] exit

[SP] eth? e EA BT — Reth2 B H ML
[SP-eth2] ipaddress 192.168.200. 100/24 - IP7 RL A ZRE

[SP-eth2] exit

[SP] eth4 A BT = — Rethd B AL
[SP-eth4] mtu 9216 mtuZ 9216123 E (BHIXI SRRy hU—7

V% VIR T L— AR RN TV A A ntud KREQREICT A 2 L 2HRE L £9)
[SP-eth4] exit
[SP] netflow

[SP-netflow] netflow ipv4 enable ---7D%*1¢@1Pv47m%%ﬁ§ﬁft
[SP-netflow] netflow mac enable expire-time 30 60 60 ~J0—&HEONMCTO—2F%
&, expire-time®d1=F ¥ X b - TIFX¥X - TO— FjF’vZ FEZFNZTNDOERMIZEKRTE
[SP-netflow] exclude-field ipv4d src—ip - IPv47 O—D 7 1o —iBIStEN B EE T
[PvAT R L A ZXSRAMNIERE

[SP-netflow] adjust-in-bytes—field 24 ATy MEEE AR E

[SP-netflow] ipv4-prefix-mask dst-ip 24 S SCIPT RV AERDO T VT 4 v 7 AR
BRRTE

[SP-netflow] vlan—-tpid Ox1111 0x2222 0x3333 --VLAN Tag#% & Al9 ATPIDIE X R TE
[SP-netflow] traffic-monitor-port ethd B =X AR — N EethdlTERE

[SP-netflow] deny-filter eth4 broadcast s E = ZR— MZDeny-Filter® 7 1 — K&
¥ A MRTy NEREERRE

[SP-netflow] mgmt-port eth2 e RV AL FAR— N &eth2iZFRE
[SP-netflow] output-port ethl 2 IR — R &ethll a&“ﬁ
[SP-netf low-output-port—ethi] row ipaddress 192.168. 100. 200 port 9996 I LT HAD

IP7 RLABLOLAR— FFEEZER

[SP-netf low-output-port—ethi] flow ipaddress 192.168.100. 210 port 9996 mac ---=2L 7 ZBD
IP7 FLAB L OLAR— hFEE, MACT B —DHDEEITRE

[SP-netf low-output-port—ethl] exit

[SP-netflow] exit

[SP] addrunning S BROE B S

[SP] exit

SPit

SP# copy conf running start T 4 T — g VERRE

WARNING: Do you really want this config to become the start config (y/n)? [n]: y
SP#
SP# display conf running T 4 T L— g U ERER
HHHHHHE
# Ethernet #
HHHHHHE
ethl

# INTERFACE STATEMENTS

# IPV4 STATEMENTS

# IPV4 ADDRESSES

ipaddress 192. 168. 100. 100/24

# IPV6 STATEMENTS
[PV6 ADDRESSES
# IPV6 PREFIXES

=+
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# ETHERNET STATEMENTS
eth2

=+

INTERFACE STATEMENTS

IPV4 STATEMENTS

IPV4 ADDRESSES

ipaddress 192. 168. 200. 100/24
IPV6 STATEMENTS

IPV6 ADDRESSES

IPV6 PREFIXES

ETHERNET STATEMENTS

+H=H =

H=H HH = =+

eth4
# INTERFACE STATEMENTS
mtu 9216
# IPV4 STATEMENTS
# IPV4 ADDRESSES
# IPV6 STATEMENTS
# IPV6 ADDRESSES
# IPV6 PREFIXES
# ETHERNET STATEMENTS
T
# LOG SESSIONS #
T
log
# LOG SESSIONS
log—session MNG local 2 MB
log—session NTP local 512 KB
log—session SNMP local 512 KB
# SERVICES LOG SESSIONS
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS
Tt ]
# SNMP #
Tt ]
snmp
T
# ROUTING i
T
rtg
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING
T
# FIL #
T
fil
T HHHH
# NITP #
T HHHH
ntp
# NTP STATEMENTS
ntp disable
default-version 4
default-polling 8
# REMOTE SERVERS
# LOG SERVICE
log ntp NTP info
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S
# LOOPBACK #
S
S
# GEN #
S
gen
# GEN STATEMENT
hostname SP
clock timezone UTC
telnet enable
ssh disable
icmp limit rate 1000

icmp limit type unreach quench redirect time_exceed param_prob

# ARP TABLE

# NDP TABLE

# HOST
S
#  NETFLOW #
S
netflow

# NETFLOW STATEMENTS
netflow ipv4 enable

netflow mac enable expire-time 30 60 60

exclude-field ipv4 src—ip

# ADVANGED
adjust-in-bytes-field 24
ipv4-prefix-mask dst-ip 24

vlan-tpid 0x1111 0x2222 0x3333

# TRAFFIC MONITOR PORT
traffic-monitor-port eth4

# DENY FILTER
deny—filter eth4 broadcast

# MANAGEMENT PORT
mgmt-port eth2

# OUTPUT PORT
output-port ethi
# FLOW INFORMATION

flow ipaddress 192.168. 100. 200 port 9996
flow ipaddress 192.168.100. 210 port 9996 mac

[SP]
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g T linterface up) IZREL T 7ZEW,

2. MEBEEOALH 72— AREVPBEEE— RFERoTWRWVDHERL TS IV, AR
B 16 A% 7 x—2A% 10/100/1000Mbps DA — F x> m—3 5 OIS LT
b\iﬁ—o

D x Uik 7 L—LO NetFlow 1F#R 1S (A H & iy

EFoHR— MO mtu FREZ B REICEREL T EEN,

137



(6) B> 7 kIZ TYou have warning messages. Use “show sp” to see them. | M A vt—HH

hEnsd,

EH 2~ ] [show spl 23T L T WARNING DNEZ R L TL 72 &V, WARNING DFEMIT AX-
Sensor A~ Rl L 77 L AD [ 1.2-5 show sp THERIND (2) D WARNING —& | %
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