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AV AR rARIOA v v—U N EN
ESc e

s T4 ADOBIMCEL Y EHWIRINITERE S
5 FE T, WARNING fFICHER A v —U % )
LET,

c A v E—VHNFIT
[AX-Sensor =<2 K -
/17y LA DiE

FAz<> K [show sp]
B 13 1.2-5 show
sp TEREIND (2) D
WARNING —%&] #Z ML

TLIEE,
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4.4.4.2 SA4A D RAKRPEBEDEE
FSAB L ADOHEDHMENKTTHETA B AROT 55— MBEEITWET, T4 &L ZANED)
T D EHEBED—NME AR & 220 F97,

FA B ARIEED T T — FBRINZDOWTLL IR L ET,

R 444 SAELVRARPDFEDT 53— LB

#| 75— LER 38 A1 T ES
CEHAA =T TTA B ARG OEE & - A v E—UNEIE
HLFET, [AX-Sensor =< > K «
BT P © T A ARG 1 EI OB LT, =R S SN0
« syslog I DOBRENH D A1 syslog ¥ [#%1.3-8 942
— Az L ET, BEEAA v E—Y) %
SR L TL &N,
s a<wy FAJIE—RFTEMH=Z~ K [lshow =N NSV R OB
sp] DEITERETAvEe—URHsET, vE—UNRMHII SN E
o | Far 7k * T AR ADBIC LY AHHESER S | T
HFET, o MiERAYyE—T%H )L | You have warning
e messages. Use “show
sp” to see them.
< EH <2 F Tshow sp) @ WARNING fEHICT | « A v EB—YHREIT
ATV ARARIDOA v —UNHNENET, [AX-Sensor =< > K -«
T AOBIMCEVERHYBBIEESN | rZ L7 7 LR O
5 | v N % ET, WARNING fFHicERI A v —T %) | H=~ 2 K [show sp)
EHa~w R

Liba‘o

B 1# 1.2-5 show
sp TERINA(Q2)D

WARNING —% | ZZ&M L
TLTEEN,

FTA B AR THEAART &2 DEREEZ L FIORLET,

K445 SAEVARMTERARA &L DHHEE

#

Hae

nE

&%

NetFlow Exporter #¥HE

NetFlow {f ¥ Data FlowSet = %1%
ELET,

NetFlow fF#R® Template
FlowSet [Zfkee L CTEfE
LET,
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4.5 004 21— DHEE

ZOHITIE, vl ra—FD

Ei==3

A AR

IZOWTER L E T,
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451 BJA 21— DNRT—FERE

Qs Ay a—YONRAT— REFRITEHf =~ K lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

X 4.5-1 o441 —H0D/IRIT—KEERE

SP# (1)
SP# edit system users e (2)
[SP-system:users] user admin - (3)
[SP-system:users-test] password - (4)
New password: .+ (5)
Retype new password: .+ (6)
[SP-system:users-test] save (7
SP#

(1

EEEHEE— R Tl A v LET,

)
(2) EHza~2 F ledit system users] #ZE{TLET,
(3) EHA=~ K luser] TXRTU—REFT IR A v a—FLERELET,
(4) EH=a~ > K lpassword] TXAU—RKANIZEBELET,
(6) BEHEFTHNNATU—FEANLET, (AJJLERRAT— REIERINEFA)
(6) HE, BHEITLZRAT—=FEANLET, (AL RAT—REIRRESNEEAL)
(7) EH=~> K lsave] CTLEREMWICEVBRE LI AARAT — REMBLET,
EEFH

« RIEEE TIE admin RO/ XA T — REBR S TEHREETRITHEE - R LSS, nJA(ra—Fop)
Wb N CTEFEHA, ¥ =2V 7 1 F adnin #ERR I L OV operator ¥ERR D 1 7 A 2 — P {F /R AU —
REFEL, AU — RZFEICEERL TIEEI0,
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4.5.2 A4 21— DERS L VHIFR

s Ay a—YOEMRBLOHIRITEHR =2~ F lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

4.5-2 054 o1 —YDERK

SP# (1)

SP# edit system users e (2)

[SP-system:users] user test - (3)

[SP-system:users-test] password - (4)

New password: .+ (5)

Retype new password: .+ (6)

[SP-system:users—test] group admin (D

[SP-system:users-test] userid 1234 -+ (8)

[SP-system:users-test] save -+ (9)

SP#

(1) EEEHEFE-FTrIA U LET,

(2) EHA=<> K ledit system users] ZFEITLET,

(3) EH=a~ b Tuser] TIERT D r 7 M a—VHE2RELET,

(4) #EH=~ 2 K Ipassword] T/RATU— NANIZERLFT,

(B) BRI LHNAV—=FREANLET, (ANLEARRAT—RFEFERENEEA)

(6) B, BHFTLHLNRT—F2ANLES, (ANLEART—FERRSNLERA)
)

B~ R rgroupj TYERkT A /A v —HadminE fdioperator@%ﬁﬁ%?ﬁﬁbi?‘o va

7 # )V Midoperator R E SN TCWET,

(8) HEH=a~> K luserid] TIEfT 2107 A a2 —F DuseridZiRE L E£9, useridZi®E LW
BAiEn 74 v a—PERICAEE TEID Y TonE T,

(9) EH=~> K lsave] TLEREQB)~(6) DBFENEEZXM LTza /A ra—FEERLET,

(7

acy= AL
AERR LTz 7 A v —HF DgroupB L WuseridDEF T TE EH A, BEEITOHREIT—Ea /(v
a—YPEREIRLBICa /A a—F R HEEMR LT EEN,

X 4.5-3 og4 >a—FDHIK

SP# e (1)
SP# edit system users - (2)
[SP-system:users] delete user test - (3)
[SP-system:users] save - (4)
SP#

(1) HEEEHET—RFTtreJs 14 LET,

(2)
(3)
(4)

HEH o< F ledit system users] #FE{TL 7,
EH=a~> K ldelete user] THIBRT 2 r 7 A v a2—HFAEHRELET,
HEHa~ K Isave] TERGICEIVFREL-a A ra—FE2HIBRLET,
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4.5.3 o594 a1a—HD#HEE
a7 A rya—FOHbITER 2+ K lerase users] TITWET, FIHHLHIZ2KORIZRLET,

4.5-4 04 a1 —v0MEAEL

SPit == (1)
SP# erase users - (2)
WARNING: Do you wish to erase users information?(y/n): [n]: vy -+ (3)
SP# reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy ---(5)
SPit

(1) HEEEHEE—FTe s A LET,

(2) #EH =~ K lerase users| #ZE{TLET,

(3) mrA v a—VUHHLDOAGHEMERT v AN LET,
(4) FEH =~ F [lreload] TAHREEOHEEZEKL £,
(5) EEFEENOKFEMEET v EASILET,

EEFHE
s u A ra—FOMEILITIREFEESRIC KBS ET,
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4.6 CLITODIRE

ZOHEITIE, CLI TOEIEIZSOWTHBPLET,
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4.6.1 FhH5ciiee

av U R4 ETMMab] ¥ —%2AN1T252LTC, avr FANKOav sy REHRRLT 7 A VEDANT)

R FTH LN TE, a~xy FPANBERIZRY £, Mgz Lz 2~ FAT Ot
AL R LET,

e Z R Lo Y FADDEERIEDHE
[SP-netflow] net[Tab]

[SP-netflow] netflow

avwy FAN#IZ[Tabl F—Z2 AN LTeHE TR, EHTE LRI A—ZRT 7 A VA DO—FHaFRL
jz—gqo

THEHRE AR Lz, IBERBE/NNT A —F —BERTOH
[SP-netflow] netflow [Tab]
ipvd mac

[SP-netflow] netflow

EEFHE

CANTERVEBREERRTLHERH ET, Tavr F-wr/ L7702 OfFavy FOA
IR & A% ZHERR L TS,
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4.6.2 ~)LTHERE

AU RIA BT ZANTLIET, BETE a3~y FERLEIANATIA—F 2B TEET, %
7o, AR RRONRTA—ZOEREMD ZENTEET, [IANKORTRHZLLTITRLET,

(21 A ABEDRTH
SP> show interface [?]
Valid entries at this position are:
<Enter> Execute command

INTERFACE  Interface name

SP> show interface

EE I

1l

< SDRVWRT A= HZEFRTEHEERHY £7,

P ANTERVIBIRIKZ ZOR T LGB DV ES, [avr P ml L 77 Ly 2] 0fFavr FOA
IR ANHI % TR 1280,
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4.6.3 ANTS—iEHEHEEE
Sy FELBAT A—F ERECAN LR, =7~z 1) THEHLT, KIfces—2 vt
—VEFRLET, AN REEOERFL 20 £,

") OEREEFEZT—Ave—V0FRAICE ST, 29 REFRIFASTFA—XEZRELTHEASD
LTL7ZEW, A= T —EEHROERFZRIRLET,

ANT S —fEERHDOR=H

[SP-netflow] netflow notip

String error: invalid string
Valid entries at this position are:
ipvd Netflow MAC-IPv4 function

mac Netflow MAC function

[SP-netf low]



4.6.4 a<v 2 NEBEET
av Y RERIFNRNTA—FEE R L TCANINELER B a~y REFIINRT A -2 L LTHE
TELHEA, a~ o FeEITLET, iAo~ RETHZRIORLET,

EHAANDIT Y FE1THI (show netflow statistics DEHAH)

SP# show netflow [?]
statistics status

SP# show netflow stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

IPv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

SP# show net stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

[Pv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

BHDINTA—F (ZDIHE netflow, statistics) ZRIFICEMERIEETT .
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4.

6.5 EX ) #HEE

ERANUMSRER T2 L, BEICAN Lo~y FEHEQBECHET LD, BEICATI LIz
VU RO—EEER L TCHSEIT LY CEET, B A MNIEZEA LA ZKRITLET,

66

EXMYBREEZFERALEZITY FATORBREDH]
> ping 192.168.100.2 count 1
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt1=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
>
> ping 192.168. 100. 2 count 1
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt[=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
>
> ping 192.168.100. 3 count 1
PING 192.168.100.3 (192.168.100.3): 120 data bytes
128 bytes from 192.168.100.3: icmp_seq=0 ttl=128 time=0 ms
-——-192.168.100. 3 PING Statistics——-
1 packets transmitted, O packets received, 100.0% packet loss

>

(1) 192.168.100.2 IZ%f LT ping =2~> RZFETLET,

@) [1] ®—ZANTHZETHICATILTZa~y REMROHEET,
Z 1A & Iping 192.168.100.2 count 1] #FRKLET DT,
FLa~vy FEFEFEITTEET,

(3) 192.168.100.2 2% LT ping =2~> RZFETLET,

(1)

-+ (2)
= (3)

- (4)
+(5)

Zoflogs, [1] F—
[Enter] ¥—DANZITT



4 [(T]1F—ZANTAHZETHNIASN LTca~r REOHL, [«] ¥ — LW [Backspace]
F—aflioCTavy RUFHERETEET, Zoflogs, [1] F—% 1EHT L (ping
192.168.100. 2 count 1| ZHE R LETDOT, IP 7 RLAD 2] D5y % 1311225 %F LT [Enter]
F—2 AL TWET,

(5) 192.168.100.3 =% LT ping =~ FEFETLET,
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4.6.6 R—4

v ROFITIZE VD SNHFERICONT, BRTREIERD —HEHICT X TRRLE NN
B, 2=V OXF—ANEREIC—BHm I LI > TRRLET, 0B, =V 7 iTEHa~v R
[pager] THFOMEEZEIMNI LTV LD TEET,
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4.6.7 ¥—R— k<2 e

WART 7V =2 a UBLOWEROREIC LY, HEHRER T —NEAR Y 9, AREECTIE, VI100 T
HEEDRATEIZ 2> TV A F—Z A L7z 4.6-1 OMAEDOE TCORELZHEE L £,

% 461 #EF—K—FaTUR

F—HR—F B 7L
Backspace =Y NVDED 1 XFEHIBRLET, (=72 LITONIEET)
Ctrl + A vy FTORE~BE L £,
Ctrl + 1 XFRYES, (ELITORBEET)

Ctrl + a<wy REFELET,

B
C
Ctrl + D 1 XCFHIBR L £,
E
F

Ctrl + A FITOITR~BEH L 7,

Ctrl + 1 XFHERET, (R LITOKDY £T)

ctrl + L ;;V%N/Eﬁ% U7 Ly l, BEELEOa~vy FAJTUSMIRREZMEL
Ctrl + N Ly havwly RETROEA M) ZRRLET,
Ctrl + P —OHIDE A M) AFRRLET,

Ctrl + U =Y NATOT XA NEHIRLET,

Ctrl + W A=Y NVEVREIFOT XA MEHIBRLET,

Ctrl + K =Y NDHADT XA NEHIFRLET,

Ctrl + T ALY NOXTFERIOLTH LB L FT,

Esc + B 158K £9,

Esc + F 15EEAET

Esc + D FEOI— I NVINLEHATHIRLET,
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4.6.8 CLIREDHREZTARX

HEhn 77 o MERESC CLI BEEEDO—#BIL, CLI BRIEE#RE L Ca—HF L ICEEE I A X~ A A TE
¥4, WAZAATE5CLI e CLI BEEERAL R 4.6-2 1TRLET,

& 4.6-2 hRZT A XATESCOLI #ae & CLI IRITIFR

Y1 DAL XHNBEDPBEARDT 74 FRTE
S R TFTHMNEIMERETEET,
oA UEEOFT T 30 FERETIE, X—U U I EITVER A,

N=T T ORR/ WL, EM A~ F Tpager] TRIETE £,

BIENEIL, I~ r FRETSNCER» DEIRICKENET,

10



4.7 avI7q40L—>ay

COfTIE, ar7 4l L—a oW THBALET,

"



471 avI2459L—2 3> NEHR

EERFICHARAEND AL T4 T —va B AR = NT v 7ary7 07 b—va RO, EHIC
FHEINR2a 740 v—avkor=u a0 b—3i gy EERNES,

AEBOEBREE ANDE, NWE 7T v a2 AE) FOREZ—NT v TFar7 4l b—ar 7740
B EN, FOFEFETr=v a7 40 —2a b LTRESH TCEREZBBLET,

ALV T4 b —a VERE, BELTEEAE, Sry=vrar g L —varymEBx s o, &
Al snEd, 2R LT r=vdary7 47—y a U iERHa~2 K lTecopy conf running
start] BT AIL T, A¥— KT v a7 40— 3 R ET A2 ERARETT,

e LImNB 2 RGP LRV TAREEZH/E#TL &, MELLEARILEDN IO TEEL T ZE,

12



4.1.2 av747L—Y a3 nmEE

AT 4T = a VOREILOWTHBILET, HKa~vr FOFEMIcOWTE avr K-an /L7
TR BEBRRLTLEIN,

(1

REREGaAT Y FE—F

ALy 74 S —a VOWRERITOEAL, EEEHEET—RTueSA2L, configure 2=
REFITLTLZEW, a7 bR[SPHckhbtary 74—y ara~vwy RE—RER
D, Sr=vrarg gl b—a rORENTREL 20 £,

aAVI745L—S 3 DRTE - ER

—fRr—PE— PRI OEEEHE T — FCa~ 2 Fldisplay conf running |3 X O display
conf start] ZF{TTHZ LT, ThEFEhT7or=vrar747b—vay, AX—F T v
AT 4T —varERR MR THIENTEET,

aryI7 4 b—varavwy RE— RCTa~w K [display] #37 LIz5E1%, BEREST O
NEBRFTRINET, ERAFORNREIZELRDAEERH DO THERE LTI,

a4 5 L— a3 DiRE
ayv 74—y gravwy REFERLT, avy 74— arEmELET, £/, v
T4 T L—va COHIBRIL, o~y ROEIEIZ Tdelete] #FEETHZ & TCHRETEET,

AVI4TL—2aVDHEE

WHELay 74 7L —va v ERMEE5I1I2Za~> N laddrunning] THEET D XLE N H
DET, ESEDLIETH T v T ar 747 b—va iIRBIEND Z L1374, EAR
RBRICH 2 LITH Y FH A

2= KN lTaddrunning] THEEETICary 747 L —vara<wy FE—REKTT 5 ERE
LIEABFEIFETHATLEVE T, ZOHAITIEH TRICK T L TIOPHEREOEENFRES
NET, yEANTLEEDEERTL, nZANTLHERTES Iy 747 b—varav
U RE—FRIZED £,

o< KN lTaddrunning] ZFETE¥FICary 74—y arya<wry RE—REET LEZEAI
FRINDAvE—T

[SP] exit
WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: n

[SP] exit

13



WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: y

SP#

G) aAavI4TL—arvDRE

EH o~ F lcopy conf running start] ZfEH+TH52¢T, Jov=vrar74 71 —g
VINAL = T T arT 4 Jb—a 7y A VRFSNE T, i LIENEEZ RIF LR
WTCHEBEZFEETL L, MELIENENKDILLZOTHEEL TN,

BRBRGFT DT a~y FEITHBICHII SN DHERDO A vE—IZX LT, UFOXH1C 2 [
ly] ZAHLET,

SP# copy conf running start
WARNING: Do you really want to overwrite the start configuration (y/n)? [n]: vy

WARNING: start already exists. Do you want to overwrite it (y/n)? [n]: vy

6) AVI«TL—2arDRERT (exitawr K)

AT 4T = arOmMEEKTITHEEIE, 2747 b—vara~vwy RE— RFOx L
FEDOMEE T exit 2~ FEEITLET,

RS

c RIEENEH <~ R [show sp) T Status 2% in service IZ/RARHNICIE, 2747 L — 3 3

HOANRL—2 g VLT TFToOEEZBEV L E1,

- a< K [ldisplay] Tary 747 Lb—ara2fKrLlTh, ELSERINZWEERH 7,

AT 47— arERELTULRENBN RO GERH D 7,

- Ef o< N Tshow sp] T Status 2% in service £ > TWNWA I EZWERLTHhE, a7 471

14
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4.7.3 avI7459L—23>DITHY RAEKR—F

WELZav 74 7L —va ORI T TR WA ENE, Ao~ K lTexport conf)
PERALTary 747 —y a7 7ALDT 7 AR— FRARETT,

Y RT—=UFRALTITIRAR—+

o< K Texport conf] D/XF A—Z|ZURL ZFETHZETHRy NU—IRATOT Y AR
— ’EEBLET, ftp(FIT tftp) ZFRHL TOT7 7 A NVERIETT DT, =7 AKR— L7
HIELZET ftp (FE72I1T tftp) — "B EE L TWAMERH D F97,

KATEE O ftp/tftp V— NIEE) L TN, FNE0 D ARSEE ~O ftp/tftp Bt T
FH A,

EEFHE

LY AR—FARER OV T 4 T —va it AX—F T vy arr7 4L —v a3 [start] £72
X7 v=v a7 47— 3 lrunning] T,

15



4.7.4 a4 5L—23>DA4 2 KR—F

NPT oL TWezarZ4 7 b—var77AVERVAALTHERLE-WEAZR S,
<> K Timport conf] ZEHALTCar 747 — a7 740D A R — FBAEETT,

Fy bI—0EEALTS vR—F

a2 K Timport conf] M/XT A—H|ZRL #4HETHILETEXy FT—F7 A TDA R —
NEFERLUET, ftp(EITtftp) ZFIHLTO T 7 A VIEETTDOT, A v R— ML & 72 5%
23 C ftp(F/F tftp) Y—"NEEB L TWAXLERDH Y £7°,

MAIEE D ftp/tftp »— NTEENL TWRW8, SN D ARIEE~D ftp/tftp FEkIL T
FH A,

A VR— Mg, A=~ R Treload] TARBEZHEHT L LTS U R—FLicary7 47—y
a CCOEMMBMBSNET,

EEFHE

A VR— T Har T4 T = ar T AME, A= NT v Far T4 S L— g DB ARG
ELETOT, =<2 Nlimport conf|D/XT A= THDHA R — D7 7 A4 V41T, #F [start ]
ETDHUERHY ET, TDOT 7 ANGAH [start] THIGEIFIA Y AR— NEDT 7 A4 VAITIRE
TLHMEDH D A,

16



4.7.5 avo45L—>arvo#Hit

a7 47— g OB ITER 2~ R lerase configuration] T{TWET, #IHILHE] 2 &k D
BUZ R L ET,

4.7-1 avo24 5 L—> 3 >n¥He

SPit == (1)
SP# erase configuration startup = (2)
WARNING: Do you wish to erase startup-config?(y/n): [n]: y -+ (3)
SPt reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy -+ ()
SPi#

(1) EEEHEEE—F Tl A 2 LET,

(2) EMH =~ K lerase configuration startup) #ZEfTLE T,
Q) arvvaZr—ya YLD AHEER T vy ZAILET,
(4) FEH =~ K lreload] TAREEOHEILE ZFEHEL £7,

(6) EEMEBOAKHMERLT vy AN LET,

EEFHE
C AT 4 7 b= a OB E AR R IR S E T,

11



4.8 telnet/ssh I2&d0454 2

BEMFR—FE2NMLT, VE— MNEMAWKNPOAEE A~ 7 A T5I121F, REETIP 7 RLADR
ENRETT, 2L, MHREARICITIP T FLAOREMTORLTVERA, £ORD, a3V —
Anbal AL LT, a4l b—a ERETAHLERDH Y £,

telnet (2825074 &AL THIIIAREBDOY R A FAR—FD IP 7 RVAEZFRET HME
N ET, telnet P — NIAREEOELEFFICHEB CTEEBLETOT, ICKLERREITH D THA,

sshiZXk2u /4 o ZrAEL T 5120, FICAREED ssh y—"EHNMETHHLERH Y £3, 5.7.1
i Tlary70 71— ar] 28BS0,

UFICA v Z 7 2—Z(ethl) ~D IP 7 RL ZADORTEFZ R LET,

AR T z—R(Eth)~AD IP 7 FLADEEH!

SP# configure =+ (1)
[SP] ethi =+ (2)
[SP-eth1] ipaddress 192.168. 100. 100/24 -+ (3)
[SP-eth1] addrunning =+ (4)
[SP-eth1] display -+ (5)

(1) EEEHHEE—RFTrI AL, a< K lconfigure] Tar 74 71—y gravwy RE
— F~EGI DY 77,

(2)  ethl T AV FE1,
(3) =< K lipaddress] TEED IP T L AZHRELET,
(4) =2~y K laddrunning] CTiM:L FJ,

(5) =~ K [ldisplay] THRENAEZFRL THEGEL £,

18



4.9 ftplckdOT404 >

AIEEBTIT—HEHa~ L FTORftp 7 IA T v MEREIC L D 7 7 A MREZRAE L T ET,

x® 491 ftpZAAL-T 7 M )LEEFEaT U F—8

= o av Y REREA
export dump—file FEATIER 7 7 A VR L, FRE SR~k LT,
export conf a7 40—y ary 7y ANE I AR—KLET,
import conf AT 4= a7y A NVEAL R —FLET,
export log—session REBETCNEL WA 77 A NVET T AR—FLET,
update V7 2T ERELT v T —FLET,

19



Ot

410 VI bz 707v7TT—F

LORTRY 7 FY =T OT v 7T — MOV THALET,

80



4101 Y2 b2z 7D7YTT—F

VI NI =2TDOT v FTF—rEE, HRA=Va DY T R T o= Ca Y7 27T
NR=Va T o7 THZLEELET, Ty 7 T — baFERT HICITHEEHEET— FT, EfHa~
K Tupdate] ZFEITLEJ,
Ty ST — N, EEEHOa T 4 S —v gy, a—PFER (0 S AT AT N, NAT— R
E) BIXOTA v RERITFOE F5 MBI NFET,
T ST — NEETAICIZLUTOFERHY 1,
1N XY FI—OBATTYIT—FIFANLEAFLTCTYIT—FT 3
a2 K lupdate] CTT v 7T —hr77ANVDATFHIZURL 2FELTCEITTLHILET, Ty

TTF—bERTWET, ftp (7 tftp) ZFH L TO 7 7 A MREZIT 5 DT, AFHL 720
T ftp (F2iT tftp) b —"DEE L TWDLERH Y £,

77T — MMk, EH 3~ R [reload) TAEBEZBEETLZETHLWY 7 by o7 TOEHN
Bt SN Ed, BEICEEHLZENIITOETADOTIEELZIV,

R, N—=Tar X TAEE, RYPR—MNIARBary T4 7 — a3 bh L Lol LTLE
EV, RYR—brDar 747 b—2a b ZHRLARANTA=Ya U E YU 2 FETLERE, BRLA
WAy MU= ERRCEEL RO BTN H Y £,
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4.10.2 £EERNY I T VT

BNy 7T v 7 e, BEBEL WA Y 7 Fy =T H2EEPNIC 1 SOy 77 v 7 %17 H
LT, A= RNT T HEANAY I T THD2ETY 7 MU 2 TEFNTZ £,

AX—= R T v TRENONN T T v TE~NDNNy I T o TIET TR, N2 T v Lz 7 =T
ZVARTTAHZLEHARETY,

UTERy 27y 7T7BLOV A NTOFIEZRLET,
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(2)

RE— b7y TENDNY I Ty TENDINYIT VT
EEEHET - R TR A VLTSN,

EH =2~ K lcopy Im start] ZFITLTCLEEWN, AX—F T v HENNY 7T v HIZA
]:OP_‘ l./jij«o

WA=z~ K [show version] TE/W® [Backup] (Z [Startup] ¢FUCY 7 b =T "N— g
UIERPAIREN TS Z E MR L T,

NI Ty TEANLGRA— T Y TEANDYR LT
WEEHEET—FTr /A LT EEN,

HEH =<2 K Tcopy Im backup] #FEITLTLEIWV, N7 v 7 HEAX— 7 v 7 HIZ
av—L %9,

HH 2~ > F [show version] TF/W® [Startup) (Z Backup] ERIUCY 7 by =27 /38— g
UIERPAIREN TS Z E MR L T,

HHa~ K Treload] THEEZHE#S L TLZEW, VAN LEY 7 by =7 TiEHZE
HBLUET,



411 REETHEMEE
SOHITHE, AEBOEIRET S B VTR L E T
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4.11.1
A

LED&ZIK

B ILEDD TR

ENDIKRE
EEORELZBMOE LET,

ﬁJﬂm%TWﬁ warbifo

# 4.11-1 LED DXRTHE

B FR 258 1KEE oES
PWR LED: ¥ BIROFTARREE R L E T, FRAUET | FEIRON
EESH EIROFF, F 713 IR
ST1 LED: /7% | BEEOIRREZ R L7, AT | BhERTRE
Bk | ¥lEh (b B, KT
JLER
TR | HEE Oy b %&E(%i)
TR | EEOBMOBEERE Wi AR
Af)
VAT FEIFOFF, F 721X
ST2 | LED:fk/7R | ZEEOKRELZ R LET, FkAUT | BYERTHE
BESIK | V7 b= T HEH, 3K T
Biiiles
TR | HEE O FEERAE ()
TRAAT | EEOBmmIEERA (ki AR
Al)
AT TEIROFF, F£7-I1XBIRA S
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4.11.2 [EEER

AREECRETHEAN—FT 2T, BIXOY 7 N =T OEELZHBMLE9,

P, B AE LI-SLEICIE, LEDIZ XK 2184, syslog ~OREEFHRO ), ARLEiE O FE®Eh 2R E
WA bETERmL 7,

FEE N 3 [m)EHE THAE LIERAIn, ﬁ@ﬁbfwéy7h?:7ki%® Ny 7T v 7ENTW
HYT7 2T EEHLET, TNTHIEFEE) LR =8A8100E, AREEITEIELFT,

Ny 7Ty THECHOWTIE4.10.2 8 BEERNASNY 77 v 7] 2ZBLTEFIW,
(1) BR1=v 77 DER
IR CRE (RERE 7213868 2 L2 ha I HEEh 2 L £,
x 4.11-2 ERA= Y /T 7 o OIRE L EE—

HEORE 3B A ks e
EHA v t—Ca M), BLO
RIS X syslog — "~HH&EFTWET,
HEdh 2T VET,
g EAA v t—Ca M), BLO
77 L © syslog #— S~H A ZITVET,

L) O : Ak rTHE, X @ fkHEA AT,

(2) mEEER
ARAEE DIRE DS T0°CLL LT E) 2 i L £,
® 4113 AEEDRE LEBE—F

EEBORRE E A D RkEE Eh{E
HEHA vy E—U2H), BLOY
B =R (70°CLL L) X syslog r— _"~H D ZITWE T,
FREEZTTWET,

HEHA =2, BLO
syslog =X~ EITWVE T,
HEHA -T2, BLO
syslog ="~ N 2TV ET,
HEHA -T2, BLO
syslog =X~ EITWVE T,
HEHA =2, BLO
syslog =/ ~H ) ZATWVET,

IR (0°CLLT)

RIEE IR (5CLLLE)

EIRAE (50°CLL 1)

OO |00

riiRAE 17 (45°CLLTF)

LB O« Mk rTaE, X Ak AT,
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Q) *EVEREESR

AEYDOEHELAEGRL, REMAATINUAT LRIl EE2n 7L, FEH)
R L E A
= 4114 SJR)ERELEFE—E
EEDIKE E A D#ERt Bk
o WA v € — D), BEO
AT I RERE © syslog — S~ A ZITVE T,
.y EHA v E—VZH), BXWY
7 VR o syslog h— S~HAZITVEF,
LB O : fkFErTRE, X @ kAR L,
4) TOMOEE
x 4.11-5 ZOHOEELEBE—E
KEDIKE E R D#ERt Bk
BEHA v E—VZEH), BXWY
N RT =7 EEREE X syslog — "~ N 2TV ET,
BEEhEZITVET,
. T WER A vt —VET], BLO
N R = TR O syslog ="\~ ZATVE T,
R W A v E— DR, BEO
/(1 Fﬁry 3%2\%2) R X syslog ="~ EITVE T,
BEBEZITVET,
EHAvE—UEHT], BXO
VTR T EE X syslog ="~ 21TV ET,
B EITWET,
LB O : fkFErTRE, X« Mk T,
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2y b — KR

ZOETE, Fy FPU—THEEICOW T L £,

5.1 Ry bT—Y A

524371 —RE®E

5.3 syslog H A

5.4 SNMP

5.5 AXT A4 I N—T 4T

56 NTP 77 A4 7Tk

5.7 & Do 2 i BEEL T
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5.1 *v FJ—2 A

ARETHAT 2BENEIT, RITRT Ry bU =7 EBIOX ZHifEE L TWET,

B 5. 1-1 v kT —2EEH

Hﬂi%
AR 172. 16. 100. 0,/24
(100)

—H /13 AA v F

(11)
Qz 168. 100. O/D
@200. 0/24

J—% /13 AL v F
o \/

| a7 X

<192. 168. 200. 0/24> [7 7 — A 2 ]

© 08

AR NTP #—% SNMP H—X syslog #—,
(250) (30) (40) (50)

Y

¢

KAy aNFTRy T =7 DRANEGERT,
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52 A R T —RETE

WA R T 2 — ADREEHA L E T,

HESH
DT =g URVLAND R EILTTE £ F A,
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521 avoI«459L—3>

AR T —RA

K 52-1 41227 —REZEH

SP# configure
[SP] ethl
[SP-eth1] ipaddress 192.168. 100. 100/24
[SP-eth1] addrunning
[SP-eth1] display
# INTERFACE STATEMENTS
# IPV4 STATEMENTS
# IPV4 ADDRESSES
ipaddress 192.168. 100. 100/24

FH = H =

(1)
(2)
(3)
(4)

90

IPV6 STATEMENTS
IPV6 ADDRESSES

IPV6 PREFIXES
ETHERNET STATEMENTS

A BTz —Rethl ZHIME L ET,
IPva7 KL RAEHRELET,

a7 40—y VERER ML ET,
ay 74— g VEREEAFERLET,

BEDAL T 4 T L— g VERERERITR LET,

(1)
+(2)
(3)
- (4)



5.2.2 ARL— 3 Y
AVH T 2 —AREICHET I EH I~ RERIORLET,

(1) show interface
a7 47— ary TRELEIPY RLRAERRLET,

SP# show interface
# vrf0
eth1: <BROADCAST, MULTICAST, UP, LOWNER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 00:12:2:95:¢8:51 brd ff:ff:ff:ff:ff:ff
inet 192.168. 100. 100/24 brd 192. 168. 100. 255 scope global ethl
valid_Ift forever preferred_Ift forever

(2) show interface <A >4 7T —RX%> statistics detail
{257 = AOWE A RR LT

SP# show interface ethl statistics detail
statistics:

Kernel Interface table
Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg

ethi 1500 175 0 00 5 0 0 0 BMRU
RX: bytes packets errors dropped overrun mcast
16942 175 0 0 0 7
TX: bytes packets errors dropped carrier collsns
490 5 0 0 0 0
RX rate Obps (0. OMbps) Opps (0. 0kpps)

TX rate Obps (0. OMbps) Opps (0. 0Okpps)



5.3 syslogHHAh

B A Y=Y Dsyslogl IR EIZOWTIEHA L ET,
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531 avo7«445L—3>

syslogll NERED a7 4 7 b — g UERERZRIRLET,

5.3-1 syslog HAKEHI
SP# configure

[SP] log

[SP-1og] log-session SYSLOG remote 192.168.200.50 ---(1)
[SP-log] log mng SYSLOG info ()
[SP-log] addrunning e (3)
[SP-log] display e (4)

# LOG SESSIONS
log-session MNG local 2 MB
log-session NTP local 512 KB
log—session SNMP local 512 KB
log—-session SYSLOG remote 192. 168. 200. 50
# SERVICES LOG SESSIONS
log mng SYSLOG info
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS

(1) syslogH IR EZ1T 9 EE DO 3LFEH (SYSLOG) 3 L Wisyslogh— %5 5E 2% E L E7,

(2)  syslogi IRREZAT D AL DOILFF (SYSLOG) (Zsyslogh— "~ T2 4 v —VNEZRK

LET,
(3) avI4 L — g BEERELET,
40 avI4 71— arBEERTLET,

EEFHE
- B Dsyslogh—GEIEOREEITAETN, RK4OERD ET,
- syslogi 7157 — % D~y ZEIAHT D facilitylZiZ I llocal0) ZfEHA L E I,
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5.3.2 ARL— 3 Y
syslogiR EICB#E T 2 a2~ RERIORLE T,

(1) show log-session MNG
EENICRFELTWDAERA v E—V 2RI LET,

SP# show log-session MNG

Sep 12 08:57:02 SP MNG: spmd-INFO EVT NIF:00 20012010 Initialization started

Sep 12 08:57:03 SP MNG: spmd-INFO EVT NIF:00 23024011 Initialization is complete.
Sep 12 08:57:14 SP MNG: ————INFO KEY NIF:00 00000000 admin: display conf running

94



5.4 SNMP

SNMPEE EIZ DWW TEE L E T,
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541 avI45L—3>

S\MPO =27 4 T L—3 g VERTEMERIZRLET,

5.4-1 SNMP 2% 7E 5l

SP# configure

[SP] snmp

[SP-snmp] snmp enable

[SP-snmp] rocommunity public 192.168.200. 40/24
[SP-snmp] authtrap enable

[SP-snmp] trap2sink 192.168.200. 40 public
[SP-snmp] addrunning

[SP-snmp] display

(1
2
(3
(4
(5
(6

N NGNS NN

96

# SNMP STATEMENTS

snmp enable

sysdescr none

authtrap enable
# COMMUNITIES

rocommunity public 192.168.200.40/24
# TRAPS

trap2sink 192.168.200.40 public
# SYSTEM
# LOG SERVICE

log snmp SNMP info

SNMPHERE # A 2b L9,
A ARER I 2 =T s ERELET,

Authentication Failure TrapféfezHzM b L 9,

TrapffEx AL L, HOEERELET,
a4 S — g VERER ML E T,
a7 4 S —ya VBRERFRRLET,

e (1
e (2
e (3
e (4
(5
(6

T T O O —



5.5 RAT A4V OI—Ta42Y

ABT A4 I N—T 4 T REICODW T LET,
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55,1 avo«45L—3>

ABT A4 I N—T 4T DA T 4 S L—a VRERERISRLET,

X 55-1 R2F 4 v I—T 1 T &EH
SP# configure

[SP] rtg

[SP-rtg] route default-ipv4 192.168.100. 10 (1)
[SP-rtg] route 172.16.200.0/24 172.16.100. 11 = (2)
[SP-rtg] addrunning e (3)
[SP-rtg] display e (4)

# IPV4 ROUTES
route default—ipv4 192.168.100. 10
route 172.16.200.0/24 172.16.100. 11
# IPV6 ROUTES
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING

(1) T7FVETF— b= ZRELET,
Q) mETV T4y I AREEZRELET,
(3) o744l —arRERNBLET,
4) a4l r—arBRErFETLET,
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5.5.2 ARL— 3 Y
N—T 4 T RECEETAEA < RERIR LET,

(M

show ip route

N—=T 4 T T =T NEREFRLET,

SP#

show ip route

Codes: K - kernel route, C - connected, S - static, R — RIP,

SHx
Cox
Cox
SHx
Cox

0 - OSPF, T - IS-IS, B - BGP, P - PIM, A - Babel,

> — selected route, * — FIB route

0.0.0.0/0 [1/0] via 192.168.100. 10, etht
127.0.0.0/8 is directly connected, lo
172.16.100.0/24 is directly connected, eth2
172.16.200.0/24 [1/0] via 172.16.100.11, eth2
192.168.100.0/24 is directly connected, etht

M - SNR,
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5.6 NTPU2 2472 b+

NTPZ A4 7 v FREIZOWTEI L ¥,
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561 avI745L—3>

NP FA T hDary7 47—y a U RHEFERIORLET,

B 5.6-1 NTP 25472 FEREH

SP# configure

[SP] ntp

[SP-ntp] ntp enable

[SP-ntp] remoteserver 192.168. 200. 30

[SP-ntp] addrunning
[SP-ntp] display

(1)
(2)
(3)
(4)

# NTP STATEMENTS

ntp enable

default-version 4

default-polling 8
# REMOTE SERVERS

remoteserver 192.168.200. 30 version 4
# LOG SERVICE

log ntp NTP info

NTPZ 74 7 v M&reE A L E9,
PG e ONTP Y — 23R E L £ 9,
a7 4 S —va VERER ML E9,
a7 4 — g VEREEAFERLET,

e (1)
(2)
(3)
- (4)
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5.6.2 ARL— 3y
NTPZ A4 7 v FiREICHEETEH 2~ FERIRLET,

(1) show ntp associations
Pt STV TV ANTPH— O EEIREEZ R R L E T,

SP# show ntp associations
remote refid st t when poll reach delay

offset

jitter

192. 168. 200. 30 . LOCL. 1Tu 11 256 1 0.826

102
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0.004



5.7 ZDihDEEREFR

KA, ZA LS —2, VE—RNTI7EBAREOHTTEICHOWTEH LET,
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571 ar2o«4JL—v3ay
KA NG, ZALY =2, VE—bFT 7 RRARE, ZOMOEEEEFHROa 7 4 7 L—va VR
EBZRITRLET,

5.7-1 Z DOt DEEREFHRD R EH
SP# configure

[SP] gen

[SP-gen] hostname AX-Sensor (1)
[SP-gen] clock timezone JST 9 e (2)
[SP-gen] ssh enable - (3)
[SP-gen] system temperature-warning—level 40 -~ (4)
[SP-gen] addrunning wer (5)
[AX-Sensor-gen] display .+ (6)

# GEN STATEMENT
hostname AX-Sensor
clock timezone JST 9
telnet enable
ssh enable
icmp limit rate 1000
icmp |imit type unreach quench redirect time_exceed param_prob
system temperature-warning-level 40

# ARP TABLE
# NDP TABLE
# HOST
# LOG
(1) FAMEHFRELET,
(2) HA L= ZISTCHEHELET,
(3)  ssh¥—"EHMELL ET,
4) EHAAvE—UTEETIEEOARBELHELET,
(65) avT4 L —a  BREXNBLET,
6) v T4l —arBEERTLET,
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5.1.2 #ARL—v 3>
S B R AR B BB A =~ RE ISR LE T

(1) show date
HA D= hEbi-BFERE2FERLET,

AX-Sensor# show date
Wed 12 Sep 20XX 18:20:54 JST +0900 (Asia/Tokyo)
(2) show service

telnet/ssh’p EDO VU T — b7 7 B AMEEOBEENIRNAZFE R LE T,

AX-Sensor#t show service

Service TELNET is active
Service SSH is active
Service SNMP is inactive
Service NTP is inactive

(3) show environment temperature-logging
EEOREBREEREER T LET,

AX-Sensor# show environment temperature-logging
Date 20XX/05/31 15:00:00 JST

Date 0:00 6:00 12:00 18:00

20XX/05/31 24.3 24.2 26.0

20XX/05/30 21.8 25.1 26.0 24.0

20XX/05/29 25.6 - 26.0 24.0
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Y EE

ZOETHE, BRI OWTHIALET,
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6.1 fi#Zsk

TUBEREIX, Xy NU—7 LEREND N T T 4 v 7 BHET DI O—2 T,
NetFlow ExporterffETlE, T=FK— K, B HHAIR—, ~F T AL hFE— FOEF— EHE
R L7 24T 5 2 & THRILL 7,
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6.1.1 E=4/KR—F

Fo AR — MIBRGER Y N =S IT7—=U T ENTE T 74 v 7 B ZET AHEMAR— KT
T, BUHHE R Y hU—2 2V F R 7 L— ARG TN TVLHA, ntuDEE KELT5 2 L iR
L\iﬁ—o

T =X R— MZiEDeny-Filterf¥REN TR E F[HE T, Deny-FiltertEre DML 6. 1.4.6 Deny-—
FilterB§hE] 2L T 7ZEW,

HEHH
s E=HXAR— MIFIPT RVADEREEZ LR TL &V,

108



6.1.2 €oHHAR—F

¥R — MINetFlowlE R Z2 H /132720 DR — h T, NetFlowfEHo H f1JeiE i & 05

TANETRL, B HAR— DRI —F AL v F %24 L TOERENARETT,

EH=R E
B — MIv R A PAR— N EOFHRFRETT,

109
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6.1.3 TRIAD FR—F

2 XA PR — MIEERRSONTPH— 7 PO Y — o NF L HEE T A AR — N T, BMEIRARSOY—
CHEBEREG T AMLEITRLS, YRV A PR—FLEOBIIL—FRAAL v TF &I L TCORERIARET
j—o

HEHIHE
R RA Y MAR— MIBUTHEIIR— b EGHANTRETT,
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6.1.4 NetFlow Exporterige

AREEE CTEBLT HNetFlow ExportertfEly, AEBDODEF=F R — " TZEL- NTFT 74 v 7%, 701
—Z LNy MR Ty MR —E ORI TTER L, REEOE Y HIIAR— > SNetFlow/ s
7y MERTa L & (NetFlowlF AT 5 20E) ~EET 2HRETT, NetFlowfF#IZ N7 7 ¢ v
7 %2 G LT 7 —% 85 LIaH T o —ERFRIZRICEE i, —ERRINICEISRE R 7 —
DI A 1 INetFlowlE 2 55 L ¥ A,

6.1.4.1 JO0—0DHEAEH

NoT7 4o D7u—T0CEHITELT, 7u—% £ 6.1-1] OFEHOE Y F T ENE
T, ZOWBEBEDOE Yy hET7a—RfHEMRNET, ZIELENT 7 4 v 7 THBIRRNFELT H O
WL, BN T7e—&HcCRIL7e—¢ LT#EbhET,

£ 6.1-1 JO—&#HLoo0—HBRAEHEDRBRZ

3 WAEE IPva 70— | IPv6 70— | WAC 7A—
1 ZEE =R — FEE O O O
2 MAC 7 R L& (DA) O O O
3 MAC 7 R L & (SA) O O O
4 VID*®! O O O
5 EthernetType — — O
6 IPv4 7 KL & (SIP) O - -
7 IPv4 7 K L A (DIP) O - —
8 IPv6 7 K L A (SIP) — O —
9 IPv6 7 K L A (DIP) — O —
10 IP Protocol O O —
11 | L4 A— &5 (SP) O O —
12 | L4 A— &5 (DP) O O —
13 | IMP A v —I(Z A7, 22— k) O O —
NG O = iplxtS:, — @ iRBIRT 54
X1
TPID f& : 0x8100, 0x88A8, 0x9100 F£7/-liav 7 4/ L — g a< 2 K [vlan-tpid] DR
EfE
X2
T A bRy B GEBEANT Y NUSN) OG0 & £,
6.1.4.2 NetFlow/ sS4y FRZR
NetFlow/34 > MiZVersion 9(RFC395) IZHE-> 7T TEE L £ 4,
7o =52 L OTemplate IDAF 6. 1-21R7 L £ T,
#*& 6.1-2 Template ID
J0—&4 Template ID
IPvd 20— 1024
IPv6 20— 2048
MAC 70— 4096

111



6.1.4.3 NetFlowERE/NT A —4
W IZNetFlow ExporterfREMDERE /N T A — I DWW TLA TR LET,

7% 6.1-3 NetFlow Exporter #EEDRTE/INS A —4 —&

# | 3v249L—>3ay T2+ ME A

1 | flow-max—entry 200,000 => Y | 7o—px 2 kY EIR¥K

2 expire—time 30 Z=F ¥ AL, vALFFY AL, TO—RFF
¥ A MOKFER| =~ U O 7 a—EEHM,

3 flow packet max size 500byte NetFlow ~ & L[ (UDP <A 10— K£E) O3
A XERBET 5,
[P~ 4, UDP ~ v X [T} 54),

4 | flow source - NetFlow fF RO IEETC IPvd 7 KL A ZAEE D

ipaddress IPvd 7 RV RIZEERT D, A/RTA—H|TF

ENENGAIIWELA, V¥ 7 = — AR E S
N7z IPvd 7 R L A DS NetFlow 1 #H D415 7T
IPva 7 RLREZRD,

5 | flow source—id 0x0 NetFlow f§ ™D NetFlow ~ v X2k 2
1D,

BT o h b NetFlow [FRk & 215 L7=BR
DOHIBNZFIH AT HE,

6 | flow send-interval 100 v1 7 ufp NetFlow DataFlowSet MDix/)NE(E E MR

UL - x84t

6.1.4.4 NetFlow DataF |owSet %S 244

AAEEIX, 7 —OEFEZIBEL TODRIENT A—F lexpire-time] OHIMARE T D & Hi%7 1
—DHEFFER % NetFlow DataFlowSet /37> h&E L TEIELET,

72770, B T7a—BTCP 2oty a BT LTWARES (TCP~y XD FIN 75 7 £ 721X RST 7
TGN 1 Oy NEZIELREEES) 1L expire—time ORI\ EF/-TICYZE 7 e —DEHFER %
NetFlow DataFlowSet /X4 > h& L TEELET,

6.1.4.5 JO0—HAEHDERE

AT 4T =2 a VOREICL Y 7 a— ORI (K6, 1-1 7 e —5fF L 7 a—i#khlStoR
&1 ) ZRIBIMCEFECTEET,

VB /NR E 72D 7 0 —OBIGRICEE T 5 2 L TEEERORHESCNetFlow N7 v b O % J§
LT EICL D7 e —HFRINEEE (217 %) ~OAmKBEFETE E7,

WIZ 7 a—ig & EFICLrar 7 4 7 L—3 a3 U OWTRLET,

£ 6.1-4 JO0—BRAEFHOERIZLDaVT4 0 L—2 3w
aAvI747LvL— a3 R

IPv4 7 R L & (SIP)
IPv4 7 R L 2 (DIP)

# 7 O— DA FEH IPv4d 20— IPv6 70— MAC 7 O—
1 | ZEE= R R O O O

2 | MAC 7 K1 & (DA) O O O

3 | MAC 7 RL Z(SA) O O O

4 | VID @ O O

5 EthernetType - - O

6 O _

7 O
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8 | IPv6 7 KL & (SIP) -
9 | IPv6 7 KL % (DIP)

10 IP Protocol

11 | L4 R— +FEE(SP)

12 | L4 R— +FEE (DP)

13 | ICMP A vk —U (XA 7, a—R)

OB O =%, - 54

O|0|0|O] !
O]|0|0]|0|0|O
|

6.1.4.6 Deny-Filtertgt

Deny-Filtert§fBITE =¥ KR — FEHHDOHKET, T=F KR —FITLIIRELET,

T A R— N TZELLE T V—LDHEMCT RLAZHBIL, w/LFF¥ A NDO&K, Tua— R¥xy &

FDH, =NV THx AT r— XY X MNOMFEREFRMICEDLETEELET, FEEINEY
— M INetFlowfEHo 7 o — 83, BIOAS v ¥ 7 = — AFEHEREEE (B o#, MIBAR YY) Oxf

G L7 F7,

%%@éﬂt7 L — LD EHEFHRITEH 2~ K show netflow statistics detail] TE=#K— b
IR TE, wAFF YA RLTR—F¥y A FOBTHETT,

6.1.4.7 NetFlowiEH=5tBItEAE

NetFlow[F R EZHAMEEEIX, F=F A — FTZEL-BHANSE Ry NU—27 O 7 a—{E# (flow/sec) &
TP IR— I LEETLaL 7 &L ONetFlow 7 v FO@EER (bit/sec) Z AT HHLEE

7

HH a2~ F [show netflow statistics deteil] TEHHIFERZFRRL ET,

TREERFCER B SR 72 CITAREE DO AFRET H Z L Ta L s Z ~ONetFlowk GE MWD B Z 2T 5
TERTEET,

HENCMEE ALy T 4 7L —2a VREERLLTFICRLET,
= 6.1-5 NetFlow 15 REETAIMEEI L ELR OV T4 L—2 3 VERE

FHAIAE
7 0—iERE NetFlow BfEE

i avI749L—v3>avo R (flow/sec) (bit/sec)

1 | netflow {7 @ —5&} enable O O

2 | flow ipaddress - O
(LB O = x5, - xf5st
EEEE

* NetFlowid{E & (bit/sec) DEHIZTA7-0I121%, a7 47 b —Yara<w K lnetflow {72 —

Zff} enable] & [flow ipaddress] @ﬁﬁ’% RETOHIMLENDH Y FT,

WEH 2~ K [show netflow statistics] DOEHIFERICOWVWTLLTIZRARLET,
& 6.1-6 show netflow statistics A< > FOEHAIRT

HARA
7 —ERE NetFlow iE{E =
s BFRaOwYFR (flow/sec) (bit/sec)
show netflow statistics O -
2 | show netflow statistics detail O O

UL O =%, - x54%
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6.1.4.8 expire-timeDEHIERIEE

expire—time D EFERFE E
7 r— R¥x v 2 ~ORERI
7

& 6.1-7 expire-time ®a>I7445L—

HEBIL, Ta—5

<3 ORI

1%, E=AR—FTZELFEL7L—LEka=F%yY A}, wILFX¥R}L,
T b Zexpire-timeZr a7 4 J L — 3 U TRETE

aAVI247L—23 R
# 70 —&#H A=F¥RA bk TILFX¥RFb JA—FxXry R+
1 IPvd 7o — O O O
2 IPv6 72— O O O*
3 | MAC 7m— O O O
LB O @ x5, - k1541t
%1

a7 4 T b—a VRERARETT N, BUTHTL—AEHD FHEA,

6.1.4.9 ALY ABEECEDTO—FHIETE

LY FHETEDOT a—RIIHEEE, ROV I ED 7 a—5ERE
S
BHEOT7 o —&MEAC L CHAT 254, B iR — iz

I D ERHE

a7 4 S —a TRET S

LY BRRICT AR ERET ALY, RO 7 e 5 CHEH L7 v —E#H (NetFlow
Ny M) ELEOA VY ZEEITED 7 u—FH A2 BEEL TEFETEET,
®6.1-1 aLYABEZED T O—FEIEEH
IPvd 7 o —
: ’31/757/%
MAC 7 12—
ALLE
(IPv4 71— : F%)) ’3 V7 2B
VAC 7 12— : 47%h) V=2 AT
IPv4 7 82— & MAC 7 12—
“‘!.":v&&c

6.1.4.10 NetF|owsk{E el bm o T 21k 5R E b AE

NetFlowit(E IR O FHE LA EIEEEIX, NetFlow X7 v FOREMEZHASI T2 TCaLr s ¥ (7n
—IHEWMENER) ~ORBRAN & LT DEE T,

FoAR—FCFIZZELEN T 74 v 7070 —BREWEES, expire—timeflk 12k L T
NetFlow X7 RNEEET DD, X"—=RXANNTT7 v r e al sy (7a—ERENEE) ~0
IR BT DB PZIE R T 2R H 0 £5,

a7 4 b —grav R Iflow send-interval] (ZX W NetFlow X7 v FOEERIBEEZRE TE
7
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VY R EEEIEE L TWAEE, v —&talL s 2ol 2 EEREL TN
BAIZBWWTIE, 129078 —5Mhb& a3 L7 Z5dt~NetFlow 7 v k& %ET 5 BT CRING % 35

ficEEd,

6.1-2 NetFlow/N4 -y k1% {E 8RR D SR &N E L

ALZE

avs%AN avyXB - - calb XU

NetFlow /3% M7 B —5%AF 1)

»
»

NetFlow /3% M (7 & —5&{4 1)

v

NetFlow /X7 v K
pEI=3 =X (VA

NetFlow /3% M (7 & —5&{4 1)

v

A R e 5 I

NetFlow /3% M (7 & —5:A} 2)

»
»

NetFlow /3% » b (7 1 —5:f4 2)

v

NetFlow /X% b
B HAAL

NetFlow /3% b (7 & —5:{4 2)

v

6.1-3 NetFlow/N4o vy MEERIRICK DFEEDT 574 A -2

PR L
) VA
AR 5
b4 b4
) I
b4 %
-« HiF fi]

N—Z FEIE

THEEDH

oL ZALEE RR

d

»
»

PRI L D N— FME

EHIp

R R
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6.1.4.11 IP7 FLREHHERE

IP7 R U ZERREIT, T2 R R— FTZELE Yy FOEETLIPT FLAB LI USEEIPT FLx
W LT, RELET VL7 4 v 7 ARETOIPT FLAREIUES, RL7a—L LTy bUICE
9 HIHEEE T,

TV 7 4 v ARLDTFALE Yy FOIPT FLAIZ0IZR Y £,

X 6.1-4 3E%&IP7 KL RAEHDHI

2Ry A ARILE
il NI .
5ise IP 7 R Ny A EB T by B
192. 168. 100. 10 e . -
GEMEIP 7 RL A _—
v
- ~ 192. 168. 100. 0
Ny B | v =RV 1
SEHEIP 7 L& - AR TS
192. 168. 100. 254 24
N\ J — |
/ [ K2
4 ) )
2Ry R C Ty R C
192. 168. 200. 50 192.168. 200. 0
N\ J
acy= AL

s —ET U MVICRET D E, ERPROIPT FLAICRETZ LIXTE A,

c AREBEIXERN LZIPT RLADOMIZ 7 0 —0fBEHNET—HT 0 ERNH Y 3, 7 —0#%
BISREN B2 B 5E81T, Bhb 70— LTy MY REENET, 7o—0iknsifie. 1.4, 1
7 a—OiRGEEES R LT EE N,
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6.1.4.12 07 FHEIE

F 7 F v FEAHEEIX, NetFlow Exportertfe T m— T & IIZEH L TWA A7 5T v & (IN_BYTES 7
A=V R) IR LT, ZL—AZ LICEREINIEME (BEEME) ZhEELET,

AEEBEIIFCSE RS, LA Y2 LEDT V=L EE2 47T v MEOEFRIRE L TWD20, HEIEG
CCHEMEEHRLTEEW,
LLFIZAZ 7 v MEOEF GO N TR LET,

6.1-5 Ethernet 11 7L —L (VLAN TagE Y DiFHE)

LAY ) LAFSBE LA¥2 LAY 1

< < [
< < < >

A
A 4
A
A 4

5645 MAC | 2413 7T MAC Ether
FYTrIN | FRLVA | 7 RLA | VIAN Tag Type ~Nqm— R FCS IPG
(®) (6) (6) (4) (2 (42~1500) (4) (12)

A

A\ 4

F0 Ty MEROEFRG L 725 T L— AR ORI
ORNEFIFZ T v MRERT,

6.1-6 802.3LLC/SNAPZ L—L. (VLAN TagFH Y DiFH)

LAYl LAY 2 LAY 3Lk LALY¥2 L1411

& »ld »
< Ll bl L

A

A\ 4
A

Ve 565% MAC | 51571 MAC
7N | SFD| ZRL A | 7KL & | VLAN Tag |Length | LLC | SNAP = A m— kK FCS IPG
@) (1) (6) (6) (4) (2 3 ®B (34~1492) (4) (12)

A
A 4

T Ty NEOERRR L D 7 L— L E O
ONIZA 7 7 v MR RT,
LIFICEEHF 2R LET,
1)
VA YIEDOERE A7 7 v MEITHIE ONE) LW FoEE#RELET,
ZFU 77 (+ SFD) + FCS + IPG = 24
#12)

LAY EDEREA Y T v MRIZHIIE BE) LZ0WEAITUTFToEE#ELET,
SELEMACT RL- A2 + PE{EILMACT RL- A2 + VLAN Tag + Ether TypeZ7-lILength = -18

EEHIHE
CHEEITEEE AT, BEfxERy U — 7 ZVLAN Tagh ¥V LVLAN Taglt LD 7 L— AN R
LCWAEEIXEMLR A7 Ty MRHENTE A,
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6.1.4.13 TOPELERIE #aE

TCPEIE EREREIT, AMEENIPvAT B —3 L OPv6 7 2 — THEEF L TUW A TCP#{E DRound Trip Time
(RTT) , H— NREEEH, 7 — XX EIERER], FcBET 2 o2 2l E L, HEMREE
NetFlowlE I T 59 HHEEE T,

RILECTCPIBED /R T 4 —< L AEZWEL, 27 X TH—RLT 7Y r—3 3 o OilERRE, X
MAEEERTH N TEET,

TRICAEE TOTCPEEORIEEH L IEHEE TR LET,

% 6.1-8 TCP BIEMDRIEIRHE

# FFEIEE Bl

1 | Round Trip Time (RTT) TCP #%5t DfifENT. (three way handshake) FflZ7 747
R232EME L7z SINXTw B & ACK 237 N O RER] 2
ELET,

2 | = R =N TAT U FPOEREZELT (V74T

IZACK X7y FEFEEFELT) DOERYIDOINVE T v M
HETLETORRZHELET,

3 | T A AR R AE ] = NRRIET DIEE T v FORIEERIE L £,
4 | oy MR iy hoENELET,

5 | A MK HE Ty hOT—H YA XEHELET,

6 | N7 ho AREEK PRy b a AREEA LA RE L ET,

7 | B ACK N b B ACK N7y hOBEHIELET,

6.1-7 RTT, 4—/\LEKRE, T—2EEEEFRMOAESE

three way handshake sk A
A N
@ e N O N
L SYN Mack sk a A 0 7
24T R ". . '1 7' ": |
< ; —
! i L ! } ‘ f
\ I} ) Lo i f : /l
ALLIE | A Voo i i ! i
I 1 oo i1 i1 : f
I 1 Vo i i ' i
Pl I Lo i i 1 .
1y 1Y b i i ' i
R 1y Lo il i ! i1
By o b i1 i I i
L SYNeACK | W/ VIACK b Pt Db i
’ | : 1 1 I | :
) 1 1 1 1 | 1 |
X DI S SR AD S SR
RTT Y= rURERH T A AREIER

P —NISEREB LT — X RSB IEDORTE T, ~NVAF = v Z7@8ED X D B 78{E DwEiE
MIRRNRIERRICEENDGERH Y £7, —ERML LEORIERRE 2 L7 X @M LT Wi

B, a7 471 — g3 a~r R ltep—monitor—timeout] |2 X V) — NN EERB X OT — 415
IEEIE D g KPIERFFZRE L T EI0,
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HEEFIH

- AREBEIIMACY 1 — L HEMIC 2 > TRV, MACT u— L [FIFICHEA T&E £ A,

- T —EREOETIZ LY, IPvdT KL A (SIP), IPvd7” KL & (DIP), IPv67 K1 & (SIP), IPv6
7 KL A(DIP), IP Protocol, L4A— h&EH (SP), L4aR— K&EH (DP) D EN1oLL E&E 7 v —i#khl
DORIBINC LT A THE TE £ A,

- IP7 FLAERBERE A AN L TV AESITHIE X T8 A,
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6.1.4.14 HTTPIE#RAIEHAE

HTTPIS SR ERERE IS, AIEENIPvAT 2 —B L OIPv6 7 2 —THEE L TWABHTTP E 72 1ZHTTPS D@ 1E 7>
SREGETE R A TS L, HIEH R E2NetFlowlE I fT 54 HHRe T,

ALEE CHITPIBEICR T ABHMARATE L, =L 7 Z THITP®IE Opiie = L omiEREe, iM% 4
WRTHZENTEET,

FRCICHTTPE B ERERE DI ETHE 27 L £97,

& 6.1-9 HTTP IF#RAIEHAEDRIEIERB

# AEEE B

1 | HTTP H—34 i Y — 4 U 2 BAF L £, Hitbd RO
{EATCP /34 R inD L4 AR — b & 573 80, 443 F721%
8080 DWF NN DL BT — M &7 v RN
St L £

EEHFEE

- T — RSO EFIZ LY, IPvdT RL A (SIP), IPv47” KL 2 (DIP), IPv67 KL & (SIP), IPv6
7 R L A (DIP), IP Protocol, L4 — F3EH(SP), L4R— FEH (DP) D En1oLL EaE 7 v —ikil]
OGN LT GAITRE T EH A,

CIPT R ABERERE A BN L TCWABRSITAIE TEX A,
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6.1.4.15 NetFlowFx ¥ v aT—o R

NetFlow¥F ¥ v o =— U U JHEEIE, RRICYUZ 7o —2%FE L T b AKIE CHRE L= #2361
THET, £t 77— N OX v v U2 FRERFTAHEETT, AHEEICXL Y, TCPEIERIE
SCHTTPIE MBI BN T, BRE/XT A—HF lexpire—time] XV RWHIRO@E Ik 2 HIE A AIEEIZ
o0 ET,

TEtlZNetFlows v v v axz—U 0 ZHIM & expire-time DR Z R L £ 9,

6.1-8 NetFlowFvwiaT— U S A Eexpire-timeDEA{FR

' Flow-A

! |
Eexpire*timel . E NetFlow ¥ v ¥ =2 xo— 0 7 HH
; i expire-time2 1 i
E iexpire—éimeS
| i expire—time4
: Eexpire*ti%eB
T1 T2 T3 T4 T5 T6 T7 T8 Time

X 6. 1-8DFIE, TIHT4E TEIENHA LT 7 v — (Flow-A) &NetFlow¥ ¥ v ¥ == — 0 7 i
L Wexpire-timeDPEREZ R L TCWET, 7a—=2 b OHIKRIL, NetFlowkx v vy a2z — 0 7 Hj
RN T, Wilexpire—timeiili T L= X A I 7 (T8) TITWE T,

EEEIE

- AHEREITEEE XD 7 0 —BTCPOB AT O HEEL F 1,

cNetFlowF ¥ v ax— 0 ZHIZEL TAHIZEAREBO 7o —x 0 MU 20 F
‘3‘0
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6.2 aAvIJ4JL—3ay

TrHiED a7 4 S L— g SOV TEB LET,
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6.2.1 NetFlow Exporter#ged v k7 —2 #EHI
WiZNetFlow ExporterffEZ i Li-% v N U — 7 #ERHl 2 IR L E9,

6.2-1 NetFlow Exporter #BEZ#ER L=y b7 —2 5]

@ L7 % B(210)
[7 v —fEmEREE ]

BLHIT S Yo R— R
ethl

a7 Z A(200)

/ [7 o — (SR E ]
y\ 192. 168. 200. 0/24

F=HR— | VXY A L FAR— | BRAEE AR (250)
eth4 eth2

XAy aNERy N —7 DRA NEEERT,
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6.2.2 a>I740L—> 3 EEM

6. 2-1C7~x L7-NetFlow ExportertfEZ#{EH L7- %y NU—I#ERBIDO a7 4 7 L—3 9 UiRED)
IZDWTIRIZR LET,

6. 2-2#RBIDaV T4 L— a3 VEREH

SP# configure

[SP] ethl e EA BT = — Rethl BB
[SP-eth1] ipaddress 192.168.100. 100/24 - IPT R L R Z T

[SP-eth1] exit

[SP] eth? e EA BT — Reth2 B H ML
[SP-eth2] ipaddress 192.168.200. 100/24 - IP7 RL A ZRE

[SP-eth2] exit

[SP] eth4 A B T o — Rethd B B NME
[SP-eth4] mtu 9216 mtuZ 9216123 E (BHIXI SRRy U —7

V¥ VAR T L— ARV T DA IIntuze KREREICT A L2 L £9)
[SP-eth4] exit
[SP] netflow

[SP-netflow] netflow ipv4 enable ---7D%*1¢@1Pv47m%%ﬁ§ﬁﬂﬁ
[SP-netflow] netflow mac enable expire-time 30 60 60 ~J0—&BEDONMCTO—2F%
&, expire-time®d1=F ¥ X b - TIFX¥X - TO— FjF’vZ FEZFNZTNDOERMIZEKRTE
[SP-netflow] exclude-field ipv4 src-ip - IPv47 O—D 7 v —ikBIStEN B EE T
[PvAT R L A ZXSRAMNIERE

[SP-netflow] adjust-in-bytes—field 24 ATy MEEE AR E

[SP-netflow] ipv4-prefix-mask dst-ip 24 S SCIPT RV AERDO T VT 4 v 7 AR
BT

[SP-netflow] vlan-tpid Ox1111 0x2222 0x3333 --VLAN TagZ #5139 HTPIDIEZERTE
[SP-netflow] traffic-monitor-port ethd B =X AR — N EethdlTERE

[SP-netflow] deny-filter eth4 broadcast s E = ZR— MZDeny-Filter® 7 1 — K&
¥ A MRTy NEEERRE

[SP-netflow] mgmt-port eth2 e RV AL FAR— N &eth2iZFRE
[SP-netflow] output-port ethil 2 IR — R &ethll a&“ﬁ
[SP-netflow-output-port—ethl] flow ipaddress 192. 168. 100. 200 port 9996 I LT HAD

IP7 FLABLOLAR— FEFERE

[SP-netf low-output-port—ethl] flow ipaddress 192. 168.100. 210 port 9996 mac ---=L 7 ¥B®D
IP7 FLABELOLAR— hFEE, MACT B —DHDEEITHRE

[SP-netf low-output-port—ethl] exit

[SP-netflow] exit

[SP] addrunning o RRTE B B

[SP] exit

SPit

SP# copy conf running start T 4 T — g VERRE

WARNING: Do you really want this config to become the start config (y/n)? [n]: y
SP#
SP# display conf running T 4 T L— g U ERER
HHHHHHE
# Ethernet #
HHHHHHE
ethl

# INTERFACE STATEMENTS

# IPV4 STATEMENTS

# IPV4 ADDRESSES

ipaddress 192.168. 100. 100/24

# IPV6 STATEMENTS
[PV6 ADDRESSES
# IPV6 PREFIXES

=+
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# ETHERNET STATEMENTS
eth2

=+

INTERFACE STATEMENTS

IPV4 STATEMENTS

IPV4 ADDRESSES

ipaddress 192. 168. 200. 100/24
IPV6 STATEMENTS

IPV6 ADDRESSES

IPV6 PREFIXES

ETHERNET STATEMENTS

+H=H =

H=H HH = =+

eth4
# INTERFACE STATEMENTS
mtu 9216
# IPV4 STATEMENTS
# IPV4 ADDRESSES
# IPV6 STATEMENTS
# IPV6 ADDRESSES
# IPV6 PREFIXES
# ETHERNET STATEMENTS
T
# LOG SESSIONS #
T
log
# LOG SESSIONS
log—session MNG local 2 MB
log—session NTP local 512 KB
log—session SNMP local 512 KB
# SERVICES LOG SESSIONS
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS
Tt ]
# SNMP #
Tt ]
snmp
T
# ROUTING #
T
rtg
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING
T
# FIL #
T
fil
T HHHH
# NITP #
T HHHH
ntp
# NTP STATEMENTS
ntp disable
default-version 4
default-polling 8
# REMOTE SERVERS
# LOG SERVICE
log ntp NTP info
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S
# LOOPBACK #
S
S
# GEN #
S
gen
# GEN STATEMENT
hostname SP
clock timezone UTC
telnet enable
ssh disable
icmp limit rate 1000
icmp limit type unreach quench redirect time_exceed param_prob

# ARP TABLE

# NDP TABLE

# HOST
S
#  NETFLOW #
S
netflow

# NETFLOW STATEMENTS
netflow ipv4 enable
netflow mac enable expire-time 30 60 60
exclude-field ipv4 src—ip

# ADVANGED
adjust-in-bytes-field 24
ipvd-prefix-mask dst-ip 24
vlian-tpid Ox1111 0x2222 0x3333

# TRAFFIC MONITOR PORT
traffic-monitor-port eth4

# DENY FILTER
deny—filter eth4 broadcast

# MANAGEMENT PORT
mgmt-port eth2

# OUTPUT PORT
output-port ethi
# FLOW INFORMATION
flow ipaddress 192.168.100. 200 port 9996
flow ipaddress 192.168.100.210 port 9996 mac

[SP]
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k2 T ILRERD XTI

ZOETIX, MTITNAREREORITICOWTHALET,

1.1 REDOHE, FEEREROX

1.2 BEERRRSA X

1.3 AEFEDHEH
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1.1 REDMRE, FEERERORIG

(1) AEEDOERMNAALLEL

AILEDOE A OFF IZ L, EIRT — 7V Ok X OVERRM 2 MR L T 7ZE0,

EBIRT — 7 VO R L OVERERMEICHEEN 2 <, REEOERBA L ZRWEGEAIT R85 2
LT IZEN,

(2) ATAUIRAT—FD S TIL

EAT, vl A ra—TORAY—REEN T LENREEIZR 74 U TERWEAE, UUF
DOFNETHHE L TL7ZEV,

. EEEFHEHE EE LTI,

2. EMA < Kledit systemusers] TR 7 A 2 —HFDRAT— RKEEHE LT ZE,
INAY— ROEFIFEEEBRENEML T ZI0,

WEEBLE D ANAY — FERE - R LB E RGeS ICE/E LTSS,

@) N—Fx7, YVIrzT7OEZIZLL2BEH

N=RY 2TV 7 =T OREECLY, ABTAEEOHEES N TOND Z ERHY £7,
DY FHBE R LRICHES Lo T, E#E r#ICEEHFRZRGL T2
Sy, G Lo BEE G SUEEEE IS ISR LT, MERROBSHIEX 7.2 FEE
TR TiE] 22 L TSN,

4) BHELESY—TJILERELTHA VAT —ANY Uo7y T LI

B LI r— TNV DA BT 2—AN) 77 v T LRWEAIIU TOFIE TS L TL 28
A

1. REBEOWHA L ZT7x2—ADar 7 47 L—3 32 linterface down] NiRE I
TWRWOHER L TL 72Xy, Tlinterface down] &> TWAESITZa 747 1L —
g T linterface up) IZREL T 7ZEW,

2. MEBEEOA L H 72— AREVPBEEE— RFERoTWRVDHERL TSI, AR
B 16 A% 7 x—A% 10/100/1000Mbps DA — F x> m—3 5 OIIxHE LT
b\iﬁ—o

(5) ¥ URTL—LD NetFlow (BRI (THAH A S Az

T HR— FO mtu REF WY REIZHRTE L TL7ZE 0,
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(6) B> 7 kIZ TYou have warning messages. Use “show sp” to see them. | M A vt—HH

hsnd,

EH 2~ ] [show spl 23T L T WARNING DA Z R L TL 72 &V, WARNING DOFEMIE AX-
Sensor A~ Rl L 77 L AD [ 1.2-5 show sp THERIND (2) D WARNING —& | %

ZIRLTIIZENY,
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1.2 EERHRISETE

FEEFROBUFHIEC OV THBI LET,

TREFNALS L7z o TR 7 7 A L 2 BASG L TS T2 &0y,

. EBRBSHEET—FTrIA L LTI,
2. @B~ F [show tech-support] Z3FITL T ZE0,
3. EH

o< K Texport dump—file] ZFEITLTL7ZEVY,

SATT B & IR ATREARARNT 7 7 A VAU L, T2 2 R— b ETAMTORE T, RRBTH R OB X
v b U= BRI LTES AK— b ATV ET,

Y bI—VFERBLTIV AR+

a< > K lTexport dump—file] O/XT A —HXIZRL ZEETHIE TRy NU—IREATOHOHT
JAR—bEFELET, ftp(FT tftp) ZFRALTHOT 7 A MERETT DT, =7 AKR— |k
S IR BT ftp (/21 tftp) =B EE L TWHABLENDH Y 97,

MAIERE O ftp/tftp V— NFEEN L TWRWT= 0, AN O ARLEE ~D ftp/tftp HEtIL TE
FH A,
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1.3 REEDHIREE

BEENEIE LaWgaid, AREELEOREENC LY EHET D AEENH D £,

TRLFMEIZ L7y » TAREE 2 fHlE) L T2 S0,

Az,

1. EEEHEET—RFRTr AL LT &N,

2. HEH o< K lreload] ZFEITLTLZE,

Y MR, 32— AOEBLNLBRY A Y, BESTERVEN, Uy MRSV EMTIL
B TIETT
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thinl

IEEE

ZOFETE, EEFHICONT

—

Neo

L E T

8.1 FBFE
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8. 1

TIEEIR

(M

BRI < > K Tshow netflow statistics detail] @ADL RIZET BEEEE
+ Total @ [Received Packets| [Received Bytes] X H T "7 v 7 EN7RVN,

BHIKRR Y NI DB 8T 7 4 v 7 2ZFE LT RWAREERH Y £7, TE=FF— 1
DAL T4 T —a URE, ERIIMEA AT — ADOREB L O ERAMR LT
TEEW,

« &7 a—&fED T0overflow Packets] WU T N7 w7 E&N5

TJo—x= BRIV PURBRETEEEAL, 2747 L—2 32 [flowmax—
entry] OFFETHRRATY MU EOBREE LB L T EI0,

« &7 —5%M® Discard Flows] WAV M T w7 EN5,
FTA BV ANRBEIN TV DEHER L TLZE,

TUPHIIR— MIEEE(a L7 Z2)Dary 74 7 L—2 g VEREDR SN TWANERLT
<&V,

BRIy NI— 0B T 7 4 v 725 ary 7 07— a3 Tnetflow] TEHT
7 —% disable DFREIZL TWARWMHER L T 7ZE 1,

* Collector @ [Discard Packets] , [Discard Templates] , [Discard Flows] 37> "7
v T IND

TV HAR— IR I F T LTORWDFER L TL &0,

A2~ K Tshow ip route] TEUVHHAR— M ERER (VI X)DNV—FT 4 T T —
TN IE LWDER L T 72 &0,

2) EzSKR—FREICEITHIBER

U HIIR—-FBIVR A PR—FTHEHL WA VX T 2— A% [P 7T RLAD
HIBRZEITORNWTE=F R — MIRE LGS, %A ¥ 72— AT ARP = U BRFET

LT, E=F2R— oy b3 ShE T,
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HERA LRI

{T8#kA.1  NetFlow
= A-1 NetFlow QEMBRBRE L UENS

HMIEES (E1THA) Bit4

RFC3954 (2004 4= 10 ) Cisco Systems NetFlow Services Export Version 9

18%A.2 SSH
® A2 SSH SRS & VEIE

REES (R1TFA) R4

RFC4250 (2006 4F 1 H)

The Secure Shell (SSH) Protocol Assigned Numbers
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