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WZRLET,

X 4.5-1 o441 —H0D/IRIT—KEERE

SP# (1)
SP# edit system users e (2)
[SP-system:users] user admin - (3)
[SP-system:users-test] password - (4)
New password: .+ (5)
Retype new password: .+ (6)
[SP-system:users-test] save (7
SP#

(1

EEEHEE— R Tl A v LET,

)
(2) EHza~2 F ledit system users] #ZE{TLFET,
(3) EHA=~ K luser] TXRTU—REFFT IR v a—FLERELET,
(4) A=~ K lpassword] TXAU—RKANICEBELET,
(6) BEHEFTHNNATU—FEANLET, (AJJLERRAT— REIERINEFA)
(6) HE, BHEITLZRAT—=FEANLET, (AL RAT—REIRRESNEEAL)
(7) EHA=~> K lsave] CTLEREMWICEVBRE LI AARAT — REMBLET,
EEFH

« RIEEE TIE admin HERDO /XA T — REBR S THREEITHEE - R LSS, nJAfra—Fop)
BN TEEHEA, ¥ =2V 7 ¢ F adnin #ERR I LY operator #ERD 1 7 A 2 —P|ZIFT/RA T —
REFREL, NATV— REFBEICERLTIEIN,
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4.5.2 A4 21— DERS L VHIFR

a7 A va—FOERE XIOHIBRITEH 2~ F lTedit system users] TITWET, 1ERHIZ KD
R LET,

4.5-2 054 o1 —YDERK

SP# (1)

SP# edit system users e (2)

[SP-system:users] user test - (3)

[SP-system:users-test] password - (4)

New password: .+ (5)

Retype new password: .+ (6)

[SP-system:users—test] group admin (D

[SP-system:users—test] userid 1234 -+ (8)

[SP-system:users-test] save -+ (9)

SP#

(1) EEEHEFE-FTrIA U LET,

(2) EHA=<> K ledit system users] ZFEITLET,

(3) EH=a~ b Tuser] TIERT D m 7 A a—VHERELET,

(4) #EH=~ > K Ipassword] T/RAT— RNANIZERLET,

(B) BRI LHNAV—=FREANLET, (ANLEARRAT—RFEFERENEEA)

(6) B, BHFTLHLNRT—F2ANLES, (ANLEART—FERRSNLERA)
)

B~ R rgroupj TYERkT A /A ‘/:L**”JuadminifdiOpel’atOT@%Bﬁ%?ﬁﬁ?Liﬁqo va

7 # )V Midoperator R E SN TCWET,

(8) EH=a~> K luserid] TIERT 21074 a2 —F DuseridZiRE L E£9, useridZi®RE LW
BAiEn 74 v a—PERFICAEE TED Y TonE T,

(9) EH=~> K lsave] TLEREQB)~(6) DEENEEZXM LTza A ra—FEERLET,

(7

acy= AL
AERR LTz 7 A v —HF DgroupB L WuseridDEF T TE EH A, BEEITOREIT—Ea /(v
a—YPEREIRLBICa /A a—FEEEER L T ZE0,

X 4.5-3 og4 >a—FDHIK

SP# e (1)
SP# edit system users e (2)
[SP-system:users] delete user test -+ (3)
[SP-system:users] save - (4)
SP#

(1) HEEEHET—RFTtreJs 14 LET,

(2)
(3)
(4)

HEH o< F ledit system users] #FE{TL £,
AT~ K Tdelete user] THIBRT 2074 v a—FHE2HRELET,
HEHa~ K Isave] TERGICEIVFREL-a A ra—FE2HIBRLET,

59



4.5.3 o594 a1a—HD#HEE
a7 A rya—F o bITER 2+ K lerase users] TITWET, FIHHLHIZ2KORIIRLET,

4.5-4 04 a1 —v0MEAEL

SPit == (1)
SP# erase users - (2)
WARNING: Do you wish to erase users information?(y/n): [n]: vy -+ (3)
SP# reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy ---(5)
SPit

(1) HEEEHEE—FTe s A LET,

(2) #EH =~ R Terase users| #ETLET,

(3) mrA a—VUHHLOAGHEMERT v AN LET,
(4) FEH =~ F [lreload] TAHREEOHEEZ2EKL £,
(5) EEFEENOKFEMEET v EASILET,

EEFHE
s u A ra—FOMEILITIREFEESRIC KBS ET,
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4.6 CLITODIRE

ZOHiTIE, CLT TOERMEIZOWTHALET,
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4.6.1 FhH5ciiee

av U R4 ETMab]¥—%2 ANJT252L T, avr FANKOav sy REHRRLT 7 A VEDNT)

R FTH LN TE, a~xy FPANBERIZRY £, Mgz Lz 2~ FAT Ot
AL R LET,

e Z R L-aY Y FADDOERRIEDHE
[SP-netflow] net[Tab]

[SP-netflow] netflow

avwy FANEIZ[Tabl F—Z2 AN LTeHE T, EHTELNRTIA—ZRT 7 A VA D—FaFRL
jz—gqo

THEHRE AR Lz, IBERBE/NNT A —F —BERTOH
[SP-netflow] netflow [Tab]
ipvd mac

[SP-netflow] netflow

EEFHE

CANTERVEBREZF ST 25600800 EY, axrF-n7 L7702 OFa<r ROA
NG e AD#iHZ TR < T2 S0,
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4.6.2 ~)LTHERE

AU RIA BTN ZANTLIET, BETEL2a~v Y FERLEIANATIA—F 2B TEET, %
7o, AR RRONRTA—ZOEREMD ZENTEET, [IANKORTRHZLLTITRLET,

(21 A ABEDRTH
SP> show interface [?]
Valid entries at this position are:
<Enter> Execute command

INTERFACE  Interface name

SP> show interface

EE I

1l

< SDRVWRT A= HZEFRTEHEERHY £7,

AN TERVEREZZTFT 55/ ET, a~vr R-nZ L7700 X OFa~r ROA
MR E ADF A ZHERL 72 &0,
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4.6.3 ANTS—iEHEHEEE
Sy FELBAT A—F ERECAS LR, =7~z 1) THEHLT, Kifce7—2A vt
—VEFRLET, IANLREEOERFL 20 £,

") OEREEFEZT—Ave—V0FRAICE ST, 29 REFRIFASTFA—XEZRELTHEASD
LTL7ZEW, A= T —EEHROERFZRIRLET,

ANT S —fEERHDOR=H

[SP-netflow] netflow notip

A~

String error: invalid string
Valid entries at this position are:
ipvd Netflow MAC-IPv4 function

mac Netflow MAC function

[SP-netf low]



4.6.4 a<v 2 NEBEET
av Y RERIFNRNTA—FEE R L TCANINELER B a~y REFIINRT A -2 L LTHE
TELHEA, a~ o FeEITLET, iAo~ RETHZRIORLET,

EHEAANDIT Y FE1THI (show netflow statistics MDEHAH)

SP# show netflow [?]
statistics status

SP# show netflow stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

IPv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

SP# show net stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

[Pv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

BHDINTA—F (ZDIHE netflow, statistics) ZRIFICEMERIEETT .
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4.

6.5 EX ) #HEE

ERANUMSRER T2 L, BEICAN Lo~y FEHEQBECHET LD, BEICATI LIz
VU RO—EEER L TCHSEIT LY CEET, B A MNIEZEA LA ZKRITLET,

66

EXMYBREEZFERALEZITY FATORBREDH]
> ping 192.168.100.2 count 1
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt1=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
>
> ping 192.168. 100. 2 count 1
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt[=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
>
> ping 192.168.100. 3 count 1
PING 192.168.100.3 (192.168.100.3): 120 data bytes
128 bytes from 192.168.100. 3: icmp_seq=0 ttl=128 time=0 ms
-——-192.168.100. 3 PING Statistics——-
1 packets transmitted, O packets received, 100.0% packet loss

>

(1) 192.168.100.2 IZ%f LT ping =2~> RZFETLET,

@) [1] ®*—ZANTHZETHIIZATILT-a~y RENROHEET,
Z 1A & [ping 192.168.100.2 count 1] #FRKLET DT,
MUa~vy REHEFITTEET,

(3) 192.168.100.2 2% LT ping =2~> RZFETLET,

(1)

-+ (2)
= (3)

- (4)
+(5)

Zoflogs, [1T] F—
[Enter] ¥—DOANTZETFT



@ [(T]1F—ZANTAHZETHNIAN LTca~r REOHL, [«] ¥—k X [Backspace]
F—HfloCTavy RUFHERETEET, ZoflogA, [1] F—% 1REHT L Iping
192.168.100. 2 count 1| ZHE R LETDOT, IP 7 RLAD 2] D5y % 1311228 %F LT [Enter]
F—2 AL TWET,

(5) 192.168.100.3 =% LT ping =~ FEFETLET,
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4.6.6 R—4

v ROFITIZE VD SNHFERICONT, FRTREERD —HEHICT X TRRLE NN
B, 2=V OXF—ANEZREIC—BHm I LI > TRRLET, 0B, =V 7 3EMHa~v R
[pager] THFOMEEZEIMNI LTV LD TEET,
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4.6.7 ¥—R— k<2 e

WART 7V =2 a UBLOWROREIC LY, HEHRER T —NEAR Y 9, REECTIE, VI100 T
HEEDRATEIZ 2 > TV A F—Z A L7z 4.6-1 OMAEDOE TCORELZHERE L £,

% 461 #EF—K—FaTUR

F—FR—F A
Backspace H—=INVDED 1 XFEHIBRLET, (=72 LITONRIEEET)
Ctrl + A A=y FTOEHE~BE L £,
Ctrl + 1 XFRVEY, (REULITOEEET)

B
Ctrl + C av s RafrLEd,
Ctrl + D 1 3CFHIBRLE 7,
E
F

Ctrl + a<y FTOITR~BE L E 7,

Ctrl + 1 XPERET, (EELITOKRDY £T)

Cerl + L ayY—)VlmEY 7y a2 l, Bmboa~vy FATUSMMIFTEZEEL
i‘g‘o

Ctrl + Hrrhavwry RETROEARN) ZFERLET,

—OFiOE A MY EZERLET,
H—=INVATOT F A M EHIFRLET,

N
Ctrl + P
U
Ctrl + W =Y NVEVREIFOT XA NEHIBRLET,
K
T

Ctrl +

Ctrl + = ND%ADT XA NEHIBRLET,
Ctrl + AV FDOXLFEROLFa L ET,
Esc + B 15ERY 9,

Esc + F 15EEAE T

Esc + D FEDH— I N BEAZHIBRL £,
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4.6.8 CLIREDHREZTARX

HEhn 77 o MERESC CLI BEEEO—#IL, CLI BREE#RE L Ca—P T L IC@BEE I A X~ A XA TE
¥4, WAZAATE5CLI HREL CLI BEEERA R 4.6-2 1TRLET,

& 4.6-2 hRBT A XTESCOLI #ae & CLI IRITIFR

Y1 DAL XHNBEDPBEARDT 74 FRTE
S R TFTHMNEIMERETEET,
oA UEEOFT T 30 FERETIE, X—U U BTV ER A,

N=T T ORR/ WL, EM A~ R Tpager] TRIETE £,

BIENEIL, I~ r FRETSNCER» DEIRICKENET,

10



4.7 avI7q40L—>ay

COfTIE, ar7 4l L—a oW THBALET,

n



471 avI2459L—2 3> NEHR

EERFICHARAEND AL T4 T —va B AR = NT v 7ary7 0 7 b—va RO, EHIC
FHEINR2a 740 v—avkor=u a0 b—3i gy EERNES,

AEBOEBREE ANDE, NWE 7T v a2 AE) FOREZ—NT v TFar7 4l b—ar 7740
B EN, FOFEFETr=v a7 40 —2a b LTRESH TCEREZBBLET,

ALV T4 —a VERE, BELTEEAE, Sry=vrar g L —varynEBx s o, E
Al snEd, 2R LT r=vdar7 47 b—va U iERHa~2 K lTecopy conf running
start] AT AIL T, A — KT v 7Far 740 b— 3 R ET A2 ERARETT,

Mt LIENBEZRAF LW TAKEZBEHT 5 L, MELEARTITIEDN DD TEEL TSN,

12



4.1.2 av747L—Y a3 nmEE

AT 4T = a VOREILOWTHBILET, HKa~vr FOFEMIcOWTE avr K-an /L7
TR BEBRRLTLEIN,

(1

(4)

REREGaAT Y FE—F

ALy 74— a VOWRERITOEAL, EEEHEET—RTueSA2L, configure 2=
REFITLTLZEW, a7 bR[SPlHCkhbtary 74—y ara~vwy RE—RER
D, Sr=vrarg gl b—a rORENTREL 20 £,

aAVI745L—S 3 DRTE - ER

—fRr—PE— PRI OEEEHE T — FCa~ 2 Fldisplay conf running |3 L O display
conf start] ZFEITTHIET, FNFNor=vr7ary747b—vay, AE4—r T v
AT 4T —varERR MR THIENTEET,

ary7 4 b—varavwy RE— RCTa~v R [display] #347 LIz5E1%, BIEREFT O
NEBRFTRINET, ERAFORNREIZELRDAEERH DO THERE LTI,

aAVvI49L—2arniRE
a7 4 b—Yaryavwy REFALT, avy 747 v—arERELET, F77, =
T4 7 b— 3 COHIBRIZ, o~ ROSTAIC Tdelete] Z4ETH L TRETEET,

AVI4TL—2aVDHEE

MHELay 74 7 L—va v ERMEE5I1I2Za~> N laddrunning] THEET D XLE N H
DET, BESELIETHTI v T ar 747 b—va AIKmEN5 2 L3z, EAR
RBICH B IEH 0 £ A,

2= KN lTaddrunning] THEEETICary 747 L —vara<wy FE—RE2KTTDERE
LEEABFEIFETHATLEVE T, ZOHAITIEHK TRICK T L TIODHGEEOEENFRS
NET yEANTLEZEDEERTL, nZANTLHERTES Iy 747 b—varav
U RE—FRIZED £,

A~ K laddrunning) ZFTEFICar 747 b—varavy FE— Rk T LEEAIC
RRINdAyE—Y

[SP] exit
WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: n

[SP] exit

13



WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: y

SP#

G) aAavI4TL—arvDRE

EH o~ N lcopy conf running start] #fEfH+H52¢T, Jo=vrary7471—>3
VINAL = T T arT 4 Jb—a 7y A VRFSNE T, i LIENEEZ RIF LR
WTCHEBEZFEETL L, MELIENENKDILLZOTHEEL TN,

RBHRAET DT a~y FEITRHCHA SN DR D A v =22 LT, UTFD L2 2 E
ly] AN LET,

SP# copy conf running start
WARNING: Do you really want to overwrite the start configuration (y/n)? [n]: vy

WARNING: start already exists. Do you want to overwrite it (y/n)? [n]: vy

6) AVI«TL—2arDRERT (exitawr K)

AT 4T = arOmMEEKTITHEEIE, a7 47 b—varya~vwy RE—RFox L
FEDOMEE T exit 2~ FEEITLET,

RS

c RIEENEH <~ R [show sp) T Status 2% in service IZ/RARHNCIE, 2747 L — 3 B

HOFNL—2 a3 VMIZBLTCUTOEEZBEWLET,

-« a< K [ldisplay] Tar 747 Lb—arafpnLlTh, ELSEREINZWEERH 7,

AT 47— arERELTULRENBN RO GERH D 7,

- M o< N Tshow sp) T Status 2% in service £ > TWNWA I EZMER L TG, a7 47 L

14
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4.7.3 avI7459L—23>DITHY RAEKR—F

WELZav 74 7L —va ORI T TR WA ENE, EH o~ K lTexport conf)
PERALTary 747 —y a7 7ALDT 7 AR— FRARETT,

YT FRALTITIRAR—+

o< K Texport conf] D/XF A—Z|ZURL ZFETHZETHRy NT—IRATOT Y AR
— ’EEBLET, ftp(FIT tftp) ZFHL TOT7 7 A NVERIETT DT, =7 AKR— ML
HIELZET ftp (E72IT tftp) — "B EE L TWABMERH D F97,

KATEE O ftp/tftp V— NIEE) L TN, FNE0 b ARSEE ~D ftp/tftp BEftII T
FH A,

EEFHE

s T AR—NA[RER T 4 T — gk, AEA—NT vy a7 40— a3y [start] £7-
o= 7ar7 471 — 32 lrunning] T,

15



4.7.4 a4 5L—23>DA4 2 KR—F

Ny T oL TWezarZ4 7 b—var77AVERVAALTHERLE-WEAZR S, EH
<> K Timport conf] ZEHALTCar 747 —a 774 0DA R — FBAEETT,

Fy bI—=0EEALTS VR—F

a2 K limport conf) O/3F7 A—X|ZURL A4FETHI L TRy NU—ZKREATOA KR —
NEFERLUET, ftp(EILtftp) ZFIHLTO T 7 A VIEETTOT, A v R— ML & 7251
23 C ftp(F/F tftp) Y—"NEEB L TWAXLERDH Y £7°,

MAIEE D ftp/tftp V— NTEENL TWRW8, SN D ARIEE~D ftp/tftp kI T
FH A,

A VR— Mg, A=~ R Treload] TARBEZHEHT L LTS U R—FLicary7 47—y
a CCOEMMBMBSNET,

EEFHE

A VR— T Har T4 T = ar T AME, A= NT v Far 74 S L—3 g DR ARG
ELETOT, =<2 Nlimport conf|D/XT A= THDHA R — D7 7 A4 V41T, #F [start ]
ETDHUERDHY ET, TDOT 7 ANGAH [start] THIGEIFEA Y AR— NEDT 7 A4 VAITIRE
TLHMEDH D A,

16



4.7.5 avo45L—>arvo#Hit

a7 47— g O bITER 2~ R lerase configuration] T{TWET, #IHILHE] 2 &k D
BUZ R L ET,

4.7-1 avo24 5 L—> 3 >n¥He

SPit == (1)
SP# erase configuration startup = (2)
WARNING: Do you wish to erase startup-config?(y/n): [n]: y -+ (3)
SPt reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy -+ ()
SPi#

(1) HEEEHET—FTrs /4 LET,

(2) EH =~ K lerase configuration startup) #ZEfTLE 5,
Q) arvrva4Zr—ya UL AHEER T vy ZAILET,
(4) FEH =~ K lreload] TAREEOHEILE 2 FEHL £7,

(6) EEMEBOAKHMERLT vy AN LET,

EEFHE
C AT 4 7 b= a OB E AR R IR S E T,

11



4.8 telnet/ssh I2&d80454 2

WEAR—FE2MLT, VE— MERHWERNOAEF~0 27 A 3 5101%, AEBBTIP 7 FLADH
ERMETYT, 72770, PIHIEARICIZIP T RLADREDNMTON TWERA, F0ED, a3/ —
Anbal AL LT, avrZq b —a v ERETHAHLERD Y £,

telnet \2L D07 A U ARARELTHITIAREED R AL FAR—FD IP 7 KL RAEHRET HME
BNHY F7, telnet P — NIAREBEBOEIFHZBEH TREIL T O T, MICHELRRETHY FHA,

sshiCkpu A U Z2RREL T 5101, FICABEED ssh —"2HMTHLERNHY 4, 5.7.1
(a7 47 1L—ar] 28BLTEEN,

UFICA > Z T 2—Z(ethl) ~D IP 7 RLADOREFZ T LET,

AR T z—R(Eth)~AD IP 7 FLADEEH!

SP# configure =+ (1)
[SP] ethl =+ (2)
[SP-eth1] ipaddress 192.168. 100. 100/24 - (3)
[SP-eth1] addrunning e (4)
[SP-eth1] display -+ (5)

(1) EEEHHEE—RFTrI AL, a< K lconfigure] Tar 74 71—y gravy RE
— F~EGI DY 77,

(2)  ethl AV £,
(3) ==y K lipaddress] THEED IP T RLAZRELFET,
(4) =~ K laddrunning] TKMLL E7,

(5) =a~<y K [display] THRENAKZEZ R RL THERLET,

18



4.9 ftplckdOT404 >

AIEEBTIT—HEH I~ FTORftp 7 AT v MEREIC L D 7 7 A MREZRAE L T ET,

x® 491 ftpZAAL-T 7 M )LEEFEaT U F—8

= o av Y REREA
export dump—file FEATIER 7 7 A VR L, FRE SR~k LT,
export conf a7 40—y ary 7y ANE I AR—KLET,
import conf AT A T =V arT A vEAL UR—hLET,
export log—session REBETCNEL WA 77 A NVET T AR—FLET,
update Y7 =T ERELT v T = LET,

19



Ot

410 VI bz 707v7TT—F

LORTRY 7 FY =T OT v 7T — MOV THALET,

80



4101 Y2 b2z 7D7YTT—F

VI NI 2TDOT v FTF—rElE, HA=Va DY T RNy HAA—Ca DY 7 27T
NR=Ua v T o7 THZLEELET, 7Ty 7 T — baFERT HICTHEEHEET—FT, Efla~r
K Tupdate] ZFEITLEJ,
Ty ST — N, EEEHOa T 4 S —vay, a—PFER (0 XA T AT N, NAT— R
E) BIXOTA v RERITFOE F5 MBI NFET,
T ST — NEETAICIZLUTOFERHY 1,
1N XY FI—OBATTYIT—FIFANLEAFLTCTYIT—FT 3
o< K lupdate] CTT v 7T —hr 77 A NVDAFHRIZURL ZELTEITTILET, Ty

TTF—bERTWET, ftp (72 tftp) ZFIH L TO T 7 A MREZIT S5 DT, AFHL 2o
T ftp (F2iT tftp) b —"DEE L TWDLERH Y £,

77T — MMk, EH 2~ R [reload) TAEBEZBEETLZETHLWWY 7 by =7 TOEMN
Bt SN Ed, BEICEEHLZENIITOETADOTIEELZIV,

BB, R=Ua BT AEE, RYR—RMNIRDary 7407 —va b on oL T
SV, KYR—FrDar7 4 7 L—a BB LARNTAA—=Ug A TR ET LSS, BEXLR
WRy MU= HERSCEIEL e b BENRH Y 97,

81



4.10.2 £EERNY I T VT

BNy 7T v 7 e, BEBEL WA Y 7 hy =T #EEPNIC 1 SOy 77 v 7T %17 )
LT, RF—RNT T HEANAY I T THD2ETY 7 MU 2 TEFNTZ £,

AX— R T v TRENONN T T v TE~NDNNy I T o TIET TR, R T v Lz 7 =T
ZUARNTTHILEHAHRETT,

UTERy 27y T7BLOV A NTOFIEZRLET,

82

(2)

RE— b7y TENDNY I Ty TENDINYIT VT
WEEHEE—RTRrZ A LTLEEN,

EH =2~ K lcopy Im start] ZFITLTCLEEWN, AX—F T v HENNY 7T v HIZA
]:O%l/jij«o

WA=z~ K [show version] TFE/W® [Backup] (Z [Startup] ¢FICY 7 b =T "— g
UIERPAIREN TS Z E MR L T,

NG Ty TEIPLGARA— Ty TEANDYRA LT
A — R Cr /(v LT EE,

HEH =<2 K Tcopy Im backup] #FEITLTLEIWV, N7 v HEAX— 7 v 7 HIZ
av—L%x9d,

HH 2~ F [show version] TF/W® IStartup] (Z [Backup] ERUY 7 b7 =7/ N—T 3
VIEBNRENTWA Z E AR L TSN,

HHa~ K Treload] THEEZHE#S L TLZEW, VAN LEY 7 by =7 TiEHZE
HBLUET,



411 REETHEMEE
SOHITHE, AEBOEIRET S B VTR L E T

83



4.11.1

LED & R E DIKEE

AFEEIILEDO R RIS L EEORELZBHAOE LET,

WIZLEDDFARNFIZOW TR LE T,

# 4.11-1 LED OXRTHE

E2x 258 KRB oES
PWR | LED: ik BIROBAREZRLET, FEkAT | FEIFON
THAT TEIFOFF, F 721X EIR R
ST1 LED: fk/7% | M@ ORBEZ R L ET, FEAUAT | BYYEWTRE
Bk | ¥lEh (b B, KT
JLER
TREIR | EEOH SEERAE (EWR)
IREAT | EEOBmmkEERA (R A
Af)
VAT TEIFOFF, F 721X
ST2 LED: /7R | BEEOWRREEZ R L ET, FkAUAT | BhERTRE
BESIK | V7 b= T HEH, 3K T
Biiiles
TR | EE O EERE (ER)
TRAAT | EEOBmmIEERA (ki AR
Al)
AT TEIROFF, F 72 1XBIRAE S
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4.11.2 [EEER

AREECRETHEAN—FT 2T, BIXOY 7 N =T OEELZHBMLE9,

P, B A LI-SLEIZIE, LEDIZ XK 2184, syslog ~OREEFHRO ), RLEiE O FEEh 2R E
WA bETERmL 7,

FEE N 3 [m)EHE THAE LIERAIn, ﬁ@ﬁbfwéy7h?:7ki%® Ny 7T v 7ENTW
HYT7 2T EEHLET, FNTHIEFEE LR 78A8100%, AREEIIEEL F3,

Ny 7T TIEIZOWTIE4.10.2 §i [HEERANY 7T v 7] 2SR L TTFE0,
(1) EFEA=v N IT7oDER
R C L (RS & 72 13 2/ L 7= 358 I C il Eh 2 340 L £ 77,

T 4112 EBRA=ZY N I77o0RELEE—E

HEORE B A ke B{E
EHA v t—Ca M), BLO
RIS X syslog r— "~ D EITWET,
HiE#EE2ITW\ET,
g EAA v t—Ca M), BLO
77 L © syslog #— S~H A ZITVET,

L) O : Ak rTHE, X @ fkHEA AT,

(2) mEEER
ARAEE DIRE DS T0°CLL LT E) 2 i L £,
® 4113 AEEDRE LEBE—F

EEBORRE E R DRkEE Eh{E
HEHA vy E—U2H), BLOY
Howr =R (70°CLL L) X syslog r— _"~H D Z{TWE T,
FREEZTTWET,

HHA Y E—V2H A, BLO
syslog =X~ EITWVE T,
HWHA Y E—V2HA, BLO
syslog ="~ N 2TV ET,
HEHA -T2, BLO
syslog =X~ EITVE T,
HEHA =2, BLO
syslog = ~H N 2TV E T,

IR (0°CLLT)

IR IR (5°CLLE)

EIRAE (50°CLL 1)

OO |00

riiRAE 17 (45°CLATF)

LB O« Mk rTaE, X Ak AT,
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Q) *EVEREESR

AEYOFEMELZERL, REMAATYNUUTERoTGEICESE L0 7ICHL, HEH)
35 L E A,
=z A4 AE)RELEBE—F
EEORE E F D #kise e
o WA v — V&), BLO
? TV REEH © syslog — S~ A 21TV E T,
= HEHA Y=V, BXO
7 VR o syslog h— S~H A ZITVET,
UL O : fikfserTaE, X« MkHEAR AT,
4) ZnthoEE
x 4.11-5 TOMDEELEBE—F
EEDKRE EF D#kse B
HERA =V M), BIW
N— T =T HERE X syslog ="~ ATV E T,
FEESHEZITVET,
. T WER A v E—VET], BLO
e g O syslog ="~ ZITVE T,
e R ERA =TT, BIO
/(1 Fﬁry 3?%%2) PR X syslog ="~ TV E T,
EEZITVET,
HEHA Y=V, BLOD
Y7 =T EE X syslog — S~ 2470 E 7,
FEE 21TV ET,

LB O : Ak aE, X« fkke A T,
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2y bJ— g

ZOETE, Fy U= HEEICOW T L £,

5.1 Ry bT—Y A

524371 —RE®E

5.3 syslog tH A

5.4 SNMP

5.5 AXT A4 I N—T 4T

56 NTP 7 747 b

5.7 & Do 2 i BEEL T
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5.1 *v FJ—2 A

ARETHAT 2BENEIT, RITRT Ry bU =7 EBIOX ZHifEE L TWET,

B 5. 1-1 v kT —2EEH

Hﬂ:%
AR 172. 16. 100. 0,/24
(100)

—H /L3 AA v F

(11)
Qz. 168. 100. O/D
@200. 0/24

J—% /13 AL T
o \/

| a7 X

<192. 168. 200. 0/24> [7 7 — A 2 ]

® 08

AR NTP #—% SNMP H—X syslog ¥ —/
(250) (30) (40) (50)

Y

¢

KAy aNFTRy T =7 DRANEGERT,
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52 A R T —RETE

WA R T 2 — ADREEHA L E T,

HESH
DT =g URVLAND R EILTTE £ F A,
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521 avoI«459L—3>

AR T —RA

K 52-1 41227 —REZEH

SP# configure
[SP] ethl
[SP-eth1] ipaddress 192.168. 100. 100/24
[SP-eth1] addrunning
[SP-eth1] display
# INTERFACE STATEMENTS
# IPV4 STATEMENTS
# IPV4 ADDRESSES
ipaddress 192.168. 100. 100/24

FH = H =

(1)
(2)
(3)
(4)

90

IPV6 STATEMENTS
IPV6 ADDRESSES

IPV6 PREFIXES
ETHERNET STATEMENTS

A BTz —Rethl ZHIME L ET,
IPva7 KL RAEHRELET,

a7 40—y VERER ML ET,
ay 74— g VEREEAFERLET,

BEDAL T 4 T L— g VERERERITR LET,

(1)
- (2)
- (3)
- (4)



5.2.2 ARL— 3 Y
AVH T 2 —AREICHET I EH I~ RERIRLET,

(1) show interface
a7 47— ary TRELEIPY RLRAERRLET,

SP# show interface
# vrf0
eth1: <BROADCAST, MULTICAST, UP, LOWNER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 00:12:2:95:¢8:51 brd ff:ff:ff:ff:ff:ff
inet 192.168. 100. 100/24 brd 192. 168. 100. 255 scope global ethl
valid_Ift forever preferred_Ift forever

(2) show interface <#¥E4A 2 7 —RX %> statistics detail
{257 = AOWE A R LT,

SP# show interface ethl statistics detail
statistics:

Kernel Interface table
Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg

ethi 1500 175 0 00 5 0 0 0 BMRU
RX: bytes packets errors dropped overrun mcast
16942 175 0 0 0 7
TX: bytes packets errors dropped carrier collsns
490 5 0 0 0 0
RX rate Obps (0. OMbps) Opps (0. 0Okpps)

TX rate Obps (0. OMbps) Opps (0. 0kpps)



5.3 syslogHH A

B A Y=Y Dsyslogl IR EIZOWTIEHA L ET,
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531 avo7«445L—3>

syslogll NERED a7 4 7 b — g UERERZRIRLET,

5.3-1 syslog HAKEHI
SP# configure

[SP] log

[SP-1og] log-session SYSLOG remote 192.168.200.50 ---(1)
[SP-log] log mng SYSLOG info ()
[SP-log] addrunning e (3)
[SP-log] display e (4)

# LOG SESSIONS
log-session MNG local 2 MB
log-session NTP local 512 KB
log—session SNMP local 512 KB
log—-session SYSLOG remote 192. 168. 200. 50
# SERVICES LOG SESSIONS
log mng SYSLOG info
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS

(1) syslogH IR EZ1T 9 EE DO 3LFEH (SYSLOG) 3 L Wisyslogh— %5 5E 2% E L E 7,

(2)  syslogi NRXTEZAT 5 LR O X TH (SYSLOG) IZsyslogth— S~ 125 A v -V NEEE

l./sz—a«o
(B) a4l L—a BEEMLET,
40 avI4 71— arBEERTLET,

HEHEH
s BE D syslogh— G DOBREEITAE TN, KAL) F9,

e

93

il



5.3.2 ARL— 3 Y
syslogiR EICB#E T 2 a2~ RERIORLE T,

(1) show log-session MNG
EENICRFELTWDAERA v E—V 2RI LET,

SP# show log-session MNG

Sep 12 08:57:02 SP MNG: spmd-INFO EVT NIF:00 20012010 Initialization started

Sep 12 08:57:03 SP MNG: spmd-INFO EVT NIF:00 23024011 Initialization is complete.
Sep 12 08:57:14 SP MNG: ———-INFO KEY NIF:00 00000000 admin: display conf running
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5.4 SNMP

SNMPEE EIZ DWW TEE L E T,
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541 avI45L—3>

S\MPO =27 4 T L—3 g VERTEMERIZRLET,

5.4-1 SNMP 2% 7E 5l

SP# configure

[SP] snmp

[SP-snmp] snmp enable

[SP-snmp] rocommunity public 192.168.200. 40/24
[SP-snmp] authtrap enable

[SP-snmp] trap2sink 192.168.200. 40 public
[SP-snmp] addrunning

[SP-snmp] display

(1)
(2)
(3)
(4)
(5)
(6)

96

# SNMP STATEMENTS

snmp enable

sysdescr none

authtrap enable
# COMMUNITIES

rocommunity public 192. 168. 200. 40/24
# TRAPS

trap2sink 192.168.200.40 public
# SYSTEM
# LOG SERVICE

log snmp SNMP info

SNMPHEREZ AL L ¥ 9,
FARY ARER A 2 =T A ARELET,

Authentication Failure TrapféfezHzM b L 9,

TrapffEx AL L, HOEERELET,
a4 S — g VERER ML E T,
a7 4 S —ya VBRERFRRLET,

e (1
e (2
e (3
e (4
(5
(6

T T o



5.5 RAT A4V OI—Ta42Y

ABT A4 I N—T 4 T REICODW T LET,
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55,1 avo«45L—3>

ABT A4 I N—T 4T DA T 4 S L—a VRERERISRLET,

X 55-1 R2F 4 v I—T 1 T &EH
SP# configure

[SP] rtg

[SP-rtg] route default-ipv4 192.168.100. 10 (1)
[SP-rtg] route 172.16.200.0/24 172.16.100. 11 = (2)
[SP-rtg] addrunning e (3)
[SP-rtg] display e (4)

# IPV4 ROUTES
route default—ipv4 192.168.100. 10
route 172.16.200.0/24 172.16.100. 11
# IPV6 ROUTES
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING

() F7ANV ST ERELET,
2) TV 4y I AEEEFRELET,
() arvI4llL—v g UREEXRBRLET,
4) a4l r—arBRErFETLET,
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5.5.2 ARL— 3 Y
N—T 4 T RECEETAEA < RERIR LET,

(M

show ip route

N—=T 4 T T =T NEREFRLET,

SP#

show ip route

Codes: K - kernel route, C - connected, S — static, R — RIP,

SHx
Cox
Cox
SHx
Cox

0 - OSPF, T - IS-IS, B - BGP, P - PIM, A - Babel,

> — selected route, * — FIB route

0.0.0.0/0 [1/0] via 192.168.100.10, etht
127.0.0.0/8 is directly connected, lo
172.16.100.0/24 is directly connected, eth2
172.16.200.0/24 [1/0] via 172.16.100.11, eth2
192.168.100.0/24 is directly connected, etht

M - SMNR,
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5.6 NTPU2 2472 b+

NTPZ A4 7 v FREIZOW T LE 4,
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561 avI745L—3>

NP FA T hDary7 47—y a U RHEFERIORLET,

B 5.6-1 NTP 25472 FEREH

SP# configure

[SP] ntp

[SP-ntp] ntp enable

[SP-ntp] remoteserver 192.168. 200. 30

[SP-ntp] addrunning
[SP-ntp] display

(1)
(2)
(3)
(4)

# NTP STATEMENTS

ntp enable

default-version 4

default-polling 8
# REMOTE SERVERS

remoteserver 192.168.200. 30 version 4
# LOG SERVICE

log ntp NTP info

NTPZ 74 7 v M&reE A L E9,
PGS ONTP Y — 23R E L £ 97,
a7 4 S —va VERER ML E9,
a7 4 — g VEREEAFERLET,

e (1)
(2)
+(3)
- (4)
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5.6.2 ARL— 3y
NTPZ A4 7 v MR EICHEETEH 2~ RERIRLET,

(1) show ntp associations
Bt STV TV ANTPY — N OEEIREZ TR L £ 7,

SP# show ntp associations
remote refid st t when poll reach delay

offset

jitter

192. 168. 200. 30 . LOCL. 1Tu 11 256 1 0.826

102

-0.243

0.004



5.7 ZDihDEEREFR

KA, AL —2, VE—RNTI7EBAREOHFTEICHOWTHEHBH LET,
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571 ar2o«4JL—v3ay
KA NG, ZALY =2, VE—bFT7RRARE, ZOMOEEREEFHROa 7 4 7 L—va VR
EBZRITRLET,

B 5.7-1 ZDthDEEBEEFIRD R EHI
SP# configure

[SP] gen

[SP-gen] hostname AX-Sensor (1)
[SP-gen] clock timezone JST 9 e (2)
[SP-gen] ssh enable - (3)
[SP-gen] system temperature-warning—level 40 -~ (4)
[SP-gen] addrunning wer (5)
[AX-Sensor-gen] display .+ (6)

# GEN STATEMENT
hostname AX-Sensor
clock timezone JST 9
telnet enable
ssh enable
icmp limit rate 1000
icmp limit type unreach quench redirect time_exceed param_prob
system temperature-warning-level 40

# ARP TABLE
# NDP TABLE
# HOST
# LOG
(1) FAMEHFRELET,
(2) HA L= ZISTCHEHELET,
(3)  ssh¥—"EHMELL ET,
4) EHAAvE—UTEETIEEOARBELHELET,
(65) avT4 L —a  BREXNBLET,
6) v T4l —arBEERTLET,
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5.1.2 #ARL—v 3>
S B R AR B BB A =~ RE ISR LE T

(1) show date
HA D= hEbi-BFERE2FERLET,

AX-Sensor# show date
Wed 12 Sep 20XX 18:20:54 JST +0900 (Asia/Tokyo)
(2) show service

telnet/ssh’p EDO VU T — FT7 7 B AMEEOBEENIRNEZFE R LE T,

AX-Sensor# show service

Service TELNET is active
Service SSH is active
Service SNMP is inactive
Service NTP is inactive

(3) show environment temperature-logging
EEOREBREEREER T LET,

AX-Sensor# show environment temperature-logging
Date 20XX/05/31 15:00:00 JST

Date 0:00 6:00 12:00 18:00

20XX/05/31 24.3 24.2 26.0

20XX/05/30 21.8 25.1 26.0 24.0

20XX/05/29 25.6 - 26.0 24.0
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Y EE

ZOETHE, BRI OWTHIALET,

6.1 fZER

6.2 avI744L—>3>
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6.1 fi#Zsk

TUBEREIX, Xy NU—7 LEREND N T T 4 v 7 BHET DI O—2 T,
NetFlow ExporterffEClE, T=F K — K, L HHAIR—, ~F I AL hFE— FOEFR— ERE
R L7 24T 5 2 & THRILL 7,
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6.1.1 E=4/KR—F

Fo AR — MIBRGER Y N =S IT7—=U T ENTE T 74 v 7 B ZET AHEMAR— KT
T, BUHHE R Y hU—2 2V R 7 L— ARG TN TVLHA, ntuDEEKEL T 52 L iR
L\iﬁ—o

T =X R— MZiTDeny-Filterf¥REN TR EF[HE T, Deny-FilterkEre DML 6. 1.4.5 Deny-—
FilterB§hE] 2L T 7ZEW,

HEHH
s E=HXAR— MIRIPT RVADEREEZ LR TL &V,
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6.1.2 €oHHAR—F

TR — MiINetFlowlF 2 H 35720 DR — h T, NetFlowlFH o H e iEE & mEps:
TANETRL, B HAR— ORI —F AL v F %25 L TOERENARETT,

EH=R E
B — MIv R A PAR— N EOFHRFRETT,
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6.1.3 TRIAD FR—F

2 XA PR — MIEERRSONTPH— 7 PO Y — o NF L HEE T A AR — N T, BMEIRARSOY—
CHEBEERG T AMLEITRLS, YRV A PR—=FLEOBIIL—FRAAL v TF &I L TCORERINARET
j—o

HEHIHE
R RA Y MAR— MIBUTHEIIR— b EGHANTRETT,
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6.1.4 NetFLow Exporteri#ge

ARIEE CTHEBLT DHNetFlow Exporterffgld, AEBEDE=FR— N CZELL N T 747 %, 71
— Ty N A T Ty M E - EORCHERH L, REEO R Y HIIR— F 2> BNetFlows s
7y MERXTa L & (NetFlowlF AT 5 20E) ~EET 2HRETT, NetFlowfF#IZ N7 7 ¢ v
7 %2 E LT 7 e —% 85 LIa T o —ERFRIZICERE i, —ERRNICEHNSRE R 7 —
NS 1ENetFlowlHFHR 2 1X5E L ET A,

6.1.4.1 JO0—0DHEAEH

N7 4y D7 —TCEHICBELT, 7a—i% [# 6.1-1] OBIEHEOEy TSN E
T, ZOWBEBEDOE Yy hET7a—RfHEMRNET, ZIELENT 7 4 v 7 THBIRRNFELT H O
WL, BN T7e—&HcCRIL7e—¢ LT#EbhET,

£ 6.1-1 JO0—&#HLoO0—HBRAEHEDORBRZR

3 #WAEE IPva 70— | IPv6 70— | NAC 70—
1 ZlEE=HF— N EE O O O
2 MAC 7 R L& (DA) O O O
3 MAC 7 R L & (SA) O O O
4 VID*®! O O O
5 EthernetType — — O
6 IPv4 7 KL & (SIP) O - -
7 IPv4 7 K L A (DIP) O - -
8 IPv6 7 K L A (SIP) — O -
9 IPv6 7 K L A (DIP) — O -
10 IP Protocol O O —
11 | L4 A— &5 (SP) O O —
12 | L4 A— &5 (DP) O O —
13 | IMP A v —(Z A7, 22— k) O O —
NG O = iplxtge, — @ iRBIkT 54
X1
TPID f& : 0x8100, 0x88A8, 0x9100 £ 7/zliav 7 4/ L — g a<w K [vlan-tpid] DR
EfE
%2
T A bRy N GEEEANT y NUSN) DG, 0 &7 £,
6.1.4.2 NetFlow/ X4y vy R
NetFlow/34 > MiZVersion 9(RFC395) IZHE-> 7T TEE L 4,
T —5 2L OTemplate IDAF 6. 1217 LET,
#*& 6.1-2 Template ID
J0—&4 Template ID
IPvd 20— 1024
IPv6 70— 2048
MAC 70— 4096
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6.1.4.3 NetFlowERE/NT A —4
WIZNetFlow Exporterf(REMDERE /N T A — | Z DWW TLATIZRLET,

5 6.1-3 NetFlow Exporter #4EEDBTE/INS A —4 —&

# | 3v249L—>3ay T2+ ME A

1 flow—max—entry 200,000 = U Zu—Ffoxr Y BB

2 expire—time 30 ¥ I=F ¥ AR, vALFFX AL, TO—FF
¥ A FOKFER] = b Y OFZHIR

3 flow packet max size 500byte NetFlow ~ Z L[ (UDP <A 1 — K£&) O
A XERBET 5,
[P~ 4, UDP ~ v X [Ix} 54t

4 | flow source - NetFlow fF RO IEETC IPvd 7 KL A ZAEE D

ipaddress IPvd 7 RV RIZEERT D, ARTA—H|TF

ENENGAIIMELA V¥ 7 = — A TEHTE S
7= IPvd 7 K L A M NetFlow 53R D =E{E T
IPva 7 RLREZRD,

5 | flow source—id 0x0 NetFlow f§ ™D NetFlow ~» X1k 2
1D,

BT o5 NetFlow [FRk & 215 L7=BR
DOHIBNZFIH AT HE,

6 | flow send-interval 100 v1 7 ufp NetFlow DataFlowSet MDix/)NE(E E MR

UL - x84t

6.1.4.4 JO0—HAEHDEE

a7 4T —a VOREICLY 7o — OIS M (F6. 1-1 7 o —5 &7 o —i#Bl st
2] ) ZABINCERETE T,

W /NR E 72D 7 0 —OBIRMICEE T D 2 L CHEEERORHESCNetFlow N7 v b O % 5
O ZLIcL D 7 e —HFRIUERERE (a7 %) ~OAMKEfF T ET,

WIiZ7 v =il oEFTIC L a7 4 71— a URHSICOW TR LET,

£ 6.1-4 JO—HBAEHOETRAIZLDaAV T4 L—2arRin

aAv724L—arnis
# 7 O—DBAIE# IPvé 7o— [ IPv6 70— | MWAC 70—
| | ZEE=4F— &5 O O ©
2 | MAC 7 K1 & (DA) O O O
3 | MAC 7 RL Z(SA) O O O
4 | VID O O O
5 EthernetType - - O
6 | IPv4 7 KL A (SIP) O - -
7 | IPv4 7 KL & (DIP) O - -
8 | IPv6 7 KL & (SIP) - O -
9 | IPv6 7 KL & (DIP) - O -
10 IP Protocol O O -
11 | L4 R— FEE(SP) O O -
12 | L4 B— F&E (DP) O O -
13 | ICMP A v E—T (F A, a—R) O O -

O O @ 3%, - /544
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6.1.4.5 Deny-Filter#¥ge

Deny-Filtert§fEIZE =4 KR — FNEHOMHIEET, T=FFK—FTLIZRELET,

TR — N CELE T L—LADFEEMACT FLRAZHRBIL, wLFX¥ XA MD&HK, Tu— RFy R

FDI, wNFFXF¥ AL TO—RXr 2 MO GEZRESMEICELETEELET, BEIN-T
— AiINetFlowlFio 7 o —4#£3, BLXOS VZ 7 = — AEEHEHREE (Do Z, MIBRE) Oxtf

G L7 £,

%%éht7 L — LD EHESHRITEM 2~ F Tshow netflow statistics detail] TE=ZK— |k
ICHERR T, wILFF ¥y A7 E— Xy X NOAEMETT,

6.1.4.6 NetFlow/F#E&tRItEARE

NetFlowlF B aHAMEEEIX, E=X KR — b TE LR RE Ry T —27 D7 v —1IF#R (flow/sec) &
UV HIR—= I BBEETDIa LT X T L DONetFlow N7 v hOEEE (bit/sec) & 7HEIT D HHE
—a_qo

HEH =~ K [show netflow statistics deteil] THHAFERZFRLET,

AR BB ER 7 IR EBOALARBET HZ L Ta L7 X ~ONetFlowitEAM O HE &2 MR T D
ZEMTEET,

SHANC KB Loy T4 T L— g VEREZUTFICRLET,
= 6.1-5 NetFlow |5 R=ETAIMEEICLELR OV T4 L—2a VERE

EHAIRE
7 0—{ERE NetFlow B{EE
i ayvI249Lb—>3ravr R (flow/sec) (bit/sec)
netflow {71 —54} enable O O

2 | flow ipaddress - O
(LB O« xb%, - xts4h
EESE

* NetFlowid{E & (bit/sec) DE A EZTA7-0I21L, a7 47 b —vara<w K lnetflow {7 —

) enable) & [flow ipaddress] ODWUU??% RETHMLENHY ET,

#EH 2~ K [show netflow statistics] DOEHHIFERIZCOWVWTLLTIZRARLET,
% 6.1-6 show netflow statistics a3 <> FOFEIRT

FHRIRE
7 0—1FRE NetFlow E{EE
% EBRAavYUFK (flow/sec) (bit/sec)
show netflow statistics O -
2 | show netflow statistics detail O O

UL O =%, - x54h
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6.1.4.7 expire-timeDEHIERIEE

expire-time DEEFERIFEEIL, TE=F AR — b TZEFELLT7 L —LbZa=%xv X, wLFF¥ R},
Ta— RXy A FNORBEINTHBIL, 77— L Cexpire—time® 27 4V L— 3 U TRIETX

i‘j‘o

& 6.1-7 expire-time ®a>I7«4 45 L—> 3 oxtht

aAVI247L—23 R
# 70 —&#H A=F¥RA bk TILFX¥RFb JA—FxXry R+
1 IPvd 7o — O O O
2 IPv6 72— O O O*
3 | MAC 7m— O O O
LB O @%b, - kg4t
%1

a7 4 = a VREIIFRETTS, U TAT7L—AIH 0 FHEA,

6.1.4.8 ALYV ABEECEDTO—FHIETE

QLU AGRE T DT 0 — R HEE, SO LY BT D T 0 — & R iR B HEE T

—g_‘o

O 70— 2G50 L CRIAT 256, B YR — R Nar7 4 7L —2a rTRET D
QLU AT a—RMEERRRETHIEICLY, BEO T o -5 CHER L7 o —1EHR NetFlow
Ry M) EEEDOI L7 Z5EIERED 70— e L CEETE £,

6.1-1 ALY AEEZT LD T O—FHIEEH

IPv4 7 11—

:> ’:1/757/4

MAC 7 &7 —

AL E
(IPv4 7 11— : £5%))
(MAC 7 11— : %)

’:wm
=5 AL vF

IPv4 7 — & MAC 7 12—

= ...

6.1.4.9 NetFlowX{EfEIFRED T AL FREIHERE

NetFlowix {3 MR O LA EEIX, NetFlow X7 v FORGERIBAZHE T2 L TalL sy (Tnr
—IHHEREEE) ~OEREM 2 FHE LI D e T

FoAR—FC—FIZZELEN T 74 v 7070 —BREWES, expire—timeflk 128k L T
NetFlow 37> hEFEET D20, N—A M NT7 T4y r e arry (7a—fFREMNLEE) ~D
[BIRR BT DB R T 2 - n H Y £5,

a7 47 b —grav R Iflow send-interval] 12X W NetFlow X7 v FOEERIEEZRE TE
7
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AL B EBEIEEL TCWAERE, i —4b a Ly Z5EkOmM A BEREL TV
BEIZB VT, 1207 =50 b%g a Ly Zsife~NetFlow N7 v k& #(E 7 5 B CHbR %7

ficEEd,

6.1-2 NetFlow/N4 -y k(S8 RRDFEETHE L

ALEE aLJHAN LI HEB - - calL gAY
NetFlow 23 v b (7 @ —4:f14 1)
NetFlow <4 v k NetFlow /3% b (7 & —5{4 1) g
SR s :
NetFlow /3% M (7 & —5{4 1)
S G RN I

NetFlow 237 v b (7 1 —24:f1 2)
NetFlow /347w k(7 1 —5:f4 2) o

NetFlow /X% b >

Rl B :
NetFlow /3% v M (7 = —5%A%F 2)
6.1-3 NetFlow/X%y MEERRIZK DFEILDT S 74 A =D
ke L EHEL D D

VA A

Va /_\ a Ly ZALEE R Va 2 L7 AL R

P4 P4

I\ ;

P P

«—» REfH < » | FEfH
R T L 0 SR b REAE

% xR
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6.1.4.10 IP7 FLREHHERE

IP7 R L ABEREY, T=4R— N TZE L7 v FOREITLIPT L ABLUSELIPT R LA
WX LT, RELET L7 4 v 7 AEFETOIPT RLARFE LIRS, RL7r—& LTy b UICHE
#T DHERE T,

TV 7 4 v ARLDTFALE Yy FOIPT FLAIZ0IZR Y £,

X 6.1-4 3E%&IP7 KL RAEHKDH

2Ry b A AIEE
il NI .
5ise IP 7 R Ny A EB T by B
192. 168. 100. 10 . . -
SEUE TP T KL A —
v
- ~ 192. 168. 100. 0
2y B | v =RV
SEHEIP 7 L& - AR TS
192. 168. 100. 254 24
\_ J —
/ [ K2
4 )\ )
2Ry R C Ty R C
192. 168. 200. 50 192.168. 200. 0
\_ J
acy= AL

s —ET U MVICRETD E, ERPOROIPT FLAICRETZ LIXTE A,

c AREBEIXER L7ZIPT RLADOMIZ 7 0 —DOfBIEHNET BT H0LERNH Y T, 7r—0#%
BN R BE1T, BAs7n—L LTy MY BRESNET, 7 o—oiknsskie6. 1. 4. 1
7 —OMRIEE AR LT EEN,
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6.1.4.11 #oTv FFEIE
F 7 F v FEAHEIEIX, NetFlow Exportertfe T m— T & IIZEH L TWA A7 T v ¥ (IN_BYTES 7
A=V R) IZK LT, ZL—AZ LICERE I EME (BEEME) ZhEELET,

AEEBEIIFCSE RS, LA Y2 LEDT V=L EE2 47T v MEOEFRIRE L TWD20, HEIEG
CCHEMEEHRLTEEW,
LLFIZAZ 7 v MEOEF GBI O N TR LET,

6.1-5 Ethernet 117 L—.4 (VLAN TagE Y DHE)

LAY 1 LAY 2 LAY3LE LAFV2 LAY
5645 MAC | 2413 7T MAC Ether
FYVT7 TN | TRLA | 7 RLAR | VLAN Tag Type N a— R FCS IPG
(8) (6) (6) (4) (2) (42~1500) (4) (12)

A

A\ 4

F0 Ty MEROEFRG L 725 T L— AR ORI
ORNEFFI Ty MERT,

6.1-6 802.3LLC/SNAPZ L—L. (VLAN TagF Y DiFH)

LAYl LAY 2 LAY 3Lk LA¥2 LA4¥1

& »ld »
< Ll bl L

A

A\ 4
A

Ve 565% MAC | 51571 MAC
7N | SFD| FRULA | 7 RL A | VLAN Tag |Length | LLC | SNAP = ~fm—F FCS IPG
@) (1) (6) (6) (4) (2 3 ®B (34~1492) (4) (12)

A
A 4

T Ty NEOERRR L D 7 L— L E O
ONIZA 7 7 v MR RT,
PLFICE B 2R L E9,
111)
VA YIUEDERE A7 T v MEICHIE &) LW FoEE#RELET,
U7 7 (+ SFD) + FCS + IPG = 24
#12)

LAY EDEREA Y T v MRIZHIIE BE) LEWEAITUTFToEE#ELET,
SELEMACT RL- A2 + PE{EJLMACT RL A2 + VLAN Tag + Ether TypeE7-/ILength = -18

EEEIE
CAEEMEIIEE &R D720, B %R Ry MU — 7 IZVLAN Tagh ¥ L VLAN TagfEL D7 L — AN RLE
L CWAEEIIERERA 7T NI EN TEEH A,
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6.1.4.12 TCP:EIL:BIEHERE

TCPBIERIEAEIL, AREBEMKEI L TLVSTCPEEDRound Trip Time (RTT) , H—/\ILERRE, T
—SEEEEREZEZREL, AEHRZENetFlowlFRICHS T HHEETY .

REEBETICPRED/NTA—TVRZREL, ALYV EATH—N\OT7 T r—2 a3 vOBEEKE, BF
MEERTHIENTEET,

TRICAZETOICPRIEDAEEE LAEAEETRLET,

% 6.1-8 TCP BIEMDREIRHE

# AFEIEB Bl

1 | Round Trip Time (RTT) TCP ¥t DM (three way handshake) FfICZ Z A4 7 v
RSN L72 SIN 27 b & ACK 2377 » ks R O I % 38
ELET,

2 | P R =N TAT U FPOEREZELT (V74T

IZACK X7y FEFEEFELT) DOERYIDINVE Ty M &
HETLETORRZHE L £,
3 | F— 2 R P — PR T DHINE N FOREERIE L ET,

X 6.1-7 TCPEIEDEIERS*

three way handshake msR A
Al

74T b

A
@ s N ~
L SYN M Ack ES ) 7 N N T

—

...
e §

£y ’ — ¢
I i Lo ! h
, It ! | il 1 il i
Al " A L | /i 1
I I b ' ! i
1 1t Lo | il i
1} 1 . I il L
IR I Lo 1 i1 i
BN 1 bl I i -
| \/JSYNFACK ! v VAR e it Db i
< > ; ; S R |
R 1 1 | | I 1 |
EARES G L GRS S Gt SX SRRSO S,
RTT P—NRERERE T — A EREEEREE
EEHEIH

- ABEREIIMACY v — LRI /e > TR Y, MACT7 v— & RIRFZHEHA T 8 A,

s 7o —EkBIEDZERIZ LY, IPvdT KL A (SIP), IPv47 KL % (DIP), IPv67 KL & (SIP), IPv6
7 KL A (DIP), IP Protocol, LA47R— h3&EH-(SP), LAKR— ~&ES (DP) O L1 oLl & 7 v —ilkil]
DX RIMZ LT HEITHE TE EH A,

CIPT7 R REFEEZ AN L TV AEAITRETE A,
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6.2 aAvIJ4JL—3ay

TrHiED a7 4 S L— g SOV TEB LET,
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6.2.1 NetFlow Exporter#ged v k7 —2 #EHI
WiZNetFlow ExporterffEZ i L7-% v MU — 7 #EHl 2 RITR L E9,

6.2-1 NetFlow Exporter #BEZ# R L=y b7 —2 R H]

L7 % B(210)
[7 v —fEmEREE ]

BLHIT S Yo R— R
ethl

L7 Z A(200)

/ [7 o — (SR E ]
y\ 192. 168. 200. 0/24

F=ZHR—h YRV A L FAR— | R R (250)
ethd eth?

XAy aNERy N —7 DRA NEEERT,
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6.2.2 a>I740L—> 3 EEM

X6. 2-1C7~x L7-NetFlow ExportertfEZ#{EH L7- %y N —I#ERBID a7 4 7L —3 9 UiRED)
IZDWTIRIZR LET,

6. 2-2#RBIDaY T4 L— 3 VEREH

SP# configure

[SP] ethl e EA BT = — Rethl BB
[SP-eth1] ipaddress 192.168.100. 100/24 - IPT R L R Z T

[SP-eth1] exit

[SP] eth? e EA BT — Reth2 B H ML
[SP-eth2] ipaddress 192.168.200. 100/24 - IP7 RL A ZRE

[SP-eth2] exit

[SP] eth4 A BT = — Rethd B AL
[SP-eth4] mtu 9216 mtuZ 9216123 E (BHIXI SRRy hU—7

V% VIR T L— AR RN TV A A ntud KREQREICT A 2 L 2HRE L £9)
[SP-eth4] exit
[SP] netflow

[SP-netflow] netflow ipv4 enable ---7D%*1¢@1Pv47m%%ﬁ§ﬁft
[SP-netflow] netflow mac enable expire-time 30 60 60 ~J0—&HEONMCTO—2F%
&, expire-time®d1=F ¥ X b - TIFX¥X - TO— FjF’vZ FEZFNZTNDOERMIZEKRTE
[SP-netflow] exclude-field ipv4d src—ip - IPv47 O—D 7 1o —iBIStEN B EE T
[PvAT R L A ZXSRAMNIERE

[SP-netflow] adjust-in-bytes—field 24 ATy MEEE AR E

[SP-netflow] ipv4-prefix-mask dst-ip 24 S SCIPT RV AERDO T VT 4 v 7 AR
BRRTE

[SP-netflow] vlan—-tpid Ox1111 0x2222 0x3333 --VLAN Tag#% & Al9 ATPIDIE X R TE
[SP-netflow] traffic-monitor-port ethd B =X AR — N EethdlTERE

[SP-netflow] deny-filter eth4 broadcast s E = ZR— MZDeny-Filter® 7 1 — K&
¥ A MRTy NEREERRE

[SP-netflow] mgmt-port eth2 e RV AL FAR— N &eth2iZFRE
[SP-netflow] output-port ethl 2 IR — R &ethll a&“ﬁ
[SP-netf low-output-port—ethi] row ipaddress 192.168.100. 200 port 9996 I LT HAD

IP7 RLABLOLAR— FFEEZER

[SP-netf low-output-port—ethi] flow ipaddress 192.168.100. 210 port 9996 mac ---=2L 7 ZBD
IP7 FLAB L OLAR— hFEE, MACT B —DHDEEITRE

[SP-netf low-output-port—ethl] exit

[SP-netflow] exit

[SP] addrunning S BROE B S

[SP] exit

SPit

SP# copy conf running start T 4 T — g VERRE

WARNING: Do you really want this config to become the start config (y/n)? [n]: y
SP#
SP# display conf running T 4 T L— g U ERER
HHHHHHE
# Ethernet #
HHHHHHE
ethl

# INTERFACE STATEMENTS

# IPV4 STATEMENTS

# IPV4 ADDRESSES

ipaddress 192. 168. 100. 100/24

# IPV6 STATEMENTS
[PV6 ADDRESSES
# IPV6 PREFIXES

=+
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# ETHERNET STATEMENTS
eth2

=+

INTERFACE STATEMENTS

IPV4 STATEMENTS

IPV4 ADDRESSES

ipaddress 192. 168. 200. 100/24
IPV6 STATEMENTS

IPV6 ADDRESSES

IPV6 PREFIXES

ETHERNET STATEMENTS

+H=H =

H=H HH = =+

eth4
# INTERFACE STATEMENTS
mtu 9216
# IPV4 STATEMENTS
# IPV4 ADDRESSES
# IPV6 STATEMENTS
# IPV6 ADDRESSES
# IPV6 PREFIXES
# ETHERNET STATEMENTS
T
# LOG SESSIONS #
T
log
# LOG SESSIONS
log—session MNG local 2 MB
log—session NTP local 512 KB
log—session SNMP local 512 KB
# SERVICES LOG SESSIONS
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS
Tt ]
# SNMP #
Tt ]
snmp
T
# ROUTING #
T
rtg
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING
T
# FIL #
T
fil
T HHHH
# NITP #
T HHHH
ntp
# NTP STATEMENTS
ntp disable
default-version 4
default-polling 8
# REMOTE SERVERS
# LOG SERVICE
log ntp NTP info
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S
# LOOPBACK #
S
S
# GEN #
S
gen
# GEN STATEMENT
hostname SP
clock timezone UTC
telnet enable
ssh disable
icmp limit rate 1000

icmp limit type unreach quench redirect time_exceed param_prob

# ARP TABLE

# NDP TABLE

# HOST
S
#  NETFLOW #
S
netflow

# NETFLOW STATEMENTS
netflow ipv4 enable

netflow mac enable expire-time 30 60 60

exclude-field ipv4 src—ip

# ADVANGED
adjust-in-bytes-field 24
ipv4-prefix-mask dst-ip 24

vlan-tpid 0x1111 0x2222 0x3333

# TRAFFIC MONITOR PORT
traffic-monitor-port eth4

# DENY FILTER
deny—filter eth4 broadcast

# MANAGEMENT PORT
mgmt-port eth2

# OUTPUT PORT
output-port ethi
# FLOW INFORMATION

flow ipaddress 192.168. 100. 200 port 9996
flow ipaddress 192.168.100. 210 port 9996 mac

[SP]
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1.1 REDOHE, FEEREROX

1.2 BEERRRSA X

1.3 AEFEDHEH




1.1

S EDEE, FEEREROXI

(M

®)

AEEDERNALEL
AAEE OB Z OFF (L, IR —7 )04kt X OVERBE 2 M L T<Zavy,

EBIR — 7 VO L OVEIRRMICREN 2 <, REEOERZA LR WGATIIRGEE I HE
WLTLIEEN,

AJAVNRRT—FDRZ T

AT, v/ M a—HFoR2RY —REER T LENWREREIZ /(o TERWEAIE, T
DOFNETHHE L TL7ZEV,

. EEEFHEHE EE LTI,

2. EHA o< KTledit systemusers] TR A L 2—PD/NRAT— RKEEHT LT ZEN,
INAY— ROEFIFEEEBRENEML T ZI0,

WEEBLE D ANAY — FERE - R LB E RGeS ICE/E LTSS,

N—=FDx7, VIO T7DREEIZLSHBEIEE

N=RY 2TV 7 =T OREECLY, ABTAEEOHEES N TOND Z ERHY £7,
DY FHBE R LRICHES Lo T, E#E r#ICEEHFRZRGL T2
S, HG LRSI EEE RS ISR LT, MENRROBSHIEX 7.2 FEE
HHPUsTiE] 22 L TIES N,

BHELEYy—IJILERELTHEA V2 7 —AN Yo7y T LEN

B LT r—T N 87 2—=ZAR ) 7T T LRWGRIIU TOFIETHIG L TS
Wy,

1. REBEOYWHA L ZT7x2—ADar 7 47 L—3 32 linterface down] MiRE I
TWRWDHER L TL &Yy, Tlinterface down] &> TWAESITZar 747 1L —
g T linterface up) IZREL T 7ZEW,

2. MEBEEOALH 72— AREVPBEEE— RFERoTWRWVDHERL TS IV, AR
B 16 A% 7 x—2A% 10/100/1000Mbps DA — F x> m—3 5 OIS LT
b\iﬁ—o

D x Uik 7 L—LO NetFlow 1F#R 1S (A H & iy

EFoHR— MO mtu FREZ B REICEREL T EEN,
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(6) B> 7 kIZ TYou have warning messages. Use “show sp” to see them. | M A vt—HH

hEnsd,

EH 2~ ] [show spl 23T L T WARNING DNEZ R L TL 72 &V, WARNING DFEMIT AX-
Sensor A~ Rl L 77 L AD [ 1.2-5 show sp THERIND (2) D WARNING —& | %

ZIRLTIIZENY,
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1.2 EERHRISETE

FEEFROBUFHIEC OV THBI LET,

TREFNALS L7z o TR 7 7 A L 2 BASG L TS T2 &0y,

1. EEFHEEE—RTrZA LTSN,
2. Efla~ > K [show tech-support| ZFEITL T EW,
3. A

o< K Texport dump—file] ZFEITLTL7ZEVY,

SATT B & IR ATRERARNT 7 7 A VAU L, T2 AR — b ETAMT R ET. RRBTH B OBEHT X
v b U= BRI LTES AK— b ATV ET,

Y bI—VFERBLTIV AR+

a< > K lTexport dump—file] O/XT A —HXIZRL ZEET A E TRy NU—IRHETOHT
JAR—FeFERLET, ftp(FT tftp) ZFRALTHDT 7 A MERETT DT, =7 AKR— |k
el DR T fip (E72IT tftp) — "B L TWDMLENRH Y 97,

MAIERE O ftp/tftp V— NFEEN L TWRWT= 0, AN O ARLEE ~D ftp/tftp Bt TE
FH A,
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1.3 REEDHIREE

BEENEIE LaWgaid, AREELEOREENC LY EHET D AEENH D £,

TREFMAIC L722 > TARSE 2 HEB L T 2SN,

Az,

1. EEEMEET—RFTo AL LTLEEN,

2. HEH o< K lreload] ZFEITLTLZE,

VE— bR, arY—A1olbonbbal Ay, BERTERWES, Vey bRX V2T L
CTHEBEN AT,

128



thinl

IEEE

ZOFETE, EEFHICONT

—

Neo

L E T

8.1 FBFE
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8. 1

TIEEIR

(M

BRI < > K Tshow netflow statistics detail] @ADL RIZET BEEEE
+ Total @ [Received Packets| [Received Bytes] WO "7 v 7 EN7RVN,

BHIKRR Y NI DB 8T 7 4 v 7 2ZFE LT RWAREERH Y £7, TE=FF— 1
DAL T4 T —a URE, ERIIMEA AT — ADOREB L O ERAMR LT
TEEW,

« &7 a—&fED T0verflow Packets] DU "7 w7 E&N5

TJo—xy N EEBRICL DV FURBRETEETA, a7 4L — g [flowmax-
entry] OFFETHRRATY MU EOBREE LB L T EI0,

« &7 —%M® Discard Flows] WAV M T w7 &N 5,
FTA BV ANRBEIN TV DEHER L TLZE,

U AIAR— MIERE (VI X)) Dar 74 71— a VEREDRINN TV DR LT
<&V,

BRI GRy NO— 00 T 7 4w 7 ZEHRIcary 7 07— a3 Tnetflow)] TEHT
7 —% disable DFREIZL TWARWMHER L T 7ZE 1,

* Collector @ [Discard Packets] , [Discard Templates] , [Discard Flows] 37> "7
v T IND

TV HAR— IR I T L TR WDER L TLE &0,

A~ K Tshow ip route] TEUVHHANR— M ERER (VI X)DNVL—FT 4 T T —
TIAFRNBIE LWER L T 72 &0,

2) EzSKR—FREICEITHIBER
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HERA LRI

{T8#kA.1  NetFlow
= A-1 NetFlow QEMBRBRE L UENS

HMIEES (E1THA) Bit4

RFC3954 (2004 4= 10 ) Cisco Systems NetFlow Services Export Version 9

18%A.2 SSH
® A2 SSH SRS & VEIE

REES (R1TFA) R4

RFC4250 (2006 &£ 1 H) The Secure Shell (SSH) Protocol Assigned Numbers

RFC4251 (2006 4 1 H) The Secure Shell (SSH) Protocol Architecture

RFC4252 (2006 Z£ 1 H) The Secure Shell (SSH) Authentication Protocol

RFC4253 (2006 Z£ 1 H) The Secure Shell (SSH) Transport Layer Protocol

RFC4254 (2006 Z£ 1 H) The Secure Shell (SSH) Connection Protocol

RFC4255 (2006 Z£ 1 H) Using DNS to Securely Publish Secure Shell (SSH) Key
Fingerprints

RFC4256 (2006 4F 1 H)

Generic Message Exchange Authentication for the Secure Shell
Protocol (SSH)

RFC4335 (2006 4F 1 H)

The Secure Shell (SSH) Session Channel Break Extension

RFC4344 (2006 4 1 H)

The Secure Shell (SSH) Transport Layer Encryption Modes

RFC4345 (2006 4 1 H)

Improved Arcfour Modes for the Secure Shell (SSH) Transport
Layer Protocol

RFC4419 (2006 4 3 H)

Diffie-Hellman Group Exchange for the Secure Shell (SSH)
Transport Layer Protocol

RFEC4716 (2006 4E 11 H)

The Secure Shell (SSH) Public Key File Format

RFC5656 (2009 4E 12 H)

Elliptic Curve Algorithm Integration in the Secure Shell
Transport Layer

T8%A.3 NTP
# A-3 NTP QEHURIE & £ UEIE

HMIEES (R1THA)

Bik4

RFC1305(1992 4£ 3 A)

Network Time Protocol (Version 3) Specification,
Implementation and Analysis

RFC5905 (2010 4£ 6 A)

Network Time Protocol Version 4: Protocol and Algorithms
Specification
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{T#%A.4 SYSLOG

& A-4 SYSLOG DEMBREE L UVEE

HEES (RTER) H4
RFC3164 (2001 &£ 8 H) The BSD syslog Protocol
HEEA5 A —H Ry b
RALS A—YRY b VBT —ADENEERS L VEE
5l Bk HgR
10BASE-T, IEEE802. 3 2008 | Carrier sense multiple access with collision
100BASE-TX, Edition detection (CSMA/CD) access method and physical
1000BASE-T, layer Specifications
10GBASE-R TEEE802. 3ae Media Access Control (MAC) Parameters, Physical
Standard-2002 Layer, and
Management Parameters for 10Gb/s Operation

{T5%A.6  SNMP

& A-6 SNWP DEMBRIEE & VENE

REES (R1TFA)

b1

RFC1901 (1996 41 A)

Introduction to Community—based SNMPv2

RFC1902(1996 41 A)

Structure of Management Information for Version 2 of the
Simple Network Management Protocol (SNMPv2)

RFC1903(1996 4E 1 H)

Textual Conventions for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1904 (1996 4E 1 H)

Conformance Statements for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1905(1996 4E1 H)

Protocol Operations for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1906 (1996 41 A)

Transport Mappings for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1907 (1996 41 A)

Management Information Base for Version 2 of the Simple
Network Management Protocol (SNMPv2)

RFC1908 (1996 4E 1 H)

Coexistence between Version 1 and Version 2 of the Internet-—

standard Network Management Framework
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fT#kA.7 MIB
% AT NIB DEHURIE & & Ul

BIEES (RTEA) Big4

RFC1213(1991 43 H) Management Information Base for Network Management of
TCP/IP-based internets: MIB-II

RFC2863 (2000 46 H) The Interfaces Group MIB

RFC3418 (2002 412 H) Management Information Base (MIB) for the Simple Network
Management Protocol (SNMP)

RFC3635 (2003 4-9 H) Definitions of Managed Objects for the Ethernet-like
Interface Types

RFC4022 (2005 43 H) Management Information Base for the Transmission Control
Protocol (TCP)

RFC4113 (2005 46 H) Management Information Base for the User Datagram Protocol
(UDP)

RFC4293 (2006 4 H) Management Information Base for the Internet Protocol (IP)
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