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cJEH o~ N [show spl @ WARNING fF#iZT | « A v E—NAFIT
LB RAEFHDORA =V ENET, [AX-Sensor =<2 K -
cTA B AOBIMIL Y AHHIMPER SN | v LT 7 LA D&
5 | v e % ¥ T, WARNING {F#RiZfERIA v —2 2 M) | =z~ K Tshow sp)
HEHa~ R

Lij‘o

B T# 1.2-5 show
sp TERIID (2)D
WARNING —% | ZZM L
TLTIEEWY,

FTA B AR THEAARR & 72 D EEEX UL PR LET,

R 445 SAEVAKRNTHEASRA L2 DHHEE

#

Hae

nE

&%

NetFlow Exporter H&HE

NetFlow {F#® Data FlowSet ={E %1%
ELET,

NetFlow [ Template
FlowSet |Zfikfe L CT1F
LET,
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4.5 004 21— DHEE

ZOHEITIE, vl =T ORTEICOWTHALET,
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451 BJA 21— DNRT—FERE

Ol Ay a—YONRAT— REFIFEfA =2~ K ledit system users] TITWET, TERHIZ KD
R LET,

X 4.5-1 o454 a1 —HD/IRT—REE

SP# (1)
SP# edit system users e (2)
[SP-system:users] user admin - (3)
[SP-system:users-test] password )
New password: .+ (5)
Retype new password: <+ (6)
[SP-system:users-test] save (7
SP#

(1)
(2)
(3)
(4)
)
(6)
(7)

EEEHET—-RNTr A LET,

EH =2~ F ledit system users] ZFE{TLE9,

EHa~< K luser] TXRTU—REFET LIRS v a—FLZERELET,

EH o~ K Ipassword] T/RRATU— NANIZEREL £,
BEESTHNAT—=REANLET, (AL RAT— RERFRSNETAL)
FE, BHTLHZXAT—REANLET, (ANLERRAU—RERRSNETA)
EHa~< K lsave] TERE@WICEVRE L ARARAY — RENBLET,

E = AE|
C AHERE I admin FEIROD /S AU — R85 THREE 7 3L - 94 LEBE, 1 rA v a—3 o)
ﬂﬁ{tﬁ)f%iﬁh t¥2UT 4k admm *@KE%J:U\ operator HEfRD 1 7' A v 2—HF 2T/ AT —
REREL, NAT— REREICEHELTIEZE,
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4.5.2 A4 21— DERS L VHIFR

07 A a—YOERBIOHIBRITEHRH 2~ F ledit system users] TITWET, 1EKHIZE KR DK
R LET,

4.5-2 054 21— DER

SP# (1)
SP# edit system users = (2)
[SP-system:users] user test - (3)
[SP-system:users-test] password )
New password: .+ (5)
Retype new password: <+ (6)
[SP-system:users—test] group admin (D
[SP-system:users-test] userid 1234 -+ (8)
[SP-system:users-test] save -+ (9)
SP#

(1) EEEFHEEE—-FTr A LET,

)

(2) EH=~ F lTedit system users| #ZE{TLFEJ,

(3) #EH=a~ R lTuser] TIERT A s/ A va—WFLAERELET,

(4) EH =~ K [lpassword] T/XAU—RNANZEELET,

(6) BRI HNNAT—FREANLET, (AJJLIERRATU— REIERRSNETFA)

(6) P, BHEFTHNNATU—REANLET, (ANLEARRAT— REIERRINERTA)

(1) EH =~ F lTgroup)] TIET 5 v /A v 2—WadninF 7=1Toperator DMERZEREL 4, T
7 # b hiZoperator WERE I N TWET,

(8) EHza~ I Tuserid] TIEKTH 07 A 22— Duserida iR E L E9, useridZiRiE L7\
BaEn 74 ra—VERRICAEEI TR Y TonET,

(9) HEH=~ R Tsave] TEROB)~0) ORENEFEEXM LTI-n /A a—F2ERLET,

R

AR L7=m A v —F DgroupB L Quserid DAH I TEFHA, BEEITOHEITEa s 1
I—PEHIREL-EBICe 7oA v a—TFE2FHEERL T,

4.5-3 o454 a1 —HDHIKk

SP#
SP#

[SP-
[SP-

SP#

(1)
(2)
(3)
(4)

- (1)
edit system users = (2)
system:users] delete user test - (3)
system:users] save - (4)
EEEHET—-RNTr A LET,

HEMH < N Tedit system users] #FE{TL F7,
HEHa~> K [delete user] THIRRT A/ A va—FRERELET,
HEHa~ K lsave] TEROICEVFRELZv A a2—FEHIBERLET,
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4.5.3 o594 a1a—HD#HEE
a7 A ra—F O bitER 2+ F lerase users] TITWE T, #IHEULAIZKOKIIRL T,

4.5-4 0T 4 a1 —J DML

SPit == (1)
SP# erase users - (2)
WARNING: Do you wish to erase users information?(y/n): [n]: vy -+ (3)
SP# reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy --- ()
SPit

(1) EEEHEE—F T/ A LET,

(2) EH =~ | lerase users] #3{TL £,

3) Bl Ay a—FHHUEDEEMRT vy ASLET,
(4) FEH =~ F lreload] TAREEOHE#ZEKL E7,
(5) FEEFEBOKEMET v EANLET,

EEHIH
s u A ra—FO i EERESHRICKBRENET,
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4.6 CLITODIRE

ZOEITHE, CLI TOREIZOWTHEHLET,
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4.6.1 FhH5ciiee

a<w L RI7A4 2 ET[TablF—2 ANTEHZLE T, a~vr FAIEOa~ L REHEReT7 7 A VL DANS)
i THIENTE, o~ FANRFEICARY 5, Mg rE A Lo~y FAD ORI
ZUU TR LET,

HSTHEEZFERALI-a <Y FADDOERIEDH
[SP-netflow] net[Tab]

[SP-netflow] netflow

axy FAN#IZ[Tabl ¥ =2 AT LT=HE TIE, EHTELONRTIA—FRT 7 AN DO—HaFoRL
\gz—g«()

FHEHBEEER LT, IBERBENT A —2 —BERTOH
[SP-netflow] netflow [Tab]
ipvd mac

[SP-netflow] netflow

RS

AN TERVBIRE AR TR TAEERHIVET, a<wr F .- gl 77l X OF%a<wr ROA
N e AN#HEZ TR &0,
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4.6.2 ~)LTHERE

AR R4 ETRIZANTLHIET, ETEL3a~V Y REREIANTIA—ZZHMETEET, %
7o, AR RRONRTA—ZOEREMD Z N TEET, PIANRORRHZLLTITRLET,

21 A ABED R TH
SP> show interface [?]
Valid entries at this position are:
<Enter> Execute command

INTERFACE  Interface name

SP> show interface

< SDRNWRT RA—HZERTRTIHHEENRH Y £,

C ADNTERVERKEZERRT 5808 HV £, Tavr a1 7702 OFa~<vr FOA
MR e ADHHZ TR IS0,
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4.6.3 ANTS—iEHEHEEE
Sy REREAT A= S REICAN LI, =7 —(ifiz ) CHfiL T, KK —A vt
—VERFRLET, DIANESREORFL 20 £

") OFEMEFTE =T — A vE—V0

FAICE - T, a~r RERIEFIARNTFIA—F 2 RELTEHEAN
LTLEEEWn, A= T —fLEfRHEOF RO 2 RIR L ET,

ANT S —fuEEHORTH

[SP-netflow] netflow notip

String error: invalid string
Valid entries at this position are:
ipvd Netflow MAC-IPv4 function

mac Netflow MAC function

[SP-netf low]
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4.6.4 a< > FEEET
Sy RERIEAT A— 2 2 L TAN S RS —E0 o<y FEREAT A—4 L LCHE
TEXB5A, avr REFTLET, BAI0a<y FETHEZRIORLET,

EHEADDIT Y FETH (show netflow statistics DEMAA)

SP# show netflow [?]
statistics status

SP# show netflow stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

IPv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

SP# show net stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

[Pv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

BEHDINT AZ (ZDIHE netflow, statistics) #RBFICEMBEAIEETT .
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4.6.5 X M) HEE

tANUSREZMNT DL, MEICAN Lica~vy FEe@BERBECHETLZY, BEICAN L2
Y FO—EAEEE L THITLIZY TEET, B A MUBSEZMHEN LAl 2RIRLET,

EXMYEEEEZFER LYY FADOERRIEDH
> ping 192.168.100.2 count 1 == (1)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt1=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> =+ (2)
> ping 192.168. 100. 2 count 1 E)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt[=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> -+ (4)
> ping 192.168. 100. 3 count 1 )
PING 192.168.100.3 (192.168.100.3): 120 data bytes
128 bytes from 192.168.100.3: icmp_seq=0 ttl=128 time=0 ms
-——-192.168. 100. 3 PING Statistics——-
1 packets transmitted, O packets received, 100.0% packet loss

>

(1) 192.168.100.2 IZ%f LT ping 2~> REFETLET,

@2 (1] =2 ANTHZETRHICAALEZa< Y REROHEET, ZofloFs, [1] F—
Z 1 [E4f4 & Tping 192.168.100.2 count 1] #FRLET DT, [Enter] F—DASTT
FLa~vy REEERITTEET,

(3) 192.168.100.2 2% LT ping 2~> REFETLET,
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@ [(T]1xF—ZFANTAHZETHNICAN LTIca~y REOHL, [«] F—8 LW [Backspace]
X—%EffioCavy NUFHERETEET, ZoBDGE, [1] ¥—% 1EHT L ping
192.168.100.2 count 1| ZHE R LETDOT, IP 7 RLAD 2] D5y % 31128 F LT [Enter]
F—H2 AN LTWET,

(5) 192.168.100.3 1% LT ping 2~ REFE(TLET,
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4.6.6 R— V45

awr ROFATICE Y B ENDFERIZONT, FRTREIEFRD —EHICT I TERLENLRNG
BlE, =T OX— AN EZHEIC—HE I IS TRRLET, BB, =Y 7 3EAa~> K
[pager] TEDHEREEZANCLIEZVEMCLIZY TEET,
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4.6.7 ¥—R— k<2 e

WART 7V = a VB I OWEEROREIC LY, RS —NELRY £, REETIX, VI100 T
HEEDHFEIZ 2> TV A X —%EH L7z 4.6-1 OMAEDOE TCORELZHIE L £,

% 461 #EF—K—FaTUR

F—HR—F B 7L

Backspace H—=INVOED 1 XFEHIBRLES, (272 LIiTO4EE )
Ctrl + A a2 MTOEH~BE L E T,

Ctrl + B 1 XFRVET, (2 LITOXRBEET)

Ctrl + C avy RepiLET,

Ctrl +D 1 CFHIBRLE T,

Ctrl + E av L FMTOITR~BE L E7,

Ctrl + F 1 FERET, (EEUITORKDY £T)

Cirl + L ;;V%N/EE@% V7w ial, BHEEODa<wy FATTLUSMIEREZEEL
Ctrl + N AV baxy FETROE A M) ZFRLET,

Ctrl + P —ORIDE A M) 2R RLET,

Ctrl + U =Y NMTDOT F A FEHIFRLET,

Ctrl + W A=Y NVEVEIFOT XA MEHIBRLET,

Ctrl + K N—=INDHADTFANEHIFRLET,

Ctrl + T B NOXTFTERIOLTHZHLET,

Esc + B 15ERY 9,

Esc + F 1EEARE T

Esc + D FEDH— I NS THIFRLET,
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4.6.8 CLIREDHARZTARX

HEhn 77 7 MERES CLI BEED —#8IL, CLI BREH#HLE L Ca—V T LIC@EE I A X~ A TE
¥4, WAZA ATXSCLI BfEL CLI BEEEHRAFR 4.6-2 ITRLET,

& 4.6-2 hRBT A XTESCLI #ae & CLI IRIRIFR

Y1 DAL XHNBEDPBEARDT 74 FRTE
R TTHENEIDERETEET,
0L UEOT 7 0 FERIETHE, =Y T EITVER A,

2

NV T OR/ WL, E M A~ R Tpager] TRETE £,

BENEIL, a~y FRETSNER» CEMRICK S ET,
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4.7 avI7q40L—>ay

ZOiTIE, ar74 S L—va oW TEHLET,
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471 avI2459L—2 3> NEHR

EFRFCHAAEND L T4 = a VB A — T vy T arv7 4 Jb— g LR, EHIC
HHENAary 740 v—yavkasr=yrarr e S b—y gy LIRRNET,

AEBOBFEE ANDLE, WE 7T v aRrAEY FORE—NT v a7 47— ar77A4/0
BatAHEN, TOEFET =T ar7 4 —va b LTRESH CGERAZMMBLET,
a4 T —a v ERE, BELREESIL, Fy=v a4l L—a U REXRZ L, E
Al snEzgS, 2R LT = dar7 47 b—va &M a~ 2 K lcopy conf running
start] ZFATAILE T, AX— KT v a7 40— a3 IR ET B 2 L RAAHETT,

Mt LINB 2 R (F LRV TAEREZH/E#NT L &, MELLEARTILEDN IO TEEL TIZEN,
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4.1.2 av747L—Y a3 nmEE

AT 4T b=y a VOREICOWTEHLES, Fa~vr ROV [avr K-a s L >
TR BEBRRLTLLEIND,

(1

(4)

WEFEGTIT VY FE—F

a7 4T —a CORERITO AL, EEEHEE—RTr s AL, configure 2=
REFITLTLZEW, a7 bR[SPlckhbbtary 74—y gara~vwy RE—RER
D, So=vrarg 4l —a COWRENTREE R 9,

aAVI49L—2arvnRTE - R

—fRa—VPE— FBLOEEEHE T — N Ca~ 2 Rldisplay conf running |3 L O display
conf start] #FE{TTAZ¢ T, ThEhTvr=vrary747b—vay, AEA—r T v/
AT AT L= a rERR ERT DI ENTEET,

ary7 4 b—varavy RE—RTavy R [display] 2EfTL725EE, BUERETD
NENERINET, EATORNELITERAFREERH LSO THE LT 7ZE,

A4 L—2avnREE

ay 74—y aryavy REEHLT, avy 747 v—avrdRELET, F/2, 2
T4 7 L— g ORI, vy ROMLEEIZ Tdelete] Z4ETHZ & TCHEHATEET,

aAVI4TL—2 a3 DETE

MELT-ay 74 7 L—va v ERMEE5I1CZa~> N laddrunning] CHEET D LEN &
DET, ESEDLIETH T v T ar 747 b—va iIRBIEND Z L1374, EAR
RBIZHLEBIEH D £ A,

2= KN lTaddrunning] CTHEEETICary 74 b —varya<vw FE—REKTT 5 ERE
L7ENBIZETHZTLENWET, ZOEAITIEHKE THICK T LTI WD REROEENE RS
NET, yEANTALEZOFEFERTL, nZANTHEKRTETIZa vy 747 b —varaw
v RE—RICEY £,

o< KN lTaddrunning)] ZFETETICary 74—y arya<wy RE—REET LIZEAI
FRINDA v E—Y

[SP] exit
WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: n

[SP] exit
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WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: y

SP#

®) IvT714TL—2aroRE

HMH 2~ F lcopy conf running start] ZfEHIT AL T, FJov=vrar7471b—v3
VIRAZ =R T T a4 S L—a 7 A VRESINE T, RE LA EZREFELR
WTHEBEFE#R T L, MELIENERKDONIOTHEEL TN,

RBRGET DI a~y RETRRICHI SNDHERDO A v =2k LT, LFO X ST 2 [
lv] # A L%,

SP# copy conf running start
WARNING: Do you really want to overwrite the start configuration (y/n)? [n]: vy

WARNING: start already exists. Do you want to overwrite it (y/n)? [n]: vy

6) AT« T L—>a DRERLRT (exitawr K)

AT 4T —ra OREEKTTA%E1E, a7 47— aryavy FeE— ROkE
MEOREE T exit 2~ REETLET,

N

il

/

 RIEFEBNEH o~ K [show sp) T Status 2% in service 2R AHIIZIX, v 747 L — 3 8
HOFNL—2 3 AL TUTOERE BBV LET,

-« a< K ldisplay] Tar 747 Lb—araRprLlLTh, ELSEBRINZWVWEGEERH D £,
a7 47— arERELTULIRENEDRKDONALENRH Y £7,

- #Ef 2~ N [lshow sp] T Status 2% in service £ > TWVWAZ EZWR LT, a7 471
—YaVEOF R =g VERBLTLIEE N,
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4.7.3 avI7459L—23>DITHY RAEKR—F

WMELZavy 74 7L —va Oy I T v ERY EWEEREE, EH =~ K lTexport conf)
AL Tary 747 Lb—y a7 7A4)LDT T AR— MPARETT,

Y RIT—=UERALTIIAR—+

o< R lexport conf] D/NT A—Z|ZRL ZFETHZETHry NU—IRHBATOHOT Y AR
— hEEMLET, ftp(EIT tftp) ZFRHAL TOT 7 A VMEEIETT DT, =7 AKR— R E 7
HIEZE T ftp (FE72I1T tftp) P —"REEB L TWAXLERNH Y 77,

MARIEE D ftp/tftp V— NIEE)L TWZRW=6, SN D ARIEE ~D ftp/tftp FkIL T
EZ WA

(e

s T AR—FH[gER OV T 4 L —va it A= T T ar7 4L —v g [start] £72
o= a7 41— 3 lrunning] T,
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4.7.4 a4 5L—23>DA4 2 KR—F

Ny T oL TWearZ4 7 b—yar7Zr7A/VERVIAATHERL-WEAZR SIE, EH
<> K Timport conf| ZEHLCar 7471 —a 774D A R — NBAFETT,

Fy b=V &EEBALTA VR—F

a2 K limport conf] O/NF A—FIZRL ZRETHIE TRy hT—ZREATOA AR —
FEELET, ftp(ERITtftp) ZFIHLTOT7 7 A VEEETTDT, A ViR— Mo & 72 5%
Z2 T ftp (FEIT tftp) B —"PEE) L TWHAMERH Y 7,

MARIEE D ftp/tftp V— NIEE)L TWZRW=6, SN D ARIEE ~D ftp/tftp FkIL T
EZ WA

A VAR— g, EH =~ K lreload] TAREEBEABHETTLIZ TSy R—bLicaryr74 7 L—v
2 VCOERANBBEINET,

RS

A VIR—bTDBarT4 v —varZryAME, AZ— T v AT 4 S L= a DR E G
ELETDOT, 2~ Rlimport conf] D/XT A—HTHDHA VR — NEDT7 7 A4 V4L, 203 [start ]
ETORMERDYET, TOT 7 ANAD [start] THIGEIEA Y HR— MDD 7 7 A VAITIRE
TLOHMEDH Y FH A,
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4.7.5 avo45L—>arvo#Hit

a I 4 7L — g OPBELITER 2~ R lerase configuration| TITWET, #HILME 2 KD
Bz LET,

4.7-1 avo245L—> 3> D#HME

SPit == (1)
SP# erase configuration startup = (2)
WARNING: Do you wish to erase startup-config?(y/n): [n]: y -+ (3)
SPt reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy -+ ()
SPi#

(1) #EEEEET—FTr /A4 LET,

(2) EMH =~ K lerase configuration startup) #%EfTLE 7,
Q) arvyaZr—a UL AEERT vy EASILET,
(4) FEH =~ F lreload] TAREEOHE#ZEKL E7,

(5) ZEEFEEOAFEMERT vy ZANLET,

EEHH
c AT 4 7 b= g YOI E A EER IR S E T,
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4.8 telnet/ssh I2&d0454 2

WIEAH— P& LT, UE— MEASARDDARKE~T 71 V510, AREETIP 7 FLAOR
ERMETT, EL, PEEARCL P T FLAOREMIDATOERA, ZOED, 3 —
MPbuZA VLT, VT4 T L= 2 VERET HUERD Y £,

telnet I2L DA UV EARRETHIIIARAEBEBDORI AL FAR—FD IP 7 RLAZHRET HMLE
BHY FT, telnet V— NIAREEOLENFICHENTREN L 30O T, MICHBERERTIIHY THA,

sshick2u /A 2afRel 32120k, FICAEED ssh —"EHHTHMLERH Y 9, 5.7.1
fii a4 71— 3 0] 2BBLIEEN,

UTIEA v H 7 2—A(ethl)) ~D IP T RLADOREMZRLET,

A3 7x—X(eth) ~AD IP 7 FLADEREH

SP# configure (1)
[SP] ethi =+ (2)
[SP-eth1] ipaddress 192.168. 100. 100/24 -+ (3)
[SP-eth1] addrunning e (4)
[SP-eth1] display -+ (5)

(1) HE@EEHEET—FTrIA L, a~v K lconfigure] Tar 74 b —rgravwy RE
— R~ EEI DY 7,

(2)  ethlITADY F1,
(3) =<y K lipaddress] TEED IP T FL A& R EL £ T,
(4) =~ K laddrunning] T/KBEL £,

(6) =<2 K [display] CTHRENEFLEXEZRLTHERLET,
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4.9 ftplzkdO594 >

AIEETIT—HEH I~ RTORftp 72 TAT v MERBIZ LD 7 7 A MEEEAIREE L TV ET,

K 491 ftpZFALFE-T 7/ I)EgEav Y F—&

= o av Y REREA
export dump—file FEATIER 7 7 A V2R L, FRE SNBSSk L £,
export conf a7 40—y aryZryANE g AR—KLET,
import conf A7 T—= a7y ANVEAL R LET,
export log—session REBETNEL WIS 77y A VvET T AR— K LET,
update V7 2T ERGLTY v T —MLET,
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410 Y2 b9z 70O7yITT—Fk

ZOFTIEY 7 b =T DT v 7T — R MIOWTHBHLET,
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4101 Y2 b2z 7D7YTT—F

V7N 2TOT v 7 TF—hreEiX, EHRX=a DV T7 " 2T b i—2aO 7 My T I
N=Da T o 7THIEEBELET, 7Ty T—beEETHI0IEBEEEET—NT, EHa~r
K Tupdate] #ZFEITL FET,
Ty T — N, EEEHOa TS —vay, a—WER (el ThHT N, RNRAT— R
L) BIOTA U AFERITZEDOE S EMBNET,
T T — NEERTAIIILULTOFERHY 1,
1) 2y FIT—HRBATTYIT—FIFAILEAFLTTZ Y IT—+T 5
a2~ K lupdate] TT v 7T —h"77ANVDAFRIZ RL ZHEELTHEITTHZET, T

TT—=FEITWET, ftp(EIX thtp) ZRA L TO 7 7 A MREETT O DT, AFhL 25k
T ftp(EiL tftp) VP —"DEE L TWDHHERH Y £77,

7T — Mk, EH a3~ R [reload) TAEBEZBHEERTLHZETHLWWY 7 hU =27 TOEMAN
BRth SN £+, HECEEHEINIITVEREADO TIEELZE N,

BB, NNV aH T LA, RYR—NIRDZar T4 S L—variEH L UHHIBRL T
SV, RYPR—=FrDar 74 71— a VEHIBRLRNTNA=V g VXU U BETLESHEA, RYPHR—
MZhedar74 7 Lb—a Y FHIR L GERT 720, BRILARWR Yy MU — 7 RCEIE LS 782
BEWLRHY T,
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4.10.2 £EERNY I T VT

HWERNASY 7T v 7 &%, BEFELTWAY 7 by =T ZEENIC 1| 50y 77 v 7 %2175
LT, AZ— T THEENAY I T v TEHD2HETY 7 M = T EEMTZET,

AB—= R T o TENONN T T T E~DNy T o TIET TR, Rl T7 v L7 =T
ZUARTTBHZELARETT,

UTERNy 77y 7BLOV A NTOFEEZRLET,

(1) RA—+r7yTEAINSNYI T TEADINYI T v T
1. EEEHEE—FTeZ AL LTLEEN,

2. Bz~ F Tcopy Im start] ZFEITLTL IV, A= NT v HE Ny 7T v THIZA
]:O*‘L/jz—g«o

3. @ERH =z~ K [show version] TF/W® [Backup| |Z TStartup] ERIUCY 7 =7 X—T 3
UIERPAIRENTNWD Z LR LTI &,

2) "y I T7yvTEADLLRA— LT Y TEA~NDYRX LT

1. EEEHEET—-RFTrIA UL TLIESN,

2. EH=a~< K Tcopy Im backup)] #FEITLTL IV, Nl T v HEAZ— T v 7HIZ
av—LET,

3. #EH o~ K [show version] TF/W® [Startup) 2 [Backupl ¢RILY 7 b =7 /38— 3
VIHFHRPARENTWD Z E 2R L T IE &,

4, HEa< K lreload] TEEZHEBL TLZEW, VAN LEY 7 by o7 TEHZEB
HBLUET,
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4.11.1 LED&ZIK B DIREE

ARIEEIZLEDDFR R EOWREZBHMOELET,
WRIZLEDD F RN Lob\frbi%

# 4.11-1 LED DR THE

£ EE] KRE S
PWR | LED: % BIROBENREEZ R L ET, FrasUET | FEIFON
EES) EIROFF, F /- 1B R
ST1 | LED:fk/7R | ZEEOREEA TR LET, FRAAT | BYERTRE
sk | ¥R b BEJ) , E£RIERT
AP

AR | RO AR (%)

REST | EEOBMEERA (Wi AR
)
EAT EIROFF, F 71X BT
ST2 LED:#%/77 | EEOWRIEEZ R L ET, BT | BhERTRE
BEAIR | Y7 b= T EHT, EIER T
Ph

TR | BEEOF S EEE A (ER)

TR | HEOBmpfEERAE (et A
)

H(EESE FEJROFF, F 7o TR
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4.11.2 EEEH
AIEEBCRETHNN—FU 2T, BLXOY 7 MU =T OBEELZHRIML £,

fEe I ANTEA U= 85 5120%, LED | A, syslog ~DFEERFROH 1, ALLEE O FHEE) A IREE
B THE L ET,

FEEE78 3 [EREEe THRAE LTIRAICE, BEEES L TWAY 7 =7 Li3Ro, Ny 77 v FEhTn
L7 =T EEELET, TNTHIEFLE LR 285810, AREIIEELET,

Ny 7T TIEIZOWTIL4.10.2 §fi [HEERAANY 7T v 7] ZZRL TR0,

1) BRAZ=Y N7 DER

TR CHELE (RSB F 72 13bs) 2 L= A c R Eh 2 3466 L £ 9,
T 4112 BRAZY M I77o0RELEE—E
EEBEORRE 3B A DK 3
HEHA =2, BLO
RIS X syslog — "~ 24TV E T,
HEEZITWET,
Ny HEHA =2, BLO
77k © syslog #— S~H N ZITVET,

LB O« fkerTaE, X« fkfkEA AT,

(2) BEER
ARIEEDOIREN 70°CLL ECHEE % M L £,
® 4113 REEDRELHE—E

EEBORRE E A D RkEE Eh{E
EAA =52, BIO
Ho ER (T0°CLL L) X syslog r— _R~H B ZETWE T,
FESEITVETS,

HEHAA =T 2T, BIO
syslog =S~ EITWVE T,
HEHAA -T2, BIOD
syslog =S~ EITWVE T,
HEHAA =T 2T, BIO
syslog =S~ EITWVE T,
HEHAA =T 2T, BIO
syslog B — S~ 2T VVE T,

{RIR & (0°CLLF)

KIEE IR (5°CLL L)

EIRER (50°CLL )

OO |00

R IR (45°CLAT)

LB O : Mk rTHE, X @ i Fl,
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Q) *EVEREESR

AEVOHAEZERL, REAATYMNURUT LR GAIEE 2 7 \CH L, HEH)
X EM L EH A

xR A4N-4 AE)VRELBE—F

EEBORE 32 F oD #k e BhE
N=RE @m%yﬁﬂy%Mﬁ,%iw
A Y R O syslog — A~ AZITVET,
EHA =2, BLO
syslog = S~ /12 ATWVE T,

A E VR REIH O

LB O : Mk rTRE, X @ ke Al

4) ZothoEE

& 4.11-5 ZDHMOEELEBE—FE

EEDIKRE 32 FA O #ik e Bi{E
EHAA =2, B
N— KU =T EHERE X syslog r— "~ T H TV E T,
FREZITWVET,

EHAA -T2 ), B
syslog 4 — SR~ N EITNVET,
EAA =52, BIOD

N— N = TR O

N R TR R e T e A

b~ ” X syslog r— "~ N ZITWNVET,
(1 )jﬁiﬁcu 3 E%‘bi) ﬁ@@]%?iﬂ/\ij‘o
HEHA > E—Y2HE, BLO
V7 Ny = TREE X syslog — "~ 21TV E T,
FEEZITWET,

LB O : Ak rTaE, X« fkREA AT,
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2y b — KR

ZDETIE, Xy NU—7HEICOWTHALET,

5.1 Ry bT—Y A

524371 —RE®E

5.3 syslog H A

5.4 SNMP

5.5 AXT A4 I N—T 4T

56 NTP 77 A4 7Tk

5.7 & Do 2 i BEEL T
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5.1 *v FJ—2 A

ARETHIAT 2BENEL, RITRT Ry MU= BEFAOKZHEE LTWET,

B 5. 1-1 %*v b7 —2 B

>H:E§
(100)

J—H /L3 AA v F

(11)
Qz 168. 100. O/D
@200. 0/24

JL—H2 /L3 AL v F
o \/

| avr 4

<192. 168. 200. 0/24> [7 v —IE RS (& ]

08

il AR NTP H—/3 SNMP H— /% syslog H—3
(250) (30) (40) (50)

Y

¢

KAy aNEFTRy P =T DRANEEZRT,
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52 A R T —RETE

WA BT 2 — ADREEHALE T,

R
VI TN =g URVLAND R EIE TE £ A,
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521 avoI«459L—3>

AVER T2 —AREDa LT 4 T L—3 g VEREFEZRIZRLET,

K 52-1 41227 —REZEH
SP# configure

[SP] etht (1)
[SP-eth1] ipaddress 192.168.100. 100/24 - (2)
[SP-eth1] addrunning e (3)
[SP-eth1] display e (4)

# INTERFACE STATEMENTS

# 1IPV4 STATEMENTS

# IPV4 ADDRESSES

ipaddress 192.168. 100. 100/24
IPV6 STATEMENTS

IPV6 ADDRESSES

IPV6 PREFIXES

ETHERNET STATEMENTS

FH = H =

(1) A&7 xz—RAethlZHIMLLFT,
(2) IPvAT7 FLAERELET,

() avI4lL—aUREERMLET,
4 avr4lL—arRErFEFLET,
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5.2.2 ARL— 3 Y
AVH T 2= AREICHEET AIEMa~ 2 RERIRLET,

(1) show interface
a7 4 b—var CRELEZIPT RLAZFRLET,

SP# show interface
# vrf0
eth1: <BROADCAST, MULTICAST, UP, LOWNER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 00:12:2:95:¢8:51 brd ff:ff:ff:ff:ff:ff
inet 192.168. 100. 100/24 brd 192. 168. 100. 255 scope global ethl
valid_Ift forever preferred_Ift forever

(2) show interface <{p¥A >4 7 —RX &> statistics detail
A BT 2—ADMEEREFRRLET,

SP# show interface ethl statistics detail
statistics:

Kernel Interface table
Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg

ethi 1500 175 0 00 5 0 0 0 BMRU
RX: bytes packets errors dropped overrun mcast
16942 175 0 0 0 7
TX: bytes packets errors dropped carrier collsns
490 5 0 0 0 0
RX rate Obps (0. OMbps) Opps (0. 0kpps)
TX rate Obps (0. OMbps) Opps (0. 0Okpps)
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5.3 syslogHHAh

BHA v E—TDsyslogi TR EIZOWTEB L ET,
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531 avo7«445L—3>

syslogll hBRED a7 4 L — g VEREFZKRIGRLET,

5.3-1 syslog HH K EHI
SP# configure

[SP] log

[SP-1og] log-session SYSLOG remote 192.168.200.50 ---(1)
[SP-log] log mng SYSLOG info e (2)
[SP-log] addrunning e (3)
[SP-log] display e (4)

# LOG SESSIONS
log-session MNG local 2 MB
log-session NTP local 512 KB
log—session SNMP local 512 KB
log—-session SYSLOG remote 192. 168. 200. 50
# SERVICES LOG SESSIONS
log mng SYSLOG info
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS

(1) syslog IR EZAT 9 5 O SCFH (SYSLOG) 38 L syslogP— 56582 3% E L £ 7,

(2)  sysloglH IEREZIT HEE DO LFF| (SYSLOG) 1ZsyslogYh— S~ I1T B X v E— AR S
LET,

3) ary74rr—varREERBLET,

(4) a4l —varREEFRLET,

R
i

ey = N rE|
s B Dsyslogh— G DOBRTEEITZETH, HKa>L 720 9,
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5.3.2 ARL— 3 Y
syslogi® EIZBE T AEH a2~ RERIRLET,

(1) show log-session MNG
EENICBRTFEL TCWDAERAA v =V 2ERLET,

SP# show log-session MNG
Sep 12 08:57:02 SP MNG: spmd-INFO EVT NIF:00 20012010 Initialization started

Sep 12 08:57:03 SP MNG: spmd-INFO EVT NIF:00 23024011 Initialization is complete.

Sep 12 08:57:14 SP MNG: ————INFO KEY NIF:00 00000000 admin: display conf running
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5.4 SNMP

SNMPER EZ DWW TR L £ 77
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541 avo450L—>3>
SNMPO > 7 4 L —3 g VERERERIZ R LET,

5.4-1 SNMP %€ 5!
SP# configure

[SP] snmp
[SP-snmp] snmp enable e (1)
[SP-snmp] rocommunity public 192.168.200. 40/24 - (2)
[SP-snmp] authtrap enable - (3)
[SP-snmp] trap2sink 192.168.200.40 public - (4)
[SP-snmp] addrunning .+ (5)
[SP-snmp] display v+ (6)
# SNMP STATEMENTS
snmp enable

sysdescr none
authtrap enable
# COMMUNITIES
rocommunity public 192. 168. 200. 40/24
# TRAPS
trap2sink 192.168.200.40 public
# SYSTEM
# LOG SERVICE
log snmp SNMP info

(1) SNWPHEREZ AL L £,

(2) WMABMYAEERaI =T A ERELET,

(3) Authentication Failure TrapléfE&H Nl L £,
(4)  TraptREE AL L, HAEERELET,

(65) T4 L—a U BREXNBLET,

6) =zarvI74lL—arBRErFETLET,
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5.5 RAT A4V OI—Ta42Y

ABT 4 I N—T 4 VTEEBIZOWTEHALET,
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55,1 avo«45L—3>

ABT A I N—=T 4T DALT 4T = a UREFIZIRITRLET,

X 55-1 R2FT 499 I—T 4 VTR EH

SP# configure
[SP] rtg
[SP-rtg] route default-ipv4 192.168. 100. 10
[SP-rtg] route 172.16.200.0/24 172.16.100. 11
[SP-rtg] addrunning
[SP-rtg] display
# IPV4 ROUTES
route default—ipv4 192.168.100. 10
route 172.16.200.0/24 172.16.100. 11
# IPV6 ROUTES
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING

() TIZANMNNTF—b T2 EFHELET,
Q) mETVv T4 v I AEEEFRELET,
3) T4 lL— g BHEERXRBLET,
4) =avI74 L —arRBREXFRLET,
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5.5.2 ARL— 3 Y
N—T 4 T REICEET L EA 2~ RERIRLET,

(1)  show ip route
N—T 4 T T =T NIEREERLET,

SP# show ip route

Codes: K - kernel route, C - connected, S - static, R — RIP,

0 - OSPF, T - IS-IS, B - BGP, P - PIM, A - Babel,

> — selected route, * — FIB route

S>x 0.0.0.0/0 [1/0] via 192.168.100. 10, etht

C>x 127.0.0.0/8 is directly connected, lo

C>x 172.16.100.0/24 is directly connected, eth2
S>x 172.16.200.0/24 [1/0] via 172.16.100. 11, eth2
C>x 192.168.100.0/24 is directly connected, ethl
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5.6 NTPU2 2472 b+

NTPZ A4 7 o FEREICOW T LE,
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561 avI745L—3>

NP SA T Dary7 47— a o REFAEZRICRLET,

X 56-1 NTP Y 547> FE&EH
SP# configure

[SP] ntp
[SP-ntp] ntp enable (1)
[SP-ntp] remoteserver 192.168.200. 30 = (2)
[SP-ntp] addrunning e (3)
[SP-ntp] display - (4)
# NTP STATEMENTS
ntp enable

default-version 4

default-polling 8
# REMOTE SERVERS

remoteserver 192.168.200. 30 version 4
# LOG SERVICE

log ntp NTP info

(1) NTPZ A4 7> MERREAIMEL 7,
(2)  HERAEDONIPY — " E2HE L £,

3) T4l L— g BHERXRBLET,
4) =74 —arBREXFRRLET,

All Rights Reserved, Copyright (C), 2018, 2020, ALAXALA Networks, Corp.
100



5.6.2 ARL— 3y
NTPZ ZA4 7 > MR EICHEEST 2 EH 2~ FERIZRLET,

(1) show ntp associations
e SILTWVANTP Y — RO EEIREZ R R L E T,

SP# show ntp associations
remote refid st t when poll reach delay

offset

jitter

192. 168. 200. 30 . LOCL. 1Tu 11 256 1 0.826
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5.7 ZDihDEEREFR

RANL, ZA LS =2, VEBE—RT 7 RBAREOREIZOWTHHALET,
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571 av2o2«449L—>3ay
KA, ZA LY =2, VE—FT 7 EBRAGEY, ZooEEEE{FROoa 70 7 L—2 3 VR
EFZ IR L ET,

E 5 7-1 ZD D EEREEFHRD R EHI
SP# configure

[SP] gen

[SP-gen] hostname AX-Sensor (1)
[SP-gen] clock timezone JST 9 e (2)
[SP-gen] ssh enable - (3)
[SP-gen] system temperature-warning—level 40 e (4)
[SP-gen] addrunning ver ()
[AX-Sensor-gen] display .+ (6)

# GEN STATEMENT
hostname AX-Sensor
clock timezone JST 9
telnet enable
ssh enable
icmp limit rate 1000
icmp limit type unreach quench redirect time_exceed param_prob
system temperature-warning-level 40

# ARP TABLE
# NDP TABLE
# HOST
# LOG
(1) FAMERELET,
(2) HZALY— HBISTICHELET,
(3)  ssh¥—ZHILLET,
(4) ERAA Y-V TEETIEEBOAXBEELRELET,
(65) T4l L— g BHEXKBLET,
6) =z T4 Tl L—arBREXFRLET,
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5.1.2 #ARL—v 3>
B BRI B BB o~ o RE IR LE T

(1) show date
HA DS = hEGdi- BRpEREERLET,

AX-Sensor# show date
Wed 12 Sep 20XX 18:20:54 JST +0900 (Asia/Tokyo)
(2) show service

telnet/ssh’2 EFDO VU E— T 7 B AMBEOBHEINNN 2R R L E 7,

AX-Sensor#t show service

Service TELNET is active
Service SSH is active
Service SNMP is inactive
Service NTP is inactive

(3) show environment temperature-logging
HEEOREBEE®EERTLET,

AX-Sensor# show environment temperature-logging
Date 20XX/05/31 15:00:00 JST

Date 0:00 6:00 12:00 18:00

20XX/05/31 24.3 24.2 26.0

20XX/05/30 21.8 25.1 26.0 24.0

20XX/05/29 25.6 - 26.0 24.0
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Y EE

ZOETHE, BB OWTRHBHLET,

6.1 R
6.2 2744 L—Y3>
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6.1 fi#Zsk

v UMHEEIR, Xy NY—2 EEREND NT T 4 v 7 EHWET AETO—D>TT,
NetFlow ExporterffETlX, T=#AK—F, BUHHIIAR—F, XTI A FR— FDOKR— MEEE
WCRHME LR 2479 2 & TEI L ET,
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6.1.1 E=4/KR—F

Fo AR — MIBHRRR Y NI B IT7—V T ENE N T 74 v I 2ZETHEAR— KT
T, BUHRER Y hT— 212V VR 7 L— ARG ENTVAEE, ntudfEzd K& < $ 52 & 2 HER
LET,

E=H R — MMZiIDeny-FiltertEEN L E FIHETT . Deny-Filtert#EEDFEHIT 6. 1. 4.5 Deny-—
FilterfiE) 2L T2 &,

EEHE
o HR— NMZIZIPT RLRADEES LW TL EE N,
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6.1.2 €oHHAR—F

UV H IR — MidNetFlowlF ik Z H 14272900 KR— b T4, NetFlow[FHhko H ) ieikE & B
TAXINIRL, B HIIR—FEORIIA—ZRAAL T %5 L COESENTRETT,

B
B HAR— NI RV A FAR— b EPFHIDATRE T,
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6.1.3 IR A L rR—F

Y F VA2 MR MEERERARONIP — /70 & DA — S & BT D A kT, BRSO —
LEHERT H0BIERL, v R VAL MR R EDORIT = F AL v F &S LT OB ARET
ﬁ—o

R
RV AL R MIEFHDAR = EHARRE T,
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6.1.4 NetFLow Exporteri#ge

AZEE CHEBLY HNetFlow ExporterfiEld, AEBEBDOE=FR—FTZELIL N7y %, 7nu
—Z LTy NERA T Ty NIE —EOR R THER L, REEO® IR — FhrBNetFlow s
7y MERTa L 7 % (NetFlowlE M A £ T 524 0E) ~EE T HHETT, NetFlowlH#IZ 7 7 1 v
7 &#ZAE LT 7 r—%8Ei LG T o —ERFRZICEE i, —ERBNICEH ISR 7 —

NS 1INetFlowlE A 155 L £ A,

6.1.4.1 JO0—0DHEAEH

N7 4o D7u—TCEHICRLTC, 7u—i% [# 6.1-1] OBIEHO Oy F Tkl &N E
T, ZOWBHEBDOEY ha 77— MERET, ZIELENT 7 4 v 7 THBIKRNRFECH O
I, FY 7 —FHc TR 77— LTHFbnE T,

=& 6.1-1 7O0—&H#L7O0—HANEHEDORER

HAEE IPvd 20— IPv6 20— MAC 7 A—

ZlEE= K= L EE

MAC 7 K L% (DA)

MAC 7 K L % (SA)

VID*!

1 1O|0]|0]O
1 1O|O]|0O]O

IPv4 7 K L X (SIP)

IPv4 7 K L % (DIP)

IO|O|0|0]0|O

IPv6 7 K L & (SIP)

IPv6 7 K L & (DIP) —

IP Protocol

L4 7R— h %5 (SP) O*

Z|B|o|o|N|o|or|e|w =]

L4 R— &5 (DP) O

O
O|O|0]|O|0|O] |
|

—_
[\

ICMP A v E—U (XA, a—K) O

ML O @ ikBlxts, — @ iRBlx 5t
X1

TPID f : 0x8100, 0x88A8, 0x9100 F7/ziZ=a> 7 4 /L — g a2 K Ivlan-tpid] OF

AENE
2
TI TR My B GEEEAN T y RSN D5, 0 £7a0 £,

6.1.4.2 NetFlow/s4 v Rz

NetFlow’S%4 v ~iZVersion 9(RFC3954) IZHE > T- T TEE L 7,
71— L OTemplate D& 6. 12107 LET,

& 6.1-2 Template ID

=L
[5:4

J0—&4 Template ID
[Pvd 20— 1024
[Pv6 70— 2048
MAC 7 O— 4096
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6.1.4.3 NetFlowsRE/\5 A —4
WIZNetFlow Exporterf§BEDFRTE/NT A —HXIZHOWTLL IR LET,

#F 6.1-3 NetFlow Exporter #4EEDHRTE/INT A —F —&

# | 3v249L—>3ay T2+ ME A

1 flow—max—entry 200,000 = VU Zu—5oxzr U ERK

2 expire—time 30 2=F ¥ AL, vALFF¥ AL, To—RF
¥ A FOZFR] = b Y OFE

3 flow packet max size 500byte NetFlow ~ Z LIfE (UDP XA 1 — K£&) DO
A XERET 5,
[P~ &, UDP ~ v X (X554},

4 | flow source - NetFlow DO IEETC IPvd 7 KL A Z{EE D

ipaddress IPvd 7 RV RAIZEHETH, KRXT XA —H|T&

ENENGEITWERA 8 7 = — X TERIE S
7= IPvA 7 R L A3 NetFlow [EH D 1E(E T
IPva 7 RLRERRD,

5 | flow source—id 0x0 NetFlow [E¥® NetFlow ~ v ZIZ¥&:HN1 5
1D,

B 5 NetFlow [l 5215 L= B
OYIBNZFH Al HE,

ULl - x84t

6.1.4.4 JO0—HAEHDERE

AT 4T = a VOREICL Y 7 a—OfBISM (F6. 1-1 T7a—5 & 7 a—ihsl 5o
1) ERIBMCERTTEET,

B /NRE 72D 7 v —OBIGRMICEE T 5 2 L CREERORHESCNetFlow N7 v b O % I8
HTZEICL D7 e —HFRINELEE (217 %) ~OAMKEBE G TEET,
WIZT7a—BRSEoERICL a7 0 0 b—2 a3 Ul oW TR LET,

x 6.1-4 JO—HWAEFHDOERICKDAV T+ T L—Yarxin

aAv724L—arnis
# 7 0—D#EAEH IPvd 20— IPv6 7 O— MAC 70—
1 | ZEE=2F— b &R o o O
2 | MAC 7 K1 & (DA) O O O
3 | MACT RL Z(SA) O O O
4 | VID O O O
5 | IPv4 7 KL A (SIP) O - -
6 | IPva 7 K1 A (DIP) O - -
7 | IPv6 7 K L A (SIP) - O -
8 | IPv6 7 K1 & (DIP) - O -
9 IP Protocol O O -
10 | L4 R— h&FEH(SP) O O -
11 | L4 KR— &S (DP) O O -
12 | ICMP A v &=V (XA T, a2—R) O O -

UL O = 3%, - xf54h
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6.1.4.5 Deny-Filter#¥ge

Deny-FiltertBEiZE =R — N HEHOHKIET, T=FKR—FITELICRELET,

FmHR— P TZEFELEZT L—LD5EMACT RLAZHBIL, w1 FFv A hDH, 77— RKFy A
FOIH, =NTFFx AT r— XY X NOMFERERICEDLETHEELET, BEINEY
L—AlINetFlowlFHoD 7 10 —4#£E, BLOAS V¥ 7 = — AMEHMEMEE (B 7%, MIBRE) Oxt
G LT 0 F9,

FREINTZ 7 L—2OMEHERITEM =~ F Tshow netflow statistics detail] TE=ZK— K
TEIHERRTE, wATXx A hETR—REFr XA NOEFHETT,

6.1.4.6 NetFlowlEskE5tRIHAE

NetFlow[E M EF LAY, T=F R — P TRE LB SR Ry hU—27 D7 o —I&F# (flow/sec) &
U HAR— FDSHEET DL s Z T L DONetFlow 7 v kDi@fE & (bit/sec) Z2HlI3 2 HEEET
—a_qo

Ef a2~ K lshow netflow statistics deteil] TEHHFERZFRRL £,

FRAEFFCER BEAE LN EICAREEDOARET D 2 L Ta L 7 X ~DONetFlowik {5 AW D B L% BRI 5
ZENRTEET,

SHAlCE L Doy T 4 S L— g VEREZUTFICRLET,
% 6.1-5 NetFlow [ERE TRt EEI M EL OV T4 L—2 3 VEE

EHAIRA
7 0—1HHRE NetFlow BIEE
i ayvI49b—>3aravwr R (flow/sec) (bit/sec)
netflow {72 —5F} enable O @)
2 | flow ipaddress - O

O O : x5, - X544

R
+ NetFlowilB/E & (bit/sec) DEHIZTH7-DI2lE, 2747 b —yara<w R Tnetflow {7 u—
%A} enable) & [flow ipaddress] DM FARET DMLENH Y 7,

#EH 2~ K [show netflow statistics] DEHIFERIZOWVWTLUTIZRARLET,
3% 6.1-6 show netflow statistics <> FOEHAIFE TR

HARA
7 0—1FRE NetFlow EEE
% EBRAavYUFK (flow/sec) (bit/sec)
show netflow statistics O -
2 | show netflow statistics detail O O

UL O = %%, - x84
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6.1.4.7 expire-timeDEHIERIEE

expire-time DEHRFIETILX, T=FFR—FTZEBE L7V —bhka2=Fxv A, /LT Fx A},
To— RK&®x A FOMBRHNZHBIL, 7o—&HT Llilexpire-timez a7 4 7 L —3 g U TRETE

ij_o

& 6.1-7 expire-time ®a>27445L—>3 URtit

aAyvI47L—avnis
i 7 A—&H A=FvRXH TILFEXYR b JO0—F¥X¥ X+
1 IPv4 7 1 — O O O
2 IPv6 7 & — O O O*
3 | MAC 7 — O O O
LB O = x4, - xt54th
X1

AT 4 T =g VERTEIZABETT D, M TATL—AEH Y EHA,

6.1.4.8 ALYV ABEECEDTO—FHIETE

VLA DT —LHREIX, (EDO I LY LI TED 7 n—5 R RET 1R T

—g_ﬂo

O 7o —& G LCRIATA8E, BErHHiR—hoar 74 7L —32a U TCHRET S
VL7 BRI T =R ERET A Z LY, BEO T -5 CHEH L7 o —{F#H (NetFlow
Ry N EAEED I LI Z5EIEED 70—t e L CEETE £,

X 6.1-1 ALY AEHEIEDTO—LHEIEEH

IPv4 7 11—

: ’31/757/%
MAC 7 &7 —
’:V??B
=5 /AT

IPv4 7 — & MAC 71—

= ..

RNAEE
(IPv4 7 a— : %))
MAC 71— : %))

6.1.4.9 NetFlowX{EfEIFRED T AE/LFREIHERE

NetFlowik/(E [FFR O FYELFHHIHEREIX, NetFlow N7 » FOEERHIBEZHFASI T2 Tar sy (7n
—IEHAEFVEE) ~ORIFRE M 2 LT e T,

FmHR— P C—EICZELE N T 74 v 7 D7 a—BREWES, expire-timeflmik (Zidif: LT
NetFlow/ X7 » h&EEETHID, R—A RN T T4 v 7 b al sy (7a—FREHERE) ~0
AR DB KT 28BN B H D £,

a7 47 b —vara<wl R Iflow send-interval] (2 X W NetFlow N7 v FOEEMRERTE T
9,
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VL AR EBEIRE L TV ASA, $E7e—REL 2Ly Z5kOm B EL TV
BEIBWTE, 1507 B—RfEn b a Ly S 5iJi~NetFlow o v b &85 2 HALCRIREZ 7

ficEEd,

6.1-2 NetFlow/4 vy k3% {ERE MR D A & H L

ALEE aLJHAN aALZHEB .- calLyHH
NetFlow /37w b (7 @ —4:48 1)
NetFlow /34 o k NetFlow /3% b (7 & —5f4 1)
SR s :
NetFlow /34w b (7 & —5{4 1)
S G RN I
NetFlow /37 v k(7 1 —24&f1: 2)
NetFlow /347 v k(7 1 —5:f4 2)
NetFlow /X% v K >
Rl B :
NetFlow /347w b (7 = —5A% 2)
6.1-3 NetFlow/X4 v MEERREICK D FEERDT ST A—D
ke L EHEL D D
A Ay
4 /- \ 72 ER A =L B AR R
P4 P4
b b
b 4
«—» gl < » | REfH
R FAEC & 9 SR RIS
% X R
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6.1.4.10 IP7 FLREHHERE

IP7 FUAERIBEREL, T=2HF—FTZE LTy hOREILIPT FLABLUSEEIPT K LA
LT, RELES LT 4 v 7 AEFTOIPT FLARRIULES, RL7e—L LTy MUK
FT DHEEE T,

TV 7 47 ARXY ey hOIPT RL A0 £9,

[ 6.1-4 FEEIPT KL REHKDH

737y b A AHE
il LA X
5856 IP 77 R Sy b AL B by e
192. 168. 100. 10 e . -
S IP T KL A _
v
- ~ 192. 168. 100. 0
Ny B | »| =RV
SEHEIP 7 RL & . TVT7 4 v I AR
192. 168. 100. 254 24
N\ J — |
/ [ kY 2
4 )\ )
Ry kC Ny hC
192. 168. 200. 50 192.168. 200. 0
N\ J
EE I

c —E U FVICEET D E, EBRRIOIPT RLAICRET Z LI TE A,

- AEEIXEN L72IPY RLADOMIZ 7 2 — DB EMHENET—HT H20ERNHY £7, 72—k
BISEEN R REAE, BAasd 77— LTy NIRESINET, 7u—0RI5E136. 1. 4. 1
7u— ORI EBRL TSN,

c IPvAT R ADIHYR— Fxt4T9,
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6.1.4.11 AU 7y FEFHLE
F 7T NEEAHIEIX, NetFlow Exporterféfe cr7m—ZLIZEH L TWA A7 T v~ & (IN_BYTES >
4=V R) IZX LT, ZLb—AZLICRESINTMEME (EEME 2imsELET,

AEEBEIIFCSE RS, LA Y2 LD T V=LA KE2 A7 T v MEOERRIRE L TWE 70, BEIISG
CTHIEMEEZREHB LTI EE0,
PLFICA 7 7 v NEOEHRRIZOWTORLET,

6.1-5 Ethernet 117 L—L (VLAN TagE Y DiFH)

LAL¥1 LAY 2 LA¥Y3LLE LAFV2 LAY
5645 MAC | 2413 7T MAC Ether
FYTrIN | FRLVA | 7 RLA | VIAN Tag Type ~Nqm— R FCS IPG
(®) (6) (6) (4) (2 (42~1500) (4) (12)

F0 Ty MEROEFRG L 725 T L— AR ORI

ORIFA 77T v M ETRT,

6.1-6 802.3LLC/SNAPZ L—L. (VLAN TagF Y Di5&E)

LAYl LAY 2 LAY 3Lk LALY¥2 L1411

& »ld »
< Ll bl L

A
\4
A

Ve 565% MAC | 51571 MAC
7N | SFD| ZRL A | 7KL & | VLAN Tag |Length | LLC | SNAP = A m— kK FCS IPG
@) (1) (6) (6) (4) (2 3 ®B (34~1492) (4) (12)

A
A 4

7T MEOEEIRSR LD T L — AR O
ONZA 77 v M ERT,
LAFICEHFIZ R L ET,

1)
LAY EoERE A7 7 MIUTHITE ONE) LGS T FTOfEZZFE L 7,
ZFU 77 (+ SFD) + FCS + IPG = 24

f12)
LA V3 EDIE#RE AT 7~ MEICHIE BE) LIEWESIEUTOEEZHRELET,
SEHEMACT R 2 + EEITCMACT KL 2 + VLAN Tag + Ether TypeZF 7-i¥Length = -18

a8t
CHEEIIETEE A0, RS R Y N T —ZIZVLAN Tagh ¥ L VLAN Taglt LD 7 L — ADNELE
L CWABEAIIIERER AT v MEFEN TEET A,
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6.2 aAvIJ4JL—3ay

vUHEREDa L T 4 S — g IOV TEB LE T,
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6.2.1 NetFlow Exporter#ged v k7 —2 #EHI
WIZNetFlow Exporterf$GEZ A L= %y MU — 7 ¥ 2RISR L ET,

6.2-1 NetFlow Exporter #BEZ#ER L=y b7 —2 5]

@ L7 & B(210)
BLHIT S Yo R— R
ethl

a7 Z A(200)

/ [7 o — (SR E ]
y\ 192. 168. 200. 0/24

F=HR— | VXY A L FAR— | BRAEE AR (250)
eth4 eth2

KAy aNERy NI =T DRA MNEFERT,
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6.2.2 a>I740L—> 3 EEM

6. 2-1C7~x L7-NetFlow Exportert¥fEZ R L%y NU— kBl D a7 4 7L — g VERED
IZDWTRIZR LET,

6. 2-2#RBIDaV T4 L— a3 VEREH

SP# configure

[SP] eth W EA A T = — Rethl AR
[SP-eth1] ipaddress 192.168.100. 100/24 - IP7 RLAZHTE

[SP-eth1] exit

[SP] eth2 B A T = — Reth2E AL
[SP-eth2] ipaddress 192.168.200. 100/24 - IP7 RL AZHRTE

[SP-eth2] exit

[SP] eth4 WA B T = — Rethd B AL
[SP-eth4] mtu 9216 mtu 9216123 E (Bl SRR >y h U —7

WP % VAR T L= AR HN TV A A Intud REAREICTAZ L A2HERL £9)
[SP-eth4] exit
[SP] netflow

[SP-netflow] netflow ipv4 enable ---71:/»*%14&0)1%4711%%7%@11[:
[SP-netflow] netflow mac enable expire-time 30 60 60 ~J0O0—FHEONCTO—ZFM
£, expire-timea1=F v X k- TJ)IFXx¥X - TO— F:’F'VX FEZNZTNOBRMIZEHRTE
[SP-netflow] exclude-field ipv4 src—ip - IPv47 O—@ 7 v —f@BISR M0 5 EE T
IPvAT R U A ZXGMIERE

[SP-netflow] adjust-in-bytes—field 24 ATy FEEEZRE
[SP-netflow] ipv4-prefix—-mask dst-ip 24 - FEAEIPT RURAERK DO T LT 4 v 7 AR
BRE

[SP-netflow] vlan-tpid Ox1111 0x2222 0x3333 --VLAN TagZ#FI9 HTPIDIE %% E
[SP-netflow] traffic-monitor-port ethd B H AR — N ERethdlTERE

[SP-netflow] deny-filter eth4 broadcast B =X R— MZDeny-Filter® 7 1 — K%
¥ A NIy NEEERE

[SP-netflow] mgmt-port eth2 e RY AL RAR— R B eth2iZFEE
[SP-netflow] output-port ethil e IR — R & ethll Lp.,z““
[SP-netflow-output-port—ethl] flow ipaddress 192. 168. 100. 200 port 9996 I LT HAD

IP7 FLARBIVPLAR— NEFERTE

[SP-netf low-output-port—ethl] flow ipaddress 192. 168.100. 210 port 9996 mac ---=x L 7 ZB®D
IP7 RLABLOLAR— hES, MACT B —DHDEF IR E

[SP-netf low-output-port—ethl] exit

[SP-netflow] exit

[SP] addrunning o ERTE B B

[SP] exit

SPit

SP# copy conf running start a7 4 J— g VERRTE

WARNING: Do you really want this config to become the start config (y/n)? [n]: vy
SP#
SP# display conf running a4 T =g VRN
HHHHHHE
# Ethernet #
HHHHHHE
ethl

# INTERFACE STATEMENTS

# IPV4 STATEMENTS

# IPV4 ADDRESSES

ipaddress 192.168. 100. 100/24

# IPV6 STATEMENTS

# IPV6 ADDRESSES

# IPV6 PREFIXES
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# ETHERNET STATEMENTS
eth2
INTERFAGE STATEMENTS
IPV4 STATEMENTS
IPV4 ADDRESSES
ipaddress 192. 168. 200. 100/24
IPV6 STATEMENTS
IPV6 ADDRESSES
IPV6 PREFIXES
ETHERNET STATEMENTS

H H =

H=H HH = =+

eth4
# INTERFACE STATEMENTS
mtu 9216
# IPV4 STATEMENTS
# IPV4 ADDRESSES
# IPV6 STATEMENTS
# IPV6 ADDRESSES
# IPV6 PREFIXES
# ETHERNET STATEMENTS
S
# LOG SESSIONS #
S
log
# LOG SESSIONS
log—session MNG local 2 MB
log—session NTP local 512 KB
log—session SNMP local 512 KB
# SERVICES LOG SESSIONS
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS
T
# SNMP #
T
snmp
ST
# ROUTING #
ST
rtg
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING
T
# FIL #
T
fil
T HHHH
# NITP #
T HHHH
ntp
# NTP STATEMENTS
ntp disable
default-version 4
default-polling 8
# REMOTE SERVERS
# LOG SERVICE
log ntp NTP info
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S
# LOOPBACK #
S
S
# GEN #
S
gen
# GEN STATEMENT
hostname SP
clock timezone UTC
telnet enable
ssh disable
icmp limit rate 1000

icmp limit type unreach quench redirect time_exceed param_prob

# ARP TABLE

# NDP TABLE

# HOST
S
#  NETFLOW #
S
netflow

# NETFLOW STATEMENTS
netflow ipv4 enable

netflow mac enable expire-time 30 60 60

exclude-field ipv4 src—ip

# ADVANCED
adjust-in-bytes-field 24
ipvd-prefix-mask dst-ip 24

vlan-tpid 0x1111 0x2222 0x3333

# TRAFFIC MONITOR PORT
traffic-monitor-port eth4

# DENY FILTER
deny—filter eth4 broadcast

# MANAGEMENT PORT
mgmt-port eth2

# OUTPUT PORT
output-port ethi
# FLOW INFORMATION

flow ipaddress 192.168. 100. 200 port 9996
flow ipaddress 192.168.100. 210 port 9996 mac

[SP]
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1.1 ZEDMHE, EFEXLEROXW

1.2 BERRRSA X

1.3 AEEDHEH
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1.1 REDMRE, FEERERORIG

(1) AEEDERMNALLEL

AILE OB % OFF 12 L, BT —7 VOl X OB 2 R L T Ea,

BT — 7V Ok L OB IR 2 <, REEOEIRNDA S 2V A T RIEN [2H#
LTSN,

(2) ATAVIRRAT—FDO LSTIL

EAT, vl A ra—TORAY—REEN T LENREEIZR 74 U TERWEAE, UUF
DOFNMETHISE L TLIEEN,

L SEAE A A~ LTS IZ a0,

2. #EHa~< Fledit systemusers] TR 7 A L 2—HFD/RAT— REZEE LT ZE,
INAY— ROERFHEEEBRENEML T EI0,

PEEBE D NRAY — FE2RE - R LG EIIRGEE ICERKE L T ES0,

B) N—FHx7, YIr9zT7OEEIZLIBLEH
N= Ry =TV T7 MU 2T OREFEICLY, BHEITAEEOFHEE N TOND Z RV 7,
FOBAIIEEFTREZBFEL-RICHESH LTI OT, EEETHRICEEFRAEREGL CLE
SV, BUE U7 EEFRIERSEZICEM L TLF SN, BEEROBSEFET (7.2 kEE
RS HE] 22RL TSN,

) EHELEY—IJILEZERELTEHAUVE 7 —ARY V97T LEN

Bt LI r—TNDA L H T 2= AN 7T v T LRWEAIFUTOFIETHIG L TLEE
A
1. KIEFBOWMHA L H T 2—ADaL T 47 L—3 32 linterface down| 23i%E S
TWRWEZR L CTL &V, Tlinterface down] &> TWARSITary 74 71—
g T linterface up] IZREL T ZEW,
2. MEBHEEOA L H T2 —AREPBETEET— RE2o TWVRWVDHER LTI, Ak
BOD 16 A & 7 = — A% 10/100/1000Mbps DA — F Rx L= —3 5 L OIHIZHIH LT
b\ij—o

(B) ¥ URTL—LD NetFlow fERZ(FHAEA S

F=Z AR — bO mtu REZEYIREICRE LTI ES 0,
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(6) ZA> 7 kIZ TYou have warning messages. Use “show sp” to see them. ] M A v tE—HH

hsEnsd,

A < R Tshow spl 2347 LT WARNING O NEZ L L T 72 &\, WARNING DM AX—
Sensor A~ Rl L 77 L AD [ 1.2-5 show sp THERIND (2) D WARNING —& | %

ZRL T ZE Y,
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1.2 RERBRREAE

FEE T MO BT TR OV THIA L £7,

TRFMRIZ L7223 THATER 7 7 A VERS L TS E S0,

. HEEFHEE—RFCTa/Ar LTI,
HEf 2~ K lshow tech—support] ZFEITL T EW,
HEf o~ K lexport dump—file] ZFEITL T 72V,

FATT D EBAGATREZR AT 7 7 A LV EIE L, =7 AR — M ETHTONE T, FEFTHFROBEIZIER
v NU—7 5B LTy AR— N EITWVET,

Y bI—VERALTIY AKR—

a< > K lexport dump—file] O/XT A—XZ|ZURL ZRET A & TRy NU—IRETOHT
JAR— P EEMLET, ftp(FRF tftp) ZRALTO T 7 A MIBETT DT, =7 AR— |
Je b7 DR T ftp (721 tftp) V— "B EEN L TWHALERH Y £,

MARIEE D ftp/tftp — NTEE) L TV RW=8, SRS AREEE ~D ftp/tftp HfrT T
FHA,
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1.3 AREEDHBEE

BEENEIE LaaWgaid, REEOHEENC LY EET D ARENDH Y £

TRLFMEIZ L7z » TAREE 2 FHlE) L TS 72 &0,

. EEEHEZE—RFRTeS A LTLFEFEN,

2. HEMa< K lreload] ZFETLTL7ZEV,

Y e MK, 2V ADEbERb bR A Y, RERTEROGE, Uty MRS T L
CHEBH T
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TEHFIE

FEEHEEIZOWTIHA LET,

=
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S
I
2
#*
H

8.1 FEFE
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8. 1

TIEEIR

(M

BHAO< > K Tshow netflow statistics detail] @AY U RIZEHT HEEEIE
+ Total @ [Received Packets]| [Received Bytes] DU "7 v 7 ENRVN,

BRI SRR Y NT—I O 8T 7 4 v 7 BZELTORWAEERHY £, E=FF— b
DAL T 4T L—a VBRE, FRIEIWEA 27— 2AOREB IO ERAMHRLT
<IEEW,

« K7 a—&D [Overflow Packets] WH U N7 v 7 &5

Jo—xzy NEBBICE D = P RBEETEERAL, 27 407 L — a3 [flowmax-
entry] OFETHRARZ MV HOREL REL T ZE0,

« K7 a—5&D MDiscard Flows] WA " T v EN5,
TAVUVARBREINTNAENERLTLEEN,

TP HIR—MNCEEE(EL 7 Z2)Dar T4 7L —2a VEEDN SN TWANHER LT
TEEV,

BRXSHR Y NT—I 00 8T 7 4 v 7 %fEHICary 7 0 7 b—31 3 Tnetflow] TENT
7 —% disable DFREIZ L TWRWMDFER L T 7Z X0,

« Collector @ [Discard Packets] , [Discard Templates] , [Discard Flows] 307> ~7
T IND

TP HAOR—IRY I E T L TR WDER L TLE &,

EH a2~ K Ishow ip route] TRV HHNFR—FEEEFELE(ZVvIX)OV—FT 4 T T —
TAERBIE LR L T 7230,

2) EZ4R—FREICETHIEFER

U HIIR—FBIPR A MR THEHL WAV H T 2—R% [P 7T RLAD
HIBREITORNWTE=X R — MIRE LEHES, %A ¥ 7 =2—RZ ARP = U BFET
HENE, FE=FAR— 0oy hBRHITENET,
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HERA  ZERLRAE

{18#kA.1  NetFlow
= A-1 NetFlow DEMIERE L UENS

HMIEES (ETHFA) Bit4

RFC3954 (2004 4= 10 ) Cisco Systems NetFlow Services Export Version 9

18%A.2 SSH
F A-2 SSH ORI S & VEIE

REES (RITFA) R4

RFC4250 (2006 4= 1 H) The Secure Shell (SSH) Protocol Assigned Numbers

RFC4251 (2006 £ 1 H) The Secure Shell (SSH) Protocol Architecture

RFC4252 (2006 =1 H) The Secure Shell (SSH) Authentication Protocol

RFC4253 (2006 21 H) The Secure Shell (SSH) Transport Layer Protocol

RFC4254 (2006 4= 1 H) The Secure Shell (SSH) Connection Protocol

RFC4255 (2006 4E 1 H)

Using DNS to Securely Publish Secure Shell (SSH) Key
Fingerprints

RFC4256 (2006 4E 1 H)

Generic Message Exchange Authentication for the Secure Shell
Protocol (SSH)

RFC4335 (2006 4E 1 H)

The Secure Shell (SSH) Session Channel Break Extension

RFC4344 (2006 4E 1 H)

The Secure Shell (SSH) Transport Layer Encryption Modes

RFC4345 (2006 4E 1 H)

Improved Arcfour Modes for the Secure Shell (SSH) Transport
Layer Protocol

RFC4419 (2006 4F 3 H)

Diffie-Hellman Group Exchange for the Secure Shell (SSH)
Transport Layer Protocol

RFC4716 (2006 4= 11 H)

The Secure Shell (SSH) Public Key File Format

RFC5656 (2009 4= 12 H)

Elliptic Curve Algorithm Integration in the Secure Shell
Transport Layer

{T#KA.3  NTP
& A-3 NTP DEMRIEE L VEIE

HMIEES (R1THFA)

Bik4

RFC1305(1992 4E 3 H)

Network Time Protocol (Version 3) Specification,
Implementation and Analysis

RFC5905 (2010 4E 6 H)

Network Time Protocol Version 4: Protocol and Algorithms
Specification
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{T#%A.4 SYSLOG

& A-4 SYSLOG DEMBREE L V&S

HEES (RTER) H4
RFC3164 (2001 4 8 H) The BSD syslog Protocol
T8A5 A —HxRy b
RAD A1—HHR Y FM AT —RADEHREE L VEE
]l Bk Bltgs
10BASE-T, IEEE802. 3 2008 | Carrier sense multiple access with collision
100BASE-TX, Edition detection (CSMA/CD) access method and physical
1000BASE-T, layer Specifications
10GBASE-R TEEE802. 3ae Media Access Control (MAC) Parameters, Physical
Standard-2002 Layer, and
Management Parameters for 10Gb/s Operation

{T5%A.6  SNMP

& A-6 SNMP DEMMRIR E & VENE

REES (RITFA)

b1

RFC1901 (1996 41 A)

Introduction to Community—based SNMPv2

RFC1902(1996 41 A)

Structure of Management Information for Version 2 of the
Simple Network Management Protocol (SNMPv2)

RFC1903(1996 4E 1 H)

Textual Conventions for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1904 (1996 4E 1 H)

Conformance Statements for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1905(1996 4E 1 H)

Protocol Operations for Version 2 of the Simple Network
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