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1.
AP AP Wi-Fi
P AP
1.1 AP
AP Web Web (WMI)
1. PC AP (192.168.1.10/255.255.255.0) IP
PC AP  LAN
192.168.1.10
192.168.1.100
‘ AP
Administratorﬂ
Same Subnet: 192.168.1.0/2556.255.255.0(192.168.1.x)
2. Web AP(192.168.1.10) P

C | 1]192.168.1.10

Administrator Login (admin) (admin)

_t

Username :

Password :




3. System Overview

System Overview

¢ System

System Name
Firmware Version
Build Number
Location

Latitude
Longitude

Site

Device Time
System Up Time

CPU/RAM Usage

@ LAN Interface

MAC Address

ECWO5211-L
3.43.00

1.9.2.2-1.9591

Detecting...
Detecting...

EN-4&

@ Radio Status

RF Card MAC Address Band Channel TX Power
RF Card A 00:1F:D4:07:43:07 802.11g+n 6 25 dBm
RF Card B 00:1F:D4:07:43:08 802.11ac 157 26 dBm

2019/07/24 17:02:43

90 days, 2:15:56

10.50% [ 72.30%

0 AP Status

00:1F:D4:07:43:05

RF Card Name : |RF Card A ¥

IP Address 10.2.52.11

Subnet Mask 255.255.0.0 Profile BSSID ESSID Security 0|_1Iine TUN

Name Type Clients
Gateway 10.2.1.4
VAP-1 00:1F:D4:07:43:07 Guest Network Open 0 a
@ CAPWAP o 1Pve
Status [Disbied Status Disabled
4,
- Utilities Change Password

- New Password

|

System

Re-enter New Password

»

3 -

Wireless Firewall Ltilities Status

Change Password NBackup & Restore\[ System Upgrade\[ Reboot\[ Upload Cert'mcaua\[ Background Scan\[ Discovery Utll\ty\[ Network Utili‘t’\es\

Home > Utilities > Change Password

Change Password

Name :| admin

Re-enter New Password :

Name : user

Re-enter New Password : l:l




1.2

System  General (Home>System>General) AP

= “» S -~ S

CYETEMm] Wireless Firewall Utilities Status

If_-'-eneral INelwork Interface | DHCP Server '\ Management | CAPWAP \ IPv6 { iBeacon '{ RTLS '\ DPI DNS

Home > System > System Information

System Information

Name : | ECWO05211-L

Description :
Location :

Latitude : | Detecting...
Longitude : | Detecting...

Time

Device Time : | 2019/07/24 17:04:26
Time Zone : (GMT+08:00) Taipei v
Time ;| ® Enable NTP Manually set up
NTP Server 1:|192.168.1.254

NTP Server 2 : | time.nist.gov

1. System Information (Name Description Location)
AP
2. Time Enable NTP (Network Time Protocol (NTP)
) AP
6



1.3
LAN AP LAN
1. AP IP
Network Interface (Home>System>Network Interface) ] ) ] .
Generali‘ Metwork Interface [ DHCP Server‘:-"[l_.Management‘.ﬂ"[_. CAP’W‘AF“E"{EIPvG‘:-"[I_.iBeacon “l RTLS‘:-"[I_.DPI DNS‘:“'-._I_.
Home > System > Network Settings
Network Settings
Mode:| @ static DHCP | Renew

IP Address : [192.168.1.1

Metmask : |255.235.255.0

Default Gateway : [192.168.1.254

Primary DMS Server : [192.1656.1.254

Alternate DNS Server :

Ethernet IGMP Snooping : | ® pjgable Enable
Layer2 STP: | Disable WA
Mode
Static (IP Address Netmask Default Gateway Primary DNS Server )
AP IP 192.168.1.10
DHCP AP LAN IP DHCP SAVE
2. Wi-Fi SSID
1 Service Set Identifier (SSID) A(RF Card A) 1 SSID
B(RF Card B) VAP Overview (Home>Wireless>VAP Overview)
No.1(VAP-1) SSID
7



> “» § -~ E]

System \Wireless Firewall Utllities Status

" N a f N (
IVAP Overview l General \I VAP Config \ Security \J Repeater \ Advanced \{ Access Control \ Hotspot 2.0 \‘

Home > Wireless > VAP Overview

VAP Overview

RF Card A
VAP No. ESSID Network Mode State Security Type MAC ACL Hotspot 2.0
1 Guest Network Bridge Open Disabled Disabled
2 Virtual Access Point 1 Bridge Disabled Open Disabled Disabled
3 Virtual Access Point 2 Bridge Disabled Open Disabled Disabled
4 Virtual Access Point 3 Bridge Disabled Open Disabled Disabled
5 Virtual Access Point 4 Bridge Disabled Open Disabled Disabled
6 Virtual Access Point 5 Bridge Disabled Open Disabled Disabled
7 Virtual Access Point 6 Bridge Disabled Open Disabled Disabled
8 Virtual Access Point 7 Bridge Disabled Open Disabled Disabled

AP (VAP)
- VAP AP (
BSSID) AP
- VAP (SSID Network Mode VLAN ID Security
AP SSID

Untagged VLAN

8 NOTE

-7 VAP-2
-7 Untagged VLAN

AP D VAP-3 Enabled VAPs

VLAN ID: 30

VAP-4

VAP-1 (Enabled) VAP



| »

System

WIrE|ess

‘VAP Overview \ General | VAP Config | Security | Repeater ‘| Advanced | Access Control \| Hotspot 2.0 \

N v =4
Firewall Utilities Status

Home > Wireless > VAP Configuration

VAP Configuration

Profile Name :

RF Card A : VAP-1 v

VAP : Disable ® Enable

Profile Name : | yap-1

ESSID : | |Guest Network
Network Mode : | | Bridge ¥
VLANID: @ pisable
VLANID :
CAPWAP Tunnel Interface : | | Disable
e SAVE

VAP (

VAP VAP

Profile Name ID/ VAP

ESSID Extended Service Set Identifier (ESSID)

Network Mode

1 Bridge VAP

LAN DHCP

i Bridge mode

. Client A
: 192.168.1.31 VAP-1

Subnet: 192.168.1.0/24 (192.168.1.%)

Enable

*(1 - 4094)

"RF Card A: VAP -1") VAP

VAP

( NAT
P

DHCP )

P
192.168.1.31)

Client Traffic Source IP address:

D 192.168.1.31 @
= »

Gatewa
AP y

192.168.1.10 192.168.1.254

Subnet: 192.168.1.0/24 (192.168.1.x)



- NAT VAP SSID DHCP Network Address Translation
(NAT) SSID DHCP
IP NAT /
IP AP IP (
192.168.1.10)

NAT mode
DHCP Pool: : !
10.101.0.20 ~ 100 ‘ | Client Traffic Source IP address:
D | 192.168.1.1 ,
(¢
Client B Gateway
10.101.0.52 AP 192.168.1.254.
S Ll 192.168.1.10 RN
 Subnet: 10.101.0.016(10.101.x.%) Subnet: 192.168.1.0/24 (192.168.1.x)
- VLANID SSID VLAN SSID AP
VLAN ID
- DHCP Profile DHCP DHCP IP Home>System>DHCP
Server
- CAPWAP Tunnel Interface AP AP
3
91 Disable( ) AP CAPWAP
1 Split Tunnel AP CAPWAP control
data
1 Complete Tunnel AP CAPWAP control data
- VLANID VAP  Bridge
- DHCP DHCP VAP NAT
8 NOTE
- VAP NAT CAPWAP Disable( )

Split Tunnel 2

10



3.

Home>Wireless>General

RFCard A B

RF Card B 5GHz

RFCard A 2.4GHz 802.11g+802.11n Antenna Mode 2T2R Channel Width 40MHz Channel 6
RFCardB 5GHz 802.1lac Antenna Mode 2T2R Channel Width 80MHz Channel 36

8 NOTE

RF Card A

\

VAP Overview | General [ VAP Config \L Security \L Repeater \[ Advanced \L Access Control \L Hotspot 2.0 \'\

Home = Wireless > General Settings

General Settings

Band:||24GHz ¥

Short Preamble : Disable ® Enable

Short Guard Interval : Disable ® Enable

Antenna Mode : || 2T2R v
Channel Width : | (20 MHz ¥
Channel : || g v

Teamemit Dawne | [0 v s =

RF Card Name : | RF Card A ¥

Protocol | [g02 11g+802.11n ¥ | [ Pure 11n

Band: | [3GHz 7]

Short Guard Interval : Disable ® Enable

Antenna Mode : | [ 2T2R ¥
Channel Width : || 80 MHz ¥

RF Card Name : |RF Card B ¥

Protocol : | [g02 11ac v| [ Pure 11n

2.4GHz

Channel : || 36 v
Tranemit Power * | [1 aunt 4 w |
|
AP
SSID ESSID BSSID
- Service Set Identifier (SSID) LAN
- Extended Service Set Identifier (ESSID)=SSID AP
SSID AP
- Basic Service Set Identifier (BSSID)=AP MAC AP
ESSID BSSID ( )
11



2. Web
AP Web AP
AP AP CPE 2 Menu
Web (WMI)
AP Mode
System Wireless Firewall Utilities Status
General VAP Overview Firewall List Change Password Overview
Network General Service Backup & Restore Interfaces
Interface
Port VAP Config Advanced System Upgrade Associated Clients
DHCP Server Security Reboot DHCP Lease
Management Repeater Upload Certificate Link Status
CAPWAP Advanced Background Scan Event Log
IPv6 Access Control Discovery Utility Wireless Log
iBeacon Hotspot 2.0 Network Ultilities Monitor
RTLS
DPI DNS
CPE Mode (ECWO05212-L )
System Wireless Firewall Utilities Status
General VAP Overview P/ Port. Change Password Overview
Forwarding
Network General DMZ Backup & Restore Interfaces
Interface
Port VAP Config Advanced System Upgrade Associated Clients
DHCP Server Security Reboot Event Log
Management Advanced Upload Certificate Monitor
Access Control Background Scan DHCP Lease
Site Survey Discovery Utility UPnP
Network Utilities
SAVE
8 NOTE SAVE Some modification has been

saved and will take effect after Reboot.

12




3. System

System

3.1 General

AP

{General | Metwork Interface ' DHCP Server '\ Management Y CAPWAP ‘| IPv6 ‘| iBeacon | RTLS '\ DPI DNS

Home > System > System Information

System Information

Name

Description (
Location

Time

Device Time

Time Zone

Time 2
- Enable NTP

System Information

Name : | |Fcw05211-L *
Description :
Location :

Latitude : | Detecting...
Longitude : | Detecting...

Time

Device Time : | 2019/07/24 17:13:03
Time Zone : || (GMT+08:00)Taipei
Time: @® Epable NTP Manually set up
NTP Server 1:192.168.1.254 *

NTP Server 2 ;| [time.nist.gov

Network Time Protocol (NTP)
IP
SAVE

Time Zone : || (GMT+08:00)Taipei

Time ;| @ Epable NTP

Manually setup

NTP Server 1:| ltime.nist.gov .

NTP Server 2 :

- Manually set up

SA

VE

Time Zone : | | (GMT+08:00)Taipei

Time : Enable NTP

Set Da

* Manually set up

te:|| 2017 ¥ [Year| 12 ¥ |Month | 18 ¥ |Day

Set Time : | 15~ |Hour| 10~ |Min|00 ¥ lSec

13
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*Some modifications have been saved and will take effect after APPLY . WMI
APPLY

& NTP
NTP

14




3.2 Network Interface

(IP Address Netmask Default Gateway Primary
DNS Server)

General \ Network Interface : Port \| DHCP Server \| Management \| CAPWAP \ IPv6 \ iBeacon \\ RTLS ‘| DPI DNS

Home > System > Network Settings
Network Settings
Mode :| @ static DHCP | Renew
IP Address : 10.2.52.110
Netmask : 255.255.0.0
Default Gateway : 10.2.1.4
Primary DNS Server : 8.8.8.8
Alternate DNS Server :
Ethernet IGMP Snooping :| @ Disable Enable
LLDP:| ® Disable Enable
Layer2 STP : | | Disable v
Mode Static LAN IP
- |P Address LAN IP
- Netmask LAN
- Default Gateway LAN P
- Primary DNS Server DNS( ) IP
- Alternate DNS Server DNS IP
Mode DHCP DHCP
IP DHCP
LTE (EAP100 Only) SIM LTE USB 2
- No LTE LAN
- LTE LTE
Ethernet IGMP Snooping IGMP
IP
IGMP Snooping
LLDP LLDP(Link Layer Discovery Protocol) IEEE (IEEE802.1ab)
(TxInterval * TxHold)
LAN( )
- TxInterval
- TxHold
LLDP : Disable ® Enable
TxInterval : |30 second(s) *(5-32768)
TxHold : |4 time(s) *(2-10)
15



Layer 2 STP AP

2STP

AP  RSTP Bridge Priority
Hello Time Max Age Forward Delay IEEE

Layer2 STP : | [RSTP (STP Compatibility) |

Bridge Priority :

Hello Time : * {1 - 10 seconds)
Max Age @ = (6 - 40 seconds)
Forward Delay : * (4 - 30 seconds)

16



3.3 Port

General [ Network Interface | Port | DHCP Server J Management ‘| CAPWAP l IPv6 l iBeacon l RTLS J DPIDNS

Home > System > Port Configuration

Port

VLAN ID Enable
VLAN ID
VLAN ID

CAPWAP Tunnel Interface AP

LAN VAP WDS
AP WAN

TIP

VLANID :

TIP :

Port Configuration

CAPWAP Tunnel Interface :

® Disable
VLAN ID :

Port:|LANL ¥

Enable
(1 - 4094)

*For tunneled LAN ports, Service Zones to VLAN ID Mappings are:
Default Zone = 1000, SZ1 = 1001, SZ2 = 1002, 5Z3 = 1003, SZ4 = 1004,

525 = 1005, 526 = 1006, SZ7 = 1007, 528 = 1008.

*LAN port traffic tunneled back to a Controller without a VLAN ID will be suspended

from access to any network service.

*The 802.1p and Uplink Bandwidth settings are shared by all interfaces (LAN Ports /

VAPs) that with same VLAN 1D.

LAN

VLAN ID

Port
Disable LAN
CAPWAP
8 CAPWAP
17




3.4 DHCP Server

1 VAP  NAT
DHCP

DHCP IP

SSID
NAT DHCP

J

NAT mode

DHCP Poal:

10.101.0.20 ~ 100

(

Client Traffic Source |IP address:

1
1
1
|
| 192.168.1.1
:
1
1
1
1
1
1
I
1
1

Client B AP Gateway
10.101.0.52 VAP-2 192.168.1.254
] SSID: dipnetAP-A2 192.168.14
Subnet: 10.101.0.0/16 (10.101.3.%) Subnet: 192.168.1.0/24 (192.168.1.x)
Pod1-Pooll16 A DHCP IP AP  Web
16 DHCP
10.101.0.254/ 16 10.116.0.254/ 16 DHCP 1440

General \'[ Metwark Interface \ DHCP Server [ Management \'[ CAPWAP \'\IPVG \'l IBeacan \'l\ RTLS \'[\DPI DHS \'.\

5

Home = System = DHCP Server

i Y,

DHCP Server Configuration

DHCP Server :

DHCP Profile : | Pooll

TP Address W *
Metrnask : | 255.255.0.0 *

Stat P Address : 10101020 %
End IP Address @ [10.101.0.100 *
Primary DHS Server EDEISS— *
Alternate DNS Server :

Domain Mame

Lease time : | 1 Day  ~

18



3.5 Management

General \| Network Interface \| DHCP Server | Manageme

Home > System > Management Services

VLAN for Management :

SNMP Configuration :

Syslog Level :

Remote Syslog Server

Management IP List :

LED

VLAN for Management VLAN ID
WMI VLAN ID VAP
VLAN ID Enable
1 4094
SNMP Configuration
- Enable/ Disable
- Community String Management Information Base(MIB)
Read MIB
Write MIB
- Edit SNMPv3 User List / 5 SNMP
SNMP

- Trap Enable &

- Server IP Address IP
Syslog Level Debug
Remote Syslog Server Enable SYSLOG
SYSLOG

- Enable/ Disable

- SYSLOG Server IP Syslog IP

- Server Port Syslog
Management IP List AP WMI PC IP

WMI
WMI
LED AP LED

nt \ caPwAP \| 1Pv6 \| iBeacon | RTLS \ DPI DNS

Management Services

® Disable Enable

VLAN ID *(1-4094)

Disable (@ Enable
Communi ty String

Read : |public

Write : |private

Edit SNMPv3 User List |

Trap: @ Disable Enable
Server IP :

Debug

@ Disable Enable

Server IP :

Server Port :|514

Edit Management IP List

Disable '® Enable

19
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3.6 CAPWAP

CAPWAP
AP DNS SRV DHCP

General l Network Interface l DHCP Server l Management:‘ capwar [ 1pve [ iBeacon l RTLS \ DPI DNS

Home > System > CAPWAP Configuration

CAPWAP Configuration

CAPWAP :| @ Disable © Enable

Certificate Date Check : Disable  Enable| Manage Certificates
DNS SRV Discovery : Disable Enable

Domain Name Suffix :

DHCP Option Discovery : Disable Enable
Broadcast Discovery : Disable Enable
Multicast Discovery : Disable Enable
Static Discovery : Disable Enable
Pri. AC Address Remark
1
2
3
4
5
CAPWAP CAPWAP
Certificate Date Check Enable Manage Certificates

6.5 Upload Certificate
DNS SRV Discovery DNS SRV
- Domain Name Suffix (example.com )
DHCP Option Discovery DHCP
Broadcast Discovery

Multicast Discovery

Static Discovery

- AC Address IP AC 2

20
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3.6.1 LAN
CAPWAP AP
LAN
3 WLAN
AP
1. On AP Static Discovery IP CAPWAP RUN

2. On EWS CAPWAP Tunnel Interfface  Complete Tunnel = VAP Configuration

3. On EWS CAPWAP AP VAP
Edit

21




























































































































































