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Xy NT—=7 Ol - BERAY Y 2— a0, ERROBEICKHET 5720
v MU —7 OREESCHBENRELT D01, THRERX THOAETH> TaT 77 4
TIERERAEBT 55D TT,

AlaxalA = JNTYRI5—

SNMP
A7 -5
- fEF-4 brains
) Impulse.f
‘)3% I~
7 aAHUE ——yf
,/ AX-Collector BWHEZIOIY
R EE TEOE
HEFIRM
T+ VT 1 BEIRM

X o1-1 "l - BEBRmY U 2 —va v

1.1.2  AX-Collector D& 1+

AL - BRI Y ) 2 —3 g X, TaROEZ LRI NET,

AX-Collector 1%, Tt « BEME VY 2 — g U E2ERT RSO 15T, %y b
T—7 8T 7 4 v 7 ERENEL, AR RM, *y b= 1A YEXaU
T A HERE AL L £ 4,
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= 1-1 T\l - EERMYV ) 12— 3 VDER

BHER B
AX-Collector PR ETENWEST DT SV r—va Y7 by =T TT,
AX-Sensor NHELND XY NT—2 NT 7 4 v 7 IER,
FortiGate 7> 5% 5115 NAT v Z1FH, L—HFAA v F
REORy T — 7 gD MIB 15 #, ¥ LUV REST-API
WZE D BERSNIATLBE OINET — X R EIUE - EFEL,
Web 77 v &4 L CREILZITVE T,
F7m, WELZERE R, BMECI2ETHRm, b0
TR R = 2 2 Impulse & OEHEIZ K 25 B Fan & 92
i L Ed,
AX-Sensor (&) N—BRAAL S F DOy NI T—OEERy NT—F
N7 T 4w 7 ERENET HEEE T, WE LR EM
T (%5 —%41k) L, AX-Collector {21515 L7,
FortiGate T A —T 4 F v MEOWHAL Firewall #4h, NAT #EED
1 71§ % netflow v9 TEX, F7-1% CEF JEXD Syslog
TEE9T 5 L, AX-Collector |2 L B AL N AT HE T,

kR =V TLA L RT Y ) n =MooV T,
Impulse AX-Collector &## L, AX-Collector 2>HiEHILD R v

NO—27 NT 7 4w 7ERERI, BREEICIIEER
SHTEERE CEE R, BluwamizirnEd,
ERNVEYS: TI3IHTDOAX VY —RX L—FRAA vF, FI-13h
FHON—=ERAAL v F T, Xy NI—=T NTT 4 v &
v b7 =28k Y, AX-Sensor ~i%V £,
AX-Network- AX-Collector IZC, v hU—7 OBRE LRI LT
Manager A, FOEME TS, RIEREBEZ1T-> TV DK OEE
AW A DRy N — 7 OFIEEITVET,

1.1.3  EL45EHEE
AX-Collector @ E 2 FFBHERE Z IRIZR L £77,

(1) A fR1EHEE
PRy bU—7 ORFBERE AL (5 22 R — REHAE)

T NEA DICa—YRBIS U T 7 4 v 7RO (7a—U 2 &
IRFERE)

- IR —/3ME, VLAN f, VM fi, h—t 2%, TCP 77 V%D v Mg
WO TELERNS, BAIIIG U CRAIMMEONEZ BRI A S~ A4 X
(ER) B = —FRRHERE, & > ¥ a2l — R A%~ A XHRER)

- FEEREZNZ B D NAT B O b7 7 4 v ZE#RO AR (FortiGate ™
NAT v 7§ HILEE)

A Y TR DRGSR AHLE =T — FR

CHEEEDO RTINS 2a— bR F 2T AA T NOITICHEN R N T
7 4 v 7 EH GRERE) ORYIMEH
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(2) EERMAE

T T IMAOT AL HEME (ERMEFIRME) Az B O
BQOSGiEs

- RERAN 7T 7 & OB G oo B IR iEZR R

- BERAER B O N A X~ 4 ZEKR

cFEEODLT VAR T I ) a Yt OTE =Y Impulse & HE#E L,
B A Y U — 27 12 A

- BT E BN ATER LT, BEREOX Y NU—27 NI T 4 v ZIEHROFE, A
PECARBAMESS K ONMRREZ L OfifTIc K v, H & B D A2 L, ek
EER IR Do 7ot A Lo b okE o T Ik & ik
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121 A4 ADER
AX-Collector 1Z, 727V F>a BV 7 N7 =7 T,
KT =TIlL, FTiOIABZA0nER0 £,

x®1-2 S48 ZADAR

HE Bl
HAMET A B R AX-Collector T D7D T7 4 A
(28)
Impulse JHEEFEHE 7 A & o R IR Impulse HEEMAEZEHAT 27200 T4 &
VA (AT va )

X1

SNMP BEHH%EE (Impulse %) , 7 v —EHIMEE (Impulse H#5) |, I LU
T — 2 AR (Impulse H##E) ([Z X HEHHBAEIT, 1 748 XH72Y 500 H
& Ed, 500 HE LV ZOVHAKZERT 256, COHAKIILELT,
BEOLETA L ANBEL Y £, Bz, 2,000 HE ZEHT 55,
UZTA B RATATA B AMBEL 20 £, RIS, BEHLZWIEBEIIH L
THERBDOT A o APRBEESNTORWEES, AX-Collector ([ZHEAR L 72\ E
HEU DIEREZBEL T, BERLIZT A & 2GS U H B RGO H DR
L0 ET,

X2

ol = o 2 Impulse & HEET 5729121, AX-Collector DY A7 a >
TA B ADMIZ, BKEET Y Impulse KAD T A B A B ME L2 F
TO

122 (EAEME

FAE AL, BOHMOLIEETA A2 (WMARBERANS 150 A%DHR
FTHR) L 1FEEETA B (220AA%) , BLXOEZDHIB O KEET A
B AD I ODITGEINET,

MFET A A% TEAWTEE, 2F LB AT 2581%, 1 FERTA
T AOBEARMLIETT,
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1 AX-Collector D}

148 2FBHLE
AT A B A HEARET AR
(WIFEET A R) (1 FRER T A £ A)
AT A B A -
Gk#gE7 A & R)
Impulse HEHEERE 7 1 & X Impulse HEH#E#ERE T 1 &£ X
(WIFEET A R) (1 FHER T A & A)
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2. ENMESKE

ZDFETIE, AX-Collector DEIMESMANZ DWW TEIA L £77,
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21 IN— R TR

AX-Collector A > A b—IVT BT DITMHERNN— R =T D ARy 7 ZIROFITR
L%,

7 —ERONEETT O %G, 7 —OZERFICHEEO CPU 27 2HIVHTHZ
& CERABMERED M L L ET, ROBEEANR Yy 7 RIZ, Ry N —ZHM (ZfF7r—
) mOHEERER (HE) ZiflLTWET, ROy hU—2C@ L n— K
VT & THFLSTES Y,

& 2-1 BERRYY

IHH INRAE IR KRR
ZAE7 v —8 s | 8K Al 16K it 16K UL E
~/LF a7 CPU |8 =Tl 16 270l E 32a7k
AEY 32GB Ll Lk 48GB UL b 64GB Ll L
2 RL—TD 1TB ULk 2TB UL E 4TB UL E
/% % g%XlXNQ

A —Hxv k 2R— R
(8T 2—R | (F—rZERER)

X1

A RNL—UHRBENRAET S E, AX-Collector NETE L TEIWET A Z & TE AL
ROETDT, T4 ATBEEOHEEIILTITo TN,

R Y)
ANL—VERIF, Fv b= 7o—fERERFTEDHMICHELET,
A b b=V OB, DAS(EREERD & HELE L £97, NAS [ZIEHERE T,
1343

10K/s #2567 v —Z(GRETIX, ~— N7 4 A7 GAhEZMRL#Em L7
TR EERDBEENHH T2 SSD HHELE L 4,
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22 Y b9z TERK

2.2.1 EITIRIE
AX-Collector 1 ' A h—/L T B7=0DI21, IROWTNNDL XL —FT 4 T AT
ADRBEN L TWALERH Y F97,
A VA BRM=VFIEZELTIE, 3 AR =] BRI,

R 2-2 YI2brHzT7EE

HE FARL—=—TFTA VT LRTLA
1 Red Hat Enterprise Linux 8, 9
2 MIRACLE LINUX 8, 9
3 Rocky Linux8, 9
XENERER B 2 OS

222  AX-Collector TEAMEELA DT TTF oY
AX-Collector T H FIHEREMEMREAY = 7 7 T U F 2RISR LET,

* 2-3 {FEATEEBEIITISOY
IBEE HxJITSoH
1 Firefox 140 ESR
2 | Google Chrome f#7hi
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23 INEREH

231 28-S F2 51 R bk
Tua—S %7 ) A MIETANESMEZRIORLET,

K24 20— oF 5 YR MRIERTEICEAT HINESEH

# IHH A&

1 WRERZ A LT 7 I K 3,600 B
2 B K DB R4 K 1,000,000
3 mRFE | R %K K 1,000,000

232 7JO0—5 X2 EWE
Ta—7 o JEARERRICET AINESE A RIR LET,

£ 25 JO0—S X8R T—ARRXRTEICEAT INEEYE

# EHHE IRBEH
1 i (VN N K 3,600
2 e KRR % K 1,000,000

233  Syslog &40
Syslog AN D INA R ZRITRLET,

= 2-6 Syslog BRIZEET HUNNAEEH

# IEH IREEH
1 Syslog 8 %0 38 1 J: 5K K 10

2.3.4  SNMP Trap #@#0

SNMP Trap iEHNZ BT D UNA G ZRITR LET,

= 2-7 SNWP Trap BA1IZRE T HURBSFH
# IEH IREEH
1 SNMP Trap 18 10D 8 H15E 5L K10
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2.3.5 Email @%N

Email BEINZRE T D INESAM 2RISR LET,

& 2-8 Email BHRIICEAY DINBFH

# IHH I EH
1 FBENSEBEGE SMTP H— 34K K 10
2 BEEHT-D OT FL2$ (To) wKS
30| @AkHi-n o7 FL A (Ce) mKS
4 | @EEkHT-0 DT FL A (Bee) mKS

236 HHWFEEI>T T Impulse
B8 = 2 Tmpulse (2B D INA M2 RIR LE T,

= 2-9 HWFEEITIUTY Impulse [CRET AINEEH

# 1BH IREEH
1| Impulse [FlIRFHEfREEL K 4

237 JTvwHvvw—4H
Ty s T BRI LE T,

® 2-10 Tyo<—VIETHNEEH

# IEH INBEH
1 AL EBEODO Ny AT AV &K 10
2 Ny T HT IV B OB T IV &K 10
3 BT 3 BT OEGEAEE URL 4% K 50
4 2L X T2 O TEE URL % B K 5,000

238 AL AT RIER
AL A U 7 ARSI BT HIVA G & ISR LT

x 2-11 "BRIEIA )7 RAERICET IREEYE

# IHH INBEH
1 VLAN-ID O A U 7 AEEFE 4,096
2 | VLAN(QinQ)D A U 7 A8 §kE 10,000
3 |MACT RLADT A U7 REEE 10,000
4 | IPv4 T RLADTA Y T ABES 10,000
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# 15H INEEH
5 IPvd Xy NT—7 DA U T AR 10,000
6 IPv6 7 RLAD T A U T ABERIK 10,000
7 IPv6 %y NI —27 DA Y T ZBEE 10,000
8 T e R— DA Y7 2B 10,000
9 [ =P ATOTA YT ABEK 10,000
10 | o balE&soxA )7 AREK 256
Il | L4 R—FEZFDOTA U T ARG 10,000
2.3.9 1EETEHR

FRATERICE T AINAE SR 2RISR LET,

= 2-12 WE{TNEER 1 ~ 32T HNEEHE
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1 IR 1 B akEk &K 1,000
2 FEINTE R 2 B8k K 1,000
3 YOG 3 Btk K 1,000
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ZOFETIE, ARFOAL A= T A A M= DOFIEICHOWTRELET,
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31 AR M—ILEE

ZDETIE, ARGOA A M—LELT) FBEICHOWTHBFALE T,

311 AR E—ILDR

KEGDOHHA A b= I RE L 3 HOOFIRICHNET, HiRA A h—/LFIA
ERDFIRLET, KAFIHEEZTNTHEITL, A A P—ANEFIZTTT5L, K
R OEH R AREE 72D £,

= 3-1 #HHRA X F—ILDFRN

IEZ FIIE POE
1 A A N VEREE D AR NV 3! )
VT N =T ERE
BitEY 7 ho =7 DA A F—/L | + Docker

3 REFLD A A F—)b + AX-Collector

312 AR+ VIZETSHEESEIA

(1) 4 VR F—=ILEEI—F DIER
A LA S —=VF root HEBRD & D 2 —HW TIT o TL 72,

(2) AVAR=ILETHILEDT Y 2 RIER

AR NVIETANTDT 7 AR EHTB L TS IZEW, HIRABEROT 7 &
AT NG, A VA PRI H B LD L TR TS EEu,

(3) AML—UARE

7o —{FROBMNIL, REBBEEOR—TFT 4 a VBDUETT, HONUHEER
BEBERL TS, £, EHPLEHNICA L —VREOZEERELZERL
TLIEEWY,

313 AR P—ILIREDHER

AX-Collector A A b=V BI=DITHNBERN—RT =T « V7 MU= TEREDA
Ry 7 EHR LTI,
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WELIR ARy 71,

314 ARAMIEFTNDZT74A4)

RGO T 0T T LT 7 A MIUAIUTOT7 7 A VB EENET,

SAVA =L

2 @ESM) 2L T a0,

% 3-2 AX-Collector D TAIT S LI 7AIIZEENE T 7L

BE

T27A4IITa4LY RY

FiEA

1

Dockerfile

Docker BRIEEDIEZIEHT L7 7 1L

2

files

AX-Collector NTEHEHT 270 7T L%ED
Ty ANEBMHLTCNDT 4 LT R

ax-collector.conf

AX-Collector DFRE 7 7 A /v

container.conf

AX-Collector DFRE T 7 A V(2 2T F % IE)

ax-collector-utility.sh

AX-Collector DA > A b — LHERo3E IR (2
AT 522707k

AX-COLLECTOR-MIB.my

AX-Collector THAR— r3 5 MIB DEFRT 7
A v

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

16




SAVA =L

32 #FRAXb+—IL

ZOFETIE, ARFOFHA A =L FNECHOWTEA L £9,

321 HIRVI+VDITDA A=)

A A M—VEBREOMR%, ROFITTT AX-Collector DENERTIR L DY 7 h U =
TaEAVARM=LLET,

x® 33 RV IO T
AVRC—ILTEIBEDOHDENRY I DT

[Docker]
- Docker-CE 19.03 DL

DIMs, REY 7 R =27 DA A M— L FEZHBA L £,

BB, A VA MU, BETE2AR—T 4 VTV RAT AN U E—F v M
FRCXABBETHANENRLDET, YoX T E2RALTA X — %y ML,
MOEPEA U H—Fy MR TX 72 WEAITIE, BREEAEL hitps proxy 38 L O
http_proxy (IZZFIHFOT v X L 2R ET H2MLENDH Y ETOTITEELILEI N,

@  Proxy BRETAKMEREH] (ZTHIMBRELIC LV BEITRR Y £9)

# printenv http proxy
http://user:password@proxyserver.co.jp:8080
# printenv https proxy

http://user:password@proxyserver.co.jp:8080

(D Docker

ARIETIX, docker-ce A A R — LT AEOHZRLETE, HET—HTHS
TORBICE > TERRDIH IR H Y £, WEZLLHINIOWVWTT ZFH ORI
B THRARZL TN,

R, EXAA VA M= AFIETIROY A MIER#Hish TOWETDOT, b Tl
BN W ETA VA FP—IAEELSFERLEE W,

https://docs.docker.com/engine/install/centos/
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SAVA =L

@  yum-util A > A h—)L

# yum install -y yum-utils

@ yum VAT U DB

# yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo

@ docker-ce DA A F—/)L

# yum install -y docker-ce docker-ce-cli containerd.io

® AT LEBIFO docker H EhFLENG

§\U
Fh

# systemctl enable docker

® =—H% docker 7V —7 12BN (HEE)

root A4 C docker Z AT 256, %42 —W % docker 7 /L—FITEM L £
T, Y a—HTa s A%, ROa~vy REETLEIN,

$ sudo usermod -aG docker SUSER

@ Docker #HE) L F T,

# systemctl start docker

W= g B L UEE)R

N=V g VFERBFR SN, et AFREm A S iU, A A F—id
%T ‘/C:‘TO

AV F—=Fy MERUC T B X VRRERIGE, ROFIEEZFIAT SV,
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SAVA =L

# docker -v

Docker version 19.03.15, build 99¢3ed8919

# docker ps
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES

© Docker D71 ¥ ERE

TRXVRET 7 ANEERL, ToECEHEEH LT,

# mkdir -p /etc/systemd/system/docker.service.d

# vi /etc/systemd/system/docker.service.d/http-proxy.conf

~~ (fRE) ~~

# cat /etc/systemd/system/docker.service.d/http-proxy.conf

[Servicel

Environment="HTTP_PROXY=http://user :password@proxyserver. co. jp:8080"
Environment="HTTPS_PROXY=http://user :password@oroxyserver. co. jp:8080”
# systemctl daemon-reload

# systemctl restart docker

ABEEDA R b—)L

AR 2 ZRRWEZ<2E, e T s e BR%, A A AT ORNENRHY E
B

(1) 70793 L0 EH

AX-Collector D71 7' AiX, GZIPIERKDOT—hA 7, BIOET —HhA 7D MD5
Ty AMI LML F9,

> AXCOLL</3— 3 »><E /L RE 5> tar.gz

MD5 7 7 A V%, ERRT7 7 ANLDOBAI mdS T E LT 7 AL ER Y ET,
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KIETIE, HOLUD GZIP BT — A7, BLOYMDS 7 7 A1 LA
lhome/alaxala/] T 4 L7 UV ICHEE L CTHARMHECTEITH A ETEH L £,

HSETHITHDLD, BEICL> TIELRHSNH Y £, BEZLESITD
W TR OREICEDLE CHARZ T IEE W,

@O MD5 ZHMERLET, "Ny aflAR L THIUIT — A T OEENEFITKRT
LTWET,

# cd /home/alaxala

#1s -1 AXCOLL*

—-rw-r—r——. 1 root root 20920495 6 A 5 14:03 AXCOLLO0113-258-g75de9d4b. tar. gz
-rw-r—r——. 1 root root 66 6 A 5 14:03 AXCOLLO113-258-g75de9d4b. tar. gz. mdb
# mdSsum AXCOLLO113-258-g75de9d4b.tar.gz

41ad111b1053dc4b9b7c6bcc0934f1b7  AXCOLLO113-258-g75de9d4b. tar. gz

# cat AXCOLLO113-258-g75de9d4b.tar.gz.md5

41ad111b1053dc4b9b7c6bcc0934f1b7  AXCOLLO113-258-g75de9d4b. tar. gz

@ tara~vrREHEALCT—IA7%E¥XT 27 bV [/home/alaxala/] (2R
LET,
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# cd /home/alaxala

# tar xfvz AXCOLLO113-258-g75de9d4b.tar.gz
AXCOLLO113-258-g75de9d4b/
AXCOLLO113-258-g75de9d4b/Dockerfile
AXCOLLO113-258-g75de9d4b/ax-col lector. conf
AXCOLLO113-258-g75de9d4b/container. conf
AXCOLLO113-258-g75de9d4b/ax-col lector-utility. sh
~ TR~ ~
AXCOLLO113-258-g75de9d4b/files/mod/

#

@ WOT77ANHENEBSNLTND Z LEMRL TSN,

# cd AXCOLLO0113-258-g75de9d4b

#1s -1

&5t 80

-rw-rw-r—. 1 root root 16784 6 A 3 10:20 AX-COLLECTOR-MIB. my
—-rw-rw-r—. 1 root root 418 6 A 3 10:20 Dockerfile

—rwxrwxr-x. 1 root root 48579 6 A 3 10:20 ax-collector-utility.sh
—-rw-rw-r—. 1 root root 2821 6 A 3 10:20 ax—collector. conf
—-rw-rw-r——. 1 root root 107 6 A 3 10:20 container. conf

drwxrwxr-x. 7 root root 135 6 H 3 10:20 files

(2) REIT7TAILDERE

THIHBREIZCADLE T, SFHEEATEITOLEND £9, FHFTIE, ax-
collector.conf 7 7 A VZEdEk LE 1,
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O REZ7ANVERELET,

SAVA =L

~~ (fR&%E) ~~

# vi ax-collector.conf

UTICREHADO—HERLET,

RE, LIV Yy —T@EEEH LR EEA L, ER) CRERE)

#& 3-4 AX-Collector £ A F—)LEFD

BEEE—B

ELTHVET,

# e H AR EAL R 77 3 v Ml i 5

1| A= HTTP_PROXY $http_proxy 77 F T
2w MEEE BRIEEH A SR

I A=E e LET,
2 HTTPS _PROXY $https_proxy T 7 4V N T
BREEE A S R

LET,

3 | JVM E—7 | JVM_HEAP_SIZE 8 AT O
AE YA 5y DY A XD
Z(GB) *! BT,

4 | AX-Collector | AX_COLL PORTI 80 AX-Collector ®
ABHAR— R a—HA K

] B 7 = — A(HTTP/

5 AX_COLL_PORT2 - HTTPS) (b

H— R BT
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# A EE H AR EAL R 77 )V ME fiii 5
6 | 7r—%fE | FLOWRCV_PORT 9996 7 u—{FHk (IP
R— h A 71—, MAC 7
n—) O%fF
A—&ET
9, AX-Sensor
D7 v — gk
FlEAR— &=
LR CE AR
ELTEE N,

7 | AN BALANCING PORTOI 59991 AX-Collector N
T DPTEE BALANCING PORTO02 - T u—1EH
| A—h1~8 D ALER I
9 BALANCING PORTO03 - B LB

10 BALANCING PORT04 - oy

11 BALANCING PORTO05 - EERELTH

12 BALANCING PORT06 - eLieA—h
| IS T, A
13 BALANCING PORT07 - R T

14 BALANCING PORTO08 - +.

15| 7 v —DB# | FLUSH_INTERVAL 10 ZfE L7 m—

e >~ 154 % DB (2%
7 vva 92 AR EIRR
bR (B ™ EfRELET,

16 | SSL THzIE | SSL_ PROTOCOLS TLSv1.3 SSL THZNZT

T57 H7w hank
o LR fRETEET,
17 | SSL THZIE | SSL_CIPHERS HIGH:!aNULL: | SSL THZIZT
ERRALERE IMD5 L FAAL— b
A — hH EIRETEE
R
18 | AX-Collector | DB_CL_DIR Ivar/lib/ax-
B E TF s collector/db
W71 v
}\ U K23
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# A EE H AR EAL R 77 3V Ml fiii 5
19 | W4 BG4 | DB ES DIR Ivar/lib/ax- INEE,/ RERRIE )
15 Bk A collector/db EIENT DT 4
T4V b v MU D
1) %243 W, I kE
WA XD /R—
TyvarEE
DY CTTLES
W,
20 | VAR— k& | REPORT DIR /var/lib/ax-
Wr v collector/report
I\ U %23
21 | RN IMAGE_DIR Ivar/lib/ax-
T4 LT R collector/image
U %2%3
22 | B RN LOG DIR Ivar/log/ax-
T4V b collector
U #2%3
23 | ®#H~7 7 | SET_DIR /var/lib/ax-
A JVFEAN collector/conf
TALVT R
U #2%3
24 | ANy v= GC_METHOD - “CMSGC % 7=
LI va TGl EfRE L
5 AGKPES e EN
25 | New fHlflE | GC_ NEWRATIO 2 New fEl#=1 (2%}
HRAHDEERT 3% Old sk D
A fRE L E
R
26 | Old FEI D GC_INITIATING_OCCUP | - “17~"99” D1
GC ZBfind | ANCY IOENE A FRE
D AR LET,
PIPIRS]
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# X EIEH

B EA TR

7 )V ME

ik

27 | Ny b%
ElaY s
(A 1)

RCV_BUF_SIZE

2097152

ARA KOS DX
Ty bRAEN Y
7 7 T79, kernel
@D
net.core.rmem_def
ault 8 L OF
net.core.rmem_ma
X /NT A —=H|Z
s Ed,

28| Zu—A v
T g AH

PR E

DB FLOWDATA INDEX

_UNIT

- (1H)

7 u—E M ek
W27 —4
~N— A Index @
B ZHELE
To ARTA—
ZVET 7+ IV K
KRETHD,
Index % 1 HfEIZ
TERL L £,

1 ARG H
T 555
\Z,’H”,"2H”,"4H”
J6H”,12H” DAE
DHEERIRE T,
rhZh
1,2,4,6,12 W[ 4E:
@ Index % 1ERK
LET,

20 | AU X
T v T HEEE

SWAPPINESS

- (10)

VAT LD AE
Ay THE
ZfRELET,
kernel @
vm.swappiness /3
T A= 2T
SHET, 0~
200 DFFFEH AT
RETJ
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BEHH

B EA TR

7 )V ME

ik

30

WSGI 7' = &
25K

WSGI_PROCESSES

4

WEB 7 7 & A B
DTV r—
varoktx
BataE LE
. 1L EOfE
ZFRE FRE T
R

32

WSGI A L v
[k

WSGI_THREADS

WEB 7 7 & A B
DT Y r—
var AL vy R
BafRELE
T 1 ALl
fRERRETT,

33

CITY MMDB
77 AN

CITY_MMDB

GeoLite2-

City.mmdb

GEOIP HHHE
WM % CITY
MMDB 7 7 A /L
ZNSE

34

ASN MMDB
77 AV

ASN_MMDB

GeoLite2-
ASN.mmdb

GEOIP 3##55%RE
(M9 % ASN
MMDB 7 7 A /L
4 TY,

35

Syslog Zf5H

LR AE

SYSLOG RECEIVE FUN
CTION

DISABLE

Syslog S5 #iE
DHEIERE T
3, ”ENABLE”
fREThHMEL
ES I

36

Syslog %15

IP7 LA

SYSLOG RECEIVE HOS
T

0.0.0.0 (3=C)

Syslog #5157
HARANIPvE T
RLRZHEEL
ESS I

37

Syslog %15

A NEE

SYSLOG RECEIVE POR
T

514

Syslog =15 A8 —
NESEREL
ENRS
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# A EE H AR EAL R 77 3V Ml fiii 5
38 | Syslog %158% | SYSLOG_ WORKER PRO | 1 Syslog %15 7' 1
RE7 1t A CESSES T ARAETRE L
b F9, 1~3208
faERTRE T,
39 | Syslog =15 SYSLOG RECEIVE BUF | 2097152 Syslog %5 /3 »
Ny 77 FER_SIZE 77T, #27
RCV_BUF SIZE
KO REWVEE
HETDH L
RCV_BUF_SIZE
eV
40 | Syslog DB #% | SYSLOG FLUSH INTER | 10 15 L 7= Syslog
WLEED 7 | VAL &% DB (2%
7 vl e ey UGl
bR (B ™ FIRELET,
41 | Syslog £ > SYSLOG DB LOGGING |- (1H) Syslog 1f # % k&
7 w27 AH | INDEX_UNIT W27 —4
NLRRTE ~N—Z Index D
BN AR E L E
¥, REMEIT,
#28
DB_FLOWDATA
_INDEX_UNIT
2 i
42 | Syslog %> I | SYSLOG FLOWDATA F | 262 Syslog & b
J—7 7 LOWSET ID U—7 7
74 7 4 v 7 Ak
o o— e T o —{%
v hID 9 DRI B
T5H7u—t vy
kID T,
43 | Syslog =—# | SYSLOG USER DEFINE | *=—#/E# 1 Syslog = —H7&
EF7 14— | D LABEL LOGEXTOIl BTA4—NVED
v RFETRA SYSLOG_USER _DEFINE | *=—#7E%% 2 RRALFRTT,
M 1~10 D LABEL LOGEXT02
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# X ETH B B E 4L R 7 7 4V ME fiii 5
SYSLOG_USER_DEFINE | *—¥/£% 3
D LABEL LOGEXTO03
SYSLOG_USER_DEFINE | *=—¥ /£ 4
D LABEL LOGEXT04
SYSLOG_USER_DEFINE | *2—¥#/£% 5
D LABEL LOGEXTO05
SYSLOG_USER _DEFINE | *=—#/£% 6
D LABEL LOGEXTO06
SYSLOG _USER _DEFINE | *z—#E5 7
D LABEL LOGEXTO07
SYSLOG_USER _DEFINE | *z—# /£ 8
D LABEL LOGEXTO08
SYSLOG_USER _DEFINE | *z—#/E% 9
D LABEL LOGEXT09
SYSLOG_USER _DEFINE | *z—#/E% 10
D LABEL LOGEXT10

1. A VA M= NBICRRTEEEET D56,
EEI LT ZEW,

EDIEFE#IZ AX-Collector % 5

e

(2. A VA M= NRICKFBRTEEET H5A1E, AX-Collector & —E T LA A h—
ALLT, BEALVAN—LTAILERHY £1,

3. T4 L7 FUBNFIELRWEEAIE, AV A M —AFIBEEZFETTHLI2LD,
HEMIZ/ER S IV E T,

WA, BEBAA — ME, $ERED 128bit LLEDOKBEAL — NE2MH L, FRIEORWEF5
ZA — F K OMDS ZHWLIE S AA — FEH LRWEREL 2> TWET,

%5, REEEET CMSGC TEMEL £,

6. ax-collector.conf (ZfEV Y GC R EZFEET H%E1E, files/jvm.options.org % B
ELTA VA M= VEEHES T2 LT, a7 YEEICKMT 5 2 Ak E
ER

X7, REMLNRFIL NewRatio AFEE & L TEMEL, New fHIE Old koD HeR (3 A &)
THYVIRONET,

X8, BEEERIL, GC HFED CMSGC OB 75% TEIEL £3, GC HRMN
GI1GC OHAIT 30% CTEMEL £,
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(2-1) AX-Collector ZHEE AR — b TR

AX_COLL_PORTI! 3 LTV AX _COLL PORT2 Z(#hC$ 52 & T, THENICHEEL
72K — R %5 C http/https DFFHZT 21TV ET,

Flo, R=FFZFORNZIP 7 FVAZEETLHZ LT, HbXTET IV —"TF
VAEIRET D Z ENHRET,

By A— K 801X7 RL AL LTRELXZF, A— K 10080 X7 KL 10.1.1.1 DA
HFHZT 568 0RE

AX_COLL_PORTI="80"

AX_COLL PORT2="10.1.1.1:10080"

(2-2) SSL(https) DA Zh{L

SSL(https) Z f# ] L T AX-Collector ~7 7 E A 5454, LFOHEEEIT- TLIES
U,

O EE77A/17TSSL ZHE

AX_COLL PORTI, AX COLL PORT2 OF%E T, H— hFEBDH AT ssI” % f5
ETHIEICLY, A— FMHALIZ SSL 2 LET, K— hET L s’
[IFAR—ABRETT,

) AA— b 80 X http T, AN— b 443 [T https T AlRE L T D HADORE
AX_COLL_PORTI="80"

AX COLL PORT2="443 ssl"

@ Y= ZEHET 7 AR OB T 7 A L DR

SSL(https) & HZHZ L7256, H— ik ET 7 4 VR ORESE T 7 A V&2 R E
DT 4 V7 MUVIHRED 7 7 A VAT L T IZE 0,

% 3-5 SSL AMEFICHEMT ST 7ML

# 77 A AT 427 b 7 7 A N4
1 | Y= \GERE SET DIR CHELZET 4 L2 FY ssl_server.crt
T 7 A (5 7 # /L b Tld/var/lib/ax-collector/conf)
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# 77 AV KA 4 L7 b 77 ANV
2 | WEHET 7 AV | SET DIR CIREL7ZT 4L 27 bV ssl_server.key
(F 7 # )V b Tld/var/lib/ax-collector/conf)

EHBGRICY— FEHET 7 AL, BT 7 A VERGT 56, L7y
A NFEEEHZ - T, AX-Collector # FHtE) L T 72 & W,

FHEHE LT T4.11 AX-Collector DERSFa~> K] 2L T 7E X0,

@ AT HSSL 7 m haLORE ((TE)

T 74/ NTTILSI3 BAEE R £F, KREEZERTLHE, RET 7 AV
(2T SSL_PROTOCOLS DREZHMEL, RENKLZELL TSN,

(3) JO0SLDA VAR =)L
Tl kA LA N—L LET,

O AV AP—=TF—%FTLET,

AVH—=Fy NINBMERY T N7 2T 22 ra— K750, £ A —b
FET F TR 2 )0 £97,
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# .Jax-collector-utility.sh --install

Do you want to install?

(y/m):y

20245 68 5H /KIEH 14:28:56 JST

ax-col lector:0113-258 build start ...

#0 building with “default” instance using docker driver
#1 [internal] load build definition from Dockerfile

#1 transferring dockerfile:

#1 transferring dockerfile: 516B 0.0s done

#1 DONE 0. 3s

~~ IR ~~

#

@ A AN TH, Docker f A—T L7 ut 2A%EFRLET,

ax-collector f A —H{FH Lo AN R TXED, FRMICA A N—LR
T&ETVWET,

# docker image Is

REPOSITORY TAG IMAGE 1D CREATED SIZE
ax—col lector 0113-258 df5df6a07200 2 minutes ago 1.48GB
# docker container Is

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

de674e8c0657 ax-collector:0113-258  “/sbin/init” 3 minutes ago Up 3 minutes

ax-col lector

® AX-Collector AT 27 7V r—3 3 > ® OS Firewall 3R E X 1TV F 17,
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WD FELTHIE, AX-Collector DABHA— MK F% 80 FK, 7u—=2%ER— b K5
% 9996 FIIFRE LT2HE D, Firewall DZEFHA[RETYT, THAOREICED

HTHREL TSN,

SUccess

success

# firewall-cmd --reload

success

# firewall-cmd --add-service=http --permanent

# firewall-cmd --add-port=9996/udp --permanent

@ ZHFHOTZTHFICTT, AX-Collector ABAHIAN— FEFZHMELTT 7 AL,
07 A VEENPFETRIND T E MR LT IZENY,

323 AVRAP—IILFOIEEHE

(1) IVRRAY bEFa T4 FABOEESEIE
ETALI NI DT 7 AN~DT Vv AEERT DL I FiRA v beFa

FAEOY T Ny 2T AT

TLIEE,

*® 36 BRaATaLYRY

T4 L7 MUITHBA T DR OREL

# o 427 b Y

{iiked

1 | /var/lib/ax-collector/db

DB CL DIR CHiELLT 4 L2 MY

/var/lib/ax-collector/db

DB ES DIR CHiEL/LT 4 L2 b

/var/lib/ax-collector/report

REPORT DIR THEELLT 4 L2

/var/lib/ax-collector/image

IMAGE DIR THEL/ZZT 4 L2 MY

/var/log/ax-collector

LOG DIR THELET L7 LV

/var/lib/ax-collector/conf

SET DIR C{§E LT 4 L7 RV

N N (9} BN W \8}

/var/lib/docker

Docker DA A —, a7+, R 2—2Ah
DT 4 L2 R
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33 7UALA L=

ZTOETIE, ARSOT A A = FRIBICOWTHIALET,

331 TFIUAA =IO

KEGLDOT oA A M=V 2T O FIRZHHA L ET,

= 31 FUoAVRF—ILDFRN

J[EE:S Fig SR
1 T A A N — LD - R OFATRT
2 KB DT A A F—)L + AX-Collector

332 7T UAVARM—NVIZET HEESIE

(1) TFoA AR M= IILEHI—FDHER
T oA A = Vi root HERD B D 22— TIT - T 72 &V,

333 TUAVRM—ILDERF
T oA AN VERIOERHIZ OV TR L E T,

ToA R M=V E Y D720, ARBOETEK T L, oD T 7 AL
T _RTHUTRBIZL THDITo T EENY,

O 322 ABEOA A =] TRRALZT 4 LVZ FUICBEIL, 70l J L4
EIELET,

# cd /home/alaxala/AXCOLLO113-258-g75de9d4b
# ./ax-collector-utility.sh --stop

Do you want to stop ax-collector?

(y/m):y

OK: ax-collector stopped.

#
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334 ARBEFOTUAAE—)L

ToA VA RM—LOFNEIZOWTELE T,

O AEGOaTTFTEHIRLES,

# cd /home/alaxala/ AXCOLLO113-258-g75de9d4b
# /ax-collector-utility.sh --remove-container

Do you want to remove ax-collector?

(y/m):y

OK: ax-collector container removed.

#

Q@ AHUGZOaALTFAA—TVEHIRLET,

# ./ax-collector-utility.sh --remove-image
Do you want to remove ax-collector?
(y/n): y

OK: ax-collector image removed.

#

® 322 RBEDOA LA N—] TRERELEZ 0750528 LUET,

# cd /home/alaxala

# rm -rf AXCOLL*

@ [ Q) BEZ7ANDOHRE] THELLETALVZ NI TO7 7 A LV ZHIBRL
7., (LE
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77 A NVEHIER LR WIEE, AX-Collector DX EHFH-CUNE L7 7 a2 — I,

MIB fE835% 0 £7°,

# rm -rf /var/lib/ax-collector/db

# rm -rf /var/log/ax-collector
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34 FwIT—h

TOETE, AMEOT v T — NFIEIZOWTEHALET,
3.4.1 7y ITT—hkOHEN

ARELDT v 77— AT ) FIREHA L ET,

® 3-8 7yvIT—rORA

65 I POE

L | 7y 77— oY CHN—VaroTa s ARER
CRET 7 A NVOHH

2 HARA=g0D7 A VA R—)L | « [HA—=2 3 U OFEITRT
c a7 OHIER

3 | AN—Tar DA A R—L

342 Ty IT—FHEYHIEFE

(1) 7w ITT— FEELI—FDIER
Ty T = M, root ERD B D —H, b LT A A bR L e —H
T{ToTLTIE& VY,

(2) AX-Sensor ZREICT v T T— T BIBENTEEIA

HLwR—2 3 D AX-Sensor THR— b L7-MEA AT 2 561L, iZNiE% V-
RN—hrF253— 3~ AX-Collector &7 v 75— b L TH 5, AX-Sensor D% 4 #
BEEAMILTL &,

343 TvIT— FDE(E

Ty FTF— e EHETL-0, FriLnA—2ag o s A0RE, Bl Wax-
collector.conf 7 7 A IV EEE L CHFEHRTEEZITVVE T,

(1) 7055 LDER

L= g D AX-Collector D71 7T A& B L £,

MR FINEIA~==2T7 LD [ (1) 7a/I3L50REM] 28R LTIEEN,
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(2) BRET7AILDOEF

FH L= 3 D AX-Collector DA FHIRTE # 4TV E T,

(1) 777 L0EM] CTERALET 2 V27 BT ® ax-collector.conf 7 7 A
N, ZHFABRBEICAEDETEELTLLZEN, REEAOFHEMIT T Q) HRET7
ANVDOFE] ZSHLTIEE0,

Z 2T, TAX-Collector i EFHEMT L7 V| R [Z7a—DB#HWHT + L7 b

V] IZIEAR=T a U ERBROBRTEEZITHIZET, Ty 7 T— EbLIAAA—=Y a0
VT4 T —a VRONEIGTRE G N TEMEL £,

F 72, Syslog Z{EHHRED CEF LR CFHHRIHR EAIT> TV DA, 7T v 77—
TS EIREDRENLETY, FEHIEIL, [494CEF BT —/b FEFRT T —!
SRIENBAONY EFRHA, =T —! SRITBAONPVERTA, | 2ZRLTIEE
W,

344 BNA—23 OT7UA VAR

Hix— g D AX-Collector 1 > A h—/L4 A EIZ, IH/X—2 3 > AX-Collector
BT A VARV LET, ABLOFEITEKT L, hORGEOT 7 A )VET TR
C7REEIZL T BiTo TL &L,

O HER=Ya v DA A N—ARCT a7 a2 RBELET L2 FUICBEIL,
HARA—=CgroFa s nzwEmlLET,

# cd /home/alaxala/ AXCOLLO113-258-g75de9d4b
# ./ax-collector-utility.sh --stop

Do you want to stop ax-collector?

(y/m):y

OK: ax-collector stopped.

#

@ BARA—YaroarsFrailkLET,
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# cd /home/alaxala/AXCOLLO113-258-g75de9d4b
# ./ax-collector-utility.sh --remove-container

Do you want to remove ax-collector?

(y/m):y

OK: ax-collector container removed.

#

345 #HN—3a DA R +—)L

H LW A—2 g D AX-Collector 21 > A b —/L LET,

O 1343 7o 7F—O¥(] Tl I LEBRBELEZT T 7 NUICBEIL,
ALVAN—=T—FFITLET,

AVE =Ry FDPORBERY T N 2T Xy ru— RT57H, £ A M—)L
6 7 E TITRFE D D000 £77,

# ./ax-collector-utility.sh --install
Do you want to install?

(y/m):y

ax—col lector build start ...

~~ HfE ~~

#

@ A2 APN—E&TH%, Docker f A— L T AZ2FRLET,

ax-collector £ A — % EH LTz a v AN TEX 5, EFICA YA F—LR
TETWET,
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# docker image Is

REPOSITORY TAG IMAGE ID CREATED
ax—col lector 0113-260 6b508aalcalb 2 minutes ago
# docker container Is

CONTAINER 1D IMAGE COMMAND CREATED
PORTS NAMES

beOcc65efbcl  ax—collector:0113-260  “/sbin/init” 5 minutess ago

ax—col lector

SIZE

1. 48GB

STATUS

Up 1 minutes

® ZFIHDOTZ oY T, AX-Collector APAHAR— " HHEIEELTCT 7 AL,

B7A VEENFRIND L EMER LTI ZSINY,

N=a 7 v 7HICHANEFICFRENZWES, 770
T L7 ECHEGRAAREI T2 T TEEN,

346 TRREBHFKOTYIT—F
TURAERL COMMARHICIL, KOFIETT v 77— b EITVET,
O R I7¥0T v 77—k

R L 7 A% 343~345DFIETT v 7T — M LET,

@  TJLRMERK D T HEALKL A A S HERR

OTT v 77— b LI-Fitra L s 23 EEI%, EHR=L
LT ZZBWT, JURIRENS TTELER) &bt
REIX, A=a——aF =g n—kb, [EH - RE)
DRAHANS L) 2R UMER L ET,

@ RUIvEx
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HEAR AL X ORMVBEZEZITVET, RUVEXIE, A=a——TF S —

vara—Rb, [EHE-ZRE] AL, TR OXRFEENDL [RUVF
Z] BRRL, [RUI0EHLZ] X2 O FTIEITLET, RYIDEZETE,
QOFNATIURRELFHE ["HGEH] &R0 2R LTI EEN,

R a L 7207 v 75— b

T, Bl R ol a L 7 X% 343~345DFIETT v 75— hL %
T, Ty 7T — LR a L 7 2 nkEiE, EHRaL 7 2B L0, 745
Za Ly ZIZBWT, TTEWREN I “HLEH ¢ 2R LET,
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4. ARXRL—T 3>

ZDFETIE, AX-Collector DEESFIEIZHOWTEHH L £,
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4.1 EARTE

AX-Collector Z FHIZEE LRI 272 ) IR IOV TR L £97,

FZIEH OBRETESCEHETENEIZOWTIE, I5. AX-Collector ® Web A > X 7 = —
A1 HbEBLTLLZZN,

411 HEASRE DT
PR EL, UTOMNTREIR> T 7EE,

4-1 FM/EIA—

[ B ]
| ﬁ—/ii!%i:‘éﬁﬁﬂ |
| MED74>ﬁLtwr1—ﬁ)

| ﬁﬁllﬁﬁﬁ |
| ﬁﬁtﬁﬁbtl—ﬁfﬁnﬁ4> |
| ?71»%J—ﬁ®%% |
| 54tyLw§ﬁ

| :ua@&%gﬁwﬂﬁ |

‘ Impulse;E# D 5% |

| F—SEEORE |

| ®T ]

412 H—/N\RIEEE

EHBHERITIZ, AX-Collector 23ENET 5 % — NORFZIIE A AX-Sensor D J& %25
E—HLTWDZ EEHERLTIEEN,

Fz, EARBEORLTNZR DI, NTP O HAHELE L £7,
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4.1.5

4 ARL—2 30

pEngq4

PaEEI, WRIORT 22— LB L ONA T — R&2H LT, AX-Collector (211 7' A
VTEET,

R 41 TIANLPI—HFELIUNRNRT—F
o —HA4 ax-collector
INAT— R ax-collector

A—HEFETIAIL b —FDHIK

AX-Collector (2w 7' A T HBEIH AT B2 —F 28 L £,

FTEeS—a =10, EE-FRE] Z@RL, EFH oRrHEAND 22—
PEHE] 28R LFET,

(1) RO —Y &%

Ak R EMTEL, EEO—YLHLERRT—FREASL, =2—VHER%
ERLE 9, AX-Collector DEH AT H = —F DHAIE, = —VHERIEHE &
RLTLEEN,

Ddk) RE L &MTL, FRahlca— P —EIBRERLz2—FARERRI AT
LT LaER L ET,

(2) FR1—vTcHEOT Y

FEHF—varNN—0 a7~ "HZ T, —H, AX-Collector ™H1 77 7 k
L, FCBF L2 — CTHErRZ A LET,

Ela 7 A VI — B T/RAT — ROEBEEZIT-TLIEEN,
(3) FIA4I FA—F DI
X2 VT 4 OBENS, T 74N Fa—TFOHIBREHESE L 97,

a—P =D, 2 —¥4 ax-collector DMIZH D T=—FHIR] RF¥ 2T L,
T 74/ b= EHIBRL £,

A ADEE

AX-Collector DEMEIZ LB/ T A 2 A ZBEE L ET,

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

43




4 ARL—2 30

(1) SA U ADEE
FTer—var=fy, EE-RE Z®RL, [EFH) OFREANS 74
B RERL BRI ET,

MERET A o A%k RY U EMTL, MET A 2 BMNER CHEALZT A&
VAF—H AN, TEE RXUEHTLTEEN,

FBRENTETA B A—EREEIL, ANNLETA B AF—RNEEEINTNDLZ L%
MER LTS 7ZE0,

41.6 ALY IAEGRIEDHRTE
AX-Collector DEMELREEICEI T DR EEZITWVVE T,

(1) aLYAEERTE

TEeS—varoa=xy, VEE - BOE) 2R, a1 ZEHRERE) ORRHE
Anb T=2vr 2] 2@RLET,

(| REZ U ZTFL, IP 7 L AT AX-Collector 2XEfET 59— DIP 7 K
VAEATILTLIZE, F£1z, ZREFR— FESMIZA A F—/LIRFIZ AX
Collector AR — FEFIZHRELT-FR—"EEEZANL, [FEH A2 ZHTFLT
TEEV,

FRENT- VL7 ZHEBERIC, AMLULERTENERKLEINTWDZ 2R LT
TEEV,

(2) Syslog &1 (&)
FeS—varn—xh, EHERE) ZBRL, a7 XEGRE] ORRE
B2s5 [Syslog i) 38R L £,

DHTIAE SR ) A2 2T L, syslog DIEAGEE LT, IPT RLABLIOKR— FES
EATILTLEZN, F2, BEIZAEDLDETCTZ7 7 U T o Z2&EIRNL, [B&) ~&
EHTLTLIEEN,

FIRE Tz Syslog AN —HEIZ, AN ULERENENKIINTND Z & afiR L
TLTEENY,

(3) SNMP Trap 251 (£&)
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4.7 Impulse syslog/trap {5 HlHIEEED R T

Impulse syslog/trap &5 FIHBERE DR E A I Z 22N E T,
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471  HEEEMIE
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HEETRS TIRE DR ERAE &, HIEI N ThR% 2415 L7z syslog/trap i@ FIFd 51 3
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FLET, Z2db, FEICHBIMA K T L72SEE1E, IR 7RO syslog/trap &
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[%gk) RZ 2T L, Impulse syslog/trap 2515 il
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473 HIHPABERA T a2 DEE
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7 a— g — HHREFRARADENZENT, RL7
0 —{EREZIETOMLENHY T,

Impulse F5 F1i8 %0 O HEH R OFERICFEH L £,

a L7 X EEH — HEHREHRRAODZNEFNT, REL
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2 EEMRE A —FOWThrDA L2 72—, AP T RLABRIEEL TWA N
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ENRHYET,

T OMEEREAFIAL, IP T RLAMEEDS AP 7 RLA) Fioid MREIP 7 R
LA (@EMOR) | OE, WFoar s ZIZEUREIP 7 RLRAEEET L &
T, Ebb0al s 2 RNEHRIZRSTZHETY, #5125 syslog/trap /37 > Dk
BIIP T RLARE L & 9, ZHIZ KD syslog/trap & 55T 2 B —

X, MEMEOa L7 2 &R UEBEMRERHET LN TEET,

N \\60/ 5 2= NN
By [ TR | s AR AT ‘¢6;§\%, N ... BEAFRZATA
NG %A% R Y
[AIAN 7| Z " '
= {RARIPPRL-Z aLs41 aLs41

P GERR) (EHE%)
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7 AR >
iy aya2
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5 [1271—2RA2] ~

R 270 EARYATA

4-10 {REIP 7 FLRAEHEERS (ER  BEF, A : IYEBARK)

F72, IP7 FLUAKERD IABIP 7 R L 2] O, syslog/trap HEHEBIEIZ N %,
IV BZEIRESNTBIEIP 7 FURAZEH L, ZDOIP T FLANRE / — NICFTE
LR Rolc 2 L 22T, RUIVERZ %2179 ZENFRETYT, Z OERMEEZFIH]
L, (RFEIPT RLA%Z WEBZ 747 hinbT 7 2AAHRETH Y, VRRPIZL ST
T 24P 7 RV RICERETHE, WEBZ 74T EnbDaL s X~D7 s
BALEEET FL A=k TEET, Z0eE, REIPT RLA~T 7 kAT
Le, ERRav 7 2IC#ERELET, (%)

¥, ABEICIE VRRP HREITZ EN TRV A, JEY 7 =T 42 ZHE, &
EWETELSBERHY £3, (BE) SR Y 7 b7 =7 : keepalived (Copyright
(C) 2000-2020 Alexandre Cassen. All rights reserved)

(3%) VRRP & #HEET O TIE, a7 ORIV BEXRES, KAEIP 7 FLALFHER=a L
7 A SELMNERHY £, DS, VRRP Y7 h 7= THIT, RAEIP T RLADE
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=2~ R : docker container exec ax-collector curl -s -fhttp:/{H / — FaL 27 X% 1P 7 KL

A }/redundancy/v1/healthcheck/
JSERR (EMR=a L7 H)

(2%) keepalived BL Va7 XEMHA 7 ) 7 |k

{"system_status_self":"active"}

BRET 7 A WA

# cat /etc/keepalived/keepalived.conf
I Configuration File for keepalived
global_defs {
]
vrrp_script track_status {
script “/etc/keepalived/col lector_track_status. sh”
interval 30
timeout 10
rise 1
fall 1
init_fail
]
vrrp_instance VI_1 {
state MASTER
interface <interface name>
virtual_router_id <VRID>
priority 100
advert_int 1
virtual_ipaddress {
ARIEIP7 FLR>/24
]
track_script {

track_status

# cat /etc/keepalived/collector track status.sh
#!/bin/bash

status="docker container exec ax-collector curl -s —f
http://127.0.0. 1/redundancy/v1/healthcheck/

if [ $2 -ne 0 1; then
exit 1

elif [ $status != "' {"system_status_self”:"active”}’ 1;
exit 2

else
exit 0

fi

then

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

80




4.8.3

4 ARL—2 30

EARBE

AHITIL, 11 TREBEEEEHNCIIT D IP 7 R L ARG DR E B 2 Fedl L %
T, AL &1 (EMAR) , aLr¥2 (F[HER) TENETRREZITVWET,

SEpEERINT—2

_________________________ BARSRFL |
,'/(198.51.100.100) 198.51.100.1 198.51.100.201 b
‘ {RARIP7RL i
: aLv41 |
: . Impulse1 :
| GEAR) P |
i |
’ L 192.0.2.1 192.0.2.201 /
---------------------------------------------------------------- '
AiBiERT VN7
(rossr 004000 | Tseozz T tos02003| T
I mamiPFRL {
: aLy42 |
: Impulse2
| (%) P
198.51.100.2 198.51.100.201 y
FRRATL
SEpERIINT—2

4-11 TREBAEEREDN

REN, TURALEAEORE, BI O Impulse BEEDRE L 720 7,
TLEACBRE DR EIL, T — g "—5, [EHE - FE] Z28INL, [TTE)
OFREEHNS TEMERE] 28R T &, BERY VAT LERELET,

Impulse HHEDREIL, T EF—Tar "=k, [F=FEERE] 2R L,
Mmpulse HHEERRE | OFREA D [Mmpulse B¢ ) 2R L T 723V, THH
WA EMTLRELET,

(1) IP7RLARER TEIPT7FLR] DOEEH
SV ANEREEBDOIP 7 FUARERN [EIPT FL A ] OREFZTLEHLF
kS

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

81




4 ARL—2 30

KAV LIAREEREG NMP7RLRAEE : REIPFFRFLX]
BEHH a1 aLyH2
GEMR) (151 R)
T Uk AR AR
SN A% %)
ik
ANIVAT = 7 TR 30 FiH 30 F0iH
BE IP 7 R L ARERL FEIPT FLA FEIPT FLA
RARIP 7 KL A - -
e A% — 24 http http
iz IP 7 KL A 1~5 192.0.2. 2 192.0.2. 1
R — N &= 80 80
Impulse | 1B REZBWEP 7 FL R | 192.0.2.201 192. 0. 2. 202
BRESEAR— M 5000 5000
Hefor For
BRI IP 7 KL A 198.51. 2. 201 198.51. 2. 202
x SR — &R 3000 3000
SGIPSIE:SES R R
g | WEBUEIP T FLA | 192.0.2.202 192. 0. 2. 201
o | RELR— MES 5000 5000
ZWAIP T KL A - -
BRI R— hEE - -
AR - -
MITRALKEAE T, Impulse 3 EMIE ET, —&F RICFREND Impulse Z X% & LET,
EHAZR VAT LD L7 X T, &EMIZ Impulse GERIR) OEEFILNFIRENLTNEZ L
AR P SV, B AICEFRESATORVESIE, BEEXLEFEL TSN,

(2) IP7FLAER MREIP7FLR G&

BRIDHA) | DERTEH

SV X TNRERRTEEHDOIP 7 N AERN AP 7 LA GEHOHR) | ORE

Bz Rl L £,

EFI LR CTY,

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

Impulse #EHERRE 13,

(1) IPT7 RLUAMERL T5EIPT LA O

82




4 ARL—2 30

K A4-1BALVATREEH NP7 FLRER : REIP7FLR GEMOHA) |
REHEH a7 X1 oL X2
GE%) (F5HER)
TE IR H%h A%
- SETE H%h 2
~IVATF oy 7 JE 30 Pl 30 FHrH]
BIE IP 7 R L AHERL AP T RLA | {AHIP 7 KL A
(E@ED ) (@D F)
AR TP 7 R L& 3% 198. 51. 100. 100 198. 51. 100. 100
I e e 4 http http
iz IP 7 KL-A 1~5 192.0.2.2 192.0.2. 1
flf A — N & 80 80

KaLZEZDRy NT—I A F T 2 —ZADNTRNT
NH FET,

9, Impulse Bk &1,

FRLRAER MREBIP 7 FLR] OHEH

L7 ZNEREEBOIP 7 U AR EIP 7 RL A OREF %
(1) IPT7 FL2fERE TEIPT L] OFREFEIFELCT

ZDOIPT RLAZDIFTTELLE

FLk L&

RA16ILYVEATESREH NP7 FLAER - REIP7ZFLX]

REHEH a1 aL A2
GEF ) (FrH )
g | R 2 3
HREN BHZ Eiigey)|
B{E
~IVAF oo 7 JEER 30 FUrH] 30 b
U IP7 KL AR (RIAIP7 KL% | (AP 7 KL%

RABIP 7 FL A 3%

198. 51. 100. 100

198. 51. 100. 100

R A — L4 http http
MR IP 7 KL A 1~5 192.0.2.2 192.0.2.1
fim AR — &5 80 80

XHHET A VRRP V7 MU =7 THIEITAIP 7T RLALELT RLAZREL T &N,

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

83




4 ARL—2 30
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4-12 Syslog ZIEHEEIBRIA A —2

493 HKETE

Syslog ZfZ#% 1%, AX-Collector > A b —/LIFICHE T2 E T 7 A /L ax-
collector.conf THE L £ ¥, Syslog Zf51%, RET 7 A /MIRZFLHWL, a7 X%
EENTHZ & TRMREE 20 £77, AIHMEIRIERY & 70> TV ET,

SYSLOG_RECEIVE FUNCTION="ENABLE”

Z OO Syslog ZAEREDHEA L, 5] 3-4 AX-Collector £ ¥ X F—ILEEDRTE
BE—%| 22 L T/E&W, £72, WEB A V4 7 =—A T Syslog /5 7% € % ik
WARETT ., 1563 a7 ZHEfREE] SR L TSN,

494 CEF X7« —IL FiEH
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HH At e

CEF DeviceVendor TN AR H A,

CEF DeviceVersion FONA ANR—=T g
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CEF Name A RIS
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NZ 7 4w s S AR ALEEREL

ﬂ\i—a«()

L EEHNICT e

&z, ry hU—7

—[H DB IC 7 1 —F — X & S

2B, FERUIMIE Syslog EETHEARD IP T RL AN 7o —7 4 —/L REETE

CHIPT R RIZ

RS ET,

%= 4-19 CEF Extention 7 4 —JL KX —IEFik L 70— 7 1« — /L FiEEHRXIG

Extention 7  —/L K¥— | 7n—7 1 —/L K e

in NA MK

out EEANA MK

dmac SEHEMAC 7 R L&

smac EfFTEMAC 7 R LA

dst Fa%E IPvA 7 KL A E72id v4/v6 13 H
5555 IPV6 7 R 1 A Bl

sre EEIL IPvA 7 R A F£720X v4/v6 1X H
P{ETE TPu6 7 L% B

dpt 364G L4 N— hE S

spt HEIEIC L4 R— &5

proto 7'a hangs

destinationTranslatedAddress | NAT 64 IPv4 7 R LA F721% v4/v6 (X H
NAT %65E IPv6 7 K L & BrtlizE
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Extention 7  —/L N % — Ju—7 f—)L KR 5

sourceTranslatedAddress NAT {FJC IPv4 7 R LA F700% v4/v6 1L H
NAT i£{57C IPv6 7 R LA BrHizE

destinationTranslatedPort NAT %65% L4 7R— &5

sourceTranslatedPort NAT 6{E7C L4 R — hEE

FTNTFGTrcvdpkt Ny MR

FTNTFGTsentpkt EIERT v MK

FTNTFGTvd N—F )L AL %

FTNTFGTeventtime F7-13% | NAT BLRIEEZ] (BHAE or #&T)

rt

FTNTFGTduration E£7-1% | NAT #k#e i

cn3

(2) CEF ¥i5EXF5 (IEE)

CEF LI SCTFHINDAEED 7 ¢ — )V R A L, aX 7 DBICRFTHZ &
AHETT, fhH L7z 7 ¢ —/v RIE#IT, Syslog %157 — & ZRFRHZ 2 —VER
T4 —I)LRELTHERRLT AN EZNRAREE Y £,

AR — P EBOEE T  —/V FEIZ 10 & 720 £,

ZOMEEHROMHBEEX, a~vr FIA v ETRET 7 A VOMET H Z & TfT
WET, LUFIE CEF L3R Y  —/v KD cat”” 4 —/b MEZ I L2 —PERT 1 —
VR 1 (logext0l) ~~, “tac”” 4 —/L NMEZHH L2 —FEFR7 1 —/L K2
(logext02) ~RAT 245G CREENNBRENE) ORERITY,
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# od 4 >R b—JL (ax—col lector-uthility.sh &% 3)Ts Lo kY

# vi ./files/org/ax—telegraf-syslog-user. conf.org

[Lprocessors. ax_copyrename] ]

order = 101 - - OREER
[[processors. ax_copyrename. replace. field]]
source = “cat” - QIR T 4 — L FF—
dest = “logext01” s QA —YEEIT4—IFK

[ [processors. ax_copyrename] ]

order = 102 - - (DABER
[[processors. ax_copyrename. replace. field]]
source = “tac” - - QIR T 4 — I FF—
dest = “logext02” s QA —YEEIT4—IFK

4-13 Syslog CEF A—HE&ER T 1 —JL FHIHEEEHI

O  FENEFIL,101~110 ETOHEEIEEL 2 &0,

@ HLRET 4 —v RER—(3HitH 3% CEF KR A v £ — P NOF—XFFN 2 HFE L T
STEEV,

@ Z—PEHET 1 —/L FiE"logext01”~"logext10” DWFNNEIFEL 72 EW,

Fio, 2—PEET7 4 —/V RO WEB A v ¥ 7 = —A L TOERRAIRL, ax-
collector.conf DFXETEETHI L HLAHETT,

EBEULBRELZEE~NKMT A-D121F, 2L 7 Z0FEE), L IFkDavw
N & ET< &,

# ax-collector-utility.sh --syslog-receiver restart
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410 GEOIP EE#EEDERTE

ExBIIRVWET,

e

71— — 5y AE GEOIP MEfEHRE D

4101 HEEEREE

YUY L VZETLI 7o —HFRICEENDIP T FL 22X —|2, (EFREZHRER
L, "fiibd 2HEE T4, BIERDOEC AS IFME 2 5425 Z E N ATRETT,

AL T, BT —Z_X—2 L LT MaxMind #® MMDB*ZF|H L £9,

$¢MaxMind £L  https://www.maxmind.com/

MMDB 7 #—=~ > b https://maxmind.github.io/MaxMind-DB/

KARBITITEZEENL TR £HA,

AL TR ATREZ2 MMDB 14, City 83X OVASN 7 —H# X—ZXTJ, City 7 — ¥
N—2AEHT 5 L EBFREN, ASN T —F _X—2 AT 5 L ASHRPMETEE
T, RBEAHERERIIKO®Y TF, 2L, T4 X2 FIZEERBBEMH ST
OGS, MERIIBSE ST EEA,

= 4-20 MMDB &#&FEXTR

TR R TSR 5 B
City [ =— R [{=—F (23XF) 1S03166-1
E4
Hin 35 Mg (N, RS
#p i #hid
FREE - B FREE - RREETE R
ASN AS B AS B
AS FHf%4 AS A4

INOIEROMBEX—L D IPT RLAE, 7r—{FRICEENDIPT LA
T 4=V RERVET, IPT FLAT 4 —/V RiE, EE7T 5808 @Ik FITRTH
HEDEEREMRETT, EHROMAGDLENDHZ2HAZEE LGS, BEOF—
RO R Z M L E T,
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4-21 MMDB &#&% IP 7 LR T 4 —JL K (E{E5T/5E5E)

# | IPv4 1Pv6 NAT IPv4 NAT 1Pv6 TR SRIE
7T RL A 7T RLA 7 R A 7 KL A =5
1 O - - - IPv4 D F
2 - O - - IPv6 D7
3 - - O - NAT % 1Pv4 O F
4 - - - O NAT #% IPv6 0D F
5 O O - - IPv4/1Pv6
6 O - O - IPv4/NAT TPv4
7 O - - O IPv4/NAT TPv6
8 - O O - IPv6/NAT TPv4
9 - O - O IPv6/NAT TPv6
10 O O O - 1Pv4/1Pv6/NAT 1Pv4
11 O O - O 1Pv4/1Pv6/NAT 1Pv6

O:mEXF—LLTHEHTSH, — FHLRZY

(EER)) LFRo#6 2[EH (3ulk) OMB7 4 —/L FELTHEMA LSS

S IPvA 7 RL A& NATSESC IPvA 7 RL ARG ENTWA 7o —EREZ(ET
HE, 5 1IPva 7 RLATMMDB Z a5 L, ZO0O1% NAT 506 IPvd 7 R LA THR
RITHEIMEL R0 FT, BRBEORBERVBSG CEHEICIBERNRFH I NE T,

REWEIZ R D L DI NATHER « RIERALRH DRy T —Z7I12BWT, AER Y b
U — 7T D 7 a—tEROSEICxT D GEOIP 1 HEUESRH A2 T,

f N
Firewall #4245
565 IPv4 e %65 IPv4 : JP
7 ua—A >
No NAT
565 IPv4 NAT %65 IPv4 : US
7 1a—B »
NAT44
\ )

4-14 GEOIP 287 « —IL FRZREF D EI/EHI
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410.2 EAKXEHTE

GEOIP :EH#EMEE A FIH T 5121, KOARAT v TRUNETT,
O MMDB O ¥
MaxMind #7225 City 8L TVASN O MMDB 7 7 f V& X 7 a— R LET,

ek, AR TIIME DT T A _X— K MMDB Z1Ef L, FIFH+5Z &b A[RET
T ZDT T A _X— kK MMDB O FEHDFAEL, ROFIEQIZIARETT, FEL
1% 14103 754 _X— K MMDB #&/E] #Z2HBL T FE,

@ MMDB 77 A /LD at’—

A ma— KL MMDB 7 7 A /L%, ax-collector.conf @ SET DIR THE L7
T4 MiZav—LEd, UTFIE, 774V 77 A0 a~xy REIT
T, A= DT 7 A NEEEES BYE L ax-collector.conf THE L £,

[City MMDB 7 7 A /L =1 &' —]

# cp GeoLite2-City.mmdb (SET DIR 8 E7T « L7 L V)
[ASNMMDB 7 7 A /LD =1 £°—]

# cp GeoLite2-ASN.mmdb (SET DIR f§ &7 4 L2 k1)

I — L7~ MMDB 7 7 A /UE, @D T 4 — /L R « KANTE R E 2 i
5, blLIFKDa~vy ROETTIHECKMEINET, MMDB 7 7 A V&
HLT-5E, ZOMBFIEZ T < 7230,

[MMDB ffi A 2~ & KD FEAT]
# ./ax-collector-utility.sh --geoip
@ MHET 4 —/ K - KIERBOE

WEB A LV HZ 7 x2—ADFEF = g 03—k, [EH .. RE] Z28RL, £
RAZa— VEH] O IZo—F—24E] 28R TIEZIN, 204K,
GEOIP 7 — Z LR — R T, BT 4 — /L RIEFRERBIEROBREEZI TV E
TO

) Ea—F GEET) MR, MRT7 4 — /L RREETIP 7 RLADRE
1) GEOIP 7 —# LS — B bEa— K (FE70) (I3 ST 2 i85E ID11
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DEFERZ A ZMTLET,

2) MBI A — NV RTREETIPT RLAEZEIRL, AIOF =y 7Ry 7 A
AF ol LI ETEHRX M T LET,

DIRE, 7ua—1EREZETOBCEETIP 7 RLAMLEa— RBRKE I
B RIEBRNH DS, 7 —F — A X=X ENETT, ZoFEz— KF
WE, SMEEUEEEC Y 0 —EAEEE CERARE L 2r 0 £,

4103 54—k MMDB &%E

ABEREIZ IPv4 B L OVIPV6 vy NT—2 A U T AFRE % JLIZ L7z City MMDB &
ASN MMDB % Epk L3 2 88E T3, AexfEio &, 774 X—FIP7 FL X
Tz % — & L7 ki SO B R oz R rlRe 22 M3 O 7 A ~— k MMDB % {f
KL, FIAT2Z EnrREE 2D £7°,

75 A ~_— |k MMDB OfERIE, WROTFIETITVET, 1ERZLIE, BB 7 o —
ZAEROMBEMEICHEE S ET,

1. Fer—rar =k, [ ®RE Z8RL, EFH] OFXFREA»D
[To—F—4¥EEE] Z8IRLTLTEE,

2. GEOIP ¥ —##LESM—EForAIICH D [FF7 A4 _X—F DBRE] RZ L 2
TL, 774 X— FDBERETHEZFRRL T EE,

3. {EptT—4 (Pv4/ IPv6 Xy T —2 A U T R) BLUNMMDB 7 4 —/L
ZREL, fEARZ 2T 5 EE S nEEIC SN £,

ERL &4 5D MMDB 7 4 —/L K& IPv4,/IPV6 X hT =7 A UT A7 4 —)L RED
KR DOFIZ R LE T, HlZ21E City MMDB O E 22— RIF#RIZIE, *v hv—7=x
AVTADAAL N1 74—V FOREEDEMNINET,

® 422 T53A4R—FMDB & IPRy hD—0 T4 7ARIGER

MMDB | MMDB IPv4/IPv6 R R T —2 il 2
74—V R TA YT AT 4 —L R

City EEE aAv bl
A T A
Higsk aA b2
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MMDB | MMDB IPv4/IPv6 Ry R T —2 il 2

74—V R A YT AT f—)L K

#R i aA k3

L - RREE R R4 aRX b5 [FEEE]
-90 LY K<
90 X b /S VWEUE
[#RRE ]
-180 X K&<

180 LV /N & Wl

GR)AEEE - FREEIT, D7
SEBLELLNNR0LL
NOEZEELS IZE
AN

ASN AS &= EHEE 0 7> 4294967295 DIK
fE

(*)01%, T5.9%%&)]
HEBED GROTP MZR D Z
SHE L TUWETS,

AS FR#R4 (EgLRiE S

UTFICAERERROEEFHAGLH L ET, THEO L, ZFHCEZS N,

vV Xy M= YT RAEREEH L-BEAICE, BELEERIIT T A X—
k MMDB (Z BEIIC I Z SN E A, KA MEREE, BIEREZ1T->TL
72 &0,

vV TV T4 I ARPODE Y NT—7 A VT AERIL, 7T A ~—  MMDB
IS N EE A,

vV IPV6 Xy NU—27 A YT ATIPvA AT R L AZBEk LTZBE, st 5
IPv4 7 RLAHBRRICE y PLET, IPVA Ry NT—27 A U7 A THELE
IPvd x>y T —2 7 RLRIE, xfI5T 2% IPvd AT KL A&ZFFOIPv6 7 R LA
HRIZE Yy FLET,

Vo OREE - REBIOASFESZUSNDT =L RIZBWT, BT C+-=|1()
(V1N ~*2:%)) OFRIFIEHELETY, REXFORBITFFA—FLTHELE
/\Jo

Vo OHE -REBIOVASEFFBETCHILERSY £, =AU 7 AHFHRIZEIE
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DI ERE L CWIEEE, ESIHERITT 7 A4 — F MMDB {2 S EH A,

v AERLTETI5A4_X— K MMDBIZ, EHEASNY I T v TEILENRTEERA,
Ny I T v TRMERGA, EREERTHIAY NT—7 A VT AEHRE
BELTLEE N,

v MaxMind £ MMDB & O, 75 A ~X— Kk MMDB IZi%4T 557 —Z 23
LA, 54— K MMDBIZt v N LIEBEHRATERINET,
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4.11 AX-Collector D{EsFa<w > K

Z DOETIX, AX-Collector NEMET 2 — N ETHEITT S Z & T, AX-Collector (T %S
L CEFEBEERITORSTFa~ 2y FIZOWCHBA L £9,

Repa~y REBMT O8I, 1322 AREOA A M=) T 07T Lk RH
LT 4 b7 PUIBEIL THEITL TS,

[/home/alaxala/] T4 L7 ") T s I hx2ERLEGAEDT o L7 N BEID=
~ v RETHZRITRLET,

# cd /home/alaxala/ AXCOLLO113-258-g75de9d4b

4111 A—FT4 Y742k

(1) AX-Collector f ¥ X b—JL
AX-Collector & 7 F A A=Y DIEK, a7 FOFERBS LOESHZITVET,
MR FNEIL 1322 ABEOA R b—L] ZBRLTLEEN,
AR
Jax-collector-utility.sh --install
[=1761]

# .Jax-collector-utility.sh --install

Do you want to install?

(ym):y

ax-collector build start ...

OK: ax-collector container running.

#

(2) AX-Collector A>T F 4 *—I{ERK

AX-Collector =1 > T F A A —T DIEREITWVVE T,

Ko< RETH, a7 FOERB L OEREIZ1T 5 Z & T AX-Collector & &4 5
Z ek ET,

[ADRA]

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

96




4 ARL—2 30

Jax-collector-utility.sh --build-only
[=1TH1]

# .Jax-collector-utility.sh --build-only

Do you want to build this container image?

(ym):y

ax-collector build start ...

OK: ax-collector image built.

#

(3) AX-Collector O > T TR B &K VHEE)
AX-Collector = > 7 F DER S L ONVEER 21TV E 7,

[AFRR]
.Jax-collector-utility.sh --run-only
[£4T41]

# .Jax-collector-utility.sh --run-only

ax-collector run start ...

OK: ax-collector container running.

#

4) a—H3BN
AX-Collector 120 7' A T BH72bD2—FEHEE L £,
AKa< RiZ, AX-Collector DA > A h— /Lt L R U2 —PHERTEITL T FE W,

F7m, Ko<y Rk 32— BMNTIH AT — ROWEFHHEDF = v 7 2T\ EH
DT, WHETEAET Web A > ¥ 7 = — AD 2 —FEHIREE) & 2 —F OB EE
1ToTLEE N,

Kavy FCERLEa—Foa—PHERIZERE IR £,
[AAFA]

./ax-collector-utility.sh --useradd

[=4741]
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# ./ax-collector-utility.sh --useradd
Username: test_user

Password:

Password (again):

OK: User test_user added.

#

(5) AT A

B RREBIZ 3 D AX-Collector D =1 7 FDEMEZ BIA L £,

FIVER LA ax-collector.conf 7 7 A JMIZEREM OB ELX XM L E9, =77 L, KFER
DOIT 4 L7 Y OREIL, Ra<wy FTHEXKMINETA,

ARKa= R, root HEBTHEITL T &V,

[AF7]

./ax-collector-utility.sh --start
[=4741]

# ./ax-collector-utility.sh --start

OK: ax-collector started.

#

(6) aVTFHEL
AX-Collector ® = 7 F OEMEZEIE L £9,

Ao KL, AX-Collector DA > A h—/ LI L [E Ca—PHERTEITLTLIFE
AN

[AFR]

./ax-collector-utility.sh --stop
[=4741]

# ./ax-collector-utility.sh --stop

Do you want to stop ax-collector?

(y/m):y
OK: ax-collector stopped.
#
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(7) 3T T HIBR
AX-Collector ® = > 7 F % HIbR L £7,
Koy RETR, NI A—Z|Z force ZfRET DI & T, FETFDOa LTI THM
BN IE LT, a7 T OHIBREITWET,
Az~ Rik, AX-Collector DA > A h— LB & [A U2 —PFHERTIEITL T EE
[
Az~ Rid AX-Collector D = 7 FAMEIE L TWHIREETHEITL TS ZI VY,
[AFRR]
./ax-collector-utility.sh --remove-container [force]
[T A—=F]
force
SREIRIC 2 T T ZHIBR L £,
[=4741]
# ./ax-collector-utility.sh --remove-container

Do you want to remove ax-collector?

(y/m):y
OK: ax-collector container removed.

#

(8) aAVTFA A—THIR
AX-Collector DT F A A=V ZHIBRL £97,

AKa< R, AX-Collector DA A h— VL FI U —HPHERTET L TL X
AN

Ko< RiL, AX-Collector D=2 > T F ZHIE LIREETEIT LT F &,
[AFR]
.Jax-collector-utility.sh --remove-image
[=4741]

# .Jax-collector-utility.sh --remove-image

Do you want to remove ax-collector?

(ym):y
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OK: ax-collector image removed.

#

(9) Ny TFyT

AX-Collector D> 7 4 7 L—3 a VRENEHR, BILOWmMe 7 1ER, EHA= 7 E#
DNy 7T T ERELET, 7a—fFR, MIBIE#R, M6 T — XSO - mf
b7 —2IIEENFEHEADT, ZHEETFE,

[AFRR]
Jax-collector-utility.sh --backup <file name>
[T A—=F]

<file name>

NI T o7 7ANERELET,

[=1TH1]
# ./ax-collector-utility.sh --backup backup.db
OK: DB file backup succeeded.
#

(10) JRA LT

N 77 w7 LTz AX-Collector D227 ¢ 7' L—3 3 VR EME®R, BLUOWEn 71
W, #EH 7 7 1E#%E AX-Collector [IZU A F 7 LET, U A M7 RHiID AX-Collector D
WixKbON D720, VA RNTEMANINY 77 v 72 BST5Z 288D LET,

[5.6.6 fr5F (3) =17 ¢ 7 DBEH HERET, {ERLIZEM ANy 7T v 77741
HIRERRETT

Ka< R, root HERTIHITL T LIV,
ARa< KX, AX-Collector D2 T F2MELE L TWAIRAETEITL T 72 &V,
Ny T w77 7AMIAE A=Y a U TER LB DOEBER LTS,
[AFR]
.Jax-collector-utility.sh --restore <file name>
[T A—=H]

<file name>

Ny T T 77 ANVERELET,
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# ./ax-collector-utility.sh --restore backup.db
Do you want to overwrite the DB file?
(y/m):y

OK: DB file restoration succeeded.

Please start ax-collector.

#

SNMP EZtR#aEDBALR - =1k

SNMP BE{RMERE 2 Bi4h, FiEE LT,

SNMP BEARMSREA A 1R L TV AIRAEETI, MIB OFE, MIB BEIC%X 5 BEEH,
MIB fEIZ %95 Impulse #HEEIZ &L 5 EEAIFEME L £ A, AX-Collector 23 EHE) L 72
B, SNMP EStREEREIT HBIAICBRAE L £ 9,

Ko< R, AX-Collector DA A h— VL EI U —HHERTEIT L TL X

AN
AR
./ax-collector-utility.sh --snmpmonitor { start | stop | status }
[RTA—4]
start
SNMP BEfiRERE 2 BHAA L 97,
stop
SNMP EitiBERE 24 1 L %9,
status
SNMP B fire DEIEIRIEZ FR L £,
(=174

HERAAG -

# ./ax-collector-utility.sh --snmpmonitor start
OK: Snmpmonitor started.

#

EUN(EET,

# ./ax-collector-utility.sh --snmpmonitor stop

Do you want to stop snmpmonitor?

(y/m):y

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.
101




(12)

4 ARL—2 30

OK: Snmpmonitor stopped.

#

EfRRRERR (BIFERY)

# ./ax-collector-utility.sh --snmpmonitor status

Status: active (running) since Mon 2018-11-13 20:18:11 JST; 13min ago
#

BIRREFR R (5 1L

# ./ax-collector-utility.sh --snmpmonitor status

Status: inactive (dead) since Mon 2018-11-13 20:18:11 JST; 13min ago
#

7 O—BEfRHRE DS - F1E

7 n—EARRRE 2 BAn, £72iMEIE LET

7 o —BERSEE MR L L TV DIREETIE, 7 e —ICxd 2BIEEAR, T e —ickT 5
Impulse HHEIZ K 2 BEARITEME L 8 A, AX-Collector 2SEE) L7-F, 7 v —REARH
BEIXHEIAOICEIME L,

Ko< Kix, AX-Collector DA A h— LI L R U2 —VHERCTHEITL TLEE

Y,
[AFR]
./ax-collector-utility.sh --flowmonitor { start | stop | status }
[RTFA—=5]
start
7 n—R M RE Z PR L £ 7,
stop
7 n—E R IE I L E T,
status
7 n—EE SRR OB RIREEZ RR L £,
[£1741]

HhERH A -

# .Jax-collector-utility.sh --flowmonitor start
OK: Flowmonitor started.

#

BRI

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

102




4 ARL—2 30

# ./ax-collector-utility.sh --flowmonitor stop
Do you want to stop flowmonitor?

(y/m):y

OK: Flowmonitor stopped.

#

EiEREFRTR  (EER)

# ./ax-collector-utility.sh --flowmonitor status

Status: active (running) since Fri 2019-06-28 10:00:37 JST; 39min ago

#
@ERiER s (FFIRE)
# ./ax-collector-utility.sh --flowmonitor status

Status: inactive (dead) since Mon 2018-11-13 20:18:11 JST; 13min ago

(13) J0—5 XU BEABEEDRA - 51k
Tu—5 Lk SRR, EI3 IR LET,

T —T o TERRERENME L L CWAIRIETIE, 7 v —IZxbd 2 BEREAR IXEME
LEH A, AX-Collector 2SEEEN L7-1E, 7o —F % JEEHEBEEITHEAICEELE L

£
Ko< Kix, AX-Collector DA A h— LRI U2 —VHERCTHEITL TLEE
AN
[AAR]
./ax-collector-utility.sh --flowagg { start | stop | status }
[(RTA—4]
start
Tu—7 X rEAEEZBRG L £
stop
Tu—7 ok o VESEREATIELET,
status
Tu—7 ok o VESIESRROEEREE R L E T,
[E1TH1]
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HhERAAA

# .Jax-collector-utility.sh --flowagg start
OK: FlowAgg started.

#

BRI I

# .Jax-collector-utility.sh --flowagg stop
Do you want to stop FlowAgg?

(y/m):y

OK: FlowAgg stopped.

#

EiRREFRR  (EER)

# ./ax-collector-utility.sh --flowagg status

Status: active (running) since Sun 2023-05-28 10:00:37 JST; 39min ago

#
@ERiER s (FFIRE)
# ./ax-collector-utility.sh --flowagg status

Status: inactive (dead) since Mon 2023-05-29 20:18:11 JST; 13min ago

(14)  SMERT— 2 ESIRISAEDRRLS - 21k
IR T — AR RE 2 Bds, EIEIEL T,
IERT— # BEARRREDME IR L TV D ARRETIE, M7 — X Ikt 2R T — Z &35t
BIMEREAR, 35 K 0% Impulse WHEIC & A BEHIZBIE L WA, 72721, SMBT — & Itk
I$ENE L £9°, AX-Collector 23 ELE) L 7= F%, M5BT — Z BEAFSREIT B BIAOICBIAA L £
7

Ko< KiX, AX-Collector DA A h— L LRI U2 —VHERTHEITL TLEE
AN

[AAR]
./ax-collector-utility.sh --extmonitor { start | stop | status }
[RTA—=F]

start

SERT — 2 B RE 2 PR L £ 77,
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stop
SN T — 2 B RE 2= 1L L E T,
status

ST — 2 B RE DB ER B 2 TR L £ 9,

[=4761]

EERILA

# ./ax-collector-utility.sh --extmonitor start

OK: Extmonitor started.

#

BRI

# ./ax-collector-utility.sh -- extmonitor stop

Do you want to stop extmonitor?

(y/m):y

OK: Extmonitor stopped.

#

BRREEFOR  (BIER)

# ./ax-collector-utility.sh --extmonitor status

Status: active (running) since Fri 2019-06-28 10:00:37 JST; 39min ago

#
BRRIEFR R (15 1EE)
# ./ax-collector-utility.sh --extmonitor status

Status: inactive (dead) since Mon 2018-11-13 20:18:11 JST; 13min ago

(15)  TRALHEEEDRE - F1E
TLRALBRRE R BASA, E72I3EIELE T

TLRAEBRREDMF IE L TV D ARIETIE, JUREAICRE T DRI EE L 8 A, AX-
Collector 23 2B L 72 B, TURACKEREIZ HBIRNICBIMA L £ 77,

Ko< K, AX-Collector DA A b —/LIF LRI U2 —VHERTHEITL TLZ X
AN

[AFARA]

./ax-collector-utility.sh --redundancymanagement { start | stop | status }
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[RFA—4]
start
TURALEEREZ BAAA L =47
stop
TLRALREZAF IR LT,
status
TLRALEREOBIEREZ TR L E T,
E)
BB -
# .Jax-collector-utility.sh --redundancymanagement start
OK: Redundancymanagement started.
#
Rk
# ./ax-collector-utility.sh --redundancymanagement stop
Do you want to stop redundancymanagement?
(y/m):y
OK: Redundancymanagement stopped.
#
EiRRERR (B ER)
# ./ax-collector-utility.sh --redundancymanagement status

Status: active (running) since Mon 2018-11-13 20:18:11 JST; 13min ago

#
EERER R (FFIRE)
# ./ax-collector-utility.sh --redundancymanagement status

Status: inactive (dead) since Mon 2018-11-13 20:18:11 JST; 13min ago

(16) AFvToay MER
AX-Collector EIZRTFE TV 5 MIB [F#, 7 v —I&#R, T —FXZLEOEMR - 7]
HILTF—2DRF v T gy hEERLET,

[ADRA]

.Jax-collector-utility.sh --snapshot create <index name> <snapshot name>
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[RFA—F]
<index name>
AF v T vay MBS OREBDA T v 7 AL EEELET,
<snapshot name>
BT 2 A F v 7 a vy FOLMERRELET,
[=1TH1]
# .Jax-collector-utility.sh --snapshot create “ax-collector-snmp-2018.11.13”
“snapshot-snmp-2018.11.13”

OK: ax-collector-snmp-2018.11.13 created.
#

(17) SNMP EZ#R ZEETHR— FESKRE
SNMP BEfRERIERR EDERE LR — FEFOEF %, 3 L7 XPMEIE LT IRRETRELL
F9, RELFE T L7 ZEENEHZICDB ISR SNET,
SNMP BEflix = v 7 X BB % HEIET 5728, SNMP BN ENMERR AT 2 AiiC T
WEETLR— FNEBALZE L-WESICARa~ L REFHLET,
a7 ZEEFICRa -~y REFEITLESAE, AEBICIEREEREN ST, K
Bl = L7 ZENREH S S E T,
ARa< RiZroot #EFRTHRITL T Z &V,

[ADRA]

./ax-collector-utility.sh --set-snmp-source-port <port number>
[RTFA—=5]
<port number>
SNMP EEfH DR TE AR — 75T
RRE FIRE78 AN — b &S O IL 1~65535 T,
[=ATH1]
# .Jax-collector-utility.sh --set-snmp-source-port 16000

OK: Configuration completed.
#

(18) EBEREFLSE

SNMP BEHUBRBERR E D7 — Z N, 7 v —BEHBREERE DT — Z UEE, ST — 2B
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|

H

BB E DR T — 2 HFH 2 NI D EER, 2 L7 Z0MFIE LIIRRE TR e L
FY, RELE = L X EBERIC DBICKBRS L ET,

|

i

FEAMEREIT = L7 FERBIER DEIET 5720, 2L ZEENER ) O ERKRE A
IESELS WG RICRKa~r FefH L Ed,

ALy ZEEPICARa~ > FE2RT LA, BBICITRELER K ST, &’
[l = b7 Z BRI R S IV E T,

Ko<y Fidroot HEFRTHEITL T W,
[AARR]
./ax-collector-utility.sh --set-monitor-disable
[=ATH1]

# ./ax-collector-utility.sh --set-monitor-disable
OK: Configuration completed.
#

(19) GEOIP &R E

GEOIP HH#EMEHE CEH L TV 5 MMDB % it A LE9, MMDB 7 7 A /LT
BIZFITLET, 7T 43— F MMDB {ERRFIZITFEITARE T,

2%, MMDB 7 7 A VA 2B E T 556, a7 2O - EENLETT,
Kz~ Fidroot HERTHEITL TS ES VY,
[AAFER]
Jax-collector-utility.sh --geoip
[3=4TH]

# ./ax-collector-utility.sh --geoip
OK: GeolP configuration successfully applied.
#

(20)  Syslog Z{EREEEERE
Syslog ZEHEREDEMEZ R R E L IXEL L 7,

Ka<y Fidroot HEFRTHEITL T 0,
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[AFR]
Jax-collector-utility.sh --syslog-receiver { start | restart | stop | status }
(35 A—4]

start

Syslog = EH&EEZ BRAG L £ 7,
restart

Syslog = EHEEEZ FHEEN L £,
stop

Syslog &G EEZ 15 1 L £ 7,
status

Syslog ZEHEREDENMEIREZ FR L £7,

(=474

WL -
# ./ax-collector-utility.sh --syslog-receiver start
Successfully copied 1.54kB to ax-collector:/var/tmp/ax-collector/conf/
Successfully copied 2.05kB to ax-collector:/opt/ax-loadbalancer/
Successfully copied 20.5kB to ax-collector:/etc/telegraf
Successfully copied 20.5kB to ax-collector:/etc/telegraf
Successfully copied 20.5kB to ax-collector:/etc/telegraf
Successfully copied 20.5kB to ax-collector:/etc/telegraf
Successfully copied 9.22kB to ax-collector:/etc/telegraf
Successfully copied 1.54kB to ax-collector:/etc/telegraf
Successfully copied 3.07kB to ax-collector:/usr/local/share/ax-
collector/logmonitor/

OK: The syslog receiver started.

R E)

# .Jax-collector-utility.sh --syslog-receiver restart

Successfully copied 1.54kB to ax-collector:/var/tmp/ax-collector/conf/
Successfully copied 2.05kB to ax-collector:/opt/ax-loadbalancer/
Successfully copied 20.5kB to ax-collector:/etc/telegraf

Successfully copied 20.5kB to ax-collector:/etc/telegraf

Successfully copied 20.5kB to ax-collector:/etc/telegraf

Successfully copied 20.5kB to ax-collector:/etc/telegraf

Successfully copied 9.22kB to ax-collector:/etc/telegraf

Successfully copied 1.54kB to ax-collector:/etc/telegraf
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Successfully copied 3.07kB to ax-collector:/usr/local/share/ax-
collector/logmonitor/

Do you want to restart the syslog receiver?

(y/m):y

OK: The syslog receiving function restared.

R IE

# .Jax-collector-utility.sh --syslog-receiver stop
Do you want to stop the syslog receiver?
(y/m):y

OK: The syslog receiver stopped.

HhRREFRR  (BERF)
# ./ax-collector-utility.sh --syslog-receiver status
@ ax-telegraf-syslog-bsd@01.service - Telegraf

Active: active (running) since Wed 2025-10-29 16:47:25 JST; 1 weeks 6 days ago
@ ax-telegraf-syslog-bsd@02.service - Telegraf

Active: active (running) since Wed 2025-10-29 16:47:27 JST; 1 weeks 6 days ago
@ ax-telegraf-syslog-ietf@01.service - Telegraf

Active: active (running) since Wed 2025-10-29 16:47:26 JST; 1 weeks 6 days ago
@ ax-telegraf-syslog-ietf@02.service - Telegraf

Active: active (running) since Wed 2025-10-29 16:47:27 JST; 1 weeks 6 days ago
@ ax-loadbalancer-syslog.service - ax-loadbalancer-syslog

Active: active (running) since Wed 2025-10-29 16:47:25 JST; 1 weeks 6 days ago
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5. AX-Collector® Web 4 >4 7 x—X

ZOETIE, A2 A =L L7 AX-Collector ® Web £ % 7 = —A~DT 7 &R
5, BXOEEESRIZOWTEHIAL £9,
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5.1 AX-Collector O &+ X

AX-Collector DM E#EKZ LA FIZRLET,

B 5-1 BEIE#EA

A 0 0 = G 5 GE By 3 = & A @4 ] = & Qi 4 ".'
TOP. @ B+
w5 LI FHEIR @
T

J0-LO— K&/ BR5IFS T (B 18 e

TO-La— Rylh @iAsHF) J0—7—F5HES

730/” 1000] WUty Ry Sa— K
=

EPTO-SYF U N
From1 &z -
BMACTO—Z 22TV~
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2022

BRANAL S ($A) BRANZ+2Y (28)

ey ERRER ImpulseiBHEH g
= =AES  EAty =R RS A Fstyh  XPUZZ EHr SRR MR RERRER
mm snwemmmn  WEITIIIOL— MBATSIO B el MIBATSZO M-
— v P v il e BT
===
Bl o) 00 0(0) 00} 00 00 5

Am JO0-5REE JO0-—&AIN—T JO0-—&f JO0-5REE J0—&HIN—F
JEFA SR 0(1) 0(1) 0(1) 0(0) 0(0)

x® 5-1 BEEHR

B AR £5HBA
©) ky FHEE~D | AX-Collector kv FHEI~D Y > 7 T,
Uz LHEEREE I CEAMET, by TEIEA~D Y 7 B R

522LT, by 7HE~LBELET,
@ Fer—var | BT LIFEE~OBH 2 EHT O A =2 —EEET

= To A=a—HNOKREZRIRYT 5 Z LT, AR
~EBHLET,

AV EABRETCA=a—(LEELET A NERETH LR
Ao a—IEEAEIZERINET,

©) Ty r=—7, Ty rw—UREL, BRERMERORRA =2 —7T
FLERE R

LT BBRED A = 2 —(LEREEFET, ik

IR INET,
@ TLRARAE TLRALMEBEA 2R, TURIREBB IO ARIKELZ R R L
T, v /A UHPICBRIRT D2 LT, TUELEEDE)
YRR R mE~EBE L9,
® KA N ALY ABRETRELEARA M EFRLET,
nJyAva—% | ol RO —FHERRLET,
4 7V w7 TNRRAT— REREZTa 77 7 FOETH
ARETT,
® W~ BEE | BmRRsO BB HREO AR - B2, F L OHE R
i OEFHEEEERRLET,
©) [ MBI 4 RO EFRRILUET,
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BE HE B;
® T8 71 R BUEDN— VRN LR Z TR LET,
(=R BUEDOR— Uz Y ) —HETRRLET, LALO

i) v 7 - F>TRDIENTEET,

) R=DY EEICRELER—~D) 7 2FRLET,
F72, TITARZUDER=V Y I ZBINT5Z &
MNTEFET, /2, HERZ LU DHEX—=VY 70—
EWEAERTRTDHIENTEET,

I E—ARZ T, BIER SR OmEmEIZNET S URL
N, 7y TR—hMlav—&hEd, av—shb
URL %, A MU TRTI A =2 2GR F T, KT
N—U T, WEAFEE URL R EINET (EF S
63 M4 FEE URL 2 ilim—E5 M) |

) FEAE I A RERE D I T,
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5.2 AX-Collector ® Web £ >4 7 1 —Atge—&

PN RN : =

AX-Collector DFHE

% 5-2 AX-Collector M¥ERE—E

, BIOBEKEOMEEZ RIS LET,

1IEH Hae H JHEEE B
TOP REESNZ TOP R—T R R LET,
VIR E Tk L 7 Z BRI 2 R
LET,
IS Hya Bek— BEELTWDHE v 2 R— ROERL
F—4 | R—FK BIERO—BEEFRLET,
FoR 7Y b AX-Collector {ZTC, THHELTWS
K2 ih— R By al— K2R £9,
IP 70—, HDH5WNTIMAC 71—
THEBOERE /LT 55 v a
RN—REFRRLET,
AR <A R EHEPMBICH ALY~ A XA LTZX v
Ay aR— R vadh— REEHRL, BERLET,
As e = — IP 77—, H5HWIMAC 7 u—4%3f
M7kt feE L Cafifb L £,
REATLR T A SNMP s, 7 1o —BEH 35 X OWED
B — T — B AR CUNEE U7 SR RHE - BRIk
WrEY~<UERRLET,
MAP £ = — GEOIP #EEMRER I, 241570 & 48t
DN ETE A2 XK FicFor LET,
7a— B —H BEELTWA T —1 X NDOFRRRIE
FoxT RO BEFR R LET,
D2 IP7o— IP7r—%U R MEATRRILET,
IP 7 0 —#H IP70—%77 7850 A MEXT
B a— FRLET,
MAC 7 12— MAC 7u—#% Y X MERTERLE
7,
BRETERE 7 —RBEMEICRET AR EELITVE
7,
SNMP B4 | MIB INE5 — 4 SNMP BEARIZ W CINEE L 7= MIB fE %
TII7RRTLET,
SNMP &7 — 4 | SNMP BEERIZ ISV CTA R L7 SNMP B
WF—% MIBF 7P =2 K7 L—
7 R TITTIERRLET,
SNMP BE LRI SNMP BERER E DR L, SNMP 515
F—% MIBA 7 V=V 7 N—7)
DHERRTL, MIB DI 2R L
F9,
—HET 7 2R —F | R L7 SNMP BT —% (MIB 47
Tl NITNV—T) B CSV T AL
WCHALET,
Ju—ER | Te—ERT—% | 7Je—ERICBOWTER L7 e —E
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IHH BERE H JHEE B
7 v — LR 7u—EHEREORI L, T e —E
T—H (Ta—FHIN—7) DER
K aF£RLET,
—fFT s ZAR— b | ER L7 —ERT—% (Tu—%
7 N—7) % CSV 7 7 A M
L%,
Ta—Sy | 7ua—5 X% ) | 7u—J % FEMIZEBWTAER L
XU | BT —# TPERT =2 %7 7B LT —T L
FoRLET,
NET — & | SNERINEE T — & NEL T — A BEARIZ IS\ CTUREE L 7= 25T
) WETF — 2 D% 7T 7FRRLET,
SRS T — & ST — Z BRI B TARL L7240 EB
RT — 2 D% 7T 7FrLET,
ST — Z AR | AT — 2 R E ORI &, AR
) T — 2 OERRI, ST — 2 DL
ERMEFRLET,
—fExT 7 AR— b | AR LIINEEER T — 2 % CSV 7 7
AMTH D LUET,
Syslog Syslog IWHET — % | %{5 L7z Syslog I§#h % 77 7B LW
T—7NVERLET,
T —X% | SNMP EEfR | v b U — 7438 | MIB i &2 B 5 5 X G 0 158 % Bk
) L%,
B MIB A7 =7 b | Bf5xt580 MIB @ OID % %6k L £
E
MIBA4 7Y/ bk | =2 RIEIEEOMIB A7V =7 b
Tn—"F TN—T LT, BlxtGLRbEE
BekLET,
SNMP B AHIA H —OFEITEROMIB ATV =T NI
N—Zx U CERFIESE 25 L E
E
— Bk - HH REL - IWEEREICET 2 1EHmAE —fET
ek HHLET,
BREERE SNMP ESHHENMEICBI 3 2% E 21TV
E
Tu—EEH | T —5 AR RO 7 a0 — 5Bk L ET,
Ta—5%MI— | —oFERIFEEO T 0 —%HE T —
A T LT, Extg L i oA R ek L
7,
7o —EE R IE E —OFITER O T e —Sfr s —F
Wxt U CREL R IR 2 B ek L E 7,
— Bk - HH BEML - IWEREICET 2 1EHAE —fET
ek HHLET,
BREERXE 7 u—EREEICET IR EEITTVE
E
WET—% HBE | BEOWBEZEELT, 7o—EiH
ARk - HIBR F—4 SBMEO AR E I ITHIBR ATV
3
Ta—7y | 7= X7 | BHRRO T o -5, ERRSRT—
XA | B E &, BRI IESE AR L £,
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I5HE HERE H JHERE B
— R - BT Bl - WAERREICBIT D 1FHE —T
Bk - BT LET,
BREERRE Tn—7 %k JEREEICET 5%
EEATVET,
WET =24 | BEOHMARELT, 7r—J %
HIlER v TRERLT — 2 OERRE T ITHIREZ 1T
WET,
SNERT — & | SN T — ¥ HEAZATOINNBT —F 2 Bek LET,
SR SRR T — &~ —DETNTEIE DI T — Z I B AR
T 5, BRAREROMEEBEL X
D
SR ALTE B — O FETIFEROIN R T — Z 1t
L CERTEFEZRELET,
— R - BT Bl - WAERREICET D 1FHE —E T
Bk - BT LET,
BRIFERE ST — 2 BBV EIC BT 2 RRE AT
WET,
WET =24 - | BEOHIMZREL T, INBEHET —
HiIl B Z DERETITHIRZITVET,
Impulse Impulse %% Impulse & O T DR ELITV
L ES
syslog/trap 2515 | Impulse syslog/trap 16/5 il #E1F% HE o il 450
ERRE— KT ERRLES,
syslog/trap 1615 il Impulse syslog/trap 1515 fill I RE D% &
HEE EATVVE T,
Impulse Impulse DEHR—T~DIE Y 7
<,
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®E | =AY T A LET,
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FRLET,
MAC 77 R L % MAC 7 RLRIZET A U T 2%
BEkLET,
IPv4 7 KL A IPv4 7 R AT =AU T A%
FRLET,
IPv4 %y T —2 | IPv4 %y NT—2Z I ZTH=A YT A
TR LET,
IPv6 7 R LA IPv6 7 LRI T A=A U T R &%
grLET,
IPv6 F > FU—2 | IPv6 Xy U —27 T FL AT L~
AVT AR LET,
ot e R— b IP 72— MAC 72 —%4KT 5
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LET,
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BEkLET,
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15 H HERE H JHERE B
L4 R— +F 5 L4 AR— FEBICHEHT =AU T AEX
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LAR— b LR— h—H& INELZLFAR—bO—EE2RRLE
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EX
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FET,
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T— T ERRLET,
CEE . T — N — T BERT—2 MR R R LE T,
BB | RO 7 o —EEHIE B ICBEET SBEREAEmD O 5, IUE
e F— & THRE L-E BN L@ — B2 FRR LE

¥
- REAN . BERE SRR 2 RN L E 9,

BHH Impulse 1#
#himm—5

x5 D7 v —EEIE B2 5 Impulse #EEHEID 5 6, L
ET7— 2 THRE LR HBNICHR L7z@m— B a2 For L
iTo

- 5EA0 : Impulse EHEEBFNGEMI A TR L E T,
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® 5-26 JO—FHITIL—TERT—2FHEHOBE

—X

IEH B
AR E H] KD T v —FffE T N — T OB E I A2 #R LET,
Ta—5r RO T —F T N—T ORENEE R R LET,

N—T BT —
A EER

T — 4 WHROT O —fE 7N =TI THER L7 v —ERlT — 4 %
7T 7R RLET, £, BMEEEN, Impulse HHEIT X DM
RERRFLET,
- FRAER TRT OB ER/ELET,
- Impulse : Impulse HH#EIC LD FIR AR R LET,
- B C BEEAIC L oA E R R LET,
- FEAR - BEE A TR ERAIC L DB A e RR L
EJ RN
- EIRRRE - BMEE IE SUIE BRI L DR £or L
EJc RN
- WEI72 L syslog X trap 12 BHIZ AT 72 o TR
RbRRLET,
c A=b Uy b A= AT v T LERFETICRLET,
- CSV 7 —EEHT — 2% CSVIERXD 7 7 A v
LLTHUrr—RLET,
- I ALEOFR M EZFE L E7,
e : Fon I & [R) CRIRR CASR T R A
Ed Li?
AMAEIUET — | IR OT7 v —FE 7V — T2 TERKR LT 7 v —E oMb
7 WHET— 2% 77 7FKRLET,

s A—=L Uty b A=AT v LR ETICELET,
- CSV
DT7rFANELTHE T ya—RKLET,

D 7 a—EAA O LIEE T — Z & CSV B

- R EEORTRYMAREE LET,
s D FoRHIR AR CRIR TR TR EICE
Ebiﬁ
BiE 7 o —4M | RO 7a—& 7V —71CET S 7 e -t~ EE2E
— RLUET,
B 7 o —EH | RO 70 —&E 7 N —FICEET 5 7 0 —EHIEEO—E
EERIEE —E AFFLET,

CEEMN . 7o BRI BT — SRR R LT

1380 3. ol s A
n—

KD 7 v —5: 7N — 7B S BEEALEm D 5 b,
NS — X CHE L= F R BIBNIC R L7z @ s —& 2 FoR
L9,

< REAN : BfERE ﬁLﬁﬁﬁ%%Tbi¢

RE3# Impulse j8
Hoimm—

KGO 7 v —5E 7V —T7 I BE T % Impulse HH#EEHID 5
B, IWET — & THIE L RN KR Lo @am—E %
FoRLET,

« 7EAR : Impulse EEEBINGEMI A2 Fom L E T,

(2)

7 0—EHKNR
—ERREORILE, Tr—

Bt T — 2 OERRIE R R LET,
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& 5-27 JO—HHRIKROBE

IHE EoL)z]
Tu—EHERE | 7e—ERICBT S, SEAEMEORER, BIOUUES
X E TR LET,
Ta—ERxR | Te—ERT X OEREE T TRRLET,
T—HERR | e, Te—EHT — X EROKRMEREFRR L ET,
s A—=L Uty b A=LT v LR ETICRELET,
- M ATEOFTHIMEEE L ET,
c : FoRHA A [R) CRIRR CARSE T £l
ETELET,
- FFEAE :MIB A7V =7 b7 V—7 ARG
EFRRLET,
(3) —RBEIYRKR—F

Tu—ERCINE LS EREEOT —X %2 CSV 77 AV TCHAILET,

To—EEH 5T AR — FOWMEERISRLET,

& 5-28 JO—ER — IV AR FOBE

IEH EBH

7 a—EAIEE T AR— NORR LT HEMHERZRRLET,

Ta—F&r— | BRLE7e—EHEBICRETS Ve —RE7 V-7 b

A 7 AR— MRIRZRIR L 77,
7720, o7 e —EHEE 2L TCWAIEAE, BT
AZETOTa =T N—T Ny ZAR— O RLERY £
7,

il T AR— FORFEHEERTELE T,

CSV To—EHER LI AR—F L= CSV 7 7 A /L% ZIP

BTl 77 A NMTERELTCHA LET,

THm B e | 2488 L7254, Impulse (21 AR — RFAJ
BB/ 7 4+ —~v hC=Z AKR— L ET, RETOHAIL,
AX-Collector IZ#FE L TWAHINEHAZ =7 AR — F L E
7
T AN, LFERD T,

[REA 7 | e E
ZIP 7 7 A )V (JEAER)
ml_ax-collector-flow <G44 H>-<#& 7~ H>.zip
CSV 7 7 A v (fifi%)
ax_cl_flow <72 —EHIIHH D1 > 7w 2 X£>.csv
R 7 e | RIEE
ZIP 7 7 A v (JEAEhs)
ax-collector-flow < 45 H>-<#& | H> zip
CSV 7 7 A v (fifi%)
<7 —EHIFH DL 2T 2 XE> csv
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545 7J0O—5 X2 EHE

Tn—7 % JERKREICET S EER e LR L ET,

(1) JA—5 X U UBERNET—4

Ta—F X TERICBWTAR LT —F X L TERT— R 25T, T—

TNFERLET,

Tn—7 % ZERBEBBERT - OFMTIE, Te—7 % JEAEA IS

L7 a—F X TEBERT—2 %757, T—7NVFERLET,

7o, WRLET =206 B LIZERRME O 2 o S i b &R i T,

® 529 JO—SUFUUERRET—IDOHE

1HH

B

Ja—7 %
TR B E B

HMBEDT—T % JEREAORENEZR T LET,

T — M
INETF—2ER | HEO70—F X VEHERICCNEL-7e—F %
VIERT — 2 BRERY O T 7, KO T Uk Tk
TERLET,
< 7T TR : R % 75 7% ~% ON - OFF L £,
- 7T T BRI T TR E LT, £
(W ARTHER) TFEA ETFI28Y
Bz ET,
T NAFRR BRI R To T X TR E
FTRLET, BEITOT VI FKm5x
IV I TT T ITRREHET —HIC
B IAFET,
c X— AUty A—=LT v LIER,
FAEBIN T 72 TICELET,
- CSV 7 a—J X TERT — 4 % CSV R
D77 ANELTH Y= FRLET,
cT7u—I X% T VRAN T —F X% ) X NERE A
FRLET,
- 1] AEROFR M ERE LET,
- 45 RSB IO EREAER R LET,
LG ez s Vv o358, HEOT—
X2 DRI T 71281 b £97,
V£ G MGEDT7a—F X TEMONET —2 %558 L, HBlL

TEERRMBOT — 2 B otk 7 7 M7 7 7 TFRRLE
\?—‘O

cWERA 7T 7R KR ST 7 FKoasaw ON » OFF LE,

7T 7FRR : M2 Z 737~ % ON-OFF L¥7,
T =T VIR . T —7)VFKRx% ON - OFF LE7T,
- BT — CRRET — 2 DB OEEEITVET,
- CSV T — 2% CSVIERD 7 7 A 1L
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HH

B;

- #I

LCHF 7 a—RLET,
AR A A AL CHRE L £,

546 HERT—REISR
ST — H A RE I BT A S FEIE A R L E T,
(1) HEINET—4
N T — ZBEEARICB W CIRE LA T — 2 2 7T 7 FRr LET,
£ 5-30 SEPUIET—Z DPE
15H EL)
BOELI] KIBDOINTINET —F OBRTEFEME TR LET,
NEUEE T — X 64 | MR OINFINET — X OFRTENEEEZRLET,
T — KB DIEINET — % OWRH| 7T 7 2 FRLET,
C R (RRRD  IUE LTSN T — 2 ISR NS &
NTWBEE, mEmm e L TERLE
7,
- FoREIR 7T 70FRRFEAE LT, BEERT
For) XIS BTy Bz F9,
e A=Aty b R=AT v LTERRETICRELE
kR
- CSV T — 2% CSVIERD 7 7 AL L L
THE 7 a—FRLET,
- IR EEOFRTSHMAREE LET,
. ——> : R A& [ U RS TR i £
EHELET,
e T — & TR U 7= ERIEE T — Z ORFRPN T T 7 2 F R LU ET,
SR — KHBERAERE LA T — 2 ZEALTZEA, 414
CRMEN TR L ET,
BHEER T — 2 —& | XfRONET — 2 LT AR T — 2 2 FRorn LET,

(2)

SMEEARL A 15 B

77 I7FRLET, £,

LET,

BT — ZREM T, SMEREEHIE B I AR pk L 74t

NEREER T — 43
ST — S BRI TR LT

BT — 2 %7 7 7FRRLET,

AR T — X %
IEREEAR T — X B CIIANIEEAR T — X | 7T 7 & R
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*& 5-31 HMEBREESE ERT—2FMOME

15H £ ER

B KB OHN T — ZEEHIHE OREFMER T L ET,

AEEERIEE B | RO T — 2 EREEOBRENEFE R R LET,

R — 2 ZEH

T — 4 HNBDOINET — X ERIBEICCER LIZERT — 22757
ForLET, £, BIEEG, Impulse #EEIC X A A %
FRLET,
- BRI D BRTORAME AT LET,

- Impulse  : Impulse ##EIZ LD MFAEZ R R LET,
- BE D BMEEARIC L ORI R A RR L ET,
- FEARAN « BIEEE A SUTEFE BN L DR 2 £oR L

i‘a‘o
- EIRREN - BER IESUIEIHRAIC K DA Ea R L
\i—aﬁﬂo
- WEN72 U : osyslog XU trap (2 K BB AT R0 T2
R bERRLET,
- FoEEE 7T 7 ORFMERE LT, EEERT

FoR) XTI BT B x £,
c A=V b A—ALT v LR E TR LET,

- CSV R T— & CSVERO 7 A0 E L
THFyru—RKLET,
- HIR EEOERTHEEREELET,
> - R & A RS CoRsE XL =T A
FLET,
BT — % — | RG0S T — X EHE B ICEEH T 2T — 2 0—E 42 &K
i ALET,

< BEAE AN T — H A ROR LET,
R R AE N | RIS T — Z B B I B4 2 B REAE I oD 5 5,
—H WEET — & THE L R BN U 7ol — B 4 2R
LET,

AR RSB GE A R L E T,
BHIE Impulse 3#HE | MROI/ET — & BARIA B (ZBS# 35 Impulse BHEBIND 5
WH— T b, WET—Z THE LR IMNIC B Lic@m—E 4
FoRLET,

- SR Impulse HEEE@EFEMZ RN L E T,

& 5-32 SEEB/T —IFHEOHE

HH B
X ] SROINBER T — # O GEFME R R LET,
MEREEIRT — 2 | ROV T — 2 ORENE 2R LET,
LA
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IHH Bi:;
T — MBONRET — 2 277 7FR LET, £, BEEGR,
Impulse HHEEIZ L DM E AR R LET,
- FRER KRT OB AR ELET,
- Impulse : Impulse ##EIZ X D HELSE2F R L E T,
- B C BEEAIC K oMmAER R LET,
- FEAERE - B 2 TR F AL DA SRR L E
7
- EIERRED - BMER IHSUIE IHRAIC K AR R L E
7
B2 L syslog XId trap (2 L DBHI I TR T2 A
RLERLET,
s A—=LVEy b A= AT T LTERRETICELET,
- CSV DT =2 &2 CSVIERD 7 7 A v LTH
vrue—RKLET,
- HIH ATEORTHMARRE LT,
RPN : FR W A R U RHIRR CAR TR B ICAEH
LET,
MR T — | RO T — 2 It LT 7 72 RR-LET,
v - FoREIEE 7T T7DFFEAE LT, EAFEERTE

R) SATFRES LTI B2 £,
c A—L Uy b A—LAT v LERRETICR LET,

- CSV AT — 2% CSVIERDO 7 7 A LTH
7o u—RKLET,

- W EEOFR M EREELET,

e : FonHAR A [F URHERE CAREITB EICET

bi‘a‘o

BT — &

N

RO T — 2 BT 20T — 2 D — e TR LET,

B B SMELIRIE T — 2 B A R LE T
%@m%?%& HRDIET — 4 BT 5B BEH DBk TR L E T
B B MBI 7 BT — X R E RN L E T

B8 e R i ffEL
n—

XTROIEEEAR T — 2\ BE 3 2 BERE @m0 5 b, Ik
T =2 THRIE LT For IR L@k — R 2 Fon L E
—a’_‘O

- REAR : BAEREALEEIREM A RN L E T,

BHH Impulse 1#

XBR OB T — 2 (B3 % Impulse @D 9 5, X

el —% £ — X THRE LIZForm#INICHREm Liz@m— S a2 TR L
TO
- FAHE ¢ Impulse HEEEFNGEM 2 RoR L E T,

(3) NERT— R ERIKR

AT — Z BB E ORI &, AMEHT — 2 DL, AMT — Z DIUERR L

FORLET,

*& 5-33 HNERT— A4 EBEHRRREOBE

HH

B

ST — S B E

ST — 2 BRI EEMEORER, B
Bt - IWEEAZhEx ﬁiﬁ(%i@rbi@“
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IEH 5 BH
T — & A G IEREERR T — X DS R 7T 7RRLET,
T 2 A R Tz, INHEERT — X AR O KRB Z R L E T,
s A=V By A—=AT v LEEERETICRELE
7,
- HR fEEOFRTHIMARRELET,
RPINEN : For IR A A U PR TR X TiE &
WCEBLET,
- BEAH D HNEREEAR T — & ARG 2 2R
R~LUET,
AT — A AR SN — 2 AN BT DM T — 2 WS % 7T 7 FoR

L/ji—g_‘o
F7o, SNBT —ZINEDO KRB Z KR L ET,
c A—=L Uy b A=LAT v T LR ETICR L E

7

- MR EEOFRSHMERELET,

“c—s s B & R U RIE TR T £
WCEHELET,

- FEAM DN — & IUERGE 2 £ L
F7,

4) —EITH AR— bk
AT — AR CTAER LI KERERE DT — 2% CSV 7 7 AV THIILET,

SMNERT — 2Bt —F5 =7 AR — FOMEZRITR L LT,

® 5-34 SET—HER —BEIJVAKR—+OHE

IHH B
SR T — & T AR— FOMRETHEHER 2R £,
Bt H
BT — & BR L 72N 7 — 2 B R ISR T 2T — 2 b7 R

RN— PR EZBERL £,
2L, BEONBT — FEHREE 2B L TH 25613,
BT 52ETOERT — N7 AR—FORE LR £,

il

T AR— b OMGHIEEEEL 9,
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IEH

B

CSV H /) ST — ZEHIER 2Ll AR — M L7 CSV 7 7 A /L

R

4> .csv

#ZIPTHR Tl 77 A VITEM LT LET,
b 7B M | 2 FE L7246, Impulse (T AR— b Af

R 74—~y h T/ AR—hLET, REEOHAEIL,

AX-Collector [ZEFE L CWAINETEHAZ T 7 AKX —hLE

T AN, LR ET,
B AR 7B ) e
ZIP 7 7 A v (JERR)
ml_ax-collector-external < /#45 H>-<#& T H> zip
CSV 7 7 A )V (fRutk)
ax_cl_external <7 — X P A D7 — %€ > |}

TRtk 7B ) RIEE
ZIP 7 7 A v (FEAEREF)
ax-collector-external < 4% [1>-<#& T > zip
CSV 7 7 A /v (fffi#%)
< T — S O T — 5 T v P> .csv

5.4.7 Syslog
%15 L7z Syslog 1h#a 7 LE T,

(1) Syslog IR&ET—%4

Syslog WHET —# O E L, RRHEAZKITRLET,

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

151




5 AX-Collector ® Web £ >3 7 —X

%= 5-35 Syslog IRET—2DOHE

IHH

FiBA

Syslog IUEET — %

IWEE L 7= Syslog A FR R LET,
cWERYN 7T 7 WIRIN O Syslog £t 2 B2
WA LT 7 7 CRRLET,
=27 : HIMIN @ Syslog 1 — &K T7,
FREHIX T3 5-36 Syslog IR&ETFT—
4 RTEBE—E) 22,
~ 7 ABAEIC LY, RARFIDO ALK 2

MA[HETY,
K 10,000 £ R L ET,
- HI1H ALEOFRTRHMEEE L ET,
- CSV  ZoRfEHE CSVIEATH v e— RLE

T, 77 ANV4IE, Tax-collector-
logging [#:{FE HKfl.csv] T,
BRI T T BRI T T DR - IEREY) Y B
ZET,
cFIOFIRIEER - v T —EFRR FIOFRIRIER R 2 EIR
LET,
VIR EICR T ORISR IERRERIE & ERIEF E
MR EICRLET,
IR ZOHIR v 7 TEIR L7z Syslog [E#H %
HIFR L E9,

PO A S

FTRT—H DT 4 VH R EBMNHFRELET,
T 4=V K AJME - FREEREEL, RERX L EWHTTS
E RN TIVIAE NI Syslog IR A F R L E7,

REINTZT 4 VEFMIEARB Y X T TRRENE
T, ZFTHDOXRE T 4V ZEMEREIBRLET,

74—V REORESMIL, T3k 5-37 Syslog IR&ET—4
TAINBEH -] 2SI,

- 74— K CHRVIABRT 4=V RERELET,

- CETe, B ERELET,

- AJE 74— VRIS U EEEE LT,

B TORTLEETTDH
T ANE R BN LEBICEREND
TTRAMETRELET,

- BRE DT ANESEEEAEMELET,

R G AR —varEXy AL LET,

# 5-36 SyslogN&ET—42 RREH—E

EHHE HoL:L EARTE
O: &=
—: ERR
Fxv IRy IR B B0 7 — & % 3RIR O(*1)
EEE Syslog ~v # DEZE (Severity) O
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I5E £ EA MR
O : ®E
—  ERTE
SZARKFZ Syslog /"7 v R & %5 LT — 4 _— R I8 bk O
L 7=
YYYY-MM-DD hh:mm:ss /X
EERIP 7 KL & Syslog /3% v b DIE(FIC IPv4 7 R LA O
g A U T A Syslog /37 v b DIXFIC IPv4 7 KL R|Z O
MO =AY TR (Bt e R—bhxAg
U7 A) Gl
RA M Syslog ~> Z DKRA NG T 4 —)L K O
77T Syslog ~> # D7 7 2 U 7 4 (Facility) O
BADAB T Syslog ~y X DX A LAK T O
YYYY-MM-DD hh:mm:ss &2
Ay— Syslog A vt — %6 O
7 7Y 4(*2) Syslog ~ X DT 7V r— a4 —

¥ % [D(*2)

Syslog ~> #O7 7V fr— 2 4 ITH]E
37 urkvAID

MSG-ID (*2)

Syslog ~> Z DA vt— ID

CEF DeviceProduct (*3)

CEF ~~ v % ™ Device Product

CEF DeviceVendor (*3)

CEF ~~ v % ® Device Vendor

CEF DeviceVersion (*3)

CEF ~~ v #Z O Device Version

CEF SigNaturelD (*3)

CEF -~ v ¥ @ SignaturelD

CEF Name (*3)

CEF ~ #Z ® Name

CEF Severity (*3)

CEF ~ v & @ Severity

*—YIEFE 1~10 (*4)

I—PERLILT -

*1) fRfE—W EEE OHRIR,

*3) ZAE L7z Syslog DA v —T T+ —~ v MW CEF ODRFEDHAZLT —F BIFELET,

(
(*2) %5 L7= Syslog 7% RFC5424 (IETF) 7 4+ —~ v b DFEDHYi%T — X BIFIELE T,
(
(

*4) L —FRFRA B L ORRNEZ HEICERIDRE T, REHFTEIZOWTIE 14.9Syslog
ZAREDORE ] 2B L TS IZEW,

= 5-37 SysloglR&ET—4 TA4ILEEH(—E

74—V R4 AJIE ATMEIZRER | A7+ —~ > b
(AT N a4
HADARK LT | LT 1 YYYY-MM-DD hh:mm:ss (x1)
(B4t EEZD)
presvil 1 YYYY-MM-DD hh:mm:ss (1)
(& T 1)
Ayk— CFH 1 32 FLUN D LFH (x2)
(ER#R B2
L)
pras=vil 1 32 FLUN D LFH (%3)
(EHEHH
)
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# | 74—/ 4 AJIE AIMEIZRED | A7 4+—~ > b
(S oNAT
5 | mEE ST 8 <HBE (Severity) IZFEE AIREZRMH (%3) >
(Severity) prgsyll Code: Severity
Emergency 0: Emergency
Alert 1: Alert
Critical 2: Critical
Error 3: Error
Warning 4: Warning
Notice 5. Notice
Info 6: Informational
Debug 7: Debug
6 | 77 VT« Bl 16 <HBJE (Severity) |ZIEETTRE/RE (x4) >
prasdl Code: Facility
kern 0: kernel messages
user 1: user—level messages
mail 2: mail system
daemon 3: system daemons
auth 4: security/authorization
messages
syslog 5: messages generated
internal ly by syslogd
lpr 6: line printer subsystem
news 7: network news subsystem
uucp 8: UUCP subsystem
cron 9: clock daemon
authpriv 10: security/authorization
messages
ftp 11: FTP daemon
ntp 12: NTP subsystem
security 13: log audit
console 14: log alert
cron2 15: clock daemon (note 2)
local0 16: local use 0 (local0)
locall 17: local use 1 (locall)
local2 18: local use 2 (local2)
local3 19: local use 3 (local3)
local4 20: local use 4 (locald)
localb 21: local use 5 (localb)
local6 22: local use 6 (local6)
local7 23: local use 7 (local7)
7 B IP 7 RL CFEH (K 16 IPv4d 7 R L& (XXX, XXX, XXX. XXX)
A FEE FTHE
8 saolih | (R 16 (*5) 32 FLLN D355
FEE FTHE

1) BL oA=L BRIREIIF—R—FAALET,

(*2) IEHRBEOLA, A vB—TYFOXFH| h—7 A NZ—F LT b OBRERMG LR T,

(*3) ANLIZEREHANA v —THFOXFINI vy F LI T —FBERNG LD T,

(x4) Foy7Z o A MNOEIRELITF—R—RFASDLET, U A MIIFELROTFINIHE
TEEHEA,

b) 77 FEF U7 ) BEELEGS, EXTELITART 40—V RBRTFEELRNT — X 0NHK
RRGRE T FT,
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55 T—HEfRKTE
AX-Collector 233 2 BEHAKREIZBI T 2R EE TV E T,
551 SNMP ESfR

SNMP BEEfRBEREIZ BT DR EEITWVE T,
(1) 2y M= HEER
Fy MU — s OMEZRITRLET,

x 538 Ry FU—UHBOBME

IEH B
BrEE ek MIB DUUEX G L 70D % b T — 7 a2 Bk L £7,
BEREE 2RISR LET,
- 2Rl ALEOLARTE R LE T, K256 0F
BERATRE T, o~ [, BLOM
avy ) RS XFEMFHATE S
7
“IP7 KL & CNER R E DRy NU— RO TP
T RUVAERGELET,
a3 a=T 44 MIBEZUET HREICHEET 22l a=
T A HEREELET,
—EHX e —F | BELTWA Ry N —7 a0 2FHRE CSV B0 7 7

(CSV)

AL THyrum—FRNLET, 770 4I1F
[S1_NetworkDevice < H//>.csv] &720 7,

—BEERORIEH D%
E— A H

Xy U= SR ROEFE AR T 4 — v e —HHEH L
9, XA THETRETT,

- B CF v LIEBEBRORELZFEHRLET,
[FIRFICAE R REZR R EE T K 20 T
KR

Xyt CEHREE Sy oA LTS, BEET
DB EFHEINET,

Ty N — 7 SR
—&

Bk Llery PV =BG O—RaRRLET,
BRL—FTT 7B A LGS, 2312=T 4 A &RFTK
R~LET,

EEIR R E DO HI R —ETF v LIEBEHOREEZ IS THIBRL £,
BRI E DR —ETF v/ L1 OOBREFERLE T,
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IEH 5 BH
30l BENEOFEM AR R LET, o, 4Oy NU—7#%
OV ATLABIOAS V& 7 = — AT % MIB {E % B
LFERT D ENHEET,
CNET —H FoR : SNMP S CRZ4 D F v b U — 7 k%
PEMM BN LT~ MIB O FRY 7 5
THEFRRLET,

c AT —H AEMER U DOFR Y N T — TR DY AT L
BrOA &7 2—RZBT 5 MIB
EERALERLET, 22 CTMIB
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6 | axCollExtMonitorMetricsNam | OCTET AN | AT — Z AL R O T — Z B | Y
e {axCollExtMonitorEntry 4} | STRING F— T a— T N— T ITRE LT

ALV A%,

7 | axCollExtMonitorValue Counter64 AN | 7e—Efixtmovae—5Hon—7| Y

{axCollExtMonitorEntry 5} I U7,

1R ONBURELT) 1380 T
BDOMBDOEHEIL 0 2T 5,
18,446,744,073,709,551,615 Z#8 2 5
1% 18,446,744,073,709,551,615 % ¥4
%,
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6.3.6 axCollExtThreshold
AX-Collector DANERT — Z BEHBERE O BME R RIGHICES 45 MIB T,

(1) Al F
axCollExtThreshold OBJECT IDENTIFIER ::= {axCollExtMonitor 2}

F7 7 NIDfE 1.3.6.1.4.1.21839.2.6.28.4.2
(2) EE4H

axCollExtThreshold DS FEZ R DOFRIT AL E T,

+* 6.3-6 axCollExtThreshold D EIEHAF

K] Ao o=7 Nt SYNTAX [ 77 FREALRE
A

1 | axCollExtThresholdDetectTi | OCTET AN | AT — & BEALCREMEAR 2 & L7z
me STRING H I,

{axCollExtThreshold 1} "YYYY-MM-DDThh:mm:ss+ 09:00" C
TLET,

S YYYY : &

- MM : H

- DD: H

- hh : B

- mm : 5y

- ss: fb

2 | axCollExtThresholdRecoverTi | OCTET AN | AT — 2 BAR CRMEE 202 B D1E 1H
me STRING AR L7 H IR,
{axCollExtThreshold 2} "YYYY-MM-DDThh:mm:ss+ 09:00" C
RLET,
CYYYY : 4R
- MM : H
- DD: H
- hh : K
- mm : 5y
ss : fb

3 | axCollExtThresholdType OCTET AN | BIEOFER, LLF Ofho 30551,
{axCollExtThreshold 3} STRING “upper_threshold” : F[REf#
“lower_threshold” : T [REE

4 | axCollExtThresholdValue Counter64 AN | Bl & U CRRE ST fE, S,
{axCollExtThreshold 4} BADOMEDOEEIL 0 2T 5,
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6.3.7

AX-Collector @ Impulse 3

axCollimpulseNotice

(1) 58 F

axAppEx OBJECT IDENTIFIER ::= {alaxalaMib 6}

LS 8 1

6MBUZ7L2RA

245 MIB T,

axCollectorMib OBJECT IDENTIFIER ::= {axAppEx 28}

axColllmpulse OBJECT IDENTIFIER ::= {axCollectorMib 100}

axColllmpulseNotice OBJECT IDENTIFIER ::= {axCollMibMonitor 1}

A7V FNIDIE

(2) KREMLK

axColllmpulseNotice D EIL{ AR Z R DKITTR L £,

#& 6.3-7 axColllmpulseNotice D FEE4R

1.3.6.1.4.1.21839.2.6.28.100.1

# FTV = N

SYNTAX

Va4
A

LAk

1 | axColllmpulseNoticeDetectTi
me
{axColllmpulseNotice 1}

OCTET
STRING

AN

Impulse TH5 2 %0 L7 H IR,
"YYYY-MM-DDThh:mm:ss+ 09:00" C
Tbiﬁ

YYYY : 4F
- MM : A
- DD: H

h: FF
©mm :

ss : b

2 | axColllmpulseNoticeRecover
Time
{axColllmpulseNotice 2}

OCTET
STRING

AN

Impulse THEF 7226 OEIH A fRE L7
H I,
"YYYY-MM-DDThh:mm:ss+ 09:00" T
Tbi?
YYYY : 4
- MM : H
- DD: H
- hh : B
- mm : 5y
ss : B

3 | axColllmpulseNoticeChar
{axColllmpulseNotice 3}

OCTET
STRING

AN

Impulse THAK L 725
P,
“period” : JEHIPE

orr” : FHE
“changepoint” : 21t A%
“gaussian” : ﬂifﬁf

B 7 )L DW

4 | axColllmpulseNoticeRequire
ment
{axColllmpulseNotice 4}

OCTET
STRING

AN

Impulse TERFHEN L 72RO E
#ouTwaﬂ#®i%ﬂo
“period” : JAIII AR IUEREN

os” : AN
neg” : A JEIR A
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“outlierDetection” : #H B HA AU AN
“changeDetection” : 23 U A
“gaussian” : JMUIE RN
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6.4 SNMP &%

AX-Collector THR— 95 SNMP @ENZDOWTHIHA L £,

6.4.1 SNMP BENDFEFE & FITRH

AX-Collector 289" — h3 2 SNMP @& OFfEE & 3178 % TRITRLE T,

# 6.4-1 SNMP B OFELE & BT

# TR EUS E(E 2%

1 | axCollFlwThresholdDetectT | 7 v —EtH O | 7o —EHIZBWT, RE L7 ERBAEBEEZ -
rap BIEE A | Blo7z, & LIEFIRMEEMEE T 7 b=

2 | axCollFlwThresholdRecover | 7 12 —ESH D | 7o —BEEHICBWT, RELS- FIREIHBELZ T
Trap BMEEZEIH |Eo7z, b LJIXTREBEBEEZ ERE-7- & X

3 | axCollMibThresholdDetectT | SNMP Bt | SNMP BEAFIZH\C, 3E L7- EIRRABEMEE -
rap BUEE 2 | Blo7z, b LI TIRBEEEEZ TE7- & X

4 | axCollMibThresholdRecover | SNMP B> | SNMP BRIz B\ T, RE L7 FRERBEZ T
Trap BIEEZEIN | Flofe, & LAEFREIHREMELZ BRl>7- & &

5 | axCollExtThresholdDetectTr | #M37 — X B | SMIT — X BEHLIC W T, BRE L7z LR AR fE
ap HOMMEEZ | ZLFl>7z, & LAXTRERMAEEZ FRl->7z &

s x

6 | axCollExtThresholdRecover | #f 7 — & s | Sl — X BERLIC BT, 3®E L7 FIRE IR RME

Trap ROBMEEZ | 2 FEl->72, b LAXTREIBRBEZ ERl-7= &
HIH =

7 | axColllmpulseFlwDetectTra | Impulse ## | Impulse (23T 7 7 —EEARIEH O B 2 Mk L
p FH R Job &

8 | axColllmpulseFlwRecoverTr | Impulse 3##% | Impulse (25T 7 o —EATEFHR O B0 5 DE
ap DI B F%N AR L7z & &

9 | axColllmpulseMibDetectTra | Impulse ##4% | Impulse {235\ T SNMP B OGO F& 2 fdn L
p FLHE R 7mex

10 | axColllmpulseMibRecoverTr | Impulse ## | Impulse |23V T SNMP EEHEH D 26 DIE
ap DOE BN HZfa Lo & &

11 | axColllmpulseExtDetectTrap | Impulse 3## | Impulse (25N THERT — & BTG SO B %

FLE IR MmLzL =

12 | axColllmpulseExtRecoverTr | Impulse #H 4 | Impulse (ZFVTHERT — F ERIFEHRO RN D

ap D18 [AHE%ED DFIRE BRI LT & &
6.4.2 PDU /NS A —4

Trap-PDU /X7 XA —H ZIROEXITR L E T,

# 6.4-2 Trap-PDUN/XTF A —4 —&

#

Trap-PDU 7 — % fi

Variable-Binding
[1](SysUpTime.0)

Variable-Binding [2]
(SnmpTrapOID.0)

Variable-Binding [3~]
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axCollFlwThr | sysUpTime DfHE axCollFlwThresholdDetect | axCollFlwMonitorltemName,
esholdDetectT Trap DA 7Y =7 1 ID ax CollFlwMonitorObjectGroup
rap (1.3.6.1.4.1.21839.2.6.28.2. | Name,
2.10.0.1) axCollFlwMonitorValue,
axCollFlwThresholdDetectTime
axCollFlwThresholdType,
axCollFlwThresholdValue
axCollFlwThr | sysUpTime D1 axCollFlwThresholdRecove | axCollFlwMonitorltemName,
esholdRecover rTrap D472 =27 K ID | axCollFlwMonitorObjectGroup
Trap (1.3.6.1.4.1.21839.2.6.28.2. | Name,
2.10.0.2) axCollFlwThresholdRecoverTi
me,
ax CollFlwThresholdType
axCollMibThr | sysUpTime D1 axCollMibThresholdDetect | axCollMibMonitorltemName,
esholdDetectT Trap DA 7Y =7 K ID axCollMibMonitorObjectGroup
rap (1.3.6.1.4.1.21839.2.6.28.3. | Name,
2.10.0.1) axCollMibMonitorValue,
axCollMibThresholdDetectTime
axCollMibThresholdType,
axCollMibThresholdValue
axCollMibThr | sysUpTime O axCollMibThresholdRecove | axCollMibMonitorltemName,
esholdRecover rTrap D47 =7 b ID | axCollMibMonitorObjectGroup
Trap (1.3.6.1.4.1.21839.2.6.28.3. | Name,
2.10.0.2) axCollMibThresholdRecoverTi
me,
axCollMibThresholdType
axCollExtThre | sysUpTime D1 axCollExtThresholdDetectT | axCollExtMonitorDatasetName,
sholdDetectTr rap DA77 D axCollExtMonitorMetricsName,
ap (1.3.6.1.4.1.21839.2.6.28.4. | axCollExtMonitorValue,
2.10.0.1) ax CollExtThresholdDetectTime,
ax CollExtThresholdType,
ax CollExtThresholdValue
axCollExtThre | sysUpTime D1 axCollExtThresholdRecove | axCollExtMonitorDatasetName,
sholdRecover rTrap DA 7Y =27 FID | axCollExtMonitorMetricsName,
Trap (1.3.6.1.4.1.21839.2.6.28.4. | axCollExtThresholdRecoverTi
2.10.0.2) me,
axCollExtThresholdType
axColllmpulse | sysUpTime DI axColllmpulseFlwDetectTra | axCollFlwMonitorltemName,
FlwDetectTrap pPAT7T =2 FID axCollFlwMonitorObjectGroup
(1.3.6.1.4.1.21839.2.6.28.10 | Name,
0.1.10.0.1) axCollFlwMonitorValue,
axColllmpulseNoticeDetectTim
c,
axColllmpulseNoticeChar,
axColllmpulseNoticeRequireme
nt
axColllmpulse | sysUpTime DfE axColllmpulseFlwRecoverT | axCollFlwMonitorltemName,
FlwRecoverTr rap DA77 M ID axCollFlwMonitorObjectGroup
ap (1.3.6.1.4.1.21839.2.6.28.10 | Name,

0.1.10.0.2)

axColllmpulseNoticeRecoverTi
me,

axColllmpulseNoticeChar,
axColllmpulseNoticeRequireme
nt
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9 | axColllmpulse | sysUpTime DfE axCollImpulseMibDetectTr | axCollMibMonitorltemName,
MibDetectTra ap DA 7V =7 1D axCollMibMonitorObjectGroup
p (1.3.6.1.4.1.21839.2.6.28.10 | Name,
0.1.10.0.3) axCollMibMonitorValue,
axColllmpulseNoticeDetectTim
c,
axColllmpulseNoticeChar,
axColllmpulseNoticeRequireme
nt
10 | axColllmpulse | sysUpTime D1 axColllmpulseMibRecover | axCollMibMonitorltemName,
MibRecoverTr Trap DA 7Y =7 bk ID axCollMibMonitorObjectGroup
ap (1.3.6.1.4.1.21839.2.6.28.10 | Name,
0.1.10.0.4) axColllmpulseNoticeRecoverTi
me,
axColllmpulseNoticeChar,
axColllmpulseNoticeRequireme
nt
11 | axColllmpulse | sysUpTime D1 axColllmpulseExtDetectTra | axCollExtMonitorDatasetName,
ExtDetectTrap pDAT7 V=7 MID axCollExtMonitorMetricsName,
(1.3.6.1.4.1.21839.2.6.28.10 | axCollExtMonitorValue,
0.1.10.0.5) axColllmpulseNoticeDetectTim
e,
axColllmpulseNoticeChar,
axColllmpulseNoticeRequireme
nt
12 | axColllmpulse | sysUpTime D1 axColllmpulseExtRecoverT | axCollExtMonitorDatasetName,
ExtRecoverTr rap DA 7Y =2 k1D axCollExtMonitorMetricsName,
ap (1.3.6.1.4.1.21839.2.6.28.10 | axColllmpulseNoticeRecoverTi

0.1.10.0.6)

me,
axColllmpulseNoticeChar,
axColllmpulseNoticeRequireme
nt
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7. REST API

ZDETIE, AX-Collector 23242 REST API DA > & 7 = — Z{LREIZ DWW TELA
LE7,
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7.1 R
REST APLIFREGES AL LT, "= v 73fGEE h—7 VEEZ Y AR —F LT E
T REICBET 28 ER L ORI L S565 [ (4) =—HEH] 22 L T2S
AN
711 EREE —7 U IFERETS AP
AR APl % 22— )L LTz 22— OREGE b —727 AEREGEAT H IR A2 IR 2 BufS L £ 7,
1-1 EREE b—7 U 1E$RENS API
# | JHH i ]
1 | AV YR GET
2 | URI /api/v1/token/
BEPESYNEE Ny J RS UL F— 2 ik,
4 JZYNRT A=K | 2L
5| Content-Type application/json
6 | LARLZ | LARL R UTDAT—=ZZAa— R&aELET,
AT —H A a— K HNE
200 [5%Z))
401 Ak 7 —
404 R H
500 NI 5 —
Z Content-Type application/json
8 VAR A - Bl
AT 4 {
"register_date": "2023-11-20T17:39:43.869628+09:00",
ATF—H A a— K "expired date": "2023-12-20T17:39:43.869628+09:00"
=200 DA }
8T A= B
INT A=k | B At A
register_date String I&1T A R,
expired_date String | AZhHAR, (HEHROFEIX
null 2 J8% LES, )
9 | L AR R - 451
NT 4 {
"detail": "RNIEZR h—27 »TF, !
AT—HRAa—FK |}
=200 LIS D55
8T A= B
INT A=k | B At A
detail String —FERE ARSI L E T,
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72 T—HEREE AP

7.2.1

NEBT —REMR ST —F A AP

AERH— %) B AX-Collector ~IEREERISBE DAV T — & ZIEA L F 7,

T — 2 fIANIZIE, AX-Collector |[ZAMATNET — X R ENMLETT, 554 50T — X B
f(5) BREERRET, SMBT — XA AP % EB R E AN L TV DAL, A API
I TCHNTINE T — X OB ENEREINFE T,

® 1-2 ST —HEER ST —2IEA API

IH H

it

Ay R

POST

URI

/api/v1/monitoring/external/data/

V7 xA b

A NR— v Z7RGES L <X b —7 Gk,

EHEAEB LR — RO - TRIECE E T,
JZYNRT A=K | 2L

Content-Type application/json

RT A4 RTA—=H | - f

{ "ext _data": [

{
"category": "category A",
"dataname": "data A",
"timestamp": "2020-06-15T10:00:00+09:00",
"value": 1234.5

"category": "category B",
"dataname": "data_B",
"timestamp": "2020-06-15T10:00:00+09:00",

"failed": true,
"failed cause": "Error"
}
]
}
c NT A= N T A —Z)
INTA—=H4 | A GG
ext_data* List GNRT —H U A K,
KRB 100 U A by
category String AT AU K, K128
BT ET N () E A
¥, AWEEF:_none
dataname* String F— 24 K 128 LF,
YT T =N ()R
AT,
timestamp* String FEZl, 1SO8601 74—~ k,
(£51)2019-03-04T11:16:47+09:00
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# | THH it Y]
failed Boolean | {E AT — % OB R LT-5%
&, true, 7 7 4 /v i false,
failed cause String | failed 7’ true D&, HEAT —
& OB RE R % 3 E
oK 128 30,
T AX—F OB ],
value Number | BEZR %5 DA
(FERES L7 8/ NEUR KD
7 | VAR Z | LAKRU A UFDAT =2 Za— R&aELET,
AT —H R a— K NE
200 JTh
400 ERALET T —
401 FORET T —
403 T AR L
(B —F LT 7 & ARH])
408 BA LT TR
500 NEfT T —
503 Y — v AR HAA]
Z Content-Type application/json
9 VAR A - 4l
NT 4 {
"results": [
AT —H Aa— R {
=200 DEL "category": "category A",
"dataname": "data A",
"timestamp": "2020-06-15T10:00:00+09:00",
"result": true
}s
{
"category": "category B",
"datename": "data_B",
"timestamp": "2020-06-15T10:00:00+09:00",
"result": false,
"cause": "Invalid category or dataname; ..."
H
]
H
< XT A—HFH
NG A—H4 | it B
results List AU A b,
category String ikak=R) I
dataname String F—HL,
timestamp String E=ESAR
result Boolean | 2 &%K T, true,
BRI IIRF, false,
cause String result 73 false DA, KX %%
o
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# | THA B!
10 L AR A - 15
AT 4 {
"detail": "7 — X UNER ERA N> TWEHA, "
AT —HRAa—FK |}
=200 LIS D5
« T A —H i
NI A—=R% | Al Bl
detail String | =7 —FElAZ KA L £,
722 SNET—HEER NEBIET—XETE AP

AX-Collector M7 — 2 B FERE D AMBUNEE T — &

BEDEMEZ R L £,

4% (GET) , #r#iedk (POST) , #r (PUT) , Hifk (DELETE) O#fEANAIRET
K
x 1-3 NET—2ER NEBINET—2RERG (GET) API
# | JHH i ]
1 Ay R GET
2 | URI /api/v1/monitoring/external/external-data/
3 [ U=k [ # N— 7 RiEb LE R —7 ik
4 Y RTA—=H | BIFRIGORE LR ALFMEZEELET,
c NT A=Y UHNT A —H)
INT A =B, 7 it B
id Integer | SMEBHIAT — Z 3E ID
display category | String Vibat=R A
display dataname | String SERT — Z 4
category String TV (NSITF—&)
dataname String F— & (ANST—H)
collection Boolean | #\#5 — & INEE
I Content-Type application/json
6 RT A NTA—H8 | 72 L
7 | VAR A | LAKRSA PTFORAF—H ZAa— REEELET,
AT =5 A =—F I
200 RRTh
400 BRAIET T —
401 R T —
403 T U AHERRe L
408 ZA LT TR
500 W 7 —
503 H— B 2R AN ]
8 | Content-Type application/json
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# | IHH it Y]
9 VARV A -
T 4 {
"results": [
AT —HAaA— R {
=200 DA nd™ 1,
"display category": "disp category A",
"display _dataname": "disp_data A",
"category": "category A",
"dataname": "data A",
"description": "description A",
"collection": true
!,
{
"id": 2,
"display_category": "disp_category B",
"display_dataname": "disp_data B",
"category": "category B",
"datename": "data B",
"description": "description B",
"collection": true
H
]
H
< NG A—H G
INTG A=, i i A
results List INEY A R
id Integer | ID
display category | String Vb= P
display dataname | String NERT — 2 &
category String HTaVLL (AT —H)
dataname String F— & (ANSHT—H)
collection Boolean | 7 — & Iu4E
10 | L AKRY R - 5
NP S {
"detail": "L — YL DVIAT — KRR EWNET, "
AT—HFAa—FK |}
=200 LIS D55
< NT A—H G
NTG A= | i
detail String | = 7 —FEAl 2 A L E 9
T-4 SR T—2 B SNMEIIRE T — 2 BT EE (POST) API
# | THH it
1 AV R POST
2 | URI /api/v1/monitoring/external/external-data/
3 | V=2 | §RE N—=yy ZFGED LIAL b —7 U8E
] ERHS L O — P HERO 2 — ¥ TR T E T,
4 JITYNT A=K | 721
5 Content-Type application/json
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# | HH i

6 RT A NT A=

HRUE GRS DMIINEE T — Z R EEfRE L £
R 20 fF 2[RI ISR GRIEE PTRET T,

- pl
{
"ext data": [

{
"display dataname": "disp_data A",
"dataname": "data A"

"display_category": "disp_category B",
"display_dataname": "disp_data B",

"category": "category B",
"dataname": "data_B",
"description": "description_B",
"collection": true

s NG A—=HHH (FWNIHNT A—H)

INT A—F 4 il B

ext_data * List HHRBGEERE D A b
Bk 20 1F
display_category String | AT IV 4

display dataname * | String NE T — X 4
category String | A7 VL (AST—
Z)

dataname * String F—r4 (NSHT—
4)

description String e 7

collection Boolean | #4357 — & IV4E

7 LARSA | ARV A
AT —H R

UTFTOAT—F Z2a— R&ES&ELET,

a— R P

200 )

400 FERAETT —

401 PRRE= T —

403 T AKERZ L
(BBRL—PIXT 7 & AR
408 XA KT R

500 N T 5 —

503 - — B AR AT

8 Content-Type

application/json
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# | IHH it Y]
9 L AR A BB GRALBRS DA S AL E T
AT 4
- i
AT —H AT —R | {
=200 DL "results": [
{
"id": 1,
"display_category": " CREXE) ",
"display dataname": "disp_data A",
"category": " none ",
"dataname": "data A",
"description": "",
"collection": true,
"result": true,
"cause": ""
}s
{
"id": 2,
"display_category": "disp_category B",
"display _dataname": "disp_data B",
"category": "category B",
"datename": "data_B",
"description": "description B",
"collection": true,
"result": true,
"cause": ""
H
]
H
« INT X — LG
INT A =B, 7 it B
results List INEY A R
id Integer | ID
display category String Vibat=R A
display dataname | String SERT — Z 4
category String IV (ANST—
%)
dataname String F =% (NHT—H)
description String A T En R
collection Boolean | #\ &5 — & INEE
result Boolean | B&kpkINRE, true,
ek IR, false,
cause String result 2° false D5, B2
% BE
10 L AR A - 15
T A {
"detail": "L — P L DAY — RRENET, "
ATF—HRAa—K |}
=200 LIS DO5E
< INT A — L
NTG A= | At A
detail Stting | = 7 — bl A eI L £
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-5 SERT—S B SEIRET -2 REEH (PUT) API

# | IHH it
1 Ay K PUT
2 | URI /api/v1/monitoring/external/external-data/
3 | V7= | WREE N—=y Z7FGES L<IX b —7 383
] WA S L O —PHERO 2 — P TRIETE £,
4 JTYNRFGA=2 |72
Z Content-Type application/json
6 T A /NT A—=5 | BT 588k A OINTINE T — AR EEfRELET,

R 20 PR [RIRF I OBTHE E FIRE T
BT SRT — 2 ZRFET 5 ID (I4HTT,

- Bl
{
"ext_data": [
{
"id": 1,
"description": "updated description A"
}s
{
"id": 2,
"collection": false
H
]
H
c NG A—=HFH (FWIHNT A—H)
INT A —H % e B
ext_data * List HTHRBGERRE D A b
K 20 1
id * Integer | XD ID
display category String FHEohT T4
display dataname String Ft% DAVERT — X 4
category String HHBOhTITVEL
(AT —4)
dataname String T OT—424 (A
NT—4)
description String H % O H e
collection Boolean | F e DT — Z N
3
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# | IHH it Y]
7 | VARV A | LAKRVSA UTFDRAT—H 23— REIELET,
AT —H A a— R N
200 )
400 FORARIET T —
401 FoalE T 7 —
403 T AMERZ: L
(B —P1LT 7 & ARHA])
408 A LT TR
500 W= Z —
503 v 2R A B
8 | Content-Type application/json
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# | IHH it Y]
9 L AR A HHAEAE RN S E T,
AT 4
- i
AT —HAa—FK ||
=200 DL "results": [
{
"id": 1,
"display category": "disp category A",
"display dataname": "disp_data A",
"category": "category A",
"dataname": "data A",
"description": "updated description A",
"collection": true,
"result": true,
"cause": ""
s
{
"id": 2,
"display_category": "disp_category B",
"display _dataname": "disp_data B",
"category": "category B",
"datename": "data_B",
"description": "description B",
"collection": false,
"result": true,
"cause": ""
H
]
H
« INT A — LG
INTA—=BL, 7 it B
results List INEY A R
id Integer | ID
display category String Vibat=R A
display dataname | String SERT — Z 4
category String TV 4 (N7 —
%)
dataname String F—HE (NSHT—H)
description String A T En A
collection Boolean | #\ &5 — & INEE
result Boolean | kK EHIE, true,
IR IIRF, false,
cause String result 2 false DA,
K % 3R E
10 L AR A - 15
T4 {
"detail": " — P DA T — RAENET, "
AT —HFAa—FK |}
=200 LIS D5
< INT A — L
NTG A= | At A
detail String | =7 —FFAIAARAMN L 9,
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7-6 SERT—Z B SMERURSE T — & EREHIBR (DELETE) API

# | IHH it
1 | AV YR DELETE
2 | URI /api/v1/monitoring/external/external-data/
3 | Vo= | §F N—= v RGeS L <X b —7 EGE
] WA S L O —PHERO 2 — P TRIETE £,
4 JTYNRFGA=2 |72
Z Content-Type application/json
6 T 43T A —5 | HIBRT 288k A DINTINE T — 2R EXFRELET,

BeK 20 %[RRI HIBREE E ATRE T,

BBt 7 — Z 4529 5 ID % 7213 (category,dataname D
#H)F 7= 1% (display_category, display dataname DFL)D VT I
ITMETT,

- 1
{
"ext_data": [
{
"id": 1
¥
{
"category": "category B",
"dataname": "data B"
H
]
H
s NT AL (U T A —H)
INT A—H L, Al At
ext_data * List R GEREY A R
Bk 20 14
id Integer | ID
display category String | BT V4
display dataname String | AR — 2 4
category String | hT7 V4 (AS1T—
%)
dataname String | EHFHOT—X4 (AT
F— )
7 | VAKRUA | LAKRUA UTFTDOAT—HAa— REELET,
AT —H A a— K N
200 5%
400 ERALET T —
401 FRIET 7 —
403 T AMERRTe L
(B2 —PI3XT 7 & ARHA])
408 A LT TR
500 W= 7 —
503 Y — AR HATA]
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# | JHH B
8 | Content-Type application/json
9 L AR A HIBRALEL S F S B S & 9,
KT 4 result, cause LA D 7 ¢ —/L RiZ U 7 T A FEED/RT A —H
DS NET,
AT —HAa— R
=200 DA - i
{ "ext data": [
{
"id": 1,
"result": true,
"cause": ""
}s
{

"category": "category B",
"dataname": "data_B",

"result": true,
"cause": ""
H
1
H
« T A—HFH
NG A =B, il B
results List AU A b
id Integer | ID
display category String Vibat=R A
display dataname | String MERT— 2 4
category String T2V (NJ17—
4)
dataname String F— & (ANST—H)
description String A I Fn R
collection Boolean | #\#55 — & INEE
result Boolean | HIIRACEHRE, true,
HIBR IR EE, false,
cause String result 23 false D5, 32
K % 3R E
10 | L AR L A - {3
RT 4 {

"detail"; "L — WA HVIAT — RNEWNE T, "
AF—HAa— R |}

=200 LIS DA
« IXT A — K i

NI A—=H% | Al A

detail String | =7 —FHl AR L £,
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7.2.3 SNMP E£%R CSV +—4 Eu18 API

7 REST API

SNMP EEHIBERE CTINEE L2 BEt T — 2 2 BUS L £ ¥, #RE L2BRE B & CSV B
T=E T AN—RET —NAT Liczip 77 ANV EX T ma— RRLET,

Ao — KT 5T — &2 LRI, WEB A Z 7 =—Z (543SNMP B (4)
M) LR TT,

", n;g

"date _from": "2022-08-01",
"date to": "2022-08-07",
"monitoring_item": ["SNMP_A"],
"csv_type": "impulse"

F 7-7 SNMP BE#R CSV 7—74% HR#5 API
# | IHH it Y]
1 | AV YR POST
2 | URI /api/v1/snmp/export csv/
3 | Vr=xF | @A N— oy JEdEE S U< E b —7 UL,
4 JTYNRFGA—=2 |2l
Z Content-Type application/json
6 RT A4 RTA—=H | - f
{

c NTA=LZGY] (FRFNT A—H)
date from/date to F721%, time from/time to DV T 47>
DA EDOXE THREHE ZEE L £,

INT A =B,

i

k!

date_from*

String

MR oG HE,
(1) 2022-08-01

date_to*

String

MEHAR 0K T H,
(1) 2022-08-07

time from *

String

T SRR O B AR IR AL,
(f51) 2023-01-
01T09:00:00+09:00

time to *

String

RREHIM D& TR,
(f51) 2023-01-
01T09:30:00+09:00

monitoring_item*

List

SNMP ARIE H 4

String

SNMP BEEAHIR H 44
() SNMP_A

object_group

List

SNMP EEfHIE H 23 1 D D4
2, FEERHEZR MIB A4~
T NTINV—T4,

AWGEE - FRE L 7= SNMP B 45,
HHTOEMIB ATV =7

K Zn—7,

String

MIBA 7= NI —F
%O
(f5)datal
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# | THH i
csv_type Enum | i) CSV 7 7 A VB,
impulse: impulse (ZH2 V) JAZA]
REZR T
B : 2 L7 2, KR
FNZAEET — 2 IOV E T,
7 | VARV A | LARU R UTFDORTF—H 23— REIEELET,
AT =5 A =—F P
200 JEh
400 FRARIET T —
401 FORET T —
500 NIz 5 —
Z Content-Type application/json
9 Content-Disposition | attachment; filename
PRAFICAE I ATREZR zip 7 7 A WA TRl L TV E
] (f5) ml_ax-collector-snmp 20220801-20220808.zip
10 VAR A FEEHMMOFEREA D CSV BT —4% 7 7 A L—X&
AT 1 T=AAT Llczip BT 7 A NT— 4,
AT —HAa— R
=200 DHE
11| L AR A - 1
T 4 {
"detail": " — YV HZ DN AT — RPRENET, "
2F—sRI— K |}
=200 LSO
< INT A —H
NG A =LA | Tl it
detail String T AR L E T,
724 TJ0O—EH CSV T—4miEAPI
7o —ERERE TR LI RE T — 2 2 UG L £ 97, FRE L-BEHE A /2 CSV sk
T—HET7AN—RET —HA T Liczip 77 ANV ey ra—RLET,
Fora— RT LT =2 BRL, WEBA ¥ 7 x—2 (544 71 —F#
(3) B8) LFLTT.
* 7-8 J0O—EHRCSV T—42HiF API
# | HH it
1 AV R POST
2 | URI /api/v1/flow/export csv/
EEPEESINEE N v 7 RS LR F— 2 il
4 JZ YNNG A—=H | gL
I Content-Type application/json
6 RT A XT A—=5 | -
{
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# | THH i
"date from": "2022-08-01",
"date to": "2022-08-07",
"monitoring_item": ["FLOW_A"],
"csv_type": "impulse"
H
c NT A=Y (FLNT A—H)
date from/date to F721%, time from/time to DV T FLH>
DA G DOE TREMHZIEE L £,
INT A =B i it ]
date_from* String | MR OBIAEH,
(f511) 2022-08-01
date_to* String | fRRHAM O T H,
(f511) 2022-08-07
time_from * String | & FRHI R O BRAGIREZ,
(f51) 2023-01-
01T09:00:00+09:00
time_to * String | KRR DT KA,
(f51) 2023-01-
01T09:30:00+09:00
monitoring_item* | List 7 u—BEARIEE 4
String | 7 o —BES{HIER 4
(5)SNMP_A
object_group List 7 —EHIEE DN 1 SO%E
\Z, fRERTRER 7 v —&fF 7
N—"T4,
BWERE - FEE L7 v — A
HAMOERT v —RffE 7V —
7
String | 7a—FKHpETN—T 4,
(f3)datal
csv_type Enum H 7 CSV 7 7 A WVIEE,
impulse: impulse (ZHZ V) JAZ- W]
REZ2 B,
B . L7 2B, FER
FNAEET — 2 IOV E T,
7 | VAR A | LAKRUA UTFTDODAT—HAa— RERELET,
AT —H A a— K N
200 K
400 BRAIET T —
401 PORLT T —
500 N T —
z Content-Type application/json
9 Content-Disposition | attachment; filename

RAFITHE I FTREZR zip 7 7 A VA B FLE L TV E T,
(f41) ml_ax-collector-flow 20220801-20220808.zip

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

267




7 REST API

# | IEHH G|
10 L AR R TR OAEMRIER O CSVIERT — X% 7 7 A L—RA%
RT 4 T—HAT Ll zip BT 7 A NT — X,

AT —FRAa— R
=200 D4

11 L AR R - 45
AT 4 {

"detail": " — YL DN A T — RANGEWET, "
AT—HAa—LK |}

=200 LIS DGE
« RT A — K

INTG A= | B A

detail String | =7 —FFMERML £,

725 HERT—AREIR CSV T—AX E4E API

GNER T — 2 BE RS RE CIEE L= 67 — ¥ A UG L £ 77, 88 L7 BEHHIE H 5 CSV
BT =477 AN—RET—HA T Liczip 77 ANV EX D a— RLET,

HFyoa— R AERT— & LR, WEB A v &% 7 x=—2 (5.4.6 N5 — & B
4) 2R LRILCTT,

® 1-9 ST —HEER CSV T— 2 EIF API

# | THH it
I | AV YR POST
2 | URI /api/v1/external/export csv/
ERPEESINES Ny v kD LR h— 7 R,
4 JLYNFGA—=F | gL
z Content-Type application/json
6 RT 4 XTA—=5 | - f

{
"date from": "2022-08-01",

"date_to": "2022-08-07",
"monitoring_item": [
{
"category":"CATEGORY_A",
"name":"EXTERNAL A"
}
1,

n. ns

"csv_type": "impulse"

s NTA=LG] (FFNT A—H)
date_from/date_to F721%, time from/time to DV T FLH>
D AE DO THRRYIMZEE L7,
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# | JHH B
INTA—=RL 7l i
date_from* String | MZRHIR OB A,
(f511) 2022-08-01
date to* String | fRREAM O T H,
(f511) 2022-08-07
time_from * String | fRZREAR O BRAEERZ,
(f51) 2023-01-
01T09:00:00+09:00
time_to * String | #sR B D& T HFZ,
(f511) 2023-01-
01T09:30:00+09:00
monitoring_item* | List ANEEEARTE B 4
Category String | AMHEERIEE BT T U4
(f)CATEGORY A
name* String | SMTEEHIAR 7 — 2 4
(BEXTERNAL A
object_group List IHRESHIEE 23 1 S O%4
(2, fRE AR AN G T —
Z 4,
BWEERE - FRE L 7o AN g
HHOEINRER T — 4,
()DATA_CATEGORY
category String | SMEVE T — 2 DA 7 = U
4
(f3) datal
name* String | AEEERT — X OFT—F 4
csv_type Enum | /) CSV 7 7 A VB,
impulse: impulse (ZH ¥ JAZ-¥]
VAN 72V
BlgRs . 2L 2B, FER
SN T — 2 B OET,
7 | VAR A | LRAF A UTFTDAT—HZAa— RERELET,
AT —=H A a— K N
200 5%
400 PR IET T —
401 PR T —
500 NI 5 —

Content-Type

application/json

Content-Disposition

attachment; filename
PRAFICEE I AT RE R zip 7 7 A VA ZFEHI L TV E T,
(1) ml_ax-collector-external 20220801-20220808.zip

AR A
KT 4

AF—H AT R
=200 OHE

FREHBOEREMRIER O CSVIERT —X 7 7 A4 L—X%
T—HA T Liczip BT 7 A VT —#,
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# | IHH B
11 L AR A - 15
AT 4 {
"detail": "L — YA DA T — RNEWET, "
AT—HAa—LK |}
=200 LIS D5
« T A —H i
NI A—=R% | Al Bl
detail String | =7 —FElAZ KA L £,
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7.3 IP 7 O—{5HIEZE API

731 IP78— N/ IS XA AP
IP 70— EREMBEL, A "NET X7 oy MERZEGE L F7,

& 7-10 IP 70— /N FIS UF U TERF API

# |
H

1 | # | POST
v
v
.

2 | URI | /api/vl/flowdata/ip/ranking/bytes/
EJ ek
/api/v1/flowdata/ipv4/ranking/bytes/
alk N—y JEdEES U< IE b —7 UL,
s>l | 7aL
INT
A—
Content | application/json
-Type
6 AT 4 - il
INT {
R—H "time from": "2021-01-11T10:00:00+09:00",
"time to": "2021-01-11T12:00:00+09:00",
"numbers": 10,
"search_filters":{

"packet field" : [

[ {"src_vlan":4000 }, {"src_vlan":3000}]

]
!,
"aggregate groups": {

"src_vlan":false,

"ipv4_src_addr":true

T N H N =

}
}
c XT A—HEB (FUIENRT A —H)
INT A =L g A
time_from * String BRI - 5 vV, IS0O8601 7 + —

v b, () 2021-01-
11T10:00:00+09:00

time to * String MREREEZ - #£4o 0, 1SO8601 7 4 —
~v bk, (H) 2021-01-
11T12:00:00+09:00

numbers integer | U5 2 M ERE AL, R, 1
~100000, EHEEF : 10,
search_filters Object | KAz 7 1 V2 54k
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Wi

-
it

sensor_addr

String

oY IPMT RL R (Ry h7a—
sy MBRETLIP T KL R)

monitor port_ifindex

Integer

o PE =& — b SNMP iflndex

output port_ifindex

Integer

PEE R — b SNMP ifIndex

mac_kind

String

MAC 7 F L 2fi5] (=F v X |,
VN FXy AL, TE—RFyR
)

unicast,

broadcast,

multicast,

unicast_broadcast,

unicast _multicast,

broadcast _multicast,
all

ip_kind

String

IPv4 7 R L AFE)] (=% v A F+
Ta—R¥y A b, vAFFL R
~)

unicast_broadcast, multicast,
all

ipv6_kind

String

IPv6 7 N L A

all : §x°C

unicast : L =F v A |

multicast : ¥/LFF ¥ X |

unicast_linklocal or multicast : ===
¥ A (Urrua—h) +<b
F¥¥ A b

unicast_exclude linklocal : == =3 ¢ A
k(U7 a—ALLish)

unicast_execlude_linklocal or multicast
=% AN (V7 —npd

M) t~AFxy¥ A b

packet field

List

RNy NI 4=V RT7 4)LZ, AND
SV A b, BARFEEH 10U A
]\O

List

OR &MU A b, e R¥EER :
"packet_field" (/N7 v b7 4 —/L R
7 AVH) DigEtT 100 U A b,

@exclude

Boolea
n

BROMRM. RIGERFIT False,

flowset id

Integer

7a—+t v MID

sensor_addr

String

oY IPVAT RL R (Ry h7a—
Ny RIREIEIP 7 R R)

monitor_port_ifindex

Integer

=% — [ SNMP iflndex

output port ifindex

Integer

E(EAR— I SNMP iflndex

src_vlan

Integer

VLAN-ID f (QinQ ¥4, S-TAG)

dst vlan

Integer

VLAN-ID f (QinQ ® C-TAG)

in_src_mac

String

BEIE MAC 7 R L AfE,  (f1)
00:00:5¢:00:53:01

in_dst mac

String

Si5C MAC 7 KL AfE, ()
00:00:5¢:00:53:01
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Wi

-
g

ipv4_src_addr String FEITLIPvE 7 KL A{H
ipv4_dst addr String | 584C IPv4 7 R L A {E
ipv6_src_addr String | P{E5C IPv6 7 K L AfH
ipv6_dst_addr String | %85 IPv6 7 R L A fE
protocol Integer | 7’11 k 2 LK 5
icmp_type Integer | ICMP % A 7'
icmp_code Integer | ICMP ==— N{H
14_src_port Integer | 5{57C L4 " — h &
14_dst_port Integer | 8% L4 ~"— FE 5=
tcp_flags String | TCP 7 7 7,
fin, syn, rst, psh, ack, urg, ece, cwr
FAHAR—ZATLED Z L TEE Y
7 7 EARE N, ERSUTSI O ST
EHETDHI LT, MRT 77N Off
D7 1 —ZIEE A,
(f51) "syn lack"
udp rtp ssrc Integer | UDP RTP SSRC
udp rtp pt Integer | UDP RTP Payload Type
udp rtp clock rate Integer | UDP RTP Clock Rate
http_servername String HTTP Y — 4
nat_ipv4 src_addr String | NAT {570 IPv4 7 R L A fE
nat_ipv4 dst_addr String | NAT %85G IPv4 7 N L A fH
nat_ipv6_src_addr String | NAT #£{5 70 IPv6 7 R L AfH
nat_ipv6_dst _addr String | NAT %64C IPv6 7 R L A {E
nat 14 src port Integer | NAT =570 L4 R — M &=
nat_14_dst port Integer | NAT %65¢ L4 R — &=
nat_l4port_start Integer | NAT L4 7R — k% Z-#iPH Start
nat_l4port_end Integer | NAT L4 /R — F %54 End
nat_event Integer | NAT A X2 |
nat_type Integer | NAT ¥ A 7
vdom_name String | N—F ¥ )L RAA 4
ext01 String 7o —¥ET —# 01
ext02 String Ju—yLiET — & 02
ext03 String Ju—yLiET —# 03
ext04 String Ju—yLIET — & 04
ext05 String 7 —{EiET — % 05
ext06 String | 7 v —¥LET — % 06
ext07 String | 7o —¥LET — % 07
ext08 String | 7 v —¥LIET —# 08
ext09 String | 7 v —¥LET — % 09
extl0 String 7 a—EiET — 4 10
extll String o— K (FE5)
extl2 String (EEIT)
extl3 String Hilk (2%(ZT)
extl4 String i GEET)
extl5 String | AS & & (E(Eo0)
extl6 String | AS fik4 (Fido)
ext21 String | [Hl=2— K (58%%)
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Wi

-
g

ext22 String (ZB5E)
ext23 String M (367%)
ext24 String | #i (3BE)
ext25 String | AS &5 (%)
ext26 String | AS ffk4 (sE4C)
aggregate_groups * Object | MERERISM
timestamp Boolea | %A LA X T 1g0HEH
n
flowset_id Boolea | 7 —+% v - ID DR
n
sensor_addr Boolea | -z ¥ IPv4 7 KL AEDEFH
n
monitor_port_ifindex Boolea | &z € =47 — [ SNMP iflndex %
n DG
output_port_ifindex Boolea | 26{573— I SNMP ifIndex 15 DEEE
n
src_vlan Boolea | VLAN-ID (QinQ D54, S-TAG) &
n DG
dst_vlan Boolea | QinQ @ C-TAG EDHEH
n
in_src_mac Boolea | {55C MAC 7 KL A fEDEH
n
in_dst mac Boolea | %%t MAC 7 KL 2D
n
ipv4_src_addr Boolea | iX{Z7C IPv4 7 R L 2 DG,
n ipv4_src_netaddr 73 true DG E, M
%o
ipv4_src_netaddr Boolea | iX{EICIPv4 X NU—27 7 RL A4
n DG
ipv4_dst_addr Boolea | 58%¢ IPv4 7 R L A fEDLEET,
n ipv4_dst netaddr 73 true DIGH, M
2o
ipv4_dst netaddr Boolea | %8%¢ IPv4 *r v U —2 7 KL AEED
n it
ipv6_src_addr Boolea | {57t IPv6 7 K L A fgD G,
n ipv6_src_netaddr 73 true DIGE, M
%o
ipv6_src netaddr Boolea | IX{EICIPV6 X NU—27 7 RL A4
n DEERT
ipv6_dst_addr Boolea | %84t IPv6 77 R L A 45D EEEE,
n ipv6_dst netaddr 23 true DG4,
2o
ipv6_dst netaddr Boolea | 6% IPv6 % hU—2 7 KL AED
|
protocol Boolea | 7’1 ~ 2 /)L &K 5w 0EE
n
icmp_type Boolea | ICMP # A 7'f:D 45
n
icmp_code Boolea | ICMP 21— R0
n
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g

Wi

14 _src_port Boolea | %{E70 L4 RN— &5 HOES
n
14_dst_port Boolea | %5%¢ L4 AR— F& 5 mOHEEH
n
tcp_flags Boolea | TCP 7 7 7D 4EEt
n
udp_rtp_ssrc Boolea | UDP RTP SSRC
n
udp rtp_pt Boolea | UDP RTP Payload Type
n
udp_rtp_clock rate Boolea | UDP RTP Clock Rate
n
http_servername Boolea | HTTP V— "4 @D HEFH
n
nat_ipv4 src_addr Boolea | NAT #%{57C IPv4 7 K L A EDEEF,
n nat_ipv4_src_netaddr 73 true D E,
=20,
nat_ipv4 src_netaddr Boolea | NAT iX¥{EJLIPv4 X T —27 7 KL
n | 2okt
nat_ipv4 dst addr Boolea | NAT %65C IPv4 7 R L 2 & DO,
n nat_ipv4 dst netaddr 73 true DA,
B2,
nat_ipv4 dst netaddr Boolea | NAT%6%C1Pv4 Xy FU—27 7 L X
n fE DR
nat_ipv6_src_addr Boolea | NAT #{57C IPv6 7 N L A BT
n nat_ipv6_src_netaddr 7% true DLE,
B,
nat_ipv6_src_netaddr Boolea | NAT iX{EJLIPv6 X v N T —27 7 KL
n Sk Ty
nat_ipv6 dst addr Boolea | NAT %G5 IPv6 7 R L 2 EDEE
n nat_ipv6_dst netaddr 73 true D5,
2,
nat_ipv6_dst netaddr Boolea | NAT %84 IPv6 *rv U —27 7 KL &
n fE DG
nat 14 src_port Boolea | NAT (70 L4 A — F & OHEE
n
nat 14 dst port Boolea | NAT %65t L4 h— bFEEEHBOEE
n
nat_l4port_start Boolea | NAT L4 /R— M &=l Start 5D
n il
nat_l4port_end Boolea | NAT L4 i"— h3F 5%/ End 5 DHEE
n
nat_event Boolea | NAT A X MMgDHEF
n
nat_type Boolea | NAT % A 7' D4R
n
nat_observ_time Boolea | NAT #lLBIEEL] (BHth, #&7T) BOE
n il
vdom_name Boolea | N—F ¥ )L KA A X HDOE
n
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Wi

-
i

ext01 Boolea | 7w —fLikT —# 01 DG

ext02 I];oolea 7 v —yLiRT — % 02 fHOEFT

ext03 I];oolea 7 v —yLiRT — % 03 HOEFT

ext04 goolea 7 v —yLiRT — % 04 fEOEFT

ext05 goolea 7 a—JEiRT — % 05 O

ext06 goolea 7 a—JEiRT — % 06 fHOEG

ext07 Ilgvoolea 7 a—LiRT — % 07 HO%EE

ext08 Ilgvoolea 7 a—JLiRT — % 08 DL

ext09 Ilgvoolea 7 a—JEiRT — % 09 O

ext10 rE13oolea 7 v —yLiRT — % 10 HOEFT

extl1 r1;»001621 E=a—F (AET) mofst

extl2 rE13oolea (EEL) HoEF

extl3 rE13001ea it (51E70) mOER

extl4 rE13oolea #ifi GEfEIT) BOER

extl5 I};oolea AS &5 (1XfE70) mofEst

extl6 I};oolea AS Mlfd (s00) mOKR

ext21 I};oolea E=o—F (i) mofEst

ext22 I};oolea (zidc) wOERT

ext23 I];001621 Hilk (sulkt) moOEEH

ext24 II;oolea i (sade) mofEE

ext25 II;oolea AS F&5 (3udk) mOERE

ext26 I};oolea AS k4 (i) moEE
aggregate option I6bject HEH AT

packets Boolea | /X7 v &

out_packets II;oolea BEART Y M

out_bytes II;oolea EEASAL MK

tcp_retx_pkts II;oolea TCP fFiE/37 v MR

n
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# | IH | B
H
tcp_retx_bytes Boolea | TCP k31 MK
n
tcp_pkt_losses Boolea | TCP /% v k1 A[R[$L
n
tcp_dupack_pkts Boolea | TCP E#i ACK /37 v MK
n
tcp_retx pkts percent Boolea | TCP k37 v MEHEIG (%)
n
tcp_retx_bytes percent Boolea | TCP ffix A MEIA (%)
n
tcp_pkt losses percent Boolea | TCP /37w b Z[EFEIEG (%)
n
udp _rtp _out of order Boolea | UDP RTP JIA 5 < [F144
n
udp_rtp lost pkts Boolea | UDPRTP = A k37 v Mk
n
udp_rtp_lost_pkts percen | Boolea | UDP RTP 1 A k34 MECEIS
t n (%)
nat_duration Boolea | NAT #kfoiREf] (s)
n
7| v VAR | LFDAT—=F 2a— R&IELET,
A A a— K N
w| AT | 200 i
s 400 ZORARIET 7 —
A 401 RAET T —
403 T U AL
408 HA LT T b
500 NEST 7 —
503 H— B AR AT
8 Content | application/json
-Type
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9 L AR
A
R
TA

AT —
AR
a— R
=200 @
5o

-

"rank": 1,
"packets_info": {
"ipv4_src_addr": "192.168.253.144",

"ipv4 src_addr alias":

15
"bytes_counts": 37884564

~ i~

"rank": 5,
"packets_info": {
"ipv4_src_addr": "192.168.192.73",

"ipv4_src_addr_alias":

}a
"bytes_counts": 33339574

CHRIRT — X ext D/NT A= XL RESNIRRAIEL R 7,

s INT A=

INT =R, e it B
List JREY A b,
rank Integer HFHT x0T
packets_info Object XAy MEHR
aggregate_groups C, fAE 4L
7= B i D A KA
timestamp String BA DAL T
flowset_id Integer Z7u—<%v hID
sensor_addr String TPV T LA (R B
Tu—"y MEEIRIPT R
L)
sensor_addr_alias String ‘Y IPVAT RLAZA YT
A
monitor_port_ifindex Integer ' YE=FFK— b SNMP
iflndex
monitor_port_alias String ' YE=FF— b SNMP
iflndex =4 U7 X
output_port_ifindex Integer %E{E AR — b SNMP ifIndex
output_prot_alias String F{E7"— kb SNMP iflndex =1
T A
src_vlan Integer VLAN-ID & (QinQ D54, S-
TAG)
src_vlan_alias String VLAN-ID =4 U 7 A, dst vlan
ERIRFILIEER R,
dst vlan Integer VLAN-ID f& (QinQ ® C-
TAG)
ging_alias String VLAN(QinQ)=1 U 7 A,
src_vlan/dst_vlan ££KIRFIZ R
o
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in_src_mac String FEIE MAC 7 R L A fE

in_src_mac_alias String EEILMACT RLAZA YT
A

in_src_mac_vendor String EETLMAC 7 RUANRU A4

in_dst_mac String %65 MAC 7 R L A

in_dst mac_alias String SEHEMAC T KL A A YT A

in_dst mac_vendor String 56 MAC 7 R L AR H 4,

ipv4_src_addr String E(EIC IPv4 7 R L AfH

ipv4_src_addr_alias String FEILIPVE T KL A=A T
A

ipv4_src_netaddr String EEITLIPVE Xy NU—2 T R
L A fE

ipv4_src_netaddr_alias String EEITLIPVE Xy N —2 T R
LAZA VT A

ipv4 dst addr String 364G IPv4d 7 R L A

ipv4_dst_addr_alias String S IPvd 7 RL A A YT A

ipv4_dst netaddr String SEHE IPVA X NU—T T KL
A

ipv4_dst netaddr alias String S IPv4 Ry NU—2 T Kb
AxA VT A

ipv6_src_addr String E(E I IPv6 7 R L AfH

ipv6_src_addr_alias String EETLIPV6 T RL A A U T
A

ipv6_src_netaddr String EEITCIPV6 Xy NU—2 T K
L A

ipv6_src_netaddr_alias String EEITCIPV6 Xy NU—2 T R
VAT A VT A

ipv6_dst addr String FEAEIPv6 7 R L AfH

ipv6_dst addr_alias String SEHIPV6 7 RV AT A YT R

ipv6_dst netaddr String e IPV6 Xy U — 2T Kb
A

ipv6_dst netaddr alias String e IPV6 Xy U — 2T Kb
AL A YT A

protocol Integer “u haLkeE

protocol _name String 7u ka4

icmp_type Integer | ICMP % A 7%=

icmp_type name String ICMP % A 72
EHIZAFIT protocol F5TERF D A

icmp_code Integer ICMP 21— F& &

icmp_code name String ICMP =2 — R4 FR
KIS protocol F5ERF D A

14_src_port Ingeter E(EIC L4 R — b5

14 src_port_name String EETLLLA— L

14_dst_port Integer L4 R— NEE

14_dst_port name String 5E5C L4 R— M

tep_flags Integer | TCP 77 7

tcp_flags name String TCP 7 7 /4

udp rtp ssrc Integer UDP RTP SSRC

udp rtp pt Integer UDP RTP Payload Type

udp rtp clock rate Integer UDP RTP Clock Rate
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http_servername String HTTP — %

nat_ipv4 src_addr String NAT %{55C IPv4 7 F L A fE

nat_ipv4_src_addr_alias String NAT #{EC IPv4 7 RL AT A
7 A

nat_ipv4 src_netaddr String NAT #{57C IPv4 v R U —2
7 R A

nat_ipv4_src_netaddr_alias | String NAT XL IPv4 X N T —7
7 RVAZA VTR

nat_ipv4 dst addr String NAT %85¢ IPv4 7 R L Al

nat_ipv4 dst addr alias String NAT %65 IPvd 7 KL A A Y
T A

nat_ipv4 dst netaddr String NAT %85 IPv4 XY " O —2 7
N L2 E

nat_ipv4 dst netaddr alias | String NAT 565C IPv4 %y N U —2 7T
RLAZ=A YT A

nat_ipv6 _src_addr String NAT #{5§5C IPv6 7 F L A {H

nat_ipv6_src_addr alias String NAT #{E5C IPv6 7 RL A A
U7 A

nat_ipv6_src_netaddr String NAT £{ETC IPV6 * v kT —7
7 P LA E

nat_ipv6 src netaddr alias | String NAT #{EIC IPv6 X N T —7
T RLVAZA VT A

nat_ipv6_dst addr String NAT %856 IPv6 7 R L A fH

nat_ipv6_dst addr_alias String NAT %64C IPv6 7 KL AT A Y
T A

nat_ipv6_dst netaddr String NAT %684¢C IPv6 R NU—27 7T
N L2 fE

nat_ipv6_dst netaddr alias | String NAT %65¢C IPv6 Ry NU—27 7T
KL A=A YT A

nat 14 src_port Ingeter | NAT X570 L4 AR — &
nat 14 src_port name String NAT X570 L4 AR — h 4
nat 14 dst port Integer | NAT %65¢C L4 R— &5
nat 14 dst port name String NAT %65 L4 R — b4
nat_ldport_start Ingeter | NAT L4 48— b3 =P Start
nat_l4port_end Integer | NAT L4 7~ — b3 5-&iPH End
nat_event String NAT A X2k

nat_type String NAT % A 7

nat_start_time String NAT BRIGEEA

nat_end_time String NAT #& T BF4)

vdom_name String N—=F ¥ )L KA A 4
ext01 String 7a—¥LiET—% 01

ext02 String 7a—¥LiET—% 02

ext03 String 7 u—iLiET— % 03

ext04 String 7 u—iiET — % 04

ext05 String 7 ua—iLiET —# 05

ext06 String 7 u—iEiET —% 06

ext07 String 7a—yLiET—% 07

ext08 String 7 a—¥LiET—# 08

ext09 String 7 a—¥LiET—4 09

ext10 String 7ua—¥LiET—% 10
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# | IH | B
H
extl1 String a— K (XE7n)
extl?2 String (E{EIT)
extl3 String Huis, (&1E70)
extl4 String #iri (E{EI0)
extls String AS FH (XfE70)
extl6 String AS M4 (FE50)
ext21 String o— R (%E4%)
ext22 String (365
ext23 String sl (5ude)
ext24 String #ri (50.5%)
ext25 String AS FE & (36t)
ext26 String AS M4 (5E5%)
bytes counts Integer64 | 2E5+/31 &
packets counts Integer64 | 2£51 /347 v &
out_bytes_counts Integer64 | FEFFIE(E /N1 MK
out packets counts Integer64 | £3H5E 37 v Mk
tcp_retx_pkts_counts Integer64 | 225+ TCP %37 v MK
tcp_retx_bytes counts Integer64 | 2£3F TCP Pk N1 ML
tcp_pkt_losses_counts Integer64 | 225+ TCP /377 v k1 A (Al
tep_dupack_pkts_counts Integer64 | ££5+ TCP E# ACK /X7 > |k
%
tcp_retx_pkts_percent float EH TCP FENT v MRS
(%)
tcp_retx_bytes percent float 5 TCP kA MG
(%)
tcp_pkt_losses percent float 5T TCP /N7 > b 1 Z [
& (%)
udp _rtp_out of order counts | Integer64 | UDP RTP JIEfFi& % [H15k
udp_rtp_lost_pkts_counts Integer64 | UDP RTP 1= A %/ MK
udp _rtp_lost_pkts percent float UDP RTP & A k3% N
& (%)
nat_duration Float NAT kfeisH (s)
1 LR |
0 A {
R "details " — 4 A SR T — RASENET, "
Fa |
« T X — LG
AT — INT A =54 | T it
A A detail String | =7 —FEM A L 7
a— R
=200 LA
SO
/EI\
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7.32 IP78— Ny ST UTEE AP
IP 7o —{E8EmRL, Xy "N oF T ENLORT y MERERIE L E9,

x 1-11 IP7O— /N7y MIS VXD TR API
B

POST

7NN | T

2 | URI | /api/vl/flowdata/ip/ranking/packets/
EJE
/api/v1/flowdata/ipv4/ranking/packets/
FoRlE N—yy ZFRES L <UE h—7 UREGIE,
7l el
INT
A=A
Content | application/json
-Type
6 N7 4 - il
INT {
R—H "time_from": "2021-01-11T10:00:00+09:00",
"time_to": "2021-01-11T12:00:00+09:00",
"numbers": 10,
"search_filters":{

"packet_field" : [

[ {"src_vlan":4000 }, {"src_vlan":3000}]

]
}s
"aggregate groups": {

"src_vlan":false,

"ipv4_src_addr":true

T N HN =

}
}
c XTA—HFB (FUENRT A—H)
INT A—R 4 il A
time_from * String R - AV, 1SO8601 7 #+—

~v bk, () 2021-01-
11T10:00:00+09:00

time to * String M ZRIEA - #& v, 1S08601 7 +—
~v bk, () 2021-01-
11T12:00:00+09:00

numbers integer | HUS7 B M ERAE R, FRERPHIL, |1
~100000, HMsHF : 10,
search_filters Object | R 7 1 VX Fit
sensor_addr String | BB IPvd T KL A (Ry h7m—
Ny NIEEILIP T FLX)
monitor_port_ifindex Integer | & ¥ E=%74K— F SNMP ifIndex
output_port_ifindex Integer | X{E74— k SNMP ifIndex
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Wi

-
g

mac_kind

String

MAC 7 R L AfR] (=% % A |,
~YAFFXY AL, Tr—RFpR
~)

unicast,

broadcast,

multicast,

unicast_broadcast,

unicast multicast,

broadcast multicast,
all

ip_kind

String

IPvd 7 R L 2fiRl] (=% v A h+
To—RKREy AL <w/LFFyr R
)

unicast_broadcast, multicast,
all

ipv6_kind

String

IPv6 7 RN L AfEj

all : 9°_°C

unicast : =% ¥ A [

multicast : /L FF ¥ A b

unicast linklocal or multicast : ===
Y AL (Vrrua—n) +<ib

FHx AR

unicast_exclude_linklocal : == =3 ¥ X
(V7 a—anLs)

unicast_execlude linklocal or multicast
ca=Fy AN (U zu—aLL

) +vALTFxr AR

packet_field

List

Ny h 74—V R7 4 L%, AND
U AN, KEEEH 10V X
k

List

OR &MU A b, KRIEEL
"packet field" (/X7 > N7 4 —/L R
T AVE) ORET100 U A B,

@exclude

Boolea
n

BROSAE, RIEEFRFIX False,

flowset id

Integer

Z7nr—+% v hID

sensor_addr

String

B IPET RL A (Ry h7a—
Ny DEERIP T RLA)

monitor_port_ifindex

Integer

=% R — [ SNMP iflndex

output_port_ifindex

Integer

PEIEAR— b SNMP iflndex

src_vlan

Integer

VLAN-ID & (QinQ ®#4A, S-TAG)

dst_vlan

Integer

VLAN-ID & (QinQ ® C-TAG)

in_src_mac

String

FEILMAC 7 FLUAME,  (f)
00:00:5¢:00:53:01

in_dst_mac

String

564 MAC 7 KL Afl, ()
00:00:5¢:00:53:01

ipv4_src_addr

String

FETLIPVA 7 RL A H

ipv4_dst_addr

String

Si5E IPva 7 R L Al

ipv6_src_addr

String

EETCIPVE 7 R L 2l

ipv6_dst_addr

String

ZE4E IPv6 7 R L AfH
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# | IH B
H

protocol Integer | 7’1 ka2 /LE S

icmp_type Integer | ICMP % A 7'f

icmp_code Integer | ICMP ==— R{H

14 src_port Integer | 557 L4 R — hKH

14_dst port Integer | %6%¢ L4 R — b5

tcp_flags String | TCP 7 7 7/,
fin, syn, rst, psh, ack, urg, ece, cwr
PHANR—ATLLEDLZ L THEET
7 7 atRE N, LRSI O I
ZIEET HI LT, WRT T 70 Off
D7 v —ZFRE ],

(f511) "syn lack"

udp rtp ssrc Integer | UDP RTP SSRC

udp rtp pt Integer | UDP RTP Payload Type

udp rtp _clock rate Integer | UDP RTP Clock Rate

http_servername String | HTTP ¥ —34

nat_ipv4 src_addr String | NAT 4137 IPv4 7 R L R {E

nat_ipv4 dst addr String NAT %5 IPv4d 7 R L AfE

nat_ipv6_src_addr String | NAT X{E7T IPv6 7 K L A

nat_ipv6_dst _addr String | NAT %64¢ IPv6 7 K L Afi

nat 14 src port Integer | NAT #5750 L4 R — &=

nat_14 dst port Integer | NAT %6%¢C L4 R — &=

nat_l4port_start Integer | NAT L4 AR — k% 5-4iiPH Start

nat_l4port_end Integer | NAT L4 /" — h %54l End

nat_event Integer | NAT A X2 |

nat_type Integer | NAT # A 7

vdom_name String N—F %)L RA A 4

ext01 String 7 —iEET —# 01

ext02 String Ja—¥EET—% 02

ext03 String 7a—yEET—4 03

ext04 String 7a—¥EiET—# 04

ext05 String 7 ua—¥LiET— 4 05

ext06 String 7 u—iEiET —% 06

ext07 String 7 u—iLiET —% 07

ext08 String 7 u—iLiET — % 08

ext09 String 7a—¥EiET—4 09

extl0 String 7ua—¥LiET—% 10

extll String a— ) GEED)

extl2 String (EETT)

extl3 String Hisk (={ET)

extl4 String | #Bi ({3 70)

extl5 String AS FE5 (EEID)

extl6 String | AS f#k4 (i)

ext21 String o— K (%E5%E)

ext22 String (%a5t)

ext23 String Hutsk  (5E5%)

ext24 String i (FES)

ext25 String | AS & E (FESL)
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# | IH A
H
| | ext26 String AS #fR4 (5E5k)
aggregate _groups * Object | MREKISAE
timestamp Boolea | # A LAZ L THOEE
n
flowset_id Boolea | 7u—+t v ~ ID 5D EE
n
sensor_addr Boolea | o ¥ IPv4 7 KL A mDOHEE
n
monitor_port_ifindex Boolea | &1 =%7K— b SNMP ifindex f&
n DG
output_port_ifindex Boolea | i%{§7°— b SNMP ifIndex 13 D
n
src_vlan Boolea | VLAN-ID (QinQ D54, S-TAG) &
n DG
dst_vlan Boolea | QinQ ® C-TAG 15D %EE
n
in_src_mac Boolea | i%{57C MAC 7 R L A gD R
n
in_dst_mac Boolea | 64t MAC 7 R L A mDEF
n
ipv4 src_addr Boolea | iX{EJ0 IPv4 7 R L A DEEE,
n ipvd_src_netaddr 73 true DA,
2N,
ipv4 src_netaddr Boolea | IX{EJCIPv4 Xy NU—2 T L A
n DEEFT
ipv4_dst addr Boolea | 4554 IPv4 7 R U 2D E!,
n ipv4_dst netaddr 7% true D5, M
iﬁo
ipv4_dst_netaddr Boolea | 4G4 IPv4 %>y NU— 27T KL RED
n 5T
ipv6_src_addr Boolea | X{E5CIPv6 7 R L 2| DHEE,
n ipv6_src_netaddr 73 true D5, M
2N,
ipv6_src_netaddr Boolea | iX{Z5CIPv6 %> b —27 7 KL A fF
n D!
ipv6_dst_addr Boolea | %84% IPv6 7 R L A fEDHEET,
n ipv6_dst netaddr 7% true DA, I
2N,
ipv6_dst netaddr Boolea | 465G IPv6 %y hU—27 7 KL 24D
| s
protocol Boolea | 7 u k2 /L& E5mOE
n
icmp_type Boolea | ICMP # A 745D
n
icmp_code Boolea | ICMP == — RNgD 5
n
14 src_port Boolea | iX{E70 L4 A— FEESHOEE
n
14_dst_port Boolea | %64C L4 N— NEESmOEH
n
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# | IH i
H
tep_flags Boolea | TCP 7 7 7/ D
n
udp _rtp_ssrc Boolea | UDP RTP SSRC
n
udp_rtp_pt Boolea | UDP RTP Payload Type
n
udp rtp clock rate Boolea | UDP RTP Clock Rate
n
http_servername Boolea | HTTP $r— 4 D4EET
n
nat_ipv4 src_addr Boolea | NAT i£{57C IPv4 7 N L 2D HEF],
n nat_ipv4_src_netaddr 2% true D5,
2,
nat_ipv4_src_netaddr Boolea | NAT £fZCIPv4 X hU—27 7 KL
n A OEE
nat_ipv4 dst addr Boolea | NAT 6%¢ IPv4 7 R L A {5 D4R,
n nat_ipv4 dst netaddr 23 true D55,
20,
nat_ipv4_dst netaddr Boolea | NAT %6%¢ IPv4 > hU—2 7 FL A
n g DIEGT
nat_ipv6 src_addr Boolea | NAT iX¥{§JC IPv6 7 K L 245D 4EE .
n nat_ipv6_src_netaddr 2% true D4,
2N,
nat_ipv6_src_netaddr Boolea | NAT iX{§JL IPv6 % v U —27 7 KL
n A g DOER
nat_ipv6_dst addr Boolea | NAT %6%¢ IPv6 7 R L 2 D4R},
n nat_ipv6_dst netaddr 2% true D5,
2N,
nat_ipv6_dst netaddr Boolea | NAT %85 IPv6 v U —2 7 KL X
n g DG
nat 14 src_port Boolea | NAT i%{87c L4 R— N FE B wOES
n
nat 14 dst port Boolea | NAT %1% L4 "R— FN&EBHOEE
n
nat_l4port_start Boolea | NAT L4 /K— &5l Start /5 D
n it
nat_l4port_end Boolea | NAT L4 7~ — k3% 5-&iPH End 5D
n
nat_event Boolea | NAT 1 <> MM
n
nat_type Boolea | NAT # A @D
n
nat_observ_time Boolea | NAT #lIFFZ (BAtR, #&7T) mofk
n it
vdom_name Boolea | /X—F ¥ )L KX A 4 mHDOES
n
ext01 Boolea | 7 u—¥riET —# 01 HOEE
n
ext02 Boolea | 7 u—¥LiET —# 02 fEDOEEE
n
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# | IH | B
H
ext03 Boolea | 7 v —JLiET — ¥ 03 B DEET
ext04 Eoolea 7 —yEET — % 04 BOEG
ext05 Eoolea 7 —yRET — % 05 mOEG
ext06 goolea 7 v —yLikT — % 06 HEOEFT
ext07 goolea 7 u—{rET —% 07 0%
ext08 goolea 7 a—yEET — & 08 EOEG
ext09 goolea 7 a—yEET — % 09 EOEG
ext10 goolea 7 a—EET — % 10 EOEG
extll goolea a— K (GXE) mofEqH
ext]12 goolea GEEL) wBOHEE
extl3 %oolea Husk (EAE70) HOES
extl4 goolea i GEEIT) MO
extl5s goolea AS #F 5 (XfE7m) moE:
extl6 goolea AS M4 (FEdt) moEq
ext21 goolea o— K (3E4e) mBoEH
ext22 goolea (5a4e) moEE
ext23 goolea Mgk (zade) fmEoEEH
ext24 goolea Wi (Geit) moOEH
ext25 goolea AS F 5 (3idk) oG
ext26 goolea AS filfs (5a5k) O
aggregate option I8bject EHA T g
bytes Boolea | /XA &
out_packets goolea EEANT Y MK
out_bytes goolea EENA MK
tcp_retx_pkts goolea TCP fFi&/37 v MK
tcp_retx_bytes goolea TCP fFikE/ A MK
tep_pkt_losses goolea TCP /N7 v b r A [
n
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# | IH | B
H
tcp_dupack pkts Boolea | TCP #HM ACK /"7 v MK
n
tep_retx_pkts_percent Boolea | TCP Fik/ 7 v MEEIG (%)
n
tcp_retx_bytes percent Boolea | TCP FF& 31 MIEIG (%)
n
tcp_pkt losses percent Boolea | TCP /X7 v hm Z[EHEIG (%)
n
udp rtp out of order Boolea | UDP RTP JIfif¥iE X [Fl#k
n
udp_rtp_lost pkts Boolea | UDPRTP m & h/ 37w Mk
n
udp_rtp_lost_pkts percen | Boolea | UDPRTP 17 & h/ 37 v NEEIS
t n (%)
nat_duration Boolea | NAT fikfges#] (s)
n
7| v VAR | UFDAT—=F 2Aa— REIELET,
2| = o— R NS
N AT — 200 %2h
v AR 400 ZRAET T —
A 401 AT T —
403 T U AR
408 HA LT T b
500 NHE—= 7 —
503 — e AR H AR A
8 Content | application/json
-Type
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9 L AR
A
R
TA

AT —
AR
a— R
=200 @
5o

-

"rank": 1,
"packets_info": {
"ipv4_src_addr": "192.168.253.144",

"ipv4 src_addr alias":

15
"packets_counts": 37884564

~ i~

"rank": 5,
"packets_info": {
"ipv4_src_addr": "192.168.192.73",

"ipv4_src_addr_alias":

}a
"packets_counts": 33339574

CHRIRT — X ext D/NT A= XL RESNIRRAIEL R 7,

s INT A=

INT =R, e it B
List JREY A b,
rank Integer HHIT xS
packets_info Object XAy MEHR
aggregate_groups C, fAE 4L
7= B i D A KA
timestamp String BA DAL T
flowset_id Integer Z7u—%v hID
sensor_addr String TP IPvE T LA (Ry b7
n—ry MXETIP T R L
A)
sensor_addr_alias String ‘Y IPVAT RLAZA T X
monitor_port_ifindex Integer ' E=%K— b SNMP
iflndex
monitor_port_alias String ' HE=%AK— F SNMP
iflndex =4 U7 X
output_port_ifindex Integer E{E AR — b SNMP ifIndex
output_prot_alias String FEEAR— I SNMP iflndex =1 U
T A
src_vlan Integer VLAN-ID & (QinQ D¥5F4&, S-
TAG)
src_vlan_alias String VLAN-ID =4 U 7 A, dst vlan
EARIRFILIEER R,
dst_vlan Integer VLAN-ID f& (QinQ ® C-TAG)
qing_alias String VLANQinQ)=-A1 U 7 &,
src_vlan/dst vlan SEHIRFIZFR R,
in_src_mac String BIETT MAC 7 R L A fH
in_src_mac_alias String EEILMACT RLAZA YT
A
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in_src_mac_vendor String E[EIEMAC 7 R L AR X4,

in_dst_mac String S5 MAC 7 R L Al

in_dst mac_alias String Si%EMAC 7 RL A2 A U T X

in_dst mac_vendor String 5% MAC 7 KL AR H 4

ipv4 src_addr String EIETLIPvA 7 R L A E

ipv4_src_addr _alias String EETLIPvE T RL A A U T A

ipv4_src_netaddr String FEILIPVE Xy NT—27 7 R
AME

ipv4 _src_netaddr_alias String FEILIPVE Xy NT—27 7 R
AL A YT A

ipv4_dst addr String 5a5C IPvd 7 R L AfE

ipv4_dst addr_alias String S IPvA 7 KL A A YT A

ipv4_dst netaddr String SESEIPVA Xy RU—2 T KL A
fiE

ipv4_dst netaddr_alias String S4c IPvd Ry NI —2 7 KL A
TAUT R

ipv6_src_addr String F(ETLIPv6 7 R LA H

ipv6_src addr alias String EEITLIPV6 7 RL AT A YT R

ipv6_src_netaddr String RETIPV6 Ry FU—2 T R
A

ipv6_src_netaddr_alias String RETIPV6 Ry FU—2 T R
AxA VT A

ipv6_dst_addr String 565G IPV6 7 R L AfE

ipv6_dst_addr_alias String S IPV6 7 RL A A T A

ipv6_dst_netaddr String 545 IPV6 R NI —2 7 KL A
fiE

ipv6_dst netaddr alias String SESEIPV6 Ry U —2 T KL A
A UT A

protocol Integer 7'a hangs

protocol_name String 7'a hang

icmp_type Integer ICMP % A 7 %5

icmp_type name String ICMP % A 72k
EHISAFIZ protocol F5ERF D F

icmp_code Integer ICMP ==— R& &

icmp_code name String ICMP == — R4
FEHIZAEIT protocol F5TEWF D Fx

14_src_port Ingeter BETL L4 R— FEE

14 src_port_name String EETLLLA— L

14_dst_port Integer 56 L4 R— hEE

14_dst_port name String 5 L4 R— b4

tep_flags Integer TCP 75 7

tep_flags name String TCP 7 7 /4

udp rtp _ssrc Integer UDP RTP SSRC

udp rtp pt Integer UDP RTP Payload Type

udp rtp clock rate Integer UDP RTP Clock Rate

http _servername String HTTP H— 4%

nat_ipv4 src_addr String NAT #5570 IPv4 7 R L A fl

nat_ipv4 src_addr alias String NAT %576 IPvd 7 KL A A
U7 A
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nat_ipv4 src_netaddr String NAT E#{EE IPv4 v kU —7
7 RLAHE

nat_ipv4 src_netaddr alias | String NAT £fE7C IPv4 X U —7
T RLAZA YT A

nat_ipv4 dst addr String NAT %85G IPv4 7 R L A

nat_ipv4 dst addr_alias String NAT 565G IPvd 7 KL A=A Y
T A

nat_ipv4_dst netaddr String NAT %856 IPv4 %y NT—27 7
R LA fE

nat_ipv4 dst netaddr alias | String NAT %856 IPv4 %y N T —27 7
RLAZA YT R

nat_ipv6_src_addr String NAT £{3 70 IPv6 7 K L A fE

nat_ipv6 src_addr alias String NAT E{EICIPv6 7 R L A A
V7 A

nat_ipv6_src_netaddr String NAT iX%{E7C IPv6 X v U —7
7 RLUAHE

nat_ipv6_src_netaddr alias | String NAT iX%{E7C IPv6 % v U —7
7 RLAZA YT

nat_ipv6_dst addr String NAT %85G IPv6 7 R L A {H

nat_ipv6_dst addr_alias String NAT %856 IPv6 7 RL AT A U
T A

nat_ipv6_dst netaddr String NAT %6%¢ IPv6 X hU—27 7
R LA

nat_ipv6_dst netaddr alias | String NAT %6%¢ IPv6 X hU—27 7
KL Az A YT A

nat 14 src port Ingeter NAT #F6 L4 R— &=

nat 14 src port name String NAT &fEE L4 R— b4

nat 14 dst port Integer NAT %656 L4 R— b &=

nat 14 dst port name String NAT %85G L4 R— b4

nat_l4port_start Ingeter NAT L4 7~ — b 3% 5-§iPH Start

nat_l4port_end Integer NAT L4 7~ — 3% 5-§iPH End

nat_event String NAT A X2 |

nat_type String NAT % A 7

nat_start time String NAT BHARFFX

nat_end_time String NAT #& T R¢Z|

vdom_name String N—=F % )L KA A 4

ext01 String 7 —iLET—# 01

ext02 String Ja—{LiET—% 02

ext03 String 7 —{LiET —% 03

ext04 String T —yLiET — % 04

ext05 String 7 —¥LiET — % 05

ext06 String T —yLiET —# 06

ext07 String Ju—JLiET— % 07

ext08 String Ju—JLiET—# 08

ext09 String Ju—JLiET—# 09

extl0 String Ju—yLiET—Z 10

extll String a— K (FET)

ext12 String (EETT)

extl3 String Hik (={ET)
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# | IH | B
H
extl4 String A GE(EIT)
extl5s String AS EE (EET)
ext16 String AS k4 (5isk)
ext21 String E=2— K (%)
ext22 String (%E4%)
ext23 String Hus (5E5%)
ext24 String i (BESe)
ext25 String AS &5 (%BIk)
ext26 String AS kA (FE50)
packets counts Integer64 | ££E+/ X4 v MK
bytes counts Integer64 | £23 /31 K
out_bytes_counts Integer64 | EF L5 /31 MK
out_packets_counts Integer64 | EFHILF X v MK
tcp_retx_pkts_counts Integer64 | %31 TCP fi5/37 v MK
tcp_retx_bytes counts Integer64 | #EFH TCP fFi5/31 MR
tcp_pkt_losses_counts Integer64 | 253 TCP %/ v b 1 A[E%K
tep_dupack _pkts_counts Integer64 | $5F TCP H ACK /7 v MK
tcp_retx_pkts_percent Float 5 TCP 537 v MEEIS
(%)
tcp_retx_bytes percent Float 5 TCP kA MG
(%)
tcp_pkt losses percent float L3 TCP 7 v ~u A[EEEIS
(%)
udp_rtp_out_of order_counts | Integer64 | UDP RTP JIEFE K [E14K
udp rtp lost pkts counts Integer64 | UDP RTP = A b3 v MK
udp_rtp_lost pkts percent float UDP RTP & A F X7y MRS
(%)
nat_duration Float NAT #kREFEERE] (s)
1 VAR | -
0 VA {
R "detail": "L— YL AR T — RBENET,
T4 |
AV L
AT — INTGA—=54 | Al it B
H A detail String | =7 —FFMZFMH L E7,
a— K
=200 LA
PANOE
o
7.3.3 P 70— /N\A MHERIT—2ERE AP

IP 70 —{EHREBE L, A MUOBRIIGERZ UG L £,
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& 7-12 1P 70— /N4 BRI T—2 1S API

Wi

7\ N\ o

POST

2 | URI

/api/v1/flowdata/ip/timeseries/bytes/
EJ e
/api/v1/flowdata/ipv4/timeseries/bytes/

— N H N =

PRIE N—=y ZE8EED L <X b —7 R,

sy |72l
INT
A—H

Content | application/json
-Type

w74 | - Bl
INT {

R "time from": "2021-01-11T10:00:00+09:00",

"time_interval":"5m",
"search filters":{
"packet field" : [

"time to": "2021-01-11T12:00:00+09:00",

[ {"src_vlan":4000 }, {"src_vlan":3000}]

]
H
H
s NT AL (AN T A —H)
INT A =B, i At ]
time_from * String | #REEMGL] - BAE D, 1SO8601 7 #—
~ v b, (f) 2021-01-
11T10:00:00+09:00
time to * String | #RFEML] - $& Y, 1SO8601 7 #—
~ v b, (ff) 2021-01-
11T12:00:00+09:00
time_interval * String A5 B
1s, 10s, 30s, Im, 5m, 10m, 15m, 30m, 1h,
3h, 6h, 12h, 1d
search_filters Object | MR 7 ¢ /L X 5t
sensor_addr String | B HYIPv4 T KL R (Ry h7Rmr—
Ny BEEETLIP T R LX)
monitor_port_ifindex Integer | & P E =% 7KR—  SNMP iflndex
output_port_ifindex Integer | X574 — b SNMP ifIndex
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Wi

-
g

mac_kind

String

MAC 7 R L 2 fERl| (=% & I,
< NLFEXY AL, Ta—RFFy 2R
~)

unicast,

broadcast,

multicast,

unicast_broadcast,

unicast multicast,

broadcast multicast,
all

ip_kind

String

IPv4d 7 R L A f@R| (=% R ~+
Tu—RFy R, wALFF¥ R
)

unicast_broadcast, multicast,
all

ipv6_kind

String

IPv6 7 K L A&

all : 9T

unicast : L =% ¥ A k

multicast : ¥ /L FF ¥ A k

unicast_linklocal or multicast : ===
¥y AL (Vrra—hn) +<ib
FXy AL

unicast_exclude_linklocal : = =% % X
(U7 a—hLish)

unicast_execlude linklocal or multicast
=Xy AN (Yo a—AnLh

N) +~wFFy A b

packet _field

List

Nry N 74—V K7 4%, AND
FMEV RN, RRIEEH 10U R
N

List

OR &MU A b, e RIEER
"packet field" (/X7 > N7 4 —/L K
7 4)VE) OFEFT 100 U A b,

@exclude

Boolea
n

FRAM A, RIS ERF IS False,

flowset id

Integer

7n—% v b ID

sensor_addr

String

U IPVA T FL A (Ry b7 a—
Ny BEEETLIP T R LX)

monitor_port_ifindex

Integer

TP = & R —  SNMP iflndex

output_port_ifindex

Integer

E(EAR— I SNMP iflndex

src_vlan

Integer

VLAN-ID i (QinQ O34, S-TAG)

dst_vlan

Integer

VLAN-ID f (QinQ & C-TAG)

in_src_mac

String

EIETT MAC 7 R LA, ()
00:00:5€:00:53:01

in_dst_mac

String

5% MAC 7 R L 2 fl,  (fi)
00:00:5€:00:53:01

ipv4_src_addr

String

FEETLIPVA 7 R LA

ipv4_dst_addr

String

Sidc IPvd 7 R L AfE

ipv6_src_addr

String

EETTIPVe 7 R L A fE

ipv6_dst_addr

String

S5 IPv6 7 N L AfH

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

294




7 REST API

# | IH B
H

protocol Integer | 7’1 k a/LF =

icmp_type Integer | ICMP ¥ A 7'f

icmp_code Integer | ICMP =2— K{H

14 src_port Integer | %{37C L4 R— h& =

14_dst port Integer | %85¢ L4 R— h &K=

tcp_flags String | TCP 7 7 7,
fin, syn, rst, psh, ack, urg, ece, cwr
Y ANR—ATLEDL I L THEY
T 7 EREW, LRSCFEAIOEHEIC
ZIEET DI LT, WR7 T 7N Off
D7 v —ZfHE A,

(f51) "syn lack"

udp rtp ssrc Integer | UDP RTP SSRC

udp rtp pt Integer | UDP RTP Payload Type

udp rtp clock rate Integer | UDP RTP Clock Rate

http_servername String | HTTP #—/\4,

nat_ipv4 src_addr String | NAT i5{/Z5C IPv4 7 K L A {E

nat_ipv4 dst addr String NAT %65% IPv4d 7 KL AfE

nat_ipv6_src_addr String | NAT %1870 IPv6 7 R L A f&

nat_ipv6_dst addr String | NAT %8¢ IPv6 7 K L Af

nat 14 src_port Integer | NAT #5750 L4 A — &+

nat 14 dst port Integer | NAT %65 L4 R — b &+

nat_l4port_start Integer | NAT L4 /R — &= Start

nat_l4port_end Integer | NAT L4 /K — F % 5-&il End

nat_event Integer | NAT A X k

nat_type Integer | NAT # A 7

vdom_name String IN—F % )L RA A 4

ext01 String 7 ua—iLET—# 01

ext02 String Ta—yRiET — % 02

ext03 String 7 a—¥LiET — 4 03

ext04 String T a—yRiET — % 04

ext05 String 7 —¥LET—# 05

ext06 String Ju—yLIET — & 06

ext07 String Ju—yLiET — & 07

ext08 String Ju—yLiET — & 08

ext09 String 7 —{EiET—% 09

ext10 String | 7o —¥LET— 4% 10

extll String o— K (FEn)

ext12 String GEETT)

extl3 String Hudsk (=1{Z250)

extl4 String i (E1ED)

extl5s String | AS&F 5 (KEIL)

extl6 String | AS #fk4 (%)

ext21 String a— K (5isk)

ext22 String (5E5t)

ext23 String Hiudsk  (5E4%)

ext24 String i (FEde)

ext25 String | AS &5 (51%%)
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# | IH | B
H
| | ext26 String | AS #fR4 (5E50)
aggregate_option Object | f£3I A7 v = v
packets Boolea | /37 v MK
n
out_packets Boolea | X537 v MK
n
out_bytes Boolea | X531 MK
n
tcp_retx_pkts Boolea | TCP Fit /37 v MK
n
tcp_retx_bytes Boolea | TCP f§i5/34 Mk
n
tep_pkt losses Boolea | TCP /37 v b1 ZA[EIHL
n
tep_dupack_pkts Boolea | TCP E#i ACK /7 v MK
n
tcp_retx_pkts_percent Boolea | TCP f3i£/37 v MEEIE (%)
n
tcp_retx_bytes percent Boolea | TCP f5i5/3A MEHIE (%)
n
tcp_pkt losses percent Boolea | TCP /37w hm Z[EFEIEG (%)
n
udp _rtp _out of order Boolea | UDP RTP JIA 5 < [F144
n
udp _rtp_lost_pkts Boolea | UDPRTP & & /37 hK
n
udp_rtp_lost_pkts percen | Boolea | UDPRTP © & k347w MEEIS
t n (%)
nat_duration Boolea | NAT ke (s)
n
7|V | VAR | UTFTORAT—F2a—REEELET,
2 | = S P
w| AT | 200 R
e 400 FRARET 5 —
A 401 BFET T —
403 T U AR
408 HA LT T b
500 NES— 7 —
503 H— AR A
8 Content | application/json
-Type
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# | IH | B
H

9 VAR | - fl
A
R {
F 4o "datetime": "2021-01-11T10:00:00+09:00",

"bytes counts": 37884564

X?‘»— }’ .
Z—F "datetime": "2021-01-11T11:55:00+09:00",
=200 @ "bytes_counts": 33339574
Ye }

s INT A=

INT A =R, ! i
List B Y AR,

datetime String PO di=32IR

bytes_counts Integer64 | #5314 MK

packets _counts Integer64 | #5347~ MK

out bytes_counts Integer64 | ££3H61E2 31 MK

out_packets_counts Integer64 | #3553 v MK

tcp_retx_pkts_counts Integer64 | 43+ TCP FHik /N7 v
s

tcp_retx_bytes_counts Integer64 | ££3+ TCP FHi%/3A1 b
£

tcp_pkt losses counts Integer64 | ££5+ TCP X7 v k&
A B

tep_dupack pkts counts Integer64 | ££5 TCP E# ACK /¥
AN

tep_retx_pkts_percent Float £ TCP HEAT v
FMEEIS (%)

tcp_retx_bytes percent Float 3 TCP FiEAA b
HEE (%)

tcp_pkt losses percent float £ TCP 7y b
AEEEE (%)

udp rtp out of order counts | Integer64 | UDP RTP JIE/51& 5 [A]
£

udp _rtp_lost_pkts counts Integer64 | UDP RTP = A kX
v MR

udp_rtp_lost_pkts percent float UDP RTP = A ¥
oy MRS (%)

nat_duration Float NAT #feE (s)
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Wi

L AR
VA
R
T4

AT —
S

a— R
=200 LA
CANE

-
{

"detail": "L — WA VAT — RNEWET, "

H
s T A=

INT ARG | T it

detail String | =7 —FEEAEI L £ 7,

7.3.4

IP 70— /N7y FIBEERYT—42 EE AP
IP 7u—EREBBL, 7y MEOKERYIGERE TS L £,

= 7-13

IP 70— /N7y FIEERTIT— 2 BG API

Wi

7NN %oy

POST

/api/v1/flowdata/ip/timeseries/packets/

F0x

/api/v1/flowdata/ipv4/timeseries/packets/

T N HN =

Pk

N—=y ZE8EED L <IUE F—7 G,

7xY
INT

A =4

L

Content
-Type

application/json

NT 4
INT
A—H

-
{
"time_from": "2021-01-11T10:00:00+09:00",
"time to": "2021-01-11T12:00:00+09:00",
"time interval":"5m",
"search_filters":{
"packet field" : [
[ {"src_vlan":4000 }, {"src_vlan":3000}]

s NG A= S (FIENT A — )
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Wi

-
g

T A= 4

i

i

time from *

String

WRERA - A £V, 1S08601 7 4 —
~v bk, (H) 2021-01-
11T10:00:00+09:00

time to *

String

WERERHA - # v, 1S08601 7 4 —
~v bk, (H) 2021-01-
11T12:00:00+09:00

time_interval *

String

5 kR,
Is, 10s, 30s, Im, 5Sm, 10m, 15m, 30m, 1h,
3h, 6h, 12h, 1d

search_filters

Object

MR 7 4 V2 5RAF

sensor_addr

String

U IPVAT LR (y h7a—
Ny RIEETCIP T R LX)

monitor_port_ifindex

Integer

=R — F SNMP iflndex

output port_ifindex

Integer

E(E A — b SNMP ifIndex

mac_kind

String

MAC 7 F L 2 #fijl] (=% A I,
INATFFY AL, TH— RFy R
M)

unicast,

broadcast,

multicast,

unicast_broadcast,

unicast_multicast,

broadcast_multicast,
all

ip_kind

String

IPv4 7 R L AfER| (=% A ~+
To—REy AL, <ILFFy A
)

unicast_broadcast, multicast,
all

ipv6_kind

String

IPv6 7 I L AFd )]

all : 3X°C

unicast : L =% ¥ & k

multicast : ¥/LF ¥ ¥ X b

unicast_linklocal or multicast : ==
Xy A (Vozm—h)L) +<b

FXyr A b

unicast_exclude linklocal : == =% ¥ &
(U7 a—Hn L)

unicast_execlude linklocal or multicast
cam%y AL (Y ra—hLL

N +=TFExxr AL

packet_field

List

Ny N7 4—)VR7 4%, AND
KMV A b, RFEEH 10 U X
IS

List

OR &MU A b, S RIEER :
"packet_field" (/X7 v b7 4 — R
7 AVH) DigiEET 100 U A b,

@exclude

Boolea
n

FRAM S, AHE E RIS False,
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# | IH | B
H
flowset _id Integer | 7u—+t v K ID
sensor_addr String | BEUHIPvA 7 KL A (Ry h7a—

Ny PEEIEIP T FLX)
monitor_port ifindex | Integer | & ¥ =% 75— F SNMP iflndex
output_port_ifindex Integer | 5{57— ~ SNMP iflndex

src_vlan Integer | VLAN-ID ffi (QinQ D357, S-TAG)

dst_vlan Integer | VLAN-ID f (QinQ @ C-TAG)

in_src_mac String | 24570 MAC 7 KL A fil,  (fi)
00:00:5€:00:53:01

in_dst_mac String | $85E MAC 7 K L A {i, ()
00:00:5€:00:53:01

ipv4_src_addr String | EET IPv4 7 KL 2 &

ipv4 dst addr String | %85E IPv4 7 K L A fH

ipv6_src_addr String | P{FIC IPv6 7 R L A fE

ipv6_dst_addr String SE5E IPv6 7 K L A{H

protocol Integer | 7'v b a L EK=

icmp_type Integer | ICMP % A 7'{&

icmp_code Integer | ICMP == — RNfi

14 _src_port Integer | X{E75C L4 R— &K=

14 dst_port Integer | %0%% L4 R— +FK 5

tep_flags String | TCP 7 7 7,

fin, syn, rst, psh, ack, urg, ece, cwr
PHAN—RATL XD &Y
T 7 EFRER, ERSCFHIOSEHIC
ERETHI LT, BT T 70 Off
D71 —ZFEE A,

(f511) "syn lack"

udp rtp_ssrc Integer | UDP RTP SSRC

udp rtp pt Integer | UDP RTP Payload Type

udp rtp clock rate Integer | UDP RTP Clock Rate
http_servername String | HTTP ¥ — 34

ext01 String 7 a—iLET—# 01
nat_ipv4 src_addr String | NAT 3%{Z7c IPv4 7 R L R fE
nat_ipv4_dst_addr String | NAT %85¢ IPv4 77 K L A
nat_ipv6_src_addr String | NAT iXf550 IPv6 7 L A i
nat ipv6 dst addr String | NAT %65 IPv6 7 R L A {E
nat_l4_src_port Integer | NAT 5570 L4 R — &5
nat_14_dst_port Integer | NAT %6C L4 " — h &=
nat_l4port_start Integer | NAT L4 /R — &S Start
nat_l4port_end Integer | NAT L4 /R — & =i End
nat_event Integer | NAT A X2 k

nat_type Integer | NAT # A 7

vdom_name String | N—F ¥ )L KA A 4

ext01 String | 7 v —¥LET— % 01

ext02 String 7o —iLET— % 02

ext03 String 7 a—yLiET —# 03

ext04 String 7 a—yLiET —# 04

ext05 String 7o —yLET —# 05
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# | IH | B
H
ext06 String Ju—yLiET — & 06
ext07 String Ju—yLiET — & 07
ext08 String 7u—iLET— % 08
ext09 String | 7 v —yLiET — % 09
extl10 String | 7 u—4LIET—# 10
extl1 String a— R (XE50)
extl12 String (E1ETD)
extl3 String Hik (B150)
extl4 String | #hi (5{F50)
extl5s String | AS &5 (KEL)
extl6 String | AS R4 (5E4E)
ext21 String a— K (%85k)
ext22 String (5E)
ext23 String | Hls (5E2%)
ext24 String i (FEHE)
ext25 String | AS &5 (%Edke)
ext26 String | AS #Hfk4% (3Et)
aggregate option Object | #3473 v
bytes Boolea | /3o MK
n
out_packets Boolea | #{E/X7 v MK
n
out_bytes Boolea | X534 MK
n
tcp_retx_pkts Boolea | TCP Fik/3%7 v MK
n
tcp_retx_bytes Boolea | TCP f§i5/34 Rk
n
tcp_pkt_losses Boolea | TCP /7 v k= Z[nl¥k
n
tcp_dupack pkts Boolea | TCP H ACK /7 v MK
n
tcp_retx_pkts_percent Boolea | TCP Fik/ N7 v MMIEIG (%)
n
tep_retx_bytes_percent Boolea | TCP ik MEEIG (%)
n
tep_pkt_losses_percent Boolea | TCP /37 v b A[EHEIE (%)
n
udp_rtp_out_of order Boolea | UDP RTP I/ FiE < B
n
udp_rtp_lost pkts Boolea | UDPRTP ® & h/3% v MK
n
udp_rtp_lost pkts percen | Boolea | UDP RTP = A k%4 v F3EIS
t n (%)
nat_duration Boolea | NAT fkfeisfE] (s)
n
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# || W
H
7|V VAR | UTFDAT —Z Aa— R&ES&LET,
A A o2— RN NE
w| AT | 200 ik
O R BT ERA LTS —
A 401 RBAET T —
403 T Ak
408 HA LT T b
500 NEST T —
503 Y — B ZF|HARTT
8| Content | application/json
-Type
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# | IH | B
H

9 VAR | -
A
R {
F 4o "datetime": "2021-01-11T10:00:00+09:00",

"packets_counts": 37884564

X?‘»— }’ .
Z—F "datetime": "2021-01-11T11:55:00+09:00",
=200 @ "packets_counts": 33339574
Ye }

s INT A=

INT A =R, ! i
List B Y AR,

datetime String PO di=32IR

packets _counts Integer64 | #5347~ MK

bytes_counts Integer64 | #5314 MK

out bytes_counts Integer64 | ££3H61E2 31 MK

out_packets_counts Integer64 | #3553 v MK

tcp_retx_pkts_counts Integer64 | 43+ TCP FHik /N7 v
s

tcp_retx_bytes_counts Integer64 | ££3+ TCP FHi%/3A1 b
£

tcp_pkt losses counts Integer64 | ££5+ TCP X7 v k&
A B

tep_dupack pkts counts Integer64 | ££5 TCP E# ACK /¥
AN

tep_retx_pkts_percent Float £ TCP HEAT v
FMEEIS (%)

tcp_retx_bytes percent Float 3 TCP FiEAA b
HEE (%)

tcp_pkt losses percent float £ TCP 7y b
AEEEE (%)

udp rtp out of order counts | Integer64 | UDP RTP JIE/51& 5 [A]
£

udp _rtp_lost_pkts counts Integer64 | UDP RTP = A kX
v MR

udp_rtp_lost_pkts percent float UDP RTP = A ¥
oy MRS (%)

nat_duration Float NAT #feE (s)
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7 REST API

# | H | B

1 L AR

R
TA

AT —
S

a— R
=200 LA
CANE

-

{
H

"detail": "L — WA VAT — RNEWET, "

s T A=

INT A—H

ﬁg

it

detail

String

T 7 —iM kAL £,
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7.4 MAC 7 O—I|5#&3E API

741  MAC 70— /N bSO F VT EE AP
MAC 7 0 —{F®REZMR L, A T o F 7 BTy MEREZIRG L E T,
& 7-14 MAC 78— /XA M5 VX2 TG API
# | THH i1
1 AV R POST
2 | URI /api/v1/flowdata/mac/ranking/bytes/
3 s> A ol N—y JEEE D L < IE b —7 UL,
4 I JTYNRTGA— |72l
] o
5 Content-Type application/json
6 RT 4/ A — - 4l
4 {

"numbers":10,
"search_filters":{
"packet field" : [

]
5
"aggregate groups": {
"in_src_mac":true
H
H

s NT A—Z ] (FIHANT A —H)

"time_from": "2021-01-11T10:00:00+09:00",
"time_to": "2021-01-11T12:00:00+09:00",

[ {"src_vlan":4000 }, {"src_vlan":3000}]

INT A =B

};Fé]

i

time from *

String

FRERWEL] - A E D,
1SO8601 7 +—~ v
L, () 2021-01-
11T10:00:00+09:00

time to *

String

B - #&b 0,
ISO8601 7 #—~ v
ko (#) 2021-01-
11T12:00:00+09:00

numbers

integer

U&7 2 i 850G 2%,
FRERPHIL, 1~
100000, EHEEE : 10,

search_filters

Object

R R ik

sensor_addr

String

TP IPVA T RLX
(Fy h7u—s3ry
RREILIP 7 RLR)

monitor_port_ifindex

Integer

oY E=ZR— |
SNMP iflndex

output port_ifindex

Integer

REfEHR— b
SNMPiflndex
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# | HH i

mac_kind String | MAC 7 R L A f#j] (=
=%x A F, 2T
¥ AL, Tu—F
F¥ AR

unicast,

broadcast,

multicast,
unicast_broadcast,
unicast multicast,
broadcast multicast,

all

packet_field List Ny K7 44—V K

7 4 V4, AND ZfhV
A b BKRIEEE 10

U A b,
List OR &fEU 2 b, HRHF
EHL : "packet_field"
Ry b 74— R
T4 VH) DFEFT
100 U Ak,
@exclude Boolean | [R#M, RfgERIE
False,
flowset_id Integer | 77—+t v k ID
sensor_addr String 'Y IPVET R
(Fry b7a—_ry
RNEEILIP 7 RLR)
monitor_port ifindex | Integer | o HE=H#K— |k
SNMP iflndex
output port ifindex | Integer | &4 —  SNMP
iflndex
ether_type Integer | A —H % A 7l
src_vlan Integer | VLAN-ID f& (QinQ ®
%4, S-TAG)
dst_vlan Integer | VLAN-ID fE (QinQ ™
C-TAG)
in_src_mac String FEILMAC 7 FLA
6, (B1)
00:00:5€:00:53:01
in_dst mac String S MAC 7 KL A
6, (B1)
00:00:5€:00:53:01
ext01 String 7 —yLiET — % 01
ext02 String 7 —{ET—% 02
ext03 String 7 —{rET—4 03
ext04 String 7 —{LET— 4% 04
ext05 String 7 —{RiET — 4 05
ext06 String Ju—JLiET —Z 06
ext07 String Ju—yLiET—# 07
ext08 String 7 —JLiET—# 08
ext09 String Zu—JLiET—# 09
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| | extl0 String Jua—yLiET—Z 10
aggregate_groups * Object | MR

timestamp Boolean | % 4 LA & L FHD%E
it

flowset_id Boolean | 7 1u—+% v b ID 504
it

sensor_addr Boolean | % IPv4 7 R L A 4
DEEFEH

monitor_port_ifindex Boolean | ¥ HE=#K— |
SNMP iflndex 13 DEEFT

output port_ifindex Boolean | i£{Z74— F SNMP
ifIndex & DHEF

ether_type Boolean | A —H4 % A 7 DHEFF

src_vlan Boolean | VLAN-ID (QinQ D
£, S-TAG) DGt

dst_vlan Boolean | QinQ @ C-TAG f& D%
At

in_src_mac Boolean | 2535 MAC 7 KL &
fEOEG

in_dst mac Boolean | 564 MAC 7 N L A f3
DG

ext01 Boolean | 7 u—yLiET — % 01 &
DG

ext02 Boolean | 7 u —3jLiET—# 02
DG

ext03 Boolean | 7 v —Jrik7 — % 03 &
DG

ext04 Boolean | 7 o —¥isET —# 04
DG

ext05 Boolean | 7 v —¥iiET —# 05 &
DG

ext06 Boolean | 7 v —¥LiiET — & 06 &
DG

ext07 Boolean | 7 v —JLik7T — % 07 &
2ET

ext08 Boolean | 7 1 —¥LET — % 08
2ET

ext09 Boolean | 7 1 —¥LET — % 09
DG

ext10 Boolean | 7 v —¥LiET — & 10
2ET

aggregate_option Object | fE£FtA 7L 3
packets Boolean | /N4 v N
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# | IHH it Y]
7 | VAR | LAKRVRA UTFTDAT—HAa— RERELET,
A AT —H A o— RN NE
200 )
400 FORAIET T —
401 FORET T —
403 T U e AR
408 A LT TR
500 NI T 5 —
503 H— X R HARTA]
8 | Content-Type application/json

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

308
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9 L AR Y A -
T 4 [
{
AF—H A a— "rank": 1,
R=200 DL "packets_info": {
"in_src_mac": "00:00:5¢:00:53:01",
"in_src_mac_alias": "-",
"in_src_mac_vendor": "XXX"
s
"bytes counts": 37884564
}’
o ~ElE~
{
"rank": 5,

"packets_info": {
"in_src_mac": "00:00:5¢:00:53:02",

"in_src_mac_alias": "-",
"in_src_mac vendor": "XXX"

'};l’oytes_counts": 33339574
}

]

c NT A —FFRE

INT A — B ! Bis

List EY A B,

rank Integer HHIT xS
packets_info Object XA MMEHR

aggregate groups C,
fEE ST B H oD

SR
timestamp String BA DAL T
flowset_id Integer Z7u—%v hID
sensor_addr String TV IPVE T FLX
(xy h7m—r%ry
FEFEIIP T R
A)
sensor_addr alias String TV IPVE T FLX
A UT A
monitor_port_ifindex Integer oY =XKR—F
SNMP ifIndex
monitor_port alias String oY E=HR— |k
SNMP iflndex =1 U 7
A
output_port_ifindex Integer | ZE{EA—  SNMP
iflndex
output_port_alias String E{EAR— b SNMP
ifindex =4 U 7 A
ether_type Integer A =V ATH
ether_type name String A —H A T4
src_vlan Integer VLAN-ID & (QinQ @
%1, S-TAG)
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# | JHH B
src_vlan_alias String VLAN-ID =1 U7
A, dst_vlan FEHEEX
R,
dst_vlan Integer VLAN-ID f& (QinQ ®
C-TAG)
qing_alias String VLAN(QinQ)~=A U 7
A, src_vlan/dst vlan
EHIRFIZFR,
in_src_mac String FEITLMAC 7 RLX
fiE
in_src_mac_alias String PEETMACT RLx
A YT A
in_src_mac_vendor String EETLTMACT RL A
R B%
in_dst mac String 585 MAC 7 R L A A
in_dst mac_alias String 65 MAC 7 KL A
A VT A
in_dst_ mac_vendor String SE59E MAC 7 R L AN
v H 4
ext01 String 7 u—iEiET — % 01
ext02 String Ju—iEET —% 02
ext03 String 7a—¥EET—4 03
ext04 String 7 u—¥LiET — % 04
ext05 String 7 ua—¥LiET— 4 05
ext06 String 7 u—¥LiET— % 06
ext07 String 7 ua—¥LiET—# 07
ext08 String 7 a—¥LiET—# 08
ext09 String 7 a—¥EiET—4% 09
ext10 String 7a—¥EiET—# 10
bytes_counts Integer64 | £33 1 &
packets _counts Integer6d | ££5+/347 v MK
10 | L AR A - il
NP {
"detail": "L —HF LR AT — RPRFENET, "
AT—HFRAa— |}
R=200 LISh D | - 237 A —ZFiH
& NG A—R% | B Biks
detail String | =7 —FEHIA R L £7,

742 MAC 78— N\ vy bS5 UX 2 THE API

MAC 7 m—{§@ZB L, ~7ry MT o7 BTy MEwRZ G L %
B
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#z 7-15 MAC 70— /X4 v bS5 %2 JHF API
# | THH it
1 AN POST
2 | URI /api/v1/flowdata/mac/ranking/packets/
3 [ vr=x | R R—v v 7 @ik L b — 7 ik,
4 k JZYNRTA— | L
v
Z Content-Type application/json
6 T A /NT A — - il
X {

"numbers":10,
"search_filters":{
"packet field" : [

]
}s
"aggregate groups": {
"in_src_mac":true
H
H

cNTA—ZFI FIHNT A X))

"time from": "2021-01-11T10:00:00+09:00",
"time to": "2021-01-11T12:00:00+09:00",

[ {"src_vlan":4000 }, {"src_vlan":3000}]

INT A—H A,

i

k!

time from *

String

FREEHREA - £
ISO8601 7 —~ v
ko (#) 2021-01-
11T10:00:00+09:00

time to *

String

WREEIEZ - #&D 0,
1SO8601 7 +—~ v
ko (f) 2021-01-
11T12:00:00+09:00

numbers

integer

B9 % i 38506 SR 28
e AL, 1~
100000, W& : 10,

search_filters

Object

MR 7 4 VB AT

sensor_addr

String

2 IPvd 7 KL%
(Fy h7u—s3ry
REEILIP 7 RLR)

monitor_port_ifindex

Integer

oY E=HR— K
SNMP ifIndex

output port ifindex

Integer

RE(E A —
SNMPiflndex
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# | HH i

mac_kind String | MAC 7 R L A f#j] (=
=%y AL, wILF
¥ AL, Tu—F
F¥ AR

unicast,

broadcast,

multicast,
unicast_broadcast,
unicast multicast,
broadcast multicast,

all

packet_field List Ny K7 44—V K

7 4 V4, AND ZfhV
A b BKRIEEE 10

U A b,
List OR &fEU 2 b, HRHF
EHL : "packet_field"
Ry b 74— R
T4 VH) DFEFT
100 U Ak,
@exclude Boolean | [R#M, RfgERIE
False,
flowset_id Integer | 77—+t v k ID
sensor_addr String 'Y IPVET R
(Fry b7a—_ry
RNEEILIP 7 RLR)
monitor_port ifindex | Integer | o HE=H#K— |k
SNMP iflndex
output port ifindex | Integer | &4 —  SNMP
iflndex
ether_type Integer | A —H % A 7l
src_vlan Integer | VLAN-ID f& (QinQ ®
%4, S-TAG)
dst_vlan Integer | VLAN-ID fE (QinQ ™
C-TAG)
in_src_mac String FEILMAC 7 FLA
6, (B1)
00:00:5€:00:53:01
in_dst mac String S MAC 7 KL A
6, (B1)
00:00:5€:00:53:01
ext01 String 7 —yLiET — % 01
ext02 String 7 —{ET—% 02
ext03 String 7 —{rET—4 03
ext04 String 7 —{LET— 4% 04
ext05 String 7 —{RiET — 4 05
ext06 String Ju—JLiET —Z 06
ext07 String Ju—yLiET—# 07
ext08 String 7 —JLiET—# 08
ext09 String Zu—JLiET—# 09
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| | extl0 String Jua—yLiET—Z 10
aggregate_groups * Object | BREREAI S

timestamp Boolean | % 4 LA & L FHD%E
it

flowset_id Boolean | 71 —% v b ID 504
it

sensor_addr Boolean | % IPv4 7 R L A 4
DEEFEH

monitor_port_ifindex Boolean | ¥ HE=#K— |
SNMP iflndex DG

output port_ifindex Boolean | i£{Z74— F SNMP
ifIndex D EF

ether_type Boolean | A —H4 % A 7 DHEFF

src_vlan Boolean | VLAN-ID (QinQ D
4, S-TAG) fHO&E

dst_vlan Boolean | QinQ @ C-TAG f& D%
At

in_src_mac Boolean | 2535 MAC 7 KL &
fEDEEET

in_dst mac Boolean | 564 MAC 7 N L A f3
DG

ext01 Boolean | 7 u—yLiET — % 01 &
DG

ext02 Boolean | 7 u —3jLiET—# 02
DG

ext03 Boolean | 7 v —Jrik7 — % 03 &
DG

ext04 Boolean | 7 v —¥isET — & 04
DG

ext05 Boolean | 7 v —¥iiET —# 05 &
DG

ext06 Boolean | 7 v —¥LiiET — & 06 &
DG

ext07 Boolean | 7 v —JLik7T — % 07 &
2ET

ext08 Boolean | 7 u —3jLiET—# 08
2ET

ext09 Boolean | 7 u —3jLiETF—# 09
DG

ext10 Boolean | 7 v —¥LiET — & 10
2ET

aggregate_option Object | fE£FtA 7L 3
bytes Boolean | /N M
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# | IHH it Y]
7 | VAR | LAKRVRA UTFTDAT—HAa— RERELET,
A AT —H A o— RN NE
200 )
400 FORAIET T —
401 FORET T —
403 T U e AR
408 A LT TR
500 NI T 5 —
503 H— X R HARTA]
8 | Content-Type application/json
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9 VAR A - il
T 4 [
{
AT —H A a— "rank": 1,
R=200 DL "packets_info": {
"in_src_mac": "00:00:5¢:00:53:01",
"in_src_mac_alias": "-",
"in_src_mac_vendor": "XXX"
2
"packets_counts": 37884564
}’
D ~HIE~
{
"rank": 5,

"packets_info": {
"in_src_mac": "00:00:5¢:00:53:02",

"in_src_mac_alias": "-",
"in_src_mac vendor": "XXX"

'};’ ackets counts": 33339574
}

]

c NT A —FFRE

INT A — B ! Bis

List EY A B,

rank Integer HHIT xS
packets_info Object XA MMEHR

aggregate groups C,
fEE ST B H oD

HFEAN
flowset_id Integer Z7u—% v hID
sensor_addr String Y IPvE T RLX

(Fy h7u—23y
NEFTIP T KL
A)
sensor_addr_alias String oY IPvd 7T KL A
A VTR
monitor_port_ifindex Integer oY E=HR— |k
SNMP ifIndex

monitor_port_alias String o YHE=FR— |
SNMP iflndex = U 7
A

output_port_ifindex Integer | ZE{EA—  SNMP
iflndex

output_prot_alias String EE R — F SNMP
ifindex =4 U 7 A

ether_type Integer A —Y XA TfH

ether type name String A =V A T4

src_vlan Integer VLAN-ID & (QinQ @

%4, S-TAG)
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# | JHH B
src_vlan alias String VLAN-ID =14 U 7T
A, dst_vlan FEHEEX
HFETR,
dst_vlan Integer VLAN-ID f& (QinQ ®
C-TAG)
qing_alias String VLAN(QinQ)~=A U 7
A, src_vlan/dst vlan
EHIRFIZFR,
in_src_mac String FEITLMAC 7 RLX
fiE
in_src_mac_alias String PEETMACT RLx
A YT A
in_src_mac_vendor String EETLTMACT RL A
R H L
in_dst mac String 585 MAC 7 R L A A
in_dst mac_alias String 65 MAC 7 KL A
A VT A
in_dst_ mac_vendor String SE59E MAC 7 R L AN
v H 4
ext01 String 7 u—iEiET — % 01
ext02 String Ju—iEET —% 02
ext03 String 7a—¥EET—4 03
ext04 String 7 u—¥LiET — % 04
ext05 String 7 ua—¥LiET— 4 05
ext06 String 7 u—¥LiET— % 06
ext07 String 7 ua—¥LiET—# 07
ext08 String 7 a—¥LiET—# 08
ext09 String 7 a—¥EiET—4% 09
ext10 String 7a—¥EiET—# 10
packets _counts Integer64 | £33 7 v MK
bytes_counts Integer64 | ££5+/314 Mk
10 | L AR A - il
RT 4 {
"detail": "L —HF LR AT — RPRFENET, "
AT—HFRAa— |}
R=200 LISk | - 23T A —FFH
B NG A—R% | B Biks
detail String | =7 —FEHIA R L £7,

743 MAC 70— /N1 FERS|T—4 EE API

MAC 7 m—{E@zBE L, A MEORRIIERZ TG L £7,

& 7-16 MAC 70— /31 FEBFRSIT— 42 HU4F API

# | HHH i
1 | AV R POST
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# | THH it ]

2 | URI /api/v1/flowdata/mac/timeseries/bytes/
EREEESNE =y /I L b —7 iRk,

4 k JxYNTA— | 2L
] o
5 ] Content-Type application/json

6 RNT 4 /NT A — - il

7 {

"time from": "2021-01-11T10:00:00+09:00",
"time to": "2021-01-11T12:00:00+09:00",
"time_interval":"5m",
"search filters":{
"packet field" : [
[ {"src_vlan":4000 }, {"src_vlan":3000}]

]
H
H
s NT A= AN T A—H)
INT =B, A B
time from * String | FRERIKEA] - B E D

ISO8601 7 4+ —~ v
ko () 2021-01-
11T10:00:00+09:00

time_to * String BRI - #&P v,
ISO8601 7 #—~ v
ko (f) 2021-01-
11T12:00:00+09:00

time_interval * String YT ER
Is, 10s, 30s, Im, 5m,
10m, 15m, 30m, 1h, 3h,

6h, 12h, 1d
search_filters Object | R 7 1 V& 541
sensor_addr String Y IPVE T RLXA

(X h7a—r34y
FEEILIP T RLR)

monitor_port_ifindex Integer | B E=HKR— K

SNMP ifIndex
output_port_ifindex Integer | EEHR— b
SNMPiflndex
mac_kind String | MAC 7 K L Af@jl] (=

=¥ AbF, </ILF
¥y AL, 7r—F
F ¥ A h)

unicast,

broadcast,

multicast,
unicast_broadcast,
unicast_multicast,

broadcast multicast,
all

All Rights Reserved, Copyright (C), 2018, 2025, ALAXALA Networks, Corp.

317
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# | HH Wi

packet field List NXry v 74—V K
7 4 VZ, AND iV
AN, BKRIEEH 10

UA b,
List OR &V A b, FRIR
TEEL : "packet field"
Uy 74— K
T4 IVE) ORREET
100 U A |k,
@exclude Boolean | [R4M5:1F, R ERFIL
False,
flowset_id Integer | 7u—+t v M ID
sensor_addr String TV IPVE T FLX
(v h7a—I
REETCIP 7 FLA)
monitor_port_ifindex | Integer | TV E=ZK— k
SNMP iflndex
output_port_ifindex | Integer | EfEAHR— bk
SNMPiflndex
ether_type Integer | A —H X A 7l
src_vlan Integer | VLAN-ID f (QinQ &
%4, S-TAG)
dst_vlan Integer | VLAN-ID f& (QinQ @
C-TAG)
in_src_mac String FEITLMAC 7 FLX
fil, (1)
00:00:5€:00:53:01
in_dst _mac String | %85C MAC 7 KL &
fil, (1)
00:00:5€:00:53:01
ext01 String 7 a—iLET —# 01
ext02 String T —iLET—# 02
ext03 String 7 —JLiET— % 03
ext04 String Ju—yLiET — & 04
ext05 String 7o —yLET—# 05
ext06 String 7 —¥LET—H 06
ext07 String Jua—yLiET —% 07
ext08 String 7 a—yLaRT —# 08
ext09 String 7 —{riET—% 09
ext10 String Ja—¥LET—# 10
aggregate option Object | 5+ A7 3 v
| packets Boolean | /X4 v MK
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# | JHH it
7 | vRES [ LRER UTDAT—=ZZAa— & LET,
A AT —H A a— R NE
200 Th
400 FRARIET 7 —
401 FRET T —
403 T U ARk
408 A LT TR
500 NERT T —
503 P — v AFIHAT]
Z Content-Type application/json
9 VAR A - pl
AT 4 [
AT — B A T— { "datetime": "2021-01-11T10:00:00+09:00",
K=200 DL "bytes_counts": 37884564
¥
D~ A~
{
"datetime": "2021-01-11T11:55:00+09:00",
"bytes_counts": 33339574
H
]
« INT X — LG
INT A =B, A At ]

List BT A B,
datetime String PO di=32IR
bytes_counts Integer64 | &£ /A MK
packets _counts Integer64 | L5347~ MK

10 | L AR A - il
KT 4 {
"detail": "L — YL DVIAT — KRR ENET, "
AT —HAa— |}
R=200 LISk D | = 23T A —Z i
= NG A—H4 | At ]
detail String | =7 —FEMEASIA L £ 7,
744 MAC 70— /Ny BRI T—%EF AP
MAC 7 0 — AR L, /57 MKOBSRIE R & TG L%
F 7-17 MAC 7o — /X4y MRS T—4 ERfE API
# | THH B
1 AV R POST
2 | URI /api/v1/flowdata/mac/timeseries/packets/
3 il N—3 oy Z8iE s LT b —7 UREE,
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# | IHH it Y]
4 V7xzX JxTYNTA— | gL
~ ’d
Z Content-Type application/json
6 T A /NT A — - il
X {

"time from": "2021-01-11T10:00:00+09:00",
"time to": "2021-01-11T12:00:00+09:00",
"time_interval":"5m",
"search_filters":{
"packet field" : [
[ {"src_vlan":4000 }, {"src_vlan":3000}]

]
H
H
s T AL AN T A —H)
INT =B, e it B
time_from * String WREREFZ - 46 E D,

ISO8601 7 —~ v
ko (#) 2021-01-
11T10:00:00+09:00
time_to * String FRREEL] - &bV,
ISO8601 7 —~ v
ko (#) 2021-01-
11T12:00:00+09:00
time_interval * String S lEN

1s, 10s, 30s, 1m, 5m,
10m, 15m, 30m, 1h, 3h,

6h, 12h, 1d
search_filters Object | M58 7 4 /L2 54tF
sensor_addr String ot IPv4 T KL A

Ry h7a—r3y
FEETLIP 7 KL R)
monitor_port_ifindex Integer | B Y E=FKR— |

SNMP ifIndex
output_port_ifindex Integer | EfEHR— b
SNMPiflndex
mac_kind String | MAC 7 K L AR (=

=F%x¥ AN, w/ILTF
Fy¥Ah, TE—F
Fr A L)

unicast,

broadcast,

multicast,
unicast_broadcast,
unicast_multicast,
broadcast multicast,

all

packet_field List Ty N7 4=V R
7 4 V5, AND §:AFV
A b RAFEEH 10
U A b,
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# | JHH B
List OR 5:fFY 2 b, fKis
TEHL : "packet_field"
KTy b7 44— K
T A NZ) DFRET
100 U A |,
@exclude Boolean | R4S, RIGERRT
False,
flowset_id Integer | 7u—t v 1D
sensor_addr String ‘P IPVA T RLX
(Xy h7a—234y
FEEIRIP 7 KL R)
monitor_port_ifindex | Integer | oV E=XK— K
SNMP iflndex
output port _ifindex | Integer | EfEAHR— bk
SNMPiflndex
ether_type Integer | 4 —W% % A 7fA
src_vlan Integer | VLAN-ID f (QinQ @
%6, S-TAG)
dst_vlan Integer | VLAN-ID f (QinQ &
C-TAG)
in_src_mac String | Z#{E7C MAC 7 R L X
i, (B1)
00:00:5¢:00:53:01
in_dst_mac String SE4E MAC 7 R L&
i, (B1)
00:00:5¢:00:53:01
ext01 String 7a—¥EiET—% 01
ext02 String Ja—¥EET—% 02
ext03 String 7a—yEET—4 03
ext04 String 7 ua—¥LiET— % 04
ext05 String 7ua—¥LiET— 4 05
ext06 String 7 u—¥LiET— % 06
ext07 String 7 ua—¥LiET— % 07
ext08 String 7 u—¥LiET — 4 08
ext09 String 7 a—¥LiET—4 09
ext10 String 7a—yLiET—% 10
aggregate_option Object | fE£FtA 723
| bytes Boolean | /XA M
7 AR L AR A UTDOAT—H Aa— REIELET,
2 AT — 4 2 S| =
200 )
400 SRR IET 5 —
401 FRRET T —
403 T AR
408 ZA LT TN
500 W=7 —
503 P— AR AT
8 | Content-Type application/json
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7 REST API

# | THH i B
9 VAR A - {31
NP S
{
ATF—H A q— "datetime": "2021-01-11T10:00:00+09:00",
K=200 DIBL \ "packets_counts": 37884564
D~~~
{
"datetime": "2021-01-11T11:55:00+09:00",
"packets_counts": 33339574
i
F 8T A= 5
INT A =R, i At ]

List JEEY AR,
datetime String poE-d=3AR
packets_counts Integer64 | 4537 v MK
bytes_counts Integer64 | #£5+ /31 MK

10 | L AR A - il
RT 4 {
"detail": "L — YL DVIAT — KRB EWNET, "
AT —HAa— |}
R=200 LIS D | + 3T A —Z il
= INTG AL | B i
detail String | =7 —FFMAM L £ 7,
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8. FSTNa—F44

ZOETIE, BETDMBEA~OLTIEZ SV T L £,
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8 FS TNV a—TFTay

8.1 +Z JILEERFEOX
AX-Collector DFEAFHFIZHAET B b T T IVA~ORIFIEE M L ET,
= 8-1 BFE LXMW
HE R [RE it It

1| 2 —PHNR - a—=7 4 VT s avy Rafl
U— K& TH HALT, FriLn=a—% % AX-
TA L TEIR, Collector IZiBIML TL 2 &

W, 2—=7 4 U T 1av KR
OFEIE T4111 2—F ¢ Y
Ta4aAvr R #BZRLTL
7230,

2 AX-Sensor 7°H D | AU X v U — 7 #as | AX-Sensor & AX-Collector ft]
Ta—CEHT— | T A YUV | TEENARENERERLTL
ZENRRINGR | OFEI A, 7ZEW,

U, AX-Sensor & AX- F 7, AX-Collector DA > A
Collector £ DFEEAS— | P—ARRICHEE L7 n—%
£, R — h&EH & AX-Sensor D
ary 74— a ryn—
LTWEH2y, 77470 4—
JVORRENIE LW ZEfER L
TLIEEW,
3 T—HRX=A LT — | av I &% A=V LTZ

S RBAR

=R ETUTDOa~ FE
FATLT, AT v 7 ZADIR
FE/ green TH D Z & & HER
LTLIEENY,

curl -X GET
http://localhost:9200/ _cat/indices

IRBEDS red DA T v 7 AN
HDHIGENL, LI X EA
A M= L7z — " ETUTF
Da<r REFETLT, %Y
DA T v 7 AEHIFRLTL
7ZEV,  CKHIBRLEA »
T AEOT— XI5
x0T, )

curl -X DELETE
http://localhost:9200/<A > v
7 ALh>

AT v 7 ADOHIRE, aL
72 EFEHL TEEN,
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8 FSTINYa—Fay

BE

RE

R&A

X R

TR R—=ZDRA b
L URBEARE,

Ama—0b [EFH - FHE]
= B = [F—XEH)
BRINL, BExT 4 ATHA
REfEd LT 72 &0,
AX-Collector DA > A k—)b
RRZHRE LT IR AR )
T4 L7 FUDARL—
VZEXRED 5%% Talo T
WAEE, VAT MMEEDT-
T —HDOEXIALEEIEL
TRRETF, ARELZR Index
R, LT 4L NIDT
ANVEHIBRL, EEXRELH
LLTLEE,

AX-Collector D [d]
HAEFIZFRR S
72,

N—=g T vk
1Totet, 77 0%
A ]
DFXY¥ v anEoT
WAHZERDHY FT,

7T IYORESL—HFT 7 A
NEHIBRLE BT, BET S
TALTLIEEN,

TIIOVDORDL RS
RET Y TS O
B Y, A==2—=R
a2 TR LA OEAET
Wi £ L2354, M
N EFIZFRR S 7
WZERHY FT,

A= 2= D AR LIE
LTLESNY,

fi# 51 VIEW
SNMP/ 7 = —E5 45
DT 7 FoREH
T, CSV& T
n— RARZ AT
WZEBT7 7 ANH
BRIFETE 2V, =+
72X, RIFShe
7 7 A VLI,
MER] VIEW £
1, [SNMP/~”
n— SR I H 4
N EESUETIAN

7 7 AV iR VIEW
LRresv] , FT2IX
[SNMP/ 7 2 —ESHEIE
H4&Fr.csvl DORITIL
T4 L7 M)ED
FTHEN, 7747 b
OS DY R —F LTV
HHDEIDEWNWT N
JRIA T,

7747 ROSBLRT T
VYO E IR DT, M
IRINEH Y FHE A

7ok, EB] VIEW 4F5]
F 721 [SNMP/7 o —EE{HIA
B4R #HERETHI L
TELEERTRE T,

= NOWFL| % 2
H1%, AX-Sensor
WD T a—nFE
RENR, F£z
X SNMP B
F—ANAEREN
7200,

P — O AT L
-3BE, 7u—0%(E
x> SNMP BB ENE L
R RBGENRHY F
KR

B2 E LEBEE, 77—
AWM C, FRZIZEE A
EEDUBEORMOA T v
I ALFREHIBR L TL 2 &
AN
FTO%, oLV X EEHEEL
TLTIEEWY,

Fio, BV EEOME &R
AR —FLTWD DL ZhkER
LTLIEEN,
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8 FSTINYa—Fay

B B [REA *F it

9 | HvvaR—KR | Verl7 kv, o~ = ) BEEROVARTE
T — X B EIC [ Z&TAaNTESE | RELTIEE,

BT, o~ TEXFEHA, 2%, Ver.l.7 XV RID Ver. T

M =&te4ni BELED v~ S 4RO

BT E R, JEIE Ver.1.7 LB T S BIE AT
RETTN, RELET HHE
Ih = EEERVARNCE
W D0ERHY £,

10 | F—H#ERHEI | Verl.1l XV, avy | avy [ 25F2W4Hi%
BT, ooy ] a4 REE BHELTLEEN,

] Z&Te4Hl T FEHA, 728, Ver.l.1l X Y RE{D Ver.

BT E R, THE LI LS4 RT0
FEIT Ver.1.11 LLETHENME
AIRETCT N, RELET HY
BlEav 25 ERWVWARINIC
EEFTIHIVLENDH £,

11 | AX-Collector @& BAyE—V LI | —FE, TIU0VEKT, £/
mC, [OK/F¥v |FoRraniz HERLA | 1TMRA v -V REREN
YRV EEIRT | Tl a0 RLER | WEEOZ T EHL T
HRERA v — | LW A7 varvi® | S, Bl v Ry Tl
NFERENR, | ERNERER-TWD | IOFETRZITHI Z LT, MR

REMERH D F9, Ayb—UIIFRRENET,

12 | AX-Collector @ &] 241 fEHCFIZOW | RBRBORL T LTFEREL

[T, B
BT R0,

T IZEEEH LTV aR
BXTEMRBLTND
AREMEDN B W F T,

TWABHEA, S TEEb
WL OBRELE LT
v,
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#EE (Acknowledgments)
A TEHAL WS A=Y —RAY 7 b =T1E, Tl £7,

(1) Bootstrap
The MIT License (MIT)

Copyright (c) 2011-2022 Twitter, Inc
Copyright (c) 2011-2022 The Bootstrap Authors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE

(2) bootstrap-duallistbox
Bootstrap Dual Listbox

Responsive dual multiple select with filtering. Designed to work on small touch
devices

https://github. com/istvan-meszaros/bootstrap-dual | i stbox
http://www. virtuosoft. eu/code/bootstrap-dual | istbox/

Copyright 2013-2014 Istvan Ujj-Mészéaros

Licensed under the Apache License, Version 2.0 (the “License”); you may not use this
file except in compliance with the License. You may obtain a copy of the License at

http://www. apache. org/ | icenses/LICENSE-2. 0
Unless required by applicable law or agreed to in writing, software distributed
under the License is distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR

CONDITIONS OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and |imitations under the License

(3) bootstrap-waitingfor
The MIT License (MIT)

Copyright (c) 2014 Eugene Maslovich
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Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

(4) D3
Copyright 2010-2017 Mike Bostock
All rights reserved

Redistribution and use in source and binary forms, with or without modification
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution

* Neither the name of the author nor the names of contributors may be used to
endorse or promote products derived from this software without specific prior
written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS 1S” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

(5) dataTables
MIT license
Copyright (C) 2008-2023, SpryMedia Ltd.

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the “Software”), to deal in the
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Software without restriction, including without limitation the rights to use, copy
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

(6) Django
Copyright (c) Django Software Foundation and individual contributors.
All rights reserved

Redistribution and use in source and binary forms, with or without modification
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

3. Neither the name of Django nor the names of its contributors may be used
to endorse or promote products derived from this software without
specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS 1S” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

(7) Font Awesome
Font Awesome Free License

Font Awesome Free is free, open source, and GPL friendly. You can use it for
commercial projects, open source projects, or really almost whatever you want
Full Font Awesome Free license: https://fontawesome. com/|icense/free

# Icons: CC BY 4.0 License (https://creativecommons. org/|icenses/by/4.0/)
In the Font Awesome Free download, the CC BY 4.0 license applies to all icons
packaged as SVG and JS file types
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# Fonts: SIL OFL 1.1 License (https://scripts.sil.org/0OFL)
In the Font Awesome Free download, the SIL OLF license applies to all icons
packaged as web and desktop font files

# Code: MIT License (https://opensource.org/licenses/MIT)
In the Font Awesome Free download, the MIT license applies to all non—-font and
non-icon files.

# Attribution

Attribution is required by MIT, SIL OLF, and CC BY licenses. Downloaded Font
Awesome Free files already contain embedded comments with sufficient
attribution, so you shouldn't need to do anything additional when using these
files normally

We' ve kept attribution comments terse, so we ask that you do not actively work
to remove them from files, especially code. They re a great way for folks to
learn about Font Awesome

# Brand Icons

All brand icons are trademarks of their respective owners. The use of these
trademarks does not indicate endorsement of the trademark holder by Font
Awesome, nor vice versa. *xPlease do not use brand logos for any purpose except
to represent the company, product, or service to which they refer. xx

(8) gridstack.js
The MIT License (MIT)

Copyright (c) 2014-2017 Pavel Reznikov, Dylan Weiss

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

(9) jQuery
Copyright JS Foundation and other contributors, https://js. foundation/

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
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distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

(10)  jQueryUl
Copyright jQuery Foundation and other contributors, https://jquery.org/

This software consists of voluntary contributions made by many
individuals. For exact contribution history, see the revision history
available at https://github. com/jquery/jquery-ui

The following license applies to all parts of this software except as
documented below:

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

Copyright and related rights for sample code are waived via CCO. Sample
code is defined as all source code contained within the demos directory

CCO: http://creativecommons. org/publicdomain/zero/1.0/

All files located in the node_modules and external directories are
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externally maintained |ibraries used by this software which have their
own licenses; we recommend you read them, as their terms may differ from
the terms above

(11) lodash
The MIT License

Copyright JS Foundation and other contributors <https://js. foundation/>

Based on Underscore. js, copyright Jeremy Ashkenas
DocumentCloud and Investigative Reporters & Editors <http://underscorejs.org/>

This software consists of voluntary contributions made by many
individuals. For exact contribution history, see the revision history
available at https://github. com/lodash/lodash

The following license applies to all parts of this software except as
documented below:

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE 1S PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

Copyright and related rights for sample code are waived via CCO. Sample
code is defined as all source code displayed within the prose of the
documentation

CCO: http://creativecommons. org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externally
maintained |ibraries used by this software which have their own

|l icenses; we recommend you read them, as their terms may differ from the
terms above
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(12) moment-with-locales.js
Copyright (¢) JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software”), to deal in the Software without
restriction, including without limitation the rights to use

copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE

(13)  plotly
The MIT License (MIT)

Copyright (¢) 2021 Plotly, Inc

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE

(14) popper.js
The MIT License (MIT)
Copyright © 2016 Federico Zivolo and contributors
Permission is hereby granted, free of charge, to any person obtaining a copy of this

software and associated documentation files (the “Software” ), to deal in the
Software without restriction, including without limitation the rights to use, copy
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modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS” , WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR
A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

(15) tempusdominus-bootstrap-4
MIT License

Copyright (c) 2016 Tempus Dominus

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

(16) Video.js
Copyright Brightcove, Inc.

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License
You may obtain a copy of the License at

http://www. apache. org/|icenses/LICENSE-2. 0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied
See the License for the specific language governing permissions and
limitations under the License

(17) w2ui

MIT License
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Copyright (C) 2014 (vitmalina@gmail. com)

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE

(18) tabulator.js
The MIT License (MIT)

Copyright (c) 2015-2024 Oli Folkerd

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the “Software”), to deal in the
Software without restriction, including without limitation the rights to use, copy
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
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Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

(21) geoip2-golang

ISC License
Copyright (¢) 2015, Gregory J. Oschwald <oschwald@gmail.com>

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE

(22) maxminddb-golang

ISC License
Copyright (c) 2015, Gregory J. Oschwald <oschwald@gmail.com>

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE
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