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CEF: <Version>|<Device Vendor>|<Device Product>|<Device Version>|<Device Event Class

ID>|<Name>|<Severity>|<extension>
syslog 74—~ v hDET 4 — /L RKOBEWKRZLU TR LET,

® 1-17 £74—)L FDHREA

J4—ILF&EWH B

~w X7 —)L K | Version CEF DX—T 3 v
Device Vendor UL TR
Device Product Fa Xy NELFR
Device Version N—T g v
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Name AR N4
Severity T

JREZ 4 — L R extension YR 4 — R
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AX-Security-Controller X Syslog 77 7 A 7> b Syslog #5595 &, 7947
N EIZBEEL THDLNL— L TA T b &7 D Syslog ZHIH L ET, L—b
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J4—ILF T—5H BERE
JeE 7 4 — VR act String O
app String O
cbal IPv6 Address O
cbalLabel String O
c6a2 IPv6 Address O
c6a2label String O
c6a3 IPv6 Address O
c6a3Label String O
c6ad IPv6 Address O
c6a4Label String O
cfpl Floating Point O
cfplLabel String O
cfp2 Floating Point O
cfp2Label String O
cfp3 Floating Point O
cfp3Label String O
cfp4 Floating Point O
cfp4Label String O
cnl Long O
cnlLabel String O
cn2 Long O
cn2Label String O
cn3 Long O
cn3Label String O
cnt Integer O
csl String O
cslLabel String O
cs2 String O
cs2Label String O
cs3 String O
cs3Label String O
cs4 String O
cs4Label String O
cs5 String O
cs5Label String O
cs6 String O
cs6Label String O
destinationDnsDomain String O
destinationServiceName String O
destinationTranslatedAddress IPv4 Address O
or
IPv6 Address
destinationTranslatedPort Integer O
deviceCustomDatel Time Stamp O
deviceCustomDate 1 Label String O
deviceCustomDate2 Time Stamp O
deviceCustomDate2Label String O
deviceDirection Integer O
deviceDnsDomain String O
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J4—ILLF T—45E HEAE
deviceExternalld String O
deviceFacility String O
devicelnboundlInterface String O
deviceNtDomain String O
deviceOutboundInterface String O
devicePayloadld String O
deviceProcessName String O
deviceTranslatedAddress IPv4 Address O

or
IPv6 Address
dhost String O
dmac MAC Address O
dntdom String O
dpid Integer O
dpriv String O
dproc String O
dpt Integer O
dst IPv4 Address O
or
IPv6 Address
dtz String O
duid String O
duser String O
dvce IPv4 Address O
or
IPv6 Address
dvchost String O
dvemac MAC Address O
dvepid Integer O
end Time Stamp O
externalld String O
fileCreateTime Time Stamp O
fileHash String O
fileld String O
fileModificationTime Time Stamp O
filePath String O
filePermission String O
fileType String O
flexDatel Time Stamp O
flexDate1Label String O
flexNumberl Integer O
flexNumber1Label String O
flexNumber2 Integer O
flexNumber2Label String O
flexString1 String O
flexString1Label String O
flexString2 String O
flexString2Label String O
fname String O
fsize Integer O
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TJ4—ILF T—5E fHERIE
in Integer O
msg String O
oldFileCreateTime Time Stamp O
oldFileHash String O
oldFileld String O
oldFileModificationTime Time Stamp O
oldFileName String O
oldFilePath String O
oldFilePermission String O
oldFileSize Integer O
oldFileType String O
out Integer O
outcome String O
proto String O
reason String O
request String O
requestClientApplication String O
requestContext String O
requestCookies String O
requestMethod String O
t Time Stamp O
shost String O
smac MAC Address O
sntdom String O
sourceDnsDomain String O
sourceServiceName String O
sourceTranslatedAddress IPv4 Address O

or
IPv6 Address
sourceTranslatedPort Integer O
spid Integer O
Spriv String O
sproc String O
spt Integer O
src IPv4 Address O
or
IPv6 Address
start Time Stamp O
suid String O
suser String O
type Integer O
agentDnsDomain String O
agentNtDomain String O
agentTranslatedAddress IPv4 Address O
or
IPv6 Address
agentTranslatedZoneExternallD String O
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ERETHZEIXTEERA,

- FEUE MIB i &

- fEYE MIB XS EEE(VLAN 2 X 2 =7 o)
cUA¥YLALAN 2 ha—5

(2) BT AV FDHEE
B AL ML, BRI 3 Sl LET,

x 1-36 T AV FDDEE

poE]

RE

BB T A b

Xy N =2 EHEOEXF 2T 4R —I2ky, &
X2 UT 4 74 NEERANE D' A FTT,
AR T A MIETBT DKL, A>T > MEHak
#, BXOA o7y MRS X 5B HE Gt E ~
DAL T 4T L—aryDEHERBIRVERA,

&Rl 7 Ak

K7 A2 MIFBT 2RI, B A FNTERL
ATy ML — L A T MRPEIC R Y,
X2 VT 7 FEEALET, BHEGZOR Y b
T— 27 WNT, BEOMER AL NEERTDHZENT
xFET,

HATEE 7 A b

A ET7 AN, BIXOMEBIEZ A hOoWTFIz
LR L TWARWIPH 7Ry b, MACT LA, B&
O RINA R — F ORI, K7 A2 Mg L%

D
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BEEAE T AN, e A, BROEFTEL 7 AL FOflZ FTRIRLE
‘é—o

1-16 £ A2 258

(= AlaxalA
AX-Security-Controller
4
4

(BEEAET AN

ERAHEI XD
1Y TR

=t

LIz T, AX-Security-Controller %, FIXHR Y MU —27 %, [FHEFAE T X
Vh, B AN, BEOEHFBEE AL FD3OD®T AL MIYEIL TEEL
7,

BHEEAEZ A ML, EE1OR—K0/1,02 LR LET, B A 1,
192.168.1.0/24 TH Vv, HEE2 OLR— MIEL VR LET, BTEE 7 A M,
BHEEL2ET AN, EZ7 A M 1OELLIZHETE L T WEEE 1 0 03~
0/10, BLOEEE 3 OLKR— MIEIVERLET,

AX-Security-Controller (Z1%, tF =2 U7 s 2@ N LM SND A 27 MERIZO
WTC, BZ AL R 1 TOD192.168.1.024 [ZEENDUERITIE, A>T > MR ZHE
15w L RELET,

AX-Security-Controller 23 ¥ = U 7 ¢ 2E{# L W ek DA o 7 v MEBREZAE

L, BEREmAR E 73— "\MEHEF AT 7 A Y PNICTIE SN TWD Z & 2K
T5HE, EERI~DaL T4 L —2a VOREXTERLERT A,

WEERARNE 7 A R 1 0 192.168.1.024 NIZINAE SN TWAH Z L2 md 5 &, i
B2 ~LWEENOL Ty MR ERERLUET,
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(3) U AV bDYR— FHEE
BT AL ROSEICE Y, FEHAREAKENRRY 3, UFICEZ Ay FOSHEIC
BB TREAMERED AR LE T,

x 1-37 €T AU MIBITHERAATRERE—E

5B bk
EfEFH T | Bt A | EREEY
GgA b vk Ak
YA NER O O —
A 2T v Ml LV— VDR E — O @
X7 g 16 {5 HE T — O O
7 4 IVH
PRI T — — O O
I A B ENBNE — O O
FFEMA~D Web — O @
HE AR ] R RE
KRR E R — b — O O
X2V T 47 4 F BERERA O O O
Y a—)b

(L) O : R —b, — : x84t
X :

HHELY A OB X2 )T 4 74N HEEA Y a— A L £

(4) BT A2 FEIDOBEE

BEDOE T AL FT, RA—=0OBT7 A MNEREBIRI ZENAETT, 2O, A
YUTVMERIZEY, WRNEDERT AL MBI 0N, BEEICIVIREL
FI, EREE, PNESWEBMERESNET,

BT A PO EEREE TRIRLET,

x 1-38 IAVIDRELBEE

k] BEE £ BA
FEE»E T A b 1 BEELEDtv 7 A N TT,
BREDMAEEE ST D LIXTEERTA,
fERE 7 A > k 1001~9000 | Web A > % 7 =—RIZ LV, BIEEDES
EHESLH L NARETT,
AR 7 A v b 10000 BRSO 7 A F T,
BREDOMAEEE ST D LIXTEERTA,
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173 ®TAUT—2avexal) T4 OEBEHRE

v AT arkXxa )T OFWEME L TSR LET,

M 1-17 v AvTF—YavtExa )T ONETOYY

Syslog /547 LD IL—)L ALE

i |)4H30|SAS
v
SHE -\ AN B0[ShS

(A1) . ICCTHRBEYTATOvY

NR LAV T oy 7 OB LS FTRIRLET,
= 1-39 FUEIOvH OEBE

BR L ES
TA—IVRIZE DB A | Syslog A v E—VDFFRET 4 —V LD, BT AS
R FERRLET,

- Src
dst

sourceTranslated Address
destinationTranslated Address
PanOSXforwarderfor (7 7 A 7 > MRS T3
a7 hFry hT—7 A RERT 74T
Ut —L] OEE)
smac
dmac
Z—PERILIE T 4 — L R(T — Z TN 1Pv4
Address, IPv6 Address, IPv4 Address or IPv6
Address ¥ 7213 MAC Address)
MR LT R, B 7 A FMEHEFE AT A D
ey, DB Z S L £+ A,

A L — VIR Syslog A v —IIZONWT, B/ AV FNTERL
F— L —ENE B — L ERBELET,
AT v MR —HL— DT g VFEM LY, £ T v R

ReEhELEd, FEEROGE, Vv—Lr~yFE
RIS ARIEL TR T LET,
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BB 4z BE
BXaUT 4 T4 NERER | T a SREBDGEEIEN, FEEMI T — 0
G, BX a2 VT TV EEERLET,

MR GIEE DT 4 | AR LT X2 VT 4 TV EZ LY, SR
T L—3 g VERIE Bt~ a7 7L —varEHELE
7,

174 O ATF—avtexa) T4 EEBEOIESIE

(1) BT A2 bRE| L ImEKRBEDTESE

v TA L N ESEIT AR, WMAOB T AL NBEIEZEEL A YT v Ml —
NOEREERBZ I TLIEE, Fitd/L— V% E (%6 J0HE E O (e B Tragdim
RKIDEBITAL P 2IBEBILEE, B A 1 OA—LTIEEZ A 2 NOEE
2 EX2 VT A TN EOBEAEBIRWVER A,

XK 1-18 WwWERBHICIY LT T 7080 ERHINAGELNST—X

AV FIL—1

7Y a viERl | BIEERT
EETTRTE | (RER)
FESCIEE : dst

AQ src=<ifi 2>
k2  dst=<RFimR1> K3

=L

OO MEROEE, B A L F2ICHE =L ERELTLIEE N,
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1-19 5 AL FRENZE T B IL—ILEEH

AV F1L—0

T oY aviERl . BIEEET
KETEE © (REIR)
JESEIBRE ¢ dst

I A M

HiFR2

= h w
B (woaore
— \

1 AX-Security-Controller D #f &

I AV 2=
T avigEh | @EiERT

RETHERE © (RER)
FESTIEE © dst

=ES B

Syslog:

4 sre=<imR2>

dst=</B3imR1>

w2

0/1

3

U F X

2\
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1.8 B@ENHEAE

1.8.1  Syslog &4

AX-Security-Controller |31 <> M A L OVRAEZ Syslog —/NZ Syslog #5179 %
ZEMNTEET,

= 1-40 Syslog B@ENFERI—&

BB £ B

AT v MERER | A T v MEBEEE CHRAE LA N MOS U
Syslog ZH /1L £,

X2V T4 T74NE | X2 VT AT ANV ETERAELIA N MR

opud Syslog /1 L £,

i A e U A BB TR LA X M U7z Syslog #H ) L&
D

B AL 8 B EHLR AL E B TR AE Lo A X MZJE U7z Syslog &
HALET,

(1) Syslog 7#—~ v k

Syslog i#%1Ti%{5 3 % Syslog i% CEF(Common Event Format)Z i f L £ 3, % Syslog
THWT D CEF ~v ¥ 7 4 — /L ROFREHBIZLL T & 720 £97,

% 1-41 Syslog BEIFER—E
ANYHAT4—)LF B [}
Version CEF 74—~ D 0
N—Tg v
Device Vendor N F LR ALAXALA Networks Corporation
Device Product a7 NEFR AX-Security-Controller
Device Version N—=T g v < AX-Security-Controller D /3—

DIV

Device Event Class

RN VIE

—(syslog H1J114 < MEIZHR2 D)

1D
Name AR —(syslog tH ) A X MEIZH2 %)
Severity HIEE —(syslog tH /1A XV ML 72 %)
z 1-42 ARUEEBANF, /1R, EEEDORTEME
Syslog f&5ll | 1 R ~§& | Device Name Severity
R Event
Class
ID
AT | EE W Incident | Match the block rule 6
I F s
2E4 3 5 — | Incident | Match the mirror rule 5
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Syslog #&Al | 41 X2 & | Device Name Severity
a1l Event
Class
ID
FENER Incident | Match the blocking 4
pending rule
XV N Action Registered the action 2
T AT 4
4 B
ESE T Action Completed to set the 2
action
HIkR5E T Action Completed to delete 2
the action
WER MR E | Action Action registered XU |2
ZEA TATA
JL A BN
Action Wanport registered WAN ## 2
fe AR — b
BN
Action Mirrorport registered | < 7 —5 | 2
A— kA
n
Action Permanentportin KEERTE | 2
registered R— hEZ
(ERABEN
Action Permanentportout KkiRiE |2
registered R— k(%
(ERBEN
Action Host port moved A—rE |2
i)
Action Host ipaddress P7TRL |2
changed AP
YRR EEER E | Action Completed to apply a7 4 |2
=T the configuration VN
T
VS RERE | Action Failed to apply the 4
B configuration
RIS | Action Not supported FHR— |2
Bi I~ FE )
Action Applying failed TIEX |2
U A b
FHARK
Action Node deleted EHxIg | 2
HEEHIBR
Action Node not licensed g4t |2
A A2
Action Node under AUTF |2
maintenance VR ENE
Action Action deleted XV 2
TA474
IV A IR
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Syslog #&Al | 41 X2 & | Device Name Severity
a1l Event
Class
ID
Action Registering action XU |2
failed F 4T 4
JV & BN
P
Action Wanport deleted WAN# |2
e — h
HIlR
Action Deleting wanport WAN |2
failed BEAR— b
HIlER R
Action Mirrorport deleted 1T—4 |2
A b
55
Action Deleting mirrorport T4 |2
failed e 1
N
Action Permanentportin KFERTE | 2
deleted R— hZ
(I
Action Deleting AKeax iE | 2
permanentportin AN G
failed GO
FP
Action Permanentportout KEERTE | 2
deleted A— FGE
(EEDEISS
Action Deleting IKfERRE | 2
permanentportout R— b (3%
failed {30
JBK
Action Host moved from A—rE |2
WAN port to host )
port
Action Host aged out =7 |2
A
Action Changed to trusted EHEE L | 2
host Y
FiEgn
Action | Changed to BHEA | 2
untrusted host v A
I HIlER
Ui AR A U7 A | Host Connection of the 2
AR ER T unregistered host
EEgALE | =7 47 | Node Check 4
& B AR configuration
capacity
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Syslog D A v &—T 74—~ NTHEHT 2 KRR E XS T 2EEZ, TERIC

77—\‘ L/ i j—o
= 1-43 EiEHREA—E
EEEERA T T RE
base FHEEN
tmpm TMPM
pa NaT )V NT—7 2 RIWRT 7 47 0 4 — Ll
cef Syslog 1#.#%(CEF)

Syslog DA vt =7 x—~ v hTHEPTLIRELAN— FOBHZ, FTRIRLE

T

® 1-44 JEXRKR—FEH—E

BRELR— LR

At BA

wan

WAN $fgi AR — h

mirror TR — b
permanentportin KGR TE A — N (51
permanentportout Ktk & A — R EF)
host i R 4R AN — bk
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(2) 1 T MRREEA Y E—DT+—T Y b
AT U NMEREEED A v —T Tk —<y MILLTFERY 9,

T 145 AT MEREEDAYE—D T H—T Y b

Wl Ayw—9
NE
T{E T CEF:0]ALAXALA Networks Corporation|AX-Security-Controller|[<AX-

Security-Controller @ /3—3 = > >[Incident/Match the block
rule|6[rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> cs1Label=Rule Number cs1=<rule number>
[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>

A N MR
dvchost: <syslog client name>

syslog 7 747 N FR
cslLabel: cs1 D
csl: <rule number>

~ v F L b— VOB
7— CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
Security-Controller @ ~3—3 = > >|IncidentMatch the mirror
rule|5[rit=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> cs1Label=Rule Number cs1=<rule number>
[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz >

A N IR
dvchost: <syslog client name>

syslog 7 74 7 > N4 R
cslLabel: cs1 D7
csl: <rule number>

~ v F LIz =L DS JE
FEhEER CEF:0|]ALAXALA Networks Corporation|AX-Security-Controller|[<AX-
Security-Controller @ /3—3 3 > >|Incident/Match the blocking pending
rule[4|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> cslLabel=Rule Number cs1=<rule number>
[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz >

A N IR
dvchost: <syslog client name>

syslog 7 74 7 > N4 B
cslLabel: cs1 D7
csl: <rule number>

~ v F Ll — VOB

141

G
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@) EFxaVTAT4ILAEEDA Y E—DTH—T Y I

X2 VT T4 NEEEORA =T —~y MILUULFE R0 F4,

K146 EX2UTAT4LEABEEDAYE—CTH—T Y b

2l Ayt—o

HE
%= U7 ¢ | CEF:0/ALAXALA Networks Corporation|AX-Security-Controller|<AX-
7 4 V% %4k | Security-Controller © 73— 5 > >|Action|Registered the

action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexString1=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cs1Label=Function csl=<function> cs2Label=Request
IP c¢s2=<ip address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X N H
flexString1Label: SourceAddress
flexString1: <source address>
X2 VT4 74N FOFEETLT N AFEMH(<ip
address>/<prefixlen>), F72idtX =2V T 4 7 4 VX DEET
MAC 7 R L 2 Z{(<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 YT T A NEDRET KL AG(<ip
address>/<prefixlen>), & 7213 flexStringl 2325157 MAC 7 K
L AGMEOYEITZE A
act: <filter type>
X2 VT 47 4 VST
cslLabel: cs1 D7
csl: <function>
SRR REA PR
cs2Label: cs2 DA
cs2: <ip address>
X2 VT AT ANVEDERTIP T LA
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2l Ayt—o
HE
%= U7 ¢ | CEF:0/ALAXALA Networks Corporation|AX-Security-Controller|<AX-
7 4 V2% | Security-Controller @73 —<7 5 > >|Action|Completed to set the
= action|2|rt=<MMM dd yyyy HH:mm:ss zzz>

flexString1 Label=SourceAddress flexString1=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cs1Label=Function csl=<function> cs2Label=Request
IP cs2=<ip address> cs3Label=Host MAC cs3=<mac address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X N H
flexString1Label: SourceAddress
flexString1: <source address>
X2 VT4 74 NFDOFEETLT N AFEMH(<ip
address>/<prefixlen>), F72idtX =2V 7T 4 7 4 VX DEETT
MAC 7 R L 2 Z{(<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 YT T A NEDRET KL AGM(<ip
address>/<prefixlen>), & 7213 flexStringl 2325/F7C MAC 7 K
L ASMGOLAITEEA
act: <filter type>
X2 VT 7 4 VSR
cslLabel: cs1 D FAH
csl: <function>
HHEREREAL PR
cs2Label: cs2 DA
cs2: <ip address>
X2 VT4 T4V DOERTIPT FLA
cs3Label: cs3 D
cs3: <mac address>
WA MAC 7 R LA
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1 AX-Security-Controller Mk

=

2l

Fye—=Y

NE

XU T 4
7 4V H HIBR

BT

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
Security-Controller @ /3—3 = > >|Action|Completed to delete the
action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cs1Label=Function csl=<function> cs2Label=Request

IP cs2=<ip address> cs3Label=Host MAC cs3=<mac address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X N H
flexString1Label: SourceAddress
flexString1: <source address>
X2 VT4 74 NFDOFEETLT N AFEMH(<ip
address>/<prefixlen>), F72idtX =2V 7T 4 7 4 VX DEETT
MAC 7 R L 2 Z{(<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 YT T A NEDRET KL AGM(<ip
address>/<prefixlen>), & 7213 flexStringl 2325/F7C MAC 7 K
L ASMGOLAITEEA
act: <filter type>
X2 VT 7 4 VSR
cslLabel: cs1 D FAH
csl: <function>
HHEREREAL PR
cs2Label: cs2 DA
cs2: <ip address>
X2 VT4 T4V DOERTIPT FLA
cs3Label: cs3 D
cs3: <mac address>
WA MAC 7 R LA

CEF:0|ALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller @ /3—3 3 > >|Action|<Name>2|rt=<MMM dd
yyyy HH:mm:ss zzz> dvchost=<host name> act=<filter type>
cslLabel=Host IP cs1=<ip address> cs2Label=AccessList Name
cs2=<accesslist name> cs3Label=Direction cs3=<direction>
cs4Label=Sequence Number cs4=<sequence number>
csSLabel=Configuration cs5=<configuration> cs6Label=porttype
cs6=<port type>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
AN MR
dvchost: <host name>
HEE LR
act: <filter type>
X2V T 47 4 F T
cslLabel: cs1 D
csl: <ip address>
ARIP 7 FL A (BARIP 7 RUABTFIE LRWEES, 22H)
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2l

Fye—=Y

NE

cs2Label: cs2 DA
cs2: <accesslist name>
T EAY A MR
cs3Label: cs3 DA
cs3: <direction>
R 75 18]
cs4Label: cs4 DA
cs4: <sequence number>
TIREAVRANDY— v AEK
csSLabel: cs5 DA
cs5: <configuration>
T S p:
cs6Label: cs6 DA
cs6: <port type>
X ESE DA — b (wan / mirror / permanentportin /
permanentportout / host)

CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
Security-Controller @ /3—3 = > >|Action|Completed to apply the
configuration|2|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host
name> act=<filter type> cs1Label=Host IP cs1=<ip address>
cs2Label=AccessList Name cs2=<accesslist name> cs3Label=Direction
cs3=<direction> cs4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration cs5=<configuration> cs6Label=porttype
cs6=<port type> axscSkipConfigurationReason=<skip reason>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X N H
dvchost: <host name>
LB TR
act: <filter type>
X2 U T 47 42
cslLabel: cs1 D7
csl: <ip address>
WK IP 7 KL A (JRKRIP 7 RUABFELZRWES, Z22H)
cs2Label: cs2 DA
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2l

Fye—=Y

NE

cs2: <accesslist name>
T EAY A NAFR

cs3Label: cs3 D

cs3: <direction>
B 75 18]

csd4Label: cs4 D

cs4: <sequence number>
TIREAVANDY— v AEK

cs5Label: cs5 Dt

cs5: <configuration>
T S A

cs6Label: cs6 Dt

cs6: <port type>
FXESE DA — bk (wan / mirror / permanentportin /
permanentportout / host)

axscSkipConfigurationReason: <skip reason>
none: A7 4 L—arEEMALELE
already applied: REIZHEHE A D, a7 47— a v
D EAxX >y 7 UE LT

CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
Security-Controller ?/3—3 = > >|Action|Failed to apply the
configuration|4|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host
name> act=<filter type> reason=<reason> cs1Label=Host IP cs1=<ip
address> cs2Label=AccessList Name cs2=<accesslist name>
cs3Label=Direction cs3=<direction> cs4Label=Sequence Number
csd4=<sequence number> cs5Label=Configuration cs5=<configuration>

cs6Label=porttype cs6=<port type>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A N IR
dvchost: <host name>
HeE LR
act: <filter type>
X2 VT 47 4 L F TR
reason: <reason>
ARE IR ]
cslLabel: cs1 D7
csl: <ip address>
AP 7 FL A (AR IP 7 KU ABTFIE LRWEES, 22H)
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2l

Fye—=Y

NE

cs2Label: cs2 DA
cs2: <accesslist name>
T EAY A MR
cs3Label: cs3 DA
cs3: <direction>
R 75 18]
cs4Label: cs4 DA
cs4: <sequence number>
TIREAVRANDY— v AEK
csSLabel: cs5 DA
cs5: <configuration>
T S p:
cs6Label: cs6 DA
cs6: <port type>
X ESE DA — b (wan / mirror / permanentportin /
permanentportout / host)

CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
Security-Controller @ /3—3 = > >|Action|<Name>2[rt=<MMM dd
yyyy HH:mm:ss zzz> dvchost=<host name> act=<filter type>
cs1Label=Host IP cs1=<ip address> cs2Label=AccessList Name
cs2=<accesslist name> cs3Label=Direction cs3=<direction>
cs4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration cs5=<configuration> cs6Label=porttype
cs6=<port type> axscSkipConfigurationReason=<skip reason>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A N IR
dvchost: <host name>
HeE LR
act: <filter type>
X2 U T 47 42
cslLabel: cs1 D7
csl: <ip address>
AR IP 7 RLA (K IP 7 KL ARIELE LRV,

s
Z
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2l

Fye—=Y

NE

cs2Label: cs2 DA
cs2: <accesslist name>
T EAY A MR
cs3Label: cs3 DA
cs3: <direction>
R 75 18]
cs4Label: cs4 DA
cs4: <sequence number>
TIREAVRANDY— v AEK
csSLabel: cs5 DA
cs5: <configuration>
T S p:
cs6Label: cs6 DA
cs6: <port type>
X E S D AR — b (wan / mirror / permanentportin /
permanentportout / host)
axscSkipConfigurationReason: <skip reason>
none: 27 47 L—yaEHIRLELE
currently applied: =7 ¢ 7L — 3 3@ AP o7
W, a7 47—y aOflREAXy I LE LR

(4) BHRBEDA v £—S T+ =T b

MR D A v —V 7 3 —~ v MIUUTF &0 9,

R 1-47 HREFEDOAVvE—CT4—T Y b

il Ayt—o

HE
A 7 AF | CEF:0lALAXALA Networks Corporation|AX-Security-Controller|<AX-
e Security-Controller ®~3—3 = > >|Host|Connection of the unregistered

host2|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host name>
cs1Label=Port Number cs1=<port number> cs2Label=Port Alias
cs2=<port alias> cs3Label=VLAN ID cs3=<vlan id> cs4Label=Host
MAC cs4=<mac address> cs5SLabel=Host IP cs5=<ip address>

[Extension Field]

rt: <MMM dd yyyy HH:mm:ss zzz>
A MR

dvchost: <host name>
PRI E A4 R

cslLabel: cs1 D7iAA

csl: <port number>
BB K — 5

cs2Label: cs2 DA

cs2: <port alias>
HEREUETR O — B BICRIET 5K — h A U T AGH— bz
A YT ARKBEOLE, 22H)
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2l

AytE—

NE

cs3Label: cs3 DA
cs3:
B2 E O VLAN ID(VLAN ID 2 REGO%E, 28H)
cs4Label: cs4 DA
cs4:
PEeni RO MAC 7 R LA
csSLabel: cs5 DA

csS:
BEHGAR DO IP 7 RLA(IP 7 R L ADRTEE LRWES, 22H)

PED I

BB OB AR O Syslog 214 %5 &, 10 A, F—MACT FLATH DY
R AR O Ak L E T,

(5) BEExRLE

EFEEOAYE—CT+—T Yk

BHSTRIEEEEDORA vy —Y T —~y MILL T & 20 3,

= 1-48 EENFEEBEEEDA Y E—TT+—T v b+

Z Al

*yt—

NE

aV T4 TR
R R

CEF:0]ALAXALA Networks Corporation|AX-Security-
Controller|<AX-Security-Controller ®~/3—73 2 >~>|Node|Check
configuration capacity|4jrt=<MMM dd yyyy HH:mm:ss zzz>
dvchost=<host name> dvc=<ip address> cs1Label=NodeType
csl=<node type> cs2Label=TotalMemory cs2=<total memory>
cs3Label=AvailableMemory cs3=<available memory>
cs4Label=FragmentsMemory cs4=<fragments memory>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
AT 4 IR AR LT AR
dvchost: <host name>
BB R AL E A TR
cslLabel: cs1 D
csl: <node type>
B GALE OB T T L
cs2Label: cs2 D
cs2: <total memory>
AT AT =y ar Ty AE LTHITE 285
cs3Label: cs3 D
cs3: <available memory>
AT 47— arZrANE LTHITE DRA &
csd4Label: cs4 D
cs4: <fragments memory>
av T4 L= ary 7y ANOFT, HER:ETH L
FEE LT ) TR

Ny
Z

e

H
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THEBEFTLOAL 7 4 T L—3 3 L OREEXRBENDEEED 20%AKTE DA

EEN

+ AX8600S/AX8300S/AX4600S/AX3800S/AX3660S/AX3650S/AX3640S/AX2300S

X2

LR OE IR IEE O Syslog ZAIT 5 &, FH 0:00 £ T, YeE xR E

O EMIE L ET,

1.8.2 E-mail @40

AX-Security-Controller I%, A~ R84 LUNMREEA E-mail @AIJEI@ENT 5 Z &0

TEET,

%= 1-49 E-mail BEFER—%

IHH

st B

A T v MR

A T v MESRERE CRE LA XY N @ E-mail & H
JILET,
EEHIE, A MNRAERTT,

TEHILAR— b

H, #, H¥EAIZNE L7 LAR— MERO E-mail 2 H 5
L7,
EEREIT, FTETT,

HHAL - 48 H 0:00 JST

FEAL : AR E 0:00 JST

HEAL : /A 1 B 0:00JST

5 A& AR

A4 AR#E D E-mail ZH A L E1,
ﬁh%%i TRT,
A A5%N 3 A wi9:00 JST
FTA & AIEN 1 HH T 9:00 IST
FTA B ARENT BEiH4EH 9:00 JST
7 A &2 A PN 9:00 JST

TA A=V

Web A % 7 x—RIZL Y, E-mail EEO Y —s3~ L
T A KA —=)L®D E-mail 71 LFET,

EEZIT, Web A v ¥ 72— RIZLARZ U FTFIET
TO

Ui A BHE D B-mail 2 1) L ET,
FERERIT, ANV PRAERTTY,

PR E B O E-mail ) LET,
EEEIL, A XV FRAERETT,
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(1) 7o kan
A LR TR B 7 1 b S TR OWT A E 72 ) £,

£ 1-50 #EHEIOFaIL—E

EHE7oral R BA
SMTP A=Y —N L OB SMTP 2 LEd, A—b
Y=L OBE IR L ENERE A,
SMTP STARTTLS A =LY — XL ORI SMTP #4EH L, STARTTLS

WXV LEE LB ZRWVWET, A=) —EDidE
I slbsnEd,

SMTPS A=Y= @Tﬁﬁ SMTPS #fffH L %4, x—/L
P— L OWEF IR S E T,

A =L — )L D SMTP WiFIX FieoWFhmne 720 4,

= 1-51 SMTP FBiE—%&

SMTP 323 Hi]
L SMTP Z8GEE B Z 72V EH A,
H0 SMTP #iEx B Z 2\ ET,
CRAM-MDS5, PLAIN, LOGIN DJEIZ, #RiEZ A E T,

(2) A=AV ETDOEBIA—T Y b
FEA—VTHEMT DA =N~y FOMET +—~ v MIFE 720 £7,

R 1-52 A=Ay SFHBEIX—<T Y+

J4—ILF &
Content-Type text/plain; charset="utf-8"
Content-Transfer-Encoding base64
MIME-Version 1.0
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@) AT MREEAYE—VT+—T Y b
AT U MNMERHEHED A v — T —<y MILLFERY 9,

R 1-53 AT U MEREEDOA v E—DTF—T Y b

Subject AL
NE
AT U RFE | AR HEE  <%ZfE B>
A GEAR EE ) TIAT N <7 TAT v NAFR>

74T MER <7 T AT N>
T ITAL VAT <® T AL NFR>
S ABSEE < V— AR S >
YX a2 VT4 T A NEEM <X VT 4 T R
v 7 <%A{g Syslog>
<ZAE A K>
A VT v MRENH B
<7 TAT v NLFR>
Syslog (5 L1=7 747 » NFR
<7 ZA 7T v MNER>
Syslog %25 L1=7 74 7 > MR
<k T RA L NELF>
AT RRRAE LI T A MAFR
<L— VB>
~ v F LT — AR S
<tF a2 VT 47 VT F>
Biktex a7 0 7 4V H M
<% A% Syslog>
=5 L 7= Syslog
AT | ZERE <G B>
EGEEHI 7 —) DITAT VMR < TA T NAFR>
74T MER <7 T AT N>
T ITA VAT <B T AL N FR>
S ARSI - <V— AR S >
X2 VT AT ANEEIE <X YT 4 T 4 VB EI>
B 7 . <5A{F Syslog>
<ZA& A K>
A VT NMRAEH R
<7 TAT v NLFR>
Syslog #(5 L1=7 747 » N
<7 ZA 7T v MNER>
Syslog %25 L1=7 74 7 > MR
<k T A2 NELF>
ATV RRRAE LI T A MAFR
<JL— LB S fE>
~ v F LI — B S B
<EX2 VT 47 4 FEMH>
Biktx =2 U7 47 4V H &M
<% A% Syslog>
{5 L 7= Syslog
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Subject

X

nE

AU TTF UM
E(FEIER)

ZAE A - <[5 Ak

TIAT N < TAT v NAFR>

I A T NFER <7 T AT MFER>

B TR NG <B T AL NAFR>

VARG <L— R >

X2 UT 4 T ANEERE <X VT 4 T 4V E S >
1 7 <%A8 Syslog>

<%AE A >

AT MRa B
<ITAT v N>

Syslog #3285 L= 747 > bR
<7 A7 v MER>

Syslog %25 L1=7 74 7 > MR
<t 7 AL NEGFR>

AT U NRRELERE A MR
<L— AR S >

< F LT — AR
<EX2 VT 47 4 VHEMH>

ZH
<13 Syslog>

=5 L7z Syslog
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4) EBLR—bAYE—DTHF—T v b
THHLR—=FDRA v =TT —<y MILLTFERY £4,

= 1-54 FEHLR—FDAVE—TTFH—<T Y b

Subject AL
NE
Hffitx =l AfEF 2 U7 ¢ LR — MN<UUEEBHLA B > ~<IVEEHE T HRE>)
T4 LAR— (<
I H>) WA T MEEERENA T v MR

ARt <A TV PREMR(ERH>

Syslog ##(CEF) : <A > 37 > b I A4 (CEF)>

ST Ty NT—=7 A2 RMRT 747 04—/« <
A 2T v MR (Palo)>

WX VT 7V RREHERE B DR S B R I
)

Gt i <BEX 2 VT 4 7 4 VA HEHEFH>

Syslog H#5(CEF) : <t ¥ = U 7 ¢ 7 4 /L X i1 CEF)>
NETIRFRy FU—=T A WERT 747 7 —1df <
xR =V T 47 4V F R (Palo)>

TMPM ## : <t ¥ =2V 7 4 7 4 VX #EFHTMPM)>
FENEN : <& X =2 VT 1 7 4 VE (>

W1 2T MERGEMEHT 10 1)

ZA5 B <A5 H K>

T IGAT VNGRS 1< FAT v NEF>

TIAT v NFER <7 TA T NER>

BT A L N <B S A BT

X2 VT TV BN <X )T 4 T 4 H >
v <5{§ Syslog>

ZA5 AW - <Z{5 A EE>

UIGAT NTR <Y FAT v N>

TTAT v NFEY] <7 TAT v MFER>

YA MR <B T AL N>

YX 2T A T4 NEER <X 2T 4 T 4 >
a7 . <%A{g Syslog>

SRS

IVAE B (YYYY/mm/dd 1K)
<UEERHAA H p>

IAERR AR H RF(YYY Y/mm/dd HH:MM:SS FE =)
<UUEEHE T AR

VLT HFF(YYYY/mm/dd HH:MM:SS JE ()

<A 2T NREAEM(ER)>
ISR BAMICRAEZ A LioA 2T v MES(< e
Gkl
#%1: [Syslog #FE(CEF)| 721X "\e 7V by hTU—
JARM T 7 AT I — N EDHHE] DT LA
BhIRF D It 7
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Subject

X

AE

<A T v NEAME(CEF)>
IR SeF R AR Syslog 38 45(CEF)? Syslog 7 74 7> F T
BAEZRBA LA 2T o MEB(<IEE>1)*2
3%2: [Syslog J##E(CEF)| DT A & v AFNEED R H T

<A T v MM (Palo)>
WEERI S Sa TV bRy hT—27 2 REEART 7 A
T U A —VEEED Syslog 7 T A T RN CHAERI LT
A T v M (<SR
X3 R 7 )V vk NT—T AR T 7 A4 T O —)L
EDHEEE | DT A AFHEEO RS

<tF =2V T4 74 NEREEEH)>
IR TR COREF X2 VT 4 7 4 VZ 1K,
IS BN RR LT 2 ) T 4 7 4 V2 3%
(SFRTE T BB < B A B /<R B He 1)

<tF¥ = U7 47 4 VFHEHCEF)>
HHEEHERE DS Syslog EHE(CEF) DY ¥ 2 U T 4 7 ¢ /L 21T
2 BRIE T I Bk R BRATEER (<R E B A IR /< B K
> /<R BRAE ) 4
%4: [Syslog #HE(CEF)| DT A & AGREED IS

<tFx =2V T 474 NFHEH(Palo)>
RN TV R Ry RU—T X KRR T7 747
VA —VHEOEX 2 U T 4 T 4 N FITKET DR ER
BRI R (<FR TE W B <R kA B R < f B
>y
5. (a7 bRy NT—7 AR T 7 A4 T 74—
EDEHE ] DT A L AFEDO R S

<tXxa VU747 4 VZKEHTMPM)>
HHEEEES TMPM DB X2 ) T ¢ 7 4 L ZITHT 5
BRTE I I G SRR B (<R B I B < B S A B>
[<FRERAEE> 1Ry o
%6: [FL > R~A 27 1 DDUTMPM & O] ©F A+
VARG T

<tX=2VT 474 VEHREN(FE)>
HHEENFENEMO Y X 2 U T 0 7 4 VL2 TR D%
TE T I 85 e/ PR BRAT B (<R TE T AR B PR 1< B Sk B> /<
FRBRAE S 1)

<5 H RE>
A 2T MRFNH K

<TTAT v NELFR>
Syslog #%(8 L1=7 747 > bR

<7 A7 NER]>
Syslog %5 L7 4 7 > MR

<k 7 A2 NEF>
AT NN ELTZ®E T A NARR

<txaUT 47 4 NH %M
B2 VT 07 4 L H M

<5213 Syslog>
=5 L7z Syslog
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Subject

X

nE

HAEX=Y
T4 LR— bM<
AR I RE>)

WHEF =2 U7 ¢ LAR— b (<UUEERIAR B Rp>~<IUEER T H )

W1 YT MEEREHA T MRAEE)

Bt <A T v PRAEEBER)>

Syslog H#4(CEF) : <A > 37 b 3£ (CEF)>

NaT N RRy =T A2 WHRT 747 0 —LEf <
A T v MFEA R (Palo)>

WX T 7V RREHERE B DR B G R BRI
)

Bt <BEX 2 VT 4 7 4 VA HEHEFH>

Syslog 1##5(CEF) : <t ¥ = U7 ¢ 7 4 /L X i1 CEF)>
N7 bFy NT—=2 A RERT 747 0+ —/LiH <
X =2V T 47 4V H RN Palo)>

TMPM i : <t F = U T ¢ 7 4 L ZHHEHTMPM)>
FEEEN . <&X 2 VT 1 7 4 VX HREH(FE)>

WA T MEEEREEHE N ER(H HAL)
IWEER @ AN

YYYY/mm/dd : <{%>
YYYY/mm/dd : <{%>

Wt T 7 4V H RS NER(H L)

INEE B @ BRE G A B S B R bR
YYYY/mm/dd : < 7E 3 A 1< SR <SR bR A
YYYY/mm/dd : <% & # Ao 1< B SRS /<R R e

<UL >

PAEBF(YYYY/mm/dd~YYYY/mm/dd F£X)
<UXEEBR 4R A Fp>
<UNEERET A >

<A T2 RN RAEME(ER)>

<A > T v NEAME(CEF)>

<A T v MNREEHE(Palo)>

<tX = UT 4 7 4 VEKEHERH>

<tF* a2 VT 471 NVZHEHCEF)>

<BF¥ =2 U7 4 7 4 VFHEH(Palo)>

<tx=2UT 474NV FHEHTMPM)>
<X VT 47 4 VEE(EFH>

HElEx = U7 ¢ LR — MN<UE B>) O 5B 2 2 B
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Subject AL
2l
AftEFx=V AMlEF=2 U7 ¢ LR — M<UEERAA A Rp>~<UVEERE T H RE>)
T4 LAR— <
IAE HHITET>) BT MEEEREN (A T v MR

Bt <A v UT v PRAEEBERH>

Syslog H#4(CEF) : <A > 37 b 3£ (CEF)>

NaT N RRy =T A2 WHRT 747 0 —LEf <
A T v MFEA R (Palo)>

WX T 7V RREHERE B DR B G R BRI
)

Bt <BEX 2 VT 4 7 4 VA HEHEFH>

Syslog 1##5(CEF) : <t ¥ = U7 ¢ 7 4 /L X i1 CEF)>
NaT7NRFRy NT—7 A2 RIMT 7 A4 7 7+ — L <
X =2V T 47 4V H RN Palo)>

TMPM i : <t F = U T ¢ 7 4 L ZHHEHTMPM)>
FEEEN . <&X 2 VT 1 7 4 VX HREH(FE)>

W 2T v MEER TR ARRGE HALD)
UV AR « A%
YYYY#mm A %18 : <H¥e

Wt UT 7 L FREHERNGRGE AL

IR HARE] « BRTE U A B B S B B B

YYYY #Emm A 18 : <f%EH A He/<B e Ho/<fiikk
45>

YYYY FEmm H 55238 : <iREE ML /<BR G5 <M
45>

WA T M EEEREFHE N ER(H HAL)
INEER @ FAEMK

YYYY/mm/dd : <{F%>

YYYY/mm/dd : <{F%>

W= VT 7 4V ZRREHEHRPNER(H BT

I : BRIE G AR B SR/ R BRI 4K

YYYY/mm/dd : <a% i85 A AE /< S5 /< R bR 5>
YYYY/mm/dd : <& E ¥ A /< B BB /< i R e
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Subject

X

nE

<UL >

IEHB(YYYY/mm/dd~YYYY/mm/dd £ =X)

<UINERBH AR H >

<INERAE T H K>

<A T v NEEMEEFH>

<A T v NEAEE(CEF)>

<A T v MNEESHE(Palo)>
<tEX a2 U7 474 NVEREARH>
<tXx=2UT 17 4 /VFHEHCEF)>
<tXx=2UT 47 4L FHE(Palo)>
<tF¥ o UTF 47 4 NFHEHTMPM)>
<k X2 UT 47 4 VEREER>

AlEx =2 V7 4 LAR— M<IUE B> OK A Z SR

5) ALV RBEEA Y E—UTH—T Y b

FGAB L ABEDRA v —V T —< v MILLT &0 F9,

x 1-56 SAEVRABEEDA vE—DT+—T v b

Subject

X

nE

<T A ¥ ALRE)
F TOHE>H%IC
FA B ANK
HLET

TA L AFER ) TV 1 <T A B AFRIS(<V ) T IVE S
>)

—IEETA v AFER( Y T <TA B AFEB>(< Y

TV T>)

HRZ AT RAPERD SHE, ERTA T X5 ad%

ARIIR « <G 20HIIR>

TAVUAN<T A AR ETOMFSZRIZEZI L ET,
IERTA B AZBMLTLZEN,

<F A & AFERI]>

S A& ADFE

<V U T NEET>

FTABADV Y T NVES

<A ZNHR>

TAB AR T D AR
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Subject A

NE
TABUVANK | TABAFERI( Y TV) : <TA B AFERI>(<V U TIVE S
HLEL >)

—JEETA v AFER( Y T <TA ' AFEB>(< Y
TV T>)

RS o1+ AP BHL AR 51 T RIp T
FNHR - <H SR

TARABPRILELL,

<T At AFER]>
S At ADFEE
<V U T NET>
FAB L ADV Y T LVEE
<f3 Zh Iy FR>
FA v ANKRNT D HEF

6) FARA—ILAVE—CTH—Ty b

TARA=NLDA =T —<w MILLFEZ2D £97,

R 156 TRARA—ILDAYE—UTA—T Yk

Subject AX
NE
AX-Security- AX-Security-Controller £t 7 A

Controller #2557
2 b

SBENSCA TR - <SBAnSE4 B>
E(E AR <3 AR

<HEAESEA >
N e B

<PEMF H K>
A—)VEFEE LT HIRE
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(7) WEKREHEA v E—DT74H—T Y b
WK D A v —V T 3 —~ v MILLTF &R0 £9,

£ 1-57 BERBHEOAVE—STH—T v b

Subject AL

N

TA YT ARE | Bt HRF . <BEei H >

SRim AR O A | WENIEEG T RE <@ Engp kg T H R
BILE L BEGEn K%L © <host number>15

W E AR - <host name>
A~— RS . <port number>
R—bhxA YT A : <port alias>
VLAN ID : <vlan id>
AR MAC 7 R LA : <mac address>, Wi KIP 7 RL A :
<ip address>

%Muvﬂwﬂjﬁﬁﬁéﬁu,%%mw7%wx
Fo5p & 5%

TA U T ARBERAROBER AR LE L,
<Hfe 0 RF>
T A VT ARBERGA OB 2 WA Lz B R
<T@ ELE R T H >
ENNE 2N T 95 AR
<host number>
T A VT ARG AR OB
<host name>
BB A R
<port number>
B E O R — &R
<port alias>

BGOSR DA — N BT RHET  A— h A U T R (H—
1\31/1))727361%5”‘?%@%:', Z8H)
<vlan id>

BEfgidii® O VLAN ID(VLAN ID 23R BUSDOBA, 22H)
<mac address>
Bt R DO MAC 7 R L&
<ip address>
BERAR D IP 7 L AP 7 R U ANTEE LA WEEA, 24
H)

%

B DGR AR O E-mail dHZWEEHT 5L, 10 HE, F— MACT KL ATH
4 M e R O 2 ik U £ 9,
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(8) EENFREBMEA Y E—CT4+—T Y b
BRI RIEEEED A v —Y T —~<y MILLTF &0 3,

*® 1-58 EENFEEFHENA vtE—TT+—< v k

Subject AX
N
a7 g URE | BHMGEEATR  <EEA >
RL AR DR2 EHEXFRIERE IP 7 KA : <ip address>

EHRRIEEE T L IEET T >

W= 7 IRE
<aAUT 4 TRE>

BHSHRMEEBO T 4 S L— g USRETRT] L7 B ATHRE
HRH 9,
a7 4 b— g D save B{THo TL &,
<HE{E A4 PR>
B IR R AL S 4 B
<ip address>
EHSRIEBEOIP T R A
<EBEET >
BRI O EE T
<aAUT 4 TRE>
EHSREEOa T 40 L — g VURE

X

FTHEBEBETLOIL T 4 7L — 3 L OEIFEDNERED 20%ALHEOHEAIT
HEN

+ AX8600S/AX8300S/AX4600S/AX3800S/AX3660S/AX3650S/AX3640S/AX2300S

B OB GEEE O E-mail AIA AT 5L, 2H 0:00 £ T, Y& TSR
S OB AE ML LE,
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1.9 LER—F

191 EFaUT4qLAR—F

AX-Security-Controller I%, A > 7 > MEREHEE, BLIOEX=2U T 17 4 VX EH
X2 U7 4 LAR—RMELTHATHI ENHRETT,

TF =2 VT 4 LA— M, E-mail (1.82)%°, Web £ v ¥ 7 =—Z(6.1.83))IC L 0 feil
THZENTEET,

BT o8Fa YT 4 LR— FORERE, BLOARZ TRIRLET,

& 1-59 ¥ )T 1 LR— OUREEHE

HH R Bz
HEAL | 4 H 0:00 JST T H @ 0:00 JST 225, 23:59 IST £ TOfF#H%
BEELES

WHAL | mEARER 0:00JST | BEO A RER 0:00 JST 725, HEEH 23:59 JST
ETCOFHRENEL £F

A EAL A 1 H 0:00JST F2AD 1 H 0:00JST 228, AAHK23:59JST £ T
DIERAEIE L F3

® 1-60 %27« LR—bOHARNE (BER)

1B £ B
AT v MEERE AENOA T v MRAEBEN 2Hh LE
AT v MR ER
X VT 47 4 VEKEE AHEMNOEX 2 YT 7 4 VZ OREF A
- REBEAME B EAERRIFEC L E T,
et
fig bR

AT MEREEMOEET 101 | A>T v MEROEH 10 EE2 L ET,

31 &Ft, Syslog #HEE(CEF), \u7 /L hxy hT—27 2 W7 74 T 04—
JVEHE T L U E T, Syslog HHE(CEF), a7 L b3y hU—27 A2 KR T 7
AT 7 r—/VH#EL, TA v AEYEICHILET,

%2« G, Syslog @#%(CEF), /a7 /L hxy bU—7 X MR T 747 74—
JVEEE S TMPM s, FEhZ 212 J LEJ, Syslog ##E(CEF), /a7 /L k3w b
T—27 A W7 74 7 04—V, TMPM EHIL, 74 B AFMMCH L
ij‘o
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DOHARAE GBEA)

IHH

st B

A VT v BB
A T NI

WESr DA T v MRAEES A
HALET,

?%1)7‘474’/1/&#“'

BEMNOEX2 VT 4 74 VED

R AR R TE I I R A PR B 02
BRI EHALET,
FEBRIT 2K

A 22T AT R NER(F HAL) HEALOA 2T v IS %
AT HAOLETS,

X270 7 4/V&#D+TH§&WHR(E| ﬁ{i) HEMNOEX2UT 4 T 4 VEZD
BE T A R A AR R S R PR R 4502
BRI 2R LET,

FEBRIT 2K

%1 &Ft, Syslog #HH(CEF),
JVEEE T LT ) L E T, Syslog H#5(CEF),

NRaeF7NV bRy NI—F7 A KRR T7 7 A4 T 04—
NRa7 )V bRy hU—27 2 T 7

AT U —NVEEEL, TA R AFEHRHIE I L ET,

%2 . &Ft, Syslog #E(CEF), ~Xe 7 /L k

Ry =72 WERT 74T 04—
SV TMPM i, FEhZ &I LET, Syslog % (CEF),

Va1 VI ST

— 7 2 R T 74 T 7 —/LEEE TMPM B#%, S4B ZAFECH L

£7,

x 1-62 ¥ T4 LKR—

FOHARE (READ)

IHH

st B

A VT v BB
A T NI

HYALDOA T v DRAMH
EHALET,

?%1)7‘474’/1/&#“'

ABEMOEX2 )T 4 74 NHD

R EHE K B TE T A S B R SR 2
“ﬁ#@ ZHAOLET,
FEBRAE AL
A T v MEEEREHE RN ER OB §AT) BHEAL DA T v DR
FEAEE ZHADLET,
?%1)7474w&##H$Wﬁ@ﬁﬁo HENOEX2 VT 47 4 LZD
R E R K B TE T P SR A B R R A 2
BRI E ZHDLET,
fRBRAE R
A T v NEER G EHRANER(H EAL) HENL. DA T o b IREAMR
FEAM EHDLET,
ﬁ%;)7474w5ﬁﬁhﬁWﬁﬁﬂﬂm HENOEX2 YT 4 74 FD
% E 1 A B TE T A S A B R R
%ﬁ#ﬁ ZHDLET,
BRI

%1 . &Ft, Syslog #E(CEF), /X7 /L k

Xy hI—7 R WMRT 74T 7 —
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JLiEE L I U E 4, Syslog HHE(CEF), a7 L kR y hU—27 & KT 7
AT U — VL, TR AR LET,

32 . &Ft, Syslog #HE(CEF), X7 )V hxy hT—7 2 W7 74T 04—
JLEEE . TMPM 4, FEhZT &I LET, Syslog ##E(CEF), /S22 7 /L k3 K
T—7 A T 747 U —/ViEEE, TMPME#EIX, 748 AFHRFICH L
S5
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1.10 Im KRB ENERERKAE

1.10.1

BENEE

AX-Security-Controller(Tracker)i%, AX-Security-Controller(Manager)® k7~ & 4 FLHHE
T L fF RIS &, SmkoB@BEELZHEH L, RSN 1EROHE
Mz TFTRIRLET,

& 1-63 BIBEEICEITNDHIFHR
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i SR H(E BRAARE AN T STk D7 KL A
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A7 E T BEBIBREZNCR D TFEL CWAH Ry b U —27 EOBHT
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Pefoc M WG R T R &5 BAGIE R D 75 (FVHAAD)

¥, FTROLHINRT—ATIE, FieBEREELZER L, SARBRAOBIERMGE &
R THA 2 DRBEEZEH L E7,

S GEERE T LI2iARAY, 15 & PR

CWETOIAKD, BEEEE L IR LT F LA THlfE %k

BEPOMKRABEI LT, RARLR— b

it
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111 248X

1.11.1

SA 1 ADERK

AX-Security-Controller 1%, »7 A7 V7 v av XY 7 by =7 T3, KV 7 b
T lE, FROTA B ANLRD ET,

x 1-64 A4t XADAER

IBH

Bl

HARIT B A

AX-Security-Controller Z {4 57-8HD 7
S (W)

BHRRAAL v FYRET A B A

BERRAA v FREIREST D2720D T A
TR (FT v a)

BSR4 YL ALAN 2 ha—
TR AR

BERB U A Y LA LAN 22 hr—J ¥

EYRET HI200DTA B A(ET v a V)

TRROBEERTT VDR T,
JAVYLALAN 2> ha—5
AXprimoW

INEREHE T A 7 2 R

X2 VT EEEEET DD T M E
VA (AT )

1.11.2 EAHME

FTABAE, WIFEETA B AGIABEREANS ISHABOARETER)E, 14F
MEET A2 A2 HEND 2 DIZHEINET, PIENIWEE T A A2
WzE &, 24EA LI MR T 2881, | FEET A B ADOBANNLETY,

& 1-65 4t X0fFEAHARBGI

1458 2 FH LR
AT AR L N (e VS
BVEET AL R) (LFFIERZ A £ R)
EHRRBAA v FYART A B A EHRRBAA v FHART A B A
(WIEEZ A ' R) (1 FIER T A L R)
EHHRUAY L ALAN 2 hr— | FEHRUA YL ALAN 22 b — Tk
FYET A A I e A
(WHEFE 7 A & R) (1 FIEE 7 A & R)
SR T A R SR T A R
WEEZ A R) (1R T A £ R)
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2. ENMESHE

ZOETIL, AX-Security-Controller DEIMESRA: & T DUNEFRM LR FTREY =775
IO THHALE T,
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2.1.1 EEMERY FDO—2
BHT 53y hU—27I2BF % AX-Security-Controller DINE M2 IR L £,

x 2-1 EERRRY FI—VICHYTHINEEH

m EH INEEH

5 WAN 1o — | o K 64 R— b
3| X VT A BB TR kP RS A b
4 KR A — (R K 64 B — b
5 KR TE A — | GEIE R K 64 A — b

Al FEHHRAAL v FIRTA B RAITEY, EROFEI D REVWEZBEK L T
b, BIERAET D EGGIEERIT EROE L 20 £,

%2 1000 ZEE DL EOBREE CEMES E WS, HYEEICHOWEDELEI 0,

w3 Voo 77U —varR—MOLEaE, MT 2R — Ny OB TiE
LET,

X4 EROMBEEI VD REWEZBRERL TS, BERIET 28— MU EROE L 72
D i‘g_o

S EHEDERAEEL, EEOMTRMRSA 2 v ZBO)IZh D67, AX-
Security-Controller ([Z84%9 5 IP 7 KL A 1 DTl HEHZET,

2.1.2 Syslog

Syslog (2495 AX-Security-Controller DUXAFEFM: % RIZTR L £,

+& 2-2 Syslog IZBET BUNEEMH

# I5H IRBE&H

1 Syslog 7 747~ MM& K10 7 AT b
2 Syslog H— /3% R 10—

3 %15 Syslog fRHEk K 10,000 A vt —3%

¥ TXTD Syslog 7 7 A 7 hOEFHCREFT ST,
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213 AT hMadHIL—IL

A>T v Mliv— W IZBIT 5, Syslog 7 7 A 72 b I & @ AX-Security-Controller
DNEFMFZRIT R LET,

K23 ATy RHMEIL—IILIZEAT HNRESEH

# IEH INAEH
1 AT v MV — 1000

2 | N VNICRHE TE D50 | feok 6 FE
3 2—PEFRIET 1 — /I NI 10

214  ImRBENEE

SRR ENEIFEIZ B4 5 AX-Security-Controller DUXNESA: 2RI L £,

x 2-4 mABBEECEY INEEY

# 1B INAEH
1 JE FRECRAT T K 3650 H *!
2 JERE DA B REA—NR—L2 5720
(BIRRIFXI ROMGAEL, SiABEI O +43 e e X R
FEAAEE)

XD 1~3650 Ofs ERIEREHM+1 B LLERTOBRIX, ~N—F T4 27 OEEI
b 59, BETHIBRINE T,

X2 TR NA LI EDZEEFEE N AN— FF 4 A7 ITHETT, N—RFF 4 A7
BEET—N—FT2LHLVBENGRERTERIRDIZD, "= FT 4 AT DEIR
B +oIiR L ETEMA LTSN,

13RO 1 H &7 0 OE(E B TR B /A AR) X F8 &R FECRAE IR () X AR 2K
X 1"3[Kbyte/[A]]

X3 A U T ARMEAREOHE R, L TVWL2A YT ZADKRE S TRK
64Kbyte £ CTHE L £7,

215 +EITAVEL

BHT LB 7 A > MZBIT 5D AX-Security-Controller DUNF G2 RIZR L ET,

x 25 AV KNIEATIRESEH

# 1EH IR EH
1 5T 7 A v bR K 10
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# I5H IREEH

2 AT v M — VKL 1000( 7" A >k HAAT)

3 KRR E A — b (G M) HH 2 BK 64 7R— N(& 7 A L T

4 KRR A AN — b B ) E 2 IR 64 W— b (2 A v K E)

5 | X2 VT 47 4K AEfRRA R 1(E T A v FHEAD
3 a— IV

Xl EROMELD REVWVEZREELTCH, BfERRERE S A MR ELRDE L
B0 FET, RBEEELAE T AV, BLOEFIEL S A2 ML, ZOWNEBSHEOHK
WZaEiHrERFA,

EXl Voo 77—y a R — bOBAE, WRT2WER— Ny TEE
Lij—o

2 EROEI D RESVEZSELTYH, BERIET 58— MUT EROE & 72
DETJ,

2.1.6 E4V
~ v FIZB$ % AX-Security-Controller DUXAFEFM: 2RI L £,

® 2-6 vy SICEATHNBEEN

# IHH INEEH
1 < I 500
2 < v T O OFE TR 500
3 ~ v 7B O FEE T 7 A LA X2 IMB
4 TA AT 7 A VR 8000
5 TA AT 7 A YA 2 500KB

X FEDN SIS E AR O BT, BERAET 2 - HBEIT LR OME L2V *
\j—o

A2 WREBR T 7 ANV A XOEFE, TAALEBRT 7 A4 VA XOEFHDZE
TN N— R T ATIRETT, N— T 4 AV EFEEF == DL
BHE T 7 A NRT A AL T 7 A VIR TE LD, N—FT 4 AT D
EERELTHICHER LI ETEH LT EEN,

21.7 E-mail

E-mail (289" % AX-Security-Controller DA FRMZRIZR LET,
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IREEH
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T A Y7 AT % AX-Security-Controller DI S22 RIZTR L ET,
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REEH
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79



2 S

22 (FEHAAfgEY I IS

2.2.1  AX-Security-Controller(Manager) C{ERRIREHE D = T T 54

AX-Security-Controller(Manager) CEHRIRE/R U = 7 7 7 U &2 IR L £,

x 29 FERAAELYVITIISOY
DxJTZ0Y
Firefox 91 ESR (Extended Support Release)
Google Chrome (##7Thi)

2.2.2  AX-Security-Controller(Viewer) C{ERAIgelE o = T TS5 HH
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CSS3 MR ATRE Th D&
JavaScript(ECMA Script 2015) 23R FIRE CHHZ &

2.2.3  AX-Security-Controller(Tracker) CERAEEE D = T TS Y

AX-Security-Controller(Tracker) CHEH FIRE/R 7 = 77 7 U W OEM 2 RITIR L E T,

® 2-11 FERAAIELGYITISOY
vxIII0Y
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ELTWDLHADHMETT,
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AX4600S + AX3800S - AX3660S + AX3650S + AX2500S(A & 7 {fi HIKf)
AUTO ACL IPV4 <fH|J7H> <switch no.> 0 <port no.>
AUTO ACL IPV6 <f&H|J71H> <switch no.> 0 <port no.>

AX8600S + AX8300S
AUTO_ACL_ADVANCE_<## i /7 [A]>_<nif no.>_<port no.>

AX260A + AX3640S *+ AX2500S(A ¥ v 7 AAfi FIF)
AUTO_ACL _IPV4 <f&{H{ 7 [F> 0 _<port no.>
AUTO_ACL IPV6 <f&H{J7[H> 0 <port no.>

AX2300S
AUTO ACL IPV4 < J5[A)> <switch no.> 0 <port no.>

AX2200S + AX2100S
AUTO_ACL_IPV4 <f&{H{ /717> 0 <port no.>

AXprimoM210
AUTO_ACL IPV4 IN 1 <portno.>

AUTO_ACL IPV6 IN 1 <portno.>

AX620R 1L, LITN &2 £9,

GigaEthernet/FastEthernet D455
<ACL FERI|><Hk i J7 [f1>eth<slot><port><sub-if><~7 - /L & FhjHI[>
Tunnel DE

<ACL FERI><#: ) 7 [f>tun<device>00< 7 - /L & FRI>

& 36 AX620RDT7 IR RMEIMDT 4 —IL FDEREA

- BXE

IHH B st B

ACL Ff ] ip4 IPv4 Ny MIRET D7 4 V2R LET,

ip6 IPv6 /X7 MZXT D7 4V EERLET,

i daswali i Inbound Al ~D 7 4 VX ZR L ET,

0 Outbound ll~D 7 4 NV Z Zx L E9,

TTILDOEE, 0 & LTLEEN,

0-9 Slot K5 %R LET, Slot HHNIE(E L7\ EERE

Ol L LTLEE W,

port 00-99 Port H o5&~ LET, a5 72k 2Hr
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IHH & B
sub-if 0000-9999 | T AL X T2 —AEZBEE R LET, Pr T4
LD AMIDOEEE LTI,
device 0000-9999 | TNA AFEEERLET, Br T o 72k Y
AMTOEEE LT IEEW,
7 4V ETER b BIEEW AR ET,

TI2EAVA N 20N COEMTHUEOH LA — M TRl LET,

O SRENET DA
ZAEMORMGFEICT 72 AU A NE#EALET,

@ WAN L#fid 28—k
EEZEmMOBEB ST 72 A A2 M@ LET,

@ X2 VT AHEE~DIT—AR—|

EEMOKRE T 782 2 N E2@EMALET,

EEMOREAMZT 722 ) 2 MEEHLET,
® T27EvRYAMLER—b

ZEAOBRESFMICT 782 ) 2 N E2EALET,

AX3660S, AX2500S, BLVAX620R ICBITLHT7 27 AV X MBI Z Fillls L

\i @—O
& 3-1 AX3660S D7 VR ') R +DiERAH
i3] A—HFxy biR—F
VAR R — k interface gigabitethernet 1/0/1
interface gigabitethernet 1/0/2
WAN 826 — b interface gigabitethernet 1/0/3
interface gigabitethernet 1/0/4
I TR —F interface gigabitethernet 1/0/5
interface gigabitethernet 1/0/6
KRR E A — N (32{51f]) | interface gigabitethernet 1/0/7
Tk fia% & A — h(E{E1) | interface gigabitethernet 1/0/8
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interface gigabitethernet 1/0/1
ip access-group AUTO_ACL IPV4 IN 1 0 lin
ipv6 traffic-filter AUTO_ACL IPV6 IN 1 0 1in
!
interface gigabitethernet 1/0/2
ip access-group AUTO_ACL IPV4 IN 1 0 2in
ipv6 traffic-filter AUTO_ACL IPV6 IN 1 0 2in
!
interface gigabitethernet 1/0/3
ip access-group AUTO_ACL IPV4 IN_ 1 0 3in
ip access-group AUTO_ACL _IPV4 OUT 1 0 3 out
ipv6 traffic-filter AUTO_ACL IPV6 IN 1 0 3in

ipv6 traffic-filter AUTO_ACL IPV6 _OUT 1 0 3
out

!

interface gigabitethernet 1/0/4
ip access-group AUTO_ACL IPV4 IN_1 0 41in
ip access-group AUTO_ACL _IPV4 OUT 1 0 4 out
ipv6 traffic-filter AUTO_ACL IPV6 IN 1 0 4in

ipv6 traffic-filter AUTO_ACL IPV6_OUT 1 0 4
out

!
interface gigabitethernet 1/0/5
ip access-group AUTO_ACL _IPV4 OUT 1 0 5 out

ipv6 traffic-filter AUTO_ACL IPV6_OUT 1 0 5
out

!
interface gigabitethernet 1/0/6
ip access-group AUTO_ACL _IPV4 OUT _1 0 6 out

ipv6 traffic-filter AUTO_ACL IPV6_OUT 1 0 6
out

interface gigabitethernet 1/0/7
ip access-group AUTO_ACL IPV4 IN 1 0 7in
ipv6 traffic-filter AUTO_ACL IPV6 IN 1 0 7in

!

interface gigabitethernet 1/0/8
ip access-group AUTO_ACL _IPV4 OUT_1 0 8 out

ipv6 traffic-filter AUTO_ACL IPV6_OUT 1 0 8
out

ip access-list extended AUTO_ACL IPV4 IN 1 0 1
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL IPV4 IN 1 0 2
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL IPV4 IN 1 0 3
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL IPV4 IN 1 0 4
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL IPV4 IN 1 0 7
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4 OUT 1 0 3
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4 OUT 1 0 4
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4 OUT 1 0 5
4294967294 deny ip any any

!

ip access-list extended AUTO_ACL_IPV4 OUT 1 0 6
4294967294 deny ip any any

!

ip access-list extended AUTO_ACL_1PV4 OUT 1 0 8
4294967294 permit ip any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_1
4294967294 permit ip any any

!

ipv6 access-list AUTO_ACL _IPV6 IN 1 0 2
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL IPV6 IN 1 0 3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL IPV6 IN 1 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL IPV6 IN 1 0 7
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL _IPV6 OUT 1 0 3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL IPV6_OUT 1 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL _IPV6_OUT 1 05
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

!

ipv6 access-list AUTO_ACL _IPV6_OUT_1 0 6
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

!
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RE

ipv6 access-list AUTO_ACL _IPV6_OUT 1 0 8
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

& 3-8 AX2500S D7 VR R +DiE RS

R

A—H%Fy bR=—F

i AU AN — b

interface gigabitethernet 0/3
interface gigabitethernet 0/4

TEAR— B (ZIEM)

S B SU
TKEREX

interface gigabitethernet 0/7

interface gigabitethernet 0/3
ip access-group AUTO_ACL IPV4 IN 0 3in
ipv6 traffic-filter AUTO_ACL IPV6_IN 0 3in
!
interface gigabitethernet 0/4
ip access-group AUTO_ACL IPV4 IN 0 4in
ipv6 traffic-filter AUTO_ACL IPV6_IN 0 4in
!
interface gigabitethernet 0/7
ip access-group AUTO_ACL IPV4 IN 0 7in
ipv6 traffic-filter AUTO_ACL IPV6_IN 0 _7in

ip access-list extended AUTO_ACL _IPV4 IN 0 3
4294967294 permit ip any any
!
ip access-list extended AUTO_ACL _IPV4 IN 0 4
4294967294 permit ip any any
!
ip access-list extended AUTO_ACL _IPV4 IN 0 7
4294967294 permit ip any any
!
ipv6 access-list AUTO_ACL_IPV6_IN 0 3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!
ip access-list AUTO_ACL IPV6 IN 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!
ip access-list AUTO_ACL IPV6 IN 0 7
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!

& 3-9 AX620RDT7 VX1 R +DiERAB

¥

Tk

SR —

interface GigaEthernet1.15

WAN #fi AR — b

interface Tunnell27.0
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!

ip access-list ip4ieth0010015a permit ip src any dest any
ip access-list ip4itun012700a permit ip src any dest any

ip access-list ip4otun012700a permit ip src any dest any

!

ipv6 access-list ip6ieth0010015a permit ip src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-
advertisement src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-
solicitation src any dest any

ipv6 access-list ip6itun012700a permit ip src any dest any

ipv6 access-list ip6otun012700a permit ip src any dest any

!

interface GigaEthernetl.15

!

ip filter ip4ieth0010015b 65534 in
ip filter ip4ieth0010015a 65535 in
ipvé6 filter ip6ieth0010015¢ 65531 in
ipv6 filter ip6ieth0010015b 65534 in
ipv6 filter ip6ieth0010015a 65535 in

interface Tunnel127.0

ip filter ip4itun012700b 65534 in

ip filter ip4itun012700a 65535 in

ip filter ip4otun012700b 65534 out
ip filter ip4otun012700a 65535 out
ipv6 filter ip6itun012700b 65534 in
ipv6 filter ip6itun012700a 65535 in
ipvo6 filter ip6otun012700b 65534 out
ipvo6 filter ip6otun012700a 65535 out

B CHE LTV 5 ip6ieth0010015a, ip6ieth0010015¢, ip6itun012700a, 33 L8

ip6otun012700a DA FRIT—HI T,

(b) BIEEMERE—F

WHT 27 78R X ML, BEGRIELEOREETT VLY R £,

< HE>E, IN £721E OUT 120 £,

O  AX4600S - AX3800S + AX3660S + AX3650S * AX2500S(A % v 7 fifi FIF) -

AX2300S

AUTO_ACL MAC_<#Hi 5 [A> <switch no.> 0 <port no.>

@ AX8600S - AX8300S

AUTO_ACL_ADVANCE_<## /717> <nif no.> <port no.>

@ AX260A * AX3640S * AX2500S(A ¥ 7 Affi FFF) « AX2200S + AX2100S

AUTO_ACL_MAC_<# i 7 1m1>_0_<port no.>

@  AXprimoM210

AUTO_ACL MAC IN 1 <portno.>
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AX620R (X, LAT &0 7,
GigaEthernet/FastEthernet D55
<ACL FERI|><H H 77 [a)>eth<slot><port><sub-if><~7 /L & f& >

# 3-10 AX620RDT7 VARV RX MEFD T 4 — )L FDEREA

IHH & B

ACL &5 mac MAC N7y NCHRT D7 4 NV ZERLET,

W 5 TR) i Inbound | ~D 7 4 L Z ZR L £7,

slot 0-9 Slot 5 %7~ LT, Slot H 5 NTEAE L7 E
ETNDOEAE, 0L LT EEN,

port 00-99 Port HFHZRLET, Br T 1 712k 2471
DOEAEEL LT IZEN,

sub-if 0000-9999 | 47 A v X T2 —AFEERLET, P 7y
UL AMIOEEE LTI,

7 4V FER b WEEW A2~ L E 9,

TI7RAVA 2SO COEMTOUEDOH LR — M FRRllRLET,

O HRENATHHR— b
ZEMORBRM BT 72AY A N E#EALET,

@ X2V T AEE~DI TR —|
REEMOBRM T 7220 2 MEw@EH LET,

@ T77EAYRAMEER—K

ZEMOBEFCT 782 2 N E@EALET,

AX3660S, AX2500S, BLUAXG20RICKITAT 7 AU R MOEMFIZ TRl R L
iﬂqo

& 3-11 AX3660S D7V X 1) X ~DERAHI

5 A —FHy FR—F
AN E R — b interface gigabitethernet 1/0/1
interface gigabitethernet 1/0/2
I TR —F interface gigabitethernet 1/0/5
interface gigabitethernet 1/0/6
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interface gigabitethernet 1/0/1
mac access-group AUTO_ACL MAC IN 1 0 lin
!
interface gigabitethernet 1/0/2
mac access-group AUTO_ACL MAC IN 1 0 2in
!
interface gigabitethernet 1/0/5
mac access-group AUTO_ACL MAC _OUT_1 _0_5 out
!
interface gigabitethernet 1/0/6

mac access-group AUTO_ACL_MAC OUT_1 0 6 out

mac access-list extended

AUTO_ACL MAC_IN_1 0 1
4294967294 permit any any

!

mac access-list extended

AUTO ACL MAC IN 1 0 2
4294967294 permit any any

!

mac access-list extended

AUTO _ACL MAC OUT 1 0 5
4294967294 deny any any

!

mac access-list extended

AUTO_ACL MAC OUT 1 0 6
4294967294 deny any any

!

& 3-12 AX2500S 77 2R 1) R ~DsERAHI

2

A—HFRy bR—F

TRAIUZ A —

interface gigabitethernet 0/3
interface gigabitethernet 0/4

interface gigabitethernet 0/3

mac access-group AUTO_ACL MAC _IN 0 3in
!
interface gigabitethernet 0/4

mac access-group AUTO_ACL MAC_IN 0 4in

mac access-list extended
AUTO_ACL MAC_IN 03
4294967294 permit any any
!
mac access-list extened AUTO_ACL MAC IN 0 4

4294967294 permit any any
!

& 3-13 AX620R D7 VR R kD& R

2l

Tk

Ui AL AN — b

interface GigaEthernetl.15

access-list macieth0010015a permit src any dest any

!

interface GigaEthernetl.15
filter macieth0010015b 65534 in
filter macieth0010015a 65535 in

EE A LTV D macieth0010015a D4 Frid—F T,

93



3 BEMREEDEER

(2) BHERRINEE
BEL AL E N FRROEE, ARTEIIARE T,

X 3-14 REXNRHNEE
EENREE

AXprimoW

FEYE MIB 5f it 22 it

FEYE MIB 258 (VLAN fE 2 X = =7 1)
JA¥YVLVALAN 2 fr—7

- BXE
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3.3 EEXMREEMENDEAIER

R GG E AR B O FRTER 2 B L £
3.3.1  AX260A

(1) EERREEOTA L1
B HREEE I VA T b a—YL, no-flash XT A —% 2L CTER LTL 2
éb\o

(2) SSH KRR FRERT

Ver4d.17 XV RIDONA—2 g U 2T 256, LS HATRFO SSH 8 2 MET (KB
#it - FLEEE) OS54, AX-Security-Controller 1X, AX260A & SSH % L 7= &5 3 C
TETA, THHEMREOEEDLE, 47, SSHARA MERXTOERE LB/ ->TL
723V, SSH AR A MERT OERSGIEL, TiRaZRLTIZEN,

FAX260A Secure Shell(SSH)Y 7 bV =7 ~==7 )V EHa~ KL 77 L AR
set ssh hostkey |

(3) LLDP Md/A— 3 Y

Bt 2 W HL GkE & O A — W % v hAR— b T LLDP OEH 2 H T DB,
LLDP ®/3—3 3 > 1% IEEE802.1AB/D6(2003 4= 10 A) A% ET H LKL T2 &
AN

LLDP N— 3 VORETEE, Tz L T 7,

[AX260A VY 7 " =T ~=a7 )L a7 47 b—yagravwr R 77L&
LLDP @ lldp version|

3.3.2 AX8600S - AX8300S
(1) EBEMEEEQNT A va1—Y

B HEEE I VA b a—YL, no-flash XT A —F ZfEH L CTER LTL 2
éb\o
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(2) WHEKRIRBIPA AT —R
Ui AR D ARP i3S LONNDP {F#ZFEH T HIP A % 7 = — AT VLAN A %

Tx—RALLTLIESNY,

TRV A IR A X T 2 — RETEE LT ARP HHRIES L OVNDP EHRIE, Ui
RKELTEHLEEA,

(3) VRF
VRF 24254, Ju— Ly hU—2, BXUO%E VRE A VAKX A THEH
THMADIP 7 RUAFEBE LN IICL TSN,

BHELZGE, EX2 ) 7 0 BENOHERINTZHER ERRDHRIZONVT, X
VF 4 74N ZeMATIHERDY £7,

4) avI749L—Yarpazy bE—F
ary747v—varoaliy bE—RNEL, FEHaIy FE-FEET, Bkaly
rE—FELTLEEE Y, FHaI vy bE— FOEHE, AX-Security-Controller 75 D
AT 47—y a VRER RS ILEE A,

(5) 7442 - QoS 7JA—HEEDIA—EHE—F

7 4 VH QoS 7 u—HEEED 7 n— M T — RIIMHEEHHERT— RE2H L TL
7R,

3.3.3 AX4600S

(1) EEREEREQT A va—Y

FHxIGEEEIC e 7 A 3 52 —WIE, no-flash /X7 A—F & L CTIERR LT 72
W,

(2) WARRBIP A E2TT—2R

Ui AR D ARP i3S L ONNDP {F#ZFEH T HIP A % 7 = — AL VLAN 1 4
Trx—AL LTLEEN,

X =TV A MR— A BT 2 — RETHEE LT ARP HHEB L OVNDP [FHIE, U
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RELTEBELEE A,

(3) VRF
VRF #4284, Z/a—Lxy hU—2, BLIUE VRF A L AX L A THEH
FTHEHARDIP 7 FLUAFTEBELZNEIITLTLEEN,

BHELEZEGE, EXa2 7 o BENOIREINTEARERRDZWEIZONT, X
VFr 4 74N E2eMATIHERDY £7,

3.3.4 AX3800S

(1) EERREEOSA 1
B HEEE I VA T b a—YL, no-flash XT A —H% ZEH L CTER LTL 2
él/\o

(2) WERIREBIPA A2 TT—R

WA D ARP E#HIS LOYNDP 1F# & FEH 9T D IP A ¥ 7 =— AL VLAN A ¥
Tx— AL LTLEEN,

VRV RAY MR A U F T = A THE LS ARP fH IS LUV NDP I, i

RKELTEHLEREA,

(3) VRF
VRF #2546, /n—Uxy hU—7, BI U VRF A L AX A THEE
FTHEHAKRDIP 7 FLUAFTEBELZNEIITLTLLEEN,

BHELZEGE, X2 7 o BENOIRREINTEARERRDZWEIZONT, X
VFr 4 74N eMATIHERDY £7,

3.3.5 AX3660S

(1) EERREEOSA 1
B HEEE I VA T b a—YL, no-flash XT A —H% ZEH L CTEMRLTL 2
él/\o
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(2) WHEKRIRBIPA AT —R
Ui AR D ARP i3S LONNDP {F#ZFEH T HIP A % 7 = — AT VLAN A %
Tx—AE LT,

TRV A IR A X T 2 — RETEE LT ARP HHRIES L OVNDP EHRIE, Ui
RKELTEHLEEA,
(3) VRF

VRF #4258, /a—Lxy hU—27, BLUE VRF A L AX L ATHH
THMADIP 7 RUAFEBE LN IICL TSN,

BHELZGE, EX2 ) 7 0 BENOHERINTZHER ERRDHRIZONVT, X
VFr 4 74 V2 AT A5EaR60 5,

3.3.6 AX3650S

(1) EEXRREEQNT A v1—Y

BEGAEEIC 0 A T D a—WE, no-flash /XT A—H ZfEH L CTIER L TL 72
W,

(2) VRF

VRF ZiH+T 254, Z7ua—bxy hU—7, BLUY VRE A VA X v A THEH
THMADIP 7 RUAFEBE LN IICL TSN,

BHELZGE, EX2 ) 7 0 BEDOHERINTZHER ERRDHRIZOWVT, X
VFr 4 74NV 2 E2HWMATHIHERHY F7,

3.3.7 AX2500S

(1) EEMREEQS A 21—

PSR RIEE 0 7 A T B —PX, no-flash /8T A —F ZfEH L TIER L TL 72
W,

(2) SSH KRR R

Verd.17 XV RIO A=Y a VaENT 286, THHMREO SSH AR A M7 (A5
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B - S O%E, AX-Security-Controller |3, AX25008 & SSH i L 7= 8¢ 23 C
XEHA, THHMENLZEE L TV WS, #47, SSHEAR MEXTOEEL %
ZhoTLIEEY, SSH R A MERT OEFHFIEL, TrasB LT EEN,

FAX2500S * AX2200S * AX2100S + AX1250S * AX1240S Secure Shell(SSH)Y 7 F 7 =
Tv=a TV EH 3w KL 77 L Af set ssh hostkey |

(3) LLDP Md/A— 3 Y

Verd 16 LVEIDY 7 vy =27 X—=V g VAT 2546, Wit 5B REE L
DA —HFxv hAR— NTLLDP OEHZH T HEE, LLDP D/3—T 3 X
IEEE802.1AB/D6(2003 4= 10 H)A R ET H L I LT E 3V,

LLDP N— 3 U OFRTEHIEL, T2 L T,

[AX2500S V7 by =27 ~=aT )b a7 47 —yaravw s NL 77 LA
LLDP @ lldp version|

3.3.8 AX2300S

(1) EERREEOSA L1
B HEEE I VA T b a—YL, no-flash XT A —HF 2L CTER LTL 2
S,

3.3.9 AX2200S

(1) SSH KRR X7

TG RF D SSH AR A MY (ABASE - B8 D5, AX-Security-Controller (X,
AX2200S & SSH #fEH L= T& £ A, LHHMEIRENLETR LTV
&, BT, SSHARRA MERTOLEELZIB 72> TLEEV, SSH R A M7 D2
WL, FitazB LT &,

FAX2500S + AX2200S + AX2100S + AX1250S + AX1240S Secure Shell(SSH) 7 s 7 =
Tv=a7 )V @3~ R 77 L A set ssh hostkey |
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3.3.10 AX2100S

(1) SSH KRR FERT

TG HATEFD SSH 7R A M7 (ABRE - FE ) DI5A, AX-Security-Controller [,
AX2100S & SSH Zfli [ L 78 TE /A, LM HET L TV
A, %7, SSHARR MEXTOEELZIB 72> T EEW, SSH AR MEXT DX
BRI, TRE2ZRLTIEEN,

FAX2500S + AX2200S + AX2100S * AX1250S * AX1240S Secure Shell(SSH) 7 s 7 =
Tv=a7 )V @EHa~v R 77 L A set ssh hostkey |

3.3.11  AXprimoM210

HYEE A,

3.3.12  AXprimoW

AXprimoW i, MEHE LAN SR = br—I 5 Tidk<, 77 8RR
A EPBEGLET, 20k, TRIRTREPLEL R £,

3-1  AXprimoW #& g5l

(332=54% :public |
RSN L
’ AX-Security-Controller

J

\ ﬁ TEEFEROIE
| \ i AP IP7RL RIEH (K 5% EFF)
[ aASa=T4% :public ][ O3S a1=T4% :public ] TR L

a a a a - BAPIZ DA BIm K IEHR

(1) BHELAN 7Y 2RRA 2V FOSNMP I3 2=F 44

MM LAN 2 hE—FDSNMP 2 a=F 44 &, BHLAN T ZEARAL L RO
SNMP = 2 =2 =7 4 Z41FFR—& LTL &0,
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(2) E#LAN 79 £ RHKA > O SNMP 74 £ R 3Fa

(WDEFRLAN 7 7 B ARA L FO SNMP 2 X =2 =F ¢ £41ZxF LT, AX-Security-
Controller 267 7B ATEDLREEL LTLIEEN,
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34 EEXMRZFEMEMNDIEFE

R G B O S F A B L E T,
3.4.1  AXprimoM210

(1) BERE7V7ERAUVRMDET 4 IILA T2 M) QHIBR
HEHA7 782V 207 o2 MU, UTORRETHIBREL £,

£ 315 27422 M) DHIBREZH

2 ik
AXprimoM210 & (& L ) A 15
AXprimoM210 D A T F > AT — R & H LN 5 NI Sk
AX-Security-Controller % i &)

27 4V b UHIBRTE T#, AX-Security-Controller |4, %%/ 7 4V Z x> k1
DEREEZBIRVET, 7402 MY OHIBRIZE Y, —KRa9IC, W5 HER L7
AL DBENBZ b GAENRH Y 7,

3.4.2 AX620R

(1) BEE7V7ERAUVRDET 4 IILA T2 M) QHIBR
HERA7 782V 207 o2 MU, UUTORETHIBREL T,

£ 316 £2T74ILEF T2 M) DHIBRIRHE
b 5%

AX620R DI E 7 E ) 2 f
AX620R DA T F v AT — REHND S ENT SR
AX-Security-Controller % i &)

27 4V b UHIBRTE T#, AX-Security-Controller |d, %%/ ~7 4V H x> kY
DEREEBIRVET, 7402 MY OHIBRIZE Y, —KRa9IC, WK L7
AN D DBENBZ b GEAENRH Y 7,
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(2) IPv6 72X 1) R D ICMP AR E

WHE— FTEM L, AX620R DA — ML T T IPv6 Hi R 2 ELHZINA L T D HE RIS
BT, YA WEEWE G L 7 D56, IPve 7 7 B A U X OB & HIFRN
RS ET,

Z DA, ICMP @ Neighbor discovery router advertisements(% 1 7 134), LW

Neighbor discovery router solicitations(% - 7° 133)&Z7Fr] 5 L 512, IPv6 77 & A U
A FORE BRI TZE 0,

# 3-17 IPv6 722X ') X bd ICMP EFRIEREHI

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-advertisement src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-solicitation src any dest any
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4. EHE - F1EGE

Z DETIE, AX-Security-Controller DFLE) « {5 1E FIEICHOWTRHIAL £,
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4.1 AX-Security-Controller(Manager)D#2 &} - &1k /5%

AX-Security-Controller(Manager) Z# Bi{E St 5 7= b DL E T A — %, EHEN L, B X
WMEIEFEEFBLE T,

411  AX-Security-Controller(Manager)D#2E1/ 85 4 — 4

7'a 7T NFELTREL, <Python 7’17 T L>, BIU<A VA M= )L X A>DE5y %,
HBRICG U707 T 54, BEOA VA M= RRICEHAEZ TSN, 7
B, <A UA =R ZSOREDOFE, HEHREISCET V27 MY ORI 3L
F(AT v va(DERIFRAY 7 AT v va@®@)E LTLIEE N,

B, [ D AX-Security-Controller(Manager) 7 2 77 A% FIT LWL H 12
LT,

AT

<Python 7045 S5 L> <A >R b—)Ls/{X>axsc_manager. pyc [-—addr <IP Address>]
[——ss| <Cert> <Key>] [-—port <TCP Port>] [—syslog-udp—port <UDP Port>] [—
block-dedicated-mode] [——access|ist-mode <Mode>] [--reset-basic-auth] [—
core <Core>] [——gathering—interval <Seconds>] [—http-backlog <Backlogs>] [-
—-t|s-handshake-timeout <Seconds>] [-—factory-reset]

[/3T A—=H]

——addr <IP Address>
AX-Security-Controller(Manager) N E R A 2 T2 IP 7 RLAZIEE L £ 7,
L. AT X — 2 RERERO Y E

0.0.0.0%!

0.0.0.0~255.255.255.255%2

X1
AX-Security-Controller(Manager) NENET 24XV —F 4 V7V 2T A EOT
NTOIP T L ZRpbDOERZZ T ET,
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X2
AX-Security-Controller(Manager) 3EN/ES 2 A4~ L —F 4 7T A7 L ED IP
T RLVRERELTIIEEN,

——ssl| <Cert> <Key>

SSL iz k2= iraHsNc LET, Faile, —FEEAET 711, BILOR
BT AN ERAETOIVLERD Y £,

<Cert>
P GERET 7 AV
<Key>
g7 7 A L
1. ARRT A —ZRKIGERFOYIHME

SSLIC X 2% E2EMILET A,

—port <TCP Port>

AX-Security-Controller(Manager) 73 23R 2 52 (7 {417 % TCP A — hMEZZHE L £
R

1. AKRT X=X RIGERF O
SSL EEHE 80, SSL A RhHF 443
2. fEORERM

0~65535

——sys |log-udp-port <UDP Port>

AX-Security-Controller(Manager)® Syslog %52 f}1} 5 UDP " — h &5 Z5E L
i ‘g—o

1. AT A — K5 E R DA iE

514
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—block-dedicated—-mode
WEEMEHE— FEAICLET,

1. KT A= ZRIGER O FIHHE

4 28 - FIEFTE

WEEE RN E— N2 AR LETA, BEE—FTEFELET,

——access| ist-mode <Mode>
TI7RAVAPDE—FEEELET,
1. KT A= ZRIGER OFIHHE
v4-only
2. fEOFRE R

v4-only F 72 1% v4-v6

—reset-basic-auth

Basic #EEANFICBWTC, a2—V4F, 3R U — REENREZHEAIT,
Basic i8FE & —FEINCIENZ L CTREN T2 /T A—FTT, AT A—XEZEE

L ClEEh L7238, U Basic iBiEOREETT-> TLEEW,

L. AT A= REEEROYIHIE

Basic 3 i A %NfIE, Basic PRAF A ERNIC L £ A,

—core <Core>

AX-Security-Controller(Manager)S, ZEHLXf G E L OBEICEHNT L7220

AR ERELET,
1. AKRT A= ZREEER O YIHHE

4
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2. fEORBREHPH

1 DL EO¥E (CPU @2 7D 2 %% T)

—gathering—interval <Seconds>

AX-Security-Controller(Manager) DU EE B HAFN 245 7E L £ 7,

BB, SEHHGEEENSOFRINELEX 2T 1 7 ¢ L X OBREDUEE H
Bz 7256, AiOBRMONELTE TR, REDICKROBHOINEZBMG L E
TO

1. AT A — 5 RKpG7E s DA iE

30 ~ 86400

——http-backlog <Backlogs>

AX-Security-Controller(Manager) 23, &&= U7 (@&, BIOEHEHEZEOT T 7%
D DR ZZ T D TCP AR— &5 D F = — D g Kz (backlog) & 7 iE L %
T, EEEETHHE, TR —TFT 4V T VAT LONRTA—FEEET HHME
WHLHENRDH D £,

1 AT A =5 RAGERF OPHE
128

2. HOBRE

e

1 L EoofE

——tls-handshake-timeout <Seconds>

SSLIZ KBTI THERE, 74T bEDTLS N Ryzm A T DH A I
TU RNEHENEEELET, A4 L7 U MREBKIZ TLS N> Ry oA 735 T
LTWARWES, TCP #kA UM L £,

1. ART A —F RARTERF O Y HHE

5
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1 ~ 30

—factory-reset

4 28 - FIEFTE

AX-Security-Controller XN CEB T 57 —FX—R &<y 7O @B EZ 7 )
TLET, AT A—=ZZ4EL TRE L728%E, AX-Security-

Controller(Manager){Z7 — % X— X L~ v 7O &4 %2 7 V) 714,

S

DSEA v E—V]

& 4-1

axsc_manager. pyc inZrA vt —o

fFIE L E

AytE—o

RE

FACTORY RESET: success (DB is empty).

T HR—=A L=y T OEFERD T T
TR LE L=,

FACTORY RESET: success.

T HR—=A L=y T OEFEERD T T
TR LE L=,

FACTORY RESET: failed.

T HR—=A L=y T OEFERD T T
TR LE Lz, 77 & AMERRZ TR
L, FEFITLTIEEN,

Invalid IP address: <IP Address>

IP7 RUAWARIETYT, IPT KL A%
RELTLLEEN,

Cannot open certificate file: <Cert>

HF— EEAE T 7 A LN EOD £H
foe = FEET 7 A LD A K RE
LTLEENY,

Cannot open key file: <Key>

WEGRET 7 A VINEOMN) TR A, WE
T 7 ANDONRNAERELTLLZEN,

Invalid TCP port number: <TCP Port>

TCP A — FFE S NARIETT, TCP H— k
BEEZRBELTIIEEN,

Invalid UDP port number: <UDP Port>

UDP R— FFESNARIETY, UDP R—
FESZEZRBEL T ZE,

Invalid CPU core number: <Core>

TR ADRREPAETT, 7rtR
DR ARFZ RE L T IZE0,

Invalid gathering interval: <Seconds>

WA ARETY, fEZREL T
SR

Failed DB initiailization

T —=ZRXR=ZDMIHIT KL £ LT,
axsc_manager.pyc 2MiLIZELHE) L TU7pun
PR L T2 S0,

Invalid accesslist mode: <Mode>

TIEAY A RNOE— REEENRET
T, WENKFEZ RE LTI ZE0,
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A

RE

Invalid http backlog: <Backlogs>

ZAFHTF % TCP R— h{FEHDF = —D
K E(backlog) B ARIETT, ZIFFHT
%5 TCP R— hEHDOF 2 — DR KE
(backlog)Z RE L T 72E W,

Invalid tls handshake timeout: <Seconds>

TLS NV Ry oA 7 DEA LT 7 M
MWRETT, TLS N Ry I DX A
AT U MR AE RE LT ZE0,

HTTP Server: <=7 — A wt—>

HTTP H— OEENZ R L E L=, <
TT—RA v —U>EMERLTLEE
AN

Syslog Server: <T T — X v & —3>

Syslog r—"OFENZ R/ L £ LTz, <
TT—A vt —UsEHR LTS
AN

4.1.2  AX-Security-Controller(Manager)t2 &1 75 i%

(1) Windows 10/ Windows Server 2016 / Windows Server 2019
Python 227 U 7 b2 FE T+ 5H 2 &L TEREIL £,

Z Z TlE, AX-Security-Controller 2 HTTPS TLE/ T2l 2 R L T2, HL T
BITHDHIDBRRICL > TUIRAR 2T NS £9, WEFELHTITONTUIITFIA
DEBRIZHDOE THABEZL T IESV, 72k, SSLFEHZEOIEIE T 7 1 /L (axsc.crt)
EHET 7 A W(axscke)lTH LN UHHEIN TSI DO E LET,

O RNyFT77ANVEERTDEEITRT 7 AVEERL, #7470 v 7 £l
av R R TLCER L ET, EEiEIC TAX-Security-
Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...| & FE/R S iU Ehx

BT,

@ECHO OFF

python C:¥axsc¥axsc manager.pyc --ssl C:¥axsc¥axsc.crt C:¥axsc¥axsc.key

Q@ a~vry R7ar 7 IroREBITLIGEIEINNy T 7 7 A VEERT 256 L FkD
EE) T A —& CEEH) L E 3, EEI%IZ [AX-Security-Controller(Manager):
Serving HTTPS on 0.0.0.0 port 443 ...] & &R SALAUTEENILE T,
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C:¥Users¥— ' —4,> python C:¥axsc¥axsc_manager.pyc --ssl C:¥axsc¥axsc.crt

C:¥axsc¥axsc.key

AX-Security-Controller(Manager): Serving Syslog(UDP) on 0.0.0.0 port 514 ...

AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...

(2) CentOS 7/ CentOS 8 / Red Hat Enterprise Linux 7 / Red Hat
Enterprise Linux 8 / Ubuntu 20.04 LTS

Python 227 U 7 s 2 F(T+ 52 &L CEEILET,

Z ZTlE, AX-Security-Controller 2 HTTPS TileE#i 4 22 R L 928, H EFT—
BITHDHIZOBREIT L > UIR RN BV £, WEZLHITONTILIFA
DEBRIZADOE THAEZL T IEIV, 72k, SSLFEHZEOEIE T 7 A /L (axsc.crt)
EHET 7 A V(axscke)lTH LN UHHEIN TSI DO E LET,

@® Systemd (T axsc & L TH— B RBEG DY 1T systemetl 2~ 2 R H) L
9., [systemetl status axsc) DFEITHERIT lactive (running)| & R ST
I T,
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# systemctl start axsc
# systemctl status axsc
@ axsc.service — AX-Security-Controller
Loaded: loaded (/etc/113ystem/system/axsc.service; enabled; vendor preset: disabled)
Active: active (running) since K 2017-06-22 14:33:28 JST; 6s ago
Main PID: 11793 (python3.6)
Cgroup: /system.slice/axsc.service
tq11793 /bin/python3.6 /usr/local/share/axsc/axsc_manager.pyc —ss...
tq11796 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11798 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11799 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11800 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...

mq11801 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...

6 A 22 14:33:28 localhost.localdomain 113ystem[1]: Started AX-Security-Contr...
6 H 22 14:33:28 localhost.localdomain 113ystem[1]: Starting AX-Security-Cont...

Hint: Some lines were ellipsized, use —1 to show in full.
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© F—IFANLETTLIEAITERN T A—FD-ssl 75 VERDLTE
1TLE7, #E#EIZIZ [AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0
port 443 .| & FR S LIV ENLALENTT,

# python3.6 /usr/local/share/axsc/axsc_manager.pyc --ssl /ust/local/share/axsc/axsc.crt

/usr/local/share/axsc/axsc.key

AX-Security-Controller(Manager): Serving Syslog(UDP) on 0.0.0.0 port 514 ...

AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...

4.1.3  AX-Security-Controller(Manager){& 1t 5%

(1) Windows 10/ Windows Server 2016 / Windows Server 2019

Python 227 U 7 MZ Ctrl + Break #1625 Z & TIEIELE T, # A7 ~vX—T % T
Python A7 U 7" k %3217 L T\ 7= python.exe 23 T L CUWLIEE (L 13 pEH T,

(2) CentOS 7/ CentOS 8/ Red Hat Enterprise Linux 7 / Red Hat

Enterprise Linux 8 / Ubuntu 20.04 LTS

@®  Systemd (T axsc & L CH— B RBEREH DEIE systemetl 2~ 2 RHAFIEL
F9, [systemctl status axsc] DEITHERIZ linactive (dead)] & Frm S iLidE
B3R B T,
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# systemctl stop axsc
# systemctl status axsc
@ axsc.service — AX-Security-Controller
Loaded: loaded (/etc/115ystem/system/axsc.service; enabled; vendor preset: disabled)

Active: inactive (dead) since A 2017-06-22 14:50:04 JST; 1s ago

Process: 15398 ExecStart=/bin/python3.6 /ust/local/share/axsc/axsc_manager.pyc --ssl
/usr/local/share/axsc/axsc.crt /usr/local/share/axsc/axsc.key (code=exited,

status=0/SUCCESS)

Main PID: 15398 (code=exited, status=0/SUCCESS)

6 H 22 14:49:56 localhost.localdomain 115ystem[1]: Started AX-Security-Contr...
6 H 22 14:49:56 localhost.localdomain 115ystem[1]: Starting AX-Security-Cont...
6 H 22 14:50:02 localhost.localdomain 115ystem[1]: Stopping AX-Security-Cont...
6 H 22 14:50:02 localhost.localdomain python3.6[15398]: AX-Security-Control...

6 H 22 14:50:04 localhost.localdomain 115ystem[1]: Stopped AX-Security-Contr...

Hint: Some lines were ellipsized, use —I to show in full.

— I FADBFEITL TV D EETE Python A7 U 7 MZ SIGTERM(Ctrl+Break) % 1%
HZETEIELET, ps 2~ RTpython A7 U7 k%34T L Tz python 7't
ADKET LTI IRIEAENTT,
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4.2 AX-Security-Controller(Viewer)D#2 &) - =1k 5%

AX-Security-Controller(Viewer) Z BI{E S 5 7= b DiLEh T A — &, EZ#E L, BX
WMEIEFEEHBLE T,

Fy FU—JEHEN, BT ORRD —-EE, Xy NU—JRHE~SREB IR
DOELIGAICEEI L T X0,

421  AX-Security-Controller(Viewer)DiZEj/ NS5 * — 4

7'a 7T LFELTREL, <Python 7’07 7 L> BIO<A VA M= LR A>DE5y %,
HBRICG U707 T 54, BEOA VA M= RRICHEAEZ TSN, 7
B, <A A M—IRZSOREDOFE, HEHREISCET L7 MY ORI 3L
F(AT v va(DERIFRAY I AT v va@®)E LTLIEEN,

B, RSO AX-Security-Controller(Viewer) 7' &2 77 A& FIT LWL H 12
LTL7EENY,

AT

<Python 75 S5 L> </ 2R k—)L/SRDaxsc_viewer. pyc [——addr <IP Address>]
[-—ss| <Cert> <Key>] [--port <TCP Port>] [--http-backlog <Backlogs>] [--tls-
handshake-timeout <Seconds>]

[PXT7 A —H]

——addr <IP Address>
AX-Security-Controller(Viewern) N ER 2 Z 1 TfHIF 2 IP 7 L AZIEE L 7,
1. AR A —ZRAGER O YIHIE

0.0.0.0%!

0.0.0.0~255.255.255.255%2

*1
AX-Security-Controller(Viewen) WEIET 5 A4~ L —F ¢ T A7 A EOF
NXTDIPT FLANSLOEREZIFHTET,
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X2
AX-Security-Controller(Viewen) NENET 5 A XL —F ¢ 7 27 A LD IP
T RUVAZIELTLEEN,
—-ss| <Cert> <Key>

SSLIC & 2%z AN LET, FHANS, F—FEHET 7 AL, BLOM
BT AN EHNETOLENDY T,

<Cert>

P NGERAET 7 AV
<Key>

W7 7 A v
1. AKRT A — 5 REGERE O HIHHE

SSLIC X 2% E2FEMILET A,

—port <TCGP Port>

AX-Security-Controller(Viewer) 2N 23R &4 52 1715 2 TCP A — FEHZfRE L £
7, AX-Security-Controller(Manager) 3 23K & 52 1 F 1F 5 TCP AR — h&EH L HE L
BRNEIIZLTLIEEN,

1. AKRT X —H RIGERF O
SSL #EZhEE 80, SSL HZhHF 443
2. EORERM

0~65535

—http-backlog <Backlogs>

AX-Security-Controller(Viewer)?s, R %% IF175 TCP F— FEZDF 2 —D
KR (backlog)ZFEE LET, HELHETD5G, AV —T 4 VTV AT LD
WNITA=BHBETDIVENDH DGR H 0 £7,

1. AT A= F RARTERF O YJHHE
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—t|s-handshake-timeout <Seconds>

SSLIC K BZ T ERE, 72747 bBDTLS Ny Ry = A 7 DX A L
7T MEMENERELET, XA LT U MEAKICTLS N> Ry =A ZN%ET
LTCWARWES, TCP #ki20k L £9,

1. AT A — 5 KI5 7E s DA iE

& A v t—]

& 4-2 axsc_viewer.pyc lGBE A vtE—T

ryve—9v kS
Invalid IP address: <IP Address> IP7 RLARARIETT, IPT RLAZRELT
TZEVY,

Cannot open certificate file: <Cert> | $#— SFEHEBT 7 A LN O A, P—
SNEEAET 7 A NDONARAERBE LT EE,

Cannot open key file: <Key> WERT 7 ANVBRON) A, WERT 7
ANDNAZREL TSV,

Invalid port number: <TCP Port> TCP R — F&E SN AIETT, TCPR— M4
RELTLEEN,

Invalid http backlog: <Backlogs> ST D TCP AR — FEH DX 2 — D KE
(backlog) M ARIETT, & IFfHF 5 TCP A— b
HFDF 2 —D g K (backlog)x RE L TL 72

S,
Invalid tls handshake timeout: TLS N> RY A 7 DX A LT T N ARIE
<Seconds> T, TLS N> Ry 7 DX A LT 7 M

ZREL TS,

HTTP Server: <7 — A v ¥ — | HTTP —O#E#EICEHK L E L1z, <=TF—
> Ao—IU>FMR L TIEIN,

4.2.2  AX-Security-Controller(Viewer){Z &) /5%

ELEh J7151%, AX-Security-Controller(Manager) & [Al4k T9,
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[4.1.2 AX-Security-Controller(Managen) 28 Fik] # &ML T Z &0,

4.2.3  AX-Security-Controller(Viewer){Z 1k /i%

fZ1E5¥51E, AX-Security-Controller(Manager) & [E4% T9,

[4.1.3 AX-Security-Controller(Manager)f5 [ 55| # B LT &E0,
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4.3 AX-Security-Controller(Tracker)D#Z &} - {=1k A%

AX-Security-Controller(Tracker) Z B {E X H 5 72O DOELEN/NT A —4, ELEIFIE, BX
WME I FEEFB L ET,

4.3.1  AX-Security-Controller(Tracker)D#2 &)/ N5 A —4

7'a 7T LFELTREL, <Python 7’027 7 L> BIUO<A VA M= LR A>DE5y %,
FEHBRRIOG U7 07T 24, BELOA VA M—ARRIHEABRZTLIZEN, 7
B, <A VA=A RASOEZOLFE, FRHREISUET L7 M) ORXEIY) L
FATvya(NETRIEINY 7 AT v va@®)E LTIIEEN,

BIO, RIFEHIHEE D AX-Security-Controller(Tracker) 7 & 7' 7 A& FEITLRNE H I
LTLIEENY,

[ANTEA]

<Python 7A%H5 S5 L> </ 2R k—)LssR>axsc_tracker. pyc [-—addr <IP Address>]
[—ss| <Cert> <Key>] [——port <TCP Port>] [——retention-period <Days>] [—
http-backlog <Backlogs>] [-—t|s—handshake-timeout <Seconds>]

[NT A—=H]
——addr <IP Address>
AX-Security-Controller(Tracker) N ER 2= F T H 1P 7 RLAEZFEL £,
1. AT A —Z RIGERF O YA
0.0.0.0%!
2. fEOFE I

0.0.0.0~255.255.255.255%?

X1
AX-Security-Controller(Tracker) NEIET 24XV —F 4 VU AT A EOT
RTOIPT FUANPLDEREZ T ET,

X2
AX-Security-Controller(Tracken) NEIET 5 A XL —F ¢ 7T AT L LD 1P
T RV RAZRELTIEIVY,
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——ssl| <Cert> <Key>

SSLIC K 2% i &FCLET, Faile, —GEHET 7 1L, BIOR
BRTZ77ANVEHETALERH Y 7,

<Cert>
P— NGEHE T 7 AL
<Key>
MW EZ 7 A
1. AT A — 2 REGERF DA

SSLIC X A2Z T2 EaZhC LEH A,

—port <TCP Port>

AX-Security-Controller(Tracker) 23 R & 52 17 {417 5 TCP A — hNEHAEE L £
ﬁ—o

1. AT A —Z R ERF ORI
SSL EEHE 80, SSL A RhHF 443
2. [EOREH

0~65535

——retention-period <Days>
JEIECRF H e R E L £,
1. AT X —Z RKEGERF O HE
365
2. (EORREH

1~3650

——http-backlog <Backlogs>

AX-Security-Controller(Tracker)2y, Z:RAZZ 1T 2D TCP A— hEFDF 2 —D
RE(backlog) Z FEE LE 3, HE2LET D505, AL —T 4 TV AT LD
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WIRA=BHEELETLUENDLHERH 7,

1. AT A= KR E R O YIHHE

1 L EofE

—-—tls-handshake-timeout <Seconds>

SSLIC X 2% T ERIEE, 2547 FMIBDTLS Ny Ry A 7 DX A A
T NEFEENERRELE T, XA L7 U MREBKIZTLS N Ry oA 7 BT
L CWARWES, TCP B AUk L £4,

1. AT A —F RKARERF O YIHHE

5

1|

2. (EOBGERPH

1 ~ 30

DEEA v —2]

¥ 4-3 axsc_tracker.pyc & A vtE—

A

RE

Invalid IP address: <IP Address>

IP7 RLABRAIETT, IPT KL A%
RELTLLEEN,

Cannot open certificate file: <Cert>

P— NEFHET 7 AN RO F8
Joo P NEEHET 7 A LD A K RE
LTLZEN,

Cannot open key file: <Key>

WERET 7 A VINEOMN) TR A, WE
BT ANDONZAEZREBE LT TEEN,

Invalid TCP port number: <TCP Port>

TCP A— FE SN RIETY, TCP HA— k
HEERELTIIEEN,

HTTP Server: <=7 — A wt—>

HTTP H— OB KR L E LTz, <
TIT—RA v —U>EMERLTLEE
AN

Invalid retention period: <Days>

JEIELRFF BB IE T, BIRECREF A3
ZREL TSV,

Invalid http backlog: <Backlogs>

ZAFAHT S TCP R— hFEHDF = —D
K E(backlog) BAIETY, ZFFHT
% TCP A— hEHDOF 2 —DRKE
(backlog)Z RE L T 72E W,
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Ayt—T LES

Invalid tls handshake timeout: <Seconds> TLS NV Ry = A 7 DX A LT 7 R
MARETT, TLS NNV N2 7 DX A
LT U MNEEERE LT ZE0,

4.3.2  AX-Security-Controller(Tracker)i2 & /5%

ELEh J7151%, AX-Security-Controller(Manager) & [Al4k T3,
[4.1.2 AX-Security-Controller(Manager) (L) 55| # B L T 7Z &0,

723, AX-Security-Controller Zf]O TEA, 73— 9 U7 v 7% O ER
I%, AX-Security-Controller(Manager) D (L8 5% T 1% (2 AX-Security-Controller(Tracker) &
EEhT5 LI LTLIEEN,

4.3.3  AX-Security-Controller(Tracker){& 1t 5%

121k J59:1%, AX-Security-Controller(Manager) & [FIA£ T,

[4.1.3 AX-Security-Controller(Manager)f&: [ 55| S L T 7EE0,
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5. BRIEAE

Z OFETIE, AX-Security-Controller DEAEHIEIZ DWW T L E T,
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5.1 AX-Security-Controller ~M7 7 £ X

5.1.1  AX-Security-Controller(Manager)~M7 Y £ X

AX-Security-Controller(Manager)~D7 7 & A%, [4.1.2 AX-Security-
Controller(Manager)#2 &) 5k TEREILZZIP 7 KL A, BILTCP A— hEFIZxf L
T, [2.2.1 AX-Security-Controller(Manager) CfEH AlfE/2 Y = 7 7 F U | TRT 7
TUPTT 7 EALTLEE,

TRZ, SSL Y, KA M4 ax-sc.example.com, TCP R— &5 443 TT 7 A LTz
BB 2R LET,

5-1 AX-Security-Controller (Manager) ~MD7 4 + X 5l

https://ax-sc.example.com/

‘—i

SSL &Y, RR £ ax-sc.example.com, TCP FR— ~FES 443
LT, O —2 3 2/8—IZ https://ax-sc. example.com/ ZA A

5.1.2  AX-Security-Controller(Viewer)~MD7 ¥ & X

AX-Security-Controller(Viewer)~D7 7 & A%, [4.2.2 AX-Security-Controller(Viewer)
EEE] TEEBLZIP T FLA, BEOTCP R— FESITHLT, 222 AX-
Security-Controller(Viewer) CfEH A[fE72 7 = 7 7 Z U | TRT 77U TTr o7 &R
LTL7EEY,

TREZ, SSL 7L, A M4 ax-sc.example.com, TCP 7R— K375 8080 T7 7 &AL
TR Z R UET,

5-2 AX-Security-Controller (Viewer) ~MD7 o t X 45l

http://ax-sc.example.com:8080/ :

SSL L, KRR 4 ax-sc. example.com, TCP R— ~ZES 8080
LT, a5 —2 3 2/8—|[T http://ax-sc. example. com:8080/ % A7

5.1.3  AX-Security-Controller(Tracker)~MD 7 7 £ X

AX-Security-Controller(Tracker)~®D 7 7 & A%, [4.3.2 AX-Security-Controller(Tracker)
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HEN AL CEEBILZIP T FLA, BEXOTCP A— MEZIIX LT, 223 AX-
Security-Controller(Tracker) CHEH FIRE/R D = 77 F U] TRIT T ZUYPFTT 7 &R
LTL7ZEN,

TEZ, SSL 7L, AR M4 ax-sc.example.com, TCP 7R— K375 8888 T7 7/ &AL
7B Z R UET,

5-3 AX-Security-Control ler (Tracker) ~MD 7 % & X 5l

C |0 http://ax-sc.example.com:8888/

SSL L, KRR k4% ax-sc. example.com, TCP &R— ~ZES 8888
LT, 45— 32/8—|[T http://ax-sc. example. com:8888/ Z# A7
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5.2 AX-Security-Controller(Manager)d & & & %

521 EEERK

AX-Security-Controller(Manager) D ik 2, Frollr LET,

B 5-4 EmEERK
AlaxalA 58 v TMPMES v JOFIL by NI—0X REKT7 AT —)LEE -

byl » HE » FwIah—k
ERRR
i =B PtV

e R BB
QIvT 2
®o0

-

11

fod i

BES W ALTFAS
LR
B Ex W EsE B SRR —) - B EEE B EES

TFIUF1 I IIRTER (FH108)

ERmP7 I
BHEOR 5l EFIUT A T NSES i3 LA
2018/08/29 F#EM:10.0.30.164/32 3 AO7) by FI—HRRERT 10.200.0.250
13:53:12 ST B 5£:0.0.0.0/0 j FAT A —IES
2018/08/29 S #E7100.30.163/32 5 JOPIL Ry RD—S2 R T 10.200.0.250
13:52:54 JST = £2:0.0.0.0/0 7 7 A T oA —) B
2018/08/29 #E= #Em1001054/32358 TMPMIEE 10.200.0.250
13:52:09 JST S5— £2:0.0.0.0/0
2018/08/29 PIE  EER:10.0.1053/3238 TMPMIEIS 10.200.0.250
13:51:13 JST B8R 5F172.16.0.44/32
2018/08/29 BEE  EER:00.0.0/058 TMPMIElE 10.200.0.250
13:49:09 JST BR 56:198.51.100.222/32

2018/08/29 BEE  #E57:100.1053/3238 i TMPMENE 10.200.0.250
13:47:33)ST Bt 52:0.0.0.0/0

AR IE, DL FOBER L RS E T,

x® 5-1 BEEXR

IHE kS B
® kA~ D AX-Security-Controller(Manager) & v 7 BEz~D Y > 7
N Se
KHgrEm m CEAER, by im0 Y > T @I
HZLT, Py THEA~EBETLIENTEET,
@ Fesr—var BT DK EE~OBE L EIHT D A =2 —HiET
IN— T, A=a—NOMREEZ®RINT 52 &C, Ki¥Emm
~EBEILET,
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B AR B
©) HEEE T N—T A FTES—a =TT IHEED YL, v —T
= L7z A== —HEBET,
PUFOBREZ TR L Tk 9,
- dkiE

AX-Security-Controller(Manager) B/l CHEfIL 3~ 5 #
({5

TMPM jHi#E

FL > <A 7 1 DDI/TMPM & O CHEfLd
HHEE(S AL A TRy RvAf 20
DDI/TMPM & OiiHE | A7)

NRar7n bty hU—7 2 KR T 74T

7 g — L

NRaT7 LV hRry NU—=7 2 RERT7 7 A4 T

7 =L & O TRAT HER(T A B R TN
27NV Ry NT—7 A RERT 7 AT 04—
v & D | GBI

@ BERE I T A HERE O I T,
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5.3 EASRTE

AX-Security-Controller(Manager) Z Hr#lCELE) L 72 551236 272 9 HIHIERE
ﬁ L/ \i j—O

5.3.1 NEAZTEDR

VIR T, UTOMNTHREEZB I /2> T I,

5-b #MEARRETIO—

( Btk

IZDWTED

SAEVADHKE (5.3.2808)
HARSAEUADBM(WHE)
EEHRRAYFRAYFIRRT A ADEMF T ay)

HEREHES At ADBIN(A T a)
|
TENREBORE (5.3.35H)

X TAHEHERT AROEEDFEF

|
HHERORE (5.3 45)
T S B R E OB N MEGIEROR

HBREDHKE (5.3.588)
*WAN$#E IR — b DR TE

| £F2U T EBLOBEORE (5.3.6,5.3.7, 5.3.88M8)

| 27 AT avtF 2 UTADRE (539 BH) (HTFiay)

| =RvTDHE (5310 B8) (FFLav)

[ 7
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5.3.2

SA U ADERTE

5 ##EHE

AX-Security-Controller(Manager) & Bi{E 3 2 DICME R T A B A& E L ET,

(1)

FEHF—v A=k,

T

T4t ABEEDRTR

56 FES— 3 N\—TOER

»

»

>

8

o

©Hwyah—F

L ¥

i =E

=Rk

P Fa U EEEES

QIwT

o BB

Mg Z3IRL, T2 (948X Z2@RLE
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5-7 SA LV ABEEORT

STEARR
e

BREETES 0
BRI VLALAND Y FO-SEBH 0

#1080

Sz AR SUFLES HaAAR

(2) 4BV ADEE

5 ##EHE

MSEEZ A B 2B REEMTL, #META L ABMBEEEZFRRLTLLES

VY,

X 5-8 HEES A LU REMARE DT

SR
St A1E5k
HHEE
BREESEN 0E
BERIAVLALANT Y FO—SEBH 0E

F-11z 2 ALER] JUTPIES AR
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FAB LU AF—DTHFA IR Y I AZTA B ZAF—2 AL, BNARZ 2T L
TLE&EW, BERT AL RS, EEL T TEE0,

X 5-9 HEES At AMEM

bl s HE s St s BESAEEN

Lol

ST

A AF—

EMN | SRl

BART AR, BWEHHBAA v FHLk, BIUOSMNBELET A L 22BN LSS

D Z FTREllr LET,

X 5-10 5S4t RAEM@

bwZ » HE » SIEVZ

El

Stz RIESR

i =5

BARESEH

BRI YL ALAND FO—-Z58H

S AR
L ==o

B EETNEAA
FHE +208

I EEUEA v
FIEE +100&

B SyslogiEis
(CEF]

ZUF
WES

BRI
2020/05/01
08:58:50 JST
2020/05/01
08:58:50 )ST
2020/05/01
08:58:50 JST

2020/05/01
08:59:59 ST

EFAL
SyslogiE#E(CEF)
130 &

s

~ATEE ERT-IE>AEM HES 1 A0
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533 EEXMNREBEDHRT
[EHRINE, BLOEF2 ) 7 o #lfl 2 i d E s REE L2 BMm L E9,

(1) ZEE—EE@EOFRT
FEF—arN—8D, [DEE] 2ERL, TIhb EE-E] 28R LET,
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(1) Bootstrap
The MIT License (MIT)

Copyright (c) 2011-2019 Twitter, Inc
Copyright (c) 2011-2019 The Bootstrap Authors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

(2) C3
The MIT License (MIT)

Copyright (c) 2013 Masayuki Tanaka

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the “Software”), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE
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(3) D3
Copyright 2010-2017 Mike Bostock
All rights reserved

Redistribution and use in source and binary forms, with or without modification
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution

* Neither the name of the author nor the names of contributors may be used to
endorse or promote products derived from this software without specific prior
written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS I1S” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

(4) DataTables
Copyright (c) 2008-2015 SpryMedia Limited
http://datatables. net

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

(5) jQuery
Copyright JS Foundation and other contributors, https://js.foundation/
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This software consists of voluntary contributions made by many
individuals. For exact contribution history, see the revision history
available at https://github. com/jquery/jquery

The following license applies to all parts of this software except as
documented below:

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

All files located in the node_modules and external directories are
externally maintained |ibraries used by this software which have their

own licenses; we recommend you read them, as their terms may differ from

the terms above

(6) jQuery Ul

Copyright jQuery Foundation and other contributors, https://jquery.org/

This software consists of voluntary contributions made by many
individuals. For exact contribution history, see the revision history
available at https://github. com/jquery/jquery-ui

The following license applies to all parts of this software except as
documented below:

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be

8
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included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright and related rights for sample code are waived via CCO. Sample
code is defined as all source code contained within the demos directory

CCO: http://creativecommons. org/publicdomain/zero/1.0/

All files located in the node_modules and external directories are
externally maintained |ibraries used by this software which have their
own licenses; we recommend you read them, as their terms may differ from
the terms above

(7) PatternFly
Modifications to Bootstrap are copyright 2013 Red Hat, Inc. and licensed
under the Apache License 2.0.

Version 2.0, January 2004
http://www. apache. org/|l icenses/

TERMS AND CONDITIONS FOR USE, REPRODUGTION, AND DISTRIBUTION
1. Definitions

“License” shall mean the terms and conditions for use, reproduction
and distribution as defined by Sections 1 through 9 of this document

“Licensor” shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License

“Legal Entity” shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition
“control” means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity

“You” (or “Your”) shall mean an individual or Legal Entity
exercising permissions granted by this License

“Source” form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files

8
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“Object” form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation
and conversions to other media types

“Work” shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below)

“Derivative Works” shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof

“Contribution” shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, “submitted”
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as “Not a Contribution.”

“Contributor” shall| mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual
wor ldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual
wor ldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent |icense to make, have made
use, offer to sell, sell, import, and otherwise transfer the Work
where such license applies only to those patent claims |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent |litigation against any entity (including a
cross—claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent |icenses
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granted to You under this License for that Work shall terminate
as of the date such litigation is filed

. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a “NOTICE” text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License

. Submission of Contributions. Unless You explicitly state otherwise
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate |icense agreement you may have executed
with Licensor regarding such Contributions

. Trademarks. This License does not grant permission to use the trade

names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file
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7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an “AS IS” BASIS
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without |imitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory
whether in tort (including negligence), contract, or otherwise
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets “{}”
replaced with your own identifying information. (Don’t include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same “printed page” as the copyright notice for easier
identification within third-party archives.

Copyright {yyyy} {name of copyright owner}

Licensed under the Apache License, Version 2.0 (the “License”);

you may not use this file except in compliance with the License

You may obtain a copy of the License at
http://www. apache. org/| icenses/LICENSE-2. 0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an “AS IS” BASIS
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied

452



8

See the License for the specific language governing permissions and
limitations under the License.

(8) Moment
Copyright (c) JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the “Software”), to deal in the
Software without restriction, including without |imitation the rights to use, copy
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

(9) Bootstrap 3 Date/Time Picker
The MIT License (MIT)

Copyright (c) 2015 Jonathan Peterson (@Eonasdan)

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the “Software”), to deal in the
Software without restriction, including without |imitation the rights to use, copy
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE
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(10) vis
The MIT License (MIT)

Copyright (c) 2014-2017 Almende B.V.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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