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L, BREEMR E I3 — "ADMEHEE B 7 A PNIKIE S TWD Z & &
THE, EEI~DaAVT 4T L—va VOBREEE LT A,

BRI R DN 7 A b 10 192.168.1.0/24 NICINAEENT WD Z &2 RET 5 &, 4
B2 ~LBEEBDOA T MEEERFER L ET,
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(B) BT A2 DY HR— FHEE
YA NOGEEICL Y, EATREEENELRY £4, Tk AL FoSHEIC
B AEAMREREEO—EE R LT,

x 1-37 AV MIBITHERATRERE—E

1 AX-Security-Controller D #EE

EH bkl
EfEFH At | BRET A | ERELEY
gAU R vk Ak
A MER O O —
AT v ML — VO E — O O
X2 U7 4 16 {5 HE - O O
7 4 IVH
M T — — O O
b e S IBIEENE — O O
FEERA ~0 Web — O O
B {E A A R oRFERE
KRR E R — b — O O
X2 UT 47 4V E BERE AR A O™ O O
Y a—)b

(LB O @ BraR— b, — : x84

XL

WATRE A FO®EXF2 VT 4 7 4 VEBEERA Y D a— L EEA LET

4) BT A2 FEIDBERE
BEOVIT AT, R~ AV NEREB IO ZENARETT, 2O, A
UUF U MEBRICE Y, BERNED® T AL MIFET AT, BEEICIVREL
F9, BRI, DNSWERELESNET,

BT A NOGELBEREE TRIORLET,

x 1-38 ETAVMDREEBEBEE

poE ]

BEE

B

FHEEFHET A b 1

eSO S A T,
BREOEEEF TS LT TEEEA,

IR SN 1001~9000 | Web A > & 7 =—RI2 XV, BEEOHEE
EHT5HZ ENARETT,
WAETEE 7 A v b 10000 BRSO 7 A v T,

BREDWMEER T HZ LT TEEE A,
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1 AX-Security-Controller D1 E

1.7.3 ®ITAVT—IarExa) T4 DEMEHE

v AT—=varkXxa )T OFEME L FTRITRLET,

B 1-17 5 AvTF—SavtExa)T4OMEBITOvSY

Syslog /547 LD IL—)L ALE

£
2
21|z
= | | 7
m A
2|7
s | “
N
B
E

(A1) . ICCTHRBEYTATOvY

MNR LAV T oy 7 OB LS FTRIRLET,
= 1-39 FUEIOvHOERE

i3 S
T4 =V RIZEBHET A | Syslog A vE—VOFRT 4 — NV RLY, BT A
SR R LET,
- osrc
dst

sourceTranslatedAddress
destinationTranslated Address
PanOSXforwarderfor (7 7 A 7 > MRS X
07NV hRy NU—2 2 k7 747
74— DA
smac
dmac
2 —YERILR Y ¢ — /L F(T—# N 1Pv4
Address, IPv6 Address, IPv4 Address or IPv6
Address ¥ 7213 MAC Address)
B LTMER, B7 A MRMEHEEALAET A MO
Bh, DBEOLBE %25 L 8 A,
7 A FNIL— VIR SR Syslog A v & —IZHOW\WT, B/ A FNTERL
= —ENS—BL— L EmBLET,
ATV bR —HFHN— VDT I a VREREY, AT bt
REFERLET, FERRROEE, Vv—~yTE
FEIZIERERGF L TR T LET,
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1 AX-Security-Controller D1 E

BB 4z =
X2 UT 4 T4 NEER | T2 a UREBDNEEER, IR T —0
&, X2 VT TNV EEERLET,
R GEE~Da T 4 | AR LR 2 VT T2 L0, WSRO
TL—a VRE HXfRiEE A~ a7 0 7L —va Y ERELE
7,

174 wHAVF—Tarvexa) T4 EABDOITESEIE

(1) BT A2 bREILIHRBEIDTEEIA

T A L NESEIT AL, WMROEBS A NBEIZEELTA T v ML —
NOBRERFB R TLIEE, FROA— ViR EGL ST E O 813 HEWT) Tl
KINEBT AL F2IZBENLEE, 7 A M LOL—LTIIEBI AL 2 NOERE
2t X2 VT A TN A OEAERBZRWEY A

K 1-18 #WERBHICEYtEF2) T 708 BEHINGEWNST—X

AV FIL—1

7Y a viERl | BIEERT
EETTRTE | (RER)
FESCIEE : dst

tIAM

5 4 sre=<imAR2> a

Wk  dst=<BiimKR1> k3

DX OBEES, B AL R 2I2hE—A— A EHRELTLIEE N,
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1-19 €5 A2 FRENZE T B IL—ILEREH

AV F1L—0

T oY aviERl . BIEEET
KETEE © (REIR)
JESEIBRE ¢ dst

I A M

HiFR2

1 AX-Security-Controller D1 E

I AV 2=
T avigEh | @EiERT

EETIEE © (RFER)
SESEIETE ¢ dst

=ES B

Syslog:
sre=<ifAR2>
dst=</EZimR1>
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2y
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0/1

Y

U F X
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1 AX-Security-Controller D #EE

1.8 BEN#EEE

1.8.1  Syslog @40

AX-Security-Controller 131~ M F AR L ONKEE %A Syslog — /N2 Syslog i@ %195
ZENTEET,

= 1-40 Syslog @ENFERI—&
EE B
AT v MESEE | AT v MESEEE TRAE LA XV MR L T
Syslog & Hi /L £,
X2V T4 T4 F X2 VT AT A NI TRAELIZANY MR LT

FaBu Syslog # M ) LE T,

Uit A U AR B TR L7z A X2 MG U7z Syslog 2 H ) L &
TO

PR S 1A B e PR SR B TR A L= A X MR U7z Syslog %
HALET,

(1) Syslog 74+ —< v +

Syslog i %1 C2415 9% Syslog & CEF(Common Event Format)Z{/H L £ 9, 4 Syslog
THET D CEF ~ ¥ 7 — /L ROREHBEIZLL T L0 £7,

%= 1-41 Syslog B@ENFER—&

ANYHAT4—)LF B [}
Version CEF 74—~y D 0

N—T g
Device Vendor AL LN ALAXALA Networks Corporation
Device Product a7 NLFR AX-Security-Controller
Device Version N—T g v < AX-Security-Controller /3 —

Tars>

Device Event Class | f <> NEk%I 1 —(syslog tH /) A X MEIZH 72 %)
ID
Name A R M —(syslog Hi /11~ NEIZHR 72 D)
Severity HOE —(syslog i 711 =2 MEIZH 72 )

x 1-42 ARV REBF, A1 VMR, EEEORTEE

Syslog f&Rl | 41 N> +i& | Device Name Severity
R Event
Class
ID
AT | RGNk Incident | Match the block rule 6
I 1 s
26413 5 — | Incident | Match the mirror rule 5
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1 AX-Security-Controller D #EE

Syslog #&RAl | 41 N> +3 | Device Name Severity
R Event
Class
ID
FENEIR Incident | Match the blocking 4
pending rule
XV R Action Registered the action 2
T4 T4V
4 B
HESE Action Completed to set the 2
action
il g5 Action Completed to delete 2
the action
UORmERE | Action Action registered tXx=U |2
2K TA4TA
JL A BN
Action Wanport registered WAN #% 2
fe AR — b
B0
Action Mirrorport registered | X 5 —4¢ | 2
A— kA
n
Action Permanentportin KEERTE | 2
registered NG
(R BEN
Action Permanentportout KEERE | 2
registered R— k(%
(R BEN
Action Host port moved A—rE |2
i)
Action Host ipaddress IP7 L |2
changed IS
KRR E | Action Completed to apply av74 |2
=T the configuration V) o
T
VR EERTE | Action Failed to apply the 4
B configuration
AR EHI% | Action Not supported FHR— |2
ZIA] Il
Action Applying failed TR |2
U A N
FHRPR
Action Node deleted xS |2
LA HI bR
Action Node not licensed g4ty |2
S5
Action Node under AT F |2
maintenance v A FEN
Action Action deleted Xl 2
TAT 4
JL A IR

a7



1 AX-Security-Controller D #EE

Syslog #&RAl | 41 N> +3 | Device Name Severity
R Event
Class
ID
Action Registering action TXx=U |2
failed F 4T 4
IV BB
IR
Action Wanport deleted WAN £ 2
foe AR — b
HIBR
Action Deleting wanport WAN | 2
failed EEAR— |k
HIBR R
Action Mirrorport deleted 1T |2
A— NI
55
Action Deleting mirrorport 2T |2
failed N
B R B
Action Permanentportin KEERE | 2
deleted NG
(DS
Action Deleting KGR TE | 2
permanentportin R—Z
failed DI
IR
Action Permanentportout KEERTE | 2
deleted R— (%
(DS
Action Deleting KIERE | 2
permanentportout R— hGE
failed EHEDEIE
KK
Action Host moved from A= |2
WAN port to host )
port
Action Host aged out =7 |2
N
Action Changed to trusted EFEE S | 2
host Sz B
BN
Action | Changed to BHwEA | 2
untrusted host v A
I HIlBR
i A AR x A Y7 A | Host Connection of the 2
KB Gkt unregistered host
BHEIGEE | a7 07 | Node Check 4
B R configuration

capacity

48



1 AX-Security-Controller D #EE

Syslog DA v &=V 7+ —~ v M THHT 5 EHERRESL PR E ST DHREL, TRIC

%Liﬁ—o

® 1-43 EHMERLAT—R

EEEER T T RE
base FEEm
tmpm TMPM HL#
pa NRaT7 NV bRy NT—7 2 RIMRT 7 A4 T 0 4 — L
cef Syslog &% (CEF)

Syslog DA v =7 p—~ vy FCHEMT ORELER— FOFEN L, TRIRLE

R

® 1-44 FEEKR—FEHF—E

BREXR— LR

At BA

wan

WAN e AN — b

mirror 17 —%AR—Fh
permanentportin KRR E AR — b (A5 M)
permanentportout KRR E A — R (GE1E 1)
host i A LA AN — B
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1 AX-Security-Controller D #EE

() 4 2VT Y MERESEA v E—U T+ =Ty b
AT MEREEDOA v —V T —~vy MILLT &R F9,

T 145 AT MEREEDA v E—DT4H—T Y b

]l Ayw—9
NE
1813 T CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-

Security-Controller ™ /X—<7 5 > >|Incident|Match the block
rule|6[rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> csllabel=Rule Number csl=<rule number>
[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>

AR MR AR
dvchost: <syslog client name>

syslog 7 7 A4 7 > NAFR
csllabel: cs1 DA
csl: <rule number>

~ v F LIz — L DS
7 — CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /3—<7 5 > >|Incident|Match the mirror
rule|5|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> cs1label=Rule Number csl=<rule number>
[Extension Field]
rt: < MMM dd yyyy HH:mm:ss zzz >

A R MR HEE
dvchost: <syslog client name>

syslog 7 74 7 N4k
csllabel: cs1 D7
csl: <rule number>

< v F LT — L DS
FHER CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ X—3” = > >|Incident|Match the blocking pending
rule|4|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> csllabel=Rule Number csl=<rule number>
[Extension Field]
rt: < MMM dd yyyy HH:mm:ss zzz >

A R MR H
dvchost: <syslog client name>

syslog 7 74 7~ N4k
csllabel: cs1 D7
csl: <rule number>

~ v F LIz — L O

zi

Gl
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1 AX-Security-Controller D #EZE

R) EFaUTAT4IILEZEEDA v E—PTF+—<T v k

TR T AT A NEEEORA v =TT r—<y MILLF &R E9,

K146 EXa2UTAT74ILAEEDAYE—VTH—T Y k

]l ryt—Y

NE
%= U7 ¢ | CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
-7 ¢ L2 4% | Security-Controller @ /3—7 = > >|Action|Registered the

action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cslLabel=Function csl1=<function> cs2Label=Request
IP cs2=<ip address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
AR N AR
flexString1Label: SourceAddress
flexStringl: <source address>
X2 U T 4 74 FDOEEILT KL AEM(<ip
address>/<prefixlen>), £7213tFx =2V T 4 7 4 VX DEET
MAC 7 K L A 551 (<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X VT 4 7 4 VEDFEERT KU ALK (<ip
address>/<prefixlen>), % 7= 1% flexStringl 7231%{5 5 MAC 7 K
L ASMEOSEIF2EA
act: <filter type>
XU T 47 4 Z
csllabel: cs1 DFAA
csl: <function>
R REA PR
cs2Label: cs2 DFAA
€s2: <ip address>
X2 VT4 74N EDERITCIPT RLA
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1 AX-Security-Controller D #EE

Al Ayw—o
NE
%= U7 ¢ | CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-

T AV ERE
52T

Security-Controller ™ /N—37 5 > >|Action|Completed to set the
action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> csllLabel=Function csl1=<function> cs2Label=Request
IP cs2=<ip address> cs3Label=Host MAC cs3=<mac address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
flexString1Label: SourceAddress
flexStringl: <source address>
X2 VT 4 T4V FDOEEILT KL AEM(<ip
address>/<prefixlen>), £7213tx =2V T 4 7 4 LV ZDEET
MAC 7 K L A 551 (<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 VT 4 7 4N EDFEET KL AEE(<ip
address>/<prefixlen>), % 721X flexStringl 7231%{5 ¢ MAC 7 K
L ASIEOBGA 132 A
act: <filter type>
X2 UT 47 T
csllabel: cs1 D7
csl: <function>
R REA PR
cs2Label: cs2 D7
€s2: <ip address>
X2 VT4 T4 NTDOERTIPT KA
cs3Label: cs3 D7
€s3: <mac address>
SR MAC 7 R LA
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

tX=2VUT 4
7 4 VA HIBR

T

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—37 5 > >|Action|Completed to delete the
action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cslLabel=Function csl1=<function> cs2Label=Request

IP cs2=<ip address> cs3Label=Host MAC cs3=<mac address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
flexString1Label: SourceAddress
flexStringl: <source address>
X2 U T 4 74 FDOEEILT KL AEM(<ip
address>/<prefixlen>), £7213tx =2V T 4 7 4 L ZDEET
MAC 7 K L A 551 (<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 VT 47 4N EDFEET N AEE(<ip
address>/<prefixlen>), % 721X flexStringl 72315155 MAC 7 K
VAR DS AT AR
act: <filter type>
X2 UT 47 4T
csllabel: cs1 D7
csl: <function>
R REA PR
cs2Label: cs2 D7
€s2: <ip address>
X2 VT4 T4 NTDOERTIPT KA
cs3Label: cs3 D7
€s3: <mac address>
SR MAC 7 R LA

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—37 3 > >|Action|<Name>|2|rt=<MMM dd
yyyy HH:mm:ss zzz> dvchost=<host name> act=<filter type>
csllabel=Host IP cs1=<ip address> cs2Label=AccessList Name
cs2=<accesslist name> cs3Label=Direction cs3=<direction>
cs4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration csb=<configuration> cs6Label=porttype
csb6=<port type>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X R H R
dvchost: <host name>
HEEA TR
act; <filter type>
X2 VT 47 4L F TG
csllabel: cs1 DA
csl: <ip address>
WERIP T RLR (R IP T RUABRFELRWES, 25H)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs2Label: cs2 MDA
cs2: <accesslist name>
T EAY A NGFR
cs3Label: cs3 DA
cs3: <direction>
Bt i 1Al
cs4Label: cs4 DA
cs4: <sequence number>
TIRAVANDY—2 L AEKE
cs5Label: cs5 DB
cs5: <configuration>
EES LY
cs6Label: cs6 Mgt HA
cs6: <port type>
A% TE 4G AR — b (wan / mirror / permanentportin /
permanentportout / host)

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /X—<37 5 > >|Action|Completed to apply the
configuration|2|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host
name> act=<filter type> cslLabel=Host IP cs1=<ip address>
cs2Label=AccessList Name cs2=<accesslist name> cs3Label=Direction
cs3=<direction> cs4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration cs5=<configuration> cs6Label=porttype
cs6=<port type> axscSkipConfigurationReason=<skip reason>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R MR H
dvchost: <host name>
B AR
act: <filter type>
X2 UT 47 4T
csllabel: cs1 D7
csl: <ip address>
WARIPT RLR (R IP T RLUANFELRWES, 22A)
cs2Label: cs2 D7
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

€s2: <accesslist name>
77 AU A NER
cs3Label: cs3 DA
cs3: <direction>
R 7 18]
cs4Label: cs4 DA
cs4: <sequence number>
TIEBRAVRANDY—  AEK S
cs5Label: ¢s5 DA
cs5: <configuration>
s ESs
cs6Label: cs6 DA
cs6: <port type>
B TE 4G AR — T (wan / mirror / permanentportin /
permanentportout / host)
axscSkipConfigurationReason: <skip reason>
none: =7 4 L—arvEEMLELE
already applied: REIC#EHEH~DZD, a7 4 7 Lb—a v
DO E A%y 7 UE LT

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—<37 5 > >|Action|Failed to apply the
configuration|4|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host
name> act=<filter type> reason=<reason> cs1lLabel=Host IP cs1=<ip
address> cs2Label=AccessList Name cs2=<accesslist name>
cs3Label=Direction cs3=<direction> cs4Label=Sequence Number
csd=<sequence number> cs5Label=Configuration cs5=<configuration>
cs6Label=porttype cs6=<port type>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
dvchost: <host name>
B AR
act: <filter type>
X2 UT 47 4 Z T
reason: <reason>
ARE R K]
cs1label: cs1 DFRH
csl: <ip address>
WERIP T KL R (R IP T RUABRFELRWES, 25H)

55



1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs2Label: cs2 MDA
cs2: <accesslist name>
T EAY A NGFR
cs3Label: cs3 DA
cs3: <direction>
Bt i 1Al
cs4Label: cs4 DA
cs4: <sequence number>
TIRAVANDY—2 L AEKE
cs5Label: cs5 DB
cs5: <configuration>
EES LY
cs6Label: cs6 Mgt HA
cs6: <port type>
A% TE 4G AR — b (wan / mirror / permanentportin /
permanentportout / host)

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—37 3 > >|Action|<Name>|2|rt=<MMM dd
yyyy HH:mm:ss zzz> dvchost=<host name> act=<filter type>
csllabel=Host IP cs1=<ip address> cs2Label=AccessList Name
cs2=<accesslist name> cs3Label=Direction cs3=<direction>
csd4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration css=<configuration> cs6Label=porttype
cs6=<port type> axscSkipConfigurationReason=<skip reason>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
dvchost: <host name>
B AR
act: <filter type>
X2 UT 47 4T
csllabel: cs1 D7
csl: <ip address>
WARIP T RLA (K IP T RUABFELRWESA, 42A)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs2Label: cs2 DA
cs2: <accesslist name>
77 EAY A NER
cs3Label: cs3 DA
cs3: <direction>
B 7 1)
cs4Label: cs4 DA
cs4: <sequence number>
TIEBRAVRANDY— L AEK S
cs5Label: ¢s5 DA
cs5: <configuration>
W 2R
cs6Label: cs6 DA
cs6: <port type>
B E 4G A — b (wan / mirror / permanentportin /
permanentportout / host)
axscSkipConfigurationReason: <skip reason>
none: =7 4 VS L— g U EHIBRLE L
currently applied: Lo a7 4 7L — g UddEA T 07
W, ar74 77—y aroflBE Ay S LELR

4) HREHGEDOA v E—DTHr—I v b
WERBEHOA v —V T —~ v MILLTF &R F9,

R 147 BREFEDOAYE—CT4H—T W k

]l Aytw—Y

NE
A U7 %R | CEF:0JALAXALA Networks Corporation|AX-Security-Controller|<AX-
SR G Security-Controller @ N— <" = > >|Host|Connection of the unregistered

host|2|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host name>
csllabel=Port Number cs1=<port number> cs2Label=Port Alias
cs2=<port alias> cs3Label=VLAN ID cs3=<vlan id> cs4Label=Host
MAC cs4=<mac address> cs5Label=Host IP cs5=<ip address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X R H R
dvchost: <host name>
FEH AR E AL PR
csllabel: cs1 DA
csl: <port number>
PR O — N B
cs2Label: cs2 DFH
cs2: <port alias>
BRILE OR— FE SIS T DR — A U T A(R— =
A VT ARKBEOLE, 221)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs3Label: cs3 DA
cs3:
Pefoe 258 @ VLAN ID(VLAN ID 28RBS D54, 2¢A)
cs4Label: cs4 DA
cs4d:
B AR D MAC 7 R LA
cs5Label: cs5 Mt A
csb:
BEGRAD IP 7 KL A(IP 7 RV ANRIELE L2 WS, 22H)

X

EEOBERmA D Syslog Z1@E$ 5 &, 10 HfE], F—MACT FLATH5HY

|

W

(5) EEXNRE

LB AR D

WwAEPIE L £,

EFEEOAYE—CT+—T Yk

B SREEEEDO A v — T —~y MILLT &2 4,

x 1-48 BEEMREEBEDAvE—UT+—< v b

2l

Ayte—

B

a7 4 TR
AR R

CEF:0JALAXALA Networks Corporation|AX-Security-
Controller|<AX-Security-Controller ®~3—3” = >>|Node|Check
configuration capacity|4|rt=<MMM dd yyyy HH:mm:ss zzz>
dvchost=<host name> dvc=<ip address> cs1Label=NodeType
csl=<node type> cs2Label=TotalMemory cs2=<total memory>
cs3Label=AvailableMemory cs3=<available memory>
cs4Label=FragmentsMemory cs4d=<fragments memory>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
av T 4 VREEWER L AR
dvchost: <host name>
PR AL E A4 PR
csllabel: cs1 DA
csl: <node type>
EHGILE OLLEE TV
cs2Label: cs2 DA
cs2: <total memory>
a7 47—y ary7rAnE LTHHATES
cs3Label: cs3 DA
cs3: <available memory>
AT 4T L—=var7 A E LTHIHTE 25 =
cs4Label: cs4 DA
cs4: <fragments memory>
AT 4 L= ar 7 A NOhT, Yl & TR
FAELCEYT Y TRE

=

\

H
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1 AX-Security-Controller D #EE

X1

THEBETLOa L T 4 T L— 3 VOEXREBEDBEED 20%FH DA
GRSt

- AX8600S/AX8300S/AX4600S/AX3800S/AX3660S/AX3650S/X3640S
X2

LR OB GEE O Syslog i@+ 5 &, £ H 0:00 £T, YaxEBEx Gk
DiEFZ ML L ET,

1.8.2 E-mail @40

AX-Security-Controller 1%, A~ ¥4 L OVMRAEA E-mail AIJEICE AT 5 Z &2
TEET,

%= 1-49 E-mail BENFER—&

EHE 38
AT v ME#EEE | A T MEBEEE THRAE LTZA X RO E-mail % H
HLET,
RS, A N2 PRAERETT,
EHILAR— b H, &, AHEAIZNE L LAR— MME®RO E-mail 2 H 7]
LET,

EEEIT, TLTY,
HHAL : 48 H 0:00 ST
FEAL : /i AREH 0:00JST
AN : A 1 H 0:00JST

4t AR T A4 ABHED E-mail ZH 71 LET,
ﬂ:.%’%ffééi TRTY,
T A A%%h 3 H>H R 9:00 ST
T A A%%h 1 HH R 9:00 ST
T/ ARSH T BRGHO B4R 9:00 ST
F A & AL 9:00 JST

TAKNRA—)L Web A > % 7 =—RIZ2L VY, E-mail BHEIGEOY— "~ &
FZ " A—)L® E-mail ZH S LET,
LTI, Web A v ¥ 7 = —RICLARKZ VHTFIFC

TO

Uit A AEE9L S AR B O E-mail 1 ) LE T,
EEREIT, A~ MRAERTT,

B P SR A [ B B G A B o E-mail 2 ) L E

PAEREE, A~ MRAERFTT,
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1 AX-Security-Controller D #EE

(1) 7o kra
A— VBRI PTREZRBER 7 1 b a VT FitonTnmne e £4,

£ 1-50 #EHE SO raL—&E

EHE7oral B
SMTP A =L — N OFERIZ SMTP 2 EH LEST, A—L
PN OBEEIIR A LENEEA,
SMTP STARTTLS A — L — X & DT SMTP &4l L, STARTTLS

WL bdEEZBZ2VWET, A—LP— LDl
FBram et E 7,

SMTPS —w#—ﬂkwﬁm SMTPS ZfEfI L4, A—/
=N OWE TR S b SIVET,

‘_‘/I/“ﬁ"_‘/\ & @ SMTP 72 o iT%ﬂmb\ﬁ—hﬁ)}: fcf n i‘é—o

= 1-51 SMTP FBEE—%&

SMTP 23 Hi
L SMTP #iEx B Z 2 WEH A,
HY SMTP #REZ B Z R\ ET,
CRAM-MDS5, PLAIN, LOGIN DJIEIZ, FHFF& A E T,

(2) A—IAYTDOHBEITA—T Y+
FEA—VTHT DA =N~y X OIMET +—~ v MIFRE 20 £7,

R 1-52 A=Ay SFHEBFIF—T Y b

Z4—ILF &
Content-Type text/plain; charset="utf-8"
Content-Transfer-Encoding base64
MIME-Version 1.0
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@) 1T MRREEAYE—VT+—T Y b
AT U MERHEED A v —T Tk —<y NMILTERY 9,

£ 1-53 AVOTFY MEREEDA Y E—DTH—T v b

Subject AL
NE
AT | ZERRE <25 B>
A (G5 HET) VIAT VN < TA T NAFR>

7547 NER <P T4 T MER>
BT A NAFR  <B T AL NEATR>
JL—VABSE R+ <L— B SRS
R PNV i o ) P PV Y12
o 7 <%f5 Syslog>
<ZAE AR
AV TT v MR H B
U TAT v NAEFR>
Syslog %15 L7227 74 7 > baFr
< TAT v N>
Syslog %15 L7=27 7 A 7 > MER|
<k 7 AL NALFR>
AT NIIRELIE®ES A MR
<L — LA S FE>
< F LT —
<X VT 47 4 NE SR>
BEkeXa )7 07 40 VHSME
<%A5 Syslog>
=15 L 7= Syslog
AT E | 2 HE  <SAE HE>
B T—) | 2 IAT Y MR 1 <2 54 T N>
7547 v NER <T T4 7 MER>
YA NAFR  <B T AL NEATR>
JL— VABSE R < L— B SRS
X2 VT T AN <X VT 4 7 4 XS
n 7 . <5%{5 Syslog>
<ZAE A R>
AV VT v MR H B
U TAT v NAEFR>
Syslog #5215 L7227 74 7 > baFr
< TAT v NER]>
Syslog %15 L7=27 7 A 7 > MER]
<k 7 AL MRS
AT NIIRELIE®ES A AR
<L— VB SR>
< F LT — VA
<tEXaUT 47 4 VF S
Bt X7 407 0 VHSME
<% Syslog>
=15 L 7= Syslog
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1 AX-Security-Controller D #EE

Subject

X

nE

AT R
A (TEERIN)

AE AR <[5 AR

T IAT VN < TAT v NAFR>

7547 NER <P T4 7 MER>

v TR TS <B T AL NEAFR>

J— AR LERE - <L — ARG >

X2 VT4 TN EE <X 2 VT 4 7 g F >
1 7 . <%{5 Syslog>

<ZAF H K>

A T v MRA A IE
<JTAT v N>

Syslog # %15 L7227 A4 7 > haFh
<7 ZA7 > MHER]>

Syslog #%15 L7=27 T A 7 > MER|
<k A2 NELFR>

AT NRRELIZET A MR
<L— LIS E>

~ v F LT — B S B
<X VT 47 4 FFMH>

72
<15 Syslog>

{5 L 7= Syslog
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4) EHLR— b AYE—UTHr—T v bk
EMLAR—=FDAvE—V 73—~y MILIFEARY £9,

= 1-54 FHLR—FDAVE—CTFH—< Y b

Subject AL
NE
Hifltx=V HRElEx 2 U7 0 VAR — M (<UEERR A H p>~<IUEERE T H IF>)
T4 LAR— bM<
V4 B >) WA T MEEEREHA T v MR

HEb <A U UT v MRAEMB(ER)>

Syslog J##£(CEF) : <A > 7 > b 3415 (CEF)>

NaTI Ry =T A2 WHRT 747 0 —/Ldf <
A T MEAN L (Palo)>

WL a U T o 7 SRR B IR R AR 1
)

Gt <bFa )T o T VSR>

Syslog HH(CEF) : <t ¥ = U T 1 7 1 L X # i (CEF)>
AT Ry bU—=7 A JHRT 7 AT i <
TX o UT 47 4V FHEE(Palo)>

TMPM H#H : <t = U7 ¢ 7 4 L ZHEEHTMPM)>
FEEM : <t X2V T 4 7 4 AV FREHEFE)>

W17 MERGEM(EHET 10 17F)

ZAIE B - <=5 H >

TIAT YV NARR <T TAT U NAFR>

74Ty NER <7 T AT v NERI>

YT AL NGRS <B T AV NAFR>

X2 VT4 T A NEERE  <EX 2 VT 4T 4V F S
1 7 <%A5 Syslog>

A8 AEE @ <325 A Re>

TIAT VN <7 TAT V NAFR>

T TAT v NP <7 TA T v NRERI>

YA NG <B T AL NAFR>

TR T 4 T A NEERE <X )T 4 T 4V E S
n 7 <%A5 Syslog>

<.LLYQ%ED

IEE H (YYYY/mm/dd 72 =X)
<UNEEBA LA H >

I AE B4R B FF(YYYY/mm/dd HH:MM:SS & X)
<IN T HIRE>

VAT BEF(YYYY/mm/dd HH:MM:SS JE ()
<A VT v NEAEMR(EE)>

I GBI F A A B LT o o7 SR (< iR

)

31 [Syslog ##(CEF)| F7=ix Iohapss v 7L
Xy NT—=7 ZRWMR T 7 AT O — L D] DT
A B ZAFREO I T)
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1 AX-Security-Controller D1 E

Subject

X

AE

<A > T v NEEAME(CEF)>
N AE S HIC Syslog 1#4#£(CEF) @ Syslog 7 74 7> kT
RAEERMUT-A T MR (<R
3%2: ISyslog #HE(CEF)] O T A B AFHREOHH T
<A 7 v A (Palo)>
WESGHIFIZ e 7V bRy hT—27 2 K7 7 4
70— ViEHED Syslog 7 T A 7 v N THRAELRFN LT
A VT MEE(< > R) S
#3: NTEEE e T L hxry hT—7 AR T 7 A4 T
U= DHEEE] DT A AFEEO RS
<X a7 47 4 VERE(ER>
WM TR COREFHAEF 2V T 4 7 0 L Z,
IS B AN SRR LT 2 U T ¢ 7 4 V2 3%
(SRR IE W A BRI <R GBS TR I< R R 2> 1F)
<tF¥ = UT 47 4 ZHE(CEF)>
HHEEREHE DS Syslog EHE(CER) DX 2 U T 4 7 4 L ZITH
T~ D R E U PR GR IR BR A AR (<RR E W A I < B S 3K
>PEI<FRBR -S> 1) <4
3%4: [Syslog #HE(CEF)] DT A v AGREED A H T
<t x 2V T 47 4 VX HKE(Palo)>
RS e TV Ry NU—T7 X KRR T 74T
VA= VEEOE X 2 U T 4 T 4 N HIKT DR EE A
R ERIE BRI E(<FR T W P BRI < B SR TR I<fg b
H>)*s
%5 MANEEE Se T v bRy N — 27 ZRWMART 74T
U=V EDEEE| DT A & AFREED IR T
<tF=2UT 47 4 FhEEH(TMPM)>
HEEREAE S TMPM DY 2 U 7 4 7 4 L X ITHkT D
BRI IR GRIFR BRI R (<ER E B A B 1<B A 5> 1
I<FRBRAFEE> 1) e
6 [HNEREHEE N LY R~ A Z o DDI/TMPM & D |
DTA & AFHREO I T)
SR PEY - HIE 1)
HESREN TENBINOY X2 VT 4 7 0 VXT3 55%
TE 5 T PG IRBRAE AR (SRR TE 5 P PRI <B SR A<
FRBRAEE> 1)
<ZAF H >
AT v MR H IR
< TAT v NLFR>
Syslog #%%15 L7227 74 7 > haFh
<7 ZA7 > MER]>
Syslog %15 L7z 7 A 7> hEjl
<k 7R NAFR>
AUV T Y NBEELIZET A MR
<tXa VT 47 425
Bk VT 07 4 VH5IE
<% 1% Syslog>
{5 L 7= Syslog
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Subject

X

nE

HEEF =Y
T4 LAR— bM<
uﬂ%%ﬁ&ﬁﬂ

WHEEF =2 U7 0 LA— b (<UUEERIAR H Rp>~<UEER T HEF>)

W27 MEEEREN(A T B

BEl <A TV AR (AE)>

Syslog JH#£(CEF) : <A > ¥ 5 > b3 A5 (CEF)>

N7 bRy NT—=27 A2 RERT 747 04—V <
A T v MEA L (Palo)>

Wt = U7 7 oV FEEERE G IR SRR R A
)

Gt <kF 2V T4 T 4 NV FHEHERN>

Syslog ##(CEF) : <& % = U7 1 7 1 L ¥ it (CEF)>
N7 bRy NT—=27 A2 RERT 747 U+ —/LiH <
C ¥ 2 VT 47 4 VH ik (Palo)>

TMPM i : <& = U 7 ¢ 7 4 L2 HEHTMPM)>
FEEM : <kEF =2V T 1 7 4V FREH(FED)>

W1 T NEEEREHE RN (B BAL)
INEE B« 3RS

YYYY/mm/dd : <35>
YYYY/mm/dd : <f%>

BEX=VT 47 4V ZHEHEHRANFR(A HEAL)

WEE B « BRIE T AR SR A B BRI
YYYY/mm/dd : <%E ¥ B I< B SR B 1< R
YYYY/mm/dd : <¢7E W B I< B SR B 1< BRI

<IN A >
IVAEHIRI(YYYY/mm/dd~YYYY/mm/dd 7 X)

<UNEEBRLA H K>

<INEERET A >

<A T v MREAEMEAF)>

<A T v NEEAME(CEF)>

<A T v MNREAEHS(Palo)>

<t XU T 47 4 VA FEFHEF)>

<tEX =2 U7 47 4 VHZHEHCEFR)>

<tF=2UT 17 40 ZHEGEH(Palo)>

<X VT 47 4 ZHEHTMPM)>

<tFa VT 47 4 A GRH>
AfEX = U7 ¢ LAR— N<UER>) O 4 5
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Subject AL
NE
Aflt*=Y AMEx =27 ¢ UAR— MN<UIERRRE A Rp>~<IUEEH T A K>)
T4 LAR— bM<
I AE HAE>) W17y NEERE (T T v MRS

At <A TV MREAEMS(GE>

Syslog ##%(CEF) : <A > 7 o hI&A{K(CEF)>
NIy hT—=T7 A2 WHRT 747 0 —/Ldf <
A T v MEANE(Palo)>

WX VT 7 ¢ )V F R ERE R AR SR R R b
)

HEt i <EX 2V T 4 7 4 VFHEHEF>

Syslog #HE(CEF) : <& ¥ = U 7 1 7 1 L ¥ HEiH(CEF)>
N7 Ry FT=7 2 RWRT 747 7 —vi <
X =2V T 47 4 ZHEaHPalo)>

TMPM i : <& = U 7 ¢ 7 4 L2 HEHTMPM)>
FEEM : <kEF =2V T 1 7 4V FREH(FED)>

W1 T N E RS PN AR G HEAT)
IR - Ak
YYYY £ mmA 418 : <>

WEX= U7 7 ¢V HHRHE RN RRE AL

IEEHAR - 3R E %ﬁmﬁfﬁﬁt/%ﬁ#ﬁ/ﬁﬂ%{%&

YYYY - mm H 5L - <fREF A I<BREME B I<fEER
450>

YYYY HE=mm H 5 20 <f%EFE A HHI<S G 1< g b
5>

WA T 2 MEEEREHE AR (H HAL)
IR @ AN

YYYY/mm/idd : <f%k>

YYYY/mm/idd : <{%k>

W= U7 7 ¢V REHEHRNER( A BL)

WA H o BRI AR Gk B R R
YYYY/mm/dd : <gTEF AR <R ER A EI<fERR >
YYYY/mm/dd @ <E&TEF AR <R R EI< BRI >
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1 AX-Security-Controller D #EE

Subject AL

NE

<UL H>
IAEIAR(YYYY/mm/dd~YYYY/mm/dd 7% =X)

<UNEEBH AR A Rp>

<ULERAE T H Ip>

<A T v MEAEMB(ERH>

<A T v NREAEIHE(CEF)>

<A T v N (Palo)>

<btX = VT 47 0 VEFREHERD>

<tx=U7T 17 4V FiEHCEF)>

<tF = U7 17 4 FHGEH(Palo)>

<tFa VT 47 4 HiEHTMPM)>

<btFX = UT 47 0 VERREHERD>
AfEX = U7 ¢ LAR— N<UER>)OX I 4 5

(5) ALV AEEA Y E—TT+—T Y b
FAB L AEEDA v —T T —~ v MIUT &R £1,

xR 1-55 SALVRAEEDA v E—VTH—< v k

Subject A

HNE

<TARSARL | TA B AFR( Y T V) <TA & RFERI>(<> U T AEFS
FTOHHE>EIZ | >)

S4B ANE —IEETA B AFER( Y TV) L <T A ' AFER>(<> Y
hLET TN T>)

51T RPHID BIGE, IS A+ RIEFE
EAIIR - <E RS

TABANT A B AR E TOWRMSZRIZKZ L ET,
R T A A BIL T EEN,
<T A & AFER>
FA ' ADOFM
<V U TNEET>
FTAB L ADV Y T IVEE
<HZNHIRE>
FA B ANRKNT D BHIEF
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1 AX-Security-Controller D #EE

Subject A

NE
TARSANK | TARSAFER(E Y TN <TA B AFERI>(< Y T AE S
HLELE >)

—JEETA B AR ) TV)  <TA B AFERB>(<T Y
TV G>)

GEE T 1 b2 XA BIL, AL A RIP 2T
FIR - <E SRS

TA R ABRYLE L,

<A ¥ AFER]>
S A& ADFEE
<V U T NNEE>
FA®VADT Y T INVEE
<f5 Zh >
FA v ANEKNT D B

6) FRARA—JLAYE—CTH—Tw bk

TARA=NLDA =TT p—<v MILLTFERY £9,

T 156 TFRARA—IDAYE—CTH—T Y b

Subject AEX
NE
AX-Security- AX-Security-Controller ##¢7 A k

Controller #%:7
2N

AL R - <TEESE4 B>
PE R <% A E>

<id@ N4 >

NS4 TR
<E1F A K>

A —)L %55 Uiz A
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1 AX-Security-Controller D #EE

(7) WMEEHRAVE—DTA—T Y F
MR OA v —V 7 —~ v MILLF &R F9,

= 1-57 HREHOAVvE—CSTH—T Y b
Subject A
N
TA YT ARE | HEEH R - <G H K>
FREm AR O A | WAL T HRE o <@ Engn ke T H RS>
BEmLE LR B K%L © <host number>+%&

WS E AR ¢ <host name>

A— h&E5 : <port number>

R—hxA U T A : <port alias>

VLAN ID : <vlan id>
UK MAC 7 KL A : <mac address>, ¥R IP 7 KL & :
<ip address>

IR MAC 7 N L X3 5555, Bk MAC 7 FL-X
Foop 7 2Y2

T A VT ARBESRAROE R AR LE LTz,
<HEfpi H KF>
TA YT ARG ERIGAR OB & R Uiz B R
<TEFEAHN LR T H B>
EENIE 2N T 95 B R
<host number>
T A YT ARG A DRI
<host name>
PRI E AL PR
<port number>
P EE R — ME R
<port alias>
P E O R — FEZITHIGT 2R — oA VT AR —
A U T ARRBEOLE, 22H)
<vlan id>
PEfsedEE O VLAN ID(VLAN ID 23 REUGDHA, 22H)
<mac address>
BEfini A D MAC 7 K LA
<ip address>
B RO IP 7 RUA(IP 7 KL ANFEIE LWA, %2
E))

X

R
oIt

EOPEGRAR D E-mail dEZ BT 5 &, 10 HRE, F— MAC T KL ATH
SRE R R D@ ik UE 9,

3

O
=
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(8) BEENFEEBEMEA Y E—CT+r—< Y b
BER GO A v — U T —~y MILLFE 720 £,

& 1-58 BEEMREEBEDAvE—UT+r—< v b

Subject AX
NE
avT 4 FRE | EENGIEEA T - <JEEAL P>
[ R EHXIRIEE IP 7 K1 A : <ip address>

BERIIEE T T L <EETE T >

W7 T RE
<avT 4 URE>

WHEHEERO a7 4 7 L— 3 U MRERT L 72 B ATHE
HERH Y F£9,
a7 4 L= 3D save BiTo T &L,
<JEEL P>
PR AL E A4 PR
<ip address>
B SAEBED IP T R LA
<IEEE T )L>
PR E O EE T T
<274 7ﬁ£>

XL

TREEET VO T 47 Lb—a VORI FENEFRED 20%AK1H DOHEIC
THE

+ AX8600S/AX8300S/AX4600S/AX3800S/AX3660S/AX3650S/AX3640S
HEX2 -

EE O B GAEE O E-mail BEIZ@HMT 5 &, #H 0:00 £T, L% 5
EEOBMZIIE L ET,
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1 AX-Security-Controller D #EE

1.9

1.9.1

LR—

tHal) T4 LR—

AX-Security-Controller (%, 1 > 7 v ME#Efs, B NEX2 V707 0 V2 ER
X2V T4 LAR—MELTHANTHI EBAHETT,

X2 VT 4 LAR— M, E-mail (1.8.2)X°, Web A > % 7 =—%(6.1.8(3))IT X 1 ffe7E
THZENTEET,

BT 2%V T 4 LAR— FOIERE, BLUOARZ FRIRLET,

& 1-59 X274 LKR— bOIRESRH

15H e At A

H HLA7 & H 0:00 JST AT H @ 0:00JST 75, 23:59JST £ TOFEH %
PAELET

WHAL | EAKER 0:00JST | A HREH 0:00 ST 2°5, HIEEH 23:59 JST
FTOMHEREL £

A AL 5 1 H 0:00JST A1 H 0:00JST 226, AAK23:591ST £ T
DIERAEINE L5

® 1-60 X274 LR—FOHARE (HER)

EE B
A T v MR AHfLOA o TF v P RAME Y2 H D LE
A T NI 7,
JzﬂE:L)747wW'ﬁu+ HEMNOEX= U T (7 4V E OFREFE
FREE AT B GAEIRREC 2 L E T,
%‘ﬁﬁﬁ%}k
AR

AT MEREEMORET 101 | 4 > F » MEROEH 10 E&2 A LET,

XL . A5, Syslog #HE(CEF), X7 /L hxy hT—7 A2 IR T 7 A4 T 74—
JVHEHE T L IZH AT L £, Syslog 3@ #E(CEF), ST L by hT—27 2 kAT 7
AT —/VEHEIX, T AEECHDLET,

X2 . Adt, Syslog HEE(CEF), a7 L hFy hU—7 A2 WK T 7 A4 T 74—
JViEHE TMPM EHE, FEhZ L2/ Lx 9, Syslog H#(CEF), /S\u 7 /L h%* v b
U—7 A AT 747 04—V, TMPMEH#IL, 74 B 2AFRCHI L
\ij—o
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x 1-61 X2 T4 LKR—

1 AX-Security-Controller D #EE

rDHARE GEELD)

IHH

B

A T v NEEERE
A T MR AR

BHENOA T v MR E
HALET,

ﬁ%1)7474w&ﬁﬁ

WHEANIOEX 2T 4 7 4 LED

B U AR B TE 1 AP St B R R A H50+2
%ﬁ#ﬁ ZHHLET,
fiR BRI EL
A VT v NEEEREHE RN R (B L) AHAN DA T v MRA A
FAEMEL HALET,
ﬁ%1)7474W&ﬁ#ﬁﬁWﬁwmﬂm HENOEX2 VT 47 4V ZD
X E T K B TE 18 PR S B R B A 2502
%ﬁ#ﬁ EHALET,
ACRGRS

%1 . AFF, Syslog 4 (CEF),
JVIEHE T S ZHI I L E T, Syslog 1##5(CEF),

NaT7 Ry NT—7 2 W7 747 74—
A= N SV NV R/ S QLK Al

AT T —VEEL SA B AFEMEFECHAOLES,

%2 . Ait, Syslog i (CEF),

JVEEHE TMPM EEHE, RIS LICH N LET,

NRa7V bRy hI—7 A KT 7 A4 T 04—
Syslog ###(CEF),

VAl=IV o N S

— 7 A2 IR T 7 A4 77— L, TMPM EH#IL, TA4 B 2AFZICH L

£

x 1-62 X2 T4 LKR—

DO ARAE (AEALD)

IHH

B

A T v NEEERE
A T MR AR

HENLOA v 2T v MR
EHOLET,

ﬁ%1)7474w&ﬁﬁ

ABMOEX 2T 4 745D

R E I R BRTE W BB S A B R R A 02
%ﬁ#ﬁ ZHAOLET,
BRI EL
A T v MEEEREHE WP ER OB HAAT) WWHALDA T o B I AR
AN EHALET,
ﬁ%1)7474w&ﬁﬁhim FROAEAL) | BENLOEX 2T 4 7 4 LED
A E T AR R TE U A S U AR R 50
%ﬁ#ﬁ EHAILET,
iR BRI 3
A T MEEEREHE N ER(H AT HEN DA T v BN
TN EHAILET,
ﬁ%;)7474w&ﬁ#a$Wﬁwmﬂn H¥ENLOE X2 VT 4 T4 NVED
A E T AR R TE U A S U AR R 50
%ﬁ#ﬁ EHAILET,
iR BRI 3

%1 . Ait, Syslog i (CEF),

Nar7n bRy NU—=7 A W7 7 A4 T 04—
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JUHE T L ZH S Lk, Syslog Hi#E(CEF), Sua 7L bRy FU—27 R R T 7
AT U, TA B AFBRFCH DL ET,

TE32 : A, Syslog #H#E(CEF), X\u7 /L hFy hU—7 2 RIRT 7 A4 T 74—
JVHHE TMPM #HE, FEIZ L ICH L E 3, Syslog HEE(CEF), /Su 7 /L bk b
T —7 A W T 7 A4 7 04— L, TMPM EHEX, T4 v 2AFEHCH DL
ES I
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1 AX-Security-Controller D #EE

1.10 MR BIEEKEE

1.10.1 FEERE

AX-Security-Controller(Tracker)id, AX-Security-Controller(Manager)® k7~ v <% BRFHE
TEBIE LB RICESE, FmRkoBEBELZHEH L ET, RS o1EROH
Mz FRIORLET,

& 1-63 BIEEICEFTNLHIER

1EH B
Bt BIA B | ARP 15, NDP 5 #,MAC 7 K L 2RO FHINEIC T, H-7p
TSI S 7= (RV L)
Uit A 1 T WEBAAERE RN T IR SN0 R DT R LA
(MACT FLA, XA, IPT7RLA, =4 UTR)
(VAR WEBIBIEZN IR DTFEL CWAHE Xy h U —27 EOSHE
(Bt o, VLAN, R— hES, A—bhxA U T R)
Bafeak T A | GBS BRAAREANCUEE S 7Y, LARR o A AR CTINEE S /s
< Ipo T2 WE] (RVHAT)
Pefc I WG KT RER) & EAE BAGRRER D 72 (FPHLAT)

BB, TRROX IR —ATIE, H2BEBREEZIERL, SwARBEAOEER GRS &
O TR & DRI 2 P L £ 9,

S WERT L72hRAS, 815 2 B

CWETOAKD, BEERE L 1TRR 5T B LA THllE FEh

CWBETONKRSBE LT, RAHR—FbiEf

I

it

lll
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1 AX-Security-Controller D #EE

111 242X

1.11.1 SAEURADER

AX-Security-Controller X, 7 A7 UV 7y a XY 7 o277 T4, KV 7 b
77X, TROTA B ANLRD FET,

x 1-64 5S4t XADAR

IHE &R
ERTA A AX-Security-Controller Z 53 57-8HDZ
LR (W)
I RAA v FILR T A B EHRRAA v FREIREST D720 T A

A (KT a )
BHARTVA YLV ALAN 2 har— | BHEIRTA YL ALAN 2> b —J%
TR IT AR YRS DT20ODTA B A(A TV a )
ERERE T A 2R X2 VT s EEEET OO T A1
VA (F T a )

1.11.2 {EFRHEAR

FABRL, PIFEETA B AFABREANS I5ABDOARETEN)E, 14F
R T A B A2 D HAENO 2 OIZHEEINET, HIENIHVFE T A A Z2HEA
WEEE, 24EH LI kAT 2 BA81E, 1EER T A 2 AOBANRMLETY,

& 1-65 4t XDEAEARBGI

15 H 2 FB L&
HEART AR Y N e AV
(W T A2 A) LFIERE T A & R)
BHNRAA v TFIEET A B A BHNRAA v TFIHET A B A
WHEETA L R) (LFIER 7 A B R)
BEXGE T A YL ALAN 2 ha— | EHML T A YL A LAN 2 ha—J K
FIET AR | (VS
WHEETA L R) (LFIER 7 A B R)
HNEEEE T A 2 A HNEEEE T A 2 A
(WHEET AL R) (LFIER 7 A £ R)
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2. BIEEH

Z OETIE, AX-Security-Controller DEMESRM: &3 DUNE KM LA AIREY =77
TFIZOWTHBLET,
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2 B

2.1 IRBEH

211 EEXRRY NT—2
BE 5%y U — 27 (2B %5 AX-Security-Controller DUXE Stk 2 IR L £,

x 2-1 EERRRY FI—VICETHINEEH

# EH IR &

1 EEE S S e Gt B K 1000 3 (&
2 WAN i 7 — b Freess K 64 R— b
3 Xl T A SEERLI TR NS K5 HR—h
4 K foeas E AR — b (AR ) HE K 64 R— b
5 IR fgERs AR — b (REE A A4 K 64 R— b
6 EHL G AR — R 5k 64— k

A1 BEHRAA v TFIIRTA B ALY, EROMEEI D REWEEZBHEKL T
b, BIERAET DB GG E ST EROE L 72 ) 9,

TEX2 1000 2EE L EOBRE TEIE S EonGa, HEEZEICHWEDEIZI N,

X3 Vo727 07—y arRN—FORAE, MET 2WHER— o TliE
LEJ,

%4 EROMEI Y REWVEZEERL TH, BIFRIET 28— MUT EROMEL 72
D ij_o

5 EHDSRAEE T, MEEOMMRTRMENRSS AR 2 v 7RIS b 6T, AX-
Security-Controller (Z84%9 25 IP7 KL 2 15T1HEHZLET,

2.1.2 Syslog
Syslog (2995 AX-Security-Controller UL S 2RISR L E T,

+& 2-2 Syslog 12T AINEEH

# 15H IR

1 | SyslogZ 747 &k ®K107 747k
2 Syslog #— %k R 10 H—1

3 Z{Z Syslog %k K 10,000 A v 7 —%

¥ 1 $_TD Syslog 7 7 A 7 > b OEFHCIREFT AT,
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2 B

213 A PTrRHEHEL—IL

AT v Ml — B3 %, Syslog 7 A 7>k Z & & AX-Security-Controller
DOUEFEMZRITRLET,

T 23 ATy MHBIL—ILICET 2INESEH

# EHH NSS4
1 AT v MaHL— VK 1000

2 | N VNICRHETE D 5MF0E | &K 6 M
3 2 —WERIEE T + —/L NI 10

214 InKRBENERE
IR EN B R IZ B4 % AX-Security-Controller DU S 2RISR L £,

x 2-4 mABHEECEY HIMBEEH

# BB INREH
1 J& PR LR A 7 1 ] B K 3650 H *!
2 FEE DRI & N RT AT DRI
(BRI S Ou R, WABEIO BEOFFTIR D *2
A E)

MEX1  1~3650 OfsEREARFEHM+1 B UL ERTOBREIX, ~N—FT 1 27 OFEEIC
FZh 59, HEITHIRESNET,

PN TRRO/SA ML EOZEE A — FF 4 A2 ICBETT, A= FF 4 22
FhREA— =5 LB LOBES R CE R RDID, = KT 4 A7 DEEF
e SR Lz ECHEA LTS,

1R D 1 H &7V OIE(EBRAAMKE T B (B B M) X 5 & B IR A IR () X SR
X 1*3[Kbyte/[A]]

X3 A U7 ARBEHREOWE R, AL TN A YT AOKRE S THRK
64Kbyte £ CTHE L £,

215 +HwHA K

BT HERE 7 A > MICBIT % AX-Security-Controller DA SE 2 RITR L £,

x 2-5 €U AUMIETHIREEH

# 15H A &Y
1 AR 7 A v R EH &KX 10
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2 B

# 15H IR

2 A VT v Ml L — 1000(z 7" A > |k HAfT)

3 K ek B AR — b (AR ) EH2 K 64 R— R~ (27 A kAT

4 K foeas B AR — b (R F ) KR 2 BRK 64 R— (&7 A > ki)

5 | X2 UT 47 4L HENRRA R 17 A > FEAT)
Y a— IV

EX1L EROMEL D REWEEZBREL T, BfETRERE 7 A2 M IT ERO L
RV FET, RBEEFEAEI AN, BIXOEFRBELE A M, ZONESREOR
(ZEAHEE A,

ER1 Voo 77073 R — FOBEANE, Wk 20BN — N0l ci#EE
Lij‘o

2 EROMEID RESWEZREL T, BERIET 28— MMUT EROE L 72
DET,

216 <ww7T
~ v 7B % AX-Security-Controller DU S %2 IR L £,

® 26 vy TICEAT MBS

# IEH IR &
1 v 7 500
2 ~ v T ) OFTRF G 500
3 ~ v 7B OFEEER T 7 A A X2 1MB
4 T A a3 T 7 A VGRS 8000
5 TAALEWT 7 AN A 2 500KB

XL FEEN S EHR R OB TY, BIFERGES 2 R R BT LROMHE L 720 &
\j—o

FX2 : WRER 7 7 AN A XDEEHE, TAaVEBRT 7 A VA XDOEFHDZE
TN N— R T A ATICRETT, "= NT g AV EREEA—"—FT5LH L
BEBT 7 ANRT A a7 7 A VBBEETE L D10, "—FT 4 AT D
CXREAE TR LI ECER LTS EI N,

HE 3

2.1.7 E-mall

E-mail (283" % AX-Security-Controller OIS 2RISR L £ 7,

#£ 2-7 E-mail IZEET 2INAEEHE
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# IEH

YRE S

1 E-mail 3851562

K 10

218 ITAY7R

T A U7 AIZBE9 5D AX-Security-Controller DI S % RIZAR L £9,

& 2-8 IA)TRICETIIRESEH

15H

IR

1 A VT ADEA "V

K 16

2 B
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22 (FHEAEEY T ISOY

2.2.1  AX-Security-Controller(Manager) CERAIGEHZD T T TS50
AX-Security-Controller(Manager) T A2 ¥ =77 7 U ¥ 2 RITR L E T,

® 29 EAAELRY I IS
DxIITS0Y
Firefox 68 ESR (Extended Support Release)
Firefox 78 ESR
Google Chrome (5 #Thk)

2.2.2  AX-Security-Controller(Viewer) CEHBIREL Y Tz T TS5HH

AX-Security-Controller(Viewer) CEH FIBE/R D = 77 7 U OEMFEZRITR L E T,
A2 THIE LTV DAELERDY £7°,

® 2-10 FERATEELEV I ITSIVDOEH
DI IOV DEN
2017 LRI V—A LTy =T T 7 0 DONR—T 9 o ThH I &
HTML5 MR ATRE Ch DT &
CSS3 MR ATRE ThHDHT L
JavaScript(ECMA Script 2015) 2 iR /I GE ChHH T L

2.2.3  AX-Security-Controller(Tracker) CERTRIREH D = T TS5

AX-Security-Controller(Tracker) CHEH FAIRE/R 7 = 77 7 UV OEMZRITR L E T,

® 2-11 FERATRELEYIITISVY

DxIITSOH
Firefox 68 ESR
Firefox 78 ESR
Google Chrome (5 #Thk)
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3 BEENREEDEER - RE

3. EEHNREBOEAESR - 5

A —
AX AE

ZDETIE, EHNREETHDLAA v FOFRE - REICOWTHHALET,
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3 BEENREEDEER - RE

31 #=E

Z 2 TliE, AX-Security-Controller 23 et RALE ) S IE R A I, BL T 412D
AT 4T =Y a yREEB IR LT, BHIGAEEILBORE, L OE XS

SAEEE R DOFREICHOWTHBALE T,



3 BEENREEDEER - RE

3.2 EBEMNZEEHBDFERER

BEOSGAEE LB O FRTER 2B L £
3.21 SSH

(1) BEWNE
AX-Security-Controller %, & EExfGdkE ~L I FO—VREEHEAFEH LT, 2>
T4 7=y a URGE, BELOEEEET VIS U THERINEZITVET,

i 3_1 ad— -U-EIUDIEﬁlf

IHH SSH Hl:l
Jakan—oay
INA T — }\utbp V2 = — 77/1//\707‘—]“%.:

T RIEE Y, SSH OFbE VE— T VB RAHFOa L T 4 S b—3 g &K
ETHVLENRDHY F7,

BRBYVE—NT 7 EAFARERFIZBNT, 71 TE 52—V, AX-
Security-Controller 282 7' A >3 28 %2EE L7 ET, FELTIESWN, 72k, AX-
Security-Controller 28 1 2 & 2%t L CRIFEIZ 2 7 A V3 2803 K 2 = — W TT,

Q)%Eﬂ%%%ﬁ
EHXREEN TROBE, ARETRETT,

= 3-2 BMERRINEKE
EENREE
TEHE MIB %o 28 8
FEHE MIB X EEE (VLAN 2 2 = =7 1)
JA¥YLVALAN =2 fua—7

3.2.2 SNMP
(1) EEANRE

AX-Security-Controller %, HHIGIEE~LLUTO SNMP X— 5 DA X L— g
X D IEROIEEZITVET,
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3 BEENREEDEER - RE

# 3-3 SNMP N—2 3>

SNMP /N\—2 3
SNMPv2C

TR RIEEY, SNMP =—V = MEREZAENT a7 47— 3 VERE
THUNENH Y 7,

3.2.3 LLDP

(1) BRERE

AX-Security-Controller Ti%, LLDP OB HRAZFIH L C AR r VR ZITWET,
B GALE Y, BRI W I REE L O A — Y Ry FAR— MIOWTLLDP A
kT par 7 4 L=y a VERETDOLERHY £7,

BB 2 B H R E L O U L o T S A=y a AL DR A5 E, U v
IT VT a v EET AT RTOA — Ry FAR— MIDWT LLDP 2 F %0
THaL T4 L —arERELTLIEI N,

(2) BRERRINEE
BHXRIEEN FTRROBEe, RREIEFEAETT, [1.3.105) EHiEH OREEZRB I
o TLIEEN,

= 34 BEXNFRHNEE

EENEEE
AX4600S (A % v 7 kR T A (Ver. 11.15.F L D gij)
AX3800S (A % v 7 1k T )
AX3660S (A ¥ v 7 fE Rk Tl ) (Ver. 12.1.F X ¥ i)
AX3650S (A ¥ v 7 1Rk T )
AX620R
T2 MIB e i S
FEYE MIB SIS %E & (VLAN f =1 S 2 =5 1) ¥
9A4A¥YLVALAN = fa—7

% B PRI SAEE T LLDP DNEME L 72 W IGA, BREXGSL L 20 £3, BI W
[1.3.155)(a) 77 B A Y A MEER— | OFRENLELRR— FOLE, Y%K — k
LR ER SR E 720 7,
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TIE€A)R b+

1) BENE

AX-Security-Controller 1%, ¥ =V 7 ¢ 7 4 VX OKMIZ, EEXIREEDT 7€ A
UZ NZpermit £zl deny D27 4 7L —va VOREERB IO Z L THEILL
E7,

ZDEYD, FRNCEFGREEICLLT 2 D OREEZB IR IVLEND D £9,

= 35 7UOERJRDEE

EHH £ EA

TIEAY AL c WEE—F, FRIEHHEHE—RNCLY, @QWEE—F
DAERL F L) BEEER AT — NIORTHEHAT 722U 2 K
FERLTLES W, 2B, HEHT 782U 2 OATRIC
X0, BETDH7 4 NVAHEHNPDREDET, 778U R
N FRIL AUTO_ACL_<fEjll> ... TH bV, <Fp|>EFED
7 4V F@R A LU T IZR L E 3 (AX620R & R <).,

IPVA: IPv4 /N> N7 4 V4

IPV6: IPV6 7 1 /L &

MAC: MAC 7 4 V' %

ADVANCE: Advance 7 1 /L%
HHT 7B AU A MK, v AR SZERELT, UTF
DO#FiPH % AX-Security-Controller(Manager) 23 9~ 2 D2
MLET, v b= EHRED, TE®%I%@%L@
WL 72 E W (AXprimoM210, 38 &Y AX620R % Br< ),
T =T AR FE/BRET L 747 b—va A
~ > R(# : ip access-list resequence) % ] L 72\ & 9 12
TLIZEN,
100000— 163999 : HiShEAEFT ] D% E LA
200000—263999 : Al X 7 — DRXEIZSEH
300000—363999 : iE{F MW DO FX E I H
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15H

B

F v b U— 7 EEE L, AXprimoM210, 35 X TY AX620R
WxtL, EHT7T 782V XA DT ALV EZORELZB b
BRNEDICLTLEE N,

MRENET DA =V 3y hAR—MZEHT LT 7 B8R
2 FDOEA, RO —7 U AF S LD KREVVED
VU AK ST, BWMET 7 AHF O M) BVER
L TL 72 &V (AXprimoM210 #Br<),

AX620R DA, WHTHT 7 BAY R MDY —7 A%
FROREWVEDS—F U AFET, RWBET 7 AT
D MY AR LTS ZE N,

WAN ##th— hOA —H x> hAR— MIEHAT 7 7 &
A YA NDOHE, EROTH—7r v AF B LD KEWE
DI—lr VAFZET, BIBET VAo M 21E
LT 7ZE0,

X2 VT 4 EEA~DOI TR NIEHTS 7 7R
VA MDOBE, ELOTFHIY—7 o AFFLYKREWVED
V= AT, BBET VB AELEOT L MY R
LTL7ZE,

KL E AR — NEZEMAEEM) DA —H % v FAR— M
HT257 27220 A NOYAE, EROTH—7 v AE S
KXV REVMED S —F LV AFEFT, RBET 7 EAFFA[O
T2 F Y EER L TL 72 &V (AXprimoM210 i< ),
AX620R DIGE, WHT AT 7B AV A MDY —4 v A%
BLOVREWVMED Y~ AE ST, RWBET 7 A
Dx Y EAERR L T EE W,

R—=hr~DT 7
AU R NO#E
H

TROA —Y Ry A= RN, ERL7ZT7EAY X N %&i#EH

LT

<IN,

Ui AR 2N T D A — > > kA — K (Inbound)

WAN #2ft 78— ~ DA —H % > kA — K (Inbound, Outbound)
X2 VT A EESAOI TR OA =P Ry FR—
I (Outbound)

KL EAR— b(ZEMNDA —H % v FAR— k(Inbound)
Kfgeak & AR — h(EEM)OA —H% 31 » AR — K (Outbound)
7 7 A ) A LR — b (Inbound)

TIREAYARNGHRE, BWHTLHR— MIOWT FRICHIALET,

(a) BEE—F

WHT 277220 X M, BHEGREEOERETT VIZLD R0 £,

¥, IPV6 DT 7 AU A NAFRE, LE)/NT A —& T--accesslist-mode v4-v6| % #5
ELTWAIGEDHRMETT,

<HHIFM>IE, INE-1Z0UT ISR £9°,
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@D AX4600S + AX3800S + AX3660S + AX3650S « AX2500S( A % v 7 fii FIF)
AUTO_ACL_IPV4_<#&H J51h)>_<switch no.> 0 _<port no.>
AUTO_ACL_IPV6_<#& i J71h)>_<switch no.> 0 _<port no.>

@ AX8600S - AX8300S
AUTO_ACL_ADVANCE_<#&H 5 r>_<nif no.>_<port no.>

® AX260A + AX3640S + AX2500S( A % v 7 Ffifi F )
AUTO_ACL_IPV4 <i& 5> 0 _<portno.>
AUTO_ACL_IPV6_<f& ] J51H>_0_<port no.>

@ AX2200S - AX2100S
AUTO_ACL_IPV4_<f& ] J51H>_0_<port no.>

® AXprimoM210
AUTO_ACL_IPV4_IN_1_<port no.>

AUTO_ACL_IPV6_IN_1_<port no.>

AX620R IL, LN &7 £7,
GigaEthernet/FastEthernet D354
<ACL FipI]|><f Hi J7 [f]>eth<slot><port><sub-if>< 7 ¢ /L Z fi3i]>
Tunnel D&
<ACL FBII><f ! J7 [ >tun<device>00< 7 /L 4 Fi R[>

& 36 AX620RDT7 VR R MEFDT 4 —IL FDEREA

HH [E] Bl
ACL T3] ip4 IPv4 /37y NZRET D7 4 VX R LET,
ip6 IPV6 /N7 MIXIT D7 4 NV EZERLET,
et 7 1) i Inbound il ~D 7 4 NV Z Z R LET,
0 Outbound ll~D 7 4 V2 Zx LET,
slot 0-9 Slot 5%~ LE T, Slot F o BNFEIE LRV 24
TTILOEHE, 0L LTLEEN,
port 00-99 Port ZoZa Rk LET, PuXF 72k 24
DOHEE L LTLIEE,
sub-if 0000-9999 | 47 A v ¥ Tz —RAEFERERLET, T 7y
IR AMIOEEE LTI,
device 0000-9999 | T RS AFEERLET, Bu s 7IcLb
AMTOHEAIEE LTLEEW,
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3 BENREED

EATEESR -

RAE

IBH B B

7 1V TR

W EZ R L ET,

TI7RAVA N EHLP LD T 2MBEDHLHAR— M FRLIRLET,

)

AX3

R 2 IS 5 AR b
ZIRMOBI S EICT 722 ) 2 bR LET,

WAN & i3 b8 — b

ERZEWROBEGACT 782 A ME@EHLET,

X2 )T A EE~DI TR — b

EEMoOMEFMCT 782 X NE2REALET,

¥

KA E AN —

b (AR 1)

>“<“;“

%

ZEMOBRHGEICT 7 2AY A NE#EALET,
AKFERRE AR — b (IEAE 1)
BEEMORHFEIZT 722U A2 M@ LET,
77 'AY A MEER— K

ZEMOBH G 722 2 hE#EHALET,

660S, AX2500S, BL U AXB20RIZBITLT 7 EAU X |

£

& 3-7 AX3660S D7Vt R R kDiEAH

A2 TRCR L

2l

{—% %y FR—

Ui ARULA AN — b

interface gigabitethernet 1/0/1
interface gigabitethernet 1/0/2

WAN e AN — b

interface gigabitethernet 1/0/3
interface gigabitethernet 1/0/4

IR — b interface gigabitethernet 1/0/5

interface gigabitethernet 1/0/6
Ktk E AR — b ({EM)) | interface gigabitethernet 1/0/7
Ktk E AR — M XEMI) | interface gigabitethernet 1/0/8
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interface gigabitethernet 1/0/1
ip access-group AUTO_ACL_IPV4_IN_1 0 _1in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 1in
1
interface gigabitethernet 1/0/2
ip access-group AUTO_ACL_IPV4_IN_1 0 _2in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 2in
!
interface gigabitethernet 1/0/3
ip access-group AUTO_ACL_IPV4_IN_1 0 _3in
ip access-group AUTO_ACL_IPV4_OUT_1 0 3 out
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 3in

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0_3
out

|

interface gigabitethernet 1/0/4
ip access-group AUTO_ACL_IPV4_IN_1 0 4in
ip access-group AUTO_ACL_IPV4_OUT_1 0 4 out
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 4in

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0_4
out

!
interface gigabitethernet 1/0/5
ip access-group AUTO_ACL_IPV4_OUT_1 0 _5out

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0 5
out

!
interface gigabitethernet 1/0/6
ip access-group AUTO_ACL_IPV4_OUT_1 0 6 out

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0 6
out

interface gigabitethernet 1/0/7
ip access-group AUTO_ACL_IPV4_IN_1 0 7in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 7in

!

interface gigabitethernet 1/0/8
ip access-group AUTO_ACL_IPV4_OUT_1 0 _8out

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0_8
out

ip access-list extended AUTO_ACL_IPV4_IN_1 0 1
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1 0 2
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1 0 3
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1_0 4
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1_0_7
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0_3
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1. 0 4
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0 5
4294967294 deny ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0_6
4294967294 deny ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0_8
4294967294 deny ip any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_1
4294967294 permit ip any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_2
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

|

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_7
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_OUT_1 0_3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_OUT_ 1 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

1

ipv6 access-list AUTO_ACL_IPV6 _OUT 1 0 5
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_OUT_1 0 6
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

!
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ipv6 access-list AUTO_ACL_IPV6_OUT_1 0_8
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

|

& 3-8 AX2500S 7 VR X b DiERAS

Rl

i T el &

Ui ARULA AN — b

interface gigabitethernet 0/3
interface gigabitethernet 0/4

K foeax i A — b (SZAEA))

interface gigabitethernet 0/7

interface gigabitethernet 0/3
ip access-group AUTO_ACL_IPV4_IN_0_3iin
ipv6 traffic-filter AUTO_ACL_IPV6_IN_0_3in
!
interface gigabitethernet 0/4
ip access-group AUTO_ACL_IPV4_IN_0_4in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_0_4in
[
interface gigabitethernet 0/7
ip access-group AUTO_ACL_IPV4_IN_0_7in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_0_7in

ip access-list extended AUTO_ACL_IPV4_IN_0_3
4294967294 permit ip any any
1
ip access-list extended AUTO_ACL_IPV4_IN_0 4
4294967294 permit ip any any
1
ip access-list extended AUTO_ACL_IPV4_IN_0 7
4294967294 permit ip any any
1
ipv6 access-list AUTO_ACL_IPV6_IN_0_3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!
ip access-list AUTO_ACL_IPV6_IN_0_4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!
ip access-list AUTO_ACL_IPV6_IN_0_7
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!

& 3-9 AX620RDT7 VR R +DERAHI

1l

Tk

Ui AU AN — b

interface GigaEthernet1.15

WAN #Z#5e7— k

interface Tunnel127.0
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]
ip access-list ip4ieth0010015a permit ip src any dest any

ip access-list ip4itun012700a permit ip src any dest any

ip access-list ip4otun012700a permit ip src any dest any

]

ipv6 access-list ip6ieth0010015a permit ip src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-
advertisement src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-
solicitation src any dest any

ipv6 access-list ip6itun012700a permit ip src any dest any

ipv6 access-list ip6otun012700a permit ip src any dest any

interface GigaEthernet1.15
ip filter ip4ieth0010015b 65534 in
ip filter ip4ieth0010015a 65535 in
ipv6 filter ip6ieth0010015¢ 65531 in
ipv6 filter ip6ieth0010015b 65534 in
ipv6 filter ip6ieth0010015a 65535 in
1
interface Tunnel127.0
ip filter ip4itun012700b 65534 in
ip filter ip4itun012700a 65535 in
ip filter ip4otun012700b 65534 out
ip filter ip4otun012700a 65535 out
ipv6 filter ip6itun012700b 65534 in
ipv6 filter ip6itun012700a 65535 in
ipv6 filter ip6otun012700b 65534 out
ipv6 filter ip6otun012700a 65535 out

FEECHEH LT % ip6ieth0010015a, ip6ieth0010015¢, ip6itun012700a, 35 L O°

ip6otun012700a D4 Frid—#1 T3,

(b) BIEEMERE—F

WHT 27 722D X MM, BHEHREEOERETT VITLD R0 £,

< JFA>E, IN /21X 0UT 220 £,

O  AX4600S - AX3800S + AX3660S + AX3650S + AX2500S(A %+ 7 fifi FIF)

AUTO_ACL_MAC_<fH 18> <switch no.>_0_<port no.>

@ AX8600S - AX8300S

AUTO_ACL_ADVANCE_<#&H ) 18]>_<nif no.>_<port no.>

@ AX260A - AX3640S + AX2500S(* 4 v 7 i FIF) « AX2200S - AX2100S

AUTO_ACL_MAC_<F i #1a>_0_<port no.>

@ AXprimoM210

AUTO_ACL_MAC _IN_1 <port no.>
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AX620R %, LAF &720 £,
GigaEthernet/FastEthernet D54

<ACL & i|><# H J7 [ >eth<slot><port><sub-if>< 7 1 /L & & 3i]>

& 3-10 AX620RDT7VERYURFBID T 4 —IL FDEHA

IEH [} Bl

ACL F&E 5 mac MAC /7w MZT D7 4NV Z B LET,

Fix H 7 1) i Inbound Il ~D 7 4 WX ERLET,

slot 0-9 Slot H#&Z %R LE7, Slot FZNTFELRVIERE
TTILOHE, 0L LTLEEN,

port 00-99 Port H5& R LET, BaXF 72X 0 24
DEEE L TLTZEW,

sub-if 0000-9999 | H$ T A v ¥ T x—AFEBERLET, Tr 574
IR AMIOEEE LTI,

7 4 A FER b R AR LET,

TI7ERAVA N 2N UOBEATHILEDOHHHR— M FRlorm LET,

O WREZNETDHR—b
SEMOBRHTIZT 782U A M@ LET,

©@ EX2VTFALEE~DI TR — ]
EEROBHGEICT 722U 2 b E2#EHALET,

@ T7EAY A MEER—

ZREMOMEFMIT 782 ) XA NEREALET,

AX3660S, AX2500S, # LV AX620RIZKITLHT 7 A Y X FOw#EMHZ FFLllR L
iﬁ_o

Fx 3-11 AX3660S D7V X 1) R +DiE R

12 A —H %y FR—F
UEARINE R — b interface gigabitethernet 1/0/1
interface gigabitethernet 1/0/2
I TSR —F interface gigabitethernet 1/0/5
interface gigabitethernet 1/0/6
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=

N3

interface gigabitethernet 1/0/1
mac access-group AUTO_ACL_MAC_IN_1 0 1in
!
interface gigabitethernet 1/0/2
mac access-group AUTO_ACL_MAC _IN_1 0_2in
1
interface gigabitethernet 1/0/5
mac access-group AUTO_ACL_MAC_OUT_1_0_5 out
|

interface gigabitethernet 1/0/6

mac access-group AUTO_ACL_MAC_OUT_1_0_6 out

mac access-list extended

AUTO_ACL_MAC_IN_1 0 1
4294967294 permit any any

!

mac access-list extended

AUTO_ACL_MAC_IN_1 02
4294967294 permit any any

!

mac access-list extended

AUTO_ACL_MAC OUT_ 105
4294967294 deny any any

1

mac access-list extended

AUTO_ACL_MAC _OUT_ 1.0 6
4294967294 deny any any

!

& 3-12 AX2500S D7 7 R 1) A +DiE A

27l

{—HF v bK— b

U AR AR — b interface gigabitethern

interface gigabitethern

et 0/3
et 0/4

interface gigabitethernet 0/3

mac access-group AUTO_ACL_MAC_IN_0_3in
!
interface gigabitethernet 0/4

mac access-group AUTO_ACL_MAC_IN_0_4in

mac access-list extended
AUTO_ACL_MAC_IN_0_3
4294967294 permit any any
!
mac access-list extened AUTO_ACL_MAC_IN_0 4

4294967294 permit any any
!

& 3-13 AX620RDTF U+ R X kDiEAH

Al

Tk

Ui AR AN — b

interface GigaEthernet1.15

access-list macieth0010015a permit src any dest any

1
interface GigaEthernetl.15
filter macieth0010015b 65534 in
filter macieth0010015a 65535 in

MM LTV % macieth0010015a D4 ik

BT,
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(2) FBEXNRINEE
BHGGHEE N TRROBA, ARETARETT,

= 3-14 FBERARINEE
TENREE
FEEAE MIB of i 2 i
FEAE MIB XIGEEE(VLAN fE 2 = =7 1)
TJAL4¥YLALAN 2 b —7
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3.3 EBEEXNZREEERNDEREE

BESGAEE AR O HFRTER 2 A L £
3.3.1 AX260A

(1) SSHRX MERT

TG AT D SSH 7k A M~ 7 (ABRSE - FAEHE) D354, AX-Security-Controller 1,
AX260A & SSH Zfli [ L7t n T& £ A, THHWROE EOHE, #3, SSH
RA MRST OEFEERZR>TLIEEW, SSHERA MEST OETHEE, Tk
ZRLTLIEEN,

[AX260A Secure Shell(SSH)Y 7 b7 = 7 ~==27 /L EHa~vr FL 77 L v AR
set ssh hostkey |

(2) LLDP /83— 3 >

Beped 2 B RAEE & O A —Y % v hAR— h T LLDP OEHR 2 HZh T DS,
LLDP ®/3—<0 = 1% IEEE802.1AB/D6(2003 4 10 A) 2R ET H L 9 I L TL IZ&
AN

LLDP RN— g VORTESTEIL, FRtasR LT EEN,

[AX260A Y 7 Ny =7 ~v=aT )V a7 47 b—Yara~v s N7y LR
LLDP o lldp version |

3.3.2 AX8600S - AX8300S

(1) WmRINBIPAEZ T —R
WA D ARP [HFHRIB L ONDP fE#HRZFEHTHIP A #7 =— A X VLAN A %
Tx— AL LTLEEN,

TRV ALY MR M U H T = — RETHE L7 ARP [E#H I L OVNDP fHE#IL, S
RKELTEBLEEA,

(2) VRF
VRF Zfi T 58546, Z7a—bxy hU—7, BIUOE VRF A VA X L ATHE
THWMARDIP T RUAFEBELZNEHIICLTLIZEIN,
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HELLHE, X2 U 7 A BEN ORISR E BRDHEARIZHONT, EF =
UT 4 7 A4NZ BT 2maRnH0 £,

B avI«4JL—Yarmazy bE—F

a7 47 b—varoaly bE—RE, FE#aIy FE-REET, BRIy
rE—FRELTLEE, F#z 3 v b E— RDOHE, AX-Security-Controller 725 D
AT 4 T = VRIEFRRP KBRS EE A,

(4) Z4J)L% - QoS JO—#RED 7O —BHEE—F

74K - Q0S T B —HEHED 7 B — R — RIEBH AR — R A LT
EEW,

3.3.3 AX4600S

(1) WmRINBIPAEZ T —X
AR D ARP {EHIS L ONNDP [H#HZFEHTHIP A ¥ 7 = —A X VLAN A > ¥
Tx— AL LTLEE,

VAV NER— N U F T 2 — RAETEE L ARP RIS L OVNDP fF#IE, o
RKELTEHLEE A,

(2) VRF
VRF 2+ 28546, /a—Lxy NU—7, BXUY VRF A VA X v ATEH
THUARDIP T RUAFEELZNEHICLTLIESN,

BHELEZEGS, EXa2 U7 1 E@ENORINTERERRDWHAEIZONT, X
VFr 4 74NV E2WATHILERH Y £,

3.3.4 AX3800S

(1) WmRINBIPAEZ T —R
AR D ARP {EH IS L ONNDP [H#HZFEHTHIP A ¥ 7 = —A X VLAN A > ¥
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Tx—ALLTLIESW,

X =V A L MR—= A BT 2 — RETHEE LT ARP [HEHRE L OV NDP L, U
KELTEHLEEA,

(2) VRF
VRF #4256, /a—Lxy NU—7, BXUE VRF A VA X ATEH
THWMADIP 7 RUAFEELZWVWEIIZL T EEN,

BELESGA, X2V T EBEDOREREINmMAR L B DWRICONWT, ¥
VFr 4 74NV E2EATHLERH Y £,

3.3.5 AX3660S

(1) WmRINBIPAEZ T —R

WA D ARP [HFHRIB L ONDP fE#HZFEHTHIP A ¥ 7 =—AXVLAN A ¥
Tx—RELTLTEEW,

YRV A MR M U H T = — RETHE L7z ARP [E#H I L OVNDP fH#IL, S
RKELTEILEREA,

(2) VRF
VRF #4256, /a—bxy NU—7, BIXUE VRF A VA X ATEYE
THWADIP 7 RLAFEELZWEIIZL T EEN,

BELESGA, X2V T EEDOREREINZWMAR L B DWRIZONWT, X a
VFr A 74NV EEATHLERH Y £7,

3.3.6 AX3650S

(1) VRF
VRF 2T 58546, Z7a—bxy hU—7, BIUOE VRF A VA X L ATHE
THMARDIP T RUAFEBELZNEHIICLTLIEEN,

HELLHE, X2 U T A BEP ORISR E BRDIHARIZHONT, EF =
VT4 74 NE 2T 256000 £,
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3.3.7 AX2500S

(1) SSH KRR FEXRT
TG HITIRED SSH 78 A N7 (ABRE - T #E) D554, AX-Security-Controller (%,
AX2500S & SSH #fH L7 CE £ A, LIHHMARNDET L TR0
A, 0T, SSHARA MEXT OEEEZB /2> T EE, SSH R A MiERT DA
BEE, TREaSRLTEsn,

[AX2500S - AX2200S - AX2100S - AX1250S - AX1240S Secure Shell(SSH) Y 7 k7 =
T~=a7)L EHa~v R 77 L AfF setssh hostkey

(2) LLDP NDIN—3 Y
Bipzd 2 BHEIATREE L O A —H % v FAR— T LLDP O 2= /0T 5B,
LLDP ®/3— 3 >3 IEEE802.1AB/D6(2003 4F 10 A) A X ET A L H I LT L&
AN
LLDP N— g U OREFIEIL, Ttz LT a0,

[AX2500S V7 v =T ~=a7 )b a7 47 b—aryavwr KL 77 L2 2R
LLDP o lldp version |

3.3.8  AX2200S

(1) SSH KRR FEXRT

TG HTIRED SSH 78 A N7 (ABRE - T #E) D554, AX-Security-Controller (%,
AX2200S & SSH Z i L7t C& £ A, LIGHARENLET L TR
A, T, SSHARA MEXTOEFRZB /8-> T IEEV, SSH AR A MEST D%
BEE, TREaSR LT Eawn,

[AX2500S - AX2200S - AX2100S - AX1250S -+ AX1240S Secure Shell(SSH) Y 7 + 7 =
T~=a7/)L EHa~v FL 77 L A#F setssh hostkey
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3.3.9 AX2100S

(1) SSHRX MERT

T HTIRED SSH AR A MY (ABREE - T SE) D855, AX-Security-Controller (X,
AX2100S & SSH Al il L7c#zfn TX £t A, LIHHATRENLET L TR0
A, T, SSHAER MEXTOETLZIB 7> T TEEW, SSH AR R MEST D%
BHEE, TiiasRL T 7Ean,

FAX2500S - AX2200S - AX2100S + AX1250S - AX1240S Secure Shell(SSH)> 7 s 7 =
Tv=a7) EHav R 77 L2 A setssh hostkey |

3.3.10 AXprimoM210

HYEEA,
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3.4 EEMNZFEEEMNDIEEIE

B E R O S FEH A B L E T,
3.4.1 AXprimoM210

(1) ER7I9ERAVAMDET 4RI ) DHIEK
HEHAT7 78RV R MOET 4 NVZT ML, LLFOEBETHIBRL E9,

£ 315 27422 M) DHIFREEH

2 ik
AXprimoM210 D %E & Fi ik &) 2 A
AXprimoM210 D A > T F 2 ZAF— R &G RhH B EE I e
AX-Security-Controller % &)

27 4 vH T b HIBRTE T &, AX-Security-Controller 1%, % #7274 v X x> K1
DEREELBIBRVET, 74 ZT N OHIBRICE Y, —FREAIC, EEEE L7
AN OBENBZ b HAERH Y £7,

3.42 AX620R

(1) ER7I9ERAVRAMDET 4RI ) DHIEK
HEHAT7 78RV R MOET 4 NZT FUIE, LLFOEBETHIBRL E9,

® 316 £T 4032 ) DOHIBREEH
R kel

AXB20R D44 E L B) Z o A
AXB20R D A T F v AE— REF N & M2 Kk
AX-Security-Controller % &)

27 4 vH = b HIBRTE T %, AX-Security-Controller 1%, % #7274 L2 x> 1
DEREELBIBRVET, 74 FT N OHIBRICE Y, —FREIC, EEEE L7
AL DBENRBZ b dHAENRH Y £7,
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(2) IPV6 7R R LD ICMP HA[XTE

WHEET— RTEAL, AX620R O — ML T T IPV6 S R & BRIV L TV D8RI
BWT, YR BEEM AR E R D88, IPv6 727 AU 2 FoEahn s ElEks
BIRENET,

DYtr, ICMP @ Neighbor discovery router advertisements(# - ~7° 134), ¥} LW
Neighbor discovery router solicitations(% - 7° 133)Z7F 7] 35 L 512, IPv6 77 & AU
A NORE LR TEE VN,

= 3-17 IPv6 7YX 1) R b ICMP FFrIE&E I

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-advertisement src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-solicitation src any dest any
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4, EF - FIEAE

Z DOFETIE, AX-Security-Controller DFLE) « 152 1E FHEICOW TR L £,
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4.1 AX-Security-Controller(Manager) D2 &) - {E1E 5%

AX-Security-Controller(Manager) Z BifE S & 5 72O DE) N T A —%, EEj 1L, BX
WML EZHBI L £,

4.1.1  AX-Security-Controller(Manager) D&/ 5 * — 4

7'a 77 NFELTREE, <Python 7’1 77 4>, BIUKA VA M= A>OHS %,
RIS U7 e 7T 84, BELOA VA M= A RRCHEAEZTLEEN, 7
B, <A A=V RZSOREDOTFE, HHREISCET 127 Y ORI 3
FARTvyalERIFZAY I AT v va@))E LTLEEN,

BEO, FRIRFIZHEE D AX-Security-Controller(Manager) 7' 1 7" 7 A% AT L7\ K 51T
LTL &N,

[AJE]

<Python 7O 45 S5 L> {4 A k—JLs/NRA>axsc_manager. pyc [——addr <IP Address>]
[——ss| <Cert> <Key>] [——port <TCP Port>] [-—syslog-udp—port <UDP Port>] [—
block-dedicated—-mode] [-—access|ist-mode <Mode>] [--reset-basic-auth] [—

core <Core>] [——gathering-interval <Seconds>] [—factory-reset]

[37 A —=4]

——addr <IP Address>
AX-Security-Controller(Manager) 73 ZRk 52 13 11T 2 IP 7 RLAZEEE L ET,
1 AR A= RIEEREOHIHE

0.0.0.0%*

0.0.0.0~255.255.255.255%?2

X1
AX-Security-Controller(Manager) N EES 54X L—F 4 V7V AT L EOF
RTOIPT FUADRLDOEREZITHTET,

X2
AX-Security-Controller(Managen 3 8){EJ 24~ —F 4 7L AT L ED IP
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T RVAZEELTIZE,

——ssl| <Cert> <Key>

SSLIC L B2 T EFELET, FaNZ, — 5EHET 7 41, BIL O
BT ANEHETHIVNERDH Y £7,

<Cert>
H— NGERHET 7 AL
<Key>
WEmgET 7 A v
1 AT A —Z RIGER O X E

SSLICKDZ T EHNMZLER A,

—port <TCP Port>

AX-Security-Controller(Manager) 23 Z3k 252 1 Jf11F % TCP A" — MBS A EE L £
R

1. AT A —2 RIBEROYHE
SSL fExhid 80, SSL A %hiF 443
2. EOREHPM

0~65535

—sys |og-udp-port <UDP Port>

AX-Security-Controller(Manager) 2’ Syslog %%z} {4} %5 UDP AR— h&E S &2 FRE L
ij—o

1 ART A —Z RERER OYIYME
514
2. fEOREHiF

0~65535
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——block-dedicated-mode
WEEMERT— N2 a8 LET,
1. AT A—2RIBEFOHHE

WEENSEHE— P2 AR LERA, BHEE— FTEELET,

——access| ist-mode <Mode>
TI7RAVARNDOE—RERELET,
1. AT A =2 RIGER OWHE
va-only
2. fEORREH

v4-only % 72 1% v4-v6

-—reset-basic-auth

Basic REAMFIZIWNT, 2—HH, I AT— REENZLAIS,
Basic il & — IR HEZNIC L CRENT 5 /37 A =2 T, AT A—=ZZHE
Lft%b l/fx_ﬁlil, ﬁ:}_‘_‘ BaSIC IJ‘LAIJJ‘_EO) E%TTOT< f;éb\o

1. AT A =2 RIFERE OB

Basic 2RI A XY, Basic ZREIFA NI LEH A,

-—core <Core>

AX-Security-Controller(Manager) 73, & HxtG2iE & O@EIMEMNT 57820
RREAEREELET,

1 AT A =2 RIEER O HE

N

1 LU EO¥AE (CPU D 78D 2 {5 £ T)

108



——gathering-interval <Seconds>
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AX-Security-Controller(Manager) DU EE S I (7)) &2 f5E L £ 7,

ik, EEHGGIGENOOEHRINEL BF 2 U T 1 7 40 Z OFGEDIUE

RTS8,
RS

1 AT A =2 RIEER O HHE

30 ~ 86400

—factory-reset

IO OINEZ 7T T RIS, T2 HITROBEH OIE 2B L E

AX-Security-Controller NN CEI T 57 —F X—R &~ v 7O REGEZ 7
TLET, AT A—ZEHREL TCRE) L75A, AX-Security-

Controller(Manager)|&7 — % X—Z &~ v 7O &ilitg %2 7 V) 714,

‘j—o

DR A v E—V]

*® 4-1

axsc_manager. pyc [&& A vt —

FILE

L

RES

FACTORY RESET: success (DB is empty).

FeAR—R 2y OIS EERD Y
T LE LT,

FACTORY RESET: success.

T AR Ry T OYFERDO T )
T LE LT,

FACTORY RESET: failed.

T—HN=RA L=y TOEREEDO Y Y
TR UE Lz, 77 & AR A TR
L, BEFITLTLEI,

Invalid IP address: <IP Address>

IP7 RLAMBRAIETYT, IP7T FRL A%
RELTLLEE N,

Cannot open certificate file: <Cert>

P— NFERHET 7 A AN ROoD £
foe P—rFEET 7 A LD K RE
LTLEEN,

Cannot open key file: <Key>

SR 7 A VRO £ A,
BE7 7 A NDONRREFE LT IEE,

Invalid TCP port number: <TCP Port>

TCP A — M &SN ARIETT, TCP A— b
HFErERELTIEEN,

Invalid UDP port number: <UDP Port>

UDP /R— F & B RIETT, UDP AR—
FEEERELTEE,
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Ayt—o

RE

Invalid CPU core number: <Core>

Tt ZADRERENPAETY, kX
D REE RE LTI IZE0,

Invalid gathering interval: <Seconds>

INERMRAETT, HERELTLLE
<LAR

Failed DB initiailization

T =2 R=ZDOPHUCITKIR L £ LT,
axsc_manager.pyc 23 IZELE) L TV
R L T2 S0,

Invalid accesslist mode: <Mode>

T 7EARAY A NOFE— NEENRRIET
T, i ERNRERE LTI,

HTTP Server: <=5 — X vt—>

HTTP — "OEENZ R L E LT, <
TT5— Ryt —UsEMRL TS
AN

Syslog Server: <=7 — X v &—>

Syslog Hr—/ SDEENT R L £ L7z, <
TT5— Ayt —IUSEERLTLEE
AN

4.1.2  AX-Security-Controller(Manager)#2 & /5 %

(1) Windows 10 / Windows Server 2016 / Windows Server 2019
Python 27 U 7 & 947925 Z & TREI L £,

Z ZTlX, AX-Security-Controller 2 HTTPS CTHEEI¢ 2012 R L 92, H EFT—
BT T2 DBREC L > TTERR DN H Y £5, WEZ LT HOWTIT IR
DREIZADLE THHARZ TLIEIW, 228, SSLAEEDIEHE T 7 A /L (axsc.crt)
EHET 7 A (axsckeTH N COHBEINTWDHIHEDOE LET,

O RNoFT7rANEERTIGEETR T 7 AVEERL, ¥T7V7 0 v 7 F20%
avw U R7ar 7 I L CER L £, EEifkic TAX-Security-
Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...| & /R S Ui Ehx

T,

@ECHO OFF

python C:¥axsc¥axsc_manager.pyc --ssl C:¥axsc¥axsc.crt C:¥axsc¥axsc.key

©@ a~wr R7ar 7 IhoBEEITGAEINNy T 7 7 A VEERT 256 L RO
EE) T A—& CilgE) LE3, EEfIC TAX-Security-Controller(Manager):
Serving HTTPS on 0.0.0.0 port 443 ...| & F/R SHLAUREEN T T,
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C:¥Users¥— — " —4,> python C:¥axsc¥axsc_manager.pyc --ssl C:¥axsc¥axsc.crt

C:¥axsc¥axsc.key

AX-Security-Controller(Manager): Serving Syslog(UDP) on 0.0.0.0 port 514 ...
AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...

(2) CentOS 7/ CentOS 8/ Red Hat Enterprise Linux 7 / Red Hat
Enterprise Linux 8

Python 27 U 7 s &% F{T34 52 L THRE)ILET,

Z ZTlX, AX-Security-Controller 2 HTTPS CTHEEIT 2012 R L £9 72, H EFT—
BT DI-DBRREIC L > TUTR R LM DBH Y 7, MHZ LTI ONTTIFIHA
DERBEICGEOE THARZ TS, 723, SSLAEMEDIEHE T 7 A JL(axsc.crt)
CHET 7 A L(axscke)lTHONCOHEBEINTHDLIEDE LET,

@ Systemd {Z axsc & L TH— & A BERGE A DGEIE systemetl =~ > R HEH) L
£9, Isystemctl status axsc| DEATHERIC Tactive (running)) & Fors S LT
IR T,

111



4 ZE - FILHE

# systemctl start axsc
# systemctl status axsc
@ axsc.service — AX-Security-Controller
Loaded: loaded (/etc/112ystem/system/axsc.service; enabled; vendor preset: disabled)
Active: active (running) since A 2017-06-22 14:33:28 JST; 6s ago
Main PID: 11793 (python3.6)
Cgroup: /system.slice/axsc.service
tq11793 /bin/python3.6 /usr/local/share/axsc/axsc_manager.pyc —ss...
tq11796 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11798 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11799 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11800 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...

mq11801 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...

6 H 22 14:33:28 localhost.localdomain 112ystem[1]: Started AX-Security-Contr...
6 H 22 14:33:28 localhost.localdomain 112ystem[1]: Starting AX-Security-Cont...

Hint: Some lines were ellipsized, use —I to show in full.
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@ F—=IXFNALETTLLEFEEINT A= D-ssl AT a AT L THE
1TLE3, ##E%C TAX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0
port443 .. LFoRIhAuTEENITKIITT,

# python3.6 /usr/local/share/axsc/axsc_manager.pyc --ssl /usr/local/share/axsc/axsc.crt

lusr/local/share/axsc/axsc.key

AX-Security-Controller(Manager): Serving Syslog(UDP) on 0.0.0.0 port 514 ...
AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...

4.1.3  AX-Security-Controller(Manager){& 1t 5%

(1) Windows 10 / Windows Server 2016 / Windows Server 2019

Python 22 U 7 NZ Ctrl + Break # %% Z &L TIEILLET, ¥ A7/~ —Vx T
Python 27 U 7 h %3217 L T\ 7= python.exe 23#& T L CWLAUIEIE IR T T,

(2) CentOS 7/ CentOS 8/ Red Hat Enterprise Linux 7 / Red Hat

Enterprise Linux 8

@O Systemd (Z axsc & L TH— B RABEHF A OLE 1L systemetl =<2 RHAEIE L
F 9, [systemctl status axsc) D EFTHEFIZ Tinactive (dead)] & Frrs S uividfE
113 T,
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# systemctl stop axsc

# systemctl status axsc

@ axsc.service — AX-Security-Controller
Loaded: loaded (/etc/114ystem/system/axsc.service; enabled; vendor preset: disabled)
Active: inactive (dead) since K 2017-06-22 14:50:04 JST; 1s ago

Process: 15398 ExecStart=/bin/python3.6 /usr/local/share/axsc/axsc_manager.pyc --ssl
lusr/local/share/axsc/axsc.crt /usr/local/share/axsc/axsc.key (code=exited,
status=0/SUCCESS)

Main PID: 15398 (code=exited, status=0/SUCCESS)

6 H 22 14:49:56 localhost.localdomain 114ystem[1]: Started AX-Security-Contr...
6 H 22 14:49:56 localhost.localdomain 114ystem[1]: Starting AX-Security-Cont...
6 H 22 14:50:02 localhost.localdomain 114ystem[1]: Stopping AX-Security-Cont...
6 H 22 14:50:02 localhost.localdomain python3.6[15398]: AX-Security-Control...

6 H 22 14:50:04 localhost.localdomain 114ystem[1]: Stopped AX-Security-Contr...

Hint: Some lines were ellipsized, use —I to show in full.

— I F B FEIT LTV DAL Python 27 U 7 M2 SIGTERM(Ctrl+Break) % 1%
HZETEIELET, ps 2~ R Tpython A7 V7 k%37 L T python 7 2t
ARFET L TWIUTIEIRIEAE T,
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4.2 AX-Security-Controller(Viewer) D#2 &) - =1k 5%

AX-Security-Controller(Viewer) # Bi{E S & 2 72O OH) N7 A —%, f#j 1L, BX
WML T EZSBI L £,

Xy bU— 7 EHED, BT ORKO KA, Xy N —IFHE~ZREB I
DELHAICEE LTI ZS,

4.2.1  AX-Security-Controller(Viewer)D#EE/ 85 * — 4

7'a 7T AFEITREE, <Python 7'v 77 >, BIU<A VR b= RZ>DH05 %,
RIS U7 v 7T 84, BLUOA VA M= A RRCHEAREZTLEEN, 7
B, <A A= NRZSOREDOTFE, HHREISCET L7 Y OREI) 3
FARTvyalERIFZNAY I AT v ya@))E LTLEEN,

BEO, FIRFICHEE D AX-Security-Controller(Viewer) 7' 1 77 A& FAT L2 K 912
LTL &N,

[N A]

<Python 7AH S5 L> </ 2R k—)LssRXDaxsc_viewer. pyc [——addr <IP Address>]
[——ss| <Cert> <Key>] [-—port <TCP Port>]

[X7 A—=4]

——addr <IP Address>
AX-Security-Controller(Viewer) 3 ZR 252 T 5 IP 7 RL R Z$E L £,
1. AT A =2 RIEEREOHIHME

0.0.0.0%*

0.0.0.0~255.255.255.255%?2

*1:
AX-Security-Controller(Viewer) S EIEST 2 A~V —F 4 TV AT L DT
RTOIPT RLADDHDOEREZITTET,

X2
AX-Security-Controller(Viewen) 23 & {ET 5 A~ L —F 4 7T A7 A LD IP
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T RVAZEELTIZE,

—ss| <Cert> <Key>

SSLIC L B2 T EFLET, FaNZ, H— FEHET 7 41, BIL O
BT ANEHETHIVNERDH Y £7,

<Cert>
Y= NFERET 7 A
<Key>

g7 7 A L

1 AT A =2 RIFERF OB

SSLIZ K BZ T2 A8 LEE A

——port <TCP Port>

AX-Security-Controller(Viewer) 23 2R 252 (7411 % TCP AN— MEZ A HEE L £
7, AX-Security-Controller(Manager) 73 2K & 52 177 5 TCP AR — h &R L HE L

RNEDICLTLEE N,

1 AT A =2 RIEERE O HHE

SSL M7 80, SSL A % 443

2. fEOBEHFH

0~65535

oA v E—]

R 4-2 axsc_viewer.pyc inBEAvE—

Ayt—

nE

Invalid IP address: <IP Address>

IP7 RLANRARETY, IP7 RLAZRELT
{TZEW,

Cannot open certificate file: <Cert>

P— EEAE T 7 A LN Ao ¥ A, —
PNEEAE T s ANDARERBE LTS,

Cannot open key file: <Key>

WERET 7 A VN RON A, WERT 7
ANDNAZRBELTLEIN,

Invalid port number: <TCP Port>

TCP R— FEENARIETYT, TCPA— N &EF%
RELTIZEN,

HTTP Server: <o — X vk —
>

HTTP — OB L E LTz, <=7 —
Aoy —USERERL T Z S0,
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4.2.2  AX-Security-Controller(Viewer)#2 &) /5 %

ECE) 7 1£1%, AX-Security-Controller(Manager) & [alkE T,

[4.1.2 AX-Security-Controller(Manager)f2 & 5k | # S L T 72 S0,

4.2.3  AX-Security-Controller(Viewer){Z 1k /5%

=1k J7¥51%, AX-Security-Controller(Manager) & [F4% <1,

[4.1.3 AX-Security-Controller(Manager)fs [k 55| # 2L T 72 &0,
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4.3 AX-Security-Controller(Tracker)D#2 &) - {=1k A%

AX-Security-Controller(Tracker) # Bi{E S & 5 72O DEEN/NT A — 4, EZ#E L, BX
WMEIEHEEFHLET,

4.3.1  AX-Security-Controller(Tracker) D2/ N5 A —4

7'u 7T AFETREE, <Python 7'v 77 >, BIU<A VR b= RZ>DH05 %,
FHRRICG U707 T 04, BIOA VA F— A RXRAZHEAEZ TSN, 72
B, <A VA= INZSOREBOLTIE, FHEREEICS T+ V7 MU OREIY 3L
FATvvaEEINv I AT v vaM®)E LTIEEN,

BIO, FIEFCHEED AX-Security-Controller(Tracker) 7' & 7' 7 A& FELT L2V L H 1T
LTLEEE,

[N A]

<Python A5 S5 L> </ 2R k—)LssRXDaxsc_tracker. pyc [-—addr <IP Address>]
[——ss| <Cert> <Key>] [——port <TCP Port>] [—retention-period <Days>]

35 A—4]

——addr <IP Address>
AX-Security-Controller(Tracker) 23 Z R 232 1 J(HT 2 IP 7 RLAZFEE L £ 7,
1 AT A= ZRIGER O Y E

0.0.0.0%*

0.0.0.0~255.255.255.255%?2

X1
AX-Security-Controller(Tracken) NEIEST 24X —F 7T AT K EDF
RTDIPT RUANDDERZZIIT £,

X2
AX-Security-Controller(Tracken) NEIEST 2 A4 XL —F 4 7T AT L ED IP
7 R AZRELTIZINY,
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——ssl| <Cert> <Key>

SSLIC & 2T A LET, FAlS, F— G ET 7 1L, BIOMW
HHRT T ANEHNETDLENDHY £7,

<Cert>
H— NGEHET 7 AL
< Key>
g7 7 A v
1. AT A—=ZRbEROYHE

SSLIZ K DT T2 A LERE A,

—port <TCP Port>

AX-Security-Controller(Tracker) 23 sk &5 1 F 117 2 TCP AR— ME B ZHEEL £
j—O

1. AT A= RIBEREOIE
SSL fExhidE 80, SSL A %hiF 443
2. HOFREHH

0~65535

——retention-period <Days>

JEIE R FF B e FEE L £77,

1 ANRT A —=Z REGER O E
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DB A > E—

& 4-3 axsc_tracker.pyc itZAvt—

Ayt—2 kS

Invalid IP address: <IP Address> IP7 FUARARIETT, IPT RL A%
FE L TL &N,

Cannot open certificate file: <Cert> P— NGEHET 7 A VR RO £
No = NGEAET 7 A LD /X R % FLE
LTLTEEN,

Cannot open key file: <Key> BEGE T 7 A IVINEONY /A, B
P77 ANDNRAZERE LTI,

Invalid TCP port number: <TCP Port> TCP ARA— FNEEFMNAIETT, TCPAR— |k
FEaREL TN,

HTTP Server: <=7 — % v —> HTTP r— _"ofEEjc B L E L, <
TT—RAvE—UsEHRLTLLES
AN

Invalid retention period: <Days> JEIRLREE B BN R IE T, BIRIRFF B2
ZHRELTLEEN,

4.3.2  AX-Security-Controller(TrackeniZ & 5%

ECE) 5 141E, AX-Security-Controller(Manager) & [Al£E T,
[4.1.2 AX-Security-Controller(Manager) {2 #) 5% | #ZM L T 72 &0,

72%, AX-Security-Controller Z#J6O T A, E72iF3N\—T g 7 v 7% ORI E)R
1%, AX-Security-Controller(Manager) ® 2 &) 5¢ T 1% (2 AX-Security-Controller(Tracker) &
EETA LI LTI,

4.3.3  AX-Security-Controller(Tracker)&1k A%
=1k J7¥51%, AX-Security-Controller(Manager) & [F4 <9,

[4.1.3 AX-Security-Controller(Manager)fs I 55| # 2L T 72 &0,
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5. BRIEAE

Z OEFETIE, AX-Security-Controller D /EIFEIZOW TR L 37,
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5.1 AX-Security-Controller ~\M7 7 £ X

5.1.1  AX-Security-Controller(Manager)~®D7 Y £ X

AX-Security-Controller(Manager)~®7 7 &= A%, [4.1.2 AX-Security-
Controller(Manager)&£ & ik CTEEILZIP 7 KL A, BELOTCP A— hESIZxF L

T, Tl221 AX-Security-Controller(Manager) CfEFH FIREZR Y =7 7T ¥ | CTRd 7
FUVTT 7B ALTLEE,

TFELZ, SSL H VY, KA R4 ax-sc.example.com, TCP AR— h& 443 T 7 A L=
BB R LET,

5-1  AX-Security-Control ler (Manager) ~MD7 2 & Xl

https://ax-sc.example.com/

‘—i

SSL &Y, RR £ ax-sc.example.com, TCP FR— ~ZFES 443
LT, O —2 3 2/8—IZ https://ax-sc. example.com/ ZA A

5.1.2  AX-Security-Controller(Viewen) ~MD7 o £ X

AX-Security-Controller(Viewer)~® 7 7 & A%, [4.2.2 AX-Security-Controller(Viewer)
BE L] CEBILZZIPT FLA, BEOTCP A— MEFICH LT, [222 AX-
Security-Controller(Viewer) CfEH AIRE/R Y = 77 7 U | TRT 77 UHTT 7R
LTL7ZE0,

TRZ, SSL7Ze L, A M4 ax-sc.example.com, TCP R— &5 8080 T7 7 &AL
BB Z R UET,

5-2 AX-Security-Controller (Viewer) ~D7 7 & X

http://ax-sc.example.com:8020/ :

SSL %L, RR 4 ax-sc. example.com, TCP /R— ~ZES 8080
LT, a4 —2 3 2/8—[T http://ax-sc. example. com:8080/ % A7

5.1.3  AX-Security-Controller(Tracker)~®D 7 2 & X

AX-Security-Controller(Tracker) ~®» 7 7 = A%, [4.3.2 AX-Security-Controller(Tracker)
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EEVHE) CEEBLZIPT FLA, BIOTCP A— FEHIIR LT, [2.23AX-
Security-Controller(Tracker) T FIER Y = 77 T U] TRTT I TT 7 & A
LTL7EEN,

TRZ, SSL7Z L, A M4 ax-sc.example.com, TCP R— %5-8888 T7 7 &AL
BB 2R UET,

5-3 AX-Security—Control ler (Tracker) ~®D 7 4 £ X {5l

C |0 http://ax-sc.example.com:8888/ |

SSL %L, RR 4 ax-sc. example.com, TCP /R— ~ZES 8888
LT, 45— 32/8—[T http://ax-sc. example. com:8888/ % A7
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5.2 AX-Security-Controller(Manager) M &l & #& AL

52.1 [EEER

AX-Security-Controller(Manager) D itk 2, Fallm LET,

B 5-4 EmEEK
AlaxalA 58 v TMPMES v JOFIL by NI—0X REKT7 AT —)LEE -

byl » HE » FwIah—k
ERRR
i =B PtV

e R BB
QIvT 2
®o0

-

11

fod i

BES W ALTFAS
LR
B Ex W EsE B SRR —) - B EEE B EES

TFIUF1 I IIRTER (FH108)

ERmP7 I
BHEOR 5l EFIUT A T NSES i3 LA
2018/08/29 F#EM:10.0.30.164/32 3 AO7) by FI—HRRERT 10.200.0.250
13:53:12 ST B 5£:0.0.0.0/0 j FAT A —IES
2018/08/29 S #E7100.30.163/32 5 JOPIL Ry RD—S2 R T 10.200.0.250
13:52:54 JST = £2:0.0.0.0/0 7 7 A T oA —) B
2018/08/29 #E= #Em1001054/32358 TMPMIEE 10.200.0.250
13:52:09 JST S5— £2:0.0.0.0/0
2018/08/29 PIE  EER:10.0.1053/3238 TMPMIEIS 10.200.0.250
13:51:13 JST B8R 5F172.16.0.44/32
2018/08/29 BEE  EER:00.0.0/058 TMPMIElE 10.200.0.250
13:49:09 JST BR 56:198.51.100.222/32

2018/08/29 BEE  #E57:100.1053/3238 i TMPMENE 10.200.0.250
13:47:33)ST Bt 52:0.0.0.0/0

KT, BFOERL MRS ET,

x® 5-1 HBEER

HE kS B

® kI~ D AX-Security-Controller(Manager) k v 7' EiiH~D U > 7

N4 T

KHEREm E CEAEY, by TEE~D Y U IR

HZLT, by 7HEHEANEBENTHIENTEET,

@ Fesr—vay UL DB ERE~OBEN Z BT 5 A =2 —HEET
A T, A= —NOMELZRIRT 5 2 LT, #AHAERHE

~EBE)LET,
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HE AR B
® KERE VL — T R F e —ra o RX—TCRMT HEED Y B, T—T
=a— fbL7c A =2 —HrETd,
LT OSREZ AL L TUVvE T,
< Hom

AX-Security-Controller(Manager) Bl CHE{L 9~ 2 1%
({5

TMPM i

FL > R<A 7 1 DDI/TMPM & i G4

HIRE(T AR SNTEE N L R~vA 271

DDI/TMPM & D | A %hiEE)

Na7 NV hFRry NU—7 A2 RIRT7 747

7 — L

NRaF7 )V bry hI—7 A KT 747

7 —/b & O TRAT D EE(T M B X T4
HEEE e TV Fy T —7 A R T 7 A
T 4 —)b L O] )

@ BEBE I A HERE D EIE TJ,
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5.3 #EIERTE

AX-Security-Controller(Manager) Z 88L& &) L 723551206 278 5 MR E

WLETS

53.1 #HREDIR

PIHEREL, UTOMNWTHREEB I /> T LI,

5-b #MPARETIO—

( Btk

IZOWTHEE

SAEVANDHKE (5.3.28 )
ERSAEUADBMWAHE)
EEHERAYFRAYFIRIRT A2 ADEBMGF T a)

HEREHES A ADBINA T aY)
|
TENREBORE (5.3.358)

X TAHEHERT AROEEDFEF

I
BRGEMORE (5.3.48 1)
T S EENREE DR —MERFERORK

HBREDRE (5.3.55 )
“WAN$E IR — DR TE

| £F2U T EBEOBBORE (5.36,53.7,5385M1)

| 27 AT avtF 1 UTAOBE (539 BE) (*HTav)

| =v70HE (5310 B8) HT av)

[ 7
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532 SAEVADEE
AX-Security-Controller(Manager) Z Bi{E 4 2 DICKER T A B A ZFHELE T,

(1) 54 €2 AEADER

FEHF =g N—L Y, TS| RRINL, 2200 (S4B 2] 28R E
‘é—‘o

X 5-6 ;FE~S—2 32/ —TOEIR

HiE

.

y @Fwzaik—R

H A

a

H

3

=

o

i

» BHEIAE

> PtV EFES

> @IwT

v O EE
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HERET A B 2B RA U EHTL, BETA B 2BNEEE £ R LTS
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X 5-8 HEES At REMARE VDT

SR
St A1E5k
HHEE
BREESEN 0E
BERIAVLALANT Y FO—SEBH 0E

F-11z 2 ALER] JUTPIES AR
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FAB LU AXF—DTXA IR Y I AZTA B AXF—F AL, BNARZ 2T L
TLEEEW, BERI AL RS, EEL TN,

B 5-9 HEES A 2 RAMEM

bl s HE s St s BESAEEN

Lol

ST

A AF—

EMN | SRl

ERTA VA, BHIRAAL v FIEE, BLOSMNTEE T A 2 22BN L7856

DEEZ FREllRs LET,

-10 S A4t RAE@E

bwZ » HE » SIEVZ

El

Stz RIESR

i =5

BARESEH

BRI YL ALAND FO—-Z58H

S AR
L ==o

B EETNEAA
FHE +208

I EEUEA v
FIEE +100&
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533 EEXNREBEDOHRT
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(1) EE—EEBEEOERR
FEF =g =8y, [EEE] Z8IRL, TIb THEE-E)] 28IRLET,
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= 5-2 KEEMDA HHI
KIEH 15H AR
TEE A HEEL TR BESGEEEOLE LT
AX3660S_CoreSW % A7
IP7 FL & BERIGAEEOT VR AP T R
L 2 Té% % 198.51.100.152 # A/
EEET IV BFHXREEDEEET LV THD
AX3660S %
HEE MAC 7 L2 | AX3660S TlEEEE MAC 7 R L %
X ATIAT]
AVTFFUAE—R | AUTFFUAE—RELRND
T, ®hoFE
ALk EEX G E O R A R IE &
LCaT AA vFEAN
N AE 1 — INEETEHR & LT ARP, MAC 7 R
L A & LLDP % &R
SNMP 77t A | a3 a=74 EHIRIEED SNMP 22 2 2 =
b 7 4 44 F4 public & A7)
SSH 7/ A U5 | o /A va—W4 PRI GAEE D SSH 1 /' A vm—
W4 Th 5 axsc & AS
IRAT— R B RAEE D SSH 1 7 A /%R
7 — R T % HMjNIRyq % A 7
HEEE PSSR EEEHETE— N | BHEASEEOEETHEET—
RAT— R D/NAYT — R Td %5 KpNaxmSe %
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K ETR AR ~D Web | A0S AX3660S TILFFEHHA~D Web
HE AR WERFRRIZEEL 20D T,
MWD FE £
R— hEE AX3660S TILFFEHHA~D Web
BERAERTIEEL2WVWO T,
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(1) Bootstrap
The MIT License (MIT)

Copyright (c) 2011-2019 Twitter, Inc
Copyright (c) 2011-2019 The Bootstrap Authors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

(2) C3
The MIT License (MIT)

Copyright (c) 2013 Masayuki Tanaka

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the “Software”), to deal in
the Software without restriction, including without |imitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE
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(3) D3
Copyright 2010-2017 Mike Bostock
All rights reserved

Redistribution and use in source and binary forms, with or without modification
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution

* Neither the name of the author nor the names of contributors may be used to
endorse or promote products derived from this software without specific prior
written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS I1S” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

(4) DataTables
Copyright (c) 2008-2015 SpryMedia Limited
http://datatables. net

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

(5) jQuery
Copyright JS Foundation and other contributors, https://js.foundation/
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This software consists of voluntary contributions made by many
individuals. For exact contribution history, see the revision history
available at https://github. com/jquery/jquery

The following license applies to all parts of this software except as
documented below:

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

All files located in the node_modules and external directories are
externally maintained libraries used by this software which have their

own licenses; we recommend you read them, as their terms may differ from

the terms above

(6) jQuery Ul

Copyright jQuery Foundation and other contributors, https://jquery.org/

This software consists of voluntary contributions made by many
individuals. For exact contribution history, see the revision history
available at https://github. com/jquery/jquery-ui

The following license applies to all parts of this software except as
documented below:

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
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included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

Copyright and related rights for sample code are waived via CCO. Sample
code is defined as all source code contained within the demos directory

CCO: http://creativecommons. org/publicdomain/zero/1.0/

All files located in the node_modules and external directories are
external ly maintained |ibraries used by this software which have their
own licenses; we recommend you read them, as their terms may differ from
the terms above

(7) PatternFly
Modifications to Bootstrap are copyright 2013 Red Hat, Inc. and licensed
under the Apache License 2.0.

Version 2.0, January 2004
http://www. apache. org/|l icenses/

TERMS AND CONDITIONS FOR USE, REPRODUGTION, AND DISTRIBUTION
1. Definitions

“License” shall mean the terms and conditions for use, reproduction
and distribution as defined by Sections 1 through 9 of this document

“Licensor” shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License

“Legal Entity” shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition
“control” means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity

“You” (or “Your”) shall mean an individual or Legal Entity
exercising permissions granted by this License

“Source” form shall mean the preferred form for making modifications
including but not limited to software source code, documentation
source, and configuration files
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“Object” form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation
and conversions to other media types

“Work” shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below)

“Derivative Works” shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof

“Contribution” shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, “submitted”
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as “Not a Contribution.”

“Contributor” shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work

. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
wor ldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
wor ldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent |icense to make, have made
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent |itigation against any entity (including a
cross—claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent |icenses
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granted to You under this License for that Work shall terminate
as of the date such litigation is filed

. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a “NOTICE” text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License

. Submission of Contributions. Unless You explicitly state otherwise
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate |icense agreement you may have executed
with Licensor regarding such Contributions

. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file
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7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an “AS IS” BASIS
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without |imitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory
whether in tort (including negligence), contract, or otherwise
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets “{}”
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same “printed page” as the copyright notice for easier
identification within third-party archives

Copyright {yyyy} {name of copyright owner}

Licensed under the Apache License, Version 2.0 (the “License”);

you may not use this file except in compliance with the License

You may obtain a copy of the License at
http://www. apache. org/| icenses/LICENSE-2. 0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an “AS IS” BASIS
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied
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See the License for the specific language governing permissions and
limitations under the License.

(8) Moment
Copyright (c) JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the “Software”), to deal in the
Software without restriction, including without |imitation the rights to use, copy
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

(9) Bootstrap 3 Date/Time Picker
The MIT License (MIT)

Copyright (c) 2015 Jonathan Peterson (@Eonasdan)

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the “"Software”), to deal in the
Software without restriction, including without |imitation the rights to use, copy
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR GOPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE
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(10) vis
The MIT License (MIT)

Copyright (c) 2014-2017 Almende B.V.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without |imitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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