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FRICTEHRERTF L TR T LET,
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1 AX-Security-Controller D1 E

BBt BE
X2 UT 4 T4 NEER | T2 a UREBDNEEER, IR T —0
&, X2 VT TNV EEERLET,
R GEE~Da T 4 | AR LR 2 VT T2 L0, WSRO
TL—a VRE g~ a7 7L —va v ERELE
7,

174 wHAVF—Tarvexa) T4 EABDOITESEIE

(1) BT A2 bREILIHRBEIDTEEIA

T A L NESEIT AL, WMROEBS A NBEIZEELTA T v ML —
NOBRERFB R TLIEE, FROA— ViR EGL ST E O 813 HEWT) Tl
KINEBT AL F2IZBENLEE, 7 A M LOL—LTIIEBI AL 2 NOERE
2t X2 VT A TN A OEAERBZRWEY A

K 1-18 #WERBHICEYtEF2) T 708 BEHINGEWNST—X

AV FIL—1

Ty aviERl . BIEEET
KETETE © (REIR)
SBSCIRTE : dst

&4 src=<ifR2>
k2  dst=<REFimR1> K3

ZOX IR OBEES, B AV R 2ICHRE—NA—AEHRELTLIEE N,
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1-19 €5 A2 FRENZE T B IL—ILEREH

AV FIL—1L

7Y a v iEnRl | BIEERT

EETTHEE  (RER)
SESCIRTE : dst

HiFR2

1 AX-Security-Controller D1 E

AV F2L—1

79 a v iERl | BIEERT
EETTRTE | (RER)
FESIEE * dst

N

=ES B

sre=<ifAR2>
dst=</RimR1>

(e5Ah2
N

0/1

w2

Y

i3

2\
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1 AX-Security-Controller D #EE

1.8 BEN#EEE

1.8.1  Syslog @40

AX-Security-Controller 131~ M F AR L ONKEE %A Syslog — /N2 Syslog i@ %195
ZENTEET,

#= 1-37 Syslog @ENFER—&
EE B
AT v MESEE | AT v MESEEE TRAE LA XV MR L T
Syslog & Hi /L £,
X2V T4 T4 F X2 VT AT A NI TRAELIZANY MR LT

FaBu Syslog # M ) LE T,

Uit A U AR B TR L7z A X2 MG U7z Syslog 2 H ) L &
TO

PR S 1A B e PR SR B TR A L= A X MR U7z Syslog %
HALET,

(1) Syslog 74+ —< v +

Syslog i %1 C2415 9% Syslog & CEF(Common Event Format)Z{/H L £ 9, 4 Syslog
THET D CEF ~ ¥ 7 — /L ROREHBEIZLL T L0 £7,

# 1-38 Syslog @ENFERI—&

ANYHAT4—)LF B [}
Version CEF 74—~y D 0

N—T g
Device Vendor AL LN ALAXALA Networks Corporation
Device Product a7 NLFR AX-Security-Controller
Device Version N—T g v < AX-Security-Controller /3 —

Tars>

Device Event Class | f <> NEk%I 1 —(syslog tH /) A X MEIZH 72 %)
ID
Name A R M —(syslog Hi /11~ NEIZHR 72 D)
Severity HOE —(syslog i 711 =2 MEIZH 72 )

x 1-39 ARV RHBF, 1 VR, EEEORTEE

Syslog f&Rl | 41 N> +i& | Device Name Severity
R Event
Class
ID
AT | RGNk Incident | Match the block rule 6
I 1 s
26413 5 — | Incident | Match the mirror rule 5
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1 AX-Security-Controller D #EE

Syslog #&RAl | 41 N> +3 | Device Name Severity
R Event
Class
ID
FENEIR Incident | Match the blocking 4
pending rule
XV R Action Registered the action 2
T4 T4V
4 B
HESE Action Completed to set the 2
action
il g5 Action Completed to delete 2
the action
UORmERE | Action Action registered tXx=U |2
2K TA4TA
JL A BN
Action Wanport registered WAN #% 2
fe AR — b
B0
Action Mirrorport registered | X 5 —4¢ | 2
A— kA
n
Action Permanentportin KEERTE | 2
registered NG
(R BEN
Action Permanentportout KEERE | 2
registered R— k(%
(R BEN
Action Host port moved A—rE |2
i)
Action Host ipaddress IP7 L |2
changed IS
KRR E | Action Completed to apply av74 |2
=T the configuration V) o
T
VR EERTE | Action Failed to apply the 4
B configuration
AR EHI% | Action Not supported FHR— |2
ZIA] Il
Action Applying failed TR |2
U A N
FHRPR
Action Node deleted xS |2
LA HI bR
Action Node not licensed g4ty |2
S5
Action Node under AT F |2
maintenance v A FEN
Action Action deleted Xl 2
TAT 4
JL A IR

a7



1 AX-Security-Controller D #EE

Syslog #&RAl | 41 N> +3 | Device Name Severity
R Event
Class
ID
Action Registering action TXx=U |2
failed F 4T 4
IV BB
IR
Action Wanport deleted WAN £ 2
foe AR — b
HIBR
Action Deleting wanport WAN | 2
failed EEAR— |k
HIBR R
Action Mirrorport deleted 1T |2
A— NI
55
Action Deleting mirrorport 2T |2
failed N
B R B
Action Permanentportin KEERE | 2
deleted NG
(DS
Action Deleting KGR TE | 2
permanentportin R—Z
failed DI
IR
Action Permanentportout KEERTE | 2
deleted R— (%
(DS
Action Deleting KIERE | 2
permanentportout R— hGE
failed EHEDEIE
KK
Action Host moved from A= |2
WAN port to host )
port
Action Host aged out =7 |2
N
Action Changed to trusted EFEE S | 2
host Sz B
BN
Action | Changed to BHwEA | 2
untrusted host v A
I HIlBR
i A AR x A Y7 A | Host Connection of the 2
KB Gkt unregistered host
BHEIGEE | a7 07 | Node Check 4
B R configuration

capacity
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Syslog DA v &=V 7+ —~ v M THHT 5 EHERRESL PR E ST DHREL, TRIC

%Liﬁ—o

® 1-40 EHEHERAT—E

EEEER T T RE
base FEEm
tmpm TMPM HL#
pa NRaT7 NV bRy NT—7 2 RIMRT 7 A4 T 0 4 — L
cef Syslog &% (CEF)

Syslog DA v =7 p—~ vy FCHEMT ORELER— FOFEN L, TRIRLE

R

® 1-41 JEERKR—FEH—E

BREXR— LR

At BA

wan

WAN e AN — b

mirror 17 —%AR—Fh
permanentportin KRR E AR — b (A5 M)
permanentportout KRR E A — R (GE1E 1)
host i A LA AN — B
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1 AX-Security-Controller D #EE

() 4 2VT Y MERESEA v E—U T+ =Ty b
AT MEREEDOA v —V T —~vy MILLT &R F9,

T 1-42 AT MEREEDA Y E—DT4H—T Y b

]l Ayw—9
NE
1813 T CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-

Security-Controller ™ /X—<7 5 > >|Incident|Match the block
rule|6[rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> csllabel=Rule Number csl=<rule number>
[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>

AR MR AR
dvchost: <syslog client name>

syslog 7 7 A4 7 > NAFR
csllabel: cs1 DA
csl: <rule number>

~ v F LIz — L O
7 — CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /3—<7 5 > >|Incident|Match the mirror
rule|5|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> cs1label=Rule Number csl=<rule number>
[Extension Field]
rt: < MMM dd yyyy HH:mm:ss zzz >

A R MR HEE
dvchost: <syslog client name>

syslog 7 7 A 7 > ML FR
cs1Label: cs1 DFRH
csl: <rule number>

< v F LT — L DS
FHER CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ N—3” = > >|Incident|Match the blocking pending
rule|4|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<syslog client
name> csllabel=Rule Number csl=<rule number>
[Extension Field]
rt: < MMM dd yyyy HH:mm:ss zzz >

A R MR H
dvchost: <syslog client name>

syslog 7 7 A 7 > ML FR
cslLabel: cs1 DFRH
csl: <rule number>

~ v F LIz — VO

zi

Gl
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1 AX-Security-Controller D #EE

R) EFaUTAT4IILEZEEDA v E—PTF+—<T v k

TR T AT A NEEEORA v =TT r—<y MILLF &R E9,

R 1883 EXaUTAT74ILAEEDAYyE—VTH—T Y k

]l ryt—Y

NE
%= U7 ¢ | CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-
7 ¢ L2 %4 | Security-Controller @ /3—7 = > >|Action|Registered the

action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cslLabel=Function csl1=<function> cs2Label=Request
IP cs2=<ip address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
AR N AR
flexString1Label: SourceAddress
flexStringl: <source address>
X2 U T 4 74 FDOEEILT KL AEM(<ip
address>/<prefixlen>), £7213tFx =2V T 4 7 4 VX DEET
MAC 7 K L A 551 (<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X VT 4 7 4 VEDFEERT KU ALK (<ip
address>/<prefixlen>), % 7= 1% flexStringl 7231%{5 5 MAC 7 K
L ASMEOSEIF2EA
act: <filter type>
XU T 47 4 Z
csllabel: cs1 DFAA
csl: <function>
R REA PR
cs2Label: cs2 DFAA
€s2: <ip address>
X2 VT4 74N EDERITCIPT RLA
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Al Ayw—o
NE
%= U7 ¢ | CEF:0JALAXALA Networks Corporation|AX-Security-Controller|[<AX-

T AV ERE
52T

Security-Controller ™ /N—37 5 > >|Action|Completed to set the
action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> csllLabel=Function csl1=<function> cs2Label=Request
IP cs2=<ip address> cs3Label=Host MAC cs3=<mac address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
flexString1Label: SourceAddress
flexStringl: <source address>
X2 VT 4 T4V FDOEEILT KL AEM(<ip
address>/<prefixlen>), £7213tx =2V T 4 7 4 LV ZDEET
MAC 7 K L A 551 (<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 VT 4 7 4N EDFEET KL AEE(<ip
address>/<prefixlen>), % 721X flexStringl 7231%{5 ¢ MAC 7 K
L ASIEOBGA 132 A
act: <filter type>
X2 UT 47 T
csllabel: cs1 D7
csl: <function>
R REA PR
cs2Label: cs2 D7
€s2: <ip address>
X2 VT4 T4 NTDOERTIPT KA
cs3Label: cs3 D7
€s3: <mac address>
SR MAC 7 R LA
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

tX=2VUT 4
7 4 VA HIBR

T

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—37 5 > >|Action|Completed to delete the
action|2|rt=<MMM dd yyyy HH:mm:ss zzz>
flexString1Label=SourceAddress flexStringl=<source address>
flexString2Label=DestinationAddress flexString2=<destination address>
act=<filter type> cslLabel=Function csl1=<function> cs2Label=Request

IP cs2=<ip address> cs3Label=Host MAC cs3=<mac address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
flexString1Label: SourceAddress
flexStringl: <source address>
X2 VT 4 T4 FDOEEILT KL AEM(<ip
address>/<prefixlen>), £7213tx =2V T 4 7 4 L ZDEET
MAC 7 K L A 5514 (<mac address>)
flexString2Label: DestinationAddress
flexString2: <destination address>
X2 VT 4 7 4 EDFERET N L AEE(<ip
address>/<prefixlen>), % 721X flexStringl 7231%{5 ¢ MAC 7 K
L ASIEOBGA 132 A
act: <filter type>
X2 UT 47 T
csllabel: cs1 D7
csl: <function>
R REA PR
cs2Label: cs2 D7
€s2: <ip address>
X2 VT4 T4 NTDOERTIPT KA
cs3Label: cs3 D7
€s3: <mac address>
SR MAC 7 R LA

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—37 3 > >|Action|<Name>|2|rt=<MMM dd
yyyy HH:mm:ss zzz> dvchost=<host name> act=<filter type>
csllabel=Host IP cs1=<ip address> cs2Label=AccessList Name
cs2=<accesslist name> cs3Label=Direction cs3=<direction>
cs4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration csb=<configuration> cs6Label=porttype
csb6=<port type>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X R H R
dvchost: <host name>
HEEA TR
act; <filter type>
X2 VT 47 4L F TG
csllabel: cs1 DA
csl: <ip address>
WERIP T RLR (R IP T RUABRFELRWES, 25H)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs2Label: cs2 MDA
cs2: <accesslist name>
T EAY A NGFR
cs3Label: cs3 DA
cs3: <direction>
Bt i 1Al
cs4Label: cs4 DA
cs4: <sequence number>
TIRAVANDY—2 L AEKE
cs5Label: cs5 DB
cs5: <configuration>
EES LY
cs6Label: cs6 Mgt HA
cs6: <port type>
A% TE 4G AR — b (wan / mirror / permanentportin /
permanentportout / host)

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /X—<37 5 > >|Action|Completed to apply the
configuration|2|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host
name> act=<filter type> cslLabel=Host IP cs1=<ip address>
cs2Label=AccessList Name cs2=<accesslist name> cs3Label=Direction
cs3=<direction> cs4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration cs5=<configuration> cs6Label=porttype
cs6=<port type> axscSkipConfigurationReason=<skip reason>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R MR H
dvchost: <host name>
B AR
act: <filter type>
X2 UT 47 4T
csllabel: cs1 D7
csl: <ip address>
WARIPT RLR (R IP T RLUANFELRWES, 22A)
cs2Label: cs2 D7
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

€s2: <accesslist name>
77 AU A NER

cs3Label: cs3 DA

cs3: <direction>
R 7 18]

cs4Label: cs4 DA

cs4: <sequence number>
TIEBRAVRANDY— L AE S

cs5Label: ¢s5 DA

cs5: <configuration>
s ESs

cs6Label: cs6 DA

cs6: <port type>
B TE 4G AR — T (wan / mirror / permanentportin /
permanentportout / host)

axscSkipConfigurationReason: <skip reason>
none: =7 4 L—arvEEMLELE
already applied: REIC#EHEH~D=D, a7 4 7 Lb—va v
DO E A%y 7 UE LT

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—<37 5 > >|Action|Failed to apply the
configuration|4|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host
name> act=<filter type> reason=<reason> csllLabel=Host IP cs1=<ip
address> cs2Label=AccessList Name cs2=<accesslist name>
cs3Label=Direction cs3=<direction> cs4Label=Sequence Number
cs4=<sequence number> cs5Label=Configuration cs5=<configuration>
cs6Label=porttype cs6=<port type>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
dvchost: <host name>
B AR
act: <filter type>
X2 UT 47 4 Z T
reason: <reason>
ARE R K]
cs1label: cs1 DFRH
csl: <ip address>
WERIP T KL R (R IP T RUANRFELRWES, 22H)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs2Label: cs2 MDA
cs2: <accesslist name>
T EAY A NGFR
cs3Label: cs3 DA
cs3: <direction>
Bt i 1Al
cs4Label: cs4 DA
cs4: <sequence number>
TIRAVANDY—2 L AEKE
cs5Label: cs5 DB
cs5: <configuration>
EES LY
cs6Label: cs6 Mgt HA
cs6: <port type>
A% TE 4G AR — b (wan / mirror / permanentportin /
permanentportout / host)

CEF:0|JALAXALA Networks Corporation|AX-Security-Controller|<AX-
Security-Controller ™ /N—37 3 > >|Action|<Name>|2|rt=<MMM dd
yyyy HH:mm:ss zzz> dvchost=<host name> act=<filter type>
csllabel=Host IP cs1=<ip address> cs2Label=AccessList Name
cs2=<accesslist name> cs3Label=Direction cs3=<direction>
csd4Label=Sequence Number cs4=<sequence number>
cs5Label=Configuration css=<configuration> cs6Label=porttype
cs6=<port type> axscSkipConfigurationReason=<skip reason>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A R N AR
dvchost: <host name>
B AR
act: <filter type>
X2 UT 47 4T
csllabel: cs1 D7
csl: <ip address>
WARIP T RLA (K IP T RUABFELRWESA, 42A)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs2Label: cs2 DA
cs2: <accesslist name>
77 EAY A NER
cs3Label: cs3 DA
cs3: <direction>
B 7 1)
cs4Label: cs4 DA
cs4: <sequence number>
TIEBRAVRANDY— L AEK S
cs5Label: ¢s5 DA
cs5: <configuration>
W 2R
cs6Label: cs6 DA
cs6: <port type>
B E 4G A — b (wan / mirror / permanentportin /
permanentportout / host)
axscSkipConfigurationReason: <skip reason>
none: =7 4 VS L— g U EHIBRLE L
currently applied: Lo a7 4 7L — g UddEA T 07
W, ar74 77—y aroflBE Ay S LELR

4) HREHGEDOA v E—DTHr—I v b
WERBEHOA v —V T —~ v MILLTF &R F9,

R 1-44 BREFEDODAYE—CT4H—T Wk

]l Aytw—Y

NE
A U7 %R | CEF:0JALAXALA Networks Corporation|AX-Security-Controller|<AX-
SR G Security-Controller @ /N— <" = > >|Host|Connection of the unregistered

host|2|rt=<MMM dd yyyy HH:mm:ss zzz> dvchost=<host name>
csllabel=Port Number cs1=<port number> cs2Label=Port Alias
cs2=<port alias> cs3Label=VLAN ID cs3=<vlan id> cs4Label=Host
MAC cs4=<mac address> cs5Label=Host IP cs5=<ip address>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
A X R H R
dvchost: <host name>
FEH AR E AL PR
csllabel: cs1 DA
csl: <port number>
PR O — N B
cs2Label: cs2 DFH
cs2: <port alias>
BRILE OR— FE SIS T DR — A U T A(R— =
A VT ARKBEOLE, 221)
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1 AX-Security-Controller D #EE

2l

Fye—=Y

NE

cs3Label: cs3 DA
cs3:
Pefoe 258 @ VLAN ID(VLAN ID 28RBS D54, 2¢A)
cs4Label: cs4 DA
cs4d:
B AR D MAC 7 R LA
cs5Label: cs5 Mt HA
csb:
BEGRAD IP 7 KL A(IP 7 RV ANRIELE L2 WS, 22H)

X

EEOBERmA D Syslog Z1@E$ 5 &, 10 HfE], F—MACT FLATH5HY

|

W

(5) EEXNRE

LB AR D

WwAEPIE L £,

EFEEOAYE—CT+—T Yk

B SREEEEDO A v — T —~y MILLT &2 4,

x 1-45 BEENREEBEDAvE—UT+—<T v b

2l

Ayte—

B

a7 4 TR
AR R

CEF:0JALAXALA Networks Corporation|AX-Security-
Controller|<AX-Security-Controller ®~3—3” = >>|Node|Check
configuration capacity|4|rt=<MMM dd yyyy HH:mm:ss zzz>
dvchost=<host name> dvc=<ip address> cs1Label=NodeType
csl=<node type> cs2Label=TotalMemory cs2=<total memory>
cs3Label=AvailableMemory cs3=<available memory>
cs4Label=FragmentsMemory cs4d=<fragments memory>

[Extension Field]
rt: <MMM dd yyyy HH:mm:ss zzz>
av T 4 VREEWER L AR
dvchost: <host name>
PR AL E A4 PR
csllabel: cs1 DA
csl: <node type>
EHGILE OLLEE TV
cs2Label: cs2 DA
cs2: <total memory>
a7 47—y ary7rAnE LTHHATES
cs3Label: cs3 DA
cs3: <available memory>
AT 4T L—=var7 A E LTHIHTE 25 =
cs4Label: cs4 DA
cs4: <fragments memory>
AT 4 L= ar 7 A NOhT, Yl & TR
FAELCEYT Y TRE

=

\

H
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X1

THEBETLOa L T 4 T L— 3 VOEXREBEDBEED 20%FH DA
GRSt

- AX8600S/AX8300S/AX4600S/AX3800S/AX3660S/AX3650S/X3640S
X2

LR OB GEE O Syslog i@+ 5 &, £ H 0:00 £T, YaxEBEx Gk
DiEFZ ML L ET,

1.8.2 E-mail @40

AX-Security-Controller 1%, A~ ¥4 L OVMRAEA E-mail AIJEICE AT 5 Z &2
TEET,

%= 1-46 E-mail BENFER—&

EHE 38
AT v ME#EEE | A T MEBEEE THRAE LTZA X RO E-mail % H
HLET,
RS, A N2 PRAERETT,
EHILAR— b H, &, AHEAIZNE L LAR— MME®RO E-mail 2 H 7]
LET,

EEEIT, TLTY,
HHAL : 48 H 0:00 ST
FEAL : /i AREH 0:00JST
AN : A 1 H 0:00JST

4t AR T A4 ABHED E-mail ZH 71 LET,
ﬂ:.%’%ffééi TRTY,
T A A%%h 3 H>H R 9:00 ST
T A A%%h 1 HH R 9:00 ST
TA®ARSH T BRG B4R 9:00 ST
F A & AL 9:00 JST

TAKNRA—)L Web A > % 7 =—RIZ2L VY, E-mail BHEIGEOY— "~ &
FZ " A—)L® E-mail ZH S LET,
LTI, Web A v ¥ 7 = —RICLARKZ VHTFIFC

TO

Uit A AEE9L S AR B O E-mail 1 ) LE T,
EEREIT, A~ MRAERTT,

B P SR A [ B B G A B o E-mail 2 ) L E

PAEREE, A~ MRAERFTT,
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1 AX-Security-Controller D #EE

(1) 7o kra
A— VBRI PTREZRBER 7 1 b a VT FitonTnmne e £4,

x® 1-47 EHE7Oora)L—&

EHE7oral B
SMTP A =L — N OFERIZ SMTP 2 EH LEST, A—L
PN OBEEIIR A LENEEA,
SMTP STARTTLS A — L — X & DT SMTP &4l L, STARTTLS

WL bdEEZBZ2VWET, A—LP— LDl
FBram et E 7,

SMTPS —w#—ﬂkwﬁm SMTPS ZfEfI L4, A—/
=N OWE TR S b SIVET,

‘_‘/I/“ﬁ"_‘/\ & @ SMTP 72 o iT%ﬂmb\ﬁ—hﬁ)}: fcf n i‘é—o

F 1-48 SMTP FBEE—%&

SMTP 23 Hi
L SMTP #iEx B Z 2 WEH A,
HY SMTP #REZ B Z R\ ET,
CRAM-MDS5, PLAIN, LOGIN DJIEIZ, FHFF& A E T,

(2) A—IAYTDOHBEITA—T Y+
FEA—VTHT DA =N~y X OIMET +—~ v MIFRE 20 £7,

K149 A=Ay SFHFI+Xr—T Y b

Z4—ILF &
Content-Type text/plain; charset="utf-8"
Content-Transfer-Encoding base64
MIME-Version 1.0
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1 AX-Security-Controller D #EE

@) 1T MRREEAYE—VT+—T Y b
AT U MERHEED A v —T Tk —<y NMILTERY 9,

£ 1-50 1027y MEREEDA v E—DT4H—T v b

Subject AL
NE
AT | ZERRE <25 B>
A (G5 HET) VIAT VN < TA T NAFR>

7547 NER <P T4 T MER>
BT A NAFR  <B T AL NEATR>
JL—VABSE R+ <L— B SRS
R PNV i o ) P PV Y12
o 7 <%f5 Syslog>
<ZAE AR
AV TT v MR H B
U TAT v NAEFR>
Syslog %15 L7227 74 7 > baFr
< TAT v N>
Syslog %15 L7=27 7 A 7 > MER|
<k 7 AL NALFR>
AT NIIRELIE®ES A MR
<L — LA S FE>
< F LT —
<X VT 47 4 NE SR>
BEkeXa )7 07 40 VHSME
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FZh 59, HEITHIRESNET,

PN TRRO/SA ML EOZEE A — FF 4 A2 ICBETT, A= FF 4 22
FhREA— =5 LB LOBES R CE R RDID, = KT 4 A7 DEEF
e SR Lz ECHEA LTS,

1RO 1 H &7V OIE(EBRAAMKE T B (B B M) X 5 & B IR A IR () X SR
X 1*3[Kbyte/[A]]

X3 A U7 ARBEHREOWE R, AL TN A YT AOKRE S THRK
64Kbyte £ CTHE L £,

215 +HwHA K

BT HERE 7 A > MICBIT % AX-Security-Controller DU SAE 2 RITR L £,

x 2-5 €U AUMIETHIREEH

# 15H A &Y
1 AR 7 A v R EH &KX 10
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2 B

# 5B IREEH

2 AT v MMtV — VR 1000(& 7' A > k Hifr)

3 KFERR TE AR — b (S AG () He v K 64 IR— N (7 A b HAT)

4 IKFEaR E AR — b GEAG ) $ 2 K 64 7R — (&7 A > FET)

5 | BX=2 VT 474X HENFRA R 17 A > FHAL
I a— IV

Wl EEROMIYREVWEEZEELTYH, BIERER 7 A MuT EEROE L
R0 ET, RBEEERAE AV, BIOEFRBEZ A ML, ZONEStEORK
\ZEHFEE A,

EX1 Vo7 70— a yR— FOREIE, WET 2WBER — Ny ORTRNE
Lij‘o

2 EROMEID RESWEZREL T, BERIET 28— MMUT EROE L 72
DET,

216 <ww7T
~ v 7B % AX-Security-Controller DU S %2 IR L £,

® 26 vy TICEAT MBS

i EE REER
1 ~ v 75 500
2 ~ v 7 i) DRI GHE 500
3 | ~uT b ONRRER T 7 A A KR VB

XL FEEN GRS EHR R OB TY, BIFERGES 2 R R BT LROME L 720 &
‘j—o

HEXR2 .~y T X~y T o) O BT 7 A VA ADZEE D, ~N—R
FUATIIHNETT, "~ T A AT RBEF—N"—T D LH LW EEGR T 7 AL
DG TE L 72D, "—FT A AT DEERE IR L ETERALT
TEEW,

2.1.7 E-mall

E-mail |ZB84"% AX-Security-Controller DI A& kIR LET,

= 2-7 E-mail [CEAT HINEEH

IHH IRAEH
1 E-mail 82155 %K 10
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218 ITAY7R

T A U7 AIZEE9 5D AX-Security-Controller DI S % RIZAR L £9,

& 2-8 ITA)TRICETHRBEEN

# IEH

IREEH

1 TA YT ADEA MV

&K 16

2 B
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2 B

22 {FEHEFEED T ISOY

2.2.1  AX-Security-Controller(Manager) CERAIGEHZD T T T 504
AX-Security-Controller(Manager) T A2 ¥ =77 7 U ¥ 2 RITR L E T,

® 2-9 FERATWRELYIIISVY
YxIdII0Y

Firefox 68 ESR
Google Chrome (% #7Hi)

2.2.2  AX-Security-Controller(Viewer) CEHEIREL Y Tz T TS5

AX-Security-Controller(Viewer) CEH FIBE/R D = 77 7 U OEMFERITR L E T,
A2 THE LTV DALERDY £7°,

® 2-10 FERATEELEV I ISIVDOEH
DI IV DEN
2017 FELBRIZY U —A LT =T T 7 0 DONR—T 9 o ThHhH I &
HTML5 23R [ RE T DT L
CSS3 WM ATRE T H &
JavaScript(ECMA Script 2015) 2 iR fl GE ChHhH L

2.2.3  AX-Security-Controller(Tracker) CERRIEEHR D T T TS5 H

AX-Security-Controller(Tracker) CHEH FAIRE/R 7 = 7 7 7 UV OEMZRITR L E T,

® 2-11 FERATRELY T ISV
27T 59Y

Firefox 68 ESR
Google Chrome (5 #Thk)
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3 BEENREEDEER - RE

3. EEHNREBOEAESR - 5

A —
AX AE

ZDETIE, EHNREETHDLAA v FOFRE - REICOWTHHALET,
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3 BEENREEDEER - RE

31 #=E

Z 2 TliE, AX-Security-Controller 23 et RALE ) S IE R A I, BL T 412D
AT 4T =Y a yREEB IR LT, BHIGAEEILBORE, L OE XS

SAEEE R DOFREICHOWTHBALE T,



3 BEENREEDEER - RE

3.2 EBEMNZEEHBDFERER

BEOSGAEE LB O FRTER 2B L £
3.21 SSH

(1) BEWNE
AX-Security-Controller %, & EExfGdkE ~L I FO2—VREEHEEAFEH LT, 2>
T4 7=y a URGE, BELOEEEET VIS U THERINEZITVET,

i 3_1 ad— -U-EIUDIEﬁlf

IHH SSH Hl:l
Jakan—oay
INA T — }\utbp V2 = — 77/1//\707‘—]“%.:

T RIEE Y, SSH OFbE VE— T VB RAHFOa L T 4 S b—3 g &K
ETHVLENRDHY F7,

BBV E— N7 7B RAFARERIIBNT, B A TE 5 —WEiL, AX-
Security-Controller 732 27 A T 58 &2 & L7z LT, RELTZIW, i, AX-
Security-Controller 28 1 2£ & (2%t L CRIFFIZ 2 7 A V3§ 2803k 2 =2 — W T,

Q)%Eﬂ%%%ﬁ
EHXREEN TROBE, ARETRETT,

= 3-2 BMERRINEKE
EENREE
TEHE MIB %o 28 8
FEHE MIB X EEE (VLAN 2 2 = =7 1)
JA¥YLVALAN =2 fua—7

3.2.2 SNMP
(1) EEANRE

AX-Security-Controller (%, EEERIGEEE ~LLITFO SNMP N— 5 o OA R L— 3
X D IEROIEEZITVET,
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3 BEENREEDEER - RE

# 3-3 SNMP N—2 3>

SNMP /N\—2 3
SNMPv2C

TR RIEEY, SNMP =—V = MEREZAENT a7 47— 3 VERE
THUNENH Y 7,

3.2.3 LLDP

(1) BRERE

AX-Security-Controller Ti%, LLDP OB HRAZFIH L C AR r VR ZITWET,
B GALE Y, BEET D W I REE L DA — YRy FAR— MIOWTLLDP A
bt Har T4 L —2 g VEARETHALENHY £,

BB 2 B H R E L O U L o T S A=y a R OS2 5RE, U v
IT TV a v ERET AT RTOA —H Ry FAR— MIDWT LLDP ZH %0
TAHaAL T4 T —3arERELTLLFEEN,

(2) BREMRINEE

BHXRIEEN FTRROBEe, RREIEFEAETT, [1.3.105) EHiEH OREEZRB I
o TLIEEN,

= 34 BEXNFRHNEE
EENEEE
AX4600S (A % v 7 kR T A (Ver. 11.15.F L D gij)
AX3800S (A % v 7 1k T )
AX3660S (A ¥ v 7 fE Rk Tl ) (Ver. 12.1.F X ¥ i)
AX3650S (A ¥ v 7 1Rk T )
AX620R
T2 MIB e i S
FEYE MIB G %E & (VLAN f =1 S 2 =5 1) ¥
9A4A¥YLVALAN = fa—7

% B PRI SAEE T LLDP DNEME L 72 W IGA, BREXGSL L 20 £3, BI W
[1.3.155)a) 77 B A Y A MEER— | OFRENLELRR— FOLE, Y%K — k
TR ER G E 720 7,

86



3 BEENREEDEER - RE

TIE€A)R b+

1) BENE

AX-Security-Controller 1%, X =V 7 ¢ 7 4 VX OKMIZ, EHEXIREEDT 7€ A
U A Mz permit £7ziddeny D7 4 JL—a VOBREEB IR I ETEEL
E7,

ZDEYD, FRNCEFGREEICLIT 2 D OREEZB IR ILEND D £9,

#® 35 7UOERIJRMDEE

EHH £ EA

TIEAY AL c WEE—F, FRIEHHEHE—RNCLY, @QWEE—F
DAERL F L) BEEER AT — NIORTHEHAT 722U 2 K
FERLTLES W, 2B, HEHT 782U 2 OATRIC
X0, BETDH7 4 NVAHEHNPDREDET, 778U R
M FRIL AUTO_ACL_<fEjll> ... TH bV, <Fp|>EFED
7 4V F@R A LT IZR U E 3 (AX620R & R <),

IPVA: IPv4 /N> N7 4 V4

IPV6: IPV6 7 1 /L &

MAC: MAC 7 4 V' %

ADVANCE: Advance 7 1 /L%
HHT 7B AU A MK, v AR SZERELT, UTF
DO#FiPH % AX-Security-Controller(Manager) 23 9~ 2 D2
MLET, v b= EHRED, TE®%I%@%L@
WL 72 E W (AXprimoM210, 38 &Y AX620R % Br< ),
T =T AR FE/BRET L 747 b—va A
~ > R(# : ip access-list resequence) % ] L 72\ & 9 12
TLIZEN,
100000— 163999 : HiShEAEFT ] D% E LA
200000—263999 : Al X 7 — DRXEIZSEH
300000—363999 : iE{F MW DO FX E I H
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3 BEENREEDEER - RE

B

F v b U— 7 EEE L, AXprimoM210, 35 X TY AX620R
WxtL, EHT7T 782V XA DT ALV EZORELZB b
BRNEDICLTLEE N,

MRENET DA =V 3y hAR—MZEHT LT 7 B8R
2 FDOEA, RO —7 U AF S LD KREVVED
VU AK ST, BWMET 7 AHF O M) BVER
L TL 72 &V (AXprimoM210 #Br <),

AX620R DA, WHTHT 7B AY R MDY —7 2 A%
FROREWVEDS—F L AFFT, RWBET 7 B AT
D MY AR LTS ZE N,

WAN ##tRh— kDA —H x> hAR— MIEHATH T 7 &
A YA NOHE, EROTR—7r o AFE LD KEWE
DI—lr VAFZET, BIBET VAT O M 21E
LT 7ZE0,

X2 VT g EEA~DOI TR NIERT L7 7R
VA MDOBE, EROTHY—7r o AF S LY KREVED
V= U AT, BEET VB AELEOT L MY ZER
LTL7EE,

KRR E AR — NEZEMAEEM) DA —H % v bAR— M
A3 2577820 A MNOBE, ELOTHY—7 0 AEK S
FOREVMED S —F VAFEFT, RBET 7 EAFFA[D
T2 R EER L TL 72 &V (AXprimoM210 % i <),
AX620R DIGE, WHT AT 7 BAV A MDY —4 v A%
BFLOREWVMED Y~ RAE ST, RWBET 7 A
Dx b EERR L T TEE W,

EHH
R—=hr~DT 7
AU R NO#E

H

TROA —Y Ry A= RN, ERL7ZT7EAY X N %&i#EH

LT

<IN,

Ui AR 2N T D A — ¥ > kA — K (Inbound)

WAN #2ft 78— ~ DA —H % > kA — K (Inbound, Outbound)
X2 VT A EESAOI TR OA =P Ry FR—
I (Outbound)

KL EAR— b(ZEMNDA —H % v FAR— k(Inbound)
Kfgeak & AR — h(EEM)OA —H% 31 » AR — K (Outbound)
7 7 A ) A LR — b (Inbound)

TIREAYARNGHRE, BWHTLHR— MIOWT FRICHIALET,

(a) BEE—F

WHT 277220 X M, BHEGREEOERETT VIZLD R0 £,

¥, IPV6 DT 7 AU A NAFRE, LE)/NT A —& T--accesslist-mode v4-v6| % #5
ELTWAIGEDHRMETT,

<HHIFM>IE, INE-1Z0UT ISR £9°,
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3 BEENREEDEER - RE

@D AX4600S + AX3800S + AX3660S + AX3650S « AX2500S( A % v 7 fii FIF)
AUTO_ACL_IPV4_<#&H J51h)>_<switch no.> 0 _<port no.>
AUTO_ACL_IPV6_<#& i J71h)>_<switch no.> 0 _<port no.>

@ AX8600S - AX8300S
AUTO_ACL_ADVANCE_<#&H 5 r>_<nif no.>_<port no.>

® AX260A + AX3640S + AX2500S( A % v 7 Ffifi F )
AUTO_ACL_IPV4 <i& 5> 0 _<portno.>
AUTO_ACL_IPV6_<f& ] J51H>_0_<port no.>

@ AX2200S - AX2100S
AUTO_ACL_IPV4_<f& ] J51H>_0_<port no.>

® AXprimoM210
AUTO_ACL_IPV4_IN_1_<port no.>

AUTO_ACL_IPV6_IN_1_<port no.>

AX620R I%, LATF &7 £7,
GigaEthernet/FastEthernet D354
<ACL FfpI]><f Hi J7 [ >eth<slot><port><sub-if>< 7 ¢ /L Z fij3i]>
Tunnel D&
<ACL f5I><f 1 J7 M >tun<device>00< 7 1 /L & i jI]>

& 36 AX620RD7 VX RMRAFD T 1« —)L FDEREA

HH [E] Bl
ACL T3] ip4 IPv4 /37y NZRET D7 4 VX R LET,
ip6 IPV6 /N7 MIXIT D7 4 NV EZERLET,
et 7 1) i Inbound il ~D 7 4 NV Z Z R LET,
0 Outbound ll~D 7 4 V2 Zx LET,
slot 0-9 Slot 5%~ LE T, Slot F o BNFEIE LRV 24
TTILOEHE, 0L LTLEEN,
port 00-99 Port ZoZa Rk LET, PuXF 72k 24
DOHEE L LTLIEE,
sub-if 0000-9999 | 47 A v ¥ Tz —RAEFERERLET, T 7y
IR AMIOEEE LTI,
device 0000-9999 | T RS AFEERLET, Bu s 7IcLb
AMTOHEAIEE LTLEEW,
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3 BENREED

EATEESR -

RAE

IBH B B

7 1V TR

W EZ R L ET,

TI7RAVA N EHLP LD T 2MBEDHLHAR— M FRLIRLET,

)

AX3

R 2 IS 5 AR b
ZIRMOBI S EICT 722 ) 2 bR LET,

WAN & i3 b8 — b

ERZEWROBEGACT 782 A ME@EHLET,

X2 )T A EE~DI TR — b

EEMoOMEFMCT 782 X NE2REALET,

¥

KA E AN —

b (AR 1)

>“<“;“

%

ZEMOBRHGEICT 7 2AY A NE#EALET,
AKFERRE AR — b (IEAE )
BEEMORHFEIZT 722U A2 M@ LET,
77 'AY A MEER— K

ZEMOBH G 722 2 hE#EHALET,

660S, AX2500S, BL U AXB20RIZBITLT 7 EAU X |

£

& 3-7 AX3660S D7Vt R R kDiEAH

A2 TRCR L

2l

{—% %y FR—

Ui ARULA AN — b

interface gigabitethernet 1/0/1
interface gigabitethernet 1/0/2

WAN e AN — b

interface gigabitethernet 1/0/3
interface gigabitethernet 1/0/4

IR — b interface gigabitethernet 1/0/5

interface gigabitethernet 1/0/6
Ktk E AR — b ({EM)) | interface gigabitethernet 1/0/7
Ktk E AR — M XEMI) | interface gigabitethernet 1/0/8
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interface gigabitethernet 1/0/1
ip access-group AUTO_ACL_IPV4_IN_1 0 _1in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 1in
1
interface gigabitethernet 1/0/2
ip access-group AUTO_ACL_IPV4_IN_1 0 _2in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 2in
!
interface gigabitethernet 1/0/3
ip access-group AUTO_ACL_IPV4_IN_1 0 _3in
ip access-group AUTO_ACL_IPV4_OUT_1 0 3 out
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 3in

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0_3
out

|

interface gigabitethernet 1/0/4
ip access-group AUTO_ACL_IPV4_IN_1 0 4in
ip access-group AUTO_ACL_IPV4_OUT_1 0 4 out
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 4in

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0_4
out

!
interface gigabitethernet 1/0/5
ip access-group AUTO_ACL_IPV4_OUT_1 0 _5out

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0 5
out

!
interface gigabitethernet 1/0/6
ip access-group AUTO_ACL_IPV4_OUT_1 0 6 out

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0 6
out

interface gigabitethernet 1/0/7
ip access-group AUTO_ACL_IPV4_IN_1 0 7in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_1 0 7in

!

interface gigabitethernet 1/0/8
ip access-group AUTO_ACL_IPV4_OUT_1 0 _8out

ipv6 traffic-filter AUTO_ACL_IPV6_OUT 1 0_8
out

ip access-list extended AUTO_ACL_IPV4_IN_1 0 1
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1 0 2
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1 0 3
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1_0 4
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_IN_1_0_7
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0_3
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1. 0 4
4294967294 permit ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1.0 5
4294967294 deny ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0_6
4294967294 deny ip any any

!

ip access-list extended AUTO_ACL_IPV4_OUT_1_0_8
4294967294 deny ip any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_1
4294967294 permit ip any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0 2
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_IN_1 0_7
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_OUT_1 0_3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_OUT_ 1 0 4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any

1

ipv6 access-list AUTO_ACL_IPV6 _OUT 1 0 5
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

!

ipv6 access-list AUTO_ACL_IPV6_OUT_1 0 6
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

!
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A

B4

=

N3

ipv6 access-list AUTO_ACL_IPV6_OUT_1 0_8
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 deny ipv6 any any

|

& 3-8 AX2500S 7 VR X b DiERAS

Rl

i T el &

Ui ARULA AN — b

interface gigabitethernet 0/3
interface gigabitethernet 0/4

K foeax i A — b (SZAEA))

interface gigabitethernet 0/7

interface gigabitethernet 0/3
ip access-group AUTO_ACL_IPV4_IN_0_3in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_0_3in
!
interface gigabitethernet 0/4
ip access-group AUTO_ACL_IPV4_IN_0 4 in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_0_4in
!
interface gigabitethernet 0/7
ip access-group AUTO_ACL_IPV4_IN_0_7in
ipv6 traffic-filter AUTO_ACL_IPV6_IN_0_7in

ip access-list extended AUTO_ACL_IPV4_IN_0_3
4294967294 permit ip any any
1
ip access-list extended AUTO_ACL_IPV4_IN_0 4
4294967294 permit ip any any
1
ip access-list extended AUTO_ACL_IPV4_IN_0 7
4294967294 permit ip any any
1
ipv6 access-list AUTO_ACL_IPV6_IN_0_3
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!
ip access-list AUTO_ACL_IPV6_IN_0_4
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!
ip access-list AUTO_ACL_IPV6_IN_0_7
99998 permit icmp any any nd-ns
99999 permit icmp any any nd-na
4294967294 permit ipv6 any any
!

& 3-9 AX620RDT7 VR R +DERAHI

1l

Tk

Ui AU AN — b

interface GigaEthernet1.15

WAN #Z#5e7— k

interface Tunnel127.0
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A
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]
ip access-list ip4ieth0010015a permit ip src any dest any

ip access-list ip4itun012700a permit ip src any dest any

ip access-list ip4otun012700a permit ip src any dest any

]

ipv6 access-list ip6ieth0010015a permit ip src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-
advertisement src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-
solicitation src any dest any

ipv6 access-list ip6itun012700a permit ip src any dest any

ipv6 access-list ip6otun012700a permit ip src any dest any

interface GigaEthernet1.15
ip filter ip4ieth0010015b 65534 in
ip filter ip4ieth0010015a 65535 in
ipv6 filter ip6ieth0010015¢ 65531 in
ipvé filter ip6ieth0010015b 65534 in
ipv6 filter ip6ieth0010015a 65535 in
1
interface Tunnel127.0
ip filter ip4itun012700b 65534 in
ip filter ip4itun012700a 65535 in
ip filter ip4otun012700b 65534 out
ip filter ip4otun012700a 65535 out
ipv6 filter ip6itun012700b 65534 in
ipv6 filter ip6itun012700a 65535 in
ipv6 filter ip6otun012700b 65534 out
ipv6 filter ip6otun012700a 65535 out

FEECHEH LT % ip6ieth0010015a, ip6ieth0010015¢, ip6itun012700a, 35 L O°

ip6otun012700a D4 Frid—#1 T3,

(b) BIEEMERE—F

WHT 27 722D X MM, BHEHREEOERETT VITLD R0 £,

< JFA>E, IN /21X 0UT 220 £,

O  AX4600S - AX3800S + AX3660S + AX3650S + AX2500S(A %+ 7 fifi FIF)

AUTO_ACL_MAC_<fH 18> <switch no.>_0_<port no.>

@ AX8600S - AX8300S

AUTO_ACL_ADVANCE_<#&H ) 18]>_<nif no.>_<port no.>

@ AX260A - AX3640S + AX2500S(* 4 v 7 i FIF) « AX2200S - AX2100S

AUTO_ACL_MAC_<F i #1a>_0_<port no.>

@ AXprimoM210

AUTO_ACL_MAC _IN_1 <port no.>
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AX620R %, LAF &720 £,
GigaEthernet/FastEthernet D54

<ACL & 3i]><# H J7 [ >eth<slot><port><sub-if>< 7 1 /L & & 5i]>

& 3-10 AX620RDT7VERYURFBID T 4 —IL FDEHA

IEH [} Bl

ACL F&E 5 mac MAC /7w MZT D7 4NV Z B LET,

Fix H 7 1) i Inbound Il ~D 7 4 WX ERLET,

slot 0-9 Slot H#&Z %R LE7, Slot FZNTFELRVIERE
TTILOHE, 0L LTLEEN,

port 00-99 Port H5& R LET, BaXF 72X 0 24
DEEE L TLTZEW,

sub-if 0000-9999 | H$ T A v ¥ T x—AFEBERLET, Tr 574
IR AMIOEEE LTI,

7 4 A FER b R AR LET,

TI7ERAVA N 2N UOBEATHILEDOHHHR— M FRlorm LET,

O WREZNETDHR—b
SEMOBRHTIZT 782U A M@ LET,

©@ EX2VTFALEE~DI TR — ]
EEROBHGEICT 722U 2 b E2#EHALET,

@ T7EAY A MEER—

ZREMOMEFMIT 782 ) XA NEREALET,

AX3660S, AX2500S, # LT AX620RICKITLHT 7 AV X MOw#EMHZ TRl L
iﬁ_o

Fx 3-11 AX3660S D7V X 1) R +DiE R

12 A —H %y FR—F
UEARINE R — b interface gigabitethernet 1/0/1
interface gigabitethernet 1/0/2
I TSR —F interface gigabitethernet 1/0/5
interface gigabitethernet 1/0/6
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interface gigabitethernet 1/0/1
mac access-group AUTO_ACL_MAC_IN_1 0 1in
!
interface gigabitethernet 1/0/2
mac access-group AUTO_ACL_MAC _IN_1 0_2in
1
interface gigabitethernet 1/0/5
mac access-group AUTO_ACL_MAC_OUT_1_0_5 out
|

interface gigabitethernet 1/0/6

mac access-group AUTO_ACL_MAC_OUT_1_0_6 out

mac access-list extended

AUTO_ACL_MAC_IN_1 0 1
4294967294 permit any any

!

mac access-list extended

AUTO_ACL_MAC_IN_1 02
4294967294 permit any any

!

mac access-list extended

AUTO_ACL_MAC OUT_ 105
4294967294 deny any any

1

mac access-list extended

AUTO_ACL_MAC _OUT_ 1.0 6
4294967294 deny any any

!

& 3-12 AX2500S D7 7 R 1) A +DiE A

27l

{—HF v bK— b

U AR AR — b interface gigabitethern

interface gigabitethern

et 0/3
et 0/4

interface gigabitethernet 0/3

mac access-group AUTO_ACL_MAC_IN_0_3in
!
interface gigabitethernet 0/4

mac access-group AUTO_ACL_MAC_IN_0_4in

mac access-list extended
AUTO_ACL_MAC_IN_0_3
4294967294 permit any any
!
mac access-list extened AUTO_ACL_MAC_IN_0 4

4294967294 permit any any
!

& 3-13 AX620RDTF U+ R X kDiEAH

Al

Tk

Ui AR AN — b

interface GigaEthernet1.15

access-list macieth0010015a permit src any dest any

1
interface GigaEthernetl.15
filter macieth0010015b 65534 in
filter macieth0010015a 65535 in

MM LTV % macieth0010015a D4 ik

BT,
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(2) FBEXNRINEE
BHGHEE N TR, ARETARETT,

= 3-14 FBERARINEE
TENREE
FEEAE MIB of i 2 i
FEAE MIB XIGEEE(VLAN fE 2 = =7 1)
TJAL4¥YLALAN 2 b —7
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3.3 EBEEXNZREEERNDEREE

BESGAEE AR O HFRTER 2 A L £
3.3.1 AX260A

(1) SSHRX MERT

TG AT D SSH 7k A M~ 7 (ABRSE - FAEHE) D354, AX-Security-Controller 1,
AX260A & SSH Zfli [ L7t n T& £ A, THHWROE EOHE, #3, SSH
RA MRST OEFEERZR>TLIEEW, SSHERA MEST OETHEE, Tk
ZRLTLIEEN,

[AX260A Secure Shell(SSH)Y 7 b7 = 7 ~==27 /L EHa~vr FL 77 L v AR
set ssh hostkey |

(2) LLDP /83— 3 >

Beped 2 B RAEE & O A —Y % v hAR— h T LLDP OEHR 2 HZh T DS,
LLDP ®/3—< = 1% IEEE802.1AB/D6(2003 4 10 A) 2R ET H L 9 I L TL IZ&
AN

LLDP RN— g VORTESTEIL, FRtasR LT EEN,

[AX260A Y 7 Ny =7 ~v=aT )V a7 47 b—Yara~v s N7y LR
LLDP o lldp version |

3.3.2 AX8600S - AX8300S

(1) WmRINBIPAEZ T —R
WA D ARP [HFHRIB L ONDP fE#HRZFEHTHIP A #7 =— A X VLAN A %
Tx— AL LTLEEN,

TRV ALY MR M U H T = — RETHE L7 ARP [E#H I L OVNDP fHE#IL, S
RKELTEBLEEA,

(2) VRF
VRF Zfi T 58546, Z7a—bxy hU—7, BIUOE VRF A VA X L ATHE
THWMARDIP T RUAFEBELZNEHIICLTLIZEIN,
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HELLHE, X2 U 7 A BEN ORISR E BRDHEARIZHONT, EF =
UT 4 7 A4NZ BT 2maRnH0 £,

B avI«4JL—Yarmazy bE—F

a7 47 b—varoaly bE—RE, FE#aIy FE-REET, BRIy
rE—FRELTLEE, F#z 3 v b E— RDOHE, AX-Security-Controller 725 D
AT 4 T = VRIEFRRP KBRS EE A

(4) Z4J)L% - QoS JO—#RED 7O —BHEE—F

74K - Q0S T B —HEHED 7 B — R — RIEBH AR — R A LT
EEW,

3.3.3 AX4600S

(1) WmRINBIPAEZ T —X
AR D ARP {EHIS L ONNDP [H#HZFEHTHIP A ¥ 7 = —A X VLAN A > ¥
Tx— AL LTLEE,

VAV NER— N U F T 2 — RAETEE L ARP RIS L OVNDP fF#IE, o
RKELTEHLEE A,

(2) VRF
VRF #4255, /a—Lxy NU—7, BIXUE VRF A VA X v ATEYE
THUARDIP T RUAFEELZNEHICLTLIESN,

BHELEZES, EXa U7 1 EB@ENORINTERERRDWHAEIZONT, X
VFr 4 74N E2WATHILERH Y £,

3.3.4 AX3800S

(1) WmRINBIPAEZ T —R
AR D ARP {EH IS L ONNDP [H#HZFEHTHIP A ¥ 7 = —A X VLAN A > ¥
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Tx—ALLTLIESW,

X =V A L MR—= A BT 2 — RETHEE LT ARP [HEHRE L OV NDP L, U
KELTEHLEEA,

(2) VRF
VRF #4256, /a—Lxy NU—7, BXUE VRF A VA X ATEH
THWMADIP 7 RLAFEELZWVWEIIZLTIEEN,

BELESGA, X2V T EBEDOREREINmMAR L B DWRICONWT, ¥
VFr 4 74NV E2EATHLERH Y £,

3.3.5 AX3660S

(1) WmRINBIPAEZ T —R

WA D ARP [HFHRIB L ONDP fE#HZFEHTHIP A ¥ 7 =—AXVLAN A ¥
Tx—RELTLTEEW,

YRV A MR M U H T = — RETHE L7z ARP [E#H I L OVNDP fH#IL, S
RKELTEILEREA,

(2) VRF
VRF #4256, /a—Lxy NU—7, BIXUE VRF A VA X o ATEYE
THWADIP 7 RLAFEELRWEIIZL T EEN,

BELESGA, X2V T 0 EBEDOIRERSNmWMAR L B DWRIZONWT, ¥ a
VF A 74NV EEATHHLERH Y £,

3.3.6 AX3650S

(1) VRF
VRF 2T 58546, Z7a—bxy hU—7, BIUOE VRF A VA X L ATHE
THMARDIP T RUAFEBELZNEHIICLTLIEEN,

HELLHE, X2 U T A BEP ORISR E BRDIHARIZHONT, EF =
VT4 74N E 2T 256000 £,
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3.3.7 AX2500S

(1) SSH KRR FEXRT
TG HITIRED SSH 78 A N7 (ABRHE - T #E) D554, AX-Security-Controller (%,
AX2500S & SSH #fH L7 CE £ A, LIHHMARNDET L TR0
A, 0T, SSHARA MEXT OEEEZB /2> T EE, SSH R A MiERT DA
BEE, TREaSRLTEsn,

[AX2500S - AX2200S - AX2100S - AX1250S - AX1240S Secure Shell(SSH) Y 7 k7 =
T~=a7)L EHa~v R 77 L AfF setssh hostkey

(2) LLDP NDIN—3 Y
Bipzd 2 BHEIATREE L OA —H % v FAR— T LLDP O 2= /0T 5B,
LLDP ®/3— 3 >3 IEEE802.1AB/D6(2003 4F 10 A) A X ET A L H I LT L&
AN
LLDP N— g U OREFIEIL, Ttz LT a0,

[AX2500S V7 v =T ~=a7 )b a7 47 b—aryavwr KL 77 L2 2R
LLDP o lldp version |

3.3.8  AX2200S

(1) SSH KRR FERT

TG HTIRED SSH 78 A N7 (ABRE - T #0554, AX-Security-Controller (%,
AX2200S & SSH ZffiH L7-#sw i T £ A, TIHHMRENLET LT 70
B, U, SSH AR ST OEFZIB /2> TLEEV, SSH R A MERT DZE
WHIEL, TRERLTIEIN,

[AX2500S - AX2200S - AX2100S - AX1250S - AX1240S Secure Shell(SSH) Y 7 + 7 =
T~=a7)L EHa~v R 77 L A#F setssh hostkey
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3.3.9 AX2100S

(1) SSHRX MERT

T HTIRED SSH AR A MY (ABREE - T SE) D855, AX-Security-Controller (X,
AX2100S & SSH Al il L7c#zfn TX £t A, LIHHATRENLET L TR0
A, T, SSHAER MEXTOETLZIB 7> T TEEW, SSH AR R MEST D%
BHEE, TiiasRL T 7Ean,

FAX2500S - AX2200S - AX2100S + AX1250S - AX1240S Secure Shell(SSH)> 7 s 7 =
Tv=a7) EHav R 77 L2 A setssh hostkey |

3.3.10 AXprimoM210

HYEEA,
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3.4 EEMNZFEEEMNDIEEIE

B E R O S FEH A B L E T,
3.4.1 AXprimoM210

(1) ER7I9ERAVAMDET 4RI ) DHIEK
HEHAT7 78RV R MOET 4 NVZT ML, LLFOEBETHIBRL E9,

£ 315 27422 M) DHIFREEH

2 ik
AXprimoM210 D %E & Fi ik &) 2 A
AXprimoM210 D A > T F 2 ZAF— R &G RhH B EE I e
AX-Security-Controller % &)

27 4 vH = b HIBRTE T &, AX-Security-Controller 1%, % #7274 x> 1
DEREELBIBRVET, 74 ZT MY OHIBRICE Y, —FREYIC, E@EEE L7
AL DBENRBZ b dBAERH Y £7,

3.42 AX620R

(1) ER7I9ERAVRAMDET 4RI ) DHIEK
HEHAT7 78RV R MOET 4 NZT FUIE, LLFOEBETHIBRL E9,

® 316 £T 4032 ) DOHIBREEH
R kel

AXB20R D44 E L B) Z o A
AXB20R D A T F v AE— REF N & M2 Kk
AX-Security-Controller % &)

27 4 vH = b HIBRTE T %, AX-Security-Controller 1%, % #7274 L2 x> 1
DEREELBIBRVET, 74 FT N OHIBRICE Y, —FREIC, EEEE L7
AL DBENRBZ b dHAENRH Y £7,
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(2) IPV6 7R R LD ICMP HA[XTE

WHEET— RTEAL, AX620R O — ML T T IPV6 S R & BRIV L TV D8RI
BWT, YR BEEM AR E R D88, IPv6 727 AU 2 FoEahn s ElEks
BIRENET,

DYtr, ICMP @ Neighbor discovery router advertisements(# - ~7° 134), ¥} LW
Neighbor discovery router solicitations(% - 7° 133)Z7F 7] 35 L 512, IPv6 77 & AU
A NORE LR TEE VN,

= 3-17 IPv6 7YX 1) R b ICMP FFrIE&E I

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-advertisement src any dest any

ipv6 access-list ip6ieth0010015¢ permit icmp neighbor-solicitation src any dest any
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4, EF - FIEAE

Z DOFETIE, AX-Security-Controller DFLE) « 152 1E FHEICOW TR L £,
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4.1 AX-Security-Controller(Manager) D2 &) - {E1E 5%

AX-Security-Controller(Manager) Z BifE S & 5 72O OfE) N T A — %, E#j L, BX
WML EZHBI L £,

4.1.1  AX-Security-Controller(Manager) D&/ 5 * — 4

7'a 77 NFELTREE, <Python 7’1 77 4>, BIUKA VA M= A>OHS %,
RIS U7 e 7T 84, BELOA VA M= A RRCHEAEZTLEEN, 7
B, <A A=V RZSOREDOTFE, HHREISCET 127 Y ORI 3
FARTvyalERIFZAY I AT v va@))E LTLEEN,

BEO, FIRFIZHEE D AX-Security-Controller(Manager) 7' 1 77 A% 3T L7V K 5 1Z
LTL &N,

A7)

<{Python 7O 4 S5 L> {4 A k—JLs/NRX>axsc_manager. pyc [——addr <IP Address>]
[——ss| <Cert> <Key>] [-—port <TCP Port>] [—syslog-udp-port <UDP Port>] [—
block-dedicated—-mode] [-—access|ist-mode <Mode>] [--reset-basic-auth] [—

core <Core>] [——gathering-interval <Seconds>] [—factory-reset]

[/37 A —=4]

——addr <IP Address>
AX-Security-Controller(Manager) 23 ZRk 52 13 11T 2 IP 7 FLAZEEE L £7,
1 AR A= RIEEREOHIHE

0.0.0.0%*

0.0.0.0~255.255.255.255%?2

X1
AX-Security-Controller(Manager) N EES 54X L—F 4 V7V AT L EOF
RTOIPT FUADRLDOEREZITHTET,

X2
AX-Security-Controller(Managen 3 8){EJ 24~ —F 4 7L AT L ED IP
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T RVAZEELTIZE,

——ssl| <Cert> <Key>

SSLIC L B2 T EFELET, FaNZ, — 5EHET 7 41, BIL O
BT ANEHETHIVNERDH Y £7,

<Cert>
H— NGERHET 7 AL
<Key>
WEmgET 7 A v
1 AT A —Z RIGER O X E

SSLICKDZ T EHNMZLER A,

—port <TCP Port>

AX-Security-Controller(Manager) 23 Z3k 252 1 Jf11F % TCP A" — MBS A EE L £
R

1. AT A —2 RIBEROYHE
SSL fExhid 80, SSL A %hiF 443
2. EOREHPM

0~65535

—sys |og-udp-port <UDP Port>

AX-Security-Controller(Manager) 2’ Syslog %%z} {4} %5 UDP AR— h&E S &2 FRE L
ij—o

1 ART A —Z RERER OYIYME
514
2. fEOREHiF

0~65535
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——block-dedicated-mode
WEEMERT— N2 a8 LET,
1. AT A—2RIBEFOHHE

WEENSEHE— P2 AR LERA, BHEE— FTEELET,

——access| ist-mode <Mode>
TI7RAVARNDOE—RERELET,
1. AT A =2 RIGER OWHE
va-only
2. fEORREH

v4-only % 72 1% v4-v6

-—reset-basic-auth

Basic REAMFIZIWNT, 2—HH, I AT— REENZLAIS,
Basic il & — IR HEZNIC L CRENT 5 /37 A =2 T, AT A—=ZZHE
Lft%b l/fx_ﬁlil, ﬁ:}_‘_‘ BaSIC IJ‘LAIJJ‘_EO) E%TTOT< f;éb\o

1. AT A =2 RIFERE OB

Basic 2RI A XY, Basic ZREIFA NI LEH A,

-—core <Core>

AX-Security-Controller(Manager) 73, & HxtG2iE & O@EIMEMNT 57820
RREAEREELET,

1 AT A =2 RIEER O HE

N

1 LU EO¥AE (CPU D 78D 2 {5 £ T)
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AX-Security-Controller(Manager) D UL EE S i () &2 f5E L £ 7,

ik, EEHGGIGENOOEHRINEL BF 2 U T 1 7 40 Z OFGEDIUE

RTS8,
RS

1 AT A =2 RIEER O HHE

30 ~ 86400

—factory-reset

IO OINEZ 7T T RIS, T2 HITROBEH OIE 2B L E

AX-Security-Controller NN CEI T 57 —F X—R &~ v 7O REGEZ 7
TLET, AT A—ZEHREL TCRE) L75A, AX-Security-

Controller(Manager)|&7 — % X—Z &~ v 7O &ilitg %2 7 V) 714,

‘j—o

DR A v E—V]

*® 4-1

axsc_manager. pyc [&& A vt —

FILE

L

RES

FACTORY RESET: success (DB is empty).

FeAR—R 2y OIS EERD Y
T LE LT,

FACTORY RESET: success.

T AR Ry T OYFERDO T )
T LE LT,

FACTORY RESET: failed.

T—HN=RA L=y TOEREEDO Y Y
TR UE Lz, 77 & AR A TR
L, BEFITLTLEI,

Invalid IP address: <IP Address>

IP7 RLAMBRAIETYT, IP7T FRL A%
RELTLLEE N,

Cannot open certificate file: <Cert>

P— NFERHET 7 A AN ROoD £
foe P—rFEET 7 A LD K RE
LTLEEN,

Cannot open key file: <Key>

SR 7 A VRO £ A,
BE7 7 A NDRREFE LT IEE,

Invalid TCP port number: <TCP Port>

TCP A — M &SN ARIETT, TCP A— b
HFErERELTIEEN,

Invalid UDP port number: <UDP Port>

UDP /R— F & B RIETT, UDP AR—
FEEERELTEE,
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Ayt—o

RE

Invalid CPU core number: <Core>

Tt ZADRERENPAETY, kX
D REE RE LTI IZE0,

Invalid gathering interval: <Seconds>

INERMRAETT, HERELTLLE
<LAR

Failed DB initiailization

T =2 R=ZDOPHUCITKIR L £ LT,
axsc_manager.pyc 23 IZELE) L TV
R L T2 S0,

Invalid accesslist mode: <Mode>

T 7EARAY A NOFE— NEENRRIET
T, i ERNRERE LTI,

HTTP Server: <=5 — X vt—>

HTTP — "OEENZ R L E LT, <
TT5— Ryt —UsEMRL TS
AN

Syslog Server: <=7 — X v &—>

Syslog Hr—/ SDEENT R L £ L7z, <
TT5— Ayt —IUSEERLTLEE
AN

4.1.2  AX-Security-Controller(Manager)#2 & /5 %

(1) Windows 10 / Windows Server 2016
Python 27 U7 s & F(73 52 L TEREN L £,

Z ZTlX, AX-Security-Controller 2 HTTPS CTHEEI¢ 2012 R L 92, H EFT—
BT T2 DBREC L > TTERR DN H Y £5, WEZ LT HOWTIT IR
DREIZADLE THHARZ TLIEIW, 228, SSLAEEDIEHE T 7 A /L (axsc.crt)
EHET 7 A (axsckeTH N COHBEINTWDHIHEDOE LET,

O RNoFT7rANEERTIGEETR T 7 AVEERL, ¥T7V7 0 v 7 F20%
avw U R7ar 7 I L CER L £, EEifkic TAX-Security-
Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...| & 3R SuiUiEiEEhx

E‘Zyjf‘\j—o

@ECHO OFF

python C:¥axsc¥axsc_manager.pyc --ssl C:¥axsc¥axsc.crt C:¥axsc¥axsc.key

©@ a~wr R7ar 7 IhoBEEITGAEINNy T 7 7 A VEERT 256 L RO
EE) T A—& CilgE) LE3, EEfIC TAX-Security-Controller(Manager):
Serving HTTPS on 0.0.0.0 port 443 ...| & F/R SHLAUREEN T T,
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C:¥Users¥— — " —4,> python C:¥axsc¥axsc_manager.pyc --ssl C:¥axsc¥axsc.crt

C:¥axsc¥axsc.key

AX-Security-Controller(Manager): Serving Syslog(UDP) on 0.0.0.0 port 514 ...
AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...

(2) CentOS 7/ CentOS 8/ Red Hat Enterprise Linux 7
Python 27 U 7 s &% F{T34 52 L THRE)ILET,

Z ZTlX, AX-Security-Controller 2 HTTPS CTHEEIT 2012 R L £972, H EFT—
BT DIDBRREIC L > TR R LM DBH Y 7, MHZ LTI ONTUTIFIHA
DERBEICEOE THARZ TS, 723, SSLAEEDIEHE T 7 A JL(axsc.crt)
CHET 7 A L (axscke)lTHOENUOHEBEINTHDLIEDE LET,

@® Systemd (T axsc & L TH— B RBERGE DY E 1L systemetl =~ > R HiELH) L
£9, Isystemctl status axsc| DEATHEERIC Tactive (running)) & For S LT
IR TT,
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# systemctl start axsc
# systemctl status axsc
@ axsc.service — AX-Security-Controller
Loaded: loaded (/etc/112ystem/system/axsc.service; enabled; vendor preset: disabled)
Active: active (running) since X 2017-06-22 14:33:28 JST; 6s ago
Main PID: 11793 (python3.6)
Cgroup: /system.slice/axsc.service
tq11793 /bin/python3.6 /usr/local/share/axsc/axsc_manager.pyc —ss...
tq11796 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11798 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11799 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...
tq11800 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...

mq11801 /bin/python3.6 /usr/local/share/axsc/module/scheduler.pyc ...

6 H 22 14:33:28 localhost.localdomain 112ystem[1]: Started AX-Security-Contr...
6 H 22 14:33:28 localhost.localdomain 112ystem[1]: Starting AX-Security-Cont...

Hint: Some lines were ellipsized, use —I to show in full.
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@ F—=IXFNALETTLLEFEEINT A= D-ssl AT a AT L THE
1TLE4, ##E%C TAX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0
port443 .. L FRIhAuTEENITHKRIITT,

# python3.6 /usr/local/share/axsc/axsc_manager.pyc --ssl /usr/local/share/axsc/axsc.crt

lusr/local/share/axsc/axsc.key

AX-Security-Controller(Manager): Serving Syslog(UDP) on 0.0.0.0 port 514 ...
AX-Security-Controller(Manager): Serving HTTPS on 0.0.0.0 port 443 ...

4.1.3  AX-Security-Controller(Manager){& 1t 5%

(1) Windows 10 / Windows Server 2016

Python 22 U 7 NZ Ctrl + Break # %% Z &L TIEILLET, ¥ A7/~ —Vx T
Python 27 U 7 h %3217 L T\ 7= python.exe 23#& T L CWLAUIEIE IR T T,

(2) CentOS 7/ CentOS 8/ Red Hat Enterprise Linux 7

@O Systemd (Z axsc & L TH— B RABEHFAOLE L systemetl =< > RHAEZIE L
F 9, [systemctl status axsc) D EFTHEFIZ Tinactive (dead)] & Frrs S uividfE
1EIEREI T,
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# systemctl stop axsc

# systemctl status axsc

@ axsc.service — AX-Security-Controller
Loaded: loaded (/etc/114ystem/system/axsc.service; enabled; vendor preset: disabled)
Active: inactive (dead) since K 2017-06-22 14:50:04 JST; 1s ago

Process: 15398 ExecStart=/bin/python3.6 /usr/local/share/axsc/axsc_manager.pyc --ssl
Jusr/local/share/axsc/axsc.crt /usr/local/share/axsc/axsc.key (code=exited,
status=0/SUCCESS)

Main PID: 15398 (code=exited, status=0/SUCCESS)

6 H 22 14:49:56 localhost.localdomain 114ystem[1]: Started AX-Security-Contr...
6 H 22 14:49:56 localhost.localdomain 114ystem[1]: Starting AX-Security-Cont...
6 H 22 14:50:02 localhost.localdomain 114ystem[1]: Stopping AX-Security-Cont...
6 H 22 14:50:02 localhost.localdomain python3.6[15398]: AX-Security-Control...

6 H 22 14:50:04 localhost.localdomain 114ystem[1]: Stopped AX-Security-Contr...

Hint: Some lines were ellipsized, use —I to show in full.

— I F B FEIT LTV DAL Python 27 U 7 M2 SIGTERM(Ctrl+Break) % 1%
HZETEIELET, ps 2~ R Tpython A7 V7 k%37 L T python 7 2t
ARFET L TWIUTIEIRIEAE T,
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4.2 AX-Security-Controller(Viewer) D#2 &) - {=1E 5%

AX-Security-Controller(Viewer) # Bi{E S & 2 72O OH) N7 A —%, f#j 1L, BX
WML T EZSBI L £,

Xy bU— 7 EHED, BT ORKO KA, Xy N —IFHE~ZREB I
DELHAICEE LTI ZS,

4.2.1  AX-Security-Controller(Viewer)D#EE/ 85 * — 4

7'a 7T AFEITREE, <Python 7'v 77 >, BIU<A VR b= RZ>DH05 %,
RIS U7 v 7T 84, BLUOA VA M= A RRCHEAREZTLEEN, 7
B, <A A= NRZSOREDOTFE, HHREISCET L7 Y OREI) 3
FARTvyalERIFZNAY I AT v ya@))E LTLEEN,

BEO, FIRFICHEE D AX-Security-Controller(Viewer) 7' 1 77 A& FAT L2 K 912
LTL &N,

[N A]

<Python 7AH S5 L> </ 2R k—)LssRXDaxsc_viewer. pyc [——addr <IP Address>]
[——ss| <Cert> <Key>] [-—port <TCP Port>]

[X7 A—=4]

——addr <IP Address>
AX-Security-Controller(Viewer) 3 R 252 T 5 IP 7 RL R Z$E L £,
1. AT A =2 RIEEREOHIHME

0.0.0.0%*

0.0.0.0~255.255.255.255%?2

*1:
AX-Security-Controller(Viewer) S EIEST 2 A~V —F 4 TV AT L DT
RTOIPT RLADDHDOEREZITTET,

X2
AX-Security-Controller(Viewen) 23 & {ET 5 A~ L —F 4 7T A7 A LD IP
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T RVAZEELTIZE,

—ss| <Cert> <Key>

SSLIC L B2 T EFLET, FaNZ, H— FEHET 7 41, BIL O
BT ANEHETHIVNERDH Y £7,

<Cert>
Y= NFERET 7 A
<Key>
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