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3 VLAN

Woav >y REEMLUE L,
aggregate-vlan
aggregate-vlan-group
system vlan-statistics-mode

7 TURAJVAR

deny (advance access-list) 3> RICIRD/VT XA =& ZEBILE L7z,
user-priority range <priority start> <priority end>
inner-user-priority range <priority start> <priority end>
precedence range <precedence start> <precedence end>

dscp range <dscp start> <dscp end>

range <icmp type start> <icmp type end>

deny (ip access-list extended) I~ > RIZIRD/ST A= ZBMLE L
7o

user-priority range <priority start> <priority end>

precedence range <precedence start> <precedence end>

dscp range <dscp start> <dscp end>

range <icmp type start> <icmp type end>

deny (ipvé access-list) I~ FIZIRDIST A =& ZBIMLE Lz,
user-priority range <priority start> <priority end>

dscp range <dscp start> <dscp end>

range <icmp type start> <icmp type end>

deny (mac access-list extended) I~ FIZIRD/VT A —F ZEML
T L7,

user-priority range <priority start> <priority end>
inner-user-priority range <priority start> <priority end>

permit (advance access-list) I< > FIZIROIST A =5 ZBIILE L
7o

user-priority range <priority start> <priority end>
inner-user-priority range <priority start> <priority end>
precedence range <precedence start> <precedence end>

dscp range <dscp start> <dscp end>

range <icmp type start> <icmp type end>

permit (ip access-list extended) 2> FIZIRD/ST X —F ZBINL %
L7z

user-priority range <priority start> <priority end>

precedence range <precedence start> <precedence end>

dscp range <dscp start> <dscp end>

range <icmp type start> <icmp type end>

permit (ipv6 access-list) I~ > RIZIRD/IST A =& ZBIMLE L7z,
user-priority range <priority start> <priority end>

dscp range <dscp start> <dscp end>

range <icmp type start> <icmp type end>
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* permit (mac access-list extended) 2> NIZIRD/ST A —% ZBINL
EOYA

user-priority range <priority start> <priority end>
inner-user-priority range <priority start> <priority end>

9 QoS s WOAT Y FEBIMULE L,
premium (advance qos-flow-list)
premium (ip qos-flow-list)
premium (ipvé qos-flow-list)
premium (mac qos-flow-list)
system policer-statistics-mode
system queue-length
* qos (advance qos-flow-list) I~ > FIZIRO/INT A —F ZEMLE L
7zo
user-priority range <priority start> <priority end>
inner-user-priority range <priority start> <priority end>
precedence range <precedence start> <precedence end>
dscp range <dscp start> <dscp end>
range <icmp type start> <icmp type end>
* qos (ip qos-flow-list) I~ FIZIRO/INTA—F ZEMLE Lz,
user-priority range <priority start> <priority end>
precedence range <precedence start> <precedence end>
dscp range <dscp start> <dscp end>
range <icmp type start> <icmp type end>
« qos (ipv6 qos-flow-list) I~< > RIZIRDIST A —F ZBIMLE Lz,
user-priority range <priority start> <priority end>
dscp range <dscp start> <dscp end>
range <icmp type start> <icmp type end>
¢ qos (mac qos-flow-list) I~ > FIZIRO/INT A —F ZBIMLE Lz,
user-priority range <priority start> <priority end>
inner-user-priority range <priority start> <priority end>

18.7 QoS RERDIT T — s Fa—REFEMEDOLI —AvE—IU2BMLE L7,
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QoS s WOAT Y FEBIMULE L,
policer rate-option
shaper port rate-option
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mac-address-table learning 2~ > F&BMLE L7z,

QoS

WDaAvw Yy RiZuser 87 A—%, llflq/87 A—%, BXU default /%5

A—FZEMLUE Lz,

qos (advance qos-flow-list)
qos (ip qos-flow-list)

qos (ipv6 qos-flow-list)
gos (mac qos-flow-list)
WoaAvy FEBEMLE L7
shaper bandwidth-profile
shaper user

shaper users-group

shaper users-list

AN 1]

AEZBIMUE Lz,

Mo YR ITREROLT —
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Ring Protocol

preempt-delay 2~ > F&EMLUE L7z,

QoS

Moa<y FEBMLE L7
nif

shaper enable

shaper flow-distribution
shaper mode

shaper port rate-limit
shaper user-priority-map
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VLAN MOaA~y REBEMLE L7
isolate-vlan
switchport isolate
VAV NI WOAY Y RiZlog /8T A—%%EBIMULE L7z,

deny (advance access-list)
deny (ip access-list extended)
deny (ip access-list standard)
deny (ipv6 access-list)

deny (mac access-list extended)

« RO A< RIZ policy-mirror-list /85 X —# ZB\IML E L7z,
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permit (advance access-list)
permit (ip access-list extended)
permit (ipv6 access-list)

permit (mac access-list extended)

WD < > RIZ in-mirror 785 X —4 B & O out-mirror /85 X — % %38

MmUE L7z,

advance access-group
ip access-group

ipv6 traffic-filter

mac access-group
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VLAN vlan-mac-suffix vlan-id 3~ > F&BMLUE L7z,
TR A flow filter implicit-deny 2~ > F&EML % L7z,
QoS WITRT AV RIZNTA—=FEEMLUE L,

gos (advance qos-flow-list)
qos (ip qos-flow-list)

qos (ipv6 qos-flow-list)
gos (mac qos-flow-list)
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AEZBMUE L7z,
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VLAN

IR IV RZBEMUE L7z,
description

shutdown

vlan-mac

vlan-mac-prefix

IGMP/MLD snooping
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AC Alternating Current

ACK ACKnow Ledge

ARP Address Resolution Protocol

AS Autonomous System

AUX Auxiliary

AXRP Autonomous eXtensible Ring Protocol

BCU Basic Control Unit

BEQ Best Effort Queueing

BFD Bidirectional Forwarding Detection

BGP Border Gateway Protocol

BGP4 Border Gateway Protocol - version 4

BGP4+ Multiprotocol Extensions for Border Gateway Protocol - version 4
bit/s bits per second *bpsE KT 2GZELHYET,
BOOTP Bootstrap Protocol

BPDU Bridge Protocol Data Unit

C-Tag Customer Tag
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CA Certificate Authority

cC Continuity Check

CCM Continuity Check Message

CFM Connectivity Fault Management

CFP C Form-factor Pluggable

CIDR Classless Inter-Domain Routing

CLI Command Line Interface

CoS Class of Service

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
DA Destination Address

DC Direct Current

DCE Data Circuit terminating Equipment

DHCP Dynamic Host Configuration Protocol

DHCPv6 Dynamic Host Configuration Protocol for IPv6
DNS Domain Name System

DNSSL Domain Name System Search List

DR Designated Router

DSA Digital Signature Algorithm

DSAP Destination Service Access Point

DSCP Differentiated Services Code Point

DSS Digital Signature Standard

DTE Data Terminal Equipment

E-mai l Electronic mail

EAP Extensible Authentication Protocol

EAPOL EAP Over LAN

ECDSA Elliptic Curve Digital Signature Algorithm
EFM Ethernet in the First Mile

ETH-AIS Ethernet Alarm Indicator Signal
ETH-LCK Ethernet Locked Signal

FAN Fan Unit

FCS Frame Check Sequence

FE Forwarding Engine

HDC Hardware Dependent Code

HMAC Keyed-Hashing for Message Authentication
TANA Internet Assigned Numbers Authority

ICMP Internet Control Message Protocol

ICMPv6 Internet Control Message Protocol version 6
1D Identifier

IEEE Institute of Electrical and Electronics Engineers, Inc.
IETF the Internet Engineering Task Force

IGMP Internet Group Management Protocol

IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

IS0 International Organization for Standardization
ISP Internet Service Provider

L2LD Layer 2 Loop Detection

LAN Local Area Network

LCD Liquid Crystal Display

LED Light Emitting Diode

LLC Logical Link Control

LLDP Link Layer Discovery Protocol

LLPQ Low Latency Priority Queueing

LLQ Low Latency Queueing

LLRLQ Low Latency Rate Limited Queueing

LSA Link State Advertisement

MA Maintenance Association

MAC Media Access Control

MC Memory Card

MD5 Message Digest 5

MDI Medium Dependent Interface

MDI-X Medium Dependent Interface crossover

MEG Maintenance Entity Group

MEP Maintenance association End Point/Maintenance entity group End Point
MIB Management Information Base

MIP Maintenance domain Intermediate Point
MLD Multicast Listener Discovery

MP Maintenance Point

MRU Maximum Receive Unit

MSTP Multiple Spanning Tree Protocol

MTU Maximum Transfer Unit

NAK Not AcKnowledge

NAS Network Access Server
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NBMA
NDP
NIF
NSAP
NSR
NSSA
NTP
0AM
0SPF
0UI

PA
packet/s
PAD

PC

PDU
PE-ME
PE-NIF
PGP
PID
PIM
PIM-SM
PIM-SSM
PQ

PRU

PS
PSINPUT
PSU
QoS
QSFP+
QSFP28
RA
RADIUS
RDI
RDNSS
RFC
RGQ
RIP
RIPng
RMON
RPF

RQ

RR

RSA
S-Tag
SA

SD

SFD
SFP
SFP+
SFU
SHA1
SMTP
SNAP
SNMP
SNPA
SNTP
SOP
SPF
SSAP
SSH
SSW
STP

TA
TACACS+
TCP/IP
TLV
TOS
TPID
TTL
UDLD
UDP
URL
uRPF
VLAN

Non-Broadcast Multiple-Access

Neighbor Discovery Protocol

Network Interface

Network Service Access Point

NonStop Routing

Not So Stubby Area

Network Time Protocol

Operations, Administration, and Maintenance
Open Shortest Path First

Organizationally Unique Identifier
Protocol Accelerator

packets per second *ppsE RETDIHBELHYET,
PADding

Personal Computer

Protocol Data Unit

Programmable Engine Micro Engine
Programmable Engine Network Interface
Pretty Good Privacy

Protocol IDentifier

Protocol Independent Multicast

Protocol Independent Multicast-Sparse Mode
Protocol Independent Multicast-Source Specific Multicast
Priority Queueing

Packet Routing Unit

Power Supply

Power Supply Input

Packet Switching Unit

Quality of Service

Quad Small Form factor Pluggable Plus
28Gbps Quad Small Form factor Pluggable
Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

Recursive Domain Name System Server
Request For Comments

Rate Guaranteed Queueing

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB

Reverse Path Forwarding

ReQuest

Round Robin

Rivest, Shamir, Adleman

Service Tag

Source Address

Secure Digital

Start Frame Delimiter

Small Form-factor Pluggable

enhanced Small Form-factor Pluggable
Switch Fabric Unit

Secure Hash Algorithm 1

Simple Mail Transfer Protocol

Sub-Network Access Protocol

Simple Network Management Protocol
Subnetwork Point of Attachment

Simple Network Time Protocol

System Operational Panel

Shortest Path First

Source Service Access Point

Secure Shell

Sub-crossbar SWitch

Spanning Tree Protocol

Terminal Adapter

Terminal Access Controller Access Control System Plus
Transmission Control Protocol/Internet Protocol
Type, Length, and Value

Type Of Service

Tag Protocol Identifier

Time To Live

Uni-Directional Link Detection

User Datagram Protocol

Uniform Resource Locator

unicast Reverse Path Forwarding

Virtual LAN
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VPN Virtual Private Network

VRF Virtual Routing and Forwarding/Virtual Routing and Forwarding Instance
VRRP Virtual Router Redundancy Protocol

WAN Wide Area Network

WFQ Weighted Fair Queueing

Www World-Wide Web
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2 MAC 7 RLZAF—=TL 15
mac-address-table aging-time 16
mac-address-table learning 18

3 VLAN 19
aggregate-vlan 20
aggregate-vlan-group 21
description 22
down-debounce 23
interface vlan 25
isolate-vlan 26
shutdown 27
switchport access 28
switchport isolate 29
switchport mode 31
switchport trunk 33
switchport vlan mapping 35
switchport vlan mapping enable 37
system vlan-statistics-mode 38
up-debounce 40
vlan 42
vlan-mac 43
vlan-mac-prefix 44
vlan-mac-suffix vlan-id 46
vlan-up-message 47




ANZTYN)— 49
instance 50
name 52
revision 53
spanning-tree bpdufilter 54
spanning-tree bpduguard 55
spanning-tree cost 56
spanning-tree enable 58
spanning-tree guard 59
spanning-tree link-type 61
spanning-tree loopguard default 63
spanning-tree mode 64
spanning-tree mst configuration 65
spanning-tree mst cost 66
spanning-tree mst forward-time 68
spanning-tree mst hello-time 69
spanning-tree mst max-age 70
spanning-tree mst max-hops 71
spanning-tree mst port-priority 73
spanning-tree mst root priority 75
spanning-tree mst transmission-limit 77
spanning-tree pathcost method 78
spanning-tree port-priority 80
spanning-tree portfast 81
spanning-tree portfast bpduguard default 82
spanning-tree portfast default 83
spanning-tree single 84
spanning-tree single cost 85
spanning-tree single forward-time 86
spanning-tree single hello-time 87
spanning-tree single max-age 88
spanning-tree single mode 89
spanning-tree single pathcost method 90
spanning-tree single port-priority 92
spanning-tree single priority 93
spanning-tree single transmission-limit 94
spanning-tree vlan 95
spanning-tree vlan cost 96
spanning-tree vlan forward-time 98




spanning-tree vlan hello-time 100
spanning-tree vlan max-age 102
spanning-tree vlan mode 104
spanning-tree vlan pathcost method 106
spanning-tree vlan port-priority 108
spanning-tree vlan priority 110
spanning-tree vlan transmission-limit 111
Ring Protocol 113
axrp 114
axrp vlan-mapping 115
axrp-primary-port 17
axrp-ring-port 119
control-vlan 121
disable 123
flush-request-count 124
forwarding-shift-time 125
health-check holdtime 127
health-check interval 128
mode 129
name 131
preempt-delay 132
vlan-group 133
IGMP/MLD snooping 135
ip igmp snooping (global) 136
ip igmp snooping (VLAN 1 >97 1 —2X) 137
ip igmp snooping fast-leave 138
ip igmp snooping mrouter 139
ip igmp snooping querier 140
ipv6 mld snooping (global) 141
ipvé mld snooping (VLAN ¥ >%9 7 1 —X) 142
ipv6 mld snooping fast-leave 143
ipv6 mld snooping mrouter 144
ipv6 mld snooping querier 145
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T7IEAJAN 147
TI7ERI)RANR 148
EBETEREMBLUE 152
advance access-group 162
advance access-list 165
advance access-list resequence 166
deny (advance access-list) 168
deny (ip access-list extended) 183
deny (ip access-list standard) 192
deny (ipv6 access-list) 194
deny (mac access-list extended) 202
flow filter implicit-deny 206
ip access-group 207
ip access-list extended 209
ip access-list resequence 211
ip access-list standard 213
ipv6 access-list 215
ipv6 access-list resequence 216
ipv6 traffic-filter 218
mac access-group 220
mac access-list extended 222
mac access-list resequence 223
permit (advance access-list) 225
permit (ip access-list extended) 240
permit (ip access-list standard) 249
permit (ipv6 access-list) 251
permit (mac access-list extended) 260
remark 264
8 7RV NOFUT 267
access-log enable 268
access-log interval 269
access-log threshold 271
9 QoS 273
QoS 7O0—URN/RUH—T> MU 274
EETEREMBLUME 277




advance qos-flow-group 278
advance qos-flow-list 280
advance qos-flow-list resequence 281
ip gos-flow-group 283
ip qos-flow-list 285
ip qos-flow-list resequence 286
ipv6 qos-flow-group 288
ipv6 qos-flow-list 290
ipv6 qos-flow-list resequence 291
mac qos-flow-group 293
mac qos-flow-list 295
mac qos-flow-list resequence 296
nif [OP-SHPS] 298
policer 300
policer rate-option 304
premium (advance qos-flow-list) 305
premium (ip qos-flow-list) 308
premium (ipv6 gos-flow-list) 311
premium (mac gos-flow-list) 314
gos (advance qos-flow-list) 317
gos (ip qos-flow-list) 334
gos (ipv6 qos-flow-list) 345
gos (mac gos-flow-list) 355
qos-queue-group 361
qos-queue-list 363
remark 366
shaper bandwidth-profile [OP-SHPS] 368
shaper enable [OP-SHPS] 371
shaper flow-distribution [OP-SHPS] 372
shaper mode [OP-SHPS] 374
shaper port rate-limit [OP-SHPS] 379
shaper port rate-option [OP-SHPS] 380
shaper user [OP-SHPS] 381
shaper user-priority-map [OP-SHPS] 383
shaper users-group [OP-SHPS] 384
shaper users-list [OP-SHPS] 385
system policer-statistics-mode 386
system queue-length 387
traffic-shape rate 389




Fa4iR v NT—TEIRHKEE

]0 L2 JL— &4

391

loop-detection 392
loop-detection auto-restore-time 394
loop-detection enable 395
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storm-control (global) 400
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storm-control action 404
storm-control enable 406
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boolean 408
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icmp 412
icmp check-reply-interface 414
interval 416
recovery detection 417
shutdown 419
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target ip 421
target ipvé 423
target object 425
timeout 427
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type 432
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lldp run 466
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3.{A | Bl &, [AZHWEBOEESRE2RBIR] 2BHKLET,

4[] THENINTA =X —T7— Fid [EBEE] 2BEKL £,
5.9 A= DANERE, VST RA—FIHEETESHE] ITRLET,
[ABE—R]

IV REANTEAANE—FRzER L TCVWET, F/, 0074071 —Ya v E—RUFDOEE—RIC
OV, Tar NIRRT AEM TR L TWET,

[INT X —9]

VY RTHRETEDNTA—FZFMHAL TVWE T, /ST X —F TEICEBREOTAE L EORE
#HEZHATL L TVET,

[O7 > REEBEOEE]

Oy REATLEL THI8T X —5 OFHMERBESRE S NEHBEIC, TONEZDRLTVET,
CEEADEE]

a7 ROBREIC &> CRENSRTING 2 CHREICHENH 2158, AMCRLTHET,
[ERTE(E D REREZHE]

BELLIT Y RBT o= 7ar 747 b= a VICRBENTZGE, T ICRELETCERZRET
B0, FLREEZHEH T2 OEMZ—RIELLZVERENRMSNZVPZELRLTHET,

LE=ZEIA]
a7y REEHT S ECORRRIC OV TREL TV ET.
[(BEI< > K]

a7y REEESEA-OICRESNEL 507y RETRLET,



IV RE—R—F

1 ZOYZa7ILDOFEARA

av >y RE—-FO—HZ, WORITIRLET,

x1-1

OV RE—R-E

IV RE—RZED

I j ~ N — K5 — /—j ~ N
EES SO T hET <> RE— REHEH T-RBTAVR
1 (config) Ja—N\Var7a«Zl—aryE—F # configure

2 (config-line)

YE—bO s A oIy —ILOETE

(config)# line vty
(config)# line console

3 (config-view)

view D&

(config)# parser view

4 (config-if)

TA—I A MR- FORE

it

(config)# interface mgmt

AUX R— b DFE

(config)# interface async

A=Y b V¥ T 21 —ADHRE

(config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface fortygigabitethernet

(config)# interface
hundredgigabitethernet

R=bFF ¥ INA VYT 2—ADFHE

(config)# interface port-channel

VLAN A > % 7 £ — ADHRE

(config)# interface vlan

W—=TN9 742057 2—ADHRE

(config)# interface loopback

Nullf >4 7 2 —ADF

(config)# interface null

5 (config-if-range)

=YXy M 2¥ 72— ADEHKEE

(config)# interface range gigabitethernet
(config)# interface range
tengigabitethernet

(config)# interface range
fortygigabitethernet

(config)# interface range
hundredgigabitethernet

R=bF ¥ XNA V5T 2 — ADOEHE
E

(config)# interface range port-channel

VLAN A % 7 = — ZADEHH

(config)# interface range vlan

6 (config-subif)

A—=HAy bFTA 25T 21— ADHRE

(config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface fortygigabitethernet

(config)# interface
hundredgigabitethernet

(WTA VI T 2= VT w7 AIEERE)

R—=bF¥INTTA T —ADEH

JE

(config)# interface port-channel
(FTA VI T 2= VT v 7 AEER)
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OV RE—RZED

I _ Iv RE—RE E—REFITUR
EES FOvFhE >R NEHBA RBITIT R
7 (config-subif-range) A =Xy MFTA T2 —ADOEH | (config)# interface range gigabitethernet
BUE (config)# interface range
tengigabitethernet
(config)# interface range
fortygigabitethernet
(config)# interface range
hundredgigabitethernet
(BTA VI T 2= VT 7 AEER)
A= F ¥ 2NYTA 257 2—ADHE | (config)# interface range port-channel
HEE (MTAHT2—=AA VT v 7 AIEER)
8 (config-mst) MST OFE (config)# spanning-tree mst configuration
9 (config-adv-acl) Advance 7 1 V¥ DFRE (config)# advance access-list
10 (config-ext-nacl) IPv4 87y N7 4 VF DE (config)# ip access-list extended
11 (config-std-nacl) IPv4 7 RL AT 4 LY DEE (config)# ip access-list standard
12 (config-ipv6-acl) IPV6 7 4 V5 DE (config)# ipv6 access-list
13 (config-ext-macl) MAC 7 1 V¥ OFRE (config)# mac access-list extended
14 (config-adv-qos) Advance QoS 7 U —DRE (config)# advance qos-flow-list
15 | (config-ip-qos) IPv4 QoS 7u— D& (config)# ip qos-flow-list
16 | (config-ipv6-qos) IPv6 QoS 7 U0 —DFE (config)# ipv6 qos-flow-list
17 (config-mac-qos) MAC QoS 7ua—nz% (config)# mac qos-flow-list
18 | (config-msg-list) Ayt — VI AFEGORE (config)# message-list <group name>
19 | (config-ip-pbr) [Pv4 RV ¥ —=R=2)—TF 1 VT D& (config)# ip policy-list
E
20 | (config-ipv6-pbr) IPv6 RY ¥ —R=Z)—T 1 VT D (config)# ipv6 policy-list
TE
21 (config-router) RIP DERE (config)# router rip
OSPF Ok (config)# router ospf
BGP4/BGP4+ D& E (config)# router bgp
22 (config-router-af) RIP ® VRF BAIDE% (config)# router rip

(config-router)# address-family ipv4 vrf

BGP4 @ VRF B DEk
(config-router-af) (ipv4 vrf) £— F

(config)# router bgp
(config-router)# address-family ipv4 vrf

BGP4+DZ7a—N)Lxy b T —T7 D

€
(config-router-af) (ipvé) € — F

(config)# router bgp
(config-router)# address-family ipvé

BGP4+® VRF B DFHE

B

(config)# router bgp
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IV RE—RZED

I = a7 RE— RS E—REFIATUR
EFS FOvF R R R Ex8E R#&fTa< R
(config-router-af) (ipvé vrf) E— F (config-router)# address-family ipv6 vrf
23 (config-route-map) route-map D& (config)# route-map
24 | (config-rtr-rip) RIPng OHFE (config)# ipv6 router rip
25 (config-rtr) OSPFv3 D&% (config)# ipv6 router ospf
26 (config-vrf) config-vrf OEE (config)# vrf definition
27 | (Ka<w Y RE—F>- FUTL— D (config)# template
TPL) template £— I
<ITYFE-F>EEOIY Y FE—
K
28 | (KA RE—F>- BAMBIV Y RORE (<3< RE—F>-TPL)# insert
TPL-INS) insert €— K
<aAv Y RE—F>FEOIVY FE—
.
20 | (KavryRE—F>- BBV FORE (<a<> FE— F>-TPL)# replace
TPL-REP) replace €— K
<AV RE—F>FEDIVY NE—
K
30 | (config-pe-service) PEH—ERa> 74 7L -3 0 (config)# pe-service <pe service id> <pe
7E service name>
31 (config-track) NT Y T DEFE (config)# track name <track name>
32 | (config-track-target) BNERNT v JOHRE (config)# track-target name <track
name>
33 (config-axrp) Ring Protocol ®&7E (config)# axrp
34 (config-applet) Ty MEREOR (config)# event manager applet <applet
name>
35 (config-dest-mirror) RV —R=ZX3IF7-Y2ITDIT— (config)# destination-interface-list
— bOFE <destination interface list name> mode
mirror
36 | (config-shp-mode) ety = —/SE— FOHRE (config)# shaper mode
37 | (config-shp-distr) [ty = — /ST —HHBREDHRT (config)# shaper flow-distribution
38 | (config-shp-users) Rty = — /82 —3Y X FDOHRE (config)# shaper users-list
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INSA—FCIEETEDIE

INTRA=FIHEETEBEZ, RORITRLET,

K1-2 NSA-IICIEETEDME

NS A—SER A AFBI

A Hil | XFEPREFT 2 XFHEPE T L neighbor officel peer-group
NATY (), 7v¥=2a7 (), ¥UF
B () CHETZEY,

AR | XFEPERFET 2 XFHUE P ERFE ip host telnet-host 192.168.1.1
NATy (), EUZER () THEETEZ
ED

TIEA)RNE, 1 XFENREFT 2 XFHUBEPERTF ip access-list standard inbound1

QoS 7u—Y & +4,
RUY—x> )4,
RV Y —R=A)—F 4
Y7 R N4,

QoS Fa—1Y R4,
REXA VYT —RY
A 4

ENA Ty (), TyF—=Ra7 (1), EY
A8 () tETEET,

ip access-list standard 10

IPv4 7 KL X, ANA P ELALPFO10ERTEL, T 192.168.0.14
HThy NI AY OfFZEFy b () TRYDET, 255.255.255.0
TALRH—RTRY IPv4 7 RLZEFEBOANERTT . [Pv4 | 255.255.0.0

7 RUVADHTE Yy b2 TIfETIER
EREHERLET,

[Pv6 7 FL A

24 RO 16 EHTEL, COMEIO
> () TRUIDET,

2001:db8:1234:5678:9abc:def0:1234:5678
fe80::1

BESDNFS
FHFBLORALFCRETEET. 2L, BAFR—BRETEAVLFHIHE T XFI—F

—HE, RETEZVLERFZRIORLE T, XFI— F—BOEEFLUNOXFERHRIFELE T,
®1-3 XFPI—K—HB
¥¥ O-R X¥ $I-F ¥X¥ DI-F ¥X¥F DI-K XF I-K XF I-K
A 0x20 0 0x30 @ 0x40 P 0x50 0x60 p 0x70
o
A
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 s 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75




1 ZOYZa7ILDOFEARA

XF a—R XF a—R XF a—R XF a—R XF a—R XF J—R
& 0x26 6 0x36 F 0x46 Y 0x56 f 0x66 v 0x76
' 0x27 7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A ] 0x4A Z 0x5A j 0x6A Z 0x7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
0x2C < 0x3C L 0x4C ¥ 0x5C 1 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E A 0x5E n 0x6E - 0x7E
/ 0x2F ? 0x3F O 0x4F _ 0x5F 0 0x6F - -
REF=E3]
o BERAFF (?) (0x3F) 2 A9 %I12id [Cull + [VI 2 AT [?] 2 AL TLESWw, 7z, 5
MFE2&EOREL I — - R—A P TRLAL I LIETEEE A
[BXE T & 0 W CF]
KR 1-4 J/ETIBUVIHF
XF DB X=F ad—R
FTNT +— b " 0x22
L $ 0x24
TNV T F— b ' 0x27
t3Iaor ; 0x3B
NYTATya ¥ 0x5C
WV T x— b : 0x60
KiEE o { 0x7B
KEEIHED O } 0x7D
[BE D]
access-list 10 remark "mail:xx@xx %tokyo"
W<sfu no.>MN&iH
<sfu no.>DEDHMZIRDRITTRLET,
F 1-5 <sfu no.>NDIEDEHE
158 EF)N EDEH
1 AX8608S BELYY




1 ZOXZa7MLDFERAF

IRE TN EDEEHE
2 AX8616S 1~4
3 AX8632S 1~4
4 AX8304S BEY YV
5 AX8308S BELYY

B <psu no.>M&IF
AX8600S D<psu no.>DEDEHMZRDERIRLE T,

& 1-6 <psu no.>NEDEE (AX8600S DIFH)

JEES TN EDEEHE
1 AX8608S 1~2
2 AX8616S 1~4
3 AX8632S 1~8

AX8300S TlE, EFLBLUEEHT 2 PSUICL->T, <psuno>DEOHBENFELZVET., EFTILBL
CHE#H T % PSU T& D, <psuno.>DEOHFEZROFIIRLET,

F1-7 <psuno>NIEDEHE (AX8300S NHE)

LS EFIL PSU 75l fEDEH

1 AX8304S PSU-C1 1~2
2 PSU-C2 1~2
3 PSU-E1A 1

4 PSU-E2A 1

5 AX8308S PSU-EIA 1~2
6 PSU-E2A 1~2
7 PSU-E1 1~2
8 PSU-E2 1~2

W<nif no.>H LUV <port no.>NEEH
<nif no.>DEDHHE 2 RDRITTRLE T,

XK 1-8 <nif no>NENOEHE

1A% EFIL {EDEE
1 AX8608S 1~8
2 AX8616S 1~16
3 AX8632S 1~32
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158 EFIL ED#IE
4 AX8304S 1~4
5 AX8308S 1~8
F7z, NIF Z&d<port no.>DEDHFHZIROFITRLET .
F1-9 <port no.>NDIEDEEE (AX8600S DIHE)
158 NIF BYZBEHR fEDEHE
1 NLIG-12T 1~12
2 NL1G-12S 1~12
3 NL1GA-12S 1~12
4 NLXG-6RS 1~6
5 NLXGA-12RS 1~12
6 NLXLG-4Q 1~4
7 NLCG-1Q 1
8 NMCG-1C 1
& 1-10 <port no.>DEDEE (AX8300S DHFH)
158 NIF BYZBEFR EDEE
1 NLIG-12T 1~12
2 NL1G-12S 1~12
3 NLIGA-12S 1~12
4 NL1G-24T 1~24
5 NL1G-24S 1~24
6 NLXG-6RS 1~6
7 NLXGA-12RS 1~12
8 NLXLG-4Q 1~4
9 NLCG-1Q 1

W<pe service id>MNEiH

<pe service id>DfED #iFH &
W<nif list>NDIEESE

<nif list>{2id, N1 7> (-),
BHESLIEETEET. FHEMD

1~1024 ¢9,

arw () 2ERALTERO NIF &#S2EETEEd, £/2, —DDNIF

#WHEIZ, BiIRO<nif no.>DEEICRENE T,
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INA TV FEIdar Il kK2 HFEBREDOH]

1-4,8-10

B<interface id list>MiEEHE

<interface id list>i2id, N1 7> (), a>< () ZEHL CRISRITERD A -T2 bDA ¥ T —
AEEETEET, £/, [INZBRLT—2DA V¥ 71— ABEETEXE T, IEEM[OEE L, FidD

<nif no.># L '<port no.>DHFIZHENE T

s FHEY b =Py bOA U F T 21— ADHE

gigabitethernet <nif no.>/<port no.>[-<port no.>]

c 10FHEY b —H 2y bDA VT 2 —ADHE

tengigabitethernet <nif no.>/<port no.>[-<port no.>]

s AOFHEY M —H Xy bDA U F T 21— ADFH

fortygigabitethernet <nif no.>/<port no.>[-<port no.>]
¢ 100 FHEY b —H 2w bDOA VYT 2 —ADBFE

hundredgigabitethernet <nif no.>/<port no.>[-<port no.>]

INA 7 rE-dar~ic & AEBEEEOH)

gigabitethernet 1/1-2, gigabitethernet 1/5, tengigabitethernet 3/1

B <channel group number>nN&iHE

<channel group number>DED&FH 2 XKDFRITRLE T,

# 1-11  <channel group number>MENEEEFE

LS TN {EDEEHE
1 AX8608S 1~96
2 AX8616S 1~192
3 AX8632S 1~384
4 AX8304S 1~96
5 AX8308S 1~192

10

B <subinterface index>N&iHE

<subinterface index>DED i I 1 ~65535 TT,

H<vlan id>N&H

<vlan id>DEDEEH X 1~4095 TI

E<vlan id list>NIEEHE

<vlan id list>2ix, N4 7> (-), ar~< () 2HEALTER® VLAN ID 2 8€T& %9, £/, —D

D VLAN ID b3EETZ 9, BEEOHRE L, snio<vlan id>DEHEICHEWVWE T, <vlan id list>D

e

8

ENBENZL o758, <vlanid list>ORENEZDEIL, BRTOI> 74 7L -3y ELTERR

THIENDHVET,
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INA TV EFdar I kK 2HEFEBZEDOH]
1-3,5,10
[(EEITEROH]

switchport trunk allowed vlan 100,200, 300. ..
switchport trunk allowed vlan add 400, 500...

M<loopback id>MEiH
<loopback id>DED L 0~1536 TY
W97 1—ADEESE

{287 2 — AR TN —FITHIET 5/85 2 — % <interface type> <interface number>DIgE ik
EROFRITRLET,

K1-12 12971 —ADEBERZE

1>9 71— &R <interface type>ICI8ET S <interface number>(ZIEET 3
TN—> 19 T1—RE 1297 1—REBES

A —=FHy b F Tz —RA gigabitethernet <nif no.>/<port no.>
tengigabitethernet <nif no.>/<port no.>
fortygigabitethernet <nif no.>/<port no.>
hundredgigabitethernet <nif no.>/<port no.>

A=Yy T4 &7 x— | gigabitethernet <nif no.>/<port no.>.<subinterface index>

8 tengigabitethernet <nif no.>/<port no.>.<subinterface index>
fortygigabitethernet <nif no.>/<port no.>.<subinterface index>
hundredgigabitethernet <nif no.>/<port no.>.<subinterface index>

R—b+F ¥V A %7 x2—R | port-channel <channel group number>

R=bFyrINYTL ¥ port-channel <channel group number>.<subinterface

Tr—2A index>

VLAN A %7 2 —2A vlan <vlan id>

N—=TNy L FT =R loopback <loopback id>

Null >4 7 x—2X null 0

VA=Y AV FR—F mgmt 0

AUX R— b async 1

Wr>971T—REHIETE

BHDOA Y 72— ACEICERZ —ELTCRET AHEICHERTAIEESETI, [F1-12 1%
T 1 —ADIEEFRE] DA V¥ T2 — AN —TDHE, WRISRT A V¥ T = — AR I — T 10t
THEAL YT 1 —AZBIIA ¥ T 1 —AFER2BETEET,

R e E T AT A LT
« f =YXy MFTA I TR

11
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s R=FFrRVAUF T2 =R
s R=FFrvRNLFTAFT2—R
s VLANA ¥ T x—2A

BHOA VY T2 —AREETHEE, R VY Tz — ARV —FICE&ENE A 05 T = — AIIRIE
TEZTH, BRBA VY T2 —ABININ—TDA ¥ 72— AZRBETCEZE A

[AFIHR]

interface range <interface type> <interface number>

7o, ANWERzar~ () TRE->THRKRI6EHEETEE T,

[AZ61]

interface range gigabitethernet 1/1-3
interface range gigabitethernet 1/1-3, tengigabitethernet 3/1
interface range port-channel 2.10-20, port-channel 3.100, port-channel 5.200

W<vrf id>DEEE

<vrf id>DEOEEIE 1~1024 T
B<message type>NEREE

<message type>IfEECEAEEZIRORITTRLE T,

#F 1-13 <message type>(CIEETE 3B

5% IEETEBIE

1 BCU

2 SFU

3 PSU

4 NIF

5 PS

6 FAN

7 KEY

8 CONFIGERR

9 CMDRSP

10 SOFTWARE

11 CONFIG
12 ACCESS
13 NTP

14 SOP-KEY

15 SOP-RSP

12



IRE
16 SNMP
17 SCRIPT-MNG
18 SCRIPT
19 EVENT-MNG
20 SCR-KEY
21 SCR-CNFERR
22 SCR-CMDRSP
23 PORT
24 ChGr
25 VLAN
26 STP
27 AXRP
28 IGMPsnoop
29 MLDsnoop
30 ACLLOG
31 L2LD
32 STMCTL
33 TRACK
34 EFMOAM
35 LLDP
36 Ip
37 PBR
38 DHCP
39 VRRP
40 STATIC
41 RIP
42 RIPng
43 OSPF
44 OSPFv3
45  BGP4 [OP-BGP]
46 BGP4+ [OP-BGP]

DY Za7INDFEHA
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5% EETE3E
47 UNICAST

48 PIM-IPv4

49 IGMP

50 PIM-IPv6

51 MLD

52 MULTI-IPv4

53 MULTI-IPv6

54 MULTI-INFO

55 BFD

14
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MAC 7 RLARAF—=T)
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2 MAC7RLZF—=TI

mac-address-table aging-time

MACT7 RLAF—7 NIy MVJICHT ALV V& 4EE2H/ELET,

[AFIRER]
EHORE - AE

mac-address-table aging-time <seconds> [vlan <vlan id>]
e QLI

no mac-address-table aging-time [vlan <vlan id>]
[ASTE—K]

(config)
NS X—=9]

<seconds>
I—VVURHEMBEMTRELET. 0 2BELLEER, TV REPEEE 2D ET (Z—
VUITLERA),
1. ANT A — 5 AR OHIE
B TEEEA

2. [EDFEEEH
0, 10~1000000

vlan <vlan id>
I—-Y VU %EERET S VLAN © VLAN ID 2f8E L9,

1.8 T X — & B RO W HAE
IARTCO VLAN ICH@m T —Y v THEB 2R ELE T,

2. [EDEEH
[RIA=FIHEETEZAME] 2ZHL TS0,

[O7 > REEESOENE]

TV % 300 e LET,
LEEADEE]

7L

[EREED R IRZDH]

DEELER, TERICKBENET,

CE=ZEIE]

1.VLAN RS X —=%72 LOFREIL, £ VLANIZEZITY s VLANST A =% 2 LORRESEL, VLAN Y
SRA—FIEDHRELFRICIT>7-288, VLAN XS X —¥THEE L/ VLAN L, FOREDIYA
EAPECZD, VLANISS X —F THESINZD» 572 VLAN X, VLANISS X —F L LOREDY

IYEFEELRD LT,

1|

16



2 MAC7RLZAF=TI

2.VLAN XT X —=Z{5E THRE L7fEHIE, VLAN VI A =% L LOHIBRTIRHIRSNE A, BEL
72 VLAN Z#57E L CHIFR T BN H D 7,

BTV IEEEEELIBER, FEBEAOLY P BRRELDET . FEORER, ¥EFHRADL
YUV TEMEEEIZL, FOZY NIDHEIRESNSEZEFHDET,

[BS&ET~ > K]

%L

17
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mac-address-table learning

no mac-address-table learning I~ > Fick>7T, VLAN Z&ICMAC 7 RLRZEE 2IMIEL T,
MAC 7 RLA%EZ{NIET 5 &, FEMEONRELRS VLAN TRELLETV—LIEBTIv T 7L

9,
[ASHFE]
HHROERE
no mac-address-table learning vlan <vlan id>
1B D HIR
mac-address—-table learning vlan <vlan id>
[ATTE—R]
(config)
NS X—=9]

vlan <vlan id>
ZEMEONRE72 S VLAN @ VLAN ID 2 8E L F 9.

14N T X — & B O F)HE
TS EEA

2. B % i
[T A—=FIZITBETZAME] 22BL TS,

[37 > NSl OEE]

MAC 7 FLAZEZIEL EH A
CEEANDRE]

%L

[EXREME D R IRZH]

BEBEER, TIOERICRBSNET,
[E==H]

I.MAC 7 RL A2EE#iMIET B &, MR ER S VLAN THEELTW/EMACT RLAT—T7IILZHIBRL
*9,

(BSEDY > K]

vlan

18
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3 VIAN

aggregate-vlan

VLAN 27 27V *— k VLAN ® VLAN Z)L—FICEE L £,

[ABH]

BWORE - £H
aggregate-vlan group <group id>
e QLIS

no aggregate-vlan

[AFTE—NK]

(config-if)
VLAN A V%7 x—2R

[INT X —9]

group <group id>
VLAN Z)L—7® ID #$8% L £ 9, aggregate-vlan-group 27> K TEREFHAD VLAN 7L —7
ID ZHEE LTS,

14N T X — & B O F)HE
HEWTEEEA
2B D E
1~2048

[3v > FEEEROEF]

727U — bk VLAN @ VLAN 7L —7%BELEH A
CEEANDEE

%L

[EXEME D RIRZLH]

EMEER, §<IGERICRBRSNET,
CE==IH]

ARV

2

(BSEDY > K]

aggregate-vlan-group

20



aggregate-vlan-group
727V — bt VLAN ® VLAN 7L —7%HFHELE T,

[AFHA]

BWORE
aggregate-vlan-group <group id>
BHROHEIR

no aggregate-vlan-group <group id>
[ASE—RK]
(config)
[N A—=%]
<group id>
VLAN 7V —70 1D 2 E L £ 7,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
1~2048

[O<7 > REREFOENE]
72 % —k VLAN ® VLAN 7L — 7% %ELEH Ao

[EENDFE]

[BXEMED R IRE2H]
REMEEER, TICGERICKBESNET,
CE=ZEIR]

zL

[BSEIY > K]

aggregate-vlan

3 VILAN
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3 VIAN

description

VLAN O R#HBEZEBELE T, VLANIZOWTOAEE L TERTEE T, 8, AXHEZ
2= K show vlan % ifDescr (SNMP MIB) THEEETE 9,

AT

EHRORE - ZE
description <string>
HHROHIR

no description

[AIE—R]

(config-if)
VLAN A %7 2 —R

4

i
Oy
N
i
i

[INSX—95]
<string>
VLAN O RFHAZHREL £,
1. 4085 X — & gk OFHAE
BB TZEEA

2. B EHH
64 XFLNDOXFF 2 TN +— b (") THATRELET. ANTRRAXFIR, ERFER
HXLFTT o ANKFINIAR— AL EORKFXFEEEHVEE, XFNEFyTLV7+—h (")
THELGLS THLRETEE T, FMIE, VST X —FITEBETESME] O [MEROESI] 258
LTS,

[O7 > RERBEOEIE]

=L

LCEEANDRE]

=L

[EXTE(E D [ IRZZHE]
EELER, ¢ IOERAICRRENE T,
CE=EIHE]

AQV

2

[BSEIY > K]

ARV
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3 VIAN

down-debounce

VLAN WOHMETREZL R — M B0 %5572 & ZIZ, VLAN YT 35 F TORBERMEZRELET,

[AAFE]
BROKE - BH
down-debounce <seconds>

BMOHIR

no down-debounce

[AFIE—NK]

(config-if)
VLANA %7 2 —2A
[INSA—%]
<seconds>
VLAN ROHREATEER R — M A2 %2 o7 & ZIZ, VLAN 2347 9 % & TORIERR %2 MBI T
ELET,
L. AT X — 5 B OWIHE
B TEEHEA
2 MED R TE b
1 ~180

[T~ > RElEROEF]
VLAN WOHMITREL A — k472 < %2272 E10, EHICVLAN 972 LET.

[REANDRE]

%L

[EREME D R ERZZH]

BEMEEER, TIOERICRBINET,

1. IRISR 228 VLAN NOFETRE R R — " A%< o 1B 8%, Ra<v Y RTOREEIIH»PIPDS
3, TICVLANBY 7 LET,
o VLANICFRET AAR— 7L oz &
e shutdown 2> KT VLAN OIREEDS shutdown 127 o7z & &
2.VLAN O% ™ Vi BIEFRICHEBEZEE LB, ZELUZBE»OLEEROHREMES, VLAN DS
TUDEBELE T,
3.VLAN O %7 VBIEHRICEREME X IR L72581E, BIBRLUI-FEETVLAN Y Y LET,
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3 VIAN

(BSEOY > K]

ARV

24



interface vlan

3 VILAN

VLANA 2872 —ZA2RELE T, KAV FEANT S L, config-if £— NIZHITL, MR VLAN

AV Tz—AWZIP P RUVALGEZRETEET,

[AFIAZR]
BHRDERTE

interface vlan <vlan id>
BHOHIR

no interface vlan <vlan id>
[AHE—FR]
(config)
[INSX—F]

<vlan id>
VLAN ID Zf8E L £ 9
L. ANT A — 5 AR OFIE
BB TEE A

2. B EHF
[T RX—=ZIZTBETEAE] 2B LTI ZE0,

[37 > REEEROEF]

L

[BEEANDRE]

L

[EE (B D S BREZH]

EEEER, §IGERICRMSNET,

[E=EIR]

1. <vlan id>IZKEED VLAN ID #{5ET 5 &, VLAN BERSNET,

e

2.vlan 2= FB L Winterface vlan I ~v > R TER S 7z VLAN 1Z, no vlan, no interface vlan ®

E5560av Y FTHHIRTEE T,

[BhEDT > K]

vlan
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3 VIAN

isolate-vlan

74V L —bF VLAN 263 LET, 7TAVL—FR— T, IRTOBEZEHLE I,

AR
BROH

isolate-vlan
1BHROHIR

no isolate-vlan
[ATE—RK]

(config-if)
VLAN A V%7 x—2R

[INT X —9]
2L
[O7 > REREFDENE]

74 YL — b VLAN I3EXTI,

LEEADRE]

CEEFIE]
ARV

(BhEDY > K]

AQV
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3 VLAN

shutdown
VLAN 23 v NI RBEICERELE T,
[AAFE]
BWORE

shutdown

TH|MOHIR

no shutdown
[ASIE—K]

(config-if)
VLAN A V%7 x—2R

[INTX—4]

L

[O7 > REEREFOEE]

L

LEEADEE]

VLAN TOBEAIELELET,
[EREME D R BRZ2HL]

EEEFER, TERICRBSNET.,
CESEIE]

1.SNMP @ SetRequest # XL — 3 VZHA LT, SNMP v —Y v 56 ARIV Y RERETEELT,
SNMP O SetRequest 7RV — 3 V2 FEHALTRIVY RERE LGS, ZOREIFI T4
L—YavicRMEnEd,

[BSEIY > K]

ARV

2
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3 VLAN

switchport access

28

TIRAR=FDBEREHFRELE T RELLERIIIN RV ITR= D77 XA VLAN ICH KBS
NE9J,
AFIFER]
WROBRTE - BF
switchport access vlan <vlan id>
HHROHEIR
no switchport access vlan
[ASTE—RK]
(config-if)
A—PVA2 Y M UFTz—A, K= F¥RNA YTz —2R
NS XA—=9]

vlan <vlan id>
AT 1 —ABIEESNZ VLAN (727 AVLAN) OF7 7L AR—MIHELET, brxVU v
TR=+DOT7 71X VLAN bIEE SN/ VLAN &0 F7,

1485 X — & AR O R HAE
BRTZELA

2. B F%E
[T RA=FIZIBETZAE] 22BL TS,

[3v > REEEROEF]
EOVLAN ICbFiBE T, BECHERTEEEA.
CEEANDRE]

VLAN ZHIkk L7-184, HIBRNRELRS VLAN DT L—LB—BHIC TSy T4 752 ER8H0D F
j_o

[EREME D R IREZH]
EEEER, §OEHICRBENET,
CE==IE]

L. oYY TE=RTIE, 7V —A4IC VLAN Tag BfF0nTnah»ES itz <, 727X VLAN
T7V—L%HNET,

7

[B8EOY > K]

switchport mode



switchport isolate

TAYV L — b R—bDBEHREZZELE T,

[AFIAZR]
BWORE
switchport isolate vlan <vlan id list>
BHROEE
switchport isolate vlan {[add] <vlan id Llist> | remove <vlan id list>}
BHOHIR
no switchport isolate vlan
[AHE—RI]

(config-if)
A—HV2Y MU Tz—A, K= F¥RNA T Tz —2R

NS A—=F]
vlan <vlan id list>
TAVL— b R—=FMET, IRXRTOBEEZERT S VLAN 2RELET,
1.4KIST X — 4 B ORI HHE
BB TZEHA

2. B EHFE
[T A—=FIIEETEZAME] 2ZBL T2 0,

{[add] <vlan id list> | remove <vlan id list>}
BEFEAD VLAN J 2 MMIxf LT VLAN 2B, F7-3HIBRLET,

[add] <vlan id list>

3 VLAN

EEHEAD VLAN U X M2 VLAN ZEMLF9, add ZEBEL-HESECEEICLZDET,

remove <vlan id list>
HBEEAD VLAN U X b5 VLAN ZHIBRLE T,

LA T X — 4 B O F)HE
B TEEEA

2. B E
[T A —=FIIEETEAMHE] 22BLTLLZE 0,

[O7 > REREFDENE]

L

LEEADSE]

HELRZ VLANDOTZ AV L —hR— HET, IXRTOBEZEHLE I,
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3 VILAN

[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

L.74Y V= bF— FMETEEZERTT 5701018, 8&FE L7 VLAN IZ isolate-vlan 2+ > RZRET
DNENHDET, £z, BE L7z VLAN % switchport access I~ > R & 7z1d switchport trunk =
VY RTCRETAMLENHDET,

(BSEIY> K]

switchport mode
switchport trunk
switchport access
isolate-vlan
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3 VILAN

switchport mode
VLAN TOXR— MERIZHEL E
[AFIER]
HIROKE - BE

switchport mode {access | trunk | dotlg-tunnel}

BHROHEIR
no switchport mode
[AHE—RK]

(config-if)
A —=HPFXY b VF T2 =R, F=bF¥RNA2FT 2=

[N AX—=%]
{access | trunk | dotlg-tunnel}

VLAN TOR— MERIZREL £ T,

access
A= 2T I7LRAE—FIRELET. 77 AE— FDOR—MI—D0D VLAN 2 THHATE
9,

trunk
R—b2 SV I7E-RNIZHEELET, T 7E—NTIE, Untagged 7L —24 &, Tagged 7
L—L%iEZZELET,

dotlg-tunnel
A= 2roR) U TE—RIZHRELE T, bR U Y T7E—FRTI, ZELEZ7L—40 VLAN
Tag DEEICEREL, 77V AVLAN T7 L—L%2EZELET,

1485 X — & AR O X HE
B TEEEA

2 fEDHEEEFH
AV

[O<7 > REEREFOENE]
H— MERIZT 7t ZE— R T,
LEEADE2E]

R— MERIZEE L 72HE, TOXR—MIRESN TS VLAN P—EHllrEhEd. ok E, VLAN
DT V=L —RICT Iy T 4 TTHIENHDET,

[EEME D RERZZH]
BEEEER, TIOERICRBENET,
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3 VIAN

32

CESEIA]

L.F 27— RICHRELBA, sw1tchporttrunk:17/]\’Callowedvlan’a? BRELTLES WV, b
T2 E—RIZEREL, allowed vlan AMFRESN TR VES, FHR—-FTEITRTOT L —L40
BEEINET,

2.AR=FELRF Y RNTILN—TICIP T RLVARAE/ETTA Y T —AZHELTC, PA VYT z—
ZELTHEBALTWAIBE, Kav >y NIEHTEEHA

3.7 74N M BLUORIVY RTCR— MEFIFRE SN A— M ELEF Yy INTN—TEIP A%
7z —R&LTHERT 25AE, no switchport mode I~ > R TR— MERIZHIRT 20ENH D £
EE

4, bR TE-RIEELRBES, 7271 A VLAN I switchport access 3¥ > R TERELE T,
772X VLAN BRESN TV WIGES, M) I R—MTIRBETEEEA,

(BSEIY> K]

AQV



3 VILAN

switchport trunk
FIUTR-TOBHRERELET,
[AFIFER]
BROK

switchport trunk allowed vlan <vlan id Llist>
switchport trunk native vlan <vlan id>

H#ROEE

switchport trunk allowed vlan {[add] <vlan id list> | remove <vlan id list>}
switchport trunk native vlan <vlan id>

BROHIR

no switchport trunk allowed vlan
no switchport trunk native vlan

[ATTE—NK]

(config-if)
A=Y Exy M ¥ Tz, KR=bFr RNV FTT—A

[INSA—5]
allowed vlan <vlan id list>
NI UIR—-INTERET S VLAN ZRELE T, FEESNTWVWVLAN DT L—AIZFEELET,
1. AT A — 5 BigR O FIHAE
B TEELA
2 MED R E A
[RIRXA—FICHBETESME] 2ZBL TS0,
native vlan <vlan id>
%47+ 7 VLAN (Untagged 7 L — 4 %#E%{E9 % VLAN) ZREL 9, Untagged 7L —L %
EZETH720ITE, 21T+ 7 VLAN 2#18E T 20E N HVEd, 17«17 VLAN % allowed
vlan 785 X —Z IZFE L2 WA, Untagged 7L —L2FEELE T,
L. AT A — 5 BRgR O FIHE
BB TEELTA
2. (B E HiFH
[T RX=FITHEETE2ME] 2SR L T LSV,
{[add] <vlan id list> | remove <vlan id list>}
EEFEAD VLAN U Z M LT VLAN 23801, F/-I3HIBRLET,
[add] <vlan id list>
FBEFEAD VLAN U A MI VLAN 2EMMULE 7, add 28 L-5E BRI CEEICZD £9,
remove <vlan id list>
BEFEHD VLAN J R + 75 VLAN ZH[BRL £ 7,
1. AT X — 5 B O FIHE
B TEEHA
2 MED R TE b
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3 VIAN

34

[T A—=FIZIBETZAE] 2B L TS,

[O7 > RAREFDEIE]

% Lo switchport mode trunk 3> R TR I V7 E-RIZRELTWVWT, K<Y F2EKT 5 LEF
TEEHA,

LEEADEE]

VLAN ZHIB U5 E, HIBNRELSD VLAN DT L—LADB—BNIC TSy T2 v 7 T52ER8H0DE
@_O

[EXTEME D R IRE2HE]

EEAEER, 3 <IGERIIKBmENET,

REIE]

1. I 77— RIZRELEE, 47 allowed vlan Z8E L TL 2 &V, allowed vlan "R ESNT
W WIESIE, ZUA Y T —ATIET LV —LEZEERITVERA,

2

(BEIY> K]

switchport mode



3 VIAN

switchport vlan mapping

Tag ZHBERT Y P EZRELE I,

[AAFE]
BROKE - BHE

switchport vlan mapping <vlan tag> <vlan id>
BHROHEIR

no switchport vlan mapping <vlan tag> <vlan id>
[ASE—RK]

(config-if)
=XV b VFT2—A, F=bF¥ RV 2FT 2=

[N X—5]
<vlan tag>
LAN b T % VLAN Tag OEAIEEL .
1L.AINT A — & BHEE OFHAE
BB TEEEA
2 fED R EEH
1~4095

<vlan id>
TV —4L%> VLAN ® VLAN ID 238 L £ 9

LA T X — & BIEE O F)HE
BETEEEA

2. B R E HF
[T RX—=FIZTBETEAE] #BLTLIZE0,

[O7 > REEFOEE]

Tag ZH L £ Ao

LEEADRE]

%=L

[EXEME D RIREZHE]

EEEER, §IERICRBESNET,

CE=EIA]

1. Tag BEFMICT 57201213, switchport vlan mapping enable I~ > R IEET 2L EFH D &

—a—O
2. Tag UL, ZER— P FUITE-FOEELRTEHTT,

2
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3 VILAN

3.3%A 547 VLAN T3, #2957 L —LI2 VLAN Tag #2707z, Tag BHEEELTH
EBEICIEBESNE T A, VLAN Tag, VLANID IZ, %4 5+ 7 VLAN @ VLAN ID %$5%& L7 1>
TLEEW,

[B8EOY > K]

switchport mode trunk
switchport trunk
switchport vlan mapping enable
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switchport vlan mapping enable
Tag Z#ZBIILET,
[AFIER]
BROBKTE

switchport vlan mapping enable

IEEHQLEUIES

no switchport vlan mapping enable
[AFIE—R]

(config-if)
=XV bV T2 =R, F=bF¥RNA2FT 2=

[INFX—9]

L

[O7 > REEREFOEE]

Tag ZHITENTT .

LEEADEE]

%L

[EREME D R BRZ2HL]

EEEER, TOERICRBSNET.,
CE=EIE]

1. Tag Z#1% 9 % 7-9HI21%, switchport vlan mapping I~ > REIEET 2RENH D £9,
2.Tag B, HER— NSV I E—ROEELEFEDTT,

2

[BhEDT > K]

switchport mode
switchport trunk
switchport vlan mapping

3 VIAN
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3 VLAN

system vlan-statistics-mode

38

AT —ARMEIE—RERELX I,

RISV RTA VI T2 —AMEFE—F 2 LAV 2T L—LAICERET 5 &, VLANBEEOL AV 2
FHMERAERETEE T, VLANBEO LAV 2 MEHMERIL, EH I~ > N show vlan, BXU MIB D
interfaces 7 )L —7& ifMIB 70— CHERTE £ 9,

BB, KAV FERETHE, RITRT LAY 3y bO—EORFHERPEUFS T 2< 2D X
—a—o

e R VR
show ip interface, show ipv6 interface, show ip-dual interface, show ip urpf statistics, show
ipv6 urpf statistics

« MIB
interfaces 7V —7, ip Z)L—7, ifMIB 7V —7, ipvéMIB 7'V —7, axStats 7 )L —7

[ASFER]
B OEE

system vlan-statistics-mode layer2

TEDHIbR

no system vlan-statistics-mode layer2
[ASIE—R]
(config)
NS AX—=F]

layer2
AT —AMETE—FZ LAV 2HHT L —LICLET,

1. 485 X — % BB O W EE
HBBRTETHA

2. B % i
L

(27> REBEFOBF]

AU T 1 —RAFETE—RZ LAV 3HFH Ty LT,
LEEN DR E]

%L

[(BREME D RIRZZHE]

EEEER, 2 PSUZHIEEIHIETRMINET,
CEF=EIA]

ARV

2



3 VLAN

[BHhEIY > K]

ARV
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3 VIAN

up-debounce

40

VLAN #3—E45 > Uizd EFBE VLAN WISEE AR A — bARE L& 212, VLAN AT v 795
L TOEBEREZHRELEZ I,

[AFRER]
WHRORE - BF

up-debounce <seconds> [extend]
HHROHIR

no up-debounce
[ATE—K]

(config-if)
VLAN A %7 2 —R

[IN5 X —9]

<seconds>

VLAN PICEERTREZR R — b FAE L7 & Z1Z, VLAN A7 v 79 5 £ TOREERBZHHEA T
LEd,

1485 X — & AR O R HAE
BB TEELEA

2 fEDREHEF
1 ~3600

extend

VLAN @7 v 7I12xt9 % VLAN debounce BEREDENEZMEAZILEE L T, IROZETHEIMET AL DI
LET,

« EELER
* no shutdown <> FT VLAN OREP Up iZZs 72 & &

e VLANA V¥ T2 —AD T v 7EEICE>T, VLANA >4 7 = — ZADOEMN & 7 IREED
A AN A =1

1. 485 X — & BB O HE
VLAN debounce #EED BN ELZMAZIFEL T HA

2. [EDFEEEH
A9V

(37> &R OEE]
VLAN WIGEEFREA AN — P AFE Lz &I, ESICVLAN AT Y FLET,
GBIEANDRE]

ARV



3 VLAN

[EXEME D R ERZZH]
BEEEER, §IOEAICRBRENET,

1L.VLAN O7 v TEERICHEMBEEZEE LIBEIR, BE LCRED SEEROREMS, VLAN O7 v
THBELET,

2.VLAN 7 v TEERICHEMBZEIR L-5E1E, HIFR LS T VLAN T v FLET,

[BEOY > K]

ARV
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3 VIAN

vlan

VLAN B9 2THEHZREL X T,

[AHFER]
L

vlan <vlan id Llist>
e QLIS

no vlan <vlan id Llist>
[ASTE—NK]
(config)
[INTA—=9]

<vlan id list>
O VLANID #—fEEE LE J. IO TIEET S VLAN ID BEENTWBRIEE, 5T 5

VLAN 2 #5UC(ER L £ T
1L.4/85 A — & B RO TIHIE
BETEEEA
2. [BORERE
/892 =5 IHEETE HIE] #BEL TS,
(37> NEREER OBF]

VLAN Z8E L FHE A

CEEADEE]

%L

[(EXEMED R IRE2H]
EEEER, FSIERICRBENET,
CEFEZEIA]

l.vlan I > R T VLAN %2459 5 &, interface vlan 2< > K2 E L725& RIS VLAN 1 > %

Tz —=APMERESNE T, vlan I~ > FB X Pinterface vlan a2~ > R TERKE 17z VLAN IX, no
vlan, nointerface vian ® &5 50 a<v > RTHHIBRTEE T,

7

(BSEDY > K]

interface vlan
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3 VLAN

vlan-mac
VLAN & MAC 7 RLAZERHIAZEZRELE T,
[AAFEE]
BRDOEFE

vlan-mac

IEEHQLEUIES

no vlan-mac
[ASIE—K]

(config-if)
VLAN A V%7 x—2R

NS A—F]

L

[37 > REESEFDENE]
%8 MAC 7 FL AR ER LE T,
LEEADEE]

MACT7 RLAAZZEELZVLANDIPA V¥ T2 —ADBNST-AY T L, BEIMELELET. MACT
RLUAEER, [PAYYT—ANTy 7L, BEIPEHALET,

VLAN OREERZZE(L L7200, LAY 2BEICIIHES D St A,
[EXEME D R ERZZH]

vlan-mac-prefix 2¥ ¥ FPRESN TV SHEIE, FELER, §IGERAICRBESNEY, vlan-mac-
prefix I RAFFZESN TR WVEEE, vlan-mac-prefix Iv > REHRET HETRKBMSINE T A

=]

ARV

[BHhEIY > R]

vlan-mac-prefix
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3 VIAN

vlan-mac-prefix

VLANZCEMACTZRLVADT LT 4 w7 ABZHRELE T,

VLAN Z& MAC 7 RU 22 EHT 254, Kad~v> RTHEELLEIC, VLAN JEICHE TR
ZTRIEY MIMMAT, MACT7 FLAZERLET,

[AFIRR]
EgORE - BH

vlan-mac-prefix <mac> <mask>

1BHROHIFR

no vlan-mac-prefix
[ASTE—R]
(config)
NS X—=9]
<mac>

VIANZEMAC T RLAD T L 74w 7 AREELE T,

LANG X —% OEMER OFIEAE
BB TEEEA

2 fEDREHEH

VILFFXALMACT FLA (GEEENA MO NMIEY 1 O7 KL A) BSO MAC 7 L
A

<mask>
MAC 7 RLADTAZIZT B EMNEY by -V ZEELE T,

1785 X — % D&M OGIHME
BWTEELA
2. B E HiFH
on THHEy MHEHENS 8~32 ¥y MEREL /28y — >

[O7 > REEERFOEIE]
EEMACTRLUAZMERHLET,
LREADRE]

MACT7 RLAZEE LA VLANDIPA V¥ T2 —ABV-TAY YV L, BESELELET. MACT
RLUZAZEE®, IPAVYT—ANBTv 7L, BEFSFEHRLE T,

VLAN OREIZE(L L7207, LAY 2 BEICEHES D A,
[EREE D R IREZH]
BEEAER, §IOERICRBENE T,
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[EEEIA]

ARV

[BHhEIY > K]

vlan-mac

3 VIAN
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3 VIAN

vlan-mac-suffix vlan-id

46

VLANZEMACTZ7RLADY T 4w 7 ARHELET,

VLAN T& MAC 7 FLAZERT 25E, MAC T FLADTAIE y FERIZ VLAN ID OfE % {H L,
MAC7 FLAZEBLE T,

[AFIRZR]
BRMOH
vlan-mac-suffix vlan-id
1BHROHIFR
no vlan-mac-suffix
[ASTE—R]
(config)
[INTA—=9]
L

[O7 > REEERFOEIE]

VLAN & MAC 7 RLAZERT 254, MAC 7 KL ADF{I 16bit 12 VLAN ID & 0—EDED
HEWICEIDHFenEd,

LEEADRE]

=L

[BRTEME D R BREZHE]
RELWHIKROD &, BBABEHT S ECRBENE T,
CEREIA]

1A Y REREEZIIHIR L CEBL2BHIEHTA5E, 207471 —2 a3 VORERIZEL-> T,
EEBEOEHIGEE LIV LEVWEESEH»2ZEPHVET, Ko~y REREFITHIRT 5 & X213,
IV T7 47— aryEPHEABROREBICELTPSEEL TL SN,

2.VLAN & MAC 7 FL R Z{ERT 235HA 1, vlan-mac I v >~ KB KU vlan-mac-prefix 2< > KD
REMBETT
[BHhEI7> K]

vlan-mac
vlan-mac-prefix



3 VLAN

vlan-up-message
VLAN 287y &2 57 2 LIZiBED, YATAA =V AZEFIELET,

[AFRZR]
BROBRE

vlan-up-message

IEEHQLEUIES

no vlan-up-message
[AFIE—R]

(config-if)
VLAN A V%7 x—2X

[INFX—9]

L

[O7 > REEREFOEE]

VLAN #57 v P& 721357 2 LB, YATLAvE—V2HALE A,
LEEADEE]

L

[ERTEME D R BRZ2HE]

EEEER, TOERICRBSNET.,

CE=EIE]

ARV

2

[BSEOY > K]

AQ
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4 ZNZ>TV—

instance

TIVFTIWANZ Y I —D MST A Y AY > AICFEYT 5 VLAN 2R ELE T,

[AFIRZR]
FRORE - AE
instance <mst instance id> vlans <vlan range)
1BHROHIR
no instance <mst instance id>
[ASTE—NK]
(config-mst)
NS X—=9]
<mst instance id>
MST A VA% AID #%ELE T,

1485 X — & ARk O X HAE
BB TEEEA

2 fEDREHEF
0~4095

vlans <vlan range>
MST A > A% > AICFE Y 5 VLAN ZRELEdo —D2D VLAN ID ZRETZ 213D, N1 TV
(-), av~ () 2#HLTEKD VLAN ID O—HEREL TS LT,

14N T X — & HUEE OF)HE
BHBTEEEA

2 fEDRE
1~4095

[O7 > REREFOENE]
FTRTOVLANDPMST A > AZ > AIDOICFRE L9,
LBEEADEE]

spanning-tree mode 37> KT mst ZiFE LTV 55H, MROYOFEEICE->T, bR YOER
PRTIHETEEREZDET,

[EXTEME D R IREZHE]
BEEEEE, TIGERICRBENET,

CEE=EIE]

I.MST 1 > 2% > A DO ICBET 21E#HIE, show I~ FTIEERLEE A,

2.MST A VA& > AIDOICIE, EDPOMSTA VA Y AICBLTWEW VLAN IRTHPHBELET.
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4 —RNZ>TVY—

B3FEUMSTY =3 2ERT A0, MSTA VAY AID EARTY Y RTERET 5 VLAN ID,
BEUname a7 ROEE revision Iv > ROfEZ MST VY —Y a3 VAN T—HESEALENHD F
j_o

[BS&ET~ > K]

spanning-tree mst configuration
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4 ZNZ>TV—

name

52

CIVFTINANZ 7 I) =D =V 3 VE2HBNT DO EFNE2HRELE T,

[AFIRR]
EHORE - AE

name <name>

1BHROHIR

no name
[ASTE—K]
(config-mst)
NS X—=9]
<name>

V=g raBild 200X FIERELE T,
1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
R XFLAOFHN T TNT +— b (") THATHRELET . ANFTREAFI, EHRF LR
BKXFETY o ANLFINIAR-ZA L EORKFEXF e mVFE, XFNETFTL75—1 (')
THEZS TORETE LT, ML, [NIAXA-FIHEETZSE] O [MEROXFY]] 2R
LTL7ES W,

[37 > REBEROEF]
A4V
LBEANDFE]

spanning-tree mode v > RTmst 2 EL TV 5HE, MO YOBEHEICL->T, MR IOEMR
PETT2ETHEEMERDET,

[EXTEME D R IREZHE]
BE/EER, TIGERICRMBENET,
CFEEIE]

I.LEICMST Y —2 a v afEmRT 57-0101%, Ka~v > ROfEE revision 2~v > FOE, BLPMST 4
VA&V AID & instance IAv Y RTERET S VLANID 2 MST U —2 3 VN T—H S 5 0E )
HDEI,

(BhEDY > K]

spanning-tree mst configuration



4 —ZNZ>TVY—

revision

TIVFTNANRZ Y TV ) —D) =V a v EBAT 5700V Y a VEBERELET,
[AFIAZR]
BROKE - BHE
revision <version)
BHROHEIR
no revision
[AHE—RK]
(config-mst)
[INSX—=F]
<version>
V=V arvaHT A0V EYa VESEBRELE T,
1.AST X — & B O FHAE
BB TEEHA
2. B0 B 7E Hi
0~65535

[O7 > REEREFDENE]
revision 750 TEMEL £ 9
LEEADEE]

spanning-tree mode 2v > R T mst ZFE L TWVWAEHE, FMRuYOERNEICL-T, M RO YOER
PRTIHETEEHEZDET,

[EEME D RERZZH]
EEEER, §OOEHICRBENET,
[EREIR]

I.LAUMST Y —Y 3 2EERTA-0121%, A2~ ROfEE name I FOE, BEUPMST A >~
A% A ID & instance A< Y RTRET S VLANID 2 MST U —Y 3 VN T—HSE2DNENNH
NEF,

2

[BHhEIY > K]

spanning-tree mst configuration
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4 ZNZ>TV—

spanning-tree bpdufilter

HUAR— MIBPDU 74 LY BERERHRTELE T, AT RIE, 3XRXTCORN=> 7YY — (PVST+H,
SUTIWANZ YT —, RV F IR TV =) OFEA— MEHALET,

AT

BHRDOERE
spanning-tree bpdufilter enable

IEEHQLEIES

no spanning-tree bpdufilter
[AHE—R]

(config-if)
A—PVA2v MU Tz—A, K= F¥RNA YTz —2R

NS A—=9]

L

[37 > REEEEDENE]
L

CEEANDEE]

AQV

LRI~ REFELLSE, BPDU H— FRREIZENE 2D £,

(BSEDOY > K]

ARV
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4 —RNZ>TVY—

spanning-tree bpduguard

FUAR— NI, BPDU H— FEREZREL LT, A< R, IRXTOAN=V Y1) — (PVST+, &
YUNIIRZ2 D) =, INFTNVANS= 7)) —) OFEAR— MC#EA L, PortFast ez #HE L
JeR—NTEMELETD,

[ASFEZ]

BMOKE - BFE
spanning-tree bpduguard {enable | disable}

B OHIbR

no spanning-tree bpduguard
[AHE—R]

(config-if)
A =YXy M VI TI—A, R=FrFF¥RNA T Tz—2R

[INT X —9]

{enable | disable}
enable 2% E L7154, BPDU 4 — F¥REZEA L £ 9, disable 28 E L2154, BPDU 5 — i
REDEILZBA L X7,
LA T X — 5 BUEEE O P HHE
B TEEHA
2 fEDERE i
=L

[37 > REESIFDENF]

spanning-tree portfast bpduguard default 2~ > FOBEEICHENE T,
[EEADEE]

=L

[EXTENE D S BREZHK]

EEEER, §GERICKBESNET,

BEI=E]

AQV

7

[BSEIY > K]

spanning-tree portfast default
spanning-tree portfast
spanning-tree portfast bpduguard default
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4 ZNZ>TV—

spanning-tree cost

FUR—PDNIATANZHRELE T, A7 R, IRTORNN=ZV TV — (PVSTH, Y7 LA
=TV — 2L F NS 7YY —) ICEALET,

AR
WHROBE - A

spanning-tree cost <cost)>

IEEHQLEIES

no spanning-tree cost
[ASTE—K]
(config-if)

=YXy MV Tz2—A, R=FFF¥RXNA T TT—2R
NS XA—=9]

<cost>
INZATAMEZRELE T, TAMENNSVIEE, FHTEHTL—LZEXETAR—-MELTERT
AU BEENELS ZDET,

1485 X — & AR O FHAE

BB TEELA
2. B E i
spanning-tree pathcost method 2~ > FT short # 87 L 72356
1~65535

spanning-tree pathcost method 2~ > N T long Z8E L7255 &
1~200000000

(37> REIERDEE]

spanning-tree pathcost method <> FOREITHE>T, WNAIA M ZBEALET,
LCEEANDRE]

ARV

[(BRE(E D [ BREZH]

EEEER, 7 IGERIIRMINET,

CESEIA]

1.spanning-tree vlan cost 2~ > ¥, spanning-tree single cost 2~ > F, %7zl spanning-tree mst
cost ATV REFHELTVWAESIE, Aavy FOEITERALET A

2.spanning-tree vlan pathcost method 2+ > FX7:1& spanning-tree single pathcost method I+
VEREHRELTWABEEIE, AIv Y ROEIGEALETA

BNADAMEZEETSHZET, FMRUIVEBEIHKETHHEEPHVET,

2

r'|]]ﬂ
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[BEEOY > K]

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

pathcost method

vlan pathcost method
vlan cost

single pathcost method
single cost

mst cost

4 —RNZ>TVY—
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4 ZNZ>TV—

spanning-tree enable

58

AN 7)) —OEEZBLE T,

[ASRER]

BRMOHTE
spanning-tree enable
e QLIS

no spanning-tree enable

[AFTE—NK]

(config)

[INSX—9]

AQ
(37> &S O]
%L

LEEANDRE]

%L

[BXEME D RIRZZH]
EEEER, TIGERICKBINET,
CFE=IE]

AQV

[B8E3< > K]

ARV

7



4 —RNZ>TVY—

spanning-tree guard

HWAR— M, H— FHEEE2HZTELET. Aavr N, IXRTOARNS=> 7Y ) — (PVST+, ¥ > 7L
AR T — IILFTIANRZ V) —) OFYR— MIEHALET,

AT
BWMORE - BHE

spanning-tree guard {loop | none | root}
B OHIFR

no spanning-tree guard

[AE—K]

(config-if)
A—HP2Y MU Tz—A, K=+ F¥RNAF Tz —2R

[INT X—49]

{loop | none | root}

lOOp %nﬂﬁ 1/7‘; 7'5]'[], nzéT ]\ Lsﬂ/ 7077 ]\1% %i@ﬁﬁ Li@_o 7)]/9‘_70}I/X/{)—:‘/7\\y ]) —‘(\\Li
N—TH—FIIEELEEA

none ZRE LB E, I KR— 0N — FHBEZELLET,
root T L7He, #EER— M- - FlEE2ERALET.
LAINT X — 5 BERE O P HHE

B TEERA
2B D e i

=L

[37 > REESEFDENE]
spanning-tree loopguard default 2< > FOBREICEVE T,
[EEANDFE]

BPDU Z2ZELEZVWA— R F ¥ RV TIN—FIIN—TH—FE2BELIRETR— NP UP T5&, %
YR— N TOBED, FAELIIBEETELETRESEHIZBE5HVE T,

(52 TENE O S BREZH]

spanning-tree portfast default 2~ > N & 7z1% spanning-tree portfast 2~ > FOFE ZHIbk L7215
spanning-tree portfast default 2~ > N & 7z1% spanning-tree portfast 2~ > N2 ERE S Fh“(b\trb\ﬁi
BTARV DAY 74 7L —2arz2EETHE, ISILEERDOETEMAMIBLET,

=]

1. spannmg -tree portfast default 7~ > N % 7z13 spanning-tree portfast 2~ > FAFRES N TV S
BlERMENEEA

2 V—TH— FE&EER, EELEH, RUE R—1rOUP (FyAxLTIL—TF2NIF2ED UP b&AE
T), ANV =T s S L0FEE, AN sy —FaraVoOBREERERER L

il
3
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4 ZNZ>TV—

BEE, VL—7H—FPEEL, K- P Tuvrshgd, L—7H— N, Z0O% BPDU %2213
THETRFEREINTE A

3.AVGA VTN —TH—REZRELLIAIVITEN—TH—RIEELE A, T4 VTR
FLIL—T%H—FI%, BPDUODZEY A LTI EDBFREL-EEICHELET,

[B8EOY > K]

spanning-tree loopguard default
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4 —RNZ>TVY—

spanning-tree link-type

FUR—bDOV Y IILTRBELET, ATV NIE, §RXTCORNS=2 TV ) — (PVST+, 27
A= TN =, RVF TN ZIS=2 7)) —) E%éld“’ M@ LE 9. spanning-tree mode I+
> l\ T rapid-pvst & 7z1d mst #5E L7255 &, B KU spanning-tree vlan mode 2~ > KT rapid-pvst

BELLES, BRENRUIYLEEL2T B2, 7V v VRS Point-to-Point TR IFNIER D A,
spanning-tree single mode 2~ > R T rapid-stp #&E L7z5F6, @E M RO IEEELT HI2E, 7y
DRIFEE A Point-to-Point T2 MIEE D £ A

[AFIAZR]
BHRORTE - BF

spanning-tree link-type {point-to-point | shared}
BHROHIR

no spanning-tree link-type
[AHE—RI]
(config-if)

A—HVXxy M ¥ Tz—X, R=bFr+ XNV FTz—2R
[N AX—=9]

{point-to-point | shared}
point-to-point % 8%E L7:35&, V> 7 ¥4 72 Point-to-Point % #HA L £ 9. shared #5%E L
72358, VU4 7 shared B E#EALE T,

1L.AIRT X — & B O HIHE
BRTZELEA
2MED R E
AV

[O7 > REREEFDEE]
LTEAR— FDEEX Point-to-Point, ¥ZEHR— rDEEIE shared & UTEHEL £ 7,

[EEANDFE]

[EXREME D R BREZH]
REMEER, TUERIIKBRENET .

1. point-to-point #&%E L7354, STP H#tE— NOBEEHBEDSEEL £9 . shared 25E L7235
&, STP HtE— FOEBEIRMKEIIEEL I A
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4 ZNZ>TV—

62

(BSEOY > K]

spanning-tree mode
spanning-tree vlan mode
spanning-tree single mode



4 —ZNZ>TVY—

spanning-tree loopguard default

LN—TH— FHREE T 74 IV N THRELET. AT R, T UVF LI ANZ Y 70 —DHNDOTRTD
Z)S= W) — (PVSTH, YU ZNAIS=Z VY —) OR— NTEHTEDET,

[ASFER]
BHRDERTE
spanning-tree loopguard default
BHROHIR
no spanning-tree loopguard default
[AHE—FRI]
(config)
[INFA—=5]
Tl

[37 > REEERFDEF]

spanning-tree guard 27> FZEEL TWAHEI, TOREIEVF T, spanning-tree guard I+
Y ROBENLVIGEEEELE YA

[EEANDRE]

BPDU Z2ZE LR WVA— rRF v RV TIN =TI —TH—RE2BELIRETCR— NP UPT5&, #
DOR— N TORBED, FAIELIGEECEAEITHEPE»2EESHD £,

[EREMED [ BRZ2H]

spanning-tree portfast default <> F & 7z1% spanning-tree portfast <> FORE# Ik L7254,
spanning-tree portfast default 7~ > R & 721 spanning-tree portfast < > RAFHE S N TR WK
BTAEV EOaryT7 47— araRETLE, ISIEBRDOETERMBLET,

[E=EIR]

1. spanning-tree portfast default =~ > F % 7-1d spanning-tree portfast 2~ > FARESINT VS
HaldRmENEEA.

V=T — FEER, BERE, 2B, A—tOUP (Fyr 2 VTNL—72NIF 2E0 UP b&HE
T), A=V =Tl S LOHEELE, 2= V) —Fu b aLORBHEE L E2EML-
BEE, V—7HAH—RPEEL, R— P70y r3ngd, L—7H—Fi&, Z0%BPDU %3
THETIRMEREINEEA

3FAVIAVTN—TH=RERELIA I VT TEL—TH—REEELEEA. A TA VTR
E LIV —TH— i, BPDUDZEY A LTI MHPFEL-EZICEHELET,

[BEOY > K]

spanning-tree guard
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4 ZNZ>TV—

spanning-tree mode

64

AN T —DEEE— RERELET. ATV R, VTNV 7V —DANDOTRTD A
N=>7Y) — (PVSTH, RUVFFNANS=0 TV —) ICHEALE T, PVSTHOEEE—RT
spanning-tree vlan mode Iv > RZEE L TV AHEIE, FOREIHEVET,

AR
HROBRE - KE

spanning-tree mode {pvst | rapid-pvst | mst}

1B D HIR
no spanning-tree mode
[ASTE—R]

(config)
NS X—=9]

{pvst | rapid-pvst | mst}
ﬁ%?éiubnw%“*bi? A=y 7)) —ERRIC T b aAVEEE LGS, A=
VY —ZBEIRLLET,
pvst EERELIES, IRTOARNRZV 7YY = PVST+2EA L £, rapid-pvst Z8%E L7255
?AT@XA%/7/U—# HPVST+ZEA L £ 9, mst zRELBE, IXTOR=
7 / Y= NFFIVANS= 7Y — @A LE T,
UITNANRZ Y TV 2T AIEAEE, pyst F7z1d rapid-pvst #RET AAESH D T,

1. 485 X — % BB OV EE
HBWRTEETEA

2. B % E i
L

(37> FEEEROEF]

ZIS= 2 7)) —DEIEE— Rl pvst TEMEL 9

LEEANDRE]

FRUVOBEFHEICE>T, MREYOERIRT T 2L TEBRHEZDET,

[EXE BN S ERZZH]
REEEER, TERICRBENET,

s
CEE=IHE]
il
(B&ED~< > K]

spanning-tree link-type



4 —RNZ>TVY—

spanning-tree mst configuration

SIVFLINANR=Z TV ) =D =V 3 VIERICRERIEREZRET 572D, config-mst €— FIZHIT
LET, AREZHIBRLLES, I TRBELTWVWASY =Y 3 VERIKKELRER> T XTCHIBLET,

AT

BHRDERTE
spanning-tree mst configuration
BHOHIR

no spanning-tree mst configuration

[ABE—NK]

(config)

[INZA—=9]

%L

[O7 > REEEFOEE]

%L

LEEANDFE]

%L

[ERRENE D IR E2H]

EEEER, §IGERICKMmSNET,
CE=EIR]

AR

2

[BSET< > K]

ARV
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4 ZNZ>TV—

spanning-tree mst cost

66

TLNFTINANRZ Y T —DFER— O ATIRA N 2RELET,

[AFIR]
EHORE - AE

spanning-tree mst <mst instance id list> cost <cost>

IEEHQLEUES

no spanning-tree mst <mst instance id Llist> cost

[AFTE—NK]

(config-if)
A—=—HVA2v MU Tz—A, K= F¥+RXNA Y Tz—2R

[INT XA —9]

<mst instance id list>
MSTAVAY Y AID ZFELET, —DOMSTA VAV U AID 2FETEB1EIHD, N7V (-),
avw () ZEALTEROMSTA Y AY A D O—FRELTEXET,

1.AINT A — & B OFHE
AR TEELA
2 (B D E

0~4095

<cost>
NAIAMEZFRELET . IAMEWNSWVITE, FHETHTL—LZEXETAR—-MELTERT

BAREMENELS 2D ET,
1L.AST X — 5 B R OFIHE
BB TEEEA

2. f[BEDEE i
1~200000000

(27> REBEFOBE]

spanning-tree cost I< > ROFEITHEVE T,
LCEEANDRE]

ARV

(X REMB D R BRZZH]
BEEEER, §OERAICRBENE T,

LEBDA Y 72— A%BELTCERZRET AEEIL, BHOMST A v A¥ VA 1ID #—HERET
XFHA, —DOMSTAVAYVAID #HELTLEE N,



4 —RNZ>TVY—

22X MEREESTAHIET, PRUVEENRETLIHENHDET,

[BhED7> K]

spanning-tree cost
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4 ZNZ>TV—

spanning-tree mst forward-time
YNFTNANRZ TV —OREBERICET 2RMERE LT T,

[AFIRZR]
BWORE - £H

spanning-tree mst forward-time <{seconds)
1BHROHIFR

no spanning-tree mst forward-time
[AHTE—RK]

(config)
NS X—=9]

<seconds>
R— P AVREERICE T SRHZMBEMTRELE T,
HIE— FOR— MDA, Listening RE&, Learning REE# RERE /2R L. FFERE—F
DR—+0FE, Discarding tK#&, Learning KREZRERREZTMRFLET (2L, ¥M~7IlLd
REER DR L BT TT).,

14N T X — & IR O F)HE
B TEEHEA

2 fEDO R EEEH
4~30

[O7 > REEEOEIE]

R— N RGBS ICE T Z R 15 CHIELE T,
CEEANDEE]

L

[(EXE(E D [ IRE2HE]

EEEER, §GERICRBShET,
CEREIA]

1 RREEM IR (forward-time), BPDU O&AFRIFR (max-age), BPDU OiX{ERkE (hello-
time) &, IROZODENED DL IZERE L TL 2 S (IEEER02.1D THE) -

7

» max-age <= 2 X (forward-time - 1)

» max-age >= 2 X (hello-time + 1)

(B8EIY > K]

ARV
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4 —ZNZ>TVY—

spanning-tree mst hello-time

TILFTINZIS= 7)) —@ BPDU O ERREEHRE LT T,

[AF372A(]
ERORE - BH

spanning-tree mst hello-time <seconds>
BHROHEIR
no spanning-tree mst hello-time
[AFIE—R]
(config)
[N A—=9]
<seconds>
REBENEHIGEET S BPDU OXERHREEZBEATRELE T,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
1~10
[Ov > REEBEFOEIE]
BPDU 0% (SRR 2 W TEEL £,

[EEANDFE]

ARV

1 IREEEM M (forward-time), BPDU O AERIRR (max-age), BPDU D:i%{ERE (hello-
time) &, ROZODOHAD DD KD ICERE L TLZE W (IEEE802.1D THIE) o
* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 1 Z2FET &, MR IVEENIRELRLILLADET,

[BS&Ea~ > K]

%L



4 ZNZ>TV—

spanning-tree mst max-age
SNVFTNAINZ2 7Y —DiEFET S BPDU ORABEHERE L9,

[AFIRZR]
WHORE - £
spanning-tree mst max-age <seconds>
1BHROHIFR
no spanning-tree mst max-age
[ATE—R]
(config)
NS X—=9]
<seconds>
AREBMNIEET S BPDU ORAKBNREEZHEMTHRELE T,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEH
6~40

[O7 > REEBEFOEE]

RF9 % BPDU ORAEMRRHIL 20 W TEELEJ,
CEEANDFE]

=L

(X EME D RIRE2H]

HEMEER, TIGERICKBMISNET,
CE=ZEIA]

1 REEEM IR (forward-time), BPDU O AE IR (max-age), BPDU D:i%{ERFE (hello-
time) &, MOZODORDPHD DL IZERE L TLZ& W (IEEE802.1D THRE)

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 20 RIBDEZFZET 5 &, MROVEESFRELLILZNET,

(B8EOY > K]

ARV
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spanning-tree mst max-hops

TNFTINZIS= 7Y —D BPDU OFRF Y THEHRELE I,

[AF37EE(]
ERORE - BH

spanning-tree mst max—-hops <hop number)>
spanning-tree mst <mst instance id List> max-hops <hop number>

B OHIbR

no spanning-tree mst max-hops
no spanning-tree mst <mst instance id Llist> max-hops

[AFIE—R]
(config)
[INSX—4]

<mst instance id list>

4 —RNZ>TV—

MSTA YA VAID #HELET, —D2OMSTA VAV U AID ZHETELIED, N1 TV (-),

av<w () ZERHLTERO MSTA Y AY VA D O—RBHRELTEET,

1.5 X — & RO #IHAE
FRCOMST A VAV VAP RICEDET,

2 B R EH
0~4095

<hop number>
REBNEET 5 BPDU OFAK Y THERELE T,
14N T X — & BIEE O F)HE
B TEEEA
2 fED R EEEH
2~40

[O7 > REEEFOEE]

BPDU Dfk® v 7HIE 20 TEEL F 7,
LEEANDFE]

=L

[EREMED R IREZH]

EEEER, §IOERICRBESNET,
CE=EIR]

%L

e
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4 ZNZ>TV—

(BSEOY > K]

ARV
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4 —RNZ>TV—

spanning-tree mst port-priority
TIVFTNANR=Z Y TV ) =D, MSTA VAT VAT EDEER—- NOBEEERELET,

[AFHA]
BROBRE - £E

spanning-tree mst <mst instance id List> port-priority <priority>

TH|MOHIR

no spanning-tree mst <mst instance id list> port-priority

[ATTE—NK]

(config-if)
=XV b VFT2—A, F=bF¥RVA2FT 2=

[INT X —9]

<mst instance id list>
MSTA YA VAID #BELET. —DDOMSTA VATV AID 2BETEHI1ED, N1 T (-),
avw () ZERALTEROMSTA Y AY VA ID O—RBHRELTEET,

1. AT X — 4 BIgR DY) HE
B TEELA
2. B EHFH
0~4095
<priority>
R—PrOBEEEZRELET. 16 OEHER - MELEEE L THERALET. EVNSWIZEELRED
=R A -

1.4/85 X — & B O IHE
BHTEEEA
2. EOREHE
0~240
[37 > RS OEIE]

spanning-tree port-priority 2 > FOBE IV E T, spanning-tree port-priority 2 v > ROEEH
TWIEARIE, R—MEEEZ 128 E LTHEIELET,

CBEANDEE]
ARV

[ERTEME D [ ERZZH]
EEEER, §<IGERICRBESNET,

B
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4 ZNZ>TV—

CEEFIE]

LEEDOA Y 72— AZEELTEREZRET H561E, BHOMST A VA5 VA ID 2—HFEHRET
EFHA, —DOMSTA VAV AID ZHRELTLEE N,

2AR-MBEEZEETLHILICELST, MO YVEEPRETIHEANHDET,

(BSEIY> K]

spanning-tree port-priority
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4 —RNZ>TV—

spanning-tree mst root priority

TNFTIVANRZ Y TV —DMST A VAT VAT EDTY) v VBEEAHZELE T,

[AFIAZR]
BWORE - BE

spanning-tree mst <mst instance id List)> root priority <priority>
BHROHEIR

no spanning-tree mst <mst instance id Llist> root priority
[AFIE—K]

(config)
NS X—F]

<mst instance id list>
MSTA YAV AID #HELET, —2OMSTA VAV U AID ZHETELED, NA TV (-),
av<w () ZERHLTERO MSTA Y AY VA D O—RBHRELTEET,

LA T X — & BIEE O F)HE
BETEEEA

2 B R EH
0~4095

<priority>
Ty VERERRELET. EAVNSVIEZEEEREAE B0 ET. 4096 DREHE T v VELE
ELTHERALET,
LA T A — 5 BRgRE OHE
BETEEEA
2. [BD R EEEFH
0~61440

[O7 > REIREEDENE]

Ty VEEEE 32768 TEIEL ST,

LEEADEE

L

[EREBE D R IRZ2HE]

EEEER, T CIOERICEBRINET,

CEE=E1E]

1.7y DVBRERAEET S EICE->T, NEOVEESRET ZEENHDET,

2
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(BSEOY > K]

ARV

76



4 —ZNZ>TVY—

spanning-tree mst transmission-limit
VNVNFTINAIR=> 7)) = hello-time H7: D ISEETEZH2HRABPDUBAHEL £,
[AFIER]
HROKE - BE

spanning-tree mst transmission-Limit <count)>

BHROHEIR
no spanning-tree mst transmission-Llimit
[AFIE—R]
(config)
[N A—=%]
<count>

hello-time H7- D ITEETE 2 HABPDUHKZREL £,
1485 X — & AR O X HE
B TEEEA
2 EDEE
1~10

[O7 > REEFOEE]
EETEAHRABPDURKIE 3 TEIELE T,
LEEADFE]

zL

[BXEME D R IRE2H]

EEEER, §IOERICKBSNET,
CE=ZEIR]

zL

[BHhEI< > K]

ARV

e
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spanning-tree pathcost method

78

A—=TFDO)RZAT X MZ 16bit BEEFEAT 57, 2bit EXFHTIPEZRELET, Ka~v N, vILF
TNZIS= o 7)) =PI D, §RTORIS=> 7Y ) — (PVSTH, YV 7A=Y ) —) (13E
L/ij_o

spanning-tree vlan pathcost method 2~ > K 7:1% spanning-tree single pathcost method 2~ >
FERELTVAESIE, Aav Y FOMEITHEALE A,

spanning-tree cost 2~ > K, spanning-tree vlan cost 2~ > F, 7z spanning-tree single cost 2
VY RORELZER LSS, NAIAMIA V¥ T2 —AREEERIY Y FOREICEL T, FELDEE
HRHLET,

o K< FTshort Z28E LIZGE
10Mbit/s : 100
100Mbit/s :
1Gbit/s : 4
10Gbit/s : 2
40Gbit/s : 2
100Gbit/s : 2
« RKa~v > RTlong 28%E L7zHE
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Ghit/s : 2000
40Ghit/s : 500
100Gbit/s : 200

[ABAHE]

BHRORE - BH

spanning-tree pathcost method {long | short}

BROHIFR

no spanning-tree pathcost method

[AFTE—NK]

(config)

[INT X —9]

{long | short}

long #&¢E L7z35#, 32bit fE%EH L ¥ 9, short #5E L7-H5&, 16bitEEXFEHLET.,
1.A&ST X — 5 BRgR O FIHAE
BB TEEHA

2B D E FEH
gV



4 —RNZ>TVY—

[0~V > RAREFDENE]
JSA A NE— Rid short TEIMELZ 9,

LEEADEE]

L

[ERTEE D R IRZ2HK]

EELEER, TIGEHICRMENET,

CEEEIAE]
1.spanning-tree mode 2~ > R T mst #FE L72HE, YLFTIVANRZ 2TV — 73“ 32bit fETEE
L% 9, spanning-tree cost 2¥ > R T 65536 LLED/SXAI A MaZRET 7201, Kav U R
Tlong ZFEL THBLIMEDNHD 9,
2.spanning-tree mst cost Iv > RT/NAI R MEZFRET 515
Ao
3ARIATY ROFEICE ST, NATA DT 74V MENEDLD ET,
42X MEZEETHIET, MROVEESRETDHENHDET,
5.%2 32 & MEIZ 65536 L EDOEZEHE L TWAEA, method /85 X —% % short ICIZEETCZEH
/l/o

B

G, KOV FOREIIVLEDD £H

[BSEa~ > K]

spanning-tree cost
spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost
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spanning-tree port-priority

80

FUR-POR—-MEREEEZRELE T, ATV Y RIE, IRTORN=> 7YY — (PVST+, 27U
ZN=Z T —, IV F TN TV —) THEALET,
[AFER]
BIROE « BH

spanning-tree port-priority <priority>
HHROHIR

no spanning-tree port-priority
[ASTE—K]
(config-if)

A—HPVA2v MV Tz—A, K= F¥RNA YTz —2R
NS AXA—=9]

<priority>
R OBEEEZRELET. 16 DEHER- MEEEE LTHEALE Y, EAVNSVIZEBEEN
m<E0ET,

14985 X — & AR O R HAE
B TEEEA

2B D E #H
0~240

(37> REIERDEE]

spanning-tree vlan port-priority 2= > K, spanning-tree single port-priority 2< > F, &7zIZ
spanning-tree mst port-priority 3¥ > ROBREICKE VLT IR L7ZIAY Y ROREDPEWIBE
&, R—MEEELZ 128 ELTCEIELE T,

LCBEANDEE]

L

[ERTE(E O T IRZDHE]

EEEER, T CIOERICRBmINET,

CEE=E1E]

1A= MEEEREET A LICE-T, NMOVEEASRET B8 H D E T,

2

[B8EOY > K]

spanning-tree vlan port-priority
spanning-tree single port-priority
spanning-tree mst port-priority



4 —RNZ>TV—

spanning-tree portfast

MR — MZ PortFast REABRTELE T, AT R, IXRTCHOAN=> 7YY — (PVST+, ¥ 7
WARZ YT —, TILFTLIZIS=Z V) —) OZEE— MIEALET,

AT

BHRORTE - BF
spanning-tree portfast [{trunk | disable}]
BHROHIR

no spanning-tree portfast
[AHE—RI]

(config-if)
A—HPV2Y MU Tz—A, K=+ F¥RNAF Tz —2R

NS A—=F]
{trunk | disable}

trunk Z8RELBE, 778 AKR—F, +F27R— 7T PortFast #gEZEH L 7
disable #&%7E L7z#5%&, PortFast #aExEEL 9,

1. 485 X — & BRI O HE

772 AR— N TERE B PortFast BEREEZBEA L £ 9
2. B EHFE

L

[O7 > REBEFOEE]
spanning-tree portfast default I~ > FOFEIENE T,

[EEANDFE]

[ERTEME D R BRZZH]

BEEEER, TIOERICRBENE T,
[EREIR]

7L

[BS&E~ > K]

spanning-tree portfast default
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spanning-tree portfast bpduguard default

BPDU #/— FHERER T 7 4 L R TCHRELE T, Aaw Y FiE, IRTORINS=> V) — (PVST+, ¥~
TWAINZ 7)) —, IV FTIWVAINZ 7Y —) @ PortFast #EEAREL72TRXTOR— N TER

2D %7,
[ASFE]
BHROERE
spanning-tree portfast bpduguard default
1B D HIR
no spanning-tree portfast bpduguard default
[ASTE— K]
(config)
NS X—=9]
=L

(37> REIERDEE]

spanning-tree bpduguard <> FZFHEL TWAEEIL, ZOFREICHKENE T, spanning-tree
bpduguard 2< > FOBRENEWIBEIEEL LA

EEAOEE]

AV

(SREED R

EEEER, §IOERICRBENET,
[HEEE]

ARV

2

(BEIY> K]

spanning-tree portfast default
spanning-tree portfast
spanning-tree bpduguard

82



4 —ZNZ>TVY—

spanning-tree portfast default

PortFast #gE# T 7 # V F CTRELE T, A< FiE, IXRXTCOANN= 7YY — (PVST+, ¥ L
A= 7)) =, TILFTINANNZ TV —) OF T AR—NTEMCEDET,

[ASFER]
BHRDERTE
spanning-tree portfast default
BHROHIR
no spanning-tree portfast default
[AHE—FRI]
(config)
[INFA—=%]
wL

[37 > REEERFDENF]

spanning-tree portfast 3v > FZHEL TV HHEIE, ZOREICHKEVF T, spanning-tree portfast 2
VY ROBRENLOVEEIEELEE A,

[RIEANDRE]

30

[EREME D R ERZZH]

BEMEER, §IOERICRBINET,
[E=EIE]

%L

[BEOY > K]

spanning-tree portfast
spanning-tree loopguard default
spanning-tree guard
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spanning-tree single

SUTNANZ TV ) =D v AR VEHEEBIBLET,

84

[AH]

(LR Ok

spanning-tree single

IEEHQLEUES

no spanning-tree single

[AFTE—NR]

(config)

INZA—=F]

ARV

(37> NEEEOEF]

ARV

LEEADEE]

AQ

[ERTEME D RIREZHE]

EEEFER, §UGERICKBSNET,

CE=ZEIE]

7

LEEE— RAYLF LI RIS= VY —DEE,

(BEIY> K]

spanning-tree mode

SUTNANZ YT —IFEBHELE R A



4 —ZNZ>TVY—

spanning-tree single cost
DUTNWANRZ T —DFER— DN AIA M ERELE T,
[AFIFER]
BROE - BE

spanning-tree single cost <cost)>

BHOHEIR
no spanning-tree single cost
[AFIE—K]

(config-if)
=XV b VFT2—A, F=bF¥RVA2FT 2=

/NS A —4]
<cost>

NAIZAMEZRELE T TAMEWNEVIZE, BETHT L —LZEETHR—bE LTHAT
DHREMENELS RN E T,
1.AST X — 4 BigR O Y HE
BRTEEEA
2 MED R E
spanning-tree pathcost method 2~ > F % 7-13 spanning-tree single pathcost method 2~ >
R T short #87E L7256
1~65535

spanning-tree pathcost method 2~ > F % 7z13 spanning-tree single pathcost method 2~ >
RTlong Z87E L7156
1~200000000

[O7 > REEFOEE]

spanning-tree single pathcost method 2~ > ROFEICHE-T, NRAITANEZHEALE T,
LEEANDFE]

L

[BXEME D[R IRE2H]

REMEER, TICGERICKBESNET,

LNAIAMEZEETHET, MRUIEEPRETLHBEPHD LT,

[BSEIY > K]

spanning-tree cost
spanning-tree pathcost method
spanning-tree single pathcost method
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4 ZNZ>TV—

spanning-tree single forward-time
Y TNINRZ YTV ) —DRBEBICE T 2REERELE T,

[AFIRZR]
BWORE - £H

spanning-tree single forward-time <seconds>
1BHROHIR

no spanning-tree single forward-time
[ATE—RK]

(config)
NS X—=9]

<seconds>
R— P AVREERICE T SRHZMBEMTRELE T,
spanning-tree single mode 2~ > KT stp (802.1D) %&E L/zi54, Listening 1R, Learning
REE % B ERERS 72 44 L £ 97 spanning-tree single mode 2 > KT rapid-stp (802.1w) % &7E
L7:%&, Discarding HR#&, Learning REZFHRERMZTHERLET (2L, ¥ 7ICL 2 REE
BHFEE LIZGEIZTTT ).
1. A8 X — 5 Bl R O P HAE
BB TEEEA
2. fE D E #iF
4~30

(37> NEREER DOBIE]

A — b SRIEERICE T BRI 15 B TBIELE T,
CEEANDRE]

%L

[EXREME D R IRZHE]

EEEER, §OERICRBENET,

CEE=EIE]

1 REEER R (forward-time), BPDU O AERIFERE (max-age), BPDU OX(ERfE (hello-
time) 1&, ROZDORXMPV LD XS ICRRE L TL 72 & (IEEE802.1D THE) .

2

* max-age <= 2 X (forward-time - 1)

* max-age >= 2 X (hello-time + 1)

(BSEDV > K]

spanning-tree single mode
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spanning-tree single hello-time

VUV ANRZ YY) —0 BPDU OFERIBEZHREL X I,

(AT
EHRORE - BH

spanning-tree single hello-time <seconds>
BHOHEIR
no spanning-tree single hello-time
[AFIE—R]
(config)
[N A—=%]
<seconds>
AEBENEHIGEET S BPDU OXEREE=HEATRELE T,
1.AST X — & BREE O FHAE
BB TEERA
2. BB 7E Hi
1~10
[O7 > REEBEFDEIE]
BPDU 0% (SRR 2 W TEEL £,

[EENDFE]

ARV

1 IREEEM IR (forward-time), BPDU O AERIRRE (max-age), BPDU D:i%{ERE (hello-
time) &, ROZODOHXDDIZLD KD ICEHRE L TLZE W (IEEE802.1D THIE) o
* max-age <= 2X (forward-time - 1)
* max-age >= 2 X (hello-time + 1)
2.<seconds>IZ 1 2FET &, MR IVEENIRELRLILLADET,

[BSET~ > K]

AQV



4 ZNZ>TV—

spanning-tree single max-age
SUTIWAIRZ YTV —DiE(ET S BPDU ORABERMEZRE LT

[AFIRZR]
BWORE - £H
spanning-tree single max-age <seconds)
1BHROHIFR
no spanning-tree single max-age
[ASTE—R]
(config)
[INTA—=9]
<seconds>
AREBMNIXET S BPDU ORABNREEZHEMTHRELE T,

1. 485 X — & AR O R HAE
BB TEEEA

2 fED R EHEF
6~40

[O7 > REEBEFOEE]

EF9 % BPDU ORAEMRRHIL 20 W TEEL LT,
CEEANDFE]

%L

[BXEME D RIRE2H]

HEMEFER, TIGERICKBMISNET,
CE=ZEIA]

1 REEEM IR (forward-time), BPDU O AE IR (max-age), BPDU D:i%{ERE (hello-
time) &, MOZODORDPHLD DL ICERE L TLZ& W (IEEE802.1D THRE)

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 20 RiBDEZFRET 5 &, MROUVEESRELLILZNET,

(BSEOY > K]

ARV
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4 —RNZ>TVY—

spanning-tree single mode
SUTNARZY T —OEEE— RERELET,
[AAFEE]
BROKE - BFE
spanning-tree single mode {stp | rapid-stp}
BHOHEIR
no spanning-tree single mode
[ASE—RK]
(config)
[N A—=%]

{stp | rapid-stp}
HATS7O baVERELET, AN 7YY —EHAFICT O baVEEELGE, A= T
V) —2EIELET, stp ZRE LGS, A= 7 VY —TEELE T, rapid-stp ZEE L7
Bt BEAN=ZV YY) —TEELET,
LA T X — & BIEEE O P HAE
BB TEEEA
2B EHH
=L

[27 > REEBEOBE]
YUY TNAINZ T ) —DEEE— Nid stp TEMEL 9
LEEADRE]

spanning-tree single Iv > FEZREL TV 25HHE, PAROYOHEFHEICL>T, MROYOEEPETT
LZETHEEMEZDET,

[EXEME D R BREZH]
EEEER, §OERICRBENET,
[E=FEE]

ARV

7

[BEEOY > K]

ARV
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4 ZNZ>TV—

spanning-tree single pathcost method

90

SUTNANSZ Y TIY) —DR—FDISZATA M 16bit EZERT %5, 32bit EZERT 20 2HEL
9,

spanning-tree single cost 27 > FOFEZ B L72HE, WAIZAMNIA ¥ T2 —AFEELERIY Y
FOBREICE>T, NEEOEZEALET,

e KI< > FTshort 28EL7HBE
10Mbit/s : 100
100Mbit/s : 1
1Gbit/s : 4
10Ghit/s : 2
40Gbit/s : 2
100Ghit/s : 2
« Ko< RTlong 2H/ELIGAE
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Ghit/s : 2000
40Gbit/s : 500
100Ghit/s : 200

AR
RORE - £E

spanning-tree single pathcost method {long | short}
BEMOHIBR
no spanning-tree single pathcost method

[ASTE—R]
(config)
[INTA—=9]
{long | short}

long % 8%7E L7354, 32bitEZHERA L £9 . short Z%E L72HE, 16bitEEZHFERLE I,
1A T X — 5 BEEE O FIHAME

BB TEIETA

2. (B D% E i

=L

[O7 > REEREFOENME]

spanning-tree pathcost method 2~ > FOBREITREVE T,



4 —RNZ>TVY—

[EENDFE]

L

[EXREfE D [ BREZH]

EMAER, §IGERICRMSNET,

CEEEIE]
1.RKIYY ROBEICEST, NAIAMNDT 74 MESEDLYFT,

2

22X MEZEETHZET, MUVEREPREETHHENHD ET,

37822 A MEIZ 65536 L EDEZFRE L T\ 555, method /$F X —% % short ICIZAETCEEH
/L/O

[BH&ET~V > K]

spanning-tree single cost
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4 ZNZ>TV—

spanning-tree single port-priority
VYTNAINRZ Y TY) —DFER - FOBEEEZHRELE T,

[AFIRZR]
WHRORE - B8
spanning-tree single port-priority <priority>
e QLIS
no spanning-tree single port-priority
[ASTE—R]
(config-if)
A—HVA2v MU Tz—A, R=F F¥+RXNA Y Tz—2R
NS X—=9]

<priority>
R—rOBEEEZRELET. 16 OBEHER—- MEEEE L THERALET. EVNSWVIZEELRED
m<EnET,

14N T X — & B O F)HE
HWTEEEA

2 fED R EH
0~240

(37> REEERDEE]
= B

spanning-tree port-priority I > FOREICHE WV E 9. spanning-tree port-priority 2 v > ROEE
EWHEIR, K- MBEEEZ 128 L LTEELE T,

LEEANDFE]

A4V

LA-MEEEZEETHIEICEST, MR VEEIRET ZHEENHDET,

(BEIY> K]

spanning-tree port-priority
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spanning-tree single priority
SUTNANRZ YTV DTy VBREERELET,

(AT
ERORE - BH

spanning-tree single priority <priority>

TH|MOHIR

no spanning-tree single priority
[AFIE—R]
(config)
[N A—=%]

<priority>
Ty VBREEBRELET. EAVNSVIZEBEEAE 20 ET. 4096 OREHE T v VELE
ELTHEALET,
1AV T A — & BHEE OFHAE
BRTEEEA
2. [ED R EEEFH
0~61440

[37 > FERFOEE]

7w DVBFREIE 32768 TEMELE T,

[REANDRE]

7L

[EEME D RERZZH]

EEEER, §OEHICRBENET,

[EREIR]

L7V VEREEEET 5 EICk-T, MROVEENSRET HHENHV LT,

2

[BS@Ea~ > K]

%L
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4 ZNZ>TV—

spanning-tree single transmission-limit
U TIWAIR=Z Y 7Y ) = hello-time H7: D ICEETEZ 25 A BPDUHEZREL 7

[AFIRZR]
BWORE - £H

spanning-tree single transmission-limit <count)>
1BHROHIR

no spanning-tree single transmission-limit
[ATE—R]
(config)
[INTA—=9]

<count>
hello-time H7: D IZEFETEA2HABPDU AR ELE T,
spanning-tree single mode 2~ > N T rapid-stp Z&E LB EZITENL/INT A= TT,
spanning-tree single mode 2~ > N T stp #&E L-BEIE, 1 BREN-DIEFE TE %55 A BPDU
33 (EE) THY, AREBEISHELEEA

14N T X — & B OF)HE
B TEEHEA

2 fED R E
1~10

[O7 > REEEOEIE]

(2T % 55k BPDU 03 3 THIEL £,
LCEEADEE]

L

[(EXE(E D [ IRE2HE]

EEEER, §GERICRBShET,
CEREIA]

A4V

7

(BEIY> K]

spanning-tree single mode
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spanning-tree vlan

no spanning-tree vlan 3~ > RFiZ&k->7T, VLAN ® PVST+#%{Z1E L £9 ., spanning-tree single I~
> RZFE L TWLAIREET no spanning-tree vlan 2< > RZFET 5 &, %% VLAN ¥ > 7L A8 =
YT =R VLAN £z DEELE T,

[AFR]

BHRDERTE
no spanning-tree vlan <vlan id list>
FROHIGR

spanning-tree vlan <vlan id list>
[ASIE—KR]
(config)
NS X—=F]

<vlan id list>
no spanning-tree vlan 2v > FO & &, FE L7 VLAN © PVST+%2EIL £,

14N T X — & B O F)HE
EWTEELEA

2. B EHFE
[T A —FIIEETZAMHE] 2ZBL T2 0,

[3~7 > REEERFDEE]

spanning-tree enable 2 > R EE S N TV S IKEE T interface vlan av > F28ET 5 &, PVST
+HEELE T,

[EBEANDRE]

7L

[EREME D R ERZZH]

BEEEER, §IOEAICRBENET,

1.spanning-tree single 2v > FZ&EL TV 5HE, VLANL & PVSTHTENEL EEA.

[BHhEIY > R]

interface vlan
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spanning-tree vlan cost

96

PVSTH+DEYR—FDO/SZATIA M EHELET,

[AFIRER]
EHORE - AE

spanning-tree vlan <vlan id list> cost <cost>
e QLI

no spanning-tree vlan <vlan id list> cost
[ATE—RK]

(config-if)
A—HPVXY MY Tz2—X, R=bF v+ INVA T Tz—2A
NS A—=95]
<vlan id list>
FE L7z VLAN © PVSTHORREZ B L E T
1. 4085 X — & Ak O X HAE
BB TEZEEA
2. (D EH
[INTA—FIHBETEAME] 2SBLTIEZS W,
<cost>

NAIZAMEZRELE T, TAMES/NSWVWIZTE, FHITHT7L—LxEXTSHR—- b LUTERT
LA EEENIEL RV E T,

1.A&85 X — ¥ BEEOWHIE

BRTEIEA

2B EHIH
spanning-tree pathcost method 2~ > F % 7z1d spanning-tree vlan pathcost method 2~ >
KT short #8%E L7258
1~65535

spanning-tree pathcost method 2+ > K %7213 spanning-tree vlan pathcost method 2+ >
R long %8 E L7258
1~200000000

[O7 > REEREFOENIE]

spanning-tree vlan pathcost method 2~ > ROFEIH-T, NAIX M ZHEHALET,
[E{EADR/E]

T L

(B EME D RIRZ2H]

EMEEER, §IOERICKMSNET,

2



4 —RNZ>TVY—

BES=EI]

1.EBEOA V%7 2 —AZEBELTERZRET 215513, <vlanid list>IdEETEETHA, —OD
VLAN ID Z2EL TL 2 &,

2R ANMEREETAHIET, "NRUIBESRETLHEIHDET,

[BSEI<Y > K]

spanning-tree cost
spanning-tree pathcost method
spanning-tree vlan pathcost method
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4 ZNZ>TV—

spanning-tree vlan forward-time
PVST+OREEMICE T 2R EZRELF T,

[AFIRZR]
EHORE - AE
spanning-tree vlan <vlan id list)> forward-time <seconds>
1BHROHIFR
no spanning-tree vlan <vlan id list> forward-time
[ASTE—K]
(config)
[INTA—=9]
<vlan id list>
FE L7z VLAN O PVSTHOREZHIELE T,
1.A&ST X — & B O FHAE
B TEZEHA
2. (B DR E i
[T A—=FIIBETZAME] 2B LTS,

<seconds>
A= MIREERICE T SIFMEZ M BEMTRELE T,
spanning-tree mode I~ > N % /zid spanning-tree vlan mode 2~ > R T pvst (802.1D) %FE
L7354, Listening KB, Learning IREE&% R TMHRLE T,
spanning-tree mode I~ > N % /zid spanning-tree vlan mode I~ > R T rapid-pvst (802.1w) %
7 L7254, Discarding 1R, Learning KREEZFREMHELZIMZELET (2L, ¥ ~icksaRK
REEBRPHE LIGEIZITTT ),
1L.A/85 X — & B O PHIE
BW®TEELA
2 [EDE
4~30

(37> NS OENE]

A= b SRIEERICE T BRI 15 B TBIELE T,
CEEANDRE]

%L

[EREME D R IRZZH]

EELER, §OEAICRBRENET,

2
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CESEIE]
1 RREER R (forward-time), BPDU O AFZIEHE (max-age), BPDU 0i%(E/HFE (hello-
time) &, IROZODAMNED LD LD IZERE L TLZE W (IEEE802.1D THIE) .

* max-age <= 2 X (forward-time - 1)
* max-age >= 2 X (hello-time + 1)
[BSED~Y > K]

ARV
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4 ZNZ>TV—

spanning-tree vlan hello-time
PVST+® BPDU O EHBEEHEL £,

AT
EHORE - AE

spanning-tree vlan <vlan id list> hello-time <{seconds>
1BHROHIR

no spanning-tree vlan <vlan id list> hello-time
[ASTE—NK]
(config)
[INTA—=9]
<vlan id list>

FE L7z VLAN O PVSTHOREZHIELE T,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEH
[RIA=FIHRETZAE] 2ZHL TS,

<seconds>
RIEBNPERNICIEET 5 BPDU OXERRZ BN TERELE I,

1.4 T X — % B O FHAE
BB TEEEA

2B D EE HH
1~10

[37 > NS OENE]

BPDU D%(EMMEI: 2 HTEIEL £ T
CEEANDRE]

%L

[ERREME D IREZH]
BEBEER, §IOEAICKBENE T,

1 REEEH M (forward-time), BPDU ORAERIEM (max-age), BPDU DOixERkE (hello-
time) &, WOZODHADPHRVIZOK D ITHEL TLZE W (IEEE802.1D THE).

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 1 #FHET 5 &, PROIETESFEELP I ZVET,
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4 —ZNZ>TVY—

[BEEOY > K]

ARV
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4 ZNZ>TV—

spanning-tree vlan max-age

PVST+®DiAE9 % BPDU OEAKFEMEHE ZREL £ 9.

[AFIRER]
EHORE - AE

spanning-tree vlan <vlan id list> max-age <seconds>

e QLI
no spanning-tree vlan <vlan id list> max-age
[AHTE—K]
(config)
[INTA—=9]
<vlan id list>

E L7 VLAN O PVSTH+OREZHIB L E T,

1485 X — & AR O R HAE
BB TEEEA

2 fED R EHEF
[RIA=FIHRETZAE] 2ZHL TS0,

<seconds>
RIEENEFT S BPDU O KGRI 2 MBEMTHRELE T,

1485 X — & AR O R HAE
BB TEEEA

2B D E HH
6~40

(37> NS OENE]

(89 5 BPDU OBRAHFMIE 20 D CHELE T,
CEEANDRE]

%L

[(ERTEE D S IRZ2 1]

1 REEEBH M (forward-time), BPDU ORAERIEM (max-age), BPDU DOixERE (hello-
time) &, WOZODHANPRVIZOK D ICTHEL TLZE W (IEEE802.1D THE).

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 20 RiEDEZHRET 5 &, "NARUIBEFRELRITLZDET,
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4 —ZNZ>TVY—

[BEEOY > K]

ARV
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4 ZNZ>TV—

spanning-tree vlan mode
PVST+OE{EE—F2B&ELE T,

[ASFER]
BROFE - BH
spanning-tree vlan <vlan id list> mode {pvst | rapid-pvst}
1BHROHIR
no spanning-tree vlan <vlan id list> mode
[ASTE—K]
(config)
[INTA—=9]
<vlan id list>

E L7z VLAN O PVSTH+OREZHIB L E T,

1485 X — & ARk O R HAE
BB TEEEA

2 B D E HiF
[RIA=FIHEETEZAE] 2ZHL TS,
{pvst | rapid-pvst}
ﬁ%?éim%:w% SELET, A=Y —EARICT O I VEEE LGS, A=
V) — 2 BB LE T,
pvst Z&&7E L7258, PVSTHTENIEL £ 9, rapid-pvst Z#8%7E L7258, B&E PVST+HTCEIEL £ T,

1L.AIRT X — & B O I HE
BRTZELEA

2 [EDEHH
ZL

(27> REEBEFOBE]
PVST+O&){EE — Nid spanning-tree mode Iv > NOFEICHEVET,
LCEEANDRE]

spanning-tree mode I~ > NOFRE T pvst £ 7213 rapid-pvst ZHHE L TV 25E, M ARO Y OBEETEIC
£oT, MRUYVOEERAFAKRTIHETHEMELDET,

[EXTEME D R IREZHE]
BE/EER, TIERICRMENET,
CFEEIE]

AQV
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4 —RNZ>TVY—

[BEEOY > K]

spanning-tree mode
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4 ZNZ>TV—

spanning-tree vlan pathcost method

PVST+®DAR—hD/SAT A M 16bit fE2ERAT 5%, 32bit [EZHERAT P Z2HREL LT,

spanning-tree vlan cost 37> FOREZ B L12HE, WAIZAMIA V¥ T2 —RAEEERaT R
ICKBREICE ST, TELDEZEHLEI,

o K< NTshort ZFE LGS
10Mbit/s : 100
100Mbit/s :
1Gbit/s : 4
10Gbit/s : 2
40Gbit/s : 2
100Gbit/s : 2

s KaO<w 2 RTlong Z8/E L7215
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Gbit/s : 2000
40Gbit/s : 500
100Gbit/s : 200

AR
WHROBRE - A

spanning-tree vlan <vlan id list> pathcost method {long | short}
HHROHIR

no spanning-tree vlan <vlan id list> pathcost method

[ABE—R]
(config)
NS A—95]
<vlan id list>
FE L7z VLAN @ PVSTHOREERIB L £ 7
1. AT A — 5 AR OHIE
BB TEELTA
2. D EHH
[T A—FIHEETZ5ME] 2ZBL TS0,
{long | short}
long #&%7E L7356, 32bit EZHEH L £9 . short Z8%E L7zHE, 16bit EHEFHLET,
1. AT A — 5 AR OHIE
BB TEE A
2. fEDF%E i
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ARV
[37 > REESIFDENE]

spanning-tree pathcost method <> FOREIZH VL E T,

[EEANDFE]

REMEER, TIGEAICRBENET,

CEEEEIE]
IL.ARKIZ Y ROBRTEICEST, NATAMDT I3V MENPEDLD ET,
2N2ATAMEREETHZET, NROVEESRETLIEESHVET,

4 —RNZ>TVY—

3823 X MEIZ 65536 DI EDEAERE L TV 515E, method /89 X —# % short ICIXAEETE £

/L/O

[BEOY > K]

spanning-tree pathcost method
spanning-tree vlan cost
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4 ZNZ>TV—

spanning-tree vlan port-priority
PVST+O#EER— M OBEELZHELE T,

[AFIRER]
EHORE - ZE

spanning-tree vlan <vlan id list)> port-priority <priority>
1BHROHIFR

no spanning-tree vlan <vlan id list> port-priority

[AFTE—NK]

(config-if)
A—HPVXY M ¥ Tz2—X, K= FrINVA T Tz—A
NS A—95]
<vlan id list>
E L7 VLAN O PVST+OREZRIGL £,
1. 4085 X — & Bk O X HAE
BRTEEEA
2 B E HiF
[INTA—FIHBETEAME] 2SBLTLZS W,
<priority>

R OBEEZRELET. 16 DEHER-MEEELLTHEALE . EA/NSVIZEBRBEEN
m<EDET,

14N T X — & BIEE O F)HE
TS EEA

2. (D E HiF
0~240

[O7 > REEREFOENE]

spanning-tree port priority 2~ > FOBFREITEWVE T, spanning-tree port-priority v > FOFED

mWBEE, N—MEREZ 128 L LTEHIELE T,
CEEANDRE]
7L

[ERREME D BREZH]
EEEER, §IGERICRBENET,

REEI]

1L.EBEOA V5 72— AZEELTERZRET 215613, <vlanid list>I3EETEETHA, —OD
VLAN ID Z3E L TL &,

7

i1

108



4 —RNZ>TVY—

2AR-MEEEEEETAHIEICE ST, MUVEENRETLIHAEPHDET,

[BhED<> K]

spanning-tree port-priority
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4 ZNZ>TV—

spanning-tree vlan priority
PVST+D 7)) v VBEEEZRELE T,

[AFIRZR]
BROFE - BH
spanning-tree vlan <vlan id list)> priority <priority>
e QLIS
no spanning-tree vlan <vlan id list> priority
[ASTE—NK]
(config)
[INTA—=9]
<vlan id list>
FE L7z VLAN O PVSTHOREZHIELE T,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEH
[RIA=FIHRETZAE] 2ZHL TS,

<priority>
TV VBRERRELE T, 4006 OEHETY v VBEEE LTHERALE T, BEAVNS WIZCEE
Er@m< 7z 9,
1LAINT A — 5 BHEROFHAE
BB TEEEA
2. fEDFEEER
0~61440

[O7 > REREFOENE]

Ty DEFREIL 32768 TEIELE T,

LEEADEE]

7L

EREED R IRZDHE]

EEEER, T CIEHICKBENET,

CE==1E]

1.7y VBEEREETAZEIL->T, NEOVEESRETIBETH T,

7

(BEIY> K]

ARV
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4 —ZNZ>TVY—

spanning-tree vlan transmission-limit

PVST+® hello-time H7z D IEFETE 2/ ABPDU H2REL £ 9,

[AF37EE(]
ERORE - BH

spanning-tree vlan <vlan id list> transmission-limit <count)>
BHROHEIR
no spanning-tree vlan <vlan id list> transmission-Limit
[ASE—RK]
(config)
[N A—=%]
<vlan id list>
FE L7z VLAN O PVSTH+OREZIBELE T,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
[T RXA—ZIZTBETEAE] 2B LTI ZE0,

<count>
hello-time 7z D ICEETCELRABPDUHKEREL £,
spanning-tree mode I~ > N % 7z1d spanning-tree vlan mode 2~ > N T rapid-pvst = &7E L7z
BEIZFENRIST A —4 T, spanning-tree mode I~ > N & 721& spanning-tree vlan mode 3
v RTpvst ZRELHAIR, 1 DEHZDIGEETCE5mABPDU #d 3 (EE) ThO, K&
EEIISELEEA

LA T X — & BIEE OF)HE
BETEEEA

2 B R EH
1~10

[37 > RERFOEE]

P{E T & A BPDU 813 3 THIEL £ 7
[RIEANDRE]

7L

[EEME D RERZZH]

BEEEER, TIOERICRBENET,
[FREIR]

ARV
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4 ZNZ>TV—

(BSEOY > K]

spanning-tree mode
spanning-tree vlan mode
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5 Ring Protocol

axrp

VU7 ID ZFELE T, F72, Ring Protocol #EEICNEZEREZFRHET 579, config-axrp E— RiZ
BITLET. REBICIXY VD% 1N EFEFTHRETETET,

BREZHIBR LGS, Vo7 IDICTTIRREESNTWVS Y v 7HERIGHIBREINE T,

[AFIRZR]
BRMOH

axrp <ring id>
IEE QLI

no axrp <ring id>
[ASTE—K]
(config)
[INTA—=9]
<ring id>

V71D #EELET,
BLY Y TICBT AEBICIIFA—DU V7D ZBELTLEZS W, B0 710E, 2y hT—2
NT1=—27%) 71D ZEELTLEE 0,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
1~65535

(37> REBEROEHF]

ARV

LEEANDRE]

ARV

[(BE(E D [ BRZZH]

EEEER, §UGERICKBSNET,
CE=ZEIA]

ARV

2

(BHhEI<7> K]

ARV
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5 Ring Protocol

axrp vlan-mapping

VLAN 7 )V—7ICH#AT 2 VLAN v v €27, BLUO VLAN v v ¥ 7ICSMNT %5 VLAN 287E L £
—a—o

AT

BRMORE

axrp vlan-mapping <mapping id> vlan <vlan id list>
BROEE

axrp vlan-mapping <mapping id> vlan {[add] <vlan id Llist> | remove <vlan id Llist>}
BHOHIBR

no axrp vlan-mapping <mapping id>

[AFIE—R]
(config)
[INSX—5]
<mapping id>
VLAN vy V71D #BELE T,
1. AT X — 4 BEEEEOF)HE
BB TEEEA
2B EHH
1~384
vlan <vlan id list>

VLAN v v B> 715009 % VLAN 25E L9, VLAN 2#EEIEE T 55613, #EREENP T £
ER

L. ANT A — 5 B OWIHE
B TEEEA
2 MEDHRE b
[T RXA=FITHHETEHE] 2L TIES W,
{[add] <vlan id list> | remove <vlan id list>}
BEFEHAD VLAN U R Mt LT VLAN %Ehl, F£7-13HBRLET,
[add] <vlan id list>
fEEEHAD VLAN J X MZ VLAN 2B L£9,. add 2B L7 HBE R CEHEICZD £7,
remove <vlan id list>
BEFEAD VLAN Y R -5 5 VLAN 2HIBRLE 7,
LA X — 5 BRgR O P HAE
B TEEEA
2 fED R E i
[T RX=FITHEETE2ME] 2ZBL T LSV,
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Ring Protocol

(37> REREROEF]

%L
GBIEADRE]

%L

[EREE D IREZH]

REBEER, TIOERICRBSNET,
CE==IE]

1.—2® VLAN I L THEEO VLAN vy BV T2 IBETE £ A
2418 VLAN IS TS VLAN IS LT VLAN v v B V2 IBETE £/ AL

(BE3vY> K]

ARV
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5 Ring Protocol

axrp-primary-port
VAT ) —=FRTOSITAT VR 2RELET,

AKIT YV RERELRES, vAY ) —RT, 7SA<UR-—MNIEFTE VY TOENT, Kav > T
LA VI T2 —ABT T4V R ELTEHELE T, HBEMRLEA VY 72—, A —H%xv b
AT T2—RER— N F Y INA VY T2 —ATT,

[AFIAZR]
BHRDERTE

axrp-primary-port <ring id> vlan-group <group id>
BHOHIR

no axrp-primary-port <ring id> vlan-group <group id>
[AHE—R]
(config-if)

A—=P2Y b FT 2=, R=bFvpxA T Tz—2A
[N X—5]
<ring id>
V7 IDEEELE T,
1.AST X — 4 BigR O Y HE
BRTEEEA

2 MED R E

1~65535
vlan-group <group id>
VLAN Z)L—7 1D #$8E L £ 9,

1.ANT X — 4 BigR DY) HE
BB TEELEA

2B EHH
1~2

[37 > NSl OEE]

743U K- MEEBTH O HTENE T,

[RIEANDRE]

7L

[EEME D R ERZZH]

EEEER, §IGERICRRENET,

[E=EIE]
LUYTR=FEBRELTOANA VI 7 2 —AH LT, KI2Y REANLTHBELE A,

2

17



5 Ring Protocol

118

2.Ring Protocol BifEFIC T4 <) R— bOEEE/-I3HIRE T 5 &, AEES—RHRICEDEZD F
T ZDH, ABELEHT 21y VT—T OB (VU ITBK) L, VW—TPRETEIBENNDH
DEFT, UYIKR—bTHBA VY7 x2—A% shutdown IZRRHET 272 E LT, L—TmFEELZWIK
RBIZLILET, Rax Y RZEASNLTLEZE N,

BEREBENIRD ) — N ThHHIHE, KAV REANLTHEELERA,
* YUY R/ R
s HEHVYVIIEERY VIOREHELZSTNETYARY ) — K

4. 754 UR=ME, FYrRIUNTL—FIFEE LA =T 2y A VI T2 — AR LTCRETEEY
ho T2, TIATIR—MIIEELIA—T XY M VI T2 —RIE, FYRLTNV—TICHRETE
Fthe TTIAMATVR=—MI, FHITE2M—T XY MM UIYTI—ADBTHR—FFrRILA Y
TI—RAIIRLT, BELTLES 0,

5.—20Y » 71D, »2F— VLAN 7L —F %5754 < ) R—MI—DTT,

[BEhED~Y > K]

mode
axrp-ring-port



axrp-ring-port

5 Ring Protocol

Ring Protocol V) > 7/ HR—bE LTENET A VY 72— AERELE T, BEAREAN VYT —A

A =P XY M VY T2 —RAER—PF Y RINA VYT 2—ATT,

[AFIAZR]
BHRORTE - BF

axrp-ring-port <ring id> [{shared-edge | shared}]
BHOHIR

no axrp-ring-port <ring id>

[ABE—NK]

(config-if)

=XV b 2FT2—X, R=+bFrRNA 2T Tx—R

[N X—5]
<ring id>
V71D #EELE T,
L.ARNT A — 5 Bl OWHE
BRTEEEA
2 MED R E
1~65535
{shared-edge | shared}
HEV I ERDZV VTR EEELET,
shared-edge

KEEPHEY VUVERY VO ) — FELTEET 2581, BV 7 ER2) 0T

A—bZEELET,
—2D) 7 IDIHL 1 K- MEHEETEET,

shared

AEBEPHEY Y IAIMEBET S LTIy b)) —FELTEMET 25EIC, HEV > 27&%2Y

YIR-PEEELET,

—20) T IDIIHL 2 K- MEETA2UENHDET,

1.AST X — 4 BigR DY) HE
BED) I R—-PELTHEELET,

2 B R EHH
=L

[37 > REEIFDENF]
ARV
[EEANDEE]

ARV
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5 Ring Protocol

120

[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

LUYITR=ME, =20 T IDICHLTZOFRETEE T,

2HEVIHVDOTLT YV THEBOBET, AREDPBET L) VI TITIIYAY ) —FELTEH
ELTWBEFE, 794U R— b ELTHERSNTVWAAR— MR LT, shared-edge fEEDY > &
R F2REEZITHBRT AL, AEES—BNICENE RV ET. T0D, KikEEE2ERT S XY
T =T O (VTR b, V=T RETEBENNHVET, VY ITR- THBEAVF
7 = — A% shutdown ICRETAHELT, L—THPHERELZVREBIZLED AT, Ka<vr R2AN
LTL 2SN,

3.UTR=ME, FyRrNTLN—TIHEELIA P2y MU F T2 — AR L THETETE A,

Flo, VYIR=PHEELIA =Ry M U T 2=, FYrAINNTN—TIIRETZTEHA,
YU TE- ML, FET ARy MUY T2—RADBTAE—FF v 2L Y T2 — IR L
T, WELTLES L,

4 RBEBPTAY ) — RIHBESNTWAIESIE, BEREAD VY ITR—PIH LT VLAN V-7

LT T4 )R- EETED Y TOENE T, /2721, axrp-primary-port 2v > R THES N/
AT 2= APBREINTSTATIUR— b ELTEELET,

S5.8#F ) — FTHER— L ZIEE L 4D > 72858, Ring Protocol ENIEREICEEL A,

(BSEIY> K]

mode
axrp-primary-port



5 Ring Protocol

control-vlan

## VLAN & LT % VLAN Z2RELE 9, AI~v > FTHEE LK VLAN 2HWT, )V 7RED
ERGEEZTHORIH T L —LOREZEEERLE T,

N2 Yy b= Rzt L T, forwarding-delay-time /85 X — % 21879 % &, WIHABIERR 12 H1 VLAN
ETHT—T 4 YTREBIER T 2ETORMERETCEET . AREILELST, PFYY b/ —FNTOD
7Ty aklfiy L —LZEEREFKBT 2 CORMEERGTE, vAY ) —RPREE LT T v ¥ afl
M7V —LEBEEIIRETEET,

[AFH]

BROFE « BH
control-vlan <vlan id> [forwarding-delay-time <seconds>]

EROHIBR

no control-vlan

[AFE—R]
(config-axrp)
[INZA—=9]
<vlan id>
it VLAN & UT{#EH 9 % VLAN 2 E L £9,
LA X — 5 BRgR O P HAE
B TEEEA
2 fED R E b
[RIRX—FIHETESME] 2ZRLTLLEZS 0,
772U, VLANID=1 I3f8ETE ¥ A,

forwarding-delay-time <seconds>
N Y Yw b — R TOEBRE S Ring Protocol 7707 LAOFHELEHRZ 12, HI#l VLAN 27 %
T—T 4 REBICER T 2 TORMEMREMTHRE LT,

1. 435 X — & BB O W HE

VU TR=VvDOF7 v T, BT+ 7T V7 REBICERLET,
2. B EHFE

1~65535

3.K8T A — & ([HREEOEEEHIE
BIST X =7 2 2HIRT 2541, K/SFX—¥%#EE LT control-vlan I~ RZHEHREL T
&V,

[37 > REEERDEF]

ARV
[EENDFE]

ARV
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5 Ring Protocol

[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

L) > 27 ID 2R LT 25l VLAN @ VLAN Z48ETE £H A
2.VLAN 7V —FIEHSN TS VLAN 2 HETE £ A,

3.Ring Protocol s@FAHICEE, F/2I3HIRZITI &, AEEE—RNICENE LD ET. 207D, K
WREAMAT 20y NI =T O (VY TR b, V—TDPRETLEIBENSHVET, VT
R—=1+THBA ¥ 7 x—R% shutdown ICRET 22 ELT, VL—THRELLGZWVIREIZLED 2
T, KAT Y FEANLTLEZS W,

4.forwarding-delay-time /87 X =% 1%, BEE— R P TPy M) —ROBELETEUTT .
5.forwarding-delay-time /85 X — & OFEIL, RITTRIEZETEELE T,

» WEEE GEF I~ Freload, update software 7z EDETHET)

* Ring Protocol 70 7' LA DOEEE (EH I~ I restart axrp ETH &)

(B8EIY > K]

ARV
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5 Ring Protocol

disable

Ring Protocol #RE = #ENIC L £ 9,
[AFZEK]
BHROBTE
disable
BHOHIR

no disable

[AFIE—RI]
(config-axrp)
[INZA=9]
%L
[O7 > REREOENE]
Ring Protocol #aEIZ AN &2 D £9
LEEADEE]
=L
[EREME D R IRZZH]
EEAEER, §IGERICKMmENET,
CE=EIE]
1.Ring Protocol ifFIcAR T~ > K% A9 5 &, Ring Protocol RENEME 2D FT. CDFHA,
Ring Protocol #rEZEA T 54 v T — 7 O (V> 7K L, V—-THRETLEBTIPHY

F9. UYIR—bTHEAH 7 2 —R% shutdown ICEET 5% E LT, L—THFAE L2 WIRE
WCLZD AT, KAv Y FEAANLTLEZS W,

7

[BhED7> K]

ARV

123



5 Ring Protocol

flush-request-count

U YT OBERE BRI, TAY ) —FPY VDRSS U Yy F ) —FIZHLTMAC 7Y FLATF—
TLDIZIT#TFHITITy v afilfl 7 L —LZ2RETHEE=IBELE T,

[AAFER]

BRMOKRT - BFE

flush-request-count <count>

IEEHQLEIES

no flush-request-count
[ASTE—K]
(config-axrp)
NS X—=9]
<count>
75y Ay L — LR ERBEEELE T,
1.ARIST X — & BEEEE O HAE
EBRTEZTEA
2. B E HiFH
1~10
[O7 > REEEEFOEIE]
Ty vaflfil7 L—L0OREREIZ3EICED ET,
LEEADSE]
=L
[ERTEE D T IRZ2HE]
EEEER, FIERIIRBENET,
BEF=CIE]

.SV Py M) —RTOMACT RLAF—7LOITY N DY) TEMEL, BIICSELETTY
VAT L —LICOVWTEBLET, T M) ZUTHICRELLT7 Sy v adlfll7 L—4Ai12o0n
T, TNV TIZEBLEEA

7

(BSEDY > K]

ARV
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5 Ring Protocol

forwarding-shift-time

U IBEMEALEBEIS, YV IR— b 2730 —FT4 VREBICEET AL CORBZHTLE I,
BELLEESEET S E, U R—bFTuv o TREDPS T 3T —F 4 VOREBICERLET,

Uy 7RECEIHERL, F3EIHLZ) Y IONBEREICE 1B, KA VIIERSNE T,

[AFRZR]
BHmORE - BHE

forwarding-shift-time {<seconds> | infinity}
BHROHEIR

no forwarding-shift-time

[AFIE—NK]

(config-axrp)
[INSX—=F]

{<seconds> | infinity}
) OBEMEIRLIBEIS, VY I R-b 27+ T—T 1 Y REBICEET 5 £ TORR 2 MHEA T
IEELE T, infinity Z2IEET 2L, UV ITR—bMPT7 3T —T 1 2V REIERT 2 F TORREAE
[REZD, Uy rR—bEITavFr PREOEFICEZDET,
LA T X — & BRI O #HAE
B TEXEEA
2B EEH
1~65535

[O7 > REREFOEE]
Uy IBEMEALZEE, VIR T 4T —F 1V IREBICEET 5 TORBIL 10MERD

ia—o
[BENDFE]
L

[EXREME D R IREZH]
EEEER, WEOY > 7 BEEEE, BLORMERICRMRESNET,

7

BEI=E ]

1L.YRE ) =R TONVAF 2v 77 L—LOEREEBAIARIVY FOREEBLD B REVWER, YAY
J— Ry EEHERETSEDBELL, VY TR= P77~ 74/7ﬁ%;&0i¢o%®tw,—
BRIV RETIBETNDSHDET,
KAV RERETBEY, VAV ) —FTOANLAF v 7 OFEERBEE+SICER LU EEREL
TLEE W,
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5 Ring Protocol

(BSEOY > K]

ARV
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5 Ring Protocol

health-check holdtime
YAY ) —FEEBIUHE) VIEER) VT OBKHHE ) — FPEELIEANVAF v 7T L —LA
2, YAY ) —FPZELLZVWTEERE AT 2 TCORERFEEZRELE I,
[AFIAZR]
BHRORTE - BF
health-check holdtime <milli seconds>
BHOHIR
no health-check holdtime
[AHE—FRI]
(config-axrp)
[INSX—F]
<milli seconds>
NVAF 2w 77 V—LDOZEHFHREREZ IUWBEMTEELE T,
1.AIST X — & BEEE O FHAE
BRTEEEA
2. B EHIF
15~300000
[O< > REREFDEIE]
NVAF v 77 V—LDZERFSRERMEIL 3000 IVBELDET,

[EEANDFE]

[ERTEME D R BRZZH]
BEEEER, TIOERICRBENET,
[EREIR]

1.A&Ka~<> RTIE, health-check interval 3> ROBREMED HAZWEEHZEL TS,
health-check interval I~ > FOREMBL TDEEARIY Y FTRELZHE, "NVAFzvryA
L7 NEBHLET,

2. ZE/ERERMEZB LSS, YAY ) — NIIRERE LHE L, BEWNREETWEHESREA
BITLET,

[BSEIY > K]

ARV
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5 Ring Protocol

health-check interval

128

YAy ) =K, ¥B3EE) VUEER) VT ORKEIEE ) — NPRETANVATF v 7T L—LDIX
FRHREZRELET,

[AZ3FER]
WHROBE - £

health-check interval <milli seconds>
B OB

no health-check interval

[ASIE—NK]
(config-axrp)
NS X—=9]
<milli seconds>
NVAF 2y 77 L—LOXEMEEZ IVMBEMATEELE T,
1.8 5 X — 4 B O HAE
EBRTEZTEA

2. f[EDFEEEH
5~60000

[O7 > REEERFOEIE]
ANVAF v 77 L—LDEEREE 1000 S VMHEZDET,

LEEANDFE]
ARV

[ERTE B D S BRZEH]
BEEEER, §SERICRMENET,

CFEEIE]

1.health-check holdtime 2~ > FTIE, KO~ FOBREELV B AKZWVEERBZELTLFE W, KO
< ROREMBLUROME % health-check holdtime 2~ > RTRELIEE, "NNAF v I LT
T hERHELUET,

2.F—=V Y TDTAY ) —REHFY V7 ER) VOB ER ) — RTONVAF = v 73X EFM
BIEFE CEZRE L TLEZ3 WV, REMEPEZZHIGE, BEREAENPEEIITONERA,

%ll

(BSEIY> K]

ARV



5 Ring Protocol

mode

VT TOREBOENEE— NERELE T,

T, VVITHERELT, EEV V7 HDOIILFY) VTR THAEE, REBSEHRLTWVLSY V7D
B, BEXUOFOY VT TOREBONBOTERELET .

[AFHA]

BROFE «- BH
mode {master | transit} [ring-attribute {rift-ring | rift-ring-edge <edge node id>}]
B DOHI k&

no mode

[AFIE—R]
(config-axrp)
[INSX—5]
{master | transit}
BEE-FZEELE T,
master
YAY ) —RFELTHEELET,
transit
FIYTUY R —RELTEELET,
1. AT X — 5 BIgR O F)HE
BB TEEEA
2 fEDRHEEEH
%L
ring-attribute {rift-ring | rift-ring-edge <edge node id>}
HEVIHVOTLT ) Y TRRTOY Y TOREE LT, EFEVCIEERY VT HFI I %
ERLZVWY VY) 2I8EL, £7220) VY TCOREBOMESFEZEELE T,
78, rift-ring-edge ##67E L7-#5A1E, axrp-ring-port 2= > RIZ shared-edge /$5 X — % Z{8E T
BDINEPHDET
rift-ring
HEY U IRER VI EBRT S —F (2L, B/ — Fdkk<) SLTEELET, K
NIA=FIE, YRY ) —FOBELIEETEET,
rift-ring-edge <edge node id>
HE) VIVEER) VORI EL D) — 8 (HE ) —F) ELTEELET. ZDOb2EMANH
J—RERXBIT B0, BERMTIYY /) —FID (1 £72132) 2EELET,
1.ANT X — % BUR OF)HAfE
YAy ) —ROEE, HE)VIERY T (R VI ERERT LY VY) OYRY ) —REL
TEELET,
FNTUYy b —ROBE, FEVVIERY VY, $EEEY) VIEERY IO T DY
P —RELTEMELE T,
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5 Ring Protocol
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2 [EDEEH
1 72132

[O< > RAERFOEIE]
2L

LEEADEE]

2L

[(EREE D S IRZ2 1]

BE/EER, TIGERICRMENET,

CFEREIE]
1.YRA% ) —=RiZ) Y TRIC—HBEBLFHREL TL S0V, HEEE L/ZBE, Ring Protocol #EEAS1E
WCEBIEL S/ A

2.Ring Protocol ifEHRICE— NEHE, H7I3HIBRZTS &, AEENS—RIICENEZDET. £07
O, FEREEEHIT ARy NT—TJOEK (VIR L, V—7PRETLIBINSHVET, U
VIR—=PNTHABA YTz —A% shutdown ICRET AR ELT, L—FHFFHELRVIREICLED
AT, KAV RE2ANLTLEZE 0,

3.E—Y Y TOEREY Y UEERY VTORKE ) — RICE, FRENELSZT Y —RFID %2EEL
TLPE WV, ELLHEESNTWRWIEGS, VY IHRESEEICEELEE A

[BSEIY > K]
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5 Ring Protocol

name
VT EBAT A1 OB ERELE T,
[AAFEE]
BROKE - BF
name <name>
BHOHEIR
no name
[AHE—RK]
(config-axrp)
[INSX—=F]
<name>
Vo T EEBNT A0 ETREELET,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
2 XELHNOXFEFNZY TN +—t (") THATHEELET. ANFREAXFIL, ERFEEE
BXZETT o ANXZEINCAR—A L EORBXFEEEE L WVIEE, XFWNE2FTLT+—F (")

THELRSTLRETEET, ML, [NIX—FIBETZSE] 0 [MEROXEY] 25
LT 7EE W,

[3~7 > REEERDEE]

=L
[EEADEE]

L

(5% REME O S BRERH]

REMEFER, IIGERICKBINET,
[E=EIE]

L

[BHhEIY > R]

ARV
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5 Ring Protocol

preempt-delay

132

YA ) —=RTY Y IREOEIBZBHE LIS &, EBOTI VR LEIF2 £ 2 £ TOMILRREZEEL
£,

RATY RERE LGS, TRAY ) — P Y TREOEIRE BRI L TY, MY R LI IERRE A8
T2%T, U/ REOERBEEERLE A
AR

BHRORTE - BF
preempt—delay {<seconds)> | infinity}
B OE|BR

no preempt-delay
[ATE—K]
(config-axrp)
NS X—=9]

{<seconds> | infinity}
TR0 R LINIER 2 R B CHEE L £ 9, infinity 248E 9 2 L AZEEE) 0 R LB RIS IR & 72
D, &R~ > K clear axrp preempt-delay 2FE(T9 5 £ T, vA¥ /) — i3V v VEEOEIHEE
ZEBLETA

1.7485 X — & AR O HAE
BRTZELA

2. fE D E HiF
1~3600

[37 > NS OEIE]

BEOWORLUBEL T CICEMLET,

CEEANDRE]

7L

[EXEME D R IRZZH]

EMEEER, WEOY > IEEEIERLRE, 5LURTERICERENET,

REEI]

LAIY Y REFRETHHEE, VY ITEERTSIXTONT Yy b — Fo forwarding-shift-
time IZ infinity Z&ES 272, EETOR LIMERH I D B RELZEEZREL T LS. RBYTDE
LIMERE X D /NS REZRE LIZBE, V- TPRETL2BZTNPHDET.

2

eflt

(BSEOY > K]
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5 Ring Protocol

vlan-group
Ring Protocol T#HY % VLAN 7L —7, 8L V%D VLAN 7L —7I12&0Md % VLAN v v &> 7 1D
EHRELET.

—OD) Y TICBRZDOD VLAN V)L —F%#HETEE T, /2, VLAN L —T2 (352 &
T, VLAN CE BRI ZTAE T,

[AFIAZR]
HRORE - ZE
vlan-group <group id> vlan-mapping <mapping id list>
BHOHIR
no vlan-group <group id>
[AHE—RI]
(config-axrp)
[INFA—=5]
<group id>
Ring Protocol Ti#H9 % VLAN 7L —7ID 2$8E L £ 7

LA T X — & BIEE OF)HE
BETEEEA

2 B R EH
1~2

vlan-mapping <mapping id list>
VLAN ZV—712SM3 % VLAN v v B0 7 ID 2 BELE T, —2D VLAN v v ¥ 7 1D 2R 7E
TEREDP, N 7> (4), ar<z () 2ERALTERHO VLAN vy 2 7D O—HERELTEE

ER
LA T X — & B O F)HE
EWTEEEA
2 (EDEE
1~384

[37 > FEEEROEF]

L

[EENDFE]

L

[E2REfE D S BREZH]

REMETR, §IEACRBENET.
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5 Ring Protocol

CEEFIE]

1.27% 227 ® VLAN Z)L—FICR—® VLAN v v U THABRESNTWEEE, Fno6D) V7T
FEl—R—br2Y VT R-MIIBETEE A, I275L, EEV VI THB) > 7R—1+ (shared/
shared-edge f8ED Y > /' R— ) OFEIIEETEET,

2AREENYAY ) — RIHEESNTWAHEARIR, BREADY V7 R— LT VLAN Z7L—7FZ
LILTIATUR—-IPEETEDYETONET, 1272, axrp-primary-port I > KA ATEHD
BEE, BESNIA VY T —APBRINTTIATYR—-MIBRESNET,

(BSEDV > K]

axrp vlan-mapping
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6 IGMP/MLD snooping

ip igmp snooping (global)
no ip igmp snooping 2 v > RiZ & > T, ARIEE T IGMP snooping % EEZ L E 7,

[AFIRZR]
BRMOH

no ip igmp snooping
1BHROHIFR

ip igmp snooping
[ATE—R]
(config)
[INTA—=9]

L

[O7 > REESEFDEE]
AIEE T IGMP snooping B3 LE T,

LEEADEE]

RIATY REFE LGS, REET IGMP snooping BEICR 57:8, [Pvd v )LFF+ A M)y b
75 VLAN O R — MIF#fshEd,

[EXE BN R ERZZH]
REEEER, TIRBMENET.

CEEZIE]

1.ip igmp snooping 2~ > KT IGMP snooping ZE#iZd 5 & &I, MACT FLAT—7)LOIT Y
FUEAPBRARTIY PVIEL, RELIY MNP IRTEFRTERWVIEEEX, IGMP snooping #°1E L
<EELEEA. TV MIBHPMACT FLAT =T VONESFMHELIAIC 25 L 512, #liz RELT
<72V

2.no ip igmp snooping a~v > FZF&E L7 HE, A%EE T IGMP snooping BEICE D £9, D7
%, VLAN A >4 7 = — AT ip igmp snooping Iv > FZHREL THFHEHEA ¥ 7 = — AT IGMP
snooping AEMICZ D £H A

5’4‘

(BSEDY > K]

ARV
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6 IGMP/MLD snooping

ip igmp snooping (VLAN 1 >9 7 1 —X)

VLAN A »# 7 = — 2 IGMP snooping ZE#ZLE 9,

[AFIAZR]
BWORE

ip igmp snooping
BHROHEIR

no ip igmp snooping
[AFIE—K]
(config-if)

VLAN A %7z —2X
[INZX—%]
=L
[37 > REEBIFOBF]
YA ¥ 7 2 — AT IGMP snooping = EIZLE T,
LEEANDFE]

AT FEFELLBE, IGMP snooping T M) OEBENFTETIAHET, [IPv4d T LFF+ A M8y
NS VLAN HO2 R — MIRffshEd,

[EXEME D R BREZH]
EEEER, TRBRSNET.

BEI=E ]

l.A&a~ > ¥ TIGMP snooping #B#2T 556, MACT RLAT—7LOIY NIEPERRTY b
VIZEL, RELZIY NS TRTEETERVLEZE, IGMP snooping NIELL BELEHA. T
YPUEAPMACT RLAT =T VOREFAELAIZ G2 X512, BREzREL TS0,

2.7a—N\)ar7 47— 3 E—FTnoip igmp snooping I~ > FNEHE L-FHE, REET
IGMP snooping B EMICH D E T, ZD/0, ATITY REFRELTHHEYA > ¥ 7 2 — AT IGMP
snooping EMICE D £H A

7

[BHhEI< > R]

ARV

137



6 IGMP/MLD snooping

ip igmp snooping fast-leave
IGMP Rl R RE 2 BRI L 9

VLAN A >4 7 = —Z7T, IGMPv2 Leave X vt —Y 8B XU IGMPv3 Report (BfRESR) X vt—V%
ZELREES, TCIZYR— D IPVEA < ILFF+ A MBREEZEILLET,

[AFIRZR]
BRMOH

ip igmp snooping fast-leave
IEE QLI

no ip igmp snooping fast-leave
[AHE—R]
(config-if)

VLAN £ > %7 x—2Z
NS A—4]
7L

(37> REIERFDEE]

IGMPv2 Leave X vt —YB XU IGMPv3 Report (BEHER) X vt — V22 F LA, ZXEK—H
KCR—=YLFF ¥ ANV —TOZEEPFEELRZNW EEHERLT, [Pv4 VL FF+ R MNEFEEFEILL
F9. IGMPV2 Leave X v £ — VB XU IGMPv3 Report (BEHESR) X vt —V%ZEF b b, i
RAEOR (F7 )L MEZ 3ME) 1ZIPv4 v ILFF+ 2 MEBIERLE I,

CEEADEE]
%L
[(EXEMED R IRE2HE]
EEEER, TSICRMESNET,
CEEEIA]
1.3%%4 > % 7 = — AT IGMP snooping "X 2158, AEEIEELEE A

7

(B8EOY > K]

ip igmp snooping
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6 IGMP/MLD snooping

ip igmp snooping mrouter
VLANA % 72— AT NVFF X AMNL—FR—-FEZFHELE T,

[AFIAZR]
BMOH

ip igmp snooping mrouter interface <interface type> <interface number)
BHROHEIR

no ip igmp snooping mrouter interface <interface type> <interface number>
[AHE—RK]

(config-if)
VLAN A V%7 x—2R

[INSX—5]
interface <interface type> <interface number>
YLFFFAIN—FR- I ZRETHA VI T2 —AZEELET,
1L.AINT A — 5 BHEE OFHAE
BB TEEEA

2 B E i
<interface type> <interface number> 21, IRIZRT A > ¥ 7 = — ARRI 7 — T I/ T 51
YT ARBRUOA VI T —ABBRIEETEE I ML, VST A-FIHEETZHME]
O [WA>572—ADIEERE] 2ZRLTILEE W,
R L A P2 & F
cAR=bFFr RN I T —R

[O7 > REEEFOEE]

ARV

LCEENDRE]

AQ

[EREMED [ BRZ2H]
REMEAER, I<IIRMINET,
BES=E]

1.3%% 1 » % 7 = — AT IGMP snooping PN 72356, AFESEDICLDET,

2.9V FF ¥ AML—FR—=MIF v INTN—TE2HET 5%5E, <interface type> <interface
number>IZIEAR =~ F ¥ 1)L A /577.1 AERELTLLZS Ve FXYAINTN—TDR= %A —
PRy VYT T —ATHRE LIS BEITENEDET,

%\l

[BEOY > K]

ip igmp snooping
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6 IGMP/MLD snooping

Ip igmp snooping querier

VLAN A >4 72 —XTIGMP 7TV 7H#EEZ B L E T,

[AFIRZR]
BRMOH

ip igmp snooping querier
1BHROHIR

no ip igmp snooping querier
[AHE—K]
(config-if)

VLAN A ¥ %7 x—2
[INFA—=9]
L
[O7 > REREEOENE]
FEA YT —ATIGMP 7 1) 7HEEA BHICLE T,
LBREANDZE]
L
[BXEME D RIREZHE]
EEEER, IICKBMSNET,
CEFEEIE]

1.8 > % 7 x — 2 IGMP snooping » L2158, 7233412y 72— R IPVA T FL A%
BEL TV ZRWES, IGMP 71 7HEIZEMELE A,
2B A T2 —ATIPVAYLFF v A M —T 4 Y TZFERLTVASEHE, [Pv4AYILFF+ A b
V=T 1 7D IGMP 7 1Y) THEER BT 5729, IGMP snooping @ IGMP 7 1) 7H#EEIXEI{E L
FHA

2

(BSEOY > K]

ip igmp snooping
ip address
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6 IGMP/MLD snooping

ipv6 mld snooping (global)

no ipvé mld snooping 2 < > FiZ & > T, AEEET MLD snooping Z#EMNIC L £,

[AFIAZR]
B
no ipvé mld snooping
BHROHEIR
ipvé mld snooping
[AHE—RK]
(config)
[N A—=%]
L
[O< > REEEEFDEIE]

AEEE T MLD snooping #B#ICLE T,

LEEADEE]

RIAT Y REFE LGS, REET MLD snooping 2 ENIC2 5728, TPv6 v L FF+ X NSy b
75 VLAN WD &R — JP%[‘_*é nEd,

[EXEME D RIREZHE]

EEEFER, IIIRKBENET,

[EEEIE]

1.ipv6 mld snooping ¢ MLD snooping ZE#MICY 2 & X2, MACT7 RLAT—=7LDIY b UED
BRIV MVICEL, BRIV M PITRTERTE2VIEAIE, MLD snooping 2IEL < #{EL %
The TV MIEMMAC 7 FL AT — 7 LORNEZEAELNIC tréoto I, BEREREL TS,

2.1n0 ipv6 mld snooping &€ L7z &, ANEET MLD snooping PHEMICZ D X9, 2Dz
VLAN A > % 7 = —Z T ipv6 mld snooping 2> RZHREL THHEHEA VI T2 — AT MLD
snooping AEMIZZ D EH A

B

[BS&ET~ > K]

ARV

141



6 IGMP/MLD snooping

ipv6 mld snooping (VLAN 1>9 7 1 —X)

142

VLAN A >4 7 = —Z MLD snooping #B#IC L £,

[ABAHE]

BRMOH
ipvé mld snooping
1BHROHIFR

no ipvé mld snooping
[AHTE—RK]

(config-if)
VLAN A V%7 x—2R

NS A—5]

=L

(27> REBIEOBF]

YA >4 7 x— AT MLD snooping ZEHICLE T,
LEEANDFE]

ARa< Y FEHREL72HE, MLD snooping T b DEENPFETITHET, [Pv6 vILFF v X M8 ry
;2% VLAN HD &R — }\ CHENET,

[EXREMB D R BRZZH]
EEEER, TRBRSNET,

B

l.AR3~ > R MLD snooping B9 558, MACT RLAT—=7LOIT Y M )EAFRATY b
VIEL, RELTY NPT RTCBHRTE 20 EEIE, MLD snooping MIELLEIfELEHA. TV
IS MAC 7 RLAT =T VONBEELANICZ S L5, BRERBELTLLZI 0,

2.709—=)N)var7 4 7 L—3 3 »E— RKTnoipvé mld snooping I~ > REFE L7z iHe, REEBET
MLD snooping B ENICH VT, 2D, AITY RERELTHEYA > ¥ 72— AT MLD
snooping EMICZ D E£H A

(BSEIY > K]

ARV



6 IGMP/MLD snooping

ipvé mld snooping fast-leave

MLD BB RE 2 B X0IC L £ J

VLAN A > %7 2 — 2T, MLDv] Done A v+ —Y3# &0 MLDV2 Report (BEHZESR) 2 vt —V%%
FELEBE, §ICHER— PADIPV6 TLFF+ 2 MEEEZELLET,

[AFRZE]
E|OR

ipvé mld snooping fast-leave
BHROHEIR

no ipvé mld snooping fast-leave
[AFIE— K]

(config-if)
VLAN A V%7 x—2R

/N5 A —4]
7L

[3~7 > REEERFDEE]

MLDv1 Done X v+t — 8 &0 MLDv2 Report (BEfRZEEK) X vt —Y%2ZELHE, ZEF— I
Fl—VLFF ¥ AN ITN—TOZEENPFEHEL LN E2HER LT, IPv6 v L FF+ A MBEAXEFELLE
9, MLDv1 Done X vt — B XU MLDvV2 Report (BERESK) Ayt —Y2ZELLbED, HRL
HOM (77 4 MEL 3MRE) 13 1Pve v LFF+ X MEESHFELE T,

LEEADRE]
%L
[EXEME D R IREZHE]
REMEER, IIIRKMSNET,
CE=EIAE]
1.8%%4 > % 7 = — AT MLD snooping » #2158, REREIIEELEE A

[BS@ET~ > K]

ipvé mld snooping
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6 IGMP/MLD snooping

ipv6 mld snooping mrouter

144

VLAN A V7 72— AL FF Y A ML—FR— b 2BELE T,

AR
B

ipv6 mld snooping mrouter interface <interface type> <interface number)>
e QLI

no ipvé mld snooping mrouter interface <interface type> <interface number>

[AFTE—NK]

(config-if)
VLAN A %7z —2X
[INSX—5]
interface <interface type> <interface number>
VLT FX AN R ZRET S VY T2 —AZEELET,
1LAINT A — 5 B OFHE
BB TEELA
2 B D E HiF
<interface type> <interface number>2id, IRICRG A ¥ ¥ 7 = — ARRI )L —FITRIET 5 A
YETI—ARBLUA VY T 2 —AFSZIEETEE I #Flllld, [T X -7 ITHEETE 51E]
O WS> 7 - ADEERE] 2ZRLTILEE W,
AR P EFT =R
cAR=FFr RNV T T—R

[O7 > RARIFDEIE]

L
CEEADFE]
L

[(EREE D Sz BRE2 1]
REMEER, IICRKBINET,
CE=ZEIE]

1.3 1 >4 7 = — AT MLD snooping 7" xh e 56, REREIIEICLDET,

2.VNVFFY AP —=FR=MIF v RINVTV—T%FET 555, <interface type> <interface
number>{ZIE AR — b%vzw4/97l A% ﬁbf<tém F v INTN—TDR— & A —
YRy b UF T2 —ATRELIG BEITENICEDET,

(BSEDV > K]

ipvé mld snooping



ipvé mld snooping querier

VLAN A >4 72z —ATMLD 71 7Hpe2 BN LET,

[AFRZR]
BROBRE

ipvé mld snooping querier

TH|MOHIR

no ipvé mld snooping querier
[AFIE—R]

(config-if)
VLAN A V%7 x—2R

[INT X —49]

L

[O7 > REREFDENE]

HUA YT —ATMLD 7Y PRABEZEINICLE T,
LEEADSE]

L

[EBREBE D R IRZDHE]

TEEEER, FICRMENET,

[EEEIE]

2

1.8%34 1 > % 7 = — AT MLD snooping BE#h 22158, F721%

6 IGMP/MLD snooping

UL YT —ARICIPVO T FL A

(IPv6 Y > Z7a—HLT7 RLR) ZBRELTWVWARVWESR, MLD 7TV 7HEEZEELEEA

2.8EA I T2 —ATIPVO YL FF Y A M —T 4 VT2 FEHALTVWSEE, [Pv6 vILFF ¥ A b
V=T 4 > 7O MLD 7 1) 7HEER BT 5780, MLD snooping ® MLD 7 TV 7 #EEIXBI1E L £

Ao
[BS@ET~ > K]

ipvé mld snooping
ipv6 address
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7 7I7RAVA N

771X X MY

W77 tER)ARNY

TR AMIER, 772 R) A MOEBFELTHERATZ7 7R A NEOHTY, ZHTHIY
74 7 L—3 3 »d<access list name> %, FwA 28602 Y A MERTEZ £,

W —7> R
D= ZHEE, permit Iy FBLUdeny av Y FEBEROFERELY M) OAETT,

77 A A M &R T, flow max-configuration 27 > REERIIRA 96000 T ~ Y, flow max-
configuration I~ > FREERIIHRA 64000 T MUERTEE T, T TOY =7 AHUTIE, QoS
TU—YA DY =T VAR EHET

B9 71—REWETED 77 EAVA MY

AVFTI—RIHETEBRTVERAVAMRER, A VI T2 —RAICBETCESLT LAY A NDBRKT
T A 28602 U A MERTEET,

TIEAVRANERERLTA VY T2 —RICRELEZVES, A VY T2 —RAIIRETEAT LAY A
BT3B A A

—DDT LAV A NEERDA V7 T 1 —ATHELES, MIJANELTHAET,

—ODA VI T —RAIEBROT 7R A NERELIEE, FIUAMELTRAET, Z0EX, 7
BIERERNZRI) AP ELTHAE T, L BICT 78RV A MNRZEZIRET A0 EIPICEEREL, F
—A 5T 2= ADZEREEEBRIOMAICHKE LB, 2VAMNEEAIET,

T, TANMFER)Y—R=AIF—Y VTR ANELTHAET,
B> 97 1—RAERETEDY—T A

AV TI—RIIRETED YT VARER, A VI T2 —RAIIRETZDY =TV ADBE T 1V
T —ARETCESLY =V ARERORIINLE T,

RKR7-1 A2VITI—RIHETED—T VA

9 . . S > = s S ~
NeRSTPFOT 71 flow max conflgrljftlon VRO AVITI-RICRETESRY—T>
XE e
switch-1 - 64000
switch-le
switch-2 O 96000
itch-2-qi
switch-2-qing § 64000
switch-2-flow O 256000
X 256000
switch-3 O 96000
switch-3e
X 64000
switch-3-qging
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g i iona<v>R P —RICERETCED—7T2
NeRHT7FOT 71 fbwnmmegﬂﬁmn Y RD 129 71— RICEETED—T >
X E Xy
switch-3e-ging
(LB O:FEHY X F/HERZL — BREANA

CITOY—r VAL, QoS 7u—J A MDAV F T 2 —Rl

\/V

— TV ABUCEHAEE A

— TV ADEEPIENWT VLAV A b2 A v F T 2 — Rl

o B
< AxX

CRETEDV—FT VAR LEARAET,

TFBULIEE, AV T1—RIHETES

VIV ADBRENH AT VLAV A R VI T2 —RAIZBEELLES, 772 AVAMEARER LI ED
WERZL, AV T 2—ACHREENLZTIZEAVA NI EIZHIZ Y P ELTHEAET,

W77 ERAURNRES = 2 ZHOELB]

FTIEAYANRE Y =7 ABOEHE %,

R7-2 7IERAVZANES—7 > ZABOELS

RORITRLET

REH

e
7I7tEAY
AN

fEHT 3
129
JI—XIC

HRETED

7I7tA
AN

fEHT 3
129
Jx—RXIC
BETED
=R
%

TUEAYA D AAA BIEELT, 1 =3y bV ¥
7 x—2A1/1 ® inbound IZ&%

interface gigabitethernet 1/1
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1Y Ab

I1YAR

3T NY

3xhY

BEROBEEAIMELTWARET, 771X U A AAA %
ERRLT, 1 =¥ % b %7 xz—21/1 ® inbound iZ
BRE

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1 YAb

I1YRAR

2T HY

2TV hNY

TR AN AAA RIERR LT, A —FFv b2
7x—21/1 & 1/2 @ inbound 12 &%

interface gigabitethernet 1/1
ip access—group AAA in

interface gigabitethernet 1/2
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1YAb

2R B

3

6THY

BEROBEELZINIELTWARET, 771X XA N AAA %
ERLT, A —UFX v b2y T7x2—RA1/1&1/2D
inbound 2%

1YAb

2R B

2T hY

4T
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REH

e
77EAY
AR

EAY 3
129
JI—R(C
HECTED
7I7tAY
A M

fEHT %
129
7x—XIC
BECTED
=R
E3

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access—group AAA in

interface gigabitethernet 1/2
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

TIEAYAN AAA ZERRLT, 1 =P %y b2 %
7 z—2A 1/1 ® inbound & outbound IZ5%E

interface gigabitethernet 1/1
ip access—group AAA in
ip access—group AAA out

ip access—-list extended AAA
10 permit tcp any any
20 deny udp any any

1Y A+b

2UA R

3x>rbhY

6Lk

REEROEEZMIEL TWAIRET, 77 A A M AAA %
ER LT, A1 =¥ %y b % 7x—2A1/1 ®inbound &

= ut—d

outbound IZEFE

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access—group AAA in
ip access—group AAA out

ip access—-list extended AAA
10 permit tcp any any
20 deny udp any any

I1YRR

2UA b

2T

4T

T2 A) XN AAA ZERRLT, 1 =YXy b V¥
7 x—A 1/1 ® inbound 2%

772 AXJ)ANBBBZERKLT, 1=y b2
7 x—2Z 1/2 ® inbound IZ§%

interface gigabitethernet 1/1
ip access—group AAA in

interface gigabitethernet 1/2
ip access—group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

2UR B

2R

6T

6ThY

BROBEZELMIELTWAIRET, 772X Y XA~ AAA %
B LT, 1 =Yy A >% 7 x2—Z 1/1 ® inbound IZ

B3

A e

7% AY AL BBBRMERLT, £ =%y Ry
7 x—2A 1/2 ® inbound 2%

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access-group AAA in

2UR B

2VA %

4Tty

4T
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(R =AY S

BT 74‘/;_ fERT 3 7‘”;_
Ep FORRY | i T s—syz LT
2 N HECTED 2 HECED

7R S—H2

AR %

interface gigabitethernet 1/2
ip access—group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

T A)ANAAA BERRLT, /1 —H%3%vy b ¥ 2UA b 2k 6L 6T HMY
7 x—2Z 1/1 ® inbound 2%

77®AYANBBB ZELT, 1 —Yxv S
7 z— A 1/1 ® outbound IZ8¢E

interface gigabitethernet 1/1
ip access—group AAA in
ip access—group BBB out

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

BEROBEZMELTVWARET, 772 A AMNAAAZ | 2U X b 2U AR 4T hY 4T hY
fER LT, £ =Yy b ¥ 7 x—2Z1/1 ® inbound IZ

Ean—d

A E
77X AY X NBBB EZ{E LT, 1—Hxvy MU
7 z—2Z 1/1 ® outbound IZF&E

no flow filter implicit-deny

interface gigabitethernet 1/1

ip access—group AAA in
ip access—group BBB out

ip access—-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

TIEAYAAAA ZERRLT, A ¥ 7 2 —RIZERAL | 1 YA 0URAb 2T kY Ox>hvY
Q)

ip access-list extended AAA
10 permit tcp any any

BROBEELZNIELTWARET, 778XV A MNAAA%Z 1 UXb 0YJRAbB 1>y (0= N
ER LT, A ¥ 7x—RIZEALLZL

no flow filter implicit-deny

ip access—list extended AAA
10 permit tcp any any
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BE CEBRMB KUE

B0 N3J)LEFR (IPv4)
[Pv4 OF0 b ILEFRE LT, BETEZEHMERDEBICTELET,

& 7-3 EETRELTONILRIR (IPv4)

70k J)LEFR WRFOKNINES
ah 51
esp 50
gre 47
icmp 1
igmp 2
ip ITRTCOIP Fu ban
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
VITD 112

B O0N3J)LEFR (IPv6)
IPv6 70 F I NVZIRE LT, ETELEMERDEIIRLET .

xR7-4 IEEUREL O NIILEF (IPv6)

70k J)LEHR WRFOKNINES

gre 47

icmp 58

ipve ITARTCOIP Fu bl

ospf 89

pcp 108

pim 103

sctp 132

152



7

TIEAUVR K~

7’0 b O LEHR WMRFONINES
tcp 6
tunnel 4
udp 17
VITp 112

WAR— & (TCP)
TCP THETE 54— MEHE, WORITRLET.

& 7-5 TCP TEERELGR— NBHR

R— hBF HNRR— NEHIUES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
ldap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
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R— hBF HNRR— NEHIUES
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

WR— bR (UDP)
UDP THHETE 58— M &%, RORITRLET,

& 7-6 UDP TIEEDREGAR— KRR (IPv4)

R— NEHR WRR— NEHIUES
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
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R— &

HRR— BB IUES

radius-acct

RADIUS Accounting (1813)

rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)

£7-7 UDP THEETREAR— MBI (PV6)

R— N&FF WNRA— NBBLUES

biff Biff (512)

dhcpvé-client

DHCPv6 client (546)

dhcpvé-server

DHCPv6 server (547)

discard Discard (9)

domain Domain Name System (53)

echo Echo (7)

isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)

nameserver Host Name Server (42)

ntp Network Time Protocol (123)

radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)

sunrpc Sun Remote Procedure Call (111)
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R— N2 WRR— NGB RUES

syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)

Mtos &

FBETEZ S tos &M%, IROFRITRLE T,

#*& 7-8 IEFETIEER tos R

tos &HR tos f&
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
Mprecedence &#H

fE8E T Z % precedence ¥z, ROFITRLE T,

& 7-9 IEETIEER precedence &Ff

precedence &#f precedence fB
critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
priority 1
routine 0
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BDSCP &7

fEET& % DSCP &5z, ROFRITRLE T,

& 7-10 3$5ZETTRER: DSCP &R

7

TIEAUVR K~

DSCP &7 DSCP {&

afll 10
afl2 12
afl3 14
af2l 18
af22 20
af23 22
af3l 26
af32 28
af33 30
af4l 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
cs5 40
cs6 48
cs? 56
default 0
ef 46

| Rk ST N e i1

BETESA Yy by A TEM%E, ROKRITRLET,

R7-11 EBEARELGT -2y NI 1SR

1 =%y NI 1 TEH Ethernet {& #E
appletalk 0x809b
arp 0x0806
axp 0x88f3 Alaxala Protocol
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1=ty NI TFEHR Ethernet f& "E
eapol 0x888e
gsrp — % Gigabit Switch Redundancy Protocol
ipv4 0x0800
ipvé 0x86dd
ipx 0x8137
Xns 0x0600
FEXx AL TLEREA
W3E5E MAC 7 R L &5

BETE 255K MAC 7 RLAAMZ, ROFRITRLE T,

xR 7-12 IEETIRELIESE MAC 7 K L X7

58557 K L RI8E BT KL R SB5ET7 RLATYRT

bpdu 0180.C200.0000 0000.0000.0000
broadcast FFFF.FFFF.FFFF 0000.0000.0000
cdp 0100.0CCcC.cccC 0000.0000.0000
lldp 0180.C200.000E 0000.0000.0000
multicast®1 0100.0000.0000 FEFF.FFFF.FFFF
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
slow-protocol 0180.C200.0002 0000.0000.0000
unicast-flood*2 BE L7 HE LRV

X1

TU—RFr X MSTy NEERET,

EX2 79Ty hEBHELE T, Outbound GEEM) 7ZJICiEETEE T,

WXy t—2%F (ICMP)

ICMP THETZ 5 A vt —V&M%E, MORITRLET,

KR 7-13 ICMP THEETRELZ A Y E—T R (IPv4)

Ay t—JEF Ayt—T% I17 J—K
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 BEZL L
conversion-error Datagram conversion 31 BEZ L
dod-host-prohibited Host prohibited 3 10
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Ay - Ayt—T% 917 J—NK
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 BELL
echo-reply Echo reply 0 fHEL L
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence- Host unreachable for precedence 3 14
unreachable
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16 fHEZ L
information-request Information requests 15 BEL L
mask-reply Mask replies 18 BELL
mask-request Mask requests 17 HEL L
mobile-redirect Mobile host redirect 32 BELL
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 EEZ L
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5 fBEL L
router-advertisement Router discovery advertisements 9 HEL L
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Ay - Ayt—T% I17 d—R
router-solicitation Router discovery solicitations 10 fEEmL
source-quench Source quenches 4 BEXL L
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11 BELL
timestamp-reply Timestamp replies 14 fBER L
timestamp-request Timestamp requests 13 fEEm L
traceroute Traceroute 30 BEXL L
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 BEZL L

K 7-14 ICMP TIEETRER X v £— TR (IPv6)

Ay t—JEF Ayt—T% 917 d—R
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 fBE=L
echo-request Echo request (ping) 128 BEL L
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 BELL
mld-reduction Multicast Listener Discovery Reduction | 132 BERL
mld-report Multicast Listener Discovery Report 131 BELL
nd-na Neighbor discovery neighbor 136 EEZ L

advertisements
nd-ns Neighbor discovery neighbor 135 BEL L
solicitations
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 BEZL L
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4 fHEZ L
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
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Ay tE—T&F Ayt—T% 917 d—R
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seg-number Router renumbering sequence number 138 255

reset
router-advertisement Neighbor discovery router 134 BELL
advertisements
router-renumbering All router renumbering 138 fBEZ L
router-solicitation Neighbor discovery router solicitations | 133 fBEL L
time-exceeded All time exceeded 3 fBEZ L
unreachable All unreachable 1 fBEL L
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advance access-group

162

A5 72 —AIIR LT Advance 772 A Y 2 b %@ LT, Advance 7 1 LY EREZBRIICLE T,
BHTEAM Y 72— RAEZRIIRLET,

s A =YXV b EFT =X

C TRV YT I TR

¢ R=bF¥ANVTTAFT2—R

* VLANA > 7z —X

BV —R=ZAN—F 4 VT DINFGA—FEHELTIERAVRA M2, V¥ 72— REAT 5 & 13,
74 J)L%® Inbound (ZEMH) ZHEEL TS,

AR
BROH

advance access-group <access list name> {in | out | in-mirror | out-mirror}
BMOHIBR

no advance access—group <access list name> {in | out | in-mirror | out-mirror}
[ASTE—R]

(config-if)
A=V xy b ¥Tx2—X, VLANA ¥ Tz—X
(config-subif)
=2y b TA T 2=, R=brFvRZLTTAL Tz —2A

NS A—95]
<access list name>
Advance 74 L¥DT7 7t A A MNGEEELE T,
1A T A — 5 BEgR O FIHE
B TEEHA
2. [EDEEH
3l XFLHNOT7 72 A A MEEEELE T
B, [T XA—FIIBETEAME] 2SBL T 2S00,
{in | out | in-mirror | out-mirror}
7 4 L% ® Inbound 7 Outbound, F7ziZKV) ¥ —~_X—=23IF—Y >~ ® Inbound A Outbound %
BELEY,
in: 7«4 )L%®Inbound (ZERIDHEE)
out : 7«4 L% ® Outbound GEFRIDIEE)
in-mirror : KYJ) ¥—=~_R—=235—1Y > 70 Inbound (ZEENDIEE)
out-mirror : RY ¥ —=~_R—=2 35— > Z® Outbound GEERIDIEE)
1. AT A — 5 BigR O WHE
HBETEETA
2. D EHH



7 7I7EAVA N

ARV

[O7 > REEEFDOEE]

ARV

[EEADFE]

T4 VY DOBROBERLY NI HAEE, 1 T NI ERRELLET VRV AN RS VI T 2=
HHEIBRT A EZIE, IRTOIZY NIDHIBRENS ETOR, ZHA Y 72 —ATRELLZN Y NI
ROFERLY N T—BNIEEINE T,

[EXREME D R BREZH]
EEEER, §IERICKRSNET,

E==IE]

1. 79 —#HE— R condition-oriented D & ZIZRETZE T,

2.F—DAF T =R LT, 747D Inbound & Outbound, BXUKY ¥—R—=23I5—-1
> 27 ® Inbound & Outbound ICFNFN—DORETZTE T, J TIIHESNTWBIES, HIFRLTH
HERELTL S,

3.FEE LW Advance 74 LY 28R E LB EIXAIDEMELEH A, Advance 74 LY DT7 71 R
A MNZIXBFREINET,

4.7 0 —BHZEMARERIC mac-ip Z218E L, 7 0 —#HSMAFIC own-address £7z13 own-prefix /87 X —
I WHAHEEE, NRA VI T2 —RIZIPVAT FLADRRESN TS EZICRETEET,

5.7 0 — MR mac-ipve ZHEE L, 70 —MSEMIC own-address 7213 own-prefix /¥ 5
A—=IDBHBGEEE, WRA VYT 2 —RAC—2/2F[Pv6 7O —NLT7 RUADBHESN TS L X
:%’Eﬁfé‘i@“o

6. R Y —R=2A)V—TF 41 Y TOEENH5HHE, 70 —BHFMOSEE IPv4 7 L AIZ, "RA 5
71— RIRESN TS IPvA 7 FLZRBRETE Z A,

7. R Y =R=AN—TF 1 VT DIEENHZ5E, 70— BREFHOFEIPV6 7 R L RIZ, NMRA V¥
71— RICHESNTWLAIPV6 70— N7 FLAERETEEH A,

8. 7 0 — &I interface 8T A= BEESNTVWAES, 1 —T 2y M V¥ T 2 —X72HIFH
ETEET,

9.7 U —MHZMIC interface /8T XA —F PEESNTVEES, WMIHT A4 VT T2 —ANRESNT
WHEZLRTRETEET,

10. 7 0 —#EHZEHO5E5%E MAC 7 F L AIC unicast-flood ZEE &N TV 54, Outbound (GEEMH)
RIFICRETEET,

11. 7 u —MH g1 inner-untagged, inner-user-priority, %721 inner-tag-vlan /\7)< 5 ItERE
NTWaEE, 778 AFR—-rBLUO b2 V7 R— D Outbound GEEFHE]) | Efﬁiﬁ
/1/0

12. policy-mirror-list /85 X =% 2R LT 7L A A M%7 4 )L¥IZH#EA L 725B4E, policy-mirror-list
INTGA—=F I ELDE T,

13.policy-list /85 X — ¥ #5E L7277 £ 2 U X h 2 HY Y —R—23IF—1 > ZICHEA LB
policy-list /8T X =¥ I3 Wh &2 D £9,

Ullll
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ld.deny I~V REEELLET VLAY A NERY ¥ —R—=23 57—V Y JICHEA L25E, deny Bi{EIX
WHEEDET,

15.10g 8T A=Y ZIHE LT VLAV A MERY ¥ —R=23IF—Y Y JIZHERA LI5S, log/tT
A—FI3HHEZDET,

[B8EOY > K]

advance access-list
flow detection mode
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advance access-list

Advance 74 WV ELTCEMET AT VRV A MEBRELE T, KO~ FE2ETT 5 &, config-adv-
acl E— FIZBITLE T,

[ASFER]
IBHRDERTE

advance access-list <access list name>
BHROHIR

no advance access-list <access list name>
[AHE—RI]

(config)
[N A—=5]

<access list name>
Advance 74 V¥ DT 7 AU A ML EIBELET,
IPv47 RLAT 4 V%, IPv4)Sry v 7 4 L%, IPv6 7 4 L%, BEUMAC 7 1 L% T TICfEH
ENTVBRT LAY A NRIRIEETEEHA

1.AKINT X — & RO #IHAE
B TZXEHA
2. B D 8% 7 i
3l XELHNOT7 7 A ) A MNEEIBELE T,
L, [/ XA —FIIBETZAME] 2R L TLIEE 0,
[O7 > REREFDEE]
L
LEEANDEE]

T ALY DEROEELY MBS, A VI 72— RACEAFAT, | T MU EABE LTS
22U A NEHIBT B E X, a‘&r@l/ MUBHIBRE NS ETOM, FHA ¥ T2 —ATEEFLEN
o NORBEROBEEL Y N T—RBNICEESINE T,

[ERTEME D R BRZZH]
REMEAER, TIOERICRBENET,

CEE=EIE]
L
[BSEa~ > K]

advance access—group

advance access-list resequence
deny (advance access-list)
permit (advance access-Llist)
remark
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advance access-list resequence

Advance 7 4 V¥ D7 u—HEHFERIEF O —F » ABSZHEREL LT,

[AFIRR]
EHORE - AE

advance access-list resequence <access list name> [<starting sequence)> [<increment sequence

>1]
[AIE—R]
(config)
NS X—9]

<access list name>
Advance 77t AU A MZEEELE T,

14N T X — & IR OF)HE
BETEEEA

2. (B DR E i
3l XELHNOT7 7 A) A & =BELE T,
L, [T XA —FIIBETZAE] 2R LTLIEZE W,

<starting sequence>
Bty — 7 VY AESZIHELE T,
1.AIST X — 4 BEER O Y HE
WFAEIX 10 T,

2 fEDHREH
1~4294967294 (10 ##) ZIEEL L9,

<increment sequence>
V=V AA YT YRX Y MERIEEELE T,
1. &85 X — ¥ BREEOMHAE
HAEIL 10 T,

2 fED R EH
1~100 (10 ##) ZHEELET,

[37 > NS OEE]

7L

CEEANDRE]

%L

[EXEME D RIRZH]

EEEER, §IGERICRBRENET,

7
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[EEEIA]

ARV

[BHhEIY > K]

advance access-list
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deny (advance access-list)

168

Advance 74 V¥ TOT 7t A% ERT AEM42EELET,

[AH]

BHRORE - K£H

[<sequence>] deny mac <target flow> [<action specification>]
[<sequence>] deny mac-ip <target flow> [<action specification>]
[<sequence>] deny mac-ipv6 <target flow> [<action specification>]

IEEHQLEUES

no <sequence)

<target flow>:

mac <target flow>D#E4
MAC Ny ¥ &7 u—1&Hd 5560 7 0 —HEE T,

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <destinat
ion mac mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [i
nterface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ran
ge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-use
r-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan

id>1}1}] [{layer2 | layer3}]

mac-ip <target flow>®D5&

MAC ~v #5fF, VLAN Tag ~\v ¥, IPvd Ny FEHEBLI LAV 4Ny ¥EHETT 0 —iEH
THHED 70— BHERETT,

Ho/NT XA =% 2T u—BHEHFET 2B, LA VANY YEFI 70 —MHEFIIEETE T E
A/O

+fo T A —=%7 LT, k7o b2 TCP, UDP, ICMP &' IGMP DN D54

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own
-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<d
estination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4d> |
own-address} | any | own-prefix | range-address <destination ipv4 start> <destination i
pv4d end>} [{[tos <tos>] [precedence {<precedence)> | range <precedence start> <precedence
end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <lengt
h>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [us
er-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id
>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start)> <priorit
y end>}] [inner-tag-vlan <tag vlan id>1}]1}] [{layer2 | layer3}]

+o /XS RX—=%7 LT, Eu7a b3y TCP D&

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} tcp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[established]

| [{+ack | -ack}] [{+fin | -fin}] [{t+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+ur
g | -urg}1}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precede
nce end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <le
ngth>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged |
Luser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan

id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <prio
rity end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]
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+o /85 X =% LT, B a3l UDP Digés

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} udp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[tos <tos>] [
precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> |

range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fol [
interface <interface type> <interface number>] [{untagged | [user-priority {<priority> |

range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [in
ner-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan
<tag vlan id>1}1}] [{layer2 | layer3}]

+o /NS X—=¥ LT, EAi7a haLsy ICMP DS

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} icmp {{<sou
rce ipv4d> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{
<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messaged}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <length>] [ {+mf
| -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [user-priorit
y {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner
-untagged | [inner-user-priority {<priority> | range <priority start> <priority end>}] [
inner-tag-vlan <tag vlan id>]}1}]1 [{layer2 | layer3}]

+o /8T A—=%7 LT, BT T s H IGMP O5H

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} igmp {{<sou
rce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start)> <destination ipv4 end>} [(i
gmp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedenc
e end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <leng
th>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [u
ser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan i
d>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priori
ty end>}] [inner-tag-vlan <tag vlan id>1}1}] [{layer2 | layer3}]

+Ho/NF X =¥ H D DIFE

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol> | icmp | igmp | tcp | udp} {{<source ipv4d> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4 star
t> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination
ipv4d start)> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <pre
cedence start)> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface
number>] [{untagged | [user-priority {<priority> | range <priority start> <priority end
>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range
<priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}

mac-ipvé <target flow>D5&
MAC N &%, VLAN Tag ~\v ¥, IPvo Ny FEHEB LIV AV 4Ny ¥5&4ET7 0 —H
THHEDO T 0 —EHSEMFETT,
Ho/NTA—FETU—BHFMHETHHE, LAY 4Ny YEEE 70— BHFMFIEETE S E

/I/O

+o /8T A =% LT, bfu7a sans TCP, UDP B LU ICMP DIStOIEE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <

169
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170

protocol>} {<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-addre
ss <own address length> | own-prefix | range-address <source ipv6 start> <source ipv6 en
d>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-ad
dress <own address length> | own-prefix | range-address <destination ipv6 start> <destin
ation ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{l
ayer2 | layer3}]

+Ho /85 X—=¥7 LT, Eu7a b2y TCP D&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac name>} tcp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any| own-address <own address |
ength> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<lengt
h>| host {<destination ipv6> | own-address} | any | own-address <own address length> | o
wn-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[establis
hed] | [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [
{+urg | -urg}1}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{l
ayer2 | layer3}]

+o /85 X—=¥7 LT, Ef7a baLs UDP OEE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac name>} udp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length)> |
own-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start)> <destination port end>}] [{traffic-
class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper |
lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{
untagged | [user-priority {<priority> | range <priority start> <priority end>}] [tag-vla
n <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority s
tart> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]

+o /XS XA—=%7 LT, Eu7abaLy ICMP OFE

mac-ipv6 {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} icmp {<so
urce ipv6y/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 endd>} {<destinati
on ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own addr
ess length> | own-prefix | range-address <destination ipv6 start> <destination ipv6 end)>
} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messag
e>}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <dscp end>}}] [
length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interf
ace number>] [{untagged | [user-priority {<priority> | range <priority start> <priority
end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | ra
ng?]<priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | laye
r

+Ho/XF XA =% H D DIBE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac name>} {ipv6 | <
protocol> | icmp | tcp | udp} {<source ipv6>/<length>| host {<source ipv6> | own-address
} | any | own-address <own address length> | own-prefix | range-address <source ipv6 sta
rt> <source ipv6 end>} {<destination ipv6)>/<length>| host {<destination ipv6> | own-addr
ess} | any | own-address <own address length> | own-prefix | range-address <destination

ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [+fo] [int
erface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ra
nge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner
-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <ta
g vian id>1}1}] [{layer2 | layer3}]
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<action specification>:

action log

[ASIE—K]
(config-adv-acl)
[N A—=5]
<sequence>
Ju—BHEHEOERAIEF THZ Y —T S ABESEEBELE T,
1. 485 XA — 4 B O HAE

77t AU X NRICEEDS WSS, HEIX 10 TY,

ZMEBELTCHAES, BELTHAY—T VAESORKEFLO TI,

72720, V=V ABESOBRKEN 4294067284 LD KEWVEZIEEL-EAEIIEBTEEEA,

2. f[ED R EEH
1~4294967294 (10 ##) =#HEEL £,

<target flow>/VF X —%

{<source mac> <source mac mask> | host <source mac> | any}
RETLTMAC 7 RLARIEELE T,
host <source mac>##EE 9 5 &, <source mac>DFL—H* 7u—mHFE4tELET,
TARTOREFBITMAC 7 RLARIEET A58t any 2I8ELE T, any 218E€ T 5 &, EET
MAC 7 FL A% 70— HEHFEITLER A
L.AINT X — 4 BEEEE O F)HAE
EBHRTEETA
2 [EDRE
<source mac>IZIEEFEIEMAC 7 L ZAAHEELE T,

<source mac mask>IZIE MAC 7 RL ADHFTHEEDEZHFT Ay NN THI AT %
MAC 7 FL AKX THREL £,

MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 HEE)
{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}
FEEMAC 7 RLARIEELE T,

host <destination mac>##EE 3 % &, <destination mac>DEe—H %z 70 —EHEGE L E
—a_O

FTARTDFEEMAC 7 RLAZIEET A5 any #BELE T, any #18ET 5 &, %%k MAC
7R RZT7u—BHEFEIILERA.
1.AK85 X — & RO ¥ HAE
BB TEXIEA
2. B D E% T i
<destination mac>I2I3FEE MAC 7 RL Z#BE L 7,

<destination mac mask>i2lZ MAC 7 RL AOHR CHEBEOERHFO T 5y 2T A
7% MACT FLAERTHEELE T,
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<destination mac name>1213%65%E MAC 7 R L ZGM=2BE L £9, F8ETE 55858 MAC
7 RUREME [R7-12 BEEWRELTEHR MAC 7 RLAZ] 22 L TLIEE 0,

MAC 7 R L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 HEE)
<ethernet type>
A=y ML TEHESEZEELE T,
1. AT X — 5 R OHE
L (BHEAFELEEA)
2B E HH
0x0000~Oxffff (16 %) F7zidA —H 2y by A SE/UEEBELE T,
HETEAA =Yy N A TEIRIE [R7-11 BETREZA —Y v N1 L] 258
LTS,
interface <interface type> <interface number>
AT V—LHBT 55 72— AEHELET,
1. AT A — % BsR OFHAfE
L (BHEAFELEEA)
2 [EDE
<interface type> <interface number>i2id, RITRT A > ¥ 7 = — AR 7L — TGS
B2AVE T2 —AZBBRUA VI T2 —AFBZI/ETS LT, ML, [T A-FIHEET
E5E] O (A28 7 2 —ADEEHE] 2ZRL TS W,
A —PRY TSI T —R
R P F Y RAYTA I T =R
-VLAN A %7 12—
untagged
Untagged 7 L —LOBHZEEL T,
1. AT X — 5 BROHE
L (BHEAFELEEA)
2B E HH
AQ
user-priority {<priority> | range <priority start> <priority end>}
1 BBEH® VLAN Tag O 1 —JEEEEZHBEL£7,
range #18E€ 9 5 &, <priority start># & <priority end>D &% 7 0 —MEEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BRHEFELIEA)
2B D E
0~7 (10#%) 2HEELET,
<priority end>IZi&<priority start>kX D KEWIL—HPEEEZIFEL TS,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID Z#EE L %9,
1. AT X =5 BRROHE
L (BHEAFELEEA)

2. fEDFEEEH

172



7 F7I7EAURN

0~4095 (10 &#) =fEEL £,
inner-untagged
2 BtH® VLAN Tag 27287y hOBHZEEL T,
1. AT X — 5 BIgR O F)HE
L (BHEEfELEEA)
2 ED R E HH
L
inner-user-priority {<priority> | range <priority start> <priority end>}
2B H® VLAN Tag D1 —HVEBEELIEEL T,
range #18E€ 9 % &, <priority start>7* & <priority end>0 &% 7 0 —HFEHFE LET,
1. AT X — 4 BEgR O Y HE
L (BHEEAELEEA)
2 MED R E
0~7 (10#%) ZHEELXT,
<priority end>iZid<priority start>& D KE WL —HFEEEZIEE L TS0,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID 2#5E L %7,
1. AT X — 5 BRI HE
mL (BHEfELEEA)
2MED R E HH
0~4095 (10 &%) ZHEEL X7,
{ip | <protocol> | icmp | igmp | tcp | udp}
70— EHSEARERIC mac-ip ZFEE L2 BAIERTEE T,
IPv4 /8y SO B 70 S IVEEEIEELE T, 7272L, IRXTOTE FALENRET 25H
ip ZHEEL L9
L.ANT X — 4 BEERE DR HE
B TEEEA
2 MEDRE
0~255 (10##) /- 7a I LVE&H2EELE T,
EETE570 balL&iNE [R7-3 fEERREL 7T FaLaf (IPvd)] 22RLTLES
W,
{ipvé | <protocol> | icmp | tcp | udp}
70— #HEEAERIC mac-ipve 28T LIZIBAICRIRTE £ T,
IPV6 /87y FO BT O S INGEEEZEELE T, 2720, IRXTOTO FALENRET 25H
1 ipve ZHEEL £9
1.AST X — 4 BigR O Y HE
BB TEEEA
2 MED R E
1~42, 45~49, 52~59, 61~255 (10#%) /370 b aLEREEELET.

BETZA7U b LA [R7-4 EEAREL 7T baLEF (IPv6)] 2L TS
W,
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174

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}

REETIPVA 7 RLUAZBELE T,
host <source ipv4>%18ET 5 &, <source ipvd>DFHE—EH%* 70 —HHEFEHFEE LET,

FTRTOREEBILIPVE 7 RLUAZBET 25 E I any #18E L £, any #18ET 5 &, REET
[Pv4 7 RLAZ 70 —@HEGEEILEE A

own-address ¥ EET B &, WRA VI T 1 —RITHESNTWVS IPvE 7 FL XA 2 EET IPv4
FRLAELT T —HEBFICLET,

own-prefix Z8ET A&, WNRA VI T2 —RAIHESNTVBIPVAT7 RLADRY N T =T 7
FL2ERZ 70 —BHEMFICLE T RA M7 FUARIBERE LE I,

78, own-address B & U own-prefix ZIHE L7zA ¥ 7 2 —ANYLF F—LDHHE, 7T
A< IPv4 7 RLUADPRRIZZD £7,

range-address Z#§E 9 % &, <source ipv4 start>7 5 <source ipv4 end>D#HiF % 7 0 — & H
FEELET,
1. AT X — 4 BEEEE O F)HAE
BB TEEEA
2. fEDREEH
<source ipv4>ICIFEFIL IPv4 7 FLRAZHEEL £ 7,

<source ipv4 wildcard>IZiZ IPv4 7 FLAOH TCHEEDOEZFRITHE Y &I TLTA L
NA—Rv2A27%IPv4 7 FLAERXTIREL 7,

<source ipv4 end>iZid<source ipv4 start> K D KEWVIPvA 7 RUZEZBE L TL7ZE W,
[Pv4 7 F L X (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own
address length> | own-prefix | range-address <source ipv6 start> <source ipvé end>}

EETLIPVO 7 RLAZEELE T,
host <source ipv6>%18ET % &, <source ipve>DFHELE—E % 70 —HEFEHEE LET,

TRCOEFBITIPVO 7 FLAZIBET 285 E 3 any ZHBELE T, any 2HET 5 &, EET
[Pv6 7 RLAZ 70 —BHEAFE I LEE A

own-address ZHEET HE, WRA VI T 11— RAIIHESNTWVSIPV6 Z0—NILT7 FL A %%
BTLIPV6 7 FLAE LT 7 u—HEFE LE T,

own-prefix ZEET DL, WNRA VYT 2 —RAHRESNT NS IPv6 ZT—N)LT KL ZAZ%EF
TLIPV6 7 KL A, IPv6 70 —NLF7 RLAD LT 4 v 7 A% <length>& LT 7 0 —HEMHF
ICLET,

range-address Z#§E 9 % &, <source ipvé start>7 5 <source ipv6 end>D#HiF % 7 0 — 1%
FELET,
L.ANT X — 5 BIEERE O FHAE
BB TEZEEA
2B D E i
<source pv6>ICIFEFILIPV6 7 FLAZIEEL 7

<length>IZ13 IPv6 7 R L ADHT—HEM L 2287 %2 T N L ADIEHED 5 D bit L THEE
L7,

<own address length>IZ1% own-address D C—HGFEMHE L2 58027 FLADEEN S
D bit HTHEL LT,

<source ipv6 end>IZlF<source ipv6 start>K DK EWVWIPVE6 7 FL AZIEEL TLEE 0,
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<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
ffff-fEff FEff: - £Eff FEFE FE Ff

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR - MESZHEELE T,
ZFa baAs TCPBLUPUDP 2047 a T,
eq #18E T A &, <source port>D5EL—H% 70 —MmHEFE LET,
neq #{8E 9 % &, <source port>Lisx 7 o —iEHEFE LET,
range #18® 9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEEE L
SN
1. AT A — 5 BEgR O FIHAE
mL (BHEAELEEA)
2 (B DR E HiFH
0~65535 (10#E#) £LER—-MEMEEELET,
IEECEHKR— MR [R7-5 TCP TIEEM LR — MR, [£7-6 UDP TEEM R
BAR—NEFR (IPv4)] BXU [£7-7 UDP TIEERREZR— F&# (IPve)] 22 L TL
72E 0,
<source port end>IZlx<source port start> kX D RKENWKR— MBEEEZIEEL T ZE W,
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
5E%E IPv4 7 RLAZIEELE T,
host <destination ipv4>#4{gE 3 5 &, <destination ipv4>D5Ee—8% 70 —HEEfEE LE
ERS
TRTCDFEEIPvE 7 RLAZIEET 2EA L any 28E L EJ. any 218E€ T A &, 8%k IPv4d 7
FL2AZ70—fBlHFEFSIELEEA.
own-address #5ET 5L, XRA VI T —RICHESNT VWA IPv4 7 R LA %55 IPvd 7
FLRELTT7u—HEFICLET,
own-prefix ZETHE, NREA VI T2 —RACHESNTWVWAIPVA T RLADSR Y hT—=27F
FL 2z 70 —BHEEMFICLE T, RAMT FLAMIERELE T,
s, own-address B & U own-prefix ZIHE LA V¥ 7 2 —ANT VT F—LDOHEE, T
A<V IPVv4 7 RUADBHRIZED T,
range-address #1§E 9 % &, <destination ipv4 start>7> 5 <destination ipv4 end>D#if % 7
O—RHEFELE T,
L. AT A — 5 BigR O FIHAE
BB TEEEA
2 MED R EHH
<destination ipv4>12I1358% [Pv4 7 FL AZIBE L £ 9,
<destination ipv4 wildcard>i213 IPv4 7 R L ADOH CTHEBRDEZHAITHE Y M2 TRZY
ANVEH—RY AT ZIPvA 7 RLAERTIEEL £,
<destination ipv4 end>iZ ik <destination ipv4 start>& D KE W IPv4 7 RLAZIEEL T
<ZEW,
[Pv4 7 F L A (nhnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
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{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipv6 end>}

S IPv6 7 RLAZIEELE T,
host <destination ipv6>%48E 9 5 &, <destination ipv6>D5EE2—E % 7 0 —MHFEfEE LE
ED
TRTCDFELEIPVO 7 RLAZIEET AEH L any 2EE L E 9, any #1BET S &, 585k IPv6 7
FLaz7o—BtEfFLidLEEA.
own-address ZiEET B &, WNRA VF T2 —ARESN TS IPv6 ZU0—NLT7 KL AZ%5E
F#IPv6 7 RLAE LT 70 —fHEfFELE T,
own-prefix Z¥ET 5 &, MNRA VT2 —ATRESN TS IPv6 70—\ 7 RL A %5654
IPv6 7 LR, IPv6 70 —NL7 RLAD L7 1 v 7 AF%<length>& LT 7 0 —#HEEMFIC
LT,
range-address #$8E 94 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#if % 7
O —BHEFELE T,
1LAINT A — 5 B OFHE
BB TEEEA
2 MBED R E HH
<destination ipv6>IZ135E5E IPv6 7 R L AZHEE L £ 9,
<length>IZI3 IPv6 7 F L ADOHT—HEME L L 285 % T R L ADEED 5 D bit M THHE
LT,
<own address length>iZid own-address DHF T—HEM L L 5P % T F L ADEEDNP 5
Dbt HTHEELX T,
<destination ipv6 end>iZ ik <destination ipv6 start>& D KEWIPV6 7 RLAZIEEL T
<7ZEW,
<destination ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiiRiiiRilidiiiRiiiRiliNiiNiii
<length>:0~128

{feq | neq} <destination port> | range <destination port start> <destination port end>}

SR - P ESEEELE T,
7a haVH TCP BLVPUDP DA 7 3 T,
eq #15E T 5 &, <destination port>D5Ee—%E 70 —HHEEGFE LET,
neq #f§E9 % &, <destination port>DIst% 7 o —#HSEAEE LET,
range #18E 9 5 &, <destination port start>7%* 5 <destination port end> D #if % 7 0 —fH
FEHELET,

1. 48T X — 4 Bk O P HAE

L (BHEHEELEEA)

2 MBED R E HH
0~65535 (10 #EH) F/LER—-MEMEREELET,
IEETE SR — MMM [R7-5 TCP TIEEM LR — bR, [£7-6 UDP TIEEM R
s R— NEFR (IPv4)] BEX [£7-7 UDP TIEERREL AR — F&FR (IPv6)] 2L TL
72E 0,
<destination port end>IZi<destination port start>k D AZ WK — FEBEEEL TL 72
Sy,
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tos <tos>
ToS 74—V FOEY b3~6D4EY FTHS tosEEIEELET.
Nry PO TOS 74—V ROEY F3~6 D4y hEHELET,
1.ANT X — % BER OF)HAfE
mL (BHEAELEEA)
2 MED R E
0~15 (10 #%) F/idtosBIREREL T,
TEETE 5 tos BN [R7-8 FEEAHER tos BIR] 2L T EE 0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V KD EfI3 ¥y b THhA precedence EEIBEL X,

range #18E€ 9 % &, <precedence start>7% 5 <precedence end>D#if % 7 0 —fHFMFE L
£,

Nry b ToS 74 —VFREM3EY FEHELET,
L.AINT X — 4 BEEEE O F)HE
mL (BHEAELEEA)
2 (B DR E HiFH
0~7 (10 %) F7-13 precedence BFFEIEEL £ J,
157 T & % precedence &fnid [ 7-9 FEREFHE precedence Zfn] 2L T ES W,
range #{8E 9 554, <precedence start> & <precedence end>1Z & precedence f# % f57E
L, <precedence end>iZi<precedence start>& Y k& \» precedence fEZEE L TL 72 &
U,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
NIy bDNT T4 v I ITAT7 24—V REHELET,
1. 485 X — 5 Bl O P HAE
sl (BHEEAFELEEA)
2 EDEE HH
0~255 (10##) =EELE I,
dscp {<dscp> | range <dscp start> <dscp end>}
« 70— @HEAER A mac-ip OHE
ToS 74— FDOEMI6EY b THBDSCPEEEELET.
range #18E€ 9 5 &, <dscp start>5 5 <dscp end>D#HiH % 7 0 —HEHFE LET,
NTFy b®OToS 74 —IVFREMO6EEY FEHELET,
o 70 —HSEAERD mac-ipve O5E
FNTITA4 v I ITAT 4= FOLE6EY b THSHDSCPELIEEL T,
range #18E€ 9 5 &, <dscp start>75 5 <dscp end>D#if% 7 0 —#HEHFE LET,
NRFry  DORNT T4 v I ITAT 44—V REM6EY FERBLET,
1. 485 X — 4 Bl O P HAE
L (BHEEAHELEEA)
2 ED R EHH
0~63 (10##) F7/-1X DSCP ZFr%EELE T,
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fEET &5 DSCP &M [ 7-10 $5ERHEZR DSCP &¥5] 2L T 7230,
range #18E 9 5%, <dscp start>& <dscp end>i2id DSCP fE%$EE L, <dscp end>IZ
l&<dscp start>& D kE 1 DSCPEZIEE L TL2E W,
established
TCPAYFDACK 75 7£7ERST 75701 Oy NOMHEEEELE T,
Fa AL TCP DA 3T,
L.AINT X — 4 BEEEE O F)HAE
L (BHEEAELEEA)
2. D E i
L
{+ack | -ack}
TCP A ¥ D ACK 77 VO ZEEL L7,
TurILBTCP 2 OA T 3> TY,
+ack IZACK 75 7M1 @87y b, -ack i3 ACK 757000y v DET,
1. AT A — 4 BigR OFIHE
mL (BHEEHELEEA)
2. [EDEE i
L
{(+fin | -fin}
TCPANY¥DFIN 7F 7OMHEIREL £,
7u I TCP 2D T 3> TT,
Hin X FIN 75751 04y b, finidFIN 7S 7HB00)8 7y bERDET,
1A T A — 5 BEER O FIHE
HL (BHEEAELEEA)
2. [EDEEH
L
{+psh | -psh}
TCPANY¥DPSH 75 VOMHETEEL LT,
7RIV TCP 23 OA T 3 0 TT,
+psh & PSH 75 7% 1 @)%y b, -psh & PSH 75 700Dy bk D £,
1A T A — 5 BEgR O FIHAE
L (BHEFELERA)
2 MBEDERE HH
L
{(+rst | -1st}
TCPANY¥DRST 77 VOMHEAIEEL LT,
7a bA LB TCP 2T OA+ T a v TT,
+rst & RST 75 7MW 1 @87 v b, st i RST 75700087y hEeDET,
1A T A — 5 BEgR O HAE
L (BHEAHELFIEA)
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2 EDEE
%L
{+syn | -syn}
TCPAY ¥ D SYN 75 7O EZIRELE T,
7RIV TCP 23OA T 3 »TT,
+syn & SYN 7772 1 @08 v b, -synid SYN 770D/ v b Ed,
1. 485 X — & AR O X HE
L (BHEAFELEEA)
2 fED R EEEH
%L
{+urg | -urg}
TCP ANy ¥ D URG 77 7D ZfEE L £9
Tu rILVBTCP 2 OAT > 3> TT,
+urg . URG 7771 o3y b, -urg i d URG 77 70D/ ry bk DET,
1. 485 X — & AR O X HE
ml (BHFEFELEEA)
2. f[EDREEEH
=L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ Fxi8E L7,

range #18E€ 9 5 &, <icmp type start>7 5 <icmp type end>D &% 7 0 —#EEEE LE
‘a_o

7a AP ICMP 20t T a > Td,
1. AT X — 4 BigR O Y HE
Tl (BHEAFELEEA)
2 MED R E
0~255 (10 #%) Z#EELET,
<icmp type end>IZiE<icmp type start>& D K ZWICMP ¥ 1 FZBE L TLZE 0,
<icmp code>
ICMP a—FZIEELE I,
7a s IUHICMP 20t Ty a > Td,
1.ANT A — % BUR OFHAE
Tl (BHEAFELEEA)
2 MED R E
0~255 (10 ##) =fEELE I,
<icmp message>
ICMP X vt —YEMziEEL £,
70 s LA ICMP 20 DA T 3 > T9,

FEETEZ D ICMP X vt —V&FE [R7-13 ICMP TIEERREL A v —T&H (IPv4)] B&
U [R7-14 ICMP THEAfELZ X vt —IZFF (IPve)] 2ZRL TS0,

1L.AIN S X — & BIEE OF)HE
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L (BHEAFELEEA)
2B D E HH
5L
<igmp type>
IGMP # 4 7%¥8E L E 9
7a b a A IGMP ZF0F 72 3 »TT,
1. AN T X — 5 BEEEE O F)HAE
L (BHEfELEEA)
2B EHH
0~255 (10 #%) =HEELET,
length {upper | lower} <length>
I[P1—HF—YEDLREF/ITTREZIEELET,
upper : EIREZEELET. <length>DI N/ ry b2 70 —#HEFRELET,
lower : FIREZIEELE9. <length>LDl LD/ y b 7o —EHEFE LET,
1. AT X — 4 BEEEE O F)HAE
L (BHEAELEEA)
2 B D E
0~65535 (10##) ZHELET,
{+mf | -mf}
o 70— BHSEAER D mac-ip D&
Flags 74 —)VRO R 1 EY N THBEMF 77 VDOERIEBELE T,
+mf lEMF 77731 087 v b, -mfiEMF 757300/ bx 70 —&EfFe LE
ED
o 70 —BHSEAERD mac-ipve O5E
TITRAYIANYTOM T T TOEEEELET .
+mf I M 7 Z 71Oy b, -mfEM 7579300/ y bET7O—BHSEEELE T,
1. AT X — 4 BEEEE DR HAE
mL (BHEAELEEA)
2 B D E
L
{+fo | -fo}
Fragment Offset 7+ =L ROEZIEEL £,
+fo 1& Fragment Offset 7 « —)L ROMEA 0 ISt 3 » b, -fo & Fragment Offset 7 + —)L K
DEPS O DNy sxT7u—EEfEE LET,
1LLAINT A — & B OFHE
L (BHEfELEEA)
2 MBED R E HH
L
{layer2 | layer3}
R 2 EE L E T,
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layer2 I LA ¥ 2 Hfk9 5,87 v b, layer3 LAY 3t 587 v FEEELE T,
LA X — 5 BRgR O P HAE
mL (BHEfELEEA)
2B EHH
zL
<action specification>/¥F X —%
action
Tu—BH L7y SOEERIEEL T,
<action specification>/$F X — & 2{EDFEHICIEE L T 12 S,
LAINT X — 5 BEEE DR HE
LU (BfE2fEELEEA)
2 EDEE HH
%L

log
BELLETZERAVANTEE LIV Y v 27 78 A VA AF U TOXMRELET,

1. %5 X — & BB O EME

7L (FZ7ERVRAMOXF U VE2FERHLEEA)
2. B E

L

[O7 > REREFDEE]

AR

LEEANDEE]
FTIEAVANZA VY T2 —RAICHEALRETCI Y N 2EETLHE, T MBS YT —RAICHE
HENAETOM, FUA VY T2 —ATZEL/SY Y " —BENICEESNAEEPH D FT,

[EEME D RERZZH]
BEEEER, TIOERICRBENET,

DEREEIA]

1.4t MAC 7 RL 2B L O%ES MAC 7 R L 212 nnnn.nnnn.nnnn ffff & AT Lz & &
any EFRRLE T,

2.585C MAC 7 R L RIZFESE MAC 7 R LU REFRE 213585 MAC 7 R L AGIMOT KL A% AJIL7%
BAE, FEMAC T FLAGHZFRRLET,
EEDANDEET MAC 7 R L AB L U%EHR MAC 7 R L A2 nnnn.nnnn.nnnn 0000.0000.0000 &
AF1 L7z & &1 host nnnn.nnnn.nnnn EFRR L E T,

3RETLIPVA T RLATA LRI =R RAIBELOEAEIPVA T RLATA LR —RT AT
255.255.255.255 L Af1L7- & Eidany EFRRLE T,

4R EBETLIPVA T RVATANV R =R ZATBEPFELIPvA 7 RLAT AL RA— K< X212 0.0.0.0
& AJI L7z & %1 host nnn.nnn.nnn.nnn, host own-address & &R L 9,
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5.3%E7C IPv6 7 R L AB K UFES IPv6 7 R L Zd<length>, <own address length>i12 0 & AS1 L7z
E&Zidany EFERLET,

6.32Z7C IPv6 7 R L AB X U%ESE IPv6 7 F L AD<length>, <own address length>IZ 128 & A
L 7z & %13 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address &EFRL F 7,
(BS&EV > K]
advance access-group
advance access—-list resequence

permit (advance access-list)
remark
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deny (ip access-list extended)

IPv4 Sy v 74 VI TOT 7 ARERT AE42IEELE T,

Ho/NF A=y ZTu—BHEMETIEE, LAV 4Ny YEF I T 0 —BHEHICTEETEE A,

[AFH]

BROKE - £H
[<sequence>] deny <target flow> [<action specification>]
B OH| bR

no <sequence)

<target flow>:

+Ho T A=%72 LT, Efi7a 3Ny TCP, UDP, ICMP B &' IGMP DSt D54

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv

4> | own-address} | any | own-prefix | range-address <source ipv4 start> <{source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination ip

v4 end>} [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end

>}1 | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+

mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority
{<priority> | range <priority start> <priority end>}}]

+Ho /NS X—=F7 LT, Eu7a bhay TCP D&

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<{source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[established] | [{+a
ck | —ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+urg | -urg}]
}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -
mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pri
ority> | range <priority start> <priority end>}}]

+o /85 X =% LT, B a3l UDP Digé&

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}

<source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[tos <tos>] [precede
nce {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> | range <dsc
p start> <dscp end>}}] [length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <in
terface type> <interface number>] [{untagged | user-priority {<priority> | range <priority

start) <priority end>}}]

+o /NS X—=¥ LT, B a haLsy ICMP OEE

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4d> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4d end>} {{<destinati
on ipvd> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{K
icmp type> | range <icmp type start)> <icmp type end>} [<icmp coded>] | <icmp messaged}] [{[t
os <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {
dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-
fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priority>
| range <priority startd> <priority end>}}]

+o /8T A—=%7 LT, b7 T s H IGMP 05H

igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres

183



7 7I7EAVZA b

s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [<ig
mp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence en
d>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{
+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priorit
y {<priority> | range <priority start> <priority end>}}]

+Ho 8T A =5 B0 OB

{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wil
dcard> | host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard>
| host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination i
pv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <precede
nce start> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {up
per | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface number>]

[{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

<action specification>:

action log

[ASIE— K]
(config-ext-nacl)
[INSX—9]
<sequence>
Tu—HEHROBERIEF TH S —7 V ARSEHEELET .
1. AT A — & BEgR O P HAE
772 A X MAIEEP L WEE, FIHIEIX 10 TY,
FHEEZEELTCHHEE, BELTHAY—Fr VABSORKEF10 TT,
7272L, Y= U RABEBORAMEN 4294967284 LD KREWELIEE LHEIIERTEEEA,
2B E HH
1~4294967294 (10 #%) %#IEELET,
<target flow>/¥F X —%
{ip | <protocol> | icmp | igmp | tcp | udp}
[Pv4 /8y SO BT O S IVGEEEZIEELE T, 2L, IRXTOTO bALEHRET 25E
Zip ZfEEL L9,
1LAINT A — 5 B OFHE
BB TEZEEA
2B E HH
0~255 (10#&#) /2o baV&REEELE T,
FBECTES 70U FINERNZ [R7-3 HEEMREL 0 bI)LEFR (IPvd)] 2SBLTLEE
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
EETIPVA T RLAZBELE T,
host <source ipv4>%18ET 5 &, <source ipvd>DFHLE—H% 70 —mHEFEAFE LET,

FTRTCOXEBITIPVA T FLAZIBET 255 1d any ZHBEL X9, any 2H8ET 5 &, EET
[Pv4 7 RLAZ 70 —BHGEGEILEE A

own-address Z¥ET B &, WRKA VI T 1 —RITHEENTWS PvA 7 KL XA ZEET IPv4
TRLAELT 70 —BHEFICLET,
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own-prefix Z{EET 2L, WRA VI T2 —RIHRESNTVSIPVAT7 RLADIRY N T—0 7
RLAZ 70 —BHEFFICLET. FA M7 RLARIIERELET,

%8, own-address B & U own-prefix ZIHE L7zA ¥ 7 2 —ANTYILVF F—LDOHEE, T
A<V IPv4 7 RLUADPRRICZD £7,
range-address 2§ E€9 % &, <source ipv4 start>7» 5 <source ipv4 end>D#HiF % 7 10 — & H
FhElLET,
1. AT X — 4 BEEEE O F)HE
BB TEEEA
2 (EDEE
<source ipv4>IZIZEETLIPvA 7 RLAZIEEL £ 9,
<source ipv4 wildcard>IZlZ IPv4 7 RLAOFRTEEDOELHFATHE Y MELTLTA L
RA—FR~vZA7%IPv4 7 FLAEXTHEEL LT,
<source ipv4 end>iZlF<source ipv4 start> K D RKE WV IPv4A 7 L AZIBE L T S0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
EETR- I ESZHEELE T,
7a rINH TCP BLVOUDP DA T 3 T,
eq #18E T 5 &, <source port>D5EE—H%E 70 —HHEFMHFELET,
neq #¥8E€9 % &, <source port>LIAE 7o —mHEHFELET,
range #f8E 9 % &, <source port start>7* 5 <source port end>D#Hiffl % 7 0 —fEHEMFEE L
%7,
1. ANT X — 4 BEEEE O F)HE
L (BHEfELEEA)

2 MED R E HH
0~65535 (10 #H) FizidR— baFREEELE T,
IEECTEHHR— MR [R7-5 TCP THRERREL AR — F&FR] BLV [£7-6 UDP T
ERBER R— MEFR (IPv4)] 2B L TSV,
<source port end>iZlF<source port start>k D AZ WK — bEBEEEL TS0,
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
FEE IPv4A 7 RLARBELE T,
host <destination ipv4>%#§E3 % &, <destination ipv4>DFEL—4% 70 —mHEHFE LE
ER
TARTDFEEIPvE 7 RLRAZIEET 25 L any 28E L £ 9. any #i8E€ T 5 &, 58k IPv4 7
FLAZ7u—gHEfEdLEA.
own-address Z1EET 2 &, NRA V¥ Tz —RICHRESINTWVWS IPv4 7 KL XA %2585 [Pv4d 7
FLRAELT7u0—MHEMFICLET,
own-prefix Z8ET 5L, MNRA VY Tz —RACHESNTVWAIPVAT RLADSIY N T—=T 7
RLUZAEEZ 70 —BHEFFICLET FA M7 FLABIIERELE T,
8, own-address B & U own-prefix ZIHE LA V¥ 7 2 —ANTLF F—LOHEE, 7T
A<V IPv4 7 RUADBHRICED T,
range-address 2 #8E€ 9 % &, <destination ipv4 start>7 5 <destination ipv4 end> D& % 7
O—fHEFELE T,
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1. AT X — 4 BEEEE O F)HAE
HBETEEEA
2 (B D EHH
<destination ipv4>1213585E [Pv4 7 RL A ZEE L £ 9
<destination ipv4 wildcard>121% IPv4 7 KL ZOH TERBDOEEFRITHE Y b2 T2T
ANVEA—RYAT % Pv4 7 FLAERXTHEL £,
<destination ipv4 end>iZ ik <destination ipv4 start> & D kKEWIPv4 7 RLAZIEEL T
<72&EW
[Pv4 7 F L X (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
AR - P ESEEELXT,
7u rINH TCP BLVUDP ZFDF 7 3 Td,
eq #15E 9 5 &, <destination port>D57Ee2—8% 7 0 —HHEGFE LET,
neq #¥5EJ % &, <destination port>LI#t % 7 0 —#HEEtFE LE T,
range ##8E€9 % &, <destination port start>7* 5 <destination port end>D#if % 7 10 — & H
FELEd,
1. AT X — 4 BEEE O F)HAE
L (BHEAELEEA)
2 B D EHFH
0~65535 (10 #EH) £/3FR—MEMEEELET,
IBECTEHKR— MR [R7-5 TCP THHERREL AR — F&FR] BLUV [£7-6 UDP T
ER e R — MEFR (IPv4)] 2B L TS0,
<destination port end>iZiZ<destination port start>k& D AEWKR— FEBEIEEL TL 72
Sy,
tos <tos>
ToS74—=LVFDEY F3~6D4EY FTHD tosEEIEELET.
Ny PO TOS 74 —VROEY F3~6 D4y PEHELET,
L.AN T X — % IR O F)HAE
mL (BHEEHELEEA)
2 [EDE
0~15 (10 #%) F/-id tos ZMEEELE T,
HETE % tos BiRlE [R7-8 FEEFHER tos BIR] 2SI TS EE W,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74— VRO L3y b THhA precedence EEIBEL X T,
range #1859 % &, <precedence start>7% 5 <precedence end>D#if % 7 0 —HFEFE L
9,
Ny bDToS 74—V REM3EY PEHBILET,
LA T X — 4 B O FHAE
mL (BHEHELEEA)
2 [EDE
0~7 (10 %) F7-13 precedence BFFEEEL £,
8% T & % precedence AW [ 7-9 $EEFHE/Z precedence BF] 2L T2 0,
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range Z{EE 9 554, <precedence start> & <precedence end>IZ & precedence fE % f57E
L, <precedence end>IZlx<precedence start>& Y k& \» precedence EZHEE L TL 2
U,
dscp {<dscp> | range <dscp start> <dscp end>}
ToS 74 —NVEFDOEM6EY NThHDDSCPEEZEELET,
range #18E€ 9 5 &, <dscp start>5 5 <dscp end>D#HifH%E 7 0 —#HEGFE LET,
Ny bOToS 74— REM6EY FEHBELET,
1. 485 X — 4 Bl O P HAE
L (BHEAFELEEA)
2. fE D E i
0~63 (10 ##) F7/-1X DSCP ZFr%EELE T,
fEET& 5 DSCP &3 [£7-10 #5E W BEZ DSCP &) 2R L T 7230,
range #18E€ 9 5154, <dscp start>& <dscp end>I2id DSCP fE%#EE L, <dscp end>iZ
l&<dscp start>& D k&) DSCP EZIEE L TL 2 &0,
established
TCPAYFDACK 75 7F7ERST 75701 D)y FOBHZBELE T,
7a baAVH TCP 2072 a v TT,
1. 485 X — 4 BigR O F)HAE
L (BHEAFELEEA)
2. fE D E i
%=L
{(+ack | -ack}
TCPANY¥DACK 75 7O EEELE T,
Tu rINHTCP 23OA 7> 3 »TT,
+ack (FACK 7570 1 D%y b, -ack i@ ACK 757D 0D/ ry &R DET,

1. AT A — 5 BEgR O P IAE
L (BHEFEELEEA)
2 MED R EEH
A
{(+fin | -fin}
TCPAY¥DFIN 757 7OEHEEELE T,
7k aLAB TCP DA T> a>TT,
HinlZFIN 75751 0%y b, finldFINZ7Z7HB00)8 7y h&ERDET,
L. AT A — 5 BigR O FIHAE
L (BHEAHELEEA)
2 EDREHH
=L
{+psh | -psh}
TCPAY¥DPSH 77 7 0OMHE#IEEL T,
7a baALB TCP EZFOA+ T a v TT,
+psh (& PSH 75 775 1 @84 b, psh & PSH 75770087 v hERDET,
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L ANT A — 5 B OWHE
L (BHEAELEEA)
2. B E ik
%L
{+rst | -rst}
TCPANY¥DRST 77 7Ot EEEL £ T,
TurILBTCP 2O T 3> TY,
Hst & RST 75701 @)% w b, st iERST 75705008y hERDET,
1. 4085 X — 5 iR O ¥ HAE
L (BHEEfELEEA)
2. B E i
%L
{+syn | -syn}
TCPAv & D SYN 75 7O ZEEL 7.
TurIVBTCP 2 OA T 3> TY,
+syn & SYN 75 70 1 o7 v b, -syni&Z SYN 7 7B 0D/ ry bekDET,
1. 485 X — 4 iR O P HAE
mL (BHEHELEEA)
2. B E HiFH
%L
{+urg | -urg}
TCPAv ¥ D URG 77 7O ZIRELE 9
U I TCP ZFDOA T 3 v TT,
+urg lEURG 7771 03y b, -urgld URG 75700/ ry & D ET,
1. AT A — 5 BEgR O P HAE
L (BHEEHELEEA)
2. [EDEEH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP # A4 7%#$BEL£d,

range #18E 9 5 &, <icmp type start>75 <icmp type end>D &% 7 0 —#HEEAEE L E
E

7Fa ba A ICMP 2D F+ T a > TT,
1A T A — 5 BigR O WHE
L (BHEfELEEA)
2 fE D E HiF
0~255 (10 ##) =EELET,
<icmp type end>iZi3<icmp type start>k D AREZ W ICMP ¥ 1 2 EE L TL 2S00,
<icmp code>
ICMP 2— RF2HEELE T,
7Fa haUABICMP 20D F+ T a > TT,
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1. AT X — 4 BIgR O Y HE
L (BHEAFELEIEA)
2 (EDEE
0~255 (10 ##H) ZHELET,
<icmp message>
ICMP Xyt —VEMziEEL £,
Tu rILVHICMP 223 0F 723 > Td,

TEETE S ICMP A v —UHMRE [R7-13 ICMP TIRERRER A v & — VAR

LTz,
1.ANT X — % BUR OF)HAfE
L (BHEAFELEEA)
2 ED R E
AQ
<igmp type>
IGMP ¥ 4 7%$EE L £7,
7a b a A IGMP ZF0F 72 3 »TT,
1. 4085 X — & AR O X HE
mlL (BHEFELEIEA)
2. f[ED R EEH
0~255 (10 #%) =fEELET,
length {upper | lower} <length>
IP21—%F—5ROEREF/IITREZEELET,

upper : FIREZIEE L E T, <length>PI N 8y bz 70 —#HEFELE T,
lower : NIREZIEE L ET. <length>LDl LD/ y b% 7o —EHEFE LET,

1.A8T X — & BHER O WIHAE
mlL (BHEFELIEA)
2. DR EHE
0~65535 (10 E#) ZHEELEI
{+mf | -mf}
Flags 74 — VRO L1 €Y b THAHMF 77 7 DEEZIEEL LT,

7

TIEAUA N

(Ipv4) | 2%

+mfEMF 757 1oy b, -mfiEMF 75780087y ha7a0—EHEGEELET,

LAINT X — 5 BUEEE O P HHE
L (BHEFEELEEA)
2 fE DR E i
A
(+fo | -fo}
Fragment Offset 7+ =)L FOMEZIEEL L7

+fo 1% Fragment Offset 7 « —)U ROEN 0 Lot @/ » +, -fo & Fragment Offset 7 « —JL B

OEN 0Dy e T7ao—MHEEGFEELET,

1485 X — & AR O 1 HE
L (BHEFELEEA)
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interface <interface type> <interface number>
AT VLB 55 72— AEHELET,
1. AN T A — % BsR ORI HAfE
L (BHEAFELEEA)
2 [EDEHH
<interface type> <interface number>i2id, RITRT A > ¥ 7 = — ZAEH| 7L — TGS
2AVE T2 —ABBRUA VI T2 —AFBZI/ETESE T, FMIE, [T A-FIHEET
E5E] O (A28 7 2 —ADEEHE] 2ZRL TS0,
A —PRY TSI T —R
K= b F YRV T I TR
- VLAN A %7 2 —2A
untagged
Untagged 7 L —LOBHZEEL T,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E HH
AQ
user-priority {<priority> | range <priority start> <priority end>}
I-PEEEZEELE T,
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —MEEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BRHEFELIEA)
2 (B D E
0~7 (10#%) 2HEELET,
<priority end>IZi&<priority start>k D KEWIL—HPEELEEZIFEL TS,
<action specification>/¥F X —%
action
TUu—EH LTy FOEMERIEE LT,
<action specification>/$F X — & 2KDEIHICHE L TS W,
1.AINT A — 5 BsR OFHE
mL (BfEzfEELEHEA)
2 [EDEHH
ARV
log
HWELLT VAV ANCTHEELENNS Yy P27 72 Z)AMaF U TOMRELET,
1.AIST X — 4 BIgR O W) HE
L (ZP7ERVRAMOF Y IERERLERA)
2 (B D EHH
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ARV

[37 > RERSR DOEIE]

%L

[RIEANDRE]

TIRAVA LA F 72— AEALIRETI Y M) ZEESHE, T MNIDA I T 2 —RIH
FASNHETOM, US>y 72— ATRELLT Y MI—BICRRSNABANH D $ T,
[EREME D R ERZZH]

BEMEER, TIOERICRBSNET,

LLIEBETXT7 RLATA VIR A= RYRIZBIUBET RLATA I KA — R~ A 71T 255.255.255.255
EANILIzEZ T any EFRRLET,

208(BTC7 RLATA N KA =R AT BRUOBET RLATA NV RH— R A7120.0.0.0 EAH L%
& %13 host nnn.nnn.nnn.nnn, host own-address EFRLF T,

[BSEIY > K]

ip access-group

ip access-list resequence

permit (ip access-list extended)
remark
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deny (ip access-list standard)
IPV47 RLAT 4 VT TOT VL AREET HEMH=HEELET,

[ABH]

BWORE - £H

[<sequence>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any} [<action specification>]
1B DOHIR

no <sequence>

<action specification>:

action log

[AFIE— K]
(config-std-nacl)
NS A—5]
<sequence>
Ju—HEFOBERIEF TH DY~V ABEEEELE T,
1.AST X — 4 BEgR O P HE
772 AY R NRICEES 2 WIEE, WHEIX 10 T .
FHEEBEELTHIHE, BELTHAHY—T VABEBORKAESF10TY,
2L, Y= U AEBORKMEN 4294967284 KD KREWEERIEE LIZGHIIERTE EE A
2. [EDEEH
1~4294967294 (10 #%) =#EEL£T,
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPv4 7 RLAZIEELE T,
host <ipv4>%#F8ET 5 &, <ipvd>DFHEL2—E* 7u—HEFEHEE LET,
IRTCDIPvA 7 FLAZIEET S5 A any 2HEELE 9, any ZHEET 2 &, [Pvd 7 FL A&7
O—MHEFE I LERA
1. 4085 X — & gk O X HAE
BB TEEHEA
2B E HH
<ipv4>I1ZI3 IPv4 7 L AZIEEL £ 7

<ipv4 wildcard>iZ13 IPv4 7 FL ADH TREDELFFAIT 5L Y FEV T TSIV EA—F~T
2% IPv4A 7 RUAER CIRE L £9 . Bl§ L2 E<ipvd>DFRLe—EE 7 u—HEht &
LET,

I[Pv4 7 R 2 (nnn.nnn.nnn.nnn) © 0.0.0.0~255.255.255.255
<action specification>/¥5 X —%

action
Ju—tH L8y FOEERIEELE T,
<action specification>/$5 X — ¥ &KDEIHEICHEE L T &,
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LA T X — & B O F)HE
mL (BE2IEELIEA)

2 fED R EHF
=L

log
BELLET VAV ARNTCREELZ)NVS Y b 27 78RV A MaF U TOMRELET,

1. 485 X — ¥ BB O W EE
L (PUER)ZR M OF U IEERHLEEA)

2 B R EHH
=L

[37 > REEEIFDENE]
ARV
[EEANDEE]

TIRAVA LA 5 72— AICEALIRETI Y P REETHE, T MDA V5 72— RIH
FAENSETOM, FEA VY 72— ATRE LT Y MP—RNICRRSNSHAPHDET,

[EXREfE D R BRZZH]
REBEESR, §OERAICKBENE T,

.7 RLRAT AN R H— R AT 255.255.255.255 EA A L7z & &idany EFRRLE T,
227 RLATA IV RKH— R RA7120.0.00 &E AN L7z &ZFiF host nnn.nnn.nnn.nnn & FRLFE T,

[BHhEIY > R]

ip access—group

ip access-list resequence

permit (ip access-list standard)
remark
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deny (ipv6 access-list)

194

IPv6 74 LY TDOT 7 AZEET AL #BELE T,

Ho/NT XA =8 2T u—BHEHFETEEE, LA VAN YERRIT7 0 —MHEFIIEETE T E A

[AF#]

BHRORE - BE
[<sequence>] deny <target flow> [<action specification)]
1B DHI

no <sequence)
<target flow>:

+Ho /8T A—=%% LT, Efu7a 3Ly TCP, UDP B XU ICMP LISt 0EE

{ipv6 | <protocol>} {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | ow
n-address <own address length>} {<destination ipv6)>/<length>| host {<destination ipv6)> | ow
n-address} | any | own-address <own address length> | own-prefix | range-address <destinati
on ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fol [interf
ace <interface type> <interface number>] [{untagged | user-priority {<priority> | range <pr
iority start)> <priority end>}}]

+Ho /8T XA=%7 LT, Eu7a b3y TCP OiFE

tcp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{[established] | [{+ack | -ack}] [{+fin | -fin}] [{tpsh | -psh}] [{+rst | -rst}] [{+
syn | -syn}] [{turg | -urg}1}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp
start)> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <int
erface type> <interface number>] [{untagged | user-priority {<priority> | range <priority s
tart> <priority end>}}]

+o /85 X—=¥7 LT, Ef7a baLy UDP OEE

udp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{ea | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neg}<destination port> | range <destination port start> <destination port en
d>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface nu
mber>] [{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

+fo /8T A =% LT, Efi7a LA ICMP OBE

icmp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address lengthd} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | an
y | own-address <own address length> | own-prefix | range-address <destination ipv6 start)
<destination ipv6 end>} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp co
de>] | <icmp message>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)
<dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface
type> <interface number>] [{untagged | user-priority {<priority> | range <priority startd> <
priority end>}}]

+Ho /XX —FH D DIBE

{ipv6 | <protocol> | icmp | tcp | udp} {<source ipv6>/<length> | host {<source ipv6> | own-
address} | any | own-address <own address lengthd>} {<destination ipv6>/<length>| host {<des
tination ipv6)> | own-address} | any | own-address <own address length> | own-prefix | range
-address <destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class) |
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf |
-mf}] [+fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pr
iority> | range <priority start)> <priority end>}}]
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<action specification>:

action log

[ABE—R]
(config-ipv6-acl)
(NS X—5]
<sequence>
7u—BHEFOERIEF CHHY —F Y ABSERELE T,
1. ANT A — 5 AR OFIIE
77 A X MAKKEESZWIEE, HHEIX 10 TY,
FHEEZEELTCHBEE, BELTHSY—7r VABBSORKE+10 TT,
722U, Y= Y ABBORKMEN 4294967284 LD KEWVWEEZIEE LIGEIIEBTEEE A
2. [EDEEHFH
1~4294967294 (10 ##) %2EELET,
<target flow>/VF X —%

{ipvé | <protocol> | icmp | tcp | udp}
IPV6 /87y FO BT O S INGEEEZEELE T, 2L, IRXTOTO FALENRET 25H
1 ipve ZHEEL £ 9
1.AST X — 4 BIgR DY) HE
BRTEEEA
2D E
1~42, 45~49, 52~59, 61~255 (10 &%), £/l d7 a0 baLEMEREELE T,
IBETES U FINEFRI [R7-4 $EEMREZ T bILEF (IPve)] 2B LTLZS
W,
{<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address length>}
EETIPVO T FLAZIBELE T,
host <source ipv6>%18ET % &, <source ipve>DFEE—EH % 70 —HHEFEAEE LET,

TARTOREEFEITLIPVE 7 RLAZIBET A5 any #IBELE T, any 218ET 5 &, BEET
[Pv6 7 RL Az 70 —fHGEHF LT LERA,

own-address Z1EE L7-BAE, WNRA VY T2 —RAICHESNTWS IPv6 Zu—N)L7 KL &
ZRETLIPVO 7 RLAE LT 7o —HEEHFELET,
LAINT X — 5 BUEEE O P HE
B TEEHA
2 (B E HiF
<source ipv6>IZIZEFBITLIPV6 7 RLAABEL 7,

<length>IZI3 IPv6 7 F L ADHT—HEM L 2285 %2 7 N L ADIEED 5 D bit L THEE
LEd,

<own address length>{Z1d own-address DH T—HEH &2 587 %2 T FLADEEN, 5
O bit HTHEL LI,

195



7 7I7EAVZA b

196

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiRiiiniininRiNnininRiin

<length>: 0~128

{{eq | neq} <source port> | range <source port start> <source port end>}

EETR- I ESEZEELE T,
Za ba s TCP BLUUDP 23047 a T,
eq #1BE T 5 &, <source port>D5EE—% 70— HRHEFE LET.
neq #18E 9 5 &, <source port>Listx 7 o —iHEFE LET,
range #18E€9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEEE L
ESE
1. 485 X — 4 gk O P HAE
L (BRHEAFELEEA)
2 B D E i
0~65535 (10 #H) £/LER—MEMEIEELET,
IBETE 2R — MMM [£7-5 TCP CIEEMRLZAR— MW BXU [£7-7 UDP T
ER[REZ AR — b RIR (IPv6) ] 2BBL T2 0,
<source port end>iZiF<source port start>&k D KENWR— FFEEEZEEL T2,

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipv6 end>}

FEFEIPV6 7 RLAZEE LT,
host <destination ipv6>%4$gE 3 % &, <destination ipv6>D5E2—E % 7 0 —MHFEfEE LE
ERS
TRTCDFELE PO 7 RLAZIEET AEH L any 2BE L £ 9. any #IBET S &, 5k IPv6 7
FL 2%z 70—BHEFEIELEEA
own-address ZiEET S L, WRA V¥ T2 —AHRESN TS IPv6 ZU—NLT7 KL AZ%5E
FIPV6 7 RLRAE LT 7 H—EHEMFELET,
own-prefix Z¥ET 5 &, MNRA VT2 —ATRESN TS IPv6 70—\ 7 RL A %5654
[Pv6 7 LA, IPv6 ZH—NLT7 RLAD T L7 1 v 7 ZAE%<length>& LT 7 0 —fHSEMFIC
LEd,
range-address #$8E 94 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#if % 7
O—HEFELET,
1LAINT A — & B OFHE
BB TEEEA
2B E HH
<destination ipv6>IZ135E5E IPv6 7 R L AZHEE L £ 9,
<length>IZI3 IPv6 7 FLADOHT—HEM L L 287 % T R L ADEED 5 D bit M THHE
L%d,
<own address length>iZid own-address DHF T—HEM L L 5P % T L ADEEDNP 5
D bit TIEEL LT,
<destination ipv6 end>iZ ik <destination ipv6 start>& D KEWIPV6 7 RLAZIEEL T
<7ZEW,
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiiRiiiRilidiiiRiiiRiliNiiisiii
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<length>:0~128
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESEZHELE T,
7a haNH TCP BLVO UDP DA 72 3 T,
eq #5E T 5 &, <destination port>DEL2—%E 7 u—HHEFHFE LET,
neq ##E9 % &, <destination port>DIst% 7 o —#HGEMEE LET,
range #¥8E€9 5 &, <destination port start>7% 5 <destination port end>D & % 7 0 —#&H
FHELET,
LANT X — 4 BERE DR HE
mL (BHEEAELEEA)
2MED R E
0~65535 (10#H) £LER—- M EMEIEELET,
IEETEHHR— MEWNZ [R7-5 TCP THHEMRELR AR — F&R] BLU [£7-7 UDP T
FERREZZ AR — MR (IPve)] Z2ZRLTL 230,
<destination port end>IZiZ<destination port start>&k D KZ WK — M EBEEEL T2
S\,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
NRFy DT T4 v IITAT 4=V RERBLET,
1. AT X — 5 BIgR OFHE
L (BHEAHAELEEA)
2B EHH
0~255 (10 ##) ZEELET,
dscp {<dscp> | range <dscp start> <dscp end>}
NTITA4VvIITRAT4—=VROLEE6 Y N THB DSCPEEEELE T,
range #18E 9 5 &, <dscp start>5 5 <dscp end>D#HiH % 7 0 —#HEHFE LET,
Nro DI T4v T 7FAT74—VREL6EY PEHBLET,
1L.AINT A — & BREE OFHAE
L (BHEfELEEA)
2B EHH
0~63 (10#%#) F7/:1L DSCP &Fr=EELE I,
fEET& % DSCP &4#nd [# 7-10 #5EFREZ DSCP &fr] 2L T ES 0,
range Z{EE 9 54, <dscp start>& <dscp end>iZ13 DSCP fEZ$E7E L, <dscp end>IZ
I&<dscp start>& D kZ 1\ DSCPEZFEE L TL2& 0,
established
TCPANYFDACK 757 &/ERST 75701 07y FOBHZEELE T,
Tu rINHBTCP 23 OA T 3 0 TT,
1LAINT A — & BREE OFHAE
L (BHEfELEEA)
2B E HH
L
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{+ack | -ack}
TCP ANy & D ACK 77 7OMHZIEELE T,
Fa ha A TCP 2 DA T a>TT,
+ack IXACK 75781 08 v b, -ack i3 ACK 757000 ry bz D g,
148 X — & BREEOFIHAE
L (BHEAHELEEA)
2 B E HiF
=L
{+fin | -fin}
TCPAY¥DFIN 75 70OHEEIEELE T,
ZTa ha N TCP ZFOA T a>TT,
+in IZ FIN 75751 087 v b, finldFIN 75750087y hEkDET,
1485 X — ¥ BRgE O FIHAE
L (BHEAHELEEA)
2 B E HiF
=L
{+psh | -psh}
TCP ANy #®DPSH 75 7O AIEELE T,
ZFa ha B TCP 2O T a>TT,
+pshiE PSH 75751 O/84 v b, -pshidPSH 75780087y hERDET,
1A T X — & B O FIHAME
sL (BHEAHRELEEA)
2. B E i
=L
{+rst | -rst}
TCP ANy ¥ D RST 75 7O ZIEEL T,
7a haB TCP DA T a>Td,
+rst i RST 75701 /87 v b, st i RST 75700087y b D ET,
1.ARST X — 5 BRgR O P HAME
sL (BHEAHEELEEA)
2 B E i
Tl
{+syn | -syn}
TCPAY 5D SYN 75 7 OBHEZEELE T,
ZFa AV TCP D4 7> 3> T,
+syn i & SYN 7572 1 @08y b, -synid SYN 7573007y bz xd,
1.A&8T X — 5 BRgR O FIHAE
mL (BHEHELEEA)
2 fED 5 E HiF
=L
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{+urg | -urg}
TCPANY#DURG 77 7D ZTEEL£7
7a baAH TCP 2O+ Fa »TT,
+urg lFURG 7571 03w b, -urgld URG 75 7B 0Dy bERDET,
1. 4085 X — & BigR O X HE
mlL (BHEFELEIEA)
2. f[ED R EEH
=L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ F%#iEE LT,

range #18E€ 9 % &, <icmp type start>7# 5 <icmp type end>O#Hif% 7 0 —HEFE L E
—a—o

7a b aVHICMP 23 OF 7 3 »TT,
1. 485 X — 4 BRgR O ¥ HAE
mL (BHEfELEEA)
2 MED R E
0~255 (10 ##) =fEELEI,
<icmp type end>IZiE<icmp type start>& D KEZWICMP ¥ 1 FZIBE L TL 20,
<icmp code>
ICMP 2— FZ#EELE T,
Tu rILVHICMP 223 OF 723 > Td,
L.ANT X — 5 BERE DR HE
L (BHEEAELEEA)
2MEDR E
0~255 (10 ##) =EELEI,
<icmp message>
ICMP Xyt —U&MEHELET,
7a b aHICMP 23 0F 72 3 2 TT,
fEETEAICMP Xyt —Y&ME [£7-14 ICMP THEERBEE A v -8 (IPv6) ] 25
LT ZS 0,
1LAINT A — 5 BREE OFHAE
Tl (BHEFELEEA)
2 fEDRHEEH
=L
length {upper | lower} <length>
I[P1—HF—9EDLREF/ITTREZIEELET,
upper : LIREZEELE T, <length>PI T3y vE2 70—t E LET,
lower : RIREAIEELET. <length>Dl Loy b2 7o —BHEEHFELET,
LANT A — 5 AR OFIIE
L (BHEfELEEA)
2B E HH
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0~65535 (10 &%) =HEELET.
{(+mf | -mf}
TITRAYIANYTOM T T TDERBEELET,
+mf I EM 7 7B 1 Oy b, -mfIEM7I 708008y hET7o—BHEGEELE T,
1. AN T A — % BsR OFHAfE
mL (BHEEHELEEA)
2 [EDE
AQV
{(+fo | -fo}
Fragment Offset 7 + =)L ROEZIEEL £,
+fo 1& Fragment Offset 7 « —)L FOMEA 0 ISt 3 » b, -fo & Fragment Offset 7 1 —JL K
DEN 0 DNry bE 7O —MHSEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 B D EHH
AQV
interface <interface type> <interface number>
AHNT V=L 51405 72— RA%HELE T,
1.AIST X — 4 BIgR O W) HE
L (BHEAELEEA)
2B E HH
<interface type> <interface number>i21%, RIZRT A > ¥ 7 = —ZAEHI TN —FIcxtind
2AVI T2 —ABBIUIA VI T —ABFEEETE LI, 5FMIE, [T A-FITHET
E5E] o [y 72— ADEERE] 2SBL T LSV,
A= ARY MFTATI TR
AR M F YRV TA T T —A
-VLANA ¥ 7z —R
untagged
Untagged 7 L —2OBHEZEELE T,
1. 4085 X — 5 Bk O ¥ HAE
mL (BHEEfELEEA)
2 [EDEHH
ARV
user-priority {<priority> | range <priority start> <priority end>}
I—PEBEEEZEELET.
range #18E€ 9 5 &, <priority start>#4 & <priority end>0O &% 7 0 —#HEFEAFEE LET,
1A T X — 5 BIgROFHE
L (BHEfELEEA)
2 fEDOREEEH
0~7 (10#%) ZHEELXT,
<priority end>{Zi&<priority start>& D KEWIL—FEEEZIHEL TS0,
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<action specification>/¥F X —%
action
TJu—H LTy SOEIERIEE L9,
<action specification>/¥7 X — % &EDEIHICIHE L TL2E 0,
1.ANT A — % BER OFHAE
sL (BfEzfEELEEA)
2 MED R E
=L

log
EELET 7EAVANCERELZS Yy b2T7 78RV A aFr 7OMRELET,

1. 485 X — % BB O W HE
7L (P72 ZRMNOX U TEERHLETA)

2 [ED R EHH
=L

[O7 > REREFDEE]

L

LEEANDEE]

TFTIOXAVA LA VY Tz —ACERALUIRETI Y M) R2EEFETZE, TV NIPBA VY T 2 —AIHE
HAEhb2ETOM, Z8A YT —RATRELI)Nr Yy NP —BNICEESNSBEFPHDET,

[EREMED S BRZ2H]

LAETLT RLAB X USSR T R L AD<length>, <own address length>12 0 & AF1 L7z & &id any
EFRRLET,

20RETLT RLABRUSELT F L AD<length>, <own address length>IZ 128 & AS L7z & &k
host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address EF R~ L F T,

[BEhED7 > K]

ipve traffic-filter

ipv6 access-list resequence
permit (ipv6 access-Llist)
remark
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deny (mac access-list extended)

MAC 74 L TOT7 7t A%EET HEM42BELE I,

[ABH]

BHRORE - BH

[<sequence>] deny <target flow> [<action specification>]
1B DOHIR

no <sequence>

<target flow>:

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac
mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [interface <in
terface type> <interface number>] [{untagged | [user-priority {<priority> | range <priority sta
rt> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priorit
y> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}]1}]

<action specification>:

action log

[ABE—R]
(config-ext-macl)
NS A—95]
<sequence>
7u—BHEGOERIEF Ch LY —r  ABRSERELX T,
1.AIST X — 5 B O WHE
T A A MAICEES R WSS, #EEIE 10 TI,
FHEEELTHI5E, HELTHEY—Fr V ABESORKEFIO TY,
72720, V=T U AEBDRKNED 4294967284 KD KRZFWELZIEE L-BHIFBB T EH A,
2. B E i
1~4294967294 (10 #$) 2EELE T,
<target flow>/8F XA —%
{<source mac> <source mac mask> | host <source mac> | any}
EETMACT7 RLAREELE T,
host <source mac>#%#EE 9 5 &, <source mac>NFLE—H % 7u—mHEFEMAE LET,
FTRTOEEBILMAC T FLRAZIEET 2B A any 2#HHELE 9. any 2HET 5 &, EET
MAC 7 FL Az 7u—HEHEEILERA.
1. AT A — 5 AR OHIE
B TEEEA
2. [EDEEH
<source mac>IIFEFETMAC 7 RLAZEEL T,
<source mac mask>IZIZ MAC 7 FLADH THEEDEZFHFF I HE Y bZILTLY AT %
MAC 7 FLAEARTEEL£7.
MAC 7 FL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 #E%L)
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{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

5 MAC 7 RLUAZIEELE T,

host <destination mac>##EE 3 % &, <destination mac>DEe—H % 70 —EHEGE LT
—6—0

TRTOFHEHEMAC 7 FLRAZIEET 25T any #EE L E 9. any 2fEET S &, %05t MAC
T RLAZT70—BHFEFEIELEE A
1. ANT A — 5 B OFIE
BB TEE A
2 fED R EEEH
<destination mac>IiC135E%E MAC 7 FLAZHHEL £7
<destination mac mask>i2id MAC 7 L 2D CHEBDEEZHFATHE Y 2N TR
7% MACT FLRAEATIELE 7,
<destination mac name>IZ 13565 MAC 7 FL AZMZEE L £ T, EETZ 5554 MAC
T RUZAENNE [R7-12 FEEFREASESE MAC 7 R L A& 2L TS0,
MAC 7 FL X (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)
<ethernet type>
A =Py bTATEEEELE T,
LANT A — 5 AR O FIHE
L (BHEfELEEA)
2B E HH
0x0000~ Oxffff (16 #H) F7zldA —H 1y by A SELIREEELE T,
TBETEAA—T 2y by ATRINE [F7-11 BERRERA -T2y Ny A1 TR 250
LTL7ZE W,
interface <interface type> <interface number>
AN T V=BT A5 T —AZBELE T,
1. ANT A — 5 B OFIRE
mL (BHEfELEEA)
2 fED R EEEH
<interface type> <interface number>i2l&, RIZRT A > ¥ 7 = — @R 7L —TFIZH 5T
A VI TI—AEBLUOA VY T2 —AFZZEETETET, FMld, [T A—FITHEET
E5ME] O (WA 2y 72— ADIEERE] 2L TSV,
A =P b TA I T —R
A= F Y RINTTA T T =R
- VLAN A %7 2 —2A
untagged
Untagged 7 L —LOBHZIEEL T,
LANT A — 5 AR O FIHE
L (BHEfELEEA)
2B E HH
=L
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user-priority {<priority> | range <priority start> <priority end>}
1 EB® VLAN Tag 01—V EBEEZIEELE T,
range #18E€ 9 % &, <priority start>7>5 <priority end>0 i % 7 0 —HSEFE LET,
1. AN T A — % B OFHAfE
mL (BHEEAELEEA)
2 [EDE
0~7 (10#%) ZHEELXT,
<priority end>iZid<priority start>& D KE WL —FEEREZIEE L TS0,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID 2#EE L %7,
1LLAINT A — & B OFHE
Tl (BRHEEFELEEA)
2B E HH
0~4095 (10 ##) zZfEELEJ.
inner-untagged
2 BB ® VLAN Tag »'7%& /87y hOBHZIEEL T,
1.AST X — 5 BRI HE
L (BHEAELEEA)
2 fEDOREHEH
%L
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —VEBEELIEEL T,
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —EEEE LE T,
1. 4085 X — ¥ Bk O ¥ HAE
L (BHEEfELEEA)
2 [EDEHH
0~7 (10#%) ZHEELXT,
<priority end>(Zid<priority start>& D KE WL —FEEREZIEE L TS0,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID 2#EE L %7,
1A T X — 5 BRI HE
L (BHEAELEEA)
2 fEDOREEEH
0~4095 (10 E#) ZfEELEJ.
<action specification>/¥5 X —%
action
TUu—EH LTy FOEERZIEE L,
<action specification>/¥F X — & 2KDEIHICHE L TS W,
1. 4085 X — & Bk O ¥ HAE
sL (BfERfEELEEA)
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2 fED R EEEH
gV

log
BELLETZ7EAUANCERLLZNY Y b 272782V A MaF U 7OMRELE T,

1. 485 %X — & B OMEE
7L (P72 R MNOXF U VEERHLETA)

2. EOBEHE
L
[37 > BB OEF]
7L
[EBEANDRE]

FTIEAJANRA VT T —AICEALRETIY VI R2EET AL, I NIDPA VY T — AICTHE
HAENZ2ETOR, SYA YT 2—ATZELI)NT Yy NP —BRNICEESNSEEPHDET,

[ERTENE D R ERZZH]
EEEER, §GERICERENET,

CEEEIR]
1AEL7 FLUABIUSEET F LRI nnnn.nnnn.nnnn T & A L7z & & any EFRRLE

j_o
2.585% MAC 7 R L RIZ%EH% MAC 7 R U RALFRE 7213585 MAC 7 RL ZAZFDOT7 KL A% AT L7

&, FEHREMAC 7 RLALZHZERLET,
FEUNOEETT FLABXUSESET R L A2 nnnn.nnnn.nnnn 0000.0000.0000 &E A/ L7z & &
1% host nnnn.nnnn.nnnn EFRLE 9,

B

[BhED7 > K]

mac access—group
mac access-list resequence
permit (mac access-list extended)

remark
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flow filter implicit-deny

no flow filter implicit-deny 3~ > FiZk->T, 77 AU X N THRROEELY M) OBEEEREIIE
L7,

AT

BHOBRE

no flow filter implicit-deny
BHOHIR

flow filter implicit-deny

[AIE—R]

(config)

NS AX—=9]

%L

[O7 > RS OEE]

TR A NRERIC, BROEELY M) EAEEHERLET,
CEEADFRE]

%L

[(BEME D RIRZZHE]

EEEER, §IGERICRKMmSNET,

CE=EIA]

1AV Tz —RICT LAY A NEEHALT 7 A LI BEELTWABESREETEETA., IRT
DAVITT—RAT, 74NVIDPEHEL TR WIREBTETLTLLZS 0,

2

(BSEDY > K]

advance access-group
ip access-group

ipve traffic-filter
mac access—group
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Ip access-group

A2H T =R UTIPVA 772 AU A N2BALT, IPvd 70 VY BREEAENICLET, BHATE
AU Tz —AERITNLET,

c A—YRy R VF T =X

s A=Yy M FTA T —R

¢ R=hrF ¥ ANYTAFTT—A

VLAN A >4 7 2 —2

RN —R=2ZAN—=TF 4 Y TDINTGRA—=FZHE LT 7RV A N VYT 2 —AIEAT % & 13,
74 )% ® Inbound (ZEMH) ZEEL TS,

[AFRZR]
E]OR

ip access—group <access list name> {in | out | in-mirror | out-mirror}

HMOHIR

no ip access—group <access list name> {in | out | in-mirror | out-mirror}
[AHE—FRI]
(config-if)

A—HVxv b Tz—A, VLANA V¥ T z—2R
(config-subif)

A =P2y v TA VT T 2=, R=+rFr 2T TA ¥ Tz—2R

[INSA—%5]
<access list name>
IPv47 RLATZ A VY EEIPVAISTry b T4 VI DT 72 A) A NZRBELE T,
1A T A — 5 BEgR O P IAE
B TEEHA
2 fEDFRE HiFH
31 XFDADT 7 A A NZEEELE T,
HE, ST X—FITHRETESME] 2B LTLIEZS 0,
{in | out | in-mirror | out-mirror}
7 4 L% ® Inbound 7 Outbound, F721&HRY > —~RX—2 35— >~ ® Inbound 7 Outbound %
BELET,
in : 74 J)L%® Inbound (ZERIDIEE)
out : 7«4 L% ® Outbound GEERIDIEE)
in-mirror : KY ¥ —=~R—=235—Y > Z7® Inbound (ZERDIEE)
out-mirror : RY ¥ —=~_R—=2 35— > 7® Outbound GEERIDIEE)
L. AT A — 5 BigR O FIHAE
BB TEETA
2 EDREHH
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208

ARV

[O7 > RAREFDEIE]

ARV

CEEANDRE]

7 4L DRBOERLY MY A5 55E, 1 TV ML ERRELLT VLR A MRS V5T 2= AP
SHIRT 5o &1, TRTOIY MUAKIRENS ETOM, B4 ¥ 72— ATRE L/ v Mg
ROBRL>Y M) TRNICERSET,

EREIED ZIREZHE]
BEMEER, TIGERICRMBENET,

DE=SEIE]

l.E—DA 72—/ LT, 74 )L%® Inbound & Outbound, BLUPRY ¥—R—-23I5—1
> 27 ® Inbound & Outbound ICFNFN—DORETZTE T, § TIIHESNTWBIEE, HIFRLTH
HERELTL 23,

22ETELLRVWIPVA 74 LY ZBRELIZBERAIOEELE R A, [PVA T LYDT VLAY X M4
BiRINET,

3.7 0 —MHZEMIC own-address E 7213 own-prefix /¥ X =¥ BH BHEIL, WRA V72— Al
IPv4 7 RLADRESN TS EEIIRETEE T,

4.8 Y —=R=Z)—T 1 VT OIRENH 535G, 70 —BHEFHOFEE IPvE 7 FL AL, {RAVH
TI—AHEENTWASIPVA 7 FLRARRETEE A,

5.7 0 —fHSEMEIC interface /ST X — Y BIRESINTWVBIEES, 1 —V 2w v V¥ T 2 — AP TIE
ETEET,

6.7 O —RHEMIC interface /78T XA —F PEESNTWVEEE, MET R Y T2 —AHNBREEINT
WBEERIIRETEE T,

7.policy-mirror-list /8T A =¥ Z{FE L7z 7 7L A A M%7 4 L FIZHHA L7254, policy-mirror-list
INT A= I ELZDET,

8.policy-list 8T X —F ZIE LT VLAY A NERY ¥ —R—=2 35— Y JIZHEA LIZGE,
policy-list /87 XA —# |3\ &2 D £,

O.deny Iv Y RZEE LT I7EAY A M2 R V—R=2 35— V7IHEA LBE, deny 811X
BHELRDET,

10.1og /5 X — ¥ RHEE LT 7 AU A R EKY ¥ —NR—Z 35— ¥ ZICHA L1258, log /85
A= B ERDET,

%ﬂl

(BSEDY > K]

ip access-list standard
ip access-list extended
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ip access-list extended

IPv474}b§7<tL,f§jJ{‘Ea”f:>77t7\U7\b% HELET, IPVA 74 LT ELTEET AT 7 AY A
WIEZEBEHVET, IPVAT RLAT7 4L &, IPVAISTr Yy b T4 LFTT,

KAV RTIRIPVANRNT Y b 74 W RBRELET, RO~ FE2ETT 5 &, config-ext-nacl €— K
IBITLE T,

[ASFER]
IBHRDERTE

ip access-list extended <access list name)
BHROHIR

no ip access—list extended <access list name>
[AHE—R]
(config)
[INSX—F]

<access list name>
IPVv4ISry R 74 LT DTF A A MNRZEZIBELE T,
IPv4d 7 RLAT 4 )L%, IPv6 714 L%, MAC 7«4 L%, BXU Advance 7 4 L% TT TICfHRH &
NTWBT7I7EAYAMRIIIBETZ A,

L.AN T X — & BIEE OF)HE
B TEEEA

2 B EEH
3l XELIHNO 7 7 A ) A MEEBELE T,
L, [/ XA —FIHBETZAME] 2R L TLIEE W,

[37 > REEIFDENF]
%L
CEEANDEE]

T4 VY DOBEBRODEELY NIDPHEIHEE, 1Y 72— RBHEBEAT, | T NI ERZEELETY
T2 X hEHIRT B E X, @‘f\"(@l/ MU DHIBRESNAETO/, #ZHE 1Y 72— ATRELRN
o FABBROFERELY MY T—RINICEESNET,

[EEME D RERZZH]
REMEAER, TIOERICRBRENET,

RES=E]

ARV
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(BSEOY > K]

ip access—group
ip access-list resequence

deny (ip access-list extended)
permit (ip access-list extended)

remark
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ip access-list resequence

IPv4 7 RLATZ 4 LI BEIPVA )87y b7 4 VY O 7 a—HEEEEAIEF O > — 7 v AR/E % FHik
ELET,

AT

BHRORTE - BF
ip access-list resequence <access Llist named> [<starting sequence)> [<increment sequence>]]

[AFIE—K]
(config)
[INSX—4]

<access list name>
IPVAT RLVRAT A NI E/ZEIPVvAISTr Y T4 LI DT IR A ML ZIBELET,

1485 X — & AR O X HE
B TEEEA

2 EDEE
3N XFLRHROT 7 A) A MEEBELE T,
FE, [T A—FIHEETEAME] 2BHLTLIES WV,
<starting sequence>
Flthy — 7 Y ABSZHEELE T,
1. 485 X — & AR O X HE
FIHAEIR 10 TY,

2. f[ED R EEH
1~4294967294 (10 ##) =HEEL £,

<increment sequence>
V= UARA VTR MERTEELE T,
L. AT A — 5 BRgR O FIHAE
HIHEAEX 10 TT,

2 B R TEH
1~100 (10#%) =fEELET.

[37 > REESROE)E]

L

[EENDFE]

L

[EXREfE D [ BREZH]

EMEES, §IGERICRMSNET,

e
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CEEZIA]
ARV

(BHEO<Y > K]

ip access-list standard
ip access—list extended
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ip access-list standard

IPv474)w<tL,f§jJ{‘Ea”f:>77t7\U7\b% HELET, IPVA 74 LT ELTEET AT 7 AY A
WIEZEBEHVET, IPVAT RLAT7 4L &, IPVAISTr Yy b T4 LFTT,

KAV RTIRIPVAT RLAT A VI EBRELE T, Kav > RE2ETT 5 &, config-std-nacl £— N
IBITLE T,

[ASFER]
IBHRDERTE

ip access-list standard <access list name>
BHROHIR

no ip access-list standard <access Llist name>
[AHE—R]
(config)
[INSX—F]

<access list name>
IPVAT7 RLRTANLIDT IR A NGEIRELE T,
IPv4 I8y v 74 L%, IPv6 74 )L%, MAC 71 L%, BXU Advance 7 4 V¥ TY TIZHEAE
NTVWBT LAY XA NRIIIEETETEEA,

L.AN T X — & BIEE OF)HE
B TEEEA

2. B D 8% 7 i
3l XELIHNO 7 7 A ) A MEEBELE T,
L, [/ XA —FIHBETZAME] 2R L TLIEE W,

[37 > REEIFDENF]
%L
CEEANDEE]

T4 VY DREBROEELY NI, 1 V¥ 71— ACHEAEAT, | T M) EEBELETY
2 A NEHIBT B E X, a‘&r@l/ MUBHIBRE NS ETOM, FHA ¥ T2 —ATEFLIN
ry NOBEROBEEL Y N T—BNICEESINE T,

[EEME D RERZZH]
REMEAER, TIOERICRBRENET,

RES=E]

ARV
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(BSEOY > K]

ip access—group
ip access-list resequence

deny (ip access-list standard)
permit (ip access-list standard)

remark
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ipv6 access-list

IPV67»r)l/7<‘:b’(§jﬂ’!57f677-hx‘)x]\% RELET. Aav > FN2%ET9 5 &, config-ipve-acl
RIZBITLE T,

[ASFER]
IEHRDERTE

ipv6 access-list <access list name>
BHOHIR

no ipv6 access-list <access list name)
[AHE—R]

(config)
[INFA—=%]

<access list name>
IPv6 74 VI DT7 I E A AN ZIBELE T,
IPv47 RLATZ 4 V%, IPV4)N7rw b7 4 )0%, MAC 74 J)L%, BXU Advance 7«4 V¥ TI T
ERASNTWET 72 AU XA MRIIIEETE A,

1.AKIST X — & RO I HAE
B TZXEHA
2 [BD & EEH
3l XELHNOT7 7 A ) A MNEEIBELE T,
L, [T XA —FIHBETZAME] 2R L TLIEZE 0,
[O7 > REREFDEE]
L
LEEANDEE]

T4 VY DOBBROBERLY ) BHAEE, V¥ 71— ACHERAEAT, | T NI ERZBELE-TY
AU A NZHIBT R EXIE, TRTOIY N VHIBENEETOR, FHA VYT —ATEELLS
oy NORBBROBEL Y MY C—RNICEEINE T,

[ERTEME D R BRZZH]

REMEAER, TIERICRBRENET,
[EREIR]

7L

[BSEa~ > K]

ipve traffic-filter

ipv6 access-list resequence
deny (ipv6 access-list)
permit (ipv6 access-list)
remark
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ipv6 access-list resequence

IPv6 74 VY D7 u—tHEGERIEF DY —7 V ABESEHERELE T,

[AFIR]
EHORE - AE

ipv6 access-list resequence <access list named> [<starting sequence> [<increment sequence>]]

[AHE—K]
(config)
[INTA—=F]

<access list name>
IPV6O 74 NI DT A A NRZEIEELE T,

1.4 T X — 4 B O F)HE
BB TZELA

2B D E
I XFLRNDOT 7RV A EEBELE T,
AL, [NTA=FIHEETE 2ME] Z2ZRL T ZS 0,

<starting sequence>
G — 7 Y ABSZEELE T,
1. 4085 X — & AR O X HAE
YIHAMEIX 10 T,
2. f[EDFEEEH
1~4294967294 (10 ##) #fEEL£d.

<increment sequence>
V= VAAL Y XY MERERELE T,
1.A&ST X — 5 BRgR O WIHAE
WIHAMEIX 10 TT S

2 fEDREHEH
1~100 (10 #%) ZEEL LT,

[O7 > REEREFOENE]

L

GCEIEADEE]

L

[ERTENE D R IRZ2HE]

REEEER, TOERICRBRENET .,
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[EEEIA]

ARV

[BHhEIY > K]

ipv6 access-list
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ipv6 traffic-filter

218

AVF T =R LTIPVO 772 AU A M2BERALT, IPv6 74 LY BEEAZBDICLE T, BATE
BAYYTT T —ABRIRLET,

« A—FFY R UF TR

s A—HXy M TAUF T —R

s R—hF v RANYFTAFTT—R

s VLANA Y%7z —2

BV —R=ZAN—F 4 VT DINFGA—FEHELTIERAVRA M2, V¥ 72— REAT 5 & 13,
74 J)L%® Inbound (ZEMH) ZHEEL TS,

AR
BROH

ipv6 traffic-filter <access list name> {in | out | in-mirror | out-mirror}
1BHROHIR

no ipvé traffic-filter <access list name> {in | out | in-mirror | out-mirror}
[ATE—RK]
(config-if)

A —Yxvy bV T7z—X, VLANA V¥ T —2R
(config-subif)

A=H2Y MFTAL I T2—R, K=bF¥RNYFTA I T2—2R
NS A—=F]
<access list name>

IPv6 74 NYDTF VA A MZEHEELE T,

1. 485 X — ¥ B O #FIHE

BB TEEHA

2. B D % E i FH
31 XEUHNOT7 72 A) A & 2BELET,
B, (S5 XA—FITHEETEAME] 22BLTLEE L,

{in | out | in-mirror | out-mirror}

7 4 L% ® Inbound 7 Outbound, F7ziZKV) ¥ —~_X—=23IF—Y >~ ® Inbound »* Outbound %
BELE T,
in : 74 )L %®Inbound (ZERNDIEE)
out : 7 4 L% ® Outbound GEFBIDIEE)
in-mirror : KYJ) ¥—=~_R—=235—1Y > 7® Inbound (ZEEDIEE)
out-mirror : KV ¥ —=~R—=23IF5—Y > 7® Outbound GEEFIDIEE)
1.A&IST X — 5 BRgR O VIHAE
EWTEEEA
2. B 5 E i
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ARV

[O7 > REEEFDOEE]

ARV

[EEADFE]

T4 VY DOBROBERLY NI HAEE, 1 T NI ERRELLET VRV AN RS VI T 2=
HHIBRT A2EEE, IRTOIY FIDHIBRENE2ETOM, 81 0¥ T2 —ATZELRZ/r Y b
ROFERLY N T—BNIEEINE T,

[EXREME D R BREZH]
EEEER, §IERICKRSNET,

E==IE]

LLE=DA Y% 72—/ LT, 74 )L¥%®Inbound & Outbound, BLUFKRY ¥ —R—=23IF—1
> 27 ® Inbound & Outbound ICFNFN—DORETZTE T, T TIIHESNTWBIES, HIFRLTH
HEELTLEE 0,

2EZELRVIPVE 7 VY ZRELIHERAGEELEREA. IPV6O 74 LI DT VLAY X FEIE
BRI NET,

3. 7 0 —&H&EMHIC own-address 7213 own-prefix /8T X =¥ »H 2L, WRA >V F T 2 —RIC
—SRIPV6 FU—NLT FLABRESA TS ESRETE LT,

4, 70 —BHEHEIST A -5 DREFITLT R LRI any F/213<length>725 64 DINICIEEShTWA & &
ICRETEE T,

5. RV Y —=R=AN—T 4 Y IOEENH 255G, 70— BREFMFEOEL IPv6 7 F LRI, NMRA >V F
T —ACHESNTWVAIPV6 70— NL7 RLAREETE LA

6. 7 O — &M interface /8T A —FDBESNTWDIHEE, 1 —T 2y M V¥ T 2 —X7ZHE
ETEET,

7.7 0 —HEHEMFIC interface /XT A= I PIEESN TV EEHE, WETHS ¥ T2 —APRESNT
WBHEZLRTHRETETET,

8.policy-mirror-list /ST XA =¥ ZH{E L7 7L AU A &7 4 V¥ IZHHA L7254, policy-mirror-list
INTA—FIZENEZDET,

9.policy-list 8T A=Y ZIHE LT VLAV A MERY ¥ —R=Z3I 57—V Y JICHEA LI5S
policy-list /85 X — & 13 Wxh &2 D £,

10.deny v REBELLT 7RV A ME2KRY ¥ —R—=23IF—Y VY JITH#EAH L7258, deny BifElE
mERDET,

11.10g /8T A—=F%ZIBE LT VLAV A 2R ¥ —R=23I 7= Y FICEA LHE, log /87
A—FIIEHEZDET,

Ullll

[BhED7> K]

ipv6 access-list
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MacC aCcCess-group

AT 2—RAIHLTMAC T 7 AV A N2EHALT, MAC 74 VY BEERZ BN LET, BHTE
B4 0Tz —ABRISRLET,

« A—FFY R UF TR

s A—HXy M TAUF T —R
s R—hF v RANYFTAFTT—R
s VLANA Y%7z —2

AR
B

mac access-group <access list name> {in | out | in-mirror | out-mirror}
1BHROHIR

no mac access—-group <access Llist name> {in | out | in-mirror | out-mirror}
[ABE—R]
(config-if)
A—YFxv V¥ Txz—A, VLANA V¥ Tz —2
(config-subif)
A—H2Y M TA I T 2=, K= bFrHINTFTAF Tz —R
[INSX—9]
<access list name>
MAC 74 VD77 AY A NEZEIBELE T,
1. ARNT A — 5 B O WHE
BRTEELA
2. [EDEEH
Bl XFLADT 72 AY A M ERIEELE T,
FE, [T A—FIHEETEAME] 2L TLES WV,
{in | out | in-mirror | out-mirror}
7 4 L% ® Inbound #»* Outbound, 72l ERY ¥ —R—=2Z3F—1Y »Z® Inbound »* Outbound %
BELET,
in : 74 L%® Inbound (ZERIDIEE)
out : 7 4 L% ® Outbound GEFBIDIEE)
in-mirror : K ¥—~R—=2 35— > 7O Inbound (ZERIDHEE)
out-mirror : KY ¥ —=~_R—=2 35— »7® Outbound GEERIDIEE)
1. ANT A — 5 AR OHIE
B TEEEA
2 [EDEEH
7L
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[37 > REESIFDENE]

ARV

LEEADEE]

TANITOBBROBERELY VIAFDHHESE, |l TV NI EERELLET VLAV ANEAL VY T 2 —AD
HHIRT A2EEE, IRTOIY NI DHIBRENZ2ETOM, 41 0¥ T2 —ATZELRZ/r Y bR
BRORBEL N T—HNICEESINE T,

[EXREME D R BREZH]
EEEER, §IGERICRBENET,

E==IE]

l.E—DA Y7 2=/ LT, 74 )L%O Inbound & Outbound, BLUPRY —R—23I5—1)

> Z7® Inbound & Outbound ICFNFN—DHRETEE T, T TICHESNTWBIES, HIRLTH
BRELTL7ZE 0,

2EZELIEWMAC 74 WY 2 BRELBERIMBEELEEA MAC 74 VYD T 7R R MEIE
BHINE9d,

3. 7 0 —&HEMFIC interface /8T A= DBPEESNTWEEHES, 1 =Py M V¥ T 2 — X2
ETEET,

4, 7 a0 —HEEIC interface /3T XA = BIEBESNTVBIBE, MNETHA VY T2 —APRESINT
WHEERFRETEET,

5.7 0 —HEHEOF5E MAC 7 F L &I unicast-flood AAEE S N TWAE4E, Outbound (GE(E{H)
RTICRETEET,

6. 7 0 — &SI inner-untagged, inner-user-priority, %7213 inner-tag-vlan /¥ X — % 2EE &
NTWAEHE, 77EAR— B2 v ZR—b+O Outbound GEEMR) ICIIFHETEEE
Ao

7.policy-mirror-list /8T X =& 2IE L7 7€ AU A M%7 4 L FZ A L7354, policy-mirror-list
INRTA—=FITEHELRDET,

8.deny AV Y REEELALZT VLAV A NERY V—R=2 35— »7IZH#EH L5 A, deny B1E1E
WhERDET,

9.log 8T A—F HIEE LT ZERY A F AU Y —R—R 35—V > ZIHA L858, log /85
A—FFEHELDET,

7

[BhED7 > K]

mac access-list extended
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mac access-list extended

MAC 74V ELTEfET A7 VLAV ANERELE T, Kav > FEEITT S &, config-ext-macl
ICITLE T,

[AAFER]

1BRDOFE

mac access-list extended <access list name>
HHROHIR

no mac access-list extended <access list name>
[ASTE—K]

(config)
[INTA—=9]

<access list name>
MAC 74 VDT XA ANZZIEELE T,
[Pv4 7 RLATZ 4%, IPvA)Nrw b7 4%, IPv6 7 4 L%, BXU Advance 7 4 L% T3 TIZ
FRHINTWAT7 LA A MRIIEETEELA,

1.AKI8T X — & EBREEE O I HAE
BBTEIEA
2 NED % E i
3l XFLNOT 7t A A MEEIEELE T,
S, S5 XA—FITHEETEAME] 22BLTLIEE L,
[O7 > REREFOEIE]
L
LEEADOEE]

T4 VY DBBROBEEL Y NIDPDHIEE, A VY T2 —AEHEBAT, |l TV NI EEZBRELETY
T2V A ZHIBRTHEEE, TARNTOIY NI DHIBRSNSETOM, M1 0¥ 72— ATZELNS
o PRBBROEERELY M T—RINIEESNET,

[ERTE B D S BRZEH]
BOEEEER, §SERICRBENET,
CESZEIA]

AQV

%ll

(BEEIY > K]

mac access-group
mac access-list resequence

deny (mac access-list extended)
permit (mac access-list extended)
remark
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mac access-list resequence
MAC 7 4 L% 07 0 —BHigFafIEFO Y — 7 2B S BREL T,

[AF372K]
ERORE - BH

mac access-list resequence <access list name> [{starting sequence> [<increment sequence>]]

[AFIE—K]
(config)
NS A—F]

<access list name>
MAC 74 VWY DT 72 AV A MGRIEELE T,

LA T X — 4 B OF)HE
BRTEEEA

2 (EDEE
I XFLRNDT 7RV A M EEBBELE T,
FEAIE, [STX=FIHEETE 2ME] 22U T2 0,

<starting sequence>
B> —7r  ABESZEELET .
1. 485 X — & AR O X HE
HEE 10 T7

2 B R EH
1~4294967294 (10 ##) Z4EEL£T

<increment sequence>
V= VAA YT YA MEREEELE T,
1L.A&IST X — 5 BRgR O P HAE
EMEIX 10 T,

2 [EDREEEH
1~100 (10 &%) =fEELET.

[O7 > REEEFDOEE]

L

LEIEADEE]

L

[EREED RS2 HE]

EMEEFR, TIGERICRBENET,

e
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CEEEIE]
7L
BS&EY > K]

mac access-list extended
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permit (advance access-list)
Advance 74 LY TOT 7 A% HA T LM 2BELE T,
[AFIER]
HROKE - BE

[<sequence>] permit mac <target flow> [<action specification>]
[<sequence>] permit mac-ip <{target flow> [<action specification)]
[<sequence>] permit mac-ipv6 <target flow> [<action specification)>]

THEROHIFx

no <sequencey

<target flow>:

mac <target flow>DE4
MAC Ny ¥ &7 u—1#Hd 285860 7 0 — &t T,

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <destinat
ion mac mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [i
nterface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ran
ge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-use
r-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan
id>1}1}] [{layer2 | layer3}]

mac-ip <target flow>®D5H&
MAC Ny ¥4, VLAN Tag ~Nv ¥ &, IPv4 Ny ¥EEBRITLA Y 4Ny ¥EETT70—KH
THBAED 70— BHEHETT,
Ho /8T A =¥ & T u—HEHETEHBE, LAV ANy FERE T 0 —BHERICIEETEEE

/1/0

+o T A —=%7 LT, Efi7a b TCP, UDP, ICMP B & IGMP DN D5E

mac—ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own
-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<d
estination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own-prefix | range-address <destination ipv4 start> <destination i
pv4d end>} [{[tos <tos>] [precedence {<precedence)> | range <precedence start> <precedence
end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <lengt
h>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [us
er-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id
>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priorit
y end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+oRFT A =472 LT, Efi7a bl TCP OBéH

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} tcp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[established]

| [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+ur
g | -urg}1}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precede
nce end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <le
ngth>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged |
[user-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan

id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start)> <prio
rity end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]
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+o /85 X—=¥7 LT, Ef7a baLy UDP OEE

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} udp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4d end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<{destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[tos <tos>] [
precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> |
range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [
interface <interface type> <interface number>] [{untagged | [user-priority {<priority> |

range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [in
ner-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan
<tag vlan id>]}1}] [{layer2 | layer3}]

+fo /8T A =% LT, Efi7u 2L H ICMP OBE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} icmp {{<sou
rce ipv4d> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{
<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messaged}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <length>] [ {+mf
| -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [user-priorit
y {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner
-untagged | [inner-user-priority {<priority> | range <priority start> <priority end>}] [
inner-tag-vlan <tag vlan id>]}1}]1 [{layer2 | layer3}]

+Ho T A—=#7 LT, Efi7abansIGMP O5H

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} igmp {{<sou
rce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [Ki
gmp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <{precedenc
e end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <leng
th>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [u
ser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan i
d>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priori
ty end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+Ho/XFRX—FH D DIFE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4 star
t> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination
ipv4 start)> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <pre
cedence start)> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface
number>] [{untagged | [user-priority {<priority> | range <priority start> <priority end
>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range
<priority startd <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}

mac-ipvé <target flow>D5 &
MAC Ny %%, VLAN Tag ~Nv &M, IPv6 Ny FEEBLILA Y 4Ny FEMETT7 a0—HH
THHED 70— EHEHF T,
Ho NTA—=F 270 —BHFMHELE T 2HE, LI V4N YFRHER 70— REFFIIEETS S
Ao
+o /8T A—=F7x LC, Efi7 a2y TCP, UDP B& U ICMP BAO5E

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
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protocol>} {<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-addre
ss <own address length> | own-prefix | range-address <source ipv6 start> <source ipv6 en
d>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-ad
dress <own address length> | own-prefix | range-address <destination ipv6 start> <destin
ation ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fol [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>1}]}] [{l
ayer2 | layer3}]

+Ho /NS RX—=¥7 LT, Eu7a bhay TCP D&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} tcp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any| own-address <own address L
ength> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<lengt
h>| host {<destination ipv6> | own-address} | any | own-address <own address length> | o
wn-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[establis
hed] | [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [
{+urg | -urg}1}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{l
ayer2 | layer3}]

+o /85 X =% LT, B a3l UDP Digé&

mac-ipv6 {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} udp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{traffic-
class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper |
lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{
untagged | [user-priority {<priority> | range <priority start> <priority end>}] [tag-vla
n <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority s
tart> <priority end>}] [inner-tag-vlan <tag vlan id>]}]}]1 [{layer2 | layer3}]

+fo/NTA =% LT, Ef7a 3L HICMP OB&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} icmp {<so
urce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 endd>} {<destinati
on ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own addr
ess length> | own-prefix | range-address <destination ipv6 start> <destination ipv6 end)>
} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messag
e>}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <dscp end>}}] [
length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interf
ace number>] [{untagged | [user-priority {<priority> | range <priority start> <priority
end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | ra
ng?]<priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | laye
r

+o/NTA =% H 1D DFHE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
protocol> | icmp | tcp | udp} {<source ipv6>/<length>| host {<source ipv6> | own-address
} | any | own-address <own address length> | own-prefix | range-address <source ipv6 sta
rt> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6> | own-addr
ess} | any | own-address <own address length> | own-prefix | range-address <destination

ipv6 start)> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [+fo] [int
erface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ra
nge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner
-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <ta
g vlan id>1}1}] [{layer2 | layer3}]
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<action specification>:

mac <target flow> [<action specification>]D#F&
action policy-mirror-Llist <destination interface list name>

mac-ip <target flow> [<action specification>], % 7z1% mac-ipv6 <target flow> [<action
specification>] D&

action {policy-list <policy list name> | policy-mirror-list <destination interface list nam
e>}

[AIE—R]

(config-adv-acl)
NS A—95]
<sequence>
TJu—BHEHOERIEF TCH 2L —F Y AFESZIHEELE T,
1. AT A — 5 BRI HE
TR AY A NRICEES 2 WiEE, HEIX 10 T,
FHEEELTHAHE, BELTHAHY—FT VABBSORKESF10 TY,
12720, V=4 ABBSOBRKED 4294967284 LD REWEEEE LBEIIERTEEEA,
2. (D E HiF
1~4294967294 (10 #%) ##EELET,
<target flow>/VF X —%
{<source mac> <source mac mask> | host <source mac> | any}
HEETLTMAC 7 RLAZRIEELE T,
host <source mac>##EEJ 5 &, <source mac>DFL—H % 7u—mHFEAFELET,

IRTOREETLMAC 7 FLZAZIEET 2B 13 any 2HEE L 9. any 218ET 2 &, EEL
MAC 7 FL 2% 70 —HEF LR LEE AL

L.AINT X — 4 BEERE O F)HAE
BRTEZELTA
2. [ED R E i
<source mac>IZIFEFEILMAC 7 FL AZIEE L9,

<source mac mask>ICIZ MAC 7 RL AOHFTEBOEZFHFITAHE Y b2 T AT %
MAC 7 FLZERTHREL £,

MAC 7 R L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff. ffff.ffff (16 )

{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

W MAC T RLAZEELET,

host <destination mac>##E 3 % &, <destination mac>D5Ee—H %z 70 —KHEGE L E
—g_O

FTARTDFEHEMAC 7 RLAZIBET A5 any 2 ELE T, any 218ET 5 &, ik MAC
7 RULAZT7u—HEFEEILER A,

14N T X — & B IgE OF)HE
BB TEEEA
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2 MED R EHiF
<destination mac>121356% MAC 7 L AZEEL £ 7,
<destination mac mask>i2id MAC 7 RL ZAOHTERBDEAHFAT ALY b2 THT A
7% MACT7 FLARERXTEEELE T,
<destination mac name>Z1355% MAC 7 R L A& r2HEE L £ 9, FETE 555 MAC
7 RV ZAEINE [ 7-12 fEERTRER5E%E MAC 7 R L AEIR] 2B L T 7ZE 0,
MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 HEE)

<ethernet type>
A =Py b ATEEREELE T,
1. AT X — 5 BIgR O F)HE
mlL (BHEFEFELEEA)
2 B R EH
0x0000~Oxffff (16 E#) FizldA —HF v by A SE/MEHEELE T,
IHETEAA =Yy N A TEIRE [R7-11 BETMRERA —T v Ny A1 TEHR] 258
LTLZE W,
interface <interface type> <interface number>
AHATV—LHET 2405 72— AEHEELET,
1.ANT X — % BUR OF)HAfE
L (BHEAFELEEA)
2 ED R E
<interface type> <interface number>i2id, KIZRT A > ¥ 7 = — ZAHH| 7L — TGS
BAVEI T —ABBRUA VY T2 —ABBZIBETET LT, #FMI%, [T X —=FIHBET
E5E] O (WA Y7 2 —ADEERE] 2SBL TSV,
A —PRY b TSI T —R
RN F Y INFTA I T =R
-VLANA %7 x—2
untagged
Untagged 7 L —2OMBHEZEE LT,
1. AT X — 5 BRI HE
al (BHEFEFELEEA)
2 B R EH
%L
user-priority {<priority> | range <priority start> <priority end>}
1 BEH® VLAN Tag O1—HEBEEAIEEL T,
range #18®€ 9 5 &, <priority start>#% & <priority end>O#i % 7 0 —MHEFEGEE LE T,
1.AINT A — % BHR OFIHAE
L (BHEAFELEEA)
2 (EDEE
0~7 (10#%) ZHEELET,
<priority end>iZid<priority start>& D KEWIL—HFEEEZIEE L TS0,
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tag-vlan <tag vlan id>
1 BE® VLAN Tag ® VLAN ID 2#EE L %9,
1. AT X — 5 BRI HE
L (BHEAELEEA)
2 fEDOREEEH
0~4095 (10 E#) =ZfEELEJ.
inner-untagged
2 BBH® VLAN Tag #*72\ /87 vy F O 2EELE 7,
1. AT X — 5 BRROHE
L (BHEHELEEA)
2B E HH
AQ
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —JEEEEZEEL 7.
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —MEEEE LE T,
1.AIST X — 4 BIgR O W) HE
L (BRHEFELIEA)
2 B D EHFH
0~7 (10#%) 2HEELET,
<priority end>IZi&<priority start>k D KEWIL—HPEEEZIFEL TS,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID Z#EE L %7,
1. AT X — 5 BRROHE
L (BHEAHELEEA)
2B E HH
0~4095 (10 E#) =fEELEJ.
{ip | <protocol> | icmp | igmp | tcp | udp}
70— EHEHRERNIC mac-ip ZHEE L-BEICBIRTE £7,
[Pv4 /87y bOEMT O b IVEEEZBELE Y, 2720, IRTOTT FILERRET HHE
Fip 2HEELE T,
1. AT A — % BsR OFHAE
BRTZELA
2 [EDE
0~255 (10#%) F/old7u baLVEMEEELE T,
HECTE 270 FIVEIRE [R7-3 EEMRELR 70 M ILEFR (IPvd)] 28BL TS
W,
{ipvé | <protocol> | icmp | tcp | udp}
7 0 —EHZEMFERIC mac-ipve ZIEE LG & IEIRTE X T,
IPV6 /8y FO BT O S INGEEEZIEELE T, 72720, IXRTOTO bALENRET 25H
13 ipve ZHEEL £ 9,
1.AIST X — 4 BIgR DY) HE
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BRTZEEA
2 MED R E
1~42, 45~49, 52~59, 61~255 (10 #&#), 7370 raLEHReEELET.
IBETE D70 FINEIRI [FR7-4 $EERTREA T T b ILEFR (IPve)] 22 LTS
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
EETLIPVA 7 RLUAZEELE T,
host <source ipv4>%1EET 5 &, <source ipvd>DFTLE—H%E 70 —HEHFEELET,
FTRTCOKEEBITLIPvA 7 FLAZIBET 25 Ed any 2FEELE 9. any 2HEET 5 &, EET
IPv4 7 FL 2270 —HEGEIZLER A
own-address Z1EET B &, WNRA V¥ T2 —ATRESN TS IPv4 7 KL A2 %ETT [Pvd
TRLVRELT70—HEFICLET,
own-prefix Z¥ET 5 &, MNEA V¥ T2 —ATRESN TS IPVA T RLADRY hT =27
RFLZEZ 70 —HEHICLET. FAMT FLARIZERELE T,
7238, own-address B XU own-prefix 23E LA V¥ T 2 —AWTILF R—LDEFEEIL, T
A4 <) IPv4 7 RLUAHRRITEZD ET,
range-address Z#8E 9 5 &, <source ipv4 start>7 5 <source ipv4 end>DEiFH % 7 10—
FHhELET,
L.ANT X — 5 BERE DR HE
BRTZEEA
2 MEDR E
<source ipvA>IZIZEBITLIPvA 7 RLAABEL 7,
<source ipv4 wildcard>I213 IPv4 7 R L ZQHF TEBOEZFAIT Ay N2 TIT AL
FH—Fv X7 % IPv4A 7 FLAERTHEELE I,
<source ipv4 end>IZi3<source ipv4 start>K DK EWIPv4A 7 RL ZAZIEEL TLEE 0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own
address length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>}
HEETIPVO 7T RLAZEELE T,
host <source ipv6>%§ET % &, <source ipv6>DFEE—E% 70 —HHFEHE LET,
TRTDOEFBITLIPVE 7 FLAZIBET 2FFd any ZFEELE 9. any 2HEET 5 &, EET
[Pv6 7 FL A% 70— &G EIILER A

own-address Z{8ET B &, WRA VI T —AWXRESNT NS [Pv6 ZUu—NL7 RL A %%
BILIPv6 7 RLRE LT 70 —BHEEFEE LET,

own-prefix ZEET 2L, XRA VI T —RIFHESNTWVWS IPv6 T 0 —NL7 L X E%EE
JLIPV6 7 KL X, IPv6 70 —NL7 FLADT L7 4 v 7 AR %<length>& LT 70— &4
IZLET,

range-address 2§/ E9 % &, <source ipvé start>7» 5 <source ipv6 end>D#HiF % 7 10 — & H
FhElLET,

LA T X — & B O F)HE
B TEEEA
2 fED R EH
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232

<source ipv6>ITIFEFTLIPV6 7 FLAZIEL £,

<length>IZI3 IPv6 7 F L ADOHT—HEME L L 287 % T R L ADEED 5 D bit M THE
L/i—g_o

<own address length>iZid own-address DHF T—HEM L L 5P % T FLADEEDNP 5
DDbit HTHELE .

<source ipv6 end>iZiF<source ipv6 start>& D AKEZFWIPV6 7 RLAZIFEL TL 2 S0,

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
ffff-fEff Fff. - fFff FEFf - f1ff

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}

EETR- I ESEZEELE T,
Za ba A TCP BLUUDP 23047 a T,
eq #1BE T 5 &, <source port>D5EE—% 7 0 —HRHEFE LET.
neq #{8E 9 5 &, <source port>Listx 7 o —iHEFELET,
range #18E9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEEE L
7,
1. 485 X — 4 gk O P HAE
mL (BHEEHELEEA)
2 B D E HiF
0~65535 (10 #EH) £/LEFR—MEMEEELET,
FHETEHR—MEWRE [R7-5 TCP TEEFRELKR— MR, [R7-6 UDP CTHEERAE
2AR— & (IPv4)] BXU [R7-7 UDP THEEMRELZ AR — F&FR (IPve)] 2L TL
72E 0,
<source port end>IZi3<source port start>&K D KENA— FFEESZEEL TS0,

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}

5i%E IPv4 7 RLAZIEEL £ T,

host <destination ipv4>#4g8E 3 % &, <destination ipv4d>D5EL—8% 70 —MEEEE LE
ER

TARTDFELEIPvE 7 RLAZIBET 2EA L any 28E L E 9. any #I8E€ T 5 &, 585k IPv4 7
FL2AZ 70—l LEEA.

own-address Z¥ET D&, WRA VI T —RATHEENTWS [PvA 7 FL A %55 [Pvd 7
FLZ2ELTT7a—BHEFICLET,

own-prefix Zf8ETHE, NRA VI T2 —ACHEENTWBIPVA T RLADXY hT—2 7
RLURAE%Z 70 —MHEFICLET, RAMT FLATIIERELE T,

724, own-address B & O own-prefix #¥6E L7z A V¥ 7 2 —ABVLFR—LOHEE, TI
A<V IPv4 7 RLUADSHRICED T,
range-address Z#§E 9 % &, <destination ipv4 start>7 5 <destination ipv4 end>D#if % 7
O—HEFELET,
1L.ANT X — % BEEERE O F)HAE
BB TEEEA
2B E HH
<destination ipv4>IZi135EE IPv4 7 FLAZIBE L £ 9,
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<destination ipv4 wildcard>121x IPv4 7 KL ZOH CEROEEFRITHE Y b2 T
AIWVRH—FvRI%ZIPv4 7 FLAEXTHELX T,
<destination ipv4 end>iZ i&<destination ipv4 start> &k D kKEWIPv4 7 RLAZ$EEL T
<7122,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipv6 start>
<destination ipvé end>}

FEIPVv6 7 R L AZIBEL 7,

host <destination ipv6>#%1gEd 5 &, <destination ipv6>DEE—E % 7 0 —MHEFE LE
—a_O

FTARTDFEEIPVO 7 RLAZIEET 25A L any 2f8E L £ 9. any #i8€ T 5 &, 588 IPv6 7
RLZxz70—HEfREILEEA.

own-address #1EET D&, WRA VY T 1 —RICHESNTNSIPv6 YO—N)L7 L X %58
FEIPve 7 FL AL LT 7 —MHEtELET,

own-prefix Z{EET B L, WNRA VYT 2 —RAHRESNT WA IPv6 Zu—NLT KL A 2565
IPv6 7 KL R, IPv6 70 —NL7 RLADT L7 4 v 7 AE#<length>& LT 70 —HEMHIC
L7,
range-address #1§E 9 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#iF % 7
O—BHEAEE LTI,
1. 485 X — 4 Bl O P HAE
BB TEE A
2 E DR EEH
<destination ipv6>121358% IPv6 7 RL AZEE L £ 9,
<length>IZI3 IPv6 7 FL ADHT—HEM L 2289 %2 7 L ADSEED 5 D bit L THEE

L7,

<own address length>IZi% own-address D C—HGEMH L2 5855 % 7 N L ADEENP 5
O bit HTHELE I,

<destination ipv6 end>IZik<destination ipv6 start>& D KEWVWIPV6 7 RLAZIEE L T
{72&EWV,

<destination ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
ffff-fEff Fff: e fEff FEFf FE Ff

<length>:0~128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESZHEELE T,
Za baAs TCPBLUPUDP 23047 a T,
eq #15E T 5 &, <destination port>DEL2—%E 70 —HHEFHFE LET,
neq #8E€9 % &, <destination port>LI# % 7 0 —#HEFE LET,
range ##8E€9 5 &, <destination port start>7” 5 <destination port end>D & % 7 1 —#&H
FhElLET,
1. AT A — 5 BigROFIHE
mL (BHEfELEEA)
2D E
0~65535 (10#EH) £LER—-MEMEEELET,
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FEETE SR - MEIRE [R7-5 TCP TIEEFRELKR— MR, [&7-6 UDP TiEERAE
2AR—MEF (IPv4)] BEXU [R7-7 UDP THEEMRELZ R — F&FR (IPve)] 2L TL
7Z2E W,
<destination port end>iZiZ<destination port start>k D AZ WK — M EEEFEL T2
S,
tos <tos>
ToS 74—V KROEY F3~6 D4y FTH5tosBEIEELET .
Nry b ToS 74 —LROEY F3~6D 4y hEHELET,

1. 48T X — 4 Bl R O P HAE
HL (BHEAHELFIEA)
2 fE D E HFH
0~15 (10 #%) F/idtos BMEHR/ELET,
EETE 5 tos R [R7-8 FEEATREZ tos BFR] 2L T & W,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO EfI3 ¥y b THA precedence HEIEEL X T,
range #18E€ 9 5 &, <precedence start>7» 5 <precedence end>D#if % 7 0 — A E L
ESC
Nry b ToS 74—V R EM3EY MEHBILET,
1. 48T X — 4 AR O P HAE
HL (BHEAHELFIEA)
2 fE DR E HFH
0~7 (10 %) 713 precedence &MEIEEL £,
67 T & % precedence &#hid [ 7-9 1EEFIHE precedence ] ML T ZS 0,
range Z{8E 9 554, <precedence start> & <precedence end>1Z & precedence fE % fE7E
L, <precedence end>Zl¥<precedence start>& O K%\ precedence fEZHEE L TL12S
W,
traffic-class <traffic class>
NTITA VI ITAT 4 =L REEEELET.
NIy bDOVTT 4w I TTAT 4 —LREHBLET,
148 X — 5 BRgR O P HAE
L (BHEfELEEA)
2B E HF
0~255 (10 #%) =HEELET,
dscp {<dscp> | range <dscp start> <dscp end>}
o 7 U —HZEAERA mac-ip OHE
ToS 74—V ROEAM6 Y hTHBDSCPEEEELET,
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#EFH % 7 0 —EHEFE LET,
Ny bDToS 74—V REM6EY MERELET,
o 7 U — ISR mac-ipve D5 E
T4 v I IFAT 4 —VROEM6EY hTHAHDSCP EEZEELET,
range #{8E€ 9 % &, <dscp start>% 5 <dscp end>D#HiFH%E 7 0 —HHEFHFE LET,
NrobOrI 74y 2053 AT74—)VRE6EY PEHBLET,
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LA T X — & BEEE O P HAE
L (BHEfELEEA)
2B EHH
0~63 (10#H) F£7-13 DSCP &M% fEELE T,
fHET& % DSCP &frd [#£ 7-10 #5EFREZ DSCP &f1] 2L T ZE 0,
range #{8E 9 5%, <dscp start>& <dscp end>i2id DSCP fE# 57 L, <dscp end>IZ
ld<dscp start>& D AZ 1 DSCPEZIEE L TL 2S00,
established
TCPAY ¥ D ACK 757 %71a RST 757131 O3 v FOBHEREL LT .
Tu rINHTCP 2FOF T 3 0 TT,
LA T X — & BEEE O P HE
L (BHEfELEEA)
2B EHH
=L
{+ack | -ack}
TCP Ny ¥ D ACK 77 7 OEHEREEL £,
TurILVBTCP 2 OA T 3 TY,
+ack IZACK 75 7M1 @87 v b, -ack i3 ACK 757000y heizDE T,

LA T X — & BHEEE O P HAE
sL (BHEFELEEA)
2. B 5% E HiF
L
(+fin | -fin}
TCPAYFDFIN 7Z 7OEHEA2EELE9 .
7a ra VB TCP DA 73> TT,
+Hin X FIN 75751 08 v b, finld FIN 7578 00/87y hERDET,
LA X — 5 BRgR O P HAE
sL (BHEFELEEA)
2. (B E HiF
L
{+psh | -psh}
TCPAY & D PSH 75 7 OBHZEEL T,
Fa s a VB TCP D47 3> TT,
+pshiZ PSH 77 1 @8 v b, -pshidPSH 77 B0/ ry bekDET,
1L.A&IST X — 5 BEgR O P HAE
L (BHEEAELEEA)
2. (B E i
=L
{(+rst | -st}
TCPAY&DRST 75 7 DKRHEZEELE T,
Fa s AV TCP 2T DA 7> 3T,
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+rst i RST 75 7H 1 O v b, 1stiZRST 75700y &z D9,
L.ANT A — 5 B OWHE
mL (BHEAELEEA)
2 (B D E i
%L
{+syn | -syn}
TCP ANy ¥ D SYN 75 7O EEEL T
TurILBTCP 2O T 3> TY,
+syn ik SYN 757051 Oy b, -syn i SYN 7 7B 0Dy bk DET,
1. 485 X — 4 iR O ¥ HAE
L (BHEEHELEEA)
2 (B D E
%L
{+urg | -urg}
TCP Ny ¥ ® URG 7 77Oz HEE L7,
TurILBTCP 2 OA T 3> TY,
turg ZFURG 7571 o7 v b, -urgidURG 7 7B 0087y & DET,
1. 485 X — 4 gk O P HAE
mL (BHEHELEEA)
2 [EDEEH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ 1 72 8E L% 7,

range #18E€ 9 5 &, <icmp type start>7» 5 <icmp type end>D &% 7 0 —#HFEGE L E
EE

7a haUABICMP 23D+ F 3> T,
1. 48T X — 5 Al R O P HAE
L (BHEEAFELEEA)
2 fE DR E #FH
0~255 (10 ##) =EELET,
<icmp type end>{Z & <icmp type start>& D kE W ICMP ¥ 1 FZ2IEE L TL 120,
<icmp code>
ICMP 2— F&HEELE T,
70 IUAICMP 23 OA 7 3 > T9,
1. AT X — % B O F)HAE
L (BHEfELEEA)
2. fEDREEH
0~255 (10 #%) =HEELET,
<icmp message>
ICMP X vt — V& tEELE T,
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7u rIVHICMP 213 0F 723 > Td,
IEETESICMP X vt —VZME [£7-13 ICMP TIEER AR X vt —Y&# (IPvd)] B&
O [#£7-14 ICMP TIEEMHER A v —V4FR (IPve)] 2ZMBLTL 2S00,
L. AT A — 5 BigR O FIHE
L (BHEfELEEA)
2B E HH
L
<igmp type>
IGMP ¥ 1 7%3EE L £ 7,
7 s IUHIGMP 2O+ T a v TY,
1. AT A — 5 BEgR O P HAE
mL (BHEEAELEEA)
2 fE DR E i
0~255 (10 ##) =EELEI,
length {upper | lower} <length>
[P2—HF—5RDELREX/IIITRIEZIEELE I,
upper : ERREZEELE T, <length>PI T8y v&270—#iHsEfELET,
lower : FIREZIEEL £79. <length>Pl LDy b&7o—@HEfFELET,
1. AT A — 5 BigR O FIHAE
sl (BHEEAHELEEA)
2 MED R E
0~65535 (10 #%#) %HEELET,
{+mf | -mf}
« 70— EHEAER A mac-ip OHE
Flags 74—V ROTFME 1Y b THEMF 757 DEEZIEELE T,
+mf IEMF 75731087y b, -mfidMF 75730087y b2 70— HEEELE
ED
o 7 u—MHEARERH mac-ipvb DIFE
TITAL N TOM 7T 7DERTEELET,
TmfIEM 771 Oy b, -mfIEM 770008y b7 o —EHEFRELE T,
1. AT A — 5 BEgR O FIHAE
L (BHEEAELEEA)
2 MED R E
L
(+fo | -fo}
Fragment Offset 7+ =)L FOMEZIEEL L7

+fo 1% Fragment Offset 7 « —)U ROMEN 0 Lot @8 » +, -fo & Fragment Offset 7 « —JL B
DEA 0 D7y b2 7 u—BHEFE LET,

1485 X — & AR O 1) HE
L (BHEFELEEA)
2 fED R EHE
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%L
{layer2 | layer3}
HREER 2 EE L 9,
layer2 lZ LA ¥ 2 k3 2,87 v b, layer3id LA ¥ 33 287 v M 2IEELE T,
1. 485 X — 4 Bk O P HAE
mL (BHEEHELEEA)
2. B 5 E i
=L
<action specification>/¥5 X —%

action
Ju—iEH L7228y FOEIERIEE LE 9. <action specification>/$F X — & 2{KDSEIHICHE

ELTLEE W,
1L.AIRT X — & B O I HE

sU (BfEzfEELEEA)
2. [EDE

ARV

policy-mirror-list <destination interface list name>

R)Y—R=AIF—V Y TDOERFRA VYT —A) XA MEEEELE T,
1. AN T A — % BsR ORI HAfE

2L (KU —R=R3IF7—Y VIR ERALEEA)

2. [BED R EEH
destination-interface-list 3 v > R CREFRADREL A VI Tz — AV A MNZZEELE T,

policy-list <policy list name>
R —R=AN—T 4 YTV A MEERELE T,

1. 435 X — & BB O EE
7L (R —R—2)V—F 4 VT REALETEA)

2. fED R Ei
7 0 —EHEARERA mac-ip DFE, ip policy-list v > RTREEFADKRY ¥ —R—=Z )L —
TAYITVANEERELET,
7 U0 —EHEARRA mac-ipve OIFE, ipvé policy-list 2> RTREFHADARY ¥ —R—
AN—=F 4 VT )ABEBELE T,

(37> REEEROEHF]
ARV

LBEEANDFE]

TIEAVAN2A VY T2 —RACHEALRETI Y N 2EETLHE, T MISA Y T2 —RAICH
HENAETORM, FUA VY T2 —ATZEL/ST Y NP —BNICEESINLEEPHD FT,

[ERTE(E D IREZH]
BEELER, TIOEAICRBENET.
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[EEFIE]

1.32¥E7C MAC 7 FL 2B X U%E5% MAC 7 K L A2 nnnn.nnnn.nnnn ffff.ffff.ff & AF L7z & &1k
any EXRRLE T,

2.565 MAC 7 R L AIZ5E% MAC 7 R L AL E 72135655 MAC 7 FLAZIO 7 RLAZ A LT
BEE, SEMACT RLALHERRLET,

EEDNDEET MAC 7 KL 2B X U%E5% MAC 7 K L 212 nnnn.nnnn.nnnn 0000.0000.0000 &
A7I L7z & &1Z host nnnn.nnnn.nnnn &R RLE T,

3EFBILIPVA T FLATA N R A= TRV BLVSEEIPVA T RLRATA IV R A— R AT
255.255.255.255 E A1 L7z Fid any EFRRLE T,

4 EZETLIPVA 7 RLRATA N R =R AT BRUSELRIPVEA 7 RLATA )L R AH— R Z227120.0.0.0
EASI U7z & Zid host nnn.nnn.nnn.nnn, host own-address EF R L 9,

5.3£{7C IPv6 7 R L A B X U%ESE [Pve 7 K L 2D <length>, <own address length>i12 0 & AFI L7z
E&ElTany ERRLET,

6.3X(F7C IPV6 7 KL 2B X U%E IPv6 7 R L Ad<length>, <own address length>12 128 & AJ)
L 7z & %14 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address &E&X R L E 9

7.HR) Y —=R=2Z)V—TF 4 VT %IEET 56, 70— MEFFIIEET 5XFTIPvA 7T FLABLD
Fi%E IPv4 7 RLAICIROT RLRAIEETCE 8 A
EETT PV 7 R LA
YILFFY AT LA
SESE IPV4 7 R LA
TILFF LY AT RLA, HIBRAET7O0—FF+ A M7 FL A, host own-address /¥ X —4
8RN Y —R=ZANV—T 4 VITRIBET 556, 7U—RHEEFICEET 2XETLIPV6 7 RLAB LY
FEFE IPV6 7 R L AIZIROT L AIEETEEH A
REETLIPV6 7 FL A
INLFFY¥ AT RLULX, Y Z7u—ALT7T KL X
5asE IPv6 7 R L A
ZILFFY AT RLRA, YUryZ7u—Hh)IL7 KL A, host own-address /85 X —%

[BSEIY > K]

advance access-group

advance access-list resequence
deny (advance access-list)
remark

ip policy-list

ipve policy-list
destination-interface-list
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permit (ip access-list extended)

240

IPVART Yy ST A VI TOT VL AEZHAIT 25042 ELET,

Ho/NT XA =8 2T u—BHEHFETEEE, LA VAN YERRIT7 0 —MHEFIIEETE T E A

[AF#]

BHRORE - BE
[<sequence>] permit <target flow> [<action specification)]
1B DHI

no <sequence)

<target flow>:

+o T A—=#72 LT, Efi7abans TCP, UDP, ICMP B &' IGMP DSt O5E

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv

4> | own-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination ip

vd end>} [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end

>}1 | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+

mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority
{<priority> | range <priority start> <priority end>}}]

+o /85 X—=%7 LT, Eu7a b2y TCP D&

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<{source port> | range <source port startd> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[established] | [{+a
ck | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+urg | -urg}]
}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -
mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pri
ority> | range <priority start> <priority end>}}]

+o /85 X—=¥7 LT, Ef7a by UDP OEs

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4d end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[tos <tos>] [precede
nce {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> | range <dsc
p start> <dscp end>}}] [length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <in
terface type> <interface number>] [{untagged | user-priority {<priority> | range <priority
start> <priority end>}}]

+fo /8T A—=F7 LT, b7 0 saH ICMP OB&

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4d> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipvd> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{K
icmp type> | range <icmp type start)> <icmp type end>} [<icmp coded>] | <icmp messaged}] [{[t
os <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<
dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-
fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priority>
| range <priority startd> <priority end>}}]

+Ho /T A=#72 LT, ki bansIGMP O5H

igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4d> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
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s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [<ig
mp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence en
d>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{
+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priorit
y {<priority> | range <priority start> <priority end>}}]

+o/NT A= H 1D DFE

{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wil
dcard> | host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard>
| host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination i
pv4 start> <destination ipv4 endd} [{[tos <tos>] [precedence {<precedence> | range <precede
nce start> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {up
per | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface number>]

[{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

<action specification>:

action {policy-list <policy list name> | policy-mirror-list <destination interface list name>}

[AFIE—R]
(config-ext-nacl)
[INZA=9]
<sequence>
JUu—HEFOBRIEF Th2 —7  AESEZRELET,
1. 485 X — 4 Bk O F)HAE
TR X MAIKEES T WES, THEIX 10 TY,
FMERELTHLHEE, HELTHEY—T7 V ABSORKAMEFLI0O TT,
722U, = Y ABEBORKMEN 4294967284 LD REWVWEEZEE LI ERIIBBRTEEE A
2. f[EDRHEEEH
1~4294967294 (10 #%) %#$EELET,
<target flow>/VF X —%

{ip | <protocol> | icmp | igmp | tcp | udp}
[Pv4 87y bO BT 0 M aAVEERZIEELE T, 2720, $RTOTH N ILENRET 25E
Zip ZfEELE 9,
1L.AINT A — 5 BHEE OFHAE
BB TEEEA
2 fED R EEH
0~255 (10#%) F/E7abaLBHEEELET,
TBETE S0 MBS [FR7-3 FEERTRELR T b ILEFR (IPv4)] 22 LTS
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
REETIPVA T FLAEZEELE T,
host <source ipv4d>%18ET % &, <source ipvd>DFZE—H% 70 —HEFEHFEE LET,
FTRTCOXEFBITIPVA T FLAZIBET 285G any ZHBEL X9, any 2H8ET 5 &, EET
I[Pv47 FLAZ 70 —BHEFE 3 LEE AL

own-address Z¥ET B &, WRA VI T 1 —RAITHEENTWS IPvE 7 FL A ZEET IPv4
TRLAELT 70 —BHEHFICLET,
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242

own-prefix #¥8ETHE, MNRA VY T2 —RACHESNTVWASIPVA 7 RLADR Y hT—T 7
FL2AEZ 70 —BHEEMFICLET. RAPT FLAMIERELE T,
%3, own-address 8 & own-prefix 2 §E LA V¥ T 2 —ADBVLF A—LDEFHE, T
A< IPv4 7 RLAPRRIZZD £,
range-address 2#§E€ 9 % &, <source ipv4 start>7 5 <source ipv4 end>D#HiF % 7 0 — & H
FEELET,
1. AT X — 4 BEEEE O F)HAE
HBETEEEA
2 (B D E HiH
<source ipv4>I1ZIZEFE L IPvA 7 RLAZIEEL £ 9,
<source ipv4 wildcard>IZiZ IPv4 7 RLAOFRTEROEERHFAITHE Y NENTLTA L
RAH—F~vZA7%IPv4AT7 FLAERTIHEL LT,
<source ipv4 end>iZid<source ipv4 start>k D KEWVIPvA 7 RUZEZBE L TL7ZE W,
[Pv4 7 F L X (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}

EETR- I ESEHEELET.
7u rIVH TCP BLVUDP DA T 3 2T,
eq #EET 5 &, <source port>D5ELE—H%E 7 u—HEFEMFE LET,
neq 2¥8E€9 % &, <source port>DIAzE 7o -GS LET,
range {89 % &, <source port start>7* 5 <source port end>D#iffl% 7 0 —fEHEMFEE L
7,
1LLAINT A — 5 B OFHE
L (BHEfELEEA)
2B EHH
0~65535 (10 %) F/2ER— B2 EELE T,
IBETEHHR— MR [R7-5 TCP THREMRELAR— FEFR] BLU [£7-6 UDP T
EA[RE R— bR (IPv4) ] 2B LT 2S00,
<source port end>IZlF<source port start>k D AKZEWNWKR— FEEEIEEL T 2S00,

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination

ipv4 end>}

SEEIPvA 7 RLAZTEELE T,

host <destination ipv4>%#§E3 % &, <destination ipv4>DFEe—E4% 70 —MHFEHFE LE
ERS

TRTDGEHE IPvA 7 L ARIEET 2581 any 238E L £ 9, any 2{EE T 5 &, 585 IPv4 7
RL 2z 70—BHEREFLEEA.

own-address Z¥EET HE, WREA VI T —RIHESNTVWS PvA 7 FL XA %255 [Pvd 7
FLRAELTT7u—HEFICLET,

own-prefix ZFET 2L, WRA VI 72— RIHESNTWVBIPVAT FLADRY N T—F 7
FL2EzZ 70 —BHEEMFICLE T, RAMT FLAMIERELE T,

728, own-address B & U own-prefix ZIHE L7z A ¥ 7 2 —ANTLVF F—LDOHEE, 7T
A<V IPV4A 7 FLUAPRRIZEDET,

range-address Z#§E€ 9 % &, <destination ipv4 start>7» 5 <destination ipv4 end> D& % 7
O—EHEFE LE T,
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1. AT X — 4 BEEEE O F)HE
BB TEEEA
2B EHH
<destination ipv4>1213585E [Pv4 7 R L A ZHEE L 9
<destination ipv4 wildcard>121% IPv4 7 KL ZAOH TCEROEEFRITHE Y 2T
ANVEA—FYRA7%IPv4 7 FLAERXCTHEL £,
<destination ipv4 end>iZ ik <destination ipv4 start>&k D k& W IPv4 7 RLAZ$EEL T
<72E W,
[Pv4 7 F L X (nnn.nnn.nnn.nnn) © 0.0.0.0~255.255.255.255
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FRER— I ESZIHEELE T,
7a ba LA TCP BLUVUDP ZFOA 7 3 »T9,
eq #18E 9 5 &, <destination port>D5EL2—% 7 u—HHEFHFE LET,
neq #¥57E 9 % &, <destination port>LIst % 7 0 —#HEEE LE T,
range 2¥8E 9 % &, <destination port start>7% 5 <destination port end>DO#if % 7 10 — & H
FhELET,
1. AT X — 4 BEEEE O F)HE
L (BHEfELEEA)
2B EHH
0~65535 (10 #EH) £LER—-rEMEEELET,
IBETEHKR— MR [R7-5 TCP TIHERREL AR — M &) BLUV [£7-6 UDP T
FERREZ R — MEIR (IPv4)] 2B LTLZE 0,
<destination port end>iZ i <destination port start>& D AKEWKR— FEBEEEL T2
S,
tos <tos>
ToS 74—V FOEY F3~6D4EY N ThbtosEXEELET.
Ny PO TOS 74—V ROEY F3~6 D4y hEHELET,

LANT X — 5 BIEEFE DR HE
mL (BHEfELEEA)
2MED R E
0~15 (10 ##) F/-ldtos BIREBELE T,
TEETE % tos BRI [R7-8 FEEAHE tos BIR] 2L T EE 0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RDEfI3 ¥y b THA precedence EEIBEL £ T,
range #1859 % &, <precedence start>7% 5 <precedence end>D#ifH % 7 0 —fHFMFE L
S
Ny bDToS 74—V R EM3EY hEHELET,
LA T X — 4 B DR HE
mL (BHEfELEEA)
2MED R E
0~7 (10 %) F7-13 precedence BFFEIEEL £ T,
157 T & % precedence &fnid [R7-9 FEREFHE precedence Zfr] 2L T ES W,
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range Z{8E 9 554, <precedence start> & <precedence end>IZ & precedence fB % f87E
L, <precedence end>IZlx<precedence start>& Y k& \» precedence fEZ$EE L TL 12
W,
dscp {<dscp> | range <dscp start> <dscp end>}
ToS74—NVERDOLEM6EY N ThHDDSCPHEEZIEELET,
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#HH % 7 0 —MmHEFE LET,
Ny RO ToS 74 —VREM6EY FEHEBLET,
1. 485 X — 4 Bk O P HAE
L (BHEAFELEEA)
2 fED R EHH
0~63 (10#E#) F7/-1E DSCP ZFrEEELE T,
fEET & % DSCP ##5id [ 7-10 $E8ER[#E7% DSCP &) 2L T 7230,
range #18E 9 5154, <dscp start>& <dscp end>I2id DSCP %€ L, <dscp end>ic
l&<dscp start>& D Kk &E 1 DSCPEZIEE L TL 2 &,
established
TCPANYFDACK 77 E/1IERST 7570 1 Oy FOBHZIEELE T,
7a baVH TCP 2O+ F2 3 TT,
1485 X — 4 Bk O P HAE
L (BHEAFELEEA)
2 fE DR E HH
%L
{(+ack | -ack}
TCPANY ¥ D ACK 75 7 OBHEEELE T,
7a AL TCP ZFOA T2 a »TT,
+ack (FACK 7570 1 DXy b, -ack i@ ACK 757D 0Dy &k D ET,
1. 485 X — 4 Bk O P HAE
L (BHEHEELEEA)
2B E FH
%L
{+fin | -fin}
TCP ANy ¥DFIN 77 7O ZEELET.
7RIV TCP 23OF T 3 0 TT,
Hin X FIN 757251 Oy &, finld FIN 7570087y bERDFET,
1. 48T X — 5 Al R O P HAE
HL (BHEAHELFIEA)
2 fE D E #FH
QY
{+psh | -psh}
TCPANY¥DPSH 77 VOMHEIEEL £,
Fa AL TCP DA a T,
+psh IE PSH 757751 0% v &, -psh & PSH 75 7H 008w k& E,
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1. AT X — 4 BIgR O Y HE
L (BHEfELEEA)
2 AED R E
zL
{(+rst | -rst}
TCPANY¥DRST 77 7O ZEEEL T
TurILVBTCP 2O 7> 3 TY,
+rst X RST 757D 1 0847 v b, -1st idRST 7578008y e DET,
1. 4085 X — 4 AR O ¥ HE
L (BHEEAELEEA)
2 MED R EHH
=L
{+syn | -syn}
TCP Ay &D SYN 75 7 OBHEZIEELE T,
TurILVBTCP 23 OA T 3 TY,
+syn i & SYN 7572 1 08y b, -synid SYN 75730/ y b DEd,
1. 485 X — 4 BRgR O ¥ HAE
mL (BHEfELEEA)
2 MED R E
=L
{+urg | -urg}
TCPAY ¥ D URG 7 F VOB EZIREL £ 9
Tu rINHBTCP 23O A T 3 0 TT,
+urg . E URG 7771 0Ny b, -urg i d URG 77 7B 0D/ ry bR DET,
L.ANT X — 5 BUERE O FHE
L (BHEEAELEEA)
2 MED R E
AQ
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ A4 7%#$BEL £,

range #18E€9 5 &, <icmp type start>75 <icmp type end>D &% 7 0 —#EEEE LE
ER

7a baVAICMP 2504 2 a > TT,
L. AT A — 5 BigR O FIHAE
L (RHEEfELEEA)
2 fE DR EHH
0~255 (10 ##) =EELET,
<icmp type end>Zid<icmp type start>& D KEWVWICMP ¥ A 7%2IBEL T2 E 0,
<icmp code>
ICMP 2— RFZHEELE T,
ZFa haUAICMP 2504+ 7 a > TT,
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1.AIST X — 4 BIgR O W) HE
L (BHEAELEEA)
2 (B D EHH
0~255 (10 ##) ZHELET,
<icmp message>
ICMP X vt —U &Mz ELET,
7a b aAVHICMP 23 0* 7 3 »TT,
{BETEZ S ICMP X vt —Y AL [F7-13 ICMP TIEER L X v =Y & (IPv4)] 2%
LT ES 0,
1.AINT A — % BUsR OF)HAE
L (BHEAFELEEA)
2B E HH
AQV
<igmp type>
IGMP ¥ 1 7%fEE L7
7a b a A IGMP ZF0F 72 3 v TT,
LANT A — 5 B OHIE
L (BHEfELEEA)
2B EHH
0~255 (10 #%) =HEELET,
length {upper | lower} <length>
I[P1—HF—YEDLREF/ITTRIEZIEELET,
upper : EIREZEELET. <length>DI N/ ry b2 70 —#HEFRELE T,
lower : FIRMEZEELET. <length>LDl LD/ y b 7o —EHEFE LET,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 (B D E
0~65535 (10 #%) zHEEL £,
{+mf | -mf}
Flags 74 —)VRO R 1 EY N THBEMF 77V DOERIBELE T,
+mf lEMF 777031 087y b, -mfiEMF 75783003y bx70—#sEfFE LEd.
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2 MBEDERE HH
AQ
{(+fo | -fo}
Fragment Offset 7 + — L FOMEZIEEL L7
+fo 1% Fragment Offset 7 « —J)U ROEN 0 LISt @ /3 v +, -fo i& Fragment Offset 7 « —JL K
DEP 0D/ Ny b T7u—BEEFELET,
1. 485 X — 4 Bk O P HAE
mL (BHEEHELEEA)
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2 MED R E
%L
interface <interface type> <interface number>
AENTV—LHBT B 5 72— AEEELET,
1.ANT A — % BER OFHAE
L (BHEAFELEEA)
2 MED R E
<interface type> <interface number>i2i&, RICRT A > ¥ 7 = — AR 7L —FITHIET
B2AVEI T2 —ABBIUA VI T2 —ABBZBETE LT, #FMix, [T X—=FIHBET
E5ME] © (B8 7 2 —2ADEEHE] 2ZRL TS0,
A —PRY b TSI T —R
A= b FY RN TA T T 2=
-VLANA > 4% 7 x2—2R
untagged
Untagged 7 L —LOBHZEEL T,
1. AT X — 5 IR OFHE
L (BHEAFELEEA)
2B E HH
%L
user-priority {<priority> | range <priority start> <priority end>}
I-YEEEZHEELE T,
range #18E€ 9 5 &, <priority start>#» & <priority end>DO &% 7 0 —HEFEAEE LE T,
1.AIST X — 4 BigR O Y HE
mlL (BHEFELIEA)
2 AED R E
0~7 (10#%) 2HEELET,
<priority end>IZi&<priority start>kX D KEWIL—HPEBEEZIFEL TS,
<action specification>/¥F X —%
action
Tu—# U728y SOEEEEE LE 9. <action specification>/8F X — & (kD FEHHICHE
LTS,
1LAIRT X — & B O HIHE
mL (BF2iEELEEA)
2 B R EH
%L
policy-list <policy list name>
RV —R—AN—T 4 VTV A EEEELE T,
1. AT X — 5 BIgR O FHE
ZL (R Y —R=2)V—F 4 Y IRERALELTA)
2 B R EH
ip policy-list av > RTREFHDKRY ¥ —R—=A)N—T 4 Y TY A M EEHELE T,
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policy-mirror-list <destination interface list name>
RYVY—R-AIT—Y VY ITDREBRA VT T2 AV A MEEEELE T,

14N T X — & B IgE O F)HE
L (RKUY—AR=ZI7-VTZERHLEEA)

2. (B DR E i
destination-interface-list 3% > F CREFEADEELXA VI Tz — AV A MEZIEELE T,

(37> RSB OEF]

ARV

LEREADRE]
FIXRAYA P RA VY T —AICEALERETI Y N R2EETLE, TV MDA VI T2 —AICTH
HAENAETOM, ZUA VY T2 —ATZELENr Y FA—BNIORESNAEEPH D FT,

[EXREME D R IRZH]
EEEER, §IGERICRBRENET,

BEI=CE]

1LEBITT RVATANLRA—=RIZATBIOET RLAT AN RH— R X 71T 255.255.255.255
EANILIzEZ T any EFRLET,

2RXERXT RLATALV R A= RV RAIZBIOBET RLATAIL =R A7120.0.00 EASI L7
& %13 host nnn.nnn.nnn.nnn, host own-address EFRLE T,

JARVY—R=ZAN—T 4 YT EIEET SHE, 70— BHFHIEEST 2XETIPv4 7T FLAB LT
FEH IPVA 7 RLAICIRDT RLAREBETEEZH A,

7

REETIPvA T KL A
TILFFY AT LA

65 IPv4 7 KL R
TILFFYAITRLUZ, HIRAZ70—RF+ XA b7 RL A, host own-address 785 X —%

(BHEDY > K]

ip access—group

ip access-list resequence

deny (ip access-list extended)
remark

ip policy-list
destination-interface-list
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permit (ip access-list standard)

[Pv47 FLAT A LI TOT 7L ARHATHEM4E2IEELE T,

[AAFEE]
BROKE - BH

[<sequence>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
B DOHI k&

no <sequencey

[AFIE—NK]

(config-std-nacl)
[INSX—F]

<sequence>
TJu—HEFOBRIEF ThL—F V AESEZR/ELE T,
L.ANT X — 5 BERE O F)HE
77 R ) A MRICEHEP WS, fIHEIR 10 T,
FMEREELTHL2HEE, HELTHEY—T7 Y ABSORKMEHLIO TT,
2L, Y= U AEBOTRKEN 4294967284 KD REWEEZIEE LI BEIXEKBTE £ A,

2. DR EHH
1~4294967294 (10 &%) #EBELE I,
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
[Pv4 7 RLZAZTEELET,
host <ipv4>ZEET 5 &, <ipvd>DEe—Hz27u—HHEte LET.
IRTCDIPvA 7 RLAZEET SBaId any 2 EEL 9. any 2¥EEIT S &, [Pvd 7 RL 227
O—MHSEEEIELE A,
LA X — 5 BRgR O P HAE
BB TEEEA
2. DR EHH
<ipv4>IZIZ IPv4 7 FLAZIBEL £ 7

<ipv4 wildcard>IZiZ IPv4 7 R L ADOHF TCREEDELZFFAIT ALY FEV TR TSIV REA—FR~Y
27 % 1Pv4A 7 RUVAER CIREL £9 ., B L7258 1E<ipvd>DFRe—EE 7 u—MmHEhf &

LET,
I[Pv4 7 R 2 (nnn.nnn.nnn.nnn) © 0.0.0.0~255.255.255.255

[37 > RSB DENF]

ARV
[EENDFE]

TUEAVANEA VY 72— RIHEALICRECIY P 2EETHE, T IS VYT 2 —RICH
AENBETOM, BEA VY72 —ATRELINT Y M P—RINIIERSNLEEPH VLT,
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[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

.7 RLRT AN FH— R AT 255.255.255.255 EA L7z & &idany EFRRLE T,
227 RLATA NV KRAH—=FYZA7120.0.0.0 E AN L7 & Zid host nnn.nnn.nnn.nnn EFRR LU E T,

(BEhEDY > K]

ip access—group

ip access-list resequence
deny (ip access-list standard)
remark
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permit (ipv6 access-list)

IPV6 74 WY TOT 7 ARHFA T HEM4E2IBELE T,

Ho/NF A=y ZTu—BHEMETIEE, LAV 4Ny YEF I T 0 —BHEHICTEETEE A,

[AFH]

BROKE - £H
[<sequence>] permit <target flow> [<action specification>]

EROHIBR

no <sequence)
<target flow>:

+Ho T A=&7 LT, Efi7abans TCP, UDP B & U ICMP DSt 0i5E

{ipv6 | <protocol>} {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | ow
n-address <own address length>} {<destination ipv6)>/<length>| host {<destination ipv6)> | ow
n-address} | any | own-address <own address length> | own-prefix | range-address <destinati
on ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interf
ace <interface type> <interface number>] [{untagged | user-priority {<priority> | range <pr
iority start> <priority end>}}]

+Ho /8T RX=%7 LT, Eura bhay TCP OiFE

tep {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{[established] | [{+ack | -ack}] [{+fin | -fin}] [{t+psh | -psh}] [{+rst | -rst}] [{+
syn | -syn}] [{turg | -urg}]}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp
start)> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <int
erface type> <interface number>] [{untagged | user-priority {<priority> | range <priority s
tart> <priority end>}}]

+o /85 X =% LT, B a3l UDP Digé&

udp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start)> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq}<destination port> | range <destination port start> <destination port en
d>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface nu
mber>] [{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

+o /NS X—=¥ LT, EAi7a k3L ICMP OEE

icmp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own

address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | an
y | own-address <own address length> | own-prefix | range-address <destination ipv6 start)

<destination ipv6 end>} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp co
de>] | <icmp message>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)
<dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface

type> <interface number>] [{untagged | user-priority {<priority> | range <priority start)> <
priority end>}}]

+o/)NT A= H 1D DFH

{ipv6 | <protocol> | icmp | tcp | udp} {<source ipv6>/<length> | host {<source ipv6> | own-
address} | any | own-address <own address lengthd>} {<destination ipv6>/<length>| host {<des
tination ipv6)> | own-address} | any | own-address <own address length> | own-prefix | range
-address <destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class) |
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf |
-mf}] [+fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pr
iority> | range <priority start)> <priority end>}}]
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<action specification>:

action {policy-list <policy list name> | policy-mirror-list <{destination interface list name>}
[AHE—R]
(config-ipv6-acl)
NS A—=7]
<sequence>
70— HEHFOHERIEF TH A —T  ABFESEIEELE T,
1.ARINT X — & BIEREOHIHAE
7R A NRICEEN R WIEE, IEEIX 10 T,
FHEEEELTCHIER, BELTHAY—r V ABEBSORKEFIO TT,
12720, V= U ABESDOEKNED 4294067284 L O RZWEZTEE L-BEIIEBTEE A
2. B D E i
1~4294967294 (10 &%) #EELEI.
<target flow>/¥F X —%

{ipv6 | <protocol> | icmp | tcp | udp}

IPv6 )8y v BT O b aVESEEZEBELE T, 2750, IRTOTU ML EZHRRET ZIHE
1 ipve ZHEEL £ 9,

1. AT X — 4 BEEE O F)HAE
BRTZELEA
2B DR E HH
1~42, 45~49, 52~59, 61~255 (10##), F/2d7u baLVEHEEELET,
HETE A0 b aVERIE [R7-4 BEMRZ 7T FILVEFR (IPve)] 2B LTS
W,
{<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address length>}
REETLIPV6 7 L AZBELE T,
host <source ipv6>%18ET % &, <source ipve>DFHLE—E* 70 —HHEFEHEE LET,

FTARTCDREETLIPVE 7 RLUARIBET A5 any 2 8ELE T, any 218ET 5 &, BEET
[Pv6 7 FL Az 70 —fHGEHF LT LERA

own-address Z1EET B &, NRA VY T2 —RAIIHEEINTWVWASIPV6 70 —N)L7 FL XA %%
BILIPV6 7 RLAE LT 7 u—HEFE LT,

1. 485 X — % Bk O P HAE
B TEEHA
2 fE DR EHH
<source ipv6>IZIFEF T IPv6 7 FLAZEEL 9,

<length>IZI3 IPV6 7 R LV ADHT—HEM L2 285 % 7 N L ADKEN 5 D bit B THE
LE9d,

<own address length>iZi3 own-address DH T—HEH &2 587 %2 T FLADEEN 5
Dbt HTHEELE T,
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<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiRiiiniiinniRiiniiinniiig

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR - MESZHEELE T,
ZFa baAs TCPBLUPUDP 2047 a T,
eq #18E T A &, <source port>D5EL—H% 70 —MmHEFE LET,
neq #{8E 9 % &, <source port>Lisx 7 o —iEHEFE LET,
range #18® 9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEEE L
7,
1. 485 X — 4 BRgR O F)HAE
mL (BHEAELEEA)
2 (B DR E HiFH
0~65535 (10#E#) £LER—-MEMEEELET,
IEETZ DR — AL [R7-5 TCP TIEEMRELAR— M) BLW [E£7-7 UDP T
ER e AR — MEFR (IPv6) ] 2L TSV,
<source port end>IZiF<source port start>&k D KEWAR— FEEEFE L T2,
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipvé6 end>}
FESEIPV6 7 RL AZIEELE T,
host <destination ipv6>#1{gE 3 5 &, <destination ipv6>D5E2—E % 7 0 —HFEMfEE LE
ER
TRTCDFELE PO 7 RLAZIEET 2EE L any 2EE L EJ. any #E8ET 2 &, ik IPv6 7
FL A%z 70—t sdLEdA
own-address Z1EET 5 &, WNRA VF T2 —AHRESN TS IPv6 77U —N)LT7 KL AZ%5E
FIPve 7 RLRE LT 70—t e LEd,
own-prefix ZHET 5 &, MNRA VT2 —ATRESNT NS IPv6 70—\ T RL A %564
[Pv6 7 LA, IPv6 70 —NLT7 RLAD T L7 4 v 7 AE%<length>& LT 70— M4
LET,
range-address #$§E 9 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#if % 7
O—RHEEE LET,

1LAINT A — 5 BHEE OFHAE

BB TEEEA
2B EHH

<destination ipv6>121358%E IPv6 7 FL AZIBE L £ 9,

<length>IZid IPv6 7 R L ZADHT—HEMH L2 58D % T R LU ADSEIED 5 D bit HTHEE

LET,

<own address length>{Zid own-address DHT—EEM L2 58P %T F L ADEEDNP 5
D bit ITHEL £,

<destination ipv6 end>iZik<destination ipv6 start>& D kKEWVIPv6 7 RLAZIEEL T
<ZEW,

<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiiRiiiRiliniiiniiiRiliniiigiii
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<length>:0~128
{feq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESEZHEELE T,
7a haVH TCP BLVOUDP DA 73 T,
eq #15E T 5 &, <destination port>D7Ee—%E 70 —HHEEGFE LET,
neq #f§E9 % &, <destination port>DIst% 7 o —#HSEAEE LET,
range ##8E€9 5 &, <destination port start>%» 5 <destination port end>D & % 7 0 —#H
FELET,
L.ANT X — 5 B O FHAE
L (BHEAFELEEA)
2B E HH
0~65535 (10 #EH) £/LER—-MEMEEELET,
THETEHR— MEIRE [£7-5 TCP THREMREL A — F&IR] BLO [£7-7 UDP T
FERREZL AR — MR (IPve)] Z2ZRLTL 7230,
<destination port end>iZiZ<destination port start>k D AZWKR— M EEEFEL T2
S,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
NIy bDONIT 4w I TFAT 4 —LREHBLET,
1L.ANT X — % BEEERE O F)HAE
HL (BHEAHELEEA)
2 MBED R E HH
0~255 (10##) =EELET,
dscp {<dscp> | range <dscp start> <dscp end>}
NI T4 YT IFTRAT 4 —LRDOLEE6EY N THS DSCPEEEELE T,
range #18E T 5 &, <dscp start>75 5 <dscp end>D#HiH % 7 0 —MHEFE LET,
NryvDOEI 74w 7053 AT74—)VRE6EY PEHBLET,
1LAINT A — & B OFHE
L (BHEAELEEA)
2B E HH
0~63 (10 #%) 721X DSCP & EEEL £ 9,
fEET& % DSCP &g [#£ 7-10 #5EFREZ DSCP &f1] 2L T ZS 0,
range Z{EE 9 54, <dscp start>& <dscp end>IZ13 DSCP fEZ$E7E L, <dscp end>IZ
l&<dscp start>& D kZ 1 DSCPEZFEE L TLZS,
established
TCPANY¥DACK 757 £7ERST 7570 1 Oy FOBHEZIRRELE T,
Tu rINHBTCP 23 OA T 3 0 TT,

1.8 X — & B O FHE
7L (BHEHELERA)

2. EDFEEEH
A9V
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{(+ack | -ack}
TCP ANy & D ACK 77 7OMH%ZEEL £,
Fa ba B TCP 2 FDA+ T a>TT,
+ack lIZACK 75 7M1 @08y b, -ack i3 ACK 7570003y N DET,
1.A8T X — & BREEOF)HAE
EL (BHEAHELEEA)
2. fE 5% E i
ARV
{(+fin | -fin}
TCPAY¥DFIN 75 7OEE2EELE T,
Za ha B TCP 2D+ T a>TT,
+HinEZ FIN 75751 087 v b, finldFIN 75750087y Mk DET,
1485 X — & BREE O P HE
EL (BHEAHELEEA)
2. fE D E%E Hi
=L
{+psh | -psh}
TCP ANy #DPSH 75 7 OBHAIEELE T,
ZFa ha)HB TCP 2O+ T a>Td,
+psh i3 PSH 75751 D8 v b, -pshidPSH 7S 7B 0Dy hERDET,
LA T X — & BHEEE O F)HAE
sL (BHEFELEEA)
2. B 5% E Hi
L
{+rst | -rst}
TCPAY#DRST 75 7 OBHZIHELE T,
ZFa ha A TCP 2O+ T a>Td,
+rstiERST 757051 %y b, st idRST 75700y bERDET,
LA X — 5 BEgR O P HAE
L (BHEFELEEA)
2. (B E HiF
L
{+syn | -syn}
TCPAY %D SYN 75 7 OMHZEELE T,
Fa AV TCP 2047 3> TT,
+synlZ SYN 75751 08 v b, -syniZSYN 75780087y hERDET,
LA X — 5 BEgR O ¥ HAE
L (BHEEAHELEEA)
2. B E i
=L
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{+urg | -urg}
TCPAv ¥ D URG 77 7O EZIREL £,
7a baH TCP 2072 a »Td,
turg lE URG 77 7B 1 07w b, -urg i EURG 777007y & DET,
1. 4085 X — & gk O ¥ HAE
Tl (BRHEFELIEA)
2 fEDREEH
7z L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ F%21EE L7,

range #{8E€ 9 % &, <icmp type start>7# 5 <icmp type end>O#if% 7 0 —iEHEFEE LE
—a—o

7a b aVHICMP 23 0F 7 3 v TT,
1. 4985 X — 4 iR O P HAE
mL (BHEEHELEEA)
2 [EDEHH
0~255 (10##) ZEELEI,
<icmp type end>iZiF<icmp type start>& D K EZ W ICMP ¥ 1 FZIEE L TL 2 &0,
<icmp code>
ICMP 2— F2$EELE T,
7a A ICMP 20 A 7> 3 > T9,
1.ANT X — % BEsR OF)HAfE
mL (BHEAELEEA)
2B E HH
0~255 (10##) ZEELET,
<icmp message>
ICMP X vt —U&MEHELET,
7a A UHICMP 23 0F 7 3 2 T9,
FEETEAICMP Xyt —Y&ME [£7-14 ICMP THEERBEE X v — YA (IPv6) ]| 25
BLT<Zan,
1LAINT A — 5 BRE OFHE
Tl (BRHEEFELEEA)
2 MBED R E HH
%L
length {upper | lower} <length>
[P1—HF—5EDLREF/ITTRIEZIEELET,
upper : FRREZIEELET. <length>PIFO/87ry bE2 70 —HERELET,
lower : NIREZIEELET. <length>DlEo/Sry &2 7o0—-BEEGEELET,
L ANT A — 45 B OWIE
L (BHEAELEEA)
2B E HH
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0~65535 (10 #%) =HEELXT,
{+mf | -mf}
TITAV N TOM T TDEREELET,
+mf I EM 7P 1Oy b, -mfiEM 75708008y hETO—BHERELE T,
1.ANT A — % BHsR OF)HAfE
mL (BHEfELEEA)
2 MED R E
AQ
{+fo | -fo}
Fragment Offset 7 + =)L ROMEZIEEL £,
+fo 1& Fragment Offset 7 « — )L FOMEA 0 ISt ¥ v b, -fo & Fragment Offset 7 + —JL K
DEBO DNy bz T7u—mHEHFELET,
14T X — 4 BigR O Y HE
mL (BHEfELEEA)
2 AED R E
%L
interface <interface type> <interface number>
AN T V=L B 05 72— A%EELET,
1.ART X — 4 BIgR O W) HE
L (BHEfELEEA)
2B E HH
<interface type> <interface number>i2i&, RIZRT A > ¥ 7 = — AR T L —TFIZxIET
BA VI TI—ARBLUOA VY T2 —AFSZEETCEEI, #Flllld, ST AXA-FITHET
E5E] O (WA Y7 —ADEERE] 2SBL TSV,
A =T T TR
- R—=bFr XY TA I TR
-VLANA %7 x2—R
untagged
Untagged 7 L —20OBHEZEELE T,
1. 485 X — 4 AR O ¥ HE
mL (BHEfELEEA)
2 MED R E
ARV
user-priority {<priority> | range <priority start> <priority end>}
I—PEEEZEELE T,
range *18E€9 5 &, <priority start>#%* 5 <priority end>O#i % 7 0 —#HEEAGEE LE T,
1. AT X — 5 BIgR O F)HE
Tl (BHFEFELEEA)
2. f[EDRHEEEH
0~7 (10#%) ZHEELET,
<priority end>iZi&<priority start>& D KEWL—VFEREZIHEL TS0,
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<action specification>/¥F X —%

action
TJu—EH L7283y FOEIERTEE LE 9. <action specification>/%F X — & (kD SEIHIZTE

ELTLZE W,
1.AIST X — 4 BIgR O W) HE
EL (BfEzfEELEHEA)
2B EHH
7z L
policy-list <policy list name>
RN Y—=R=AN—=T 4 Y TYAMZERELE T,
1LAINT A — & B OFHE
L (BYY—R=2)—F 1 YT REALEEA)
2 MBED R E HH
ipv6 policy-list 2> R TREFADRY ¥ —R—=AN—T 1 YT Y A MZEEELET,
policy-mirror-list <destination interface list name>
RV —R=RAIFT—Y IV ITDEFRA VYT —AV A MEZEELE T,
1. AT X — 5 BIROHHE
L (R —R=Z23IF5—-V VY TZERLEEA)

2. (B DR E i
destination-interface-list 3 <> KR CREFEADEELXA VI Tz — AV A MGZIEELE T,

(37> RERERDEF]
ARV

LEEANDFE]

TIORAVA A VF T2 —AICEALZREBTI Y M) 2EETLE, T MINA T2 —RIHE
FHEN2ETOM, ZEHA Y T2 —ATRELIN Ty FA—RNICEESNSBENHD T,

[EXREME D R IRZH]
EEEER, §IGERICRBRENET,

CEF=REIA]
L3RBT RUABLUSET R L AdD<length>, <own address length>12 0 & AN L7z & 13 any
EFRRLET,

2.RMEBTLT RUABKUBEET R L AdD<length>, <own address length>12 128 E A L7z & &Zid
host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address & X~ L £ T,

3. KV Y —R=2ZN—TF 4 VT EIBET A5G, 70— BRHEFITHEET 5EFLIPV6 7 FLAB LD
A IPVO 7 FL AIZIRD 7 RLAIRIEETCE /A,
REETIPV6E 7T KL A
TNLFFY AT RLUX, Yryrzua—hHLT7 KL XA

2
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5a%E IPv6 7 R L A

TILFFY AT RLRA, YryZ7u—Hh)LL7 KL A, host own-address /85 X —%

[BhED7 > K]

ipve traffic-filter

ipv6 access-list resequence
deny (ipv6 access-list)
remark

ipve policy-list
destination-interface-list

259



7 7I7EAVZA b

permit (mac access-list extended)
MAC 74 VI TOT 7 A% 2542 ELE T,

[ABH]

BHRORE - BH

[<sequence>] permit <target flow> [<action specification)]
1B DOHIR

no <sequence>

<target flow>:

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac
mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [interface <in
terface type> <interface number>] [{untagged | [user-priority {<priority> | range <priority sta
rt> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priorit
y> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}]1}]

<action specification>:

action policy-mirror-Llist <destination interface list name>

[ABE—R]
(config-ext-macl)
NS A—95]
<sequence>
7u—BHEGOERIEF Ch LY — 7 ABSERELX T,
1A T X — 5 BigR O WHE
T 7 A A MAICEES R WGE, EEIX 10 TI,
FHEEELTHI5E, HELTHE2YV—F VABESORKEFIO TY,
72720, V=T U AEBDORKED 4294967284 KD KRZFWELZIEE LB HIIBBE T EH A,
2. B E HipH
1~4294967294 (10 #$) %2EELE T,
<target flow>/8F XA —%
{<source mac> <source mac mask> | host <source mac> | any}
EETMACT RLAREELE T,
host <source mac>#%#EE 9 5 &, <source mac>NFELE—H % 7u—mHEFEMAELET,
FTRTOEEBILMAC T FLRAZIEET 2 A any #HHELE 9. any 2HET 5 &, EET
MAC 7 FL Az 7u—HEHEEILEEA.
1. AT A — 5 AR O A IE
B TEEEA
2. [EDEEH
<source mac>IZIFEFETMAC 7 RLAZEEL T,
<source mac mask>IZIZ MAC 7 FLADH THEEDEZFF T HE Y bEILTLYAT %
MAC 7 FLAERTEEL£ 7.
MAC 7 FL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 #E%L)
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{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

5 MAC 7 RLUAZIEELE T,

host <destination mac>##EE 3 % &, <destination mac>DEe—H % 70 —EHEGE LT
—6—0

TRTOFHEHEMAC 7 FLRAZIEET 25T any #EE L E 9. any 2fEET S &, %05t MAC
T RLAZT70—BHFEFEIELEE A
1. AT X — 5 BIgR O FHE
BB TEEEA
2 fED R EEEH
<destination mac>IiC135E%E MAC 7 FLAZHHEL £7
<destination mac mask>i2id MAC 7 L 2D CHEBDEEZHFATHE Y 2N TR
7% MACT FLRAEATIELE 7,
<destination mac name>IZ 13565 MAC 7 FL AZMZEE L £ T, EETZ 5554 MAC
T RUZAENNE [R7-12 FEEFREASESE MAC 7 R L A& 2L TS0,
MAC 7 FL X (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)
<ethernet type>
A =Py b ATEEBELE T,
LANT A — 5 AR O FIHE
L (BHEfELEEA)
2B E HH
0x0000~Oxffff (16 #EHK) F7zi%, 1 =YXy Ny TEMERE LT, HETE S —Y
Iy Ny A TEIRE [R7-11 FEEARERA —V 2y ¥ A TR 2SBLTLZE 0,
interface <interface type> <interface number>
AN T V=L 514 05 72— A%EELET,
L. ANT A — 5 B OFIHE
L (BHEfELEEA)
2 AED R EHH
<interface type> <interface number>IZi%, RIZRT A ¥ ¥ 7 = — AR 7N —FIcxted
BAVITI—ARBLUA VI T2 —AFSZEETEEI. #Fllld, T AXA-FITHET
Z5ME] © (WA 2572 —ADBEHZE] 2BBLTLES W,
A —=FXY BT T LR
cAR= I FAYRIANYTA T2 —R
-VLANA > %72 —R
untagged
Untagged 7 L — L OBHZIEEL LT,
1. 485 X — 4 BRgR OF)HAE
mL (BHEAELEEA)
2MED R E
=L
user-priority {<priority> | range <priority start> <priority end>}
1 BB ® VLAN Tag D1 —HEEELIEELE T,
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range #18E€9 5 &, <priority start># & <priority end>D &% 7 0 —#MEFEEE LE T,
1. AT X — 4 BEEEE O F)HAE
mL (BHEAELEEA)
2B EHH
0~7 (10#%) ZHEELXT,
<priority end>IZi&<priority start>kX D KEWIL—HPEEEZIFEL TS,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID Z#EEL %9,
L.ANT X — 5 BEEERE O FHAE
L (BHEHEELEEA)
2B E HH
0~4095 (10 &%) ZHEEL X,
inner-untagged
2EtH® VLAN Tag #7237y FOMHETEE L £,
L.ANT X — 5 BIERE O FHAE
L (BHEAFELEEA)
2B DR E FH
%L
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —HEBEELIEELE T,
range #18E€ 9 5 &, <priority start># & <priority end>0 &% 7 0 —#HEFEEE LET,
1. AN T X — 4 BEEEE DR HAE
L (BHEfELEEA)
2B E HF
0~7 (10#%) zHEELXI,
<priority end>IZi&<priority start>kX D KEWIL—HPEELEEZIFEL TS,
inner-tag-vlan <tag vlan id>
2EH® VLAN Tag ® VLAN ID 2#8E L£ 7,
L.ANT X — 5 B O FHAE
L (BHEAFELEEA)
2B E HH
0~4095 (10 &%) =HEEL X,
<action specification>/¥5 X —%
action
TJu—EH L7228y NOBEERIEE L E T,
<action specification>/¥F7 X — ¥ 2EADEHICIHE L TLZE W,
1. AT X — 4 BEEEE O F)HAE
EL (BfEzfEELEHEA)
2B E HH
=L
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policy-mirror-list <destination interface list name>
RYVY—R=RAIFT—YVITDREBRA VYT — AV AMEERELE T,

1.AK8T X — & EBRgEE O ¥ HAE
ZL (RVY—R=2Z2A3I5-YVIR2EHRHLEEA)
2. B D E% TE i
destination-interface-list 3<% > KR CHREFEADEERXA VI T2 — AV A MEZIEELE T,

[37 > REESIFDENE]
ARV

[BEANDRE]
TOERVAMEA VS T2~ RIHEALRETTY P REET 5L, T2 bUAAS 28 7 = — AU
AENSETOM, BUA 257 2 —RTRE LTy MH—BICRESNSBEIH ) £,

[EXEME D R ERZZH]
EEEER, §OERHICRBENET,

CE=EIHE]
1EEL7 RUABIUSEET KL AIZ nnnn.nnnn.nnnn ffEAf & AT L7z & & any EFRLUE
—a_o
2,585 MAC 7 R L 212585 MAC 7 R L AR & 7213585 MAC 7 R L AZIRD 7 RL A& AT L7z

BEIE, AEMAC T RUAEBHEZRRLET,
EFEUANOREETT FLAB LU T KL A2 nnnn.nnnn.nnnn 0000.0000.0000 & AFj Lz & &

a

1& host nnnn.nnnn.nnnn EFRLE T,

[BhED7> K]

mac access—group
mac access-list resequence

deny (mac access-list extended)
remark
destination-interface-list
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remark

264

TIEAVANOREHHAZHRELE T, 77 RUANMIZIPVA T RLAT 4 VY F7213 IPv4 8w
K74 %, IPv6 714 L%, MAC 74 )%, Advance 7«4 L BH D £,

AT

WHROBE - BF

remark <remark)>

IEE QLGS

no remark

[ASIE—NK]
(config-ext-nacl)
(config-std-nacl)
(config-ipv6-acl)
(config-ext-macl)
(config-adv-acl)

[INT XA —9]

<remark>
ANE—RICE->THREELZT 7L AU A NOREHBEAZIEELE T,
—DDT LAV X MIRNULTATRIIBETEET . BEANLLEREILEZIIRZDET,

LA T X — % B O FHAE
AV

2 [EDOREHEF
64 XFLADOFH 2TV +— b (") THATEELEY . ANATRAFIL, EHRFLRH
BXFTT o ANXFINCAR—A L EORKFEXFrEEn0iEaE, XFey 77 +—F (")
THERS CHIHEETEET, FMIE, [NTXA—FVIHHETEZSE] 0 MEBROXFY]] 228
LTS,

(37> REEEROEHF]

AQV

LEEANDEE]

ARV

(EREE D R IREZ 1]

EEEER, §<ICERICRMINET,
CEEZIA]

ARV

7

(BSEDV > K]

advance access-list
ip access-list standard
ip access-list extended



7 F7I7EAURN

ipv6 access-list
mac access-list extended
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8 77twARURNOFVY

access-log enable

FIEA) A aXF >y IEEICLET,

AR
BHROH

access-log enable
1BHROHIR

no access-log enable

[AFTE—NK]

(config)
NS X—=9]
L

[O7 > REEERFOEIE]
TIZEAY A MOF T RESICLET,

GEREADFE]

230

[ERTEE D S BRE2H]

REBAER, §IOERICRBRENET,
CEREBIE]

%L

(BEIY> K]

access-list

deny (advance access-list)

deny (ip access-list extended)
deny (ip access-list standard)
deny (ipv6 access-list)

deny (mac access-list extended)
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8 F7o7ERUZRKOFUT

access-log interval

TrERAY A ureHT S RHEREEEL LI,

(AT
EHRORE - BH

access-log interval {<minutes> | unlimit}
BHOHEIR
no access-log interval
[AHE—RK]
(config)
[N A—=9]
{<minutes> | unlimit}
TR AYANaTEHNT AEEEREREEIEELET,

<minutes>
RrffEfE E B THEELE I,

unlimit
REEREZZEE LT 722 2 a2l ILERA. 7272 R baZigetERiE, EH
<> N show access-log flow THEEEL TL7Z& W,

14N T X — & BIEE O F)HE
EWTEELEA

2. f[EDRHEEH
5~1440 (24 FfH)

[37 > NSl OEE]
SAMRTT 7 LAY X b u T EHALET,
[RIEANDRE]

%L

[EXEME D R ERZZH]

EEEER, §OERHICRBENET,

[EEEIE]

LARIT Y REETTZE, IRNTOT 7RI X bariEetERP 7V TShET, 72720, RITRT
2%, BEFORRERICEE P ZWIEE, 772 )X baliEtERIEZ ) T ShEE A

2

o KAV Y P2 RREDKRET, 774V MEERU 5 o=fEELizme
s STEEELIRET, Kav Y FzHEIRLIZBE
+ 107 Z2HBELIRET 10 0 2iEET 5% L, RCEZEELZSS
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(BSEOY > K]

access-log enable
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access-log threshold

BELEZALYY2R—LFONE N 1A25) o7y MUSELLBSET, 778XV AMar%
HAOLET,

[ASFER]
ERORE - ZE

access-log threshold <packet count)>
BHROHIR

no access-log threshold

[AFIE—R]
(config)
[INZA=9]
<packet count>
TIRAVA aTOHNEKEE T By MIRIEELE T,
1. AT X — 5 BIgR OFHE
BB TEEEA
2. fEDRHEEEH
1~4294967295
[37 > REEEEFDENE]

ALy YaR— )V RE2FPELTTr7ERAV A T 2HALEE A,

[EEANDFE]

[EXENED R IRE2HE]

REMEEER, TIERICKBENET,

CEEEIR]

LALVY VaR—IL RINSWERZRELZEEIL, T7RRAVRANAF Y ITRRO/INry v REICHE
ET2L, BUBBETZEDO7 7 AV Al PHhsnEd, 20&E, —HO77AY A0
THHAEN LW ENRHDET,

2RIAT Y RERE - BEE UGS, BERICHASNEZR—ry bOo7 782 2 baZory MY
ZEEE LT, packet count 7§ A= THEELLZMEO NG (NIZ1256) IKELLBETTY 7R
YR rarZpfihishxd,

[BEIY> K]

access-log enable
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QoS 7O—VRAPME/RUHG—T > NI

WRUH—TI> MU

RV =T PIHRER, RV - b OEAFELTERT 2RV Y -2 U RO TY . %87
53> 747 L— 3 rd<policer name>%, ZEMLEFERTENENEA 32000 b ERTE
9. ab, REMOEEAIEINICHAET.

HMQoS 7O—J X MK

QoS 7ua—YU X bEIE, QoS 7u—Y A MDA FE LTHEHEATS QoS 7a—Y XA MO TT,
Y3530 7 47— arn<qos flow list name>%, &Kk 28602 U X MERTZ L7

%

=011

W -7
=y 2K EF, qos AV Y RB KU premium 37 2 ROAFTOERITT o

QoS 7u—1 X +&{& T, flow max-configuration 2~ > K’ ‘“"“H#Lirﬂt 96000 =~ Y, flow max-
configuration 2+ > FAREERIZHRA 64000 T P UERTE LT, T TOY—r  AHUTE, 77
TAVA MDY =T Y ABBEHRE T,

B9 71 —RERETESD QoS 7O—-1) A MY

AV TI—AICRETESL QoS 7u—U A&, 1V T2 —RAIIHRETZS QoS 7u—1J R b+
DEETT . BA 28602 U A MERTEZZET,

QoS 7a—VAMBERLTA VY T2 —RAICRELEWVES, A V¥ 72— RAICHRETES QoS 7u—
U MUIZIIBA TR A

—20 QoS 7U—Y A MEERDA VY T 1 —RICHELEE, MUYRAMELTHRIET,

— DDA VYT T —AIZEEHD QoS 7u—Y XA b EFRELLES, FIVANELTHAET, 20E X,
ZEMEREMIFN) AP ELTHEAET, Hl2iE, BL QoS 7u—U R NREEIET 0L D D ICEHE
%<, A=A %7 2 —ZADOZEMEEEBRIOMAICHRELEE, 2VANHAET,

B9 71 —RCERETEDY—T VA

AV TI—ARCHRETCELY TV AKERF A VY T2 —AIRETCELY =TV ADBE T, 1>
T —AICRETCESLY =V AKERORITINLE T,

RKRI-1 1VITI—RICHETEDY—T VA

-confi jon Av >R S —AICRETEEY—7:
Ne RS T7FOT 71 flow max conflgrtjftlon NRD 129 T I—RACRETEDY—T>
X AE Zzﬂ
switch-1 - 64000
switch-le
switch-2 O 96000
itch-2-qi

switch-2-ging o« 64000
switch-2-flow O 256000

X 256000
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Ne K™ 27 FTT 71 fbwnm»mM%&?bnj?)R@ AITI—RCERETEDI—T >
X AE X%&
switch-3 O 96000
switch-3e
X 64000

switch-3-qing
switch-3e-ging

(LB O:BEHY X F/HEZL —  BREANA

CTOY—F VAL, TVRRVANDA VT —RAICHKETCES YTV ABLEAET,

= AR A A

@\l\’

7yx0%ﬁﬁﬁmcw57u—uxb%{y971—x;ﬂibtﬁm,4y97:—zmﬁiﬁé

V= VADRENHDH QoS TU—YANEA I T 2 —RIIHKELIZEE, QoS 7u—J X bEME U
MEIMICEFRZL, AV T —AIREENTZ QoS 7u—Y AT EICHIZ Y MY ELTHAET,

HQoS 7O—U RN ES -4 > ZAHDOELS

QoS 7u—Y ALY —F v ABOELG %,

F£9-2 QoS 7O-DRNREY =T > AHDOE L

IRDOFITRUET,

RT3 fEHT 3
BT 74‘/;_ fERT 3 7";_
el Qosvo— I T- v—4 R o T
2 N HETED 5 ETED
QoS 70— =R
1) 2 N E3
QoS 7u—Y A+ AAA ZERLTC, 1 —H v bA2% | 1UXE 1YLk 2T Y 2T MY
7z —2A 2/1 ® inbound IZ8%
interface gigabitethernet 2/1
ip gos-flow-group AAA in
ip qos—-flow-Llist AAA
10 qos tcp any any action replace-dscp 3
20 gos udp any any action discard-class 1
QoS 7u—1YJ A~ AAA ZEELT, 1 =Y b 2% 1A B 29Uk 2T Y 4T hHY
7x—RX2/1 & 2/2 ® inbound IZFXE
interface gigabitethernet 2/1
ip gos—flow-group AAA in
interface gigabitethernet 2/2
ip gos—flow-group AAA in
ip qos—-flow-Llist AAA
10 qos tcp any any action replace-dscp 3
20 qgos udp any any action discard-class 1
QoS 7u—1J A~ AAA ZEE LT, A=Y b 2% 1YAB 29Uk 2T hY 4T R

7 = —X 2/1 ® inbound & outbound IZE&E

interface gigabitethernet 2/1
ip gos—flow-group AAA in
ip qos-flow-group AAA out

ip gos—-flow-List AAA
10 gos tcp any any action replace-dscp 3
20 gos udp any any action replace-dscp 3
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REH

RT3
QoS 70—
1) Z MY

EHT 3
%
JI—2RIC
BRETED
QoS 7O—
1) Z N

fEHT %
129
7x1—XIC
BECTED
=T R
E

QoS 7u—1J A b AAA Z/EE LT, 1 =YXy bV ¥
7 x—2A 2/1 ® inbound IZH&E
QoS 7u—Y X+ BBBZEK LT, A =¥y h12%
7 x—2A 2/2 ® inbound IZE&7E
interface gigabitethernet 2/1
ip qos-flow-group AAA in

interface gigabitethernet 2/2
ip qos-flow-group BBB in

ip gos—flow-List AAA
10 qos tcp any any action replace-dscp 3
20 qos udp any any action replace-dscp 3

ip qos-flow-list BBB
10 gos udp any any action replace-dscp 3
20 qos tcp any any action discard-class 1

2URA B

2URA b

4Tv 1

42Ny

QoS 7u—Y X~ AAA Z{ER LT, 1 —H Xy b V%
7 x—2X 2/1 ® inbound 2%

QoS 7u—Y A M BBB 2{Ef LT, 1—H Xy b1 U%
7z —2 2/1 ® outbound IZ5%

interface gigabitethernet 2/1
ip qgos—flow-group AAA in
ip qos-flow-group BBB out

ip gos—flow-List AAA
10 gos tcp any any action replace-dscp 3
20 qos udp any any action replace-dscp 3

ip gos-flow-list BBB
10 qos udp any any action replace-dscp 3
20 qos tcp any any action discard-class 1

2UR B

2URA b

4T by

4T

QoS 7u—Y A+ AAA ZERRLT, 41 V¥ 72— RICHE
FL7Zzwn

ip qos—flow-Llist AAA
10 qos tcp any any action replace-dscp 3

1YRAR

oOYAb

> by

oOx>hVY
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BAE CEBRMB KUE

[7 727€AVAN O [FEETEHEMBEIMME] 2ZHL TS0,
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advance qos-flow-group

A2 72— LT Advance QoS 7u—1) A M ZHEAH LT, QoS 7u—HeExENICLET . #H
TEHA YT —RAEZRITRLET,

s A =YXV b EFT =X

s A—HXy M TAUF T —R

s R—hF v RANYFTAFTT—R

s VLANA Y%7z —2

[ASFER]
BRMOH

advance qos—flow-group <gos flow Llist name> {in | out}
B DHI &

no advance qos-flow-group <qos flow Llist name> {in | out}
[ASTE—K]
(config-if)

A—HBAxv b 4% Tz2—X, VLANA V¥ Tz —2R
(config-subif)
=Xy M TA VI Tz—A, R=rF A HXVTFTA T Tz —2
NS A—5]
<qos flow list name>
Advance QoS 7H—Y A M EEELE T,
1. AT A — 5 BEgR O FIHE
B TEEHA
2 MBE D E i
31 XFLHD QoS 7a—Y A b EEIEELE T,
FE, [T A—FIHEETEAME] 2L TLIES WV,
{in | out}
Inbound Z 7z 1% Outbound ##EE L £ 9,
in : Inbound (ZERIDIEE)
out : Outbound (E{FHEIDIEE)
1.AIST X — 5 B O WHE
EBRTEELTA
2. B D E i
=L

(37> REIERDEE]

AQV
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LCEEANDFEE]
ARV

[EXREfE D [ BREZH]
EMAER, §IGERICRMSNET,

[FEEEIE]

1. 79 —#HE— R condition-oriented ® & ZICHRETEE T,

2.F—DA %7 =X LT Inbound & Outbound IZFNFN—DRETZTET, I TIIRES
NTWAEE, HIRLTPSRELTLEE W,

3.FEE L% Advance QoS 7E—Y XA M EZFRELESIZMHEMEL TH A, Advance QoS 710 —
A RNRIIBHRINET,

4.7 0 —BHIZEARERNIC mac-ip Z18E L, 7 0 —MHSHIC own-address & 7213 own-prefix /87 X —
TIHEGEE, NRA VY T2 —RICIPVAT RLADRESN TV D ESICHETEET,

5.7 0 — RS4RI mac-ipve Z1EE L, 70 —#HZEMIC own-address % 7z 1& own-prefix /5
A= WRHBIGEEL, WRA VI T2 —RIZ—D2FIPv6 0 —=N)LT7 RLANHRESN TS EX

ICERETEET,

6. 7 O —FHEMAFIC interface 8T A= DHEEESNTWAFE, 1 =%y MM U ¥ 7 2 —RFICER
ETEZET,

7.7 0 —EHEHIC interface /8T A=Y BIBESNTWAIEE, WET 2405 T2 —ADPHRESNT
WBREERIRETEET,

8. 7 u—MHEEMtEDsESE MAC 7 F L 12 unicast-flood BMHEE SN TV 534S, Outbound (GEE)
RUFICRETEE T,

9.7 u — MM IC inner-untagged, inner-user-priority, %7213 inner-tag-vlan /85 X — & BSHEE S
NTWBEE, 77E¥AR—FBLUO M2 7 R—+D Outbound GXEHE]) ICIZBRETEZH
Ao

10. RV =2 M) BLUOARITYY FOZER, ZEROEEPR—DFEIX, FUY -T2 MY PEE
INTW5S Advance QoS 7ud—Y X b2 A ¥ 72— AL TCHEATEE I,

B

[BSEIY > K]

advance qos-flow-Llist
flow detection mode
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advance qos-flow-list

QoS D7 u—HEBXUBEIEER2IEET 572D Advance QoS 7u—J A M #HELET., Ao~
v R%%ET 5 &, config-adv-qos E— FIZHBITLET,
[AFER]

BHRDOERE
advance qos-flow-list <qos flow Llist name>

THRDHIFR

no advance qos-flow-list <qos flow list name>

[AHE—R]
(config)
NS A—=7]

<qos flow list name>
Advance QoS 7u—J A M EEEL XTI,
IPv4 QoS 7u—1YJ &k, IPv6 QoS 7u—Y A b, BEKUPMAC QoS 7u—Y X b TI TILEHAS N
TWV2 QoS 7u—Y A MBIIBETEE Ao

1.AKI8T X — 7 B RO #HAE
BBTZIEA
2. fE D % 7€ &
31 XELIHND QoS 7u—J A M EEBELE T,
L, [T X—FIIBETZAME] 2R L TLIEZE W,

(37> REBEROEF]

ARV

LEEANDRE]

ARV

[(BRE(E D [ BRZZH]

EEEER, §<IGERICRBENET,
CE=ZEIA]

L

7

(BSEIV > K]

advance qos-flow-group

advance qos-flow-list resequence
qos (advance qos-flow-Llist)
remark
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advance gos-flow-list resequence

Advance QoS 7u—YJ XA NNOBERIEF DY —7r v ABES2HBFELE T,

[AF372E(]
ERORE - BH

advance qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequ

ence>]]
[AAE—R]
(config)
[INFX—4]

<qos flow list name>
Advance QoS 7u—YJ XA M EHEELX T,

LA T X — & BIEE O F)HE
BETEEEA

2. f[EDRHEEEH
31 XFLHD QoS 7u—YJ X M EFRELE T,
ML, [N A—FIIEBETEAME] 2SBLTIES W,
<starting sequence>
Ftas — 7 v ABESZIHEELE T,
1A T X — 5 BEER ORI HAE
WMEIX 10 T,

2 fED R EH
1~4294967294 (10 ##) ZEEL LT,

<increment sequence>
=V AAL 7YX MERIEELE T,
1.A85 X — ¥ BIEEE O FHAE
WHAEZ 10 T,

2 fED R EH
1~100 (10 #H) ZHEELET,

[37 > RSl OEIE]

7L

[REANDRE]

30

[EREME D R ERZZH]

BEMEEER, TIOERICRBSNET,
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CEE=EIE]
L
(BSEIY > K]

advance qos-flow-Llist
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ip gos-flow-group

A7 2= LTIPv4 QoS 7u—Y A M ZHEAHL T, QoS 7u—#gExARIC L9, BHTE
AU Tz —AERITNLET,

s A —TRY b F Tz —R

s A=Yy M FTA T —R

¢ R=hrF ¥ ANYTAFTT—A

« VLANA > %7z —2

[AFRZR]
E|OR

ip gos—flow-group <qos flow List name> {in | out}

THMOHIR

no ip qos—flow-group <gos flow list name> {in | out}

[AHE—R]
(config-if)
A—HYAxv b % T7x—A, VLANA V¥ Tz —2X
(config-subif)
A—FR2Y " FTAL I T2—R, R—rFvRNFTAL I Tz—2R
[INSA—5]
<qos flow list name>
[Pv4 QoS 7u—Y A M ZEIEELET,
1. AT A — 5 BEgR O FIHAE
B TEEHA
2 EDFRE HiFH
3 XFELUHD QoS 7u—Y A MREEELE T,
FE, [T A—FIHEETEAME] 2BHLTLIES WV,
{in | out}
Inbound % 7z1& Outbound #$EE L £ 9,
in : Inbound (Z{ERIDIEE)
out : Outbound GE(FHEIDIEE)
1.AIST X — 5 BEEEROFIHE
B TEERA
2 MED R E ik
L

[3~7 > REEERDEE]

ARV
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284

CEEANDFE]

L

(EXE BN R ERZZH]

EMAER, §ICGERICRBSNET,

DFE==IA]

1.EA—DA »% 7 2 —ZA I LT Inbound & Outbound IZFNFN—DOHRETEZE T, T TICHRES
NTWBEE, HIBRLTP2SREL T ZE W,

2EELLEVWIPVA QoS 7Uu—YJ A MNERELLESIIAIOEELEE A, IPv4 QoS 7u—1J X M4
3EBFINE T,

3.7 0 —#MHEEMIC own-address F721% own-prefix /85 X =¥ BH BFAEIL, WNRA V72— R
[Pv4 7 RLADPREESNTVAEEICRETEET,

4, 70 —mHEMIC interface 8T A= PHEESNTWAESE, 1 =YXy MM V¥ 72—
ETZXET,

5.7 u—#HEMIC interface 78T A= BEESNTWVEIEE, XMBTEA VY T2 —ANRESINT
WABEERIRETEET,

6. RV - M) BLUOKIYY FOZER, EEAOIRESE—DIFEE, FUTF—22 M) PEE
INTWVBEIPVA QoS 7U—Y R ZEA V¥ 72— R LU CHEEATEET,

2

(BSEIY> K]

ip qos—flow-Llist



ip gos-flow-list

9 QoS

QoS D7 u—MHBXUBEEERZIEETA7-0D [Pv4 QoS 7U— Y A M E2HELET., AO<v VK%

E{T9 5 &, config-ip-qos E— FIZBITLE T,

AT

BHRDERTE
ip gos-flow-list <gos flow Llist name>

THROHIR

no ip gos—-flow-list <gos flow list name>

[AFIE—K]
(config)
[INFX—9]

<qos flow list name>
[Pv4 QoS 7u—Y R MEZEHEELE T,

IPv6 QoS 7u—Y 2+, MAC QoS 7ua—Y X b, BXU Advance QoS 7a—Y A N TY TIZfEHRH

SNTVDH QoS 7u—Y R MRIZEETEE Ao

1L.AN T X — & BIEE O F)HE
B TEEEA
2 ED R EEEH

31 XFELHD QoS 7u—Y A MEEIEELE T,
L, (/39 XA —FIHBETZAME] 2R L TLIEE 0,

[3~7 > RSB DENE]

L
[EEANDRE]

L

[EXREME D R BREZH]

REBEESR, §OEAICKBENE T,
[E=F1A]

L

[BHhEIY > R]

ip qos—flow-group

ip gos-flow-list resequence
qos (ip qos-flow-Llist)
remark
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ip gos-flow-list resequence

IPv4 QoS 7u—Y A MNNOERIEFDO Y —7r > AEESE*HBELE T,

[AFIRER]
EHORE - AE

ip qos-flow-list resequence <qos flow list name)> [<starting sequence> [<increment sequence>

[AHIE—R]
(config)
NS A—7]

<qos flow list name>
[Pv4 QoS 7u—Y R MEZHEELE T,
1.AIST X — 5 BIR O HE
BB TEEEA
2 MBED R E HH
31 XFELAD QoS 7u—YJ A MEEIBELE T,
FHMIE, [N A—FIIBETEZAME] 2SBLTLIES VL,

<starting sequence>
Bty — 7 VY AESZIHELE T,
1.AIST X — 4 BEER O P HE
WFAEIX 10 T,

2 fEDREH
1~4294967294 (10 ##) ZIEEL L9,

<increment sequence>
V=V AAL YT YRX Y MERIEELE T,
1. &85 X — ¥ BHEEOHAE
HAEIZ 10 T,

2 fED R EH
1~100 (10 ##) ZHEELET,

[37 > NS OEE]

%L

CEEANDRE]

%L

[EXEME D R IRZH]

EEEER, §IGERICRBENET,

7
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[EEEIA]

ARV

[BHhEIY > K]

ip gos-flow-list
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ipv6 gos-flow-group

AFT =R LTIPV6 QoS 7u— A MZEHEALT, QoS 7u—HEEZEMICLEd, BHTE
BAUETT—AEIRITTRLET,

s A =YXV b EFT =X

s A—HXy M TAUF T —R

s R—hF v RANYFTAFTT—R

s VLANA Y%7z —2

[ASFER]
BRMOH

ipv6 gos—flow-group <qos flow list name> {in | out}
B DHI &

no ipvé qos—flow-group <qos flow list name> {in | out}
[ASTE—K]
(config-if)

=2y b 2% 7xz—R, VLANA V¥ Tz —A
(config-subif)
L=y b TA VI Tz—A, R=rF A HXVTFTA T Tz —2
NS A—F]
<qos flow list name>
[Pv6 QoS 7u—Y A M ZEIEELET,
1. AT A — & BEgR O W HE
BB TEELA
2 [EDEEH
31 XZLHD QoS 7u—Y A " ZIELE T,
FE, [T A—FIHHETEAME] 2L TLIES WV,
{in | out}
Inbound Z 7z1& Outbound ##EE L £ 9,
in : Inbound (ZERIDIEE)
out : Outbound (EFHEIDIEE)
1. ARNT A — 5 B OWIHE
B TEZEA

2 fEDREH
=L

(37> REIERDEE]

AQV
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[EENDFE]

L

[EXREfE D [ BREZH]

EMAER, §IGERICRMSNET,

[FEEEIE]
I.A—DA >»% 7z —ZAIZ% LT Inbound & Outbound ICFNFN—DOHRETETE T, T TIKHES
NTWVABIEE, HIRLTHPOHREL TS,
2.FEELEWVWIPVO QoS 7U—Y A AR E LB HIIMBEfELEEA. IPv6 QoS 7u—Y X b4
3BHFINET,
3.7 0 —RHEMAIC own-address F 7213 own-prefix /85 X =¥ BH HHBEE, NRA ¥ 72—
—DR2FIPV6 a0 =NV T7 RUABHEESNTNSEZIIHRETETET,
4. 70 —HER/ST A =5 OFEFTLT R LRI any F7zid<length>»3 64 DIFNICIEESN TV S & &
ICRETEET,
5.7 0 —®HEMAIC interface /78T X —F PEESNTWVWBEE, A =%y M U ¥ 72— AT
ETEET,
6. 7 O —MHEMAFIC interface /8T A= DHEEESNTWAFE, XWMST 24 VI 7T —ANRESINT
WHEZRITRETZET,
7RG —T MU BREERIYY FORZEQ, EEHOEBENSE—OHEE, KUY —1> M) PEE
SNTVWAEIPV6 QoS 7H—Y A+ EA V¥ 72— A L CEHATEET,

2

[BSEIY > K]

ipv6 qos-flow-Llist
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ipv6 qos-flow-list

QoS D7 u—B L UBEIEEXIEET 57O [Pv6 QoS 7U—J A MABRELE T, KAV %
EIT9 5 &, config-ipvb-qos E— FIZBITLE T,
AR

BHRDOERE
ipv6 qos—-flow-Llist <qos flow list name>

IEE QLGS

no ipve qos-flow-list <qos flow list name>
[AHTE—K]
(config)
[INTA—=9]

<qos flow list name>
[Pv6 QoS 70— A FEEHELE T,
IPv4 QoS 7ua—"J 2+, MAC QoS 7u—Y A b, BXW Advance QoS 7a—Y A N TF TIZfEH
SNTWVDS QoS 7u—Y XA MRIIEETEEH Ao

1R85 X — & RO HAE
B TZIEA

2. fE D% 7E i
31 XELIHND QoS 7u—J A M EEBELE T,
L, [T X —FIIBETZAME] 2R L TLIZE N,

[3v > REEEROEF]

L

CEEANDFE]

L

[EXRE BN S BRZZH]

EMEER, §<IGERICRBRSNET,

BEEI]

ARV

7

(BSEOY > K]

ipv6 gos-flow-group

ipve qos-flow-list resequence
qos (ipv6 qos—flow-list)
remark
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ipv6 gos-flow-list resequence

IPv6 QoS 7u—Y A NNOHEAIEFDO Y —7r » ABEESEHBELE T,

(AT
ERORE - BH

ipv6 qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequenc

e>] ]
[AFIE—K]
(config)
[INFX—4]

<qos flow list name>
IPv6 QoS 7u—Y R M EEHEELE T,

LA T X — & BIEE O F)HE
BETEEEA

2. f[EDRHEEEH
31 XFLHD QoS 7u—YJ X M EFRELE T,
ML, [N A—FIIEBETEAME] 2SBLTIES W,
<starting sequence>
Ftas — 7 v ABESZIHEELE T,
1A T X — 5 BEER ORI HAE
WMEIX 10 T,

2 fED R EH
1~4294967294 (10 ##) ZEEL LT,

<increment sequence>
=V AAL 7YX MERIEELE T,
1.A85 X — ¥ BIEEE O FHAE
WHAEZ 10 T,

2 fED R EH
1~100 (10 #H) ZHEELET,

[37 > RSl OEIE]

7L

[REANDRE]

30

[EREME D R ERZZH]

BEMEEER, TIOERICRBSNET,
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292

CEEZIA]
ARV
(BHhEIY > K]

ipve qos-flow-list
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mac qos-flow-group

A2H 72— LUTMAC QoS 7u—Y X MEEA LT, QoS 7u—#aEx2 BN LET ., BATE
AU Tz —AERITNLET,

s A —TRY b F Tz —R

s A=Yy M FTA T —R

¢ R=hrF ¥ ANYTAFTT—A

« VLANA > %7z —2

[AFRZR]
E|OR

mac qos—flow-group <qos flow Llist name> {in | out}

THMOHIR

no mac qos—flow-group <gos flow list name> {in | out}
[AHE— K]
(config-if)

A—HVExv by Tz—A, VLANA V¥ Tz —2R

(config-subif)
LA —=P2xy b TA I TI—R, R=bF YR TS ¥ T—2A
[INSA—%5]
<qos flow list name>
MAC QoS 70— A M 2HEEL £ T,
1. AT A — 5 BEgR O P IAE
B TEEEA
2 EDFRE i
31 XFLWD QoS 7u—Y X bMEEIBELE T,
FE, [T A—FIHEETEAME] 2BHLTLIES WV,
{in | out}
Inbound ¥ 7z1& Outbound #$EE L £,
in : Inbound (ZERIDIEE)
out : Outbound GE(FHEIDIEE)
L ARNT A — & Bl OFIHE
B TEEEA
2 fED R E #iFH
=L

[3~7 > RSB DEE]

AQV
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294

GEEADRE]
ARV
[ERTEME D RIRZLH]

EEEER, TIGERICRBENET,

DFE==IA]

1.EA—DA »% 7 2 —ZA I LT Inbound & Outbound IZFNFN—DOHRETEZE T, T TICHRES
NTWVBIEE, BIFRLTLOHRELTLIZI N,

2EZELEZEVWMAC QoS 7 —Y A M ZRELIZESIIMLFELETA, MAC QoS 7u—Y X 4
BEHFINET,

3. 7 0 —RHEMIC interface /ST A —F PEESNTWEEE, A —TFy " V¥ T 2 —RPETICEH
ETEZET,

4,70 —BHEMEIC interface /ST X — I BIEESNTWVBIES, MIET A5 25 T 1 —ADNKREEINT
WAHEERTRETEET,

5.7 0 —#HEEO5E5E MAC 7 F L ZIC unicast-flood A#EE ST W 5EE, Outbound (GEEM)
ROl BETE T,

6. 7 0 — I inner-untagged, inner-user-priority, % 7-1d inner-tag-vlan /85 X — & SHgE &

NTWBIEE, T7EAR-FBEIUP 1Y Y7 R— D Outbound (EEE]) ICIXRETSEE

/1/0

7RV =T M) BEITERIY Y FOZER, EERIOEEVPR—DHEE, AT -T2 I H»EE
SNTVWAEMACQOS 7u—YJ A+ EA ¥ 72— AN L THEHATEX Y,

2

[B8ETY > K]

mac qos—flow-Llist



mac gos-flow-list

9 QoS

QoS D7 u—MHBXUBEIEERZIEET 570D MAC QoS 7O— Y A M EHELET, Ka<w K

%FE(T9 5L, config-mac-qos E— FIZBITLET,

AT

BERORE

mac qos—flow-list <qos flow Llist name>

BROHIR

no mac qos—flow-list <qos flow list name>

[ABE—NK]

(config)
[INFA—=%]

<qos flow list name>

MAC QoS 7u—Y R M EHEELE T,

IPv4 QoS 7u—Y A K, IPv6 QoS 7u—Y Ak, BXU Advance QoS 7a—Y A M T9 TIZfER

SNTVAH QoS 7u—Y R MRIZEEETEE Ao

14N T X — & BIEE OF)HE
B TEEEA
2. [ED R EEEH

31 XELHD QoS 7u—J A M EEELE T,
L, [/ XA —FIHBETZAME] 2R L TLIEE 0,

[3~7 > RSB DENE]

L
CEEANDRE]

L

[EXEME D R BREZH]

REBEESR, §OEAICKBENE T,
[E=EI1A]

L

[BHhEIY > R]

mac qos—flow-group

mac qos—flow-Llist resequence
qos (mac qos-flow-list)
remark

295



9 QoS

mac qos-flow-list resequence

MAC QoS 7u—Y X N NOHBRIEFDY —7 V ABESEHERELE T,

[AFIRER]
EHORE - AE

mac qos-flow-Llist resequence <qos flow List name> [<starting sequence)> [<increment sequence

>1]
[AIE—R]
(config)
NS X—9]

<qos flow list name>
MAC QoS 7u—Y R MEEHEELE T,
1.AIST X — 5 BIR O HE
BB TEEEA
2 MBED R E HH
31 XFELAD QoS 7u—YJ A MEEIBELE T,
FHMIE, [N A—FIIBETEZAME] 2SBLTLIES VL,

<starting sequence>
Bty — 7 VY AESZIHELE T,
1.AIST X — 4 BEER O P HE
WFAEIX 10 T,

2 fEDREH
1~4294967294 (10 ##) ZIEEL L9,

<increment sequence>
V=V AAL YT YRX Y MERIEELE T,
1. &85 X — ¥ BHEEOHAE
HAEIZ 10 T,

2 fED R EH
1~100 (10 ##) ZHEELET,

[37 > NS OEE]

%L

CEEANDRE]

%L

[EXEME D R IRZH]

EEEER, §IGERICRBENET,

7
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[EEEIA]

ARV

[BHhEIY > K]

mac qos—flow-Llist
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nif [OP-SHPS]

BELY = —/SONIF ZRELE T,
config-shp-mode €— R CRELLEBE, Yz —NE—F2HFEHITANIF 2HELE T,

config-shp-distr £— R THREL/2BE, Y x—/S1—VHEBRELEHRT S NIF 2RELET,

[ASFER]
TBIRDRTE
nif <nif list>
HHROELE
nif {add <nif Llist> | remove <nif Llist>}
HHROHIR
no nif
[ASTE—R]

(config-shp-mode)
(config-shp-distr)

NS A—=95]
<nif list>
Rty = —NE—F%2EHHIT S NIFES2 YA MNEXTIHEELE T,
1. ANT A — 5 AW OHIE
B TEEEA
2. D EHH
[T A—FIHHETZAME] 2B LTIES 0,
{add <nif list> | remove <nif list>}

add <nif list>
NIF 5%V XA MEMLET,

remove <nif list>
NIF&ES%# U AP SHIBRLET .

17485 X — & AR O FHAE
BRTZELA

2. B FRE
(8T A—=FIIEETZAE] 2L TLIEE,

(37> REERDEE]

L
CEEANDRE]
L
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[ERENE D R BRE2H]
config-shp-mode € — FCTRE L7z5E, REMEEER, NIF 2HEHT 5L TRBRSNET,

%ll

config-shp-distr €— FTRE L1:HE, REMEERER, I ISERICRBENTT,

BEF=E]
AQ
[BhEI 7> K]

shaper mode
shaper flow-distribution
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policer
AUV —T M) ERELET,

[AH]

BHRORE - K£H

policer <policer name> {in | out} <bandwidth policy> [replace-user-priority <priority>] [re
place-dscp <dscp>] [discard-class <class>]

fE#OHIBR

no policer <policer name)>

<bandwidth policy>:

RAHBERIEEDH G

max;é?ﬁe {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [max-burst {<byte> | <kbytedk | <MbytedM | <Gb
yte

RIEHFHERIEEDSE

min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [min-burst {<byte> | <kbytedk | <MbytedM | <Gb
yte>%}] [penalty-user-priority <priority>] [penalty-dscp <dscp>] [penalty-discard-class <cl
ass>

RATEERS L CREFHRERIEEDH &

[max-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [max-burst {<byted> | <kbytedk | <Mbyte>M | <G
byte>G} 1] [min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [min-burst {<byte> | <kbytedk | <Mb
ytedM | <Gbyte>G}] [penalty-user-priority <priority>] [penalty-dscp <dscp>] [penalty-discar
d-class <class>]]

[AHE—K]
(config)
[INTA—=F]

<policer name>
RV —T MU BREEELET,
1.A8T X — 5 BRgR O FIHAME
BB TEELA
2 B E i
3l XELHOR) - b ZRIEELE T,
ML, NI A—FITIBETZAE] 2B LTSV,
{in | out)
Inbound % 721 Outbound Zf8E L £ 9
in : Inbound (ZERIDIEE)
out : Outbound GEFHEIDIEE)
1485 X — & BREEOFIHAE
BB TZERA
2 B E HiF
=L
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<bandwidth policy>/¥F X —%
max-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
BRHEHER COBERTHEZEE LY, BELIHREZBA/ERN Ty MIEELET,
min-rate Bl EOEZIEE L TLZS W,
7B, AT A —FF7-ld min-rate DELSIPERTIHEL TL I E N,
1. AT X — 5 AR O RE
L (BRAFHERZEHBLELA)
2 MED R EEH
<kbit/s> : 5~100000000 (10 x%%)
<Mbit/s>: 1~100000 (10 ¥%%)
<Gbit/s>: 1~100 (10 &%)
1kbit/s, 1Mbit/s, 1Gbit/s &% 2H 1000bit/s, 1000kbit/s, 1000Mbit/s & L T vE
ED
max-burst {<byte> | <kbyte>k | <Mbyte>M | <Gbyte>G}
BRAREBERTON—Z M A X%2HEEL £ 9. min-burst L EDOEEIEE L TS0,
1. AT A — 5 BRI OFRE
<byte> : 65536
2 MED R E A
<byte> : 3076~4294967296 (10 %)
<kbyte> : 4~4194304 (10 &%)
<Mbyte> : 1~4096 (10 %)
<Gbyte> : 1~4 (10 %)
1kbyte, 1Mbyte, 1Gbyte I&Zn 21 1024byte, 1024kbyte, 1024Mbyte & LTHVLET,
min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
REFHER COERTEEZEE L9, BE LBREBELBIER N v MIF L
T4 —%FLE9, maxrate L ROEZEHFEL TLZE 0,
B, AT RA—=FF/-ld maxrate DEL SN EBTHEL TLZS W,
1485 X — & AR O ¥ HE
L (BREEEEREZERLELEA)
2. [EDRE
<kbit/s> : 5~100000000 (10 %)
<Mbit/s> : 1~100000 (10 %)
<Gbit/s>: 1~100 (10 #%)
1kbit/s, 1Mbit/s, 1Gbit/s iZZ 12 Hh 1000bit/s, 1000kbit/s, 1000Mbit/s & L T vE
ED
min-burst {<byte> | <kbyte>k | <Mbyte>M | <Gbyte>G }
BEFHERTON—ZA M A XZHEELE£9 . max-burst U TOEZIFEL TS,
1. 485 X — & AR O ¥ HE
<byte> : 65536
2B EHH
<byte> : 3076~4294967296 (10 %)
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<kbyte> : 4~4194304 (10 &%)
<Mbyte> : 1~4096 (10 #%%)
<Gbyte>: 1~4 (10 #%)
lkbyte, 1Mbyte, 1Gbyte I&Z#n 2N 1024byte, 1024kbyte, 1024Mbyte & L THWVE T,
penalty-user-priority <priority>
REFHERREOI-PEEEDOESMAELIEEL LT,
1485 X — & AR O X HAE
LU (REFEERNEOLI-—VEBLEELESHRIIEA)
2 fED R E
0~7 (10#%) ZHEELXT,
penalty-dscp <dscp>
RIEFEER RO DSCP BEEMABEEEEL £ I,
1.ANT A — % BUsR OF)HAfE
5L (REHEEEREED DSCPEZE S A A)
2 fEDREHEF
0~63 (10##) £7/:1X DSCP BFrEEEL X I,
fHETE % DSCP &fnid [#£ 7-10 $5ERREZL DSCP &) 22 L T2 &0,
penalty-discard-class <class>
RIEHEERRORERES T AZEELLT,
1. 4085 X — & Bk ORI HAE
EL (RMEEEERROERY 7 A2EELEHEA)
2 fEDREEH
1~4 (10 &%) =fEELET.
replace-user-priority <priority>
I—PEEEOESMAEZIEELE T,
1LAINT A — & B OFHE
Bl (A—VELEZESBRIILA)
2 fEDREEH
0~7 (10#%) zHEELXI,
replace-dscp <dscp>
DSCP H&#MAHZIEEL LT,
1. 4085 X — & AR O X HE
L (DSCPEZEZEHMAEEA)
2 fEDOREEEH
0~63 (10 ##) %7213 DSCP &irEHEEL £7
fEE T & % DSCP #&Rid [#£ 7-10 $8EFBE/Z DSCP &5] 22 LT 2S00,
discard-class <class>
B T AEREBELE T,
1. AN T A — 5 BsR OFHAE
7L (BEIVIRAEZEELERA)
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2 fED R EEEFH
1~4 (10 &%) ZHELET,

[O7 > REREFDEE]
2L
LEBEANDEE

AR

1.QoS 7u—Y X N OHEEIEEICIEESN TV AIES, Bl TEEt A,
EE QoS 7u—Y X SHIBRLIHE, EfTLTLRZE D,

9 QoS

FETHRKYG—T 2 YOI

2.max-rate, min-rate IZJERETANTE LT, F£7, #H I~ > N show running-config Ti&, A%

JEICERRSNE T,

[BhED7 > K]

qos (advance qos-flow-Llist)
qgos (ip qos-flow-list)

qos (ipv6 gos—flow-list)
qgos (mac qos-flow-Llist)
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policer rate-option
R)Y—T, BEHEERTIA TV a VEIEEEELE T,

[ABH]

BRMOHTE
policer rate-option exclude-4-byte
1BHROHIR

no policer rate-option

[AFTE—NK]

(config)
NS X—=%]

exclude-4-byte
RIY—T, HHAERTHLEIICTL—LENPS 4N PEELFIWTHEBEERLE T,

1. 485 X — & ARk O R HAE
BRTEELEA

2 fED R EHEF
YV

[O7 > REEEOEIE]
EHAEERT A4 ST 3 VEEIENTT .
LEEADFE]

L

[BXTENE (D R BREEHK]

REMEEER, TIOERICKMESNE T,
CEF=ZEIA]

L

(BEHEI<Y> K]

ARV
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premium (advance gos-flow-list)
Advance QoS 7H—Y R F TCOEET7 U —RELZEHAT L 70 —BHEHZHEL LT,
[ASER]
BHROBRTE - BH

<{sequence> premium mac <target flow)> [<action specification>]
<{sequence> premium mac-ip <{target flow> [<action specification)]
{sequence> premium mac-ipv6 <target flow> [<action specification)]

TH|MOHIR

no <sequence> premium
no <sequence>

no <sequence>%%{79 % &, <sequence>»—¥ 9 % qos (advance qos-flow-list) Z> ~rU b &
HETCHIBRSNE T,

<target flow>:

ML, qos (advance qos-flow-list) I~ > KD [ANER] @ [<target flow>:] 2ZHL L2
l/)o

<action specification>:

mac <target flow> [<action specification>] DiF&
action [priority-class <class>] [user {<user id> | llrlg | default}]

mac-ip <target flow> [<action specification>] ¥ 7z & mac-ipvé <target flow> [<action
specification>] D5 &
action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[AHE—RK]
(config-adv-qos)
[N A—=9]
<sequence>
Ju—mHEGEOBRIEF CTHH—F VAESEIEELET,
1. 785 X — & BB O EME
BB TZXEHA
2. [EDEE HH

1~4294967294 (10 ##) =EELEd. 727201, BEEEIC policer Z5E L TV 5 qos
(advance qos-flow-list) T> ) DY =7 Y ABELIMNIFRETEEH A,
<target flow>/¥F X —%
70— tEHEGEEELE T,

#FMHIE, qos (advance qos-flow-list) I~ R ST X —=%] @ [<target flow>/STF7 X —%¥] %
ZHRLTLLEZS W,
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<action specification>/¥F X —%
action
Ja—EH L7283y N OEIERIEE L ¥ 9. <action specification>/%F X — & (kD SLIHIZIE
ELTLES 0,
L AT A — 5 B OWIE
7z L (<sequence>n—E 9 % qos (advance qos-flow-list) T> bV OEEICHEVET)
2B EHH
%L
priority-class <class>
BERISAEZEBELE T,
1LAINT A — & B OFHE
L (BEIVIAEZEELERA)
2 MBED R E HH
1~8 (10#%) =HEELXT,
dscp-map
DSCPEICE > TERYV TABLUEEY I AERET 5 DSCP v BV 7E2EMILET,
DSCP EICHIEd 2B% 7 TABIVERY T AL [2> T4 7 L— 3 54 K Vol2] [16
BRELE] 22 LTIES W,
1. AT X — 5 IR OHE
L (DSCPvy Y72 ERALELEA)
2B E HH
AQ
user {<user id> | llrlq | default} [OP-SHPS]
ety z—1o1—¥%2EELET,
<user id>
BELI-VOID 2EBELET,
llrlg
LLRLQ Z—HZEEL £ 7,
default
FT7AN I EEELET,
1. 4085 X — 5 iR O ¥ HAE
L (BELY z—RD1—H%2EBELEHA)
2 [EDEHH
1~3056 ZEE L9

(37> REIERDEE]

L
CEEANDFE]
L
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[EXEME D R ERZZH]
BEEEER, §IOEAICRBRENET,

1. <target flow>/8F X =& 2DV TOEEFIHEIL, qos (advance qos-flow-list) I~v> KD [EEE
H] #2B LTS,

[BEEOY > K]

advance qos-flow-Llist
advance qos-flow-group

gos (advance qos-flow-Llist)
policer
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premium (ip qos-flow-list)
[Pv4 QoS 7u—Y XA F COEET 0 —RELZEMT 70 —MHFMF2IEELE T,

AT
EHORE - AE

<{sequence> premium <target flow> [<action specification>]
1B DHI &

no <sequence> premium
no <sequence>

no <sequence>%%£179 % &, <sequence>#—E79 % qos (ip qos-flow-list) T> h) b EHHLET
HifRENE 9,

<target flow>:
FME, qos (ip qos-flow-list) a~> N [ANER] @ [<target flow>:] 2L T ZE W,

<action specification>:

action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[ABE—R]
(config-ip-qos)
NS A=9]
<sequence>
Ju—HEHROBERIEF TH S —7 V ARSEHEELET.
1. 485 X — 4 Bk O F)HAE
B TEEEA
2 fED R EHH
1~4294967294 (10 %) 282 LET. 772U, BfEEEIC policer 215 LT3 qos (ip
qos-flow-list) T> MDY =7V AFEBLINIFRETE LA,
<target flow>/VF X —%
TJu—EHESEREELE T,
ML, qos (ip qos-flow-list) I<> R [T X—=#] O [<target flow>/8F X —%] 2HEL
TLES W,
<action specification>/%7 X —%
action
TJu—EH L7283y S OEIERIEE L £ 9. <action specification>/%F X — % (KD SLIHICTE
FELTLIEE W,
1. AT A — & B O W HE
7z L (<sequence>n"—E 9 % qos (ip qos-flow-list) T> MY OEHEICHEVET)
2 B D E i
=L
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priority-class <class>
BRI SAZBELE T,
1. AT X — 5 BIgR O FHE
7L (BERIVIAEEELERA)
2 fEDREEEH
1~8 (10#%) ZHEELET,
dscp-map
DSCPEICK > THEEI TABLVEE I T XEZRET S DSCP vy B 72 BT LET,
DSCP EICXIET 2@% 7 TABIVEREY I AL [A> 71 7 L—2a v HA K Vol2] [16
BREAE] 22 LTS 0,
1.ANT X — % BUR OF)HAfE
7L (DSCPv vy Y72 FERALERA)
2MED R E
AQ
user {<user id> | llrlg | default} [OP-SHPS]
ety z—No1—H%2EELET,
<user id>
BEL-VOIDZEELET,
lIrlg
LLRLQ 1 —¥%4EELE T,
default
TN b I—YEEELET,
1.AIST X — 4 BigR O Y HE
L (BEtyz—R01—-H2EELEFEA)
2 AED R E
1~3056 ZEE L £ 95

[37 > RSl OEE]

7L

[BEANDRE]

%L

[EXEME D R ERZZH]

BEMEER, §IOERICRBSNET,

1. <target flow>/8F X —=F T DWW TOERFHIAIL, qos (ip qos-flow-list) I~ > Fo [[FEESBHE] %
ZHLTLZE WV,
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(BS&EOv > K]

ip qos—flow-list

ip qos—flow-group

qos (ip qos-flow-list)
policer
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premium (ipv6 qos-flow-list)
IPv6 QoS 7u—Y A TOEE7 U —REZHEHT S 70 —BHFEHEZEELE T,
ASIR]
HROKE - BE

<{sequence> premium <target flow> [<action specification)]
B DOHI k&

no <sequence> premium
no <sequence>

no <sequence>% %79 % &, <sequence>»—¥ 9 % qos (ipv6 qos-flow-list) Z> b baEbHE
THIFRENE TS

<target flow>:
FMIE, qos (ipvé qos-flow-list) I~ > FD [ANER] @ [<target flow>:] 2B L TS,

<action specification>:

action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[AE—K]
(config-ipv6-qos)
NS AX—%]
<sequence>
Ju—HEEOBEAEF TH 5 —r Y ABESEHEELE T,
1.AIRT X — & B O HIHE
BB TZEEA
2 EDERE
1~4294967294 (10 #%) Z48E L £9 . 7272 L, BEFEEIC policer Z4EE L T\ % qos (ipvé
qos-flow-list) T> b DY =7 v ABFEFLHIBRETEEEA
<target flow>/¥F X —%
7u—EHEGFEIEELE T,

ML, qos (ipvé qos-flow-list) Zv> FD IFA—%] @ [<target flow>/$T7 XA —% | =5
LTS,

<action specification>/%J X —%

action

TJu—H L7y FOEEEIEE LE . <action specification>/$F X —& 2RO SEIHICHE
FELTLIZE W,

1. 4985 X — 4 BRgR O ¥ HAE

77 L (<sequence>n"—E9 % qos (ipv6 qos-flow-list) T bV DEIEICHENET)
2 B E HiFH

=L
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priority-class <class>
BEISAZEBELE T,
1. AT X — 5 BIgR OHHE
7L (BEIVIRAEZEELERA)
2 fEDORE
1~8 (10#%) ZHEELXT,
dscp-map
DSCPEICE > THERYV TIABLVEEY I AERET 5 DSCP v BV 7E2EMIILET,
DSCP EICRIE T 2@B% 7 TABIVEREY T AL [V 71 7 L—2a v HA K Vol2] [16
BEREAE] 22 L TS0,
1.AINT A — % BsR OF)HAE
L (DSCPvy Y7 2ERALERA)
2B DR E FH
AQV
user {<user id> | llrlq | default} [OP-SHPS]
ety z— o1 —H%2EELE T,
<user id>
BELI-VOIDZEELET,
llrlg
LLRLQ 1 —¥%EEL 7,
default
TT7 4N P I—FEEELET,
1.AIST X — 4 BIgR O Y HE
7L (BEtyz—01—-T%2EEFELEFHEA)
2 (B D E
1~3056 Z4EE L9

(37> FEBEER O]
AQV

LEEANDEE]

ARV

[EXEME D RIRZH]
WEBEER, §IOERICRBSNET,

1. <target flow>/VF X —=# I DWW TDIEREFIHIL, qos (ipv6 qos-flow-list) I~ > RO EEFIE]
ESBLTLIIZE L,
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ipv6 qos—flow-Llist

ipv6 gos—flow-group

gos (ipv6 qos-flow-list)
policer

9 QoS

313



9 QoS

premium (mac gos-flow-list)
MAC QoS 7u—YJ X hTOEET7U—RELHEHTH 70— RHFHZIEEL LT,

AT
EHORE - AE

<{sequence> premium <target flow> [<action specification>]
1B DHI &

no <sequence> premium
no <sequence>

no <sequence>%#{79 % &, <sequence>»—Hd % qos (mac qos-flow-list) Z> b baEbE
THIRfRESNET,

<target flow>:
#FME, qos (mac qos-flow-list) Iv > R [ATIERX] @ [<target flow>:] ZZHL T LS,

<action specification>:

action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[AHE— K]
(config-mac-qos)
NS A=9]
<sequence>
Tu—HEHROBERIEF TH S —7 V ARSEHEELE T,
L.ANT X — 5 BEERE O FHAE
BRBTZELEA
2. D EEH
1~4294967294 (10 ##) 2HELE T, 7272 L, BEfEEIC policer Z$EE L T\ 5 qos (mac
qos-flow-list) T> MDY =7 Vv AFEBLIIFRETE LA,
<target flow>/VF X —%
Ju—EHESEREELE T,

FAHiE, qos (mac qos-flow-list) I<> KD [V$5 X —%] @ [<target flow>/$F X —% | 25
LTL7ZE W,

<action specification>/%7 X —%

action
TJu—EH L7283y S OEIERIEE L £ 9. <action specification>/%F X — % (kD SLIHICTE
ELTLIEE W,

1. ARNT A — & B O WIHE
7z L (<sequence>n—E9 % qos (mac qos-flow-list) T> MV OEIEICHEVET)

2 fED R EHF
QY
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priority-class <class>
BRI SAZBELE T,
1. AT X — 5 BIgR O FHE
7L (BERIVIAEEELERA)
2 fEDREEEH
1~8 (10#%) ZHEELET,
dscp-map
DSCPEICK > THEEI TABLVEE I T XEZRET S DSCP vy B 72 BT LET,
DSCP EICXIET 2@% 7 TABIVEREY I AL [A> 71 7 L—2a v HA K Vol2] [16
BREAE] 22 LTS 0,
1.ANT X — % BUR OF)HAfE
7L (DSCPv vy Y72 FERALERA)
2MED R E
AQ
user {<user id> | llrlg | default} [OP-SHPS]
ety z—No1—H%2EELET,
<user id>
BEL-VOIDZEELET,
lIrlg
LLRLQ 1 —¥%4EELE T,
default
TN b I—YEEELET,
1.AIST X — 4 BigR O Y HE
L (BEtyz—R01—-H2EELEFEA)
2 AED R E
1~3056 ZEE L £ 95

[37 > RSl OEE]

7L

[BEANDRE]

%L

[EXEME D R ERZZH]

BEMEER, §IOERICRBSNET,

1. <target flow>/VF X —=# I DWW T DIEREFIHIL, qos (mac qos-flow-list) 2> F> [[FEFIHE]
ESBLTLIZE D,
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316

(BSEOY > K]

mac qos—flow-Llist

mac qos—flow-group

qos (mac qos—flow-list)
policer
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gos (advance gos-flow-list)
Advance QoS 7u—Y 2 hTOT U —MEHSM, BLUBEREEEZEELXT,
[AFI#73]
BHORE - BHE
[<sequence>] qos mac <target flow)> [<action specification)]

[<sequence>] qos mac-ip <target flow> [<action specification>]
[<sequence>] qos mac-ipv6 <target flow> [<action specification>]

TH|MOHIR

no

no

<{sequence)>

<sequence>%E{fTd 5 &, <sequence>»—E 9 % premium (advance qos-flow-list) T > k

UbEabETHIFRSNE T,

<target flow>:

mac <target flow>D54&
MAC Ny ¥ &t c7u—&Hd 25860 7 0 —RHEE T,

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <destinat
ion mac mask> | host <destination mac> | any | <{destination mac name>} [<ethernet type>] [i
nterface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ran
ge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-use
r-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan

id>1}1}] [{layer2 | layer3}]

mac-ip <target flow>®DH&
MAC ~Nv #%fF, VLAN Tag Ny ¥ %, IPvANy ¥EHEB IO LAV 4Ny ¥EHETT 0 -
T HHAED T U —HESTT,
Ho T RXA =¥ &2 70— MHEMHEL T ZHE, LAV 4Ny YEEFI 70— BEEHICEETCE $E

/l/O

+o T A=%7 LT, Efi7uba)lH TCP, UDP, ICMP B XU IGMP DSt Di5E

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own
-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<d
estination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4d> |
own-address} | any | own-prefix | range-address <destination ipv4 start> <destination i
pv4d end>} [{[tos <tos>] [precedence {<precedence)> | range <precedence start> <precedence
end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <lengt
h>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [us
er-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id
>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start)> <priorit
y end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]

+Ho T AXA—=%7 LT, Efi7a balH TCP OBé

mac—ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} tcp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[established]

| [{+ack | -ack}] [{+fin | -fin}] [{tpsh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{tur
g | -urg}1}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precede
nce end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <le
ngth>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged |
[user-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan

id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <prio
rity end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]

317



9 QoS

+o /85 X—=¥7 LT, Ef7a baLy UDP OEE

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} udp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4d end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<{destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[tos <tos>] [
precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> |
range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [
interface <interface type> <interface number>] [{untagged | [user-priority {<priority> |

range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [in
ner-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan
<tag vlan id>]}1}] [{layer2 | layer3}]

+fo /8T A =% LT, Efi7u 2L H ICMP OBE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} icmp {{<sou
rce ipv4d> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{
<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messaged}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <length>] [ {+mf
| -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [user-priorit
y {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner
-untagged | [inner-user-priority {<priority> | range <priority start> <priority end>}] [
inner-tag-vlan <tag vlan id>]}1}]1 [{layer2 | layer3}]

+Ho T A—=#7 LT, Efi7abansIGMP O5H

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} igmp {{<sou
rce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [Ki
gmp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <{precedenc
e end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <leng
th>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [u
ser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan i
d>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priori
ty end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+Ho/XFRX—FH D DIFE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4 star
t> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination
ipv4 start)> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <pre
cedence start)> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface
number>] [{untagged | [user-priority {<priority> | range <priority start> <priority end
>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range
<priority startd <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}

mac-ipvé <target flow>D5 &
MAC Ny %%, VLAN Tag ~Nv &M, IPv6 Ny FEEBLILA Y 4Ny FEMETT7 a0—HH
THHBEDO T 0 —HHTT,
Ho NTA—=F 270 —BHFMHELE T 2HE, LI V4N YFRHER 70— REFFIIEETS S
Ao
+o /8T A—=F7x LC, Efi7 a2y TCP, UDP B& U ICMP BAO5E

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
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protocol>} {<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-addre
ss <own address length> | own-prefix | range-address <source ipv6 start> <source ipv6 en
d>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-ad
dress <own address length> | own-prefix | range-address <destination ipv6 start> <destin
ation ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fol [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>1}]}] [{l
ayer2 | layer3}]

+Ho /NS RX—=¥7 LT, Eu7a bhay TCP D&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} tcp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<{source port> | range <source port startd> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length> |

own-prefix | range-address <destination ipv6 start)> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[establi
shed] | [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}]

[{turg | -urg}1}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <d
scp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface

type> <interface number>] [{untagged | [user-priority {<priority> | range <priority star
t> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<p
riority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{
layer?2 | layer3}]

+o /85 X =% LT, B a3l UDP Digé&

mac-ipv6 {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} udp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{traffic-
class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper |
lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{
untagged | [user-priority {<priority> | range <priority start> <priority end>}] [tag-vla
n <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority s
tart> <priority end>}] [inner-tag-vlan <tag vlan id>]}]}]1 [{layer2 | layer3}]

+fo/NTA =% LT, Ef7a 3L HICMP OB&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} icmp {<so
urce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 endd>} {<destinati
on ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own addr
ess length> | own-prefix | range-address <destination ipv6 start> <destination ipv6 end)>
} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messag
e>}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <dscp end>}}] [
length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interf
ace number>] [{untagged | [user-priority {<priority> | range <priority start> <priority
end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | ra
ng?]<priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | laye
r

+o/NTA =% H 1D DFHE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
protocol> | icmp | tcp | udp} {<source ipv6>/<length>| host {<source ipv6> | own-address
} | any | own-address <own address length> | own-prefix | range-address <source ipv6 sta
rt> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6> | own-addr
ess} | any | own-address <own address length> | own-prefix | range-address <destination

ipv6 start)> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [+fo] [int
erface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ra
nge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner
-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <ta
g vlan id>1}1}] [{layer2 | layer3}]
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<action specification>:

mac <target flow> [<action specification>]D#F&

FEEL LOBHE
e RUY—T VM) LOBE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [priority-class
<class>] [discard-class <class>] [user {<user id> | llrlg | default}]
s RUY—T U MIHDDHFE
action [policer <policer name>] [priority-class <class>] [user {<user id> | Llriq |
default}]
BEH D DBE
action [drop]
mac-ip <target flow> [<action specification>], F7z1% mac-ipv6 <target flow> [<action
specification>] D5
EEL LOBA
s RUH—T M) LOBE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | llrlg | default}]
s RUF—TU MU HDDBE
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user
id> | Llrlg | default}]
BEEH D DHE
action [drop]

[ASIE—NR]
(config-adv-qos)
NS A—=5]
<sequence>
TJu—BHEROERIEF CH 2T —F Y AEFESZIHEELE T,
1A T A — 5 BHgROHE
QoS 7u—1 A FNICEHENEWLIGE, FIHEIX 10 TT,
FHEEELTHAHE, BELTHAHY—FT VABBSORKESF10 TY,
12720, V=4 ABEBOBRKED 4294967284 LD REWEEEE LBEIIERTEEEA,
2. D E HF
1~4294967294 (10 #%) ##EELET,
<target flow>/VF X —%
{<source mac> <source mac mask> | host <source mac> | any}
RETLTMAC 7 RLAZRIEELE T,
host <source mac>##EEJ 5 &, <source mac>NFLE—H % 7u—mHFEAtELET,
FTRTDOEETLMAC T FLAZIEET 2B A any #HHELE 9. any 2HEET 5 &, EET
MAC 7 FL A2 70— HEHFEIILERA.
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LANT A — 5 BigREOFIHE
BB TEEEA
2 MED R TE b
<source mac>IZIFEFTTMAC 7 RL A ZIBEL T,
<source mac mask>Zl&d MAC 7 RV ADH THEEDEZHFA T LY FRILTILY AV %
MAC7 FLAERTHEELET
MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 HEE)
{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}
FESEMAC 7 RLARIEELE T,
host <destination mac>#%*#5Ed % &, <destination mac>NEE—H%E 70 —HEMtEE LE
ED
TARTDFEEMAC 7 RLUAZIBET 5T any 21 E LE T, any #18E T 5 &, %85 MAC
7 RVAZ 70 —BHEFLIEILEEA
1A T A — 5 BEgR O P HAE
B TEEHA
2. B DR E i
<destination mac>12135E%E MAC 7 FLAZIEEL £,
<destination mac mask>(2iZ MAC 7 RL ZDHFTREEDEEFHFA I ALY NEIL TR
7% MACT7 FLAFEATEELEY,
<destination mac name>1213%8% MAC 7 R L AZMAEE L 9, {HETE 5%5E5% MAC
T RUVAEMNE [R7-12 fEEFBEASEE MAC 7 L ZEHR] 2L T 7280,
MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 HEE)
<ethernet type>
A =Py bYATEEEELE T
L. AT A — 5 BigR O P HAE
L (BHEAHAELEEA)
2 ED R EHH
0x0000~Oxffff (16 EH) F7zldA—Y 1y vy A TRIRERELE T,
TBETEAA =Ty by A TR [FR7-11 BERRELZA -T2y Ny A SRR 2508
LTL7ZE W,
interface <interface type> <interface number>
AN T V—LPBET A5 T2 —A%2EELET,
L. A/8 5 X — & B O IHE
L (BHEEAHELEEA)
2 fEDFRE HiFH
<interface type> <interface number>iZi&, KIZRT A > ¥ 7 = — AR 7N — TGS
BAUVITL—AZBIOA VI T 21— AFEEZEETEET, FllE, NG A-FIEBET
Z5ME] © (WA 2572 —ADEEHZE] 2SBLTLES W,
A =YXy MFTAL I T —R
AR I F X RNYTA T2 =R
- VLANA ¥ 7 x—2R
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untagged
Untagged 7 L — LA DBHAIEEL £,
1. AT X — 5 BRI HE
ml (BRHFEFELEEA)
2 fEDOREEEH
%L
user-priority {<priority> | range <priority start> <priority end>}
1 BEH® VLAN Tag O1—VEBEEAIEEL T,
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —EEEE LE T,
1. AT A — 5 BsR OFHAE
L (BHEEfELEEA)
2 B D EHH
0~7 (10#%) ZHEELXT,
<priority end>(Zid<priority start>& D KE WL —HFEEREZIEE L TS0,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID 2#EE L %9,
1.AST X — 5 BRI HE
Tl (BRHEEFELEEA)
2 fEDOREHEH
0~4095 (10 ##) zZfEELEJ.
inner-untagged
2 BEH® VLAN Tag #*72\ /87 vy F o 2EE L9,
1. AT X — 5 BRROHE
L (BHEAHELEEA)
2B E HH
AQ
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —TEEEEZEEL 7.
range #18E€ 9 5 &, <priority start># & <priority end>0 &% 7 0 —MHEEEE LE T,
1.AIST X — 4 BEgR O Y HE
mL (BHEAELEEA)
2 B D E
0~7 (10#%) 2EELET,
<priority end>IZi&<priority start>k D KEWIL—HPEELEEZIFEL TS,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID Z#EE L %7,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E HH
0~4095 (10 #E#) =ZfELEJ.
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{ip | <protocol> | icmp | igmp | tcp | udp}
70— EHEEAERIC mac-ip ZFEE L2 BEIGERTEE T,
IPvA N7y SO EMLTO P IVFHEEEELE T, 12720, IRTOTO FaLENRNRET 2HE
dip ZHFEELE Y,
1. AT X — 5 BIgR O HE
B TEEEA
2 EDEE HH
0~255 (10#&#) /370 I LE&H2EELE T,
FBETEAS U FIVERRS [R7-3 FEEMREAL YO bILER (IPvd)] 2SR LTLES
U,
{ipvé | <protocol> | icmp | tcp | udp}
7 0 —EHEAERIC mac-ipvb #IEE LIZIBAICRIRTE £ 7,
IPV6 /8y FO B 70 S INEEEIEELE T, 72720, IRTOTB FALENRET 25H
13 ipv6 ZHEE L E 7,
1.AINT X — 4 BigR O Y HE
B TEEEA
2 MED R E
1~42, 45~49, 52~59, 61~255 (10 &%), £/l d7a b LEMEREELE T,
BECTES U FINEIRNE [R7-4 $EEMREZ T I LA (IPve)] 2BBLTLZS
U,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
REETIPvA 7T RLAZIEELE T,
host <source ipv4>%18ET 5 &, <source ipvd>DFHELE—EH % 70 —HEFEHEE LET,
TRCDEFBITIPVA 7 FLAZIBET 25 HE I any ZHBELE T, any 2H8ET 5 &, EET
IPv4 7 FL A% 70 —BHEAEILEREA
own-address #15ET &, WRA VY T2 —RICHESNTWVA IPvE 7 R L A% %EETT IPv4
T RLVAELT7 0 —@HEFICLET,
own-prefix Z{EET 5L, WNRA VY Tz —AHRESN TS IPVAT RLADSR Y N T—=07F
FLAEZ 70 —BHEFICLET. KA MT FLAMIERELET,
78, own-address 8 LU own-prefix 2 E LA V¥ T 2 —ADBVLF A—LDEHE, T
A< IPv4 7 RLAPRRITHZD ET,
range-address 28/ E9 % &, <source ipv4 start>7 5 <source ipv4 end>D#HiF % 7 0 — & H
FhElLET,
1. AT X — 45 BEgR O Y HE
B TEEEA
2 MED R E
<source ipv4>IZIZEETLIPvA 7 RLAZIEEL £ 9,
<source ipv4 wildcard>IZiZ IPv4 7 FL AOHR CHEEDOERFR T2 Y &L TLTA L
RA— R A7%Pv4 7 FLAERTHEL T,
<source ipv4 end>iZlF<source ipv4 start> Kk D RKE W IPv4A 7 RLAZIBE L TL S0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
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{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own
address length> | own-prefix | range-address <source ipv6 start> <source ipvé end>}

REETIPV6 7 RLUAZIBELE T,
host <source ipv6>%18ET 5 &, <source ipve>DFHLE—EH* 70 —HEFEAEE LET,

FTRTOREEBILIPV6 7 RLUAZIBET 25 E I any #18E L £, any #18ET 5 &, REET
I[Pv6 7 FLAZ 7 U—#HEF LT LEEA.

own-address Z¥EET HE, WRA VI T 1 —AICHESNTWVBIPV6 Zu—NIL7 FL A %%
B IPv6 7 RLRE LT 7u—HEAFELE T,

own-prefix ZEET DL, NRA VYT 2 —RHESNT NS IPv6 Fu—N)LT KL RAZ%EF
JLIPV6 7 KL X, IPv6 70 —NL7 RLAD T L 7 1 v 7 AR #%<length>& LT 70— &4t
IZLET,

range-address 28 E9 % &, <source ipvé start>7% 5 <source ipv6 end>D#HiF % 7 10 — & H
FHELET,
1. AT A — 4 BEgR O P HE
B TEEHA
2. [ED % E i
<source ipvo>IZIZEFE L IPv6 7 RLAZIEEL £ 9,

<length>IZ1Z [Pv6 7 R L ADOHFT—HEH L2287 % 7 N L ADKEN 5 O bit B THEE
LE9d,

<own address length>i21d own-address DHT—HEEM L L 2D % 7 L ADLEP S
DDbit HTHEL £,

<source ipv6 end>iZlF<source ipv6 start> K D KZF N IPv6 7 RLAZIEE L TL S0,

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
ffff-ffff- feff- fff: fff: fff: ffe: fff

<length> : 0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR- I ESEHEELET.
7u hILA TCP BLVUDP DA 7 3 T,
eq #15E T 5 &, <source port>D5EL—H%E 7 u—HEEMFE LET,
neq #¥8E€9 % &, <source port>DIA%E 7o -GS LET,
range {89 % &, <source port start>7* 5 <source port end>D#if% 7 0 —fEHEMFEE L
9,
1LAINT A — & B OFHAE
L (BHEAELEEA)
2 MBED R E HH
0~65535 (10 ##) F/2EFA—+AFEEELE T,
IEECTE SR — MM [R7-5 TCP THEEM LN — MR, [£7-6 UDP TEEM R
72 R— bEFR (IPv4)] BX U [F7-7 UDP TIEER LA — FAFF (IPve)] 2B L TL
728V,
<source port end>IZl3<source port start>k D AKZWNWKR— FEEEIEEL T 2S00,
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>

| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}

5 IPv4 7 RLAZIEELE T,
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host <destination ipv4>#%#§E3 % &, <destination ipv4>D57EL—% 70 —HEHEE LE
‘a_o

TRTDFEEIPvE 7 RLAZIEET 2EA L any 28E LEJ. any 218E€ T A &, 8%k IPv4d 7
FLAZ70—BlHFEFSIELEEA.

own-address Z1EET B &, NRA VY T2 —RAICHESINTWVWS [Pv4 7 R L A %585 [Pv4d 7
FLZAELTT7a—BHEFICLET,

own-prefix ZHEET 5 &, WRA VI T2 —AIHRESN TS IPVAT FLADR Y b T =27
L2z 70 —BHEEFICLE T, RAMT FLAMIERE LE T,

s 8, own-address B & U own-prefix ZHHE L7zA V¥ 7 2 —ANT VT F—LDHEIE, T
A<V IPv4 7 RLABHRICED £,

range-address Z#8E 9 % &, <destination ipv4 start>7> 5 <destination ipv4 end>D#iffl % 7
O — AL LET,
1.ANT X — % BUER OF)HAE
BB TEEEA
2. B EHIF
<destination ipv4>12i1358% [Pv4 7 FLAZIBE L £ 9,

<destination ipv4 wildcard> 213 IPv4 7 R L ADOH CTHEBRDEZHFAITHE Y M EILTRZY
ANVEH—RY AT ZIPvA 7 RL AR TIEEL£Y,
<destination ipv4 end>iZ ik <destination ipv4 start>& D KE W IPv4 7 RLAZIEEL T
<ZEW,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-

address <own address length> | own-prefix | range-address <destination ipv6 start>
<destination ipvé end>}

5ES IPv6 7 RLAREELET,

host <destination ipv6>#%#§E3 5 &, <destination ipv6>D57EL—% 70 —HEHE LE
‘a_o

TRTDFELIPVO6 7 RLAZIEET 2EA L any 28E L EJ. any 28E€T 5 &, 5L IPv6 7
FLAZ70—BHFEFSIELEEA.

own-address Z¥ET B E, WRA VI T 1 —RAICHEENTWVS [Pv6 ZOu—NL7 FL A %%
FIPV6O 7 RLAE LT 70 —HESRELET,

own-prefix Z¥EET A&, NRA VYT 2 —RCHFHESNTWS IPv6 Za—N)L7 KL A Z%5E%
IPv6 7 LR, IPv6 70 —NUL7 RLAD T L7 4 v 7 AR %<length>& LT 70 —#HEMHIC
LEd,

range-address 289 % &, <destination ipv6 start># 5 <destination ipv6 end>D i % 7
O—RHSEFE LTI,
1. AT X — 4 BEEEE O F)HE
BB TEEEA
2B EHH
<destination ipv6>1213585E IPv6 7 N L A ZHEE L 9

<length>IZIX IPv6 7 R L ADHT—HEH L5285 % 7 N L ADEED 5 O bit THE
LEd,

<own address length>{Zi& own-address DHFT—EEMH L2 5P %2 T L ADEEDNP S
D bit ITHEEL LT,
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<destination ipv6 end>iZi&<destination ipv6 start>& D KEWVWIPV6 7 FLAZIBEL T
NARIRN
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
NilRiiiRiliNiRIiiRitiNiiNiii
<length>: 0~128
{{eq | neq} <destination port> | range <destination port start> <destination port end>}

AR - P ESEEELX T,

ZFa ba s TCP BLTUDP 23047 a T3,

eq #15E T 5 &, <destination port>D57E2—8% 70 —HHEEHFE LET,

neq #¥§7E 9 % &, <destination port>bI#t % 7 0 —#HEEtEE LE T,

range ##8E€9 % &, <destination port start>7* 5 <destination port end>D#if % 7 0 —f&H

FELET,

1.AIST X — 4 BEgR O Y HE
L (BHEEHELEEA)
2 (B D E
0~65535 (10 &#H) F7-ldR—rEEERELE T,
FEETE SR - MEIRE [R7-5 TCP TIEEFRELKR— MR, [ 7-6 UDP TEERAE
sAR— NEFR (IPv4)] BXU [£7-7 UDP TIEERREZ AR — F&FR (IPv6) ] 22 L TL
7230,
<destination port end>iZiZ<destination port start>k D AZWKR— M EEEFEL T2
S,
tos <tos>
ToS 74—V EDEY F3~6D 4y NTh5 tosHEEELET,
Nry b ToS 74 —LROEY F3~6D 4y MEHELET,

1.A&8T X — 5 BRgR O VIHAE
L (BHEHEELEEA)
2 B E i
0~15 (10#%) F/ldtos BMEIEELET,
TEETE 5 tos BMId [R7-8 FEEFTHEX tos Bin] 2L TLES 0,

precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO EfI3 ¥y b THA precedence HEIEE L ET,
range #18E€ 9 5 &, <precedence start>7» 5 <precedence end>D#ifH % 7 0 — A E L
ESC I
Nry b ToS 74—V EM3EY MEHBILET,
1. 48T X — 4 BlgR O P HAE
mL (BHEAHRELFZEA)
2 fE DR E HFH
0~7 (10 %) 713 precedence &MEIEEL £,
167 T & % precedence &#hid [ 7-9 $EEFTHEZ precedence ] ML T ES 0,
range Z{8E 9 554, <precedence start> & <precedence end>IZ & precedence fE % E57E
L, <precedence end>Zl¥<precedence start>& O Kk Z\» precedence fEZHEE L TL12S
W,
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traffic-class <traffic class>
NTT4w I ITAT 4= MEEZEELE T,
NIy bDONT T4 97 TFAT 4 —)LRERBLET,
1. AT A — & BEgR O P HAE
mL (BHEfELEEA)
2 MED R E
0~255 (10 ##) ZEEL £,
dscp {<dscp> | range <dscp start> <dscp end>}
o 7 u—RHEAERD mac-ip DB &
ToS 74— LVFOLEM6EY FTHADSCPEEXIEELET,
range #18E€ 9 5 &, <dscp start>5 5 <dscp end>D#Hi% 7 0 —#mHEGFE LET,
Ny bDToS 74—V REM6EY FEHBELET,
o 70— BEHISEAERA mac-ipve D&
NI4T IFATA—=VROEM6EY N T®HSDSCPEZIEELET,
range *18E€ 9 5 &, <dscp start>75 5 <dscp end>D#HiH % 7 0 —#HEGFE LET,
NRry bOYFT 49 7FAT7 4 —VREML6EY PERBLET,
1. AT A — 5 BEgR O FIHAE
mL (BHEfELEEA)
2MED R E
0~63 (10 ##) F£7/-1X DSCP ZFrEEELE T,
fEET& % DSCP &g [#R 7-10 $EERREZ DSCP &fn] 2L T 7ES 0,
range #18E€ 9 5154, <dscp start>& <dscp end>I2id DSCP % #EE L, <dscp end>iZ
l&<dscp start>& D k&1 DSCPEZIEE L TL2E 0,
established
TCPAYFDACK 75 7£7ERST 75701 D)y FOBHZRBELE T,
Tu rIVHTCP 23 OA T 3 TT,
1. AT A — 5 BigR O P HAE
mL (BHEEAELEEA)
2MED R E
L
{(+ack | -ack}
TCPANY ¥ D ACK 75 7 DOBHEEELE T,
Tu rIVHBTCP 23O A T 3 »TT,
+ack i3 ACK 777 1 @8 v b, -ack i3 ACK 757008y ek D&,
1. AT A — 5 BEgR O P IAE
mL (BHEEAELEEA)
2 MEDR E
L
{+fin | -fin}
TCPANYFDFIN 75 7OBHEEELE T,
Tu rINHTCP 23O 7> 3 TT,
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HinEFIN 75701 087y b, finldFINTZ7S 7B 007y & DET,
1. 4085 X — & gk O ¥ HAE
L (BHEFELIEA)
2B D E
%L
{+psh | -psh}
TCP Ay ¥ D PSH 77 7Ot #HE L %7
7a b aVHB TCP 207 a »TT,
+pshiE PSH 75 7A 1 @3 v b, -pshidPSH 7 7B 0D/3ry bERDET,
1. AT A — 5 BsR ORI HAE
L (BHEAFELEEA)
2B D E
%L
{+rst | -rst}
TCPAYHDRST 77 7 DiEHZIEEL £,
7u baAVB TCP 2O+ FY 3 TT,
+rst i RST 757 1 D87 v b, st i RST 75 700Dy hEEDET,
1. AT A — % BsR OFHAfE
L (BRHEAFELEEA)
2B D E #H
%L
{+syn | -syn}
TCPAY¥D SYN 75 7OBHEZIRELE I,
Tu rINHTCP 23 OA T 3 0 TT,
+syn i & SYN 7572 1 08y b, -synld SYN 757300/ 7y b xd,
1.AINT X — % BUgR OF)HAfE
Rl (BHEAFELEEA)
2 fED R EHEF
AQ
{+urg | -urg}
TCPAY ¥ D URG 77 7O ZTRELE 9,
7RIV TCP 23 OA T 3 > TT,
turg Z URG 75 7B 1 o7 v b, -urg i URG 7770087y F&sDET,
1. 485 X — & AR O X HAE
L (BHEHELEEA)
2 fEDREEEH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ T EE L7,
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range #{8E€ 9 5 &, <icmp type start>7>5 <icmp type end>D &% 7 0 —#EEEE LE
a_o

7a b aVHICMP 23 0F 72 3 v TT,
1. AT X — 4 BigR O Y HE
L (BHEfELEEA)
2B EHH
0~255 (10 ##) =HEELET,
<icmp type end>IZiE<icmp type start>& D KEWICMP ¥ 1 FZBE L T2 &0,
<icmp code>
ICMP 2—FZEEL £,
7a b a M ICMP 23 0F 72 3 v TT,
1.ANT X — 4 BigR O Y HE
L (BHEfELEEA)
2 MED R E
0~255 (10 ##H) ZHEELET,
<icmp message>
ICMP X vt —U&ZMziBELE T,
Tu rILVHICMP 23 0F 72 a > Td,
IHETEDICMP X v —YFFRE [F7-13 ICMP TIEER LR X v —I & (IPv4)] B &
U [R7-14 ICMP THEEARELZ X vt —IZF (IPve)] 2ZRLTLEE W0,
1.ANT X — % BUR OF)HAfE
L (BHEAFELEEA)
2 MED R E
AQ
<igmp type>
IGMP ¥ 4 7%$EEL £7,
7a b a A IGMP ZF0F 72 3 »TT,
1. AT X — 4 BigR O Y HE
L (BHEfELEEA)
2B E HH
0~255 (10 ##) =HEELET,
length {upper | lower} <length>
[P1—HF—5EDLREF/ITTREEZIEELET,
upper : ERREZIEEL 9. <length>PI o/ 7y b 70 —#HEfFELET,
lower : NIREZIEE L ET . <length>Pl LD/ y ba 7o —EHEFE LET,
1.AINT X — 4 BIgR O Y HE
mL (BHEfELEEA)
2 MED R E
0~65535 (10 #%) ZHEEL £,
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{(+mf | -mf}
o 7 u—mHEHER A mac-ip DHE
Flags 74 —IVRO L1 EY hTHBEMF 77 7DOEZIEELE T,

tmf lEMF 75731 D87y b, -mfldMF 7573 00/%7y bz 7o0—BHEtFEe L
3_0

o 70 —BHSEAERD mac-ipve O5E
TITRAVIANYTOM T T TOEEEELET
FmfIEIM 7570107y ~, mflEM 7570800y vE7a—mHEFEELET,

1. 4085 X — & gk O X HAE
L (BHEfELEEA)

2 fE D E #iF
=L

(+fo | -fo}
Fragment Offset 7 + =)L ROEAFEEL £,

+fo ¥ Fragment Offset 7 « —)L NDfEA* 0 LAt/ » +, -fo X Fragment Offset 7 ¢ —)L K
DOEA 0D/ y b2 7 o—BHEHEE LET,

1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E HH
L
{layer2 | layer3}
R Z4EE L £ 9
layer2 XL+ v 2 Ffk3 2,87 v b, layer3 LA v 3H#id 237 v b2EELE T,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 (B D E
=L
<action specification>/¥F X —%
action

TJu—tEH L7238y SOEEREE LE 9, <action specification>/¥F X — & (kD SEIEICTE
ELTLES 0,

1485 X — & AR O FHAE
L (BfF2IEELEEA)

2 fEDREH
=L

priority-class <class>
BRI I AZBELET,
14N T X — & B O F)HE
L (BERIVFAZEELEEA)
2B D E
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1~8 (10#%) ZHEELET,
discard-class <class>
B T AREELE T,
Ny NOEEY T A%, HEME<class>ICEELE T,
1.ANT A — % BER OFHAE
7L (BEIVIRXEEELERA)
2 MED R E
1~4 (10#%) ZHEELXT,
replace-dscp <dscp>
DSCP E&#AHZIEE L 95
37w O DSCP 7 4 —)L R %, {BEME<dscp>IlEEHBRIET,
1L.AINT A — & BREE OFHAE
L (DSCPEZH A THA)
2 fEDRHEEH
0~63 (10 #%) %7213 DSCP &ir&HEEL £7
fEET& % DSCP &4fnd [ 7-10 #5EFREZ DSCP &fr] 2L T ES 0,
replace-user-priority <priority>
I-YEEEDESHRIELIEELEL I,
Ny b DA —HEEE EZEEME <priority>ICE S AT,
L.ANT A — 5 AR OFIHE
L (A—YEEEEZSIHRIIEA)
2B E HH
0~7 (10#%) =HEELEI.
dscp-map
DSCPEICL > TEBEIVTABIVEREI I AL RET S DSCP vy 2V TE2BF R LET,
DSCP IS 2% TABIVERY T A [A2T7 1 7L — 354 K Vol2] [16
BRELE] 2R L TIES W,
1. AT X — 5 BRI HE
L (DSCP vy By 72BHLELEA)
2. f[EDREEEH
%L
policer <policer name>
RV -T2V PIEEEELE T,
1. AT X — 5 IR OFHE
L (R —HBeEZHERLEEA)
2 ED L E HH
policer v RTHEFHDRIV Y —T U NI EZREFEELET,
user {<user id> | llrlg | default} [OP-SHPS]
BELY =z — 01T EEELET,
<user id>
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BEL-TOID ZEELET,
llrlg
LLRLQ 2 —H¥ZHEEL £,
default
TI7AN NI —H2EELET,
1. AT X — 5 R OHE
7L (BEtyz—01—Y2EELEHEA)
2B E HH
1~3056 =6 L %9,
drop
Ny bOFEREZIEELE T,
1.ANT A — % BUsR OF)HAfE
sL (EELEEA)
2B DR E FH
AQV

[O7 > REEERFOEIE]

L
CEEANDRE]
L

1.34E7C MAC 7 R L 2B L U%E5E MAC 7 F L A2 nnnn.nnnn.nnnn T & ALz & &
any EXRLE T,

2.585E MAC 7 L AIZ5E5E MAC 7 R L ABIRE 721358% MAC 7 R L RABFRO T RLA%E A L7z
BEIE, FEMACT FLAZHZERLE T,
EFEUAORET MAC 7 R L AB L U%EHE MAC 7 K L 212 nnnn.nnnn.nnnn 0000.0000.0000 &
AN L7z & %13 host nnnn.nnnn.nnnn &R R L E T,

3EETLIPVA T RLATA L RA—= R AT BELUEAEIPVA T RLATA LRI —RT AT
255.255.255.255 L ASiLiz & any EFRLET,

42 EFBIXLIPVA T RLATA VR A= RIY R BXO5HRIPvA 7 L AT A )L KAH—RF<ZX27120.0.0.0
E AJ1 L7z & %1 host nnn.nnn.nnn.nnn, host own-address EFERL £ 9,

5.3%E7C IPv6 7 R L AB K UFES IPv6 7 K L Zd<length>, <own address length>i12 0 & AS1 L7z
EZidany EFERLET,

6.32Z7C IPv6 7 R L AB X U%ESE IPv6 7 F L Ad<length>, <own address length>IZ 128 & A
L 7z & %13 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address &EF R L F 7,



[BEEOY > K]

advance qos-flow-list

advance qos-flow-group

advance qos-flow-list resequence
remark

policer

9 QoS
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gos (ip qos-flow-list)

IPv4 QoS 7 —1) A R TO 70 —tHFEMH, BIUEHEREE2EELET,

Ho/NT XA =8 2T u—BHEHFETEEE, LA VAN YERRIT7 0 —MHEFIIEETE T E A

[AF#]

BRORE « BHE

[<sequence>] qos <target flow> [<action specification>]

HEROHIFR

no <sequence)

no <sequence>%Z£{79 % &, <sequence>»—E9 % premium (ip qos-flow-list) T> rU b &
DETHIBRSNE T,

<target flow>:

+Ho /8T A—=%7 LT, k7 u 3L TCP, UDP, ICMP B XU IGMP LIS DHE

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv

4> | own-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination ip

v4 end>} [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end

>}] | dscp {<Kdscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+

mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority
{<priority> | range <priority start> <priority end>}}]

+o /85X =% LT, Ei7 v b3l TCP OEE

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4d end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <{destination port end>}][{[established] | [{+ac
k | -ack}] [{+fin | =fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn|-syn}] [{+urg | -urg}]}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dsc
p {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}
] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priori
ty> | range <priority start> <priority end>}}]

+o /8T XA—=%7 LT, Eu7ubaiLy UDP oEs

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<{source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[tos <tos>] [precede
nce {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> | range <dsc
p start> <dscp end>}}] [length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <in
terface type> <interface number>] [{untagged | user-priority {<priority> | range <priority
start) <priority end>}}]

+Ho T A=#7 LT, kfi7a Il ICMP OHH

334

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{<
icmp type> | range <icmp type start> <icmp type end>} [<icmp coded>] | <icmp message>}] [{[t
os <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<
dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-
fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priority>
| range <priority start> <priority end>}}]
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+o /8T A—=%7 LT, BT 1 s H IGMP O5H

igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [<ig
mp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence en
d>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{
+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priorit
y {<priority> | range <priority start> <priority end>}}]

+Ho/NFRX—¥H D DIFE

{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wil
dcard> | host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard>
| host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination i
pv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <precede
nce start> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {up
per | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface number>]

[{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

<action specification>:

BEL LOBS
« RY)HF—T2 ) LOEE

action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | llrlg | default}]

e RUT—INIBHYDEHE
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user id> |
Llrlg | default}]

EEHDDHE
action [drop]

[ASIE—R]
(config-ip-qos)
[INFX—4]
<sequer1ce>
Ju—EHEFOBRIEF THh 2~  AHESEEELE T,
1.A&I8T X — & BRER O P HAE
QoS 71— A MRICEMEN L WGBS, FHAEIX 10 TT,
FHEEELTHA5E, EELTHEY -7 ABSORKMEF10TT,
2120, V=4 Y AEBBSOBRKED 4294967284 LD KEWVEZIEE LA EKRTEEE A,
2. fE 5% 7E i
1~4294967294 (10 &%) ##EEL LT,

<target flow>/¥F X —%
{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4 /87y SO B 70 S IVGEEEZEELE T, 72720, IRXTOTO bALENRET 25E
i ip ZHEELE T,
L. AT X — 5 BRgR O FIHE
B TEEHA
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2B E HH
0~255 (10#%) /7 a I LV&HEEELE T,
HETE S 70 b aVEIRE [R7-3 EEMRL T bILER (IPv4)] 2B LTS
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
RETLIPVA 7 RLAZIEELE T,
host <source ipv4>%1EET 5 &, <source ipvd>DFTELE—H%E 70 —HEHFELET,
TRCOEFBILIPVA T FLAZIBET 253 any ZHBELE T, any 2HET 5 &, EET
IPv47 LAz 7 0—@HEFEE I LA
own-address ZIEET B L, WRA V¥ T2 —RARESN TS IPv4 7 KL A% EETT [Pvd
T RUVAELT70—HEFICLET,
own-prefix Z¥ET 5 &, MNRA VI Tz —ATRESN TS IPVA T RLADRY hT—27F
FLUAEZ 70 —HEFICLES . FA T FLARIBERELE T,
%3, own-address B XU own-prefix 28E LA V¥ 7 2 —AWPTILF HE—LDEFEEIL, T
A4 <) IPv4 7 RLASRRIIHZD ET,
range-address Z#§E 9 % &, <source ipv4 start>7> 5 <source ipv4 end>D#HiF % 7 0 — &
FELET,
LA T X — 5 B O FHAE
BB TEELA
2B E FH
<source ipv4>IZIZEETLIPvA 7 RLAXRIBEL £ 9,
<source ipv4 wildcard> 213 [Pv4 7 R L ZOHF TCERBDEZFFAIT A Y N2 TITA L
RAH—RvRA7% IPv4 7 FLAERTHRELE T,
<source ipv4 end>IZl3<source ipv4 start>K D K EWIPv4 7 FLZAZIEEL TLEE 0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
EETR- I ESEZHEELE T,
Za ba s TCP BLTUDP 23047 a>rTd,
eq #18E T 5 &, <source port>D5EE—% 70 —HRHEFE LET.
neq Z{EE 9 5 &, <source port>Pi4tE 70 —HEFE LE T,
range ##8E€9 5 &, <source port start>7% 5 <source port end>D#HiF % 70— S L
9,
1. AT X — 4 BEgR O P HE
mL (BHEEfELEEA)
2 [EDEHH
0~65535 (10 #EH) £/ R—MEMEIEELET,
FHEETE SR — MEIRE [£7-5 TCP CHEERREL A — &) BLUV [£7-6 UDP T
ER e AR — MEFR (IPv4)] 2L TLEZS W,
<source port end>IZl¥<source port start>k D AKZFWKR— FBEEEIEEL T ZE W,
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{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
% IPv4 7 RLAZIEELE T,
host <destination ipv4>%4{gE€ 9 5 &, <destination ipv4d>D5EE—E% 7 0 —HHFEfEE LE
ED
TRCDFEE PV 7 RLUAZIEET 2EE L any 2EE L EJ. any #18ET 5 &, 5%k IPv4d 7
FL 2%z 70—t sdLEEA
own-address Z1EET 5 &, WNRA VYT 2 — AR ESNT WS IPv4 7 FL A %%58% IPv4d 7
FLRELTT70—BHEEMFICLET,
own-prefix Z¥ET 5 &, MNEA VY T2 —ATRESN TS IPVA T RLADRY hT =27
RFUZEZ 70 —MHEFICLET. AAMT FLARIZERELE T,
7238, own-address B XU own-prefix 23E LA V¥ T 2 =AWV F R—LDEFEIL, T
A4 <) IPv4 7 RLAPRRIIEZD ET,
range-address Z§E 9 % &, <destination ipv4 start>7” 5 <destination ipv4 end>D#if % 7
O—fEHEfFE LE T,
L.ANT X — 4 BERE DR HE
B TEEHA
2 MEDR E
<destination ipv4>IZI5E5E IPv4 7 L A2 EE L £ T,
<destination ipv4 wildcard>I213 IPv4 7 R L ZDH CHEBDEZHFATT A Y 2L TRY
ANVRH— YR 7% Pv4 T RLAEXTIEEL 7,
<destination ipv4 end>izi¥<destination ipv4 start>k D KEWIPv4 7 RL XA EEL T
7ZE W,
IPv4 7 R U X (nnn.nnn.nnn.nnn) - 0.0.0.0~255.255.255.255
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESEZHEELE T,
7a haVH TCP BLVO UDP DA T2 3 T,
eq #18E T 5 &, <destination port>DEL2—%E 7 u—HRHEFHFE LET,
neq #¥E 9 % &, <destination port>Dist% 7 o —#HGEEE LET,
range #¥8E€9 5 &, <destination port start>7% 5 <destination port end>D & % 7 0 —#&H
FHELET,
1A T A — 5 BEgR O P IAE
mL (BHEEAELEEA)
2 MED R E
0~65535 (10##) £LER—-MEMEEELET,
IEETEHHR— MENZ [R7-5 TCP THHEMREL AR — F&R] BLU [£7-6 UDP TE
ERREZ AR — MEIR (IPv4)] 2ZBLTLZE 0,
<destination port end>iZiZ<destination port start>k D KZWKR— M EBEEEL T2
S\,
tos <tos>
ToS 74 —LKROEY F3~6 D4y N TH5tos[BEIEELET.
NRry "D ToS 74 —ILROEY s3~6D4Ey MEHBILET,
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148 X — 5 BRgR O FIHAE
L (BHEAELEEA)
2B EHH
0~15 (10 #H) F7zidtos BFREIEELE T,
TEETE % tos BIMIE [R7-8 FEEFIRER tos ] 2L T 2SS W0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO L3 ¥y hTdhA precedence [EEIEEL T
range #18E 9 5 &, <precedence start>7» 5 <precedence end>D#EiF % 7 0 —HEMGE L
%7,
Ny b ToS 74—V REM3EY MERELET,
1.A8T X — 5 BRgR O FIHAE
L (BHEAELEEA)
2B EHH
0~7 (10 #%) 7213 precedence BMEIEEL £,
57 T & % precedence &3 [£ 7-9 FEERREZX precedence AFF] 2L TS0,
range #{8E€ 9 5%, <precedence start>& <precedence end>IZ & precedence B % f§7E
L, <precedence end>Zid<precedence start>& Y K&\ precedence EEEE L TL2E
W,
dscp {<dscp> | range <dscp start> <dscp end>}
ToS 74—V ROEM6 Yy hTHBDSCPEEEELET,
range #18E€ 9 % &, <dscp start>% 5 <dscp end>D#iFH % 7 0 —HHEFEHFE LET,
Ny hDToS 74—V REM6EY FEHELET,
148 X — 5 BRgR O P HAE
L (BHEAELEEA)
2B E HH
0~63 (10#%) F7/1XDSCP 2fr2EELE T,
fEET& % DSCP ##5id [%£ 7-10 f8ER[RE% DSCP &) 22 L T2 S0,
range #18E€ 9 558, <dscp start>& <dscp end>i2i3 DSCP fE# 57 L, <dscp end>IZ
l&<dscp start>k D AZ 1 DSCPEZEE L TL 2S00,
established
TCPANYFDACK 757 £7ERST 7570 1 Oy COBHEIRRELE T,
7a baH TCP ZFOA T2 a »TT,
148 X — 5 BRgR O P HAE
L (BHEfELEEA)
2B E HH
=L
{+ack | -ack}
TCP Ay ¥ D ACK 77 VOB HEELE T,
7a b aVH TCP 2O+ F2 a3 TT,
+ack IXACK 75 7M1 @87 v b, -ack i3 ACK 757000 ry bz DT,

14N T X — & B O F)HE
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L (BHEEAELEEA)
2 fED R E HiFH
7L
{+fin | -fin}
TCPANYFDFIN 75 7OBHEEELE T,
7RIV TCP 23 OA T 3 0 TT,
Hin I FIN 75751 0%y b, finldFIN 7S 7B 00) 7y &R ET,
1. AT A — 5 B O RE
sL (BHEEAELEEA)
2 MED R E
7L
{+psh | -psh}
TCPANY¥DPSH 75 VOMHETEEL £,
Tu rIVBTCP 2 OAT> 3> TY,
+psh & PSH 7 Z 7 1 @)%y &, -pshid PSH 757000/ ry ek D E9,
L. ANT A — 5 B OFIIE
L (BHEfELEEA)
2 EDREHH
7L
{+rst | -rst}
TCPAY¥DORST 77 70OBHAIEELE T,
7u bALVH TCP 2O A+ T a v TT,
+st & RST 7T 7M1 @08 w b, st & RST 7570007y hExDET,
1. 485 X — & Bl O ¥ HE
L (BHEAHELEEA)
2B EHH
7L
{+syn | -syn}
TCPAY ¥ D SYN 77 70OBHE#IEELET,
TurIVBTCP 23 OA T 3 0 TT,
+syn ik SYN 75 7251 087 v b, -syn i SYN 75 7400/ v b &0 ET,
LA T A — 5 BigR O FIHE
EL (BHEAHELEEA)
2. [EDREHFH
L
{H+urg | -urg}
TCP ANy % ® URG 7 7 7Ot #EEL £ 7
Fa haAB TCP 20T a>TT,
+urg . URG 757D 1 087 v b, -urg ldURG 75 70D/ 7y b DET,
L. AT A — 5 B O FIHE

9 QoS
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L (BHEAFELEEA)
2B D E HH
AQV
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP % T8 E L7,

range #18E€ 9 5 &, <icmp type start>7 5 <icmp type end>D &% 7 0 —#EEAEE LE
E

7u FIVHICMP 23 0F 23 > Td,
1. 4085 X — & Bk O X HAE
Tl (BRHEEFELEEA)
2B EHH
0~255 (10 ##) =EELET,
<icmp type end>iZi3<icmp type start>k DR EZ W ICMP ¥ 1 2 EE L TL 2S00,
<icmp code>
ICMP 2—FZEEL £,
7u rIVHICMP 23 0F 23 > Td,
LANT A — 5 B OWIE
L (BHEAELEEA)
2B E HH
0~255 (10 #%) =HEELET,
<icmp message>
ICMP Ayt —VHMRERELE T,
7u s IUABICMP 2 0A 7> 3 > T9,

fHEETE % ICMP X vt —U AW [£7-13 ICMP TIEERTREL X v £ — Y& (IPv4) ]| 25
LT 7ZS 0,

1. AN T A — % BsR OFHAfE
L (BHEAFELEEA)
2 [EDEHH
AQV
<igmp type>
IGMP ¥ 1 7%48E L £7
7a b A IGMP 23 0F 72 3 v TY,
1LLAINT A — & B OFHE
Tl (BRHEEFELEIEA)
2 MBED R E HH
0~255 (10 ##) =EELET,
length {upper | lower} <length>
[P1—HF—5EDLREF/ITTRIEZIEELET,
upper : FRREZIEELET. <length>PIFO/87ry bE2 70 —HERELET,
lower : NIREZIEELET. <length>Dl b,y v 7o0—EEEELET,
1.AST X — 4 BIgR O W) HE
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L (BHEAFELEEA)
2 MED R E
0~65535 (10 &%) ZHEELXI.
{+mf | -mf}
Flags 74—V ERORM 1 €y hTHAHMF 77 VDEEBELET .
tmf I EMF 7578 107y b, -mfidMF 7572008y b2 T70—@HEFELET,
1.ART X — 4 BigR O Y HE
L (BHEfELEEA)
2B E HH
ARV
{(+fo | -fo}
Fragment Offset 7+ =L ROEZIEEL £,
+fo 1& Fragment Offset 7+ —JL NOfEA 0 DIk @/8 v b, -fo 1& Fragment Offset 7 4 —)L N
DEB O DNy v a7u— L LET,
1. AT X — 5 BIgR O FHE
ml (BHFEFELEEA)
2. f[EDREEEH
=L
interface <interface type> <interface number>
AN T V=L 24 0¥ T2 —A%EELE T,
1. AT X — 5 BIgR O HE
L (BHEEAELEEA)
2 MED R E HH
<interface type> <interface number>i2i&, RIZRT A > ¥ 7 = — @R 7L — TGS
AV TL—ABBROA VY T —AFSEHETET LT, fMllld, ST A-FIHEET
E5ME] O [y 72— ADIERE] 2ZHML TSV,
A=Y EFTA I T —R
A= F Y INTTA T T 2=
-VLANA %7 2 —2
untagged
Untagged 7 L — L OBHZIEEL T,
1LAINT A — 5 BREE OFHAE
Tl (BHEFELEEA)
2 fEDRHEEH
=L
user-priority {<priority> | range <priority start> <priority end>}
I—PEBEEEZERELET,
range #18E 9 % &, <priority start>7*& <priority end>0 &% 7 0 —HEFEGFE LET,
1.ANT A — % BEsR OFHAfE
mL (BHEfELEEA)

2 fED R EHEFH
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0~7 (10#%) ZHEELXT,
<priority end>|Zi&<priority start>&X D KEWIL—HPELEEZIEEL TS,
<action specification>/¥5 X —%
action
Ju—iEH L7228y FOEIERIEE LE 9. <action specification>/$F7 X — & (KD SEIHICHE
FELTLIES 0,
1. AT X — 5 BRROHE
L (BfEZIEELEEA)
2B E HH
AQ
priority-class <class>
BRI I AZIEELE T,
1.ANT A — % BUsR OF)HAfE
"L (BEIVIREEELERA)
2B DR E FH
1~8 (10#%) ZHEELXT,
discard-class <class>
BRI I ARBELET,
Ny FDOERY T A eiREME<class>ICEELE T,
1.AIST X — 4 BIgR O W) HE
7L (BEIVIRAEZEELERA)
2B EHH
1~4 (10 &%) =fEELET.
replace-dscp <dscp>
DSCPEZHXEZEEL £,
8y @D DSCP 7 4 —)L R %, fEEME<dscp>IcHE SR FT,
1.AINT X — % BsR OF)HAfE
L (DSCPEEZEZHMAEETA).
2B E HH
0~63 (10##) £7/:1X DSCP BFrEHEL X I,
fEET & % DSCP ##5id [£ 7-10 $E8ERI#E7%% DSCP &) 2L T 7230,
replace-user-priority <priority>
I—PREBEEOEESMIMELIEELE T,
Ny b OA—YREEE R EEE<priority>ICEH E A £ I,
1. AT X — 5 BRROHE
Bl (—VELEZESBRIEILEA)
2B E HH
0~7 (10#%) ZHEELXT,
dscp-map
DSCPEIC & > THBET TABLUHEREY I AR RET S DSCP vy BV TE2AHICLET,
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DSCP fEICHIET 5BE YV T ABLVEREY TR [ 71+ L= a4 R Vol2] [16
BEREERE] 22 L TES W,
1. AT A — & BUgR O P HAE
L (DSCPwvEYZZ2EHALEEA)
2 MED R E
L
policer <policer name>
RV -T2V PURERELET,
1. AT X — 45 BEgR O Y HE
L (RUY—HKegzEHLEEA)
2 MED R E
policer 3v > RTREFRADARIV Y -T2 M) ZEIFELET,
user {<user id> | llrlg | default} [OP-SHPS]
Rl —O1—-H%2EELET,
<user id>
BEL-VTOID2EELET,
lIrlg
LLRLQ 2 —H%EEL £7.
default
TI74N M I—FEHEELET,

1485 X — & BB O FHE
7L (BBt z—S01—HY%2LEELEEA)

2 fEDREEH
1~3056 ZfEE L £ 95

drop
Ny ORERZIEELE T,

14N T X — & BIEE OF)HE
2L (BELIEA)

2 B R EH
A9V

[37 > REREF OEE]

%L

[REANDRE]

7L

[EEME D RERZZH]

BEMEER, TIOERICRBENET,
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CESEIA]
LEEBRET FVRATA IR A= R R BEUSET FLATA )L R H— R X712 255.255.255.255
EASILIzEZ S any EFRLET,

2B RLATANLVRA—= RV RIZBROEET RLATAIL I A—=R<YA7120.0.00 EASI LT
& Z13 host nnn.nnn.nnn.nnn, host own-address &EFRL 9

(BSEIY> K]

ip gos-flow-list

ip qos—flow-group

ip qos—-flow-Llist resequence
remark

policer
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gos (ipvé gos-flow-list)
IPv6 QoS 7u—Y R FTO7 U — @S, BLUBEEEEZREELET,

Ho/NF A=y ZTu—BHEMETIEE, LAV 4Ny YEF I T 0 —BHEHICTEETEE A,

[AFH]

BWORE - £F
[<sequence>] qos <target flow)> [<action specification)]
B OHIR
no <sequence>
no <sequence>%%{79 % &, <sequence>»—¥9 % premium (ipv6 qos-flow-list) > hVJ %
abETHIRENET,

<target flow>:

+Ho /8T A —=%7 LT, b7 u 3L TCP, UDP B XU ICMP LISt Oi5E

{ipv6 | <protocol>} {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | ow
n-address <own address length>} {<destination ipv6)>/<length>| host {<destination ipv6)> | ow
n-address} | any | own-address <own address length> | own-prefix | range-address <destinati
on ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interf
ace <interface type> <interface number>] [{untagged | user-priority {<priority> | range <pr
iority start)> <priority end>}}]

+Ho T A—=%7 LT, kfi7ubalH TCP OHH

tep {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{[established] | [{tack | -ack}] [{+fin | -fin}] [{tpsh | -psh}] [{+rst | -rst}] [{+
syn | -syn}] [{+urg | -urg}1}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp
start)> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <int
erface type> <interface number>] [{untagged | user-priority {<priority> | range <priority s
tart)> <priority end>}}]

+Ho /NS X—=F LT, Eu7a bais UDP OgsE

udp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [le
ngth {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface n
umber>] [{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

+fo /8T A =% LT, bfi7u 2 H ICMP OHE

icmp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own

address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | an
y | own-address <own address length> | own-prefix | range-address <destination ipv6 start>

{destination ipv6 end>} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp co
ded>] | <icmp messaged}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start>
<dscp end>}}] [length {upper | lower} <lengthd>] [{+mf | -mf}] [-fo] [interface <interface

type> <interface number>] [{untagged | user-priority {<priority> | range <priority start> <
priority end>}}]

+Ho/NF X =¥ H D DIFE

{ipv6 | <protocol> | icmp | tcp | udp} {<source ipv6>/<length> | host {<source ipv6> | own-
address} | any | own-address <own address lengthd} {<destination ipv6>/<length>| host {<des
tination ipv6)> | own-address} | any | own-address <own address length> | own-prefix | range
-address <destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class) |
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dscp {<dscp) | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf |
-mf}] [+fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pr
iority> | range <priority start> <priority end>}}]

<action specification>:

BELZ LOBE
e KUY —T M) LOEE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | llrlg | default}]
e RUS—TY MDY OES
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user id> |
Llrlg | default}]
BEDH D DOBE
action [drop]

[AFTE—NK]

(config-ipv6-qgos)
NS X—=9]
<sequence>
Ju—EHEHEOBRIERF CH B —r VABSEEELE T,
1. A& T A — & B O WHE
QoS 7u—Y A FHIZEED R WIHE, #HEIX 10 T,
ZHEEEELTCHIHEE, BELTHAY—T VABSOEKEFIO TY,
12720, V=V ABEOBEKREN 4294967284 LD KREWVEXEELHEEIIEBTEE T A,

2. [EDFEEEH
1~4294967294 (10 ##) %2HEELET,
<target flow>/VF X —%
{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 Xy bOEMTO P IVEHEEELE T, 12720, IRTOTO FILERNRET 2HE
13 ipv6 ZFEEL T,
LAINT X — & B O HIHE
BB TEEEA
2 fEDEEH
1~42, 45~49, 52~59, 61~255 (10#&#), /370 b LBz EEL X7,
FBETES 70 MINEIRS [FR7-4 FEERREA O b ILERR (IPve)] 2B LTS
W,
{<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address length>}
EETTIPV6 7 FLAZHEEL 7,
host <source ipv6>%18ET 5 &, <source ipve>DFHLE—H % 70 —mHEFEAFE LET,
FTRTCOXEBITIPVE 7 FLAZIBET 255G 1d any ZHBEL X9, any 2H8ET 5 &, EET
[Pv6 7 NL A%z 70—t I LI A
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own-address Z1EET B &, NRA VY T2 —ACHEEINTWVWS IPV6 a0 —N)L7 FL XA %%
B IPV6 7 RLARE LT 70 —MHEHFELET,
LAINT X — 4 BEEEE O F)HHE
B TEEEA
2. E D &% E i
<source ipv6>IZIZEETLIPV6 7 RLAZIEEL £ 9,
<length>IZ1Z [Pv6 7 R L ADHFT—HKEH L2 587 % 7 N L ADKEED 5 O bit B THEE
LEd,

<own address length>{Z1d own-address DH T—HEEH & 42587 %2 T F L ADEEN, 5
O bit HTHEL LI,

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
fEffeCEff CEf: CFF: £FF: fFF: £FF: £FFF

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR- NESZHEELE T,
70 auH TCP BLVUDP 23047 3 »T7,
eq #1BET 5 &, <source port>D5ELE—H% 70 —MmHEFE LET,
neq Z{EE 9 5 &, <source port>Pstz 70 —HEFE LE T,
range ##8E€9 5 &, <source port start>7% 5 <source port end>D#Hif % 7 0 —fEHSEF S L
ESN
1. AT X — 4 BEgR O Y HE
mL (BHEEfELEEA)
2 MED R E
0~65535 (10 EH) F£7-ldR—rAEERELE T,
IEECEHKR— MR [R7-5 TCP CHHERREL AR — F&FR] BLUV [£7-7 UDP T
ER e AR — AR (IPv6)] 2L TSV,
<source port end>IZl¥<source port start>k D AZ VKR — FEEEIEEL TS,
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-

address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipvé end>}

S IPV6 7 RLUAZIBELE T,

host <destination ipv6>%1gEd 5 &, <destination ipv6>D5EE—E % 7 0 —HFEfFE LE
TO

TRTDFES IPv6 7 KL AR IEET 215E1d any #i8E L 9. any 2{8ET 5 &, 585 IPve 7
FLZ2Z270—BEEFEIELEEA.

own-address #18ET 2 &, WRA VY T 1 —RICHESNT NS IPv6 YO—N)L7 L X %58
FIPV6 7 FLAELTT7u—BHEESELET,

own-prefix ZEET 5L, WNRA VYT 2 —RAHRESN TS IPv6 Zu—N)LT KL R 255
IPv6 7 KL A, IPv6 70 —NL7 RLAD L7 1 v 7 ZAE%<length>& LT 7 0 —#HEEMFIC
LET,

range-address #1§E 4 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#i % 7
O—RHEEE LE T,

14N T X — & BIEE O F)HE
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348

BB TEELA

2 fED R EHEF
<destination ipv6>IZI3%585E [Pv6 7 F L AZfEE L £ 9
<length>IZ13 [Pv6 7 R L ADHT—HEM L 2287 %2 T N L ADIEED 5 D bit L THEE
L&Y,
<own address length>iZid own-address DH T—HEM &2 5873 %2 T F L ADEEN, 5
O bit HTHELE T,
<destination ipv6 end>IZid<destination ipv6 start>& D K&\ IPv6 7 R L A Z$EE L T
<72V
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
NilRiiiRiliNiiRIiiRitiNiiNiii

<length>:0~128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
SRR - P ESEEELX T,
7u A TCP BLUUDP 2004 > a3 T,
eq #15E T 5 &, <destination port>D57E2—8% 7 0 —HHEEHFE LET,
neq #¥§7E 9 % &, <destination port>LI#t % 7 0 —#HEtEE LE T,
range ##8E€9 % &, <destination port start>7* 5 <destination port end>D#if % 7 10 —f&H
FHELET,
1. 4085 X — 5 iR O ¥ HAE
L (BHEEHELEEA)
2 [EDEHH
0~65535 (10 ##) F/ldA— T+ BFEZEELE T,
FEETE SR — MEIRE [£7-5 TCP CHEERREL A — F&FR] BLV [£7-7 UDP T
EAHEZ AR — FEFE (IPve)] 2SR LTLEE W0,
<destination port end>iZiZ<destination port start>k D AZWKR— FEEEIEELTL 72
S,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
Nry bONTT 4w I ITAT 4 —LRERBLET,
1.ANT A — % BUsR OF)HAE
L (BHEAFELEEA)
2B E HH
0~255 (10##) ZEELE T,
dscp {<dscp> | range <dscp start> <dscp end>}
NTITA4vIITAT 4= FOLEI6EY b THSHDSCPEAIEEL T,
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#iH % 7 0 —MmHEFE LET,
Nry vDOEIT74v 0053 AT74—VREL6EY PEHBLET,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E FH
0~63 (10#%) F7/:1E DSCP BFrZHEEL £ I,
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fEEFRE7Z: DSCP &fhid, [£7-10 f5EFREZ DSCP &) 2L TS W,
range #18E 9 5%, <dscp start>& <dscp end>i2id DSCP fE%$EE L, <dscp end>IZ
& <dscp start>& DA Z 1 DSCPEZIEE L TLIZE 0,
established
TCPAYFDACK 75 7£7ERST 75701 Oy FOBHZEREELE T,
7a baAVH TCP 2O A+ T a v TT,
1. AT X — 5 BREROFIHE
mL (BHEfELEEA)
2B E HH
L
{+ack | -ack}
TCP Ny ¥ D ACK 77 VD ZEEL £,
TurILVBTCP 2 OAT > 3 TY,
+ack I ACK 75 7M1 o7 v b, -acki3ACK 757000y & DEd,
1. AT A — 5 BEgR O P HAE
mL (BHEfELEEA)
2 (B E HiH
L
{+fin | -fin}
TCPANYFDFIN 75 7OBHEZERELE T,
7 I TCP 2O T 3 TT,
Hin X FIN 75751 0%y b, finldFIN 7S 7B 00875y bR ET,
1. AT A — 5 BEgR O P HAE
HL (BHEEAELEEA)
2 fE DR E i
L
{+psh | -psh}
TCPANY¥DPSH 75 VOMHETEEL £,
7u VA TCP 2O T 2> TT,
+psh & PSH 7 Z 7 1 @)% v b, -pshid PSH 7 700Dy kD £,
1. AT A — 5 BigR O FIHAE
L (BHEEAHELEEA)
2 MEDREEH
L
{(+rst | -st}
TCPAY¥DRST 77 7Ot 2#EE L7,
7a bALVH TCP EZFOF+ T a v TT,
+rst & RST 7T 7MW 1 D8 v b, st & RST 7570007y h&xDET,
LA T A — 5 BigROFIHAE
mL (BHEfELEEA)
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{+syn | -syn}
TCP ANy ¥ D SYN 75 7O =EE L £9
7a baH TCP ZFDOA T2 a »TT,
+syn & SYN 7772 1 @08y b, -synid SYN 757300/ v bz xd,
1. 4085 X — & AR O R HAE
L (BHEAELEEA)
2 fEDORE
%L
{+urg | -urg}
TCP ANy ¥ D URG 77 7D ZEEL£9
7a AV TCP EFOA T2 a »TT,
turg Z URG 75 7B 1 o7 v b, -urgiEURG 777007y F&sDET,
1. 485 X — & AR O X HE
ml (BRHEEFELEEA)
2 fEDOREEEH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ FxiEE L7,

range #18E 9 5 &, <icmp type start>7» 5 <icmp type end>D &% 7 0 —#HEFEAEE L E
‘a_O

7a b aHICMP 23 0F 7 3 2 TT,
1.AIST X — 4 BIgR O Y HE
L (BHEAFELIEA)
2 (B D E
0~255 (10 ##) ZHELET,
<icmp type end>IZiF<icmp type start>& D KEZ W ICMP ¥ 1 FZIBE L TL 2 &0,
<icmp code>
ICMP a—RFZ#HEELE T,
7a s IUHICMP 2 0* T a > Td,
1. AT A — 5 BsR ORI HAE
L (BHEAFELEEA)
2 [EDEHH
0~255 (10 ##) =fEELEI,
<icmp message>
ICMP Xyt —YEMziEEL £,
7a s IUABICMP 2047 3 > T9,

FBETZ S ICMP X vt —YRMRE [ 7-14 ICMP THEERRELZ X v —T &M (IPv6)] 25
LT 7Zavn,

14N T X — & BIEE O H)HE
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L (BHEAFELEEA)
2 MED R E
AQ
length {upper | lower} <length>
[P21—¥7F—5ROERESIITREZEELXT,
upper : EIREZEELE T, <length>PI T8y vE270—#iHsEfE LET,
lower : FIRMEZIEEL£9. <length>Pl b7y hE70—HSEAELET,
1. AT X — 5 BIgR O HE
sL (BHEEAELEEA)
2 ED R E HH
0~65535 (10 E#) ZHEELXI.
{+mf | -mf}
TITAY NV TDOM 7T 7TOEEEELE T
AmfIEM 75721 Oy b, -mfEM 7770008y bET7O—BHEFE LET,
14T X — 4 BIgR O Y HE
mL (BHEfELEEA)
2 AED R E
=L
{+fo | -fo}
Fragment Offset 7 4+ —)L ROEEIEEL £ 9
+fo 1& Fragment Offset 7 « —)L ROEA 0 ISt 8 » b, -fo & Fragment Offset 7 + —L K
DEB O D)y vx7u—BEEFE LET,
1LAINT A — & BREE OFHAE
Tl (BHEFELEEA)
2 fEDRHEEH
=L
interface <interface type> <interface number>
AN TV —LNPBTHA 5 T2 —AZBELE T,
1. AT X — 5 BIgR O FHE
ml (BHFEFELEEA)
2 f[EDRHEEEH
<interface type> <interface number>iZi&, WIIRT A ¥ ¥ 7 = — AR 7N — L1t
AV TL—ABBROA VI T —ABFSEHETE LI, #FMllld, VST A-FITHEET
E5ME] O (WA Y7 - ADIEERE] 2L T LSV,
A=V ARy TSI TR
A= F Y RINTTA T T 2=
-VLANA %7 12—
untagged
Untagged 7 L —LOBHZIEEL LT,
1. AT X — 4 BIgR O Y HE
L (BHEfELEEA)
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user-priority {<priority> | range <priority start> <priority end>}
I-PEEEZEELE T,
range #18E€ 9 5 &, <priority start># & <priority end>0 &% 7 0 —#HEFEEE LET,
1.AIST X — 4 BIgR O W) HE
mL (BHEAELEEA)
2B E HF
0~7 (10#%) =fEELET,
<priority end>IZi&<priority start>kX D KEWIL—HPEELEEZIFEL TS,
<action specification>/¥5 X —%
action
Ju—#EH L7228y FOBEERIEE LE 9. <action specification>/$F7 X — & (KD SEIHICHE
ELTLZSE W,
1.ANT X — 5 BIR O W HE
Zl (BfE2iEELEEA)
2 fEDORE
%L
priority-class <class>
BRI IAEREELET,
1. AT X — 5 BRROHE
"L BEIIREEELERA)
2 MBEDERE HH
1~8 (10 #%) ZHELET,
discard-class <class>
BRI IAZEBELE T,
Ny b OFERY T AR EME<class>ICEE LT,
1.AIST X — 4 BIgR O Y HE
7L (BEIVIRAEEELEEA)
2 B D EHH
1~4 (10 #%) ZHEELET,
replace-dscp <dscp>
DSCP E&#ix Bz EEL 7,
Xy bDDSCP 7 4 =)L R %, fEEM<dscp>IcHEFEH]ZET,
1. AT X — 5 BRROHE
2L (DSCPEAEBEMAFEA)
2B E HH
0~63 (10 ##) F7-13 DSCP &ir=fHEEL £7
fEETE % DSCP &fnid [#£ 7-10 $5ERREZR DSCP &) 2L T2 &1,
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replace-user-priority <priority>
I—-PEBEEOESMAELEELE T,
Ny S DI —EIEE ZEEE <priority> ICE SR £ 9,
1. 485 X — 4 BRgR O F)HAE
L (L—VEEEEZZSEHRIEEA)
2 MED R E
0~7 (10#%) ZHEELET,
dscp-map
DSCPEICK > THEBEY TABLVHEEY I A2 RET S DSCP v v BV 72 EMILET,
DSCP EICRIET 5BH YV TABLVEREY TR [ 71+ 7 L—2 354 K Vol2] [16
BEEEE] 2B LTIZS W,
L. ANT A — 5 AR O FHE
L (DSCPwvEY72EHALEHEA)
2 MED R E
zL
policer <policer name>
RV -T2 PUREREELET,
L.ANT A — 5 AR OFIHE
LU (RUY—HegelALZEA)
2B E HH
policer v RTHEFHDRIYY—T U MY ZEFELET,
user {<user id> | llrlq | default} [OP-SHPS]
BEELY = — D1 —FEIEELET,
<user id>
BELI-YOID%#EELET,
lIrlg
LLRLQ Z—JZHEEL £,
default
T7ANVELI—TFEEELET,
1. AT X — 5 B O RE
7L (BELYz— 01— F2EELEETA)
2 ED R E HH
1~3056 =5 L 95
drop
Nry NDOERZEELE T,
1.ANT X — % BUR OF)HAfE
sL (EELEEA)
2 MED R E
AR
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(37> NERER DOENF]

%L

GBIEADRE]

%L

[EREE D IREZH]

EEEER, §OERHICRBENET,

CE==EIE]

LEFIL7 RUABIUSESELET KL ZAD<length>, <own address length>12 0 & ATy L7z & ¥ any
EFRRLET,

2.KMBTIET RUABKUBEET F L AdD<length>, <own address length>12 128 E A L7z & &F1d
host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address & F R L F£79,

2

(BSEIV > K]

ipve qos-flow-list

ipv6 qos-flow-group

ipv6 qos-flow-Llist resequence
remark

policer
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gos (mac gos-flow-list)
MAC QoS 7u—Y A b TO7u—HEs, BRUBEREEZHEELE T,
[ASER]
BHRORTE - BH

[<sequence>] qos <target flow> [<action specification>]
1B D HIBR
no <sequencey
no <sequence>%ZE{T9 2 &, <sequence>n—I 9 % premium (mac qos-flow-list) T> rVU %
EOETHIRINET,

<target flow>:

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac

mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [interface <in
terface type> <interface number>] [{untagged | [user-priority {<priority> | range <priority sta
rt> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priorit
y> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}]

<action specification>:

EELLOBS
« RYH—T M) LOBEE

action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | Llrlg | default}]

e KUY —TNIBYDHE
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user id> |
Llrlg | default}]

BEHDDOGE
action [drop]

[ABE—R]
(config-mac-qos)
NS X—5]
<sequence>
TJu—HEHFEOEAIEF THEH T - U ABETEEELE T,
L ANT A — 5 AR OFIIE
QoS 7u—1 A MRIZEHEN 2 WIGE, FHAEIX 10 T,
ZMEEELCHI5A, BELTHEY—F Y AFEBORKAME+LI0 TT,
12720, = ABEBOTRNAED 4294967284 LD KREWEEZEE LGEIIERTEEEA,
2 fED R E ik
1~4294967294 (10 ##) =EEL£7,
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<target flow>/¥F X —%

{<source mac> <source mac mask> | host <source mac> | any}

EETMAC 7 RLRZIBELE T,
host <source mac>%15E9 % &, <source mac>D5RAE—Hr 70 —BHEEE LET,
FTARTOEEBILMAC 7 FLAZIEET S5 E any 2EELE 9, any 218ET 5 &, *EET
MAC 7 RL A% 70 —fHEfFLiELEEA.

1L.AINT X — 4 BEEEE O F)HAE

B TEEEA

2. B E ik

<source mac>IZIFEFTTMAC 7 RLAZIEELE T,

<source mac mask>IZl& MAC 7 FL AOHTCHERBDE.RFHFTAEY bR TR %

MAC 7 RLAERTHEEL X,

MAC 7 F L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #%%)
{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

FEEMAC 7 RLAEREELE T,
host <destination mac>##§%E79 % &, <destination mac>DFL—H%* 70—t E LE
ER
TRTCDSEHEMAC 7 FLARIEET 555 1L any 2HEELE 9, any 21EE T 5 &, 585 MAC
T RUVA%ZT7u—BHEF LI LEEA
1. AT A — 5 AR OHIE
BB TEETA
2. [EDEEH
<destination mac>C135EE MAC 7 FLAZHEL £75

<destination mac mask>i2ld MAC 7 RL ZOH CHEEDEAHETAE Y N4 THY A
7% MACT RLAERTEELE T,

<destination mac name>121356%: MAC 7 FL AZM2EE L £ 9. FEETE 5515 MAC
7 RLU AL [R7-12 f8EMEERSEE MAC 7 RLRBIR] 25 L TL2E 0,

MAC 7 FL Z (nhnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 ¥EEL)

<ethernet type>
A =Py b ATEEBELE T,
1LAINT A — 5 BRE OFHE
Tl (BRHEEFELEEA)

2 fEDEEH
0x0000~Oxffff (16 #E#) F7/zi&, A=Yy by TEMEEELE T, BETELH(—H
Fow bEA TR [R7-11 FBEMRELEA —Vxy My TEH] 2ZBL TS0,

interface <interface type> <interface number>
AHNT V=L 105 72— RA%HELET,

14N T X — & BIEE O H)HE
Tl (BHEFELIEA)

2. [EDREEEH
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<interface type> <interface number>i21%, RIIRT A > ¥ 7 = — ZAEH TN — LIt ind
BA VI TI—ARBLUOA VY T2 —AFSREETCEE I, #Flllld, VT X-FITHEET
E5E] O (WA Y7 - ADEERE] 2L TSV,
A =FRY TSI T —R
A= RN F YRV TSI TR
- VLANA %7 2 —2R
untagged
Untagged 7 L —20OBHEZEELE T,
1. AT X — 4 BigR DY) HE
mL (BHEfELEEA)
2MED R E
zL
user-priority {<priority> | range <priority start> <priority end>}
1 BB ® VLAN Tag D1 —HEREZIEELE T,
range *18E€ 9 5 &, <priority start>#4* 5 <priority end>O#iF % 7 u — G E LET,
1. AT X — 5 BIgR O HE
sL (BHEEAFELEEA)
2 ED R E HH
0~7 (10#%) ZHEELXT,
<priority end>{Zi&<priority start>& D KEWL—HFEREZIHEL TS0,
tag-vlan <tag vlan id>
1 BBEH® VLAN Tag ® VLAN ID 28 L £9 .
1.ANT X — 4 BigR DY) HE
mL (BHEfELEEA)
2 AED R EHH
0~4095 (10 #H) ZHEELET,
inner-untagged
2 BB ® VLAN Tag #8727y FOBHEZIRRE L9,
LANT A — 5 AR OFIIE
L (BHEEfELEEA)
2B E HH
=L
inner-user-priority {<priority> | range <priority start> <priority end>}
2EBH® VLAN Tag DL —FEEEAXEELE T,
range #{8E€ 9 % &, <priority start>7*& <priority end>D &% 7 0 —HEFHFE LET,
L.ANT X — 5 BEERE DR HE
L (BHEEAELEEA)
2MEDR E
0~7 (10#%) ZHEELET,
<priority end>Zid<priority start>& D KEWIL—YFEEEZIEE L TS0,
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inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID 2#EE L %7,
1. AT X — 5 BRI HE
L (BHEAELEEA)
2 fEDOREEEH
0~4095 (10 E#) =ZfEELEJ.
<action specification>/¥F X —%
action
TJa—EH L7208y N OEIERIEE LE 9. <action specification>/%F X — 4 (kD SLIHIZIE
ELTLZS 0,
1LAINT A — & B OFHE
L (BfEzfEELEHEA)
2B E HH
%L
priority-class <class>
BEISAZEBELE T,
1. AT X — 5 BRI HE
7L (BEIVIRAEZEELERA)
2 fEDOREEEH
1~8 (10#%) ZHEELXT,
discard-class <class>
BRI I AEREELE T,
Ny SDFERY T Az iEEME<class>ICEEL £,
1. 4085 X — 5 iR O ¥ HAE
7L (BEIJIRAEZEELEEA)
2 [EDEHH
1~4 (10 %) ZHELET,
replace-dscp <dscp>
DSCPEZH#ZEZEEL £,
7w b@DDSCP 7 4 =)L R %, fEEM<dscp>IcHEHZET,
1. AT X — 5 BRI HE
L (DSCPEZEZEHMAEEA)
2 fEDORE
0~63 (10#%) F7/-1L DSCP &Fr=EELE I,
fEET& % DSCP &g [#& 7-10 #EEFREZ DSCP &) 2L T ES 0,
replace-user-priority <priority>
I—YEEEOESMAMEZIHEELET.
Ny b OA—YREEE ZIEEE<priority>ICEF A £ I,
1LAINT A — & B OFHE
L (A—VEEEZESBRIIEA)
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2 EDFRE HiFH
0~7 (10#%) ZHEELET,
dscp-map
DSCPEIC & > THEBE Y TABLVHEEY I A2RET S DSCP v v BV 72 EMILET,
DSCP EICNIET 2BV FABLPEREI TR [a> T4 7L —2 354 K Vol2] [16
BEEEE] 2L TS0,
L. ARNT A — & BigREOFIHE
L (DSCPwvyEYZ2EHALEEA)
2 MED R E
%L
policer <policer name>
RV -T2 PUREREELET,
L. AT A — 5 BigREOFIHE
L (RUY—HEZHEHALELEA)
2B DR E
policer 2v Y RCREFHDRIV Y —T 2V M) EZEHELE T,
user {<user id> | llrlq | default} [OP-SHPS]
By = — D1 —T2EELET,
<user id>
BELI-—TFOIDZEELET.
lIrlg
LLRLQ L —H%EEL£7.
default
T 4NN LI—FEEELET,
L. ANT A — 5 B OFIRE
L (BEYz—NO1—F2EELIEA)
2 ED R EHH
1~3056 =fEE L £9 5
drop
Ny POFEREZIEELE T,
1. AT X — 5 B OFRE
L (EELEEA)
2 MED R E
%L

[37 > NEEERDEE]

ARV
[EE\DFE]

AQV
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[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

1LEEL7 RUABIUSEET K L A2 nnnn.nnnn.nnnn ffffEAf & AT L7z & & any EFRRLUE
EE

2.55% MAC 7 R L 12585 MAC 7 R L ZAZME 21358 MAC 7 RLABHO 7 RLAZ AN L7
BEIE, e MAC 7 RUAEBHERRLET,

FEUADORETT FLAB I USEET K L A2 nnnn.nnnn.nnnn 0000.0000.0000 & A1 L7z & &
1% host nnnn.nnnn.nnnn EFR L E T

(BSEIY> K]

mac qos—flow-Llist

mac qos—flow—group

mac qos-flow-list resequence
remark

policer
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gos-gqueue-group
A—HPRY M U¥ T2 =R QoS Fa—YAMEREZHTELET,

[AFRZR]
E|OR

gos—-queue-group <qos queue list name> out
BHROHEIR

no qos-queue-group
[ASE—R]

(config-if)
A=Ay bM2FTz—RA
[INSX—5]
<gos queue list name>
QoS Fa2—JRAMREEBELE T,
1LAINT A — 5 BREE OFHAE
BB TEEEA

2 B R EHFH
31 XD QoS F2—V A MEERELE T,
FEE, NI X—=FIHEETZAME] 2L T ES W0,

out
A —F2y MUY T2—AOEEREIEELET,

1485 X — & Bl O 1) HE
BB TEEEA
2 (EDERE

Z L

[3~7 > RSB DENE]
ArYVa—) U TE-FEPQ, Fa1—HL8 THELET.

[EEANDFE]

QoS Fa—YAMZEEBEL CFa—HELEATV2a—- Y TE—F2EE LGS, #4d5F2—
WIEE L TWA/N Yy hE2IRTEELE T,

[ERTENE D [ ERZZH]
HROA =%y b 257 2= ZAOREFERBEROBE, REEOLEER, T IERICKBLE
T. 2OEPOREDOHER, ERBFRE A7 L FIERICRBLET,
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CEEFIE]

l.qos-queue-list I FTHEL TV QoS F2a— Y R NEEEBELIFE, XArPa—-) 27
E—FIPQ, F2—HI38THELET,

2.100GBASE-R DA —H %y b ¥ T2 =R, AT Ta—) 0 T7E-—FELTPQBLURRZE
URETEET,

(BSEIY> K]

gos—queue-Llist
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gos-queue-list

QoS Fa—UAMEMICAT Va2 — ) VI E—FBLFF a2 —HERELE T,

[AFIAZR]

BROKE - BF
gos—queue-list <qos queue list name> { pq [{ number_ of queue 1 | number of queue 2 | number
~of queue 4 }] | rr [{ number of queue 1 | number of queue 2 | number of queue 4 }] | 4pqt4d

wfq <rate1>¥% <rate2>¥% <rate3>¥% <rated>% | 2pqtdwfg+2beq <rate3d>% <rated>% <rate5 % <rate6>%
| 4wfo+dbeq <rateb>% <rate6>% <rate7>% <rate8>% }

B OHIBR

no qgos—queue-list <qgos queue list name>

[ATIE—NR]

(config)
[INSX—5]
<gos queue list name>
QoS Fa2—JRAMEEBELE T,
LANT A — 5 AR OIIE
BRTEELEA
2B E HH
31 LFLHD QoS F2—J XA MEERELE T,
FEMIE, [T A—FIIBETESME] 2SBLTLEZE N,
{ pq [{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4}] | rr
[{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4}] | 4pq+4wfq <ratel>%
<rate2>% <rate3>% <rated>% | 2pg+4wfq+2beq <rate3>% <rate4>% <rate5>% <rate6>% |
4wfq+4beq <rate5>% <rate6>% <rate7>% <rate8>% }
AT a— )T E—FEEELET, F2a—HIRAT V21—V TE-NIL-T8Fa—[EEZE
i1, 2, 4, 8F 2 —MBIRTEET, PQOEBEZT 5F 2 —DEEER, F1-FSPREINIE
EF2—DEEEPEIZDET,
1. AT X — 5 BIgR O FHE
BB TEEEA
pq [{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4 }]
PQTEMELET. /2, 1T AV MU Tz —AYDOF 2 —HEBELET,
Fa—HIA -T2V MM FT2—RA4720 1, 2, 4F 2 —%2BRNTE, BRLZVEARIZS
Fa—bL0FET,
number_of_queue_1 : F 2 —%d 1
number_of queue_2 @ F 2 —#i% 2
number_of_queue_4 : ¥z —$i% 4
1. AT X — 5 BIgR O F)HE
pq 72 ZEE LG, F2—HIE8TY,
1t [{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4 }]
RRCENELE T, £/, 1—UV XY MU T2 —RE/-0DF 12— HERELET,
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Fa—HEIA VXY AT —RE-D 1, 2, 4F 1 —%BRTE, BRLZVEBEIES
Fa—&DEI,
number_of_queue_1 : F 2 —%id 1
number_of_queue_2 @ F 2 —#1% 2
number_of queue 4 : F 2 —#i% 4
1. AT X — 4 BEgR O Y HE
22 REE LGS, F2 I8 TI,
4pgt+4wiq <ratel>% <rate2>% <rate3>% <rate4>%
4PQ + AWFQ TEIfELE T o Fa—HIA V2 MV ¥ 72 —2%72D 8F 2 —EETT.
4wiq IIRE LI EADHR<Tate> TG U TNy M ZEFBLET. 48, <rate>DERA IS F
&, F2—FFEZEKRLEI,
135 X — & E g OAIHHE
<rate> : HBTEHEA
2B EHH
<rate>:1~97
T ROZOORXZE/ZT XIITREL TS0,
- <ratel> + <rate2> + <rate3> + <rate4> = 100
+ <ratel> = <rate2> = <rate3> = <rate4>

2pg+4wig+2beq <rate3>% <rate4d>% <rate5>% <rate6>%
2PQ+ 4WFQ + 2BEQ TEMEL 9, Fa—HIA VXY b2 F T2 —RAH7:08F 21—
EETY. 4wlq IIFRE L EADER<ate> IS U/ Yy h2RELET. 4B, <rate>D%
HIMLKEFIE, F2—BFFEZERLET,
1. 4085 X — ¥ iR O ¥ HAE
<rate>: BB TEZHEA
2 [EDEHH
<rate>:1~97
F ROZOORZNET EDICHEL TS,
- <rate3> + <rate4> + <rate5> + <rate6> = 100
+ <rate3> = <rated4> = <rate5> = <rate6>
4wfq+4beq <rate5>% <rate6>% <rate7>% <rate8>%
4WFQ + 4BEQ TEIfELEd o Fa—HiIA—HP Xy b2 ¥ T2 —AL-0 8F 2 —FEET
T, Awfq IIERE L-EADOHR<rate> B LT/ v h2EFELE T, &B, <rate>DHE A I
<HEFIE, F2-FSEZERLEI,
1. 485 X — 5 gk O F)HAE
<rate>: BB TEZEHA
2B D E FH
<rate> :1~97
FE ROZOORZHIT XDICHREL T LS,
- <rate5> + <rate6> + <rate7> + <rate8> = 100
- <rate5> = <rate6> = <rate7> = <rate8>
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[O7 > REBEFOEE]

%L

LEEADRE]

qos-queue-group Iv ¥ FIZ QoS F 2 —J A MEEEBEL TCF 2 —HFELIEIATF V2 -V TE—F%
EEUBEIC, FUT2F 2R LTVAy 2T RTERELET,

[EXEME D RIREZHE]

QoS Fa2—) A MEHMEBEHT 51—V v b V¥ T 2 - AOREDPEFBEFOBE, REEOEE
%, IIGERICRBLET . 20IEP»OREOEHEEIE, EFEEFRE L& SIERICRKBLET,

CE=ZEIR]

1.100GBASE-R DA —H 2w A & 72 —RAIZWE, AT Ta—)TE—-—FELTPQBLTFRRE
URETEET,

ATV a—Y Y TE-RBLUOF 2 —HAELELIEHE, M THM -T2y b V¥ 72— ATIE
F 22~ > ¥ show qos queueing port 3 & U axPortOutQueue 7 )V —7FTCRRENSat% 0 7Y
T7LEY,

[BhED7 > K]

qos—queue—group
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remark

366

QoS 7u—YJ A bOREHAZHRELE T,

QoS 7u—YJ A MZIZIPv4 QoS 7a—Y X b+, IPv6 QoS 7u—Y X+, MAC QoS 7u—1Y A ME 7
& Advance QoS 7u—Y XA S BBV £9,

[AFIRR]
ERORE - BH

remark <remark>
1B DHI &

no remark
[ASTE—K]
(config-ip-qos)
(config-ipv6-qos)

(config-mac-qos)
(config-adv-qos)

[INS X —9]

<remark>
ANE—RICE>THRERS QoS 7u—Y A MOHEHBAZIEEL T,
—2OMD QoS 7u—YZXAMIMLTITRIEBETEET. BEANLLERIZILEXIIRZDET,

14N T X — & IR OF)HE
AQV

2 fEOEEEH
64 XFLADOLFFN 2T TN +— b (") THATEELET . ANATRELAFER, EHRFLRH
HKXFTTo ANXFINIAR-A LG EORHRXFrELmWEE, XFeyT V71— (")
THEZS TOIEETE LT, ML, [NIA—FIHEETZSE] O [MEROXFY] 28R
LTL7ZES W,

(37> REBEROEHF]

ARV

LEEA\DRE]

ARV

[(BEIE D [ BRZZH]

EEEER, TIOERICRBINET,
CE=ZEIA]

ARV

2

(BSEIY> K]

advance qos-flow-list
ip qos-flow-Llist
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ipv6 qos-flow-Llist
mac qos-flow-Llist

367
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shaper bandwidth-profile [OP-SHPS]

FER(LY = —ROEFHE T O 7 7 A Ve Bl LE T, BEL-DEK 128FRTE T,

[ABHE]

BHRORE - BH

shaper bandwidth-profile <profile name> peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-r
ate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} Lllpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
[weight <weight>] [queue-length <length1> <length2> <length3> <length4> [<length5> <length6
> <length7> <length8>1] [wfq <ratel1>¥% <rate2>% <rate3>% [<rated>%]]

fEROHIbR

no shaper bandwidth-profile <profile name>

[AFTE—NK]

(config)

NS AX—=9]

<profile name>
W T 07 7 A LOZRIZIEELE T,
1.AST X — 4 BIgR O W) HE

BRTEEEA

2B EHH

31 XFLIADZFTZHEE L £ T,

FAHE, NI X—=FIHBETZAME] 2L T ES W0,
peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/
s>G} llpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}

I TEOERTHEZEEL T,
peak-rate

RRHEHREEZEELE T,

min-rate

BEFHEZEELET.

llpg-peak-rate

LLPQ H&ARFHEZIEEL L9,

1. AT X =5 BRROHE
BB TEEEA
2B E HH

<kbit/s> : 8~10000000 (10 #%7)

<Mbit/s> : 1~10000 (10 &%)

<Gbit/s>: 1~10 (10 %)

lkbit/s, 1Mbit/s, 1Gbit/s &£ 21 1000bit/s, 1000kbit/s, 1000Mbit/s & L TH V£ T,
weight <weight>

REFEHALOEAZHELE T,

14985 X — & AR O FHAE
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REFHDECDOEAZ 1 IZLET,

2. B EHH
1~50
queue-length <lengthl> <length2> <length3> <length4> [<length5> <length6> <length7>
<length8>]
HEXa—IINTH2F2—EE2EELET,
L. AINT X — 4 BEEE O F)HE
FEFXF21—RET 7 ANV MEIHESTRELE T, 774V MECODWTR [Ty T4 b= a3y
A K Vol.2] 19 KRk = —/8] 2BBLTIZS 0,
2. fE 5% E i
<length> : 0, 250, 500, 1000, 2000, 4000, 8000, 12000, 16000, 24000, 32000,
64000, 128000, 256000, 384000, 512000
wig <ratel>% <rate2>% <rate3>% [<rated>%]
BEAFEHERIEF 2 —DEAZEELE T,
1. AT X — 4 BEEEEOF)HE
AWFQ TEIET 2B/E1E, EHD 1% 2% 3% 4% TEMEL £ 9,
SWFQ TEET 215613, EAHD 1% 2% 3% TEIELE T,
2B E HH
<rate>:1~98
T ROZHOORZEN /2T IDITHEL TLES W,
- <ratel> + <rate2> + <rate3> [+ <rate4>] = 100
- <ratel> = <rate2> = <rate3> [= <rated>]

[O7 > REREFDOENE]

L
[EEANDRE]
L

[ERTENE D [ ERZZH]
REEEER, §IOEAICRKBENET,

1.LLRLQ 1 —¥IC&E L7254, min-rate, llpg-peak-rate, weight, B XU wiq /¢ X —% OIEEME
FERSNET,
2. 77 4V 2 —HICERTE L-BH, min-rate, llpg-peak-rate, B LU weight /8T X —%& DFEEMEIE
mHESINET,
3.7z —=/NE—FAPRCGQ @ NIF IZFE L7235 6E, llpg-peak-rate /87 X =& I3WHINE T,
4.peak-rate /87 X —% & min-rate /$5 X —% Z2[F UfE THRE L 72 HaE, weight /8T X =S I3EHS N
£9,
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370

5.z —=N1—HDF 12— 4 DL—FIZ queue-length /¥ X —%¥ D<lengthl >~ <length8> % &%
T L7258, <lengthl>~<length4>IZ{8E L7 EIIRBE N, <length5>~ <length8> 1287 E L7z
EIERINE T,

6.7 2 — /N1 —HDF 2 —H 8 ®1—Hic<length5>~<length8>DE% FLE L 72 » - 1258,
<length5> ~ <length8> 1 I HEAS KM SN F T,

T A a—=) Y TE=RPPQOY NI —HIZKE LIZFEH, wiq/3T XA —FIZEHSNET,

AT V2= )Y TE=RNPQIWFQ MDYz =81 —FDF 2N 8 DL —HIZ wiq/$F A —
& D<rated>%=F{E LG - 7-5E, <ratel>~<rate3>DIFEMEIFER SN, <ratel>~<rated>
IIEPHES RS NE T,

(BSEIY> K]

shaper enable
shaper user
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shaper enable [OP-SHPS]

MLy = —Z2EcLET,
[AFIAZR]
BWORE
shaper enable
BHROHEIR

no shaper enable

[ATTE—NK]

(config)

[INZA=9]

AQV

[37 > REESIFDENF]
BEE Ly = — S 2 BT LE T,
LEEANDFE]

AQV

[EREME D R IREZH]
EEEER, TIGERICKBINET,
CEREIR]

ARV

[BHhEI<> K]

AQV

e
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shaper flow-distribution [OP-SHPS]

By = — DY =2 —F2 70— BRPSBHTRET S AREREELE T, Rav >y FEET
95 &, config-shp-distr £— FIZBITLE T,

[AF3FER]
WHHROBRE - £H

shaper flow-distribution <shaper flow distr name> {map {tag-vlan | inner-tag-vlan} | random

[tag-vlan] [inner-tag-vlan] [source-mac-address] [destination-mac-address] [source-ip-addr
ess] [destination-ip-address] [protocol] [source-port] [destination-port]}

B D HIFR

no shaper flow-disribution <shaper flow distr name>

[AFTE—NK]
(config)
NS AX—=9]
<shaper flow distr name>
V=N I—PREDLFEZHEELE T,
1. AT X — 5 BIgR O HE
BB TEEEA
2 fEDOREEEH
31 XFLHDOZRTZIEE L E 9
FE, [NIX—=FIHEETZAME] 2L TS0,
map {tag-vlan | inner-tag-vlan}
Tz —/)X1—%% VLAN Tag ® VLAN ID 567y > 7 LET,
tag-vlan
1 BBEH® VLAN Tag 2f8E€ L £9,
inner-tag-vlan
2B E® VLAN Tag 2 8EL £ 7,
L.ANT X — 5 B O FHAE
BRBTZELEA
2B D E HH
AQ

random [tag-vlan] [inner-tag-vlan] [source-mac-address] [destination-mac-address] [source-ip-
address] [destination-ip-address] [protocol] [source-port] [destination-port]
VxRN -PEREEOF—ERPO TV LATRELE T,
tag-vlan
1 BB VLAN Tag #¥8E L7,
inner-tag-vlan
2EBBE® VLAN Tag 2 EE L %9,
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source-mac-address

HEETMAC 7 RLRAZEELET,
destination-mac-address

SEFEMAC 7 FLAZIBELE T,
source-ip-address

[Py FOREETIP 7 RLRAZBELE T,
destination-ip-address

[Py FDOFHIP 7 RLUAZEBELE T,
protocol

IPAy&OEMTONTVEEELET,
source-port

TCP Ay FE7ziE UDP Ny ¥ORETLA— M EBSEZHEELE T,
destination-port

TCP ANy ¥ %7213 UDP Ny ¥ D5k — rESZHEELE T,
1. AT A — 5 BigR O P IAE

9 QoS

TV LREDF—ERELTHERLERA, DR EL—DDF—EWMEZIEET Z2MLEFH D £

a_o

[37 > REESIFDENE]

Ry =Sz — S —F2EHTHRELETE Ao

GEEANDFE]

ARV

(5% TEAE O S BREZH]

BEEEER, TIOERICRBENET,
[EREIR]

ARV

[BEh&EIY > R]

shaper enable
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shaper mode [OP-SHPS]

374

NIF ICIEET 2By = —SOE—FEHELE T, KRa~v > FEETF B &, config-shp-mode E—
FIZBITLE T,

AR
WHRORE - LH

shaper mode <shaper mode name> <mode specify>
HHROHIR

no shaper mode <shaper mode name)

<mode specify>:

TUEYFEREHD, Yx—)VE—FPRGQ, A7 Ta—1)rINPQOEFE

auto rgq [extend] [scheduling pq] [max-user-queue {8 | 4}] [max-discard-priority 2 [{thresh
old1 | threshold2 | threshold3}]] port <shaper port List> [Llrlg-peak-rate {<kbit/s>k | <Mb
it/sOM | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mb
it/s>M | <Gbit/s>G}] [queue-length <length1> <length2> <length3> <length4> [<length5)> <leng
th6> <length7> <length8>]]

TUEYFEEDHD, Yx—I)VE—FPRGQ, A7 ¥a—1 TP PQ+WFQIHE

auto rgq [extend] scheduling pg+wfq [max-user-queue {8 | 4}] [max-discard-priority 2 [{thre
sholdl | threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k | <
Mbit/s>M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <
Mbit/s>M | <Gbit/s>G}] [queue-length <length1> <length2> <length3> <length4> [<lengthb> <le
ngth6> <length7> <length8>1] [wfq <ratel>% <rate2>% <rate3>¥% [<rate4>%]]

TUEYFHREDD, Yz —INF—RHPLLPQ4, A7 Va—1 T PQDEE

auto Llpg4 [extend] [scheduling pg] [max-user—-queue 8] [max-discard-priority 2 [{threshold1
| threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k ‘ <Mbit/s

M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s

M | <Gbit/s>G} Lllpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl>
<{length2> <length3> <length4> <length5> <length6> <length7> <length8>]

T FHREREDHY, Yz —IVEF—RHPLLPQ4, A7 Y a—Y 7 H PQ+WFQ OE&

auto Llpg4 [extend] scheduling pg+wfq [max-user-queue 8] [max-discard-priority 2 [{threshol
d1 | threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k | <Mbit
/soM | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit
/s>M | <Gbit/s>G} Llpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <length
1> <length2> <length3> <length4> <length5> <length6> <length7> <length8>] [wfq <ratel1>% <ra
te2>% <rate3>% <rated>%]

TUEYFHREDD, Yz —INF—RHPFLLPQL, A7 Va—Y Y7 PQDEE

auto Llpgl [extend] [scheduling pgq] max-user—queue 4 [max-discard-priority 2 [{thresholdl |
threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k ’ <Mbit/s>M
<Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s>M
<Gbit/s>G} Llpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl> <
length2> <length3> <length4>]

T FHREREDHY, Yz —IVF—RHPLLPQL, A7V a2—Y 7 H PQ+WFQ OB&

auto Llpgl [extend] scheduling pgt+wfq max-user-queue 4 [max-discard-priority 2 [{threshold1
| threshold2 | threshold3}]] port <shaper port list> [Llrlg-peak-rate {<kbit/s>k | Mbit/s

M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s

M | <Gbit/s>G} Lllpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl>
<length2> <length3> <length4>] [wfq <ratel>¥% <rate2>% <rate3>%]

TUHyFEEEL, x—/E— FPRGQ OHE

rgq [extend] [scheduling {pq | pgtwfq}] [max-user-queue {8 | 4}] [max-discard-priority 2 [{
thresholdl | threshold2 | threshold3}]] port <shaper port Llist>
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TUE Y FERERL, Y —VF—RHPFLLPQ4, 2 —FF21—» 8 DiEE

Llpa4 [extend] [scheduling {pg | patwfq}] [max-user-queue 8] [max-discard-priority 2 [{thre
sholdl | threshold2 | threshold3}]] port <shaper port Llist>

Ty FEERL, Yx—3F— NP LLPQIl, 1—¥F2-K»40D5EE

Llpal [extend] [scheduling {pg | patwfq}] max-user-queue 4 [max-discard-priority 2 [{thresh
old1 | threshold2 | threshold3}]] port <shaper port List>

[AFIE—K]
(config)
NS A—F]

<shaper mode name>
Yr—NE-FOARIZHEELE T,
LA T X — 4 B O F)HE
BB TEEEA
2 MEDFEHiFE
31 XFLADZHIZEEL LT
FEAIE, [STX=FIHEETE AME] 22 L T2 0,
auto
Bty =z — 0T vy v FREERBELE T,
14N T X — & BIEE OF)HE
BB TEEEA
2 EDREHH
ARV

{rgq | llpg4 | lipgl}
BElLY = —/SDE— RZHEELE T,

T
gqﬁ%@ft&:—/\"@%— K% RGQIZERELE T,
llpg4
MLy = —/SDE— K% LLPQ4 ICREL I,
llpgl
BBty = —/SDE— K% LLPQl ICRELZ I,
LA X — 5 BRgR O Y HAE
B TEE A
2. DR E
=L
extend [OP-SHPE]
By = — SO —FHENRLE T,
LA X — 5 BRgR O P HAE
EEQY 21— NI —HTEELET, Yz — N2 —PHIIOWTIE [ T4 7L —2arHhA
K Vol.l] [3.2.6(4) BBt =—,% [OP-SHPS]] #&MEL T 72 &0,
2B F e Hi
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ARV

scheduling {pq | pg+wfq}
BEL-—FBIOT 74V b LI—HFORT V22— Y TE-FEEELET,
pq
PQ TEIELE T,
pg+wig
PQ+WFQ TEIfEL %7,
=81 —HDOF 2 —HH 8 DEEIF 4PQ+HAWFQ T, Yz —N1—HDF 2 —HH 4 D&
¥ PQ+3WFQ TEI{EL £ 9,
1LAINT A — 5 BRROFHE
pq CEIEL T,
2 MBED R EHH
L
max-user-queue {8 | 4}
BHELI-FBIOT 74 1T OF 21— KEEELET,
1. ARG X — % B O F)HAE
8F 2 —THMELET,
2 MBED R E HH
L
max-discard-priority 2 [{thresholdl | threshold2 | threshold3}]
JFREXED 1 ~2 CEET A EEIBELE T,
thresholdl, threshold2, threshold3 I3FEZEREZIEEL X7,
threshold1 (ZEEELE 1 5 25%, EZEELE 25 100% TEMEL £,
threshold2 (3B 1 75 50%, FEREELE 2 2 100% CEIELE T,
threshold3 I3 FEZEELE 1 5 75%, FBEEBLEE 2D 100% THELET.
B, B threshold2 OEIEICE D 7,
1L.ANT X — 5 B O F)HAE
REEBRED 1 ~4 TEELE T,
2 MBED R EHH
L
port <shaper port list>
BELY 2 —NOR—- EBEEEELET. N7 (1), ar< () 2BHALTEROR—- ES%
BETEET, /o, —DOOFR— I+ ESHEETEEI,
1LAINT A — & B OFHAE
BB TEEEA
2B E HH
(8T X=FIHEETZ2ME] 2SR LTI LSV,
lirlg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M |

<Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} llpg-peak-rate {<kbit/s>k |
<Mbit/s>M | <Gbit/s>G}

A-HTEOERFHEZIEEL T,
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llrlg-peak-rate
LLRLQ T —HEAFHEZEEL 7,
peak-rate
RAFHEZIEELE T,
min-rate
MEFHEZIEELE T, 774 N 1—FDBHE, HELLERIERSNET,
llpg-peak-rate
LLPQ &RHEHELXZEELET., T 74 1T OHE, BELEIERSNET,
1. AT X — 5 IR O HE

I—FHBDOT T 4L METHELE T, T7 4L MECOLTR [TV T4 ZL—Yay AR
Vol.2] [19 KRty z—/% 2BHLTLIEZE VN,

2. ED % E HF
<kbit/s> : 8~10000000 (10 &%)
<Mbit/s> : 1~10000 (10 x%)
<Gbit/s>: 1~10 (10 #%)
1kbit/s, 1Mbit/s, 1Gbit/s &% 24 1000bit/s, 1000kbit/s, 1000Mbit/s & L THWET,

queue-length <lengthl> <length2> <length3> < length4> [<length5> <length6> < length7>
<length8>]

BEFXa—IINTAF2—ERZEELET,
zh, <length>DHBAIMEFERTIE, F2—BFSZERLET,
1A T X — & SR O P HAE

BEF21—FEE2T 74V MEIR-STRELET, T 74N MEIODWTWE [0 T4 7L =3y
H4 K Vol.2] [19 BEEfyz—s3%] Z2BRBL TS,

2. DR EHH

<length> :0, 250, 500, 1000, 2000, 4000, 8000, 12000, 16000, 24000, 32000,
64000, 128000, 256000, 384000, 512000

wig <ratel>% <rate2>% <rate3>% [<rate4>%]
BAFEHERET 2 —DEAZIEELE T, 4AWFQ TEET 25 HIC<rated>%DPEETE £,
th, <rate>DBRAIMLEFTE, F2—BFS5EZERLET,
L.ANT X — 4 BIERE DR HE

AWFQ TE#IET 21EE1%, <ratel>~<rated>DEADBFNZFN 1%, 2%, 3%, 4% TEEL %
a_o

3WFQ TEIET 215&13, <ratel>~<rate3>DEHADPZNEN 1%, 2%, 3B THEELET,
2. [ED X 7E HiFH
<rate>:1~98
F ROZOORERIZT KICEHEL TS0,
- <ratel> + <rate2> + <rate3> + <rate4> = 100
- <ratel> = <rate2> = <rate3> = <rate4>

[3~7 > RSB DENE]

%L
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CEEADFEE]
%L
[(BENE D RIRZEHE]
REMEEER, NIF zHE#HT 5 ETRIRENE T,
2L, MONRFGA—YOFRFEMIZT2ERE LA, IIGERAICRBESNET,
* llrlg-peak-rate
» peak-rate
* min-rate
* llpg-peak-rate
* queue-length
» wiq
« {thresholdl | threshold2 | threshold3}
CE=ZEIA]
1.7 # )L s 2—%Tl, min-rate, llpg-peak-rate I8 L7-EIZEHRSINET,
(BHhEI<7> K]

shaper enable
shaper flow distribution
pe-service
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shaper port rate-limit [OP-SHPS]

BEE(LY = — DR — MREHHZRELE T,

[AFHA]

BROKE - BH
shaper port rate-limit {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
B DOHI k&

no shaper port rate-limit

[ASIE—K]
(config-if)
A=Yy M HT2—R
NS A—=F]
{<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
R— M EEEHHEZEELET,
1485 X — & BIE RO FHE
B TEEHA
2B D % e Hi
<kbit/s> : 8~10000000 (10 %)
<Mbit/s> : 1~10000 (10 %)
<Gbit/s> : 1~10 (10 #E%)
1kbit/s, 1Mbit/s, 1Gbit/s iz#nFh 1000bit/s, 1000kbit/s, 1000Mbit/s & L TRV F T,

[37 > REEEEFDENE]

[EREE CEEL £,

LEEANDFE]

%L

[ERTE 1B (D e BRZ2HE]

REMEER, TIERICRBENET.

CE=EIA]

LRI FIZEELY 2 — S D#EL TV AR - MIRETEET,

[Bh&EIY > R]

shaper mode
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shaper port rate-option [OP-SHPS]

PEE(LY = —SOFEHIMT, eI o472 a VEERIEELE T,

AR
BHROH

shaper port rate-option exclude-4-byte
1BHROHIR

no shaper port rate-option

[AFTE—NK]

(config-if)
A=Yy M H¥Tz—2X

[INT X —9]

exclude-4-byte
Ry = = OWEHIET, JV—LRPS4NA bEELFIVTHEEZHBLE I,

1A T A — 5 BEgR O HE
EWTEEEA
2 B E HiF

=L

(37> NERER DOBE]
BRERET 547 3 VEEIEH T,
CEEANDRE]

%L

[EXEME D RIRZLH]

EEEER, §OERICRBENET,

CEE=E1E]
| AR = — SABEL TV A K- FICRETEE T,

2

(BSEIY > R]

shaper mode
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shaper user [OP-SHPS]

BEty 2=y =1 THERATIEEFE a7 7 A LEEELE T,

[AFIER]
BWMORE
shaper user {<user id Llist> | Llrlg | default} <profile name>
BROEE
shaper user {[add] <user id list> | remove <user id list> | llrlg | default} <profile name>
1B DOHIBR

no shaper user {<user id list> | Llrlq | default}

[ABE—K]

(config-shp-users)
[INSX—5]
{<user id list> | llrlq1 | default}
r—NRAI-FEEELET,
<user id list>
BEL-FOIDZEELET,
lIrlg
LLRLQ 2 —HZ{EELE I,
default
TI74N N I—HFEEELET,
1. AT X — 5 B OFRE
B TEEEA
2 MED R E
1~3056 ZfEELET. NA 72 (), ar7 () Z2FEALTEHDOL—FID ZEETZ £,
BRETEAL—YIDOHHEIL, x—/VFE—F, 2—¥F21-H, BLUOLI-VEIRIEEICE-
TRZVET, HEHENOL—Y D 2HE LI-5HE, BEBICKBINEEA,
{[add] <user id list> | remove <user id list>}
[add] <user id list>
HEHEH SO 7 7 AV EEET HEEL—FDOY A MIBMLET, add 2EHEL-BELRLCH
EIC2 D E9,
remove <user id list>
HEHH SO 7 7 AV EEET HEEL—FDOU X P SHIBRLET,
1485 X — & AR O X HE
BB TEEEA
2 ED R EHH
1~3056 ZfEELET. NA 72 (1), ar7 () 2FEALTEHDOL—FID ZEETZET,
RETEHLI—FID OFEL, ¥ x—/E—F, T—FFa—8 BLUOL-FHINREEICL -
TEZVET, HEHFENOL—VID 2{5E L1zFEE, BBIIRKMSINETA,
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<profile name>
P& = —/ROFEEHIE T 07 7 4 VORI ZHEE LE T . shaper bandwidth-profile Zv > R T
TEREA D BRI ZTEE L T E W,
1. AT X — 4 B OF)HAE
BB TEEEA
2B EHH
31 XFLADZFIZHEE L £ T,
ML, [T A—FICIBETESME] 2SBLTLEZE W,

[O7 > REEERFOEIE]

%L
GBEANDRE]

%L

[EREE D R IREH]

BEEEER, §IOERICRBENET,
CE==IE]

7L

(BSEIY> K]

shaper bandwidth-profile
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shaper user-priority-map [OP-SHPS]

ety = — R TI—VBEET YV VE2RELET. ROV Y FEFELEHEA, VLAN Tag DAY
THBRICEOSW cFa—A T & LET, BELY = —PEEL TV E2 NIF PR TI,

AT

HRORE « BHE
shaper user-priority-map {tag-vlan | inner-tag-vlan}
B DOHIFR
no shaper user-priority-map
[ATIE—NK]
(config)
[INZA=9]
{tag-vlan | inner-tag-vlan}
vy BV ZICERYT S VLAN Tag Zf8E L £ 9
tag-vlan
1 BB ® VLAN Tag D1 —JEEELIEELE T,
inner-tag-vlan
2BB® VLAN Tag D1 —VEEEL2IEELE T,
1. AT X — 4 BEEEE QR HAE
BB TEELA
2. fE 5% 7E i
=L

[37 > RSl OEE]

BB = — D1 FERE~Y v EY I EBERALEC A,
[REANDRE]

%L

[EXEME D RERZZH]

EEEHE R, NIF #HE#d o TRBENET,

[EEEIE]

ARV

B

[BhED7 > K]

shaper enable
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shaper users-group [OP-SHPS]

A =2y MU Tz —AEEBLY 2= DY 2 — N2 —F Y X NE2BELET,

[AAH]

1BHDOHRE
shaper users—-group <users Llist name>
1BHROHIR

no shaper users-group <users list name>

[AFTE—NK]

(config-if)
A =YXy M Tz—2X
NS XA—=9]
<users list name>
ey ==Y 2 —X2—F Y A OLZRI#IBELET,
1.ARIST X — & B O HAE
B TZEHA
2. (B D ERE i

31 XFLADZFIZHEE L £ T,
FHME, ST RXA—FIIBETESE] 2ZRLTIZS W0,

[O7 > KA EIE]

%L

LEEANDFE]

=L

[BXEME D RIRZ2H]

REMEER, TIGERICKBMINET,
CE=ZEIA]

=L

(BSEIY> K]

shaper mode
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PRy = — DY 2 —NZ—FY X b Z2ERLE T, BEL-OHEAR64 Y XA MERTEHT, Ao~

v R%%EFTF 5 &, config-shp-users E— FIZBITLE T,

[ASFER]
BHRORTE - BF

shaper users-Llist <users list name>
BHROHIR

no shaper users-list <users list name)

[ASIE—K]
(config)
[INSX—F]
<users list name>
=AY ZAMOLZHIEEELET,
1.4£85 X — 4% B O HAE
BRTEEEA
2. B EHIF

31 XFLIADZFIZHEE L LT,
FEIE, [N X—=FIHEETZAME] 2L TS0,

[3~7 > NEEERDEE]

AV

CEEADE]

AV

[EXREME D R BREZH]
REBEER, T CERICKRENET .
[E==IR]

L

[BhEI7> K]

shaper enable
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system policer-statistics-mode

386

HIERKE TRE LINR T L — 2 OHEHEROBSGHMZREL T,

[ABH]

BRMOHTE
system policer-statistics—-mode bytes
e QLI

no system policer-statistics-mode bytes

[AFTE—NK]

(config)
NS X—=9]

bytes
FIHERME THRE LR T L — L OMEHERZ N1 FEATEELE T,

1. 485 X — & AR O R HAE
BB TEEEA

2 fEDREHEH
YV

(37> REBEOBIE]
BB CRE LIENR T U — L OREHERZ 7 L —LBATHIELEJ,
EEADHE]

ARV

(SREMED R

REMAER, PSU ZHIEET 5 L TRRENET,

[HREE]

AQV

(BSEIY> K]

policer
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system queue-length
EENF2—DF2—-—E2EELET,

[AF37zE(]
EHORE - BH

system queu§—length psu-fe to-nif <nif no.> <queue no.> <queue length> [<queue no.> <queue
length> ...

B DHIBR
no system queue-length psu-fe to-nif <nif no.>
[ATIE—NK]
(config)
[N X—5]
psu-fe to-nif <nif no.>
PSU-FE NIF ¥ 2 — D NIF HE5%2EEL £ 7,
1. AT X — % BEEEE QR HE
BB TEELA
2. fEDRHEEH
[NIRA=FIHEETEAME] 2ZHLTIZS W,
<queue no.> <queue length> [<queue no.> <queue length> ...]
PSU-FENIF £#fF 2 —DF 2 —EZHEELFJ. NIF L4720 X THETEZ X I,

<queue no.>
Fo1-—REEFITHF2—BEEZEELET. BHOF2—%2ZEFITHHEHE, INTEES
Foa-—BEEHEELTLILZS WV,

<queue length>
Fa—RFEEELET,

1. %5 X — & BB O EME
P Edb—20F 2 —FF, BLUOF21-—EDEEIVETYT, BBLLEGS, T 741 MED
BWHEINET, 74N MEIZ [£9-4 PSU-FENIFZEEF2—DF2—FEDF7 4L ME] %
ZHLTLZE 0,

2 B R EHH
<queue no.> : 1~8
<queue length> : ¥ 2 —ROHREHFZIROFITIRLE T,

# 9-3 PSU-FE NIF iXfEF 1 —DF 1 —ROREH

EQEF?—E%{E E_QEF?_?%%:J_EG)'S?"

4095, 8191, 16383, 32767, 65535, 131071 | NIF %7: ) &% 131071 MR E T 24EAHD £, *

AKIATY RTEELZF 2 —BEOF 21 —EDAEHMETT., F2—REOEE2ERLLF2—BFE0OF 21—
EREEHEICEATEA., FOBE, F2—EZ2F 74 )V MEELTHVWET, T7 4L MEIZ [£9-4
PSU-FENIF #EFX 2 —DF 2 —EDF7 3 )L Ml 2ZBL T &0,

387



9 QoS

[TV > REEEROEF]
RORIRT F 21 —RTHELET.
% 9-4 PSUFENIFXEF1—DF1—ROF T4 ME

PSU O FE #& KEDT 74 ME

1 2047

2 4095
CEEANDRE]
BUEME% KM 57201 NIF #FES LT a-IE, #2475 NIF 20T 2@8E1FELET,
[ERTEE D IREZH]
Fa-RELELLGE, IHELLNIF 2 FHCHEH L s L ICERICRRENE T,
CE==IE]

388

1.¥2—RERTTHHE, ROMIFERL TS,
e F1—ERBETCEEDIE, NIF ODR— K& A A PE-NIF ICIEESNTWBIEEEITTT,

¢ Fa1—REAEWETE % NIF X PE-NIF 7213 9, PE-NIF I/t@ NIF Z48E L7-Ha, AT 4
Ayt —=UPHEAENT, ERIIRBESNERA,

e FEEAM 2D PSU TIE, F2—FIT4095 2 EETEEH A, BELLBS, YATLAvE—-
BHASNT, BRICKMSNELA.
(BSEIY> K]

system nif board-type



9 QoS

traffic-shape rate

A =By M V¥ T2 —RIR— NEFHEEHRELET,

[AAFE]
BHRORTE - BE

traffic-shape rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
B DOHI k&

no traffic-shape rate

[ATIE—NK]

(config-if)
A—HBAxy M UH Tz —R

[INZA—=9]
rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
R— bEEHHEzERLET,
1LAINT A — 5 BREE OFHAE
B TEEEA
2B EHH

WOFIRLET,
BOHAMITIZk, M, GAEETEET, 2B, kix 1000, M E 10002, Gt 10003 &7 0 F£9,

& 9-5 KR— MNEEHIEORESEE

SREEE 2418
G B 1~100 1
M Bifs 1~100000 1
k B 10~100000000 10

[27 > REEBEOBE]

EHREECEMEL £ 9,

LEEADRE]

R— MEEHHORENTT I 5F TOM, —BNICEREEETrN I 71 v I PRNDZENFH D ET,
[ERENE D R BRE2H]

WNROA =Ty b 25T 2 —ZADRENVEFBEFOBE, REEOEER, I IHERICKMLZE
T TOEPOREBOHEX, EREFFELG & SITERICRMLET,

[E==1E]
L EfREAEEORE, K- MERBETRE LT CRETEAVN LBV ET,
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9 QoS

(BSEOY > K]

ARV

390



F4ifm v hJ—TEERRKEE

L2 JL— T4

391



10 L2 L—T 14

loop-detection

L2 V—TBHITOR— MEFIZREL T

[AHFER]
BHRORE - BE

loop-detection {send-inact-port | send-port | uplink-port | exception-port}
B DHI &

no loop-detection

[AFTE—NK]

(config-if)
A—=—HVA2v MU Tz—A, K= F¥+RXNA YT z—2R

NS AX—=9]
{send-inact-port | send-port | uplink-port | exception-port}

send-inact-port
AR EHER - NMIRELE T, L2 V-7 L —L2%%(EFL, BEE»S50 L2 L— 74
TV—L%2FETHE, VATLAvE—I%2HSTLUAR— b % inactive IREEICLE T,

send-port
BHEER—PNIRELET. L2 LV—THHN7 L —L%2%(EL, BEE»SD L2 L—THH7
L—L%2ZETHE, VATLAvE—VZHALET,

uplink-port
Ty TV IR=MIFRELET, L2 V—THMT7 L —LIEEELETA. BEBPSD L2 L—
THM7 L —L0%%ETHE, TJV—LREXLTIYATLAy—V2HALET, 7L—L0%E
JTEOR— MNERIARAEFEAZER - FOBAIE, EETA— % nactive IREICLE T,

exception-port
L2 L—RHE RN AR — FMICRELET, L2 V-7 L —L%2ZELTHABEELITVE
ﬁ/lzo

1.ARKIST X — & BEEEE O HAE
EBRTETEEA

2. fEHD % E i
=L

(37> REIERFDEE]

BEIR—PELTEELET, L2 LV—THET7 L —LAI3FELZVT, BEELSD L2 L— 77
L—L%2ZETHE, VATLAvE—V2HALET,

LBEEANDFE]

AQV

392



10 L2 L—T4450

[EXEME D R ERZZH]
BEEEER, §IOEAICRBRENET,

1A= ERZEEIT DL, RIORIBERPZVTENET,

o inactive IREEICT A FETH L2 L— 7 L — L2EHK

« HEMEHE TORRM
2.R—MERIZEELTCH, R—bTED L2 V-7 T L —LEZEOREERIIZ YV T ENEHE A,
[BS@EI<Y > K]

loop-detection enable
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10 L2 L—TH4

loop-detection auto-restore-time

L2 U— AT inactive IREEIC Lo A — b 2 BEIHIC active IREEIZT B TOREM 2B THRE L &
—a—o

AR
WHROBRE - £E

loop-detection auto-restore-time <seconds)>

B D HIFR

no loop-detection auto-restore-time
[ASE—K]
(config)
NS X—=9]

<seconds>
inactive JKR&IZ L7z A — %= BEIMIC active IRREICT A TOR AW BEMTHRELE T,

14N T X — & B IEE O F)HE
BB TEEEA

2 fEDOREEEH
60~86400

[O7 > RS OEE]

inactive IRR&IC L7- R — MIEBHIIC active REIZZ D FH A
LEEANDFE]

AQV

[EREB D R IRE2HE]

EEEER, §IGERICRMmESNET,

CE==EIE]

LRI Y FERELIZRE TSI XA =5 2 BE LI5S, BEINIC active IRREIC 72 5 £ TORFS KA
BoThwhid, BOKMZ—E )T Lbs, EEREOEMERICKMENET,

7

(BhEDY > K]

Lloop-detection enable
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10 L2 L—T440

loop-detection enable

L2 V—THMmE2ENICLET,

[AF372A(]
ERORE - BH

loop-detection enable id <loop detection id>

IEEHQLEUIES

no loop-detection enable
[ASE—RK]
(config)
[INSX—=F]

id <loop detection id>
L2 V—T7BHOID #HRELET. 2 FT—IVHNOEROREET L2 L—THMzEESE 215

B, I=— U BBESEREEL TS0,
LA T X — 5 RO P HHE
HETEZETA
2 EDREHH
1~64
[O7 > REBEFOENE]

L2 V— TRz Baic LE 9,
LEEANDFE]

%=L

[EENE D IR Z2H]

EHEEER, §IGERICRMENET,

CE=EIA]

LRI RZHBRLTL2 V— 7Bz 83 L ERIC, BEARI~Y Y FEREL T L2 L— 7%

BT BGEE, Ko< FEIER%ICGER I~ > N show loop-detection #%EfTL, IE&EX vt —
¥ [L2 loop detection is not configured.] #FRRSNBH I EZHERL TP HEML T ZS W,

2

[BHhEIY > R]

ARV
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10 L2 JL—TH4

loop-detection hold-time

396

L2 V—7RHAAR— b % inactive REEICT B ETD, L2 L—THH 7 L — L ZEHOEEREE 2B
THRELET. BBRICI2 L—THHT7 LV —2%2ZELdbE, L2 V—THH7 L —L0%22ELRWTH
HREEZEB LIS, ZOR— FTHEEL Tz nactive IREEICT B2 TO L2 L— TR 7 L —L%2(E
Iz TENET,

ARz
BROBE « BH
loop-detection hold-time <seconds)>
1B D HIFR
no loop-detection hold-time
[AHE—K]
(config)
NS A—91]
<seconds>
inactive IREBICT B F TO L2 L— I 7 L — AZERO RS2 WEMTHRELE T,

LA T X — & B O F)HE
BB TZELA

2 fEDREH
1~86400

[O7 > REREFOEIE]
inactive IREEICT BAETHO L2 L—THH7 L — L ZEH2HEF LETZ I,
LEEADEE]

AQV

1.AKIV Y FEBRBELRET/SS A=Y 2 BB LZES, L2 V—7H57 L — L2 EROEEERL A
BoTWwiid, BOKBEZz—E U7 LIzbE, BFEHEOEMERICKMINET,

(BSEIY> K]

Lloop-detection enable



10 L2 JL—TH4

loop-detection interval-time
L2 V=77 L — L DX EHEz EMTHRELE T,
[AFIER]
HROKE - BE

loop-detection interval-time <seconds>

THROHIFR

no loop-detection interval-time

[ATIE—NK]

(config)
[INSX—F]

<seconds>
L2 V=787 L — L EHREEZEATHRELE T,
1A T A — 5 BEgR O P IAE
B TEEEA
2 EDFRE HiFH
1~3600

[O7 > REREFDEE]

L2 V—7H7 L — L O%EERREIE 10T,

[EEANDFE]

[BXEME D /R IRE2H]
REMEFER, TICGERICKBESNET,
CE=ZEIR]

zL

[BSEI<Y > K]

Lloop-detection enable
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10 L2 L—TH4

loop-detection threshold
AR—h % inactive REEICT B ETO L2 V—THRA 7 L —LZEREHRELET.

[AAH]

BWORE - £H
loop-detection threshold <count)>

1BHROHIR
no loop-detection threshold
[ASTE—K]
(config)
NS X—=9]
<count>

A— % inactive REEICT AETO L2 L — T 7 L —LZERTBELE T,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEH
1~10000

[O7 > REEBEFOEE]

AR— b % inactive REEICT B ETO L2 V—THRAIT L—LZ BT 112D ET,
LBEANDZE]

=L

[EXTEME D S IRZZHK]

REMEER, TIGERICKBENET,

CFEEIE]

1L.AIV Y FERELILCREBTNIA Y Z2EE LI5S, REFAD L2 V—THA7 L — L8z RE
LTWhiR, ZEHE—EI T Lbs, BEHROESERICKBENET,

(BSEIY > K]

Lloop-detection enable
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11 XAb=—4LTd>~O-L

storm-control (global)

no storm-control I RiZ&k->T, A=A O—LOWNENETHT L —LBHEZHRELET.

AR
BROH

no storm-control broadcast
no storm-control multicast
no storm-control unicast

IEEHQLEUES

storm-control broadcast
storm-control multicast
storm-control unicast

[ASTE—NK]
(config)
NS X—=9]
broadcast

TO—RF ¥ AM 7L —LEEELET,
1. 2485 X — & BB O EE
EETEEE A

2 fED R EHEF
A3V

multicast
TILFFY AT L —LEREELET,

LA T X — % B O FHAE
BB TZELEA

2 fEDREHF
QY

unicast
I=F vy AN T L—LEZEELET,

1485 X — & AR O FHAE
BB TEZELEA

2 fEDREH
=L

(37> REIERDEE]

THO—RFY AT =L, ILFFY AT L—L4, BEPLIZF A+ A NIV —LEFTRTAN—LTOY
FE—ILOWNRICLET,

LEEANDFE]

ARV
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11 XAb=—LTd>~O-L

[EXEME D R ERZZH]
BEEEER, §IOEAICRBRENET,

.78—FRF ¥ A+ T7VL—L4, YLFFH+ AP TIL—L, BEUOLIZF YA IL—LDTRTEA+—
LAY PO— VOWRFIMIHET BHE, Ab—LI PO —VIZEELLEL D ET,

[BEEOY > K]

storm-control enable
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11 XAb=—4LTd> O

storm-control (f—H Xy N9 7 1x—XRX)

AR=MIFLTAN—LT 2 a—LE2HRELET. KAV RTTIITIVT 1 VIRRT L—LDOHIER
%ﬁbiﬁo

AT

BROBE « BHE

storm-control broadcast level {<rate> | bps {<kbit/s> ‘ <Mbit/s>M ‘ <Gbit/s>G}}
storm-control multicast level {<rate> | bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}}
storm-control unicast level {<rate> | bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}}

IEEHQLEIES

no storm-control broadcast
no storm-control multicast
no storm-control unicast

[AIE—R]

(config-if)
A—HYRxy M UF¥Tz—R
[T A=F]
broadcast
TO—RFY AT L—LZA =LY bO—)LOXNRICHELE T,
L AT A — 5 B OWHE
TUO—RF YA+ TIL—LZA =L PO—LOMNRIZHELE A
2. fBEDEE i
=L
multicast
TLFFXYANTI L =LA =LY b= LOMNRICHELE T,
1. AT X — 4 B O F)HAE
CLFFY AN T V—LBZA N —LTY PO—LOWRNRICEHELETH A
2. B D E i
%L
unicast
IZF Y AMIL—LZAP—LTY PO—LOMRICHELET,
L ANT A — 5 AW OWIE
IZF Y AR TL—LEAP—LTY PE—LOWMRICHELTE A,
2. B E HiFH
%L
level {<rate> | bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}}

Ab—Lartuo—- V2T 2REFEOREZHEELE . BEZBAL7 LV -LI3EELEI,
ANGA—YZREERIEETLHE, BELLZT7 L—LEROMEERP O 7V TENET,

402



11 XAb=—4LT3>~O-L

<rate>
RIMEZ [ EE T 2EE OS—t > ) TIEELET. 0 2BELLEAIE, MHRETHTL—
L g RCHEEL T, storm-control action I< > RTHRELEMEXEHBLE A,
bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}
BEHHRECEELET. A VY 72— ATHEATELIHRROEELD/ NS WVEEZEELTLLE
S,
1.ARINT X — & BREEREO I HAE
=L
2. [ EHH
<rate>1213 0~100 #FEE L TL 2 &,
bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}HZlZ, KITRT REHF (BH) THEEL LS
l(!O
<kbit/s> : 5~100000000
<Mbit/s>M : 1~100000
<Gbit/s>G: 1~100

[O7 > RERREOENE]

5L

LEEANDEE]

5L

[EREME D RRERZZH]

EEEER, §IOGERICRBSNET,

CE=EIAE]

1. BfEZ B EE IO S 28 GTIRE LIcHa, %81 VY 72— ATHERTE2HEARDEE (1 FH7EY
M =Ty b V&7 2—Z2ADBEIF 1Ghit/s, 10 FHE Y b —F 2y b V¥ T 2 —ZADFHEIE
10Gbit/s) % 100 &L £ 9,

F— PRI I -3 rRar 74—V a3 TRAFEEIDHEVEETEEL TWAESTY,
Ab—=Lar ra— LVORERRAKEEICHT2EEELTEELET,

e

[BhED7 > K]

storm-control enable
snmp-server host
storm-control (global)
storm-control action
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11

AN=4Ld> ~O-)L

storm-control action

404

BELXBA27 LV —L%2ZFBLTAMN—LOREEZHME LI LE, BRURA M L0REORHERZICZFL
727 L —LPREEZTE>T, A b—AronOEEBRHEL-EXOEELRELET,

AT

THROBRTE

storm-control action inactivate
storm-control action trap
storm-control action log

IEEHQLEIES

no storm-control action inactivate
no storm-control action trap
no storm-control action log

[AIE—R]

(config-if)
A—HVxv M UH Tz —X

[INTA—=9]
inactivate

AN—LOFREEBE LI EZIZ, WRA— % inactive IREEIC L E T,
1485 X — & BREE O FIHAE
AN—LOFEEBH L LI, MEEZBALTILV-L20RELTEZEHLT, HRE—-FOR
RELEFELEH A,
2 B E i
=L
trap
AR —LDOREBIUOA M—L0o0REEEEH L EXIC, SNMP BHIZEELET,
1A T X — & B O FIHAME
AN —LOREBLTRA N—LPo0EIEEZEHL/-E &I, SNMPEHMZEELEEA,
2 B E i
Tl
log
A+ —LOREBLIUCA =L 6DEEZBH LIS, YATLXAyE=V2HNILET,
1485 X — & BRgE O FIHAE
AM—LOREBIUVAN—LDoOEEEZHEH L L &I, PATLAYE—VEHALEEA,
2. B E i
=L

(37> REIERDEE]

AN—LOFRERBH L EEIC, BEABA- 7 V—LOEEFITR2ERLET, R E— NOREOE
¥, SNMP @HIDREE, BEIUOYRATLAYE—VOHNITIERLETA



11 XAb=—4LTd> O

[EENDFE]

L

[EXREfE D [ BREZH]

EMAER, §IGERICRMSNET,
[E==IE]

AR

2

(BSEOY > K]

storm-control enable

snmp-server host

storm-control (global)

storm-control (/1 —H Ry b4 T7x—2R)
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11 XAb=—4LTd> kO

storm-control enable

AR—LaY  NO—LEEILET,

[AFIRZR]
BRMOHTE
storm-control enable
e QLIS
no storm-control enable
[ASTE—RK]
(config)
[INTA—=9]
wL

[O7 > REEERFOEIE]

Ab—La v a—LEENICLET,

LEEA DS E]

7L

EREED R IRZDH]

DEELER, TERICKBRENET,
CE=s1E]

7L

[BEhEO~Y > K]

7L

406
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12 RS vFTHkeRE

boolean

408

YA NERTORE NIy IRRORER, T2 EHLCHEELE T,

[ABH]

BHRORE - KH

boolean {and | or}

BMOHIFR

no boolean
[ASTE—NK]
(config-track-target)
NS X—=9]

{and | or}
TIVEEEEELET.

and
TRTDO Ty IRRORES Up & &2, REE2 Up & LET,
or
ENDP—DD Ty IRROKRENS Up DL EIZ, K% Up & LET,
1. 48T X — 5 BlgR O P HAE
BB TEETA

2. [EDFEEEH
A9V

[O7 > REEEEFOEIE]

Enh—oD Ty I REOREN Up D& &I, WiEE Up & LT,
LBEADEE]

L

EREMED RIRLHL]

A7 RORERICEMSNET,

BEI=CE]

L

(B&EIv> K]

type



12 "SyF>THRE

default-state

KNS TDFTTHIN Ty ZIREEZHRELE T,

[AFHA]

BROKE - BH
default-state {up | down}

TH|MOHIR

no default-state
[AHE—RK]
(config-track-target)
[INSX—F]

{up | down}
NSy IDFTHI N NTy ZIRERZEELE T,

up
F74 VN LTy 2REER Up & LET,

down
T74)E Ty ZHREE Down & LET,

14N T X — & BIEE O F)HE
BB TEEEA

2. f[EDRHEEEH
zL

[37 > REEEEROEF]

F7 4Lk Ny 2 REEE Down £ 0 £
[EENDFE]

L

[ER7E fiE D [ BREZH]

KAV FORERICEMENE T,
[E==EIR]

L

[BSEI< > K]

AQV

409



12 NS vFTHeRE

failure detection

410

ICMP ER COREREMETOHELREL LT,

[AHFER]
BROFE - BH
failure detection <failure count> trial <count> interval <seconds>

BMOHIFR

no failure detection

[ABE—R]
(config-track-target)
[INSX—9]
<failure count>
FZ v ZREx Down EHIET HR—Y Y FREEIHEIEELE T,
1. AT A — 5 BEgR O P HE
BRTEELA
2. D EEH
1~255
trial <count>
BEREMIEFOR—) > FHITRIHEZRELET. K= v FRREIHN LOEEEEL TLZS
W,
1. AT A — 5 AR OHIE
BB TEETA
2. [EDEEH
1~255

interval <seconds>
BEREMEFTOR— » 7RTHEE () 2EELET. K-V U JIEEFERKR (timeout) DL
DEEEEL TS0,
1.8 5 X — 4 B O HAE
BRTEEEA
2. (B D ELE i
1~3600

(37> &R OEE]
WIORTETHELET,

s EEREMEFROAR - 7RKEE 4 [H
s EEREMEFROAR - ZFAITEE 5 [H
s EEREMEFROR - ZEITHE 28



12 "SyF>THRE

LEEADEE]

L

[EBREB D R IRZTHE]

ARKavr FORERICRBENET,

[EEEIE]

. EEREMIEFROR -  ZTEITHERICA -V » VISERSRE L D/ NS WEZIEE L 5HE, BEH
ERFEHROR—) » TRITHEEZ R -V 2 VI EFSRE R CR B L TEEL 7,

[BHhEIY > R]

type

target ip

target ipv6
timeout

recovery detection

411



12 NS vF 2 THeRE

icmp
ICMPEBRTOIP )Ny NEFRELE T,

[AH]

BHRORTE - BH
icmp [dscp <dscp>] [ttl <tt1>] [hoplimit <hops>] [packetsize <size>]
1 DELSEL—DDINT A=Y EZIBETHAHENFHDET,

e QLI
no icmp
[AHTE—RK]

(config-track-target)

[INT X —9]

dscp <dscp>
f87E L7-fE% IP ~\ v ¥ @ Differentiated Services (Type of Service) 7 1+ —JL F® DSCP & LT
BELET,
1. 48T X — 5 Bl R O P HAE
0
2 fE DR E HFH
0~63
ttl <ttl>
BELIEEZIPAY DU 74— L RICRELET,
1. 48T X — 5 Bk O F)HAE
255
2. fEDREEH
1~255
hoplimit <hops>
T8 L7-f% IPv6 Ny ¥ D hops 7 4 =)L RICHELE T,
1.ARNNT A — & B O WHE
64
2 fED R EHH
1~255
packetsize <size>
FET 5 ICMP Echo /3y hOTFT—EONA MIAEEELE T,
1. 485 X — 4 Bk O F)HAE
56
2 fE D E HiF
16~65527
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12 MSyF>THRE

[37 > REEEEFDENE]

KIAT Y ROITA =PI RCAIHRETEEL £,
LEEANDFE]

%L

[ERENE D R BRE2H]

KAV FORERICRBMENE T,

CEEEIA]

Lttl /8T A —% TEE L7 ICMP /87 v MZHERA L E 9, hoplimit /85 X —% THE L7-EIE
ICMPV6 /87y MIZERA L £ 9,
2.ICMPv4 Ei#IC packetsize /NI X =¥ Z18E T S56, 65467 LLTOEZIEEL TS,

[BhED7 > K]

type
target ip
target ipv6

413



12 NS vF 2 THeRE

icmp check-reply-interface

414

ICMP B ICMP Echo Reply 2%{Ed 54 >4 72— A%2BELE T, KOV FTHEELLA VY
7 = —ALA 5 ICMP B ICMP Echo Reply #2EFLTH, I6ELLEHMLET,

[AF3FER]
WHRORE - £E

icmp check-reply-interface <interface type> <interface number>
1HHROHIR

no icmp check-reply-interface

[ABE—R]
(config-track-target)
[INSX—9]
<interface type> <interface number>
AV Tz—RAEEELET,
1. AT A — 5 AR O W IE
BB TEEEA
2. EDEHH
<interface type> <interface number>i2i&, IIIRT A > ¥ 7 = — ZFFN 7L — 16 s 2 A
VETI—ABRBLUOA I T 1 —AFSEEETEET, Fllld, ST AXA—FITHEETZ 21E]
O WA 87— ADEETE] 22U TLEZS 0,
A=Y EXY M F TR
A =YXy M T I T —R
A= bFrRINA T T =R
KRR F X RN TA T 2R
-VLANA > 72 —R
C A=V AV RAR—b

(37> REIERFDENE]

ICMP EE#i® ICMP Echo Reply #%{E L7z A > % 7 = — A & ICMP Echo Request 2%#(F L7241 > ¥
TI—AN—HTHNPEDD, BRRLEHA

LEEADEE]

L

ERTEIED IREZHE]

AKI< Y FORERFICKBENE T,

REEI]

ARV



12 "SyF>THRE

[BEEOY > K]

type
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12 NS vF 2 THeRE

interval
ICMPEHROR—) v /RIBEEZHRELE T,

[AFIRZR]
BROFE - BH

interval <seconds)>
1BHROHIR

no interval
[ASTE—K]
(config-track-target)
[INTA—=9]

<seconds>

KUY 7R () Z2EELE T, A— Y VInERLRMHE (timeout) M EDEZIEEL T ZE
l/)O

14N T X — & IR OF)HE
BETEEEA

2. [EDREEEH
1~3600

[T~ > REEEROEE]
A=V > R 6 BT,
CEEANDFE]

L

[EREME D/ IREZH]

Favy FORERICRBENE T,
CE==IE]

LAR=Y Y ITERICAR =) U VISEFE BRI L D /NS WEZIEE LGSR, K-V Y TRz R—) 7
JSERBRE EF CREICREL TEELE I,

(Rh&EI <> K]
type
timeout
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12 M3y FTHRE

recovery detection

ICMP EEfR CORERERIETOBEZREL LI,

[AF37zE(]
ERORE - BH

recovery detection <success count> trial <count> interval <seconds>

BMOHIR

no recovery detection

[AFIE—R]
(config-track-target)
[INSA—%5]
<success count>
Moy ZRREE Up CHIET H2KR—) U TRIIEHERRE L £7.
1. 485 X — 4 Bk O F)HAE
B TEEEA
2 EDFRE HiFH
1~255
trial <count>
REOEREFOR—) » FTRTRREEE LET. K=V Y IRINEKN EOEA2IEE L TS
U,
1. AT X — 5 B O RE
B TEEEA
2MED R EHH
1~255
interval <seconds>
BEREMRIEFOR—Y > FRTHR () ZEELET. A—) U VIEEFERERE (timeout) Bk
DEZIEEL T ZS 0,
L. ANT A — 5 AR OFIE
BB TEE A
2 MED R E HH
1~3600

[37 > RERFOEE]
IR T ETHIELET.

o BEREMEFOAR -1 > ZEIER : 4 [E
o BEREMREFOAR—1 > 7T EH : 56
o BEREBEFOR—Y > 7EITHERE 28
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12 RS vF 2 THeRE

LBREANDZE]

%L

[EXTE(E D [ IREZHE]

KAV FORERICRMENE T,
CEE=IE]

1LEEREMREFOR—) ¥ ZHETHERICA -V VIRER S RE L DS WEZIEE L-HE, EEE
Bt OR—) ¥ ZESHREE R - 2 VB SRE R CRREICHB L TEEL X7,

(B9EIY > K]
type

target ip

target ipv6
timeout

failure detection
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12 MSyF>THRE

shutdown
NTy I OEEREILLET FEIEFRO ~ Ty ZREEICIE, default-state 2 > FD
[AF#73]
BROBE

shutdown

IEEHQLEUIES

no shutdown

[ATTE—NK]

(config-track-target)
[N A—=F]
L

[T~ > REIEEOEF]
by rEREEELEEA,

f

T

%3

&

FALEY,

R
il

LCEENDRE]

AR

[EREMED [ BRZ2H]

AKa<wr NORERICRKBRSNE T,
BEI=E]

AQV

[BSEIY > K]

default-state
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12 RS vF 2 THeRE

target interface

AVE T —AERONRA VY T2 —AZHELET T,

[AFIRZR]
EHORE - AE
target interface <interface type> <interface number)>
1BHROHIR
no target interface
[ASTE—RK]
(config-track-target)
[INTA—=9]
<interface type> <interface number>
ERT B VYT —AEEELET,

1485 X — & ARk O R HAE
BB TEEEA

2 B EHH
<interface type> <interface number>i2i&, IIZRT A > ¥ 7 = — ZFERN 7V — LIS 2 A
YETI—ARBLUA VYT 2 —ABFSZIEETEET . #illld, VST XA-FITHEETE 1E]
O [WA 287 2—ADIEEFE] 22 L TSN,
R e VAN T EE
K= b FrRNA I TR

[O7 > REREFOEIE]
AT x—AEREZ LERHA,
LEEADEE]

L

ERTEIED IREZH]

ARV FORERFICKBENE T,
UFEEIE]

L

(BSEOY > K]

type
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12 "SyFTHRE

target ip

ICMP ESHRONR IPv4 7 RLAZIEELZ T,

[AF372aK]
EHORE - BH

target ip <destination ipv4 address)> [vrf <vrf id>] [source <ipv4 address>] [nexthop <ipv4

address>]
IEE LIS

no target ip

[AFIE—RI]
(config-track-target)
[N X—5]
<destination ipv4 address>
EHRITAT7 NLAZIEELE T,
LANT A — 5 B OFIIE
BB TEEEA
2B E HH
IPvAT7 RLAZIBELE T, 727200, WIRT T FLAREETEEE A
- 127.0.0.0~127.255.255.255
- 7ZZA, B, CLHOT FLZ
vrf <vrf id>
VRF Z#EEL£9J.
L ANT A — 5 AR OWHE
=Nty NI =7 ZEFRNRELET,
2 MED R E
VRF ID 25 L %9,
FEME, [N RXA—FITHEETZSHE] 2B L TLLES W,
source <ipv4 address>
ICMPv4 Echo /87 v hO#EFLE LTHERT A7 RLARIEELE T,
1. AT X — 5 AR O RE
ICMPv4 Echo /%7y h2%&(ET 21 Y72 —ADIPv4A 7 RLARFERHLE T,
2 ED R E HH
IPv4 7 NLAZIEELE T, 72L, WIIRT T FLARRETEEHA
- 127.0.0.0~127.255.255.255
- 7ZAA, B, CUSOT FL R
nexthop <ipv4 address>

ICMPv4 Echo /87y FEBEOXR T A ARy 7 RLAZIBELE T, BET A7 A bRy FiE,

AEBPEBEERL TVAH LY T =7 LITFEET 2BEPHDET,
14N T X — & B O F)HE
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422

BEBHRICH-S TR I ANKRY TRZRELE T,
2. (B E HiF
[Pv47 RLAZBELE T, #72L, WIIRITFLAIRETEE A,
- 127.0.0.0~127.255.255.255
- 7S5 AA, B, CUHDOTRLZ
[O7 > REEBEFOENE]

L
DEEANDRE]
L

[ERTEE D/ IREH]
Favy FORERICRBMENE T,

CFEEIE]
1.A3<> F& target ipve <> RI, FRBICRETE A,

2.<destination ipv4 address>IZ 70— FF v A M7 RLZAZHRETZETH, ZOBE, KhIv o
FHROWIEE Up 1270 A

JERZMB LD EICERNROT FLAZEET H &, BEMOERREZFSHEEI,

(BHEDY > K]

type

interval

failure detection
recovery detection
timeout



12 "3y F>THRE

target ipv6

ICMP ESHRONR IPV6 7 RLAZHELZ T,

[AF372aK]
EHORE - BH

target ipv6 <destination ipv6 address> [vrf <vrf id>] [source <ipv6 address>] [nexthop <ipv

6 address>] [interface <interface type> <interface number>]

LR OENIES
no target ipv6

[AFIE—R]
(config-track-target)
[N X—5]
<destination ipv6 address>
EHRITA7 NLAZIEELE T,
L. ANT A — 5 AR OFIHE
BB TEEEA
2B E HH
IPv6 7 RLZAZIELE T,
vrf <vrf id>
VRF 23 EEL £ 9.
1L.AINT A — 5 BREE OFHAE
TU—=Nty NI =7 ERERRNRELET,
2 f[EDRHREEH
VRFID 2f8E L %9,
ML, [T A—FIIBETESME] 2SBLTLEZE W,
source <ipvé address>

ICMPv6 Echo /¥y FDZFEEBETLE L THERTLS27 FLAZEEELE T,

1. AT A — & BEgR O Y HAE
ICMPv6 Echo /87 v b Z2EET A5 V¥ Tz —ADIPv6 7 RLAZFEHLE T,
2. fED R E i
IPv6 7 RLAZEELE T,
nexthop <ipv6 address>
ICMPv6 Echo /37 v MEEROX T A MRy 7 L ZA2IEELE T, IEETHA T A MRy S
AEBNVEFZEZEHR L TVEy FT—7 BIXFEET 2HENHD £,
1. AT A — 5 BEgR O FIIAE
REEERICIE S TR T A MRy TERELE T,
2 MED R E
IPv6 7 RLAZEELE T,

I,
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12 NS vF 2 THeRE

interface <interface type> <interface number>
ICMPv6 Echo /X7y MAERDA > 8 7 1 —AZEELE T,
destination, source, B U nexthop /8T X—#I121Pv6 U7 a—HhLT7 KL AZIEELIHEA,
RINTG A= TREBA VY T2 —AEBELTLEZS 0,
1. AT A — 5 AR OHIE
AEBEBPBR LA VYT —ADSEBLET,
2B E HH
<interface type> <interface number>i2i&, IIIRT A > ¥ 7 = — ZFEFN 7V — 1B d 2 A
VET1—AZBEIUA VY T2 —ABEBZIBETZTET, FMIE, [T A—FITHEETZ SME]
O [WA 287 2—ADIEEFE] 22U TSN,
A=Y FXY b FTz—RA
A=Y Ry M TA YT =R
AR —= b FrRINA T T =R
KRR F X RNYTA T 2R
- VLANA %7 2—2A
e S SV N e

[O7 > RSO EE]

zL

CEEADRE]

A4SV

[(BEME D RIRZZHE]

RKITY RORERICRKBMENE T,

[E==IH]

l.Ra<> R& targetip I~ > Rid, FERICHRETEZEEA.

2EREZHMBLIS EICERNROT FLAZEET S &, AEROERRELZF [ SHIET,

[BhED~Y > K]

type

interval

failure detection
recovery detection
timeout
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12 "3y FTHRE

target object
VDAMEHONR N T V2B ELET,

[AFHA]

OB - B
target object <track name> [not]
BHROHEIR
no target object <track name>
[AHE—RK]
(config-track-target)
[INSX—=F]
<track name>
NIy I BRERELET,
1.AST X — & BREE O FHAE
BRTEERA
2. BB 7E Hi

31 XFLADZFIZIEE L LT,
FEEIE, [N X=FIHEETEZAME] 2L T ZS 0,

not
BELIE NIy IRNROREEABE L CRHMTHERIEELE T, HELL b T v IRRORES
Up & ZiX Down, Down D& ZiE Up &RB#ELE T,

LA T X — 4 B O F)HE
REZEELEE A

2 fED R EH
=L

[27 > REEEOEE]

zL

LEENDFEE]

=L

[BXEME D[ IRE2HE]

RKaAv Y FORERICKRENE T,
CE=EIA]

ARV
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12 NS vFTHkeRE

(BEHEI~Y> K]
type
boolean
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12 "3y F>THRE

timeout
ICMP BEO#— ) > IS ER 5 ME 2B L E T,
[AFI#72]

BROKE - BH
timeout <seconds)

BMOHIR

no timeout
[AHE—RK]
(config-track-target)
[N A—=%]

<seconds>
A=V IIREHERME () 28ELEd. A=Y 7ME (interval) IFOEZIEELTL S
l/‘O

LA T X — & BIEE O F)HE
BETEEEA

2 B R EH
1~255

[37 > RERF OEE]
A=) ¥ FISER S R 2 BT
[BIEANDRE]

%L

[EEME D RERZZH]

A7y FORERICRBENE T,
[EREIR]

7L

[BS&Ea~ > K]

type
interval
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12 RS vFTHkeRE

track-target aging-interval

RUBEPRELZDE, BNER NI v 7OERZ—RNICRE T 2RHZHRELE T, CORMIEET
BHET, MY IREBIIIRUBRIO Ty 7REZEHLE I,

RIRT Ty ZERNICEALE I,
+ ICMP Eiff

s AU T 2 —REHR
AR

BHORE - £H

track-target aging-interval <seconds)

HEROHIFR

no track-target aging-inteval
[AHE—K]
(config)
NS A—=91]

<seconds>
JUBRICEHNER NS v 7 OERZEE T M () 2EELET,

14N T X — 4 B O F)HE
BB TZELA

2 fED R EH
1~3600

[37 > REBEROEHF]
ER2RET HRMT 180MELDET,
LCEEANDFE]

AQV

[(BRE(E D R BREZH]

RKIAv Y FORERICRKBMSINE T,

REEI]

LRUEPFEEL TR SR Y NTHRE LRHEPEE T A1, ROES5POEEEZ Lizd EAa
vV REEBELGG, BMERPOERIYY FTEELRHEPRERT 2 X TERZRELE T,

» no shutdown 2<v> FZETL, ICMPERF A V¥ 7 2 —REROEILEZER L.
o ICMPERF/IIA Y 72— REHRDONT v 7 %2BIMULT,

(BSEIY> K]

type
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12 "SyF>THRE

track-target init-interval

BCUMEE L THLBNER N Y VOBEREZMBT 2E TORBZRELE T BEREIO NT v 7K
HEI1Z13, default-state I~ ROZREM[ZEHALE T,

WIS Ty VERICERALE T,
« ICMP E5fH

o AT 1 —AEH
AR

FHOBE - ZE
track-target init-interval <seconds>
B OHIR

no track-target init-interval

[ASE— K]
(config)
[INSX—9]
<seconds>

BCU »EE#) L (o EREHMIGT 2 X TORM () 2ELXI,
LA T X — 4 B O F)HE

HETEEEA
2 (EDEE

1~3600

[27 > REEEOEE]
ERZMGT 52X TORMIE 600 HELRDET,
LEEADFE]

=L

[BXEME D [ IRZ2HE]

AIv FORERICKBENE T,
CE=EIA]

1.BCUDEH L THhLE5ERKIY Y NTIEE LLRKESEET AHNII, ROELLPDEEE2 LIzHEART
Y2 REEBELLGS, BERPOARIT Y RTCEELLKRESEE L/-d & TEREZMBLET.
« no shutdown Iv> FZ2FETL, ICMPERE/IZA 0¥ 7 2 — AEROELZHER L,
o ICMPERF/IZA Y T2 —RERD NT v 7 2BIMLT,
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12 NS vFTHkeRE

(BSEOY > K]

type
default-state
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12 "3y F>THRE

track-target name

BNERN Ty 7ERELET. Ra~v > FATIE, config-track-target €— NICHITLE T,

[AFRZR]
BROBRE

track-target name <track name>

B|MOHIPR

no track-target name <track name>
[AFIE—R]
(config)
[INSX—=F]
<track name>
NIy I BRERELET,
1.AST X — & BREE O FHAE
BRTEERA
2. BB 7E Hi
31 XFLDHNOEHIZTRE L L9,
B, 3T A= IZHBETEAE] #8BLTLIZE W,

[37 > REEIFDENF]

AQV

LEEANDRE]

ARV

[EREME D IRZZH]

KIT Y FORERICRKBMENE T,

[EEEIR]

L.  JEERZLTWAS NIy 7 2HIBRT 2 E, ZHO NIy 7REIX Down &40 ET, K
~ 2 ROHIBRERC T v F 2 JEEEL L TWAKEET Down 2 S €72 2WIEHEIE, M TvFr
THEEOREZHRLbET, K<Y FRHIBRLTILES L,

2EMER NI 7 ERLU Iy JRIIRETEZ EH A

[BSEIY > K]

ARV
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12 NS vFTHRE

type

FTy R ZfEELE T

[ASFER]
BRMOH

type {icmp | interface | Llist}
B DHI &

no type
[ASTE—NK]
(config-track-target)
[INTA—=9]
{icmp | interface | list}

icmp

by 7RI ICMP EEfR 2 EE L £ 9.

interface
Ty IRERICA Y T - AEREEELE T,
list
N Z7RERNICY A NEREEBELE T,
1. AT A — 5 AR OHIE
BB TEEEA

2. [EDFEEEH
A9V

[O7 > REEREFOENE]

AQ

LEENDRE]

AQ

[(EREB D R IRE2HE]

RKaAv Y FORERICRKRENE T,
CFEEIE]

=L

(BHEIY > K]

ARV
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13 R—rIX5-U2T

monitor session
R=—brIT—V UV ITHRELHRELET,

AR
BEROH

monitor session <session no.> source interface <interface id list> {rx | tx | both} destina
tion interface {gigabitethernet | tengigabitethernet | fortygigabitethernet hundredgigabi
tethernet} <nif no.>/<port no.>

BROEE
monitor session <session no.> source interface <interface id list> {rx | tx | both} destina
tion interface {gigabitethernet | tengigabitethernet | fortygigabitethernet | hundredgigabi

tethernet} <nif no.>/<port no.>
monitor session <session no.> source interface {add | remove} <interface id Llist>

BWOHIkR
no monitor session <session no.>»
[AHE—K]
(config)
NS A—=9]
<session no.>
R=—br3I5-U Tty aryBEREELET,
1. AN XA — & BRSO FIHE
BB TZEHA

2. B E i
1~1000
source interface <interface id list>
R=FIT7-VTDEZY—FR— b2V A MEXTHELE T,
L ANT A — 5 B OWHE
B TEEEA

2. B E i
(8T X=FIHEETZ2ME] 2ZHL TSV,
source interface {add | remove} <interface id list>
BEFEAD)ZA MR LTR=IT—) 2 TDEZY—KR—%2BI, FEHKRLET,
add <interface id list>
BERADI)AMIKR=FIT—) Y TOE=ZY —KR— b E2BIMLET,
remove <interface id list>
BEFEAD)ZAIDPER=FIT=)VITDEZY—KR— 1 2HIBRLET,
1. AINT X — 4 BEEEE O F)HAE
B TEZEA

2. B D% E
[T A—=FIIBETZAME] 2L TLIEE,
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rx | tx | both}
R=b3IT=VTI2LTT7 1w 7DhMEREELET.
rx
ZETV—LEIT-) T LET,
tx
BEEIL—Lx2IT7—-UTLET,
both
EZETLV—LE2IT—IYTLET,
1. AT X — 5 BIgR O HE
BB TEEEA
2 MED R E HH
%L
destination interface {gigabitethernet | tengigabitethernet | fortygigabitethernet |
hundredgigabitethernet} <nif no.>/<port no.>
R—FrIF—UVTDIT—HR—-+E2EELET,
{gigabitethernet | tengigabitethernet | fortygigabitethernet | hundredgigabitethernet}
I7-R-rOERZEELE T,
1.ANT A — % BUR OF)HAfE
BRTEEEA
2 MED R E
%L
<nif no.>/<port no.>
I7—-K—FDONIF &S, F—rESZEELET,
1. 4085 X — 4 BEgR O ¥ HE
BRTEEEA

2. B EHHE
8T A —=FIIEETEAME] 22BLTLLZE 0,

[37 > REEEROEF]

L

[BENDFE]

L

[E2REfIE D S BREZH]

BEEEER, §IOERICRBENET.

LBBROE=Y—F—P /L T—2DIFT—FR—- 2RETEEI, A—+3IF7-VYrTcar-L
TRETL—LRERDOIT—R—PMIEELEY, I¥—LEEETIL—L2EHD IS —F—MC

RELIEDTEERA,
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13 R=rIX5-U2T

22R=F 359U cat— L7 7 L—L0ENVEBEHEEEZBIEE, FOT7L—LIIEEINE
a_o

33T TICIT—R-—PELTHRELTVWAR—-—+%Z, EZ¥—FR—-MIERETEEHEA,

4 F=—R—PbFEEIT— A PMIBEL VA YT —ADAY T4 7L — a3 &YKL
TBEICE, FETAR-IPEENTVAR- I T Ty yarparrq4 b= arn
ks hEd. E=F—R—MIR-—PMIRAPERELTVIEHER, FOY A MAICEET SK— M
EFENTVWSE, F—r3I5—U Tty raroariq«ZL—yaryElkangd,

(BSEIY> K]

ARV
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14 RUY—AR—-ZX5-U>7

destination
RNV —R—RA3IF—Y U TD

[ABH]

1BHDOHRE
destination interface <interface type> <interface number)

1BHROHIR
no destination interface <interface type> <interface number)>
[ATE—R]

(config-dest-mirror)

[INT X —9]

/1
N
|
%
|
S
R(~
B
#
o
Ht
iy

interface <interface type> <interface number>
37— K- bDA VYT —AEEELET,
1. 485 X — & AR O R HAE

BRTEEEA

2B D E FH
<interface type> <interface number>i2i&, IIIRT A ¥ 7 = — ZFEFN 7V — LIS 2 A
YETI—ABRBREA VY T —ABSERIEETEE . #Flllld, [T RX-FITHEETE SE]
O [WA>57 2 -2ADIEFE] Z2ZRLTIEZE N,
A= RY b FT -
K= P FrRNA I TR

(37> REERDEE]

=L

CEEADEE]

=L

[ERTENE D R IRZ2HE]

BEEEER, TOERICRBRENET,
CEE=IE]

=L

(B9EIY > K]

=L
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14 RUY—NR—-Z25-U>7

destination-interface-list
BEERA VY TI—A)ANERELET,

[AFRZR]
BROBRE

destination-interface-list <destination interface list name> mode mirror
BHOHEIR

no destination-interface-list <destination interface list name> mode mirror
[AHE—RK]
(config)
[N A—=%]
<destination interface list name>

REXA VYT —A)ANEZIEELLT,

1485 X — & AR O X HE
B TEEEA

2 EDEE
31 XFLINOREFHA VI T —RA) A MERBELE T,
FEEIE, [N X=FIHEETEZAME] 2L T ZS 0,

mode mirror
BEERA VYT —AV AN 2HHTAEEELT, RITP—R=-ZAIF-YVTEHELET,

14N T X — & BIEE O F)HE
EWTEELEA

2. f[EDRHEEH
AV

[37 > FEEEROEF]

L

[EENDFE]

L

[EXREfE D S BREZH]

EEEER, §IOGERICRBRSNET,
[E==IR]

ARV

2

[BhEDT > K]

destination
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15 sFlow #st

sflow additional-http-port

WEET — 4 TER T URL B#H 2 EHA T 285612, HTTP /87 v + &¥ld 58— F&ES% 80 LISHIEMIE
ELET,

AT

BHRORE - BH

sflow additional-http-port <HTTP port>
BEMOHIBR

no sflow additional-http-port

[AIE—R]

(config)
[INTA—=9]

<HTTP port>

WET — BT URL BE#H =2 HEHAT 2541, HTTP /Y v h &g 2K — FES % 80 LISHTE
MFEEL £,

14N T X — & BUEER O F)HE
HEWTESEEA

2 fEDEEH
0~65535

[37 > NSl OEE]

HTTP %7 v  EHWiS 5K~ M ES1E 80 BRIV ET,
CEEANDRE]

%L

[EXREME D R IRZH]

BEEEER, TIOERICRBSNET,

[E==H]

%L

[BHETV > K]

AQ
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15 sFlow #:st

sflow destination

sFlow /87 v FDFELETHSIAL VI DIP T RUAZEELE T,

[AAFEE]
BHMDOKTE

sflow destination { <ip address> | <ipv6 address> } [<udp port>]
B DOHI k&

no sflow destination { <ip address> | <ipv6 address> } [<udp port>]
[ASIE—K]

(config)
[INSX—=F]

{ <ip address> | <ipv6 address> }
sFlow 787 v b DFEERTHHAL 7Y DIP 7 RLAZEELE T, IP 7 FL A& UDP R— FEBD

MAraHLETRR4MERETEZET,
14N T X — & BIEE O F)HE
BETEEEA

2 B R EH
IPVATERE 7213 IPvOTERX D IP 7 FLAZIBEL 9,

<udp port>
sFlow /¥ v hDFEHLETH 2L 75D UDP R— M ESZHELE T,

1LAINT A — 5 BWEOYHAE
6343

2 fED R E
0~65535

[O7 > REREFDEE]

L

LEEADRE]

L

[ERENE D [ IRZLH]

EMEEFR, TIGERICRBENET,

DEREEIA]

LA A—HIEENTEETA. —EBHIR LD EITEMLTLZS 0,
2.FA—DIP 7 RLRIZH LT, 8D UDP A— M ESORELTEE T,

3.9V 7 %D IPv4, IPV6O 7 FLAELTT7TU—RF+ AMTPRLRA, LFF+ AT RLA, B
Jro7a—hALT7 FLAZBRETCEET A

2
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15 sFlow #ist

(BSEOY > K]

ARV
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15 sFlow #st

sflow extended-information-type

7a—Y P LVOENET - Y EROEEEEZIEELE I,

[AF37EE(]
ERORE - BH

sflow extended-information-type { [router] [gateway] [user] [url] | none }
B DOHI k&

no sflow extended-information-type

[ATTE—NK]

(config)
NS X—F]

{ [router] [gateway] [user] [url] | none }
TU—Y Y TVOEMRT — Y EROREEREEELE I,
CCTHRETHIRT —FERER, Ty MERPSHMTE LA v FRNL—F 2 EICET S 4y
FI)—IBEROFEFDZIBLET, 58lIE, 227407V —2 a3 HA4 K Vol.2]l 126.1.3(2)(c)
BERT—FER] 22BLTLIZS 0,
AT A= IIEBIETEE T, BEIEETH2HEICE, T A—FENNTA -5 DRICEHDOKY]
DEANTHRELTLZE N, 72720, none /ST X = XIHPDINT A =7 LRIEICIEETE Ao
router

L—%1E# (NextHop % &) OREZHALET,

gateway
F—b7zA1ER (ASESLE) OXEEEZHFALET,
user

2—+fE% (TACACS/RADIUS f§#i% &) OREEHELET.

url
URL1E# (URLE#H%zE) ORXEZ2HEBR LTI,

none
FTRTCOWRT YRz L7 ZITEELEEA

LA T X — & B OF)HE
B TEEEA

2 EDRHEEEH
AV

[37 > REESROEE]
TRTOIMET— S HRE T LIV ICEELET .

[EEADEE]

ARV
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15 sFlow #ist

[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

LRI RICE2BEILEFBESNET, WNIA—FIEZLBLEZVWEEIE, BELNIA-FEEZTAX
TAALTLEE W,

(BSEOY > K]

ARV
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15 sFlow #:st

sflow forward ingress

BELER—FDOZEINS T4 v 752 70— FNOY T VIR, FEBLOZENS T4 v 7
BRI TIVDOERNRICLET,

AT

BHRDERTE
sflow forward ingress
BHOHIR

no sflow forward ingress
[AAE—FRI]

(config-if)
A=Yy M HTT—R

[N A—F]

L

[37 > REESEFDENE]

L

LEEADEE]

L

[E2 B D S BRELHL]

FEEES, TIOERICRBSNET,
[EEREIE]

ARV

2

[BHhEIY > R]

ARV
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15 sFlow #ist

sflow max-header-size

HAT - (sflow packet-information-type <> REHR) (A FRIZFEH LTV S5, 7
WXy FOFEE (MAC Ny ¥OEH) »oa—shbmAY A XEBELE T,

[AZ3FER]
WHRORE - £H

sflow max-header-size <bytes)

1FHROHIR
no sflow max-header-size
[ASTE—K]
(config)
NS X—=9]
<bytes>

BART -SRIy FHZER L TWA5E, Y273y ok (MAC Ay ¥ D5%H) 75
AE—SN2BERTPAX (N1 b) ZEEELET,

14N T X — & IR O F)HE
TS EEA

2. [EDREEEH
0~256

[37 > NSl OEIE]

YTy bO%E (MAC A Y ¥D%HE) 75 a8 —SNHRRY A XL 128 31 MRV ET,
CEEANDRE]

%L

[EXREME D R IRZH]

BEBEER, TIOERICRBSNET,

CE==IH]

%L

[BHET7 > K]

AQV
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15 sFlow #st

sflow max-packet-size

sFlow /87y b OBRAY A RZEBELE T, BET LY 1 X, sFlow Ny ¥ » 537y SORBETO
& TY,

AT

BWMORE - BHE

sflow max-packet-size <bytes>

BHOHIR
no sflow max-packet-size
[AHE—FRI]
(config)
[INFA—=%]
<bytes>

sFlow /37y FDBERTA X N1 b)) ZIBELE T, RMEIZILV I IANDRETLA V¥ 7 2 — A
ESINTWVWAMTUE (N M) DIROEERIBEL TS,

1. 485 X — & BlgR O ¥ HE
BBTEEEA

2 ED R EHEH
1400~9216

[37 > REEBIFOBF]

sFlow /%7 v b DFAY A Xid 1400 N1 MDD ET,
LEEANDFE]

%L

[EREME D IRE2H]

EEEER, §ICERICRMESNET,

BEF=E]

ARV

2

[BhED7 > K]

AQ
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15 sFlow #ist

sflow packet-information-type
TU—Y TN OERT YR EZBELE T,

[AH]

BRMOHTE

sflow packet—information-type ip
e QLI

no sflow packet-information-type
[ATE—RK]

(config)
NS X—=%]

ip
Ta—H > PIVOERT - IR ERELET .
ip IBEKEE, XFNrwy A IPVA Ty b OBEIL PV BT, IPv6 /Sy MDA IPv6 BITa
LIFIEELE T, CCTHRETHAEAT— VRO, 27471 —Ya AR
Vol.2] [26.1.32)(b) BEARTFT—FER] 2L T 2S00,
1.AKI8T X — & RO HAE
B TEIEA
2. fEH D% E i
L

[O7 > REEERFOEIE]
AN AR ER LTI L ZHICEELE T,

LEEANDEE]

7L

[EREED R IRZDH]

DEELER, TERICKBENET,
CE=E1E]

7L

[BEEO~Y > K]

7L
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15 sFlow #st

sflow polling-interval

AT TN EAL T INEET AEREREELE T,

(AT
ERORE - BH

sflow polling-interval <{seconds>

TH|MOHIR

no sflow polling-interval
[AFIE—K]
(config)
[N A—=%]

<seconds>
NI F IV EAL T INEET HEREMDBEMATEELET,. OMERETLE, AV ydY
TEIVL T FICEESNET A,

1AV T A — & BHEE OFHAE
BETEEEA

2 B R EH
0~2147483647 (=2 ~ 31—1)

[0V > RAREFDENE]

IV TINEILTIN20DRERTEELET,

LEEADSE]

L

[EREMBE D R IREDHE]

BE/EER, TIHERICRMENET,

DEREEIA]

1.20 R— " EZERT ZEE, ABBICARISE» A ENHDET, ZOEEIE, BEHETSOYHE

R—POBBEBERMHE L THEEL TS,
(fl) ERNROMIEAR -+ 40 K— b OFE, 40 WL EZEEL T,

[BSEIY > K]

ARV
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15 sFlow #ist

sflow sample
AEBICHEAT ST ) VR ETEEELE T,

[AFIRZR]
WHORE - B8

sflow sample <sample count)>
e QLI

no sflow sample
[ATE—R]

(config)

[INT X —9]

<sample count>
AREBICEAT A2V )V URREREELET (BAL X7y M. BRELEY T VBRI E
1Ry FEBERICE>TH ) T LET (B2, 307 Vv UHR%E 512 ICRE LZBE
i, 87y NI /512 OBRTY U TY T LET ),
EMH 3~ > F show interfaces T, sFlow #at 2 BT 5K — b OBREREDOZE £ 723X F/V T v
MiiE (packet/s) ZFTRTHNTLLZE WV, [ER15-1 BEBRECOY YTV IHBEOER] O,
HEP L & (packet/s) ICHiEd 2 [BRER 2V 7)) v U] P HEREICZDET,
LANT A — 5 B OWHE
BB TEELA
2 (B D E i
1, 2, 8, 32, 128, 512, 2048, 8192, 32768, 131072, 524288, 2097152, 8388608,
33554432, 134217728, 536870912
1 721350 2%x4 " n) Onic0~14 2 AN/ EzZIEEL TSV, INSDANDEPATEN
5E, ANMEIDSUTESNICCNSDEEZRELEELET. TOHEOEMAKNT ANEERH
EEOBGRE [F15-2 H2 7YV JHEREEY EFER] IRLET,

x15-1 BARECTOY> U IHEROER

SEFLE/NT Y MRE BREBBYS TS IR BB
(packet/s)
8kpacket/s LI 8
32kpacket/s DI'R 32
128kpacket/s I 128 = 100Mbit/s 4 —H % v b X1 &
512kpacket/s IR 512
2Mpacket/s 2R 2048 | 1Gbit/s 4 —H v b X1 &K
8Mpacket/s LI'F 8192 10Gbit/s  —H v b X1 &K
32Mpacket/s LI~ 32768
128Mpacket/s LI'F 131072 | 10Gbit/s f —H% % v k X48 K
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15 sFlow #:st

SEtLEINNT Y NRE N
ST b BRendY T TR B 1 318
(packet/s)
512Mpacket/s LT 524288 | 100Gbit/s £ — %% v b X8 &
1.6Gpacket/s LI~ 2097152  100Gbit/s £ =¥ v kX 16 &

x15-2 H>7) U THEREY EFXR

IY Y RAAEhIES > T > TR KRCEMET B H > T THER
1 1
2 2
3~8 8
9~32 32
33~128 128
129~512 512
513~2048 2048
2049~8192 8192
8193~32768 32768
32769~131072 131072
131073~524288 524288
524289~2097152 2097152
2097153~8388608 8388608
8388609~ 33554432 33554432
33554433~134217728 134217728
134217729~536870912 536870912

(f51)
<sample count>iZ 1000 PEE S N/2H AL, 2048 (=2x4 ~ 5) TEMELET,

[37 > REREFOEE]

REBIEAY 24 7Y » VML 536870912 (=2x4 ~ 14) 12209,
[ERIEANDRE]

7L

[EEME D RERZZH]

REMEEER, TIOERAICRBENET,
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15 sFlow #st

CEEEIH]

1.[£15-1 B@BRETOYY 7YV IJEEOBRR] © [BRERZ2T 7YV 7HR] TR UHERE
VBT T VIR ERET AIEAE, MEEOEEL &Y, BB LTOEEE+HICHEEL
THhHY IV THRERELTL S0,

(BSEIY> K]

AQV
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15 sFlow #st

sflow source

sFlow /%7y FDREETL (T—Yxz b)) KRESNBSIP7RLAZEELE T,

[AFHA]

BROKE - BH
sflow source { <ip address> | <ipv6 address> }

BHROHEIR
no sflow source { <ip address)> | <ipv6 address) }
[ASTE—K]

(config)
[INSX—=F]

{ <ip address> | <ipv6 address> }
sFlow /8% v bOEFETL (L—Y x> h) OIPTRLAELTHERTSIP 7 FLAZEELE T,
[Pv4 7 RL A& IPVE6 7 RL R ENEN—DF DIEETEE T,

1485 X — & AR O X HE
BETEEEA
2 fED R EEH
IPv4 ek & 7213 IPV6 FER O IP 7 L 2% HEE L £ T
[37 > REESEFDEE]

KAV REZEELLED S I25E, ROBREIHE-STIP 7 RUAPRKRESNE T, FAREIC, FHELZIP
7 R L AERD sflow destmatlon IV RTEELLET RLAYA TERLBIEED, (/"(@@5‘6?! HE-
TIP 7 RULANRESNE T,

B 1
W—=TNy 7425 T2—=AF7RVA (AT 47 L—2arav Y RTHREL TV S5EE)

BT 2

REBOA VT2 —RAIEHOFFOENTWAIP T FLALSHENICEID Y TET,
LEEADSE]
L

[EXREfE DR BRZZH]
EMEER, T IGERICRBSNET,

DESEIA]

1.sFlow 87> v@DT—Y 2 FIP7RLRAELTTHEH—RFY A MNP RLUA, SLFFYAMTRL
A, B 7ua—hAL7 RLRAIBRETEEEA,
2.I—VxVMIP7RLRAELTERTAIP 7 FL AL, REBOA VY72 —RICEDfFIFonTWn
BIPTRLAZEBELTLFEE W, REBLDSNOIP 7 RLUAZIEEL-ES, sFlow /84 v MMIEE
TEFEHA

7
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15 sFlow #ist

(BSEOY > K]

ARV
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IEEE802.3ah OAM
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16 |EEE802.3ah OAM

efmoam active

[EEE802.3ah OAM DESHNE R — b % active E— RICHELE T, £/, /85 A=~ DIEET, UDLD
BRI —HHEE2EDICLET,

[AAFER]

BROFE - BFE

efmoam active [udld]
BF|OE|BR

no efmoam active
[AHTE—K]

(config-if)
A—HVxv M H Tz —X

[N A—9]

udld
NRAR— k% I[EEE802.3ah OAM DEHRAR— M LT, UDLD BXUINL—FHBHEELZEIC L
@_O

1. AT X — % BsR OF)HAfE
HRA— P TIAARY Y IREBLIOL—T 2 LA

2 [EDOREHEF
sL

(3~ > NEEROE)F]
RRA— M, FHRY Y I EEB L UL —FEBE LA VT, passive T— RTHIELE T,
CBEANDFE]

UDLD B& UL —THHEEZENIC LR, FARY Y I7BRESL—-T2HHT S E, WHRA—+%
inactive JKR&IC L £ 7,

[(ERTEED R IREZHE]

REEEER, TIOERICRBESNET,
CEEEHE]

L

(BEHEIDY > K]

AQV
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16 |EEE802.3ah OAM

efmoam disable

& & LT [EEE802.3ah OAM Z#EXIC L £,

I[EEE802.3ah OAM % #1123 5154, efmoam disable 2~ > RZFHE L T3, [EEE802.3ah OAM %
BOEMICT 5154, no efmoam disable I<v > RZHEL X T,

[AFIAZR]

RO
efmoam disable

BHROHEIR

no efmoam disable

[ATIE—NK]

(config)

[INZA=9]

s L

[37 > REEEIFDENF]
IEEE802.3ah OAM »EXI T,
LEEANDFE]

AQV

[EREMED R IREZH]

EEEER, §IGERICKMENET,
CE=EIR]

AQV

B

[BSEIY > K]

AQV

459



16 |EEE802.3ah OAM

efmoam udld-detection-count

UDLD K, IEEE802.3ah OAM DER/Nr v b TH S OAMPDU DInEY A LT 7 N IFRAE LG
B, AR Y 7BRELHETAEHERELE T,
[AFFE]
BIRORE « BH
efmoam udld-detection-count <count)>
HHROHIR
no efmoam udld-detection-count
[ASTE—K]
(config)
NS X—=9]

<count>
OAMPDU OBEY A L7 7 NPRDIBESINAFEIL, AR Y BELHMT 2R EIEELE
o EIFUGELL-EZIZ, #HK— % inactive IREE LT,

14N T X — & B O F)HE
TS EEA

2 fEDEEH
3~300

[37 > NSl OEE]

KA > o R IS B EH 30 BICREShE T,

CEEANDRE]

%L

[EXREME D R IRZH]

EEEER, TIGERICRBRENET,

[E==H]

LAREL DN SVERERET B L, FAMEY Y MELBERET2BTANH0 ET,

2

(BhEDY > K]

AQV
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] 7LLDP
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17 LLDP

lldp enable

462

AR— N TLLDP OEMZRBLE T,

[ABH]

RO

Lldp enable
BHOHIR

no Lldp enable

[AF1E— K]

(config-if)
A=Y F2y b FT 12—

/NS XA —9]
2L
[O7 > REEEEFOEIE]

ARV

LEEADRE]

CEEZIE]
ARV

(BEI<Y > R]

Lldp run



17 LLDP

lldp hold-count

AREBPIERFT S LLDP 7 L — LI LT, BREE PRI I 5K % 1ldp interval-time 2 v > N THEE
L7MBICT S 2ERTHEELE T,

[AFIAZR]
BHRORTE - BF

Lldp hold-count <count)>
BHOHIR

no Lldp hold-count
[AHE—RI]
(config)
[INSX—F]

<count>
PERREP R T R 2 ERTHEEL LT, RIFRMED 65535 (M) 2HBX 2581, BRETHS
65535 () TEELE T,

14N T X — & BIEE O F)HE
EWTEELEA

2. f[EDREEH
2~10

[37 > RSl OEE]

BEEEEE AR T 2BMOMBRIA4 EHD ET,
[EREANDRE]

7L

[EXEME D RERZZH]

EEEER, §OERHICRBENET,
[E=EIE]

ARV

2

[BhED7 > K]

Lldp run
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17 LLDP

lldp interval-time

464

ARIEBENIERFT S LLDP 7 L —LOXEMEEEELE T,

[AH]

BROFE - BH
Lldp interval-time <seconds>
1B DHI &

no Lldp interval-time

[AFTE—NK]

(config)
NS X—=%]
<seconds>
AREBENXET S LLDP 7 L —L0OXERREEZMEALTEELE T,
1. 48T X — & B O FIHE
B TEEHA

2 fEDREHEF
5~32768

[O7 > REEEOEIE]

AEENEET S LLDP 7 L — LADRERBRIL 30 e £,
LCEEADSE]

L

[(EXE(E D R IRE2HE]

REEEFR, TOERICRBShET,

CEREIA]

L

(BSEIY> K]

Lldp run



17 LLDP

lldp logging enable
AR—hT, LLDP BHEE®RBE B LTHIBRO S AT L X v -V HAZRBLE T,
[AFIER]

BWORE
Lldp logging enable

BHROHEIR
no Lldp logging enable

[AFIE—NK]

(config-if)
A=Yy M HT2—R

[INFX—4]

L

[O7 > REEREFOEE]

BBE RS L OUIRO Y AT LA v — VA HAI LE A
LEEADEE]

L

[ERTEME D R BRZZHL]

EEEER, TOERICRBSNET,

CEREIE]

ARV

2

[BhED7 > K]

Lldp enable
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17 LLDP

lldp run

466

LLDP #eEZBFHIC L E T,

[ABH]

BRMOH
Lldp run
1BHROHIR

no Lldp run

[AFTE—NK]

(config)

[INSX—9]

AQ

(37> REBEE O]
LLDP #eeI3 B &2 D £9
LEEANDFE]

%L

[(ERREfE DR IREZHK]
REMEER, TIGERICKBMSNET,
CFEE=IE]

=L

(B8E3< > K]

ARV
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18 AV 747 L—YaviRERBOIS—Ayte—

18.1 HEDIS—

BB THEO I T — Ay —JiconTlE, [av 74—y a>avw>y L 77 LY A Volll
[19.1 #HBEHLIT—] #BBLTLIZE W,

WROBEDLT— Ayt —V%HBOLIT -8R L TWVET,

« YVHYIABRDICLBTT—

s BABA—N—IckBTT—

s VT4 L= arvOREILEAITT—

¢« AVT AT L= a v T s AVOEEIC BT T —

s N=Ryz7Ear T4 7= arvOR—HIckDHTT—
s BEBXOV 7 bz 7OREICESTT—
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18.2 VLANE

18 AV 7«47 L—YasiR&ERBODIS—AyvtE—:3

SERFODIT S —

# 18-1 VLANE

SERDIS—XAvtE—

Ayt—3

AE

A switchport cannot be set because a
subinterface is already set for the
channel group.

FXINTN—FIHTA V5T 2 — AN
DBRENTEE R A,
switchport Z$8E 9 55 &1
FEEELTLZE N,

RESNTWVA7z®, switchport

L, PTA VI T 2= ADFEESN TV VR —

A switchport cannot be set because a
subinterface is already set for the
Ethernet port.

A =P Ry MR= MY TA V¥ T 2 —RAWF
switchport DFENTEEH A,
switchport Z$8E 3 2, VT4 VY T 21— APRESN TR NKR—
FEEBELTLES L,

BESNTVDTD,

A switchport cannot be set because an
IP address is already set for the channel

group.

Fr 2N T V=TI
NTEEHA.
Fr INTN—=TDIP 7 KL RAZHIRT 25,
L T switchport Z8E L TL7ZE W0,

[P7 RUAFBRESNTWVS7z8, switchport DELE

EDLOF ¥ 2T IN—TITnt

A switchport cannot be set because an
IP address is already set for the Ethernet
port.

e T SN
ENTEEHA

A —H3y bR=FDIP 7 FLRZHIKRT 25,
12/ LT switchport 28 7E LT < 72& W,

IP7 FLADBHRESN TS, switchport DF%

FEHOA—FFy FA— b

A switchport cannot be set for an
interface for which a mirror port is
already set.

35— K- AT
BTEETA,

BESNTVNAA YT x—AIx LT, switchport D&

The configuration cannot be set because
the specified VLAN has not been
configured. (configuration = <valuel>,
VLAN = <vlan id>)

fEESN/- VLAN ID BBRES N TV EE A

<valuel> : VLAN ID A%
<vlan id> : VLAN ID

RESNZary747L—vav

The following items conflict: the
hardware profile and the VLAN
functionality.

N—KRT 27707 74)& VLAN BREDH
FtHAo

VLAN #EEPERTEAN— Y2707 74 L2 K
LT»h5 VLAN #eEZHER L T2 E W0,

WCTFERHBIORETE

%, BB HiLH

The following items conflict: the
switchport and the policy-based mirror
port cannot be set together.

RYY—R=ZAIF—) U TOIT—K— PRESNTVEA VY T2 —

AR LT, switchport OFREIITEEH A,

The number of interfaces exceeds the
maximum number for this device.

AUY T 2= ABPREBONERAE =B E L,

BHORENBZMHERLT, FHLTWERWVLANA V¥ 72—, 37
4’/971 A, BEUOR= M F vy RNA VI T2 —ZAZHIBRLTLIEZE N,

The specified VLAN interface cannot be
deleted because it is being used in the
[Pv4 policy-based routing list.

ELLZ VLAN A ¥ 72—, IPvV4R) ¥V —R=2)—F 4 T VJ R
FCHEALTWR-DHIBRTEEEA,

BB 9 23581%, IPv4 R ¥V —R=2)—F 4 Y TY A5
SEVLAN A 297 2 —A%HIBR L TP HERL T2 0,

EEERSH

The specified VLAN interface cannot be
deleted because it is being used in the
IPv6 policy-based routing list.

FEELEZ VLAN A > ¥ 72—, IPV6 R ¥ —R=ZAV—F 4 ¥ 7R
FCHERLTWSOHIBRTEEE A
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18 AV 747 L—YaviRERBOIS—Ayte—

A&

B9 25A1%, IPV6 RY T —R=Z2)—F 1 V7 A+ 5EHT 5%E
FEVLANA V¥ 72 —ZA%HIBRLTPOEBL TS,

The specified VLAN was not found.
(VLAN ID = <vlan id>)

fEEaN/: VLAN ID EFRESN TV E A

<vlan id> : VLAN ID

The translated ID is already being used.

#8%€ L 7- Translated ID 121E2® VLAN TERFTT, IROES 512 HE
L TLEE N,

e |3/ ® VLAN TR U Translated ID Z$5E L T\ iz

* switchport trunk 2= > Fo allowed-vlan THEL TWT, 7D
translated-tag 2SFRIEE D VLAN ID %2$5E L T2

The VLAN configuration cannot be
changed because an access list or a QoS
flow list includes parameters related to
inner-tag.

7 u — SO inner-untagged /¥ X — %, inner-user-priority /¥
A—%, F¥/-1d inner-tag-vlan /8T A =¥ ZIFE L7 VLAY A bFE L
QoS 7u—Y AL vH Tz —ADOFEERICER SN TWAS 7%, VLAN
AT T L=y a v EEBTEERA.
TORAR=PELZE IR VIR N ERET B, 7o —HHEs
IZ inner-untagged /¥ X —%, inner-user-priority /X7 X —%, %713
inner-tag-vlan X7 A =¥ Z{FE LT 7L AV A M E7E QoS 7u—Y
AbEA VYT 2 ZAOREMH SHIBRBICE-BL T ZE 0,

77t AR— D VLAN £7213 F >3 ) v 7 R— bD VLAN 28ET %
B&, AU VLANID ® VLAN A > % 7 = — A6 7 u—@HsEfo
inner-untagged /¥5 X — %, inner-user-priority /¥ 7 X —4%, &7z inner-
tag-vlan /8T A =¥ #IEE LT VLAY A M F721E QoS 7u—Y A b %
EERD SHIFRZRICER L T 230,

The VLAN configuration cannot be
changed because the number of flow
entries exceeds the maximum.

TANFTIY NIEERIZ QoS 7u—IYy NI EDPNEEG#BATLE
A7z, VLANAY T4 7L —2a v 2EETEEE A,

FEE L7 VLAN D VLAN A ¥ 72— 12, 727X AU R b %713 QoS
TJu—Y R MPEASNTNAD, EETHIETIY NI EPINEES
EBAZTLEVNET,

VLAN 2> 74 L= a3y A2EET AR, ROEEL0EFETLTL
7280,

« MMITBVLANA VY T2 —AD6T7 7t A ) AMBLUV QoS 7u—
U R hEHIRT S

e TANMFIUMIHERIZ QoS Tu—T v b UE, WASHEEZBAR
WEHFEICEET 3

The VLAN configuration cannot be
deleted because an access list or a QoS
flow list includes the same VLAN ID.

H—® VLAN ID % 7 0 —#HEEIciEE L7 78 2 2 b 7213 QoS
TH—YRAMPIA YT 2= RACHEASINTWA7H, VLANa> 7147
L—>a VEHIBRTEEE A
F—® VLAN ID 2 7 0 —#HEHIHEE LT 72 A X FE7213 QoS
TJU—YANEAF T 2—APSHIRLIzHE, VLANIV T4 7L —
varvEEBRLTLEE N,

The VLAN configuration cannot be
deleted because it is referenced by
another configuration. (VLAN = <vlan
id>, configuration = <valuel>)

fEES N VLAN BRIORETHERA SN TV S OEIRTE TE A

<vlan id> : VLAN ID
<valuel> : VLAN BRESNTWHIA> T4 T L—Ya v
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18.3 ANZ2T0V)—XTFEBEFOIS—

x18-2 ZANZVITVI—REBOIS—Xyt—2

Ayt—2 AE
STP and Ring Protocol cannot be set STP & Ring Protocol ®E%E & Hkth T 9,
together. Ring Protocol OFEN H 5728, STP FRETETEHA,

The 'cost' value exceeds 65535. Specify | cost DEA 65535 LA LTI, cost D% 1 25 65535 O#HFTHET 2
a value for 'cost' from 1 to 65535, or set | #*, pathcost method OFFEE% long IZLTLZE W,
‘pathcost method' to 'long'.

The 'pathcost method' is 'short'. Specify pathcost method OFREEA short TJ . cost DiEZE 1 75 65535 D&
a value for 'cost' from 1 to 65535, or set | FATHET 472, pathcost method DFEM % long ICL TS\,
‘pathcost method' to 'long'.

The number of MST instances exceeds MST A VA Y ZAHDP T TICHRATT . RETESD MST A U RAF A
the maximum. I\ A 16 TTH
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18.4 Ring Protocol

HEBOIS—

# 18-3 Ring Protocol ERND IS — Ay -

Ayt—o

PE

'vlan <vlan id>' is already configured in
‘control-vlan' of another ring. (ring ID =
<ring id>)

fEE SN/ VLAN X T TIZIZAD Y > 7OHIf VLAN IKERESN TV E
ER

EH0Y > 7 OH# VLAN 2 554249 % VLAN %2 HIl&9 %72, Bl VLAN
ZEALTLES L,

<vlan id> : VLAN ID
<ring id>: Y > 71D

'vlan <vlan id>'is already configured in
‘control-vlan'. (vlan-mapping ID =
<mapping id>)

BE &S N7z VLAN &9 TICHI VLAN ICRESNTVE T,

H## VLAN 2 5339 % VLAN ZHIfx 9 2%, Bl VLAN ZEH LT
ZEWV,

<vlan id>: VLAN ID
<mapping id> : VLAN v v > 7 ID

'vlan <vlan id>' is already configured in
'vlan-mapping'. (ring ID = <ring id>)

fEESN/z VLAN 39 TICVLAN vy BV TICRES N TVLE T,
VLAN v v B> 7 h 563549 % VLAN %2HIR9 52, Bl VLAN %R L
TLIES W,

<vlan id> : VLAN ID
<ring id>: Y > 71D

'vlan <vlan id>' is already configured in
another 'vlan-mapping'.(vlan-mapping
ID = <mapping id>)

SN/ VLAN 139 TICE3D»D VLAN vy EV TICBRESNTVE T,
E0 VLAN v v B2 753349 % VLAN ZHIBRd 27, Flo VLAN
EHEALTIEZE WV,

<vlan id>: VLAN ID
<mapping id> : VLAN v v > 7 ID

'vlan-mapping <mapping id>' is already
configured in a VLAN group of another
ring. (ring ID = <ring id>)

fBEESN/ VLAN v v 2 733 TIZIEADY > 7D VLAN Z)L—712
BESNTVET,

iZ5D VLAN ZL— 7 68259 %5 VLAN v v ¥V 7 2HIBRT 55, Blo
VLAN 7L —7ZFERLTL &0,

<mapping id> : VLAN v v > 7 ID
<ring id>: Y > 71D

'vlan-mapping <mapping id>'is already
configured in another VLAN group. (ring
ID = <ring id>, vlan group ID = <group
id>)

fEESNS VLAN v v ¥ 2 739 TICR—Y ¥ Z0RId VLAN 7L —7F
ICRESNTWVWET,

E2® VLAN 7V — 7D 568349 5 VLAN v v ©o 7 24T 575, Blo
VLAN v v B 72EER LTS 0,

<mapping id> : VLAN v v > 7 1D
<ringid>: Y > 21D
<group id> : VLAN Z)L—71D

Ring Protocol and STP cannot be set
together.

Ring Protocol & STP OE & Hkti T 9,
STP ODEZENH S7:%, Ring Protocol HEHETEEH A,
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AyE—2 NZ
The following items conflict: 'axrp- IT-AR-PMIRESNTVWSA V¥ 72— R LT, Ring Protocol ®
primary-port' and the mirror port cannot | 74 ¥R — FOFREIETELZH A

be set together.

The following items conflict: 'axrp-
primary-port' and the policy-based
mirror port cannot be set together.

R)Y—R=ZAIFT=) U ITDIT—R—PIRESNTNIA I Tz —
AWK LT, Ring Protocol D754 <) R— bOFREIETEE A

The following items conflict: 'axrp-ring-
port' and the mirror port cannot be set
together.

BRESNTWAA V¥ Tz —AIZx LT, Ring Protocol @
VYT R-PMOBREITEE T Ao

The following items conflict: 'axrp-ring-
port' and the policy-based mirror port
cannot be set together.

MIBRESNTWAA VY T —
BTEEEA.

RI)Y—R=ZAIF—YVTDITFT—R—
AIZHF LT, Ring Protocol @) ¥ 7R— b Dk

The number of ring IDs exceeds the
maximum. (ring ID = <ring id>)

LELAETHEATES Y YV IDBEK192ETY. 192 @ZBX TRE
TEEHEA

71D ZBMT 5551, BEREAD) 2T ID Z2HIBRL TS0,

<ring id>: Y >~ ID

The number of ring ports exceeds the
maximum. (ring ID = <ring id>)

v TR— NI, —awuyﬁﬂ)”ﬂbf—o%*biﬁo
BlOR—b%1) 2 TR=MIRET 515 , REFBADY VT R—
BLTL7ZE 0,

~ ZHl

<ring id>: Y > 7' ID

The shared port is already set as
'shared-edge' in another ring port. (ring
ID = <ring id>)

HER—- M, TTIMAD) > 7R~ Mxt LT shared-edge 753
TWEJ,

BDOR— k% shared-edge HER— MIRET BBHE, REFAOHE
R— b 2HBRLTLES WV,

RESN

<ring id>: V> 71D

This command cannot be configured for
a channel-group port. (ring ID = <ring
id>)

R=bF P RIIBMLTVEA F T —RIZE, VY ITR-FERET

EEHA

<ring id>: Y > 7' ID

This interface is already configured as a
ring port of another ring in the same
'vlan-mapping' configuration. (ring ID =
<ring id>)

BESNIEA VY 72—, KRIV Y RTEELEY Y ZICERESATWL
H5VLAN vy Y7 EU VLAN vy Y ZE2BHLTWVLAIEADY) >~
TJOYUITR=PELT, TTIRESNTVET,

FETEIA YT —REHE) Y IIEET AP, BlOA VYT 2 —A%HE
FELTLIEE 0,

<ring id>: V> 71D
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18.5 IGMP/MLD snooping SRERND T 5—

% 18-4 IGMP/MLD snooping S8R ERID IS —X vt —

Ayt—o

PE

The following items conflict: 'ip igmp
snooping mrouter' and the channel
group configuration.

ip igmp snooping mrouter A¥ Y RTF v RV IN—TZIEET 554
1%, BREFADT v INTN—TEBSZEELTLEE N,

The following items conflict: 'ip igmp
snooping mrouter' and the switchport
configuration.

ip igmp snooping mrouter 2> RCHE LR — M EEZF r 2L T
L=, EHY VLAN KB L TWEH A,

FY VLAN B LTV A R— b EREF v IV TN —TE2EBEL T
S,

The following items conflict: 'ipvé mld
snooping mrouter' and the channel
group configuration.

ipv6 mld snooping mrouter 37 > R TF ¥+ XN TN —T%IBET 558
12, BEBFADF ¥ AL TL—TESZEELTLIEE N,

The following items conflict: 'ipvé mld
snooping mrouter' and the switchport
configuration.

ipv6 mld snooping mrouter I RTEE L7z R— M E7ZIEF v 17
=71, &M VLAN CFIBL T E A,

FY VLAN KB LTV A R— b EREF v RV L—T2EBEL T
S,

The following items conflict: IGMP
snooping and VLAN tunneling.

IGMP snooping & VLAN k> 3V ¥ ZIEFRIFICERETCEE A

The following items conflict: MLD
snooping and VLAN tunneling.

MLD snooping & VLAN b+ >3V > ZREARICRETE EE A

The following items conflict: the
hardware profile and IGMP snooping.

1
=]

N—=FRz77a7 74L& IGMP snooping DREICFENH B7:8, 7%
ETEEtA,

The following items conflict: the
hardware profile and MLD snooping.

1

N—RT 27707 74L& MLD snooping DFREICFENH 270, &
ETEEHA,
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186 7J7tEAURANFERDIZS—

K185 7IJERAVANRERNDIS—AvtE—Y

Ayt—2 NS
The destination interface list name COREERA VYT —AY A MNRIIIBETEE A,
cannot be specified. WRELDIERBEADRERFEA VY 72— AV A MEEEBEL TS0,
The implicit-deny cannot be changed, T4 NIDEEROA 5 T 2 —ADH 570, BROBEILZETEEY
because a filter is active in an interface. Ao
TRCDOA VI T2 —APSEEFOT7 4 LY ZHBR Uizd LICER L TL
72EV,
The IPv4 policy-based routing entry 70— HEATIEE LI5E%E IPv4 7 R LA, TPv4 R ¥ —XR—=Z)L—
cannot be set because the specified T4 YTTHR=bLTWRWD, TV MNIDPHRETEEHA
destination IPv4 address is invalid. IPv4 B ¥ —R—=2 ) —F 4 ¥ P RIEET BIEE, 555 IPvd 7 KL 22X

WITRT T RLADALEIREL T 2ZE 0,
s YLFF¥Y AT RLA

s HIRMETE—FF+ A7 FL R

* host own-address /¥ 7 X —%

T, WEA VYT —RAICHREENTWVWSIPvA 7 RLAIEETEEH

Ao
The IPv4 policy-based routing entry 70— TIEE LIRETL IPv4 7 R LA, TPv4 R ¥ —~R—2
cannot be set because the specified V=T 4 Y TTHR—bLTWEWDH, TV M)DPBRETZEEA.
source IPv4 address is invalid. IPv4 RY ¥ —=R=2V—F 1 ¥ T =IEET 55a, FEETIPv4 T FL AR

F, YULFFY AT FUVALADIPvA T FLAZEEL TS EE W,

The IPv6 policy-based routing entry 70— HEHTHEE LI585 IPv6 7 R LADS, TPv6 R ¥ —R—Z)L—
cannot be set because the specified TA VT THR=FLTWaWVED, TV MNIPRETEELA,
destination IPv6 address is invalid. IPV6 A ¥ —R— R —F 1 ¥ FRIEET B, 555 IPv6 7 KL RICiE

WITRT T FLADAZRREL T ZE 0,

s YLFF¥ AT RLZR

« Y IZU—HhLT7 KL R

* host own-address /87 XA —%

Fro, ARA VY T2 —ARLBESN TS IPvO 7 FLRAIIEETE ¢

Ao
The IPv6 policy-based routing entry 70— M TIEE LI2EEIT [Pve 7 R L AW, [Pve R & —R—2
cannot be set because the specified V=T 4 Y TTHR—bLTWEWD, TV MN)DPBRETZEEA.
source IPv6 address is invalid. IPv6 BY 3 —R—2 N —F ¢ ¥ 72T 588, BETIPV6 7 FL RIS

WERISRT 7 FLRLANZIEE L TLZE W,
s YNFFY AT LA
e Y ZU—HNLT LA

The list cannot be applied because 70— — FIZ quantity-oriented WERESINTWAZD, DT 7t
'quantity-oriented' is set for the flow AV R MIEATEEEA
detection mode. advance access-list # 1 > ¥ 7 = — ZICHEAT A4, 7u—HHE—F

IZ condition-oriented Z&E L TL 28 1,
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Ayt—

A&

The list cannot be applied because the
prefix length of the IPv6 source address
exceeds 64 bits.

70— HEHORETIPV6 7 R L AN AL 65 By L oSt
BRTEIEA

WIRT 2T HEPHVET,
o JTU—BHEMDORETLIPVO 7 RLADL V7 2% 64 LINICIEET
o 7U—HEHDOREETT IPV6 7 F L AIZ host Z157E L 72\

The list cannot be applied to the
inbound direction of the interface
because the list includes 'unicast-flood'
for a destination MAC address.

ZOT7 7R A METu—EHEAOSEE MAC 7 F L ZIZ unicast-
flood ZEELTWALZD, A V¥ 71— ADZEAIGERTCEEEA,
70— HEHD5ESE MAC 7 R L RIZ unicast-flood Z218E€ 3 554, 1
VT —ADEEANGERLTL SV, P78 AV A NRA VT T —
ZOZERICHEAT 256, 7u—MREEFEO5EE MAC 7 LRI
unicast-flood A2 $E L TL 72 &0,

The list cannot be applied to the
interface because there is no interface
that is the same as the 'interface’
parameter.

ZOT LAY A ML, 7u—#HEMIC interface /8T A= TRE L
AV TT—ANFEELZVD, A V77 2—RAIEHATEE A,
70— ST interface /8T X —F RIEET HEXIT, BHRETHA VY
T —RAEEELTLES 0,

The list cannot be applied to the
outbound direction of an access port or
a tunneling port because it includes
parameters related to inner-tag.

ZOT77ERY A ME, 7a—BHEAIC inner-untagged /8T X —%,
inner-user-priority /¥ X — %, %7:13 inner-tag-vlan /85 X — ¥ HEE
NTWB7D, T7EAR—bERE M) VI R— FOREANICERT
TEEA
7 u — @SR inner-untagged /¥ X — %, inner-user-priority /¥
A—%, F£iz13 inner-tag-vlan /¥5 X — ¥ #{8E T 2158, ROA V¥
7z —ZDSHTERA L TLEE N,
e TURAR=VPHELF PRV ITR-PERELIA =YY A
57 £ — ZADEER
o TURAR—PERIEZ PRV VTR PERELIA —H 2y MV
YT I —AERER=MF v XA 2T 2 —ATHEBRENS VLAN
4257 x—ADEER
TIRR)RANELERDOA VYT - AHEAT 54, 7 o—RHEHIC
inner-untagged /%5 X — %, inner-user-priority /¥ X — %, %7z13 inner-
tag-vlan /87 A =& DAL ZIEE L TLES W0,

The list cannot be applied to the
outbound direction of the interface
because the list includes a policy-based
routing entry.

ZOT LAY AME, BVY—R—ZN—F 4 VT RGO, 1UF
7z —AOXEEAICERATEE A
RYVY—R=ZAN—=F 4 Y T2EOCTIELRAVA N, A VT T2—AD%
FBRNCER LT ZE 0,
FTIEAVANEA VYT 21— AOREEMIEET 258,
V=T 4 Y TOHERFEZHIRLTLLZE W,

R —R=2

The list cannot be applied to this
interface because the list includes the
‘interface' parameter.

ZOT7 LA R MET7 0 —EHEMFIC interface /3T XA =Y 2 &L /20,
CDA VT Tz —RAIEHATEE A

77t 2 A MDT O —EHEEIC interface /85 X — ¥ 2IEET HHEA,
A=V Xy "M UF T2 —RIHBALTLEZS V. A=Yy M V%
Tz—ADNDA > H 72— AT 72 R) A NEHERAT 558, 70—K&
HIZE» 5 interface /85 XA — 7 ZHIBRLTL 2 E 0,

The list cannot be applied to this
interface because the list includes the
‘own-prefix' parameter or the 'own-
address' parameter.

ZOT7 27X A A MIT7 0 —BHEMIC own-prefix /8T X —F F7z1d

own-address /8T A= &G0, 1 ¥ T —RTHEHATEEL A,
own-prefix /¥7 X —#% £ 7-13 own-address /8T X —¥ 2 &L 7 7L XY
AbzAYE T - REAT H5E, ROEGZHITDENHDET,
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A&

e WHTAA VI T —RITRT RLAZRET S
o IPVv6 70 —N)L7 KL RIE—D7ZFEKET 5

The list name has already been used by
another access list.

ZOT7 LR AMGIE, EPOT LR A NTCHERAEATT .

EPrOT7Z7EAVANEHRHLTOWAWT 7 A X M, F-30RER
BT ITEAVANGEBELTLZE N,

The number of entries in access list
exceeds the maximum.

TIZEAVZA DY Y BHPNEEGEEZBATLENET,
TIZEAVANTRHRET D74 NYEIER) I —R=ZAIF—=Y U TDE
RAT&aRATY ML, ERHI~< > K show psu resources THERR L T
LTEEW,

The number of filter entries exceeds the
maximum.

T4 NWVT Ty NIEPINEEEZEITLEVET,

%8, FRAIY MYHE, EH I R show psu resources THEFR L T <
ZE,

The number of policy based mirroring
entries exceeds the maximum.

RY)Y—R=RIF—Y I TOLY P BPNEEGEEBATLENET,
mB, FRAITY MU, EH I~ K show psu resources THERR LT <
ZEW,

The policy-based routing list name
cannot be specified.

ORI Y —=R=AN—F 4 YTV AMRIZIEETZEH A
WNRELBEFEHDORY) ¥ —R—=ZA)—F 1 YTV A MGEEELTLE
S,

The total number of sequences in access
lists and QoS flow lists exceeds the
maximum.

TI7EZAVZAMBEIPQoS 70— R NDY =V ABPBRAREZBZ T
LEWET,

IV AKBEOA VI T I — RICRETED Y~ VR, WA
DOEHFENICZHEDICEELTLZE W,

There has already been an access list
with the same type and direction.

U A NORER, EZEHM, BLOT70—RHOEESR LT 7L AU R b
B, ITIKHEASNTVET,

U ORER, EZEAE, BLOT7u—RBHOEESRLCT 7L A A B
ZHEALLZVWESICE, TTISEASNATWAT 7 A) A ~O#EH %Ik
LTHh56, BEBHALTIEZS L,
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18.7 QOS E&EFNDITZ—

& 18-6 QOSHERNIS—Xyt—o

Ayt—o

PE

Other 'shaper flow-distribution' is
already set on some of the NIFs.

fBES N7z NIF OFIC, 13 DOEELY = —/3O L —FHEIRE % BEEH
DONIFPEENTVET,

BELY =z =D —VHBRENRZRE SN TWAWLNIF 2 EELTL L
S,

Other 'shaper mode' is already set on
some of the NIFs.

fBE SN/ NIF OHIZ, ZPDOBBILY = =30y 2 —)RE— REREFH
DONIF PEENTNET,

Rty =Dy 2 —NE—FPRESNTWAERWVNIF Z2BELTLE
élllo

Other 'shaper users-group' already
exists.

BEHPOY =LY X MPTTITHEHSNTHET,

Other qos-queue-group already exists.

1350 QoS Fa2—Y A MEBRA T TICHEHASINTVWET,

Some of the specified shaper user ID is
duplicates.

Yr—NA-—HFYAINATLI—HIDHIPEEL T T,
I—FIDICRELRESNTVAEVESZIBELTLLEE L,

The 'shaper bandwidth-profile' cannot
be deleted because it is used by a
shaper user.

BELY =D =LV ARTHRELTNA®D, HEDY =—
NI—PEREETO 7 7 A LEHBRTEET A

BB £ =80 Y 2 —/S2—FY R R EHRLTAS, ¥ x—/S1—FH
HEIE T2 7 7 A LEHIBRLTL 2S00,

The 'shaper enable' cannot be deleted
because hierarchical shaper
configuration has been set.

BRIl z—S0ar 74 7L—Ya U BFRESNTWAID, shaper
enable a7 REHIBRTEEHA,

sz —nRoar71+ 7L —2a v zHRLTY S,
7Y REHBRLTLLZS WV,

shaper enable 2

The 'shaper flow-distribution' cannot be
set because 'shaper mode' is not set.

BBl =0y z—NE—FPBRESIN TV IEWzD, BELY = —%
DI-FHBREZRETIEHA,

BELY =S80y — /S E— FPRESN TS NIF I LT, BEL
= NOI-FHERELZHREL T ZE W,

The 'shaper mode' cannot be deleted
because 'shaper flow-distribution' is set.

BEELY = — RO —FEHBREFPRESN TV, Yz —/NE—Fx%
HIlRTE £ A

BERE(LY = — XD - HBREZHIFLTL,S, ¥z—/3E— NZHIKRL
TLIES W,

The 'shaper mode' cannot be deleted
because 'shaper port rate-limit' or
'shaper port rate-option' is set.

BB = —/ DR — MEEREIE E 2B O 7Y a VEESRES
NTWa7®), Yz—NRNE—RFZHIBRTZEEA.

BERELS = — DR — MEEHIEE 72 RO+ 7 3 VEIERHEIRL
TH6, Yx—/NE—FEHABRLTI SV,

The 'shaper mode' cannot be deleted
because a shaper users-list is applied to
the port.

BElLY 2=y 2 —/)S2—F ) A MPRESN TS, BEDK—
MIvz—RE-FZHIBRTZEEA,

BRIy =Dy =2 —FY XA+ ZEBRLTLS, Yz—/SE—F%
HiER L TL7Z2& W0,

The 'shaper mode' cannot be set
because the number of NIFs exceeds the
number of optional licenses.

by = —NOF T arvsAtvry AMEBL 5120, BELY = —/SD
Yz—NRE-FNERETZTE A,
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A&

Rty 2 —SDF T arSA4 vy AMEHERLT, T4 ZAHUNT
K&?Eﬂ:/:—/\@/l—/\% K% NIF ICERELTL ZE 0,

The 'shaper mode' cannot be set
because the service-type of the PE-NIF
does not support hierarchical shaper.

PE-NIF ¥ —UE 2% 4 THRESN TV EWZ®, BELY = —/10
JI—NE—FRERETZTEHA

PE-NIF OH —E 25 A4 FHAREESNTVANIF ICHLTY 2 —/SE—F
ERELTLES 0,

The action specification cannot be
changed because there is a target flow
that specified premium with the same
sequence.

COFEEER, BLY—r AFETEE 7 U —RED 7 0 —BHEHD
FET -0, BETEEHA,

BEEEEZEET HHAICIE, QS Tu—YRAMPSELY—F Y AFEST
HEJOU-REO 7 U —BREFGERERL TP SERLTLIZS 0,

The command cannot be set because
'shaper enable' is not set.

shaper enable I v > RAFFRESN TV ARWD, RavY RIFETEZE
Tho

Ry =AYy T4 7L —2a Y RBRET H72HI11E, shaper
enable A7 Y FEHREL TS,

The command cannot be set because
'shaper mode' is not set.

R =Dy =N E—RFPRESINTWEWVYD, Ka<vr Rk
ETEEHA.

AKIAT U FERET I, BELYz— 0z —SE—FE2HELTL
7Z2E W0,

The direction of the policer is different
from that of the QoS flow list.

ZDQOS7u—)APTHESNTWLARYY—T Y &, QoS 7u—
YR EBRAYT 2EZEAEORENA—ETT .
WIS EhERmIITRENDD E T,
o BIEIEEICZEMORI Y- M) ZEBELTWAES, 1%
7 —ADOZEHNCERT 3
s BMEEEICEGBAOR YT —T U NI ZEELTWAES, (¥
7z —ADOXEERENCERT 5

The following items conflict: 'shaper
users-group' and shaper mode.

I—NA—HFVAIDA VY T T —ANDHREELE Y = —/VE— FOEEME:

st\Z:—ﬁTv@—o

%Emyl—ﬂwyl—ﬂ% BT 2%y FIERLTHRESNTWVS
WAL, BRIt 2 — DY 2 =1 —FYRAMERELTLESE

[

The following items conflict: port shaper
and 'shaper mode' cannot be set
together.

BRIy = SPRESNTVNEA I T2 =AU LT, QoS Fa—1 R
MERE /- IIAR— MEEIH LR ETCEEHA

The following items conflict: shaper
mode and port shaper cannot be set
together.

QoS F2—Y A MEHMFLIIA— MHEHIHSRESNTWA 2D, BEL
VI—NRNE-RPRETETE A

The list cannot be applied because
'quantity-oriented' is set for the flow
detection mode.

7 0 —#HE— FIC quantity-oriented RESN TS0, TDY X b
ERETEE A

advance qos-flow-list #4 > ¥ 7 = — RICHEAT 558, 70—HHEE—
FIZ condition-oriented Z&E L TL 72 & W,

The list cannot be applied because the
prefix length of the IPv6 source address
exceeds 64 bits.

70— S ORETL IPVO 7 R L AR EAL 65 €y b Bl EORHISEME
BHTEEEA.

WITRT 2T BESHD T,
o JU—KHEBORETIPVO 7 RLADL V7 A% 64 LINIZIEET %
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o JU—HHEMADOREETT IPv6 7 KL AIC host #15E Lz

The list cannot be applied to the
inbound direction of the interface
because the list includes 'unicast-flood'
for a destination MAC address.

20O QoS 7u—Y A MI7u—#EHEAED5ESE MAC 7 R L AIZ unicast-
flood 2EBELTWVWA7®D, 1 ¥ 72 —ADOZERANCERTE A,

70— #HEEO5ESE MAC 7 R L 212 unicast-flood Z18E T 554,
VT —ADREBANGEA L TLZE WV, QS 7TH—Y A NEA VY
7z —AOXEANICERY 255, 70 —BHSEAO5EE MAC T FL I
1& unicast-flood DA ZFEE L T 2S00,

The list cannot be applied to the
interface because there is no interface
that is the same as the 'interface’
parameter.

2D QoS 7u—1 A ME, 7u—EHEMIC interface /8T A —¥ TIHEL
TeA VI TI=ADPFEELEVWED, A V772 —AIEATEE A,
BETAHA VYT —AEZEEL TS,

The list cannot be applied to the
outbound direction of an access port or
a tunneling port because it includes
parameters related to inner-tag.

ZD QoS 7u—" A MF, 7u—MBHEMAIC inner-untagged /8T X —%,
inner-user-priority /¥ X — %, %7:13 inner-tag-vlan /85 X — ¥ HEE
NTWBLD, TZEAR-PERE R U TR- SORERITERT
TEEA
7 u — @SR inner-untagged /¥ X — %, inner-user-priority /¥
A—%, F£iz13 inner-tag-vlan /¥5 X — ¥ #{8E T 2158, ROA V¥
7z —ZDSMTERA L TLEE 0,
e TURAR=DPHELF PRV ITR-PERELIA =YY A
57 = — ADEEH
o TURAR—PEREZ PRV VTR P ERELIA —H XY bV
TT I —AERER—= M F vy XA 2T 2 —ATHEBRENS VLAN
4257 2 —ADEER
QoS 7H—Y R ELEOA V72— ACERAT A5E, 70 —EHSEst
IZ inner-untagged /¥ X —%, inner-user-priority /87 A —%, #7213
inner-tag-vlan /85 X — ¥ LISt 2 HEE LT L1280,

The list cannot be applied to this
interface because the list includes the
‘interface' parameter.

2D QoS 7u—1 A MI7u—MHEEMFIC interface 78T X —¥ 2 &7z
», TOA VI T —AEHTEEY A,

QoS 7u—Y R D7 a—HEHEMIC interface /ST XA —F ZIEET 515
B, A=Y RXY MUY T —RAERALTLLEZS VW, /1 —TXy M V¥
T —ZPADA Y F T2 =2 QoS 7u—1) A N EEHAT HEE, 7
O —HEMH» 5 interface 785 A —% ZHIBR L TL 2S00,

The list cannot be applied to this
interface because the list includes the
‘'own-prefix' parameter or the 'own-
address' parameter.

20O QoS 7u—Y R MI7 O — %M own-prefix /8T X —F F7:1d

own-address /8T X =¥ &/, ZOA VY7 1 —AICHEATEEE

Ao

own-prefix /¥7 X —4% £ 7-13 own-address /¥ 7 X —#% &% QoS 7 U —
YR ME2A V5T 2 —RHEAT 256, ROEMFERHITAEIHDET,
e MHTAA VY T —RICET RLARRET S

o IPV6 70— 7 RLRIE—DRIRET 5

The list name has already been used by
another QoS flow list.

D QoS 7u—J A LZIE, 1ELPD QoS Tu— A M TERBEATY .

EAhD QoS 7u—YAMTFEHLTWARWL QoS 7u—"1) X b, £/13xf
KERBHQoST7U—Y A MEEEELTLILES ),

The number of hierarchical shaper users
exceeds the maximum.

PRy = — RO —YEPNESFEZBATLEVET,
BEE(Ly = —/ S 1 —98%, A I < > F show shaper resources THES
LTL7ZE 0,
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Ayt—o

A&

The number of QoS flow entries exceeds
the maximum.

QoS 7u—I Y M MMPNBEFMHZHBATLEVET,
5B, QS7u—T Y PIBLUKRYS - PUDEHATY UKL, &
Fi 2~ > K show psu resources THERR L TL 7Z2& W,

The policer cannot be deleted because it
is still referred to by a QoS flow list.

BELLZARVY—Z U VIE QoS 7u— YA NTIRESNTWA 2D, Hl
BRTEE A

RYTF—T b ZHIRT BEEICIE, QoS 70 —Y A M 54T B R
P—I M) OEEZBEBRLTASEBL TS W,

The policer entry name cannot be
specified.

ZOR)P—ZY P ZIEBETE A
WREQRBEBEAORIF—T Y PUBZEEEL TS,

The policer entry name has already
been used by another policer.

ORIV —T Y M)A, ErORIYY -T2 M) CHEREATT,
BALrOoRIS =T M) THEALTOWEZVLWRY Y- P BEIEET S
2, A—ZORV -T2 b ZHRLTPSERL T EE W,

The port does not support the
scheduling mode.

FETAEBTCHR— L TVWARVWRT V2= Y TE- DD,
ExHA

The shaper bandwidth-profile name
does not exist.

COBBILY 2=/ Y x—/)S2—PHEBHIEH SO 7 7 A LZIEFEEL T
Tt A,
TERREAD Y = — /S 1= EEHFIF T 07 7 A LB 2IEELTLIZS 0,

The specified rate value of hierarchical
shaper WFQ is incorrect, or is outside
the valid range.

BELBELY £ —/%0 WFQ @ rate ARELRBETH 575, £-IEHRE
HWHEZBITVET,

The specified rate value of WFQ is
incorrect, or is outside the valid range.

BE L7 WFQ @D rate SARELRETH5», TLIHRTHELZBLAC0E
e

The target flow cannot be set because
there is no target flow that specified
policer with the same sequence.

ZO7u—HEEE, RUY—47 Y ABSTHEEEICR) Y —2EEL
270 —BHEEPFEE LR WD, RETEEHA.
HEIJU-REOTU—MHEHERET 255G, ALY —7  AHEBTH
TEEEICR VY —2EE L 70— BREEHZBRELTIOERL TS
Wy,

The total length of each queue exceeds
the maximum value.

EELF 2 -—ROGEIHENBKREZBA257:0, F2-—RIEETZFHE
Ao
F 2 —REEHEOEFHEIX 131071 ITFICLTLEE W,

The total number of sequences in access
lists and QoS flow lists exceeds the
maximum.

TIEAVANBLT QS 70— A MDY =7 Y ABDBREZBAT
LEWVWET,

V=V ARMBEIOA VI T 1= RICHRETE B Y=V ARD, WESH
DOEFAWNICE A EDICREBELTL S,

There has already been a QoS flow list
with the same type and direction.

Y2 OB EOEZEAEOIFENE L QoS 70— X MY TIHE
HahtnEd,

YA hORERE L OEZFAHBEOIFENSFEL QoS 7u—1) A hE#EA L
VIBAITIE, TTICEESN TS QoS 7u—Y X hDERZHIBRLTH,
5, BEBHALTIEZES L,
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PE

The specified address cannot be set
because an IP address or an IPvé
address has already been set.

IPv4 7 RLUREIZIPVE 7 RLADRESNTWVA7®, BERLT FL X
ZIRETZE A,
REFADERLIPvA 7 FLRE/ZIXIPVO 7 RLAZHIFRL TL72& W,

The specified track name cannot be set
for the list track.

BELE Ty 783D A NEROBERMR N Ty s LTEETS £
ho
NT v o ERIAY A NERLSO N Ty s B EEE LT ES 0,

The specified track name has already
used by another track.

BELLN Iy 7RI, BB bTyF  TRBENSTTIERALTVWET,
EDPDNT Y IZEBELTLIZE N,

The track chain count exceeds the
maximum. (list track = <valuel>)

YA NERMT v I<valuel>TLEREZEBZHSREARICE>TVET,
UZAMERIT v 7 EERXR T v 7 OSBEGE 8 BERIICK S KD
ICERELTLZE 0,

<valuel>:J)L— b &2 Y R NER T v 7 DEH]

The track forms loop. (list track =
<valuel>)

YARNER T v/ <valuel >TIL—T a2 5BEAKICE > TVET,
VAMER NI 7 EERAR NI v 7 0ZEBGRERBEL TLEZS WL,

<valuel>:)L—hr&hBURMNERNT v 7 OLH]

The trial count should be more than
failure count.

BEREMEPFOR - ¥ FHTEEIE, BERECHET 2R TR
BEELL EICT ZIEDPH D E T

A=V ZETERICE, K-V 7RBMEHLID B REVEZRELTL
IV,

The trial count should be more than
success count.

BELEMEFOFR - > FETERIL, BEOECHET 28— 27K
EHLL EICT 2 ENPHD £,

A=V U ZETEHICE, K=Y Y TBREHEID b REWEZREL TL
2E W,
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R—KNIS—)2THRERDODIS—

#x18-8

R—RIS—UVTRERDIS—AvE—Y
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AE

A mirror port cannot be set for an
interface for which a switchport is
already set.

switchport BEESINTWVEA V¥ 72— LT, IT—K— M2
TEEHA

A monitor port can be specified only in
one monitor session, or in a pair of one
tx session and one rx session.

EoY—KR—bME, —ODE=ZFY—tyvray, FhiEF—DtxtyIay
=00ty yarvRFFIKRETEET,

The following items conflict: the mirror
port and 'axrp-primary-port' cannot be
set together.

Ring Protocol D7 I 4 vV R— b DPRESNTVREA VF 7 2 —AITKL
T, 39— K- EBRETEELA

The following items conflict: the mirror
port and 'axrp-ring-port' cannot be set
together.

Ring Protocol DV ¥ 7R — b HRESNTVEA ¥ T 2 —AIIH LT,
IT-F-bERETEEEA.

The following items conflict: the mirror
port and the channel group port cannot
be set together.

FYRNTN—TDBRESNTNBEAL T Tz —AIIRLT,
EPRETETEHA

/1)
N
|
%
l
-

The following items conflict: the mirror
port and the IP interface cannot be set
together.

IP7 RUANBRESNTVEA VI T2 —RIIMLT, IT7—F—MEFH
TEEEA

The following items conflict: the mirror
port and the subinterface cannot be set
together.

YT T —ANBREENT VWSS V¥ T —RIZXHLT,
FERETEE A

/1)
N
|
t
|

The following items conflict: the mirror
port and 'ethernet cfm mep' cannot be
set together.

CFM TfFERY %5 MEP B"BESNTVWA A V¥ T2 —AIIRLT, 37—
H— b EBETE A

The following items conflict: the mirror
port and 'lldp enable' cannot be set
together.

lldp enable 27> FABFRESINTVEA V¥ T =R LT,
K-t zRETEE A

5._

11

The following items conflict: the mirror
port and monitor port. They cannot be
set together.

1)

F—AR—hEEZY—KR-MIFARICRETEEEA
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The following items conflict: the policy-
based mirror port and 'axrp-primary-
port' cannot be set together.

Ring Protocol D754 v U R— b PRESNTVEA Y F 7 2 —AITHL
T, RV R=ZA3IF=) UV ITDIT—R—rOFEIETEEEA,

The following items conflict: the policy-
based mirror port and 'axrp-ring-port’
cannot be set together.

Ring Protocol @V ¥ R = b DBHRESNTVEA V¥ T 2 —AIX LT,
RV R=ZX3I5-YVITDIT—KR-IORELTEEEA,

The following items conflict: the policy-

based mirror port and 'ethernet cfm mep'

cannot be set together.

CFM T2 MEP RRESNTVEA V¥ T2 — A LT, R ¥ —
R=ZAIFT=IV Y TDIT—K-LOREITEEL A,

The following items conflict: the policy-
based mirror port and 'lldp enable'
cannot be set together.

lldp enable Iv Y RAFRESINTVEA VY T2 —AIRH LT, KY T —
NR=Z3IT=YVTDIT—K—-rOFEITEE A,

The following items conflict: the policy-
based mirror port and the channel group
configuration.

K R CF ¥ RSN —TEHEET B
, BEBEBOF v I I —TEEEEE LTS,

RYVY—R=ZAIF—=Y 2 TDIT—
Baik

The following items conflict: the policy-
based mirror port and the channel group
port cannot be set together.

VTN —=THHERESNTVWEA T T2 =AU LT, KYT—~_—

F ¥ %
AIT=YVITDIT—KR—-—bOREIITETE A,

The following items conflict: the policy-
based mirror port and the IP interface
cannot be set together.

IP 7 KL AHE
T TDIT—

RESNTVBSL T —AINLT, RYT—R—23
R—POBREITEE A,

The following items conflict: the policy-
based mirror port and the subinterface
cannot be set together.

PBTA VI TI—ANRESNTNAEA VYT =R LT, RY¥—
AIT=YVTDIT—R— I DREITZTEEA,

The following items conflict: the policy-

switchport ARESNTVAEA V¥ T 2 — A LT, A T¥—R—2Z3

based mirror port and the switchport FT—=YYITDIT—R— b OBREITEEEA.
cannot be set together.
The number of destinations exceeds the | —D2DFE[FXA V¥ 72 —AVAMIHRETELR) I —R-ZA3IF—-Y

maximum.

TDIT—KR—=ME, BR7ETYT, 7TEZBATHRETETEEA,
HLLLR)V—R=ZAIF—-YVTDIT—KR—F2EMT IIHEEE, H
BAHAOR) Y —R=ZAIF53=) 2 TDIT—KR—r2HBRLTILHEMLT
EEWV,
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AE

‘ethernet cfm ais enable' cannot be
configured for a channel group port.

A= FF ¥ XINVISIMLTWVBAL ¥ 7 2 —RIZ, AlIS D enable 3RET
ZFEHAS

‘ethernet cfm enable' cannot be
configured for a channel group port.

A= M F X+ XN L TWBA ¥ 7 = —RIZ, CFM @ enable I35E T
EFHA,

‘ethernet cfm enable' cannot be
configured for this hardware profile.

REON—RF 27707741, CEFM ® enable 3B ETZEH A,

‘ethernet cfm Ick enable' cannot be
configured for a channel group port.

A= FF X+ INVIZSIMLTWBA ¥ 7 =2 —RIZ, LCK @ enable I35E T
EFHA,

MEP cannot be configured for a channel
group port.

R=bFF X INIZBIMLTVWABA ¥ 72—, MEP ZRETZEHA,

MEP of the same level cannot be
configured to the same interface.

Fl—A>%7x—AFkIZ, BCLNLOMEP ZFETEZEHA,

The following items conflict: 'ethernet
cfm mep' and the mirror port cannot be
set together.

T—KR—PMIRESNTVEA VYT -2 LT, CFM THEAT 2
EP OBEIITEE A

T
N

Z

The following items conflict: 'ethernet
cfm mep' and the policy-based mirror
port cannot be set together.

RV R=ZIF—=YVITDIT—FR—-PFIREINTVBA ¥ Tz —
AL, CFM TEFHT 5 MEP OREIXTEEHA,

The MEP ID is already configured for a
CFM MEP. (MEP ID = <mepid>)

fEES N7 MEP ID i&, 9 TICIEA»D MEP ILRESNTWVET,

<mepid> : MEP ID

The number of 'MEP' specifications
exceeds the maximum.

MEP ODERAFREH @@ L TVWE T, AEZ MEP REZHIFRLTIZS
l/)o
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The following items conflict: 'lldp
enable' and the mirror port cannot be
set together.

IT-R-PIRESNTVAAL YT 2 — AR LT, lldp enable 2=
VROBREIITEER A,

The following items conflict: 'lldp
enable' and the policy-based mirror port
cannot be set together.

RV —R=ZAIFT—Y U TDIT—KRK-MIBRESNTVEA VY T 2 —
21z LT, lldp enable 2¥ > FOFEREITTEEH A,
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A

access-log enable 268

access-log interval 269

access-log threshold 271

advance access-group 162
advance access-list 165

advance access-list resequence 166
advance qos-flow-group 278
advance qos-flow-list 280
advance qos-flow-list resequence 281
aggregate-vlan 20
aggregate-vlan-group 21

axtp 114

axrp vlan-mapping 115
axrp-primary-port 117
axrp-ring-port 119

B

boolean 408

C

control-vlan 121

D

default-state 409

deny (advance access-list) 168
deny (ip access-list extended) 183
deny (ip access-list standard) 192
deny (ipv6 access-list) 194

deny (mac access-list extended) 202
description 22

destination 438
destination-interface-list 439
disable 123

down-debounce 23

E

efmoam active 458
efmoam disable 459
efmoam udld-detection-count 460

F

failure detection 410

flow filter implicit-deny 206
flush-request-count [Ring Protocol] 124
forwarding-shift-time 125

H

health-check holdtime 127
health-check interval 128

icmp 412

icmp check-reply-interface 414
IEEE802.3ah OAM 457

instance 50

interface vlan 25

interval 416

ip access-group (727t AU XK 207
ip access-list extended 209

ip access-list resequence 211

ip access-list standard 213

ip igmp snooping (global) 136

ip igmp snooping (VLAN o > % 7 = —X)
ip igmp snooping fast-leave 138

Ip igmp snooping mrouter 139

Ip igmp snooping querier 140

ip qos-flow-group 283

ip qos-flow-list 285

ip qos-flow-list resequence 286

Ipv6 access-list 215

ipv6 access-list resequence 216

ipvé mld snooping (global) 141

ipv6 mld snooping (VLAN A > ¥ 7 = —2X)
ipv6 mld snooping fast-leave 143

ipv6 mld snooping mrouter 144

ipv6 mld snooping querier 145

ipv6 qos-flow-group 288

ipv6 qos-flow-list 290

ipv6 qos-flow-list resequence 291
ipv6 traffic-filter 218

isolate-vlan 26

L

137

142

lldp enable 462
lldp hold-count 463
lldp interval-time 464
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lldp logging enable 465

lldp run 466

loop-detection 392

loop-detection auto-restore-time 394
loop-detection enable 395
loop-detection hold-time 396
loop-detection interval-time 397
loop-detection threshold 398

M

mac access-group 220

mac access-list extended 222
mac access-list resequence 223
mac qos-flow-group 293

mac qos-flow-list 295

mac qos-flow-list resequence 296
mac-address-table aging-time 16
mac-address-table learning 18
mode [Ring Protocol] 129
monitor session 434

N

name [(Ring Protocol] 131

name (A¥=>27>VVY-—] 52

nif 298

P

permit (advance access-list) 225

(
permit (ip access-list extended) 240
permit (ip access-list standard) 249
permit (ipv6 access-list) 251

permit (mac access-list extended) 260
policer 300

policer rate-option 304

preempt-delay 132

premium (advance qos-flow-list) 305

premium (ip qos-flow-list) 308
premium (ipv6 qos-flow-list) 311
premium (mac qos-flow-list) 314
Q

gos (advance qos-flow-list) 317

(
gos (ip qos-flow-list) 334
qos (ipv6 qos-flow-list) 345
gos (mac qos-flow-list) 355
gos-queue-group 361
gos-queue-list 363

488

R

recovery detection 417
remark [QoS] 366

remark (727t AY XN 264
revision 53

S

sflow additional-http-port 442
sflow destination 443

sflow extended-information-type 445

sflow forward ingress 447

sflow max-header-size 448

sflow max-packet-size 449

sflow packet-information-type 450
sflow polling-interval 451

sflow sample 452

sflow source 455

shaper bandwidth-profile 368
shaper enable 371

shaper flow-distribution 372
shaper mode 374

shaper port rate-limit 379

shaper port rate-option 380
shaper user 381

shaper users-group 384

shaper users-list 385

shaper user-priority-map 383
shutdown 27

shutdown [FZ v F > UHgE] 419
spanning-tree bpdufilter 54
spanning-tree bpduguard 55
spanning-tree cost 56
spanning-tree enable 58
spanning-tree guard 59
spanning-tree link-type 61
spanning-tree loopguard default 63
spanning-tree mode 64
spanning-tree mst configuration 65
spanning-tree mst cost 66
spanning-tree mst forward-time 68
spanning-tree mst hello-time 69
spanning-tree mst max-age 70
spanning-tree mst max-hops 71
spanning-tree mst port-priority 73
spanning-tree mst root priority 75
spanning-tree mst transmission-limit
spanning-tree pathcost method 78
spanning-tree portfast 81

77



spanning-tree portfast bpduguard default 82 U

]

spanning-tree portfast default 83
spanning-tree port-priority 80
spanning-tree single 84

up-debounce 40

spanning-tree single cost 85 \
spanning-tree single forward-time 86 vlan 42
spanning-tree single hello-time 87 vlan-group 133

vlan-mac 43

vlan-mac-prefix 44
vlan-mac-suffix vlan-id
vlan-up-message 47

spanning-tree single max-age 88
spanning-tree single mode 89
spanning-tree single pathcost method 90
spanning-tree single port-priority =~ 92
spanning-tree single priority 93

spanning-tree single transmission-limit 94 <

46

spanning-tree vlan 95
spanning-tree vlan cost 96
spanning-tree vlan forward-time 98
spanning-tree vlan hello-time 100
spanning-tree vlan max-age 102

avr RoiEikEsx 2

spanning-tree vlan mode 104
spanning-tree vlan pathcost method 106
spanning-tree vlan port-priority 108
spanning-tree vlan priority 110
spanning-tree vlan transmission-limit 111

storm-control (global) 400
storm-control (£ =% %y b > ¥ 7 2 —2)
storm-control action 404
storm-control enable 406
switchport access 28

switchport isolate 29

switchport mode 31

switchport trunk 33

switchport vlan mapping 35
switchport vlan mapping enable 37
system policer-statistics-mode 386
system queue-length 387

system vlan-statistics-mode 38

402

T

target interface
targetip 421
target ipv6 423
target object 425
timeout 427
track-target aging-interval
track-target init-interval

420

428
429

track-target name 431
traffic-shape rate 389
type 432

489



	コンフィグレーションコマンドレファレンス Vol.2
	変更内容
	はじめに
	目次
	第1編　このマニュアルの読み方
	1　このマニュアルの読み方
	コマンドの記述形式
	コマンドモード一覧
	パラメータに指定できる値


	第2編　レイヤ2スイッチング
	2　MACアドレステーブル
	mac-address-table aging-time
	mac-address-table learning

	3　VLAN
	aggregate-vlan
	aggregate-vlan-group
	description
	down-debounce
	interface vlan
	isolate-vlan
	shutdown
	switchport access
	switchport isolate
	switchport mode
	switchport trunk
	switchport vlan mapping
	switchport vlan mapping enable
	system vlan-statistics-mode
	up-debounce
	vlan
	vlan-mac
	vlan-mac-prefix
	vlan-mac-suffix vlan-id
	vlan-up-message

	4　スパニングツリー
	instance
	name
	revision
	spanning-tree bpdufilter
	spanning-tree bpduguard
	spanning-tree cost
	spanning-tree enable
	spanning-tree guard
	spanning-tree link-type
	spanning-tree loopguard default
	spanning-tree mode
	spanning-tree mst configuration
	spanning-tree mst cost
	spanning-tree mst forward-time
	spanning-tree mst hello-time
	spanning-tree mst max-age
	spanning-tree mst max-hops
	spanning-tree mst port-priority
	spanning-tree mst root priority
	spanning-tree mst transmission-limit
	spanning-tree pathcost method
	spanning-tree port-priority
	spanning-tree portfast
	spanning-tree portfast bpduguard default
	spanning-tree portfast default
	spanning-tree single
	spanning-tree single cost
	spanning-tree single forward-time
	spanning-tree single hello-time
	spanning-tree single max-age
	spanning-tree single mode
	spanning-tree single pathcost method
	spanning-tree single port-priority
	spanning-tree single priority
	spanning-tree single transmission-limit
	spanning-tree vlan
	spanning-tree vlan cost
	spanning-tree vlan forward-time
	spanning-tree vlan hello-time
	spanning-tree vlan max-age
	spanning-tree vlan mode
	spanning-tree vlan pathcost method
	spanning-tree vlan port-priority
	spanning-tree vlan priority
	spanning-tree vlan transmission-limit

	5　Ring Protocol
	axrp
	axrp vlan-mapping
	axrp-primary-port
	axrp-ring-port
	control-vlan
	disable
	flush-request-count
	forwarding-shift-time
	health-check holdtime
	health-check interval
	mode
	name
	preempt-delay
	vlan-group

	6　IGMP/MLD snooping
	ip igmp snooping（global）
	ip igmp snooping（VLANインタフェース）
	ip igmp snooping fast-leave
	ip igmp snooping mrouter
	ip igmp snooping querier
	ipv6 mld snooping（global）
	ipv6 mld snooping（VLANインタフェース）
	ipv6 mld snooping fast-leave
	ipv6 mld snooping mrouter
	ipv6 mld snooping querier


	第3編　フィルタ・QoS
	7　アクセスリスト
	アクセスリスト数
	指定できる名称および値
	advance access-group
	advance access-list
	advance access-list resequence
	deny（advance access-list）
	deny（ip access-list extended）
	deny（ip access-list standard）
	deny（ipv6 access-list）
	deny（mac access-list extended）
	flow filter implicit-deny
	ip access-group
	ip access-list extended
	ip access-list resequence
	ip access-list standard
	ipv6 access-list
	ipv6 access-list resequence
	ipv6 traffic-filter
	mac access-group
	mac access-list extended
	mac access-list resequence
	permit（advance access-list）
	permit（ip access-list extended）
	permit（ip access-list standard）
	permit（ipv6 access-list）
	permit（mac access-list extended）
	remark

	8　アクセスリストロギング
	access-log enable
	access-log interval
	access-log threshold

	9　QoS
	QoSフローリスト数/ポリサーエントリ数
	指定できる名称および値
	advance qos-flow-group
	advance qos-flow-list
	advance qos-flow-list resequence
	ip qos-flow-group
	ip qos-flow-list
	ip qos-flow-list resequence
	ipv6 qos-flow-group
	ipv6 qos-flow-list
	ipv6 qos-flow-list resequence
	mac qos-flow-group
	mac qos-flow-list
	mac qos-flow-list resequence
	nif【OP-SHPS】
	policer
	policer rate-option
	premium（advance qos-flow-list）
	premium（ip qos-flow-list）
	premium（ipv6 qos-flow-list）
	premium（mac qos-flow-list）
	qos（advance qos-flow-list）
	qos（ip qos-flow-list）
	qos（ipv6 qos-flow-list）
	qos（mac qos-flow-list）
	qos-queue-group
	qos-queue-list
	remark
	shaper bandwidth-profile【OP-SHPS】
	shaper enable【OP-SHPS】
	shaper flow-distribution【OP-SHPS】
	shaper mode【OP-SHPS】
	shaper port rate-limit【OP-SHPS】
	shaper port rate-option【OP-SHPS】
	shaper user【OP-SHPS】
	shaper user-priority-map【OP-SHPS】
	shaper users-group【OP-SHPS】
	shaper users-list【OP-SHPS】
	system policer-statistics-mode
	system queue-length
	traffic-shape rate


	第4編　ネットワーク監視機能
	10　L2ループ検知
	loop-detection
	loop-detection auto-restore-time
	loop-detection enable
	loop-detection hold-time
	loop-detection interval-time
	loop-detection threshold

	11　ストームコントロール
	storm-control（global）
	storm-control（イーサネットインタフェース）
	storm-control action
	storm-control enable

	12　トラッキング機能
	boolean
	default-state
	failure detection
	icmp
	icmp check-reply-interface
	interval
	recovery detection
	shutdown
	target interface
	target ip
	target ipv6
	target object
	timeout
	track-target aging-interval
	track-target init-interval
	track-target name
	type


	第5編　ネットワークの管理
	13　ポートミラーリング
	monitor session

	14　ポリシーベースミラーリング
	destination
	destination-interface-list

	15　sFlow統計
	sflow additional-http-port
	sflow destination
	sflow extended-information-type
	sflow forward ingress
	sflow max-header-size
	sflow max-packet-size
	sflow packet-information-type
	sflow polling-interval
	sflow sample
	sflow source

	16　IEEE802.3ah OAM
	efmoam active
	efmoam disable
	efmoam udld-detection-count

	17　LLDP
	lldp enable
	lldp hold-count
	lldp interval-time
	lldp logging enable
	lldp run


	第6編　コンフィグレーションエラーメッセージ
	18　コンフィグレーション編集時のエラーメッセージ
	18.1　共通のエラー
	18.2　VLAN設定時のエラー
	18.3　スパニングツリー設定時のエラー
	18.4　Ring Protocol設定時のエラー
	18.5　IGMP/MLD snooping設定時のエラー
	18.6　アクセスリスト設定時のエラー
	18.7　QoS設定時のエラー
	18.8　トラッキング設定時のエラー
	18.9　ポートミラーリング設定時のエラー
	18.10　ポリシーベースミラーリング設定時のエラー
	18.11　CFM設定時のエラー
	18.12　LLDP設定時のエラー


	索引


