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SSH

ip ssh ciphers 2= > FIZRD/IST A= DfEEBMLUE LTz,
aesl28-gcm@openssh.com

aes256-gcm@openssh.com

ip ssh key-exchange 2~ > FzEMLF L7z,

ip ssh macs I~ RIZIRDIST XA =¥ DEZEBILE L7z,
hmac-sha2-256

hmac-sha2-512

REEEV T NI T OEH

failure-action 2~< > FZEBMLF L7,

A =¥ b

track-target-control-shutdown a2~ > FZEMLZF L7z,

[Ver. 12.8 x)i Rev.1 ]

® KEAT

I5H Bl - BERS
A —=F3y b WD A7 FIZ SFP+/SFP HAKR— MOV T OB EBML E L7,
duplex
mdix auto
speed
[Ver. 12.8 53iAR]
x® ZEEAT
IEIS] Bl - EEAS
I R B transport input 2> RiZ ssh/$5 A =% ZBINL E L7z,
SSH AEZBEMLUE L,

SSH R ERD LT —

AfEIZBMUE Lz,

[Ver. 12.7 51t Rev.1 kR
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IEH

Bl - EEAE

urArtFay T+ & RADIUS/
TACACS+

username I3 Y ROL—HFRICANTE A XFRBIZOVWTORREE
BLELL
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I5H Bl - EEAE
EBELVT I TOER « forwarding-table allocation =~ > FiZ custom <key info>/¥F X —

Y &BimLE L

SFU/PRU/NIF O&3# s MDA Y FZEMUE L7,
nif

pe-service

service-type

system nif board-type

SNMP « snmp-server host 2> FiZ axrp /85 XA —# ZBIL F L7z,
A —=Hxv bk * interface fortygigabitethernet 2~ > FZEMU F L7,
SFU/PRU/NIF OEHFERO LT — o REIZEMLE LTz,

[Ver. 12.6 i Rev.1 k]

x® XBEAH

EE BNl - EEASE
aur4rv¥FaY 5+ & RADIUS/ e RDAT Y RIZsource /8T X—4ZEMLE L,
TACACS+ radius-server host

tacacs-server host
e username I~¥ Y D view-class /NT A —=FIZaA<v > RT7F A
noauthorization ZEMLF L7z,

EEEVI NIV TOER ¢ flow-table allocation 2~ > FiZ mirror 85 X =4 #BML & L7z,

[Ver. 12.6 3iiabR]
x ZTERNS

156 Bl - EEAS
B DEE & NTP/SNTP « XM 3~ FiZ source-interface loopback <loopback id>/$5 X —%

ZELF L7
ntp broadcast
ntp peer

ntp server

sntp broadcast
sntp server

HBEVT NI TOEH e WIIRT AT RZEBMUE L7,
failure-action software

system flash-monitor

VAT LAvE—YOHhu s 0ER * XM~ FIT source-interface loopback <loopback id>/8F X —%
ZEMLE L7

logging email-server

logging syslog-host

SNMP * snmp-server host 3> RIZIRD/ST A =& ZBIMLE L7z,




I8

Bl - EEAE

source-interface loopback <loopback id>

static-route

storm-control

snmp-server notification-disable I~ > FZ&BfIL & L7z,

A —=F%vk

dotlg-ethertype (£ =% 32w bAf V¥ 72 —R) a7 RZEMLEL
7zo

Vo7 TV r—=vay

channel-group load-balance 2+ > KiZ load-balance-group /¥
A—F2BMLE LT

WITRga<v >y FEBMLUE L,
channel-group load-balance-group
channel-group load-balance-group name
channel-group load-balance-group priority

VYo7 TN =2 3 VEREBOLS —

IT7—Avt—YZEBMUE L7

[Ver. 12.4 3315 Rev.1 hR]

® REART

I5H

SNMP

snmp-server host I > RiZ efmoam /8T X —# %8BI L F L7z,

BB U T b

WITRT IV RZBEMUE L7,
action

disable

event manager applet

event sysmsg

event timer

priority

EEER 7 U T N REROLT —

IT—Avt—YZEBMUE L7

[Ver. 12.4 stinkR]
xR ZTERS

158

Bl - EEAS

ury4rtFayF & RADIUS/
TACACS+

radius-server host 2> FO/NF A —=FIZ VLAN £ ¥ 7 = —ADEL
ABEEMUE L7,

KL DEE & NTP/SNTP

WIRT IV Y FOANE—FIZVLAN A ¥ 7 = —ADFl2EML
F L7

ntp broadcast

sntp broadcast

EBEEVT T T7OERE

forwarding-table allocation 2~ > FiZ ipv4-ipv6-uni /¥J X — % %38
MmUE L7z,

license I~ > FEBEMLE L7z,

hardware profile 2~ > FiZ router-1s /87 A —¥ ZEBMUL F L7z,
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AC Alternating Current

ACK ACKnow Ledge

ARP Address Resolution Protocol

AS Autonomous System

AUX Auxiliary

AXRP Autonomous eXtensible Ring Protocol

BCU Basic Control Unit

BEQ Best Effort Queueing

BFD Bidirectional Forwarding Detection

BGP Border Gateway Protocol

BGP4 Border Gateway Protocol - version 4

BGP4+ Multiprotocol Extensions for Border Gateway Protocol - version 4
bit/s bits per second *bpsE KT 2GZELHYET,
BOOTP Bootstrap Protocol

BPDU Bridge Protocol Data Unit

C-Tag Customer Tag




FU&HIC

CA Certificate Authority

cC Continuity Check

CCM Continuity Check Message

CFM Connectivity Fault Management

CFP C Form-factor Pluggable

CIDR Classless Inter-Domain Routing

CLI Command Line Interface

CoS Class of Service

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
DA Destination Address

DC Direct Current

DCE Data Circuit terminating Equipment

DHCP Dynamic Host Configuration Protocol

DHCPv6 Dynamic Host Configuration Protocol for IPv6
DNS Domain Name System

DNSSL Domain Name System Search List

DR Designated Router

DSA Digital Signature Algorithm

DSAP Destination Service Access Point

DSCP Differentiated Services Code Point

DSS Digital Signature Standard

DTE Data Terminal Equipment

E-mai l Electronic mail

EAP Extensible Authentication Protocol

EAPOL EAP Over LAN

ECDSA Elliptic Curve Digital Signature Algorithm
EFM Ethernet in the First Mile

ETH-AIS Ethernet Alarm Indicator Signal
ETH-LCK Ethernet Locked Signal

FAN Fan Unit

FCS Frame Check Sequence

FE Forwarding Engine

HDC Hardware Dependent Code

HMAC Keyed-Hashing for Message Authentication
TANA Internet Assigned Numbers Authority

ICMP Internet Control Message Protocol

ICMPv6 Internet Control Message Protocol version 6
1D Identifier

IEEE Institute of Electrical and Electronics Engineers, Inc.
IETF the Internet Engineering Task Force

IGMP Internet Group Management Protocol

IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

IS0 International Organization for Standardization
ISP Internet Service Provider

L2LD Layer 2 Loop Detection

LAN Local Area Network

LCD Liquid Crystal Display

LED Light Emitting Diode

LLC Logical Link Control

LLDP Link Layer Discovery Protocol

LLPQ Low Latency Priority Queueing

LLQ Low Latency Queueing

LLRLQ Low Latency Rate Limited Queueing

LSA Link State Advertisement

MA Maintenance Association

MAC Media Access Control

MC Memory Card

MD5 Message Digest 5

MDI Medium Dependent Interface

MDI-X Medium Dependent Interface crossover

MEG Maintenance Entity Group

MEP Maintenance association End Point/Maintenance entity group End Point
MIB Management Information Base

MIP Maintenance domain Intermediate Point
MLD Multicast Listener Discovery

MP Maintenance Point

MRU Maximum Receive Unit

MSTP Multiple Spanning Tree Protocol

MTU Maximum Transfer Unit

NAK Not AcKnowledge

NAS Network Access Server
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NBMA
NDP
NIF
NSAP
NSR
NSSA
NTP
0AM
0SPF
0UI

PA
packet/s
PAD

PC

PDU
PE-ME
PE-NIF
PGP
PID
PIM
PIM-SM
PIM-SSM
PQ

PRU

PS
PSINPUT
PSU
QoS
QSFP+
QSFP28
RA
RADIUS
RDI
RDNSS
RFC
RGQ
RIP
RIPng
RMON
RPF

RQ

RR

RSA
S-Tag
SA

SD

SFD
SFP
SFP+
SFU
SHA1
SMTP
SNAP
SNMP
SNPA
SNTP
SOP
SPF
SSAP
SSH
SSW
STP

TA
TACACS+
TCP/IP
TLV
TOS
TPID
TTL
UDLD
UDP
URL
uRPF
VLAN

Non-Broadcast Multiple-Access

Neighbor Discovery Protocol

Network Interface

Network Service Access Point

NonStop Routing

Not So Stubby Area

Network Time Protocol

Operations, Administration, and Maintenance
Open Shortest Path First

Organizationally Unique Identifier
Protocol Accelerator

packets per second *ppsE RETDIHBELHYET,
PADding

Personal Computer

Protocol Data Unit

Programmable Engine Micro Engine
Programmable Engine Network Interface
Pretty Good Privacy

Protocol IDentifier

Protocol Independent Multicast

Protocol Independent Multicast-Sparse Mode
Protocol Independent Multicast-Source Specific Multicast
Priority Queueing

Packet Routing Unit

Power Supply

Power Supply Input

Packet Switching Unit

Quality of Service

Quad Small Form factor Pluggable Plus
28Gbps Quad Small Form factor Pluggable
Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

Recursive Domain Name System Server
Request For Comments

Rate Guaranteed Queueing

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB

Reverse Path Forwarding

ReQuest

Round Robin

Rivest, Shamir, Adleman

Service Tag

Source Address

Secure Digital

Start Frame Delimiter

Small Form-factor Pluggable

enhanced Small Form-factor Pluggable
Switch Fabric Unit

Secure Hash Algorithm 1

Simple Mail Transfer Protocol

Sub-Network Access Protocol

Simple Network Management Protocol
Subnetwork Point of Attachment

Simple Network Time Protocol

System Operational Panel

Shortest Path First

Source Service Access Point

Secure Shell

Sub-crossbar SWitch

Spanning Tree Protocol

Terminal Adapter

Terminal Access Controller Access Control System Plus
Transmission Control Protocol/Internet Protocol
Type, Length, and Value

Type Of Service

Tag Protocol Identifier

Time To Live

Uni-Directional Link Detection

User Datagram Protocol

Uniform Resource Locator

unicast Reverse Path Forwarding

Virtual LAN
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VPN Virtual Private Network

VRF Virtual Routing and Forwarding/Virtual Routing and Forwarding Instance
VRRP Virtual Router Redundancy Protocol

WAN Wide Area Network

WFQ Weighted Fair Queueing

Www World-Wide Web

B KB (FONTN) BEDEMRKREICDOVT

IKB (FT34 1), IMB (X431 }), IGB (X454 1), 1TB (5584 b) E2N2H 1024 31 b,
10242 54 R, 1024331 |k, 10244 34 R TF s
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i 7 NOE R 75 2
XY RE—R—E 3
INTA—FCIBETEDIE 6

F2iR EHEE

2 & AR AR 15
ftp-server 16
line console 18
line vty 19
speed 21
transport input 22

3 J> 747 L—2 3> DiREERIE 25
apply-template 26
commit 28
configuration commit-mode 29
delete 31
end 33
end-template 35
insert 36
load 38
quit (exit) 42
replace 44
rollback 46
save 48
show 51
status 52
template 54
template E—RTOIY> RAS 56
top 58




YR—I A MR—b 59
description 60
duplex 61
interface mgmt 63
shutdown 64
speed 65
5 FAT7INT YT P & 67
interface async 68
ip address (AUX) 69
peer default ip address 70
6 O74>t*a!)7 & RADIUS/TACACS+ 71
aaa accounting commands 72
aaa accounting exec 74
aaa authentication enable 76
aaa authentication enable attribute-user-per-method 78
aaa authentication enable end-by-reject 79
aaa authentication login 80
aaa authentication login console 82
aaa authentication login end-by-reject 83
aaa authorization commands 84
aaa authorization commands console 86
banner 87
commands exec 91
enable password 93
ip access-group 95
ipv6 access-class 97
parser view 99
radius-server host 100
radius-server key 103
radius-server retransmit 104
radius-server timeout 105
tacacs-server host 106
tacacs-server key 109
tacacs-server timeout 110

username

111




SSH 117
ip ssh 118
ip ssh authentication 119
ip ssh authkey 120
ip ssh ciphers 122
ip ssh key-exchange 123
ip ssh macs 124
ip ssh version 125
BZIDEREE NTP/SNTP 127
clock summer-time 128
clock timezone 130
ntp access-group 132
ntp authenticate 134
ntp authentication-key 135
ntp broadcast 137
ntp broadcast client 139
ntp broadcastdelay 140
ntp master 141
ntp peer 142
ntp server 144
ntp trusted-key 146
sntp access-group 147
sntp authenticate 149
sntp authentication-key 150
sntp broadcast 152
sntp broadcast client 154
sntp broadcastdelay 155
sntp broadcast send-interval 156
sntp client interval 157
sntp master 158
sntp server 159
sntp trusted-key 162
KA KN%E DNS 163
ip domain lookup 164
ip domain name 165
ip domain reverse-lookup 166




ip host 167
ip name-server 169
ipv6 host 171
]0%%8:‘/7 N7 DEE 173
failure-action 174
failure-action software 176
flow detection mode 178
flow-table allocation 180
forwarding-table allocation 182
hardware profile 184
hostname 185
license 186
system fan mode 188
system flash-monitor 189
system high-temperature-action 191
system temperature-warning-level 192
system temperature-warning-level average 193
] ] SFU/PRU/NIF DETE 195
nif 196
pe-service 198
power enable 200
service-type 202
system nif board-type 203
system pru priority 205
] 2 EEOTIE( 207
power redundancy-mode 208
]3 PAT LRy OHHEOT DER 209
logging email 210
logging email-filter 212
logging email-from 214
logging email-interval 215
logging email-server 216
logging save-count 218
logging syslog-facility 220




logging syslog-filter 221
logging syslog-host 223
logging syslog-severity 226
message-list 228
message-type 229
] 4 SNMP 231
rmon alarm 232
rmon collection history 236
rmon event 238
snmp-server community 241
snmp-server contact 243
snmp-server enginelD local 244
snmp-server group 246
snmp-server host 249
snmp-server informs 257
snmp-server location 259
snmp-server notification-disable 260
snmp-server traps 261
snmp-server user 264
snmp-server view 266
snmp trap link-status (1—HxY hA>9T1—X, IRX—I AV KKR=NK) 268
snmp trap link-status (4 71>97x—X, VLAN1>971—2X) 269
]5 SHEEXTUT K 271
aaa authorization commands script 272
action 274
disable 276
event manager applet 277
event sysmsg 278
event timer 281
priority 284
resident-script 286
E3fm XYNT—TJ129TI—R
] 6 T—9xv b 289
bandwidth 290




description 291
dot1q ethertype (global) 292
dot1g-ethertype (1—H%y h1>971—2) 293
duplex 295
flowcontrol 297
frame-error-notice 299
interface fortygigabitethernet 302
interface gigabitethernet 304
interface hundredgigabitethernet 306
interface tengigabitethernet 308
link debounce 310
link up-debounce 311
mdix auto 312
mtu 313
shutdown 315
speed 316
system mtu 318
track-target-control-shutdown 320
]7U YITTIT—=23> 323
channel-group lacp system-priority 324
channel-group load-balance 325
channel-group load-balance-group 327
channel-group load-balance-group name 329
channel-group load-balance-group priority 330
channel-group max-active-port 332
channel-group max-detach-port 334
channel-group mode 335
channel-group multi-speed 337
channel-group non-revertive 338
channel-group periodic-timer 340
description 341
interface port-channel 342
lacp port-priority 344
lacp system-priority 346
shutdown 347
]8IP*(‘/‘97I—Z 349
description 350

vi




encapsulation dot1q 351
shutdown 352

FdA4fm A 747L—>a>Ic—Ayte—2

]9 d2 7147 L= a3 ViREROIS—Xyt—2 353
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1911 Y29V TRBYICLBIT— 354
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[#%aE]
av >y FOFERARZEARLTVET,
AR
A7 FOANERZERELTVWET, COANERIE, ROBANTESVWTEHABLTVET,

1LEPXFFNEFRET /87 A -7, <>THAEI,
2.<>THENTVWAELXFEF—T—FT, TOEFANTEXFTT,
3.{A | Bl &, [AZHWEBOEESRE2RBIR] 2BHKLET,

4[] THENINTA =X —T7— Fid [EBEE] 2BEKL £,
5.9 A= DANERE, VST RA—FIHEETESHE] ITRLET,
[ABE—R]

IV REANTEAANE—FRzER L TCVWET, F/, 0074071 —Ya v E—RUFDOEE—RIC
OV, Tar NIRRT AEM TR L TWET,

[INT X —9]

VY RTHRETEDNTA—FZFMHAL TVWE T, /ST X —F TEICEBREOTAE L EORE
#HEZHATL L TVET,

[O7 > REEBEOEE]

Oy REATLEL THI8T X —5 OFHMERBESRE S NEHBEIC, TONEZDRLTVET,
CEEADEE]

a7 ROBREIC &> CRENSRTING 2 CHREICHENH 2158, AMCRLTHET,
[ERTE(E D REREZHE]

BELLIT Y RBT o= 7ar 747 b= a VICRBENTZGE, T ICRELETCERZRET
B0, FLREEZHEH T2 OEMZ—RIELLZVERENRMSNZVPZELRLTHET,

LE=ZEIA]
a7y REEHT S ECORRRIC OV TREL TV ET.
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IV RE—R—F

1 ZOYZa7ILDOFEARA

av >y RE—-FO—HZ, WORITIRLET,

x1-1

OV RE—R-E

IV RE—RZED

I j ~ N — K5 — /—j ~ N
EES SO T hET <> RE— REHEH T-RBTAVR
1 (config) Ja—N\Var7a«Zl—aryE—F # configure

2 (config-line)

YE—bO s A oIy —ILOETE

(config)# line vty
(config)# line console

3 (config-view)

view D&

(config)# parser view

4 (config-if)

TA—I A MR- FORE

it

(config)# interface mgmt

AUX R— b DFE

(config)# interface async

A=Y b V¥ T 21 —ADHRE

(config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface fortygigabitethernet

(config)# interface
hundredgigabitethernet

R=bFF ¥ INA VYT 2—ADFHE

(config)# interface port-channel

VLAN A > % 7 £ — ADHRE

(config)# interface vlan

W—=TN9 742057 2—ADHRE

(config)# interface loopback

Nullf >4 7 2 —ADF

(config)# interface null

5 (config-if-range)

=YXy M 2¥ 72— ADEHKEE

(config)# interface range gigabitethernet
(config)# interface range
tengigabitethernet

(config)# interface range
fortygigabitethernet

(config)# interface range
hundredgigabitethernet

R=bF ¥ XNA V5T 2 — ADOEHE
E

(config)# interface range port-channel

VLAN A % 7 = — ZADEHH

(config)# interface range vlan

6 (config-subif)

A—=HAy bFTA 25T 21— ADHRE

(config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface fortygigabitethernet

(config)# interface
hundredgigabitethernet

(WTA VI T 2= VT w7 AIEERE)

R—=bF¥INTTA T —ADEH

JE

(config)# interface port-channel
(FTA VI T 2= VT v 7 AEER)
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OV RE—RZED

I _ Iv RE—RE E—REFITUR
EES FOvFhE >R NEHBA RBITIT R
7 (config-subif-range) A=Yy MNTA 5T 2—AOEHK | (config)# interface range gigabitethernet
BUE (config)# interface range
tengigabitethernet
(config)# interface range
fortygigabitethernet
(config)# interface range
hundredgigabitethernet
(BTA VI T 2= VT 7 AEER)
A= F ¥ 2NYTA 257 2—ADHE | (config)# interface range port-channel
HEE (MTAHT2—=AA VT v 7 AIEER)
8 (config-mst) MST OFE (config)# spanning-tree mst configuration
9 (config-adv-acl) Advance 7 1 V¥ DFRE (config)# advance access-list
10 (config-ext-nacl) IPv4 87y N7 4 VF DE (config)# ip access-list extended
11 (config-std-nacl) IPv4 7 RL AT 4 LY DEE (config)# ip access-list standard
12 (config-ipv6-acl) IPV6 7 4 V5 DE (config)# ipv6 access-list
13 (config-ext-macl) MAC 7 1 V¥ OFRE (config)# mac access-list extended
14 (config-adv-qos) Advance QoS 7 U —DRE (config)# advance qos-flow-list
15 | (config-ip-qos) IPv4 QoS 7u— D& (config)# ip qos-flow-list
16 | (config-ipv6-qos) IPv6 QoS 7 U0 —DFE (config)# ipv6 qos-flow-list
17 (config-mac-qos) MAC QoS 7ua—nz% (config)# mac qos-flow-list
18 | (config-msg-list) Ayt — VI AFEGORE (config)# message-list <group name>
19 (config-ether-cfm) CFM D% (config)# ethernet cfm domain-level
<level> ma <no.>
(config)# ethernet cfm mel <level> meg
<no.>
20 (config-ip-pbr) [Pv4 RV ¥ —=R=2)—TF 1 VT D (config)# ip policy-list
TE
21 | (config-ipv6-pbr) IPv6 RV ¥ —R=Z2)—F 1 ¥ T D (config)# ipv6 policy-list
TE
22 (config-router) RIP OFE (config)# router rip
OSPF D&% (config)# router ospf
BGP4/BGP4+DEE (config)# router bgp
23 | (config-router-af) RIP @ VRF B DRE (config)# router rip

(config-router)# address-family ipv4 vrf

BGP4 @ VRF B DFE
(config-router-af) (ipv4 vrf) E— F

(config)# router bgp
(config-router)# address-family ipv4 vrf
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IV RE—RZED

I = a7 RE— RS E—REFIATUR
BE FOvF R R R Ex8E R#&fTa< R
BGP4+DZ7a—NLty 7 —2 D8 | (config)# router bgp
E (config-router)# address-family ipv6
(config-router-af) (ipv6) € — F
BGP4+® VRF B DEHE (config)# router bgp
(config-router-af) (ipvé vrf) £E— F (config-router)# address-family ipv6 vrf
24 | (config-route-map) route-map D& (config)# route-map
25 | (config-rtr-rip) RIPng OFE (config)# ipvé router rip
26 | (config-rtr) OSPFv3 O (config)# ipv6 router ospf
27 (config-vrf) config-vrf OFE (config)# vrf definition
28 (Ka< Y RE—F>- FUTL— D& (config)# template
TPL) template £— F
<aAv Y RE—F>FEOIVY FE—
.
29 | (Kavy RE—F>- BAMEBIYY NORE (<3< ¥ FE—F>-TPL)# insert
TPL-INS) insert €— K
<av Y FE—F>FEEDITY FE—
.
30 (KavryRE—F>- BBV RORE (<a< > KE—F>-TPL)# replace
TPL-REP) replace £— K
<ITYRE-F>EEOIY Y RE—
K
31 (config-pe-service) PEH—¥ERa> 74 7L -3 0 (config)# pe-service <pe service id> <pe
7E service name>
32 (config-track) NT Y T DERFE (config)# track name <track name>
33 (config-track-target) BNERNT v 7 OFRE (config)# track-target name <track
name>
34 | (config-axrp) Ring Protocol ®&7E (config)# axrp
35  (config-applet) Ty MERED (config)# event manager applet <applet
name>
36 (config-dest-mirror) RV —R=Z23IF7-Y2ITDIT— (config)# destination-interface-list
R— b+ DOFE <destination interface list name> mode
mirror
37 | (config-shp-mode) Mty = — 8 E— ROBRE (config)# shaper mode
38 | (config-shp-distr) BBty = —/ S 1 —TEHEREDRE (config)# shaper flow-distribution
39 (config-shp-users) ety = — 82 —H) 2 NDOHE (config)# shaper users-list
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ZORZa7INDO5HEAA

INSA—FCIEETEDIE

INTRA=FIHEETEBEZ, RORITRLET,

K1-2 NSA-IICIEETEDME

NS A—SER A AFBI

A Hil | XFEPREFT 2 XFHEPE T L neighbor officel peer-group
NATY (), 7v¥=2a7 (), ¥UF
B () CHETZEY,

AR | XFEPERFET 2 XFHUE P ERFE ip host telnet-host 192.168.1.1
NATy (), EUZER () THEETEZ
ED

TIEA)RNE, 1 XFENREFT 2 XFHUBEPERTF ip access-list standard inbound1

QoS 7u—Y & +4,
RUY—x> )4,
RV Y —R=A)—F 4
Y7 R N4,

QoS Fa—1Y R4,
REXA VYT —RY
A 4

ENA Ty (), TyF—=Ra7 (1), EY
A8 () tETEET,

ip access-list standard 10

IPv4 7 KL X, ANA P ELALPFO10ERTEL, T 192.168.0.14
HThy NI AY OfFZEFy b () TRYDET, 255.255.255.0
TALRH—RTRY IPv4 7 RLZEFEBOANERTT . [Pv4 | 255.255.0.0

7 RUVADHTE Yy b2 TIfETIER
EREHERLET,

[Pv6 7 FL A

24 RO 16 EHTEL, COMEIO
> () TRUIDET,

2001:db8:1234:5678:9abc:def0:1234:5678
fe80::1

BESDNFS
FHFBLORALFCRETEET. 2L, BAFR—BRETEAVLFHIHE T XFI—F

—HE, RETEZVLERFZRIORLE T, XFI— F—BOEEFLUNOXFERHRIFELE T,
®1-3 XFPI—K—HB
¥¥ O-R X¥ $I-F ¥X¥ DI-F ¥X¥F DI-K XF I-K XF I-K
A 0x20 0 0x30 @ 0x40 P 0x50 0x60 p 0x70
o
A
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 s 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75




1 ZOYZa7ILDOFEARA

XF a—R XF a—R XF a—R XF a—R XF a—R XF J—R
& 0x26 6 0x36 F 0x46 Y 0x56 f 0x66 v 0x76
' 0x27 7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A ] 0x4A Z 0x5A j 0x6A Z 0x7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
0x2C < 0x3C L 0x4C ¥ 0x5C 1 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E A 0x5E n 0x6E - 0x7E
/ 0x2F ? 0x3F O 0x4F _ 0x5F 0 0x6F - -
REF=E3]
o BERAFF (?) (0x3F) 2 A9 %I12id [Cull + [VI 2 AT [?] 2 AL TLESWw, 7z, 5
MFE2&EOREL I — - R—A P TRLAL I LIETEEE A
[BXE T & 0 W CF]
KR 1-4 J/ETIBUVIHF
XF DB X=F ad—R
FTNT +— b " 0x22
L $ 0x24
TNV T F— b ' 0x27
t3Iaor ; 0x3B
NYTATya ¥ 0x5C
WV T x— b : 0x60
KiEE o { 0x7B
KEEIHED O } 0x7D
[BE D]
access-list 10 remark "mail:xx@xx %tokyo"
W<sfu no.>MN&iH
<sfu no.>DEDHMZIRDRITTRLET,
F 1-5 <sfu no.>NDIEDEHE
158 EF)N EDEH
1 AX8608R BELYY
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ZORZAT7ILOFEHRA

158 EFI EDEHE
2 AX8616R 1~4
3 AX8632R 1~4
BW<pru no.>MEH
<pru no.>DEDEH ZRDRITRL LT,
£ 1-6 <pru no.>NDEDEH
158 7L {EDEE
1 AX8608R 1~2
2 AX8616R 1~4
3 AX8632R 1~8
W<nif no.>H KLUV <port no.>NEEH
<nif no.>DEDHEZRORITTRLET,
F 1-7  <nif no.>DENDEH
IEE:S EFIL QX ]
1 AX8608R 1~8
2 AX8616R 1~16
3 AX8632R 1~32
¥7z, NIF Z&D<port no.>DEDHFEZIRDOFRITTRLET,
* 1-8 <port no.>NDEDEH
158 NIF BIZEEFT EDEEHE
1 NL1G-12T 1~12
2 NL1G-12S 1~12
3 NL1GA-12S 1~12
4 NLXG-6RS 1~6
5 NLXGA-12RS 1~12
6 NLXLG-4Q 1~4
7 NLCG-1Q 1
8 NMCG-1C 1

W <pe service id>M&aF

<pe service id>DEDOHFIL 1 ~1024 T,



1 ZOYZa7IVDFEAA

W<nif list>NDIEEHE

<nif list>12l&, NA 7> (-), ar< (,) 2EHALTEHONIF ES2EECTEEd, £/, —DD NIF
BELETEET, BEEOHE X, BIRO<nif no.>0O&EHEICHEVET,

INA TV ERFIZar~Il X AEREBEDH]
1-4,8-10

B<interface id list>MOIEEHE

<interface id list>i2i&, N1 7> (), a>=< () ZEHLTCRIORTERDO A —T Xy bDOA V¥ T 2 —
AEIETEET, £/, [INZ2BRLT—2DA V¥ 72— ABEBETEXET, IHEMBOEHEIZ, FidD
<nif no.>¥ & U'<port no.>D&HEIZHENE T,

« FHEY M —H 2y bOA 25T 2 —ZADHHE
gigabitethernet <nif no.>/<port no.>[-<port no.>]

c I0FHEY M —H Ry bDA VT T 2 —-ADBH
tengigabitethernet <nif no.>/<port no.>[-<port no.>]

c A0 FHEY b —H 2w bDA V¥ T 2 —RADFEH
fortygigabitethernet <nif no.>/<port no.>[-<port no.>]

¢« 100 FHEY b —H % bDA VT T 21— ADBHE
hundredgigabitethernet <nif no.>/<port no.>[-<port no.>]

INA 7 v &3 T =i & 2 EEEE OF)
gigabitethernet 1/1-2, gigabitethernet 1/5, tengigabitethernet 3/1

B<channel group number>nN&iHE
<channel group number>DED&FHZXRDRITRLE T

£ 1-9 <channel group number>MN{EN&EH

SES EF)L EDEEHE
1 AX8608R 1~96
2 AX8616R 1~192
3 AX8632R 1~384

B<subinterface index>M&iH

<subinterface index>DED#iFIZ 1 ~65535 TY,

B<vlan id>N&aHE

<vlan id>DEDEH X 1~4095 TT,

E<vlan id list>DIEEH X

<vlanid list>cid, "1 7> (-), ar< () 2EHELTEHO VLANID 2{8E€TC&Ed, £/, —D
O VLAN ID H$8ETZ £, EEMOHM L, giio<vlan id>OEEICHEWE T, <vlan id list>DEk
ERNEMZL 725G, <vlanid list>OFRENBT 2 REIL, BRITOIV 74 7L —2a v E LTHRR
THZEDNHVET,



1 ZOXZa7MLDFERAF

INA 7> Eidar<ic & 2HEEEEDH]
1-3,5,10

(HERATFR O]
switchport trunk allowed vlan 100,200, 300. ..

switchport trunk allowed vlan add 400, 500. ..
B<loopback id>M&5E
<loopback id>DED L 0~1536 TY
W-r>97 1 —ADEESE

A 257 2= AR TN —TIZHIET 5785 X — % <interface type> <interface number>D¥§E ik
EROFRITRLET,

K1-10 12971 —RADBERZE

<interface number>(Z38E T 3
19T I —ABS

197 1 —RiER|
TN—F

<interface type>ICI8ET S
129 TI—2R%

A —=FFY b FT 2=

gigabitethernet

<nif no.>/<port no.>

tengigabitethernet

<nif no.>/<port no.>

fortygigabitethernet

<nif no.>/<port no.>

hundredgigabitethernet

<nif no.>/<port no.>

L —=HXy YT T Tz —

A

gigabitethernet

<nif no.>/<port no.>.<subinterface index>

tengigabitethernet

<nif no.>/<port no.>.<subinterface index>

fortygigabitethernet

<nif no.>/<port no.>.<subinterface index>

hundredgigabitethernet

<nif no.>/<port no.>.<subinterface index>

A=+ FrAINA T Tz—R

port-channel

<channel group number>

R=—rFr LT TA %

port-channel

<channel group number>.<subinterface

TJr—2R index>

VLAN A >4 7 2 —2Z vlan <vlan id>
N—=TNy T4 5T 2—A loopback <loopback id>
Null >4 7 x—2X null 0

A=Y AV MER—}H mgmt 0

AUX F— b async 1

10

B-1>9 71— RBHIEE
BEOA > 87 2 — ACF UE#RE—1E L CRET 2B EICHERT BIRESETT. [£1-10 1>

T2 —ADEERE]l DA V¥ T2 —ABRTIN—TD>5, WIRT A ¥ T = — AR 7L — 71206

THEA YT 1 —AZGBIIA ¥ T 1 —AFER2EBETEZET,

A s VAL 2 ET
R s LA R T ET
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e R—brF¥RINAVF Tz —R
e R—rF ¥ ALY T F¥ T —R
o VLANA V¥ 71 —2R

BHOA Y T2 —AREETHEE, RIS VY Tz —ABRIZIL—TIC&ENE A 0¥ T = — AZIRIE

TEZTH, BRBA VYT —ABRIN—T DA% 72— AZRBETEZ A

[AF#R]

interface range <interface type> <interface number>

7o, ANERzar~ () TREY->THEKRI6EEETEHT,

[AF361]

interface range gigabitethernet 1/1-3
interface range gigabitethernet 1/1-3, tengigabitethernet 3/1
interface range port-channel 2.10-20, port-channel 3.100, port-channel 5.200

BW<vrf id>NDEEE

<vrf [d>OEOHFEIE 1~1024 TY.
BM<message type>MDEREE

<message type>ICHEE T E SMEEZROERITRLE T,

# 1-11 <message type>(CIEETE 3B

158 EETEBIE
1 BCU
2 SFU
3 PRU
4 NIF
5 PS
6 FAN
7 KEY
8 CONFIGERR
9 CMDRSP
10 SOFTWARE
11 CONFIG
12 ACCESS
13 NTP
14 SOP-KEY
15 SOP-RSP

11
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5% EETEBIE
16 SNMP
17 SCRIPT-MNG
18 SCRIPT
19 EVENT-MNG
20 SCR-KEY
21 SCR-CNFERR
22 SCR-CMDRSP
23 PORT
24 ChGr
25 VLAN
26 STP
27 AXRP
28 IGMPsnoop
29 MLDsnoop
30 ACLLOG
31 L2LD
32 STMCTL
33 TRACK
34 EFMOAM
35 CFM
36 LLDP
37 Ip
38 PBR
39 DHCP
40 VRRP
41 STATIC
42 RIP
43 RIPng
44 OSPF
45 OSPFv3
46 BGP4

12
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47 BGP4+
48 UNICAST
49 PIM-IPv4
50 IGMP
51 PIM-IPv6
52 MLD
53 MULTI-IPv4
54 MULTI-IPv6
55 MULTI-INFO
56 BFD

DY Za7INDFEHA






2
Tuh|
L

U AR F

F2iwm EREHE
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2 ERRRERR

ftp-server

) E— MERME,S ftp U NI VEERA LT VL RAZHANTH7-0ICFRALET, 28, KEEBEAO
AV EHFAEZERT S E— MERWAROD IPv4 7 RL A3 [Pv6 7 FLAZIBET 55413,
config-line €— FCtelnet 7 7t AL HBOT 7L AV A M EZFFEEL T ZS 0,

AT

THROHE

ftp-server
ftp-server vrf {Kvrf id> | all}

BROHIFR

no ftp-server
no ftp-server vrf {<vrf id> | all}

[AHE—R]
(config)
VAP St

vrf {(<vrf id> | all}

<vrf id>
HBEVRF2PS5DOT7 7 AZZ I HITET, Ju—NLixy hT—J13&HEHA,
77 A% 95 VRF 2lBIICIEET 2581, BESLD AV N ETHRETEET,

all
Ta—Nky b =72 EBB2 VRF 2607 72 22 R F T £,

1.74/%5 X — ¥ B RO FHE
JUA—=NL3y NI =TI Hho6DT7 7 A %2 T ET,

2B D EE
<vrf id>IZid VRF ID 2 8E L £ 7,
AL, [NTXA=FIHEETE 2ME] Z2ZRL T 2S00,

[O7 > REEREFOENE]

ftp 7B RINVTO) E= 77 AR ZIFITEEA
LEEANDFE]

%L

[BXEME D RIREZHE]

EEEER, 7IGERICKBENET,
CEE=EIE]

l.config-line €= RT7 27 £ A A MEIBELTWA5H, ftp TAEEAT YA VA2FIEI3ERT
5V E— MNERAWAD IPVA 7 FLAE XL IPV6E 7 RLABREILT 72 A Y X MIfE-> THIRES N &

ER

2
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2.vif all 89 X =¥ ZIEE LB &, 7u—Nbtxy v —27 %7213 VRF #lRNIICIEETE Ao

3.7 7 A%FA[$ % VRF 2@FICHEE LB EIE, KO~ > & transport input I< > RTIEETE
% VRF ID OB EHLbETC4BETELRDET,

[BSEIY > K]

line vty

ip access-group
ipv6 access-class
transport input

17



2 ERRRER

line console

AKavr NE2ANTSE, config-line £— FIZ#¥ITL, CONSOLE (RS232C) R— MIDWTDIFHRN
BETETEI,

AT

BHRDOERE
Line console 0
1HHROHIR

no line console

[AIE—R]

(config)
[INTA—=9]
L

(37> R OEF]
CONSOLE (RS232C) H— MIa¥V— LB TE LT,

LEEADRE]

L

[ERTE(E D R IRZLHE]

BRTEMEEER, FIERICRBENET,
CFE=HE]

=L

(BEhEIY > K]

speed

18



line vty

EEAD telnet BEONSSHICK BV E—baF A U 2FALET, /-, BEICFERKICYVE—a s (>
TEH1—HEEFIRT A7-OICHFEHLET,

BEZITOE, TRNTOYE— MEAHEK,P SO telnet BLUVSSHICL 2 E— bu s o »2ZiF {413
£9, UJA U TELMAZFHIRT 251, (2> 71 7L —2a v %1 R Volll [81.8 JE—hE
R, o0u A > 235 IP 7 FLADORE] 228 L, ip access-group, ipv6 access-class
%, transport input 8E% L TLEE W,

[AFH]

BHRDERTE
Line vty @ <number>
BRIk
no line vty
[AHE—RK]
(config)
[N A—=9]
<number>
OJA > TERLI-—YHEHRELET,
1. 785 X — & BB O W HME
BETEEHA
2. B Es 7E i
0~15 (B A v TEHI—FHEZ 1~16 IIRETEEY)
[O7 > REEREFDENE]
telnet BLUSSHICEBY E— Oy A v 2FZ 5T ERA,

[EREANDRE]

7L

[EREME D R ERZZH]

BEEEER, §IOEAICRBENET,

LARBEEITO &, TRTOYE— MERHR, 5D telnet BLSSHICE 2V E—ra T A V22T
MFHEIITBVET, Bl TCERHEARZHIBRT 2HBEIE, 22T+ 7= arHAR
Vol.l] [8.1.8 VE—MEAWKISOUTA U EHFATSHIPT FLAORKE] #SHL, ip
access-group, ipvé access-class %, transport input &% LT 72 &,

2EBICOTA Y TEHL—FHEEELTY, §TICUTA LTV E2I—FDtyyarypnsc
ERHVERA, ARELREICYE-—PETA 2T HL—HPITHLTEELRDET,

19
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(BSEOY > K]

transport input
ip access—group
ipv6 access-class



speed

CONSOLE (RS232C) DOREEHEZFET A7-OIFHLE . FELERIC CONSOLE (RS232C)
PEI—HFATTA L TWAER, I—FParl 77 LIk, BEREISEESINET. CONSOLE
(RS232C) oa—Hnur A YEFEEFIC, VE— MERAWRRKCEEEEZELE L/IBEIE, FRAEICKE
THIENHDET,

[AAFEE]
BROKE - £H
speed <number>
BRI
no speed
[AHE—RK]
(config-Lline)
[N A—=9]
<number>
CONSOLE (RS232C) OBE#HE#% bit/s M TIEEL F 7,
1. 785 X — & BB O HME

AHETEEEA
2 EDREE

1200, 2400, 4800, 9600, 19200
[T~ > REHEROEE]
CONSOLE (RS232C) Oi@{EH#EIE 9600bit/s TF
[EEANDRE]
L
[E2EME D [ BREZH]

CONSOLE (RS232C) »61—¥Hus 1 > LTWw3I54,
&, BEREREIEEINE T,

[E=EIE]

1. BEZERIC CONSOLE (RS232C) A5 1—HFH0 /A ¥ LTVAHE, 1—FHas 7y kL
t%, WBEREHNLESNET. CONSOLE (RS232C) »51—FH 0 s YRIEHIC, VE— MEF
R CEERELEE L 2IBeR, BIECRKRTSIENHVET.

EER, 1—H9Pars7I b L7H

B
ol
T
»

[REHEIT > K]
Line console

21
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transport input

U E— MERMEKPSEETU ANV EFER LT 7 ZAEHIRT 27-0ICEALET. telnet 7213

SSHD> 5, {HESNLZTA A LTREF T 722 ZHAL, HEESnTWAEWS O I LET 78 A%

FIRLE T,
AR

BRORE « BHE

transport input {telnet | ssh | all | none}
transport input vrf {<vrf id> | all} {telnet | ssh | all | none}

BROHIFR

no transport input
no transport input vrf {<vrf id> | all}

[AHIE—R]
(config-Lline)
NS A—=F]

vrf {(<vrf id> | all}
<vrf id>
EBEVRF 207 72X 2R 3 Ed. Fu—Nxy hI—J3&AEHA,
77 A% 95 VRF 2lBICIEET 25813, BESLD AV M) ETHRETEET,
all
Ta—NNpxy NI—=0 %2 VRF P60 7 7 A %2ZIH T £,
1L.AINT X — 4 BEEEE O F)HAE
TJU—=NVAy NT—=I D607 72 AEZ I FITET,
2. B E #HiFH
<vrf id>ICIE VRF ID 238E L £ 9,
FE, (VST X—FIIBETEZAME] 2B LT 230,
{telnet | ssh | all | none}
telnet
telnet 708 NINLTHOYE— b7 7L RAZZIITET,
ssh
SSHE FaLNTOYE— TP 7L RAZZIFITET,
all
TARTCOTAbILTOYE- T I ERAEZIHTET,
none
TRTCOTU bIALVTOYE- TV EAERZIMTETA
LA T X — 5 BUERE O FIHAE
B TEZEEA
2 D E
=L

22



[O7 > REBEFOEE]
telnet v 2L & SSH 7 b 2L (ip ssh &ER) TOUE— 77 REZIFFFET,

[EEADFE]

CE=EIA]

1.SSH #EH 3 5B EE, Ju—NLar 74 7L -3 E—RTipssh A7 REFEL TS
l/!O

2.ftp B2 FFA /HIR T 25 &1L, ZJu—NLar 747 L— a3 vE— RO ftp-server THE L T
72E 0,

3.vifall /85 A — ¥ #EEL-EAE, Zu—NLixy hT—2 %713 VREF 2@RICIEETE EH A,

4.7 72 A%FA[T 5 VRF 2{HBICIEE L HA, Kav > R fip-server A< RTIEETE 5
VRF ID OEHEPEDOETA4BMETELDET,

[BSEIY > K]

line vty
ftp-server

ip access-group
ipv6 access-class
ip ssh
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st
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3 2747 L—a>OiRESIRE

apply-template

26

FULL—MIBELL-AY T4 =Y ayvavy RefRERDaYy 740 7L —Y 3 VICKBLUET,

[ASFER]
HHRDOEL
apply-template <template name> [<apply valued [...] ]
[ASIE—NK]
(config)
NS A—=9]

<template name>
WEFOIAL T4 T —aVIIRMEEET VT L—rDT L — M EEERELE T,
1. 4085 X — 4 gk O ¥ HAE
BB TEELA
2 [EDE
template v > N CIEREADT > L — MEERELE T,

<apply value>

TV —=IRTRA—Y 2 BERT HEEZEELET, 7V L—FATT VL —bRT A=

$<parameter>#<index>%fEMA L TV 2H &1L, $<parameter> L FIMRICEHRL L7,

T U= bERERTHHEIC, Ty V- MSTA—FZHEELTWARVE XL, BN TXA—Y%2H

gL TS,

1L.AING X — 4 BEEEE O F)HAE
%L

2 B DR E #iF
NFEF| TN+ — b (") THATHRELET. ANTEEXFIE, ¥7vr+—r (") &2k
&, XFIA-F—BOIRTOXFTY, #FfllE, [NIX-FIHEETZSHE] o [MEEDOF
] OXFIa—-F—EEZSRLTILZS 0,
ANLFFINIAR— R EORHFXFEEET R VWIBA, XFENET TV +— b (") THELRLT
LERETEZET,

[O7 > REEREFOENE]

L

CEIEADEE]

L

[ERTENE D R IRE2HE]

REEEER, TIOERICRBENET .
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BES=EI]
1.7 —MNCBELZOV T4 L= ayav Yy ReREFDaY T4 7L —Y 3 VICKMT 3
BHEIC, BRETIS—PDPRELLEZE, KoY F2EFTITAHOREBICREL TR EIELET,

YTU—PMZT Yy 3 0 RHERT AV T4 =Y a v av Y RPRESNICRETARIS
YEETLIEGSE,” vy €213 0" 2ERLEZVWTTIRT vy ELTREFOIV 74 7L — 3
ITRBLUE T,

333274 7b—=v3r0aIy bE-FPRERIIY FE-FROHE, KAV FEETITLE, TV
TU—=PNIRE LAY T4 7= av( 3Ty 7ar74 7= a icKBLET,
FEHII v bE-FOEFEIE, commit Iv Y REETLLEEIFETIy=07ar 7470 —
TavIIRMUETD, Kj?/bfﬂ\/b% RE2FRET 5i5E, EFLOLSIckRa~ Y R2ETT
BRI I Y FE— RORBICK > TRBOESDBELZD T,

4.5 arvS5A4v  ABREETAHEED I T4 L —Y a3y RPERESINTWSET VTS
L — 2T 28E, HoPLHEUTEIATSTarITA B AZHRELTLES 0,

N ﬁ
- \

[BhED7 > K]

template
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commit

AVT747L—=2aryOaA3Iv b E—FRPFHIIY M E—-FOBEILRELIV 747 L—2a D
NEZT =774 7—ayiCRMLT, A% — b+ 7Py av 74 7L —2a IR ELET,.

AT

commit [running]
[ASTE—NK]

av747b—a3ryE-FR

/S5 X—9]

running
WELLIV T4 L—Ya ONBR2 Iy 7aAr7 47— ayZFicRBLT, A¥—+
T AT 47— avITIRELEE A

1.AKIST X — 5 B RO HAE
WRELLEIV T4 L —Ya v ORNBEAY— b Ty a7 47— aVIBRELET,

2. [EDRE R
A3V

[O7 > REEBEFOEI(E]

=L

LEEADRE]

=L

[EXTEME D R IRE2HE]

=L

IDEX Y t—]

commit 7Y RORERA Yy —Y 2 ROFRIIRLET,

R 3-1 commit AT REEX -

Ayt—o N
A commit of the configuration finished successfully. WELILaY 74 7= a Y ORNED, BEDIV T4

L—Ya Vit kRMShE Lz,

CFEEIE]
1.a>7427L—2a> 03Iy b E—FPRRIIY FE-FRDFRIE, Ko<y NIEFTEEY
/I/O

(BSEDV > K]

rol lback
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configuration commit-mode
Y74 7Lb—=arDAIy bE-—RFNEZRELET,. ARETHA—- T2 74 71— 3>Da
Y ME—FZRITRLE D,

* BRAIY FE-N
BEL-aY 74 7L —avOREBEXITSICT Yoo Zar 747 L—ya v icRBLUET, RE
NEERY— N7y AT 4 T L= a VIRETABEE, save Iv Y REETLET,

s FHaIY FE-F
REL-aY 74 7L —3 v ORA%, commit I3~ FOETRIC—ETSy = ryar74 7
L—YaYiKRMLT, A% — b7y Farv74 7= a VIR ELET,

[AFH]

BEHMOE
configuration commit-mode manual

B O
no configuration commit-mode
[AFIE—K]
(config)
[N A—=9]

manual
IVT747Lb—=2aryNaA3IvhE—F%E, FEFIIV M E-NIIRELE T,

LA T X — 4 B O F)HE
B TEEEA
2 (EDEE

AV

[37 > BB OEF]
AYTATL=Ya v DIy FE-RHPBRI IV FE-FIZEDET,
[EEANDRE]

7L

[EREME D R ERZZH]

BEMEEER, §IOERICRBENET.

l.ARKI= Y RTcaAry 747 —ary0a3Iy bE—REEEROESIE, I 7 471 —Ya v ziReE
IHAT4 T —rarvavwy RERIGERI~Y Y FIIETTEEE A

222747 L—=2a > 03Iy b E—RPFFHIIY VE—RDOFET, I 7471 —2a yOEIE
#&IC quit (exit) I~v>Y FEldend av Y FEEFTLTIAVY T4 L —YaryE— N2k EE,
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WEFOIAY T4 T L= a Y i3EESNET. IV 74 7L —Ya v OREZERLZVWEA, &
Fia~ > K configure (configure terminal) #5EfTL T 72& W,

(BSEIY> K]

ARV
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delete

FUTL—MNIRELAY T4 7L —Yaryavy RE2HIBLET,

[AFHA]

EROHIBR

delete <command> [<parameter>] [$<parameter>] [$<parameter>f<index>] [...]
delete no <command> [<parameter>] [$<parameter>] [$<parameter>f<index>] [...]

[ABE—K]

template €— F
[INSX—4]
<command>
FUFU—MNIRE LIV T4 L=y aryav Y REEELE T,
LAINT X — 5 BUEEE O P HHE
B TEERA
2. fE D E i
AEBTHIR-—PFLTVWEIT Y RERELE T,
<parameter>
TUFU—MIBELTAY T4 =2 ayaAT Y RONRTA—YZIEELET,
L.AINT X — 4 BEEEE O F)HAE
HIB9 52a0 7427 L—23>av Yy RIS A—YBHLEEITEBRTEEHA,
2. B E i
BllRd 2307427 L—230av >y RONRTIA—F2IEELET,
$<parameter>
FUTL—bMIBELLIY T4 7L =239y ROF YT L— ST A= 2IEELET,
LA X — 5 BRgR O P HAE
HIbgd 23> 74 7 L—aravy Ric$<parameter>%FERHL7zT L — FST A= 15%
LB TEEL A
2. B E i
HIlR 953274 7L —2a>»av >y ROT L — 8T X =% THh5$<parameter>#5E L
£9,
$<parameter>#<index>
TV — b IERELLIY T4 7L =3 ravry FOTF Y L — bS5 XA— ZEELE T,
LAINT X — 5 BEEE O P HHE
HibR g 23> 74 7 L—a>ravy Ric$<parameter>#<index>%EH L7727 > 7L — k%5
A= HBIGEIIEBETETE A
2 fE DR EHFH
k9230747 L—varyav s ROT o FL— bS5 A—5TH3
$<parameter>#<index>Z{EE L £ 7
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(37> REREROEF]

%L

LEEANDFE]

AQ

[EREB D R IRE2HE]

apply-template 2v > REFRIC, 77 L—MIRELZIAY T4 7L - aravy RERBLUE
EE

CEEZIR]

1.RIZ Y ROISTA—FIIEETHAT Y RIY VY v IRE, FUTL—PIRELTWSIY T 45
L—3>avryROavwy Ry vy w7 RE, S5 A—YlEE2EDT, RZRIC—HIETLIEE L,

2.RKIAVY RDISTA—FIHEETHAV Y R Uy v 7 A1, REOEBICHRELTWSIAY T 45
L—2aravy REBELTLEZE L,

(BSEIY> K]

ARV
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end
AT L=y aryE-—RZETLT, REEHET-NIRVEI,
[AFIER]
end
[AFIE—R]
avI747Lb—varyE—NR
[INSA—%5]
=L

[O7 > REREFDENE]

%L

LEREANDEE]

A

[EBREBE D R IRZLH]

L

HEXyt—]

end 37 FOREBEA YL —VZROFIRLET,

R3-2 endIVRIEBEAYE—

AyE—Y RE

The changes to the configuration have not been saved.  fR&ELZI> T4 7L —> a3y & XY - 7y SLarv 7«
Do you want to exit configure mode without saving the = Z7'L—> 3y 77 A JVIRELRWVWT, Iy 74 7L — 3
changes? (y/n): VE—RERTLEIELTVET. Yy ZAATHEaY
T4 7= aryE—RFeETLET n" AT S L
end av> FzHIELET,

PDETHNL, commit I~v> REHlEsave a7 FaE
TLTC, WELLIY T4 T L—YarkRy— b7y SO
T4 T V= arT A IRIELTLIEE L,

CEEEIE]

1.2 747 —avaRY— 7o Sar747b—ar 7 74 IVIBRELEZWVWT, KaI<T Y RT
—BRICa 74 L= a v E—RERTTEET, CDEX, 2074 7L —2 a VIdiREERFOD
REEICE>TWET, IV 74 7L —2 3 VOwES, commit 27> FE/-ldsave 37 RE2ET
LT, AY—b+7y7ar747L—3ar7 74 IVIRELTLEE N,

2,274 7V —avOmE®R, AY— Tw a4 —ar I rANVIRELZVWTAIY
VREEFLEES, AY—b 7Py Tar 740 —YarIrANVEREL-OY T4 L —a Yy
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HEZVET, 2070, BEIV 7471 —YavEF—FRICAD, RELZVWTAIY Y FEETL
IIBEICDHEREA v —INERRENE T,

3.AKIAT Y RAPETIBHENC [Cl]l + [Cl F—2 AN L THETLZW T ZE W, L85G, 2
YTA4TVL=vavE-—RPRTLERA. TORK, 274 7= araxr ReRTdeE [A
logical inconsistency occurred.] WHASINT, TIT—IlL2BENVHDET. ZOREICE -7
BEE, RAv Y RTCary74 7=y aryE—RER&TLTLES N,

(BHhEI<7> K]

L
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end-template
template E— K2R T LT/ —NLaAV T4 7L —YaryE—RIIRDET,

[AFRZR]
BROBRE

end-template
[AFIE—R]
template €— N
NS A—=F]
L
[37 > REESEFDENE]
L
LEEADEE]
L
[E2 B D S BRELHL]
L
EI=E 3]
L

[BHhEIY > R]

template
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insert

FUFL—  NOEBOMBICIY T4 L= a2 avy REBALET, KI~v 2 ROETHE, insert
E—-RNIZBITLET,

insert E=RFTW, 77 LV— M MTEALLZWNEICHSA 74 7L —aryavry REEBELET.
BELFaAY 747 L—a3>yavy ROEDTIC, KO RONSTA—YTIEELLF-I T4 7L —
Yaryav Yy RBPEBASNET., IV 74 7 L—Yaravy ROEERE, template T— RICED 95

AT

THROBRE

insert <command)> [<parameter>] [$<parameter>] [$<parameter>ti<index>] [...]
insert no <command> [<parameter>] [$<parameter>] [$<parameter>fi<index>] [...]

[AFTE—NK]

template €— F
NS X—=9]
<command>
FUTLU—bMIHEATRAY T4 L —aryav Y REEELE T,
1.8 T X — 4 B O A EAE
B TZEHA
2. B D ERE i
AREBTHR-—PLTWVWAITY REEELET,
<parameter>
FUTL—bMIHATAAY T4 7L =23 RONIA—FEZEELE T,
1.ARIST X — & BUEEE O HAE
<command>/XF XA =¥ THE LA~ RITEWET,
2. B D ELE i
<command>/8T A=Y THELZIAT Y ROINTRA—F2BEL T,
$<parameter>
FUFU—bMIEAT AV T4 L—aravy FOISTA—=%I2, 8ELE-T YL — 85
X_y%ﬁﬁﬁ L/i—g_o
1.8 T X — 4 B ORI EAE
wL
2. B ERE i
template A Y RTHELLT VT L -t RTRA—FD>5, BHETAXFFNE2EELE T,
$<parameter>#<index>
FUFL—NMIBEATAIAY T4 L —arav >y ROISTA—FZ, BELEZT L — S5
XA—HEZEALET, B—DF 7L —MI, NIX—YLEDTRE—HTHA T4 7L —Tay
av Y REEBHET 2541, B3 EO<index>#{HALTHELE T,
1. A48T X — & BIEERE O FIHE
L
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2 fE DR E i
$<parameter>iZid template I~ RTCHRELLT > L= MTXA—=FD> 5, BT HXFE
FIZAEEL £,
<index>IZ13 1~99 OHMEZEIEE L L7

[37 > REEBIFDENF]
ARV

CEEANDEE]

%L

[EREE D R IRZTHE]

apply-template 2 v > FETRIZ, T U—PMIRELLIV T4 VL= aryavy FERBLE

@_0

DEREEIE]

l.insert €= FTlE, Ka~v Y F2ETLIBEERICEEBICH2I3 74 —Yaryav >y Rovy
T I R%, NITRXA—YEE2ED TR E—HITAETIHEELTLZS Y,

2.insert E—= R Ttop Iv > K, end 2w R, £/ quit (exit) 2w REHJ/ELHHE, I~<>
REFEA L WTinsert £— F2KiFT £ 9,

3.7 —=hIC, RIRA—YEEEDCEE—HITHIAV U RXFEH Oy T4 7= a>yavw sy R
DI TICERET BES, 02747 —Yaryavy FiZBATEE A,

4 K32 FBEPinsert E— R THEET STV 747 b—Yaryaery NI, avry Ry vy vy 7R
ENRNTA—FERXEDT, REBTHR—-—FLTWVWAIY 74 7L —a3>vavry REEELTLES
Vo TR—PLTWARWVWIT Y RY U F v IABIUNT A EEZIEELIZBEE, T —DPHREL
£9,

[BEOY > K]

ARV
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load

BELILIY T4 L—ar I 7 AVERETOI Y 74 7L —Ya ICRBLET, EBELL7 7 A
LVORBIZE->T, REFOA> T4 7L —2a Vv 2HRE, £H, BLUHKRTEET,

(AFFER]
load [-f] merge <file name> [debug]
[ASTE—K]

aV747b—a3ryE=FR

NS A—5]
-f
BRAvE—V2HEAILEVWTIT Y RZETLET,
1. 4085 X — 4 gk O ¥ HAE
WaEA v —Y2H N LET,
2 [EDE
=L
merge <file name>
REROIL T4 T L= a3 iie—V95a0 T4 L= ar T 7 AVREEELE T,
1.AST X — 4 BEgR O W) HE
BB TEELA
2 (B D EHiH
O—ANDIAY T4 7L—=2aryT 7 A VEEET 258, BERNO7 7 VEZEELET,
VE—+DAY T4 TL—2arT7 7 A VEEET HHEIE, VE-—FDT7 7 A LEBZRITRT &
NnA»® URLEXTIEEL L9,
- ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>
- tftp://<host>[:<port>]/<file path>
- http://[<user name>[:<password>]@]<host>[:<port>]/[<file path>]
ETNTNOEBOEEBERIRDOESBD TY,
<user name>
JE— M —NOLI-—FHREBELE T,
<password>
JE=FF—NONRZAT—RFEHFELE T,
<host>
VE—FMF—NOBRMELIZIP T FLAZIEELE T,
IPv6 7 FLAZEAT 25513 AEN ([1) THOREPHD £7,
(1) [2001:db8::1]
<port>
R— I ESEZHEELE T, HBETZSMEIZ0 7213 1~65535 TT,
<port>% &M LHE, 130 2IEELLBRIE, 70 2IECTROR - M ESHHEH
ENEJ,
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- ftp fE7E : 21

- titp 167 © 69

- http 87 : 80
<file path>

VE—MF—NOT 7 AV RAZEELE T,
ftp F 721 http TOIEER I <user name>B K U'<password>%#EWMET 5L, BLTHT 1ML
9, <password>7ZJExEMET 2L, b ur T MPRRENTIAT— ROATI%{E
LET,

debug
VE=— DAY T4 T VL—2a 7 7AVEEBET AL &I, BERAOFEHEEFRLET,
VE—+DaAY T4 7 L—23>T7 74 IVOEERIC [The file transfer failed.] LTz —¢7% -
HEIL, TONRTA=IEMIFITCITY REFEEFTT DL, TNV ARV ALREDT T —OFMN
brDE£d,

1. 485 X — & BB O EME
JE—bDIAV T4 TL—a T 7 ALEBET S EEIC, BERRNOFEMZERLETA

2 fED R EEEH
AV

[O7 > REEREFDENE]

L

LEEANDEE]

L

[EREED R IRZTHE]

A

IEEXyt—2]

load <> FOREA v —VZROEFBIRLET,

£3-3 load AV REXYE—Y

Ayt— NS
Are you sure you want to merge the specified = #FRI I v bE—F T, WEFOI> 74 L -2 a VIIRBT 2L
configuration file? (y/n): DIMORERTT . “y” ROERKMLET, “n” RoXKMEFIELET,
If 'load merge' fails, all the non-committed FHIAIV ME-NT,/EFOIL T4 L= a VIIRBT 208
configuration will be lost. IPDHERTT, “y” “o6RMULET, “n” LokMeHlELET,

Are you sure you want to merge the specified
configuration file? (y/n):

KA FDIT—Avt—IIcO0TIE, [19.1.4 2747 —a v 774 IVDOBEICEATT—]
EHIBLTLIEE N,
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40

CEEZIA]

l.load merge 2 v > FOETHIC, MEFOIL T4 7L —2a Y ORNBREY—ITOIAY T4 T L —
YavIrAVORBICFENH A5 EDQHEHTY—YTERVIEEE, BIOLI —EfFoLI—H
BPHENENET, COEE, =V DAV T4 T L—2ar T 7 AVERIIREFOI L T4 T
L—arx#RELT, BEload merge a7 REEFTLTL S0,

2.load merge I~¥ Y RT, AV 74 b= a VIl I—4%BHLLEER, S0 TarvT7 40—
YaryoOREIZRL, =Y aAr 74 7L —varI7 s AILVONBIIKMSNET A, FEII Y
NE— ROBHIREFTOI L T4 7L —a UABKESNS 29, BRIIC commit 2~ > RE2FETT
HTEEBEHODLET,

3EFSNa~ Y FIGERU JICERSINE T, 207D, VE— DIV T4 TL—arT 74
ZOEERIC<password>%#EE L TARIT Y REEFTT B &, SR T— FFEIPOLI-FIZSBI N
BBENSHVET, X2V T4 2ED®D, <password>ZEBKE LT, Bugbed 7oy r»s
INAT—REANTHIEEZBEOLET .

4. URL ®%F& £, <host>187E & <file path>BEDED” /7 IS ABBIZEHRERTA. BlZIL, fip V)
E— MY =/ Ed/usr/home/staff/a.cnf ZHEE T 25E13” ftp://<host>//usr/home/staff/a.cnf”
LD ET,

5KV RONTA—FIIEET ST 47 —YaryTrAliZend a~v 2 F, quit (exit) I+
YF, i top IV Y REBE LGS, MEFOIV 74 7L — 3 VITERBES N W THERES
NET, /o, MOAY Y FEEELLHEFRII-ERDET,

* commit

* load

» rollback

* save

» show

* status

* banner {motd | motd-ftp | login | login-ftp} plain-text

* enable password input

* username <user name> [<user id>] [no-flash] password input

* ip ssh authkey <user name> <authentication key name> load-key-file <file name>

6.RKIATY RONTA—FIHBET 5V T4 T L—YarIrAVC, BROa> 747 v—Yay
E-—RFRCHETEDI VT4 7L —aryavy FEREETHHEE, RELZWE—RICBBT 52
Y747V =y aravy REBRNEE L TLZ&E W, address-family ipv4 2~ > FE/-1
address-family ipv6 3> FOEFICE-T, Y7 E-ROE=BEBICEB LD LICE_HEIIR
55EE, exit-address-family 3> REFE L TL 230, FEOEEOY TE— K5 70—
Nary747Lb—=aryE-—FIRAHAER " 2HELTI LSV,

7.save AV Y FELILERAIYY Fecopy TRELZIY 74 L= a7 7 A )V, KI< Y R TR
OO T4 L —YaVIIRBT BI5E, OV T74 7L —Ya v OEERZEICE> TS - 4L
THZENDHVET, ZOBEER, ~—ITOAV T4 T L= ar I s A VERREFDI L T 4
JL—varzRELT, BERIYY FE2ETLTIES W,

8. AR RIZIRBYTI—RABLFDaA> T4 7L —2ar I 7 A LZEELTLILEE L, BfTa— KNI
[CRIZ&CHE, KAV Y RTII—¢E L THHETAIENHVET, KIY Y FHOI Y74 7L —
TarIrAIVENEYOREBICEET 255, ASCIIE—REZFHALTLIZS W0,
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9.,.2>747L—3> 03Iy FE—FNPERRIIY ME—ROEFH, KIVT Y NPET L EIT—
BTy =o7ar747—a IiCRBLET. FHII Y FE— FOFHIE, commit I~v 2 K
EFETLALEEIC—ETCTI Y0 7arv 74 7= ayiRBMLUET, flziE, FFHa3Iy bE—NK
TEMAAFIC configuration commit-mode I~v > RE&H IV T4 FL—arTrAlEv—IL
T, FHIAIVFE-—FPLBRERIIY P E—FRAEET LG, 230747 -3 YORBICIE
commit ¥ ¥ FEETTL2RENHD X,

10.K8a~< Y ROEFBERERWT, Kav>y ROEFHIC [Cil] + [Cl ¥—%2ANhd 2, Turs
FPRRSNTITY FATFBICRDETH, Ko<y FOMITMEE L CREE TETSINET,
A< ROETHIC [Cil]l + [C]l F—2ANLTa~vy FATIFEBICR S 725A, IROFIETE
A9V RPETLTWAEDRERTEET,

e RAOTVFRZEFLEA—YTend I REEFTLT, I 7471 —Ya3VE—REKTLT
<T2&E W,

« IPOWARK (tty) 75 status v FEFETLT, Login user DFRRHNAZMHER L TLZS W,
load A< > FEEF LI “edit” IS NTORITFUIRIT Y RPZETLTVET,

11.RKIZ Y RIEE L7 7 A MCRESNZI VT4 7L —2 a3 YAZWIERIR, a7 ROETICHE

MA#E» 5 DB ET. KiZ, arp, ipvb neighbor, ip route, ipvé route ®ENDDO I KA

ZH» 5 LREPSEPDET,

A2 FOEFHIAICY FOFRBLPIL 74 7L =2 a VOREDSTEL WD, TV T 4

TL—2a U ERETARES TN ERBRLTILETLTLLEE L,

12—V DAy 74 7= av T 7 A VICHRESNTWALT Y a v 4y ARERSNET,
VIR F S a v IA R AENBEETHRED I T4 T L= a3 aAT Y RPRESNTH
AL, license v Y REFHLTCA S Y arv o4y A% 5020 7ay 747 =23 VI
ELTHS, ATV REEFLTLIZE D,

[BhED<> K]

ARV
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quit (exit)

E—FE—2 NOBBICRELET, YU—NLIY T4 7L — 3 yE— NCREFOBESIE, 2V T«
TL—arvE—FERTLIEBEEET-FIIREVE T, 72— FTREFTDESII—D LAEE
IRV E7,

I E— B R CEEEEEE— FTOBEICOLTR, HEAIYY KL 7 7 LY R Volll 12
IV Y NATE— ] 2R L TZE 0,

AT

quit
exit

[AHE—K]

AVT4 =Y avE—F, —GI—FE—F, BLXOEBSHEET—F
[INTA—=9]

=L

[O7 > REEBEFOEIE]

mL

LBEEADRE]

mL

[ERTE(E D RIRZ2HE]

m L

IREX Y t—]

quit (exit) v RDIEEA v =TV ZRORITRLE T,

x3-4 quit (exit) AV REEXYE—Y

Aye—=2 RE

The changes to the configuration have not been saved. #®&ELZIV T4 L= a v B2 A= 7y I v T4
Do you want to exit configure mode without saving the = Z7'L—> a3y 77 A VICRFELRWT, Iy 74 7L -3
changes? (y/n): VE—RERTLEDELTVET. Yy ZAATHEOY
T4 7= aryE—FEHETLET.  n” 2ANT2E
quit (exit) a<w> F2HIELET,

RHETHL, commit IvY FEXziEsave a7 R2E
LT, WELLIY T4 L—vavERAy— b7y
T4 T = ar T A IRIFELTLIZE W,

CEE=EIE]

AT 47— aryE—RTquit (exit) I~ > FEFEHATIHHE, RIRTERBEIHDET,
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1.a>747Vb—2arviR9— b7y Farv 74 7b—2ar7 7 A VIRELEVWT, RITYRT
—BIC O T4 L= a v E—RERTIAIENTEET, ZOLE, aV 74—y avid
RERTOREIZZ>TVWET, IV T4 7 L— 3 OFER, commit 3> FEzld save I<
VREEFLT, A= b7 7arT74 7 —=2ar T 7 AMEELTLEE L,

2.AV T4 7L =Y avORER, AY— b7y A T4 L= arI rAVICEELEVWTERIT
VREBEFTLELEGR, A=t T7y P ar 747 —varIrAVERELLIY T4 T L= ay
PRZVET, 2070, BEIV T4 7L -3 ryE—FICAD, RELZWVWTEAIVY REETL
TBEICLERX -V RENET,

3RS Y RMPETIHHENC [Ctrl] + [C] F—%2 AN LTHEILZWTL 230, FlffLiEE, 2
Y74 7=y arvE—RPRTLERA, 208, IV 74 7L =23 av Y REEFTTSHE [A
logical inconsistency occurred.] BHASINT, TI—IlR2BENPHVET, TOREICE -T2
B, end 2wy RTary 747 —rarvE—FEKTLTLIEE N,

[BSEIY > K]

ARV
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3 2747 L—a>OiRESIRE

replace

TV MIBRE LAY T4 T —Yaryavy e EEXLET, Ka~v > RETHE, replace €—
FIZBITLET,

replace E— FTI, 7 7L — MIRESNTVD EBEWNROIY T4 VL —2 3 IV REEEL
¥9, IVT7 47— aravy ROEERE, template E— FIZED 9,

AT

HROLE

replace <command> [<parameter>] [$<parameter>] [$<parameter>fi<index>] [...]
replace no <command> [<parameter>] [$<parameter>] [$<parameter>§<index>] [...]

[AFTE—NK]

template €— K
NS A—95]
<command>
TV MIRET S EEZROIY T4 L= a3y AT Y REEELE T,
1L.ANT X — 5 B O F)HAE
BB TEELTA
2 MBED R E HH
AEBTHR—MLTVWAHIT Y FEEELE T,
<parameter>
TYFU—MIRET S EEZHOIAL T4 T L= a3 vaAT Y FONRTA—FEEF/ELE T,
1LANG X — 5 BEEERE O F)HAE
<command>/SF X =¥ THELIza~7 > FIZEVE T,
2B E HH
<command>/¥7 A —F THEEL7zIATY RONSTA—FEEELE T,
$<parameter>
FUT U= MIRET S EEZBROAL T4 L= araAvy RONT A=, BELLT VT
L= T A ZHBALET,
1L.ANT X — 5 BEEERE O F)HAE
%L
2 MBED R E HH

template A Y RTCHELLT VTV —MRTRA—=FD>5, B@HATAXFFNE2EELET,

2

$<parameter>#<index>
TV PIRET S LEESROIL T4 T L= a2 avy FONTA=FIL, WELLT VT
L= NI A—FEBALET, A—DT T L— M, NIA-—FLEDTRLE—RIT ST 1
L—Yaravry FEERRET 25813, Bu2EO<index>%ZFHLTRELXT,
1. 48T X — 5 BEERE O FIHAE
AQ

2. [EDRREEEH
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3 2747 L—a>DiRESIRE

$<parameter>iZid template A~V RTHE LTV FL—bRTAXA—=F D> 5, WHT HXFE
FlefEEL £,
<index>I213 1~99 OFEEIEEL £9

[3% > REIEROEE]

ARV

CEEANDEE]

ARV

(52 TEE D S BREZH]

apply-template v > RETRIZ, T U—PMIRELLIV T4 L—varyavry FERMLE

—5’_0

BES=EIE]

l.replace E— FTIE, RIAV Y FEETLIEBELECEEICHS2I 714 7L—Yaryavry ROy
VEY A%, NTRXA—HEEEDOTRE—NTAHETIEEL T,

2. FEBEXNROIC T4 L=y a3 av OB TRNCIIY 74 7L =23 av Y RERELTWL
A5G, BETOaY 7427 L—Y3>ravy REIRTHIBLT,S, a0 747 L—Yayavy
K& EEXLET,

3.5V L —hFITTIERET S, NTRXA—FVEEZEDTRLE—HTHAYY FXEHOIAY T4 7L —
Yaravwr RiE, EEXICE->TEMTAZEIETEEH A,

4. Kav> RBLUreplace E— R TCHET 23074 7L —2a»yavyRidiE, avry Ry ryyr
AENNTGA—FEEEDT, REBTHR—-—PLTWVWRIV T4 7L -3y REEELTLE
SV, UR—PLTWVWEWVWITY R VY Y ITABIOINNT A=Y EZIEELLEER, T —-IHE4E
LEd,

[BS&Ea~ > K]

AQV
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3 A2T747L—a>OiRESIRE

rollback

REFOaI T4 L—Ya v OREE, EEOARICELET,

[ABHE]

rollback [running]
[ASE—R]
av747b—yaryE—FR
NS X—=9]

running

WEFOaV T4 T L—YaYORBR, Sy AT 4L —YaryORBICELET,

14N T X — & B O F)HE

WEFOaI T4 L —Ya v ONE%E,

2. [EDREEEH
ARV

[O~7 > REREFDENE]
7L

LBREADRE]

7L
[ERTE(E D T IRZ2HE]
7L

[REX Y -]

SoZyZarvIqa S L—arORNBRELE T,

rollback I~ ROJEBEXA vyt —T 2 ROFITRLET,

& 3-5 rollback Av > REAXA Yy E—

Ayt—o

PE

A rollback of the configuration finished successfully.

WEFTDaY T4 7L —Ya Y ONED, EEEDI VT4 Y

L—a v OABIIRER- 72 &% LET,

The configuration being edited will be discarded. Do
you want to roll back the configuration? (y/n):

REROaY 74 7L —Ya v ORNAZHELT, EEDO
Y747 L= avORNBRREIELTVET.” vy 2A
ANTHEEREDIAL T4 L= aVORNBIRLET,”
n” # AA19 5 & rollback a~v > RERIELET,

CEE=EIE]

1.2>747Lb—=23>0a3Iy hE—FRPERIIY FE—ROFEIE, Ko<y NIdEFTEEE

/'JO
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3 2747 L= a>OiRESIRE

[BSEO<Y > K]
commit
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3 2747 L—a>OiRESIRE

save

WELILIAV T4 L—Ya OB, AY— b Ty S ar7 47 —ar 7 7ALVERLEINYTIT Y
TaAT 4T —=a T AIIRIELE T, subset /85 X —¥ #I8EL72EEE, WELLaV T«
TL—2ar el ELE Y.

AT

save [-f] [<file name>] [debug]
save [-f] <file name> [debug] subset [<command> [<parameter>]]

[ABE—R]
a7 47b—avE—FR
NS AX—=F]
f
BRAX v —Y2HALRWTIAY Y FEETFLET,
148 X — 5 BREEOFIHAE
BRA Y-V HALET,
2 B E HiF
ARV
<file name>
RET 232747 —2a v I 7ANVEZEREELET, COT7ANMEINY I Ty Far7 47
L—=2ary77ALERDET,
1485 X — & BREE O FIHAE
RIEREFOIL 74 L= a V(A =Ty 7aAry 747 —a>774)L (startup-
config) I EEERFELE T,
7B, WMOBEIDNINTA-FIIEBBETETEEA,
- subset /85 X —% ZIEE L2 BE
AV T4 = arOaIy FE-FSFHIIY NE- FOBE
2. B E i
U—ANDAYT 4 7L —ar7 74 ViEET 25813, BEADT7 7 A VEZIEELE T,

VE—bDAV T4 TL—=2a T 7AVERETHHEEL, VE—TFDT 7 A VEZEIRIIRT E
5560 URLERTIEELE I,

- ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>
- tftp://<host>[:<port>]/<file path>
INTNOEBDIEEMBIIRDEBD T,
<user name>

JE=—FM—NOI—FEZEEELET,
<password>

JE—MF—NONAT— REHEELET,
<host>

VE—FMF—NOBRMELIZIP T FLAZIEELE T,

IPv6 7 FLAZERT 25513 AEN ([1) THOREPHD £,
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3 A2T747L—3a>OiRESIRE

(1) [2001:db8::1]
<port>
A= NEELZEELET, FHETEAMEIZ0 7213 1~65535 T,
<port>% &g L7=3HE, £7213 0 2HELBEE, 70 IS U TROF— M ESHER
SNFEI,
- ftp fE7E © 21
- titp f87E : 69
<file path>
JE— M —NDOT 7 AISZAEHELET,
ftp TOFEERIC<user name>H kK U<password>%EMd 5L, BEZTUT AV LET,
<password>7Z\J#EMET 2L, BgbE7uy P I pRRSNTIAT—-FOANZRLET,
debug
VE—PDIAVT 4T L—2ar T 7 A VEEET 2L, BEREOFMEZRRLET,
UE— N7 74 VOEUERIC [The file transfer failed.] & LTZ I —&%->7BEIL, TODINT X —
FEMITIAT Y FEFETTSE, TNV RARVABREDT T —OFMIDOIPD £I,
L.AIST A — 5 R ORI HAE
VE= DAV T4 7L —2ary T 7AIVERETSEEI, BERAOEMERRLEEA.
2. B EHRH
=L
subset [<command> [<parameter>]]
BIEREFOIY 74 L —2 a VERSEELE T,
L.AIST A — & BRI ORI HAE
BEREFROa 74 L= a Vv AaKERELET,
2 MEDFE i
<command>IZlE, 77 AIIRET AV T4 7L —2a>av Y REEELE T, BB LZE
FiE, BEOIY 74 7L —2aryE—FE NIV T4 7L —2a v aRRELET,
<parameter>|Zl%, REMRZIRE T 55 E 12, <vlan id>%<access list name>7% ED/$T5 A —
Y EIEELET,

[3~7 > REEERDEE]
AV

[EEANDFE]

ARV

(52 TENE O SR BREZH]

ARV

[BEX Y -]

save AV Y RDISBER v —I % ROFBIRLET,
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3 AYT747L—a>OiRESIRE

#£3-6 save AV REEAYvE—-

Ayt—

e

Do you want to save the configuration in the file <file
name>? (y/n):

HE T 7 4 )VIZ save 2T O D OMERTT.” v° AN 5
EFETLET n” ZANTHEHFIELET,

The specified file already exists. Do you want to
overwrite the configuration in the file <file name>?
(y/n):

BETZ7ALNITTICEFEEL, EEXZLTsave 27500
BT,y AANTHEEFLET. 00 2ANTHE
FiELEd,

RKITVRODIT—RAytE—JIDO0nTIE, [19.14 o274 7L —2a>T77ALOBEICLEZTT—]

EZBLTLLES W,

REIE]

1.a>74271L—2a>0a3iy b E— R PFHIAI v b E—FDBEE, Aav Y RNy 77y
VI 4 TV =2 avEERT A0, MEFOIAL T4 TV =Y arvERAY— Ny SAV T4 T —
TavIREELZWVWEEIE, commit I Y REFHALTLZE 0L,

202074 7L —2arIrAlEE—TLTbar 74 7L —2arE—RRERTLERA. REZ
K2 AEEIINT quit (exit) I NEldend vy R2H-TaV 747 L—va v E—RERK
TLTL SV,

3MEEEREDI T4 T =23 T 7 A INVICEZAHERDPLTWEHFREIRETCEEEA, VE— M —
NEDT 7 A INIRET BEEE, VE— M —NTEZXRATELZLIIICHELTLEE L,

4.status IV Y RZ2EHTAET T4 7L —2 a Y OREOEE, t—T L= EIPEHBEIENT

EEEE

5.subset /%7 X —# O <command>B & F<parameter>iZiL, show I< > FOIT XA —FITHEETE
230747 —=araAvy REHFELTLIEE W, subset /8T XA =¥ ZIFE LIZHEDN Y 7
T AT 47— a T A IAOHSTARI, subset /S5 X —FICHEL/-T< Y RBXUUY
SRA—%F% show A7V ROISSGA—FITHELTETLEBREFLCICZY £, 727501, banner
Jv > Nidplain-text /8T A= ZBEL THTF X MEXTIEIHT L2 W T, plain-text /)85 A —%
EIRELRVWEAERICETANRICZD 9,

6.2 T4 7L —=aryE—RD>E, ¥ T7E—RFTsubset /3T X =¥ %#HBEL TCEFTLEEEIL, £

TUEBER X subset /S5 XA —FIZHEE LYY RBXUNSTIA—FICHELEL, EZEE,»S
DAVT 4 TV —=2arENy g7y FaArT7 47— a VIEELET,

(BSEIY > K]

ARV
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3 A2T747L—a>OiRESIRE

show
WEFROaY 74 L —Ya vy EAEEICERLET,

[AAFE]
show [ <command> [ <parameter> ] ]
[ASIE—K]
avI747Lb—varyE—NR
NS X—=F]
<command>
Qv 747 —Yayav Yy REEELET,
1.8 T X — 4% B ORI EHE
AT 4 L= arDERRRLET,

<parameter>
HRWURERET AT, <vlan id>%<access list name>7% EDIST A —F ZEELE T,

1. &85 X — ¥ BIEEEOFHAE
¥8E L7-<command>D &2 k%2 FHRLET,

[37 > REEEROEE]

L

[BIENDFE]

L

[EX7E B D [ BREZH]

L

[E=IA]

L3 74 7b—Ya v PB0EE, a7 ROEFICHES#E» 22 EN5B0ET,

2ARIATY RETHICAY T4 T — a Y ORE, copy I7 Y ROESTF, £72IENIF OFAZT 5
L, Rav Y RPHsNLZEFHDET,

3.NIF 2B HT720, REL-D LIS, IV 747 L—2a VA EHENICEESNAZEASHD F
T FOB, RETICETRENIERFRERANLEHEINET,

[BEOY > K]

ARV
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3 2747 L—a>OiRESIRE

status

REFOaI 74 L —Ya v OREEFERLET,

[ABH]

status

[ASIE—R]
avI4L—arE—FR

[IN5 X —9]

ARV

Ea ]

status v ROFRRABRZROFITRLET,

% 3-7 status OV RRTHRS

FnIER EANAE
File name REFONRT 7 A VHBFERENET,
s V=AY 7 47 L— 3> running-config
Commit mode AV 747L—=aryNaA3Iy hE—RPFRINET,
e FRI Iy hE—F: Auto commit
 FE I3 v +E— N Manual commit
Last modified time BRERAEEHNEEZFTTILET, WERBICE-T, TEOLS
ICRRSINE T,
o PIHERE ARERIFEE ¢ Not modified
- BERBBAFE : <Date> by <User> (not modified)
o IREBARBRAE - <Date> by <User> (not saved)
o WEBREFEH  <Date> by <User> (saved)
Buffer Total WEFRDIY T4 7 L—var T 74 VELTHATE 2288
FRINET,
Available REFOIVT7 4 T —a v 7 7 A LELTHHTE 2RERN
FRENET, /o, 2EBICHT 2E G2/ -t T—ITHERRL
9,
Fragments WEFDOIL T4 TV =3y T 74 VOHFT, HibkgETHRALD
FELFEYNT) TAEBNFRRSINET, $/-, 2ABICHT 58 &
ENRN—t T =V TERRLET,
Login user BRIE, BBICO /A LTWwWbI—HFELur( VPR RENE

To AV T4 L= a3 VIREROI—FIE “edit” &\ FRHM
mEngd,
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3 A2T747L—a>OiRESIRE

[37 > REESIFDENE]
ARV

[EENDFE]

ARV

(5% TEME O S BREZH]
AR

BEF=E]

L.EBAESDLVIESIE, BEDPH-oTHIAV T4 L —2 a3 avy REEFTTERVWIEDSHDE
—a—o

2.NIF ZEIO 15720, ZHaLZ 0 L7FE, T2 74 7L —2a VP HENIKEESNSZEPH D £
I, TOR, mRERERZILEHRINET,

[BEEOY > K]

ARV
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3 2747 L—a>OiRESIRE

template

AYT747L—2aravy ROT 7L —bERERLE T, RKa~v >y FETHE, template £— NICBT
L7,

AT

BHROTE

template <template name> [$<parameter> [...] ]
BEHROLE

template <{template name> change-parameter [$<parameter> [...] ]
B DHIFR

no template <{template name>

[AFTE—NK]

(config)
[INSX—95]
<template name>
T —bEEEELET,
1.AST X — 4 BIgR O W) HE
BRTEELEA
2 MBED R E HF
31 XFLADZFTZHEE L £ T,
M, [T A—FICIBETESME] 2SBLTLZE Y,
$<parameter>
TYTV—bRTRX=8 (T TV —PMIBRIT STV T T —Yaravy FOEBATIONS

R — BB TELXES) 2IEELET, A/STA—%F, o L— NTaAary74 7L — 3>
a7 RONT A= ELTHERTEET,

T —MERMTY B & EIZ, apply-template A7 Y RONRT A —FITHEE LBETERIST A -4
EFEBHWLC, V74 7L—2aryavry REEFLET, —DOT L —NIRETESRT V7
L— MR T A= DEREIL 100 T,

14N T X — & B O F)HE
YV
2 fED R EH

FEEIE BV ($) T, <parameter>iZid 31 XFLUHNOEKFENA T (), 7V¥—=2a7 ()
EHEETZET,

change-parameter [$<parameter> [...] ]

ARav >y REFRICIEE LT > 7L — hSF X =% %, change-parameter /85 X —% TIEE LT
PTU—bNTRA—FIIEELET,

1.AIRT X — & B O HIHE

TYT V= bRTA—YEZEELER A
2 fEDREHEH

ARV
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3 2747 L—a>OiRESIRE

[37 > REESIFDENE]

ARV
[EENDFE]

ARV

(5% TEME O S BREZH]

apply-template 2< > RETRIC, 77 L—MIHRELZIAY T4 7L —aravy RERBLE
3_0

[EEEIE]

l.template E— KTI&, 3> 747 L—33>yav>y ROy >y v 7 ANT, ZHATRYSNAEEA
NDONRFGA=H =D LT, RATY N TRELILT VL —ITRXA—F2—DHHTEET, 72
U, WIRA=IDBAL—H 2y b TA VY T2 —RERER- P F Y INTTA V5T 2 —AEED
HE1E, <nif no.>/<port no.> & <subinterface index>, <channel group number>&
<subinterface index>%, ZNZN_ZD2DT > L — T A —=FIIHFTHEL T ZE W,

2RI FEERALREDT V7T L — s 2BIRET 256, 70 7L — POMERBRICRELT 7
L=t TG A=Y DOEBZEELTCHE/ISTA—FIHEELTETLLZEEZTY, BEOT Y L—1
NTRA—Y OB AEELEVWTIREEZHBLET. 7V V- MIBRELLZT YL — ST A —
Y OREREEE U CHERE L2 WiGEIE, change-parameter /85 X =% Z3EE L TL 12 S0,

[BSEa~ > K]

end-template
apply-template
delete

insert

replace
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3 2747 L—a>OiRESIRE

template E—RTOIY > KAS]

I-—YPRELLIEEEBDIL, T L—MNIay 74— a3yavry FRERELET,

[ABAHE]

(LR Ok

<command> [<parameter>] [$<parameterd>] [$<parameter>i<index>] [...]
no <command> [<parameter>] [$<parameter>] [$<parameter>fi<index>] [...]

[AIE—R]

template €— F
NS A—5]
<command>
TV bNIRETHAV T4 L= arav REEELET,
1. AT A — 5 BER O FIHE
BB TEELA
2. D EEH
AEBTHR—-ML TSIV FEEELE T,
<parameter>
FUTUV—MNIRET ST 4L —2araAv Yy RONSTA—FEZIBELE T,
1. AT X — 4 BEgR O P HE
<command>/SF X =¥ THE LT~ ¥ FIZEVE T,
2 [EDE
<command>/NT X —=F THELLIT Y FONRTA—FZIHELE T,
$<parameter>
FUTU—NIRETAHIV T4 L= aravry ROSTA—=FIZ, EELLET T L—h8S
A= ZBALET,
1.AIST A — 5 BER O P HE
%L
2 [EDEEH
template I¥v Y RCHRELZT YT = T RA—F D55, @HTHLFEHNEEELET,
$<parameter>#<index>
FUFL—MNIRETAHAV T4 7 L—araAv >y RONRTXA=FIZ, IBELLT VL — 85
A=Y %WALET. A—DT > FL—MI, NIRA—FIHLEDTELE—HKTL2IL 71T —Yar
aAv Y F2EHHRET 2551, BasEO<index>ZHALTHELET.
1. 4085 X — & Ak O X HAE
=L
2 MBED R E HH
$<parameter>iZid template A~V RTHE LTV FL—MTXA—=F D> 5, WHT ZXE
FlefEELE Y,
<index>IZ13 1~99 ODHEZIEE L £9,
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3 2747 L—a>OiRESIRE

[3% > REIEIRDEE]

ARV

EEANDEE]

ARV

(5% TEME O S BREZH]

apply-template I v > RETRIZ, TV U—PMIRELLIV T4 L—Yaryavry RERMLE

3_0

[EEEIE]

1. $<parameter>#<index>%FH L2 WL iGE, NTRXA Y EEEOTCELE—KITHI>T1 7L — 3
YaAv R, UL MIEBRETEE A, AV T4 T L= a v E—RIIBITT STV T«
Jl—varavy NeERRES 25a, 2HEMBORERRDICRELaY T4 L—Y a3y
N oEmEE LD ET,

2.template €— F T, EHI Y FOEHEII” § 2R TETTEE LA,

3.7V U— NI, WICRTIAV T4 T —2aryaAvy FEIRETE £ A
+ apply-template
e commit
+ delete
* end
* insert
*+ load
« quit (exit)

+ replace

+ rollback

* save

+ show

* status

+ template

* top

« ip ssh authkey (<file name>iz$<parameter>#%§7€ L 7z158)
* license

4 A S a v I AERBEET HEEDI Y T L —2aryavy NERE, BE, F3HIRT
58, HOPLOEETEIA T a v ITA LV AEREL T LS,

[BSEO~Y > K]

AQ
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3 2747 L—a>OiRESIRE

top

PTE—-Rp57a—NLar 74 7L =23y E—RIIEDET,

[ABH]

top

[AHE— K]
aArT747L—arE—~F
[INSX—5]

L

(37> REIERDEE]
ARV

LEEANDEE]

L
[(EEE D R IREZH]
L

CE=EIH]

L

(BSEIY > R]

ARV
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4 TR—IAYNE—h

description

FRENAEZHELET. YR —IA VY IME—RMIOVWTOAEE LTHEHATEE T, 28, KFELXTD
L, ifDescr (SNMP MIB) THEEETE %9,

(AFIFER]
BHRORTE - BF
description <string>
HHROHIR
no description
[ASTE—K]
(config-if)
TAR—=IV AV FR—=]
NS AX—=9]
<string>
VA=V RAY I R=MHEHAZHRELE T,
1.ARIST X — & B O HAE
BETEZEHA

2B D E
64 XFLADXFH N2 7TV +— b (") THATRELEY . ANATREACFIR, HHRF LR
BXFTTo ANKFINIAR— AL EORKFEXFEEEHVEE, XFE5y TV +—h (")
THELGSTLRETEET, FMIE, [NIX—FIHEETZSE] 0 [MEROXEY] 258
LTL7ZE W

[3v7 > REEEROEE]

L

CEEANDFE]

L

[EXE BN S BRZZH]

EEEER, §<IOERICRBRSNET,

CEEEIE]

AQV

B

[B8EIY > K]

interface mgmt
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4 TR=IAVRNER—K

duplex
TARA—IAY IR OLTE ECEEARELET,

[AFHA]

BROFE - BH
duplex { half | full | auto }
BHOHEIR

no duplex
[AFIE—R]

(config-if)
TA—TRA Y PR—=h

[INZA—=9]
{half | full | auto}
YR —VAV MR- DOLIE /P EEHRELET,
half
Eff% Y _EHEEE— FICHELE T,
full
mffr 2 _BEEE—FICRELE T,
auto
ETE/FTHEEA-MRIVI -V a v THRELET,
1. AT X — 5 BIgR O FHE
BB TEEEA

2 fED R EH
A9V

[37 > REEEEFDENE]
speed B LU duplex & 12 auto £ D £T,
LEEANDFE]

T PREOV A=V A Y FPR=MIRL, RITY RICKZEFEEZTIE, vA—I AV FR—MI—E
FyrL, BETYTLET,

L7ziF>T, ROEDIREPFEELE T,

¢ YHR—URY MR- FTCEBHOBEIHLHEIF, VolcAHRILET,

o YAX—TVAYIR—-NMIERENT, ¥1F3Iv T ARPBLUY A F Iy NDP O YA HIER
ENEJ,

[EEME D RERZZH]
BEEEER, TIOERICRBENE T,
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62

IR—T AT MR—K

CEEEIH]

1.speed E7-1d duplex ® &5 57—512, auto F7zid auto 2 &EL/ST A Y FEELHE, +— b
FTVI—varz2iT0nEd,

2. —bRITV T2 3 VEMHLZWES, duplex % full /213 half Ic9 5 & & 12, speed % 10
7212100 12T BRESH D E T,

(BSEIY> K]

interface mgmt
speed



interface mgmt
TA—TVA PR MEBICEELET,
[AFIER]
BROBTE

interface mgmt 0

IEEHQLEUIES

no interface mgmt 0

[ATTE—NK]

(config)

[INZAX—%]

ARV

[37 > REESIFDENF]

ARV

[EEADEE]

AR

[EXTENE D S BREZHK]

EEEER, §GERICKBSNET,
=]

LIP7PRLAZBRELGZVWEYX—IA Y PR-MIEHATEEEA

2937 =TV AV MR- ERELTY, WERHFORKA VI T 1 —2AHDH>B—D%<T =TI A
R—TMRHIERT S EEIHVEEA,

e

[BSET< > K]

ARV
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4 TR=IAVRNER—K

shutdown
TER—IVAV IR Ry N URBEBIZLET,

AR
BROH

shutdown
1BHROHIR

no shutdown
[AHE—R]

(config-if)
VAR—=T AV MR=]

[INFA—=9]

L

(37> REESEFDEE]

L

CEEADEE]

L

[EREMED RIRZHE]

REMEER, TERICRBENET .
CER=IE]

1.SNMP @ SetRequest # XL — 3 Y ZHAL T, SNMP ¥ 32— ¥ PH6ARIV Y FZ2RETEE T,
SNMP @ SetRequest ARV —> a3 Y ZHRLTARIY Y RERE LGS, TOREZI> T4
L—a il KMEnET,

(BEIY> K]

interface mgmt
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4 TR=IAVRNER—K

speed
TH—TVAY MR- ORGEEZRELE T,

[AFHA]

BROFE - BH
speed { 10 | 100 | auto | auto { 10 | 100 | 1000 | 10 100 1000 }}
BHROHEIR

no speed
[AFIE—R]

(config-if)
A= TRA Y bR—=h

NS A—F]
{10 ] 100 | auto | auto {10 | 100 | 1000 | 10 100 1000 }}
VA=V AY IR FOEREEERELE T
10
[E#7EE % 10Mbps ICRREL £ 9,
100
Bl % 100Mbps ICFEL 7
auto
[#EEr2F — P ATV I - a VIRELE T,
auto { 10 | 100 | 1000 | 10 100 1000 }
BESNIORMEETEH - ATV I— 3 2 T0ET. RFEICL - T, BRLZVEKGEE

D, ERRAARP EN S e ERMIELET, EESNEREETA I T - 3 VT
BRSTHEZ) Y IMBT Yy T LERA

1.8 5 X — & BB RO FHE
BRTEXIEA
2. B D E% E i

L

[37 > NEEEROEF]
speed B XU duplex &®IZ auto &2 D £T,
EEANDEE]

Ty TREDOTZ—IA Y FR—FIIRL, KOV FICEBAEERZTHIE, Y2 —IU AV MR—FI—F
v, BETZYTLET,

L7ziP>T, ROEDREDPFEELE T,

s VA=V AYIR-MNTCERBFOBEIHNIL, VoltAFMILET,
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IR—I A MR—K

¢ YHR—TRAYMR—MIERSN, ¥14FIv 7 ARPBRUY A+ Iy 7 NDP O Y HHIER
ENEI,

[ERREME D IREZH]
TEEER, §OERAICRBENET,

2

DFEEIH]
1.speed & 7-1& duplex @ &5 5 —512, auto £/zid auto 2 &TL/ST XA —F ZEELHE, +— b
2TV I—3 3R TVET,
24— ATV =2 a EFERALZWES, speed % 10 £/21X 100129 5 & & 12, duplex % full
F7/23half ICTB2BEPHD F T,

[BEhEO~Y > K]

interface mgmt
duplex
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5 F17ILN7v7IPEsE

interface async

AUX A— MBI HEEZHRELE T,

ARa<wY REANTBHE, config-if E— RIZBITL, XRELS AUX A— MIBET2BRPB[ETEE
j_o

[ABH]

TBHDOHRE
interface async 1
IEE QLI

no interface async

[AFTE—NK]

(config)

INFA—=5F]

ARV

(37> NEIEEOEF]

ARV

LEEADEE]

ARV

[ERTEME D RIREZHE]

EEEFER, §UGERICKBSNET,
CE=ZEIE]

AQV

7

(BEIY> K]

ip address (AUX)
peer default ip address
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ip address (AUX)

AUXAR—MIZIPVA7 RLAZRELE T,

[AFHA]

BROKE - BF
ip address <ip address)> <subnet mask)>
BHOHEIR

no ip address
[ASE—RK]
(config-if)
[INSX—F]

<ip address>
AUXAR—rOBEIPVAT7 FLAZEELE T,

<subnet mask>
T3y " AT EBELE T,
1.4KIST X — 4 B ORI HHE
BB TZEHA

2 fED R EH
128.0.0.0~255.255.255.255 (E'v M2 EfE L TWARERH D £9)

[37 > REEBIFOBE]
AV

LEENDFEE]

ARV

[EREMB D IRZZH]

g%
B, REIOEHKRICRKBRSNE T,

REI= e

5 FU17LT7 v IPEE

EEEER, FIGERIIKBENE T, 72720, ¥4 7L 7y FIP#ERTICRa~< >y RCEE LS

LA 7N7y 7 IP EiEE1T5 1213, peer default ip address & ip address (AUX) OWA%FET

PWENHDET,

[BSEIY > K]

interface async
peer default ip address
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5 F17ILN7v7IPEsE

peer default ip address
AUX R—hDFE%ET FLAZIEELE T,

[ABH]

BROFE - BH
peer default ip address <ip address)>
1BHROHIR

no peer default ip address

[AFTE—NK]

(config-if)
NS X—=9]

<ip address>
AUX R—bD5E%ET FLUAZIEELE T,

(37> REIERDEE]
AQV

LBEEANDRE]

ARV
[(ERTEE D S IRZ2 1]

REMEER, §GERICKBMShES, 2L, 4 T7L7 v T IPEfFIcAIv Y FTEEL{T-
e, REOBEHRRIC KBS NE T,

CFEEIE]
1.4 7T v 7 IP #2175 121&, peer default ip address & ip address (AUX) QWA % EHET
BZNENHDET,

(BSEOY > K]

interface async
ip address (AUX)
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6 O741>t*1!)7 & RADIUS/TACACS+

aaa accounting commands
ARV RETAI T4 T LET,

AT
EHORE - AE

aaa accounting commands { 15 | 0-15 } default { start-stop | stop-only } [ broadcast ] grou
p tacacs+

fEDHIFR

no aaa accounting commands

[ABE—R]
(config)
NS A—=9]
{15]0-15}
THIYT 4 T REGRZATY RLNLEEELE T,
15
A7 47 L—=2aravy REFTHIV T4 TRRELE T,
0-15
EHITYRETY T4 L—2aravy RETHIV T2 U IIRRELE T,
1. AT X — 4 BEER OFHE
BB TEELA
2 B D E
ARV
{start-stop | stop-only}
AVY RENRELIET AT VT 4 VT OBERKEREL T,
start-stop
I REFTHNCHG, Iv 2 FEFRIELEZEEFLEI,
stop-only
Iy RETHNIELEZEEFBLET,
1. AT A — & B O W HE
BB TEELA
2 [EDEEH
7L

broadcast
RINT XA —% ZIEE L7-15E, tacacs-server host 37 RTCERESNIZEBR4BEDOY —NTXRTIZ,
EZEOBNAEIIEEGREL, BTy T v TEREZELE T,
1. AT A — 5 BEgR O FHE
BRABDOY—NOBEBIGEZEIBNTAETT AT T4V EREZIEFELE T,
group tacacs+
THAI YT 47 —=)NE LT TACACSH —NE2HFHLE T,
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[37 > REEEROEF]

L

[BEEANDRE]

L

[EXREME D [ BREZH ]

WEMEE R, §IERCRBEET,
[E=EIA]

L

[BS&Ea~ > K]

tacacs-server host

6 O741>t*1!)7 & RADIUS/TACACS+
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6 O741>t*1!)7 & RADIUS/TACACS+

dda aCCou nting exec

OsAy - asr7 I NRT IV T 4 VT LET,

[AFIRR]
EHORE - AE

aaa accounting exec default { start-stop | stop-only } [ broadcast ] { group radius | group
tacacs+t }

(R OLlES

no aaa accounting exec

[AFTE—NK]

(config)

/N5 X—9]

{start-stop | stop-only}
THI VT4 T OEEEEERELE T,
start-stop
0 sA VEICERA, BT MBIELREZRELE T,
stop-only
ary7y MR FEEZRELE T,
LA T X — & B O F)HE
BRTEELEA
2 [EDE
5L

broadcast
AIST5 X —% #FEE L7z BE, radius-server host & 72 1% tacacs-server host 37> R THRES N &
KABOHF—NIRTIZ, EZEORINAIBICIIEREL, JBIC7HT YT« TEHREEEFLET,

1LAIRT X — & B O I HE
BRABOY—NOBEIEICEREVPENTH2ETT AT T4 Y TERCEELE T,
{group radius | group tacacs+}
TAI YT 4 T —NOEEEEELET.
group radius

THAHI T4 27 —)NE LT RADIUS =N ZERALET,

group tacacs+
THI VT4 T —=NELT TACACSHY —NZHERALE T,

1.8 X — ¥ B O FIHE
BRTEIEA
2. (B D ERE i

L
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[37 > REEEROEF]

L

[BEEANDRE]

L

[EXREME D [ BREZH ]

WEMEE R, §IERCRBEET,
[E=EIA]

L

[Bh&EIY > R]

radius-server host
tacacs-server host

6 O741>t*1!)7 & RADIUS/TACACS+
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6 O74>t*1!)7 & RADIUS/TACACS+

aaa authentication enable

76

EEEREELT - NOEE (enable a7 F) RICHATLEAREZIEELE T RIHEELLART
DERAEICRKB L 72 HEERITHE L AR TRIEZITVE T 2B, ZORMEERMFOEEL aaa
authentication enable end-by-reject I~ > R TEETEZ X9,

AT

TBRMORE - BH
aaa authentication enable default <method> [<method)> [<method>] ]
1B DHI bR

no aaa authentication enable
[ASTE—R]
(config)
NS X—=9]

default <method> [<method> [<method>] ]
KEEHEEE— FANOLEHE (enable 2~ F) BHCHEAT 237 A % <method>ICHEEL £ 9
<method>IZIZREZRE L £ 9. F—" method IZEHZETEEH A,

group radius
RADIUS FBREZEA L £ 9

group tacacs+
TACACSHEREEZERA L £9

enable
O—HIERIEEFERALET,

[O7 > REREFOEIE]
O—HIIVEREZITVWE T,
LEEADEE]

ARV

1. 883 A =0T group radius 785 X —#% F 7213 group tacacs+/37 XA — % 2{8E T 215H, RADIUS/
TACACSHH —NEDBEAAEIIEREEICRR LA L&, BEEEET - NIIEETE LR E
o JD®, enable NTA—FH—FEIHEET S EE2BEHDOLET,

(BSEOY > K]

aaa authentication enable attribute-user-per-method
aaa authentication enable end-by-reject



6 O741>t*1!)7 & RADIUS/TACACS+

radius-server
tacacs-server
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6 O74a>t*1!)7 & RADIUS/TACACS+

aaa authentication enable attribute-user-per-
method

EEEHET— NOEE (enable I~v 2V F) BOFRLIERT21—T&BE2, RiLAFRI &Ik
EIOIEELET,

14l

o RADIUS 883E Tl User-Name Jg@1: & L C$enabl5$% X ELET,
e TACACS+&EiFClZ User B L Tu s A v 1 —TFLE2EELET,

[AFIRZR]
BRMOHTE
aaa authentication enable attribute-user-per-method
1BHROHIR
no aaa authentication enable attribute-user-per-method
[ATE—R]
(config)
[INTA—=9]
w L

[O7 > REEBEFOEI(E]
EEEHET— FAOEE (enable I~v > F) BZ, 2—¥HEMHE LT admin #XFLET,
LEREADRE]
L
EREED R IRZLH]
FEEEER, ¥ IGERICRMENET,
CFEEIE]
1. AT % RADIUS/TACACSHH —NICEDLETEREL TLZE W,

7

(BSEIY> K]

aaa authentication enable
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6 O741>t*1!)7 & RADIUS/TACACS+

aaa authentication enable end-by-reject

EEEHELT— FOEFE (enable I~v 2 F) BORIETERSINLIGS, RLEEETLET, BEANT]
7 EOREIC X HERFEEZ, aaa authentication enable Z< > R TIRICIEE SN TWARIFHFA TR

BELET,
[ASFEZ]
TBRDETE
aaa authentication enable end-by-reject
15 D HIR
no aaa authentication enable end-by-reject
[AHE—R]
(config)
NS X—=9]
L

[3~7 > REEERFDEE]

SREFICRBY U723 AIC, FOEEICIIE% % <, aaa authentication enable 27> RTRICIBESNTW
%)El}t?\uﬁﬁ_tfuhuﬁ L/i@_

[BEANDRE]

7L

[EREME D R ERZZH]

MEMEZEER, §IGERICRMRENET,

BEI=E ]

1.aaa authentication enable 2<% > FTHE LRIFEARICETEN T,

T

[BhED7> K]

aaa authentication enable
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6 O741>t*1!)7 & RADIUS/TACACS+

aaa authentication login

80

Oy YRICHERT AR ZIEE LT, SLICHEE LARREICRB LA, RICTEE LA TR
EEITVWET. kB, ZOFIERKEEOEEIL aaa authentication login end-by-reject I< > R TEHE
TEFET,

AT

TBMORE - BF
aaa authentication login default <method> [<method> [<method>] ]
1B DHI bR

no aaa authentication login
[AHE—R]
(config)
VAP St

default <method> [<method> [<method>] ]
0 s A R 23 R % <method>IZHEEL £ 9
<method>IZIZRZHFRE L ET . F—D method IIEHRETEFHA,

group radius
RADIUS FBREZEA L £ 9

group tacacs+
TACACSHEREEZERA L £9

local
O—HIERIEEFERALET,

[O7 > REREFOEIE]
O—HIIVEREZITVWE T,
LEEADEE]

ARV

1. 883 A =0T group radius 785 X —#% F 7213 group tacacs+/37 XA — % 2{8E T 215H, RADIUS/
TACACS+H¥ =N EDBERATE1IEFRIICRI L - & &, ABEBICO A T mDET, 20
7o, local 8T A =9 b—fBICHET H I LE2BEOLET,

(BEEOY > K]

radius-server host
tacacs-server host



6 O741>t*1!)7 & RADIUS/TACACS+

aaa authentication login console
aaa authentication login end-by-reject
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6 O74a>t*1!)7 & RADIUS/TACACS+

aaa authentication login console

82

a>V—) (RS232C) BXU AUX 25D u 71 »HEIZ aaa authentication login 2~ > R THHEL -

WAL EHERLE T,

[AF3FER]
HROBE

aaa authentication login console

IEEHQLEIES

no aaa authentication login console

[AIE—R]

(config)
[INTA—=9]
L

[O7 > RAREFDENE]
IV —)L (RS232C) BXUTAUX »o0u s A VEIE, O—HILEERZITVET,

LCBEANDFE]
ARV

[EXE BN S BRZZH]
REEEER, TSERICRBENET.

CE=EIH]
1.RADIUS/TACACS+&REE%1TS 72121, aaa authentication login 2~ > FHEE L TLZE W,

5’4‘

2.aaa authentication login =~ > FCERAEATIC local /8T X — & ZHEE L TL 2 WiGE, KBREEIT
2 &, RADIUS/TACACSHH —/NEDBERAPLFIEICEM LI EE, E3FERBCU»50
A L7z&&, avV—)L (RS232C) BIUVAUX 530/ A v TE R RDET,

(BEIY> K]

aaa authentication login
aaa authentication login end-by-reject



6 O741>t*1!)7 & RADIUS/TACACS+

aaa authentication login end-by-reject

D?’f /H#O)uhu Eluhéhf;i% Ln-, }EJ\EE%%%TL/&@_ LﬁTT&c‘f@ﬁﬁKi DLDE%E&B#LJ aaa
authentication login 2~ > FTIRICHEE SN TV AN TERAE L £ 9,

[ASFER]
TBRDETE
aaa authentication login end-by-reject
BHROHIR
no aaa authentication login end-by-reject
[AHE—RI]
(config)
[INSX—F]
Tl

[O7 > REEEEFDOEE]

FREICRBI L2358, £ OEAEICIEREMFZ <, aaa authentication login 2~ > R TRICEEES LT W
BRI RN CHRIELE T,

LCEEANDFE]
ARV

(52 TENE O SR BREZH]

EEEER, §IGERICRRENET,
[E=EIE]

1.aaa authentication login 2< > N TIEE L7z B AR 2B TT

1
%IS UII

I

[a¥y

=

be

[BEOY > K]

aaa authentication login
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6 O741>t*1!)7 & RADIUS/TACACS+

aaa authorization commands

RADIUS #—/\, TACACS+Y—/N, F/-ldu—Hh) (ar 7471 — a3 V) &b a<vy RRBZIT
HIZEELE T,

AT

BIOHKE - BF
aaa authorization commands default <method> [<method> [<method>] ]

HHROHIR
no aaa authorization commands
[AHTE—K]
(config)
[INTA—=9]
default <method> [<method> [<method>] ]

a7y RARRKRIHERT 55 % <method>IZHEEL 9,
<method>IZIZRERE L 9. F—D method IIERRETZE A,

group radius
RADIUS =N &% av > NERZITVE T,

group tacacs+
TACACSHHY =Nk Ba~v >y FEARREZITVET,

local
O—HICEBa7 Y REEZITVWET,
[O7 > REEBEFDOENF]

a7V REABEZITLE R A
LEEADEE]
L

[EXEME D R IRZH]
RUEIEE TR, WIE T S VRS RREhE T,

CE=EEIA]
1.RZE#1TH &, aaa authentication login 27> K THE L7z RADIUS #—/%, TACACS+¥—
N, FZu—HIWSRAT— RTCOFREERERIC, I RO FRERIFa~v 2 R A MERBRLOY
VRERREZITVWET, ROV RZFZHFELTCHL IV Y FERIXITLWE R A, aaa authentication
login I~ FHEE L TLZE W,
2RITRTIBEE, a4 RBICITRTOIAT Y RHPFIRENT, I RPEITTERLEDBDTIE
=R AR
« RADIUS H— )N 7214 TACACS+ﬁ_/§T@DL ERFICR Y Y —EHAERBESCBEEMEE LTav R
JIAERIZaATY YA NPERETE LW

%IH
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6 O741>t*a1!)7 & RADIUS/TACACS+

o U—HNWISAT— RTORFERICI—FREFNIIHIGLIzT~Y > FZ T A (username view-
class) f7zida~> FY Xk (username view -+ parser view - commands exec) DFEMN LW

Be
[BSE~ > K]

radius-server host

tacacs-server host

aaa authentication login

aaa authorization commands console
parser view

commands exec

username
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6 O741>t*1!)7 & RADIUS/TACACS+

aaa authorization commands console

a>vV—)L (RS232C) BLUAUX 50074 > D& S aaa authorization commands 2~ > K¢
BELLIYY FEAREZITVWET,

[AFFER]
BHRDOERTE
aaa authorization commands console
HHROHIR
no aaa authorization commands console
[ASTE—K]
(config)
[INTA—=9]
mL

[O7 > REEBEFOENE]

Iy =) (RS232C) BLUAUX opu s A VBRI, avy RERIITLERA,
LEEADRE]

=L

[BXTEME D R BREZHE]

EEEFER, WED A VD6 RMESNET,

CEREIA]

1R Y RPZTR2FEL T O~y RERIIITLWEHR A, aaa authorization commands Z2~¥ > Kb
BRELTLZE N,

2Q.AREBEZRTOE, T2V —) (RS232C) BLUVAUX o0usA v oigE&d, Iy F&ART, £
TT&Era<° 2 RPFHIRENET,

2

(BEIY> K]

aaa authorization commands
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banner

6 O741>t*a1!)7 & RADIUS/TACACS+

I—HFours A VEl, U7 VBIIRRT I AV E—VERELE T, BETE/TXA—FICL>T, &7
7% A (consoletelnet,/ftp,/SSH) ®ua A VREIIFRT HHDE, UTA VRICERTHHDHH D

$9, £/, fip 77 LRI OVTIRERICERET A LB TEET,

7B, BINGA—FORENBICLDTT A Ay —IFROEEICOVNT, ROFBIRLET,

£ 6-1 BEABICHTZO07C1VEIXAYE—YDRT—E
HEAS O71 2RIX Yy E—Y DRR
login login-ftp console, telnet ftp SSHv1 SSHv2
Xvt—Y A% | &L Avt—YARE Avt—Y A%EF  FREL Avt—V A%
HE Ay ax FR
Xvt—Y A% | disable/$5X— | XAvk—VARE | FREL FR%Z L AvE—V A%
BRE e 7N FR
Avte—Y A% Avt—YB% Avt—T AnR Ayvt—YBEER FRAL Avt—Y A%
FE HE ™ N FR
=L Avt—YB% FRL Avt—YBxEFER RRAL Fne L
BE AN
F6-2 BREABICWTZO710EX Y- ORR—E
RERNS O74 > #&Xy - DORK
SCP, SFTP, &
tE21TE— R
#;;;y M xaravoes
motd motd-ftp console, telnet ftp T 7
g (SSHV1. SSH2
a HiE)
AvtE—Y A% =L AytE—Y A% Avt—Y A% AvE—Y A% KR L
FE FR FR FR
Avt—V A% disable 8T X —  Xvt—I A% FR%EL Avt—V A% FRs L
BRE 5 RE KR FR
Avt—V A% Avt—YB% Avt—V A% Avt—YB% Ayt—Y A% KL
BRE BRE KR FR FR
%L Avt—YB% FRa L Avt—YB% FRaL FRa L
FE KR
[AFIFER]

EHORE - ZE

login { {encode "<encoded message>”} | plain-text }
login-ftp { {encode "<encoded message>”} | plain-text | disable }
motd { {encode "<encoded message>”} | plain-text }
motd-ftp { {encode "<encoded message>’} | plain-text | disable }

banner
banner
banner
banner

THEHROHIBR

no banner {motd | motd-ftp | login | login-ftp }
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6 O741>t*1!)7 & RADIUS/TACACS+

88

[AIE—R]

(config)

[INT XA —9]

%7 7% A (console/telnet/ftp/SSH) ®u A VEHIIERT A A v —VEHRELE T,

plain-text

Oy Avt—Y%7FAMEROXFINELTANILET, a7y FANE, ROLDLXF
FIATIEE & 7% > TEBITTANTE XY,

-—— Press CTRL+D or only .’ on last line ---

T, OA Ay =YL LTERRSEDIXFINEASNILET . ATTOFREZIC CTRLAD 72
Ci?%gﬁ’f [ ZZ2ANLT, ANEHEHZEDD £T,
ATINEE, HBEINIC encode /S5 A= DaA> 74 7L —a e LTRESNE T, £z, M
HIRESN TV DIFHIBREINE T, 4B, ANER, THFAMERTORI Y =V A XA—D %
AL 7zWIEAE, show banner {motd | motd-ftp | login | login-ftp } plain-text 2~ > K% {#H
LTS,

1485 X — & AR O R HAE
BB TEEEA

2. (B % E
BEHFTRK 720 XFOXFF]

3 ARG X —F ([HHREOIEEEIE
O7A Ay =V ANT2EEE, 77947V POEEREEZHERZL T, BRTELVITF
2 ATTLRWTL 12E 0, show banner {motd | motd-ftp | login | login-ftp } plain-text ®
EITHER, VT4 7Y NERRICEES SO T NOERRPENTIRIETE L B5BEZ 00 H
DEF, 2B, B/ Avt—YDANRPICHREZWD LO-VIEEIF, CTRL+C 2 AN
LCREZ PR LT ZS WV, LTICRAXFHZ KIBICBA A ANER AN Z LGS, XF
(CTRL+D 2T b &) 22 FIAVREICZD T, ZOHBAEE, Ny 7 AR—ZF—T
AN U7X F %2 EIR L THEATT 5%, CTRLAC TAEZHRTIL T 2SS0,
ATIHRIZ, FTATDONY 7 ZAR=AF —IZ X B ERXFOHIBRPI P 2 WEEIL, WRONY Z
AR—ZF—% BSHlffl2— F (ASCII 0x08 "H) %X ETHREICEELTL LSV, 1B,
TR ElSXFRHIBRTEEE A

encode "<encoded message>"

054 YA vt—YE LTBASE6d Ty O— K% LETER AN LET. £/, DATRESNT
Wb DIFHIBRENE T, BHEIL plaintext 8T A= TASLIEHNEN LY I—- FENTHES
NET, TFAMERTORAT Y =2 A4 A=V %R LI WIGEE, show banner {motd | motd-
ftp | login | login-ftp } plain-text 2= > R2FEH LT ZE 0,
1. AT X — 4 BEgR O P HE
B TEELEA
2. (B D% E HFH
BASE64 T a— R L7XFH %5 TNT +—b (") THATANTS (960 SLFELIA)
3. AT X —F ([HHREOIEEEIE
QUL YAy —VEANTHEEE, V947 NOBARELRELT, BRTEEVLE
2 ATTLRWTL2E 0, show banner {motd | motd-ftp | login | login-ftp } plain-text 5



6 O741>t*1!)7 & RADIUS/TACACS+

THR, 7947 2 MNERBICEESL U Y 7 NORRPBNTIRMETE R L5BZhrH D
i@_o
login-ftp
ftp 77t 20U A VRICERTRT B Ayt — V2 [@RIREE IZEHICLET, ftip 77 ERITDOW
T, login BRELD B 6PBESNET,

plain-text
a7 Ay Ayvt—Y%F7F A MEROFFN & LTATILET . 351, login @ plain-text 2558
LTL7ZE W,

encode "<encoded message>"
074 Ayvt—Y& LTBASEGE T a— RELAEXEFZANTLET, #ME, login®
encode ML TL7ZE W

disable
login ENSNTVDHEZTH, fip 77 ERAICODVTIE, BTA VA v E—IVRFRSELR K
L&Y,

motd
&7 7% A (telnet,/SSH console/ftp) ®T A VRICERT HA vt —V2HELET,

plain-text
U742 Avt—2%7F A MEROXFFE LTATILET, #iflid, login @ plain-text % S8
LTS,

encode "<encoded message>"
U7 A AyvE—Y& LTBASEAE T2 O— RELAXFEFZANLET, #iMi, login o
encode S LTS,
motd-ftp
ftp 77t A0Uu A YRICETRT B Ay -V [ERIREE IIEHICLET, ftip 77 ERITDON
T, motd BELD Zbo6BEREENE T,

plain-text
74 Ayvt—Y%7FAMEROXFFNELTANLET, FMIE, login @ plain-text 228
LTL7ZE W,

encode "<encoded message>"
074 Ayt —YEUTBASE64 T I— R LIeXXFEV 2 AT LET,
ML, login @ encode 2ZIRLTL 72& 0,

disable
MOtd HENSNTVWAHEETY, fip 77 ERAICDNTIE, BTV AvE—VA2FRRSERNEK
HTLET,

[O7 > REEEEFDOEE]
O7A YAyt —V%ERLERA,
LEEADEE]

ARV
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[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

.74 Ay e—VDORERIC, 7747 bAOfnEbETary P PARELRa A v Licgh
(7747 Y MUPBEENIC IV EEZETHET/NAT - FPARELEE L) ITE, aF1 Ay
-V LRIEROBEE K TRRENET,

O7A4 Ayt —Y%ANTHEXICE, 7IA4T7 Y VOBEERELHAL T, BRTELVXFEA
TIL7 W T < 72E W, show banner {motd | motd-ftp | login | login-ftp } plain-text D E{TEE%,
7 I47 2 MNEGRRICEES 70 T NORRASBENTRECELL L EBENIHVET,

(BSEIY> K]

AQV
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commands exec

O—HNWCEkBa<v Y FEARTCHEATAIVY RY RN, av Y RXEHEZEMLUET.

—oONATY FYRXNYLD, HFA - HIREHLETHRARI O IV RPRETEET,

[AFH]

HHROETE
commands exec {include | exclude} all <command>
B OHIBR

no commands exec {include | exclude} all <command>

[AFTE—NR]

(config-view)
[N A—=9]

{include | exclude}
BESNI-a~v Y FXFHOR®RZBELE T,
include 85 X =% %2R LI-a~ >y RXFEINL, #FrIa< Y RELTRESNE T, exclude /%5
A—FER/E L7 FXFHNE, #Ra<v FELTHRESNE T,
1.KIST X — 45 B ORI HHE
BB TEEHA
2. (B0 E HFH
=L
all <command>
I Y RYRNMIEBMT A7y RXFEHEEELET, IV FYRNTIEEEN-IY Y RXZF
&, I—HWEFT LTy FOREHRDED, BRTHINEIP»ZHELET FiH—)
Tz, 7Y RXFEINEH G CES all'ZBE LGS, I 74 7 —Yaryavy RBIUE
HAa< >y RIRTZERLET,
1.4KIST X — 45 B ORI HHE
BB TEEHA
2. (B0 E HFH
S50 XELINOXFEINE Y TN +— b (") THATRHRELET. ANARELAXFIL, ERFLE
BXFETT o ANXFINCAR—A LG EORBXFEEEEHWVIEE, XFWNEFYTLT +—k (")
THE RS TLRETEZET, #llid, [T AXA—FIBETZSE] © [MEEOXEY]] =5R
LTL7Z&E N,
7o, ANSA—FTIFar~ () FMEATEERA,

[O7 > REREFDEE]

L
[EEANDRE]
L
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[EXEME D R IRZH]
EEEER, WET A RS RBENET,

CEEZIA]

.—0a< > RYRARYLD, 3l - FIRELETERARSO IV RPRETETET, /2, av R
XEHNL 50 XFEDHNOLFH ZHETEET,

2

(BSEOY > K]

aaa authorization commands
parser view
username
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enable password
EEEHEE—FONSRT—FEHELET,

[AAFEE]
WROWE - BE

enable password {input | hidden <hidden password>}
BHROHEIR

no enable password

[AFIE—NK]

(config)
[INSX—=F]

{input | hidden <hidden password>}
EEEEET-FONRAT-FERELET.
input
NAT—=FANE—RFPONAT—RZEELE T, FHELL/IZAT—RIE, BENIINY ¥ ait
SNTaAryI74 27— a VICHESNET,
1. 485 X — 4 BRgR O F)HAE
BRTEEEA
2MED R E
128 XFLADOXFHNZEE L E T ANATREAXFIE, REFBLORERLFTY . #FMi,
[RIRXA—FIHBETESME] © [£1-3 XFa—-F—F&] 22BLTLZE 0,
tF¥aV Tk 6 XFLULET, AT, HF, FLEES2EDLXFI2EETHILE
BEIDLET, 6 XFRIMOXFINR, BNLFRIFOXFINZIEELBEIRELT —PFRRS
NEd, 272L, T7—DRFRICHER UXFHNZIEES 5 E&T, TOXFHE/AT—F
IRETEET,
hidden <hidden password>
R O~ >~ N make hidden-password TERL L7z Y ¥ 2 /)N A T — B, £72EPOEED I >~
T4 —=2a TR LN Y D afbRRAT = REZRBELE T, Ny ¥ a{t/XRA T — FXXEFILL
HefeEd 2L, U—ALRAENPRBLT, BEEHZFE - NIIEETE 2 ADET,
1. 485 X — 4 BRgR O ¥ HAE
BRTEEEA
2D E
FTNT x—b (") & 100 XFONY ¥ 2 b2 — FXZF2EELE T,

[3~7 > NEEERDEE]

L
[EBENDFE]
L
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[EXEME D R IRZH]

WEEEER, §IOERICRBSNET,
[E==IH]

%L

[BHETV > K]

%LU
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Ip access-group

ABEBAN)E— PO U 2HFAE-I3ESTT S E— MERABEROPVA 7 FLAZEBELLZT7E A
YA MEBRELET. AREF, £YE—FT 7L (telnet/ftp,/SSH) THBEIZZD E T,

ip access-group, ipvé access-class TIHESNTWVAT VLAY A MOILY M) ERHbET, 128 >
ML B ETHEEITIRETE £,

AT

BHROBTE

ip access—group <access Llist name> [vrf {<vrf id>| all}] in
HEHOHIFR

no ip access—group <access Llist named> [vrf {<vrf id>| all}]

[ABE—NK]

(config-Lline)
[INFA—=F]

<access list name>
IPv47 RLATZ 4 VZDT7 712 A) X M (ip access-list standard D7 7t 21 A b ) %#IEEL
7,
LA T X — 5 BIEEE O P HE
B TEZETA

2. B D E% E i
3l XELHNOT7 7 A A MNEEEBELET,
HHE, (/89 XA —FIHRETEAME] 2R LT &N,

vrf {<vrf id> | all}
VRE»6D7 72 RAIT7 72 A A MNE2HEHALEY,

<vrf id>
EBEVRF 256D 7 7R AT VAV X b EEEALET,

all
TU—N)L3xy "y =7 %E&OLR2 VRFPSDOT7 7R AT 72 AV A M EHEHALET,

LA T A — 5 B OWHIE
TJA=NLty T =T P56DT 7R AT 72 A X b 2#EALET,

2 B DY E HiFH
<vrf id>I121X VRF ID ##8E L %9,
FHME, ST RXA=FIHEETEBE] 2ZRLTIZS W0,

[O7 > REREFDEE]
TRTCDYE— MERABRIPSDIPVA 7T RLAZFR LT 72 A 2HFLET,

[EEANDFE]

%L
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[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

LLARER, £2YE—T7 71X (telnet/ftp,/SSH) THEIZZD XTI,

2.ftp Bt 2 #FA] 9 AI5A 1S, ftp-server ZFHE L TL 7280,

3.SSH #2519 235 8&1E, ip ssh #FE L TL 2S00,

4.ip access-group WHRESN TV WVWER, TXTOYE— MEARK,P» 5D [Pv4 7 FL A %HERL
77 VA RHFALET,

5.7V A%#HATAHIPVAT FLAZEELTYH, T/ A LTV aI—FDty T aridtih
Fth. AFELEIZVE— O TS VT HI—FITHLTHESELDET,

o.vif all ICERE L2772 AU A ME, Zu—N)Lxy bT—rFdvif <vif id>Z&ICHRELT
TRAVAMOHEICHEASINE T,

(BEEIY > R]
line vty
ftp-server

ip ssh

transport input
ipv6 access-class
ip access—-Llist standard
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ipv6 access-class

ABEBAN)E— PO U 2HFA - I3ESTT S E— MERABERO PO 7 FLAZEBELLZT7E A
YA MEBRELET. AREF, £YE—FT 7L (telnet/ftp,/SSH) THBEIZZD E T,

ip access-group, ipvé access-class TIHESNTWVAT VLAY A MOILY M) ERHbET, 128 >
ML B ETHEEITIRETE £,

AT

BRMORE

ipv6 access-class <access Llist name> [vrf {<vrf id>| all}] in
TEMOHIBR

no ipvé access—class <access list name> [vrf {<vrf id>| all}]

[ATE—KR]
(config-Lline)
[INSX—F]
<access list name>
IPv6 74 V¥ DT 7 A A~ (ipv6 access-list D7 7 A A b)) #EELE T,

1A T X — & BIEE OF)HE
BETEEEA

2. B D B TE i
3l XELHNOT7 7 A ) A MNEEIEBELE T,
L, [/ XA —FIHRETZAME] 2R L TLIEZE N,

vif {(<vrf id> | all}
VRE»S6D7 72 AT 7RV A N2EALET,

<vrf id>
]BEVRF»o5DT7 7 AICTZ7EAYAMN2EHLET,

all
Ta—N)L3xy v =7 %2E&OC2 VRFPSDOT7 VAT 72 AVA N 2HEALET,

1.ARKINT X — & ZB R O #IHAE
TU—=N2y NT—=IPoDT IR AIT7EAY A ZHEALET,

2 B R E HFH
<vrfid>I2i3 VRF ID 2$EE L £ 7.
FME, [T RX—FIHEETEAE] 2ZRLTIZS 0,

[O7 > REREFDENE]
TRTDYE— MERABERIPSDIPV6 7 RLAZFR LT 7 A%2HFLET,

[EENDFE]

ARV
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[EXEME D R IRZH]
WEEEER, §IOERICRBSNET,

LLARER, £2YE—T7 71X (telnet/ftp,/SSH) THEIZZD XTI,

2.ftp Bt 2 #FA] 9 AI5A 1S, ftp-server ZFHE L TL 7280,

3.SSH #2519 235 8&1E, ip ssh #FE L TL 2S00,

4.ipv6 access-class WHRESNTWVARWVEE, IXTOY E— MEAWMRP 5D IPv6 7 FL A ZHEA L
77 VA RHFALET,

5.7V A%#HATAHIPVE 7 FLAZEELTH, 9T A LTV a2I -0ty aridtih
Fth. AFELEIZVE— O TS VT HI—FITHLTHESELDET,

o.vif all ICERE L2772 AU A ME, Zu—N)Lxy bT—rFdvif <vif id>Z&ICHRELT
TRAVAMOHEICHEASINE T,

(BEEIY > R]
line vty
ftp-server

ip ssh

transport input
ip access—group
ipv6 access-list
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parser view

O—ANICERA7 Y FERTCHEHAT 2w RUAMRERLET, A< Y FE2ANT 5 &, config-
view E— FIZBATL, ®RIY N A MCET 2BERPIBETCEET,

EBEN-D, RRKAOFEOIT FYRNERERTEET,

[AFIAZR]
BWORE

parser view <{view name>
BHROHEIR

no parser view <view name>
[ASE—K]
(config)
[N A—=5]

<view name>
ERdT A7 RUANEZEELE T,

LA X — 5 BEgR O P HAE
BB TEE A
2. (B E HiF
31 XFLAOLRI#HEELE T,
FEE, (VST X—FIIBETEZAME] 2B LT Z3 0,

[37 > RSl OEE]

7L

[RIEANDRE]

30

[EREME D R ERZZH]
BUEEEER, KED YA RS RBESNET,

[BEOY > K]

aaa authorization commands
commands exec
username
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radius-server host
ENEE, AER, ThHU YT 4 WA T S RADIUS Y —NDOHREZTVET,

[AFIRR]
EHORE - AE

radius—server host {<ipv4 address)> | <ipv6 address> [interface <interface type)> <interface
number>] |<host name>} [auth-port <port>] [acct-port <port>] [timeout <seconds>] [retransmi
t <}r§>tries>] [key <string>] [{auth-only | acct-only}] [source {<ipv4 addressd> | <ipv6 addre
ss>

fEROHIbR

no radius-server host {<ipv4 address> | <ipv6 address> [interface <interface type> <interfa
ce number>] |<host name>}

[ATE—RK]
(config)
NS A—=7]

{<ipv4 address> | <ipv6 address> [interface <interface type> <interface number>] | <host
name>}

RADIUS # =D IPv4 7 FL R, IPV6 7 RLAE 73R A P EEIBELE T,
1. 48T X — 5 Bl O P HAE

BB TEELTA
2 fE D E HFH

<ipv4 address>iciE, IPv4 7 FLAZEEL £,

<ipv6 address>icid, IPv6 7 RLAZIEEL £T,

<host name>iZix, T A NE% 64 XFLIATIEE L E9 . FElIE, [T A—FITHHETZ 5HE]
EHIBLTL S0,
7%¥, <ipv6 address>TIPv6 U7 u—H)L7 FLURAZIEE L7z & &1, interface /8T X —%
HLIEELE T,
<interface type> <interface number>i2i&, IIIRT A > ¥ 7 = — ZFEFN 7V — L1 6d 2 A
YET1—ABBROA VY T2 —ABSEHEETSET, FMIE, IS ITIHETESE]
O WA Y5 7 —ADEERE] 2L TS0,
A=Y RYy M F TR
A= Ry M TA I TR
CAR=FFX RN I TR
s R—= b F X RNYTA YT =R
- VLANA > %7 x—2X
e S P VA i
key <string>

RADIUS ¥ =N\ & O@FE DSt/ FR3EICER 9 % RADIUS 8% EE L £9 . RADIUS #1375

A 7> b k& RADIUS =N ECH—D#EAZHRET Z2LESH D ET .

1A T X — & BEEEO W HE
radius-server key TERE SN TS RADIUS #PEASNE T, RESNTORWVWESR, #HET
% RADIUS ¥ — /N3 IV ET,
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2 fED R EEEFH
64 XFLADOXLFH 27T+ — b (") THATRELET . ANFREAFIL, EHRFERH
HKXFETT o ANLFINIAR-ZA L EORKFEXF e et VFE, XFNEFTLV7 53— (')

THELRSTLRETEET, ML, [NIX—FIBETZSE] 0 [MEROXEY] 25
LT 7EE W,

auth-port <port>
RADIUS #—=NDOAR— b ESZEELE T,
1. AT X — 4 BEEEE O F) A
K-+ &S 1812 #FHLE T,
2 MED R E
1~65535
acct-port <port>
RADIUS ¥ —=NDOT7HI v T4 Y THR— M ESEZEELE T,
1. AT X — 4 BEEEEOF)HE
R— 1+ &S 1813 2#FHLE T,
2B E HH
1~65535
{auth-only | acct-only}
fEE S N7z RADIUS ' —N\OH®R%ZRE L £ 9. IHEMNOARICIEHERL A, auth-only 7

¥ 3 »&1EF L7z RADIUS ¥ —/N13E83F (authentication) EHY—NE L THEHASNE T, acct-

only # 7% a3 v &#8%E L7z RADIUS ¥ —N1&7 H™ > 7« » 7 (accounting) EHY—/N& L TEMA
ENEJ,

1. AT X — 5 AR O RE
RADIUS %= N\%2 9 RXTOA®R GREBLOTHY VT4 7)) ITERALET,
2 MED R E
%L
retransmit <retries>
RADIUS # =Nt U CRRAEESR 2 B E 2RI EfEE L 9,
1. 485 X — 4 Bl O F)HAE

radius-server retransmit TERESNTWARIEPERENE I,
X3 T9,

2 B R EH
0~15

BE SN TV WIBEOHEE

timeout <seconds>
RADIUS =N\ 560REY A L7 7 bR (B) 2EELET,
1.8 F X — 4 BREEE O HAE

radius-server timeout TRESN TV A EBAPSHEHRHINE T,
5 —(“j_o

2 B R EHFH
1~30

LESN TV WSS OWEEIE
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source {<ipv4 address> | <ipv6 address>}
SNEFESKEE, ARERE, BIUOTHT VT4 VB REEROREITLIP 7T RLAZIBELE T,
RADIUSH—NDIP 7 RLAEEETLIP 7 RLADIP N—=Y 3 U A—HT B EIIHEELTL LS

102

R

o F7z, BELIP 7 LRI, REBICHKESNTVAIP T RLARBELTLZE L,

Z OIEEMEIX, Access-Request /%7 w I, Accounting-Request /847 v MZfHIE 5 NAS-TP-

A

ddress, NAS-IPv6-Address & LTHERHENE T,

1. 485 X — & AR O R HAE

W—=TN T4 H T2 =R ELTWAIP T FLAZFERALET. 2DE X, no system-
source-address A< Y RBRESNIN—T Ny 74 0¥ T 2 —AEH{ENELE T,

W—=TNy 74257 2—RAIPT7 FLVRAZBREL TV WES, FERBROREETA Y7 1—
ADFT RLZAZERALET,

2. fEDFE L

<ipv4 address>icl3, IPv4 7 RLAZIBEL T,
<ipv6 address>icid, IPv6 7 RLAZIEEL £7,

(37> FNElEROEF]
RADIUS # —NORERIENEHADT, RADIUSEE L EHA,

LBEANDFE]

AQV

[E%

BN IRZ2H]

WEMEER, §<ICERICRRENET,

1. Em e RADIUS Y — N\ HIIEBY /- VB K4 T,
2.8 D RADIUS 4 —N\PRESNTWVBES, 20747V —2a yOFRNERTHRD LTS

RADIUS ¥ = N\DEAORIEIMERASNE T,

3.key /8T A= BEB SN T T, radius-server key HEES N TR WVIGEIL,

4.

%349 % RADIUS

= NIFEICEZDET,
source ST A=Y THRELEEITIP 7 RUADPREBICHRESNTWEWES, FLEHRESINT
WBAL VI T =AMy FEBRICY 7Y LTWRIERS, /87y MIEESNRWTCERIFRRE

DNEI,

(BSEOY > K]

radius-server key
radius-server retransmit
radius-server timeout

aaa authentication login
aaa authorization commands
aaa accounting exec
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radius-server key
FRRE, A&RR, THU YT 4 Y 7IEHT S RADIUS U —NEDOT 7+ L 2R ELET,
[AFIFER]
HIROE - BE

radius-server key <string>

BHOHEIR

no radius-server key
[AFIE—R]
(config)
[INSX—F]
<string>

RADIUS ¥ —/\fil & Di#E DR S(L,/FRAEICEM Y 5 RADIUS #%4EE L £ 9. RADIUS #1372 5
47> & RADIUS =N ETRI—DORZRET 2MENHD LT,

1A T X — & BIEE O F)HE
BETEEEA

2 ED R EHH
64 XFLRNOXFFN TN T +— 1+ (") THATHRELET. ANARRLETEL, EHFER
HXLFTT o ANXFINIAR-A L EORHXFEEL B VGG, XFeyT V75— (")
THEZS TORETETET, ML, [NIA-FIHEETZSE] O [MEROXFY] 258
LTS,

[O7 > REIEEFDOEE]
2L

LEEANDEE

2L

[EREMED [ BRZ2H]

EEAER, §IGERICRBENET,
CE=EIA]
1. AREE & ¥ radius-server host TD key fEXBE L THEALE T,

%“;U UII

I

By

=

Pt

[BSEIY > K]

radius-server host
radius-server retransmit
radius-server timeout

aaa authentication login
aaa authorization commands
aaa accounting exec
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radius-server retransmit

REE, AFR, THY VT« v IMERY A RADIUS 4 —NANOFHXEEHOT 7+ LV FE2FELE T,

[AFIRZR]
BWORE - £H
radius-server retransmit <retries>
e QLIS
no radius-server retransmit
[ASTE—RK]
(config)
[INTA—=9]
<retries>
RADIUS ¥ —/Nxf U CRREE R = A E I 2RI EL £ 7,

1485 X — & AR O R HAE
BB TEEEA

2. D EEH
0~15

[O<7 > REEEEFDEIE]
RADIUS 4 —=N~NOFEEHKDOT 7 + )L MEIZ3EEZD FT,
DBEADEE]
L
[EREMED ZIRZZHE]
TEEEER, TIGERICRBEENET,

CFEEIE]

1. ZE%E & V radius-server host T® retransmit B&RE# B L CHEHALE I,

(BSEIY> K]

radius-server host
radius-server key
radius-server timeout

aaa authentication login
aaa authorization commands
aaa accounting exec
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radius-server timeout

EREE, AER, THI VT 4 Y ZIERT S RADIUS U —NOREYA LTI MEDOT 7 # )L b 2HRELE

3

ED
AT

BRORE - BE

radius—server timeout <seconds>
EROHIBR

no radius-server timeout

[ASTE—K]
(config)
[INSX—F]
<seconds>
RADIUS =N\ 5DIEEY A L7 7 NGB ZWBEATIEELE T,
1.4£85 X — 4% B O HAE
BRTEEEA
2. B EHIF
1~30
[O< > REEREFDEIE]

RADIUS 4 =NDISEY A LT 7 hDT 7 4V MERZSHERD ET,

[EEADFE]

[EREMBE D R IRZDHE]
BEMEER, +EHICRMENET,
DEREEIA]
1. ARZE & » radius-server host T? timeout REZEHL L THEHALE I,

[BSET~ > K]

radius-server host
radius-server key
radius-server retransmit
aaa authentication login
aaa authorization commands
aaa accounting exec
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tacacs-server host

FRAERARRICHA T 5 TACACSHY —NOBREXITVET,

[ABH]

BHRORE - KH

tacacs-server host {<host name> | <ip address>} [key <string>] [port <port>] [timeout <seco
nds>] [{auth-only | acct-only}] [source <ip address>]

TEDHIBR

no tacacs-server host {<host name> | <ip address>}

[AHE— K]
(config)
[INSX—95]
{<host name> | <ip address>}
TACACS+H¥—N\D IPv4 7 RL AL /23R X MEMETREL £,
L AT A — 45 B OWIE
BB TEEEA
2B EHH
[Pv47 RLA (Fv MECHE) $23KRA MEMEEELE T,
RANBIRE 64 XFLNTIEELET. £/, RAMEME L THEHATEAXXFICOVWTIE 85
A—FIHEETEZAE] 2L T 2S00,
key <string>
TACACS+Y — N\ & DBEDORELFRAEICEA T 2 HEWEREZIEE L 9. HEWERIZS Z
A7 b EE TACACSHY — N ETH—DOEEZFRET 2MNEFH D ET,
L ANT A — 5 B OWIE
tacacs-server key TRE SN TV A HEMERPHEHSNE T, RESNL TV RVEE,
TACACS+Y— N[ & DBELZEELLEEA,
2 [ED R EHH

64 XFLADOXFHN 2T TN +— b (") THATHRELET . ANATREAFIL, HEHRF LR
BXLFTTo ANKFINIAR— AL EORKFEXFrEEHVEE, XFE5yTLV7+—h (")
THELZSTOLRETZET, FMIE, [NIXA—FIHBETZSE] 0 [MEEDOXFII] 2581
LTL7ES 0,

port <port>
TACACSHH—/NOFIEA TCP R— + &S 2IEEL £,
1A T A — 5 BigR O WHE
R+ BS54 2HEHALE T,

2. fEDREEEH
1~65535

timeout <seconds>
TACACSHY =N\ 6 DIREY A L7 M () =HELET,

14N T X — & IR OF)HE
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tacacs-server timeout TRESN TV ARHEMEASINE T, BES N TV WVIGEOYIHAME!
5T79,
2. B D E% E i
1~30
{auth-only | acct-only}
fEE SNz TACACSHY —NOH®RZREL £ 9. HELNORRBRICIIERLEE A,

auth-only /¥ X —% %485 L7z TACACS+4 —/NI3F83E (authentication) HRAY —/Y& L THEA
ENE T, acct-only /87 A —% ZH5E L7z TACACS+HY—NIE7HY > T+ >~ (accounting) &

AT —NELTHERESNE T,
14N T X — & BIEE O F)HE
TACACSHY =Nz I RTOA®R (REBIOTAV YT 12 7) IEHLET,
2 MEDFE HiF
ARV

source <ip address>
FOREZE K, AFBEKE, iaJ:UTi:lﬁ/Tfr VEHRAGROREEBITIPVA T FLARBELE T,
EETLIPVA 7 RL R, ABEBICRESN TS IPvA T FLRAZHEEL TS0,

1485 X — & BIE RO FHE
N=TN AL H T2 —RIRELTWAIPVA 7 FLAZEHLET, D& E, no system-
source-address A7 Y RBBRESNIN—T Ny I A4 V¥ T 2 —AEHRENELE T,

W—=TNy A4 vFT2—AZIPv4 T FLAZHRELTWiEWES, FELRBORETA V¥
T1—ADT7 FLAZFEHLET,

2 (BB ERE
IPv4 7 RLZ (Rv M) 2IEELET,
[O7 > REREFOEE]
TACACS+Y —NOFREIZSINFHADT, TACACSHEEFELETHA,

LCEEANDFEE]
ARV

[EXREfE D S BREZH]
EMAES, §ICERICRMSNET,

[EEEIE]

1.8%E [ gE7r TACACSHY — N\ FIBBEL/-VEKRK4L TT,

2. D TACACSHY —N\DRESNTWVAIEGE, A7 47— aryOFRNERTHRED I3
TACACSHY —NDPBRAOFRIEICHER SN E T,

3.s0urce 8T A — ¥ THELIREETIPVE 7 FLUAPEABEBICHESNTLARWVES, $-IEHRESH
TWBA VYT —=AD)ry RRERBIZYT T LTWiZEE, /7y MOBESNE W TERIERKE
TNET,

B
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(BSEOY > K]

tacacs-server key
tacacs-server timeout

aaa authentication login
aaa authorization commands
aaa accounting exec

aaa accounting commands
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tacacs-server key

FRRE AR T 2 TACACSHY —NOHEMEROT 7+ IV M ERELE T,

[AFIAZR]
BROKE - BH
tacacs-server key <string>
BHROHEIR
no tacacs-server key
[AFIE—R]
(config)
[N A—=%]
<string>

TACACS+H¥ — N\ & DBEDORES(L FAEICHERT s HANERZEEL LT, HAENERIZY F
47> & TACACSHY —NLETHR—DRZRET 2BEFHD EJ,

14N T X — & BIEE OF)HE
BETEEEA

2 MED R E HH
64 XFLNOXFFN TN T +— 1+ (") CTHATHRELET. ANARRLETEL, EHFER
HXFTT o ANXFINIAR-A L EORHXFEEL B VGG, XFHeyT Lo 5—F (")
THEZS TORETETET, ML, [NIA-FIHEETZSE] O [MEROXFY] 258
LTS,

[O7 > REIEEFDOENE]
2L

LEEANDEE

2L

[ERTEMED [ BRZ2H]

EERER, §<IGERICRBRENET,

CE=EIE]
1. ARETE & U tacacs-server host fHF|D key REZEHR L THEAL X,

%“;U UII

I

By
i

=

P4

[BSEIY > K]

tacacs-server host
tacacs-server timeout

aaa authentication login
aaa authorization commands
aaa accounting exec

aaa accounting commands
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tacacs-server timeout

FRAERARRICMEA T 5 TACACSHT —NDEES A LT MEDT 7 Vb ZRELE T,

[AFIRZR]
BWMORE - £H
tacacs-server timeout <seconds>
1BHROHIR
no tacacs-server timeout
[ATE—R]
(config)
NS X—=9]
<seconds>
TACACSHY —N\D5DREY A LT NER 2B THEELE T,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
1~30

(37> NEEROEF]
TACACSHY —NDIGEY A LT 7 OT 7+ )V MEIZSHELDET,
LEEANDFE]
%L
[BXEME D RIRZ2H]
REMEEER, §GERAICKBSNET,
CE=ZEIA]
1.ARE7E &£ U tacacs-server host fA#]® timeout REZEEL THERALE 7

(BSEIY> K]

tacacs-server host
tacacs-server key

aaa authentication login
aaa authorization commands
aaa accounting exec

aaa accounting commands
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username

BEICOTA U TELI—FIIOVWTHELET ., KL —FOBRTEI, BBEWNICZ—FTH7 Y NPEET S
BEICENERDET,

FEY-D, BEAR100 L—FDETRTOI—F 2GR ET S default_user ZRETCEXET,
BETAHAHNEIZRDEBD TI,

o BENICI—TTHY Y b EEBRLT, NSAT—F2RELET,

e EL-WIZ, U—HNNICLBIT Y FRBTHBATAIT Y RURMNELIZTIY NI TA%E
EJC R

o BEI—YIZ, BEU T MER, R—IV VT, BEXUONLT A —VEREEZHEL LT,

o VAT LAY —VREEICHENTAIEOHENFENGE, AvtE—YBEHBLIOARY FUXNILVTIEEL
9, EEE ML default_user ICZZFRETEZE T,

[AFRR]
BROBRE

username <user name> [<user id>] [no-flash] password {input | hidden <hidden password>}
username <user name)> exec—timeout <minutes>

username <user name> logging-console { message-list <group name> | event-level <event Llevel
> | message-list <group name)> event-level <event level> }

username <user name> terminal-pager {enable | disable}

username <user name) terminal-help {all | no-utility}

username <user name> view <view name>

username <user name> view-class {root | allcommand | noauthorization | noconfig | noenable}

BROEE

username <user name> password {input | hidden <hidden password>}

username <user name)> exec-timeout <minutes>

username <user name> logging-console { message-list <group name> | event-level <event Llevel
> | message-list <group name)> event-level <event level> }

username <user name> terminal-pager {enable | disable}

username <user name)> terminal-help {all | no-utility}

username <user name> view <view name>

username <user name> view-class {root | allcommand | noauthorization | noconfig | noenable}

HROHIR

no username <user name>

no username <user name> <user id>

no username <user name> exec—timeout

no username <user name)> logging-console
no username <user name> terminal-pager
no username <user name)> terminal-help
no username <user name> View

no username <user name> view-class

[ATIE—NR]

(config)

[INSA—9]

7E L

2t

<user name>
BRETHL—VEEHEELE T,
14T X — & B O HIHHE
BRTEEEA
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2. B FE i
16 XFLDHNOXFHEEELE T, BETEZANFIE, | XFEIFHEF, 2 X FEIUBEITERT,
NATY (4), BEKUOF7Y¥ =237 () TT,
F7z, BENTHEHALTWAROLFIIEBETE LA,
root, toor, daemon, bin, games, postfix, named, ntpd, sshd, smmsp, uucp, nobody,
admin, share, script, remote_user

trz}’o exec-timeout, terminal-pager, terminal-help, =7z logging-console Z&E T 556G
IZIRYD, 9 RTOLI—FERET S default_user #IEETE £, default_user FHEDHENE
&, HxOLI—FETHRENSNTVARVI-FIILZTERSNET,

<user id>
EEL—YDO1—FIDZ2#EELE T,
BELZZ—TID #BEICEBENTLI—YT7HhT Y b2ERLT, THY Y b 2EELET, (BB L
I—HFF7AT Y +OI—FID BEETEEEA. £/, ACI—FID 2EHOL—FIEETZEE
Ao
1. AT A — 4 BEgR O P HE
KEADOL—HFID OF» o/ MEXBEITRHEL LT
2. f[BEDEE i
100~199 (10 #%) %2HEELXT,
no-flash
BEL—TDOR—LT 4 L7 U 2AEY E (/home/) IZERLE T,
B LIz 2= T HT Y DR —LT 4 LI NI REETEE A
1. AT X — & BEEEE O F)HAE
I—HFTF7HT Y DR —LT A LI M) ERNBT T v 2 XEY £ (/ust/home/) IZ/EER L E 9

2 fE D E HF
A9V

password {input | hidden <hidden password>}
BEL—VoursAf AT RFEEELET,
input
AT =RANE-FPSAT—-REZHEELET. FHEL/SAT—RiE, BB Y ¥ afk
ENTAV T4 T L= a VICERESNET,
1. AT A — 5 AR OHIE
BB TEE A
2. B E HipH
128 XFLADLFFN = EE LE T o ANFRELFIL, ERFBIORKIFTT . FME,
[INIA—FIHBETEAME] © [F1-3 XFa—F—K] 22HLTILESW,
¥ Tk 6 XFULET, BAXF, BF, FLRESZ2EDLEXFINEET S &%
BEIDLET, 6 XFRMOXFINPR, BNLFRZTFTOXFINZIBELBEIELT —PFRRS
NEJ, 12720, TT7—DRTRICBERUXFINZEET S5 LT, ZOXFHE/INAT—F
WCRETEET,
hidden <hidden password>
i#EF I~ > N make hidden-password TIERL L7z y & 2 /S AT — B, £330 0EBD I >~
T4 L= a TR LNy Y2 ftSAT— REEELE T, Ny ¥ a2 b/SA T — RXFF|
NeteEd 2L, u—ALRIENPRBLTO TS TEulmDET,

1l
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1. AT X — 4 BIgR O Y HE
BB TEELEA
2 AED R E
FTNTx—hk (") 2T 100 XLFONY ¥ af{t/SA T — RXFEFZEELE T,
exec-timeout <minutes>
EEL—VOBREU 7Y bR (BA2I35) 2IEELET. 0 2EEETH2EEH TV FLERA
L. ANT A — 5 AR OFIHE
60
2B E HH
0~60
logging-console { message-list <group name> | event-level <event level> | message-list <group
name> event-level <event level> }
VATLA -V OEEHNEGEEELE T,
message-list & event-level ZXFHERE L7256, MEMFICERT A2V AT LAy =YD HEEICHT
ENET,
message-list <group name>
HEICHASNEZ VAT LAY =V Xy -V A NTHEELET . Ay t—VFHY X
M3 message-list I~ > RTHERKRLTLZS 0,
<group name>1Z, FFELRWA v —IRH U A M EZIEHEAFESEESN TV RN A Yy £ —
DAY A NEEBE LGSR, IRTORXAYE—VHHOY AT LAy — YA HEEH T OXNRIC
Z0ET,
CONRT A= EBELRZVIES, TXRTORXA v —RHOY AT LAy — U EEE IO
RIZZDET,
event-l