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O00O0ONetFlowOODOOOODOOO0OOO0OO0D0O0O00DOO0OO0O0OO (NetFlow datagram Version 500
Version 9) 00000000 (NetFlow datagram Version 80 Version9) 0 0000000000000
0boOds9oonodboboob0obOobOoO0bOO00o0o0o0o0ooOooDOobOO0obOoboooOooonDo
00 8190NetFlow O OO0 DO0OO00O0DO0O0ODDOOOOOOOODOOOODO
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- J0000D00O0OO00ODDO(OOOO 300)
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0000000 (timeout-inactive) 000 0000 (timeout-active) 0 NetFlow D 0000000
0o0oooooooooon

0 8190 NetFlow D D 000000000 OOOOOOOO

NetFlow oooooooo od oo
ooooo
Version 5 Ipva0000D0OO oooooo Version 80 00000
Ipv400000O0CODO 30400000 oooooooo
O
oooo

e Version80 OOOOOOOOODOOODOO
oboboooooooood
« ODO00OO0DOCOOODODOO

ooooo
IPv400000000000000
00000 (0o0ooOooooooo)o
og

Version 8 IPva0 00000 gooooo Version 5000000
IPv400000000 30400000 oooooooog
O0(000OVersion500000000
ooog)

oooo
CP-CPULDODO Version5 D00 OOO0O
O

gooog
Version 5000 (0000000000
000000000O0D0O0oOooon)
jopooooooooooooood

Version 9 Ipv4a00000O0O oooooo OP-ADVOOCOODO
O IPv4/IPv6 00000000 304000 0O
Ipv6 000000 oono
oooo

IPv6 00 0D0O0OO0O0DOOODO
000000000 000O0O0oono
RFC3954 0 0000000000000
0oooooooo

ooooo
IPv6 00000000000 OO0
00000 (0o0oO0oOooooooo)o
oo

8.230 0000000 (NetFlow Version 5)

Jd0d0od00000000o000o00o0o0o0oo00oooo70000000(000 IPOOO
0000 IPO0OO0OOO0O0OOODOOOOOOOOODOOOOOOOOOOOOOTOSOOOOOO
0000)0000000000000000(00000000000)00000000000000
00000000000000000000000000000 (entries) 0000000 (sample) 00O
goooooo

gboboooooooboboboboooooboooonDo
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0s810000000000000000000
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«———— nfAOLI—F

JO—B{E#fit~ny &

JO—BEfELa—F1| ««« | 7O—BffEEILO—Fn

o110 0ooobgog

RN

gbobobooooboobobobobobobooooon

08200 0000000000

oooo oo oooo
Version NetFlow 0O ODODOOODOOOO0O (=5) °
Count 00 NetFlow 0 OOO0O0O0000000000000O (00 30 °
SysUptime 00 NetFlow 0 ODOOO00000(00000O0ODOOOO0) o
UnixSecs 00 NetFlow 0O OOOQOQOOO (197000 000000 0)[0 ] °
UnixNsecs 00 NetFlow0ODOOOOOOO (197000 00000 00)[00DO ] o
FlowSequence 0000D000000000000000000000000 ¢ O o

0000Count” OODOOOO)
EngineType 0ooooDoOooooo 000
Engineld 00o00ooooooIDoOg o0Qd
SamplingInterval 000000000 000DOoooooo o
(DO0)DoOOOOODOO

020 00000000000
bbbl ooooooooooon
08210 0000000ooaoao

oooo oo oooo
SourcelPaddr oooIpva00O 00O o
DestinationIPaddr OO Ipva0 00O ©
NextHop Jo0oDoooooIpva0OO0O o
Input 0000000000 SNMP Interface Index ™ °
Output 0000000000 SNMP Interface Index ™ 20 3 °
Packets goooooooooo o
Bytes oooooooooooooo o
First 0000000000000 SysUptime[ O ] o
Last 0000000000000 SysUptime[ O ] o
SrcPort TCP/UDPOOOOODOOO o
DstPort TCP/UDPOOOOODODO o
Flags TCPOOOOOO ©
Protocol IPOOO0OOOOO ((O)6=TCP, 17=UDP) °
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oooo oo oooo
TOS IpPO0OCOOCOOO o
SrcAs 0000000000000000 ASOO o
DstAs 00000000000000 Asoo o
SrcMaskBits oooIpva0000COOOCOODOOOOOOBDOO o
DstMaskBits ooIpv4a0000O0COOOCOOOCODOOODODOO o

(0D)DoOOODOOD

00 10
000000 SNMPIndexOOODOO

00 20
00000000000 SNMPIndexOOOOOOOODO SNMPIndexO (VLAN>OOODOODODOOOOO)O
ooooooooo

oo sd
00000000 (Q0000000000000D0)00000000000000000000000O00000
(Active/InActive) 1 00 0000000000000 0000O0OOOODOOOOOO

8.2400 0000000 (NetFlow Version 8)

0000000000000000000000000000000000(0000)0000000
0(00000000000)00000000000000000000000000000000
0000000000 (entries) 100000000000 (aggregation-entries) 1000000
(sample) 000000000

gbobooooooboobobobobooooobooobon

0Os8MOOOO0O0ODOOO0DOOOODOoDO

«———— nfAOLI—F

\

JO—£MHMHAYH | JO—EHME L — R + .« | TO—FMEE LI —Fn

010 00o0oboooooo

boboooooboobobobobobooooobooboon

0 82220000000000DO

oooo oo oooo
Version NetFlow0ODODODOOOOOO0ODO (=8) o
Count OO0 NetFlowJODODOODODOODOODOOOOOO (OO 51) o
SysUptime 00 NetFlow0OOOOOOODO(ODODOODOOO0O0O0OOO) o
UnixSecs OO0 NetFlowOODOOOOOOO (197000 000000 0)[00DO ] o
UnixNsecs 00 NetFlowOODOOODOOOO (197000 000000 0)[00DO °
ool
FlowSequence 0000000000000000000000000000 ¢ 0 o

O00O0Count” 0O0OOODOO)
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ooono

oo

oooo

EngineType

oooooooooooo

oo0od

Engineld

ogooooooooo IpboO

ooQ

Aggregationtype

oooooooooo

1: AS Aggregation

2: Protocol-Port Aggregation

3: Source Prefix Aggregation

4: Destination-Prefix Aggregation
5: Prefix Aggregation

9: AS-ToS Aggregation

10: Protocol-Port-ToS Aggregation
11: Source Prefix-ToS Aggregation
12: Destination-Prefix-ToS Aggregation
13: Prefix-ToS Aggregation

14: Prefix-Port Aggregation

AggregationVersion

Aggregation 00000000 (=2)

SamplingInterval

ooooooboooooooooooooo

(00)DoDOOODOOODO

020 00000000000

0000000000000000000000 8230 AS Aggregation 0 00 (Aggregationtype=1)]

0 00O 8-330 Prefix-Port Aggregation 0 0 0 O (Aggregationtype=14)0 000000

0 8-230 AS Aggregation 00 O 00 O (Aggregationtype=1)

oooo oo oooo
Flows oooooooo °
Packets 00O00bOOoOoOooooooooooa o
Bytes gooobooobobooobobbooobobo o
First 0000000000000 SysUptime[ O ] ©
Last 0000000000000 SysUptime[ O ] o
SrcAs Jo0ooooooooooooog AsOoOo o
DstAs Jo0ooooooooooo Asod o
Input 0000000000 SNMP Interface Index o
Output O0O00000000 SNMP Interface Index o
(00)DoODODOODOO
0 8-240 Protocol-Port Aggregation 0 O O O (Aggregationtype=2)

oooo oo oooo
Flows oooobooo o
Packets 00O00bOOoOoOooooooooooa o
Bytes gooobooobobooobobbooobobo o
First 0000000000000 SysUptime [O ] °
Last 0000000000000 SysUptime [0 ] o
Protocol IPOOO0OO0OOO ((O)6=TCP, 17=UDP)
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ooood oo ooood
SrcPort TCP/UDPLOOOOOO S
DstPort TCP/UDPLOOOOO S

(0D)DoOOODOOD

O 8-250 Source Prefix Aggregation 0 0 O O (Aggregationtype=3)

oooo oo oooo
Flows gooooooo ©
Packets 000D00000D000000000 o
Bytes 0000D000000000000000000 o
First 0000000000000 SysUptime [0 ] °
Last 0000000000000 SysUptime [0 ] °
SrcPrefix 0000000 IPva000000000000 o
SrcMaskBits 0000000 IPva0000000000000000 o
SrcAs 000D0000000000000 ASOO o
Input 0000000000 SNMP Interface Index o

(0D)DoOOODOOD

O 8-260 Destination-Prefix Aggregation O O OO0 O (Aggregationtype=4)

goooo oo gooo
Flows oooooooo o
Packets gooobooooboboobooooo o
Bytes gooobooooboboboooboooooo o
First 0000000000000 SysUptime [O ] o
Last 0000000000000 SysUptime [O ] o
DstPrefix goooooIipva00D0O0OOOOOOOCO o
DstMaskBits goooooIpv4000O0OODOOODOOOOO o
DstAs 000000oooooooo AsoOo o
Output 0000000000 SNMP Interface Index o

(0D)DoOOODOOD

O 8-270 Prefix Aggregation 0 00 O O (Aggregationtype=5)

goooo oo gooo
Flows oooooooo o
Packets go000oboOooOoboboobooooo o
Bytes gooobooooboboboooboooooo o
First 0000000000000 SysUptime [O ] o
Last 0000000000000 SysUptime [0 ] o
SrcPrefix gooooooIpva000O0OOO0OOODODO o
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oooo oo oooo
DstPrefix 000000 IPva000O0000D0OO0OO o
DstMaskBits 000000 IPv4a0000000000DOO0OO0 o
SrcMaskBits 0000000 IPv400000D000D0000DOOO o
SrcAs 0000D000D000000000 ASOO o
DstAs 0000D00000D00000 ASOO o
Input 0000000000 SNMP Interface Index o
Output 0000000000 SNMP Interface Index °

(00)DoDOOODOOODO

0 8-280 AS-ToS Aggregation O O O O (Aggregationtype=9)

gooo oo oooo
Flows oooooooao °
Packets gO0o0o0o0o0o0oboOooobobooog o
Bytes goOooO0ooO0oOobOoboOobOoboobooooo o
First 0000000000000 SysUptime [O ] o
Last 0000000000000 SysUptime [O ] o
SrcAs 0000000oooooooooO Asoo o
DstAs gooDoooooooooono Asod o
Input J000000000 SNMP Interface Index o
Output 0000000000 SNMP Interface Index o
TOS IpOO0OCOODOOOO o

(0D0)DoDODOODOOODO

0 8-2900 Protocol-Port-ToS Aggregation O O O O (Aggregationtype=10)

oooo oo oooo
Flows o0ooooooo o
Packets 00000000000 DO00O0on o
Bytes 0000000000000D000000000 o
First 0000000000000 SysUptime [0 ] o
Last 0000000000000 SysUptime [0 ] o
Protocol IPOOO0OO0OOOO ((O)6=TCPO 17=UDP) o
TOS IPOOO0OOOOOOO o
SrcPort TCP/UDPOOODOODO o
DstPort TCP/UDPLOOODO o
Input 0000000000 SNMP Interface Index o
Output 0000000000 SNMP Interface Index o

(00)DoDDOODOOODO
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O 8-300 Source Prefix-ToS Aggregation 0 0 0O O (Aggregationtype=11)

goooo oo gooo
Flows gooooooo o
Packets goooboOoooboboobooooo o
Bytes gooobooooboboboooboooooo o
First 0000000000000 SysUptime [O ] o
Last 0000000000000 SysUptime [O ] o
SrcPrefix gooooooIpva000O0OOO0OOODODO o
SrcMaskBits gooooooIpva000CO0OD0COODOOODOO o
TOS IpO00O0O00ODOOOOO o
SrcAs 000000000ooooooono ASoo o
Input JO00O00O00000 SNMP Interface Index o
(00)0oeODODODOO
O 8-310 Destination-Prefix-ToS Aggregation 0 O 0 O (Aggregationtype=12)

oooo oo gooo
Flows oooooooo °
Packets goooboOoooboboobooooo o
Bytes gooobooooboboboooboooooo o
First 0000000000000 SysUptime [O ] o
Last 0000000000000 SysUptime [O ] o
DstPrefix goooooIpva00D0O0OOOOOODOCO o
DstMaskBits goooooIpv4000O0OODOOODOOODOO o
TOS IpO0OCO0ODOOOO o
DstAs goooooooooooono Asod o
Output 0000000000 SNMP Interface Index o
(00)0oeODODODOO
O 8-3200 Prefix-ToS Aggregation 0 0 0O O (Aggregationtype=13)
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Packets goooboOoooboboobooooo o
Bytes gooobO0oOoobOobooboooboooooo o
First 0000000000000 SysUptime [O ] ©
Last 0000000000000 SysUptime [O ] o
SrcPrefix gooooooIpva000O0OO0OOODODO o
DstPrefix goooooIpva00D0O0OOODOOOOCOO o
DstMaskBits goooooIpva000O0O0ODOOODOOODOO o
SrcMaskBits gooooooIpva000O00OD0OCOOODOOODOOO o
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TOS IPOOO0OOOOOOO o
SrcAs 000DO000D0000D00000 ASOO o
DstAs 000000O000D00000 ASOO o
Input 0000000000 SNMP Interface Index o
Output 0000000000 SNMP Interface Index °
(DO0)DoOOOOODOO
0 8-330 Prefix-Port Aggregation O O O O (Aggregationtype=14)

oooo oo oooo
Flows oooooooo o
Packets 00000000000 0000000 o
Bytes 0000D000000000000000000 o
First 0000000000000 SysUptime [0 ] o
Last 0000000000000 SysUptime [O ] o
SrcPrefix 0000000 IPva000000000000 o
DstPrefix O0oDOo0IPva000000000O0OO o
DstMaskBits 000000 IPva00000000000O0ODOO0 o
SrcMaskBits 0000000 IPv4000000000000DOOO o
TOS IPOOO0OOOOOOO o
Protocol IPOOO0OOOOOO ((O)6=TCP, 17=UDP) °
SrcPort TCP/UDPOOODOODO o
DstPort TCP/UDPLDOOODO o
Input 0000000000 SNMP Interface Index o
Output 0000000000 SNMP Interface Index o

(00)DoDDOODOOODO

8.2.50 00000 (NetFlow Version 9)0 OP-ADV[

NetFlow Version 90 0000 Version50 Version 8O0 OO OOO0OODOD0OOO0OOO0OODOODOOOOOO
000000000000000000000000000000000(00000000)0000
0000(00000)000000000000000000000000000000000000
gL bbb bbbbbbbbobbobboboooouog
Jddoodo0oOodoodobOodo IPO0OD0OO0OOODOODODODOODODOODOOODOOODDODOOOn
jdoodooodooo IbODbOO0dbOO0OOO0DOO0O0ObOO0O0OO0DbDO0ODODOOO0DbOOODOOOoDOO

NetFlowD0 O OOODOODODO0O0O0O000O000O0O0O0O0O0OO (flow-export-version) 0” 9” 00000
JdoDo0odobOOodboooobOooooo Ipve000D0OOODOOOODOODOO

NetFlow Version 90 000 00000000000000O000O000O RFC3954(Cisco Systems NetFlow
Services Export Version 9) 00000000000
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081200000000
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oo

Version 9 ¥ EBOEERSCa LT s 4V L—
a3 vERE, 3L IE—ERE 005/ or
60007 — 4 ZBA &) £ BHIT—4 (T
O—)DI7+—<v tEEMLET,

(Template FlowSet)

N

[F—4 (78—)]

KEBICTASTL B \ry b2 TYLY
LT, 70—1@E®ET> I L— FOBWMICHE
274 —y FTCaALTEEBABHILE
ERR
(Data FlowSet)

/

KEE -
f > NetFlow VO Xti%
ALY AEE
-
> \
Y  / [T L—bk - T=42(FTa)]
AEBOBRER (ST O TRHERCSE A L

0000000 NetFlow Version 90000000000 O0DOOO0ODOOOODOO

0 8-130 Template FlowSet D 0O OO0 OO OO0

—RICa LI SEBICRHMLET,
(OptionTemlate)

NetFlow Version 9 Aw 4

Template FlowSet 1&53R 1

» |Template FlowSet 1&5%R m

0 8-140 Data FlowSet O

gboboooogno

NetFlow Version 9 Aw 4

Data FlowSet 1&%R 1

.o Data FlowSet 1&#R n

O 8-150 OptionTemplate

gboooooooobo

NetFlow Version 9 ~Aw 4

OptionTemplate f&&R

Option Data 1&&R

0 10 NetFlow Version 90 0O O
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NetFlow Version9 0 0000000000 O0OO0OO

0 8-340 NetFlow Version

ooOooooooon

oooo

oo oooo

Version NetFlow 000000000000 (=9) o

Count 00 NetFlow O OO OOOOOO Template 0 OO Data FlowSet o
oo

SysUptime 00 NetFlow JODOOO0ODOO0O0(0DOO0O0OODOODOOOO) o

UnixSecs

00 NetFlowOOOOODODODODO (197000 00000 00)[000 ]

Package Sequence

NetFlow OO OOCOOOOOOOODOOOOOODOOO




8. 000000000 DOODOODOO

oooo

oooo

Sourceld

goooooooooooooo IboOoo
10 200000 Reservedd

j0o0oooooooooooooooo

4000000000000000IDOOO

oo0Qd

(00)DoDDOODOODO

0 20 Template FlowSet 00 O

O0000CO00DOOC0O0DOO00O0 NetFlowVersiond OO OOOOOOOOODOOOODOOOODOO

0 8-160 Template FlowSet 1 0 OO0 OO0O0OOO

NetFlow Version 9 Aw 4

Template FlowSet 1&$R 1

Template FlowSet 1&$R n

FlowSet ID

Length

Template ID

Field Count

FlowSet ID

Length

Template ID

Field Count

0 8-350 Template FlowSet 0 0O OO O OO

oooo oo oooo
FlowSet ID Templated DataFlowSet 0 0 000000000 °
(Template FlowSet O 0 0 =0)
Length Template FlowSet 0 0 O (FlowSet ID 000 Length OO0 ) o
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oooo
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oooo

Template ID

00000bO000O0ObOO0O0o00oDbOOOoO0ooObOoOooooboooo
pgoooboboooboboo0oobboobobbooooboboooo
00000000000000 8370 Version 50 000 {IPv4}
(Template ID =256)0 0 O O 8-620 BGP-Nexthop-Tos Aggregation
Record 0 000 {IPv6} (Template ID=281)0 0000000000
[Template IDO OO OOO0OOOO)]
256 : Version 5 0 0 0 O {IPv4}
(00O 8-370 Version 5 0 0 O O {IPv4} (Template ID =256)0 )
257 : Version 5 0 0 0 O {IPv6}
(0O 8-380 Version 5 0 0 0O {IPv6} (Template ID =257)00)
258 : AS Aggregation Record 0 0 O O {IPv4}
(0O 8-390 AS Aggregation Record O 0 0 O {IPv4}(Template
ID =258)0)
259 : AS Aggregation Record 0 0 O O {IPv6}
(0O 8-400 AS Aggregation Record 0 0 O O {IPv6}(Template
1D =259)0)
260 : Protocol-Port Aggregation Record 0 0 O O {IPv4}
(0 O 8-410 Protocol-Port Aggregation Record O 0 0 O
{IPv4}(Template ID =260)01 )
261 : Protocol-Port Aggregation Record O 0 O O {IPv6}
(0 O 8-420 Protocol-Port Aggregation Record 0 O O O {IPv6}
(Template ID =261)0)
262 : Source Prefix Aggregation Record 0 0 O O {IPv4}
(0 O 8-430 Source Prefix Aggregation Record 0 0 0 O
{IPv4}(Template ID =262)0 )
263 : Source Prefix Aggregation Record 0 0 O O {IPv6}
(0 O 8-440 Source Prefix Aggregation Record 0 0 O O {IPv6}
(Template ID =263)0)
264 : Destination-Prefix Aggregation Record 0 0 O O {IPv4}
(0 O 8-450 Destination Prefix Aggregation Record 0 0 O O
{IPv4}(Template ID =264)0 )
265 : Destination-Prefix Aggregation Record 0 O O O {IPv6}
(0 O 8-460 Destination Prefix Aggregation Record 0 0 O O
{IPv6} (Template ID =265)0)
266 : Prefix Aggregation Record 0 0 0 O {IPv4}
(0 O 8-470 Prefix Aggregation Record 0 0 0O O
{IPv4}(Template ID =266)0 )
267 : Prefix Aggregation Record 0 0 0 O {IPv6}
(0 O 8-480 Prefix Aggregation Record 0 O O O {IPv6}
(Template ID =267)0)
268 : AS-ToS Aggregation Record 0 0 O O {IPv4}
(0O 8-490 AS-ToS Aggregation Record 0 0 0 O
{IPv4}(Template ID =268)0 )
269 : AS-ToS Aggregation Record 0 0 O O {IPv6}
(0O 8-500 AS-ToS Aggregation Record 0 0 O O {IPv6}
(Template ID =269)0 )
270 : Protocol-Port-ToS Aggregation Record O 0 O O {IPv4}
(0 O 8-510 Protocol-Port-ToS Aggregation Record O 0 0 O
{IPv4}(Template ID =270)0 )




800000000 O0O0OO0DOOOOOOO

oooo

oo oooo

271 : Protocol-Port-ToS Aggregation Record 0 O O O {IPv6}
(O O 8-520 Protocol-Port-ToS Aggregation Record O 0 0 O
{IPv6} (Template ID =271)00)

272 : Source Prefix-ToS Aggregation Record 0 0 O O {IPv4}
(0 O 8-530 Source Prefix-ToS Aggregation Record 0 0 0 O
{IPv4}(Template ID =272)0)

273 : Source Prefix-ToS Aggregation Record 0 0 O O {IPv6}
(O O 8-540 Source Prefix-ToS Aggregation Record 0 0 0 O
\IPv6} (Template ID =273)0)

274 : Destination-Prefix-ToS Aggregation Record 0 O O O {IPv4}
(0 O 8-550 Destination Prefix-ToS Aggregation Record 0 0 O
0 {IPv4}(Template ID =274)0 )

275 : Destination-Prefix-ToS Aggregation Record 0 O O O {IPv6}
(O O 8-560 Destination-Prefix-ToS Aggregation Record O 0 O
O {IPv6} (Template ID =275)0)

276 : Prefix-ToS Aggregation Record 0 0 0 O {IPv4}
(O O 8-570 Prefix-ToS Aggregation Record 0 0 O O
{IPv4}(Template ID =276)0)

277 : Prefix-ToS Aggregation Record 0 0 O O {IPv6}
(0 O 8-580 Prefix-ToS Aggregation Record 0 0 O O {IPv6}
(Template ID =277)0)

278 : Prefix-Port Aggregation Record 0 0 O O {IPv4}
(0 O 8-590 Prefix-Port Aggregation Record 0 0 0 O
{IPv4}(Template ID =278)0)

279 : Prefix-Port Aggregation Record 0 0 O O {IPv6}
(0 O 8-600 Prefix-Port Aggregation Record 0 0 0 O {IPv6}
(Template ID =279)0)

280 : BGP-Nexthop-Tos Aggregation Record 0 0 0 O {IPv4}
(0 O 8-610 BGP-Nexthop-Tos Aggregation Record 0 0 0 O
{IPv4}(Template ID =280)1)

281 : BGP-Nexthop-Tos Aggregation Record 0 0 O O {IPv6}
(0 O 8-620 BGP-Nexthop-Tos Aggregation Record 0 0 0 O
{IPv6} (Template ID =281)0)

Field Count

Template 00000000000 o

Field Type

Template 0000 O00O0OO00O0O o
(FieldType 00 0 00O 8-360 NetFlow Version 9 FieldType 0 0 O
ooooooooo)

Field Length

Template 000 O00OCOO0O o
(00000000000 8360 NetFlow Version 9 FieldType O 0 O
ooooooooo)

PAD

Length 0 4000000000000O0O0 o
(0o o

(00)DoDDOODOOODO

0 8-360 NetFlow Version 9 FieldType O O

oooooo ooo ooo oo ooo
(0oo) 0

IN_BYTES 1 n 000000000000 L3000 o
<4> ooooooo

IN_PKTS 2 n 000000000000 L30O0O o
<4> oooo
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ooooaoao ooo ooo oo ooo
(0oog) 0
FLOWS 3 n oooOoOoOoooo o
<4>
PROTOCOL 4 1 00o0oooooo(d) 6=TCP, o
17=UDP
SRC_TOS 5 1 Joooooog IPTOSO o
TCP_FLAGS 6 1 TCPODOOOOOO o
L4_SRC_PORT 7 2 TCP/UDPOOOOOOO o
IPV4_SRC_ADDR 8 4 goodIpva00O0OO0O o
SRC_MASK 9 1 godIpva00000O0O0O0ODODO o
0o0ooooooo(oo/ed)
INPUT_SNMP 10 n Jo00ooooooo SNMP o1
<2> Interface IndexO
L4_DST_PORT 11 2 TCpP/UDPOOODODOO o
IPV4_DST_ADDR 12 4 OO0 Ipva00OO0O0O0O o
DST_MASK 13 1 OO0 Ipva00000D0O0OO0OODOO o
000o0o0ooo(oore)
OUTPUT_SNMP 14 n J0o00000o000 SNMP o2
<2> Interface Index[ 03
IPV4_NEXT_HOP 15 4 J000ooooooIpva0OOODO o
SRC_AS 16 n J0d0oD0Do0ooooooooooo o
<2> ASO0O0O
DST_AS 17 n 00000000ooooOono ASO o
<92> oo
BGP_IPV4_NEXT_HOP 18 4 OBGPOOOOOOODO IPv4O o
ooo
MUL_DST_PKTS 19 n IPOOOCODOOOOOOOOODOO x
JodoL3goooood
MUL_DST_BYTES 20 n IPOOOCODOOOOOOOOODOO x
Jod0 L3gooooooooo
LAST_SWITCHED 21 4 0oooooooooooo o
SysUptime[ O 10
FIRST_SWITCHED 22 4 goodooooooooao o
SysUptime[ O 10
(reserved) 23 ] 0 0
OUT_PKTS 24 n Jod0ooDooooooo L3nood X
oooo
OUT_BYTES 25 n godoooooooooLn3ood X
oooooaoag
(reserved) 26 ] 0 a
IPV6_SRC_ADDR 27 16 googIpveDOOOO0O o
IPV6_DST_ADDR 28 16 OO Ipv6eO0OOO0O o
IPV6_SRC_MASK 29 1 godIpve0O0O0O0O0OOOOODOO o

000000000(0O0/ed)
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goooooo ooo ooo oo ooo
(ooo) O
IPV6_DST_MASK 30 1 OO IPv6O0OO0OOOOOODODODO )
Oooooooo(oo/ed)
IPV6_FLOW_LABEL 31 3 IPv6 000000 (RFC 2460)0 o
ICMP_TYPE 32 2 ICMPOOOOOOO (ICMP Type* x
256) + ICMP code)O
MUL_IGMP_TYPE 33 1 IGMPOOOOOOODO x
SAMPLING_INTERVAL 34 4 0oooooooog o
SAMPLING_ALGORITHM 35 1 0oo0o000o0oooooag o
00x010000D00000
0o0x020000000
FLOW_ACTIVE_TIMEOUT 36 2 Active 0000000000 DOOO o
0 Expire0000000000 [O
10
FLOW_INACTIVE_TIMEOUT 37 2 Active 00000 00D00O0DOOO o
000000000000oooo
O((o]lo
ENGINE_TYPE 38 1 0ooo0000o0oooooag ooo
ENGINE_ID 39 1 00o000000ooIbDoon ooQ
TOTAL_BYTES_EXP 40 n 0000 datagram OO0 Q00000 x
TOTAL_EXP_PKTS_SENT 41 n 0000 datagram 00000000 x
TOTAL_FLOWS_EXP 42 n 0000 datagram 0000000 x
(reserved) 43 O O O
IPV4_SRC_PREFIX 44 0000000 IPva0O0O0O0O0O0 o
ooooo
IPV4_DST_PREFIX 45 4 000000 IPve00OO0O0O0OOO °
ooooo
MPLS_TOP_LABEL_TYPE 46 1 OO MPLSODOOODOOOO x
MPLS_TOP_LABEL_IP_ADDR 47 4 MPLSTopLabel 0 0 OO O IPv4 O x
oooo
FLOW_SAMPLER_ID 48 1 flow-sampler O IDO x
FLOW_SAMPLER_MODE 49 1 0000oooooooo (0x02: x
random sampling)[]
FLOW_SAMPLER_RANDOM_INTERVAL 50 4 0ooooo0oO0OO0oOoOoooo x
(reserved) 510 54 O O a
DST_TOS 55 1 0ooooooo IPTOSH x
IN_SRC_MAC 56 6 0oooo0oO0 MACOOODO x
OUT_DST_MAC 57 6 000000 MACOOOO x
SRC_VLAN 58 2 000 VLAN-ID x
DST_VLAN 59 2 00 VLAN-ID x
IP_PROTOCOL_VERSION 60 1 IPOO0OOOO o
(IPv4=40 IPv6=6)
DIRECTION 61 1 0ooooooo x

(00DoDOoOo=0000000 =1)
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8.00000000D00D0DDODODODOOO

gooood oogd ood oo oogd
(ooo) O
IPV6_NEXT_HOP 62 16 gooooooogIpveOOOO o
BPG_IPV6_NEXT_HOP 63 16 O0BGPOOOOOOODO IPveO o
oogd
IPV6_OPTION_HEADERS 64 4 gopooooooIpve00OOOO X
goooooooo
(reserved) 650 69 0 O a
MPLS LABEL 1 70 3 1000 MPLSOOODO X
MPLS LABEL 2 71 3 2000 MPLSOOODO X
MPLS LABEL 3 72 3 3000 MPLSOOOO x
MPLS LABEL 4 73 3 4000 MPLSOOOO X
MPLS LABEL 5 74 3 5000 MPLSOOOO X
MPLS LABEL 6 75 3 6000 MPLSOOOO X
MPLS LABEL 7 76 3 7000 MPLSOOOO x
MPLS LABEL 8 77 3 000 MPLSOOOO X
MPLS LABEL 9 78 3 9000 MPLSOOOO X
MPLS LABEL 10 79 3 10000 MPLSOOOO X

(00)0eDDDDODDDOOOXxDODOODODODOOOO

oo
<>00000000 FiledTypeDOOOODODOO

00 10
000000 SNMPIndexOOODODO

00 20
00000000000 SNMPIndexOOOOOOOODO SNMPIndexO (VLAN>OOODOODODOOOOO)DO
ooooooooo

oo sd
00000000000000000000000000000000000 (Active/InActive) 0 000000
oobooooooooooooobooooooooo

O 8-370 Version 50 0 O O {IPv4} (Template ID =256)

oooo oo oooo
Template ID Template 0 ID O O o
(IPv40 0000 Version 50000 {IPv4} =0x0100)
Field Count 00 Template 00000000000 °
IPV4_SRC_ADDR 000 IPv4a0000 °
IPV4_DST_ADDR OO0 IPv40000 °
IPV4_NEXT_HOP 000000000 IPva0000 °
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
IN_PKTS 0O0o0O0O0O0DoOooOg o
IN_BYTES oooo0oO0ooooooooo o
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8.0000000000D0DDODODODOOO

oooog oo oooog
FIRST_SWITCHED 0000000000000 SysUptime[ O ] o
LAST_SWITCHED 0000000000000 SysUptime[ O ] o
L4_SRC_PORT TCP/UDPLUOOOOOOO o
L4_DST_PORT TCP/UDPOOOOOOO °
SRC_AS 0000000000000000 ASOO o
DST_AS 00000000000 000 ASOO °
SRC_MASK 000 IPv400000000000000000OO00 o
DST_MASK 00 IPv4a00000000000000O0DOO0 o
TCP_FLAGS TCPOOOOOO °
PROTOCOL IPODOOOCDOOO0 o
SRC_TOS IPOOOODOOOOO °
(00)DoOODDOODO
0 8-380 Version 5 0 0 O O {IPv6} (Template ID =257)

oooo oo oooo

Template ID

Template 0 ID O O
(IPv6 00O OO Version 50000 {IPv6} =0x0101)

Field Count

00 Template 10000000000 (0x0013)

IPV6_SRC_ADDR

oooIpve0DOOO

IPV6_DST_ADDR

ooIpv6e00D0OO

IPV6_NEXT_HOP

oooooooogoIpve0OOO

INPUT_SNMP

0000000000 SNMP Interface Index

OUTPUT_SNMP

0000000000 SNMP Interface Index

IN_PKTS

oooooooogooo

IN_BYTES

oooooooooooooo

FIRST_SWITCHED

0000000000000 SysUptimel O |

LAST_SWITCHED

0000000000000 SysUptimel O |

L4_SRC_PORT TCpP/UDPOOOOOOOO o
L4_DST_PORT TCpP/UDPOODOOOOO o
SRC_AS 00000000 oo0o00oo00 ASOO o
DST_AS 0000o00o0oo0o00ooO ASOO o

IPv6_SRC_MASK

oooIpve0O0O0OO0OO0O0OOOOOOOOOOOOOO

IPv6_DST_MASK

oo Ipv6e0000000O0OOOOOOODOOODOO

TCP_FLAGS TCPOOOOOO o
PROTOCOL IpOoOCOOOODO o
SRC_TOS IpO0OOCOOOODOODO o

IP_PROTOCOL_VERSION

oobooooooogo

(00)DoDDOODOOODO
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8.00000000D00D0DDODODODOOO

O 8-390 AS Aggregation Record O 00 O O {IPv4}(Template ID =258)

gooo oo gooo
Template ID Template 0 ID 0 OO o
(AS Aggregation Record 0 O 0 O {IPv4} =0x0102)
Field Count 00 Template 00000000000 (0x0009) S}
FLOWS oooooooo o
IN_PKTS goooO0oooooboooboboobo o
IN_BYTES goooOooOOooooooboboOobobooobag o
FIRST SWITCHED 0000000000000 SysUptime[ O ] S
LAST_SWITCHED 0000000000000 SysUptime[ O ] o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS g00ooooooOooDooooDoo AsOoOo o
DST_AS 000ooooooooDoooo Asoo o

(0D)0DoOOODOOD

O 8-400 AS Aggregation Record 0 0O O O {IPv6}(Template ID =259)

oooo oo oooog
Template ID Template 0 ID OO0 ©
(AS Aggregation Record 0 O 0 O {IPv6} =0x0103)
Field Count 00 Template 00000000000 (0x000a) o
FLOWS oooooooo °
IN_PKTS 000000000000000000 °
IN_BYTES 0000000000O0DO0oO00ooO0ooooo o
FIRST_SWITCHED 0000000000000 SysUptime[ O ] °
LAST_SWITCHED 0000000000000 SysUptime[ O ] o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS 0000000000000000 ASOO o
DST_AS 0000000000000 0 ASOO o
IP_PROTOCOL_VERSION oooooooooo °

(0D)0DoOOODOOD

O 8-410 Protocol-Port Aggregation Record 0 0 O O {IPv4}(Template ID =260)

gooo oo gooo
Template ID Template 0 ID O O ©
(Protocol-Port Aggregation Record 0 0 O O {IPv4} =0x0104)
Field Count 00 Template 10000000000 (0x0008) o
FLOWS gpooooobogo ©
IN_PKTS oOooUooUooooooooooooo o
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800000000 O0O0OO0DOOOOOOO

gooo oo gooo
IN_BYTES goooooOoobobooobobooboobooog o
FIRST_SWITCHED 0000000000000 SysUptimel O ] °
LAST _SWITCHED 0000000000000 SysUptime[ O ] °
L4_SRC_PORT TCp/UDPOOOODOOOO o
L4_DST PORT TCp/UDPOOOOOOO ©
PROTOCOL IpOO0D0OOOOO o
(0D)JoODOODOODOO
O 8-420 Protocol-Port Aggregation Record 0 0 O O {IPv6} (Template ID =261)
gooo oo gooo
Template ID Template O ID O O o
(Protocol-Port Aggregation Record 0 0 0 O {IPv6} =0x0105)
Field Count 00 Template 00000000000 (0x0009) o
FLOWS gopoooooo o
IN_PKTS gooooooobooooboooog o
IN_BYTES goooooooboobooboboobobooonog o
FIRST_SWITCHED 0000000000000 SysUptime[ O ] o
LAST_SWITCHED 0000000000000 SysUptime[ O ] °
L4_SRC_PORT TCp/UDPOOOOOOOO o
L4_DST_PORT TCp/UDPOOOOOOO ©
PROTOCOL IpOO0D0OOOCO ©
IP_PROTOCOL_VERSION gooooooogo o
(0D)JoODOODOODOO
O 8-430 Source Prefix Aggregation Record 0 O 0 O {IPv4}(Template ID =262)
oooo oo oooo

Template ID

Template O ID O O
(Source Prefix Aggregation Record 0 0 0 O {IPv4} =0x0106)

Field Count

00 Template 00000000000 (0x0008)

FLOWS oooooooo ©
IN_PKTS ooboooooooooooooooo o
IN_BYTES ooboooooooooboooobocooooon o

FIRST_SWITCHED

0000000000000 SysUptimel O ]

LAST_SWITCHED

0000000000000 SysUptimel O ]

IPV4_SRC_PREFIX

ooooooo Ipv400O0OO0O0O0OO0OOODOO

INPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS J00000000o0oogooog ASsdO o
SRC_MASK ogodooooIpva00000D0D0OOOOODODOOOO o
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192

(0D)DoOOODOOD

O 8-440 Source Prefix Aggregation Record 0 0 0O O {IPv6} (Template ID =263)

oooo oo gooo
Template ID Template O ID O O o
(Source Prefix Aggregation Record 0 0 O O {IPv6} =0x0107)
Field Count 00 Template 00000000000 (0x0009) o
FLOWS oooooooo °
IN_PKTS Jo0o0obOoOoOoobooOoobooo o
IN_BYTES J000o0O00o0obObOooOobooooooooa o
FIRST_SWITCHED 0000000000000 SysUptimel O | °
LAST_SWITCHED 0000000000000 SysUptimel O | °
IPV6_SRC_ADDR gooooooIpve0000OO0ODOOOOOO o
INPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS Joooooooooooooog Asdn o
IPv6_SRC_MASK gooooooIpve0O0OO0O0OO0DOOOODOODOODOOO o
IP_PROTOCOL_VERSION gooooooooo o
(D0)0oOOLDOODDO
O 8-450 Destination Prefix Aggregation Record O 00 O O {IPv4}(Template ID =264)
oooo oo gooo
Template ID Template 0 ID O O o
(Destination Prefix Aggregation Record 0 O O O {IPv4}
=0x0108)
Field Count 00 Template 00000000000 (0x0009) o
FLOWS gooooooo ©
IN_PKTS Jo0o0obOoOoOoobooOoobooo o
IN_BYTES goobobooobbooobobooooboo o
FIRST SWITCHED 0000000000000 SysUptimel[ O | o
LAST_SWITCHED 0000000000000 SysUptimel O | S
IPV4_DST_PREFIX goooooIpva000000OODOOOO o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
DST_AS 000ooooooooooo Asoo °
DST_MASK goooooIpv4a0000000O0DOOOODOODO o
(D0)0oOOLDOODDO
O 8-460 Destination Prefix Aggregation Record O 00 O O {IPv6} (Template ID =265)
oooo oo gooo

Template ID

Template O ID O O

(Destination Prefix Aggregation Record 0 O O O {IPv6}
=0x0109)




800000000 O0O0OO0DOOOOOOO

gooo oo gooo
Field Count 00 Template 00000000000 (0x000a) o
FLOWS gooooogo ©
IN_PKTS Jgod0obOoOoooboooooooa o
IN_BYTES gooboooooboobooboboobobooobog o
FIRST SWITCHED 0000000000000 SysUptime[ O | o
LAST_SWITCHED 0000000000000 SysUptime[ O | ©
IPV6_DST_ADDR goooooIpve0O0OO0OODOOOODO o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
DST_AS oooooooooooooo Asod o
IPv6_DST_MASK goooooIpveOOd0O00OOODOOOODOOOO o
IP_PROTOCOL_VERSION gooooooogao o
(00)DoOODOODO
0 8-470 Prefix Aggregation Record 0 O O O {IPv4}(Template ID =266)
gooo oo gooo
Template ID Template O ID O O o
(Prefix Aggregation Record 0 O O O {IPv4} =0x010a)
Field Count 00 Template 00000000 D0DOO (0x000d) S}
FLOWS oopoooooo ©
IN_PKTS JodobOoOoooboooooooa o
IN_BYTES goooooOoobobooobobooboooog o
FIRST_SWITCHED 0000000000000 SysUptime[ O | S
LAST_SWITCHED 0000000000000 SysUptime[ O ] °
IPV4_SRC_PREFIX gooooooIpva000OOOOOODODO o
IPV4_DST PREFIX ooooooIpva00O0O0COODOOOODO o
INPUT_SNMP 00DOoo0O0ooogO SNMP Interface Index o
OUTPUT_SNMP 00DOoo0o0oogO SNMP Interface Index o
SRC_AS goooooooooooooog Asan o
DST_AS goooooooooooono Asoo o
SRC_MASK gooIipva0000CO00D0OOODOOODOOODO o
DST_MASK ooIpva000D0OCOO0OO0OOOOOODOOOOO o
(00)DoOODOODO
0 8-480 Prefix Aggregation Record [0 O 00 O {IPv6} (Template ID =267)
gooo oo gooo

Template ID

Template O ID O O
(Prefix Aggregation Record 0 O O O {IPv6} =0x010b)

Field Count

00 Template 00000000000 (0x000e)

FLOWS

oooooooo
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194

gooo oo gooo
IN_PKTS goobo0oooooboooboboooo o
IN_BYTES gooboobooooooobobooboboobg o
FIRST_SWITCHED 0000000000000 SysUptimel O | ©
LAST_SWITCHED 0000000000000 SysUptimel O | °
IPV6_SRC_ADDR goooooboIpvedO00OQOOODOOODO o
IPV6_DST_ADDR goooooIpve0doooOoOoOOOOO o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS goooooooooDooooDoo AsoOo o
DST_AS gooooooooooboooo Ason o
IPv6_SRC_MASK gooIlpv6ed00O00O0D0OOOODOOOODOOODO o
IPv6_DST_MASK goIpve0O00D0OOOO0OO0OQOOOOOOOOOOO o
IP_PROTOCOL_VERSION goooooooooo o
(00)0oeDDODODODO
O 8-490 AS-ToS Aggregation Record 0 00 O O {IPv4}(Template ID =268)
gooo oo gooo
Template ID Template O ID 0 O S
(AS-ToS Aggregation Record O 0 0 O {IPv4} =0x010c)
Field Count 00 Template 00000000000 (0x000a) o
FLOWS gpooooogo ©
IN_PKTS gooboobooooooobobooDo o
IN_BYTES goobooboooooboooboboboboong o
FIRST SWITCHED 0000000000000 SysUptimel[ O | o
LAST_SWITCHED 0000000000000 SysUptimel O ] o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS O000o0oO0OO0oOoooobOooo Asoo o
DST_AS 0doooooooooooo Asoo °
SRC_TOS IpOO0O0COO0OOOO ©
(00)doeOODOOOODO
O 8-500 AS-ToS Aggregation Record 00 O O O {IPv6} (Template ID =269)
gooo oo gooo

Template ID

Template 0 ID O O
(AS-ToS Aggregation Record 0 0 0 O {IPv6} =0x010d)

Field Count

00 Template 0 0000000000 (0x000b)

FLOWS

oooooooo

IN_PKTS

ooo0ooooooooooooooo




800000000 O0O0OO0DOOOOOOO

gooo oo oooo
IN_BYTES Jod0obOo0oOo0oobObooobooooooooa o
FIRST_SWITCHED 0000000000000 SysUptimel O ] °
LAST _SWITCHED 0000000000000 SysUptime[ O ] °
INPUT_SNMP 000ooo0O0oogO SNMP Interface Index o
OUTPUT_SNMP 000ooo0O0oogO SNMP Interface Index o
SRC_AS 0oooooooooooooog Asdan o
DST_AS ooooooooooooono Asoo o
SRC_TOS IpOO0O0COOOOCOO ©
IP_PROTOCOL_VERSION gooooooooo o
(00)DoODODOODOO
0 8-5100 Protocol-Port-ToS Aggregation Record O 00 O O {IPv4}(Template ID =270)
gooo oo gooo
Template ID Template O ID O O o
(Protocol-Port-ToS Aggregation Record 0 0 0 O {IPv4}
=0x010e)
Field Count 00 Template 00000000 DODOO (0x000b) o
FLOWS gooooooo ©
IN_PKTS gooooooooooooooooo o
IN_BYTES gooooooobobooobobooboooog o
FIRST_SWITCHED 0000000000000 SysUptime[ O ] o
LAST SWITCHED 0000000000000 SysUptime[ O ] °
INPUT_SNMP 000DO0o0O0o0ogO SNMP Interface Index o
OUTPUT_SNMP 00DoooO0ooogO SNMP Interface Index o
L4_SRC_PORT TCp/UDPOOOODOOOO o
L4_DST_PORT TCp/UDPOOOOOOO o
PROTOCOL IpOO00OOOO0OCO ©
SRC_TOS IpOOD0OODOOOODOO o
(00)DoOODOODO
0 8-520 Protocol-Port-ToS Aggregation Record 00 O O O {IPv6} (Template ID =271)
gooo oo gooo
Template ID Template O ID O O o
(Protocol-Port-ToS Aggregation Record 0 0 0 O {IPv6}
=0x010f)
Field Count 00 Template 00000000000 (0x000c) o
FLOWS gooooooo ©
IN_PKTS goobobbooobbooooboobooo o
IN_BYTES goooooooboobooboboobobooobog o
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8.0J0000O0b0O0OO0OOOoOOoOoooOoo

196

oooo oo gooo
FIRST SWITCHED 0000000000000 SysUptimel[ O ] o
LAST _SWITCHED 0000000000000 SysUptime[ O ] °
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
L4_SRC_PORT TCP/UDPOOOOOOOO °
L4_DST_PORT TCp/UDPOOOOOOO °
PROTOCOL IpOO0OCOOO0CO ©
SRC_TOS IpOO0COOOOOOO ©
IP_PROTOCOL_VERSION gpooooooooo o
(D0)0oOOLDOODDO
O 8-530 Source Prefix-ToS Aggregation Record 0 00 O O {IPv4}(Template ID =272)
oooo oo oooo
Template ID Template 0 ID O O o
(Source Prefix-ToS Aggregation Record 0 0 0 O {IPv4}
=0x0110)
Field Count 00 Template 00000000000 (0x000a) o
FLOWS oooooooo °
IN_PKTS Jo0o0obOoOoOoobooOoobooo o
IN_BYTES goobobooobbooobobooooboo o
FIRST_SWITCHED 0000000000000 SysUptimel[ O | o
LAST_SWITCHED 0000000000000 SysUptimel O | °
IPV4_SRC_PREFIX gooooooIpva00D00O0ODOOOOOO o
INPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS 000o0ooooooooooo AsOO o
SRC_MASK gooIpv4000000000OODOOOODOODO o
SRC_TOS IpOO0CODOOOOOO °
(00)oDoOODOODDO
O 8-540 Source Prefix-ToS Aggregation Record 0 00 O O {IPv6} (Template ID =273)
oooo oo oooo

Template ID

Template 0 ID O O
(Source Prefix-ToS Aggregation Record 0 0 0 O {IPv6}
=0x0111)

Field Count

00 Template 0 0000000000 (0x000b)

FLOWS oooooooo o
IN_PKTS oooooooooooooooooo o
IN_BYTES oboboooobooooooooobocooooono o

FIRST_SWITCHED

0000000000000 SysUptimel O 1




800000000 O0O0OO0DOOOOOOO

gooo oo gooo
LAST SWITCHED 0000000000000 SysUptime[ O ] °
IPV6_SRC_ADDR gooooooIpve000OO0OOOOOOODO o
INPUT_SNMP 000ooo0O0o0ogO SNMP Interface Index o
SRC_AS 0000000O0o0oooOoooOgoo Asoo o
IPV6_SRC_MASK gooIpved0D0OOCOO0OO0OOOODOOOODOOOO o
SRC_TOS IpOO00COOO0COO o
IP_PROTOCOL_VERSION goooooooooo o
(0D)JoODOODOODOO
O 8-5500 Destination Prefix-ToS Aggregation Record O O O O {IPv4}(Template ID =274)
gooo oo gooo
Template ID Template 0 ID 0 O o
(Destination Prefix-ToS Aggregation Record 0 O O O {IPv4}
=0x0112)
Field Count 00 Template 00000000000 (0x000a) o
FLOWS gopooooogo ©
IN_PKTS gooooooooooooooooo o
IN_BYTES goooooooboobooboboobobooonog o
FIRST SWITCHED 0000000000000 SysUptime[ O ] o
LAST SWITCHED 0000000000000 SysUptime[ O ] °
IPV4_DST_PREFIX ooooooIpva000O0OODOOOODO o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
DST_AS O0o00o0oooooooooo AsoOo o
DST_MASK ooIpva000D0OOO0OOOOOOODOOOOO o
SRC_TOS IpOO0O0COOO0COOO o
(0D)JoODOODOODOO
0O 8-560 Destination-Prefix-ToS Aggregation Record 0 O O O {IPv6} (Template ID =275)
gooo oo gooo

Template ID

Template O ID O O

(Destination-Prefix-ToS Aggregation Record 0 0 O O {IPv6}
=0x0113)

Field Count

00 Template 0000000000 (0x000b)

FLOWS oooooooo ©
IN_PKTS ooboooooooooooooooo o
IN_BYTES ooboooooooooboooobocooooon o

FIRST_SWITCHED

0000000000000 SysUptimel O ]

LAST_SWITCHED

0000000000000 SysUptimel O ]

IPV6_DST_ADDR

ooooooIpve00OO0OO0OO0OO0OOOOOO
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198

gooo oo gooo
OUTPUT_SNMP 0000000000 SNMP Interface Index o
DST_AS 000ooooooooDoooo AsoO o
IPV6_DST_MASK O0oIpv6e0O00D0O0O0O0O0OOOODOOOODOOOO o
SRC_TOS IpOO0O0COO0OOOO o
IP_PROTOCOL_VERSION goooooooooo o
(00)doeOOoOOOOO
O 8-570 Prefix-ToS Aggregation Record O O O O {IPv4}(Template ID =276)
gooo oo gooo
Template ID Template O ID O O o
(Prefix-ToS Aggregation Record 0 0 0 O {IPv4} =0x0114)
Field Count 00 Template 00000000000 (0x000e) o
FLOWS gooooobgo ©
IN_PKTS goooO0ooOooobooobooboooo o
IN_BYTES goobooboooooboooboboboboong o
FIRST SWITCHED 0000000000000 SysUptime[ O ] o
LAST _SWITCHED 0000000000000 SysUptime[ O ] o
IPV4_SRC_PREFIX gooooooIpva000QCOO0DOOODO o
IPV4_DST_PREFIX goooooIpva0OdOOCDOODOOODOO o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS O00o00oO0OOoUoooUooboooo Asoo o
DST_AS goooooooooobooono Asono o
SRC_MASK oooIipva0000C0O0D0OOOODOOOODOOODO o
DST_MASK ooIpva000D0O0OO0D0OODODOOODOOOO o
SRC_TOS IpOO0O0OCOO0DOOOO °
(00)0oeODODODOO
O 8-580 Prefix-ToS Aggregation Record O O O O {IPv6} (Template ID =277)
gooo oo gooo
Template ID Template O ID O O o

(Prefix-ToS Aggregation Record 0 0 O O {IPv6} =0x0115)

Field Count

00 Template 00000000000 (0x000)

FLOWS oooooooo ©
IN_PKTS oboboooooooooooooooo o
IN_BYTES oboboooobooooooooobocooooono o

FIRST_SWITCHED

0000000000000 SysUptimel O ]

LAST_SWITCHED

0000000000000 SysUptimel O ]

IPV6_SRC_ADDR

gooooooIpve00OOOOOODOODO




800000000 O0O0OO0DOOOOOOO

goono oag goono
IPV6_DST_ADDR goooooIpv6e0O00O0D0OO0DOODOODOO o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS 0oooooooooDoooooo AsoOo o
DST_AS oooooooooooooo Asoo °
SRC_TOS IpOO00COOO0COO S
IPV6_SRC_MASK gooIpv6e0000000DOO0OODOODOODOODOO o
IPV6_DST_MASK goIpv6e00000000ODODOODODOODOOO o
IP_PROTOCOL_VERSION gooooooooo o
(00)DoOODOODO
0 8-5900 Prefix-Port Aggregation Record 00 O 00 O {IPv4}(Template ID =278)
goono od goono
Template ID Template 0 ID O O o
(Prefix-Port Aggregation Record 0 0 O O {IPv4} =0x0116)
Field Count 00 Template 00000000000 (0x000f) S
FLOWS oopoooooo ©
IN_PKTS Jgod0oboOoooboooooooa o
IN_BYTES Jod0obOo0oOo0oobOoooooooooooao o
FIRST_SWITCHED 0000000000000 SysUptime[ O | S
LAST_SWITCHED 0000000000000 SysUptime[ O ] °
IPV4_SRC_PREFIX gooooogoIpva0000O0O0OOODOO o
IPV4_DST_PREFIX goooooIpva000O0D0OO0DOODOODOO o
INPUT_SNMP 000oo0o0O0oogO SNMP Interface Index o
OUTPUT_SNMP 000ooo0O0oogO SNMP Interface Index o
L4_SRC_PORT TCp/UDPOOOODOOOO o
L4_DST_PORT TCp/UDPOOOODOOO o
PROTOCOL IpOO0O0OOOCO ©
SRC_MASK gooIpva0000000D0OO0OODOODODODOO o
DST_MASK ooIpv4a00000000DODODODOODOOO o
SRC_TOS IpOO0O0OCOOO0OCOO ©
(00)DoOODOODO
O 8-600 Prefix-Port Aggregation Record 00 O O O {IPv6} (Template ID =279)
goono oag goono

Template ID

Template O ID O O

(Prefix-Port Aggregation Record 0 0 O O {IPv6} =0x0117)

Field Count

00 Template 00000000000 (0x0010)
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8.00000000D00D0DDODODODOOO

gooo oo gooo
FLOWS gpooooogo ©
IN_PKTS goobooboooooooboboobo o
IN_BYTES goobooboooooooboboboboobg o
FIRST_SWITCHED 0000000000000 SysUptime[ O ] o
LAST_SWITCHED 0000000000000 SysUptime[ O ] o
IPV6_SRC_ADDR oooooooIpve000OOODOOOODO o
IPV6_DST_ADDR gooooooIpve0oooOoOoOoOOOOO o
INPUT_SNMP 0000000000 SNMP Interface Index o
OUTPUT_SNMP 0000000000 SNMP Interface Index o
L4_SRC_PORT TCp/UDPOOOOOOOO o
L4_DST_PORT TCp/UDPOOOOOOO °
SRC_TOS IpO0O0O0COO0DOOOO °
PROTOCOL IpPOO0O0COOOO o
IPV6_SRC_MASK goolIlpv6e 0000000 OOODOOOODOOODO o
IPV6_DST MASK goIpv6e0O00D0DO0O0OD0OOOODOOOODOOOO o
IP_PROTOCOL_VERSION oooooooooog o
(00)0oeODODODOO
O 8-610 BGP-Nexthop-Tos Aggregation Record O O O O {IPv4}(Template ID =280)
gooo oo gooo

Template ID

Template O ID O O

(BGP-Nexthop-Tos Aggregation Record 0 0 O O {IPv4}

=0x0118)

Field Count

00 Template D 0000000000 (0x000b)

FLOWS oooooooo o
IN_PKTS obobooooooooooooooood o
IN_BYTES ooo0oooooooboooooboooooono o

FIRST_SWITCHED

0000000000000 SysUptimel O 1

LAST_SWITCHED

0000000000000 SysUptimel O 1

INPUT_SNMP

0000000000 SNMP Interface Index

OUTPUT_SNMP

0000000000 SNMP Interface Index

SRC_AS

gooooooooooooooo AsoOo

DST_AS

Oooooooooooooo AsOO

BGP_IPV4_NEXT_HOP

OBGPOOOOODOOODOIPv4OO0O0O

SRC_TOS

IpOOCOOOCOOOO

(0D)DoOOODOOD



800000000 O0O0OO0DOOOOOOO

0 8-6200 BGP-Nexthop-Tos Aggregation Record O O O O {IPv6} (Template ID =281)

gooo oo gooo

Template ID Template 0 ID O O o

(BGP-Nexthop-Tos Aggregation Record 0 0O O O {IPv6}

=0x0119)
Field Count 00 Template 00000000000 (0x000c) o
FLOWS gpooooogo ©
IN_PKTS gooooooobooooboooog o
IN_BYTES goooooooboobooboboobobooonog o
FIRST_SWITCHED 0000000000000 SysUptime[ O ] o
LAST_SWITCHED 0000000000000 SysUptimel O ] °
INPUT_SNMP 0000000000 SNMP Interface Index )
OUTPUT_SNMP 0000000000 SNMP Interface Index o
SRC_AS 0000000O0o0oooOoooOgo Asoo o
DST_AS O0o00oO0oooOooooooo Asoo o
BGP_IPV6_NEXT_HOP OBGPOOOODOOODO IPv6eOO OO o
SRC_TOS IpOO00OCOO0OOOOO °
IP_PROTOCOL_VERSION 00oooooooo o

(00)DoDDOODOODO

0 30 Data FlowSet O O

Template FlowSet 0 0 0 0 0 0000000000000 O0O0OOOOOOOOOOOOOOOOOOO
gboboooooon

0 8630 DataFlowSet 1 0000000

oooo oo oooog
FlowSet ID Templated DataFlowSet 010 000000000 8370 o
(Template ID) Version 5 0 0 00 {IPv4} (Template ID =256)0 0 0 0 8-620

BGP-Nexthop-Tos Aggregation Record 0 0 0 O {IPv6}
(Template ID =281)0 000000 TemplateIDOOOOODO
od

(DataFlowSet 0 00 0 256 0 65535)

Length Data FlowSet 0 0 O (FlowSet ID 0 0 0 Length,PAD OO0 ) o

Data FlowSet Template FlowSet 0 0 00000000000 OO0OODOOO o
000o000o0o0oooo0oOooooOooon 8370 Version 5 0
000 {IPv4} (Template ID =256)0 0 O O 8-620
BGP-Nexthop-Tos Aggregation Record 0 0 0 O {IPv6}
(Template ID =281)0 0000000000

PAD Lengthd 400000000000000 o
(DO 0)

(00)DoDDOODOOODO

201



8.0J0000O0b0O0OO0OOOoOOoOoooOoo

0 40 OptionTemplate 00 O

0000 NetFlowOOOOODOOOODOOOOODOOOODOOOODOOOOODOOODOOOODOO
ao

O 8-640 OptionTemplate O O

oooo oo gooo

FlowSet ID Templated DataFlowSet 00000000000 o
(OptionTemplate 0 0 O =1)

Length OptionTemplate 0 0 O (FlowSet ID O O O Length,PAD 0O O o
o)

Template ID Template O ID O O (OptionTemplate O O =0x0200) o

Option Scope Length 00 OptionTemplate 1 0000 Scope 00000000 o
(0x0002)

Options Length 00 OptionTemplate 0 0000 Options 00000000 o
(0x0010)

Scope Field Type 00 OptionTemplate 10000000000 o
(0000 =0x0001)

Scope Field Length Scope Field 0O OO OO OO (0x0000) o

FLOW_ACTIVE_TIMEOUT 0000000 o0o0OO0O0oooO0o0ooooOooo o0

FLOW_INACTIVE_TIMEOUT Jd00obO0o0o0obObOoOoOoboooOoooboooo ol

SAMPLING_INTERVAL 0ooooooo o

SAMPLING_ALGORITHM 000oooOoooooooo o

PAD LengthOOOOODOO0OOO0OODOOOOOO o
(000

(0D)0DoOOODOOD
00000000 0000000O0000000O0OO0onOn

0 50 OptionData 0 O
OptionData 00 0000000000000 0000O0O0O0DO00OOOOOOOOO

OptionData 0000000000 OO

O 8-650 OptionData O O (Template ID =512)

gooo oo gooo
FlowSet ID Templated DataFlowSet 10 000000000 o
(Template ID) (OptionData 0 0 0 =512)
Length OptionData 0 0 0 (FlowSet ID 00 O LengthOPAD O OO ) o
OptionData OptionTemplate 100 0000000000000 O0O0O0O o

ooo0oooooooooooDbDoOooon 8e40
OptionTemplate 0000000000000

PAD Length 0 4000000000000O0 )
(0o o

(0D)0DoOOODOOD

202



800000000 O0O0OO0DOOOOOOO

g2ellbbOOOODbOO
010 00000000000

U000 NetFlowO O OOOOOODOODOODOOOOOOO0OOOOOOOOOOOOOOOOOQoSO

O0000000000000000000000 QSOO000000000ooooofononond
0000000000000 D00O0O00000D0 QSO OopDOoDODOoDODODODODDODO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobobobooobooboobobobooboobooooobobobobooboo s1vogbobo

gboboboobomoboooooboobobobossgbuoooboooobobobooooon
god

oo
gboboooooboobmz2boboboboooooboooobobobobooboooobono
oo

081700 0000000000000

GP (16, 000E &) JO—KMMEtT Y

PRUO PRUT ot
QST hussm | 77 | QST husgsy | (7O THREMEISRY

oo
00 QSODD0DDDDDDDDDDDDDDDDDODAX7800RO000000 Vol.103.2.1(12)

00000000QoSIAX7700RO0 000000 Vol.103.2211) 00000000QeSOOOD
gboooooo

081800 00000000000000

2.@A—7O—nEE
3. InActiveBsEIOMICA— 27 O—A 74
WeE L < IFActiveErRIRB

ActiveikzE InActivelkE
( EENT

(7 O—E&d) > (a7 2 BHES)

L%jnj;;\\\\\ ‘/////::Lba§itﬁﬂ

Idledkae
(v bYRER)

gooooob
l. 0oooOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOIded0O0OOOOOOOGd
0000000000000 ActiveOOOQOoooQ
2. 0boboboobooooooboobooboboboboboboboboobobOobOoboobooboon
oo
3. 000OUOInActive DO OO0OOOOOCO0OCOOOOOOOOOOOUODULDULOOOOOO

Active 00 0O0O0OOODOOOOOODOODOOOODOOOOOOOO
4. 0bobooOoooOooboOobOOobOobOoboobooboonbo

203



8.00000000D00D0DDODODODOOO

o220 00boo00o0ob0oboooobobooboobo

J000000000000000000000000000000000000mooooooog
(sample)[D 0000000 (timeout-inactive) 0 00 000 (timeout-active) 00000000000
000000000000000000000MPRUDOOOOOOO (entries) 00000000
0000 (aggregation-entries) 10 0 0000000000000 00000000O0O0DOO0O0OOOO
Jood0000000o000ooooooooooooo

gbobooooooboobobobob
010000000000000 + 00000000 x 0000ooo (g)

ao
goomi1goooooobooobooooooobooooooooooooobobooooDo

obooboboob
s J000ODOOOO 1000000000000 200,0000
s OO00OO0ODOOO 10000000000000000
s 0O000D0O0DOOO 1000000000000 0O00O0O0O0O0ODOODODO

0
200,000[0 0000001+ 1000l00000000]1x 150000000 (O)]

000 300000000000000000O0O0OQH 1102

000000000000 (aggregation-entries) 100 000000000000000000O
boboooooooboobobobo
0010000000000000 + 00000000 x 00D0000oo0ooo (o)

oo
ooomi1goobooooooooooboooooooooooobobooooooboooooboooo

gbooobooboob
s JO000D0O0OO0O0ODO1000000000000 500,00000
gbobobooobooboobobobooboooo z2o00b00bOn
s 0OO00ODOOOOO 100000000 10000000
s 0O000D0O0D0OO0ODOODOO
gboboboboboowkoobobobooboobooobooboboboobooon

500,000{0 0000001+ o000l000D00O0O0]1x 150000000 (O)]

00O 75000 00000000000000000O0 102
0000000000000 000000000000 2,0000000000000000000
20000000000000000000000000

oo 1o

gbobooooobooboboboboobobooboboboboboooooboobobOobon
gbooooooooobo

oo 20

000000000000 show netflow 000000 Dropped FlowsD O OOOOOOOOO0O0OO
goooOoOoOoOoOoOoOoOoOooOo Ccp-CPUODOUUOOUOOUOOOOOO

g3 boboooobobooooobobooobooboooobobobooon

000000000000000000000000D00000 (timeout-active 0000000000

204



800000000 O0O0OO0DOOOOOOO

(timeout-inactive) ] 0 0 0 0000000000000 00O0O000DOOO0O0DOOOOOODOOOOO

gbobooooobooboobooboboooooooobobobobboobooobooboboboboo
oo

081900 000000000000000000O000O0000O0O0O0O0O0O0O0O0OO0

£ KE(EHR - 15 -
(155)
BAREERE | 2, O S 8 4 8 >
PAN
(543) BSRS
2 3 ) < [ROHE 258
+ o4 . T N AL
gooooa

1. 0000000000000 000000(000 150)0000000000(00050)0
oooooooooo

2. 00000000000000000000000000000000000000000000
oooooo

3. 0000000000000 000000000000000N00O00O00O00O0NOooNoOooOn
J000000000000dO0O0oooddooooooooooo(0oooonoD)oooa
oo

4 00000000000000000000000D000000000000000000000
J0000000000d000d00d0d0Od0O0Od0000000000O0o0oo0o0oo0oooooo
00o(000DO00D0)0O0oOooon

827000000 NetFlowO OO DOOODOO

O10 NetFlow D O OO ODOOOOO0OODOOOOODO
« 00000 NetFlowO OOOOODODOOOODOOOOODOOOODOOODOOOODOOODOOO
gboboooogn
- 0000000000000 000 (Fiter00ODDOOO0OO0DO0OO0OO0O0O0DOO )DOONetFlowOO0O
0000000000000 00000U0Ub0QeSOODODODODODODODOODODOODODODODOODODOO
000000 NetFlowOODOOOOOOOODOOOODOOOO

020 J000b0oboooooDbo
« 00000 NetFlowO OOOOODODOOOOOOOODOOOODOOODOOOODOOODOOO
00000000000 Filter 000 QSO0OODODODODODOOOOOOOOOOOOOOOOOOO
0000000000000 00000U00U0OFilterO OO0 QoSOOOOODOODODODODDODO
0000000000000 00O00O00O00O0UOUOUOUOY NetFlowOOoooOODOODOOO
goooo

0866000000000 NetFlowd OO O OO

oo INODODOO outToooo
Filter 0 O ooooocoooooo ooooo
QoS OO ooooooooooooogooooo ooooo
oo

205



8.00000000D00D0DDODODODOOO

O30 entries(QoSO OO0 )YOOOODOOO

e NetFlow D OOOOOUOOOONetFlowOOOOOOOOOOO entriess01000000000000

000 (aggregation-entries) 10 0 0000000000000 00OO0

- J0000000QSODNDNDNDNNDNDNDNDNDNDNDDNDONDNDNDNDNDND QSO0d00000O0Oo
J000000000000000O0O0O0O0O0O0O0O0000000000o0oo00o0o0ooooooog
0000000000000 0000000000 show flow used_resources 01 OO0 O0OOO0O0OOO
00000000000 MOD0000o0D00Do0NoDoDoDOD Vol201. 000000000
Jod0000000ooOooOoooooo
AX7800R0 000000000000 MODOD Vol.103.2.1(12)(d) NetFlow D 0000000000
00000 Vol10321(4) 000000 (BCUODOODOODOODOODOODOO0OO0O0O0O0O QSO0O0O
oooooooooooo
AX7700R0000000000000MM OO0 Vol.103.2.2(11)(d) NetFlow 00000000000
00000 Vol103.224) 000000 (BCUODODOODOODOODOOODOODOODOO QSO0O0O
oooooooooooo
- J0000000000000 retrieval_ mode 2000000000 NetFlowODOD 10000
000000 QSODDDD0N0N0NON0NONONOOsool0ll0l00000o0oooooogo
0D00000000000000 QSUODDDDDDDDDDDOretrieval mode_ 2000000
00MO0000000000000000000 Vol20flowl OOOOOMO000000000

040 BGP4UO OO BGP4+O 4000 ASOODOUOOOODO

BGP4UOUOU BGP4+0 4000 ASOUDOD0OOOOOOOOONetFlowODODODODODODODODODDO ASO
0000 655360 4294967295 0 0 0 0 00234560 AS_ TRANSO OO OOCOOOO

gs00opoooooboobonog

O0000O NetFlowO OO OOOOOOsFlowO OOOOOOOMPLSOOOOOOOOOOOODOO
gooon

8.280NetFlow D DD OO Oodogd

o110 o0oboooobooboon

OO0 PRUDO NIFO 2000000ONetFlowOD O OOOO0O0O0O0O0O0OOOO NIFOOOOOOOOO
go0oOoOoOOOoOOOOOOOOOOOOCOOOOODOODOOOODOODOO NetFlowOOOOOOOO
gooooon

BCU-RH8MS/BCU-RM8MS/BCU-RLS8MS/BCU-RSSMS O OO0 NetFlowO O OO OOOOODOOOO
OO0IPv400O 512,00000000IPv6e 00 250000000000

o220 00bOooooboobonog
IPOOOCOOOOCOOODONetFlowOOOO0OOOODOOODOOOODDOO

Ipv6 0000000000 DODOO0OOCOOOODOOO0ODOOOODOOOONetFlowOOOODOOOO
gboooooooboobd

NullODOOOO0O0O0OO0D0O0OO000000 NetFlowOODOOOOOOOODODOOODOOOO

206



oo oond

gddoodoodooooooooobooooobboobooobbn
goon

9.10LLDP OO

9.20 OADP O O

207



9.00o0ooooooo

910 LLDP O O

91100 O

LLDPO Link Layer Discovery Protocoll 00O O0D0OODOO0OOOOODOODOODOODOOOOOOODO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
goooo

010 LLbPOOD O

LbpOO0O00OO0OCOO0OOOOOO0OOOOODOOODOOOOODOOODOOOODODOOODOOOOn

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboooooobobobobooobooobooon

LppOO0O00D0OOCOO0OOCOOOOOOOOOOOODOOOODOOOOOOOOODOOODOOOODOD
1000000000 A000O0O0Oooooooooooogg

O910LLDPOOODO

3
LDPDU :
System D
port 10— opte
VLAN D% &
AEBANSRZ S
&R
- _ - REEB REECO
h System ID
=7 - VLAN 1D
P a—N Port 1D &

912000 DbObOO

OO00O0O0OO0OOO0O0OO0O0OOOOOOOOOOOIEEE Std802.1ABD60 0000000000 ODOODOO
gboboooooboobobobooooooboobobobobooo

Oo10LLDPOOOOOOOOO

oo oo oo
1 Time-to-Live ocoooooo
2 Chassis ID oooooo
3 Port ID oooooo
4 Port description goooo
5 System name gooo
6 System description oooao
7 m] Organizationally-defined TLV extensions Jo0o00oooooooog Tw
a | VLANID 0000000 VLANID

208



9.00o0oooooono

od oo oo

b | VLAN Address VLANOOOOOOOoOOoIpoOOOO

(Do)ooooooo
LLDPO0OO0OO0OO0OOO0OOOOOODOOOOOODOOO

gooMIBOOOoOODOOOooOOoOMIBOOOODODOOODDOOODOOOOO

010 Time-to-Live(C OO OODODO )

gboboboooboobooboboboboboooo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
goo0oo0o0DO0o0boOoOoO00DOO00OoOoOoO00oDbO00oDbO0O0ODODOO0ODOO Vol20O0OO

gbobobdo

020 Chassis ID(OOOOOO )

0000000000 0D00O000D0D subtypeOOOOOOsubtypeJOOOOODOOOODOOOOO
0000 subtype OO OOOOODOOOO

0 9-200 Chassis ID O subtype O O

subtype oo oooo
1 Chassis component Entity MIB O entPhysicalAlias 0 0 O O
2 Chassis interface interface MIB O ifAlias 0 0 0O O
3 Port Entity MIB O portEntPhysicalAlias 0 0 O O
4 Backplane component Entity MIB O backplaneEntPhysicalAlias 0 0 0O O
5 MAC address LLDP MIB O macAddress
6 Network address LLDP MIB O networkAddress 0 0 0O
7 Locally assigned LLDPMIB O local D O OO

Chassis IDO 000000000 OOOOOOOOOO

« OJ00Osubtype 0 5000000000000 MACOOOOOOOMACOOOOOOOOOOO
- J0000000O0OsubtypeOOOODOOOOODOO
- 000000 DODOO255byte

030 PortID(0O0OOOO)

0000000000000 00O0O000 subtypedOO0OOOsubtype 000000000000 OO0O
0000 subtype 00000000000

0 9-30 Port ID O subtype O O

subtype oo oooo
1 Port Interface MIB O ifAlias 0 00O 0O
2 Port component Entity MIB 0 portEntPhysicalAlias 0 0 O O
3 Backplane component Entity MIB O backplaneEntPhysicalAlias 0 0 0O O

209



9.00o0ooooooo

subtype oo oooo
4 MAC address LLDP MIB 00 macAddr 00 00O
5 Network address LLDP MIB O networkAddr 0 000
6 Locally assigned

LLDPMIBO local 0 O OO

PortIDOOOOOOOOOOOOODOODOODOOO

« J0O0Osubtype0 4000000000000 MACOUOUOOUOOO Portd MACOOOOOOOOO
oo

- 0000000000 subtypeOOOODOOOODDOO
- 000000000 255Byte

040 Port description(0 0 OO0 )
D0000000000000000000 subtypeDOOOOOO

gbooooooboobobooobooboono

e 0000 Interface MIB O ifDescr 0 0 O 0O
e J0D0OODDOOO255Byte

050 Systemname(O O 0O 0O )
000000000000000000 subtypeJOOOO0O0O

gbooooooboobobooobooboono

e 0000OM systemMIB 0 sysName 00 00O
« J0000DODODOO255Byte

0 60 System description(O0 OO0 )
0000000000000000000 subtypeOdOOOD0O0O

gbobooooobooboboobooboonoo

e 0000 systemMIB 0O sysDeser 00000
e JO0D0OOODODOOO255Byte

0 70 Organizationally-defined TLV extensions
000000000000000000000

Oal VLAN ID

00000000000 TagVLANOUOOUOOUOOUOOOOOOTagVLANOOOOOOOOOOO
VLANIDOOOOOOOOoO

O b0 VLAN Address

go0o0oOoOoOoOoOoOOoOOOOOOOO VRLANOOOOIPOOOODOODODOODOOOOOOOO
VLANIDOOO IPOOOOO0OOOOOO

210



9.00000O0DOoOnOO

9130 LLDPOOOODODOOO

o110 doboboboooboboooboboooobUobDoobooboobooo
gboboboooboooobooboboboobooooooboobobobobooboooboon

- J00000000000000000000 LLDPOOOOODOOODODODOODODODODODODDODOO

gbobooboooobooboobobobobooooobooboboboboboboboobobobOobo
gboboboooooooboonoo

- J0000DOOOODODOOOODOOLLDPOODOOOODDOOODOOOOODOD LLDPOOOODO
gbobooooboobobobooboooo

02000000000

000000000000 00 Link Layer Discovery Protocol "0 000000000000

ooao
Ciscoll CDP(Cisco Discovery Protocol)
Extreme EDP(Extreme Discovery Protocol)
Foundryd FDP(Foundry Discovery Protocol)

g3 0obooooooogon

gboboboss4bpooooooboboboboboooooobobobooboooboobooboDbo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooboooboobobobobooboooooooboboboboooboooboobo

040 J000ODO0OO0ODOODOAX7800RO

BCUOOOOOOOOOOODOOOODOOOODOODOOOO MACOOUOOOOOOOOOOOOOOOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
000 showlldpOOOOOOOOOOOO

0000000000000 U00O0OUU0UUOUOUOUUDO localmac-address 000 MACOO OO
gboboooooobooobooboooo

050 Tag-VLANO DO ODOOOOODO LLDPOODOOOOO

Tag-VLANOOOOOOOOOO LLDPOOOO0O0000000000000000000000000O
vlan(Tag-VLANOOOD )0DOO00000000O00000OO0 IPOOODOOOOODOOOOOOO
gooo

211



9.00D00OooOoOoOoo

9.20 OADP O O

92100 O

212

OADP(Octpower Auto Discovery Protocol) 0 D0 000000000 200000000000 00ADP
PDUDO Protocol Data Unit0 OO0 OO0 000000000 DODOOOOOODOODOODOODOOOOOO
goooooooo

0 O O CDP(Cisco Discovery Protoco) D0 000000000000 CDPPDUONODOOOODODOOO
0000o00oooooooOoDoDooo ecopPDUCOOOOOODOOCDPOOOCiIscodODOOO
g2000000000000000O0DOOOOO0O0

gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
gbobooooobobobobooooooboboboboobooo

gdo0ooOoOoOoOoOoOOoOOOOOOOOOOOOOOCDPOOOOOOOOOADPOODDODODODDOO
gooon

gooo cChbPOOO0OOOOOOOOOOOOOOOOOOOOOO

« J0U000OCDPOIUIODOIODOODOODOOOOOONUOOUOONOONUOONDOONDOONDODONDOOOOOOOO
ao
COPOOOOOOOOOOOODO(CDPOOOOO)L20000000000OOOOOOOOOOO
00 CDPPDUOOOOOODDOONO (edplistener 01000000 )0000OOOO CDPPDUO
00o0ooo0o0o0oOoooooocCcbPU00OOUOOOODOOODODOOOOOOOOOO
(cdplistener 0000000000 0OO0O0OD BOCOPPDUOOOODOOOODOOOOODOO
0000000000 CPPOOOOODOOOOODOOOOODOOOOO)O

09200000D0DO00DOOOO0DoOoOoOon

COPZEE LI-KEA

a
e

on
oo
oo
ag
oo
g

T<———— GDP PDU

| |
CDPZEE L-%EC

[T
on
oo
oo
an
oo
1]

=

s JO000DOO0OO0O0DOOODOODOODOODODOODbOODOODO
ChPpO0000O00O0O0OOOOOOOOOOOOCDPPDUONOOOOOOOOOOOOOOOOO
oo cbpPDUCOOOOOOOOCDPOOOOOOOOOOOOOOOOOOOOOOOOOOO



ChpO0U000O00O0O0OO0OOOOOOOOOOOOOOOOOOOO

go3000dopooOoooooon

COPZEE LI-KEA

---- CDP PDU

010 OADPLO DO ODO

9.00o0oooooono

oADPOIU0I0D0IOOOOOOOOOOOOOOOOOOOOOONOOOOOONOOONOOOOOOOOd
goooooooboooboooO0Ooobo0oooooOoooo00oDboOoOooooOoo IDOoooDo IboIP

O00O0OCOVLANIDOOUOOOooooooooooooooooooooooooooooooo

gbobobooobooboboboboboooboooooboobobob

oADPOIU0I0D0IO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOd
1000000000 A0D000D00O0DODOOO0OOOOOO0

0 9-400CADPOODODO

COPZ3ELE L% ED
— AR
CDP PDU :
7_':/(41 ID \ e
A b 1D &
25
- ;
e e )
OADP PDU : C—mn 1R
T3 Z1D » a—
R—KID
VLAN ID% &

92200000 0O0T

oADPPDUOODOOOOOOOOOOOOOOO

AEBANLRZ S
&4 :

- REEB
T84 R 1D
VLAN ID
m— kDA &

+ QADPERLEC
T84 R 1D
VLAN ID
m— kDA &

- CDOP=ELELED
T84 R 1D
m— kDA &

213



9.00o0ooooooo

0 9-400CADPOODOODOODOODO

oo oo oo
1 Device ID gooooooooooog
2 Address OADPPDUOOOOODOOOOODOOODODOOO
3 Port ID OADPPDUOOOOODOOOODODOO
4 Capabilities goooo
5 Version 0o0ooooooooog
6 Platform oooooooo
7 Duplex OADPPDULOCOOOOOOO DuplexO O
8 ifIndex OADPPDUOOOOODOOON iflndex
9 ifSpeed OADPPDULDODOOOODDOD ifSpeed
10 VLAN ID OADPPDUOOOOODOODOD VLANID
11 ifHighSpeed OADPPDULDODOOOODODOD ifHighSpeed

gooo copPDUCCOOOOOODOODOODOOOODODODOODODDODOD 1IO7OOADPPDUDODO
gooo

0o50ChPOOIONOOOOOO

oo oo oo

1 Device ID 0000000000oo0oo

2 Address cbrPPDUOOOOCOODOOOODOOODOOOODOOODOOOODOOODOOO
3 Port ID cbppPDUOOOOCOODOOOODOO

4 Capabilities gooood

5 Version goboooocooooo

6 Platform oooooooo

7 Duplex CDPPDUOOOCOOODOOO DuplexO O

9230000 DODOO

214

oADPOUIODUIODUOODOODUOODOODOOOOOOOOO

O960O0CADPOOOOOOOOODODOO

od oo
ooood ooo 2 o
ooo 3 X
OADPPDUOOOODO gobooooooooooooooooo
oooooo o
OADPPDUDODOOO 50 264000001000
OADPPDUODOOODODO 100 25500000 1000

(00)0eDD0DDOOxOO0O0O0ODO



9.00o0oooooono

9240 COPUIOUIUIUUIULUOUUUDODbODDDOOU

ChPUOOO0ODOUOOOOODOOOODOO CDPOOO(DOODOOD)0ODOOOOOOODOOO
Tag-VLANOOOOOOODOOOOOOOOOOOODOO VLANID=1000000000000000
0000000000000 000(00o0oo0oo00o)o

O00o0oOoChbPUOO0OU0OO0OO0OU0OUOUO TagOUOODOODOOUOOOLUOUOOOO

Tag-VLIANOOOOOODOODOOOOOOOOMMOOO Vol.106.2(4) TagVLANO OO O OODOOOOODO
gboboooogo

gos50cCcbpPOOOOOOOODODOO

CDPZEE L 1=K EA

VLAN: 1ZFE /= 1&
untaggediEHE

215






oo ond

goddddoddddoodooooooouooooooo

101000000000000

10200000 /QoSOO0O0O0O0O0O0O0O00O

1030000000

10400 0000000000000000

217



100000000000

1010 00000000000

218

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooboobobobobooboobooboobobobooboooboooboobOoDbo

gboboooooobooboboboboooooobobobobooboboooooboobOobOobo

01010 0000000000000

SJE— EROB#/ Ty b

M2 ] [3] [4] 5 | 6

TR

010-200000000000D00O0O

EREO i/ +

1 [2 ] [3] 4] 5 |

T T

gbooooooboboboboobobooboboboobooooboboboobooboboboboo
gbobooooobooboboboooobooboboboobooo

T4 —FR—Fk 25—FK—F
¢-35))

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
0000000000000 TTLAPv 0000000000 (Pv6) 0000000 OO0OODOO

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooboobobobobooobooobogn

0000000000000 O0OUOARPOOODODODODODDOODOODOODOOOOOODOODOOOODOOO
gbobooooooboobobobob

- JO00OMACOODODODOODOODO MACODOODOOOOOOOOIPODDODODODODOODIPOOOOO
goIpoo0OO
« JO0OMACOODDODODOODOOD MACOOOUDODOOIPODOO

gbobooooooboobobobobooooooobon

« JOMACOODUODOUODDODOOD MACOUOODOUODOODOOOD IPODDODDODODD IPOODOOOOO
IPOO0DOO
- JO0MACOOOOOOOOOOOOOOOOOOODOOODODODODODO



10.0 000000000

- JO0MACOOOOOOOOOMACODODODODOIPODODOO

219



100000000000

1020 0000 /QoSUO0O0O0OOOODOO

220

000000000000000/QSUU00DNNld0NNDNN0d0NNNDNl0N0NNDNDnooooonong
00/QSUI00000NNNNNNNNONONNONONONON (@0 @O0000000000000NONooo
0000000000 /QSUii0000oooooooo 10-100000000000000000 /
QoS0 00000D0000DDOOOODO

01030 000000000000 00D00 /QeSODOOOODO

I | N
v (FL4)
OEEIL—LDEIS—) Y —»  EEOREIL—L
e OF—TL—L
———— (c)
O © T 4L % /A0S

1
| 1] L] e
v [2]: s5—#—*

010100000000 0000OO000D0DO /QeSOOOOODOOODO

2

m

0000 /QoS OO0O0 /QoS 0000 /QeSOOOODOOO
oo oo
oooao oooo
(a) o 0000000000000 0000000000000000 /QeSO OO

gbobooOooooooooOoooOoooOooOoO0ooOobocOo0ooOoOoOoooOoooon
oooooooooooo IpO0OOOOODDOODOODOODOODO

00 IPOO0O0O0OOOODOOODODOOOOOOO 200000000 (000
0000000000)D00000000000000D000O0 20000
oooooooog

(b) O 00000000000000000000000000000/QoSODO0O
ooooooo
(©) o 00000000000000000000000000000/QoSODO0O

00000(OO0OO000000000000000000000000O00
goboboooooooooooooOooOoOoOooOoOoooOoOoOooooooonoo
goboooooooooooooobOoooooo

(@ O 0000000000000 0000000000000000 /QeSO OO
ooooooo

(00)0e 00000 /QSODDDDDNONDONONDD /QSODOOOD

go0oOoOoOoOOoOOOOOOOOOOOOOOO/QeSODOODODODODOODOODOOD



10.0000000000

1030000

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooon

0102000 00000000000O00O00O00O0

oo oo
oooooooo /oo 64
ooooooo /oo 64

gbobobooooboooboooboobobobobooooo

g10-300000000OO0O00DboOO

NIF OO ooooooo (o) 0o0o0ooooo((oo) gooooo

NE1G-12TA o o001 o
NE1G-6GA

NE1G-125A

NEMX-12

NE1G-48T o o0t °

NE10G-1ER o 0 o
NE10G-1EW

NE10G-1LW

NE10G-1RX

NE10G-1RXA

RE1-10G4RX
RB2-10G4RX

NE1GSHP-4S O O O

NE1GSHP-8S o o102 0203

o

NP192-154 O O O
NP48-4S
NP192-1S

(0D)0e0D0D00DO0D0O0O0OO0OOOD0ODO

oo 1o
goooooooooooobOoooo NIFOOOOOODODODODODRDO

oo 20

gooooooooooboooooooooboooooOoooOooOoooooooOoOoooOooOoooboooDboOooooD
goooooooooooooboooobooooooooo

oo 380
000000000000000 NEIGSHP-8SOOOOOOODODO0OO000O00D00O0O000000o0oDo00
goooooooooooooooooobooooooooooo

gboboboooboooobooboboboobooooooboobobobobooboooboon

221



100000000000

222

010400 0000000000000

oooo OOoOoOoDOOD0OO0O00OoOoOon

0000000 (00) 000O0Oo0Od (O oooooo

0)
10GBASE-R 6Gbit/SDDDDDDDDDD O goooooog
10GBASE-W ooooo
1000BASE-X (000D000000000D00000000) 0000000000000
1000BASE-T 0(000000000000000x 2200
12Gbit/s0 D00 O00OY

100BASE-TX 0ooo0ODO0O00O0O0OoO
10BASE-T

(0o)oooooooao
0000000000000 0O0O0000O0n



10.0 000000000

10400 000000O0U0O0OO0UOOOO

1. Joobooboobobobobooooooooobobobo
« FCSODOODOODO

s 0O000OD0O0ODOODOODOO
« JOUUUOUOOARPODODO

s O0O0OOODOOOOOOO

2. 0b0ob0oboooooooooboboboboooooboon
« FCSODOOOODO

« IEEES02.30000000 MACOOOO LENGTHOOOOOOOOOO LLCOOOO SNAP
O00O0OC0O0DATADODDDDODODOODODOODOODOODOODOODODODODOLENGTHOO 0O 0x2D0O
O000O00OQ0O0OQ0OOoQ0DOO0ODODOO 46000000 LENGTHOOOODODOODODODODDOO
gooooooobobooobooogom

3. U0oooooooooooobobobobobboboddddddooooooooooooo
0 00O Tag Protocol IDentifier0 TPIDO OO OO OOO

4. JJ0d0d0o0o0oooooooooooooUbDbbbbbbobbbbbbbbbobooooooog
outpkts_disable 0 0 0000000000 O0OO0OOOOODOODOODO

5. J00O00OO0OOoOoooooooOoOoOoObOoObOoObOobOboooodddddooooooooooooo
dooooooa

6. 000000 DODODODOOUOOODOODOO PRUDODOODODOOOOOODOOOODOODOOD
0000000000000 0D00DO00000000 inpkts_disable0 00000000 O0OOO0O
dooooooooooo

223






RADIUS/TACACS+

00000 RADIUS/TACACS+0 00 0ODOO0O0ODOODOODOOODOODOO
gbooooobooobbooobboooobogd

11.10 RADIUS/TACACS+ O O

11.20 RADIUS/TACACS+ 0000000000

11.30 RADIUS/TACACS+ 0000000

11.40 RADIUS/TACACS+/ 0D OO O0OOO0OQ0OO0Q0OOOoOoOopoOopoOopoopopoopoooo

11.50 RADIUS/TACACS+ 0 0000000000000

11.60 RADIUS/TACACS+ 0000000000000

225



11.0 RADIUS/TACACS+

11.10 RADIUS/TACACS+ 0 I

226

RADIUS (Remote Authentication Dial In User Service)J TACACS+(Terminal Access Controller Access
Control System Plus) O O 0 NAS(Network Access Server) 10 0000000000000 O0OOOO
000000000000 O0ONASO RADIUS/TACACS+O 0D 00DO0DOODOOOOOODOOOODODn
0000000000000 0D0O0DO0OONASOOODOODODO RADIUS/TACACS+OOODOODOO
0000000000000 DOO000o0o0ooo0oOooDOdooooRADIUS/TACACS+OOO
ddddoooooooooooooooobooboobobobobobboboo0d0o0doooooooo
aad

RADIUS/TACACS+ 000000000 RADIUS/TACACS+000000000 NASOOOOOOO
gbobooooooobobobobooooooobooboboboboobooooooboobobOoDbOoD
O0O0OOOOOUOOORADIUS/TACACS+I 0000000 OOOOOOOOOOOOOOoOooooog

O0O0OOOOOORADIUS/TACACS+0 00000000 OOOOOO

O 11-10 RADIUS/TACACS+ 00000

RADIUS/TACACS+H—/°

A—HTFT—ER-2
I—HX: /SRT—FK
I—HY: /SRT—FK

NAS
=%, 79X
H— 7 E)

1. ) E— FMERIERNDI—FXAREE[CtelnetZETT 5.

2. FEEFa T4 T L— 3 U THIE LI=RADIUS/TACACS+H—/ (23t L TEEE %
BRT B,

3. RADIUS/TACACS+H —/\[F 1 —HFT— A R—RTESNTI—HXEEREL, FEBIC
A—HRERIEL=-C L EBANT 3,

4. KRB IZRADIUS/TACACS+HEEEEICE S IVT, 2—HFXD Y T— MERHFRM S Dtelnet
a9 5,

5. ARBRaV I« L—23 0 Taxy FERREEZHRELBS, RADIUS/TACACS+
H—NIZRELTHDAY Y FYRMIEST, I—FRBRAT 2 ERaIT U LR
Ha FIRT 5,



11.0 RADIUS/TACACS+

11.20 RADIUS/TACACS+ U 0000 ooood

OOOOOORADIUS/TACACS+I00O0OOOOOOOOOOOOOOOOOOOOOOOOOOOO
O0O0O0DCOODCOUOUOOOOOORADIUS/TACACS+I 00D ODODODODODODOO0OoOoooooooooog
gbmi1z3s0boooooooooobooooon

010 RADIUS/TACACS+ 00000
RADIUS/TACACS+000000000000000000

« 00000 telnet(IPv4/IPv6)
« 00000 rlogin(IPv4/IPv6)
- 00000 ftp(IPv4/IPv6)

0000000 RADIUS/TACACS+O0 0000000000
« RS232C00000O0O0O
RADIUS/TACACS+0000O00OO0O0OOODOODOODOODODODO

« 00000 telnetPv4/IPv6)
« 00000 rlogin(IPv4/IPv6)

RADIUS/TACACS+0 00000000 QOOODOODODOODOODDODO

00000 telnet(IPv4/IPv6) 0000000000000

« 00000 rlogin(lPv4/IPv6) 0 000000000 OOO
00000 ftp(IPv4/IPv6) 0000000 O0ODOOO
RS232C 0000000000000

« CLIODDODODOOO0DODO (TACACS+OODODODO0O)

- 0000000000000 0000 (TACACS+O000000O)

O20 RADIUSOOOOOODO

RADIUSOOOOOOOOODOODOODOODOO

O M-1O0RADIUS OO OOOOO

oo oo

oooao NASOOOOOOOOoOoOoOooooo

ooooooo gooooQoOoOoOoOoOopoOoOoOoOoOopooOoooDoD
* Access-Request (0 0 )
o Access-Accept (00O )
o Access-Reject (00 )
« J0000000OO0O0OOOOOOOO
* Accounting-Request (OO )
* Accounting-Response (0 0 )

227



11.0 RADIUS/TACACS+

oo

od

oo

goooooooooooooo

¢ User-Name

¢ User-Password
¢ Service-Type

¢ NAS-IP-Address
¢ NAS-Identifier
¢ Reply-Message

goooooooooooooo

¢ Class

* Vendor-Specific(Vender-ID=21839)

ooooooooooooooooboo

¢ User-Name

¢ NAS-TP-Address
e NAS-Port

¢ NAS-Port-Type

¢ Service-Type

¢ Calling-Station-Id
¢ Acct-Status-Type
¢ Acct-Delay-Time
e Acct-Session-Id

¢ Acct-Authentic

¢ Acct-Session-Time

O30 0000 RADIUSOOOOO

228

o000 RADIUSOODOOOOOOOOOOOOO

O1-200000 RADIUSOOOOO

oono

ooooooo

oo

User-Name
(0DD0O =1

Access-Request
Accounting-Request

oobooooooooo

User-Password
(000 =2)

Access-Request

ooboooooooooo
ooooooooooood

Service-Type
(000 =6)

Access-Request
Accounting-Request

Login(O =10
Access-Accept 0 0 O Access-Reject 00O OO OOOO
gooooo

NAS-IP-Address
(0oo =4

Access-Request
Accounting-Request

goooIpooooo
goboooooooooocOooooooooOooooa
goboooooOoooooOooobOoooooooooo
goooooooo Ipo0ODOOODOODO

NAS-Identifier
(0DO0O =32

Access-Request
Accounting-Request

ooboooooo
ooo00oooooooOooooocoooocoooo

Reply-Message

Access-Accept

oooooooooooo

(000 =18 Access-Reject 000000000000ooooooooooon (
Accounting-Response 0000000000000000000000000
00o)0
Class Access-Accept oooooooog
(0DOoQg =25) 0ooooO0oOoOO0OOoOoOoOoo

oooosoooooooooo

Vendor-Specific
(D00 =26)

Access-Accept

oooooooo
oobooooooooooo
oobOo300000o0oo0oo




11.0 RADIUS/TACACS+

ooo ooooooo oo

NAS-Port Accounting-Request 00000000000 NASOOOOOOOOOOO00

(D00 =5 O0000O0tyD0O000O00D0O00D0000O0OO ftp
o000 1000000000

NAS-Port-Type Accounting-Request NASOOOODOOODOOoOooooo

(000 =61) 000000 telnet/rlogin/ftp O Virtual(5)0 00000
/AUX OO0 Async(0) DO O0O0OO0O

Calling-Station-Id Accounting-Request ooooooIDoOOoOoOooo

(000 =31) 000000 telnet/rlogin/ftp 000000 OO IPv4/

Ipv6 00000000 OOODOCconsolelAUX O OO
O0auxO00O00O0O00O00O

Acct-Status-Type Accounting-Request Accounting-Request ] 00 0000000000000
(DDO =40 gooono
00000000000D00000 Start(OOOOO
000 Stop(2 0000000

Acct-Delay-Time Accounting-Request 0000000000000 Accountig-Request 000

(DDO =41) 0000000000 (0)0000000

Acct-Session-Id Accounting-Request 000000000000 Oooooooooog

(000 =44) 0000000000000000 IDOD00ODOOn

Acct-Authentic Accounting-Request 0000000000 o0o0Ooooooooog

(000 =45) 000 000RADIUS(1)O Local(2)0 Remote(3) O 30

gooooooo

Acct-Session-Time Accounting-Request Joo00oo0oooooooooo(o)oooooo

(000 =46) (Acct-Status-Type O Stop 0000000000000000000000000
ooooo) 0oo(o)ooooooo

0 10

000000000000 0000000000000 AccessRequest 0000000000000D00OO

0 20
RADIUSOOOOODOOONODO Access-Acceptl] Access-Rejectl] O O 0 Accounting-Response 00 000000
gooooOooOoOoOoOoOoOOoOOODOOOOODOOODOODOODOODOODO

0 30
RADIUSOOOO0O0OOODODOOO0DOO0OOOOOO0ODO0O0O00O000O0O00O00000000DO RADIUS
OoOooOoOoOoOoOoOoOoRADIUSOOO0O0O0OO0OOOOOOOOOOOOOOOOOO0O0O0000000000
0000000000000 0000000 (dictionary 000000000 )00000DOO

ONM-3000000000000 RADIUSOOOOO

ooo od

Class ooooooo
gdooo0ooooooooooo
root, allcommand, noconfig, nomanage, noenable

Vendor-Specific Vendor type 101 ooooooooo

(Vendor-1d=21839) ALAXALA-Allow-Commands ooooooooooooooooor ) 0o
do0o00o0oO0oOoOoooooooooo
0 0 ALAXALA-Allow-Commands=" show, ping,

telnet”
Vendor type 102 ooooooooo
ALAXALA-Deny-Commands 0000000000ooooooor ) 00

goooooooooooboooooo
0 0 ALAXALA-Deny-Commands=" enable,

reload, close”

229



11.0 RADIUS/TACACS+

040 TACACS+O OO ODOODO

TACACS+0 0000000000000 0O0OO

O 1M-40TACACS+000000DO

oo oo

oooo NASOOOOOOOOooooooooo

ooooooag 0o00obOooOooooooooo
» Authentication Start (0 O )
» Authentication Reply( O 0O )
» Authentication Continue (0 0 )

gooobbooooboooboo
» Authorization Request (0 0 )
» Authorization Response (00O )

0o0o0o0ooooooooooooog
» Accounting Request (0 0 )
» Accounting Reply (00O )

gooooo e User
¢ Password
oooooo Service * grlogin
ood e class

¢ allow-commands
¢ deny-commands

oooooooo flag * TAC_PLUS_ACCT_FLAG_START
» TAC_PLUS_ACCT_FLAG_STOP

oo e task_id
e start_time
¢ stop_time
¢ elapsed_time
¢ timezone
* service
e priv-lvl
e cmd

os00000 TACACS+OO0O00
000000000000 TACACS+0 0O (Attribute-Value) 0000000000000

0 11-50 TACACS+ O O Attribute-Value 0 O

Service Attribute Value

grlogin class goooooo
gooooooooooo
root, allcommand, noconfig, nomanage, noenable

0 0O class=" noenable”

allow-commands oooooooon
gooobbooooobooooboboor y obboooobboooo
oooobooo
0 0O allow-commands=" show ,ping ,telnet”

deny-commands ooooooooo
jo0oo00oooO0ooOoOoooogr )y ooooooOoooooo
gooooooo
0 0O deny-commands=" enable,reload,close”

230



11.0 RADIUS/TACACS+

000000000 DOODDOD TACACS+flagOOOOOoOooooQd

O M-60TACACS+00000O00ODO flagO O

flag oo

TAC_PLUS_ACCT_FLAG_START OO00O0oOoOoOoOo STARTOOOOOOOOOO

gooOOoOoOoOoOOOoODOODOODOODODOO stoponlyd OO0
gOo0oOoOoOoOoOoOooOoOobOoOO STARTOOOOODODOODOO
od

TAC_PLUS_ACCT_FLAG_STOP Oo0oooOoo sTopo0O0oOOOO0OOO

go0oOOoOoOoOoOoOoOOODOODODODODOO stoponlyd OO0
goooooooooooooobooo SstropO0O0O0O0OOOOO
oooao

000000000000 00 TACACS+0O 0O (Attribute-Value) 0000000000000

0 1M-70 TACACS+0 00000000 Attribute-Value O O

Attribute Value

task_id 00000O0O0o0ooooooIbooo
0000000000000 00000000O0 IDO0O0OO0OOOO

start_time 0oo0o0OoOoooooooo
0000000000000 0000000000D00000000000000000o00n
ooooooooo
« D000 start-stop 00000000000 00DOODO
e JO0OO stoponlyl 0O OOODOOOOO

stop_time 0oo0oo0O0ooooooooo

0j0o0ooo0Doo0o0oo0o0ooo0oDoo0ooo00ooooU0oDoOOooooOoooDoOoOooDo
gooooooo

« 0000 start-stop D00 0O0O0O0OOOOOCOODOCOOO

« OJO0ODO stoponly DO OOOOOOOO

elapsed_time

0oDo000O0O0oooooo(o)ooo
00000000000000000000000000000(0)0000000000a
000D00000000O0O0oon

« 0000 start-stop 0 0000000000000 OOOO

e OJO0OO stoponly DO OOOOOOOO

timezone obooooooooooOooooon

service O00OshelDOOOOOOO

priv-lvl gooooooooooooooOoOooOoocOoO0oOooO0oOooOo0OoOooOoOoooocOon0o 1000000
ooooooooooooo ,s0o0o0o0o0a0o

cmd 0000000000000 00000000000D000D0(00 2000)0000000

231



11.0 RADIUS/TACACS+

11.30 RADIUS/TACACS+ L 0 0o dgd

RADIUS/TACACS+ 000000000000 O0O0O0OOOO0OO

o110 0oobooooboobo

gdo00oO0O0O0O0OO0O0OOOOOOOOOOOOOOOOOOOODOOOOOOOOO RADIUSOH
TACACS+000 password DO O OOOCOOOCOOOOOOOQOOOOOOOOOODOODODODODOOO
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooboobobobob

0000000 RADIUSODTACACS+D D0 ODU0DOOODOODOOOOOOOOOOOOOOOOOOOO
gboboooooboobobon

ON1M-20000000000

1) E— FERIRR FEE RAD [USH—/% TACAGS+H—/1\

. Telnet=E4T
i—+¥ondq

\

RAD | USEEEE 3R

\

RAD | USEEEE & 32

-
Bl

TAGACS+EZEEER

TACACS+FREE T &8

-l
-

g4
YT 1 e
i

OJ4 Y |

OO00OOCOOCOOOOCOOODOOD telnetDOOOOOORADIUSOOOOOOOOOOO RADIUSO
O00OC0OOOOORADIUSOOOOOUOOOOOO RADIUSOOOOOOOOOODODODODODOO
TACACS+0 0000000000 TACACS+0000OO0O0OO0OOO0OTACACS+OODODOODODOODOD
TACACS+0 0000000000000 000000O00000000000N0N0N00N0N0Noonoooo
gbobooooobooboboboooobooboboboobooo

020 RADIUS/TACACS+ D0 00000

232

RADIUSOOOOTACACS+O0OD0ODOODODODODOODODOODODODOODOODODOODOODOODOOOODOOOO
gboobooooooboboboboobooooobooboobobobooobooon

@fcooo

DNSOOOO0OO0OO000000000000000DNSOOOOOOOOOOOOOoOOODOODOOODbDO
OORADIUSOOODOOO TACACS+O OO0 IPOO0DOOODOOOOOOOODOOOOO

RADIUS/TACACS+ 00 0000000000000 O00O00O00O0O0ODOODOOOODOOUOOOO O
goOoOoOoOoo RADIUSOODOODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
00000000000 200000000000000O0O0OO RADIUSOOOOOOOOOOOO
O000O0O0O0OO0OO0OOUOOUOOOOxDODOOOOOx RADIUSOOOOOOOOOOOOOOOO



11.0 RADIUS/TACACS+

TACACS+0 0000000000000 000000000000000000000000000
TACACS+I0 0000000000000 00000000000000O0x TACACS+OOOOOOO
O00O0OC0ORADIUSOOO0O0O0O0O0O00OOOOOODOOOOOOO

O M-830RADIUSOOOOOOOOOOO

) E— MERIRR FEE RAD [USH—/ 11 RAD | USH—/12

o=

. Telnet=E1T
i—+¥ondq

RAD | USEEEE 3R

\

HE B %1

===

EfTLT

™ URSATYE
RADIUSEREEE R

Y

0454 VEY [« RAD | USEREEREEh

0000000000000 DOUODUODOUDUOD telnetDOODOOOORADIUSOOO 100D0DODOO

OO0 RADIUSOOOOOOOOORADIUSOOD 1000000000000O00O00 RADIUSOOO
20000 RADIUSOOOOOOOOOOOOOOO0OO0OOO0O0O00O00O0NOooooooonooo

ao

TACACS+0 0000000000000 00O0O0OOOO

O M-40TACACS+0O00OOOOCOOCOOO

1) E— MERWREK AEE TACAGS+H —/\1 TACACS+H—/12
. Telnet=E4T
1-Fonsfy ™ TacAcs-EmEEER
+i35 3
- > &L
BA LTI+
TACACS+EREEE 3K
0451 v [ TACACS+EREERY3h

0000000000000 0000000U0O telnet00O0OOOOTACACS+ODOD 1000000
OO0 TACACS+O0OOOOOOOOTACACS+O000 10000000000000000 TACACS+
000 20000 TACACS+0O0O0O0OO0ODOO0ODOODOODOODOODOODOODOODODOODODODODOODOD
goooo

233



11.0 RADIUS/TACACS+

11.40 RADIUS/TACACS+ U OO0 D oooooog
Jodbogboooooogogo

RADIUS/TACACS+/OOOOOOOOOOOOOOOOOOOOOODOOOODOODOODODODODODODOO
oo

o1 0oooooooboo

0000 RADIUS/TACACS+O000DO0ODOODOODODODODOODOODOODOODOODODODOOOODOO
RADIUS/TACACS+0 00000000 CO0OOOUOOUODOUDDOUDOUDUODUOUODOUDDUODUODDDOO
gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
O0OO0OOOOORADIUS/TACACS+0 0000000000000 00000000MOO0OoOoOog
526CLIODO0O0O0ODOODOODOODOODOOOODOOOODOOOODOODOZ21.30000000C0000O
goooo

O 11-50 RADIUS/TACACS+ 000 000000000000000

yE— MEREE AHE RADIUS/TACAGS:

Telnets2f7 N
1 goosqy o METT Ll RADIUS/TACACS+EE

2% FEEER

-l

a7 RAERD

0574 VY |-

avvRFYyR B
#HIBR="reload”
show interfaces
ERavL FRT
show interfaces
Efa< R L)
L EORZE
reload
ERavY FRT
il BR

av 2 FERERR

A

234



11.0 RADIUS/TACACS+

OnMMe0000O0O0O0ODOD0ODODODOODOODOO

JE— MERIRE KEE
Telnet=1T
i—+Hoos(Ly ! >
1
a7 RAERD
avvRFYyR B
#HIBR="reload”
OJ4 VY -

show interfaces
BEAOY Y FET

A

show interfaces
Efa< R L)

-« EfEE
reload

BRaTYFET

-

2Ty FREER il R

00 11-50 RADIUS/TACACS+0 0000000000000 0O0O0O0O0O00O00000ooooog
telnet 0 0 0000 ORADIUS/TACACS+ 00000000000 OOOOOOOOOOOOOOOOO
00000 RADIUS/TACACS+O0O0OO0O0O0OOOOOOOOODOOOODOOODODODOODOODOODOOO

00 1100000000000 0000O0DO0O0ODOOODODDODODODOOD telnetODODODOODDODOO

gboboobooooboooboooboboobooooooooooboobobobooooooboboboboon
gboboooogon

O000O0000O showinterfaces OO O OOOOOOOOOOOOODOreload 00000000000
gbobobobooboooboobooboobobobooooo

EDDDD

RADIUS/TACACS+000000000000O0O0O0OOOO0D0O0OO00OO0O0OOO0O0O00ODOO0
goooooooooooooooOoooOoOoooOooooooOooOoOoOoOoOoboOoOoDooOoooObooOooobooo
ooooo

235



11.0 RADIUS/TACACS+

11.50 RADIUS/TACACS+ 0 000000 ooooog
[

RADIUS/TACACS+00000000O0O00ORADIUS/TACACS+O00O00000O0O0O0O0O0O0O0OO
OO0O0OOOOORADIUS/TACACS+000000000000000O00O0 2000000000

s 0000 adduser 00O O0O0DOOOOODODOOODOOOO

00000000000 0oo0o00oooooooooooooooon
- J0000DDOOOODODO
gooooooooooooogoooooooooo
 0O0DODODOODOODO lusr/home/share/remote_user

gboboooooboobobobooooobooobooboboobooo

e OOOOOOO
gboboboobobobob remote_user 00O O0DOODOOO0OOOOOOOOODOOOOOOO
goooo0o0o0oOo0oQoOoU0OOU00OU00OU00UU000D ffpO0DDO00OU0ODOUODOUDODUODOLDDODRDDOO
gboboooooo

236



11.0 RADIUS/TACACS+

11.60 RADIUS/TACACS+ U U000 ddooood

RADIUS/TACACS+0 0 0000000000000 OO0OOOOOOOoOoo

o110 0oboboooooobo

0000 RADIUS/TACACS+0O00D00D0D0ODDODODO systemU0 000000000000 OOOOOO
0000000000000 000000O000OUOUOUOUO RADIUSODODO TACACS+OOOO
00000O0O00OQ0O0oO0OO0DODOOOO0DOODOOO0OOODOOOOOOO0TACACS+tODDODODODODOOO
gbobobooobooobogo

gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon
gboboboooboooboobooboboboboobooooooboobobobobobobooboooboobo
00000 TACACS+OOOOO0OOOoooooono

0000000000000 0O0O0OU0O0OUL0OUO0OUODDOD STARTO STOPODDODODODODDODO
Ostart-stop0 0 STOPOOODUOO0OO0OOOOstop-onlyd 0000000000 OOOOOOODOOO
gboboooooboobobobobooboooooooboboboboboobooobooboboboboo
000000000 0OO0DOODODOOODOODODOOO RADIUSTACACS+ODODDODOODOODODODOO
gbobooooooobooboboboooooooooobooboboboooobooooboboboobooon
0000000000 0DOO0O0OOObroadcastD DOODOOOOO

020 00000000000

0000000000000 0O0D0O0O00ODOODOODOODODO START-STOPO OO OOO TACACS+
gbobobooobooboboboboboooboooobooboobobo

0 11-70TACACS+ 0000000000000 0N (0000000000000 0N0ONnD
START-STOPOOOODD)

ERmR FEE TACACS+H—/1\

ogq4

-
-

I—— Accounting Request (START) 3£{E ——

—— Accounting Reply Z{E —
avRVFAA
—— Accounting Request (START) 32{E ——»
ATV R — Accounting Reply Z{§ —
E1{T
I——  Accounting Request (STOP)2{E ——»
l—— Accounting Reply Z{E —
g7k

——  Accounting Request (STOP) i({E ——

—— Accounting Reply Z{E —

000000000000 00000000000000000 TACACS+0000000000000

237



11.0 RADIUS/TACACS+

gooOoOoOoCOOoOOOOOCOOCOOOOOOOOODOOODODOODODODOODODODOOD TACACS+OOO

gbobooooooboobobobobooooooboobobobobobooooboobobobon
gboboooooooooboobobob

O00OC0O0OO0OOoOoOoOooO START-STOPUOOUOUOO0O0O0O0O0OOOOOOOOOOOOOOOGO
STOP-ONLY O OOOOOOO TACACS+O0O0OO0OO0OOOOOOOOOOOOOOODOOOOODODODOO
oo

O 1M-80TACACS+0000000000O0ODOO (000000000000 START-STOPOOOOO
OO0O0OoOoOooo STOP-ONLYDDDODODODO)

ERmR FEE TACACS+H—/1\

ogq4

-
-

I—— Accounting Request (START) 32{E ——

—— Accounting Reply Z{E —
= P
——  Accounting Request (STOP)2{E ——»
= B AV S — Accounting Reply Z{§ —
E1{T
o579k >

——  Accounting Request (STOP)2{E ———»f

l—— Accounting Reply Z{E —

00 11-70 TACACS+ 0 0000000000000 (00000D0D000O0DO0O0O0onO
START-STOPO 00000 )00O00OO0OOOOOODOOOOOODOOOOODDOOOODOOOOOOO
go0oOoOOoOoOoOoOoOoOoOooo STop-ONLYOUOOOOUOOOOoOoooooooooooooooo
TACACS+0 0000000000000 0OO0O0OO0OODOOOOOOOOoOoOoOoOooOoOO

o330 0obooooboobonog

238

RADIUS/TACACS+0 000000000 DOsystemO000000D0O0ODOODODODOODDODODDODDODO
Ipv4a0000000COOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOODOODO
gboboooooboobobaobo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooobooboboboboobooobooboboboooboooboobobobobooboobooon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
g000oOOoOoOoOoOoOooo STop-ONLYOUUOUOOUOOoUoooouoouoooooooooooooo
RADIUS/TACACS+0 0 0000000000000

000000 clearaccounting 0 0 0000000000000 ODOODOODO O clear accounting O 0O O
oo oooobbbbbbbbobobobbobbdddddooUuUoUoo
dddddooooooooooooooooooooooon

DNSOOOOOOOO0OO0O00000000000DNSOO0O0000000ooooooooooooo



11.0 RADIUS/TACACS+

O0O0O0OCORADIUSOOOOOO TACACS+O0O0O0O IPOOOOOOOOOOOOOOOOOOO

239






AU

iUl UUUU U
iUl UUUU U
gboobooob IpOO0000OD0O0O0O0O0ODODO0OOODODOOO

12100000

12200000

1230000000

12400000000000

1250000000

12.60 MC

12700000000

1280LEDOOOOODOCOOOO

1290 0000000D00000O0OO

12100000000 0O0OOOCOOO

121M00000000000000

12120000000

12130 000000000

12140BCUOOO0OOOOOOOOOAX7800RO

241



1200000

12100000

gboobooooobobobobooobooboobobobobooooboobooboboboboboobooboon
gboobooooooooboobobob

012100000

oooo oo
oooooooo oob0ooooooooocOoooooooon
ooboooooo gobooooooooooooooooooooo
ooooooooooooon gobooobOooOooOoOooobOooOooOoOoOoobOoOoooOOooooon

oooooooogooo

goooooooooooo IpOIPv6 00 0000OOOODOOODOOODOOODOOODDOODO
ooooooo goboooooOooooOoOooooOooOoooobOoOoOoooOobocoooooo
LEDOOOOODOODO LEDOOOCOOOOODOOODOOODOODOODOODOODDO
MIBOOOO SNMPOOOOOO0O0O0O0OOOOOOOOOOOOO
oooooo goboooooOooOobOooooOoOoOooOoOoOoobOoOoooOooooo

gobooooooooOoo0oO0ooOooooOoooOooOoOoOoOoocOooooOoo

MCOOODO MCOOOOOODDOOOODDOOODOOOODOD

121100000

242

gbobooooobooboboboboooooboobobobobobobooboooobOobobo
go0oOOOoOoOoOOOOOOOOOOORS232C0000000000000O0O0O0O0TIPOOOOO
0000000000 O00DO0O0D0O0 telnetO rlogin0000000DOOCOOODOOOOIPODOO
000000 SNMPOOOOOOOODOOODOOOOOOOOOOODOOOOOOOOOOOOOOOO
12-100000000CcOO0OORMOOO0O00O0O0O0O000O00O0000O00g 12200000000
gbooooood

0120000000000

|m>u7»§ﬁx—bmwwww

| RMr—y hiEgA— |
| EEH— |

—%
SNWPR R — 2 %




1200000

012200000000

oooo oooo ooono
oooogo RMOOOOOO (RS232C) RS232C(0 0 0 OO 192000 96000 480001
24000 1200)
ZMODEM 0O O
CD-ROM(IS0-9660) 7
RMOOOODOO(OOO) RS232C(0 0 00O 0 9600)
0ooooooIPO0 RS232C(0 0 00O 0 9600)
gooooooo RMODOOOOOOOOOD TCP/IP

telnet 0 0 O rlogin
ftp

CD-ROM(I1S0-9660) U

0oo0Oooooo (NIFOO)

ooo0ooooOoooobOooooOoOoOooOooooOoooOoooOoOoooo

o110 goooo

O000OO0OO0RMOODOODDO (RS232C0) 0 RMOOOOOO(ODOD)00OO0OOOORMOOOOOO
(RS2320)0000000000000000O0D-SubdI000000O00O0O0ONO0OOOOOOOO
0000000000000 000000ATO0000000000000000ATO0000000
0000000000 D-Sub90 0000000000000 DNDDNDDDNDNDNNNoooooon
oooDoooo

012-20000000000000

FEBRIE > (F R) . ty b7y THERRIE L (A R)
ELES e i ELES Y

5 SG 5 GND

3 SD 2 RX

2 RD 3 X

7 RS 1 DCD

8 CS | 8 CTS

1 W] | 7 RTS

6 DR 4 DTR

4 ER 6 DSR

RMOOOOO0OO(ODOO)D000000000IPOOOODOOOOOOOOORMOOOOOOO
g0oo0ooOoOoOoQoOoOoOoOOOoDOoOOoDATODDODOOODOODOODOODOODOOOODOODOOOOOOOO

gbobobooooooboobobobooooooooooboobobobobooooooboboboobooon
ooooooopCOOO0ODOODOOOOOOOOOO

oooooooIpoO0O0OO0O0OOOOOOOOOOOIPOOODOODOOOOOOOS9O0OOOOOO
IpO00O0OOOOOOOOODOODOOOO

Ooooooo IpODODOODAXOOOODODDODOODODOODODODOODOOOODO IPOOOOOO
gboboobooooboobooboboboooo

243



1200000

020 00b0ooooon

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
OORMOOOO0OO0OO0O0O00OO 10BASE-TO OO 100BASE-TXOOOOOOOOOOO

12120000000

244

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooOoOoOoOoOoOONTPOOOOOOOOOOOOOOOOOOOOOODOODOODOODOODOODOOO
gboooooobobdobdo

gbobooooooobooboboboboooooooboooDo

- J000000000000O0hests0OOOOOOOO

« DNSOOODODOOO (0000000000 000DO dnsresolver) 1000000000000 DNS
gboboooooonog

0000000000 O00D0D hestsOODOOOOODOOOODDOOODOOODODOOOIPODOOOD
gboooooobobobooobooobogon

DNSOOOOOOOODODOD0OO00OO0O0O0O0O0O0OODNSOODODDoDOooooooooooooooooo
o00oooOooooOooOo0oDOoOoOoboOooOoo IpPOO0O00ODDOOODOOOODDOOODO

O0OO0COCDNSOOOOOOO RFC1034000 RFC10350 00000000



1200000

12200000

gbobobooboobooboboboboobooooboooboobobobobooboooboon

12210 0000000000

010 0oog

gooooooMCOO BCUOOOOOOOOOOOOOOOO BCUOOOOOOOOOOOOPRU
0000000000200 MCO00O0OOOOOODOOOODOOOOOODOOO(OOOODOOO
000000000000000000000000000000(0000000 VDOODOOO0O00
goo0o0oooDOoOPRUODOOODO PRUDOOOODOOOOD 20000000000000DO
gbobobooobooobogo

DaD PRUOOOO

go00o0 PRUOOCOO PRUOOCOOOODOOODOOOOODOOODOOOODODOOODOOOO
goooooooOoOooOoOoOoOoOoOoUoU0UOoUULUUUUUUOUOOoOOUOOOoUg PRUOO
ooooooopPRUCOOOOCOOOOOOOOOOOOOOOOOCOPRUCOOOOODOODDODOO
gooooo0oDo0o0oboOooOoOooDoOo0oOoooOoOo pPRUODOODOOODOOOODODOOODOOO
goooooooo0oOoboOooO0OooOo0oOoooOooooOoO00oDbDOoOoOooOoOOoOoD pPRUODOOO
gbobobao

OpbOOOOO

gooooo0ooOoOoOobOoOoPRUODOOOODOO PRUDOCOODOOODOOOOODOOODO
goooopPRUCOCOOCOOCOOCOOOOOOOOOOOOOOOOOPRUOCDCOOODOODDODOO
gbobobob

020000
gbobobobooboooooboobobobooboooooooobobobobooobooobonDo
all OO0OOO0OODOODO
gboboobooboobooboboboboooooobooboboboboboobooboboboboboon
OpOOOOODOOOOOD

gboboboooboooboobobobobobooooobooooboboboboboobooboobooon
glziooooooOOobOobOooooooboobobobooon

122200000000

000000000000BCUD PRUODODOOOOOO(ODODOODODDO)ODODOODOODOOO
gooo0o0oQoOoOoOoU00oU0OUOOUOUOUOOUOOOBCUODODOODOODOUDUODDUODUODODDDODO
goooooOobDopPRUOODOOODOOOOODDOOODOCOPRUDOOOODOOODO

245



1200000

1230000000

J0000000ooooo ®RMOODOODOOOD)OIPOOOIPveOOOO0O000000000O0OO
0000 (login 000 telnet) 10000

12310000000

gboboooooboobobobobooooooboobobobobooon

1.
2.

gbobobooooooboobooboboooo
gbobobooobooobooboobobobobooboooboooboboboboboobooobooobo
gbobooooogobog

3. boboboboeoDOOODODODOOOODOODODO
4. killuser 0000000 O0O0ODOOOODOOODOOOODOO
5 JO0OOOOQOOOQOOOOOQODOODOODOODOOOOOOOOODOOOOO IDODODODOOODODOO

0ooooooooooooo
0000000ooo00ooo000oo00oo00o0ooo0ooo00oDooooDoDoDoooooOoog
O showlogging OO OO OOODOOOOO

0000o000oDo0o0boood0 10000000000 00D0DO000 AUXOoOoooooooo
gooooooooooooooon
Jdooooooo0o0ooboo0ooodoooooooooooooooDo0oDooOoooo
AUXOOOODOOoOooooooooooooooooooo
0000000000000000 (telnetOrlogindftp) 000 0000000000000 O0OO

12320 000000000000

o1 ooo iboo

OO0 IDO adduser 00000000 O00DOCOOOrmuser000000000O0ODOO

goooooooooOooOoOoOoOoOoOopoOoOoOoooMCOOODOODOODOODODOODOODOOODOOO
goooooooooooooMCOODODOODOOOODOOOOOOOODOOOOOOOOOOOO
O AX7800RO

020 0000000

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
OO00O00O00O000password 00 0000000000000 0000000O0O0O00O0O0O00O0O0O
gbooboooooboobobo

goooooooOoOoOoOoOoOoOoOoOOOOOOOOOOMCOOOOOODODOOOOODOOOOOOO
goooooooooOoooooMCOODOODOODOOOOODOOOODOOOODOOOOOOOOO
O AX7800RO

g30 0obooooboonbgon

oooooOooooo0o0DboOoO0bOoOoO0OoDOboO0OooDoO0oOoooOoOO0OoDbDOOoUObOOoOOoOoD IPO
goooOooOooOoOoOoOoOoOooooo IpveODOODOOOODOODOODOODOODOODOOOOOOOOO
gboboooooboobobobobooobooobooboobobobobobooobooboobobobob

246



1200000

O0oo0oo0ooOooOoopoopoooIPOIPV6e0OOOOOO 128000000000 0O0O0ODOODOO
gboboboobooboboobobobooboooooboobobon

247



1200000

1240 0000000000

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooboobobobooooobooboboboobooooboooobOoDbo

124100 0000000000004

gboobooooooobobobooooooboobooboboboobooooooobOobon

248

012-30000000000000

oooocooo od
oooooo oooooooooooogooo
goooooooo IpoOODOOIPVEOOODODODO
SNMP OO OO0OOOOOOSNMPOOOODOODOODOO SNMPOOOOOOO

oooao

SNMPOOOO IDOSNMPOOOOOOOOOOSNMPOOQOOSNMPO
OoooOoo SNMbPv3OOOOOO

ooooooooooboooon

00 (Line) OO

ooooooboooooooooobo 1000
oooooooooooooooo
Tag-VLANOOOOOODO

ooooooooooood

PPPOOOOOOOOOOOOOOO0OOO0O20000

oooooo

oobooooooooooooood

IpPO0OOOOOODODO

Ipv40000000000O0 ARPODODO
Ipv6 00000000000 NDPORADOO
IpO0OOOOOOOOOOOOOOOO
oooooooooooooo

IpO0OO0O00OO0O0OOOOOO0

RIPO OSPFO BGPO RIPngd OSPFv30 BGP4+01IS-ISOO00O0O0OO00ODO

ooo
oooooooooooooooooo

IpOO0OOOOOOOOOODOD
oooooo

PIM-DMO PIM-SMO DVMRPOIGMP O OO0O00O0O0O0O0O0OO

MPLS 0 O LbPOOCOOOOOOOOO
000000 LSPOOOOOO

oooog oooooooooog

QoS OO 00000000000000000 (QS)Uoooon

goooood oooooooooofoooooOoooooo

VRRP OO VRRPODOODOOO

RAODO RAODODODO

oooooo 0O000O00O0DoOooOg

oooo 0000000000000

NTP OO NTPOOODOOO

Disable 0 O HOWOOOOOOOoOOoooo

0000000000SNMPOOODD (Line) 0000000000000 DDOOO0O0O0O0OODODOIPOOOOOO
goooIlpO0000O0O00O0O0O0O0OOOIPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

gooooooooooo



1200000

1242000 000000O000000000

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
MCOOOOOOOOOOOOOOOOOOOOUOOOUOOOUOODOOOUOOOOODOodo

s JO000D0OO0D0O0OOOOOOODOODbOODO
gboboboooooooboobooboboboboobobooboooboooboonoonDo

e DO00ODOOOOOOOOOOODOODOD
gbobooboooobooboobobobobooooobooboboboboboboboobobobOobo
gboboooooobooboboboooon

- JO000ODOO0OO0O0ODOOOODOODOD
goooooooooopoopopoooMCODODODOOODODODOODOODOODOODOOOOOOOO
gbobobooooboboboboboooo
gboboobooooooboobobobobooooooooboobobobobooobooboobooboOoDbo
gbobobobooooboooobooboboobobooooo

12430 00000000O00O0000000

gbobobobooboooboobooboobobobooooo

012-30000000000000000
FEE

e EERAEY
AE—FT T L — 2.

t4avI450Lb—3 v | | = = Ly
JrAIL 7. B At

A A &
avIq4gL—vay
2741l

—BRE
AP E AV B
2741l

| it |

—_

AREBERETSE, MADARE— 7y Ta0T7490L—23 0T 7/ ILOABTMN
EEARAAEYIZO—FEhB,

BEERNATUORNBTERZRET 5,

LAV I4 T L= avREEER-BEIE, BBRATYOaVI4 T L—2avE
wmET 5,

EEEhEIL T4 L—2 3 UENMCITKRINT B,

ZDEE, RENORE— b7y Tar 749 L—23 0771 ILOABE—BEE
avI749L—2arITrAILELTRET S,

W N

=

MCOOOOOOOOOOOOOOOOOOOOOOUOOUODOOUOODUOOODOODOUODOUODOODDODODOO
goooooooMClOOoOoooooooooooooMCcOoOoooooOoOoOoOoOoOoOODOODOOO
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
goooo0o0o0oO00o0U0U0U00U00UUUU0UODUUDUUUO MCO 200000000 ODOOOO™
oo

MCCO 2000000000000000O00O0O0O0O0OOOOOOOOOOOOOOO copymed OO
gooooooooOoooOoOooOoOoUoUUUoUUUUUUUUOUUUOoOoOoOoOoOOOOog MC
gooooooooMCOODOoOoDOoODOODOOOOOODOOOODOOOOOODOOOOOOOOOOOOO
gboboboboooooooboboboboobooooooobooboboboboobooooDo

249



1200000

gboboooooooboobobobo

124400 0000000DO00O000000O0
010 004

0000000000 0OO0O0OO0OO showOOOOOUODODUOODODOODOODODODODOODODOODOOOMCO
gbobooooobobobobooboobobobdb catOObOO0ODbODODOOOOOODO

02000

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
goooobooon

12450 00000000000 00000000DODODDDODDDODOO

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboobooooooboboboboobooooobooboobobobooobooon

g1 b0oboooobobooboobooooboon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbooooooobo

01240000000000000C00O0OO00O0OD

IPv4/IPv6 sy b —%

avIZq4L—>ay

fmE
B R JE—FI7AL
(FBECTHHATELE
ST 4T L—
avIrAI)
=
avIadL—vay JE— FH—i
=
BHO [
FEE |

020 0000o00o0ob0obooobooDbo

gbobooooobooboboboboooooboobobobobobobooboooobOobobo

250



1200000

gboboboobooboboboboboooooobooboboboboboboobobobOoboboon
gbobobooobooobooboobobobobooobooooboooobobobobobooboooboobo
gboboobooooboooboobooboboooooooooobobobobooobooooboboboobon
gboboboobooooooboboboobooboooooboobobon

012500 000000000000000

IPv4/IPv6 sy b —%
avI7q4dL—ay

—] SRE

JE—FI774IL
(BEBZLD
avIJq4Lb—vay

Z7AIL)

251



1200000

1250000000

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
00000000000 Vol1DDOOODOOOoOOoOoDoOOooDboOOoO vol2bOO0ODOOODODODO

0124000000000000

O O oooooo oooo
ooooo enable 00oo0oo0o00OoOoooon
disable oooooooooog
quit(exit) 000D000000O0oooon
logout goooooo

configure(configure terminal)

ooo0ooooooooocOoOooooooon

ooooooooa

adduser gooooood
rmuser gooooo
password Jgoooooo/ao

clear password

ooooooo

show sessions

gooooooocoooobocooo

show whoami

gobOoooooooooooon

killuser goooooooooooo

ooooo set terminal warning-level 000000000000000000000
set exec-timeout 00o0ooooOoooooooooooo
set terminal command-literal cLil000O0O0OO0O0OOoOoOoOooooooono
set terminal help j0000000000o0oDOOooooOooooo
set terminal pager gooooooooooa
show history gooooooo
stty gooooo

oooooo telnet ooooooooooo
rlogin joooooooooo
ftp oooooo

0ooooooo show version ooooooo

ppupdate

SOowooooooooo

set license

goboooooocooooooood

show license

goooooooooooon

erase license

oooooooooooo

ftpbackup ftpO000000O00D0OCOO0O
ftprestore ftp0 0000000000000
synchronize MCOOOOGOooQo

MCOUO copy mc MCOOOOd
format mc MCOOODO
show mc MCOOOOO

set mc disable

MCOOOOOOO
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O O oooooo oooo
set mc enable MCcCOOOOOoOooo
oooooo show running-config(show 0000000000000 O0O0O0oo
configuration)
show startup-config 000000000000000000000000
copy running-config 0000000000000000000
copy startup-config 00000000000000000000000
oo
copy backup-config 0000000000000 000000000o0n
copy merge-config MCOOOODOOODOOODOOOOODODOOOOO
oooo
erase startup-config 0000000000000 000O00000000
O
show file 0000000000000 00000000000
ooooo
cd 0000o0o00000oo
pwd 0000O0000O00O000ooong
Is ooooooo0o0o0oo
dir MCcOOOOOOO
cat gooooooooo
cp oooooooo
mkdir ooooooooo
mv 000000000oooooon
rm ooooooo
rmdir ooooooooo
delete oooooMcOoOooooo
undelete 00000 MCOOOOOOOOOOO
squeeze ooo0ooMCOODOODOOOOO
chmod gddoooooooooo
zmodem RS232CO 0000000
ooooooo diff 0000000000000 O0O0O000
grep 00oo000ooooooon
egrep 000000000 000000
fgrep 000000000 0O0D0OO0
more O000000000ooooood
less 00000000000000O000
vi oooooooo
sort gpopoooogo
tail 0000000000O0O0O0
hexdump gooooogoo
oooo show system oooooo0/000000

clear counters system

goooooooooo NIFOOOOOOODOOOO
ooo
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oo gooood gooo
clear control-counter gooooooooooo
show power-supply gogoo
reload ooooo
close rmEthernet RMOOOOOOOOOOOO
free rmEthernet RMOOOOOOOOOOOO
test interfaces rmEthernet RMOOOOOOOOOOOOO
no test interfaces rmEthernet RMOOOOOOO0O0O0O0O0O0O
show tech-support gooooooooag
show tepdump (tcpdump) goboooooobooooobo
ttep 2000 TCP/UDPOOOOOOOOODDOOOO
show pru resources PRUO HWOOOOOOOOOOO
PRU/NIF OO close pru PRUOOOOOOOOCOOOOOO
free pru PRUODOOOODODOO

show pru information

PRUO CAMOOOOOOODOOODO

show nif

NIFOOOO

clear counters nif

oobOoooobooooo

show nif(POS)

POSO NIFOOOO

clear counters nif(POS)

POSO NIFOOOOODOOOOODOOD

ooboooooo

close nif NIFOOOOOOOoooooood
free nif NIFOOOOOOooo

show logging gooooo

clear logging gooooo

show logging console

ooooooooooooon

set logging console

ooooooooooooon

show warning

ooooooooo

ooooooooo

show accounting

oobooooooooooo

O
clear accounting goboooooooooobooboo
restart accounting goOoo0o0ooOoboobooobooo
dump protocols accounting 000000000000 0000D0000ooon
oooooo
oooooo show rm cpu RMCPUOOOOO
show cp cpu CpCPUOOO/ODDOOOOOODO
show cp buffer cPOO0OO0OO0O0OOOOODO
clear cp buffer CPOO0O0OO0DOODOOOOOOOO
show processes gooooood
show memory goooooo
df 0oooooooooo
du 0oooooooooo
cepooog show trace cepoOooooOonO
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oo oooooo opooo
debug trace ceOoOO0OoOoOoOOg
no debug trace cpoOO0OoOoOooOg
clear trace cpooOOOO
show trace frame ooooooooooo
debug trace frame go0o0o0oooooooon
no debug trace frame O0o0ooooooooooo
clear trace frame ooooooooooo
show register CP/PRUCODCOOOODODO
set register CP/PRUODODOODOOOO
show cp congestion-control cpOO0000O0O00OOO
clear cp congestion-control cPOoO0O0OOoODOOOn
no cp congestion-control oo0ooooooooooooooo
ooooo dump cp cpOoOO0OO
dump pru PRUOODOOO
dump nif NIFOOOOO
set dump CP/PRUODOOODOOOODO
show dump status CP/PRULOODOODOOOODO
erase dumpfile gooooooooo
show dumpfile gooooooooog
oooo show calendar oooooooo
set calendar oooooooo
rdate gooboooooooboobobgo
show ntp status ntpO00000O0ODOO
restart ntp ntp0O0OO0O0O0O0O
ooooogo show interfaces gooooo/oooooo

clear counters

ooooooooooooo

show port

ooboooooooobooooobooooooooo

show port statistics

ooooooooooobooooobooooboooooo
oooooooo

show port transceiver

ooboooooooobooooobooooooooo
ooooooooooooooo

show vlan

Tag-VLANOOOOOODOOO

show vlans

0 Tag-VLANOOOOOOODOO

clear counters

Tag-VLANOOOOOOOOOODOODDO

clear vlan statistics

0 Tag-VLANOOOOOOOOOOOOOODOO

close oooooo
free gooooo
test interfaces ooooooo
no test interfaces ooooooo
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oo

ooooono

oooo

oooooooo

show link-aggregation

gooooooocoooocooao

goooo
show link-aggregation statistics JOO0O0000O0O00O0OOO0OOO
clear link-aggregation statistics 000ooooooooooooooa
lacp
restart link-aggregation JO0000000O0O0O0ooooooooo
dump protocols J0000000ooooooooog
link-aggregation

POS show interfaces(POS) POSOO0O0OOOODO/OO0DOOOO

clear counters(POS)

pPOSOOOOOOOOOOOOOO

show port statistics(POS)

gooooooo poOSOODOODOODOODO
oobooooooooo

close(POS)

POSOOO00OOOOOOODOOOD

free(POS)

pPOSOOOOO0OOOO0OOOOOO

show trace ppp

PPPOOOOOOO0O0OO0O0O0O0OO

clear trace ppp

PPPOOOOOOO0OOOOO0O0O0OO

debug trace ppp

PPPOOOOOOOOOOO

no debug trace ppp

PPPOOOOOOOOOOO

show trace ppp history

PPPOOOOOOOOOOOOOODOODO

test interfaces(POS)

pOSOOOOOODO

no test interfaces(POS)

POSOOOOOODO

oooooooo

show interface

ooobooboooobooobo/ooooboo

Ipv4a00000ODOO
O

show ip-dual interface(IPv4)

ooboooooooooocoooooooooo

show ip interface

Ipv4a0000O0OOCODOOODOOODOOODOODOO

clear counters
null-interface(IPv4)

NULLOOOOOOOOoOOoOooobooooboooboo

ping oooooo
traceroute ooooo
show ip arp ARP OO
clear arp-cache ARP OO

show netstat(netstat)(IPv4)

oooooooooooooo

clear netstat(IPv4)

goboooooocoooboooooood

clear tcp(IPv4)

TCPOOODOODDOO

show filter-flow(IPv4)

gobooooooooooo

clear filter-flow(IPv4)

gooooooooooocooooono

show ip-dual policy(IPv4)

gobooooooooboooooooooooooo
gooOoooooooobooooon

show ip-dual local policy(IPv4)

gobooooooooooooooooocoooon
ooooooooo

show ip-dual cache policy(IPv4)

gobooooooooooo
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oooooo

ooono

show ip policy

ooboooooooooooooboOoooooooon
ooo

show ip local policy

ooo0oooboooooooooooooo

show ip cache policy

oob0oooobooooooo

show dhep traffic

DHCPOOOOOOOODODODO

clear dhcp traffic

DHCPOOOOOOOOOOOOOOO

show dhcp giaddr

00000000000 giaddeDODOOO

show ip dhcp binding

DHCPOOOODODOOODOODO

clear ip dhcp binding

DHCPOOOODOOODDDOOODOOODDODOO
oo

show ip dhep import

DHCPOOOODOOODODDOOODOOODDODOO
oooo/oo00000000

show ip dhcp conflict

DHCPOOOODOOOODOOODO IPODODOOD
a

clear ip dhcp conflict

DHCPOOOOOOO IPODODOODODDO

show ip dhcp server statistics

DHCPOOOODOOODOOODO

clear ip dhcp server statistics

DHCPOOOOODOOOODODOO

restart dhep

DHCPOOOODDOOOODDOOOODODOO

dump protocols dhcp

DHCPOOOODOOODDDOOODDOOODDODOO
ooooooboooooooooooooon

dhcp server monitor

DHCPOOOODOOODDDOOODOOODDODOO
ooo

no dhcp server monitor

DHCPOOOOOOODODOOOOOODOOOOOOO
oooo

show dns-relay

DNSOOOOO0OO0O0000

clear counters dns-relay

DNSOOOOO0OO0000000000000

Ipv6 000O0O0OOO
O

show ip-dual interface(IPv6)

oooooooooooOoooooooooono

show ipv6 interface

Ipv6 000000 OOOOOOOODODOODOOOOO

clear counters
null-interface(IPv6)

NULLOOOOOOOoOOoOooOoOooOooOoOooOOoOO

show interface

goooooooooooooo/ooooooO

clear counters

obobooooooooooooooooooono

ping ipv6

ICMP6 O O0OOOO

traceroute ipv6

Ipv6 000O0O0OODOO

show ipv6 neighbors

NDPOO

clear ipv6 neighbors

gooooo NDPOOOOO

show netstat(netstat)(IPv6)

oooooooooooogoo

clear netstat(IPv6)

ooooooooooboooooboo

clear tcp(IPv6)

TCPOOOODODOOO

show filter-flow(IPv6)

ooooooooooooo

clear filter-flow(IPv6)

oobooooboooooooooood
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258

ooooono

oooo

show ip-dual policy(IPv6)

goboooooooooooooOooooooooo
gobooooooooooooon

show ip-dual local policy(IPv6)

gooOoooooooboOoooooobooooonoo
ooooooooa

show ip-dual cache policy(IPv6)

oobooooooooooo

show ipv6 policy

oobooooobooooo

show ipv6 local policy

ooo0ooooooooocOoOooooooon

show ipv6 cache policy

oobooooooooooo

show ipv6 dhcp binding

IPvée DHCPOOOOOOOOODO

clear ipv6 dhep binding

IPvée DHCPOOOOOOOOODO

show ipv6 dhcp server statistics

IPv6e DHCPOOOOOOOOODO

clear ipv6 dhep server statistics

Ipvée DHCPOOODOOODOOODOODDOO

set ipv6-dhep server duid

oooooMCOO DHCPOUOO DUIDOOOODO
oo

show ipv6-dhep server duid

oooooMCOO DHCPOUOO DUIDOOOODO
oo

erase ipv6-dhcp server duid

OooooMCOO DHCPOOO DUIDOOOODO
oo

restart ipv6-dhep server

IPv6e DHCPOOOOOOOOODOO

dump protocols ipv6-dhcp
server

IPv6e DHCPO O ODOOO

ipv6-dhcp server monitor

IPvée DHCPOOOOOOOOODOOODOOODO

no ipv6-dhep server monitor

IPvée DHCPOOOOOOOOODOOODOODODO

Ipva00000O0O
ooooooooo
oooo

show ip route

gobooooooooo

show ip route-filter

Ipv4a0000COOOCODOCOOOOODOOODOODOO

clear ip route

gooooooooooocoooo

show ip entry

gooooooooooo

show ip rip

RIPOOOOOOOO0OO

clear counters rip ipv4-unicast

RIPOOOOOO0OOO0OO

show ip ospf

ospFOO0OO0O0OO0O0OO0OO

clear ip ospf

ospFOO0COOO0OO0O0OOOO

show ip bgp OP-BGPO

BGpOOOOOOODODO

clear ip bgp OP-BGPO

BGpPOOOOOOODODOO
BGpOOOOOOODODOO

show ip static

staticO O OO OO0

clear ip static-gateway

static 00000000

show ip vpnO OP-MPLSO

vePNOOOOOOODOO

show ip interface ipv4-unicast

IpOO00O0OO0OOOOOOOOOOODOOOOODODO
ooood

show isis00 OP-ISISO

IS-ISO000000ooon
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oooooo

ooono

clear isis(0 OP-ISISO

Is-IS0o0oo00oooooo

debug isisO OP-ISISO

Is-IS0000000000oo0o00o

show graceful-restart
unicast(IPv4)

Ogooboooooooooboooood
Graceful-Restart 0 0 0000000000 OOOO
0

show processes memory
unicast(IPv4)

oooooooooobooooobooooooooo
oooao

show processes cpu
unicast(IPv4)

0000oo0o0ooooOoooooooocpUOOO
oo

show processes task
unicast(IPv4)

oooooooooobooooobooooooooo
oo

show processes timer
unicast(IPv4)

oobooooboooobooooobocoooooooon
oo

restart unicast(IPv4)

ooooooooooooooobooooooo

debug protocols unicast(IPv4)

oobooooboooobooooobocoooooooon
ooooooo

no debug protocols
unicast(IPv4)

oooooooooobooooobooooooooo
oooocooo

debug ip

IpO0OOODOOODOOOOOODOOOOOODOOOO

dump protocols unicast(IPv4)

obobooooboooOobooooobocoooooooon
gooooooooobooooobooooon

erase protocol-dump
unicast(IPv4)

obobooooboooOobooooobocoooooooon
oooooooooobooooooboooobooooono

Ipva0 000000
ooooooooo
oooao

show ip mcache

oooooooooooooooooo

show ip mstatic

oob0ooooboooooooooooooo

show ip pim

PIMOOOOO

show ip mroute

PIM-SMOOO000000000000O0

clear ip mroute

PIM-SM/SSMOOOCOOOOOOOOOOOO

show ip igmp

IGMPOOOOO

show ip dvmrp

DVMRPOOOOO

show ip rpf

PIMO RPFOODOOO

show ip multicast statistics

Ipv4a0000000OCOOCODODOO

clear ip multicast statistics

Ipva00000000O0OOOOOOOO

restart ipv4-multicast

IpODOOODOOODOOODOOODOOODOOOmrpO O
ooo

dump protocols ipv4-multicast

DVMRPOOOOO0O0O0O0O00O0000O0O000O0O0
oooooooo

erase protocol-dump
ipv4-multicast

DVMRPOOOOOOOOO0O0O0O0O0O0OOOOO
oooooooooooooo

BFD OO

show bfd session OP-BFDO

BrFrDOOOOOOOOOOOOO

clear bfd statisticsd0 OP-BFDO

BrFrDOOOOOODOODOODDOO

clear bfd sessiond OP-BFDO

BFDOOOOOODOODOO
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ooooono

oooo

restart bfd0 OP-BFDO

BFrDOOOOOOOODO

dump protocols bfd00 OP-BFDO

BFfDOOO0OO0OO0OO0O0O0O0O0O0O0O0O0O0O0O0O0OO0O0O
ooooooo

erase protocol-dump bfd
0 OP-BFDO

BFrDOOO0OO0OO0OO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0
oooooooo

Ipv6 000000
ooooooooo
oooo

show ipv6 route

oobooooooooo

show ipv6 route-filter

Ipv6eO0O0OOOOOODOOODOOODOOODOODOO

clear ipv6 route

goboooooooooocoooo

show ipv6 entry

oooooooooooo

show ipv6 rip

RIPngO0O0O0ODOOCODOOO

clear counters rip ipv6-unicast

RIPngOO0O0OOOODOOOO

show ipv6 ospf

OSPFv30 000000000

clear ipv6 ospf

OSPFv30 0000000000

show ipv6 bgpd OP-BGPO

BGpP4+OOOOODOOODOO

clear ipv6 bgpO OP-BGPO

BGpP4+O0OOOOOOODODO
BGpP4+OOOOODOOODOO

show ipv6 static

static OO0 OOCO0O0O

clear ipv6 static-gateway

static 00000000

show ipv6 routers

RAODOODOO

show ipv6 interface ipv6-unicast

Ipv600000ODOOODOODOOODOODODODO
oooooo

show graceful-restart
unicast(IPv6)

goooooooooobooooooo
Graceful-Restart 0 0 0000000000 OCOOO
O

show processes memory
unicast(IPv6)

goboooooooboooooooooooooo
oooo

show processes cpu
unicast(IPv6)

0oo0oooO0o0oooOoooooooo cepUOOO
ooao

show processes task
unicast(IPv6)

gobooooooooooooooooooooo
oo

show processes timer
unicast(IPv6)

ooboooooooooooooOooooooooo
oo

restart unicast(IPv6)

ooboooooooooooooooooo

debug protocols unicast(IPv6)

ooboooooooooooooOooooooooo
oooooo

no debug protocols
unicast(IPv6)

gobooooooooooooooooooooo
oooooo

debug ipv6

Ipv600000ODOOODOOODOOODOODODODO
O

dump protocols unicast(IPv6)

gobooooooooooooooooooooo
gooooooocooooooooooo

erase protocol-dump
unicast(IPv6)

gobooooooooooooooooooooo
gobooooooooooooooooooooo
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oo

oooooo

ooono

Ipv6e 0000000
ooooooooo
oooao

show ipv6 mcache

oboboooooooooooooood

show ipv6 pim

PIMOOOOO

show ipv6 mroute

PIM-SMO0OO000000000000O0

show ipv6 mld

MLD(IPv6 0 DOOO0O00O0O0O00)0000O

show ipv6 rpf

PIMO RPFOOOOO

show ipv6 multicast statistics

Ipv6e 0000O0O0ODOOCOOOCOOOO

clear ipv6 multicast statistics

Ipv6e00000O0OOOOOOOOOOO

restart ipv6-multicast

Ipv6eO00000O0OOOOOOOOOOOOOOOOO

debug protocols ipv6-multicast

Ipv6e 00000000 O0O0ODOOOOOOODOOOO
00ooooooo syslog O

no debug protocols
ipv6-multicast

IPv600000000000000O0O0OOOOOO
00000000 syslogd 000

dump protocols ipv6-multicast

Ipv600000O0ODOOOOOODOODODOODOOOOO
oooooooooobooooobooooboooooo
oooao

erase protocol-dump
ipv6-multicast

Ipv6e00000O0OOOOOOOOOOOOOOOOO
ooboooooooobooooobooooooooon
ooooooooooobooooooo

MPLS OO

show mpls ldp

LppO0O0O000000O0OO

clear mpls 1dp

LppOoOO0O0O0O00O00O

show mpls forwarding-table

MPLSOOOOO0OO0O0O0O0O0O00O000O0000O0
oooooooo

clear mpls Isp

MPLSOOOOOOODOOODOOOO

show mpls ldp-bindings

LppOO0O000O0O0O0O0O0O0OO

restart mpls

MPLSOOOOOOOOO

dump protocols mpls

MPLSOOOOOO0OO0O0O00O0O00O000O0000O0
ooooooooooooo

mpls monitor

MPLSOOOOO0OO0O0O0O0O0O0O0O000O0000O0
oooooooooo

no mpls monitor

MPLSOOOOOOOOOOOOOOOOOOODO
oooooooooo

show mpls 12transport

L20000000o00o0o0o

show mpls static-lsp

Static LSP O O O Global Repair O O O Local Repair
goooboooo

show mpls logging

MPLSOOOOOOOO

clear mpls logging

MPLSOOOOOOOO

clear mpls static-lsp

Static LSPOOODODOOO

set mpls global-repair

Global Repair 00 OO0 OOO0OOCO0OOOO

set mpls local-repair

Local Repair 00 OO0 LSPOOOOOOOOOO

ping mpls

LSpO0O0000000O0O0ODOOOO

traceroute mpls

LSspO0ooO0O0OooO
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oo gooood gooo
execute mpls statistics MPLSOOOOOOOOOOOOO
no execute mpls statistics MPLSOOOODOOOOODOOO
QoS OO show qos ip-flow 000 QSOOOOooo
clear qos ip-flow 000 QSOO00O0ooooood
show qos flow JoIPOO0O0OOOOOO
clear qos flow g0 IPO0O0O0ODOODOOOODOOO
show qos queueing goooOo0o0oOo0o0oUoobobOobOoboboooboo
oogd
clear qos queueing gobooobooobooooboboboboboobo
gooooooo
show shaper Jo000000000000ooooooooooog
gobooooooooooboobo
clear shaper j0000o0000000DOO0bOO0oDOOooDOOooOoOoonOO
goboooobooboboboboOobOoooo
gooooo close standby] AX7800R0 000 BCUOOODOOODODODOODODO
free standbyd AX7800R0O 000 BCUOOODOOOODODOO
show mode goooo/Ooooopoooo Mo ooooooo
set mode ooooo/0Doboooooo Mcoo
clear mode ooooo/00000000MCOOOO
swap bcull AX7800RO ooo BCUOOOO
VRRP O O show vrrpstatus(IPv4) VRRPOOOOODODO

clear vrrpstatus(IPv4)

VRRPOOOOOOOOODOO

swap vrrp(IPv4)

oooooooo

show vrrpstatus(IPv6)

VRRPOOOOOOO

clear vrrpstatus(IPv6)

VRRPOOOOOOOOODOOO

swap vrrp(IPv6)

goboooooo

set vrrp arp-sync

gobobooooooooooooOooooooooo
0000 ARPOOOOOOODO

IEEE802.3ah/UDLD

show efmoam

IEEE802.3ah/OAM 0 000000000 DO0OODOO
oo

show efmoam statistics

IEEE802.3ah/OAM 0000000

clear efmoam statistics

IEEE802.3ah/OAM 00000000

restart efmoam

IEEE802.3ah/OAM 0 0 OO

dump protocols efmaom

IEEE802.3ah/OAM 00000000000 0OODO
ooboooooooooboOoooOooooooooo

MIB OO

snmp lookup

goooMIBOOOOooOoOoooooooooDoo
IDOOO

snmp get

gooooMIBoOoOOOO

snmp getnext

goooooMIBOoOoOOO

snmp walk

ooooMIBOOOOBOO

snmp getif

interface 00000 MIBOOOOO
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oo oooooo opooo
snmp getroute ipRouteTableD IPO O OO OOOOOOOOOO
snmp getarp ipNetToMediaTableD IPO OO OOCOOOCOOOOO
g
snmp getforward ipForwardTableD IPO O O0O0O0D0O0O0OO0O0DO0OOO
oo
snmp rget Joooooooooo MIBOOOOO
snmp rgetnext gooooooooooooMIBOOOOO
snmp rwalk goooooodoooo MIBOOOOOOd
snmp rgetroute 000000000 ODO ipRouteTable IPO O OO
gooooooooo
snmp rgetarp 00000000000 ipNetToMediaTabled IP O
goooooooooobooo
sFlow 00O show sflow gooooooooo
clear sflow statistics oooOooooooao
restart sflow ocoooooooobooooo
dump sflow gdoooooooooo
NetFlow O 0O show netflow NetFlow OO O O0OO0O0O0O
show netflow detail NetFlow OO OOOOO0OO0OOO
show netflow export NetFlow D00 O0O0O0O0O0O0O0OO
show netflow sampling NetFlow 00000000000000
show netflow cache NetFlow 000 Active 000000000
clear netflow NetFlow OO OOQOQOOOO
restart netflow NetFlow OO OOOOOOOO
dump netflow NetFlow D0 O O0OO0OO0OOO
LLDPO O show lldp LLDPODODOO
show lldp statistics LLDPOOOOOO
clear 1ldp LLDPOOOOODOO
clear 1ldp statistics LLbPOOOCOOO
restart 1ldp LLDPOOODOODOODO
dump protocols 1ldp LLDPOOOOOOO
OADP OO show oadp OADP/CDPOOOOOOOOOOOODOODOONO

show oadp statistics

OADP/CDPOODOODOOO

clear oadp

OADPOODODOODODOO

clear oadp statistics

OADP/CDPOODOODOOO

restart oadp

oADPOOOOOOOO

dump protocols oadp

OADPOOOOOODO
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12.60 MC

goooooooooOooOoOoOoOoOoOOoOoOoOoOoOOOOOOMCODODODOODOOODOOOOO
MCOOOOOOOOOOOOOOOOOOOOODODOOODODOODOODOODODODODDOOD

goooooooMCcOOoOOOOOMCOOOOOO MCOOOO/rimaryMCOOOOOO MCOO
goooooooooOoOoOoOoOoOoOoOopoOoOoOOoODOOOoMCODODOODODOODOODOOODOOO

MCOOOODOOOOOOO MCOOOO/secondaryMCOOOOODO MCOOOOOOOOOOODOODO
gooon

goMCOOODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

0126000 MCOOODOOOODODOO

>1ls -1 /primaryMC/var/dump/
total 2536
-rwxr-xr-x 1 root wheel 2596411 Aug 19 16:04 rmdump

gooooo BCUODOO MCOOOOOOOOOOOODOOOODOOOOOOOOOUODOOOOOOO
O AX7800RO

0127000000 MCOCOOOOOOOOOO

>ls -1 /standby/primaryMC/var/dump/
total 1496
-rwxr-xr-x 1 root wheel 1516998 Aug 17 13:25 cp00.000

MCOOOOOODOOOODODODOODOODODODDOOD

012-50MCO000000000

oo oooQ
MCcCOOOO 1 /mc0

MCOOODO 2 /mcl

0o MC /primaryMC

0o MC(OOODOO MC) /secondaryMC

000 BCUOODO MCOAX7800R0 Istandby/primaryMC
000 BCUOOO MC(OOOO0ODO MC)OAX7800R0 /standby/secondaryMC

12610000000 MCOOO

264

goooMCOOOOODOOODOOOOOOOOOOOOOOOOOOOOOOOOOMCOOOOOOO
goooooooOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOODOOOODOO 200 MC
goooo BCUOOOOO ooOOOOO 100000000000 OooMCODODODOODODOODODODOO
gooMCOOODOOODOODODODODOODOOOOOMCOOOOOOOOOO0OO0OOOOOOOOOOOO
gdooooOoOoOoOoOoOoOoOOOOObOOOOOMCODODOD MCOUOOOOOODOOOOOoOoOooood
bobooooobobdbeopymeOdboboooooooobOOobO0ObOObOOODOOOODODO
O0copymc0 000000000000 OOOOOOOMCOOOOOOOO

gooMCOOOOOMCOOOOOOOOOOOBCUOOODOOOOOOOOD oo MCOOOOOO
0000000000 00DODO0O0DbOO0OO setmode00000D0OO0OO0DOOOODOOODOOOO



1200000

gboboboob

1262000 MCOUOUOUOOOQOO

ooMCOOOUOOOOODODODODODODODODODODODODODODOD MCOOODODODODODODODODODODOOOOMCO
00000000000000 (BCUYDDODDODODODODO ONDO OFFO0OO0MCOOOOOOOOO
0000000000000000000O0 (BCUYDODODODODODODODODODODODOODOOOO

ooMCOOODODODODODODODOOOMCOOOOOOOOOOOOOOOOOOOOOOoo MCOOO
gooooooOoOoOoUoOoUooUoDUoOoDUOoOoMCOOoOo MCODDODODDDODODDOOOOD MCOOO
gooooooMcOoOoooooooOoO

1263000 MCUUOUOUOOOOOO

ooMCOOOOOOOOODODODODODODODODOD MCOOOUOO BCUDODDODODODODODODOOODOOOOO
goooooooOoOoOoOoOoOoOoOoUUU0UUD0OODULO0OUDODLOOLOODOUODODOOOD MCOOODOO
gooo0o0oOoOooOoOopOopoOoOoOoOoOoOoOoOoOoOO 0OOOOOoOoOMCOOOOOOOOOO

MCOOOOOOODODOOODDOOO0OO0ODODOOOMCODOODOOOODOOOOOO0OOOO0OOO (BCU)
0000000000 OND OFFOOO MCODODDODDODDODODDODODDOOODODODOODOODOOOO
000 BCUODODODODODOOOODODOOOODDOO0OO0O00D0D00000D000000 500000000

12640MCODOOODOO
000000000MCODDO00000000000000000000000

s MCOUOODODOODOOOcopymeIOODO

. MCOODODDOUOUDOOformatmeD OO0

s MCOODODDOODOOshowmeOODO

e MCOUODODODOOODDOUOset medisable 0000
e MCOUODODOOODODODOUOset meenable 1000

265



1200000

12700000000

12710 000000000

1. setcalendar 000000000 Oshowecalendar 0000000000 OOODO0O

2. rdate 0000000000 0DO00ODO0ODOOOOrdate0 000000000 ODOOOODOODODOO
Jo0o0oooooooobooooooo

3. NTPOODODOOOOOODOODODDOOODOOO NTPOOOODODOOOOOOOODOOOODO

RFC1305 NTPO O OOO 3000000000

127200000000000000000
0100000000000

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
o00oOoOO00o0ooOooO0o0DOOO0o0ooOOo0o0ooDOoOO0O0DOO Vol1OOOoOobooooooooobooo
Vol20OOOOODOOOOO

012600000000000DODO0O0ODOCOOO

goooo od goooooog
show ip interface IPO0000OODOOOOOOOOO - 00O0OODOO
show ipv6 interface 000O0o00oooooooooooog s JO0O0ODOOOODODOODOO
show ip-dual interface oooooooo « IPODOOO
« IPv6O0 OO0

- 00000000
- MACODODODO

show system systemOnif 0 line 00000000 e OOOO

sMW@f OoOoO0oOoO0ooOooooooog e« 00(00)oooooo

show interfaces oooag 0000000000000000000

show version 00000000000000000  » 0000000000000
0000000000000000 - J00D000D0O0O0DDOO0DOOOODO

oo goood

020 0000000

000000000000 Do0D0DO000o0o0oooOooOond show system OO O O O show
interfaces 00000000 shownif 000000 O0O0OOO0O

012-70000000000000

oo oooo
oooooog oo

oo active ooo
fault oo
disconnect ooo

RM active ooooooooo
standby goooooooo
fault ooo
close ooooooo

266



1200000

oo

oooo

oooocooo

oo

disconnect

ooo

configuration discord

goboooooooooooooooooo
oooo

software version discord

ooobooboooooocoooocoooooo
ooooo

license key discord

ooobooboooooocoooocoooooo
O

RMOOOOOOOOO active ooo

fault ooo

unused 0oo(0ooooooooooog)

close goooooo

locked 0000D000000000000

test gooooo
CP active ogo

initialize oooo

fault oo

close goooooo

unused 0ooo(oooooooooooog)
PRU active ooo

initialize ooood

fault oo

close goooooo

unused 0ooo(oooooooooooog)

locked 0000D000000000000
NIF active oo

initialize oooo

fault oo

closed goooooo

unused 0ooo(oooooooooooong)

mismatch jooooooogoooog

locked 0000D000000000000
Line active up ooo(ooooo)

active down

ooo(ooooooooooog)

initialize oooo

test gooooo

fault oo

closed goooooo

unused 0oo(oooooooooooog)
mismatch jooooooogoooog

267



1200000

127300000

000000000000 oDO0DO0DO000o0oooooooOoogn show rm cpu 00 0O O O show cp
coul 00000000 CPUODOOOshowepbuffer 000000000000 0O0O0ODOOOOOOOO
O O show system O 0 O O O show interfaces 1O OO0 OO0 shownif 100000000 O0OOOOOO
0000000000000 D0000o0o0oOoo000000o00o0oU0ooOooOoDOon SNMP O
MIBOOOOOOOOOOOOODOOOODO

12740 00 000000O0O0O0ODOOO

268

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
0000000000000D0000(000D0)000000000000D000000O0O000O0
gbooooooooobo

oooooOoooooOoO0obooOoOoboooOoooboO0oooOooooD IDOODOOOODOOOODOO
vbobooooooboobobobobooobooboooboobobobobooobooo

gbobooooooobobobobooboooonDo

s JO0O0ODOOOOOOOODOODOD
e 0OOOOOO

gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gdoooOoOoOoOoOoOoOoOoOoOoOoOoOo MCODDODODDODDOOODODOODOODOODOODODOOO



1200000

1280 LEDO U OOOOOOON

0000000000000 000 LEDOOO (00 LEDOOD)OOOOOOOOOOOOOOOO
gooooo0oDOoLEDOOOODOOODOCOOOODOOOODO

12.8.10 LED

LEDO0O0OO0O0DODOOO0O0DDOO0O0DO0OO0OONO0D0OO0OONO0ooOoOo(0oo)oooooooo(g)
gbobobooooooboobobobooooooooooboobobobobooooooboboboobooon

128200000

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
O00000O0O0OBCUODUOUOUOO ALARMLEDOOO0O0OOOOOOOOOOOOO0OOooooog
OUOCOODUCOCOUCOUOOCUOOUOODERRORLEDOOODOOODOOODOODOODOODOODOODOODOODOOO
gboboboooboobgooo

000000000000 EYUESDETOESO ESO0O0O0O0OOODOODOOOOOODODOOODOODODODO
gboboboooooooboobobobobooboobooooobooboOobob

269



1200000

12900 000000000 googn

1290100000

0000000000 DOd traceroutel traceroute ipv6 0 O O traceroute mpls DO 0000

010 traceroute O O O O

000000000000000000000000D00000TTL(TimeToLive)00 1000000
gooooo IpO0DOO0ODODOODOODOODOODOODOODOODO ICMPOOOOOOOOOOOOOOO
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
IpPOO0O0C0COCOOCOOCOOOOODOOOOODODOODOODOOtraceroute 1000000000 OOOOO
oo

0 12-80traceroute D OO0 OO OO0

BEITIPATy bRR#EIABE  IPP LRI, Id, kEBERLEBERMZRTT D
BIR2TIP/Sy AP ENIZFZE : IP7 RLRIT, |h 1), kEREFLEEZRRTS
0 20 traceroute ipv6 0 O O O

traceroute 10 0000000 O0O0DOOCOIPv6e000O0OO0O00ODOOO0ODOOOODOOOOODOOODO
O0O0OHop LimitO0O 10000000D0O0OO0O IPv6e0000000DOOOO0ODOOCOODODODOOODO
ICMPv6 00 0000000000000 O0O0OO0O0O0OO0O0O0O0OO0O0O0O0O00OOOOOOOOOOO

0 30 traceroute mpls O 0O 0 O O OP-MPLSO

traceroute 00 O00OCOOCOOOOOOOLSPOOOOCOOOOOOUOOOOODDOUODUODODDODODO
TTLOO 1000000000000 MPLSOOOOOOOOOOOOOOOOOOOUOOODODODOO
vbobooooobobobobooooooboobobobobooon

1292000000

0000000000000 0DdpingOpingipv6 000 pingmpls00 0000

010 ping0 000 (ICMPOODO )

IpO00O0O0OOOQOOOOODOOOOOOOOOOOODOOOOOOOOOOOOTIPODODDODOOOOO
ooIicMpPO0O0000000O0O0O0O00O00O0O0O0O0O0O0O00O00O00O0O0O0O0O0O0O0O0O00O000O00
ping000000D0OCO0O0OOOOO0ODODOOOOOOOODOOOO0ODOOODOOOOODODOOODOOO

270



1200000

ping0000000000O00O0O0O00O0O00

0 12-90ping 00000000

KEE JL—5A JL—4B

PC,WS7%z &

IP7 KL XIb, Id, IfTZ5EEELTpingaI Y REREFTFLEEDS, IThEORENREM T,
ZDIBE, IL—45BDle, ITEHEDEE, le-ITRD*Y FIT—JIZERANRHZI EEZOND,

020 pingipv6 OO OO (ICMPv6e OO0 )

ping0 000000000000 0IPv60 0000000000000 OO0OOOOOOOOOOOO
ooooooo Ipv6e0O0ODOO0ODODODOODODO ICMPv6OOOODOOOOOODOODOODOODOODODDODO
g000000DOoO00DbO00bDOoOO0 pingipv6000000DOOOOODOOOODDOOODOOOOO
gbobooboooboobooboboboooo

030 ping mpls 0 O 0O O OOP-MPLSO

ping00000000O00O0O0OOOMPLSOO0COO0COO0COO0OOOOO0O0OO0OOOOOOOOOOOOO
0000000 LSPO0O00O0OO0OOOOOOOOOOOOOOOOOMPLSOO0O0OOOOOOOOO
0000oooLSsp00000000000000000O000O0O0O0O0O0O0O0O0O0O0O0OOOOOOOOg
gboboboooboobgooo

1293000000
0000000000000000000000

s J0000D00O0D0DO0DO0ODODOO test interfacesd 000
s J0000O00O00ODOO0ODODOODOOno test interfacesd 00O

010 test interfaces 0 O 0O O O no test interfaces 0 0 O O

gL bbb bbbbbbbbobbobbbboooooog
gL bbb bbbbbbbbobbobbbboooooog
00000000000000000D000 Vol.1O O test interfaces 0 O O O O no test interfaces 0 O
goodooooooooo

271



1200000

12100 0000000 googd

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon

gbobooooobooboboboboobooobooboboboooboooboobobobobooboobooon

121010 000000000

gbooboooobooboboboboobooobooboboboboobooooobobOobon

012-80000000000

oooao

ooood

oooao

oooao

oooo

ooooooooooood

oooooooooooo
ooooo

oooocoooooooo
oooooooo

ooooooooDOoOooo
ooooo (NIF)

ooo0o0 300 1HrODO
ooao
ooo0oooi100000

goooooooooooo
DDDIDZ

OoOoOoNIFOOOODDO
goood

OOO0OONIFOOOODO
oooocoooooooo
oooao

0oD0oO0oDoOoooooo
0 (PRU)

00000 300 1HrODO
oono
oooooooooooo
oob0i100000000
ooboooooogooo
oooooooooooo
oooooooooooo
001000000000

ooogpt o2

o000 PRUOOCOODO
oooooo

0000 PRUOOOOO
ONIFOOOOODOOODO
goooo

0ooooooag (BCO)
0ooOooooOoDOoooo
O CPO

00000 300 1HrODO
oono
oooooooooooo
ooo0100000000
ooboooooogooo
oooooooooooo
oooooooooooo
ob01000000000

oooooB 2

ogooocpoooooOO
ooooo

oooooooooooo
oooooooooooo
00000 AX7800RO

oooooooooooo
ooooooood

0ooooooog (BCO)
0ooooooooDOoOooo
0000000000 0RMO

ooooov0o0oO0oooo
oooooo
100000000000

ooooooooooob s

ooooBCUOOOOO
oooood

oooooooooooo
oooooooooooo
000000 AX7800R0O

oooooooooooo
ooooooooo

oooooo oooooo oooooooooooo oooocoooooooo
ooooooooo
0ooooo (POW) oooooo oooooooooooo oooocoooooooo

oooooooooooo
oooOooooooooo
oo

oooooooooooo
oooooooooooo
oo

oooooooo
oooooooooooo
oooocoooooooo
ooooooo

00 10

00000000000000 systemO recovery off 10 0000000000000 00000O0O0O0OOO
ooboooooooooooooooo

00 20

000000000000 DODO system O recovery_off allOO0O00O00O0O0OOO0OOOOOOODODOODOODODO

272



1200000

oooooooooooooooooooo
oo 3o

O00O0O0O0O0OODOOODDODO system O recovery off al0O0O0O0O0OOOOOOOOOOOOODODODDO
00o0ooO0o0oooRMOO0OOOOO CPOOOOOODOOODOOO

12.10.20 0 0
0100000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobooooobooboobobobobooboooooboobobobobooboobooon

020 00 syslog O O
000000000D000syslog000000000000Osyslog00000000000000O0

(UNXOOODODDOOOOOO0OODO)O0DOO0O00O0000000000000000000000000a0
gboboooooobooobooboooo

o1
000000 syslogOD 000000000000 OOOOOOOOOOO
g 2

O0000O0O00 syslogDOODOOOOORFC316400000000 HEADER OO HOSTNAME
gooooooo

121030 000000 0ODODbOO0Od

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbooobooboob

BCURMO CPO OO CSW)
+ PRU

« NIF

« PS

gooBCUODOOOOOOOOODOODODODOO

@fcooo

obobooooboooooboooobocOoboooOooooooooOooooOoooOooooog

1210400000

BCUOOOOOOOOOOODOOOOODOOOOODOOOOODOOOOOOOO BCUODODODOOOOOOOOO
gbobobooooboobooboboboooo

121050 000000

OO0OO0RMOCPOPRUOOONIFOUOOUOOOOOOOODOODODOOODODOOODOOOOOOoooQ
O0O0O0O0OO0RMOCPODPRUOOONIFOOOOOOOOOOMCOOOODOODOOODODOODDODOO

273



1200000

gbooooooobab

0000000000 gn /primaryMClvar/dump” ¥ /secondaryMC/var/dump”" 0000000000
0000 DOO000O0D0OO0oDoOooOon voellD15.0000D00D0O000ODOODOODO0ODO0ODOOOOOD

goooooo cpoOOOOOOOOOODOODOOOOOOOOOODOOOOOODOOOODOODOOO
goooMCOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOO

274



1200000

121M00000000000000

gooooooooOoopoOopoooooooooooOoOoOoDOooDoODoOoOOoMCODOOODOO
gbobobooobooobooboboboooboooooobooboboboooboooonoo

121110000 oobbbobbbbddoooooooob

gboboboooboooobooboboboobooooooboobobobobooboooboon

s 0O00OD0OOD0ODO
TCPIPOOOOOOOOOOCD-ROMOOftpOODO
- J000000O0OO CD-ROM

121120 0000000000000 O0O00O000000

gbobobooboobooboboboboobooooboooboobobobobooboooboon

s OODOODO
PC/ATOOOORS232CO000000000CD-ROMOOZMODEMOOOOOOOOOOOOOO
g

- J000000O0OO CD-ROM

121130 000000000000 o00ooof

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
oo

2. 0000000 ZMODEMOOOOOOOOOOOOOOO0OO0OO0OOOOOOOOOOOOOo
gbooboooooboobobobobooboooooboobobobooooobooooobobob

275



1200000

12120000000

276

gbooooooboboboboobobooboboboobooooboboboboboboobobo
gbobooooobooboboobonog

gbooooooboboboboobobooboboboobooooboboboboboboobobo
boboooooboboboboooooboobooboboboboooboooobobab

gboboooooobooboboboooboooboobobobooboobooooobobOoboboobooDo
gbobooooobOobOoboboobooboobDobob0oboobOb00Obwer0DdbobOoooOOOO
gbobooooooboobobobobobooooobooobog

go0oO0OoOoOoCo lsObooOooOOoODOODODODODODOODODOD chmodOODOOOODOODOOOO



1200000

12130 000000 ogn

goooopoopooooBCUODOOOOOOOOOOOOOOOOODODOOODODODODOODDODO
0000000000000 U00OU00OU00OU0OUO0OUODOUODODOOODODO BACKOOO <4 M ENTR

O00Os MFWRDOOO » 000000000000 OODOOOOBCUODOOOOOOOOOOOO
gboboboooboobooboboboboooo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
00000000 0O0UUOUOOUOUCUOUOUERRORALARMLEDOODODDODOODOODOODODDODOO

gbobooooobooboboboboboooo

goboboboooogooooobobooooooooUobDobOobobbobob0oDobDobobobOoo
0000000000000000D0000 systemname 00000 <System Name>O O OO OO0
o0b0Oo0oboooboooobDg systemname 0000000000 0OO0OOO0OOOO

0000000000000 DO000o000D000dD000D0D000D00000000000ENTROO
00000000000 <MainMenu>0O0O0O0O00000O00O00O0O0DOO0OO0OO0OOODOOOODOOO
000000 <Main Menu>0 00000

0000000000000 00O0O00U0oUoUoUOO<MainMenu>000O0O0O0O0O0O0O0O0OOOO
ENTROOOOOOODOOOOOO <xMainMenuw>0O0O0OO0O0OODOODOODOOO BCUOOOOOOOO
gboboboboboooooobobomobobob4. 00000000 OOOOODODODOD
good

01210000000000000DO0O0O0OD

EX FFMRBCUTIHIRMETEEHA

<Main Menu>

<INFORMATION> ABOERTRZEITD
Line Linet&$® ™
GPU CPUfE ==
Memory Memor y{ FAZR
Ver Versioni&#f
Temp EFRNRERS

<AGT ION> EMEDERETS
CLOSE close/N¥E
FREE free/LIE
SHUTDOWN shutdownL3E

Alarm BEFBORTZEITD

277



1200000

12140BCU 00000 OODO OO OAX7800RO

1214100000 BCUOOODOOOOGO4Ooooo

gdo00oOoOoOoOoOoOoOoOoOooo BCUODODOOOoOoOoooooooooooooooo
BCUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOoOOoOoooooooooooon

oooobooooooooobmoooobooesbpoobooooooobbooobbooUoooOo

121420 BCU0 000000 OoOooboooooo

1. BCUOODOODOOOoOOoOOoOOoOoOoOOoOOOoOoOOOOoOODOODODOOODODODOODOODOOOOOOOO
goooo0oOo0ooOooOoooo BCUDooOooOoOoOOOOODOODOOOOOODOOODOOO

2. 000000 BCUOOOOOOOOOOOOOOOOOOOOOOOODOOOODOOOODOODOOOD
000000O0o0oOUooUoo BCUDODDODDODDODDODDODODOOODOODOODODODODOODOODDOO
oo

3. J00oogBCUOOOOOOOOOOOOOOOODOOOOOOOODOOOODOODOODOODOOD
goooooooOoOooooooooUoUoooooo BCUDODODODOODODOOODOODOO
goooo

278



4000000000 DOO0ODOOOO

ooy

gobbooboobooobbooobooobbooobobooobboon

ggd

1340000000

13.20 POS

1330000 30000000

1340IPODOOODOO

13.50IPv6 0000000

13.60MPLSO00O0O0OOOOP-MPLSO

13.70SNMPOOOOOOOODO

1380000000000 00DO

13.90RADIUS O OOOOOO

13.100 TACACS+O 000000

279



13.00000000

1310000000

131100 00000000004

gboboooooooboobobobooobooooooboobobooboooboon

0O 10 10BASE-T/100BASE-TX/1000BASE-T O O

- J000000000000000000000000000000000000000000004d
ooo
J000000000000000000000000000000000o00o00o0ooooooog
close 000 00free000000000O0O0O00O0

« 0000 100BASE-TX 000 1000BASE-TOOOOOOOOOOOOOOOOOOD 5000 80 4
000000000000 (UTPOOOOO0OOO0O000

- J000000000000000000000000000000000000000o0ooooog
O000O0O010BASE-TOOD 100BASE-TX 00 0000000000000 OO0OO0OOOOOOO
J00000000O0O0O0O0O0O0O0O0000O0oO0oooooooog

« 1000BASE-TO 0000000000000 O0O00O0O0O0O0O00O0ODO0ODO00O00

020 1000BASE-X O O

e JO000O0O0DOOOOOOOOOOOOOOODODODOOOOOODODn

s JO000OD0OO0O0OOOOODOODOODODOOOOOODODOODODOOOOODOODOODOODOD
s JO000D00D0O0OOOOODOODOODOODODODbOOODOODOn

O0Q0O0O Vol1O4.00000D0O0D0O0DOODODODODOO

030 10GBASE-R O OO 10GBASE-W O I

* 10GBASE-ROODO 1I0GBASE-WOOOOOOCOOOOOOOOOOOOO IEEE802.32e0 000D
gboboboboooobooooboonoo
- J0O000DOOOOODONIFOOOOODDODOODOOOOODOOODOODOODODODOODOOO

O00mooo vol1O4.00000000D0O0D0OODOODOOO

040 0000000000000 (10BASE-T O 100BASE-TX O 1000BASE-TO

280

1000BASE-X)

gooooOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO ISO/MECS802.3
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooboobobobobooooooboobobobobooon

gboobooooooooboboboboooooooboobobobooooooooboboOoDbo

gboobooooobobobobooobooboobobobobooooboobooboboboboboobooboon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
boboooooboobobobobobooooobooboon

E4 LINELAN NIF:X LINE:X 90111003 1350:XXXXXXXXXXXX Auto negotiation failed.

0000 NIFOOO NE1IGSHP-4SOO0O NE1IGSHP-8SOOOOOOOOOOODOOOoODoOoDOoOoO
gbobooooobooboboboooooboobobobooboooboooboobOoDbo



13.0 0000000

gsoopobooogood

0000 10BASE-TO O O 0O M 100BASE-TXO O O O [ 1000BASE-T 0 0 O O 1000BASE-X O OO0
10GBASE-RO 10GBASE-WOOOOOOOOOOOOOOOO

gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
gbobobooboooboooboobobobooboooooooboboboboooboooboonDo

e 0oOooDOoOOd

0000 100BASE-TX0O O O O M 1000BASE-T 0O 0 O O 1000BASE-X 00 0 O O 10GBASE-RO
10GBASE-W O EthernetV2O0 00 0000000000000 O0O0O0O0OOOOOEthernetv2O000
Ooo0o0oooomooo VollO43MACOOO LLCOOOOOOOOOOOOOOOOOOOOO
gboobgoge2sbooboobooboooooooboobo

gbobobooobooboboobobobooooooboobobon
o70ooog
0000 10GBASE-WOOOOOOOOOOOODOOODODOOODODDODOO

00000 WDM(Wavelength Division Multiplexing) 0 00 000000000000 00000O00
0ooooooo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbooobooboob

* 9.95328Gbit/s + 20ppm O O (Sonet minimum Clock)

000000000 OCODOODOODOOOIEEESO23aeODODODODODODOO

281



13.00000000

13.20 POS

13210 0000000000004

go0oOoOoOoOoo pOSODODODOODODDODOODOODOODOODODOOODOOO

010 POS OO
e DO0O0ODOOOOOOOOOODOODOD
e OODOO
* CRCUO
s OJODOODO
e OODOODO
s JODbODOOOOOOOODODOO
* JO
« RDIODOO
*« C2
« B2SDOOOOOOOO0OO
SFOOOOOOOOB2EBEROODOO

- J0O000DOOOOODOONIFOOOOODDOOODOOOOODOOODOODOODODODOODOOO
000 oo0 Vol.1O5. POSOPPP Over SONET/SDHIM OO OOOOOOOO

0200000
boboooooboobobobobobooooobooboon

00000 WDMO Wavelength Division MultiplexingD 0000000000 ODOOOOOOOOOO
ooooooooo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gooooooo

¢ 0C-192¢/STM-64 POS 0O 0O 0 0 9.95328Gbps + 4.6ppm O 0 0 Sonet minimum clock(
e 0C-48¢/STM-16 POS O 0 0O O 2.48832Gbps = 20ppm O O 0 Sonet minimum clock[]

boboooooooboobobobo

282



13.0 0000000

1330000 300ugoon

13.3.10Tag-VLAN O OO LANO O OO OO

0000 LANOOODOO TagVLANOOOOOOOOOOOOOOOOOOO0O00O
010 VLANO O

O00O0oO0O0oOoooo VLANOOIPv4OOO IPv6eOOOOOOOOOOOOOOOOOOOOOOO
LANODODODOOOODODOO VLAN(ODOOOIPXOOOOOOOO VLAN) OOOOOOOOOoooooo
LANODOOOOOOOoOOo VLANOOOOoooooooooooood

« LANOOOOOOOOO IPv4O0O0O IPv6e 00000000 VLAN
« LANODODODDODDODODODODODODODOO VLAN

020 Tag-VLAN 0 0O O

0000000000000 LANOODODQODO TagOOODODODOOOOODOOOOOOLANOOUOOO Tag
gboboboooooboobobobooboooooooobobo

« VLANOOOOOODODOOODOOD (Man000D00O00D0)00TagDOOO0OO0DOO0OOOOODODOOO
TagODOOOOOOOOOOOOOOOOO0OOO0OOO0OOO0OOO0OOOO0OOuntaggedd VLANODODODO
U0 tagOO0O0O0O0O0O0O0OD0OODODOD

« VLANOOUOUOUOUOOOUOUOUOUOUODOUODOOTagO OO OODODODODODOODOOODOOOTagOODODO
gboboooooboobobobobooboooo

« TPID(Tag Protocol Identifier) 0 O "0x9100" 00 0 "0x8100" 00000000

o3 goboonboooon

VLANOODOOOOOODDOOO(OOOODDO0O0O00000000 vianOOOO0OOOO0O)O0OIPv4
OoCoOIpv6e 0000 ARPODOODODOOOOODOOOOOOOOOOOOODO LANODODOODOOOOO
gooooooooOoooOoooooUooUoUoUoooooOg VveANOOOogogoooooo

« IPXOOOO
040 VLANID

VLANIDOOOOOLANOOOOOOOOOOOOOOOOOOOOOOOODOOOODOOO LAND
0000 VLANIDOOOOOOOOOOOOOOVLANIDOOOOOOO0Oooooogoooooooo
0oo0o0oO0oOoOoOoOoQopoOopDopDopDooo VLANOD LANOOOOO0O0Oooooooooooooo
gboooboobo

283



13.00000000

01310000 VLANO LANOOOOODOOOOOODOODODOO

|
i [ANZ A 5 F FEE !
| |
! LA 2k LA v3thfg |
! i
| I
| 1
i Pav74% ||
: LANZ A v FEE L—az |
! VLAN 1D:1 VLAN ID:1 :
| |
b PC e ____ L2
| Ry kT—2B |
! (VLAN2) LANR A v FE % Pa> 744
! = VLAN 1D:2 L—3z :
! —— VLAN D2 |
| PC i
I |
[} |
[} |
| =1 i
: —0 !
! PC I
e

| |
Tag/ L TagéHh v

« LANOOODODOOODOO VLANID(OD 1310000 VLANDO LANODOOOOOOOOO0O0000
0000 LANOOOOOD)D0OO000D00000IPO0O0OOOOOODODO VLANIDOOOODO
gboooboobo

13.3.20 Tag-VLAN O OO PCODO
0000 PCO TagVLANOOOOODOOOOO0DO00000000000

e Tag-VLAN O OOOO
Tag-VLANOOODODOOOO PCODOOODOODOODOODOODOODO PCO TagVLANODOODOODO
O00O0DOLANODOOOOOOoooooooa

e Layer2 00O
0000 Tag-VLANOOO IPv4O000O IPv6e OO0 Layera0 0000000000 OOVLANDODO
0000 Layer20 00 PCOODOOOOOOTagVLANOOOOODOODOODOODODO 20000
00000000000 LANODOODOOOoooooooooooad

284



13.0 0000000

1340 1IPOOOOOON

134100000000

goooooooIpOO00DOOOODOOODOCOOOODODOOODO

o1 ooboobooooboboboooooboooon

0000000000000 000000O0Oo (0000 )0000000D0O0OO0OOOOOOOD
gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
gboboboboboooobooboboboobooboooooboobobo

gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
Vol10820 0000000000000 OOOOOOOOO

- J0000DOOO0ODDOOODOOOODOOOODOOOODODOODOOOODIPOOOO
- J00O00DOOOODDOOODOOOODOOOODOOOODODOODOOOODIPOOOO

@Qcooo

gooooooooooboooboobOoOooOOOoOOOOOOOODOOOObODOOOOCGiscobDODODDO
obobooooboooooooooboOobooOoOooooooooOooOoOoOoooOooooooobocooooaoon
oooooooooooobogooao

o220 J000b0oo0o0obobOoRrRIPAODOOOOOOODO

goooooobooOobOooOooooRIPOOOODOOOOODOOODODOOODDOOODOOOO
00(0000000000000000)000000000000000000000000O RIPO
00000000000000000000000000000(0000000000000O00)O0
0000000000000 000OO (00D 100000)00D0D0D00OD00O00O00O0

Cisco0 00 0O0OO0OMOiIp broadcast-address0 00000 0OO0ORIPOODDOODOOOOOOODODOOODO
000000 CiscoODO0OODOODOODODOO M ip broadeast-address0 000000000 OO0O

O30 b0b0oOobOoOooOooboOooSPFOOOODOOODOO

0000000000000 00000 OSPFOOOO0OO0OOODOHellolnterval 00O DOOOOO 10
0 0 Routerdeadinterval 00 000000 40000000000

goooboo0ooooooooooooodoooooobooooooooooooooooooon
00000 HelloInterval 0 0 0 O Routerdeadinterval 0 OO0 D0 0000000

040 OSPFOOOOOOOODOOOO

e Hellolnterval 0000000

0000 Hellolnterval 00000000 1000000000000000O00DOOOODOAO
HelloInterval 000000000000 Hellolnterval 00000000000

e priovity OO O ODOO

0000 priority 00000000 1000000O0ONBMA(OOODOOODOOOOODOOO
interface(ospf backbone/ospf area 0 0 0 ) 0 nonbroadcast 1 0000 000000000D0O0O0O)
J0o000000D0O00D0O000D0DD000DD0000O0OO0priorityJ0 0O0O0OO0OODODOO

285



13.00000000

ao

osO0BGP4000000O0ODOOODOOOP-BGPO

e NextHop O O
0000000 ASOOBGPOOOOOOUOODUOODOOOOONEXT HOPOODOOO BGPOOOO
oo ooooooooobobobobooobOoobooboooo
000 NEXT HOPO OO IGPOOOOOOOOOOOODODODODOOONEXT HOPOOOOOO
0000O0DOOo0o0oooooooDOoooooooIGPOD0ODnD NEXT HOPOODOODOODOODOO
0000000000000 DO0OONext HopOODOOODOOOODOOO
0000000000000 D0O000 bgpO resolvenexthopOOOODOOO allOOOOOOO
Next-HopOOOOGOOOOOODOO IGPOOODOO BGPOOOOOOODOODO
OO0 Next HopO0OOOODOOODOODOODOO(OOODOODOOD ASODOOOOOO)OOO
O000O0OONext HopOOOOOOOoooooOnO

0 13-20 Next_Hop O O

JL—4A
la
| SEET

AS ¢

JL—4B REET

[
Next_HopEtE % IGPIZ & - T la%E T DI
laTIh&ET 2 ERBFLTWAI &

o600 RFC1883 0 0000000 0ODOOSPFOOODODODODOODO

0000000000000 0O0O0O00OD ASO0D00UOO0DU00ODUOODUOOUOORFCIA83OIOIOOOOO
gboobooooooboboboboooooooboon

O00OO0OSPFO ASOOODOOOODODOODOODOOODOOOOOD (MSIDOODOOOOOOO
RFC12470 000 RFC158300000000000000O

RFC1247000000000000000000000D0000OO0DO0ORFC158300 (000000
)0OOOO0O0O00O0000000000000000000000000O00(00000O000000
0)00000000000000000000000000D0000000000000000000
gboobooooooobobobobooooooboobobobooboooooobOobOoDbo

RFC1583 00 0000000000000 0O0O0OO0OOOOOOOOOOOOOOOOOOOOOOO
goOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOORECIBE3ODOOOODOODOOOOOODOO
gboobooooobooboDbo

13420 000000000

286

O000O0OOoRIP-1O00000O0O0OODODOOOOOOOO
e CiscoO0ODOOO

gboboooooboboboboooobobobobooooobooboobOobob

gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
00000000(00000000000)00000000000000000000O0O0OOOO0



13.0 0000000

gooooooooOoOo0oOo0oOooOoUOoUO0UOoUOUOUOgRIPIO0DODODOODOODOOOOOO
0000000000000000000000000000D00000(000000000O0O0O00
0000000000000000)000000000000000000 Vol.108.4.3(3)(a) IPO O
ooo0oo0o0oDoOoOobo RIPOODDOOODOOOOODOOOODO

Cisco0OOOOOORIP-1IO0OO00OCOOCOOOOOOOOOOOOOOOODOODOODODODODODODOO
gbobooooobooboboboboooooooobobobobbobooobooboboboobooo
gboboboooooboobobobooooooooooboobobobooooooboboboobooon
gboboboooboooboobooboboboobooboooooboobobo

gbobooooobooboboboboooooooobobobobbobooobooboboboobooo
00000000000000(00000000000000 aggregated noinstal 00000000
0)0000D0Onoinstall 0000000000000 O0O0D0O0O0OODOO

013-30noinstall DO OCOO0ODOOOOOOO

192.168. 11.64/28 o4 MR 192.168.10.0/24

n—s = AHE L—4
E}IFIM;[} .

| |
192.168.11.128/28[ ]

EEreE———
RIP

[}
)
[}
1 192.168. 11. x/28 D4 £192. 168. 11. 0/24(

| BBICEMLTEET S
—————————————————————————————— >
v b= A(192.168.11.0) oy k7—4B(192.168.10.0)

I
- RIPEMEA L \ -RIPEIMEHY
CRE T4 v BBTEME [

[}
7 RLRER

AEBICEMNEIE92.168.11.0/24% 1 VA b—JLL1=35&, 192.168.11.64/2858 CDIP/3 7y +
FAEETEESIND,
(FEEEI2192.168. 11. 64/28DFBAE L, TIAIL MEBTHESH DL S 4HE)

287



13.00000000

13.501IPve 00O OO0

goooooooIpveO0O0ODOOOODOODOODOODOODOOOOOODOOOOOOO

13.5. 100000000
010 000000000000000000000000

000000000000000000000(0D0D0D)0000000000000000O0O0
gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
o00oOOo0o0ooOooO00DOOo0OOOoO00oDO00OOOO00oDOO00obDOOOODOO Voli1bo 8.2
gboobooooobooboboboooboooboonog

- 0000000000000 00000OOOOOOgIPv6OOOO
- J0000DOOOOODOOODOCOOODODOOODOOOIPV6OOOO

gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboboooooboobobobobooboobooboboboboboooboooboobobOobon
gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
gboobooooooobooboboboboooooooboon

@IDDDD

goooooooooOooOoOoOOOOOOOOOOOOOOODOOODOODDOODOCGiIscOobDDODDO
ooooooooooooooooOoooOoOoooOooOoOooOoOoOoOoOoOoOooOoOoobOoOoOoOooOoboOoooDoobooOoo
goooooooooboooooo

D20 00000DO0b0OO0oDOoOoboOoBGP4+O00ODODOODOOOOP-BGPO

288

gooooOoBGP4+0O0OO0OOOODOODOODODOODOODOODOODOODOODOOOODOODOOOOOOOO
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
00000000 BGP4+0 0000000000000 00000000000O0D0O0OOOOOOo
gbobooooobooboban

« J0U00000U0O0O0UOO BGP4+OOOOOOOQ
s JO000D00OO0O0OOOOODOODOODODOOOODOODODOODObOOOOODOODOODOODOD
gbobobobooobooooboonoo

goooOoOoOoOoOoOoOoOOOQOOOCODOOOOOOD BGP4++OOOOOOoOoooooooooooo
gbobooooooboobobobobooooooobobobobooon

Cisco0 0000000000000 OOOOOOOOOOOO0O0O

00000000ooo0o0ooo0ooD BGP4+O00OO0OO0OO0ODOOO0ODOO0ODODOOOOODOOD
0000000 peer(bgpd+ externalpeeras/bgp4+ internalpeeras 0 0 0 ) 0 nexthopself 0 00000
O00000000Onexthopself 0000000000000 OOOOOOO



13.0 0000000

0 13-40nexthopself OO OO OOODOODO

nexthopse T2} ET %

HNERET

_PEET | asmn—4

BEBEBEBe)
Basa

ASBGP4+1E{R

HA4 bO—AILTFT LR HA4+O—HILTEFLR
fec0::2/128%RF3 2  fec0::1/128%[FET 3

@fcooo

ooboooobooooooooobooooooooooobocooooOooon

289



13.00000000

13.60MPLS O OO 0OOOODOOP-MPLSO

MPLSOOOIP-VPNOOOODO L2-VPNOOUOOOOOOOOOOOOOOOOOOOOOOOOOO
gooo

13.610000000000
010 0000000000000

MPLSOOOIP-VPNOOOODO L2-VPNOOOOOO CiscoOOOO0OOODOOODODODODOOCiscoO
000000000000000000 LDP(Label Distribution Protoco) 0 0000000000
TDP(Tag Distribution Protoco) 1000 0000000000000 O0O0O0OOO0

g20TTL000b0onboon

MPLSOOOOOOOOOO CiscoOOO0OO0OD0OODOOOOOCiscoOODOOO MPLSODO ingress 000
000000000000 Otraceroute 100 0000000000000 O00O0OCiscod OO0
TTLOOOODOOO0DOOO0O0OOO0O00DOoOO0oDboOOooooo

e JVPNOOOODODOODO
mpls ip propagate-ttl

e VPNOODOODOODOODO
no mpls ip propagate-ttl forward

290



13.0 0000000

13.7/0SNMP OO O0O0O0O0O0O0O

13.710 00 SNMPO OO OO

O00000OQ00oOoOo SNMPOOOOOOOODOOODODODODOOODODOOOOO SNMPOOODOOOO
gboboboooobooboobobobooooo

e SNMPODOODOO
« HP OpenView Network Node Manager Ver4.0x (HP-UX O )
* HP OpenView Network Node Manager Ver5.01 (HP-UX O )
e HITACHIO JP1/Cm2/Network Node Manager

« RMONOOODOO
¢ NetScout Systems NetScout Manager Plus Ver5.2
¢ 3Com Transcend LANsentry Manager ver3.0

« 00O
HP OpenView 000 JP1/Cm2 00000000000 OO0OO0OO0ODOO JP1/Cm2/Network
Element Manager 000 0000000000000 000ODODOO0ODODOO0OOOOOODOOOODO
0000000000 dJP/Cm200000000000000 JP1/Cm2/Network Element Manager
ooooooooooo

13.720MBUOO0O0O0OOOODODOOOO

SNMPOOOOOOOO0O0O0O0O0O0O0000000000000000000000000000000
ooSNMPOOOOOOOOOOOOOOOOOOOOMIBOOODOODODODOOOOOOOOOO MIB
gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon
goooooooooooMIBOoOooOooOoOoOOOOOOODOODODOOODOODOOOOOOOO
gboboboooobooooboobobobobooooo

O10SNMPLOOOO0OO0OO0ODOODOOOODODO

SNMPOOOOOOOMIBOOOOOOOUOOOOUOOOOOOOOOOOSGOODDODDODODDODO

gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon
gbobobooobooboboboboboooboooooboobobob

s 00000000 ODOOOODOODO
Ooo0OoSNMPOOOOOOOOODOODOUOOUOOOOOUODUODUODUODUODUOODUODOODOOOOO
gbobooogo

- JOIPOOOCOCOOCOOOOOOOOCODODOODODODOO
gooooo0ooo0oobOoOoOooooOooooIpOOOMIBOOOODOOOOODOOODOOO

s DO000D0O0O0O0OOOOODOODOODOD
goooooooIpO0O00DOOO0ODOOOODOOOODOOOODOOOOOOMIBOODOOODO
gooooooOooOoooooooooMIBOooooooo cpUOOOOOOOOOOOMIBOO
gbobobooobooobogo

« ARPODODODODOO
00000000 ARPOUOUOUOOOOARPOOO MIBOOOODOODDOOOODOODOOOOO

« JOSNMPOOOOOOOOOODO
O0o00oOoOooOooooo SNMPOODOODOOODOODOODODOOOMIBOOOOOOOOOOOOO

291



13.00000000

« SNMPOOOOOOOOOOOO0O0O0O0OOO
gooooooooOooOoooOooOoUoUOoUoUoUoOoMIBOOO0O0oooooooood
gooooooooOoOoboooboooMIBOOOoOOoODOO

SNMPOOOOOOOOOOOODOODOOO
e OOOOOO
s OO0OOOOO
- JO0D00ODOO0OO0OOOOODOODOD

020 SNMPODOOOOODOOMBOODOOOOOOODO

000000000000000000000 MIBIOO0O0O000000000000000000Q
goooooosSNMPOOOOOOOOOOOOOOOOOOOOUODOOOODOOODOOOODODOODOO
gboobooooobooboboobooogon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gooooOoOooOoooooIPOOoOOOOOOOODOOOODOOOODOOOODOOOOOOOOO
SNMPOOOOOOOOOOOOOOOOOOOOOOODOOOOO

BCUOOOOOOOOOOOODOQOAX7800RO
SNMPOOOOOOOMIBOOOOOOOOOO BCUODOODOOOOODOOOOOOOOOOOO

gbooboooobooboboboboobooobooboboboboobooooobobOobon
gbooooooboz2o0b00b0o0ooooboobob

O30 VRRPOUOOOOOOOODOOOOODODO

VRRPOOODOODOOOOO JPI/Cm200000000VRRPOODODODOODOOODOOODOODDOO
D00000"%xxxxxxx 000000 yyyyyyyy OO OODODOO OxXXXXXXXXXXXX O SNMP O
zz.zz.zz.zzO OO DOOOOO 0xVVVVVVVWYVWYVW OOOO "OOODODODOOOOOOODOOO

0000JPI/Cm20000000000 (PODOOOOODOODOOOOOOO)O SNMPO MIBODO
o000 IPOO0ODODOO0OODOOO0ODOOO0DOO0OOOOO0ODODO0OOOOOOVRRPOODOO
0000000000 00oo0o0oDoo00ooo000oDooo00ooo00ooooooooooon
XX.XX.XX.XX,VY.YV.YyV.yy,2z.2z.zz.zz O OO0 0 IPOOODOODOO0OD0 OO O0xXXXXXXXXXXXXOOOOO
OO0000000o0xVVVVVVVWYWWWYWY OOOODOO MACOOOODODOOODOO

13.7.30JP1/Cm20 0000

292

0000000000 0oooooooooooJP/Cm20000000000000000O00OOJPY/
Cm200000000000000 JP1/Cm2/Network Element Manager 0000000000000
OO000D00000DATMOO0ODOOOOOODO0ODODDODO0OODOOOODOODODO0ODODOO0ODOOOOODOO
od

JP1/ICm2000000000000000O0O0OOOOOOOOOOOOOOOOOOOOOOOOOGO
gooooo

0131000000D0000D0O

ooooo oooocoon

ooooooooo ooo0ooooOoooobOooOooOoOoO0ooOoOooooOooooOooOOoOoOooOoooon
O




13.0 0000000

ooooo

oooocoono

oooocooo

oobooooooooo

ooboooooooooooooboOoboooOoooooooooooOoOoooOoooog

ooao

MIBOOOOOOO
oono

ooboooooooooboooooboooooooooooobooooooo
oobooooboooooooooooooon

13.740JP1/Cm200000000O00O0O0O0OO0O0OO

O000o0OoOoooooJr/ICm20000000000000000 13-20JP1/Cm2000000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
ooooooJrP/Cm2000000000000000O0

0 13-20JP1/ICm200000000O0O0O0O0O0O

goooo oo goooo gooooooog
og 0ooooo0o00ooooooag 10010 1001000
goooooo goIpPOD0OOO0OOOOOOOO
(ODDOOOOoOoOOoOoooo 0oOoo0ODO0O000IPOOOO
oooooooooOoOooooa gooooo0o0ooooooag
ooooooooooog) goooo
oo
IPOO ARPOOOOOOOOIPOOOO 0OOOO gooooooo 100
goooooono oooooo000ooooooag 1000
(OoDDOoOODO0oOoOOoOoOooo 0oooooo0oOoOoOoOoOooo
gooo0oooOoOoOOoIPOOOOO  O00000O0O0O0O00000
ooooooooooo)
oad
goooo OIPOOOOOOOOODO ping 100 50 1005000
gooooono goo0ooo0o00O0O0OoOoOoOoon
(OSNMPOOODOOODOOODO
ooooooooooooog)
oad
goooooo JPI/Cm2000000000O0O0O 0.80 5000
(OSNMPOOODOOODOOOD gooooooooo
gooooooo)
oo
gooooo oooooo000ooooooag 30 10 20

(OSNMPOOODOOODOOODO
gooooo)

ooo

oo 1o

gooooobooooooooobooooboooooooooooooooo0oooooooboOooooOoooon
gooooobooooooooobooooboooooooooooooooo0oooooooboOooooOoooon
JP1/Cm2000000000000000O00O00ODO

oo 20

gooooooooooooooboooooboooooOoooOooOooooooooo

oo 3o

goooooooooooo rpoOpOOoODOOODOODOODOOODOODOODOODOODOODOODO

293



13.00000000

oooooooooo
goooooooooooobooooooooooooooooooJrPCM200000000000000O0O
oo

294



13.0 0000000

13.80 0000 ougoon

13.8. 1000 sFlow I O O O

0000000000 sFlowDOOOO0O0D0D0O00O0D0D0O00O0O0O0OO0O0 sFlowOOOOOOOOODO
00000000000000000000000000000000 sFlow OO sFlow Datagram
Format v2 0 v4(RFC3176) 0 O O sFlow Datagram Format v20v4 000000000 sFlow D000
oooooooooo

e InMon Traffic Server Version 4.0.25(RedHat O )

13.82000 NetFlow D OO OO Od4oood

0000000000 NetFlow OO ODOOOOODODODOOOOOODOODOO NetFlowOOGQOQOGOO
0000000000000 000000000000000000D0O0D0O0 NetFlow O Cisco
NetFlow Version 50 Cisco NetFlow Version 80 Cisco NetFlow Version 90 0 000000000000
0000 NetFlowOOOQOOOOOoOOOOOODO

+ 0000000 flow-tools Ver0.67(RedHat 0 Free Soft) U 2
0000000 FlowScan Release-1.006(RedHat O Free Soft) 2
« 0000000000000 InMon Traffic Server Ver4.0.25(RedHat 0 ) P 1
- 000D0000D0D0DO00 Cisco CNS NetFlow Collection Engine Ver.5.0.1 5 3

00 10 Cisco NetFlow Version 50 00 0O
0 0 20 Cisco NetFlow Version 508 0 0 0

0 0O 30 Cisco NetFlow Version 50 8090 0 O

295



13.00000000

13.90 RADIUS 0000000

13.910 00 RADIUS O OO

O00OO00OO0OO0OO0OOO0RADIUSOOOOOOOOOOOOOOOOOOOOO RADIUSOOOOOOO
gdo0oOoO0OOoOoOoOoOOOOOOOOOUOOOOUOOOODOOODOOO RADIUSOOOOOO
gbobooooooobobobo

 Lucent Technologies NavisRadius (Windows NT/Solaris O )

13.9.20 RADIUS O 0O OO0

OOO0OORADIUSOOOOOOOOOOOOOOOOOOOOOO

O10RADIUSOOODOOOCOODODOO

RADIUSOOCOOOOCO NASOOOOODOOODOOODOOODOODODOOODODODODOODOD IPOOOOOOOOOOO
ooooooooooOo0oDooOoobOoOoOoooOoOo IPOODOOO0ODOOODOOOOODOOODO

- J000000000000O0 localraddress 0000000000 OOOOOOOOOOOOOO
ooooooopoopoo IpooOoDODOODOOOOOO
- J0000DOOO0DODOOOODDOOODOOODOODOOODOOOIPODOOODOOODOODO

gooooOoOoOoOoOoOOOOOOOOOOOOOOORADIUSOOOOOOOOOOOOOOOOOO
goooOoOoOooooIpOOODOOOODOODOOOOOOOOOOOOOOORADIUSOOOOOOO
gdoooOoOoCOOoOO0O0O0O0OOOOO0OO0OU0OOOUOOUOOUODOUDUODOODDL RADIUSOOODDOO
gboobooooooboobobobooooooobooboboooon

O20 RADIUSOOOOODOODO

RADIUSOOOOODODO Reply-Message 100 0000000000000 O0O0O0O0O0O0O0O0O0O00O0O0O
OOOOOCORADIUSOOOOOO Reply-Message 1000000000000 OOOORADIUSODO
gboboooooobooboboboboooboooooboon

O30 RADIUSOOOOODOOODO

296

RADIUSOOCOOOOCOCOOCOOOOORFC28650 18120 0000000000000 0OOOOO
OO0O0OOOORADIUSOOOO0OO0OO0OO00O1812000000000000000O0O0OOO RADIUS
obob1812000000000000000000 1645000000000000000000OO
0000000000 00D0O0000 auth port 000000 1645000000000 0 auth_portO
000000 10655350 0000000000000RADIUSOU0ONOONOOOOOOOOOOOO
gOo0OCOOOOoOO0O0O0C0Oauth port 0000000000 O0O0O00000000O0O0O0O00O0O0O
000 Vol.2012. RADIUSO OOOOOOODOODO



13.0 0000000

13.100 TACACS+ U 00O OO0

13.1010 0 0 TACACS+ 0 0O O

0000000 0OO0OoRADIUSODODODOODOODOODOODODOODOODOODODO TACACS+OOOOOO
0000000000000 00000U0U0UOUUUUULOUUOUUOOO TACACS+tOOOOOO
gbobobooobooboboboboboooo

* Cisco Secure ACS v3.1 (Windows O )

13.10.20 TACACS+ O OO OO0

- 0000 TACACS+OO0O0ODOO0O0OO0O00O0O0OServiceDO0DDOOOO0OO0O0OODODOOTACACS+
00000000000 oOooooos26CLIDOOODOODOOODOOOOOOOOOOO

- J000000000000O0 localaddress 0000000000 OOOOOOOOOOOOOO
goooooobooooIpO0OO0DOOOODOOOO

207






Jdoboobotdtddoood

gddoodoodooooooooobooooobboobooobbn
goddgdoogooo

1410000000

299



14.0000000000000000

1410000000

boboooooboobobobobobooooobooboon

1411000000000

300

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbooooooobo

0141000000000000OO000DOO0O0DOCO0OO

T {4
Fy b /\ Fy b




4

o0 ADOODO

00 BOOO (Acknowledgments)

oocooood

301



00A0O0O000

OO0 A0DO0OO0OO

OO0 AM000D0DOO

OA1DD000D0OOOO0DOOOOODODOOODO

oo

oo

oo

10BASE-TO
100BASE-TXO

ISO/IEC 8802.3
[ANSI/IEEE Std 802.3]

CSMA/CD Access Method and Physical Layer Specifications

1000BASE-TO

IS0 8802.2 Logical Link Control (LLC)
1000BASE-XU [ANSI/IEEE Std 802.2]
10GBASE-RO - —
10GBASE-W IEEE 802.1Q IEEE Standards for Local and Metropolitan Networks : Virtual
Bridged local Area Networks U
IEEE Std 802.3x-1997 Specification for 802.3x Full Duplex Operation
Ethernet V 2.0 The Ethernet-A Local Area Network:Data Link Layer and
Physical Layer Specifications
RFC 894 Standard for the Transmission of IP Datagrams over Ethernet
Networks.
RFC1042 Standard for the Transmission of IP Datagrams over IEEE802
Networks.
RFC1398 Definitions of Managed Objects for the Ethernet-like Interface
Types.
RFC1757 Remote Network Monitoring Management Information Base.
RFC2464 Transmission of IPv6 Packets over Ethernet Networks
10GBASE-RO IEEE 802.3ae Media Access Control(MAC) Parameters, Physical Layer, and
10GBASE-W Standard-2002 Management Parameters for 10Gb/s Operation

OO01000BASE-LHO O OOOOOOO0O0O0000000000000000000000
OO0OOGVRP/GMRPOOOOOOO0OO0O0OO

OA2000000000000D00000

oo

oo

IEEE802.3ad

Aggregation of Multiple Link Segments

(IEEE Std 802.3ad-2000)

00 A.20 POS
O A30POSOOOOO
oo oo oo
0C-192¢/STM-64 POS ITU-T G.691(10/2000) Optical interfaces for single channel STM-64,

302

STM-256 systems and other SDH systems with
optical amplifiers

Bellcore GR-253-COREIssue 2 Synchronous Optical Network (SONET) Transport

Revision 2 Systems: Common Generic Criteria

RFC1332 The PPP Internet Protocol Control Protocol (IPCP)

RFC1377 The PPP OSI Network Layer Control Protocol
(OSINLCP)

RFC1661 The Point-to-Point Protocol (PPP)




00 A0O0O000

oo oo oo
RFC1662 PPP in HDLC-like Framing
RFC2472 IP Version 6 over PPP
RFC2615 PPP over SONET/SDH
0C-48¢/STM-16 POS ITU-T G.957(06/99) Optical interfaces for equipments and systems
relating to the synchronous digital hierarchy
ITU-T G.958(11/94) Digital line systems based on the synchronous

digital hierarchy for use on optical fiber cables

Bellcore GR-253-COREIssue2 = Synchronous Optical Network (SONET) Transport

Revision 2 Systems: Common Generic Criteria
RFC1332 The PPP Internet Protocol Control Protocol (IPCP)
RFC1377 The PPP OSI Network Layer Control Protocol
(OSINLCP)
RFC1661 The Point-to-Point Protocol (PPP)
RFC1662 PPP in HDLC-like Framing
RFC2472 IP Version 6 over PPP
RFC2615 PPP over SONET/SDH
OO0 A30IPv4ad0 00 don
O0A40IPOO0ODOO 400000000003
OOOO (0000 ) ooo

RFC791(19810 90)

Internet Protocol

RFC792(19810 90)

Internet Control Message Protocol

RFC826(19820 110 )

An Ethernet Address Resolution Protocol: Or converting network
protocol addresses to 48.bit Ethernet address for transmission on
Ethernet hardware

RFC922(1984 0 100 )

Broadcasting Internet datagrams in the presence of subnets

RFC950(19850 80 )

Internet Standard Subnetting Procedure

RFC1027(1987 0 100 )

Using ARP to implement transparent subnet gateways

RFC1122(19890 100 )

Requirements for Internet hosts-communication layers

RFC1519(1993 0 90 )

Classless Inter-Domain Routing (CIDR):an Address Assignment and
Aggregation Strategy

RFC1812(19950 60 )

Requirements for IP Version 4 Routers

RFC1933(1996 0 40 )

Transition Mechanisms for IPv6 Hosts and Routers

O A-50DHCP/BOOTPOOOONOOOOOOOOOOOOOOO

0000 (0000 )

oono

RFC1542(1993 0 100 )

Clarifications and Extensions for the Bootstrap Protocol

RFC1812(19950 60 )

Requirements for IP Version 4 Routers

RFC2131(19970 30 )

Dynamic Host Configuration Protocol

RFC3046(2001 0 10 )

DHCP Relay Agent Information Option

303



00A0O0O000

O A6ODHCPODOODOODOODOODO

0000 (0000)

ooo

RFC2131(19970 30 )

Dynamic Host Configuration Protocol

RFC2132(19970 30 )

DHCP Options and BOOTP Vendor Extensions

RFC2136(19970 40 )

Dynamic Updates in the Domain Name System (DNS UPDATE)

RFC3679(20040 10 )

Unused Dynamic Host Configuration Protocol (DHCP) Option Codes

O A7O0DNSOO0ODOOODOODO

0000 (oo00o)

ooo

RFC1034(19870 30 )

Domain names - concepts and facilities

RFC1035(19870 30 )

Domain names - implementation and specification

00O A.40 RIP/OSPF

0O A-8BORIP/OSPFOOOCOOODOOODO

00 A50BGP40 OP-BGPO

304

0000 (0000)

ooo

RFC1058(1988 0 60 )

Routing Information Protocol

RFC2453(1998 0 110 )

RIP Version 2

RFC2328(1998 0 40 )

OSPF Version 2

RFC1587(1994 0 30 )

The OSPF NSSA Option

RFC1519(19930 90 )

Classless Inter-Domain Routing(CIDR): an Address Assignment and
Aggregation Strategy

RFC2370(1998 0 70 )

The OSPF Opaque LSA Option

RFC3623(20030 110 )

Graceful OSPF Restart

RFC3137(2001 0 60 )

OSPF Stub Router Advertisement

RFC5309(2008 0 100 )

Point-to-Point Operation over LAN in Link State Routing Protocols

O A90BGP4OOOODOOODO

0000 (oo00o)

ooo

RFC1771(19950 30 )

A Border Gateway Protocol 4 (BGP-4)

RFC2796(20000 40 )

BGP Route Reflection An alternative to full mesh IBGP

RFC1997(1996 0 80 )

BGP Communities Attribute

RFC1519(19930 90 )

Classless Inter-Domain Routing(CIDR): an Address Assignment and
Aggregation Strategy

RFC1965(1996 0 6 0 )

Autonomous System Confederation for BGP

RFC2842(20000 50 )

Capabilities Advertisement with BGP-4

RFC2918(20000 90 )

Route Refresh Capability for BGP-4

RFC2385(1998 0 80 )

Protection of BGP Sessions via the TCP MD5 Signature Option




00 A0O0O000

0000 (0000 )

oono

RFC4893(2007 0 30 )

BGP Support for Four-octet AS Number Space

RFC5396(2008 0 120 )

Textual Representation of Autonomous System (AS) Numbers

draft-ietf-idr-restart-10.txt
(20040 60 )

Graceful Restart Mechanism for BGP

draft-ietf-idr-bgp-ext-communities-09.

txt
(20050 70)

BGP Extended Communities Attribute

RFC2858(20000 60 )

Multiprotocol Extensions for BGP-4

RFC3107(2001 0 50 )

Carrying Label Information in BGP-4

draft-ietf-13vpn-rfc2547bis-03.txt
(20040 100 )

BGP/MPLS IP VPNs

00O A.e0 IS-1SO OP-ISISO

OA1001S-ISO 000000000

oooo

oono

ISO 9542:1988

Information processing systems - Telecommunications and information
exchange between systems - End system to Intermediate system
routing exchange protocol for use in conjunction with the Protocol for
providing the connectionless-mode network service (ISO 8473)

ISO/MTEC 10589:1992

Information technology - Telecommunications and information
exchange between system - Intermediate system to Intermediate
system intra-domain routing information exchange protocol for use in
conjunction with the protocol for providing the connectionless-mode
Network Service (ISO 8473)

RFC1195(19900 120 )

Use of OSI IS-IS for Routing in TCP/IP and Dual Environments

RFC2763(20000 20 )

Dynamic Hostname Exchange Mechanism for IS-IS

RFC2966(2000 0 100 )

Domain-wide Prefix Distribution with Two-Level IS-IS

RFC3277(2002 0 40 )

Intermediate System to Intermediate System (IS-IS) Transient
Blackhole Avoidance

RFC3373(20020 90 )

Three-Way Handshake for IS-IS Point-to-Point Adjacencies

RFC3567(20030 70 )

Intermediate System to Intermediate System (IS-IS) Cryptographic
Authentication

RFC3784(2004 0 60 )

Intermediate System to Intermediate System (IS-IS) Extensions for
Traffic Engineering (TE)

RFC3847(2004 000 )

Restart Signaling for Intermediate System to Intermediate System
(IS-18)

draft-ietf-isis-ipv6-06.txt
(20050 100 )

Routing IPv6 with IS-IS

OO0 A.70 BFDO OP-BFDO

OANMOBFDOOOOOOOOOO

0000 (oo0oo)

ooo

draft-ietf-bfd-mib-02.txt
(20050 60)

Bidirectional Forwarding Detection Management Information Base

305



00A0O0O000

0OOoO0O(00O00)

oono

draft-ietf-bfd-base-05.txt
(20060 60 )

Bidirectional Forwarding Detection

draft-ietf-bfd-v4v6-1hop-05.txt
(20060 60 )

BFD for IPv4 and IPv6 (Single Hop)

draft-ietf-bfd-generic-02.txt
(20060 60 )

Generic Application of BFD

OO0 A8OIPVvAO0ODODOOOODOOP-MLTO

OO0 A9UIPve D OO OQOO

306

OA120IPOOOODOOOODDOOODOOOOO

0000 (0000)

ooo

RFC2236

Internet Group Management Protocol,Version2

draft-ietf-idmr-dvmrp-v3-06.txt
(19980 30 )

Distance Vector Multicast Routing Protocol

draft-ietf-pim-v2-dm-03.txt
(19990 60 )

Protocol Independent Multicast Version2 Dense Mode Specification

RFC2362

Protocol Independent Multicast-Sparse Mode (PIM-SM) : Protocol
Specification

draft-ietf-pim-sm-v2-new-05.txt
(20020 30)5 !

Protocol Independent Multicast-Sparse Mode (PIM-SM) : Protocol
Specification (Revised)

RFC2932 IPv4 Multicast Routing MIB

RFC2933 Internet Group Management Protocol MIB
RFC2934 Protocol Independent Multicast MIB for IPv4
RFC3376 Internet Group Management Protocol, Version 3

RFC4601(2006 0 80 ) U 2

Protocol Independent Multicast-Sparse Mode (PIM-SM) : Protocol
Specification (Revised)

draft-ietf-pim-sm-bsr-07.txt o2

Bootstrap Router (BSR) Mechanism for PIM

00 1000000 PIM-SSMOOOOOOOOOOOOO
002000000 PIMHelloOOOODOO GenerationIDO DRPriority 000000000000

OA130IP6O0O0OO00ODOOOOODOOOODO

0000 (0000)

ooo

RFC2373(1998 0 70 )

IP Version 6 Addressing Architecture

RFC2460(1998 0 120 )

Internet Protocol, Version 6 (IPv6) Specification

RFC2461(1998 0 120 )

Neighbor Discovery for IP Version 6 (IPv6)

RFC2462(1998 0 120 )

IPv6 Stateless Address Autoconfiguration

RFC2463(1998 0 120 )

Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification

RFC2473(1998 0 120 )

Generic Packet Tunneling in IPv6 Specification

RFC2710(1999 0 100 )

Multicast Listener Discovery for IPv6




00 A0O0O000

0000 (0000 )

oono

RFC3056(2001 O

20)

Connectioin of IPv6 Domains via IPv4 Clouds

draft-ietf-ipv6-deprecate-rh0-01.txt

(20070 60)

Deprecation of Type 0 Routing Headers in IPv6

O A140IPv6e DHCPO OO OOOOOOOOOOOO

0000 (0000 )

oono

RFC3315(2003 O

70)

Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

RFC3633(2003 O

120)

IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP)
version 6

RFC3646(2003 O

120)

DNS Configuration Options for DHCPv6

RFC4075(2005 O

30)

Simple Network Time Protocol (SNTP) Configuration Option for
DHCPv6

RFC3319(2003 O

70)

Dynamic Host Configuration Protocol (DHCPv6)
Options for Session Initiation Protocol (SIP) Servers

RFC3736(2004 O

40)

Stateless Dynamic Host Configuration Protocol (DHCP) Service for
IPv6

00O A.100 RIPng/OSPFv3

O A-150RIPng/OSPRV3 0 000000000

0000 (0ooo) ooo
RFC2080(19970 10 ) RIPng for IPv6
RFC2740(1999 0 120 ) OSPF for IPv6

RFC3623(2003 O

110)

Graceful OSPF Restart

draft-kompella-ospf-opaquev2-00.txt

(20020 100)

OSPFv2 Opaque LSAs in OSPFv3

RFC3137(2001 O

60)

OSPF Stub Router Advertisement

RFC5309(2008 O

100)

Point-to-Point Operation over LAN in Link State Routing Protocols

OO0 A110 BGP4+0 OP-BGPO

0 A160BGP4+000000OOCOOO

0000 (0000 )

oono

RFC1771(1995 O

30)

A Border Gateway Protocol 4 (BGP-4)

RFC2545(1999 O

30)

Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing

RFC2858(2000 O

60)

Multiprotocol Extensions for BGP-4

RFC2842(2000 O

50)

Capabilities Advertisement with BGP-4

RFC2796(2000 O

40)

BGP Route Reflection An alternative to full mesh IBGP

RFC1965(1996 O

60)

Autonomous System Confederation for BGP

RFC2918(2000 O

90)

Route Refresh Capability for BGP-4

RFC1997(1996 O

80)

BGP Communities Attribute

307



00A0O0O000

0000 (0000)

ooo

RFC2385(1998 0 80 )

Protection of BGP Sessions via the TCP MD5 Signature Option

RFC4893(2007 0 30 )

BGP Support for Four-octet AS Number Space

RFC5396(2008 0 120 )

Textual Representation of Autonomous System (AS) Numbers

draft-ietf-idr-restart-10.txt
(20040 60 )

Graceful Restart Mechanism for BGP

OO0 A120IPve 0000 0O0OOOOP-MLTO

OA170IPV60O0O0O0O0OOOOODODOOODOOOO

0000 (0000)

ooo

RFC2710(1999 0 100 )

Multicast Listener Discovery (MLD) for IPv6

RFC2362(1998 0 60 )

Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol
Specification

draft-ietf-pim-sm-v2-new-03.txt
(20010 70)0 !

Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol
Specification (Revised)

draft-ietf-pim-sm-v2-new-05.txt
(20020 30 )0 2

Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol
Specification (Revised)

RFC3810(2004 0 60 )

Multicast Listener Discovery Version 2 (MLDv2) for IPv6

RFC4601(2006 0 80 )U 3

Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol
Specification (Revised)

draft-ietf-pim-sm-bsr-07.txt U 3

Bootstrap Router (BSR) Mechanism for PIM

001000000 Ipve0000OO0OODODOODDOO
002000000 PIM-SSMOOOOOOOOOO
003000000 PIMHelloOOOOODO GenerationIDOOOOOOOOOOOOO

00O A.130 MPLSO OP-MPLSO

308

OA180MPLSOO0O0OOOOO0O0O

0000 (o0o00o)

ooo

RFC3031(20010 10)

Multiprotocol Label Switching Architecture

RFC3032(20010 10 )

MPLS Label Stack Encoding

RFC3215(20020 10 )

LDP State Machine

RFC3036(20010 10 )

LDP Specification

RFC3270(2002 0 50 )

MPLS Support of Differentiated Services

RFC3443(20030 10 )

Time To Live (TTL) Processing in Multiprotocol Label Switching
(MPLS) Networks

draft-ietf-mpls-1dp-mib-07.txt
(20000 80)

Definitions of Managed Objects for the Multiprotocol Label Switching,
Label Distribution Protocol (LDP)

draft-ietf-13vpn-rfc2547bis-03.txt
(20040 100 )

BGP/MPLS IP VPNs

draft-ietf-mpls-icmp-03.txt
(20050 80)

ICMP Extensions for MPLS




00 A0O0O000

0000 (0000 )

oono

RFC2858(20000 6 0 )

Multiprotocol Extensions for BGP-4

RFC3107(2001 0 50 )

Carrying Label Information in BGP-4

draft-ietf-idr-bgp-ext-communities-09.
txt
(20050 70 )

BGP Extended Communities Attribute

draft-ietf-pwe3-ethernet-encap-10.txt
(20050 60 )

Encapsulation Methods for Transport of Ethernet Frames Over MPLS
Networks

draft-ietf-pwe3-control-protocol-17.txt
(20050 60 )

Pseudowire Setup and Maintenance using the Label Distribution
Protocol

draft-ietf-pwe3-iana-allocation-11.txt
(20050 60 )

IANA Allocations for pseudo Wire Edge to Edge Emulation (PWE3)

draft-ietf-mpls-lsp-ping-09.txt
(20050 50 )

Detecting MPLS Data Plane Failures

0 O A.140 Diff-serv

O A190Diffserv000000OCODODO

0000 (0O00o)

ooo

RFC2474(1998 0 120 )

Definition of the Differentiated Services Field(DS Field) in the IPv4 and
IPv6 Headers

RFC2475(1998 0 120 )

An Architecture for Differentiated Services

RFC2597(1999 0 6 0 )

Assured Forwarding PHB Group

RFC2598(1999 0 6 0 )

An Expedited Forwarding PHB

00O A.150 VRRP

0O A200VRRPOOOODODOOOOD

0000 (0O00o)

ooo

RFC2338(1998 0 40 )

Virtual Router Redundancy Protocol

draft-ietf-vrrp-ipv6-spec-02.txt
(20020 20)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-ipv6-spec-07.txt
(20040 100)

Virtual Router Redundancy Protocol for IPv6

RFC3768(2004 0 40 )

Virtual Router Redundancy Protocol

draft-ietf-vrrp-unified-mib-04.txt
(20050 90 )

Definitions of Managed Objects for the VRRP over IPv4 and IPv6

309



00A0O0O000

00O A.160 IEEE802.3ah/UDLD

0 A-210 IEEE802.3ah/UDLD OO0 O0OOOOOOO

0000 (oo00o)

ooo

IEEE802.3ah(2004 0 90 )

Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/
CD) Access Method and Physical Layer Specifications

Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks

00 A170 SNMP

310

O A220SNMPOOCOOCOCOOOO

0000 (oo0oo)

ooo

RFC1155(1990 O

50)

Structure and Identification of Management Information for TCP/
IP-based Internets

RFC1157(1990 O

50)

A Simple Network Management Protocol (SNMP)

RFC1213(1991 O

30)

Management Information Base for Network Management of TCP/
IP-based internets: MIB-II

RFC1354(1992 O

70)

IP Forwarding Table MIB

RFC1471(1993 O

60 )

The Definitions of Managed Objects for the Link Control Protocol of the
Point-to-Point Protocol

RFC1473(1993 O

60 )

The Definitions of Managed Objects for the IP Network Control Protocol
of the Point-to-Point Protocol

RFC1474(1993 O

60 )

The Definitions of Managed Objects for the Bridge Network Control
Protocol of the Point-to-Point Protocol

RFC1643(1994 O

70)

Definitions of Managed Objects for the Ethernet-like Interface Types

RFC1657(1994 O

70)

Definitions of Managed Objects for the Fourth Version of the Border
Gateway Protocol (BGP-4) using SMIv2

RFC1757(1995 O

20)

Remote Network Monitoring Management Information Base

RFC1850(1995 O

110)

OSPF Version2 Management Information Base

RFC1901(1996 O

10)

Introduction to Community-based SNMPv2

RFC1902(1996 O

10)

Structure of Management Information for Version 2 of the Simple
Network Management Protocol (SNMPv2)

RFC1903(1996 O

10)

Textual Conventions for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC1904(1996 O

10)

Conformance Statements for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1905(1996 O

10)

Protocol Operations for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC1906(1996 O

10)

Transport Mappings for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC1907(1996 O

10)

Management Information Base for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1908(1996 O

10)

Coexistence between Version 1 and Version 2 of the Internet-standard
Network Management Framework

RFC2233(1997 O

110)

The Interfaces Group MIB using SMIv2




00 A0O0O000

0000 (0000 )

oono

RFC2452(1998 0 120 )

IP Version 6 Management Information Base for the Transmission
Control Protocol

RFC2454(1998 0 120 )

IP Version 6 Management Information Base for the User Datagram
Protocol

RFC2465(1998 0 120 )

Management Information Base for IP Version 6: Textual Conventions
and General Group

RFC2466(1998 0 120 )

Management Information Base for IP Version 6: ICMPv6 Group

RFC2578(1999 0 40 )

Structure of Management Information Version 2 (SMIv2)

RFC2579(1999 0 40 )

Textual Conventions for SMIv2

RFC2580(1999 0 40 )

Conformance Statements for SMIv2

RFC2787(20000 30 )

Definitions of Managed Objects for the Virtual Router Redundancy
Protocol

RFC2932(20000 100 )

IPv4 Multicast Routing MIB

RFC2933(20000 100 )

Internet Group Management Protocol MIB

RFC2934(20000 100 )

Protocol independent Multicast MIB for IPv4

RFC3410(2002 0 120 )

Introduction and Applicability Statements for Internet Standard
Management Framework

RFC3411(2002 0 120 )

An Architecture for Describing Simple Network Management Protocol
(SNMP) Management Frameworks

RFC3412(2002 0 120 )

Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP)

RFC3413(2002 0 120 )

Simple Network Management Protocol (SNMP) Applications

RFC3414(2002 0 120 )

User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3)

RFC3415(2002 0 120 )

View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP)

RFC3416(2002 0 120 )

Version 2 of the Protocol Operations for the Simple Network
Management Protocol (SNMP)

RFC3417(2002 0 120 )

Transport Mappings for the Simple Network Management Protocol
(SNMP)

RFC3418(2002 0 120 )

Management Information Base (MIB) for the Simple Network
Management Protocol (SNMP)

RFC3584(2003 0 80 )

Coexistence between Version 1, Version 2, and Version 3 of the Internet-
standard Network Management Framework

OO0 A.180 sFlow

O A230sFlowOD0000COO0DOO

0000 (0000 )

oono

RFC3176(2001 0 90 )

InMon Corporation's sFlow: A Method for Monitoring Traffic in
Switched and Routed Networks

311



00A0O0O000

00O A.190 NetFlowd OP-ADVQO

O A-240NetFlow D 0D OO0O00OO0O0ODO

0000 (oo00o) ooo

RFC3954(2004 0 100 ) Cisco Systems NetFlow Services Export Version 9

00O A.200 LLDP

O A20LLDPOCOODODODOOODO

0000 (0000) ooo

IEEES02.1AB/D6.0(2003 0 100 ) Draft Standard for Local and Metropolitan Networks: Station and
Media Access Control - Connectivity Discovery

00 A.210 RADIUS/TACACS+/TELNET/FTP

O A-260 RADIUS/TACACS+ 0 00000000000

OO00O(0000) ooo
RFC2865(20000 60 ) Remote Authentication Dial In User Service(RADIUS)
RFC2866(20000 60 ) RADIUS Accounting
draft-grant-tacacs-02.txt The TACACS+ Protocol Version 1.78
(19970 10)

O A-270O0 TELNET/FTPOODOOOOOOOCOOO

0000 (0O0o0o) ooo
RF(C854(1983 0 50 ) TELNET PROTOCOL SPECIFICATION
RFC855(1983 0 50 ) TELNET OPTION SPECIFICATIONS
RFC959(1985 0 100 ) FILE TRANSFER PROTOCOL (FTP)

00 A.220 SYSLOG

O A-280SysLoGOOOOOOOOOoOoOO

OooOo(o0O0oo) 0oo
RFC3164(2001 0 80 ) The BSD syslog Protocol
00 A.230 NTP
O A20NTPODOODODOODOOOOOO
0ooo(00oo) 00O
RFC1305(1992 0 30 ) Network Time Protocol (Version 3)
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[GateD]
Copyright notice:
(C) 1995, 1996, 1997, 1998 The Regents of the University of Michigan

All rights reserved.

Gate Daemon was originated and developed through release 3.0 by Cornell University and its
collaborators.
GateD Release 9.3.3
Copyright (C) 2003 NextHop Technologies, Inc.
All rights reserved.
Copyright (C) 2001 by NextHop Technologies, Inc. and its licensors.
All rights reserved.
Except as stated herein, none of the software and accompanying documentation "materials")
provided by NextHop may be copied, reproduced, distributed, republished, downloaded, displayed,
posted or transmitted in any form or by any means, including, but not limited to, electronic,
mechanical, photocopying, recording, or otherwise, without the prior written permission of
NextHop. All copyright and other proprietary notices contained within NextHop materials must be
retained unless otherwise stated. Permission terminates automatically if any of these terms or
conditions is breached. Upon termination, all applicable NextHop materials must be immediately
destroyed. Any unauthorized use of any NextHop materials may violate copyright laws, trademark
laws, the laws of privacy and publicity, and communications regulations and statutes.
Notice: Acceptance of Terms of Use Use of NextHop material is subject to certain Terms of Use,
which constitute a legal agreement between you and NextHop. By using this material, you
acknowledge that you have read, understood, and agree to be bound by the Terms of Use. Please
review the Terms of Use. A copy of NextHop's Terms of Use is available upon request or on the web
at http://www.nexthop.com. If you do not agree to the terms, do not use these materials.
Restricted Rights Legend
This software and any associated documentation are provided with RESTRICTED RIGHTS. The
Government's rights to use, modify, reproduce, release, perform, display or disclose are restricted by
paragraph (b)(3) of the Rights in Noncommercial Computer Software and Noncommercial Computer
Software Documentation clause at DFAR 252.227-7014 (Jun 95), and the other restrictions and
terms in paragraph (g)(3)() of Rights in Data-General clause at FAR 52.227-14, Alternative III (Jun
87) and paragraph (c)(2) of the Commercial Computer Software-Restricted Rights clause at FAR
52.227-19 (Jun 87), contained in the above identified contract. Any reproduction of computer
software or portions thereof marked with this legend must also reproduce the markings. Any person,
other than the Government, who has been provided access to such software must promptly identify
the Contractor. The Contractor/Licensor is NextHop Technologies, Inc. located at 517 West William
Street, Ann Arbor, MI 48103.

[SNMP]

Copyright 1988-1996 by Carnegie Mellon University
All Rights Reserved
O
Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU not be used in advertising or publicity pertaining to distribution of the
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software without specific, written prior permission.

0

CMU DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL CMU
BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some of this software has been modified by BBN Corporation and is a derivative of software
developed by Carnegie Mellon University. Use of the software remains subject to the original
conditions set forth above.

Some of this software is Copyright 1989 by TGV, Incorporated but subject to the original conditions
set forth above.

Some of this software is Copyright (C) 1983,1988 Regents of the University of California. All rights
reserved.

O

Redistribution and use in source and binary forms are permitted provided that this notice is
preserved and that due credit is given to the University of California at Berkeley. The name of the
University may not be used to endorse or promote products derived from this software without
specific prior written permission. This software is provided "as is" without express or implied

warranty.

* Primary Author:

Steve Waldbusser

a

* Additional Contributors:

Erik Schoenfelder (schoenfr@ibr.cs.tu-bs.de): additions, fixes and enhancements for Linux by 1994/
1995.

David Waitzman: Reorganization in 1996.

g

Wes Hardaker <hardaker@ece.ucdavis.edu>: Some bug fixes in his UC

Davis CMU SNMP distribution were adopted by David Waitzman

a

David Thaler <thalerd@eecs.umich.edu>: Some of the code for making the agent embeddable into
another application were adopted by David Waitzman

a

Many more over the years...

[BSDI Internet Server]

BERKELEY SOFTWARE DESIGN, INC.

a

Copyright (C) 1992, 1993, 1994, 1995, 1996, 1997 Berkeley Software Design, Inc.

This product includes BSDI Internet Server developed by Berkeley Software Design, Inc.
a

THE REGENTS OF THE UNIVERSITY OF CALIFORNIA

0
All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is
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copyrighted by The Regents of the University of California.

O

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994

The Regents of the University of California. All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California,
Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

O

The Institute of Electrical and Electronics Engineers and the American National Standards
Committee X3, on Information Processing Systems have given us permission to reprint portions of
their documentation.

O

In the following statement, the phrase "this text" refers to portions of the system documentation.
O

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking
Software Release, from IEEE Std 1003.1-1988, IEEE Standard Portable Operating System
Interface for Computer Environments (POSIX), copyright C 1988 by the Institute of Electrical and
Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original
IEEE Standard, the original IEEE Standard is the referee document.

O

In the following statement, the phrase "This material" refers to portions of the system
documentation.

O

This material is reproduced with permission from American National Standards Committee X3, on
Information Processing Systems. Computer and Business Equipment Manufacturers Association
(CBEMA), 311 First St., NW, Suite 500, Washington, DC 20001-2178. The developmental work of
Programming Language C was completed by the X3J11 Technical Committee.

O
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The views and conclusions contained in the software and documentation are those of the authors
and should not be interpreted as representing official policies, either expressed or implied, of the
Regents of the University of California.
a
Contributors

Sun Microsystems, Inc.

Keith Muller

Mark Nudelman

Jan-Simon Pendry
g

AT&T (DAVID M. GAY)

Copyright (C) 1991 by AT&T.

g

Permission to use, copy, modify, and distribute this software for any purpose without fee is hereby
granted, provided that this entire notice is included in all copies of any software which is or includes
a copy or modification of this software and in all copies of the supporting documentation for such
software.

O

THIS SOFTWARE IS BEING PROVIDED "AS IS", WITHOUT ANY EXPRESS OR IMPLIED
WARRANTY. IN PARTICULAR, NEITHER THE AUTHOR NOR AT&T MAKES ANY
REPRESENTATION OR WARRANTY OF ANY KIND CONCERNING THE MERCHANTABILITY
OF THIS SOFTWARE OR ITS FITNESS FOR ANY PARTICULAR PURPOSE.

O

INFO-ZIP GROUP

This product includes Info-ZIP's software which is used for a part of the boot program. Info-ZIP's
software (ZIP, UnZip and related utilities) is free and can be obtained as source code or executables
from various bulletin board services and anonymous-ftp sites, including CompuServe's IBMPRO

forum and ftp.uu.net:/pub/archiving/zip/*.

INTERNET SOFTWARE CONSORTIUM

Copyright (C) 1996 by Internet Software Consortium.

a

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all
copies.

a

THE SOFTWARE IS PROVIDED "AS IS" AND INTERNET SOFTWARE CONSORTIUM
DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
INTERNET SOFTWARE CONSORTIUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT,
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

SIGMASOFT, TH. LOCKERT

Copyright (C) 1994 SigmaSoft, Th. Lockert <tholo@sigmasoft.com>
All rights reserved.
O
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

g

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

SUN MICROSYSTEMS, INC.
Copyright (C) 1984, 1985, 1986, 1987, 1988, 1993 Sun Microsystems, Inc.
a
Sun RPC is a product of Sun Microsystems, Inc. and is provided for unrestricted use provided that
this legend is included on all tape media and as a part of the software program in whole or part.
Users may copy or modify Sun RPC without charge, but are not authorized to license or distribute
it to anyone else except as part of a product or program developed by the user.
g
SUN RPC IS PROVIDED AS IS WITH NO WARRANTIES OF ANY KIND INCLUDING THE
WARRANTIES OF DESIGN, MERCHANTIBILITY AND FITNESS FOR A PARTICULAR
PURPOSE, OR ARISING FROM A COURSE OF DEALING, USAGE OR TRADE PRACTICE.
g
Sun RPC is provided with no support and without any obligation on the part of Sun Microsystems,
Inc. to assist in its use, correction, modification or enhancement.
a
SUN MICROSYSTEMS, INC. SHALL HAVE NO LIABILITY WITH RESPECT TO THE
INFRINGEMENT OF COPYRIGHTS, TRADE SECRETS OR ANY PATENTS BY SUN RPC OR
ANY PART THEREOF.
a
In no event will Sun Microsystems, Inc. be liable for any lost revenue or profits or other special,
indirect and consequential damages, even if Sun has been advised of the possibility of such damages.
a
Sun Microsystems, Inc.
2550 Garcia Avenue
Mountain View, California 94043

UNIVERSITY OF TORONTO
Copyright (C) 1986 by University of Toronto.
Written by Henry Spencer. Not derived from licensed software.
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O

Permission is granted to anyone to use this software for any purpose on any computer system, and
to redistribute it freely,

subject to the following restrictions:

O

1. The author is not responsible for the consequences of use of this software, no matter how awful,
even if they arise from defects in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission.
3. Altered versions must be plainly marked as such, and must not be misrepresented as being the
original software.

WASHINGTON UNIVERSITY IN SAINT LOUIS

Copyright (C) 1993, 1994 Washington University in Saint Louis

All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met: 1. Redistributions of source code must retain the
above copyright notice, this list of conditions and the following disclaimer. 2. Redistributions in
binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution. 3. All
advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the Washington University in Saint
Louis and its contributors. 4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior written
permission.

O

THIS SOFTWARE IS PROVIDED BY WASHINGTON UNIVERSITY AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL WASHINGTON UNIVERSITY OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

WILDBOAR

Portions or all of this file are Copyright (C) 1994,1995,1996

Yoichi Shinoda, Yoshitaka Tokugawa, WIDE Project, Wildboar Project and Foretune. All rights
reserved.

a

This code has been contributed to Berkeley Software Design, Inc. by the Wildboar Project and its
contributors.

a

The Berkeley Software Design Inc. software License Agreement specifies the terms and conditions
for redistribution.

g

THIS SOFTWARE IS PROVIDED BY THE WILDBOAR PROJECT AND CONTRIBUTORS "AS IS"
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AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE WILDBOAR PROJECT OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

MARTIN BIRGMEIER
Copyright (C) 1993 Martin Birgmeier
All rights reserved.
a
You may redistribute unmodified or modified versions of this source code provided that the above
copyright notice and this and the following conditions are retained.
g
This software is provided "as is", and comes with no warranties of any kind. I shall in no event be
liable for anything that happens to anyone/anything when using this software.

CHRISTOPHER G. DEMETRIOU
Copyright (C) 1993, 1994 Christopher G. Demetriou
All rights reserved.
O
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by Christopher G. Demetriou.
4. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission
O
THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

DAVID HOVEMEYER
Copyright (C) 1995 David Hovemeyer <daveho@infocom.com>
O
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All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

O

THIS SOFTWARE IS PROVIDED BY THE DEVELOPERS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE DEVELOPERS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

FRANK VAN DER LINDEN

Copyright (C) 1995 Frank van der Linden

All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed for the NetBSD Project by Frank van
der Linden

4. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission

O

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THEO DE RAADT
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Copyright (C) 1992/3 Theo de Raadt <deraadt@fsa.ca>

All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

HENRY SPENCER
Copyright 1992, 1993, 1994 Henry Spencer. All rights reserved.
This software is not subject to any license of the American Telephone and Telegraph Company or of
the Regents of the University of California.
O
Permission is granted to anyone to use this software for any purpose on any computer system, and
to alter it and redistribute it, subject to the following restrictions:
O
1. The author is not responsible for the consequences of use of this software, no matter how awful,
even if they arise from flaws in it.
2. The origin of this software must not be misrepresented, either by explicit claim or by omission.
Since few users ever read sources, credits must appear in the documentation.
3. Altered versions must be plainly marked as such, and must not be misrepresented as being the
original software. Since few users ever read sources, credits must appear in the documentation.
4. This notice may not be removed or altered.

[diff, grep]
Copyright (C) 1988, 1989, 1992, 1993, 1994 Free Software Foundation, Inc.
a
This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2, or (at your
option) any later version.
a
This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.
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g
You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

[less]

Copyright (C) 1984,1985,1989,1994,1995,1996 Mark Nudelman

All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice in the documentation
and/or other materials provided with the distribution.

O

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[tepd]

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by
other copyrights.

O

This material was originally written and compiled by Wietse Venema at Eindhoven University of
Technology, The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

O

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies.

O

This software is provided "as is" and without any expressed or implied warranties, including,
without limitation, the implied warranties of merchantibility and fitness for any particular purpose.

[tcpdump]

License: BSD

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The names of the authors may not be used to endorse or promote products derived from this
software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

[libpcap]
License: BSD
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. The names of the authors may not be used to endorse or promote products derived from this
software without specific prior written permission.
THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

[traceroute]
Copyright (C) 1988, 1989, 1991, 1994, 1995, 1996
The Regents of the University of California. All rights reserved.
O
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that: (1) source code distributions retain the above copyright notice and this paragraph in
its entirety, (2) distributions including binary code include the above copyright notice and this
paragraph in its entirety in the documentation or other materials provided with the distribution,
and (3) all advertising materials mentioning features or use of this software display the following
acknowledgement: "This product includes software developed by the University of California,
Lawrence Berkeley Laboratory and its contributors." Neither the name of the University nor the
names of its contributors may be used to endorse or promote products derived from this software
without specific prior written permission.
THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

[zlib]
Copyright notice:
O
(C) 1995-1996 Jean-loup Gailly and Mark Adler
O
This software is provided 'as-is', without any express or implied warranty. In no event will the
authors be held liable for any damages arising from the use of this software.
O
Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:
O
1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.
2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
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the original software.
3. This notice may not be removed or altered from any source distribution.
a
Jean-loup Gailly Mark Adler
gzip@prep.ai.mit.edu madler@alumni.caltech.edu
g
If you use the zlib library in a product, we would appreciate *not* receiving lengthy legal documents
to sign. The sources are provided for free but without warranty of any kind. The library has been
entirely written by Jean-loup Gailly and Mark Adler; it does not include third-party code.
g
If you redistribute modified sources, we would appreciate that you include in the file ChangelLog
history information documenting your changes.

[Apache HTTP server]

Copyright (C) 2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The end-user documentation included with the redistribution, if any, must include the following
acknowledgment: "This product includes software developed by the Apache Software Foundation
(http://www.apache.org/)."

Alternately, this acknowledgment may appear in the software itself, if and wherever such
third-party acknowledgments normally appear.

4. The names "Apache" and "Apache Software Foundation" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission,
please contact apache@apache.org.

5. Products derived from this software may not be called "Apache", nor may "Apache" appear in their
name, without prior written permission of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[Xntp Program]

The following copyright notice applies to all files collectively called the Network Time Protocol
Version 4 Distribution. Unless specifically declared otherwise in an individual file, this notice
applies as if the text was explicitly included in the file.

O

Copyright (C) David L. Mills 1992, 1993, 1994, 1995, 1996 Permission to use, copy, modify, and
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distribute this software and its documentation for any purpose and without fee is hereby granted,
provided that the above copyright notice appears in all copies and that both the copyright notice and
this permission notice appear in supporting documentation, and that the name University of
Delaware not be used in advertising or publicity pertaining to distribution of the software without
specific, written prior permission. The University of Delaware makes no representations about the
suitability this software for any purpose. It is provided "as is" without express or implied warranty.

[MD5 Program]
Adapted from the RSA Data Security, Inc.
MD5 Message-Digest Algorithm.

[pimdd]
Copyright (C) 1998 by the University of Oregon.
All rights reserved.
O
Permission to use, copy, modify, and distribute this software and its documentation in source and
binary forms for lawful purposes and without fee is hereby granted, provided that the above
copyright notice appear in all copies and that both the copyright notice and this permission notice
appear in supporting documentation, and that any documentation, advertising materials, and other
materials related to such distribution and use acknowledge that the software was developed by the
University of Oregon. The name of the University of Oregon may not be used to endorse or
promote products derived from this software without specific prior written permission.
O
THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE
SUITABILITY OF THIS SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED "AS
IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.
O
IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES, WHETHER IN CONTRACT, TORT, OR OTHER
FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH, THE USE OR
PERFORMANCE OF THIS SOFTWARE.
O
Other copyrights might apply to parts of this software and are so noted when applicable.
O
Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)
O
$Id: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $
O
Part of this program has been derived from PIM sparse-mode pimd. The pimd program is covered
by the license in the accompanying file named "LICENSE.pimd".
O
The pimd program is COPYRIGHT 1998 by University of Southern California.
O
Part of this program has been derived from mrouted. The mrouted program is covered by the license
in the accompanying file named "LICENSE.mrouted".
O
The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior
University.
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[mrouted]

The mrouted program is covered by the following license. Use of the mrouted program represents
acceptance of these terms and conditions.

O

1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and
modify the computer software "mrouted" (hereinafter called the "Program"), upon the terms and
conditions hereinafter set out and until Licensee discontinues use of the Licensed Program.

O

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that
it is being supplied "as is," without any accompanying services from STANFORD, and that this
license is entered into in order to encourage scientific collaboration aimed at further development
and application of the Program.

O

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the
Program or any derivative version of the Program. All copies must contain all copyright and other
proprietary notices found

in the Program as provided by STANFORD. Title to copyright to the Program remains with
STANFORD.

O

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants
STANFORD a royalty-free license to use, copy, modify, distribute and sublicense any such derivative
works. At the time LICENSEE provides a copy of a derivative version of the Program to a third
party, LICENSEE shall provide STANFORD with one copy of the source code of the derivative
version at no charge to STANFORD.

O

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.
By way of example, but not limitation, STANFORD MAKES NO REPRESENTATION OR
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR
THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,
COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS. STANFORD shall not be held liable for any
liability nor for any direct, indirect or consequential damages with respect to any claim by
LICENSEE or any third party on account of or arising from this Agreement or use of the Program.
O

6. This agreement shall be construed, interpreted and applied in accordance with the State of
California and any legal action arising out of this Agreement or use of the Program shall be filed in
a court in the State of California.

O

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity
or otherwise any trademark or the name of “*Stanford".

O

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior

University.

[PIM sparse-mode pimd]

Copyright (C) 1998 by the University of Southern California.

All rights reserved.

O

Permission to use, copy, modify, and distribute this software and its documentation in source and
binary forms for lawful purposes and without fee is hereby granted, provided that the above
copyright notice appear in all copies and that both the copyright notice and this permission notice
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appear in supporting documentation, and that any documentation, advertising materials, and other
materials related to such distribution and use acknowledge that the software was developed by the
University of Southern California and/or Information Sciences Institute. The name of the
University of Southern California may not be used to endorse or promote products derived from this
software without specific prior written permission.

g

THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY
REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE FOR ANY PURPOSE.
THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND
NON-INFRINGEMENT.

g

IN NO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES, WHETHER IN CONTRACT, TORT, OR OTHER
FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH, THE USE OR
PERFORMANCE OF THIS SOFTWARE.

g

Other copyrights might apply to parts of this software and are so noted when applicable.

a

Questions concerning this software should be directed to Pavlin Ivanov Radoslavov
(pavlin@catarina.usc.edu)

a

$Id: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

g

Part of this program has been derived from mrouted.

The mrouted program is covered by the license in the accompanying file named
"LICENSE.mrouted".

g

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior
University.

[LTCS (Label Traffic Control System)]
Copyright (C) 1999 Harris and Jefferies Inc. All rights reserved.
Copyright (C) 2000-2002 NetPlane Systems Inc. All rights reserved.
Copyright (C) 2000-2005 Motorola Computer Group. All rights reserved.

[KAME IPv6 STACK]
Copyright (C) 1995, 1996, 1997, 1998, 1999 and 2000 WIDE Project.All rights reserved.
O
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. Neither the name of the project nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
O
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THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[CRUNCH]
Copyright (C) 1994 University of Maryland
All Rights Reserved.
O
Permission to use, copy, modify, distribute, and sell this software and its documentation for any
purpose is hereby granted without fee, provided that the above copyright notice appear in all copies
and that both that copyright notice and this permission notice appear in supporting documentation,
and that the name of U.M. not be used in advertising or publicity pertaining to distribution of the
software without specific, written prior permission. U.M. makes no representations about the
suitability of this software for any purpose. It is provided "as is" without express or implied
warranty.
O
U.M. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL
U.M.BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

[RADIUS]
Copyright 1992 Livingston EnterprisesOInc.
Livingston Enterprises]Inc. 6920 Koll Center Parkway Pleasanton(0CA 94566
O
Permission to uselcopydmodifyland distribute this software for any
purpose and without fee is hereby grantedOprovided that this copyright
and permission notice appear on all copies and supporting documentation]
the name of Livingston EnterprisesCInc. not be used in advertising or
publicity pertaining to distribution of the program without specific
prior permission[Jand notice be given in supporting documentation that
copying and distribution is by permission of Livingston EnterprisesOInc.
Livingston Enterprisesl]Inc. makes no representations about the suitability
of this software for any purpose. It is provided "as is" without express

or implied warranty.
[totd]

WIDE
Copyright (C) 1998 WIDE Project. All rights reserved.
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g
Redistribution and use in source and binary forms, with or without modification, are permitted

provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by WIDE Project and and its contributors.
4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
O
THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

University of Tromso
Copyright (C) 1999,2000,2001,2002 University of Tromso, Norway. All rights reserved.

g
Author: Feike W. Dillema, The Pasta Lab, Institutt for Informatikk University of Tromso, Norway

O

Permission to use, copy, modify and distribute this software and its documentation is hereby
granted, provided that both the copyright notice and this permission notice appear in all copies of
the software, derivative works or modified versions, and any portions thereof, and that both notices
appear in supporting documentation.

THE UNIVERSITY OF TROMSO ALLOWS FREE USE OF THIS SOFTWARE IN ITS "AS IS"
CONDITION. THE UNIVERSITY OF TROMSO DISCLAIMS ANY LIABILITY OF ANY KIND
FOR ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.
The author requests users of this software to send back any improvements or extensions that they
make and grant him and/or the University the rights to redistribute these changes without

restrictions.

Invenia Innovation A.S.
Copyright (C) Invenia Innovation A.S., Norway. All rights reserved.
O
Author: Feike W. Dillema, Invenia Innovation A.S., Norway.
O
Permission to use, copy, modify and distribute this software and its documentation is hereby
granted, provided that both the copyright notice and this permission notice appear in all copies of
the software, derivative works or modified versions, and any portions thereof, and that both notices
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appear in supporting documentation.

INVENIA INNOVATION A.S. ALLOWS FREE USE OF THIS SOFTWARE IN ITS "AS IS"
CONDITION. INVENIA INNOVATION A.S. DISCLAIMS ANY LIABILITY OF ANY KIND FOR
ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.

The author requests users of this software to send back any improvements or extensions that they
make and grant him and/or the Invenia Innovation the rights to redistribute these changes without

restrictions.

Todd C. Miller

Copyright (C) 1998 Todd C. Miller <Todd.Miller@courtesan.com> All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[libtacplus]

Copyright (C) 1998, 2001, 2002, Juniper Networks, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
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STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[tftp]
Copyright (C) 1983, 1993
The Regents of the University of California. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:
This product includes software developed by the University of California, Berkeley and its
contributors.
4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[libfetch]

Copyright (C) 1998 Dag-Erling Coidan Smergrav

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer in this position and unchanged.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN

331



00 BOOO (Acknowledgments)

332

NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[iides]

Internet Initiative Japan Inc.

Copyright (c) 1996 Internet Initiative Japan Inc.
All rights reserved.

O

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistribution with functional modification must include prominent notice stating how and when
and by whom it is modified.

3. Redistributions in binary form have to be along with the source code or documentation which
include above copyright notice, this list of conditions and the following disclaimer.

4. All commercial advertising materials mentioning features or use of this software must display the
following acknowledgement:

This product includes software developed by Internet Initiative Japan Inc.

O

THIS SOFTWARE IS PROVIDED BY “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

O

[Net-SNMP]

CMU/UCD

Copyright 1989, 1991, 1992 by Carnegie Mellon University

g

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California

g

All Rights Reserved

a

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of California not be used in advertising or
publicity pertaining to distribution of the software without specific written permission.

g

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE
REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
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THE USE OR PERFORMANCE OF THIS SOFTWARE.
O

Networks Associates Technology, Inc
Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

* Redistributions of source code must retain the above copyright notice, this list of conditions and

the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the

distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior written

permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Cambridge Broadband Ltd.
Portions of this code are copyright (c¢) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.
O
* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
O
* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
O
* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.
O
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
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Sun

DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

O

Microsystems, Inc.

Copyright (c¢) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,

California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.

O

This distribution may include materials developed by third parties.

O

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

O

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

O

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

O

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.
O

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Sparta, Inc

Copyright (c) 2003-2004, Sparta, Inc

All rights reserved.

g

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

a

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
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distribution.

O

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Cisco/BUPTNIC
Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.
O
* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
O
* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
O
* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this software
without specific prior written permission.
O
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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