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gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooboobooboboboboooooooboboboboboobooobooboboboobooo



1.000000000000

gooooooo

gboboboooooobooboobooboooo
1-3,5,10



1.000000000000

Jotobotgtbd

gboboboboooboooboooboon

01700000000

oo oogd oo ood oo ood oo ood oo oog oo ood
ooo 0x20 0 0x30 @ 0x40 P 0x50 ) 0x60 p 0x70
g

! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \% 0x56 f 0x66 v 0x76
! 0x27 7 0x37 G 0x47 w 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A J 0x4A Z 0x5A j 0x6A Z 0x7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
, 0x2C < 0x3C L 0x4C ¥ 0x5C 1 0x6C | 0x7C
0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E n 0x5E n 0x6E ~ 0x7E

/ 0x2F ? 0x3F (¢} 0x4F _ 0x5F o 0x6F

oggoo

o00o0?mox3F0 00000000 CrlD+OVOOOODOO2M0O00000000OO



1.000000000000

Jobouogbotdbotdbotobobgn

go0oOoOoOoOOOmOoOoOOOOOOO0ODOOO0OO0 Vol105230000000000000000O00OO
gboobooooobooboboobooogon

01-80000000OCOCOOOOODOODOODODOO

oo ooooo oo oooo
1 % illegal parameter at '*' ~O0000000000000000 0000000000000000a0
marker oooooOooooooo gpooboooooooboo
2 % too long at 'A' marker ~O0000000000000000 0000000000000O0onoo
gooooooooog oo
3 % Incomplete command at oooooooO0oOooooo oooooOoOoOO0ooooooo
""" marker
4 % illegal optionat'*'marker | 0000000000000 O00O0 | 0O0O00O0O0OO0OO0OO0OOOOOO
ooooo
5 % illegal value at '"*'marker 'A'QQ00000000000COOOO OOO0O0OOOOCOCOOOO
og
6 % illegal name at "' marker 'A'QQ00000000000C0OOO0 0OOO0OOOOCOOOOO
0g
7 % out of range '*' marker A0000000000D0D0O0000  000O00DOO0O0000O0O0O0OO0
oooo
8 % illegal IP address format | '~0000000 IPv4a000000 IPv4a0000000 IPv6eOODODOO
at "' marker OIPv6000000000OD0ODOO00 OOO0O0O0OODDOO
9 % illegal combination or ~O0000000000000000  0O0000000000000000
already appeared at '’ ooooooo 0
marker
10 % illegal format at'*'marker  '~'000000000000OODO 0ooO0oo0OD0OD0DO000O0ooo
oooooooDoooo
11 % Permission denied 0oooOoooO0ODO0O0oO0OoOooooD 0oooooo0ODO0o0oOoOoOooDooo
ooooooo 00000000 O000O0O0ooooD
og
12 % internal program error 00000o0DO000O00oooD 000O00ooD0oDo0OO000ooooo
0oooooooo
13 % Command not authorized. | 0000000000000 O0OOO RADIUS/TACACS+000000DO
oo 0oooOoo0O0ODOO00oOoO0OooDoD
RADIUS/TACACS+0 000000
ooooooo
14 % illegal parameter at 00000 '<word> 0000000 000000000 '<word> 000

'<word>' word

oo
<word>0 00000

oooo




2000000

EREpEEN

show access-filter

clear access-filter




show access-filter

show access-filter

0000000o0ooodDoOoDoOo VLANODOODODODOOOoOoOoDooooooooOip
access-groupl ipv6 traffic-filterd mac access-groupl] advance access-group0 0D 00000000 O00O0O

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooboobobaobo

ggodgguo

show access-filter

show access-filter <nif no.>/<port no.> [
| <access list name> }
[ layer2-forwarding ]

{ <access list numbers>
1 [ { in | out } 1

show access-filter interface vlan <vlan id> [ { <access list number>
| <access list name> } 1 [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding

| layer2-and-layer3-fowarding } ]
ooooooo

gbobooooooboobobobob

goodoogo

<nif no.>/<port no.>

gooooOoOoOoOoOoOOOOOOOOOOOOOOOOOODOOOOOOOOOOO00 <nifno>0
<portno>0 0000000000000 0OOOODOOODOOOODOO

interface vlan <vlan id>
0000 VLANODODODOODOOODODOODOoOoOo0oo0oo0ooooooooa
<vlan id>0 0 interfacevlan 000000000 VLANIDOOODOOOO

{ <access list number> | <access list name> }
access list number0 000000000
access list name0 000000000
dddddooooooooooooooboobooboboboboobobooddddoooooooo
doddoooooooooo
dodoooooooooo

boooooooboobobobooooooboboboboobooobooboobobobon
oo

{in | out }
in0d InboundD OO0 O 0OOOO
outd OutboundD OO OODODOO
dddddoooooooooooooooooboobooboobooboboobooooo
gooooooooooo
ddddooooooooooooooboobooboboboboboboboboboooooooa

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingD OO0 20000
layer3-forwardingD 000 30000
layer2-and-layer3-forwardingd D 00 2000000 30000
pgoobobdddddddoDDoD LD bbbbbbbbbobboboboooog
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show access-filter

gbobooooooboobobobo 2000000 3bb00oobooboobobobob 2000
boooo3goboobooboobobooooo

gboooooooboobd
gboooooooboobobobo 20000000000 0Db0O00O0OO0O0 30000Db0O0b

gbooboooooooboobobobobooboooooboon

gboboboooooooboon
gboobooooobooboboobobobooboobooooooboobOoboboboboooboooboon
oo

gobood

021000 MACOOOOOOOOOOOOOO

> show access-filter 1/3 only-appletalk out

Date 20XX/03/01 12:00:00 UTC

Using Port:1/3 out

Extended MAC access-list:only-appletalk layer2-forwarding
remark "permit only appletalk™"
permit any any appletalk (0x809Db)

matched packets : 74699826
permit any any 0x80f3

matched packets : 718235
implicitly denied packets 2698

>
022000 1IPv400000000O0OOOCOODO

> show access-filter interface vlan 10 12 out
Date 20XX/03/01 12:00:00 UTC
Using Interface:vlan 10 out
Standard IP access-1list: 12 layer3-forwarding
remark "permit only host pc"
permit host 10.10.10.1

matched packets : 32156826
permit host 10.10.10.254

matched packets : 23486
implicitly denied packets: 45

>
023000 IP4000000COOODOOOODO

> show access-filter interface vlan 100 128 in

Date 20XX/03/01 12:00:00 UTC

Using Interface:vlan 100 in

Extended IP access-list: 128 layer3-forwarding
remark "permit only http"
permit tcp(6) any host 10.10.10.2 eqg http(80)

matched packets : 6425800211584

implicitly denied packets: 254178

>

Oz240Ipve000000O0O0ODOOOODOO

> show access-filter 1/15 only-telnet
Date 20XX/03/01 12:00:00 UTC
Using Port:1/15 in
IPv6e access-list: only-telnet layer3-forwarding
remark "permit only telnet ipvé"
permit ipvé (41) any host 3ffe:501:811:ff00::1 eqg telnet (23)
matched packets 158468756
implicitly denied packets 37125

11



show access-filter

12

0 2-50Advance 0000000000000

> show access-filter interface vlan 10 only-telnet out
Date 20XX/07/15 12:00:00 UTC
Using Interface: vlan 10 out
Advance access-1list: only-telnet layer2-and-layer3-forwarding
remark "permit only mac-ipveée"
permit mac—ipv6 0012.e200.1234 ffff.f£fff.0000 any ipvé (41)
2001:db8:1:fe20:
matched packets : 468756
implicitly denied packets: 15342
>

02600000000000000D00000DODOO

> show access-filter interface vlan 1500 in
Date 20XX/03/01 12:00:00 UTC
Using Interface:vlan 1500 in
Standard IP access-list: pc-al024 layer2-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 5542166226
implicitly denied packets: 767895
IPv6 access-list:only-smtp layer3-forwarding
remark "permit only smtp ipvée"
permit ipvé (41) any host 3ffe:501:811:££f00::1 eq smtp(25)
matched packets 51218136
implicitly denied packets 66514

>
O 2-70infout000000OODODOO

> show access-filter interface vlan 1500
Date 20XX/03/01 12:00:00 UTC
Using Interface:vlan 1500 in
Standard IP access-list:pc-al024 layer2-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 5542166226
implicitly denied packets 767895
IPv6 access-list:only-smtp layer3-forwarding
remark "permit only smtp ipvé"
permit ipvé (41) any host 3ffe:501:811:ff00::1 eqg smtp(25)
matched packets 51218136
implicitly denied packets 66514

Using Interface:vlan 1500 out
Extended IP access-list:only-ssh layer3-forwarding
remark "permit only ssh"

permit tcp(6) any any eq ssh(22)
matched packets 578213549
implicitly denied packets 843358

any host



gz280000oooooooooooog

> show access-filter

Date 20XX/07/15 12:00:00 UTC

Using Port:1/7 in

Standard IP access-1list: 12 layer2-forwarding
remark "permit only host pc"
permit host 10.10.10.1

matched packets : 54826
permit host 10.10.10.254

matched packets : 494176
implicitly denied packets: 298

Using Port:1/7 out
Extended IP access-1list: 128 layer2-forwarding
remark "permit only http "
permit tcp(6) any host 10.10.10.2 eqg http(80)
matched packets : 425684792129226
implicitly denied packets: 11352654

Using Interface:vlan 15 out
IPv6 access-list:only-telnet layer3-forwarding
remark "permit only telnet ipvé"

permit ipvé (41l) any host 3ffe:501:811:f£f00::1 eq telnet (23)

matched packets 385496541
implicitly denied packets 56645

Using Interface:vlan 19 in
Standard IP access-list:pc-al024 layer2-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 24826
implicitly denied packets: 53
Standard IP access-list:pc-al024 layer3-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 6249299826
implicitly denied packets 95198
IPv6 access-list:smtp-server layer2-forwarding
remark "permit only smtp server"
permit ipvée (41) any host 3ffe:501:811:ff00:
matched packets 1699826
implicitly denied packets 2491

Advance access-list: only-http layer2-and-layer3-forwarding

remark " permit only http "

permit mac-ip 0012.e200.1234 ffff.££f££f.0000 any tcp(6

eq http(80)
matched packets : 158468756
implicitly denied packets: 37125

Using Interface:vlan 100 in

Extended MAC access-list:only-appletalk layer2-forwarding

remark "permit only appletalk™"
permit any any appletalk(0x809b)

matched packets : 826
permit any any 0x80f3
matched packets : 55
implicitly denied packets: 321314588
>
goobognd

show access-filter

any host 10.10.10.2

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon

gboobd

> show access-filter 1/7 12

13



show access-filter

Date 20XX/03/01 12:00:00 UTC

Using Port:1/7 in <---——- 0
12 layer2-forwarding <--0
ad

Standard IP access-list:

remark "permit only host pc"
permit host 10.10.10.1
matched packets
permit host 10.10.10.254
matched packets :
implicitly denied packets:
>

0210 000000000D00000O0O0O

-------------- oooooooo
oooooooooo,
oooooo
G ooooooooo
D 0oo0o0O0O0OoO
74699826 <----0000
G Ooooo0O0O0OoO
264176 <----0000

2698 <----ggogag

goooo ooono
oooo oo
0ooooooo Using Port:<nif no.>/<port no.> in Inbound 000 0000000000000 O0OOOOO
oo 0oooooooag
Using Port:<nif no.>/<port no.> out Outbound 000000000000 O0O0O0O0O0OOO
0oooooooog
Using Interface:vlan <vlan id> in Inbound 00 000000000000 VLANOOO
oooooo
Using Interface:vlan <vlan id> out Outbound 0 0000000000000 VLANODOO
0oooooo
ooooooao Extended MAC access-list'<access list 000000000000 000000000000 2
oooooon name> layer2-forwarding 000000000 MACODOODOODDOODO
ooooo
Standard IP access-list:{ <access list 0000000000000 O0OD0O0OoOoOooooon 2
number> | <access list name> } 000000000 IPva000O0OOO0OOO0OOO
layer2-forwarding
Standard IP access-list:{ <access list 0000000 00oo0oooooooooooog 3
number> | <access list name> } 000000000 IPv4a00DOO0OO0OO00O0ODO
layer3-forwarding
Extended IP access-list:{ <access list 000000 00o0oooooooooooooog 2
number> | <access list name> } 000000000 IPv4a0D0DOO0OOOO0O0OODO
layer2-forwarding
Extended IP access-list:{ <access list 0000000 00o0o0o0o00ooooooooog 3
number> | <access list name> } 000000000 IPv4a00DO0OO0OO0O00O0ODO
layer3-forwarding
IPv6 access-list:<access list name> 000000 000oooooooooooooog 2
layer2-forwarding 0ooOooooIPveOOOOOODOOOOO
IPv6 access-listi<access list name> 0000000000 0oO0oO0oOooooOoOoOoooog 38
layer3-forwarding 0ooooooIPveOOODODOOOOOOO
Advance access-list:<access list name> 000000 00oooooooooooooooog 2
layer2-forwarding 0000000 Advance 00000000000
Advance access-list:<access list name> 0000000000 ooooooooooooog 2
layer2-and-layer3-forwarding 000000 30000000 Advance000O0D0DO0O
oooo
0ooooooo 00000000000MO00000000000000o0o0onono Vol.204. 000000000
oo 0000000000000 000000000000
oooo matched packets:<packets> 0O000000000o00o0ogoooDbOOoooooDog

implicitly denied packets:<packets>

gooooooooooooooooooboooooboo
oooooooogoo

14



show access-filter

gogoooogo

oo

goboooooo

0 2-20show access-filter 1 D0 00000000000

ooooo oo

Can't execute this command in standby system. 00000000000 oooooooooooag

Can't execute. Jooooooooooogo
OoOoOoOoooooo
e active 0O 0O BSUODCSUODOO MSUOOOOOOOOO
O00 BSUOCSUOOO MSUO activeODOOOOOQOO
Oooooooooooooooa
s JO000ODODODDODO0OODODODODODODDODOOOOoOODODOOOnO
gooooooooooo

Illegal NIF -- <nif no.>. OONIFOOODOOODOOOooOooOoooooooooo
ooooood
<nif no.> NIF O O

Illegal Port -- <port no.>. Oodoooobobobobooooooooooooooooon
goooooad

<portno>0U 00O OO

No configuration. 0000000000000 000 VLANOOOQOOOOoQoOo
JOoddddOoooobooooooobbobooooOoooon
goooooobooboboooooooooooooa

No such access-list. goooooOooooooooOooooOooooooooOoo
goooooOooooooooOooooOooooooooOoo
goooooooooao

No such interface. 00000000000 00oooooooOoOoooooon
Jo0d0d00oOoooobooooooo

goodgdao

0000000000000 Db00DoDbOO0O0bOO0O0DO0OOdOshowipcachepolicyDOOOODOOOOOO
0000000000000 DOO00D000D0bO00b000D0DOO0O0D0O00DDOO0OO show cache
policy-switch O OO0 OO0 O0O0OO0OO0OOOd

15



clear access-filter

clear access-filter

show accessfilter 10 000000000000 0000O00D0O00O00O0O0DOOO00OOOOOmatched

packets 100000000 DOODOOOOODOODOODOODOODOOOODO implicitly denied packets [0 O
gooooooOoooon

goobogo

clear access-filter
clear access-filter <nif no.>/<port no.> [
| <access list names> }
[ layer2-forwarding ]
clear access-filter interface vlan <vlan id> [ { <access list number>
| <access list name> } 1 [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding
| layer2-and-layer3-fowarding } ]

{ <access list numbers>
1 [ {in | out } 1

goobogooo

gbobooooooboobobobob

goobogooo

<nif no.>/<port no.>

go0o0oOoOoOoOoOoOoOoOOOOOOOOOOOOODOOOODOUUODUODOOUOOOOO <nif
no>U<portno>000000O0O0O00ODOOOODOOOOOOOOODOOOODO

interface vlan <vlan id>
0000 VLANOOOOODODOOOoOoooooooooooooooo
<vlan id>0 0 interfacevlan 000000000 VLANIDOOODODOOO

{ <access list number> | <access list name> }
access list number0 000000000
access list name0 000000000
oo obobobbobbbbbobobobobodddddUUoUoUoUo o
dooooooonooooooo
dooooooooooo

gboooooooooboboboboobooobobobobooobooooobooDnDO
gooo

{in | out }
in00 Inbound0 0 OO OO0OO
outd OutboundD OO OODODOO
O000000ooo0o0ooooooo0ooo0ooooooooo0 ogooDoooo

gbooooooobobd
boooooboobooboboboboobooboobobobobooboobobOoboOobOonn

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingD OO0 20000
layer3-forwardingD 0 00O 30000
layer2-and-layer3-forwarding0 0 00 2000000 30000
gooooododdoddooooooooooooooooobooboooooobooooboooooon
gooboooouooooobbbbbb 2000000 30bbOObOOOO0O000O00UOUg 2
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clear access-filter

gboooooosboboboboooooboobaonba

gbooooooboobd
gboooooobobobobo20000000b00b0bOo0ob00ob0Oo3sboboabon
gboobooooobooboboboboooooboooboOoDbOoDbOo

gboboboooooooboon
vbooooooboboboboboooooooboobobobobooboooboobobo0DbO
gooo

googg

029000 IPM4O000OOOODOOODODODOOOOOOOOO

> clear access-filter 1/7 12
Date 20XX/03/01 12:00:00 UTC
>

goodgdao

oo

goobogoooo

ao

goboooooo

0 2-30clearaccess-fiter 10 0000000 O0OOODO

ooooo oo

Can't execute this command in standby system. JO0000000D0O0D0O0D0O0oO0oO0ooOoooo

Can't execute. oboooooooooood
gooooooooono
e active D00 BSUOCSUO OO MSUOOOODOOOOO
000 BSuOCSUOOO MSUO activeOOOOOOOO
gooooooOooooooooo
« JO00O0O0OOO0ODOOOOOOOOOOOOCOOOOOO
oooooooooooo

Illegal NIF -- <nif no.>. OONIFOODODOOODODOOOOoOOooooooooao
ooooooa
<nif no.> NIF 0 O

Illegal Port -- <port no.>. J00000o0oo00ooO00oDooOoOooooOooooooog
poooooo

<portno.>0 00O OO

No configuration. 000000000 DOO0D0OO000 VLANOOOQOOOOoQoo
JOoddddOoooobooooooobbobooooOoooon
JOoddddOoooobooooooobobobooooao

No such access-list. goooooooOooboO0oooOOooooOooOoOooOooOoOooOoo
goooooOooooooooboooooOoooooooooo
gooooooooooo

No such interface. goooooooO0oooooooooooOoOoobocOoooo
goooooooooooooooo

goodgdao

000000000000 axsAccessFilterStats 00000 MIBOOO o000O000OO

17






oottt

show access-log

clear access-log

show access-log flow

clear access-log flow

dump access-log

restart access-log

debug access-log

no debug access-log
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show access-log

show access-log

gbooooooboobobooobooboono

ggodgguo

show access-log

goobogooo

gbobooooooboobobobob

goodoogo

oo
gogodd

O0310000000000000000O0

> show access-log
Date 20XX/12/14 12:00:00 UTC
Access list logging Information:

rate-limit (pps) : 100
interval (minutes) : 5
threshold (packets) : -
logging : enable
display : disable
Access list logging Logged:
Max : 2000
Used : 1001
NonIP : 950
IPv4 : 0
IPve6 : 51
Access list logging Statistics:
flow table full : 17295
rate-limit discard : 51615
>
ogoooon

O031000000000000000000O0

oooo oo oooooo
Access list rate-limit 1000 CPUDODDOODOODOOD 100 25000000000
logging 00 ppsd
Information: OOBSUOOO PSPOOC
ooooo
interval 0000000000 0DO0ono 50 144000000000
unlimit0 00000000
ooooo
threshold 0oooooooon 10 42949672950 00 0
ooooonDo
ooooo
logging 0000000 syslog0 0000 enable O O
disabled O O
display 0000000000000 0o0ooo enable 0 O

disable] O O

20



show access-log

goooo oo oooooo
Access list Max 0000000 000O0O0O0ooo 0
logging Logged:
Used 0000000000000o0o0ooo a
NonIP 0000000000000D000O0O0O0O0O0g a
IPO0O0O0OO0O0OOOOOOOOOOO
IPv4 00D000000000000D0D00000 IPv4 a
000D0000000000onooo
IPv6 00000000000000000000 IPve a
0000000000000ooon
Access list flow table full 00000000000000000000000 0
logging gooooooo
Statistics:
rate-limit rate-limit 0 00 0000000000000 ]
discard

goobogoooo

ao
goboooooo

0 3-20showaccess-log0 000 00000OOO0ODOO

gooog oo
Access list logging is not enable. 0000000000000 000oo0ooooooooon
gooobooogo
Can't execute this command in standby system. 0oo000o000oo0oooDoooooooooon
Can't execute. 000o000oo0o0oooo0oooo0oooo0o00o0o0og
Connection failed to access list logging program. 00000000000 o0o0o0ooooooooooooog

goooooOooooooooOooooOoooOooOoooooo
obooooooooooooooooooOooood

goobognd

ao
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clear access-log

clear access-log

gboboooooboobobobobooobooboobobobobobobooon

ggodgguo

clear access-log

goobogooo

gbobooooooboobobobob
goodoogo

oo
gogodd

032000000000000000C0O0OOODODODODOO

> clear access-log
Date 20XX/12/14 12:00:00 UTC

>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 3-30clearaccess-log0 00 0000D00OOOOOO

goooo oo
Access list logging is not enable. 000000000000 000000000000oooon
goooooogo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. 0o0oboobooobo0o0o000b000000600o
Connection failed to access list logging program. 0000000000 oo0o0ooooooooooooog

gobobooooooooooooooooooooooooo
oobobooooooooooooooooooooo

22

goobogo

oo



show access-log flow

show access-log flow

gbobobooobooobooboboboboboooooboooooboobobon

gbobobooooboooboobobobooobooooomoooooooboobobobooboooon

oggoo
ooogogo
o0 IpOO0OO0O0OOODOODOOOODOODODOOD
show access-log flow mac [<ethernet type>] [{<source mac> <source mac mask>
| host <source mac> | any} {<destination mac> <destination mac masks> |
host <destination macs> | any}] [{vlan <vlan id list> | port <port list>}]
[{in | out}] [packets-sort]

Olpva00000D00OO0OCOOODOOOODO

show access-log flow ip [<protocols] [{<source ipv4> <source ipv4 wildcards>
| host <source ipv4s> | any} {<destination ipv4> <destination ipv4 wildcards
| host <destination ipv4> | any}] [{vlan <vlan id list> | port <port list>}]
[{in | out}] [packets-sort]

Olpv6eO000OO00ODODOOODOOOOODOOODO

show access-log flow ipvé [<next headers>]

[{<source ipvé6>/<length> | host <source ipvés> | any}

{<destination ipvé>/<length> | host <destination ipvés>

| any}] [{vlan <vlan id list> | port <port list>}] [{in | out}] [packets-sort]

gogbogobooboobboobooonoboo

show access-log flow [{vlan <vlan id list> | port <port list>}] [{in | out}]
[packets-sort]

goobogoo

gboboooobooboboboooo

gogododogo

{mac | ip | ipv6 }
o0ooooooooooooooo

mac
OIpO00ODOODOODOOOODOOOOOOOOOOOOOOO

ip
[Pv4a00000000000000000000D00000OC

ipv6
Ipv6 00000000 DO0O0ODOOOODOODODOOODOOOD

obooooooooobo
gbooooooooobOobobobobooooooooboon

<ethernet type>
ddddddooooddooooooooooooooooooooboon
0x0000 0 oxffff0 16 0000000 ODOO

gbooooooooboobo
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show access-log flow

gbobooooboobobobobooooooboboboboobooo

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac
mask> | host <destination mac> | any}

0000000 MACOOODODODOODODDOMACOODOODOOODOOOODDODDOOOOOOO

oo0ooo

<source mac> <source mac mask>
<sourcemac>0 0000 MACOOOOOODOOOODOO
<source mac mask>0 0 MACOOOOOOODOOODOOOODOOOOODDOOOOOOO
MACODOOOODOOOOOOOO

host <source mac>
<sourcemac>0 000000000 MACOOOODOOOODODDOOODOOODOOOOODODO
0d

<destination mac> <destination mac mask>
<destinationmac>0 000 MACOOODOODOOOODOO
<destination macmask>0 0 MACOOOODOOOOOOOOOODOOO0ODOOOOOOOOOOO
MACOOOODODODOOOOOOO

host <destination mac>
<destinationmac>0 00000000 MACOOOODOOOOODODDOOODODDOOOOOOOO
oood

any
OO00O0MACOODODOOODOODOODOOODOODDODOOOOOO

obooooooobobo
000 MACOODODODODOODOOD MACOOOOOOOOOOOOOOOO

<protocol>
ddddoooooooooooobooboobooboobobooooooooa
00 2650100000000 0000000000000000000DODUDODODODOODOOODOOO

oo

0340000000000000

goooooo goooooooooo
icmp 1
igmp 2
tep 6
udp 17

ubooooooobobdo
vtbooooooboobobooboooobooooboboboobooooo

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination ipv4
wildcard> | host {<destination ipv4> | any }
gooooooIpva000D0OCOO0OOO IPV4MO0D0D00O0DOOCOOODODOOODDOOOOOOOO
oooo
<source ipv4> <source ipv4 wildcard>
<source ipv4>0 0000 IPv40000OD0OOOODOO
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show access-log flow

<source ipv4d wildcard>0 0 IPv4 00000000000 0OOCOOOOODOODOOOOOOO
ooooooo Ipvad0DODODOOOOODOOO

host <source ipv4>
<sourceipv4>0 000000000 IPv4a0 00000000 DOOOOODODOOOOOOOO
0d

<destination ipv4> <destination ipv4 wildcard>
<destinationipv4>0 000 IPv4a 000000000 ODO
<destination ipv4 wildecard>0O 0 IPv4 0000000000000 OO0OOODOOOOOOOO
o0oooooooIpva0000O0OO0ODOOODOO

host <destination ipv4>
<destinationipv4>0 00000000 IPv4a0 0000000000 DOOOODOODODOOODO
ooo

any
gopooIpva0000D0O0O0ODODOODODOODOODODOOOO

gooooboooood
oooIpva00000000OO0OOIPVMO00O0O0O0OOOO0O0O0O0O0OO

<next header>
0000000000000 000bO00b000o0oo0oooOooog
002550100 00000000000000000O000D0OO0O0O0OO0OOODOOODOOO0
oo

g3-5000000000000

gooooo gooooooooo
icmp 58
tep 6
udp 17

gooobooboooood
goboboboboooooooboboboboooboobooDbo

{<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> | host {<destination
ipv6> | any }
gooooooIpve00O00O0OODODOOIPv6eOOODOOOODOOODOOODDOODOOODOO
oooo
<source ipv6>/<length>
<sourceipv6>0 0000 IPve OO OODOOOODOOO
<length>O0O IPv6 0000000000 0ODOODOODOODOODOOOOOOODOOOODOODOO
oooo
host <source ipv6>
<sourceipve>1 0D OOOOOOO IPveOODOOODDOOODOODOOODDOODDOOO
oo
<destination ipv6>/<length>
<destinationipv6>0 000 IPv6e OO O0OOOOODOODO
<length>0O0O IPv6 0000000000 ODOODOODOODODOOOOOOODOOOODOODOO
oooo
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show access-log flow

host <destination ipv6>
<destinationipv6>0 00000000 IPv6e 000000000 DOODODOOOOOOOOO

oon

any
oooOOdIpve000D0O0OODOOODOODOOODODOOODOOO

obooooooooobo
OO0 Ipv6eO0O00O0DOOOODO IPv6eOOOOOODOOOODOOODO

tvlan <vlan id list> | port <port list>}
goddoooooooooooooooooooooooooooOobooooooa

vlan <vlan id list>
0000000000 VLANOODOOOOOOODODOODOO0OO0O VLANIDOODOOOoOonooao

gbooboooboooog
<vlanidlist>00000000000000000000O00O0O0O0OO0OOOOO0O0OO

port <port list>
gooboooodddddooooooooooooooooboobooboobooboooboooon
ooo
<portlist>0 0 0000000000000 DOO0OOOOODODODOOOOODODOOODOOODODOOd

god

obooooooobobd
gboboboobooooooobooboboboon

{in | out}
godoboooobooooboooobooooboooobooooboooooooooooooooon
pgoooooooooa
in

godddboddoboooobdoobooobooobooooooa

out
godddboddoboooobdoobooobooobooooooa

goooobooooog
gooboobobooooooooboobobobo

packets-sort
ool oooDoooboobooooboooDoo

gooobooboooood
OIpOIPv4adIPv6e 00 O00OO0OO0DOCOOODOOOOODOOOOOOOODOOOO

gboobobobooooooon
gbooboboooooooobobobobo

gogodd

033000oooooooooooon

> show access-log flow

Date 20XX/12/14 12:00:00 UTC

ACL:denied:IN:0012.e25a.9839 (vlanl0 Ethernetl/1) -> 0012.e25a.7840, 2 packets
ACL:denied:IN:0012.e25a.983a(vlanl0 Ethernetl/1) -> 0012.e25a.7840, 1 packet
ACL:denied:IN:tcp 192.168.1.3(1024, vlanlO Ethernetl/1) -> 192.168.2.1(22), 1
packet

ACL:denied:0UT:tcp 2001:db8::1(1024, vlanlO0 Ethernetl/1l) -> 2001:db8::2(22,
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show access-log flow

vlanll Ethernet3/1), 2 packets
>

goodgdao

oo

goobogoooo

ao
goboooooo

0 3-60 show access-logflow OO OO O0O0OO0ODOOOODOO

gpooog oo
Access list logging is not enable. 000000000000 00000oo00ooooooooon
ooboooooo
Can't execute this command in standby system. oo0o00000o0oo0o0ooooooooooon
Can't execute. goobooboooboooboooboobooboo
Connection failed to access list logging program. 00000000000 00o0ooo0ooooooooooon

gobobooooOooobOoOooooooooooooooooo
ooboooooocoooocoooOooooooo

No access list logging entry. 00000000000000000000000000000
00o0oD0O0OO0D0O0O0O0Ooog

goodgdao

oo
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clear access-log flow

clear access-log flow

gbobooooobooboboboboobobooboboboboboooooboobobOobon

ggodgguo

clear access-log flow [packets]

goobogooo

gbobooooooboobobobob

goodoogo

packets
goddoooooooooo

gboooooobobobobooobooobooboobobobooboobooobobob
Ointerval 000000000 uwnlimit0C 0000000000000

gbooooooooboobd

gbobooooooboobobobobooooooboobobobobooon

gogodd

03400000000000000000000000

> clear access-log flow
Date 20XX/12/14 12:00:00 UTC
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 3-70clearaccess-logflow D0 00O O00D0O0OOO0OO0O

ooooo

oo

Access list logging is not enable.

gobobooooooooooooooooooooooooo
ooooooood

Can't execute this command in standby system.

oooOooooooobooooooooooooo

Can't execute.

gbooooooooobooooocoooocoooo

Can't specify packets parameter.

packets 100000000000 OOOOODOOOOOO
00000O00O0intervalD 0 unlimit 00000000000
oooooooo

Connection failed to access list logging program.

gooboooooooooooooobooooooooooo
gooboooooooooooooobooooooooooo
oobobooooooooooooooooooooo

goobogo

oo
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dump access-log

dump access-log

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooogon

goobognd

dump access-log

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

O 3s500000p0ooooooooo

> dump access-1log
>

goodgdao

oo

gogoooogo

oo
goboooooo

0 3-80dumpaccess-log0 0000000000000

ooooo oo

Access list logging is not enable. 0000000000000000000000000000
ooooooooog

Can't execute. jodo0oo0o0DooDOoDoDOoooooooooo

Connection failed to access list logging program. 00000000000 o0o0o0ooooooooooooog

goooooOooooooooOooooOoooOooOoooooo
goooooOooooooooooobOoooooo

goodgdao

0000000ooo00ooDoooooooooooooooon
000000000 lusr/var/acllog/
0000000 acllogd_dump.gz

gboboboooooboobobobooooooooobooboboboooooobobobooobooon
gboboboobooogooo
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restart access-log

restart access-log

gboboooooboobobobobooobooobogn

ggodgguo

restart access-log [-f] [core-file]

goobogooo

gbobooooooboobobobob

goodoogo

-f
gboboooooboobobobooooobooooboboboboobooooooboobOoDbo

gbooooooooobo
gboooooooboobabd

core-file
O0o0o0o0o0oo0ooooooOobooooooOo0ooooobooooooo

gbooooooooobo
gboooooooboobabd

gboooooooboobobon
gbooooooooboobobobooooooooboboboooooooooboobOobo

googod

036000000000000000

> restart access-log
Access list logging restart OK? (y/n): y
>

goobogo

oo

goobogoooboo

oo

ugooooogo

O 3-90restartaccess-log0 000 0000D0OO0ODOO

ooooo oo

Access list logging doesn't seem to be running. 000000000000 00000O0oOoOoDooooooog
pooobbooooobooobobbooobbbooooobo
pgoooboboooobooobobbooobbbooooboo

Access list logging program failed to be restarted. 000000000000 00000O0oOoOoDooooooog

oooooooooooocooo

Can't execute. gbooooooooobooooocoooocoooo
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restart access-log

goodgdao

Joddoodooodooooooooooooooooon
000000000 fusr/var/core/
0000000 acllogd.core

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooboobgooo
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debug access-log

debug access-log

gooOoOoOoOOoOOoOOOOOOOOOOOOOOOOOOOOODOOO syslogODOODOOOOOOO
gooon

goodogo
debug access-log [display]

goodoogo

gbobooooooboobobobob

goodoogo

display
0000000000oooOoDOooog syslogOOO0O0OoooooooonOd

obooooooobobd
O00OO0O0OO0O0O0OOOO0O syslogOODOOOOOOOOOOOOOOOOOOOOODODODODODOO
oo

gogodd

Oo3-700000obooooooon

> debug access-log
monitor: start access list logging event-log monitor (without screen display)
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 3-100debug access-log0 0000000000000

goooo oo
Access list logging is not enable. gooo0o0o0oOooOobOobOobOoboOoboboooooobooboo
goooooogo
Already displayed for event-log. jo0o0d0ood0oo0oooooooooooooo
Already printed for event-log. 000000000000 0oo0o0o0ooooooon
Can't execute. gooobooooboobobOobobooobooobooo
Connection failed to access list logging program. 0oo0o00o0o000ooooooooooDoooooooon

goobooooooobooooooooocoooboooonod
oobobooooooooooooooooooooo

start access list logging event-log monitor J000000000O0o0o00OOoO0O0O0OOoOoOoDOOoOoOoooo
oooo

start access list logging event-log monitor (without 000000000 oooooooooooooooooog

screen display) ooooo
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debug access-log

goodgdao

oo
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no debug access-log

no debug access-log

gooOoOoOoOOoOOoOOOOOOOOOOOOOOOOOOOOODOOO syslogODOODOOOOOOO
gooo

goobogo

no debug access-log

goodoogo

gbobooooooboobobobob

goodoogo
oo
googod

0380O00oOoOoOoOoooooooo

> no debug access-log
monitor: stop access list logging event-log monitor
>

goobogo

oo

goobogoooboo

oo
ugooooogo

0O 3-11M0nodebugaccess-log 0 000000000 OOOO

ooooo oo
Access list logging is not enable. 0000000000000000000000000000
ooooooooo
Already does not printed for event-log. Ooo0oooo0oooooooooooooooon
Can't execute. 00o0o0o0o0oo0oo0o0o0o0o00o0000000o00o
Connection failed to access list logging program. 0000000000 oo0o0ooooooooooooog

goobooooooobooooooooocoooboooonod
gobooooooooooooooooooooo

stop access list logging event-log monitor Jo00000000000oDOooooOooog

goobogo

oo
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QoS

0 300QoS

show qos-flow

clear qos-flow

show qos queueing

clear qos queueing

show qos queueing distribution

clear qos queueing distribution

show qos queueing interface

clear qos queueing interface

show qos queueing to-cpu

clear qos queueing to-cpu

show shaper

clear shaper

show shaper <port list>

clear shaper <port list>
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show qos-flow

show qos-flow

0000000000000 0D0 VLANODOODODODOQoeSOOOOOOOOOOOOip
qos-flow-groupl ipv6 qos-flow-groupd mac qos-flow-groupd advance access-groupd O OO0 00 QoS O
OdoddoooooooodooodooooooooooooooooooooOoooOoooooao

gooogo

show gos-flow

show gos-flow <nif no.>/<port no.> [ <gos flow list name> ] [ { in | out } ]
[ layer2-forwarding ]

show gos-flow interface vlan <vlan id> [ <gos flow list name> ] [ { in | out } 1
[ { layer2-forwarding | layer3-forwarding
| layer2-and-layer3-fowarding } ]

goooooo

gbobooooooboobobobob

goobogooo

<nif no.>/<port no.>
000000000000 D0000000o00o0o00O000o00o00o00O0O0oOnd <nifno.>0
<portno>000000MMOO0O0OO0ODOOODODOODOOOODOOODOOO

interface vlan <vlan id>
0000 VLANODODOOOOOOODODOo0Oo0Oo0Oo0ooooooooooa
<vlan id>0 0 interfacevlan 000000000 VLANIDOOODODOOO

<qos flow list name>
<qos flow list name>0 QoSO O 000 OO OODO
000000000000 b00oo00o0 QSOUOodooooooooooooooooooaon

gbooooooobobd
Oo0oO0OO0O0O0O0O0O0O0O0O0OD0O0ODO0OD0O00 QSOODOODOOODOOODOODODODOODODODODOO
oono

{in | out }
in0d InboundD OO0 O 0OOOO
outd OutboundD OO OO OO O
dddddoooooooooooooooooboobooboobooboboobooooo

oboooooooboobo
gboooooobobobobooooboobobobobooooooboobobobo

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingD 0 00O 20000
layer3-forwardingD 000 30000
layer2-and-layer3-forwardingd O 00 2000000 30000
0000000000000 0000000000000000 QSO0 D0O0OD0DO0DOoOoooon
Oooooododooooooooo 2000000 300000000000 ODOODOO 2000
ooooo300ooooboobooboobo

goobooboboooog
0000000oooooooooo 20000000 QSOOoOooooooooD 300000
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show qos-flow

OO0 QSOOOoooooooooooooOooooooOoooOoOOoDO

gbobobobooooooon
0000000000000 0O0O0OU0000U00 QSUDUDUDUDUDUDUDUODUDOODO

ooo

gobood
e I000DOODDOODODODOODO QSOOOOOODODODOODODOODODODODODODOD

O410MACQoSOO0O0O0O0O0O0O0O0000O0

> show gos-flow 1/3 apple-talk-gos out
Date 20XX/03/01 12:00:00 UTC
Using Port:1/3 out
MAC gos-flow-list:appletalk-gos layer2-forwarding
remark "QoS for appletalk"
any any appletalk(0x809b) action priority-class 5 discard-class 2
matched packets : 5642
>

0 4-20IPvdQoSOO0O00OOOODODOOODOO

> show gos-flow 1/7 http-gos out layer2-forwarding
Date 20XX/03/01 12:00:00 UTC
Using Port:1/7 out
IP gos-flow-list:http-gos layer2-forwarding
remark "QoS for http"
tcp(6) any host 10.10.10.2 eq http(80) action priority-class 4
matched packets : 74699826
>

04-30IPv6eQoSOOIOOOOOOOOOOO

> show gos-flow interface vlan 11 telnet-gos in
Date 20XX/03/01 12:00:00 UTC
Using Interface:vlan 11 in
IPv6e gos-flow-list:telnet-gos layer2-forwarding

remark "QoS for telnet"

tcp(6) any host 3ffe:501:811:f£00::1 eq telnet (23) action priority-class 6
discard-class 2

matched packets : 612359745

>

0O 4-40Advance QoSO OO OOOOOOOOOO

> show gos-flow interface vlan 11 telnet-gos in
Date 20XX/07/15 12:00:00 UTC
Using Interface:vlan 11 in
Advance gos-flow-list:telnet-gos layer2-and-layer3-forwarding
remark "QoS for mac-ipve"
mac-ipvée 0012.e200.1234 ffff.ffff.0000 any tcp any host
2001:db8:1:fe00::1 action priority-class 5 discard-class 1
matched packets : 345356711
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show qos-flow

04-50QeSOIIIONONONOOOOOOOOOOOO

> show gos-flow interface vlan 19 in
Date 20XX/03/01 12:00:00 UTC
Using Interface:vlan 19 in
IP gos-flow-list:ftp-gos layer2-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 5488465101
IP gos-flow-list:ftp-gqos layer3-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 24884656
IPv6 gos-flow-list:telnet-gos layer2-forwarding
remark "QoS for telnet"
tcp(6) any host 3ffe:501:811:££f00::1 eq telnet(23) action priority-class 6
discard-class 4
matched packets : 387252415
>

O 4-60infout00000O0OODODODO

> show gos-flow interface vlan 100
Date 20XX/03/01 12:00:00 UTC
Using Interface:vlan 100 in
IP gos-flow-list:ftp-gos layer2-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 1684236799
IP gos-flow-list:ftp-gos layer3-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 17375692
IPv6 gos-flow-list:telnet-gos layer2-forwarding
remark "QoS for telnet"
tcp(6) any host 3ffe:501:811:£f£f00::1 eq telnet (23) action priority-class 6
discard-class 4
matched packets : 3454813846

Using Interface:vlan 100 out
IP gos-flow-list:smtp-gos layer2-forwarding
remark "QoS for smtp"
tcp(6) any any eq smtp(25) action priority-class 5 discard-class 3
matched packets : 5484365
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show qos-flow

U47000000000DOO0O0O00O0DDOO

> show gos-flow
Date 20XX/07/15 12:00:00 UTC
Using Port:1/12 in
IP gos-flow-list:http-gos layer2-forwarding
remark "QoS for http"
tcp(6) any host 10.10.10.2 eq http(80) action priority-class 4
matched packets : 745268726368

Using Port:1/12 out
IP gos-flow-list:http-gos layer2-forwarding
remark "QoS for http"
tcp(6) any host 10.10.10.2 eq http(80) action priority-class 4
matched packets : 564712387460

Using Interface:vlan 25 in
IP gos-flow-list:ftp-gos layer2-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 6278921654
IP gos-flow-list:ftp-gos layer3-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 564712387460
IPv6e gos-flow-list:telnet-gos layer2-forwarding
remark "QoS for telnet"
tcp(6) any host 3ffe:501:811:f£00::1 eq telnet (23) action priority-class 6
discard-class 4
matched packets : 905671862
Advance gos-flow-list:http-qos layer2-and-layer3-forwarding
remark "QoS for http"
mac-ip 0012.e200.1234 ffff.ffff.0000 any tcp any host 10.10.10.2 eq
http action priority-class 4
matched packets : 562383337460

Using Interface:vlan 25 out
IP gos-flow-list:smtp-gos layer2-forwarding
remark "QoS for smtp"
tcp(6) any any eq smtp(25) action priority-class 5 discard-class 3
matched packets : 91384186

Using Interface:vlan 100 out
MAC gos-flow-list:apple-talk-gos layer2-forwarding
remark "QoS for apple-talk"
any any appletalk(0x809b) action priority-class 5 discard-class 2
matched packets : 73156
IP gos-flow-list:smtp-gos layer3-forwarding
remark "QoS for smtp"
tcp(6) any any eq smtp(25) action priority-class 5 discard-class 3
matched packets : 26444786
>

e I000DODOOOOOO QSOODOODOODOODOODOODODOOODOODOO

048000000C0O0C0OOOOIPMQeSODODODODODOODOOODODOO

> show gos-flow interface vlan 10 http-gos-min
Date 20XX/10/01 12:00:00 UTC
Using Interface:vlan 10 out
IP gos-flow-list:http-gos-min layer3-forwarding
remark "http min-rate 256k"
tcp(6) any any eq http(80) action priority-class 4 min-rate 256
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show qos-flow

min-rate-burst 4000 penalty-discard-class 1
matched packets
(min-rate over) : 146723
(min-rate under) : 2118673486
>

04900000000000001IPV4QeSOOOOOOOOOOOOO

> show gos-flow interface vlan 100 http-gos-max
Date 20XX/10/01 12:00:00 UTC
Using Interface:vlan 100 in
IP gos-flow-list:http-gos-max layer3-forwarding
remark "http max-rate 256k"
tcp(6) any any eq http(80) action priority-class 4 max-rate 256
max-rate-burst 4000
matched packets
(max-rate over) : 7246485
(max-rate under) : 1547819347
>

04100 0000000000000000O00O00O01IPv4QoSOO0OONOOOOOOOGd

> show gos-flow interface vlan 1000 http-gos-max-min
Date 20XX/10/01 12:00:00 UTC
Using Interface:vlan 1000 in
IP gos-flow-list:http-gos-max-min layer3-forwarding

remark "http max 512 min 64"

tcp(6) any any eq http(80) action priority-class 4 max-rate 512 min-rate
64 penalty-discard-class 1

matched packets

(max-rate over) : 92720
(min-rate over) : 547895
(min-rate under) : 1672368291

ggodgguo
gboobooooooooboobobob

> show gos-flow 1/7 http-gos
Date 20XX/03/01 12:00:00 UTC

Using Port:1/7 in Cmmmmmmmmm - ooooooooad
IP gos-flow-list:http-gos layer2-forwarding <--------- QosO oo nonon
remark "QoS for http" Cmmmmmmm - oosOOOOOODO
tcp any host 10.10.10.2 eq http action priority-class 4 <--QosSUOOOOOOOO
matched packets : 74699826 <--000ODO
>
0410QoSOOO0O0OODOODOOOOOOO
oooo gooo
gooo oo
ooooooooO | Using Porti<nif no.>/<port no.> in Inbound 00 QoSO OOO0OOODOOOOO
goOooooboobooobogoo
Using Port:<nif no.>/<port no.> out Outbound 00 QoS OO0 ODDOOODOOO
goOoo0o0oO0oobooooboo
Using Interface:vlan <vlan id> in Inbound 00 QoSO OOOOOOODOOO
VLANOOOOOOOOCO
Using Interface:vlan <vlan id> out Outbound 00 QoSO OO OOOOOOOO

VLANOOOOOOODO
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show qos-flow

ooono

oooo

oooo

oo

QoSO0O0D0O0O00
0o

MAC qos-flow-list:<qos flow list name>
layer2-forwarding

QSO UI000DD0OO0DOO0ODLODOOODO
00020000000 MACQoSOOOOO
ooo

IP qos-flow-list:<qos flow list name>
layer2-forwarding

QoSOO0O0ObOOObOoOoboobooooo
00020000000 IPv4QoSOOODOOO
oo

IP qos-flow-list:<qos flow list name>
layer3-forwarding

QoSOOO0O0ObOOObOoOoboobooooo
00030000000 IPv4QoSOO0O0O0OO
oo

IPv6 qos-flow-list:<qos flow list name>
layer2-forwarding

QSOOO0O0ObOOObOoOoboobooooo
00020000000 IPv6eQoSOO0OO0OO
oo

IPv6 qos-flow-list:<qos flow list name>
layer3-forwarding

QSO UI0O00DDDOO0ODOOO0OLODOOOO
00030000000 IPv6eQoSOO0OOOO
oo

Advance qos-flow-list:<qos flow list name>

layer2-forwarding

QoSO I0O00DDDOO0ODOOO0ODODOODDO
00020000000 Advance QSOO0DODO
oooooo

Advance qos-flow-list:<qos flow list name>

layer2-and-layer3-forwarding

QoSOU00I00O0UDN0OO0UOOoOUoooOn
0002000000 30000000
Advance QoSO OOOOOOOOO

QoSOODOOO
ooo

QSO IO000IDD00NNDmMOIDDDOODDD0OUDDDOOONDDOODO Vol207.QoSOOOO
goooOooooOooooooooooooooobooooooooo

oooao

matched packets:<packets>

QoSO IO00NDOOODOO0OODODOOD
ooooo

matched (max-rate over) :<packets>
packets

QoSOO0OO0DbOOObOOoObOoOobObbDbO
goooooooooboooooo

(max-rate under):<packets>

QoSOO0OO0OOObOOObOLOObObbDbO
gooooooooooooooo

(min-rate over) :<packets>

QoSO IO00DDOOODOO0OODODOOD
gooooooooooooooo

(min-rate under):<packets>

QoSO IO00NDOOODOOOODODOOD
goooooooooboooooo

gogoooogo

oo

ogooooogo

0 4-20showqos-flow 0 0000000 OOOOODO

ooood

od

Can't execute this command in standby system.

oboobooooooooocoooboooooooon
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show qos-flow

ooooo

oo

Can't execute.

oobooooooooooo

oooooooogo

e« active 000 BSUOCSUO OO MSUOOOOOOOOO
000 BSuOCSUOOO MSUO activeD0OODODOOO
ooooooooooooooood

* QSOOO0O0O0O0OOOOOObOOObOOOLOOoOoLoO
goobooooooooooo

Illegal NIF -- <nif no.>.

NIFOOOODODODOOOODODODO0O0OooOoooooooooo
gooooa
<nif no.> NIF O O

Illegal Port -- <port no.>.

Jodo000o00o0oo00o0oDoDoDOooDoooooooooo
gooooooo
<portno.>0 0000

No configuration.

goo0o0oo0ooooobooobo vVveANOOOoOooooo
QSO I0O00D0OO0O0DODO0O0O0O0UOOODODO
0QeSO0O0O00O00O00D0O0O0ODO0O0OoO0oOooO

No such interface.

oob0ooooooooocO0o0ooOooooocoooboooaon
goboooooooooooooo

No such qos-flow-list-name.

00000 QSOOO0O00ODODOO <qos flow list name> [
QSO0 0I0DD00O00DDOOUODDODUODOOoODOOOoUODDOO
00o000o00o0oooooooooooog

goobogo

oo
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clear gqos-flow

clear qos-flow

showqos-flow 00000000 0QSOO0OO0OO0OOODOODOODOOOOOOOOOGO
O matchedpackets OO0 OO0 00O0OO0OO

ogoooon

clear gos-flow

clear gos-flow <nif no.>/<port no.> [ <gos flow list name> ] [ { in | out } ]
[ layer2-forwarding ]

clear gos-flow interface vlan <vlan id> [ <gos flow list name> ] [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding
| layer2-and-layer3-fowarding } ]

goooodn

gboboooooobooobooboooo

goobogoo

<nif no.>/<port no.>
0000000000000 0od0od0oo0oo0o0ooooDOooDOUoOoooOoOOoOn <nif
no><portno>000000OI0O0OOOOOOOO0O0O0O0OOOOOOOOOOO

interface vlan <vlan id>
0000 VLANOOOOODODOOOoOoooooooooooooooo
<vlanid>0 0 interfacevlan 000000000 VLANIDOOOODOOO

<qos flow list name>
<qos flow list name>0 QoSO OO0 00O OOODO
0000000000000 000DO0 QSUO0i0Dd00Dooooooooooooonooooog
od

gbooooooobobd
go0oO0O0OO0OOOOO0OOOOOOOO0OO QSOOOOOOODODOOOOODODODOOO
gooog

{in | out }
in0d InboundD 0000000
outd OutboundD OO0 OO OO0
Jddddddooooooooooooooooooobooboobooboooooooo

gooooboooood
gbooboboboooooooboobobobobooooobobooboobbobOoboon

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingD 0 00O 20000
layer3-forwardingD OO0 30000
layer2-and-layer3-forwardingd OO0 2000000 30000
0000000000000 00000000O0DOo0Oo0oO0 Q@SUO000oooooooooo
gooooooooooobooObOoObODOD 2000000 3000000000000 0000O0OOd
200000000 000000000000 ooooo

gbobobobooooodg
0000000000000 Oooo 20000000 QSOODOODODOOOODO 300000
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clear qos-flow

OO0 QSOOoOOooooooooooooooooooooooooooo

gboobooooooobobon
g000O0OO0O0OO00OO00OU0O0O0O0O0O0OU0O0OU00O. QSOUUOUUUObOUUOUOUOODUODODbOOOOOoOOO

goooo
googod

04-MM00000O0DO

> clear qgos-flow 1/7 http-gos
Date 20XX/03/01 12:00:00 UTC
>

goobogo

oo

ggoooooo

oo
ugooooogo

0 4-30clearqos-flow 0000000 O0OOOOOO

ooooo oo

Can't execute this command in standby system. 0000000000000 oooooooooo

Can't execute. go00oOoOoOooooooao
ogooooooooo
e active DO 0O BSUODCSUD OO MSUOOOOOOOODO
OO0 BSUOCSUOOO MSUO active DO O OOOOO
gooooooooooooooad
e QSOUOD00OD0OODOODODODDODODODODOOODOO
goooooooooood

Illegal NIF -- <nif no.>. OO0 NIFOOOOOOoOOooOooooooooooooooo
goooooa
<nif no.> NIF O O

Illegal Port -- <port no.>. Jddod0d0oo00ooo0ooOo0oOoOOooooooo
gooooog

<portno.>0 0000

No configuration. 000000000 00000O00 VLANOOOOOOOD
QSO0D0D00D0D0ONDDDN0DONONDDONDNDON0NDDNOD
00000000 QSOO00D0000000ND00NnoNoDn
ooooooo

No such interface. jdd0od0d0o0o0oooO00ooOoOoooooooooon
go000o0d000oooooobooooa

No such qos-flow-list-name. 00000 QSO00D0D0D00O0 <qos flow list name> 0
QSI00000D0DDON0NDONONDND0NDOONDOOn
o0oo00oooooooog

goobogo

00000000000 O0axsQosFlowStats 00O OO MIBOOO oO0OdOdO0OOOd

44



show gos

queueing

show qos queueing

gbobobooobooboboboboboooooboobobob

gbobobobooobooooobooboobobobooooo

s DOO0OODOODOOOOO
s 0O00OD0OO0OD0ODO

s 0DO000D00D0ODOODOO
e ODO0OODOODOODOOO
s DOO0OODOODOOOOO

04120 00000000NK1GS-8M O O [ AX6700S0

CPUA~

TARRY TARRY
Ea—v3y Ea—v3y
ElEFa— fExa—
BCU [0 .
A j
CPU~ I _J/
2EE ST s CITILT ez
SK A :
Foxh ) oLy | vy Ly
N -~ =~ . TLETHTS T TS . . RS TR
Bgi_ _gim\. /UUUU/UULIU; \.m,\' /UUUU/I-ULU
#Ex2— | g A i 1 AT
o) v
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\IIII, \?u-l/
o A y V v
BlAR— bV Ry L5 BIAR— k~ BIAR— b | [y MpgE|[ BIR— b~
TN e | Lz tEEL | TR R | Rl B
w— b A— b
FlEFa— RfEFa—

DEfE
Fa1—

TA4RAbE

1) Ea—
a3y
2EFXa—
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show qos queueing

0 4-130 0000000 0NK1GS-8MM AX6700S0

TARRY TARRY
Ea—v3y Ea—v3y
EEXa— EExa—
A CPU~
E‘\ ‘|‘ @%15
cPUA . T *a—
i -—%i\jkj,‘aw1 \\5*“/‘Bw2 |
Fexb J 2NN 2 B SR A
. - = T i ~ . : TR IR
sea— UMY (LMLM)(UUUU; \J]ﬂ ) (Uuulf W L )
2Era— | yp A E o) S
! 3z
; . é%i\{—l—
———————— AN S P\ A A b
- / . l_l_l 5 EEEa—
§ ~S==
i wly o
Cp i

_________ A \4

v v v
B H BIAR—= kA

BAR— kA5

AR— A5
Ny LRE

Ny FRIE BAR— b~

Ny EE

N7y hEE

A SH

A

ZEF1—

BRIy z—/)
A—YEEF1—
(show shaper THR)

04-14000000000NK1GS-8M O O T AX6600S0

osU J— T —
TN, g
e —— mm. |
=la »\. 2 E
Fa— i e 5
7 4 R T W )

?)—;li 7 > 2T T~ FARARY
a3y >\ I I ) « I I " Y6 ——TF— Ea—v3v
= g = — EEFa1—

ER(= —_ —~. B
A |
R—b ./'/m’:ﬁ\ﬂ.\‘\ ./"'!' '~ R— b
ZiEFXa1—T] > . | ( . | €— R—
] = i M ! BiEFa—
BIR— A5 BIR— bk~ I R

Sy b BiE
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041500000000 0NK1GS-8M AX6600S0

csu JESS— » crU
CPUAD M ot S |
aw o —— WM.
Fa- I
TARK ‘/__5.5_\ Y_
I)E:L_ ./ . /./ ~. 7__»4th)
L3y TP\ | ~]|) ‘o ]ll Je——F—ra—23>
FEFa— ~ —— EfEF 21—
NIF 5 Y
A TR | A—r
""""""""""" i N /)<___ EEF1—
/ 4 § v R
R— b TN DETA
= > \ a—4
BEF2— L L R
i - v B
AT— 5 A SE—T ; ; (show_ shaper
AVTES T 9 SSiry bEfE v v THT)
[ A7obaiE |
0 4160000 000 O ONH1GS-6MO NH10G-1RX O O 11 AX6300S0
WsU J— T —
CPU~D , TR
#1E \'\ |—| |_||_|/
*ra— '\.*‘/
TA4RbE /—'~ _
> I . ~ 'fz |~IJ
ST [ RGNS
v . o . vy
o= - EEFa1—
ZfEFX1— NIE Y e &
A I TN,
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: L \ 4 EEF21—

BIK— kD [N
A4 H d

BIR— F~
/Sy bitHE

show qos queueing
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show qos queueing

04170000000 00NH1GS-6M AX6300S0

Hsu P — » U e,
ot mm
*a— \'\-‘r-/'/
He b /, 4= ; Y
L), CHD 1 fat
I 7
;T B
v v i/I—?f
| W W
Moyizal PO v v <
[ rorzE |
0 4-180 00000 0O O NH10G-1RXD
sU P —— S T S— !
CPUAD PRt
RfEFa— ——N.\\H;ﬂﬂ/.‘
R— bk //Ad\\ /"! T~ K— b
grxa———>" [[H]]. ! I—IH l-"-l DT Ewa—
e~ k - — . - 4
NIF .
gooogo

show gos queueing [<port lists> [{inbound | outbound}]]

goodoogo

gbobooooooooooobobob

goobogooo

<port list>
oo ouobobbbbbbbobbbbobboboboooooog

0000000000000000000000000000000P0<portlist>0000000

48



show qos queueing

gooboooooboooomuooooooooooooboboooboooooDooo
goocCcpUOOOOOOOOOOOOOOOO

gbooooooboobd
gbooooooobaob
« CPUODOOOOODO
s JO000D0O0DOOOOOOODOODOODOODbDODODbOOODOODOn
e JO00OO0O0ODOOOOOOOOOOODOODODO

{inbound | outbound}

000000000000 DODODODODOODO<portlist>000000000000O0O0OO0O

inbound
000000000 oooooao

outbound
oo0o0ooooooooooon

gbooooooboobd
gbooooooboboboooboobooono
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show qos queueing

gogodd
e 00O DOODOODOODODOODOODOODO

04-100000000000000000AX6700SIAX6600S0

> show gos gqueueing
Date 20XX/04/16 12:00:00 UTC
BSULl:To-CPU
Max Queue=16
Queuel: Qlen=0, Peak Qlen=0, Limit Qlen=1023

discard send_pkt discard pkt send byte
1 0 0 -
2 0 0 -
3 0 0 -
4 0 0 -
total 0 0 0

BSU1l:NIF1/Portl-24 (Distribution Queuel, outbound)
Max Queue=8
Queuel: Qlen=0, Peak Qlen=0, Limit Qlen=2047

discard send_pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 _
4 0 0 -
total 0 0 0

BSU1:NIF1/Portl-24 (Distribution Queue2, outbound)
Max Queue=8
Queuel: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard send_pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 1594804 0 -
total 1594804 0 2308.7M

NIF1l/Portl (outbound)
Max Queue=8, Rate=100Mbit/s, Schedule mode=pqg
Queuel: Qlen=32, Peak Qlen=255, Limit Qlen=255, Drop mode=tail drop
send_pkt discard pkt send byte
total 813432 85 1174 .4M

BSU1:NIF1/Portl,3,5,7,9,11,13,15,17,19,21,23 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send byte
total 8 0 480

NIFl/Portl (inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=63

discard send_pkt discard pkt send byte
1 8 0 -
2 0 0 -

total 8 0 480

NIFl/Port24 (inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit_Qlen=63
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discard send pkt discard pkt send_byte
1 4 0 -
2 0 0 -
total 4 0 240

>

a
ggobogooboobooobooboory-vgbboobOoo

Uaxeeo0osO0OOOOO0OO0O0OBSUUOOOOODOODOODOcstOOOOOODOO

show qos queueing
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show qos queueing

04-200000000000000000AX6300SO

> show gos queueing
Date 20XX/04/16 12:00:00 UTC
To-CPU
Max Queue=8
Queuel: Qlen=0,

discard send_pkt
1 93411
2 0
3 0
4 0
total 93411

Peak Qlen=384, Limit Qlen=1023

discard pkt
3165766

0

0

0

3165766

NIF1l/Portl-24 (Distribution Queue, outbound)

Max Queue=8
Queuel: Qlen=0,

discard send_pkt
1 0
2 0
3 0
4 6405232
total 6405232

To Port Queue

To NIFl/Port 1- 4
To NIFl/Port 5- 8
To NIF1l/Port 9-12
To NIF1l/Portl3-16
To NIF1l/Portl7-20
To NIF1l/Port21-24

NIF1l/Portl
Max Queue=8,
Queuel: Qlen=0,

(outbound)
Rate=100Mbit/s,

send_ pkt

total 3203665

Peak Qlen=2,

Limit Qlen=2047
discard pkt

O O O O o

discard pkt

O O O O o o

Schedule mode=pqgq

discard pkt
0

NIFl1/Portl-24 (Distribution Queue, inbound)

Max Queue=1
Queuel: Qlen=0,
send_pkt
total 34877867
NIFl/Portl (inbound)
Max Queue=1
Queuel: Qlen=0,

discard send_pkt
1 192
2 0
total 192
NIFl/Port24 (inbound)

Max Queue=1
Queuel: Qlen=0,

discard send_pkt
1 192
2 0
total 192

>
gboobooooooooooobooe
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Peak Qlen=2,

Peak Qlen=1,

Peak Qlen=1,

Limit Qlen=127
discard pkt
0

Limit Qlen=255
discard pkt
0
0
0

Limit Qlen=255
discard pkt
0
0
0

-ngpogoooooo

send byte

send byte

9272 .7M

Peak Qlen=51, Limit Qlen=255, Drop mode=tail_ drop

send byte
4625.6M

send byte
38.1G

send byte

15.8k

send byte

15.8k



goodgdao

04-40000000000AX6700S1 AX6600S0

show qos queueing

ooood oooo
ooood oo
OoooooO | NIF<nif no.>/Port<port no.> (outbound) gooooooog
oo
NIF<nif no.>/Port<port no.>-<port no.> (outbound) oooooooo
NIF<nif no.>/Port<port no.> (inbound) gooooogoo
NIF<nif no.>/Port<port no.>-<port no.> (inbound) oooooooo
AX6700S | BSU<bsu no.>:NIF<nif no.>/Port<port Joo0ooo0oooooooooo 1
ooog no.> (Distribution_Queuel, outbound)
BSU<bsu no.>:NIF<nif no.>/Port<port gooooooooooooooo 1
no.>-<port no.> (Distribution_Queuel,
outbound)
BSU<bsu no.>:NIF<nif no.>/Port<port oooooooooooooooo 2
no.> (Distribution_Queue2, outbound)
BSU<bsu no.>:NIF<nif No.>/Port<port 00000O0ooOoOoDoooooo 2
no.>- <port no.> (Distribution_Queue2,
outbound)
BSU<bsu no.>:NIF<nif no.>/Port<port BSUOOOOOOOOOOOODOOOOOOO
no.>- <port no.> (Distribution_Queue, 0o0oO000O00OooooooonD
inbound)
BSU<bsu no.>:NIF<nif no.>/Port<port BSUOOOOODOOOOOO MACOOODOO
no.>- <port no.> (Distribution_Queuel, 0000000000000 o0o0oooooo
inbound) Ooog 10
BSU<bsu no.>:NIF<nif no.>/Port<port BSUOOOOODOOOOOO MACOOODOO
no.>- <port no.> (Distribution_Queue2, 0000000000000 o0o0oooooo
inbound) oo 20
BSU<bsu no.>:To-CPU cpUOOOOOOO
AX6600S = CSU<csu no.>:NIF<nif no.>/Port<port J0000D0000o0oooooo
oono no.> (Distribution_Queue, outbound)
CSU<csu no.>:NIF<nif no.>/Port<port J0000D0000o0oooooo
no.>-<port no.> (Distribution_Queue,
outbound)
CSU<csu no.>:NIF<nif no.>/Port<port 0000000ooOooooOoooo
no.> (Distribution_Queue, inbound)
CSU<csu no.>:NIF<nif no.>/Port<port oooooooooooooooo
no.>-<port no.> (Distribution_Queue,
inbound)
CSU<csu no.>:To-CPU cpuOOOoOoOoOoO
QoSO 0O Max_Queue=<number of queue> ooooog

Rate=<rate>

ooo0ooooooooooooooo

- 0O0O0O0O0O0OO0O0DOOOODODOOOOOOO
0Mob000000000 NIFODOOO-

« JO0O0O0O0OO0ODOOOODOOOOOOOO
oobODooooOooooDoooooooooon
ooooooo
gobOooooocoooocOoOooOooooon
oo
oobODooooOooooDoooooooooon
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show qos queueing

gooo gooo
gooo oo
Schedule_mode=<schedule mode> 0000000O0oOoobOooOoooooooo
00od00ooOoO0oo0ooboomooooo
0O00o0dooog Veol20e1.20000000
gooooooooooa
oooogo Queue<queue no.>: ooogo
Qlen=<queue length> joodooooooooooo
Peak_Qlen=<queue length> 000000000000000000o
Limit_Qlen=<queue length> pgooobobbooobbooooog
Drop_mode=tail_drop 000000000 tail_drop
oooo discard goooooooog

- JO0OO0O0OO0OOOODOOOOOOOOO
000000000000 Vol.20 6.10 NIF
ooboooooooooboooobooooon
00000000 Vol2O0O 6-34 NIFO OO
goooooooobooz2smoooooo
00000000000 Vol20O O 6-35 NIF
goooooooobooboo3smooo
goobooooooooooo

send_pkt goodoooooood
discard_pkt jo0o0oooooooooooooo
send_byte goooooooooooooooooood

kO 10240M O 102420 G O 102430
MACODOOOO DATAODOO PAD O O0OFCS
0o00O00O000oooon

total 00000000000 kO 10240MO
102420 G O 102430

gooooo0ooooooooooo BSsuoooooooooooDoooDoOODDO

04-50000000000AXe300s0O

ooood ooood
ooono oo
oooooo NIF<nif no.>/Port<port no.> (outbound) oooooooo
ooo

NIF<nif no.>/Port<port no.>-<port no.> (outbound) ooooooog

NIF<nif no.>/Port<port no.> (inbound) gooooooo
NIF<nif no.>/Port<port no.>-<port no.> (inbound) gooooooo
NIF<nif no.>/Port<port no.>- <port no.> 0o0o0ooooooooooooo
(Distribution_Queue, outbound)
NIF<nif no.>/Port<port no.>- <port no.> Jooooooooooooooo
(Distribution_Queue, inbound)
To_Port_Queue gooooooooo
To NIF<nif no.>/Port<port no.>- <port no.>
To-CPU cpunoooooog
QoSO 0O Max_Queue=<number of queue> ooooo
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show qos queueing

oooo

oooo

oooao

oo

Rate=<rate>

oooooooooooooooooo

- JO0O00O0O0OO0O0OOOOOOOOOOOO
OMmoooO0ooo0OO0o0ONIFOODODO-

- JO00O0O0OO0OOOODOOOOOOOOO
oooooobooooobooooooooo
goooooo
ooboooobooooooooobooooo
oo
ooboooooooooboooooboooo

Schedule_mode=<schedule mode>

goooooboooooocOoooooooooo
goooooooOoooooomooooo
00000000 vel206.1.20000000
gooooobooooooo

ooooo Queue<queue no.>:

ooooo

Qlen=<queue length>

goooooooooooooo

Peak_Qlen=<queue length>

goooooooooobooooooooo

Limit_Qlen=<queue length>

gooooooooooooooooo

Drop_mode=tail_drop

00000000 Od tail_drop

oooao discard

gooooooooad

- JO000O0O0O0O0ODOODOOOOOOOOO
000000000000 Vol.20 6.10 NIF
ooboooooooooboooooboooo
00000000 Vol.2ODO 6-37NIFO OO
ooooooooooo2Bmoooooo
00000000 oo0 Vol.2O O 6-38 NIF
goooooooooooboosBmooo
gooooooooooooon

send_pkt

goboooooooooo

discard_pkt

gooooooooooooooooon

send_byte 000000000000 000000000
kO 10240M O 102420 G O 1024°0
MACODOOOO DATAODOO PAD 0 O0OFCS
0o00O0000O0oooon

total 00000000000 kO 10240M O

1024%0 G O 1024°0

gogoooogo

oo

goboooooo

0 4-60showqosqueueing0 000000 OO0OOOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

oboooooooooood

active 00 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOOO MSUO activeOOOOOOOODO
gooooooooooo
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show qos queueing

ooooo oag
Illegal NIF -- <nif no.>. OONIFOOODODODOODODODODOoDoooooooooo
oooooo
<nif no.> NIF O O
Illegal Port -- <port no.>. jo0o000o0o0ooU0oooU0OooOoUoDoOOoOooog
gooooo

<portno>0 0000

No operational port. 0000000000000 000000 NIFO active 0 O
gooooooooobooooooooo

goobogo

Queue8 000 Queuel6 OO0 OD0DO0OODOOOOODOOOOOOOODOOOOOODOOOOOOOOO
oon

- 0000000000000 000000000000000 BPDUOOOO
« IEEES02.1X 000000000000 OOO0OO0OO0O0O EAPOLODODODO
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clear qos queueing

clear qos queueing

showqosqueveing 0 000000000 0OOCOOOOODOOOOOOOOOO

goodgdao

clear gos queueing [<port list>] [{inbound | outbound}]

goobogoo

gboboooobooboboboooo

gogododogo

<port list>
0000000000000 000o0000ooD00o0o00o0oo0o0Doo00oDoooooo

O0000000000000000000 0000000 0<portlist>00000000000

goooboboooomooooboooooooooboooboooooDooo
goocCcpPULOODUOODOOOOOOOOOOOO

{inbound | outbound}
0000000000000 DO000O00O<portlist>000000000000O00O0O0O

inbound
O0o0o0ooooooboOonoOonooo

outbound
JddoooooOoooobooooooo

obooooooooobo
gbooboooooooboobobobooboOobooOon

gobood
e JOI0O0ODODODLOOOODOODOODODODODLDOOOODOD

042100000000 00DOOOOODOO oOOODOOOOO

> clear gos queueing
Date 20XX/03/01 12:00:00 UTC
>

goodgdao

oo

goobogoooo

ao

goboooooo

0 4-70clearqosqueueing 0 000000000 ODOOO

ooooo oo

Can't execute this command in standby system. JO0000000D0O0D0O0D0O0oO0oO0ooOoooo
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clear qos queueing

ooooo oo

Can't execute. J0o0ddoooooooo
active 00 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOODO MSUD activeDOOOODOOOODO
OooOoOoOooooono

Illegal NIF -- <nif no.>. OO0ONIFOOOOODODOOOOOOOODODOOOO0O0O0O
oooooo
<nif no.> NIF O O

Illegal Port -- <port no.>. 0000000000000000000000000000
oooooo

<portno>0 0O 0O0O0O

No operational port. 0000000000000000000 NIFO activeOdO
Jo0oO00o0oOooooooooooooon

ggodgguo

« J0U0U00000O0O0OOOaxsEtherTxQoSOODODDD MIBOODO oO0OdOdoood

- 00000000000 Oshowsflow 1000000000 O0O00OODODroppedQuedO 000000
ao
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show gos queueing distribution

show qos queueing distribution

gboboooooboobobobobobooooobooboboboobooboono

gbobobobooobooooobooboobobobooooo

gbobooooobooo
gbooboooboob
gboboooooonog
goboboooooboon
gbobooooobooo

000DOD0OO00O00D00DOshowqosqueueing 00000000 O0OOOOO

AX6700S0 00O 4-12000000000NK1GS-8M O O M AX6700SI1T01 0 4-130 0000
000 0ONK1GS-8MII AX6700SM

AX6600S 0000 4-14000000000NK1GS-8M O O M AX6600SIT01 0 4-1500000
000 0 NK1GS-8M[M AX6600S

AX6300SO000MM O 41600000000 0NH1GS-6MO NH10G-1RX O O (11 AX6300S[J

goobognd
AX6700S0 0 O

show gos queueing distribution [<bsu no.>] <port lists>

[{inbound | outbound [gueue <gueue number lists]}]

AX6600S0 O O

show gos queueing distribution [<csu no.>] <port lists>

[{inbound | outbound [gueue <gueue number lists]}]

AX6300S0 0 O

show gos queueing distribution <port lists>

[{inbound | outbound [queue <gueue number list>]}]

gogododogo

gboboooooobooobooboooo

gogododogo

<bsu no.>0 AX6700S0

BsUOOOOOOOOO
go0ooo BSUOOOOOOO10300000000000000000OOUOOOO
1. 0ob00obooooooooboooboboboooooon

2. BSUOOOOOOO0OO000O0MACOOOOOOOOOOO0OOO0O00000000000000
gbobobooooon

gooBSUOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOODOOOOOODO
go0oO0O0oOoOooooo BSUODOOOOOOOOO

obooooooooobo
00000 BSUOOOOOOOOOO

<csu no.>[0 AX6600S0

csuooooooooon

0oooo csuoooooool10200000000000000O000O0O0OOO
1. 0oooooobooboobobobooooobooon
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show qos queueing distribution

goooooOooOoOoOoOoOOOOOOOOOOOOOOOOOOOO CSUOOOoOoDOoOoOoOoOO

gboooooooboobd
ooooocsuooooooonoono

<port list>
g000o0o000ooo0oUooo0o0ooo0oooU0ooDo0o0oooOoooDoO0U0DoOoOOooo
O00000OO<portlist>0000000000000D000O0DO0OODODDOO0ODODOOOOOOOO

oboooooooobo

{inbound | outbound}
o0o0oooooooooooooooon

inbound
O0o00o0O0oO0oooooooo

outbound
O0o00o0O0oO0oooooooo

obooooooooboobo
gbooooooobooboboobooboono

queue <queue number list>
dddddooooooooooooooooobooboobooboobobooooo
dddddooooooooooorbo 8ooo
gdooooooooooboobobobob

oboooooooobobo
gboooooooooboobobobon

goooboobobooooooon
gboboboobooobooooobooboboboooboooboobobobobooooo

googod
e I0OOOOOODLDODODODLDOOLOOOUDLODLODLODOOOOO

04220 000000000000000C0O0O0O0O0O0O0ODOOAXeroosO

> show gos queueing distribution 1 1/1-24 inbound
Date 20XX/04/16 17:38:47 UTC
Specified BSU number ignored in displaying of Distribution Inbound Queue.
BSU1:NIF1/Portl,3,5,7,9,11,13,15,17,19,21,23 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send byte
total 8 0 480
g
0
BSU1l:NIF1/Port2,4,6,8,10,12,14,16,18,20,22,24 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send_byte
total 10473035 0 14.7G
>

gooooooooobobobobo---0000D00ODO
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show qos queueing distribution

042300 000000000000000000000O000O0O0OAX6600SO

> show gos queueing distribution 1 1/1-24 inbound
Date 20XX/12/16 17:38:47 UTC
CSU1:NIF1/Portl,3,5,7,9,11,13,15,17,19,21,23 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send pkt discard pkt send_byte

total 10473035 0 14.7G

>

ggoooooboooobooobooob--DOhOo0DLO0On

04-2400000000000000000000O00O0O00O0ODO0OOAXe300sO

> show gos queueing distribution 1/11 inbound
Date 20XX/04/16 17:44:03 UTC
NIF1l/Portl-24 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=2, Limit Qlen=127
send pkt discard pkt send_byte
total 34877867 0 38.1G

>
gooboboboooogoooobooo--vgoooooonDog

e JOUODOODODOOLDOODOODODODOOLOOLOOOOODOODOD

04250000 00000000000000O0O0O0OO0O0O0ODOAX6700SO

> show gos queueing distribution 1 1/11 outbound
Date 20XX/04/16 12:00:00 UTC
BSU1:NIF1/Portl-24 (Distribution Queuel, outbound)
Max Queue=8

Queuel: Qlen=0, Peak Qlen=0, Limit Qlen=2047

discard send_ pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 0 0 -
total 0 0 0

BSU1l:NIF1/Portl-24 (Distribution Queue2, outbound)
Max Queue=8
Queuel: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard send_ pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 2122452 0 -
total 2122452 0 3072.6M

Queue8: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard send pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 2122478 0 -
total 2122478 0 3072.6M

>
goboboboooboooboooboooboooe-rOo00O00O0o0Oo
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show qos queueing distribution

62

0420000 000000000000000O0O0O0OO0O0O0O0OAX6600SO

> show gos queueing distribution 1 1/11 outbound
Date 20XX/12/16 12:00:00 UTC
CSU1:NIF1l/Portl-24
Max Queue=8

>
goooooooooobobobobo--rOO0ODODO

Queuel: Qlen=0,
discard

Queue8: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard
1

2

3

4

total

(Distribution Queue, outbound)

send_pkt

O O O oo

send_pkt
0

0

0
2122478
2122478

Peak Qlen=0, Limit Qlen=2047

discard pkt

O O O oo

discard pkt

O O O o o

send byte

send byte

3072.6M

042700 0000000000000000O0O0O0OO0O0O0O0OAXe300SO

> show gos queueing distribution 1/11 outbound

Date 20XX/04/16 12:00:00 UTC

N

T

>

goboooboooooboooboooob--rDOo0bLbOo0On

IF1/Portl-24 (Distribution Queue, outbound)
Max Queue=8

Queuel: Qlen=0,
discard

Queue8: Qlen=0, Peak Qlen=3, Limit Qlen=2047

discard
1

2

3

4

total

o _Port Queue

To NIFl/Port 9-12

send_pkt
0

0

0
6405232
6405232

send pkt
0
0
0
6833698
6833698

Peak Qlen=2, Limit Qlen=2047

discard pkt

O O O oo

discard pkt

discard pkt

0

O O O oo

send byte

9272 .7M

send byte

9290.1M



goodgdao

04-80000000000AX6700S1 AX6600S0

show qos queueing distribution

goono oooo
oooo oo
BSUOOOO Specified BSU number ignored in displaying of 0o0o0oooo0ooooooooooooon
oo Distribution Inbound Queue. 000 BSUOOOOOOOOODOODOOOO
JgooooBSUOOOOOOODODOOOOO
jooooooooBSUOODOOOOOOO
gooooood
ooooooo AX6700S BSU<bsu no.>:NIF<nif no.>/ 00o000ooooooooooo1
oo ooo Port<port no.> (Distribution_Queuel,
outbound)
BSU<bsu no.>:NIF<nif no.>/ godo0oOooooooooooo 1
Port<port no.>-<port no.>
(Distribution_Queuel, outbound)
BSU<bsu no.>:NIF<nif no.>/ godo0oOooooooooooo 2
Port<port no.> (Distribution_Queue2,
outbound)
BSU<bsu no.>:NIF<nif No.>/ godo0oOooooooooooo 2
Port<port no.>- <port no.>
(Distribution_Queue2, outbound)
BSU<bsu no.>:NIF<nif no.>/ BSUOOOOOODOOOODDODOOOOODOO
Port<port no.>- <port no.> ooooo000000000Oo0oooP
(Distribution_Queue, inbound)
BSU<bsu no.>:NIF<nif no.>/ BSUOOODOOOOOOOO MACOOOO
Port<port no.>- <port no.> god0oboOooooobOooOobobooooo
(Distribution_Queuel, inbound) oooo 1o
BSU<bsu no.>:NIF<nif no.>/ BSUOOODOOOOOOOO MACOOOO
Port<port no.> <port no.> 00000000000 0000000000
(Distribution_Queue2, inbound) oooog 20
AX6600S CSU<csu no.>:NIF<nif no.>/ 00ooOoooooooooooo
ooo Port<port no.> (Distribution_Queue,
outbound)
CSU<csu no.>:NIF<nif no.>/ 00ooOo0ooooooooooo
Port<port no.>-<port no.>
(Distribution_Queue, outbound)
CSU<csu no.>:NIF<nif no.>/ 00o0o000ooooooooooo
Port<port no.> (Distribution_Queue,
inbound)
CSU<csu no.>:NIF<nif no.>/ 000oo00o0oooooooooo
Port<port no.>-<port no.>
(Distribution_Queue, inbound)
QoS00 Max_Queue=<number of queue> oooogog
ooooo Queue<queue no.>: 0ooooo

Qlen=<queue length>

goooooooooooboooo

Peak_Qlen=<queue length>

goooooooooooooooooon

Limit_Qlen=<queue length>

goboooooooooooooooo
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show qos queueing distribution

oooo

oooo

oooo

oo

ooo

O discard

ooooocoooo

- JO0OO0DOOOODOOOODOOOOOO
0000oo0o0o0oooO0o Vol.2O06.10
NIFOOOOOO0O00000000000
00000000000 Vol.2O0O 6-34 NIF
0o0o0ooooooooooozsmooo
gooooooooooobo vol20O
6-35NIFO 0000000000000 3/
soooooooooooooooooo

send_pkt

oooooooooooo

discard_pkt

ooboooooooooooooooo

send_byte 00000000000 0O00O0O0O0oDOong
kO 10240 M O 102420 G O 102430
MACOOOODO DATADODOO PADO O
oFCcsSO0O00D0000000OO00O

total 00000000000 kO 10240M O

102420 G O 1024%0

gooOoOoOoOoOoOoOOOOOOOOBSUOOOOOOOOOOOOOOOOOO

04-90000000000AX630080

oooo gooo
gooo oo
oooooo NIF<nif no.>/Port<port no.>- <port no.> 0000D000000000000
ooo (Distribution_Queue, outbound)
NIF<nif no.>/Port<port no.>- <port no.> oooooooooooooooo
(Distribution_Queue, inbound)
To_Port_Queue gooooooooo
To NIF<nif no.>/Port<port no.>- <port no.>
QoSO 0O Max_Queue=<number of queue> goood
oooon Queue<queue no.>: goooo
Qlen=<queue length> 0000o0oooooooooo
Peak_Qlen=<queue length> 0000000000000o0o0oooo
Limit_Qlen=<queue length> 000000000000000000
oood discard ooooooooo

- JO00O0ODOOOODOOOOOOODOOODODO
OoOoOoOOOoODOO0O0 Vol206.10NIFO DO OO
gooooooooooooooobooooooo
00 Vol200O 6-37TNIFOOOOO0O0O00O0O0O0
oooz2B@o0o0ooooooooooboooo
Vol.20 0O 6-38NIFOOOOOOOOOOOOO
03s3mooooooooooooobooboo

send_pkt

goooooooooooo

discard_pkt

gobobooooooooocoooooo
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show qos queueing distribution

oooo oooo

oooo oo

send_byte 000000000000000000000 kO
10240M O 102420 G O 1024°0
MACOOOOO DATAOODO PADOODOFCSODO
oooooooooooo

total 00000000000 kO 10240M 0O 102420 G
0 102430

goobogoooo

ao
ogooooogo

0 4-100 show qos queueing distribution 0 0 000 O00OO0O0O0DOOO

ooooo oo

Can't execute this command in standby system. 0oo000o000oo0oooDoooooooooon

Can't execute. oboooooooooood
active 00 BSUOCSUOOO MSUOOOOOOOOOO
OO0 BSUOCSUOOO MSUDO active DOOOOO0OOOO
ooooooooooao

Illegal NIF -- <nif no.>. OONIFOODODOODODODOOOOoOOooooooooao
oooooo
<nif no.> NIF O O

Illegal Port -- <port no.>. jo0000o000oo000oOo0O0ooOoOoooOoOoooOog
pooooo

<portno.>0 0O OO0

No operational port. 0000000000000000000 NIFO active 0 O
gboooooooooocoooooooo

No support parameter -- <parameter>. 000000O000O0ODbObOOo0oOobOoOoOoOoOooobooooooo
gooooooooooooon
<parameter> 0000

goodgdao

oo
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clear qos queueing distribution

clear qos queueing distribution

show qos queueing distribution 0 0 0000000000 D0OODOO0OOOOO o OOODOODOODO

gooogad
AX6700SsO 00O

clear gos queueing distribution [<bsu no.>] <port lists> [{inbound | outbound}]

AX6600S0 00O

clear gos queueing distribution [<csu no.>] <port lists> [{inbound | outbound}]

AX6300SCO0 00O
clear gos gueueing distribution <port list> [{inbound | outbound}]

goodoogo

gbobooooooooooobobob

goobogooo

<bsu no.>[0 AX6700S0
BSUOOOOOGOOOO
00000 BSUOOODODOO1030000000000000000000O00DO00
1. 000o0o0oooddooooogoo obobooboooo
2. BSUOOOODODODOODODOOO MACOOOOOOOOOODOODODODODODODODOOOoOooooon
gooogobobboobooo

gooBSUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOoO
0000000000000 BSUOOOOOOODO<portlist>00000000000 BSUOODO
gbooooooooooong

obooooooooboobo
Ooo0O0O00BSUOOOOOOoOoOoOOOOO

<csu no.>[0 AX6600S0
csioooooooog
doooocSslUioouooooolo20dboooooooooooooooooooag
1. Jddddddddddddoguoo obbbbobobo

0000000000000  oOoooooooOooOoOoO csutooooooog
<portlist>00 000000000 CSUODOOOOOOOOODOODOOOO

gooobooboooood
oooOoo csutooooooooopoooon

<port list>
gooboododddooooooooooooooooooboooooboobooooooooooo
JgoddDO0OOOO<portlist>000000000O0000DOO0OODODOOODOOODOOODOO
goooooouoooood

{inbound | outbound}
gooo0ooooooooooouooood
inbound

gboboboooboooboobooboaobo
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clear gos queueing distribution

outbound
Og0o0oooooooOoooooooon

gboooooooboobd
gboobooooooobooboboboobOobOOoOn

gboboboooooooboon
gbooooooboboboboboooooobooboboobOobOoboOoo

googg

e JOODOODODOOLOOOOUDLODLDODOLOOOLOOOODODLODLODODOOO

042800 0000000000000000O00ODDOO O00ODODOODOOBSUODOOOODO
O AX6700S0O

> clear gos queueing distribution 1 1/11

Specified BSU number ignored in clearing of Distribution Inbound Queue.

(Executed BSU1)

>

04200 00000000000O0DO0OO0O0OOODOOoOOOOODODOCcsUOOODOn
0 AX6600S0

> clear gos queueing distribution 1 1/11

Date 20XX/12/24 12:00:00 UTC
>

043000000000000DOO00DOOODOOOOo oOODOOODO

> clear gos queueing distribution 1/11 inbound
Date 20XX/12/24 12:00:00 UTC
>

goobognd

0411000000000 0AXeroosO

ooood ooood
ooood oo
BSUODOOO Specified BSU number ignored in clearing of 0000000000 oooDoooooooooon
oo Distribution Inbound Queue. BSUOOOOOODOOOOOOO0ODOOO0O0OO00O0O
(Executed BSU<bsu no.>) 0000000 BSUODOOOODOOODOO

000oo0oBSUOOOO0O0O0O0O0O0O0O0O0000O0
0o0ooooBSUOOOO0OO0O0O0O0O0O0OO0O0O0
oo

goobognd

ao

goobogoooo

ao
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clear gos queueing distribution

ugooooogo

O 4-120 clear qos queueing distributon 0 O 0 0000 O0O0O0OODO0O

ooooo oo

Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon

Can't execute. J0o00ooooooooo
active 00 BSUOCSUOOO MSUOOOOOODOOOOO
OO0 BSUOCSUDOOO MSUD active OO OOOOOOO
Ooooooooooono

Illegal NIF -- <nif no.>. OO0 NIFOOOOOOODOOOOoODOoOoOoooooooooo
gooooo
<nif no.> NIF O O

Illegal Port -- <port no.>. jo0o000oo0o0ooU0oooU0ooOoUoDoOOoOoooog
gooooo

<portno>0 0000

No operational port. 0000000000000000000 NIFO actived O
0ooOooDOO0O0OO0O00O0Oooooooo

No support parameter -~ <parameter>. gooobobooobooboboboooboboobooobooboo
gopopooooooooooon
<parameter>0 0000

ggodgguo

« J0U0U00000O0O0OOOaxsEtherTxQoSODODDD MIBOODO oO0OdOdoood

- 00000000000 Oshowsflow 1000000000 O0O00OODODroppedQuedO 000000
ao
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show gos queueing interface

show gos queueing interface

gboboooobobooboboboooooooboobobo
gbobobobooobooooobooboobobobooooo

s DOO0OODOODOOOOO
s 0O00OD0OO0OD0ODO

s 0DO000D00D0ODOODOO
e ODO0OODOODOODOOO
s DOO0OODOODOOOOO

0000000000000 show qos queueing 000 4-12000000000NK1GS-8sM OO0
OAX6700S0 000 4-180 00 00000CONHI0G-1IRXmOOOOOoOoOoood

goobognd

show gos queueing interface <port lists>
[{inbound | outbound [queue <gqueue number lists]}]

goobogoo

gboboooobooboboboooo

goobogoo

<port list>

gboboooooobooboboobobobobooboooooooobooboboboboboooboooon
OO0O0OO0OOOO<portlist>0000000000000000000MOO00O00OO0OOOOOOO
gbooooooobo

{inbound | outbound}
oo ogo
inbound

djdddoooooooooo
outbound
djdddoooooooooo

gboooooooboobd
gbobooooooobobobobooboonoo

queue <queue number list>

gbobooooobooboboboobobobobooobooobooboobobOobo
gbooboooooboobobobirbo 80nn

gboooooooobooboboboboooo

gbooooooooobo
gbooboooooooboooobobob

gboboboboooogooon
gbooooooboobobooboooo
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show qos queueing interface

gogodd
e 00O OODOODOODODODODLOOODOODOODN

04-3100000000000000000O00O00

> show gos queueing interface 1/1 outbound
Date 20XX/04/16 12:00:00 UTC
NIF1l/Portl (outbound)
Max Queue=8, Rate=100Mbit/s, Schedule mode=pg
Queuel: Qlen=0, Peak Qlen=51, Limit Qlen=255, Drop mode=tail drop
send_pkt discard pkt send byte
total 3203665 0 4625.6M

Queue8: Qlen=0, Peak Qlen=5, Limit Qlen=255, Drop mode=tail drop
send_pkt discard pkt send byte
total 3209301 0 4625 .9M
>

goooooooooboboboo---0000D00ODO

ggodgguo

0413000000000

gooo gooo
goono oo
oooooo NIF<nif no.>/Port<port no.> (outbound) 0oooooooo
ogoo
NIF<nif no.>/Port<port no.>-<port no.> oooooooag
(outbound)
NIF<nif no.>/Port<port no.> (inbound) gooooooo
NIF<nif no.>/Port<port no.>-<port no.> ooooooon
(inbound)
QoSO 0O Max_Queue=<number of queue> oooon
Rate=<rate> joooooooooooooooog

- J0O00OO0OOOODOOOOOOODOOOOOOMO
ogooooooooo NIFOOODOO-

- J0O0O0OD0OOOODOOOOOCOOOOOOOOO0
ooooooooooooooobooooooo
ooo
ooboobooobooooooooobooooooo
gooooooooooooooooooo

Schedule_mode=<schedule mode> gobobooooooooooooooooOooooboo
goboooooooooOooboooobocoooo
00 Vol206.1.200000000000000D0O

oogd
oooon Queue<queue no.>: goooo
Qlen=<queue length> 00o00oo0oooooooooo
Peak_Qlen=<queue length> 00000000ooo0oooooooo
Limit_Qlen=<queue length> 0000o0o0o00oooooooooo
Drop_mode=tail_drop 00000000 d tail_drop
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show qos queueing interface

oooo oooo

oooo oo

oooao discard ooooooood

- JO0OO0OO0OOODOOOOOOOODOOOODOO
00000000000 Vol20610NIFO O OO
oooooooooobooooobooooooo
00 Vol20O 6-34 NIFOODOOODOOOOOD
ooo2BMo0000000000000000
Vol20 O 6-35 NIFOOOOODOOOODOOOO
Og3s3mobooooooooooooobooobDb

send_pkt jooooooooooog
discard_pkt pooobobooobobbooooboboog
send_byte Jo0ooo0ooDooooDoooooooo ko

10240 M O 102420 G O 1024%0
MACOOOODO DATAOOO PADOOOFCSODO
000000O00O00O0O0

total 00000000000 kO 10240M O 102420 G
0 1024%0

goobogoooo

ao

goboooooo

0 4-140 show qos queueing interface 0 000000 OOOO0OO

ooooo oo

Can't execute this command in standby system. JO0000000D0O0D0O0D0O0oO0oO0ooOoooo

Can't execute. oboooooooooood
active 00 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOOO MSUO activeOOOOOOOODOO
ooooooooooao

Illegal NIF -- <nif no.>. OONIFOOODOOODODOOOODODOoOoOoooooooo
goooooao
<nif no.> NIF O O

Illegal Port -- <port no.>. J00000oooO00ooO00oDoooO0ooooOooooOooog
pooooo
<portno.>0O00O0O0O

Illegal Queue -- <queue no.>. gooo0oooo0oooo0oDoooOooooOooooooodg
gooooo
<queueno.> 00000

No operational port. 0000000000000000000 NIFO active D O
0oooOoOoOoOO0ODO0O0O0O0OoOoODOOO

goobognd

ao
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clear qos queueing interface

clear qos queueing interface

show qos queueing interface 0 0000000000000 DOOOOOOO0OOOOOOO

ggodgguo

clear gos qgueueing interface <port list> [{inbound | outbound}]

goobogooo

gbobooooooboobobobob

goodoogo

<port list>
00000000000 0o0oO000o000Doo00oo00o0oooo0oDoo00oDoOooooon
Do000000OO<portlist>0000000000000D000DOO0OOOOOOODOOOODO

gboooooooboobdanb

{inbound | outbound}
O0ooooooooooooooooon

inbound
Og0o0oooooooOoooooooon

outbound
O0o00oO0ooooooboOonoOonoon

gbooooooobobd
goooooooooboobobobooboonooon

gboooooooboobobaon
obooooooooobobob oobonooOon

gogodd
e IJ0OOOOODOOOODODODODODOOLOODOODOO

043200 0000000000000000O

> clear gos queueing interface 1/11
Date 20XX/05/15 12:00:00 UTC

>

goobogo

oo

ggoooooo

oo

ugooooogo

O 4-150 clear qos queueing interface 0 0 0000 O000O0OOOODO

ooooo oo

Can't execute this command in standby system. 00000000000 oooooooooooa
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clear qos queueing interface

ooooo

oo

Can't execute.

ooooooooooooo

active 00 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOOO MSUO activeOOOOOOOODOO
ooooooooooo

Illegal NIF -- <nif no.>.

OONIFOOODOOODOOOOooOoooooooooo
oooooad
<nif no.> NIF O O

Illegal Port -- <port no.>.

goooOoooo0oooO00oODOoOoOooOooOoooooooOoog
gooooo
<portno.>0U 01O O0O

No operational port.

0000000000000000000 NIFO active 00O
goooooooooooooooooo

goodgdao

« J0U0U00000O0OOOOaxsEtherTxQoSOODOODO MIBOODO o0OdOdOOOd
- 00000000000 Oshowsflow 1000000000000 OODroppedQuedD 000000

ao
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show qos queueing to-cpu

show gos queueing to-cpu

ceuOoOOoOOOOOOOOOOOOOO

gbobooooooobooboboboooooooonoo

s DO0O0ODOOOOOOO
s 00000000

s 0000000 O0ODOODOO
e ODO00ODOODOOOOO
s DO0O0ODOOOOOOO

0000000000000 show qos queueing 000 4-12000000000NK1GS-8sM OO 0O
OAX6700S(0 000 4-180 0 000000OCNHI0G-1IRXOD O OODOOOooooQ

goobogo
AX6700SsO 00O

show gos queueing to-cpu [<bsu no.>] [queue <gqueue number lists>]

AX6600S0 00O

show gos queueing to-cpu [<csu no.>] [queue <gueue number lists>]
AX6300S0O 00

show gos queueing to-cpu [queue <gueue number lists>]

goobogooo

gbobooooooboobobobob
goobogooo

<bsu no.>0 AX6700S0
BSUOOOOOOoOOoO
00000 BSUOOODODOO1030000000000000000000O00DO0
1. 0ol ooooo o

2. BSUOOOOOOO0OO0O0O0O0MACOOOOOOOOOO0O0O0O0O00000000000000
gboboooooboon

gooBSUOCOOOOOOOOOOUOOUOOOOODOUOOUOOUOOUOOODOUOOODDOODOODDODODO
gooOoOoOoOoOoOoOoOBSUOOOOOOOOOO

obooooooooobo
ooo0oO00BSUOOOOOOOOOO

<csu no.>[0 AX6600S0
cstoooooooog
ooooo csudnoopnooolo200odoonodooooooooooooooo
1. CckUODOODOOOOOOOOOOOd

gboooobooooog
ooooo csutooooooooon

queue <queue number list>

gboobobobooooooooobooboboboboboooboooobooDo
AX6700S/AX6600SO0000000000000O000O00O10 16000
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AXe300S0 000000000000 O0O0OO0O0O010 8000

show qos queueing to-cpu

gbobooooobobobobobobooboooooobooboboboboooboobonbo

gboooooooboobd
gbobooooooboobobobob

gboboboooooooboon
cepuOoOoOoOoOoOOOOOOOOOOOO

googg
e CPUOODODODDODOODDODODODDDDODDODDODO

04-330CPUOOOOOOOOOOOOOOOOOAX6E700SO

> show gos queueing to-cpu 1
Date 20XX/04/16 12:00:00 UTC
BSU1:To-CPU
Max Queue=16
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=1023

discard send_pkt discard_pkt
1 0 0
2 0 0
3 0 0
4 107 0
total 107 0

Queuel6: Qlen=0, Peak Qlen=2, Limit Qlen=1023

discard send_ pkt discard pkt
1 0 0
2 0 0
3 0 0
4 277 0
total 2717 0

>

gobobobooboobooooobooo--vOo0o0oooonDO
04-340CPUDODOOOODODOOODODOOOODDOOAXe600SO

> show gos queueing to-cpu 1
Date 20XX/12/16 12:00:00 UTC
CSU1:To-CPU
Max Queue=8
Queuel: Qlen=0, Peak_Qlen=1, Limit_Qlen=1023

discard send_ pkt discard pkt
1 0 0
2 0 0
3 0 0
4 107 0
total 107 0

Queue8: Qlen=0, Peak Qlen=2, Limit Qlen=1023

discard send pkt discard pkt
1 0 0
2 0 0
3 0 0
4 277 0
total 277 0

>
goboboboooboooboooooboooe-vOo00O00ODO

send byte

9.7k

send_byte

send byte

9.7k

send_byte
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show qos queueing to-cpu

04-350CPUOO0OOOO0OOOOODOOONOODOAX6E300SO

> show gos queueing to-cpu
Date 20XX/04/16 12:00:00 UTC
To-CPU

Max Queue=8

Queuel: Qlen=0, Peak Qlen=384, Limit Qlen=1023

discard send_pkt
1 93411
2 0
3 0
4 2
total 93413

discard pkt send byte
3165766 -

0 -

0 -

0 -

3165766 14 .5M

Queue8: Qlen=0, Peak Qlen=0, Limit Qlen=1023

discard send_pkt
1 0
2 0
3 0
4 0
total 0

discard pkt send byte

O O O O o

>
goooooooooobobobobo--rOO0ODODO

goobogo

0416000000000 0AX6700ST] AX6600S0

oooo oooo
oooo oo
oooooo BSU<bsu no.>:To-CPU CPUODOODOOOODOAX6700SO
oog
CSU<csu no.>:To-CPU CPUOOODODODODODOAX6600SO
QoS OO Max_Queue=<number of queue> ooooo
ooooo Queue<queue no.>: ooooo
Qlen=<queue length> gooooooogooooon
Peak_Qlen=<queue length> 000000o00ooooooooooo
Limit_Qlen=<queue length> 0oo0o0o0ODO00O0OoOoOooooO
oooo discard oooooooog
- J000D0DODO00O0OOODODOOOOO
00000000000 Vol.206.10NIFO O OO
0000000000000 D0DO000000O
00 Vol20 O 6-34 NIFOODODOOOOODODODO
0002300000 000noononoooon
Vol.20 O 6-35NIFOODO0OO00OOOOOOOO
0330 00000000000000000
send_pkt 0ooo00oooooooo

discard_pkt

goobooooooooocooooon

send_byte 0000000000000 O0OD0OD0OO0O000O kO
10240M O 102420 G O 1024°0
MACOOOODO DATADDODO PADODOOFCSOO
0oooooDoooon

total 00000000000 kO 10240M O 102420 G

0 102430
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0417000000000 0AXe300s0

show qos queueing to-cpu

goooo oooo
oooo oo
gooogo To-CPU cepuOoOoOoOoooo
god
QoSO 0O Max_Queue=<number of queue> goooo
ooooo Queue<queue no.>: ooooo
Qlen=<queue length> gooobooooboboobgo
Peak_Qlen=<queue length> goooooooboboboooooo
Limit_Qlen=<queue length> goO0oobOOooOoboboobooooo
oooo discard 0oooooooo

- JO0OOOOODOOOOOOOODOOODOO
00000000000 Vol206.10NIFOO OO
oooooooooooboooooboooobooono
00 Vol20O 6-37TNIFOODOOODOOOOOD
oo02BMo00000000000000000
Vol20 O 6-38NIFOOOOOOOOOOOOO
033@oooooooooopooooooo

send_pkt

gobooooooooooo

discard_pkt

oooooooooooooooooon

send_byte 000000000000000000000 kO
10240 M O 102420 G O 1024°0
MACOOOOO DATAOODO PADOODOFCSODO
oooooooooooo

total 00000000000 kO 10240M 0O 102420 G

0 102430

goobogoooo

ao

goboooooo

0 4-180 show qos queueingto-cpu 0 0 OO0 O00D0O0OO0OODOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

oboooooooooood

active 100 BSUOCSUOOO MSUOOOOOOOOOO
OO0 BSUOCSUOOO MSUDO activeDOOOOOOOOO
gooooooooooo

Illegal NIF -- <nif no.>.

OONIFOOODOOODODOOOOoODODoOoOooooooooo
goooooao
<nif no.> NIF O O

Illegal Port -- <port no.>.

go00o0000dbOO0obOO0obDOOoOooOOoDODOooOooooooo
gooood
<portno.>0 00O OO

No operational port.

0000000000000000000 NIFO active 00O
goooooooooooooooooo
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show qos queueing to-cpu

ggodgguo

Queue8 000 Queuel6 00000000000 OODOOOOOOOOOOOOOODOOOOOOOOO
oo

- 0000000000000 000000000000000 BPDUOOOO
« [EEES802.1X 00 0000000000000 O0O0OOOO EAPOLODODODO



clear gos queueing to-cpu

clear qos queueing to-cpu

show qos queueing to-cpu 0 000000000000 DOODOOOOOOOOOODOODOO

gooogad
AX6700S0 0 O

clear gos gqueueing to-cpu [<bsu no.>]

AX6600S0 O O

clear gos queueing to-cpu [<csu no.>]

AX6300S0O0 00
clear gos queueing to-cpu

gogododogo

gboboooooobooobooboooo

goobogoo

<bsu no.>0 AX6700S0
BSUOOOOoOOoOOO
00000 BSUOOODODO1030000000000000D000O00OO0O0OO0
1. 000000o0o0o0o0o0o0o0o0ooo ooooooon
2. BSUOOOODODODODODOOO MACOODODODODODOOOOOODODOODOODODODODOoooOooooo
gooooonobboboooo

gooBsUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOODOOoO
0000000000000 BSUOOOOOOOO<portlist>00000000000 BSUODODO
gbooobooobobobon

gooooboooood
000oOoo BSUOOOOOOoOOOOOOOO

<csu no.>[ AX6600S[
csunooooooood
doodoocstiooooooolo200odooooooooooooooooon
1. CkUOOOOOOOOoOOODOODODO

goboboboooood
oooOoo csutoooooooboooooon

gboboooooooboooan
cPUOOOOOOOOOOOOOOUOOOOOOO

googg

e CPUOUDOUODDOODDODDODODODOODOODOODODOO

04-360CPUDODOOOODODODOODODOOO
> clear gos queueing to-cpu

Date 20XX/09/11 12:00:00 UTC
>

79



clear qos queueing to-cpu

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 4-190 clear qos queueing to-cpu 0 00000 OO0OOOOOOO

ooooo oo

Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon

Can't execute. ooooooooooood
active 00 BSUOCSUOOO MSUOOOOOOOO0OO
00 BSUOCSUOOO MSUO activeDODOOODOOODODOO
ooboooooogooao

goobogo
« 00000000000 O0axsEtherTxQoSOIOOOO MIBOOO 0OO0OOOOOO

- J000000000OOshowsflotwIODDODOOOOOOOOOOD DroppedQuel 000000
ao
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show shaper

show shaper

gbobobooooboobooboboboooo
gbobobobooobooooobooboobobobooooo

e DO0OODOOOOO
s 0JO000D00DOO0OOOOOOOODOODOODbDODODbDOODOODOn

goodgdao

show shaper [{ all | discard-mode }]

goobogoo

gboboooobooboboboooo

gogododogo

all
goooooooooooobooooboooon
« J00O0OOOOO
- J0000D00000DOOO0DOOOOO0DOOOO0DOOOOODOOOODOOOOn

discard-mode
Og0o0oooooooooooooouoooo
O0o0oo0oo0ooooobooooooooooooooooon

gboboboooooboooon
bobooooobooboboboboboboooooboobobobo
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show shaper

gogodd

04-370al00000000

> show shaper all
Date 20XX/06/24 12:00:00 UTC

NIF 1/Port 1,

Shaper mode:RGQ

Set default user priority:disable
Predicted_tail_drop:disable, Vlan_user map:disable
Port Rate limit=1Gbit/s

Buffer
QoS1= 194/ 1812/ 2000
QoS3= 74/ 1582/ 1500
QoS5= 68/ 1398/ 1500
QoS7= 51/ 1231/ 1000
User:default-user, DEFAULT-L

Schedule mode=PQ

Peak rate=1Mbit/s, Min rate=500kbit/s, Weight=1

Queue
1

W J 0 U WN

total

0
c
[0}
c
)

W JO0 Ul WN R

total

User:ID=1,

send_pkt
6533

2564
2256877
4698951
15875213
25987192
28753135
38419319
116008881

send byte
9.5M

3.7M

3.2G

6.6G
22.4G
36.7G
40.6G
54.3G
164.0G

USER-A

Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue
1

0 JO0 Ul WN

total

Queue

W J 0 Ul WN

total

82

send pkt
6324

2873
2200134
4781911
14890111
23091811
27576011
37910013
110459188

send byte
9.2M

4.2M

3.1G

6.8G
21.1G
32.6G
40.0G
53.6G
156.2G

QoS2=
QoS4=
QoS6=
QoS8=

IST

82/ 1784/
71/ 1422/
61/ 1284/
41/ 1098/

discard pkt
3451

1581

235

0

0
0
0
0
7

discard byte
5.0M

2.3M

348.4k

0

O O O o

7.6M

discard pkt
3781

1761

331

0

0
0
0
0
3

discard byte
5.5M

2.5M

348.4k

0

O O O o

8.5M

2000
1500
1500
1000

Queue_ length

10/ 120/ 120
5/ 120/ 120
4/ 100/ 100
4/ 90/ 100
3/ 70/ 80
1/ 65/ 80
1/ 45/ 50

43/ 50

1/

discard mode
tail-drop2
tail-drop2
tail-drop2
tail-drop2
tail-drop2
tail-drop2
tail-drop2
tail-drop2

Queue length

12/ 120/ 120
4/ 120/ 120
3/ 100/ 100
1/ 89/ 100
1/ 65/ 80
1/ 63/ 80
1/ 41/ 50
1/ 35/ 50

discard mode
tail-drop2
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2
tail-drop2
tail-drop2
tail-drop2



show shaper

g
g
g

NIF 1/Port 2, Shaper mode:RGQ

Set default user priority:disable

Predicted tail_drop:disable, Vlan_user map:disable
Port Rate limit=1Gbit/s

ooog

Discard packets (User not configured) : 2585910248
>
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show shaper

0 4-380 discard-mode 0 0 0O 0000

> show shaper discard-mode

Date 20XX/06/24 12:00:00 UTC

NIF 1/Port 1, Shaper mode:RGQ
Set_default_user priority:disable
Predicted_tail_drop:disable, Vlan_user map:disable
Port Rate limit=1Gbit/s

Buffer

QoS1= 194/ 1812/ 2000 QoS2= 82/ 1784/ 2000
QoS3= 74/ 1582/ 1500 QoS4= 71/ 1422/ 1500
QoS5= 68/ 1398/ 1500 QoS6= 61/ 1284/ 1500
QoS7= 51/ 1231/ 1000 QoS8= 41/ 1098/ 1000

User:default-user, DEFAULT-LIST
Schedule mode=PQ
Peak rate=1Mbit/s, Min rate=500kbit/s, Weight=1

Queue discard pkt discard byte discard mode
1 3451 5.0M tail-drop?2
2 1581 2.3M tail-drop2
3 235 348.4k tail-drop?2
4 0 0 tail-drop2
5 0 0 tail-drop?2
6 0 0 tail-drop2
7 0 0 tail-drop?2
8 0 0 tail-drop2
total 5267 7.6M -

User:1ID=1, USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue discard pkt discard byte discard mode
1 3781 5.5M tail-drop?2
2 1761 2.5M tail-drop2
3 331 348.4k tail-drop?2
4 0 0 tail-drop2
5 0 0 tail-drop?2
6 0 0 tail-drop2
7 0 0 tail-drop?2
8 0 0 tail-drop2
total 5873 8.5M -

g

a

g

NIF 1/Port 2, Shaper mode:RGQ
Set_default_user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

ooo

Discard packets (User not configured) :123456789012345678
>
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043900 00000000000000000

> show shaper
Date 20XX/06/24 12:00:00 UTC
NIF 1/Port 1, Shaper mode:RGQ

Set default user priority:disable

Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

User:default-user,

Schedule mode=PQ
Peak rate=1Mbit/s, Min rate=500kbit/s, Weight=1

Queue
1

W J o Ul WwWN

total

send_pkt
6533

2564
2256877
4698951
15875213
25987192
28753135
38419319
116008881

User:ID=1, USER-A
Schedule mode=PQ
Peak_rate=500Mbit/s, Min_rate=250Mbit/s, Weight=10

DEFAULT-LIST

discard pkt
3451
1581
235

Queue length

10/ 120/
5/ 120/
4/ 100/
4/ 90/
3/ 70/
1/ 65/
1/ 45/

43/

1/

120
120
100
100
80
80
50
50

show shaper

Queue send_pkt discard pkt Queue length
1 6324 3781 12/ 120/ 120
2 2873 1761 4/ 120/ 120
3 2200134 331 3/ 100/ 100
4 4781911 0 1/ 89/ 100
5 14890111 0 1/ 65/ 80
6 23091811 0 1/ 63/ 80
7 27576011 0 1/ 41/ 50
8 37910013 0 1/ 35/ 50
total 110459188 5873 -
a
a
a
NIF 1/Port 2, Shaper mode:RGQ
Set default user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s
a
g
a
>
goodgdao
0420000000000
ooono ooono
oooo od
ooooao NIF<nif no.>/Port<port no.> 000000000O00o0oOo

Shaper_mode:<shaper mode>

oooocooo
gooooooo ™ ooooood

Set_default_user_priority

gooooooooobooooboocooon

0 0O 0O enable

0 00 0O disable
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show shaper

gooo gooo
oooo od
Predicted_tail_drop goodooooooooooon
00O O enable
00 00O disable
Vlan_user_map VLANODOOOOODODDODOoOOoOooo
0 0 O enable
000 O disable
Port Rate_limit=<rate> ooooooooooo
0000bO0O00o0oooOooooboOoooo
") 0000000
Buffer QoS<no.>=<buffer>/<peak buffer>/ goooooooog
<limit buffer> QoS<no>0 0 0O0OODO
<puffer>0 0000000000000
<peak buffer>0 00000000000
<limit buffer>0 000000000
oooooon Group: wGQ wGQUDOOOOO
O AX6700S0O
0 AX6600S0O
Rate_limit=<rate> jooooooooooo
goooboooboooooooboooob
")'0000000
oooon User: ID=<user id>, <user list name> oooIpoooooooo
llrlql, <user list name>0 AX6700S0 llrlql 00000000000
0 AX6600SO
llrlg2, <user list name>0 AX6700S0 llrlq2 00000000000
0 AX6600SO
default-user, <user list name> Jo00000o0ooooooog
Schedule_mode=<schedule mode> 0ooooOooooooo
Peak_rate=<rate> jdooo0ooooooooooo
gooobbooobooooooboboooo
oo '"<)"ooo0oogdo
Min_rate=<rate> goooooOoooooooood
0O00d0DbO0oO0o0ooooOoOoooobooOoono
ooooooo "M ooooooo
Weight=<weight> ooooooooooo
LLPQ_peak_rate=<rate>0 AX6700S[1] AX6600S0 LLPQUOO0O0OOCOOODO
gooobboooboboooooboboooo
") 0000000
ooooo Queue ooooo
oooo send_pkt 000oD0o0o0DO0O0OoOooO

discard_pkt

goboooooocooooooood

Queue_lengt <queue length>/<peak queue
h length>/<limit queue length>

oooooo

<queue length>0 0000000

<peak queue length>0 000000000
oo

<limit queue length>0 000000000
O

send_byte

DOoO0oOoooooooooooo?
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show shaper

gooo gooo
oooo oo

discard_byte gooboboooboboooobbooooboo
DD

discard_mode goooooood
VLANOOOOOOOOoOOoOooooooo
g ""ooooooo

total goooooa

Discard packets(User not configured) 000000o0OOo0o0ooOooOooooooo

ooo0oooboooooboooooooooono

oooMACOOOOO FCSOOOOOOOOOO

gogoooogo

oo
goboooooo

0 4-210showshaper 00 OO0 O0O0OO00OO0OOOODO

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooag
Can't execute. 0000000000o0o0o0o0o0o0o0o000o0o0o0
No operational port. joooooooooooooo

oooooooooo

« JO0O0O NIFO active 00 000000000O00O0OO
goooo

- JO0OONIFOOOOOOOOOOOO0O0O0O00ooooo
oooooooOooooooooo

Not support NIF. O00O0NIFOOOODOOOOOOOOOOOOOOO0bOOoo
00000000 NIFOOOOOO0O0O000000d

goodgdao

Discard packets(User not configured) 0 D000 0000000000000000O0O0O0O0O0OOOO
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobobooooboooobobo
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clear shaper

clear shaper

gboboooooobooboboboboooooboooboon

ggodgguo

clear shaper

goobogooo

gbobooooooboobobobob

goodoogo
oo
gogodd

044000000000

> clear shaper
Date 20XX/06/24 12:00:00 UTC

>

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 4-220clearshaper0 0000 0O0O0O0OOODOOO

ooooo

oo

Can't execute this command in standby system.

gbooooooooobooooocoooocoooo

Can't execute.

gbooooooooobooooocoooocoooo

No operational port.

goboboooooooooooo

oooooooooo

« D000 NIFO active 00000000000 DO0ODOOO
ooooo

- JO0OONIFOOOOOOOOOOO0O0O0O0000000
gooooooooooboooooo

Not support NIF.

0000 NIFOOOOOOOOOOOOOODOOODOODbODO
00000000 NIFOOOOOOOOOOoOoo

goobogo

O00OO00OO0OO0OO0O0O0O00OaxsShaperUser 10O OO MIBOOO 00O000O0OO
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show shaper <port list>

show shaper <port list>

gbobobooobooobooboboboboboooooboooooboobobon

gbobobobooobooooobooboobobobooooo

e DO0OODOOOOO
s 00000000000 OOODOODODODLOOODOODODODbOODbOODbOD

gooogad

AX6700S/AX6600S0O O O

show shaper <port list> [ user <user id list> ][ default-user ][ 1llrlgl ][ 1llrlg2
1 [{ all | discard-mode | rate }]

AX6300S0O0 00O

show shaper <port list> [ user <user id list> ][ default-user ] [{ all |
discard-mode | rate }]
oogogoooo

gboboooobooboboboooo

gogododogo

<port list>
0000000000000 000oo00o0oD00oo0o0o0oooo0oDooooDoooooDog
O00000OO<portlist>0000000000000000000OO0DOOOOODODOOODODOOO
oooooooooo

user <user id list>
dooooOoo Iboooooooooooa

<user id list>
"0odoom " oooodoooooodoooo Iboooooooo
O00O<userid>00000000000D000O00DOOODODO IDOODOOODOOO
go0do0om"yvooooooooooooooooooooooobooboooooooaao
ooooooo Iboooooon
AX6700S5/AXe6600S 000000000000 IDOOODOO1I0O 1023000
AXe300SO0 0000000 ODOODO IDOOOODO10 511000
ODOOVLANDOOOOOOOOOOOOODODODOO VLANIDODOOOoOoOoood

g""ogoo"noooooogoooon
1-3,5,10

default-user
O0o00oboOO0o0o00oo0oooboooooono

llrlg10 AX6700S[1] AX6600S
Irlql 000000000000

llrlg20 AX6700S[1] AX6600S
Irlg2000000000000

all

ubooooobooboobobobobooooon
e DOOODOOOOO
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show shaper <port list>

e JO000D0O0OO0OOOOOOOODOODODODOOOOODOODLOODOODOOOO

discard-mode
O0o0oo0oooooooooooooooa
O0o0ooooooooooooooooooooooooooon

rate
rate0 00 00000O00O0O0OOODOODO
O000000000000000D000000000D DO bit/sO packet/sO
000000 bhit/sOOOOMACODOODO FCSOOOOODOOOODO

gogodd

O4410al0000000O0

> show shaper 1/1 user 1 all

Date 20XX/06/24 12:00:00 UTC

NIF 1/Port 1, Shaper mode:RGQ

Set_default_user priority:disable
Predicted_tail_drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

Buffer

QoS1= 194/ 1812/ 2000 QoS2= 82/ 1784/ 2000
QoS3= 74/ 1582/ 1500 QoS4= 71/ 1422/ 1500
QoS5= 68/ 1398/ 1500 QoS6= 61/ 1284/ 1500
QoS7= 51/ 1231/ 1000 QoS8= 41/ 1098/ 1000

User:1ID=1, USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue send_pkt discard pkt Queue_ length
1 6324 3781 12/ 120/ 120
2 2873 1761 4/ 120/ 120
3 2200134 331 3/ 100/ 100
4 4781911 0 1/ 89/ 100
5 14890111 0 1/ 65/ 80
6 23091811 0 1/ 63/ 80
7 27576011 0 1/ 41/ 50
8 37910013 0 1/ 35/ 50
total 110459188 5873 -

Queue send byte discard byte discard mode
1 9.2M 5.5M tail-drop2
2 4.2M 2.5M tail-drop2
3 3.1G 348.4k tail-drop2
4 6.8G 0 tail-drop2
5 21.1G 0 tail-drop2
6 32.6G 0 tail-drop2
7 40.0G 0 tail-drop2
8 53.6G 0 tail-drop2
total 156.2G 8.5M -

Discard packets (User not configured) : 2585910248

>
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0 4-420discard-mode D 0 OO OO OO

> show shaper 1/1 user 1 discard-mode
Date 20XX/06/24 12:00:00 UTC

NIF 1/Port 1,

Shaper mode:RGQ

Set default user priority:disable
Predicted tail_drop:disable, Vlan_user map:disable

Port Rate limit=1Gbit/s
Buffer
QoSl=
QoS3=
QoS5=
QoS7=

User:1D=1,

194/ 1812/
74/ 1582/
68/ 1398/
51/ 1231/

USER-A

Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue

1

W JO0 U WN

total

Discard packets (User not configured) :123456789012345678

>

0 4430rate000000O0O0O

discard_pkt
3781
1761

2000 Qos2=
1500 QoS4=
1500 QoSeé6=
1000 QosS8=

331
0

0
0
0
0
3

> show shaper 1/1 user 1 rate
Date 20XX/06/24 12:00:00 UTC

NIF 1/Port 1,

Shaper mode:RGQ

5
2
348

8.

Set default user priority:disable
Predicted tail_drop:disable, Vlan_user map:disable
Port Rate limit=1Gbit/s

User:1D=1,

USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

82/
71/
61/
41/

.5M
.5M
.4k

0

O O O o

5M

1784/
1422/
1284/
1098/

tail
tail

2000
1500
1500
1000

discard byte discard mode
-drop2
-drop2

tail-drop?2
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2
tail-drop2

show shaper <port list>

Queue send pkt send byte packet/s bit/s
1 6533 9.2M 1k 98k
2 2873 4 .2M 2k 258k
3 2200134 3.1G 15k 198k
4 4781911 6.8G 3k 1024k
5 14890111 21.1G 10k 157k
6 23091811 32.6G 8k 283k
7 27576011 40.0G 90k 384k
8 37910013 53.6G 56k 829k
total 110459188 156.2G 185k 3231k
>
gooogad
0423000000000
gooo opooo
oooo oo
gonooog NIF<nif no.>/Port<port no.> Jooooooooooooog

Shaper_mode:<shaper mode>

oooocooo

gooooooo ™ ooooood
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show shaper <port list>

ooono

oooo

oooo

oo

Set_default_user_priority

jooooooooopooooooooo
00O O enable
00 00O disable

Predicted_tail_drop

joooooooooooooo
00O O enable
00 00O disable

Vlan_user_map

VLANOOOOOOOOooooa
00O O enable
00 0O 0O disable

Port Rate_limit=<rate>

ooooooDOoooo
00000000 0000O0O0OD0ODO000O0
"G'0o0ooooo

Buffer QoS<no.>=<buffer>/<peak buffer>/

<limit buffer>

gooobooono

QoS<no.>0 00000

<puffer>0 0000000000000
<peak buffer>0 00000000000
<limit buffer>0 000000000

oooooo
0O AX6700S0
0O AX6600S0O

Group: WGQ

wGQoOOOooooo

Rate_limit=<rate>

ooooo0ODOoOoOooO
00000000 0000O0OD0ODOO0O00O0
"G'0o0ooooo

ooooo

User: ID=<user id>, <user list name>

oooIboooooooo

1llrlq1, <user list name>0 AX6700S0
0 AX6600S0O

Irlql 00000000000

llrlq2, <user list name>0 AX6700S0
0 AX6600S0

lIrlg200000000000

default-user, <user list name>

goboooooooooocoooo

Schedule_mode=<schedule mode>

oooOooobooono

Peak_rate=<rate>

0000o0o0o0O000000ooon
0o0O00O0OD0O00000O0O0OD0ODO0OoO0OO
0o "<)"ooooooo

Min_rate=<rate>

0oooOoO0O0O0O000O00Ooooo
00000000 000000D0DO0000
00o0ooooD "M oo0ooooo

Weight=<weight>

oobooooooooo

LLPQ_peak_rate=<rate>[ AX6700S[1] AX6600S0

LLPQOODOODOOOOO
00000000 0000O0O0ODODOOooO
"G'0o0ooooo

ooooo

Queue

ooood

oooo

send_pkt

oooooooooooo

discard_pkt

goboooooocooooooood
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show shaper <port list>

oooo oooo
oooo od

Queue_lengt <queue length>/<peak queue goooooon

h length>/<limit queue length> <queue length>0 0000000
<peak queue length>0 000000000
oo
<limit queue length>0 000000000
O

send_byte

DoOooooooooooooooP

discard_byte

oob0oooboooooooooooooon
DD

discard_mode

ooooooooo
VLANOOOOOOOODOODODODO

g ""ooooooo

total

oooocooo

Discard packets(User not configured)

ooo0oooboooooboooooooooono
oob0ooooboooooooOooooooon

packet/s

oboo0oooooooooobooloooooo
oobooooooooooooood

bit/s

ooooooooooboooioooooo
oooooooooooooooo
Ooo0oo0 MACOODODOO FCSOOO
oooooooooooo

O0O0OMACOOOOO FCSOOOOOODOOOD

gogoooogo

oo

goboooooo

0 4-240 show shaper<portlist>0 0 000000000000

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

ooooooooooooooooooooooo

Illegal user id.

gooooIbooooooooooooooooobooobooo
ooooooo

No operational port.

ooooooooooooooo

oooooooooo

« JOO0O NIFO active 00 000000000O0O0O0OO
ooood

- JO00OONIFOOOOOOOOOOO0OO0O0O0O000000
gooooooboooooooooo

Not support NIF.

0000 NIFOOOODOOOOOODOOOOOOOOObOOoo
00000000 NIFOOOOOO0O0O000000g

goodgdao

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gbooboooooooboboboboooboooonDo
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show shaper <port list>

2. Discard packets(User not configured) D0 D 0000000000000 00D00O0O00OO0OO
gL bbb bbbbbobbobbboboboobooo
goddddoooooooooooooooo
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clear shaper <port list>

clear shaper <port list>

gbobooboooboobobobobooboooooooboboboboooboooboobo

goodgdao

AX6700S/AX6600S0 0 O

clear shaper <port list> [ user <user id list> ][ default-user ][ 1llrlgl ][ 1llrlg2
]

AX6300S0 00

clear shaper <port lists> [ user <user id list> ][ default-user ]
goooood

gboboooooobooobooboooo

goobogoo

<port list>

gbobooooobooboboboboboboobooobooooboboboboboboobooobooon
O00D0O0OO<portlist>000000000000D0O0O0OOCO0OO0DOOOODDOOODOOOO
gboooooooobo

user <user id list>
0000000 Ibooooooobonoooonoa

<user id list>
“"0000o0@m 000000000 0ooooooIbooooooon
O0O0O<userid>0000000000000000D0DOOO0IDODDOOODODOOO
“"oo0f00o@ 00000 fd0ooo0oooooooo0oooooooooDooooooo
0000000 Ibobooooog
AX6700S/AX6600SO0 000 00000O0OOO IDOOOOO10O 1023000
AXe300SOODODO0ODDOOODO IDOODODO1I0 /11000
OO0OVLANOOODOOODOODOODODOoOOoOoOOo VLANIDODOODOOOoooo

g"-rogo"noooooboobanb
1-3,5,10

default-user
O0ooooooooooobooonoooooo

llrlq10 AX6700S[1] AX6600S]
lIrlql0O00O00ogooooOoOoOO

llrlq20 AX6700S[1] AX6600S
lIrxlg2000000 00000000

gobood

044400000000
> clear shaper 1/1

Date 20XX/06/24 12:00:00 UTC
>
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clear shaper <port list>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 4-250 clear shaper <port list>0 0000000000000

goooo oo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. gooobooooboobobOobobooobooobooo
Illegal user id. goooOoIbooOoO0oooOOoO0oDOoOOoOooOOooOooOooo
goooooog
No operational port. joooooooooooooo

oooooooogo

« JOOONIFO active 000000000 OOOOODOO
ooooo

- JO00OONIFOOOOOOOOOOO0O0O0O0000000
gooooooooooboooooo

Not support NIF. 0000 NIFOOOOOOOOO0OOO0O0O000000o00a
000O0ODODOONIFOOOOOOODOODOOO0O

goobogo

O00000000000axsShaperUser 00000 MIBOOO 00O0O0O0O00OO
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IEEE802.1X

400000 200

show dot1x statistics

show dot1x

clear dot1x statistics

clear dot1x auth-state

reauthenticate dot1x

restart dot1x

dump protocols dot1x

show dot1x logging

clear dot1x logging
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show dot1x statistics

show dot1x statistics

IEEE802.1X OO ODOOODOOOOOoOoOoOooDOoO

ggodgguo

show dotlx statistics [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id list> | dynamic} }]

goodoogo

gbobooooooooooobobob

goobogooo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic} }

port <port list>
oo bobobbbbbbbobbboboboooo
<portlist>000000000000O000O0O0O0ODMMOO0OOOODODOOODOOODODOOOd

ooooog
channel-group-number <channel group list>

gboboooooboboboboooobooboobobobobooooooboobobOobo
O0O<channel group list>0000000000OM0O0000000O0OO0OOOOODOODOOO

ggdo

vlan <vlan id list>
VLANOOODODOOOODOOOOOODOOO VLANODODODOOOooOoooooooooaoa
<vlanidlist>0000000000M 0000000000 OO0O0OD0DOO0OOOODODOOOOn
00000000000o0Dod VLANOVLANID=100OO00OO0O0oooo

vlan dynamic
VLANOOODODODODODODOoooooooood

gbooooooooboobd
gbooooooboboboooboooboon

gogodd

O 5-10IEEE8021X 0000000 ODOODOODOODODOODODODO

> show dotlx statistics port 1/10
Date 20XX/03/23 12:32:00 UTC
[EAPOL frames]

Port 1/10 TxTotal : 30 TxReq/Id : 10 TxReq : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

[EAPoverRADIUS frames]

Port 1/10 TxTotal : 10 TxNakResp : 0 TxNoNakRsp: 10
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

98



0 5-20IEEE8021X 0000000000000 O0O0OOO0O0O0O0O0O0O0O0O00O0O0O

> show dotlx statistics channel-group-number 11

Date 20XX/03/23 12:32:00 UTC
[EAPOL frames]
ChGr 11 TxTotal
TxSuccess
RxTotal
RxResp/Id
RxInvalid

[EAPoverRADIUS frames]
ChGr 11 TxTotal
RxTotal
RxAccChllg:
>

30
10
20
10

10
30
10

TxReq/Id
TxFailure
RxStart
RxResp
RxLenErr

TxNakResp
RxAccAccpt:
RxInvalid

TxReq

TxNotify
RxLogoff
RxNotify

TxNoNakRsp:
RxAccRejct:

O 5-30IEEE8021XVLANO ODOOOODOODOOOO VLANODODOODODOODODOO

> show dotlx statistics vlan
Date 20XX/03/23 12:32:00 UTC
[EAPOL frames]
VLAN 20 TxTotal
TxSuccess
RxTotal
RxResp/Id
RxInvalid

[EAPoverRADIUS frames]

VLAN 20 TxTotal
RxTotal
RxAccChllg:

>

0 5-40IEEE802AXVLANDO OO OODOUOODOOOODODO

20

30
10
20
10

10
30
10

TxReq/Id
TxFailure
RxStart
RxResp
RxLenErr

TxNakResp
RxAccAccpt:
RxInvalid

> show dotlx statistics vlan dynamic

Date 20XX/03/23 12:32:00 UTC
[EAPOL frames]

VLAN TxTotal

(Dynamic) TxSuccess
RxTotal
RxResp/Id
RxInvalid

[EAPOoverRADIUS frames]

VLAN TxTotal
(Dynamic) RxTotal
RxAccChllg:

30
10
20
10

10
30
10

TxReqg/Id
TxFailure
RxStart
RxResp
RxLenErr

TxNakResp

RxAccAccpt:

RxInvalid

TxReq

TxNotify
RxLogoff
RxNotify

TxNoNakRsp:
RxAccRejct:

TxReq

TxNotify
RxLogoff
RxNotify

TxNoNakRsp:
RxAccRejct:

show dot1x statistics

o O O o

10
10

o O oo

10
10

o O O o

10
10
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show dot1x statistics

O 5-50IEEE802.1X 000000000 COOOVLANDODODODODOOODOODODODODODO

> show dotlx statistics
Date 20XX/03/23 12:32:00 UTC
[EAPOL frames]

Port 1/10 TxTotal : 30 TxReq/Id : 10 TxReq : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

ChGr 11 TxTotal : 30 TxReg/Id : 10 TxReq : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

VLAN 20 TxTotal : 30 TxReg/Id : 10 TxReq : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

VLAN TxTotal : 30 TxReq/Id : 10 TxReqg : 10

(Dynamic) TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

[EAPoverRADIUS frames]

Port 1/10 TxTotal : 10 TxNakResp : 0 TxNoNakRsp: 10
RxTotal 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid 0

ChGr 11 TxTotal 10 TxNakResp 0 TxNoNakRsp: 10
RxTotal 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid 0

VLAN 20 TxTotal 10 TxNakResp 0 TxNoNakRsp: 10
RxTotal 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid 0

VLAN TxTotal 10 TxNakResp 0 TxNoNakRsp: 10

(Dynamic) RxTotal 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

>

gooogad

O 5-10IEEE802.1X0O0000O0OOOOOOOODODO

oooo oo oooooo

Port/ChGr/VLAN/VLAN(Dynamic) gooooooooo

Port <nif no.>/<portno.>0 000000000000 DOOODOO

ChGr <channel group number>0 0 000000000000 OCOOOOOO
oo

VLAN <vlanid>0 VLANO O OOOOOOO VLANIDOOOOOO

VLAN(Dynamic)OVLANO OO OOOOOOOODOOO

[EAPOL frames] EAPOLOO0O0O0OO0OOOO0DOOOOUDOOODOOOODOOOUOOODOD
TxTotal EAPOLOOOOOOODO

TxReq/Id EAPOL Request/Identity 0 0 00 00O

TxReq EAP RequestO Identity( Notification 0 0 00000000

TxSuccess EAP Success 0000000

TxFailure EAP Failure 00 0O0O0ODOO

TxNotify EAP Request/Notification 0 000000
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show dot1x statistics

opooo oo gooooad
RxTotal EAPOL OO O0OOQOOO O RxInvalidd RxLenErr 0 0 0O 0O
RxStart EAPOL Start 0 000000
RxLogoff EAPOL Logoff OO OODODO
RxResp/Id EAP Response/ldentity 0 000000
RxResp EAP Responsel Identity( Notification 0 D 00000000
RxNotify EAP Response/Notification 0 0 0000 O
RxInvalid 00 EAPOLO0OOOCOOOOOODOOOODOO
RxLenErr 000 EAPOLOOOCOODOOOODOOOOOO
[EAPoverRADIUS frames] EAPoverRADIUS O 0000000000 OOODOOOOOOOOOOOOO

goooo

TxTotal EAPoverRADIUS OO ODODOOO
TxNakResp AccessRequest/EAP Response/NAK OO OO OOO
TxNoNakRsp AccessRequest/EAP ResponseO NAK O O OO OOOOOO
RxTotal EAPoverRADIUSOOOOOODOO
RxAccAccpt AccessAccept/EAP Success 0000000
RxAccRejct AccessReject/EAP Failure 0000000
RxAccChllg AccessChallenge 0000000
RxInvalid 00 EAPoverRADIUSOOOODOOO

gogoooogo

oo

goboooooo

0 5-20 show dotix statistics 1 0 000000000000

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

ooooooooooooooooooooooo

Connection failed to 802.1X
program.(Reason:Connection Error)

IEEE802.1X 0 0000000000000 0O00O00O00O
00000000000000000OrestartdotlxO0000
0 IEEE802.1X 00000 OO0ODODODO

Connection failed to 802.1X program.(Reason:Receive
Error)

IEEE802.1X 0 0000000000000 0O00O0O0O0BO0O
000000000000000000 Orestartdotlx000
00 IEEE802.1XO0O0OOCOCOOOODOO

Connection failed to 802.1X program.(Reason:Send
Error)

IEEE802.1X 0000000000000 OO0ObObObOBbobDO
000000000000 0000O0OvrestartdotlxO0 000
0 IEEE802.1X OO OOOOOOODOO

Dot1x doesn't seem to be running.

IEEE802.1X OO0 O0OO0OO0O0OO0OO0O0OO0O0OOOODbOObOBbobD
ooooooooooooo

No operational Channel Group.

gbooooooOoooooobooooooOoOoOooooooo
gooooooooooooooooobooooobooooon

No operational Port.

goooooooooocoooooooOoocOoOooOobooOooOod
obooooooooooooooooooo
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show dot1x statistics

ooooo

oo

No operational VLAN(Dynamic).

VLANOOOOOOOOOoOOoOOoOoOoOooooooooooOo
gobobooooooooooooooooooooooooboo

No operational VLAN.

00000 VLANOOOOOO0O0O000000000000d
goboooooooooooboooooooo

Now another user is using dot1x command, please try
again.

0000000 detlx000O0D00O0O0O00OOODODODOOODO
oooooooogooao

ggodgguo

oo

102



show dot1x

show dot1x

IEEES02.1X O 0O DOODOODOODOOOOOOODOOO

gooogad

show dotlx [{ port <port list> | channel-group-number <channel group list> | vlan
{<vlan id list> | dynamic [<vlan id list>]} }] [detail]

ugoooooao

gboboooooobooobooboooo
goobogoo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic [<vlan
id list>]} }

port <port list>

gboobooooooboobobobooooooboobobobooboooboooobobob
<portlist>00000000000DOOO0ODOOCOO0MMOO0ODOOOODOOOOODOOOOD
gooooo

channel-group-number <channel group list>

gbobooooobooboboboooobooboobobobooboooboobooboobobo

00O <channel group list>0000000000OOCOQCOQOOQOOOOOOOODOODOODOO
oon

vlan <vlan id list>
VLANOOOOOOOOOOOOOOOODODODOO VLCANOOOOOOOooooooooooo

<vlanidlist>0000000000MO0OO0O0O00OO0D0OO00OO00ODOOOO0OOO0OOOOOOOO
0000000000000 0 VLANOVLAN ID=10000000000

vlan dynamic <vlan id list>
VLANOOOOOODOODOOOoOooooooooa

<vlanidlist>00000000000OO000D0OOC00OOO0O0OODOOOO0ODOOOODOOOOO
O000OO0OOoOoOoOoOooOOo VLANOVLANID=1O0OOOOOoOoooo

<vlanidlist>000000000VLANOOOOOOOOOOOOO VLANOOODOOOOO
goog

detail
000000000000000 Supplicant0 OO OO0 OO0OO0O0OODOOOODOODO

gbobobobooooooboon
gboooooooooboooooboon
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show dot1x

gogodd

O 5-60 I[EEE802.1X 000000 OOOOO

> show dotlx
Date 20XX/03/23 12:32:00 UTC
System 802.1X : Enable

AAA Authentication Dotlx : Enable
Authorization Network : Enable
Accounting Dotlx : Enable
Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 1/1 --- Auto Authorized 1
Port 1/10 Multiple-Auth Auto --- 1
ChGr 11 Multiple-Auth Auto --- 1
VLAN 20 Multiple-Auth Auto --- 1
VLAN (Dynamic) Multiple-Auth Auto -—- 1

>

0 5-70IEEE802AX 00000000000 DODOOODOOOOODOOODOOOODODOOO

> show dotlx port 1/1
Date 20XX/03/23 12:32:00 UTC

Port 1/1

AccessControl : --- PortControl : Auto

Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants :1 /1 ReAuthMode : Enable

TxTimer (s) e / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
KeepUnauth(s) : --- / 3600

>

0 5-80IEEE802AX 000000 DOO0ODLOOO0OO0DOO0OD0O0O0OODOdetailOO

> show dotlx port 1/1 detail
Date 20XX/03/23 17:57:03 UTC

Port 1/1
AccessControl : --- PortControl : Auto
Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants : 1/ 1 ReAuthMode : Enable
TxTimer (s) - -- / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
KeepUnauth(s) : --- / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (8) Date/Time
0012.e200.0021 Authorized Authenticated 1Idle 0
177 20XX/03/23 17:55:00

>
O 5-90[EEE802.1X 00 0000000000000 O0O0O0O0O0O0O0O0O0OOOOOOOOoOoOOOg

> show dotlx channel-group-number 11
Date 20XX/12/17 12:32:00 UTC

ChGr 11

AccessControl : Multiple-Auth PortControl : Auto

Status HE Last EAPOL : 0012.e200.0011
Supplicants : 2/ 2/ 256 ReAuthMode : Enable

TxTimer (s) . 15 / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Shortcut

>
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show dot1x

O 5100 IEEE802AX OO 0OO0DOODOODOODOODOODOODOODOODOODOODODODOODODOdetaillDO0O

> show dotlx channel-group-number 11 detail
Date 20XX/12/17 17:57:03 UTC

ChGr 11
AccessControl
Status
Supplicants
TxTimer (s)
ReAuthSuccess
SuppDetection

Supplicants MAC
0012.e200.0011
0012.e200.0012

>

Multiple-Auth PortControl Auto
--- Last EAPOL 0012.e200.0011
2/ 2 / 256 ReAuthMode Enable
15 / 30 ReAuthTimer (s) : 123 / 300
4 ReAuthFail 0
Shortcut
Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00
Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58

O 5-1MOIEEES02AXVLANO DO OODOOOODOO VLANOOODOOODOOOOooDoOoooDo

> show dotlx wvlan 20
Date 20XX/12/17 12:32:00 UTC

VLAN 20
AccessControl
Status
Supplicants
TxTimer (s)
ReAuthSuccess
SuppDetection
Port(s): 1/1-10,
Force-Authorized
>

O 5120 IEEE802AXVLAN O OO OOO0O0O0O000

Multiple-Auth PortControl
--- Last EAPOL
2/ 2 / 256 ReAuthMode

--- / 30 ReAuthTimer (s) :
4 ReAuthFail
Disable

ChGr 1-5

Port(s): 1/4,8-10, ChGr 1-5

> show dotlx vlan 20 detail
Date 20XX/12/17 17:57:03 UTC

VLAN 20
AccessControl
Status
Supplicants
TxTimer (s)
ReAuthSuccess
SuppDetection
Port(s): 1/1-10,
Force-Authorized

Supplicants MAC

[Port 1/1]
0012.e200.0003

0012.e200.0004

Auto
0012.e200.0003
Enable
123

0

/ 300

OVLANOOODOOOOODDOOdetailODODO

Multiple-Auth PortControl Auto
--- Last EAPOL 0012.e200.0003
2/ 2 / 256 ReAuthMode Enable
--- / 30 ReAuthTimer (s) : 123 / 300
4 ReAuthFail 0
Disable
ChGr 1-5
Port(s): 1/4,8-10, ChGr 1-5
Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00
Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58
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show dot1x

106

O 5-130IEEE802AXVLANO O OO OOOOOOOOOOOOOO00OO00O00O0

> show dotlx vlan dynamic
Date 20XX/12/17 12:32:00 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) : o--- / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN (s) : 2-5

VLAN (Dynamic) Supplicants
VLAN 2 2 VLAN 3 0 VLAN 4 0 VLAN 5 0
>

O 5-140 IEEE802AXVLANO OO OO0O0O0000000000Odetail D00

> show dotlx vlan dynamic detail
Date 20XX/12/17 17:57:03 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) T - / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN(s): 2-5

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (8) Date/Time

[VLAN 2] VLAN (Dynamic) Supplicants : 2

0012.e200.0005 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00

0012.e200.0006 Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58

>
0O 5-150IEEE802AX VLANO O DO OODOOOOODO VLANOOOODOOOODOOOoOoooDoooo

> show dotlx vlan dynamic 2
Date 20XX/12/17 12:32:00 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) N / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN(s): 2-5

VLAN (Dynamic) Supplicants
VLAN 2 2
>



show dot1x

0O 5160 IEEES02AXVLAN O OO OUOOOOOOOO VLANOOOOOOOOOOOdetail OO 0O

> show dotlx vlan dynamic 2 detail
Date 20XX/12/17 17:57:03 UTC

VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status HE Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) - / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN (s) : 2-5

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time

[VLAN 2] VLAN (Dynamic) Supplicants : 2

0012.e200.0005 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00

0012.e200.0006 Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58
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show dot1x
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O 5170 IEEE802AX OO0 DOODOOOOOOOOOOO

> show dotlx detail
Date 20XX/12/17 17:57:03 UTC

System 802.1X Enable
AAA Authentication Dotlx Enable
Authorization Network Enable
Accounting Dotlx Enable
Port 1/1
AccessControl - PortControl Auto
Status Authorized Last EAPOL 0012.e200.0021
Supplicants 1/ 1 ReAuthMode Enable
TxTimer (s) --- / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
KeepUnauth (s) --- / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0021 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00
Port 1/2
AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0012.e200.0001
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) 15 / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Shortcut
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (8) Date/Time
0012.e200.0001 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00
0012.e200.0002 Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58
ChGr 11
AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0012.e200.0011
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) 15 / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Shortcut
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0011 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00
0012.e200.0012 Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58
VLAN 20
AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0012.e200.0003
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) - / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Disable
Port(s): 1/3-15, ChGr 1-5
Force-Authorized Port(s): 1/4,8-15, ChGr 1-5
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (8) Date/Time
[Port 1/3]
0012.e200.0003 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00



0012.e200.0004

VLAN (Dynamic)

Authorized
5

Authenticated

Idle
20XX/12/17 17:56:58

show dot1x

AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0012.e200.0005
Supplicants 2/ 2 / 1024 ReAuthMode Enable
TxTimer (s) - / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Disable
VLAN (s): 2-5
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
[VLAN 2] VLAN (Dynamic) Supplicants : 2
0012.e200.0005 Authorized Authenticated 1Idle 0
177 20XX/12/17 17:55:00
0012.e200.0006 Authorized Authenticated 1Idle 0
5 20XX/12/17 17:56:58
>
gooooo
0 5-30IEEE8021X 000000 O00DOOOOODODOO
gooo oo gooooo

System 802.1X IEEES02.1X0 0000000000 1. Enabled IEEE802.1X 0

oo gooooo
2. Disabled] IEEE802.1X O
gooooo
AAA Authentication = RADIUSO 0000000 OODOOO 1. EnableD RADIUSOOO
Dotlx gooooo jooooooooo
2. Disabled RADIUS O O
goooooooooo
Authorization VLANOOOOOOODOO RADIUSO 1. Enabled RADIUS OO
Network 00 VLANOOODOoOOooooooo VLANOOOOOOOO
oo 2. Disabled RADIUS O O
VLANOOOOOOOO
Accounting 00000000 O00O0O0OOOoDO 1. Enabled Accounting [
Dotlx gooo goooo
2. Disablel] Accounting [
goooo
Port/ChGr/VLAN/ gooooooooo
VLAN(Dynamic) Port <nif no.>/<portno.>0 00000000000
ChGr<channel group number>0 0000000000000 DODO
VLAN <vlanid>0 VLANOOOOOOOOO VLANID
VLAN(Dynamic)J VLANO OO OODOOO
AccessControl jooooOooooooooooog 1. -
joooooooooo . Multiple-Hosts
""" poooooog 3. Multiple-Auth
Multiple-HostsO O O OO OO
Multiple-AuthOD 0000000
PortControl Jo000ooOdooooooooooo 1. Auto
0o 2. Force-Authorized
AutoD 0000 3. Force-Unauthorized

Force-Authorizedd O 0O O O
Force-Unauthorizedd O 0 O 0O
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show dot1x

oooo oo oooooo
Status 0oOoO0oo0ODO0O00O0OoOoO 1. Authorized
Authorized0 OO OO 2. Unauthorized
Unauthorizedd O O O 3. ---
--0oooooooo
Last EAPOL 0000000 EAPOLOOOO MACODOOOOOOOOO
Supplicants 0000000000000000000000 Supplicant0 0000
oo
[Doooool
00000 Supplicant 00000
[Doooooooo]
0oOooO0O0O0/00000000
O0<0000 Supplicant 0 >/<00 00 Supplicant O >
gooooooog
O0<0000 Supplicant 0 >/<0000 Supplicant 0 >/<00
0000000 Supplicant O >
ReAuthMode 00000 "EAPOL Request/ID" O O 1. Enable
0oooooD0DO0OO0O0O0oOoO 2. Disable
TxTimer(s) 00000000 "EAPOLRequest/ID"O0 0000000000
--0000000000000000000000000
O0O0OD0D0D0 Supplicant 0000000000 O0000O0OO
0000000000 0000 Disabled 00O O Supplicant O O
ooooo
0000000000000 DDOO000000On
0000000000000 0D0O000000Oooooooo
OVLANOOOOODODOOOOMmMOOOOO VLAN
<O00000D000 >/<tx_period O >
ReAuthTimer(s) 000000000 "EAPOLRequest/ID"0 0O O00OOODOOO
--00000000000000OOn
<0000000d >/<reauth_period O >
ReAuthSuccess ooooooo
ReAuthFail ooooooo
KeepUnauth 00000000000000000000000000000000
0000000000000 0D0000000000000000o0n
0oooooDoooon
--J0000000000000O0O0ODOO0OO000
<0O0O000000 >/<keepunauth_period O >
SuppDetection oooooooooooo 1. Disable
0000O0D00D0000000000O0 @ 2. Shorteut
DisableD DO OO0O0O
Shortcut0 00 00O
Port(s) OVLANOOOOODODOOOOOOOODODOO0OO0O0 VLANOOOOOO

oooboooooooood

Force-Authorized Port(s)

OVLANOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

VLAN(s) OVLANODOODODOOOOoOODoOOooooooO VLANODODODOOO
oood

VLAN(Dynamic) OVLANOODOOOOOOOOOODOOO0DOO Supplicant00000

Supplicants o0

Supplicant MAC Supplicant 0 MACO O OO

Status Supplicant 00000000000 1. Authorized
AuthorizedD 0 0 0O O 2. Unauthorized

Unauthorized O 0O O
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show dot1x

gooo oag gooooao

AuthState Supplicant 0 000000000000 1. Connecting
Connectingd Supplicant 00 00 O 2. Authenticating
Authenticating 0 0O O 3. Authenticated
AuthenticatedD 0 0O 0O O 4. Aborting
AbortingD OO O OO 5. Held
HeldOOOOODOO

BackEndState Supplicant 0 RADIUS OO O0OOO 1. Idle
goooooooooo 2. Response
IdleD O OO 3. Request
Response0 00O O O0OO 4. Success
Requestd Supplicant 0 0 O O 5. Fail
Success 0O OO 6. Timeout
FailOOODOO
Timeoutd OO ODOOOOOOOO

ReAuthSuccess 0o00ooooooooooo

SessionTime Supplicant 00 0000000000000 0OO0OOCOOOOOOOOO
od

Date/Time Supplicant 0 000000000000

gogoooogo

oo

goboooooo

0 540showdotIxOO00D0OO0OOOOOODODOO

ooooo

oo

Can't execute this command in standby system.

goo0oooooooooooocoooocoooo

Can't execute.

gobOooooooooOoooocooooooonoo

Connection failed to 802.1X
program.(Reason:Connection Error)

IEEE802.1X OO0 DO0OOOOOOOOOOObOO0OobOooooo
000000000000 000OOrestartdotlxO00O0O0O0O
IEEE802.1X 000000000 D0ODO

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X OO0 DO0OOOOOOOOOOObOO0oobOooooo
0000000000000 000O0Ovrestartdotlx0O0 000
IEEE802.1X OO DOOOO0OO0DODODO

Connection failed to 802.1X program.(Reason:Send
Error)

IEEE802.1X OO DOOOOOOOOObOOoObOoobooboo
0000000000000 000Orestartdotlx 00000
IEEE802.1X OO DOOOOOODODODO

Dotlx doesn't seem to be running.

IEEE802.1X OO O0O0OOOOOOoOoOoOoOoObOooDbooobO
oobooooooooooo

No operational Channel Group.

gooooooocoooOooOoooOooooocOooooOoOooOoo
gobooooooooboooooooooooooo

No operational Port.

gobobooooOooobOoOooooooooooooooooo
goooooooooooooooooo

No operational VLAN(Dynamic).

VLANOOOOOOOOoOOOODOOOOOOOOODODODODOO
gobobooooooooooooooooooobooooo

No operational VLAN.

00000 VvVLANOOOOO0O0Oooooooooooooooo
gobooooooooooooooooo

Now another user is using dot1x command, please try
again.

0000000 detlx0D0O0OO0O0DD0O0OODOOOODDOOODOOD
oooooooogoo
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show dot1x

ggodgguo

VLANOOOOOOOODOODOOD VLANOODOODOOOOOOOO Supplicant0 000000 ODOOO
show dotlx loggingd show vlan mac-vlan 00 000000000000 OOOO
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clear dot1x statistics

clear dot1x statistics

IEEEg802.1X 000000000000 oo00000O0OO

goodgdao

clear dotlx statistics [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id lists> | dynamic} }]

gogododogo

gboboooooobooobooboooo

goobogoo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic} }
port <port list>
oo ouobobobbbbbbbbobbobboboo oo bbUbD

<portlist>00000000000DODOO0DOCOO0MMOOO0ODOOOODOOOOODODOOOD
gooooo

channel-group-number <channel group list>

gboboooooobooboboboboobobooboboboboboboooooobonO

000 <channel group list>0000000000OOCOCOQOOQOOOOOODOOODODODODOO
gooo

vlan <vlan id list>

VLANOOOOOOODOODOODOODOOODODODOOO VLANOOOOOOOOOooooooooo
oo

<vlanidlist>00000000000O00000O0O0OOOOOOOOOOOOOOOOOOO
OO00OOOOOOoOOoOOOO VLANOVLANID=1O0OOOOOOOoOOooo

vlan dynamic
VLANOOOOOOOODOODOoOoooooooooono

obooooooobobo
gbooooooooobobob oobOoboOoOon

googg

0O 5180 IEEE802AX 000 0O0OOOOOOOOOCODO

> clear dotlx statistics
>

goobognd

ao

gogoooogo

oo
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clear dot1x statistics

ugooooogo

O 5-50 clear dotix statistics 0 D 0 00000000000

ooooo

oo

Can't execute this command in
standby system.

gooOooooooooOooooooooooonoo

Can't execute.

ooo0oooooooOooOooocoooocoooo

Connection failed to 802.1X

program.(Reason:Connection Error)

IEEE802.1X 0000000000000 bOO0oObOooooobooobooobo
000000000 DOrestartdotlx 00000 IEEES021X 00000000
ooao

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X 0000000000000 bOOOOOoOoooboobooobo
0000000000 Orestartdotlx0 0000 IEEES02.1XO000O0O0OO
oooo

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X 0000000000000 bOOOOOoOOoOooboobooobo
000000000 OrestartdotlxO0 0000 IEEES02.1X OO0 O0O0OODOO
oono

Dot1x doesn't seem to be running.

IEEE802.1X 00000000000 0O0OOOOODOOODOObDbOObDbDOBD
ooood

No operational Channel Group.

gobooooocOoooOoboOoOooOoOoOoOoOoOoOOOoOOOOOOOOoOOoOO
gobooooooooobooooooo

No operational Port.

goboooooOooooobOoOoooOoooooooobOoOoOoooboOoooDooooonoo
goboooooocooooboo

No operational VLAN(Dynamic).

VLANOOOOOOOOOOOOODOOODOOOOOODOODOODOOODOD
gooboooooooooooooooo

No operational VLAN.

00000 VLANOOOOOOOoOoooooooooooooooooooo
ooooooooooooo

Now another user is using dot1x
command, please try again.

0000000 detlxO00O0O0D0OOODODOOODDOOOODOOOODODOOODO
ooo

goobogo

OOoOCOCOOOOOOCOOIEEES2IXMIBOOOOO MIBOOO ooOOOOOOO
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clear dot1x auth-state

clear dot1x auth-state

IEEE802.1X OO DOOOODOODOODOO

gooooa

clear dotlx auth-state [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id list> | dynamic [<vlan id list>]} | supplicant-mac <mac
address> }]1 [-f]

ogoooooo

gboboooobooboboboooo

gogododogo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic [<vlan
id list>]} | supplicant-mac <mac address> }

port <port list>
0000000000000000D000000000D0D00000000 0O <port list>00
0000000ooo0oooo00obOoooodooo0ooooooooDOooooog

channel-group-number <channel group list>
0000000000 00o0oo00o0oo000oDoo00ooo0oo0oDooooDoooooDog
<channel group list>0 00 0000000000000 0O0OOOOOODOOOOOOOO
0d

vlan <vlan id list>
VLANOODOOOODOOOOOOOO VLANOODOOOOoooooopoooooooo
<vlanidlist>00000000000O 000000000000 DODOO0ODODOO0OOOOOO
00000000000000 VLANOVLANID=100OO0OO0000000

vlan dynamic <vlan id list>
VLANODODOOOOOOOOOOOO VLANOODOOOOoOooDoooooooooooo
<vlanidlist>00000000000 000000000000 DODO0O0ODODOO0OOOOOO
0000000000 0000 VLANOVLANID=100OO0OO0O0ODO0OO00O
<vlanidlist>000000000VLANODOOOOOOOODODOOO VLANOODOOOODODO
oo0ooo

supplicant-mac <mac address>
O0MACOOOOODODOOODODODOODODOOOO

gbooooooooboooboboboboooooo

obooooooooboobo
obooooooooboobobo

gboboboooooooboan
0000000000 O000OO0O00DO0O00OO IEEES21XO00000O0ODOOODO
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clear dot1x auth-state

gogodd

051900000000 IEEE802AX OO COOCOOCOO

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

>

ggodgguo

oo

goobogoooboo

g000O0OO0OOOOOOoOOOOOODO VLANOUO IEEESO2.1X0O0O0OO0OOOOOOOOODOOO
booooooboboboobooooobooboboboobooo

ugooooogo

0 5-60cleardotixauth-state D OO OO0 O0OOOOOOOO

ooooo

od

Can't execute this command in
standby system.

ooooooooooooooooooooooo

Can't execute.

obobooooooooooooooooooooon

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X OO0 000000000 OOOODOOOOOODODOODODOODDOODO
0000000 OrestartdotlxO0 0000 IEEES021X 00000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEES02.1X O 0000000000000 0O0O00ODOO0OOOooOOoOoooOooOO
000000000 Orestartdotlx 00000 IEEES02.1XO0 00000000
oo

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X 00000000000 OOOODOOODOOODODOODODOODDOODO
0000000 OrestartdotlxO0 0000 IEEE8021X 00000000000

Dotlx doesn't seem to be running.

IEEES02.1X O 0000000000000 OOOoOOOoOoOoOooooooOooOO
oooo

No operational Channel Group.

ooboooooooooOoooooocOoOoOoOoO0OOoOoOoOOOoOoObOOoOooOoOoo
oooooooooooocoooo

No operational Port.

gooooooOooobOoOooobooOoooOoOoooOoOooOooOoOoooOobo0oooooo
oobooooooooo

No operational VLAN(Dynamic).

VLANOOOOOOODOOOODODOOoOoooOooooooooooooooooo
obob0ooooboooooooooooo

No operational VLAN.

ooooo VLANOOOOOOOooooobooooobuoobooooooooo
ooooooooooo

Now another user is using dotlx
command, please try again.

0000000 dot1x0 000000000 OOOOOOOOOOOOOOOOO
oo

ggodgguo

O000O0O0O0OU00O0O0O0O0O0OOO0O0OOOOOOO EAP-Failure 0O O EAP-Req/1d00000OOOO0O

gooo

- J0000000000000000000 IEEER2.1XOODODODODODODOOEAP-FailureO
EAP-Req/Id0 00000000 10000000

« 0O000ODO0O port <port list>0 channel-group-number <channel group list> vlan <vlan id list>0
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clear dot1x auth-state

vlan dynamic 00000000 IEEE802.1X O 00 00O OO OO EAP-Failure 0 EAP-Req/Id 0 0 O
gooooo11oouoobon

000000 vlandynamic<vlanidlist>00000000000000O000O0DOOOOO
EAP-Failure 10000000 1000000000 IEEES02.1XO00O0OO0OOO EAP-Req/Id O
gooodooo1opobbobobb

000000 supplicant-mac <mac address> 000 0000000000000 EAP-Failure OO O
0000000000000 DO00D000DoO0O IEEES2.1XODODOOODODOODODOODOOOODOO
000000000 00000 IEEES02.1X0 00000 OO EAP-Req/ Id0 0D ODOOOOO 10
gooooog
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reauthenticate dot1x

reauthenticate dot1x

IEEES02.1X O OO DOCOOCOOCOOCOCOCOOCODOOOOreauthperiodd 0 000000000 OOOOO
gboooooooobon

goodogo

reauthenticate dotlx [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id list> | dynamic [<vlan id list>]} | supplicant-mac <mac
address> }] [-f]

googogo

gbobooooooboobobobob

goodoogo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic [<vlan
id list>]} | supplicant-mac <mac address> }

port <port list>
0000000000000000D000000000D0DD00000000 O <port list>00
0000000000 00ooo00D0DmOo0o0o0ooooooooooooooooood

channel-group-number <channel group list>
0000000000 00ooo00ooo000oDoo00o0oo0oo0oDoo0ooDoooooDog
<channel group list>0 00000000000 0000000CO00ODOO0O0OOOOOODODOO
od

vlan <vlan id list>
VLANODOOOOODODDOOUOOOOO VLANODOODOOODOoooooooooooo
<vlanidlist>0 0000000000 000000000000 0ODO0O000O0O0O0O0O0O0OO
0000000000 0000 VLANOVLANID=100O0OO0O0O0O0ooo

vlan dynamic <vlan id list>
VLANOOOOOODODDOOOOOOO VLANODOODOOOoOoooooooooooo
<vlanidlist>00 000000000 000000000000 0ODO0O00O0O0O0O0OODOO
0000000000 0000 VLANOVLANID=100ODOOO00Oo0ooo
<vlanidlist>000000000VLANODOOOODOOOOOOO VLANODOOOOOOO
ooooo

supplicant-mac <mac address>
O0MACOOOODOODOOOODODODOODOOODO

gbooboooooboobooboboboboooooooono

gbooooooooobo
oboooooooboobaobdo

gbooooooooobobon
0000000000 O00DOCO0O0O0O0O0O0D IEEEgS2.1XO000D0O0OO0O0OOOOO
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googg

reauthenticate dot1x

052000000000 IEEE802AXO0000OOVLANOOOOOOOO

> reauthenticate dotlx

Reauthenticate all 802.1X ports and vlans. Are you sure?

>

goodgdao

oo

goobogoooo

(y/n) :y

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon

gboobd

ogooooogo

0 5-70reauthenticate dotix O 0 0 000 O0O0O0O0OODODO

ooooo

oo

Can't execute this command in
standby system.

goooooooooooooobooooooboooo

Can't execute.

gooooooooooboooooooooboooo

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X OO0 OOOOOoOOOoOoOoOoOoboOoooobooboobobobobo
0000000 OrestartdotlxO00 000 IEEES02.1X0 0000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X OO0 O0O0OOOOOOOOODOOODDOODOODDOODODODODDO
0000000 OvrestartdotlxO00 000 IEEES02.1XO000000000OO

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X OO0 O0OOOOOOOOOOOOOOOOOOOObOObODODObDO
0000000 OvrestartdotlxO00 000 IEEES02.1XO000000O0O0O0OO

Dot1x doesn't seem to be running.

IEEE802.1X OO OOOOOOOOOOOOOOOOOOOOODbOODbDODOBDOO
ooo

No operational Channel Group.

oooooooooooooooooooooooOooOoooooooOobooooobooo
ooooocoooooooooo

No operational Port.

oooobooooooboooooooOooooOoOoOoOoooboOooooOoooogoo
oooooooooo

No operational VLAN(Dynamic).

VLANOOOODOOOOOOOOooOoOoOoooooooooooooooooooo
ooooooooooooooooboo

No operational VLAN.

00000 VLANOOOOODOOOOOoOoOOoooOoOOooooooooooooooo
oooooooooo

Now another user is using dot1x
command, please try again.

0000000 detlx000O0D0OODOOODOOODOOODOOODOOODOOOOO
og

goobognd

ao
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restart dot1x

restart dot1x

IEEE802.1X 0000000000 OOO

ggodgguo

restart dotlx [-f] [core-filel]

goobogooo

gbobooooooboobobobob

goodoogo

-f
O0000CO0O0O0OCOOO0OOCO0IEEES2.1XOOODOOOOODOOOODO

gbooooooooobo
gboooooooboobabd

core-file
00000 IEEES2.1X 0000 O0ODOODOOOODODODODODODOO

obooooooooobo
gbooooooobobabd

gbooooooooobobonb
O0000O0O00D0OOCO0ODOCOOOODOIEEES2.1XOOOOODODOOODOOOO

googod

0 5-210IEEE802.1 XD 000 DO0ODO
> restart dotlx

802.1X restart OK? (y/n) : vy
>

0 5-220 IEEE802AX 000 O0O0O0O0OO-fO00O0OOOODO

> restart dotlx -f
>

ggodgguo

oo

ggoooooo

00000000 IEEEgS02.1XOD00DODO0O0OOOO0ODODOOODOOOOODOOOODbDOOOODODOO
gboooooooobanb

goboooooo

O 5-80restartdotix D 00O DOO0O0DOOOOODODO

ooooo oo

Can't execute. oooboooooooooooooooooooo

Dotlx doesn't seem to be running. | IEEE802.1X00000000000000000000000O0DOOOO000O0
ooao
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restart dot1x

ooooo oo

Now another user is using dot1x 0000000 detlxODOODOODODOODOODOOOOOOOODOOODOODOO
command, please try again. oo

goobognd

0000000000000 bO00DoD0doDooooboooooOooogo
00000000040 fusr/var/core
0000000 dotlxd.core

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooboobgooo
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dump protocols dot1x

dump protocols dot1x

IEEEg802.1X 0000000000000 0O0O00O00OO0O0O0OOOUOODOUOOUOLG

gooogad
dump protocols dotlx

goobogooo

gbobooooooboobobobob
goodoogo

oo
gogodd

0O 5-230 IEEE802AX 0000000 OOOOOOOO

> dump protocols dotlx
>

goobogo

oo

ggoooooo

oo
ugooooogo

0 5-90dump protocols dotix OO0 O OO0 0000 OOOOQO

ooooo oo
Can't execute this command in 000000000000 ooooooooooo
standby system.
Can't execute. 0000000000000 0000000000
Connection failed to 802.1X IEEE802.1X 0000000000000 0O000O000O0D0OO0DOOONOoono
program.(Reason:Connection 0000000 Orestartdotlx 00000 IEEES02.1X00000000000
Error)
Connection failed to 802.1X IEEE802.1X 0000000000000 0000000000O0ON0O0ONOooon
program.(Reason:Receive Error) | 0pOpO00Orestartdotlx 00000 IEEES02.1X0 0000000000
Connection failed to 802.1X IEEE802.1X 0000000000000 00000000000000N0N0Ono
program.(Reason:Send Error) 0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Dot1x doesn't seem to be running. | IEEE802.1X00000000000000000000000O0DOOOOO00O0
oono

Now another useris usingdotlx | 0000000 dotlx D0 O000O000O0O0O0DODOO0O0OO0O0OO0ODOOOODOO
command, please try again. oo

goobogo

0000000000000 000bO00000ooo0oDoOoooDOoon
0000000004 /usr/var/dotlx

00000000ddotlx_dump.gz
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dump protocols dot1x

gboboooooboobooboboboobooooooobobobobbooboooobobobobooo
gboboboobobgooo
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show dot1x logging

show dot1x logging

IEEE802.1X OO ODOOOOOOOOOOOODOODOOODOODODODO

ggodgguo

show dotlx logging [{ error | warning | notice | info }]

goobogooo

gbobooooooboobobobob

goodoogo

{error | warning | notice | info}
0000000000000 000DL00D0DO00bO00D000DO00D0DO00 dotlx loglevel

gbobooooobooboboboboooooboobobobobobooboooboooboobOobobo
OOOOnoticeDOOOOOOO NORMALOOOOOOOOOOOOOOOOOO
O0O0infoOOOOOOOOOOOOODOOOODODOODODOD

gbooooooooobo
imfo0 000000000 DODODOODOOOOOOOOOOOO

googod

O 5-240 IEEE802AX 000000 OOOOO

> show dotlx logging

Date 20XX/01/23 13:32:00 UTC

No=1:Jan 23 13:31:43:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
succeeded. ; New Supplicant Auth Success.

No=16:Jan 23 13:16:55:NORMAL:LOGOUT: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Force
Logout. ; Port link down.

No=2:Jan 23 13:16:10:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
succeeded. ; Supplicant Re-Auth Success.

No=1l:Jan 23 13:15:10:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
succeeded. ; New Supplicant Auth Success.

No=30:Jan 23 13:10:34:NOTICE:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
failed. ; RADIUS authentication failed.

goobogo

IEEES02.1X DO O00DOO0O0OOOOO0DODOOODOOOODODODOOOD

O 5100 IEEES02AX O OO OOOOOOOOOOO

ooono oo oooooo
ooo ooooooooooooo ooooooooooo
<log> ooooooood ooooooooooood

obooboooooooboooboobobo

m @ (3) 4) ®) (6) (N
(HDO0DDODOO0OO0D0MmMO 51300000000000000000000000D00000000O0
gooon

(22 000DIEEES02.1X0000000000000ODOO0OO0OOO
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show dot1x logging

(3) O0O0IEEES02.1X000000000000000000000
4yoo000O0O0000000000d0OdOdOoOoOoooo
(G)O000000000000000000O0O0OOooo
(()00000000000000000000O0Ooooo
(mooooooo

gbobobooooboooboobobobobooooo

s 00000 511000000000000000O00DO00DOO
s 00D00MMO 1000000000000 00000OO0DbO
s 0000OMMO 512000000

s 00000000 O 513000000000 0000

os1Moboooooooobooobbooooon

oooo oooao oo
NORMAL LOGIN 000000000000
LOGOUT 000o0ooooooooo
SYSTEM 000000000000
NOTICE LOGIN oo0oo0oooooooo
LOGOUT 000o0ooooooooo
WARNING SYSTEM oo0oo0oooooooo
ERROR SYSTEM IEEE802.1X OO O000OO0OO0DOOOOOOOO

051200000

oooo oo
MA C=xxXXX.XXXX.XXXX MACOOOOOOOOOO
VLAN=xxxx VLANIDOOOOOODOOOOVLANIDOOOOOOOOODOOoOoooooooo
oo
PORT=xx/xx 000oo0o0oo0o00oo0o0ooOo0ooOo0OoOo0o0ODUoDOoOoDbOoOoOoOoooo
CHGR=xx ooooooOoooooooo
ServerIP=xxx.XXX.XXX.XXX goooIpO0O0OO0OO0COOO
ServerI Pv6=xxxx:'XXXX.XXXX ooooIpv6e000O000O0O0OO
ServerName=ccccec gooooooooo

05130 00000000000

O gooo gooo gooooog goooo gooo
O
1 NORMAL LOGIN Login succeeded. ; New ooog MACOOOO
Supplicant Auth Success. = 00 Supplicant 00000000 ooooooo
oo goooooo
gooo goooo
ooooon VLAN ID
2 NORMAL LOGIN Login succeeded. ; oooo MACOOOO
Supplicant Re-Auth Supplicant 00000000000 QoOOoOooOO
Success. gooo gooooo
gooooo goooo
VLAN ID
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show dot1x logging

O oooo gooo goooooad goooo oooo
O
10 NORMAL LOGOUT | Logout succeeded. oooo MACOODOO
Supplicant 00 00000000 goooooo
goobobboooobobooooo gooooo
oooo ooooo
ooooon VLAN ID
11 NORMAL LOGOUT | Force logout. ; "clear oooo MACOOOO
dot1x auth-state" gooooooooooooo gooooooo
command succeeded. oooo oooooo
gogoooo goooo
VLAN ID
12 NORMAL LOGOUT | Force logout. ; The gooo MACOODOO
supplicant was cleared, MACVLANO MACOOODOOO gooooooo
because it was registered  OQpopOOO0O00O0OO0O0OO0O0 oooooo
to MAC VLAN with the Supplicant 00000000000 0OOOOCO
configuration. oooo VLAN ID
gooooo
13 NORMAL LOGOUT | Force logout. ; The gooo MACOODOO
supplicant was cleared, MACOOOOOOOOO MACO gooooooo
because it was registered goobooooooobooooo gooooo
tomac-address-tablewith g poQQ SupplicantD 00O 0O oooog
the configuration. ooooo VLAN ID
gooa
gooooo
14 NORMAL LOGOUT | Force logout. ; The status 0 OO0 MACOOOO
of port was changed to 000oo00ooooooooooo goooooo
Unauthorized, because Supplicant 0 0 00000000 gooooo
another supplicant was 0 0 Unauthorized 0 00000 oooog
detection in single mode. oooo VLAN ID
gooooo
15 NORMAL LOGOUT | Force logout. ; Dotlx oooog MACOOOO
configuration deleted. IEEES02.1X0000000000 pQgoOoOoOoOO0
gooboboboooobobooooo pooooo
gooooo goooo
oooo VLAN ID
0000 IEEES02.1X0 0O OO
goobobobooobboboooo
JgodoobOoOOoooboooooo
16 NORMAL LOGOUT | Force logout. ; Port link oooo MACOOOO
down. gooboboboooobobooooo ooooooao
gooooooono pooooo
pooo goooo
gooooo VLAN ID
17 NORMAL LOGOUT | Force logout. ; VLAN oooo MACOOOO
status down. VLANOODOOOOODOOOoOoooo oogooooag
godooooooooooooo gooooo
VLANOODOODOODOOOoOOOooOo goooo
ooood
gooooo
18 NORMAL LOGOUT | Force logout. ; Re-Auth gooo MACOODOO
failed. goooboooooogo goooooo
gooa oooooa
gooood goooo
VLAN ID
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show dot1x logging

0 ooood oooo ogoooooa oooood oooo
0
19 NORMAL LOGOUT | Force logout.; Couldnot QOO0 MACODOODO
be registered to 00000000 Supplicant OO goooooo
hardware. 0000000000000000 000000
oo ooooa
oooo VLAN ID
gooooooooooooooa
OO00Ovrestartdotlx 0O O 00O
IEEE802.1X 00000000 DOO
oooooa
30 NOTICE LOGIN Login failed. ; RADIUS ooood MACODOOO
authentication failed. 00 Supplicant OO0 OO0 O0O gooooooo
oo oooooa
oooo ooooa
Supplicant 00000000000 ~ VLANID
OJ0O0Ooo0o0 RADIUSOOOO
Oo000000oOooooboooaoa
oo
31 NOTICE LOGIN Login failed. ; RADIUS ooogog MACODOOO
authentication failed. Supplicant 00000000000 QgoOOOOOO
(Re-Auth) oooo oooooo
Supplicant 10000000000 O0OOOO
000000 RADIUSOOOO VLAN ID
O00O000O0O0Ooooboooaoa
oo
32 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assignVLAN.(Reason: 0000000000000 aaa goooooag
"aaa authorization authorization network default 10 000000
networkdefault”isnot 0000000000VLANOOO ooooo
configured.) 00D0O00DO0000O0OO
gooa
OJ000000O000D0D000 aaa
authorization network default 0 O
gooooooo
33 NOTICE LOGIN Login failed. ; Failed to gooo MACOOODO
assign VLAN. (Reason: Tunnel-Type D 0000000 ooooooo
No Tunnel-Type VLANOOOOODOOOOOOO 000000
Attribute.) 0o ooooo
gooad
RADIUSOOOODOODOO Accept
000000 Tunnel-Type 00O
Oo0ooooooa
34 NOTICE LOGIN Login failed. ; Failed to gooo MACOOODO
assign VLAN. (Reason: Tunnel-Type 0 0000 VLAN(13)  pOoOOOO0O
Tunnel-Type Attributeis QpOoOOOVLANOOOOOOO 000000
not VLAN(13).) oooooooo ooooo

oooo
RADIUSOODOODODOOO Accept
000000 Tunnel-Type DO O
VLAN(13)0OO0OO0OO0OO00000
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show dot1x logging

O oooo gooo goooooad goooo oooo
O
35 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
assign VLAN. (Reason: Tunnel-Medium-Type O O 00O 0O goooooo
No Tunnel-Medium-Type = gpOoOVLANOOOOOOOOOO 000000
Attribute.) oooono goooo
oood
RADIUSOOOOOODOO Accept
gooooo
Tunnel-Medium-Type OO 00O 0O
gooooog
36 NOTICE LOGIN Login failed. ; Failed to gooo MACOOOO
assign VLAN. (Reason: Tunnel-Medium-Type 0 0 0 0 0O goooooo
Tunnel-Medium-Type IEEES02(6) 00O OOOVLANDO 000000
Attribute is not Oo0oo0oOoooooooo ooooo
IEEE802(6).) oooo
RADIUSOOOOOOOO Accept
gooooo
Tunnel-Medium-Type O O O
IEEE802(6) 00 OOODODODODO
37 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
assign VLAN. (Reason: Tunnel-Private-Group-ID 00 0O O goooooo
No O0ODOOVLANODOOOODOOOOO oooooa
Tunnel-Private-Group’ID  oooooQ ooooo
Attribute.) oooo
RADIUSOOOOOOOO Accept
gooooo
Tunnel-Private-Group-ID OO OO
gooooooo
38 NOTICE LOGIN Login failed. ; Failed to ooog MACOOOO
assign VLAN. (Reason: Tunnel-Private-Group-ID O 0O 0O O goooooog
Invalid 00000000000000 oooooo
Tunnel-Private-Group-ID | VLANOODODODODODOODOOOOO 00000
Attribute.) 00
oooo
RADIUSOODOOOOODO Accept
gooooo
Tunnel-Private-Group-ID 0 0 0 O
godobOoOoooboooooo
39 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
assign VLAN. (Reason: VLANID 00 0000O0OOVLAN ooooooo
The VLAN ID is out of 000000000000000 oooooo
range.) oooog ooooo
RADIUSOODOOOODOO Accept ~ VLANID

gogoooo
Tunnel-Private-Group-ID OO O O
000 VLANIDODODOOGOOoOOoo
goooo
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show dot1x logging

O oooo oooo ooooooOo ooooo oooog
O
40 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
assign VLAN. (Reason: 000000 VLANIDOODOOO [poooooo
The Portdoesn'tbelongto pOppoOoOVLANOOOOOOOO 0OOOO0OOO
VLAN.) 0oooooo ooooo
oooo VLAN ID
RADIUSOOOOODOODO Accept
oooooo
Tunnel-Private-Group-ID O O O O
000 VLANIDOOODOOOO
000000000 switchport
macOvlanO0O0O00O0O0D0OO0O
000000 VLANIDOOOOO
0oooOoOoo0oooooooo
41 NOTICE LOGIN Login failed. ; Failed to goooo MACOOODO
assign VLAN. (Reason: VLANIDO VLANOOOOOO ooooooo
The VLANIDisnotsetto [OpOoOoOoOO0OOO0OVLAND 0OO0OO0O0OOO
radius-vlan.) Oo0000000000O00 ooooo
oooo VLAN ID
RADIUSOOOODOOOO Accept
ooooono
Tunnel-Private-Group-ID O O O O
000 VLANIDOOODOOOO
000000000 dotlx vlan
dynamic radius-vlan 0 00 00O
VLANIDOOOOODOOOOOO
oooooooo
42 NOTICE LOGIN Login failed. ; Failed to oooog MACOOOO
assign VLAN. (Reason: VLANOOOOODOOOO VLAN 0ooooooo
The VLAN status is O disable000OOOOVLANODO O0OCOOO
disabled.) 0o0O00000000O0OD ooooo
oooo VLAN ID
00000 VLANOOOOOO
000000000000 stateD
active 0000000 OO0DO
43 NOTICE LOGIN  Login failed. ; The oooo MACOOOO
number of supplicants on 000 Supplicant 0000000 gooooooo
the switch is full. oooooooo oooooon
oooo ooooo
Jo0OoooDOooooooooooo  VLANID
000000000 O0O0oDoOon
oo
44 NOTICE LOGIN  Login failed. ; The oooo MACODOODO
number of supplicants on 000000000 Supplicant O goooooo
the interface is full. 0o000o0o0o0OO0O0O00O0oOoO ooooon
oooo ooooo
00oOoooDOooooooooooo | VLANID
Oo000D00D00DOoonoO
ooooooooo
45 NOTICE LOGIN Login failed. ; Failed to goooo MACOOODO
authenticate the MACOOODOOOODOD goooooo
supplicant because it Supplicant 1000000000 oooooon
could not be registered to oooooooooon oooon
mac-address-table.(code= 1 o[ VLAN ID

x)

gooooooooooooooDo
gooooooocoooooooo
gooooooooooooooDo
ooooo
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show dot1x logging

O oooo gooo goooooad goooo oooo

O

46 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
authenticate the MAC VLAN 0O O Supplicant 0 0 gooooooo
supplicant because it 0000000000000000 000000
could not be registered to [ ooooo
MAC VLAN.(code=x) oooo VLAN ID

gooooooooooooooo
goobooooboooooooooo
gooooooooooooooo

ooooon
47 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
connect to RADIUS RADIUSOOOOOOOOCOOO gooooooo
server. 0o0O0oo0DOoO0ooo0on ooooon
oooo ooooon
0ooooooooooao VLAN ID
« 0000 RADIUSOOODOO
oooooo
« RADIUSOOODOODOOOO
oooooon
48 NOTICE LOGIN | Login failed. ; Failed to oooog MACOOOO
assign VLAN. (Reason: 00000000 Supplicant 00 ooooooo
Couldnotberegisteredto | popopOOOOOOOOOOOO0 O0OO0OO0O0OC
hardware.) 0o ooooo
oooo VLAN ID

O0o00oo0oooooooboonoa
OO0 Ovrestart dotlx 0O OO0
IEEES02.1X 000000 OCOOO
gooooo

80 WARNING SYSTEM Invalid EAPOL frame oooog 0

received. 000 EAPOLOOOOOOOOO
ooog
ooog
0000000000000o0o0on
oo
e Supplicant 0 00 00 EAPOL

ooooooo

-« JODODOOD

81 WARNING SYSTEM Invalid EAP over oogg O

RADIUS frame received. 000 EAPover RADIUSO OO0
oooooood
ooood
ogooooooooooooood
oo
« RADIUSOODODOOOODODO

oooooa

e JOOQOOn

82 WARNING SYSTEM Failed to connect to oooog goooIrPOoO
RADIUS server. RADIUSOODOOOOOOOOO oo
oooo
oooo
ooooooooooo
e JOODO RADIUSODOOOODO
gooooo
« RADIUSOODOODOODODOO
gooooo
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show dot1x logging

O oooo ooono

oooocoono

ooooo

ooono

83 WARNING SYSTEM

Failed to connect to
RADIUS server.

oooo
RADIUSOODOOOOOOOOO
oooo

oooo
gobooooooooo
« 0000 RADIUSOODODOOO

oooooo
« RADIUSOOOOOOOOOO
oooooo

OooooIpveO
ooo

84 WARNING SYSTEM

Failed to connect to
Accounting server.

oooad

Accounting0 0O OQCOdOooOQd

goooo

ooood

gooooooooog

e 0000 AccountingO O OO0
gooooog

e Accounting 0O OO OOOOO
gooooog

ooooIpoo
oo

85 WARNING SYSTEM

Failed to connect to
Accounting server.

oooo

Accounting0 0O QOO0 OdOOQOQd

ooooo

oooo

ooooooooooo

e 0000 Accounting 0000
goooooo

e Accounting 00O OO QOOOO
goooooo

oooogIpveO
oogd

86 WARNING SYSTEM

Failed in the name
resolution with the DNS
server.

ooood
DNSOOOOOOOooooooog
goooo

ooood
goOoO0o0dOooooooooo
radius-server host 0000000
OO0 Ipva0D00O00O0O0O IPveO
O0o0o00oooooooo

oooo

90 ERROR SYSTEM

Failed to open socket.

gooa

socket 00O OOOOOOOOO
gooo
O0o00o0oooOobooooooa
OO0 Orestart dotlx 0O OO0
IEEE802.1X 00000 OO0ODODO
gooooa

0oO0moooo
uooooaoo

oo

ogooooogo

0 5-140show dotix logging O D OO0 OO0 OO0OO0OOOODO

ooooo

oo

Can't execute this command in
standby system.

gooooooooobooooooboooooboooo
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show dot1x logging

ooooo

oo

Can't execute.

oooboooooooooooooooooooo

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X O OOOOOOOOOOOOoOOOOOoOOOoOObOObODODbBbDbBD
0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X O OOOOOOOOOOOOOOOOOODOOODOOODOOODODODO
0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Connection failed to 802.1X
program.(Reason:Send Error)

IEEEg02.1X OO0 0O0O0OOOOOoOOOOOOODOOODOOODOODDODDbDDO
0000000 Orestartdotlx 00000 IEEES021X 00000000000

Dot1x doesn't seem to be running.

IEEEgo2.1X OO0 0DOO0OOoOooOOoOooOOoOOOODOODOOODOODbOODODbDO
oono

Now another user is using dot1x
command, please try again.

0000000 dot1lx 0000000000000 O0O0O0O0O0O0O0O0O0O0O00O0OO0
oo

goobogo

oo
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clear dot1x logging

clear dot1x logging

IEEE802.1X OO 0O0O0O0O0O0OOOOOOOODOODOOOOOODODOODODOO

goodgdao

clear dotlx logging

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

0 5-250 IEEE802AX 0000000 OOOOO

> clear dotlx logging

>

goobognd

ao

gogoooogo

oo

ogooooogo

0 5-150cleardotixlogging 0 00000000 OOOOO

ooooo

oo

Can't execute this command in
standby system.

ooooooooooooooobooooboooo

Can't execute.

ooooooooooooooobooooboooo

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X OO OOOOOOOOOOOObOOOObObOObOObbDbBbbD
0000000 Orvrestart dotlx 00000 IEEE802.1X0 0000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X O 0OOOOOOOOOOOOOOODOOODOOODOOODOOODOODO
0000000 Orvrestart dotlx 00000 IEEES02.1X0 0000000000

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X OO OOOOOOOOOOOOOOODOOObOOODbOOODbDODOBDOO
0000000 Orvrestart dotlx 00000 IEEE802.1X0 0000000 DO0OO

Dot1x doesn't seem to be running.

IEEE802.1X OO OOOOOOOOOOOOOOOOOOOOODbOOObODOBDOO
ooo

Now another user is using dotlx
command, please try again.

0000000 detlxO0OOO0O0O0O0ODOODO0OO0DOOODOOOODODOOODOO
ood

goobognd

ao
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Web [ []

set web-authentication user

set web-authentication passwd

set web-authentication vlan

remove web-authentication user

show web-authentication user

show web-authentication login

show web-authentication logging

show web-authentication

show web-authentication statistics

clear web-authentication logging

clear web-authentication statistics

commit web-authentication

store web-authentication

load web-authentication

clear web-authentication auth-state

set web-authentication html-files

clear web-authentication html-files

show web-authentication html-files

set web-authentication ssl-crt

clear web-authentication ssl-crt

show web-authentication ssl-crt

restart web-authentication

dump protocols web-authentication
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set web-authentication user

set web-authentication user

Web 0000000000000 O0OOOOOOOOOVLANOOOOOOO

0000000000000 00000commitweb-authentication 00 0000000000003

goobogo

set web-authentication user <user name> <passwords> <vlan id>

goodoogo

gooooooo

goodoogo

<user name>
gooooboooobooooog
goddooooooooooooooooooooooooooo 1010000 O0oooo

<password>
gooooooooooo
dddddoooooooooooooboooobobobobobob 1016000000000

<vlan id>

ooooboooooobooomooooooboooobooooobooooooooobboooDboboULDOo

000000 VLANOVLANID=10000000000
« J0000O0OVLANOOOOOOOODOODOOooooooooo
OOQoOOoQ0oOoOoooooo VLANO VLANIDOOOOOODO
« 00O VLANOOOOOOOOOO
000 VLANIDOOOOODOD

gogodd

0000 "USERO1"O OO ODOO "user0101"O VLAN ID"10"O 0D OODOO
# set web-authentication user USER01 user0101 10

goobogo

oo

goobogoooboo

oo

ugooooogo

0 6-10 set web-authenticationuser 0 0 000000000000

goooo oo
Already user '<user name>' exists. 000000DOo0oOooooooooo
Can't execute this command in standby system. 00000000000 oooooooooooag
Can't execute. gooobooboobobobOobooooobooooo

Now another user is using WA command, please try 0000000 WebODOODOODODOODOOOOOOOOO
again. JoOo000OoOooooboooaa
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set web-authentication user

ooooa oo
The number of users exceeds 300. 0OoOoooOoosco00OoooOoooOo
WA is not configured. WebOOOOOODOOODODODOOODOODOOODODOOOOOO

oooooooood

ooooon
e JO0O0OO0OOODOOUOO0OOOOOOOOOOOOO
e commit web-authentication 0 0 0 00 000000000000 O0O0O0DOOOOO0O
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set web-authentication passwd

set web-authentication passwd

Web OOOOOOOODOODOODOODODOO

0000000000000 00000commitweb-authentication 00 0000000000003

goobogo

set web-authentication passwd <user name> <old passwords> <new passwords>

goodoogo
gooooooo

goodoogo

<user name>

gboooooobobobooobooboono
gboboooooobooboboboboooooobooboboboboo11b1e0000Db0ODOD

<old password>

gboobooooooboobobobo
gbobooooobooboboboboooooobooboboboboo11b01e0000Ob0O0ODOD

<new password>

gbooooooooboobobobo
gbooooooooobobobooooooobooboboboboo11b01e00b00bDODbDOD

googod

0000 "USERO1"ODOOOODODOODODOOODO
# set web-authentication passwd USERO1l user0101l userllll

goobogo

oo

goobogoooboo

oo
ugooooogo

O 6-20 set web-authentication passwd O 0000000000 O0ODO

goooo oo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Can't execute. 000000oo0oo0o0oooo0oo0o00o00o0o0ad
Now another user is using WA command, please try 0000000 WebOOOOOOOOOOOOOoOOoooooOooQ
agaimn. gooooooobobobgoo
The old-password is different. J000000OO000oO0oO0oOoOooooooo
Unknown user '<user name>'. oooooooOooooooooo
WA is not configured. Web0ODOOOODOODOOO0O0O00O00O000000000

ooooooood

138



set web-authentication passwd

ogooooo
s JO0000DO0OOODOODODODOODOOODODOOODOO
e commit web-authentication 0 0 0 0000000000000 OOOODOODODODOO
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set web-authentication vian

set web-authentication vlan

Web OOOOOOOOOO VLANOOOOOOO

0000000000000 00000commitweb-authentication 00 0000000000003

goobogo

set web-authentication vlan <user name> <vlan id>

goodoogo
gooooooo

goodoogo

<user name>
VLANOOOOODDOODODOoOOoooao
gododooooooooooooooooooooooooooo 1010000 O0oooao

<vlan id>
0000 VLANO VLANIDOOOOoOOood
dddddoooooo@mooboobodoodddddooooooooooooooooooon
000000 VLANOVLANID=1000O0000000

googod

0000 "USERO1"O VLANO 300000000
# set web-authentication vlan USER01 30

goobogo

oo

ggoooooo

oo

ugooooogo

0 6-30 set web-authenticationvian O 0D 000000000000

ooooo oo
Can't execute this command in standby system. 00000000000 0ooOoOoOoooooooa
Can't execute. 00000000000000000000000
Now another user is using WA command, please try 0000000 WebOODODODOOOODDODOOOODDODOOODO
again. oooooooOoooooooo
Unknown user '<user name>'. jooooooooooooooo
WA is not configured. Web OOOOOOOODOOOOOOOOOODODOODODOOO

gooooooooo

ogooooo
s JO0000DO0OOODOODODODOODOOODODOOODOO
e commit web-authentication 0 0 0000000000 O0O0OOOOOOOOOOOO
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remove web-authentication user

remove web-authentication user

WebOOOOOOOODOODOODOO

000000000000000000commitweb-authentication 0 0000000000000

goobognd

remove web-authentication user {<user name> | -all} [-f]

gogododogo

gbooobooboob

gogododogo

<user name>

gboooooobobaog
gboboooooobobooboboboboobooooooboOo1b1e000O0O0ODODn

-all
goooooooooooon

gboooooooboobaoobo

gboooooooboaobo
gboooooooboobabdo

googg
e 0000 "USEROI"OOOOOOO

# remove web-authentication user USERO1l
Remove web-authentication user. Are you sure? (y/n): vy

e JO0IDOODOODODOOLOOODOODODODODODLODOODOO

# remove web-authentication user -all
Remove all web-authentication user. Are you sure? (y/n): y

goobognd

oo

goobogoooo

ao

ogooooogo

0 6-40 remove web-authenticationuser 1 0 0000000000000

ooooo oo
Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
Can't execute. 000oo0o0oooO0o0oooooooooooo
Now another user is using WA command, please try 0000000 WebDODOOOOOOOODOOOOOOOOoOOoO
again. oo0ooooOooooooooo
Unknown user '<user name>'. gooooooooooobooooDo
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remove web-authentication user

ooooo oo

WA is not configured. WebOOOOOOOOOOOOOOOOOODOOODODODDO
ooooooooo

goobogo

commit web-authentication 0 0 0 0 0000000000000 0O0O0DOOO0DOOOO
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show web-authentication user

show web-authentication user

WebOOOOOOOoOoOoOooooooooooooooooooooooooooooooogoooo
gboboooogon

¢ set web-authentication user
¢ set authentication passwd
¢ set authentication vlan

¢ remove web-authentication user

gboboooooboobooboboooo

goodgdao

show web-authentication user {edit | commit}

goobogoo

gboboboob

goobogoo

edit
gooddooooooooooooao

commit
O0o00o000o00oo0ooobooooooo

googg

e JOODOODODOOLODOODOODOO

# show web-authentication user edit
Date 20XX/10/14 10:52:49 UTC
Total user counts:2

username VLAN
0123456789012345 3
USERO1 4094

e JOODOODODOOLODODOODOO

# show web-authentication user commit
Date 20XX/10/14 10:52:49 UTC
Total user counts:3

username VLAN

0123456789012345 4

USERO2 4094

USERO03 2
goodgdao

ge6e50Web0000000DOOOODODO

ooono oo oooooo
Total user counts ooooooo ooooooooooo
username oooo oobooooooooo
VLAN VLAN goooooooooooooooooooo VLAN
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show web-authentication user

ggoooooo

oo

goboooooo

0 6-60 show web-authenticationuser 0 0 0000000000000

ooood

oo

Can't execute this command in standby system.

obooooooooobo0oooOooooocoooa

Can't execute.

oooooooooooooooooooooonoo

Now another user is using WA command, please try
again.

0000000 WebOOOOOOOOOOOOODOOODOOO
goooooooooooooo

WA is not configured.

WebOOOOODOOOOODDOOOOOOOODDOOOODODOO
ooooooood

goobogo

oo
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show web-authentication login

show web-authentication login

uboboboooobooboboboboboboooboooboobobobo

goodgdao

show web-authentication login

goobogoo

gboboboob

gogododogo

oo

googg
gbobobooooooboobooboboooo

o JOUODOODODOOLUOOvVvIANODODODODOODOODOODO

# show web-authentication login
Date 20XX/04/15 10:52:49 UTC
Total user counts:2

Username
VLAN MAC address Login time Limit time
0123456789012345

3 0012.e2e3.9166 20XX/04/15 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 20XX/04/15 10:10:23 UTC 00:20:35

o U0 DOODL viaNDOODOO

# show web-authentication login
Date 20XX/04/15 10:52:49 UTC
Total user counts:2

Username
VLAN MAC address Port IP address
Login time Limit time
0123456789012345

3 0012.e2e3.9166 1/5 192.168.0.1
20XX/04/15 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 1/6 192.168.1.10

20XX/04/15 10:10:23 UTC 00:20:35
goodgdao

ge700000000O0DDOOODO

oooo oo ooooaoa

Total user counts goooo jo0oo0oooooOoooooooo

Username ooono Ooooooooooooooooo

Port ooooo Oo0dooooooooboooooooooooooooooono
0000 VLANDOOOOODoOOoOOd

IP address IPOOODO 00000000000 00o0o0ooo IPOOO0ODOOOO VLAN
oooooooo

VLAN VLAN JO00d0d0O0O0oOoObO0o0o0oOoOoooDobooOooooon
VLAN
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show web-authentication login

oooo oo gooooo
MAC address MACOOOO 00o000000000000000 MACOODO
Login time oooooo gooOooooooooooobooooooooo
Limit time oooooooo gobooooooooooooooooooooooo

gooobobooooobooobobbooobboooboboo
gooopooogoooo00000dO0DOOODODDOOODO
Oo00o0000 100 14400000000 hhimm:ssO00 :0 10
0000000 infinity O O 0O O infinity

ggoooooo

oo

goboooooo

0 6-80 show web-authentication login D OO0 00 O000O00O0O0OO0O0O

ooood

oo

Can't execute this command in standby system.

obooooooooobo0oooOooooocoooa

Can't execute.

oooooooooooooooooooooonoo

Connection failed to WA program.

Web OOOOOOOODOOODOOOOOODODODODOOO
000000000 0D0O00O0OOdrestart web-authentication
00000 WebOOGOQOOOOOOOODODOODOODO

WA is not configured.

WebOOOOOOOOOOOOOOOOOODOOODODODDO
gooooooooo

goobogo

oo
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show web-authentication logging

show web-authentication logging

WebOOOOOOOOODOOOOOOOOODOODODODODDODO

goodgdao

show web-authentication logging [user]

goobogoo

gboboboob

gogododogo

user
gboboooooobooboboobobobooooo
gboboooooboboboboboboooooboobobob

gboooooooboobd
WebOOOOOOOOOOOOOOOOOOOOOOODOODODODODOO

googg
e JOUODOODOODODODO

# show web-authentication logging

Date 20XX/11/15 10:52:49 UTC

No=1:Nov 15 00:09:50:NORMAL:LOGIN:MAC=0012.e200.0001 USER=testdatal Login
succeeded.

No=2:Nov 15 00:10:10:NORMAL:LOGOUT: MAC=0012.e200.0001 USER=testdatal Logout
succeeded.

No=90:Nov 15 00:09:55:NORMAL:SYSTEM: connection failed ; L2MacManager.

e JOUODOODO "wsexr"0OOOOODOO

# show web-authentication logging user

Date 20XX/11/15 11:13:15 UTC

No=1:Nov 15 00:09:50:NORMAL:LOGIN: MAC=0012.e200.0001 USER=testdatal Login
succeeded.

No=2:Nov 15 00:10:10:NORMAL:LOGOUT: MAC=0012.e200.0001 USER=testdatal Logout
succeeded.

goobognd

Ooe90WebOODODOOODOOOOODDOOODO

ooono oo ooooono
ooo ooooocoooooooo ooooocoooooo
<log> ooooocoooo ooooocoooooooo

gbobobobooobooooboonoo

m @ @) 4) ) (6) M

(DO0DO0DO0DO00O0MmMD 6120000000000000000000000D000000O0O0O0OO0
gooon
(22000WebODDOOODDOOODODOOOODODOOODO

(3000WebOODDOOODODDOOOODOOOOODOOOOOD
0000000000000 000000000DO00O0
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show web-authentication logging

(500000000000 DD0O0O0O0O0DOOOODOO
(60D0000DD0O00DDOOOO0ODOOOODOO
(Hooooooo

gboboooooboobobobobooooobooobobo

s 0000MMOee100000000DO0O0DOODOOOOOODOODO
s 0000MMOe100000000D00DO0DOOLOOOOODOODO

s 0J000MMO 611000000

s 0J000D00D0OO0MMO 612000000000 O0OOO

oe100000C00DOOOODODOOODOOOO

ooono oooo oo
NORMAL LOGIN oooooooooooo
LOGOUT ocoooooooooooo
SYSTEM oooooooooooo
NOTICE LOGIN ocoooooooobo
LOGOUT ocoooooooooooo
ERROR SYSTEM 0000000 WebOOOOODOOOODOOOODO
oooao
0e6e-1MO0D0O0O0O
oooao oo

MA C=xXXX.XXXX.XXXX

MACOOOOOODDOODOOO

USER=XXXXXXXXXX

oooIpobooooo

IP=xXX.XXX.XXX

IpODOOCOOOODODOO

VLAN=xxxx

VLANIDOOOOOOOOOOVLANIDOOOOOOOOOOOO0O0O000000

oo

PORT=xx/xx

goooooooooo

0e6-120000000000DO

oo oooo oooo ogoooooa oooood ooood
1 NORMAL LOGIN Login succeeded. oooo MACODOODO
ooooooooooono oooo
oooo
01
ogooooad VLANID
oooooBt
2 NORMAL LOGOUT Logout succeeded. oogog MACOOOO
goo0oOoOoooooon oooo
oooo 01
oo0oooo VLAN ID
oooogoBt
3 NORMAL LOGIN Login update goooo MACOOOO
succeeded. gooooooooooo oooo
el LANIDU !
oooooo v
oooooBt
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show web-authentication logging

oag gooo gooo ooooooao goooo oooo
4 NORMAL LOGOUT Force logout ; clear gooo MACOOOO
web-authentication gooooDoooogo ooon
command succeeded. oog POoooofl
Hooo VLANIDU !
goooog
ooooof!
5 NORMAL LOGOUT Force logout ; ooog MACOODOO
Connection time was oooooooooooog opooo
beyond a limit. oooooooooo Pooogf!
oooo
000000 VLANID® !
ooooof!
6 NORMAL LOGOUT Force logout ; oooog MACOODOO
mac-address-table MACOOOOOOOOO gooo
aging. 000000000 MAC rPoooobt
gooooooooooono VLANIDC !
gooooooooo
oooo ooooogB!
gdoooooooooa
gooboooooobooo
goono
7 NORMAL LOGOUT Force logout ; VLAN OO 0OQO MACOOOO
deleted. WebOOO VLANOOOO oooao
000000000000 VLAN ID
goo
oood
VLANOOOOOOOO
gdoooooooooa
goo
8 NORMAL LOGOUT Force logout ; gooo MACOOOO
Authentic method RADIUS OO <>0000 ooon
changed (RADIUS oooooooooooo Poooobl
<-> Local). oooooooooooa VLAN ID
oooooon 01
oo0oo goooo
goooog
10 NOTICE LOGIN Login failed ; User oooo ooon
name not found to OOoooooo Ipbooo
web authentication DBOOOOOOOOOOON
DB. 000000 IDO0000
gooooooobooo
goooood
oooo
oooooo Iboooog
gooooooooo
11 NOTICE LOGIN Login failed ; oooo goooo
Password not found gooboooooobooo goooo

to web
authentication DB.
[Password=[0 0O
oooll

goooooooooooo
ooooocoooooooo
oooo
gooooooooooo
ooooocoooooo
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show web-authentication logging

oo

ooono ooono oooocoon

ooooo

oooo

12 NOTICE LOGIN Login failed ; ARP

resolution.

oooo
ooooooPpcoIPOO
000 ARPOOOOOOO
oooooooooooo
oooo

oooo
oooooooooooo
ooooo

oooo
IpPOOOO

13 NOTICE LOGOUT Logout failed ; ARP

resolution.

oooo
oooooopcoIpOO
000 ARPOOOOOOO
oooooooooooo
oooooo

oooo
oooooooooooo
oooooo

oooopbt?
POO0OO

14 NOTICE LOGIN Login failed ; Double

login.

oooo
oooooooooooo
oobooooooooooboo
oooooooogoo
- JO0O0OO0OOOO PC
oooooooooo ID
gooboooooooo

- 00OODOODO VLANDO
ooooooooooo
OPCOODOO VLAND
gooooooooooo

oooo
oopCOOODODOODO
ooooooooooo
oooocoooooooo
opCOOOOODODODOO
oooooooooooo
oooo

MACOOODO
oooo

15 NOTICE LOGIN Login failed ;
Number of login was

beyond limit.

oooo
gooooooooooo
gooooooogo
oooooooooo
s WebOODODOOOOODO
ooooo

* IEEE802.1X0 Web O 0 O
MACOOOOOOODOO
oooooooDooooo
ooo

oooo
goooooooooooo
oooocoooooooo
oooooo

MACOOODO
oooo

17 NOTICE LOGIN Login failed ; VLAN

not specified.

oooo

Web O OOOOOO VLAN
IDOOOOOOOODODOO
oooo

oooo
goooooooooooo
OO0 VLANIDOOODO
goood

MACOOOO

oooo
VLAN ID
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show web-authentication logging

oo oooo oooo ooooooao ooooo ooood
18 NOTICE LOGIN Login failed ;s MAC oooo MACOOOO
address could not MACOOOOOOOOOO oooo
register. 0oooD0oO0oogoog
ooood
gooooooooooo
ooooo
19 NOTICE LOGOUT Logout failed ; MAC O0po0OQ MACOOOOU?2
address could not MACOOOOODODOOD 0102
delete. gooooooooogoo DDDDglmz
oooo VLAN ID
oooo ooooobfto
DoO00ooO0oooooon 2
oooooog
20 NOTICE LOGIN Login failed ; oooo MACOOOO
RADIUS RADIUS OO OOOOOO oooo
authenticationfailed. | oooooooon POooonlf?
oooo
goooooIbooooo VLANID ™!
000000000000 noooott
oo
21 NOTICE LOGIN Login failed ; Failed 0OQO0O0O MACOOOO
to connection to RADIUSOOOCOOOOO gooo
RADIUS server. oooooooooooon Pooonf!
ooooo
Sooo VLANIDD !
D000 RADIUSODOO  DO0O0OP!
ogoooooooooono
O0O00O00RADIUSOO
oooooooooooono
OgoooooOoOooooo
ooo
22 NOTICE LOGIN Login failed ; oooo MACOOOO
Connection failed VLANOOODOOOODOO gooo
L2MacManager. ooooo0o0000o0oon
oooooog
ooood
ogoooooOoOooooo
ogoooooooooono
ogoooooooooono
restart vian 0 0 0 O O
mac-manager 0 00000
oo0o0o0o0oOoooooon
23 NOTICE LOGIN Login failed ; oooo MACOOOO
L2MacManager VLANOOOOOOOoOOO oooo
failed. ogoooooooooono

oooooooooooo
oooo
gooooooooooo
oooooooooooo
oooooooooooo
restart vian 0 0 0 O 0O
mac-manager 00000

ooooooooooooo
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show web-authentication logging

oo ooono ooono oooocoon

ooooo

oooo

24 NOTICE LOGOUT Logout failed ;
L2MacManager

failed.

ooood

VLANOOODOOOOOoOd

goooooooooon

ooooooooooono

oooo

ogoooooooon

e WebOODOOOGOOOO
0 PCO IEEES802.1X O
oooooao

e WebOODOQOQOGOOQOO
Jooo0oO0 MACOOO
oooooooooono
00000 mac-address
oooooao

oooo
oooocoooooooo
goooooooooooo

MACOOOO

25 NOTICE LOGIN
login.

(L2MacManager)

Login failed ; Double

oooo
VLANOOOOOOOOO
oooooooooooo
oooooooooooo
oooooooooo
s WebOOODOOODODO

IEEE802.1X 000 MAC

joooooooooo
ooo

e JOODODO MACO
goooooooooo
goooooo
mac-address 1 00 00O
goooooo

oooo
oooooooooooo
goobooooooooo

MACOOODO

oooo
VLAN ID

26 NORMAL LOGOUT Force logout ; VLAN

deleted.

oogo
oooooooooooo
gooooooooooo
VLANOOOOOOoOoOoo
OO0 VLANOOOOOOO
gooooooooooo
goooo

oooo

VLANO MAC VLANO O O
gooooooooo

gooooogo
oo
MACOOODO

oooo
VLAN ID

oooo

OO0 VLANOOOOOOO
00000 VLANOOO
oooooooooooo
00000 VLANOOOO
0000000 VLANO
oobooooooooooboo
OO0 VLANOOOOOOO
gooooooooooo
oooo

oooo
VLANOOOOOOOoOOoOo
ooao

000 VLANOO
ooooooo
000 VLAN
ooooo
MACOOODO
oooo
IpPO00O0O
VLAN ID
ooood
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show web-authentication logging

oag gooo gooo ooooooao goooo oooo
27 NOTICE LOGIN Login failed ; VLAN QOO 0O0O MACOOOO
not specified. gooooooooooo oooo
goobooooooooo VLAN ID
O VLANOOOOOoooo
goooooooooa
oooo
VLANOOOOOOOooog
goooog
28 NORMAL LOGOUT Force logout ; Polling OQOQO0O MACOOOO
time out. gooooooooooo oooao
goobooooooooo IPOOOO
ogooo VLAN ID
uood ooooo
goooog
29 NORMAL LOGOUT Force logout; Client [OQOQO0O MACOOOO
moved. goooobooooogo oooo
gooooooooooo IPOOODO
oOoooo VLAN ID
uood ooooo
gooooooooooo
oOoood
31 NORMAL LOGOUT Force logout ; Port oooo MACOOOO
not specified. gooooooooooo oooo
gooOooooooooa IPOCOOO
goo VLAN ID
uooo ooooo
gooooooooooa
gooooooo
32 NOTICE LOGIN Login update failed. oooog MACOOOO
gooooooooooa gooo
gooooooooood IPOOO0O
gooooooooboo
oood
goooooooo Ibog
gooooooooood
gooooog
33 NORMAL LOGOUT Force logout ; Port oooog MACOOOO
link down. gooooooooood oooo
goooooooooboo IPOOODO
gooooooooood VLAN ID
Ogoo0ooooOoOooooo ooooo
goo
oood
goooooooooda
gooooooooobooo
gooooooooood
goooo
34 NOTICE LOGIN Login failed; Portnot O QOO0 MACOOOO
specified. OO0 VLANOOODOOOO oooo
00000 VLANODOOD ooood

gooooooboobooooo
gooooooobooooo
oooao

oooo
gooooooobooooo
gooooooboobooooo
goooooooooo
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show web-authentication logging

oo oooo oooo ogoooooa oooood ooood
39 NOTICE LOGIN Login failed ; VLAN  0O0QO0O0O MACODOODO
not specified. 00 VLANOOODOOOO oooo
Joodoo VLANOOO IPOOOO
0oooo0o0o000o0oon VLAN ID
000000 VLANOOO ooooo
ooooooooooono
oooo
ooood
ogoooooooooono
O0o0o0ooO0oOoOoOoooon
O0o0o0ooO0oOoOoOoooon
40 NORMAL LOGOUT Force logout ; Ping oogog MACOODOO
packet accepted. 000000 PingOOOO oooo
ooooooooooono IPOOODO
oooooooad VLAN ID
ooood ooooo
ogooooa
41 NORMAL LOGOUT Force logout; Other QOQOO0O MACOOOO
authentication oooooooooooo oooo
program. Oo0o0o0oo0oooooooo IPOOOO
oooo VLAN ID
oooo ooooo
gooooooooooo
gooooooooooo
ooooooooooo
48 NORMAL LOGOUT Force logout ; ooog MACOOOO
Program stopped. WebODOOOOOOODODO oooog
ogoooooooooono IPOOODO
ogooooooa VLAN ID
ooood ooooog
o000 WebOOGOQOO
ooooooooooo
goooOdoOoOooooono
ogooooa
49 NORMAL LOGOUT Force logout ; oooog MACOOOO
Authentic mode had goooOoooooooo gooogo
changed (dynamic 0000 VLANDOOOOD Poooobf !
vlan -> static vlan). 00 VLANOOOOOOO VLAN ID
gooDo0oOoOooooon oooooBl
ooooooooooono
oo
oooo
oooooao
50 NORMAL LOGOUT Force logout ; ooog MACOOOO
Authentic mode had 00 VLANODODOOOOD oooo
changed (staticvlan  goooooooOOO0 IPOOOO
-> dynamic vlan). 000 VLANOOOOOO | VLANID
0o0oooOoOooooon ooooo

oooocoooooooo
ooao

oooo
oooooo
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show web-authentication logging

oo

ooono

ooono ooooooo

ooooo

oooo

51

NOTICE

LOGIN Login failed ; IP

address is not right.

oooo

OO0 VLANOOOOODOO
ooooo VLANOOO
OOWebOOOO IPOO
gooooIpoooDOoO
ooooooooooooo
oooo
WebOO OO IPOOOO
oooooooooooo
ooo

oooo
IpPOOOO

52

NORMAL

LOGOUT Force logout ;
Authentic mode had
changed (Legacy ->

dynamic vlan).

oooo
oooooooooooo
Oo00 VLANOOOOOO
gooooooooooo
oooooooooooo
od

oooo

ooooood

MACOOODO

oooo
VLAN ID

53

NORMAL

LOGOUT Force logout ;
Authentic mode had
changed (dynamic

vlan -> Legacy).

oooo

oooooo VLANOOO
gooooooooooo
gooooooooooo
oooooooooooo
oo

oooo

goooood

MACOOODO
oooao
IpPODODOO
VLAN ID
goood

82

NORMAL

SYSTEM Accepted clear

auth-state command.

gooa

clear web-authentication
auth-state 0 000000
gooooooooooo
ooo

gooa

goooood

83

NORMAL

SYSTEM Accepted clear

statistics command.

gooa

clear web-authentication

statistiecs 0 0 OO0 OO0
gooooooooooo

oOooo

gooa

gooooog

84

NORMAL

SYSTEM Accepted commit

command.

gooa
commit web-authentication

ooooooooo bBO
COMMITOOOOOO0OO
ooo

oooo

gooood

85

NORMAL

SYSTEM Accepted dump

command.

oood

dump protocols
web-authentication 0 0 O
gooooooooboo
gooooooo
oood

gogoooo
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show web-authentication logging

oo ooono ooono

oooocoon

ooooo

oooo

86 NORMAL LOGOUT

Force logout ; MAC
address not found
L2MacManager.

oooo

MACOOOOO WebODO
Ooooooo VLANOO
oooooooooooo
VLANOOOODOO MAC
oooocoooooooo
oooocoooooooo
gobooooooooooo
oooo
oooooooooooo
gooood

MACOOOO
oooo

87 NORMAL SYSTEM

MAC address existed
in the
L2MacManager.

oooo
VLANOOOODOOODDO
OO0 WebOOOODOOODO
MACOOOOOODDOODOOO
oo

oooo
WebOOOOOOOOooQ
gooooooooooo
oo

MACOOODO
oooo

88 ERROR SYSTEM

WAD could not
initialize.[ 0 O O
oool

ooood
WebOOOGOQOOoOoOooQ
Oo0oo0oOoOoooooo
ooood
WebOOOGOQOQOoOoOoQOQ
Ogoooooooooono
O0o00o0O00ooOoooon
ogooooooooo
restart web-authentication
ooooOo WebOOOQOO
O0o0o0o0o0oOooooono

gooooo

89 ERROR SYSTEM

Connection failed ;
Operation command.
error=[000000
]

oooo
oooocoooooooo
gooooooooo

oooo
ooobooooooooo
goooooooooooo

oooooo

90 ERROR SYSTEM

Connection failed ;
L2MacManager.

oogoo
VLANOOOOOOOOoOOo
gooooooooooo
gooooo

oogo
gooooooooooo
0000000 restart vlan
00000 mac-manager
gooooooooooo
gooooogd

92 ERROR SYSTEM

Disconnection failed ;
L2MacManager.

oooo
VLANOOOOOOOoOoo
gooooooo

oooo
gooooooooooo
0000000 restart vlan
OJO000O0O mac-manager
gooooooooooo
goooooo
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show web-authentication logging

oo

ooono

ooono

ooooooo

ooooo oooo

96

ERROR

SYSTEM

Program failed ;
Login information
could not delete.

ooood 0
ogoooooooooono
ooooo

oooo
ogoooooooooono
OJO000000restart
web-authentication 0 O O

OO0 WebOOOOOGOGOO
ogoooooooon

97

ERROR

SYSTEM

Connection failed ;
Driver. [0 OO OO
ol

gooo gooooo
gooooooooooo
goooo

gooo
WebOOOGOQOGOoOoOooQ
gooooooooooo
goooouooooooo
gooooooooo
restart web-authentication
ooooo WeboQooodod
goooooooooooo

98

NOTICE

LOGOUT

Logout failed ; User is
not authenticating.

gooo MACOOOO
WebOOOOQOOOooOooQ
gooooooooooo
goooooooo

gooo

show web-authentication
loginOOOOO0OOOOOO
goooooooo

99

ERROR

SYSTEM

Accounting failed ;
RADIUS accounting.

oooo MACOOODO
RADIUSOOOOOOOO oooao
gooooooobooooo
goooooooooo

oooo

0000 RADIUSOOODO
gooooooooooo

goooood

100

NORMAL

SYSTEM

Accepted clear
logging command.

gooo O
clear web-authentication
logging 000000000
gooooooooooa
oooao

gooa

gooooo

101

NOTICE

SYSTEM

Change to
redundancy mode
(SBY > ACT).

oooo O
WebOOOOOOOoOooGQ
gooooooooooo
gooo

oooo

gooood

102

NOTICE

SYSTEM

Change to
redundancy mode
(ACT -> SBY).

oooo O
WebOOOOOOOOOO
gooooooooooo
gooo

oooo

gooooo
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show web-authentication logging

oo oooo oooo oooooono ooood oooo
103 NORMAL SYSTEM Synchronized ; Wad oooo MACODOODO
-> L2MacManager. joooooooooog oooaog

oooocoooooooo
oooooooooooo
oooooo

oooo
WebOOOOOOOOO
oooooooooooo
oooocoooooooo
gooao

104 NORMAL LOGOUT Force logout ; oooo MACODOODO
L2MacManager gooooooooooo gooo
synchronize. ooooooooooog

godooooooood
ood

oood
WebOOQOGOQOGOOOO
goodooooooooad
goooboooooooo

gogo
105 NOTICE LOGIN Login failed ; VLAN ooon MACODOODO
suspended. ooooooouoooog oooo
0oo0oo0d VLANDO VLAN ID

disable OO OOO0OOO
ogoooooooo
oooa

000 VLAN O enable O
gooooooooooao
ogooooooooo

106 NORMAL LOGOUT Force logout; VLAN  QOgOoOO MACODOODO
suspended. 00000000 VLANO gooo

disable 000000000  [popgpop !
godooooooooo VLAN ID

oooo ooooob!

000 VLAN O enable O
O0ooooOoooooono
godooooooooo

255 ERROR SYSTEM The other error. [0 0000 oooooo

ooooo] WebOOQOQOQOGQooOooQ
The other error. 0 0 O O
goooooooooood
goooOoOoOooooono
oooo
WebOOOGOQOQOOoOoOQoOQ
000000dump
protocols
web-authentication 0 O O

oooooooooooono
restart web-authentication

00000 WebOODODO
oooboooooo

ooomoooo
001000 VLANOOOOOOOOOOOO VLANODOODOOODODODO

00 200000000VLANsuspendOOOO0OOOOOOOODOOODOOODOOODOODDOODOODODODO
oooooooooooo
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show web-authentication logging

gogoooogo
oo
goboooooo

0 6-130 show web-authentication logging D O 000000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. gooooooooooooooooooboooo
Connection failed to WA program. WebO0OOOOOOOOODDODOOOODOOOOOOOODOOO

0000000000000O00Odrestart web-authentication
00000 WebOOOODOOOOOQOOOODOOOODOO

WA is not configured. WebOOOOOOOOOOOOOOOOOOOOODOODOODO
ooooocoooo

goobognd
- WebOODODOOOODOOOODDOOODOODOOODOOODODODO

s JO00D0O0OO0OOOOOOOODOODODODOOOOOODO
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show web-authentication

show web-authentication

Web OOOOOOOOOOOODOODOODODO

ggodgguo

show web-authentication

goobogooo

gooooooo

goodoogo

oo

gogodd
e VLANODODODODODODOODOOOODOODODOODOODODODODODODODODODODODOOO0Ooooooo

# show web-authentication
Date 20XX/04/16 10:52:49 UTC
web-authentication Information:

Authentic-mode Legacy
Authentic-method Local Accounting-state disable
Max-timer : 60 Max-user 4096
VLAN Count : 0 Auto-logout enable
Syslog-send enable
Jump - URL http://www.example.com/
Web-port http : 80 https 443

e VLANOODODOODODOODODOODODOOODODDODODDODODDODODDODODODDODODDODODDODODDODODODOOOODOODOOO

# show web-authentication
Date 20XX/04/16 10:52:49 UTC
web-authentication Information:

Authentic-mode Legacy
Authentic-method Local Accounting-state disable
Max-timer : 60 Max-user 4096
VLAN Count : 16 Auto-logout disable
Syslog-send enable
Jump-URL http://www.example.com/
Web-port http : 80 https 443

VLAN Information:
VLAN ID

00000000 VLANOOOOOOOOO RADIUSOOOOO

# show web-authentication
Date 20XX/04/15 10:52:49 UTC
web-authentication Information:

Authentic-mode

Authentic-method
Max-timer
VLAN Count

Static-VLAN

RADIUS Accounting-state
60 Max-user
- Auto-logout

5,10,15,20,25,30,35,40,1000-1007

disable
4096

Syslog-send enable
Alive-detection enable
timer 60 interval-timer : 3 count : 3
Jump-URL http://www.example.com/
Web-IP-address 192.168.1.1
FQODN aaa.example.com
Web-port http 80, 8080 https 443, 8443
Access-1ist-No 100
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Port
VLAN ID

Port
VLAN ID

show web-authentication

1/1
5,10,15

1/2
15-16

e IO000ODODODODODODODODO VLANOOOOOOODOODODODODODDDOO

# show web-authentication
Date 20XX/04/15 10:52:49 UTC
web-authentication Information:

Authentic-mode
Authentic-method
Max-timer
VLAN Count
Syslog-send
URL-redirect
Jump-URL
Web-IP-address
FQODN
Web-port
Redirect-vlan
Access-1list-No

Port
VLAN ID
Native VLAN

Port
VLAN ID
Native VLAN

Dynamic-VLAN

Local Accounting-state disable
60 Max-user 4096
- Auto-logout disable
enable
enable Protocol http
http://www.example.com/
192.168.1.1
aaa.example.com
http 80, 8080 https 443, 8443
10
100

1/10

1000,1500

10

1/12

1000,1500

10

e I00IDODODOOODOO VLANODOOOOODODODO RADIUSOOOOO

# show web-authentication
Date 20XX/04/15 10:52:49 UTC
web-authentication Information:

Authentic-mode
Authentic-method
Max-timer
VLAN Count
Syslog-send
URL-redirect
Jump-URL
Web-IP-address
FQDN
Web-port
Redirect-vlan
Access-1list-No

Port
VLAN ID
Native VLAN

Port
VLAN ID
Native VLAN

Dynamic-VLAN

RADIUS Accounting-state enable
60 Max-user 4096
- Auto-logout disable
enable
enable Protocol http
http://www.example.com/
192.168.1.1
aaa.example.com
http 80, 8080 https 443, 8443
10
100

1/10

1000,1500

10

1/12

1000,1500

10
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show web-authentication

ggodgguo

06-140Web 000000000000 O0O0O0O0O0O

ooono oo oooooog
Authentic-mode ooooo WebOOOQOQOQOOOOOO
LegacyDO OO QOOOO
Dynamic-VLANO OO OOOO VLANOOO
Static-VLANO OO VLANO OO
Authentic-method oooo WebOOOOOOOOOO

Local 0O OO ODODO
RADIUSO RADIUS O O

Accounting-state

oobooooooooobooboooo
a

WebOOOOOOOODOOOOOODOOOOOOOO
enableD0O0000OODOOODODODO
disable0 00 0000000000000

Max-timer oooooo gooooooooooooobooboooo
Max-user oooooooo WebOOOOOOOOODOOODOODODODODDO
VLAN Count VLAN OO WebOOOOOOOODOOOOOOOOOOO VLANOO

o
gboooboboooboooooooo"go"oogoooog

Auto-logout

MACOOOOOOOOOOOO
oooooooooo

WebOOOOOOOOOOOOOOODOODOODODOODOOD VLAN
oooooo MACODOODOODOODOODOODO
oooooooo

enableD 0000 OOOODODO

disable0 00000000 O0DO

ooooo VLANOOOOO "o"ooooooo

Syslog-send

syslog0000O0OOOOOO

WebODOOOOODO syslogODOODOOOOOOOOOOOO
enable] 0 O
disable] O 0O O

Alive-detection

oooo

WebOOUOOO VLANOOOOOOOOOOOOOOOO
O0o00o0oo0ooooboobooooon
enable(] O O

disabled O 0O

timer

oooooooooono

WebOOOOODOOODOODOODODODOODOODO
ooooocoooooooogo

interval-timer

oooooooooono

ooooboooooooooooobooooooooooo
ooooooooogo

count 0ooooooooon Web0OOOOOODODODOOOOOODODODDOOOOOOO
ooooo
URL-redirect ooog Web0DODOOOODO VLANOOOODODO URLODODOOO
oooooooo
enable] O O
disabled O O O
Protocol http/https O O 0o0oO0O0OD0O0000oooo
httpO http 0000000000
httpsO https 0000000000
Jump-URL 0oooooo URL WebOOODOODODODODOOOO URL
Web-IP-address IPOOODO WebOOQDOOO IPOOOO
FQDN FQDN O O 00000 FQDNO Fully Qualified Domain Name[
FQDNOOOOOOOOODOOO"O"0oooooo
Web-port ooooo WebOOOOODOODOOO
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show web-authentication

oooo oo oooooo
http http 0 0 O http DD ODO0O0O0OOOODOO
https https 0O O https 00000000 DOOODOO
Redirect-vlan VLAN O O URLOOOOOOOODOO VLANID
Access-list-No. oDooooo 000000000000000000000
000000000 "O"00ooooo
VLAN Information VLAN O 0O Web0OOODOODOOO VLANOOOOD
Port ooooo VLANDOOOOOOODOOOoooo
VLAN ID VLAN OO WebOOOOOOOOOO VLANID
Native VLAN 00000 VLAN O VLAN ID 000000 VLANOODODOOOOOOOOOOOoOOooO

VLAN O VLAN ID

gogoooogo

oo

goboooooo

0 6-150 show web-authenticaton 0 0 0 00000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. 000oo0o0oooO0o0oooooooooooo
Connection failed to WA program. WebOOOOOOOOOODDODOOOODOOOOOOOODOOO

0000000000000O00OOdrestart web-authentication
00000 WebOOOODOOOOOOOODOOOODOO

WA is not configured. WebO0OOOOOODOOODOOOODOOOODOOOODOODOO
ooooocoooo

goobognd

ao
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show web-authentication statistics

show web-authentication statistics

Web OOOOOOOODOODOODOO

ggodgguo

show web-authentication statistics

goobogooo

gooooooo

goodoogo

oo

gogodd
e J000DDOOD VLANOUUOUUOUOUOUUOOOO VLANOOOOOOOOOooooooooog

# show web-authentication statistics
Date 20XX/04/15 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

e J000ODODODO VLANOUOUOUOUOUOU VLANOOOOOOOOO RADIUSODOOOO

# show web-authentication statistics
Date 20XX/04/15 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

RADIUS web-authentication Information:
[RADIUS frames]

TxTotal : 10 TxAccReqg : 10 TxError
RxTotal : 30 RxAccAccpt: 10 RxAccRejct:
RxAccChllg: 10 RxInvalid

Account web-authentication Information:

[Account frames]
TxTotal : 10 TxAccReqg : 10 TxError
RxTotal : 20 RxAccResp : 10 RxInvalid

o 00000 DOODUDUODLODODLOLOLOOODODO

# show web-authentication statistics
Date 20XX/04/12 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

e DODODOOODOOODOOODOOODODODODO RADIUSOODOOO

# show web-authentication statistics
Date 20XX/04/12 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

RADIUS web-authentication Information:
[RADIUS frames]
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show web-authentication statistics

TxTotal : 10 TxAccReqg : 10 TxError : 0
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

Account web-authentication Information:

[Account frames]
TxTotal : 10 TxAccReqg : 10 TxError : 0
RxTotal : 20 RxAccResp : 10 RxInvalid : 0

goodgdao

06160Web000O00O0O0O0OOOO

oooo oo
Authentication Request Total gopooooooooo
Authentication Current Count ooooOooooooooo
Authentication Error Total oooooooooooooo
RADIUS frames RADIUS OO
TxTotal RADIUSOOOOOO
TxAccReq RADIUS 0O 0O Access-Request 0000
TxError RADIUSOOOOOOOOO
RxTotal RADIUSOOOOUOOO
RxAccAccpt RADIUS 00O O Access-Accept 00 00
RxAccRejct RADIUS 00O O Access-Reject 00 0O
RxAccChllg RADIUS 00 O Access-Challenge 0 0 00O
RxInvalid RADIUSOOOO0OOOOOOOO

Account frames

oooooooooo

TxTotal gobobooooooboooboboboo

TxAccReq 0000000000000 Accounting-Request 0 00 0 0
TxError goo0oopboDOoooboOooobooooooo

RxTotal goboboooooobooobobonboo

RxAccResp 00000000000000 Accounting -Response [0 0 0 0
RxInvalid gooboobooboobooobobooooobooboo

gogoooogo

oo

ogooooogo

0 6-170 show web-authentication statistics 0 0 000000000000

goooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. oooooooooooooooooooooon

WebOOUOOOOOODOOODODOOOODODOOODOOOOOO
000000000000000OOdrestart web-authentication
00000 WebOOOODOOOOOQOOOODOOOODOO

Connection failed to WA program.

WebOOOOOOOOOOOOOOOOOOOODOOODOODO
ooooocoooo

WA is not configured.
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show web-authentication statistics

ggodgguo

gboobooooooboboboboobooooobooboobobobooobooon
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clear web-authentication logging

clear web-authentication logging

WebOOOOOOOOoOooooooo

goodgdao

clear web-authentication logging

goobogoo

gboboboob
gogododogo

oo
googg

WebOOOOOOOOODOOOOODOODODDODOO

# clear web-authentication logging

goodgdao

oo
goobogoooo

ao
goboooooo

O 6-180 clear web-authentication logging O 000000000 OOOO

ooooo oo
Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
Can't execute. gbobooboobooboooboboooooboobgoon
Connection failed to WA program. WebOOOOOOODOOODOODOODOOOODOOODOOO

000000000000 0000O restart web-authentication
Joo00OoWebOOOODODODODOODOOOOOOOO

WA is not configured. WebO0OOOOOODOOODOOOODOOOODOOOODOODOO
ooooocoooo

goobognd

ao
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clear web-authentication statistics

clear web-authentication statistics

Web OOOOOOOOOOOOOOO

ggodgguo

clear web-authentication statistics

goobogooo

gooooooo

goodoogo

oo

gogodd

Web OOOOOOOOOOOOOODOODODDODOO

# clear web-authentication statistics

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 6-190 clear web-authentication statistics 1 0 0 00000000000

ooooo

oo

Can't execute this command in standby system.

oooooooooooooooooooooonoo

Can't execute.

obooooooooobo0oooOooooocoooa

Connection failed to WA program.

WebOOOOODODOOODODODOOODODOOODODODOOOOO
00000000000 0000OOdrestart web-authentication
J0000 WebOOOOOODOODOOODODOOOODOO

WA is not configured.

Web0OOOODOODOOODOOOOOOOODDOOOOODOOO
ooooooood

goobogo

oo
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commit web-authentication

commit web-authentication

WebOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOoOO

goodgdao

commit web-authentication [-f]

goobogoo

gboboboob

gogododogo

-f
OO000O0OO0000O0O0000OWebOODODOOODOOOOODOOODOODOODDODOODOOO
oo

gboooooooboobd
gbooooooobobabdo

googg

WebOOOODOOODOOOOODOOODOOODOOOOO

# commit web-authentication
Commitment web-authentication user data. Are you sure? (y/n): y
Commit complete.

goodgdao

oo

gogoooogo

oo

goboooooo

0 6-200 commit web-authenticaton 0 0 0 0000000 O0O0ODO

ooooo oo
Can not commit. 000000000000 0O0 DO restart web-authentication O
gobobooboboboooboboboooobobobo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. gooooooooooooooooooboooo
Command information was damaged. J00000000000o0oOoDoDgooooOoo
Connection failed to WA program. WebOOOOOOOODOOODOOODOOODOOOOOODOODO

000000000000 0000O restart web-authentication
Joo00oOoWebOOOODODODODOODOOOOOOOO

Now another user is using WA command, please try 0000000 WebDODOOOOOOOODOOOOOOOoOOoOoO
again. gddoooooooooooo

WA is not configured. WebO0OOOOOOOOOODOODOODOOODOOOOOOOO
goooooooo
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commit web-authentication

ggodgguo
s JO000OD0O0OO0O0OOOOOOODOODODOOLOOODOODODOODODOOOOODOODOODOODOD

OWebOODBOOODODOOOOODODOODO
* set web-authentication user

* set web-authentication passwd

* set web-authentication vlan

¢ remove web-authentication user

- J0000DOO0O0ODDOOODOCOOWebOO DBOOODOOOODDOOODOOODODODOOODO
00000000 WebOO DBOOOOODOODOODODODO
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store web-authentication

store web-authentication

WebOOOOOOOOOOOOOOOOOOOOOOOOO

goodgdao

store web-authentication <file name> [-f]

goobogoo
gboboboob

gogododogo

<file name>
WebOOOOOOOOOOOOOOOOOOOOOOOOOOOO

0000000000000 0OWebOOOOOODDOOODOOOODODOOOD

gbooooooooobo
gboobooooooboobobo

gobood

WebOOOOOOOOOOOOOOOOOO "authdata"O0OO0O0O0O00

# store web-authentication authdata
Backup web-authentication user data. Are You sure? (y/n): vy
Backup complete.

goobognd

ao

gogoooogo

oo
ogooooogo

0 6-210 store web-authenticaton D 0D OO0 0000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooooo
Can't execute. gooooooooooooooooooboooo
Now another user is using WA command, please try 0000000 WebODODOOOOODDODOOODODDOOOOOOO
again. oo0ooooooooooooo
Store operation failed. ooo0O0oO0oO0oOoOoOoOoOoOoOoOoOooooooo
WA is not configured. WebOOOODOOOOOOOOOOOOODODODOOOO

ooooocoooo

goodgdao

g0o00o0o0o0oDoOO00obO0OO0bOoOOoO00DO WebOODOOOODOOODOOOOODDOOODOOOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
OO0Oshowflash 00 0000000000000 O0O0O0O0O0O0O0O0OOOOOOOOOOOOO
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store web-authentication

show flash 000 0000000000000

> show flash
Date 20XX/04/01 19:46:29 JST

Flash :
user area config area dump area area total
used 37,063kB 65kB 16kB 37,144kB
free 616kB 7,199kB 8,152kB 15,967kB
total 37,679kB 7,265kB 8,168kB 53,112kB

O00O00OO0O0OQOuserarea000000free0 000 20kBO 0000000000 O0O0O0OO

gboboooooboobobobobooooobDtOrmibOobOOobOOobOOoOOOOOOOODOODbODO
gbobooooobobobooobooobogon
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load web-authentication

load web-authentication

WebOOOOOOOOOOOOOOOOOoOoOog WebOOOOOOOOOOOODODODOODODODODODOO

gboboboooooooboobobobooboobooobooooboboDbo

* set web-authentication user

¢ set web-authentication passwd
* set web-authentication vlan

* remove web-authentication user

e commit web-authentication

goobognd

load web-authentication <file name> [-f]
goooooo

gbooobooboob

goobogoo

<file name>

WebOOOOODOOOOOOOODOOODOOOOODOOODOOO

-f
go0oOCOCOOoOoOOoOO0OO0OOWwWebhOOOoooooooooooo
gboooooooboobd
gboobooooooboobobo
googg

WebOOOODOOOOODODOOODOOOOO "authdata"OOOOOOODO

# load web-authentication authdata

Restore web-authentication user data. Are you sure? (y/n):

Restore complete.

goodgdao

oo

goobogoooo

ao
goboooooo

0 6-220 load web-authenticaton 0 0 0 00000000000

ooooo oo

Can not load.

WebOOOOOOOOOOOOODOODODODOrestart

web-authentication 0 0 0000000000 load
web-authentication 00 0000000 WebOOOOOOOO

ooooocoooo

Can't execute this command in standby system. 000000000000 000000DOooDOoon

Can't execute.

gooooooooobooooobooooboooo
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load web-authentication

ooooo oo

Connection failed to WA program. WebOOOOOOOOOOOOOOOOOODOOODODODDO

0000000000 D0O0D0O0OOdrestart web-authentication
00000 WebOOGOQOOOOOOOODODOODOODO

File format error. 0000000oOo00oo0ooooooooooog
Load operation failed. Jo0d00ooo00oo00ooooOooooooog
Now another user is using WA command, please try 0000000 WebOOOOOOOOOOOoOoOOoOOoooooOooO
again. joooooooooooooo
WA is not configured. Web0OOODOODDOODDODOODOODODODDDOOOOOOOO
goooooood
ogooooo
s JO0O0O0O0O0ODOO0OO0OUOO0OOLOOOOODOOODUODO0OODODO0LO OO OO ODOoOoOoOoOoa

oo

set web-authentication user

set web-authentication passwd
set web-authentication vlan
remove web-authentication user

commit web-authentication

- J0000DOO00ODODDOOODOCOOWebOO DBOOODOODOODDOOODOOODODODOOODO
00000000 WebOO DBOOOOODOODOODOODODO

174



clear web-authentication auth-state

clear web-authentication auth-state

gboboooobobooboboboooooooboobobo

gooooooo Ibo0oO0OOoO00ODOOO00ObOOOO00ODDOO00ODOOOO0ODOOOO0ODOOObOOD
oooIbooooOoOoOoOoOOOOOOOOOOOOOOOOOMACOOOOOOOOOOOOOOO
gboboboooboobgooo

goodgdao

clear web-authentication auth-state { user {<user name> | -all } | mac-address
<mac> } [-£f]

gogododogo

gbooobooboob

gogododogo

user { <user name> | -all }

<user name>
gboooobooooboooobooobooboboobobuoobobuoooboo
Ogodd 10 eb0ddoooooboooobooobooooooooooooooooooa

gooo
OO 0000000000000 0000000"0O0000000&MO000{M}MOO0

00(M)D000000000'MO00000;MO000$MO0000000000 Mmoo
OO00O0C0OOOOO¥ DO OoOOoOOoOooOoooO#oooooo0%O

-all
OJo0ddooodooodoooooobooooooooooon

mac-address <mac>

<mac>
0000000000000 000b0000o000n0 MACOODODOODODDODOODODOODoOOoo

gooo
MAC O OO0 000000.0000.0000 O feffffffffff 0000 0000000000000 O00O0OO

MACOOOOOOOOOOOOOOOOOO100000o0oooooooooo

gbooooooobooboboboooooooobobobob
gbooooooooboobo
goooboobooboooooo
gobood
e 100D ODOOOOOOOOOODO"UWSEROI"OODOOOOOOOOOOOOOOOO

# clear web-authentication auth-state user USERO0O1
Logout user web-authentication. Are you sure? (y/n): y

e JOUODOODODODOOOOUOODLODLODLODLOLOOOOOO

# clear web-authentication auth-state user -all
Logout all user web-authentication. Are you sure? (y/n): y

e IO000DOODDOODOOOODOO MACOOOO "0012.e200.0001"O0000COCOOOOOOOODODOO
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clear web-authentication auth-state

# clear web-authentication auth-state mac-address 0012.e200.0001
Logout user web-authentication of specified MAC address. Are you sure? (y/n): y

goobogo

oo

ggoooooo

gbobooooooooooobobob
ugooooogo

0 6-230 clear web-authentication auth-state 0 O 0 0D 0000000000

ooooo oo
Can't execute this command in standby system. 00000000000 0ooOoOoOoooooooa
Can't execute. 00000000000000000000000
Connection failed to WA program. WebOOOOOOODOOODOOOOOOOODDOOOOODOOO

00000000000 0000OOdrestart web-authentication
00000 WebOOODODDODOOOODODODOOODODOOO

Delete Error. jooooooooooooo
The specified user is not login user. 000000000 DO0ODbOOo0OOooOOoDOOooooo
WA is not configured. Web0OOOOOODODOODODODODODOODODOODOOODOOOO

ooooooood

goobogo

oo
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set web-authentication html-files

set web-authentication html-files

WebOOOOOOOOOOOO0OoOoo0ooooooomoooooooooooooooogod Web
gboboboboooboooobooboobobobooooo

gbobooboooobooboobobobooboooooooboboboboboobooooboboboboo
000000000 hmlOf 00 M 000000000000000000000000000000
gbobobooooboobooobooboobooooooooboboboboooboooobobobobooon
gbobobooooboobooobooboobooooooooboboboboooboooobobobobooon
gboobaob

goobognd

set web-authentication html-files <directorys> [-f]

gogododogo

gbooobooboob

goobogoo

<directory>
000000000000 0oDbOO WebOOOOOOODDODOODODOODDOOODDODOODOOODODOO
doooooooo
000000odoooooooood WebOOODOOOOODODODODODODOOOOOODOOO
oo oo
e /config/iwa/htdocs 0 0 OO0 OO0 OD0OODOODOOOOOOO
s JO00O0O00000000000D0D0DODODOODOOOODOO
e JO0D0O0ODOOODODOOIoginhtmlOOOOOOOODOOO

- JO00O0000000000U0U0DUDUDODUUDUDLODUDDDDDODDODDODODDODDDODODDODOOO
000000 login.htmlO
00000000 loginOK. htmlO
00000000 loginNG.htmlO
0000000 logout.htmlO
000000000 logoutOK. htmlO
000000000 MM logoutNG.htmlO
0000000000 webauth.msg
WebODOOODOOODOODDOOOOOOOD M favicon.icol
dodDooodogfd00d000OD0ODOO0OOO0OOOOOOODOODOOd

boboooobooboboboboboboooobooboobobobobobooobooono

gboooooooboobd
gbobooboooooboobabda

googg

WebOOOODOOOOODOOODOOOODOOOOODOOODOOOODDOOODOOOODODOOD
0000000000000 00k-htmlOOOOOODOO

# 1s -1 k-html
-rwxXr-xXr-x operator users 1108 Dec 6 09:59 login.html
-rwxr-xr-x operator users 1302 Dec 6 09:59 loginNG.html
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set web-authentication html-files

-rwxXr-xr-x operator users 1300 Dec 6 09:59 loginOK.html
-YwXr-xr-x operator users 843 Dec 6 09:59 logout.html
-YwXr-xr-x operator users 869 Dec 6 09:59 logoutNG.html
-YwXr-xr-x operator users 992 Dec 6 09:59 logoutOK.html
-IrwXr-Xr-x operator wusers 109 Dec 6 09:59 webauth.msg
-rwxXr-xr-x operator users 199 Dec 6 09:59 favicon.ico
-rwXr-xr-x operator users 20045 Dec 6 09:59 aaa.gif

# set web-authentication html-files k-html

Would you wish to install new html-files ? (y/n):y
executing...

Install complete.

goobogo

oo

goobogoooboo

oo
ugooooogo

0 6-240 set web-authentication html-fles 0 0 0D 00000000000

ooooo

oo

Can't execute.

oooooooooooooooooooooonoo

Can't execute this command in standby system.

oooooooooooooooooooooonoo

Can't put a sub directory in the directory.

gboooooooooocoooooooOoocOoOooOoooOooOoo

Can't specify "/config/wa/htdocs" in this command.

0000000 /config/wa/htdoesD DO OO ODOOOO

Directory size over.

00000000000000000001024kBOOO0O0OO
ooo

Installation on standby system failed (active system
succeeded).

goooooOoOoooooooooOooOoOooOoOobocOoooboooOoo
oooooooooo

Install operation failed.

ooooooooooooooo

No login.html file in the directory.

000000000000 leginhtmlOOOOOOOO

No such directory.

goooooOooooocoooooooo

Too many files.

gooooooooolco0obobocoooboooooooon

ggodgguo

- J0000DOCO mlOOOOODOOOODOCOOODOODOOODOOODOOOODDOOODOOOOO
WebOOOOOOOOOOOOOOOOOOOOOOoOoOoO

- J000000WebhIODODOODOODOOOODOODOOOOOODOODO0OO0O0O0000000000

s JO000O0OO0ODOOOOOOOOODOODODODOODOODOODOODODOOOOOODOODOODOD
O000000DOOOODOsynchronize 000000000 DOOOO0ODOOOODODOOODOOOO
gbobobooboboooboobobobooo

- 0000000000000 0000000000000OWebOOOWebOODOOOOOODODODO
gboboboboooobooooobooboboboboooo

- 0J0000DOO0ODODOOOOD 1024kBO0OD0O0OO1024kBOO0OD0OO0O0ODOOOOODODOO

goao

gobobobowoobobobooboooboboboboooboooooooboobobobobo

e JO00O0O0OOOOOOOOOODOODODODOOOOOODOODODODObOOOOOOOOODOD
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set web-authentication html-files

0 O show web-authentication html-files 0 00 0000000000000 O0OOOO0ODOOO0ODOO
g bbbbbobbbb

e 000000 VLANODOODOODOODODOOOOOOOeginOKKhtml OOOOOO0OOO0OOOOOOO
godddddddddooooooooooooooooooooo
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clear web-authentication htmi-files

clear web-authentication html-files

set web-authentication html-files 000000000 WebOOODOOODODODOODOOOODOODOOO
O0o0oo0ooooooooo

goobogo

clear web-authentication html-files [-f]

goodoogo

gooooooo

goodoogo

-f
gboboooooboobobobobooobobooboboboboboboooon

gbooooooooboobd
gboooooooboobabd

gogodd

0000 htmlOODOOODOOOOODOOOODOOOOO

# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

ggodgguo

oo

ggoooooo

oo
goboooooo

0 6-250 clear web-authentication html-fles 0 0 000000000000

goooo oo
Can't clear because it is default now. 0000000000000 000000000000o0o
Can't execute. gooobooboobobobOobooooobooooo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Clear operation failed. go0ooOoo0oooooooooo
Clear operation on standby system failed (active 0000000000000 000o0ooooooooooon
system succeeded). oooooooooo

ogoooon

s J000ODOOWebODOODOODOODODOOODOODODOODODODOOOODODODODOODOODOO

-« 0000000000000 D0O0O0O00NDDO0DDOOON set web-authentication html-files 00 O
0000000000000 0000Osynchronize 0000000000000 O0DOOOODOO
go0oo00ooo0ooooooooooooooooo

180



show web-authentication html-files

show web-authentication html-files

set web-authentication html-files 0D 00000000000 ObytedO0O0DOODOOOOOOOOO
bbbl oooooooooboboboooboobooboooon

goobognd

show web-authentication html-files

gogododogo

gboboboob

gogododogo

detail

[detail]

htmlOO0000Omsgd 0000000000000 ico000000000000000000OgIfO
gboboooooboboboboboooooogn

gboooooooboobd

html 000 00Omsg0 000000 ico0 0000000000000 the other files O O
gbooooooooobo

gobood

set web-authentication html-files 000 0000000000000 O0O0O0DODODOO0DOOODOOODOO

ao

e JOODOODODLOOODOODOO

# show web-authentication html-files
Date 20XX/04/01 10:07:04 UTC

TOTAL SIZE

60775

login.html
loginOK.html
loginNG.html
logout .html
logoutOK.html
logoutNG.html
webauth.msg
favicon.ico

the other files

DATE
20XX/03/30
20XX/03/30
20XX/03/30
20XX/03/30
20XX/03/30
20XX/03/30
20XX/03/30
default now
20XX/03/30

14:
14:
14:
14:
14:
14:
14:

14:

e JOODOODODOLOODODODLODLDOOLOOODOOOOO

# show web-authentication html-files
Date 20XX/04/01 10:07:04 UTC

TOTAL SIZE

5730

05
05
05
05
05
05
05

05

login.html
loginOK.html
loginNG.html
logout .html
logoutOK.html
logoutNG.html
webauth.msg
favicon.ico

the other files

DATE
default now
default now
default now
default now
default now
default now
default now
default now
default now

181



show web-authentication html-files

e J0O0DODODOODODODODODODOOOKmIOIOOOmMsg00OOD0ODODODO ico0 00000000000

gboboooogo

# show web-authentication html-files detail
Date 20XX/04/01 10:07:04 UTC

TOTAL SIZE : 60775
SIZE DATE

login.html : 2049 20XX/03/30 14:05
loginOK.html : 1046 20XX/03/30 14:05
loginNG.html : 985 20XX/03/30 14:05
logout .html : 843 20XX/03/30 14:05
logoutOK.html : 856 20XX/03/30 14:05
logoutNG.html : 892 20XX/03/30 14:05
webauth.msg : 104 20XX/03/30 14:05
favicon.ico : 0 default now
aaa.gif : 20000 20XX/03/30 14:05
bbb.gif : 15000 20XX/03/30 14:05
ccc.gif : 10000 20XX/03/30 14:05
ddd.gif : 9000 20XX/03/30 14:05

ooooon

oo

goobogoooboo

oo

ugooooogo

0 6-260 show web-authentication html-fles O 0 000000000000

goooo oo
Can't execute. jod0o00o0o0DoOoDOoDoDoooooooooo
Can't execute this command in standby system. 00000000000 oooooooooooag
ogoooon

oo0ooOoO0OWebhOOOOOOoOoOooooooooooooooooooooooooooog
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set web-authentication ssl-crt

set web-authentication ssl-crt

SSLOO0Q0O000Q0OO0OQOOQOOOOoOOQOOOOODODOODD cCADUOoOoOooOooooooooo
gbobobooooooboon

0000000000000 00000o0o0o0o0o000O0obODbD cCAOODODOOOODODODDD restart
web-authentication D 00 00 Web OO OO O OO OO O restart web-authentication web-server 0 [
000 WebOOOOOOOOOOOOOOOoGQoOo

goodgdao

set web-authentication ssl-crt

goobogoo

gboboboob

gogododogo

oo

googg
SSLOO0O000000OQ00OQ0O0OQ00OU00OU00OD CAUUUDUODUODUDODUOODOODUOOoOOoOO

# set web-authentication ssl-crt

Set path to the key: serverinstall.key

Set path to the certificate: server.crt

Set path to the intermediate CA certificate: ca.crt

Would you wish to install SSL key and certificate? (y/n):y
Install complete.

Please restart web-authentication daemon or web-server daemon.

#
goodgdao

oo

gogoooogo

oo
goboooooo

0 6-270 set web-authentication ssl-ct D 0D 000000000000

ooooo oo

Can't execute this command in standby system. 000000000000 oooooooooon
Can't execute. gooooooobooooooobooooooooo
Install operation failed. gooooooooo
Installation on standby system failed (active 0000000000000 0000000o0ooooooon
system succeeded) goooooooo
No such file. 00oo0ooOooooooooooo

gooogad

e restart web-authentication D 0000 Web OO OODODOODODOODODODOODODOODOOODOO
e restart web-authentication web-server U0 000 Web OO OOOOOOOOOOOODOODODODODO
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set web-authentication ssl-crt

184

gbobooooboobobobobobooooooobobobobooboooboon
goooooooOoOooOooooooOooUoooo cApopooooooooooooooooo
00000000000 HTTPSOODUOODUOODOUODODODUOODODODODOOOUOOOO restart
web-authentication 0000000000 WebODOOOOOOOODOOOODOOODOOOODDOO
e JO0DODOOOOOODODOO

- JO00C0O0O0DOODOODOD CAOOOODOODOOOOOOO

000000000 clear web-authentication ssl-crt 0 0000000000000 O00ODOOCO0ODOO
0000000 cCAO0D0DODODODOU0O00O0DODODODO0DO00OOoOOoOoOoOoOooDOan
00O00Oo cA0ODOoooOooOooon
000D0DO00OWebOODOODODOODOOOOOODOODODODODODODODOOOOOODOODOO
oo bobbobbobbobo
0000000000000 0000000O00oO0n0 CAOOOOOsynchronizeOOOOOOOOO
goddddoooooooooooooooooooboon
do0dbo0oo0ooodooodoDOoooooo0ooooooooDOoDoDoooooOo cAOooooo
d0dbo0ooooooooooD cAO0O0OoOoDooooDOooooooooooog cAoooano
gooooao

0000000000000 oOo0oo0oO0oooonoOooOonD cAODOooooooooon
oo bbbobbbbbbobboboooog



clear web-authentication ssl-crt

clear web-authentication ssl-crt

set web-authentication ssl-crt 00 0000000 SSLOOOODOO0OO0OO0OODODODOO0OOOOODOOO CA
go0o0o0oo0oOo0ooOo0ooobooboooooono

0000000000000 D000£0restart web-authentication D000 WebOODOOODODOOODO
restart web-authentication web-server D 0000 Web OO OODODODOODODOODOOOODOO

goodgdao

clear web-authentication ssl-crt

goobogoo

gboboboob

goobogoo

ao

googg

SSLOO0000000OQ00OQ00OU00OU0D0OQ00OUOU0DOD CAOUDUDODUODUOODUDODUOODUOODOOOO

# clear web-authentication ssl-crt
Would you wish to clear SSL key and certificate? (y/n):y
Please restart web-authentication daemon or web-server daemon.

#
goobognd

ao

gogoooogo

oo
ogooooogo

0 6-280 clear web-authenticationssl-ct D 0 000000000000

ooooo oo
Can't execute this command in standby system. 000000000000 oooooooooon
Can't execute. gooooooobooooooobooooooooo
Clear operation failed. gooooooooo
Clear operation on standby system failed (active 0000000000000 0000000o0ooooooon
system succeeded) goooooooo
gooogad

e restart web-authentication D 0000 Web OO DO OOOODODOODOOOOOOO0OO0OOOOOOO
e restart web-authentication web-server DO OO0 WebO OO OOODOODODOOOOOODOOOOO

goooooooo0o0ooo0o0ooo0ooo0oooooooooDoooooo
- J0000DOWebOOOODDODOODDOOODDODOODODODDODOODOOODDODDODODOODDOO
000D0ODOO0O0O00D00D00D00D00OdDOset web-authenticationssl-ecrt 000000000 O0O0O0O
000000000 o00oooon0o cAODoDOooooooooo
e synchronize 1000000000000 0OOOOOODOOOODOODOODOODOOODOODOOO
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show web-authentication ssl-crt

show web-authentication ssl-crt

set web-authentication ssl-crt 00000000 SSLOODOODDODO0OODOO0OOO0OOOOOOODOO CA
O0o0oo0ooooo0ooooooooooooo0ooooooobooooooooooobooboooa
oo

goobogo

show web-authentication ssl-crt

goodoogo

gooooooo

goobogooo

oo

googod

gooOoooo SsSSsLOo0gooooooooooooooooo cAooooooooooooooo
gboooooooboboboobooon

e JO000D0DODDOUODOODDODDDLD CAUUULULULODUDUOOOOO

# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key :  20XX/03/30 14:05
SSL certificate : 20XX/03/30 14:05

SSL intermediate cert: 20XX/03/30 14:05

e JO0O0ODOOOOODODOODOOOD CAUUUIODUIODOUOUODOODOODOOOOOOOOOO

# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key :  default now
SSL certificate : default now

SSL intermediate cert: -
ogooooo

0 6-290 show web-authentication ssl-ct D 0D OO0 OO0 OO0

ooood oo gooooa
SSL key SSLOooooo SSLO0000D0000D0000D0oOooooo
default nowD OO OO0
SSL certificate SSLODOO0OD0DO0Odog SSLOO000D0000D000000000ooooog
default nowd OO OO 0O
SSL intermediate cert SSLOO0D0OD0OO CAOOO SSLOO00O0O CADODODOOO0OOOoOOoOOooo
oo

-000 cAOOoOoOoooooooboo

goobogoooboo

oo

186



show web-authentication ssl-crt

ogooooogo

0 6-300 show web-authentication ssl-ct O 0D OO0 0000000000

ooooa oo
Can't execute this command in standby system. 000000000000 oooooooooon
Can't execute. Jod00o00o00o0oo0oooooooooooon
ogooooo

- J000000OWebhIODODOOOODOOOOOOOOOOOOOOOOO0OO00O0O00onoono
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restart web-authentication

restart web-authentication

Web OOOOOOOOOO WebOOOOOODOODOODO
gooogad
restart web-authentication [-f] [{core-file | web-server}]

goobogooo

gbobooooooboobobobob

goodoogo
-f
gbobooooooobooboboboboboboooboooboon

gbooooooooobo
gboooooooboobabd

{core-file | web-server}

core-file
00000 WebhOOOOOOOOOO WebOOOOOOOOOOOOODODDOD

web-server
WebOOOOOOOOOOOO

gbooooooooobo
WebOOOOOOOOOO WebOOOOOOOOOODOOOODOOOODOOOODODODOODOO

googod

WebOOOOOOOOODOOOOODODOOODO

> restart web-authentication
WA restart OK? (y/n): vy

ggodgguo

oo

goobogoooboo

000000 webserver 10000000 O0OWebOOOOOOOOOOOOOOODOOOODODODODO
gbooooooon

OO0Owebserver 000000000 OWebOOODODOOODOOOODOOOOODOOODOOODODODO
O VLANOMAC-VLANOOOO MACOOOOOOOOOOOOOOOO VLANDOODODODODDDO
gooo

ugooooogo

0 6-310 restart web-authenticaton 0 0 000000000000

ooooo oo

Can't execute. jod0o00o0o0DoOoDOoDoDoooooooooo
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restart web-authentication

ooooo oo

WA is not configured. Web0OOODOOODOOOOOO0OO0O0OO0O0O0OO0O0OOOOOO

goooooooooa

00000000000000 web-authentication

system-auth-control D 0 00000000 ODOOOOOODOO

goooooa

« JO0000DOOO0OODOOODO no web-authentication
system-auth-control 0 WebO O OO O OOOOOOOO10
gd00oooooobOooobobooooooa
web-authentication system-auth-control 0 Web O 0O 0O 0O O
goono

goodgdao

go0o0o0oo0oo0ooOo0ooooooboooooooo0ooooooooboano
000000000 fusr/var/core/

WebODOOODOOOODOO wad.core
WebOOODOODOODOOO DO httpd.core

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooboobgooo
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dump protocols web-authentication

dump protocols web-authentication

Web OOOOOOOOO0OO0O0O0O0O0O0O0O0O0O0O0O0O00O0O0O0O0OO0O0O0OO0OOOOOOOOOOOO
gooo

goobogo

dump protocols web-authentication

goodoogo

gbobooooooboobobobob
goodoogo
oo

googod

Web OOOOOOO0O0O0O0O0OO0OO0OOOOOOO

> dump protocols web-authentication

goobogo

oo

goobogoooboo

oo
ugooooogo

0 6-320 dump protocols web-authentication 0 OO0 OO0 000000000

goooo oo
Can't execute. jod0o00o0o0DoOoDOoDoDoooooooooo
Connection failed to WA program. WebOOODOOOOODOOOOOOOODOODOODOOOOODOOO

0000000000 D0O0O0O0OOdrestart web-authentication
00000 WebOOGOQOOOOOOOOODOODOODO

WA is not configured. WebOOOOOOOOOOOOOOOOOODOOODODODDO
gooooooooo

ggodgguo

0000000000000 000obO000oo00o00DoOoooooooOoon
000000000 fusr/var/wa/
00000 wad_dump.gz

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gboooooobobdobdo
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MAC 0O U

show mac-authentication login

show mac-authentication logging

show mac-authentication

show mac-authentication statistics

clear mac-authentication auth-state

clear mac-authentication logging

clear mac-authentication statistics

set mac-authentication mac-address

remove mac-authentication mac-address

commit mac-authentication

show mac-authentication mac-address

store mac-authentication

load mac-authentication

restart mac-authentication

dump protocols mac-authentication
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show mac-authentication login

show mac-authentication login

gbobooooobooboboboboooboooboobobobobooooo

ggodgguo

show mac-authentication login

goobogooo

gooooooo

goodoogo

oo

gogodd

o000 MACODOOODOODODODODODODOO

# show mac-authentication login
Date 20XX/04/01 10:52:49 UTC
Total client counts:2

MAC address Port VLAN Login time Limit time Mode
0012.e200.0001 1/1 3 20XX/04/01 09:58:04 UTC 00:10:20 Static
0012.e200.0002 1/10 4094 20XX/04/01 10:10:23 UTC 00:20:35 Dynamic
oooooo
0000 MACOOODOODDOOOOOOODOOOOOOO
07100000 MACOOOOOOOOO
oooo oo oooooo
Total client counts oooog 000000000000000n
MAC address MACOOODO 0000000000000000 MACOOOO
Port goooo 00000000 00000D0D0ODOOOoOoOoOn
gooooo
VLAN VLAN 00000000 0000O0D0D0ODOOOoOoOoOn
000 VLAN
000000 VLANOOOOODODOOODoOOooo
0000000 VLAN
Login time oooooo 000000000 00000O0ooooooag
Limit time 0ooooooo 0000000000000 0000000000
a
000000000 000O0D0D0DOO0OOoOooOn
000000000000000 00:00:00000
goooooooooo
0000000 100 14400000000
hh'mm:ssO 0O :0 : 0
0000000 infinity 0 0O O O infinity
Mode gooooo gooooooo

Static0 0O VLANOOOOODO
Dynamic0 000000 VLANOOOOOO
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show mac-authentication login

gogoooogo
oo
goboooooo

0 7-20 show mac-authentication login OO0 00000 O0OOO0O0O

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. Oo0ooooooooooo
Connection failed to mac-authentication program. MACOOOOOOOOODODODOOOOOOOOOODOO

0000000000000O00OOdrestart mac-authentication
Joooo MACOOODODODODODOOODOOOOO

Mac-authentication is not configured. MACOOOOOODOODOODODODOOOODODOOOOOOoOOoO
gooooooaoao

goobognd

oo
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show mac-authentication logging

show mac-authentication logging

MACOOOOOOOOOOOOOOOOOOODODODODODDODODODO

ggodgguo

show mac-authentication logging [client]

goobogooo

gooooooo

goodoogo

client

gbobooooobooboboboooooboonog
gboboooooboobooboboboboooooboobooobo

gbooooooooboobd

MAC O

gogodd

MACOOOOO

gboooooobooboboboobooboobobobooboooon

gbobooooobooboobobobooon

e IOOOOOODOODODO

# show mac-authentication logging
Date 20XX/12/01 10:52:49 UTC

No=1:Dec
succeeded.

No=2:Dec
succeeded.

No=82:Dec

1 10:09:50:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=3 Login

1 10:10:10:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/1 VLAN=3 Logout

1 10:10:55:NORMAL:SYSTEM: accepted clear auth-state command.

e J00ODOO "client"'00IODODOO

# show mac-authentication logging client
Date 20XX/12/01 11:13:15 UTC

No=1:Dec
succeeded.
No=2:Dec
succeeded.

ggodgguo

MACOOOOO

1 10:09:50:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=3 Login

1 10:10:10:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/1 VLAN=3 Logout

gbobobooboooboobobobooooon

O73MACOOODOOOOOOOOOOOOO

oooo oo oooooo
ooo oboboooooooood ooooocooooono
O
<log> ooooooood ooooooooooooo

obooboooooooboooboobobo

m ©) 4 ®) (6) M

(Voooo
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goooo

show mac-authentication logging

(2000MACOODODOOODODDOOOODOOOOOOOOO
(3 000MACOOODODDOOOODDOOOODOOOOODOO
4000000000000 00000000000000
(5)0000000000000000000000000
(0000000000000 0000DO0O0O00000

(Hooooooo

gboboboboooobooooobooboooboobobooon

s 00D00OMMO 740000000000 ODOODLOODODOOOO
- 00000 740000000000 O0D0O0ODOODOODOOOO

s DO00OMMDO 75000000

s DO0O0ODLOODOOMmMO 76000000 OOOOOOO

O740000000000D000DOCOODODO

oooo oooo oo

NORMAL LOGIN oooooooooo
LOGOUT oooooooooo
SYSTEM oooooooooooo

NOTICE LOGIN oooooooooo
LOGOUT ooooooooooooo

ERROR SYSTEM 00o0o0oo0oMACOOOOOODODODOOODOO

oooo
g7s500000
oooo oo
MAC=xXXX.XXXX.XXXX MACOOOOOOOOOO
VLAN=xxxx VLANIDOOOOOOOOOOVLANIDOOOOOOOOOOOOOooooooo
oo
PORT=xx/xx 0oooooooooo

gr7e00000000O0DDODO

oo ooono ooono ooooood ooooo ooood
1 NORMAL LOGIN Login succeeded. ooog MACOOOO
J000o0oooooooodog | VLANID
oooo ooooo
oooooo
2 NORMAL LOGOUT Force logout ; Port oooo MACOOOO
link down. oooooooooooon VLAN ID
ogoooooooooon ooooo

oooooo

oooo
ooooocoooooo
ooooooooooooo

195



show mac-authentication logging

oo ooono

ooono

oooocoon

ooooo

oooo

3 NORMAL

LOGOUT

Force logout ;
Authentic method
changed (RADIUS
<-> Local).

ooood

RADIUSO O <>0000
gooooooooooo
ooooooooooono
gopooooa

oooo

ogooooa

MACOOOO
VLAN ID
ooooo

4 NORMAL

LOGOUT

Force logout ; Clear
mac-authentication
command succeeded.

oooo
oooocoooooooo
ooao

oooo
gooooo

MACOOOO
VLAN ID
ooooo

5 NORMAL

LOGOUT

Force logout ;
Connection time was
beyond a limit.

oooo
goooooooooooo
oooooooooo

oooo
gooooooooooo
oooocoooooooo
gooooooo

MACOOODO
VLAN ID
ooooo

6 NOTICE

LOGIN

Login failed ; Port
link down.

oogo
oooooooooooo
goooooooboobogo

oogo
oobooooooooo
goooooooboobogo

MACOOODO
VLAN ID
ooooo

7 NOTICE

LOGIN

Login failed ; Port not
specified.

oooo
MACOOOOOOOOOO
oooooooooooo
oooocoooooooo
goood

oooo
oooocoooooooo
oooooooooooo
oooooooooooo
ooooooooooo
oobooooooooooo

MACOOOO
VLAN ID
ooooo

8 NOTICE

LOGIN

Login failed ; VLAN
not specified.

oooo
000000000 VLAN
oooocoooooooo
gooooooooo
oooo
oooocoooooooo
oooooooooooo
oooooooooooo
oobooooooooo
gooooooooooooo

MACOOOO
VLAN ID
ooooo

9 NORMAL

LOGOUT

Force logout ;
Program stopped.

oooo
MACOOODOOOODOODOOO
oooocoooooooo
gooooooo

oooo
0000 MACOODOO
oooocoooooooo
oooooooooooo
gooooo

MACOOODO
VLAN ID
ooooo
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show mac-authentication logging

oo

ooono

ooono

ooooooo

ooooo

oooo

10

NORMAL

LOGOUT

Force logout ; Other
authentication
program.

oooo
oooooooooooo
oooooooooooo
oooo

oooo
oooooooooooo
goooooooooooo
gooood

MACOOOO
VLAN ID
ooooo

11

NORMAL

LOGOUT

Force logout ; VLAN
deleted.

oooo

oooooo VLANOOO
gooooooooooo
oooao

oooo
VLANOOOOOOOO
goooooooooooo

MACOOODO
VLAN ID
goood

12

NORMAL

LOGOUT

Force logout ; Client
moved.

oooo
ooooooooooo
gooooooooooo
gooooooooooo
od

oooo
gooooooooooo
goooo

MACOOOO
VLAN ID
goooo

13

NOTICE

LOGIN

Login failed ; Double
login.
(L2MacManager)

oooo
VLANOOOOOOOOO
gooooooooooo
oooMACOOOOOOO
gooooooooom
oooo
gooooooooooo
gooooooooooo
oooooooooooo
OO0 MACOOOODOODO
gooooooooo

MACOOODO
VLAN ID
goooo

14

NOTICE

LOGIN

Login failed ; Double
login.

oooo
gooooooocoooo
gooo

oooo
gooooooocoooo
gooooooboobooooo
gooooooobooooo
00 MACOOODOOO
gooooooooo

MACOOOO

15

NOTICE

LOGIN

Login failed ;
Number of login was
beyond limit.

oooo
gooooooobooooo
oooooooooono
gooooooooo
- MACODOOODOODO

goooood

» IEEE802.1X0 Web O OO

MACOOOOOOOODOO
ooooooooooo
ooao

oooo
gooooooobocoooo
goopooooobooooo
gooo

MACOOOO
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show mac-authentication logging

oo ooono ooono

oooocoon

ooooo oooo

17 NOTICE LOGOUT

Logout failed ;
L2MacManager
failed.

oooo
MACOOOOOODDOODOOO
oooooooooooo
oooooo

oooo
oooocoooooooo
ooao

MACOOOO
VLAN ID
ooooo

18 NOTICE LOGIN

Login failed ; MAC
address could not

register. [0 0000
01

oooo
MACOOODOOOODOODOOO
gobooooooooooo

oooo
goooooooooooo
ooo

MACOOOO
oooooo

19 NOTICE LOGOUT

Logout failed ; MAC
address could not
delete. [00O00DODO
]

oooo
MACOOOOOOOOOO
goood

oooo
oooooooooooo
ooo

VLANID D 1

oooogopBt
ooooono

20 NOTICE LOGIN

Login failed ;
RADIUS

authentication failed.

oooo
RADIUSOOOOOOODO
ooooooooooo

oooo
oooooooooooo
oooocoooooooo
RADIUSOOOOOOOO
oooooooooo

MACOOODO
VLAN ID
ooooo

21 NOTICE LOGIN

Login failed ; Failed
to connection to
RADIUS server.

oooo
RADIUSOOOOOOODO
oooocoooooooo
goooooo

oooo
0000 RADIUSOOOO
oooooooooooo
O0O0O0OO0O0ORADIUSOO
oobooooooooooboo
gooooooooooo
ooao

MACOOODO
VLAN ID
ooooo

22 NOTICE LOGIN

Login failed ;
Connection failed
L2MacManager.

oooo
VLANOOOODOoOooo
gooooooooood
gooooooo

oooo
gooooooooood
goooboooooooa
gooooooooo
restart vlan 0 0 0 0O 0O
mac-manager 0 OO OO0
ooodooooooooano

MACOOOO

28 NORMAL LOGOUT

Force logout ; Port
not specified.

oooo
oooooooooooo
goooooooooooo
gooooo

oooo
oooocoooooooo
oooooooo

MACOOODO
VLAN ID
ooooo

198

MACODOOOU!



show mac-authentication logging

oo

ooono

ooono

ooooooo

ooooo

oooo

29

NOTICE

LOGIN

Login failed ; Port
number failed.

oooo
oooooooooooo
oooooooooooo

oooo
oooooooooooo
oo

MACOOOO
oooood

30

NORMAL

LoGOoUT

Force logout ;
mac-address-table
aging.

oooo
MACOOOOOOOODO
000ooOoOooo MAC
goooooooooooo
gooooooooo
oooo
gooooooooooo
oooooooooooo
oooo

MACOOODO
VLAN ID
ooooo

31

NORMAL

LOGOUT

Force logout ;
Authentic mode had
changed (dynamic
vlan -> static vlan).

oooo

000oo0O0 VLANDOO
0000 VLANOOOODO
ooooooooooooo
gooooooooooo

0ood

oooo

gooood

MACOOODO
VLAN ID
ooooo

32

NORMAL

LOGOUT

Force logout ;
Authentic mode had
changed (static vlan
-> dynamic vlan).

oooo

00 VLANOOODOOOO
o000 VLANOOOOO
goooooooooooo
oooooooooooo

od

oooo

gooood

MACOOODO
VLAN ID
ooooo

34

NORMAL

LOGIN

Un-authorized Port
Accepted.

oooo
gooooooobooooo
goooo

oooo
gooooo

MACOOODO
VLAN ID
ooooo

82

NORMAL

SYSTEM

Accepted clear

auth-state command.

goooo

clear mac-authentication
auth-state 000000
gooooooooooo
gooood

gooo

gooooo

83

NORMAL

SYSTEM

Accepted clear
statistics command.

ooood

clear mac-authentication
statistics 0000000
Ooo0oooOooOooooo
oooo

ooood

oooooad

84

NORMAL

SYSTEM

Accepted commit
command.

gooo
commit mac-authentication
gooooooooooo
gooooooooooo
od

gooo
goooog
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show mac-authentication logging

oo ooono ooono

oooocoon

ooooo

oooo

85 NORMAL SYSTEM

Accepted dump
command.

oood

dump protocols
mac-authentication 0 O O
goobobooooboog
gooooooo
oood

gooooo

86 NORMAL LOGOUT

Force logout ; MAC
address not found
L2MacManager.

oooo

MACOOOOO MACOO
0000000 VLANOO
oooooooooooo
OOVLANOOOOODO
MACOOODOOOODOODOOO
oooocoooooooo
oobooooooooooboo
oooo
oooocoooooooo
ooo

MACOOOO
VLAN ID
ooooo

88 ERROR SYSTEM

Macauthd could not
initialize.[ 0 O O
ooo ]

gooo
MACOOOOOOOOOO
gooooooooog
gooo
MACOOOOOOODODO
goooooooooogo
gooooooooooo
OJO00000O0restart
mac-authentication 0 O 0
OO0 MACOOOOOOO
goooooooooo

gooooo

89 ERROR SYSTEM

Connection failed ;
Operation command.
error=[0 00000
]

oooo
gooooooooooo
gooooooooo

oooo
gooooooooooo
oooooooooooo
oo

oooooo

90 ERROR SYSTEM

Connection failed ;
L2MacManager.

oooo
VLANOOODOOOODoOOo
gooooooooooo
oopoooog

oooo
gooooooooooo
000000 O restart vlan
00000 mac-manager
gooooooooooo
goooooo

92 ERROR SYSTEM

Disconnection failed ;
L2MacManager.

oooo
VLANOOODOOOoOooog
gooooooo

oooo
oooooooooooo
000000 O restart vlan
00000 mac-manager
gooooooooooo
goooooo
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show mac-authentication logging

oo

ooono

ooono

ooooooo

ooooo

oooo

93

ERROR

SYSTEM

Program failed ;
Configuration
command. [0 00
0oo]

gooo
gooooooooooo
ooooooooooo
gooo

restart mac-authentication
ooooo MACOOOO
oooooooooooo
ood

oooooo

94

ERROR

SYSTEM

Program failed ;

Internal data update.

[Doooool

gooo
gooooooooooo
gooooooooooo
goooooo

gooo

restart mac-authentication
ooooo MACOOOO
gooooooooooo
od

ooooood

95

ERROR

SYSTEM

Program failed ;
Login information
could not create. [ O
ooooo]

gooo
gooooooooooo
goooo

gooo

restart mac-authentication
ooooo MACOOOO
gooooooooooo
0o

gooooo

96

ERROR

SYSTEM

Program failed ;
Login information
could not delete.

ooood
oooooooooooo
ooooo

ooood

restart mac-authentication
goooo MACOOOO
gooooooooooa
oo

99

ERROR

SYSTEM

Accounting failed ;

RADIUS accounting.

oooo
RADIUSOOOOOOOO
gobooooobooobogo
gboobooooooog
oooo

O0O0O RADIUSOODOO
gobooooobooobogo
OOOODOORADIUSOO
gboogooooooooon
gooooooooooo
god

MACOOOO

100

NORMAL

SYSTEM

Accepted clear
logging command.

gooa
clear mac-authentication
loggingOOOOOOOOO
gooooooooood
oOooo

oood
gogoooo

101

NOTICE

SYSTEM

Change to
redundancy mode
(SBY -> ACT).

oooo
MACOOOOOOOOOO
gooooooooooo
gooo

oooo
gooooo
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show mac-authentication logging

oo

ooono

ooono

oooocoon

ooooo

oooo

102

NOTICE

SYSTEM

Change to
redundancy mode
(ACT -> SBY).

oooo
MACOOOOOODDOODOOO
oooooooooooo
oooo

oooo
oooooo

103

NORMAL

SYSTEM

Synchronized ;
Macauthd ->
L2MacManager.

oooo
oooooooooooo
oooocoooooooo
oooocoooooooo
oooo

oooo
MACOOOOOOODOO
oooooooooooo
oooooooooooo
ooo

MACOOODO

105

NOTICE

LOGIN

Login failed ; VLAN
suspended.

gooao

VLAN O disable D O OO
oooooooooooo
ooo

gooo

VLAN 0O enable D O OO
gooooooooooo
ooooo

MACOOODO
VLAN ID
ooooo

106

NORMAL

LOGOUT

Force logout ; VLAN
suspended.

gooo

VLAN O disable 0 O O

gooooooooooao
oooo

gooo

VLAN O enable 00 OO
gooooooooooao
ooooo

MACOOOO
VLAN ID
goood

107

NOTICE

LOGIN

Login failed ; MAC
address not found to
MAC authentication
DB.

gooo

00000 MACODDO
000 MACOO DBODO
oooooooooooo
oooooooo
oooo

OO0 MACOO DBODOO
00000 MACODODO
oooooooooooo
ooao

MACODOO
VLANID U 2

108

NOTICE

LOGIN

Login failed ; VLAN
ID not found to MAC
authentication DB.

oooo

00000 VLANIDOO
0OMACOODBODOOO
oooocoooooooo
oooooo

oooo

00 MACOO DBOOO
00000 VLANIDOO
oobooooooooooo

MACOOOO
VLAN ID
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show mac-authentication logging

oo ooono ooono

ooooooo

ooooo oooo

255 ERROR SYSTEM

The other error. [ O oooo
ooooo)]

gooooag
MACOOOOOOOOO
0 O The other error. 0 0 O
goooooooobooo
goobooooobooo
oo

oooo
MACOOOOOOOOOO
000000dump
protocols
mac-authentication 0 O O

oooooooooooono
restart mac-authentication

ooooo MACODOO
oooooooood

ooomoooo

00 100000000VLANsuspend 00 0000000000000 O0O0O0O0O0OOOOOOOOOOOOOOO

oooooooooooo

002000 VLANOOOOOOOOOOOOO0O

gogoooogo

ao

ogooooogo

0 7-70 show mac-authentication logging 0 0 0 0000000 0O0O

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooboooo

Can't execute.

ooooocoooooooo

Connection failed to mac-authentication program.

MACOOOOOOOODOODODODODOOOOOOOOOO0OO
000000000000 00D0O restart mac-authentication
00000 MACOOODODODOODODOODOOOOOOO

Mac-authentication is not configured.

MACOOOOOOO0O0O0O0O0000000000000000
ooooocoooo

goodgdao

« MACOOOODOODOOODOODDOODDOODOOOODODODOODOODOOO
- JO000D00OD0OO0OOOOOOODOODODODOODbOODODO

203



show mac-authentication

show mac-authentication

MACOOOOOOOOODOOOOODODODODOO

ggodgguo

show mac-authentication

goobogooo

gooooooo

goodoogo

oo

gogodd
MACOOOOOOOOODOOUOODOOODODODDO

e MACOOOOODOOOOOOOOOOOOO

# show mac-authentication

Date 20XX/04/15 10:52:49 UTC

mac-authentication Information:
Authentic-method : RADIUS

Syslog-send : enable
Authentic-mode : Static-VLAN
Max-timer : 60
Port Count : 0
VLAN-check : enable
vid-key : $VLAN
Authentic-mode : Dynamic-VLAN
Max-timer : 60

Port Count : 0

e MACUUUIUIODOOOOOOOOOOOO

# show mac-authentication

Date 20XX/04/15 10:52:49 UTC

mac-authentication Information:
Authentic-method : RADIUS

Syslog-send : enable
Authentic-mode : Static-VLAN

Max-timer : 60

Port Count : 1
VLAN-check : enable

vid-key : $VLAN
Access-list-No : 100
Authentic-mode : Dynamic-VLAN

Max-timer : 60

Port Count : 1
Access-1list-No : 100

Port Information:
Port : 1/2
Dynamic-VLAN

VLAN ID : 1300-

Native VLAN : 1000

204

gooon

Accounting-state

Max-terminal
Auto-logout

Max-terminal
Auto-logout

Accounting-state

Max-terminal
Auto-logout

Max-terminal
Auto-logout

1310

disable

4096
enable

4096
enable

disable

4096
enable

4096
enable



Port
Static-VLAN
VLAN ID

1/10

300,305

goodgdao

O78OMACOOODODODOOOOOOOOOOOOO

show mac-authentication

ooono

oo

ooooono

Authentic-method

oooo

MACOOOOOOODOODO
LocalD O OO QODOO
RADIUSO RADIUS O O

Accounting-state

oooooood
oooooooo

MACOOOOOODDOOOODOOOODOOOODD
oo

enableD0O000OODOOODO

disabled 00000000000 ODOOO

Syslog-send

syslogODOOOQOO

MACOODOOOOODO syslogODOOOOOOOO

pooooo gooooo

enable( O O

disabled O 0O O
Authentic-mode ooodo MACOOOOOOOOOOO

Static-VLANO OO VLANOOO

Dynamic-VLANO OO OOOO VLANOOO
Max-timer gooooog oooooooooooooooooa
Max-terminal goooooa MACODOOOOODODODOOOOOOOOOOO
Port Count goooo MACOUOODOODODOODOOOOOOO

Auto-logout

goopoooooodg
oooooooog
oooooooog

0000 MACOODODODOODOODODOODO
goooooooboobooboboboobooo
oono

ooo enabled 000000000000 DODODOODOO
goooooooo
disable0 00000000000 DOOOOOOO
ooooooog
VLAN-check oooooo MACOOOOOOOOOOOVLANIDOOOO
VLANIDOOOO ooooo
oo enableD VLANIDOOODOOOD
disableD VLANID OO OODOOODO
Vid-key RADIUSOOOO RADIUSOODOO0O0DOOODOOOOOODOOOD

ooooooood

oooooooo

oooo
Access-list-No ooooooo ooooooooooooooooooooo
ooooooooot o "ooooogo
Port ooooo MACOOOOOOODOOOOODOO
VLAN ID VLAN OO MACOOOOOOOOOOOODOOODOOO
VLAN ID
Native VLAN Oo0o0OoOOo VLAN 000000 VLANOOOOOOoooooooo

0O VLANID

00000 VLANO VLAN ID

gogoooogo

oo

205



show mac-authentication

ugooooogo

0 7-90 show mac-authenticaton D 0 0000 O0O0OOODO

goooo oo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Can't execute. ooooooooooooo
Connection failed to mac-authentication program. MACODOODOOOOOOODOODOODOOOOOOOOOOOOOOOO

00000000000 0000OOdrestart mac-authentication
Jo0000MACOOODOOOOODODOOOODOOOOOO

Mac-authentication is not configured. MACOODOOOOOOOODODODODOODODOOOODOOOOO
goooOooooo

ggodgguo

oo
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show mac-authentication statistics

show mac-authentication statistics

MACOOOOOOOOODODOOO

goodgdao

show mac-authentication statistics

goobogoo

gboboboob

gogododogo
oo

googg
MACOOOOOOOOUOOOOOOOODOOO

# show mac-authentication statistics
Date 20XX/04/01 11:10:49 UTC
mac-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

RADIUS mac-authentication Information:
[RADIUS frames]

TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

Account mac-authentication Information:

[Account frames]
TxTotal : 10 TxAccReqg 10 TxError : 0
RxTotal : 20 RxAccResp : 10 RxInvalid : 0

goobognd

O7100MACOOOOO0OO0O0O0O0O0OO

gooo oo
Authentication Request Total 0o0ooooooo
Authentication Current Count 0000000oo0oooo
Authentication Error Total oooooopoooooooo
RADIUS frames RADIUS OO
TxTotal RADIUSOOOOOO
TxAccReq RADIUS 00 O Access-Request 0 000
TxError RADIUSOOOOOUOODOO
RxTotal RADIUSOOOOOOO
RxAccAccpt RADIUS O 00O Access-Accept 1 0 00O
RxAccRejct RADIUS O 00O Access-Reject 00 00O
RxAccChllg RADIUS O 00O Access-Challenge 0 0 0O
RxInvalid RADIUSOOOOOOOOOOOO
Account frames oooooooooo
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show mac-authentication statistics

goooo oo
TxTotal goo0obOOobOOoboobooboobooo
TxAccReq 0000000000000 Accounting-Request 0 00 O
TxError goOoo0oOo0o0oooboboboooobo
RxTotal gooooooobooooboobooog
RxAccResp 0000000000000 O0 Accounting -Response O 0 [0 0
RxInvalid gooo0o0o0o0bOOobOobOobOoboOoooooo

goobogoooboo

oo

ugooooogo

0 7-110 show mac-authentication statistics 0 0 0 000000000

ooooo

oo

Can't execute this command in standby system.

oooooooooooooooooooooonoo

Can't execute.

oboooooooooood

Connection failed to mac-authentication program.

MACOOOOOOOODOOODODODODODOOOOOOOO0OOO
00000000000 0000OOdrestart mac-authentication
Jo0000MACOOODOOOODODOODOODOOOOOO

Mac-authentication is not configured.

MACOOOOOOOOODOODOOODOOOODOOODDODOOO
ooooooood

ggodgguo

oo
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clear mac-authentication auth-state

clear mac-authentication auth-state

MACOOOOOOOOOOOOOOOOOOODODODODDODDODOO

gboboboooooboobobobooboooooobooboobobobooboooboonDo

goobognd

clear mac-authentication auth-state mac-address {<mac> | -all} [-f]

gogododogo

gbooobooboob

gogododogo

mac-address {<mac> | -all}

<mac>
<mac>0 00000 MACOOOODODDOOODODODOODOOODOODOODODOO
MAC O OO 00O 0 0000.0000.0000 O feffffff.ffff 0 0000000000000 00O0O0OOO0O
MACOOOOODODOOODOOODOOOO 1000000000D00000O0

-all
doddooodoooooooooooooooooooooao

gbooooooboobobobobooooooooobobo

gbooooooooobo
goooooooooboobo

gobood
gbobobooooboooboooboobobobobooooo

e 10000 DOOODDODOOO MACOOOODOO0012.e200.000100000000000000000O

# clear mac-authentication auth-state mac-address 0012.e200.0001
Logout client mac-authentication of specified MAC address. Are you sure? (y/
n): vy

e JO0ID0OODODODOOLOOODOODODODODODLOODOOO

# clear mac-authentication auth-state mac-address -all
Logout all client mac-authentication. Are you sure? (y/n): y

goobognd

ao

goobogoooo

gbobobobooobobooboboo
ogooooogo

0 7-120 clear mac-authentication auth-state 0 0 000000000

ooooo oo

Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
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clear mac-authentication auth-state

ooooo

oo

Can't execute.

ooooooooooooo

Connection failed to mac-authentication program.

MACOOODOOOOOOOOOOODODOOOOOOODOOoOOO
0000000000000 O0OOdrestart mac-authentication
o000 MACOODOODOODODODODODOOOOOO

Delete Error.

ooooooooooooo

Mac-authentication is not configured.

MACOOOOOOOOODOOOODOOOODOOODDODOOO
gooooooooo

ggodgguo

oo
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clear mac-authentication logging

clear mac-authentication logging

MACOOOOOOOOOOoOooood

goodgdao

clear mac-authentication logging

goobogoo

gboboboob

gogododogo
oo

googg
MACOOOOOOOOODOODOODUOOUOODUODODODDO

# clear mac-authentication logging

goodgdao

oo
goobogoooo

ao
goboooooo

0 7-130 clear mac-authentication logging 0 0 0 OO0 O0O0OCOOO

ooooo oo
Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
Can't execute. ocoooooooobooooo
Connection failed to mac-authentication program. MACOOOOODODODOOOODODODOOODODODOOOOOOOo

000000000000 00D0O restart mac-authentication
00000 MACOOODODODOODODOODOOOOOOO

Mac-authentication is not configured. MACOOOOODODOOOOODODDODOOODODODOOOOoDOoOOOo
ooooooooo

goobognd

ao
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clear mac-authentication statistics

clear mac-authentication statistics

MACOOOOOOOOOoOoOooooo

ggodgguo

clear mac-authentication statistics

goobogooo

gooooooo

goodoogo

oo

gogodd

MACOOOOOOODOODOOOODODOOODUODDODODO

# clear mac-authentication statistics

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 7-140 clear mac-authentication statistics 1 0 0 0 00000 O00ODO

ooooo

oo

Can't execute this command in standby system.

oooooooooooooooooooooonoo

Can't execute.

oboooooooooood

Connection failed to mac-authentication program.

MACOOOOOOODODOOODODODOOODODOOoOooOoOOoOg
00000000000 00D0OOdrestart mac-authentication
Jo0000MACOOODOOOODODOOOODOOOOOO

Mac-authentication is not configured.

MACOOODOOOOOOODOODOOODOOOOOOODDODOOO
ooooooood

goobogo

oo
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set mac-authentication mac-address

set mac-authentication mac-address

OO0 MACOODBO MACOOOO MACOOOOOOOOOOOOOOOOOOO VLANIDOOOO
0000000000000 MACOODODO VLANIDOOODOODODOODOOO

O000Q0O0oQ0O0oo0Oo VLANOOOOO0OO0O00o0ooooooooooo VEANIDOOOOoooooo
000000 VLANOOOOOOOOoooo VLANIDOOOOOoOooooooooo

00000 MACOO DBOOODOOODOOOODO commit mac-authentication 000000 O0O00OOO
ooo

goobognd

set mac-authentication mac-address <mac> [<vlan id>]

gogododogo

gbooobooboob

goobogoo

<mac>
0000 MACOODOODOOODO
MAC OO0 000 O0000.0000.0000 O feffffff.ffff 0 0000000000000 00O0O0OO0O0O
MACOODOODOOODOOOODOOOD 100000000000000O0

<vlan id>
000000000000 VLANO VLANIDOOOOOOO
000b000O000obO0o@ooDboobOo0ooboobooobOooobooOon
0000o0o0odo VLANOOOOOOODOoDoOoDOMACODODODOODOO VLANIDOOOOO
000000000o0DoDdooooDoO VLANOOODOOOVLANIDOOO 1000000000
O VLANOOOOODOODOOOoOOOooooooooooo

gbooooooooboobo
0000 VLANIDOOOOOOOoOOoOoo
000000 VLANOOOOOOooooooMACOOOOOOOO0oooooooooooo
gogd

googg
MACO OO0 "0012.e200.1234"0 VLAN ID"10"0 000000

# set mac-authentication mac-address 0012.e200.1234 10
ogooooo

oo

gogoooogo

oo
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set mac-authentication mac-address

ugooooogo

O 7-150 set mac-authentication mac-address 0 0 0 00000000000

ooooo oo
Already mac address "<mac>","<vlan id>" exists. DO00Oo0o MACOODDOOODODOOOODOOOOO
Can't execute this command in standby system. 00000000000 oooooooooooag
Can't execute. 00000000000000000000000
Mac-authentication is not configured. MACOOOOODODODOOOODDOOOODDODODOOOOOoOOOo
ooooooooo
Now another user is using mac-authentication 00odooooMACOOODOODOOOOODOODOOOOOOOOOO
command, please try again. 00000 ooooooooog
The number of client exceeds 1024. O0MACOODOOODOUOOODOOODOOODOOOOO
goodogo

e JO0O0OO0OOODOOUOO0OOOOOOOOOOOOO
e commit mac-authentication 0 00000000000 MACOO DBODODODOODOOODO

« J00U0O0O0OVLANDOUOODUOOUOOUOOOOOOUOOO00O <vlanid>0000000000
« JOMACOODDODODO VLANIDOOOOOOOOOOOOOO VLANIDOOOOOOOO

ao
« VLANIDOOOOOOOOO0O00000000 VLANOOOOOOOOOO0o0o0oooooooo

oooooooo
« JOMACOOOODDOOVLANIDOOOOODOODO VLANIDOOOOOOOOOOOOOOVLAN

IDOooOoOOOOOOOCOQOOOOOOOOOOOOOOOOOOOo
« VLANIDO 100000000000000000D0O0O0O0DOODOOO
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remove mac-authentication mac-address

remove mac-authentication mac-address

O0MACOODBOO MACOOOO MACODOODODODOODODODODOOOMACOOCOOOOOO VLANID
0000000000000 MACODODDODODODODODODODOOD

0000000000000 D000004commit mac-authentication D 0000000000000

goobognd

remove mac-authentication mac-address {<mac> | -all} [-£]

gogododogo

gbooobooboob

goobogoo

<mac>
0000 MACOODOODOOODOO
MAC OO0 000 O0000.0000.0000 O feffffff.ffff 0 0000000000000 O00O0O0OOO0O
MACOODOODOOUODOOOODOOOD 10000000O00DOOO0ODOO

-all
0000 MACODOOODODOOOOOO

gdo0oOoOoOoOoOoOOOO0OO0OMACOODODOODODODOO

gbooooooooobo
gboobooooooboobobo

gobood
e MACOODOO "0012.e200.1234"0 000000

# remove mac-authentication mac-address 0012.e200.1234
Remove mac-authentication mac-address. Are you sure? (y/n): y

e I000DODDOOOOOOOOOOOMACOOOOOOOOOOOOOO

# remove mac-authentication mac-address -all
Remove all mac-authentication mac-address. Are you sure? (y/n): y

goodgdao

oo

goobogoooo

ao
ogooooogo

0 7-160 remove mac-authentication mac-address 0 0 000000000000

ooooa oo
Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
Can't execute. ogooooooooooooooooooooono
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remove mac-authentication mac-address

ooooo oo

Mac-authentication is not configured. MACODOODODOODOODOOOODOOOODODODODOOOOO

gooooooooo

Now another user is using mac-authentication

goooooo MACODOOODOOOOOOODODOOOODOO
command, please try again.

gooooooooooooooo

Unknown mac-address '<mac>'. Joooo MACOOOOOODOOOOOOOO

goobogo

commit mac-authentication D 0000000000000 MACOO DBOOOOOOOOO
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commit mac-authentication

commit mac-authentication

MACOOOOO MACOO DBOOODOOOOOODODODODODODOO

0000000 MACOODODOOOOOODOOOOOOOOOODOODOODOODOODOODOODOODOO
OO0 MACOO DBOOOOOOODOOODOODOOO

¢ set mac-authentication mac-address

¢ remove mac-authentication mac-address

goobognd

commit mac-authentication O -f0]

goobogoo

gboboboob

gogododogo
-f

goooOoOoOoOoOoOoOOODOOMACOOOOOMACOO DBOOOOOOOOOOOOOOO

oo
gboooooooboobd

gbooooooobobabdo

googg

MACOOOOO MACOCO DBOUOODODODUOODOOUODODDODOO

# commit mac-authentication

Commitment mac-authentication mac-address data. Are you sure? (y/n): y

Commit complete.

goodgdao

oo

goobogoooo

ao

goboooooo

0 7-170 commit mac-authenticaton D 0D 000000000000

ooooo

oo

Can't execute this command in standby system.

gooooooooobooooobooooboooo

Can not commit.

000000000000 000 restart mac-authentication O
oooooooooooooooooooooooog

Can't execute.

goooooooooooooooooooboooo

Command information was damaged.

goooooooooooooobooooooo

Connection failed to mac-authentication program.

MACOOOOOOOODODODODODOOOOOOOO0OOO0O0OO
000000000000 00D00O restart mac-authentication
00000 MACOOODODODODOODOOOOOOOO
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commit mac-authentication

ooooo oo

Mac-authentication is not configured. MACODOODODOODOODOOOODOOOODODODODOOOOO

gooooooooo

Now another user is using mac-authentication

goooooo MACODOOODOOOOOOODODOOOODOO
command, please try again.

gooooooooooooooo

ggodgguo

- J00000000000000000000O MACOO DBOOODUOOOOOODOOOOO
« J0000000000U00U0UOOOMACOO DBOODUOODODODUODODODODODODODOOOOOOOOO
00oo0o0o0oOoO0oo MACOO DBOOOOOOOOODOODODOO
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show mac-authentication mac-address

show mac-authentication mac-address

000000000 MACOOOO MACOOOODOOODOOOOODOOOOOOOODOOOODOODOOO
OO0 MACODODODOODODODODOD

¢ set mac-authentication mac-address

¢ remove mac-authentication mac-address

000000 MACOOOOOOODOOOODO

goobognd

show mac-authentication mac-address {edit | commit}

gogododogo

gbooobooboob

gogododogo

{edit | commit}
edit
o0oooooooooon

commit
ddoooo MACOO DBOOOOOOOOOGO

googg

e JOODOODOOOODOODO

# show mac-authentication mac-address edit
Date 20XX/12/01 10:52:49 UTC
Total mac-address counts:2

mac-address VLAN
0012.e200.1234 3
0012.e201.abcd 4094

e J000OOO MACOO DBUOOUOODOOOOOO

# show mac-authentication mac-address commit
Date 20XX/12/01 10:52:49 UTC
Total mac-address counts:3

mac-address VLAN

0012.e200.1234 4

0012.e201.abcd 4094

0012.e202.6789 2
ogoooon

g7180MACOOODOOOOODODOO

ooono oo oooooa
Total mac-address counts OMACOOOODOO 00oO0oOooMACOOOODO
[}
mac-address MACOOOO Jo0o0doodo MACOOOO
VLAN VLAN Jo0000oOdo MACOOOOODODOOOO
0000 VLAN
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show mac-authentication mac-address

ggoooooo

oo

goboooooo

0 7-190 show mac-authentication mac-address 0 0 0 0 0000000000

ooood

oo

Can't execute this command in standby system.

obooooooooobo0oooOooooocoooa

Can't execute.

oooooooooooooooooooooonoo

Mac-authentication is not configured.

MACOOOOOOOOO0O0O0O00O0000000000000
gooooooooo

Now another user is using mac-authentication
command, please try again.

0000000 MACOOOOOODOOODDODOOODOOOOOO
ooooooooooooooo

goobogo

oo
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store mac-authentication

store mac-authentication

OO0 MACOO DBOOOOOOOOOOODOODOODOOO

gooodd
store mac-authentication <file name> 0O -f0J

goobogoo

gboboboob

goobogoo

<file name>
00 MACOO DBOOODOOOOOODOOOOOOOOOOOO

-f
gdo00oO0oO0O0O0O0OO0OO0OU0OO0OO0OO0OO0OU0MACOLD DBOODOODOODOODODOODODOODDODDOO
gbooooooooobo
gboobooooooboobobo
gobood

OOMACOODBOOOOOOOOOODO "authdata"OOOOCOOO

# store mac-authentication authdata
Backup mac-authentication MAC address data. Are you sure? (y/n): y
Backup complete.

goobognd

ao

goobogoooo

ao

ogooooogo

0 7-200 store mac-authenticaton 0 0 0000000000003

ooooo oo
Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
Can't execute. ocoooooooooooobooooooobooooo
Mac-authentication command is not configured. MACOODOOOOOOODODOODOOOOOOOOOOOOOoOoOoo

gooogooooo
Now another user is using mac-authentication ooo0oooDoMACOODOOODOOOOOOOODOODOODOOOOO
command, please try again. Jooooooooooooon
Store operation failed. gddoo0oooOoooOooooooooog
ogoooon

0000000000000 O0OU0D0OU0O0OUOU0O0OLO MACOD DBOODODODODDODODODDOO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
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store mac-authentication

OO0showflash 00 0000000000000 O0O0O0O0O0O0O0O0O0O0OOO0OOOOOOOOOO
show flash 00000000000 OOOOO

> show flash
Date 20XX/12/01 19:46:29 JST

Flash :
user area config area dump area area total
used 37,063kB 65kB 16kB 37,144kB
free 616kB 7,199kB 8,152kB 15,967kB
total 37,679kB 7,265kB 8,168kB 53,112kB

O0O0O0OO0OO0OO0ODOuwserarea000000Ofree0 00O 100kBOOOOOOOOODODODODODODODO

gbobooooobobobobooboobobtUrmibobOobOOobOobOoboooooboobonbn
gbobooooobobobooobooobogon
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load mac-authentication

load mac-authentication

OO0 MACOO DBOOOOOOOOOOOOOOO MACOO DBOOODOODOODOOOODOOOOO
gbobobooboooooboobobobooboobooooobobobo

¢ set mac-authentication mac-address
e remove mac-authentication mac-address

e commit mac-authentication

goodgdao

load mac-authentication <file name> [-f]

goobogoo

gboboboob

gogododogo

<file name>

OO0 MACOO DBOOOOOOOOOOOOOOOODODODODOO

-f
gdo0o0o0oOoOoOoOoOoOOOOOOO MACOO DBOODODOD
gbooooooooobo
gbooooooobobabdo
gobood

O0MACOODBOOOOOOOOOOO "authdata"OOOOOOODO

# load mac-authentication authdata

Restore mac-authentication MAC address data. Are you sure? (y/n): y
Restore complete.

goobognd

ao

gogoooogo

oo
ogooooogo

0 7-210 load mac-authenticaton 0 0 0000000000000

goooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can not load. OO0 MACOODBOOOOOOOOODO O restart

mac-authentication 0 0 0000000 0O0OO load
mac-authentication 0 0 000000000 MACOO DBO
goooooooo

Can't execute. oooooooooooooooooooooon

223



load mac-authentication

ooooo

oo

Connection failed to mac-authentication program.

MACODOODODODODODOOOOODOOODODODOODOODOO
0000000000000 O0OOdrestart mac-authentication
o000 MACOODODOODODODODODOOOOOO

File format error.

oboooooooO0oooOooooooooOooOoooOoo

Load operation failed.

gooooooooooOoooooooooooo

Mac-authentication is not configured.

MACOOOOOOOOODOOOODOOOODOOODDODOOO
gooooooooo

Now another user is using mac-authentication
command, please try again.

ooo00oo0MACOOOOOODOOODDODOOOOODOOOOO
ooooooooooooooo

ggodgguo

e JO00D0OO0OOOOOOOOOODOODODOOOODOODODOODOOOOOOOOOODOODO

oo

¢ set mac-authentication mac-address

¢ remove mac-authentication mac-address

¢ commit mac-authentication

- J0000000000000000MACOODBOOOOOOOOOOOOOOOOOOOOOO
000000000 MACOUO DBOOOUODOODODODODOODODODDOO
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restart mac-authentication

restart mac-authentication

MACOOOOOOOOOOoOooood

goodgdao

restart mac-authentication [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
gboobooooooobooboobooboboboboooooon

gbooboooooooobon
gbooooooobobabdo

core-file
0000 MACOOOODODODOODOOOOOOODO

gbooboooooooobon
gbooooooobobabdo

gobood
MACOOOOOOOOOOOOOODODODODOO

> restart mac-authentication
macauth restart OK? (y/n): y

goodgdao

oo

goobogoooo
gbobobooobooobooboboboboboooooboooooboobobon
MACOOOOOOOOUOODOODOOUODUUODOUODUOODOODUOOUOOOOO
ogooooogo

0 7-220 restart mac-authenticaton 0 0D 0000000000

ooooo oo

Can't execute. goooooooooooo

Mac-authentication is not configured. MACOOOOOODOOODODODODOOOODOOOOOOoOoOoO
ogooooooaoao

goodgdao
gbobobooboooooboobobobooboobooooobobobo

e J000O0ODOOODO fusr/var/core/
« MACOODODOOODOOO O macauthd.core

225



restart mac-authentication

gbobooooobooboboboboooboobooboobobobobobooooboobOobOobon
gboooooooboobabdo
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dump protocols mac-authentication

dump protocols mac-authentication

MACOOOOOOOOOOOOOOOOOOOOOOOOOODOOODOOODODODODODODODODODO
goooo

goobognd

dump protocols mac-authentication

gogododogo

gboboooobooboboboooo

gogododogo

oo
gobood
MACOOOOOOOOOOOOOOoOooOooooo

> dump protocols mac-authentication

goobognd

ao

goobogoooo

ao

ogooooogo

0 7-230 dump protocols mac-authenticaton 0 O 0 0000000000

ooooo od

Can't execute. gdooooooooooo

Connection failed to mac-authentication MACOOOOOOOOOOOOOOOOOO0ODOODOODOO0OO0OO0O0O0O000O0
program. 000000000 0restart mac-authentication D 0000 MACOOODO
0ooooooooOoOooooo

Mac-authentication is not configured. MACOOOOOOOOOOOOOOOO0O00D0O0D00D0000000000
ogo

goodgdao
gbobooboooooboobobobooobooooooboooboobobooobooobooonoo

« 0000ODO0ODOO O /usr/var/macauth/
e 00000 macauthd_dump.gz

gbobooooobooobooobobobooboooooooobobobobooobooooboboboboon
gbobobooboogooo
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0O VLANO OP-VAAL

show fense serverd OP-VAAO

show fense statistics[1 OP-VAAO

show fense loggingd OP-VAADO

clear fense statisticsJ OP-VAADO

clear fense loggingd OP-VAAQO

restart vaall OP-VAAO

dump protocols vaall OP-VAAO
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show fense serverd OP-VAAL

show fense serverd OP-VAA[]

OO0 VLANOOOOOOOOOOOOO VLANaccessAgent 0O OO0 O0O0OO0O0OO

ggodgguo

show fense server [id <id no list>] [detail [<vlan id list>]]

goobogooo

gbobooooooboobobobob

goodoogo

id <id no list>
0000000000 VLANaccessControllerd O OO0 D0O00O0D0OOO0DOOOO

goobooooon
OO0 VAAIDOOOOOOO

g-"ooo"woooooboon
OoOoOoOoOoOoOoVvVAAIDODOOODOO

obooooooobobd
gboobooooooboobobobobooooooobon

detail
O00D0O00D000D00O0VLANaccessControllerD D000 O0O0O0D0OO0DOO0O

<vlan id list>
00000 VLCANOODOOOOODOOOOoOO VLANIDODOOOooOoooo
<vlanidlist>00000000000O 0000000000000 O0O0O0OOOO0ODOO0O0O0OO0
000000000000 VLANOVLANID=10O00OD0OOO0OO0O0OD

obooooooobobd
go0O0O0oO0OO0 VLANOOOOOOOOoOoooooo

gboooooooboobobaoo
000000oVvVAAIDOOOOOoOoooog VLANIDOODOOOOoOoOooooooo

gogodd

e JO00O0ODODODO VLANaccessAgent 1 1 000000000000 O0O0O0OO

>show fense server
Date 20XX/01/26 10:50:49 UTC
VAA NAME: switchO1l
VAA Sync Mode: Sync

Current Registered MAC: 20
Server Information:
ID:1 Status: enable Agent Status: CONNECTED
Server Address: 192.168.2.100 Port: 52153
Retry Timer: 10 Retry Count: 25920 Current Count: 0
Alive Timer: 20
Target-VLAN Count: 4
ID:2 Status: enable Agent Status: DISCONNECTED
Server Address: 192.168.3.200 Port: 52153
Retry Timer: 3 Retry Count: infinity Current Count: 20
Alive Timer: 20
Target-VLAN Count: 2
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show fense serverd OP-VAAL

e 00O DODODODO VLANaccessAgent 1 0 0000000000000 0000O0O0O0O0O0O00 VAA
IDODOOOOOOOOO0O00OO fensevlanOOOOOOOOOOO

>show fense server detail
Date 20XX/01/26 10:50:49 UTC
VAA NAME: switchO1l

VAA Sync Mode: NoSync

Current Registered MAC: 20
Server Information:
ID:1 Status: enable Agent Status: CONNECTED
Server Address: 192.168.2.100 Port: 52153
Retry Timer: 10 Retry Count: 25920 Current Count: 0
Alive Timer: 20
Target-VLAN Count: 4
Target-VLAN Information:
VLAN ID:2 1P Subnet Address: 192.168.2.0 mask 255.255.255.0
VLAN ID:3 1P Subnet Address: 192.168.3.0 mask 255.255.255.0
VLAN ID:4 1P Subnet Address: 192.168.4.0 mask 255.255.255.0
VLAN ID:10 1P Subnet Address: 192.168.10.0 mask 255.255.255.0
ID:2 Status: enable Agent Status: DISCONNECTED
Server Address: 192.168.3.200 Port: 52153
Retry Timer: 3 Retry Count: infinity Current Count: 20
Alive Timer: 20
Target-VLAN Count: 2
Target-VLAN Information:
VLAN ID:10 1P Subnet Address: 192.168.10.0 mask 255.255.255.0
VLAN ID:11 1P Subnet Address: 192.168.11.0 mask 255.255.255.0
ooogogo

VLANaccessAgent 1 000000000000 0OO0OO0O

0 8-10 VLANaccessAgent O O OO OO

oooo oo oooooo

VAA NAME VLANaccessAgent 00 [0 000 VLANaccessAgent 1 0000000000000
oooooooog
-00o0og

VAA Sync Mode 0o0o0o00000000o0 0000000000000 00000000000

oo NoSyncDOODDODOOOOOODODO

Sync0OODODOO

Current Registered 000000000 MACO MACVLANOOOOOO MACOOOOOOOOOOOOO

MACT 000000 MACOOOOOODODOOOOO "show vlan
mac-vlan <vlan id list> dynamic" O 00000000000
oo

Server Information ooooooo 0000000000000 00000000

ID VLANaccessAgent ID VLANaccessAgent 00000 IDOOOOOO
10 1001ID

Status oooo VLANaccessAgent 1 00 /0000000000

enabled 0 OO
disabled O 0O O

Agent Status ooooo 0000000000000000000000000
CONNECTEDO OO ODOOOOOOOOOOOO
DISCONNECTEDO OO OOOOOOOOODOOOOO
SUSPENDEDO VLANaccessAgent 0 0 00000
INVALIDOOOOOOOOooooooooo
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show fense serverd OP-VAAL

ooono

oo

oooooo

Server Address

goooooIpoOOO

ooooooIpO0ODOOODODOODDODODO
IpOODOOOOOOIPOOOO
-0o0oo

Port

oo0ooooTCcpOOOOO

ooooooTCeOODOOODODOOODODOOOD
10240 655350 00000

Retry Timer

oooooooooooooo
O

ooooooooooboooooboOobooooooooood
oooooooo
10 655350000000

Retry Count

OO0 MACOOOOOODODOO
oooooooboooooooo
oo

0oooooo0ooooobooooOooo vVLANOOO
MACOOOOOOOOO0O0O0O0O0O000000000000
oo

infinity0 0000000

00 327670000000

Current Count "

ooooooooo

ooboooooooooboooooboooooooobooooon
oooooooooooocoooboobOOoOoooboooan
oooo0 3200000000000

Alive Timer

KeepAlive 000000000
ooooooooo

KeepAlive 000 00000000000000O000O0O0O
goboooooooooboooooboooooooobooooon
oo

200 7200000000000

Target-VLAN Count

0000 VLANO

VLANaccessAgent 00000 VLANOOOOOOODOOO
VLANOOOOOOO
00 40940 VLAN O

OO00OVLANaccessAgent 1 000 0000000000000 O00O0O0OO0O0DOO0O00OOO0OOOOOOOOOO
gob0oooooooooOoooooooono

O 8-20 VLANaccessAgent D0 OO Ooooong

gooo og gooooo
VAA NAME VLANaccessAgent 0 0 000 VLANaccessAgent 1 0000000000000
gooooooooag
-0000
VAA Sync Mode 0000000o00o0ooooag 0000000000000 0D0D00OO0O00O0O0O0n

oo

NoSyncD 00O OOOOOOOOOO
SyncDOOOOO

Current Registered
MACP

O00ooO0oO0o0O0ooO MACO

MACVLANOOOOOO MACOOODOOOOOOODOO
00ooo0oO0MACODOOOODOOOODOO show vlan
mac-vlan <vlanid list>dynamic 0 0 000000000000

Server Information

oooocooo

ooooooooooooooooooooo

D

VLANaccessAgent ID

VLANaccessAgent 0 000000000000 vaa_idO OO
ooo
10 100 vaa_id

Status

oooao

VLANaccessAgent 100 /0000000 0OO0OQO enabled
ooog
disabled 0 O O

Agent Status Y

goood

godbobboooobboooboboooobooboooo
CONNECTEDO OO OODOOOODOOODOOO
DISCONNECTEDO OO OODOOOUOOOOOOOOO
SUSPENDEDO VLANaccessAgent 0 0 0O 000
INVALIDO OOODOoOOooooooooooo
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show fense server] OP-VAAL

oooo

oo

oooooo

Server Address

ooooooIpooOOO

goooooIpoODOOODOOODOODDOO
IpOooOOOOOOIPOODOO
-0oooo

Port

ooooooTCpOODOOO

ooooooTCeOODOOODODOOODOOOO
10240 655350 00000

Retry Timer

oooooooooooogoo
O

goboooooocoooOoooooooooooboboOooonod
oooOooooo
10 655350000000

Retry Count

OO0 MACOODOODDOODDO
goooooooooooon
oo

0000000000000 0000000 VERANOOO
MACOOOOOOO0O0O0O0O000000000000000
oo

infinityD O 0O0OOODOO

00 32ve70 00O 0O0OOO

Current Count H

ooooooooo

gobooooOooooooooOoooooooooooon
goboooooooooocooooOOoOoOoOoOoOonon
o000 3200000000000

Alive Timer

KeepAlive 000000000
ooooooooo

Keep Alive 000 0000000000000 O0O0O0O0O0OO
gobooooooooooooOoooooooooooon
oo

200 7200000000000

Target-VLAN Count

0000 VLANO

VLANaccessAgent 10000 VLANOOOOOOOOOO
VLANOOOODOOO
00 40940 VLAN O

Target-VLAN 0000 MACVLAN OO 0000 MACVLANOOOOOOOOOOOOOODOOODO
Information ooood
VLAN ID VLAN ID 0000 VLANOOOOOOOO VLANO IDOOOOon

20 40950 VLAN ID

IP Subnet Address

0000 VLANOOOOOOO
ooao

VLANIDOOOOOOOOO VLANOOOOODOOOOoODOo
oooooooo

000 VLANaccessAgent OO0 QO0OOOOOOOOOOOOODOOODOOODOODOODOODDOODDODODDO
obobooooooooooooooooood

gogoooogo

oo

ogooooogo

0 8-30showfenseserver 10D 0000000 DOOOO

ooooo

oo

Can't execute.

gooooooooooooooboooooboooo

Connection failed to VAA program.

VLANaccessAgent ] 0 000 0000000000000 00O0OO

0000000000000 O00OD0OO show fense logging 00 00
000 dump protocols vaa 0 D000 0Ovaa 0000000 FENSE
000000000000 FENSEOOOOOOOODOOOOOOOO
OOFENSEOOOOOOOOOUOOOODOrestartvaaO O OO0
VLANaccessAgent 00000000000

Now another user is using this command, please

try again.

0000000 showfenseserverdetail 1 0000000 OOOO

ooooooooooooooooboo
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show fense serverd OP-VAAL

ooooo od

VAA is not configured. VLANaccessAgent ] 0 00 00000000000000000O0O
ooooooooo

goobogo

show fense server detaill 0 D 0 D0 0000000000000 DOOOOO0O
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show fense statistics(1 OP-VAA[]

show fense statisticsl OP-VAAL

VLANaccessAgent 1 000000 O0O0OOQ

goodgdao

show fense statistics [id <id no list>]

goobogoo

gboboooobooboboboooo

gogododogo

1d <id no list>

0000000000 VLANaccessControllerd D OO0 D000 O0OOO0OOOOOO

gbooboooogo
00O VAAIDOOOOOoOoO

g"-"ooo"woooooboon

OoOoOOoOoOoOoOoVvVAAIDODODOOOO

gboooooooboobd

booooboobooboboboooboooboon

googg

O000OO0D0OO0O VLANaccessAgent 0 0 0 0000000000000 OOOOOO

>show fense statistics

Date 20XX/01/26 10:50:49 UTC
ID:1

VLANaccessController Connection:

Connect Count
Connect Failure Count
Timeout Disconnect Count:
VLANaccessAgent Recv Message:
ADDMAC DELMAC
Request 11020 11000
Error 0 0
FORMERROR 0 0
INVSTATE 0 0
NOMEMORY 0 0
INVPARAM 0 0
NOCLIENT 0 -
Target-VLAN Registration:
MACReg MACDel
Request 11020 11000
Error 0 0
INVVLAN 0 -
MACOVFLW 0 -
DUPMAC 0 -
NOMAC - 0
HASHFULL 0 -
OTHERERR 0 -
ID:2
VLANaccessController Connection:
Connect Count :

Connect Failure Count
Timeout Disconnect Count:
VLANaccessAgent Recv Message:

1
0
0
LSTMAC
100
0
0
0
0
0
A11MACDel
0
1

o

CLRMAC

DELMACALL

I OO OO oo
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show fense statistics(] OP-VAAL

ADDMAC DELMAC LSTMAC CLRMAC DELMACALL
Request 1100 1000 15 0 0
Error 0 0 0 0 0
FORMERROR 0 0 0 0 0
INVSTATE 0 0 0 0 0
NOMEMORY 0 0 0 0 0
INVPARAM 0 0 0 0 0
NOCLIENT 0 - - - -
Target-VLAN Registration:
MACReg MACDel Al1MACDel MACList
Request 1100 1000 0 15
Error 0 0 - -
INVVLAN 0 - - -
MACOVFLW 0 - - -
DUPMAC 0 - - -
NOMAC - 0 - -
HASHFULL 0 - - -
OTHERERR 0 - - -
ooooon
O 8-40VLANaccessAgent D0 OO0 OO Oooon
oooog oo oooooog
ID VLANaccessAgentID VLANaccessAgent 1 000000 vaa_idO00O000O0
10 100 vaa_id
VLANaccessController ooooo 000000 VLANaccessController 0 0 000 OO0
Connection 0 VLANaccessControllerD 0 O O gooooooooog

O

Connect Count oooo oooooooooooooooooo
oooo 32000000000
Connect Failure Count ogooooad ogoooooooooooooooooooon

oooo 3200000000000

Timeout Disconnect
Count

oooooooo

00000000 KeepAlive 00 00O 0O O U fense
alive-timer 10000000000 OOOOOOOO
goobobooooobooobobbooobbboooo
gooooooo

0000 320000000000000

VLANaccessAgent Recv 0o0oo0oo0oo0ooDoooooon VLANaccessAgent 100 0000000000000
Message ogodo Jgooooooooooo
ADDMAC MACOOOOOOOO MACOODOOOOOOOODOOOODOODOODOOOO
Request MACOOOOOOOOOOODO 00000000000 MACODOOOOOODOOOD
goooo
0000 8200000000000
Error MACOOOOOOOOOOODO 00000000000 MACOOOOOOOOOO
00000000 000O000o0oooooo
0000 s20000000000000
FORMERROR 00000 FORMERRORO OO MACOOOOOOOOOOOOOOOO
og FORMERRORO OO OOOOOOODOOOOOOO
0000 3200000FORMERROR 00O
INVSTATE 00000 INVALIDSTATE 0O O MACOOOOOOOOOODOOOOOO
ooog INVALIDSTATE O 0ODOOO0O0OO0O0O0O00O000O0O
0000 8200000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORYO OO MACOOOOOOOOOOOOODOONOMEMORY

oo

ooooooooooooooood
0000 3200000NOMEMORY OO
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show fense statisticsl OP-VAAL

oooo oo oooooo
INVPARAM 00000 INVALIDPARAMOO MACOOOOOOOOOOOOOOOO
ooog INVALIDPARAM OO O0O0OO00O0000000000D0
0000 8200000INVALIDPARAM O O
NOCLIENT 00000 NOCLIENTOOOO MACOOOOOOOODOOODOOOOONOCLIENT
0 000000000 000oo0ooO
0000 3200000NOCLIENT OO
DELMAC MACOOOODOOOO MACOOOOOOODDODODOOODOODOOODOO
Request MACOOOOOOOOOOOO 00000000000 MACOOOOOOODOOODO
ooooo
0000 s8200000000000
Error MACOOOODOOOOOOOO 00000000000 MACOOOODOOODOOO
00000000000o0o0o0oooooooo
0000 s820000000000000
FORMERROR 00000 FORMERRORO OO MACOOOOOOOOOOOOOOOO
oo FORMERRORO O DOODOOOODOOODODOOODOO
0000 8200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE OO MACOOOOOOOOOOOOOOOO
ooog INVALIDSTATEO OO OOOODOO0ODOO0OODOODO
0000 3200000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORY O OO MACOOOOOOOOOOOOOOOONOMEMORY
oo 00000o0O00o0ooooooooo
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAM OO MACOOOOOOOOOOOOOOOO
ooo INVALIDPARAM OO 00000000000 D000D0
0000 3200000INVALIDPARAM O O
LSTMAC oooooo 000000000000oo0ooooooo
Request 00o00oD0oo0oooo 00000000000 MACOOODODOOODOOD
ooooooo
0000 s820000000000000
Error 000o0o00oo0ooooo 00000000000 MACOOOOOOODOOODO
00000000000000000000000
0000 s82000000000000000
FORMERROR 00000 FORMERRORO OO MACOOOOOOOOODOOODOOODO
oo FORMERRORO ODOOODOOODOOODODOOODOO
0000 3200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE O O MACOODOOODOODOODOODOOOOODOOO
ooo INVALIDSTATEO OO O0OO0ODOOO0ODOO0OODOOOO
0000 32000 00INVALIDSTATE O O
NOMEMORY 00000 NOMEMORY O OO MACOODOODOOOODODOODOODOOONOMEMORY
oo 000000000O0oooooooo
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAMOO MACOOOOOOOOOOOOOOOO
ooo INVALIDPARAM OO O0O0OO00O0000000D0000
0000 3200000INVALIDPARAM O O
CLRMAC oooooo 0000000D0000000o0oO0ooO0ooo
Request 0000D0oO0oooo 0000000000000000000000000

o000 320000000000000
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show fense statistics(] OP-VAAL

oooo oo oooooo
Error 0o0o0o0oooooooo 00000000000000D000000o0ooon
0000000000O0o0ooon
0000 s82000000000000000
FORMERROR 00000 FORMERROR OO 0O MACOOOOOOOOOOOOODOOOOO
oo FORMERRORO OO OODOOOOOOODOOODOO
0000 8200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE O O MACOOOOOOOOOOOOODOOOOO
ooog INVALIDSTATEO O ODOOO0OO0OOO0D0OO0O0D0O0O0O
0000 8200000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORYO OO MACOOOOOOOOOOODOOOOOOO
oo NOMEMORY OO OOOOOOOOODOOOOOO
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAMOO MACOOOOOOOODOOOOOOOOOO
ooo INVALIDPARAM 000000000000 00000
0000 8200000 INVALIDPARAM O O
DELMACALL 00 MACOOOOOOOOO 00 MACOOOOOOOOOOOOOOOOOOOO
ooo
Request 00 MACOOOODOOOOOOO 0000000000000 MACOOOOODOOODO
ooog 0ooooooogo
0000 820000000 MACOOOOOOOOO
oo
Error 00 MACOOODOOODOOOO 0000000000000 MACOOOOOOOODO
ooog 000000000000 000000000oog
0000820000000 MACOOOOOOOOO
oooag
FORMERROR 00000 FORMERRORO OO MACOOOODOOOOOOODOOOOOODO
oo FORMERRORO OO OODOOODOOOOOOOOO
0000 3200000FORMERROR 00O
INVSTATE 00000 INVALIDSTATE O O MACOOOOOOOOOOODOOOOOO
ooo INVALIDSTATEO 0 OOOO0OD0OOO0OOODO0O0OO0O0OO
0000 8200 000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORY O OO MACOOOOOOOOOOODOOOODOOO
oo NOMEMORY OO OOOOODOOOOOOOOOO
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAMOO # MACOOOOOOOOOOOOOOOOO
ooog INVALIDPARAM OO 000000000000 D00OO0
0000 3200000INVALIDPARAM O O
Target-VLAN MACVLANOO MACOODOOO | MACVLANOOOOOOOOOOOOOODOOODOO
Registration ooooo oo
MAC Reg MACOOODOOOOOO MACOOOODOOODOOOOODOODOOOODODOOODOO
Request MACOOOODOOODOOODOO 0000 MACOODODOO MACVLANOOODOOOD
0ooooooog
0000 8200000000000
Error MACOOOODOOOODOOOOOOO 0000 MACOOOOO MACVLANOOOOOODO
0000000o0ooooooog
0000 s820000000000000
INVVLAN 00000 VLANIDOOOOO MACOOOOOOOOOOOOOVLANIDOOOO

goooo

gooooooooobooooo
0000 3200000INVALID VLANID OO
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show fense statisticsl OP-VAAL

oooo oo oooooo
MACOVFLW 00000 MACOOOOOOO MACOOOOOODOOOODOOOMACOOOOO
oooooooooo 000000000000D0D0DO0OOOoOoOOn
0000 8200000MACOVERFLOWOO
DUPMAC 00000 O0000o00ooooo MACOOOOOOODOOODOOOOOOODOOODOOO
oo 0oo0o0o0O0O0OoOoooo
0000 3200000DUPLICATE MAC OO
HASHFULL 00000 MACOOOOOOO MACOOUOOOOOOOOOOOOOOOOOOOO
00o0o0O0OO0O0O0O0O0OOoon 0000000000000 0000ooOo
og 0000 3820000000000
OTHERERR 000000000000000 MACOOOOOOOOOOOOOODOOOOOO0OO
aa 0oooooooooon
0000 32000000THER ERROR OO
MACDel MACOOOOOOOO MACOOOOOOODOOOOOOODOOO0ODOOO0OOO
Request MACOOOOOOOOOO MACOOOOOOOOOOOOOOOO
0000 s8200000000000
Error MACOODOOOODOOOOODOOOOO O0OO0O00MACODOODOOODO MACVLANODOOODOO
0000000 000O0O0Ooono
0000 3820000000000000
NOMAC 00000 MACOODOOOOO MACOOOODOOOODOODDOODOOOODOO
ooooooo 0000 3200000NOMACOO
AIIMACDel OMACOOOOOOOO OMACOOOOOOOOOOOODOOOOOOOO
oo
Request 0OMACOOODOODOOOO 0OMACOOODOOOOOOODOODOO
0000 s8200000000000
MACList MACODOOOOOOOOD MACOOOOOOODOOODDOODOOODOOODO
oo
Request MACOOOODOOOOOOODO 00 MACOODOOOOOODOOOODOOOOODOO

oooo0o3200boo0oboooboobooo

goobogoooo

ao

goboooooo

0 8-50 show fense statistics 1 0 0 0000 OO0OOO0OOO

ooooo

oo

Can't execute.

goooooooooooooobooooboooo

Connection failed to VAA program.

VLANaccessAgent 0000000000000 OCO0OOOOOOO

000000000000000000show fense logging 000 0O
000 dump protocols vaa 0 D000 Ovaa OO OO0 OO FENSE
000000000000 FENSEOOOOOOOoooooooa
OOFENSEOOOOOOOOOOOODOOrestartvaaO OO OO
VLANaccessAgent 1 0000000000

VAA is not configured.

VLANaccessAgent ] 0 000 0000000000000 00O0OO
oooooooood
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show fense statistics[1 OP-VAAL

ggodgguo

oo
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show fense logging[] OP-VAAL

show fense loggingd OP-VAA[]

VLANaccessAgent D000 O0O0OCOCOOCOOOOOOOOOOOOOOOODOOOOOOOOOOOO
000000 VLANOOOOOooooooo

goobognd

show fense logging [{error | warning | notice}]

goobogoo

gboboooobooboboboooo

gogododogo

{error | warning | notice}
O0o0oo0oooodooooooooooooooooooooooooooooooooOoo
ooo

gboooooooboobd
NOTICEO O UOODUOOUOO0U0O0DO00oooooouoooooooo

googg

VLANaccessAgent 00 00 000000000000 OOOOOOO

> show fense logging

Date 20XX/03/01 10:50:49 UTC

1:Jul 2 14:47:34:NOTICE:DELMAC message was received from the authentication
server. id=1 Subnet=192.168.1.0 MAC=0012.e201.0204

2:Jul 2 14:32:45:NOTICE:ADDMAC message was received from the authentication
server. id=1 Subnet=192.168.1.0 MAC=0012.e201.0203

3:Jul 2 10:49:23:NOTICE:WELCOME message was received from the authentication
server. id=1

SrvVer=1.0 SrvIP=192.168.2.10

4:Jul 2 10:49:23:NOTICE:The connection with the authentication server succeeded.
id=1

goodgdao

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooboobobobos7uboboboooooooooboobab

gse000d0dD00OOOODOOOOD

oono oo
ERROR ooooooooooobooooobooooOoooooOooOoooooooOooooooon
WARNING oboooooooooooooooooooooon
NOTICE ooboooooooooboooooboooooono

gs70o00oobooooon

oo ooo ooooood oo ooood
1 NOTICE ADDMACUO message was received from goo0ooooooooooag e vaa_id
the authentication server.0 id=<vaa_id> OO000O0 e subnet0 000
Subnet=<subnet 1 0 OO > « MACOOODO

MAC=<MACOOOO >
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show fense logging(] OP-VAAQO

oag ooo ooooooao oag oooo
2 WARNING The error response for the ADDMAC ooogoooooooooog vaa_id
message was transmitted to the oooooooooooo MACOOOO
authentication server. id=<vaa_id> oooooo
MAC=<MACO OO0 >0 Code=<01
goooo >
3 NOTICE DELMAC message was received from Doo00oooooooooog vaa_id
the authentication server.l] id=<vaa_id> ooooo subnet 0O OO
Subnet=<subnet 0 0 0O 0 > MACOOOO
MAC=<MACOOOO >
4 WARNING The error response for the DELMAC Joo00ooOooooooooa vaa_id
message was transmitted to the oo0oooooooooo MACOOOO
authentication server. id=<vaa_id> oooooo
MAC=<MAC O 00O >0 Code=< 0
poooo >
5 NOTICE CLRMAC message was received from the ooogooooooooog vaa_id
authentication server.[] id=<vaa_id> ooooooo subnet 00 00O
Subnet=<subnet 0 0 0O 0 >
6 WARNING The error response for the CLRMAC O0o0o00o0o0o MACOODO vaa_id
message was transmitted to the 00000000000000 subnet 00 00
authentication server. id=<vaa_id> ooo oooooo
subnet=<subnet 0 0 0 0 >0 Code=<01
poooo >
7 NOTICE DELMACALLVLAN message was Jo0000oo0ooooo MACO vaa_id
received from the authentication server. pOpopooooooooOOn MACOOOO
0id=<vaa_id>MAC=<MACOODOO >
8 NOTICE WELCOME message was received from goooooooooooo vaa_id
the authentication server.0) id=<vaa_id> 0O000000O gooooo
SrvVer=<0 000 00O version> version
SrvIP=<000000 IPOOOO > goooooIp
pgood
9 WARNING  Illegal frame was received from the Joo0o0ooooooooon vaa_id
authentication server. id=<vaa_id> "< [ 0 goooo
ogooaog >"
10 NOTICE The connection with the authentication oooooooooon vaa_id
server succeeded.l] id=<vaa_id>
11 NOTICE The connection with the authentication ooooooooooo vaa_id
server failed. id=<vaa_id> oooooo
RetryCount=<000000 >
12 WARNING The registration of the MAC address MACVLANOOOO MACO vaa_id
failed.J id=<vaa_id> VLAN ID=< oooooooo vlan_no
vlan_no > MAC=<MACO O OO >0 MACOOOO
Code=<O0O0QOQononQ > goooog
13 WARNING The number of registration of MAC 000000000 OMACO vaa_id
addresses is full. id=<vaa_id> ooooooooon MACOOODO
MAC=<MACOOOO >
14 ERROR Failed to open socket .0 Code=< 0 O O socket 0000000 oooooo
goo >
15 WARNING The socket with L2MacManager was L2MacManager 0 00000 gpooooo
closed. Code=<O0 OO QOG04 > oo
16 ERROR Configuration data setting failed. O Vlan-Port 00000000 oooooo

Code=<000DO0O0O >
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show fense logging[] OP-VAAL

oo oono ooooooo oo oooo

17 WARNING | Device open error. 0 Code=<O 0000 @ MACOOODOOOODOOO - JOOOoOoO
o> 0ooooooo

gogoooogo

oo

ogooooogo

0 8-80showfenseloggingD OO0 OO0 OOOOOOODOO

goooo oo
Can't execute. goobooooobbooobbooobobooo
Connection failed to VAA program. VLANaccessAgent 0 0000 0000000000000OOODO

0000000000000 O00OD0OO show fense logging 00 00
000 dump protocolsvaa OO0 OO0 0Ovaa 00O OO0 OO0 FENSE
O00C0O0OO0OOOODOOOD FENSEOOOODOOODOODOOODOO
OOFENSEOOOOOOOOOUOOOOOrestartvaaO O OO0
VLANaccessAgent 00000000000

Now another user is using this command, please 0000000000000 00000oooooooooooon
try again. gpooooo

VAA is not configured. VLANaccessAgent ] 0 000 000000000000000O00OO
oooooooood

goodgdao

gbobobobooboooboobooboobobobooooo

243



clear fense statistics(] OP-VAADO

clear fense statistics[1 OP-VAA[]

VLANaccessAgent 1 00000000000 O0O0O0O

ggodgguo

clear fense statistics [id <id no list>]
oo0oooOon

gbobooooooboobobobob

goodoogo

id <id no list>
0000000 VAAIDOOODOO VLANaccessAgent 100D 0000000 OOO0OO

goobooooon
OO0 VAAIDOOOOOOO

g-"ooo " oooooboon
OoOoOoOoOoOoOoVvVAAIDODODOODOO

obooooooobobd
gboboooooobooboboboboboooooboobobo

ogoooo
VLANaccessAgent 0 0 000000000000 O00ODOOOODOO

> clear fense statistics
>

goobogo

oo

goobogoooboo

oo

ugooooogo

O 8-90 clear fense statistics 0 00 0D 0000000000

goooo oo
Can't execute. godoooooooooooooooooooon
Connection failed to VAA program. VLANaccessAgent 0 0000 0000000000000 OO0ODO

0000000000000 0000Oshow fense logging 00 00
000 dump protocolsvaa D00 00O 0Ovaad OO0 00O FENSE
000000000000 FENSEOOOODOOOODOOOOOOO
OOFENSEOOOOOOOOOOOUOOOrestartvaa 0O OO0
VLANaccessAgent 0 0000000000

VAA is not configured. VLANaccessAgent 0 00000 00000000000O00O0O0OO
ooooooooo
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clear fense statistics(1 OP-VAAL

goodgdao

oo
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clear fense logging(l OP-VAAL

clear fense loggingd OP-VAAL

VLANaccessAgent 0000000000000 CO0O0OO0OOO0OOO0OOOOOOOOO

ggodgguo

clear fense logging

goobogooo

gbobooooooboobobobob

goodoogo

oo
gogodd
gbooboooooooboboboboobooobogon

> clear fense logging
>

goobogo

oo

ggoooooo

oo

ugooooogo

O 8-100clearfenselogging0 00000 DOOO0OOOOOO

goooo oo
Can't execute. goobobooobobooobobooobobboo
Connection failed to VAA program. VLANaccessAgent 0 00 0000000000000 00OO0ODO

0000000000000 0000Oshow fense logging 00 00
000 dump protocolsvaa 00000 0Ovaad OO0 00O FENSE
000000000000 FENSEOOOOODOOODOOoooooo
OOFENSEOOOOOOOOOOOOOOrestartvaaO O OO0
VLANaccessAgent 0 0000000000

VAA is not configured. VLANaccessAgent 0 0000 0000000000000 0O0O0OO
ooooooooo

goobogo

oo
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restart vaall OP-VAAD

restart vaalld OP-VAA[]

VLANaccessAgent 0000000
ogooooo

restart vaa [-f] [core-file]
oo0oooOon

gboboooobooboboboooo

gogododogo
-f
O000000000000000000VLANaccessAgent0OOOOO0O0O0O

gbooooooooobo
gbooooooobobabdo

core-file
00000 VLANaccessAgent 0 0000000000000

gbooooooooobo
gbooooooobobabdo

gbobobobooooooon
O000000000000000000VLANaccessAgent0OOOO0OO00O0O

googo
VLANaccessAgent 100000000 O0OoOOQ
> restart vaa

VAA restart OK? (y/n): vy
>

goobognd

ao

goobogoooo

e 00000 VLANaccessAgent 00000 MACOOOOOOOOOOOOOOOO

- 0000000000 MACOOOOOOOOOOUODOODOODOOOOOODOOOOOOOOOOO
goooo0o0o0o0o0o0oU0UO0U0D MACOODODOODOUODODODOUODOUODUODULODUODODULDOODOOO
gboooboobo

goboooooo

O 8MDOrestartvaa 0 OO0 O0O0ODODOOODOOOO

goooo og
Can't execute. 00000000 0000000000000aa
VAA doesn't seem to be running. VLANaccessAgent 1 0 00 0000000000000 0O000O0O

O000000OVLANaccessAgent 0 000000000000 OO
goobooooooboog
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restart vaall OP-VAAL

ooooo od

VAA program failed to be restarted. 00000000 VLANaccessAgent 00 000000000000
god0oboOoooboooooooa

goobogo

O0o0ooooooooooooooooooooooooooooon
0000000004 /usr/var/core/
O0000000dvaad.core

gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gbooooooobo
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dump protocols vaall OP-VAAL

dump protocols vaall OP-VAA[

VLANaccessAgent D000 O0O0OCOCOOCOOOOOOOOOOOOOOOODOOOOOOOOOOOO
gooo

goobognd

dump protocols vaa

goobogoo
gboboooobooboboboooo
gogododogo

oo

gobood
VLANaccessAgent D0 OO0 O0OOO0OCOOCOOOOO

> dump protocols vaa
>

goodgdao

oo

goobogoooo

ao

goboooooo

0 8-120dump protocolsvaa D 0 OO0 O00OOO0O0ODOOO

ooooon oo
Can't execute. gdooooooooooooooooooogn
Connection failed to VAA program. VLANaccessAgent 0 0 000 0000000000000 0O0O0OO

00000000000000000d0show fense logging 00 0O 0O
000 dump protocols vaa 0 D000 Ovaa OO OO0 OO FENSE
000000000000 FENSEOOOODOOOOOooooooog
OOFENSEOOOOOOOOOOOODOOrestartvaaO O OO0
VLANaccessAgent 1 0000000000

File open error. 000000000000000O0o00oOooOOooooOooOooo

VAA is not configured. VLANaccessAgent 0 0 000 0000000000000 0O0O0OO
ooooooooo

goodgdao

0000000000000 0O000000000bO00b0oOoo0onoOoo
0000000004 /usr/var/vaal
00000 vaad_dump.gz

gbobobobooooooboobobobobooobooooooobobobobobooboooooDo
gbobooogooo
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gsgpoooooon

DHCP snooping

show ip dhcp snooping binding

clear ip dhcp snooping binding

show ip dhcp snooping statistics

clear ip dhcp snooping statistics

show ip arp inspection statistics

clear ip arp inspection statistics

show ip dhcp snooping logging

clear ip dhcp snooping logging

restart dhcp snooping

dump protocols dhcp snooping
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show ip dhcp snooping binding

show ip dhcp snooping binding

252

DHCP snooping 0 000000000 OOCOOODOODOODOO

ggodgguo

show ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]

[vlian <vlan id>]
[interface <interface type> <interface numbers]

[{ static | dynamic }]

goodoogo

gbobooooooooooobobob

goobogooo

[ip] <ip address>
o000 IpPO00O00ODODOO0OOO0OOOOODOODOODOODOOOOODOOOO

mac <mac address>
0000 MACODODODODODODOODOOOOOOOODOOOOOOO0OO000000a

vlan <vlan id>
0000 VLCANOODODODODODOOoOooooooooooooooooooooooooao
<vlanid>000000000000O0O00OO0 ip dhep snoopingvlan OO0 OO0 VLANIDOODOO

oono

interface <interface type> <interface number>
oo bobobbobbbbbbobobobooooooog
<interface type> <interface number>0 0000000000000
¢ gigabitethernet <nif no.>/<port no.>
¢ tengigabitethernet <nif no.>/<port no.>

¢ port-channel <channel group number>

<nif no.>/<port no.> 0 0 00 <channel group number>0 0000000000000 0O0O0OOOO

gooooooooobobo

{ static | dynamic }

static
O0o00oo0oooooooooooooooooo0ooooobooooooooooooaon

dynamic
ddddooooooooooooooooboooobooboooobobooooooooa

obooooooobobo

gboboboboooooooobobobobobooooooboboboboooooon
gooboboboooooooooboooboobobobobooooobobobobobooboooon

goobobobooooooooboobobobooooooobo

gbooooooobooboboo
gboobooboboooooon

gogodd

DHCP snooping 0 000000000 O0OOOOO



show ip dhcp snooping binding

O 9-10DHCPsnooping0 00 000C00C0O0O0O0O0OO0OOO0OOOOOOOOOOO

> show ip dhcp snooping binding

Date 20XX/04/20 12:00:00 UTC

Agent URL: flash

Last succeeded time: 20XX/04/20 11:50:00 UTC
Total Bindings Used/Max : 5/ 500
Total Source guard Used/Max: 2/ 500

Bindings: 5

MAC Address IP Address Expire (min) Type VLAN Port
0012.e287.0001 192.168.0.201 - static* 1 1/1
0012.e287.0002 192.168.0.204 1439 dynamic 2 1/4
0012.e287.0003 192.168.0.203 - static 3 1/3
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
0012.e2be.b0fb 192.168.100.11 59 dynamic* 12 1/11

>

> show ip dhcp snooping binding 192.168.0.202
Date 20XX/04/20 12:00:00 UTC

Agent URL: flash

Last succeeded time: 20XX/04/20 11:50:00 UTC
Total Bindings Used/Max : 5/ 500
Total Source guard Used/Max: 2/ 500

Bindings: 1

MAC Address IP Address Expire (min) Type VLAN Port
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
>
ooogogo

0 9-10 show ip dhcp snooping bindingD OO0 OO0 0000

ooono oo oooooo
Agent URL oooooooooooboooon oooooooooooooooooooooonoo
oo flashOOOODOOOOOOO
mcd MC
-ooooo

0/00:0:00000000 2 0OO00O0ODOOO"™OO0O00O0O0C0
e Agent URLOODOOO
e JOOOODDOOODO
e JO0OOODOOODOO

Total Bindings Used/ ooooo0o0000O0ooog <Used>0 0000000
Max: <Used>/<Max> 0oo0o0O000000oooon <Max>0 00000000000

ogoooooao
Total Source guard ogooooooooooood <Used>0 0000000
Used/Max: <Used>/ Ogo0o0oo000o0oOooooobooo <Max>O0OOOOOOOOOOO
<Max> Ogooooooooooooood
oo
Bindings oooo O
MAC Address Jo0od MACOOODO O
IP Address gooIipo0oOogd O
Expire(min) gooooOooooo JoOd0000oOoooOb0o0o0o0oooooboooooo

"“"Ooooood
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show ip dhcp snooping binding

ooono oo oooooo

Type oooood staticOO0O00OO0ODOOODOO
static*0000000OOOOOOOOOOOODODOO
dynamicO0 0000000000
dynamic*0 000000000000 00O0O0DOOOO

VLAN 0000000000 VLANID 0

Port 00oo0o00o00oOooooon 000000000000 gigabitethernet O O O
tengigabitethernet 0 000 NIFOOOOOOOOOO
ooooo

port-channel 00 00O 0OOODOOOOOOO
ChGr:1 O ChGr:63

oooooooooo
gooboooooooooooooooooOooOoOooOooboO0oOooOOoOoOooOooOoOooOoOoOoOoOoOooOooOoooDooOoOoon

goobogoooboo

oo
ugooooogo

0 9-20 show ip dhcp snooping binding DO OO OOO000OCOOO00O0O

goooo oo
Can't execute this command in standby system. 0000000000 o0o0oooooooooon
DHCP snooping doesn't seem to be running. DHCPsnooping 0000000000000 OOODOOO
gogo
Illegal NIF -- <nif no.>. OO0 NIFOOOOOODODOOOOOOOOOoOooooogo

oopoooooo
<nif no.>0 NIF 0 O

Illegal Port -- <port no.>. goooooooOooooOooooOobooooooogo
ooooooooo
<portno>0 0 0O0ODODO

Program error occurred: <error message> 000000000000 000000ooooooon
goood
<error message> 0 0000

goobogo

oo
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clear ip dhcp snooping binding

clear ip dhcp snooping binding

DHCPsnooping 00000000 OOOOOOODOOOOOODOODOODOOOODOODOODOODOOO
gboboboboooooooon

goobognd

clear ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]
[vlian <vlan id>]
[interface <interface type> <interface numbers]

goobogoo

gboboooobooboboboooo

gogododogo

lip] <ip address>
0000 IPO000OD0O0OO0ODODOO0OOO0OO0OO0DOO0O0O0OO0DODOOO0OOO00DOO00

mac <mac address>
0000 MACOOODODODDOOOOOOODOOOOOOOO0OO000000o0oOoooao

vlan <vlan id>
0000 VLANODOOOOOOOODOOOo0Oo0Oo0oo0o0ooooooooooooooooooo

<vlanid>000000000000O000OO0 ip dhep snoopingvlan OO OO0 VLANIDOODOO
ggdo
interface <interface type> <interface number>

oo oobobbbbbbboobo
<interface type> <interface number>0 0000000000000

¢ gigabitethernet <nif no.>/<port no.>

¢ tengigabitethernet <nif no.>/<port no.>

¢ port-channel <channel group number>

<nif no.>/<port no.> 0 0 O <channel group number>0 0000000000 O00000O0OOO0O
OO000oogoooooooo

gboboooooonbg
vbooooooboboboboboobobooooobooboboboboboobooboobobo

vbooooooboboboboboboboooooboobooboboboboobooobooobon
gbooooooobOobobobobobooboooooooboobobo

gboboboooooboooboan
gbooooooooboooboboboboooooo

googg
gbobobobooobooooobooboobobobooooo

0 9-20DHCPsnooping0 00 000COO00DOOOOOOOODDOOODOOOOO

> clear ip dhcp snooping binding
>
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clear ip dhcp snooping binding

ggodgguo

oo

goobogoooboo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
ooo

ugooooogo

O 9-30 clear ip dhep snooping binding D 0 0O O0O0D0OOO0O0O0OOO

goooo oo
Can't execute this command in standby system. ooo0o0o0o0o0o0ooo0o0oooooooooon
DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 OOCOO
gogo
Illegal NIF -- <nif no.>. OO0 NIFOOOOOODODOOOOOQOOOOOoOooooogo

oopoooooo
<nif no.>0 NIF 0 O

Illegal Port -- <port no.>. goooooooOooooOooooOoboooobooooo
ooooooooo
<portno>0 O 0O0OODO

Program error occurred: <error message> 000000000000 o0o0oooooooooooon
goood
<error message> 0 0000

goobogo

oo
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show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCPsnooping 00 OO0 O0O0OO0OOODO

goodgdao

show ip dhcp snooping statistics

goobogoo
gboboooobooboboboooo
gogododogo
oo

googg

DHCP snooping 000000000000

0 9-30DHCPsnooping0 00 O00D0OOO0DOOOOODODOO

> show ip dhcp snooping statistics
Date 20XX/04/20 12:00:00 UTC
Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter
1/1 170 170
1/3 1789 10
1/25 0 0
ChGr:1 3646 2457
>

ooooon

0 9-40DHCP snooping0 0000 O0OOODO

gooo oo gooogoo
Database Exceeded goobooocooboboooboboboboobogo g
oo
Total DHCP Packets DHCP snooping 0 untrust 00000000 O

DHCPOOOOOODO

Port DHCP snooping 0 0 0 0O untrust 0 0O O gooooooooooo
gigabitethernet 0 O O
tengigabitethernet 0 0 0 O NIF OO
godobooOoooooaoo
port-channel 00 0 OO0 OOOOOOO
od
ChGr:1 0 ChGr:63

Recv DHCP snooping 0 00 untrust 00000 OO0 Fiter 0 0OO0OO0OO0OOO0OOOOOO
DHCPOOOOO od
Filter DHCP snooping 0 00 untrust 0 0000000 0

DHCPOOOOOReewyD OOOODOOOODDOOO
000ooooDbHCPODOODOO

oooooooooo
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show ip dhcp snooping statistics

ggoooooo

oo

goboooooo

0 9-50 show ip dhcp snooping statistcs 1 0 000000000000

0o0o0ooo 0o
Can't execute this command in standby system. 000000000000 ooooooooooo
DHCP snooping doesn't seem to be running. DHCPsnooping 00 0000000000000 O0OOO
oooo
Program error occurred: <error message> 0000000o0oooobbooooooobobooooo
ooooo

<error message>0 0 0000

goobogo

go0OOOOoOOoOOOOOOOOOOOOOOOO VLANO DHCPsnoopingOD D OOOOCOCOOODO
gboobooooooooobobob
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clear ip dhcp snooping statistics

clear ip dhcp snooping statistics

DHCPsnooping 00 OO0 O0O0OO0OOOO0O

goodgdao

clear ip dhcp snooping statistics

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

DHCPsnooping 0000000000 OOO

0 9-40DHCPsnooping0 00 00D0OOO0DOOOOODODOO

> clear ip dhcp snooping statistics
>

goodgdao

oo

goobogoooo

oo

goboooooo

0 9-60 clear ip dhcp snooping statistcs 0 D 000000000 OCOO

goooo oo
Can't execute this command in standby system. 000000000000 oooooooooon
DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 OODOO
oogo
Program error occurred: <error message> JO0000d0d00O0oOoObO0oo0ooOooooboooooao
ooooo

<error message>] 0 O 0OOO

goodgdao

oo
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show ip arp inspection statistics

show ip arp inspection statistics

OoO0OOOO0O ARPOODOODOODODODODODODODOO

ggodgguo

show ip arp inspection statistics

goobogooo

gbobooooooboobobobob
goodoogo

oo

gogodd

000000 ARPODODOODODODOODODODODODOO

0950000000 ARPOOOOOODOOOODDOOODOOOO

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
1/1 0 15 ( 15 0o )
1/2 584 883 ( 883 0o )
1/3 0 0o 0 0o )
ChGr:2 170 53 53 0o )
>
oooooo
0970000000 ARPODODODODODOODOODOOO
gooo og oooooo
Port goooo gooooooooooag
gigabitethernet 0 O O
tengigabitethernet 0 0 0O 0 NIF OO
oooooooOoooooo
port-channel 0 000000 0ODOOO
oo
ChGr:1 0 ChGr:63
Forwarded o000 ARPOODOODO a
Dropped 0000 ARPODOODOOOO DB mismatchO Invalid O O O O
DB mismatch 0000000000000 0000000000 O
000000000000000 ARPOOOOO
Invalid 00000000000000000000000 O

000 ARPOOOODO
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show ip arp inspection statistics

ogooooogo

0 9-80 show ip arp inspection statistcs 1 D 0000000 O0OOO0OO

goooo oo
ARP Inspection doesn't seem to be running. 000000 ARPODOOCOODOOOODOOOODOOODO
goooooo
Can't execute this command in standby system. oo0o00000o0oo0o0ooooooooooon
Program error occurred: <error message> Oo0000ooo0ooooooooooooooooon
ooooo

<error message>] 0 0 00O

goobognd

00oo00o0o0oOoOoOoOoO0O0oOooOoOoOooOoooooo VLANOOOOOOUO ARPOOOOOOOOOO
gbobooooboobobobooooo
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clear ip arp inspection statistics

clear ip arp inspection statistics

goO0OOO ARPOOOOOOOOOOOOOOO

ggodgguo

clear ip arp inspection statistics

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

000000 ARPOOODOOOOOOOOOOOO

0960000000 ARPOODOOOODOOOODOOOOODODOOOD

> clear ip arp inspection statistics
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 9-90 clear ip arp inspection statistcs 0 000000000 OCOOO

0o0o0ooo 0o
ARP Inspection doesn't seem to be running. 000000 ARPOOODODDOOOOOOOOOOOOOO
ooooooo
Can't execute this command in standby system. 000000000000 ooooooooooo
Program error occurred: <error message> go0oO0d0o0oOoooobobooooooobobooOoao
ooooo

<error message> 0 0000

ggodgguo

oo
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show ip dhcp snooping logging

show ip dhcp snooping logging

DHCPsnooping 000000000 OOOOOODOODOOOODOODOODOOO

goodgdao

show ip dhcp snooping logging [{ error warning | notice | info }]
oogogoooo

gboboooobooboboboooo

gogododogo

{error | warning | notice | info }
0000000000000 b00D0DO00bO00D000DO00D0DOO0DO000n ip dhep
snooping loglevel 0 0 0 0000000000000 O0OOOOODOODODODOOOOOODOOO
doddddooooooood
doooooooooo
notice 00000000 DOOODODOODOOODODOOODOOO

googg

DHCPsnooping 000000000000 OODOOO

0 9-70DHCPsnooping0 00 00D0O0O0DOOOOODOOOODOOOO

> show ip dhcp snooping logging

Date 20XX/04/20 12:00:00 UTC

Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust
port(1/2/1/0012.e2ff.£fe01/192.168.100.254) .

>

goobognd

gbobobobooobobooboboo

Apr 20 11:00:00 1D=2201 NOTICE DHCP server packets were received at an untrust
) 2) 3 @ (5)
port (1/2/1/0012. e2ff. fe01/192. 168. 100. 254).

(1)O00000000000000000000000000000000000
(0000000000000000000000000000000000000
®oooooIp

40D00000D000O0D0D0O00D0DOO0

go100000O00DDOOOD

oooQ oo oo
ERROR og 00000000000000000000000000000
WARN ooQ 0000000000000 000000000000000000000
NOTICE ooQ O0000000000000000D0000D000000000000000
INFO oo 0000000D0O0D0O0DO00
a

(6000000000
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show ip dhcp snooping logging

gboboooooboobobobobooobooobooon

0o9-MMOOCOOO0ODOOOO0ODO

ooooo b

oono

ooooooooo

oo

1109

INFO

The binding entry was deleted all.

oooo
gobooooooooooooooooooo
oooooo
gooooooooooocoooo
oono
oooo
oooooo

1110

INFO

The source guard entry was deleted all.

oooo
oobooooboooooocooobooooo
gooooooooooobooooo
oono
oooo
oooooo

1201

INFO

The binding entry was created(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo
00ooo00o0oooooooooooogoog
ooooo

0d0o00oooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOOO
0 <nif no.>0 NIF O O
O<portno>0 00000
O <vlan id>0 VLAN ID
O <mac address>0 MACO O OO
O<ip address>0IPO OO0

oooo
ooooog

1202

INFO

The binding entry timed out(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oogo
gboobooooobooboboboobooobooo
gboobooooobooboboboobooobooo
Jgoo0o0o00o0ooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPOOOOOOOOOO
O <nif no>ONIF OO
O<portno>0 00000
O <vlan id>0 VLAN ID
O <mac address>0 MACO O OO
O<ip address>0IPO OO0
oodo
gooooo

1203

INFO

The binding entry was deleted by
received DHCPRELEASE(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo
DHCPRELEASEOD O ODODODODOOODODOO
0oo0ooooooooboooooooon
oo

Oo00o0o0ooooooboooooad

<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>O DHCPO O OOOOOOOO
O <nif no>0ONIF O O
O<portno>00 0000
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO O
O<ip address>0 1P OO0 00O
oooo
gooooo
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show ip dhcp snooping logging

ooooogiIb

oono

ooooooooo

oo

1204

INFO

The binding entry was deleted by
received DHCPDECLINE(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo
DHCPDECLINEO O OOOOODOODOODOO
0od0b0oO0o0oboOoOOoOoooobOoooo
oad

gooooboooobobooon
<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOOO
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>[0 MAC O 00O O
O<ip address>0IP O 00O

oooo
gooooo

1205

INFO

The binding entry was renewed(<nif
no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

oooo
gooo0oo0oooUoooUooboooobooo
J000d0o00o0oo0oooooooooo

0doooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOODO
0 <nif no.>0 NIF O O
O<portno>0 00000
O <vlan id>0 VLAN ID
0 <mac address>0 MACO O OO
O<ip address>0IP O 00O

oooo
oooooog

1206

INFO

The binding entry was deleted(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo
goooooUoooUoooooooogoog
oooooog

0d0ooo0ooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOOO
O<nif no.>0NIF OO
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO O OO
O<ip address>0IPO OO0

oooo
ooooog

1207

INFO

The source guard entry was added(<nif
no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

gooo
gooooooocoobooooooooo

gdooooooooouooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ipaddress>0 0 OO OOO0OO0O0O

O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MAC O OO DO

O<ip address>0 IPO OO 0O
gooo

oooood
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show ip dhcp snooping logging

ooooo b

oono

ooooooooo oo

1208

INFO

The source guard entry was deleted(<nif 0 Q0O
no.>/<port no.>/<vlan id>/<mac go0o0o0o0oooOooooooooooo
address>/<ip address>). ooooooooooooooon

<nif no.>/<port no.>/<vlan id>/<mac address>/

<ipaddress>00 00000 O00O0OOO

0 <nif no.>0 NIF O O

O<portno>0 00 OO0

O <vlan id>0 VLAN ID

O <mac address>0 MACO OO O

O <ip address>0 PO 00O

oooo
goooooog

1301

INFO

The binding entry was oooo
created(ChGri<channel groupnumber> | 0000000000000 0O0OO0O0OOOO
<vlan id>/<mac address>/<ip address>). [0 OO000O
godo0oooooooooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0O O O
gooooog
O <channel group number>0 0000000
goo
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO DO OO
0O <ip address>0 1P 0000
oooo
gooooo

1302

INFO

The binding entry timed oogog
out(ChGr:<channel group number>/ O000000ooOo0oooOooooooooon
<vlan id>/<mac address>/<ip address>). OO0O00O00OO00O0O0O0OO0O0OO0OOOOOO
gdooodooooooooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0O O O
goooooo
0 <channel group number>0 0000000
ooog
0 <vlan id>0 VLAN ID
0 <mac address>[0 MAC O OO 0O
O<ip address>0IPO OO0
oooo
oooooog

1303

INFO

The binding entry was deleted by oooo
received DHCPRELEASEO 0 O0O0O0O0OOODOOOO
DHCPRELEASE(ChGr:<channel group 0000000000 OO0OO0oO0oooo
number>/<vlan id>/<mac address>/<ip oo
address>). 0000000000000000
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0O O O
gooooboo
0 <channel group number>0 0000000
ggo
0 <vlan id>0 VLAN ID
O <mac address>0 MAC O O OO
O<ip address>0IPO0O 00O
oooo
ooooog
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show ip dhcp snooping logging

ooooogiIb ooooooooo oo
The binding entry was deleted by ooog
received DHCPDECLINEO O OOOOOO0OOOOO
DHCPDECLINE(ChGri<channel group [OoOoOO00000000CCO0OO00O00
number>/<vlan id>/<mac address>/<ip oo
address>). 0000000000000000

ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address> DHCP 0 0 O
goooooag

0 <channel group number>0 0000000
ooo

O <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

O<ip address>0IP OO0 O

oooo
gooooo
The binding entry was oooo
renewed(ChGr:<channel group Jo00o0000o0oooooooooooog
number>/<vlan id>/<mac address>/<ip 00000000 0000DOOoDOOoDOon
address>). goodoooOoOoooooooon

ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 0 O
ooooooo
0 <channel group number>0 0000000
ooo
O <vlan id>0 VLAN ID
0 <mac address> 0 MACO O OO
O<ip address>0 1P 000 O

oooo
oooooo

The binding entry was gooo
deleted(ChGr:<channel group number> QOO O0000O00O00C00O00C0OOOOOOO
<vlan id>/<mac address>/<ip address>). OO0 O000O
gdooooooooouooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP O 0O O
goooooo
0 <channel group number>0 0000000
ooo
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO 0O
O<ip address>0IPO OO0
oooo
oooood

Discard of packets occurred by a oooog
reception rate limit of DHCP packets DHCPOOODO ARPODODODODOO
and ARP packets. 000000000000 00ooooon
gO00o0o0o00oooooooooa
ooo
oooo
gOoo0doo0oooooooooooooooo
Oo000d0ooOoooooooOoOoooon

267



show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

2201 NOTICE | DHCP server packets were received at
an untrust port(<nif no.>/<port no.>/
<vlan id>/<mac address>/<ip address>).

oooo

OO0 DHCPOOODOODDODODDO
goooooooooboooosbooono 10
oooooo

0od00ooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO O OO O
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O <ip address>0 1P 00 00O
oooo
godoboboooboboooobooogo

2202 NOTICE | Lease release was received from the
client who isn't in binding(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

ooodo

godoobooooooooooo
godoboboooboboooosogooDb 1D
gooooo
godo0oooooooooooo

<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO O OOOOOOOO
O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO DO OO

0O <ip address>0 1P 0000

oooo
Jd0d0obDOo0o0ooDoOoooooooooo
godobboooobooooboooooo

2203 NOTICE | DHCP direct request was received from
the client who isn't in binding(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

gooo

000 DHCPOOOODODOODDOOO
ooooooooooboOoos00o0n0o 10
oooooo

gdoooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0O DHCPO O OOOOOOOO
O <nif no.>ONIF OO

O<portno>0 00000

0 <vlan id>0 VLAN ID

O <mac address>0 MACO O OO

O<ip address>0IPO OO0

oooo
d0000O0O0O0O0O0OO0OO0O0OOOOOOOO
d0000oO0O00O0O00OO0O0oOoOOoooUooog

2204 NOTICE | ARP packet was received from the client
who isn't in binding(<nif no.>/<port
no.>/<vlan id>/<mac address>).

goodo
JdddoOooooooooooooogno
ARPOOOOODOOOOOOO
gooooooooobboboosdog 1d
gooood
gooooooooooooooo

<nif no.>/<port no.>/<vlan id>/<mac
address>0 ARPO 00O

O <nif no.>ONIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

U <mac address>0 MAC O O OO

goodo
0o0o0ooooooooooooooooono
Jo0d0obOo0o0ooooooboboooooo
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show ip dhcp snooping logging

ooooogiIb

oono

ooooooooo oo

2301

NOTICE

DHCP server packets were received at oooog
an untrust port(ChGr:<channel group 000 DHCPOOODOOOOODOOOO
number>/<vlan id>/<mac address>/<ip 00000000000 0O0050000 10
address>). ooooon
0000o0DbOoOoooooooon
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0 O O
oo
0 <channel group number>0 0000000
ogdo
0 <vlan id>0 VLAN ID
0 <mac address>00 MAC O OO O
O<ip address>0 1P 000 O
oooo
goobobbooobbooooobobooo

2302

NOTICE

Lease release was received from the oooo
client who isn't in 0000000000000000
binding(ChGr:<channel groupnumber> [OOOO0O00000OO0O0O50000 10
<vlan id>/<mac address>/<ip address>). [OoOO0O0
odoooooooooooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address> DHCP 0 0 O
goooooo
0 <channel group number>0 0000000
ooog
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO O
O<ip address>0IPO OO0
oooo
j00o0000O0o0O0O0O0oO0oOooOoooDOoo
J0o000oU00ooUoooUoooooooog

2303

NOTICE

DHCP direct request was received from 0000

the client who isn't in binding 00O DHCPODODOOODODOOOOODOO
(ChGr:<channel group number>/<vlan 000000000000 O0050000 10
id>/<mac address>/<ip address>). oooooon

0000oooooooooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP O 0O O
ooooooo
0 <channel group number>0 0000000
ooo
O <vlan id>0 VLAN ID
0 <mac address> 0 MACO O OO
O<ip address>0 IPO 00O

oooo
gooobooobobooobobobooon
00o0oooOo0ooooO0oooooooooo
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show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

2304 NOTICE | ARP packet was received from the client
who isn't in binding(ChGr:<channel
group number>/<vlan id>/<mac
address>).

oooo
gdoo0U0oooUoooooooooo
ARPOOOOOOOOOOOO
o00000o0ooOooDooOoOos0000 10
gooooo
joooooooooooooog
ChGr:<channel group number>/<vlan id>/
<mac address>0J ARP O 000

0 <channel group number>0 0000000
ooo

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

oooo
odoooooooooooooooooog
dooooooooooooooooooo

3201 WARN DHCP packet discard with
Option82(<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).

oooo

Option820 0000000000000
oooooooocooboobooosbogooo 1o
oooooo

gdoooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO OO OOOOOOO
0 <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>[0 MAC O OO O

0O <ip address>0 1P 00 00O

oooo
ooooooooooooooooooooog
go0ooo0ooooopoooooooooo

3202 WARN Discard of the DHCP packet which
SMAC and chaddr isn't identical(<nif
no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

oooo

000 MACOOODOODOOOODOODODOODO
0000000000000 O0OO DHCPO
g0oo0O0oooooooo
J0000O0O0O0O0O0OO0OoOoOos0000 10
oooooog
gdooodooooooooooo

<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO O OOOOOOOO
0 <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

O<ip address>0IPO OO0

oooo
d0o000O0O0o0O0O0O0O0ooDOoooUooog
d0000O0O0O0O0O0oO0OO0OoOOoOoOoOoOoOoOo
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show ip dhcp snooping logging

goooo b ooo oooooooono oag
3203 WARN ARP packet was discarded for src-mac ooog
inspection(<nif no.>/<port no.>/<vlan 000 200000000000 MACOOO
id>/<mac address>). D0 ARPODOOOUOOODOO MACOD
Jooooooooo ARPOOOOOOOO
poood
0Oo0d0bO0o0oO00oDoDOoOoOoosOoOOonD 10
oooooo
00000 oOoOoooooooono
<nif no.>/<port no.>/<vlan id>/<mac
address>0 ARPO O OO
0 <nif no.>0 NIF O O
O<portno>0 00O OO
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO O
ooood
gooobboooboboooobobobooooo
gooooooooo
3204 WARN ARP packet was discarded for dst-mac ooog
inspection(<nif no.>/<port no.>/<vlan 000 20000000000 MACOOOO
id>/<mac address>). 0ARPOOOOOODOOO MACOOOO
00000000 ARPOOOOCOOOOOO
od
JOo00bOOO0O00oDoDOoOoOoosOOOono 1d
gooooo
00ooooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac
address>0 ARPO O OO
0 <nif no.>0 NIF O O
O<portno>0 00O OO
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO O
oood
godobboooooooooobooooo
gooooooooo
3205 WARN ARP packet was discarded for ip oooog
inspection(<nif no.>/<port no.>/<vlan OOogIPO0OOOO ARPOODOODOOOODO
id>/<mac address>). oon
Jod0obOoOoOooooOoOoosOOOono 1d
gooooo

00ooooooooooooono
<nif no.>/<port no.>/<vlan id>/<mac

address>0 ARPO O OO

O <nif no.>O0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MAC O OO O
ooood

gobobooboooooooOooobooooooo
gooooooogo
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show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

3301 WARN DHCP packet discard with
Option82(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip
address>).

oogo

Option82 00000000 OOOOOO
goooooooboooOobosgbOoD 14
gooooo
goOoo0o0o0ooooboobooboo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0 0O O
gooooog

0O <channel group number>0 0000000
good

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

O <ip address>0 1P 0000

gogo
gboobooooobooboboboobobooo
gooooooooboooooboboobo

3302 WARN Discard of the DHCP packet which
SMAC and chaddr isn't
identica(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip
address>).

oooo

000 MACOODDOOOOOOOODOOOO
Oo00o0ooooooooobooo bHEPO
ooooooooooo
ooooooooooboobooosbooono 1o
oooooo

gooooooooooooooo
ChGr:<channel group number>/<vlan id>/

<mac address>/<ip address>0 DHCP 0O O O
goooooo

0 <channel group number>0 0000000
oog

0 <vlan id>0 VLAN ID

0 <mac address>[0 MAC O OO 0O

O<ip address>0IPO OO0

oooo
d00000O0o0O0O0oo0O0oooooogoog
d0oo00oO0oO0oO0OoO0oOooOoOooooooo

3303 WARN ARP packet was discarded for src-mac
inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

oooo

000 200000000000 MACOOO
OO0 ARPOOOOOOOOOOO MACODO
Oooooooooo ARPOOOOOOOO
oooo
gbobooooooboooobos0obonD10d
gooooo

goooo0ooooobooboobo
ChGr:<channel group number>/<vlan id>/

<mac address>0 ARPO OO0

O <channel group number>0 0000000
oono

O <vlan id>0 VLAN ID

0 <mac address>0 MAC O OO 0O

oooo
godboboOoooboooobooooooo
gooobooooo
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show ip dhcp snooping logging

ooooogiIb

oono ooooooooo

oo

3304

WARN ARP packet was discarded for dst-mac
inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

oooo

gooz20000000000 MACOODOO
OARPOOO0O0O0O0O0O0O0O0 MACODODDO
00000000 ARPOOOOODODODOOO
oo
gooooooooooooosooob1o
oooooo

gOoo0o0O0o0oOobobobooo
ChGr:<channel group number>/<vlan id>/

<mac address>J ARPO OO0

0 <channel group number>0 0000000
ooo

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

oooo
00o0U0oO0o0ooooOoUoooooooooo
oooooooooo

3305

WARN ARP packet was discarded for ip
inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

oooo

gooIpO0OO0OO ARPOOOOOODODOO
oono
goboooooocoooobooosboOoobo1no
oooooo

gooooboooooobooooo
ChGr:<channel group number>/<vlan id>/

<mac address>0 ARPO O OO

0 <channel group number>0 0000000
ooo

0 <vlan id>0 VLAN ID

0 <mac address>0 MAC O OO O

gooo
jo0o00O0ooooooooooooooog
gooooooooo

4201

ERROR The number of the binding entry
exceeded the capacity of this
system(<nif no.>/<port no.>/<vlan id>/
<mac address>/<ip address>).

gooo
go0O0o0000O00OO0bOO0ObOOoboOobDOoooD
goO0o00o0OO0O0oboOooooDbo
goooooooboobobooboo

<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOOO
0 <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

O<ip address>0IPO OO0

gooo
gooobooobobooooboboboooobo
gooobooobobooooboboboooobo
goooO0oooOo0obOOobOobDOoboOobDoooo
goooboooboboooobobboooobo
oogd
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show ip dhcp snooping logging

goooo b goo ooooooooo oag

4203 ERROR The number of the source guard entry oogog
exceeded the capacity of this ooooooooooooooooooooon
system(<nif no.>/<port no.>/<vlan id>/ ooooooo
<mac address>/<ip address>). 000000000 00oOooooo

<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address> 0 DHCPO O OOOOOOOO
O <nif no.>0 NIF O O

O<portno>0 00000

O <vlan id>0 VLAN ID

0 <mac address>[0 MACO OO 0O

O <ip address>0 1P 0000

oooo
godb0oDbOOoOoOooDoOoOoooooooooo
godobbooobobooooboooooo
godobbooobobooooboooooo
godb0oDbOOoOoOooDoOoOoooooooooo
godobbooobobooooboooooo

0Qg
4301 ERROR The number of the binding entry oooo
exceeded the capacity of this 0000000000000000O00oon

system(ChGri<channel group number> | OO0 000000000000

<vlan id>/<mac address>/<ip address>). O0O0000000O00000O00O0
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 O O
gooooog
O <channel group number>0 0000000
oogd
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O <ip address>0 1P 0000

gogoo

gboboooooboobobobooboobooo
gboboooooboobobobooboobooo
goo0o0o0o0opo0o0ooO0bOOooOoDbooDoD
gbooboooooboobooboboobobooo
goooo

goobogoooboo

oo
ugooooogo

0O 9-120 show ip dhcp snooping logging O O OO0 0O 0OO0OO0OOOCOOO

goooo oo
DHCP snooping doesn't seem to be running. DHCPsnooping 00 0000000000000 O0OOO
gogo
Program error occurred: <error message> 0o000oO000o0oooooboooooooooooooa
goooo

<error message>0 00000

goobogo

oo
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clear ip dhcp snooping logging

clear ip dhcp snooping logging

DHCPsnooping D0 O 0OOOOOOCOCOCOOCOOCOOOOOODODODODOOO

ogoooon
clear ip dhcp snooping logging

goobogoo
gboboooobooboboboooo
gogododogo

oo

googg

DHCP snooping D 000000000000 OOO

0 9-80DHCPsnooping0 00000000 DOOODOOOOODODO

> clear ip dhecp snooping logging
>

goodgdao

oo

goobogoooo

oo
goboooooo

0 9-130clear ip dhcp snooping logging D 0 00O O0O0O00OOCO0O0DOO

ooooog oo

DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 OOCOO
oooo

Program error occurred: <error message> O000ooo0ooooooooooooooooon
ooooo

<error message>] 0 O OO0

goodgdao

oo
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restart dhcp snooping

restart dhcp snooping

DHCPsnooping DO OO0 O0OOOOOOOO

ggodgguo

restart dhcp snooping [-f] [core-file]
oo0oooOon

gbobooooooboobobobob

goodoogo
-f
O0000O0O0O0O0O0O0O0O0O0O0OOOODHCPsnooping 00 O0OOOOOOOOO

gbooooooooobo
gboooooooboobabd

core-file

00000 DHCP snooping 00000000000 OO dhep_snoopingd.core0 0000000

gbooooooooobo
gboooooooboobabd

gbooooooooobooobon
O0000O0O0O0O0O0O0O0O0O0O0OO0O0OODHCP snooping 00 O0O0OOOOOOOO

googod

0 9-90DHCP snooping0 0000000000 O0OOOOOO

> restart dhcp snooping
DHCP snooping program restart OK? (y/n):y
>

goobogo

oo

goobogoooboo

oo
ugooooogo

O 9-140restart dhcpsnooping0 0 0000 O000OOODOODO

goooo oo
DHCP snooping doesn't seem to be running. DHCPsnooping 00000000000 O0O00O0DOOO
goooo
dhcp_snoopingd failed to restart. DHCPsnooping0 0000000000 OOOOOODO
goooOooooboooooboo
Restarting dhep_snoopingd, wait awhile. DHCP snooping 0 0000000000000 DO0ODO
gooooog
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restart dhcp snooping

goodgdao

1. core 0 00O 00O OO /usr/var/core/dhcp_snoopingd.core

2. DHCP snooping 00000000000 DHCPsnoopingD 00000000000 DOOOOOODO
00000000000000000000ecopy0000000OD0ODOO0ODOOOODOOOOODODOO
o0000o00O0ooooooo0o0oDo0oooooooopoOooooooo

3. DHCPsnooping 0000000000 300 0000000000000 0ODOOO0OcopydODODO

gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo
gbooooon
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dump protocols dhcp snooping

dump protocols dhcp snooping

DHCP snooping 0 00000000000 COOOOOOOOODOODOODODDODOO

ggodgguo

dump protocols dhcp snooping

goobogooo

gbobooooooboobobobob
goodoogo

oo

gogodd

DHCP snooping 0 000000000000 OOOOOOO

0 9-100DHCP snooping0 00O O0O0O0OOCOODO

> dump protocols dhcp snooping
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

0O 9-150 dump protocols dhep snooping 0 0 OO0 O0O00OOO0OODOOO

ooooo oo

DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 OOCOO
oooo

Program error occurred: <error message> Oo0o0o0ooooooooooooooooooooon
ooooo

<error message>] 0 0000

ggodgguo

0000000 lusr/var/dhsn/dhep_snoopingd.dmp
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gedbooobooboboooboon

BCU/CSU/MSU 0 O U [

inactivate standby

activate standby

redundancy force-switchover

synchronize
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inactivate standby

inactivate standby

00000000 activeD0O 00O inactive D0 O0O00O0O0ODO

O0000000000000000ONOOOOOO0AXe700SO0000O000 BCUOOAX6600S00

00000 CSUO0AXesooSOOOOOOOMSUOOOOOOOO

goobogo

inactivate [-f] standby

goodoogo

gbobooooooooooobobob

goobogooo

-f

gbobooooooobobobobooboooboobooboboboobooon

gbooooooooobo
gbooooooooboobobo

googod

1. 00000000 inactve0O0OOD0OO

inactivate standby

2 00000DOODOOOOOOOon
inactivate standby system OK? (y/n):

000 w'000000000o00oO0O0Oimactive0000000O0O
ggodgguo
oo

ggoooooo

oo
goboooooo

O 10-10inactivate standby OO0 OO0 OO0 0000 OO0OO

goooo
Can't accept command (system is busy). 000000000000 000D0O0O0000000DDooooo
gooooooobobooobooboobgoo
Can't execute this command in standby system. ooo0o0o0o0o0o0oooo0oooooooooon
Can't execute. goooooooboboboobooboboboobogo
Standby system is already inactive. 00000000000 inactiveODO OO0
Standby system is notconnect. go0o0o0oo0ooooooooo
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inactivate standby

goodgdao

1. 000000 inactive 0O00ODOOO0OOOOODOO active DO 0O 0ODO OO DO O activate standby O O
ooooooooo

2. 0000000000000D0O000D0OO0O0ODOOOO0ODOOO0O0OO

3. 0000000O000oo0o0oooo0UoDooUooodooDOooooog

4. 0000000000000 D0ODOO0OO mactive 0000000000 DO0OO0OODODOO0ODODOOO
0000 inactive 0000000 OOO

5, 0000000000000 0D0O0OO00DOO0DOOO"System mode changed from duplex to
simplex."00000000O00O0OOO

6. ppupdate 0000000000 O0ODOOOOO HDCO Hardware Dependent CodeD OO0 OO OO
O00000000000000000 inactive 00000000000 O00DOO inactiveO O OO
OO0 active00OOOODOO
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activate standby

activate standby

OO0O0O0O0O0O0CmactiveDO00OODOODOODOODOODOOOODOOOOOOOOOOOOOOOOOOO
0000000000 00D0D activeOOOOOODDOO

goobogo

activate standby

goodoogo

gbobooooooboobobobob
goodoogo

oo
googod

00000000 activelOOOO0OO0OO

activate standby

goobogo

oo

goobogoooboo

oo
ugooooogo

0 10-20activate standby OO0 OO0 0000000000

goooo oo
Can't accept command (system is busy). 0o0o0oo0o0oooOo0oo0o0oUoOoOooDoooUoooOoo
gooooooobobooobooboobgoo
Can't execute this command in standby system. 000000000000 ooooooooooo
Can't execute. goooooooobooooooboobooooo
Standby system is not inactive. 00000000 inactive 0000000000
Standby system is notconnect. 0000o00oooOooooogo
gooogad

gboobooooooboboboboooooooboon
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redundancy force-switchover

redundancy force-switchover

gbobobooooboobobobobobobooooon

goodgdao

redundancy force-switchover

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

gboboooobobooboboboooooooboobobo

>sredundancy force-switchover

goodgdao

oo

goobogoooo

s JO00OO0O0ODOO0OOOOOOOOOOOODLOODODODOOOOOOOO
e JO000D0O0OOOOOOOOOODOODODOOOOOODOODOODOODOODODOOOOOODO

ao

ogooooogo

0 10-30 redundancy force-switchover 0 O 0 00000000000

ooooo

oo

Can't accept command (Active BSU is nothing).

active 000 BSUO 100000000

Can't accept command (system is busy).

gbooooooOoooooooooOooOoooOooocOoOooocOoooon

gooooooooooooobooboooo

Can't execute this command in standby system.

ooooooooooooooboobooooboooo

Can't execute.

goooooooooooooobooooooboooo

Now switchover executing.

oooooooooooo

Now synchronize executing.

000 synchronize 0 000000000 Osynchronize 00O 000
goobooooobooo

Now, configuration discord.

gbobooboooooobooboboboboobDoon

Now, configuration file is editing.

ooooooooooooooooboooooooooooobooboooon
oobooooooooooooooooooooooOoooboOooon
oooobooboooooooooobooooOoooooon
oooooooooooooooooOooooOooooooboobooon
oooooooooooon

Now, configuration file is writing.

oooooooooooooooooOooooOooooooboobooon
oooooooooooooooooOooooOooooooboobooon
oooobooboooooooooobooooOoooooon
oooooooooooooooooOooooOooooooboobooon
oooooooooooo

Now, license key discord.

oobooboooooooooooooooooo

283



redundancy force-switchover

ooooo

od

Now, power control mode changing.

gd0o000O0O0o0O00O0O0O0ooO00000O00OoOOOOoOOoOOO
oooooooog
"The change of power control mode was completed."

Standby system is failure.

oooooooooooooo

Standby system is notconnect.

oooooooooooooo

ggodgguo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD

30000000000000000
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synchronize

synchronize

gbobobooobooobooboboboboboooooboooooboobobon

gboooooooobo

gbooooooobo

gooooooo

gooon

goooobooon

SSHOOOOOOoOOoOOoOoO

WebOOODOO WebOO DBOWeb OOOOOOOOOOOODOOOOOODOODO CAOOO
MACOOOOO MACOO DB

IPv6e DHCPO OOOOOO DUID

© ® NS oe D

goobognd

synchronize [{userfile | diff}]
synchronize [diff] account

goobogoo

gboboboob

goobogoo

{userfile | diff}

userfile
dddddooooooooooooooooooooon

diff
dddddoooooooooooooooooooboobooboboobobobooooooo

diff
gbobooooobooboboboboooboooooooobooboboboooboooboon

account
goobogobooobooob 2.000boobooos.ogbboobuod4.00bboobo
gobodobooobooboboobooobooboobDbUoobuoooDbooboobobooo
go0boobooobooboboobooboboobooboboon

gboboboooooooboon
gboooooooobooboboboboobooooooooboDbo

googag
1. 00000OO0ODOO0OO0O0OO0OOoDoOonOO
#synchronize

2. 0000000000000O00000O0O
Synchronize OK? (y/n): _

goo"w'oooooooooboboo
gboo""oboboobobobooboooboooboobooboboooooo
#
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synchronize

ggodgguo

oo

goobogoooboo

oo
goboooooo

0 10-40synchronize 000 O0O0O00OO0OODOOOO

ooooa oo
Can't execute because operation mode is simplex Joo0o0oo0o0o0oooooooooooooooon
now.
Can't execute for software version mismatch. SwoOooooooooooooooooooo
Can't execute this command in standby system. 0000000000000 00D0DO0OoOoooOoaQ
Can't execute. jodoooo0oooooDOooDoooooooooo
Now another user is executing user account 0000000000 oo000ooooooooooooooan
command, please try again. 000oo00D000000000O00O0
Now switchover executing. 00000000000000000000000
Synchronization files copy failed. 000000000000000000000000000000
ooooooao

00O NospaceleftondevieceO OO0 OO0 O000O0O0OOOOO
000000 mouoo00o0 7.000000000000000

Synchronization files open failed. 000000000000000000000000000000
oo
The command execution failed, because 000000000000 0000000O00DOoOoOoooooon
configuration file is editing. gooooooooo
There are some mismatch items. joooooooooo
ogooooo
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1. bobooooooobobobobooooboobobobobobooboooboooobobOobon

gbobobooboobooboboboboboooon

. 00000000 oooooooOo SWOOOOOOoo0oooooooooooooooooo

account 000000000 SWOOOOOOODOODODODOODOOOGOQ

. gboboboobooooboobooboboboboobooobooooboboboboboobobobOobo

gboboooobooboboboboooooooboobobon

. gbobobobooboooboobobobobooboooooobOobobobobobooboooboon

gboboboobooobooboobobobooooon

. diff000000000000000000000 .clihistoryOOO0OO0OOOOOOOOO "home

directory" 0000 NGUOOOOOOOOOOOOOO

6. OoboOoooooobobobobooboboooooobooboOobOobobobobooboooDoDo
. gboboboboooooobooboboboboobooooooobobOoboboboobobooboDo

goooooQoOoQoOoQoOoOoOoOoOoQoOoOoOOOOOOOODOOODODDODODO BCUDOO
MSUOOOOOOOOO0O0000000000000000000000000000000000
gboboboooooboobobobooboboooooooboobobobobooooboooboonDo

. gbobobobooooooboobobobobooboooooooboboboboboooboonboDo

gboboooooon



GSRP

show gsrp

show gsrp aware

clear gsrp

set gsrp master

clear gsrp port-up-delay

clear gsrp forced-shift

restart gsrp

dump protocols gsrp
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show gsrp

show gsrp

GSRPOOOOOOOOO

ogoooon

show gsrp [<gsrp group id> { vlan-group <vlan group id list> | [port <port lists]
[channel-group-number <channel group list>] } ] [detaill
goooood

gbobooooooooooobobob

goobogooo

<gsrp group id> { vlan-group <vlan group id list> | [port <port list>] [channel-group-number <channel
group list>] }
<gsrp group id>
OO0 GSRPOOODO IDOODOO GSRPOOODOOOOOO
O0D000000010 65535000

vlan-group <vlan group id list>
00 VLCANOODOO IDOOOO GSRPODOOOGOOOOO
goooooooodlb 128000

[port <port list>] [channel-group-number <channel group list>]
00000000000 DooOoooooono GSRPOOODOOOOOODOOOODOODOODO
dddddoooooooooooooooooooboobooobobooboboboooobooooo
000000 GSRPOOODOODODOO

port <port list>
<portlist>0000000000000000OO00OO0OO0O0O0O0OOOODOODOOOOOOO
oo obbobbobbobbobbbbobobbobboboooog
VLANOOODOODOOOOOO VLCANODODODOOOoooooooag

channel-group-number <channel group list>
<channelgroup ist>00 00000000 O0O0O0O0O0DOOOOOODODOOODOOODODOO
JdoDoOo0ooOodoo IDOO0dOO0O0OD0OO00bOo0o00obOO0o0oOoOooDOo0oDoODOooDoOoa
VLANOOOOOOOOOOODOO VLCANOODODOOOooOoooooooooooog

gboboboooood
OOoo0OoGSRPOOOOOOOOO

detail
GSRPOODOOO0ODOOOODOOO
VIANOODOOODOODOODOODoOoODoooooooag

gbooboboooood
GSRPOOOOOOOOOOODOOO

gbobobobooooooon
0000 GSRPOOODOOOOOODOOOO
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show gsrp

oooo 1o

OM-10GSRPOOOOOOOOOO

> show gsrp
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 3
Local MAC Address 0012.e2a8.2527

Neighbor MAC Address 0012.e2a8.2505

Total VLAN Group Counts : 3

Layer 3 Redundancy : On

Virtual MAC Learning Interval 120 (Output Rate 30pps)
VLAN Port Counts Configuration 15, Capacity 3600
VLAN Group ID

Local State Neighbor State

1 Backup Master
2 (disable) -
8 Master -
>
oooo1000000
O0M-10GSRPODOOODODOOODOOO
ooood oo ooooaoao
GSRP ID GSRPOOOO ID 10 65535
Local MAC Address Jooo MACOOOO O
Neighbor MAC 00000 MACOOOO oooooooo ™ oo0o0o0ooo
Address
Total VLAN Group O000 VLANDOOOODODO 00 128
Counts
Layer 3 Redundancy = OO0 30000 offnooon

On0 000 30000C0CC0DOO

Virtual MAC oo MACOODODOODOOOOOOO g
Learning
Interval good 40 120000

(Output Rate)

000000 packet/sO

00 MACOODOODOOODOOOODOOOODDOOOODO
gooooooo
gooooobooooboocoosoobooooogon
oooooobooooood

VLAN Port Counts

00 MACODOOOOODOOODODODDO
oooo

gooooooooooboooosooboooobooon
oooooobooooood

Configuration 00 MACOOOOOOOOODDOD | 0OO0OMACOODOODOOOOOOODODOOO VLAN
oooooo oooofooooooo
0000000 MACODOODOOODOOOOODOO
0000000000000 0D0000000 MAC
000000000000000000000000
oooo
Capacity 00 MACODOOOOOODOODOOO OO0OMACOOOOODOOOOOOOOOOOOOOO
ooooon 000 VLANODDOODOODDOD
VLAN Group ID VLANOODOO ID 10 128
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show gsrp

ooono oo

oooooo

Local State 0000 VLANOOOOOOO

Master(

0ooooooooooa

BackupO

00o0o0obOooooooooa
Backup(Lock)O
pooobobooooboooobobooo
Backup(Waiting)O
pgooobobooobboooboboboooooo
Backup(No Neighbor)O
00d0oo0bO0o0ooobooOooboooooo
(disable)

Odisable DO OOOOOO

Neighbor State 00000 VLANDOOOOOOO

Master[

goooboboooooboboog

BackupO

goooboboooobobooo
Backup(Lock)[
g0d0obObOOooooboooooooa
Backup(Waiting)O
00000bO0o0o0ooOboOoOooooooooo
Backup(No Neighbor)O
gooooboooobooooboooooo
gooooboooo -"obboood

000000000 VLANOOOOOOOOO VLANODODOODOOODOODOODOODODOODODOODDODODDO

ooboooooooooOoooooOo1000000o0o0d
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show gsrp

oooo 2o

OM-20VLANOOOO IDOOOO GSRPOOOOO

> show gsrp 3 vlan-group 1,2,8
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 3

Local MAC Address : 0012.e2a8.2527

Neighbor MAC Address : 0012.e2a8.2505

Total VLAN Group Counts : 3

Layer 3 Redundancy : On

Virtual MAC Learning : Interval 120 (Output Rate 30pps)
VLAN Port Counts : Configuration 15, Capacity 3600

VLAN Group ID : 1

VLAN ID : 110,200-2169
Member Port : 1/6-8
Active Port : 1/6-8
Last Transition : 20XX/03/14 10:00:00 (Master to Backup)
Transition by reason : Priority was lower than neighbor's
Master to Backup Counts : 4
Backup to Master Counts : 4
Virtual MAC Address : 0000.8758.1387
Local Neighbor
State : Backup Master
Acknowledged State : Backup -
Advertise Hold Timer : 3 -
Priority : 100 101
Active Ports : 3 3
Up Ports : 3 -

VLAN Group ID : 2

VLAN ID : 120

Member Port HE

Active Port : -

Last Transition : - (-
Transition by reason : -

Master to Backup Counts : -

Backup to Master Counts : -

Virtual MAC Address : 0000.8758.138f
Local Neighbor

State : (disable) -
Acknowledged State -

Advertise Hold Timer : -
Priority : 100 -
Active Ports : - -
Up Ports I -

VLAN Group ID : 8

VLAN ID : 180
Member Port : 1/6-8
Active Port : 1/6-8
Last Transition : 20XX/03/14 11:00:00 (Backup to Master)
Transition by reason : "set gsrp master"command was executed
Master to Backup Counts : 0
Backup to Master Counts : 1
Virtual MAC Address : 0000.8758.13bf
Local Neighbor
State : Master -
Acknowledged State HE -
Advertise Hold Timer : 0 -
Priority : 100 -
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show gsrp

Active Ports : 3

Up Ports

>

ooob 2000000

OM-20VLANOOOO IDOOOO GSRPOOOOOO

oooo oo oooooo
GSRP ID GSRPOOODO ID 10 65535

Local MAC Address o000 MACOOOO |

Neighbor MAC 00000 MACOOOD 0oo0oOoO0OoO" ™" 0000000
Address

Total VLAN Group
Counts

0000 VLANOOOOODODOD

00 128

Layer 3 Redundancy

ooo0sooono

offt0oon
On0 000 300000000

Virtual MAC 00 MACOOODOOOOO O
Learning ooooo
Interval oooo 40 120000

(Output Rate)

000000 packet/sO

O0MACOOODODOODOOOOODOOODODDOOODOOOO
gooo
goobooooooooooosoboooooooooooon
ooooooood

VLAN Port Counts

OO0 MACOOODOODODO
ooooooooo

goooooboooooooosoboooooooooooo
ooooooood

Configuration OO0 MACOOOOOOOO 00 MACOOOOOOOODDOODOOOO VLANODOO
poooooooooo Uoooooono
0000000 MACODOODOOODODOOODOODODOO
000000000000 00000 MACOODOOOOOO
000000000 00000000000
Capacity 00 MACOOOOOOOO O0MACODOODOOOOOODOODOOODOOOODO
ooo00oooooDoo VLANDODOODODOODOOD
VLAN Group ID VLANOOOO ID 10 128
VLAN ID VLAN ID 10 4095
Ring Protocol 1 000000000000 VLANODOOOO
oo

Member Port

VLANOOOOOOOODDooOo
0O VLANODOOOOOOOO

VLANOOOOODOOOOODOOODOOOOOO0OO0O0O disable
gooocoo~"oooogooao

goboooooOooooooooboooooooooooon
oo

Active Port

oooooooo

VLANOOOOOOODOOOOOODOOODOOoOoOoOoo disable
gooocoo~-"ooooooo
gooooooooooooooboOooooooooooon
oo

gooooooooooooooboOooooOooonoo

Last Transition

ooboooobooooo

yyyy/mm/dd hh'mm:ss00 /O /0 O :0:00 0OO0O0O0OO
goooooo

0000000000 0O000ooOonog disable0doonog
“"Oopoooooo
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show gsrp

ooono

oo

oooooo

Transition by reason

oooooooo

Active ports was more than neighbor's(]
0000000000000 oObOOoOoOoooobooooooa
Priority was higher than neighbor's.(J
0O000bO00o0o0obOoOoOobooboooooo

MAC address was larger than neighbor's(]

00000 MACOOOOOOOODOUOOOOODOOOOO
"set gsrp master" command was executed]
O"setgsrpmaster" D0 000000ODOOO

Direct link failure was detected(]
Jod0obOoOoOoboOoooooooboooo

Forced shift time was expired]
JOod0bOO0o0o0oO0ooDbOO0o0oOoboObooOoOooooboooa
Active ports was less than neighbor's(]
gooobboooobooooobooooboobbooooboo
oad

Priority was lower than neighbor's(]
JOod0obOO0oO0o0oooOoOoOooooboOoOooooa

MAC address was smaller than neighbor's(

Jo0o00o MACOOOOOOOOOUOOOOoOoooooo
BackupLock was enabled]

Obackup-lock 000000000

Double Master was detected
JO0d0bO0OO000ODoOoO0Oo0ooObOOoOoOoooooOoooog
gooobooo

O
0000000000000 O0disabled 00000000
GSRPOODOODOODOOOOOOODODOODODODOODOO
Orestartvian OO OO OO0 O0OOOOO""0000O0O0O

Master to Backup
Counts

goobooooboooooooo
goobooooboooooooon

00 4294967295
disable OO OOOO""0O00000OO

Backup to Master
Counts

goobooooooooooo
goobooooooooooon

00 4294967295
disable OO OOOO""0O0000O0OO

Virtual MAC 00 MACOOOD 000 3000000000000 0000000
Address
Local ooooo O
Neighbor oooooo 0O0oooooOo""0O00oooo
State VLANOOOOOODO Master[]
ooDo0o0DoO0oDOon
Backupl
0oDo0o00DO00000oooon
Backup(Lock)O
000000000000 0000000
Backup(Waiting)O

go0o0o0o0obOO0bOobDOobOOoooboooooo
Backup(No Neighbor)[
go00o0o00obOO0bO0oDOobOOoDOooOOoooo
(disable)d

Odisable 00000000
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show gsrp

gooo od gooooao
Acknowledged State | JOOOO00O0O0O0OO0OOO MasterD
O VLANOODOOOOO gooDoOoOooooooo

Backupl
Jgo0oo0bOoOOooOoobooooo
Backup(Lock)O
goobbbooobboooobooogo
Backup(Waiting)O

godbobbooooboooboboooobbo
Backup(No Neighbor)[J
Jod0obOoOoOoobooooooooooo

g

000000oooooo disabled 00000 "™"00QOoO
oo

goooooooo "™"goooooO

Advertise Hold
Timer

Advertise OO O O OO0

o0 120000
disable 00O OO0 ""00000O0O
goooooooo~"oooooom

Priority

goood

00 255
gooooooooobooooboooon

Active Ports

ooo0ooooooo

ooOoO0oOoooog
gooboooobooooooooooobooooooo100a0
gooooo

disable 0O 0ODOO0O "™"O000O0O00OO
goobooooooooooooboooooooooo

Up Ports

VLANOOOOOOOOOoOoOO
OVLANOOOOOOOoooo
ooooooooooooon
O

ooOoO0oOoOoooo
goobooooooooooooooobooooooboo000
gooooo

disable 0O ODOO0O "™"O000O0O00OO
goobooooogo~"oooOo0o0om

000000000 VLANOODOOOOOOO VLANOOOOOOOoOOoOOO0Doooooooooooooooooo
gooOooooooooOooooo100o0000o0o0o
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ooooD 30

OM-830GSRPOOOOOOOO

> show gsrp detail

show gsrp

Date 20XX/11/07 12:00:00 UTC

GSRP ID: 3

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
GSRP VLAN ID

Direct Port

Limit Control

GSRP Exception Port

No Neighbor To Master
Backup Lock

Port Up Delay

Last Flush Receive Time
Forced Shift Time

Layer 3 Redundancy
Virtual MAC Learning
VLAN Port Counts
Virtual Link ID

Advertise Hold Time
Advertise Hold Timer
Advertise Interval
Selection Pattern

VLAN Group ID

Local State

0012.e2a8.2527
0012.e2a8.2505
3

105

1/10-11

Off

1/1-5

manual

disable

0

Oon

Interval 120
Configuration
100 (VLAN ID

(Output Rate 30pps)
15, Capacity 3600
20)

Local Neighbor

5 5

4 -

1 1
ports-priority-mac ports-priority-mac

Neighbor State

1 Backup Master
2 (disable) -
8 Master -
>
o000 3000000
O0M30GSRPOOOOOOOOO
oooo oo gooooo
GSRP ID GSRPOOOO ID 10 65535
Local MAC Address oooo MACOOOO O
Neighbor MAC 00000 MACOOOO 0oo00oo0oOoo"oooooon
Address
Total VLAN Group 0000 VLANODOOOOOO 00 128
Counts
GSRP VLAN ID Advertise 100000 VLANID | 10 4095

Direct Port Advertise 0000 OD0O0OO0O

gooooooooooocoo*-"oooOoooo

Limit Control GSRPVLANOOOOOOOO

offn0oon0
OnOGSRPVLANOOOOOOOODOOODO

GSRP Exception
Port

GSRPOOOOODOOOODOOO
oooao

goooopooopooopooo ~"ooooooo
Ring Protocol 0 000000000 OOOOOODOOO
Exception Port 000000000
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show gsrp

ooono oo oooooo
No Neighbor To gooOoooooooobooboooon manualll
Master ooood OGSRP Advertise 000000000 OODOODOOODO

goooooodoooobbooooooobooooa
gooooooa

direct-down(
ooooooooooooooooooooooooood
oooooog

Backup Lock

backup-lock OO0 OO0OO0OO0O
oooo

enablel]
Obackup-lock OO0 OO OO0O0OO0OOOOOOO
disablel]
Obackup-lock OO0 O0OOOO0OOOOOODOO

Port Up Delay

oooooooooooobogooo
oooOoooooooobooooon
oooo

00 432000 0 00O 0O infinity
Oinfinity 00000000

Last Flush Receive
Time

0O 0O GSRP Flush request 0 O 0O
goooo

yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 :0
GSRP Flushrequest 1O 0O O O0O0QOOOOO"™"0QOO0O
godo

Forced Shift Time

ooooooooooo

-0o0ooo
00 36000 00

ogoooooooooooooooooooooooooon
(Now Waiting, 20Sec, left)

Layer 3 Redundancy

ooosoogno

offt0oo0
On0000 300000000

Virtual MAC OO0 MACOODODODOOODOOOO O

Learning ooo

Interval gogoo 40 120000

(Output Rate) 00000 O packet/sOd OO0 MACOOODOODODOOODOOOOOODOOOOOOO

ooooo
ooooooboooooooo sooooobooooooo
gooooooooo

VLAN Port Counts

OO0 MACOODOODODODODO
gooocooo

gooooooooooooosgoooooooooooo
oooooooooo

Configuration

OO0 MACOODOODOODO
ooooooooo

00 MACOODOODODOODOOOOOOO VLANOODO
oYooooooo

0000000 MACOOODOOOOODOOOOODOOO
00000000000D0000000 MACOOOOOO
0000000000000 00OOO0Onon

Capacity

00 MACOOOOOODOODOOO
ooooooood

00 MACOOOOOODOOOODOOOODOOOODODOOO
VLANOOOOOOOOOooOo

Virtual Link ID goooo ID 10 250
0oOoO00 IDO0O0DO0OO0O0OOOOOO""0000000
000000000 VLANIDOOOOOO

Local gooooog O

Neighbor oooooo goooooOoOOo""000000o0

Advertise Hold Time

Advertise 0 0000000

10 120000
0000000000000 0D0 advertisecholdtime O O O
goooooooom

Advertise Hold
Timer

Advertise 00O O OO0OO

o0 120000
ooooooooo~"oooooom

Advertise Interval

Advertise 0 0000000

050 60000
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show gsrp

oooo

oo

oooooo

Selection Pattern

gooooooooooooo

ports-priority-macl]

goooooooo0 -00o0-o0MACOODOOOOO
oooooo

priority-ports-macl]

o000 -00o000bDooo0-ooMACOODOOOO
oooooo

VLAN Group ID

VLANOOOO ID

10 128

Local State

0000 VLANOOOOOOO

Master[

gooooooooooa

Backupl

gooboboooobboooo
Backup(Lock)O
gooboboooboboooobboooo
Backup(Waiting)(
J0000O00o0ooObOOoOoOobooooOooooa
Backup(No Neighbor)[J
Jo000O0oOoOoobOoOoOoboboooooo
(disable)d

Odisable DOOOOOOO

Neighbor State

Ooooo VLANOOOOOoOo
a

Master(

gooooooooooa

Backupl

gooobooobobboooo
Backup(Lock)
goobbooooboooobboogoo
Backup(Waiting)O
00000O000oDObOooOoooooooooa
Backup(No Neighbor)O
J000D0O000obOo0o0o0obOoOOoOoooooooooo
go"rgooooom

000000000 VLANODOOODOOOOO VLANODOOODOOOODoOOoooooooooooooooooo
oobooooooooooooobci1000000000
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show gsrp

ooogo 40

ONMM-400000000 GSRPOOOOOO

> show gsrp 10 port 1/6-11
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information
1/6 GSRP Active Port Up
Type Member Flush Reset Delay
TxFrame 0 RxFrame 0 Discard Frame
1/7 GSRP Active Port Up
Type Member Flush Reset Delay
TxFrame 0 RxFrame 0 Discard Frame
1/8 GSRP Active Port Up
Type Member Flush GSRP Delay
TxFrame 0 RxFrame 0 Discard Frame
1/10 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay
TxFrame 960 RxFrame 954 Discard Frame
1/11 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay
TxFrame 960 RxFrame 954 Discard Frame
>
00004000000
01400000000 GSRPOOODOOODO
oooo oo gooooo
GSRP ID GSRPOOOO ID 10 65535
Port Information ooooo O
<nif no.>/<port no.> goooog O
CH oooooooooo a
GSRP VLANOOOOOOOOooooo Activell
VIANOOOODOOODOODODoDOoooo ooooooooooooooooooooooa
OO0 GSRPOO VLANODOOOOOO ooooo
ooo Not Activel
joo000ooooooouooooooooooodg
gooooo
Port oooooo UpO
jo0000oooO0O0oooOooooooog
Down0
jo0000oooO0O0oooOooooooog
Type oooooo DirectO
J0000oDoouooooooooooog
Memberl[]
OVLANOOOOOODOOOOOO VLANOODOOO
joooooooooooooo
Flush gooooooooo GSRPO

mac_address_table D OO0 OO0

OGSRP Flushrequest 000000 OOOOO
Reset

000000oooooooooooog

NoO

OGSRP Flushrequest 1000000000 OO
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show gsrp

oooo oo oooooo
Delay 000000000000000000 | VLANOOOOOODOOOOO VLANOOOOOO
00o00000000O0ooooo 000000000 000O0D0DDOoOOoOoOooog
gooooo
00 432000 0 000 infinity
TxFrame 0000 GSRP Advertise 0 00 00 00 4294967295
0oooooo 00000000 000000000000o0goag
ogo
RxFrame 0000 GSRP Advertise 0 0O OO 00 4294967295

oooooo

gooooooooooooobobooooboooooo
ooo

Discard Frame
gooooooooo

00000000 GSRP Advertise O

00 262140

ooo00oO0oO0obo0oOoo0O00O0es53x 000 400

ooom
goooooooooooooobooobooooo
ooo

oooosd

ON1M-s00000000GSRPOOOOOOOO

> show gsrp 10 port 1/6 detail
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP Active Port Up
Type Member Flush Reset Delay : 0
TxFrame : O RxFrame 0 Discard Frame : 0
Discard Frame by reason
mismatch GSRP VLAN ID 0
mismatch GSRP ID 0
loopback GSRP frame 0
illegal GSRP frame 0
>
oooos5000o00n
O0N1M-500000000 GSRPOOODOOOODOO
gogdo oo gooood
GSRP ID GSRPO OO0 ID 10 65535
Port Information oooon 0
<nif no.>/<port no.> oooon O
CH oooooooooa |
GSRP VLANOOODODODOODOOOOd Activel
VLANOOOOOOoOoooooo JgodooooDOooooOO0o0oooooooooooo
gooog
Not Activel
JoooDooDoooooooooooooooooo
gooogo
Port oooooo UpO

0odooooooooooooooooo
Downl
Jddoo0oooooooooooooo
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show gsrp

ooono

oo

oooooo

Type

oooooo

Directd
Jo000ooo0oo00ooooooooooog
Member[

OVLANOOOOOOOOOODOO VLANOODOO
joooooooooooooo

Flush

ooooooooono
mac_address_table 0 OO0 OO0

GSRPO

OGSRP Flushrequest 0000 O00OO0OODOO
Resetl

00o0o0obOOoOoooooooooo

NolO

OGSRP Flushrequest 10000 OO0O0OO0OO

Delay

oooOoooooooooooooono
oooooooooooooood

VLANOOOOOODOOOOOO VLANOOODOODO
gooooooooooooooooboooooo
oooooo

00 4320000 (0 000 infinity

TxFrame

0000 GSRP Advertise 0 0000
oooood

00 4294967295
gbooooooooooooooooboboOoooood
ooo

RxFrame

0000 GSRP Advertise 0 0000
oooooa

00 4294967295
gooooooooooooooooboooooo
ooo

Discard Frame

00000000 GSRP Advertise O
oooo
gooooo

00 262140
OO0O00O0OO0OO0ODOOObODODbOOess3sx 000 400
ooo
gooboooooooooooooooboboooooboo
ooao

Discard Frame by 0oo0ooo0o0o0oO0ooon O
reason
mismatch GSRP GSRPUO VLANIDOOOOOOOO 00 65535
VLAN ID 00O GSRP Advertise 0 000 O
0oooooo
mismatch GSRP ID GSRPIDOOOOOODOOODOO 00 65535

GSRP Advertise 0 OO OO

gooooooooooooooooboboooooo

oooooo oooo
loopback GSRP 00000000 GSRP Advertise O 00 65535
frame 0000000000000 GSRP

Advertise DO QOO O

oooooo
illegal GSRP frame 000 GSRP Advertise DO0ODOO0DO 00 65535

0000000 GSRP Advertise 0 O O
oo
oooooa

goobogoooboo

oo

goboooooo

0O 1M-60showgsrp00000O0O0O0DOOOODOO

ooooo

oo

Can't execute this command in standby system.

oooooooooooooooooooooonoo
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show gsrp

ooooo

oo

Can't execute.

gooooooooobooooooboooooboooo

Connection failed to GSRP program.

GSRPOOOODOOOODOOOODODOOOD
ooo0ooo0OOo0o0obOoo0obDoO0oO00n0Onnrrestart gsrp
OOoO00OO0O GSRPODOOOOOODOODDOODDDO

GSRP is not configured.

GSRPOOOOOOOOOOOOOOOOOOOODODODODODO
oooood

Specified GSRP ID is not configured:<gsrp group id>.

OO0 GSRPOOOO IDOOOOOOOODOO
<gsrp group id>0GSRP OO OO ID

Specified port is not operational. :

ooooooooooooooooooooooooo

Specified VLAN group ID is not configured:<vlan
group id>.

00 VLANOOOO IDOOooooooooo
<vlan group id>0 VLAN O O OO ID

goobognd

gboboboooboobooboboboboooo
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show gsrp aware

show gsrp aware

GSRPO aware DO O OO OODOO

ggodgguo

show gsrp aware

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

O 11-60 show gsrp aware O 0 0 O

> show gsrp aware
Date 20XX/03/14 12:00:00 UTC

Last mac_address table Flush Time

GSRP Flush Request Parameters
GSRP ID : 10 VLAN Group ID : 1
Source MAC Address : 0012.e2a8.2527

>

ggodgguo

O M-70GSRP O awared 000000

20XX/03/14 11:00:00

Port : 1/8

goono oag oooooo
Last 000 mac_address_table Flush 0 O yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 :0
mac_address_table oo
Flush Time
GSRP Flush Request [0 0 0 mac_address_table Flush 0 O O
Parameters GSRP Flush request 0 00 000
GSRP ID GSRPOOODO ID 10 65535
VLAN Group ID 00 GSRP Flush request 0 0000 10 128
VLANOOOO ID 0000 /Oooooooooooooooo VLAN
goooIbooooo
Port GSRP Flushrequest 0 0000000 O
gogoo
Source MAC Address OO GSRP Flushrequest 000000 O

000 MACOOOD

ggoooooo

oo
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show gsrp aware

ogooooogo

0 1M-80showgsrpaware 10 00000000 OOOO

ooooo oo
Can't execute this command in standby system. ooo0o0o0oo0oooooooooooooooon
Can't execute. gooooooooooooooooooboooo
Connection failed to GSRP program. GSRPOODOOODODODOODODODOOOODO

oo0oooooooobooooboodoOoofdOOrrestart gsrp
00000 GSRPOOODOOOOOOOODODOOODO

No received flush request frame. GSRP Flushrequest 1 0000000000000
ogoooon
GSRP Flushrequest 010 00000000000 VLANOOODO ID O OO mac_address_table 00O O
goood
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clear gsrp

clear gsrp

GSRPOOOOOOOOOOOOO

ggodgguo

clear gsrp [<gsrp group id> { vlan-group <vlan group id list> | [port <port lists]
[channel-group-number <channel group list>] } ]

goodoogo

gbobooooooooooobobob

goobogooo

<gsrp group id> { vlan-group <vlan group id list> | [port <port list>] [channel-group-number <channel
group list>] }
<gsrp group id>
OO0 GSRPODOODO IDOOOO GSRPOODOOOOOOOODOODOO
O0O000 GSRPOODOO IDOOODOOOO10O 655635000

vlan-group <vlan group id list>
OO0 VLANOOOO IDODDO GSRPOOODOOODOOOODOO
00000000010 128000
00000000 Master to Backup Counts[d Backup to Master Counts[] 0 O O

[port <port list>] [channel-group-number <channel group list>]
0000000000000 0000doOooOo GSRPOOOOOOOOODOODOOOOOO
gooboobbooddddddooooooooooooooooooobooboooooboooon
0000o0oOoooooo GSRPOCDODOODOODOODOOO
pooooooooood
0000000000000 000Dd0oO0D0Oo00o GSRPOOODOODOODODOOOOOO

port <port list>
000000000 GSRPOOOOOOOODOOOOO
00000000 M TxFrameO RxFrameO Discard Framed mismatch GSRP VLAN ID0O
mismatch GSRP IDO loopback GSRP framell illegal GSRP framel] O 0 O
<portlist>0 00 0000000000000 0OO00MOOO0ODODOO0OOOOOOOOOO
goooog

channel-group-number <channel group list>
000000000 00o0ooOo GSRPOOODOOOODOOOOOO
00000000 M TxFrameO RxFrameO Discard Frame mismatch GSRP VLAN IDO
mismatch GSRP ID0O loopback GSRP framel illegal GSRP framel] [0 O [0 <channel group list>
J00o0000oooo0mooo0ooooooooooooooooooon

gboobooboooood
GSRPOODOOOOOOOOODOOO

googod

OM1-7O0GSRPOOOOOOOOOO

> clear gsrp
>
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OM-8O0VLANOOOO IDOOO GSRPOOOOOOOO

> show gsrp 10 vlan-group 1
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts : 1

VLAN Group ID : 1

VLAN ID : 110,200-2169
Member Port : 1/6-8
Active Port : 1/6-8

Last Transition
Transition by reason

Master to Backup Counts : 4
Backup to Master Counts : 4
Local

State : Backup
Acknowledged State Backup
Advertise Hold Timer : 3
Priority : 100
Active Ports : 3

Up Ports : 3

> clear gsrp 10 vlan-group 1

> show gsrp 10 vlan-group 1
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10

0012.e2a8.2527
0012.e2a8.2505

20XX/03/14 10:00:00
Priority was lower than neighbor's

(Master to Backup)

Neighbor
Master

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts

VLAN Group ID : 1
VLAN ID
Member Port
Active Port
Last Transition
Transition by reason
Master to Backup Counts
Backup to Master Counts

State

Acknowledged State
Advertise Hold Timer
Priority

Active Ports

Up Ports

0012.e2a8.2527
0012.e2a8.2505
1

110,200-2169

1/6-8

1/6-8

20XX/03/14 10:00:00 (Master to Backup)
Priority was lower than neighbor's

0

0

Local Neighbor
Backup Master
Backup -

3 -

100 101

3 3

3 -

clear gsrp
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clear gsrp

On1-o0popo0O0o00O0 GSRPOOOOOOOOO

> show gsrp 10 port 1/10 detail
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/10 GSRP Not Active Port : Up
(CH: 1) Type Direct Flush : No Delay : 0
TxFrame 1027 RxFrame 1020 Discard Frame : 2
Discard Frame by reason
mismatch GSRP VLAN ID 1
mismatch GSRP ID 1
loopback GSRP frame 0
illegal GSRP frame 0
> clear gsrp 10 port 1/10
> show gsrp 10 port 1/10 detail
Date 20XX/03/14 12:00:00 UTC
GSRP ID: 10
Port Information
1/10 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay : 0

TxFrame : 0

mismatch GSRP ID
loopback GSRP frame
illegal GSRP frame

ggodgguo

oo

goobogoooboo

oo

ugooooogo

RxFrame : 0
Discard Frame by reason
mismatch GSRP VLAN ID

Discard Frame : 0

o O O o

O 1M-90cleargsrp 00 00O0OOO0OOOOODOO

ooooo

oo

Can't execute this command in standby system.

oooooooooooooooooooooonoo

Can't execute.

obooooooooobo0oooOooooocoooa

Connection failed to GSRP program.

GSRPOOOOOOOOODOODOOODODODO
Ob0000o0o0O00o0o0c00o00O00000000restart gsrp
00000 GSRPOOOOOOOOOOOODODOO

GSRP is not configured.

GSRPOOOOODOOOOOOODOOOODOOOOODOO
oooooo

Specified GSRP ID is not configured:<gsrp group id>.

00 GSRPOOOO IDOOOOOOOOOOO
<gsrp group id>0 GSRP O O OO ID

Specified port is not operational. :

gooooooobobobobooobOoobooobooon

Specified VLAN group ID is not configured:<vlan
group id>.

00 VLANOOOD IDOODOoOOooooooo
<vlan group id>0 VLAN O OO O ID
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clear gsrp

goodgdao
« JOU0O0OOODDODODODO SNMPOOOOOMIBOOOOOD OOOODOODOOOO
s JO000D0O0ODOO0OOOOODOOOODOODODODOOOOOODOoOODOODODOD
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set gsrp master

set gsrp master

boboooooboobobobobobooooobooboon

gboobooooooboboboboobooooobooboobobobooobooon

goobogo

set gsrp master <gsrp group id> vlan-group <vlan group id> [-f]

goodoogo

gbobooooooooooobobob

goodoogo

<gsrp group id>
GSRPOOODO IDODODOODOODO
00000 GSRPOODOO IDOOOOO10 65535000

<vlan group id>
000000o0oooOdbooooo VLANODODO IDODOOoooooooooooooo
00000 VLANOOODO IDODODOOoOOoOO10 128000

boooooobooboboboboboooobooobooban

gbooooooobobdo
goooooooboobobo

gogodd

ON1M1000000000000D00Od

> set gsrp master 10 vlan-group 8
Transit to Master. Are you sure? (y/n):y
> set gsrp master 10 vlan-group 8 -f

>

ggodgguo

oo

goobogoooboo

gboooooobobobooobooobogn
goboooooo

O 1M1-100setgsrpmaster 0000 O00D0O0OO0O0OOOO

ooooog oo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Can't execute. goodoooooooboooooooooboooa
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set gsrp master

ooooo

oo

Connection failed to GSRP program.

GSRPOOOOOOOOOOODOOOOODO
oo0ooooOOo0o0obOoOo0obDoO0oO000O0nrrestart gsrp
OO0O00OO0O GSRPODOOOOOODOODDODODDDO

GSRP is not configured.

GSRPOOOOODOOOODOOOOOOOOODOOOODOO
oooood

Specified GSRP ID is not configured:<gsrp group id>

OO0 GSRPOOOO IDOOOOOOOODOOO
<gsrp group id>0GSRP OO OO ID

Specified VLAN group ID is not configured:<vlan
group id>.

00 VLANOOOO IDOOOooooooooo
<vlan group id>0 VLAN group O OO 0O ID

Specified VLAN group is not no neighbor state.

0000 VLANOOOODOOOOOoOOooooooooooo
O00000showgsrp D000 O00O0O0O0OOO0DODOOODODO
ooboooooooooooooboooooOooooooooo
ooo

goobognd

ooooooooo vVhANOOOOoOooooooooooooooogooogoooooooogooooo

oo
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clear gsrp port-up-delay

clear gsrp port-up-delay

VLANOOOOOOOOOOOO VLANOOOOOOOOoOOoOoOooooooooooooooooo
000000000 portrup-delayOOODO0OOO0DOOOO0ODOOOODOOOODOOOOODOOODO
oo

goobogo

clear gsrp port-up-delay [port <port list>] [channel-group-number <channel group
list>]

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
O0000000O0VLANODOOOODOOOODOO VLANOOOOOODOOOooDoooooo
0000000000 00000000000D0D0O<portlist>0000000000000000
O00@Mo0d0ooo0dooo0oooooooooooooo

channel-group-number <channel group list>
00000000000 000VLANODODOOODDOOODOO VLANOODDOOoooogo
0000000000 00000000000D0D00000O0000000D00O00O0D0D0O<channel
group list>0 00000000000 0000O000O0O0OO0ODOOO0OOOOOOOO

gbooooooboobobon
VLANOODOODOODODODOODOODO VLANOOOOOOOOOOOOoOoOOOoOoOoUooooooooo
gboooooooooboobobo
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clear gsrp port-up-delay

googg

0 11-110 clear gsrp port-up-delay 0 O OO0 0 d OO

> show gsrp 10 port 1/6-10
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Not Active Port : Up
Type : Member Flush : Reset Delay : 43172
TxFrame : 0 RxFrame : 0 Discard Frame : 0

1/7 GSRP : Not Active Port : Up
Type : Member Flush : Reset Delay : 43174
TxFrame : 0 RxFrame : 0 Discard Frame : 0

1/8 GSRP : Active Port : Up
Type : Member Flush : GSRP Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0

1/10 GSRP : Not Active Port : Up

(CH: 1) Type : Direct Flush : No Delay : 0
TxFrame : 1993 RxFrame : 1987 Discard Frame : 0

> clear gsrp port-up-delay

> show gsrp 10 port 1/6-10
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Active Port : Up
Type : Member Flush : Reset Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
1/7 GSRP : Active Port : Up
Type : Member Flush : Reset Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
1/8 GSRP : Active Port : Up
Type : Member Flush : GSRP Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
1/10 GSRP : Not Active Port : Up
(CH: 1) Type : Direct Flush : No Delay : 0
TxFrame : 2073 RxFrame : 2068 Discard Frame : 0

>

011200000000 port-up-delay0 00 OO0 OO0

> show gsrp 10 port 1/6
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Not Active Port : Up
Type : Member Flush : Reset Delay : 43180
TxFrame : 0 RxFrame : 0 Discard Frame : 0

> clear gsrp port-up-delay port 1/6

> show gsrp 10 port 1/6
Date 20XX/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Active Port : Up
Type : Member Flush : Reset Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
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clear gsrp port-up-delay

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 11-1M10clear gsrp port-up-delay 0 O 000000000000

goooo oo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Can't execute. gooobooboobobobOobooooobooooo
Connection failed to GSRP program. GSRPOODODOODOOOOOOOODOOOO

go0000o0O0O0000000OO0O0000000Orestart gsrp
00000 GSRPOOOOOOOOOOOODODOO

GSRP is not configured. GSRPOOOODOOOUODOOUOOOOOOOOOOOOOOO
oooooo
Specified port is not operational. : 00000000 000O00O0O0OOoOoO0OOOoOoooOoo
goooon
aad
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clear gsrp forced-shift

clear gsrp forced-shift

GSRPOCOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOVLANDOO
gbobobooooboobooboboboooooooobooobobob

O00o0oO0OoOoOoGSRPUO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gbobooooooo

ogoooon
clear gsrp forced-shift [<gsrp group id>]

goobogoo
gboboooobooboboboooo

goobogoo

<gsrp group id>
OO0 GSRPOUODODO IDOODOOOODOOODOOOODOOOODOOOODOOOODOOOODOO
VLANOODOOOOOOOODooooDoooooooooooooooooo
OO0000 GSRPOOOO IDODOODOODOO10 65535000

gboboooooonbo
o000 GSRPOOODOOOOOODOOOCOOOOOOOOOOOOOOOOOOODOOOOODOO

VLANOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOODO

googg

O0M130000000000DO00DbOO0bOoOooOooon
> clear gsrp forced-shift 1

>

goodgdao

oo

gogoooogo

oo

goboooooo

O 1M-120clear gsrp forced-shit 0 0 0000 O00O0O0OOOO

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. goooopboooobooobobooobooboobgoo
Connection failed to GSRP program. GSRPOODODOODOOOODOOOODODOO

oo0ooobOOo0o0ob0OoOo0obOOoOoO00n0O0nrrestart gsrp
OoO0O0O0O GSRPODOOOOOOODOODDOODDDO

GSRP is not configured. GSRPOOOOOOOOOOOOOOOOODOOODODODDO
oooood
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clear gsrp forced-shift

ooooo

oo

Specified GSRP ID is not configured:<gsrp group id>

OO0 GSRPOOOO IDOOODOOODOODO
<gsrp group id>0 GSRPO OO O ID

ggodgguo

oo
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restart gsrp

restart gsrp

GSRPOOOOOOOOOOODOO
gooooa
restart gsrp [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo
-f
go00oO0oO0OOoOoOoOoOoOoODOODOOGSRPUOOOOOOOOOOOO

gbooooooooobo
gbooooooobobabdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gbooooooobobabdo

gbobobobooooooon
go00oO0oO0OoOoOoOoOoOoODODoOOGSRPUOOOOOOOOOOOO

gobood

O 1M-140GSRPOOOOODO
> restart gsrp

gsrp program restart OK? (y/n):y
>

> restart gsrp -f
>

goobognd

ao

goobogoooo

GSRPO VLANOOOOOOOOOOOVLANOOOOOOOOOOOOOO0O0O0O0O0

ogooooogo

O 1M-130restartgsrp 0000000 O0O0OOCOOO

ooooa oo
Can't execute. oooooooooooooooooooooon
GSRP program failed to be restarted. GSRPOOOO0OO0OO0OOOODODOODOODOOOOOOO

gooooooooooooon
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restart gsrp

ggodgguo

goddoooooooooooooboooooooooooooooao
000000000 fusr/var/core/
0000000 gsrpd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols gsrp

dump protocols gsrp

GSRpPOOOOCOOOOOOOOOOOOOOOOOOOOUOOOOOO0OOOOOUOODUOODOODOODOOO

oo

goobognd

dump protocols gsrp

gogododogo

gboboooobooboboboooo

gogododogo

oo

gobood

O M-150GSRPOODOOOOODO

> dump protocols gsrp

>

goobognd

ao

goobogoooo

ao

ogooooogo

0 1M-140dump protocols gsrp D O 0000000 OOOODO

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooboooo

Can't execute.

gooooooooobooooobooooboooo

Connection failed to GSRP program.

GSRPOOOODOOOODOOOODODOOOD
oob0ooooooobooooboodoOoonfdOOrrestart gsrp
00000 GSRPOOODOOOOOOOODODOOODO

File open error.

ooooooboooooooooboooooOoooooooboo

goobognd

gbobobooboooooboobobobooboobooooobobobo

000000000 lusr/var/gsrp/
00000 gsrp_dump.gz

gboboooooboobooboboboboooooooboboboboboobooobooboboboobooo

gboboooooon
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VRRP

show vrrpstatus(IPv4)

clear vrrpstatus(IPv4)

swap vrrp(IPv4)

show vrrpstatus(IPv6)

clear vrrpstatus(IPv6)

swap vrrp(IPv6)

show track(IPv4)

show track(IPv6)
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show vrrpstatus(IPv4)

show vrrpstatus(IPv4)

VRRPOOOOOOOOOOVRRPOO VLANOOOOOOOOOO

ogoooon

show vrrpstatus [ { vrrp-vlan | [detail] [statistics] [group] [protocol ipl
[ { name <virtual router name> | interface vlan <vlan id>
[vrid <vrids] } 1 } 1]

ooooooo

gbobooooooboobobobob

goodoogo

vrrp-vlan
VRRPOO VLANOOOOOOOOOO

[detaill[statistics][group]
detail
Ododdooooooooooooooooa

statistics
O0o0ooo0oooooooooooa

group
oo0o0o0oooooooao

oooooooooooa
goooooooooooooooao
[protocol ip] [ { name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] } ]

protocol ip
IPv4a0000000D0D0O0O0OOOODODOODOO

obooooooooboobobo
OOIpva0IPv6e 00O OO0OODOOOO0ODOOODOOOOODO

name <virtual router name>
goooooooooooon

interface vlan <vlan id>
godo0oooooooooooooooooooooao

<vlanid>000000000000O00O0OO interfacevlanO00O0O0O0O VLANIDOOOOO

ood
vrid <vrid>
gooooIboooooog

goooboobooboooooo
OOVLANOOOOOOOOOOOOOOOOOOOODOODOOODO

gooooobooooog
gbobobooooooooboboob

gboobooboboooooon
goobooboooooooooobobo
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show vrrpstatus(IPv4)

oooo 1o

012-10IPv40000000OCOOOOOOOOOOO

> show vrrpstatus protocol ip

Date 20XX/12/15 12:00:00 UTC

VLAN0010 VRID 1 VRF 2 MASTER virtual-ip 170.10.10.2 priority 150/150 primary
VRRPNAME1

VLAN0O020 VRID 1 MASTER virtual-ip 170.10.10.4 follow VRRPNAME1
VLANOO030 VRID 2 BACKUP virtual-ip 170.10.10.3 priority 100/100
>

ooob10000D0O

O1210IPv4000C0COCOOCOOOOOOOOODOODOOOO

oooao oo oooooo

<interface name> VRID <vrid> [VRF <vrf id>] <state> virtual-ip <virtual ip address> {priority <priority >/<original
priority> [primary <virtual router name>] | follow <primary virtual router name>}

oooooo <interface name> 00o0000O00oOooooo 0
ooooooao
VRID <vrid> ooooo ID o
VRF <vrf id> VRF ID 000D00000000O0O0onooo
0 OP-NPARO 000000000000O0oo0ooo
<state> 00000000 O0O0OoO0og MASTERO O OO

BACKUPOOOOOOO
INITIALO OO OO
0000000000 INITIALOO

ooo
virtual-ip <virtual ip goIrPooon O
address>
priority <priority>/ 0oooooooo <priority>0 00000000000
<original priority> O
O
<original priority>0 0000000
0ooo0oooooon
000000000000oooon
0000000000000 10000
ooooo
primary <virtual router =~ ODOOOOO0O 0000000000000O0ooon
name> oooOooOo0OO0OO0O0OOoOooooo
0oooooo
follow <primary virtual 0oO000DOooo0ooooooo 000000000000oooon
router name> goooooo 0o
0000 20

0 12-20VRRP OO VLANDODO

> show vrrpstatus vrrp-vlan

Date 20XX/12/15 12:00:00 UTC

vrrp-vlan : VLANO0O01O

Flush Request Frame sent : 3 (Mon Dec 15 11:05:01 20XX)
>
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show vrrpstatus(IPv4)

O0oob 2000000

0 12-20VRRP OO VLANOOOODO

oooao oo

oooooo

vrrp-vlan : <interface name> VRRPOO VLANOOOOOOOOO

ooooooo

O

Flush Request Frame sent : <number
of frame> [(<date>)]

Flush Request 00 OO0 OO0OOO
oooog

<number of frame> Flush Request
oooo

O

<date>O O OOOOO

Flush Request 00O O 0O0OOOOO
oooooooooooooooog
0ood

oooo 30

0123000000000000000DOO00DOOO0O0DOoOoOn

> show vrrpstatus detail interface vlan 10 vrid 1
Date 20XX/07/15 12:00:00 UTC
VLANOO10: VRID 1 VRF 2
Virtual Router IP Address
Virtual MAC Address 0000.5e00.0101
Virtual Router Name VRRPNAME1l (primary)
Virtual Router Follow :-
Number of Follow virtual routers : 4
Current State MASTER
Admin State enable
Priority 80 /100
IP Address Count : 1
Master Router's IP Address 170.10.10.2
Primary IP Address 170.10.10.1
Authentication Type
Authentication Key

170.10.10.2

ABCDEFG (Disable)

Advertisement Interval 250 msec

Master Advertisement Interval 1000 msec

Preempt Mode : ON

Preempt Delay : 60

Non Preempt swap timer [ 30

Accept Mode : ON

Virtual Router Up Time Mon Jun 8 16:55:00 20XX

track 10 VLANOO022 VRF 3 Status
Target Address [0 192.168.0.20
Vrrp Polling Status reachable
track 20 VLANO0023 Status (IF UP)
track 30 gigabitethernet 1/10 Status
track 40 port-channel 2 Status (IF UP)
IPv4 Advertisement Type

(IF UP)
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Down Priority
(IF DOWN)

SIMPLE TEXT PASSWORD (Disable)

Down Priority : 50

40

Down Priority : 20
Down Priority : 20
:ietf-unified-spec-02-mode



012400 000000000000000000O0O0O0O0O00OO

> show vrrpstatus detail interface vlan 10 vrid 2
Date 20XX/07/15 12:00:00 UTC
VLANOO1O: VRID 2 VRF 2
Virtual Router IP Address : 170.10.10.2
Virtual MAC Address : 0000.5e00.0102
Virtual Router Name : VRRPNAME2 (follow )
Virtual Router Follow :VRRPNAME1l (VLANO001O: VRID 1 VRF 2 )
Number of Follow virtual routers : 0O
Current State : MASTER
Admin State : enable
Priority : -/100(Disable)
IP Address Count : 1
Master Router's IP Address : -
Primary IP Address : 170.10.10.1
Authentication Type : SIMPLE TEXT PASSWORD (Disable)
Authentication Key : ABCDEFG (Disable)
Advertisement Interval : 250 msec (Disable)
Master Advertisement Interval : - (Disable)
Preempt Mode : ON(Disable)
Preempt Delay : 60 (Disable)
Non Preempt swap timer :30(Disable)

show vrrpstatus(IPv4)

Accept Mode : ON

Virtual Router Up Time : Mon Jun

track 10 VLANO0O022 VRF 3 Status
Target Address : 192.168.0.20

8 16:55:00 20XX
(Disable) Down Priority : 50

Vrrp Polling Status (Disable)
track 20 VLAN0023 Status : (Disable) Down Priority : 40
track 30 gigabitethernet 1/10 Status : (Disable) Down Priority : 20

track 40 port-channel 2 Status

IPv4 Advertisement Type

>

oboob 3000000

0123000000000000000D0O0

(Disable) Down Priority : 20
:ietf-unified-spec-02-mode (Disable)

oooo

oo

oooooo

<interface name>: VRID
<vrid> [VRF <vrf id>]

ooooocooooono
oooooooooono
VRID OO

<interfacename>0 00 0000000000000
goooooooooocooon

O

<vrid>0 00000 ID

O

VRF <vrfid>0 VRF ID
gooooooOooooooooooobooOooooooooo
000000 OP-NPARO

Virtual Router IP Address :
<ip address> [(ADDRESS
OWNER)]

ooooooIpooOoO

(ADDRESSOWNER)IO OO OOO0O0O0D0DOODOOOO0O
oo

Virtual MAC Address : <mac
address>

oooooo MACOO
0ood

Virtual Router Name :
<virtual router name>
(fprimary | follow})

oooooooo

{primary |follow,0 00000000
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show vrrpstatus(IPv4)

oooo

od

oooooo

Virtual Router Follow :
<virtual router name>

ooooooooooo
gooooooooo

({<interface name> : VRID
<vrid> [VRF <vrf id>] | not
running})

<virtual router name>0 0 0000 O0O0O0OCOOOOO ""
jo0o000o0od0oo0OooooOoooOooooooo
Jo0o00oo00oooooooooo

]
<interfacename>0 0 00000000000 OOCOOO
jooooO0ooooooooooo

]

<vrid>0 0 0000000000000 00 ID

]

VRF<vrfid>0 00000000000 VRFID
Joo0o00oooooooooooooooooooooon
00000000000 oP-NPARO

]

not runningd 00000000000 0OO0OOCOOOOOO
gooooooog

Number of Follow virtual
routers : <N>

goooooooooo
gooooogo

NOODO 4094

Current State : <status> 0ooooooooon

oooo

MASTERO O OO

BACKUPO OOOOODO
INITIALO OO OO

00o000ooooo INITIALOODOOO

Admin State : [enable|disable OOoOOO0O0OO0O0OO0O
<flag>] oo

enabled O O

disabled O OO

a

<flag>0 000000
OJdFDOWN)OOODOODODOOO DOWNODO
O(TRACKDOWN)DOODOODOOODOOOOOOOOOO 0
oooo

0O (PRIMARY DISABLE)YD O OO OOOOOOOO disable
0000000 000O0Ooon
oNOoIPOOODODOO0OO0O0O0O0O0IPOOOOOOO
oNoOJOINDDODDOODDOODDOO JOINOO
O(/WFAILOHWODOOO MACOOOOOOOO

Priority : <priority>/<original
priority> [(Disable)]

gooobooogo

<priority>0 000 0000OOOOOO
goooooobooboooooooooooooot"oo
ooooad

0

<original priority>0 0 0 00000000 O0O0OCOOOOO
O
00o000oo0oooooooooooooooooog
oooioo0oooooono

[}

(Disable) 00O OO0OO
goooooooobooboooooooooooooooo
00o000oo0ooooooooooooooooog

IP Address Count : <N> goooooIPoOOO

O

O

Master Router's IP Address :
<ip address>

gooooooooboo
oooIpoooo

gooooooobooobooo»~-"ooboboob

Primary IP Address : <ip
address>

VRRPOOOOOODO
oooooIpoooo
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show vrrpstatus(IPv4)

oooo

oo

oooooo

Authentication Type :
<type>[(Disable)]

gooooooooo

NONEO DODODODOODOOO

SIMPLE TEXT PASSWORDO O OO OOOOODO

O

(Disable)D DO OO OO
0000O0O0O0O0000000D0OO0OD0ODO00000Oon
VRRPOOOOOODOODODOOOOOODODODOOOOO
ooooo

Authentication Key :
<text>[(Disable)]

ooooocoooo

(Disable) D OO O OO0

0000000000000 OOODO0O00O0OOn
VRRPOODODODOOOOOOOOODODOOOOOOOO
ooooo

Advertisement Interval : <N>
{sec | msec}[(Disable)]

ADVERTISEMENT O
oooooooo

10 255 secd 000 2500 40950msec

O

(Disable) D OO O OO0

0000000000000 ODOO0OO00O0OOODOn
oooOoOooOO0ODO0OoO0oOooon

Master Advertisement
Interval : { <milli second>
msec | - (Disable) }

MASTER O OO
ADVERTISEMENT O
00000000 (msec)

10 0 40950

O

(Disable)0 000000

VRRPO O OODOQO ietf-unified-spec-02-mode 0 0 O 00 0
oooooooog

Preempt Mode : {ON| OFF}
[(Disable)]

goooocooo

oNOODooooog

OFF0000ODOODOOO

0

(Disable)D OO OOOO

0000000000000 O0ODOO00O0OOoOoOoDoOn
00000oO0O0O0D0000O0Ooon

Preempt Delay : <second>
[(Now Waiting, <N> sec left)]
[(Disable)]

gooooooooooo

(Now Waiting, <N>secleft) 00 000000000000
0000000000000 0OO0ODOO000ODOoooDoOn
og

NO 10 65535

]

(Disable)D OO OO0 OO

0000000000000 O0OD0ODOO000O0DOOODOn
000O00OO0O0OO0OD0O00O0O0OOO

Non Preempt swap timer :
<second> [(Now Waiting,
<N> sec left)] [(Disable)]

ooooocooooono
gooooooooo

(Now Waiting, <N>secleft) D0 000000000000
000000000ooooooooooooooooooag
oo

NO 10 65535

0

(Disable)0 0000000000000 DOOOODOOOO
000000000ooooooooooooooooooag
ood

Accept Mode : {ON | OFF}

gooooogo

oNOOoOooooooo

OFFOO0ODOOOOOO OFF
goooboooobobobOooooboooboOoooooobo
go""oooooon

Virtual Router Up Time :
<time string>

OO0O0O0OOoOo INITIALO
gboogooooo

000000 INITIALOOODOOOO0OOO0O0o0oo
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show vrrpstatus(IPv4)

oooo od

oooooo

track <track-number>
{<interface name> [VRF <vrf
id>] | <interface type>
<interface number>} Status :
<status> {Down

Priority | Critical Priority} :

ooooooooooo
oooooooo

<track-number>0 00000000000 ODOOOOOO
00 track OO

O

<interfacename>0 0000000 VLANOOOOODOO
jooooooooo

O

<priority> VRF <vrf id>0 VRF ID
VRRPOOOOOOOODOOOOODOOODODOOOOOO
000000 MOP-NPARO
O
<interface type> <interface number>0 000000000
ooooo
O gigabitethernet <nif no.>/<port no.>0 0 0 00000
10BASE-T/100BASE-TX/1000BASE-T/1000BASE-X [0 [
oooooo
0 tengigabitethernet <nif no.>/<port no>00 000000
10GBASE-ROOOOOOOO
O port-channel <channel group number>0 0000000
channel-group 00 000000
O
<status>0 000000000000 O0OOOOOOO
O@FrUPODOOOOD0OOD UPOD
OIFDOWN)IDOODO00O0 DOWNDOO
OMisable)0 0000000000000 O0OOODOO0O
ooo
O
ooooooo
Down Priority : <priority>0 000000000000
oooobowNOOOoOOoOoOooooo
Critical Priority : <priority>0 000000000000
oooobowNOOOOOOooooooo

Target Address : VRRPOOODOOODOO <target-address>0 VRRPO O OODOOO IPODOOO

<target-address> [(check
reply interface)]

oooo

VRRPOOOODOOO IPOOOUODCOOODOOODOOO
goo0o00O0000obO0obOobOooOoDooDoD

O

(check reply interface) D0 0000000000000
track check-reply-interface 1 0 0 00000000000
good

Vrrp Polling Status :
<status>[<reason>]

VRRPOOOOOOO

VRRPOOOOOOO IPOOOOOOOOOOOOODOO
O00O0o0ooooooooooooooooo

O

<status>O VRRPO OO OOOOOODOODO
OreachableD OO OO OO

ODisable)D 000000
OunreachableD OO OO OO0

O

<reason>0 000000000O0O0O0O

<status>[] unreachable 0000000000

O (interface down)0 0 0000000000000 00ODO
DOWNOOOO
O(oresponse) 00 0000000000000
Omoroute) 00 0000O0O00O0O0DOO

0 (invalid response) 10 0000000000000 track
check-reply-interface 0 0 00000000000 O00O0OO
Oo0o0odooooobooooooooobooooooog
oooood
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show vrrpstatus(IPv4)

oooo oo oooooo
IPv4 Advertisement Type : ADVERTISEMENT O rfc3768-moded] RFC3768 0 0 O O ADVERTISEMENT [
<type>[(Disable)] oooooooo 0ooooooooo

ietf-unified-spec-02-model] draft-ietf-vrrp-unified-spec-02
0000 ADVERTISEMENTOOOOOOOOOOO

O

(Disable)D 00 O00DODO

00000000 00oo0oooooooooooooo
jooooooooooooooo

oooo 40

012-50000000000000

> show vrrpstatus statistics interface vlan 10 vrid 1
Date 20XX/07/15 12:00:00 UTC
VLANOO01O: VRID 1 VRF 2

>

5 times transitions to master
1500 advertisement received
with bad advertisement interval
with authentication failed
with bad ip ttl
with priority zero
with invalid type
with bad ip address list
with bad authentication type
with authentication type mismatch
with packet length error
with different VRRP version

0 with low priority
1300 advertisement sent

0 with priority zero
1 virtual MAC learning frame sent
0 change by command
0 change by interface down
0 change by receiving advertisement with high priority
0
0

o

O O OO O0OOoOWwWwOoOo

change by Master Down Timer timeout
master transition delay count
track 10 VLAN0022 VRF 3 Target-Address [0 192.168.0.20
VRRP Polling round-trip min/avg/max = 0.266/0.274/0.286 ms
1 priority down by detected
track 20 VLAN0023 line-protocol
0 priority down by detected
track 30 gigabitethernet 1/10 line-protocol
0 priority down by detected
track 40 port-channel 2 line-protocol
0 priority down by detected

oboob 4000000

0124000000000000000DOOO

oooo oo gooooo

<interface name>: VRID <vrid> [VRF QOO0OOOO0O0OO <interfacename>0 00 0000000000000

<vrf id>]

ooooooood oooooooooooooo
0000 VRIDOO O

<vrid>000000 ID

a

VRF <vrfid>0 VRF ID
ooboooooOooooooooOoooobooOooooo
00000000 I OoP-NPARO
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show vrrpstatus(IPv4)

ooood oo gooooa
<number of packets> times transitions [QOOO0O00O0O00O0O O
to master O
<number of packets> advertisement ADVERTISEMENT m]
received goooooo
<number of packets> with bad goooooooog O
advertisement interval oo
ADVERTISEMENT
ooooood
<number of packets> with ooooooo O
authentication failed ADVERTISEMENT
ooooood
<number of packets> with bad ip ttl IPOOOO TTLO O
25560000
ADVERTISEMENT
oooOoooao
<number of packets> with priority zero QOO0 0 00 O
ADVERTISEMENT
ooooood
<number of packets> with invalidtype OO0 O0O0O0OO0O O
ooo
ADVERTISEMENT
oooOoooao
<number of packets> with bad ip 000000 IPv4 O
address list oooooooo
ADVERTISEMENT
ooooood
<number of packets> with bad goooooooo O
authentication type opoooad
ADVERTISEMENT
oooOoooao
<number of packets> with goooooooog O
authentication type mismatch goooooood
ooood
ADVERTISEMENT
ooooooag
<number of packets> with packet 00o0ooooooo O
length error ADVERTISEMENT
oooOoooag
<number of packets> with different ADVERTISEMENT 0
VRRP version goooooood
00O VRRPOO
OoooOoOoooo
OoooOoOoooo
ooo
<number of packets> with low priority QOO0 O000O 0
ADVERTISEMENT
ooooooo
<number of packets> advertisement ADVERTISEMENT ]
sent goooooo
<number of packets> with priorityzero OQO0O0 00O O
ADVERTISEMENT
oooOoooag
<number of frame> virtual MAC MACOOOOOO O

learning frame sent

goooooo
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show vrrpstatus(IPv4)

oooo oag oooooo
<N> change by command swapvrrp 0000 O
oooad
<N> change by interface down FoO0Oooooo O
ooogoo
<N> change by receiving ooogooo u
advertisement with high priority ADVERTISEMENT
ooooooooao
gooooo
<N> change by Master_Down_Timer Master Down O O O
timeout oooooobogoo
gooooooa
<N> master transition delay count gooooooooo O

track <track-number> {<interface
name> [VRF <vrf id>] | <interface
type> <interface
number>HTarget-Address :
<target-address> |line-protocol}

oooooooood
0000 VRRP
ooooooo

<track-number>0 0000000000000 OOO
0000 track OO

O

<interface name>0 00 0000000000000O0O
oooooooo

0

VRF <vrfid>0 VRF ID
VRRPOOOOOODOOOODOOOODODDOOODOODOO
00000000 OP-NPARO

0

<interface type> <interface number>0 00 0000 O
ooooooo

O gigabitethernet <nif no.>/<port no.>0 0 0 0 0 OO
0O 10BASE-T/100BASE-TX/1000BASE-T/1000BASE-X
oooooooo

O tengigabitethernet <nif no.>/<port no.>0 0 0 0 0 O
00 10GBASE-ROOOOOOOO

O port-channel <channel group number>0 00000
00 channel-group 00 OO OOOO

O

Target-Address : <target-address>0 VRRP O O 0 OO
ooIPo0OOO

O
line-protocol0 00 000000 DOOO0DOOODODOO

VRRP Polling round-trip min/avg/max
=<minimum>/<average>/<maximum>
ms

VRRPOOOOOO
oooooooo

VRRPOOOODOOO IPODODDOOODOOOOODOOO
00000o000oooooooooooooooog
0

<minimum>/<average>/<maximum>0 000 /000

/000

<N> priority down by detected

ooooooood
gooooooo
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show vrrpstatus(IPv4)

oooosd

012600 0000000000000000O0O0O0O0OOOOOOOO

> show vrrpstatus group name VRRPNAME1l
Date 20XX/12/15 12:00:00 UTC
VLAN0010: VRID 1 VRF 2

Virtual Router Name

VRRPNAME1

Virtual Router Follow
Number of Follow virtual routers : 4
Followed by virtual routers

VLANO0020:
VLANQOO30:
VLANOQ0O040:
VLANQOO50:

VRID
VRID
VRID
VRID

1 VRF 2
1 VRF 2
1 VRF 2
1 VRF 2

(primary)

012-7000000000000O00O0O0ODOO0OOOOOODOOO0OO

> show vrrpstatus group interface vlan 10 vrid 1

Date 20XX/12/15 12:00:00 UTC

VLANO020: VRID 1 VRF 2
Virtual Router Name : VRRPNAME2 (follow)
Virtual Router Follow : VRRPNAME1l (VLANO0010: VRID 1 VRF 2 )
Number of Follow virtual routers: 0
Followed by virtual routers : -

gooosboogoono

012-500000000000000000000

ooono

oo

gooooo

<interface name>: VRID <vrid> [VRF

<vrf id>]

goboboooooooooooo
00oo0o0ooo VRIDOO

<interface name>0 00000000
joooooooooooooo
gooooo

O

<vrid>0 00000 ID

O

VRF <vrf id>0 VRF ID
jooo0o0ooooooooooo
jooooooooooooooog
0 OP-NPARO

Virtual Router Name : <virtual router

name> ({primary | follow})

oooooooo

{primary |follow;,0 00000000
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show vrrpstatus(IPv4)

ooono

od

oooooo

Virtual Router Follow : <virtual
router name> ({<interface name> :
VRID <vrid> [VRF <vrf id>] | not
running})

goooooooooooooooo
oooo

<virtual router name>0 000000
jJooooooo " ooooooo
jooooooooooooooo
joooooooooooooooo
goooooo

]

<interface name>0 0 000000
jo0oooooooOoooooooo
gooooooooo

]

<yrid>0 0000000000000
goo b

]

VRF<vrfid>0 0000000000
O VRFID
jooo0oO0ooooooooooo
jooooooooooooooog
00000 OP-NPARO

]

not running0 000000 OCOOOO
jo0oooo0oooooooooooo

Number of Follow virtual routers :
<N>

goooooooooo

O

Followed by virtual routers:
<interface name> : VRID <vrid> [VRF
<vrf id>]

gooooobooooood

gooooooooobooo"™"ogag
oooog

[}

<interface name>0 00000000
Jododoooooooooooooo
gooooooo

O

<vrid>0 00000 ID

[}

VRF <vrfid>0 VRF ID
Oo0o00o0oOoOooooooooooo
go0o0o0oooooobooooon
O OP-NPARO

goobogoooo

ao

goboooooo

0 12-60 show vrrpstatus(IPv4) OO OO0 O00OO0OO0OOCOOO

ooooo

oo

Can't execute.

goooooooooooooooooooboooo

no entries.

goooooooooboooooo

Vrrp-vlan disable because virtual router is not

configured.

oo

OOoO0O0OOOOOOOOOODOOOOVRRPODO VLANOOO

Vrrp-vlan not configured.

VRRPOO VLANOOOOOOOOOOOO

goobognd

ao
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clear vrrpstatus(IPv4)

clear vrrpstatus(IPv4)

VRRPOOOOOOOOOOOOOOOOOVRRPOO VLANOOOOOOOOODOOODODODODODOO

ggodgguo

clear vrrpstatus [ { vrrp-vlan | [protocol ip] [{ name <virtual router name>
interface vlan <vlan id> [vrid <vrid>] }] } 1]

goodoogo

gbobooooooooooobobob

goobogooo

vrrp-vlan
VRRPOO VLANOOODOOODOOOOOOOO

[protocol ip] [{ name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] }]

protocol ip
Ipva0000000000D0ODOO0OOOOOODOOOODO

gboooooooboobabd
Oo0Ipv40IPv6e OO ODOOOOOOOOOOOOOOOOOOOOO

name <virtual router name>
O0o0ooOooooooooo

interface vlan <vlan id>
O0o0oboO0oo0o0oo0oooooooooooooooo
<vlanid>0000000000000000 interfacevlanOOOO0O VLANIDOOOOO

oo
vrid <vrid>
oooooIbooooooo

ubooooooobobaobdo
O0OVLANOOOOOOOOOOOoOoooooooooooooooo

gbooboobooboooooon
gboboboboooooooobooboobobobon

gogodd

01280 0000000O00DOOOOODOO

> clear vrrpstatus interface vlan 10 vrid 1
>

012-90VRRPODO VLANOOOOOOOOOOODO

> clear vrrpstatus vrrp-vlan

goobogo

oo
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gogoooogo

oo

goboooooo

clear vrrpstatus(IPv4)

0 12-70clear vrrpstatus(iPv4) O 0O 000000 OOOOO

ooooo

oo

Can't execute.

gboooooooooocoooooooocoooa

no entries.

gooooooooooooooo

Vrrp-vlan disable because virtual router is not
configured.

0000000000000000O0OVRRPOO VLANOOOO
oo

Vrrp-vlan not configured.

VRRPOO VLANOOOOOOODOOOOO

goodgdao

oo
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swap vrrp(IPv4)

swap vrrp(IPv4)

gboboooooboobobobobooooobooobobo
gbooboooooooboboboboobooobogon

gboboooooboobobobobooobooobogn

ggodgguo

swap vrrp [-f] { name <virtual router name> | interface vlan <vlan id> [vrid
<vrids>] }

goodoogo

gbobooooooooooobobob

goodoogo
-f
gboooooobobobooobooboono

gbooooooooboobd
gboooooooboobabd

name <virtual router name>
oooD0o0oDooooooog

interface vlan <vlan id>
Odo0ooooooooooooooooooooooo
<vlanid>0000000000000000 interfacevlanO OO OO VLANIDOOODODOOO

vrid <vrid>
oooOoOoIbOOoOOoOoOgo

gbooooooooobo
gbooooooboobobobooooooboboboboooobooboobobobon

goooooo

gogodd

O00OC0O0O0O0OO0OO0OOOOO VLAN'I0"OOOOOO VRID"1I"O VRID20'0 000000000
gboooooooboob

01210000000000000O

> swap vrrp interface vlan 10
Exchange VRRP 1 OK? (y/n): vy
Exchange VRRP 20 OK? (y/n): vy

>

ggodgguo

oo

goobogoooboo

VRRPOOOOOOOOOOOOODOODOODODOODOOOOOODOOOO
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swap vrrp(IPv4)

ogooooogo

0 12-80swapvrrp(lPv4) 00000000 OOOOOO

ooooo oo

Can't execute.

goooooooooooooooooooooo

Command execution cannot be performed to follow

goooooooooooooooooOooooobooooon

virtual router.

Command execution cannot be performed to owner's

gooooooOooooooooooooOooooooooon

virtual router of an initial state.

Command execution cannot be performed to owner's

goooooooooboO0ooooOoooOooOoOobOOoOoOooOoooon

virtual router.

no entries.

gooooooooooooooo

goodgdao

e JO00DOOOOOOOOOOODOODODOOLOOOOODODOODODOODODOOOOOODO

gdboboooooooooobooooo
0o0dbdbOo0ooOooOoDOooOOobOOdbO0oo0ooOO0OOOooO0ooOOoDOOoDOoDODOoDOOobOOooOooon
gooboboobooooobooboobobobobooooooOobDOobDobDobDobobobOoOoo
gooboboooooooboobobobooooooUobOoboboboboobooboobDUoDbOoDbo
0obdbOooOoO0ooOOoDOOooOOobOOdbOOo0OO0DO0ooOOooOO0obO0obOoDOO0bOoooOooDooOooOooa
0obdbOooOoO0ooOOoDOOooOOobOOdbOOo0OO0DO0ooOOooOO0obO0obOoDOO0bOoooOooDooOooOooa
oboboboobooogoo
gooboboooooooboobobobooooooUobOoboboboboobooboobDUoDbOoDbo
o0o0bOobOoboooboooooonoog
VRRPOOOODOODOOOODOODOOOODOODODOODODODO novrrppreempt 100000
000000000 vrrp timers non-preempt-swap 0 0000000000000 0OOCOOCOOOO
00000000000 vrerp timers non-preempt-swap 0 00 000000000000 OOOOO
000bO00O000O0oDO0O0oDO0bOO000O00OO0DOO0o0O0oDO0ObOOOOvVRRPOODOODOOOOODO
O vrrp timers non-preempt-swap 0 0000000000000 O0 100000000000O000O0
0bodboo0ooO0ooOooOooOOobOOdooo0ooOO0oDO0ooOOobOO0obO0obOOoDOO0ooooDooDooOoDoOooDbo
goooboo

gbobooooooboobobobooomoboooooooooobobobobooboooboon

gboooboo

0 1290swapvrrp(lPv4) 00O O0O0O00OOCOODO

O DOooooo Doooooo
0ooooo 0000000 DOopooo Doooooo
0oo 0 oooo oooo 0oooooo 0oooooo
0oo O
a IPO00DDOOOOO0 [POODOOOO  IPOOOOOOOO I[POODOOOOODO
0 0oooooo 00000000 000000000 00000000
0 oo
g oooo oooo oooo oooo
0oo O oooo oooo oooo oooo
0oOo
— g IPO00ODDOOOOO0 [PODODOOOO  IPOOOOOOOO [POODOOOOODO
. 0oooooo 00000000 000000000 00000000
a oo
O 0oooooo 0oooooo 0oooooo 0oooooo
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swap vrrp(IPv4)

gopopoooooooood

e J0OOOswapverpOOOOOOODOODOODO

- JO0O0OOOCOODOOOO

- JO000O0OUODODOOOOOOODOOUODOOODCOUOODOOODOO
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show vrrpstatus(IPv6)

show vrrpstatus(IPv6)

VRRPOOOOOOOOOOVRRPOO VLANODOOOODODODOOO

gooogad

show vrrpstatus [ { vrrp-vlan | [detaill] [statistics] [group] I[protocol ipvé]
[ { name <virtual router name> | interface vlan <vlan id>
[vrid <vrid>] } 1 } ]

oogogoooo

gboboooobooboboboooo

gogododogo

vrrp-vlan
VRRPOO VLANOOOODOOOOOOO

[detaill[statistics][groupl]
detail
dddddooooooooooooooo
statistics
ddddooooooooooooo
group
doddoooooooooo

gbooooooooobo
gboobooooobooboobobob

[protocol ipv6] [ { name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] } ]
protocol ipv6
IPv6e 0000000000000 O0O0OOOOO

oboooooooooboong
OOIpv4a0IPv6e 00O OO0OOOOO0ODOOODOOOODODO

name <virtual router name>
ooo0O00DoDodooooog

interface vlan <vlan id>
O0000o0o0o0ooooooooOooooooooooo
<vlanid>0000000000000000 interfacevlan0O00O0O0O VLANIDOODOOO
0od

vrid <vrid>
O0ooo IDOooooooo

obooooooobooboono
OOVLANDOOOOOOOOOOOOOOOoOooooooooooo

gooooooooobo
gbobobooooboooboobobo

gboboboboooooogoo
obooooooobobobobooooon
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show vrrpstatus(IPv6)

ooooD1o

O12-1O0IPv6 000000O0O0O0OOOOOOOOOOO

> show vrrpstatus protocol ipvé

Date 20XX/07/15 12:00:00 UTC

VLANO0010 VRID 1 VRF 2 MASTER virtual-ip 100:0:11::100 priority 150/150 primary
VRRPNAME1

VLANO00O1l2 VRID 1 MASTER virtual-ip 100:0:12::100 follow VRRPNAMEL

VLAN0013 VRID 1 BACKUP virtual-ip 100:0:13::100 priority 100/100
>

ooob1000000

O12-100IPpv6e 00 000000O0O0O0O0OOOOOOOOOOOO

oooao oo oooooo

<interface name> VRID <vrid> [VRF <vrf id>] <state> virtual-ip <virtual ip address> {priority <priority>/<original
priority> [primary <virtual router name>] | follow <primary virtual router name>}

00O0O0OoO0 | <interface name> 0o0000O00ooooooao 0
ooooooo
VRID <vrid> ooooo ID O
VRF <vrf id>0 OP-NPARO VRF ID 000o0o00o0o0o0oooOooooo

goooooooooocoooooo

<state> gooooooooooooo MASTERO O OO
BACKUPO OO OOOO
INITIALOO O OD
0000000000 INITIALO O

ooo

virtual-ip <virtual ip gomwprooog O

address>

priority <priority>/<original 000000000 <priority>0 00000000000

priority> 0
O
<original priority>0 0 000000
ooooooooooo
godoobOooooooooooo
pooooooooooog on0d
ooooo

primary <virtual router gooooog go00000o0o0obOobobOooDo

name> O0ooooOooooooooono
goooooogoo

follow <primary virtual gooooooooooooo Jgo0000O0DOO0DbOOobOOobOOoooo

router name> ooooogo 0od

oooo 20

0 12-120VRRP O O VLANO O

> show vrrpstatus vrrp-vlan

Date 20XX/12/15 12:00:00 UTC

vrrp-vlan : VLANOO1O

Flush Request Frame sent : 3 (Mon Dec 15 11:05:01 20XX)
>
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Ob00ob 2000000

0 12-1MO0VRRP OO VLANOOOOO

show vrrpstatus(IPv6)

oooao

od

oooooo

vrrp-vlan : <interface name>

VRRPOO VLANOOOOOOOOD
ooooooo

O

Flush Request Frame sent : <number
of frame> [(<date>)]

Flush Request 00 OO O0OO0OOO
ooooog

<number of frame> Flush Request
oooo

O

<date>OD OO OOOO

Flush Request 000 OO0 OO OO0
poooobooooboboooobo
ogd

oooo 30

012130 00000000000DOOO00DOO00bOOOODOO

> show vrrpstatus detail interface vlan 10 vrid 3
Date 20XX/07/15 12:00:00 UTC

VLANOO10: VRID 3 VRF 2
Virtual Router IP Address fe80::1234
Virtual MAC Address 0000.5e00.0203
Virtual Router Name VRRPNAME1l (primary)

Virtual Router Follow [ -

Number of Follow virtual routers O 4

Current State MASTER

Admin State enable

Priority 100/120

IP Address Count : 1

Master Router's IP Address fe80: :abcd

Primary IP Address fe80::abcd

Authentication Type SIMPLE TEXT PASSWORD (Disable)
Authentication Key ABCDEFG (Disable)

Advertisement Interval 250 msec

Master Advertisement Interval :1000 msec

Preempt Mode : ON

Preempt Delay : 60

Non Preempt swap timer [ 30

Accept Mode : ON

Virtual Router Up Time Mon Jun 8 16:55:00 20XX

track 10 VLAN00O22 VRF 3 Status
Target Address fe80: :ba
Vrrp Polling Status reachable
track 30 gigabitethernet 1/10 Status (IF DOWN) Down Priority : 20
track 40 port-channel 2 Status (IF UP) Down Priority : 20
IPv6 Advertisement Type ietf-unified-spec-02-mode

(IF UP) Down Priority : 50
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show vrrpstatus(IPv6)

012-14000000000000000O000O0OO0OOOOOOO

> show vrrpstatus detail interface vlan 10 vrid 3

Date 20XX/07/15 12:00:00 UTC

VLANOO10: VRID 3 VRF 2
Virtual Router IP Address
Virtual MAC Address
Virtual Router Name [0 VRRPNAME2

Virtual Router Follow [ VRRPNAME1

fe80::1234

0000.5e00.0203

(follow)
(VLANOO10:

VRID 1 VRF 2)

Number of Follow virtual routers O 0

Current State
Admin State enable

Priority -/120 (Disable)

IP Address Count : 1

Master Router's IP Address : -
Primary IP Address fe80::abcd
Authentication Type
Authentication Key
Advertisement Interval
Master Advertisement Interval
Preempt Mode ON (Disable)
Preempt Delay 60 (Disable)

MASTER

SIMPLE TEXT PASSWORD (Disable)
ABCDEFG (Disable)
250 msec (Disable)
- (Disable)

Non Preempt swap timer [ 30 (Disable)

Accept Mode : ON

Virtual Router Up Time Mon Jun 8 16:55:00 20XX
track 10 VLAN0022 VRF 3 Status (Disable) Down Priority : 50
Target Address fe80::ba
Vrrp Polling Status (Disable)
track 30 gigabitethernet 1/10 Status (Disable) Down Priority : 20
track 40 port-channel 2 Status (Disable) Down Priority : 20

IPv6 Advertisement Type [ ietf-unified-spec-02-mode (Disable)

>

ooob 30000004

012-1200000000000000O0OODO

oooao od

oooood

<interface name> : VRID
<vrid> [VRF <vrf id>]

ooooooooooao
ooooooooooo
VRID OO

<interfacename>0 0000000000000 OCOOOO
Oooooooooon

O

<vrid>0 00000 ID

0

VRF <vrfid>0 VRF ID
gooooooooooooooooooooboooooon
000000 DOO0P-NPARO

Virtual Router IP Address : <ip 0OoOoOoooIPoOO

(ADDRESSOWNER)O O ODODOOOOOODOOOOOO

address>[(ADDRESS 0 0o
OWNER)]
Virtual MAC Address : <mac Joooog MACOO O

address> oo

Virtual Router Name : <virtual
router name>
({primary | follow})

oooooooo

{primary |follow}0 0 0000000
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show vrrpstatus(IPv6)

ooono

oo

oooooo

Virtual Router Follow :
<virtual router name>
({<interface name> : VRID
<vrid> [VRF <vrf id>] | not
running})

ooooooobooooo
gooooooooo

<virtual router name>0 0 0000 O0O0OOOOOOO ""
Jdd0d0d0o00oooO00ooOoOoOooooooooon
Jdd0000oooooooooooooo

O
<interfacename>0 0 00000000000 OOOOOO
gd0o00ooooOooooooo

O

<vrid>0 0 0000000000000 00 ID

O

VRF<vrfid>0 00000000000 VRFID
oddo000oooUoooooooooooooooooo
00000000000 OoP-NPARO

O

notrunningd D 00000000000 O0OOOOOOOO
oooooooo

Number of Follow virtual
routers : <N>

gobooooooooo
goooooo

NOOoO 4094

Current State : <status>

oooooooogo
oooo

MASTERO O OO
BACKUPOOOOOOO
INITIALO OO OO

OO00o0OoOooooo INITIALODODOO

Admin State :
[enable | disable<flag>]

gobDoooobooooon
oo

enabled O O

disabled O OO

|

<flag>0 000000

OIFDOWN) DO ODOODOOODOO DOWNDOO
O(TRACKDOWN) O OOOODOOODODOOOOOOOO o
oooo

0O (PRIMARY DISABLE)D 00D O0O000O0OOO disable
00000000 00O0O0OoO
oNOIPOODOODOO0OODOO0ODOOOIPOOOOOOO
oNoOJOINODOODODO0DOOODOO JOINOO
O/WFAILDOH/WODOOO MACOODOOODOO

Priority : <priority>/<original
priority>[(Disable)]

goooooobooon

<priority>0 000000000000
jgodooOoooooboooooooooooooa oo
ooood

0

<original priority>0 0 0 0000000000 OOOOO
O
gdooooo0dooooooooooooooooooog
goooooooooon

0

(Disable) 000 DO OODO
Oo0o0odoooooboboooooooobooooooog
jd0dod0oodo0o0oo0oUoooUdooUooooog

IP Address Count : <N>

goooooIpooo
oo

O

Master Router's IP Address :
<ip address>

gooooobooboo
gooIpoooo

goooooooooooo-"ooooboo

Primary IP Address( <ip
address>

VRRPOODOOOOO
goooooIpPoOO
O
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show vrrpstatus(IPv6)

ooono

od

oooooo

Authentication Type :

gooooooooo

<type>[(Disable)]

NONEO DODODODOODOOO

O

SIMPLE TEXT PASSWORDO O OO OOOODODO

O

(Disable) D OO O OO0

0000000000000 0O0000000000
VRRPOOOOOOOOOODOOOOOOODOOOOOOO
oooo

Authentication Key : goooooooo

<text>[(Disable)]

(Disable)0 DO ODOOO

00000000 00000000000000000n
VRRPOOODOOOOOOOOOODODOODODOOOOOODO
oooo

Advertisement Interval : <N>
{sec | msec}[(Disable)]

ADVERTISEMENT O
oooooooo

10 255 secd 000 250 0 40950msec
a

(Disable) D OO O OO0

0000000000000 0O0OD00O00O0OOOOoOoOO
0oOooo0O0OO00000oooon

Master Advertisement
Interval : { <milli second> msec
| - (Disable) }

MASTEROOO
ADVERTISEMENT O

oooooooo
(m sec)

10 0 40950

a

(Disable)D OO OODOO

VRRPO O OOOQO ietf-unified-spec-02-mode D OO0 00O
gooobooooo

Preempt Mode : {ON | OFF}
[(Disable)]

oooooooo

oNOODOooOoOo

OFFOD0O0DOO0ODOOD

O

(Disable) D 0O DODO0OO

000000000000 000000D000000000
00000000 0000O0000

Preempt Delay : <second >
[(Now Waiting, <N>sec left)]
[(Disable)]

goooooooo
ooo

0 Now Waiting, <N>seclefttH 0000 O000000CO0O0O
jooo0ooUoooUoooooooooooooogooyg
oo

NO 10 65535

0

(Disable)D OO OODOO
Ooooooooobobobooooooooobooooooo
jo0o0d0oo0o0ooooooooo

Non Preempt swap timer :
<second> [(Now Waiting,
<N>sec left)] [(Disable)]

gooooooooo

00000000000 ONow Waiting, <N>secleftt D0 000000000000

0000000000000 DOODOO0O000OOODOOOO
oo

NO 10 65535

O

(Disable)D DO ODOO

0000000000000 0O0D0000O0OoooooO
00000000 0000OooOoon

Accept Mode : {ON | OFF} oooooooo

oNOOOooooooo

OFFOO0O0OOOODOO OFF
goooooooOoOoooOooooooooOooobooOooo
oo -"gooooooo

Virtual Router Up Time :
<time string>

000000 INITIAL
gooooooooo

000000 INITIALOOOOOOODODOODDODO
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show vrrpstatus(IPv6)

ooono oo

oooooo

track <track-number>
{<interface name> [VRF <vrf
id>] | <interface type>
<interface number>} Status :
<status> {Down

Priority | Critical Priority}
<priority>

oobooooobooooo
oooooooo

<track-number>0 0 0000000000000 00O0OO
00 track OO

O

<interface name>0 0000000 VLANOODOOOODO
oooooooooo

O

VRF <vrfid>0 VRF ID
VRRPOOOODOODOOODDOOODODOOODOOOODODOO
OO000O0OIDoP-NPARO

O

<interface type> <interface number>0 000000000
ooooo

O gigabitethernet <nif no.>/<port no.>0 0000000
10BASE-T/100BASE-TX/1000BASE-T/1000BASE-X 0 0 O
ooooo

O tengigabitethernet <nif no.>/<port no.>0 0000000
10GBASE-ROOOOOODDO

O port-channel <channel group number>0 0000000
channel-group 00000000

0

<status>0 000000000000 0OOOOOOO
O@FUPOOOD0O0D0O00 UPOO
O@IFDOWN)DDODOODOOD DOWNDO

O((Disabley0 000000000000000000000
oo

0

ooooooo

Down Priority : <priority>0 000 00000COOO
O0oooboOwNOOOOOODOoODO

Critical Priority : <priority>0 000 O000O0O000OO
OooobowNOOOOOODOOODOoOOD

Target Address :
<target-address> [(check reply
interface)]

VRRPOOOOOOO
oooood

<target-address>0 VRRPO O OO OOO IPOOODO
VRRPOOOOOOO IPOODODOOODODOOOOO
gdooOoOOo0oobObOOooooooooooooo

0

(check reply interface) ] 0 0000000000000
track check-reply-interface 0 0 000000000000
goo

Vrrp Polling Status : VRRPOOOOODOOO
<status>[<reason>] 0

VRRPOOODOOOOO IPOODODODOOODODOOOOOO
O0000o0oo0dooooobooooooooon

O

<status>O VRRPO OO O ODOOOOOODO
OreachableD OO O OO0

O (Disable) 0000000
OunreachableD OO OO OO0

O

<reason>0 0 0000000O0ODOO0O

<status>[] unreachable 00O O0OOO0OO0O

O (interface down)0 0 000000000000 O00DOO
DOWNOOOO
Omoresponse) 10 0000000000000
Omoroute) ] 000000000 DOOOO

0 (invalid response) 10 0000000000000 track
check-reply-interface 1 0 0000000000 O000OOO
0o0oooooooobooboooooooooboooood
ogooooo
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show vrrpstatus(IPv6)

ooono

od oooooo

IPv6 Advertisement Type :

<type>[(Disable)]

ADVERTISEMENT O ADVERTISEMENT O OO OOOOOO

gooooooo ietf-ipv6-spec-02-model] draft-ietf-vrrp-ipv6-spec-02 0 O O
0O ADVERTISEMENTOOOOOO0OOOOOO
ietf-ipv6-spec-07-modell draft-ietf-vrrp-ipv6-spec-07 0 O O
0O ADVERTISEMENTOOOOOOOOOOO
ietf-unified-spec-02-model draft-ietf-vrrp-unified-spec-02
0000 ADVERTISEMENTOOOOOODOOOOO
O
(Disable) 0 000000
gooobbooobooooooobooooboobooooobo
god0oDoOooooooooooo

Ooooo 40

012150000000000000

> show vrrpstatus statistics interface vlan 10 vrid 3
Date 20XX/07/15 12:00:00 UTC
VLANOO01O0: VRID 3 VRF 2
1 times transitions to master
247 advertisement received
with bad advertisement interval
with authentication failed
with bad ipvé hoplimit
with priority zero
with invalid type
with bad ipvé address
with bad authentication type
with authentication type mismatch
with packet length error
with different VRRP version
0 with low priority
1747 advertisement sent
0 with priority zero
virtual MAC learning frame sent
change by command
change by interface down
change by receiving advertisement with high priority
change by Master_ Down_Timer timeout
master transition delay count
track 10 VLANO0022 VRF 3 Target-Address : fe80::ba

o

O O OO0 OO0 oo

O O OO oK

VRRP Polling round-trip min/avg/max = 0.266/0.274/0.286 ms

1 priority down by detected
>

ooob 4000000

012130 00000000000DO000DAO

ooono

<interface name> : VRID <vrid>

[VRF <vrfid>]

oo oooooo
ooooooooooooono <interface name>0 000000000000
00000000 VRIDOO goooooooooooooooo

O
<vrid>0 00000 ID
O

VRF <vrfid>0 VRF ID
goooooboooooooooooooooon
000000000000 OP-NPARD

<number of packets> times

transitions to master

ooboooooooo O
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show vrrpstatus(IPv6)

gooo oag oooooo

<number of packets> advertisement = ADVERTISEMENT 0000 O
received ooo
<number of packets> with bad 0000oO0O0oOooooo O
advertisement interval ADVERTISEMENT O OO O

goo
<number of packets> with ooooooon O
authentication failed ADVERTISEMENT OO 0O 0O

ooo
<number of packets> with badipv6 | IPv6 0 000 HopLimit 0 255 a
hoplimit 0000 ADVERTISEMENT

goooooa
<number of packets> with priority ooooono O
Zero ADVERTISEMENT OO OO

goo
<number of packets> with invalid OoooOoOooooooo a
type ADVERTISEMENT OO OO

ooo
<number of packets> with bad ipv6 gooooogIpv6eODOOOnQ g
address 000 ADVERTISEMENT O

gooooa
<number of packets> with bad oooooooooooooo O
authentication type ADVERTISEMENT O O OO

goo
<number of packets> with oo000oO00oO0oO0ooOoooo O
authentication type mismatch gooooogoo

ADVERTISEMENT OO OO

goo
<number of packets> with packet ooooooooo O
length error ADVERTISEMENT OO OO

goo
<number of packets> with different ADVERTISEMENT OO OO g
VRRP version 0000000 VRRPOOOO

gooobooobboooo

gooooag
<number of packets> with low oooooo O
priority ADVERTISEMENT 0 0 0 O

goo
<number of packets> advertisement = ADVERTISEMENT OO OO a
sent oono
<number of packets> with priority ooooon g
Zero ADVERTISEMENT OO 0O O

ooo
<number of Frame> virtual MAC MACOOOOOOOOOOO 0
learning frame sent oo
<N> change by command swapvrrp OO OO Q0O O0O a
<N> change by interface down VFOO0OOOCOOOOOOO 0
<N> change by receiving oooooo 0
advertisement with high priority ADVERTISEMENT O 0O 0O O

goooooooobooag
<N> change by Master Down 0000000 O

Master_Down_Timer timeout

oooooooooooo
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show vrrpstatus(IPv6)

ooono

oo

oooooo

<N> master transition delay count

ooooooooo

0

track <track-number> {<interface
name> [VRF <vrf id>] | <interface
type> <interface number>}
{Target-Address :
<target-address> | line-protocol}

gobooooooooooo
VRRPOOOOOODO

<track-number>0 0 000000000000
0000000 trackO0O

O

<interface name>0 0000000000
oooooooOooooooo

O

VRF <vrfid>0 VRF ID
VRRPOOOOODOOOOOOOODOOOOO
00000000000 OoP-NPARO

O

<interface type> <interface number>0 0 O O
goooooooooo

0 gigabitethernet <nif no.>/<port no.>0 0 0 O
0000 10BASE-T/100BASE-TX/
1000BASE-T/1000BASE-X OO OOOOOO
O tengigabitethernet <nif no.>/<port no.>0 0
000000 10GBASE-ROOODDOOOOO

O port-channel <channel group number>00 [
00000 channel-group 000 000ODO0O

O

Target-Address : <target-address>[ VRRP
ooooooooooooooo

O
line-protocol0 0 0 0D O0D0OODOOODOODO
oooo

VRRP Polling round-trip min/avg/
max =<minimum>/<average>/
<maximum> ms

VRRPOOODOOODOODO
ooo

VRRPOOOOOOO IPOOOODOOODOO

0000o0o000oo0o0ooooooooo

ooooooo

O

<minimum>/<average>/<maximum>{ 00O /
ooo/ooo

<N> priority down by detected

gooooooooooooo
o0

ooogo so

01216000000000000DOO0O0DOOOOODODOOODOOOOOn

> show vrrpstatus group name VRRPNAMEL
Date 20XX/07/15 12:00:00 UTC

VLANQ0O010: VRID 1 VRF 2

Virtual Router Name

Virtual Router Follow :
Number of Follow virtual routers : 4
Followed by virtual routers

VLANQ020: VRID
VLANQO030: VRID
VLANQ0040: VRID
VLANQOO50: VRID

1 VRF 2
1 VRF 2
1 VRF 2
1 VRF 2

VRRPNAME1l (primary)

01217000000000000D00C00DOOO00OODODOO0OOOOO

> show vrrpstatus group interface vlan 10 vrid 1
Date 20XX/07/15 12:00:00 UTC

VLANQ020: VRID 1 VRF 2

Virtual Router Name
Virtual Router Follow

Number of Follow virtual routers: 0
Followed by virtual routers : -
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gooosboogooo

012-14000000000000D00ODOODODODO

show vrrpstatus(IPv6)

oooo

oo

oooo

<interface name> : VRID <vrid> [VRF
<vrf id>]

oooooooooooo
oooooooooo
VRID OO

<interfacename>0 000000000000
gooooooooooooooon

[}

<vrid>0 00000 ID

[}

VRF <vrf id>0 VRF ID
goooooooooooooooooooo
000000000000 OoP-NPARO

Virtual Router Name : <virtual router
name>({primary | follow})

gooooooo

{primary |follow;0 00000000

Virtual Router Follow : <virtual router
name> ({<interface name> : VRID
<vrid> [VRF <vrf id>] | not running})

oooooooooooo
ooooocoooo

<virtual router name>0 0000000000
gooo"™"gooooooooooooooga
jod0o0oooDooDooOoooooooogoo

goooooooodg

]

<interfacename>0 000000000000

jodo0oobooooooooooooooo

O

]

<vrid>0 0 0000000000000 00 ID
]

VRF <vrfid>00 0000000000 VRFID
jooo0oooooDoooooooooogo

joodoooooooooooooo

0 OP-NPARO

]

not runningd 00000000000 OOCOO
joooooooooooo

Number of Follow virtual routers : <N>

ooooocooooono

O

Followed by virtual routers: <interface
name> : VRID <vrid> [VRF <vrf id>]

gbobooobooooogo

goooooooooooaot"ooooooo
O

<interfacename>0 000000000000
goddooooooboooooooooo
O

<vrid>0 00000 ID

O

VRF <vrfid>0 VRF ID
gooddoooooobooooooooooo
gooodooooooooooooo

0 OP-NPARO

gogoooogo

oo

ogooooogo

0 12-150 show vrrpstatus(IPve) DO OO0 OO0 0O O0O0OO0OOOO

ooooo

oo

Can't execute.

goo0oooooooooooocoooocoooo

no entries.

gooooooooooooooo
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show vrrpstatus(IPv6)

ooooo

oo

Vrrp-vlan disable because virtual router is not
configured.

00000000000 OOOOOOVRRPODO VLANODOOO
oo

Vrrp-vlan not configured.

VRRPOO VLANOOOOOOOOOOOO

goobogo

oo
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clear vrrpstatus(IPv6)

clear vrrpstatus(IPv6)

VRRPOOOOOOOOOOOOOOOOOVRRPOO VLANOOOOOOODOODOODODDODODODOO

goodgdao

clear vrrpstatus [ { vrrp-vlan | [protocol ipvé] [{ name <virtual router names>
interface vlan <vlan ids> [vrid <vrid>] }1 } 1]

gogododogo

gboboooooobooobooboooo

goobogoo

vrrp-vlan
VRRPOO VLANOOODOOODOOOODOOO
[protocol ipv6] [{ name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] }]

protocol ipv6
Ipv6 0000000000 DODOO0ODODOOOODOOOODOOODOO

gbooooooobobaong
Oo0Ipva0IPv6e OO O DOOOOOOOOOOOOOOOOOOOOO

name <virtual router name>
O0o0ooOooooooooo

ugbooooooobobaog
gbooooooboobobooboboono

interface vlan <vlan id>
O0o0oobo0oo0o0oo0oo0oooooooooooooo
<vlanid>0000000000000000 interfacevlanO OO OO VLANIDOOOODO

oo
vrid <vrid>
ooooo Ibooooooo

gbooooooobobaobg
OOVLANOOOODOODOODODODODODODODODOODOODOODOOODODOOOO

gbobobooooooooboan
gboooobooboobobooboboboboooooo

googg

01218000000000000DOOO0ODAO

> clear vrrpstatus interface vlan 10 vrid 3
>

012-190VRRP OO VLANOOOOOOOOOOOO

> clear vrrpstatus vrrp-vlan

goodgdao

oo
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clear vrrpstatus(IPv6)

ggoooooo

oo

goboooooo

O 12-160clear vrrpstatus(IPve) D O 0D 00000000000

goooo oo
Can't execute. gooooooobobooobooboboboobogon
no entries. oo0ooooOoooooooooo
Vrrp-vlan disable because virtual router is not 0000000000000 00C0OVRRPOO VLANOOOO
configured. oo
Vrrp-vlan not configured. VRRPOO VLANODOOOODOOODOODO
gooogad

oo
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swap vrrp(IPv6)

swap vrrp(IPv6)

gbobobooooboooboooboobobobobooooo
gbobobooboooboobobobooooon

gbobobooboobooboboboboboooon

goodgdao

swap vrrp [-f] { name <virtual router name> | interface vlan <vlan id> [vrid
<vrids>] }

gogododogo

gboboooooobooobooboooo

gogododogo
-f
gbobooooobooboboboboooo

gboooooooboobd
gbooooooobobabdo

name <virtual router name>
oooO0o0oo0oooooo

interface vlan <vlan id>
g0o0oooooooooooouooooooooooa
<vlanid>0000000000000000 interfacevlanOO OO0 VLANIDOOOODOOO

vrid <vrid>
00000 IboOOoOoooOoog

gbooooooooobo
oooC0 vVLANOOOOOOooooooooooooooooooogooooooooooog

oo

googg

O00000O0O0OO0O0OO0oOoOoOD VLAN'I0"OOODOO VRID"S"O VRID40"OOOOOOODOOO
goboboooooon

012-20000000000000O

> swap vrrp interface vlan 10
Exchange VRRP 3 OK? (y/n): y
Exchange VRRP 40 OK? (y/n): vy
>

goodgdao

oo

goobogoooo

VRRPOOOOOOOOOOOOOOOOOOOODOODOODOODOOD
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swap vrrp(IPv6)

ugooooogo

O 12-170swapvrrp(lPve) D0 000 0OO0O0OOOODO0O

ooooo oo

Can't execute.

oooOoooooooboooooooooooonoo

Command execution cannot be performed to follow

goobooooooooooooooooooobooooon

virtual router.

Command execution cannot be performed to owner's

gobooooOoooooooooooooooooooo

virtual router of an initial state.

Command execution cannot be performed to owner's

goooooooooboooooooooooooOoooboooao

virtual router.

no entries.

gooooooooooooooo

ggodgguo

e JO00DOOO0OOLOUODOODOUODODODOLOUOOODODODObDOLOODUOODUODUODODO
gdboboooooooooobooooo

- J000D00OD0O0OO00ODOODOODOODODODODOODOODOODODODOODODOOOOOD

e JO00DOOCOOOLODUOOODUODODODOLOUOODODODODOULOODLOODUODUODODO

e JO00ODOO0OOOUDOODOUDODODOLOUOODODODODOLOOLODODUODUODODOD
0dodbdobo0ooOOooOOooOOooOOobOO0bOOoo0ooO0oOo0oOooO0oDOobOO0obOobobooooOoooonog

s J000DO0OO0ODOODOODOODODOODOODOODOODODOODODOOODOODOODOODOODOD
oboboboobooogoo

e JO00ODOO0OOOUDOODOUDODODOLOUOODODODODOLOOLODODUODUODODOD
o0o0bOobOoboooboooooonoog

« VRRPOOODOODODOOOODOODOODOOOODOODOODOODODO novrrppreemptd 00000
000000000 vrrp timers non-preempt-swap 0 0 000000000000 0OOCOOCOOOO
00000000000 vrerp timers non-preempt-swap D 00 000000000000 OOOOO
000bO00O0o00O0oDO0ooO0oDO0bO000O00O0DOOo0OD0ODO0ODOObOOVRRPOODOODOOOOODO
O vrrp timers non-preempt-swap D 0000000000000 O0 100000000000O000O0
0bodbobOo0ooOOooOOooO0oOOoDOOdbOOoO0ooo0ooOOooOOooOOooDOobOO0ObOoboooooOooOooo
goooboo

gbooooooooOobobobobooomobooooooooobobobobobooooooboon

gooooo

0 12-180swapvrrp(IPv6) DO OO OODOOOODO

O DOooooo 0ooooOoo
Dooooo Doooooo Dooooo Doooooo
ooo 0 oooo oooo 0oooooo 0oooooo
ooo O
a IPO00ODDOOOO0O0 [PODOOOOO IPOOOOOOOO [PODOOOOOOO
0 0oooooo 00000000 000000000 00000000
0 oo
g oooo oooo oooo oooo
ooo O oooo oooo oooo oooo
ooo
000 g IPO00DDOOOO0O0 [PODOOOOO  IPOOOOOOOO [PODOOOOOOO
. 0oooooo 00000000 000000000 00000000
a oo
O 0oooooo 0oooooo 0oooooo 0oooooo
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swap vrrp(IPv6)

ooooooooooooo

e J0OOswapvrrpO0OOOODOODODODO

- JO00O0OOOOOCDOODOO

- JO000O0OO0DOCOOODOOOODOOOUODODOOOCOUOODOOODO
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show track(IPv4)

show track(IPv4)

VRRPOOOOOOOOOOOODOOO

ggodgguo

show track <track number> [detail]
show track [detail]

{[protocol ip] [interface vlan <vlan id>]
| [interface <interface type> <interface numbers>]}
goodoogo

gbobooooooooooobobob

goobogooo

<track number>
track 000000000

detail
oo0ooooooooooooon

gbooooooooboobd
gboooooooboobabd

{[protocol ip] [interface vlan <vlan id>] | [interface <interface type> <interface number>]}

protocol ip
IPpva0 00000 IPOCODOODODOODOOOOOOODOODOODOODOOOOOO

interface vlan <vlan id>
000000000oood VLANOOODODOoDoooooooog
<vlanid>000000000000000O0 interfacevlanO OO OO VLANIDOOODOO
aad
interface <interface type> <interface number>
ddddoooooooooooooooon
<interface type> <interface number>0 000000000000
¢ gigabitethernet <nif no.>/<port no.>
¢ tengigabitethernet <nif no.>/<port no.>
<nifno.>/<portno>0 0000000000000 O0DOOOOOOOOOOOOODOODOODO
gd
¢ port-channel <channel group number>
<channel groupnumber>0 0 0000000000000 O0O0O0DOO0OOOOOODOOOOO
ooooad

oooooooooobo
gboooooooobooboobobonb

gboooooooooboboo
gooboobobobooooooon
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googg

show track(IPv4)

e IPv40000ODODOOODDOOOODOOODOOODO

012-210IPv4a0000O0O0OOODOOOOO

> show track protocol ip
Date 20XX/07/15 12:00:00 UTC

track : 10 interface : VLAN0022 Mode (interface)
track : 20 interface : VLAN0031] VRF 10 Mode : (polling)
>

o JI0OOOIOODOOOODOOOO

012-220 00000000000

> show track detail interface vlan 31

Date 20XX/07/15 12:00:00 UTC

track : 20 interface : VLANO031l VRF 10 Mode : (polling)

Target Address : 170.10.10.10
Assigned to

VLANOO010: VRID 1

VLANO100: VRID 100 VRF 20

goobognd

0 12-190 show track(IPv4) DO O OO OOOO

oooog oo ogooooo
track : <track-number> interface : 0o0oOoo0ooooo <track-number>0 00 000000000000
{<interface name> [VRF <vrf ooono 000000 track OO

id>] | <interface type> <interface
number>} Mode : <mode>

[}
interface : { <interface name> [VRF <vrf

id>] | <interface type> <interface number>}0 00 O
oooooooooooooog
00000000000000 track interface 0 O
000000 "ot assigned" 0000000

O

<interface name>0 0 000000 VLANO OO
00o0o0ooooooooog

O

VRF <vrfid>0 VRF ID

0000000 VLANOOOOOOoooooooo
0000000000000 000MmoP-NPARO
O

<interface type> <interface number>0 0 0 0 0 O
ooooooooog

O gigabitethernet <nif no.>/<port no.>0 000 00O
00 10BASE-T/100BASE-TX/1000BASE-T/
1000BASE-XOOOOOOOO

0 tengigabitethernet <nif no.>/<port no.>0 0 O O
0000 10GBASE-ROOODOOOOO

0 port-channel<channel group number>0 0 0 0O 0O
000 channel-group D000 O O0O0O

O

Mode : <mode>0 0 0O0000OCO0O0O
00000000000000 track interface O O
0o0oooooooooog

O(nterface) 000000000000
O(ollingg0 0000000000
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show track(IPv4)

ooono

oo

gooooo

Target Address : <target_address>

VRRPOOOOOOO
ooooIpoO0OO

oooooooooooooo

check_status_interval : <seconds>

VRRPOOOOOOO
oooood

oooooooooooooo
goobdeO

check_trial_times : <count>

VRRPOOOOOOO
ooooooooono

ooooocoooooooo
oooo40

failure_detection_interval : <seconds>

VRRPOOOOOOO
ooooooooo
ooo

oooooooooooogoo
goooz20

failure_detection_times : <count>

VRRPOOOOOOO
ooooooooono
oooooo

oooooooooooooo
goooso

recovery_detection_interval :
<seconds>

VRRPOOOOOOO
ooooooooo
ooo

oooooooooooogoo
goooz0o

recovery_detection_times : <count>

VRRPOOOOOOO
ooooooooono
oooood

oooooooooooooo
goooso

check_reply_interface : on

VRRPOOOOOOO
oooooooooo
oooooooooo
oooooooooo
oo

ooooooboooooooo

Assigned to : <interface name>: VRID
<vrid> [VRF <vrf id>]

oooooooooo
oooocooo

Jddoo0oooOooooooooooooo
ooooooooo

O
<interfacename>0 0 000000000 OOOO
gddoo0ooooOoooooooog

O
<vrid>0000000000000000000d
gooooo ID

o

VRF <vrfid>0 VRF ID
dooouoooooooouoooooooooo
0000000000 oP-NPARO

goobogoooboo

oo

ugooooogo

0 12-200show track(lPv4) DO OO0 0O O0OOOOOOOO

oooood oo
no entries. joooooooooooooo
ogooooo
oo
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show track(IPv6)

show track(IPv6)

VRRPOOOOOOOOOOODOOO

goodgdao

show track <track number> [detail]
show track [detail]
{[protocol ipve] [interface vlan <vlan id>]
| [interface <interface type> <interface numbers]}

gogododogo

gboboooooobooobooboooo

goobogoo

<track number>
track 000000000

detail
oo0oooooooooooood

gboooooooboobd
gbooooooobobabdo

{[protocol ipvé][interface vlan <vlan id>] | [interface <interface type> <interface number>]}

protocol ipv6
Ipv6 000000 IPOO0OOOOO0ODODOOOOOOODOOOODOOOODOO

interface vlan <vlan id>
00000000oood VLANOOOOOOoOoOooooooo
<vlanid>000000000000000OO0 interfacevlanO OO OO0 VLANIDOOODOO
aad
interface <interface type> <interface number>
dodddoooooooooooooooon
<interface type> <interface number>0 000000000000
¢ gigabitethernet <nif no.>/<port no.>
¢ tengigabitethernet <nif no.>/<port no.>
<nifno>/<portno.>0 0000000000000 O0O0OOO0OOOOOOODOOOOOOOOO
oo

¢ port-channel <channel group number>
<channel group number>0 0000000000000 000O0O0O0O0OOOOODOOOODOO
ogoooad

obooooooooobo
gboooooooobooboobobob

gboboboboooooogoon
gboobooooooooooooon

357



show track(IPv6)

gogodd

o IPv6e 000D 0OOODODODOOODOOODOOODODODO

012-230Ipv6 00 000000O0O0O0OOO

> show track protocol ipvé
Date 20XX/07/15 12:00:00 UTC

track : 10 interface : VLAN0022 Mode (interface)
track : 30 interface : VLAN0032 VRF 10 Mode : (polling)
>

e JI0ODOOOODOOODOOOODO

012-240 00000000000

> show track detail interface vlan 32

Date 20XX/07/15 12:00:00 UTC

track : 30 interface : VLAN0032 VRF 10 Mode : (polling)

Target Address : 100::6789
Assigned to
VLANQOO010: VRID 3
VLANQ100: VRID 200 VRF 20

goobogo

0 12-210show track(lPve) DO OO OO OOO

oooao oo

oooooo

track : <track-number> interface : ooooooooooo
{<interface name> [VRF <vrf 0o

id>] | <interface type> <interface

number>{Mode : <mode>

<track-number>0 0000000000000 OOO
0000 track OO

O
interface : {<interface name> [VRF <vrf

id>] | <interface type> <interface number>{0 0 0 O O
goooooooooboo
000000D00000000 track interface O O O
00000 "(ot assigned" 0000000

O

<interface name>0 0 000000 VLANO OO
goooo0ooobooooo

O

VRF <vrfid>0 VRF ID

0000000 VLANOOOOOOoooooooo
0000000000000 0OCOOOmDOoP-NPARO

O

<interface type> <interface number>0 00000 O
gooooooo

O gigabitethernet <nif no.>/<port no.>0 000000
O 10BASE-T/100BASE-TX/1000BASE-T/
1000BASE-XO OO OOOOO

O tengigabitethernet <nif no.>/<port no.>0 0 0 O O
000 10GBASE-ROOOOOOOO

0 port-channel<channel group number>0 0 0 00 O
00 channel-group 00000000

O

Mode : <mode>0 0000000000
00000000000000 track interface 0 0 O
gooooooooonboo

O (interface) 0 000000000000
O(olling0 0000000000
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show track(IPv6)

oooo

oo

oooooo

Target Address : <target_address>

VRRPOOOOOOOO
oooIpooOOO

goooooboooooooo

check_status_interval : <seconds>

VRRPOOOOOOOO
ooooo

oooooooooooooo
oooboeOd

check_trial_times : <count>

VRRPOOOOOOOO
ooooooooo

ooooocoooooooo
oooo40

failure_detection_interval :
<seconds>

VRRPOOOOOOOO
goooooboooo

oooooooooooogoo
oooozo

failure_detection_times : <count>

VRRPOOOOOOOO
ooooooooooo
oooao

oooooooooooooo
oooosd

recovery_detection_interval :
<seconds>

VRRPOOOOOODOO
gooooooboooo

oooooooooooooo
oooozo

recovery_detection_times : <count>

VRRPOOOOOOOO
oooooobooooo
oooao

ooooooooooboooo
oooosd

check_reply_interface : on

VRRPOOOOODOODO
goooooboooo
goooooooo

oooooobooooo

oooooooooooooon

Assigned to : <interface name>:
VRID <vrid> [VRF <vrf id>]

goooooobooooo
gooooo

jd0o0d0o0oo0O0oOo0O0ooOoOoooooooog
goooooo

]

<interfacename>0 0000000000 OODOOO
jooodO0oooooooooooo

]
<vrid>00000000000000000O00o0o
goood ID

O

VRF <vrf id>0 VRF ID
jd0od0oooo0oooUooooooooooog
OJ00000000D0DOP-NPARO

gogoooogo

oo

ogooooogo

0 12-220 show track(IPve) D O OO 0O D0DO0O0OOOOOO

ooooo oo
no entries. gooooooooooooog
ogoooon
oo
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Or70booobbooboobboobooboon

IEEE802.3ah/UDLD

show efmoam

show efmoam statistics

clear efmoam statistics

restart efmoam

dump protocols efmoam
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show efmoam

show efmoam

IEEE802.3ah/OAM O 0OO0OOOOCOOCOOOOOOOODODODO

ggodgguo

show efmoam [port <port list>] [detail]

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
00000000 IEEE802.3ah/OAM OO0 O 0DOOOOODODO
<portlist>0000000000000000O0OO00DMO0O00O0OOO0ODOOO0ODOOOODOO
oooo
oooopoooooooo
00000000 IEEE802.3ah/OAM 0000 OO0DOOOODOO

detail
OAMPDUOOO0OO0OO0OO0OOOOOOOODOOODODOOOOOOOO
O00OOpassive 0000 O0OO0O0ODOOOODOOODODOODOOODOOODOODOO
O0o0ooooooooo
passive 00000000 DOO0ODOOODODODOODOOODO

gbooooooboobobon
passive 10000000000 IEEE802.3ah/OAM IO 0000000 OOO

ooooD1o
IEEE802.3ah/OAM 000 0000000000000 00000O000000000O

O 13-10 IEEE802.3ah/OAM 0 000000

> show efmoam

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/1 Up detection * 0012.e298.dc20
1/2 Down active unknown

1/4 Down (uni-1link) detection unknown

>

ooobo1000000

O 13-10 IEEE802.3ah/OAM 0 00000000

oooao oo oooooo
Status 0000 IEEE802.3ah/OAM 0 OO O Enabled0 IEEE802.3ah/OAM 00O 00O
0 Disabledd IEEE802.3ah/OAM OO OO O
udld-detection-count ooooooooooooooooboo 30 3000
ooo
Port ooooo g
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show efmoam

ooono oo

oooooo

<nif no.>/<port no.>

ooooo

goooooooooo NIFOODOODODOOO

Link status

ooooooooooo

UpDOOO UpODO

DownO OO O Down OO
Down(uni-link) 0000 Down 0O OO0 000000
oooo
Down(loop)d 000 Down OO DO ODOOODO

UDLD status

IEEE802.3ah/UDLD O OO OODOO
oooubLbOO0OO

detection0 000000000
actived OAMPDU OO OOOOOOO

Dest MAC ooooooooo MACOOOO gooodoooooooboooooooo
"unknown" O OO O O0OO
JooooooooooooooMACOODOOOOO
"“r0Ogooooo
ooono 20

detail 0000000 O0O0O0O0IEEES802.32ah/OAM I 0000000000000 OOOOOOOOO

gbobobdo

O 13-20 IEEE802.3ah/OAM 0 0 00000

> show efmoam detail
Date 20XX/10/02 23:59:59 UTC

Status: Enabled

udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/1 Up detection * 0012.e298.dc20
1/2 Down active unknown

1/3 Up passive 0012.e298.7478
1/4 Down (uni-1link) detection unknown

>

Ob00ob 2000000

0 13-20 IEEE802.3ah/OAM 0 0 O OO0 OO0

gooo oo oooooo
Status 0000 IEEE802.3ab/OAM OO OO = Enabledd IEEE802.3ah/OAM O OO OO
g Disabledd IEEE802.3ah/OAM 00 000
udld-detection-count 000000000 0000oooo 30 3000
ooo
Port ooooo O
<nif no.>/<port no.> ooooo 00000000000 NIFOOOOOOOO

Link status

oobooooooooo

Up0OOO UpOO

DownO OO O Down OO
Down(uni-link\0 000 Down 0O OO OOO0ODOO
goono
Down(loop)0 000 Down 0O OO OOOODO

UDLD status

IEEE802.3ah/UDLD 00O OO0OO
oooubLbOO0OO

detection0 D0 OO OOOOO
actived OAMPDU OO OOOOOOO
passivell OAMPDU OO OOOOOO
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show efmoam

ooono oo oooooo

Dest MAC gooooooo MACOOOO 00000bO0o0o0oobooOooboooooo
"unknown" 0000000000 passiveD OO0
OO0O"unknown" OO OOOOOOOCOOOODO
active 000000000 OOOOOOOOOMAC
goooooo "™ ooooooo

goobogoooboo

oo
ugooooogo

0 13-30showefmoam 00 000000000000

goooo oo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Can't execute. 00000000000000000000000
Connection failed to IEEE802.3ah/OAM program. IEEES02.3ah/OAM O D00 000000000000 OONO

0000000000000 D0O0000O0OdOrestart efmoam
00000 IEEE802.3ah/OAM OO 00O OOOOOOODOO
oo

IEEE802.3ah/OAM doesn't seem to be running. IEEES02.3ah/OAM 0 00 0000000000000000
000000000000000o00o0

goobogo

BCUOCSUOOOMSUOOOOOOOOOOODOOOODOOLInk StatusOD OO0 "Down"OOOOOO
00000 "@nilink)"dO"(loop)'0 000000000
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show efmoam statistics

show efmoam statistics

IEEE802.3ah/OAM O OO 0OOOOOOOO

goodgdao

show efmoam stat

goobogoo

istics

[port <port lists]

gboboooobooboboboooo

gogododogo

port <port list>

O00O0O0O0OO0OO0OO0OOOO IEEERD2.3ah/OAM I I DOODOOOOOO
<portlist>0000C0OCOCOCOOOOOOOOOMOOCOOOOOOOOOOODOODOOOO

gooo

gboooooooboobd

0 IEEE802.3ah/OAM O 000 O0O0O0AMPDUO O ODOOOODOOOOOOOOOOO

googg

0000000 IEEES02.3ah/OAM O D0 0OODOOOOOOOOOOOOOOOODOOO

O 13-30 IEEE802.3ah/OAM 0 0 00000

>show efmoam sta

tistics

Date 20XX/10/02 23:59:59 UTC

Port 1/1 [detect
OAMPDUs :Tx

Inv

TLVs :Inv

Info TLV :Tx

Tim

Inactivate:TLV
Port 1/2 [active

OAMPDUs :Tx
Inv

TLVs :Inv

Info TLV :Tx
Tim

Inactivate:TLV
Port 1/3 [passiv

OAMPDUs :Tx
Inv

TLVs :Inv

Info TLV :TX
Tim

Inactivate:TLV
>

goobognd

ion]

alid =
alid =
Local =
eout =

]

alid =
alid =
Local =
eout =

e]

alid =
alid =
Local =
eout =

100

O O O O o

Rx = 295
Unrecogn. = 0]
Unrecogn. = 0
Tx Remote= 105 Rx Remote=
Invalid = 0 Unstable =
Timeout = 0
Rx = 100
Unrecogn. = 0
Unrecogn. = 0
Tx Remote= 100 Rx Remote=
Invalid = 0 Unstable =
Timeout = 0
Rx = 100
Unrecogn. = 0
Unrecogn. = 0
Tx_Remote= 100 Rx_Remote=
Invalid = 0 Unstable =
Timeout = 0

O 13-40 IEEE802.3ah/OAM 0 000000000

187

100

100

oooo

oo

ooooono

Port

ooooo

O

<nif no.>/<port no.>

goood

Ooob0o0oo00oo0Oooo NIFOOODODODODBDO
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show efmoam statistics

ooono

oo

oooooo

UDLD status

IEEE802.3ah/UDLD O OO OODOO
ooo ubLbOooOoOo

detection0 OO OO0

activel[] Information OAMPDU O OO OO ODOO
]

passivel OAMPDU O OOOOCOOO

OAMPDUs oooooooo O
Tx 000ooo oAMPDUOOOO 00 4294967295
Rx 0o0oooo oAMPDUOOOO 00 4294967295
Invalid 00 oAMPDUOOOOODOOOO 00 4294967295
Unrecogn. 000ooo oAMPDUD OO 00 4294967295
TLVs TLvOOoOoOOo g
Invalid 00o0ooooOoooooooo T 00 4294967295
O
Unrecogn. 00o0oooOoOooooooooooo 00 4294967295
gooooooo TLvOd
Info TLV Information OAMPDU O TLV O OO O
g
Tx_Local Local Information TLV O OO0 0O 00 4294967295

Tx_Remote

00000 Local Information TLV O
0 O O Remote Information TLV O O
go0ooooooo

00 4294967295

Rx_Remote

00000000 Local Information
TLvOOoOoood

00 4294967295

Timeout g0o00oo0bo0oo0oooobooooo 00 4294967295
Invalid Jo0o0o0oooooooooo TV 00 4294967295
O
Unstable go0o00oooooooooooooo 00 4294967295
goo0oooooooooo 000000000ooo0ooOoHUBOOOOOO
go0o0oo0oo0ooooboooooobooo
Inactivate oooooooo O
TLV TLVODOOOoOooDoooooo 00 4294967295
Timeout gooodoooooooooooa 00 4294967295

gooooo

ggoooooo

oo

goboooooo

0 13-50 show efmoam statistics D 0 0 0 0000000000

ooood

oo

Can't execute this command in standby system.

obooooooooobo0oooOooooocoooa

Can't execute.

oooooooooooooooooooooonoo

Connection failed to IEEE802.3ah/OAM program.

IEEE802.3ah/OAM O 0000000000000 00O0OO0D

0000000000000 00000000O0r restart efmoam
00000 IEEE802.3ah/OAM O ODOOODOOODODODODO

oo
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show efmoam statistics

ooooa oo
IEEE802.3ah/OAM doesn't seem to be running. IEEES802.3ah/OAM D 0 000000000 ODOOODOOOO
gooooOoooooooobooooa
There is no statistics to show. goo0o00oDoooooooooo
ogooooo

passive U000 OAMPDUO 1000000000 OOODOOODODOOODOOO
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clear efmoam statistics

clear efmoam statistics

IEEE802.3ah/OAM 0000000 0O0ODOODO

ggodgguo

clear efmoam statistics [port <port list>]
goobogooo
gbobooooooboobobobob
goodoogo

port <port list>
000000 IEEE802.3ah/OAM O DO OOOOOOOODO

<portlist>0000CCOCOCOCOCOOCOOCOOO@MOCOOOO0OOOOOOOUOOOOOOOOO
gooo

gbooooooooboobd
00000000 IEEE802.3ah/OAM I 000000000 O00O

gogodd
IEEE802.3ah/OAM 000 0000000000000 0O0000O0

O 13-40 IEEE802.3ah/OAM 0 0000000

> clear efmoam statistics
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

0 13-60 clear efmoam statistics 1 0 0 00 OO0 OOOO0OOOO

goooo oo
Can't execute this command in standby system. JO0000000D0O0D0O0D0O0oO0OoO0ooOoooOoo
Can't execute. gooobooboobobobOobooooobooooo
Connection failed to IEEE802.3ah/OAM program. IEEES02.3ah/OAM O 000000 D0ODOOOOOOOOO

000000000000000000000restart efmoam
00000 IEEE802.3ah/OAM O ODODOODOOOODODODO
oo

IEEE802.3ah/OAM doesn't seem to be running. IEEES02.3ah/OAM O 0000000000 DODOOOOOO
JoOO0d000oOooooboooooooon

ggodgguo

oo
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restart efmoam

restart efmoam

IEEE802.3ah/OAM 00000000

goodgdao

restart efmoam [-f] [core-filel]

goobogoo

gboboooobooboboboooo

gogododogo

-f
O000000000000000000IEEES02.3ah/OAMOOODOOOOO

gbooooooooobo
gbooooooobobabdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gbooooooobobabdo

gbobobobooooooon
O000000000000000000IEEES02.3ah/OAMOOOOOOOO

gobood

0 13-50 IEEE802.3ah/OAM 0 0 O OO0 OO0

> restart efmoam
IEEE802.3ah/OAM program restart OK? (y/n): y
>

goobognd

ao

goobogoooo

ao
ogooooogo

0 13-70restartefmoam 0 0 00000000 OO00OO

ooooa oo
Can't execute. oooooooooooooooooooooon
TEEE802.3ah/OAM doesn't seem to be running. IEEE802.3ah/OAM 0D 000D D00 ODOODOOODOOOO

ooooooooooooogooooo

goodgdao

go0o0o0oo0oo0ooOo0ooooooboooooooo0ooooooooboano
000000000 fusr/var/core/
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restart efmoam

0000000 efmoamd.core

gbobooooooobooboboboooooooboobobobobooboooooooboobOobob
obooooooobo
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dump protocols efmoam

dump protocols efmoam

IEEE802.3ah/OAM 0000 0000000000000 0N0O0N000000000000000000
gooo

goobognd

dump protocols efmoam

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

0 13-60 IEEE802.3ah/OAM 0 0 O OO

> dump protocols efmoam
>

goodgdao

oo

gogoooogo

oo
goboooooo

0 13-80 dump protocols efmoam O O 0 OO0 OO0 O0O0OO0OOO

ooood oo
Can't execute. ogooooooooooooooooooooono
Connection failed to IEEE802.3ah/OAM program. IEEES802.3ah/OAM OO0 0000000000000 ODOOO

000000000000 00D0O00000drestart efmoam
00000 IEEES02.3ah/OAM I 00 0OOOOCOOOO

File open error. 00000000000000000000000000000
000000000 000000D0ooooooo

TEEE802.3ah/OAM doesn't seem to be running. IEEES802.3ah/OAM D 0 00000000 DODOOODOOOO
gooobo0oooOooooobooooa

goodgdao

J0ddoodooodooooooooooooooooooooan
000000000 fusr/var/efmoam/
00000 efmoamd_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooogooo
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L2 00000

show loop-detection

show loop-detection statistics

show loop-detection logging

clear loop-detection statistics

clear loop-detection logging

restart loop-detection

dump protocols loop-detection
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show loop-detection

show loop-detection

374

L200000000000000

ggodgguo

show loop-detection [port <port lists>] [channel-group-number <channel group
list>]

goodoogo

gbobooooooooooobobob

goobogooo

[port <port list>] [channel-group-number <channel group list>]
000000o0oooDdDbOoDoOo0odoodD lk2do0dboD0oo0oooooooooooooo
dddddoooooooooooooooooboobooooboboboboboboooooooa
000000000000 L200bOO00boOoOoOoDbDOOoOO

port <port list>
0000000000000 L20000000000000O0<portlist>000000000
0000000000 ooo0ooodooooooooooooooon
channel-group-number <channel group list>
00000o00ooo00oo0o0ooo00ooDoO00ooOooUDo0 L2o0OooOoOoOoOooO
O00000O<channelgroup list>0000000000M0O000000O0O0OOOOOOOO
ooooooog

gbooooooooobo
gooooooOoOoOoOOOOOOOOOOO 20000000 0O0CDOODOOO

googod
L200000000000000

014-10L20000000000

> show loop-detection
Date 20XX/04/21 12:10:10 UTC

Loop Detection ID 164

Interval Time :10

Output Rate :30pps

Threshold :1000

Hold Time :300

Auto Restore Time 13600

VLAN Port Counts

Configuration :103 Capacity :300

Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
1/1 Up send-inact 100 - 1/3 4090
1/2 Down send-inact 0 - -
1/3 Up send 100 - 1/1 4090
1/4 Up exception 0 - -
1/5 Down (loop) send-inact 1000 1510 CH:32(U) 100
CH:1 Up trap 0 - -
CH:32 Up uplink - - 1/5 100



goodgdao

014-101L2000000000000

show loop-detection

oooo oo oooooo
Loop Detection ID 200000000 ID 0
Interval Time L20000oO0Oooooooooooo | o
Output Rate 2000000000000 00 20000000000 000000DOO0ODOO0DOO0O

O packet/sOd

oo

Threshold 0000 inactive 000000000 0000 inactive 00000000 L2000000
ooo 0000D000000o0oOooo
Hold Time 00o0oO0oo0oooooo 0000 inactive 00000000 L200000O0O

gooboobooooboooboobooboobobobo
0000000000 "nfinity" 0000000

Auto Restore Time oooooooon

inactive 000000000000 activeOOOODOO
gooooooooooo
gooooooooo~"oooocooo

Configuration L20000000000000OnD
O

L200000000000000000000000
VLANODOoootooooooo
00000L2000000000000000000
00000000000D0000 L200000000
00000000000 D000D000n

Capacity 120000000000000000
O

L200000000000000000000O VLAN
oooolooooooo

Port ooo0ooooooooooooooo
a

<nif no.>/<portno.>0 00000
CH:<channel group number>0 0 000000000

Status goood

UpdOODOO UpOQd

DownO OO OO DownO O
Down(loop)J D000 L20000000000O0O
Down O O

Type ooood

send-inact0 0 00000000
sendd 0000000

trap00 00000
exception0 OO0 OO OOOO
uwplinkDOOOOOOOOGOO

DetectCnt goooooo

goooooooooo0 L20000o0O0oo0O0O0o0OO
ooo0oooooooooo
gooooooooo™~"oooocooao
obob0ooobooOoooooOoOoooOobooOoooog
oooood

gooo0OoiwooooooooooooonO

RestoringTimer goooooooooooon

000 active 0000000000 O0O0O0O0O0OO
gooooooooo~"oooocooo

SourcePort L2000000000000000

000 L200000o0oO0O0O0O0O0Oooooooo
ooooooooog

<nif no.>/<portno.>0 00000

CH:<channel group number>0 0 000000000
00o00o0oO0ooooooooo"(U)oooooon
L20000000000000O0oooooo""o0
goooo

Vlan L20000000000000 VLAN
ID

000 L200000000000000000000
OVLANIDOOOOOOO
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show loop-detection

00000000000 000000000000000000 VLANOOOOOOO
ubooaaoo
od

ugooooogo

0 14-20 show loop-detecton D O 0 OO0 OO0 OO0OO0ODOO

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooa
Can't execute. jodoooo0o0ooDoDOoDoDoooooooooon
Connection failed to L2 Loop Detection program. 1200000000000 000000000000000
joooooooooo
L2 Loop Detection is not configured. L20000000000000000000000000
J00o00o0ooooooooooooooooooooog
No corresponding port information. l2000000000000000000000O000O000O0
gooooo
ogoooon
oo
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show loop-detection statistics

show loop-detection statistics

L200000000000000000

goodgdao

show loop-detection statistics [port <port list>] [channel-group-number <channel
group list>]

gogododogo

gboboooooobooobooboooo

goobogoo

[port <port list>] [channel-group-number <channel group list>]
000000ooooodooooodoooo 200000000 DOooooooooog
dddddoooooooooooooooooooobooboooobbobooObobOooooooa
0d0bOO00doOoOO00bO00d0oDbO0 2000000 DO0OO0ODODODOODOOOn

port <port list>
0000000000000 L20000000000000000O<portlist>000000
000000000000 oooooooo0ooo0oooooDooooog

channel-group-number <channel group list>
0000000000000 D0bOo0oooooooooOooooo L200ooooon
O0D0000000O<channelgroup list>0000000000O0O0O0O0OOODOOOODOO
dooooooooo

gbooooooooobo
gooooooooOoOoOoOOoOOOOOOO0 L20000000O00OOOOOOOOO

gobood

L200000000000000000
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show loop-detection statistics

014-20L20000000000000O

> show loop-detection statistics
Date 20XX/04/21 12:10:10 UTC

Port:1/1 Up Type :send-inact
TxFrame : 10000000 RxFrame : 1200
Inactive Count: 3 RxDiscard : 30
Last Inactive 20XX/04/10 19:20:20 Last RxFrame 20XX/04/21 12:02:10
Port:1/2 Down Type :send-inact
TxFrame : 0 RxFrame : 0
Inactive Count: 0 RxDiscard : 0
Last Inactive : - Last RxFrame : -
Port:1/3 Up Type :send
TxFrame : 10000000 RxFrame 600
Inactive Count: 0 RxDiscard : 0
Last Inactive : - Last RxFrame 20XX/04/10 19:20:20
Port:1/4 Up Type :exception
TxFrame : 0 RxFrame : 0
Inactive Count: 0 RxDiscard : 0
Last Inactive : - Last RxFrame
Port:1/5 Down (loop) Type :send-inact
TxFrame : 12000 RxFrame : 1
Inactive Count: 1 RxDiscard : 0
Last Inactive 20XX/04/21 09:30:50 Last RxFrame 20XX/04/21 09:30:50
CH:1 Up Type :trap
TxFrame : 0 RxFrame : 0
Inactive Count: 0 RxDiscard : 0
Last Inactive : - Last RxFrame : -
CH:32 Up Type :uplink
TxFrame : 0 RxFrame 100
Inactive Count: 0 RxDiscard : 0
Last Inactive Last RxFrame 20XX/04/21 09:30:50

>

goobogo

01430120 00000000000000O

oooo od goooog
Port gooog <nif no.>/<port no.>0 0 0000
CH opooooooooo <channel group number>0 0000000000
Up oooo UpOO O
Down 0000 DownOO O
Down(loop) 0000 L20000000000non 0

Down 00 O

Type ooooo send-inactd 000000000
send0 00 00O0O0O0
trap0 00000
exception0 0 OO0 OO0 O0O0O
wplinkDOOOOOOOOO

TxFrame L200000000D0000 O

RxFrame 2000000000000 O

Inactive Count inactive 0000000 0

RxDiscard L20000000000000O0 O

Last Inactive

000 inactive 0O OO OO0

yyyy/mm/dd hhimm:ssO O /0 /0 O :0 0

000 imactiveDOODOOODOOODOO™"DOODOO

oo
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show loop-detection statistics

oooo oo oooooo
Last RxFrame 000 L20000000000000 yyyy/mm/dd hh'mm:ssO0 0 /0 /0 O :0 :0
ooo 000 L200000000000000000000

"rOoooooo
ooooooooooooooo

goobogoooo

ao

ogooooogo

0 14-40 show loop-detection statistics 0 O 0 00000000000

goooo oag

Can't execute this command in standby system. 0oo000o000oo0oooDoooooooooon

Can't execute. Jo0000000dbOO0bOO0obDOoOooOooOoooo

Connection failed to L2 Loop Detection program. 1200000000000 000000000000000
goooboboooobo

L2 Loop Detection is not configured. 12000000000000000D00000000ODOO
0000000000 bOO0O0o0oOoboOooOoOooooooooa

No corresponding port information. l2000000000000000000000O00O000OO0

oooooo

goodgdao

oo
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show loop-detection logging

show loop-detection logging

lL200000000000000O0O0O0O0O0OOO0O

O000C L200000000O0C0O0O0OOOO00DO0O0DOOO0O0O0ODOOO0ODOOOODODOOOOD
gbooooooboboboboooboobiwoocobobobobobobooooboooobobonb

gboooooo

ggodgguo

show loop-detection logging

goobogooo

gbobooooooboobobobob

goobogooo

oo

gogodd
l2000000000O0O000OCOOODOOO0ODO

014-30L20 0000000000000 0ODODOOO

> show loop-detection logging
Date 20XX/04/21 12:10:10 UTC

20XX/04/21 12:10:10 1/1 Source: 1/3 Vlan: 4090 Inactive
20XX/04/21 12:10:09 1/1 Source: 1/3 Vlan: 1
20XX/04/21 12:10:08 1/1 Source: 1/3 Vlan: 4090
20XX/04/21 12:10:07 1/3 Source: 1/1 Vlan: 4090
20XX/04/21 12:10:06 1/3 Source: 1/1 Vlan: 4090
20XX/04/10 04:10:10 1/20 Source: CH:32 Vlan: 4090
20XX/03/21 03:10:10 1/20 Source: 1/12 Vlan: 4095
20XX/03/21 02:12:50 1/20 Source: 1/12  Vlan: 4095
20XX/03/21 02:12:10 1/20 Source: 1/12 Vlan: 4095
20XX/03/21 02:12:09 1/20 Source: 1/12  Vlan: 12
20XX/09/05 20:00:00 CH:32 Source: 1/12 Vlan: 12 Uplink
20XX/09/05 00:00:00 CH:32 Source: 1/12  Vlan: 12 Uplink
>
ogooooo
014-502000000000000000000000
ooog oo oooooog
yyyy/mm/dd hh'mm'ss | L20000000000000 0/0/00:0:0
<nif no.>/<port no.> ooooo L2000000000000000000000000
CH:<channel group 0ooooooooao l200000000000000000000000
number> 0ooooo
Source L200000000000000 L2000000000000000000000000
gogd <nif no.>/<port no.>0 00000
CH:<channel group number>0 0000000000
Vlan VLAN ID L20000000000000 VLANIDOODOOO
oo
Uplink 0oooooooo 0000000000O0O000000oo0Ooooa
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show loop-detection logging

ooono od oooooo

Inactive inactive 00000 inactive 0000000 OOOOOOOO

gogoooogo

oo

ogooooogo

0 14-60 show loop-detection logging 0 0 OO0 OO0 O0OO0O0OOCOO0OO

ooooo oo
Can't execute this command in standby system. 0000000000000 00D0OO0O0OoooOoaQg
Can't execute. 0000000000o0o0o0o0o0o0o0o000o0o0o0
Connection failed to L2 Loop Detection program. 1200000000000 000000000000000

ooooooooooao

L2 Loop Detection is not configured. L20000000000000000000000000
0000000000000000000000000000

goobognd

ao
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clear loop-detection statistics

clear loop-detection statistics

L2000000000000000000

ggodgguo

clear loop-detection statistics [port <port list>] [channel-group-number <channel
group lists>]

goodoogo

gbobooooooooooobobob

goobogooo

[port <port list>] [channel-group-number <channel group list>]
00000000o0o0o0oU0oo00DoO0o00oD 2000000000 DOOO0O0DDOOODOODODOOd

gbooboooooboobobobobooboobooboobobobooboooboooooboobOoDboD
oO000oOo00oOo0o0o0DOOo0 lk2000DooO00ooooOooDoOooDo

port <port list>
0000000000000 L20000000000000000O0O<portlist>00000
00000o00ooo00ooooooooooo0oooboooooooDOoooooo
channel-group-number <channel group list>
00000o00oooo00oo0o0ooo00oooO00ooOooUDo0 L2o00OoOooOoOoOO
O000000000O<channelgroup list>0 0000000000 O0O00OO0O0OOOOOO
oo0oooooooooo

gbooooooooobo
gooooooOoOoOoOOOOOOOOOOO0 2000000000 0ODOODOODODODOO

googod

L2000000000000000000

01440120 0000000000000

> clear loop-detection statistics
>

goobogo

oo

ggoooooo

oo
ugooooogo

O 14-70 clear loop-detection statistics 1 O 0 000000000000

ooooo oo
Can't execute this command in standby system. JO0000000O0oooooOoooooooooa
Can't execute. 00o0o0o0o0oo0oo0o0o0o0o00o0000000o00o
Connection failed to L2 Loop Detection program. 2000000000000 00000000000000

oooooooogooao
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clear loop-detection statistics

ooooo oo

L2 Loop Detection is not configured. 1200000000000000000000000O0O0O
0000000000 bOO00o0o0oDboOoooOoobooooooa

goobognd
- l20000000000000OO0OOODOOUDOODOOOOOO
- J000000000000000O0SNMPOOOOOMIBOOOOOOOOOOO
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clear loop-detection logging

clear loop-detection logging

L20000000000000000000O0O00O00O00

ggodgguo

clear loop-detection logging

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

l200000000000000OO00O0ODO0O0ODOOO

014-50120000000000000000000O

> clear loop-detection logging
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 14-80 clear loop-detection statistics DO 0 OO0 O0O000OO0OO0DOO

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooa
Can't execute. J00o00o0ooooooooooooooooog

Connection failed to L2 Loop Detection program.

oobooooooooo

L2 Loop Detection is not configured.
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restart loop-detection

restart loop-detection

L2000000000000000000

goodgdao

restart loop-detection [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
oO000oOo00oOooO00OooO0O0DObol2000000ODOOO0ODOOObOOD

gbooooooooobo
gbooooooobobabdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gbooooooobobabdo

gbobobobooooooon
o000oOoO00ooOooO00OooO0O0DObOl20000000ODOOO0ODOOODbOOOD

gobood

L2000000000000000000

01460120 0000000000000

> restart loop-detection
L2 Loop Detection program restart OK? (y/n): y
>

goodgdao

ao

gogoooogo

oo
goboooooo

0 14-90restart loop-detection I OO0 OO0 DO O0OO0OOOOO

goooo od
Can't execute. gooobobooobbooobobooooboo
L2 Loop Detection doesn't seem to be running. 1200000000000000000000000O0O00O0

goooooooooooooo
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restart loop-detection

ggodgguo

O0o0o000o00oo0oo0oooooboooooo0ooooon
000000000 fusr/var/core/
000000 0O]121dd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols loop-detection

dump protocols loop-detection

L200000oooooooooooooooooooooooooooooooooooooooog
gooooob

goobognd

dump protocols loop-detection

gogododogo

gboboooobooboboboooo

gogododogo

oo
gobood
uboboboooobooboboboboboboooboooboobobobo

014-700000000000DOOCOOOOOOO0ODOO0ObOOD

> dump protocols loop-detection
>

goodgdao

oo

goobogoooo

ao

ogooooogo

0 14-100 dump protocols loop-detecton D O 00O O0O0O0O00OOOODO

ooooo oo
Can't execute. O0OO00000O0oobOOooooooooboooa
Connection failed to L2 Loop Detection program. 1200000000000 000000000000000
oooooooooog
File open error. 0000000000000 ODOO0000OOODOn
oo
L2 Loop Detection is not configured. l20000000000000000000000000

gooooooooobooooooooOoocOoooooOooOoo

goodgdao

0000000000000bO0o0b0o0oo0obOooooooog
0000000004 fusr/var/121d/
0000000121d_dump.gz

gboboboooooboobobobooooooooobooboboboooooobobobooobooon
gbobobooboooboooo
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CFM

12ping

I2traceroute

show cfm

show cfm remote-mep

show cfm fault

show cfm [2traceroute-db

show cfm statistics

clear cfm remote-mep

clear cfm fault

clear cfm I2traceroute-db

clear cfm statistics

restart cfm

dump protocols cfm
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12ping

12ping

oooo MEPOOOOOOOMEPOOOMIPOODOOOODOODOODOODOODOODOODOOOOOO

gooogad

12ping {remote-mac <mac address> | remote-mep <mepid>} domain-level <level> ma
<no.> mep <mepid> [count <count>] [timeout <seconds>] [framesize <size>]
googogo

gbobooooooooooobobob

goobogooo

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>
Jdoooooooo MEPOOO MIPO MACOOOOOOOOOOO

remote-mep <mepid>
00o00do0ooooo MEPIDOOOOODODODOODOOOCCODOOOOOOOOOd
MEPOOOODOOOD

domain-level <level>
O0o0oo0ooooo0oo0ooooooboooooo0oo0oooooboooooooooooobooboa
O0o00o000o00oo0ooooooono

ma <no.>
000000 MAOOODOOODOOOODOOODODODOODOOODOOOODOOOODOOO0ODOOOODOO
OO0 MAOOOODOOOOOOOO

mep <mepid>
000000000000 MEPIDOOODODOODOOOODOOODOOOODOODODODOODOOOD
oooooo MEPIDOODOOODOO

count <count>
O0o0doooooooooooooooooooooooooooooooOo 105000

gooo0ooooooono
go0oo0oo0ooOooooooooo sOobOoooooa
timeout <seconds>

gbooboboboooooooboobobobobobobo10oeongDn

gooooboooood
gbooboooosb00ooogooo

framesize <size>
Joo0o CFMPDUDOOOOOOODODOODOOOODOOOODODOODOOOODOOOOO 1091920
oo

gobobooboooood
0oooooooooooo 40000000 CFMPDUD 64000000ODODOO

googod

12ping 0000000000
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0 15-1012ping 0 OO O

12ping

>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3

IL2ping to MP:1010(0012.e220.00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
Time:20XX/03/10 19:10:24
1: L2ping Reply from 0012.e220.00a3 64bytes Time= 751 ms
2: L2ping Reply from 0012.e220.00a3 64bytes Time= 752 ms
3: L2ping Reply from 0012.e220.00a3 64bytes Time= 753 ms
--- L2ping Statistics ---
Tx L2ping Request 3 Rx L2ping Reply : 3 Lost Frame : 0%
Round-trip Min/Avg/Max 751/752/753 ms
>
gooogad
0 1510 12ping0 0000
gooo oo goooog

L2ping to MP:<remote mp>

000000 MEPOOO
MIPO MACOOOO

oooooo MEPOOO MIPO MACOOOO
<remote mac address>0 0 00000 MEPO OO
MIPO MACOOOOOOODOOOO

<remote mep id>(<remote mac address>)00 000 O
OMEPIDOOOODOOO

Level goooooo oo 7

MA MAOOOO 000000000000000MAOOOO
MEP MEP ID 0000 MEPID

VLAN VLAN ID 000 VLAN ID

Time oooo yyyy/mm/dd hh'mm:ssO0 0O /0 /0 O :0 :0
<count> ooooooo goooo

L2ping Reply from <mac
address>

00 MPO MACOOOO

gooooooo MEPOOO MIPO MACOOOO

bytes oooooo CFMPDUOOO CFMODODOODO EndTLVOOOO
ooo
Time 0oooo goboooooboooooboooooooooobooooo

gboooooooooobo

Request Timed Out.

gooooooooo

goobooooboooobooooooooobooooo

Transmission failure.

oooo

Oo00 VvVLANOOOOOoooooooooooooo
gooooo

Tx L2ping Request

gooobobooooooo
oo

O

Rx L2ping Reply

gboooooooooooo
O

oooo MEPOOOMIPOOOODOOOOOOOO
O

Lost Frame

Oobo0obO0ob0O0o0Od%O

O

Round-trip Min/Avg/Max

gooooo/oo/o0O

O

gogoooogo

oo
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12ping

ugooooogo

015-2012ping0 00 0OCOOOOOOOOO

ooooo

oo

Can't execute this command in standby system.

oooOooooooobooooooooooooo

Can't execute.

oooOooooooobooooooooooooo

CFM is not configured.

CPMOOODOOO0DOOO0OODODOOODOOOODDOOODOOD
oooooo

Connection failed to CFM program.

CPMOOO0ODOO0OO0DOOO0OODODOOODOOOODDOOOOOD
ooooooo

No such Remote MEP.

000000000 MEPOOOOOOOOOOOOOOOO
oobooooooooo

Now another user is using CFM command, please try
again.

0oooooocrMO000000000O0O00O000O0O0
oobooooooooo

Specified Domain Level is not configured.

goooooooooooooooooooooboooonod
ooooooooooooo

Specified MA is not configured.

OO0MAOOOOOOOOO MAOOOOOO VLANODOO

goboooooooooooooooooooooooo
oo

Specified MEP is not configured.

OOMEPIDOOCOOOOOOODOOOOOOOOOOOOO
oooooooogo

goobogo

« J000000000O00ODOOCKIO COODODDDODODODODO

e JO00OO0O0ODOODOOOOOOOOOOODOODODO

e framesize 00000 1476 00 0000000000000 0O0O0OOOOO0O mtuOOO
systemmtu 00000000000 MTUOD 150000000000000000A0

« J0U000U0UUUOOMPOMACOUUDUODUODUUOUUUOOOremotemep 000OO0OOMEPIDOO
000 MACOOOOOOOOOOOOOOOOOOODOOOODOOOOOOOOMEPIDOOOOO
Ooo0oOoOoOoO0 MACOOOOOOO MEPO MIPOOOOOOOOOO
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12traceroute

|2traceroute

0000 MEPOOOOOOMEPOOO MIPOOODOOOODOOOOOO

gooogad

l2traceroute {remote-mac <mac address> | remote-mep <mepid>} domain-level <levels
ma <no.> mep <mepid> [timeout <seconds>] [ttl <ttls>]

ugoooooao

gboboooooobooobooboooo

goobogoo

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>
00o00ooodooodooo MEPOOO MIPO MACOOOODOODOODOODO
remote-mep <mepid>
0000000o0ooodoOoo MEPIDOOOOODOOODOODOODOOOOCCOOOOOOO
Oo00OMEPIDOOOOODOOO

domain-level <level>
0000000000000 000000000000000O000O00000oO00bOO0o0oooOooOon
0000000000000 0O00n00oOgn

ma <no.>

0000000 MAOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
o000 MAODODODOODOODOODOO

mep <mepid>
000000000 oOOoooOoO MEPIDOODODOODOOODODOOODOOOODOODODODOODOOOD
0do00OO0doOoO0 MEPIDODOOODDOOO

timeout <seconds>
0000000000000 00b0000000o00o00o 10e0000O

goooobobooood
gooooboosb0oooong

ttl <ttl>

0000000000000 00 timeto-liveDOOOODOOOOOOOOODOOOODOOODOO
010255000

goobooboooood
gbobdoboe4d000O0OO

gobood

12traceroute 00 00000000
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12traceroute

0 15-20 I12traceroute 0 O O O

>12traceroute remote-mep 1010 domain-level 7 ma 1000 mep 1020 ttl 255

L2traceroute to MP:1010(0012.e220.00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
Time:20XX/03/17 10:42:20
254 0012.e220.00c2 Forwarded
253 0012.e210.000d Forwarded
252 0012.e220.00a3 NotForwarded Hit
>
ogooooo
O 15-30 12traceroute D O O O O
oooo ood oooood

L2traceroute to
MP:<remote mp>

000000 MEPOOO MIP
0OMACOOOO

gooooo MEPOOO MIPO MACOOODO
<remote mac address>0 0 00000 MEPO OO
MIPO MACOOOOOOODOOOO

<remote mep id>(<remote mac address>0 00 000
OMEPIDOOODOODO

Level ooooooo 00 7

MA MADOOOO 000000000000000 MAODOOO
MEP MEP ID 0000 MEPID

VLAN VLAN ID 000 VLAN ID

Time oooo yyyy/mm/dd hhimm:ssO 0 /0 /0 O :0 : 0
<ttl> Time to Live 00 255

<remote mac address>

0ooMPO MACOOOO

0000000000 MEPOOO MIPO MACOODO
O

Forwarded

goooooooooocooo

0o0MPOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0
ooood

NotForwarded

gooooooobooboboon

0oMPOOOOOOOOOOOOOOOOOOOOO
oooooooo

Hit

0o0oooo MEPOOO MIP
ooooo

oooooo MEPOOO MIPOOOODOOODOOOO

Transmission failure.

oooo

000 VLANOOOOOOOOO0OO0O0o0o00o000
oooooo

goobogoooboo

oo

goboooooo

O 1540 12traceroute 0 0000000000000

ooooo

oo

Can't execute this command in standby system.

gbooooooooobooooocoooocoooo

Can't execute.

gbooooooooobooooocoooocoooo

CFM is not configured.

cCrMO000000000000000000000000
oooooo

Connection failed to CFM program.

cCrMO000000000000000000000000

ooooooo
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12traceroute

ooooo

oo

No such Remote MEP.

000000000 MEPOOOOOOOOOOOOOOOO
ooooooooooo

Now another user is using CFM command, please try
again.

ooooooocrMOO00000000000O0O000O0O0
ooooooooooo

Specified Domain Level is not configured.

goooooooooboOoooooooOoocOoOoobooOooOoo
gooooooooooooo

Specified MA is not configured.

OO0MAOOODOODOOMAOOOOOO VLANOOO

gooooooOooooooooooooOooooooooo
oo

Specified MEP is not configured.

OO0MEPIDOOOO0O0O0O00O0O0O000O0O0O0O0OOOOO
oooooooooo

goobognd

- 000000000000 O0O0ClO COOODODODODODO
e JO00OO0ODOODOOOOOOOOOOODOODODO
- JD0000DOOMPOOOUOODODOOODDOOODOOOODLInktraceO0O0O0O0DODOOODOOOOO

gboboooooboon

 Linktrace 00000000000 ODOODOODOODOOOODOODOODOODOODOODOOOOOOOOOO

0000000000 MPO MACOODODOODODODOODOODOOOremotermep 00 OOOMEPIDO

0000 MACOODOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOMEPIDOOO
0000000000 MACOODOOOOO MEPO MIPOOOOOOOOOO
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show cfm

show cfm

gooooMPOOOOOOOOOOOOOOOCKMOOOOOOOOO

ggodgguo

show cfm [{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}]

goobogooo

gbobooooooboobobobob

goodoogo

{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}

domain-level <level>
J000o0o0o0o0o0o0oo0ooOooD CFMOODODOOOOOO

ma <no.>
0000 MAODODOOOOO CFMODODODOODOOOD

mep <mepid>
OOO0OO0OMEPIDOOOO CFMODODOODODOOO

obooooooobobd
goooooooooooooooococrMOOOoOoOoooooooooooooooogog

gdoooOoOoOoOoOoOoOooo CcrMUOOU0O0O0O00OO0O0OUOOODOODOOOOOOOOOOO™
gooooOoOoOoOoOoOoOoOoOo CPMOOOOOOOOO

summary
MPOOO CFMOODOODOOOOOOOOOO

obooooooooobo
ooO0oo0 CPMOOOOOOOOO

oooo1o

crMO000oooooon
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show cfm

o1s-30CFMODOOOODOOO

>show cfm
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain 3

MA 300 Name (str) : Tokyo to Osaka
Primary VLAN:300 VLAN:10-20,300
CC:Enable Interval:1min

Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information

ID:8012 UpMEP CH1 (Up) Enable MAC:0012.e200.00b2 Status:Timeout
MA 400 Name (str) : Tokyo_ to Nagoya
Primary VLAN:400 VLAN:30-40,400
CC:Enable Interval:1lmin

Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information

ID:8014 DownMEP 1/21(Up) Disable MAC:0012.e220.0040 Status:-
MIP Information
1/12 (Up) Enable MAC:0012.e200.0012

1/22 (Down) Disable MAC:-
Domain Level 4 Name (str): ProviderDomain 4
MIP Information
CH12 (Up) Enable MAC:0012.e220.00b2
>

ooob10000D0O

O15-50CFMO 00000000

oooo oo oooooo
Domain Level <level> oooooooooooo <level>0 0O 0O0OO0ODO
og Name:-O0O0O0OO000O0O00O0O0OO

Name(str):<name>0 0000000000000
Name(dns):<name>0 0000000000000
0oooooooo

Name(mac):<mac>(<id>)0 0000000 MAC
oooooIboog

MA <no.> MAOOOOO MAOD <no>000000000000000 MAODOO
O
Name(str):<name>OMAOOOOOOOOO
Name(id):<id>OMAOODOOOOOO
Name(vlan):i<vlan id>O0MA O OO VLANID OO

O
Primary VLAN Primary VLAN ID MAOOOOO VLANOOOOOOO VLAN
00000 VLANOOOOODODOO""0oog
ooo
VLAN VLAN ID MAOOODOO VLAN ID

VLANOOODOOOOOOoO ™ gooooooo

CC ccooooon EnableDCCOOO
DisableD CC OO O

Interval ccMOoooo 1sOCCMOO00 10
10s0CCMOODOO 100
IminD0CCMODOO0O 10
10minO0 CCMODOOO 100
ccooOooooo"™"oooooon
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show cfm

ooono

oo

oooooo

Alarm Priority

ooooooooooo

gooooooooooooooooooon
gboooooooooocoooooooocoooo
oboooooooooood

e ODOOOODOOOODOO

« 100000 MEPOOOOOO

- 200000 MEPOOOOOO

« 3pCCMODOOODOO

« 40MADOOODOOOMEPODOOODO CCMODO
- 50000 MAOO CCMOO

ccooooooo"™"oooooono

Start Time ooooooooooono 25000 10000msO0 0000000 O0O0OODOOO
goooo ooooo
cCcooupooo™"ooooooo
Reset Time ooooooooooono 25000 10000msO0 000 00O0OOO0OODOOO
goooo ooooo
cCooooopoo""oooooog
MEP Information MEPOO O
1D MEP ID oood MEPID
UpMEP Up MEP ooooooo MEP
DownMEP Down MEP Joo0oOg MEP
<nif no.>/<port no.> ooooo MEPOOOOOO

CH<channel group number>

gooooooooo

MEPOOOOOOOOOOO

Up

oooo UpOO

0000 UpO0000000000000
gboooooooooooooooooooooo
OUpOUO000OO0DOOOOO

Down

0000 DownO O

oooOo bownOOOOOOODOOOODO

goooooooooooooooooboooooo
ODownOOO0OOOOODOOODDO

Enable

oooockrMODOOO

O

Disable

oooocCckrMODOOO

O

MAC

MEPO MACOOOO

MEPOOOOOOOOO DownOOOOOO""0O
oooooo

Status

MEPOOOOOOO

MEPOOOOOOOODOOOOOOOOOOOO

go0oooooooooono

e OtherCCMO O OO MAOO CCM OO

e ErrorCCMOMEPIDOOO CCMOOOOOO
OogccMog

e TimeoutOCCM OO ODOODO

e PortStated DO OO OOOO CCMODO

« RDIDOOOOODOO CCMOO

oooooooooooooo*~"ooooooo

MIP Information

MIP OO

0

<nif no.>/<port no.>

ooooo

MIpOOOOOO

CH<channel group number>

gooooooooo

MIPOOOOOOOOOOO

Up

0000 UpOO

Oooo UpbOOOODOOODOOODDOD
gooooooooooooooboooobooooo
OUpOOOOOOODOOODDOD
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show cfm

oooo oo oooooo

Down 0000 Down OO 0000 DownOODOOOOOOOOODOO
0000000000000D0D0O0OO0OOO0OOo0OOn
ODownOODODODOOOOOOOO

Enable o000 CFMOODODO O

Disable o000 CFMOODOO O

MAC MIPO MACOOOO MIPOOOOOOOOO DownOQOOQOOoQO™ O
oooooo

0000 20

cCPMOOOOOOOOOOOOO

o1540CFMODOOOOOOOOO

>show cfm summary
Date 20XX/03/14 18:32:20 UTC

DownMEP Counts
UpMEP Counts

MIP Counts

CFM Port Counts

>

2

2
5
9

Oo0ob 2000000

o160 CFMO 0000000000

ooono oo oooooo
DownMEP Counts Down MEP [ 000000000000000000 Down MEP O
UpMEP Counts Up MEP O 00000000o0o0o0o0o0o0o0o0o00 UpMEPO
MIP Counts MIP O goooOoooooooooooooo MIPO
CFM Port Counts CFPMOOOOO MAODOOODOO VLANOOOOCFMOODOODODDO

VLANOOODOOOODown MEPOOOOOOOO MAOODOO
Down MEPO VLANOOOOUpMEPOOO MAOOOOOOO
00 VLANOO VLANOOOODOOMm

gogoooogo

oo

goboooooo

0 15-70showcfm 000000000 OODOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

gboooooooooocoooooooocoooo

CFM is not configured.

CrMO0000000000000000000O00000
oooooo

Connection failed to CFM program.

CPMOOO0D0O0OO0DOOOODOOOOOOOODODOOOOOD

ooooooo

Specified Domain Level is not configured.

gooooooooobooooooooOoocOoooooOooOoo

ooooooooooooo
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show cfm

ooooo

oo

Specified MA is not configured.

OO0MAOOOOOOOOOOOOOOOOOOOOOOOO
oooooooooooo

Specified MEP is not configured.

OO0OMEPIDOOOOOOODOOOOOOOOOOOOOOO
goooooooooo

ggodgguo

oo
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show cfm remote-mep

show cfm remote-mep

CFMO CCOOOOOOOOOOOO MEPOOOOOOOOO MEPOOOOO MEPOOOOOOO
oboboboob

goobognd

show cfm remote-mep [domain-level <level>] [ma <no.>] [mep <mepid>] [remote-mep
<mepid>] [detaill

goobogoo

gboboooooobooobooboooo

goobogoo

domain-level <level>
O0000oOooooooobooooon0o MEPOOOOOOOOO

ma <no.>
0000 MAOOOODOODOOODOOO MEPOODOOOOOOO

mep <mepid>
0000 MEPIDOODOODOODO MEPODOOOOOOOO

remote-mep <mepid>
00000000 MEPIDODODOODOOODO

gboboooooonDo
gbobooooooboobobooboobobooboobooooooooboobobobobooooboooboon
gbobooooobooboboboboboboooooooobooboboboboboboobooobooon
booooboobobobobobooboooon

detail
0000 MEPOOOOOOOOOOOO

gboooooooboobd
ooooMEPOOOOOOOOOOOOOO

gbobobobooooooon
goooooooMEPOOOOOOOOOOOOOO

oooo 1o

o000 MEPOOODOOODO
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show cfm remote-mep

015-50 0000 MEPOOOOOO

>show cfm remot
Date 20XX/03/20

e-mep
18:05:12 UTC

Total RMEP Counts: 4
Domain Level 3 Name(str): ProviderDomain 3
MA 100 Name (str) : Tokyo to Osaka
MEP ID:101 1/20 (Up) Enable Status:Timeout
RMEP Information Counts: 2
ID:3 Status:Timeout MAC:0012.e220.1224 Time:20XX/03/20 17:55:20
ID:15 Status: - MAC:0012.e200.005a Time:20XX/03/20 18:04:54
MA 200 Name (str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) Enable Status: -
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012.e20a.1241 Time:20XX/03/20 12:12:20
ID:8004 Status:- MAC:0012.e20d.12al Time:20XX/03/20 12:12:15
>
ooo0o1000000
15800000 MEPOOOOOOO
gooo oo gooooo
Total RMEP Counts 0000 MEPODOODO a

Domain Level <level>

ooooooooooooon

<level>000O0OOOOO
Name-0ODODODOOOOOOODO
Name(str):<name>0 0000000000000
Name(dns):<name>0 0 0000000000000
goooooo

Name(mac):<mac>(<id>0 0000000 MACOOO

ooImbooo

MA <no.> MAOOOOOMAOD <no>000000000000000MAOOOD
Name(str):<name>OMAOOOOOO0O0OO
Name(id):<id>OMAOOOOOOOO
Name(vlan):i<vlan id>0OMAO OO VLANIDOOO
MEP ID 0000 MEPID O

<nif no.>/<port no.>

ooooo

MEPOOOODOO

CH<channel group

gooOooooogoo

MEPOOOOOOOOODOO

number>

Up gooo UpOO 0000 UpODOOOOODOOoOoOoOoOOO
0000000ooUoDoooooooooooooo Up
ooooooooooooo

Down 0000 DownO O 0000 DownOODOOOODOOOODOOO
gdooooooooooobooooboooooooon
DownOUOOOOOODOOOOOO

Enable Jooo CFMOOOO O

Status Jooo MEPOOOOOOO 0000 MEPOOODOOOOOOOOOOODOOOOO

oooooooooooboooo

e OtherCCMOOOO MAOO CCMOO

e ErrorCCMOMEPIDO OO CCMOOOOO0O0OO
ccM OO

e TimeowtOCCM OO OO0OO

e PortState0 DO O0DOO0OO0O CCMODO

« RDIDOODOOOOO CCMOO

goboboobooooocoooo™"ooooooo

RMEP Information

oooo MEpPOO

O
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show cfm remote-mep

goooo oo oooogoo
Counts 0000 MEPO O
ID 0000 MEPID |
Status oooo MEPOOOOO o000 MEPOODOCOOODOOOOOOODOOOO
gooooog

e OtherCCMOUOUODO MAOO CCM OO

e ErrorCCMOMEPIDOOO CCMUOOOOOOOO
CcCCM OO

e TimeowtUCCM O OOOODO

e PortStateD D OO O OOOO CCMODO

e RDIDOODOOOO CCMDOO

gooooooooooooo"™"ooooood

MAC 0000 MEPO MACOOOO O
Time goo ccMOooooooo yyyy/mm/dd hhimm:ssO0 0O /0 /0 O :0 :0
0000 20

Oo0o0oMEPOOOOOOOOOOOO

015600000 MEPOOODOOOODOO

> show cfm remote-mep detail
Date 20XX/03/20 18:19:03 UTC

Total RMEP Counts: 4
Domain Level 3 Name (str): ProviderDomain 3
MA 100 Name (str) : Tokyo to Osaka
MEP ID:101 1/20 (Up) Enable Status:Timeout
RMEP Information Counts: 2
ID:3 Status:Timeout MAC:0012.e220.1224 Time:20XX/03/20 17:55:20
Interface:Up Port :Forwarding RDI:On
Chassis ID Type:MAC Info: 0012.e220.1220
ID:15 Status: - MAC:0012.e200.005a Time:20XX/03/20 18:04:54
Interface:Up Port :Forwarding RDI: -
Chassis ID Type:MAC Info: 0012.e200.0050

>

Oo0ob 2000000

015900000 MEPOOOOOOOOOO

oooo oo ooooog
Total RMEP Counts 0000 MEPOODODO O
Domain Level <level> gooooooooood <level>O O OO QOOOO
oo Name:-O0 O OO QOOOOOOOOO

Name(str):<name>0 0000000000000
Name(dns):<name>0 00 0000000000000 0O0O

goono
Name(mac):'<mac>(<id>0 0000000 MACOODOOO

IDOODO

MA <no.> MAODOOOO MADOO <no>0000000000000D00MADODDOO
Name(str):<name>O0MAOOODOOOODOO
Name(id):<id>OMAOOOOOOOO
Name(vlan):i<vlan id>0 MAO OO VLANID O OO

MEP ID 0000 MEPID O

<nif no.>/<port no.> ooooo MEPOOOOODO
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show cfm remote-mep

oooo

oo

oooooao

CH<channel group
number>

oooooooooo

MEPOOOOOOOOOOO

Up gooo UpOO 0ooo UpODOOOoooooooooo
0odooUoooooooouopooouooooooog UpO
goooouoopoooooo

Down 0000 Down0O O 0000 DbownODOOOOOOOOOOOO
000000000 00oo0ouooo0oooOdood Down
ggooooooooooog

Enable Jooog CFPMUOOOO O

Status Jooo MEPOOOOOO 0000 MEPOOOOOOOOOOOOOOOOOOOO

O goooooooooooog
e OtherCCMOUOOO MAOO CCMODO
e ErrorCCMOMEPIDO OO CCMUOODOOODOOO CCM
oo
e TimeoutUCCM OO OOODO
e PortStated OO I OOOOO CCMOO
« RDIOOOOOOOO CCMODO
godoooUooooooooo"™oooooog

RMEP Information 0000 MEPOO 0

Counts oooo MEPO O

D 0000 MEPID 0

Status Oooo MEPOOODOO 0000 MEPOOOOOOOOOOOOODOOOOOO
goooodg
e OtherCCMOOOO MAODO CCMODO
e ErrorCCMOMEPIDOODO CCMOOOOOOOO CCM

od
e Timeoutd CCM O OOOOO
e PortState0 0O OJO0OOOO CCMOO
« RDIODOOOOOOO CCMOO
jooooO0oooooooo"™"oooooog
MAC 0000 MEPO MACOO O
od
Time oo ccMoooooog yyyy/mm/dd hhimm:ssO O /0 /0 O :0 : 0
Interface o000 MEPOOOO 0000000 CCM OO InterfaceStatus OO O
gooooo « UpOUpOOO
¢ Down{ Down O O
e Testingd OO OO
e UnknownO OO QOO
e Dormant0 0000000 0O0O
e NotPresentO 0O D000 0OO0O0ODOOOO
¢ LowerLayerDownO OO DOO0OOO0OOOOOOO Down O
]
gooooo ccMOUbOOooooooooo*™ooooo
oo
Port Jooo MEPOODOOOO JO00000O0 CCM OO PortStatus 0O O

e ForwardingD OO OO
e BlockeddODOOOOOOO

goooooccMoOoOooooooooo™"oboon
oo
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show cfm remote-mep

oooo

oo

oooooo

RDI

0000 MEPOOOODOO
O

ooooMEPOOOOO0OO0O0O0O0O0O0OO0OOOOOOO
gooooccMOoOoooOoOo RDIODODOOOODOODODODO
- OnOOOODODODO

oooooooooooooo™oooooog

Chassis ID

o000 MEPOOODOO
ID

0000000 CCMODO ChassisIDOOOOOOOOO

Type

Chassis ID O Subtype

InfoOOODOO0OOOODOO

¢ CHAS-COMPO Info 0 Entity MIB O entPhysicalAlias
¢ CHAS-IFO Info O interface MIB O ifAlias

¢ PORTO Info O Entity MIB O portEntPhysicalAlias

¢ MACO Info O CFM MIB O macAddress

e NETO Info O CFM MIB O networkAddress

¢ NAMEUO Info O interface MIB O ifName

¢ LOCALUO Info O CFM MIB O local

pooooo ceMooooooooooo"0OoO0OO0OO
oo

000000000000 00Typed MACOOOO Info O
0o0ooooooooMACOOOOODOOODOOO

Info

Chassis ID O Information

Type D0 O0O0O0O00O
oOoooO0O0 ccMOOOOOOOOOOO" 00000
oo

goobogoooo

ao

goboooooo

0 15-100 show cfmremote-mep OO0 00O O OO0OOOOODO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

gboooooooooocoooooooocoooo

CFM is not configured.

CrMO0000000000000000000O00000
oooooo

Connection failed to CFM program.

CrMO0000000000000000000O00000
gooooooo

No such Remote MEP.

000000000 MEPOOOOOOOOOOOOOOOO
ooooooooooao

Specified Domain Level is not configured.

gooooooooobooooooooOoocOoooooOooOoo
ooooooooooooo

Specified MA is not configured.

OooMAOODODOOODODOOOOOOODOOOODOOOOOO
ooboooooooood

Specified MEP is not configured.

OO0OMEPIDOOOO0O0O0O00O00O0O0O0O0O0O0OOOOOO
oooooooooo

goobognd

ao
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show cfm fault

show cfm fault

CFMO CCOOO00O0000O0O0O0O0O0OO0O0OO0OOOOOOOOoOoOocCcCcMOOOOOOooOood

ggodgguo

show cfm fault [domain-level <level>] [ma <no.>] [mep <mepid>] [{fault | cleared}]
[detaill]

goodoogo

gbobooooooooooobobob

goobogooo

domain-level <level>
g0o0ooooooooooooooooooooooo

ma <no.>
0000 MAOODOODODOODOODODOOODOOO

mep <mepid>
OO000MEPIDOOOODOOODOOOODODO

{fault | cleared}

fault
Oo0ooooooooooooooao

cleared
O0o0oooooooooooooon

gbooooooooobo
gbooooooobooboboboboobooooboboboboboooooooboboOobon
gboooooooboboboboboooboooboobobobobooboooobooboobobobob
boooooboobooboboboooboooboon

detail
ooo0O0o0Doo0ooooog
O00O0oO00OoO0ooooag
0000000000oo0goooo

gbooooooooobobon
gboooooooboboboooboobogan

oooo1o

CPMOODOODOOOODOODDODODODO

0157000000000

>show cfm fault

Date 20XX/03/21 10:24:12 UTC

MD:7 MA:1000 MEP:1000 Fault Time:20XX/03/21 10:15:21
MD:7 MA:1010 MEP:1011 Cleared Time:-

MD:6 MA:100 MEP:600 Cleared Time:-

>
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show cfm fault

ooob10000D0O

o15-M0000000000

oooo 0O oooooo

MD ooooooo 00 7

MA MAOOOO 000000000000000 MAOOOO

MEP MEP ID 0000 MEPID

Fault ooooo O

Cleared oooooo O

Time oooooo MEPOODOOOOOOOO
0000000000 000D00000000000000000
oo

yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 : 0
poooobogoooo~oobooono

oooob 2o

CPMOOOOOOOOOOOOOOO

01580 00000D0000DO

>show cfm fault domain-level 7 detail
Date 20XX/03/21 12:00:15 UTC
MD:7 MA:1000 MEP:1000 Fault
OtherCCM : - RMEP:1001 MAC:0012.e220.11al VLAN:1000 Time:20XX/03/21 11:22:17
ErrorCCM : -
Timeout : On RMEP:1001 MAC:0012.e220.1lal VLAN:1000 Time:20XX/03/21 11:42:10
PortState: -
RDI : -
MD:7 MA:1010 MEP:1011 Cleared
OtherCCM : -
ErrorCCM : -
Timeout : - RMEP:1001 MAC:0012.e220.22al VLAN:200 Time:20XX/03/21 10:22:17
PortState: -
RDI : -
>

OboOob 2000000

015-120000000000000

oooo oo oooooo
MD 0ooooooo oa 7
MA MAOODO 000000000000000 MAOOOO
MEP MEP ID 0000 MEPID
Fault gooooo ]
Cleared oooooo 0
OtherCCM oooogos O00O0MAOOOODOOOO MEPOO CCMOOOOOOO
000 MAOO CCMOO oooooo
on0OOO0OO
-0gooog
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show cfm fault

oooo oo oooooo
ErrorCCM ooooo 4 O0O0MAOOOOOOOO MEPOOOOO CCMOOOO
ooOo ccMOoono O0D0OO0DOO0OOOMEPIDOOO CCMOOOOOOOOO
gono
onOOOOO
-00000
Timeout ooooo 3 0000 MEPOO CCMOOOOOOOOOOOOOOOO
ccMOOoOoooo ondOOOO
-00000
PortState ooooo 2 0000 MEPOOODOOOOOOOOOOCCMOOOOOO
0000 MEPOOOOOO ooooooo
ondOOOO
-00000
RDI ooooo1 0000 MEPOOOOOODOOOOOCCMOOOOOOO
0000 MEPOODOOOO oooooo
ondOOOO
-00000
RMEP 0000 MEPID 0000000000000 CccMOOOOO0O MEPIDOOO
oono
MAC 0000 MEPO MACOOOO 0
VLAN CCM OO VLAN O
Time goooooo 0oooooOoooo

yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 0

goobogoooboo

oo
ugooooogo

0 15-130showcfmfault OO OO0 OO OOOOOOOO

ooooo oag

Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon

Can't execute. Jjod0o0o000d00obOO0bDOobOooOoooooo

CFM is not configured. CFMOU0O0O000O00O00D0O0D0OD0DO0OD0DOO0O0OoOoooog
gooooo

Connection failed to CFM program. CPMOO0000000000000000000O00000
goooooag

Specified Domain Level is not configured. 000000000000 000000oOoOoDooooooog

ooooooooooood

Specified MA is not configured. 0J0MAOOOOODOOOOOOOOOOOOOOOOOOO
gooobooooooboog

Specified MEP is not configured. 0OO0OMEPIDOOOOOOOO0ODOOOOOODOOOOOOO
oooooooooo

ggodgguo

Down MEPOODOOOODOOOOODODOOO DownOOOOOOODOOO MEPODDOOODOOOOO
oo
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show cfm [2traceroute-db

show cfm |2traceroute-db

12traceroute 0000000000000 0OOOOOOOMPOOOOOOOOODO Linktrace 00O
gbobooooobooboobobobooon

ogoooon

show cfm l2traceroute-db [{remote—mac <mac address> remote-mep <mepid>}
domain-level <level> ma <no.>] [detail]

ogoooooo

gboboooooobooobooboooo

goobogoo

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>
000000000000 MEPOOO MIPO MACOOOOOOOOOOO

remote-mep <mepid>
O0000000ooooooo MEPIDODOOOOOO

domain-level <level>
Oooooo MEPOOO MIPOOOOOOOOOOOOOOOOOOO

ma <no.>

gooooo MEPOOOMIPOOOOOMAOOOOOOOOOOO

detail
ddoooooOooMPOOOOOOODOODOOO

gbooooooobobd
obooooooobobabdo

gboboboboooogoogoon
Linktrace 00 0000000000000 OOOOOOO0OO

oooo 1o

Linktrace 00000000000 ODOOODOOO

0 15-90 Linktrace 0 OO0 O OOOOOOOO

> show cfm l2traceroute-db

Date 20XX/03/15 10:05:30 UTC

L2traceroute to MP:0012.e220.00a3 on Level:7 MA:1000 MEP:1020 VLAN:1000
Time:20XX/03/14 17:42:20

254 0012.e220.00c0 Forwarded

253 0012.e210.000d Forwarded

252 0012.e220.00a3 NotForwarded Hit

L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/14 17:37:55

63 0012.e220.10a9 Forwarded

62 0012.e220.10c8 NotForwarded

>
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show cfm |2traceroute-db

ooob1000000

0 15-140Linktrace0 00 00OCOCCOOOQOO

oooo

oo

oooood

L2traceroute to
MP:<remote mp>

oooooo MEPOOO MIP
0OMACOOODO

gooooo MEPOOO MIPO MACOOOO
<remote mac address>0 0 000 00O MEPO OO MIP
OMACOOODODOOOOOOO

<remote mep id>(<remote mac address>)0 000000
MEPIDODOOOOODO

Level ooooooo oo 7

MA MAOOOO 00o00ooOoooooooooMAOOOO
MEP MEP ID 0000 MEPID

VLAN VLAN ID 000 VLANID

Time oooo yyyy/mm/dd hh'mm:ssO0 0 /0 /0 O :0 :0
<ttl> Time to Live 00 255

<remote mac address>

00 MPO MACOOOO

oooooooooo MEPOOO MIPO MACOOO
g

Forwarded gooooooooooboooo OoMPOODOOODOOODOODOODOODOOOO
oooo
NotForwarded gooooooooooboooo OoMPOODOOODOOODOODOODOODOOOO
U ooooooo
Hit 0o0oooo MEPOOO MIP oooooo MEPOOO MIPOOOOOOOOOOO
goooog
oooo 2o

Linktrace 000000000000 OO0ODOOOODOO

0 15-100 Linktrace 000000000 O0OODODO

> show cfm l2traceroute-db remote-mep 2010 domain-level 7 ma 2000 detail
Date 20XX/03/15 10:30:12 UTC

L2traceroute to MP:2010(0012.e220.1040) on Level:7
Time:20XX/03/14 17:37:55

MA:2000 MEP:2020 VLAN:20

63 0012.e220.10a9 Forwarded
Last Egress 0012.e210.2400 Next Egress 0012.e220.10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.10a0

MP Address: 0012.e220.10a9 Action: OK
MP Address: 0012.e220.10aa Action: OK

Ingress Port
Egress Port

62 0012.e228.aa38 NotForwarded
Last Egress 0012.e220.10a0 Next Egress 0012.e228.aa30
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.aa30

MP Address: 0012.e228.aa38 Action: OK
MP Address: 0012.e228.aa3b Action: Down

Ingress Port
Egress Port
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Ob00ob 2000000

show cfm [2traceroute-db

O 15-150Linktrace 00 0000000000000

oooao

od

oooood

L2traceroute to
MP:<remote mp>

ooobooo MEPOOO
MIPO MACOOODO

oooooo MEPOOO MIPO MACOOOO

<remote mac address>0 0 00000 MEPO OO MIPO
MACOOOOOOOOOOO

<remote mep id>(<remote mac address>0 000000
MEPIDOOOODOODO

Level goooooo oo 7

MA MAOOOO goooooooooooooo MAOQOOODO
MEP MEP ID 0oooo MEPID

VLAN VLAN ID 000 VLANID

Time oooo yyyy/mm/dd hh'mm:ssO0 0 /0 /0 O :0 :0
<ttl> Time to Live 00 255

<remote mac address>

00 MPO MACOOOO

oooooooooo MEPOOO MIPO MACOOOO

Forwarded goooooooooooo ooMpPOOOOOOOOOOOOOOOOOOOOODOO
O ooo

NotForwarded oobOoooooooooo ooMpPOOODOOOOOOOOOOOO0DOOODOOOOO
oo gooood

Hit 000000 MEPOOO oooooo MEPOOOMIPOOOOOOOOOOO

MIPOOOOO

Last Egress

gobooooooooooo
ooooooo

000000000000 o0O0O00ooOOoo0oDoOoO MAC
gooo
goooooobooooooooooOoOoOoOoOooOooOooooo
rOoOoooocd

Next Egress

goooooboobooboo
ooooooo

go0oo0o0o0oO0o0oOobOOobObOOooLOUOobOoOg MAC
oooao
gooooooooboooboooooobobooooooonoog
rOoooooo
poooooooooooboOoDboO0ObDOo MACOODO
gooooog

Relay Action

gobooooooooooo
gooooo

goooooobooooooooooooo

« RyHitO OO OOOO MEPOOO MIPOODOOOODOO
gooooooogooooooooooog

e MacAdrThIOMACOOOOOOOOODOOODDOODO
gooooooogoooo

- MPCCMDBOMIPCCMOOOOOODODOOODODODO
gooboooooooooo

goMpPOOOOOOOOODOOOODOOOODODOOODO
gooooooooo™ooobooooo

Chassis ID

ooMPOOOOO ID

pooooooooooooboooMPOODOOO ID
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show cfm |2traceroute-db

oooo oo

oooooo

Type Chassis ID 00 Subtype

InfoOOOOOOOOOOO

e CHAS-COMPO Info O Entity MIB O entPhysicalAlias
e CHAS-IFO Info O interface MIB O ifAlias

e PORTO Info O Entity MIB O portEntPhysicalAlias

¢ MACO Info 0 CFM MIB O macAddress

e NETO Info O CFM MIB O networkAddress

¢ NAMEUO Info O interface MIB O ifName

e LOCALO Info O CFM MIB O local

gooooooocoooOoooooooooooboboooood
"“"goooooo

00000000000 000Typed MACOO OO Info O
00ooooooooMACOODOOOODDOOO

Info Chassis ID O Information

Type DO D0O0OO0O
Do00000000000000000000000000
“O0Oo00000

Ingress Port oboooooooooood

ooooMpPOOOOOO

O

MP Address ooooooooooood 00oo0ooo0oooooo0ooo0o MPO MACOODOO
000 MPO MACOOOD goboooooocooooooooobOooOoOooOoboOoooboo

“"Ogoooooo
Action ooooooooooooo gooooooooooooobooooooMPOODOO

oooooo

gooooooo

e« OKO OO

e DownU Down O O

¢ BlckedO Block [0 O

« NoVLANO O OOOODOOOOODOOO VLANODOODO

goobooooooooOooOoOoocoooOooooOoOooooo
"Ooooooo

Egress Port goooooooooooo

OoMPOOOOOO

O

MP Address ooooooooooogoo 00o00ooo0o0oo0o0ooooooo0oo0D MACOOO
Ooo0o MACOOOO O
goooooooooooOoO0oocOoOoOOoOoOooOoOoooooo
"Ooooooo
Action ooooooooooooo Jooo0oooooooooooooooooMPOOOO

oooooo

ooo

« OKO OO

e Downl Down O O

¢ BlockedO Block 00 O

« NoVLANO O OOOOOOOOODODO VLANODOODO

ooooooooooOooooboooooooOooboOoooDo
rOoooooo

goobogoooboo

oo

ugooooogo

0 15-160 show cfm 12traceroute-db 0 0 0D 00000000000

ooooo

oo

Can't execute this command in standby system.

oooOooooooobooooooooooooo
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show cfm [2traceroute-db

ooooo oo
Can't execute. Jodo000o0o0DoDoDOoDoDOoooooooooo
CFM is not configured. CFMUOUOO0OO0OOO0OO0OOQOO0ODOOODOOOODoDoOOoOoooOg
gooooo
Connection failed to CFM program. CFMUOUOO0OO0OOO0OO0OOQOO0ODOOODOOOODoDoOOoOoooOog
goooooo

goodgdao
Linktrace 00000000000 OO0OODDOOODOOOOODOOODOOOODODOOODOOOOO
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show cfm statistics

show cfm statistics

CPMOOOODOODODODODOO

ggodgguo

show cfm statistics [domain-level <level>] [ma <no.>] [mep <mepids>]

goobogooo

gbobooooooboobobobob

goodoogo

domain-level <level>
Jd000o0o0o0o0o0o0oOoOoOoOo CcPMOOOOOOODOODOOO

ma <no.>
0000 MAOODOOOOOO CFRMOODOOOODOOODOOO

mep <mepid>
0000 MEPIDODOOO CFMOOOOODOOOOOO

obooooooobobd
gboooooobobobobobooboooboobobobobobobooboooboobOobobon
gboooooooboobobobobooobooobooboboboboobooooooobooboOobon
oboooooooobooboboboooboooboon

gbooooooboobobon
gooo crMOOOOOOOOOOOO

googod

CFMOOOOOODOODOODO

O15-MOCFMO00000000

>show cfm statistics domain-level 3
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain 3

MA 300 Name (str) : Tokyo to Osaka 300
MEP ID:10 1/47 (Up) CFM:Disable
CCM Tx: 80155 RxX: 784 RxDiscard: 6
LBM Tx: 2 Rx: 11 RxDiscard: 1
LBR Tx: 12 RX: 2 RxDiscard: 0
LTM Tx: 0 Rx: 0 RxDiscard: 0
LTR Tx: 0 Rx: 0 RxDiscard: 0
Other RxDiscard: 0
MIP Information
1/48 (Up) CFM:Enable
CCM Tx: - Rx: - RxDiscard: -
LBM Tx: - Rx: 0 RxDiscard: 1
LBR Tx: 0 Rx: - RxDiscard: -
LTM Tx: - Rx: 3 RxDiscard: 0
LTR Tx: 3 Rx: - RxDiscard: -
Other RxDisgcard: 0
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goodgdao

O15-170CFMO 000000000

show cfm statistics

oooo

oo

gooooo

Domain Level <level>

oooOooooooo
oooo

<level>0 0000000
Name-0OOODOOOOOOOODO
Name(str):<name>0 0000000000000
Name(dns):<name>0 0 00 0000000000000
goooo

Name(mac):<mac>(<id>O0 0000000 MACOODOO
oIboOO

MA <no.> MAOOOOOMAO <no>0000000000000O0O0MAODOOO
0 Name(str):<name>OMAO OO DOOOOOO
Name(id):<id>OMAOOOOOOOO
Name(vlan):i<vlan id>OMA O OO VLANIDOOO
MEP ID 0000 MEPID a

<nif no.>/<port no.>

ooood

MEPOOOODO

CH<channel group number>

gooooooogoo

MEPOOOOOOOOOOO

Up oooo UpO0O 0000 UpOO0OOoDOoooooooog
0o000oo0ooooooo0o0ooDoDooooDooooo Up
go0oooooooooon

Down 0000 DownO O JO00do DownODOOOODODOOOODOO
goo0oo0ddoooobooboooooooooooa
DownOOOOOOOO0OOOOO

CFM oooo CFMODOO MEPOOUOOOOOOO CFMOOOODO

oo EnableD OO OO0 CFMODOODO
DisableD OO OO CFMOODOO
MIP Information MIPOO 0
<nif no.>/<port no.> ooooo MIPOOOOOO

CH<channel group number>

oboboooooooo

MIpPOOOOOOOOOOO

Up

0000 UpOO

0000 UpbOOOOOODOODODRDO
goooooOoQooOoOoOoOoOoOoDOoOoOoOODOO Up
gbooooooboooboo

Down

0000 DownO0O

0000 DownOODOODOODODODODO
goooooooOoobooooboobooooooo
DownOOOOOOOOOODOODO

CFM

oooo CFPMOODO
oo

MIPOOODODOOOOO CFMOOOOO
EnableD 0O OO0 CFMOODOO
DisableD 0000 CFMOO DO

CCM Tx

ccMOonono

MIpOOOO""OOoOOOOO

Rx

ccMOOoO

MIpOOOO"OoOooOOOOO

RxDiscard

ccMOoono

MEpPOOODOOOO CCMOOOOOODO

- 0000DODOOO0DOD CCM

« 00O MAO CCM

- J0O0ODDODOOODD MEPIDOOO MEPIDO CCM
- 0000 MADODOOODDOOOO CCM

MIpOOOO"™"0OO0OO00O0OOO

LBM Tx

oooooooooo
oooo

MIpOOOO""0OO0000OO
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show cfm statistics

oooo oo oooooo
Rx gooooooooog |
oooo
RxDiscard 0oooooooooo 00000000000000000000
gooo - 000000000 DD0OD0OOOOO0OOODnO
« 0O MACOOOOOOOO MPO MACOOODOOO
0cco0O0ooooooooooooooooooo
ooooo
- J00MACOOOOOCCOOOOODODOOODOOO
000000000000000000000000
« MIPOOODOOO MACOOOODOOO MIPO MACO
0000000000000ooon
LBR Tx gooooooooo |
gono
Rx 0ooooo0o0oooo  MIPOOOO ™ 0000000
gono
RxDiscard oooooooooag MEPOOOOODOOOODOOOOOOODOOOOOOOO
ooo - 0000000000000 DDOOOOO
« 00 MACOOOOO MEPO MACOOODOOOOO
ooooooooog
« JO0OMACODOODOODOODOODOOOOOO
0000000000000 D0D00OO0O000O0O0n
¢ Loopback Transaction Identifier 0 0 00000000
000000000000000O0O0OO0oOooon
- 0000000000000 0O0OO0O00OOO0ODnOO
0oooooooooo
MIPOOOO""0OO00OO0O0OOO
LT™ Tx gooooooooog MIPOOOO""0OO00O0OO0OO
oooooo
Rx gooooooooog |
oooooo
RxDiscard oooooooon 000000000000000000000
oooooo - 000000000000 DDDOODO0O0OOO
« LTMTTLOO 00000O0O00DOO00OOOO
- JO0MACOODOODOODOODOODOOOOOO
00000000000 MPOMACOOOOOOOD
00Do00O000O0O0ooono
- 0000000000DD0OD0OOO000O0OO0ODDO
ooooo
LTR Tx 0ooooo0oDoOooo |
oooo
Rx 0oooo00o0o0oOoOg  MIPOOOO "™ 0000000
goooo
RxDiscard oooooooooag MEPOOOOOOOOOODOOODOOOOOOOOOOOO
oooo - 0000000000000 0O0OODODO0OOO
« 00 MACOOUOOOOO MEPO MACOODODODOOO
0000000O0Ooooo
e LTR Transaction Identifier D0 0000000000
00D0000000000o0oDoDooooo
- 0000000000 DDDOOOO000OO0O0ODDO
00o00000o0oon
MIPOODOO""OO00OO0O0OO
Other RxDiscard 0000 CFM PDU OO CFMPDUOOOODOOOOO

gooo

- 00OOO0DO CFM PDU
- MIPOOODOOODOOODOODOODOODOODO
oooo
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gogoooogo

oo

goboooooo

show cfm statistics

0 15-180show cfm statistics 0 0 0 00000000000

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

ooooooooooooooooooooooo

CFM is not configured.

CrMO0000000000000000000O00000
oooooo

Connection failed to CFM program.

CPMOOO0O0O0OO0DOOOODOOOOOOOODODOOOOOD
ooooooo

Specified Domain Level is not configured.

gooooooooobooooooooOoocOoooooOooOoo
ooooooooooooo

Specified MA is not configured.

0ooMAOODODOOODODOOOOOOODOOOODOOOOOO
ooboooooooood

Specified MEP is not configured.

OO0OMEPIDOOOO0O0O0O00O000O0O0O0O0O0OOOOOO
oooooooooo

goobognd

ao
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clear cfm remote-mep

clear cfm remote-mep

goocoMEPOOOOOOOOOO

ggodgguo

clear cfm remote-mep [domain-level <levels>

<mepid>]111]

goodoogo

gbobooooooooooobobob

goobogooo

domain-level <level>

gooooooooOoOoOoOOOOOO0OMEPOOOOOOOOOO

ma <no.>

o000 MAOOOOOOOOOOOO MEPOOOOOOOOOO

mep <mepid>

o000 MEPOOOOOOOOMEPOOOOOOOOOO

remote-mep <mepid>

OO00oOCOOoO0OO0OMEPIDODOOODOOOOODO

gbooooooooboobo

gboooooooboobobobobooooobooboboboboooboooooobobobon
gboooooooboobobobobooooobooboboboboooboooooobobobon
vboooooobobobobobooooboobooonbo

gbooooooooobobon
ooooOoO0OO0 MEPOOOOOOOODOOO

googod

goocoMEPOOOOOOOOOO

0151200000 MEPOOODOODOODOOO

> clear cfm remote-mep
>

goobogo

oo

goobogoooboo

oo

ugooooogo

O 15-190clear cfmremote-mep OO0 OO0 OO0 OOOODOODO

ooooo

Can't execute this command in standby system.
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clear cfm remote-mep

ooooo

oo

Can't execute.

ooooooooooooooooooboooonoo

CFM is not configured.

CPMOOOO0O0OO0DOOOO0DOOOOOOOODODODOOOOD
oooooo

Connection failed to CFM program.

CPMOOO0D0O0OO0DOOOODOOOOOOOODDODOOOOD
ooooooo

goodgdao

oo
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clear cfm fault

clear cfm fault

CbPMOOOOOOOOOOOOO

ggodgguo

clear cfm fault [domain-level <level> [ma <no.> [mep <mepid>]]]

goobogooo

gbobooooooboobobobob

goodoogo

domain-level <level>

gbobooooooobooboboboooooooono

ma <no.>

o000 MAOOOOOOOOOOOOOOOOOOOO

mep <mepid>

o000 MEPIDOOOODOOODOOOODDOO

gboooooooboobd

booooooboboboboboobooboobobobobobooooooboobOobOobon
gbooboooooboobobobobooboooobobobobobooooooobobOobob
gbooboooooboobobobobooobooogonDo

gbooooooboobobaonb

obooboooooooboobobo

gogodd

CFMOOOOOOOOOOOOO

O15-130CFMO00000000000

> clear cfm fault
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 15-200clearcfmfault 00 000 O0OODOOOOOO

ooooo

oo

Can't execute this command in standby system.

oooOooooooobooooooooooooo

Can't execute.

gbooooooooobooooocoooocoooo

CFM is not configured.

CrMO000000000000000000000000
oooooo
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clear cfm fault

ooooo oo
Connection failed to CFM program. CFPMOO00000000000000000000O000O0
ooooooag
ooooon
oag
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clear cfm |2traceroute-db

clear cfm I2traceroute-db

CFM O Linktrace 00000000000 0O0O0O0O0O

ggodgguo

clear cfm l2traceroute-db

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

CFM O Linktrace 0000000000000 OO0O

0 15-140CFM O Linktrace OO0 OO0DOOOOOOOOODO

> clear cfm l2traceroute-db

>

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 15-210 clear cfm [2traceroute-db O 0 0 OO0 OO0 OO OOOOO

ooooo

oo

Can't execute this command in standby system.

gbooooooooobooooocoooocoooo

Can't execute.

gbooooooooobooooocoooocoooo

CFM is not configured.

CrMO000000000000000000000000
oooooo

Connection failed to CFM program.

CrMO000000000000000000000000
ooooooo
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clear cfm statistics

clear cfm statistics

CPMOOOOOOOOOOOOO

goodgdao

clear cfm statistics [domain-level <levels> [ma <no.> [mep <mepid>]]]

clear cfm statistics [domain-level <levels> [mip] [port <port lists]
[channel-group-number <channel group list>]]

goobogoo

gboboooobooboboboooo

gogododogo

domain-level <level>
Jd0d00o0o0o0o0o0o0o0oooOo cCcrMUOO0OoOoOoOoOoOoOOoOoDOoO

ma <no.>
0000 MAOOOODOOOO CRMOODODOOODOOOODOOO

mep <mepid>

0000 MEPIDODOOO CFMOOOOODOOOOOOO
mip

MIPOOOO CFMOOOOOOOODOODOODO
port <port list>

go0oOOOoOOoOOOOOCFMUOOOOO0OOOOOOOOO<portlist>000000000000
gooboboooomoooooooooooobobooobooooooo

channel-group-number <channel group list>
00o00do0odooodooooooooooo0oooooooooo CPMODOOOOOOO
OO000O<channelgroup list>0 0 0000000000000 0O0O0O0OOOODODOOODOOODO
oo

gbobooooooog
gbooboooooobooboboobooboboooboooooooooboboboboboooooDooon
gbooboooooobooboboobooboboooboooooooooboboboboboooooDooon
gboboooooobooboboboboboobooooo

goboboboboooogooon
o000 CcPMOOOOOO0OOOOOOOO

gobood
cCPMOOOOOOOOOOOOO

O15-150CFMO00000000000

> clear cfm statistics
>

goodgdao

oo
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clear cfm statistics

ggoooooo

oo

goboooooo

0 15-220 clearcfm statistics 0 00 00000000000

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooa
Can't execute. jodoooo0o0ooDoDOoDoDoooooooooon
CFM is not configured. CFMUOOOOOOO0OO0OOO0OO0OOOO0OO0OOOODOOOoOoOO
gooooo
Connection failed to CFM program. CFMUOOOOOOO0OOOOOOOOOOOoOoDoOOooooOOg
goooooo

goobogo

oo
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restart cfm

restart cfm

CPMOOOOOOOOOOOOO
goodgdao

restart cfm [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo
-f
go0ooOoOoOoOoOoOOOOOCFMODODODDODOODODOD

gbooooooooobo
gbooooooobobabdo

core-file
O0o0000000oo0oooooooo
O0o0ooooooooo
o0oooooooooodoo

gbobobobooooooon

goooOoOoOoO0OoOO0OOOOOOUOOCFMODODODODODODOD

gobood

cCPMOOOOOOOOOOOOO

Oo1s-160CFMO 00000000000

> restart cfm
CFM program restart OK? (y/n): y
>

goodgdao

ao

gogoooogo

oo

goboooooo

0 15-230restartcfm 00000 00O0O0OOOOO

ooooo

Can't execute. gboooooooooocoooooooocoooo

CFM doesn't seem to be running. CrMO0000000000000000000O00000

ooooooooooo
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restart cfm

ggodgguo

O0o0o000o00oo0oo0oooooboooooo0ooooon
000000000 fusr/var/core/
0000000 cfmd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols cfm

dump protocols cfm

crPMOOOOOOOOOOOQOOOOOOQOOOOODOODOODOODOODODOOOOUOOOOOOOOO
oo

goobognd

dump protocols cfm

gogododogo

gboboooobooboboboooo

gogododogo

oo

gobood

CPMOODOODOODOODOODODODODOO

o15170CFMO0O0D0O0OOOODOOODO

> dump protocols cfm
>

goodgdao

oo

goobogoooo

ao
ogooooogo

0 15-240dump protocolscfm OO0 00000000 OCO0ODO

goooo oag

Can't execute. jodo0oo0o0DooDOoDoDOoooooooooo

CFM is not configured. CFMUOUOOOOO0OO0OOOO0ODOOODOOOODoOOoOooOOg
oooooo

Connection failed to CFM program. CFMUOUOO0OO0OOO0OO0OOOO0ODOOOODOOOODoOOoOooOog
poooooo

File open error. j0000d00o0o00do00O0ooooooooOoooooon
ogd

gooooa

Jo0ddooddoodoooodobooobooobooobooOoon
000000000 fusr/var/efm/
0000000 cfmd_dump.gz

gboboboooooboobobobooooooooobooboboboooooobobobooobooon
gbobobooboooboooo
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SNMP

gs8suboopobooboooooa

show snmp

show snmp pending

snmp lookup

snmp get

snmp getnext

snmp walk

snmp getif

snmp getroute

snmp getarp

snmp getforward

snmp rget

snmp rgetnext

snmp rwalk

snmp rgetroute

snmp rgetarp
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show snmp

show snmp

SNMPOOOOOOOOO

gboobooooobOobobobooooooboooboobobooobooo

s JO0OODODOODOO0O
e SNMPOOOOODOODODOOOODOOO
¢ InformRequest PDU

016100000000000DODOO

SN\MPT—=> x> b

SNMP SNMP InformRequest PDU
YR—Tr M@ YR—TvA >
T4 T+— InformRequest PDU (Fi¥)
\ W > = SNMP
= vx—y

InformRequest PDU

5% (Response PDU) g—
= SNMP

= <x—ox

ggodgguo

show snmp

goobogooo
gbobooooooboobobobob

goodoogo

oo
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show snmp

googg

0 16-20showsnmp 0000000

> show snmp

Date 20XX/12/27 15:06:08 UTC
Contact: Suzuki@example.com
Location: ServerRoom

SNMP packets input : 137 (get:417 set:2)
Get-request PDUs : 18
Get-next PDUs : 104
Get-bulk PDUs : 0
Set-request PDUs : 6
Response PDUs : 3 (with error 0)
Error PDUs Hi
Bad SNMP version errors: 1
Unknown community name : 5
Illegal operation 1
Encoding errors 0

SNMP packets output : 185

Trap PDUs H
Inform-request PDUs : 53
Response PDUs : 128 (with error 4)
No errors : 124
Too big errors : 0
No such name errors 3
Bad values errors 1
General errors 0
Timeouts : 49
Drops : 0
[TRAP]
Host: 192.168.0.1, sent:1
Host: 192.168.0.2, sent:3
[INFORM]
Timeout (sec) : 10
Retry : 5
Pending informs : 1/25 (current/max)
Host: 192.168.0.3
sent : 8 retries:26
response:2 pending:1 failed:5 dropped: 0
Host: 192.168.0.4
sent :3 retries:15
response:0 pending:0 failed:3 dropped: 0
Host: 2001:db8::10
sent :1 retries:0
response:1l pending:0 failed:o0 dropped: 0
ogoooon

0 16-10showsnmp 0000 O000C0OO0OOO

oooo oo goooooo

Contact goooooooooooo gooooooooooooo
snmp-server contact 0 0 0000

Location goooooooOoooogoooooo gooooooooooooo
snmp-server location 0 0 0O 00O
O

SNMP packets input snmpInPktsOSNMP OO OO0O000O0O0O0O0OO

oooo
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show snmp

gooo oo oooogoo

get snmpInTotalReqVarsOMIBO O OO OOO0O O
MIBOOOOOOOOODOOOOOOO

set snmplInTotalSetVarsOMIBO O OOOOOO MIB | O
goobooboooooooooo

Get-request PDUs snmpInGetRequestsD O 0 0 O GetRequest PDU O
gooooooooo

Get-next PDUs snmpInGetNextsd 00 0 O GetNextRequest PDU = O
gooooooooo

Get-bulk PDUs 0000 GetBulkRequest PDUOOOOOOOODO | 00 4294967295

Set-request PDUs snmplInSetRequestsd 0 0 0 O SetRequest PDU ]
gooooooooo

Response PDUs snmplInGetResponsesd 0 0 O O GetResponse ]
PODUOOODOOOOODO

with error 0000 GetResponse PDUOOOOOOOOODO 00 4294967295
000 noError 000 PDUOOCOOOOOO

Error PDUs pPODUOOCOOODOOOOOOODODOODOOD 00 4294967295

Bad SNMP version errors snmpInBadVersions0 000000000000 |

ooooooooooobooooon

Unknown community name snmpInBadCommunityNamesO OO0 00000 0
000 SNMPOOODOOOODOOOODOOOOO

Illegal operation snmpInBadCommunityUses0 000000000 O
gooboOooooobooobooobobooboo
gooboboooooo

Encoding errors snmpInASNParseErrs 0 ASN.10 0000000 O
Oooooooooooono

SNMP packets output snmpOutPktsO SNMPO O OO O0OOO0OOO0OOO
goooo

Trap PDUs snmpOutTraps0 0000 Trap PDUDOCOODOO 0
gooo

Inform-request PDUs 0000 Inform-request PDUOOOOOOOOO 00 4294967295

Response PDUs snmpOutGetResponsesd 0 0 0 O GetResponse O
PODUOOOOOOOOOO

with error 0000 GetResponse PDUO O OODOOODOOO 00 4294967295
000 noError 000 PDUOOOOOO0OO

No errors 000000000 noError 000 PDUOODODO 00 4294967295
goooo

Too big errors snmpOutTooBigsD OO0 OO O0O0DOO tooBig O ]
gopbUCOODOOCOOCOCOO

No such name errors snmpOutNoSuchNamesJ OO OO 00000 0
noSuchName OO0 PDUOOOOOOOOOO

Bad values errors snmpOutBadValuesD DO OO OO0000O ]
badValueO OO PDUDOCOOOOCOOOO

General errors snmpOutGenErrs0 0 00000000 genErr O O
gopbDUODOODOOCOODOOO

Timeouts 00000000 InformRequest PDUO OO OO 00 4294967295
gooo
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show snmp

ooono oo oooooo
Drops oooboooooooooooooooooooo 00 4294967295
00000000 oO0o00oOoOSNMPOODOOO
oobOoooooooooooooooooo
O TRAPO oooocoooooooo
Host ooooooooooooo oooooooooobocooo

snmp-server host I <manager
address>0 0000000000

VRFO OP-NPARO

VRFIDOOOOOO

Jooooooooooooo
snmp-server host 0 vrf 0 0O 00O
goooooo

sent

gooboooooooooon

00 4294967295

O INFORMO godoobooooooooa

Timeout(sec) Jod0OoOoOOoOooboooooooagno gooooooooooooa
snmp-server informs 0 timeout
poooobooogoooo

Retry goobobooooobog poooobooooboobooo

snmp-server informs O retries O
gooooooooo

Pending informs : <current>/
<max>

goobooooooooooooooobooooo
O0O0OSNMPOOOOODOOOODOOOODODOO
gooboooooooooooooboo

<current>0 0000000000
ooooooogno

<max>0 00000000000
000 snmp-server informs 0
pending0 00 00000O0OO0O

Host

goooooooooooooon

ooDOo0O0oOoooooboooa
snmp-server host [ <manager
address>0 0000000000

VRFO OP-NPARO

VRFIDOOOOOO

poooobooooooboog
snmp-server host 0 vrf 0 000
poooooo

sent

InformRequest PDUO O OO0 SNMPOOOOO
J000000o0o0o0ooooooooo

00 4294967295

retries

InformRequest PDUO O OOO0OOOOO

00 4294967295

response SNMPODOODODOOOOOOOODDODODOOOO 00 4294967295
OSNMPOOOOOOODODODOOOOOOOO

pending SNMPOOODODOOOOODODODODO SNMPOOD 00 21000
0000000000000 0DDOODOooO

failed SNMPOOOOODOODOOOOOOOOOODOO @ 00 4294967295
0000000000000 D000OO0OoOooon
0000000 000O0oog

dropped 00000000000000000000000 00 4294967295

00o0oo0o00o0oo0oooooDoOoOoSNMPOOODODO
gooOooooboooooooooboooono

goobogoooo

ao
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show snmp

ugooooogo

0 16-20showsnmp 0000 O00O00OOCOOODO

ooooo oo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. 00o0o0o0o0oo0oo0o0o0o0o00o0000000o00o
Connection failed to SNMP program. SNMPOOOOO0OO00O00000000000000000

oooooooo

goobogo

1. O000O0OOSNMPOOOOOOOOOOSNMPOOOOOOOOOOOOO snmpOO000O0OO
goooo0oOoOoOoOoOooOoOoOoOoOoOoOoOoO0oOOoOOOOSNMPOOOOODOODOOOOOOO
obo0bob0o00OsnmpUOO0O0O0O0O0OO0OOODODOOOOOODO

2. 000000000DOCO00DOO00OsnmpOO0O0OOOO0ODOMIBODODDOOODOOOODDOO
OooOooSNMPOOODOODOOMIBOOOOOOOOOOOOOOOOOO PDUOOOOODODO

goao
3. 0000000000 OccoldStart 00 00D DODODODODODODODODODODODODODOODODOODODOODODODOO

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
SNMPOOOOOOOOOOO0O0O0O0O0O0O0O0O sentd pending0 00000000
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show snmp pending

show snmp pending

SNMPOOOOOOOOOOOOOOSNMPOOOOOOOOOOOOOOOOOOOOOOOO

goodgdao

show snmp pending

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

0 16-30 show snmp pendingd0 OO0 0000

> show snmp pending

Date 20XX/12/27 15:06:
Dest:
Dest:
Dest:
Dest:
Dest:

Req ID: 48,
Reqg ID: 49,
Req ID: 50,
Req ID: 51,
Reqg ID: 52,
goodgdao

192.
192.
192.
.168.0.4,
2001:db8::10,

192

10 UTC

168.0.1,
168.0.2,
168.0.3,

Remaining Retry:
Remaining Retry:
Remaining Retry:
Remaining Retry:
Remaining Retry:

0 16-30showsnmppending0 0000 O0O0OO0OO0O

BN RN

o~

Expires
Expires
Expires
Expires

in
in
in
in

seconds:
seconds:
seconds:
seconds:

NS ww

0, Expires in seconds:

30

ooono

oo

oooooo

Req ID

ooooo ID

0

Dest

OO0 SNMPOOOOO

00oo0ooooooooog
snmp-server host [0 <manager
address>0 0000000000

VRFO OP-NPARO

SNMPOOOOOO VRFID

gooooooooooooa
snmp-server host 0 vrf <vrfid> 0

oooooooooo

Remaining Retry

ooooooood

00 100
oooOoOooOOoOoOooOOoOoOoood

ooo

Expires in seconds

goobooooooooooooooooono

00 214748350 00

gogoooogo

oo

ogooooogo

0 16-40 show snmppending0 00000000

ooooo

oo

Can't execute this command in standby system.

ooooooooooooooooooooooo

Can't execute.

ooooooooooooooooooooooo
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show snmp pending

ooooo

oo

Connection failed to SNMP program.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

oooooooo

no entries.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goobogo

SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gboboooooboobobobobooboooboooboobob0oobbOobOobobObObOOobOobLOobOoDbOo

oo

gbooobd

436

> show snmp pending

Date 20XX/12/27 17:06:
Reg ID: 88, Dest: 192.
Reg ID: 89, Dest: 192.
Reg ID: 90, Dest: 192.

10 UTC
168.0.1,
168.0.2,
168.0.3,

Remaining Retry: O,
Remaining Retry: O,
Remaining Retry: O,

Expires in seconds: 0
Expires in seconds: 0
Expires in seconds: 0



snmp lookup

snmp lookup

ooooMIBOOoOoOooOooOoOoOoOoOoooooo IDODOoOOOOO

goodgdao

snmp lookup [<variable names>]

goobogoo

gboboooobooboboboooo

gogododogo

<variable name>
0000000000000 bO00000000000Oo0o0oooOooOon
0000000000000 bO00oo00o0doooooO00oooooooooOooog

gboooooooboobd
gboboooooboobobobobooobooobgn

googg

0 16-40snmplookup D0 OO OO0O

> snmp lookup sysDescr
sysDescr =1.3.6.1.2.1.1.1

> snmp lookup

iso =1

org =1.3

dod =1.3.6
internet =1.3.6.1
mgmt =1.3.6.1.2
gooooa

" O00000000 0 oooooo Ibr booooooooooooo

goobogoooo
ao
ogooooogo

0 16-50snmplookup OO0 O O0OOO0ODOOOODOO

ooooo oo

No match found for <MIB object name> 0000000000 <MIB objectname>0 0000000
ooooa

goodgdao

oo
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snmp get

snmp get

goooMIBOOOOoOOOOOO

ggodgguo

snmp get <variable namex>

goobogooo

gbobooooooboobobobob

goodoogo

<variable name>
O0o00o000o00oo00oo0ooooooooooooooooooo
O0o0ooooooooooooooooooooooooooon

googd

0 16-50snmpget0 000000

> snmp get sysDescr.O0

Name: sysDescr.0

Value: ALAXALA AX6300S xxxx Ver. 10.2

> snmp get 1.3.6.1.2.1.1.1.0

Name: sysDescr.0
Value: ALAXALA AX6300S xxxx Ver. 10.2

goobogo

0 16-60snmpget0000000O0OCOOO

oooo od oooooo

Name oooooooooooo a

Value ooooooooooood a

goobogoooboo
oo
ugooooogo

O 16-7Osnmpget0000000O00O00OO0ODO

goooo oo
<SNMP agent IP address>: host unknown. JOoO0oSNMPOOOOODOOOOOOOOOOOOOO
Cannot translate variable class: <MIB Object Name> <MIB Object Name>O0 0 0000000000000O00O0
Error code set in packet - General error: <Number>. OO0 SNMPOOOOOODOOOOOOOOOOODOOID

0o0ooo0ooooooMIBOoOooooooooooooo
gobooboooboooooooooooooooboo Ibo
<Number>0000000O0000O
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snmp get

ooooo

oo

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
goooooooooooooooooOoooobooooooo
00000000 IDO <Number>OO0OO0OO0O0O0O0OOO

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
goooooooooooooooobooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODO

error parsing packet.

000000000 SNMPOOOODOOODOODO

error parsing pdu packet.

SNMPPDUOOCOCOOOCOOOOOOODOOODOODDODO
ooo

make_obj_id_from_dot, bad character : x,y,z

000000000000000o0 IDoo0booboo x0
yOzOOOOOOO

No response - retrying

OO sSNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

O0SNMPOOOODOOODOOOOODDOOODODOO

receive error.

goooboobooboooon

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOOOOOO<ID2>0000000
0000000000000 00o <Ib1>0 SNMPOO OO
oooooooo

unable to connect to socket.

SNMPOOOOO00O0O00O000O0O0O0O0O0O0O0O0O0O0O0O0

goodgdao

1. 000000 0b00bdb0 copybobobooooooboobUobobobbooboobooDo
00000000000 00000D00000000000000 5000 SNMPOOOOODOOO
00000 Noresponse 1000000000 ODOONO

2. 0000000000000 0O snmp-server community 00000000 OO O O No response [0 O
ooooooooooMIBOOoOoOoooooO
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snmp getnext

snmp getnext

goooooMIBOOooooooOOoOO

ggodgguo

snmp getnext <variable names>

goobogooo

gbobooooooboobobobob

goodoogo

<variable name>

gbobooooooboobobobooooobooboboboobooon
vbobooooobobobobooooooboboboboobooon

gogodd
0 16-60snmpgetnext0 000000
> snmp getnext sysObjectID.O0
Name: sysUpTime.O
Value: 45300

> snmp getnext 1.3.6.1.2.1.1.2.0

Name: sysUpTime.O
Value: 47300

goodogo

0 16-80snmpgetnext0 0 0000000 O0ODO

oooo oo gooood
Name goooooooboobooboboooDg g
Value gobooooooboooboboobgoo g

goobogoooboo

oo

ugooooogo

0 16-90snmpgetnext0 000 0000CO0O0DOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOODOOODOODDOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name> 0 00000000000 DOOODO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOODOOOOOOOOODOOOID
0o0ooo0ooooooMIBOoOooooooooooooo
gobooboooboooooooooooooooboo Ibo
<Number>0000000O0000O
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snmp getnext

ooooo

oo

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
goooooooooooooooooOoooobooooooo
00000000 IDO <Number>OO0OO0OO0O0O0O0OOO

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
goooooooooooooooobooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODO

error parsing packet.

000000000 SNMPOOOODOOODOODO

error parsing pdu packet.

SNMPPDUOOCOCOOOCOOOOOOODOOODOODDODO
ooo

make_obj_id_from_dot, bad character : x,y,z

000000000000000o0 IDoo0booboo x0
yOzOOOOOOO

No response - retrying

OO sSNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

O0SNMPOOOODOOODOOOOODDOOODODOO

receive error.

goooboobooboooon

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOOOOOO<ID2>0000000
0000000000000 00o <Ib1>0 SNMPOO OO
goooooooooooMIBOOOOOoOOoOoOoooDO
oooo

unable to connect to socket.

SNMPOOOOOOOODOOOOOOOOOOOOOOOO

goodgdao

1. 00000000 DbO00ODO copylOOOOOOOOooOobOoobOboobooboboooboooo
00000000000 00000D0000000000D0000 5000 SNMPOOOOODOOO
00000 Noresponse 1000000000 OOODO

2. 0000000000000DODO0O0IPOOOMIBOODODOODDOOOOOOOODOOODOO
0000000000000 000DOsnmpegetI000000O0OOOOODOO snmp getnext 00
0000000O0o0OO0bOdbOobooooooOOooooboOooooog

3. 00000000D00OD00ODOO snmp-server community 000000000 O0O O No response 0 O

gooooOoOoOoOoOoMIBOOOOOOOOO
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snmp walk

snmp walk

goooMIBOOOOOOOOOO

ggodgguo

snmp walk <variable name>

goobogooo

gbobooooooboobobobob

goodoogo

<variable name>
ddddoooooooooooooobobooboooboooooo
oo oobobobbbbbbbbbbobobobdddddudooooo
doooooooo

gogodd

O 16-7Osnmpwak OO0 OOOOO
> snmp walk interfaces

Name: ifNumber.O0
Value: 3

Name: ifIndex.1
Value: 1

Name: ifIndex.2
Value: 2

Name: ifIndex.3
Value: 3

Name: ifDescr.1l
Value: loopback

Name: ifDescr.10
Value: Gigabitether 0/1

goobogo

0 16-100snmpwak D00 0OO0OO0OO0DOOCOO

oooo od oooooo

Name 00000oO0oOoooooo O

Value ooooooooooood a

goobogoooboo

oo
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ogooooogo

snmp walk

O016-MOsnmpwalkk OO0 O OO0OO0OOCOOOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

OO0 SNMPOOOODOOODOODOODOODDOO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOODOOOOOOOOOOOO ID
oooooooooooMIBOoOoOOoOoOoooooooobo
0o00o0oo00o0oo0ooo0o0b0o000b000b000b0o0o 1IDo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO SNMPOOOOOOOOOOOOOOOOOOOO ID
goooooooooooobOooooOoooOooOoooooo
00000000 IDO <Number>OO0OOO0O0O0OO0O0ODOO

Error code set in packet - Return packet too big.

O0OSNMPOOOOODOOODOOOOODDOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODOO

error parsing packet.

0000oo0oooo SNMPOOOODOOODOODODO

error parsing pdu packet.

SNMPPDUODOOODOOODOOOOOODOODOODDD
ooo

make_obj_id_from_dot, bad character : x,y,z

goooOooooOoooooooo Iboogoooooo xo
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOOODOOODOOOOOODOOOOOOOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

gooobooooboobooon

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOUOOOOODDOOOO<ID2>0000000
0000o00O000ooDoOo0ooooO<ID1>0 SNMPOOOO
ooooooooooooMIBOOOOOOoOooooooo
oooo

unable to connect to socket.

SNMPOOOOOOOOOODOOOODOOOODODOOOOO

goobognd

1. 000000 0b00bdb0 copybobobooooooboobUobobobbooboobooDo
00000000000 0DooO00DOO000ooO0o00DDO00nD 000 SNMPOOODOODDO
00000 Noresponse 1000000000 ODOONO

2. 0000000000000 0ODOODOOIPOO0OMIBOODOODOOOODOODODOODOODODOO
0000000000 D0DU0bD0OU0O0snmpegetJ000O0OO0OO0OOO0OODOO snmp getnext [ 0

gooooooobooboboboooobobooboboboo
3. 00000000000 0D00 snmp-server community 0 000000 OO OO O No response 0 O

ooooooooooMIBOOOOOOOOD
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snmp getif

interface 00000 MIBOOODOOODOO

ogoooon
snmp getif

goobogooo
gbobooooooboobobobob
goodoogo

oo

interface 0000000000000 OOOOOOUOOUOOOOOOOO

googod

0 16-80snmpgetf 00O OOOO

> snmp getif

# Type PhysAddr Adm Opr InOctets OutOctets InPkts OutPkts
1 loopback 0012.e200.0000 up up 18575 290 292
2 Ethernet 0012.e2c0.dl61 wup up 3417 377 52
3 Ethernet 0012.e2c0.d1l62 up dwn 854 6 7
ogoooon
0 16-120snmpgetif 000D O0OO0O0OOOO
goono oo gooooo
# ifilndex 00000000 |
Type iffype0 00000000000 OOOCOOOO otherOOOOODOOODODO
Ethernet
loopback0 O OO OOOOOOOO
12vlan
LA
PhysAddr ifPhysAddress0 0000 0000000000000 O
oooo
Adm ifAdminStatus0 0 0000000000000 uwpOd0Oooa

goooooooboooooDg

downO O OGO OO

Opr ifOperStatus 0 D000 0000000000000 upd O OO0
ooo
dwnOOQOQOQOO
test0 00000
InOctets ifiInOctets1 0 000000000000 O0O0O0OOO a
oooooo
OutOctets ifOutOctets0 0 00 DO000DODOOO0ODODOOO O
oooooooo
InPkts ifInUcastPkts+ifInNUcastPktsD OO0 OO0 00O 00O ]

goooooobooooooooon
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snmp getif

ooono oo

gooooo

OutPkts

ifOutUcastPkts+ifOutNUcastPktsO O OO0 OO0 OO0 O
jo0ooooooooooooooo

goobogoooo

ao

goboooooo

0 16-130snmp getif 0000 D0OO0OO0OOOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

OO0 SNMPOOOODOOODOODOODOODDOO

Error code set in packet - General error: <Number>.

OO SNMPOOOOOOOOOOOOOOOOOOOO ID
0o0o0ooooooooMIBOOoOooOoOooooooooo
0000o000o0o0o0o0o0o0oooooooooooo Ibo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOODOOOODOOO ID
goooooooooboOoooooooOoocOoooOoooOooOoo
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>000
SNMPOOOOOOO0O0O0O0OO

error parsing packet.

000000000 SNMPOOOODOOODOOODO

error parsing pdu packet.

SNMPPDUODOOOOOOOOOOOODOOODOODDODD
ooo

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

goooooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOOOOOO<ID2>0000000
000000oooooooooo <Ib1>0 SNMPOO OO
gooooooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goodgdao

1. 000000 0b00bdb0 copybobobooooooboobUobobobbooboobooDo
00000000000 00000D000000000D0D0000 5000 SNMPOOOOODOOO
00000 Noresponse 1000000000 ODOONO

2. 00000000000000 snmp-server community 00000000 OO 0O O No response [0 O
oOoooooooooMIBOOoOoOoooooOo
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snmp getroute

snmp getroute

ipRouteTableOIPO 0000000 O0OOOOOOOOO

ggodgguo

snmp getroute

goobogooo
gbobooooooboobobobob
goodoogo

oo
ipRouteTable 00000000000 DOOOOODODOOODOOOOO

googod

0 16-90snmpgetroute 0 OO0 OO0 0O

> snmp getroute

Index Destination NextHop Metricl Type Proto Age
2 10.0.0.0 10.1.1.1 0 direct local 720
2 10.1.1.0 10.1.1.1 0 direct local 720
2 10.1.1.1 10.1.1.1 0 direct local 720
0 127.0.0.0 0.0.0.0 0 other local 720
1 127.0.0.1 127.0.0.1 0 direct local 720

>

goooon

0 16-140snmpgetroute 00 0O O0OO0OOOOO

oooo oo oooooo
Index ipRouteIflndex0 0 0 0000000000000 00 |
0000000000000 Oooooo
Destination ipRouteDest0 0 000 O00OD IPOOOOOOODDO | O
oo
NextHop ipRouteNextHop0 000000000 00OOO IPO 0

oooooooooo

Metricl ipRouteMetricllO OO DOOODOOODOOODODOODOODO O
goobooooooooooooono

Type ipRouteType0 00 0000000000000 direct0 000000

indirect0 000000

invalid0 000000

otherO0O O OO

Proto ipRouteProto0 00 00000 O0OO0OOOOOOOOOO rip0 RIPO

ospf0l OSPFO

bgpO bgpl

local DD ODOOODOOOODDOOO

netmgmtO0 0000000000000

otherO OO OO
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snmp getroute

oooo oo

oooooo

Age
goooooOoooooooa

ipRouteAge0 0 0000000000000 O0O0OOO O

goobogoooo

ao

goboooooo

0 16-150snmpgetroute 00 OO0 O0O000OOOODOO

ooooo

oo

<SNMP agent IP address>: host unknown.

OO0 SNMPOOOODOOODOODOODOODDOO

Error code set in packet - General error: <Number>.

OO SNMPOOOOOOOOOOOOOOOOOOOO ID
0o0o0ooooooooMIBOOoOooOoOooooooooo
0000o000o0o0o0o0o0o0oooooooooooo Ibo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOODOOOODOOO ID
goooooooooboOoooooooOoocOoooOoooOooOoo
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>000
SNMPOOOOOOO0O0O0O0OO

error parsing packet.

000000000 SNMPOOOODOOODOOODO

error parsing pdu packet.

SNMPPDUODOOOOOOOOOOOODOOODOODDODD
ooo

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOOOOOOOOOOOOO

No routing information available.

goooooooooooooooooooooooo

receive error.

goooboobooboobooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOO0O0O0O0O000O0O0<ID2>0000000
000000000o0o0o0o0ooo <Ib1>0 SNMPOO OO
0o0ooooooooooMIBOOOOOOOoOoooooOo
oooo

unable to connect to socket.

SNMPOOOOO00O000O000O0O00O0O0O0O0O0O00O0O0

goobognd

1. 000000000000 copy00O00DODOOODODODO0ODOOODOOOODDOODODOOO
00000000000 0D0DoO00DOO000DO000DDO00O 5000 SNMPOOODOODODOO
00000 Noresponse 1000000000 ODOONO

2. 000000000000000000OipRouteTabled MIBOOOOOODODOODODOOOOOOOO
0000000000000 0000000Osnmp getnext 00000 O0OOOOipRouteTable OO

gbooooooboobobon

3. 00000000D00OD00ODOO snmp-server community 000000000 O0O O No response 0 [
o0o0O0oOoooooMIBOOOOOODOOO
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snmp getarp

snmp getarp

ipNetToMediaTableD IPO OO OO0O0O0OOOOOOOOOOO

ggodgguo

snmp getarp

goobogooo
gbobooooooboobobobob
goodoogo

oo
ipNetToMediaTable OO0 0OOO0OOO0OOOARPOOOOOOOOO

googod

0 16-100snmpgetarp 0000000

> snmp getarp

Index Network Address Physical Address Type
4 12.1.1.99 0012.e2c0.d162 static
>
goodogo

0 16-160snmpgetarp 0 0000 00C0O0O0OOO

oooo oo oooooo
Index ipNetToMedialfIndex0 00 ARPO DO OO0DOOODO 0
0ooOoooooooogo
Network Address ipNetToMediaNetAddress0 00000000000 IP 0
ooooooooooo
Physical Address ipNetToMediaPhysAddress0 0 000000000000 O
Type ipNetToMediaTypeD D 00000000000 0000O otherD0OOOOODDODOOO

invalid0 000000000

dynamicO 00000000

staticD 00000000

ggoooooo

oo

goboooooo

0 16-170snmpgetarpp 0000000000 0OOO

ooooo

oo

<SNMP agent IP address>: host unknown. OO0 SNMPOOOODOODOODODOOODOOOOO
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snmp getarp

ooooo

oo

Error code set in packet - General error: <Number>.

OO SNMPOOOOOOOOOOOOOOOOOOOO ID
0o0o0ooooooooMIBOoOooOoOooooooooo
0000000o0o0o0o0o0o0o0o0oooooooooo Ibo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOODOOOODOOO ID
gooooooooobooooooooOoocOoOoobooooOoo
00000000 IDO <Number>OO0OO0OO0O0O0O0OOO

Error code set in packet - Return packet too big.

O0OSNMPOOOOODOOODOOOOODDOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>000
SNMPOOOOOOO0O0O0O0OO

error parsing packet.

000000000 SNMPOOOOOOODOOODO

error parsing pdu packet.

SNMPPDUOOOOOOOOOODOOOOOOOOOOODO
ooo

No ARP information available.

ARPOO0O0O0O0O0OO0OOOOOOOOOOO

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

OO0SNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

goooooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOOOOOO<ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
0o0o0ooo0ooooooMIBOOOOO0OO0OO0OO0O00O0O0O0O
gooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goobognd

1. 000000000000 copyDODOOOOODOODOODOODOODODODODOOODOODODOO
00000000000 0DoDoO00DOO000ooO0o00DDO00nD 000 SNMPOOODOODDO
00000 Noresponse 1000000000 OOODO

2. 000000000000000O00DOdipNetToMediaTabled MIBOOOOOOOOOOODOODOO
0000000000DO0DO0D0O0000D0000O0snmpgetnext 0000000000
ipNetToMediaTable 00 00000000 O0OOCOOOO

3. 0000000000000 0 snmp-server community 0 000000 00O OO O No response 0 [
o0o0o0oOoooooMIBOOOOOODOO
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snmp getforward

snmp getforward

ipForwardTable 0 O O axsVrflpForwardTableD IPO OO OOO0OOOODOOOOOOCOOOOO

ggodgguo

snmp getforward

goobogooo
gbobooooooboobobobob
goodoogo

0od
ipForwardTable 0 O O axsVrfIlpForwardTable 0 0 00 0000000000000 OOODOOO
oooo

gogodd

O 16-1MOsnmpgetforward D000 00O

> snmp getforward

Index Destination NextHop Metricl Type Proto Age NH-AS
2 0.0.0.0/0 192.168.0.1 0 remote netmgmt 855 0
0 127.0.0.0/8 0.0.0.0 0 other local 974 0
1 127.0.0.1/32 127.0.0.1 0 local local 974 0
2 192.168.0.0/24 192.168.0.34 0 local local 855 0
2 192.168.0.34/32 192.168.0.34 0 local local 855 0
VRF 3
Index Destination NextHop Metricl Type Proto Age NH-AS
1210 10.10.10.0/24 10.10.10.1 0 local local 855 0
VRF 4
Index Destination NextHop Metricl Type Proto Age NH-AS
1211 20.1.1.0/24 20.1.1.1 0 local local 855 0
1212 20.20.20.0/24 20.20.20.1 0 local local 855 0
>
goodogo
0 16-180snmpgetforward OO OO0 O OO0OODOOO
gooo oo gooooo
Index ipForwardIflndex0 000 00000000000000C O
goooboooobobooboooboooooo
Destination ipForwardDest0 0 0 0000000000000 O

ipForwardMaskOD 00 0000000000000 OOO
goooboboooboboog

NextHop ipForwardNextHopO O 00000000000 OOOOOO d
oooo
Metricl ipForwardMetriclO OO OO O O0OO0O0OOO0OOOODOOOO 0
oad
Type ipForwardTypeD 00000 O0O0O0O0O0OOO localD OO OOO

remoted 0 O OO0

invalidd O 00O
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snmp getforward

oooo oo oooooo
otherD0 OO OO
Proto ipForwardProto0 0000000000000 DDOO0O0 rip0 RIPO
oo
ospfll OSPFO
bgpO bgpO
local 00 D0OOOOOOOO
0og
netmgmtd 000000 DOO
ooooo
otherD OO OO
Age ipForwardAge0 000 0000000000000 OOOO |
0o0o0o0mooooog
NH-AS ipForwardNextHopASO 00 000 00000000000 0

oooao

0 16-190snmp getforward OO0 000000 D0O O OO VRF OO M OP-NPARO

oooo oo oooooo
VRF axsVrflpFwVRFIndexO VRFO OO OO OOOOOOOO O
Index axsVrflpFwlfIndex0 00 0000000000000 D0DOO |
0000000000000 0D00000000
Destination axsVrflpFwDest0 00 0000000000000 a
axsVrflpFwMask0 000 000000000000 MMO0
0000000000000
NextHop axsVrflpFwNextHopd 0 000000000000 D0OO0O a
ooooo
Metricl axsVrflpFwMetricl0 000 0000000000000 0OO d
oo
Type axsVrflpFwType0 0000000000000 local DD OO DO
remotel] 00 0O 0O OO
invalidd OO 0O
otherD0 OO OO
Proto axsVrflpFwProtoO OO0 000000000 O0OOOOOOOO rip0 RIPO
oo
ospfd OSPFO
bgpO bgpO
local DD DD DO00O00OODOO
0o
netmgmt0 00000000
ooooo
otherD0 OO OO
Age axsViflpFwAge0 0000000000000 DDOOOOO O
00000 mooooog
NH-AS axsVrflpFwNextHopASO 0 D00 000000000000 0

oooo
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snmp getforward

ggoooooo

oo

goboooooo

0 16-200snmpgetfforward OO0 OO0 OO 0OO0OOOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOOOOOOODDODOOODODOO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOODOOOOOOOODODOOODOOID
ooboobooooooMIBoOooOoooooooooo
00oo0o0o0ooooooooooooooooooo Ibo
<Number>0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOODOOODOOOID
gobooooooooooooooooooooooooo
00000000 IDO <Number>O0OOOO0O0O0ODOOOO

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOOMIBOOO
gooboooooooooooooooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>000O
SNMPOOODOOODOOOOODO

error parsing packet.

000000000 SNMPOOOOOODODOOODO

error parsing pdu packet.

SNMPPDUOOOODOOOOOOOOODOOODOODDO
oono

No forwarding information available.

gooooboo0ooobobOobooobooboobooobo

No response - retrying

OO0 SNMPOOOOODOOODOOOOOOOOOOOOOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOODOOODOOOOOOOO

receive error.

gobooooobooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOO0O0O00O0O00O0O0O0<ID2>0000000
0000000000000 00D0 <ID1>0 SNMPOOOO
00o0o0o0o0o0o0o0o0o0oMIBOOOO0OO0O0O0O0O0000O0O
gooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

ggodgguo

1. J0000DOO00O000O0O copyU D 0O0ODOODODOODODOODODDODOODOODDOODOOO
0000000000000 000ooo000oDoDo00oo0o0o0n0 5000 SNMPOOOOOOOO
00000 Noresponse 0 OO0 OO0 DOOOOOOOO

2. 00000000000000000OOi1ipForwardTable D MIBOOOOOOOOOOOOOOODO
000000000000 b0obbOo0obOOOsnmpgetnext0 000000000
ipForwardTable 0 00000000 OOOOOOOO

3. 00000000000 0D00 snmp-server community 00000000 OO O No response [ [
goooooooooMIBOOODOOODOO
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snmp rget

snmp rget

goooooopooooMIBOoooOOoOOOO

goodgdao

snmp rget [version { 1 | 2 }] <ip address> <community> <variable name>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOUOUOOUOO0OO0O00000OO00O0D0000D000O00O000000000ooooooooogg
oo

version{1 | 2}
SNMPOOOOOOOOOOODOO

gbooooooooobo
1000000

<ip address>
0dooO0o0oOO0odooOOoobo IPO0DOOODOOODOO

<community>
oo ooooooooD

<variable name>
MIBOOOOOOOOOOOODODOOODOODOOOODOOOOOOooOOoaO

goood
0 16-120snmprget0 000000
> snmp rget version 2 192.168.11.35 public sysObjectID.O

Name: sysObjectID.O
Value: ax6300s

goodgdao

016-210snmprget 0000 0000O0OODO

oooo oo oooooo
Name oobooooooooobocooooono O
Value goooooooooooooooooo O

gogoooogo

oo
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snmp rget

ugooooogo

0 16-220snmprget0 000000000000

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOODOOODOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 0O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOODOOOOOOOODOOOID
ooboobooooooMIBoOooOoooooooooo
goboobooboooooooooooooooboo Ibo
<Number>00000000000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOODOOOOOOOOOOOOID
gobooooooooooooooooooooooooo
00000000 IDO <Number>O0O0O0OO0O0O0D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODDOOOODOOODOOOOMIBOODO
goboooooooooboooooooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 000D00000 <Code>000O
SNMPOOODOOODOOOOODO

error parsing packet.

00000o0oOgo SNMPOOOOOOOOOODOO

error parsing pdu packet.

SNMPPDUODOOODOOODOOODOOODOODDOODDO
ooo

make_obj_id_from_dot, bad character : x,y,z

goooOoooooooooooo IboooOooDoOoO xO
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOODOOODOOOOOOOOOOOODOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOODODOODOOOOOOOO

receive error.

gooooooobooogoon

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOODDOOOO<ID2>0000000
00000000oDoO0oU0DOoOoO <ID1>0 SNMPOOOO
gooooooo

unable to connect to socket.

SNMPOOOOOOOOOODDOOOOODDOOODOOOOO

goobogo

oo
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snmp rgetnext

snmp rgetnext

goooooopoopooooMIBOoOOODOOODOOO

goodgdao

snmp rgetnext [version { 1 | 2 }] <ip address> <community> <variable name>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOUOUOOUOO0OO0O00000OO00O0D0000D000O00O000000000ooooooooogg
gooo

version{1 | 2}
SNMPOOOOOOOOOOODOO

gbooooooooobo
1000000

<ip address>
0dooO0o0oOO0odooOOoobo IPO0DOOODOOODOO

<community>
oo ooooooooD

<variable name>
MIBOOOOOOOOOOOODODOOODOODOOOODOOOOOOooOOoaO

goood
0 16-130snmprgetnext 0 00000 0O
> snmp rgetnext version 2 192.168.11.35 public sysObjectID.O

Name: sysUpTime.O
Value: 27603450

goodgdao

0 16-230snmprgetnext 0 00 000000000

oooo oo oooooo
Name oobooooooooobocooooono O
Value goooooooooooooooooo O

gogoooogo

oo
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snmp rgetnext

ugooooogo

0 16-240snmprgetnext 0 000000000000

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOODOOODOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 0O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOODOOOOOOOODOOOID
ooboobooooooMIBoOooOoooooooooo
goboobooboooooooooooooooboo Ibo
<Number>00000000000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOODOOOOOOOOOOOOID
gobooooooooooooooooooooooooo
00000000 IDO <Number>O0O0O0OO0O0O0D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODDOOOODOOODOOOOMIBOODO
goboooooooooboooooooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 000D00000 <Code>000O
SNMPOOODOOODOOOOODO

error parsing packet.

00000o0oOgo SNMPOOOOOOOOOODOO

error parsing pdu packet.

SNMPPDUODOOODOOODOOODOOODOODDOODDO
ooo

make_obj_id_from_dot, bad character : x,y,z

goooOoooooooooooo IboooOooDoOoO xO
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOODOOODOOOOOOOOOOOODOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOODODOODOOOOOOOO

receive error.

gooooooobooogoon

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOODDOOOO<ID2>0000000
00000000oDoO0oU0DOoOoO <ID1>0 SNMPOOOO
ooooooooooooMIBOOOOoooooooooo
gooo

unable to connect to socket.

SNMPOOOOOOOOOODDOOOOODDOOODOODOOOO

goobogo

O000o0o0oooooooooooobooIpPOO0MIBOOOODOOODODOOOODODDOODODOOO
0000000000000 b000D0Osnmprget0000000O0OO0O0OODOO snmp rgetnext 0 0O
0000000 00O0ooO0bOO0obObOobOoooooooonog
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snmp rwalk

snmp rwalk

gooooooooooMIBoOoooooooOoOO

goodgdao

snmp rwalk [version { 1 | 2 }] <ip address> <community> <variable names>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOUOUOOUOO0OO0O00000OO00O0D0000D000O00O000000000ooooooooogg
gbobobooboooboobobobooooon

version{1 | 2}
SNMPOOOOOOOOOOOO

gbooooooooobo
1000000

<ip address>
0dooO0o0oOO0odooOOoobo IPO0DOOODOOODOO

<community>
oo ooooooooD

<variable name>
MIBOOOOOOOOOOOODODOOODOODOOOODOOOOOOooOOoaO

goood
0 16-140snmprwalk OO OO0 O0ODO
> snmp rwalk version 2 192.168.11.35 public ifDescr

Name: ifDescr.1
Value: loopback

Name: ifDescr.10
Value: 1000BASE-X 0/1 giga01l

ooogogo

0 16-250snmprwalk OO O O0O0D0OOCOODOO

goooo oo goooooo
Name go0o0o0oOoO0o0obobooboooog o
Value gooooboooboboboboogo g

goobogoooo

ao
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snmp rwalk

ugooooogo

0 16-260snmprwak 0000 0OO0OO0OOOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOODOOODOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 0O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOODOOOOOOOODOOOID
ooboobooooooMIBoOooOoooooooooo
goboobooboooooooooooooooboo Ibo
<Number>00000000000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOODOOOOOOOOOOOOID
gobooooooooooooooooooooooooo
00000000 IDO <Number>O0O0O0OO0O0O0D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODDOOOODOOODOOOOMIBOODO
goboooooooooboooooooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 000D00000 <Code>000O
SNMPOOODOOODOOOOODO

error parsing packet.

00000o0oOgo SNMPOOOOOOOOOODOO

error parsing pdu packet.

SNMPPDUODOOODOOODOOODOOODOODDOODDO
ooo

make_obj_id_from_dot, bad character : x,y,z

goooOoooooooooooo IboooOooDoOoO xO
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOODOOODOOOOOOOOOOOODOO
oo

No response - try again.

OO0 SNMPOOOOOOOOOODODOODOOOOOOOO

receive error.

gooooooobooogoon

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOODDOOOO<ID2>0000000
00000000oDoO0oU0DOoOoO <ID1>0 SNMPOOOO
ooooooooooooMIBOOOOoooooooooo
gooo

unable to connect to socket.

SNMPOOOOOOOOOODDOOOOODDOOODOODOOOO

goobogo

O000o0o0oooooooooooobooIpPOO0MIBOOOODOOODODOOOODODDOODODOOO
0000000000000 b000D0Osnmprget0000000O0OO0O0OODOO snmp rgetnext 0 0O
0000000 00O0ooO0bOO0obObOobOoooooooonog
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snmp rgetroute

snmp rgetroute

00000000000 ipRouteTableD IPOODO0O0O0O0OO0OOOOOOOOOO

goodgdao

snmp rgetroutel <ip address> <community>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOOUOOUOOOOOOOOOOOOOipRouteTable 00 OO0 00000 OOODOODOOOOOO
oo

<ip address>
0dooO0o0oOO0odooOOoobo IPO0DOOODOOODOO

<community>
oo ooooooooD

googg

0 16-150 snmprgetroute 0O OO OO

> snmp rgetroute 20.1.30.101 public
No response - retrying...

- retrying...

- try again.

> snmp rgetroute 20.1.30.101 public

Index Destination NextHop Metricl Type Proto Age
2 20.0.0.0 20.1.1.1 0 direct local 180
2 20.1.1.0 20.1.1.1 0 direct local 720
gooooo

0 16-270snmprgetroute 1 OO0 OO0 O0OO0OOO

oooo oo oooooo
Index ipRoutelflndex0 0 000 000000000000000 |
000D000000000000
Destination ipRouteDest] 0 D0 O 0OO0O IPODOOOOODOOO | O
NextHop ipRouteNextHopd 000000000 00OOO IPOODO O

oooooooo

Metricl ipRouteMetricllO OO0 000000 O0O0ODOOODOODO O
goboboooooooooooo

Type ipRouteType0 00 0000000000000 direct0 000000

indirect0 0 OO 00O

invalid0 000000

otherO OO OO

Proto ipRouteProto0 OO OO OODOOCODOOCODOOODODOO ripd RIPO
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snmp rgetroute

oooo od

oooooo

ospfl] OSPFO

bgpO bgpO

local 0000000000000

netmgmtJ 0000000000
ooo

otherD OO OO

Age
jooooooooooo

ipRouteAge01 0 000 00000000000000000 o

goobogoooboo

oo

ugooooogo

0 16-280snmprgetroute 000000 OO0OODOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOODOOODOODDOODODO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOODOOOOOOOOODOOOID
0o0ooooooooooMIBOoOooooooooooooo
goboobooboooooooooooooooboboo Ibo
<Number>0000000O0000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOODOOOOOOOODODOOODOOOID
goooooooooooooooooooooboooonod
00000000 IDO <Number>O0O0OO0O0O0OO0DOOOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODDOOOOOOODOOOOMIBOODO
goboooooooooboooooooooon

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>0O0O
SNMPOOOOOOOOOOOO

error parsing packet.

000000000 SNMPOOOOOODODOOODO

error parsing pdu packet.

SNMPPDUODOOODOOODOOODOOODOODOODDO
oogd

No response - retrying

OO0 SNMPOOOOOOOODOOOOOOOOOOOODOO
oo

No response - try again.

OO SNMPOOOOOOOOOOOODOOOOOOOOOO

No routing information available.

goboooooooooboooooooobooooooboo

receive error.

goooooooboogo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOOOOOO<ID2>0000000
0000000000000 0OoODo <ID1>0 SNMPOO OO
ooooooooooooMIBOOOOoooooooooo
gogo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

ggodgguo

1. AUXOOOOD0OODOO0OD0O0OD0OOIndexOOO -10000000O
2. 000000000D0O0C0O0DOO0O0O0OOIpRouteTabled MIBOOOOOOOODOOOODOOOOO

460



snmp rgetroute

0000000000000 0D00000000snmp rgetnext 0000000 OO OipRouteTable
dodoooooooooooboD
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snmp rgetarp

snmp rgetarp

OO0O0OO0COOOO0OO0OO ipNetToMediaTableDIPOOOOOOOOO0OOO0OO0O0OO0O0OOO

ggodgguo

snmp rgetarpl <ip address> <communitys>

goobogooo

gbobooooooboobobobob

goodoogo

SNMPOOOOOOOOOOOOOOOOOipNetToMediaTable 0 OOO0O00O0 ARPOOOOODODO

oo

<ip address>

oooooOoooooOooboIpOO0ODOOOODDOO

<community>
Joooooooooooooobbboboboo

gogodd

0 16-160snmprgetarp 0 000000

> snmp rgetarp 20.1.30.101 public

Index Network Address Physical Address Type
4 12.1.1.99 0012.e258.8860 static
1 112.1.1.99 0012.e258.8870 static
gooogad
0 16-290snmprgetarp 000 0000O0O0DOOO
goooo oo goooooo
Index ipNetToMedialflndexd0 OO0 ARPO O OODOODO 0
goooooboboogo
Network Address ipNetToMediaNetAddressD 00000000000 IP a
goooooooooo
Physical Address ipNetToMediaPhysAddress1 0000000000000 O
Type ipNetToMediaTypeO OO OO0 O0O0OOOOOOOOOO otherD OO ODOOODOOODDO

invalid0 000000000

dynamicO 00000000

static0 O O0O0O0OODOO

goobogoooboo

oo
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ogooooogo

snmp rgetarp

0 16-300snmprgetarp 0 000000000000

ooooo

oo

<SNMP agent IP address>: host unknown.

OO0 SNMPOOOODOOODOODOODOODDOO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOODOOODOOOOODOOOODOOO ID
oooooooooooMIBoOoOoOoOoOoooooooobo
00o0o0oo00oo0oooo0o0o0o0oo0o0b000b00o0b0o0o 1IDo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOODOOOODOOO ID
goooooooooooobOooooOoooOooOoooooo
00000000 IDO <Number>OO0OOO00OO0O0O0DODOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODOOODDOOOOODDOOOO MIBODOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODOO

error parsing packet.

000000000 SNMPOOOOOOODOOODOO

error parsing pdu packet.

SNMPPDUCODOOOOOODOOOOOOODOODOODDODD
ooo

No ARP information available.

ARPOOOOOOOOOOOOOOOOOOO

No response - retrying

OO0 SNMPOOOOOOOOODOOOOOOOOOOOOOO
oo

No response - try again.

OO0SNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

goooboobooboobooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOUOOOOOOOOO<ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
000000o0oo0o0ooooMIBOOOOO0OO0O0O0O00O0O0O
oooo

unable to connect to socket.

SNMPOOOOOOOOOODOOOODOOOOODDOOOOO

goobognd

0000000000000 000D0ODOdipNetToMediaTableD MIBOOOOOOODDODOOOOOOO
0000000000000 0000D000000Osnmprgetnext 0000000000
ipNetToMediaTable 000000000000 OOOO0O
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sFlow

show sflow

clear sflow statistics

restart sflow

dump sflow
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show sflow

show sflow

466

sFlow 0000000000000 0000000000000000000

ggodgguo

show sflow [detaill]

goobogooo

gbobooooooboobobobob

goodoogo

detail
sFlow 0 OO0 000000000000 000000O0DODODOO

googod

O1710sFlow000000O0O0ODOCOOODOO

> show sflow
Date 20XX/10/21 20:04:01 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 8:00:05
sFlow agent data
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets

Default actual rate : 1 per 2048 packets

Configured sFlow ingress ports : 1/2-4

Configured sFlow egress ports : 5/9-11

Received sFlow samples : 37269 Dropped sFlow samples (Dropped Que) : 2093 (
2041)

Exported sFlow samples : 37269 Couldn't export sFlow samples : 0

sFlow collector data
Collector IP address: 192.168.4.199 TUDP:6343 Source IP address: 130.130.130
.1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Collector IP address: 192.168.4.203 TUDP:65535 Source IP address: 130.130.13
0.1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0



show sflow

O17-20sFlow 00 000000000000 0O0O0O

> show sflow detail

Date 20XX/10/21 20:04:01 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 8:00:05

sFlow agent data
sFlow service version

4

CounterSample interval rate: 60 seconds

Default configured rate:

Default actual rate

1 per 2048 packets
1 per 2048 packets

Configured sFlow ingress ports : 1/2-4

Configured sFlow egress ports : 5/9-11

Received sFlow samples 37269 Dropped sFlow samples (Dropped Que) : 2093 (
2041)

Exported sFlow samples 37269 Couldn't export sFlow samples : 0

sFlow collector data

Collector IP address: 192.168.4.199 TUDP:6343 Source IP address: 130.130.130

.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.13
0.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Detail data

Max packet size: 1400 bytes
Packet information type: header
Max header size: 128 bytes

Extended information type:
Url port number: 80,8080

switch, router,gateway,user,url

Sampling mode: random-number
Sampling rate to collector: 1 per 2163 packets
Target ports for CounterSample: 1/ 2-4 , 5/ 9-11

goodgdao

O17-10sFlow D0 0O0OCOOO

ooono

oooo

sFlow service status

sFlowOOOOOOOOOO

0000000000000 0000000D0 disableD 00O

Progress time from sFlow statistics cleared

sFlow OO ODOOOO0OO0OOOOO0OOOO0OO0OO0O00O0QO clear sflow statistics
gooooooooooooooon
hhimm:ss(2400000000hhO00mmO00ssO000
DdayD24000000000DODOODO

sFlow service version

sFlow DO O0OO00O00O0ODO

CounterSample interval rate

gooooooooobcooood

Default configured rate

goooooooooooooooooooooooooooo

Default actual rate

gooooooooooboooooo

Configured sFlow ingress ports

00000000000 "sflowingress" 000000 sFlowO OO QOO
gooooo

Configured sFlow egress ports

00000000000 "sflowegress"0 00000 sFlowOOOOOOO
ooooo

Received sFlow samples

goboooooooooocoooooo
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show sflow

oooo

oooo

Dropped sFlow samples

ooooooooooooooooooooooooooobooooooo
O000ooO0o0ooo sFlowOOOODOOOODOOOOODOOODODOO
ooooo

000000000 sFlowOOODOODOOOODOOOODODOOODDODOOO
ooooo

(Dropped Que)

ooooooboooooooo
clear qos queueing D 0000000 OCOCO OODOODODOODOO

Exported sFlow samples

goooooooo ubPOOOOOOOOODOOODOOODOOOO

Couldn't export sFlow samples

goooooo uuppOOOOOOOOOOOOOOOOODOO

Collector IP address

gooooooooooooOoOoOODOODOODO IPODOOO

UDP

ubrPOOOOO

Source IP address

gooooOooooOooooooo IpOobOOOODOOOOOOOO

Send FlowSample UDP packets

gooooOoooooooooooo ubpOOOOO

Send failed packets

goooooooooooo ubpOOoOOO

Send CounterSample UDP packets

goooooooooooopooooo ubpoOoOoOoO

Max packet size

sFlow 0O OOO0OO0OOO0OOO

Packet information type

oooooooooooooono

Max header size

gbooobooboboooooboobooooboboboooboooooo

Extended information type

oooooooooooooono

Url port number

oooooooo URLODOODOOODOOOHTTPOOODOODDO
ooooo

Sampling mode

oboooooooo

random-number

gbooooboboooooboobooboobooDbo

Sampling rate to collector

odooooOoooooooooooog
g0o00o0o0ooobo0oo0ooooboooooobooooooooo
Jd0d0oo00o0oo00o0o00ooU00ooOoUOOooOoUoDoOooOo
0000000000000 000000000 clear sflow statistics 0 O
d0d0o0o000o0o000oOod0OooU0O0ooo0U0OoOoOOOooOooooOa
ooo

Target ports for CounterSample

gooboobobooooooo

goobogoooboo

oo

ugooooogo

0 17-20showsflow D000 0O000D0OOCOODOO

ooooo

oo

Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon

Can't execute.

obooooooooobo0oooOooooocoooa

sflow doesn't seem to be running.

goooOoooOooooooobooOoOooOooOoOoOooocOooooOon
O00O0OsFlowOOOOODOOOODOOODOOODODDODO
goooooOoOooOoooOooooOooOOoOoOoobocOoooooo
goooooooooooooo
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show sflow

goodgdao
g000o000DOOoO00bO0oOooDooOs2ntddooooooooooo0onooOon

IpOO00OO0OOOOOOOOOOOOOOOOOOOOOOOOOOO ---"OQODODOOO
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clear sflow statistics

clear sflow statistics

sFlow 0000000000000 000000O0O0

ggodgguo

clear sflow statistics

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

>clear sflow statistics
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 17-30clear sflow statistics 0 0 0 00000000000

ooooo

oo

Can't execute this command in standby system.

oooooooooooooooooooooonoo

Can't execute.

obooooooooobo0oooOooooocoooa

sflow doesn't seem to be running.

goooooOoOooOoooOooooOooOOoOoOoobocOoooooo
O00O0OsFlowOOOOODOOOODOOODOOODODDODO
goooooOoOooOoooOooooOooOOoOoOoobocOoooooo
ooooooooooooooo

goobogo

show qos queueing 0 000000000 To-CPUOOODOODOO 1000000000000 40
dddddooooooooooooooooobooooooo
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restart sflow

restart sflow

gbobobobooobobooboboo

goodgdao

restart sflow [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
gboboooooooboobooboboboboobooboooooboobOobon

gbooooooooobo
gbooooooobobabdo

core-file
0000000000000 000000000Oflowd.coreDO0OD0OOOOO

gbooooooooobo
gbooooooobobabdo

gobood

>restart sflow
sflow program restart OK? (y/n): y
>

goodgdao

oo

goobogoooo

ao
goboooooo

O 17-40restartsflow D0 000000000000

goooo oo
Can't execute. oooooooooooooooooooooon
sflow doesn't seem to be running. Jo00o0oooOooO0o0o0o0ooooOooooooDoooDoooo

OO0O0O0sFlowOOOOOOOOOOOODOOOOOODOODOO
ooooooooooooooooboooooooooooooo

gooooooooooooon

gooooa
s JO00O000000000O0U0ODUDUDDUDDUDUDUDDDDDODDODD
s JO000O000000000000D0D0DODODUDODOOODODODOOODODOO
000000000 Od0O lusr/var/core/
00000000 flowd.core

gbobobooobooobooboboboboboooooooooboboboboboboboon

gboboboboooooboonoo
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dump sflow

dump sflow

gbobooooooboobobobobooboooboobobobobooboooon

ogoooon
dump sflow

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

>dump sflow
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

0 17-50dumpsflow 00000 0CO0O0O0OOO0ODO

goooo oo
Can't execute this command in standby system. Jo0o00o00o0ooooooooooooooon
Can't execute. gooobooboobobobOobooooobooooo
sflow doesn't seem to be running. gO000O00o0o0obOOobOO0bDOobDOobOOobDOooOOobOOoooooo

O00O0OsFlowOOOOODOOOODOOODOOODODDODO
goooooOoOooOoooOooooOooOOoOoOoobocOoooooo
ooooooooooooooo

goobogo

O0o0ooooooooooooooooooooooooooooon
0000000000 lusr/var/flowd/
00000 sflow.tre

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooboooooboobobo
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LLDP

goobooonoboobooa

show lldp

show lldp statistics

clear lidp

clear lldp statistics

restart lldp

dump protocols lldp
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show lidp

show Illdp

LppoooOOOOOOOOOOOOO0OOOoOoood

goooon
show 11dp [port <port list>] [detaill

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
00000000 LLbPOODOOOOOO

<portlist>0000CCCOCOCOCOOCOOCOOO@MOCOO0OOO0OOOOOOOOOOOOOOO
gooo

gbooooooooboobd
OO000OOO0O00 LLbPpOOOOOOODO

detail
0000 LLbPOO0O0OO0OO0OOOOOOOOOOODODOOODOOO
oooooooooooo
0000 LLDPOOOOOOOOOOOOOOOOOOODOOO

gboboooooboobaobaonb
goOoCO LLbpOODOODOODODOOODOOODOOOOOOOOOOOO

ooooD1o
LLbpOO0O00D0OOCOOOOOOOOOOODDOO

O18-10LLDPOCOCOCOCOOCOOCODOODOOO

> show 1ldp
Date 20XX/03/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL: 120
Port Counts=3

1/1 (CH:10) Link: Up Neighbor Counts: 2

1/2 Link: Down Neighbor Counts: 0

1/3 Link: Down Neighbor Counts: 0

>

ooobo1000000

01810LLDPOOOOODOOOODOOOODODO

gooo oo oooooo
Status oooo LLbpOOCOOO Enabled0 LLDPO O OO0
DisabledD LLDPO O OO0
Chassis ID 0000 Chassis ID O
Type Chassis ID 00 Sub type MACOInfoOOOOOOOOO MACODODO
Info Chassis ID O Information 0000 MACOODOO
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show lidp

oooo oo oooooo
Interval Time 0g00o0o0o0oOooDo LbpPDUOODODO 50 32768
ooo
Hold Count 0oOoOO0ODO0O00LDPDUODOOO 20 10
00000000 Interval Time O O
oooo
TTL 000000000 LbPDUODOOO 10 O 65535
Port Counts oooo enable-port 0000 O0O0OOOODO
<nif no.>/<port no.> goooo 00000000000 NIFOOOOODOOO

CH gooooooooo 00000 CHODOOoOoOoOoooooo
Link goooo UpdOOO UpOO

Down 0O 00O Down OO
Neighbor Counts goooooog jooo0oo0ooooooooooooo

oooo 20

detall 00000000 LLDPOOOOOOO0O0O0O0O0O0O0OO

O 18-20LLDPOCOCOOCOCOOCOOOCDOOOOO

> show 1lldp detai
Date 20XX/03/09 1
Status: Enabled

Interval Time: 30

1
9:16:34 UTC
Chassis ID: Type=MAC

Hold Count: 4 TTL: 120

System Name: LLDP1
System Description: ALAXALA AX6300S AX-6300-S04 [AX6304S] Switching softwar
e Ver. 10.2 [0OS-SE]

Total Neighbor Counts=2

Port Counts=3

Info=0012.e268.2c21

Port 1/1 (CH:10) Link: Up Neighbor Counts: 2 1
Port ID: Type=MAC Info=0012.e298.5cc0
Port Description: GigabitEther 1/1 1
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.240
IPv6e Address: Tagged: 20 3ffe:501:811:££f01:200:8798:5cc0:e7f4 4
1 TTL: 110 Chassis ID: Type=MAC Info=0012.e268.2505 |
System Name: LLDP2
System Description: ALAXALA AX6300S AX-6300-S04 [AX6304S] Switching so
ftware Ver. 10.2 [0OS-SE] 2
Port ID: Type=MAC Info=0012.e298.dc20
Port Description: GigabitEther 1/5
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.220 4
2 TTL: 100 Chassis ID: Type=MAC Info=0012.e268.2c2d |
System Name: LLDP3
System Description: ALAXALA AX6300S AX-6300-S08 [AX6308S] Switching so
ftware Ver. 10.2 [0OS-SE]
Port ID: Type=MAC Info=0012.e298.7478 3
Port Description: GigabitEther 1/24
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.200
IPv6 Address: Tagged: 20 3ffe:501:811:£f£01:200:8798:7478:e7f4 4
Port 1/2 Link: Down Neighbor Counts: 0
Port 1/3 Link: Down Neighbor Counts: 0

>

1. 00oooooog
2. 0000000
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show lidp

3. oooogn

ooob 2000000

01820LLDPOOOOODOOOODOOOODODO

oooo oo oooood
Status 0000 LLbPOOCOOO EnabledO LLDPO OO OO
Disabledd LLDP OO OO0

Chassis ID 0000 Chassis ID O
Type Chassis ID O Sub Type MACOInfoOOOOOOOOO MACOOODO
Info Chassis ID O Information oooo MACOOOO
Interval Time Jodoooooo LbPDUOOO 50 32768

ogooo
Hold Count J00oodUuooo LbPDUOOO 20 10

000000000 Interval Time

gooooo
TTL J00oodUuooo LbPDUOOO 10 0 65535

O

System Name

0000 System Name

system D0000 name00 00000000
gooo
jooooooooooooooooooon
gooooo

System Description

0000 System Description

MIB(sysDescr) DO OO 00O

Total Neighbor Counts

gooooooooooooooo
O

gboooooooooooooboono
00 192

Port Counts oooo enable-port 00000000000

Port oooooooQ <nif no.>/<port no.>

CH 0oo00ooooooo 000000 CHODOOOOOOOOOO
Link 0oooooooooa Up0O0OO00O UpOO

Down OO 0O Down OO

Neighbor Counts ooooo 00D000000D0000000000
Port ID 000000 Port ID O

Type Port ID O Sub Type MACOInfo0ODODOOODOO MACODOOO
Info Port ID O Information 000000 MACOODOO

Port Description

000000 Port Description

MIB(GfDescr) 0 0000 O
GigabitEtherd 1Gbit/s D 00O 0OOOOO
TenGigabitEtherd 10Gbit/s 0 000000

Tag ID 00000000000 VLANOO |~ VLANID list
0 00000000000 0000000000
oooooo
IPv4 Address 000000 IPO0OOO0OIPV40 oooooo0ODO00O00OoOooDoooO
oooooo
Tagged IPO0OO0O0COODOODO VLANDO 00o0o000o00ooooo ID

ID

<ip address>

oooooIPoooo

000 VLANOOOOOOoOooooo

IPv6 Address

ooooooIpPODOOOODOIPVEO

goooooooooooooooooooo
oooooo
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show lidp

oooo

oo

oooooo

Tagged

IpOOO0O0OO0O0COO0OOO VLANO
1D

00o00ooo0ooooooono Ib

<ip address>

oooooIpPoooOO

000 VLANOOOOOOOOooooo

TTL LDPDUCOOOOOODOODO 00 65535

Chassis ID 00000 Chassis ID O

Type Chassis ID O Sub Type CHAS-COMPUO Info O Entity MIB O
entPhysicalAlias
CHAS-IFO Info O interface MIB O ifAlias
PORTO Info O Entity MIB O
portEntPhysicalAlias
BACK-COMPUO Info O Entity MIB O
backplaneEntPhysicalAlias
MACUO Info O LLDP MIB O macAddress
NETO Info O LLDP MIB O networkAddress
LOCLO Info O LLDP MIB O local

Info Chassis ID O Information subtype 0000000

System Name

00000 System Name

gobooooooooooooo

System Description

00000 System Description

ooooooboooobooooo

Port ID

00000 PortID

0

Type

Port ID O Sub Type

PORTO Info O Interface MIB O ifAlias
ENTRYO Info 0 Entity MIB O
portEntPhysicalAlias

BACK-COMPUO Info O Entity MIB O
backplaneEntPhysicalAlias

MACUO Info 0 LLDP MIB 0 macAddr
NETO Info O LLDP MIB O networkAddr
LOCLU Info O LLDP MIB O local

Info

Port ID O Information

Sub Type OO O OO O0O

Port Description

00000 Port Description

oobooooooooobooboooo

Tag ID 00000000 O00oOoOoon VLAN ID list
VLANO OO 0ooOoo0oD0oOoOoooooo
IPv4 Address 000000000000 IPOOD 0OOOODOOOOOOOOOO
0 O IPv40
Tagged IPOOCOO0OOOOOODO VLANO Oo0oOo0o0ODO0O0O0O0OOoO ID

ID

<ip address>

oooooIpoooOO

000 VLANOOOOOOODooooo

IPv6 Address 000o0o00o0oooooIPoOOO oobOooooocooooooo
0 0 1IPveO
Tagged 00O00ooooono VLANO ID ooooooooooooo ID

<ip address>

gooooIpoooo

000 VLANOOOOOoOooooooo

gogoooogo

oo
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show lidp

ugooooogo

0 18-30showlldp 0000 0O0O0O0O0OOOOO

ooooo

oo

Can't execute this command in standby system.

oobOoooooooboooooooooooonoo

Can't execute.

oobOoooooooboooooooooooonoo

Connection failed to LLDP program.

LLbPOOOOOOOOOOOOOOOODOODOBODOO
0000000000000 000OOvrestartlldp 00O
000 LLbpPOOOOOOOOOOOOOOOO

LLDP is not configured.

LLDPOOOOOOOOOOOOODOOODOODODODOO
ooooooooo

ggodgguo

oo

478



show lldp statistics

show lidp statistics

LLbPOOOOOODOODOOO

ggd

show

goo

god

ggd

goad

11dp statistics [port <port lists>]

gooo

gboboooooboobobaobo

googd

port <port list>
0000000000000 LLbPOOOOODOOODOO
<portlist>0 00 0000000000000 0OO00DOO0ODODOO0OOOOOODOOOODO

O
O

ggd

god
gbobooooooo

OLLbPOOOOOOOOODOOODOOODOOOOO

uog

0O 18-30LLDPOOOOOOODO

> show 1lldp statistics

Date 20XX/03/09 23:09:59 UTC
Port Counts: 3
Port 1/1 LDPDUs : Tx = 1300 Rx = 1294 Invalid=
Discard TLV: TLVs= 0 LDPDUg= 0
Port 1/2 LDPDUs : Tx = 890 Rx = 547 Invalid=
Discard TLV: TLVs= 0 LDPDUg= 0
Port 1/3 LDPDUs : Tx = 0 Rx = 0 Invalid=
Discard TLV: TLVs= 0 LDPDUg= 0
>
ooooon
O1840LLDPOOOOOOOOO
oooo oo gooooo
Port counts 0ooo0oooooooo 0

Port ooooo <nif no.>/<port no.>

LDPDUs oooooooo 00000 DisabledO0 0000000 OOCOOOO
Tx 0000 LbpPDUDO 00 4294967295

Rx 0000 LbPDUDO 00 4294967295

Invalid 000 LDPDU O 00 4294967295

Discard TLV TIVvOoOoOO 00000 Disabled 00O OO0O0OO OOOODOO
TLVs o000 TLVO 00 4294967295

LDPDUs 0000 TLVvOOO LDbPDUDO 00 4294967295

goooooon

oo
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show Ildp statistics

ugooooogo

O 18-50showlldp statistics 10 O 0000 O0dOoooong

ooooo oo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. 00o00o0o0o0o0o000o00o0000000o00o
Connection failed to LLDP program. LLDPOOOO0O0O0O0O00O0000000000000

0000000000000 000OOvrestartlldp 00O
000 LLbpPOOOOOOOOOOOOOOOO

LLDP is not configured. LILDPOO0OOO0O0OO0ODOOOODOODOODOODOOOOO
ooooOooooo

ggodgguo

oo
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clear lldp

clear lidp

LLbPOOOOOOOODOODOODOOO

ogoooon
clear 1lldp

goobogoo

[port <port lists]

gboboooobooboboboooo

gogododogo

port <port list>
O0000ooooooooooooooog

<portlist>0000C0OCOCOCOOOOOOOOMOCOOOOOOOOOOOODOODODOOO

gooo
gboooooooboobd

gbobooooooobooboboboboboboooboooboon

googg

0 18-40clearlidp 0O 0O O

> clear 1lldp
>

goobognd

ao

gogoooogo

oo

ogooooogo

O 18-60clearlidpO000000OOODOODOODO

ooood

oo

Can't execute this command in standby system.

gbooooooooobooooooooocoooa

Can't execute.

ooooooooooboooooooooooonoo

Connection failed to LLDP program.

LLDPOOO0O0O0O0O0O000O000O0000000000
0000000000000 000 OvrestartlldpO0 00O
00 LLbPOOOCOOOOOOOOOODOODO

LLDP is not configured.

LLppO0O0000000000000000000000
oooooooo

goodgdao

oo
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clear lldp statistics

clear lldp statistics

LppoooOoOoOoOoOoOooooo

goooon
clear 11dp statistics [port <port lists]

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
000000 LLbPOOOODOOOOOOOO
<portlist>0000000000000000O0OO00DMDO0O00O0OOO0ODOOO0ODOOOODOO

gooo

gbooooooooboobd
OO00oOCoOOO00O LLbPpOOOCOOODOOOOD

gogodd

O 18-50 clear lidp statistics 0 O 0O O

> clear 1lldp statistics
>

goobogo

oo

ggoooooo

oo

ugooooogo

O 18-7Oclearlidp statistcs 0 0 OO0 0000000000

ooooo oo
Can't execute this command in standby system. 000000000000 oooooooooon
Can't execute. j0oDo00oooooDpDoooooooooooDoo
Connection failed to LLDP program. LLDPOOO0O00O0000000000000000

000000000000 00000Ovrestartlldp 00
000 LLbPOOODOODOOODOODOODO

LLDP is not configured. LILDPOOOOO0O0O0OO0O0OO0O0OOOODOOOODOOD
gooooOoooo

ggodgguo

oo
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restart lldp

restart lldp

LLbPOOOOOODOODOODOOO

gooooa
restart 11dp [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
oO00oOoOO00ooOOoOoOooooOoboOooLLDPOOOOOOODOOODO

gbooooooooobo
gbooooooobobabdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gbooooooobobabdo

gbobobobooooooon
OO000OoOO00ooOoOoOooooOoboOooLLDPOOOOOOODOOODO

gobood

O 18-60LLDPOOOOODO

> restart 1ldp
LLDP restart OK? (y/n): vy
>

goobognd

ao

goobogoooo

ao
ogooooogo

0 18-80restartlldp 0 0 000000000000

oooood oo
Can't execute. 00000000000 000oDooooooooa
LLDP doesn't seem to be running. LLDPOOOOODDOOODOOOOOOOOOOOOO

0000o0oLLbPO0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0

gooooooooooooo

goodgdao

gbobobooooboobooboboboooooooobooobobob
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restart lldp

000000000 fusr/var/core/
0000000 ]Idpd.core

gboboooooooboobobobooooooobooboboboboobooooooobOobOoDbOoD
gboooooooboobabdo
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dump protocols lldp

dump protocols lldp

LLppooooooOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOODODODOO
oo

ooogogo
dump protocols 1lldp

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

O18-70LLDPOOOOOOODO

> dump protocols 1lldp
>

goodgdao

oo

gogoooogo

oo

goboooooo

0 18-90dump protocols ildp OO0 OO0 OO0 O0O0OOCOOOO

ooooo oo
Can't execute. goooooooooooooooooooooa
Connection failed to LLDP program. LLDPOOOOOOOOODOOODOOOO

0000000000000 0000000D0O0Orestartlldp000O
00 LLbPOOOOOOOOOOOOODBODOD

File open error. oob0oooooooooooooooooooocooooOoooo
goboooooooooooboooooooo
LLDP is not configured. LLDPOOOOOOOOOOODOOOOODOOOODOODODOODDOD
oono
goodgdao

bbbl ooooooooooon
000000040 /lusr/var/lldp/
00000ldpd_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboobooogooo
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OADP

show oadp

show oadp statistics

clear oadp

clear oadp statistics

restart oadp

dump protocols oadp
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show oadp

show oadp

OADPO CDPOOOO0COOCODOCOOODOODOODODODDOO

ggodgguo

show ocadp [port <port list>] [channel-group-number <channel group lists>]
[device-id <device id>] [detaill

goodoogo

gbobooooooooooobobob

goobogooo

port <port list>
djddoooooooooooooooboD
<portlist>0 0 0000000000000 O0O00OD0MMDOO0OODOOODOOODOOOODOOODODO
agooad

gbooooooooobo
gboooooobooboboobooboono

channel-group-number <channel group list>
000000000o0o00ooo00oo0o0ooooooooooooooon
<channel group list>0 0000000000 000000000 0DODOO0OOOOOODOOOOO

gboooooooboobd
gbobooooobooboboboboboooboooboobon

device-id <device 1d>
ddoooooo Iboooooooooooooa

obooooooooobo
gbooooooooboobobobob

detail
0000 OADPO CDPODODOOODOOODDOOODOODDOOODOOO

goooooboooood
0000 oOADPO CDPOCOCOCODOCOOCODOODODOOOOCODOODOOO

gooboobobooooooon
0000 OADPO CDPUOUOOOOOOOOOOOOOOOOOOOOOOOOO

oooo1o

OADPO CDPOOOO0O0OO0O0OO0OOOOOOOOOOOODOOO
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019-100ADPOO0O0O0O0O0OOOOOO0OOO

> show oadp
Date 20XX/03/09 19:50:20 UTC

show oadp

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 1/1-5,16,20

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote VID Device ID Capability Platform
1/1 0 35 1/8 0 OADP-2 RS AX6304S
1/16 0 9 1/1 0 OADP-3 RS AX6308S
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater

>

> show oadp port 1/1
Date 20XX/03/09 19:50:30 UTC

OADP/CDP status: Enabled/Disabled
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 1/1-5,16,20
CH 10
Total Neighbor Counts=1
Local VID Holdtime Remote VID Device ID
1/1 0 35 1/8 0 OADP-2
Capability Codes: R - Router, T - Trans Bridge,
S - Switch, H - Host, I -
>
> show oadp device-id OADP-3
Date 20XX/03/09 19:50:40 UTC
OADP/CDP status: Enabled/Disabled

Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 1/1-5,16,20

CH 10

Total Neighbor Counts=1

Local VID Holdtime Remote VID Device ID

1/16 0 9 1/1 0 OADP-3

Capability Codes: R - Router, T - Trans Bridge,
S - Switch, H - Host, I -

>

oboobo1000000

0 19100ADPOOODOOOODOOOODOOOOO

Device ID: OADP-1

Capability Platform
RS AX6304S

B - Source Route Bridge
IGMP, r - Repeater

Device ID: OADP-1

Capability Platform
RS AX6308S

B - Source Route Bridge
IGMP, r - Repeater

ooono oo

ooooono

OADP/CDP status 0000 OADPO CDPOOOOO

Enabled0 OADP/CDP OO OO0

Disabledd OADP/CDP O OO0 O

Pausedd OADPO OO0 CDPOOOOOOODO
O

Interval Time 0000Ooo0oo0oo0o oADPOOOO 50 254
goooooog

Hold Time 0oooooooo oOADPOOOO 100 255
goooood

ignore vlan OADPPDUODOOOO VLAN VLAN ID list

Enabled Port 0000 OADPO OO enabled OO

oooooooao

NIFOOOOO0OO0O00000000000004
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show oadp

oooo oo oooooo
Total Neighbor Counts 0000000000 O0O0O0o0oon 00 250
Local ooooooooo NIFODODOOOOOOOODODOO0O0000O
VID 0o0ooo00o0O0O0Ooooon VLAN ID
IEEE802.1Q VLAN Tag O VLAN ID
Holdtime 0ooooo0OO00o0oOooooooo OADPO OO 255
ooo CDPODODOO CiscoD 0OOOODO
Remote 00000000 000000 NIFODODOOOOOOODODOO0O0O000O
VID 000000000 VLANIDTLVO ~ VLANID
00O0OoO0O VLANID
Device ID 00000 Device ID Device OO 0O
Capability oooooog RO Router

TO Transparent Bridge

BO Source-route Bridge

SO Switch

HO Host

IDIGMPreport 00O OO O0O
r[0 Repeater

Platform ooooooooo oooo

oooo 20

detail 000000000 OADPOCOOCOOCOCODOOOOOOOO
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show oadp

019-200ADPOO0O0O0O0O0O0O0O0O0O0O0O00O0O

> show oadp detail
Date 20XX/03/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10 1

Enabled Port: 1/1-5,16,20

Total Neighbor Counts=2

Port: 1/1 VLAN ID: 0 ] 2
Holdtime : 6 (sec)
Port ID : 1/8 VLAN ID(TLV): O 7
Device ID OADP-2
Capabilities Router, Switch
Platform : AX6304S
Entry address (es) : 3
IP address 192.16.170.87
IPv6 address: fe80::200:4cff:fe71:5dlc
IfSpeed : 1G Duplex FULL
Version ALAXALA AX6300S AX-6300-S04 [AX6304S] Switching soft
ware Ver. 10.2 [0S-SE]
Port: 1/16 VLAN ID: O
Holdtime : 10 (sec)
Port ID : 1/1 VLAN ID(TLV): O
Device ID OADP-3
Capabilities Router, Switch
Platform : AX6308S
Entry address(es) :
IP address 192.16.170.100
IfSpeed : 1G Duplex FULL
Version ALAXALA AX6300S AX-6300-S08 [AX6308S] Switching soft
ware Ver. 10.2 [0S-SE]

1. 0ooooooo
2. 000000000
3. 00ooooon

oboob 2000000

0 19-200ADPOOODOOOODOOODOOOOO

oooo oo oooooo

OADP/CDP status

0000 OADPO CDPOOOOO Enabled0 OADP O CDPOOOOO
Disabledd OADP O CDPOOOOO

Pausedd OADPO OO0 CDPOODOOO0OO

oo
Interval Time 000000000 OADPOOOO 50 254
goooooo
Hold Time 0ooooooog OADPOOOO 100 255
goooooo
ignore vlan OADPPDUCOOOOO VLAN VLAN ID list

Enabled Port

0000 OADPUOOO enable O
ogoooooooon

NIFOOOOOO0O0000000000000

Total Neighbor Counts

goobooooooooooooo
O

00 250
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show oadp

goooo oo oooooo
Port gooooooooo NIFOODOOOOOOOOOOO0OO0OO0OOoOO0O
VLAN ID 00000D0O000oOooooao VLAN ID
IEEE802.1Q VLAN Tag O VLAN
1D
Holdtime 0oooo0o000000O0ooon OADPO 0O 255
ooo CDPOOODO CiscoOOODO0ODOO
Port ID gooo0oooOoO0OO0OOoOoOoOon NIFOOOOOOOOOOOOooOoooooo
VLAN ID(TLV) 000000000 VLAN ID TLV VLAN ID
0000000 VLANID
Device ID 00000 Device ID Device 10 0O
Capability gooocooo oo
Platform goooooooon ooood

Entry address

gooooboooooooooo
ooooo

IPpva000O00IPv6eO0OOO

ifSpeed 000000000 0O0O0O0Oon 0 O 10M: 10Mbit/s, 1G: 1Gbit/s
O
Duplex 0000000000000 Duplex  FULLO HALF
oo
Version 0oD000o0O0ooooon ooooooo
oooooooog
oo
ooooooooo
0 19-30showoadp 000000000 OOOOO
ooooon oo

Can't execute this command in standby system.

obooooooooobooooocoooocoooo

Can't execute.

obooooooooobooooocoooocoooo

Connection failed to OADP.

oADPOO000O00O0O0O0O0OOOOOOOOOOOO
000000000000000000restart oadp O
go0oooADPOOOOOOOODOOODODOODDO

OADP is not configured.

oADPOO000O00O0O0O0O0OOOOOOOOOOOO

oooooooog

goobogo

oo
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show oadp statistics

show oadp statistics

OADPO CDPOOCOOODOODOOODO

goodgdao

show oadp statistics [port <port list>] [channel-group-number <channel group
lists>]

gogododogo

gboboooooobooobooboooo

goobogoo

port <port list>
0000o0oooooodo oADPODODOOOOODOOO
<portlist>0 0 0000000000000 O0O0OOD0MMDOO0ODOOOOOOODOOODOOOODOO
agooad

gbooooooooobo
gooooooooADPOOOOOOOOOOO

channel-group-number <channel group list>
0000000000 000000oo0oooo oADPOOODOOOODOOOO
<channel group list>0 00000000000 00000D0OC00O0O0OO0O0ODODO0OOOOOO

gbooooooboobd
goooOoOoOoOoOoOoOoOoOoOooOooADPOOOOOOOOOOO

gbobobobooooooon
0O OADPO CDPOOCOCOCOOCOOOCOOOODOOODOOCODODOO

gobood

0 19-300ADPO COPOOODOOOOO

> show oadp statistics
Date 20XX/03/09 23:12:23 UTC
Port Counts: 3

Port 1/6 OADP PDUs : Tx = 9 OADP/CDP PDUs : Rx = 14
RX PDUs : OADP= 6 CDPvl = 0 CDPv2 = 8
Discard/ERR: Head= 0 cksum = 0 capacity= 0
Port 1/7 OADP PDUs : Tx = 10 OADP/CDP PDUs : Rx = 18
RX PDUs : OADP= 9 CDPv1l = 0 CDPv2 = 9
Discard/ERR: Head= 0 cksum = 0 capacity= 0
Port 1/8 OADP PDUs : Tx = 0 OADP/CDP PDUs : Rx = 0
RX PDUs : OADP= 0 CDPvl1l = 0 CDPv2 = 0
Discard/ERR: Head= 0 cksum = 0 capacity= 0
>
ooogogo
0 19400ADPO COPOOODOOODOO
oooo oo oooooo
Port counts 0o0ooooOoooooo O
Port ooooo 00000O00o0oooOoNIFOOODODOOODO
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show oadp statistics

gooo oo gooooo
OADP PDUs Tx 0000 OADP PDUO 00 4294967295
OADP/CDP PDUs Rx 0000 OADP/CDP PDU O 00 4294967295
Rx PDUs gooooooooo O
OADP OADP PDU O 00 4294967295
CDPv1 CDP version 1 PDU O 00 4294967295
CDPv2 CDP version 2 PDU O 00 4294967295
Discard/ERR gopooooooooo O
Head oooooo pbUOd 00 4294967295
cksum ooooooooo pDUDO 00 4294967295
capacity gooocooo pbuUd 00 4294967295
goooooon
0od
goooooood
0 19-50 show oadp statistics 1 0 0000000000 0OO
goooo oo

Can't execute this command in standby system.

oobOoooooooboooooooooooonoo

Can't execute.

oobOoooooooboooooooooooonoo

Connection failed to OADP.

OADPOOOOO0OODOOUODOOOOOOO
goooboooobobbooobbooobobooo
restartoadp 00O OO OADPOOOOOOOOOOO
ooooo

OADP is not configured.

oADPOO000O00O0O0O0O0O0O0OOOOOOOOOO
ooooooooo

ggodgguo

oo
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clear oadp

clear oadp

oADPOOOOOOOOOOOOOOO

goodgdao

clear oadp [port <port list>] [channel-group-number <channel group lists>]

goobogoo

gboboooobooboboboooo

gogododogo

port <port list>
O0000ooooooooooooooog
<portlist>0 00 0000000000000 0O00DOO0ODODOO0OOOOOODOOOODO
oooo

gboooooooboobd
gboooooobooboboboooboooboon

channel-group-number <channel group list>
oo obobbbbbbobbboboobooo
<channelgroup list>0 0 00000000000 0O0ODOO0OOOODODODOODOOODODOOO

gboooooooooobo
gbooboooooooboobobobobobooboooooboooDo

gboboboooooboooboon
gbooboooooooboooboboboboboooooo

googg

0 19-40clearcadp 0 O 0O O

> clear oadp
>

goobognd

ao

gogoooogo

oo
ogooooogo

0 19-60clearcadp 000000000 OOOOO

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooag
Can't execute. 000000000o0o0o0o0o0o0o0o0o0o0o0o0o0o
Connection failed to OADP. oADPOO0OO0ODODOOO0ODODOOODDOOOODODOO

0000000000000 0000A0 restart oadp O
0000 oADPOOCOUODOOODOOODOO
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clear oadp

ooooo oo

OADP is not configured. OADPOOO0O0O0O0O0OO0ODOODOODOODOODOODOO
ooooOooooo

goobogo

oo
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clear oadp statistics

clear oadp statistics

OADP/CDPOOOCOCOCOOCOOCODOODO

goodgdao

clear oadp statistics [port <port list>] [channel-group-number <channel group
lists>]

gogododogo

gboboooooobooobooboooo

goobogoo

port <port list>
0ooooo oADP/CDPOODOOOOOODOODO
<portlist>0 0 0000000000000 O0O0O0OD0MDOOODOOOOOOODOOODOOOODOO
agooad

gbooooooooobo
goOoOoOoooo oADP/CDPOOOOOODOODODODODO

channel-group-number <channel group list>
0000000000000 000000o0ooO OADP/CDPOOOOOODOOOODOO
<channel group list>0 00000000000 00000D0OC00O0O0OO0O0ODODO0OOOOOO

gbooooooboobd
goOoOoOoOoOoOoOoOoOoOoOoOoOoADP/CDPOODOOOOODOODODOO

gbobobobooooooon
goOoOoOoooo oAbpP/CDPOOCOCOCOOCODOOO

gobood

0 19-50 clear oadp statistics 0 0 O O

> clear oadp statistics
>

goodgdao

oo

goobogoooo

ao
goboooooo

0 19-7Oclear oadp statistcs 0000000000 OOOO

oooood oo
Can't execute this command in standby system. 0000000000 ooooooooooooon
Can't execute. Ooodoooooooboooooooooboooa
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clear oadp statistics

ooooo

oo

Connection failed to OADP.

oADPOIO000O00O0O0O0O0OOOOOOOOOOOO
000000000000000000restart oadp O
o000 oADPOOOOOOOODOOODODOODDO

OADP is not configured.

oADPOUDOOODODOOODOOOODOOODDODOOO
ooooooood

goobogo

oo
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restart oadp

restart oadp

oADPOOOOOOOOOOOOO

goodgdao

restart oadp [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
go000oO0oOOOoOoOOoOoODUOODOOoOADPOODODDODDODDODDOD

gbooooooooobo
gbooooooobobabdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gbooooooobobabdo

gbobobobooooooon
go000oO0oO0OoOoOoOOoOODUODOOOoOADPOODODDODDODDODDOD

gobood

0 19-600ADPOIOOOOO

> restart oadp
OADP restart OK? (y/n): vy
>

goobognd

ao

goobogoooo

ao
ogooooogo

0 19-80restartcadp D0 00O ODOOOOODOODO

oooood oo
Can't execute. 00000000000 000oDooooooooa
OADP doesn't seem to be running. OADPIUDOODNODODOOODODOODODOOOOOOO
oooooa
OADPUOOUDOODO0OOODODOODODODODOOO
ooooood

goobognd

gbobobooboooooboobobobooboobooooobobobo
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restart oadp

000000000 fusr/var/core/
0000000 oadpd.core

gboboooooooboobobobooooooobooboboboboobooooooobOobOoDbOoD
gboooooooboobabdo
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dump protocols oadp

dump protocols oadp

oADPOO000O0O0OOOOOOOOOOOOOOOOOOOOONOONONONONONONONONOOOoOoOoOoood
oo

goobognd

dump protocols oadp

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

019-700CADPOOOOOOOO

> dump protocols oadp
>

goodgdao

oo

gogoooogo

oo

goboooooo

0 19-90 dump protocolscadp OO0 OO0 OO O OOOODOODO

ooooog oo
Can't execute. Ooodoooooooboooooooooboooa
Connection failed to OADP. OADPOOIOO0O0OOOOODOOOOOOOOOOOO

0000000000000 0000A0 restart oadp O
0000 oADPOOOOOOOODOOODOOODOO

File open error. gboooooooOoooOoooooooooOooooao
goooooooOoooooooooooooooono
oo

OADP is not configured. oADPOO0OO0ODODOO0ODODOOODDOOOODODOO

ooooooood

goobognd

Joo0ooooooo0oooooooogoooooooooooooo
000000000 lusr/var/oadp/
00000 oadpd_dump.gz

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboobooogooo
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A

activate standby 282

C

clear access-filter 16

clear access-log 22

clear access-log flow 28

clear cfm fault 420

clear cfm 12traceroute-db 422

clear cfm remote-mep 418

clear cfm statistics 423

clear dotlx auth-state 115

clear dot1x logging 133

clear dot1x statistics 113

clear efmoam statistics 368

clear fense logging 246

clear fense statistics 244

clear gsrp 304

clear gsrp forced-shift 313

clear gsrp port-up-delay 310

clear ip arp inspection statistics 262
clear ip dhcp snooping binding 255
clear ip dhcp snooping logging 275
clear ip dhcp snooping statistics 259
clear lldp 481

clear lldp statistics 482

clear loop-detection logging 384
clear loop-detection statistics 382
clear mac-authentication auth-state 209
clear mac-authentication logging 211
clear mac-authentication statistics 212
clear oadp 495

clear oadp statistics 497

clear qos-flow 43

clear qos queueing 57

clear qos queueing distribution 66
clear qos queueing interface 72

clear qos queueing to-cpu 79

clear sflow statistics 470

clear shaper 88

clear shaper <port list> 95

clear vrrpstatus(IPv4) 332

clear vrrpstatus(IPv6) 349

clear web-authentication auth-state 175
clear web-authentication html-files 180
clear web-authentication logging 167

clear web-authentication ssl-crt 185
clear web-authentication statistics 168
commit mac-authentication 217

commit web-authentication 169

D

debug access-log 32

dump access-log 29

dump protocols cfm 427

dump protocols dhcp snooping 278
dump protocols dotlx 122

dump protocols efmoam 371

dump protocols gsrp 317

dump protocols lldp 485

dump protocols loop-detection 387
dump protocols mac-authentication 227
dump protocols oadp 501

dump protocols vaa 249

dump protocols web-authentication 190
dump sflow 472

inactivate standby 280

L

12ping 390

12traceroute 393

load mac-authentication 223
load web-authentication 173

N

no debug access-log 34

R

reauthenticate dotlx 118

redundancy force-switchover 283

remove mac-authentication mac-address 215

remove web-authentication user 141
restart access-log 30

restart cfm 425

restart dhcp snooping 276

restart dotlx 120

restart efmoam 369

restart gsrp 315
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restart lldp 483

restart loop-detection 385
restart mac-authentication 225
restart oadp 499

restart sflow 471

restart vaa 247

restart web-authentication 188

S

set gsrp master 308

set mac-authentication mac-address 213
set web-authentication html-files 177
set web-authentication passwd 138
set web-authentication ssl-crt 183
set web-authentication user 136

set web-authentication vlan 140
show access-filter 10

show access-log 20

show access-log flow 23

show cfm 396

show cfm fault 406

show cfm 12traceroute-db 409

show cfm remote-mep 401

show cfm statistics 414

show dotlx 103

show dot1x logging 124

show dot1x statistics 98

show efmoam 362

show efmoam statistics 365

show fense logging 241

show fense server 230

show fense statistics 235

show gsrp 288

show gsrp aware 302

show ip arp inspection statistics 260
show ip dhcp snooping binding 252
show ip dhcp snooping logging 263
show ip dhcp snooping statistics 257
show lldp 474

show lldp statistics 479

show loop-detection 374

show loop-detection logging 380
show loop-detection statistics 377
show mac-authentication 204

show mac-authentication logging 194
show mac-authentication login 192

show mac-authentication mac-address 219

show mac-authentication statistics 207
show oadp 488

504

show oadp statistics 493

show qos-flow 36

show qos queueing 45

show qos queueing distribution 59
show qos queueing interface 69
show qos queueing to-cpu 74

show sflow 466

show shaper 81

show shaper <port list> 89

show snmp 430

show snmp pending 435

show track(IPv4) 354

show track(IPv6) 357

show vrrpstatus(IPv4) 320

show vrrpstatus(IPv6) 337

show web-authentication 160

show web-authentication html-files 181
show web-authentication logging 147
show web-authentication login 145
show web-authentication ssl-crt 186
show web-authentication statistics 164
show web-authentication user 143
snmp get 438

snmp getarp 448

snmp getforward 450

snmp getif 444

snmp getnext 440

snmp getroute 446

snmp lookup 437

snmp rget 453

snmp rgetarp 462

snmp rgetnext 455

snmp rgetroute 459

snmp rwalk 457

snmp walk 442

store mac-authentication 221

store web-authentication 171

swap vrrp(IPv4) 334

swap vrrp(IPv6) 351

synchronize 285

0
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