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oadp hold-time 634
oadp ignore-vlan 635
oadp interval-time 636
oadp run 637
ONMOO00O00ooooon
goooooooa 639
monitor option 640
monitor session 642
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30.1.70 IEEE802.1X O O 655
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301 90MACOODOO 660
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30.1.110 DHCP snooping 0 O 661
30.1.120 BSU/PSP/NIF O 0 0 O O O AX6700S[1J AX6600S0 661
30.1.130GSRP O O 662
30.1.140 VRRP O O 663
301150 000000000000 664
30.1.160 CFM O O 664
30.1.170 SNMP O O 665
30.1.180sFlow0 00O 666
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301200 00000000000 666
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gogd
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1. boboooooooboboboboooooboooboon

2. 0b0b0o0ooboooobobob0obooobobobooooooboobOoDbo
3.0JA0 BOODMAUOOUO BOOOOOoOoOOoOOoOOoOOOOOOOO

4 00000000D0O0DO0DOOOOOODOODODOODOOOOOO
5. b0o0oooooooomoooooooooooooooooooD

goodoogo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboobooooooboobobobooooooboobobooboooon

goobogooo
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ygodooooooogg
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ooboogotd

1.0 00000000000

gbobobooooboobooboboboooo

0110000000000

oo goooooooo goooooooo goooooobogoo
ooobooogoo
1 (config) 0O00000000000000000 # enable
# configure
2 (config-line) 000000000D00000000 (config)# line vty
(config)# line console
3 (config-if) oooooooooo (config)# interface
4 (config-if-range) 0000oD0ooooooo (config)# interface range
5 (config-vlan) VLAN O O (config)# vlan
6 (config-mst) oo0oooDooooooooogon (config)# spanning-tree mst configuration
7 (config-axrp) Ring Protocol O O O (config# axrp
8 (config-gsrp) GSRPO OO (config)# gsrp
9 (config-adv-acl) Advance 00O OO O0O (configl# advance access-list
10 (config-ext-nacl) IPv4a0000000000O0O (config)# ip access-list extended
11 (config-std-nacl) IPv4a000000000O0O0O (config)# ip access-list standard
12 (config-ipv6-acl) IPv6O00O0OO0DOO (config)# ipv6 access-list
13 (config-ext-macl) MACODOOOODOO (config)# mac access-list extended
14 (config-adv-qos) Advance QoS 0 00O (config)# advance qos-flow-list
15 (config-ip-qos) IPv4 QoSO OO (config)# ip qos-flow-list
16 (config-ipv6-qos) IPv6 QoSO OO (config)# ipv6 qos-flow-list
17 (config-mac-qos) MAC QoSO OO (configl# mac qos-flow-list
18 (dhcp-config) DHCPO OO (config)# ip dhcp pool
19 (config-dhcp) IPv6 DHCPO PDO O OO (config)# ipv6 dhcp pool
20 (config-route-map) ooooooooao (config)# route-map
21 (config-rtr-rip) RIPng OO 0O (config)# ipv6 router rip
22 (config-router) RIPO OO (config)# router rip
OSPFO OO (config)# router ospf
BGP4 0 BGP4+ 0O OO (config)# router bgp
23 (config-rtr) OSPFv3 0 00O (config)# ipv6 router ospf
24 (config-router-af) RIPO VRFOODOOO (config)# router rip

(config-router)# address-family ipv4 vrf

BGP4O VRFOOOOO
(config-router-af)(ipv4 vrf) 0 0 O

(config)# router bgp
(config-router)# address-family ipv4 vrf

BGP4+ 0 0OOOODOOOODOOOOO
0
(config-router-af)(ipv6) 0 O O

(config)# router bgp
(config-router)# address-family ipv6

BGP4+ 0O VRFOOOOO
(config-router-af) (ipv6 vr) 0 0 O

(configl# router bgp
(config-router)# address-family ipv6 vrf
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oo ooooooooo
oooooooo

ooooooooo

ooooocoooo

25 (config-auto-cf)

auto-config 0 O O

(config)# auto-config

26 (config-netconf)

netconf 0 0 0O

(configl# netconf

27 (config-view)

view 0 0O O

(config# parser view

28 (config-sh-nif)

oooooooooo

(configl# shaper nif

29 (config-vrf)

config-vrf 0 O O

(config)# vrf definition

30 (config-ether-cfm)

oooooooMAOOO

(config)# ethernet cfm domain

31 (config-track-object)

oooOooooooooooooooo

oooocooo

(config)# track-object

32 (config-pol)

oooOooooooooobooooooo

oono

(config)# policy-list

33 (config-pol-sw)

ooboooooooooocoooooo

oono

(config)# policy-switch-list
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1.000000000000

gboboboooboobooboboboboooo

012000000000000CO

ooooooo oo ooo
oo 10000000 200000000000000 ip access-list standard inbound1
0-000000000_MOo00oo.0ooooo
oooo
goono 00000010000000200000000  ip host telnet-host 192.168.1.1
0ooo00o0-Mm0O0000.00000oooon
IPva0000O0O 40000100000 100000000000 192.168.0.14

Ipv4a000000O

oooo.coooocooao

255.255.255.0

oooooooooo

Ipv4a000000OO00OOOOOOOOIPV4000
ooobooooooooooooboooooooon

255.255.0.0

Ipv6 0000

200000 1600000000000000:O
ooooooo

3ffe:501:811:£f03::87ff:fed0:c7e0

ooooocoooooo

god0bO0o0o0oDoDbOoooobOooOobobooo
00000000000 0Od0 gigabitethernetd
tengigabitethernet] vlan[ port-channel O O O
gigabitethernet [ tengigabitethernet 0 0 0O OO
godbobOoOoOooDobooobobooooooo
godobobbooobooooboobooo
ogodooooooooagn
* gigabitethernet J O O
interface range gigabitethernet <nif no.>/<port
no.> [- <port no.>]
¢ tengigabitethernet 0 0O O
interface range tengigabitethernet <nif no.>/
<port no.> [- <port no.>]
e vianO OO
interface range vlan <vlan id> [- <vlan id>]
e port-channel 0 O O
interface range port-channel <channel group
number> [- <channel group number>]

ooooooooooobooo,obo0ooooboo
ledOoOOoOoOooOO

interface range gigabitethernet 1/1-3

interface range gigabitethernet 1/
1-3, tengigabitethernet 3/1

interface range vlan 1-100

add /remove O O

oobooooooOoooboooooboooooooo
oooood
add0 0000000000000 00O00000O0

remove 0000000000 COO0ODDOOODO
oono

switchport trunk allowed vlan add
100,200-210

switchport trunk allowed vlan
remove 100,200-210

mJggoog

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooboooboobobobobooobooooobobobobooboooboobo

01300000000

oo oono oono oo oono oo oono od oono oo oono
ooo 0x20 0x30 @ 0x40 P 0x50 ) 0x60 p 0x70
O
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oo ooo oo ooo oo ooo oo ooo oo ooo oo ooo
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 A% 0x56 f 0x66 v 0x76
! 0x27 7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A J 0x4A Z 0x5A j 0x6A z 0x7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
s 0x2C < 0x3C L 0x4C ¥ 0x5C 1 0x6C | 0x7C

0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E " 0x5E n 0x6E ~ 0x7E
/ 0x2F ? 0x3F 0 Ox4F _ 0x5F ¢} 0x6F
goooon

« JO00?Mox3FOOD0ODODODODODOCklO+OVOODODOODO?2O000000000000O000O
gboboboooboobobobobooboooooboobobaob

gboboooooonog

01400000000000
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oo $ 0x24
oooooooon ' 0x27
ooooog ; 0x3B
oooooooon ¥ 0x5C
ooooOo0oOooo ) 0x60
oooooo { 0x7B
ooooooo ¥ 0x7D
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access-list 10 remark "mail:xx@xx %tokyo"
m <nifno.>000 <portno.>000

00000 <nifno>000 <portno>000000000O00O0O0O0O

O 1-50<nifno>00000

oo oono <nifno>00000

1 AX6708S 108




1.0 00000000000

od oono <nifno>00000O
2 AX6604S 10 4
3 AX6608S 108
4 AX6304S 10 4
5 AX6308S 108

O 1-60 <portno.> 0 0 0 O O OAX6700ST1 AX6600S0

oo NIFOOOO <portno.>0O 0000
1 NK1G-24T 10 24
2 NK1G-24S 10 24
3 NK1GS-8M 108
4 NK10G-4RX 10 4
5 NK10G-4RXA 10 4
6 NK10G-8RX 10 8
7 NK10G-8RXA 10 8

0 1-70 <portno.> 0 0 0 0O O O AX6300SO

oo NIFOOOO <portno>0 0000
1 NH1G-16S 10 16
2 NH1G-24T 10 24
3 NH1G-24S 10 24
4 NH1G-48T 10 48
5 NH1GS-6M 106
6 NH10G-1RX 1
7 NH10G-4RX 10 4
8 NH10G-4RXA 10 4
9 NH10G-8RX 10 8
10 NH10G-8RXA 10 8

m <channel group number> 0000000

<channel group number>00000000000000O0O

0 1-80 <channel group number> 0 0 00O O

oo ooo oooao
1 AX6304S/AX6604S 10 48
2 AX6308S/AX6608S/AX6708S 10 63

m <vlanid>OOOOOOO

<vlanid>0O000000000OO0O0O0OOO



1.00

oooooooooo

O 1-90<vlanid>00000

oo

ooono

10 4095

m <vanidlist>O00OO00O0O0O0OOOOO

00000000000 <wvlanidlist000000000O00OO0O0O0ODO-mOOO0DDO00O00OOO

OO0 VLANIDOOOOODOODOOOO<vlanid>O0O0OOO0OO0O00O0000000O VLANIDOOO
OO00OO0O0O0O0O0O0OO0O0O0O000 <lanid>00000000O0<v]lanidlist>00000000000
OO0OO<vlanidlist>000000C0OCOOCOCOOOOOOOOOOOOOOOOOOOOODOODO

OO0O0OO00Oadd/remove DO OO0 VLANOOOOOOOO<vlanidlist>0000000000000

gbobooooooboobobobobooooooboobobobobooon

gboboobooooobooboboboooo
1-3,5,10

doooooogo
switchport trunk allowed vlan 100,200,3000 00 O
switchport trunk allowed vlan add 400,5000 O O

m <interfaceidlist>0 000 O00000O00OO

00000000000 <interfaceidlist>0000000000000000-MO0000O0,000000
0000 gigabitethernet 0 000000 OO O tengigabitethernet 1 00000000 0O0OOOO
gigabitethernet 0 0 0 00 00O 00O O tengigabitethernet 0 000000000000 OO0OOOOO0O
O O gigabitethernet 0 0 000000 OO tengigabitethernet 0000000000 O0OO0OODOOOOOO
od

e gigabitethernet 0 00 O
gigabitethernet <nif no.>/<port no.> [- <port no.>]
¢ tengigabitethernet 0 O O

tengigabitethernet <nif no.>/<port no.> [- <port no.>]

<nif no.>/<port no.> [- <port no.>]0 0000000000 <nifno.>000 <portno>0 000000
aad

goooooooooooooooooooo
gigabitethernet 1/1-2,gigabitethernet 1/5,tengigabitethernet 3/1

m <vrfid>00000000O0P-NPARO
<vrfid>000000000000000

0 1-100<vrfid>00000

oo

VRFOOOOO ooono

oooo oooo

axrp-enable 20 64
axrp-enable-ipv4-ipv6

12protocol-disable 20 250
12protocol-disable-ipv4-ipv6




1.0 00000000000

oo

VRFOOOOO

ooono

4

gsrp-enable-ipv4-ipv6

20 125
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flow mac mode
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flow mac mode

flow mac mode

VLANOOOODOODOODOOOOODOOO0OQSOOO MACOODODOODOODOODODODODOOOMAC
g000OO0O0OoOoOoO0 MACQoeSODODDDODODODOD 2000 IPOODOOOOOOOOOOOOOO
gooo

gboboooooboobobobobooooobooboboboboboobooboooboobOobobo
VLANOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOOODOODOORDOO

* ip access-group

¢ ipv6 traffic-filter

* mac access-group

¢ ip qos-flow-group

¢ ipv6 qos-flow-group

¢ mac qos-flow-group
dddddooooooooooooooooobobobooboboobobobooboboboboo0oo0ooooooa

gbobooooooboobobobooooobooooboobobobooboboooooboobOoDbo

goobogo

ooooo
flow mac mode

ooooo
no flow mac mode

goooood
(config-if)

goobogooo

oo
ygodooooooogg

MACOOUOOUOOOOUOO MACQoSODODDODODODOD IPOOOOODOOODOOOOOOO

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000000000 Od defaut standardd default extended[ filter-only extended qos-only
extended[ filter extended 0 0 0 qosextended 10 OO0 OO0OO0OO0O

gooooooo
ip access-group

ipv6 traffic-filter
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mac access-group
ip qos-flow-group
ipv6 qos-flow-group

mac qos-flow-group

flow mac mode

13






VLAN 0O O [

15



vlan-list

vlian-list

O0O0OO0COOCOO0O0O0 QSOO0Oooooooooo vLANOOooooonooo

00000 VLANOOOOOO 10240000000000

goobogo

oooooogao
vlan-list <vlan id list name> <vlan id list>

ooooo
no vlan-list <vlan id list name>

goodoogo

(config)
goooooo

<vlan id list name>
VLANOOODOODOOOooooo
1. 00o0o0o0ooooooaoaad
goooood
2. 000000
310000000000000000000000000ooo

obomoooboobobobooo0ooOe0O0bOO0oO0ObOO0obOO0OO0O0OO0O0ODOOobOO0DbOD

gbobooooobooboo

<vlan id list>
VLANIDOOOOOOoOoOoO
1. 00o0oooooooogd
goooood
2. 000000

<vlanidlist>0000000000000000DOO0OO0OOO0OODOOOODOOOOODODOO

gboobobo
gbooooobooogoo
oo
ggoooooo
oo
gooooooogo

gboobooooobooboboobooogon

goobogo

1. 000000O0D0O0OD QSO0O0O0O0O0ODOO0ODOOOODODODODODOODOODOODODODODODOODDODDOO
OVLANOOOOOOOOO0O0O0O000000 QSN NNNNNONON0Nonoooooog

ao
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vlan-list

gogoooogo

access-list

deny[] advance access-list[]
denyl] ip access-list extended[d
deny] ipv6 access-list[]

deny[] mac access-list extended[]
permit[] advance access-list[]
permit ip access-list extended[
permitl] ipv6 access-list[]
permit[] mac access-list extended[
qos[] advance qos-flow-list[]
qos ip qos-flow-list[]

qos 1ipv6 qos-flow-list[]

qos mac qos-flow-list]
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Juuboood

o30b0ooon

gbooooooobab

access-list

advance access-group

advance access-list

advance access-list resequence

denyl advance access-list[]

deny[ ip access-list extended

deny[ ip access-list standardJ

deny[ ipv6 access-list]

denyl mac access-list extended

ip access-group

ip access-list extended

ip access-list resequence

ip access-list standard

ipv6 access-list

ipv6 access-list resequence

ipv6 traffic-filter

mac access-group

mac access-list extended

mac access-list resequence

permit[] advance access-list[]

permit[] ip access-list extended

permit[] ip access-list standard]
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permit[] ipv6 access-list0

permitl] mac access-list extended]

remark




otbgbogogn

oobooooooooo

mJ0000000OIPv40

Ipv4a000000000OOOOOOOOOOOOOOOOOOOOO

O4100000000C0O0C0O0OOOIPV4O

ooooooo 000000000

ah 51
esp 50
gre 47
icmp 1
igmp 2
ip ooooIPOOOOO
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 41
udp 17
vrrp 112

m 00000000 IPveO

Ipv6e 00000000 DOODODOOODOODOODOODOODOOOOODO

04200000000000000IPveO

goooooo 00o0o0oo0oooo

gre 47
icmp 58
ipv6 0oooIPOOOOon
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 4
udp 17

vITp

112
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ooooooooooo

m00000TCPO

TCPOOOOODOODOODOODODODODODODODODDOD

0430TCPOOOODOOOODODO

gooog goooooboobooo
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
ldap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
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oobooooooooo

ooooo

ooooocoooooo

uucp

Unix-to-Unix Copy Program (540)

whois

Nicname (43)

m J00000OUDPO

UDpPpO0OOOO0ODOOODOOOODODOOODOOO

0440UDPOOODOOODOOOOIPVAO

gooog gooooobooobooo
biff Biff (512)
bootpce Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)
04-50ubPO 00000 OOODOODOIPYeO
gooog gooooobooobooo
biff Biff (512)

dhcpv6-client

DHCPv6 client (546)

dhcpv6-server

DHCPv6 server (547)

discard

Discard (9)

domain

Domain Name System (53)
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ooooooooooo

goooo goooooooooo
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)
m tosJ [

boobbtesODODOOOOOODOO

046000000 tosOO

tos 00O tos O
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

m precedence [ [

00000 precedence 00D OO00OO0OODOODOODO

04-7000000 precedence 0O

precedence O O precedence [

critical

flash

flash-override

immediate

D[ W~ | | Ot
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oobooooooooo

precedence [ [

precedence [

internet 6
network 7
priority 1
routine 0
m DSCP OO
OoQoOoQo DbSCpOObOOOObOObDDDbOO
048000000 DSCPOO
DSCP OO DSCP O
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46
s 000000ooan
gbobobooooboooboooboobobobobooooo
0490 00000000DOOOODODOO
oooooooooon Ethernet O oo
appletalk 0x809b
arp 0x0806
axp 0x88f3 Alaxala Protocol
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ooooooooooo

O00ooOoOooooo Ethernet O oo
eapol 0x888e
gsrp oo GSRPOOOOOOOOODOOOOO
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

gbooooooboobd

[0 MACOOODODO

goo0oO0oo0O0 MACOODODODODODODODODOO

041000000000 MACODOODOOO

oooooooo

oooood

ooooooooad

bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
1ldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000

pvst-plus-bpdu

0100.0CCC.CCCD

0000.0000.0000

slow-protocol

0180.C200.0002

0000.0000.0000

s 0000000OICMPO

ICcMPOOOOOOOOOOOOOOOOOOOOOOOO

O4-1MOICMPOOCOOOOOOOOODOODOIPV4O

goooooo gooood ooo ood

administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 ooono
conversion-error Datagram conversion 31 oooo
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9

echo Echo (ping) 8 ooono
echo-reply Echo reply oooo
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
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oobooooooooo

oooooog oooogoo ood oogd

host-unreachable Host unreachable 3 1
information-reply Information replies 16 oogog
information-request Information requests 15 oogog
mask-reply Mask replies 18 oooo
mask-request Mask requests 17 oogog
mobile-redirect Mobile host redirect 32 oogog
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 ooono
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5 oooog
router-advertisement Router discovery advertisements 9 ooono
router-solicitation Router discovery solicitations 10 oooog
source-quench Source quenches 4 oooog
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11 oooog
timestamp-reply Timestamp replies 14 goooo
timestamp-request Timestamp requests 13 ooon
traceroute Traceroute 30 oooo
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 ooono

O04120ICMPOOODOODOODODOOOOOIPveO

gooooog oooogoo oogd oogd
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 ooon
echo-request Echo request (ping) 128 oooo
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 oooo
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ooooooooooo

goooooo oooooo ood ood
mld-reduction Multicast Listener Discovery Reduction 132 oooo
mld-report Multicast Listener Discovery Report 131 oogog
nd-na Neighbor discovery neighbor 136 oogog
advertisements
nd-ns Neighbor discovery neighbor solicitations 135 oogog
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 oogog
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4 oogog
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number 138 255
reset

router-advertisement Neighbor discovery router advertisements = 134 oonono
router-renumbering All router renumbering 138 oooo
router-solicitation Neighbor discovery router solicitations 133 oooo
time-exceeded All time exceeded 3 ooono
unreachable All unreachable 1 oooog

000000000

Og0o0oooooooooooooobooooooooooooobooooooooooooooooa
000000 <access list name> [0 0 0 <access listnumber>0000000000000000000
J0000000O<access listnumber>000000000000 1590000000000

OAXerooS OO OO

BSUOOOOOOOOOOOOOOOO0O0OO0O00000000

04130BSUOOOOOOOOOOOOOOO

BSU OO oooocoon oooooo

oooo 8574000

320000000"

O00QeSOODOOODODOODODOODODOOODOODODOODOOODODOODOOOO

OAXee00os O OODO

goooooOooOoOoOoOOOOOOOOOOOOOOOODOOOC CSUOOOOOOOoOoOoOoOoocsu
gbobooooooboobobobobooooobooobon
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oooooooboooon

04140CSUOOO0O0O0O0OOOOOOOOO

csunono ooooooo gooooo

CSU-1A 2000000 40000000

CSU-1B 8574000 3200000000

000QeSOO00D0O0O0ODOO0OO0D0ODO0O0DODOO0OD0OO0OO0ODOO0OD

OAXe300sOOODO

gooooooOoQoOoQoOoOooooOoUoUoUoUOoUoOoOoOoMSUODOOOOODOODOOOOMSU
gbobobooooboooboobobobobobooon

04150MSUOO0O00000O00O000000

MSU O O ooooooo gooooo
MSU-1A0 MSU-1A1 2000000 40000000
MSU-1BO MSU-1B1 8574000 3200000000

O00QeSOOO0O0O0O0DOODOOODOOOOOOOOOOOODOOODOOOO

m 00000000000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooonDo

gboboooooboobooboboboboooooooboboboboboobooobooboboboobooo
gboboboobooobooooboboboboobooooooobobobo200000000DO0OD

gbobobooboobobob 2000000 3000000O00bO0200000000R0
OAXe7o0S O OO0

BSUOOODOODOOODOODOODOOOOOOOOOOOOOOOOOO

04160BSUONODOOOOOOOOOOOOOOO

BSUOO oooood

oooao 8574000

OAXee00osOOODO

00000 Oip access-group ipv6 traffic-filterd mac access-group] 0 O O advance access-group [0 [
dodpooo csloooooooooooocsloonooboooooooooooooooooog
goog

04170 CSUODOO0OOOOOOOOOOOOOO

csuond ooooono

CSU-1A 2000000

CSU-1B 8574000
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ooooooooooo

OAXe300S 0000

00000 Oip access-group ipv6 traffic-filter mac access-groupl 00 O O advance access-group [0 [
ooooooMSUODOOOOOOODOODOoMSUOOODODOODOOOOODOOODOOODOOOOOO

gooo

04180MSUDDOOODOOOOODOOOODOOOO

MSU O O

oooooo

MSU-1A0 MSU-1A1 2000000

MSU-1BO MSU-1B1 8574000

m000000000000000000000000020

gboboooooboobobobooooobooboboboobooooboooobOoDbo

04190 00000000000000000O0O0O0O0OOOOOO

ooo

oooao
oooocoono
ooo

oooo
ooooooo
ooood

0000000 AAADDODOO0ODOO0OODOO0OO0DOO0O0000 1/10 inbound O

oo
interface gigabitethernet 1/1
ip access-group AAA in layer2-forwarding

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1000

1000

0000000 AAA00DO0O00D0OCOO00D0O00O0OOO0DO 1710 120
inbound 0 O O

interface gigabitethernet 1/1
ip access-group AAA in layer2-forwarding

interface gigabitethernet 1/2
ip access-group AAA in layer2-forwarding

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1000

2000

0000000 AAAD0ODOOODOOODOODOODODOOOOO 1/10 inbound O
outbound 0 O 0O
interface gigabitethernet 1/1

ip access-group AAA in layer2-forwarding
ip access-group AAA out layer2-forwarding

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1000

2000

0000000 AAAOODOOOVLAN200O0O0COOO inbound O

layer2-forwarding O layer3-forwarding 0 O O
interface vlan 2
ip access-group AAA in layer2-forwarding
ip access-group AAA in layer3-forwarding

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1000

2000
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oobooooooooo

ood oooo opooo
goooooo gooooog
ood gooog
0000000 AAA000D0OO0OOOOOOOOOOOOOOO 1/10 inbound O 2000 2000
oo
0000000 BBBOOOOOOODOOODODOOODOOOODO 1/20 inbound O
oo
interface gigabitethernet 1/1
ip access-group AAA in layer2-forwarding
interface gigabitethernet 1/2
ip access-group BBB in layer2-forwarding
ip access-list extended AAA
10 permit tcp any any
20 deny udp any any
ip access-1list extended BBB
10 permit udp any any
20 deny tcp any any
0000000 AAA00O0O0OOOOOOOOOOOOOOOO 1/10 inbound O 2000 2000
oo
0000000 BBBOOOOOOOOOOOOOOOOOOO 1/10 outbound O
oo
interface gigabitethernet 1/1
ip access-group AAA in layer2-forwarding
ip access-group BBB out layer2-forwarding
ip access-list extended AAA
10 permit tcp any any
20 deny udp any any
ip access-1list extended BBB
10 permit udp any any
20 deny tcp any any
0000000 AAA000QO0U0DoDoOoUoDooooDooooo 1000 oonoO

ip access-list extended AAA
10 permit tcp any any

31



access-list

access-list

32

Ipv4a0000000O0O0OOOOOOOODOOOOOOOOIPVMO0000000O00OOOOOOOOO
oO00oOOoOoOooooOoooIpva00O0OO0D0OCOODOIPVAOOOOODOOODOOIPVADOCOOODO
oOoooOoIpva0000DOCOODOOOODODOOOIPVMODOOOO0ODOOOOOOOOIPVA0O0OO
o000 IPv400000VLANIDOOOOOOOOOOOOOOOO0O0OOToSOOOOOOOOOO
goooTceoOoOOICMPOOOOICMPOOODOODO IGMPOOOOOOOOOOOOOOOO

gboooooooobobobobooobooooooboboboooboooooboobOobOobob
gboooooobooboboboooboobong

goooooooooo IDOOOOOOOOOOOOOOOODOOO

gboboooooooboboboboooboooooboobob0obooo0b00OeOO0OOoOOoDbODbOD
gbooooooobdo

O0000C0000O000DOO00DOO0O00DODO00DDOO0O permit000O0O0O0DODOOODOOOOO
go0oOoOoOoOoOoOoOOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOVLANDOO
000000 InboundDDOOOOOOOOODOOODOOOOOD 30ODO00DOOOODDOO

goOoOoOoOoOoOOOOOOOOOOOOOOOOOOODOOD permitO0O0COCOCOOCODOOOODOO
gboooooooobobobobooobooooooboboboooboooooboobOobOobob
00000000 InboundDOODOOOOOOOOODDOO

goobogo

gooooooo

ooooood
access-list <access list number> remark <remark>

IPpv4a0000O00OOCOOOO
access-list <access list number> [<sequence>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4>
| any}
access-list <access list number> [<sequence>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> |
any; (0000 ]

goooo

O action log

IPva00000000DOO0O
access-list <access list number> [<sequence>] permit {0 00000 } (0000 ]

access-list <access list number> [<sequence>] deny {000 000 } (0000 ]

goooooo

e JODO0OOOO TCPOUDPOICMPODOO IGMPOODOODO
{deny | permit} {ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan
id> | <vlan id list name>} ] [user-priority <priority>]

- JODODOOO TCPOOO
\deny | permit} tcp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source



access-list

ipv4> | own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
[{{eq | neq} <source port> | range <source port start> <source port end>}] {{<destination
ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}
| any | own | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[established]
| [{fack | +ack | -ack}] [ifin | +fin | -fin}] [{psh | +psh | -psh}] [irst | +rst | -rst}] {syn | +syn
| -syn}] [lurg | +urg | -urgili] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
{<vlan id> | <vlan id list name>}] [user-priority <priority>]

e JO00OODOOO UDPODOO
{deny | permit} udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source
ipv4> | own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
[{{eq | neq} <source port> | range <source port start> <source port end>}] {{<destination
ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}
| any | own | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ]
[user-priority <priority>]

e JO0D0ODOOOICMPODOO
{deny | permit} icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source
ipv4> | own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{<icmp type> [<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>]

- 00000000 IGMPOODO
{deny | permit} igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source
ipv4> | own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[<igmp type>][{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> |
<vlan id list name>} | [user-priority <priority>]

s JO0OO0ODOOO0O0OOOOOO
{deny | permit} {ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address}
<source ipv4 wildcard> | host {<source ipv4> | own-address} | any | own | range-address
<source ipv4 start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4
wildcard> | host {<destination ipv4> | own-address} | any | own | range-address
<destination ipv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [fragments] [vlan {<vlan id> | <vlan id list name>} | [user-priority <priority>]

agoooa
e permit {000000 000
action {policy interface vlan <vlan id> next-hop <next hop ipv4> | policy-list <policy list no.>
| policy-switch-list <policy switch list no.>}
e deny{000000 000
action log

ooooo
no access-list <access list number>

gogododogo

(config)
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access-list

goodoogo

<access list number>
oo oobobbb
oo oooobbbb
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
10 199000 13000 26990 100000000000

1099000 13000 19990100 0000IPv400000O0O0O0O0OOOODODODODODO
1000 199000 20000 26990100 0000IPv400000000O0O0O0O0OOOOO

remark <remark>
dddooooooooooooooon
000 IbDO0O0OO0OO0ODOO0OO0O0DOO0O0ODODOODODOO0O0ODOO0OO0ODoDDODOO0ODOOoODDOOO
1. 00ogoodoooooood
0000 NULLOOO
2. 000000

e400000000DOODOOOOOOO"MOOODOOOODOObOOOOOOOOODOODbODbO
gbobooooooboboboboooobooooobooboboboobooboobooboboobto
gboboboobooboobobob bobobobooboboobobepDO0bObOO0OnOO

gbobooboo

<sequence>

goooobooooboooobobo

1. J0o0oobooooboooo
goboodoboboobuoobobooboooboboo
00dbOobO0oO0ooOOooooDOobOOobOobooooooon +10000
00000O00000ODbD0OD 4294967284 000 0000O0O0ODO0ODO0OOOOOO

2. 000boOonb
10 42949672940 100000000000

goobooboooooon

{deny | permit}
goooooodododdddooooooooooo
denyOD0OO0ODOOODODOOODOOODDOOO
permit 0000000000000 ODOODOOO
1. J0godoooooood

goooooad
2. 00o0ooa
deny OO0 permit 00O OO OO

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPv4a0000000OD0DOOO
ooooIpva000000O00OD00D00O anyOQOOooQoQa
1. J0dododgoooogd
goooooad
2. 000ooa
<ipv4> [<ipv4 wildcard>] 0 0 O O host <ipv4>Oany 0000000
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<ipv4>0O0O IPv40000000CO0DOO

[<ipv4 wildeard>] 00 IPv4 0 0 0000000000000 00O0O0O0O0ODOOOOOOO0OO
000 Ipv4a000000000000O0DOO0D0OO000 <ipv4>0000000000000O0
ooo

host<ipv4>0 0000000 <ipv4>0000000000D00O0OOOO
any00O00000IPv4000000000O0O0ODOOOODOO

IPv4 0 00 0 O nnn.nnn.nnn.nnn(1] 0.0.0.0 O 255.255.255.255

{ip | <protocol> | icmp | igmp | tcp | udp}
Ipva0000000O0OO0ODOODOODOOOOOOO
000OO00d00O0o0D0bOO000obO0o0obOOooDOpbOOoOoOobOoa
1. 00o0oooooooooo
goooood
2. 000000
o0 26501000 00000000000O00O0000000
J0000d0bO00ooOO0doo 410000000000 00O0O0IPv4@MO00DOOODDOOO

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |
own | range-address <source ipv4 start> <source ipv4 end>}

Oo0oIpva00OO0O0OOOOOOO

0ooooooIpva000OD00O00D00D00ODO0 anyOOOOOOO

1. 000o0ooooooooo
ooooooo
2. 000000
<source ipv4> <source ipv4 wildcard>[ host <source ipv4> any[] own-address <source ipv4

wildcard>Ohost own-addressCown 0 00 0 range-address <source ipv4 start> <source ipv4 end>

gbobogooba
<sourceipv4d>0 0000 IPv40000O00OCOODODO

<source ipv4 wildcard>0 0 IPv4 000 0000000000000 OOOOOOOOOOO
ooooooolIpva000O0OD0ODOOODOOOOO

host <sourceipv4>0 0000000 <sourceipv4>0 00000000000 OOOOO
any0 000000000 IPva0000000OOOCOODOOOODODOO

own-address 0 00 own OO VLANOOODOODODODODODODODO access-group 100000000

goood
range-address 000000000000 0OOOOO VLANOOOOOOOODODOOOO

accessgroup U0 OO O0OD0O0OOOODOO

own-address 1 0000000000000 DOOOOODOODOODOODO IPva00O0OODODOO
Ipv4a0 000000 O0ODOODOODODOOOO

own 00O 0O0OODOODODOOOOOOODOODOODODOOIPVMMODOODODODODOOOO
000Db00OO000O0DOO0o0Do0bOO00000O0DO0ooD0oDOO0obOOobOoooooOoog
O00Oown-address 000 own 0000000000 D0OOD0OOODOODOODOODOODOOOOD

IPv4a000000O0DOOODOO
range-address 0 0 0 00 0O 0O O O <source ipv4 start> 0 0 <sourceipvdend>0 0000000

goooood
<source ipv4 end> [0 <sourceipvdstart>0 0000 IPv40 0000000000000

IPv4 0000 (ann.nnn.nnn.nnn)0 0.0.0.0 O 255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
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gboobooooobooboobon

OO00oooOo TCpOOO UDPOODODOODOOOOO

1. 00o0Oo0obooobooo
obobobooooooono

2. 000000
ogdes530100 00 00O00ODO0ODO0ODOOOOO
0000000000000 4-30TCPO0OOOOODOOOODOOOODODO 440UDPOODO
oboboooooIpv4@0OODODOOODOODO
eqUUU0O0O00O0OOO<sourceport>000000O0O0O0OOO0OO0O0OO0O
neqUUO00000O0OO<sourceport>000000000000O0O0O
range 0 00 000 OO O <source port start> 0 0 <source portend>0 00000000000
ooad
<source port end> [ <source port start>0 0000000000000 0OOOO0OO

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}

OO0 Ipva0000O0ODODOOO

ooooooIpva00000000D00D00O anyOQOOOQOQOQ

1. J0dodoogoooood
goooooad

2. 00o0ooag
<destination ipv4> <destination ipv4 wildcard>[ host <destination ipv4>0 any[] own-address
<destination ipv4 wildcard>0 host own-addresst own [0 0 O range-address <destination ipv4
start> <destination ipvd end>0 000000
<destinationipv4>0 000 IPv4 00000000000
<destination ipv4 wildeard>0O 0 IPv4 00000000000 O0O0OOCOOCOOODOODOOOOO
doooooooIpva0ODODODOOOOOO
host <destination ipv4> 0 000000 O O<destinationipv4>0 00 000000000000
aad
any00O000O0O0O0OO IPv4a000O0OO0O0OO0ODOODOODOODOOOO
own-address 100 own OOVLANOOOOOOOOOOODO access-group OO0 OO0OOONO
goood
range-address 1000000000000 ODOODO VLANOODOODOODOOOOO
access-group 1 000 O0O00OOOOOODOO
own-address 10 0000000000000 OOOOOOOOOODO IPva00O0CODOODO
Ipv4a00000000OO0ODOODOOOOOO
own 0 ODOOODOOODDODOODOOODDODOODOOODDODOODO IPv40D000DOOODOODODO
dddddoooooooooooooooboboooooooooboobooboooooooa
O0OOown-address 000 own 0000000000 DOO0OOO0OOCOOODOODOOOOOOO
IPv4a000000O0OOCOOOO
range-address 0 0 0 0 0 00O O <destination ipv4 start> 0 [0 <destination ipv4 end> [0 0 0 O
doooooooooo
<destination ipv4 end> 0 <destinationipv4 start>0 0000 IPv4 000000000000
gd
IPv4 00 00O O non.nnn.nnn.nnn(1] 0.0.0.0 O 255.255.255.255

{{leq | neq} <destination port> | range <destination port start> <destination port end>}
godoobooooooooo
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OO00oooOo TCpODOD UDPOOOOOODOODOODO

1. 000o0oDboooooo
00o0oooooooooo

2. 000000
00 6553501000 00000000000 000ODOO
000o00obooooooo 430TCPO00ODOOODODOODOODOOODODO 440UDPOODO
00o0ooooooIpvaO0OO0O0OOooOOOO0O
eq0O000000D0ODO<destinationport>0000000000000000O0O
neq0O0000000O<destinationport>00000000000000O
range 0 0 0 0 0O 0O 0O O O <destination port start> 0 [0 <destination portend>0 000000
gooooooo
<destination port end> [0 <destination port start>0 000 0000000000000 ODO0O

tos <tos>
00000000 TeSOOOODOOOODO 30604000000 tesOOODODOOODO
0000000 ToeSODOOODODOOODO 3060 40000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0ooobooooooooo
gbobobooboobooon

2. 000000
og 1010000000 tesOOOODOOOOO
gbobdtesOOD0OO 46000000 tesUOOOOODOODOODODO

precedence <precedence>
O0000000TeSOODOODODOO 3000000 precedence000OOOOO
OO0000o0oOd ToSOODODOODOO 30000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0oooooooooooo
gbobobooooooon

2. 000000
007010000000 precedence 100000000

00000 precedence 00000 47000000 precedence 100000000 OOODO

dscp <dscp>
00000000 TeSOOOOODOODO 6e00OOO0OODO DSCPOOODOODOODO
000oOooo TeSOODOODOOe00OO0OOOODOODOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0000o0ooooooooo
gbobobooobooobogoon
2. 000000
0063010000000 DSCPOOOOODOODOO
00000 DSCPOODOODO 48000000 DSCPODOODODODODODODODODODOO
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38

established
TCPOUOOO ACKOOODOODO RSTOOODO 100000 DOODOOOOOOO
oooooo TceOOODOODOODOODO
1. 00o0o0o0ooooooaod
goododoooogood
2. 000000
oo

{ack | +ack | -ack}
TCPOOODO ACKOOODODODOODOOOODOO
OO00O0oO0O TCPOOOODOOODODOOO
ack OO0 +ack0 ACKOOOO 1000000-ackO ACKOOOO OODOOODOOOODOOO
1. J0dooooooooooa
ogoooobooooboooo
2. 00o00ooOoa
oo

{fin | +fin | -fin}
TCPOOODO FINOODOOODOOOODOOODO
jgooooOo TcpODOOODOOODODOOO
fin000 +in0 FINOOOO 1000000-fin0 FINOOOO OOODODODOODOOOODO
1. J0obooooboooooa
gboooobooooboooo
2. 00000Oa4d
oo

{psh | +psh | -psh}
TCPOOOO PSHOOOOOODOOOODOOO
jooooo TCpOOOODOOODODOOO
pshO000 +psh0 PSHOOOO 1000000-psh0 PSHOOOO OOODOODOOOOOOO
1. J0obooooboooooa
ooooooooooooo
2. 0000OOa
oo

frst | +rst | -rst}
TCPOOOO RSTOOOOOODOOODOOOO
gooooo TCcpOOOODODOOODOOO
rst000 +rst0 RSTOOOO 1000000-rst0 RSTOOODO OOOODODOOODOOO
1. J000O00o0ooOoooo
ooooooooooooao
2. JOgoooad
oo

{syn | +syn | -syn}
TCPOOOO SYNOOOODOOODOOOOOOO
0oodooo TceOODOOOODOOOO
syn00O0 +syn0 SYNOOODO 1000000-syn0 SYNOOOO OOOOOODOOOODOO
1. Jddddoooooooo
doddooooooogo



access-list

2. 000000
ao

{urg | +urg | -urg}
TCPOOOO URGOOODOODOODOOOOOO
oooooo TceOODOOOODOODOO
wgOO +urgd URGOOOO 1000000-wwgd URGODOOO OOODOOOODOODODO
1. 000o0o0oooooooo
gooooooooooog
2. 000000
oo

<icmp type>
ICMPOOOOOOOOOO
ooooooIcMPOOOODOOOOOOO
1. 00o0o0ooooooooo
gooooooooooog
2. 0000gad
oQ 2650100000000000

<icmp code>
ICMPOOOOOOOOOO
ooooooIcMPOOOODOOOOOOO
1. 00000o0o0o0ooooo
goooooooooooo
2. 0000gad
o0 2650100000000000

<icmp message>
ICMPOOOOOOOOOODOODOO
ooooooIcMPOOOODOOOOOO
o0oo0o ICMPOOOODOOOOOOO 4-110ICMPOODOOOOCOOODOOOOOIPv4IOOO
goooooo
1. 00o0oooooooooo
goooooooooooo
2. 0000ga
oo

<igmp type>
IGMPOODOOOOOOO
ooooooiIiGMpPOOOOODOODOODOO
1. 00o0oooooooooo
goooooooooooo
2. 0000ga
oQ 2650100000000000

fragments
20000000000000000000000
1. 000o0o0oooooooo
goooooooooooo
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access-list

2. 000000
ao

vlan {<vlan id> | <vlan id list name>}

VLANIDOOO VLANOOODOOODOOooo

godooooooooooooooboboooooooooooooooo

1. 0dooooooooooa
godoooooooooo

2. 000oogd
VLANIDOOO VLANOOOODOOODODOOOoO
VIANIDOOOOOmMOOOOODOODOOoOoOoooooooooooao

user-priority <priority>
goddooooooogo
1. 00o0o0o0oooooooaoaad
goooooooooooa
2. 000000
oo 70100000000000

goooooo

action
oo oboobobbobbbbbobboboboddddgoooooo
gooogo
1. 000o0o0ooooooaod
godddddoooooooooooooo
2. 000000
oo

policy interface vlan <vlan id> next-hop <next hop ipv4>
goddoooooooooobobobbobbobobobo
1. 00o0oooooooogod
goddddooooooooooooooooon
2. 000000
<vlan id>
VLANIDOODODOODMODOOOoOOoooooooooooooooooo
<next hop ipv4>
gooooooIpva00O0O0OD0DOOODOOO
oo bbbbbbbbbbbbbob00Uugugo
oo bbbbbbbbbbobobobooog
doddddoooooooooooooooooobobooboboobobooooo

policy-list <policy list no.>
pgooboobdoddddddooooouoo oo
1. 000o0oooooooaod
doddddooooooooooooooooboon
2. 000000
policy-list 1000000000000 O0OO0OODOODODOOOODOOOOOODOOOOn

policy-switch-list <policy switch list no.>
pgooboobdoddddddooooouoo oo
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access-list

1. 0obooboooooooo
gbobobobobooooooooboobobobo
2. 000000
policy-switch-list 0 000000000 OOO0O0ODOOO0ODOO0ODOOOOODOOOODOOO

log

gbobooooobOoboboobobooobooooooboobobobooboooonDo
1. 0000bOoooooooo

gboboboboobooooooboobobobo
2. 000000

oo

doddoooooooad

oo

goobogoooo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooboobooboboboboooooooboboboboboobooobooboboboobooo
gooo

gooooooogo

gbobooooobooboobobobooon

goobognd

1.

IPpv4a0000000000D00OO0OOIPOO0OOOOOODOOOODOOOODOOOOOOOO
0.000000000DOO0OODODOO

ip access-list standard D 0 000 1-99 0 0 0O 1300-1999 O <access list number>0 0000000
ooooogd

ip access-list extended O 0 0 O 0O 100-199 0 O O 2000-2699 O <access list number>0 000000
oooooood
Ipv4a0000000000D0OCO00OOO0O0ODOO0ODOODOOODODOODOOOOODOOOODOO
000000000 255.255.255.2556 00000000 any0O00OO0OODO
IPv4a000000000000000O0OOO0DOCO nnan.nnon.nnn.nnn 0.0.0.000000000
host nnn.nnn.nnn.nnn 0000000
O00000000o0o00oo00oo0o00ooDo00oDoO0o0ooo0ooDoooDoooon IPve
O00o0oooooIpva0000O0000O00ODOOOODOOOOO

oooIpva000O0O
gboboboboooooooobobobobo

ooIpva0O00OO
gboboboooooooobooboobobooboooboooobobobooobooobooon

gbobdoboooobooobooboboboboooobooboobobobooooboooboobobobo

000000ooooo vVLhANIDOOOOOOoOoOOoOoDOooOOvVviend0oooooooooooog

VLANOOOOOOOOoOoOOoooooo

00000 legOOO0OO0OO0OO0OO0OOOOOOOOOOOOOAO system hardware-mode O access-log O O

gbobobooood
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access-list

goooooon
ip access-group
ip access-list resequence
vlan-list
policy-list

policy-switch-list
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advance access-group

advance access-group

000000000000 O0DOO0 VLANOOOOOOOOOOO Advance 00 O0O0O0OO0O0OOOOOO
Advance 00O 0OO0OO0OOOOOOOOO

gbobooboooboobobobobobooooooboobob0oegboOooboobooboboboobooo
gboobab

gboboboooooboobobobooooooooobooboboboooooobobobooobooon
VLANOOOOOOOO InboundDOOCOOOCOOCOOODODODOO

gboboooooboobooboboboboooooooboboboboboobooobooboboboobooo
000000000 00D0O0 InbounddOOOOODODOOODOOOOO

goodgdao

goood
s JO0ODO0OO0O0O0O0O0OOOd
advance access-group <access list name> {in | out} layer2-forwarding
« VLANOODOODOODO

advance access-group <access list name> {in | out} layer2-and-layer3-forwarding

ogoooad
s JO0OO0OO0OOOO0OOO
no advance access-group <access list name> {in | out} layer2-forwarding
« VLANOOOODOODO

no advance access-group <access list name> {in | out} layer2-and-layer3-forwarding

goooodn
(config-if)

goobogoo

<access list name>
0000 Advance D00 O0O0DODOOOODOOO
1. 00ooooooooooo
gooooog
2. 0000004
3100000000000000
0oo0mooooooooooboooboboboboooooa

{in | out}

Inbound 0 O 0O Outbound DO OO OO0

in0d Inboundd OO OOOO0O

outd OutboundD OO OO DOOO

1. 00ooooooooooo
ogoooooo

2. 00000a
oo

layer2-forwarding
goobooooooooooboooo
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44

layer2-forwarding 0 000 20000 IPOOOODOODOOOOOOOO
oo oooobobbobbbbbbbo
1. 00o0o0o0ooooooaad

goooooad
2. 000000

oo

layer2-and-layer3-forwarding
Jdddodooooooooooooo
layer2-and-layer3-forwarding 0 000 200 000000000000 30000000000
dooooooad
0000000 VELANOOOODODOOOOOooOooooooooooo
1. 00ooooooooood
goooooad
2. 000000
oo

gbooooobooogoo

oo

goobogoooboo

loogboooooooboobobobobooooboooobooboboboboooboobooboobOobon
oo0oooOooooOooOo0obDoOOoOoooOooOoOooDooOoOo IPOOO0OODODOOOODOOODOOO

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0000000000000 D00000000dInboundd OutboundD OO OO0OOO0OOOOOOOO
g bobbbbobbbo

2. 00000 Advance 000000000000 O0OOODOODOODOOAdvance00O000OO00OOODO0O
ogoooad

3. 0000000000 default standard-advancell default extended-advancel filter-only
extended-advancel filter extended-advance 0 0 0 qos extended-advance 100000000000

4, 0000000000 macip0 0000000000000 own-addressO00O0 ownOOOODOODO
JdoDodooOOooooooooIpva000D0DOO0DOOODOOODOOODOOOD

5, 0000000000 macipv6 0000000000000 own-addressO0O0 ownOODOODOO
dodboboo0oooooooooooo Ipve00000O00OD0OODODODODOOOOOOO
good

6. 0000000 0ODOODODODODOO0OOO0OOOOOOODODODOODO VLANODOODODODOGO
0000000000000 oDO0DO0o0ooo0oO VLCANODODODOOOOOOO VLANIDOO
gdododoooodoooda

7. VLANOOOOOODOODODOODOOOOOOODODODODODODOO VLANOOODOoDOoooooo
gooood

8. 000D ODOODOODODOODOD ipv4-uni standard ipv4-uni extended O 0 0O O IPv6 O O
Jdo0o0odooOoobOoooboooo Ipve000OOD0DOOODOOOODOODODOODOOODOOO
goddddodoooooooooooo



advance access-group

9. 000O0ODO logOODODOOOUODOODOODOODODOO system hardware-mode O access-log 0 O
gooooood

gogoooogo

advance access-list
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advance access-list

advance access-list

Advance DO OOOOOOOOOOOOOOOOODOOODODODOO
oO00oOOoO00ooOoOoOo IbOoOoO0OooOOO0ODOOODbDOOOOOOD

gboboooooobooboboboboooboooboobobobobobO0eboOOobOOobOODbOD
oboooooooobo

0000000000 00DOO00DOOO00ODOO00DDO permitd000O0O0DODOOODOOOOO
goooooOooOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOOVLANDOO
OO0O0O0O00 InboundD OO OODOOOODOODODODO

00000000000 0DOO00DOOO00ODODO00DDO permitd000O0O0ODODOOODOOOOO
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
OO0O0OO0O0O0O0O00 Inbound0O0O0O0O0O0O0O0O0OOOOOO

ggodgguo

ooooo
advance access-list <access list name>

ooooo
no advance access-list <access list name>

goobogooo

(config)
gooooon

<access list name>
0000 Advance D00 O0O0DODOOOOODOODO
config-adv-acl OO0 OOODOODO
IPv4a0000O00OOCOOIPV400000000OO0OO MACODODODODOOODOODOODOO

gboooooooobo

1. 00000oo0oooooboobo
gboboobao

2. 000000
3100000000000000
gbomoooboboboooooooboooboboooo

gbooooobooogoo
oo
goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon
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advance access-list

goodgdao

oo

goooooon
advance access-group
advance access-list resequence

denyl] advance access-list

permit[] advance access-list(]

remark
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advance access-list resequence

advance access-list resequence

Advance DO OOOOOOOOOOOOOOOOOOODOODOOODOODODOO

ggodgguo

doodooooad
advance access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

goodoogo

(config)
ooooooo

<access list name>
0000 Advance OO O ODOODODOOOOODOOO

1. 0000o0oooooobooobo
gboboobo

2. 000000
3i0gooboboobooooon
gbomooobobobooobooooobooboboooo

<starting sequence>
goddoooooooooooo
1. 00o0o0o0ooooooaad
goooio0o0dod
2. 000000
10 42949672940 100000000000

<increment sequence>
Jdddooooooooooooooo
1. 00o0oooooooood
goooio0o0dod
2. 000000
1010010000 00ogoogo

gbooooobooogoo
oo
ggoooooo
oo
gooooooogo
gboobooooobooboboobooogon
goobogo

oo

ggoooooo

advance access-list extended
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deny[] advance access-list[]

denyl] advance access-list[]

Advance 000000000 OOOOODOODOODOOOOOO

goodgdao

oooooooo
[<sequence>] deny mac{O0 00000 }[0O0DO00 ]
[<sequence>] deny mac-ip{0 00000 }[000OD0O ]
[<sequence>] deny mac-ipv6 {0 00000 } [00D0O |

gboboobao

mac{000O000}000
MACOODOOODOODODODODODOOOODODOODODOOOooOoooo
mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} [<ethernet type>][vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>]}]

mac-ip{ 000000 000

MACOOOOOOIPv4OODOODOODOO Layerd DO DOODODODODOOOOOOODOODO

goooad

e JI000DODO0OOOOODOODOODODOD TCPOUDPOICMPOODO IGMPOODOO
g
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ip | <protocol>} {{<source ipv4> | own-address} <source ipv4
wildcard> | host {<source ipv4> | own-address} | any | own | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own | range-address <destination ipv4
start> <destination ipv4 end>} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
{<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |
[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

- JI00DO0O0OOODOODOODOODODOD TCPOODO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tep {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} [{leq | neq} <source port> | range <source port start> <source port end>}]
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{{eq | neq} <destination port> | range <destination port start> <destination port end>}]
[{lestablished] | [{ack | +ack | -ack}] [{fin | +fin | -fin}] [{psh | +psh | -psh}] [rst | +rst |
rst}] Hsyn | +syn | -syn}] Hurg | +urg | -urg!l}] [{[tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority
<priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

- J0D00OD0ODO0ODOODOODOODOODOODOD UDPOODO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
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<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} udp {{<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start>
<source ipv4 end>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{i<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{{eq | neq} <destination port> | range <destination port start> <destination port end>}]
[{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list
name>}] [user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan
<vlan id>]}]

e JO0000C0OODOCODUDUODOUODUODOODODO ICMPOOO

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} icmp {{<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start>
<source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [{<icmp type> [<icmp code>] | <icmp message>}] [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>1}

- J0000O0O0DOOODOODODODODODODIGMPOOO

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} igmp {i<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start>
<source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [<igmp type>] [{[tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |
[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

s JODODOOOODOODODOO

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> |
own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any | own |
range-address <source ipv4 start> <source ipv4 end>} {i<destination ipv4> | own-address}
<destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own |
range-address <destination ipv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [fragments] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan

id>1}]

mac-ipv6 {000000 000
MACOOOOOOIPv6OOOO0O0OOO Layerd 000000000000 OOOOOOOO

goooo

- JOD0O0DOODOO TCPOUDPOOO ICMPOOOOO

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ipv6 | <protocol>} {<source ipv6>/<length>| host {<source



deny[ advance access-list[]

ipv6> | own-address} | any | own-address <own address length> | own | range-address
<source ipv6 start> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination
ipv6> | own-address} | any | own-address <own address length> | own | range-address
<destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp <dscp>}]
[vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |
[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

e JO0OODOODOO TCPODOO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tcp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} [{{eq | neq} <source port> | range <source port start> <source port
end>}] {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{{eq | neq} <destination port> | range <destination port start>
<destination port end>}] [{[established] | [{ack | +ack | -ack}] [{fin | +fin | -fin}] [{psh | +psh
| -psh}] [{rst | +rst | -rst}] [{syn | +syn | -syn!] [turg | +urg | -urg}l}] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority
<priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

-+ 00000000 UDPOOO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} udp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} [{{eq | neq} <source port> | range <source port start> <source port
end>}] {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{leq | neq} <destination port> | range <destination port start>
<destination port end>}] [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlanid> | <vlan
id list name>}] [user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>]
[ctag-vlan <vlan id>]}]

e JO0ODOOOICMPODOO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} icmp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6> |
own-address} | any | own-address <own address length> | own | range-address <destination
ipv6 start> <destination ipv6 end>} [{<icmp type> [<icmp code>] | <icmp message>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan

id>1}

goood
action log

googd
no <sequence>

goobogoo

(config-adv-acl)
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goodoogo

<sequence>
obobooooooobooboobobo
1. 0ooooooooboobo

gbobobooobooboobooboboboobobon
gboboboboboooboobooboboboobooono +10000
Uboboboooboobon 42949672840 0000000000000 0O0O0OO

.oooooo

10 42949672940 100000000000

{<source mac> <source mac mask> | host <source mac> | any}
000 MACOOOOOOOOOOO
0000000 MACOODOOOOOODOO anydOOOOOO
1. 00o0o0o0ooooooaoad

gboboobao

.oooooo

<source mac> <source mac mask>[ host <source mac>0 00 any 0000000
<sourcemac>0 0000 MACOOOODOOOOODOO
<source mac mask>00 MACOOOOOOOOOODOOODOOODOODODOOOOOOOOOO MAC

goooooooooooa
host <sourcemac>0 0000000 <sourcemac>0000000000000000O0

anyJ 000000000 MACOODOOOOOODOOOODOODOODOO
MAC OO OO0 (annn.nnnn.nnnn)0 0000.0000.0000 O ffff.ffff.ffff0 16 0 0 O

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp
| oadp | pvst-plus-bpdu | slow-protocol}

00 MACOOOOOOOOOOO

000000 MACOOODOOOODODO anyOQOOooOooOoQ

1. 00o0ooooooooagd

goobooobo

.0ooooo

<destination mac> <destination mac mask>[ host <destination mac>0 any( bpdul cdpd lacpO
11dp0 oadpd pvst-plus-bpdu O O O slow-protocol D 0O 0000

<destination mac>0 000 MACOOOOOOOOOOO

<destination macmask>00 MACOOUOOOOOOODOOOOOOOOOOOOOOOOO
MACOOOOOOOOOOODOO

host <destination mac>0 0000000 <destinationmac>0 0 0000000000000

oo
any0l 00000000 MACOOOOOODODUOOUOODODODODOOOO

bpdul DO OOOOBPDUDDOOODOOOOOOOOOOOOOO
cdpO0d00CCOCCCOCCDPOOOOOOOOOOOOOOOOOO

lacp 00O slow-protocol D OO0 O OO0OslowOOOOOOOOOOOOOOOOOODOOO
00000 LACPO IEEE802.3ah/UDLD OO0 slow O OO O ODOO0OOOODOOOOOOOO
lacp0000000OLACPOOOOOOOOOOOOOOOOOO

Idp OO OOOOOLLDPOOOOOOOOOOOOOOOOOO

cadp 0000 OOOOADPOOODOCOOCOOOOOOOOOOOO

pvst-plus-bpdu 000000 OPVST+O 0000000 OOOOOOOOOO
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MAC 00 O 0 (annn.nnnn.nnnn)0d 0000.0000.0000 O ffff.ffff.ffff0 16 0 0 O

<ethernet type>
dddddooooooooooooo
1. 00oooooooooog
gooooooooooog
2. 000040a
0x0000 0 Oxffff0 16 00D O0DO00OO00ODOO0OOODOODOOOOOOO
goooooododddddooogo 49U o ™

gbooog

vlan {<vlan id> | <vlan id list name>}

VLIANIDOOO VLANOOODOOODOOooo

godoobooooooooboooobooooboooboooooooon

1. J0odooooooooao
godooooooooon

2. 00o0ooad
VLANIDOOO VLANOOOODOOODODOOO
VLIANIDOOOOOMMOOOOOODOOOOoOooOooooooooooo

user-priority <priority>
Jodddooooooogd
1. 00o0o0ooooooooo
goooooooooooo
2. 000ggad
og70100000000000

ctag-untagged
0000 TagOQOOOOODODODODOOOOOO
1. 00o0ooooooooog
goooooooooooo
2. 000040ad
og

ctag-user-priority <priority>
0000 TagODOOOOODODOOODOODO
1. Jooooooooboon
ggooooboooooboa
2. 000000
o0 7010000000DO0O0OO

ctag-vlan <vlan id>
0000 TagO VLANIDOOODOOOD
1. 0000o0o0o0oooooo
gooooooooooog
2. 00000d
o0 409501000 00000DO00OO

{ip | <protocol> | icmp | igmp | tep | udp}
0000000000 macip000000O0O0O0ODOODOODOO
IPv4a0 0000000000 DOOODOOODODOOO
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goooooooOoOoOoOoOoOoOOOOOOOOwppOOODOOOO
1. 0oooooooobobo
gboboobo
2. 000000
od 2550 100000000000000000O000OO0O
goooooQoooOoOopoOopoOo 4 10D0O0O00O0ODOOOOOOOOIPVMMOIOOOOOOOOOO

{ipv6 | <protocol> | icmp | tcp | udp}
0000000000 macipv6e 0000000 O0OOCOOODOO
Ibv6 00000000000 DOO0ODOOODODOOO
000000000 bO00bO00obOodDooOOwpve0dODOOOO
1. J0o0oooooooooa
goooood
2. 00o0oogd
10 420450 490520 59061 0 2650 1000000000000 OOOODOOOOO

g000O0o00DbO00b0oO0oO0420000000000000DOIPv6eOO0O0DOOOODOOO

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |
own | range-address <source ipv4 start> <source ipv4 end>}
000 Ipva000000000003
o0oo0ooo Ipva00000000O00OO00 anyOOOOOOO
1. J0ooooooooooa
ooooooa

2. 000000
<source ipv4> <source 1pv4 wildcard>[ host <source ipv4> any own-address <source ipv4

wildcard>Ohost own-addressCown 0 00 0 range-address <source ipv4 start> <source ipv4 end>
goooood

<sourceipv4>0 0000 IPv4a000000O0OODO0O

<source ipv4 wildcard>0O 0 IPv4 000000000000 OOO0ODOOOODOOODOOODO
oo0ooooo Ipva00000OOODOODOO

host <source ipv4>0 0000000 <sourceipv4>0 000000000 0OOODOODOO

any0 000000000 IPv4a0000000OD0ODOODOODOODOOO

own-address 000 own OOVLANOOOOOOOOOOODO access-group 100000000

goooo
range-address 000000000000 0OOOOO VLANOOOOOOOOOOOO

accessgroup U000 0OO00OO0OODOOOO

own-address 1 0000000000000 DODOOOOODOOOOO I IPvaOdDOODOODOO
Ipva000000D0OOOOOOOOODOODO
ownJO0O0OODOOOOOODOOOOODOODODODOODODOIPVMMOO0ODODOODODODOO
000000000O0OO0DO0DO000oo0ooDOoDooDooO0bOOoooooooooOoonog
O00Oown-address 000 own 0000000000 D0OODOOODOODOODOODOODODOOO

IPv4a000000O0D0OOOOO
range-address 0 0 0 0 0 0O 0O O O <source ipv4 start> 0 0 <sourceipvdend>O 0000000

goooooad
<source ipv4 end> [ <sourceipv4 start>0 0000 IPv4 0000000000 O0OO0O

IPv4 0000 (ann.nnn.nnn.nnn)0 0.0.0.0 O 255.255.255.255

{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address
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length> | own | range-address <source ipv6 start> <source ipv6 end>}

OO0 Ipv6e00000OO0OODODOO

O000ooOoIpv600000D0O000O0O0O any0DO0OOQOoQOQ

1. 0000o0oooooooo
ooooooo

2. 000000
<source 1pv6>/<length>[ own-address <own address length>[ host <source ipv6>[] host
own-address( any[d own [0 0 0 range-address <source ipv6 start> <source ipv6 end> [ 0 0O O
ooo
<sourceipv6>0 0000 IPv6 0000 O0OOOOOO
<length>0OO IPv6 0 0000000000000 DDOO0ODDOO0OOOOOOMtOOOOOO
ogd
<own address length>0 0 own-address 0 0000000000000 O00O0DOOOOOO bit
oooooooo
host <sourceipv6>0 0000000 <sourceipv6>0 000000000 OO0OODOODOO
any0 000000000 IPv6e 0000000000 ODOOOODODOO
own-address 000 own OO VLANOOOOOODOOOOODO trafficfilter 000000000
ooooo
range-address 10 0000000000000 OO VLANOOOOODOODOODODO
traffic-fiter 000000000 O000O0OO
own-address 000 0000000000000 O0ODOOOOOOOO IPv6eOOOODOOOOO
ooooIpv6e0000000DDOOOOODOOODO
own0O0O00O0OO0DO0OOO0ODOO0OODOOOOODOOOOIPv6eOOOODODOOOODODOOO
IPv6 0000O0OIPv6e 0 0000000000000 0O0OD0OOO <length>0000000000
oooo
range-address 0 0 0 0 00O 0O O <source ipv6 start> 0 [0 <sourceipvéend>O0 00000000
ooooogog
<source ipv6 end> [0 <sourceipv6start>O0 0000 [Pve 0000000 O0OOOOODO
<source ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn)d 0:0:0:0:0:0:0:0 O
FEefEre £ FEFe CFEE FECE 76 £
<length>0 00 128

{{eq | neq} <source port> | range <source port start> <source port end>}

goobobobooooobo

Jooooo TCpOOO UDPOOOOODODOOODO

1. J00o0ooooouooooo
0oobOobooooooon

2. 000000
ogdes53b0 1000000000 DODObOOOOOn
0000000ooooooo 4-30TCPO0O0DDOOODOOOODDO 440U0DPODOOCOOO
000DO00Ipv4aMOD0O0D0O 4-500DPOOOOOODOOOODOOIPv6eODOOOOOOO
oo
eqUU00O0O0O0O0OOO=<sourceport>0000000O0O0O0O0O0O0O0O0O0OO
neqUUO0O0O0O0O0OOO<sourceport>0 0000000000000
range 1 000 00O O 0O O <source port start> 0 0 <source portend>0 00000000000
ooo
<source port end> [0 <source portstart>0 0000000000000 0OOCOOOO

55



denyl advance access-list[]

56

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
oo Ipva00D0O0D0O0ODOOO
000000 IPv4a0000D00O00DOO0OD anyOOOOODOO
1. 00ooooooooogod

gboboobao

.0ooooo

<destination ipv4> <destination ipv4 wildcard> host <destination ipv4>[ any[ own-address
<destination ipv4 wildcard>[ host own-address(] own [0 0 [0 range-address <destination ipv4
start> <destination ipv4d end>0 00000 O

<destination ipv4>0 000 IPv40000000OO0ODO

<destination ipv4 wildcard>0 0 ITPv4 0000 000000000000 OCOO0OOOOODOO
0o0ooooooIpva0000OO0O0ODOOOOOO

host <destinationipv4>0 0000000 <destinationipv4>0 00 000000000000
od

any0 00000000 IPv4a00000000D0ODOOOOOOOOO

own-address 000 own OO VLANO OO OODODOOODODODO access-group OO0 O0ODOOO
ooooo

range-address 000000000000 O00DOO VLANOODODOOODOOOOOO
accessgroup 1 00000 0OOOOOOONO

own-address 000 0000000000000 O0O0ODOOO0ODOOOO IPV40O0O0ODOOO
Ipva000000000O0ODOOOODODO

own 00 0O0O0O0ODOO0O0OOOOODODODOO0ODOOUODOOOOIPV4M0ODOO0DOOOODODOO
0000000000000 O00ooDoo0ooo0oooOooooooooooooo
O0O0Oown-address 000 own 000000000000 O00DOOOODOOOODOOOOO
Ipv4a0000000O0OODOOO

range-address 0 0 0 0 0 0 O O O <destination ipv4 start> 0 0 <destination ipv4 end> 0 O 0O
o00oooooooooooo

<destination ipv4 end> [0 <destinationipv4 start>00 000 IPv4a 000000000000
od

IPv40000 (nnn.nnn.nnn.nnn)d 0.0.0.0 O 255.255.255.255

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own
address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}
odIpved00noooooOoonOO
Od0oooo Ipve000OO0O0OD0OOO0ODOO anyOODOOGQOOO
1. Jddddoooooooao

ooooooon

.gooooo

<destination ipv6>/<length>0 own-address <own address length>[ host <destination ipv6>[]

host own-address[ anyd own 0 00 0 range-address <destination ipv6 start> <destination ipv6
end>0000000

<destinationipv6>0 000 IPv6e 00O 0OOO0OOOOODO

<length>0O0O IPv6e 0000000000000 0ODOO0ODODOOOODOOOObtOOOOOO
oo

<own address length>0 0 own-address 0 0 0000000000000 O0O0O0O0O0OOO bit

gboooboood
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host <destination ipv6> 0 0000000 <destinationipv6>00 0000000000000
ood

any0 00000000 IPv6eO0000000D0O0O0O0ODOOOOODOO

own-address 000 own OO VLANO OO OOODOOOODODO trafficfilter 000000000
ooooo

range-address 100000000000 00DODOO VLANODOOODOOOOODOO
traffic-fiter 000000000 O00DODOO

own-address 0 000000000000 00DOO0O0OO0OOOOOOO IPveODODOOOOOOO
oooIpv6000000000O0O0ODOOOODOO
ownJO00DO00D0OO0OO0ODOOO0ODOOOOODOODODOOIPv6eODOOOODOODOOODODO
Ipv6 00000OIPv6e 000000000 0O0D0ODO0O00O0OO0OO <length>0000000000
oooo

range-address 0 0 0 0 0O 0O O 0 O <destination ipv6 start> 0 [0 <destination ipv6 end> [ 0O O
oooooooooooo

<destination ipv6 end> [0 <destinationipv6start>0 0000 IPv6e 00O O0OOO0OOO0OOCOOO
od

<destination ipv6>(nnnn:nnnnnnnn:nnnn:nnnn:nnnn:nnnn:nnnn) 0:0:0:0:0:0:0:0 O
JiisRisiniiigisinIiIgiiigiiigiing

<length>0 00 128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}

gpgoooooogooooga

oooodo TcpOODO UDPODOODOOOOOOODO

1. 00o0oooooooooao
goodoooooooooao

2. 000g0gg
o0 65530100 00000000 DODDODOODOODOOO
0000D0dDoOo0ooOooo4-30TCPO00OO0ODODOODOOOO 440U0UDPOOOOODO
do0oodoIpvadOOOODO 4-50U0DPOOOOODOOODOOOOIPv6ODOOODDOOO
ad
eq00000O00O0O0O<destinationport>0000000000000000O0O
neq0 0000000 O<destinationport>0 0000000000000
range 1 000 00O O 0O O <destination port start> [0 [0 <destination portend>0 000000
gooooooa
<destination port end> 0 <destination port start>0 00 000000000000 0OOCO0OO

tos <tos>
J000O0OoO0odTeSO0OO0OO0D0O0O0O0 30604000000 tesODOOODODOOO
J0o00o0gono TeSOODO0OOODOO0OO0O0 3060 40000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0o0oooooooobaoobo
gbobobooobooobogo

2. 000000
00 1010000000 tesOOOOODOOOO
UbO0bO0OtesOODOODO 46000000 tesOODOODOODOODOODOOO
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precedence <precedence>
00000000 ToeSOODOOOOOO 3000000 precedence 1O OOOOONO
0000000 TeSOOODOODOO 30000000oan

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0000ooooooboobo
obobooooooogono
2. 000000
o0 7010000000 precedence O OO OODOODO
00000 precedence 10000 47000000 precedence 100000000 OOO0O

traffic-class <traffic class>
gpoooobdoddddddoooooooo o ™
gooboobbdddddddoouoooo oo
1. 000oooooooood
gdododoooodoooda
2. 000000
o0 2550 100000000000

dscp <dscp>

0000000000 macipddnO
00000000 TeSOODODODODOOO 6000000 DSCPOOOOODOODO
0000000 ToSOOOOOOOeOOoOoOooOoOoOOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

0000000000 macipv6e 000
0000000000000 oooooooooogU e0ooOOO DSCPOODODODODODOO
gbobobooobooboobooboboboboboobedbobOobObOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 000o0ooooobooo
gboboooooooboan
2. 000000
o0 e3010000000O0DSCPOOOOOOOODO
00000 DSCPOOOODO 48000000 DSCPOOODODODOODODODODODOO

established
TCPOOOOACKOOOOOO RSTOOODO 100000000000 OOOO
00OdoOdo TCeOODOOOOOODOO
1. Jdddddogooogo
ddddogooooogo
2. 0gogoad
aad

{ack | +ack | -ack}
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TCPOOODO ACKOOOOODOOODOOOO
goooooTCPOOOOOOOOOOO
ack000O +ack0 ACKOUOOO 1000000-ackd ACKOOOO OOODOOODOODOOOO
1. 0000bOooooooonoo
gboboboboboooon
2. 000000
oo

{fin | +fin | -fin}
TCPOOOO FINOODOODODODOODOOD
O0DOO0O0O TCPOOOODODOOODOOO
finO000 +in0 FINOOOO 1000000-fin0 FINODOODO OOOOODOOODOOODO
1. Jdooooooooooa
gooooooooooon
2. 0000O0Oad
oo

{psh | +psh | -psh}
TCPOOOOPSHOOOOODOOOOOOO
000000 TCeOODOOODOODOODOO
pshO000 +psh 0 PSHOOOO 1000000-psh 0 PSHOOOO OOOOODOOOOOOO
1. 00o0ooooooooog
gooooooooooog
2. 0000040
oo

{rst | +rst | -rst}
TCPOOODO RSTOOODOOODOOOODOOO
000000 TCPOOOODODOOODOOO
rst 000 +rst0 RSTOOOO 1000000-rst0 RSTOODOO OOOO0ODODOOODOOODO
1. Jdoooobooooooa
godooOooooooon
2. 0000034
oo

{syn | +syn | -syn}
TCPOOODO SYNODOOOOOOODOOOOO
OoD0DOoO0oo0O TCeODOOODOOODOOO
syn00O0O +syn 0 SYNOOOO 100000O-syn0 SYNOOOO OOODOODOODODOOO
1. 0000d0oobooooooa
godooOooooooon
2. 00o0ooad
oo

{urg | +urg | -urg}
TCPOOODO URGOOOOOODODOOODOOO
Oo0DOoO0oo0O TCeODOOODOOODOOO
uwgOOO +urgd URGOD O OO 1000000-wgO URGODOODO ODOOOOOOOOODODO
1. 00000obooooobooa
godoooooooooo
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2. 000000
ao

<icmp type>
ICMPOOOOOOOOOO
oO00oopooIcMpODOOOODOOODOO
1. 00o0Oooboooboono
gooboooboooboo
2. 000000
o0 2550 100000000000

<icmp code>
ICMPOOODOOOOOOO
ooooooIicMpOODOODOOOOOO
1. 00o0o0o0ooooooaod
goodoooooooooda
2. 000000
o0 2550 100000000000

<icmp message>
ICMPOOOOOODOOOODOODOO
ooooooIicMpOODOODOOOOOO
00000 ICMPOOODOOOOOO4110ICMPOOOOOOODOODODOOIPv4MOOO
00 4-120ICMPOOODOOOOOOOOOOIPveOODOODOODOODOO
1. 00o0oooooooood
goododoooogood
2. 000000
oo

<igmp type>
IGMPOODOOOOOOOO
ooooooIiGMPOOOOODOODODOO
1. 00o0oooooooogod
goodddoooogood
2. 000000
o0 2550100000000000

fragments
200000000000000000000004
1. 000o0ooooooood
goododoooooooda
2. 000000
og

goooooon

action
O0o0ooooodboooooooooooooooooooooobooooooooooooooa

oooon
1. 00000o00oooboobo
gbobooooooboboboboooog
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2. 000000
ao

log
gooboobooooboooboobbooobooboobboobbooboobobo
1. doooobobooboon
gooboobooobobooboooobooobg
2. 000000
og

gooboooboobooon

ao

gogoooogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooooboobobobooooooooobooboboboooooobobobooobooon
goao

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 000 MACOODOODOODOOO MACOOOOO nnnn.nnnn.nnnn ffff 00000000 any
ooooooo

2. 00 MACOOOOODOODOOODDDODOOOOOOODOOO0ODOOOO0ODODODO0OO0OOOOOoOoOOOon
0000000000 000O0O00DbO0O0 MACOOOODDODOOODDODOOODODODOODOOODOO
0041000000000 MACOOOODDODOODDOOOOOOD
00000000 MACOODODODODOODOOO MACOOOOQO nnnn.nnnn.nnnn 0000.0000.0000 O O
000000 host nnnnnnnn.nnnn 0000000

3. 000 Ipv4a00000D00OO000ODODOOODODOOOIPVAO000DOO0O0ODOODOOODDOO
255.255.255.255 00000000 any0 0O OOOO

4. 000 IPv4000000000 IPv400000 nonnnn.nnn.nnn 0.0.0.000000000 host
nnn.nnn.nnn.nnn 0000000

5. 000 Ipv6 0000000 OO IPve 00 00O nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0
00000000 anyO00OOCOOOO

6. 00O IPv6 000000 O00O00O IPv6 00 00O 0 nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128

00000000 host nnnn'nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn J 000000
ogoooogo
advance access-group
advance access-list resequence
permitd advance access-list[]
remark

vlan-list
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62

Ipva00000000O0OOOOOOOOODOOOODOOOOOOO

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gbobooooobooboboboooooboonbog

goobogo

0ooooooo
[<sequence>] deny {00 D000 }[O0O0OO ]

gooooo
- 00000000 TCPOUDPOICMPO OO IGMPOOOOO

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4>
| own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list
name>}] [user-priority <priority>]

oooooooo TceOOO

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {{<destination ipv4> |
own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any |
own | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[established]
| {ack | +ack | -ack}] [ifin | +fin | -fin}] [{psh | +psh | -psh}] [{rst |+rst|-rst}] [isyn|+syn |-syn}]
[urg | +urg | -urgtl}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id>
| <vlan id list name>}] [user-priority <priority>]

oooooooo ubpOOO

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {{<destination ipv4> |
own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any |
own | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>]

ooooooooIicMpoOO

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
\i<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{<icmp type> [<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ] [user-priority <priority>]
ooooooooIiGMPOOO

igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
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| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[<igmp type>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> |
<vlan id list name>}] [user-priority <priority>]

e JO0OOODOOOOOOOO
{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4
wildcard> | host {<source ipv4> | own-address} | any | own | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own | range-address <destination ipv4
start> <destination ipv4 end>} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}]

[fragments] [vlan {<vlan id> | <vlan id list name>} | [user-priority <priority>]

agooad
action log

goooo
no <sequence>

gogododogo

(config-ext-nacl)
oo0oooOon

<sequence>

obooboooooooboooooboonoo

1. 0oooboooooboooo
gboboobobobooooooboobobob o000
gbobobobobooooooboooobobobobo 10000
0bO0o0O0b0b000000 4294967284000 0000000000000 0DO

2. 000000
10 42949672940 100000000000

{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4a00000000000DOO0ODOOODODOOO
000000o0ooDoDdooooooooooipoOOooOooon
1. Jdodoobooooooa
ogoooooa
2. 0000O00Oad
od 26501000 0000000000O0O0D0O0O0OOOOg
00000000000 0000 4100000000000000IPv4M000D000D0DOO0O

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |
own | range-address <source ipv4 start> <source ipv4 end>}
oooIpva000O00OD0ODODOO
JodooOooo Ipv4a0000D0000D00O0OD0 anyOOOOOOO
1. 00o0oooooooooao
goooood
2. 000000
<source 1pv4> <source ipv4 wildcard> host <source ipv4>0 any[] own-address <source ipv4
wildcard>host own-addressCJown 0 00 0 range-address <source ipv4 start> <source ipv4 end>
goooood
<sourceipv4>0 0000 IPv40000000OOCOOO
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<source ipv4 wildecard>0O 0 IPv4 0000000000000 ODOODOODOOOOOOOOO
gooooooIpva000D00OOOODODOOODO

host <source ipv4>0 0000000 <sourceipv4>0 00000000000 ODOODO0O
any0 000000000 IPv400000000000DOOOOODOO

own-address 000 own OO VLANOOOOODOODOODOODO access-group 00O OO OOOO

gboood
range-address 010000000000 0O0ODOODOO VLANODOOOOOOODOOOO

accessgroup 1 0 00 00O0OOOOOOONO

own-address 0 0000000000000 0OOODOODOODOOOOOIPv4DO0O0ODOODO0O
Ipva00000000D0OODOOOOOOOO
own0OO0OO0O0O0OOO0OODOODOODOOOOOODOODOODO IPv4a00O0OD0OOOOOOODOODO
doddddoooooooooooooooooboobooooboooboobooooooo
OOOown-address OO0 own D OO OO0OO0OODODODOODOOODODOOODOOODDODOODOOO
Ipva0000O00OO0ODOODOOO

range-address 0 0 0 0 0O 0O O 0O O <source ipv4 start> 0 0 <sourceipvdend>O 0000000

ooooooo
<source ipv4 end> [ <sourceipv4 start>0 0000 IPv4 0000000000 O00OOO

IPv4 0 000 0O nnn.nnn.nnn.nnn(1] 0.0.0.0 0 255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
gooooooooooooog
gooooo TCPOOO UDPODODDOOODOOOOOO
1. 000oooooooooo

gboobooooooobogo

.0oogooo

ogdes53010000000D00OO0OOOOODbDODn

0000o0o00ooooooo 4-30TCPO0O0ODOOOODOOOOOOOOOD 440UDPOOO
0ooooooooIpv4DODOODODODO
eqUO0O0D00O0OOO<sourceport>00000000000O00OO0O0O0O
neqO00O0O0O0OOO<sourceport>0 0000000000000

range 1 00 000 O 0O O <source port start> 0 0 <source portend>0 00000000000

ooo
<source port end>[] <source port start>0 00 0000000000000 0O00O0O0O

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
oodIpva00O0OODOOOODOO
OdooooIpva00D0O0O0D0O00OD0DOO anyOOOOGQonOO
1. Jdddddogoooooo

oooooon

.gooooo

<destination ipv4> <destination ipv4 wildcard>0 host <destination ipv4> any] own-address
<destination ipv4 wildcard>[ host own-addressld own O 0 00 range-address <destination ipv4
start> <destinationipvd end>0 000000

<destinationipv4>0 000 IPv4 00000000000

<destination ipv4 wildcard>0 0 IPv4 000000000000 O0OD0OOCOO0ODOOOOOOOO
o00ooooooIpva0000D0OOOOODOOODO

host <destination ipv4>0 0000 00O 0O <destinationipv4>0 0 0000000000000
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o
any00 0000000 IPv4000000000000O0ODOODOOO

own-address 000 own OO VLANOOOOOODODOOODODO access-group 000000000

gooog
range-address 10 00 0000000000000 VLANOOOOOOOOOOOO

access-group U0 000000 0O0O0OOOO

own-address 000000000000 DOODOOOOOOODOOOOO IPv4a0000ODOO0O
Ipva00000000ODOODOOOOODOODO
own0O00OO00O0DDOO0ODODOOOODOOOODODOOODOOOIPVMODOO0ODODOOOODOOOO
goobooboboooooooooboobobobobobooboobDobobUobobooo
O0O0Oown-address 000 own 0 0000000000000 DODO0OOOOOODODOOODO
Ipva000000O0ODOODOOO

range-address 0 0 0 0 00 O 0 <destination ipv4 start> 0 [0 <destination ipv4 end> 0 0 0O O

goooooooogo
<destination ipv4 end> [0 <destinationipv4 start>00 000 IPv4 000000000000

oo
IPv4 00000 nnn.nnn.nnn.nnn(110.0.0.0 O 255.255.255.255

{{eq | neq} <destination port> | range <destination port start> <destination port end>}

gooobooboboooooo
O0oooo TCpOOO UDPOOOOOOOOOOO

1. 0oooooooooboooo
gbobobooooooo

2. 000000
o0 ebh30100000000DOOOOOOOOODOOC

do00DOdDooooooodo4-30TCPO00O0O0ODOODODODODOOOO 440UDPOODO
doooDdooooIpv4OonDOoOoOoOoOon
eqU00O0O0D000ODOO<destinationport>00000000000000O00O0O

neq0 0000000 O<destinationport>0 0000000000000

range 0 00 00O 0O O 0O O <destination port start> [0 0 <destination portend>0 000000

oooooooo
<destination port end> 0 <destination port start>0 0000000000000 0O0O0OO0O0O

tos <tos>
J000O0O0o0odTeSOODODOO0DOOO0OO0 30604000000 tesODOOODODOOO
0000000 TeSOOOOODOOO0OO 3060 40000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0o0ooooooobaoa
gbooboboobooogo

2. 000000
o0 1010000000 tesOOOOODOOOO

bobOtesOODOODO 46000000 tesOOODOODOODOOOOO

precedence <precedence>
00000000 TeSOOODOODOODO 3000000 precedence0O0O0O0ODOONO
00dDoOdoo TeSOODOOOOO 3000oooooOooad
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Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. J0o0Oooboooboono
obobobooooooono
2. 000000
o0 7010000000 precedence O OO OODOOO
00000 precedence 00000 47000000 precedence 0000 O0O0OOOOOO0O

dscp <dscp>
0000oododToeSOODOO0OOOOOe00OOODOO DSCPOOODOODOODO
0000000 TeSOOODOOODO e00O0OO0OOO0OOODO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0ooooooooboobo
gbobooooooobogo
2. 000000
o0 e3010000000 DSCPOOOOODOODOO
OoOoOoQo DSCpOOOOO48O0O0O0OOODSCPOOOODODOODODODODOO

established
TCPOUOOO ACKOOODOOO RSTOOODO 1000000000 OOOOODO
oooooo TcepOODOODOOOOOO
1. 00doodoooooood
dododoooooooda
2. 000000
gd

fack | +ack | -ack}
TCPOOODO ACKOOODDODOODOODOO
godoooo TCcpOOOODOOODODOOO
ackO00O0O 4+ack0 ACKOOODO 1000000-ackd ACKOOOO oO0O0OOOOoOoOOoOoOO
1. J0o0oooooooooa
gooooooooooao
2. Jgoooad
oo

{fin | +fin | -fin}
TCPOOODO FINODODOODOOOOOODOOO
oooooo TCeOOOOOOOOOOO
finO000 +#in0O FINOOOO 100000C-fin0 FINOOOO OODODOODOODOODOOD
1. 00O000o0o0booooon
gbooooooboobanb
2. 000000
oo

{psh | +psh | -psh}
TCPOOOO PSHOOOOODODODOODOOOO
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goooooTCPOOOOOOOOOOO
pshO000 +pshd PSHOOOO 100000C-pshd PSHOOOO OOOOCOOOOOOOO
1. 0000bOoooooooo
gboboobooboobooon
2. 000000
ao

{rst | +rst | -rst}
TCPOOOO RSTOOODOOODODOOODOOO
ooD0DOo0oo TCeODOOODDOOODOOO
rst 000 +rst0 RSTOOOO 1000000-rst0 RSTOOODO OOOODODOOODOOODO
1. J00dooooooooao
gooooooooooon
2. 00oooad
oo

{syn | +syn | -syn}
TCPOOODO SYNODODOODOOODOOOOO
O0DOO0O0O TCPODOOODODOOODOOO
synO000O +syn0 SYNOOODO 100000O-syn0d SYNOOOO OOOOODOODOODOODO
1. Jdooooooooooao
gooooooooooon
2. 00oooad
oo

{urg | +urg | -urg}
TCPOOODO URGOOOODOOODOOODOOO
000000 TCPOOOODODOOODOOO
wgOO +urgd URGOOOO 1000000-wwgd URGODOOO OOOOOOODODODO
1. J0odoobooooooa
godooooooooon
2. 0000034
oo

<icmp type>
ICMPOOOOOOOOOO
ooooooIcMPOOOOODOOOOOOO
1. 00o0ooooooooog
goooooooooooo
2. 00000ad
o0 2650100000000000

<icmp code>
ICMPOOOOOOOOOO
ooooooIcMPOOOODOOOOOOO
1. 00o0oooooooooo
gooooooooooog
2. 00000dad
o0 2650100000000000
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<icmp message>
ICMPOOOOOOOOOODOODOO
ooooooIcMpPOOOODOOOOOO
00000 ICMPOOODOOOOOO4110ICMPOOOOOOOOODODOOIPv4MmO0OO
goooogo
1. 0o0o0oooooooood
goooooooooooa
2. 000000
oo

<igmp type>
IGMPOODOOOOOOOO
ooooooiiGMpOOODOODOODOODOO
1. 0o0o0oooooooood
goodoooooooooda
2. 000000
o0 2550100000000000

fragments
2000000000000 0DbOOoUbDbOooOoDbOg
1. Joooobooobooon
ggboooobooooboo
2. 000000
od

vlan {<vlan id> | <vlan id list name>}
VLANIDOOO VLANOOOOOOODOOooOooo
Oo0ddo0oodooodooooooboooobooooooooooon
1. 000o0oooooooooa
gooooooooboooo
2. 000oogd
VLANIDOOO VLANOOOODOOODOOOoOoOO
VIANIDOOOOOmMOOOOOOOOOoOoOoooooooooooag

user-priority <priority>
ddodoooooooooo
1. 000o0oooooooaod
goddddoododgood
2. 000000
oo 70100000000000

gooogoog

action
gooooooddddooooooooooooooooobooboobooooooboooooon
ooooo
1. 00gdoodooodooogd
gl ooooo
2. 000ooao
oo

68



deny ip access-list extended[]

log
oo obobbbbobobbbobbbbobooboo
1. 00o0o0o0oooooooo
goodoooodddoooooooooooo
2. 00000d
oo

doddoooooooad

oo

gogoooogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
goao

gooooooogo
gbobooooobooboobobobooon

goodgdao

1. 0000000000000 000000b0 0000000 O00oDooOoOononoO 255.255.255.255 0
Jddddddd anydoooogoo
2. 00000000000000000 nnon.nnn.nnn.nnn 0.0.00000000 00 host

nnn.nnn.nnn.nnn 0000000

goooooooo
access-list
ip access-group
ip access-list resequence
permit[d ip access-list extended
remark

vlan-list
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denyll ip access-list standardl]

Ipva00000000O0OOOOOOOOODOOOODOOOOOOO

ggodgguo

doodooooad
[<sequence>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any} [0 OO0 ]

good
action log

goood
no <sequence>

goobogooo

(config-std-nacl)

goodoogo

<sequence>

oboboooooooboooobobo

1. 00o0ooboooboono
gdooooboobooboboobobooobioboo
obobobobobooooobooboboboboooo +10000O
000DbO0Ob00O00ODOgD 4294967284000 0000000O0ODO0ODOOOOO

2. 000000
10 42949672940 100000000000

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

IPv4a00000000000O3

o000 Ipva000000D0DOO0OO0O0 anyOOOOOOO

1. J000oooooooooa
goooood

2. 00o0oogd
<ipv4> [<ipv4 wildcard>]0 host <ipv4>0O 00 any D00 D00 00
<ipv4>00 IPv400000O00D0DOO0O

[<ipv4 wildcard>] 00 IPv4 0000000000000 00O00O00O0O0DOOOOOOOOOO
oooIpva00000D0OODOODOOOOODOODOOO<ipvd>000000000OCOOOO

ooo
host<ipv4>0 0000000 <ipv4>000000000000O0O0OO0O

any0 000000 IPv40000000O0OO0ODOODOODOOO
IPv4 0 0 00 0O nnn.nnn.nnn.nnn(1] 0.0.0.0 0 255.255.255.255

gbooogoog

action

gbobobobooooobooobooboboboboboooooboobobobobooobooooon

gooog

1. 000o0ooooobooo
gbobooboooooboboboboooog

2. 000000
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o

log
gobodobooooboooboobbooobooboobOboobbuoobooboboo
1. Joooooobooboon
ggobooboobboobooobooobo
2. 000000
od

gooboooboobooon
ao

goobogoooo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gooo

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. 000000000000 000 255.255.2552550 0000000 any0 OO0 OOQOO
2. 00000 nnnnnn.nnn.nnn 0.0.0.0 00000000 host nnn.nnn.nnn.nnn 0000000

goooooooo
access-list
ip access-group
ip access-list resequence
permit(] ip access-list standard(]

remark
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denyl ipv6 access-list[]

72

Ipv6e 0000O0O0O0OOOOOOODOOOODOODOODOOO

ggodgguo

gooon

oo

[<sequence>] deny {0 00000 }[0O00O0O ]

oo

god

oooooooo TceoUDPOODO ICMPOOOOO

{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any | own-address <own
address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} |
any | own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlanid> | <vlan
id list name>}] [user-priority <priority>]

oooooooo TcpOOO

tep {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
[{{eq | neq} <source port> | range <source port start> <source port end>}] {<destination
ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own address
length> | own | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}l[{[established] |
[lack | +ack | -ack}] [{fin | +fin | -fin}] [{psh | +psh|-psh}] [{rst |+rst|-rst}] [isyn|+syn|-syn}]
[urg | +urg | -urgil}] [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id
list name>}] [user-priority <priority>]

ooooooog ubpOOO

udp {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address
length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address
<own address length> | own | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port
end>}] [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>]

oooooooogIicMpoOOO

icmp {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address
length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class
<traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority

<priority>]

gooad
action log

oooon

no <sequence>

goobogooo

(config-ipvé-acl)



deny[ ipv6 access-list[]

gogododogo

<sequence>

gboboooooooboooobobo

1. 0ob0oboooooooo
gbobooboobobooooooobobob 10000
gboboobooboooboooooooobobobobo+1000D0
Ubobobobobooon 4294967284000 0000O0O0O0O0O0O0O0OO0OODO

2. 000000
10 42949672940 100000000000

{ipv6 | <protocol> | icmp | tcp | udp}
Ibv6 00000000000 DOO0ODOOODODOOO

OO0000O000OOoO00OOoO00oDOboOoOoobOipvedODOOOODO

1. 0ooobooooooooo
gbobooog

2. 000000
10 4204560 490520 590610 255010000 0000O0O0O0OOO0O0OOOOOO
00oo0o0o0oooooooooo 4200000000000 OOOoIPvemoooooOOoOOO

{<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}

OO0 Ipv6eO0O0O0OO0OOOODDOO

OO0000o0oOIpv6e0000D0OD0OO000O0OO00O anyOO0Ooooogd

1. 0000o0ooooooooo
ooooooo

2. 000000
<source ipv6>/<length>[ host <source ipv6>[ own-address <own address length> 0 0 00 any O
gooogg
<sourceipv6>0 0000 IPv6e 00 0ODOOOOOOOO
<length>O0O IPv6 000 000000000000 OO0ODODOOOOOOOOOtOOODOOO
od
<own address length>0 0 own-address 00 000000000000 O0O0O0OO0OO0O bit
oooooooo
host <source ipv6>0 0000000 <sourceipve>0 0000000000000 0OOO
any0 000000000 IPv6eO00000000OO0OODOOOODODOO
own-address 0 VLANO OOOOOOODOOOO trafficfilter 0000 00000000O0OO
own-address 1 0000000000000 0ODOO0ODOOO0OOOOO IPv6OOO0ODOOOOO
ooooIpv6e0000000D0ODOOOODOOOODOO
<source 1pv6>[ nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnnf1]
0 0:0:0:0:0:0:0:0 O ffff:feff-Eef: L ErEFECF £ £
<length>0 00 128

{{eq | neq} <source port> | range <source port start> <source port end>}
goooooooooooogg
Jooooo TCPOOO UDPOOOODOOODOODO
1. 0000000oooogooad
oo0ooooooooooon
2. 000000

73



deny ipv6 access-list[]

ogd 65301000 0000DO0ODODbOObOODOn

0000000oooooo 4-30TCPO0ODOOODODODOOODOOODODO 4-50U0DPOODO
0bodbOoooooIpveOODODOOOOODO
eqUO00O0OO00O0OOO<sourceport>0000000O0O0O00O0O0OOO0OOO0O
neqUO00000O0OO<sourceport>00000000000O0O0O0O0O

range 0 00 00 00O O O <source port start> 0 0 <source portend>0 00000000000
opooo

<source port end>[] <source portstart>0 0000000000000 O0OO0DOO0O

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own
address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}

oo Ipv6eO00O0OOO0DOOODOOO

ooooooIpve00D00OD0OO0O0OO00OO0OO0 anydOODOODOO

1. J0doodoooooood
goooooad

2. 00o0ooag
<destination ipv6>/<length> own-address <own address length>[ host <destination ipv6>[
host own-addressd anyd own 0 [0 0 range-address <destination ipv6 start> <destination ipv6
end>0000000
<destinationipv6>0O 000 IPv6e OO OOOOOODODOO
<length>OO IPv6e 00D 0OO0000O0O0OO0ODODOODOOODOOODOOODO itO00QonOOad
ad
<own address length>0 [0 own-address 00 000000000000 OO0O0O0O0O0OO0O bit
gooooooa
host <destination ipv6> 0 0000000 <destinationipv6>0 00 000000000000
ad
any00O0000O0OOO IPpv6eO0OO0OO0OOODOODOODOODOOOO
own-address 000 own OO VLANDOOOOOOOOOOODO trafficfiter 000000000
goood
range-address 100000000000 O0OODOOO VLANOODOODODOOOOO
traffic-fiter 0000000000 OOOO
own-address 0 000000000000 ODODOODOOODOOOOIPv6eODOOODODOOOO
dooIpve0000OD0DOOO0ODOODODOOODOOO
ownO0OODOODOODOOODODOODOOODOOODOOOD IPveODDOOODOODODOOO
IPv6e 0 OOO0O0OIPve OO0 00000000000 DOODODO <length>000000000O0O
good
range-address 0 0 0 0 0 0 0O 0 O <destination ipv6 start> 0 00 <destination ipv6 end> [ 0 0
dooooooooooo
<destination ipv6 end> [0 <destinationipv6start>00 000 IPv6e 000000000 ODO0O
gd
<destination ipv6>[] nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn(T]
0 0:0:0:0:0:0:0:0 O ffff:feefEre:frefFEre: £Fef: FEFe £
<length>0 00 128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
O0000b0O000o0Oo0ooon
000000 TCpOOO UDPOOODOOOODOOODO
1. J00doobooooooa
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oo0oooopDoooooo

2. 000000
00 655350100 0000000000000 00O0O0O
00000000o00O0oo 4-30TCPO0OOOOODOOOODOOOODODO 4-50U0DPOODO
gooooooooIpve@OOOOOoOoOOOOO
eq000000ODOO<destinationport>0000000000000000O0O
neq0 0000000 O<destinationport>00000000000000
range 0 0 00 00O OO O <destination port start> [0 0 <destination portend>0 000000
gooooooo
<destination port end> 0 <destination port start>0 00 0000000000000 OOO0O

traffic-class <traffic class>
oo oboobD
oo ooboobo
1. 0000o0oooooooo
goooooooooooo
2. 000040ad
oQ 2550100000000 O0O0O

dscp <dscp>
0000000000000 000000000000e00D0DOO0 DSCPOOOODODOOO
godooooooooooooooooooboo eoooooooooao

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0000booooooooo
gboboboboboooon
2. 000000
0063010000000 DSCPOOOOOOODOO
00000 DSCPOOOOD4-80000ODL DSCPODODOODDODODDODDDOO

established
TCPOUOOO ACKOOODOODO RSTOOODO 1000000000 O0OOOOOO
oooooo TCeOODOOOOOOODOO
1. 00o0ooooooooog
goooooooooooo
2. 0000404
oo

{ack | +ack | -ack}
TCPOOOO ACKOOOOOOOOOOODOO
000000 TCPOOOODOOOODOOO
ack 000 +ack0 ACKOODODO 1000000-ackd ACKOOOO OOODODOODOOODODOO
1. J0ooooboooobooa
go0dooooooooon
2. 0000a0o
oo

{fin | +fin | -fin}
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76

TCPOOOO FINODDOOODOOOOOOODOOO
goooooTCpOOOOOOOOOOO
fin000 +in0 FINOOOO 1000000-fin0 FINODOOO OOOOOOOOOOOO
1. 000000ooooboobo
gbobooooobooobogon
2. 000000
oo

{psh | +psh | -psh}
TCPOOOOPSHOOOOODOOOOOOO
oooooo TCceOOODOODOODODO
psh000 +psh0 PSHOOOO 1000000-psh0 PSHOOOO OOODOODOOOOOOO
1. J0dodooodooogod
goddddooooood
2. 00o0ooaog
oo

{rst | +rst | -rst}
TCPOOODO RSTOOOOOODOOODOOOO
jgooooo TCcpOOOODOOODODOOO
rst 000 +rst 0 RSTOOOO 1000000-rst0 RSTOODOO OOOODOOODOOOODO
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goooododdddooooooooooooooooooooboon

5, 00000000 own-address 00 own OO ODOODOOOODOOOOODODOODOOODOOO
Ipve 00000000 DOODOODOODOOOODOODOODOOOO

6. 000000000 ODODOODODOOOD any0O0OO0 Lend 64000000000000O00OO
oooooo

7. 000000000000000000000D0000000O0O0O0O00 VLANODOOOOOOoOOo
do0dodoooooodooooododooooo VLCANOODODODODOOoOoOoO VLANIDOO
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goooooodoogood

8. VLANOOODOODOODODOOUOOODoDODoDOooooOoooooo VLANOODODoDOooooooo
ogooooo

9. 000000000 DODOOO VLANOOODODOOOOO 200000000000000
dodoOoooo TCeOODOOOOOODOODODODODOOOODOODODODODODOOOOO
god

10.VLANOOODOODOODOOOOO 2000000000000 00MACODODOOOOOOOOOOd
goooooog

11.00000leg0 00000000 0OOODOODOODOODOOsystem hardware-mode [0 access-log O [
gooooood

ggoooooo

ipv6 access-list



mac access-group

Mac aCCess-group

0oo0o0o0oOoOoQoOoOopoopooo VLANOOOOOooooooo MACOOOOOoOooooooo
MACOOOOOOOOODODOODOO

gboboooooboobobobobooooooboobobdoegbobooboobooboboboboo
goobaoob

gbobooooooboobobobooooooooooboobobobooooooobobobooooon
00000000 O0DOO0D0O00 InboundOODOOODOOOODOODODOO

goobognd

goood
mac access-group <access list name> {in | out} layer2-forwarding

goood
no mac access-group <access list name> {in | out} layer2-forwarding

goooodn
(config-if)

goobogoo

<access list name>
0000 MACODODODOOOOOODOO
1. 00o0o0ooooooooo
gooooog
2. 00000d
3100000000000000
0o00Mmoooooooooooooboobooooobooooo

{in | out}

Inbound 0 O 0O Outbound DO OO0 OO

in 0Inbound0 O O0OOOODO

outd OutboundD OO OO DOOO

1. 00ooooooooooo
ogoooooo

2. 000040a
oo

layer2-forwarding
doddddoooooooooooooo
layer2-forwarding 0 000 200000 IPO0DODOODOOOOOOOOO
1. 00o0oooooooooo
ogoooooo
2. 00004ga
oo

gooboooboobooon

ao
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mac access-group

ggoooooo

100b00obo0ooooboobobobobooooooooboobobobobooooooooboOobOoDboOoD
gboboooboobobobobooooobooboobobobobooobooboobobOobo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 0000000000000 MACOOOOO Inboundd Outbound D OO DO ODOOOOOOODOO
goddddddddoooooooooooooooooboooooboon

2. 00000 MACOODOODOOOOOOOODODODODOOOMACOODODODOODOODOOOOOO
oo

3. 0000000000 default standardd default standard-advancel default extended default
extended-advancel filter-only extended filter-only extended-advancel filter extended[ filter
extended-advancel] qos extended 0 00 0 qos extended-advance 10000000000

4, J000D0O00O0OD0O0OD00D00D0O0O00OO00O00O0O0O00ODO0ODODO VLANOOOOODOODO
000bO00oo0oooodoooooDdooooooo VLCANOODOOOOOoOOO VLANIDOO
goodddoooogood

5. VLCANOOOODOODODOOOOOOODOODOODODO00DO00O0O0O0OO0 VLCANOODODOoooooo
gooooao

6. 00000 leogDODOODODOOOODOODOODOODODO system hardware-mode O access-log O O
gooooood

ggoooooo

mac access-list extended

98



mac access-list extended

mac access-list extended

MACOOOOOOOOOOOOOoOoOoOooooooooooMACOODOOoOOooooooooooooOOo
0000000 MACOODODOOO MACODDODDODODOODODOODOODODODODOOOVLANIDOOOOOO
gboboboboooboooooboon

goooooooooo IpooooOoOoOOOOOOOOOODOOO

gboboooooobooboboboooboooooooobooboboboo0ooOebOobOobOoboOobOoOon
gbobooogooo

0000000000000 DOODOOOO0OO0DOODOODOD permitO000QOO0OCODOODODODODOO
gbobooooooboobobobooobooooooooboobobobobooobooooboboboobooon
00000000 InboundDOODOOOOOOOOODDOO

goobognd

ooooo
mac access-list extended <access list name>

oooono
no mac access-list extended <access list name>

gogododogo

(config)
ogoooooo

<access list name>
0000 MACODODODOOOOOODOO
config-ext-macl 0000000000
IPv4a0000O000COO0IPVA0O000000OO0OIPv6e 0000000 AdvanceO O OO OOOnO

gboboooooooboooobobo

1. 0000boooooooo
gboooooog

2. 000000
3iguoobobooooooon
gobmoooboooooooooobooobooooooog

doddoooooooad

oo
goobogoooo

ao
goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 00000 Ipva00000000000IPVAO000000O0O0O0O0OIPv6éOOOOOOOODOOO
goobooon
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gooooood
mac access-group
mac access-list resequence
deny[] mac access-list extended[
permit[] mac access-list extended

remark
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mac access-list resequence

MACOOOOOOOOOOOOOOOOOOOOOOOOOOOOoOooo

goodgdao

oooooooo
mac access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

gogododogo

(config)
oogogoooo

<access list name>
00oo MACOOOOODODODOOOOOOO

1. 0000booooooooo
gboooooog

2. 000000
3iggooboboobooooon
gbomooobobobooobooooobooboboooo

<starting sequence>
jdddooooooooooo
1. 0000o0oooooooo
goooioodo
2. 00000d
10 42949672940 10000000000

<increment sequence>
Jodddoooooooooooogo
1. 00oooooooooog
goooioodo
2. 0000ga
1gi1oo0ioddoogooooo

gooboooboobooon
ao
gogoooogo
oo
gooooooogo
gbobooooobooboobobobooon
goobognd

ao

gogoooogo

mac access-list extended
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permitl] advance access-listl]

102

Advance 000000000 OOOOODOODOODOOOOOO

ggodgguo

gooooooo
[<sequence>] permit mac{0 00000 }[0000 ]

[<sequence>] permit mac-ip{ 000000 }[0000 ]
[<sequence>] permit mac-ipv6 {000000 }[0O0D0O ]

ooooooo
mac{000000 000

MACOODOOODOODODODOOOOOODOODOOOoOoooo

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} [<ethernet type>][vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>]}]

mac-ip{ 000000 000

MACOOOOOOIPv4OODODODO Layerd DO DO ODODODODOOOOOOODOODO

goooad

e JOD0OD0OU0DOUODODODODODOOOO TCPOUDPOICMPOODO IGMPOODOO
a
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ip | <protocol>} {{<source ipv4> | own-address} <source ipv4
wildcard> | host {<source ipv4> | own-address} | any | own | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own | range-address <destination ipv4
start> <destination ipv4 end>} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
{<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |
[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

- 0000000000000000000000 TCPOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tep {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{i<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{{eq | neq} <destination port> | range <destination port start> <destination port end>}]
[{[established] | [{ack | +ack | -ack}] [ifin | +fin | -fin}] [{psh | +psh | -psh}] [rst | +rst |
rst}] Hsyn | +syn | -syn}] [urg | +urg | -urgll}] [{[tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority
<priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

e 00000 U0DO0ODOODOODODODOOOO UDPOODO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
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<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} udp {{<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start>
<source ipv4 end>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{{eq | neq} <destination port> | range <destination port start> <destination port end>}]
[{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list
name>}] [user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan
<vlan id>]}]

e 0000000000 DOOODOODOODOODOD ICMPOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} icmp {{<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start>
<source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [{<icmp type> [<icmp code>] | <icmp message>}] [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>J}]

-+ 0000000000000000000000 IGMPOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} igmp {i<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start>
<source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [<igmp type>] [{[tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |
[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

s JO0OOODOOOO0OOOOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> |
own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any | own |
range-address <source ipv4 start> <source ipv4 end>} {{<destination ipv4> | own-address}
<destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own |
range-address <destination ipv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [fragments] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan

id>1}

mac-ipv6 {0 00000 000
MACOOOOOOIPv6eOOOOOOOD Layerda DO ODOOOOD0OODOODOODODOODOOO
goodo
e JO00O0ODOODOO TCPOUDPODOO ICMPOOODOO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tipv6 | <protocol>} {<source ipv6>/<length>| host {<source
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104

ipv6> | own-address} | any | own-address <own address length> | own | range-address
<source ipv6 start> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination
ipv6> | own-address} | any | own-address <own address length> | own | range-address
<destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp <dscp>}]
[vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |
[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

e JODODODOO TCPODOO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tcp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any| own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} [{{eq | neq} <source port> | range <source port start> <source port
end>}] {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{{eq | neq} <destination port> | range <destination port start>
<destination port end>}] [{[established] | [{ack | +ack | -ack}] [{fin | +fin | -fin}] [{psh | +psh
| -psh}] [{rst | +rst | -rst}] [{syn | +syn | -syn}] [{urg | +urg | -urgil}] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority
<priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

- 00000000 UDPOODO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} udp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} [{{eq | neq} <source port> | range <source port start> <source port
end>}] {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{{eq | neq} <destination port> | range <destination port start>
<destination port end>}] [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan
id list name>}] [user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>]
[ctag-vlan <vlan id>]}]

e JODO0ODOODO ICMPODOO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} icmp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6> |
own-address} | any | own-address <own address length> | own | range-address <destination
ipv6 start> <destination ipv6 end>} [{<icmp type> [<icmp code>] | <icmp message>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan

id>1}]

oooon
mac{000000O 000

action policy-switch-list <policy switch list no.>

macip{000000 ;000

action {policy interface vlan <vlan id> next-hop <next hop ipv4> | policy-list <policy list no.>

policy-switch-list <policy switch list no.>}
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mac-ipv6 000000000
action {policy interface vlan <vlan id> next-hop <next hop ipv6> | policy-switch-list <policy

switch list no.>}

ggood
no <sequence>

gogododogo

(config-adv-acl)
oo0oooOon

<sequence>

o0000O00oOooooooonoonog

1. 0000oobobooobooon
obobooobooboboooooooboobob oo
oboboobobooooooooooboobobobo+10bO0D
0000000000 Db0O0 4294967284 000000 O0O0OODODO0ODOOOO

2. 000000
10 42949672940 100000000000

gbobooooobooo

{<source mac> <source mac mask> | host <source mac> | any}
000 MACOOODODODOODOOODO
0000000 MACOUODOOOODODDOOD anyOOOOODOO
1. 0000oboooooonoo
gpoooog
2. 000000
<source mac> <source mac mask> host <source mac>0 00 any OO OO OO0

<source mac>0 0000 MACOOOODOOOODODO

<source macmask>0 0 MACOOOOOOOOOODOOOODOOOOODOOOOOOOO MAC
00Do00OoDOOoooooon

host <source mac>0 0000000 <sourcemac>00000000000000OO0O0O
any0 000000000 MACOOODODOODOOODDOOOOODOOO

MAC O 000 (annn.nnnn.nnnn)C 0000.0000.0000 O ffff.£fff.£ff0 16 0 0 O

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp
| oadp | pvst-plus-bpdu | slow-protocol}
OO0 MACODOODOOOOOOO
000000 MACODODOOOOOOOO anyOQOO0QOOOO
1. 00o0oooooooooo
gooooog
2. 000040ad
<destination mac> <destination mac mask>[] host <destination mac>0 any bpduld cdpd lacp
11dp0 oadpd pvst-plus-bpdu O O O slow-protocol 0 0 O 0 00O
<destination mac>0 000 MACOOODOOODOOOODOO
<destination macmask>00 MACOOUOOOOOODOODOOOOOOOOOOOOOOOOO
MACOOOOOOOOOOODOO
host <destination mac>0 0000000 <destinationmac>000000000000O00O0O0

ao
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any0J 00000000 MACOOOOOOOOOOOOOOOOOO
bpdu0 0 0O0O0OOBPDUOOOOOOOOOOOOOOOOOO
cdp000000OCDPOOODODOOODODOOOOODODOOOO

lacp 0 0 O slow-protocol 1 0000 00Oslow 000000000000 00O0OOOOOO
00000 LACPO IEEES02.3ah/UDLD 000 slow D 00000000000 OOOOOO
lacp000000O0LACPOOOOOOOOOOOOOOOOOO
ldp00O00O0O0OLLDPOOOOOOOOOOOOOOOOOO

oadp 000 0000OCADPOOONONDDOOOODOOOOODODOO

pvst-plus-bpdu 0000000 PVST+000000000000000000

MAC 0000 (annn.nnnn.nnnn) 0000.0000.0000 O ffff.£fff.£ff0 16 0 0 O

<ethernet type>
djdddooooooooooooo
1. 00o0oooooooogod
gooooooooooaa
2. 000000
0x0000 0 Oxffff0 16 00D O0DO00OO00OO0OO0OO0OODODOOOOOOO
g 49U ™

gboobd

vlan {<vlan id> | <vlan id list name>}

VLANIDOOO VLANOOODOOODOOooo

godooboooooooooooobooooooooooooooooo

1. 0000oooooooooa
godoooooooooo

2. 000oogd
VLANIDODOO VLANOOOODOOODODOOOoO
VIANIDOOOOOmMOOOOOOODOOoOooOoooooooooooao

user-priority <priority>
ddddooooooooo
1. 00000o0oo0ooooaa
goooooooooooa
2. 000000
oo 70100000000000

ctag-untagged
0000 TagOOOOOODODOODODOOOOOOO
1. 00o0oooooooogod
goooooooooooda
2. 000000
oo

ctag-user-priority <priority>
0000 TagOOOOOODODOOODOD
1. Joooobooooboon
ggoooobuoooobooa
2. 000000
oo 7010000000DOO0OO
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ctag-vlan <vlan id>
0000 TagO VLANIDOOODOODOO
1. 000o0o0ooooooooo
goooooooooooo
2. 00000d
o0 409501000 0000O0DO0DOO

{ip | <protocol> | icmp | igmp | tcp | udp}
0000000000 macip0000000OCODOOOODOO
Ipv4a000000O0O0OD0ODOODOODOODOOOOO
0do0bOO00dbOoOO00obO000obO0o0oDbOOooDoOopOOoOoOoooa
1. 000o0o0ooooooooo
gooooog
2. 000004
o0 2550100 000000000O0O0O0OOOO0O0O0O0
Jdo0o0OodboOo0oooDbO0dboD 4 1000000000bO00DOIPvd@ODO0DOOODDOO

{ipv6 | <protocol> | icmp | tcp | udp}
0000000000 macipv6 0000000 OOOODOOOO
IPv6e 0000000000000 000O00O0O00O0O
00000000000 DOOoDoOooooodoawpvedOOOOoOnO
1. Jdodoobooooooa
goooooaa
2. 0000O00Oad
10 420450 490520 59061 0 2550100 000000000 O00O0OOOOOOOO

0ooo0o0oooooooooo 420000000000 0OOOOIPVeDODOODOOOODOOO

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |
own | range-address <source ipv4 start> <source ipv4 end>}
oooIpva000O00OD0ODOODOO
0o0oooooIpva000D00O00D00D00ODO anyOOOOOCOO
1. 000o0o0oooooooao
goooooao
2. 00000040
<source ipv4> <source ipv4 wildcard> host <source ipv4>[ any[] own-address <source ipv4

wildcard>host own-addressCJown 0 [0 0 range-address <source ipv4 start> <source ipv4 end>
ooooooo

<sourceipv4>0 0000 IPv4a0 000000 ODOODO

<source ipv4d wildcard>0 0O IPv4 00000000000 0OOCOOCOOOOOOODOOOOO
oooooooIpva000O0OD0OOOODOOOOO

host <source ipv4>0 0000000 <sourceipv4>0 0000000000000 0O0O0O

any0 000000000 IPv40000000O0OO0OODOOOODODOO

own-address 100 own OO VLANOODOODOOOOOOODO access-group DO OO O0OOODO

oooog
range-address 00 000000000000 0OODO VLANODODOOOOODOODODOO

accessgroup U 00 0000O0O0OOOODOO
own-address 1000000000000 0O0OO00O0ODOOO0OOOOO IPVA00O0ODODOOO
Ipv4a00000O0OOCOOODOODOODOOOO
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own 000000000 DOODO0ODDOO0OOOOOOOOOIPv40ODOO0ODODOODODOOOO
o000oo00oo0o0ooo0ooo0ooo0o0ooooooooobDoooooo
O0O0Oown-address 000 own 0000000000000 0ODDOO0OOOOOODOOOOO
IPpva00000000O0OODOO

range-address 0 0 0 0 0O 0O O 0O O <source ipv4 start> [0 0 <sourceipvdend>0 0000000
oooooogo

<source ipv4 end> [0 <sourceipvd start>O0 0000 IPv4 0000000000 DOOOO

IPv4 0000 (hnn.nnn.nnn.nnn)d 0.0.0.0 O 255.255.255.255

{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address
length> | own | range-address <source ipv6 start> <source ipv6 end>}
oo0OIpve00O0O0OD0OODDOOO
oooooooIpve000OD0O0O00OD0OO0DOODO anyODOOOOOO
1. J0dodooogooogod

oboobooo

.0ooooo

<source ipv6>/<length>[ own-address <own address length> host <source ipv6>[ host
own-address[] anyJ own 00 0 O range-address <source ipv6 start> <source ipv6 end> 0 0 O O
ooo

<sourceipv6>0 0000 IPv6e 0000 OODODOOONO

<length>0OO IPv6 000 0000000000000 0OO0O0OOO0OO0OOOOObtOOOODOO
od

<own address length>0 [0 own-address 00 000000000000 O0O0O0O0OOODOO bit
oooooooo

host <source ipv6>0 0000000 <sourceipve>0 00000000000 O0OOOO
any0 000000000 IPv6e000000000O0O0OOOOO0ODOO

own-address 000 own OO VLANO OO OODODOOODODO trafficfiter 000000000
ooooo

range-address 100 0000000000000 O VLANOODODDOOOOOOOOO
traffic-fiter 0000000000 O0ODOO

own-address 100000000000 00O0ODOO0OOOOOOOOO IPveOOOODOOOOO
ooooIpv6e0000000D0ODOOOOOOOODOO

own 0 OOOO0OO0O0O0OOOOODOOOO0ODOOOOOOOOIPv6OOOODOOOOODOOOO
IPve 000 O0OIPv6e0DO0OO0OO0OD0OO0O000OO0OO0OOOOOO <length>0000000000
oooo

range-address 0 0 0 00 0O 0O O <source ipv6 start> 0 [0 <sourceipvéend>0 00000000
oooood

<source ipv6 end> [0 <sourceipv6start>0 0000 IPv6 0000000000 ODOODO
<source ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) 0:0:0:0:0:0:0:0 O
FEEFEFECEEE FEFECFEE FEFE 16 £

<length>0 00 128

{{eq | neq} <source port> | range <source port start> <source port end>}
goooooooooooooda
Jd0oooo TCPOOO UDPOOODODOOODOOODO
1. J000O00oooooooo

gbooooooooobaonb

2. 000000



permit] advance access-list[]

ogdes530 100000000000 DO0OD0ObOOOO

000o000boo0ooooo 430TCPO0O0DOOOODODOOODO 440U0DPOODOOODO
0o0OooooIpvdO0O0O0O 4-500DPOOODOOOOODOODOOIPv6eODOOOOOO
oo

eqUOO0OD0O0OOODO<sourceport>00000O00OO0OOOOOOOODOO
neqO0000O0OO0O0OO<sourceport>000000O0O00OO0OOOOO

range J 0 00 00O OO O <source port start> 0 0 <sourceportend>0 00000000000
ooad

<source port end> [ <source portstart>0 0000000000000 0OO0OOOO

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}

o0 Ipva0000O00ODOODOODO

ooooooIpva00D00D0O0O0O0OOOO anyOdOOOODOO

1. 000o0o0ooooooooo
goooooo

2. 000004
<destination ipv4> <destination ipv4 wildcard> host <destination ipv4>{ any] own-address
<destination ipv4 wildcard>0 host own-address( own [0 0 00 range-address <destination ipv4
start> <destination ipv4d end>0 000000
<destination ipv4>0 000 IPv4a0000000O00OO
<destination ipv4 wildeard>0O 0 IPv4 0000000 00O00OCOO0OOODOODOOOOOOO
doooooooIpva0O0ODODODOOOOOO
host <destination ipv4>0 0000000 <destinationipv4>00000000000000O0O0
oo
any0 00000000 IPva000000O0D0OO0O0OOOOOOODOO
own-address 100 own OO VLANOOOODOOOOOOODO access-group DO OO OOOODO
ogoooao
range-address 10 0000000000 DOODOO VLANODOOODOOODDOODO
accessgroup U 000000 0O0OOOODOO
own-address 100000000000 D0O0OOOOO0OOOOOOODO IPv4000OOODO
IPv4a0000000D00OO0ODOOODDOOO
ownOODODODODOODODOODOOOOODODDODOODOOOIPv40ODOODODOODOOODODO
gD oo bbobobbobobbooboo
O0OOown-address 000 own OO OO0 00000000 DOO0OOCODOODOODOODOOOOO
IPv4a0000000OO0OOODOO
range-address 0 0 0 0 0 0 0O 0 O <destination ipv4 start> 0 [0 <destination ipv4 end> 0 0O 0O
doodooooooooooo
<destination ipv4 end> [0 <destinationipv4 start>0 0000 IPv4a0000000COO0O0OO
ad
IPv400 00 (nnn.nnn.nnn.nnn)00.0.0.0 O 255.255.255.255

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own
address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}

o0 IpveO0O0D0OODOOODOO

000000 TIpve0000D0O0DO0OO0OD anyO0DOOOODOO

1. boboobooboooooo
goobobo

109



permit(] advance access-list[]

2. 000000
<destination ipv6>/<length>{ own-address <own address length>[ host <destination ipv6>[]

host own-addressd any own 0 00 0 range-address <destination ipv6 start> <destination ipv6
end>0000000

<destinationipv6>0 000 IPv6e OO O0OOOOODOODO

<length>0O0O IPv6 000000000000 O0DOOO0O0ODODO0OOOOOBKODODOOODO
ood

<own address length> 0 0 own-address 0 0000000000000 OOO0DOOODODOO bit
oooooooo

host <destination ipv6> 0 0000000 <destinationipv6>00 0000000000000
od

any0 00000000 IPv6O00000000OD0ODOO0ODOOOOONO

own-address 000 own OO VLANO OO OOODOOOODODO trafficfilter 000000000
ooooo

range-address 100000000000 O00D0DOO VLANOODODDODOODOOOOO
traffic-fiter 0000000000 O00ODOO

own-address 1000000000000 00DOO0O00OOOOOOO IPpv6eO00ODOO0OOOOO
oooIpv6e0000000O0D0ODOO0ODOOOOOO

own 0000000000 OCO0OODOODOO0ODOOO0ODOOOOIPv6éOOO0ODOOOOODOOO
Ipv6 00000OIPv60 0000000000000 0O0ODOO <length>0000000000
oooo

range-address 0 0 0 0 0 0O O 0 O <destination ipv6 start> 0 [0 <destination ipv6 end> [ 0O O
oooopoooooooo

<destination ipv6 end> [0 <destination ipv6 start>0 0000 IPv6e 000000000 ODO0O
od

<destination ipv6>(nnnn:nnnnnnnn:nnnn:nnnn:nnnn:nnnn:nnnn)d 0:0:0:0:0:0:0:0 O
JiisRisiaiigiiinIigiiigiiiniig

<length>00 00 128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
goodddddogooooo
0oOdoodo TCpOODO UDPOOOOOOOODOODO
1. Jddddoooooooo
ddddooooooooo
2. 000gogad
00 6553500100 00000 OODODOODOOOOOOn
00000000000odo 430TCPUO0O0D0ODODOODOOOO 440U0UDPOOOOODO
000O00oIpvdOOOO0DO 450U0DPOOOODODODOODOOODOIPv6IODOOODOOODO
ad
eqUO0000000O0O<destinationport>0 0000000000000 0OOO
neq 00000000O0O<destinationport>0 0000000000000
range 1 000 00 O O O <destination port start> [ [0 <destination portend>0 000000
dooooood
<destination port end> 0 <destination port start>0 00 0000000000000 OODO0O

tos <tos>
00000000 TeSOOOO0D0OOO0ODO0DO 30604000000 tesOOOO0DOOODO
0000000 ToSOODOODOODOO 3060 40000000000
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Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0000obobooooooo
gbobooboobobooon

2. 000000
o0 1010000000 tesOOOODOOOOO
gbodb0OdtesOOD0O0OD0O 46000000 tosOOO0ODO0OOODOODODO

precedence <precedence>
00000000 TeSOOODODOOD 3000000 precedence 010 OOODOONO
0000000 TeSOODOOOOO 30000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 000o0obooooooooo
0dbooOOoboOoooooon
2. 000000
007010000000 precedence O OO OODOODO
00000 precedence 10000 47000000 precedence 100000 O0O0OOOOONO

traffic-class <traffic class>
gl og o
gogobdobddddddiddddddduoouogo
1. 00o0oooooooooao
goooooooooooao
2. 000000
o0 26501000 0000O0O0O0O0

dscp <dscp>

0000000000 macipd 00O
00000000 TeSOOOOODOOD 60O 0OOOO DSCPOOOUOOOODO
0000000 TeSOOOOOOODeOOOoOoOoOoOOOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

0000000000 macipv6e D00
0000000000000 00ooooUUoUUUU eODoDODODODO DSCPOOODODODODOO
gbobobooobooboboobobobobooobebobOobOobOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0000o0o0oooooboooo
gbobobooobooogo
2. 000000
ode3010000000O0DSCPOOOOOOOODO
O0O0O0O0O DSCPOOODODO 48000000 DSCPODOODODODOODODODOODOO
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established
TCPOUOOO ACKOOODOODO RSTOOODO 100000 DOODOOOOOOO
oooooo TceOOODOODOODOODO
1. 00o0o0o0ooooooaod
goododoooogood
2. 000000
oo

{ack | +ack | -ack}
TCPOOODO ACKOOODODODOODOOOODOO
OO00O0oO0O TCPOOOODOOODODOOO
ack OO0 +ack0 ACKOOOO 1000000-ackO ACKOOOO OODOOODOOOODOOO
1. J0dooooooooooa
ogoooobooooboooo
2. 00o00ooOoa
oo

{fin | +fin | -fin}
TCPOOODO FINOODOOODOOOODOOODO
jgooooOo TcpODOOODOOODODOOO
fin000 +in0 FINOOOO 1000000-fin0 FINOOOO OOODODODOODOOOODO
1. J0obooooboooooa
gboooobooooboooo
2. 00000Oa4d
oo

{psh | +psh | -psh}
TCPOOOO PSHOOOOOODOOOODOOO
jooooo TCpOOOODOOODODOOO
pshO000 +psh0 PSHOOOO 1000000-psh0 PSHOOOO OOODOODOOOOOOO
1. J0obooooboooooa
ooooooooooooo
2. 0000OOa
oo

frst | +rst | -rst}
TCPOOOO RSTOOOOOODOOODOOOO
gooooo TCcpOOOODODOOODOOO
rst000 +rst0 RSTOOOO 1000000-rst0 RSTOOODO OOOODODOOODOOO
1. J000O00o0ooOoooo
ooooooooooooao
2. JOgoooad
oo

{syn | +syn | -syn}
TCPOOOO SYNOOOODOOODOOOOOOO
0oodooo TceOODOOOODOOOO
syn00O0 +syn0 SYNOOODO 1000000-syn0 SYNOOOO OOOOOODOOOODOO
1. Jddddoooooooo
doddooooooogo

112



permit] advance access-list[]

2. 000000
ao

{urg | +urg | -urg}
TCPOOOO URGOOODOODOODOOOOOO
oooooo TceOODOOOODOODOO
wgOO +urgd URGOOOO 1000000-wwgd URGODOOO OOODOOOODOODODO
1. 000o0o0oooooooo
gooooooooooog
2. 000000
oo

<icmp type>
ICMPOOOOOOOOOO
ooooooIcMPOOOODOOOOOOO
1. 00o0o0ooooooooo
gooooooooooog
2. 0000gad
oQ 2650100000000000

<icmp code>
ICMPOOOOOOOOOO
ooooooIcMPOOOODOOOOOOO
1. 00000o0o0o0ooooo
goooooooooooo
2. 0000gad
o0 2650100000000000

<icmp message>
ICMPOOOOOOOOOODOODOO
ooooooIcMPOOOODOOOOOO
o0oo0o ICMPOOOODOOOOOOO 4-110ICMPOODOOOOCOOODOOOOOIPv4IOOO
00 4-120ICMPOOODOOOOOOOOOOIPveODOOOOOOOOO
1. 00o0oooooooooo
goooooooooooo
2. 00004ga
oo

<igmp type>
IGMPOOOOOODOODOO
gooOooo IGMPOOOODOODOODODOO
1. 0oooooooooooo
o0oooooooooooo
2. 000000
o0 2550 100000000000

fragments
20000000000000000000000
1. 00o0o0o0ooooooooo
goooooooooooo
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2. 000000
ao

oooooon

action
oo oobobobbbbbbbbbobobobobddddodooooo
goooao
1. 00o0o0o0ooooooaad
godddddddoooooooooooo
2. 000000
oo

policy interface vlan <vlan id> next-hop <next hop ipv4>
Jodoooooooooooobobobbobobobo
1. 00o0o0o0oooooooaad
godddddooooooooooooooooon
2. 000000
<vlan id>
VLANIDOODODODMODOOOOooOooooooooooooooooo
<next hop ipv4>
ogdoodooIpva00O0O0OD0DOOODOOO
oo bbbbbbbbbbbbbb0o00gUuoog
gD bbbbbbbbbbobobobooog
goboddddoooooooooooooooooboboboboooboobooooo

policy interface vlan <vlan id> next-hop <next hop ipv6>

goddoooooooooobobobbobbobobobo

1. 000o0oooooooaod
goddddooooooooooooooooon

2. 000000
<vlan id>
VLIANIDOOODODMODOOOOOOOoOoOooOooooooooooo
VLANIDOODOODO VLANOOOODOODOODOipv6eenable DO OO OIPve OO OOOOOOO
goodoood
<next hop ipv6>
gooodooIpve00O0O0ODOOODOOO
gdoddddodoooooooooooooooooooboobooobobooboboooboooon
gobddddddddoooooooooooooooooooboooboon

policy-list <policy list no.>
goobooboooboobooobooboooobog
1. Jooooobooooboooo
ggboodobooboooboobbooboon
2. 000000
policy-list 0000000000 OD0OODOODOOOOODOOOODOODOODOOOOODODn

policy-switch-list <policy switch list no.>
gooboobboddddooooooooooooooo
1. 000oooooooood
doddddooooooooooooooooon
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2. 000000
policy-switch-list 1 00 0000000000000 0O00O00O00O00O00O000000000

doddoooooooad

oo

gogoooogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
goao

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 000 MACOOODODOOODOO MACODOOOO nonnn.nnnn.nnnn ffff.ffffffff 00000000 any
ooooooo

2. 00 MACOOOOOOODOODDOOOODOOOODOOODOOOODDDODOODOODOOODOOD
000000000o000oo00DoO0o MACOOOODDODOOODODOOODoODOoOoOoDoOoOoDOO
0041000000000 MACOOOODODOOODDOOOOOODO
00000000 MACOODODODOOODOO MACOOOOQO nnnn.nnnn.nnnn 0000.0000.0000 O O
000000 host nnnn.nnnn.nnnn 0000000

3. 000 Ipva0 000000000 DODOOODODOOOIPVA000DOOO0ODOODOOODDOO
255.255.255.255 00000000 any0 0O OOOO

4. 000 IPv4000000000 IPv400000 nonnnn.nnn.nnn 0.0.0.000000000 host
nnn.nnn.nnn.nnn 0000000

5, 000000000 0DOO00DOO000DODDO00DO000DDODDODO00DOO000ODODDO0ODD IPv4
O00oooooIpva0D00000O00OO0ODOOOODOOOOODOO

oooIpva00O0O0O
gboboboboooooooobobobobo

gooIpva00O0OO
000000000 o0oooo0ooooooooooooooooooooooooog

6. 000 IPv6e 000000000 IPv6 OO0 OODO nonninnnn'nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0
00000000 any00OOCOOOO

7. 000 IPv6e 000000000 IPv6e 00000 nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128
00000000 host nnnn'nnnn:nnnn:nnnn:nnnn:nnnn:nnnn'nnnn J 000000

8. 000000000 DOUUDOD0UUNDDOUDOO0D00NDDODOUDLDDODODUOODDO0OODOO IbPve
goooooooo Ipv6e0000000D0O00ODOO0DOOOODDOOOOOOOOODOOODOO
ooo

9. 0000000 ODOODOO0ODODO0O0OO00ODO0ODOOO0ODOODOODOO0ODOODOODODODODOODOOOO
00000000000 VLANIDOODOOOOOOOoOoOoOvianOOOOOO0OO0OO0OOOOOOOO

VLANOOOOOOOoOOoOoopooooo

gogoooogo

advance access-group
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permitl] ip access-list extended[]

Ipv4a0000000O0DOODOODOODOODOOOOOOOOOOOO

gboboboooooboobobobooooooooobooboboboooooobobobooobooon
gbobobooboobooboboboboboooon

goobognd

OoOoooooO
[<sequence>] permit {0 00000 }[O0D0OO ]

goooood

e JO0OODODOO TCPOUDPOICMPOOO IGMPOOODOO
{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>} {i<destination
ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} |
any | own | range-address <destination ipv4 start> <destination ipv4 end>} [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ] [user-priority
<priority>]

e JODOODOOO TCPODOO
tep ti<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address}
| any | own | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <source port> |
range <source port start> <source port end>}] {{<destination ipv4> | own-address} <destination
ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own | range-address
<destination ipv4 start> <destination ipv4 end>} [{leq | neq} <destination port> | range
<destination port start> <destination port end>}] [{[established] | [{ack|+ack |-ack}]
[{fin | +fin | -fin}] [{psh | +psh|-psh}] [{rst|+rst|-rst}] {syn|+syn|-syn}] [{urg|+urg|-urgl}] [{[tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ]
[user-priority <priority>]

e JODOOODOOOUDPOODO
udp {i<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address}
| any | own | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <source port> |
range <source port start> <source port end>}] {{<destination ipv4> | own-address} <destination
ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own | range-address
<destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destination port> | range
<destination port start> <destination port end>}] [{{tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan {<vlan id> | <vlan id list name>} | [user-priority <priority>]

e JOD0ODOOOICMPOOO
icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address}
| any | own | range-address <source ipv4 start> <source ipv4 end>} {{<destination ipv4> |
own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own
| range-address <destination ipv4 start> <destination ipv4 end>} [{<icmp type> [<icmp code>] |
<icmp message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> |
<vlan id list name>} | [user-priority <priority>]

e JO00OODOODOO IGMPOOO
igmp {i<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address}
| any | own | range-address <source ipv4 start> <source ipv4 end>} {{<destination ipv4> |
own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own
| range-address <destination ipv4 start> <destination ipv4 end>} [<igmp type>] [{[tos <tos>]
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[precedence <precedence>] | dscp <dscp>}] [vlan {<vlanid> | <vlan id list name>} ] [user-priority
<priority>]

s JO0OOODOOOOOOO0O
{ip | <protocol> | icmp | igmp | tep | udp} {{<source ipv4> | own-address} <source ipv4 wildcard>
| host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination
ipv4> | own-address} | any | own | range-address <destination ipv4 start> <destination ipv4
end>} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [fragments] [vlan {<vlan id> |

<vlan id list name>} | [user-priority <priority>]

goooa
action {policy interface vlan <vlan id> next-hop <next hop ipv4> | policy-list <policy list no.> |

policy-switch-list <policy switch list no.>}

goood
no <sequence>

goobogooo

(config-ext-nacl)
goooood

<sequence>
obobooooooobooboobobo
1. 0ooooooooboobo
gbobobooobooboobooboboboobobon

gboboboboboooobooboobobobooboooo +10000
Uboboboooboobon 42949672840 0000000000000 0O0O0OO

2. 000000
10 42949672940 100000000000

goooooooboon

{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4a000000000000000000000
0d0bOO00dbOoO00obOO0d0bDoooDbOo0ooDDbOOpOOOoOoOooOoa
1. J0ooooooooooa

goooood
2. 000000
o0 26501000 000000000000 00O0OO0O0O0

gooooOo0obOoOOoOoboooO04 100000000000 O00ODIPVMOOODOOOODOOO

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |
own | range-address <source ipv4 start> <source ipv4 end>}
oooIpva000O00OD0ODODOO
O0o00ooo Ipva000000O00OO00OO00 anyOQOOOOOO
1. 00o0oooooooood
goooooad
2. 00o0ooag
<source ipv4> <source 1ipv4 wildcard>[ host <source ipv4> any] own-address <source ipv4

wildcard>Ohost own-addressCown 0 O 0 range-address <source ipv4 start> <source ipv4 end>

oboboobo
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<sourceipv4>0 0000 IPv4000000ODOOOOO

<source ipv4 wildcard>0 0 IPv4 0000000000000 0ODOODODOOOOOOOOO
0o0oooooIpva0000D0OOOODODOOODO

host <source ipv4>0 0000000 <sourceipv4>0 00000000000 OOODOO
any00000000O0O0IPv40000000000OOOOODODOO

own-address 000 own OO VLANOOOOODOODOODOODO access-group 00 OO OOOOO
ooooo

range-address 100000000000 00DDOO VLANODOOOODOOOOOOO
accessgroup U0 0 00000O0O0OOOOO

own-address 0 0 0000000000000 0OD00O0O0OOO0OOOO IPv400D00O0DODOO
Ipva00000000C00O00ODODOOODODOO

own 000000000 0D0OO00OO0ODOOO0ODOOO0ODOOOOIPv4DODOO00OOOOODOOOO
000000ooo00ooDoo00oo00ooooooooooooooooooooog
OO0Oown-address 000 own 0000000000000 0DDOO0OODOOOODOOOOOO
Ipva00000000DOCO0ODOO

range-address 0 0 0 0 0 0O O O O <source ipv4 start> [0 0 <sourceipvdend>0 0000000
ooooooo

<source ipv4 end> [0 <sourceipv4 start>0 0000 IPv4 0000000000 0OOCODO

IPv4 000 O O nnn.nnn.nnn.nnn(1J 0.0.0.0 O 255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}

goobooboboboooobo

gooooo TCPOOO UDPOOOODOODOODDO

1. 0000oooooooboooo
0dooDOOoDOOoooooon

2. 000000
ogd 655301000 000000DO0DODbOOOOODn
0000000oooooooD 4-30TCPO0ODOOOODOOOOOOOOODO 4-40UDPOODO
00oDOoDooooIpv4@IDODOODOODODO
eqUU0O0O0O0O0OOO<sourceport>00000000O0OO0OO0O0O0OO0O
neqUO00O0O0O0OOO<sourceport>00000000000000O
range 1 000 00O O O O <source port start> 0 0 <source portend>0 00000000000
ooo
<source port end>[] <source port start>0 0 0000000000000 0CO0OO0O

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
oo Ipva0000O0OOCOOODO
0ooooo Ipva0000O00D00D0000 anyOOOQCOOQO
1. 000oooooooooa
goooooao
2. 0000ooa
<destination ipv4> <destination ipv4 wildcard>0 host <destination ipv4>0 any] own-address
<destination ipv4 wildcard>[ host own-address own [0 0 00 range-address <destination ipv4
start> <destination ipv4d end>0 00000 O
<destinationipv4>0 000 IPv4 00000000000
<destination ipv4 wildecard>0O 0 IPv4 0 0000000000000 O0OO0OOOOOOODOODO
ooooooooIpva0D0ODODO0OOODOODOO
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host <destinationipv4>0 0000000 <destinationipv4>00 0000000000000
ood

any0 00000000 IPv4a00000000D0OOOODOOOODOO

own-address 000 own OO VLANOOOOOODOOOODODO access-group D 00000000
ooooo

range-address 100000000000 O00D0ODOO VLANOOODOOODOOODOO
accessgroup 1 0 00 00O0OOOOOOONO

own-address 0 0 0000000000000 O0O00O0ODOOO0OOOO IPv4000000O0O
Ipva0000000000OODOOODODOO

own 0000000 O0ODOO0ODDOO0OOOOOOODOO IPvV40ODOO0ODODOOOODOOOO
000oo0d0oo0o0oooo0ooo0ooo0o0ooooooDooooooOoooo
O0OOown-address 000 own 0000000000000 O0ODOO0OOOOOODOOOOO
Ipva00000000OCOODOO

range-address 0 0 0 0 00 O O <destination ipv4 start> 0 [0 <destination ipv4 end> 0 0 0O O
ooooooooogoo

<destination ipv4 end> [0 <destinationipv4 start>0 0000 IPv4a000000000ODO0O
od

IPv4 000 O O nnn.nnn.nnn.nnn(17 0.0.0.0 O 255.255.255.255

{{eq | neq} <destination port> | range <destination port start> <destination port end>}

gooooooooooooa

oooooo TCpOODO UDPOOOOOOOODOODO

1. J0doddodgogooogd
dodddoooooooa

2. 00o0ooag
00 655350100 00000 OOOOODbOODODbOODOO
00000o0ooouoogo 4-30TCPUO0U000ODOOODODOOOOO 440UDPOODO
JdopoodooooIpv4@0OOOoOoDooooog
eq0000D000ODO0O<destinationport>0000000000000000O0O
neqUO0000000O0O<destinationport>0 0000000000000
range 1 00 0 0O 0O O O O <destination port start> 0 0 <destination portend>O0 000000

doodooooa
<destination port end> [0 <destination port start>0 000 0000000000000 O0O0O

tos <tos>
00000000TeSOOOOO0OO0OO0O0O0 3060 4000000 tesO0O0O0O0OOOOO
0000000 TeSOOO0OOOO0OO0OO0OO0306040000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 00O00oOoo0obooooon
goooooooooboo
2. 000000
o0 1010000000 tesOODOOOODOOO
Ubo0db0 tesOODODO 46000000 tesOODOODOODODOOOOO

precedence <precedence>
00000000 TeSOODODODOOD 3000000 precedence 10O DOODOONO

120



permit(] ip access-list extended[

0000000 ToSOOOOOOO 3000O0O0OOOOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 000ooboboooboono
gboboooobobooon
2. 0000ooOoo
007010000000 precedence 00O OOODOOO
00000 precedence 00000 47000000 precedence 000000 OOOOOODO

dscp <dscp>
O00000o0dTeSOOODODODO e00OO0ODOO DSCPOOODODODO
O00oO0o0o TeSOODODOOODO e00D00OO0OOOOOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0000oo0o0oooooooo
gbobobooooooon
2. 000000
o0 e3sj10000000O0ODSCPOOOOOOOOO
00000 DSCPOOODODO4-80000ODOCL DSCPOOODODDODODDODODODOO

established
TCPOUOOO ACKOOODOOO RSTOOODO 1000000000 O0OOOOODO
oooodo TceOOOOOODODOOO
1. 00o0oooooooooao
goodoooooooooda
2. 000000
og

{ack | +ack | -ack}
TCPOOODO ACKOOODDODOODOODDOO
jgooooo TCcpOOOODODOOODOOO
ack OO0 +ack0 ACKOOODO 1000000-ackOd ACKOOOO OOOOOODOOODOOO
1. J0ooooboooobooa
gboooooooooooo
2. Jgoooo
oo

{fin | +fin | -fin}
TCPOOODO FINOOOOODOOOODOOOO
gooooo TCcpOOOODODOOODOOO
fin000 +fin0 FINOOOO 1000000-fin0 FINOOOO OODOODOOOODOOO
1. J0ooooboooobooa
gbooooooooooo
2. 0000aOo
oo

{psh | +psh | -psh}
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TCPOOOO PSHOOOOOOOOOOOOO
goooooTCpOOOOOOOOOOO
pshO000 +psh0 PSHOOOO 1000000 -pshd PSHOOOO OODOOOOOOOOOO
1. 000000ooooboobo
gbobooooobooobogon
2. 000000
oo

{rst | +rst | -rst}
TCPOOODO RSTOODODODOODOOODODOOO
000000 TCPOOOODOODODOOO
rst 000 +rst0 RSTOOOO 1000000-rst0 RSTOOOO OOOODOOOODOOODO
1. J0dooooooooooa
goooooooooooo
2. 000000
oo

{syn | +syn | -syn}
TCPOOODO SYNOODOODOOODOOOODOO
000O0oO0O0O TCPOOOODOODODOOO
syn000 +syn 0 SYNOOOO 1000000O-syn0 SYNOOOO ODOODOODOODOOOOO
1. 00ooooooooooa
goodoobooooboooao
2. 0000040
oo

furg | +urg | -urg}
TCPOOOO URGOOUOOOOOOOODOOO
jooooOo TCcpOOOODOOODODOOO
wgOOO +urgd URGOOOD 1000000-wwg URGOOOO OOODOODOODOOOOO
1. J0obooooboooooa
ooo0oooooooooo
2. 00o00oOa
oo

<icmp type>
ICMPOODOOODODOOO
goooooIcMpODODOOOOOOOOO
1. googoobooobooooo
gobooooboooooo
2. 000000
od 2550 100000000000

<icmp code>
ICMPOOOODOOODOOO
oooooo IcMPOOOOOOOODOOD
1. Jddddddgooooo
dddoooooooooo
2. 000oaoa
00 2650 100000000000
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<icmp message>
ICMPOOOOOOOOOOOODOO
ooooooIcMpPOOOODOOOOOO
ooooo ICMPOOOODOOODOOOO 4-110ICMPOODOOOOOOODOODOOOIPv4IOOO
goooooo
1. 00ooooooooooo
goooooooooooo
2. 0000ga
oo

<igmp type>
IGMPOODOOOOOOO
ooooooiIiGMpOOODOODODOODOO
1. 00ooooooooooo
goooooooooooo
2. 000040a
oQd 2550100000000000

fragments
20000000000O000bObOO0oOobOoOoboD
1. Jooooobooboobogon
ggoooooboobooooboo
2. 000000
od

vlan {<vlan id> | <vlan id list name>}

VIANIDOOO VLANOOODOOOODOOOoOOoOO

OJoddooddooooooboodobooobooobOoooobooOoon

1. J0od0ooooooooao
gooooooooooon

2. 00oooad
VLANIDOOO VLANOOOODOOODODOOoOoO
VLIANIDOOOOOMMOOOOOODOOOOoOooOooooooooooo

user-priority <priority>
doddodooooooooa
1. 000o0o0oooooooo
goooooooooooo
2. 0000gd
og70100000000000

gboobooobo

action
dddddoooooooooooooooooooooooooooboooboooboooooooooa
goooa
1. 00o0oooooooooo
gooooobododddoddogouogo
2. 0000ga
oo
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policy interface vlan <vlan id> next-hop <next hop ipv4>
Jodoooooooooooboobbbobbobo
1. 00o0o0o0oooooooaad
godddddooooooooooooooooon
2. 000000
<vlan id>
VLANIDOOODODMODOODOODOOOOOoOooOooDOoooooooono
<next hop ipv4>
dodoooo Ipva000D0ODOOOOO
oo bbbbbbbbbbbbbb0o00gUuoog
gD bbbbbbbbbbobobobooog
goboddddoooooooooooooooooboboboboooboobooooo

policy-list <policy list no.>
ddddooooooooooooooboooooooo
1. 000o0oooooooaod
goddddooooooooooooooooon
2. 000000
policy-list 100000000 DOO0OOO0OOODOODODOOOOOOOOOOOODOOn

policy-switch-list <policy switch list no.>
gdddooooooooooooobobbobbbbbo
1. 0o0o0oooooooogod
goddddooooooooooooooooon
2. 000000
policy-switch-list 10 000000000000 DODODOO0OOOOOOODOODOOOOOOGg

gbooooobooogoo

oo

ggoooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gooo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 000000000000 bO00b0b00o0b00bObO0OoboobOboOobobOoOon 255.255.255.255 0
Jobo0ooob any0ooooo

2. 00000000000000000 nnn.nnn.nnn.nnn 0.0.0.000000000 host
nnn.nnn.nnn.nnn 0000000

3. 0000000 O0DOO0DO0DOO0DOO0O00O0OO0DO0O0ODODO0DOO0ODbOO0ObOOoOOoOOooOOoDoOooOon 1pv4
0bobooooo Ipva000D00ODOO0ODOODOODOODOODODOO

gooIpva00OD0O
gboboboooboooboobobobobooooon

ooIpva0OODO
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gboboboboboooooobooboboboboobooobooboboboboboon
4 JboboobooooooboooobooboboboobooobooboobobobooboboobobOobOobo
go0oOoOoOoOooooo VLANIDODODDDODDODDODODDOODOO vlenOOOOOOOOODOODODODO
VLANOOOOOODOOODOOODODOODOODOO

goobogoooo

access-list

ip access-group

ip access-list resequence
denyl ip access-list extended
remark

vlan-list

policy-list

policy-switch-list
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permitl] ip access-list standard[]

Ipva00000000O0OOOOOOOOODOOOODOOOOOOO

ggodgguo

oooooooa
[<sequence>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

ooooo
no <sequence>

goobogooo

(config-std-nacl)

goodoogo

<sequence>

obobooooooobooboobobo

1. 0ooooooooboobo
gbobobooobooboobooboboboobobon
gboboboboboooobooboobobobooboooo +10000
Uboboboooboobon 42949672840 0000000000000 0O0O0OO

2. 000000
10 42949672940 100000000000

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

IPva00000000DOO0O

o000 Ipva0000000DOO0O0O0 any0OOOOOOO

1. J0o0oooooooooa
goooood

2. 00ooogd
<ipv4> [<ipv4 wildcard>]0 host <ipv4>O0 00 any DO O D00 00
<ipv4>00 IPv40000000D0DOO0O
[<ipv4 wildcard>] 00 IPv4 000 0000000000000 0O00O00O0O0O0OOOOOOO
000 IPv4a0000000D0O0DOO0DOO0OOODOOOO <ipv4>000000000000O000O

ooo
host<ipv4>0 0000000 <ipv4>00000000000O0O0O0OO0O

any 0000000 IPv40000000D0O0O0OOOODODOOODO
IPv4 0 0 00 0O nnn.nnn.nnn.nnn(1] 0.0.0.0 0 255.255.255.255

ygodooooooogg
oo

ggoooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gooo
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gooooooogo
gbobooooobooboobobobooon

goobognd

1. 000000000000000 2565.256.255255 00000000 anyd OO OOOO
2. 00000 nnn.nnn.nnn.nnn 0.0.0.0 00000000 host nnn.nnn.nnn.nnn 0000000

goooooon
access-list
ip access-group
ip access-list resequence

denyl] ip access-list standard

remark
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permitl] ipv6 access-listl]

Ipv6e 0000O0O0O0OOOOOOODOOOODOODOODOOO

ggodgguo

doodooooad
[<sequence>] permit {00 0000} [0O0OO ]

goooooo

e JO0O0ODOOO TCPOUDPODOO ICMPOOODOO
{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any | own-address <own
address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start> <destination
ipv6 end>} [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ]
[user-priority <priority>]

e JO0OODODOO TCPODOO
tep {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
[{{eq | neq} <source port> | range <source port start> <source port end>}] {<destination ipv6>/
<length>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq} <destination
port> | range <destination port start> <destination port end>}] [{[established] | [fack | +ack |
-ack}] [{fin | +fin | -fin}] [{psh | +psh | -pshi] [rst | +rst | -rst}] [{syn | +syn | -syn}] [furg | +urg
| -urgtl}] [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ]
[user-priority <priority>]

e JO0DOOODOOOUDPOODO
udp {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
[{{eq | neq} <source port> | range <source port start> <source port end>}] {<destination ipv6>/
<length>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}<destination
port> | range <destination port start> <destination port end>}] [{traffic-class <traffic class> |
dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} | [user-priority <priority>]

e JOD0ODOOO ICMPODOO
icmp {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address
<own address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}
[{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class <traffic class> | dscp <dscp>}]

[vlan {<vlan id> | <vlan id list name>} | [user-priority <priority>]

gooogo
action {policy interface vlan <vlan id> next-hop <next hop ipv6>| policy-switch-list <policy switch
list no.>}

ooood
no <sequence>

goodoogo

(config-ipvé-acl)
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gogododogo

<sequence>
gboboooooooboooobobo
1. 0ob0oboooooooo
gbobooboobobooooooobobob 10000

gboboobooboooboooooooobobobobo+1000D0
Ubobobobobooon 4294967284000 0000O0O0O0O0O0O0O0OO0OODO

2. 000000
10 42949672940 100000000000

gboboooooboon

{ipv6 | <protocol> | icmp | tcp | udp}
Ibv6 00000000000 DOOODOOOODOOO

gooOoOoOoOoOOOOOODOOOOOOOoOpveOOoOOOOO
1. 0oooboooooooo
gooogoog
2. 000000
10 420450 490520 59061 0 25501000 M 00000000 0O0O0OODOOOODO

0o0oO0oooooooooogoo 420000000000 OooooIpvemoooooooOoOO

{<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}

oooIpveO0D0OO0OODOODODOO

o0ooooo Ipv6e00O0D0OO00OO00OO0O0OO0O0 anyOOOODOOO

1. 0000o0o0o0oooooao
goooooo

2. 000004
<source ipv6>/<length>[ host <source ipv6>[ own-address <own address length> 0 0 00 any O
gooooo
<sourceipv6>O OO 0OO IPv6e OO ODOOODOOOODO
<length>OO IPv6e OO O0O00OD0OD0O0OD0OO0OO0DOOOO0ODOOODDOOODOOODOKBtOODODOOO
ag
<own address length>0 0 own-address 10 0000000000000 O0OOO0OOOOO bit
gooooooad
host <source ipv6>0 0000000 <sourceipv6>0 0000000000000 O0O0O
any0 00000000 OIPv6eOO00ODOODOODOOOOOOOOODO
own-address 0 VLANO OO OODOOOODDODO trafficfiter 0000000000 O00ODOO
own-address 0 000000000000 ODODOODOOODODOOOOIPv6eODOOODODOOODO
goooIpve00000O0O0DOOODOOODDOOODO
<source ipv6>0 nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnnfl]
0 0:0:0:0:0:0:0:0 O ffff:feff-fef:FEFEFEFE £ £ £
<length>0 00 128

{{eq | neq} <source port> | range <source port start> <source port end>}

gboboobobooooobo
00oooo TCpODODO UDPOOOOOOOOOOO

1. 0000oo0o0oooooooo
gbobobooooogoo
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2. 0000D00ODO
ogd 65301000 0000DO00D0ODbOOOODOn
0000000000000 4-30TCPO0OOOOODOOOODOOOODODO 4-50U0DPOODO
0bobOoooooIpveOODODOOOOODO
eqUUO0O0O0O0OOO<sourceport>000000O0OO0OOO0OO0OOO0O
neqUUO000000O0OO<sourceport>000000000000O0O0O
range J 000 00O OO O <source port start> 0 0 <source portend>0 00000000000
ooad
<source port end> [ <source port start>0 00 0000000000000 0OOOO

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own
address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}
OO0 Ipve0O00OD0ODODOODO
ooooooIpve00D00OD0OO0OO0O0OO0OO0 anydOOOODOO
1. 000ooooooooaod
goooood
2. 000000
<destination ipv6>/<length> own-address <own address length>[ host <destination ipv6>[

host own-addressd anyd own 0 [0 0 range-address <destination ipv6 start> <destination ipv6
end>0000000

<destinationipv6>0O 000 IPv6e OO OOOOOODODOO

<length>0O0O IPv6 0000000000000 O0OOOOODOODOODOOOOBtOODOODOO

go
<own address length>0 0 own-address 1 00O 000000000000 COODOODOO bit

gooooooad
host <destinationipv6> 0 0000000 <destinationipv6>0 00 000000000000

go
any0000O00OCOOIPv6eO00000O0O0O0ODOOOODOOOOOO
own-address 000 own DO VLANOOOOOOODODOOOO trafficfiter 000000000

goooo
range-address 00000000000 OOOOOO VLANODOOOOOOOOOOO

trafficfiter 0000000000000

own-address 000 000O000D0OOCO0O0ODODOOODOCOOOOOOIPv6eOOOODOOOOO
OO0 Ipv6e00000OO0OODODOOODOOOOODO

own 0 O0OO0ODOOOO0ODOOOOODOOO0ODOOOODOOOOIPv6eOOOODOOOODOO
Ipv6e 00000 IPv6eOOOOOCOOCOOOOOOOODOODOO <length»>000000O0O0OO

oooo
range-address 0 0 0 00 00O 0 <destination ipv6 start> 0 [0 <destination ipv6 end> [ 0 O O

goodoooooooo
<destination ipv6 end> [0 <destinationipv6start>00 000 IPv6e 000000000 ODO0O

0od

<destination ipv6>[] nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn(T]
0 0:0:0:0:0:0:0:0 O ffff-fEEf-ELE- LI 1L CFFEPE 7

<length>0 00 128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
gooooboooooooon
000000 TCpOOO UDPOOODOOOODOOODO
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1. 0000o00oDboooooo
00o0ooooDooooooo

2. 000000
00 6553501000 0000000000000 0O0O0O
0000000O0o00ooo 430TCPO0ODOOOODODOODOOODODO 4-50UDPOODO
gooooooooIpveOOOOOOOOOO
eq0 0000000 DO<destinationport>00000000000000OO0O0O
neq0O00000000O<destinationport>00000000000000O
range 0 0 0 0 0O 0O 0O O O <destination port start> [ [0 <destination portend>0 000000
gooooooo
<destination port end> 0 <destination port start>0 00 0000000000000 OOO0O

traffic-class <traffic class>
oo oboobD
diddddoooooooooooooooooooooon
1. 00o0o0ooooooooo
goooooooooooo
2. 0000gd
oQ 2550100000000 O0O0O

dscp <dscp>
0000d00ooooooooooodoooooooe0dnoooOo DSCPOOOOOOOO
oo b e oo

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0oboobooooooooo
gboboboboboooon

2. 000000
0063010000000 DSCPOOOOOOOOO
O0oOO0OoDSCpOODOOO 48000000 DSCPOOOODODODODODODODODODO

established
TCPOUOOO ACKOOODOODO RSTOOODO 1000000000 O0OOOOOO
oooooo TCceOOOOODOODOODOO
1. 00o0ooooooooog
goooooooooooo
2. 000040ad
og

{ack | +ack | -ack}
TCPOOOO ACKOOOOOOOOOOODOO
Oo00Oo0oo TCeOOOODOOODOOO
ack 000 +ack0 ACKOODOD 1000000-ackd ACKOOOO OODODODOODOOODODOO

1. 0000ooooooogooo
gbobobooooooon
2. 000000
go
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132

{fin | +fin | -fin}

TCPOOOO FINODDOOODOODOODOOOO
gooOooo TCeOOOOOOoOoOooOong
fin000 +in0 FINOOOO 1000000-fin0 FINODOOO OOOOOOOOOOOO
1. 0ooooooobooboobao
gbobooooooobogo
2. 000000
oo

{psh | +psh | -psh}

TCPOOODO PSHOOODODODOODOODOOOO
oo0oOoOooO TCPeOOOOOOOOOOO

pshO000 +psh0 PSHOOOO 100000C-pshd PSHOOOO OOCOOCOOOCOCOCOO
1. 0oooooooobooo

gboboooooooobogn
2. 000000

oo

{rst | +rst | -rst}

TCPOOODO RSTOOOOOOOOOOOOO
goooooTceOoOoooooOoOoOoOO
rst 000 +rst0 RSTOOOO 1000000-ystOd RSTOOODO OOOOOO0OO0OOOO
1. 0ooboooooboobooo
gbobooooooobogo
2. 000000
go

{syn | +syn | -syn}

TCPOODODO SYNOOOOOOOOOOoooo
goooooTceOoOoOoOoOooOoOoOoOO

syn000 +syn0 SYNOOOO 1000000-synD SYNOOOO OODOODOOOODOOOO
1. 0000oOoooooboooo

gbooboooooooobogo
2. 000000

go

furg | +urg | -urg

TCPOOODO URGOOODOODOOOODOOOO
oooooo TCeOOOOoOoOoOoOoOoOO
uwgOOO +urgd URGODUOOO 1000000-wgO URGODODOD OOOOOOOOOOOO
1. 0000o0oo0obooooon
gbooooooooobanb
2. 000000
oo

<icmp type>

iICcMPOOOOOOOOOO

oooooo IcMPOOODOOOOOOOO

1. 000o0ooooboooooon
gboooooooboobonb



2. 000000
00 2550100000000000

<icmp code>
ICMPOOODOOOOOOO
ooooooIicMpOOOODOOOOOO
1. 0000o0oooooooo
ogoooooooooooo
2. 0000gad
o0 2550100000000 0O0O0O

<icmp message>
ICMPOOOOOOOOOOOODOO
ooooooIicMpOOOODOOOOOOO

permit(] ipv6 access-list[]

gooOoo IcMPOOOOO0OOOOOO 4-120ICMPOOOODOODOODOOOOOOIPv6IOOO

gbooooon
1. bobooboooooooo
gbobobobobooon
2. 000000
oo

vlan {<vlan id> | <vlan id list name>}
VILIANIDOOO VLANOOODOOOODOOOoOoOO
Oo0ddooddooooooodoboooobooobooobooOoon
1. J0ooooooooooao
gooooooooooon
2. 0000OOad
VLANIDOOO VLANOOOODOOODODOOoOoO
VLIANIDOOOOOMMOODOOODODOOOOoOooooooooooooo

user-priority <priority>
gobooboboobooog
1. Jooooooboobogo
ggooooooboooboo
2. 000000
ob07010000000DOOO

gboooboobo

action

gboboooooboobobooboobobobooboooooooobooboboboboboooboooboon

gooon
1. 0obooboooooboooo
gboboboboooooooobobab
2. 000000
oo

policy interface vlan <vlan id> next-hop <next hop ipv6>
dddddoooooooooooooooooon
1. 0000o0oooooooo
gl oooooo
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permitd ipv6 access-list[]

2. 000000
<vlan id>
VLANIDOOODODMODOODOODOOOOOoOooOoDOooooooooo
VLANIDOODOODO VLANOOOODOODOODOipv6eenable DO OO OIPve OO OOOOOOO
goooood
<next hop ipv6>
gooooooIpve00O0O0OD0DOOODOOO
godddddddoooooooooooooooooooboboobobobooboooobooooo
gD obbbD

policy-switch-list <policy switch list no.>
ddddoooooooooooooobooobooooo
1. 00o0oooooooogod
goddddoooooooooooooooobb
2. 000000
policy-switch-list 0 0000000000000 DOO0OOODOODOODOOODOOOODOOODODOOOO

gbooooobooogoo

oo

goobogoooboo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000000000000 0000 nonninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 0 00000
U0 anydOOOOOO

2. 0000000000000 0ODO0OO nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 0 0 0 0 O
000 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn'nnnn J 000000

3. 00000o0o00oDoO00oo0o00ooDO00oo0o0ooDo00DOoO0o0ooDoDOooDoOO Ibve
goooooooo Ipv6e0000000ODOO00DOO0O00ODOOO0ODDOODOOO0ODOOOODODO
oooo

4 0000000 DOO0OOOOO0OOOU0ObDOOO0DbDO0ObObODOO0ObOO0O0ObDbOOoUObUOoOobDbOoOobOoOon
00000000000 VLANIDOOOOODOOODOOOvVlanOO0ODOODOOODOO0ODODOOO
VLANOOOOOOOOODooooo

gooooood
ipv6 traffic-filter

ipv6 access-list resequence

deny[ ipv6 access-list[]

remark
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permit(] ipv6 access-list[]

vlan-list

policy-switch-list
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permitl] mac access-list extendedd

permitl] mac access-list extendedl]

MACOOOOOOOOOOOOOOOODOODODDODOO

ggodgguo

doodooooad

[<sequence>] permit {00 0000} [0O0OO ]

goodood
{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination
mac mask> | host <destination mac> | any | bpdu | cdp | lacp | ldp | oadp | pvst-plus-bpdu
| slow-protocol } [<ethernet type>] [vlan {<vlan id> | <vlan id list name>}] [user-priority
<priority>]

gooad
action policy-switch-list <policy switch list no.>

gooood
no <sequence>

goobogooo

(config-ext-macl)
goooood

<sequence>

obobooooooobooboobobo

1. 0ooooooooboobo
gbobobooobooboobooboboboobobon
gboboboboboooboobooboboboobooono +10000
Uboboboooboobon 42949672840 0000000000000 0O0O0OO

2. 000000
10 42949672940 100000000000

goooooooboon

{<source mac> <source mac mask> | host <source mac> | any}
000 MACOOOOOOOOOOO
0000000 MACOODOOOOODOODOO anydOOOOOO
1. 00ooooooooogod
goooood
2. 000000
<source mac> <source mac mask>[ host <source mac>0 00 any 0000000

<sourcemac>0 0000 MACOOOODOOOODOOO
<source macmask>00 MACOOOOOODODOODODOODOOODODOODOOODOOOO MAC

goodoooooooooa
host <sourcemac>0 0000000 <sourcemac>00000000000O0O0OOOOO

anyJ 000000000 MACOODOOOOOODOOOOOOOODOO
MAC 0 00O 0O 0 nnnn.nnnn.nnnn(1] 0000.0000.0000 O ffff.ffff.ffff01 16 O 0 O

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp
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permitl] mac access-list extended]

| oadp | pvst-plus-bpdu | slow-protocol }
00 MACODODODOOOOODOO
000000 MACODODOOOOODOOODO anyOQOOQODOOO
1. 000o0o0ooooooooo
gooooog
2. 00000d

<destination mac> <destination mac mask>[] host <destination mac>0 any bpduld cdpd lacpO

11dp0 oadpd pvst-plus-bpdu O O O slow-protocol 0 0 00 000
<destination mac>0 000 MACOOOOOOOOODOO

<destination macmask>00 MACOOOOOOOOOOODOOOOOOODOOODOOOOOO

MACOOOOOOOOOOOOO

host <destination mac>O0 0000000 <destinationmac>0000000000000003

oo
bpdu0 DO OOOOBPDUOOOOOOOOOOOOOOODOODO
cdpO0O00O0CCCOCDPOOOOOOOOOOOOOOOOOO

lacp 00O slow-protocol 0O O0O0O0O00OslowOOODOODOODOODOODOODOODOODOODOO
00000 LACPO IEEE802.3ah/UDLD OO0 slow D OO0 000000000 ODOOOO

IdpO0O0O0O0O0OoOoLLDPOOOOOOOOOOOOOOOOOO
cadp0 0O O0OOOOCADPOOOOOOOOUODOOOOOOOOO

pvst-plus-bpdu D0 OO0 OO0OPVST+ 000000000 D0OODOOOOOOO
MAC 0O 0 O 0O O nnnn.nnnn.nnnn1J 0000.0000.0000 O ffff.ffff.ffff0 16 O O O

<ethernet type>
ddddddooooooooooooa
1. 0000o0o0ooooooo
goooooooogooo
2. 000ggad
0x00000 Oxffff0 16 0000000000 O0ODOODOODOODOOOOOO

gobobogoooboboobooboooooob 49o00bobob0oboboboboobooboobOoDbo

gooog

vlan {<vlan id> | <vlan id list name>}

VLIANIDOOO VLANOOOOOOODOOODoOO

go0ddoboooboooooooooooooooobooooooooo

1. J0ooooooooooao
goo0oboOoOooboOoOoon

2. 00000Oad
VLANIDOOO VLANODODOODOOODODOOoOO
VLANIDOOOOOMMOODOOoOoODOooooooooooooooooo

user-priority <priority>
dodddddoodoogoogda
1. 00o0oooooooooo
goooooooooooa
2. 000oaa
og70100000000000

gboobooobao

action
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permitl] mac access-list extendedd

gbobooooobooboboboboobobooboboboboboooooboobobOobon
goooo
1. 0000o0ooooooboooo
gboboboooooboobooboobooon
2. 000000
ao

policy-switch-list <policy switch list no.>
Jdddoooooooooooooobbbbbboo
1. 00o0oooooooood
godddddooooooooooooooooon
2. 000000
policy-switch-list 100 00000000000 DODODOO0OOOOOOOOODOOOOOOGg

gbooooobooogoo

oo

ggoooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gooo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 0000000000000 0000 nnnn.nnnn.nnnn A O 0000000 anyd0 0000
oo

2. 00000000000 00D00O000O0OO00O0DOO00O0OO000O0O0OO0ODOO0O0DOO0O0O0OO0OO
goo0oo0oooo0o0oo0o0ooodooo0oooooooooo0oOooO0oooDO 4-1000
000000 MACOOODODOODDODOOOOOOODODOOO0ODOOOOODOODOODODDOOOoOoDOO
00 nnnn.nnnn.nnnn 0000.0000.0000 00000000 host nnnn.nnnn.nnnn 0000000

3. 0000000000000 DO0000000DoOD00000000o0Oo0DODoO00DOoOo0OoO0ooo
00000000000 VLANIDOOOOODODOODOOOvlanOOODOODOOODDOO0ODODOOO
VLANODOOOOOOOOoDooooo

gooooood

mac access-group

mac access-list resequence

deny[l mac access-list extended[]

remark

vlan-list

policy-switch-list
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remark

remark

gooooooooOoOoOoOooOoooUooUOoUoUoOooOo IPv40ODODOODOOODOODODO IPVAOOO
Oooo0ooIpve0OO0OO0OO0OMACOOOOOAdvance 00000000 OO
goobognd

goooOoooo
remark <remark>

oooono
no remark

gogododogo

(config-ext-nacl)
(config-std-nacl)
(config-ipv6-acl)
(config-ext-macl)
(config-adv-acl)

goobogoo

<remark>

oo bbb

dddddooooooooooooooooooobobobooobboboboboobobooooooa

1. 00o0o0ooooooooo
0000 NULLODOO

2. 00000d
400000000 OOOOOODODOO"MOO0OoOoOoOoOoDOOoOOOOOODOODOOO0O0O00
godooooooddodoooooooooooooooooboooooooooDooor
gooooooodddddoooo , oo bbbbbbbbbbboepo0o0ogoood
gooooood

doddoooooooad
oo
gogoooogo
oo
goboooboobod
gbobooooboobobobooboooon
goodgdao

oo

goooooooo
advance access-list
ip access-list standard

ip access-list extended
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remark

ipv6 access-list

mac access-list extended
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oottt

access-log enable

access-log interval

access-log rate-limit

access-log threshold
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access-log enable

access-log enable

gbobooooooboobobobob

ggodgguo

goooao
access-log enable

goooo
no access-log enable

goobogooo

(config)

goodoogo

oo

gbooooobooogoo

gbobooooooboobobobob

goobogoooboo

oo

gooooooogo

gbobooooooooooobobob

goobogo

1. 00000000000 D0O0ODO0ODOO0O system hardware-mode [0 access-log0 0000000000
ogoooogo

access-list

denyll advance access-list[]

deny[] ip access-list extended[]

deny ip access-list standard

denyl] ipv6 access-list[]

deny[l mac access-list extended[]

system hardware-mode
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access-log interval

access-log interval

gbobobooobooobooboboboboboooooboooooboobobon

goodgdao

ogoooad
access-log interval {<minutes> | unlimit}

ogoooad
no access-log interval

goobogoo

(config)

Oo0OoooOono

{<minutes> | unlimit}
Og0o0ooooooooooooooooooooaon

<minutes>
o0o0ooooooooooon

unlimit
Ogd0o0oooooooooooooooooooooooooooooooooooooooa
000000000000 D000000 show access-logflow DO OO OO OOO0O

1. 0000oboobooooooo
gbobogoog

2. 000000
50 14400 24 0 O [J unlimit

doddoooooooad

5000000000000000000D00ODO
goobogoooo
ao

gooooooogo

gboboooooobooobooboooo

goodgdao
1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gooo

goobogoooo

access-log enable
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access-log rate-limit

access-log rate-limit

BSsUOCSUOOO MSUOOOO100O0 cCceUOoO0OoOoooooooooooooooooooooo
gboobooooooooobobob

goobogo

googo
access-log rate-limit <number>

googo
no access-log rate-limit

goodoogo

(config)
ooooooo

<number>
1000 CPUOOOOOOOOOO0OO000000000O0oO0 O OOODODODbODOOOODODOO

1. 00000oo0oooooboobo
gboboobo

2. 000000
odDbO 100 250

ygodooooooogg

1000 CPUDOOOOOOOOOO0OOOO 100000000
ggoooooo

oo

gobogoboobod
gbobooooooboobobobob

ggodgguo

1. 0oOooOooOooOooOOO cePUOOOOOOOOOOOOOOOOOOOOOOODOOOOOODOO
goooo

ggoooooo

access-log enable
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access-log threshold

access-log threshold

O00000OO0O0oO00oO0O0O0OoONOOND 1000000000 ooooogoooooooooo
goooo

goobognd

goood
access-log threshold <packet count>

goood
no access-log threshold

gogododogo

(config)
oogogoooo

<packet count>
oo obbbbboo
1. 0000o0oooooooo
ogoooooo
2. 00000d
10 4294967295

doddoooooooad

gbobobooobooboobobobooboooooooobobo

gogoooogo

oo

goboooboobod
gboboooobooboboboooo

goodgdao

1. jogbooobooobooboooooooboooobobobobooooboobooboboboboobooo
000000000000 NOONO 1000000000000 Ooooo

2. 000b00ooooooooobooboboboooooboobobobobobOooboobOobOoDbo
gboboooooboobobobobooooobooboboboboboobooboooboobOobobo
gboooooooboobd

gogoooogo

access-log enable
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URPF

ip urpf

ip verify unicast source reachable-via

ipv6 verify unicast source reachable-via
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ip urpf

ip urpf

uRPFOOOOOOOOOOOOODOOO

ggodgguo

goooao
ip urpf [allow-default]

goooo
no ip urpf

goobogooo

(config)
goooood

allow-default
JdoooooOouwRPFOOOOODOOOOOOO
0000000000 stricc000000 Leoese0000000O0OO0OOOOOOO

1. 00000oo0oooooboobo
O000o0O00DOuwWRPFOODOOODOOOOODODO

2. 000000
ao

ygodooooooogg

uRPFOOOOOOOCOOCOOuWRPFOOODOODOOOODUOOOpurpfO00O0OCODODODOO

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 0000 Ipve000D0OO0DOOODO

2. maximum-paths 000000000000 9000000000000 O0ODOOODOOODODOOOO
Jo0ddo0od0ooodooboooobooobD sgoooooooooon
OodoooOoooonoo sgonoooooooooooooooooooooobooooog
0000000000000 o000wWRRPFOOODOOOODOO0ODOOOO0DOOODOOODODOOO0OO
gobooos8suuoonoooonouooooooooooooooooooooooooooog
oooao

oooooooa

ip verify unicast source reachable-via

ipv6 verify unicast source reachable-via

ip route static maximum-paths

maximum-paths(OSPF)
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ip urpf

maximum-paths(BGP4)
ipv6 route static maximum-paths
maximum-paths(OSPFv3)

maximum-paths(BGP4+)
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ip verify unicast source reachable-via

ip verify unicast source reachable-via

IPv4a0 wRPFOOODOOO

ggodgguo

goooao
ip verify unicast source reachable-via { rx | any }

goooo
no ip verify unicast source reachable-via

ooooooo
(config-if)

goodoogo

{rx | any}
uWRPFOOOOOOOOOOOOO

rx
Strict 0 0 O

any
Loose 0 OO

1. 0000o0oooooobooobo
gboboobo

2. 000000
ao

ygodooooooogg

IPv4a 0 vRPFOODOOOODO

goobogoooboo

oo
gobogoboobod
gboooooobobobooobooobogn

ggodgguo

1. ipurpf00000000O00OOCO0DOO0ODOOOOODODOOOODOOO
2. 0000000000 ipve6 verify unicast source reachable-via 0 000 0000000000000
00o0oooooooooooooon

goooooon
ip urpf

ipv6 verify unicast source reachable-via
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ipv6 verify unicast source reachable-via

ipv6 verify unicast source reachable-via

IPv6 O wvRPFOOOOOO

goodgdao

ogoooad
ipv6 verify unicast source reachable-via { rx | any }

ogoooad
no ipv6 verify unicast source reachable-via

oogogoooo
(config-if)

gogododogo

{rx | any}
uRPFOODOOOOOOOODOOO

rx
Strict 0 0 O

any
Loose 0 OO

1. 0000booooooooo
gboobooog

2. 000000
ao

doddoooooooad

IPv6 O wyRPFOOODOOOO

goobogoooo

ao
goboooboobod
gbobooooboobobobooboooon

goodgdao

1. ipurpf0 0000000000 DOO0OODOOOODOOO0ODOOOOODOO
2. 0000000000 ip verify unicast source reachable-via 00 000000000000 00O0O0O
00ooooooooooooon

goooooon
ip urpf

ip verify unicast source reachable-via

151






QoS

0 400QoS

goooooooboon

advance qos-flow-group

advance qos-flow-list

advance qos-flow-list resequence

ip qos-flow-group

ip gqos-flow-list

ip gqos-flow-list resequence

ipv6 qos-flow-group

ipv6 qos-flow-list

ipv6 gos-flow-list resequence

lirlg1-burstd AX6700ST] AX6600S0

lIrlg2-burstd AX6700ST AX6600S0

mac gos-flow-group

mac qos-flow-list

mac qos-flow-list resequence

mode

number-of-queue

predicted-tail-drop

qgos[] advance qos-flow-list[]

qos[l ip qos-flow-list(

qgos[ ipv6 qos-flow-list[]

qgos[] mac qos-flow-list(]

gos-queue-group
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qos-queue-list

remark

set-default-user-priority

shaper auto-configuration

shaper default-user

shaper lirlg10 AX6700S[T] AX6600S

shaper lIrlg20 AX6700S1] AX6600ST

shaper nif

shaper port buffer

shaper port rate-limit

shaper user

shaper user-list

shaper vlan-user-map

shaper wgg-group rate-limitdd AX6700S[T] AX6600S0]

traffic-shape rate

upc-storm-control mode




otbgbogogn

oobooooooooo

mJ0000000OIPv40

Ipv4a000000000OOOOOOOOOOOOOOOOOOOOO

O710000C00C0O0COOCOOOOlIPv4n

ooooooo 000000000

ah 51
esp 50
gre 47
icmp 1
igmp 2
ip ooooIPOOOOO
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 41
udp 17
vrrp 112

m 00000000 IPveO

Ipv6e 00000000 DOODODOOODOODOODOODOODOOOOODO

O072000000000000003IPveO

goooooo 00o0o0oo0oooo

gre 47
icmp 58
ipv6 0oooIPOOOOon
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 4
udp 17

vITp

112
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ooooooooooo

m00000TCPO

TCPOOOOODOODOODOODODODODODODODODDOD

Ov730TCPOOOODOOOODODO

gooog goooooboobooo
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
ldap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
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oobooooooooo

ooooo

ooooocoooooo

uucp

Unix-to-Unix Copy Program (540)

whois

Nicname (43)

m J00000OUDPO

UDpPpO0OOOO0ODOOODOOOODODOOODOOO

O740UDPOOODOOODOOOOIPVAO

gooog gooooobooobooo
biff Biff (512)
bootpce Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)
g750ubPO000O0OO0OOOoOOOnIPved
gooog gooooobooobooo
biff Biff (512)

dhcpv6-client

DHCPv6 client (546)

dhcpv6-server

DHCPv6 server (547)

discard

Discard (9)

domain

Domain Name System (53)
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ooooooooooo

goooo goooooooooo
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)
m tosJ [

boobbtesODODOOOOOODOO

O76000000 tosOO

tos 00O tos O
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

m precedence [ [

00000 precedence 00D OO00OO0OODOODOODO

O 77000000 precedence 00O

precedence O O precedence [

critical

flash

flash-override

immediate

D[ W~ | | Ot
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oobooooooooo

precedence [ [

precedence [

internet 6
network 7
priority 1
routine 0
m DSCP OO
OoQoOoQo DbSCpOObOOOObOObDDDbOO
O 78000000 DSCPOO
DSCP OO DSCP O
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46
s 000000ooan
gbobobooooboooboooboobobobobooooo
g79000000O0OO0DOOOODODOO
oooooooooon Ethernet O oo
appletalk 0x809b
arp 0x0806
axp 0x88f3 Alaxala Protocol
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ooooooooooo

O00ooOoOooooo Ethernet O oo
eapol 0x888e
gsrp oo GSRPOUOOOOOOOODOOOOODO
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

gbooooooboobd

[0 MACOOODODO

goo0oO0oo0O0 MACOODODODODODODODODOO

071000000000 MACODOODOOO

oooooooo

oooood

ooooooooad

bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
1ldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000

pvst-plus-bpdu

0100.0CCC.CCCD

0000.0000.0000

slow-protocol

0180.C200.0002

0000.0000.0000

s 0000000OICMPO

ICcMPOOOOOOOOOOOOOOOOOOOOOOOO

O7MMOICMPOOCOOCOOOOOOODOODOIPV4O

gooooog oooooo ood ooo
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 ooono
conversion-error Datagram conversion 31 oooo
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 ooono
echo-reply Echo reply 0 oooo
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
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ipv6 gos-flow-group
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11.0000000000000000000 Inbound 0000000 AX6700S0
12.00000 Outbound OO0 00000000000 OODOODOOOOOOOOO upcinoutDOODO

OO0O0O0O00OIDAX6600ST1 AX6300SO
13.00000 VLANOOOOOOOO Inbound 00 0000000000000 O0O0O0OOO PSPO

0000 100000000000 AXe600S0O
¢ redundancy max-psp
¢ schedule-power-control max-psp

¢ adaptive-power-control max-psp

gogoooogo

ipv6 qos-flow-list
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ipv6 qos-flow-list

ipv6 qos-flow-list

QSO0 000O00O00O0O0OUoOooOooOIPV6eQeSOODOODOODOODOODODOO

00000000000 QeSU00U00UU00U00U0U00UU0U0UUUOUUUUUUUOM QSOOO
gbobooooobooboobobob

goobogo

goooao
ipv6 qos-flow-list <qos flow list name>

googo
no ipv6 qos-flow-list <qos flow list name>

goodoogo

(config)
goooooo

<qos flow list name>
IPv6 QoSO OODODOODOODOODOOOO
1. 0o0o0oooooooood
goooood
2. 000000
3100000000000000
000Mmbodooooboooooobooboooooa

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 00000 IPv4QoSO0O0O0000OOMACQoSOO0OIOOOODDODONO Advance QSOOOOO
gbobooooogobog

ogoooogo
ipv6 qos-flow-group
ipv6 qos-flow-list resequence
qos[ ipv6 qos-flow-list(

remark
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ipv6 qos-flow-list resequence

ipv6 qos-flow-list resequence

IPv6 QSO O DODODOOODOODDOOOODOODOODOODOODOODOOODOO

goodgdao

gooooooo
ipv6 qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] ]

gogododogo

(config)
oogogoooo

<qos flow list name>
o000 IPveQoSOODOODODOOOOODOODOO
1. 00o0o0ooooooooo
ogoooooo
2. 00000d
3100000000000000
0oo0mooooooooooboooboboboboooooa

<starting sequence>
jdddooooooooooo
1. 0000o0oooooooo
goooioodo
2. 0000gd
10 42949672940 100000000000

<increment sequence>
Jodddoooooooooooogo
1. 00oooooooooog
goooioodo
2. 000040ad
1gi1oo0o0doogooooo

gooboooboobooon
ao
gogoooogo
oo
gooooooogo
gbobooooobooboobobobooon
goobognd

ao

gogoooogo

ipv6 qos-flow-list
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lIrlg1-burst0 AX6700S1J AX6600S0

lirlq1-burstt] AX6700S[1] AX6600S[]

ooooooooo
[rgq lrlgl [wegq llrlgl pql lrlq] [pg2 Lrlgl [1pg4 llrlg]

LLRLQ1IOOOOOOOOOOOOOOOOOO
0000 NIFO LLRLQIOUOO000000000000000000000noooooo

OO0 NIFOOOOOOOOOO LLRLQIOOOO0O000000000000000000000000
boooooobooboboboboooooboobon

gbooboooooooboobobobobooooooon =

OO0 LLRLQ1IOOOOOO0OO LLRLQIOOCOCCOCOO

goobogo

oooooooo
lrlg1-burst <Mbit/s>M <byte>

ooooo
no llrlq1-burst

goooooo
(config-sh-nif)
oo0oooOon
<Mbit/s>M
Ogooooooooooooooa
1. J0ooooooooooda
goooood

2. 000000
1010000000000

<byte>
000O00O00oOooOOooooobOobon
1. 00000o0ooooobooobo
obooboobo
2. 0000D00ODO
10 320000000000

ygodooooooogg

LLRLQIOODOOODOODODODODODODODODODO

goobogoooboo

oo

gobogoboobod

gboooooobobobooobooobogn
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lIrlg1-burst0 AX6700S[1J AX6600S0

goodgdao

1. 0000000 0ooo0o0DoWrlql0O00DOOO00DOOO00O0ODODO0O0DOCOO0 1IMO 100MOOOODO
gbooooon

goobogoooo

ao
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lIlg2-burst0 AX6700S1J AX6600S0

lIrlg2-burst] AX6700S[1] AX6600S[]

ooooooooo
[rgq lrlgl [wegq llrlgl pql lrlq] [pg2 Lrlgl [1pg4 llrlg]

LLRLQ2O0000000000O0O0O0OO0O0OO
0000 NIFO LLRLQ2O0000000000000O00O0O0O000O00O0000O0OGO

OO0 NIFOOOOOOOOOO LLRLQ2OO000000000000000000000000000
boooooobooboboboboooooboobon

gbooboooooooboobobobobooooooon =

OO0 LLRLQ2O0 000000 LLRLQ2OOOCOCCOCOO

goobogo

oooooooo
Lrlg2-burst <Mbit/s>M <byte>

ooooo
no llrlg2-burst

goooooo
(config-sh-nif)
oo0oooOon
<Mbit/s>M
Ogooooooooooooooa
1. J0ooooooooooda
goooood

2. 000000
1010000000000

<byte>
000O00O00oOooOOooooobOobon
1. 00000o0ooooobooobo
obooboobo
2. 0000D00ODO
10 320000000000

ygodooooooogg

LLRLQ2O0O0O0O0O0O0ODODODODODODODODODO

goobogoooboo

oo

gobogoboobod

gboooooobobobooobooobogn
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lIlg2-burst0 AX6700S[1J AX6600S0

goodgdao

1. O000O0OO000oOo000DWrlg2000000000000O0DODO0OOOCOO 1IMO 100MOOOODO
gbooooon

goobogoooo

ao
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mac qos-flow-group

mac qos-flow-group

go0oOoOoOCOOoOoOoOoOoOoOoOoO VLANOOOOOOO0O0O0o0o0oOMACQeSOOOOOOOOOOO

QoSO OOO0OO0O0OooOOO

gboboooooboobobobobooooboobobobdegbooboooooboobobobob

gooooo

ggodgguo

gooon

mac qos-flow-group <qos flow list name> {in | out} layer2-forwarding

oooon

no mac qos-flow-group <qos flow list name> {in | out} layer2-forwarding

ooooooo
(config-if)

goodoogo

<qos flow list name>
MACQoSODOODOODODOOOOODOODO
1. 00o0oooooooogod
goooooad
2. 000000
3100000000000000
000Mmbodooooboooooobooboooooa

{in | out}
Inbound 00 0O Outbound DO O OO0OO

in0d InboundD OO OOOOO

outd OutboundD OO OO DOOO
1. 00ooooooooogod
goooood
2. 000000
oo

layer2-forwarding
dddddoooooooooooooo

layer2-forwarding0 000 200000000000 0OCOOCOOOO

1. 0ooooooooboobo
gboboobao

2. 000000
oo

gbooooobooogoo

oo

goobogoooboo

oo
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mac qos-flow-group

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0000000000000 Inboundd Outbound 0000000000000 OOOOOOOO

gbobooooobooboboboboobooobo
2. 00000 MACQoSOODODOODOOODODOODOODOODOODODODOODOOMACQoSOOOOOOOod

dooooooooo

3. 0000000000 default standardd default standard-advancel default extended default
extended-advancel] qos-only extended qos-only extended-advance filter extended[ filter
extended-advancel] qos extended 0 0 0 qos extended-advance 1 0000000000

4 000D0DO0O0OO00OO00OO0O0OO0OO0ODOO0ODOODOODO0OO0O0OOOOODOOD0O VLCANOOOOOOoOOooao
0000000000000 0D00000o0oonoo VLCANOOOOOOOoOOooO VLANIDOO

gboooooooooboo
5. VLANOOOOOOOOOOOOOOOOOOOOOOOOOOO VLANODOODOODOODDODOO

gooogn
6. 00000O0OO0O0OOOOOO0ODOOO0OOOO0ODOO0ODOOOODOOODOOOOOO Inbound

0000000000 DbOO00o0o0doDb00wem-inOOOOOOODODOOO

7. 000000000000 000O00O00 InbounddOOD0O OO OO AX6700SO

8. U0OOOO Outbound OO ODOOOODOODOODOOOOOODOODOOOODO upeinoutOd OO
000000 AX6600S11 AX6300S0

9. 00000 VLANODOODOOOOO Inbound 00000000 OOCODOODOODOODOOO PSPO
0000 1000000000 AX6e600S0O
¢ redundancy max-psp
¢ schedule-power-control max-psp

¢ adaptive-power-control max-psp

goobogoooo

mac qos-flow-list
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mac qos-flow-list

mac gos-flow-list

QSO0 0D0D0O0O0O0DOOODOODDLDODOD MACQoeSODODODDODDODODODODODODODOO

00000000000 QeSU00U00U00UU00U0O0U00UUU0UUUULDUUUUUUUOM QSOODO
gbobooooobooboobobaob

goobogo

goooao
mac qos-flow-list <qos flow list name>

googo
no mac qos-flow-list <qos flow list name>

goodoogo

(config)
goooooo

<qos flow list name>
MACQoSOOOOOOODOOOODOODOO
1. 00o0oooooooogod
goooood
2. 000000
3100000000000000
000Mmbodooooboooooobooboooooa

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 00000 IPv4QoSOO0O0O0000O00IPv6 QSO0 IOOOOOOON Advance QSOOO OO
gbobooooobooboo

ogoooogo
mac qos-flow-group
mac qos-flow-list resequence
qosl] mac qos-flow-list[]

remark

188



mac qos-flow-list resequence

mac gos-flow-list resequence

MACQoSOOOOOOOOOOOOOOOOOOODODOODODODDOO

goodgdao

oooooooo
mac qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] |

gogododogo

(config)
oogogoooo

<qos flow list name>
0000 MACQeSOOOODOODOODOODOODOODO
1. 000o0ooooooooo
goooooo
2. 0000004
3100000000000000
goo0mooooooooooboooobobooooooa

<starting sequence>
Jodddooooooooooo
1. 00o0o0o0oooooooo
goooioodo
2. 00000d
10 42949672940 100000000000

<increment sequence>
Jodddoooooooooooooo
1. 00oooooooooog
goooio00od
2. 0000ga
1gi1oo0iogdooogoogo

gooboooboobooon
ao
gogoooogo
oo
gooooooogo
gbobooooobooboobobobooon
goobognd

ao

gogoooogo

mac qos-flow-list
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mode

mode

goooooOoOoOoOoOoOOOOOOOOOOONIFODODODOODODODOODODOODOOOOOOOO
O000OOO0O0OoOOoNIFODODOOOOOOOODOOOODOOODOOOOODODOOODOOOoDOOoOo
gboooooobooboboboooooboobobobooooooobooboobon

goobogo

ooooooon
mode {rgq | wgq | llpql | llpa2 | lpq4 }HllrlglO AX6700ST AX6600S0

googo
mode rgqd AX6300S0

ooooo
no mode

goodoogo

(config-sh-nif)
ooooooo

{rgq | wgq | llpql | llpg2 | llpg4 }O AX6700SCI] AX6600S0I

rgq
Oo0oO0O0OO0OO0ORGQOODOODOOORGQOUOOOOOOOODOOOOOODOOOODOODOOO
gbooooooooobon

wgq
goo0o0ooowGQUUUUOUUOOWGQUOODOUOoUoUooUooUooLoUUoUoooo
gbooooooooobobon

llpql
00000000 LLPQIOOOODOODO0OOOOD LLPQUOODOOOOOLLPQIOOODOO
oo obbbbobbobbbbbbobboboboboooog
ddddooooooooooooooooboobooboooooboobobooooooooa
aad

1lpq2
O0000000 LLPQ2O00OO0DO0OOOOODO LLPQUOODOOOOLLPQ2OOODOO
gooododddddddooooooooooDobobobbbbbbbbbobooooog

gboobobooboooooooobooboboboboobooooboboboboobooooon
oo

llpq4
00000000 LLPQ40 00000000 0OOO LLPQULOOODOOODLLPQ40 OO OO
gD obobobbbbbbbbobooooo
gD oboboobobbbbbbbbobbooooa
oo

1. 00o0o0ooooooood
goooooad

2. 000000
rgqd wgqO llpqlOllpg20llpg4 OO OO OO O

3. ooooooooooon
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mode

llpql 000000000000 400004000000000000000OD0ODOODBOLOD 8
gboosboooobooboboboooon
lpg2000000D00O000OD40000300400000000000000000O0O
gbobogsboooor7oosuboobooooooooooboooboono

llpga 000000000000 800000 800000000 OODOOOOOODOODODOO
4000000000

llrlq00 AX6700S11 AX6600S0]

0000000000000 ooo0o0oo0o0ooooooooooDoirlqiDirlg200000

gooooooooooooooooooooog

lrlql1 O Nrlg2 00000

1. 0000000ooooooag
lrlqi0lrlg2 0000000000

2. 000000
od

3. 000oDOOoboOoooooooag
000o0o00ooooooooooooooooooooooooooooooon

rgql] AX6300S0
0000000 RGQUUIDOOODORGRUODOOOOOODOOOOODOOODOOOOOOOOO
ggooooboooo
1. Jooooboooboon
gooooon
2. 000000
rgq0000000O

gooboooboobooon

gboboboooooboooon

gogoooogo

goooooO0ooOoO00ODbOOoONIFOOOOOODOOOODOOODOOOODDOO

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0000000000000 00000000VLANODODOODOODOODOODOODOODOOOUrlqlO
Irlg200000000000000000 QSOIOIOOONOOOOOOOOOOOOOOOOOO
OO0O0OO0O0OODAXe700S[11 AX6600SO
- J0000DOOO0O0ODOOODOCOOODODOOUODOOONIFOOODODOODOOOODDO
gboboboooooooboonoo

s JOO00OO0ODOODOOOOOOOO

e JO000D0O0OOOOOOOOOODOODODOOOOOODODOODOOOOOOOODOODOODO
goooo

2. 00000000000000000O0O0O0OOVLANOOOOOOOOO0O0O000ooooooooo
00000000 QeSO0O0OOoOoOoOoOoOOOODOODOODOODODOOODODODDODDOO
O AX6300S0
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mode

- JO0000C0O0OOODOO00O000U0OUUUOUUOUUULONIFOODODODODODODOO

gooooood
e JO0DO0OO0OOOOODOOODOODODODOOOOOODODODOOOOODODOOODOODOODO
gooon

3. OO NIFOOOOODOOOOOOOODOOODOOODOOOOODODOO0O0DOO0OOUrlg1ldlrlg2
0000000000000 DO0OD00 QSO0 oUoUoLooLooLooo
000000000 DOODOAXe700S1 AX6600S0

4. OO NIFOODOOOODOOOOOOOOODOOODOOOODOOOODOOODOOOODOOOD
000000 QSUU0U00U0U00oooooooooooooooooooooooogg
0 AX6300S0

5. JONIFOOOOOQOOOOOOOODOODOoOoOoOoOvVLANOOOOOooooooooooooo
IrlqlO0lrlq2 00 0000000000000 0O0 QSUODODODODODOOOODODODODOOOOooon
OOOOCOCOOOOOOOAXer00SM AXeeoosO
- 00000000 O0O0OOOOOO VEANOOOOOOOOOOOOOOO0Ooooooong NIF

gboboboooooboooooobooboboboboooooboo
« 00 VLANOOODODOOODOCOONIFOOOODOOOOOOODOODOOODOOOODOOOO

- J00000000000000000O VLANOODOOOOOOOOOOoOoO NIFOOOOOooo
gboboboooobobooooooboooban

6. OO NIFOOOOOOQOOOOOOOOOOOoOOvVLANOOOOOOoooooooooooooo
OO00OO0OC0O0O0OO0O0OC QeSO ooooooooooooDoooUoooOoUooOooooLooo
0 AX6300S0
-« J00000000000000D0O0D VELANOODODOODOOOOODOODOO00oooooooooo
OO0 NIFOOODODOOOOOOOoooOooboOooooooo
- 000000000000 0OOOOO VLANOOOUOOUOOOOOooooo NIFOOOOoood
gboboboooooooooobooboon

goobogoooboo

oo
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number-of-queue

number-of-queue

O0O0o0OoOoOooo
[rgql [rgq lrlgl [weql [wgq lrlgl Mpgll Nlpql lrlg] Mpg2] Mpg2 llrlq]

O00O0OQOO0OQOOo NIFOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOO NIFO
gboboboooooboobobobooooooooboboboboooooboobob0oboboonn

goodgdao

goood
number-of-queue 4

ogoooad
no number-of-queue

goobogoo

(config-sh-nif)
goooood

4
gboooooobobo4b000000
1. 0oooboooooboooo
gboooooog
2. 000000
ao

doddoooooooad

gbobobooboobgosbouoboaobdanb

gogoooogo

gooOooo0ooOoO00ODbOOoONIFOOOOOODOOOODOOODOOOODDOO

goboooboobod

gbobooooboobobobooboooon

goobognd

1. 0000000000000000 NIFOOOOOOoOoooooooo

2. 000000000000000000000VLANOOOOOOOOOOOO0OO0O0O0O0O0rlq10
Irlg200000000000000000 QSUUIODODOONOOOONOONODONOONOOOoOono
OOOOOONIFOOOOOOOOOOOOOOOOOOOAXe700ST1 AX6600SO

3. J00000000o0o0oooUoooooooovLANO OO0 ooooooooooooooooo
00000000 QSOOoOooooooOoOoOoOoOOOOOOOOOOODOOOOOONIFOOO
OOOO0OOOOOOOOO0O0OO0OO0OOIoAXe300sO

4. OO NIFOOOOOOOOODOOODOOOODOOOODOOODOOOOODOOOOrlgq10lrlg2
O000O0O00O00O00O0O0OD0000 QSOOODOOOOODOOOOODOODOODOODOODODODODOO
OO0 NIFOOOODOOODOOODOOOOODOOOD OO AX6700ST] AX6600ST

5. OO NIlfFOOOCOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOO

193



number-of-queue

000000 QSUO00000OoOooooooooooooooooooooog NIFOOooo
00000000000 OOmAXesooso

6. JONIFOOOOOOODOOOOOOQOOOOOOVLANOOOODOooooooooooog
IrlqlOlrlq2 00 0000000000000 00 QSUDODODODODOOOOOOOOOOOOO
VLANOOOOOOOOOOOOOOOOOOOOOOOONIFOODODOOOOOODOOOOOOO
0 O [ AX6700S11 AX6600S0

7. 00 NIFOOOOOOOOOOOOOOOOOOOVLANOOOOOOOOOOoooooooood
0000000000 QSO0 oUooooo vVLANOOOooooooog
OO0O00OOOO0OoOoOoOoOoOOo NIFOOOOOOOOOOOOOOOOOOOoAXe300sSO

goobogoooboo

shaper nif
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predicted-tail-drop

predicted-tail-drop

ooooooooo
ooo

O000NIFOOOOOOOOOOOOOOOOONIFOOOOOOOOO0OOOO0OO00000000O0
ooooo

0000000000000 0O000 QSUUDUUUL 7/ UbODbDUDbDDbDDbDO
0000000000000 DO0OD00OD00OD00D00D0 QSODOopDOopDODoODoODDODOODODDODOO
gbooobaob

goodgdao

ogoooad
predicted-tail-drop disable

ogoooad
no predicted-tail-drop

goobogoo

(config-sh-nif)
goooood

oo
gooboooboobooon
gbobobooooboobooboboboooo
goobogoooo
ao
gooooooogo
gbobooooobooboobobobooon
goodgdao

oo

goobogoooo

shaper nif

195



qgos[ advance qos-flow-list[]

gosl] advance qgos-flow-listl]

Advance QSO O DODODODODOODOODOODOOOODOOOOOOOOODOOOOO

ggodgguo

oooooooo
[<sequence>] qos mac {0 0000000000 ]
[<sequence>] qos mac-ip{0 000000 O0OOO ]
[<sequence>] gos mac-ipv6 {0 000000 H{OO0ODO ]
*mac{0000000}000

MACOODOODOOODOODOODODODOODDOOOOOOO
mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} [<ethernet type>][vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>1}

e mac-ip{0 000000 000

MACOUOOOOUOIPv4OOOOOOOO LayerdDOODODODOOOOOOOOOOOOOOOOO
gooo

0000d00d0o0do0dDdDOobDOooooooo TCPOUDPOICMPOOO IGMPOOOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ip | <protocol>} {{<source ipv4> | own-address} <source ipv4
wildcard> | host {<source ipv4> | own-address} | any | own | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan
id> | <vlan id list name>}] [user-priority <priority>][ictag-untagged | [ctag-user-priority

<priority>] [ctag-vlan <vlan id>]}]

00o0d00do0odDdDOooooooooo TcepoOn
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tep {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} [{leq | neq} <source port> | range <source port start> <source port end>}]
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{{eq | neq} <destination port> | range <destination port start> <destination port end>}]
[{[established] | [{ack | +ack | -ack}] [{fin | +fin | -fin}] [{psh | +psh | -psh}] [rst | +rst | -rst}]
Hsyn | +syn | -syn}] Hurg | +urg | -urg}]}] [{[tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |

[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

000000000000 oOoOobOOoOoooOOo ubrPOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} udp {{<source ipv4> | own-address} <source ipv4 wildcard> |
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qgosl advance qos-flow-list(]

host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{leq | neq} <destination port> | range <destination port start> <destination port end>}] [{[tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>}]

0oo00d00o0oOooDdoooooOooooo ICMPOOO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} icmp {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [{<icmp type> [<icmp code>] | <icmp message>}] [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan

id>1}]

0oo0ooooooooooooooooooo IGMPO OO
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} igmp {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own | range-address <source ipv4 start> <source
ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> | host
{<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end>} [<igmp type>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}]
[vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>][{ctag-untagged |

[ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

dodooooooooooo
mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ip | <protocol> | icmp | igmp | tep | udp} {{<source ipv4> |
own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any | own |
range-address <source ipv4 start> <source ipv4 end>} {{<destination ipv4> | own-address}
<destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own |
range-address <destination ipv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [fragments] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>}]

e macipv6 {0 000000 000

MACOOOODOIPv6OOUODODOOOO LayeraOODODOOOOODOOODDOOODOOOODOO

od

OO00opooooo TCeOUDPOODO ICMPOOODODO
mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} {ipv6 | <protocol>} {<source ipv6>/<length>| host {<source
ipv6> | own-address} | any | own-address <own address length> | own | range-address
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<source ipv6 start> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6>
| own-address} | any | own-address <own address length> | own | range-address <destination
ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan
id> | <vlan id list name>}] [user-priority <priority>][ictag-untagged | [ctag-user-priority
<priority>] [ctag-vlan <vlan id>]}]

gooooooo TCcpOOO

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} tep {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} [{{eq | neq} <source port> | range <source port start> <source port
end>}] {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{leq | neq} <destination port> | range <destination port start>
<destination port end>}] [{[established] | [{ack | +ack | -ack}] [{fin | +fin | -fin}] [{psh | +psh
| -psh}] [rst | +rst | -rst!] [isyn | +syn | -syn}] [{lurg | +urg | -urgt}] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority
<priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan id>]}]

oOooooOoooO ubpOOO

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} udp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} [{{eq | neq} <source port> | range <source port start> <source port
end>}] {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start>
<destination ipv6 end>} [{leq | neq} <destination port> | range <destination port start>
<destination port end>}] [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan
id list name>}] [user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>]
[ctag-vlan <vlan id>]}]

gooooooo IcMpPOOO

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol} icmp {<source ipv6>/<length>| host {<source ipv6> |
own-address} | any | own-address <own address length> | own | range-address <source ipv6
start> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6> |
own-address} | any | own-address <own address length> | own | range-address <destination
ipv6 start> <destination ipv6 end>} [{<icmp type> [<icmp code>] | <icmp message>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>][{ctag-untagged | [ctag-user-priority <priority>] [ctag-vlan <vlan
id>1}]

g

e 0O0OO0

DSCpOOOOOOOOOO

action [user <user id> | llrlql | 1lrlq2] [priority-class <class>] [discard-class <class>]
[replace-dscp <dscp>] [replace-user-priority <priority>] [max-rate {<kbit/s> | <Mbit/s>M |
<Gbit/s>G} [ max-rate-burst <byte>] [min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G}
[min-rate-burst <byte>] [penalty-discard-class <class>] [penalty-dscp <dscp>]
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[penalty-user-priority <priority>]]

DSCpOOD0ODOOOOO
action [user <user id> | llrlql | llrlq2] [dscp-map] [replace-dscp <dscp>] [replace-user-priority
<priority>] [max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [ max-rate-burst <byte>] [min-rate
{<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>] [penalty-dscp <dscp>]
[penalty-user-priority <priority>]]

goooo
no <sequence>

goobogoo

(config-adv-gos)
goooood

<sequence>

000000000 QeSO00OoOooooooooooooooo

1. 0obooboooooooo
QoSOOC0O0OC0OUOUOUOOOUbOOUbOObOUODOUODbDD 10000
gbobooboboooboooooooobobobobo+1000D0
gbobobOoboboon 4294967284000 00000O00O0O0O0O00O0O0O0OOOODOODO

2. 000000
10 42949672940 100000000000

{<source mac> <source mac mask> | host <source mac> | any}
000 MACOODODODOOODOOODO
0000000 MACOODODOOOODODODOOD anyOOOOOOO
1. 00000OOoOoooooog
ooooooo
2. 000000
<source mac> <source mac mask> host <source mac>0 00 any OO OO0 OO0

<sourcemac>0 0000 MACOOOODOOOODOO

<source mac mask>0 0 MACOOOOOOOODOODOOOODOOOOODDOOOOOOO MAC
obobobooboooon

host <source mac>0 0000000 <sourcemac>0000000000000OCO0OOO
any0 000000000 MACODDOOOOOODOOODOODOOOOO

MAC O 000 (annn.nnnn.nnnn)C 0000.0000.0000 O ffff.£fff.£f0 16 0 O O

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp
| oadp | pvst-plus-bpdu | slow-protocol}
OO0 MACODODOOOOOOO
000000 MACODODOOOOOODODODODO anyOQOOOoOOO
1. 00o0ooooooooog
goooooo
2. 00000ad
<destination mac> <destination mac mask>[] host <destination mac>0 any] bpdul cdpd lacpO
11dp0 oadpd pvst-plus-bpdu O O O slow-protocol 0 0 00000
<destination mac>0 000 MACOOOOOOOOODOO
<destination macmask>00 MACOOOOOOOODOODOOOOOOOOOOOOOOOOO

MACOOOOOOOOOOOOO
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host <destination mac>0 0000000 <destinationmac>000000000000000O0O
oo

anyJ 00000000 MACOOODOOOOOODOOOOOODOODOO

bpdu 0O OOOOOBPDUOODOOODODOODOOODODOODOOO
cdpO00O0OO0OOCDPOOODOODOODODODOOOODOODO

lacp 00 O slow-protocol 0000 O0OOslowD 0 000D 0O0OO00OO0OO0OOODOODOODOODO
00000 LACPO IEEES802.3ah/UDLD OO O slow D DO O OOOO0OOOODOOOOOO
lacp0000OD0DOLACPOOUODODODODOOOOOODOON
IdpOOODOODOLLDPODOOOOOOODOODOODOODOOOOO

cadp 00 OOODOOOCADPOOOODOODODOODODODOOOOO

pvst-plus-bpdu 00 OO0 OO0OPVST+O0000000O00DOODOOOOODOOO

MACO OO0 (annn.nnnn.nnnn)d 0000.0000.0000 O ffff.ffff.ffff0 16 0 O O

<ethernet type>

doddoooooooooooooo

1. 00o0o0o0ooooooaad
gooooooooooaa

2. 00000o
0x0000 0 Oxffff0 16 000D ODO0OOODOODOODOODOOOOOOO
goooddooooooooo 790b0boobooboobobobobodddddooooUooo o
oo

vlan {<vlan id> | <vlan id list name>}
VLANIDOOO VLANOOODOOOODOOOoOoOOo
O0000000o0oooooooooooooooooooooooaon
1. J0ooooooooooa
goooooooooooo
2. 000000
VLANIDOOO VLANOOOOOOODODOOoOO
VLIANIDOOOOOmMOOOODODOOOOoOooOoooooooooooag

user-priority <priority>
ooboooboooooon
1. doooobooobooo
gogoooobooobod
2. 000000
o0 7010000000DO0O0O

ctag-untagged
0000 TagOOOOOODDOODOOODDOOO
1. 00o0o0o0oooooooaoad
goododoooogood
2. 000000
oo

ctag-user-priority <priority>
0000 TagOOODOOODODOODOODO
1. 000o0ooooooooad
goodoodoooooooda
2. 000000
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og70100000000O0O0DO

ctag-vlan <vlan id>
0000 TagO VLANIDOOODOODOO
1. 00o0oooooooooo
gooooooooooog
2. 000040a
o0 40950100 00000O00O00OO

{ip | <protocol> | icmp | igmp | tcp | udp }
0000000000 macipd0000D0OOODOOODODOOO
IPv4a000000000000000000000
00000000000 ooooooooooipoOOooooaon
1. J0odooooooooao
goooooaa
2. 000oOoOoad
od 2650100000 000000000O000O0O0OOOOg
0000000 000obD00oo0 7-100000000000000IPv4@0D00D000D0DOO0O

{ipv6 | <protocol> | icmp | tcp | udp}
0000000000 macipve 0000000 ODOOOOOOO
IPv6 00000000000 DOOO0DOOODODOOO
000000000 DO00D0bOO00o0oOooDOOwpve0dODOOOO
1. 000odoobooooooao
goooooaa
2. 00oooad
10 420450 490520 59061 0 25501000 M 0000000 0OOOOOOODOOO

g00o0o0oboOooO00ooDoOoOor2000000000000O0DOIPveIODOOODOOOOO

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |
own | range-address <source ipv4 start> <source ipv4 end>}

oo0IPva0000D0OODDOOO

00oooooIpva00000O00D00D00ODO anyOOOOOOO

1. 00ooooooooood
goooooo

2. 00oooad
<source ipv4> <source ipv4 wildcard> host <source ipv4>[ any[] own-address <source ipv4
wildcard>Ohost own-addressCown 0 00 0 range-address <source ipv4 start> <source ipv4 end>
goooood
<sourceipv4>[0 0000 IPv400000O00OO0DOOO
<source ipv4d wildcard>0 0 IPv4 0000000000 O0O00OO0OODODODOODOOOODOOO
goooooo Ipva00O0D0OODODOOODOO
host <sourceipv4>0 0000000 O<sourceipv4>0 000000000000 OOODOO
any0 000000000 IPv4A000000OO0O0OOODOOOODOODOO
own-address 000 own OO VLANOODOODOOOOOOOOOOOOODOO
own-address 1 0000000000000 DOOOOOOOOOOO IPv4a00OOOCOOO
Ipv4a00000000DOOOOOOODOOO
ownOODOODODODOODOOOODOOOOOODDODOODOOOIPv40ODOODODOODOOODODO
ddddddoodddooooooooooooooooooooboobooooboooobooon
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O0OOown-address 000 own 0 0000000000000 DODOO0ODOOOOODOOOODOO
Ipva000000000O00O0ODOO
range-address 0 0 0 0 0 0O O O O <source ipv4 start> 0 0 <sourceipvdend>O 0000000

gooooooao
<source ipv4 end> [ <sourceipv4d start>0 0000 IPv4 0000000000 O00OODO
IPv4 0000 (ann.nnn.nnn.nnn)d 0.0.0.0 O 255.255.255.255

{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address
length> | own | range-address <source ipv6 start> <source ipv6 end>}
gooIpved00OO0ODOODOODOO
Oo0oOoOoooIpve000D0D0DO0O0DOOODODO anyODOOO0ODOOO
1. 000oooooooooad

gboboobo

.ooogooo

<source ipv6>/<length>[ own-address <own address length>[ host <source ipv6>[ host
own-address( any[] own 00 0 0 range-address <source ipv6 start> <source ipv6 end> 0 0 0O O
god

<sourceipv6>0 0000 IPv6eO0O00OO0OOODOODOO

<length>OO IPv6e 00 000000000000 ODOODOODOODOOOOOOBtOOOODOO

oo
<own address length>0 0 own-address 00 0000000000000 DOOCOODOOOO bit

gooooood
host <sourceipv6>0 0000000 O<sourceipv6e>0 000000000000 OOODO0O

any0 000000000 IPv6eO0O000D0O000OO0OOOODOOOODODOO

own-address 000 own OO VLANOOOOOOOOODOOOODOOOOOOOO
own-address 0 0000000000000 0OD00O0ODOOO0OOOOO IPveOOOODOOOOO
ooooIpv6e000000D0O0ODO0OODOOOODODOOO

own 0O OODO0OO0O0O0OO0OOOODOOOO0ODOOOOOOOOIPveOOOODOOOOODOOOO
Ibv6e 00O OD0OOIPv6O00DO0O0OO0O0O0O0ODO0O0ODOODOODO <length>000000000O0O
ooooo

range-address 0 0 0 0 0 0O 0O O O <source ipv6 start> 0 [0 <sourceipvb6end>O 0000000
oooooooo

<source ipv6 end> [0 <sourceipv6start>O0 0000 IPv6 0000000000 OOODO
<source ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) 0:0:0:0:0:0:0:0 O
JiisRisinIiiBiiinIigiiigiiiniig

<length>0 00 128

{{eq | neq} <source port> | range <source port start> <source port end>}
goooooooooooooa
Jd0o0oOoo TCpPOOO UDPOOODODOOODOOODO
1. J000O0O0ooooooo

gbooooooooooboo

.gooooo

o ess3s0100 00000000000 OOODbOD
gdooooOoOoOoOoOoOoOooO 7-s0TCPOOO0O0OOOOODOOD O 740UDPOODOOOO
OO0oooOoIpv4@mOO0O0O0 7-50U0DPOODOOOOODOOCOODOIPv6IODOOOODODO

oo
eqUU0O0O0O0O0OOO<sourceport>0000000000O0O0OOOOOO0O



qgosl advance qos-flow-list(]

neqUU000000O0OO<sourceport>00000000000O0O0O0O0O
range 0 0000 00O O O <source port start> 0 0 <source portend>0 00000000000

goono
<source port end> [0 <source port start>0 0000000000000 0O0O0OOOO

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}

oo Ipva00D00O0DOO0ODOOO

oo0ooooIpva00D00D0O0O0O00OO00OO0 anyOOOOODOO

1. 00o0oooooooood
goooooo

2. 000040ad
<destination ipv4> <destination ipv4 wildcard> host <destination ipv4> any[
own-address <destination ipv4 wildcard>[C host own-address(] own 0 [0 0 range-address
<destination ipv4 start> <destination ipvd end>0 000000
<destinationipv4>0 000 IPv4a00000000O0O0ODO
<destination ipv4 wildeard>0 0 IPv4 00000000000 OCOOOOODOODOOOOOOO
doodoooooIpvd00OD0ODODOOOOOO
host <destinationipv4>0 0000000 <destinationipv4>0 00 000000000000
aooad
any 000000000 IPv4a0000D0O00ODOOOODOODOOODOO
own-address 000 own OO VLANO OO OODOOOODODODOODOOOOO
own-address 1 0000000000000 D0OOOOOOOOOOODO IPv4000O0OODO
IPv4a00000000D0O0OOOODODOOODO
ownJOODOODDODOODODOODOOOOODODDODOODOOOIPv40ODOODODOODOOODODO
gD oo bobbobobboobbooo
OOOown-address 000 own OO 00000000 DODOOOOCOOODOODOODOODOOOO
IPv4a000000O0D0OOOOO
range-address 0 0 0 0 0 00O O <destination ipv4 start> 0 [0 <destination ipv4 end>0 0 0O O
ddodoooogooo
<destination ipv4 end> [0 <destinationipv4 start>0 0000 IPv4a 0000000 OO0ODOO

oag
IPv4 0 000 (ann.nnn.nnn.nnn)0 0.0.0.0 O 255.255.255.255

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own
address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}
OodIpveO0O00OOODOOODOO
0o0o0DoooIpve0000OD0OO0OD0O0O0OO0O0OO0 anyOOOOOOO
1. 00Do0ooooooooooo
goooooad
2. 000ooo
<destination ipv6>/<length> own-address <own address length>[ host <destination ipv6>[
host own-addressO anyd own O 00 0 range-address <destination ipv6 start> <destination ipv6
end>0000000
<destinationipv6>0 000 IPv6e OO0 OO0O0DOOODOO0O
<length>OO IPv6e 00D ODO0OO0O0O0D0DOOO0DOOODDODOODOOODODOOOMtOOODOOO

od
<own address length>0 [0 own-address 00 00 0000000000000 DOOOOOO bit
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goooooog
host <destination ipv6> 0 00 00000 <destinationipv6>00 0000000000000

ooo

any0 00000000 IPv600000000D0O0O0O0DOOOOOOO

own-address 000 own OO VLANOOOOOOOOOODOOOODOOOOODODO
own-address 00 0000000000000 DOO0O0OODOOOOOO IPpv6eO0DODOO0ODOOOO
oooIpv6e00000000D0DOO0ODOOOOODOO

own 0O 0O0OO00O0DO0O0ODOOO0O0OOOO0ODOOOOOOOD IPveO0DODOO0OOOOOODODO
Ipv6 0000OIPV6e 0000000000000 0O0O0OD00OO <length>0000000000
ooooo

range-address 0 0 0 0 00 O 0 <destination ipv6 start> 0 [0 <destination ipv6 end> 0 0 0O O
oooooooooooo

<destination ipv6 end> [0 <destination ipv6 start>0 0000 IPv6e 000000000 ODO0O
od

<destination ipv6>(nhnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn)d 0:0:0:0:0:0:0:0 O
FEEEEEECECE FEFECFEE: FEFE£FEE £

<length>0 00 128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
gddodooooooooono
Jooooo TcpOoOO UDPOOOODOOODOOOO
1. J0obooooboooooa
gboooooooooooao
2. 0JO0oO0ooOoad
o ebs350 1000000000000 OO0OOOO0O

goooooooooOooOooo@mo 7-soTCPOOOOOOOOODOOODO 740UDPOO
goooooooooIpva@moOOOO 7-500DPOOOOOOOOOOOOIPv6eIOOOO

ooooogd
eqUO00000O0O0O0O<destinationport>0 0000000000000 0O0O0O0O

neq000000000O<destinationport>000000000000000
range 1 00 0 00 O O O <destination port start> 0 [0 <destination portend>0 000000

ooooooooo
<destination port end> [0 <destination port start>0 0 0000000000000 OOODO0O

tos <tos>
00000000 TeSOOOODOOOODO 30604000000 tesOOOO0ODOOODO
0000000 TeSOODOODOOOOO 3060 400000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 00000o00booooon
oboooooooooboon
2. 000000
o 1010000000 tesOODOOOOOOO
O0000 tesOO0ODOOOOMMO 76000000 tesOOODOO0OOOODOOODO

precedence <precedence>
00000000 TeSOOODODOODO 3000000 precedence 10O OOOONO
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0000000 ToSOOOOOOO 3000O0O0OOOOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0000boooooooonoo
gbobobobooboooon
2. 000000
007010000000 precedence 100000000
00000 precedence 0O OOOOOMMO 77000000 precedence0OOOOOODODODO
god

traffic-class <traffic class>
oo ooooooooooon
oo oobobboo
1. 00o0ooooooooog
goooooooooooo
2. 000040ad
o0 265010000000 00O000

dscp <dscp>

0000000000 macipOOO
00000000 TeSOUO0O0OOOO0O e0O0ODOODO DSCPOOOOOOOO
0000000 ToSOODOODODOD 6e00O0O0OOOOOO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

0000000000 macipv6 OO0
0000000000000 00000000oggg e0oooO0O DSCpOOOOOOOO
gbooboboooooooobobobobooeobobOobObO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 00000o0oooooooo
obooboboboooooon

2. 000000
o0 e3j10000C0C0CODSCPOOOOOOOOO

00000 DSCpOOODDOOMMIO 7-8000000 DSCPOOOOOODOODOOOODO

established
TCPOUOOO ACKOOODOOO RSTOOODO 1000000000 OOOOOO
0oodoodo TCceOOOOOODOOOOO
1. 00o0oooooooooao
goodoooooooood
2. 00000040
ad

{ack | +ack | -ack}
TCPOOOO ACKOOOOOOOOOOOODO
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goooooTCPOOOOOOOOOOO
ack000O +ack0 ACKOODODO 1000000-ackd ACKOOOO 0OODOOOOOOOOOO
1. 00000o0oooooboobo
gbobobooooooboon
2. 000000
ao

{fin | +fin | -fin}

TCPOOOO FINODDODOODOOODOODOOOO
goooooTCPOOOOOOOOOOO
fin000 +in0 FINOOOO 1000000-fin0 FINODOOO OOOOOOOOOOOO
1. 000000ooooboobo
gboboooooobgan
2. 000000
oo

{psh | +psh | -psh}

TCPOOOO PSHOOOODOOOOOOOOO
gooooo TCceOOoOOoOoOoOoOoOoOO
psh000 +psh0 PSHOOOO 1000000-psh0 PSHOOOO OODOOOOOOOOOO
1. 0oooooooboobooo
gboboooooooban
2. 000000
oo

{rst | +rst | -rst}

TCPOODOO RSTOOOODOOOOOOOODOO
00oooo TCeOOOOODOOOOOO
rst 000 +rst0 RSTO OO O 1000000-vst0 RSTOOOD 000000000000
1. 0o0ooooooboobooo
gboboooooooboan
2. 000000
oo

{syn | +syn | -syn}

TCPOODODO SYNOOOOOOOOOoooog
oooooo TCeOOOOOOOOOOO
syn000 +syn0 SYNOOOO 1000000-synD SYNOOOO OODOODOODOODOOOO
1. 0o0ooooobooboooon
gbooboooooooboo
2. 000000
oo

furg | +urg | -urg}

TCPOOOO URGOOODODODOODOOOO
oooooo TCeOOOOOOOOOOO
urg0OO +urgd URGOOOO 1000000-wgO URGODOODO OOOOOOOOOOOO
1. 0000oooobooooon
gboooooooooboon
2. 000000



o

<icmp type>
ICMPOOODOOOOOOO
ooooooIicMpOOOOODOOOOOO
1. 00o0oooooooooo
goooooooooooo
2. 0000gad
oQ 2550100000000 O0O0O

<icmp code>
ICMPOOODOOOOOOO
ooooooIicMpOOOODOOOOOO
1. 00o0oooooooooo
goooooooooooo
2. 0000gad
oQ 2550100000000 O0O0O

<icmp message>
ICMPOOOOOOOOOOOODOO
ooooooIicMpPOOOODOOOOOOO

qgosl advance qos-flow-list(]

gooooIicMpPOOOOO0OOOOOO7-110ICMPOOOOOOOOOOOOOOIPv4MIOCOO
OO0 7-120ICMPOO0000D0O0O0OOOOOOOIPveOOOOOOOOOO

1. 0000obooooogooo
gboboobooboboooon
2. 000000
oo

<igmp type>
IGMPOODOOOOOOOO
ooooooIiGMpPOOOOOOODOODOO
1. 000o0o0ooooooooo
goooooooooooo
2. 000gogad
o0 2550100000000 0O0O0O

fragments
20000000000000000000000
1. 000o0o0oooooooo
goooooooooooo
2. 000o0goa
oo

gbobobao

action

gbobooooobooboboboboboboooboooooooobooboboboboobooobooobooon

gooo

1. 0000oboooooooo
gboboobobobooooooobobob

2. 000000
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ao

{user <user id> | lrlql | llrlq2}0 AX6700S[T1 AX6600S0
0000000000000 00D0D IDOrlql OO0 lirlg2000000O00
1. J0ooooooooooda
oo
2. 000000
<user1d>010 10230000000

user <user id>0 AX6300S0O
000OO00d00O0o0DoOOo0bOOoooDO IDO0ooOooon
1. 000o0oooooooaod
og
2. 000000
<userid>0 10 5110000000

priority-class <class>
gooooooooooo
1. 000o0o0ooooooaod
goddddooooooooooooooooooooooboboobobooboobobooboobooooo
00d Vol20s.100000000000O00DO0OOOOOO
2. 000000
10 8100000000000

discard-class <class>

Jodooooooooooooo

0000000000000 000000D0000 <class>0000000

1. 000ooooooooaoad
gD obobobobobbbobbbbbobooboooog
000000ooooo vVel2O0s.100000000000000OO0O0DOODOO

2. 00o0ooao
10401000 00000000O

replace-dscp <dscp>

DSCpOODOOOOOODOODO

000000000 DSCPOUOO0UDNODODNO <dsecp>0000000O0O

1. J0dodoooooood
goobsCepOOOonOOoOoOoOoOnO

2. 00o0ooao
ode3010000000 DSCPOODOODODOOO
00O00ODSCPOIOUODNODO 78000000 DSCPOOODNODOOOOOODO

replace-user-priority <priority>
Ogooboododooooooooooo
0000000000000 000000 <priority>00000000O0
1. J0doddodogooogd
godddddoooooooooooo
2. 00o0ooa
oo 70100000000000

dscp-map



qgosl advance qos-flow-list(]

DSCpO000OOOOOOOOOOOOOOOOOOOOOOOODSCPOOOOOOOOOOO
oo
DSCpO0OOOODOOOOONOOOOOOOODOOOOOOOOOOOOOOOOOn Vol.205.10
gbooooooobooboboboooo
1. 0obooboooooooo

goobsCcepOOoOoOoOOOOOOOOO
2. 000000

oo

max-rate
Jdddoddoooooooa
Jdddd0o00000do0oo0oooooooooooooobooObOoOooOobODOoO0o0o000000

{ <kbit/s> | <Mbit/s>M | <Gbit/s>G }
000000000000000000O0Ominrate1000000000000000
1. 0000000000000
oo
2. 000000
000000000000 71300000000000000000000000

max-rate-burst <byte>
oo bobbbbbbbbbbbobobooouoga
goooooo
1. 00o0o0ooooooooo
3000
2. 000ggad
<byte>184 0 1310720 100000000000

min-rate
Jdoddddooooooood
dddddooooooooooooooooooooboooooooboobooboooo0ooooaoa
gooooa
0000000 penalty-discard-classO penalty-dscp O O O penalty-user-priority D 00 0000 O
gd

{<kbit/s> | <Mbit/s>M | <Gbit/s>G}
0000000000000 00000O0Omaxrate000000000000000O0
0000000000000 0000000000000000000
1. 0000000000000
oo
2. 000000
0000000000D00000MIO 7-1300000000000000000000000

min-rate-burst <byte>
oo obobobobobobbobbbbbbobobooooooa
goooooo
1. 00o0oooooooooo
3000

2. 000000
<byte>[ 84 O 1310720100 000000000
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penalty-discard-class <class>

Jodoooooooooooboobbbobbobo
minrate 0000000000000 O000ODOO0O0ODOO0ODODOOO0DOO0ODOO <class>0000
oo
O000000 discard-class 000000000
1. 0o0o0oooooooood
oo
2. 000000
10 40100000000000

penalty-dscp <dscp>

O00oO0oOoOoOoo DSCpOOODODODDODODODODOO
minrate 10 000000000000000000DSCPOODOOOODOODODO <dscp>0000O
goog
O00O000O0 replacedscpO0O0O0OOCOCODO
1. 0000ooooooobobo
oo
2. 000000
o0 e3n10000000 DSCPOOOOODOODOO
O0oQ00OQo DSCpOOO0OOOOmOb 7-800DODODODO DSCPOOODODDODDODODODDOO

penalty-user-priority <priority>

oo uooooobbobob
minrate 0000000000000 O000O0O00OODOO0O0DOO0ODO0O <priority>000000
oo
0000000 replace-user-priority 00000000
1. 00doodoooooogod
oo
2. 00o0ooag
oo 70100000000000

gbooooobooogoo

oo
ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

gooogo
1. 000 MACODOODODOOO MACOOOOO nonn.nnnn.nnnn ffffffffff 00000000 any

gbobobao

. 00MACOOOOOOODODODODODODODODODOOOODO0ODOODOONDOONDODON0D0D00NDoooooooo

gboboboboooboooooboon
00 MACOODODOOOOUOOUOOODOODOUOODOOOOOOOOO 71000000000 MACOOO

gbobobooboobgoobo
00000000 MACOOOOOOOOO MACODOOOO nnnn.nnnn.nnnn 0000.0000.0000 O O



qgosl advance qos-flow-list(]

000000 host nnnn.nnnn.nnnn 0000000

3. 000 Ipv4a0 000000000 DODOO0ODODOOOIPVA000DOOO0ODOODOOODDOO
255.255.255.255 00000000 any0 00O OO0

4. 000 IPv4000000000 IPv400000 nonnnn.nnn.nnn 0.0.0.000000000 host
nnn.nnn.nnn.nnn 0000000

5. 000D Ipv6 0000000 OO IPv6 00 00O nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0
00000000 anyO0O0OQOOooOoQ

6. 000DOO0OO0OOODOO IPv6eO0O0O OO nonninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 0 0

000000 host nnnn:nnnnnnnn:nnnnnnnn‘nnnn'nnnn'nnnn 0 000000

ogoooogo
advance qos-flow-list
advance qos-flow-group
advance qos-flow-list resequence
mode
remark
shaper llrlql
shaper llrlq2
shaper user

vlan-list
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qosO ip gos-flow-list[]

gosl] ip gos-flow-list[]
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IPv4aQoSOODOODOODOOOOOODOOOODOODODODOOOOODOODOOO

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gbobooooobooboboboooooboonbog

DSCpU0U0000000O0000OO0OUOOOULOUOOULOUOOOOOUOOOOOOOOUOOO
DSCpU0U00000O0O0OOOOOOOOOOOO

goobogo

gooooooo
[<sequence>] qos {00 D0 OO0} [OOOO ]
« JO0OOOOOd

gbooboooooooboobon

oooooooog TCeoUDPODICMPOOO IGMPOOODOO
{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4>
| own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
t{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}
[{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id>| <vlan id list name>}

] [user-priority <priority>]

gooooooo TcpooO
tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>} ] {{<destination ipv4> |
own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any |
own | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destination
port> | range <destination port start> <destination port end>}][{[established] | [{ack | +ack |
-ack}] [{fin | +fin | -fin}] [{psh | +psh | -psh}] [irst | +rst | -rst}] [{syn | +syn|-syn}] [urg |
+urg | -urgl}] [{ltos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlan id> | <vlan
id list name>}] [user-priority <priority>]

oooooooo ubpOOO
udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>} | {{<destination ipv4> |
own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any |
own | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destination
port> | range <destination port start> <destination port end>} | [{[tos <tos>] [precedence

<precedence>] | dscp <dscp>}] [vlan {<vlanid> | <vlan id list name>}] [user-priority <priority>]

ooooooooIcMpoOOO
icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end> }
[{<icmp type> [<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>]



qosO ip qos-flow-list[]

oooooooo IiGMPOOO
igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> |
own-address} | any | own | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end> }
[<igmp type>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan {<vlanid> | <vlan
id list name>} | [user-priority <priority>]

dododooooooooa
{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4
wildcard> | host {<source ipv4> | own-address} | any | own | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own | range-address <destination ipv4 start>
<destination ipv4 end> } [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [fragments]
[vlan {<vlan id> | <vlan id list name>} | [user-priority <priority>]
g

s OO0

AX6700S0O AX6600S O O O
DSCpOOOOOOOOOO

action

[{tuser <user id> | llrlql | 1lrlq2}]

[priority-class <class>] [discard-class <class>] [replace-dscp <dscp>] [replace-user-priority

<priority>]

[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]

[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]

[penalty-discard-class <class>] [penalty-dscp <dscp>] [penalty-user-priority <priority=>1]
DSCpOOOO0D0O0OOO

action

[fuser <user id> | llrlql | 1llrlq2}]

[dscp-map] [replace-dscp <dscp>] [replace-user-priority <priority>]

[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]

[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]

[penalty-dscp <dscp>] [penalty-user-priority <priority>]]

AXe300s O OO
DSCpOOOOOOOOOO

action

[user <user id>]

[priority-class <class>] [discard-class <class>] [replace-dscp <dscp>][replace-user-priority

<priority>]

[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]

[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]|

[penalty-discard-class <class>] [penalty-dscp <dscp>] [penalty-user-priority <priority=>]]
DSCpOOD0ODOOOOOO

action

[user <user id>]

[dscp-map] [replace-dscp <dscp>] [replace-user-priority <priority>]

[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]

[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]
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qos0 ip gos-flow-list[]

[penalty-dscp <dscp>] [penalty-user-priority <priority>]]

ooooo
no <sequence>

ooooooo
(config-ip-gos)

goodoogo

<sequence>

000000000 QSOOoooooooooooopoooooo

1. 0oooooooobaoobo
QoSOO0O0OU0OUOUOUOOOUbOOUbOUObOUODbDUODbOD 0DDOO
gbobobobobooooboobobobobooboooo +10000
ugbobobooboboon 42949672840 0000000000000 0O0O0O0OO0OOO

2. 000000
10 42949672940 100000000000

{ip | <protocol> | icmp | igmp | tcp | udp }
IPv4a0 0000000000 DOO0ODOOOODOOO
0d0bOO00d0O0o00obOO0dbDo0obOo0oDobOOpbOOOoOoOooOoa
1. 0000o0ooooooooa
goooooad
2. 000oogd
o0 26501000 000000000000 00O00O00O0

goooo00obOoO0o0oboooOr-10000DOOo00ooOoOoooDIPv4@O0ODOOOODOOO

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | any |

own | range-address <source ipv4 start> <source ipv4 end>}
Oo0OIpv4a0000D0OODDOOO
OO0oo0ooo Ipva0000000000O00 anyOOOQOOQOO
1. J0dododogooogod
goooooad
2. 00o0ooao

<source ipv4> <source ipv4 wildcard> host <source ipv4> any[] own-address <source ipv4

wildcard>Ohost own-addressOown 0 O O range-address <source ipv4 start> <source ipv4 end>

gboboobo
<sourceipv4>0 0000 IPv400000O0D0COODO

<source ipv4 wildcard>0O 0 IPv4 00000000000 OCOOODOOOODOOOOOOOO

gooooooIpva00000OO0OOODOOOO

host <sourceipv4>0 0000000 O<sourceipv4>0 000000000000 OOODOO

any000O000OOCOOOIPv40000000DOCOOODODOOODDOO
own-address 000 own DO VLANOOOOOOOOOOOOOOODOOOO
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own-address 1 00 0000000000000 00O0O00O0O0O0OOIPvA0OOCOOCOOCOO
Ipva000000O0O0OOOODOOODOOOO

own 0O OO0O0OOO0OOOCOOOOOOODOOUODOOOOIPV4MOOO0ODOOOODODOOO
gbobooooooobobobobooboooooobobobobooboooobOoDbo
OOOown-address 000 own 000 0000000000000 000000000O000O00O0O
Ipva00000D00OO0OOODOOO



qosO ip qos-flow-list[]

range-address 0 0 0 0 0 O 0O O O <source ipv4 start> 0 0 <sourceipvdend>0O 0000000
gooooooo

<source 1ipv4 end> [0 <sourceipv4start>O0 0000 IPv4 0000000000 O0OOO

IPv4 000 0 O nnn.nnn.nnn.nnn(1] 0.0.0.0 O 255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
goodooooooboooooa
000000 TCPOOO UDPOOODODOOODOOODO
1. J0ooooooooooao
gooooooooooon
2. 0000OOoad
o0 ebs3s0 100000000000 OO0OOOOOO

goo0oooooogoooo 7-30TCe00O0O0O0OO0OOOO0ODOOODOO 740UDPOODO
0ooooooooIpvadOOO0OOoOooOOOOO
eqUO00O0OO00O0OOO<sourceport>0000000O0OO00O0O0OOO0OOO0O
neqO00000OO0OOO<sourceport>000000000O00O0O00OO0OO

range J 000 00O OO O <source port start> 0 0 <sourceportend>0 00000000000

gpoono
<source port end> [ <source portstart>0 0000000000000 0O0O00OOO

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own | range-address <destination ipv4 start> <destination ipv4 end>}

oo Ipva0000O0DOO0ODOOO

Oo00OO0O0oO0OIPv4a0000D00O00DOO0ODO anyOOQOOQOODOO

1. 000o0ooooooooo
goooood

2. 000000
<destination ipv4> <destination ipv4 wildcard> host <destination ipv4> any] own-address
<destination ipv4 wildcard>0 host own-address[] own [0 0 [0 range-address <destination ipv4
start> <destination ipv4 end> 0 0 0 0 0 O 0 <destination ipv4>0 000 IPv4a 00000 OO
0 0O O O <destination ipv4 wildecard> 0 0 IPv4 00000000000 OOCOOOOOODOOOO
doooOoobooooooIpvda0ddD0OOO0ODOODDOO
host <destination ipv4>0 0000000 <destinationipv4>0 00 000000000000
god
any0 000000 0OOC IPpva00000D0OO0OOOOOOOOOOODO
own-address 000 own OO VLANOODOODOOOOOOOOOOOOODOO
own-address 0 0000000000 DOOO0ODOOODOOOODOOODODO IPv4DOOO0ODOO0O
Ipva000000000O0O0OOOOODOODOO
own 10000 0OOD0DODODOOOOOOOODOODOODOOIPVAO0ODOODOODOODOOOO
dddboddoodddooooooooooooooooooooboobooooooobooon
OO0Oown-address OO0 own D OO OO0DO0OO0OO0ODOO0ODOOOODOOODOOODDOODOOO
IPv4a000000O0D0OOOOO
range-address 0 0 0 0 00O O 0O <destination ipv4 start> [ [0 <destination ipv4 end> 0 0 0O O
doddddogoooogo
<destination ipv4 end> [0 <destinationipv4d start>0 0000 IPv4 000000000000
aad
IPv4 00 00O O nnn.nnn.nnn.nnn(1] 0.0.0.0 O 255.255.255.255
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qos0 ip gos-flow-list[]
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{{eq | neq} <destination port> | range <destination port start> <destination port end>}

Jodooooooooooo

oooooo TCeOOO UDPOOOODOOOOOOO

1. 00o0o0o0ooooooaod
goododoooogood

2. 000000
o0 655350100 00000000 OOOOOOODOO
0d0d000oo0ooooooomo7830TCPOO00OOOOOOODODODOOO 7-40
UDPOOODODOOOOOOOIPVMMIOOOOOOOODOOd
eqUO0000O00ODOO<destinationport>00000000000000O0O00O0O
neq00000000O<destinationport>00 0000000000000
range 1 00 0 00O O 0O O <destination port start> 0 [0 <destination portend>0 000000
goooodoood
<destination port end> [0 <destination port start>0 000 000000000000 OOCO0O

tos <tos>
00000000 TeSODOOODOOOODO 30604000000 tesODOOODODOOO
00000000 ToeSOOODOODOO0ODOO 3060 40000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 0000oooooboooo
gbobooooooooan
2. 000000
00 15010000000 tesO0OOOOODOOO
o000 tesOODOODOODOMDO 76000000 tesOOOOOOOOOODOODO

precedence <precedence>
00000000 TeSOOODOODOODO 3000000 precedence 10O 0OOOONO
00000D0OoO0 TeSOOO0O0OO0OO0OO0 30000000000

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

precedence tos | - |

1. 000oooooooooo
0ooo0ooooooogn
2. 000000
00 7010000000 precedence DO OO DOODOODO
00000 precedence D00 OD0ODOMMIO 7-7000000 precedence 000000 O0OOO
oono

dscp <dscp>
00000000 TeSOOODOODOOD 6edD0OODODO DSCPOOOOODOODO
J00o0odoo TeSOOOODODOOe0DOOODOODODO

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0000oOooobooooon
gbooooooooobon



qgosO ip qos-flow-list[]

2. 000000
o0e3j1000C0OOODSCPOOOCOOOODOO
00000 DSCpOOOOOOOMMIO 7-8000000 DSCPOOOOOOOOOOOODO

established
TCPOUOOO ACKOOODOODO RSTOOOD 10000O0DOODOOOOOOOO
oooo0ooo TCceOODOODOODOOOO
1. 000o0o0ooooooooo
gooooooooooog
2. 000000
oo

{ack | +ack | -ack}
TCPOOOO ACKOOOODODOODOOODOO
O0DOO0O0O0O TCPOOOODODOOODOOO
ack 000 +ack0 ACKOOODO 1000000-ackd ACKOOOO OOODOOODOOOODOO
1. J0odoobooooooa
gooooooooooon
2. 0000O0Ooad
oo

{fin | +fin | -fin}
TCPOOOO FINOODOODOOOODOOODO
O00OoO0O TCPOOOODOOOODOOO
fin000 +in0 FINOOOO 1000000-fin0d FINOOOD ODOODODOOODOOODO
1. Jdodoobooooooao
Oo0dooOooooooon
2. 000004
oo

{psh | +psh | -psh}
TCPOOODO PSHOOOOOOODOOODOOO
Oo0oOoOoo TCeOOOODOOODOOO
pshO000 +psh 0 PSHOOOO 1000000-psh 0 PSHOOOO OOODOODOOOOOOO
1. J0ooooboooobooa
go0dooOooooooon
2. 0000a0o
oo

{rst | +rst | -rst}
TCPOOODO RSTOOODOOODOOOODOOO
Jgooooo TCcpOOOODODOOODOO
rst 000 +rst0 RSTOOOO 1000000-rst0 RSTOODOO O0OO0ODOOOODOOODO
1. 00o0doobooooooa
go0dooOooooooon
2. 000ooad
oo

{syn | +syn | -syn}
TCPOOOO SYNOOOOOOOOOooooo
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goooooTCPOOOOOOOOOOO

syn00O0O 4+syn0 SYNOOOO 1000000-syn0 SYNOOOO OOOOOOOOOOOO
1. 0000o0ooooooboobo

gbobobooooooboon
2. 000000

ao

furg | +urg | -urg}
TCPOOOO URGOOODODODOOOOOOODO
oooooo TceOOODOODODODOO
wgOO +urgd URGODOOO 1000000-wwrgd URGOOOO OOODOOOODODOOO
1. 00o0oooooooood
goddddooooood
2. 000000
oo

<icmp type>
ICMPOOOOOOOOOO
Jooooo IcMPOOOOOOOOOOO
1. 00o0oooooooooad
goddddooogood
2. 000000
00 2550 100000000000

<icmp code>
ICMPOOOOOOOOOO
oooooo IcMPOOOOOOOOOOO
1. 00doodoooooooad
dodddoooooooa
2. 000000
00 25501000 00OO0OOO0O0O

<icmp message>
ICMPOOOOOODOODOODOOOO
oooooo IcMPOOOOOOOOOODO
oooooIcMPOOOOOOOOOO 7-110ICMPOODOOODOOOOOCOOOOIPv4IOOO
ogoooooao
1. J0doddodgdogoogd
godddddooogood
2. 000ooa
aad

<igmp type>
IGMPOOOOOOOOODO
ooooooIiGMPOOOOODOODOOOO
1. J0dddoddgooogod
dodddddooogoog
2. 00o0oaa
00 2550100000000000
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qosO ip qos-flow-list[]

fragments
20000000000000000O00O00O0O00O0O0O
1. 000o0o0ooooooooo
goooooooooooo
2. 00000d
oo

vlan {<vlan id> | <vlan id list name>}

VLIANIDOOO VLANOOODOOODOOoooO

godoobooooooooboooobooooboooboooooooon

1. J0o0dooooooooao
godooooooooon

2. 00o0ooad
VLANIDOOO VLANOOOODOOODODOOOO
VLANIDOOODOOMOOOOODoODOoOoooooooooooooooo

user-priority <priority>
Jodddooooooogd
1. 00o0o0o0oooooooo
goooooooooooo
2. 000004
og70100000000000

gbobobao

action
oo bobobbobbbobbbbbobobooooooa
good
1. 00o0o0ooooooooo
gooooooooodooooooooooo
2. 000004
oo

{user <user id> | llrlql | llrlq2}0 AX6700ST] AX6600S0
O00000000o0odooooo IDOlrlqgl 000 llrlg20 000000
1. 00oooooooooog
oo
2. 000040ad
<userid>0 10 10230000000

user <user id>0 AX6300S0
000000000 bOO00oDbO00o IDODOO0DOOOn
1. 00oooooooooog
og
2. 000040ad
<userid>010 5110000000

priority-class <class>
dodoooooooooo
1. 000o0o0oooooooo
gt LoD LD bbb bbbobobobo
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qosO ip gos-flow-list[]

000 Vol205.10000000000000O0O0OOOOO
2. 000000
10 8100000000000

discard-class <class>

Jddoooooooooooo

0000000000000 00D0D00D000 <class>000000O0O

1. 00o0o0o0oooooood
gL bbbbbbbbbboboboboog
000D0O00O0o0ooo Vel2O0s.1000000000000O00ODOODOODOO

2. 000000
10 40100000000000

replace-dscp <dscp>

DSCpOODOODOOOODOODO

O00000O0oOoODbSCPOUOOUINODODO <dsecp>000000ODO0O

1. 00o0oooooooogod
goobDSsCpOOOnOOnDOOOm

2. 000000
ode3010000000 DSCPOODOODODODO
000d0oOoDbSCpO0UODODmO 78000000 DSCPOOODOODODOOODOODN

replace-user-priority <priority>
dddooooooooooooooon
0000000000000 0D00000 <priority>00000000
1. J0dodooodooogoad
goddddoooooooooooo
2. 00o0ooag
oo 70100000000000

dscp-map
DSCPOODODNOOOUODNUODUODODOUOOODODOODOOD DSCPOOOOOOODOODOO
oo
DSCPOODO0OO0OOODOODODODOOOUODOODODOODODODOOOOOO Vol.2O05.10
goooobdodddooooooogo
1. 000oooooooood
goobDSCpOOODOODOODOOOODO
2. 000000
gd

max-rate
goooooooooooao
goooodooddddodooooooooooooooDooDoooDboOoboOoObOoOoODODOODOO

{ <kbit/s> | <Mbit/s>M | <Gbit/s>G }
000000000000 0000000minrate 0000000000000000
1. 0000000000000
0o
2. 000000
0000000000 mo7-1000000000000000000000O0n
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qgosO ip qos-flow-list[]

max-rate-burst <byte>

gboboooooboobobooboboboboooooooooboboboboboboobooobooon
oooooon
1. 0000boobooooooo
3000
2. 000000
<byte>[ 84 O 1310720 100000000000

min-rate

o00ooooooooooo
000000000000 0000oo00o0oD00o0oo0o00ooo0oDoooooooooDog
0000000000DO0O0O penalty-discard-class[] penalty-dscp O 00 O penalty-user-priority [0 O

gooooood

{<kbit/s> | <Mbit/s>M | <Gbit/s>G}

gbobo0oooobooboboobobdOD0DOmaxrate 000000000 000O0O0DOO
gboboooobooboboboboboboooooobooboobobon
1. 0ooobooooooooo
oo
2. 000000
gooboooboooooooomo 7-1so0ooboooooooooboboooboooooDooo

min-rate-burst <byte>

gbooboooooboobobooboboboboobooooooooboobobobobobooobooobooon
goooooo
1. 0oooooooooboooo
3000
2. 000000
<byte>[ 84 O 1310720100 000000000

penalty-discard-class <class>

gboooooooboobobobobobooooon
minrate 10 0000000000000000000000000000000 <class>0000
oo
O00OO0O0OO0O discard-class 000000000
1. 0000obooooooooo
oo
2. 000000
10 40100000000000

penalty-dscp <dscp>

ooOoOoOoOoOoo DSCepOoOOOOOOOODOOO
minrate 10 000000000000000000DSCPOOOOOODOOODO <dscp>0000O
gogo
0000000 replacedsecp 000000000
1. 0oooooooooboaooo
ao
2. 000000
0063010000000 DSCPOOOOOOODODO

gooOooDbSCeOOOOoOoOoOmO7-8OOOOOO DSCPOOOOODOOODODODDOO
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qosO ip gos-flow-list[]

penalty-user-priority <priority>
oo oooobobbb
minrate 0000000000000 O000OO0O0ODODOOO0DOO0ODOO <priority>000000
aad
0000000 replace-user-priority 1 00000000
1. 0o0o0oooooooood
oo
2. 000000
oo 70100000000000

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0000000000000 000000000000000000000O000 255.255.255.255 0
0000000 anyO0OOGQOQoOO
2. 00000000000000000 non.nnn.nnn.nnn 0.0.000 0000000 host

nnn.nnn.nnn.nnn JO0 00000

goooooon
ip qos-flow-list
ip qos-flow-group
ip qos-flow-list resequence
mode
remark
shaper llrlq1
shaper llrlq2
shaper user

vlan-list
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qos] ipv6 qos-flow-list(]

gosl! ipv6 qos-flow-list]

IPv6 QSO O ODDODODODODOODOOOODOODOODOODOODOOOODOODOOO

DSCpOOCOOCOOCOOCOOCOOCOOUOCDUOUDUUODUUUUDODUODODUUUDUDLODUUDUOLOOOO
DSCpOOCOOOO0OOOOOOOOOOODOOOO

goobognd

oooooooo

[<sequence>] qos {0 000000 } (000D ]

e JO0OOOOO
dodooooo TcpOoUDPOODO ICMPOODOODO
{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any | own-address <own
address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any |
own-address <own address length> | own | range-address <destination ipv6 start> <destination
ipv6 end>} [{traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>} ]
[user-priority <priority>]
a
dooooooo TecpoOnO
tep {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
[{{eq | neq} <source port> | range <source port start> <source port end>} ] {<destination ipv6>/
<length>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own | range-address <destination ipv6 start> <destination ipv6 end> } [{{eq | neq} <destination
port> | range <destination port start> <destination port end>}] [{[established] | [fack | +ack |
-ack}] [{fin | +fin | -fin}] [{psh | +psh | -psh}] [{rst | +rst | -rst}] [{syn | +syn | -syn}] [furg | +urg
| -urgil}] [traffic-class <traffic class> | dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}]
[user-priority <priority>]
g
doodooooo ubpOODO
udp {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
[{{eq | neq} <source port> | range <source port start> <source port end>}] {<destination ipv6>/
<length>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own | range-address <destination ipv6 start> <destination ipv6 end> } [{{eq | neq} <destination
port> | range <destination port start> <destination port end>} | [{traffic-class <traffic class> |
dscp <dscp>}] [vlan {<vlan id> | <vlan id list name>}] [user-priority <priority>]
g
ooododooo ICcMPO OO
icmp {<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address
<own address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}
[{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class <traffic class> | dscp <dscp>}]
[vlan {<vlan id> | <vlan id list name>}] [user-priority <priority=>]
a

- OO0

AX6700S0 AX6600S O O O
DSCpO0OOOOOOOOO

action

223



qosl ipv6 qos-flow-list(]

224

[{fuser <user id> | llrlq1 | 1lrlq2}]

[priority-class <class>] [discard-class <class>] [replace-dscp <dscp>] [replace-user-priority
<priority>]

[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]

[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]
[penalty-discard-class <class>] [penalty-dscp <dscp>] [penalty-user-priority <priority=>]]

DSCpOO0000O0O0DOO0O
action
[fuser <user id> | llrlql | lrlq2}]
[dscp-map] [replace-dscp <dscp>] [replace-user-priority <priority>]
[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]
[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]
[penalty-dscp <dscp>] [penalty-user-priority <priority>]]

AXe300s O OO

DSCpOODOOOOOOO
action
[user <user id>]
[priority-class <class>] [discard-class <class>] [replace-dscp <dscp>] [replace-user-priority
<priority>]
[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]
[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]
[penalty-discard-class <class>] [penalty-dscp <dscp>] [penalty-user-priority <priority=>]]

DSCpOO00O0O0O0O0DOO0O
action
[user <user id>]
[dscp-map] [replace-dscp <dscp>] [replace-user-priority <priority>]
[max-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [max-rate-burst <byte>]]
[min-rate {<kbit/s> | <Mbit/s>M | <Gbit/s>G} [min-rate-burst <byte>]
[penalty-dscp <dscp>] [penalty-user-priority <priority>]]

ooood
no <sequence>

goodoogo

(config-ipv6-qgos)
goooooo

<sequence>

000000000 QeSOU0OUoOoOoUoUoUoUbOOoUobOOLOODbODO

1. 0oooooooobaoobo
QoSO0OO0OO0OOoOoOoOoOOOOOOOOOOODO 0DDO
gboboboboboooobooboboboboobooono +10000
UbO0b0obOob0obOonboon 4294967284000 0000000000000 00O0O0O0OO

2. 000000
10 42949672940 100000000000

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 000000000 O0000000O00O0O00OO0



qos] ipv6 qos-flow-list(]

gooOoOoOoOoOoOOOOOOOOOOOOOoOipveOOoOOOOO
1. 0obooboooooboooo
gboooooog
2. 000000
10 420450 490520 590610 255010000 0000O0O0OO0ODO0O0O0OO0OOO

O0o00ooooooooooor200000ooooooooooIpvemoooooooOoOO

{<source ipv6>/<length> | host <source ipv6> | any | own-address <own address length>}

OO0 Ipv6e0000O0OO0OODODOO

0000000 Ipv6e0000D0ODOO00O0O00 any0D0OooooQd

1. 0000oo0oooooooo
ooooooo

2. 000000
<source ipv6>/<length>[ host <source ipv6>[ own-address <own address length> 0 0 00 any O
oooooo
<sourceipv6>0 0000 IPv6 000000 OOOOO
<length>0O0O IPv6 0 0000000000000 DOO0ODOOOOOOOOObLtOOOOONO
od
<own address length>0 [0 own-address 1 0 0000000000000 OOOOOOOO bit
oooooooo
host <source ipv6>0 0000000 O<sourceipv6>0 000000000000 OOO0O0O
any0 000000000 IPv6e 000000000 0O0ODODOO0OODOOO
own-address 0 VLANOOOOOOOOODODOOODODOOOOOOO
own-address 0 000000000000 00D0OO0O00OOOOOOO IPveODODOOOOOOO
ooooIpv6e00D00O00D0ODOOO0OOOOODOOOO
<source ipv6>[ nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnnfl]
0 0:0:0:0:0:0:0:0 O ffff-feff-fEef:FEEEErEFECF P £
<length>00 00 128

{{eq | neq} <source port> | range <source port start> <source port end>}

goobooboboboooobo

Jooooo TCPOOO UDPOOOOOOOOODO

1. 000000O0ooooooo
odboboboboooooo

2. 0000oog
00 65530100 0000000000000 0O0OO0O
O00oooooooo0mo 7-30TCPO0OOO00ODOOOODDOOOOOO 7-50U0DPODODO
o0oooooooIpveO0OO0OODOOOOO
eqUU0O0O0O0O0OOO=<sourceport>0000000000O0O0O0O0OOOOO
neqU0O0000O00OOO<sourceport>000000000000O00OO0O
range 1 000 00O 0O 0O O <source port start> 0 0 <source portend>0 00000000000
ooono
<source port end> [0 <source portstart>0 0 0000000000000 OCOOOO

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own
address length> | own | range-address <destination ipv6 start> <destination ipv6 end>}
odIpve00OOoOoooOOoOoOO
godooooIpveddD0O0O0OO0O0OODODOO anyO0O0OoOoOonOO
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qosl ipv6 qos-flow-list(]

1. 000oooooooooo
goooooo

2. 000000
<destination ipv6>/<length>0 own-address <own address length>[ host <destination ipv6>[
host own-address anyd own 0 [0 0 range-address <destination ipv6 start> <destination ipv6
end>0000000
<destination ipv6>0 000 IPv6e OO O0OOOOODOONO
<length>0O0O IPv6 000000000000 O0DOOOODODOOOOOOObtOODOOOO
od
<own address length>0 0 own-address 10 0000000000000 DOOOOOOOO bit
oooooooo
host <destination ipv6> 0 0000000 <destinationipv6>00000000000000O0O0
ooo
any0 00000000 IPv600000000D0O0O0O0ODOODOOODODO
own-address 000 own OO VLANOOOOOODODOOODOOOOOODOOODOO
own-address 1000000000000 00D0O0OO00OOOOOODO IPpv6eO00ODOO0OOOOO
oooIpv6e0000000O0ODDOO0OOOOOODOO
own 000000000 DOOO0OODOODOO0ODOO0ODOOO IPv6éOOO0ODOOOOODOOO
Ipv6 00D000OIPv60 0000000000000 0O0D00OO <length>0000000000
ooooo
range-address 0 0 00 0O 0O 00O <destination ipv6 start> 0 [0 <destination ipv6 end> [ 0 0 O
oooopooooooo
<destination ipv6 end> [0 <destinationipv6start>0 0000 IPv6e 000000000 ODO0O
od
<destination ipv6>[] nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn(T]
0 0:0:0:0:0:0:0:0 O ffff:feefEee:CEerFEre £ O£
<length>00 00 128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}

gooddddogoooooo

oooodo TCpOODO UDPOOOODOODOODOODO

1. Jddddoooooooo
doddoooooooooo

2. 000ooa
00 655350010000 00OOOOODODODODOOOOOn
ooo0ooooooomo 73a0TCPOO0OO0OOOOOOODODODO 7-50U0DPO OO
dooDoooodoIpveOOOOoOoOOOOO
eq0000D000O0OO<destinationport>000000000000000OOO0O
neq000000000O<destinationport>000000000000000
range 0 0 0 0 O 0 O O O <destination port start> 0 [0 <destination portend>0 000000
doooooooo
<destination port end> [0 <destination port start>0 0 0000000000000 O0OODO0O

traffic-class <traffic class>
Jdoddddodooooooooooooooooooooboon
gdodddddoooooooooooooooooooboono
1. 00oooooooooog
goodooooooogo
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qos] ipv6 qos-flow-list(]

2. 000000
00 2550100000000000

dscp <dscp>
0000o00o0ooodoooooooooooooe0dnoOooOo DSCPOOOOOOOO
oo b e oo

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
DSCP -

1. 0oboobooooooooo
gbobobobooooon

2. 000000
0063010000000 DSCPOOOOOOOOO

OooOoOoDSCpOODmOo7-80O0OOOODSCPOOODOOOOODODODODOO

established
TCPOUOOO ACKOOODOODO RSTOOODO 1000000000 O0OOOOOO
oooooo TCceOOOOODOODOODOO
1. 00o0ooooooooog
goooooooooooo
2. 00000ad
og

{ack | +ack | -ack}
TCPOOOO ACKOOOOOOOOOOODOO
Oo0oOo0oo TCeOOOODOOODOOO
ack 000 +ack 0 ACKOODOD 1000000-ackd ACKOOOO OODODODOODOOODODOO
1. J00odoobooooooa
godooooooooon
2. 00o0ooad
oo

{fin | +fin | -fin}
TCPOOODO FINODDOODOOODODOOOD
Jgodoooo TcpOOOODODOOODOOO
fin000 +in0 FINOOOO 1000000-fin0 FINOOODO OOOOOOOODOOOO
1. 00odoobooooooao
godooooooooon
2. 00o0ooad
oo

{psh | +psh | -psh}
TCPOUOOOPSHOOODODODOOOOOODO
oooooo TceOOOOODOODODOOO
pshO000 +psh 0 PSHOOOO 1000000-psh0 PSHOOOO OOODOODOOOOOOO
1. 000o0o0oooooooao
goodoooooooood
2. 000000
oo
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qosl ipv6 qos-flow-list(]

{rst | +rst | -rst}
TCPOOOO RSTOODODOOODOOOODOOO
O0DO0O0O TCPOOOODOOOODOOO
rst 000 +rst0 RSTOOOO 1000000-rst0 RSTOODODO OOOODOOOODOOODO
1. J0ooooooooooda
goooooooooooo
2. 000000
oo

{syn | +syn | -syn}
TCPOOODO SYNODODOODOOODOOOODOO
O0DOO0O0O0O TCPOOOODOODODOOO
syn000 +syn 0 SYNOOOO 100000O-syn0 SYNOOOO OOODOODOODOODOOO
1. J0ooooooooooa
godoooooooooao
2. 000000
oo

furg | +urg | -urg
TCPOOODO URGOOOOOOODOOODOOO
Jgooooo TCcpODOOODOOODODOOO
wgOOO +urg URGOOOO 1000000-wwgd URGODOOO OOODOODOODOODOOO
1. J0obooooboooooa
goodoobooooboooo
2. 0JOoooOoa
oo

<icmp type>
ICMPOODOOOODOOOO
goooooIcMpOOOOOODOOOOOO
1. Jooooboooooooo
gobooooboooboooo
2. 000000
od 2550 100000000000

<icmp code>
ICMPOODOOOODOOO
goooooIcMpOOODOOOOOOOO
1. Joooobooooooo
goboooobooboooo
2. 000000
od 2550 100000000000

<icmp message>
ICMPOOOOOOOOOOODOOO
goooooIcMpODODODOOOOOOOO
goooo IcMpODOOOOODOOOO 7-120ICMPOOOOODOOOOOOOOIPv6eDOOO
gooooono
1. 000oooooooooo
gobodobooboooo
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qos] ipv6 qos-flow-list(]

2. 000000
ao

vlan {<vlan id> | <vlan id list name>}

VLIANIDOOO VLANOOODOOODOOOooo

godoobooooooooooooboooobooobooooboooon

1. J00dooooooooao
godooOooooooon

2. 00oooad
VLANIDOOO VLANODODOODOOODDOOOO
VLIANIDOOOOOMMOOOOODODOOOOoOooOooooooooooo

user-priority <priority>
djdddoooooogd
1. 0000o0oooooooo
goooooooooooo
2. 0000gd
og70100000000000

gbobaobao

action
oo obobbobbbobbbbbbbobboooooga
good
1. 0000o0oooooooo
gooooooboooodoodoooooooo
2. 0000gad
oo

fuser <user id> | lrlql | llrlq2}0 AX6700S[T1 AX6600S0
000000000o0ooooooo IDOlrlqgl 000 llrlg20 000000
1. 00oooooooooog
oo
2. 00004ga
<userid>0 10 10230000000

user <user id>0 AX6300S[0
0d0bOO00d0O0o00obOO00OobO00oDo IbDODOO0DOOoOon
1. 00ooooooooooo
oo
2. 0000ga
<userid>010 5110000000

priority-class <class>
dodoooooooooo
1. 000o0o0ooooooooo
goodootoooddddddooooouoDoobD bbb bbbobbobo
00d Vel2O0s.10000000000000DOOOOOOO
2. 000040ad
10801000000 000O0OO

discard-class <class>
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qosl ipv6 qos-flow-list(]

gboboooooboobobaobo

OO00OOCCOOOOOCOOOOOOOCDOODOO0OO <class>000000O

1. 00000o0ooooobooDbo
gboboboooooobooboboboboobooooooobobobobooboooboonDo
OO00O0OO0DoOoDooooO Vvol20s 0000000000000 ODOOOOOO

2. 000000
10 40100000000000

replace-dscp <dscp>
DSCPOODODOOOOODOODO
D000000o0O0DSCPOODODNODOONO <dsecp>00000ODO0O
1. 00o0o0o0ooooooaod
goobsceOnoonooooooOong
2. 000000
ode3010000000 DSCPOOOODODODO
00000 DSCPOUOOUODNODMO 78000000 DSCPOOODOODODOOOOO

replace-user-priority <priority>
dddooooooooooooooon
0000000000000 000D000 <priority>00000000
1. 00odoodoooooogod
goddddddoooooooooo
2. 000000
oo 70100000000000

dscp-map
DSCPOODODOOOUOONOODNODODOUOOODODOODOD DSCPOOOOOOODOODOO
oo
DSCPOODODOUOOONOUODNODODOOOUOOODOODOUODODODOOOOO Vol.205.10
goobobooddddoooooogo
1. J0dodoooooood
goobDSCpOOODOODODOOOODO
2. 00o0ooaog
ag

max-rate
0o0o0oooooooooao
gooooooddddddooooooooooooooDooooDDoDobDoObooOobODOoOODO

{ <kbit/s> | <Mbit/s>M | <Gbit/s>G }
0000000000 000000000Ominrate 0100000000000000O0O
1. 000000D0O000ooon
oo
2. 000000
00000000 D000000D0MmMO 7-1300000000000000000000000

max-rate-burst <byte>
gooboododddoooooooooooooooooobooooooboooooooooooo
ogoooooao
1. J0dododogooogd
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qos] ipv6 qos-flow-list(]

3000
2. 000000
<byte>[0 84 O 1310720 100000000000

min-rate

o00ooooooooooo

0000000000000 000oo00o0oDo00o0oo00o0ooo0oDoooooooooDog
O0000000000DO0O0 penalty-discard-class[] penalty-dscp O 00 O penalty-user-priority [0 O
oooooooo

{<kbit/s> | <Mbit/s>M | <Gbit/s>G}

gbob0oooobooboobobobdb0OmaxrateJ 00000000 0O0O00OOODOO
gboboooobooboboboboboobooooobooboobobob
1. 0obooboooooooo
oo
2. 000000
goooooboooooooomo 7-1sgoobooooooooboboooboooooDooo

min-rate-burst <byte>

gboobooooooboobobooboboboboobooooooooboobobobobooobooobooon
goooooo
1. 0oboobooooooog
3000
2. 000000
<byte>[ 84 O 1310720 100000000000

penalty-discard-class <class>

gbooooooooobobobobobooooon
minrate 10 0000000000000000000000000000000 <class>0000O
oo
OO0O0OO0O0OO0O discard-class 000000000
1. 0000booooooooo
ao
2. 000000
10 40100000000000

penalty-dscp <dscp>

o0oooooo DbDSCeODODOOOOOOOO
minrate 000000000000 O00O0O0O0O0O0 DSCPOOOOOODOOOO <dsep>000O0O
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00000000 showdotlxlogging OO ODOODOODO

goobognd

gooooooao
dot1x loglevel {error | warning | notice | info}

goood
no dot1x loglevel

gogododogo

(config)
oogogoooo

{error | warning | notice | info}

error
ecrorH0000000O00O0O0OOOOODOODOOOOOOOOOOOOOODOOD

warning
ecror 0000 warning 0 OO DOO0OO0O0OOO0OOO0OODOODODOODOODOOOOOOOOOO
doooooooooo

notice
errord warningOnotice D D0 normal 0 0000000000 DOOOODOOODOOODDOOO
gooboodooogooooo

info
error(] warning{ noticed normal 0 00 info0 000000000000 O0OOOOOOODO
gooooooood

1. 00o0oooooooooao
goooooao

2. 000000
error[] warning[J notice 0 O O info

doddoooooooad

00000000000 DOUoDUoOoUODUOObOOO mmfo0OODOOO
goobogoooo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 000000000 DOODOOOOODOODO
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dot1x loglevel

ggoooooo

dot1x system-auth-control
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dot1x max-req

dot1x max-req

supp-timeout 0 000000 EAP-Request 1 00 0000000000000 O0O0O0O0O0O0O0O0O0O
gboboboooooogoon

goobognd

goooooog
dot1x max-req <count>

goood
no dotlx max-req

goooood
(config-if)

goobogoo

<count>
EAP-Request 00 0O O0O0DOOO0OODOOO
1. 0000ooboboOooboon
gpooooog
2. 000000
10 10

doddoooooooad
EAP-Request 00000000 20000

gogoooogo

oo

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. 0000 IEEE802.1X O O dotlx system-auth-control D 00 0000000 DOODOOOOODOODO
2. dotlxport-control D D 000000 DO0OO0DOOODODOODOOODODODOODOOODO

goooooooo
dot1x system-auth-control
dot1x timeout supp-timeout

dot1x port-control
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dot1x max-supplicant

dot1x max-supplicant

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboobooooooooboboboboooooooboobobobooooooooboboOoDbo

goobogo

gdoodoood
dot1x max-supplicant <clients>

googo
no dotlx max-supplicant

goooood
(config-if)

goobogooo

<clients>
oo oooobobbb
1. 000o0o0ooooooaoaad
goooooad
2. 000000
10 256

ygodooooooogg

gboobooooooon 2600

ggoooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
OO00OO0O0OOOO0OO0OO0O0 Supplicant0 0000000 OO0OQOOQOOOOOOODOODOODODOODODODO
oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 000000000 OOOOODOODOO

2. dotlx port-control 0000 D000 0ODODO0O0ODOOOOOOOODOOOODODO

3. 00000oo0o0oUooo00Do0o0ooo0ooodUoDo00oDoOoDOoUooDo00oDoOoOOooOO
000000000000 Supplicant 000000000 O0ODOOOODOO

goooooon
dot1x system-auth-control

dot1x port-control
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dot1x multiple-authentication

dot1x multiple-authentication

IEEE802.1X 0O 0O 0O0O0OOOOOOOOOOODOODOOOOOOOOOODOOOODOOODODOODODOOO
0000000000000 0000OO000DODO0O0D00O0OOmacaddress-tablestaticO0O0O0O0OO0DO0O
O0000Odotlx port-control 00000 auto 000000 O00D0OOO0O0DOOOOODODOOODOOOO
goao

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobooboooboooboobobob1oboooobooboboboobooooooooboobOoboD

0000000000000 DOODOODOO0DOODOOOODOODOOmacaddress-tablestaticDO0OO0OO0O
gbobobooobooobooboboboboboooooboooooboobobon

goodgdao

ogoooad
dot1x multiple-authentication

ooooo
no dot1x multiple-authentication

ogoooooo
(config-if)

gogododogo

oo

doddoooooooad

gbobobooooooboobooboboooo

goobogoooo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobooooobooboboobobobobooooon

gooooooogo
gbobooooobooboobobobooon

goobognd

1. 0000 IEEE802.1X O 0 dotlx system-auth-control 0 00000000 ODOOOOOOODOOO

2. dotlx port-control 0000 D000 0ODDOO00ODOOOOODOO0ODOOOODOO

3. 000000oO00oo0o0ooo0UioDoO0ofooo0oooDO0UoooooooooooDoOoooDo
ooooooooo

4. dotlx multiple-hosts 0 0 0 0 0O OO dotlx multiple-authentication 00000 O0OO0O0O0ODOO0O0O

gboboooooooboboboooboooboon

goooooon
dot1x system-auth-control
dot1x port-control

dot1x multiple-hosts
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dot1x multiple-hosts

dot1x multiple-hosts

294

IEEE802.1X OO ODOOOOOOOOoOOOOOOODOOOODOODOODODODODDODODODODOODODBDO1
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
OO0OO0OOOOOOO0OOmacaddresstablestatic 000 O0O0O0O0O0O0O0OOCOOOOOOOOOOOOO

gboboooooooboobobobo

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gboobooooooobobobobobo1obooooboobob0oboobooooooooobOobon

OO00OO0OOOOOOOOODOOOOOOOOOO0OO0O0O0O0OmacaddresstablestaticOOOOO0O0O
bobooooobooboboboboooooooboobobobobooobooo

ggodgguo

goooao
dot1x multiple-hosts

ooooo
no dot1x multiple-hosts

ooooooo
(config-if)

goodoogo

oo

ygodooooooogg

gbobooooobooboboobooboonoo

goobogoooboo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobooboboboboboooooobon

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 000000000 OOOOODOODOO

2. dotlx port-control 0000 D000 0ODODO0O0ODOOOOOOOODOOOODODO

3. 00000oo0o0oUooo00Do0o0ooo0ooodUoDo00oDoOoDOoUooDo00oDoOoOOooOO
goooooooo

4. dotlx multiple-hosts 00 00O O OO dotlx multiple-authentication 0000000000 OOO0O0O

gboboboooooboobooboboooon
5. WebOJOOOO MACOOOOOOOOOOOOOOOOoOooooQ

goooooon
dot1x system-auth-control

dot1x port-control



dot1x multiple-hosts

dot1x multiple-authentication
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dot1x port-control

dot1x port-control

OO00OOCOOCOOOoOOOCOOportecontrolD000OCOCOCOOCOOCOOOOODOODOODODODODODODOO
OOIEEES802.1X 0000000 DOOCOODOOOOOD

goobogo

gdoodoood
dot1x port-control {auto | force-authorized | force-unauthorized}

googo
no dot1x port-control

goooood
(config-if)

goobogooo

{auto | force-authorized | force-unauthorized}

auto
IEEES02.1X 0000000000000 D00O0D0D0D0O0DO00DO000DO00O0O00nooDgan
doodooooa

force-authorized
IEEER02.1X 000 O0O00O0OOO0O0OOO0OOOO0OO0OOOO0O0OOOO0OO0OOO0O0OOOOn
oo

force-unauthorized
IEEE802.1X 0 0000000000000 0O0O0OD00OD00DOO0ODOoDoooooooooog
od
1. 000o0o0ooooooaoad
goooood
2. 000000
autol] force-authorizedO O 0 O force-unauthorized

ygodooooooogg

oo

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0 0000000000 OOODOODOO

2. dotlx multiple-hosts 0 0 0 00O 00O dotlx multiple-authentication 00 0000000000000
godddddddoooooooooooooo

3. 00000000000 DO VLANO VLANOODODOODOUOOooOooooooooooooog
goood
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dot1x port-control

oo oboobbbbbbbobobooboo

djdooooooooooooobb

MACOOOOOOODODODOOOO VLCANODODODOOOOOODOODOOoOoooooooo

MACOOUOOOODODOODOOOODOODOODOODOODOODOOOOOOOOooDaon

MACOODOOOODODODODOOOOOODO VLANODODODOOOODODOoDOooooooooo

ad

9. EAPOLO0D0O0O0DO0OOOOOOODOODOD VLCANOODOOOUOODODODOoDOooooooo
agooad

100WebOODOODO MACOOODOODOOOO OO dotlx port-control force-authorized 0 O O dotlx
port-control force-unauthorized D 000000 OO0OO0O

11.WebOOOOO MACODOOOOOOODOOODODODODODODOOOOOODODODODOOODOOOOOO

goooooo

® =N o o

ogoooogo
dot1x system-auth-control
dot1x multiple-hosts
dot1x multiple-authentication
dot1lx vlan enable
switchport mode

switchport access
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dot1x reauthentication

dot1x reauthentication

IEEE802.1X 00D O0IO0OSupplicant 000000000000 DOOO0DOOOOODODOODODOOO
0O 0 0O dot1x timeout reauth-period 000 0000000000000 OO EAP-Request/Identity O
Supplicant 0 0000000 Supplicant 0000000000

goobogo

ooood
dotlx reauthentication

ooood
no dotlx reauthentication

goodoogo

(config-if)
ooooooo

oo

ygodooooooogg

oo

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00 0000000000 OOOOODOO

2. dotlx port-control 0000 D000 0ODOO0O0ODOOOOODOOODOOOODOO

3. dotlxignore-eapol-start D DO ODOOO0OOOOOOODOOODOno dotlx reauthentication 0 O O
0000oo00o0ooooooooooooooooon

ogoooogo
dot1x ignore-eapol-start
dot1lx timeout reauth-period
dot1x system-auth-control

dot1x port-control
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dot1x supplicant-detection

dot1x supplicant-detection

gboboooooboobobobobobooooobooboboboobooboono

goodgdao

oooooooo
dot1x supplicant-detection {disable | shortcut}

ogoooad
dot1x supplicant-detection

goobogoo

(config-if)
goooood

{disable | shortcut}
goo0o0oooooooooooobooooooonoooooonoooooo

disable
oo oooobbbbbbobbbbbbboboboboooo
00 EAP-Request/Identity 00 0000000000000 0OOO0OOOOOOOOOOODOO
000000000000 Supplicant 000000000 DOOOOOOOOOO
000000000000 DO0D0000o0oo0oooO0oDOoOooOg Supplicant0O0O00
0000000000000 000 EAP-Request/Identity 10000000000 OOOO

shortcut
00000000000 0o0o0ooodoOobooooooon EAP-Request/Identity O O
goobobobdodddddoooooooooooooooobooboobooboOoboobooooooo
0000000 Supplicant 000000000 OOOOODOODOOO
00000000000 O0oOooOn SupplicantD O 0O D0OODOODOODODOOOOOOODO
oooo

1. 000oooooooooao
goooooao

2. 000004
disable 0 O O shortcut

doddoooooooad

000000000 shorteutDOOODO

gogoooogo

oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 000000000 DOODOOOOODOODO
2. dotlxport-control D 0000000000 OOODOODOODODOOOOOODOO
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dot1x supplicant-detection

3. 000000 dotlx multiple-authentication 0 00 000000000000 OOODOODO
4. dotlxignore-eapol-start 00D 0000000 OOOOODOO dotlx supplicant-detection 00 0O OO
disable 0000 O0OO0OOO0OOOODOO0O

goooooon
dot1x ignore-eapol-start
dot1x multiple-authentication
dot1x system-auth-control

dot1x port-control
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dot1x system-auth-control

dot1x system-auth-control

IEEEg802.1X OO OOODODOO

goodgdao

ogoooad
dot1x system-auth-control

ogoooad
no dotlx system-auth-control

goobogoo

(config)

gogododogo

oo
gooboooboobooon

ao
goobogoooo

ao
ooboooooobod

gbobooooobooboobobobooon

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00000000 ODOOOOOOODOOO
2. 00 VLANOODOOOOODOOODODOO0OO0OOO0O0DO00o0oo00ooooooooooon

IEEEg802.1X 00000000 0ODO

3. GSRPOOODUOODDOOUOODOOOOODDODOOODOOUODODO IEEES21X0000000ODODOO
4. aaa authentication dot1x default group radius 00 000000000000 OIEEES802.1X000O

00 RADIUSOOOOOOOOOOOO

goobogoooo

aaa authentication dotlx default
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dot1x timeout keep-unauth

dot1x timeout keep-unauth

vbobooooobobobobooobooboobob 20b00b0b0bOoboooooboobOobOoDbo
gboboooooooboboboboooooooboobobobobooboooooboobOobOoDboOob
oooooon

goobogo

gdoodoood
dot1x timeout keep-unauth <seconds>

googo
no dotlx timeout keep-unauth

goooood
(config-if)

goobogooo

<seconds>
dddddooooooooooooooooobooboboooboboobobobooooooooa
1. 00000o0oo0ooooaoaad
goooood
2. 000000
10 65535

ygodooooooogg

oooooooooocoooboseconnn

goobogoooboo

oo

gooooooogo

gboooooooobanb

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0000 O0OO0O0OO0OOOOODOODOO
2. dotlx port-control 000D OO O0OOOOODOODOODOODODOOODOODOODOO
3. 00000ooo0U0oo0o0ooodoooD0Uooo0ooDo0obOoOo0ooDoDOoUoDooOod

ogoooogo
dot1x system-auth-control
dot1x port-control
dot1x multiple-hosts

dot1x multiple-authentication
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dot1x timeout quiet-period

dot1x timeout quiet-period

IEEE802.1X 0O 0O 0O0O0OOOOOOOOOOODOODOOOOOOOOOODOOOODOOODODOODODOOO
OCOCOEAPOLOOCOOCOO0OOOOOOOOOOUOD EAPOLOOODOOOODOOOODOODOODOOOOO

goobognd

goooooog
dot1x timeout quiet-period <seconds>

goood
no dotlx timeout quiet-period

goooood
(config-if)

goobogoo

<seconds>
oo ogo
1. 0000o0oooooooo
ogoooooo
2. 00000gad
00 65535

doddoooooooad

gboboboooogoeonoDnDO

gogoooogo

oo
goboooboobod

gbobobooooobobonbo

goodgdao

1. 0000 IEEE802.1X O O dotlx system-auth-control D 00 0000000 DOODOOOOODOODO
2. dotlxport-control D D 000000 DO0OO0DOOODODOODOOODODODOODOOODO

goooooon
dot1x system-auth-control

dot1x port-control
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dot1x timeout reauth-period

dot1x timeout reauth-period

IEEE802.1X 0000000 Supplicant 000000 O00OO0OO0O0OOOOODOODOODOOOOOODOO
0O EAP-Request/Identity 0 Supplicant 00000000 Supplicant 0000000000

goobogo

gdoodoood
dot1x timeout reauth-period <seconds>

googo
no dotlx timeout reauth-period

goooood
(config-if)

ooooooo
<seconds>

Supplicant 00 0000000000000 O00O0O0O0O
1. 0000o0oooooobooobo

gboboobo
2. 000000

10 65535

ygodooooooogg

Supplicant 0000000000 36000000

ggoooooo

oo

gobogoboobod

s JO000O0O0DOOOOOOOOOOODOODODOOLOOOOODO

« 000000 cleardotlxauth-state 000000000000 0O0OOOOOOOOOOOOOOOO
- JO000D00D0O0OOO0OOODOOOODODOODODObOOOOODOn

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0000 O0OO0O0OO0OOOOODOODOO

2. dotlx port-control 000D OO O0OOOOODOODOODOODODOOODOODOODOO

3. 000000 0Odotlx reauthentication 00 0000000000 0O0OOOOOOO0ODOOOODOOO
ooo

4. 0000000000 dotlx timeout tx-period 0000000000 ODOODOODOOODOODOODOO
oo

oooooooa
dot1x timeout tx-period
dot1x reauthentication

dot1x system-auth-control
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dot1x timeout reauth-period

dot1x port-control
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dot1x timeout server-timeout

dot1x timeout server-timeout

vbobooooobooboboboooooobooboboboobooon

ggodgguo

Ooo0oooooao
dotlx timeout server-timeout <seconds>

ooooo
no dotlx timeout server-timeout

ooooooo
(config-if)

goodoogo

<seconds>
JdodoooooooooooboD
1. 00o0oooooooogoad
goooooad
2. 000000
10 65535

gbooooobooogoo

gboooooosogoooo

ggoooooo

oo

gobogoboobod
- JO000D00D0O0OOOOODOOOODOODbOODbDOOoOLObOOOD
s DO0O0ODOOOOOOO

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00 0000000000 OOODOODOO
2. dotlxport-control 0000000000 OOODOODOODODOOOOOODOO

goooooon
dot1x system-auth-control

dot1x port-control
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dot1x timeout supp-timeout

dot1x timeout supp-timeout

Supplicant 0 0000 EAP-Request 10000 Supplicant 0000000000000 OOOOOOO
0000000000 0EAP-Request 0000000

goobognd

goooooog
dot1x timeout supp-timeout <seconds>

goood
no dot1lx timeout supp-timeout

goooood
(config-if)

goobogoo

<seconds>
Supplicant 0 0 0000000000 OOOOODOODO
1. 00o0o0ooooooooo
ogoooooo
2. 00000d
10 65535

doddoooooooad

Supplicant 00 00000O0O0ODO 30000CO

gogoooogo

oo

goboooboobod
s JO000O0O0ODOOOOOOOOOOODLOODODOOLOOOOODN
s DOO0OODOODOOOOO

goodgdao

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 000000000 DOODOOOOODOODO
2. dotlxport-control D 0 000000 DO0O0ODOOODODOODOOODODODOODOOODO

goooooooo
dot1x system-auth-control
dot1x max-req

dot1x port-control
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dot1x timeout tx-period

dot1x timeout tx-period

IEEE802.1X 0 0O OO EAP-Request/Identity 1 0 0 0000000000000

ggodgguo

doodooooad
dotlx timeout tx-period <seconds>

goooo
no dotlx timeout tx-period

ooooooo
(config-if)
goooood

<seconds>
EAP-Request/Identity 0 0 0000000000 OOOO
1. 00o0oooooooogod
goooooad
2. 000000
10 65535

gbooooobooogoo

EAP-Request/Identity 000000 300000
gooooood
aad

gobogoboobod
- JO000D00D0O0OOOOODOOOODOODbOODbDOOoOLObOOOD

« 000000 cleardotlxauth-state 00 000000000000 OOOOOOOOOOOOOOO

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0 0000000000 OOODOODOO
2. dotlxport-control 0000000000 OOODOODOODODOOOOOODOO
3. 000000D0DOO0OOdotlx timeout reauth-period D OO0 00000000 DOOOOOOODOOO

goooo

goooooon
dot1x timeout reauth-period
dot1x system-auth-control

dot1x port-control
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dot1x vlan dynamic enable

dot1x vlan dynamic enable

IEEES02.1X VLAN OO DOODOODOOOOOOOOOO

goodgdao

ogoooad
dot1x vlan dynamic enable

ogoooad
no dotlx vlan dynamic enable

goobogoo

(config)

gogododogo

oo
gooboooboobooon

ao
goobogoooo

ao
ooboooooobod

gbobooooobooboobobobooon

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00000000 ODOOOOOOODOOO

2. dotlx vlan dynamic enable 0 0 0 0 0 0O O O 0O 0O O Chaa authorization network default group radius

gboooooobobobobooobooobooon
3. J000000o0o0ooUooUoooooooo vVLANOOOOoOooooooooooooooooo

goooooon
dot1x system-auth-control

aaa authorization network default
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dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic ignore-eapol-start

Supplicant 0 0 0 EAPOL-Start 0 0 0 0O O EAP-Request/Identity 0 0 000000000000

ggodgguo

goooao
dot1x vlan dynamic ignore-eapol-start

goooo
no dotlx vlan dynamic ignore-eapol-start

goobogooo

(config)

goodoogo

oo

gbooooobooogoo

oo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 000000000 OOOOODOODOO

2. dotlx vlan dynamicenable 000 0000000000000 O00OO0OOOOOOOOODOO

3. 000000 dotlx vlan dynamic reauthentication 0 0 00000000 O0O0O0OO dotlx vlan
dynamic supplicant-detection 0 0 000 disable 00 OO0 00000000 O0ODOODOOOOOOOO

4. dotlx vlan dynamic supplicant-detection 00000 disable 0000000000 ODOOOOOOO
ooooooooooo

5, 0000000000000 D0OOOO nodotlx vlan dynamic reauthentication 1 00000 OO
000oo0oooooooDoooooooooo

goooooon
dot1lx vlan dynamic reauthentication
dot1x vlan dynamic supplicant-detection
dot1x system-auth-control

dot1x vlan dynamic enable
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dot1x vlan dynamic max-req

dot1x vlan dynamic max-req

supp-timeout 0 000000 EAP-Request 1 00 0000000000000 O0O0O0O0O0O0O0O0O0O
gboboboooooogoon

goobognd

goooooog
dot1x vlan dynamic max-req <count>

goood
no dotlx vlan dynamic max-req

gogododogo

(config)
oogogoooo

<count>
EAP-Request 00 0O O0O0DOOO0OODOOO
1. 0000ooboboOooboon
gpooooog
2. 000000
10 10

doddoooooooad
EAP-Request 00000000 20000

gogoooogo

oo

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. 0000 IEEE802.1X O O dotlx system-auth-control D 00 0000000 DOODOOOOODOODO
2. dotlxvlandynamicenable 0 0000000000 D0OO0O0DOO0OODODOOOOOODODOOOO

goooooooo
dot1x system-auth-control
dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic enable
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dot1x vlan dynamic max-supplicant

dot1x vlan dynamic max-supplicant

VLANOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOODOOOODOODOOO
gboboooooobooboboboooboooboonog

goobogo

gdoodoood
dot1x vlan dynamic max-supplicant <clients>

googo
no dotlx vlan dynamic max-supplicant

goodoogo

(config)
ooooooo

<clients>
VLANOOOOOOOOoOoOoOoooooooooooooooo

1. 0000o0oooooobooobo
gboboobo

2. 000000
10 4096

ygodooooooogg

ooooog 4096000

ggoooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
OO00OO0O0OOOO0OO0OO0O0 Supplicant0 0000000 QOO0OQOOQOOODOOOODOODOODODOODODODO
oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 000000000 OOOOODOODOO

2. dotlxvlandynamicenable 0000000000000 O0OOO0OOOOOOOOOOODOO

3. 00 VLANOOOOOUOODDOOO0OOoOoooooooooooooodooooooVLANOOD
00000000000000000 Supplicant 0000000000000 0OOOO

goooooon
dot1x system-auth-control

dot1x vlan dynamic enable
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dot1x vlan dynamic radius-vlian

dot1x vlan dynamic radius-vian

IEEE802.1X 00000 RADIUSOOOOOOOOOO VLANOOOOOOOODOO VLANODODOOO
0000 VLANOOOOOOOd

goobognd

gooooo
dot1x vlan dynamic radius-vlan <vlan id list>

goood
dotlx vlan dynamic radius-vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

ogoooad
no dotlx vlan dynamic radius-vlan

goobogoo

(config)
goooood

<vlan id list>

IEEES802.1X 0000000 OO VLANO VLANIDOOOOOOOOODODODODODOODO VLANDO

00000 VLANOOODOODOOOOOOO VLANO MACVLANOOODOO

1. 000o0o0oooooooo
goooooo

2. 000000
<vlanidlist>0000000000000000000000O00OO0O0OOOOOOOOO0OO0
0000000000000 0000000D0OnD VLANOVLANID=10O00OOO0OO0O0OooOo

add <vlan id list>

IEEES802.1X 000000000 VLANOOOOO VLANODOOOOOOODOGODOO VLANDO

MACVLANOOODOO

1. 00o0o0o0ooooooooo
gooooog

2. 000000
<vlanidlist>00000000000000O0D00DOO0OO0OOO0OO0OODOO0ODOOODODOOOOOO
0000000000000 0000000D0O00 VLANOVLANID=10O0OOO0OO0O0O000

remove <vlan id list>
IEEER02.1X 000000000 VLANODODDODO VLANOOOODDODDODODODOO VLANO
MACVLANOOOOO

1. 0oooooooooboooo
gbobogoog

2. 000000
<vlanidlist>0000000000000CO00O0OOO0OO0ODOO0OO0ODOOOOODOOO0ODOOOO

0000000000000 000o0o0oooooo VLANOVLANID=100O0O0O0O0O0O0oo

gooboooboobooon

ao
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dot1x vlan dynamic radius-vlan

314

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0 0000000000 OOODOODOO
2. dotlxvlandynamicenable 000 000000000000 OO0OOOOOOOOOOODOO
3. VLANDOOODOODODOO VLANOOODOODODODOOOOOO VLANDODODOO 1024 0

© ® NS o

oo

0000 VLANOOOOOOOOO VEANOOOOOOO0Ooooooooooooooooooo
VLANOOOOOOOOO VLANOOOOOOOooooooo 10240 0000000000000O00
VLANOOOOOOOoOOoOOo

VLANOOOOOOODOOODODODO VLANODOODOOOOOOOoOooooooooo
MACOOOOOOOOOOOO0OO0OO0O0O0VLANOOOOOOOOoO
MACOOOOOOOOOOOOOOOOO VLANOOOOOOOOO
MACOOOOOOOOOOOOOOOO0O0O0O0O000000000000 veANOOOoooooo
EAPOLO 0000000 OOOOOOOOOO VLANOOOOOOOOO

goobogoooboo

vlan

dot1x system-auth-control

dot1x vlan dynamic enable

dotlx vlan enable

switchport mac



dot1x vlan dynamic reauthentication

dot1x vlan dynamic reauthentication

IEEES802.1X 0000000 Supplicant 000000000 0O0OOO0O0OOO0ODOOO0ODOOOOODODO
0 0 0O dot1lx vlan dynamic timeout reauth-period 0 0000000000000 O0O0DOO EAP-Request/
Identity O Supplicant 00000000 Supplicant 0000000000

goobognd

ooooo
dot1x vlan dynamic reauthentication

ooooo
no dotlx vlan dynamic reauthentication

gogododogo

(config)

goobogoo

ao

doddoooooooad

oo

gogoooogo

oo

goboooboobod
gbobooooboobobobooboooon

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 000000000 DOODOOOOODOODO

2. dotlxvlandynamicenable 0000000000000 D0OOO0OOOOOOOOOOODOO

3. dotlx vlan dynamic ignore-eapol-start D 0000000000000 OOO no dotlx vlan
dynamic reauthentication 0 0 0 0000000000000 O0OO0ODOOOODOODOODO

ogoooogo
dot1x system-auth-control
dot1x vlan dynamic ignore-eapol-start
dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable
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dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic supplicant-detection

gboboooooboobobaobo

ggodgguo

doodooooad
dot1x vlan dynamic supplicant-detection {disable | shortcut}

goooo
no dotlx vlan dynamic supplicant-detection

goobogooo

(config)
goooood

{disable | shortcut}
oo0ooooooooooooon

disable
oo oobbbbbbobbbbbbbbbobboooo
00 EAP-Request/Identity 00 0000000000000 0OOO0OOOOOOOOOOODOO
000000000000 Supplicant 0O 0000 DODOOOOOOODOOO
000000000000 D0DO00o0o0oooooooOooDOoooOng Supplicant0 OO0 0O
0000000000000 0D00 EAP-Request/Identity 10000000000 OOOO

shortcut
0000000 EAP-Request/Identity 0 0000000000000 O0OO0OOCOOOOODOO
0000000000000 0D000000000000d Supplicant00O00O0O0OOOO
doooooooo
0000000000 00D00D000 Supplicant 0O OO 0OO0O0OO0OO0OODOODOOOOOOO
good

1. 00o0o0o0ooooooaad
goooooa

2. 000000
disable 0 O O shortcut

ygodooooooogg

000000000 shortecut 00O 0O

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00 0000000000 OOODOODOO
2. dotlxvlandynamicenable 0000000000000 O0OOO0OOOOOOOOOOODOO
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dot1x vlan dynamic supplicant-detection

3. dotlx vlan dynamic ignore-eapol-start 1D 00000000000 OOO0O dotlx vlan dynamic
supplicant-detection 0 0 000 disable 00O OO0OO0OO0OOOOO

goooooooo
dot1x vlan dynamic ignore-eapol-start
dot1x vlan dynamic enable

dot1x system-auth-control
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dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout quiet-period

IEEEg802.1X 0000000000000 O00O0O0O00O0O00O0O00O0O0ODUOOOOLOOO
OOEAPOLOOOOOOOOOOOOODOOOD EAPOLOOO0OOOOOOOOOOOOOOOOO

goobogo

gdoodoood
dot1x vlan dynamic timeout quiet-period <seconds>

googo
no dotlx vlan dynamic timeout quiet-period

goodoogo

(config)
ooooooo

<seconds>
Jdodddooooooooooooooo
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
00 65535

ygodooooooogg

gbooooooobogoeononOnO

ggoooooo

oo
gobogoboobod

boboooooooboobobobo

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0 0000000000 OOODOODOO
2. dotlxvlandynamicenable 0 0000000000000 DOO0OODODOOOOOODODOOO

goooooon
dot1x system-auth-control

dot1x vlan dynamic enable
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dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout reauth-period

IEEE802.1X 0000000 Supplicant 00000000000 0ODODOODODOOOOOOOOOO
0 EAP-Request/Identity 0 Supplicant 00000000 Supplicant 0000000000

goobognd

goooooog
dot1x vlan dynamic timeout reauth-period <seconds>

goood
no dotlx vlan dynamic timeout reauth-period

gogododogo

(config)
oogogoooo

<seconds>
Supplicant 0 0 0000000000 OOOOODOODO
1. 00o0o0ooooooooo
ogoooooo
2. 00000d
10 65535

doddoooooooad

Supplicant 0000000000 36000000

gogoooogo

oo

goboooboobod

s JO000O0O0ODOOOOOOOOOOODLOODODOOLOOOOODN

« 000000 cleardotlx auth-state 000 00O0OOCOOCOOCOCOOCOOOOOOOOOOOODOOO
- JO000D0O0D0O0OO0OO0OOOOOOODODOODODOOOODOODOD

goodgdao

1. 0000 IEEE802.1X O 0 dotlx system-auth-control 0 00000000 ODOOOOOOODOOO

2. dotlx vlan dynamicenable 000 0000000000000 O00OO0OOOOODOOOODOO

3. 0000000 dotlx vlan dynamic reauthentication 0 0 000000000 DO0OO0OOCOOOO
oooooooooo

4. 0000000000 dotlx vlan dynamic timeout tx-period 0 00 000000000000 OOO
oooooooo

goooooon
dot1x vlan dynamic timeout tx-period
dot1x vlan dynamic reauthentication

dot1x system-auth-control
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dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable
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dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout server-timeout

gboboboobooboobooboboboboooooboobobobo

goodgdao

oooooooo
dot1x vlan dynamic timeout server-timeout <seconds>

ogoooad
no dotlx vlan dynamic timeout server-timeout

goobogoo

(config)
goooood

<seconds>
dddooooooooooooo
1. 00o0oooooooooo
ogoooooo
2. 000004
10 65535

gooboooboobooon

gbobooobo soobanb

gogoooogo

oo

goboooboobod
- JO000D0O0D0O0OOOOODOOOODOODbOODbOOoOLODbOOOD
s DOO0O0ODOOOOOOO

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control D 00000000 ODOODOOOOODOOO
2. dotlxvlan dynamicenable 0000000000000 D0OOO0OOOOOOOOOOODOO

goooooon
dot1x system-auth-control

dot1x vlan dynamic enable
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dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout supp-timeout

Supplicant 0 0000 EAP-Request 00O OO0 Supplicant 00000000000 DOO0OOCOOO0OO
OD000O0000OO0OO0EAP-Request 00O 0OOOOO0O

goobogo

gdoodoood
dot1x vlan dynamic timeout supp-timeout <seconds>

googo
no dotlx vlan dynamic timeout supp-timeout

goodoogo

(config)
ooooooo

<seconds>
Supplicant 00 0000000000 OOOOODOODO
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
10 65535

ygodooooooogg

Supplicant 0000000000 300000

ggoooooo

oo

gobogoboobod
s JO000O0O0DOOOOOOOOOOODOODODOOLOOOOODO
s DOO0OODOODOOOOO

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00 0000000000 OOODOODOO
2. dotlxvlandynamicenable 0 0000000000000 DOO0OODODOOODOOODODOOO

gooooood
dot1x system-auth-control
dot1x vlan dynamic max-req

dot1x vlan dynamic enable
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dot1x vlan dynamic timeout tx-period

dot1x vlan dynamic timeout tx-period

IEEE802.1X 000000 OO EAP-Request/Identity OO O OOOOCOCOOOOOO

goodgdao

oooooooo
dot1x vlan dynamic timeout tx-period <seconds>

ogoooad
no dotlx vlan dynamic timeout tx-period

goobogoo

(config)
goooood

<seconds>
EAP-Request/Identity 0 0 00000000 0OOCOOOO
1. 00ooooooooooo
ogoooooo
2. 000040ad
10 65535

gooboooboobooon

EAP-Request/Identity 0 00 OO0 300000

gogoooogo

oo

goboooboobod
- JO000D0O0D0O0OOOOODOOOODOODbOODbOOoOLODbOOOD
« 000000 cleardotlx auth-state 000 00O0OOCOOCOCOCOCOOOOOOOOOOOOOOOO

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control D 00 0000000 DOODOOOOODOODO

2. dotlxvlan dynamicenable 0000000000000 O0OOO0OOOOOOOOOOODOO

3. 00000000ODO0ODNOdotlx vlan dynamic timeout reauth-period 00000000000 OOODO
oo0ooooooooo

goooooon
dot1x system-auth-control
dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable
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dot1x vlan enable

dot1x vlan enable

324

IEEE802.1X VLAN DO O OOOOOOOOOoDoOOoDoOoO

ggodgguo

gooon

dotlx vlan <vlan id list> enable

oooon

no dotlx vlan <vlan id list> enable

goobogooo

(config)

goodoogo

<vlan id list>

IEEE802.1X OO DOODOOO0ODO VLANO VLANIDOOOOOOOODOODOODOOD VLANOO

goooooo

1. 0000o0oooooobooobo
gboboobo

2. 000000
<vlanidlist>0000000000000000O0O0O0OO0OOOOOOOOOOOOOOOO0
O00000OQ00oO00oUoDoUODUOOoOUOOUbOOOOO VLANOVLANID=100O0OO0OO0OO0OO0OO0OO0OO

ygodooooooogg

oo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ogoooon

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 00 OO0 O0OO0O0OO0OOOOODOODOO

2. 000000000000000OOVLANOOOODODOODODOOooOoooo

3. VLANOOOOOOUODODOOODOO VLANOODODOOOOooooooooooood

4. VLANOOOOOOODOOOOOODOO0ODODDOO000O0O0000o0O00oo0o0ooog VLANOD
oooooogo

5. VLANOOODOOOODOO VLCANOOOOOOODOOOODOOOO VLANODOOODO 102400
ooo

6. 0000 VLANODODDOUODDOOO VLANOOOOUODDOOUOOODOOOoDoooooooooo

VLANOOOOOOOOO VLANOOOOOoOOooooooo 024000 0ooooooooooo
VLANOOOOOOOoOOO

7. MACOOUOUOUOOOOOOOODOOOO0DO0O0O0OO VLANOOOOOOOO VLANOOODOOOoOOoOOoOO
8. 100000000000 OOOOVLANOOOOOOOooo
9. MACOOOOOOOOOOOOOOOO VLANOODOOODODOODOO



dot1x vlan enable

10.MACODOOOODOOOODOODOOODOOO VLANODOODDODDODO
11.MACOOOOOOOOOOODOOOOOODOODOOOOOODODOODODODO VLANODOODOODDODO
12.EAPOLO 000000000 OOOOOOOO VLANOODOODOODOO

goooooon
vlan
dot1x system-auth-control
dot1x port-control
dot1x vlan dynamic radius-vlan
switchport mode

switchport access
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dot1x vlan ignore-eapol-start

dot1x vlan ignore-eapol-start

Supplicant 0 0 0 EAPOL-Start 0 0 0 0O O EAP-Request/Identity 0 0 000000000000

ggodgguo

goooao
dotlx vlan <vlan id list> ignore-eapol-start

goooo
no dotlx vlan <vlan id list> ignore-eapol-start

goobogooo

(config)
goooood

<vlan id list>

IEEE802.1X 000000000 VLANO VLANIDOOODOODOODODODOOOOO VLANODO

goooooo

1. 000o0o0ooooooaoaad
goooooad

2. 000000
<vlanidlist>00000000000000000DOO0OO0OO00OOO0OOOOODOODOOOOOOO
000000000 0000o00OoD0DOoOoooO VLANOVLANID=10O00O00O00O000

ygodooooooogg

oo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 00 OO0 O0OO0O0OO0OOOOODOODOO

2. dotlx vlan <vlanidlist>enable 000 0000000000000 O0O0OOOOOOOOOOO

3. 000000 dotlx vlan <vlan id list> reauthentication 0 00000000000 OO0 dotlx vlan
<vlan id list> supplicant-detection 0 0 0 00O disable 000000000000 O0OOOOOOODOO
ood

4. dotlx vlan<vlan id list> supplicant-detection 0 0 0 00O disable 0 OO0 OO0 OD0OOOOOOODOOO
0o0ooooooooooon

5, J00000D0DDO0O00O0OOODDOUODOnno dotlx vlan <vlan id list> reauthentication 0 0 0 0 O
goooooooooooooooooooooooon

ggoooooo

dotlx vlan reauthentication

dot1x vlan supplicant-detection
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dot1x vlan ignore-eapol-start

dot1x system-auth-control

dot1lx vlan enable
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dot1x vlan max-req

dot1x vlan max-req

supp-timeout 0 000000 EAP-Request 00 0000000000000 0O00O0O0O0OOOOO
gbooooooooobon

goobogo

gdoodoood
dot1x vlan <vlan id list> max-req <count>

googo
no dotlx vlan <vlan id list> max-req

goodoogo

(config)
ooooooo

<vlan id list>

IEEES802.1X 000000000 VLANO VLANIDOOODOODOODODODODOOOO VLANODO

goooooo

1. 00o0o0o0ooooooaoad
goooood

2. 000000
<vlanidlist>0000000000000O000O0DO0OO0DOO0O0ODOOOODOODOOOODOOO
000000000 0000o00oOoD0DO0oOoooO VLANOVLANID=10O00O00O0O0oo0o

<count>
EAP-Request 000000000 OODOOO
1. 00o0oobooobooo
obobobo
2. 00000O0O
10 10

ygodooooooogg

EAP-Request 10000000 20000
goobogoooboo

oo

gobogoboobod
gboooooobobobooobooobogn

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0000 O0OO0O0OO0OOOOODOODOO
2. dotlxvlan <vlanidlist>enable 00 0000000000000 O0OOODOOOOOODOODOODO

goobogoooboo

dot1x system-auth-control
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dot1x vlan max-req

dot1x vlan timeout supp-timeout

dot1lx vlan enable
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dot1x vlan max-supplicant

dot1x vlan max-supplicant

OO0 VLANOOOOOOOoooooooooooooooogooogooooooooooooooooo
gbooooooooboobobobobooooooboon

goobogo

gdoodoood
dotlx vlan <vlan id list> max-supplicant <clients>

googo
no dotlx vlan <vlan id list> max-supplicant

goodoogo

(config)
ooooooo

<vlan id list>

IEEES802.1X 000000000 VLANO VLANIDOOODOODOODODODODOOOO VLANODO

goooooo

1. 00o0o0o0ooooooaoad
goooood

2. 000000
<vlanidlist>0000000000000O000O0DO0OO0DOO0O0ODOOOODOODOOOODOOO
000000000 0000o00oOoD0DO0oOoooO VLANOVLANID=10O00O00O0O0oo0o

<clients>
OO0 VLANOOOODODOODOODOOOooOooooooooooooo
1. 000o0oooooooaod
goooooad
2. 000000
10 256

ygodooooooogg

gbooooo 26000

goobogoooboo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
OO0O0OOOOOO0OO0OO0OO0 Supplicant00000O0C0O0OO0OQOOQOOOOOOODODOODODOODODODO
oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0000 O0OO0O0OO0OOOOODOODOO

2. dotlx vlan <vlanidlist>enable 00 0000000000000 0ODOO0OOOOOOOOOODO

3. 00 VLANOOOOOUOODDOOUOOOoOOoooooooooooooodooooooVLANOOD
00000000000000000 Supplicant 0000000000000 0OO0O0O
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dot1x vlan max-supplicant

goooooon
dot1x system-auth-control

dotlx vlan enable

331



dot1x vlan reauthentication

dot1x vlan reauthentication

IEEE802.1X 00D O0IO0OSupplicant 000000000000 DOOO0DOOOOODODOODODOOO
0 0 O dotlx vlan <vlan id list> timeout reauth-period D 0 00000 OO0OOO0OOOOOOOO
EAP-Request/Identity 0 Supplicant 0000000 O Supplicant 0000000000

goobogo

ooood
dotlx vlan <vlan id list> reauthentication

ooood
no dotlx vlan <vlan id list> reauthentication

goodoogo

(config)
oo0oooOon

<vlan id list>

IEEES802.1X 000000000 VLANO VLANIDOOOOODOOOODOODODOOO VLANODO

goooooo

1. 00ooooooooogod
goooood

2. 000000
<vlanidlist>0000000000000O000O0DOO0OO0DOO0OOOOOODOODOOOODOOO
000D000O000o0oooooooodoooo0 VLANOVLANID=10O00OO00O0o0ooo

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00 0000000000 OOODOODOO

2. dotlx vlan <vlanidlist>enable 00 0000000000000 0ODOO0OOOOOOOOOODO

3. dotlx vlan <vlan id list> ignore-eapol-start 0 0 0000000 VLANO OO OO OO OO no dotlx
vlan <vlan id list> reauthentication 0 0 0 0000000000000 OOODOODOOOOOOO

ogoooogo
dot1x system-auth-control
dot1x vlan ignore-eapol-start
dot1lx vlan timeout reauth-period

dotlx vlan enable

332



dot1x vlan supplicant-detection

dot1x vlan supplicant-detection

gbobobooooobobonbo

goodgdao

oooooooo
dot1x vlan <vlan id list> supplicant-detection {disable | shortcut}

ogoooad
no dotlx vlan <vlan id list> supplicant-detection

goobogoo

(config)
goooood

<vlan id list>

IEEES802.1X 000000000 VLANO VLANIDOOOOOOOOODOODOODOO VLANODO

goooooo

1. 0000o0oooooooo
goooooo

2. 0000004
<vlanidlist>000000000000000000000O00O0OO00OOOOOOOOODOO0
0000000000000 0000000DODnD VLANOVLANID=10O0OOO0OO0O0Oooo

{disable | shortcut}
oo0ooooooooooooon

disable
dddddooooooooooooooooooobooooobooobooboooobooooo
00 EAP-Request/Identity 00 00 0000000000000 O0OOOOOOOOODOODOO
000000000000 Supplicant 00000000 OO0OOOOOOOOODO
0000000000000 0D00000o0o0oooOooOoOoog Supplicant0 0000
0000000000000 O0o0d EAP-Request/Identity 00000000000 O0OOO0O

shortcut
0000000 EAP-Request/Identity 1D 00000000000 O0OO0OODOODOOOOOOO
0000000000000 00000000000000 Supplicant0O0O0O0O0OOOOO

goooooood
000000000 00oO0oOoodn SupplicantD O 0O D0OOO0OODOODODOOOOOOODO
oooo
1. 00o0oooooooooao
goooood
2. 000ggag
disable 0 O O shortcut

doddoooooooad

000000000 shortcut O OO
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dot1x vlan supplicant-detection

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0 0000000000 OOODOODOO

2. dotlx vlan <vlanidlist>enable 00 0000000000000 0OO0O0O0OOOOOOOOODO

3. dotlx vlan <vlanid list>ignore-eapol-start 00 0000000000 ODOOOO dotlx vlan <vlan id
list> supplicant-detection 0 0000 disable 00O OO OO0OO0OOOOOO

goooooon
dot1x vlan ignore-eapol-start
dot1x system-auth-control

dotlx vlan enable
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dot1x vlan timeout quiet-period

dot1x vlan timeout quiet-period

IEEEg802.1X 00O 0O0O0OOOODO VLANODOOOOOOOODOOOOOoOOoOOoOooooooogooooo
OOCOOCOEAPOLODOCOOOOODOOOODOODOOOD EAPOLOOOOOOOOOOOOOOOOO
oood

goobognd

oooooooo
dot1x vlan <vlan id list> timeout quiet-period <seconds>

goood
no dotlx vlan <vlan id list> timeout quiet-period

gogododogo

(config)
ogoooooo

<vlan id list>

IEEES02.1X 00D OO0OOO0OO VLANO VLANIDOOOOOOOOOOODOODOO VLANODO

goooooo

1. 00oooooooooog
gooooog

2. 00004ga
<vlanidlist>00000000000000DODO0O0DOO0OO0ODOOOODOOODOOODODOOOOOOd
00000Dd0o0ooo0oooooooooodD VLANOVLANID=10OO00OOO0OO0ooooo

<seconds>
dddddooooooooooooooo
1. 00oooooooooog
gooooog
2. 0000ga
00 65535

gooboooboobooon

ooo0ooooooeonOOOnO
goobogoooo

oo
gobogooogo

gbobobooooobooboono

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00000000 ODOOOOOOODOOO
2. dotlxvlan<vlanidlist>enable 00 0000000000000 O0OOODOOOOOODOODOODO

goobogoooo

dot1x system-auth-control
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dot1x vlan timeout quiet-period

dotlx vlan enable
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dot1x vlan timeout reauth-period

dot1x vlan timeout reauth-period

IEEE802.1X 0000000 Supplicant 00000000000 0ODODOODODOOOOOOOOOO
0 EAP-Request/Identity 0 Supplicant 00000000 Supplicant 0000000000

goobognd

goooooog
dot1x vlan <vlan id list> timeout reauth-period <seconds>

goood
no dotlx vlan <vlan id list> timeout reauth-period

gogododogo

(config)
oogogoooo

<vlan id list>

IEEES802.1X 0000000 OO VLANO VLANIDOOOOOOOOODOODODODOO VLANODO

goooooo

1. 000o0o0oooooooo
gooooog

2. 0000004
<vlanidlist>00000000000000DODO0O0OO0OODOOOODOODOOODODOOODOOO
0000000000000 0000000D0OnD VLANOVLANID=10O0OOO0OO0O0Oooo

<seconds>
Supplicant 00 00000000 0OOCOOOOODOODO
1. 0000o0oooooooo
gooooog
2. 00000d
10 65535

doddoooooooad

Supplicant 0000000000 36000000000

goobogoooo

ao

goboooboobod
s JO00DOO0ODOOOOOOOOOOODOODODOOLOOOOOO

« 0D0O00O0ODO cleardotlxauth-state 0000000000000 OOOODOOOODOOOOODOOO
- JO000D0O0D0O0OO0OO0OOOOOOODODOODODOOOODOODOD

goobognd

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 00000000 ODOOOOOOODOOO

2. dotlxvlan <vlanidlist>enable 00 0000000000000 DOOO0OODOOOOOOOODO

3. 000 000D dotlx vlan <vlan id list> reauthentication 0 0 0000000000000 0O0O0O0O
oo0oooooooooo
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dot1x vlan timeout reauth-period

4, 0000000000 dotlx vlan <vlan id list> timeout tx-period D O 000000000 OOOO0O
gooodoooogo

goooooon
dot1x vlan timeout tx-period
dot1lx vlan reauthentication
dot1x system-auth-control

dotlx vlan enable
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dot1x vlan timeout server-timeout

dot1x vlan timeout server-timeout

gboboboobooboobooboboboboooooboobobobo

goodgdao

gooooooo
dotlx vlan <vlan id list> timeout server-timeout <seconds>

oooaono
no dotlx vlan <vlan id list> timeout server-timeout

goobogoo

(config)
goooood

<vlan id list>
IEEES802.1X 000000000 VLANO VLANIDOOOOOOOOODOODOODOO VLANODO
goooooo
1. 0000o0oooooooo
goooooo
2. 0000004
<vlanidlist>000000000000000000000O00O0OO00OOOOOOOOODOO0

0000000000000 0000000UU0Uo VLANOVLANID=1000O0OO0O0ooooo

<seconds>
jddooooooooooooo
1. 0000o0oooooooo
goooooo
2. 00000d
10 65535

doddoooooooad
gobooooosoonoon

gogoooogo

oo

goboooboobod
s JO00DOO0ODOOOOOOOOOOODOODODOOLOOOOOO
s DOO0OODOODOOOOO

goodgdao

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 000000000 DOODOOOOODOODO
2. dotlxvlan<vlanid list>enable 00 000000000000 DOOO0DOOODOOODOOODOO

goooooon
dot1x system-auth-control

dotlx vlan enable
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dot1x vlan timeout supp-timeout

dot1x vlan timeout supp-timeout

Supplicant 0 0000 EAP-Request 00O OO0 Supplicant 00000000000 DOO0OOCOOO0OO
OD000O0000OO0OO0EAP-Request 00O 0OOOOO0O

goobogo

gdoodoood
dotlx vlan <vlan id list> timeout supp-timeout <seconds>

googo
no dotlx vlan <vlan id list> timeout supp-timeout

goodoogo

(config)
ooooooo

<vlan id list>

IEEES802.1X 000000000 VLANO VLANIDOOODOODOODODODOOOOO VLANODO

goooooo

1. 00o0o0o0ooooooaoad
goooood

2. 000000
<vlanidlist>0000000000000O000O0DOO0OO0DOO0OOOOOODOODOOOODOOO
000000000 000000OoD0DO0oOoooO VLANOVLANID=10O00OO00OO0O0oo0o

<seconds>
Supplicant 00 0000000000 OO0OODOODOODO
1. 00o0o0o0ooooooaod
goodoood
2. 000000
10 65535

ygodooooooogg

Supplicant 0000000000 300000
goobogoooboo
oo

gobogoboobod
s JO00DOO0ODOOOOOOOOOOODOODODOOLOOOOOO
s ODO0O0ODOODOODOOO

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 000000000 OOOOODOODOO
2. dotlxvlan <vlanidlist>enable 00 0000000000000 O0OOODOOOOOODOODOODO

goobogoooboo

dot1x system-auth-control
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dot1x vlan timeout supp-timeout

dot1x vlan max-req

dot1lx vlan enable
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dot1x vlan timeout tx-period

dot1x vlan timeout tx-period

IEEE802.1X 0 0O OO EAP-Request/Identity 1 0 0 0000000000000

ggodgguo

doodooooad
dotlx vlan <vlan id list> timeout tx-period <seconds>

goooo
no dotlx vlan <vlan id list> timeout tx-period

goobogooo

(config)
goooood

<vlan id list>
IEEE802.1X 000000000 VLANO VLANIDOOODOODOODODODOOOOO VLANODO
goooooo
1. 000o0o0ooooooaoaad
goooooad
2. 000000
<vlanidlist>00000000000000000DOO0OO0OO00OOO0OOOOODOODOOOOOOO

O00000OQ00oO00oUoDoUODUOOoOUOOUbOOOOO VLANOVLANID=100O0OO0OO0OO0OO0OO0OO0OO

<seconds>
EAP-Request/Identity 0 0 0000000000 OOOO
1. 000o0oooooooaoad
goooood
2. 000000
10 65535

ygodooooooogg

EAP-Request/Identity 0 00000 300000

ggoooooo

oo

gobogoboobod
s JO00DOO0ODOOOOOOOOOOODOODODOOLOOOOOO
« 000000 cleardotlxauth-state 00 000000000000 0OOOOOOOOOOOOOOO

ggodgguo

1. 0000 IEEE802.1X O O dotlx system-auth-control 0 0 0 0000000000 OOODOODOO

2. dotlx vlan <vlanidlist>enable 0000000000000 00D0OO0O0OOOOOOOOOOO

3. 000O0O00ODOODOONOdotlx vlan <vlan id list> timeout reauth-period 0 000000000 ODO0O
ooooooooooooo
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dot1x vlan timeout tx-period

gooooooo
dotlx vlan timeout reauth-period
dot1x system-auth-control

dot1lx vlan enable
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Web [ []

gbobooooobooboboboooooboonbog

aaa accounting web-authentication default start-stop group radius

aaa authentication web-authentication default group radius

web-authentication auto-logout

web-authentication ip address

web-authentication jump-url

web-authentication logging enable

web-authentication logout ping tos-windows

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

web-authentication max-user

web-authentication port

web-authentication redirect-mode

web-authentication redirect-vlian

web-authentication ssl connection-timeout

web-authentication static-vlan max-user

web-authentication system-auth-control

web-authentication vlan

web-authentication web-port
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goooooooooooooooooooooo

goboogotdbtdbotobobogotdbogod

Web 0000000000000 0000000000O0WebhOOOOOOOOOOOOOOOOOO

01010 000000000000000 WebOODODOODODOO

ooooo WebOOOOODODO
OO0 VLANOOO 000000 VLANOO goooooad
O
aaa accounting web-authentication o o o

default start-stop group radius

aaa authentication o o o
web-authentication default group

radius

authentication ip access-group o o O
web-authentication auto-logout O o o
web-authentication ip address o o O
web-authentication jump-url o o o
web-authentication logging enable o o o
web-authentication logout ping o O O

tos-windows

web-authentication logout ping ttl o O O
web-authentication logout polling o O O
count

web-authentication logout polling o O O
enable

web-authentication logout polling o O ]
interval

web-authentication logout polling o O O

retry-interval

web-authentication max-timer o o o
web-authentication max-user 0 o o
web-authentication port o o x
web-authentication redirect-mode 0 o O
web-authentication redirect-vlan O o 0
web-authentication ssl o o o
connection-timeout

web-authentication static-vlan o O O
max-user

web-authentication o o o
system-auth-control

web-authentication vlan x X o
web-authentication web-port o o o

oooao
oc00O0OO0OOOODOOOOOOOOOOOOOO
goobooooooooOooOoooooOooOobOoooooo
x0OOO0oooooooooo
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aaa accounting web-authentication default start-stop group radius

aaa accounting web-authentication default start-stop
group radius

WebOOOOOOOOOOOODOOOOOOOOOOOOOoOO

goobognd

ogoooad
aaa accounting web-authentication default start-stop group radius

ooooo
no aaa accounting web-authentication default

goobogoo

(config)

goobogoo
ao
doddoooooooad
gbobobooobooboobobobooboooooooobobo
goobogoooo
ao
goboooboobod
gbobooooboobobobooboooon

gooooa
oo

goooooooo
web-authentication system-auth-control
web-authentication max-timer
web-authentication max-user
web-authentication vlan
web-authentication auto-logout

aaa authentication web-authentication default group radius
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aaa authentication web-authentication default group radius

aaa authentication web-authentication default group
radius

Web OOOOOO RADIUSOOOOOOODOOOOOOOO

goobogo

goooao
aaa authentication web-authentication default group radius

ooooo
no aaa authentication web-authentication default

goobogooo

(config)

goobogooo
oo

ygodooooooogg

RADIUSOOOOOOOOOOODOCO WebOO DBOODODODODDODODODODODODODODOD

goobogoooboo

gboboooooboobobon

gobogoboobod
gboooooobobobooobooobogn

ggodgguo
1. 000000O0O0O0ODOO0ODOO0OOORADIUSOOOOOOOOOOOOOOOODOOO

gooooood
web-authentication system-auth-control
web-authentication max-timer
web-authentication max-user
web-authentication vlan
web-authentication auto-logout

aaa accounting web-authentication default start-stop group radius
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web-authentication auto-logout

web-authentication auto-logout

no web-authentication auto-logout O 000 0OWeb O OO DOODODOOOOOODOODOODOODOOOOO
goddddoooooooooooooooooo

goobognd

goood
no web-authentication auto-logout

goood
web-authentication auto-logout

gogododogo

(config)

goobogoo

ao

gooboooboobooon

MACOOOOOOOOOO WebOODOODOODO MACOOOOOOODOOOODOOODOODODDOO
gboboboboooooooon

gogoooogo

O0000000oO0OOoMACOUOOOOOOOOO WebOOODODODOO MACOODDODOODDDDODO
gbobobooooboobobobobobobooooon

goboooboobod
gbobooooboobobobooboooon
goodgdao

oo

goooooon
web-authentication system-auth-control

mac-address-table aging-time
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web-authentication ip address

web-authentication ip address

Web OOOGOO IPOOOOCOCOOCOCODOO

oooooOoooooooIpO0O00DOO0ODOOOODDOOODOOOOODOOODOOOODOO
goooooooooIpoooOoOoOOOOOOO

gbooboooooooboboboboooboooonDo

O00OWebOOOOO IPOOOODOOODO FQDNO Fully Qualified Domain NameO OO0 00000

goobogo

gdoodoood
web-authentication ip address <authentication address> [fqdn <fqdn>]

googo
no web-authentication ip address

goodoogo

(config)
oo0oooOon

<authentication address>
WebODOOOO IPOOOOODODOODOO
1. 00o0o0o0ooooooaoaad
goooood

2. 000000
<authentication address> 0 IPv4 0 0000000000 O0O0O0O0OOO

gbobobooobooogooDo
gooooooOoOoOoOoopoooopooo IPoOOO
goooooooOoOoOoOOOOOOOOOOOOOIPODOOO

fqdn <fqdn>
WebOOODO IPOODOODOOOOO FRDNOOOOOOO

1. 0ooooooooboobo
FQDNOOOOOOOOOOOoooooo

2. 000000
10 255000000000000000"M000000O00O00O0OOOOOOOODODODO

gbobo.4ooooooobo-obobooboobooboboboboobooobooboboboOobo
gbobooooooombobobobobobooogoo

ygodooooooogg

WebOOOOO IPOOOODOOOODOOOOO

goobogoooboo

oo

gobogoboobod

0000000000000 restart web-authentication web-server D 00 Web OO OO OO OO OO
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web-authentication ip address

goobaob

goobognd

1. 0000000000 IPO000O0OO00ODOOO0OOWebOODODDODOOODDODOOOOODOODOOODO
oO00oopooooooog

2. 0000000000000D0O000DDOO00ODOO00O0ODOOO0ODOOO00DOOO0O0ODOOOd

3. 00000000DO0DO0ODO0ODOO0O0ODOO0ODOODOO0OD00ODODOAO restart web-authentication
web-server 0 Web OO OO OOOOOODOOOODOO

4. 000000 0O0DDOOweb-authenticationport 0 0 0000000000000 O0ODOOOODOO
0000000 web-authentication port 1000000000000 OOOODOO restart
web-authentication web-server 0 Web OO OO OO0OODOOOODOODO
O00000000000D000000000D0DOweb-authenticationport 0000000000
O00000000000D0000D00O restart web-authentication web-server 0 Web O O OO0 O
oooooooo

goooooon
web-authentication system-auth-control

web-authentication port
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web-authentication jump-url

web-authentication jump-url

gooooOoOooOoOoOoOoOOoOOoOO URLOOODOOOO

ggodgguo

doodooooad
web-authentication jump-url <url>

goooo
no web-authentication jump-url

goobogooo

(config)
goooood

<url>

0000o00oooooodoobDoo URLOODODODOOOOOO

URLOOOOOOODOODOODOD httpy/O"0000000D0OO0DOODOOOOCOOOOMOM

1. 00o0o0o0ooooooaad
goooooad

2. 000000
1g260000000000DO0DO0DO0DOO"WOOOOODODOOOOOOOODOODOOOO0O0O0
goddddoooooooooooooooooboboboooobbobobobobobooooooa
o"oooooooboobobooobooooomoooboboobobobb00od0ddedoooooo

gooooooogo
goood
0 (config)# web-authentication jump-url "http://www.example.com/"

ygodooooooogg

gbobooooooboobobobooooooobooboboboooon
goobogoooboo

oo
gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 000000 set web-authentication html-files0 0000 0000000000000 DOOOOOO
000000OleginOKhtmlD OO OOOOO0OO0OO0OO URLOOOAO<!--Redirect_URL-->0 O
0000000000 000000 URLOOOOOOOOOoOooOoooa

goobogoooboo

web-authentication system-auth-control
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web-authentication logging enable

web-authentication logging enable

WebOOOOOOOOOOOOOOO syslog0O0O0O0O0O0O00oog

goodgdao

ogoooad
web-authentication logging enable

ogoooad
no web-authentication logging enable

goobogoo

(config)

gogododogo

oo

gooboooboobooon

syslogO0O0O0O0O0OOOOOODOODOOOO

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

ooogogo
oo

ogoooogo
web-authentication system-auth-control
logging event-kind

logging email-event-kind
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web-authentication logout ping tos-windows

web-authentication logout ping tos-windows

Web OOOOO VLANOOOOOOOOOOOOOOOOOO0O0O0O0000000O0O0pingDOOOO
go0oOoOoO0OO0Oo0 MACOODOODODODODODODODOODOODOODO TOSOOOOOOOO

goobogo

gdoodoood
web-authentication logout ping tos-windows <tos>

googo
no web-authentication logout ping tos-windows

goodoogo

(config)
ooooooo

<tos>
WebOOOODOOODOOOO TOSOODOOOOOO

1. 0000o0oooooobooobo
gboboobo

2. 000000
od 255

ygodooooooogg
0000000 TOSOO 100000000

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goooon
0od

gooooood
web-authentication system-auth-control
web-authentication max-timer
web-authentication static-vlan max-user
web-authentication port

web-authentication logout ping ttl
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web-authentication logout ping ttl

web-authentication logout ping ttl

WebOOOOO VLANOOOOOOOOOOOOOOOOOOO0O00000000O0O0pingDOODOO
00000000 MACOODODOOOOOOOOOOOOOODOOOO TTLOOOODODOODOO

goobognd

goooooog
web-authentication logout ping ttl <ttl>

goood
no web-authentication logout ping ttl

gogododogo

(config)
oogogoooo

<ttl>
WebOOOOOOOOOOO TTLOODOODOODOO

1. 0000bobooooooo
gboooooog

2. 000000
10 255

doddoooooooad

oooooOoOo TTLOO 100000000

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

gooooa
oo

goooooooo
web-authentication system-auth-control
web-authentication max-timer
web-authentication static-vlan max-user
web-authentication port

web-authentication logout ping tos-windows
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web-authentication logout polling count

web-authentication logout polling count

Web OOOOO VLANOOOOOOOOOOOOOO0O0O0O0O0000000000000000000
gboobooooooboboboboobooooobooboobobobooobooon

goobogo

gdoodoood
web-authentication logout polling count <count>

googo
no web-authentication logout polling count

goodoogo

(config)
ooooooo

<count>
gboobooooobooooboboboboboboooooooboo
1. 00o0ooboooboono
gpoooood
2. 0000D00ODO
1010000

ygodooooooogg

oboobooooooobob soboobobon

ggoooooo

oo

gobogoboobod

gbobooooobooboboboboobooobo

ggodgguo

1. 000000000 VLANOOOOOOoOoooooo

2. 000000ooooboobobobooboooooooobo0obobobobooooboobDobOobOobOonon
gboboboboooboooooboonDo

3. 0000000000000000000 VLANOOOOOoooooo

4. JboooooboobobobooboooboooobobobOobobobobooobooboboboboboon
gbobobooobooobooboboboboooooobooobooboobobon
gbobobooooooooboobobobobooooo

ooooooooo
(DODOO0ODO0D0 @O0000 x (30000
Joooo0o0ooo0o0oo0o0ooodooo0o0ooooooo0oooDooooooDO1oOOn
goo0oo0oooooooooooooooom
(1)0 web-authentication logout polling interval
(2)0 web-authentication logout polling retry-interval

(3)0 web-authentication logout polling count

356



web-authentication logout polling count

- J0O00O0DODO200000000000D0D000DOO00ODODODOOO 3000000D0000DODOO
goooooo
« J000O0DODO200000000000000000000000O0O 3000000D000000O0O0
0000000ooo00oo0ooooooooooooooooon
goooooooo
web-authentication system-auth-control
web-authentication max-timer
web-authentication static-vlan max-user
web-authentication port
web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling enable

web-authentication logout polling enable

Web OOOOO VLANOOOOOOOOOOOOOOOOO0O0O0O0O000000000000000
gboboooooboobobobooooobooboboboobooooboooobOoDbo

no web-authentication logout pollingenable 0 00000000000 D0DOO0OOO0OOOOOOOOODOO
oo ooooboobb

ggodgguo

goooao
no web-authentication logout polling enable

ooooo
web-authentication logout polling enable

goobogooo

(config)

goodoogo

oo

ygodooooooogg
gbobooooooobooboboboboooooooboooDo

oooooooo
web-authentication logout polling interval 0000000000000 OOO 30000

ooooo
web-authentication logout polling retry-interval 0 0 000000000000 ODO 100

googo
web-authentication logout pollingcount 0 0 000000000 OODOOO 300

ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 000000000 VLANOODOOOOooooooo

2. 000000000000 0DOO000DODOD00DODO0DODOO00O0DDODOO0ODO0O0ODOOOO0ODOD
ooooooooooooo

3. 0000000 0DOODOOweb-authentication max-timer 000000000000 OOOOOODO
0000o0ooooooooooooo

4, 0000000 Oweb-authentication logout polling interval 0 00 0000000000 OOODO0O
goooooooo0o0oooo0ooodooo0oooooooooooboo0ooDoDOooooog
0000000000000 O0Oweb-authentication logout pollingcount 0 00000000000
0 0O 00O O web-authentication logout polling retry-interval 0 0 000000000000 ODOODO
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web-authentication logout polling enable

gboooooooobanb
gboboooooboobobobobobooooooboon

goooooogo
(VODOODOO0ODO@O000x 30000
gooooooooddddddddoooooooooooooooooooobooboboobo1ron
goooooobooooodoooooooooomm
(1)0 web-authentication logout polling interval
(2)0 web-authentication logout polling retry-interval
(3)0 web-authentication logout polling count
s JO0OOODOOZ2N0000000000000000ODODODODODODODODO 0000000000 UOOOg
goooood
s JO0OO0O0O0OZ2000000000000000OODUDDDDDODO 3000000000 0UUOUOO
oo ooooooooon

goooooon
web-authentication system-auth-control
web-authentication max-timer
web-authentication static-vlan max-user
web-authentication port
web-authentication logout polling interval
web-authentication logout polling retry-interval

web-authentication logout polling count
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web-authentication logout polling interval

web-authentication logout polling interval

360

Web OOOOO VLANOOOOOOOOOOOOOO0OO0O0O00000000000000000
gboboooooooboboboboooooooonoo

goobogo

gdoodoood
web-authentication logout polling interval <seconds>

googo
no web-authentication logout polling interval

goodoogo

(config)
ooooooo

<seconds>
Jjdooooooooooooobb
dodddooooooooo
1. 00o0o0o0ooooooaoaad
goooood
2. 000000
60 0 864000 0 O

ygodooooooogg

000000000 ODOOweb-authentication logout pollingenable 00 OO0 OO0OOOOO0OOODOOOO
0O0000000oooo0ooooooo 30000 0oOooooon

goobogoooboo

oo

gooooooogo

gboboooooobobobobooboooonDo

goobogo

1. 000000000 VLANOOOOODOOOOOOO
2. 0000000000000000000000000O0O0O0O0O0ONO0O0O0O0000O0O0OooOooOa
0D000000O0O0o0oO0o0o0oooooo
3. 0000000000000000000O0O0O0O0ONONONOoOoOooOn
4 00000000000000000000000O0000000000000000000000A0
Jo00o0o0o0o0o0o0o0oooooooooo
J00000000O0O0O0O0O0O0O0O0O0O00O00o0ooooo
ooooooooo
(DO0DO0D0OOO O @O000x (30000
Jod000000000000000000o00o0000o0oooooooooolon
joo0o0o00000oo0ooooooooogm

(1)0 web-authentication logout polling interval



web-authentication logout polling interval

(2)0 web-authentication logout polling retry-interval
(3)0 web-authentication logout polling count
s JO0OO0OO0OZ20000000000000000O0ODODODODDODODODO 000000000 UOUOOOg

gboooboobo
s DOO00ODOO0OO 20000 000000000000 0OOO0OOOOOSOOODOODOODOOOOOO

gboboboobooboboboboboooooboobobob

goooooon
web-authentication system-auth-control
web-authentication max-timer
web-authentication static-vlan max-user
web-authentication port
web-authentication logout polling enable
web-authentication logout polling retry-interval

web-authentication logout polling count
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web-authentication logout polling retry-interval

web-authentication logout polling retry-interval

Web OOOOO VLANOOOOOOOOOOOOOO0O0O0O0O0000000000000000000
gboboooooooboobobobooobooooooboobobooboooboon

goobogo

gdoodoood
web-authentication logout polling retry-interval <seconds>

googo
no web-authentication logout polling retry-interval

goodoogo

(config)
ooooooo

<seconds>
jddooooooooooooobooboo
dodddooooooooo
1. 00o0o0o0ooooooaoaad
goooood
2. 000000
10 10000

ygodooooooogg

gbooboooooooboi100000000b0

goobogoooboo

oo

gooooooogo

gbobooooobooboboboboobooobo

ggodgguo

1. 000000000 VLANOOOOOOOoooooo

2. 00b00o0oo0ooooboobob0obooboooooooobo0obOobobobooooboobDobOobOobOoon
gboboboboooboboobobo

3. dbooooboooobobobobobooboooobobobob

4. JboooobooboboboboooboooobooboobOobobobooboobooobobobobobooon
gboboooooobooboboboooon
gboboboboooooboobooboboboboooooon

ooooooooo
(VODODOOO O @DoO000x 30000
Jooooo0oooo0obo0o0ooodooo0oooooooooooDooooooDO1DOOn
0000000oooooooooooooooom
(1)0 web-authentication logout polling interval

(2)0 web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

(3)0 web-authentication logout polling count
s JO0O0O0O0O0OZ2000000000000000OUDUOUDDDDDODO 000000000 0UUOOO

gboooboobo
s DO00OD00ODO 20000 0000000000000 00O000O0O0OOSOOODOODOO0ODOO0OOOO

gboboboobooboboboboboooooboobobob

goooooooo
web-authentication system-auth-control
web-authentication max-timer
web-authentication static-vlan max-user
web-authentication port
web-authentication logout polling enable
web-authentication logout polling interval

web-authentication logout polling count
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web-authentication max-timer

web-authentication max-timer

Web OOOOOOOO0O0OOOOOOOO

ggodgguo

Ooo0oooooao
web-authentication max-timer <minutes>

ooooo
no web-authentication max-timer

goobogooo

(config)
goooood

<minutes>

WebOOODOOODOOOOOOODOODODODOODOOOOOOOOODODODODODODODOODOOOOOOO
oo obobobobbbbbbbbobobobbobdddddooooUooo
dodddooooooi1obobooboobooooooooo
OinfinityD 000000000000 0000000D0ODO0OD0O0OO00ODOO0OO0O0O0O0OO0OO0OooOoooOog
1. 0o0o0oooooooood

goooood
2. 00000o

100 14400 0 0 O infinity

gbooooobooogoo

gbobooobeotboboobOooOoOnO

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0ob0oooooobooboboboooobooboobobobobooboooooooobooboboD
gbobobooboobooboboboboboooon

2. WebOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOO setclock O
gbobooooobooboboboboboooo

oo
30obooboobooboboobooooooobo soooooboobobobobooooboooboonDo
gbsoboobooboooooobobobobob soooooobobOobob

goooooon
web-authentication system-auth-control

web-authentication max-user
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web-authentication max-timer

web-authentication vlan
web-authentication auto-logout
aaa authentication web-authentication default group radius

aaa accounting web-authentication default start-stop group radius
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web-authentication max-user

web-authentication max-user

Web OOOOOOO0OOO0O0OVLANOOOOOOOOOOOO0O0O00000000000000000
oo

goobogo

oooooooo
web-authentication max-user <count>

ooooo
no web-authentication max-user

goodoogo

(config)
ooooooo

<count>
WebOOOOODODOOODOODOODODOODOODDOOODOOOOOODOODOO0ODOOOOODOO
oo
1. J0o0ooboooboono
oboobobo
2. 000000
10 4096

ygodooooooogg

gbobooooooboobob409600000000O

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 0ob0oooooobooboboboooobooboobobobobooboooooooobooboboD
gboboooooonDo

goooooon
web-authentication system-auth-control
web-authentication max-timer
web-authentication vlan
web-authentication auto-logout
aaa authentication web-authentication default group radius

aaa accounting web-authentication default start-stop group radius
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web-authentication port

web-authentication port

O00000O0O0ooOoooOWebOoooooooood

0000000000000 DUDUOOUDUDUOOUODUOOLO VLANOOOOOODODODODOOOMAC
VLANOOOOOOOOOOOOOOOOODOOO VLANODODOOODDOOO

goobognd

ogoooad
web-authentication port

ooooo
no web-authentication port

goooodn
(config-if)

goobogoo

ao

doddoooooooad

gboboboooobooboobobobooooooooobobob

goobogoooo

ao

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 000000 web-authenticationvlan 0 00 000000000000 0OOOOOOOOO

2. 0000000000000 0D00ODOODO VLANOODODOODOODOOOoOOoooooooooao
00000 VLANODODOODOOOOOODOOODODODOODO0oDOooooooooooooo VLANOOOO
000000o0ooDoDdbOOoooooono VLANOOOOOoOOooooooo

3. 000000000000 D0000000D00000 web-authenticationip address 0000000
0000000000 DO0ODO0O0O00000OOd restart web-authentication web-server 0 Web 0 O O
doooooooooo
oo oooboobbbbobbobbbbbbboboboooooooog
web-authenticationip address 0 000 0000000000000 OOO0OO restart
web-authentication web-server 0 Web OO O OO ODO0O0OO0OO0O0OO

goooooooo
web-authentication ip address

web-authentication system-auth-control
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web-authentication redirect-mode

web-authentication redirect-mode

Web OOOO URLOOOOOOOOOOOOOOOODOODOODOODODOODOOODODOODODODO

ggodgguo

oooooooa
web-authentication redirect-mode thttp | https}

ooooo
no web-authentication redirect-mode

goobogooo

(config)

goodoogo

{http | https}

http
URLOOOOOOOOOOOOWtpODODODOODODOOOOOOODOODO

https
URLOOOOOOOOOOOOWttps00O00OO0O0OO0ODOODOODOODOODO
1. 00o0oooooooogod
goooooad
2. 000000
http 0 O O https

ygodooooooogg
go0oOoOoOoOoOoOOwtpsOOOOODOOOOOODOOO

ggoooooo

oo

gobogoboobod

0000000000000 restart web-authentication web-server D 00 Web OO OO OO OO OO
oooooo

ggodgguo

1. web-authentication redirect-vlan D 0O 00 URLOOOOOOOO VLANOODOOODOOODOO
gooooooooao

gooooogoo
web-authentication port
web-authentication redirect-vlan

web-authentication system-auth-control
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web-authentication redirect-vlan

web-authentication redirect-vian

000000 VLANOOOOOOOOMACOOOOOOOOO VELANOOOOOOOURLOODOOO
gbobooooooboboboobooon

goobognd

goooOoooo
web-authentication redirect-vlan <vlan id list>

oooono
no web-authentication redirect-vlan

gogododogo

(config)
oogogoooo

<vlan id list>
000000 VLCANOODOOOOOOOO VLANDODOOOOOOOOOoOoOooDOoDOo VLANO
00000 VLANOOOODOODOOMACVLANOOOOOOOOO
1. 000o0o0oooooooo
gooooog
2. 000000
<vlanidlist>00000000000000O0D0OO0DOO0OO0ODOOO0OODOO0ODOOODODOOODOOO
0000000000000 0000000D0O00 VLANOVLANID=10OO0OOO0OO0O0O000
goodooooooooao

ao

goobogoooo

ao

gooooooogo

0000000000000 restart web-authentication web-server 0 Web OO OO OO OOOOO0O
oooooono

goobognd

1. 0000000000000 VLANOODOhttp/httpsOOOO0O0O0OO0O0OOOOOO
2. 0000000000000 VLANOOOOOOOO VLANOOOOOOOO MACOOODOOO
OO0 VLANOOOOOoOOooooo

gogoooogo

switchport mac native vlan
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web-authentication ssl connection-timeout

web-authentication ssl connection-timeout

SSLO0O0000000000000000000000

ggodgguo

Ooo0oooooao
web-authentication ssl connection-timeout <seconds>

ooooo
no web-authentication ssl connection-timeout

goobogooo

(config)
goooood

<seconds>
SSLOOD000D0D0D00DOO00O00o0ooooooooooooon
1. 00o0oooooooogod
goooooad
2. 000000
10 60

gbooooobooogoo

SSLOO00000000000000 600000

ggoooooo

oo

gobogoboobod

0000000000000 restart web-authentication web-server 0 Web O D OO OO OOO0DOO0O

gboooooo

ggodgguo

1. 0000oO0OoO0oOOoOOOOOOO HTTPSOOOOOOOOOO
2. 00000000SSLO00000Q00U0OoOoOoUooDooDooDo

3. boooooooobobooobooobooobooobooboboboooobooboboboboon

goobogoooboo

web-authentication system-auth-control
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web-authentication static-vlan max-user

web-authentication static-vlan max-user

WebOOOOOOO VLANOOOOOOOOOOOOOOOOOOOO0OO00O0O

goodgdao

gooooooo
web-authentication static-vlan max-user <count>

oooaono
no web-authentication static-vlan max-user

goobogoo

(config)
goooood

<count>
WebOOOOODO VEANOOOOOOOOOOOOOOOOOOOOOO
gbooooboobobobobobooboooon
1. 0000bobooooooo
gboooooog
2. 000000
10 4096

doddoooooooad

gboboboboobooog4o09 000

goobogoooo

ao

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. jogoobooobooboooooooboooboboboboooobooobooboboboboobooo
gbooooooooobon

goooooon
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling enable
web-authentication logout polling interval
web-authentication logout polling retry-interval

web-authentication logout polling count
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web-authentication system-auth-control

web-authentication system-auth-control

Web OOOOOOOOOOOOOWebOOOOOOOOOQd

0 O O no web-authentication system-auth-control 000000000 WebOOOOODOOOODOODOO

goobogo

ooooo
web-authentication system-auth-control

googo
no web-authentication system-auth-control

goodoogo

(config)

goobogooo

oo

ygodooooooogg

Web OOOOOOOOO

ggoooooo

no web-authentication system-auth-control 0 0 00 0000000000000 ODOOOODOODOO

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. no web-authentication system-auth-control 000000000000 WebOO DBOOOOOO
godddddoooooooooo
2. 00 VLANOOOOODOODODOOOOODOODOODOOoDOooooo

3. no web-authentication system-auth-control 0 Web OO OO OO0 O OODO OO web-authentication
system-auth-control 0 Web OO OO OOOODOODOO10000000000O00OO00OOOOODOODO
aood

gooooood
web-authentication max-timer
web-authentication max-user
web-authentication vlan
web-authentication auto-logout
aaa authentication web-authentication default group radius

aaa accounting web-authentication default start-stop group radius
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web-authentication vian

web-authentication vlan

WebOOOOOOOOOOO VLANOOOOOOOOO VLANIDOOOOOOO

O00O0OC0oOo VLANIDOOODOOOODOOOODOOOOOOD VLANOOOOOOOOooooo

goobognd

gooooooo
web-authentication vlan <vlan id list>

oooono
no web-authentication vlan <vlan id list>

gogododogo

(config)
oo0oooOon

<vlan id list>
WebOOODODOOOOOOODOOO MACVLANO VLANOOOOODOODOODO
1. 00o0o0o0ooooooooo
gooooog
2. 000000
<vlanidlist>00000000000000DODO0OO0DOO0OODOOOODODOODOOODODOOOOOO
0000000000000 000 VLANOVLANID=10OOO0OOO0OOooOooo

gooboooboobooon

0000 VLANOOOOOOooooooo

goobogoooo

000000 VLANOOOOOOOoooooo vVveANOOO0Oooooooooooooooooooo

gooooooogo

gbobooooobooboobobobooon

goodgdao

1. 000000000 VLANIDOOMACVLANOOOOODOODOODODODOODOO
2. 000000 web-authentication port 0 0 00000000 O00DOOCOO0DOOOOODOOO

goobogoooo

web-authentication system-auth-control
web-authentication max-timer

web-authentication max-user

web-authentication auto-logout

aaa authentication web-authentication default group radius

aaa accounting web-authentication default start-stop group radius
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web-authentication web-port

web-authentication web-port

Web OOOO TCPOODOODOODOOOOOOOODOOOODOOO

OOOhttpd 800 https 0 44300 0000000000000 DOOO0ODOOOOODOOOODOCOOOO

goooooOoOoOoOoOOOOOOOOOOOOOVLANOOOOOO VEANOOOOOooooooo
goooooo

00000 VLANOOOUOOUOOUOOUOOO VLANOOOOOOOooooooQd AX-Config-Master O
OOo0OO0OOOoOooANDOODODOODODODODODODORKttpsd 8320 96980 0000000000

goobogo

gooooooda
web-authentication web-port {http | https} <port> [<port>]

ooooo
no web-authentication web-port {http | https}

goodoogo

(config)
goooooo

{http | https}

http
http OO TCPOODODOODOOOOOOOO

https
https 00O TCPOOOOODOOOOODOO
1. J00oogoooooooo
oooooogo
2. 000000
http 0 0O O https

<port>
OO0O0 httpOOODOOOOO httpsOOOODOOODOOOOODOOODOOOO
O00O0OANDODODDODODODODODODODODDO 8320 96980 OANOOOOODODO
1. 00000ooooobooo
gbobooo
2. 000000
8320 1024 U 65535

ygodooooooogg
gbooboooooooboboboboobooobogon

e httpO 80
e https[ 443

ggoooooo

oo
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web-authentication web-port

gooooooogo

0000000000000 restart web-authentication web-server D00 Web OO OO OOOOOO
gooogo

goobognd

1. Jooboboboboooooooboobooboboboooooobooboboboobooo
2. OANOOOOOOOOoANODOODOOOOOOOOS8320 99800 0WebODODOOOOOODOODO

000000O000oooOonooooo
3. 000000D0DDDODOODODOODOOO0ODOO0OD0OO0O0000000A0 restart web-authentication

web-server 0 Web O OO OODOOOOODOOOODO

goobogoooo

web-authentication system-auth-control
web-authentication vlan
web-authentication port

restart web-authentication
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MAC 0 [

gbobooooobooboboboooooboonbog

aaa accounting mac-authentication default start-stop group radius

aaa authentication mac-authentication default group radius

mac-authentication auth-interval-timer

mac-authentication auto-logout

mac-authentication dynamic-vlan max-user

mac-authentication logging enable

mac-authentication max-timer

mac-authentication password

mac-authentication port

mac-authentication radius-server host

mac-authentication static-vlan max-user

mac-authentication system-auth-control

mac-authentication vlan-check
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goooooooooooooooooooooo

goboogotdbtdbotobobogotdbogod

MACOOOOOOOOOOOOoOoOoooooooooooMACOOOODOoOooooooooooooo

ONMM-100000000000000O00O MACOOOOODOOO

ooood MACOOOODOOOO

OO0 VLANO OO OO00O0O0OO0O VLANO OO

aaa accounting mac-authentication default o o
start-stop group radius

aaa authentication mac-authentication o o
default group radius

authentication ip access-group o o
mac-authentication auth-interval-timer o o
mac-authentication auto-logout o o
mac-authentication dynamic-vlan max-user 0 o
mac-authentication logging enable o o
mac-authentication max-timer o o
mac-authentication password o o
mac-authentication port o o
mac-authentication radius-server host o o
mac-authentication static-vlan max-user o 0
mac-authentication system-auth-control o o
mac-authentication vlan-check o O
goono

oc0O0O0OO0OOOODOOOOOOOOOOOOOO
gooooooocooOooOoOooOoobOoOoOoOooOoOoood
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aaa accounting mac-authentication default start-stop group radius

aaa accounting mac-authentication default start-stop
group radius

MACOOOOOOOOOOOOOOOOOOOOOOoOoOoOooo

goobognd

ogoooad
aaa accounting mac-authentication default start-stop group radius

ooooo
no aaa accounting mac-authentication default

goobogoo

(config)

goobogoo

ao

doddoooooooad

gbobobooobooboobobobooboooooooobobo

goobogoooo

ao

goboooboobod

gbobooooboobobobooboooon

gooooa
oo
goooooooo
mac-authentication system-auth-control
mac-authentication port
mac-authentication radius-server host
aaa authentication mac-authentication default group radius

radius-server host
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aaa authentication mac-authentication default group radius

aaa authentication mac-authentication default group
radius

MACOOOOO RADIUSOOOOOOOOOODOODOOO

goobogo

ooooo
aaa authentication mac-authentication default group radius

ooooo
no aaa authentication mac-authentication default

goobogooo

(config)

goobogooo

oo

ygodooooooogg

RADIUSOOOOOOOOOOOOO MACOO DBOODOODODODODDOO

goobogoooboo

gboooooobobdobdo

gobogoboobod
gboooooobobobooobooobogn

ggodgguo
1. 00o00oO0OOoOOoOoOoOOOOORADIUSOOOCOOCOOCOOOOOODOOODOOO

goooooon
mac-authentication system-auth-control
mac-authentication port
mac-authentication radius-server host

radius-server host
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mac-authentication auth-interval-timer

mac-authentication auth-interval-timer

MACOOOOOOOOO MACOOOOOOODOOOOOOOOOOUOOUODOOOODOOOOOOOOO

goodgdao

gooooooo
mac-authentication auth-interval-timer <minutes>

oooaono
no mac-authentication auth-interval-timer

oogogoooo
(config)

gogododogo

<minutes>
O0o0oooooooooooooooooooooooooooooooo
Og0o0oooooooooooouo 1go0oooooooooooooon

1. 0000bOoooooooo
gbooooog

2. 000000
10 1440

doddoooooooad

gboboboboooooooboobobobob sobbooboonoon

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. jogbooobooobooboooooooboooobobobobooooboobooboboboboobooo
gbobooooobooboboobooboonoo

2. MACOOOOODOODOODOODOODOODOODODODODODOODOODODODOODODODOODODOO setclock O
gboboooooboobobobobooobooobogn

oon
ubooooboobobobobobooobobob suboboboboobooboobonbo
gbobogosboobooooobooboboboboobooooboobo sbobobobobooooo

goooooon
mac-authentication system-auth-control

mac-authentication port
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mac-authentication auto-logout

mac-authentication auto-logout

no mac-authentication auto-logout 0 OO OO OMACOOO MACOOOODOODOODOOOOOOOO
dddddooooooooooooooooooon

goooOoOoOoOoOOoOOOOOOMACOOOOOOOOOOMACOOOOOOO MACODODDDOO
gbobooooooboobobobobooboooboobobobobooboooon

ggodgguo

goooao
no mac-authentication auto-logout

ooooo
mac-authentication auto-logout

goobogooo

(config)

goodoogo
oo

ygodooooooogg

MACOOUOOOOOUOOO MACOODOOODOOO MACOOOUOOOOOOUOODODOODOODDOODODDODOO
gboboooooboobobaobo

ggoooooo

go00oO0oOoOoOoOoOoMACOUOOOOOOOODO MACOODOODODOOD MACOODDODODUODODDODDO
gbobooooooboobobobooooooobooboboboooon

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. MACOOOOOOO MACOOOOOOODOOOOOOOOOOOOODOODOODOODOODODOOO
0ooo0o0oQoOoOoOoOopoOoOooooOmMACOOODOODOOODOOOOOOOOOOOOOOOO
gooooob

goooooon
max-authentication system-auth-control

mac-address-table aging-time
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mac-authentication dynamic-vlan max-user

mac-authentication dynamic-vlan max-user

MACOOOOOOOOO VLANOOOOOOOOOOO MACOOOOOOOOOoOoOoO

goodgdao

oooooooo
mac-authentication dynamic-vlan max-user <count>

ogoooad
no mac-authentication dynamic-vlan max-user

goobogoo

(config)
goooood

<count>
MACOOOOOOOOOVLANOOOOOOOOOOOO0O0O00000000000ogooog
gbooooooobaob
1. 0000booooooooo
gboobooog
2. 000000
10 4096

doddoooooooad

gboboooooon
4096

goobogoooo
ao

gooooooogo
gbobooooobooboobobobooon

goodgdao

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
oboooooooobo

goobogoooo

mac-authentication system-auth-control
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mac-authentication logging enable

mac-authentication logging enable

MACOOUOOOOOOOOOOOOO syslog0oooooood

ggodgguo

goooao
mac-authentication logging enable

goooo
no mac-authentication logging enable

goobogooo

(config)

goodoogo

oo

gbooooobooogoo

syslog00O0OOOOOOODOODOOO
goobogoooboo

od
gooooooogo

gboobooooobooboboobooogon

goobogo

oo

goooooon
mac-authentication system-auth-control
logging event-kind

logging email-event-kind
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mac-authentication max-timer

mac-authentication max-timer

MACOOOOOOOOOOOOoOoOoOooooo

goodgdao

oooooooo
mac-authentication max-timer {<minutes> | infinity}

oooaono
no mac-authentication max-timer

goobogoo

(config)
goooood

{<minutes> | infinity}
MACOOOOODODOOODODODOOOOODOOOO0ODOO0DODODO00DO00DOO0O00O0000000n
godoobooooooooooooooooooooooobooooooooooooono 10d
oooooooooooa
OinfinityD 000000000000 00000O00DO0ODO0OD0DO0O0OO00ODOO0OO0OO0OO0O0ODOOOoOooOooOg
1. J0ooooooooooao

goooooao
2. 0000OoOoad
100 14400 0 0 O infinity

gooboooboobooon

gbobooooboobobobooboooon

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gboboooooboobobobobooobooobogn

2. MACODODOOODOODOODOODOODOODOODOODOODOODOODOODOODOODOODOODODODO setclock O
gboooooobobobobooobooobooon

oo
jobooooooobooboboboboooboo sooooboboboboboooboonbDonDo
gbsoboobooboooooooboobobobob sobobobooooooboon

goooooon
mac-authentication system-auth-control

mac-authentication port
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mac-authentication password

mac-authentication password

MACOOOORADIUSOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOg

ggodgguo

doodooooad
mac-authentication password <password>

goooo
no mac-authentication password

goobogooo

(config)
goooood

<password>

MACOOOORADIUSOOOOOOOODOODODODOOOOODOODOODODODOOOOOOO

1. 00o0oooooooogod
goooooad

2. 000000
10 2000000000000000O0"DODDODOOOOOODODODODODOOOOO0O0O0O0O0O0O0d
gL bbobobbbbbbbobooboooono
goboddddddddooooooo@mobboboododdddddOe gooooooo o
ogooooooo

gbooooobooogoo

goooooooooOoOoOoOoOoOOOOOOOOOOOOOOOOOMACODOODOOOODOODOOO
goobogoooboo

oo
gooooooogo

gboobooooobooboboobooogon
goobogo

oo

goooooon
mac-authentication system-auth-control
mac-authentication port

aaa authentication mac-authentication default group radius
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mac-authentication port

mac-authentication port

MACOOOOOOOOOOOODOODDOO
00000000o0oO0o0ooUOUOO0OUOOoOD MACODODODODODOOD

O0oo0o0oO0oOoOoQoOoOoOOopDOoDoOoOODOODOOOODOOOO VLANOOOOODOOOOOOOMAC
VLANOOOOOOOOOOOOODOODOODOOO VLANODODOOODODOODOoOOo

goodgdao

goood
mac-authentication port

ogoooad
no mac-authentication port

oogogoooo
(config-if)

gogododogo

oo
gooboooboobooon
Oooo0o0oMACOOOOOOODOOOOOODO
goobogoooo
gbobooboooboobobobobooboooooooboboboboooboooboobo
gooooooogo
gbobooooobooboobobobooon
goobognd

ao

goobogoooo

mac-authentication system-auth-control
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mac-authentication radius-server host

mac-authentication radius-server host

MACOOOOOOO RADIUSOOOOOOCOODOOOO

ggodgguo

goooao
mac-authentication radius-server host {<ipv4 address> | <ipv6 address> [interface <interface type>

<interface number>] | <host name>} [auth-port <port>][acct-port <port>][timeout

<seconds>][retransmit <retries>][key <string>]

googo
no mac-authentication radius-server host {<ipv4 address> | <ipv6 address> [interface <interface

type> <interface number>] | <host name>}

goobogooo

(config)
goooooo

{<ipv4 address> | <ipv6 address> [interface <interface type> <interface number>] | <host name>}

<ipv4 address>
RADIUSOCOOO IPv40 0000000 OOODOODOODOO

<ipv6 address> [interface <interface type> <interface number>]
RADIUSOOCOO IPv6e 0O DO0OO0OOOOOODOODOODOO
000000000000D0000 interface00000000O0OOOO
<interface type> <interface number>0 00000000000
e vlan <vlan id>
<vlan id> 0 interface vlan 0 00000000 VLANIDOOOODOOO
* mgmt O

<host name>
RADIUSOOOOOODOOOOe4DO0000O0OOOOO
Jddddddooooooooooooo oD@ oooooooooooboon
gd

1. 00o0oodoooooogod
goooooad

2. 000000
IPv4a00000OIPv6e 00 0OO00DOO0OODODOOODOOODODOOODO
Ipv6e 00000000 DOODOOOOOOODOODOODOOOOOOOO

auth-port <port>
RADIUSOOOOOOOODOODOODOOOO
1. J0dodoooooood
goodod 18120000000

2. 000000
10 65535

acct-port <port>
RADIUSOOOOOODOODODOODOOOOOOOOOOOO
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mac-authentication radius-server host

1. 0obooboooooooo
gbobogoe3gooooon

2. 000000
10 65535

timeout <seconds>
RADIUSOOO0OO0O0O00O00000O00O0O0OOO0OOOOOOOOO

1. 0000bOoo0ooooooo
5

2. 000000
10 30000

retransmit <retries>
RADIUSOOO0OO0O0000000000O0O0O0O0OO0OO0OO0OOOOOO

1. 0000bOoooooooo
3

2. 000000
od 15000

key <string>

RADIUSOOU0ODOOOOOOOO0ODOOODOOOO RADIUSOODDOOOODORADIUSOODOD

000000 RADIUSOOODOOOODOOODOOOODODDODOODODOO

1. 0000booooooooo
radius-serverkey 0 0000000 RADIUSOOOOOCOOOOOOOOOOOOODOODOOO
O RADIUSOOOOOOODOOOOO

2. 000000
dde4000000OO0ODOOODODOO"OOODOODOODUOODDUOOODOUODOUODODOO
gobboobuooboboobooboboobooboboobUooboooboobboooboOoo

goboboooboooooobooooo™ooboooooooooo0o0oo0oepgooooooo
gboboood

goooogoooaoon
radius-server host D 0 OO 0000 RADIUSOODOOOODOOODODOOODO

radius-serverhost 1 00 0000000000000 0O0OOOOOOOO

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goodgdao

1. 0000000000000000MACODOODODODODO RADIUSOODOOOOOOOO
radius-serverhost 1 0 0 0000000000000 O0O0O0O0O0O0O0O

2. 00000000000 RADIUSOOOOOOODOOOOD 4000

3. J0000O0OO0O0OoRADIUSOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOO
0000 RADIUSOOOOOOOOOOOOOOOOO
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mac-authentication radius-server host

gooooood
mac-authentication system-auth-control
mac-authentication port
aaa authentication mac-authentication default group radius
aaa accounting mac-authentication default start-stop group radius

radius-server host
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mac-authentication static-vlan max-user

mac-authentication static-vlan max-user

MACOOOOO VLANOOOOOOOOOOO MACOOOOOOOOOOOO

goodgdao

gooooooo
mac-authentication static-vlan max-user <count>

oooaono
no mac-authentication static-vlan max-user

goobogoo

(config)
goooood

<count>
MACOOOOO VLANOOOOOOOOOOOO0O0O0O00000000000000000000
goooo
1. 0000booooooooo
gboobooog
2. 000000
10 4096

doddoooooooad

uoooocoobooon4096

gogoooogo

oo
goboooboobod

gbobooooboobobobooboooon

goodgdao

1. jogbooobooobooboooooooboooobobobobooooboobooboboboboobooo
gboooooooobo

goooooon
mac-authentication system-auth-control

mac-authentication port
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mac-authentication system-auth-control

mac-authentication system-auth-control

MACOOOOOOOOOOOOoOoMACOOOOOOOOOO

0O 0 0 no mac-authentication system-auth-control 0 0000 O0O00O0OMACOODOOOODOOOOOOO

goobogo

ooooo
mac-authentication system-auth-control

googo
no mac-authentication system-auth-control

goodoogo

(config)

goobogooo

oo
ygodooooooogg

MACOOOOOOOOO

ggoooooo

no mac-authentication system-auth-control 0 000000000000 ODOOODOODOOO

gobogoboobod

gboooooobobobooobooobogn

goobogo
1. 00 VLANOOOQOOQOOOOOOOOoOoooooooooooo

goobogoooboo

mac-authentication port
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mac-authentication vlan-check

mac-authentication vlan-check

MACOOOOO VLANOOOOOOOOO MACOOOOOOOOOOOVLANIDOOOOOOOGOoO

goodgdao

gooooooao
mac-authentication vlan-check [key <string>]

oooaono
no mac-authentication vlan-check

goobogoo

(config)
goooood

key <string>
MACOODOOODO VLANODOODOORADIUSOOOOODOODODODOODDOODOOOOODOOOODO
00000000000 MACOOODOD RADIUSOOOODDOODODOOOOODODOODOMAC
0000000000 0000000000000VLANIDOOOOOODOOOooDooooood
1. 0000bobooooooo
000" %VLAN” 0000000
2. 000000
10400000000 DO0O0OO0OO"MUOODODODO0ODOO0ODODODOODbDUOODDOUODbDOOO
gobobooboobobooboooboobooboboobUoobbooboobbooboo

gobooooboboooooooooboobooooooooobooooepggooOooooDo
gboboooo

000 @vlan” 00000000 mac0000O0 0012.e201.23ab,vlanid 100000000
RADIUSOOOOOOOOODOOOODOODODO 0012e20123ab@vlanlo 0000

gooboooboobooon

OooOoo VLANIDOOOOOOOOOoOOoODO

goobogoooo

ao
gooooooogo
gbobooooobooboobobobooon
goodgdao

oo

goooooon
mac-authentication system-auth-control
mac-authentication port

aaa authentication mac-authentication default group radius

393






0O VLANO OP-VAAL

fense alive-timerd OP-VAAO

fense retry-count] OP-VAAQO

fense retry-timerd OP-VAAQO

fense serverd OP-VAADO

fense vaa-nameld OP-VAAD

fense vaa-syncl] OP-VAAQO

fense vland OP-VAAO
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fense alive-timerd OP-VAAL

fense alive-timer(d OP-VAA[

VLANaccessController 0 00 Keep Alive 000000000000 D0DO0OOO0OOODOOOODOODOODO
dddddooooooooooooooooooon

goobogo

oooooooo
fense <vaa i1d> alive-timer <seconds>

ooooo
no fense <vaa id> alive-timer

goodoogo

(config)
ooooooo

<vaa id>
OO0 VLANOODOODOODOODOO VLANaccessController 0 000000000 OO0OOODOODOO
goooad
1. 00o0o0o0ooooooaoad
goooood
2. 000000
10 10

<seconds>
VLANaccessController 0 00 Keep Aive D 000000 ODOOO0OO0OOODOODOO
1. 000o0oooooooaod
goooood
2. 000000
200 7200

ygodooooooogg

<seconds> [ 2000000000

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. IEEE802.1X O dotlx system-auth-control D 0000000000000 0OO0OOOOOOODOODO
god

gooooogoo
fense vaa-name

fense server
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fense alive-timerd OP-VAAL

fense vlan
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fense retry-countld OP-VAAO

fense retry-countl] OP-VAAL

VLANaccessAgent 0 VLANaccessController 000000000 ODO OO fense retry-timer 0 00 00O
0000000000000 0D0000000 nofenseserver 1000000000 O0O0OOODOODOO
000000000000 D00D000 VLANaccessAgent 0000000000000 O0OOOOOOOO
00000000000 oOoDO0bDOooooooooodg VLCANDODOO MACODODOOOOOooOOo

goobogo

oooooooa
fense <vaa id> retry-count { <count> | infinity }

googo
no fense <vaa id> retry-count

goobogooo

(config)
gooooon

<vaa id>
OO0 VLANOODOOOODOODOO VLANaccessController 0 0000000 OO0OOOOODOODOO
gooogo
1. 0o0ooooooooogod
goooooad
2. 000000
10 10

{ <count> | infinity }

infinity 0 000 00 VLANaccessAgent 0000000000000 VLANOOO MACODOODO
oo oboobobbbbbbbbo
00o0dooodooo0DoDObDO0oOoooOoooOoOoon VLANOOO MACOOOOOOO
oooooo
1. 000o0oooooooaod

goooooad
2. 000000

infinity 0 00 00 32767

ygodooooooogg

<count>0 2592000000000
goobogoooboo
oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. IEEE802.1X O dotlx system-auth-control D 0000000000000 0OO0OOOOOOODOODO
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ooo
ogooooooo
fense vaa-name
fense server

fense vlan

fense retry-countld OP-VAAO
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fense retry-timer(] OP-VAAL

fense retry-timerd OP-VAAL

VLANaccessController 00 00000000 DOOOODOODOOOOOOOOOOOOOOOOOOOO
oon

goobogo

gdoodoood
fense <vaa id> retry-timer <seconds>

goooao
no fense <vaa id> retry-timer

goodoogo

(config)
ooooooo

<vaa id>
OO0 VLANOODOODOODOODOO VLANaccessController 0 000000000 OO0OOODOODOO
goooad
1. 00o0o0o0ooooooaoad
goooood
2. 000000
10 10

<seconds>
goooooooooooobobob
1. 00o0o0o0ooooooaoad
goooood
2. 000000
10 65535

ygodooooooogg

<seconds> 0 10000 0O0O0O0OO

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. IEEE802.1X O dotlx system-auth-control 0 0000000000000 0OOOOOOOOODOODO
god

gooooogoo
fense vaa-name

fense server
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fense retry-timer(] OP-VAAL

fense vlan
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fense server] OP-VAAO

fense server(d OP-VAAL

00 D0000VLANaccessControllerd O IPO OO DOTCPODOODOOOODOOODOO

ggodgguo

doodooooad
fense <vaa id> server <server address> [<port>]

ooooo
no fense <vaa id> server

goobogooo

(config)
goooood

<vaa id>
OO0 VLANOOOODOODOODOO VLANaccessController 0 0000000000 OOOOODOODOO
gooogo
1. 000o0o0ooooooaoaad
goooooad
2. 000000
10 10

<server address>
VLANaccessController 0 IPv4 000000000000 OOOOO
1. 00ogoooooooogod
goooood
2. 00000
VLANaccessController 0 IPv4 000000000000 DOOCOOO

<port>
VLANaccessController 0 TCPO OO OOOOOOODOO

1. 0oooooooobooo
52153

2. 000000
1024 O 65535

gbooooobooogoo

oo

goobogoooboo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboboooooooboooDo

gooooooogo
gboobooooobooboboobooogon

O0OO0OO0O0O0O0OO0OO0OO0OOO0OOOOVLANaccessAgent 000000000 DOOOOOODOODOOO
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fense serverd OP-VAAO

e fensevaaname 100000000000 DO0O0OO0DOOOOOO
e fenseserver 1000000000000 DOO0OO0DODOOODOO0O
e fensevlan OO ODOO0OO0OO0OO00D0OO0OOO0ODOOODOOOOOO

goodgdao

1. IEEE802.1X 0 dotlx system-auth-control 0 0 000000000000 ODOODOOODOODOODOO
ooo

2. fensevlan O OO OOO0O VLANODOOOOOODOODOODODOOOOODODOODOOODOODO
000000o0ooodooDoooono VLANOOOOOoDOoooooooo

3. 000000000 <vaaid>0000000O <serveraddress>0 0000000000 O0O0OOO0O
0000000000000 D000o0o0oO0oO0oOdooooo0oooo VLANODODOOooo
000000ooooDoDdDbOoooooono VLANOODOOOoOooooaoo

4. fenseserver 0000000000000 <vaaid>000 fensevlanO0 OO OO00OO0O0OO0OOO
OOnofenseserver 100000000000 O00O0O0O0O nofensevlanO OO OOOOOOOO0OO
nofenseserver 0000000 OOOOOO

oooooooo
fense vaa-name

fense vlan
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fense vaa-namell OP-VAAL

fense vaa-name(d OP-VAA[

VLANaccessController 0 0 0 00 VLANaccessAgent 0 00000000000 DOOO0OOOOOOOO

O0000O00O00O0O0O0O0OD0OO0ODOO VLANaccessAgent 0000000000000 OOOOOOOO
gbooooooooobobon

goobogo

oooooooo
fense vaa-name <name>

goooo

no fense vaa-name

goodoogo

(config)
goooooo

<name>
VLANaccessController 0 0 0 00O VLANaccessAgent 000 0000000000000 0O0O0O0O
dooooooa

1. 0ooooooooboobo
gbobobao
2. 000000

gooooooboob i1 e400000C0OO0DDODOOO0ODOOODOOOODOO/OOD OO _M
g.booooooobooboooobobobooboooon

Oooi1oooooob.obooboooon
1D

DPCI

VLAN

MAC

-ERR

ygodooooooogg

oo
goobogoooboo

000000000 vaamame D OO0 O0O0O00O0O0O00O0ODOVLANacecessAgent D OO OO0 0040000
oo oobbbbbbbbbbbbboboboooooog

gooooooogo
gboobooooobooboboobooogon
O0OO0OO0O0O0O0OO0OO0OO0OOO0OOOOVLANaccessAgent 000000000 DOOOOOODOODOOO

e fensevaaname 100000000000 D0O0OO0DOOOOOO
e fenseserver 1000000000000 DOOOODOOODOOO
e fensevlan OO D OO0OO0OO0OOO0OO0OOODOOOOOOODOOO
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fense vaa-namell OP-VAAO

goodgdao

1. IEEE802.1X 0 dotlx system-auth-control 0 0 000000000000 ODOODOOODOODOODOO
ooo

2. 00000000 VLANOOOOOOOOOOOOODODOOooooooooooooooooooo
goooOooOooOoooooooo VLANOOOOOOOooooooo

gooooogno
fense server

fense vlan
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fense vaa-syncll OP-VAAO

fense vaa-syncll OP-VAA[

oO00oooooo MACVLANO MACOOOUODOOUOOODODDOOODOOOOODODODOODOOOOOOO
O0Onofensevaa-sync0 00 0000000000000 O0O0OOOODOOOOOO

goobogo

goooo
no fense vaa-sync

goooao
fense vaa-sync

goodoogo

(config)

goobogooo

oo
gbooooobooogoo
gboboooooboobobon
ggoooooo
oo
gooooooogo
gboobooooobooboboobooogon
goobogo

oo

ggoooooo

fense vaa-name
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fense vlan OP-VAAD

fense vland OP-VAA[]

0000 VLANO VLANIDOOOOODOQOODOoODooooo

goodgdao

gooooooo
fense <vaa 1d> vlan <vlan id> <subnet address> <subnet mask>

oooogd
no fense <vaa id> vlan <vlan id> <subnet address> <subnet mask>

goobogoo

(config)
goooood

<vaa id>
OO0 VLANOOOODOODOOOO VLANAccessController 0000000000 ODOOOOOOO
good
1. 000o0o0ooooooooo
goooooo
2. 0000004
10 10

<vlan id>
0000 VLANO VLANIDOOOOoOOood
1. 00o0ooooooooog
goooooo
2. 00000ad
MACVLANOOODOO VLANIDOOOOOOGOOOO

<subnet address>
0000 VLANODOOOOOOOOoDOoOoOo0ooooooooooao

1. 0oooooooooooo
gboooodg
2. 000000
0000 VLANOOOOOOOOoooooooooooooooo

<subnet mask>
00Ooo0 VLANOOOOOODODOooooooo
1. 00o0oooooooooao
goooood
2. 000000
128.0.0.0 O 255.255.255.255

doddoooooooad

oo

goobogoooo

0000000000000 VLANOOOOOOOOOOOOOVLANaccessAgent 100000000
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fense vlan OP-VAAD

gboboooooooboboboboooboooobobobobobooboooooboobOobOobo
gobogoboobod

gboooooobobobooobooobogn
O0O00O0O0O0O0O0O0OO0OO0OO0ODOOVLANaccessAgent 000000000 DOODOODOODODODO

e fensevaaname 100000000000 D0O0OO0DOOOOO
e fenseserver 1000000000000 DOOO0DODOOODOO0O
e fensevlan OO ODO0OO0OO0OOO0OO0OOO0ODOOODODOOODOOO

goobogo

1. VLANIDOOOOO VLANOOOO MACVLANOOOOOOOOOOOO0OoOooOO

2. <vaaid>0O0O0OCOVLANIDOOOOOOOOOOOOOOODOOOOOOOOOOOOOO VLAN
IDOCoOOCOOOOoOOoOooOoooooO

3. <vaaid>00000000 fensevlanOOOOOOOOOOCOOOOO 4040000000000
<vaaid>0 000 VLANIDOOOOOOOOOOOOO 1oooooooooo

4. TEEE802.1X 0 dotlx system-auth-control 0000000000 0OOO00DOCOO0ODOOOODOO
god

5 JOOOOOoOOo VvVLANOOOOOOOOooooooooooooooooooooooooood
0000000000000 oOoo VLANOOUOoooooooooo

gooooogoo
fense vaa-name

fense server
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DHCP snooping

edboobooon

ip arp inspection limit rate

ip arp inspection trust

ip arp inspection validate

ip arp inspection vian

ip dhcp snooping

ip dhcp snooping database url

ip dhcp snooping database write-delay

ip dhcp snooping information option allow-untrusted

ip dhcp snooping limit rate

ip dhcp snooping logging enable

ip dhcp snooping loglevel

ip dhcp snooping trust

ip dhcp snooping verify mac-address

ip dhcp snooping vian

ip source binding

ip verify source
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ip arp inspection limit rate

ip arp inspection limit rate

00000 DHCPsnooping 000000000 DODOO ARPOOODODOODDOO1I0ODODOO0ODODOOO
OARPOO0DDOOOODOOODDOOOODOOOOD ARPOOOOOOOOOOOOODOOOODOO
00000000000 ip dhep snooping limitrate 00 0000000000000 OOOOODOOO
000000 DHCPOUOOODOOD ARPOODOODDOOOOOOOO

ggodgguo

oooooooo
ip arp inspection limit rate <packet/s>

ooooo
no ip arp inspection limit rate

goobogooo

(config)
gooooon

<packet/s>
10000000000 ARPOOOODOOODOOOOO
1. J0ooooooooooda
goooood
2. 000000
10 O 1250 packet/s)

gbooooobooogoo
gboooooooobanb
goobogoooboo
oo
gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0ob0oooooobooboboboooobooboobobobobooboooooooobooboboD
gboboooooo

goobogoooboo

ip dhcp snooping
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ip arp inspection trust

ip arp inspection trust

00000 DHCPsnoopingODOOOOOOOOOOCOOOOOCOOOOODO ARPODOOODODODOO
trust 000000000000

goobognd

goood
ip arp inspection trust

goood
no ip arp inspection trust

goooood
(config-if)

goobogoo

ao
gooboooboobooon
000000 ARPOOOOOOOOO
gogoooogo

oo

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0000000000000 000000O0000000O ARPOOODOODOODOODODO VLANODOO
OO00OO00O0O0OARPOOOOOOOOOOOOOOO

gooooooo
ip dhcp snooping

ip dhcp snooping vlan
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ip arp inspection validate

ip arp inspection validate

go0oOOOCOOOOCO ARPOOOOOOOOOOOOOARPOIOOOOOOOOOOOOOOOOO
obooooooon

goobogo

goobooobogod
ip arp inspection validate <item> [<item> [<item>]]

googo
no ip arp inspection validate

goodoogo

(config)
ooooooo

<item> [<item> [<item>]]
00000 <item>0000000
<item>0O 000 srecmacOdst-macOip 0000000000000 OO0OODODODOOOOODODOOO
Jddd0temO0000000000O0O

src-mac
00 ARPOODOOOOO0 200000000000 MACO 0000 Source MACO O O ARP
00000000000 MACOODOOO Sender MAC Address0 0000000000000
00 ARP Requestd ARP Reply 0 000000000000

dst-mac
O0ARPODOODOOOOD 20000000000 MACUODOOAO O Destination MACO O O
ARPOODOODOODOOOO MACOOOOO Target MACAddressD O OO OO OO OO0OOO
OOOARPReplyOOOOQOOOOOO

ip
O0ARPOOCODOO ARPODOOOOOOODOO IPOOODOO Target IP AddressO0 OO OO0

0000o0ooogoooood
* 1.0.0.00 126.255.255.255
* 128.0.0.0 0 223.255.255.255

ARPReply 000000000000
1. 0000000000000

0000000000000 0000000000000000000
2. 000000

src-macl dst-macl] ip

gbooooobooogoo

OoO0OOOO0O ARPOODOODOODOODOODODODOO

ggoooooo

oo
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ip arp inspection validate

gooooooogo

gbobooooobooboobobobooon
goobognd

ao

goooooon
ip arp inspection vlan
ip dhcp snooping

ip dhcp snooping vlan
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ip arp inspection vian

ip arp inspection vlan

00000 DHCPsnoopingOODODOODODOODOODODO ARPOOOOOODO VLANOOOOOOO

ggodgguo

goooao
ip arp inspection vlan <vlan id list>

goooo
ip arp inspection vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

ooooo
no ip arp inspection vlan

goobogooo

(config)
gooooon

<vlan id list>
000000 ARPODOODOOO VLANIDOOOOOOO
1. 0o0o0oooooooood
goooood
2. 000000
<vlanidlist>0000000000000O000O0DOD0OO0DOO0OODOOOODODOODOOOODOOO
goooood

add <vlan id list>
000000 ARPODOOOOOO VLANIDO VLANOODOOOOODOOO
1. 00o0oooooooood
goodoood
2. 000000
<vlanidlist>0000000000000O000O0DO0OO0DOO0O0OOOODODODOODOOODODOOO
goodoood

remove <vlan id list>
O00000 ARPODOOOOOOO VLANIDO VLANODOOOOOOOOOO
1. J0odoodoooooood
goooooad
2. 00o0ooao
<vlanidlist>00000000000000O000ODOO0OO0O0ODOO0O0OOOODOOOODOOODODOOd
goooooad

gbooooobooogoo

OoO0OOO0O ARPOODOODOODODODOO

ggoooooo

oo

414



ip arp inspection vian

gooooooogo

gbobooooobooboobobobooon

goobognd
1. 0000000 DHCPsnoopingOD OO OO0OO0O0O VLANIDOOOOOOOOOOOOO

oooooooo
ip dhcp snooping

ip dhcp snooping vlan
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ip dhcp snooping

ip dhcp snooping

00000 DHCP snoopingD 00O OO OO

ggodgguo

goooao
ip dhcp snooping

goooo
no ip dhcp snooping

goobogooo

(config)

goodoogo

oo

gbooooobooogoo

DHCP snooping 0 0 000000
ogooooooo

oo

gooooooood

gboobooooobooboboobooogon

goobogo

1. fldmprefer OO OO0 0O0O0O0O0O0O0O0O0OO gosonly 10 0000000000000 OOOOOO
0000000000000 00D0O0UO standard000 extended 000 O0O0OO0OOOOODOOO
gbobooooobooboo

ggoooooo

fldm prefer
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ip dhcp snooping database url

ip dhcp snooping database url

gbobobooboobooboboboboboooon

goodgdao

oooooooo
ip dhcp snooping database url {flash | mc <file name>}

ogoooad
no ip dhep snooping database url

goobogoo

(config)
goooood

{flash | mc <file name>}
gooooooooo

flash
JdodoooooooooooboD
1. 00o0o0o0oooooooaad
goooooad

2. 0000o0On
flash

mc <file name>
MCOOOOOOO
1. 00o0o0o0ooooooaoad
goooood
2. 000000
<filename>O0 OO 640000000000

MCOOOOOOOOOOOOOOOOOOOOOOMCOOOOODOOOOODOOOOO
gbobobooobooboboe4b0bOoOoboObDODOO
gooboooboobooon

gbobobooooboobooboboboooo

gogoooogo

oo

gooooooogo

gbobooooobooboobobobooon

goobognd

1. ip dhcp snooping database write-delay 0 00 000 000000000000 O0OOOOOOODOODO
go000oo0o0ooo0oU0oo0o0ooo00ooo0oooooooDo0obooOooDod
- J0000DOO00DDDUO0ODDOUDDOOUODDODOODOOODO
¢ ip dhep snooping database url D 0000000000 OOOOOOO

e 0OO00ODO0O clear ip dhep snooping binding O 00 O
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ip dhcp snooping database url

gooooo0ooo0o0ooo0o0ooodooo0oooooooooo0obDoo0ooDoDOoooooog
ood

2. no ip dhep snooping database url D 000000 OO OO O Oip dhep snooping database write-delay
000000000 00ooo00ooo00oo00oo0o0o0oooooDooooDoo0oooDog
ood

goooooon
ip dhcp snooping

ip dhep snooping vlan
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ip dhcp snooping database write-delay

ip dhcp snooping database write-delay

gboboboobooobooboobobobobooooooboobobob

goodgdao

oooooooo
ip dhcp snooping database write-delay <seconds>

ogoooad
no ip dhep snooping database write-delay

goobogoo

(config)
goooood

<seconds>
godoooooooooooooobooooboooboooooooon
1. J0ooooooooooao
goooooao
2. 0000O0Oad
1800 OO 864000 O O
oo0ooooooooon

gboboboooboobisoobobobobo

gogoooogo

oo

goboooboobod

gbobobooooboboobobobobooboooo

goobognd

1. 00000000ooo0oooo0o0oboo0ooo0ooo0ooooooooooobooooooDd
O0000o000ooo0o0ooOooooooooooo
- J0000D0O000DDO0O00DDDOOU0ODDOOODODODOOODOOOODO
¢ ip dhep snooping database url D 0 000000000 OOOOOOO

e 0O0OODO0O clear ip dhep snooping binding O 00 O

gboboooooobooboboboboooooobooboboboboobooooboooobOobobo

oo
2. noip dhep snooping databaseurl 000D 00000000000 O0OODODOODOOOODOOOOOO

gboboooooobooboboboooboooboooboobobobooon

ogoooooon
ip dhcp snooping
ip dhcp snooping database url

ip dhcp snooping vlan
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ip dhcp snooping information option allow-untrusted

ip dhcp snooping information option allow-untrusted

OOo0OO0OOOO0O0O0O0C0Ountrust 0000000 OOOOOOOOOOOOODOOOption8200000
DHCPOUOOOOOOOOOOOOO

goobogo

googo
ip dhcp snooping information option allow-untrusted

googo
no ip dhep snooping information option allow-untrusted

goodoogo

(config)

goobogooo

oo

gbooooobooogoo

goooooOoooOoOoOoOOoOOOOOC DHCPOOODOODOODDOOO
ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

oo

ggoooooo

ip dhcp snooping
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ip dhcp snooping limit rate

ip dhcp snooping limit rate

OoooooobHCPOOOOOOOOOOOIODODOOODOODOODO DHCPOOOOOOOODOOO

00000000000 bHCPOUUOUOUOODOODOODUOODDDODDOODOODDOODDOODODOODODOODO iparp
inspection limitrate 0 000 0000000000000 00000000O00O0OO DHCPOOODOO
ARPODOOOOOOOOOOOO

goodgdao

oooooooo
ip dhcp snooping limit rate <packet/s>

ooooo
no ip dhcp snooping limit rate

goobogoo

(config)
goooodn

<packet/s>
10000000000 bDHCPOOOOOODOOODOOO

1. 000o000obooooooo
ooooooo

2. 000oOoOoo
10 0 1250 packet/sO

gooboooboobooon

gbobobooooobogo
goobogoooo

ao
gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gbooooooobo

goobogoooo

ip dhcp snooping

421



ip dhcp snooping logging enable

ip dhcp snooping logging enable

DHCPsnooping 000000000000 OOsyslogdOOOOOOOOO

ggodgguo

goooao
ip dhep snooping logging enable

goooo
no ip dhcp snooping logging enable

goobogooo

(config)

goodoogo

oo
gbooooobooogoo
syslog00O0OOOOOOODOODOOO
goobogoooboo
oo
gooooooogo
gboobooooobooboboobooogon
goobogo

oo

goobogoooboo

ip dhcp snooping
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ip dhcp snooping loglevel

ip dhcp snooping loglevel

DHCPsnooping 0 0000000000000 OO0O0DDOOOODOOOOODODOOODOOOOODODOO
00000000000 show ip dhep snooping loggingD OO OO0 OO0

goobognd

goooooog
ip dhcp snooping loglevel {error | warning | notice | info}

goood
no ip dhcp snooping loglevel

gogododogo

(config)
oogogoooo

{error | warning | notice | info}

error
ecrorH0000000O00O0O0OOOOODOODOOOOOOOOOOOOOODOOD

warning
ecror 000 warning OO OO ODO0OO00OO0OO0OOO0OO0OODOODODOODOODODOOOOOOOOO
dooooood

notice
error0warning 000 notice 0000000000 DOOODODOODDODOODOODODOOODOO
oooooo

info
errord warninglnotice 0 00 info0 0000000000000 O0OOODOOOOOODOOOO
ogoood

1. 00o0oooooooooao
goooooao

2. 000000
error[] warning[J noticel] info

doddoooooooad

000000000 00DO0O00D00OO000DDOO noticeOOOODDO
goobogoooo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 00000000000 ipdhep snooping0 00 000000000000 O0OOOOOO
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ip dhcp snooping loglevel

ggoooooo

ip dhcp snooping
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ip dhcp snooping trust

ip dhcp snooping trust

gbobobobobobobobobdbwustDO0O0OD0OO0OO0OO0OOO0OO0O0O000O0untrust0 000
gbooobooboob

goobognd

goood
ip dhcp snooping trust

goood
no ip dhep snooping trust

goooood
(config-if)

goobogoo

ao
gooboooboobooon
gboboboobobobobobobobbuwntrust0O00O00O0OOOOOOO
gogoooogo
oo
gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0000000000000 0000000DHCP snooping0 00000000 VLANODODODO
gooobHCPOOOOOOOOOOOOOOO

gogoooogo

ip dhcp snooping
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ip dhcp snooping verify mac-address

ip dhcp snooping verify mac-address

go0oOoOOOOoOO0COOuwtrust000ODOODOODOODO DHCPOOOOODODOO MACOOOOOO
DHCPOUUOODUOODOOOUOUOOOOOOOOOOOOOOOOOOOOOO0Oooooooooooogg

goobogo

googo
no ip dhcp snooping verify mac-address

googo
ip dhcp snooping verify mac-address

goodoogo

(config)

goobogooo

oo

gbooooobooogoo

OO0 MACOOOOOOOOOOOOOOOODOOOOOODOODOODOOOODOODOOO
ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 000000000000 OMACOOUOOUOOUOO0O0OO0UOO0O0OUOOOuntrust0 00O DHCPO
00oo00o0o0oOoOoOoOoOoOoOoOoOoOoOoUOoOoDbHCPOODDODOODODOODOOOOOODOOOOO MAC
gooooooobooooooom

ggoooooo

ip dhcp snooping
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ip dhcp snooping vlan

ip dhcp snooping vian

VLAN OO DHCPsnooping 00000000 DOOOOO0OOOOOOODOODO DHCP snooping 0000
oo

goobognd

goood
ip dhcp snooping vlan <vlan id list>

goood
ip dhcp snooping vlan i<vlan id list> | add <vlan id list> | remove <vlan id list>}

ogoooad
no ip dhep snooping vlan

goobogoo

(config)
goooood

<vlan id list>
DHCP snooping 0 00O 0O VLANIDOOOOOOO
1. 00ooooooooooo
ogoooooo
2. 00000ad
<vlanidlist>00 000000000000 0000000O00O0OO00OOODOOOOOO0OO0
gooooog

add <vlan id list>
DHCP snooping 000000 VLANIDO VLANOOOODOODOODOO
1. 00ooooooooooo
ogoooooo
2. 000040a
<vlanidlist>00000000000000C00000000O0O0O0OO00OOOOOOOOO0OO0
goooooo

remove <vlan id list>
DHCP snooping 000000 VLANIDO VLANOOOODOODOODOODO
1. 00o0oooooooooo
ogoooooo
2. 000o0ga
<vlanidlist>000000000000000000000000OO00OO0OOOO0OOO00OO0
goooooo

doddoooooooad

DHCP snooping 00000000

gogoooogo

oo
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ip dhcp snooping vian

gooooooogo

gboobooooobooboboobooogon

goobogo
1. 00000000000 VLANOOODHCP snooping 000000

goobogoooboo

ip dhcp snooping
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ip source binding

ip source binding

gboboboobooboboboboboobooooboobobobo

goodgdao

ogoooad
ip source binding <mac address> vlan <vlan id> <ip address> interface <interface type> <interface

number>

goood
no ip source binding <mac address> vlan <vlan id> <ip address> interface <interface type>

<interface number>

gogododogo

(config)
oo0oooOon

<mac address>
000 MACOODOOOOOOOO
1. 00o0o0o0ooooooooo
gooooog
2. 0000gad
0000.0000.0000 OO ffff.ffff.fFEF

<vlan id>
0000o0o0oooo VLANIDOOOOOoOOo
1. 0000o0oooooooo
ogoooooo

2. 000000
gboboooooboobobobobooobooobogn

<ip address>
oooIpPOOO0ODOODOOOOO
1. 00ooooooooooo
ogoooooo

2. 000000
1.0.0.0 0 126.255.255.2550 128.0.0.0 00 223.255.255.255

interface <interface type> <interface number>
dddddoo0oooooooooooooooooon
1. 00oooooooooog
gooooog

2. 000040ag
<interface type> <interface number>0 0000000000000

O gigabitethernet <nif no.>/<port no.>
0 tengigabitethernet <nif no.>/<port no.>

0 port-channel <channel group number>
<nif no.>/<port no.> 0 0 O <channel group number>0000000000000000000O

gboboboboooooon
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ip source binding

ygodooooooogg

oo
goobogoooboo

oo
gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. boboooooooboboboboooobooboobobobobooboooboooobOobOobon
gbobobooooboobooboboboooooooobooobobob

gooooooo
ip dhcp snooping

ip dhcp snooping vlan
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ip verify source

ip verify source

DHCPsnooping 00O 0OOOOOOOOOOOOOOOOOOOOOOOOOOODODODODODOOO

0000000000000 OoOooUoU IPODODOODOOOD MACOODDODODODODODODOODOOOOO
gboobab

goobognd

gooooooo
ip verify source [{port-security | mac-only}]

ooooo
no ip verify source

goooodn
(config-if)

goobogoo

{port-security | mac-only}
dddooooooooooono

port-security
000 IPOOD0OODOODOO MACOODOODOOOOODOOOOOODODO

mac-only
000 MACOOOOOOOOODOODODODODODOODOODO
1. 00oooooooooog
JooIpPO000O0OO0ODOODODODOODOOODDOOO

2. 000000

port-security] mac-only

gooboooboobooon

gbobobooooobogo

gogoooogo

goooo0o0o0oOoO0o0OoO0O0o00U00UU00UU00U00U00UU00DLO0UU0OOULOOUOUUOODOUOOVLAND
gboboooooon

goboooboobod

gbobooooboobobobooboooon

goobognd

1. trust 000 00000O0O0O0O0OOO0ODODOOOOOODOOOOOO0O0O0
2. DHCP snooping 0 0000000000 OOODHCP snooping 0000 VLANOOOOOODOODO
doodooooad

goobogoooo

ip dhcp snooping
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ip verify source

ip dhep snooping trust
ip dhep snooping vlan

ip source binding
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gr7o0boooboobooooboon

JooooprsSOO0OOn

power redundancy-mode
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power redundancy-mode

power redundancy-mode

gboboooooobooboboboboooooobobobobooboboooooboobOobOobo

ggodgguo

goooao
power redundancy-mode redundancy-check

goooo
no power redundancy-mode

goobogooo

(config)
goooood

redundancy-check
oo oobobbbbbobo
oo oooobbbbbbbbbbbbobooon
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
oo

ygodooooooogg
gboobooooobooboboobooogon

gboboooooboboboboooboobooboboboboooboobooobobob
goobogoooboo

oo
gooooooogo

gboobooooobooboboobooogon
ggodgguo

oo

goobogoooboo

oo
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redundancy bsu-load-balancingd AX6700SC

redundancy bsu-moded AX6700S0O

redundancy max-bsu0 AX6700S0T

redundancy standby-bsull AX6700S0
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redundancy bsu-load-balancingl] AX6700S0

redundancy bsu-load-balancingl] AX6700S[]

gboooooobobobooobooobogn

ggodgguo

goooao
redundancy bsu-load-balancing smac

ooooo
no redundancy bsu-load-balancing

goobogooo

(config)
goooood

smac
goooOooooooMACOODODOODOOODODOOD BSUOOOOOOOOOOOOOOOOO
OO0 MACOODODOOOOOOOOOOOOOOOODOOOODOODODOOOODODOOOOOOOO
0 Vol20 18. BSUO O OO OAXe700SOD OO0 00000000

ygodooooooogg

go00oO0oOoOoOoOoOoOoOoOOOODOODOO BSUODOOOOOO

goobogoooboo

gboboooooboboboboooboobobobobobobooobooboobOobo

gooooooogo
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbooboooooooboboboboooboooonDo

goobogo

1. 0000000000000 00000000BSUODOO NIFOOOOODODOOODODODOOODOO

2. 0000 0O00Oredundancy bsu-mode fixed 0 0 0 no systemrecovery 0 0000000000000
oooo

3. 00000 0ODO power-controld schedule-power-control mode schedule-power-control max-bsull
schedule-power-control standby-bsull schedule-power-control time-range 0 [0 O
adaptive-power-controlenable I 0 0000000000 DOOODODOOODOOODO

4. 0000000000QeSOO00D0OOO00DOO00DOOO000DDDO0ODODOOU0DDOOOOODODO0OD

gooooood
redundancy bsu-mode

no system recovery
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redundancy bsu-model] AX6700SCI

redundancy bsu-modeld AX6700S[]

BSsUOOOOOOOOOOOO

goodgdao

ogoooad
redundancy bsu-mode fixed

ooooo
no redundancy bsu-mode

goobogoo

(config)
goooood

fixed
Jdd0d0d000000000o0oOoOoOooooo BSUOOOOoOooooooooooooooooo
00 BSUOOOOOOOOOOOOOO BSUOOOOOOOOOOoOoOooooooooooooo
O0@MO0O000000000000 Vol2018.BSUOOOODOAXe700SDO000D0OO0DOOOO
goooogoooaoon

BSUOOODOOOODOODODOODOODODODOO BSUOOOOOOOOOOOOOO

goobogoooo

gbobooboooboobobobobooboooooooboboboboooboooboobo

gooooooogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooboobooboobooboboobooooo

goobognd

1. 000000000000000000000BSUODOO NIFOOODOOODDOOoOoooo

2. 000000 0Oredundancy bsu-load-balancing smac 0 0 O no system recovery D0 0000000
ooooooooo

3. 0000000 power-controld schedule-power-control modeld schedule-power-control max-bsul]
schedule-power-control standby-bsull schedule-power-control time-range 0 [0 O
adaptive-power-controlenable 0 0 000000000 O0OOODOOOODOOODOO

4 0000D0O0OO00OO00OO0O00O0Ovredundancy max-bsuO OO OO BSUOOOOO BSUOOOOO
oooo

goooooon
no system recovery

redundancy bsu-load-balancing smac
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redundancy max-bsuld AX6700S0]

redundancy max-bsul] AX6700S[]

oooooBSUOOOOOOOOOO

ggodgguo

doodooooad
redundancy max-bsu <max bsu>

ooooo
no redundancy max-bsu

goobogooo

(config)
goooood

<max bsu>
O0o0ooooooodooooooboooooooooooooooooooooooooooa
00MmoboOoOooOoOoOOo0O0O000 vol20OOOO0OO0OO0O0O0O0a

1. 000000o0ooooboobo
gboboobo

2. 000000
10 3

ygodooooooogg

00000 BSUOOOO 3000000

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 0000000000000 D0O0000000 schedule-power-control max-bsuO OO OOOOOO
ooooooo

2. 000000000000DO0OO0O0O0O0O0DO adaptive-power-control max-bsuO OO OO0OO0OOO
oooooo

3. 0000 BSUOODOODODODOOODDOOOODOOODOO BSUDOUOODODOOOOOoOoOoDoOoooDOo
ooooooooooooo

ggoooooo

oo
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redundancy standby-bsu] AX6700SCl

redundancy standby-bsuld AX6700S[]

OoooBSUOOOOOOOOOOOO

goodgdao

oooooooo
redundancy standby-bsu {hot | cold | cold2}

ooooo
no redundancy standby-bsu

goobogoo

(config)
goooood

{hot | cold | cold2}

hot
000 BSUOODOOOOONOODODOODODOODODOODOOODODOODO

cold
000 BSUOOOOOOOOOO OFFOOOOOOOOOO BSUOOOOOOOOOOOOO
000 BSUOOOOOOOOOOO0OOO0OO0OO0OO0OO0OO0OO0O0OOoOOoDOoOoDoOooOoooOoOOoObOO BSU
O0o00ooOooo0oooooooooooono

cold2
000 BSUOOOOODOOOO OFFOOODOODODODODODO BSUOOODOODOOOoOOOOO
00000000000 BSUOOoOoooooooooooooooooooooooooo
000000 BSUOOOOOOOOOOO0O0O0o0oooooa

1. 00o0oooooooooao
goooooao

2. 000ggad
hotO coldd cold2

doddoooooooad

g0oooooooooNODOOOOOUODOUUOUUDUDUOUUUOODOOO

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goobognd

1. 000000 cold 0O 0O OO O O schedule-power-control moded schedule-power-control max-bsul]
schedule-power-control standby-bsul] schedule-power-control time-range 0 [0 [
adaptive-power-controlenable 0 0 00 D0 000000 O0OOODOOOODOOODODO

2. 0000000000000 000DO0ODO0O0O schedule-power-control standby-bsu 0O OO0 OO0
goooogod
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redundancy standby-bsull AX6700S0

3. 0000000000000 DOO0OO0O adaptive-power-control standby-bsu D 00O O0OOOOO
goooood

ggoooooo

oo
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PSP U U0 0O 0O AX6600SL

redundancy max-pspd AX6600S0

redundancy standby-pspd AX6600S0]
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redundancy max-pspdJ AX6600S0]

redundancy max-pspld AX6600S[]

goooo pspOOOOOOOOOO

ggodgguo

doodooooad
redundancy max-psp <max psp>

ooooo
no redundancy max-psp

goobogooo

(config)
goooood

<max psp>
oo ooobbbbbbbobbbbobobooogood
1. 00o0oooooooooad
goooooad
2. 000000
10 2

gbooooobooogoo

pSpoOO00OO0OOOOOOOOOOCOOOOOOODOOO

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 0000000000000 D00DO00000 schedule-power-control max-psp d 00000000
goooooo

2. 000000000000DO0O0O0O0O0O0O0DO adaptive-power-control max-psp 0000000000
oooooo

goobogoooboo

oo
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redundancy standby-pspJ AX6600S[l

redundancy standby-pspd AX6600S[]

oooopSsPOOOOOOOOOO

goodgdao

oooooooo
redundancy standby-psp thot | cold2}

ooood
no redundancy standby-psp

oogogoooo
(config)

gogododogo

{hot | cold2}

hot
000 pPSPOOODOOOONOOODOODODOODOOODODOOODODOODOO

cold2
OO0 PSPODOO0OOOOOOOFFODODDOOOOOOO PSPOOODOOOOODOODOODOO
O000000o0ooo pSPOODOOCO0ODOOOOODODOO0ODODOOOODOOODOOOODOD
0000 PSPOO0OODOOOODOOOODOOOOODODOO

1. 0000o0oooooooo
ooooooo

2. 000000
hotO cold2

doddoooooooad

OO0 PSPOOOOOOONOODOOOOOONOOOOOOOOOOOOOO

goobogoooo

ao

gooooooogo
gbobooooobooboobobobooon

goodgdao

1. 0000000000000 00000D000O schedule-power-control standby-psp 00000000

doodooooad
2. 0000000000000 000DO00ODO0O adaptive-power-control standby-psp 000000000

gboooooo

gogoooogo

oo
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redundancy nif-group max-standby-nifl0 AX6700ST] AX6600SC

redundancy nif-group nif priority(] AX6700S1] AX6600ST]
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redundancy nif-group max-standby-niflJ AX6700S[T] AX6600S[]

redundancy nif-group max-standby-nif(d] AX6700S[]
0 AX6600S]

NIFOOOOOOOOOOOOOOOOOOOOOOOONIFOODODODODOODOO

goobogo

doodooooad
redundancy nif-group <nif group no.> max-standby-nif <max standby nif>

googo
no redundancy nif-group <nif group no.> max-standby-nif

goodoogo

(config)
oo0oooOon

<nif group no.>
NIFODOOOOOOOOoOOoooooo

1. 0oooooooobaoobo
gbobobao

2. 000000
10 4

<max standby nif>
NIFOOOOOOODDOODODOOO NIFOODOODODOOOOOONIFODOODODDODOODOOOD
OONIFOOOOOOOODODDODOODODOODOOODOOODODOOOO NIFODODOODODOODDOOoOo
000000 NIFOODODODODOOoooooo
¢ redundancy nif-group nif priority 0 0 0000000000 OO0OO NIF
s J00OODOODO NIFOOOODOO NIF

1. 00000ooooobooo
obobooo

2. 000000
od1

ygodooooooogg
NIFOOOODOOOODOOOONIFOOODOOOOODOoOOoOoD

ggoooooo

NIFOOOOOOOOOOOOODOONIFOOOODOOOOOOOODOOODOOONIFODDOOO
gbooooooaobo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. schedule-power-control time-range 00 000000000000 OOOOOODOOOODOODOODO
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redundancy nif-group max-standby-nifC] AX6700S[1] AX6600S

0000000000000 0D00ODO00O0O0Odschedule-power-contorl redundancy nif-group
max-standby-nif 0 0 00000000000 OOO0O

gogoooogo

redundancy nif-group nif priority
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redundancy nif-group nif priority(] AX6700S[1] AX6600SCI

redundancy nif-group nif priority[] AX6700S[]
0 AX6600S]

NIFOOOOOOOOOODODDODOOO0OO0O0OONIFOOODODOODOOOOONIFODOOOODODO
OOONIFOOOODOODOODOODOO NIF OO redundancy nif-group max-standby-nif 0 00 00 0O O
0000000000000000D0000000 NIFO redundancy nif-group max-standby-nif 00 O
00000o0o0ooooooooooooo

goobogo

googo
redundancy nif-group <nif group no.> nif <nif no.> priority <priority>

googo
no redundancy nif-group <nif group no.> nif <nif no.>

goodoogo

(config)
ooooooo

<nif group no.>
NIFOOOOOOODDODOoOoOoOoOoo
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
10 4

nif <nif no.>
00o00ooooo NIFODODOOoODOooooo
1. 00o0oooooooogod
goooood
2. 000000
000DO00oooooooodo<nifno>000000000000O00O0

priority <priority>
0000000 NIFOOODODOOOODODODODODODODODOODOOooOoooooooo
J00C0OOONIFOOOOOODODOOODOOOOoOoOOo NIFOOOOODODDOoOooooooood
ONIFOOOODODDOOODOOoOOoooo
- JO0D0ODO0ODOODOODOODODOO NIF
- 0ODODOODOONIFOOOODOO NIF

1. 0ooboooooboobooo
gboboooo

2. 000000
108

gbooooobooogoo

NIFOOOOOOOOOOoOoOoOoo
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redundancy nif-group nif priority(] AX6700S[1] AX6600SCI

gogoooogo

NIFOODOOOOOOOODDOOOOO NIFODODOOOOOOOODOOODOOOOODO NIFOODDO
gboboooooo

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. OOONIFOOOONIFOOOOOOOOOOOoooooo
2. 000NIFOOOODOOONIFO 20000000000
3. oooooobooboboboooooobobobobooooooooobobOobo

goooooon
redundancy nif-group max-standby-nif

schedule-power-control nif-group max-standby-nif
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GSRP

advertise-holdtime

advertise-interval

backup-lock

flush-request-count

gsrp

gsrp-vlan

gsrp direct-link

gsrp exception-port

gsrp limit-control

gsrp no-flush-port

gsrp reset-flush-port

layer3-redundancy

no-neighbor-to-master

port-up-delay

reset-flush-time

selection-pattern

virtual-mac-learning-interval

vlan-group disable

vlan-group priority

vlan-group vlan
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advertise-holdtime

advertise-holdtime

OO0O00O GSRP Advertise 0000000000000 ODOOOOOGSRP AdvertiseOD OO OOOO

gbobooooooobooboboboboooooooboooDo

gooooooo
gbooooooooobo

gbooooooobab

gboooooobobobobooobooobooboobobobooboobooobobob

ggodgguo

Ooo0oooooao
advertise-holdtime <seconds>

ooooo
no advertise-holdtime

oo0oooOon
(config-gsrp)

goodoogo

<seconds>
0000 GSRPAdvertise 0 00000000000 OOODOODOODO
1. 00o0oooooooogod
goooooad
2. 000000
10 120

gbooooobooogoo

OO000O GSRP Advertise OO OOOOCOOCO 50000000
ggoooooo
oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. advertise-holdtime O advertise-interval 0 000000000 OO DO OO advertise-interval 0 O
O00000000O0O0GSRPAdvertise 0000000000000 DOOODOO0O

goobogoooboo

oo
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advertise-interval

advertise-interval

GSRP Advertise 1000 0000000O0O0O0O0O

goodgdao

gooooooo
advertise-interval <seconds>

oooaono
no advertise-interval

oo0oooOon
(config-gsrp)

gogododogo

<seconds>
GSRP Advertise 0 0000000 DOODOOO0OOOOODOODOOS0000000OO0O0DO0O
1. 00ooooooooooo
ogoooooo
2. 000040ad
0.50 60

gooboooboobooon

GSRP Advertise 1000000000 10000

gogoooogo

oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. advertise-holdtime 00 advertise-interval 000000000 O000O OO O advertise-interval O O
O0000000000GSRPAdvertise 00000000 OOOOOOOOOOOO

gogoooogo
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backup-lock

backup-lock
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0000 GSRPOOOOOOOOODOODOODOODOOO

ggodgguo

goooad
backup-lock

goooad
no backup-lock

oo0oooOon
(config-gsrp)
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gooooooogo
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flush-request-count

flush-request-count

GSRP Flushrequest 00 00000000000 DOOOOOO MACOOOOOOOOODODODOODOO
GSRP Flushrequest 0 0000000000 OOOOO

goobognd

goooooog
flush-request-count <count>

goood
no flush-request-count

goooooo
(config-gsrp)

goobogoo

<count>
GSRP Flushrequest 00000 D0OODOOOOOOOOO
1. 00o0o0ooooooooo
ogoooooo
2. 00000d
10 10

doddoooooooad

GSRP Flushrequest 0000000000 30000000
goooooon

oo

goboooboobod
gbobooooboobobobooboooon

goodgdao
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gogoooogo
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gsrp

gsrp

GSRPOOOOOOOOOOOOO

ggodgguo

goooao
gsrp <gsrp group id>

goooo
no gsrp <gsrp group id>

goobogooo

(config)

goodoogo

<gsrp group id>

GSRPOOOO IDOOODOOOODOO GSRPOOOOOOOO GSRPOOOOOOO GSRPO
gooIbooOoOoOOOOOOGSRPOOCOOCOOCOOCOOODOODOODODOODODODOODODOOO
O0000000O0O0OOconfiggsrp00O0O0OO0OOOO

1. 0000o0oooooobooobo
gboboobao

2. 000000
10 65535

ygodooooooogg
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goobogoooboo

000000000dgsrpexception-port 1000000000000 O0O0O0OO gsrp limit-control O
000000ooooodoOVLANODODODOODOOOOoOOoooooooooooooooooooao

gooon

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 00000000000 VRRPOODOOOOOOODOOOO

2. vlan-groupvlan 000000000 VLANOOOOODOOOOOODOOO gsrp limit-control O O
0000000 GSRPVLANOOOOOOODODOOOOOODODOOOGSRPVLANOOOOOO
godddddddooooooooooooooooooobooboobooon

goobogoooboo
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gsrp-vlan

gsrp-vian

GSRPOO VLANOOOOOOO VLANOOOOOOO

goodgdao

oooooooo
gsrp-vlan <vlan id>

ogoooad
no gsrp-vlan

oo0oooOon
(config-gsrp)

gogododogo

<vlan id>
GSRPO O VLANOOOOOOO VLANO VLANIDOOOOOOO
1. 00oooooooooog
goooooo
2. 000040ad
Jodoooooooooooboobbbobbobo

gooboooboobooon

GSRPOO VLANO 1000000
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gsrp direct-link

gsrp direct-link

gbobooooobooboboboooooboonbog

ggodgguo

goooao
gsrp <gsrp group id> direct-link

goooo
no gsrp <gsrp group id> direct-link

ooooooo
(config-if)

goodoogo

<gsrp group id>
GSRPOOOO IDODOOOODODO
1. dooooboobobooon
gooooono
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10 65535

direct-link
O0o000o000oo0oo0ooooooono

gbooooobooogoo
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oo
gooooooogo

gboobooooobooboboobooogon

goobogo

1. gsrpvlan OO OO0OOO0OOO0 VLANOODOODOOOOOOOOOOOODODODODODOOOOOOO
000DOo0ooooGSRPOOOOODOODO
2. gsrp reset-flush-port 0 00 0O Ogsrpno-flush-port 00000000000 ODOOO0OOOOODOOO
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gsrp-vlan
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gsrp exception-port

gsrp exception-port

GSRpPOOOOCOOOOOOOOOOOOOOOOOOOOUOOOOOO0OOOOOUOODUOODOODOODOOO
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goobognd

goood
gsrp exception-port

gpoooo
no gsrp exception-port

goooood
(config-if)

goobogoo

ao
gooboooboobooon

ao
gogoooogo

oo
gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0o0ooOobOoobooboobooobooooooobo0oboboboooboooooboobobobobOoon
gbobooooboobobobobooooooboboboboobooo
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gsrp limit-control

gsrp limit-control

GSRPVLANOOOOOOOOOOOOODODOOO

000000 GSRPVLANOOODOOOODOOOODOOOOOOVLANOOOOOOOOOOO VLAN
OO0 GSRPOOOOOOOVLANOODODODOODOODOODOO VLANOOOOOOOOOOOOODOO
gooooo

ggodgguo

goooao
gsrp limit-control

ooooo
no gsrp limit-control

goobogooo

(config)

goodoogo

oo

ygodooooooogg

VLANOODOODODODODODOODOODOODOOD VLANO GSRPOODOOOOOOOOVLANDOODOOO
gooOoOoOoovANOOOOogoooooooooooooood

ggoooooo

VLANOOODODODDODOOOO VLANOOOOOOGSRPOOOOOOOOOOOOOOoooooQ
gooooo

gobogoboobod
gboooooobobobooobooobogn
goobogo
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ggoooooo

vlan-group vlan
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gsrp no-flush-port

gsrp no-flush-port

GSRP Flushrequest 00 000000000 D0OODOOOOOOO

goodgdao

ogoooad
gsrp <gsrp group id> no-flush-port

ogoooad
no gsrp <gsrp group id> no-flush-port

oogogoooo
(config-if)

gogododogo

<gsrp group id>
GSRPOO OO IDODOOODODOO
1. Joooooboobooboon
gooooon
2. 000000
10 65535

no-flush-port
GSRP Flushrequest 1000000 D0OOO0OOOOOOOO

gooboooboobooon
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gogoooogo
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gbobooooobooboobobobooon

goobognd

1. gsrp direct-link 0 0 0 O O gsrp reset-flush-port 0 0 000 000000000000 OCO0ODOO
2. axrpring-port 0000000000000 D0ODOOOOOOOO

goobogoooo
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gsrp reset-flush-port

gsrp reset-flush-port

gboboooooboobobobobooobooobogn

ggodgguo

goooao
gsrp <gsrp group id> reset-flush-port

goooo
no gsrp <gsrp group id> reset-flush-port

ooooooo
(config-if)

goodoogo

<gsrp group id>
GSRPOOOO IDODOOOODODO
1. dooooboobobooon
gooooono
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10 65535

reset-flush-port
Ogodooooooooooooa

gbooooobooogoo
oo
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oo
gooooooogo

gboobooooobooboboobooogon

goobogo

1. gsrp direct-link 0 00 00O gsrp no-flush-port 00 0 0000000000000 0OOOO0O0O
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layer3-redundancy

layer3-redundancy

OO0 GSRPOOCOOCOOCOO 3000000O0O0O0O0OOOOOO

goodgdao

ogoooad
layer3-redundancy

ogoooad
no layer3-redundancy

oo0oooOon
(config-gsrp)

gogododogo
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gooboooboobooon

ao

goobogoooo

ao

gooooooogo
gbobooooobooboobobobooon

goobognd

1. GSRPOOCOCO IDDO 100 4000000000000 ODODODODOO

2. 000 300000000000 OO0obOO0obOO0bOO0obOObOOObOOoOOobOOobODbOD
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no-neighbor-to-master

no-neighbor-to-master

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobooboboboooooboooobooboboboobboooooboobOoDbo

goobogo

goobooobogod
no-neighbor-to-master { manual | direct-down [forced-shift-time <seconds>] }

googo
no no-neighbor-to-master

goooood
(config-gsrp)

goobogooo

{ manual | direct-down [forced-shift-time <seconds>] }
O0o0oooooooooooooobooooooooooooooooouoogo

manual
GSRP Advertise 0000 0000000000000 0OO0OO0OO0DDOOONO set gsrp master(
dddddooooooooooooooooooooooobooooon

direct-down [forced-shift-time <seconds>]
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¢ forced-shift-time <seconds>
<seconds>J0OGSRPO 000000000000 OOOOOOODOODODODOOODODODODO

ubooooooobobobobobooooboobogobood secodbob

1. 000oooooooooo
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2. 000000
manual 0 0 0 direct-down OO0 OO0 00O
GSRPOODO0OOOOOODODO0ODOO0ODOODOODODOOOOOOOD D forced-shift-time

gboboboooooboboboboobooooo

ygodooooooogg

O000OCOO000O0OO00DOO000OO00DO00OO0O00ODO00bOOO00OmanualDdO0nOO
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goobogoooboo
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gooooooogo
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no-neighbor-to-master

goodgdao

1. 00000O0000O0O00DO0O000ODO00DODO000O0OO00DO directdownODOOOOOOO
gbooboooooboobobobobooboobooboobobobooboooooooboOoboOoboD
0000000000000 0OU0C0OU0O0OUOUODOOUOODOODODO GSRP Advertise DO OOOOOO

gboboooooboobobobobooobooobooboboboboboobooboooobobobo
ubobooooobOobOobOobOoboo0n setgsrpmasterl 00000000 OO

e 0000

« 00O

e 000000 restart vlan 0 O O

e 000000 restart gsrp U O 0O

¢ no-neighbor-to-master 0 direct-down 0 O O

e direct-link 0000000000 O0ODOOOODOO

s J000O0ODcopy00ODODDOODOODOODDOODODOOO

e J0O00O0D inactivatebsu 0000000 OO BSUDO inactive O O O AX6700S0

2. GSRPOO0OO0ODOO0ODOO0ODOOOUOODDO0OODOOOODODO0ODOODOODODDOODDOOO
00000000o0O0oDODO0bOO0obOobOoooooOooooo
e 00O
e J0D0O0ODO restart vlan 0 O O
e 000000 restart gsrp U OO
s 000000 copy00ODODODOODOOODOODODOODODO
e 00D0O00ODO activatebsu DO OO0 OO0 BSUO active 0 O O AX6700S0

gogoooogo
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port-up-delay

port-up-delay

gboobooooobobobobooobooboobobobobooooboobooboboboboboobooboon
GSRPOOOOCOOCOOCOOCOOCOOCOOOLOUOCDOUCOOUOUOLOOLOOUOUUDOUOUODUUUUODOOO
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooboobdobobooooobooboboboboobooboooboooboobobon

dddddoooooooooooooooobobobooboboboboobboboboododdoooooooo
clear gsrp port-up-delayD O OO OO0 OO0 OOO

goobogo

oooooooa
port-up-delay <seconds>

ooooo
no port-up-delay

goooooo
(config-gsrp)

goobogooo

<seconds>
Og0o0oo0ooooo0ooooooboooboooooo0oooooooobooooooooobooobooba
00000 @MinfinityD 0000000 DO0OO0O0OO0OO0OO0ODOO0ODOO0OO00OO0ODOOOOOODOO0

gboooooo

1. 0ooooooooboobo
gboboobo

2. 000000
10 43200000 infinity

gbooooobooogoo

gbobooooooboobobobobobooooboobooboboboboboboOOn
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gobogoboobod
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goobogo
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reset-flush-time

reset-flush-time

gbobobooooboobobobobobobooooon

goodgdao

gooooooo
reset-flush-time <seconds>

oooaono
no reset-flush-time

oo0oooOon
(config-gsrp)

gogododogo

<seconds>
oo bbb
1. 000000DoOoOoooon
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2. 000004
10 10

gooboooboobooon

gboboooobosgobooboabao
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goboooboobod
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selection-pattern

selection-pattern

GSRpOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO0OOOOOODUOODOODOODOOO
MACOOOOOOODOODOOOODDOOO

goobogo

gdoodoood
selection-pattern { ports-priority-mac | priority-ports-mac }

googo
no selection-pattern

goooooo
(config-gsrp)

goobogooo

{ ports-priority-mac | priority-ports-mac }
godoobooooooooooooooooooooo

ports-priority-mac
Active DO OO - Priority OO0 MACOOODOOOOOOODOODO

priority-ports-mac
Priority - Active 0000 00 MACOODOOOOOOOODOOO
1. 000oooooooooon
oooooogo
2. 000000
ports-priority-mac 0 0 O priority-ports-mac

ygodooooooogg

O0000000000000000 MACOOOOOOODOO ports-priorityymac0 000000
goobogoooboo
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gooooooogo

gboobooooobooboboobooogon

ggodgguo
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goobogoooboo
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virtual-mac-learning-interval

virtual-mac-learning-interval

ooos3spooooooooooooooooO MACOOOOOOOOOOOOOOOOOOOOOOO
O0oO0O0OO0O00OVer11.9TOOOOO0OOO0OOO0OOOOO

goobognd

goooooog
virtual-mac-learning-interval <seconds>

goood
no virtual-mac-learning-interval

goooooo
(config-gsrp)

goobogoo

<seconds>
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doddoooooooad
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goboooboobod
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1. 0000000000000 000000000 MACOUOOOO0OO0O000000O00O0O0 VLAN
gdoooOoOoOoOoOoOoOoOOOOOOOOOO VIANDODOODDOODOOODOODOODDODODDODOODDOODDO
gbooboooooooboobobo

goobogoooo

layer3-redundancy
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vlan-group disable

vlan-group disable

VLANOOOODOODO GSRPOOOOOOOOOO

ggodgguo

goooao
vlan-group <vlan group id> disable

goooo
no vlan-group <vlan group id> disable

oo0oooOon
(config-gsrp)

goodoogo

<vlan group id>
GSRPOOOOO VLANOOOO IDODOOOOOO
1. Joooobooobobooon
gooooono
2. 000000
10 128

gbooooobooogoo

O VLANOOOOOOOO GSRPOOOOOOOO
ggoooooo

gboooooooobo

gobogoboobod
gboooooobobobooobooobogn
goobogo
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ggoooooo
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vlan-group priority

vlan-group priority

GSRPOOOOO VLANOOOOOOOOOOOOOOO

goodgdao

oooooooo
vlan-group <vlan group id> priority <priority>

ogoooad
no vlan-group <vlan group id> priority

oo0oooOon
(config-gsrp)

gogododogo

<vlan group id>
GSRPOOOODO VLANOOOO IDODOOOOOO
1. dooooboooobogon
gooooon
2. 000000
10 128

priority <priority>

O VLANOOOUOOOOO0oooooooooooooooooooooooogao

1. 0oooooooooooo
gbobooog

2. 000000
00 255

gooboooboobooon

VLANOOOOOOOOO 100000000
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vlan-group vlan

vlan-group vlan

GSRPOOOOCO VLANOOOOOOOOO VLANOOOOOOO

ggodgguo

goooao
vlan-group <vlan group id> vlan <vlan id list>

goooo
vlan-group <vlan group id> vlan { <vlan id list> | add <vlan id list> | remove <vlan id list> }

ooooo
no vlan-group <vlan group id> vlan

oo0oooOon
(config-gsrp)

goodoogo

<vlan group id>
GSRPOOOOO VLANOOOO IDODOOOOOO
1. Jooooboobobooon
ggooooo
2. 000000
10 128

vlan <vlan id list>
VLANOOOOODOODOO VLANO VLANIDOOOOOOOVLANIDOOOODOOOOoOOooOo
gooooood
1. 00ogoodoooooood
goodoooad
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<vlanidlist>0000000000000O000O0O00OO0DOO0O0OOO0OODODOOOOOODODOOO

gbobooba

add <vlan id list>
00000 VLANOOOO VLANOOOOOOO
1. J0doodooogooood
goooood
2. 00o0ooao
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gbobooo

remove <vlan id list>
00000 VLCANOOOOO VLANOOOOOOOd
1. J0dododgogooogod
goodooood
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gboboooo
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vlan-group vlan
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goboooboobod
gbobooooboobobobooboooon
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VRRP

track check-reply-interface

track check-status-interval

track check-trial-times

track failure-detection-interval

track failure-detection-times

track interface

track ip route

track recovery-detection-interval

track recovery-detection-times

vrrp accept

vrrp authentication

vrrp follow

vrrp ietf-ipv6-spec-07-mode

vrrp ietf-unified-spec-02-mode

vrrp ip

vITp ipv6

vrrp name

vrrp preempt

vrrp preempt delay

vrrp priority

vrrp timers advertise

vrrp timers non-preempt-swap

vrrp track

vrrp-vian
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track check-reply-interface

track check-reply-interface

VRRPOOOOOO Reply 0 O0OOOOOOOOOO Request OO DOODOODOOOODOODOODOOO
gbooboooooooboobobo

goobogo

googo
track <track number> check-reply-interface

googo
no track <track number> check-reply-interface

goodoogo

(config)
ooooooo

<track number>
0000000 trackOOOOOOOOO
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gboboobo
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ygodooooooogg
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goobogoooboo
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ggodgguo
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ip address
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track ip route
vrrp ip

vrrp track
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track check-status-interval

track check-status-interval

VRRPOOOOOOOOOOOOOODOOO

goodgdao

gooooooo
track <track number> check-status-interval <seconds>

oooaono
no track <track number> check-status-interval

oogogoooo
(config)
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gooooogno
interface vlan

ip address
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track check-status-interval
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track interface
track ip route
vIrp ip

vrrp track



track check-trial-times

track check-trial-times

O0o0o0o0o0oOoOoOoOoOopOopoOoOoOoDoOOoO VRRPOOOOOOOOOOOoOoooOoO

goodgdao

gooooooo
track <track number> check-trial-times <count>

oooaono
no track <track number> check-trial-times

goobogoo

(config)
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<track number>
0000000 trackOOOOOCOOODO
1. 00ooooooooooo
ogoooooo
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<count>
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00000 track 00 Otrack interface 00000 iprouting 0000000000000
1. 00oooooooooog
goooooo
2. 000040ad
10 10
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gd

gooooogno
interface vlan
ip address

track interface
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track check-trial-times

track ip route
vIrp ip

vrrp track
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track failure-detection-interval

track failure-detection-interval

VRRPOOOOOOOOOOOOOO VRRPOOOOOOOOOOOOOOOO

goodgdao

gooooooo
track <track number> failure-detection-interval <seconds>

oooaono
no track <track number> failure-detection-interval

goobogoo

(config)
goooood

<track number>
0000000 trackOOOOOCOOODO
1. 00ooooooooooo
ogoooooo
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<seconds>
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ip address
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track ip route
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track failure-detection-interval

vrrp ip

vrrp track
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track failure-detection-times

track failure-detection-times

VRRPOOOOOOOOOOOOOO VRRPOOOOOOOOOOOOOOOO

goodgdao

gooooooo
track <track number> failure-detection-times <count>

oooaono
no track <track number> failure-detection-times

goobogoo

(config)
goooood

<track number>
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1. 00ooooooooooo
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ip address
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track failure-detection-times

track ip route
vIrp ip

vrrp track
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track interface

track interface

O0oo000o0oOoOoOoOoOoOoOopoOoDoOoOoOoOoODoOoOoOOVLANDDDODDODDODOODOODOOVRRPOO
gbobobooooboobooboboboooooooobooobobob

goobognd

goood
track <track number> interface { vlan <vlan id> { line-protocol | ip routing } | <interface type>
<interface number> line-protocol }

ooooo
track <track number> interface { vlan <vlan id> | <interface type> <interface number> }
line-protocol
track <track number> interface vlan <vlan id> ip-routing

oooogd
no track <track number> interface

goobogoo

(config)
goooooo

<track number>
0000000 trackOOOOOOOODO
1. 00ooooooooooo
gooooog
2. 000040ad
10 255

vlan <vlan id>
0000000 VLANO VLANIDOOOOOOooooo
1. 000o0o0oooooooo
gooooog
2. 000000
<vlanid>0 0 interfacevlan 0 00000000 VLANIDOOOOOOO

{ line-protocol | ip routing }

line-protocol
ggoooooooooooobbob

ip routing
VRRPOOOOODOOOODOO

1. 000o0ooooooooo
goooood

2. 000000
line-protocol 0 O O 1ip routing

<interface type> <interface number>
pgoooooodddooooooogooo
1. 00o0o0oooooooooo
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track interface

gbobobdo

2. 000000
<interface type> <interface number>0 00000000000

O gigabitethernet <nif no.>/<port no.>

O tengigabitethernet <nif no.>/<port no.>
O<nifno.>/<portno.>0 0000000000000 0OD00ODOOOOOOODOOOOOOOO

oo
O port-channel <channel group number>
O <channel groupnumber>0 00000000000 00000000 OOODOOOOOODOO

goao
ygodooooooogg

oo

ggoooooo
oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 00000 trackO0ODOOOODOO 255000

2. 0000000 VLANOODOOODDOO IPODDO0ODODOOOOODOOODOOODO

3. track 0 iprouting 0000000 lineprotocol 1 OO OOODOOODOODOODOODOOOOODOODO
0000000000000 0D000Olneprotocol 0000000 iprouting0O0000O0OODOONO

goddddoooooooooooooooobb
4. iprouting 00000000000 DOOtrackiprouted1 0000 VRRPOOOOOOOOOOOOO

gboboooooobooboboboooooooobobobobooboooboon

goooooon
ip address
track ip route
vrrp ip

vrrp track
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track ip route

track ip route

VRRPOOOOOOOOOOO VRRPOODOODOODOODODODODOO

goodgdao

oooooooo
track <track number> ip route {<ip address> | <ipv6 address>} reachability

ogoooad
no track <track number> ip route [{<ip address> | <ipv6 address>} reachability]

goobogoo

(config)
goooood

<track number>
0000000 trackOOOOOCOOODO
1. 00ooooooooooo
ogoooooo
2. 000040ad
10 255

{<ip address> | <ipv6 address>} reachability
VRRPOOOOODODODOOOO IPv40OOOD0DOOO IPveODODODOODOOODODOODOOODDOOO
00 track O Otrack interface 0000 iprouting 000000000000 ODOOOOOOO IP
oo bobobobbbbobbbobbo
1. 000o0o0oooooooo
goooooo
2. 000000
IPv4a0 000000 reachabilityD 000 IPv6 0O 0O OO O O reachablilty

doddoooooooad

oo

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 000000000000 track interface 00000 iprouting0 0000 track OO0 OO0ODOODO
aad

2. VRRPOOOOOOO IPOOOOOOtrackinterface 000000000 VLANO IPOOODOOO
ddddoooooooooooooon

3. VRRPOOODOOOOOOODODODODODODOOOOOODOODOODODODODOODODOOoooooog
JgoooooooooooboboD
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track ip route

goooooon
ip address
track interface
vIrp ip

vrrp track
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track recovery-detection-interval

track recovery-detection-interval

VRRPOOOOOOOOOOOOOO VRRPOOOOOOOOOOOOOOOO

goodgdao

oooooooo
track <track number> recovery-detection-interval <seconds>

ogoooad
no track <track number> recovery-detection-interval [<seconds>]

goobogoo

(config)
goooood

<track number>
0000000 trackOOOOOCOOODO
1. 00ooooooooooo
ogoooooo
2. 000040ad
10 255

<seconds>
00000000 VRRPOOODOOODODOODOOODDOODODOODOOODOODOO track O
OO track interface 00000 iprouting0 000000000000 OOOO0O
1. 00oooooooooog
goooooo
2. 000040ad
10 255

gooboooboobooon

O0o0o0ooOooo vVRRPOOOOOOOOOO 2000000
gogoooogo
oo

goboooboobod

gbobooooboobobobooboooon

gooooo
1. 000000000000 track interface 00000 iprouting0 0000 track OO OO0 ODOODO
gd

gooooogno
ip address
track interface

track ip route
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track recovery-detection-interval

vrrp ip

vrrp track
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track recovery-detection-times

track recovery-detection-times

VRRPOOOOOOOOOOOOOO VRRPOOOOOOOOOOOOOOOO

goodgdao

oooooooo
track <track number> recovery-detection-times <count>

ogoooad
no track <track number> recovery-detection-times

goobogoo

(config)
goooood

<track number>
0000000 trackOOOOOCOOODO
1. 00ooooooooooo
ogoooooo
2. 000040ad
10 255

<count>
00000000 VRRPOOODOOODDODOODOOODODOODOOOcheck-trial-times0 00000
0000000000000 00000000 track 00O O track interface 0 0 0O O O ip routing O
dddooooooooooooo
1. 000o0o0o0oooooooo
goooooo
2. 000000
10 10

doddoooooooad

0000O0O0o0DO VRRPOOODOOOOODOD s0OODODOO
gogoooogo
oo

goboooboobod

gbobooooboobobobooboooon

gooooa
1. 000000000000 track interface 00000 iprouting0 0000 track OO0 OO0ODOODO
aad

goooooon
ip address

track interface
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track recovery-detection-times

track ip route
vIrp ip

vrrp track
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vrrp accept

vrrp accept

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gooooo0obOOo0o0oboOooOoOoDooOoOooooOo IpPOODOOODOOOODOO

goobognd

goood
vrrp <vrid> accept

goood
no vrrp <vrid> accept

goooood
(config-if)

goobogoo

<vrid>
goooooIbpooooooo
1. 0000obooooooooo
gboooooog
2. 000000
10 255

doddoooooooad

gbobobooooobooboono

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. JpO000O00OOOOOOOOOOOOOOOOOOOODOODOODOODOODOODOODOOOODOOOO
2. 0000000 IPODOOODOOIPOOOOOOODOOODOOOOODOOODOOOODDOO

oo
3. J000000O0OO0Oo0oOoUoooooo VRRPOOO IPOOOOOOCOOIPODODODOODOOOOO

oooooooooooIPO0O0O0OO0OOODOODODOOO
oooIpPO0ODOO0DOOOOIPODOODOODO IPOODOOOOOOODOODOODOODOOOOOOO
0o0oOO00d0O0odooOOo0boooooIPO0OD0DOOODOODODOODOO

4. Ipv6 00 0000OD0DOOO0DOOODDOOIPODODOODOODOOODOOODOOOIPv6eOOOODO
do0d0oooO0oo0ooo0ooooooooDoobooooooo Uup/bOWNOODOODODOO
activate/inactivate0 J 0 0000000

gogoooogo

oo
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vrrp authentication

vrrp authentication

OO0O0O0O0OO0 ADVERTISEMENTOOOOO0O0O00000000000000000O

ggodgguo

doodooooad
vrrp <vrid> authentication <text>

goooo
no vrrp <vrid> authentication

ooooooo
(config-if)

goodoogo

<vrid>
OO00ooOoIboooOoOooo
1. 000o0ooooooooo
ooooooo
2. 000000
10 255

<text>

ADVERTISEMENTOOOO0OO0OO0OO0OOOOOOODOOODOOSIMPLE TEXT PASSWORDOO OO OO

ogd

1. dooooboobobooon
gooooono

2. 000000
sguobuooboooobooboboooTmuoobbooboobbooboobLboobOoOoo
ggboooboobooboboobuoobooobuoobbooboobbooboobboOo”
gobooooboobooboboob ,ob0bboboooboUbU0oDegobooob oo
gooooooo

gbooooobooogoo
O0C0OOCOOCOOOOCOOADVERTISEMENTOOOOOOOOOOOOO

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. vrrp ietf-ipv6-spec-07-mode O O O O O vrrp ietf-unified-spec-02-mode OO0 00 D000 OOOOOOO
goooooooo
2. verpfollow 000000000000 OOOOODOODOODO
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vrrp authentication

gogoooogo

oo
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vrrp follow

vrrp follow

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
O000C0C0000O0O00DOCOOO0OOOPREEMPTOODOOOOVRRPOODOODOOODO
ADVERTISEMENTOOOOOOOOOOODODOOODODODOODODODOODOOOODODODOODODOOD

goobogo

goobooobogod
vrrp <vrid> follow <string>

googo
no vrrp <vrid> follow

goooood
(config-if)

goobogooo

<vrid>
oO0O0ooOIbOOoOoO0OOO

1. 0000o0oooooobooobo
gbobobao

2. 000000
10 255

<string>

Jodddooooooooooooooo

1. 00o0o0o0ooooooaoad
goooooad

2. 000000
o' oobobbboboobobobo
goddddddoooooooooooooooooooboobobobobooboobooooooaro
goddddodooooooooo ,oooobooboooboboOboObOo0Oe000o0oo0oooa
goooooog

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. 00o00o0oooooobooboboboooboooboobob0oboboooon
2. 0booooobooboboboboobooooooboobobobobobobobooboobobOoboboon
gboboboobooobooboobobobobooooooboobobob
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vrrp follow

goooooon
vrrp name

vrrp-vlan
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vrrp ietf-ipv6-spec-07-mode

vrrp ietf-ipv6-spec-07-mode

IPv6 0000000 draft-ietf-vrrp-ipv6-spec-07 0 000000000000 OOOO

ooopooOoOoIpve00DOOOO0ODOOOOOOOODOOODOOOO

goobogo

googo
vrrp <vrid> ietf-ipv6-spec-07-mode

googo
no vrrp <vrid> ietf-ipv6-spec-07-mode

goooood
(config-if)

goobogooo
<vrid>
OO0O0ooOIbOOOoO0OD0OO

1. 0000o0oooooobooobo
gbobobao

2. 000000
10 255

godoodoooooon
IPv6 000 000 O O vrrp ietf-unified-spec-02-mode 0 0 0 0 0 0 O O draft-ietf-vrrp-unified-spec-02
0000000000 draft-ietf-vrrp-ipv6-spec-02 000000000000

goooooon

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 0000000000 O0OOADVERTISEMENTOOOOOOOOOOOOOOOOOOOVRRPO
0000000000000 bO0doOdVRRPODODOODODODOODODOODODOODOODDOODO
goooooooooogod

2. VRRPOOOOOOODOOOOOODOOODODODODODODODODOOODOOODOODOooDOooDOoooooo
OJO0O00OOOVRRPOOODOODOODODOODOOODOODDODOODODOODODOODOOODDOOOO
oooo

3. 00O VRRPOOODOODOODODODOOOOODOOODODODOODOODOO

4, 0000000 Ovrrp timers advertise 10000 400000000000 ADVERTISEMENT O
goododdodoooooooi1ooooooo

ggoooooo

ipv6 address

498



vrrp ietf-ipv6-spec-07-mode

vrrp ipv6
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vrrp ietf-unified-spec-02-mode

vrrp ietf-unified-spec-02-mode

0000000 draft-ietf-vrrp-unified-spec-02 O 0 0D 000000000 OOODO0O

ggodgguo

goooao
vrrp <vrid> ietf-unified-spec-02-mode

goooo
no vrrp <vrid> ietf-unified-spec-02-mode

ooooooo
(config-if)

goodoogo

<vrid>
OO00ooOoIboooOoOooo
1. 000o0ooooooooo
ooooooo
2. 000000
10 255

gbooooobooogoo

IPv4a00000000ORFC37680 00000000000

IPv6 000000 OO vrrp ietf-ipv6-spec-07-mode 0 0 00 00 0 O draft-ietf-vrrp-ipv6-spec-07 0 O O
0000000 draft-ietf-vrrp-ipv6-spec-020 00000000000

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 0000000000 O0OOADVERTISEMENTOOOOOOOOOOOOOOOOOOOVRRPO
0000000000000 bO0doOdVRRPODODOODODODOODODOODODOODOODDOODO
goooooooooogod

2. VRRPOOOOOOODOOOOOODOOODODODODODODODODOOODOOODOODOooDOooDOoooooo
OJO0O00OOOVRRPOOODOODOODODOODOOODOODDODOODODOODODOODOOODDOOOO
oooo

3. 00O VRRPOOODOODOODODODOOOOODOOODODODOODOODOO

4, 0000000 Ovrrp timers advertise 10000 400000000000 ADVERTISEMENT O
goododdodoooooooi1ooooooo

5. virpfollow 00000000 0OO0O0OOOOOOODOODOODO
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vrrp ietf-unified-spec-02-mode

gogoooogo

vrrp ietf-ipv6-spec-07-mode
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vrrp ip

vITp Ip

goooooIpva000OOOOOOODOOO

ggodgguo

doodooooad
vrrp <vrid> ip <ip address>

goooo
no vrrp <vrid> ip

goooooo
(config-if)
goooood
<vrid>
OO00ooOoIboooOoOooo
1. Joooobooboboon
gooooono

2. 000000
10 255

<ip address>
dooOodoIPOdOO0OODODOODOO
1. 00ooooooooogod
goooood
2. 000000
IPpv4a0 OO0

gbooooobooogoo

oo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. J00o0o0oOoo0oDbo0oobooooooOoIpva00DOOOD IPV6OOODODOOODOOOODODO 255
gobooooobooobo0oooooooobobooooooooboooboboOoOoDb 409500000
gboboboooooboooon

2. 000000O0O00DOOOIPODOOOODOOOODOCOOODOODOOODOOODOOO

3. verpfollowD000O0O0OO0O0OOO0OOOOOOOOOODOODOODOOOODODODDOO

goobogoooboo

ip address
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vrrp ipvé

vIrp ipv6

ooooooIpveO0OOOOODOOOOOO

goodgdao

oooooooo
vrrp <vrid> ipv6 <ipv6 address>

ogoooad
no vrrp <vrid> ipv6

goooooo
(config-if)
goooood
<vrid>
oO00oooo IbOooooooo
1. Joooooboobooboon
gooooon

2. 000000
10 255

<ipv6 address>
IPbv6 00000 OODO0DOOO
1. 00oooooooooog
gooooog
2. 000040ad
IPv6e 0O OO

gooboooboobooon

ao

goobogoooo

ao

gooooooogo
gbobooooobooboobobobooon

goobognd

1. O000OO00OoOooOooDoOoobooIpva0O0ODOOO IPV6OOOODODOOODOOODO 255
goobooooooooobbooobooooobbo0ooobo0oooooooDbboOoo 409500000
gbooooooboobobaonb

2. 000000C00DOOOIPv6e0O000ODOOODOOODODOOOODDOOODOOOOO

gogoooogo

ipv6 address
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vIrp name

VITPp name

gboboooooboobobon

ggodgguo

goooao
vrrp <vrid> name <string>

goooo
no vrrp <vrid> name

goooooo
(config-if)
goooood
<vrid>
OO00ooOoIboo0oOoOooo
1. dooooboobobooon
gooooono

2. 000000
10 255

<string>

goobooboooboobooboboon

1. Jooooboobobooo
ggooooo

2. 000000
LBo0ooboooooboobooooboo"booboooboobooboboobboooboo
ggbooobooboobobooboobooobuoobbooboobbooboobboOo"™
gogoogoboobooboboob ,obbooboobboobbobegobooobOoo
gooooooo

ooboooooooooo
oo
goobogoooboo
oo
gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 0ob00ooooooobooboboboooooboobobobooobooooooboobOobobooboon
gooooo0obOoOoOoooOooOoOooDooOo IpOD0OCOO0ODOOOODOOOODOO

goobogoooboo

vrrp follow
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vrrp preempt

vrrp preempt

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooooooboobobobooboobooobooooboboDbo

goobognd

goood
no vrrp <vrid> preempt

ooooo
vrrp <vrid> preempt

goooood
(config-if)

goobogoo

<vrid>
goooooIbpooooooo
1. 0000obooooooooo
gboooooog
2. 000000
10 255

doddoooooooad
gboboboobooogooo

gogoooogo
oo

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. swapvrrp OO O0OO00O00O0O0O0O0O0OO0OCODOODOODOODOOOOOOODOOOOOOOOOOO
gooo

2. 0000000000000 0O00DbOO0DbOO0ObOOO0OO0ODOObOODbOO0bOObOOOOObOODOODbODbO
goooo
3. veirpfollow OO DOODOODOOOOOOOOOOOOOOOOO

gogoooogo

oo
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vrrp preempt delay

vrrp preempt delay

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooooooooobo

goobogo

gdoodoood
vrrp <vrid> preempt delay <seconds>

googo
no vrrp <vrid> preempt delay

goooood
(config-if)

goobogooo

<vrid>
goooooIboooooOO

1. 0000o0oooooobooobo
gboboobo

2. 000000
10 255

<seconds>
Jdddooooooooooooooobbb
1. 00o0oooooooood
goooooad
2. 000000
10 65535

gbooooobooogoo

gboboooooboobouobooboboboboboboobobobo
ggoooooo
oo

gobogoboobod

gboobooooobooboboobooogon

goobogo

1. virpfollow 00 0000000000000 O0O0O0O0OOOO

goobogoooboo

oo
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vIrp priority

vrrp priority

gbobobooooobobonbo

goodgdao

oooooooo
vrrp <vrid> priority <priority>

ogoooad
no vrrp <vrid> priority

oogogoooo
(config-if)

gogododogo

<vrid>
OO00oooo IbOoooOoooo
1. J00o000oboooooo
ooooooo
2. 0000OoOoo
10 255

<priority>

go00o0oO0oO0O0oO0OoO0OOOOOOVLANODOODOODO IPOOOOOOOOOOO IPOOOOOO
ooooOoIpPO000000000000MOO0000O0O00OO0OOOOODOODOODO 255000000

goog

1. 0000booooooooo
gbooooo

2. 000000

woooooob 24000000

doddoooooooad

VLANOOOOOO IPOODOODOODOOOOO IPOOOOOOOOOOOIPOOOOOOOOOO

oMmoooooboobooo 200000

IpO0O0OOOOOOOOOOOOOOOOOOOOOO 10000000

gogoooogo

oo

gooooooogo

gbobooooobooboobobobooon

goobognd

1. virpfollow 00 0000000000000 O0OO0OOOOO

goobogoooo

ao
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vrrp timers advertise

vrrp timers advertise

OO0O0O0O0O0 ADVERTISEMENTOOOOOOO0O0O0O0O0O0O0OO

ggodgguo

doodooooad
vrrp <vrid> timers advertise <seconds>
vrrp <vrid> timers advertise msec <milli seconds>

googo
no vrrp <vrid> timers advertise

goooood
(config-if)

goobogooo

<vrid>
goooooIboooooOO

1. 0000o0oooooobooobo
gboboobo

2. 000000
10 255

<seconds>
ADVERTISEMENT OO OOOOODOODOOOOOOOOO
1. 0o0ooooooooood
goooooad
2. 000000
10 255

msec <milli seconds>
ADVERTISEMENT OO OOODODOOOOOOODO 1000000000000O00
1. 00o0oooooooood
goodoood
2. 000000
2500 409500000 10000

gbooooobooogoo

ADVERTISEMENTOOOOOOOO0O0O0 1000000
goobogoooboo
oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. vrrp ietf-ipv6-spec-07-mode 0 0 O O O vrrp ietf-unified-spec-02-mode 0 00 0 0 0 0 0 msec OO
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vrrp timers advertise

gjddoooooooooouo40obbbbbbbbbbbbobb0b00000000OU0UUO01bbDbOo
good

2. msec 000000 0O vrrp ietf-ipv6-spec-07-mode 0 0 0 0 0 O O vrrp ietf-unified-spec-02-mode O O
dddddoooooooooooooooo
msec0 00000000 ODO vrrp ietf-ipv6-spec-07-mode 0 0 O 0 00O vrrp
ietf-unified-spec-02-mode O 0 O 0O O00O00O0OOO0OOO0OODODOOOOO 100000000

3. verpfollow D 0000000 D0DODODOOOOOOODOOOO

4 0000000000 VLANDODODOOOOOOODOOOOOmsecOOOOOOODOOOOOOO
oo ooobobbbbobbbbbbbobobobbo0oooUugoa
oo ooooboobobbbbobbbbbbbboboboo0oooouog
ggo

gogoooogo

oo
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vrrp timers non-preempt-swap

vrrp timers non-preempt-swap

gbobooooobobobobooooboobobobobooobooboobobob

ggodgguo

doodooooad
vrrp <vrid> timers non-preempt-swap <seconds>

goooo
no vrrp <vrid> timers non-preempt-swap

ooooooo
(config-if)

goodoogo

<vrid>
OO00ooOoIboo0oOoOooo
1. 0000o0ooooooooo
ooooooo
2. 000000
10 255

<seconds>
dddddooooooooooooooooobooboobooboboboboboboboo0oo0oooooa
1. 0o0o0oooooooood
goooood
2. 000000
10 65535

gbooooobooogoo

vbobooooobobobobooobooobooboobobobobooobobbbOOobOObLObODbO
oo

oooogooo
oo
gobogoboobod

gboobooooobooboboobooogon

goobogo

1. virpfollow 00 0000000000000 O0O0O0O0OOOO

goobogoooboo

vrrp preempt
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vrrp track

vrrp track

gbobobooooboobooboboboooo

goodgdao

oooooooo
vrrp <vrid> track <track number> [{ priority | decrement } <priority>]

ogoooad
no vrrp <vrid> track <track number>

oogogoooo
(config-if)

gogododogo

<vrid>
OO00oooo IbOoooOoooo
1. J00o000oboooooo
ooooooo
2. 0000OoOoo
10 255

<track number>
000000000000 000000000 trackOOOOOOOOO

{priority | decrement} <priority>

dddddoooooooooooooooooooobooooboooboboobooobooooo

priority <priority>
Jdddddoooooooooooooboboboobobobobobod 2400000 OOODOO
000000000000 Ovrrppriority 0000000000000 OOOOOOODOODOO
oo obobobbbbbbbbobbobbbbodddgUgUuUg oo
do0bOd0ooOO0odpooOoOobooIpOO0O0ODOOODOODODODODODOODOOODOODOO
J000o00D0O0ODO0OOprority 0000 track D0 O0O0ODOOODOOODDOOODOOO
ggod

decrement <priority>
pgobobbddddddoooouoooobD o b bbbbbb 10 20000
0000000 00Odecrement 00000 track OO0 0OO0OO00OO0OO0OOOOODOODOO

1. 00o0o0oooooooooao
decrement D000 2550000000

2. 000000
priority <priority>0 0000000000 00 2540

decrement <priority>0 0000000000000 OCO0ODO 10 2550

doddoooooooad

oo
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vrrp track

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 000000 priority00000000O00O0O0O0O0O0OODOO0OO00OD0OO0OO trackOO0O0O0O0O0O0OOO
gioood

2. 000000 priority D0 0D0OOO00O0OOOO0DCOODOOOO trackODOOODOOOO
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ethernet cfm domain

goOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOMAOOOOO configretheretmOOOODO
gooon

goobogo

googo
ethernet cfm domain level <level> [direction-up]

ooooo
no ethernet ¢fm domain level <level>

goodoogo

(config)
ooooooo

level <level>
Jdooooooooooo
1. 000o0o0ooooooaoaad
goooooad
2. 000000
oo 7

direction-up
ethernetcfmmep OO0 OO0 0D uwp O down OO DO DOODOODOO0OOOOODOODOODOOOOOOO
OO0UpMEPOOODOODOO
1. 000o0o0ooooooaoaad
Down MEPO O OODODOO

2. 000000
ao

ygodooooooogg

oo

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo
1. boboooooooboboboboooobooobooboobobobooboboobooboobOobOoDbo

e ethernet cfm cc enable
¢ ethernet ¢fm mep

¢ ethernet cfm mip
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ethernet cfm domain

goooooon
domain name
ethernet cfm cc enable
ma name

ma vlan-group
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ethernet cfm enablel globalll

ethernet cfm enablel] globall]

crMOOooooono

ggodgguo

ooooo
ethernet cfm enable

ooooo
no ethernet cfm enable

goobogooo

(config)

goodoogo

oo
gbooooobooogoo
gooccrMUO0dOoooooooooooocFrMOOonoonooog
goobogoooboo
oo
gooooooogo
gboobooooobooboboobooogon
ggodgguo

oo

goobogoooboo

oo
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ethernet cfm enableO interfacell

ethernet cfm enablel] interfacel]

no ethernetcfmenable D 0000 0000000000000 DOOODOOOCKFMPDUDOOODOOO
gooooooo

goobognd

ooooo
no ethernet cfm enable

oooaoo
ethernet cfm enable

goooood
(config-if)

goobogoo

ao

gooboooboobooon

crMPDUOOOOOOOO

gogoooogo
oo

gooooooogo
gbobooooobooboobobobooon

goobognd

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gooon

gogoooogo

oo
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ethernet cfm mep

ethernet cfm mep

CFMOOOOO MEPOOOOOOO

ggodgguo

ooooao
ethernet cfm mep level <level> ma <no.> mep-id <mepid> [{down | up}]

goooo
no ethernet cfm mep level <level> ma <no.> mep-id <mepid>

ooooooo
(config-if)

goodoogo

level <level>
ethernet cfkm domain 00 0000000000000 OCOOOOOOOO
1. 00o0oooooooogod
goooooad
2. 000000
oo 7

ma <no.>
maname 0000000 mavlan-group 0000000000 MAOOOOODOOOODOO
1. 00o00oooooobobo
obooboobo
2. 000000
00 65535

mep-id <mepid>

MEPIDOOODOOO

1. 00o0o0o0ooooooaod
goodoood

2. 000000
10 8191

3. ooooooooooon
MAOOOOOOOOOODOODOOOOOO

{down | up}
O0o0oo0ooooooooo

down
MEPOODODOOOOOOOOOO DownMEPOOODODODOO

up
MEPOOOODOOODOOODDOOOODOOOODDOOODOO UpMEPOOODOOOO

1. 000oooooooooo
ethernet cfm domain 0 00 0 0 direction-up 0000000000 OUpMEPOOODOOOOO
000000000 OdDown MEPOOODODOO

2. 000000
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ethernet cfm mep

down OO0 up

gooboooboobooon

ao

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goobognd

1. 0000000000 Jethernetcfmmipd00000000000DOOOOethernet cfm mipJ 00
Jdjdddooooooooooooooo

2. 00000000000 ooooooooboobobooboboObOoObOobOobObObo0ooo0o0ooaa
dddddooooooooooooooooooboboobobobobobooboboboboboo0ooooooa
dddddooooooooooooooooooboboobobobobobooboboboboboo0ooooooa
googo

gogoooogo

ethernet cfm mip
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ethernet cfm mip

ethernet cfm mip

CPMOOOOOMIPOOOOOOO

ggodgguo

goooao
ethernet cfm mip level <level>

goooo
no ethernet cfm mip level <level>

ooooooo
(config-if)

goodoogo

level <level>
ethernet cfkm domain 00 0000000000000 OCOOOOOOOO
1. 00o0oooooooogod
goooooad
2. 000000
oo 7

gbooooobooogoo
oo

ggoooooo
oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 0000000000 dethernetectmmep 00000000000 O0O OO ethernet cfm mep O 00O
gl oogo

2. 000000000000 OOODOOOOOOOOOODOOOO0O000000000000OOoOo
gobodddddddoooooooooooooooooooobooboboboboooboOobOobooOooo

gbobobooobooobooboobobobobooobooooboooboobobobobobooboobooobobo
gboobad

ggoooooo

ethernet ¢fm mep
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Mma name

ma name

oooooooooooMAODODOODOODOOO

goodgdao

oooooooo
ma <no.> name {str <strings> | vlan <vlan id>}

ooooo
no ma <no.> name

goobogoo

(config-ether-cfm)
goooood

<no.>
MAOOOOOOODOOODO
1. 0000o00oboooooo
ooooooo
2. 000000
00 65535

{str <strings> | vlan <vlan id>}

MAOOOOOOOOOO VLANIDOOOOOOO

str <strings>

MAOODOD <strings>00000000000OOCOOO

vlan <vlan id>

MAODOODO <vlanid>00000 VLANIDOOOOOOO

1. 0oooooooooooo
gboobogoog
2. 000000

<strings>0 0045000000000 000Q00OQ0OQO"WOOOOOOOOOOOOOOCOO
gboboboboboooooooboboboboboboooobooboboboboobooooo
gboboobo"wooooboobobobooboooo ,oooboobobobobobooodmgd

gbobobobobooooooo

<vlanid>0O0010 4095000000000

3. dboboobooboooooog

Odomainname OO0 000 Onopresent 00 000000000000 O0ODDO <strings>0 44
0000000000000 0044 0000000000 CCMOO Short MANameO O OO

gboboobooooo

O000OC0OD0OQ0O0OQ0O0O0D0OD <strings>000 <vlanid>00000000O0O

doddoooooooad

MAOOOOOOmavlan-group 00000 <no>0000000

gogoooogo

oo
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ma name

gooooooogo

gboobooooobooboboobooogon

goobogo

oo

goobogoooboo

ethernet ¢fm domain
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ma vian-group

ma vlan-group

O0o0o0oO0o0oOo0ooOMAOOODOO VLANOOOOOOO

goodgdao

oooooooo
ma <no.> vlan-group <vlan id list> [primary-vlan <vlan id>]

googd
no ma <no.> vlan-group

goobogoo

(config-ether-cfm)
goooood

<no.>
MAOOOOOOODOOODO
1. 0000o00oboooooo
ooooooo
2. 000000
00 65535

<vlan id list>
000 MAOOODOO VLANOOODOODO
1. 00oooooooooog
gooooog
2. 000004

<vlanidlist>000000000000000O0OCO0OO0ODOOOO0ODOOOOODOOOODOCOOO

gbobogoog

primary-vlan <vlan id>

OO0 MAO CFMPDUOOUOOOOOOOOOOOOOOO VLANOOOODOOO

1. 0oooooooooooo

vlan-group <vlanid list>0 0000 VLANOOOOOOOOODOO VLANOOOOODO VLAN

gboboooooog
2. 000000
10 4095
3. ubobobooooooog

vlan-group <vlanid list>0 0000 VLANIDOOOOOOOOOO

doddoooooooad

oo
goobogoooo

ao

goboooboobod

gbobooooboobobobooboooon
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ma vlan-group

ggodgguo

oo

goobogoooboo

ethernet ¢fm domain
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SNMP

gouboopobooboonooba

hostname

rmon alarm

rmon collection history

rmon event

snmp-server community

snmp-server contact

snmp-server enginelD local

snmp-server group

snmp-server host

snmp-server informs

snmp-server location

snmp-server traps

snmp-server user

snmp-server view

snmp trap link-status
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hostname

hostname

gboboooooboobobon

ggodgguo

Ooo0oooooao
hostname <name>

ooooo
no hostname

goobogooo

(config)
goooood

<name>

gboboooooobooboboboboooboooobobobobobooboooboooobOobobo
SNMPOOODODOODO SystemO0000 [sysNamel 000 000000000000000OO0O
OOOSNMPO Set00 000000000 SNMPOOOOOODOOOODOOOOODOOOSNMP
0 SetOD00C0O0OC0O0OCOOCOOOOUOOOOUOOOOOOUOOUOOODOOOOOOOOOOOOOO
0000000000 RFC12130 sysName OO OO OO

1. 0ooooooooboobo

gbobobo
2. 000000

eotboOobOobOOobOobOobooooOo"oboobobobobooboooobooboOoboOobo
gboboooooobobobobooooooooobobobooboobooboboboobto
gboboboboboooobobob boboboboboboboobO0obOepDO0bOOobOOOOoO

obobooboob

gbooooobooogoo

gboboooooboobobaobo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. SNMPOOODOOOO named contact location 0 000 00 0O 0O OO O snmp-server community [
0000 SNMPODODODOOODOOOOOOOO

goooooon
snmp-server community

ip domain lookup
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rmon alarm

rmon alarm

RMONORFC17570 000000000000000000O0O0O00OOOO0OO0O 128000000
gooooo

goobognd

goooooog
rmon alarm <number> <variable> <interval> {delta | absolute} rising-threshold <value>

rising-event-index <event no.> falling-threshold <value> falling-event-index <event no.> [owner

string] [ startup_alarm { rising_falling | rising | falling } ]

oooogd
no rmon alarm <number>

goobogoo

(config)
goooodn

<number>
RMONODOOOOOOOOOODODODOODOOOOODOODOODO0DOO0OOOOOO RFC17570
alarmIndex 0000000
1. 00ooooooooooo
ogoooooo
2. 000040ad
10 65535

<variable>

00o00o0ooooMIBOOOODOOOOOOOOOODODODOOOOO RFC17570

alarmVariable 0000000

1. 00oooooooooog
goooooo

2. 0000ga
dodoooMIBOOOOOOOODOODO"OODOODODODODODODOOOOOOOOOOO 630
0000000000000 0o0o0o0oDdDO0bOO000o0oooOoogndoIntegerd
TimeTicksd Counter 0 Gauge 00 00 000000000000 O0ODOOODOODOOOOOOO
Ogoodoooooooo Mmoooooooboobooooboooboobdooooopooooooooo
goodooooooooood

<interval>
000000000000 0000000000000o00o0o0n0 RFC1757 0 alarmInterval O O
gooogo
1. 00o0oooooooooo
goooooo
2. 0000404
10 4294967295

{ delta | absolute }
0000000000000 00delta 0000000000000 OODOOOOOOODOODOOO
O00O0O0ODOabsolute 000000 O0OO0ODOO0OODOOOOOOOODOOOOO RFC17570O
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rmon alarm

alarmSampleType 0000000
1. 00o0oooooooogod
goooooa
2. 000000
delta 0 O O absolute

rising-threshold <value>
0000000000000000D0000 RFC17570 alarmRisingThreshold 00O OO0 O
1. Jooooboobobooo
oggooooo
2. 000000
-2147483648 0 2147483647

rising-event-index <event no.>
dddddooooooooooooooooobooboooobbobobobooooooooa
D000000Oevent 00000000000 DOD0OO0OOOOODOODOODOO RFC17570
alarmRisigEventIndex OO0 OO 000
1. 0o0o0oooooooogod
goooood
2. 000000
<eventno>UUIUOUOUOOUOODODDDDOOOD event000O0OOOODODODODOOOOODODOO
0od10 655350

falling-threshold <value>
O0000000000000000000 RFC17570 alarmFallingThreshold D0 OO0 OO0
1. Joooooboooobooo
goooooo
2. 000000
-2147483648 0 2147483647

falling-event-index <event no.>
gooboobododdddooooooooooooooooooobooboobooboooooDoO
00000000 event 00000000 O0OOODOODOODOODODOOOOOOO RFC17570
alarmFallingEventIndex OO0 OO QOO0
1. Jogdodoogooogd
goooooad
2. 000000
<eventno>UUUUUOU0O0O0O0O0O0O0O0O0O0OOeventd0000000O0O0O0OOOOOOODOO
0od10d 655350

owner <string>
00000000 oo oo ooooooon
0000 RFC17570 alarmOwner DO OO0 O0O0

1. 0000O00ooooboooo
NULL

2. 000000
2400000000D00O0O0O0O0O0O0O"MODODODODODOOOOOODODOODODODOO

gbobooboooooboboboooobooooobobobobooobooboobOobobooo
gbobooboooooboobobob .bobooboobooooobOob0obOepOobOOoOoOoOonog
gbooobooooo
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rmon alarm

startup_alarm { rising_falling | rising | falling }

0000000000 oDdoooDdoD0oo0oo0oooooDdDdsingd0DO0OO00OOCODOOO
0000000000000 0D0D000000o0ooodoDfaling00000O0D0OO0OOCOOOO
0000000000000 0000000000O0Orsing fallingO0O00O0DO0OO00OOOOOO
0000000000000 Do0oo0oo0oooooDOooOooDooon RFC17570
alarmstartUpAlarm OO0 O OO0 0O
1. 000o0o0ooooooooo

rising_falling
2. 00000d

rising( falling 0 O O rising_falling

doddoooooooad

oo

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goobognd

1.

SNMPOOOOOOOOOOOODODOOOOOODOODOODOsnmp-server community 00000
SNMPOOOOOOODOOOOOO

000000000 rising-event-index[] falling-event-index 000 000000000000 OOO
00000000oooo0oooooooooooooo

0000000000 000000D00000D000 SNMPOOOODOO Set000DOOOODO
000000000000 12800000000000000000DODO0DODOOOOODOOOO
0000000000000 000000000000D0DD00000000oDoOo0oDoOOoo0oDO
alarm 0000000000000 OO0ODOOOOO

SNMPOOOOOOO RMON alarmTabled Set 0000000000000 0OOOODOOOODOO

goog
alarm 000000000 00DOCOO0DOOOOiIntervalDO00O0OD0ODO 6000000000O0ODODO

000 alarm 0 MIBOOOOOOODOOOO alarmO00000000000000000OOO
O0000alarmStatus 0 MIBO O invalid4) D0 0000000000000000000O0O
interval 0 600 000000000000000 alarm 000000000000

interval 0 0 00000000000005.0000000alarmStatus 0 valid(1) O O invalid(4) O
000000000 validl) 0000000000000 0interval 0000000000000

goobogoooo

snmp-server host

rmon event
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rmon collection history

rmon collection history

RMONORFC17570 000000000000 OOOOOOOOOOO

ggodgguo

doodooooad
rmon collection history controlEntry <integer> [owner <owner name>] [buckets <bucket number>]

[interval <seconds>]

googo
no rmon collection history controlEntry <integer>

goooood
(config-if)

goobogooo

<integer>
00000000000 DOO0DO00o0ooooooooooonO RFC1757 0 historyControllndex
goooooo
1. 00o0o0o0ooooooaoad
goooood
2. 000000
10 65535

owner <owner name>
godooboooooooooooooooooooooooooooooooooooooooao
0000 RFC1757 O historyControlOwner 0 000000

1. 00000o0oooboobo
ao

2. 000000
240000000000000000O0"MOOO0ODOODOODOOOOOOOOOOODOODODO
gbobooooooboobobobooooooooobobobobboooooboobOobOooT™
gbobooboooboooboobobob boboboboobobobobepO0bObOOOnOo
gbobooboo

buckets <bucket number>
0000000 0o00o0o0o0oooo0oDOoooooooonO RFC17570
historyControlBucketsRequested D 0O 0O 00O O

1. 0000000ooobobo
50

2. 000000
10 65535
OO <bucket number>0 510 655350 000000050 00000000000C0CCOCCO
oo

interval <seconds>
0000000000000 00000000O0ooooooonO RFC17570
historyControllnterval 0 0 0 0 00O O
1. J0doddodoooogd
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rmon collection history

1800
2. 000000

10 3600
doddoooooooad

oo

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goodgdao

1. SNMPOOOOO0ODOO0ODOOO0ODODOOO0ODDOO0OOO0OOOODDOOO snmp-server community
00000 SNMPOOOOOODODOOOOOO

2. 00000000000000DO000O0O00O0ODOO SNMPOODOOOODO SetO0O0OoooogonO
000000000000 20000000000000000D0DD0O0O0ODO0O0ODOO0ODOO

vtboooooobobobobobooooooboobobobobooobooboooboobOoboOobo
history OO O0O000O00O0DOCOODOOOOODOO

3. SNMPOOOOOOO RMON historyControlTable 0 Set 00 DO 00000 O0OODOOOOOOOO
goooogood

4. RMONO history 000000000 ODOODOO interface 0000 O NIF O inactivate 0 0 0O O
0 Oinactivate 0 O etherHistory 000000000000 O OO 0O O OO historyControlStatus O
0 invalid4) 0000000000 Ointerval 000000000000 OO historyControlStatus
O valid(1) 00 invalid) 000000000000 0000000 intervalD00O0O00D0D0OMM

goobogoooo

interface

snmp-server community
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rmon event

rmon event

RMONORFC17570 0000 0000000000000 O0OO0OOOOOOOOO 1e000000OO
gooon

goobogo

gdoodoood
rmon event <event no.> [log] [trap <community>] [description <string>] [owner <string>]

ogoooao
no rmon event <event no.>

goodoogo

(config)
ooooooo

<event no.>
RMONOOOOOOODOODOOODOOOODOOO0ODODDO0ODOOOO0OOOO RFC17570
eventlndex 0000000
1. J0o0Oooboooboono
gboobobo
2. 0000D00ODO
10 65535

log
oo obobobbbbbbbobbobobobbbodddddooooooo
RFC1757 0 eventType 0000000
1. 000o0oooooooaoad
goddddoododgooad
2. 000000
oo

trap <community>
0000000000000 00000000000O0<community>0000000000000O
OO0 SNMPO SNMPOOOOODOODOODOOOOOOOO RFC17570 eventType DO O OO OO
1. 00o0oooooooooad
SNMPOOOOOGOOOO
2. 000000
trap0 000000000000 0O0O0O0O
<community>00 600 000000000000 0000O""D0O0OOODOODOODOODOOOO
oo bobobobbobbobbobbbbbobooboooog
goddddog"wooddddddUUUU , DD bbbobbbbbODb00 .
goddddoooooooooooo

description <string>
gD obobobobbbbbbbbobobooooog
0000 RFC1757 0 eventDescription 0 000000
1. 00o0oododoooooa
aad
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rmon event

2. 000000
ooboobooooooooobobo"obobobooboboooboboboboboon
gbobooboboooooooooboboboboooooobobobooooooooono
gboboooboobooooooooo . boboboboboboobooo00obOepO0bOOobOOooOoOon
gbobooooo

owner <string>

dddddooooooooooooooooooobooobobooboboboboobobooooooa

0000 RFC17570 eventOwner OO0 OO0

1. 00o0oooooooooo
oo

2. 000000
240 0000000000000 ODOO 0000 D0DDODbDbObObObObObObODbObODbOObOODO0On
gL b bbb bbbobobooT
goodoooooododdoooo ,ooooobobooooobOoObOoOboOe00O0o0oo0oooaoa
gooooooad

gooboooboobooon

ao

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goodgdao

1. SNMPOOOOO0OOO0ODOO0OOOOOO0ODOO0OOOOOOO0 SNMPOOOOOO SNMPO
0000000000 snmp-server community 0 000 00O snmp-server host 00 000 SNMP
OO000ooooooooooo

2. SNMPOODOOOO SNMPOOOODOODOOOOOOSsnmp-serverhost 000000000 SNMP
O000ooOoIPO0O0OO0OOO” rmon” ODODOOOODOOOO

3. SNMPOOOODOOOOODOOODOO0ODOOODOOOOODODO0OODOOO0DOOOOOoDOoOOOOn
SNMPOOOOOOODOO

4. 000000000 rising-event-index[ falling-event-index 1 00 0000000000 OOODO0O
000000000000 00000ooo000oDo00o0o00o0oooooDooooDoooooDooDg
ooo

5, 0000000000000 0DOO0DOO0O0OOO SNMPOODODOOODO SetOOO0O0OOOOO
O0000000DOo00 1e0000000DOO00O0OODODO0ODDODO0OODDOOOODOOODOO
O0000o000ooo0o0oo0o0ooo0oooU0ooDoOU0ooooooooDOoooDooooo
event 1000000000000 OODOOOOO

6. SNMPOOOOODODO RMON eventTabled Set 00 000000000 0OOOOODOOOOOONO
gooo

gooooooo
snmp-server host

rmon alarm
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snmp-server community

snmp-server community
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SNMPOOOO0OO0O0O0O0O0O0O0O0OO0OO0O0O0O0OO0O0O0O0000O00000000000000000 50
gooooo

goobogo

gdoodoood
snmp-server community <community> [{ro | rw }] [{<access list number> | <access list name>}] [vrf

<vrfid>]

ogoooao
no snmp-server community <community> [vrf <vrf id>]

goodoogo

(config)
oo0oooOon

<community>
SNMPOOOOOOOOOOOOOOOODOODOODO
1. 00o0o0o0ooooooaoaad
goooood
2. 000000
ecO000ODODODODODOOOO0O0O0O0OOO"M bbbl oooOo o

gbobobooooobooboboboooooooooboobobobooooooboobooT o
gbobobooobooobooboboob boboboboobobobbobepO0bObOOOOn
gbobobob

{ro| rw}
00o00do0oooooodbOOobOooooo IpPOOD0ODODODOOOOO MIBOOODOODOO
O0000000Orod00ODOODOOOGet Requestd GetNext Request 1D OO0 Oryw O OO OO0
O O Get Request[] GetNext Request( Set Request 0 0 00000
1. 00o0o0o0ooooooaoa
ro
2. 000000
ro00O0O rw

{<access list number> | <access list name>}
oo uoooobobbobbobbbbobbbobobooooooooa
{<access list number> | <access listname>} 000 000000000000 0000O00O00O00OO
ooad
100000 ooobob10ddddddoooooao
1. J0doodoooooogd
gododooooooooo
2. 000o0ooag
<access list number>0 000010 99013000 19990 100000000000
<access listname>0 000031 00000000000000O
goodmoobobbobbobbbobbboboooogood

vrf <vrf id>0 OP-NPARO



<vrfid>000000 VRFOOOOOOooooooooo

1. 0obooboooooboooo
gbobooobooboboobooooooooboobobob

2. 000000
<vrfid>0 VRFIDOOOOOOO
gbo,oboboooboooboboobobobooboobooon

doddoooooooad
oo
gogoooogo
oo
goboooboobod
gbobooooboobobobooboooon
goodgdao

ao

gogoooogo

access-list

snmp-server community
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snmp-server contact

snmp-server contact

gboboooooboobobaobo

ggodgguo

gobooogod
snmp-server contact <contact>

gooood
no snmp-server contact

goobogooo

(config)
goooood

<contact>

go0oOOoOOoOoOOOOOOOOOOOOOOOOOOOSNMPOOOOOOO SystemOOOOO

[sysContactl 000 0000000000000 0OO0DOOOOOSNMPO Set0 000000000
OSNMPOOOUOUOOOOOOOOOOOOOOSNMPO Set000000O0OO0OOOOOOOOO
go0o0oO0oO0OO0oOOOO0OOOOOOOOOOOOOODOOOOOOOODOODOO RFC12130

sysContact 10O OO OO

1. 00o0oodoooooogod
goooood

2. 000000

eotboobOobOOobOobOobooooOo"obooboboboboobooooboobOoboOobo
gbobooooooboboboboooooooobobobooboobooboboboobto
gboboboooboooobobob .boboboboboboobOobO0obOepDO0bOOobOOOoOO

oooooooo
gbooooobooogoo
0000 NULLOOOOOOO
goobogoooboo
oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. SNMPOOODOOOO named contact location 0 000 00 00O OO O snmp-server community [
0000 SNMPODODODOODODOOOOOOOO

goobogoooboo

oo
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snmp-server enginelD local

snmp-server enginelD local

SNMPOOOO IDOOOOOO0OOOOO

goodgdao

oooooooo
snmp-server enginelD local <engineid string>

ogoooad
no snmp-server enginelD local

oogogoooo
(config)
goooood

<engineid string>
SNMPOOODO IDOOOOCOODO

gooOoOoOoOooSNMPOOOO IDOOOOOOOOOOOOOO
0104000000000000 0x800000000 0000 OR

Os000oog400
060 32000000 <engineid string> 0 0 0

Oo0O0O00OO00OO0SNMPOOOO IDOOOOOOOO snmpO0O00O0O0OOOOOOOOOOO

> snmp get snmpEngineID.O0
Name: snmpEngineID.O

Value:80 00 FF FF 04 73 6E 6D 70 5F 54 6F 6B 79 6F 31

1. 0000oooooooooo
gboobogooo
2. 000000

2700ooboobobobobooooo"oooooooboobobobobooboboobOonbo
gboboobobooooooooboobobobobooooobooboboboooooooobooong
gboboobobooooooooo ,bobobobobobooobO0obOepDO0bOOobOOoOoOn

obobooooo

gooboooboobooon

O0O00OO0OO0oOoOoSsSNMPOOOO IDOOOOOOOOOOOOOO

010 4000000000000 0x800000000 0000 OR

gsgboooonoizsod

el 90oooooOoOODOO

gio0 130o00bo0booooooooooboobobo

goobogoooo

ao
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gooooooogo

gboobooooobooboboobooogon

goobogo

1. snmp-serveruser 1 00000000000 0OO0ODOO0OOO 500000000 snmp-server
enginelDlocal 0000000000 DOOOOD 20000000000000

goooooon
snmp-server view
snmp-server user
snmp-server group

snmp-server host
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snmp-server group

SNMPOOOOOOOOO0O0O0000000000000000000000snmp-server view OO
000000 SNMPOOOOOOODODOODODOOOOOOODOOOODOOOOOOOOOOOOOOOO
gbobso000obo0obobobobooboon

goobognd

gooooooao
snmp-server group <group name> v3 {noauth | auth | priv} [ read <view name>] [write <view

name>] [notify <view name>]

ooood
no snmp-server group <group name> v3 { noauth | auth | priv}

goobogoo

(config)
goooooo

<group name>
SNMPOOOOOOOOOOOOOOOOOO
1. 00ooooboooooo
ooooooon

2. 000000
2000000000000000DO0O0"MODOO0ODODOOOOOOODOOOODbOO0ODbOObO0OOO0

gboobooboboooooooboobobobobooboobooobooboboboboooobooobooong
gbobooboboboooooooo . bobobobooboboobobepOobOobOooOoOon
gbobooooo

{noauth | auth | priv}
0000000o0ooodoooooDdoooooSNMPOOODOODODOODODOOOOODOOO
000000000000 o0o0oDd00000o0o0oOoO0DODOoooSNMPOODOOO
000000000000 oooOooOdoooooooOo SNMPOOODOOOOOODOO
OnoauthDOOOOOOOOOOO
ODanthOOOOOOOOOOO
OprivD OOODOOOODOOO
1. 00o0o0ooooooooo

goooooo
2. 000ggad
noauthO authO OO0 privO OO0

read <view name>
0000000 ReadO0 000000000 O0OOO PODUOOOO SNMPOOOOOOOOOOOO

<viewname>OOO0OO ReadOJDOOOO SNMPMIBOOODOOOOOOOOOOOMIBOOOO
dooooooooo

O GetRequest-PDU

O GetNextRequest-PDU

O GetBulkRequest-PDU

1. 00o0o0ooooooooo
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ReadOODOOOOOODOOOODOODO

2. 000000
20000000000000000O0"MWOO0OOO0OOOO0ODOODbOODbDODbOOOOODOn
gboboboooooobooboboboooboooooobobobobooooooboooboong
gboboboobooobooboboob boboboboobobobbobepO0bObOobOoOn
gboboboob

write <view name>

0000000 WriteOOOOODODODODOOPDUDOODOO SetRequest-PDUO SNMPO O OOO

O00000O0<viewname>O0O0O0O0O WriteJOO OO SNMPMIBOOOOOOOOOOOO

ooMIBOODOOODOOOODOOOO

1. 000o0ooooooood
Write DO OO0 OO0OO0OO0OOOOOO

2. 000000
200000000000000000"MO0000000000000D0D0oOooOooOooOoOoO
doddddooooooooooooooooooobooooooboooooboooooooano
goddddooooooooooo ,ooboboboooooobobOoobOo0e00o0oooooa
goooooog

notify <view name>

0000000 NetifyOODOODOODODOOODODOOOOOPDUDDOOO SNMPv2-Trap-PDU O

SNMPOODODODOUODOOOOOO<viewname>O O OO0 NotifyOOO OO SNMPMIBO OO

goobOobOoboooMIBOODOODOobDooooooo

1. 00o0ooboooooooo
Notify OO OO OOOOOO0OOO0OOO

2. 000000
200000boobobooboooomuobboobboboboobboooboobLbOoboo
gobodoobooobooboboooboobooobooboooboobooobooboOo™
goobodoboobooobooob ,0ob0obo0oboobboob 000 goboooboo
goboooood

gbooooobooogoo

oo

ggoooooo
oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. snmp-serverview 000000000000 MIBOOOOODOOOODOO Read 00O OO O Write
O0000ONotifyDOODOODOODODOODOOOOOOODOOOODOODODODOOOOOODOOOOd
goooooooooad

ggoooooo
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snmp-server user
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snmp-server host

SNMPOOOOOOOOOOOOOOOOOOSNMPOOOOOOOOOOOOOOOOOOOOOO
5000000000000O

goobogo

gooooooda
snmp-server host <manager address> [vrf <vrfid>] { traps | informs } <string> [version {1 | 2c | 3
{noauth | auth | priv }}] [snmp] [{fospf_state | ospf_state_private }] [{ ospf_error |
ospf_error_private }] [bgp] [vrrp] [rmon] [oadp] [air-fan] [power] [login] [memory] [system-msg]
[standby_system] [temperature] [gsrp] [axrp] [frame_error_snd] [frame_error_rev] [storm-controll
[efmoam] [loop-detection] [cfm] [power-control] [static-route] [policy-base] [track-object]

googo
no snmp-server host <manager address> [vrf <vrf id>]

goodoogo

(config)
ooooooo

<manager address>
SNMPOOOOOO IPOOOOOOODOOOO
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
<manager address>0 [Pv4 00 0000000000000 OOO0OODO <manager address>
OIpv6e00000OO0ODDOOODOOODODOOODO

vrf <vrf id>0 OP-NPARO
vifdefinition 00000 <vrfid>000000 VRFO SNMPOOOOOOOOO
1. 00000o0oooboobo
O00O00O0O0O0OoOoOoo sSNMPOOOOOOOOO
2. 000000
<vrfid>0 VRFIDOOOOOOO
oo, 0boooooobooboboboboooooobogon

{traps | informs}
SNMPOOOOODOOODOODOODOOOOOOODOOODODOOO
e traps 0000000000000 DODOODOOSNMPOOOOOODOOOODODOOO
e informs 000000000000 O0OOO0DOOOOOOSNMPOOOOOODOOOODOOODOOO
SNMPOOOODODOOODOODOO0ODOO0ODOO0OO0O0O00O0O0O0O0O0OOSNMPv2CO00000000O
goooood

1. 000oooooooood
goooooad
2. 00o0ooao
traps 000 informs OO0 OO0 0O000OOOO

<string>
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SNMPv1iO OO SNMPv2COOOOOSNMPOOOOOOOOOOOOOOOOOOOOO

SNMbPv3O OOOOOOOOOOO0OOO0OO0O0O0O0O00OO

1. 00o00obobooooooo
gboooooog

2. 000000
eo0bdboooboooooboobOobOo"™uoboboboobobooboboboboboon
gbobooobobooooooooboboboboooooboobobobooboooobooooono
gboboooboobooooooooo . boboboboboboobooo00obOepO0bOOobOOoOoOon
gbobooooo

version {1 | 2c | 3 { noauth | auth | priv}}
SNMPOOOOOOOOOOOOODODOOOOOODO SNMPv3OOOOOOOOOOOO0OOO0OOO

gbooooooboobd
goOoOoOoOoOoOoOOOOOOOOSNMPOOOOOOOOOOOOOOOOOO

02410000000 SNMPOOOOOOOOOOO

ooooooooo SNMPOOOOOOOO 00oooooooo
version 1 SNMPv1 0
version 2¢ SNMPv2C 0
version 3 noauth SNMPv3 oooooooooo
version 3 auth SNMPv3 oooooooooo
version 3 priv SNMPv3 gooooooooo

goboogoooooo
1. 000o000oDboooooo
version 1
2. 000000
1020000 300000000000
300000000000 noauthJauthO OO O privOODO00O0OO0OODOO

[snmp] [{ospf_state | ospf_state_private }] [{ ospf_error | ospf_error_private }] [bgp] [vrrp] [rmon] [oadp]
[air-fan] [power] [login] [memory] [system-msg] [standby_system] [temperature] [gsrp] [axrp]
[frame_error_snd] [frame_error_rcv] [storm-control] [efmoam] [loop-detection] [cfm] [power-controll
[static-route] [policy-base] [track-object]
0000000000000 b000000000 SNMPOOODOODOOODODODOODOOOODOOO
0000000 SNMPOODOOODOOOODOOO

02420000000 SNMPOOOOO

ooooo SNMP O O

snmp coldStart

warmStart

linkUp

linkDown

authenticationFailure

ospf_state ospfVirtNbrStateChange

ospfNbrStateChange
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SNMP O O

ospfVirtIfStateChange

ospfIfStateChange

ospf_state_private

axsOspfVirtNbrStateChange

axsOspfNbrStateChange

axsOspfVirtIfStateChange

axsOspfIfStateChange

ospf_error

ospfVirtIfConfigError

ospfIfConfigError

ospfVirtIfAuthFailure

ospfIfAuthFailure

ospf_error_private

axsOspfVirtIfConfigError

axsOspfIfConfigError

axsOspfVirtIfAuthFailure

axsOspfIfAuthFailure

bgp

bgpEstablished

bgpBackwardTransition

vITp

vrrpTrapNewMaster

vrrpTrapAuthFailure

vrrpTrapProtoError

rmon

risingAlarm

fallingAlarm

oadp

axsOadpNeighborCachelastChangeTrap

air-fan

ax6700sAirFanStopTrapO AX6700S0
ax6600sAirFanStopTrapd AX6600S0
ax6300sAirFanStopTrapd AX6300S0

power

ax6700sPowerSupplyFailureTrap0 AX6700S0
ax6600sPowerSupplyFailureTrap( AX6600S0
ax6300sPowerSupplyFailureTrap0 AX6300S0

login

ax6700sLoginSuccessTrapd AX6700S0
ax6600sLoginSuccessTrapd AX6600S0
ax6300sLoginSuccessTrapd AX6300S0

ax6700sLoginFailureTrapd AX6700S
ax6600sLoginFailureTrapd AX6600S
ax6300sLoginFailureTrapd AX6300S0

ax6700sLogoutTrap0d AX6700S0
ax6600sLogoutTrap AX6600SO
ax6300sLogoutTrapd AX6300S0O

memory

ax6700sMemoryUsageTrap0 AX6700S0
ax6600sMemoryUsageTrap AX6600S0
ax6300sMemoryUsageTrap AX6300S0

system-msg

ax6700sSystemMsgTrapd AX6700S0
ax6600sSystemMsgTrapd AX6600S0
ax6300sSystemMsgTrapd AX6300S0
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SNMP O O

standby_system

ax6700sStandbySystemUpTrap AX6700S0
ax6700sStandbyBsuUpTrapO AX6700S0
ax6700sStandbyNifUpTrapd AX6700S0
ax6600sStandbySystem UpTrapd AX6600S0
ax6600sStandbyNifUpTrapO AX6600S0
ax6300sStandbySystem UpTrapd AX6300S0

ax6700sStandbySystemDownTrap AX6700S0
ax6700sStandbyBsuDownTrapd AX6700SO
ax6700sStandbyNifDownTrapd AX6700S0
ax6600sStandbySystemDownTrapd AX6600S
ax6600sStandbyNifDownTrapd AX6600S0
ax6300sStandbySystemDownTrap AX6300S0O

temperature

ax6700sTemperatureTrapd AX6700S0
ax6600sTemperatureTrapd AX6600SO
ax6300sTemperatureTrapd AX6300SO

gsrp

ax6700sGsrpStateTransitionTrap AX6700S0
ax6600sGsrpStateTransitionTrap AX6600S0
ax6300sGsrpStateTransitionTrap AX6300S0

axrp

ax6700sAxrpStateTransitionTrap0 AX6700S0
ax6600sAxrpStateTransitionTrap0 AX6600S0
ax6300sAxrpStateTransitionTrap0 AX6300S0

frame_error_snd

ax6700sFrameErrorSendTrapd AX6700S0
ax6600sFrameErrorSendTrapd AX6600S
ax6300sFrameErrorSendTrapd AX6300S0

frame_error_rcv

ax6700sFrameErrorReceiveTrapd AX6700S0
ax6600sFrameErrorReceiveTrapd AX6600S0
ax6300sFrameErrorReceiveTrapd AX6300S0

storm-control

ax6700sStormDetectTrap0 AX6700S 0
ax6600sStormDetectTrap AX6600S 0
ax6300sStormDetectTrap AX6300S 0

ax6700sStormPortInactivateTrapd AX6700S0
ax6600sStormPortInactivateTrap( AX6600S
ax6300sStormPortInactivateTrap( AX6300S

ax6700sStormRecoverTrapd AX6700S0
ax6600sStormRecoverTrapd AX6600S0
ax6300sStormRecoverTrapd AX6300S0

efmoam

ax6700sEfmoamUdldPortInactivateTrap0 AX6700S0
ax6600sEfmoamUdldPortInactivateTrap0 AX6600S0
ax6300sEfmoamUdldPortInactivateTrap0 AX6300S0

ax6700sEfmoamLoopDetectPortInactivateTrap0 AX6700S
ax6600sEfmoamLoopDetectPortInactivateTrap0 AX6600SO
ax6300sEfmoamLoopDetectPortInactivateTrap0 AX6300SO

loop-detection

ax6700sL2ldLinkDown0 AX6700S0
ax6600sL2ldLinkDown AX6600S0
ax6300sL2ldLinkDown AX6300S0

ax6700sL2ldLinkUp0 AX6700S0
ax6600sL21dLinkUp0 AX6600S0
ax6300sL2ldLinkUp0 AX6300S0
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ooooo SNMP O O

ax6700sL2ldLoopDetection] AX6700S0
ax6600sL2ldLoopDetection] AX6600SO
ax6300sL2ldLoopDetection] AX6300SO

cfm dotlagCfmFaultAlarm

power-control ax6700sPowerControlModeChangeStartTrap AX6700S
ax6600sPowerControlModeChangeStartTrapd AX6600S

ax6700sPowerControlModeChangeCompleteTrapd AX6700S0
ax6600sPowerControlModeChangeCompleteTrapd AX6600S 0

static-route axsStaticGatewayStateChange

axsStaticlpv6GatewayStateChange

policy-base axsPolicyBaseRoutingRouteChange

axsPolicyBaseSwitchingRouteChange

track-object axsTrackObjectStateChange
snmp
coldStartd warmStart(] linkDown{ linkUp[ authenticationFailure 0 SNMPO OO OO OO
od

{ ospf_state | ospf_state_private }
OSPFOUOO0O0OO0OODODOO SNMPOODODOOOOOospf stated0O0D0OOOOORFCOO
000000 SNMPOOOOOOOOODOOOOOSPFOOOOOOODOOODOOOODOOO
0000000000000 000b0000oo00 SNMPOOODOOODOO
ospf_state_private 100000000000 OSPFOOODOOOOOOOOO SNMPOOO
gooooo
0000 SNMPOOOODOOOOOO

0243000000000 SNMPOOOOSPFOOOOOOOO

ooooo SNMP O O

ospf_state gooooooooooooo
e ospfVirtIfStateChange
¢ ospfNbrStateChange
¢ ospfVirtNbrStateChange
¢ ospflfStateChange

Jgodboboooooooooooo
¢ axsOspfVirtIfStateChange

¢ axsOspfNbrStateChange

¢ axsOspfVirtNbrStateChange

* axsOspfIfStateChange

ospf_state_private oooon
¢ axsOspfVirtIfStateChange
¢ axsOspfNbrStateChange
¢ axsOspfVirtNbrStateChange
* axsOspfIfStateChange

{ ospf_error | ospf_error_private }
OSPFOOO00D0ODNODODOOOO SNMPOOOOOOOODOospf error0 0000000
RFCOODOOODOOO SNMPOOOOODODOOOOOOOOSPFOOOOOODOODOOOO
0000000000000 00000000000000 SNMPOODOOOODOOO
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ospf_error_private 1 0 0000000000 OSPFOODOODOODOOOOOO SNMPOODO
goodod
OOoOoO SNMPOOOOOOOODOO

0244000000000 SNMPOOOOSPFOOOOOOOOODOODOO

ooooo SNMP O O
ospf_error jdoooooooooooo
¢ ospfIfConfigError
¢ ospfVirtIfConfigError
¢ ospfIfAuthFailure
¢ ospfVirtIfAuthFailure
0o00obOoOOoOooooooooo
¢ axsOspfIfConfigError
¢ axsOspfVirtIfConfigError
¢ axsOspfIfAuthFailure
¢ axsOspfVirtIfAuthFailure
ospf_error_private goood
¢ axsOspfIfConfigError
¢ axsOspfVirtIfConfigError
¢ axsOspfIfAuthFailure
¢ axsOspfVirtIfAuthFailure
bgpd OP-BGPO
BGP4OODOODOOOOO SNMPOOOOOOOOO
vITrp
verpO0 0000000000 SNMPOOOODOODOOO
rmon
rmon 00 0000000000000 O00O0O0OOODOODOODODOOOO SNMPOOOOODO
oog
oadp
OADPOUOOODODOODODOOODOODOODOOO SNMPOOOOOOODOO
air-fan
0o0ooo0oooooooo SNMpOOOOODOOOO
power
00000000000 0o0O0O0 SNMPOOODOODOOOO
login
000000000 0000o0oOoooogn SNMPOOODOODOOOO
memory
BCUOCSUOOO MSUOOOOOODOODOOOO SNMPOOOOOOOOO
system-msg

0000000 ERRODOD EVTIOOODODODODODODOODODODODODODO SNMPOOOOOOOOO

standby_system
e AX6700S 0 00O
000 BCUOBSUOOOO NIFOOOOOOOOOOOODODODODODOODOOOOOOO
0000000o00oOooOSNMPOOOOOOOOO
« AX6600S 000
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OoOO0 CSUOOONIFOOOOOOOO0O0O00O0000000000oo0ooooooog
goooOoooosSNMPOOOOOOOOO

* AX6300S O 00O
gooMSUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODODODOO
gooSNMPOOOOOOOOO

temperature

goooOoooosSNMPOOOOOOOOO

gsrp

GSRPOOOOOOOOOO SNMPOOOOOOOODO

axrp

gO000OO0O0O0oOoOoOoOOOOOOOO SNMPOOOOOOOOO

frame_error_snd

g000OO0oOOoOoOoOoOoOoOoSNMPOOOOOOOOO

frame_error_rcv

gooOoOoOoOoOoOoOoOoOOSNMPOOOOOOOOO

storm-control

gbooooooobooboboboooooobobobobooooboooboobobobon
ooooOoSNMPOOOOOOOOO

efmoam

go0o0oOoOoOoOoOoOoOoOo SNMPOOOOOOOOO

loop-detection

L20000000 SNMPOOOOOOOOO

cfm

cCOOoOoooOoSNMPOOOOOOOOO

power-control(] AX6700S[T]1 AX6600S0

goobobobooooooooboobobobobooooooboobobobobobooooon
00oooooogoogsNMpPOOOOOOOOO

static-route

0000000000000 ooooooooooooooooooooooog SNMPO O
gooogooo

policy-base

gooboboboooooooooboboboobobobooooboboboboboboooag
0000000000000 000OOSNMPOOODOODOOOO

track-object

gboobobooooooobooboobobobobooooooobobobobooobooobooon
oo SNMpPOOOOOOOOO

1. 000ooooooobooo
O000OOoO0OoOoOoOo sSNMPOOOOOOOOO

2. 000000

snmp0 ospf_state 0 0 O ospf_state_privatel] ospf_error 0 O O ospf_error_privatel bgpO vrrpOd
rmonl] oadpO air-fan{ power[] login(] memory[] system-msg[] standby_system[] temperaturel]
gsrpl axrpl frame_error_snd[ frame_error_rcvl] storm-controld efmoam loop-detection]

cfm0 power-control static-routed policy-basel track-object
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doddoooooooad

oo

goobogoooo

ao

goboooboobod
gbobooooboobobobooboooon

goodgdao

1. 0000 MIBOOO SNMPOODOOOOOMIBOODODOODOOODODOODOODOOO

2. version 30 0000000O0snmp-serveruser 10 0000000000000 ODOOOOOOOO
0000000O00O0oDOOdbOO0ObO0bOOo0ooOO0ooOOoDOoOoOobOO0oDOO0oOoo0oooOooDooooOooDoOooDa
oooooooo

goooooon
snmp-server enginelD local
snmp-server view
snmp-server user

snmp-server group
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0000000000000 0D0000000dsnmp-serverhost 10000 informs 0000000
00O SNMPOODOODOOOOOOOOO

goobogo

gooooooda
snmp-server informs [retries <retries>] [timeout <seconds>] [pending <pending>]

googo
no snmp-server informs

goodoogo

(config)
ooooooo

retries <retries>
SNMPOOOOOOOOODODODOOOOOODODOOOOOOOODOODOoO0O0000OO00OOOOOO

oon
1. 0000o0oooooooobo
3

2. 000000
00 100

timeout <seconds>
SNMPOOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOO0O00O0

1. 0000o0oooooobooobo
30

2. 000000
10 21474835

pending <pending>
0000000000 00DooO00oOOo000oooD00ooDoOOo0ooooOgSNMPOOOODOODODO
goobooobodooboobooobooboobbooboobbooboobbooboobo
goo

1. 0000O0o0ooooboobo
25

2. 000000
10 21000

ygodooooooogg
gboboooooobobobobooboooonDo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon
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snmp-server location

gboooooobobobooobooobogn

ggodgguo

doodooooad
snmp-server location <location>

goooo
no snmp-server location

goobogooo

(config)
goooood

<location>

gooOOoOoOoOOOoOoOOOOOOOOOOOOOOOOSNMPOODODOOODO SystemOOOOO
[sysLocationl 0 0 00 0000000000000 DOOO0OO0OSNMPO Set0 0000000
OO0 SNMPOUOUOOUOOOOOOOODOODOOOOSNMPO Set0000O0O0OOOOOOOO
go00oO0oO0O0oO0OoOOoOOOOOOOOOO0OOOOOOODOOOOOOODOOOO RFC12130

sysLocation 0 OO OO OO

1. 0o0o0oooooooood
goooood

2. 00000ad

eotboOobOOobOOobOobOobooOooOo"obooboobobobooboooobooboOoboOobo
gboboooooobobobobooooooooboboboboboooooboobobootg
gboboboobooooboobob ,bobobobobboboobO0bOepDO0bOOoObOOOOn

oboboboob
gbooooobooogoo
o000 NULLOOOOOOO
goobogoooboo
oo
gooooooogo
gboobooooobooboboobooogon

ggodgguo

1. SNMPOOODOOOO named contact location 0 000 00 00O OO O snmp-server community [
0000 SNMPODODODOODODOOOOOOOO

goobogoooboo

oo
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SNMPOOOOOOOOOO0O0O0O0O

goodgdao

oooooooo
snmp-server traps [{ limited_coldstart_trap | unlimited_coldstart_trap }] [link_trap_bind_info {
private | standard }] [system_msg_trap_level <level>] [agent-address <agent address>]

gooood
no snmp-server traps

gogododogo

(config)
oogogoooo

{limited_coldstart_trap | unlimited_coldstart_trap }
coldStart 0 00 0000000000000 O000O0O0OOOOODO coldStartCD OO OOOOOONO
Ooooooooo

024-5000000000 coldStart 0 0 00O

ooooog coldStart 0 O O O
limited_coldstart_trap e JOODODOOO
e JOOOOOO
unlimited_coldstart_trap e JOOOODODODOO
e J0J00J0D0DD0DOO0O0ODODOOODDO VLANO IPOODDOOODODOOOOODOO
oo

« copyUOOOOO0OO0OO0ODOOOOOOOOOOOOOOOOOOOOO
e setclock 0000000 OOODODOO
e OOOOO0OO0

1. 0000000o0o0o0o0o0g
limited_coldstart_trap

2. 000000
limited_coldstart_trap 0 O O unlimited_coldstart_trap

link_trap_bind_info {private | standard}
O0000000OLnkDown O inkUpO OO DODOOOOOOOO MIBOOOOOODOOOOOO

oono
O0000000DOOO00D0OD0OO00D0O00O0linkDown O linkUpOD OOOODOOOODO MIBOODO

gooogood

024600000000000D00CO0DOOClInkDownO linkupOOOOOODOOO MIB

ooooo doooDooooooooooo MiB
private e (SNMPv1/SNMPv2C 0O O ) ifIndex0 ifDescr( if Type
standard e (SNMPv1 OO0 ) ifIndex

e (SNMPv2C 0O 0O ) ifindexO ifAdminStatusO ifOperStatus

1. 0oooooooooboooo
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standard
2. 000000
private 0 0 O standard

system_msg_trap_level <level>

OO0O0OOOCO ERROODO EVIOOOOOOOOOOOOOOOOSNMPOOOOOOOOOO
gboooooooooboboboooobioobobobobbobooboboboboobooo
go0o0oO0oO0OoOoOoOOoOOOOOOOOSNMPOOOOOOOOOOOOOOOOOODOODOOO
gbooooooboobobon

024-700000000C0O0ODOO

oono

oooooooooon

9

ooooo

8

oooooo

SOFTWAREO OOOOO

NIFOOOO

000 BCUOOOO BSUOOOO CcSUOOOO MSUOOOO

oooooooooo

103

ooooooo
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1. 00000ooooooboobo
9

2. 000000
109

agent-address <agent address>

SNMPv1iOOOOOOOOOOOOOOO agentaddressO0 0000 IPv40000000O0O0OO

Trap-PDU OO agentaddress 0000000000 SNMPv1OOOOOOOOOOOOOOOO

0000000 SNMPviOOOOOooooooood

gboooooooboboboboooobooboobobobooooobooboobobobob

1. 0ooooooooboobo
0000000000000 DDODOOinterface loopback 0 IPv40 000000000 OOO
00000000 agentaddress 000000000 OOOODOOOODOOOODODODOOODDOO
O agentaddress 100000000 ifIndexDO00000C00OOOOODO IPv40000OOOO
goooOoOoOoQoOoOoOoOoOoOoOoOoOOUOOUOOUOOODOODODOODOOOO VEANOOOOO
OIpv4a0000000O0D0OODOOOOOODOO.COOODOODOOOOO

2. 000000
<agent address> 0 IPv4 0000 00.0.0.0 0 255.255.255.2550 0000000

gbooooobooogoo

oo

gbobooooobooboboboooooboonbog

ggoooooo

oo



snmp-server traps

gooooooogo

gbobooooobooboobobobooon

goobognd
1. 0000 MIBOOO SNMPOOOOOOOMIBOODOODOOOOOOOODOODOOODOO

goobogoooo

ao
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snmp-server user

snmp-server user

SNMPOOOOOODOOODOOUOODODO0ODDOO0OOOOOODDOOODDOOO snmp-server
group 0000000 snmp-server host 1000000000000 ODOODOOOSA0000000O00O0
ooooon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD

024800 0000000000000 OOO0O0ODOOODODOO

oo ooooooo ooooooo
1 oo oo
2 HMAC-MD5 0 0 0 HMAC-SHA1 oo
3 HMAC-MD5 0 0 O HMAC-SHA1 CBC-DES
oooobodo

doodooooad
snmp-server user <user name> <group name> v3 [auth { md5 | sha } <authentication password>
[priv des <privacy password>]] [vrf <vrfid>]

ooooo
no snmp-server user <user name>

goobogooo

(config)
goooood

<user name>

SNMPOOOODOODOOODOOOODOD

1. 00o00ooooooboobo
gpoooood

2. 000000
2000000000000 bO0DOOO0OMOoODbUo0obObUoobU0oUobDbOoUOobUoOooDboOoon
gobobobooooogooobobooooooooLDoboboboooobDobDoDboD"™
goboboboobooooboobobL boboboboboboUobOobDUbODepobobobooo
oooobooooo

<group name>

SNMPOOOODOOODOOOOODOOO SNMPOOOODOOOODODODOOOOOOO

1. J0o0ooboooboono
gpoooood

2. 000000
2000000000000 0OD0bOO0O"™WO0bOOoLOOoUobOoLOUobDOobOobobbooboobDoo
0dbodbOobooooOOooOooOOobOO0bOOoo0o0OO0ooOooOOooDobOoboboooooooooooong
0obdbOobOo0ooOOooOOoDoOooDOoD ,Ob0b0b0bO0o0ooOO0oOO0o0OO0OeDODOOOOOOO
obobooboob

v3 [auth { md5 | sha } <authentication password> [priv des <privacy password>]]
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snmp-server user

auth { md5 | sha } <authentication password>
goboobooooboooooooobooooooda
mdsO0 00000000 HMAC-MD5000D00OOO
shaDODOOOOOOO HMAC-SHA1OODOOOOO

priv des <privacy password>
doddooooooooooooooooooon
1. 00o0ooooooooog
auth 0O 0O0O0O0O00OD0OO0DOODO0OO0OOODOO0ODOO0OOOOOOOOn
privdes 000 000D0O00OO0OOOO0DOOODOOOODOOODODODOODOOOD
2. 000040ad
v3 auth md5 <authentication password> v3 auth sha <authentication password>0 v3 auth
md5 <authentication password> priv des <privacy password> [0 0 0 v3 auth sha

<authentication password> priv des <privacy password>

<authentication password> [0 0 00 <privacy password>0 00000 80000 3200000
godoodododddg"wdddddooooooooooD bbb oo
godoooodddddddooD oo LD oo ooo

oobooooboooooo,0oboobo0o0obobo0o0oboo0o000Oeg0ooOOo0ooooOoooooonoog
oood

vrf <vrf id>0 OP-NPARQO
<vrfid>000000 VRFOOOOOOOoooooooo
1. 0000obooooooooo
gbobobobooooooooobooobooboboon
2. 000000
<vrfid>0 VRFIDOOOOOOO
oo, 0booobooobooboobobobooboobooon

gooboooboobooon

ao

goobogoooo

ao
gooooooogo
gbobooooobooboobobobooon

goodgdao

1. snmp-server group U 0 000000000000 O0O0O0OO0OD0OO0DOO0ODOODOOOOOOODOO
gboobooooooooboboboboooooooboobobobooooooooboboOoDbo

ogoooogo
snmp-server enginelD local
snmp-server view
snmp-server group

snmp-server host
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snmp-server view

snmp-server view

MIBOOOODOOOOOOOOOMIBOOOOOOOSNMPOOOOO PDUOODOODO Variable
Bindings 0 OOOOOO IDOOOOOOODODODOOOOMIBOOOOODODODOOOOODODODOODOOOO
do0oO0doO0odobOOo0booooDbOOo0 IbD0DOO00ObOO00ODObOO0DOO0O0ODDOOo0ODOOoOoDDOOOn
0000 MIBOODOO snmp-server group 0 0000000000

gboobooooooboobobobobooooboooobobobobooooo

024900000000000000

oo ooooo Doooooo
1 MIBO OO 00000500000

2 0oooo MIBOOOOOO 300000

3 000005000000
ubooodad

gdoodoood
snmp-server view <view name> <oid tree> { included | excluded }

goooao
no snmp-server view <view name> <oid tree>

goobogooo

(config)
goooood

<view name>

MIBOOOOOOOOOOO

1. 0o0o0oooooooooad
goooooad

2. 000000
200000000000000000"MWDO00O0O0U00O0O00O0O00O0O0U0LODUUOUOUOOOO
gL bbbobbbbbbobobooooon
godddddddoooooooo ,oooooboooooboboboObOoOe00o0o0oo0oooaoa
ogooooooo

<oid tree>
do0oO0o0d0oOodooOOoooo Iboobogoo
1. 00o0o0o0oooooooaad
goooood
2. 000000
Jdoo0odo IbODO00d0OO00OD0DOO0D0O0O0ODD e4000D00O0OD0ODOODOODOODODOO
0000D000o00o0oooOo*;o00O00oOoooooooon

{included | excluded }
J000o00o0o00ooooooooooboobooboooOo MIBODOODODOOOOO includedd 00
J00000o0o0oOoMIBOOOOOOOOOO excludedOODODODODODO
1. J0ooooooooooa
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snmp-server view

ogooooon
2. 000000
included0 00 excluded DO OOOO00O0OOOO0O

doddoooooooad

oo

goobogoooo

ao

gooooooogo

gbobooooboobobobooboooon

goodgdao

1. 000000000000 O<oidtree>000000000C0DOOOO*WOOODODODOOOOOOO
o000 o0000000000D0D0D00D0D0D0D0D0D0DDoNDNNDUNNDNDOoDoOoooooooon *
obobooooooobobobobo

gboboooooboobobobobooobooobooboboboboboobooboooobobobo
goooo

oo

(config)# show snmp-server

snmp-server view "READ VIEW" 1.0.1.1 included
snmp-server view "READ VIEW" 1.1.1.1 excluded

(config)# snmp-server view "READ VIEW" 1.*.1.1 included
(config)# show snmp-server

snmp-server view "READ VIEW" 1.*.1.1 included
snmp-server view "READ VIEW" 1.1.1.1 excluded

(config)# no snmp-server view "READ VIEW" 1.0.1.1
(config)# show snmp-server

snmp-server view "READ VIEW" 1.1.1.1 excluded

ogoooogo
snmp-server enginelD local
snmp-server user
snmp-server group

snmp-server host
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snmp trap link-status

snmp trap link-status

no snmp trap link-status 0 0 0000000000000 0OCOO0OO0O0OOODOOOOO SNMPOOO
000000000 0LlnkDown OO O linkUpd OO OOOOOOOO

goobogo

googo
no snmp trap link-status

ooooo
snmp trap link-status

goooood
(config-if)

goobogooo

oo
gbooooobooogoo
SNMPOOOOOOOOOO
goooooon
oo
gobogooogo
O000oO0o0oO0ooooooooooooo
goobogo

oo

ggoooooo

oo

592
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logging email

logging email-event-kind

logging email-from

logging email-interval

logging email-server

logging event-kind

logging facility

logging host

logging syslog-dump

logging trap
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logging email

logging email

OO0O00OC0 EMalOODOOOODODO E-MallOODOOOODOODOOOOOOOOODOODO64000000
gbooooon

goobogo

googo
logging email <e-mail address>

googo
no logging email <e-mail address>

goodoogo

(config)
ooooooo

<e-mail address>
E-MallOOOOOOOOOOOOOOOOOO

1. 0000o0oooooobooobo
gboboobo

2. 000000
25500 0000000000000 MbODO00O0O00oDLOD OO0 ooooooDooboOo
gboboooogon

ygodooooooogg

oo

goobogoooboo

oo

gooooooogo

gboooooobobobooobooobogn

ggodgguo

1. 00000 loggingemail-server 000000000000 SMTPOODODODOODODOOOOOOOO
ooo

2. 00000DNSOOOO0ODDO0OODOOOODOOODOOOODODOO

3. 00000oooooooooobDo sSMTPOOODDOOOOODOODOOOODODOODOOOODODO
oooo

4, EEMallOOO0O0OO0OOD0OODOODOOOOOOODOOOODOODOOn

5, 000000D0OO0O0O0ODOOO0OIPODOO0OOOOOODOOOODOSMTPOOOOODOOOOODOO
IpPO00OOO0OO0OOOIPOOOOOODOOOODO

6. 000000OO0OO00ODOO0DOOU0ODODDODO0ODODDOUOODDOOOODDODOUODOO0ODOOOODOD
00o0oooooooooooooooooon

ggoooooo

logging email-server
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logging email

hostname
ip domain name
ip name-server

ip domain lookup
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logging email-event-kind

logging email-event-kind

E-MailOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODODOOO

ggodgguo

goooao
logging email-event-kind <event kind>

goooo
no logging email-event-kind <event kind>

goobogooo

(config)
goooood

<event kind>
Jdodddooooooooooooooo
1. 00o0oooooooooad
goooooad
2. 000000
keyO rsp0 rtm0 err( evtd mrpd mr60 autd acld dsnO tro0 000000000

gbooooobooogoo

Ubobo0ob0OUevtDOD0OOOerr00O0OOO0

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 0000000000000 0O0D00000 E-MallOOOOOO0OO0O0O00O0 E-MaillOOOOOO
gboboooooo

2. 0000000000000 0000O000O00O00OO0ODO0DO0DOevtDerr00OOOOODOO
gbobooooobooboobobobooon

goobogoooboo

logging email
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logging email-from

logging email-from

00000 E-MaillOODOODO E-MallOODOOOOOOOOO

goodgdao

oooooooo
logging email-from <e-mail address>

ogoooad
no logging email-from

goobogoo

(config)
goooood

<e-mail address>
E-Maill OO0OOO0OOOOOOODOODOOOOO
1. 00ooooooooooo
ogoooooo
2. 000040ad
25500 000000000000 0MO0O0000D0DOD00OMm o0 ooooDoooog
gooooooog

doddoooooooad

E-MailOOOOOOOD <nobody>0 0000000000000 DOhostname0000000OO0ODOO
oo

goobogoooo

ao

gooooooogo
gbobooooobooboobobobooon

goodgdao

1. 0000000000 E-MallOOODODODOO EMallOOODODOOODOOOD EmailDO0O0O0O0O
gboooooooobo

2. JboboobooooooboooobooboboboobooboobobobobobobooboobOobOobo
gboooooobooboboobooboono

gogoooogo

logging email
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logging email-interval

logging email-interval

ooo0O0O0 EMallODODODOODOODOODOODOODOODOOOO

ggodgguo

doodooooad
logging email-interval <seconds>

goooo
no logging email-interval

goobogooo

(config)
goooood

<seconds>
E-MaillOOOOOOOOODOODO
1. 00o0oooooooogod
goooooad
2. 000000
10 3600000

gbooooobooogoo

E-MailOOOOOO010000000

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0000000000 E-MallOODODODODODODO E-MallJOOOO0O0000000O0 Email0000O0O
gbobooooooo

ggoooooo

logging email
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logging email-server

logging email-server

00000 E-MallOODOOOOOOOSMTPOOOOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0 16000
gboboooogon

goobognd

goood
logging email-server {<host name> | <ip address>} [port <port number>]

ggood
no logging email-server {<host name> | <ip address>}

gogododogo

(config)
oogogoooo

{<host name> | <ip address>}
SMTPOOOOOODODOODO IPOODOOODODOOODOO

1. 0000bobooooooo
gboooooog

2. 000000
<host name>

gbobgobe40000DO0ODODOOOOOODODODODOOmMODODODOOODOO

ogooooooooood
<ip address>

OIpv400000000000O00O0O00OO

port <port number>
SMTPOOODOOODODODOODOOOOOO

1. Doboobooooooooo
25

2. 000000
00 65535

gooboooboobooon

ao

gogoooogo

oo

goboooboobod

gbobooooobooboobobobooon

goobognd

1. 0000 SsMTPOOOOOOOOOOOOOIPOOOOOOOOOOOOOOOO SMTPOOOO
goooOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOEMalOOOOOSMTPODO
gboboooooboobobobooooobooobooboboobooo

2. 0000 1IPv4a00000000000000O0SMTPOOOO ipv6host 0000 IPv6O OO0
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logging email-server

0000000000000 O0oO00O0oO0OOO0O0OD EMallODDODDOODODODOO
0000000 lecalhostDOODODODOODODO
gbobooooooboobobobooon

Ipv4a0000000 127***000000000

Ipv4000000000O0O0DOOOODOOOOODOOOOOOOODOOOO
0000000000000 OO0OD0O0O0EMalO00O0O0OO0OO0OOOoooooooooo

N o ok w

goooooon
ip host
logging email
hostname
ip domain name
ip name-server

ip domain lookup
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logging event-kind

logging event-kind

syslog0 0000000000000 0O0O0O0O0O0O0O0O0O0UOOOOOOODOOOOOOOOOOO
oo

goobognd

goood
logging event-kind <event kind>

goood
no logging event-kind <event kind>

gogododogo

(config)
oogogoooo

<event kind>
oo ogo
1. 0000o0oooooooo
ogoooooo
2. 00000d
keyO rsp0 rtm0 err( evtd mrpd mr60 autd acld dsnO tro0 000000000

doddoooooooad

Ubobo0b0O0OevtODOD0OODerrDO00O0OOOO
gogoooogo
oo

goboooboobod

gbobooooboobobobooboooon

goodgdao
1. 00000000000000000000 hest 00000000000 OOOOOOOOOOO
oon

2. 00000000000000O00DO0DO0O0OOOO0ODOODO0DO0O00evt0DerrD0O000OOODOO
gbobooooobobobooooobogn

goobogoooo

logging host
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logging facility

00000 syslogOOOOO0OOOOOOOOOODOOODOODODDODODO

ggodgguo

doodooooad
logging facility <facility>

goooo
no logging facility

goobogooo

(config)
goooood

<facility>
syslogOD OO0 OOOOOOOOOO
1. 00o0oooooooogod
goooooad
2. 000000
local0O local10 local20 local30 local4d local50 local60 local7 0 0 0D 00 OO0 OODODO OO

gbooooobooogoo

OOoO0OO0O0O0O0OOlecaloOOOOODO

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 00000000000 0O00O000000 hest00OOOO0OOOOOOOOOOOOOOOOO
god

ggoooooo

logging host
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logging host

logging host

gboboboooboobooboboboboboob 200b0b00bO0ObOObOOOO

goodgdao

ogoooad
logging host <host name> [no-date-info]
logging host { <ip address> | <ipv6 address> } [vrf <vrf id>] [no-date-info]

goooo
no logging host <host name>
no logging host { <ip address> | <ipv6 address> | [vrf <vrf id>]

gogododogo

(config)
ogoooooo

<host name>
ddddooooooooooooo
1. 000000o0o0o0o0o0o0o
gooooog
2. 0000004
O0o0odobD 400000000 ODOOOOOODODODODODOO00MODOoOoOooOooOOoOooOoOOn

gbooboobooooo

{ <ip address> | <ipv6 address> }
Jododdoo Ipva000000O0 IPveOOOOOOOOOOO
1. 000dooooooooao
goooooao

2. 000000
<ip address>

OIPv400000000DOOODOOOODOO
<ipv6 address>
OIpveOOOOO0OOOODOODOOOOOO

vrf <vrf id>0 OP-NPARO
vrf definition 00000 <vrfid>0000000000 VRFOOOOOOOOOOOO
1. 0oooboooooooo
gbobobobobooooooobooobobob
2. 000000
<vrfid>0 VRFIDOOOOOOO
goomoooooooooooobooobooooooo

no-date-info
O0o0oo0oooooooooooooOoao
00000 EVTOODO ERROODOOOOOOOODOODOOOOOODOOOOO000000004

oo
gbooboooooboobobobo@mooboobobobobooooob23oboooooOobOon

gboooooooboaobd
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logging host

1. 0oooooooobaoobo
gboboboooooooboon
2. 000000
oo

gbooooobooogoo

oo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1.

© X NS0 w

10.

syslogO0O0O000OOOO0OOOOODOOODOO syslogOOOOOOODOOODOOOODDOO
000000 syslogOOOOO0ODOOOOODODOOODOOODOOOODDOO
O0000OO0O0OO0oOoOooOooo IPOOOOODOOOOOOOOOOsyslog0OOOOOIPOOOO
oooooIpoOOOOOOOOOO

O0O0OO0OO0O00O lecalhostDOOOOOODODO

gbobooooobooboobobobooon

Ipv4000000O0 127***000000000O

Ipv40000000000DOOOOOO EOOOODOOOOOOOOOO

Ipv6 000000DOCOOO0DOOOOODOOOODOOOODOODOOODOOODODOOODDOO
O000000DOO00b0OO0OO0DDOsyslogO00OOOO0ODOOOOODOOODOOO
no-date-info 000 0000000000000 OOOOOOOOOOOOOOOOOOO
no-date-info 000 000000000000 OOOOOOOOOOOOOOOOOOOOOOOOO
gbobobobooooooboobobobooobooooooobobobobobboobooobooDo
gboooo

goobogoooboo

ip host

ipv6 host

hostname

ip domain name

ip name-server

ip domain lookup
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logging syslog-dump

logging syslog-dump

gbobobooooboobobobobobobooooon

goodgdao

ogoooad
no logging syslog-dump

ogoooad
logging syslog-dump

goobogoo

(config)

gogododogo

oo

gooboooboobooon

gbobobooooboobooboboboooo

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 00000000 0OJO fusr/var/log/system.logl] O O O O O fusr/var/log/errorlogD OO0 OO OO

2. 0000000000000 000DO0ODO0ODOOOOsyslog00000ODOODOODOOOOODOODODONO
oooooood

3. 00000ooO00oo0o0oooo0dooo0ooodoooD0oooOo0oooooooDoOooo
oo0oooooooooo

4. 000000 clearlogging 00O ODOOOOOOODOODOODOODOOOOODOODOODOODOODODO
0oodod

goobogoooo

logging host
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logging trap

logging trap

syslog0 0000000000 OOOOODOODODODODODODO

ggodgguo

doodooooad
logging trap { <level> | <keyword> }

goooo
no logging trap

goobogooo

(config)
goooood

{<level> | <keyword>}
syslogODO00OODOODOO0OO0O0OOODOODODODOOOOOOOOOODODOOODOO
1. J0ooooooooooda
goooood
2. 000000
gbodoboooooooooooooooooooooooooooooooooooooooao
goooooooood

0251000000000

OooOdleveld 000000 keywordO oo
0 emergencies Joooooodgo
1 alerts ooooooo
2 critical oooooooo
3 errors ooooo
4 warnings ooood
5 notifications oooooooooooo
6 information oooooooooooo
7 debugging ooo0oooOoooooooooooD

gbooooobooogoo

0000000 600information0 000000
oooooooa
oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 000000000 O00DO0O000 hestODDOOODOOOODODOOOODDOOODOOOODOD
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logging trap

gogoooogo

logging host
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sFlow [ [

sflow destination

sflow extended-information-type

sflow forward egress

sflow forward ingress

sflow max-header-size

sflow max-packet-size

sflow packet-information-type

sflow polling-interval

sflow sample

sflow source

sflow url-port-add

sflow version
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sflow destination

sflow destination

sFlow0OOOOO0OO0O0O0O0O0O0OOOIPOOOOOODODOOOO

ggodgguo

goooao
sflow destination { <ip address> | <ipv6 address> } [<udp port>]

goooo
no sflow destination { <ip address> | <ipv6 address> } [<udp port>]

goobogooo

(config)
goooood

{ <ip address> | <ipv6 address>}
sFlow 0 OO ODO0D000000000O0 IPO0O0OO0OOOOOOOOIPOOOODO UDPOODOOO
O0o0oooooo4000000000

1. 00000oo0oooooboobo
gboboobo

2. 000000
Ipva0000O0O IPv6e OO0 IPOOOOOOOOOOO

<udp port>
sFlowOOOOOOOOOOODOODOO UDPOOODOODOOOOOOO

1. 0ooooooooboobo
6343

2. 000000
10 65535

gbooooobooogoo

oo

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. bobooooooobobobobooboobooboboboboobooon
2. 000 IpO0COCOCOCOOCOCO UDPOOOOOOOOOOOOOO

3. 00000 Ipv4aDIPv6e 000 O0ODODOOODOOOOODOOODOOODOOOOODDOOODOOOO
gboboooooobobobooboooon

goobogoooboo

oo
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sflow extended-information-type

sflow extended-information-type

gbobobooooboobobobobobobooooon

goodgdao

gooooooao
sflow extended-information-type { [switch] [router] [gateway] [user] [url] | none }

ogoooad
no sflow extended-information-type

goobogoo

(config)
goooood

{ [switch] [router] [gateway] [user] [url] | none }
godoobooooooooooooooooooooooa
godooboooobooooooooooooooooooooooooooooooooooao
Jddddd0do00000d0000o0oo0oooo0o0@Oo0oo00o0ooOoOoooOoOong Vel.2O

30.1.3Q)() 0000000000000 00O0O0OO

gboboooooboobobobobobobooboooboooobobobobobooboobooobooon
gboboooboobobobobobdbUnened000obOobooboooO0oOoOoOOObOODOD

oono

switch
O0000O0OOVLANOOOOODODODOOoOOoOOoOOoOoOoOO

router
O0D00O0OONextHopOODODOOOOOOODOOO

gateway
O000000O0ooDASO0DOO0OO0DoDoDOoOoooooo

user
O0OO0OO0OO0OTACACS/RADIUSOOOOOOOOOOOOOOO

url
URLOOOURLOOOOODOODOOOOOOOO

none
gobtbdbddddddodoooooooouo o
1. 000o0o0oooooooao
goooooo
2. 00000gd
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sflow extended-information-type
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goobogoooboo

oo

612



sflow forward egress

sflow forward egress
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ogoooad
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sflow forward ingress

sflow forward ingress
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sflow max-header-size

sflow max-header-size

00000000 sflow packet-information-type 0 00 000000000000 O0OO0OODOOOOOOO
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goooooog
sflow max-header-size <bytes>
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oo obobbobbbbbbbbobobbooooooa
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sflow max-packet-size

sflow max-packet-size

sFlow 0O O0OO0O0O0O0O0O0O0O00000O0O

ggodgguo

doodooooad
sflow max-packet-size <bytes>

goooo
no sflow max-packet-size

goobogooo
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goodoogo
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sFlowO O DOOODO0OO0OO0OO0OOOOOOO0DODOODODO0OO0OOODOODoDOooDOoDOooooooon
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sflow packet-information-type

sflow packet-information-type

gbobooooobooboboboboboooo

goodgdao

ogoooad
sflow packet-information-type ip

ogoooad
no sflow packet-information-type

goobogoo

(config)

gogododogo

ip
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ip000000000000IPv400000000 IPv4000IPv6O00000000 IPv600
0000000000000 0D0D00000D000000D00000DDmMO0000Do0o0oonon
00 Vol.2030.1.32)() 00 000000000000 00OO
1. 0000000000000

oooooog
2. 000000

ip

gooboooboobooon
gboboooobooboboboooo
goobogoooo
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gooooooogo
gbobooooobooboobobobooon
goobognd

ao

goobogoooo
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sflow polling-interval

sflow polling-interval

gboboooooboobobobobooooobooobobo

ggodgguo

doodooooad
sflow polling-interval <seconds>

goooo
no sflow polling-interval

goobogooo

(config)
goooood

<seconds>
oo obbbbbobbbobbboiooooo o
JdodoooooooooooboD
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
00 21474836470 =201 310 10

ygodooooooogg
gboobooooobobOobo 200000000000

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. 2000000000000000000O0O0DOODODOOOOOODOODOODOODOOOOOOO
gboboboooooboobooboboooon

gbobooooobobobo4000000004000000000DO

ggoooooo
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sflow sample

sflow sample

gboboboooboobooboboboboooo

goodgdao

oooooooo
sflow sample <sample count>

ogoooad
no sflow sample

goobogoo

(config)
goooood

<sample count>

ooooboobooooooooooooobbooooboooobboobmouooooooDbbooUboOD
gi1boooobobobobobooooobobooboboboobooboobos120bonogon
0000000000 1/5120000000000000MDOOOOOO show interfaces 00O

sFlow0 0000000000000 00000000000 PPSOOOOOOOOOOOOOOO
oo000O0OmO 2100000000000000000O0O0O0O0O0OOO PPSOO0O0OOOOOO
gbooooooboboboboboboboooooooobooboboboboobooboooboon

goocCcpULOOUOOOOOOOOOOOOOO

1. 0000obooooooooo
gbobooog
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10 20 80 320 1280 5120 20480 81920 327680 1310720 5242880 20971520 838860801

335544320 1342177280 536870912

1000002x 40 n00 n0 00 400000000000000000O0OOGCOOOO
gboboboboooooooobobobobobooobooooboboboboooboooo
gboboboooboo2e20000000000000000DOODOO0O

Oz2e100000000000DODO000DDOO

0ooOoPPSOO goooboobooboooo gooooooo
4kpps O O 8
16kpps O O 32
64kpps 0 O 128  100Mbit/s D00 O0OOx 10
256kpps 0 O 512
1Mpps O O 2048 1Gbit/sOOOOO0Ox 10
4Mpps 0 0 8192  10Gbit/sOOOOOOx 10
16Mpps O O 32768
64Mpps O O 131072 1Ghit/sOOOODOOx 480
256Mpps 0 O 524288
1Gpps O O 2097152
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sflow sample
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ooboDooooooooocoon
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2

2

30 8 8

90 32 32
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1290 512 512
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2049 0 8192 8192

8193 0 32768 32768

32769 0 131072 131072
131073 O 524288 524288
524289 0 2097152 2097152
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8388609 U 33554432 33554432
33554433 0 134217728 134217728
134217729 0 536870912 536870912

oo
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goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. sflowforward 00000 egress 100 0000000000000 00000O0 2000000000

gooo

goobogoooboo

oo

620



sflow source

sflow source

sFlow0 0000000000000 00000000IPOCOOCOCOOOOOO

goodgdao

gooooooao
sflow source { <ip address> | <ipv6 address> }

ooooo
no sflow source { <ip address> | <ipv6 address>}

goobogoo

(config)
goooood

{ <ip address> | <ipv6 address> }
sFlow DO OODO0OOO0ODODOO0D0DO0OO0D0OOO0IPODOODOOODOOODO IPOO0DOOODOOODOO
IPv4a0 0000 IPve0 00000000 O0OO0O0DOOODODOOOO
1. 00o0dooooooooao

gbooooo
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Ipva0000O0O IPv6e OO0 IPOOOOOOOOOOO
doddoooooooad

gooooooooo0obooOoboooOoooooo IPOOO00ODOCOOO0ODODOOOODOOODOOTP
O0O00O0O0O sflowdestination 000000000000 DOODOODOODOOOOOOOOOOOOOO
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sflow source

ggoooooo
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sflow url-port-add

sflow url-port-add

Oooooooo vRLOOOOOOOOOOOHTTPOOODODODODODODOO SOOOOOOO
goooo

goobognd

goooooog
sflow url-port-add <url port>

ooooo
no sflow url-port-add

gogododogo

(config)
oogogoooo

<url port>
00000000 URLOODOOOODOOODOOOHTTPOOODOODODODOOOODO soO0OODO
goooooo
1. 000o0o0oooooooo
gooooog
2. 000000
10 65535

doddoooooooad

HTTPOODOOOOOOOODOOOO8OODOOOODODO
goobogoooo
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gbobooooobooboobobobooon
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sflow version

sflow version

o000 sFlowOOOOOoOoooooooooooo

ggodgguo
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sflow version <version no.>
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no sflow version

goobogooo

(config)
goooood

<version no.>
0000 sFlowOOOOOOOOODODODODOO0OO0OOODOOD0OOD0O0ODOO sFlowdOOOOOOOd
gooooooooooo
1. 000o0o0ooooooaoaad
goooooad

2. 000000
2

ygodooooooogg

sFlow 0O O0OO0O0O0O0O0OO0 4000000
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gobogoboobod
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ggodgguo
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LLDP

g1o00b00oboobon

lldp enable

lIdp hold-count

lldp interval-time

lidp run
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lidp enable

lIdp enable
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goooLLbpOODOOOODOOOO

ggodgguo

goooad
1ldp enable
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no lldp enable
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(config-if)
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gbooooobooogoo

oo
goobogoooboo
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oobooooboobod

gboobooooobooboboobooogon

goobogo

oo

goobogoooboo

lldp run



lidp hold-count

lIdp hold-count

Oooooooo LLbpOOOOOODOOODODOODOOOOOOOOOOOOOO
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1ldp hold-count <count>
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no lldp hold-count

goobogoo

(config)
goooood
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1ldp run
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lidp interval-time

lIdp interval-time

gooooooo LLbPOODOODOODOODOOOOOOOO
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lldp interval-time <seconds>
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no lldp interval-time
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lIdp run

lidp run
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OADP

oadp cdp-listener

oadp enable

oadp hold-time

oadp ignore-vlan

oadp interval-time

oadp run
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oadp cdp-listener

oadp cdp-listener
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gooo cChpPOOO0OOOOOOOOOOOOOOOOOO
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goooao
oadp cdp-listener
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no oadp cdp-listener
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oadp enable

oadp enable
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oadp hold-time

oadp hold-time
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oadp hold-time <seconds>
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oadp ignore-vian

oadp ignore-vian
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oadp ignore-vlan <vlan id list>
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oadp interval-time

oadp interval-time
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oadp run

oadp run
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oadp run

ogoooad
no oadp run
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OMoOoboOooooooon

Jdubooobd

monitor option

monitor session
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monitor option

monitor option

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobooboboobooboonoo
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gdoodoood
monitor option sample <sample count>
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oo 0000000000 OD0OO0O00O0 O00DO0O00000O0O000
1 1 1
2 2 2
3 30 8 8
4 90 32 32
5 330 128 128
6 1290 512 512
7 513 0 2048 2048
8 2049 0 8192 8192
9 8193 0 32768 32768
10 32769 0 131072 131072
11 131073 O 524288 524288
12 524289 0 2097152 2097152
13 2097153 0 8388608 8388608
14 8388609 [ 33554432 33554432
15 33554433 0 134217728 134217728
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monitor option

oo goooooOoOoooOoooooooao ooooooooooooooo
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1. Joobobooboboobooooooboobobobi10bo0booobooboOobOobon

goobogoooo

monitor session
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monitor session

monitor session

boboooooooboobobobo

ggodgguo

Ooo0oooooao
monitor session <session no.> source interface <interface id list> [{rx | tx | both}] destination

interface {gigabitethernet | tengigabitethernet } <nif no.>/<port no.>

ooooo
monitor session <session no.> { source interface add <interface id list> | source interface remove

<interface id list> }

ooooo
no monitor session <session no.>

goodoogo

(config)
ooooooo

<session no.>
ddddooooooooooooooooooon
1. 00000o0oo0ooooaoaad
goooooad
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source interface <interface id list>
oo oooobbobobbbbbbobo
1. 00o0oooooooood
goooooad
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oo boobb

source interface add <interface id list>
dddddoooooooooooooooooooooooo
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goodoood
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source interface remove <interface id list>
dddddoooooooooooooooooooboooboon
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godoo0oooooooooooooooooooooon
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monitor session

rx
gboobooooobooboobobob

tx
O00000O0o0boOooOoobooooo

both
goddoooooooooooooo

1. J0dodooooooooao
both

2. 000000
rxOtx O OO both

destination interface {gigabitethernet | tengigabitethernet } <nif no.>/<port no.>
gD 2000000 UoOo o
oo

{gigabitethernet | tengigabitethernet }
godooOoooboooooboooo
1. J0o00oooooooooa
goooood
2. 000ood
gigabitethernet 0 0 O tengigabitethernet

<nif no.>/<port no.>
0000oOooOd NIFOOOOOOoOoOoooooooao
1. J0dododoooood
goooooad
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gboboooooobooboboboboboooooboboboboobooboooboooobobobo
gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo
gboobooooobooboboboooboooboonDg

2. 0bobobooooooboooboobobobobobobooboboboboboobooboobOobon
ao

3. b0ooooooobooboboboboboooooboobooboboboobon

4. 000 200000000000000000DOO0O0OOOOOOODOODOODODOO 20000

gbooooooboobobobooooobooboboboboooooobooboobOob 2000000
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monitor session

gbobooooobooboboboooo

5. boboboboboobooobooboboboboooobooboboboboboooon

6. 00O000O0O0OOO0ODOOOO0ODOOU0ODOOOODOO0ODOOODOOOONIFOOODDOOO NIF
gbobobobooooooobobobooobooooooobooboboboboobooooDo
gbobobooobooobooobooboboboboobooooboooobobobobobobooboooboobo
gbobooooboobobobooboooo

ggoooooo
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30.000000000000000000D0O0ODODO

30100000000 ooogn

3011000

0000000DO0o00DbO0oO00ooOOoOooD volllD 2211 0000000000000

3012000000000

030-10000000000000000

ooooo

od

Cannot change the flow mac mode.

goooooooMACOOOOOOODOOO0OO0OO0OO0O0O0O0O0O

- J000000000000000000000 QSOO0O0O0O0O0OO0
ooo0ooooooMACOODOOOODOOOODOOO
MACOOOOODOOOODDOOOODOOOODODOOODOOOODDOOO
00000000QeSOO0O0DOOODOOODDOOODDOOODOO
ooooo

- 0000 VLANOODOOODOOOODOOOODOOOODDOOOOOooOo
000 QSOO000D00O0D0OO0OO00DOO0ODoOMACOODOOOO

oooooo
MACOOOOOOOOOOOOODOOOO VIANOOOOOOOooo

000000000000000000000QeSO0O0OODOODODOO
gobobooooooooocooooon

Cannot set the flow mac mode, because of
fldm.

gooooooooooobooboooMACOOOODODOoOoOoOoOoOO
MACOOUOOOOOOOO0O0O0O0O000000000 standard 000
extended DOO0O0OOOCODODO

30130 VLANO O DO OO

0 3020 VLANOOOOOOOOoOoooo

ooooo

oo

Cannot change the VLAN list.

0000 VLANOOOOOOOOO0O0O0000 QSO0o0oooooooo
ooboooooooooocOoooooooon

0000 VLANOOOOOOO0O0O0O00000 QSoooooooooo
gooooo0o0oo0ooo0oo0b00oo0o00o0b0obOo0o0oOo0ooO VRLAN
IDOO0O0O0O00000

000000000000 0oo0b0o0Ob0o0Ob00b0 Qesuoooooo
00000000 oo000oo000oo0o0o00o00 VLANODODODO
0000oo VLANIDOOOOOODDOOOooOoOoooooooooooo
ooooooooooooboooao

Cannot delete the VLAN list.

0000 VLANOOOOOOO0O0O0O00000 QSoooooooooo

ooboooooooooocOoooooooon
VLANOOODOOOODOOODOOODDOODOODODODOD QSOOODO
0000000 VvVLANOOOO0O0Ooooooooooooooooo

The maximum number of entries are
exceeded.

gobOoooooooooooood

0000 VLANOOOOOOO0O0O0O00000 QSOoooooooooo

goboooooOooooOoOoOooooooooobOoOoooobooooooo

oooooo

VLANOOODOOOOOOOODOODOODODODODDO

« J0000D00O00OD QSOO0OODOOODODOOO VLANODODODO
ooooocooooono

- JO00O0DOOOOOOODDOOODO
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3014000000000O00

300000000000000000000000O0O
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Cannot attach this list because flow mac
mode is set.

ooboooooooOoooooobocOoOooooooo

« VLANO IPv40000000O0OOO IPv6 0000000000000
O
Ipva00000DOOODOO IPV6EOOOOOOOOOMACODOODODO
O VLANOOOOOOOOoOoooz20000000000000
Ipva0000OCOOCODOO IPV6ODOOOOOOOOOOOODOOOO
MACOOOOOOOOOOOOODOODODOO

- JO0O0O0OCOOOOOODOOOOOOOOOOOOOOO0O0
000000000000000000000 VLANO MACOOOO
goobooooooooooooooooooobooooon
gobobooooooooboboOoooOoOoOooOooOoOoboboOobooOoOoOoooo
000000o00ooO0O00o0o0o0ooo0o VLANOO MACOO
goboboooooooo

Cannot attach this list because IPv6 source
address prefix-length exceeds 64.

gooooooooooIpve0OOOOOOBO0O0DO0O0ODOODO

oooooooo

gooo0ooooooooDoooooooo

- J0000000O00O0IPv6eOOOOOOOOODG400000ODOO
ooooo

- 0000000000 IPv6eOOOOO hostOOODODOODODOODODOO

Cannot change the configuration because
there is an inconsistency between fwdm and
policy based routing.

goobooobooooooOoOoOooOoOooOoOoOobOOoOoOoOoOoOoOoOooOoOoo
goooooobOooooOoOoooOoO0oO0ooO0oOoooOoooooOobooooOoo
oooocoooo

gdob0o0oobOoooooooooOoOobocOooono

Cannot set policy based routing entry
because specified destination address is
invalid.

gooooO0ooOooooOoOoooDOoO0O0ooO0o0oOoOooOooOooOboOoooOoo
oooooobooooooooooboOoOobooOooooo
Ipva00000O0OOOODOODOOODOODOOODOODOODDO
goobooobOooOoooOoo0oOoO0oOooOoOoOoOOoOoOoOOoOoOooOoOoOoo
pgooooooo IpO0ODOODOODOODOO
Ipv600000O0OODOOODOOODOOODOODOOODOODOODDOO
gooooooooooobooboooooooo IPv6eObOODOOODO
oooooo

Cannot set policy based routing entry
because specified source address is invalid.

gooooboooooooboooobooboboboboOoboooobooo
goobooooooooooOoooOoOooooooooo
Ipva0000000ODOOODOOODOOODOOODOOODOODOODDOO
goooooooooooobooobooooooooo IPoOOOOOOO
oooocooo
Ipv6e00000O0ODOOODOOODOOODOOODOOODODODOODDOO
goooooooooooboooLoUooLoUoooo IPv6ODOOODO
gooocooo

Cannot set the access list logging, because
hardware mode doesn't correspond to access
list logging.

system hardware-mode O access-log0 000 000000000000
Olegd0O0OOU0ODOOODOOOODODOOOODOOO

00000 leg00OD0O00ODOOODOOOODOOODOOOsystem
hardware-mode [0 access-log0 000000000

Cannot set the configuration because there
is an inconsistency between vlan and policy
based switching.

0000000 VLANOOOOOOODOOoOoooooooooooooo
oobobooobooooboooOoobooOooOoOoOoobOoOoOoobocOoooo
goooooooOo0ooOoO0OoDOoO0O0ooOOoOoOOoOoOooOoOoOoooOoOoo
goooooooooooobooboobOooDOoOooO VLANIDD DO
VLANIDOOOOOOOOoOooooooOvVLANOOOOOOoOooooo
gooo

Over two entry as an address family cannot
be set.

goo0ooobooooooooooooooo
oo0ooOoobOoOoOoooOoO0oOoo0oO0ooOooooOoOoooOoOoooOoo
oob0oooboooooooooooo
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ooooo

oo

Range-Start must be less than Range-End.

goboooooooooooooooooon
goo0ooooooooooOooOooOooOoOooOooOoOoobcooaon

The maximum number of access-list entries

are exceeded.

gooobboooobboooboboooooobog
00000O0o0o0oooooooooo40000000000000DODOO
0000000000000 D0D0DOo0o0ooO0oO0O0O0OOonshow
running-configc 1 00 0000000000000 O0OOOOOOOOOO
goooboooobogo

0o00obOoOoOooooooon

e access-list0 000

¢ denyl ip access-list standardd O OO O

¢ denyl] ip access-list extended 0 0 O O

¢ denyll ipv6 access-list0 0 0 0O 0

¢ denyl] mac access-list extended 0 00 00 O

¢ denyl] advance access-listd 0 0 0 O

¢ permitl] ip access-list standard O O O O

e permit(] ip access-list extendedO O O 0O O

e permit(] ipv6 access-list0 0 0O 0O O

¢ permit[] mac access-list extended O 0 O O

e permitl advance access-list0 0 0 0O O

The maximum number of entries are
exceeded.

gooboooooboooooobooobooobo
00oob000000000000000000000000000000
00000O0Oshowsystem 000000000000

The maximum number of access-list and
qos-flow-list entries are exceeded.

000000000000000 QSUUIIDnnooonoooooog
ooooog

000000000000 00000 QSUUUnDooooooooog
J0000oooo 32000000000000000OO
J0000000o00o0o0oooooooooooooooooooo
000 showrunning-confic0 00 00000000000 OOOOOOO
0000000 QSUINI0NNN0N0N0N0NNNnoooooooooog
ooooooooooog

00o0oooooooooooog

e access-list 0000

¢ deny[] ip access-list standard0 0 O 0 O

¢ deny[] ip access-list extended 0 0O O O

e denyl ipv6 access-list0 00 0O 0O

¢ deny[] mac access-list extendedd O 0O 0O O

¢ deny[] advance access-listd0 0 0 0O O

e permit ip access-list standardd O 0O O 0O

e permitld ip access-list extendedd O O O O

e permitd ipv6 access-list0 0 OO0 0O

¢ permitl mac access-list extendedd O O 0O O

e permitld advance access-list0 0 0 O O

e qoslip qos-flow-listO O O 0O O

e qosipv6 qos-flow-listd O 0O O O

¢ qosl mac qos-flow-list0 O O O O

¢ qosl advance qos-flow-list0 O O 0O O

This list cannot be set to the layer-2
forwarding, because the list includes TCP
flag parameter.

gobobooooooo0ooo0oO0ooOOoO0O0O 2000000000000O0
00oooooOo0oooOoooOo0o0oo TCeOOO0DOOOODDOOOOODOO
go0o0o0oo0ooOoO0o0ODOO0o00000 2000000000000D00CO
0300000000000 0ooO0o0o0oo0oooooobooOoooDoO
gooooooo

This list cannot be set to the layer-2
forwarding, because the list includes tos
parameter.

gobooooocoo0ooOo0oO0ooOoOoO0O0O 200000000O0CO00O0

00o00o000O000DO0o00000 tesOOOO0ODOOOODOODOOO
goo0o00oooO0oD 200000000000000D0O0 30000
goobooooOoOooDOoO0o0ooO0o0OooOooO0ooOoDOoOOoOooO0oOoooooon
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ooooo

oo

This list cannot be set to the layer-2
forwarding, because the list includes
traffic-class parameter.

oooooooooooboooooobooo 20b000000000000
goooooooooobooooooOoooOooooOooOooOoooooooo
goooooooooooooobooOooobO200000000000O00
ooo0sboooooooooooooooooooobooooboooooo
ooooooooo

This list cannot be set to the outbound of
this interface because this list includes
policy based routing entry.

oboooooboooOooooOooboO0o0ooOoooOooOoboOoOooboOoOoooo
ooboooooocooooooood
ooo0ooooOooobDo0oooOoO0o0ooOooOooOooOooOoDOboOooooo
oooooooooooo

This list cannot be set to this interface,
because the list includes own or
own-address parameter.

ooo0ooooOooobDo0oooOoO0o0ooOooOooOooOooOoDOboOooooo
oo

gboooooooooooooooboooo

« VLANOOOOOOOOOOOoo

- JO0OO VLANOODDOOOODOOOODODDOOODODO

« IPv60000000OOOOODOODODOODODO

This list cannot be set to this interface
because this list includes policy based
routing entry.

oooboooboooOooboooOooboO0o0ooOoOoOoOooOoboOoOoDOboOoOoooo
ooo0oo0ooooooboooOooobooooo
goo0ooooOoo0oDboO0OooOoO0ooOooOooOboO0oOoDboOoooOoo
oooooooooooooo

This list cannot be set to this interface
specifying layer2-forwarding, because this
list includes policy based routing entry.

dd0000O00O0O0O0O0O0U0O0O0U00UO0ODUOLOUOOOO
layer2-forwarding 0 0 00000000000 O0O0OOCOOOO
0000000000000 0000000000O0O]layer2-forwarding O
dd000O0O0O0O0oO0O0O0ooUooooooo

This list cannot be set to this port.

ooboooobooooobooOoooboOoooOoOoOooOoboOoOoDOboOoOooOooOoo
oo
goooooooooobo0oOoooO0ooOoooooOooOooDoOoooog
OooooOooooooob0oo VLANIDOOOO VLANODOOOOO
000000 VLANIDOOOODOOODODOOOODoOOoOooooooooo
ooooooooooobooooo

This list cannot be set to VLAN.

00000O000oo0O VLANDOODODODOOODoOooooooooo
000000000000 0O0O0D0O0O VLANIDOOO VLANOOOODO
gooooooooooooooooobobooo VvVLANOOODOOOBOOoo
goboooobooooboooOooobooooOoooOooOoboOooOooDoboOoOoooo
O VLANIDOOO VLANOOOOOOOODOOoOOoOooooo

This list cannot be set, because fldm prefer
qos-only extended.

0000000000 gosonly00O0O0O0O0O0OO0OOOODOODODOODODODO
oobooooboooobOooooboOoOooOooOooOooOoOooDOoOooooo
ooo

This list cannot be set, because of fldm.

g0o00oo0o0ooooo0ob0oo0ooboobo0ooooooooooooa
advance access-list 00000000000 D0O0OO0OODOODOOOOOO
000 standard-advance 0 00 0 extended-advance 000000000

This list cannot be set to the outbound of
this interface because this list includes
policy based switching entry.

oobooooboooobOooooboOoOooOooOooOooOoOooDOoOooooo
oooooobooooooooooo
gooooooooOoobo0oOoooO0OooOoOoOooOooOooDooOooooog
oooooooooooo

This list name is being used as other
protocol type by other definition.

goooooooooooooobooooooo
go0oooooOoo0obOoO0OoDooO00ooOOoOoOooOooOoOooDooOooooag
oooooooooooo

This policy-list number is not defined.

go0ooooooooooOooooOoOooOooOobooooooooon
obob0ooooboooOooooOoobocO0o0ooOoOoOoOooOooOoOooOooOoOooOoa
oooooo

This policy-switch-list number is not
defined.

ooooooooooooooooo0ooOooooooooooo
obob0ooooboooOooooOoobocO0o0ooOoOoOoOooOooOoOooOooOoOooOoa
oooooo
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ooooo

oo

This vlan-list name is not defined.

00 VLANOOOOOOOOoOOoooooo
000000000 VEANOOOOOooooooooooo

30150 000000000000

0304000000000000000O0O00O0ODO

ooood

oo

Cannot set the access list logging, because
hardware mode doesn't correspond to access
list logging.

system hardware-mode 00 access-log0 00000000000 OCOOO
gooobboooooboooboo
0000000000000 00000D00O system hardware-mode O
access-log0 0O OOOOOOO

30.1.60 QoS O O

0 30-50QoSOOO0OOOOOO

ooood

oo

Can not set half duplex because
traffic-shape rate is specified for the port.

0000000000000 0000000 O halfduplexO0000000O
oo

Can not set traffic-shape rate because of the
port is half duplex.

gobobooooooooOoooOooooooooooooo

Cannot attach this list because flow mac
mode is set.

00000000QeSOOO0O0D0ODO0OOODOOODO

e VLANO IPv4QoS OO0 0000 DOOO IPv6eQoSOODOOOODODOO
ooo
IPv4QoS OO0 D O0OODOODO IPv6QoSOOODDOOOODMACOODODO
000 VLANOOOOOOODOOOO 20000000000000
IPv4QoS OO0 OO0ODOODO IPv6QoSOOOODOOODDODOODOODO
O0OMACODOOODOOOODDOOOODDOOOOO

- 0000000000000 SOD0OOD0OO0OODOOODOO
gooooOooooooobooooboooboo VLANO MACOOOO
go0oooopooooQesOOOOOOODOODOOODODOO
QSIIIONODONONONONONONONONONONONONONONONONnOnOnnononon
goooooooooooooOoOooOOoOoOODOO VLANOO MAC
ooooooooooooo

Cannot attach this list because IPv6 source
address prefix-length exceeds 64.

0o0oooooooooIpv6e0000O00O0 600000000000

oooooooo

gobobooooocoooocooooono

- 00000000000 IPv6eOODOOOOOODODO 640000000
goood

- JO00O000O00OO0O0OIPv6eOOOOO hostDOODODODODOOODOODODO

Cannot change hierarchical shaper because
a user is specified in a flow-qos-list.

000 IDO <user id>0 1llrlql01rlg20 0000 QeSO O OO OOODODO

joooooooooooooooooooooooooooo
0 number-of-queuel] model] shaper auto-configuration 0 0 00000
oo

Cannot change shaper mode when there is a
shaper configuration in the interface.

0oo0o00O000O0Ooooooo
O0O0O0NIFOOOOOOOODO0OO (eonfigrif) 00DOO0O00D0OO0DOO
0000000000000 000000000oonoo

Cannot change shaper number-of-queue
when there is a shaper configuration in the
interface.

gooOo0ooooooooooooo
0000NIFODODOOOOOO0OO (eonfigif) 0000000000
goobooooooooOooOooo0oobOoOooobooooon

Cannot set hierarchical shaper and legacy
shaper simultaneously.

gobooooooooOooOooOoOoOoOoOoOoOoOOOoOoOOOOooOoOn
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ooooo

oo

Cannot set shaper nif and shaper
auto-configuration simultaneously.

goooooooooooooo NIFOOODOODODODDODODO

Cannot set the upc-storm-control mode.

obob0oooooooooooooboOo0ooOoOooooOoOooOooOoOooOoa
gooooooboooooooooo
obo0oooboooooooOooboO0oO0ooOoOoOoOooOoOoOoOooOoboOoOooOoo
0QSOO00000000OO0O00DoO0o00oO0o0o0ooo0o0nooooon
oo

Duplicate shaper user id configuration.

gooooooo IbooooooDpoOOOO IDODODOODDODODODO
ooooooooooooon

Min-burst must be less than max-burst.

ooo0ooooOooooOooOooOoOoOooOOoOoooOooOooOoooooooo
oob0obooooooooOoooOoOoboOoOooOoOoOoOOoOoOoOOOoOoOoOoOoo
ooooooo

Min-rate is less than llpg-peak-rate.

gooooo LLpQOOODOODOOODDOODO
« OODOODODO

<kbit/s>0 64 O 1000000

<Mbit/s>0 1M O 1000M

Minrate must be less than maxrate.

oob0obooooooooooooooOoooo
gooooooooooOoooOobOoOoOooOoOoOoooOoooo

NIF does not support hierarchical shaper.

OO NIFOOOOOOOODOOODOODODDODODODO

NIF does not support legacy shaper.

OO NIFOOODOOODOOODOOODODOODOODDODODD

NIF does not support this shaper mode.

OO NIFOOOOOOOODOODOODODDDDDO

Over two entry as an address family cannot
be set.

000 QSOO00000DO0OO0DDODO0OO0DO
QSO0 DD00DDDO00DNDDOO0O0NDN0O0N0NDD0ON0ND QSOooO0O
ooo0oooboooooooOooboOooono

Peak-rate is less than llpg-peak-rate.

oooooo LLpQOOODODODOODODDODDO
« OJOOODOO

<kbit/s>0 64 O 1000000

<Mbit/s>0 1M O 1000M

Peak-rate is less than min-rate.

goooooboDoooooooooooon
- OOO0ODOO

<kbit/s>0 64 O 1000000

<Mbit/s>0 1M O 1000M

Range-Start must be less than Range-End.

gooooobooOoooooooboOooooOon
go0oo0oobOooooooooooOooooobooOooooooon

Relations between <valuel> and shaper
mode are inconsistent.

<valuel>0000000C00OCCOOCOCODOOODO
0000 NIFOOOOOODOOD Irlqg000Oooooooo

<valuel>[] llrlq1-burst0 llrlg2-burst

Relations between <valuel> and shaper
mode are inconsistent.

<valuel>00000000C0OCCOOOCODOOCODO
00000000 vl OO0D0ODOOOOO

<valuel>0 llrlq10 llrlg2

Relations between max-psp and UPC entry
are inconsistent.

O000oUoOooOo pPSPO0OO0OOOOOOOO QSODOOODOOODODOO
gdoodoooooUooLoUoLoUoLoULoLoULULoUOoUo
0000 VLANOOOOOOOOoooooooooo QSO0O0oooog
gd0ood0o0ooo0ooooooUoooo PSPOODOOO1IO0OOOO
ooo

¢ redundancy max-psp

¢ schedule-power-control max-psp

¢ adaptive-power-control max-psp
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ooooo

oo

Relations between max-psp and
upc-storm-control mode are inconsistent.

00000000 PSPO0OO0DOOODOODOODOOODOODOODO
joo00o00oooUoooUooUUoUUDoUoDoooooog
000000000000 000000 wpeinowt 1000000000
000000000 0Uo PSPOCOODOO 1000O0OOOO

¢ redundancy max-psp

¢ schedule-power-control max-psp

¢ adaptive-power-control max-psp

Relations between number-of-queue and
shaper mode are inconsistent.

goo0oooooooooOooocoOooooooo
00000000 llpg4 00000000 40000000DO

Shaper mode configuration is required
beforehand to set the shaper configuration
to the interface.

gobobooooooooboOoOoooOoooooooobooOooooooooooo
gooooooocoooooo
000000000000 NIFOOOO0O00000000000000

Shaper port rate-limit is less than shaper
wgq-group rate-limit.

oooooooooweGQUOOOoOooooooooo
« OOOODODO

<kbit/s>0 64 O 1000000

<Mbit/s>0 1M O 1000M

Shaper port rate-limit must be greater than
the peak-rate of each shaper user and
peak-rate of shaper default-user.

gobooooooooooOoOooOoOoOoboOoOoOobOOoOoOoOobcOoOobooOoOoo
gooooooooooooon

Shaper port rate-limit must be greater than
the sum of max-rate of llrlql and max-rate
of llrlq2.

000000000 Irlql 00000000 Irlg20000000000
gooooooooooo

Shaper port rate-limit must be greater than
the sum of min-rate of each shaper user, and
min-rate of default-user.

gobobooooooooOoO0oO0oOoOoOoOOoOoOobOOoOoOoOCcOoOoDbOOoOoo
goobooooOoOooooOoooooo

Shaper port rate-limit must be greater than
the sum of min-rate of each shaper user,
min-rate of default-user, max-rate of llrlql,
and max-rate of llrlq2.

gobobooooooooOoO0oO0ooOoOoOoOoOoOobOOoOoOoOoCbcOoOoDooOoOoo
Oo0O0Olrlql 00000000 rlg2000000000000D0O0ODODOO
ooood

Specified rate value of WFQ is incorrect, or
it is out of range.

0000 WFQUrate 0O OOODOOOOOOOOOOOOOOOOOO
oo

Specified traffic-shape rate value is
incorrect, or it is out of range.

goooO0ooo0oobo0o0oobOobobobOobOOobOOoobo0oboOoo0oooo
oooooo

Storm-control must be with
"upc-storm-control mode
upc-in-and-storm-control"

gooobbooooboooobobobooobbooobobbooboboo

gooobbooooboooooboboooboboo

e AX6700S0 00O
0000ooO0o0ooOoO00oOo0o0ooOooooOOo0oOoOoobooOoO
gooboobooobobooobboooobooo

e AX6600S 0 OO AX6300S0 00
0000000000000 D0O0000 upeintin 00 0O upe-in-out O
gooboobooooobooobobboooobboooobobooooobo
ooooo

The list cannot be applied in the inbound
direction, because shaper nif configuration
is missing or inconsistent among the nif
ports.

gooooooooooOoO0oO0ooOoOoobOoOoobOOoOoOoOobcOoOooDooOon
00000000 NIFOOOOOOOO0O0O00000000000000
0000000000000 00000000O0 IDO <user id>0 llrlql0
Irlg20 000 QoSOOODO0O0O0O InboundD0DOO0OOOOO
gooooooooooOoOoOooOooooooobOoOoOoOoOobocOooooon
OO0ONIFOOOOOOOOOO0OO0O0000000
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ooooo

oo

The list cannot be applied in the outbound
direction, because shaper nif configuration
is missing or inconsistent among the vlan
ports.

gooooooopooooooooooDooooDpoo vVEANOOOOOoo
goooooooooOo NIFOODOODOODOODOODODODDO
goooooooooOooOoOoDoOODOoODOODOD IDO <user id>0
lrlq101lrlg20 000 QoSOODOO0OO Outbhound D0 OO DOOODODO
000000000000 00000OVLANOODOOOOODOOOoOooo
ocooooNIFOOOOOOOOOOODOOOOOODOOOO

- 000000000000 O0O0OOO0COONIFOOOOOOOO0O0O0

The list cannot be applied to the interface,

because the list contains user id parameter.

00000000 IDO<user id>01rlq101rlg20 00000000000
gooooooboooooooooo
oboooooboooOoboooOooboOo0ooOoOooOooOoboOoOooOoboOoOooOoo
0000000000000000 <userid>0000000000000
rlql 000 rlg20000000000QeSOOOOOOOOODODODO
goooooiIbobobooooOooOoOoOOOOOOODOOODOOODOOO
0O Vol206400000000000000000O0OOOO

The list cannot be set to the vlan interface,
because the vlan has no ethernet port which
is configured shaper mode.

000000000000 o0O0O000oO000oO0O0 VLANOOOOOOO
goooooooooooOooo NIFOOOOODOOODOODODOODO
0000000000000 0O000000 IDO <user id>0 1lrlq10
rlq20 000 QoSOODOCOODODO OutboundDOOOOOOOO
gooooooOoOoOoOoOoOOO0DOOOVLANDOODODODDDODDOO
goooOoooQooQOo NIFODOODOODOODOODODOODDODO
oooooooooooo

The list contains user id, but shaper nif is
not configured.

ooo0ooooOooobDo0oooOboO0o0ooOooOooOooOooDOoboOoooonoo
000000000000 0000O0 IDO<user id>0 lrlq10lrlq20 O O
0QSOO0000ooooooooooo
obooboooboooooooOoOoooOoooOoOooOoOoOoOoOoboOoOooooOoo

The maximum number of access-list and
qos-flow-list entries are exceeded.

0000000000000 0D0 QeSO UOUUObLULDbODODOD
oooooo

0000000000000 0D0DQeSOODO0DDODODOoDDoDOoOooDoooO
00000000 8200000000000000000
000000000000 O0O0O0U00U00ODUO0ODUO0ODUODOO
000 show running-config 0 00000000000 0OOOODOOODO
0000000 QSO0000000000000U0O0LDULOOODOO
o0ooooouooooo

go0ooo0ooUooouooooo

e access-list 0000

¢ denyl ip access-list standardd 0 0 O O

¢ denyl ip access-list extendedd 0 0 O O

e denyl ipv6 access-list0 0 0 0O O

¢ denyl mac access-list extended O O 0O O

¢ deny[] advance access-list0 00 00O

¢ permitld ip access-list standard0d 0O 0O O O

¢ permitld ip access-list extendedd 0O O O O

e permitld ipv6 access-list0 0 0O OO

¢ permitl] mac access-list extendedO O 0O 0O O

¢ permitd advance access-list0 0 0O 00O

e qosl ip qos-flow-list0 O 0O 0O O

e qosl ipv6 qos-flow-listd 0 0O O O

¢ qosl mac qos-flow-listd0 0 0O O O

¢ qosl] advance qos-flow-list0 O 0 O O

The maximum number of entries are
exceeded.

QoSODU0D0DO0UDNDOODDOODOOO
000000o0ooo0oDoo00oo00oDooOooDooOooDoOoooOoOg
00 showsystem 00000000000
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oo

The maximum number of qos-flow-list
entries are exceeded.

QS 000DD00ODODOODOoooooOoooooo

QoS UD0D0DD0DODODODUOOoUOoUOoOooOO 40000000000
gooooo

0000000000000 DoD0DOooooO0ooO0oOo0OOonshow
running-configc 10000 QoSOUOOO0O0ODOOO0ODOOOOOOOODOO
0o00obOooooooooooo

gooobbooooboooon

e qosip qos-flow-list0 O 0O O O

e qosipv6 qos-flow-list0 O O O O

¢ qos[ mac qos-flow-list0 O O O O

¢ qosl advance qos-flow-list0 O 0 0O O

The maximum number of shaper user
entries is exceeded.

goobooooooooOoooooooooooboooon

The maximum rate for the queue is
inconsistent with the other queue's rate.

gooOooooOoooobOoooooOo 0% 00000o000o0o000o

OhighODOOOOOOOODOOODOODlowODOOODOODDODDO

gob0O0ooooooobOboO0oooOoobooOoOon 100%b000000
000000highDOOOOOOOO0OOOO0DOO0OOOlowDOODOOOODO
goboooooooooocoooooo

The unit of the specified traffic-shape rate is

unjustified.

goooooooooooooooooo

This list cannot be set to the inbound,
because upc-storm-control mode
<upc-storm-control mode>.

0000000000000 00000 wpein-inO0OO0OO0OOOOOODOO
gobooooobooooOooO0oooOooOooOoOobOOoOoOoOobocOoOooooOoo
oooooo
goobooooOooooOoOoooOo0oo0oooooOoOo0ooobooooooo
goboooobooooooOooobooOoOooOooOoOoobOocOoOoOOoOooOooo

<upc-storm-control mode>[]

e AX6700S 000
upc-in-and-storm-control

* AX6600S 000 AXe300S0 00
upc-in-and-storm-control] upc-in-out

This list cannot be set to the layer-2
forwarding, because the list includes
replace-dscp or penalty-dscp parameter.

00 QSOO00000O000UoOo0ooooD20000000000000
QoSO IO0ODDOODDODOO DSCPOUOOODOOOD DSCPODO
000000000000 00000 QSOU0OO00O0OooOoO 2000
00000000 oOovVLANOODODOOOODOOO 30oooooooo
DSCpOOOOOODOOOO DSCPOOOOODOOODOOOODOOOO
oooo

This list cannot be set to the layer-2
forwarding, because the list includes TCP
flag parameter.

00 QSOO0000O0000oo0oooD20000000000000
QSO UIO0O0D0DOO0ODOO0OOODO TCPOUODOOOODDOOOODDOD
0000000 QSOO000UooOooooD2000000000000O
goo0s3stoU0o0oooooooooooOoOoboOoOooboOoOooOooOooooo
oooOoooDoo

This list cannot be set to the layer-2
forwarding, because the list includes tos
parameter.

00 QSOO0O000O000oo0ooooD20000000000000O
QoSO IO0ODUOO0ODODOOUONO tesODDOOODDOOODDDOO
00 QSOO0O0000O0O00O 2000000000000O0DOOO 30
gobobooooooooOoO0oO0oOoOo0oOoOoOoOobOOoOoOoOCbcOoOoDoOoOoo
oooo

This list cannot be set to the layer-2
forwarding, because the list includes
traffic-class parameter.

00 QSUO000O0OODOD0OODOOOooOo2000000000D0O0DO
QSO0 00000O00OLO0O0LOUO0bLOUOLOOoOoLOoOoLOoOoLOoO
000000000 QSUU00O0ooooo2000000oD0o00DO
gooOoO0o3oooooooooooOoooooooOoOooOooOooooo
ooboooooooo

This list cannot be set to the outbound,
because it includes a flow entry which sets
both the maxrate and the minrate.

goooO0ooo0oobo0oo0oobOobobobOobOOobOOooOooboOoo0oooo
oooooooooo
gooooooooooOoOoOooOoO0oobOooobOOoOoOooOobcOoOooDooOoOon
000 QSOUOODOD0ONDOOooooooong
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This list cannot be set to the outbound,
because it includes the UPC entry.

gooooooooooooooo
gboooooooooooooooboooao

This list cannot be set to the outbound,
because upc-storm-control mode
<upc-storm-control mode>.

000000000000 000000 upe-in-and-storm-control 0 O O
upcrinrin 000 0000000000000 OCO0O0
goobobooobboooboboooboboooobbooobobooo
gooooooa

<upc-storm-control mode>[] upc-in-and-storm-control] upc-in-in

This list cannot be set to the VLAN
interface, because it includes the UPC entry.

VLANOOOOOOODODOOODODOODDOODDOODOO
oooooooooobooooboooooooobooooooo

This list cannot be set to this interface,
because the list includes own or
own-address parameter.

00 QQSO000000OoOO0oo0ooUoooooooonooooon
ooo

gbooooooocooboooooocooo

« VLANOOOOOOOOOOOO

- 0000 VLANOODOODOODDODDOODDODDO

« IPv6 00000000000 0O0O0O00O00O0

This list cannot be set to this port.

00 QSO000000OoOO0oo0ooUoooooooonooooon
ooo

0000000000000 0 QeSObOoOobooooooooooo
QoSOIDO0ODDDOO00DDDODOOODDO VLANIDODOODO VLANOODO
000000000 VLANIDOOOODODOOOOooOoooooooooo
oob0oooooooooooooooo

This list cannot be set to VLAN.

00 QSOO0O0O00O0OVLANOOOOOOooooooooooo
QSUI000000O000O000000 VLANIDOOOO VLANODODO
000000000000000 QSOOUD00OOO VLANOODOOOD
oob0obooooooOooOoo0oOoOobocOoOooOoOoOoOoOoOoOoOOboOoOooOoOoo
0000 VLANIDOOOO VLANOOOOOOoOoooooooooo

This list cannot be set, because fldm prefer
filter-only extended.

0000000000 filteronly OO 0O D0QSOOOOOOOOOOOO
oono

QSUID 0000000000000 0000000000000000
oooo

This list cannot be set, because of fldm.

0dd0000ooo0ooooooO00ooooooooooooooog
advance qos-flow-list D00 0000000000000 0OOOCOOOO
000 standard-advance O [0 0 extended-advance 000000000

This list name is being used as other
protocol type by other definition.

000 QSOO000O0O0ODOOODoooOooo
000 QSOODDO00ONDODO0O0NDO0O0NDD0O0NONDOOOD QoSO
ooooooooooooooo

This vlan-list name is not defined.

00 VLANOOOOOOOOOoOOooooo
000000000 VLANODOOOOOOooooooooo

30.1.70 IEEE802.1X T [

O 30-60 IEEE802AX 000000000

ooooo

oo

ChGr <channel group number>:
Inconsistency is found between the dot1x
port-control and the dotlx vlan <vlan id>
enable configuration.

VLANOOODOOOODOO VLANODOOOOOOoOOoooooooooono
oooooooooo

VLANOOOODOOODOOOOO VLANODOOODOOOOooooooo
oob0oooooooooooooooo
gooooooOoooOooooooOopooOoooooobooo VRAND
VLANOOOODOOODODOOODoOooooo

<channel group number>0 0000000000
<vlan id>0 VLAN ID
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ChGr <channel group number>:
Inconsistency is found between the dot1x
port-control and the switchport mode
configuration.

gobobooooooooooOooooobooo 2000000000000
oooooooo

000000000000 000000000 switchport mode0 000
gobooooooooooooooooo

switchport mode 0 0000 0000000000000 OOODDOOOO
goboooooooooocoooooo

<channel group number>0 0000000000

ChGr <channel group number>:
Inconsistency is found between the
reauthentication and the ignore-eapol-start
configuration.

000000000000 00000 ignore-eapol-start [
reauthentication 00000000000

reauthentication 0 0 00 00O OO0 O 0O O ignore-eapol-start 0 0 0 O O
pooo

reauthentication 0 0 0 0 00O OO ignore-eapol-start 00000000
ood

<channel group number>00 000000000

ChGr <channel group number>:
Inconsistency is found between the
supplicant-detection and the
ignore-eapol-start configuration.

000000000000 00000 ignore-eapol-start [
supplicant-detection 0 00 00000000

ignore-eapol-start 0 0 0 00 0O 0O 0O O O O supplicant-detection O disable
goooboooono

supplicant-detection [0 disable 0 00 00 0 00O O 0O O ignore-eapol-start
gooooooono

<channel group number>00 000000000

Inconsistency is found between the dot1x
and the fense configuration.

IEEES02.1X 0 000000000 DOOO VLANOODODODOOOO
gooooooooo

dotlx system-auth-control 0 0000000000 O0OO0OOOOOO

¢ fense vaa-name

e fense vlan

¢ fense server

Inconsistency is found between the dotlx
and the gsrp configuration.

IEEER02.1X 00000000000 GSRPOUDOODOODOOOODODOOO
oooooooo
dot1x system-auth-control J gsrp 000000000000

Inconsistency is found between the dot1x
and the 12protocol-tunnel eap configuration.

IEEE802.1X 00000000000 EAPOLOOOOOOODOOODOO
gooOoooooooooooooo

O0000000 EAPOLOOOODOOODOOOOODO VLANDOOO
goobOooooooooooooooobooooo
VLANOOOODOOOOOOOO EAPOLOODOOOOOOOOOO
VLANODOOODOOOOOoOo

Inconsistency is found between the dot1x
and the mac-address-table limit
configuration.

IEEE802.1X 00000000000 MACOODOODOOOOODOOO
oooooo

IEEE802.1X 0 MACO U DOOOODODOOODOOOODOOOOODOOO
00000 VLANODOOOOOooooo

Inconsistency is found between the dot1x
and the no mac-address-table learning
configuration.

IEEE802.1X 00000000000 MACOOOODOOOOODOOO
oooood

00000000 MACODOODOOODDOOOOO VLANOODOOD
oooooooooooobooooooooo
VLANOOOQOOOODOOOO MACODDOODOODODDO VLAN
ooooooooog

Inconsistency is found between the dot1x
vlan enable and the switchport mode
configuration.

VLANOOOOOODOOO VLANOOOO 20000000000000
ooooooo
000000000000 0000 VLANO VLANOOOOODODOOOO
ooooooo
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Inconsistency is found between the dotlx
vlan enable or dotlx vlan dynamic
radius-vlan <vlan id> and the vlan
configuration.

VLANOOOOOODOODDO VLANOOOOOOOOO VLANO
VLANOOOOOODODOOOODOODODODDDODODO
VLANOOOOOODOODODO VLANOOOOOOOoooooooooo
VLANOOOODOOOOOO

VLANOOOOOOODOOO VLANOOOOOODODOO VLANDOOO
000000000OVLANOOOOOOOoooo

<vlan id>0 VLAN ID

Inconsistency is found between the vrf and
the dotlx configuration.

IEEE802.1X 00000000000 VRFOOODODDODODODODOOODOOO
goooooad
dotlx system-auth-control 0 vifmode 0000000 OOOOO

port <nif no.>/<port no.>: Inconsistency is
found between the dot1x port-control and
the dotlx vlan <vlan id> enable
configuration.

VLANOOOOOOOODOO VLANOOOOOOOoOooooooooooo
gooood

VLANOOOOOOODODOOOOO VLANODOOODODOOoOOooooooo
ooboooobooooooo
goooOoOooOoooOooboobooooooo VLANO VEANDOOOO
goooooooooooo

<nif no.>/<port no.>0NIF OO /00000
<vlan id>0 VLAN ID

port <nif no.>/<port no.>: Inconsistency is
found between the dot1x port-control and
the switchport mode configuration.

gooooooOooooooo0DbD 2000000000000000O0O
oono

OO000OO0O0O0OO0OODoOODO switchport mode 1 000 OO0OOO
gooooooboooooooon

switchport mode 0 0 0 0000000000000 O0O0O0O0O0O0O0O0OO
ooboooobooooooo

<nif no.>/<port no.>0ONIF OO /00000

port <nif no.>/<port no.>: Inconsistency is
found between the reauthentication and the
ignore-eapol-start configuration.

000000000000 ignore-eapol-start 0 reauthentication 0 O O
oooooooo

reauthentication 0000000000 O O ignore-eapol-start 0 000 0O
oooo

reauthentication 0 0 00 0 000 ignore-eapol-start 0 0 0 0 0000
oo

<nif no.>/<port no.>0ONIF OO /00000

port <nif no.>/<port no.>: Inconsistency is
found between the supplicant-detection and
the ignore-eapol-start configuration.

000000000000 ignore-eapol-start 0 supplicant-detection O O
oooooooogo
ignore-eapol-start 0 0 0 0 0O 0 0O 0O O O O supplicant-detection O disable
ooooooogo
supplicant-detection 0 disable 0 00 0 00O O 00O O O ignore-eapol-start
ooooooogo

<nif no.>/<port no.>0ONIF OO /00000

The total count of dotlx vlan definitions is
beyond the maximum value (1024).

VLANOOOOOOOODOOODOOODOO VLANODODOODOODOOoOOoODO
oono
go01l024000000000000DO

The total count of dotlx vlan ports and
port-channel combined is beyond the
maximum value (1024).

VLANOOOOOOOODOOODOOODOO VLANODODOODOODOOoOoODOD
goooOoobDo0ooooooobOooDo
go0l024000000000000DO

657



30.000000000000000000D0O0ODODO

ooooo

oo

vlan <vlan id>: Inconsistency is found
between the dotlx vlan enable and the
switchport configuration.

VLANOOOODOODOO VLANOOODOODO VLANOOOOOO MAC
VLANOOOOOOOOOoooooo

VLANOOOOOOODOOOODO VLAN O switchport protocol-vlan [
00000 VLANOOOOOO VLANOO O switchport mac-vlan O
MACVLANOOOOOO VLANOOOOOOOOO

switchport protocol-vlan 0 0 00O 0O VLANOO OO OO VLANO OO
0 switchport mac-vlan 0 MACVLANO OOOOO VLANOOOOO
VLANO VLANOOOOOODOOoooooood

<vlan id>0 VLAN ID

vlan <vlan id>: Inconsistency is found
between the dot1x vlan enable and the vlan
configuration.

VLANOOOOOODOO VLANO VLANOOOOOOO0O0OOoooood
oooooooo

VLANOOOODOOOOO VLANOOOOO VLANO vlan0OO O OO
000 VLANOOOOOoOoooooo

vianO00OOO0O000O0 VLANOOOOO VLANO VLANOODOOOO
000 VLANOOOOOOOoooOo

<vlan id>0 VLAN ID

vlan <vlan id>: Inconsistency is found
between the reauthentication and the
ignore-eapol-start configuration.

VLANOOOOOOODO VLAN O ignore-eapol-start O
reauthentication 00000000000

reauthentication 0 0 00 00O 0O 00O OO O ignore-eapol-start 0 0 0 O O
oooo

reauthentication 0 00 000 00O ignore-eapol-start 0 0 0 00000
oo

<vlan id>0 VLAN ID

vlan <vlan id>: Inconsistency is found
between the supplicant-detection and the
ignore-eapol-start configuration.

VLANOOOOOOODO VLAN O ignore-eapol-start
supplicant-detection 0 0000000000

ignore-eapol-start 0 0 0 00 0 0O 0O O O O supplicant-detection [0 disable
ooooooooo

supplicant-detection [ disable 0 0 0 00 0 00O O O ignore-eapol-start
goooooooo

<vlan id>0 VLAN ID

vlan dynamic: Inconsistency is found
between the radius-vlan <vlan id> and the
vlan configuration.

VLANOOOQOOOOOO VLANO VEANOOOOOoOoooooooo
oooooooo

VLANODOOODOOOOO VLANOOOOO VLANO vlanODO O OO
MACVLANOOOOOOODODOO

vlanO00OOO0OO MACVLANOOOODO VLANO VLANOOOOODOOO
O VLANOOOOOOOOooo

<vlan id>0 VLAN ID

vlan dynamic: Inconsistency is found
between the reauthentication and the
ignore-eapol-start configuration.

VLANOOOOOODQODOO ignore-eapol-start [1 reauthentication O O O
gooooooo

reauthentication 00000000 OO OO ignore-eapol-start 0 0 0 0O O
oooo

reauthentication 0 0 0 0 0O 0O OO ignore-eapol-start 0 00O 0O 0OO
oo

vlan dynamic: Inconsistency is found
between the supplicant-detection and the
ignore-eapol-start configuration.

VLANOOOQOOOOQODODQO ignore-eapol-start 0 supplicant-detection O O
ooooooooo
ignore-eapol-start 1 0 000000 O O O supplicant-detection O disable
goooooooo
supplicant-detection [0 disable 0 0 0 00O OO O OO O ignore-eapol-start
goooooooo
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300000000000000000000000O0O

0 30-70Web0 0000000000

ooood

oo

Duplicate IP address.

goIpooooOOOOOOOOOODOOO
goobooobo0oobo0oooo0oooooooooooIPOOOOOODOO
oooooo

Duplicate network address.

WebOOOO IPOOOOOOOOOOOODOOODOOODOOODOODO
gooooooooooooooo

Duplicate web authentication port
number.

WebOOOOOOOOODOODODDOO
WebOOOOOOOOOOOOOOOODODOODODODOO

Inconsistency is found between the VAA
configuration and the web-authentication
configuration.

FENSEOOOOOOOOOOOOOOOWebOOODOOOOOODOODOO
oooo

Inconsistency is found between the vrf and
the web-authentication configuration.

vifmode 000000 COOOODOOOOOWebODOODOODDOODDO
oooo

Inconsistency is found between the
web-authentication vlan command and
web-authentication port command.

000000000000 000000 VEANOOOOOO0O00O VLAN
oooooooooooo

Invalid access-list ID for authentication.

goboooobOooooOoO0oooOooOooOoOoOoobooOoooOooooo

Invalid max-timer . -- <value>

goboooooooooood
100 1440000 infinity OO0 O00O0ODOODOO

<value>OWeb OO OQOGQQOQOQO

Invalid max-user . -- <value>

gobooooooooooooao
104096 0000000000

<value>OWeb OO OOOOOOO

Invalid vlan . -- <value>

VLANIDOOOOOOO
20 40950000000000

<value>0Web OO OO VLANO VLANIDOOOO WebO OO URLOO
0000 VLANO VLAN ID

Invalid VLAN ID <vlan id>, not MAC
VLAN

0000 VLANIDOOOOO VLANO MACVLANOOOODOOOO

<vlanid>0 000 VLAN O VLAN ID

Maximum number of web authentication
port is exceeded.

WebOOOOOOOOOOOOODOOOOOOOOWttp OO httpsO O OO
oobooooobooo

WebOOOOOOOOOOOOODOOOOWttp OO https OO OOOOO
ooooooooon

Over two entry as an address family
cannot be set.

gobooooocoooocooooono
gobooooOooooOo0oO0ooOooo0ooooooooooboOooooooon
gooODoooooooooooooo

Relations between the vlan configuration
and the web-authentication redirect-vlan
configuration are inconsistent.

URLOOOOOOODOOOO VLANOOOOOOOOOO VLANIDO
MACVLANOOODOOOOOOOODOO

Relations between the web-authentication
configuration and the channel-group
configuration within same port.

000000000000 0000000 WebODODOODOOODODODO
goooooooooooooooo

Relations between the web-authentication
configuration and the VLAN mode
configuration are inconsistent.

VLANOOOOOOODOOOODOOOOooOoOOoOooO VLANOOOOOO
000000OWwWebOOOOOOOOOOOO
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Relations between the web-authentication
dynamic VLAN mode and the
web-authentication static VLAN mode are
inconsistent.

0000000000 VEANOOOOOOooooo VEANODODOOoooo
WebOOOOOOOOOOO

Relations between the web-authentication
logout polling configuration is
inconsistent.

Web0OODODOOODOOODODOOODOOOODOOODODOOOODOOODO
oooooooooo

Relations between web-authentication
configuration and 12protocol-tunnel eap
configuration are inconsistent.

0000 WebOOO URLOOODOOOOODO EAPOLOOOOODODOOO
gobooooooooooo

30.1.90MACO ODOO

0 30-80MACOOOOOOO0O0O0O0O

ooooo

od

Inconsistency is found between the VAA configuration and
the mac-authentication configuration.

FENSEOOOOOOOOOOOOOOOMACOOOOO
oooooooooooo

Inconsistency is found between the vrf and the
mac-authentication configuration.

vifmode 0000000000 O0DO0O0OOMACDODOODO
oobooooooooooo

Relations between the mac-authentication configuration
and the channel-group configuration within same port.

0000000 0oO0o0ooooo0ooOo MACOOOD
obobooooooooobooobooooooboOoooboo

Relations between the mac-authentication configuration

VLANOOOOOQOOOoOooOoobooobooooo

and the VLAN mode configuration are inconsistent.

VLANOOOOOOOOooooMACOOODOOOOO
oooo

Relations between the mac-authentication configuration
and the web-authentication dynamic VLAN configuration

are inconsistent.

0000 MACOOO WebOOODOODOODDOODDO
gooood

30.1.100 0 O VLAN O O O OP-VAALO

0309000 VLANOOOOOOO0O0O0

ooooo

oo

fense: duplicate server address <server
address>.

fenseserver 00000 IPOOOOOOODODO VAAIDOOOOOOOO
IpO0O0OOODOOODOOODO

<server address>0 0 00000 IPOODOO

fense: duplicate vlan subnet address
<subnet address> and subnet mask
<subnet mask>.

gobOoooobooooobooooobooooboooooo

<subnet address>0 0000 VLANOOOOOOOOOO
<subnet mask>0 0000 VLANOOOOOOOOO

fense: Inconsistency is found between the
dot1x and the fense configuration.

IEEE802.1X 0 00 00O dotlx system-auth-control 1 0000000000
OO0 VLANOOOOOOOooooooood

fense: Inconsistency is found between the
vlan suspend the fense vlan configuration.

00 VLANOOOOOOO MACVLANOOOOOOOOOOODOOOOO
000000000 MACVLANOOO VLANOOOOOOOOD

fense: the set of VLAN ID <vlan id> and
subnet is different from configured set.

VLANIDOOOOOOOOOOOOOOoOoooooooooo VLANIDO
goboooooooooooooobooo
VLANIDOOOOOOOOOOOO<VAAID>OOOOOOOOOOOOd
gooooooo
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<vlanid>0 0000 VLANO VLAN ID

Inconsistency is found between the vrf and
the fense configuration.

vifmode 000000 ODOOODOODOOD VEANOOOOOOOOO
goooboooooo

30.1.1100 DHCP snooping O I

0 30-100DHCP snooping0 00O OO OO

ooooo

oo

Cannot change the configuration because
there is an inconsistency between fldm and
ip dhep snooping.

DHCPsnooping 00000000000 OO0OOOOOOOOOOODOOO
jod0obOoOoOooboooobooooooo

DHCPsnooping 000000000000 O0OODOODOODODOOOOO
godoobOoOoooboooooo

¢ fldm prefer default standard

e fldm prefer {default | filter-only | qos-only | filter | qos} extended

¢ fldm prefer qos-only extended-advance

Cannot change the DHCP snooping, because
the maximum number of entries are
exceeded.

DHCPsnooping 0 000 OO0OCCOOOCOOOODOODODODO
DHCP snooping 0 0 0000000000000 OO0OOOODOOODOO
oobooooooooobooooobooooOoooooooooooon

The VLAN target of the DHCP snooping and
ARP inspection is not suitable.

DHCP snooping 0000000 ARPOOODDODO VLANOOODODOO
oooo

000000 ARPOOO DHCP snooping 000 VLANOOOOOOO
ooao

30.1.120 BSU/PSP/NIF O 0 O O 00 O AX6700S[11 AX6600S[

O 30-1MOBSU/PSPINIFOOCOOCOOOCOOOOO

ooooo

oo

Cannot change <valuel> configuration while

"power-control" or "system recovery" exist.

power-control 0 [0 00 systemrecovery 0 000000000
O00O<valuel>0 00000000000
power-control 0 O 0 system recovery D0 00000000
go0ooOoOoooOoOoooOooooOooooooo

<valuel>0 00000

Cannot change <valuel> configuration while "redundancy | redundancy bsu-load-balancing smac [0 O O redundancy
bsu-load-balancing smac" or "redundancy bsu-mode fixed" = }gu-mode fixed DO D OO0 DO D000 O <valuel> 00

exist.

gooooooooo

redundancy bsu-load-balancing smac 0 0 [0 redundancy
bsumode fixed DO OO0 O0OO0O00OOOODOOOODOO
goooooooooooo

<valuel>0 00000

Cannot set <valuel> configuration while

schedule-power-control modeld schedule-power-control

"schedule-power-control mode" or "schedule-power-control | 1 5%-hsuld schedule-power-control standby-bsull

max-bsu" or "schedule-power-control standby-bsu" or

"schedule-power-control time-range" or
"adaptive-power-control enable" exist.

schedule-power-control time-range 0 0 O
adaptive-power-control enable 0 000000000000
<valuel>0 00000000000
schedule-power-control model schedule-power-control
max-bsull schedule-power-control standby-bsull
schedule-power-control time-range 00 00 O
adaptive-power-control enable 0 0 000000000 OO
0d0o0bOO0oOo0ooboOoOoooooooo

661



30.000000000000000000D0O0ODODO

ooooo

od

<valuel>0 00000

Cannot set nif<valuel>, because nif<valuel> is already

configured in redundancy nif group.

nif <valuel>0 000 NIFOOOOOOO0OO0OO0O0O0O0O0O
oooooooooo

nif <valuel>0 NIFOOOOOOO0O0O0O00O000O000O0
goooooooooooooobooooboobooooo

<valuel>0 00000000 NIFOO

Cannot set nif<valuel>, because the maximum number of

nif exist in this redundancy nif group.

goooooooooooboooO NIFOOOODOODODO
OO00OO00OO0Onif<valuel>000000000
NIFOOOOOOOOOO NIFODOODODODODODO

<valuel>0 00000000 NIFOO

Relations between redundancy max-psp and UPC entry

are inconsistent.

gooooooo pSPOOOOOOOOOOO QSOOO
gooooooooooooooboooooooooooon
gooooooooo

00 pSPOOOOOOOOOODOOO VLANOOOOOO
00000000000 QSO0ODOoOoooooooooo
od

Relations between redundancy max-psp and
upc-storm-control mode are inconsistent.

oooooooo pSPOODOOOOOOODOODOODODOO
gooooOoooOoooOobopooooOoLOooLoooooo
o0ooooooooo
gopSsPOO00ODOO0ODOOODOOOODOOODOOO
00000 upein-in 0O O upe-in-and-storm-control [ [J
oooooooo

30.1.130 GSRP O O

0 30-120GSRPOOOOOOOODO

ooooo

oo

can not configure gsrp when
spanning-tree is configured.

00000000000000000GSRPOOOOOOOOO

can not configure gsrp when
virtual-router is configured.

VRRPOOOOOOOOOGSRPOOOOOOOOO

gsrp-<gsrp group id>: can not configure
layer3-redundancy when GSRP ID is
not in range from 1 to 4.

GSRPOOODO IDO 100 4000000 layer3-redundancy D0 OO OO0
0og
GSRPOODOOIDO 100 40000000000000O

<gsrp group id>0 GSRP O O OO ID

gsrp-<gsrp group id>: can not specify
both any flush methods and direct-link
on the channel-group <channel group
number>.

00000000000000oooo0o0ogon reset-flush-port 00O 0O
no-flush-port 00 OO OO0 OO0
pooobobooooboooooobooobobbooobboooooboo
gooooo

<gsrp group id>0 GSRP O OO 0O ID
<channel group number>0 0000000000

gsrp-<gsrp group id>: can not specify
both any flush methods and direct-link
on the port <nif no.>/<port no.>.

000000000000 00000 reset-flush-port 0 0 O no-flush-port 0
ooooooogg
0000000000000 oo0ooooo0ooooooooo

<gsrp group id>0 GSRPO O OO ID
<nif no.>/<port no.>ONIF OO /00000

gsrp-<gsrp group id>:can not specify
the two or more flush methods on the
channel-group <channel group
number>.

goboooooooobooOoooOoOoOoooOoobooOobooOoOoOoooo
goooooooooboooobooooboOooooOoooOoboOoOooOoOoOoooOo
oooooo
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300000000000000000000000O0O

ooooo

oo

<gsrp group id>0 GSRP O O 00O ID
<channel group number>0 0000000000

gsrp-<gsrp group id>:can not specify
the two or more flush methods on the
port <nif no.>/<port no.>.

gooooooOooooooooooooOooooooooon
gooooooOoooooooooOoobOoOoOooOoocOoooOoooonoo

<gsrp group id>0 GSRP O O 0O 0O ID
<nif no.>/<port no.>ONIF OO /00000

gsrp-<gsrp group id>-<vlan group id> is
already configured in vlan-mapping.

00000 VLANOOOO IDOOODOO VLANOOOOO IDODODOOODO
oooo

Ring Protocol 0000 VLANOOOOO IDOOOOOO0OOO VLANO
000 Ibobooooooooo

<gsrp group id>0 GSRP O O OO ID
<vlan group id>0 VLAN O OO O ID

gsrp-<gsrp group id>-<vlan group id>:
vlan <vlan id> has been configured in
another vlan-group.

00000 VLANOOOOOOO VLANOOODOOOOoooooooo
000 VLANOOOOOOOODOOOOOO VLANOOODOOoOOooooo

<gsrp group id>0 GSRP O O OO ID
<vlan group id>0 VLAN O OO O ID
<vlan id>0 VLAN ID

Inconsistency is found between the vrf
mode and the gsrp configuration.

VRFOOOOODODOODODOOODOOODODOoOoOoooooooooooo

e vrf mode O gsrp-enable-ipv4-ipv6 D 0O OO0 OOGSRPOOOOOODOO
oo

« GSRPOOUOOCOOODOUOOOUODOOOUDOULOOUOLO vrf mode O
gsrp-enable-ipv4-ipv6 0D 0 000000000

30.1.140 VRRP O O

0 30-130VRRPOOOOOOOOO

ooooo

oo

Cannot configure vrrp when gsrp is
configured.

GSRPOOOOOOOOOCOOVRRPODOOODOODO

Cannot follow Follow virtual router.

gooooooooooooooooooooooooooag
goooooooooooooobooooooooooooboboooooo
ooooooooooo

Cannot set mode because the virtual router VRRPOOOOOOOOOOOOOODOOO

set other mode.

Cannot set virtual router IP address because J0000000000000 IPO00O0ODOOODOODOODOIPO

the other one of different address family

already set.

oooooooooooo

Failure detection times is greater than check = failure detection times 0 check trial times 00000000

trial times.

check trialtimes 0 0000000 OO0OOOO

Follow virtual router cannot become the

address owner.

goboooooooooooooboboooobooooooo
goooooooIpOO0O0O0OO0OOOOOOOOOOOOOOOOOOOO
IpOOO0OOOOOOOOOOOOOOOOOOOOOOOOODOODOOO
gooooooooooooooboooooooooooooboooooo
oooo

Invalid virtual router IPv6 address. --
<valuel>

oo Ipv6e000O0OODODOODOO
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30.000000000000000000D0O0ODODO

ooooo

od

Network address of VRRP virtual router ip
address and IP address is different on accept
mode.

VRRPOOO IPOOOOOO IPOOOOOOOOOOOOOOOOOO
oooo
ooooooboooooboooooboOooobOoOoOooOoocOoOoooboOooooo
OIpPO0O0O0O0O0IPOOOOOOOOO0O0O0O0O0O0O0O0OO0O0O0O0OO0
ooooooood

Network prefix of VRRP virtual router ipv6
address and IPv6 address is different on
accept mode.

VRRPOOO IPv6e 0 OO0OOO IPv6e 00000000000 O0O00O0OO
oooocooood
oooooooooobo0oooOboO0oooOooOooOoOooDoboOoooonoo
OoOIpve00000O0IPV6O0O00000000O000O0O0O0O0O00O0O0O
ooooooooooooooo

Not found channel-group <channel group
number>.

ooboooooooOobooooobooooooooo

<channel group number>0 0000000000

Only one track can assign for virtual router
with priority mode.

goooopooopoOoOopoOoOoDOODOODOOO trackOoOOoOoog
oo

Only priority mode or decrement mode can
specify as priority operation method at one
virtual router.

ooooooboooooboo0oOooboO0oooooOooOoboOoooboboOoOoooo

Recovery detection times is greater than
check trial times.

recovery detection times [ check trial times 00 OO0 OO0 O0O
check trialtimes 000000000 OOODOO

The number of critical interfaces for virtual
router is beyond limitation.

000000000 Critical Interface 100000000 ODOOODO

The number of Primary virtual routers
exceeds limit.

oooooooooOobo0oOoobooooooo

301450 0000000000 og

030-4000000000000DOO0OODODOO

ooooo

oo

"storm-cotorol level 0" and "storm-cotorol action" are

inconsistent.

O000OO000O00O0O0o00Ooo0ooo0on "0"d "storm-control
action" 000000000 OOO

Storm-control must be with "upc-storm-control mode

upc-in-and-storm-control"

00000000000 QO0OO0Oupe-storm-control mode O
upd-in-and-storm-control 0 0 0 0000000000

Definition of "storm-cotorol action" must be same in

Channel-Group.

0000000000 "storm-control action” 00000000
gooooooooo

30.1.160 CFM O O

0 30-150CFMO 00000000

ooooo

od

Cannot change cfm domain direction.

oooooooooMEPOOOOOOOOOOOO

Cannot change cfm mep direction.

MEPOOOOOOOOOOOO

Cannot configure cfm enable to
channel-group port.

OO0OOoOoOOOoODOOODOOODOOODOODOOCKFMAO enable OO
oooooo

Cannot configure ¢fm mep to channel-group
port.

goooooooooooOooooOODOOODOOOMEPODOODODO
oo
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300000000000000000000000O0O

ooooo

oo

Cannot configure ¢cfm mip to channel-group
port.

gooboooooooooooboooboooooMIPODODDODO
oo

Domain level <level> is set with a value less
than c¢fm mep.

OooooooooboooMEPOOOOOOOOOOOOOOOOOO

<level>0 0000000

Domain level <level> is set with values more
than ¢fm mip.

goooooooooooMIPOOOOOOOOOOOOOOOOOO

<level>0 O OOOODOO

MA <no.> is already configured in cfm
domain.

000ooMAOOODOOOOODOOODOOOODDOOOOODDOOOOO

<no>0MAOODOO

MA name <name> is already configured in
cfm domain.

gooooMAOOOODOODOOODOOOOOODOOOOOODOO

<name>0 MA O 0O

Maximum number of cfm mep are already
defined.

MEpPOOOOOOOOOOOOOO
000 MEPOOOOOO0O0O0O0O0O0O0

Maximum number of ¢cfm mip are already
defined.

MIpPOOOOOOOOOOOOOO
oooMIPOOOOOOOOOOOO

MEP ID <mepid> is already configured in
cfm mep.

OO0O0O0OOMEPIDOOOOOOO MEPOOOOOOOOOO

<mepid>0 MEP ID

Not found VLAN ID <vlan id> in MA.

00000 VLANIDOOOOOODDODOMAOOOOOD VLANIDOOO
oooocooo

<vlan id>0 VLAN ID

VLAN ID <vlan id> is already configured in
MA name.

00000 VLANIDOOODOOOD MAOOOOOOOOOOOO

<vlan id>0 VLAN ID

30.1.170 SNMP [0 O

0 30-160SNMPOOO0O0O0O0O00O

ooooo

oo

Group information exceeded 50 entries.
<group name>

oooOooooso0b0O0OOOOOOnn
ooboooooooooooobooooooooooo

<group name> 00000

Informs is supported by only SNMPv2C.

000000000 SNMPv2COOOOOOOOOODO
0000000000000 0o0o0oOosSNMPv2CO000000O00OO

Invalid oid-tree. <oid tree>

<oidtree>0 0000000
<oidtree>0 0000000000000 000O000O00O0O00O0O0O

<oid tree>0 0000000

MIB view exceeded 50 entries. <view name>

MIBOOOO 5000000000000
oooMIBOoOoooooooooooooooboo

<view name>0 MIBO O OO

RMON alarm rising threshold is less than
falling threshold.

gooooooooooooo
gooooooooooooooooooooooo
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ooooo od

Subtree of the same MIB view exceeded 30 OooMIBOODODOOOODOOOO soOOoOoooooooOooO
entries. <view name> <oid tree> goo0boddddooooboooooooobooo

<view name>0 MIBO OO O
<oidtree>O0 00O OOO0O

30.1.180sFlow 0 O O O

0 30-170sFlow0 00O O0OOOOOOO

goooo oo
Maximum number of entries are already ooo0o00oo0ooooooooooooo
defined. gooooboooo0o4000D00OD00ODODOOOOO
The sampling interval value must be set to a "sflow forward egress" 1 000 00000000000000000
value that is higher than 2 when the "sflow 020000000000000

forward egress" command enabled.

30.1.190 OADP O O

0 30-180O0ADPO O OODOOODO

ooooo oo

Invalid parameter, hold-time must be longer = oadp interval-time 00000000000 oadp hold-time 000000
than interval-time. oooooOoo0ooooooo
¢ oadp interval-time 0 0O O
oadphold-time 0 0000000 0O0O0OOOOOOODOOOOO
¢ oadp hold-time 0 O O
oadp interval-time D0 000000000 O0OOCOOOOOOOODO

o200 00D DboOO00oogag

030190 000000000oooooooooo

ooooo oo

Mirror port and monitor port are JO000d00d0d0d0O0oOoObO0o0o0oOoooobooooao
inconsistent.

Mirror port and switchport are inconsistent. OO0 0000000000000 OOOOOOOOO VLANOOOOOO
go0oooooooopoooopoo

Monitor port can be specified only in one 0000000000000 000000000000000o0ooo0ag
monitor session, or in a pair of one tx session ooo0o00o00oo0o0o0ooooooooDooooooooooooon
and one rx session. gooooooo
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A

aaa accounting dot1lx default 283

aaa accounting mac-authentication default start-
stop group radius 379

aaa accounting web-authentication default start-
stop group radius 347

aaa authentication dot1x default 284

aaa authentication mac-authentication default
group radius 380

aaa authentication web-authentication default
group radius 348

aaa authorization network default 285

access-list 32

access-log enable 142

access-log interval 143

access-log rate-limit 144

access-log threshold 145

advance access-group 43

advance access-list 46

advance access-list resequence 48

advance qos-flow-group 166

advance qos-flow-list 169

advance qos-flow-list resequence 170

advertise-holdtime 452

advertise-interval 453

authentication ip access-group 279

B

backup-lock 454

D

deny[l advance access-list[] 49
deny ip access-list extendedd 62
deny[ ip access-list standardO 70
deny[] ipv6 access-list] 72

denyl] mac access-list extendedd 79
domain name 534

dot1x force-authorized-port 286
dot1x ignore-eapol-start 287
dot1x logging enable 288

dot1x loglevel 289

dotlx max-req 291

dot1x max-supplicant 292

dot1x multiple-authentication 293
dot1x multiple-hosts 294

dot1x port-control 296

dot1x reauthentication 298

dot1x supplicant-detection 299

dot1x system-auth-control 301

dot1x timeout keep-unauth 302

dot1x timeout quiet-period 303

dotlx timeout reauth-period 304

dot1x timeout server-timeout 306

dot1x timeout supp-timeout 307

dot1x timeout tx-period 308

dot1x vlan dynamic enable 309

dot1x vlan dynamic ignore-eapol-start 310
dot1x vlan dynamic max-req 311

dotlx vlan dynamic max-supplicant 312
dot1x vlan dynamic radius-vlan 313

dot1x vlan dynamic reauthentication 315
dot1x vlan dynamic supplicant-detection 316
dot1x vlan dynamic timeout quiet-period 318
dot1x vlan dynamic timeout reauth-period 319
dot1x vlan dynamic timeout server-timeout 321
dot1x vlan dynamic timeout supp-timeout 322
dot1x vlan dynamic timeout tx-period 323
dot1lx vlan enable 324

dot1x vlan ignore-eapol-start 326

dot1lx vlan max-req 328

dotlx vlan max-supplicant 330

dot1x vlan reauthentication 332

dot1x vlan supplicant-detection 333

dot1x vlan timeout quiet-period 335

dotlx vlan timeout reauth-period 337

dot1x vlan timeout server-timeout 339

dot1x vlan timeout supp-timeout 340

dot1x vlan timeout tx-period 342

E

efmoam active 516

efmoam disable 517

efmoam udld-detection-count 518
ethernet ¢fm cc alarm-priority 536
ethernet cfm cc alarm-reset-time 538
ethernet cfm cc alarm-start-time 540
ethernet cfm cc enable 542

ethernet cfm cc interval 544
ethernet cfm domain 546

ethernet cfm enablel] globalll 548
ethernet cfm enable[ interface(] 549
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ethernet ¢fm mep 550
ethernet ¢fm mip 552

F

fense alive-timer 396
fense retry-count 398
fense retry-timer 400
fense server 402
fense vaa-name 404
fense vaa-sync 406
fense vlan 407

flow mac mode 12

flush-request-countdd GSRPO 455

G

gsrp 456

gsrp-vlan 457

gsrp direct-link 458
gsrp exception-port 459
gsrp limit-control 460
gsrp no-flush-port 461
gsrp reset-flush-port 462

H

hostname 558

ip access-groupd 0 OO0 00000 82

ip access-list extended 85

ip access-list resequence 87

ip access-list standard 89

ip arp inspection limit rate 410

ip arp inspection trust 411

ip arp inspection validate 412

ip arp inspection vlan 414

ip dhcp snooping 416

ip dhcp snooping database url 417

ip dhcp snooping database write-delay 419

ip dhcp snooping information option allow-untrusted
420

ip dhcp snooping limit rate 421

ip dhcp snooping logging enable 422

ip dhcp snooping loglevel 423

ip dhcp snooping trust 425

ip dhcp snooping verify mac-address 426

ip dhcp snooping vlan 427

ip qos-flow-group 172

ip qos-flow-list 175
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ip qos-flow-list resequence 176

ip source binding 429

ip urpf 148

ipv6 access-list 91

ipv6 access-list resequence 93

ipv6 qos-flow-group 177

ipv6 qos-flow-list 180

ipv6 qos-flow-list resequence 181

ipv6 traffic-filter 94

ipv6 verify unicast source reachable-via 151
ip verify source 431

ip verify unicast source reachable-via 150

L

layer3-redundancy 463

1ldp enable 626

1ldp hold-count 627

1ldp interval-time 628

Ildp run 629

llrlgl-burst 182

llrlg2-burst 184

logging email 594

logging email-event-kind 596
logging email-from 597
logging email-interval 598
logging email-server 599
logging event-kind 601
logging facility 602

logging host 603

logging syslog-dump 605
logging trap 606
loop-detection 526
loop-detection auto-restore-time 528
loop-detection enable 529
loop-detection hold-time 530
loop-detection interval-time 531
loop-detection threshold 532

M

mac-authentication auth-interval-timer 381
mac-authentication auto-logout 382
mac-authentication dynamic-vlan max-user 383
mac-authentication logging enable 384
mac-authentication max-timer 385
mac-authentication password 386
mac-authentication port 387
mac-authentication radius-server host 388
mac-authentication static-vlan max-user 391
mac-authentication system-auth-control 392



mac-authentication vlan-check 393
mac access-group 97

mac access-list extended 99

mac access-list resequence 101
mac qos-flow-group 186

mac qos-flow-list 188

mac qos-flow-list resequence 189
ma name 553

ma vlan-group 555

model] QoSO 190

monitor option 640

monitor session 642

N

no-neighbor-to-master 464
number-of-queue 193

O

oadp cdp-listener 632
oadp enable 633

oadp hold-time 634
oadp ignore-vlan 635
oadp interval-time 636
oadp run 637

P

permit[] advance access-listl] 102
permit(] ip access-list extended] 117
permit[] ip access-list standard(] 126
permitd ipv6 access-listl] 128

permit] mac access-list extended 136
port-up-delay 466

power redundancy-mode 434
predicted-tail-drop 195

Q

qos[] advance qos-flow-list) 196
qos ip qos-flow-list( 212

qos ipv6 qos-flow-list( 223
qosl] mac qos-flow-listd 233
qos-queue-group 238
qos-queue-list 240

R

redundancy bsu-load-balancing 436
redundancy bsu-mode 437
redundancy max-bsu 438

oo

redundancy max-psp 442
redundancy nif-group max-standby-nif 446
redundancy nif-group nif priority 448
redundancy standby-bsu 439
redundancy standby-psp 443
remark[] QoS 243
remark0 0 000000O00O 139
reset-flush-time 467

rmon alarm 559

rmon collection history 562

rmon event 564

S

selection-pattern 468
set-default-user-priority 245
sflow destination 610

sflow extended-information-type 611
sflow forward egress 613

sflow forward ingress 614

sflow max-header-size 615
sflow max-packet-size 616
sflow packet-information-type 617
sflow polling-interval 618

sflow sample 619

sflow source 621

sflow url-port-add 623

sflow version 624

shaper auto-configuration 246
shaper default-user 248

shaper llrlql 250

shaper llrlq2 252

shaper nif 254

shaper port buffer 255

shaper port rate-limit 257
shaper user 259

shaper user-list 262

shaper vlan-user-map 270
shaper wgq-group rate-limit 272
snmp-server community 566
snmp-server contact 568
snmp-server enginelD local 569
snmp-server group 571
snmp-server host 574
snmp-server informs 582
snmp-server location 584
snmp-server traps 585
snmp-server user 588
snmp-server view 590

snmp trap link-status 592
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storm-controll global 520 web-authentication logout polling enable 358
storm-controld interfaced 521 web-authentication logout polling interval 360

web-authentication logout polling retry-interval 362
T web-authentication max-timer 364

. web-authentication max-user 366
track check-reply-interface 476

track check-status-interval 477
track check-trial-times 479
track failure-detection-interval 481

web-authentication port 367
web-authentication redirect-mode 368
web-authentication redirect-vlan 369

. . . web-authentication ssl connection-timeout 370
track failure-detection-times 483

track interface 485
track ip route 487

web-authentication static-vlan max-user 371
web-authentication system-auth-control 372
web-authentication vlan 373
track recovery-detection-interval 489 L

. . web-authentication web-port 374
track recovery-detection-times 491

traffic-shape rate 273 0

U ooooooooo 2

upc-storm-control mode 275

\

virtual-mac-learning-interval 469
vlan-group disable 470
vlan-group priority 471
vlan-group vlan 472

vlan-list 16

vrrp-vlan 513

vrrp accept 493

vrrp authentication 494

vrrp follow 496

vrrp ietf-ipv6-spec-07-mode 498
vrrp ietf-unified-spec-02-mode 500
vrrp ip 502

vrrp ipv6 503

vrrp name 504

vrrp preempt 505

vrrp preempt delay 506

vrrp priority 507

vrrp timers advertise 508

vrrp timers non-preempt-swap 510
vrrp track 511

W

web-authentication auto-logout 349
web-authentication ip address 350
web-authentication jump-url 352
web-authentication logging enable 353
web-authentication logout ping tos-windows 354
web-authentication logout ping ttl 355

web-authentication logout polling count 356
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