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ooboogotd

1.0 00000000000

gbobobooooboobooboboboooo

0110000000000

oo goooooooo goooooooo goooooobogoo
ooobooogoo
1 (config) 0O00000000000000000 # enable
# configure
2 (config-line) 000000000D00000000 (config)# line vty
(config)# line console
3 (config-if) oooooooooo (config)# interface
4 (config-if-range) 0000oD0ooooooo (config)# interface range
5 (config-vlan) VLAN O O (config)# vlan
6 (config-mst) oo0oooDooooooooogon (config)# spanning-tree mst configuration
7 (config-axrp) Ring Protocol O O O (config# axrp
8 (config-gsrp) GSRPO OO (config)# gsrp
9 (config-adv-acl) Advance 00O OO O0O (configl# advance access-list
10 (config-ext-nacl) IPv4a0000000000O0O (config)# ip access-list extended
11 (config-std-nacl) IPv4a000000000O0O0O (config)# ip access-list standard
12 (config-ipv6-acl) IPv6O00O0OO0DOO (config)# ipv6 access-list
13 (config-ext-macl) MACODOOOODOO (config)# mac access-list extended
14 (config-adv-qos) Advance QoS 0 00O (config)# advance qos-flow-list
15 (config-ip-qos) IPv4 QoSO OO (config)# ip qos-flow-list
16 (config-ipv6-qos) IPv6 QoSO OO (config)# ipv6 qos-flow-list
17 (config-mac-qos) MAC QoSO OO (configl# mac qos-flow-list
18 (dhcp-config) DHCPO OO (config)# ip dhcp pool
19 (config-dhcp) IPv6 DHCPO PDO O OO (config)# ipv6 dhcp pool
20 (config-route-map) ooooooooao (config)# route-map
21 (config-rtr-rip) RIPng OO 0O (config)# ipv6 router rip
22 (config-router) RIPO OO (config)# router rip
OSPFO OO (config)# router ospf
BGP4 0 BGP4+ 0O OO (config)# router bgp
23 (config-rtr) OSPFv3 0 00O (config)# ipv6 router ospf
24 (config-router-af) RIPO VRFOODOOO (config)# router rip

(config-router)# address-family ipv4 vrf

BGP4O VRFOOOOO
(config-router-af)(ipv4 vrf) 0 0 O

(config)# router bgp
(config-router)# address-family ipv4 vrf

BGP4+ 0 0OOOODOOOODOOOOO
0
(config-router-af)(ipv6) 0 O O

(config)# router bgp
(config-router)# address-family ipv6

BGP4+ 0O VRFOOOOO
(config-router-af) (ipv6 vr) 0 0 O

(configl# router bgp
(config-router)# address-family ipv6 vrf
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oo ooooooooo
oooooooo

ooooooooo

ooooocoooo

25 (config-auto-cf)

auto-config 0 O O

(config)# auto-config

26 (config-netconf)

netconf 0 0 0O

(configl# netconf

27 (config-view)

view 0 0O O

(config# parser view

28 (config-sh-nif)

oooooooooo

(configl# shaper nif

29 (config-vrf)

config-vrf 0 O O

(config)# vrf definition

30 (config-ether-cfm)

oooooooMAOOO

(config)# ethernet cfm domain

31 (config-track-object)

oooOooooooooooooooo

oooocooo

(config)# track-object

32 (config-pol)

oooOooooooooobooooooo

oono

(config)# policy-list

33 (config-pol-sw)

ooboooooooooocoooooo

oono

(config)# policy-switch-list
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1.000000000000

gboboboooboobooboboboboooo

012000000000000CO

ooooooo oo ooo
oo 10000000 200000000000000 ip access-list standard inbound1
0-000000000_MOo00oo.0ooooo
oooo
goono 00000010000000200000000  ip host telnet-host 192.168.1.1
0ooo00o0-Mm0O0000.00000oooon
IPva0000O0O 40000100000 100000000000 192.168.0.14

Ipv4a000000O

oooo.coooocooao

255.255.255.0

oooooooooo

Ipv4a000000OO00OOOOOOOOIPV4000
ooobooooooooooooboooooooon

255.255.0.0

Ipv6 0000

200000 1600000000000000:O
ooooooo

3ffe:501:811:£f03::87ff:fed0:c7e0

ooooocoooooo

god0bO0o0o0oDoDbOoooobOooOobobooo
00000000000 0Od0 gigabitethernetd
tengigabitethernet] vlan[ port-channel O O O
gigabitethernet [ tengigabitethernet 0 0 0O OO
godbobOoOoOooDobooobobooooooo
godobobbooobooooboobooo
ogodooooooooagn
* gigabitethernet J O O
interface range gigabitethernet <nif no.>/<port
no.> [- <port no.>]
¢ tengigabitethernet 0 0O O
interface range tengigabitethernet <nif no.>/
<port no.> [- <port no.>]
e vianO OO
interface range vlan <vlan id> [- <vlan id>]
e port-channel 0 O O
interface range port-channel <channel group
number> [- <channel group number>]

ooooooooooobooo,obo0ooooboo
ledOoOOoOoOooOO

interface range gigabitethernet 1/1-3

interface range gigabitethernet 1/
1-3, tengigabitethernet 3/1

interface range vlan 1-100

add /remove O O

oobooooooOoooboooooboooooooo
oooood
add0 0000000000000 00O00000O0

remove 0000000000 COO0ODDOOODO
oono

switchport trunk allowed vlan add
100,200-210

switchport trunk allowed vlan
remove 100,200-210

mJggoog

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooboooboobobobobooobooooobobobobooboooboobo

01300000000

oo oono oono oo oono oo oono od oono oo oono
ooo 0x20 0x30 @ 0x40 P 0x50 ) 0x60 p 0x70
O
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0x2E > 0x3E N 0x4E " 0x5E n 0x6E ~ 0x7E
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goooon

« JO00?Mox3FOOD0ODODODODODOCklO+OVOODODOODO?2O000000000000O000O
gboboboooboobobobobooboooooboobobaob

gboboooooonog

01400000000000

ooood oo oooQ
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oooooooon ' 0x27
ooooog ; 0x3B
oooooooon ¥ 0x5C
ooooOo0oOooo ) 0x60
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access-list 10 remark "mail:xx@xx %tokyo"
m <nifno.>000 <portno.>000

00000 <nifno>000 <portno>000000000O00O0O0O0O

O 1-50<nifno>00000

oo oono <nifno>00000

1 AX6708S 108




1.0 00000000000

od oono <nifno>00000O
2 AX6604S 10 4
3 AX6608S 108
4 AX6304S 10 4
5 AX6308S 108

O 1-60 <portno.> 0 0 0 O O OAX6700ST1 AX6600S0

oo NIFOOOO <portno.>0O 0000
1 NK1G-24T 10 24
2 NK1G-24S 10 24
3 NK1GS-8M 108
4 NK10G-4RX 10 4
5 NK10G-4RXA 10 4
6 NK10G-8RX 10 8
7 NK10G-8RXA 10 8

0 1-70 <portno.> 0 0 0 0O O O AX6300SO

oo NIFOOOO <portno>0 0000
1 NH1G-16S 10 16
2 NH1G-24T 10 24
3 NH1G-24S 10 24
4 NH1G-48T 10 48
5 NH1GS-6M 106
6 NH10G-1RX 1
7 NH10G-4RX 10 4
8 NH10G-4RXA 10 4
9 NH10G-8RX 10 8
10 NH10G-8RXA 10 8

m <channel group number> 0000000

<channel group number>00000000000000O0O

0 1-80 <channel group number> 0 0 00O O

oo ooo oooao
1 AX6304S/AX6604S 10 48
2 AX6308S/AX6608S/AX6708S 10 63

m <vlanid>OOOOOOO

<vlanid>0O000000000OO0O0O0OOO



1.00

oooooooooo

O 1-90<vlanid>00000

oo

ooono

10 4095

m <vanidlist>O00OO00O0O0O0OOOOO

00000000000 <wvlanidlist000000000O00OO0O0O0ODO-mOOO0DDO00O00OOO

OO0 VLANIDOOOOODOODOOOO<vlanid>O0O0OOO0OO0O00O0000000O VLANIDOOO
OO00OO0O0O0O0O0O0OO0O0O0O000 <lanid>00000000O0<v]lanidlist>00000000000
OO0OO<vlanidlist>000000C0OCOOCOCOOOOOOOOOOOOOOOOOOOOODOODO

OO0O0OO00Oadd/remove DO OO0 VLANOOOOOOOO<vlanidlist>0000000000000

gbobooooooboobobobobooooooboobobobobooon

gboboobooooobooboboboooo
1-3,5,10

doooooogo
switchport trunk allowed vlan 100,200,3000 00 O
switchport trunk allowed vlan add 400,5000 O O

m <interfaceidlist>0 000 O00000O00OO

00000000000 <interfaceidlist>0000000000000000-MO0000O0,000000
0000 gigabitethernet 0 000000 OO O tengigabitethernet 1 00000000 0O0OOOO
gigabitethernet 0 0 0 00 00O 00O O tengigabitethernet 0 000000000000 OO0OOOOO0O
O O gigabitethernet 0 0 000000 OO tengigabitethernet 0000000000 O0OO0OODOOOOOO
od

e gigabitethernet 0 00 O
gigabitethernet <nif no.>/<port no.> [- <port no.>]
¢ tengigabitethernet 0 O O

tengigabitethernet <nif no.>/<port no.> [- <port no.>]

<nif no.>/<port no.> [- <port no.>]0 0000000000 <nifno.>000 <portno>0 000000
aad

goooooooooooooooooooo
gigabitethernet 1/1-2,gigabitethernet 1/5,tengigabitethernet 3/1

m <vrfid>00000000O0P-NPARO
<vrfid>000000000000000

0 1-100<vrfid>00000

oo

VRFOOOOO ooono

oooo oooo

axrp-enable 20 64
axrp-enable-ipv4-ipv6

12protocol-disable 20 250
12protocol-disable-ipv4-ipv6




1.0 00000000000

oo

VRFOOOOO

ooono

4

gsrp-enable-ipv4-ipv6

20 125
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ooy

ftp-server

line console

line vty

speed

transport input
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ftp-server

ftp-server

goooooOooOoo ftpOCOCOOOCOOOOOOOOOOOOOOOOOOODODOOOODOODOO
oO000OoOO00ooOooOoOoDooOoOobOoOoOoooo Ipva0DOOODO IPv6eODOOOOODOOOODO
OOconfigrlline0 000 telnet 000 0000000000000 OOOOOOOOO

goobogo

ooooo
ftp-server
ftp-server vrf {<vrfid> | all}

goooa
no ftp-server
no ftp-server vrf {<vrfid> | all}

goobogooo

(config)
goooood

vif {<vrfid> | all}0 OP-NPARO

<vrf id>
OO0 VRFOOOOOOODOOOOOOO0O0O000o0oooooooooooooo
00d00o0ooOoOoOo VRFOOOOOOOOOO0Oooooooooo 400000000000

oo

all
J0dd000000000oO0oO0 VRFOOOOOOOOOooooooo

1. 00000oo0oooooboobo
gbobobooboobobobobobobooooon
2. 000000
<vrfid>000 allO00O0O0O0O0O

<vrfid>00 VRFIDOOOOOOO
gbo,0oboooobooboboboboboooboobogon

gbooooobooogoo

ftp000000000000000000000000

ggoooooo
oo

gobogoboobod

gboobooooobooboboobooogon

goobogo

1. configrline 00 0000000000000 O0O0O00OO0OftpOOCOCOOCOOOOOODODODODODOO
Oooooooooo Ipva00OOOOOO IPVEOOOOOOOOOOOOOOOOOOOOOOO
oo

12



ftp-server

2. vrfalOOOODOODOOOOOOOOOOOOOOOOOOOOOO VRFOOOOOOOOOOOO
O OP-NPARO

3. 000000000 VRFOODOOOOODODOOODDOOODOODO transportinput 00000000
OO VRFIDOOODOOOODO 400000000 OP-NPARO

ogoooogo
line vty
ip access-group
ipv6 access-class

transport input
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line console

line console

O00OO00OCOOO0OO0OOOconfiglline000O0O0O0OOCONSOLEORS232COOO0OO0O0OOOOOO
gooooo

goobogo

ooooo
line console 0

ooooo
no line console

goodoogo

(config)

goobogooo

oo
gbooooobooogoo
CONSOLEORS232CO000000000000O0OO0OOO
ggoooooo
oo
gooooooogo
O000oO0o0oO0ooooooooooooo
goobogo

oo

ggoooooo

speed
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line vty

line vty

0000 temet0 000000000000 O0OOO0OOO0OOO0OOOOOOOOOOOOOODOOOOOOO
gboboboobooogooo

0000000000000 00000000D00 telnet0 00 0000D0ODO0OOOOOOODOOODO
0000000oo00ooo00ooO00mo00ooogooooooon Vel1og1.70000000
0000000000000 IPOODOOOODOOODODOOO1p access-group ipv6 access-class [ [
transport input 0000000000

goobognd

ooooo
line vty 0 <number>

goood
no line vty

gogododogo

(config)
ogoooooo

<number>
dddddooooooooooooo
1. 000000o0o0o0o0o0o0o
gooooog
2. 0000004
o0 1000000000000 0 10 1600000D0DOO

doddoooooooad

temet 000000000 O0O0ODOOOODOOOODOOO

goobogoooo

ao

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 0000000000000 000000000D0 telnet0 0000000000 OODOOOODOO
00000000000 00o00oo000D0o0o000DoDo0o0o0o0og Vol.1O08.1.7000
000000000000 DO0DO0ODO IPO0ODOOOODOODOODOip access-groupld ipv6
access-class 0 O transport input 000000000

2. 00000000000 00D0DO0O000OO00O0DO00DOO000DDODDO0ODODOO0OODOOO0ODO
00000000000 00o00Doo00ooooooDoDooooog

gogoooogo

transport input
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line vty

ip access-group

ipv6 access-class
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speed

speed

CONSOLEORS232CO00000000000O0O00O0O0OO0OO0OO0OO0O0OO0O0O CONSOLEO RS232CO
0000000000000 0O00U00U00U0U0O0OUDOUDOUOUDOUODOUODOUODOODODODCONSOLE
ORS232C0 0000000000000 OOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gboboooooo

goodgdao

gooooooao
speed <number>

ooooo
no speed

goobogoo

(config-1line)
goooooo

<number>
CONSOLEORS232CO 0O O0OOO0O hit/sOOOOOOOOO

1. 0oboobooooooooo
CONSOLEORS232CO00O0OO0ONO 9600bit/sO0 000000

2. 000000
12000 24000 48000 96000 19200

gooboooboobooon

CONSOLEORS232CO 00O OO 00O 9600bit/s 00O 0O

goobogoooo

ao

gooooooogo

CONSOLEORS232CO00000O0O0OO0OODOOOOOOOOOOOOOOOOOOODOOOODOODOOD
gboboooooonDg

goobognd

1. 000000 CONSOLEORS232CO0 00000000000 OOOOOOOOOOOOOOOOO
O00O0O0OO0OO0OOO0OO0OOCONSOLEDRS232C0 0000000000000 OOOOOO0OO
gboboooooboobobobooboobobobobooboooon

gogoooogo

line console

17



transport input

transport input

goOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOtelnet00Od
SSHOOOOOOOoOoOOoOOoOoOoOOoOoOOOOOOOOOOOOOOODOOODODODODOODODOO
gooooo

goobogo

gooooooda
transport input {telnet | ssh | all | none}
transport input vrf {<vrfid> | all} {telnet | ssh | all | none}

goooa
no transport input
no transport input vrf {<vrf id> | all}

goobogooo

(config-line)
gooooon

vif {<vrfid> | all}d0 OP-NPARO

<vrf id>
OO0 VRFOOOOOOODOOOOOOO0O0O000o0oooooooooooooo
00d00o0ooOoOoOo VRFOOOOOOOOOO0Oooooooooo 400000000000

oo

all
0000000000000 00 VRFOOOODODOODODDODOOoODOOoOoo
1. 000o0o0ooooooaoad
gdddddoooooooooooooooobobbb
2. 000000
<vrfid>000 alO000000
<vrfid>00 VRFIDOOOOOOO
oo, oo ooobbobbobbbbbo

{telnet | ssh | all | none}

telnet
telnet 0000000000000 OOO0OOOOOOO

ssh
SSHOOOOOOOOOoOoooooooooooooo

all
gooobooooboooboooboooboooobooa

none
gl o oo
1. J0dododoooogd
goooood
2. 00o0ooa
telnetO ssh alld 0 O O none
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transport input

doddoooooooad

telnet 000000 SSHOOOOOOipsshOODODODDODODODDODODODODODODODODOODOO

goobogoooo

ao

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. SSHOOOOOOOOOOOOOOOOODOODOOOOODOOOODO wppsshODOOOOOODOODOOO

oo
2. ftp0000O0O0C0OC0OCO0OOOO0OCOOUOOOOOOCOOOOOCOOODOD ftpserver O OOOO

gooo
3. vifall 0000000000000 00000000000000 VRFOOOOOOOO0O0O000d

0 OP-NPARO
4. 000000000 VRFOUOOOOOOOOOOOOOOOOO ftpserver 00000 OOODOO
VRFIDOOOOOOOO 4000000000 OP-NPARO

ogoooogo
line vty
ftp-server
ip access-group
ipv6 access-class

ip ssh
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Jdoboobogdduobooind
[]

quitd exitO

savel] write(]

show

status

top
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end

end

gboboooooboobobobobooobooboobobobobobobooon

ggodgguo

end

goobogooo
gboobooooooooboobobob

goodoogo

oo
ygodooooooogg
oo
goobogoooboo
oo
gobogoboobod
oo
ugooooogo

endJ000000COOODOOOODOOOOOO

0310endd000O0DCODOODODO

goooo oo
Unsaved changes found! Do you exit "configure" without 0000000000000 o0ooo0ooooooooao
save ? (y/n): 000000000000 00000ooooooono

oooooooooooboooooboonD y ooooo
gooboooooooobooooooooboool o OOO
O00endOOO0OODODOODODODO
gobOO000O0saveO0OOOO0OOOOOCOOOOOOO
gooooooooooooooooooooooooon
gooooooooooooo

ggodgguo

1. J000o0o00oo0oooo0o0ooooooo0ooooooooo0obooooooDoooooo
0000000ooo00ooo000oo00oo00o0ooo0ooo00oDooooDoDoDoooooOoog
000DO0O0O0O00O00O0D0O0D00DO000000DO0D00DOOsave0000O0O0ODOODOOODOOO
g000oo00DoDoo00ooopOooooooooooooo

2. 00000000000 00DOO000DODODO00DOD0O0DOOO00OO0ODODOO0ODOO0O0ODOOO0OODOO
00000000oo00ooo000oo00oo00o0ooo0ooo0oDoo00oo0DoDoDoooooog
000000000 00ooo00oo0ooo00o0ooo0oooooooooooooooog
000oo00oo0oobooooooogoooooog

3. 0000dOoopoOooooodcCwlooocCOooooooOooooooooooooooooooooon
000000000 00ooo00ooo0ooo00o0oooo0ooooooooooDoooooog
0 O O Logical inconsistency occurred. 0 0 0 000000000000 O0OO0ODOOOOOODODOO
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end

gboboooooboboboboooobooboboboboboooboboobOobo

goobogoooo

ao
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quitd exitO

quitl] exit[]

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooo

ooooooooooooooooobobooooooooobomoboboooboooooobooobooo
gooon

ggodgguo

quit 0 00O exit

goobogooo
gboboooooboobobobooooobooboboboobooooboooobOoDbo

goodoogo

oo

ygodooooooogg
oo

goobogoooboo
oo

gooooooogo
oo

ugooooogo

quitDexitD OO O0D0O0OO0OODOOOO0OOOCOOODOOOOD

O 320quitdexit0000000OCOODOO

goooo oo
Unsaved changes found! Do you exit "configure" without 0000000000000 o0ooo0ooooooooao
save ? (y/n): 000000000000 00000ooooooono

oooooooooooboooooboonD y ooooo
gooboooooooobooooooooboool o OOO
D00 quitDexitOD OOOO0OODOOODO

gobOO000O0saveO0OOOO0OOOOOOOODOOOO

gooboooooooooooobooooooooooo
goooooooooooon

ggodgguo

0000000000000 DO00D00O quitDexitODOOODOOOO0ODOOCOOODOOOODOOODODODO
gooo

1. boboooooooboboboboooobooboboobobobooboooboooobOobOobon
gboboboboooooooboboboboobooooooobooboboboboobooooDo
oboboboboooobooboboboboboobbooo0obDOsave00ooooOOoOoOoOOOO

gbobobooobooboooboobooboboboobooooo
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quitd exitd

2. 0000000000000D0ODO0O000OO000DO0O0DOO00ODODDO0ODOOO0OODOOO0ODO
o000o0o00ooooooo00obOOo0o0oooO00ooOO00oooOoooDo0obooooooDd
0000000000 o00ooo00oo000ooDo00oo00o0oooooDooooDoooooDoog
O0000o000oooooooooooooooogd

3. 0odoopoOoiooooCwloooCOoo0foDoOo0ooo0oooOO0ooooooooDooon
g000o0o00ooooooo0o0bo0o0ooo0oooO00ooooooDo0obooooooDd
0 O O Logical inconsistency occurred. 0 O 0 000000000000 ODOODOODOOODOODOOO
0000000endDO0OO0O0OO0OODOODOODOODOODOOOOOOODOOOODOODODO

goobogoooo

ao
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savel] write[]

savell write[

oo oobbobbbobbobbbbbbbobobboboooooogog
dodddooooooooooooooooooon

ooooon

save [<file name>] [debug]

write [<file name>] [debug]

goooooo

ddddooooooooooooo

oo0oooOon

<file name>
g0o0obo0oo0o0oo0oo0oo0ooooooo0ooOo0ooooooboooooooooooboooboaon

gboooooooooboobon

e JO00ODOO0ODOOOOOOOOODOODODO
gbobobooooboobonbo

- JO000D00D0OO0OOOOOOODOODODO
o0o00O0o00obOOo0o0ooOoO00oDOOo URLOOODODOOOOD

e FTP
ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>

 TFTP
tftp://<host>[:<port>]/<file path>

1. 00000oooooobooobo
gbobooooooboboboboobooooboobooboboboobooobooono

O startup-config OO0 O0O0O0O0OO0O

debug
oo oobbbbbbobo
0000000000000 Data transfer failled 000 0000000000000 OOOOOOO

gboooooooboobobobobooobooobooboboboboobooooooobooboOobob
ygodooooooogg
oo
goobogoooboo
oo
gobogoboobod
oo

ugooooogo

save HO00O0OD0OO0O0OO0OO0OOOOODOODODODO
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savel] write[]

0 330save0OODOODOODODOO

goooo od
Configuration file already exist. Configuration file save to 000000000000 00D00000 savedOO0OQ
<file name>? (y/n): 00000 y 0000000 n” 0000000
Configuration file save to <file name>? (y/n): 0000000 save000O00O0D0ODOOD y» 0000

ool n” O0OOOO00O0O

goodgdao

1.

3.

gbobooooobooboboboboooooboobobobobobobooboooobOobobo
00000000000 exitDOOO0OOOD0endd0D0O0OOO0O0OOOOODOOODOOOODOO
gbooooooooobon
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gboboooboobobobobooooobooboobobobobooobooboobobOobo

status U0 00000000000 OO0O0OO00OO0DOO0ODOOOOO0OOO0OO0OO0O0bO0bO00O0O0
gooon
gbobooooobooboboboboobobooboboboboboooooboobobOobon
OoOoOoOoOoOoCo showflashOOOOOOOOOOOOOOOOOOOOODOODOODODOODOO
0000000000000 OOO/configlsystem.enf0 00000000000 DOOODODOODOODO
O000O0O0O0O00O0O0OO0O0OO0OOO0OOO/configlsystem.enfO0 000000000 DOODODODODODODODO
gooooooOoOoOoOoOOOOOOOOOOO2MBOOOODOODDODODOO

goobogoooo

ao
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show

show

gboboooooboobobobobooobooobogn

ggodgguo

show [ <command> [ <parameter> ] ]

goobogooo
gboobooooooooboobobob

goodoogo

<command>
O0o0oo0oooooooooooooooa

<parameter>
000000000000 0O<vlanid>0 <accesslistname>00 0000000000000

gbooooobooogoo

oo

goobogoooboo

oo

gooooooogo

oo

ggodgguo

1. JobooooooocooboooooboooooooooboOooooooooOoboOooon

2. 00000000000000000000000copy010000000000 NIFOOOOOO
goooooobboooooooooboboooo

3. boooooooooboooobobooooooooooooooooooOoooobbOUoboOoobDO
ooooocoooo
gooooo0obo0oOobOoOoO0oooO00ooo0ooooOoooOoDoO0obOoOoOoooDOoOoooDoOoo
gooooooobobooooboooooooooooooooooobbooboOooooDoObooooboOoo
gobooooooooobboooboooooo

ggoooooo

oo
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status

status

gbobobooboobooboboboboboooon

goodgdao

status

goobogoo

gboboboboooooooon

gogododogo

oo

goodgdao

status OO 000000000 O0O0O0OOOO0OO

O 340status 00000000

oooooo

oooo

File name

000000000000 0D000000000O0 running-config
0000000 running-config” 0000000000

Last modified time

gooboooooooooooooooOoooooOoOoOoooooon
ooooooood
000000000 Not modified

000000000 <Date> by <User> (not modified)
000 save 00 0O O <Date> by <User> (not saved)
000 save 0O O <Date> by <User> (saved)

gooooooooobooooOoooooooooboooOoooon
gooooooo

gooboooooooooooooooOoooooOoOoOoooooon
gooooooooobooooOoooooooooboooOoooon
oooo

gooboooooooooooooooOoooooOoOoOoooooon
gooooooooobooooOoooooooooboooOoooon
goboboooooooooooooo

Buffer Total
Available
Fragments
Login user

gooboooooooooooooooOoooooOoOoOoooooon
0000000000000 00000000" edit” O0OOOO
oooooood

gooboooboobooon

ao
gogoooogo

oo
gooooooogo

oo

goobognd

1. 0o0ooOobOoobooboobooobooooooobo0oboboboooboooooboobobobobOoon
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status

o
2. 0bobooobooobobobobobooboboooobooboobOonbo

ggoooooo

oo
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top

top

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooogon

goobognd

top

goobogoo
gboboboboooboooboooboon

gogododogo

goo
gooboooboobooon
RN
goobogoooo
RN
gooooooogo
goo
goodgdao

goo

goobogoooo

RN
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Juooobogdd

description

duplex

interface mgmt

ip routing

ipv6 routing

shutdown

speed
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description

description

O0o0ooooooooooooooboooooobooooooooooooooooooooooaon
ifDescrd SNMPMIBO O OO DOOODOO

goobogo

gdoodoood
description <Strings>

ooooo
no description

goooood
(config-if)

goobogooo

<Strings>

ddoooooooooooobobbboboo

1. 000o0o0ooooooaoaad
goooooad

2. 000000
6400 000O0OOOO0O0O0O0O0O0O0OMWDUOOUOU00U0000U0U0UUDUUUUUOUOO
godddddddooooooooooooooooooboobooooooboooboooooaoro
goddddoddoooooooo ,ooooboboooobobOoOoboObOboOe00o0o0oo0oooaoa
goooooog

gbooooobooogoo
NULL
ggoooooo
oo
gobogoboobod
gboobooooobooboboobooogon
goobogo

oo

ggoooooo

interface mgmt
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duplex

duplex

00000000000 duplexooooog

goodgdao

gooooooao
duplex { half | full | auto }

ogoooad
no duplex

oogogoooo
(config-if)

gogododogo

{half | full | auto}
00000000000 duplexOOOooOoono
half
Jdddod0oooOoooooooooo
full
Jdddd0ooooooooooooo
auto
duplex 0O O0OO0OOO0DOOODOOOODOOOOO
1. 0000000000004
goooooo

2. 000000
oo

doddoooooooad

speed D00 duplex 000 auto 0 OO OO0

goobogoooo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo

gboboboooooooboon

gbobooooooboobobobooon

s DO000O0O0ODOO0OOOOOOOOOOOOOODODODOOOOOOOO

- J0000000000000000000000ARPIOOOOOOOO NDPOOOCOCODODOO

goooo

gooooooogo

gbobooooobooboobobobooon

goobognd

1. speed 000 duplexOOO0O00OO00O0ODauto0 00 auto 00D O0O0O0OOO0OODODOOODOCOOO

gboooooooboobaobd

2. 0000000000000000000OduplexD fullOO0D0 haf 00000000 speedO 10
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duplex

gbowooobooooboobaobd

goooooon
interface mgmt

speed
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interface mgmt

interface mgmt

gboboooobooboboboooo

goodgdao

oooooooo
interface mgmt 0

ogoooad
no interface mgmt 0

goobogoo

(config)

gogododogo

oo
gooboooboobooon

ao
goobogoooo

ao
ooboooooobod

gbobooooobooboobobobooon

goobognd

1. IpO0DO0O0DOOOOODODOOOOCOOODOOOODOOODOOO

2. 00000b0oooooooboob0oboboboboooooboobobobobOboobooboobOoDbOoD
ooooobooooooooobbooooooooobbooooooobboomooooDbboboUoLoOo

OO0 vol.1O03.000000000000000

gogoooogo

oo
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ip routing

ip routing

gooooOooOooooIPvd00O0OO0 300000C0ODOO

ggodgguo

doodooooad
ip routing

goooo
no ip routing

ooooooo
(config-if)

goodoogo

oo

gbooooobooogoo

gooooooooooIpva000O0O 3000000000

g00OO0OoOoOooooo Ipv4a0000 30000000OOIprouting0 0 0O0O0OOOOO

ggoooooo

oo
gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 0oooOooOooOoOoOoOoOOoOOOOOOOOOOOCPUOOOOOOOOOOOOOOOOOGO
gboboboooboobooboboboboboooo

ggoooooo

interface mgmt
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ipv6 routing

ipv6 routing

Ooooooopoooo Ipve0D0OOO 300000000

goodgdao

oooooooo
ipv6 routing

ogoooad
no ipv6 routing

oogogoooo
(config-if)

gogododogo

oo

gooboooboobooon

ooooooooooo Ipve0D0OOO0 3000000000
O000O0O00DOOoOIpveO0O0OO0 300000000 Oipverouting00O0D00OOOODOO

gogoooogo

oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. 0oooOoOoOoOoOOOOOOOOOOOOOOOOOCPUOOOOODOOODOOOOOOOOOO
gbobooooobooboboboboobooobo

gogoooogo

interface mgmt

39



shutdown

shutdown

gbobooooobooboboboboobooobo

ggodgguo

Ooo0oooooao
shutdown

ooooo
no shutdown

ooooooo
(config-if)

goodoogo

oo
gbooooobooogoo

oo
goobogoooboo

oo
oobooooboobod

gboobooooobooboboobooogon

goobogo

1. SNMP O SetRequest 00000000000 OOSNMPOOOOOOOOOOOOOOOOOOOQ
SNMP O SetRequest OO OOOCOCOOOCOOOCOOOOOOOOOOOOOOODOODODDODOO
gbobobooooobogo

ggoooooo

interface mgmt

40



speed

speed

gbobooooobooboboboboboooo

goodgdao

oooooooo
speed { 10 | 100 | auto | auto { 10 | 100 | 10 100 }}

ogoooad
no speed

gogopoood

(config-if)

ooooooog

{10 | 100 | auto | auto {10 | 100 | 10 100 }}
0000000000000000000000

10
OO0O0O0O 1o0Mbps DO OOOOO

100
Oo0O0OQO 1o00MbpsODOOOOCOO

auto
0000000000 oooooooooboon

auto {10 | 100 | 10 100}
0000000000000 0D00000D0000D0D00000000000000000
0000000000000 0D00000D0000D0D00000000000000000
000000000000000000000

1. 0000000000000
ooooooog

2. 000000
0og

gooboooboobooon

speed 000 duplexOOO auto0 OO OO0

gogoooogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobobooooooon

gbobooooboobobobooboooon

s JO000D00D0O0OO0O0OOOOOOODOODODODbOOOODbOODO
- 0000000000000 000000000ARPIIOOOOOOO NDPOOOODODODODO
gooobd

gooooooogo

gbobooooobooboobobobooon
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speed

42

ggodgguo

1. speed 000 duplexODOODOOOOO0OOautoc0 00 auto 000 OO0DODOOODOOOOODODOOODO
gboboboobooogooo

2. 000000000000000000O0Ospeedd 10000 10000000000 duplexd full O
OO0 half00000000000

ggoooooo

interface mgmt

duplex



JodooodgipPod

interface async

ip address0 AUXO

peer default ip address
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interface async

interface async

AUXOOOOooooooooooooo

0000000000 COconfigif 0000OD0OODDODODODODOD AUXOOODODODODODODODOOOOOO
od

goobogo

ooooao
interface async 1

ogoooao
no interface async

goodoogo

(config)

goobogooo

oo
ygodooooooogg
oo
goobogoooboo
oo
gobogoboobod
gboooooobobobooobooobogn
ggodgguo

oo

gooooood
ip addressd AUXO

peer default ip address

44



ip address0 AUXO

ip addressl] AUX[T

AUXOOooIpva0ODODOODOODOODOOO

goodgdao

oooooooo
ip address <ip address> <subnet mask>

ogoooad
no ip address

oogogoooo
(config-if)

gogododogo

<ip address>
AUXODOOOO IPvaOD0D0OOO0DOOODOOO

<subnet mask>
dodooooooooooono
1. 00oooooooooog
gooooog
2. 000040ad
128.0.0.0 O 255.255.255.2550 0 0000 0000O0O0O0O0OOOO0OO

gooboooboobooon

ao

gogoooogo

oo

gooooooogo

gooooo0obo0oobOooOooooO0OoooOoooooooDo I PO0DOOO0ODOOOODDOO
gbobobobooobobooboboo

goobognd

1. 0000000 IPODOODOOOO O peer default ip address 0 ip address0 AUXO OO OO OOOO
goodogod

gooooooo
interface async

peer default ip address
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peer default ip address

peer default ip address

AUXOOOoOoooooooooooooo

ggodgguo

doodooooad
peer default ip address <ip address>

goooo
no peer default ip address

ooooooo
(config-if)

goodoogo

<ip address>
AUXODOOODODODOOoOOOoooooooag

ygodooooooogg

oo

ggoooooo

oo

gobogoboobod

goooooooooOoOoOoOoOoOoOOOOOOOOOOOODOOOIPODOOODOODOODOODOOO
gbooooooboobobooobooboono

ggodgguo

1. 0000000 IPOO0ODOODOOO peer default ip address O ip address0 AUXO O OO OOOODO
gooooooo

ggoooooo

interface async

ip address] AUXO
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Jo0ooodoudnod RADIUS/

TACACS+

aaa accounting commands

aaa accounting exec

aaa authentication enable

aaa authentication enable attribute-user-per-method

aaa authentication enable end-by-reject

aaa authentication login

aaa authentication login console

aaa authentication login end-by-reject

aaa authorization commands

aaa authorization commands console

banner

commands exec

ip access-group

ipv6 access-class

parser view

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

tacacs-server host

tacacs-server key

tacacs-server timeout

username

47



aaa accounting commands

aaa accounting commands

gboboooooboobobobob

ggodgguo

oooooooa
aaa accounting commands { 15 | 0-15 } default { start-stop | stop-only } [ broadcast ] group tacacs+

goooo
no aaa accounting commands

goobogooo

(config)

goodoogo

{15 | 0-15}
000000000000000000000000000
1. 0000000000000
ooooooo
2. 000000
1500000000000000000000000000000000
0-15000000000000000000000000000D0000O0000000

{start-stop | stop-only}
O0o0o0ooooooooooooooooooooooooo

start-stop
gooooooobooboboboboboobooooobooo

stop-only
goooooooooooobbob

1. 000o0oooooooaoad
goooood

2. 000000
start-stop 0 O O stop-only

broadcast
000000000000 DOOtacacsserverhost 100000000000 400000000000
oo obbobbobobbbboboboooooo
1. 000o0oooooooaoad
0o0400000000000O0O0O0O0OOO0O0O0O000000000000O0O0O0OO0O

group tacacs+
0000000oooooog TACACS+OOoOooooooon

gbooooobooogoo

oo

goobogoooboo

oo
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gooooooogo

gbobooooobooboobobobooon
goobognd

ao

goobogoooo

tacacs-server host

aaa accounting commands
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aaa accounting exec

aaa accounting exec

gbobooooobooboboboooooboonbog

ggodgguo

doodooooad
aaa accounting exec default { start-stop | stop-only } [ broadcast ] { group radius | group tacacs+ }

oooon
no aaa accounting exec

goobogooo

(config)

goodoogo

{start-stop | stop-only}
Oo0ooooooooooooooooon

start-stop
gboobooooobooboboboboobooogooo

stop-only
Jdddodooooooooooooo

1. 00o0o0o0ooooooaoaad
goooooad

2. 000000
start-stop 0 O O stop-only

broadcast
0000000000000 0radius-server host 0 00 O tacacs-serverhost 1 0000000000
O0400000000000000000O00O00O00O00O00000O00O00O00O000O000O000

1. 00000oo0oooboobo
ob4000000000000DOO0DOO0ODOOOOOODOODODODOOOOOOO

{group radius | group tacacs+}
gododooooooooooooooooaa
group radius
0000000000 DODO RADIUSOOODOOOOOO

group tacacs+

0000000oo0o00oog TACACS+O0OOoooooon
1. 000opooooooooo

ooooogo
2. 000000

group radius 0 00 O group tacacs+

gbooooobooogoo

oo
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gogoooogo

oo
goboooboobod
gbobooooboobobobooboooon
goobognd

ao

gooooogno
radius-server host

tacacs-server host

aaa accounting exec
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aaa authentication enable

aaa authentication enable

00000000000 0O0enable 0000000000000 0ODOO0ODOOOOODDO0ODODOOO
0000000000 DO0DOO0ODO00O0DO0DO0DO0DO0000DO0DO0ODO0ODO0ODbO0OD0O0 aaa
authentication enable end-by-reject 00O OO OO0O0ODOONO

goobogo

oooooooo
aaa authentication enable default <method> [<method> [<method>] ]

ooooo
no aaa authentication enable

goodoogo

(config)
oo0oooOon

default <method> [<method> [<method>] ]
000000000000 Oenable0 000000000 O0O0O0O00O0O <method>0O000000O0O
<method>O0 000000000000 methodOOOOOOOOOOO

group radius
RADIUSOODOODOOOOO

group tacacs+
TACACS+O0DOOO0OO0OOOO

enable
O0o0oooooooooooooon

ygodooooooogg
gboobooooooooboobobob

ggoooooo
oo

gobogoboobod
gboooooobobobooobooobogn

ggodgguo

1. 00000 groupradius 00000000 grouptacacs+t 00000 O00O0OOOOORADIUS/
TACACS+I0 0000000000000 O0D0ODO0DO0OO0OOU0ODODODODOoOOoOooDoOoog
J0000O0ODOenable0000000DOOOODOOODOOODOOODOO

goooooon
aaa authentication enable attribute-user-per-method
aaa authentication enable end-by-reject

radius-server
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aaa authentication enable

tacacs-server
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aaa authentication enable attribute-user-per-method

aaa authentication enable attribute-user-per-method

OO00OO0O0OOOO0OOOOOOenablebOOOOOOOOODOODOOOOOODOOOODOODOODOODOOO
goooobooon

« RADIUSOOOO User-NameOOOOO $enablb$ 0000000
« TACACS+ 0000 UserOODODODOOODODOOODODODDOOODOOO

ggodgguo

goooao
aaa authentication enable attribute-user-per-method

ooooo
no aaa authentication enable attribute-user-per-method

ooooooo
(config)

goodoogo

oo

ygodooooooogg
OOOOOOOOOOOOOCenableDOOOOOOOOOOOOOOOO adminO0OO0O00O0O0O
goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 0000 RADIUS/TACACS+ 000000000000 OOOOO

ggoooooo

aaa authentication enable
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aaa authentication enable end-by-reject

aaa authentication enable end-by-reject

000000000000 DOenable0 0000000000000 O000D0DOOO0DOOOODOOODOO0O
000000000000000aaa authenticationenable 0000000000 O0ODOOOOOOOO
oooogd

goobognd

ooooo
aaa authentication enable end-by-reject

goood
no aaa authentication enable end-by-reject

gogododogo

(config)

goobogoo

ao

doddoooooooad

000000000000000000000 aaa authenticationenable 000 00000000000
oooooooooog

goobogoooo
ao
goboooboobod

gbobooooboobobobooboooon

goodgdao

1. aaa authenticationenable 00 000000000000 DOO0O0DOOOO

gogoooogo

aaa authentication enable
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aaa authentication login

aaa authentication login

00000o00O0ooo0o0oo0o0ooo0ooo0ooo0o0ooDo0UoDoOooUooDoDOoooDooDoOoO
000000000000 DO0ODO0OO0OO0O0O0O00O aaa authentication login end-by-reject 0000000
ooooo

goobogo

gooooooda
aaa authentication login default <method> [<method> [<method>] ]

googo
no aaa authentication login

goodoogo

(config)
goooooo

default <method> [<method> [<method>] ]
O00000000000000 <method>0000O00O0O
<method>O0 000000000000 methodOOOOOOOOOOO

group radius
RADIUSOODOODOOOOO

group tacacs+
TACACS+0ODOO0OO0OOOO

local
O0o0oooooooooooooon

ygodooooooogg
gboobooooooooboobobob

ggoooooo
oo

gobogoboobod
gboooooobobobooobooobogn

ggodgguo

1. 00000 groupradius 00000000 grouptacacs+t 00000 O0O0O0OOOOORADIUS/
TACACS+O0 0000000000000 0OO0ODoO0ODoO0DOODOO0O0oOooooooooooooooo
OOOlecal OO OODODODOODOOODODODOODOOODDOOOO

goooooon
aaa authentication login console
aaa authentication login end-by-reject

radius-server host
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aaa authentication login

tacacs-server host
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aaa authentication login console

aaa authentication login console

58

O000000RS232CO000 AUXOOOOODOODOO aaa authenticationlogin 0 OO0 0000000
dooooooooo

goobogo

googo
aaa authentication login console

googo
no aaa authentication login console

goodoogo

(config)

goobogooo

oo

gbooooobooogoo

goO0OOORs232C0000 AUXOOOOOODOOOOOOOOOOOOOOOOOOOOOO
ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. RADIUS/TACACS+ 0000000 00O aaa authentication login 00 000000000000
2. aaa authenticationlogin 0 000000000 lecal OO OO0OO0ODOODOODOODODOODOODOO
OO0ORADIUS/TACACS+ 000000000000 OOOOODOODODODODOOOOOOOoOoonOd

000D000000000ORS232C0000 AUXOOODOODODOODOoOooooo
goooooon

aaa authentication login

aaa authentication login end-by-reject



aaa authentication login end-by-reject

aaa authentication login end-by-reject

goooooooo0o0ooo0o0ooodooo0o0ooooUoooooboo0ooDoDOooooog
aaa authentication login 000 000000000000 ODOOOODOODOODO

goobognd

goood
aaa authentication login end-by-reject

goood
no aaa authentication login end-by-reject

gogododogo

(config)

goobogoo

ao

gooboooboobooon

0000000000000 00O00O0O000 aaaauthenticationlogm OOOOOOOOCOOOOO
goboboooooon

gooooooo
oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. aaa authenticationlogin 0 000000000000 ODOOOOOOO

gogoooogo

aaa authentication login
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aaa authorization commands

aaa authorization commands

RADIUSOOOOTACACS+O0OO0OOOOODOOOODOOOODOODOODOODOODOOOOOODOOOO
gboooooooobo

0000000000000 0DO0O0 logoutd exitd quitd disabled end set terminal(] show whoami

000 whoamiOOOODOODOOOOOOOOOOOOOOOOOOODOODOODOODDOOOOOOOO
oo

« RADIUSOOOOODO TACACS+I0DO0OO000ODOODOO00DDO0ODDOO0O00ODOO00Doooooo
gbobooooboobobobooooon

- J0000D00OD00DDUO0DDO0DO00NDDOO00DOO00ONDDOONDDOusername view-class
00000000000 username viewl parser viewl commands execD O OO OO0 OO0

goobogo

gooooooo

aaa authorization commands default <method> [<method> [<method>] ]

gooon

no aaa authorization commands

goooood
(config)

goobogooo

default <method> [<method> [<method>] ]
000000000000000 <method>0000000O
<method>O0 000000000000 methodOOOOOOOOOOO

group radius
RADIUSOOO0ODOOO0OOOOOODOOOODO

group tacacs+
TACACS+0 0000000000 OO0ODOOOO0

local
o0ooooooooooooooooa

gbooooobooogoo
gboooooooobanb
ggoooooo
oo
gooooooogo
gboboooooobooboboboooboooboonog
goobogo

1. 00000000 aaa authenticationlogin 0 00000000 RADIUSO OO OTACACS+O OO0
gL bbb bbbbbobbobbboboboboobooo
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aaa authorization commands

0000000000000 0D0000000000000D000O0O0OOaaa authentication login
oooOo0ooodooooog
2. 00000000000000 logoutd exitd quitd disable[] end set terminalld show whoami [0 O
OwhoamiOOODOOOODOODOODOOOOOOOO0OOODOOOOOOOOOOOOOODOOOOO
« RADIUSOODDOOO TACACS+ 00000000000 DO0D0DO0O0D0DODO0O0OO00D0DOO0O0n
Jo00oo0o00ooo0oooooooooooon
- 000000000000 UDOUDNODODODOOOODODOODNOOOdOusername view-class(d
0000000000 Ousernameviewd OO OO OO0O0O
gooooogno
radius-server host
tacacs-server host
aaa authentication login
aaa authorization commands console
parser view

commands exec

username
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aaa authorization commands console

aaa authorization commands console

O0D0000ORS232CO0000 AUXDODOODOD0DOO0DOOOD aaa authorization commands 000 00O
O0o00oO0oo0ooooooono

goobogo

ooooo
aaa authorization commands console

ooooo
no aaa authorization commands console

goodoogo

(config)

goobogooo

oo

gbooooobooogoo

goO0OoOooORs232C0000 AUXOOOODOOOOOOOOOOOOOOOOOOOO

ggoooooo

oo

gooooooogo
gboboooooobooboboboooboooboonog

goobogo

1. 0000000000000 DO0ODOO0O0O00O0OD0OO0OOdaaa authorization commands 00000 O
oooooooo

2. 00000000000000ORS232C0000 AUXODOODODOODODOOOoOOoooooooooo
0oooooooooooooon

ggoooooo

aaa authorization commands
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banner

banner

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
O0O00O0Otelnetd console O ftp0 00 000000000 OOOOOOOOOOOOOOOOOOOO
00000 fp00000000O0OO0OO0OOOOOOOOOOOOOO

gboboboobooboobobobobobooooooooboboboboboboobooobooon

ge1000000000DOOOODOOODO

oooo oo
login(motd) login-ftp(motd-ftp) telnetdconsole 0 00000  fipO0DOODOOOO0O
OOoOooooo ooo

O000O0ADOO ooo OOO00O0AO0OO O000O0AOOO
D000O0ADOO disable 00O OOO0O OOO00O0AO0OO ooo
OO0O00O0ADOO 00000 BOOO DOO0O0O0AO0OO DO0O00O0BOOO
ooo 00000 BOOO ooo 00000 BOOO
DoOooooooo 000O00o0oooon ooo ooo

goodgdao

oooooooo
banner login { {encode "<encoded message>"} | plain-text }
banner login-ftp { {encode "<encoded message>"} | plain-text | disable }
banner motd { {encode "<encoded message>"} | plain-text }
banner motd-ftp { {encode "<encoded message>"} | plain-text | disable }

goooo
no banner [{motd | motd-ftp | login | login-ftp }]

goobogoo

(config)
goooooo

login
O0O0O0O0OOtelnetO console d ftp0 00000000000 OOOOOOOOODOODO
plain-text

gbobooooobooboboboooooobooboboboboooooooboOobOobon
gboooooobooboboobooboono

--- Press CTRL+D or only '.' on last line ---

0000000000000 0o0odooooodooooooooon CTRL+D O
ddddooo.0oooooooooooooobooooon

0000000000 encode 000000000000 ODOOOOOODOOOODOODOODO
oo oooooobbbbbbbbbbbbbbbobooooo
0000000000 show banner tmotd | motd-ftp | login | login-ftp } plain-text 00 000
doooooooo

1. 00o0o0oooooooaod
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banner

64

godddoooooooooo

2. 000000
gooooo 720000000

3. 0oooooooooon
gL b bbbbbbbo
000000000D0000dshow banner {motd | motd-ftp | login | login-ftp } plain-text
bbb oooooooooooboooooooo
godddddddoooooooooooooooboboooboboboooooo
CIRL+COOO00D00D00D0O0DO0O0OOO0100000000000oooooOooon
000000000 CTRLAD OO OOODOODOODODOOOOOOOODOODOODOODOOd
dodboDoo0oooooooooDdooooooooooo CTRLACODOOOOOOO
goooad
gobodddddooooooooooooooooooobooooooboboooooooo
0000000000 BSOODOOODOASCIToxos"HOOOOODOOOOoOOoOooood
g oooooooooo

encode "<encoded message>"
000000000000 BASEs4 OO D ODODOOODOOOODOOOOODOODOOOOOOO
0000000000000 0D00 plantext 0000000000 DOODOOOOOOOOOO
000000000000000000000000000000000 show banner {motd |
motd-ftp | login | login-ftp } plaintext 0000000000000
1. 00o0o0o0ooooooaoad
goddodoooooooooo
2. 000000
BASEe4 OO OOOOOODOOO""ODOODOOOOOO%s0O0O0OODO
3. 00oooooooooon
bbb oooooooooooboooooooo
0000000000000 0dshow banner {motd | motd-ftp | login | login-ftp } plain-text
gL b bbbbbbbo
ogooooo

login-ftp
ftp 000000000000 DO0ODOODO0OO0OO0ODOODO0ODOODOOOOOOftpOOOOOOO
O0D0legmO0O0O0DOOO0ODOOODOOODOO

plain-text
0000000000000 00D0D0O00000D0000DO000DO000O]login O plain-text O
doooooooo

encode "<encoded message>"
000000000000 BASEs4 OO DO ODODOOO0OOOOODOODOODOODOOO]oginO
encode 1O O00OO0O0OOOO

disable
logmOO0O00DO0DO0OO0OOOOftp000000O0D0O0ODOOOOOOOOOODOODOODOO
O0oo0ooo
motd

O000O0Otelnetd console D ftpO DO O 0DODOOODOODOODOOOOOODOOOODOO

plain-text
000000000000 D0000000D000D0000DO000000O]login O plain-text O



banner

gbooooooon

encode "<encoded message>"
000000000000 BASEes4 OO DO ODODOOOOOODOOOODOODOOO]loginO
encode 10 O0O00OOOOOO

motd-ftp
ftp 000000000000 DO0ODO0ODO0OO00OO0ODO0O0O0ODO0ODO0OO0OOO0OftpOOOOOOO
O00OmotdJD0DOO0OO0OODODOOODOOO

plain-text
0000000000000 00D0DO00D000D0000DbO00D0DO000O]login O plain-text O
doooooooo

encode "<encoded message>"
000000000000 BASEs4 O OO OOOQOOoOOOoOOooOooooog
O00O0Ologin0 encode 00O O0OOODOODO

disable
motd 000000000000 Oftp0 00000000000 DODOODOOOOOOOOOO
Oo0oO0ooo

doddoooooooad

gboboboboooooooon

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goodgdao

1. Jd0o0ddooooooooooooooooooooooO o0 oooOLO oo oboDuUOooDoooa
OoddooodoooooooooooooobOooobO0odobOooobOooobLDOooooDoOooOon
gbooooboooooooooooooooao
gbooooboooobooooooooboooooooobooooo oo ooooooooooon
000000000 Oshow banner {motd | motd-ftp | login | login-ftp } plain-text 0 0000000
goddoooooooooooooboooooooooOoooOoLOoobOobooOooOobooa

goobogoooo

ao
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commands exec

commands exec

gboboooooboboboboooboobooboboboboooboobooobobob

gbooboooooooboboboboboboooobo40b0bO0obOoOoboOonbDon

goobogo

ooooo
commands exec {include | exclude} all <command>

ooooo
no commands exec {include | exclude} all <command>

goodoogo

(config-view)
goooooo

{include | exclude}
dddooooooooooooooooooo
include 00000000000 DOO0O0OO0O0ODOO0ODOOODODOO0DOOODOO0OexcludeOd
oo obobobbbbbbbboboboooog
1. 00o0oooooooood
goooooad
2. 000000
include 0 O O exclude

all <command>

Jdod0od000o0oo0oooooooooooooo

J00000d000d0d00ddddddd0d00dd0dd00d00000000oooooon

Jo000d0doooooooom

1. 0000000000000
ooooooo

2. 000000
5000000000000000000"M0000000000000000000o0oogo
Jodd000000000000O000000d0000oooooooooooooooaro
J0000000000000000, 0000000000000 000e 000000000
oooooooo
000000000D00000 ()DooOoooooo

gbooooobooogoo
oo

ggoooooo

oo

gobogoboobod

gbobooooobooboboboooooboonbog
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commands exec

goodgdao

1. 00oooOooooobooobooooooobobobob 40000000D0DODOODOODODO
gooboso00b00obOOobOOobo0obo0oooon

oooooooo
aaa authorization commands
parser view

username
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ip access-group

Ip access-group

gooooooooOoOoOoOoOoOoOoOoOOoOOOOOOOODOOOO IPVMMODODOODOODOODOODOOO
O000O0O0O0OO00O0O0O0O0OOOOODOODOODOOODOtelnetO ftpOODCOOCOOOOOO

ip access-groupldipv6 access-class 1 0 000000000000 DOODOOOOOOOODO128000
Jddoooooooooooo

ggodgguo

goooao
ip access-group {<access list number> | <access list name>} [vrf {<vrfid>| all}] in

ooooo
no ip access-group {<access list number> | <access list name>} [vrf {<vrfid>| all}]

goobogooo

(config-line)
gooooon

{<access list number> | <access list name>}
IPv4a0000000000ODOODOip access-list standard 00 00 00 O access-list 0 TPv4 00O
Jddooooooooooooobbb
1. 00o0o0oooooooaod
goooood

2. 000000
<access list number>0 000010 99013000 19990 100000000000

<accesslistname>0 000031 00000000000000O
go0oodOoooooooooooooooboooooooo

vrf {<vrfid> | all}0 OP-NPARO
VRFOOOOOODOOOODOOODODOOODOOOOO

<vrfid>
00 VRFOODODOOOOOOOODOOODOOOOOoDO

all
J0o000000d0odooooo VRFOOODOOOOOOOOO0OOo0o0o0oooooa

1. 0oooooooobooo
gboboboooobooboboboboooooobooboobobobo

2. 000000
<vrfid>000 alO000000O

<vrfid>00 VRFIDOOOOOOO
oo, 0obocobooboobobobobooooboooboan

ygodooooooogg

oO00ooOoO0oooooOoOoDooOoIpvda00O0O0ODOOOOODOOODOOOODOO

ggoooooo

oo
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ip access-group

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0000000000000 OtelnetD ftp0 000000000
2. ftpO0000000000Oftpserver 1000000000
3. ipaccessgroup 000 00O00OOOOOOOOOOOOOOODOODOOOOIPVMOOOOOOOOO

goooooooboon
4. 00O00ODOOOO0DO Ipv4a00D0O0OOO0ODOOO0ODOOOODODOOODODOOODOOOOODOOOOD

gbobooooooboobobobobooobooobooboobobobooboooon
5, vifall 0000000000000 00000000000000 vif<vrfid>000000000

gboboooooboobobobo

goooooooo
line vty
ftp-server
transport input
ipv6 access-class
access-list

ip access-list standard
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ipv6 access-class

ipvb access-class

70

goooooOooOoOoOoOoOOOoOOOOOOOOOOOODOOOOIPVGODDOODOODOODOODOOO
O000O0O0O0OO00O0O0O0O0OOOOODOODOODOOODOtelnetO ftpOODCOOCOOOOOO

ip access-groupldipv6 access-class 1 0 000000000000 DOODOOOOOOOODO128000
Jddoooooooooooo

ggodgguo

ooooao
ipv6 access-class <access list name> [vrf {<vrfid>| all}] in

ooooao
no ipv6 access-class <access list name> [vrf {<vrfid>| all}]

goobogooo

(config-line)
gooooon

<access list name>
IPv6 0000000 ODOipv6access-list 100000000000
1. 00o0oooooooogod
goooooad
2. 000000
3100000000000000
000Mmbodooooboooooobooboooooa

vif {<vrfid> | all}0 OP-NPARO
VRFOOOODOOOOOODODODOOODOOOOOOO

<vrf id>
OO0 VRFOOOOOODOODODOODOOOOOOOoOoo0oag

all
Jd00000O00oo0oo0o0o VRFOOOODODOOOooOoOoooooooooooao

1. 0000ooooooboobo
oboboboooooboobobobooobooooooobobobo
2. 000000
<vrfid>000 allO000000

<vrfid>00 VRFIDOOOOOOO
oo, 0boooobooboobooboboboobobooobogoon

gbooooobooogoo

gooOoOoOoOoOoOoOoOoOoOOOIPV6eOOOOOOOOOOOOOOOOOOOO

goobogoooboo

oo



ipv6 access-class

gooooooogo
gbobooooobooboobobobooon

goobognd

1. 0000000000000 OtelnetD ftp0 000000000
2. ftpO0000000000Oftpserver 1000000000
3. ipv6accessclass 100 0000000000000 O0OOOOOOOOOOIPv6eOOOOOODOO

gbooooooooobo
4. 00O00ODOOOO0ODO Ipv6ée0O0OOOOO0ODOOO0ODOOOODOOOODDOOODOOOOODODOOOD

gbobooooooboobobobobooboboooboobobobobooboooon
5, vifall 0000000000000 00000000000000 vif<vrfid>000000000

gboboooooboobobobo

goooooon
line vty
ftp-server
transport input
ip access-group

ipv6 access-list
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parser view

parser view

gboboooooobooboboboboooooobobobobooboboooooboobOobOobo
configview 1 0 0000000000000 O0OO0OOOOOOOOOOOOO

gboobooooo2b0b0b0ob0booobooboobobo

goobogo

ooooao
parser view <view name>

googo
no parser view <view name>

goodoogo

(config)
goooooo

<view name>

ddddoooooooooooooon

1. 00o0oooooooood
goooood

2. 000000
3100000000000000
godoooooooooor -"O00boOry "o0bb0o0oboOry "oboobooooboo
god
000mobodooooboooOooobo0ooooDbooboboobObOooboooooa

ygodooooooogg
oo
goobogoooboo
oo
gobogoboobod
gbobooooobooboboboooooboonbog
ggodgguo

1. 0oooooobz2o0bobooboooooboobobonb

gooooogoo
aaa authorization commands
commands exec

username
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radius-server host

radius-server host

O0000O0oO0oO0oOoOoOoOoOopoOoOooOoo RADIUSOOOOODOOOOOOO

goodgdao

oooooooo
radius-server host {<ipv4 address> | <ipv6 address> [interface <interface type> <interface

number>] | <host name>} [auth-port <port>] [acct-port <port>] [timeout <seconds>] [retransmit

<retries>] [key <string>] [{fauth-only | acct-only}]

goood
no radius-server host {<ipv4 address> | <ipv6 address> [interface <interface type> <interface

number>] |<host name>}

goobogoo

(config)
goooooo
{<ipv4 address> | <ipv6 address> [interface <interface type> <interface number>] | <host name>}

<ipv4 address>
RADIUSOOOO IPv400D0ODODODOOOODOODOO

<ipv6 address> [interface <interface type> <interface number>]
RADIUSOOOO IPv6eODODOODOODOODOODOODOODOO
000000000000 D0000 interface00000000O0OOOO
<interface type> <interface number>0 00000000000
e vlan <vlan id>
<vlan id>0 interfacevian 000000000 VLANIDOOOOODOO
* mgmt 0

<host name>
RADIUSOOOOOOOOOO 400000000 DOOO
dddddooooooooooooooo ,0boboo0dddddddoooooooo
gd

1. 00oooooooooog
goooooo

2. 0000ga
IPv4a00000OIPv6O0ODOO0ODOOODODODOODOOODODODOODO

Ipv6e 000000 DOODOODOOOOOOOOOOOOOOOOOOOO

key <string>
RADIUSOUO0ODOOOOOODOO0ODOOODOOOO RADIUSOODDOOODOORADIUSOODOD
000000 RADIUSOOODOOOODOO0ODOOOOOODOODOD

1. 0oooooooooooo
radius-server key 00000000 RADIUSOOOOOOODOOOODOODODODOODODODODOO

RADIUSOOOOOOOOOOOO

2. 000000
e4000000OO0ODOODOOOOOOO"WOOOOOOOOODLOODLDODLDOOOOOODOODOO

gboboobobooooooooboobobobobobooooboboboboooooooobooobtg
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radius-server host

gboboboobooobooboboob boboboboobobobbobepO0bObOOoOoOn
gboboboob

auth-port <port>
RADIUSOOOOOOOODOOOODOODOO
1. 0o0o0oooooooood
gooood 812000000 o
2. 000000
10 65535

acct-port <port>
RADIUSOO0OOOOOODOOOODOOOODOOOOOOOO
1. 000o0ooooooooo
o0oo0 18130000000
2. 00000O0O
10 65535

{auth-only | acct-only}
O0000 RADIUSOODOOODOOOOOODOOOODODODOOOOOOOODOdauth-onlyd O
00000000 RADIUSOOOOOOOauthenticationD D0 00000000 OOOO0O
acct-only 000000000 RADIUSOOOODOODOODOOOOOaccountingd O OOOOODO

gooooood
1. 0000000ooobobo
RADIUSOOCOOOOOOOOOOOOOOOOOUOODODODODODODUOODDOOO

2. 000000
ao

retransmit <retries>
RADIUSOOO0OO0O0O000000O0O0O0O0O0OO0OO0OOOOOOOO

1. 0ooooooooboobo
radius-server retransmit 0 00000000000 O0D0OOCOOODOOO0ODOOOOOOOOO

g30go

2. 000000
od 15

timeout <seconds>
RADIUSOOO0OO0O0000000O0O0O0OO0OO0OOO0OOOOOOOO

1. 0ooooooooboobo
radius-server timeout 0 0 0000000000 COO0OOOOOOOODOOOODDOOOOO 5

oboo
2. 000000
10 30

ygodooooooogg

RADIUSOOOODOOOOOOOOOOORADIUSOOOOOOO

ggoooooo

oo
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radius-server host

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 00000 RADIUSOOOOOOOOOOOO 4000
2. 000 RADIUSOOOOOOOOOOOOQOOOOOOOOOOOOOOOOOUOOOOOOO

RADIUSOOOOOOOOOOOOOODOOO
3. keyUOODOODOOOOOOOOOradiusserverkey D0 O 000000000000 RADIUSOO

gboooooooobo

ogoooooon
radius-server key
radius-server retransmit
radius-server timeout
aaa authentication login
aaa authorization commands

aaa accounting exec
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radius-server key

radius-server key

go0oOoOoOoOoOoOoOoOoOoOoOOoOOoOO RADIUSOOOODOOODOOOOOOODODOOO

ggodgguo

doodooooad
radius-server key <string>

goooo
no radius-server key

goobogooo

(config)
goooood

<string>

RADIUSOUOU0ODODOOOOODOO0ODOOODOOO RADIUSOODODOODODORADIUSOODOO

000000 RADIUSOOOOOOODOOO0ODOOODOOOOODOD

1. J0o0Oooboooboono
gooooono

2. 000000
e4a000U0DbOODODOODLDODOODOMUbODbDOODLDbDOODbLUOODbLOODbUOODDOOD
gobooobooboobobooboooboobuoobbUooboobboooboobooog
gdboooobooboooboob ,ob0bboboooboUb 0o booob oo
ggoogood

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. 00000 radius-server host 10 key OO0 OO0 O O0O0OOOODO0O

goobogoooboo

radius-server host
radius-server retransmit
radius-server timeout

aaa authentication login

aaa authorization commands

aaa accounting exec
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radius-server retransmit

radius-server retransmit

O00000oO0OoOoOoOoOoOoOooooOoo RADIUSOOOOODOODOODOOOODOOOOOOOOO

goodgdao

gooooooo
radius-server retransmit <retries>

oooaono
no radius-server retransmit

goobogoo

(config)
goooood

<retries>
RADIUSOOOO0OOOOODOODOODOODOODOOOOOOODOOn
1. 00ooooooooooo
ogoooooo
2. 000040ad
oQd 15

gooboooboobooon

RADIUSOOOOOOOOOOOOOOOOOospooooooo

gogoooogo

oo

goboooboobod
gbobooooboobobobooboooon

goobognd

1. 00000 radius-server host 0 0 retransmit 0000000000000

goooooon
radius-server host
radius-server key
radius-server timeout
aaa authentication login
aaa authorization commands

aaa accounting exec
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radius-server timeout

radius-server timeout

goOoOoOoOoOoOoOoOoOoOOoOOoOOOO RADIUSOODOOODOOOOOODOODOOOOOOOOOO
oon

goobogo

oooooooo
radius-server timeout <seconds>

ooooo
no radius-server timeout

goooood
(config)

goobogooo

<seconds>
RADIUSOOOOOOOODOODODODOODOOOOOODOOOGd
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
10 30

ygodooooooogg

RADIUSOOOOOOOOOOOOOODOOOOOOD hbOOUOOOOO

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

ggodgguo

1. 00000 radius-server host J 0 timeout 00000000000 0O0O

gooooood
radius-server host
radius-server key
radius-server retransmit
aaa authentication login
aaa authorization commands

aaa accounting exec
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tacacs-server host

tacacs-server host

0000000000 TACACS+OOoOooopooooood

goodgdao

gooooooao
tacacs-server host {<host name> | <ip address>} [key <string>] [port <port>] [timeout <seconds>]
[fauth-only | acct-only}]

goood
no tacacs-server host {<host name> | <ip address>}

gogododogo

(config)
oogogoooo

{<host name> | <ip address>}

TACACS+O0 000 IPv4a00000000DO0O0ODODOODOOODO

1. J00dooooooooao
goooooao

2. 00oooad
IPva0 0000000000000 DOOOODOOODODOODO
Jdd0b0Ode40d00000O000O0O0O0O0O0O0OO0OOO0O0OO0OOO0OOOOOOOOOOO0O
Jodo0bodooooooooooooooon

key <string>

TACACS+0 000000000000 DDOO00D0OO0O00ODOO00DOO00O0DDOoOoooOoon

000000 TACACS+0 000000 O0oDoooooooooooon

1. 00o00obooboooonoo
tacacs-serverkey 00000000000 DOODOOOOOODOODOODOOOOOOO
TACACS+O0 0000000 DDOO0OOOOOO

2. 0000OoOoo
e4000000000O0ODOODODO"MOUODODODOLOOUOOODODODODObOOOO
goboooobobooooooooboboboboooobDobDobobobooooooDooTL
0odoooO0obOOoo0oo0ooOOooOoboO ,Ob0b0b0db0oo0ooOo0oOOoDOO0OeDODOOOOOOO
opoooooo

port <port>
TACACS+0O0 000000 TCPOODOOOODOOOODO
1. 000000 DoOooboooo
obobogo4900000D00
2. 000oOoOoo
10 65535

timeout <seconds>
TACACS+ O OODODOOOODOOOODOOOOOO0OO000000ag

1. 0000oboobooooooo
tacacs-server timeout 0 0 000000000000 O0O0ODOOOODOOOOOOOOODOOOS
god
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tacacs-server host

80

2. 000000
10 30

{auth-only | acct-only}
00000 TACACS+ODOO0OOoOooooonooooooooooooooooood
auth-only 0000000000 TACACS+O DO OO OO O authenticationd OO OO0 O0OO0OOO
O0000Oacctonly 0000000000 TACACS+O00ODOOODODODOOODODO O accounting O
dodoooooooooooo
1. 0o0o0oooooooogod
TACACS+O0 000000000 D0ODOODO0OOOOoODoDOooOOooDOooooog

2. 000000
oo

gbooooobooogoo

TACACS+O0 000000000000 OOTACACS+O000000OO

goobogoooboo

oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. 00000 TACACS+O0 00000000000 4000
2. 000 TACACS+O0O0DODOODOODOODOODOOOODOODOOOOOOODOODOODOOOOODOOO
TACACS+0000000000000O000O0

gooooood
tacacs-server key
tacacs-server timeout
aaa authentication login
aaa authorization commands
aaa accounting exec

aaa accounting commands



tacacs-server key

tacacs-server key

0000000000 TACACS+OOUOOOOOoooooooooooooooo

goodgdao

oooooooo
tacacs-server key <string>

gogooad
no tacacs-server key

goobogoo

(config)
goooood

<string>

TACACS+O0 00000000 D0OO0O00DDO0DOOO0O0U0DOO0U0DOOODUOODDODDOUOoOoooOoOn

000000 TACACS+O00DO0OO0O0Ooopooooooooooooon

1. 0000ooboboOooboon
gooooon

2. 000000
e4a000U0DbOOD0ODOODLDOODOMUODLDOODUODLDbLDOODLUOODLDOODDLOOB
goboboobooboboobbooobooboobobUoobUoobbooboobbuoobOoo
gooboobooboboobobooo ,ob0bbobboooboUbb0oo0egoboooboo
ggooboooog

gooboooboobooon
ao

gogoooogo
oo

gooooooogo
gbobooooobooboobobobooon

goobognd

1. 00000 tacacs-serverhost 0100 key OO OO OOOOODOOOO

goobogoooo

tacacs-server host
tacacs-server timeout

aaa authentication login

aaa authorization commands
aaa accounting exec

aaa accounting commands
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tacacs-server timeout

tacacs-server timeout

OOO0OO00O0O0OO0O0OO0O TACACS+OOOOO0O0O0O00oooooooooooooooooo

ggodgguo

Ooo0oooooao
tacacs-server timeout <seconds>

ooooao
no tacacs-server timeout

goobogooo

(config)
goooood

<seconds>
TACACS+O0 000000000 DOO0OO0O0OOoOoOooooooood
1. 00o0oooooooogod
goooooad
2. 000000
10 30

gbooooobooogoo

TACACS+0 0000000000000 000000 0000000

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 00000 tacacs-server host 100 timeout 00000000 O0O0O0OO

goobogoooboo

tacacs-server host
tacacs-server key

aaa authentication login

aaa authorization commands
aaa accounting exec

aaa accounting commands
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username

username

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooboooboooboobobobobooboooooooobobobobobobooobooobooon

gbobobob 2000000000000

goobognd

oooooooo
username <user name> exec-timeout <minutes>
username <user name> terminal-pager {enable | disable}
username <user name> terminal-help {all | no-utility}
username <user name> view <view name>
username <user name> view-class {root | allcommand | noconfig | nomanage | noenable}

goood
no username <user name>
no username <user name> exec-timeout
no username <user name> terminal-pager
no username <user name> terminal-help
no username <user name> view
no username <user name> view-class

goobogoo

(config)
goooood

<user name>

o0ooooooooooood

1. 000000bOo0ooooo
ooooooo

2. 000000
l60000000000000DOO0DOO0OODOD
0 O O exec-timeout terminal-pager 0 0 0 terminal-help 00000000000 OO0OOODO
0000000 defaultuser 0000000 Odefault user 0000000000000 OOO
000oo00oDooooooooooooooog

exec-timeout <minutes>
oo ooooooooboboboobbbobo00o00oooooooo
0000000000000 DO000000DO00000D0DOO0O0D0O00DO set exectimeout O O
Jodddooooooooooo

1. 0oboobooooooooo
60

2. 000000
00 60

terminal-pager {enable | disable}
Jofddooodoooooobdoobooobooob 0oL ooobLOooobLDoooooOooOn
000000000000 setterminalpager 0000000000000 OOODO0O
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username

84

enable
ooooooooood

disable
O0o0ooooooooo

1. 0000000000004
enable

2. 0000oOog
enable 0 O O disable

terminal-help {all | no-utility}
godooboooobooooooooboooooooooooooooooooooooooooao
0000000000000 0D00000000000 setterminalhelpOOOOOOO0OOOOOO
oooooo

all
dddddoooooooooooooooooboobooooooon

no-utility
dddddooooooooooooooooooobobooooboobooboooobooooo
googod

1. 0o0ooooooooogod
all

2. 000000
all 0 0 O no-utility

view <view name>

parserview 000000000000 DOOOOOODOOOO

1. 00ooodoooooood
goooooad

2. 00000ad
3100000000000000
gooooooooooor -"OodboO0r "o0boboo0boOr Poboobooooboo
god
godmooooobooboooobooboobobobobdddddoooooooooooo o

view-class {root | allcommand | noconfig | nomanage | noenable}
goooobdoddddddoooooooogo
1. 000o0oooooooaoad
goooooad
2. 000000
000000000000 00D0D0D0O0O0oO0Ond rootd allcommandd noconfigd nomanageld
noenable 0O OO0D0OOO0OOO0O
J00MmO0OO00000DooOOoOoood Vol1OD 811 0000000000000 00O0O0OooO

gbooooobooogoo
oo

goobogoooboo

oo



username

gooooooogo

gboboboooooboooboobobobooooo

goobognd

1. default_ user 00000000000 2000000000000

2. default vser 0000000000000 DODOO0ODOOO0ODODOO0ODOOOOODODOODDOOO
0 0 0O default_user 0 exec-timeout 0000 000000000000 Ostaff0000O
terminal-pager 0 0 O terminal-help 00 0000000000000 0Ostaff000000O0OO
000 exectimeout 0 00 000000000000 60000000

3. 000000 exec-timeoutd terminal-pager 0 00O terminal-help 000000000 OOOOOO
O00000000default user 00 0000000000000 0O00ODO0O0OOOONO set
exec-timeout[] set terminal pager 0 00 setterminal help 000000000000 OOOOOO
00000000000 00ooO00ooo000Do00o0o00o0oooooDooooDoooooDoog
0000000000000 00D0D000 setexec-timeoutd set terminal pager 0 0 O set terminal
helpOOODODOOODOOOOOOOOODOOODOOOODODDOODDOODOOOO

4. 0000000000000 0O00D00O0O exectimeoutd terminal-pager 0 00 O terminal-help O O
O0000000000000000000000000000000000 O set exec-timeoutOset
terminal pager 0 0 0 setterminal help 000 0000000000000 O0ODOOOOODOO

oooooooo
aaa authorization commands
parser view

commands exec
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SSH

ip ssh

ip ssh authentication

ip ssh authkey

ip ssh ciphers

ip ssh macs

ip ssh version
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ip ssh

ip ssh

goOoOo SsHOOOOOOOOOOOOOoOoOSSsHOOOOoOoooooood

D00000lnevtyOOOOOOOOODODODOOOOOODOOOODOO SSHOOODOOOOO
000000000000 DOO0Db00000o0Do0ooooDO0o000OdlnevtyD OO0 1p
access-groupld ipv6 access-class [0 O transport input 0 0 00000000

ggodgguo

goooao
ip ssh

ooooao
no ip ssh

goobogooo

(config)

goodoogo

oo

ygodooooooogg

SSHOOOOOOOOOOOOOOOOOO SSHOoOooooooOooOoOoOoOoOO

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. 000000O0ODOD0ODOD0ODO SSHOOOODODODODOODODOOOLnevtyDOOODODOOOOOOOOOOO
gooooob
2. 000000 nevtylO0O0O00000000000000000000000 SSHOOOOOOO

000000000 0o0oooooDdoo00o0o00o0o0000dDOlnevty0DO OO ip
access-groupl] ipv6 access-class [0 O transport mput 00 00000000
3. 0O SSHOOODOOOOOipsshversionDOODOODOODODOOOOOODOOOOODOOODOOOOOO
SSHOOOOODOOOOODDOOOOOoOOoO SSsHOOODoOooooooooooag
ogooooooo

line vty

transport input
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ip ssh authentication

ip ssh authentication

0000 SSHOOOOOOOOOOOoOOOOOOOOODOOO

goodgdao

gooooooao
ip ssh authentication {publickey | password}

ogoooad
no ip ssh authentication

goobogoo

(config)

gogododogo

{publickey | password}
publickey 00000000 O0OODODOOOOOOODOO
password 000000000000 O0OO0OOOOOOODOO
1. 0000o0oooooooo
ogoooooo
2. 00000d
publickey 0 O O password

doddoooooooad
gbobobooobooboobobobooboooooooobobo

gogoooogo
oo

goboooboobod
gbobooooboobobobooboooon

goodgdao

oo

goooooon
line vty

transport input
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ip ssh authkey

ip ssh authkey

SSHOOOOOOOooOOOoOoOooOOOOOOOOOODOODOO

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
go0oOOOCOOOOOOOOOOOOOOOOO0D00 adduser10000000O0O0O0O0O0O0O0OO
gbobooooobooboobob 20000000

ggodgguo

doodooooad
ip ssh authkey <user name> <authentication key name>
{"<public key>" | load-key-file <file name>}

goooo
no ip ssh authkey <user name> <authentication key name>

goobogooo

(config)
goooood

<user name>
SSHOOOODOODODDODOOoDoOOooooooooooooo
1. J0o0Oooboooboono
gpoooood
2. 0000D00ODO
obobOoleOOobOD

<authentication key name>
goboobooobuooboobboobbooobuooboo
goobodoobog ogbbooboobbooboobbooboobbooboobbooboboa
1. 000Ooobooobooo
gooooono
2. 000000
goboboboooooob-ooooobDob0ob0 bo400boo

{"<public key>" | load-key-file <file name>}
gobodbobooobuooboooboobbooon

"<public key>"
gooboobooooboom™obbooboonoboo

load-key-file <file name>
oo obobbbbbobbbbbbbobbobboboooog
gooad

1. 000o0o0oo0oooooaoad
goooood

2. 000000
"<publickey>"0 000000000000 D0OODOO0OOOOODOOOODO1O00000000O00
godddddooooooooooooo
oo O D@00 oUoOoOo o
OO0 bbbbbbbbbbbobobobooboog
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ip ssh authkey

gooooooo. oo oo

load-key-file <filename>0 00 0000000000000 0000O0O0 sftpOscpl ftp 00O O
goooooboooodddddddoooooooooooooooooooooobooooboon
goodoooboodddddoooooooooooooooobooooon

gooboooboobooon

gbobooooboobobobooboooon

goobogoooo

ao

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
00000 adduser 000 O00O00ODOO0ODOOOOODODOOODOOOODODOOOODOOOOOO
gbooooooobo

2. 00000000000000000..sh000000000000000000000000O00O

O00m.sshOODOOODOOOOODOOODOOOODOODOOODOOODOOOODDOOO
O.sshOOOODOODOOQOOOOO SSHOOOOOOOOOUOOOUOOOOOUOOoOOoUOoOoOoOooo
gbobooooobooboboboboooboobogn

goooooon
line vty

transport input

91



ip ssh ciphers

ip ssh ciphers

SSHv2O0OOOO0OO0O0OO0OO0O0O0O0O0O0O0O0O0O0O0O0OOOO SsHv2OOO0OOoOoOooOoooooooon
goooobooon

goobogo

gdoodoood
ip ssh ciphers <encryption algorithm> [<encryption algorithm> [ ...]]

googo
no ip ssh ciphers

goodoogo

(config)
ooooooo

<encryption algorithm> [<encryption algorithm>[...]]
0000000000000 0D00O0 <encryption algorithm>00000000000O

1. 00o0o0o0ooooooaoaad
goboddddddddddooooooooooooooooooon

2. 000000
godddddoooooooooooo
aes128-ctr] aes192-ctr0 aes256-ctr] arcfour2560 arcfour1280 arcfour aes128-cbcll

aes192-cbcl aes256-cbed 3des blowfish

gbooooobooogoo

SSHv2O0O0OOO0OOO0O0DO000000000aes128-ctrd aes192-ctrd aes256-ctrd arcfour2560
arcfour1280 arcfour] aes128-cbcl] aes192-cbel] aes256-cbcl 3desd O O O blowfish O O O

ggoooooo
oo
gooooooogo

gboobooooobooboboobooogon

goobogo

1. 00000000000 D0O0D0OO0OD0O0OSSHv1OO 3desO blowfishOOOOOOOOOOOOOOO
goooooooboobooooooom

goooooon
line vty

transport input
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ip ssh macs

ip ssh macs

SSHv2O0OOOOO0O0OO00000000000ooooooooooooO SSHv200000000
gboboboooooboooboobobobooooo

goobognd

ggoogood
ip ssh macs <mac algorithm> [<mac algorithm> [ ...]]

goood
no ip ssh macs

gogododogo

(config)
oogogoooo

<mac algorithm> [<mac algorithm> [ ...]]
0000000000000 000000000 <macalgorithm>00000000000

1. 00o0o0o0ooooooooo
goodoooooodddddddoooooooooooooo
2. 000004
gl oooooo
hmac-md50 hmac-md5-9600 hmac-shalll hmac-shal-96

doddoooooooad

SSHv2O0OOOOOOOOOD0ODOO0O0O0O0000000hmae-md50 hmac-md5-960 hmac-shall OO
0 hmac-shal-96 0 0 O

goobogoooo
ao

gooooooogo

gbobooooobooboobobobooon

goobognd
1. 0000000000SSHvliOOOOOoOoOoOoOoOoOoOoOooOOoOOOOOOODOODOODOODOODOOO
0

goooooon
line vty

transport input
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ip ssh version

ip ssh version

SSHOOOOOOOO SSsHOOOoOOOoOOoOOoOOoOOoOOoOOoOOODOOOOOoOODOOODOOOOODOOODOOOOODOOSSH
gbobooooobo1020000000000000

goobogo

gooooooda
ip ssh version {1 | 2}

ooooo
no ip ssh version

goodoogo

(config)

goobogooo

{112
l1000dobooooboo1o0booobooooog
2000000000000 200000000000
1. J0o00oooooooooa

goooood
2. 000000
1000 2

ygodooooooogg

SSHOOOOOOOOOO 10200000000 booooo
goobogoooboo

oo

gooooooogo
gboobooooobooboboobooogon

ggodgguo

1. 0ob00oo0oooooboobobobooooboob 20000000 b00bO0b00Ob000n

gooooood
line vty

transport input
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Jododg NTP

clock timezone

ntp access-group

ntp authenticate

ntp authentication-key

ntp broadcast

ntp broadcast client

ntp broadcastdelay

ntp master

ntp peer

ntp server

ntp trusted-key
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clock timezone

clock timezone

gboooooooobanb

000000000 UTCO Coordinated Universal TimeO O 0000000000 DOO0OOOOODOOO
0000000000000 O0Osetclock 00000000000 O0OO0DODOOOO

goobogo

oooooooo
clock timezone <zone name> <hours offset> [<minutes offset>]

ooood
no clock timezone

goodoogo

(config)
goooooo

<zone name>
o00O000oOobOOobOobooooogn
1. 0o00ooooooboobo
oboobobo
2. 000000
T000Oooooo

<hours offset>
UrCcooooooooooolooooooooonog
1. 000o0o0ooooooaoaad
goooood
2. 000000
-120 -100010 120000

<minutes offset>
Uurcooooooooooloboobooooooon

1. 00000oo0ooooboobo
0

2. 000000
od 59000

ygodooooooogg

urcooooooooo

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn
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goodgdao

oo
goobogoooo
set clock

show clock

show logging

clock timezone
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ntp access-group

ntp access-group

goooooooOooOooOoIPv4000000O0OO0OO0OOONTPOOOOOOOOOOOOOOOO
gboboooooboboboboooboobooboobobobooobono 4000000000 0ODb0ODbO

goobogo

goooo

ntp access-group {query-only | serve-only | serve | peer} {<access list number> | <access list

name>} [vrf <vrfid>]

ooooo
no ntp access-group tquery-only | serve-only | serve | peer} [vrf <vrf id>]

goodoogo

(config)
oo0oooOon

{query-only | serve-only | serve | peer}
NTPOOOOOOOOOOOOOOOOO

query-only
NTPOODOODOODOOOOOOODO

serve-only
NTPOOOOOO NTPOOOOODOODOOOOODODOODOODODO

serve
NTPOOOOOOOOOOOOOOOOOOOOO

peer
NTPOOOOODOOODODOODOOOOOOOODODODOODOO
1. 0o0o0oooooooood
goooooad
2. 000000
query-only[ serve-only serve 0 00 O peer

{<access list number> | <access list name>}

oooooooooIpvad0D0OO0ODOOODOOOOODOOODOOODODODOOODDOO

1. 0ooooooobooboobo
gboboobao
2. 000000

<access list number>O0 000010 99013000 19990 100000000000

<accesslistname>0 000031 00000000000000O
0000000000000 000O000o0O000oo0o0n

vrf <vrf id>0 OP-NPARDO
Ipv400000000O0O0OOOO VRFOODODOOOO
1. 0oooooooobooo
oboboobooboooooooboobo
2. 000000
<vrfid>0 VRFIDOOOOOOO
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ntp access-group

gobmooobooooooooooboooboooooog

gooboooboobooon

NTPOOOOOOOOOOOOO0O0O0O0O00000000

gogoooogo

oo

gooooooooao
ntp peerd ntp server( ntp master(] 0 0 0 ntp broadcastclient 00000000000 IPv40 000
gl bobbbbobbobo

goodgdao

1. Jooboobobobobooooobooboboobobobobooobooboooboon
2. VRFOOODOOOOOOOOODOOOOOOOODOOOODOOODOOOOODOOOoOobDboOooo

oooooOooIpOOO0O0OO0OOOODOOO0ODOOOODODOOODOOODOOOODODODOOOD
3. oo IpoooOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOODODOOO

djdddooooooooooooo
peer - serve — serve-only — query-only

goooooon
ntp peer
ntp server
access-list

ip access-list
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ntp authenticate

ntp authenticate

NTPOOOOOOOOOOOO

ggodgguo

goooao
ntp authenticate

goooo
no ntp authenticate

goobogooo

(config)

goodoogo

oo

gbooooobooogoo

NTPOOOOOOOOOOOOO
goobogoooboo
oo

gooooooogo

ntp peer ntp serverl ntp masterd [0 0 O ntp broadcastclient 0 0000000000000 O0O0OO
ddddooooooooo

goobogo

oo

gooooood
ntp authentication-key

ntp trusted-key
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ntp authentication-key

ntp authentication-key

gbobobooobooboobobobobobooobwcobobobobobooon

goodgdao

oooooooo
ntp authentication-key <key id> md5 <value>

ogoooad
no ntp authentication-key <key id>

oogogoooo
(config)
ugoooooao
<key id>
goboglooobbooboon
1. Joooooboobooboon
gooooon

2. 000000
10 65535

md5 <value>
ddddooooooooooooo
1. 00oooooooooog
gooooog
2. 000040ad
3000000 ASCITOOO

gooboooboobooon

ao

goobogoooo
ao

gooooooogo

ntp peerd ntp serverd ntp master(] 0 0 0 ntp broadcastclient 0000000000000 O0OOO0O
ooooooooooooo

goobognd

1. Jogbobooboboboooooooboobobob s2000000b00DbO0bOOOObOODO
gboboooooboobobobooboobobobobooboooon
2. 00000685360 000000000000O0O

goooooon
ntp peer

ntp server
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ntp authentication-key

102

ntp master
ntp authenticate
ntp trusted-key

ntp broadcast client



ntp broadcast

ntp broadcast

00000o0OoO0oOoOoOoO0oOoO0oOoOoOoOoo NTPOOOOOOOOOOOOOOOOOOOOOOOOO
gbooobooboob

go0oddOOntppeerUntpserver 000000 100000000O00O00O00O00O0OO

goobognd

gooooooao
ntp broadcast [version <number>] [key <key id>]

goood
no ntp broadcast

goooodn
(config-if)

goobogoo

version <number>
NTPOOOODOOODODOODOOOD
1. 00ooooooooooo
gooooooooooo400bbbbbbbbbbb40000000000DODDODDODOO
gooooooooood
2. 00000ad
1020000 3

key <key id>
00D0D0000000000DO00D0D0000O00 key O authenticationkkey D OO O OOOO100
goooooooo
1. 00oooooooooog
gooooooooa
2. 0000404
10 65535
goodooooooooao

ao

gogoooogo

oo

gooooooogo

ntp peerd ntp serverd ntp master[] 0 0 0 ntp broadcastclient 0000000000000 O0OOO0O
ooooooooooooo
gooooo

1. 0000 Ipva000000000O00O0
2. 000000000000IPv4000000000000O0O0O0OONTPOOOOOOOOOOOO
gooooooo
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ntp broadcast

3. 00000000 IPv4000C0O0C0OC0OCOODOODOCODOO ntpbroadecast 1000000000
gboboboob
4. 000006360 0000000000000

goooooon
ntp broadcast client

ntp authentication-key
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ntp broadcast client

ntp broadcast client

000000oO0O0oOoOoOoOoOoOoOoo NTPOOOOOOOOOOOOOOOOOOOOOOOOOOOO
goo0o0o0o0oDOoO0o0ooOoOo NTPOODOOODOOOODOOODOOOODDOOODOOODO
goooo0o0oDOoOoO0bOoOoO0OoDOboOoOooONTPOOOOODOOODOOOODODOOODOOO

goobognd

ooooo
ntp broadcast client

goooad
no ntp broadcast client

gogododogo

(config)

goobogoo

ao
doddoooooooad

oo
gogoooogo

oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. Jogoboboobdobooooooooboobobobooobooboobobobobooo 3000b0
OO00OOOOOOOOOOOOOOOOOOOOOOOOmAX6700ST] AX6600SO

gogoooogo

ntp broadcast
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ntp broadcastdelay

ntp broadcastdelay

NTpPOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOO

ggodgguo

doodooooad
ntp broadcastdelay <micro seconds>

goooo
no ntp broadcastdelay

goobogooo

(config)
goooood

<micro seconds>
oo oobobobbilobbbbobooooo
1. 00o0oooooooogod
goooooad
2. 000000
10 999999

gbooooobooogoo

NTPOOOOOOOOOOOOOOOODO40000C00000C0OOCODOO
ggoooooo

oo

gobogoboobod

ntp broadcast client 0 00O 0O0OO0OOCOOCOOOOOOOOOOOOOOODODODOO
goobogo

oo

ggoooooo

ntp broadcast client
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ntp master

ntp master

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
00O NTPOOOODODOOODOOODO

goobognd

gboboboob
ntp master [<stratum>]

gpoooo
no ntp master

gogododogo

(config)
oogogoooo

<stratum>
stratum 0 0100000000000

1. 0000obooooooooo
8

2. 000000
10 15

doddoooooooad

oo

goobogoooo

oo
goboooboobod
gbobooooboobobobooboooon

goodgdao

1. 0000 NTPOOOOOOOOOOO0O0O0O0O00O0000O0010000000000000000
gbobobooooooboobobooooooboobobobobooobooobooooboobobobooobooo
gbooboooooooboobobo

2. stratum 00 16 000000000000 Ostratum 00 150000000

ogoooogo
ntp peer

ntp server
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ntp peer

ntp peer

NTpOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboobooooooooooboobobob

O00O00000Ontp broadecastOntpserver 10000000 100000000000000

ggodgguo

oooooooa
ntp peer [vrf <vrf id>] <ip address> [version <number>] [key <key id>] [prefer]

ooooao
no ntp peer [vrf <vrf id>] <ip address>

goobogooo

(config)
goooood

vrf <vrf id>0 OP-NPARO
gooooOoooOoOoOoOoOoOOoOOOOOOOOOOOOO VRFOOOOOOO
1. 0oooooooobaoobo
gbobobobooboooooon
2. 000000
<vrfid>0 VRFIDOOOOOOO
gobomgoooboooooooooooooboooooog

<ip address>
0000000000000 000b000000oog Ipvda0000O0O0D0DOO0OO

version <number>
NTPOOODODOODODODOODOOOD
1. 0o0o0oooooooood
oo 4bbbbbbbobbboo40Dobbbbbbbbbbbo
godooooooooo
2. 000000
1020000 3

key <key id>
0000000000000 0D00D00D0000 keyO authenticationkey 00000000100
ggooboobood
1. Joooooboooobooo
goooooooono
2. 000000
10 65535

prefer
0000000000000 Oprefer 0000000000 OOONO
1. J0dodoooooood
goooood
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ntp peer

2. 000000
ao

doddoooooooad

oo

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. Joobobooboobobooooooboobiwoobobilleoboobooboobooboboboooon
O0000O0000O000DOO00DbOO000DODO00D0CO00D00O0O0O0DO setclockOODODOO
gboboooooooboboboooboooboon

2. 0000000000000 0O00O00DOO0ODODOOOO 1e0D0DbO0ODODOOOODOODODO
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gboooooobobobooobooobogn

3. booooobooboboboooboooboobobobooooooooboboboboobooboon
gboobooooooobobobobobooooobooboobobooobooobooooboboOoDbo
gboooooobobdobdo

4 Jb0obO0ooOooooooobOoobOobobooboboobobobcooCObobOobOobOobOn
gboobooooooobobobobobooooobooboobobooobooobooooboboOoDbo
gboobooooooobobobobobooooobooboobobooobooobooooboboOoDbo
gbobooooooboobobobobobooooboobobo

5, J00000000000O0OoOoOooIpOOOOOOOOOOOOOOONTPOOOODODODODODOO
OIlpO0000O00DOOCOOO0ODOOOOODOOODOOIPODOOODOOOOODDOOODOOOOO
o00oooOo0oooOoooOooOoOoOooIpO0OOO0O0O0ODOOODOOODOOOODDOIPOODDOO
gooooooooOoOoOoOoOOOOOOOOOOIPOOOODOOOOOOOOOOOOOOOOO
UbO000restartntp ntp U0 O000OO00O0O0O0O0O0OO0OOOOO0DOO

6. J00OoO0o0OOOobOO0obOobOobOOoOooOobOOobOOobOO0obOobOoobOooOoboooobDOobOoDb o000
OoOOOOoOOOoOOOOOOOOOOOOOOOOOOODAXe700STI AX6600SO

7. 00000655360 000000000000O0O

ogoooogo
ntp server

ntp authentication-key
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ntp server

ntp server

NTpOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooooboobobooboooboonog

O00O00000Ontp broadecastOntppeer 10000000 10000000000000O00

ggodgguo

oooooooa
ntp server [vrf <vrfid>] <ip address> [version <number>] [key <key id>] [prefer]

ooooao
no ntp server [vrf <vrfid>] <ip address>

goobogooo

(config)
goooood

vrf <vrf id>0 OP-NPARO
goooOoOoOoOoOoOOOOOO VRFOODODODOO
1. 0oooooooobaoobo
gbobobobooboooooon
2. 000000
<vrfid>0 VRFIDOOOOOOO
gobomgoooboooooooooooooboooooog

<ip address>
0oD0D00oo0o0ooooIpva0d00dD0OODDOODOO

version <number>
NTPOOODODODOODODODOODOOOD
1. 0o0o0oooooooood
oo 4bbbbbbbobbboo40Dobbbbbbbbbbbo
godooooooooo
2. 00000ad
1020000 3

key <key id>
0000000000000 0D00D00D0000 keyO authenticationkey 00000000100
ggooboobood
1. Joooooboooobooo
goooooooono
2. 000000
10 65535

prefer
0000000000000 Oprefer 0000000000 OOONO
1. J0odododooooood
goooood

110



ntp server

2. 000000
ao

doddoooooooad

oo

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1.

gbobooooobooboboboboo 100000 160000000000 OOODOODODO
O0000O0000O000DOO00DbOO000DODO00D0CO00D00O0O0O0DO setclockOODODOO
gboboooooooboboboooboooboon
gbobooooboobobobobooooboooboobob0 le0000O0oOObOObOO0ObOObOOOO
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gboooooobobobooobooobogn

OO000oOoO00oooOooOo0oDoOoOobo IpPO00DOOOOODDOOODOOONTPOOOODDOOODO
OlpO0000O00DOOOO0OOOOOODOOODOOIPODOOODOOOOODDOOODOOOOO
goooooooOoOooOoOoOoOoooIPO00o0oOoOoOooooooooooooooo IPOCOOOO
goooooooOoOoOoOoOOOOOOOOOOOIPOODOODOOOODOOOODOODOOOOOOO
ObO000restartntp D ntp 0000000000000 OOODOODOO
gbooboooooboobobobooooooooboobobobooobooooobooboOob o000
OO00OO0O0OO0OOOOOOOOOOOOOOOO0OOOO0OmAX6e700S[T] AX6600SO
gboobooess3eibunoooooooon

gogoooogo

ntp peer

ntp authentication-key
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ntp trusted-key

ntp trusted-key

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooboooooobooboboboboooooooboobobobooboooooobowoboboooo
gooon

goobogo

ooooo
ntp trusted-key <key id>

googo
no ntp trusted-key <key id>

goodoogo

(config)
goooooo

<key id>
0000000000000 00D0D0O000O00 authentication-keyO OO OOODOOO1000000
goooa
1. 00o0oooooooood
goooood
2. 000000
10 65535

gbooooobooogoo
oo

goobogoooboo
oo

gooooooogo

ntp peer ntp server( ntp masterd 00 0 O ntp broadcastclient 0000000000000 ODOODOO
Oo0ooooooooooon

goobogo

1. 0ob0ogess3elboooooonoond

goooooon
ntp authenticate

ntp authentication-key
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00000 DNS

ip domain lookup

ip domain name

ip domain reverse-lookup

ip host

ip name-server

ipv6 host
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ip domain lookup

ip domain lookup

DNSOOOOOOOoOooooooooooooo

ggodgguo

goooao
no ip domain lookup

goooo
ip domain lookup

goobogooo

(config)

goodoogo

oo

gbooooobooogoo

DNSOOOOOOOOoOooooooo

goobogoooboo

oo

goooooooon
00000000000000000000
oooogo
0o
ooopoooog
hostname
ip domain name
ip name-server
ping
traceroute

telnet
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ip domain name

ip domain name

DNSOOOOOO0O0O00oo0googooooooooo

goodgdao

oooooooo
ip domain name <domain name>

ogoooad
no ip domain name

goobogoo

(config)
goooood

<domain name>
Jood0o0oooooooooo
1. 0000000000000
gooooooo
2. 000000
63000000000 » (0DOOO)o -~ (D000)0O0DO0OOO0OO0DO

gooboooboobooon

ao

gogoooogo

oo

gooooooooao
gl oogo
no ip domain lookup 0 0 0 0 Oip domain lookup OO0 OO0 OO0 O00OO0OOODO

goodgdao

1. gboboooobobobobooboooon

goooooooo
hostname
ip name-server

ip domain lookup
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ip domain reverse-lookup

ip domain reverse-lookup

DNSOOOOOOOoOooooooIpOOOOOODOODOODOODOOOOOOOOOOOOOOOOOO
oo

goobogo

googo
no ip domain reverse-lookup

googo
ip domain reverse-lookup

goodoogo

(config)

goobogooo

oo

gbooooobooogoo

DNSOOOOOOOOOOOoOoooooooooooooooooon

ggoooooo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. DNSOOOOODODO0OO0O000000000000000 bDNSOOOoooooooooooo
2. 0000000 DNSOOOODODODOO0OOOOODOODOODOODOOO traceroute 0 show ntp
associations 10 0000000000 D0OO0ODOOOOO

goooooon
ip domain lookup
ip domain name
ip name-server
traceroute

show ntp association
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ip host

ip host

Ipva0000000O0OOOOOOOOOOOOOOOOOOOOOOOO 2000000000000

goodgdao

oooooooo
ip host <name> <ip address>

ogoooad
no ip host <name>

goobogoo

(config)
goooood

<name>
Ipv4a0000000000D0ODOOOODODOOODO
1. 00o00oboooooooo
gpooooog

2. 000000
gobobotdesb0oobobo0oooboooobobobobbOoobOoobbooboOooooDobOO

gbobooboooo

<ip address>
000D00o0oo0oO0ooooIpvdad0dD0O0OOO0DOOODODOODOOODO

doddoooooooad

ao

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goobognd

0000000 lecalhostOOODOODOODOO

Ipv40000000 127*%**000000000

Ipv4a00000000O0O0DOOOODD EOOOOODDOOODOCOOOO
oboooooooboboboobooogn

iphost 0000 ipv6host 000D 0D OO0OOOOOOOOOOOOOOOIphost10O0OOOO
gooogd

S e

gooooooo
ping
traceroute

telnet
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ip name-server

ip name-server
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DNSOOOOOOO0O0000000000000000000000030000000000000
gdooOoOoOoOoOoOoOOO0OOOOOOO0OOCOOOCOCOOOOOOOOOOODOOOOOOODNSOOO
gbobooooobooboboboboobooobooboboboooboooboobobobobooboobooon

goobogo

googo
ip name-server <ip address>

googo
no ip name-server <ip address>

goodoogo

(config)
goooooo

<ip address>
oooooooIpva000D0O0OO0OO0DOODOOODODOO

ygodooooooogg

oo

goobogoooboo

oo

gooooooogo
gboobooooobooboboobooogon

no ip domain lookup 0 0 0 0 Oip domain loockup OO0 000000000000

goobogo

1. DNSOOOO IPOOOOOipname-server0 00000000000 OODNSOOOO IPOOOO
00o00o0o0o0oOoOoO0oO00oOo0oOo0oOoOoOooOoOoOoUO DNSOUOOODODUOoOoOooOooooooooo
0000000000000 0000000000U000OUOUOO telnetd00ooogod

gboboboooooobooboboboooboooooboobobO
DNSOUOUOOUOOUOOOOUO0OUOO0UO0OUO0OO nslockupODOOOOOOOODOODODODODODOO

nslookup -retry=1 <O0000000O00Os> [<DNSOOOOIPOOONO ]

DNSOOOO IPOOO0O0OO0O0O0O0O0OO0O0O0O0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOO

Server: (DNSOOOOOOOO)
Address: (DNSOOOOIpOQOOO)
Name: (0DOOOO0O0O0O)

Address: (00000000 zIp0000)

DNSOOOO IPOOCOO0OCOO0OCOOCO0OCOOODOODODOOODODODODODOO



ip name-server

*%x% Can't find server name for address (DNSOOOOIrOOOO): Timed out

2. IpO0OO0OOODO 127***000000000
3. IpO000D0COO0ODOODODOOODO EODODOOODOOOODDOO
4. Ibv6 00000 AAAADDOOOOOO0O000000IPv40 AAAADOOOOO0O000000

goooooon
ip domain name

ip domain lookup
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ipv6 host

ipv6 host

Ipv6e 0000OOOOOOOOOOOOOOOOOOOOOOOOOOODO 20000000000 0OOO

ggodgguo

doodooooad
ipv6 host <name> <ipv6 address>

goooo
no ipv6 host <name>

goobogooo

(config)
goooood

<name>
Ipv6 00000000 0O0DODOOOODOOOODO
1. 00o00ooooooboobo
gpoooood
2. 000000
goboboe30obooboOobOobOobbOOOODODODODOODODODODObDODbOOO
obobooogonoo

<ipv6 address>
00o00oooooood Ipve00000OD0OODOODOODOOOOOO

ygodooooooogg

oo

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

goobogo

1. 0000000 lecalhost OO DO OOODODOO

2. 0booooobooboobobobooboooon

3. ipv6host OO0 O iphost 000 OO0DODOOODOOOOODDOOOOCOOOiphostdODOOOOO
goooo

ogooooooo
ping ipv6
traceroute ipv6

telnet
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oo

fldm prefer

fwdm prefer

system fan mode

system hardware-mode

system recovery

system standby power-reset schedule

system temperature-warning-level
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fldm prefer

fldm prefer

OO0O0O0C0QeSOO0O0O0O00OOOOOOOOOOOOOOOoOoOoOoOoOoOooooooooooooon

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooooooboobd

gboboooooooboboboboooooooboobobobobooobooooooobobOoDbOoD
gboobooooooobooboboboboooooooboon

goobogo

gooooooda
fldm prefer default {standard | standard-advance}
fldm prefer {default | filter-only | qos-only | filter | qos} {extended | extended-advance}

goobogooo

(config)
goooood

default
000000000000 D0DOo0000 QSUdoooooooooooooog
0000000000 odoDOooooooooooooo VelllDOOOoOoooooo
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
oo

{standard | standard-advance}
O0o0oooooooooooooobooooooooooooooooooao

standard
O0o0oo0ooooooooooooooooooboooooooboooooon

standard-advance

oo ooobobobbobbobbbbbo
0000000000000 0mMOo0bO0odDOOo0bOoOnD vel2000000000O000
1. 00o0o0o0ooooooaoa

goooood
2. 000000

oo

AXer7oos OO 0O
O0000oO0OO0O0ODoOOOO BSUOOODOODOODOOOOO

0 10-10BSU 0 0 0 O O standardd standard-advance 00 00 O O

BSU O O gooo
BSU-LA o
BSU-LB x

O00MoOO0OO0OODOOxOOOOO
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fldm prefer

AXeeoosS OO 0O
gooOoOoOoOoOooOoOooOo cSuoooooooooooo

0 10-20 CSU O O 0O 00O standardO standard-advance O 0 0 O

csunoo oooo
CSU-1A o
CSU-1B x

Od0M@oOO0OO0OO0O0OxO0O0O0O

AXe300S O OO
gooooooooooooMSUOoOoOoOoOoOooooooo

0 10-30 MSU 0 0 O O O standardd standard-advance O O O O

MSuU O O ooono
MSU-1A0 MSU-1A1 o
MSU-1BO MSU-1B1 X

Od0M@MoOD0OO0OOO0OxOOO0OO

{default | filter-only | qos-only | filter | qos }
goodooodooooooooooooa

default
00000 QSO0O0000O0OoOoooOonoooog

filter-only
goboobogoboobooboboon

qos -only
QeSO DOIDOUOoOouooooooa

filter
O0ooooooooooooooooooaon

qos
QoS DIDODUNODOOOODOUODODODO
0000000000000 bO00D0DmOodDoDOo0ooOoooOoO Vvell1lOOOODDODOODOOO
1. 0000o0o0ooooooao
goooood
2. 000004
oo

{extended | extended-advance}
O0o00oo0ooooooobooooooooooooooooooooooo

extended

gboooooooboobobobobobobooooboboboboboobooooo

extended-advance
gooo0oo0ooooooo0oooo0oooooobooboo0oooooooo
00000000000 000MMO0O0O00000000o0n0 vel20OOOOOOoOOOO

1. 0oooooooooaoo
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fldm prefer

gbobobdo
2. 000000
oo

AXer7oos O OO
go0oO0oOoOoOoOoOoOoooo BSUOOOOOOOoOooOoOoQd

0 10-40BSU 00000 extendedd extended-advance O O O O

BSU O O oooo
BSU-LA x
BSU-LB o
O000Me OD0ODOOOOxOODODODO
AX6600S 000
0000000000000 cSsuobooonooooooon
0 10-50CSU O OO OO extended extended-advance 0 0 O O
csunong oooo
CSU-1A x
CSU-1B o
O000Me O0ODOOOOxOODODODO
AX6300S 000
00D0000O0o0ooooooMSUOOOOOOOOoOoOooo
0 10-60MSU O O OO 0O extended extended-advance [0 00 O O
MSU 0O O oooo

MSU-1A0 MSU-1A1

MSU-1BO MSU-1B1

O00MoOO0O0OODOOxOOOOO

ygodooooooogg

AX6700S 0 OO

goooooBSUOOOOOOOOOOOOOOOOOOOOOOOOOO

010-70BSUOO0OOOOOOOOOOOOOOO

BSuOO

oooooo

BSU-LA default standard

BSU-LB default extended

AX6600S 0 O O

gooooo cSUODOoOooooooooooooooooooooooon
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fldm prefer

o10-80CsSub0O0OoOoOoOooOooooooooo

csunono oooooo

CSU-1A default standard

CSU-1B default extended

AX6300S 0 OO
goooooMSUOOOOOOOOOOODOODOOOOODOODOODOODOOOD

o1o-90MSUOOOOOOOOOOOOOOOOO

MSU O O oooooo

MSU-1A0 MSU-1A1 default standard

MSU-1BO MSU-1B1 default extended

goobogoooo

AX6700S 0 O O
BSUOOOOOOOOOOOODOOOOOOOOOOOOOOOOoOOoOOoOooooooooooooO

AX6600SO AX6300S O OO
pPSpO0O00O0O0OOODOODOOOODOOOODOODOODOODOODOOOOOODOOOODOODOODODOOD

gooooooogo

AX6700S 0 00O
gooooomynDO0O0O0yOoOoOoooBSUOOOOOOOOOOOOOOOOOOOO

AX6600S0O AX6300S O OO
gooooomynOooOdyOoOoooobpPSsPOOOOOOODOOOOOOOOOOOOO

goobognd

1. 000o00ooooooooMACOCOOOOOOOOOOODODOO
2. 0bobobooooooooobooboboboobooobooboboboboboboobobOobOoDbo

gooo
3. BSUOO00000000000000000000oooBSUNDODOD0OODOOOOooooooooo

gooo
4. CSUOOO0OO0OOO0OOOOOOOOOOOOOOOOOCSUOOooOooooOoooOoOooOoOOOO

gbooooooobdo
5, MSUOUOUO00O000O00000O00O0O0O0OoooooMSUDODOOOOoOOoOooOoooooOoOOO

gooooooooboon
6. DHCP Snooping0 0O 0OCO0OCOCOOCOOCOOOOOOOOOOOOOOOODOOOODOODODODOO

goOoOoOoOoOoOoOoOoOoO0OO Vvol1loOoooooooooo

gogoooogo

oo
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fwdm prefer

fwdm prefer

Ipv4a00000000O0O0O0OOOOIPVMO0000O0OOOOOIPV6EOOOO0O0O0O0O0O0O0O0O0O0OIPVE
00000000 O0OOMACOUOUOUOUOUOODUOODARPOOODOOOODO NDPOOODOODOOOOOOO

gbobooooooobooboboboooboooooboobobobobooboooooboobOoboOoDboOob
gooo

gbobooooooobooboboboooboooooboobobobobooboooooboobOoboOoDboOob
gooooo

goobogo

gooooooda
fwdm prefer {default | ipv4-uni | ipv4-ipv6-uni | vlan} {standard | extended}

goodoogo

(config)
oo0oooOon

{default | ipv4-uni | ipv4-ipv6-uni | vlan}
IPv4a00000000000000IPVADODOOOOOOOOO0IPv6eOO00O0OOOOOOODODODOO
IPv6 00000 0OOO0OODOMACOUODOOOOOOODARPOOOOODOO NDPOODOOOODOO
ogoooooooood
1. J0ooooooooooa

goooooad
2. 000000
oo

{standard | extended}
BSUOCSUOOO MSUOOODOOOOOOO
1. J0ooooooooooa
goooood
2. 000000
oo
AX6700S 00 0O
000000000000 BSUOOOOODOOODOOO

0 10-100BSUOCOOOOOOOOCOOCOOOO

BSU OO ooooo

BSU-LA standard

BSU-LB extended

AXee00S OO 0O
O0000o0oo00o0oooo csuoooooooooooon

O10-MOcsunoooooooooooooon

csunono ooooo

CSU-1A standard
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fwdm prefer

csunoo ooooo

CSU-1B extended

AXe300s O OO
goooooooooooMSUDOOOOOOOOOOO

o10-120MSUOOOOOOOOOOOOOOO

MSuU OO ooooo

MSU-1A0 MSU-1A1 standard

MSU-1BO MSU-1B1 extended

O
gbobooooobobobobobobooooooboobobo

0 10130standard 0000000

gooooo oooocoon
IPv4 00O IPv40 00 IPv6 OO IPv6 00O 0O MACO OO ARPOOO NDP O O
ooood ooooo ooood ooood ooooo ] oo
ooooo O ooooo O
O O
default 32768 4000 16384 1000 24576 12288 12288
ipv4-uni 65536 0 0 0 24576 12288 0
ipv4-ipv6-uni 32768 0 32768 0 24576 12288 12288
vlan 8192 0 8192 0 49152 8192 8192

0 10140 extended D00 0O OO

oooooo oooocoono
IPv4 00O IPv4 00O IPv6 OO IPv6 OO MACO OO ARPO OO NDP O O
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1. 000o0o0ooooooaoad
goodoood
2. 000000
send desired] send onJ send off

receive {desired | on | off}
O0do0oooooooooooooooooooodoooooobooooooooooooooa
O0o0oO0o00oo0oo0ooooooooooooo

desired

goobooboboooooooobooboobobobobooooobooboboboboooooon
gooboboooooooobooboboboooboooboooDo

on
gbobobobooooog

off
goobdddooogoooooo
1. J0dodoooooood
goooooad
2. 00o0ooao

receive desired] receive onld receive off
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flowcontrol

doddoooooooad
gboboboobooogooo

¢ 10BASE-T/100BASE-TX/1000BASE-T 0 O O
00000 offn0 0000 desired

e 1000BASE-XO OO
00000 offf 00000 desired

¢ 10GBASE-RO OO
00000 onODOOODO0O off

gogoooogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
goooboo

goboooboobod
gbobooooboobobobooboooon
goobognd

ao

gogoooogo

oo
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frame-error-notice

frame-error-notice

gboobooooobobobobooobooboobobobobooooboobooboboboboboobooboon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboobooooobobobobooobooboobobobosooooooboobOobobobobooboonDo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
vbobooooobooboboboooooobooboboboobooon

gbobooooooobobobobooooobogoobosobdob1s0000b00b0bOO0ObOObOObOOn
gbooooooon

gboboooboobobobobooooobooboobobobobooobooboobobOobo

013-20000000000

oo goono
oo oo
1 ¢ CRC errors ¢ Late collision

¢ Fragments ¢ Excessive collisions

¢ Jabber ¢ Carrier sense lost

¢ Overrun ¢ Excessive deferral

¢ Underrun/Overrun ¢ Underrun

¢ Symbol errors ¢ Underrun/Overrun

¢ Short frames
¢ Long frames

go0o0oO0oOoOoOoOoOOOOOOOOOOOOOOOOOOO SNMPOOOOOODOOOOOOOOOO
gooooooooOoo0ooUoOo0ooUOoUO0UOUO0UOUOUOOUO SNMPOOODOOOOOMIBO
gboboooooboobobaobo

ggodgguo

doodooooad
frame-error-notice [error-frames <frames>] [error-rate <rate>] [{ one-time-display |
everytime-display | off }]
dddddoooooooooooooooooboooooon

ooooo
no frame-error-notice

goodoogo

(config)
ooooooo

error-frames <frames>
Og0o0ooo0ooooo0oo0ooooooooooooo0ooooooooboooooooo

1. 000000o0ooooboobo
15

2. 000000
10 446400000

error-rate <rate>
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frame-error-notice

gbobooooobobobobobobooboooboobo wuooboobobobobooooo
gboboooooboobobooboboboboooooooooboboboboboboobooobooon
gboboooooboobobooboobobobooboooooooobooboboboboboooboooboon
gooooooo
1. 0obooboooooooo

gboboboboobooooobobab
2. 000000

10 100

error-frames 000000 errorrate 1000000000000 000O0O0O0DODOOO0DOOOODOOO
goddddd0dooooooooooooooooDooDbDoObobObOobObOoODODOOO0O000

o13-300ooooooooonn

ooooo ooooo oooooooo
error-frames error-rate
oo od oo oooooooocoooi1s00000000
oo
oo gooooooocoooi1s00000000
oo
od oo goboooooooooooocooooono

00000 <rate>00000000000O0O0
goboooooooooooooooooo
oooooo

oo goboooooooooooooooooo
00000 <rate>00000000000O0O0
goboooooooooooooooooo
oooooo

oo od oo 00000000000 <frames>00000
goboooooooooooooooooo
goboooooocooooooon

oo 00000000000 <frames>00000
oobooooooooooOoooooooono
gooooooocoooobocooao

od oo 00000000000 <frames>00000
goboooooooooooooooooo
0000000000000 <rate>0000
goboooooooo

oo 00000000000 <frames>00000
oobooooooooooOoooooooono
0000000000000 <rate>0000

oooooooogoo

{ everytime-display | one-time-display | off}
Ooddoooooooooooodooooooooo oo oo ooDooooOoooOoOon
Ooddoooooooooooodooooooooo oo oo ooDooooOoooOoOon
00000000 SNMPOOOODODODOODOODOOODOOOO SNMPOOODOOODOOO
snmp-server host 0 000 000000000000 ODOODO0OOOOODOOOOOODOODO
Vol.20 snmp-server hostO O O OO0 OO0 OO0

everytime-display
dddddooooooooooooo
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frame-error-notice

182

one-time-display
oo oobbbbbbobbbbbbbobbobooboo
dddddooooooooooooooooooon

off
dooooooooo
1. 00o0o0o0ooooooaad
one-time-display
2. 000000
everytime-display( one-time-display 0 O O off
godoodoooooon

30000 1500000000000000DO0DOO0OOODOODOODODODOOOODOODOOOODOOD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gooooo

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. bobooooooobobobobooooboobobobobobooboooboooobobOobon
ao

2. 0b0oo0oooooobooboboboobooobooooobo0obOobobooboooobDobOobOobonon
gboboboboooooboobooboboboboooooon

goobogoooboo

snmp-server host



interface gigabitethernet

interface gigabitethernet

10BASE-T/100BASE-TX/1000BASE-TO 1000BASE-X O OO OOOOOCOOQOOOODOOOOOoDOOO
OOCQOconfigif 000000 DOODOODODODOOOOOODOODOODOODOOO

goobognd

goood
interface gigabitethernet <nif no.>/<port no.>

goood
no interface gigabitethernet <nif no.>/<port no.>

gogododogo

(config)
oogogoooo

<nif no.>/<port no.>
NIFOOOODOoDOoDooooooo

1. 0000booooooooo
gboooooog

2. 000000
gboboooooboobobobobooobooobogn

doddoooooooad

oo

gogoooogo
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goboooboobod
gbobooooboobobobooboooon

goodgdao

1. 00000000'geth+'NIFOO +/'+00000'000000
001100000000 geth1/1 000000

2. NIFOOOOODOOOOOOOODOOOODOOOODOOOODONIFOOODOOODOOOoOoo
gboooooooboobaobd

goobogoooo

ao
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interface tengigabitethernet

interface tengigabitethernet

10GBASE-ROOOOOOODOOOOOOOOOOOOOOOOOCOcomfigif00O0DOODOODOOOOO
gboboooooooboobon

goobogo

googo
interface tengigabitethernet <nif no.>/<port no.>

googo
no interface tengigabitethernet <nif no.>/<port no.>

goodoogo

(config)
ooooooo

<nif no.>/<port no.>
NIFOOOOOoOoOooooooooo

1. 0000o0oooooobooobo
gboboobo

2. 000000
gbobobooboobobobobobooboooon

ygodooooooogg

oo

ggoooooo

oo

gobogoboobod
gboooooobobobooobooobogn

ggodgguo

1. 0000000 DO'tengeth+NIFOO +/+' 00000 'O00000O0O
001100000000 tengeth/100000DO

2. NIFOOOOODOOOODOOOOOOOOOoOOODOOoOoDOOoOONIFOODOOOOODDOOOD
gbobobooboobgoobo

goobogoooboo

oo
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link debounce

link debounce

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooboooobooboboboboobooooooboboboboobooonDo

goobognd

goooOoooo
link debounce [time <mili seconds>]

oooono
no link debounce

goooood
(config-if)

goobogoo

time <mili seconds>
oo oooD
1. 0000o0oooooooo
3000000
2. 00000d
o0 10000000 100000

doddoooooooad

10BASE-T/100BASE-TX/1000BASE-TO 2000 0 000000000
1000BASE-X/10GBASE-ROOOOOOOOOOOO

goobogoooo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gooooob

gooooooogo
gbobooooobooboobobobooon

goobognd

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gbooooooobo
2. 10BASE-T/100BASE-TX/1000BASE-TOOOOOOO20000000000000000000000

goooooooboon

gogoooogo
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link up-debounce

link up-debounce

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooo

goobogo

gdoodoood
link up-debounce time <mili seconds>

googo
no link up-debounce

goooood
(config-if)

goobogooo

time <mili seconds>
dddddoooooooooooooooooboobooooon
1. 00000o0oo0ooooaoaad
goooood
2. 000000
00 10000000 100000

ygodooooooogg

gboboooooboobobobobc0oboboboooobobobobobobooboooobobob
gbooobobooobooon

goobogoooboo

gboobooooobobobobooobooboobobobobooooboobooboboboboboobooboon

gooooooogo

gboobooooobooboboobooogon

goobogo

1. 0oboooooobooboboboooooooboobooboboboobobooboboooobobOoDbo
gbobobooobooobooboobobobobooboooboooboboboboboobooobooobo
gboboooooo

2. 0boboo0ooboooboobobobobobooboboooooboobobOobob

gooooogoo
duplex
link debounce

speed
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mdix auto

mdix auto

0000000000 MDIXOOOOOOOOOnomdixautoOOOODOOOOO MDIXOOOOOO
gooMDI-XDOOOOOooDOoO

goobognd

ooooo
no mdix auto

oooono
mdix auto

goooood
(config-if)

goobogoo
ao
gooboooboobooon

Ooo0ooOoQooooooooMDIO MDIXOOOOOOOOOOO

gogoooogo

oo

gooooooogo

gbobooooobooboobobobooon

goobognd

gboboooooooboboboboooooooonoo
1000BASE-XOOOOOOOOOOOOOOOODOOO
10GBASE-ROOOOOOODOODOODOODOOOOOO

media-type 0 sfp 0 0000000000000 0O0O 0 AX6700STI AX6600S0

Ll

goobogoooo
media-typed AX6700S[T] AX6600SI

speed
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media-typed AX6700S[1] AX6600S0

media-typel] AX6700S[1] AX6600S[]

10BASE-T/100BASE-TX/1000BASE-TO 1000BASE-X 0 0000000000000 O0O0O0O0O0O0O0O

ggodgguo

doodooooad
media-type {rj45 | sfp}

ooooo
no media-type

goobogooo

(config-if)
goooood

{rj45 | sfp}
10BASE-T/100BASE-TX/1000BASE-TO 1000BASE-X O OO DO OOOOOOODOOOOOOOOO
oo

rj45
RJ450000000000

sfp
SFPOO0OOO0OOOOO0O
1. 00o0o0o0oooooooaad
goooood
2. 000000
rj45 000 sfp

ygodooooooogg

stpO0SFPOOOOOOOOOOOOOO
goobogoooboo
gboboooooboboboboooboobobobobobobooobooboobOobo

gooooooogo

gboobooooobooboboobooogon

ggodgguo
1. 10BASE-T/100BASE-TX/1000BASE-TO 1000BASE-X 0O O0OO0O0O0O00O0O0O0O0O0OO0O0OOO

ggoooooo

oo
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mtu

mtu

ooocoMIUOO0O00000000000000000000000000000000000000
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooo

goobognd

oooooooo
mtu <length>

ogoooo
no mtu

goooodn
(config-if)

goobogoo

<length>

OODDOMIUOODODODOOODOODOOOOMTUOOEthernetV20O0000000000OR00O0O
agooad
00o00o00o0ooodooooooooooon Voll1O16.1.3MACOOO LLCOOOOOO
goooooooo
1. 000o0o0oooooooo

ogoooooo
2. 0000gad

1500 O 9578

gobogoboooobod
oooooooooooo

013400000 MTUOOOO

systemmtu0 0000000 ood

gooo system mtu 0 OO

oooao 1500

gogoooogo

oo

goboooboobod
gbobooooboobobobooboooon

goobognd

1. 000000 MTUOOOOOOOOOOOOODOOFCSOOOO EthernetV200O00000000O

oooooofoo0D0o0oO00O00oooo
O000000000000000000000000 Vol.1016.1.3MACOODO LLCOOOOOOO
gooooooo
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mtu

o13-50MTUDODOOOOOODOOOOOOO

oooo mtu 0 O system mtu O gOoooOoooobooooo ooo MTuod
O oooo gooooo
10BASE-TO O /000 gooood oooood 1518 1500
100BASE-TXO OO OO
oooo oooo gooood M1 1418 M101
opooo goono M2 2418 M20O 2
oooo 1518 1500

00 10interface 0 mtu 0000000000
00 20systemmtu 0000000000
2. vlanOOOODOODOOOO MTUODODOOODOOOOOMTUDOOOODODODODOODOODOO
od
« 2000000000000 MTUOCODOODOOMTUDOOOODDODOODDOODOOOOO
goobodoobogobuoooboboobooobooboobbooboobboobo
« L300000DO0O0OO MTUO IPOD MTUODDOOODOOOVLANOOODOOODO MTUDDOO
goboobooobooo

O 13-60VLANOOOOOOOO MTU

MTU O O IPMTUDOD VIANOOOOOOOO MTUOOO00000
00 oo 1500
oooo min0 15000 L2 7 10
0ooo oo L102
oooo min0L17 20120 10

0oo0 1goIPMTUO
oo 20000 MTUOOOOOOOOOOOOOOOOOOOO

3. VLANODOODOOODO VLANTagD 2000000000000000IPOOOOOO 220000
O00O0OO00oOoOo100000000IPOODOOOOVLANTagD 2000000000000000O
mtul 15040000000000000000

4. 0000000 NIFOOOOOOOOOOOOOOOOOOOOOOOOOOOO NIFOOOOOO
goooooQooQoooooopooMITUOOOOODOO0DOOOOOOOOOO0OO0OO0OoO0OoOoog
0000000000000 0OUoUUoU VLANOOOUOoooooooooo MTUOODOOO
obobobooooooboonbo

013-70000C00DOOO00OODODOOFCSODOOOODOMTUOODO

NIF OO O00ooOo0oooOoOoOooFrcsoOOOoOO MTUOOOO
NK1GS-8M 2000 1982
NH1G-16S 4092 4074
NH1G-48T 4092 4074
NH1GS-6M 2000 1982
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mtu

gogoooogo

oo
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shutdown

shutdown

goooooooOoOoOoOoOOOOOOOOOOOOOOOO OFFODOOO

ggodgguo

ooooo
shutdown

ooooo
no shutdown

ooooooo
(config-if)

goodoogo
oo
gbooooobooogoo
oo
goobogoooboo
oo
gooooooogo
gboobooooobooboboobooogon

goobogo

1. SNMP O SetRequest 00000000000 0OOSNMPOOOOOOOOOOOOOOOOOOOQ
SNMP O SetRequest 0000000 CO0OO0OO0OCO0OCOOCOOCOOOOOODODOOOODUODUOOOOO

goooooooooogod
2. 00000000000 00000DO0O0O0O0O0 schedule-power-control shutdown 0 OO0 OO0 O0O0O
000000 AX6700S11 AX6600S0

ggoooooo

oo
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speed

speed

gbobobooooobogo

goodgdao

OoOoooooO
speed { 10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }

ogoooad
no speed

oogogoooo
(config-if)
goooood

{10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }

gbooooooobaob
gbobooooobooboboboobobobooooooooobobobobobobooboooboon
gb0o000auto0OOODOODO

013-80 0000000000

gooo goooOoooooa
10BASE-T/ 10
100BASE-TX/ 100
1000BASE-T auto
auto 10
auto 100
auto 1000
auto 10 100
auto 10 100 1000
1000BASE-X 1000
auto
auto 1000
10
J000og 1oMbit/s000O0ODODO
100
J00Odg 1ooMbhit/sOO0O0QOQOQO0O
1000
OO0O0o0dg 1o00Mbit/s0 000000
auto

gboooooooooboboboooooono

auto {10 | 100 | 1000 | 10 100 | 10 100 1000}
0000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000
0000000000 D00000D0000n

1. 000000000o0ooo
ooooooog

2. 000OOO
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speed

100 1000 10000 autol auto {10 | 100 | 1000 | 10 100 | 10 100 1000}

gbooooobooogoo

auto OO QOO

ggoooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooooo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. speed 000 duplex OO OO0OO00O0 autod D00 auto0 00D O0OO0OO0ODOODOODOOOODOO
gooooooooooaa

2. 10BASE-T/100BASE-TX/1000BASE-TO 0000000000 OOODOOODOOO speedd 100
do1000000000duplexO fullOO0 halfOOODOODOOOOOO

3. 1000BASE-XOOOOOOOOODODOODODOOOODOOspeedd 100000000000 duplex
OfdlO00O0COD0OOoOooo

4. 10GBASE-ROO OO duplexd speed 000000000

5. 10BASE-T/100BASE-TX/1000BASE-T 0 1000BASE-XO OO OO OO0 OODO O O media-type OO
0000000000000 000oooOod speed000 duplexOOOOOOOOOOOOODOO
0000O00O00o00o0ooooodoooo00o00o0ooo0oO0DODOnoOAXero0sd
0 AX6600S0]

ggoooooo

duplex
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system mtu

system mtu

oooooMITUOOO0O0O0O0000000000000000000000000000000000
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooboon

goobognd

oooooooo
system mtu <length>

ggood
no system mtu

gogododogo

(config)
oo0oooOon

<length>
OOD0OOMIUOODODOOOODODOOOOOMTUDO EthernetV2O0O 00000000000
agoooad
00o00d00ooooodooooodooooon Voll1O16.1.3MACOOO LLCOOOOOO
goooooogo
1. 000o0o0oooooooo
ogoooooo
2. 0000gad
1500 O 9578

doddoooooooad
Ooo0O0Oo0MTUO 1500000000

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 000 MTUOOOOOOOOOOOOOOOFCSOOOO EthernetV2O0O0O0O000O0O0O0OO

oooofooDO0o0O00O00oooo
O000000000000000000000000 Vol.1016.1.3MACOODO LLCOOOOOOO
gooooooo

o13-9OMTUOOOOOOOOOOOOOO

oooo mtu 00 system mtu 0 O goooooooooooo Oooo MTUOO
oooao ooooo

10BASE-TOO /00000 00000 ooooo 1518 1500
100BASE-TXO OO OO
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system mtu

oooo mtu0 O system mtu 0 0 0000000000000 000 MTUDO
oooo ooooo
oooo oooo ooooo M10 1418 M0t
oooo oooo M20 2418 M2 D 2
oooo 1518 1500

00 10interfaced mtuO0 000000000

00 20systemmtu0 000000000

2. vlanOOOODOOO VLANTagD 2000000000000000IPOOOOO0O 220000
000000oO0oi100000000 IPOODO0OOOVLANTagD 20000000000000000
o000 mtud 15040 00000000000 systemmtuO0O0000000000 mtuOOOO
gogoogo

3. 0000000 NIFOOOODODODODOOOOOOODOODOODOODOOOOOONIFOOOOODO
0dobodboooooooooooo MTUOOODOODODOOOOOOODODODOODOODOOOOOoO
0000oo000oo0o0ooo0ooo0o0 VLANODODOOOooDoooooooo MTUDODOOOO
ggboogobuooboboooboo

013100 C00C00Q0poOooQopoOopooFrCcsOoooooooMTUODODO

NIF OO 0000000000000FCSOO0O0O0OO MTUOOOO
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NH1G-16S 4092 4074
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goobogoooboo
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Joduoboobootdtd

channel-group lacp system-priority

channel-group load-balance

channel-group max-active-port

channel-group max-detach-port

channel-group mode

channel-group monitor-lacp

channel-group multi-speed

channel-group periodic-timer

description

interface port-channel

lacp port-priority

lacp system-priority

shutdown
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channel-group lacp system-priority

channel-group lacp system-priority

goooOoOoOoOoOoOoOoOoOOOOOOOOOODO LACPODODOODOOODOOODOOO

ggodgguo

doodooooad
channel-group lacp system-priority <priority>

goooo
no channel-group lacp system-priority

ooooooo
(config-if)
googogo
<priority>
LACPODOUO0OO0OOOOODOOO0ODOOOODODDODO0OODOOOOODOOD
1. Joooobooboboon
gooooono

2. 000000
10 65535

gbooooobooogoo

lacp system-priority 0 0 00000000 OO0O

ggoooooo

gbooboooobooboboboboobooobooboboboboobooooobobOobon

gobogoboobod

gboooooobobobooobooobogn

goobogo
1. 000000 LACPOOO0OO0OOOOOOOOOOOOOOOOOOO0

2. 0000000000 Omax-detach-port0 000 0000000000000 O0O0O0OO LACPOO

gbobobobooooooon

3. LACPOODODODODODODODODOOOONOONOONONONONONONONONONONDONOoOooooooooOn BlockO

gbobooooogobog

goooooon
interface port-channel

channel-group max-detach-port
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channel-group load-balance

channel-group load-balance

gboboboooboobooboboboboboooo

goodgdao

oooooooo
channel-group load-balance {mac-ip-port | vlan}

ogoooad
no channel-group load-balance

oogogoooo
(config-if)

gogododogo

{mac-ip-port | vlan}

mac-ip-port
goooooooooooobooooooa

vlan

000000000 VLANODODODOoooooog
1. 00oooooooooog

goooooo
2. 000040ad

mac-ip-port 0 O 0 vlan

gooboooboobooon

gbobobooooboooboooboobobobobooooo
gogoooogo
gboboboboooooboobooboboboboooboooon
goboooboobod
gbobooooboobobobooboooon
goobognd

ao

gogoooogo

oo
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channel-group max-active-port

channel-group max-active-port

gbobooooobooboboboboobobooboboboboboooooboobobOobon

ggodgguo

goooao
channel-group max-active-port <number> [no-link-down]

goooo
channel-group max-active-port <number>
channel-group max-active-port <number> no-link-down

goooa
no channel-group max-active-port

ooooooo
(config-if)

goodoogo

<number>
oo obobobobbbbbbbbobobobbobdddddooooUooo
ddddoooooooooooooooooobobobobooboobobbobodd00doooooooo
ddddooooooooooooooooooon
1. 00o0o0o0ooooooaoaad
goooood
2. 000000
10 16

no-link-down
0000o0o000ooo0oUooo0o0ooo0ooo0ooo0o0ooooooDoO0UDoOoOoooo
0000000000 00ooo00ooo000oDoDo00o0oo0oo0oDoo00oDoooooo
e lacp port-priority 00O OD0OO0OOOOODOODOO
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2. 000000
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gooooooogo

gboobooooobooboboobooogon
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channel-group max-active-port

goodgdao

1. 0000000000000 000DO0O0oO0obOOoboooooooon

2. max-active-port 0 0 0 0 0O 0O O O O max-active-portd lacp port-priority 0 0 00000000000
ooooooo

3. 00000oDoO00oo0o0oooo0iooo0oooUdooDoDO0ooDoo0ooooooOooDoOooon
o0000o00ooopo0oUooo0o0boo0o0ooo0ooo0ooooooooDooobooooooDd
O0000Onolink-downO0OOOOOOOO
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00000o00ooo00oDo0o0oooO0ooo0oooooOooDoOoOoooO

ogoooogo
interface port-channel
channel-group lacp system-priority
lacp system-priority

lacp port-priority
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channel-group max-detach-port

channel-group max-detach-port

gbobooooobobobobooooobobobobobooooboooboobOobo

ggodgguo

doodooooad
channel-group max-detach-port <number>

goooo
no channel-group max-detach-port

ooooooo
(config-if)

goodoogo

<number>
oo oobobobbbbbobbbbbbobboboboooooog
gjoooooooooobbbbbbbbibobodddddddooooo o ™
dddddooooooooooooooo
1. 00000o0oo0oooooaad
goooood
2. 000000
ooonoO 15

ygodooooooogg

gbooboooooboiso0oo0ooo

goobogoooboo

gboboooooboobobobobooobooboobobobobobobooon

gooooooogo

gboooooobobobooobooobogn

ggodgguo

1. 000000 LACPOO0ODDOO0ODOOODOOOOODOOODOOOO

2. max-detach-port 00000000 Omax-detach-port 0000000000000 OOOOOODO

3. max-detach-port 00000 00000000 0OonO0000OODO max-detach-port 0 1500000
OO0 Omax-detach-port 0000000000000 OOOOO

4. 00000000000 max-detach-port0 0000000000000 O00ODOOO0ODOO LACPOD
0ooooooooooooog

5. <number>0 000 0000000000000 DOOO0ODOO0OOOOOOOOOODOOOODOO
0000000000000 00000O0000000D0O00000 BleeckOOOODOOOODODO
ood

goooooon
interface port-channel

channel-group mode
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channel-group max-detach-port

channel-group lacp system-priority

lacp system-priority
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channel-group mode

channel-group mode

gboboooooboobobobobooooobooobobo

ggodgguo

ooooao
channel-group <channel group number> mode { on | { active | passive } }

goooo
channel-group <channel group number> mode { active | passive }

ooooo
no channel-group

ooooooo
(config-if)

goodoogo

<channel group number>
goboobooobuooboobboobbooobooboo
1. dooooboobobooon
ggooaooo
2. 000000
gdooooboobooooboobobooboon

mode { on | { active | passive}}
go0o0000ooooooooooooooooo

on
gbooooooobooboboboboooooobooon

active
LACPO0OO0O00O00OO0O0O0O0O0O0O0O0DO0ODODODOOODOODOOODODODO LACPDUDODODODOOO

passive
LACPOOODOODOODODODOOOOOOODOODOODO LACPDUODODOODOODOO
LACPDUOOOOOOOODO

1. 00doooooooood
goooood

2. 000000

onD actived 0 0 O passive
godoodoooooon
0o
gooooood

gboboooooobooboboboboooboooooboon

gobogoboobod

gboooooobobobooobooobogn
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channel-group mode

goodgdao

1. 000000000000 0000000 LACPOODOOODODOODOOOOOOOOOODOn
LACPOUOO0OOOODOOOUODODODODOOOODOODODOODOODOOOoOoOoOooooooOoonGg
0000000000000 000b00O mode0O0O0DOOODODOODOODO

2. channel-groupmode 000000000000 DOO0OOOOOOODO portchannel D OO0 OOOOO
0000000 port-channel 0000 O0OOO0OODOODOODOODOO

3. 0000000000 DO00DO00D0DOO00ODOO00ODDOO0Ond port-channel OO OOO0DOOOO
doddddoooooooooooooooobooboboboboobooboboboddddoooooooo
oo bobbbbobbbbbbbobobboo0oogouog
00bodoOoOOo0obO0o0bOoooDbOo0obObOo0bO00DoOoob oo oOoOoobOoOoobooao
Oo00 VollO17.24000000000000DO00ODOOO0DOOODOOOODOO

4, J000000000000oooooooooboooooboooboooooOooooo
- 0000000000 ODOUODOUODODODOODOODOON shutdownO OO
e 000000 schedule-power-control shutdown 0000000000 disableD OO0 O0O
O AX6700S[11 AX6600S0]

5, 00 00O0OD0OOOOOOOportchannel 00000000 OOO0OOOO0ODOOOODOOOODOO
0000000000 O00D000 portchannel 000000000 DODOO0ODDOOODOmMOOODODO
OO00OO0OOOO0OOOOO0OOO portchannel 000 O0O0D0ODODODODOODOOOODOOOOOOOO

goooooon
interface gigabitethernet

interface tengigabitethernet
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channel-group monitor-lacp

channel-group monitor-lacp

LACPOOOOOOOOODODODOO

ggodgguo

goooao
channel-group monitor-lacp

goooo
no channel-group monitor-lacp

ooooooo
(config-if)

goodoogo

oo

gbooooobooogoo

LACPOOOOOO0OOOOOOOO
goobogoooboo

oo
gobogooogo

gboobooooobooboboobooogon

goobogo

1. 0ob00ooooooboobobobooboooooboobobobooobooon

goooooon
interface port-channel
channel-group mode

channel-group periodic-timer
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channel-group multi-speed

channel-group multi-speed

gbobobooobooobooboobobobobooboooboooboboboboboobooobooobo
gbobobobooobooooobooboobobobooooo

goobognd

goood
channel-group multi-speed

goood
no channel-group multi-speed

goooood
(config-if)

goobogoo

ao
gooboooboobooon
ao
gogoooogo
gbobobooobooobooboboboooboooooobooboboboooboooonoo
gooooooogo

gbobooooobooboobobobooon

goobognd

1. 00ooOobOoboobooooooobooboboboooboooboon

goobogoooo

interface port-channel
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channel-group periodic-timer

channel-group periodic-timer

LACPDUCOOOOOOOOOOOO

ggodgguo

oooooooa
channel-group periodic-timer { long | short }

goooo
no channel-group periodic-timer

ooooooo
(config-if)

goodoogo

{long | short }
0000000000000 000 LACPDUDOODOOODOOODOO

longd 30 O

shortd 1 0

1. 0000o0ooooooooo
oooooogo

2. 000000
long O O O short

gbooooobooogoo

OO0O0O0OC0 leng3000000O00OO
ggoooooo

od

gooooooogo

gboobooooobooboboobooogon

goobogo
1. 000000 LACPOOOOOOOOOOOOOOOOOOOOOOOO

goooooon
interface port-channel

channel-group mode
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description

description

gbobooooooo

goodgdao

oooooooo
description <string>

ogoooad
no description

oogogoooo
(config-if)

gogododogo

<string>

goobooboooboooboboobooobooboobboobboobDboobboobLboOooo

000o0oooooooooo

1. 0000ooboboOooboon
gooooon

2. 000000
64000000000000000DO0O"MU0O0OO0O00O0O0O0ODO0O0UDOOO0ODOUOOOOO
goboboobooboboobooobooboobbo0oboobOboooboobbooboOoo
gooboobooboboobobooo ,ob0bbobboooboUbb0oo0egooooboo
ggooboooog

gooboooboobooon
NULLOOOOOO

gogoooogo
oo

gooooooogo
gbobooooobooboobobobooon

goobognd

ao

gogoooogo

oo
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interface port-channel

interface port-channel

0000000000 0000000000000O0000000DO000000Oconfigif0000
0000000000 00ooo00ooo000oDo00o0o0000ooo00Doo0ooDoDooooooOoo
000000000 channel-groupmode 000000000000 ODOODOOOOODO

goobogo

ooooo
interface port-channel <channel group number>

googo
no interface port-channel <channel group number>

goodoogo

(config)
goooooo

<channel group number>
dodddooooooooooooo
1. 00000o0oo0ooooaoaad
goooood
2. 000000
godddddooooooooooooooooon

ygodooooooogg

oo

goobogoooboo

oo

gooooooogo
gboooooobobobooobooobogn

ggodgguo

1. 000000000 00DO0O000OO000DOO00D0C000 shutdownOOOOOODOOODO
gooooob

goooooon
interface gigabitethernet
interface tengigabitethernet

interface range
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lacp port-priority

lacp port-priority

gbobobooooobogo

goodgdao

oooooooo
lacp port-priority <priority>

ogoooad
no lacp port-priority

oogogoooo
(config-if)

gogododogo

<priority>
goboobooobuoooboobbooboobbooobooobo

channel-groupmode OO0 OO0 on OO O0OOOODO
max-active-port 0 0 00000000000 DODOOOOOOOOO

channel-group mode 00000 active 000 passive 1000000
LACPOOOOODO Port Priority 00O OO OO

1. 0000o0oooooooo
goooooo

2. 00000d
00 65535

doddoooooooad

gboboboi2sgooooo

goobogoooo

channel-group mode active D 00 passive 1000000000000 O0OO0OO0OOOODOOOOOOO
0 0O channel-groupmodeon 0 0 0000000000000 OO0OODOOOOOOOOOOOODOODO
gl oooouooooo

gooooooogo

gbobooooobooboobobobooon

goobognd

1. max-active-port 0000000 Omax-active-port 0000000000 OOOOOODOODOO
2. priovity 0000000000000 BleeckOOOOODODOODODOOODO

goooooon
interface gigabitethernet
interface tengigabitethernet

channel-group mode
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lacp port-priority

channel-group max-active-port
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lacp system-priority

lacp system-priority

Ooo0ooo LACPODODOODOODOOOOOOOO

goodgdao

oooooooo
lacp system-priority <priority>

ogoooad
no lacp system-priority

goobogoo

(config)
goooood

<priority>
LACPOOO0O0OOOOODOOO0ODOOOODODODO0ODOOOOOODOOD
1. Joooooboobooboon
gooooon
2. 000000
10 65535

gooboooboobooon

channel-group lacp system-priority 1 0 000 000000000000 OOOOODOODO
channel-group lacp system-priority 0 0 000000000000 1280000000

gogoooogo

gboboboooboooboooboobobobobooboooooooobobobobobobooobooobooon

goboooboobod

gbobooooboobobobooboooon

goodgdao

1. 000000 LACPOO00O000000000000000000000O

2. 0000000000 Omax-detach-port0 0000 0000000000000 O0OOO LACPOO
gboboooooooboobon

3. LACPO0U00I0O0OOOOOOOOOOOOONOONOONONONONONONONOONONONOOOOOOd BlockO
gbooooooboobd

gogoooogo

channel-group max-detach-port
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shutdown

shutdown

Oo0OOOOOOOOOOOOOOOOOOOODOOO DisableDOOOOODOOOOOOOO

ggodgguo

ooooo
shutdown

ooooo
no shutdown

ooooooo
(config-if)

goodoogo

oo

gbooooobooogoo

oo

goobogoooboo

vbobooooooobobobobooobooboooboobobobobooobooo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. SNMP O SetRequest 00000000000 0OOSNMPOOOOOOOOOOOOOOOOOOOQ
SNMP O SetRequest OO OOOCOCOCOOCOOOCOOOOOOOOOOODOOOOODODODDODOO
gbobobooooobogo

ggoooooo

oo
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4000002000000

MACOUOOOOOOO

mac-address-table aging-time

mac-address-table learning

mac-address-table limit

mac-address-table static
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mac-address-table aging-time

mac-address-table aging-time

MACOOOOOOOOOOOOOOOOOOODODODODODDODODODO

ggodgguo

doodooooad
mac-address-table aging-time <seconds> [vlan <vlan id>]

goooo
no mac-address-table aging-time [vlan <vlan id>]

goobogooo

(config)
goooood

<seconds>

gbooboooooboboboboooobobOobOobOoboboobobobo
1. 0oooooooobaoobo

gboboobo
2. 000000

00 10 0 10000000 OO

vlan <vlan id>
000000000000 VLANO VLANIDOOOOOOO
1. 0o0o0oooooooood
0000 VLANOODOODODODOoDooooooooo
2. 000000
doddddooooooooooooooooon

gbooooobooogoo

gbobooooogascobobooon

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. VLANOOUOOOOOOOOoOoOoO VLANOOOOOOVLANOOOOOOOOOOOOVLANDOO
O0O00o0O0oQ0OO0OO0O0oO0OOO0OO0OOO0OoOOVLANODOODOOOODOO VLANOOOOOOODOoooo
OooOoOoOoOoVLANDODODODODODOODODOODOO VLANOOVLANOOOOOOOOOOOOO

gbobooooooon

2. VLANOOOOOOOOUOOOOOOUOOOOOOOOOOOoOOo VLANOOOOOOoogo 3000

oboo

3. VLANOOOOOOOOOOoOoOoOoooOovLANDOODODOOOOOOOOOoOooooooooooo

OVLANOOOOOOOO0O0O0O000000d
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mac-address-table aging-time

gogoooogo

oo
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mac-address-table learning

mac-address-table learning

oooooOoOo MACOOOOOOOOOODOOOMACOOOOOODOOOODODODODODDODO
gboboooooboobobobooooobooboboboobooooboooobOoDbo

goobogo

googo
no mac-address-table learning vlan <vlan id>

googo
mac-address-table learning vlan <vlan id>

goodoogo

(config)
ooooooo

vlan <vlan id>
0000000000 VLANO VLANIDOOOOOoOoOOo
1. 00o0o0o0ooooooaad
goooooad
2. 000000
goddddoooooooooooooooobb

ygodooooooogg

MACOOOOOOODOODOODOODODOO

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. no mac-address-table learning [0 0 00 0 mac-address-table imit 0 0000000000 OO0O0OOO
MACOOODOOOODOOOO VLANOOOD O O Omac-address-table limit 0 MACO OO OO
gododdoooooooooooo

2. MACOODODODOOOOOOODOOOODOODOO macaddress-table 0O 0O00O0O

3. MACOODODOOOOOODOODOODODOUOno mac-address-tablelearning 0000000000
MACOOOOOOODOOODOODODODODODODmMOODODODOODOOoOoOoOon vol.io3.oooooano
0oooMACOOODOOOOOOOOODOOODODOMACOODOODOOOOOOOOOOODOODOOO
goooooood

goobogoooboo

vlan
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mac-address-table limit

mac-address-table limit

0000000 MACOOOOOOOOOOOOOOOOOOOOOODOOOOOODOOOODOODOOO
000 MACOODOODOOODOOOOOMACOOOOOOOOODOOOO MACOOOOO MACOO
goooOo0o0oO0oUoOoOoOoO0OOoU0O0OU0UU0UU00OLD0UUOULOOOOMACOOODOODOODUOOOOOOQ

gboboboobooobooboobobobobooooooboobobob

gooooa
oooooooo
mac-address-table limit { vlan <vlan id> | interface <interface type> <interface number>}

maximum <number> [threshold <number>]

ogoooad
no mac-address-table limit { vlan <vlan id> | interface <interface type> <interface number>}

oogogoooo
(config)

gogododogo

vlan <vlan id>
0000000000 VLANO VLANIDOOOOOoOoOOo
1. 00oooooooooog
goooooo

2. 000000
gbobooooobooboboboboooobooobon

interface <interface type> <interface number>
oo ooooooooooooobooboboobobobobobobooooooaa
goddddoooooogd
1. 00oooooooooog
goooooo

2. 000040ad
<interface type> <interface number>0 00000000000

O gigabitethernet <nif no.>/<port no.>

O tengigabitethernet <nif no.>/<port no.>
<nifno.>/<port no>0 0 0000000000000 00O0OO0OODODOOOOOOOOOO

0 port-channel <channel group number>
<channel group number>0 000000000 O000000O0OOO0OOOOOOOOOOO0O

ooo
maximum <number>
dddd00o0o0o0oOo0oooOooObObObOODbD MACOOOOOOUOOUOOUOOOOOOOOOOO
00000000000 000000Othresholdd0O0O0OO0OO0OOOOODODOOO

1. 0000obooooooooo
gbooobogoog

2. 000000
00 100000

threshold <number>
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mac-address-table limit

gbobooooobooboboboboobobooboboboboboooooboobobOobon
goOoOoOOOOOOOOMACOOOOOOOO0O0O0O0OOmaximumO 00000000000O
oboooooooooboDbo
1. 000000oooooboobo
gbobooooobooo
2. 000000
10 1000000 00000000
ygodooooooogg

MACOOOOOODOOOOOOOOO

goobogoooboo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo

1. no mac-address-table learning 0 0 MACOOOOOOOOOOOOOODOODOODOODOOOOOOO
000000000000000 MACOOODODODOOODOOOODODOOOno mac-address-table
learning0 MACOOODOOOODOOOOODODOO VLANODOOODOOOODOO

2. 000 MACOOODOODOODDODOMACOODODOODDODOODODODODOODOOODOOOODODO
00000000000 00o000oo00oo0o00oDoO00ooo0ooDDOooon clear
mac-address-table 0 0000000000000

ggoooooo

vlan
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mac-address-table static

mac-address-table static

Oooo0oOoMACOOOOOOOOOOOOODODOOO

goodgdao

oooooooo
mac-address-table static <mac> vlan <vlan id> interface <interface type> <interface number>

ogoooad
no mac-address-table static <mac> vlan <vlan id> [interface <interface type> <interface number>]

goobogoo

(config)

gogododogo

<mac>
0000000o0oo0oooooo MACOOODDOOOOOO
1. J000o00oDboooooo
ooooooo
2. 000000

0000.0000.0000 O feff ffff ffff
00ooooooooooMACOOOOOOOOOOOOOOOOOO 100O0OOOOOOOOO

gooo

vlan <vlan id>
00000000o0oo0 VLANO VLANIDOOOOoOooog
1. 00o0o0o0ooooooooo
goooooo

2. 000000
gbooooooobobobobobooooboooboon

interface <interface type> <interface number>
oo bobbbbobbbbbobobooog

gbooooooooboooooboon
1. 0000booooooooo
gboogooo

2. 00000040
<interface type> <interface number>0 00000000000

O gigabitethernet <nif no.>/<port no.>

O tengigabitethernet <nif no.>/<port no.>
<nifno.>/<port no.>0 0000000000 O00OO00O0O0O0OODOODOODOOOOOOOOOOO

0 port-channel <channel group number>
<channel group number>00 0000000000000 0OO0OO0OOOOOOOOOOOO

good

gooboooboobooon

gboboooobooboboboooo
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mac-address-table static

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

goobogo

1. 00000 VLANOVLANID=100 00000000000 ooooooooooooooon
0d000O0DOo0oooodovlenlOOODOOOOOOOO

2. MACOOOUOODOODOOODOOODODOOOmac-address-table static0 00000000 OMACOD
Jddoo0d0obO00dbOo0obO0dOooDbOo0obDO0o0oDoOoon velllO3. 0000000 DOOOd

OMACOOOOOOOOOOOOOOOOOMACOODOODOOOOOOOOOOOOOOOOOOO
gbooobad

3. Jboooooobooboobobooboooooooooboboboboobooooobooboboboon
00000000000 MACOODUOOUOODOOOOOUODOUOOOOOOOODODOODOO port-channel
gboboboboooooooon

goobogoooboo

vlan
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VLAN

down-debounce

interface vlan

I12protocol-tunnel eap

I12protocol-tunnel stp

|2-isolation

mac-address

name

protocol

state

switchport access

switchport dot1q ethertype

switchport mac

switchport mode

switchport protocol

switchport trunk

switchport vlan mapping

switchport vlan mapping enable

up-debounce

vlan

vlan-dot1g-ethertype

vlan dot1q tag native

vlan-mac

vlan-mac-prefix

vlan-protocol
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vlan-up-message
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down-debounce

down-debounce

VLANOOOOOOOOOOOOOOOOOOOOVLANDOODOODOODOOOOOODOOOOOOOOO
gboooboo

goobognd

goooOoooo
down-debounce <seconds>

oooono
no down-debounce

gogododogo
(config-if) viANOOOOOODOOOOOOO

ooooooo
<seconds>

VLANOOOOOODODODODOOOODOODOODOOVLANOOOOOOOOOOOo0oooooooo

gbooooooooobo

1. 0000boobooooooo
gbobooog

2. 000000
oo 180

doddoooooooad

VLANOOOOOOOOOOOOOOOOOOOOOOOo VLANOOOOOOUOOOooooooo

goobogoooo

ao

gooooooogo

gbobooooboobobobooboooon

goodgdao
1. 0000000 VLANODODODODOODODODODODODODODODODODDODODODODDODOoOOoOOoOOoOoOoooooooooO
o000 VLANOOODOODOODODODODDOoDDOo

« VLANOOOOOOOOOOOOOooOo
e stateJ0J 000 VLANDOOOD disableD 0O OO0

2. VLANOOOOOOOQOOOOoQoOoooooopoooooopoooopoooopoopoopoooooo
OOVLANOOOOOOOODOOoOOoOoooooooo
3. VLANOOOOOOOOOOOOOOOUOOOOOOOOOOOODODOOODOODO VLANDOOO

obooooooobobd
4. VLANOOOOOOOOOOOoOoooooooooooogoooogoogoooogo vbANO O™

gbooooooooobo

gogoooogo

oo
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interface vlan

interface vlan

VLANOOOOOOODOOOOOOOOOODOOOOOOOOOceonfigif 0000000000 VLAN
oOooooOoooIpOO00O0OOOODOOODO

goobogo

ooooo
interface vlan <vlan id>

ooooo
no interface vlan <vlan id>

goodoogo

(config)
ooooooo

<vlan id>
VLANIDOOOOOOO
1. 00o0o0o0ooooooaoaad
goooooad
2. 000000
00d0Db00oo0o0ooooodoDdoo0o0oo0ooooDooO0ooobooooon VLAN
OVLANID=10O00OO0O0OO00000

ygodooooooogg

oo

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

ggodgguo

1. <vlanid>00000 VLANIDOOOOOOOVLANOOOOOOOODOODOODO VLANOOOO
VLANOOOOOOODO VLANOOO MACVLANOOOOOOO vlianOODOOO VLANOODOO
goododdoooood

2. 00 VLANOODOODODODOOOOOOODOODOdinterface range 0 00 00O <vlan id list> 0 O
00000000 DOinterfacerange 000000000 VLANIDOOODODOOOOOOOOOO
OO0 VLANOOOODOOOoOooooo

3. interfacevlian 00000 VLANOOOUO novlanOOOOOOOVLANOODOOOODOOOO Ovlan
000000000 VLANODOOO nointerfacevlan D0 OO0 O000OO0OOOVLANOODOODOO
gd

ggoooooo

vlan
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12protocol-tunnel eap

|2protocol-tunnel eap

EAPOLO 0000000000 OOOOOOOVLANOOOOOOOOOOOOoooooo

goodgdao

ogoooad
12protocol-tunnel eap

ogoooad
no 12protocol-tunnel eap

oogogoooo
(config-if)

gogododogo

oo
gooboooboobooon
EAPOLOOOO0OO0O0OOOO0OOOOOO
goobogoooo
oo
gooooooogo
oooo0oooooooooooooooo
goobognd

oo

goobogoooo

interface vlan
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12protocol-tunnel stp

|2protocol-tunnel stp

BPDUOOOOOOOOOOOOOOOOOOVLANOOOOOOOOOOOOOOoooo

ggodgguo

goooao
12protocol-tunnel stp

goooo
no 12protocol-tunnel stp

ooooooo
(config-if)

goodoogo

od
gbooooobooogoo
BPDUOOOOOOOOOOOOODOOO
goobogoooboo
od
gooooooogo
o00oooOoooooOoobboooooog
goobogo

oo

goobogoooboo

interface vlan
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12-isolation

|2-isolation

VLANOOOOO 2000000000000 300000000000000A0

goodgdao

oooaoo
12-isolation

oooaono
no 12-isolation

goobogoo

(config)

gogododogo

oo
gooboooboobooon
gobo20000000000
goobogoooo
oo
gooooooogo
gooooooboooobooooooboo
goobognd

goo

goobogoooo

RN
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mac-address

mac-address

MACVLANOOOOOOOO MACOODODOOOODOO

ggodgguo

ooooo
mac-address <mac>

ooooo
no mac-address <mac>

goooooo
(config-vlan)OMAC vLANO OO

goodoogo

<mac>
MACVLANODOOOO MACOOOOOOODOOODOOODOOOO VLANO MACVLANDOO
oooooooooo
1. J00oo0oOoooooooDo
ooooooo
2. 000000
0000.0000.0000 O feff ffff.ffff
00 100000000000000000000000 1000000

ygodooooooogg

MACOOOOODOODODOODDOO

goobogoooboo

oo

gooooooogo
gboooooobobobooobooobogn

ggodgguo

1. 000 VLANOOOOOOOO MACOODDDOODODOODODOODOODODODOOODOODODOOODODODOOO

2. IEEE802.1XUWeb O OO UOOOO VLANOOOUOOUOOOOOO MACOOOOOOOOOOOO
ubobobooboboobobobobobooooooboooboobobobo

3. 00000 MACOOOOOOOOOOOO 40960000

ggoooooo

oo
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name

name

VLANOOOOOOOoOOoOo

goodgdao

oooooooo
name <string>

goooo
no name

goobogoo

(config-vlan)

gogododogo

<string>

VLANODOOOOOOOOOvlanOOODODO <vlanidlist>000000000000000O0O

1. Joooooboobooboon
gooooon

2. 000000
20000dboooboobobooomuoobboobuoobboobo0obLbOoobOoOon
ggoboobooooboobooobbooboobbooboobboboboobboobOomy
gooboobooboboobobooo ,ob0bbobboooboUb 0o oooboo
gooboooog

gooboooboobooon

OO00O0O0OVLANxxxxOODOODOODMxxxxOO VLANIDOODO 40000000000 00000
gboobod

gogoooogo
oo
gooooooogo
gbobooooobooboobobobooon
goobognd

ao

gogoooogo

oo
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protocol

protocol

00000 VLANO VLANOOOOOOOooooooooooo

ggodgguo

goooao
protocol <protocol name>

goooo
no protocol <protocol name>

goobogooo

(config-vlan)

goodoogo

<protocol name>
00000 VLANODOODOOOOOOOODOoDODODOoDOoooOo VLCANOOOOOO VLANO
000000o0odDdDoo VLANODOODODODODOOoooooooooooooooooo

go0ooooOOobOoooooon

1. J0o0oobooooboooo
oboobobo

2. 0000D0O0
vlan-protocol D 00000000 OOOOOO

ygodooooooogg
gbooboooooboobobo

goobogoooboo
oo

gooooooogo
gboobooooobooboboobooogon

ggodgguo

1. 00000 VLANDO IPv4a00D0000ODO IPv6e 0000000000000 O0O0O0OOOOOOOO
gboboooooboobooboboooon

goobogoooboo

vlan-protocol

232



state

state

VLANOOOOOOODOOO

goodgdao

oooooooo
state {suspend | active}

ooooo
no state

goobogoo

(config-vlan)

gogododogo

{suspend | active}

suspend
VLANOODOO disable 0000000000 D0O0OO0OCOOODOO

active

VLANOOODO enable 00 ODOO0OO0OOODOODOOOOOOO
1. 00oooooooooog

goooooo
2. 000040ad

suspend O 0 O active

doddoooooooad

VLANOODODO enabled OO
gooooogno
oad

goboooboobod

gbobooooboobobobooboooon

goobognd

1. SNMP O SetRequest 100000000000 OSNMPOOOOOOOOOOOOOOOOOOOO
SNMP 0O SetRequest 0000000000000 COOCOOCOOOO0OOOOOOOOOOOOOOO

gbooooooooobon

gogoooogo

oo
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switchport access

switchport access

goooooooooOoOoOoOOoOOOOOOOOOOOOOOOOOOOODOOOVEIANOOOOOO
oono

goobogo

gdoodoood
switchport access vlan <vlan id>

googo
no switchport access vlan

goooood
(config-if)

goobogooo

vlan <vlan id>
0000000oO0ooodo VLANODOODOO VLANODOOOOoOODoDOoDoDoDoooooooood
000000000 VLANODODODOOO VLANOODODOO
1. 000o0oooooooaoad
goodoood

2. 000000
gboboboooobooboobobobobooooon

ygodooooooogg

O VLCANOOOUOOOOUOOUOO0O0ooooog VLANOVLANID=100000000000000d
VLANOOOOOOOOOOOOOOOO VLANODOOOOOOOooooooooooo
goobogoooboo

oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. 0O VLANODOODOUODOODODODODOOUntaggedOOOODOODOODODODOODOODODO VLANODODOOO

Tagged 00000000000 O0O0O0O0O0OO
2. VLANOOOOOOOOOOOOODOOO VLANTagOOOOOOOOOOOODOODODODODOO

VLANOOOOOOOoOoOooo

gooooooo
switchport mode

vlan
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switchport dot1q ethertype

switchport dot1q ethertype

0000 VLANOOOOOOOOO TPIDO Tag Protocol IDentifier0 0000000000000 TPID
gboboboboooooboobooboboboboooooo

goobognd

goooooog
switchport dotlq ethertype <hex>

goood
no switchport dotlq ethertype

goooood
(config-if)

goobogoo

<hex>
0000000 VLANTagO TPIDOOOODOOODOOOOOOOODOODODODOOOOOOOO
aad
1. 00o0o0o0oooooooo
gooooog

2. 000000
0x8100

doddoooooooad

vlan-dotlqg-ethertype 00000000000 D0O0OO0OOODOOOODO TPIDOOODOOO
vlan-dotlg-ethertype 0 0 0000000000000 OOTPIDOO 0x81000 0000

goobogoooo
ao

gooooooogo

gbobooooobooboobobobooon

goobognd

1. 0000000000 O00DOOOv]an-dotlg-ethertype 00O O0OO0O00OOOODOO

goobogoooo

ao
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switchport mac

switchport mac

MACVLANOOOOOOOOOOOOO

ggodgguo

goooao
switchport mac vlan <vlan id list>
switchport mac native vlan <vlan id>

googo
switchport mac {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list> | native

vlan <vlan id>}

googo
no switchport mac vlan
no switchport mac native vlan

goooood
(config-if)

goobogooo

vlan <vlan id list>

ooo0oooooo MACVLANOOOODOOODOOODODODODOO MACVLANOOOODOOOOOOO

gooooooooo

1. 00o0oooooooogod
goooood

2. 000000
<vlanidlist>0000000000000O000OO0DO0OO0OO0O0ODOOO0OODOODOOOODOOO
goooood

native vlan <vlan id>
O00OmacO0O000000D0O0O0OOOOO VLANOODOOOOOODOO VLANOOOOOOOO
0000000o00odDoOoooOo VLANOODO VLANOOO
1. J0odoodoooooood
goooooad
2. 00o0ooao
goddddoooooooooooooboobbb

vlan add <vlan id list>
0J0000oooo MACVLANO VLANOOOOOODOODOOO
1. Jddodooogooogod
goooood
2. 00o0ooa
<vlanidlist>00000000000000O000OOO0OO0OO0DOO0O0OOOODOOOODOOODOOd
goooood

vlan remove <vlan id list>
0000dDooo0oo MACVLANO VLANOOOOOOODOOO
1. J0dddodgooogd
goooooo

236



switchport mac

2. 000000
<vlanidlist>00000000000000000O0O0OOOOOOOOOOOOOOOOOOO0
gbooooog

doddoooooooad

0 0 0O switchport mode 0 0000 macvlanO0 OO OOOOO0OO0 MACVLANOODOOOOOOOOO
00dDbO00oOo0ooooooooo VLANOOODODODoooao

goobogoooo
ao
gooooooogo
gbobooooobooboobobobooon
goobognd

000 MACVLANOOOOOOOOOOOODOODOOOOOODOOOODOODOODOODOODODO

goooooon
switchport mode

vlan mac-based
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switchport mode

switchport mode

gbooz2000000000000000D0

ggodgguo

doodooooad
switchport mode {access | trunk | protocol-vlan | mac-vlan | dotlq-tunnel }

goooo
no switchport mode {access | trunk | protocol-vlan | mac-vlan | dotlq-tunnel }

ooooooo
(config-if)

goodoogo

{access | trunk | protocol-vlan | mac-vlan | dotlq-tunnel}
oo 200000000000 00O00000

access

gooooOoOoOoOoOoOoOOOOOOOOOOOOVLANDODOODOODOOODOODODODO
O00Untagged D000 O0OO0O0OOOOOVLANOOOOUOUOOOOVLANTagOOOOOO
goooOoCo VLANOOOOOOUOOUOUoOoUooooooooooooooog VLANDO O
gooooood

trunk
0000000000000 0D0000000000o00o0DOo0dOUntaggedOODOOOO
Tageed 00000000 O0OO0O

protocol-vlan
0000000000000 VLCANOODOODOOOOOOODOOOO VLANOOOOOO
Untagged D00 O00D00O00OO0OO0OODODOOODOOODDOOOOOODDOOODOOODODOOODOO
00 VLANOOOODOODOTaggedDOOODOOOOOOOO

mac-vlan
0o0odoodoodo MACVLANOOOOOOOOOOMAC VLANO DO OO OO Untagged O
dodoDdoOoooo0ooooooooodoooooooooo MACOOOOoOOooooad
VLANOOOOODOOTaggedOODODOOOOOOO

dot1q-tunnel
0000000ooo00ooDo0o00ooo0oo0oooo0ooDooooooooooooon
OO0 VLANTagOOOOQOOOOOOOOO VLANOOOODDOOOOOOO

1. 000oooooooooo
ooooogo

2. 000000
access[] trunk[ protocol-vlan{ mac-vlan [0 0 O dotlq-tunnel

gbooooobooogoo

accessU0OOOOOOOOOOODOODO
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switchport mode

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goobognd

1. 0000000000000 00switchport trunk 00000 allowedvlan OO O OO O0OOO0OO0O0O
000000odO0OdD0allowedvlanOO OO ODOODO0OO0O0OO0OOODOODOODODOOOOODOOO
gooooa

2. 00000 VLANOOODOODOD OO Oswitchport protocol D0 DO O0OO0OOOO0 VLANODOODO
000000oodooo VLANOOOODODOoDOoooooooooooooboobooooooooo
goodood

3. MACVLANODOOODOODOODOODOswitchportmacOO OO0 MACVLANDOOOOOOOOOO
MACVLANOOOOOOOOODOOODOOODOODOOOOOOODOOODODODODODOOOOOoOon

4. 00000000000 0O00D00DODO00O0 VLANO switchportaccess0 OO OOOO0OODOONO
000000000000 DOO0DO000o0o0 VLANOOOOOOOOOoOOoooDdO VLANOOOO
0000 VLCANOODOOOOODOODOODOODO switchportaccess 1O O0O0 00000 VLANOOO
00000000000 VLANODOODOOOOoOOOoOOooooDooDoooooooooooooooo

goobogoooo

ao
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switchport protocol

switchport protocol

ooO0O0OC0O VvVLANOOOOOooooooooo

ggodgguo

goooao
switchport protocol vlan <vlan id list>
switchport protocol native vlan <vlan id>

googo
switchport protocol {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list> | native

vlan <vlan id>}

googo
no switchport protocol vlan
no switchport protocol native vlan

goooood
(config-if)

goobogooo

vlan <vlan id list>

000000000000 DO VLCANOOODOODOODODODOODOoOoOO0oO VLANOOOOO

Jjdddoooooooooo

1. 0o0ooooooooogod
goooood

2. 000000
<vlanidlist>0000000000000O000O0DO0OO0DOO0O0OOOOODODO0ODOOOODOOO
goooood

native vlan <vlan id>
0000000000000 0o00o0o0oO0oO0oO0ooooO VLCANOODOOoOOooooo
OO0 VLANOOOO VLANOOO
1. J0odoodoooooood
goooooad
2. 00o0ooao
goddddoooooooooooooboobbb

vlan add <vlan id list>
0000000000000 VLANO VLANOOOODOOoood
1. J0dododgoooood
goooood
2. 00oooa
<vlanidlist>00000000000000O000OOO0OO0OO0DOO0O0OOOODOOOODOOODOOOd
goooood

vlan remove <vlan id list>
0000000000000 VLANO VLANOODOOOOoooono
1. J0dddodgooogd
goooooo
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switchport protocol

2. 000000
<vlanidlist>00000000000000000O0O0OOOOOOOOOOOOOOOOOOO0
gbooooog

doddoooooooad

0 O O switchport mode protocol 00000 VLANOOODOOOODODODOOOOOOOODOOOODOO
OO0 VLANODOOODO

goobogoooo

ao

gooooooogo
gbobooooobooboobobobooon

goobognd

1. 00000000 VLANODODODOOODOODOODOOOODODOODOOODOOODOOODOOODOODODODODODODODOOO
2. 00000 VLANOOOOOOOOOOOO VLANOOOOOOOOOOOOO VLANOOOOOo
gboboooooooboobobobob

gooooooo
switchport mode
vlan protocol-based

vlan-protocol

241



switchport trunk

switchport trunk

gboboooooboobobobob

ggodgguo

goooao
switchport trunk allowed vlan <vlan id list>
switchport trunk native vlan <vlan id>

googo
switchport trunk native vlan <vlan id>

switchport trunk allowed vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

ooooo
no switchport trunk allowed vlan
no switchport trunk native vlan

goodoogo

(config-if)
ooooooo

native vlan <vlan id>
00000 VLANO Untagged DO O OO0O0OO0OO0O VLANODOOODOODOOOOOOO VLANDO
000 VLANOOODODOOO VLCANOODODOOOoOoOooooo VLANOOOOOO VLAN
googogd
1. 00ogoodoooooood
goooood
2. 00000
godddddoooooooooooooobobbb

allowed vlan <vlan id list>

000000oOo0oooOooo VELANOOOOOoOo

0ooooo VLANOOOOOoooooood

Untageed D00 O0OO00OO00OO0O0OD00OO0OOOOOOO VLANOODODOOOOOOOOOOOOO

O VLANO allowedvlan OO OO OO0OO00O0OUntaggedDOOOOOOOOOO

1. 00doddooooooodad
goodoood

2. 00oogad
<vlanidlist>00000000000000O000O0O0O0OO0DOO0O0OOOODOOOODOOODOd
goooooa

add <vlan id list>
00000 VLANOOOO VLANOOOOOOO

1. 0000ooooooboooo
goooooo

2. 000000
<vlanidlist>000000000000000O0OCOO0OOOOO0ODOOOO0ODOOOOODODOOO
obooboooo

remove <vlan id list>
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switchport trunk

00000 VLANOOOOO VLANOOOOOOO

1. 0oooboooooooo
gbooooo

2. 000000
<vlanidlist>0000000000000000OO00O0OOOOOOOOOOOOOOOOOOO
gboobooog

doddoooooooad

00 Oswitchport mode trunk 0000000000000 O0ODOOOO0ODOOOOOOOOODOOOODO
oo

goobogoooo
ao
goboooboobod

gbobooooboobobobooboooon

goodgdao

OO00O0OO0OOOO0OOOO0OODOOO0O allowedvlanOOOOOOOOOOallowedvlanOOOOOOODO
gbobobooooboobooboboboooooooobooobobob

goooooon
switchport mode

vlan

243



switchport vlan mapping

switchport vlan mapping

TagOOOOOOOOOOO0O0O0O0O

ggodgguo

doodooooad
switchport vlan mapping <vlan tag> <vlan id>

goooo
no switchport vlan mapping <vlan tag> <vlan id>

ooooooo
(config-if)

goodoogo

<vlan tag>
LANOODOOOO VLANTagOOQOGQOOGOooaoo
1. 0o0ooooooooood
goooooad
2. 000000
10 4095

<vlan id>
0000000 VLANO VLANIDOOOOoooog
1. 00o0oodoooooogod
goooooad
2. 000000
doddddooooooooooooooooon

gbooooobooogoo

TagOOOOOOO

goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. TagOOOOOODOODOODOO O switchport vlan mappingenable 000000000 OOOO

2. TagOOODOODOO0ODOOOODODODOODDOOOOOOO

3. 00000 VLANOOOODDOUODOOOOO VLANTagODOODOOOOOTagODOOOOOOO
00000000000 VLANTagOVLANIDOOOOOODO VLANO VLANIDOOOOOOODO
000000O00Ovlandotlqtagnative 00000000000 VLANOODOOODOOOOO
VLANTagO OO0 Tagged OO OO DODOO0OOO0OOOODODOOODO
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goooooon
switchport mode trunk
switchport trunk
switchport vlan mapping enable

vlan dotlq tag native

switchport vlan mapping
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switchport vlan mapping enable

switchport vlan mapping enable

246

TagOOOOOOOOOO

ggodgguo

goooao
switchport vlan mapping enable

goooo
no switchport vlan mapping enable

ooooooo
(config-if)

goodoogo

oo
gbooooobooogoo

TagOOOOOOOO
goobogoooboo

oo

gooooooogo

gboobooooobooboboobooogon

goobogo

1. TagOOOODOODOODO O switchport vlan mapping 0000 0OO0OOOOOO
2. TagOODODOODOODODODOOODOODODOODOODOOOOO

goooooon
switchport mode
switchport trunk

switchport vlan mapping



up-debounce

up-debounce

VLANOOOOOOOOOOOOOOOOOOO VLANOOOOOOOOOOOOOoOOoOOooOoooVLAN
gbobobooooooooboobobobobooooo

goobognd

goooooog
up-debounce <seconds> [extend]

goood
no up-debounce

gogododogo
(config-if) viANOOOOOODOOOOOOO

goobogoo

<seconds>
VIANOOODOODODOOOOOOOOoOOoOvVLANODOODOODODODODODOoooooooooo
doodoooooooo
1. 000o0o0oooooooo
gooooog
2. 0000004
00 3600

extend
VLANOODOOOOOOOODODOOODO VLANdebounce 0000000000 0OOOODOOOODO
O0ooooooooog
e JODOOO

000000 restart vian O 0O O

000000 copy00OO0DODOODO0ODOO0ODOOOODODDOODDOODODOOO

state 0000000 OOVLANOOODO disable 00 enable 000000

1. 0000oooooooooo
VLAN debounce 00000 O0O0O0O0OOOOO

2. 000000
ao

doddoooooooad

VLANOOOOOOODOOOOOODODOODOODOOO VLANOODOODOOODOOOODDOODODODOO
goobogoooo

ao

goboooboobod

gbobooooboobobobooboooon

goodgdao

l. extend0O0O0O0O00000000000000VLANOOOOOOOOOOOOOOO0OOOO00OOO
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up-debounce

VLANOOOOOOOOoOoOoooooo

2. VLANOOOOOOOOOOOOQOOOOOOOOoOOoO0oOo0oOoooUooooUDUoLooLooo
OOVLANDOOODOOODDOODODODODOOD

3. VLANOOOOOOOOOOOOUOOOUOOOOOOOUOOODOOODODODOOOO VRANOOO
gbobooooobooboo

goobogoooboo

oo
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vlan

vian

VLANOOOOOOOoOOoOooooo

goodgdao

ogoooad
vlan <vlan id>
vlan <vlan id list>
vlan <vlan id> protocol-based
vlan <vlan id list> protocol-based
vlan <vlan id> mac-based
vlan <vlan id list> mac-based

ooooo
no vlan <vlan id>

no vlan <vlan id list>

gogododogo

(config)
ogoooooo

<vlan id>
VLANIDOOODOODOOOOOOOOOOOeonfigvlan OO OOOOODOODO
1. 00o0o0ooooooooo
gooooog
2. 00000d
0000000000000 D000o0o0o0oooOdoDOoooooooooon VLAN

OVLANID=10000000000

<vlan id list>
000 VLANIDOOODODOOOOOOOOO0OO0OO0OO0O VLANIDOOOOODODOoOoOoOoOoOoOo

VLANOOOODOODODODOODODOODODOOOOconfigvlanOODOODOOOOOO
1. Dooobooooooooo

gbobooog

2. 000000
<vlanidlist>000000000000000O0OOCO00OO0ODOOO0ODOOOOODOOOODOOOO

0000000000000000000000 VLANOVLANID=10000000000

protocol-based
00000 VLANOOODOOODOoOOoag

1. 0ooobooooooooo
O0O0 VLANOOOOOO

2. 000000D0O00OO0O00O0OO
O0O0O0OO0O0 VLANOOOOUOUOOOOprotocol-basedD DD DOOOOOOOOOO

O0o0OOCOOoCO VLANOOO MACVLANOOOODOOO VLANOOOOODOOoDOoo
OVLANOOODOOOOODOOOOOoOOoOoOOoOOoOOoOoOoOO

mac-based
MACVLANOOOOOOOOOO
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vlan

1. 0oooooooobaoobo
000 VLANOOOOOO

2. 0000000000000 0
OMACVLANOOOOOOOOOmacbased 0000000000000

OO0O0O00OO0C0O VLANOOOOOOOO VLANOOOOOOO VEANOOOOOoooooo
OVLANOOOOODOODOOOOOOOOOOOOO
ygodooooooogg

VLANOOOOOoOOoOOoOO

ggoooooo

oo

gobogoboobod

gboooooobobobooobooobogn

ggodgguo
1. 00000 VLANOVLANID=1000000000000000000000000 VLANOOOO

goao
2. <vlanidlist>00000000000000000 VLANOOOOOOOOOOOOOOOOOOO

gbobobobooboooboooboobobobooobooooooobobOoboboboobooooDo
gboboooogno

0161000000000 00DODOO0ODOCOOO

oo opooo oooooboooooo
1 state {suspend | active} o
2 name x
3 protocol o
4 mac-address x
5 vlan-mac o

obo0MoOO0OO0OO0OO0OxOOOOO
3. 00000 VLANOOOOVLANID=1OOOOOOOOOO0OO0O0O0O0O0O0Oo0ooooooooo

Ooooopoooo vVhANOOOO0Ooooooooooooooooooooooooooog
4. 00000 VLANOOOOOOOOOOOOOO0O0O0ooooooo VEANDODOOoOoooooooo

gboood

vienO O OO
vianO0OOOOOOOOOOOODOOOOO0OO

0162000000 VLANODOOOODOO

oo ooooo gooooooo 00000 VLANOOOOO

1 <vlan id> gooooo gooooooobooobogo
gi1ioooooooooobon

2 <vlan id list> X O

3 protocol-based x 000 VLAN
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vlan

oo ooooo oooooooo OOO0OO0OVLANDODODOO

4 mac-based x 000 VLAN

ooomoooboooobooooxooooooooooooo

configrvlan OO OO O OO
configrvlan 00000000000 DOODOOOOOOOOO

0163000000 VLANODODDOOODDOOO

oo gooo ooooo oooooo 00000 vVLANOOOOO
oo
1 state {suspend | active} O o 0
2 name <strings> o 0
3 protocol <Protocol Name list> X 0O
4 mac-address <MAC> x O
5 vlan-mac 0 o O

Od0MoO0OO00O0O0OxOO0OO0OO0OO0DOOOOO0OO
5. vlanOOOOO VLANOOOOOO Ointerfacevlan 00000 VLANOOOOOOOOOOOOO

O00C0O0OC0OCOOvlanOOODOODODODODO VLANODOODO nointerfacevlan 0 OO O OOOOOO
OO0O00OOinterfacevlan 000000000 VLANOUOUOUO novlanO0O OO OO0OO0OOOOOO
oo

gogoooogo

ao

251



vlan-dot1g-ethertype

vlan-dot1g-ethertype

VLAN TagO TPIDOODOOOOO

ggodgguo

doodooooad
vlan-dot1lqg-ethertype <hex>

goooo
no vlan-dotlg-ethertype

goobogooo

(config)
goooood

<hex>
0000000 VLANTagO TPIDOOOODOOODOOOOOOOOOODODODOOOOOOOO
ggdo
1. 000o0o0ooooooaoaad
goooooad
2. 000000
4000 1600

ygodooooooogg

TPIDOOOO 0x81000 000000000 0O switchport dotlq ethertype DO OOO0OO0O0O00OO0ODODO
oOoooo TPIDOODOOOOODDOO

goobogoooboo
oo
gooooooogo
gboobooooobooboboobooogon
ggodgguo

oo

goobogoooboo

oo
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vlan dot1q tag native

vlan dot1qg tag native

0000000000000 VLANOOOOOOOOOO VLANTagOOOO TaggedOOOOOOO
oo

goobognd

goood
vlan dotlq tag native

ooooo
no vlan dotlq tag native

gogododogo

(config)

goobogoo

ao

gooboooboobooon

0000000000000 VLANOOOOOOOOO0O0O VLANTagOOOOOOOUntaggedO OO
gbobooogooo

gooooooo
oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. vlandotlqtagnative 00000000000 ODOOODO UntaggedDODOODOODOODOODO

gogoooogo

oo
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vlan-mac

vlan-mac

VLANOOO MACOODOODOODOODODOODOODOOOOOOD 3000000000000 MACO
VLANOODOODODODODOMACOOOOOOO VLANOUOOUOOOOOOOOOoOooooooooooo
oboooooooobo

OO0 30000000 VLANODOOOOOoOOoOoOooooooo

ggodgguo

ooooo
vlan-mac

ooooo
no vlan-mac

goobogooo

(config-vlan)

goodoogo
oo

ygodooooooogg

o000 MACOODODODODOOD

goobogoooboo

vlenmacO0O0O0O0O0O0O0OOOODOOOOOODO 30000000000000000000000
MACOUOUOOOUOOO MACOOOOOO VLANOOO MACOOOUOOOOOOOOOOOOOGOQO
O00moOooOoOoOoOoOo0 VLANOOOOOOOOooooooo 3oooooooooo sooooo
0000 ARPOCOOCOOOOOOO MACOODDOODOODOOO VLANOOO MACOODOODODOO
gbobobobooooooobooboobobobon

gooooooogo

vlan-mac-prefix 00 0000000000000 00D0O0OO0ODOOODOOOOODOvlan-mac-prefix O
00000000000 Ovlan-macprefix 000 000000000000

goobogo

oo

goobogoooboo

vlan-mac-prefix
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vlan-mac-prefix

vlan-mac-prefix

VLANOOO MACOODOODOOODOOOOOOOOOOOOO

goodgdao

oooooooo
vlan-mac-prefix <mac> <mask>

ogoooad
no vlan-mac-prefix

goobogoo

(config)
goooood

<mac> <mask>
VLANOOOOOOO MACODODODOOODODODODODOOOOOO0OO0OO0O0O00O0 <mac><mask>000
OOVLANOOOOOOOOODODODOOODOOOOOOOOOO0O MACOOOOOOoOooooo

<mac>
MACOOODOOOOOOODODOOOOOOOO

<mask>
<mac>00000000O0O0O0O0O0OO0O00000O0O0OO0OOOOO0O
1. 000o0o0ooooooooo
gooooog
2. 000000
mask0 00 80 340000 onOO0OOODOO
3. dddoooooooooo
0000000 MACOOOOPODDOOODODODO
gooooooooooooooo1oubobD

doddoooooooad

OO0 MACOOOOODOOO

gogoooogo

vlan-macO0OO0O0OO0OOOO VLANOOOOOOOOO 3000000000000 00O00O0OOO
000 MACOOOOOOOOOOOOOODOOOOOOOOOO 30000000000 30000O0
0000 ARPOODOCOOODOOOO MACODOODODODOD VLANOOO MACOOOOOODOO
gboboboboboooboobooboboboobooooo

gooooooogo

gbobooooobooboobobobooon

goobognd

ao
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vlan-mac-prefix

ggoooooo

vlan-mac

256



vlan-protocol

vlan-protocol

O0oo0o0oo0 vVLANOOOOOooooooooooooooooooooo

goodgdao

oooooooo
vlan-protocol <protocol name> [ethertype <hex>...] [llc <hex>...] [snap-ethertype <hex>...]

ogoooad
no vlan-protocol <protocol name>

goobogoo

(config)
goooood

<protocol name>
00000 VLANODOODODODOOooooooooooooooao
1. 00oooooooooog
goooooo
2. 0000404
1400000000

ethertype <hex>
EthernetV2O0 OO0 00O EtherType OODOOOODOO
1. 00oooooooooog
og
2. 000040ad
4000 1600
3. ooooooooooo
0000000000000 0 EtherTypeO OOOO0OQOOoOO

llc <hex>

80230000000 LLCOODSAPOSSAPO OO ODOODOO

1. 00o0ooooooooog
oo

2. 00oooa
4000 1600

3. gooooooooooo
d0d0Dd0oo0ooo0ooOoo LLCOooooooooan

snap-ethertype <hex>
80230000000 EtherTypeO OO QOO OOd
1. 00o0oooooooooao
oo
2. 000004
4000 1600
3. dooooooooooo
0000000000 0000 EtherTypeOOOOOOOOOO
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vlan-protocol

ygodooooooogg

oo
goobogoooboo

oo

gobogoboobod

goOoOOOoOOOOOOOOOOOOOOOOOOOOOOO VLANO protocolDOODODODODODOO
0000000000 O0D0OOprotocol O OO0OODODOOODOOOODODODOOODO

ggodgguo

oo

goobogoooboo

protocol
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vlan-up-message

vlan-up-message

no vlan-up-message O OO OOVLANO UPOOO DOWNOOOODOODOODOODOOOOO SNMP
00 linkUp O linkDown O OO QO OOGO0OOO

goobognd

goooo
no vlan-up-message

goood
vlan-up-message

gogododogo

(config)

goobogoo

ao

gooboooboobooon

VLANO UPOOO DOWNOOOOOOOOOOOOO SNMP OO linkUp O linkDown OO OO0
oo

gooooooo
oo
goboooboobod

gbobooooboobobobooboooon

goobognd

1. VLANOOOOOMIBOOOOO ifLinkUpDownTrapEnable 0000 OO0 O0OOOOOOOOOO
goooooo

gogoooogo

oo
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Jodooobd

instance

name

revision

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree cost

spanning-tree disable

spanning-tree guard

spanning-tree link-type

spanning-tree loopguard default

spanning-tree mode

spanning-tree mst configuration

spanning-tree mst cost

spanning-tree mst forward-time

spanning-tree mst hello-time

spanning-tree mst max-age

spanning-tree mst max-hops

spanning-tree mst port-priority

spanning-tree mst root priority

spanning-tree mst transmission-limit

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree portfast

spanning-tree portfast bpduguard default

spanning-tree portfast default
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spanning-tree single

spanning-tree single cost

spanning-tree single forward-time

spanning-tree single hello-time

spanning-tree single max-age

spanning-tree single mode

spanning-tree single pathcost method

spanning-tree single port-priority

spanning-tree single priority

spanning-tree single transmission-limit

spanning-tree vlan

spanning-tree vlan cost

spanning-tree vlan forward-time

spanning-tree vlan hello-time

spanning-tree vlan max-age

spanning-tree vian mode

spanning-tree vlan pathcost method

spanning-tree vlan port-priority

spanning-tree vlan priority

spanning-tree vlan transmission-limit
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instance

instance

0000000 O0O0O0oo0oooMSTOOOOOOOOOOO VLANDODOOOODO

goodgdao

oooooooo
instance <mst instance id> vlans <vlan range>

oooaono
no instance <mst instance id>

goobogoo

(config-mst)
goooood

<mst instance id>
MSTOOOOOO IDOOOOOOO
1. 00ooooooooooo
ogoooooo
2. 000040ad
00 4095

vlans <vlan range>

MSTOOODOODOOODOO VLCANOOOOOOODOO VLANIDOOOOGOOoooo™"ood

oO0m"'0Do00000000o0o00 VLANIDOOOOGODOoOOoooo

1. Joooooboooobogo
gooooono

2. 000000
10 4095

3. bgdpoobooboooobaod
OMSTOOOOOO IDOODOOOOO MSTOOOOOOOOOOODOO VLANOOODOOOO
oono
000 MSTOOOOOOODOODOOOOOMSTOODOOOD IDOODODODODOODODOOOO
VLANIDOOOO name0 0000000 revisionOODOOOOOO MSTOODOOOOOOO
goooooboooo

doddoooooooad

0000 VLANO MSTOOOOOO IbooOOoOoooOO

goobogoooo

spanning-treemode 1 0000 mst 000000000000 DO0OOOOOOODOODOOOOOOO
oboboboboboobooboooboo

gooooooogo

gbobooooobooboobobobooon

goodgdao
1. MSTOOOOOO IDOOOOO0O0O0O0OshowOOOOOOOOOOODODO
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instance

2. Ring Protocol OO OOOCOOCOCOOCOOOOOOODOOOODOOODOODOO VLANO Ring
Protocol 0 VLANOOOOOOOOOO VLANIDOOOOOOOOOOOOOOOODOOOOOO
VLANOOOOOOOOOoOOoooooo

ggoooooo

spanning-tree mst configuration
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name

name

gbobobooooboobooboobobobooboobooboboobobOobo

goodgdao

gooooooao
name <name>

goooo
no name

goobogoo

(config-mst)
goooood

<name>

gboobooooobooboboobobobooooo

1. 00o00oboooooonoo
gpooooog

2. 000000
2000000000000 0bOO0bO0o"WobO0bOobOobobOUobOOobDOobDOobDOobDOobLbOOon
goboooobobooooooooboboboboooobDobDobobobooooooDooTL
0odoooOOobOOoo0oo0ooOOooooO ,Ob0b0b0db0oo0ooO0ooOO0o0OO0OeDOO0ODOOOOOOO
opoogoooo

3. ooooboboobooooo
O00MSTOOOOOOOOODOOODOOOO0O0OO0OOO revision0OOOOOD0OOOODO

MSTOOOOOOIDO vlansOOOOOOOOOO VLANIDO MSTOOOOOOOOOOO
gbooooooon

gooboooboobooon

name 0 NULLOOODODOOO

goobogoooo

spanning-treemode 1 0000 mst 000000000000 DO0OOOOOOODOOOOOOOOO
0oodbOobOoooooooonog

gooooooogo
gbobooooobooboobobobooon
goobognd

ao

gogoooogo

spanning-tree mst configuration
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revision

revision

gboboooooboboboboooboobooboboboboooboobooobobob

ggodgguo

Ooo0oooooao
revision <version>

ooooo
no revision

goobogooo

(config-mst)
goooood

<version>

oo oooobobbb

1. 00000ooooooooo
goooooad

2. 000000
00 65535

3. 0O0d0ooOopooOoOonooon
O0MSTOODODOOOOOOODOODOODOODOOOO nameO0O00O0O0O0O0OOOO MST
000000 IbDOvlansOOOODOOOOOO VLANIDO MSTOOOOOOOODOODOODO
goodoood

gbooooobooogoo

revision 00000000

ggoooooo

spanning-treemode I D000 mst 000000000000 DOO0OOOOODOODOOOOOOOOO
dopbo0odooOoobooooooao

gobogoboobod
gboooooobobobooobooobogn
ggodgguo

oo

ggoooooo

spanning-tree mst configuration
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spanning-tree bpdufilter

spanning-tree bpdufilter

OooooOo BPDUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOPVST+O
gbobobooobooobooboboboooboooooobooboboboooboooonoo

goobognd

goood
spanning-tree bpdufilter enable

goood
no spanning-tree bpdufilter

goooood
(config-if)

goobogoo

ao
gooboooboobooon

ao
gogoooogo

oo
gooooooogo

gbobooooobooboobobobooon

goobognd

1. O000OOO000OOoOoOoooBPDUOOODOOODOOOODOO
2. Ring Protocol 000 000000000000 OO0OOOOOOO

gogoooogo

oo
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spanning-tree bpduguard

spanning-tree bpduguard

oooOooOoOoBPDUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOPVST+OO
0000000000 00DOO00DbO0O000DOO00D0OCO00D0DODO00DOOPortFastO00OOO0ODO
goooooooboon

goobogo

gooooooda
spanning-tree bpduguard { enable | disable }

googo
no spanning-tree bpduguard

goooood
(config-if)

goobogooo

{enable | disable }
enable 0 O0O00O00OOBPDUOODOOOODOOODODOOdisableDO0O0O0O0OOOOBPDUODOOO
doddoooooooo
1. 00o0oooooooood
goooood
2. 000000
enable 0 O O disable

gbooooobooogoo

spanning-tree portfast bpduguard default 0000000000000
ogooooooo

oo
gooooooood

gboobooooobooboboobooogon

goobogo

1. Ring Protocol 00 O0O00O0DOOO0O0OOOOODODOOODOOOOO

goooooon
spanning-tree portfast default
spanning-tree portfast

spanning-tree portfast bpduguard default
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spanning-tree cost

spanning-tree cost

goooooOoOoOoOoOoOoOopoOoOOoOoOoOoOODOOOOODOOOOOOOOOOPYVST+OOOOOO
gbobobooobooboobobobooboooooooobobo

goobognd

ggoogood
spanning-tree cost <cost>

ggood
no spanning-tree cost

goooood
(config-if)

goobogoo

<cost>
0000o0o000ooo0oUooo0ooo0oopo0ooo0ooooooooDooooDoooooDoDd
0o0ooooooooooon
1. 0000oo0oooooooo
ooooooo
2. 000000
spanning-tree pathcost method D OO0 0O short 0000 OODO
010 65535
spanning-tree pathcost method OO0 OO0 longO OO OO OO
010 200000000
3. 00O0O0oooooooooon
000o000ooo0o0o0oooooooooooooooDooooooog

goooooooooon
spanning-tree pathcost method 0 0 00000000000 DOODOOOOOOOO
Ring Protocol 00 O 0D 0O0OO00OOODOOOODOOD1000000O0O0

gogoooogo

oo

goboooboobod

gbobooooboobobobooboooon

goobognd

1. spanning-tree vlan cost 0 00 0 O O spanning-tree single cost 0 0 0 0 0 O 0O O spanning-tree mst
cost 10 0000000DOO0DOO0ODODDODDOODODDOODODOOO

2. spanning-tree vlan pathcost method O 0 0O 0 0 0O O spanning-tree single pathcost method 0 O O O
O0000000oooooooooooooooooon

3. Ring Protocol 000000000 DODOO0DOO0ODOOOOODOD
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spanning-tree cost

gooooood
spanning-tree pathcost method
spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost

spanning-tree mst cost
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spanning-tree disable

spanning-tree disable

O000o0ooOoOoOoOooooPVSTHOOOOOOOOOOOOOOOOOOOOOOOOOOO0O00O0
gbobobobooobooooboonoo

goobognd

goood
spanning-tree disable

ooooo
no spanning-tree disable

gogododogo

(config)

goobogoo

ao
gooboooboobooon

gboboboooooboooon
gogoooogo

oo
gooooooogo

gbobooooobooboobobobooon

goobognd

1. GSRPOOODDODOO0OOOOOODOOOODDOOOODOno spanning-tree disable 00000000
googo

gogoooogo

oo
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spanning-tree guard

spanning-tree guard

goooooOooOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOODOOOPYVST+OOOOO
gboboooooooboobobobooobooooooboobobooboooboon

goobogo

gdoodoood
spanning-tree guard { loop | none | root }

googo
no spanning-tree guard

goooood
(config-if)

goobogooo

{loop | none | root }
loop0 000000 0OOO0OOODOODOODOODODODOOOOOODOODOODOODOOOOOOO
dddddoooooooooo
none 10000000000 0OO0OOOOOOOOOOOOO
root O 0O0O0O0OOOODOODODOOOOOOOODOODOOOOO0O0
1. 00o0oooooooogod
goooooad
2. 000000
loopd noned O O O root

gbooooobooogoo

spanning-tree loopguard default 0 0 00000 O0OO0OOO

ggoooooo

BPDUOCOOODOOOODOOOOOOOODOOODOOOOODOOODOOOOODUPOOODOO
gboboooooooboobobobooobooooooboobobooboooboon

gobogoboobod

spanning-tree portfast default 0 0 0 0 0O 0 O spanning-tree portfast 1 0 0000000000 O0O0O
spanning-tree portfast default 0 0 0 0 0 0 O spanning-tree portfast 1 0 0000000000 O0O0O
dddddooooooooooooooobobobobobobobooboobobobooooooa

ggodgguo

1. spanning-tree portfast default 0 0 0 0 0O O O spanning-tree portfast 0 0000000000000
gooooooaad

2. 000000000000 D0OD0O0DO0O0O0O0OO0O UPOOO0ODOODOODOO NIFOO UPODOODO
0MoooooboooOooobodbobOoobOO0o0obDoOoobDo0ooObOoobOoooDbOoOoobooo
JddoodobOodboodooDbO0dobOO0o0bO0dbDo00obOO00ODObOOo0DOOoO0oD BpPDUDODOOO
godooooooooo

. dooooooouoboobobbbbbobbbbobbobuobdddddddoUuUUuUoUo
d0dboooooooBpPDUOODOODOOOOOOODOODODOODOOOOO
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spanning-tree guard

4. Ring Protocol 000 000000000000 OOOOOOOOO

goobogoooo

spanning-tree loopguard default
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spanning-tree link-type

spanning-tree link-type

0000000000 00ooO0o00ooo00oDo00o0oOoo0oDo00oDooOOoPYVST+OO0ODOO
0000000000 00000000000000000000D00O 0000 spanning-tree mode 0 O
000 rapid-pvst 000 mst 000000 O0OOODO spanning-tree vlan mode 0 0 0O O O rapid-pvst

0000000000000 00000000000000000 Point-to-Point 00000000000
spanning-tree singlemode 0 0000 rapid-stp 0000000000000 O0OO0OOOOODOODOODO

00000 Point-to-Point 000000 OOODOO

ggodgguo

gooooooda
spanning-tree link-type { point-to-point | shared }

goooao
no spanning-tree link-type

goooood
(config-if)

goobogooo

{ point-to-point | shared }
point-to-point 00 0000000000 OOO Point-to-Point 000000000 shared 000
00000000000 sharedDODOOOOOODO
1. 000o0o0ooooooaoaad
goooood
2. 000000
point-to-point 0 00 O shared

godoodoooooon
0000000000 pointto-pointD 0000 O0OOO0DOOO sharedDOOODOOODOO
Ring Protocol 000000000000 ODOODONOpoint-to-point 00O OO OO

ggoooooo

oo

gooooooogo
gboobooooobooboboobooogon

goobogo

1. pointto-point 00000 0O0O0STPOOOOOOOOOOOOOOOOOOOshared0OOOOO
ooSTPOO0O000000000O000000000
2. Ring Protocol DO OOOOCOOCOOOOOCOOOOOOODODODOO

goooooon
spanning-tree mode

spanning-tree vlan mode
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spanning-tree link-type

spanning-tree single mode
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spanning-tree loopguard default

spanning-tree loopguard default

goooooooOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOODOOOOOPYVST+OOO
gbooboooooooboboboboobooobogon

goobogo

googo
spanning-tree loopguard default

googo
no spanning-tree loopguard default

goodoogo

(config)

goobogooo

oo

gbooooobooogoo

spanning-treeguard 0 0 000000000000 0OOCOOO0OODOODOO spanning-tree guard O 0O O
ddddooooooooooooo

ggoooooo

BPDUOCOOODOOOODOOOOOOOODOOODOOOOODOOODOOOOODUPOOODOO
vbobooooooobobobobooobooboooboobobobobooobooo

gobogoboobod

spanning-tree portfast default 0 0 0 0 0 0 O spanning-tree portfast 1 0 0000000000 O0O0O
spanning-tree portfast default 0 0 0 0 0 0 O spanning-tree portfast 0 0 0 000000000000
dddddooooooooooooooobobobobobobobooboobobobooooooa

goobogo

1. spanning-tree portfast default 0 0 0 0 0O O O spanning-tree portfast 0 0000000000000
goooooood

2. 0000000000000 DO0O0OO0O0O0O0OO0O UPpOOO0ODOODOODOO NIFOO UPODOODO
0MmoooooobooooooobobddddddddoooooooooooooooooobooOn
Jddo00odo0bO0dbOo0o0oobO0doODOO0o0bO0d0Do00DOO00DObOOo0DOOoO0oD BpPDUDODOOO

gboboooooobog

3. dbooboobooboobobobooboooooboobobobooooboooboobobobobooon
gooooOoooooBpPDUODOOOOOOOOODOOODOOOODDOO

4. Ring Protocol OO0 OO0 DOOO0OODODOOODOOOOODOOODO

goobogoooboo

spanning-tree guard
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spanning-tree mode

spanning-tree mode

goo0oo0oooo0o0ooo0o0ooodooo0oooooooooooooogoooDOooooooo
000o0ooooopVST+O0 00000000 O0OO0OOO0ODOOODOOOPYVST+O00000O0O
spanning-treevlanmode 0 000000000000 OO0OOOODOOOOOO

goobognd

oooooooo
spanning-tree mode { pvst | rapid-pvst | mst }

goood
no spanning-tree mode

gogododogo

(config)
ogoooooo

{pvst | rapid-pvst | mst}
Ogoddoooooooooooodooooooooo oo oo oo ooOoooOoOon
0000000000000 pvstJ00D00DOD0OO0OOODOODOODOODOO PVST+O0OODOO
O0Orapid-pvst 0000000000000 OO00OD0OODOOOOO PVST+O00000OmMstdO
goboooooooooooooooooooooo oo oo oo oooooooo
0000000000000 00pvst000 rapid-pvst 00000000 OOO0OO
1. 00d0odooooooooao

goooooao
2. 00o0ooad
pvstO rapid-pvstd 0 0O 0 mst

doddoooooooad

000000000 O0D0000D00D0 spanning-tree modepvst 10000000
ogoooogo
gooooooooOoOooOoooooUoUOoUoULDULoUoUoLoOooo
gooooouogo

0ooo0o0oo0ooooooooooooo

gooogad

oo

goobogoooo

spanning-tree link-type
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spanning-tree mst configuration

spanning-tree mst configuration

gooOoOoOoOoOoOOOOOOOOCOOOOOOOOOOODOOOODOOOOOCconfigmstOOOOOO
gbobooooooobooboboboooboooooboobobobobooboooooboobOoboOoDboOob

goobogo

googo
spanning-tree mst configuration

googo
no spanning-tree mst configuration

goodoogo

(config)

goobogooo

oo
gbooooobooogoo
oo
ggoooooo
oo
gooooooogo
gboobooooobooboboobooogon
goobogo

oo

gooooooo
instance
name

revision
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spanning-tree mst cost

spanning-tree mst cost

gboboboooboobobobobobooboooooboobobon

goodgdao

oooooooo
spanning-tree mst <mst instance id list> cost <cost>

ogoooad
no spanning-tree mst <mst instance id list> cost

oogogoooo
(config-if)

gogododogo

<mst instance id list>
MSTOOOOOOIDOODODODODODODODO MSTOOOOOO IDODOoOOoOoooo™"oood
oM ""ooooooodoooooo MSTOOOOOO IbDOOoOooooooood
1. 000o0o0ooooooooo
goooooo
2. 000000
00 4095

<cost>
o0000o000ooo0oU0oo0ooodoooOo0ooooooo0ooDooooooDOoooDooDOd
OO00oooooooogooo
1. 00000OOoooooooog
ooooooo
2. 000000
10 200000000
3. 0ODoDOOoboOoooooooag
000o000ooooooooooooooooooooooooog

goooooooooon
spanning-treecost 1 00000000 O0OOO
Ring Protocol 00 OO DOOO0OOODOODOODOODOOD10000000O0

gogoooogo

oo

goboooboobod
gbobooooboobobobooboooon

goobognd

1. interfacerange 000 000000000000 OOOMSTOOOOOO IDOOOOOOOOO
oooooMSTOOOOOO IDODOOOOODOOOO
2. Ring Protocol 0O OO O0OO0OO0DOOCOOODOOOODOOOODODO
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spanning-tree mst cost

ggoooooo

spanning-tree cost
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spanning-tree mst forward-time

spanning-tree mst forward-time

gboboboobooboboboboboobooooboobobobo

goodgdao

oooooooo
spanning-tree mst forward-time <seconds>

ogoooad
no spanning-tree mst forward-time

goobogoo

(config)
goooood

<seconds>
oo oo
stp-compatible 000 0000000000000 DOODOOO0OO0OOOOOOODOOOOOOOO
OOstp-compatible 100000000000 DOO00OOOOO0ODODOOOOODODODOODOOOODOOO
dddddooooddooooooooooooooooooooonoO
1. 00ooooooooooo
gooooog
2. 000040ad
40 30

gooboooboobooon

gboboboooboobobobi00000000
goobogoooo

ao
gooooooogo

gbobooooobooboobobobooon
goobognd

ao

goobogoooo

ao
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spanning-tree mst hello-time

spanning-tree mst hello-time

goooOooOoooooooo BPDUOOOODOOODOOOOO

ggodgguo

doodooooad
spanning-tree mst hello-time <hello time>

goooo
no spanning-tree mst hello-time

goobogooo

(config)
goooood

<hello time>

00o00oooooooo BPDUOOOODOODOODOODOOOOOO

1. 00o0oooooooogod
goooooad

2. 000000
10 10

3. U0ooooooonoooD
10000o0ooooooooobooboobooooooaa

ygodooooooogg

BPDUOOOOOO 20000000
goobogoooboo

oo

gooooooogo
gboobooooobooboboobooogon
ggodgguo

oo

goobogoooboo

oo
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spanning-tree mst max-age

spanning-tree mst max-age

0oooo0oo0ooOooooooooo BpPDUCOOOOOODOOODODOO

goodgdao

oooooooo
spanning-tree mst max-age <seconds>

googd
no spanning-tree mst max-age

goobogoo

(config)
goooood

<seconds>
Jd00ooooo BPDUOOOOOOOOOOOOOODODODOO

1. 0obooboooooboooo
gboooooog

2. 000000
60 40

3. Uboboobobooooooo
20000000000000D000O00O00O0O0O0O00O0O00O0DODAO

doddoooooooad

oooooBpDUOOOOOOOO 20000000000
goobogoooo

ao

gooooooogo
gbobooooobooboobobobooon
goodgdao

oo

goobogoooo

ao
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spanning-tree mst max-hops

spanning-tree mst max-hops

gooOooooooooooo BPDUODOOOOOODOODOODODOODODOO

ggodgguo

doodooooad
spanning-tree mst max-hops <hop number>
spanning-tree mst <mst instance id list> max-hops <hop number>

ooooo
no spanning-tree mst max-hops
no spanning-tree mst <mst instance id list> max-hops

goodoogo

(config)
goooooo

<mst instance id list>
MSTODOOOOO IDOOOOOOOOOO MSTOODOOOO IDOOOOOOOOO"™"0O0O0O
oMm""ooooooooooooo MSTOOOOOO IDOOOOOOOoOoOooOg

1. 0ooooooooboobao
O0o0oMSTOOOOOOOOOoOoOooooo

2. 000000
00 4095

<hop number>
00DOO0O0o0OO0o0oBPDUODOOODOODOOODODOOODOOO

1. 000000oooooboobo
20

2. 000000
20 40

ygodooooooogg

BpDUOOOOOOOOOOOCO 200000000
goobogoooboo

oo

gooooooogo
gboobooooobooboboobooogon
ggodgguo

oo

goobogoooboo

oo
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spanning-tree mst port-priority

spanning-tree mst port-priority

goooooOoOoOoooooooMSTOOOOOOOOOOOOOOOOOODOODOODOOO

goodgdao

oooooooo
spanning-tree mst <mst instance id list> port-priority <priority>

ogoooad
no spanning-tree mst <mst instance id list> port-priority
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oooono
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9 3850 512 512
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1 7690 1024 1024
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gooOoOoOoOoOoOOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOORIng Protocol
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policy-vlan
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gobobooobooboooooooobobobobbooboobDobDobUobDobobO 100 O
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policy-channel-group
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3. 00000000000 00D0O0O0000OD000D0D0O0O00OO channel group number 00 000
ooooooooooooo

goooooon
interface vlan
channel-group mode
permitl] advance access-list[]
permit] mac access-list extended
permit[] ip access-list extended[
permitl] ipv6 access-list[]
policy-switch-list
policy-vlan
policy-interfacel] policy-switch-list[]
policy-switch-list resequence

track-object
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policy-interfacel policy-switch-list[]

policy-interfacel] policy-switch-list[]
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1. J0ooooooooooa
gooooooo
2. 000oOOoad
NIFOOOOOOOOOOOOoOooomooooooooooooooooooooooo

track-object <track object id>
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policy-interfacel] policy-switch-list(l
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interface vlan
permitl] advance access-list[]
permit] mac access-list extended
permit[] ip access-list extended[]
permitl] ipv6 access-list[]
policy-switch-list
policy-vlan
policy-channel-group
policy-switch-list resequence

track-object

356



policy-switch-list

policy-switch-list

gbobobooooboboobobobobooboooo
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357



policy-switch-list

defaultO policy-switch-list(]
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policy-switch-list default-aging-interval
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ip igmp snooping mrouter

ip igmp snooping querier
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ip igmp snooping globalll

ip igmp snoopingl] globall]

368

O00O00O0IGMP snooping 000 OO OOOO

ggodgguo

goooao
no ip igmp snooping

ooooo
ip igmp snooping

goobogooo

(config)

goodoogo

oo
gbooooobooogoo

O0O00O0IGMPsnooping 0000 OOODOODO

goobogoooboo

IGMP snooping 0O OO OO OO0

gooooooogo

gboobooooooooboobobob

ggodgguo

1. 000000 IGMPsnooping 00000000000 OMACOOOOOOOOOOOOODODODOO
0000000000000 0O000U00UU0UULOUOUUOOOIGMP snooping DO OOOOOO
O0ooMACOOUOOOO0O0O0O0O0O0O000000MOO0O00oo0oooooooo velllD3.000
ooooooooMACOOOOOOOOOOOOOOMACOOOOOOODOOOODOOOOOODO

gboboooooo

2. noipigmpsnooping 000 0000000000000 IGMP snooping0 00000 O00O0OOO
OOVLANOOODOOOOD ipigmpsnooping 000000000000 O00DOOOOODOO IGMP

snooping 100 0O0O0OOOOO

ggoooooo

oo



ip igmp snooping interfaced

ip igmp snoopingl] interfacel]

VLANOOOOOOOOOIGMP snooping0 000000000

goodgdao

ogoooad
ip igmp snooping

ooood
no ip igmp snooping

oogogoooo
(config-if)

gogododogo

oo

gooboooboobooon

ao

goobogoooo

ao

gooooooogo

gboboboboooooooon

goodgdao

1. 0000000OVLANOOUOOOOOOO IGMP snooping0 000000000 OOMACOOOO
gdooooOoOoOoOoOoOoOOoOOOOOOOOODOOOOOOOODOOOODOODOOOOODOOIGMP
snooping 00 000OCOOOOOOOMACOOOOOOOOOOOOOOOOODMOOOOoOoOO
goOoooo vol1Os.00oooooooooMACOOOOOOOOOOOOOOMACOOOO

gbooboooooooboboboboobooogon
2. 00000000000 00DODO0O0D0OQO noipigmpsnooping00000000D0OO0OODOOO

IGMPsnooping 0000000000000 DODODOO0OOOOODOODOODOOOOOOOO
IGMP snooping 00 OO OO OOO0O

gogoooogo

oo
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ip igmp snooping fast-leave

ip igmp snhooping fast-leave
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VLANOOOOOODODODOIGMP Leave 0 00O IGMPv3 Report0 00000000000 OOODOOO
gboooooobooboboboooboooboon

goobogo

googo
ip igmp snooping fast-leave

googo
no ip igmp snooping fast-leave

goooood
(config-if)

goobogooo

oo

gbooooobooogoo

IGMP Leave 0 00O IGMPv3 Report0 0 0000000000000 O0OOOOOOOOOOOOOO
go000oO0oO0O0O0OO0O0OO0O0O0OOOOOOOOOOOOOODOOOODOOOOOOOOOOIGMP Leave
000 IGMPv3Report0 00 0 0000000000000 OOOO0O3000000000OIO0OO
gboooooooboobaobd

goobogoooboo

oo

gooooooogo

gboobooooooooboobobob

ggodgguo

1. 0000000000 IGMP Leave D OO0 IGMPv3 Report0 D00 000000000 O0O0O0O0OO
gbobobobooboooooobobobobooboooooooobobobobobooobooooDo
gboboboooboooboobooboboboboooooboooboobobobobobobooboooboobo
00000000000 IGMPReportD D0 OODOODOODOOOOOOOOOOOODOOOOOOO
goooo

ggoooooo

oo



ip igmp snooping mrouter

ip igmp snooping mrouter

VLANOOOOOOOOOOOOOOOOOOOOooOoooooooo

goodgdao

ogoooad
ip igmp snooping mrouter interface <interface type> <interface number>

ogoooad
no ip igmp snooping mrouter interface <interface type> <interface number>

oogogoooo
(config-if)

gogododogo

<interface type> <interface number>
oo bbb
1. 00o0oooooooooo
ogoooooo
2. 000004
<interface type> <interface number>0 00000000000
O gigabitethernet <nif no.>/<port no.>
O tengigabitethernet <nif no.>/<port no.>
<nif no.>/<port no.>0 0 NIFOOOOODOODODOOOOOOO<nifno.>000 <portno.>00
O0OOO0OOVLANOODOODO NIFOOOOOOOoooooood
0 port-channel <channel group number>
<channel group number> 00 0000000000000 O0OOOVLANOOOOODOODOODOO
goodooobododddddoooooooomooooooooooooooo o
gooooog

gooboooboobooon

ao

gogoooogo

oo

gooooooogo
gboboboboooooooon

goobognd

1. 0000000000 ipigmpsnooping 0000000000000 000000O

2. 000000000000000O00001VLANOODOOO 80000

3. port-channel 0 0000000000000 O0O00000000000000000000000O
000000000000000000000000000000000

gogoooogo

ip igmp snooping
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ip igmp snooping querier

ip Igmp snooping querier

VLANOODOOOODOODIGMPOOOOOOOOOOOOOO

ggodgguo

goooao
ip igmp snooping querier

goooo
no ip igmp snooping querier

ooooooo
(config-if)

goodoogo

oo
gbooooobooogoo

oo
goobogoooboo

oo
oobooooboobod

gboobooooooooboobobob

goobogo

1. 0000000D0O0O ipigmpsnooping00000000O00COOIPODOOOODODOOODOCOOO
gbobobooooobooboono

goooooon
ip igmp snooping

ip address
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MLD snooping

ipv6 mld snooping globalll

ipv6 mld snooping interfaceld

ipv6 mld snooping mrouter

ipv6 mld snooping querier
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ipv6 mld snooping globalll

ipv6 mild snoopingL] globalll

374

O0O00OO0OMLD snooping 0000 OO OOO

ggodgguo

goooao
no ipv6 mld snooping

ooooo
ipv6 mld snooping

goobogooo

(config)

goodoogo

oo
gbooooobooogoo

O0O00OO0OMLD snooping 000000 OOOO

goobogoooboo

MLD snooping 00O OO O0OO0O

gooooooogo

gboobooooooooboobobob

ggodgguo

1. 000000 MLDsnooping0 000000000 0OOMACOODODODODODOODOODOOOODODODOO
0000000DO0O00Db0O000DO0O00DODO00D0OO0OMLD snooping0O00O0O0O0DOOOODO
OOoMACOOUOOOOO0OO0O0O0O0O00O0000MOO0O0o0oooooooonon velllOD3. 00000
ooooooMACOOOOOOOOOOOOOOMACOOOOOOOOOOOOODOOOOOOO

obobooboob

2. no ipv6 mld snooping 000000000000 MLD snooping0 0000000 O0O0ODOOOVLAN
00000000 ipvéemldsnooping 000000000 0OO0ODOODOODOOOOO MLD snooping O

gbooooogno

ggoooooo

oo



ipv6 mld snooping[ interfacel]

ipv6 mld snoopingll interfacel

VLANOOOOOOOOOMLD snoopingDOOOCOCOCODO

goodgdao

ogoooad
ipv6 mld snooping

ooooo
no ipv6 mld snooping

oogogoooo
(config-if)

gogododogo

oo

gooboooboobooon

ao

goobogoooo

ao

gooooooogo

gboboboboooooooon

goodgdao

1. 000000O0OVLANOOOOOOOOO MLD snooping 000000000 OOOMACOOOO
goooooooooOoOooo0oO0obOoOoO0OooOoO00ooDOoO00ooOooOooDOOoOoOoDbDOoOoOoMLD
snooping 00 000OCOOOOOOOMACOOOOOOOOOOOOOOOOODMOOOOoOoOO
goOoooo vol1Os.00oooooooooMACOOOOOOOOOOOOOOMACOOOO

gbooboooooooboboboboobooogon
2. 0000000000O000DODO0O0O0O0 noipvémld snooping0 00000 OOOODOCOOODOO

MLDsnooping 0000000000000 0ODOODODOOOOOODOODOODOOOOOOO MLD
snooping 1 000 O00OOOOO

gogoooogo

oo
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ipv6 mld snooping mrouter

ipv6 mld snooping mrouter

VLANOOOOOOOOOOOOOOOOOOoOOooOoooooooo

ggodgguo

goooao
ipv6 mld snooping mrouter interface <interface type> <interface number>

goooo
no ipv6 mld snooping mrouter interface <interface type> <interface number>

goobogooo

(config-if)
goooood

<interface type> <interface number>

oo bobbobbbbobbbo

1. 00o0oooooooooad
goooooad

2. 000000
<interface type> <interface number>0 00000000000
O gigabitethernet <nif no.>/<port no.>
O tengigabitethernet <nif no.>/<port no.>
<nif no.>/<portno.>0 0 NIFOOOOOOODODOOOOOOO<nifno.>000 <port no.>00
O0OOOOVLANOODOODO NIFOOOOOOoOoOoooooao
O port-channel <channel group number>
<channel group number> 00 0000000000000 O0OO0OVLANOOODOOOOOOOO
oo b0 ooooooooo
goodoood

gbooooobooogoo

oo

ggoooooo

oo

gooooooogo
gboobooooooooboobobob

goobogo

1. 0000000000 ipvémldsnooping 0000000000 OOOODOCOOODOO

2. 00000000000000000001VLANOOOOO 80O0OO

3. port-channel 00 000000000000 OOOOOOOOOOOOOOOOOOOOOOOOO
gbobobobobooobooboobobobooboooooooboobobo

ggoooooo

ipv6 mld snooping
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ipv6 mld snooping querier

ipv6 mild snooping querier

VLANOOOOOOOOOMLDOOOOOOOOOOoOoooo

goodgdao

ogoooad
ipv6 mld snooping querier

ogoooad
no ipv6 mld snooping querier

oogogoooo
(config-if)

gogododogo

oo
gooboooboobooon

ao
goobogoooo

ao
ooboooooobod

gboboboboooooooon

goobognd

1. 0000000000 ipvémld snooping 00000000 OO0DODO IPOODOOOODOOOOODODO
gbooboooooooboobobo

goooooon
ipv6 mld snooping

ipv6 address
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gsgboopoboobooobooboono

bbbt bood
Jouoood

22100000000000000C00DOODO0O0OD
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2200000000000000000000000

210000000000 ooouooogd

2211000

0221000000000000

ooooo

od

<valuel> has already been set -- <value2>.

<valuel>000000000000000O0<value2>000000000
ooo
<valuel>00000000C0O0O0OOOOOOOOOOOOOODOODODOO
oooooo

<valuel> has already been set.

<valuel>000000000CODOODODO
<valuel>00000000C0O0O0OOOOOOOOOOOOOODOOODOO
oooooo

<valuel> is not in range from <value2> to
<value3>.

<valuel>00000000000000
oobooooooooooooo

<valuel>0 000000
<value2>0 000
<value3>0 00O O

Can not change it because data is not
corresponding.

obob0oooooooooooooooOoooo
gboooooooooooooooboooao

Can not change mode from <valuel> to
<value2>.

<valuel>00 <value2>0000000000000O0O
gooo0oooooooobooooooo

Can not delete it because data is not
corresponding.

goo0ooooOoooobOoOoo0ooOoO00ooOOoOoooOooooOooOoboooo0oo
oo
goo0ooooOoooobOoOoo0ooOoO00ooOOoOoooOooooOooOoboooo0oo
ooo

Can't delete this configuration referred by
other configuration.

goobooobooooooOoOoooO0oOooOoOoOobOOoOoOoOoOOoOoOoOoOoo
ooooooooooo
ooobooooboooOooooOooOoO0oOooOoOoOoOooOoOoOoOoOOoOoOooOooOoo
oo

Essential parameter <valuel> has no value.

0000000000 <valuel>000000D00O0ODODODODDODODO
oono
<valuel>0000000O00COOO

Interface not found.

o0o0ooooOoooDOo0oO0oooooon
ooo0oooboooooooOoobooooo

Invalid DUID. -- <valuel>

<valuel>0 DUID OO OO0O0OO
goooooooooobooooon

<valuel>00 000

Invalid IPv4 address. -- <valuel>

<valuel>0 IPv4 000000 O0OOOO
goooo0oooooooooon

<valuel>00 000

Invalid IPv6 address. -- <valuel>

<valuel>0 IPv6 00000000000
gooooobooooooooon

<valuel>00 000

Invalid line type.

oooooooogoo
OO NIFOOOOOOODOOODOOODOOODDOO

Invalid MAC address. -- <valuel>

<valuel>0 MACOOOOOOODOOO
goooooobooooooooo

<valuel>0 0000
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220000000000000000000000O0

ooooo

oo

Invalid nif number. -- <valuel>

<valuel>0 NIFOOOOOOOOO
gooOoooooooobooooo

<valuel>0 0000

Invalid port number. -- <valuel>

<valuel>0000000000C0ODO
gooOoooooooobooooo

<valuel>00 000

Invalid Mask. -- <valuel>

<valuel>000000000000000O0
gooOoooooooobooooo

<valuel>0 0000

Maximum number of entries are already

defined (config memory shortage). <valuel>

goooooooooooooooobooOoOooooooog
oob0OO0000Oo0O00D0O0save0O0O0O0OOO0O0DOOOOOOOODOOOO
oo

<valuel>0 00000

Maximum number of entries are already
defined. <valuel>

gooOoooooooooooobooooOoooooOooooocoooooo
ooooooooooooooooobooooooooobocooaon
oooooooooooooooboOoooooooooooooooOoo

<valuel>0 000000000000

Not found <valuel>.

0000 <valuel>0000000C0CO0ODODO
<vlauel>000000COO0OCOOOOOOODODOO

Port is not mounted -- <valuel>.

oboooooooooooooooooooooon
gooooooooooooooboOoooOooOoOoOoO NIFODDOODO
oobooooooooo

<valuel>ONIFOOOOOOOO

Syntax error -- <valuel>.

ooboooooooooboooooboooooooobooooon
oboooooooooooooooooooooon

<valuel>0 0000

The different name is already defined.

ooboooooooooooooooo

The number in which list specification is
possible is <valuel>.

0000000000 <valuel>000
oobooooooooooooooooooo

<valuel>0 000000000000 OOO

The sequence number exceeded the
maximum value. Try "resequence"
Command.

gooooooooooocooooono
00000000000 Oresequence 10000 O0OO0O0O0OO0O0OO
ooooooooooooooood

This configuration has already been set.

goooooooooooooooooooooo

Too long value or illegal format (max
<valuel> characters).

00000000000 <wvaluel>0000000C0O0OOODODOODDOO
gooocooo
obooboooooooooooocoooocoooon

<valuel>0 00000000

Too long value or illegal format (max
<valuel> digit number).

00000000000 <valuel>0000000000000000OO
oooocooo
goobooooooooooooooobooooo

<valuel>0 0000000
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2200000000000000000000000

221200 00000000000000000

0222000000000000000000O0O0O0O0O0OOO

ooood

oo

<process> is starting. Please try again.

oooooooooooo
gobOooooocooooooooo

<process> 00 0O0O0O0ODO

A specified number of interfaces exceeds the
limitation.

gobobooooooooOoOoOoooOoooooobOoOoOoOooOoocooooon

Cannot change standby configuration,
because it is mismatch between active and
standby system.

goboooooooooOoooooooooobOoOooOooOobocoooooo
gobobooooOooooOoOoooOoOoOooOoOoOooDOoOoooOoOoooon

Cannot change standby configuration,
because standby config memory
shortage.<reason>

J0ooo0oDoo0DoooDoooOoDooOooDooooooooon
goopoooooooooon

save 10000 synchronize 0 00000000000 OOOOOOO
goooooooOooooooooooo

<reason> 0 00O

Can't execute config command, please try
again.

goboooooocooooOooooooo
gobooooooooobooooooo

Configuration command syntax error.line
<line number> : "<error syntax>"

goboooooboooooOoOooOoOoboOoOoOoobOOoOoOoOobocOoOooooOoo
ooao

<line number>0 0000000000
<error syntax>0 000000000000

Configuration data cannot temporarily
delete. Please try again.

goboooooooobOoO0oooOo0oOooOoOooOoOoOoOoOobocOoOooooOoo
ooood
gobooooocoooboooooood

Configuration file is empty.

ooooooDbOOoO00oDOoO00oDOoOooDno

Connection failed between active and
standby system.

gooooooOoOooDOoO0oo0ooOo0oO0oooobOoOo0ooobooooooo
gobooooooooboocOooobooOoOooOoOoOobOoOoOobOOoOooOooo
synchronize diff 0 0 0 0 0000000000000 OOOOOOOOO
0000000000000 0000 NGOOOOOsaveOOOOOOO
synchronize 0 00 00000000000000000000000O00O0
ooooooooo

Data transfer failed. (<reason>)

gooooooOoOooobOoO0oo0ooOo0o0ooooobOoOo0oooobooooooo
00000 debugODOOCOOOOODOOODODODODODDOD

<reason> 0000

File format error.

gooooooboooooobooooo
goboooooooooOoooocooboooooo

File name is a directory.

goboooooocooooboooo
goooooooooobooooo

File name too long.

gobooooocooboooooood
goooooooooobooooo

Filename or directory path is too long.

goooooooooobooooo
gobOooooocooobooboooo

Logical inconsistency occurred.

Ooooooooooobooooooooono
goooooooobooboooooooobooooooooooooa
J00000000000000000000 show running-config 0 0 O
goooooo

end0 000000 quithexitO OO0 O O00OCtrlD+0CO0O0O0OO0O
0000000000000 000000000000000bOendOO
j0000000o0o0ooo0UooUoooooUooooooog
O0o000o0o0oooooobooooooooobooooooooo
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220000000000000000000000O0

ooooo

oo

No enough parameters.

oooooooboooooooooo
oob0ooooboooooooooooo

No such file or directory.

obobooooboooooooOoOoooobooOooooa
gooooooooooOooobooOoooooooooooo

Not enough memory, configuration file is too
big.

oobooooboooooodoooboO0o0ooOoOoOooOoocOoOoooOoOooOoo
oooocooo

Not enough space on device.

ooooooooooobooooon
oob0ooooooooooooood

Now configuration data is changing. Please
try again.

oob0obooooooOooOooOoOooboOoO0oOoOoOoOoOoOoOoOOOoOoOoOoOoo
oo
ooobooooooooooooo

Permission denied.

goo0ooooooobooooobooooon

Resource temporarily unavailable.

ooo0ooooooobooooooo
oob0ooooooooooooood

The command execution failed, because
another command executing.

oooooooooobDooooobooooOoooobooOooooo

The command execution failed, because
configuration file is editing.

ooobooooooooOooOoOooboO0o0ooOoOoOoOooOoboOoOoDOboOoOoooo

The command execution failed, because
configuration file is saving.

goo0ooooooobDoOo0oOooboO0ooOooooDooOooooo

The command execution failed, because
mismatch found between active and
standby configuration.

dd0o000O0O0O0O0O0O0O0U0O0O0U00U0O0DUO0LOUO0OUOODOO
ooooooo

save 0000 synchronize 0000000000 O0O0OOOOODOOO
gdoo0o0oO0oOoOoOoOoOoooooDooDo

The command execution failed, because
multiple commands can not execute
simultaneously.

goooooooooobooooobooooo

The command execution failed, because NIF
board setting.

NIFOOOOOOOOOOOOOODOOODODOODDO

The command execution failed, because
software version mismatched.

oooooooooooooooooooooOooooooboOoooboooOoo
ooooooooooooo

The command execution failed, because
switchover executing.

gooooboooobooobooooboboboon

The command execution failed, because
system synchronizing active and standby
configuration.

ooooooobooooobooooooboooooooobooOooOoobooooo
gooooooooOoobooOoOoooOoooooooooo

The configuration file on the active system
was successfully changed, but the
configuration file on the standby system
was not changed because it failed in the
copy of the configuration file.

oooooooooobOooooOoOoO0ooOooooOoooOoooOoOoooo
obob0ooooboooooooOoooOooooOoOobooOoOooboOoooon

The configuration on the active system was
successfully changed, but the configuration
on the standby system was not
changed.<reason>

Jgd00ObO0o0o0bObO0o0o0obDbOoOo0obDbOOoOoOobObOobOoOooooo
gooobooooboobooo

save 10000 synchronize 000000000000 OO0OOCOOOO
goobobooooboooobooon

<reason>0 0000

The saving command is being executed,
please try again.

O0saveO000O0O0O0O00O0O0O0OO0O0OOODOOOOOOO
oobooooooooooooood

This configuration is active.

oooooooOoooobOooOooOoO0oO0ooOooOooOoocOoOoDooOooooo
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220 0000000000000000000O0O0DO

22130 00000000000 RADIUS/TACACS+ U [

022-3000000000000 RADIUSO TACACS+0OOODODOOOOO

oooog oo
Maximum number of entries are already 000000000000 00000ooooooOooon
defined. <valuel> jd00d0doo0O0ooo0O0oooOooooooo

<valuel>0 00000

Port Number is duplicate between auth port | auth-port 0 acct-port 0 D 0000000000000
and acct port.

22140 SSHO O

0 22-40S8SHOO0000000O

ooooo oo

ssh: '<file path>' file open error.(<reason>) joooo0ooooooooooo

<filepath>0 000000
<reason>0 00000

ssh! input file is bad format. jooooooogooooooo

ssh: Public keys are a maximum of 10 entries per one 0000100000000 100000040
user.

ssh: The number of bits of a public keyisout of range. OOOO0O0O0O0OO0O0OOO0O

ssh: The public key is bad format. goooo0oooooooo

ssh: The public key is nothing. gooooooooo

ssh: The public key is too long. gooooooooo

ssh: Usernames are a maximum of 20 entries. 0000000 200000000

2215000000 DNSOO

0225000000DNSOO0ODOOODODODO

ooooo od

Same name <value> has already been set. 0000 <value>O0DOODOOOOODOOOOO

221600000000

022600000000000000

ooooo oo

Cannot change the configuration because =~ DHCP snooping 0 0 000 0000000000000 0O0O00000ODOO
there is an inconsistency between fldm 000000000 O000ooooooooon
and ip dhcp snooping. 0000000000000 00D000000ODHCP snooping 00000
gooobooo
¢ fldm prefer default standard
o fldm prefer {default | filter-only | qos-only | filter | qos} extended
¢ fldm prefer qos-only extended-advance
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220000000000000000000000O0

ooooo

od

Cannot change the configuration because
there is an inconsistency between fwdm
and policy based routing.

oooooooOooOoobOooobOoOoOooOooooOooOooOooOoOooobooooon
oob0ooooboooooooooocO0o0ooooOooOoOoOoOoOoOoOooOoooon
oooao

ooo0ooooOooooOoooooooooooo

Cannot change the fldm, because the
maximum number of entries are
exceeded.

oob0ooooboooobooooOooboooOooooobooooo
oob0oboooboooooOooOoOooOoboOoOooOoOoOoOoOobocOoOOOoOoOOoOoOooon
gooooooooobOooO0ooOoO0o0ooOooOooOoboOoOoDOooOooOooooon

Cannot change the hardware mode for
access list logging, because access list
logging is set.

0000000000000 000D0OD0OD0dsystem hardware-mode [
access-log0 00O 0OOOOO

system hardware-mode 00 access-log0 000000000000 O0O0OOO
go00o0o0oO0oO0oOoOoooooo

oooooOooooouooooo

* access-log enable

¢ access-log interval

¢ access-log rate-limit

¢ access-log threshold

Cannot change the hardware mode for
access list logging, because access-list is
set.

00000 g0 0000000000000 OOOOOONOOOsystem
hardware-mode 0 access-log0 00000000

system hardware-mode 00 access-log0 000000000000 logOO0O
g00000O0OO0OO0OO0OO0OO0OOO0ODOOODO

Cannot set the fldm, because of advance
access-list or advance qos-flow-list.

doo0do0o0O0oOoO0O0oQ0oOO0OQ0OO0OO0U0U00OO0O00OU0OO00OUOOOOOOOOD
oooooo

0000000000 standard 00 O extended 0 0O 0O O OO O O advance
access-list(] advance qos-flow-list 0 0 0000000000000 O0O0O

Cannot set the fldm, because of flow mac
mode.

MACOOOOOOOOOOOODOOOOOOOO0OOO0OOOO0OoOooooOoa
ooo

0000000000 standard-advance 0 O O extended-advance O 0 O O
JooOMACOODOOOOOODOOOOOOOO

2217000000000 AX6700ST1 AX6600S

022-7000000000000000

ooooo

oo

Cannot change <valuel> configuration while
"adaptive-power-control enable" exist.

adaptive-power-control enable 0 0 00 OO0 00O O0O OO <valuel> 0O
oooooooooono

adaptive-power-controlenable 0 0 00000000000 OOOOOO
gooooooooooooog

<valuel>0 00000

Cannot change <valuel> configuration while
"power-control model" exist.

power-controlmodel D 000000000 OO0O<valuel>000000O0
gooooo
power-controlmodel 00 000000000 O0OOO0OOOOOOOOO
goobobooooo

<valuel>0 00000

Cannot change <valuel> configuration while
"redundancy bsu-load-balancing smac" or
"redundancy bsu-mode fixed" exist.

redundancy bsu-load-balancing smac 00 O 0 redundancy bsu-mode fixed
000000000000 O<valuel>00000000000O00O
redundancy bsu-load-balancing smac 00 O 0 redundancy bsu-mode fixed
godboboooboboooboboooobbooobboooooboog

<valuel>0 00000

Cannot change <valuel> configuration while
"redundancy standby-bsu cold" exist.

redundancy standby-bsucold 00000000 O0O0OO0O<valuel>00
gooooooooo

redundancy standby-bsucold 00000 00000000000000
gooboooooboooobo
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ooooo

od

<valuel>0 00000

Cannot change <valuel> configuration while
"schedule-power-control time-range" exist.

schedule-power-control time-range 1 0 0 0 00000000 O <valuel>
gpooboopboooooo

schedule-power-control time-range 1 0 0 0 0000000000000
gooboopboooooooooo

<valuel>0 00000

Cannot set <valuel> configuration while
changing power control mode.

0000000000000 O<valuel>00000000000O0
show system 0 0 Power controld [0 0 changingD 0 0 000000000
oooooo

<valuel>0 00000

Cannot set the schedule, because there is no
interval of 30 minutes or more between the
"start-time" and the "end-time".

gooboobooooooo soobboobooooboboboDo
schedule-power-control time-range 1 0 0 0 0000000000000
god

Relations between "end-time" and
"start-time" are inconsistent.

goobooboooooobooooboobobobobuoboooobooo
oo
schedule-power-control time-range 1 0 0 0 0000000000000
god

Relations between "schedule-power-control
time-range" and other
"schedule-power-control time-range" are
inconsistent.

schedule-power-control time-range [0 0 O O schedule-power-control
time-range 10 0000000000000 0O0OO0OOOOO
0000 schedule-power-control time-range0 0 000000
schedule-power-control time-range 1 0 0 0000000

Relations between adaptive-power-control
max-psp and UPC entry are inconsistent.

gooooooopoooooooooooooooopo psPODOODO
00000 QSObooooooooopooooooooboLobooobo
gooooooboooooooon
gooooooopoooooooooooooooopo psPODOODO
Oo0ooOoooVvVLANOOOOOoooooooooooog QSood
ooo0oooooooobooo

Relations between adaptive-power-control
max-psp and upc-storm-control mode are
inconsistent.

00d000o0o0o0o0oO00o0oOO0ooOU0o0OUOLOOoOooO PSPODOOODOO
Jd0do000o0O0oO0oU0O00U0O0O0U00U0O0DUO0LODUO0ODUOOoDOO
gooooOoOoooooooo
000o0000oo0o0Doo0Doo0ooooooO pPSPOOOOOO
000000000000 000000000 upein-in 000
upc-in-and-storm-control 0 00 OO0 OO0 OOO

Relations between schedule-power-control
max-psp and UPC entry are inconsistent.

0000000 0OoO0O0o0oooO0o0oOoooooOoOooooOPSPOOODOO
000000 QSOO000OOO0ooooUooooooooooooon
oobooooooooooooo

gooooooOooooooOopooOopooOoooOooDoOo pSPOOOOO

00000000 VLANOOOODOOODOOOOoOOOO QoSO
oobooooooooooooo

Relations between schedule-power-control
max-psp and upc-storm-control mode are
inconsistent.

00000000000 o00oooOoooDoooooO PSPOOOCOO
0oooooooooobooooooboboobooooooooood
ogoooooooooooood
00000000O0oO0O0oO0O0OO0oO0OO0O0O0OU0OO0OOOOoOO PSPOOOOO
0000000000000 000O000OU00 wpeininO OO
upc-in-and-storm-control D 0 OO0 0000 OO
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02280 000000000000000

ooooo

oo

Can not change media-type.

0000000 10BASE-T/100BASE-TX/1000BASE-T O O 1000BASE-XO
000 1000BASE-X 0O 10BASE-T/100BASE-TX/1000BASE-T OO0 0O
ooooooooono

Cannot attach the interface specified as a
ring-port to the channel-group.

oob0ooooooOoooOoooocO0oO0ooOoOoOoOooOoocOoOooOooOoOooOoo
oooooooo
oboo0booooooooooOoooO0oO0ooOoOoOooOooOoOoooOoOooOoo
oob0ooooooooooooobocooooon

Cannot attach the interface that specified
cfm enable to the channel-group.

CFMUO enable 00 0000000000000 0O000O00O0O000O0O
ooooooooo
0000oo000ooOO0o00ooOO0O00OOoO000OO0o0OOOooDooOCFMO
enable 000000000000 O0O0OO

Cannot attach the interface that specified
mep to the channel-group.

MEpPOOOOOOOOOOOOODOOOOOODOOODOODDOODDOO
oooo
goooooooooooboobooOobO0oOobOoObOO0ObOOOMEPO
ooooooooooooooo

Cannot attach the interface that specified
mip to the channel-group.

MIipOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
oooao
goooooooooooboooUoobUoLUobUooLoooMIPO
gooooooooooboooon

The command execution failed, because NIF
<valuel> is not mounted.

OO NIFOOOOOOODOODOODODODODODOO

<valuel>0O NIF O O

this command is different from this one in
channel-group port.

goooooooooooooooboooao
oooboooboooooooooOoOoOobooooo

22190 0000b0o0o0boooog

022900 000000000000000000O00O

ooooo

oo

Can not change channel-group mode.

gobooooooooooooooooooo
goooooooooooooobooooooooooooboboooooo
oooboooooooobooooboooooon

Can not delete interface of channel-group
because specified port status is up.

shutdown 00 0000000000000 00O0O0O0O0O0O0OOOOO

oooocooo
000000000000 00000 shutdkown OO0 OOOOO

Channel-group <valuel> has already been
set -- <value2> cannot be set.

gooooooooooboooooooooooooooooboo

<valuel>0 0 0000000O00OO0O0OO
<value2>0 0000000000000 DOOOOO

Maximum number of channel-group port are
already defined.

gooooooooooooooboo
goboooooooooboooooboooooooobooboooon

Relations between interface of
channel-group and tpid and jumbo_frame in
port configuration are inconsistent.

channel-group 0 0 0 0 O interface O O tpid O jumbo_frame 00 00 0O
interface 000000000000

The different kind of channel-group mode

has already been set -- <mode> cannot be set.

gooooooooooooooooooooobooooooooon

<mode>0 00000000000
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ooooo

od

this command is different from this one in
channel-group port.

goo0ooooooooobooooooOoooOooooOooOooOoooooooo
oo
oboooooboooOooooOooboOo0ooOoOooOooOooOoOooOoboOoOooOoo
oooood

221.100MACOO0D0OOO

oood

022100MACOOCOOOODODOOODOOOODOO

ooooo

oo

Invalid MAC address. -- <valuel>

00000 MACOOOOOORIng Protocol OO OOOOOOODOOODO
oo

0012.E2E0.0F00 0 0012.E2E0.0FOF 000 MACOOOOOODOODOOO
oooo

<valuel>0 00 MACOOOO

Relations between vlan in
mac-address-table static configuration and
switchport configuration are inconsistent.

mac-address-table static 0 vlan 0 0 0O switchport 0 000000000
00000000 Mac-address-table static0 00000 vlian OO O OO
0000000000 switchport access/switchport trunk allowed vlan O
gooobbooooboooboo

221 1MOVLAN O O

0O 22-MOVLANOOOOOODOODO

ooood

oo

Cannot change vlan configuration referred
by flow configuration.

O0vlanO00O0O0O0OO0OO0O0O0O0O0OO0O0O0000O0 QSOO0OO0O0OO
ooboooooooooocoooooooooo
O0venOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0vlanOOODOO
000000000000 00b00b00 Qsuuooooooooo
ooooooood

Cannot change vlan configuration, because
the target port has a qos-flow-list with user
id parameters.

00000000 IDO<user 1id>01rlq101rlg20 000 QoSO OO OO
00 Outbound 000000000 O0OVLANOOOOOOOOOOOO
00000000 IDO0000 QSUO0O0O0O0O00O0O000000000
VLANOOOODOOODOOODOODOODOO NIFOOODOODO
oobooooooooboooooboooooOoooboOooobooooo

Cannot change vlan configuration, because
the vlan has a qos-flow-list with user id
parameter.

00000000 IDO<user 1id>01lrlq101rlg20 000 QoSO OO OO
00000000000 O0OVLANDOOODOODOODDO
00000000 IDO00 QSUOO0O0O000O0O0O0O0O00LO0000O0

Cannot delete protocol referred by VLAN
configuration.

000000000000000000 VLANO protocol 0000000

oooooo
protocol OO O0ODOCOODOOODOOODOOODOODOODDOODDO

Can't delete vlan <vlan id> configuration
referred by <valuel> configuration.

00000 vVLANOOOOOOoooooooooooooooooooo
oooooo

<vlan id>0 VLAN ID
<valuel>0O VLANO O OOOOOO0O0O0O0O0O0O0O0O0O0O

Can't set <valuel> which is not configured
to use vlan <vlan id>.

00000 VLANIDOOOOOOOOoOoo

<valuel>OVLANIDOOOOOOOOOODOOOOODO
<vlan id>0 VLAN ID
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ooooo

oo

Duplicate translated-tag.

0000 Translated IDOO OO VLANOOOODOOO

goo0oooOoooooooo

« 00O VLANOODQO Translated IDOOOOOOODOO

e allowed-vlan 0 00 0 00O O Otranslated-tag 0 0000 VLANID OO
ooooooo

Maximum number which can be used is
exceeded.

000000000000 0000 ethertype O O lle O O snap-ethertype
goobobie0b0oO0leobbooobboooon

Not found VLAN-ID <vlan id>.

OO0OooOo VLANIDOOOOOODOO

<vlan id>0 VLAN ID

Relations between flow mac mode and
access-list are inconsistent.

0000 VLANOO MACOOOOOOOO0O0O0O0O0O000000000
ooo0ooooOooooOoOoOooOoO0oO0ooOOoOooOooOooooOooOoooooOoo
goooooooooooooooooooo VLANIDODODODDO
oo

Relations between flow mac mode and
qos-flow-list are inconsistent.

0000 VLANOO MACOOOOOOOODOOOODOOOOoOoOOoOoO
0000000000 QSOoO0oooooooooooooooooo
0000o0000oOo0o0o0oO0O0o0oO0o0DoO0 VLANIDOODOOOOO
oo

Relations between igmp snooping and
12-isolation are inconsistent.

igmpsnooping 0 000 2000000000000000O0O

Relations between mac-based and
vlan-tunneling-enable are inconsistent.

MACVLANDO VLANOOOOOOOOOOOODOOOOOO

Relations between mld snooping and
12-isolation are inconsistent.

mld snooping 0000 20000000000000000

Relations between protocol-based and
vlan-tunneling-enable are inconsistent.

00000 VLANO VLANODOOODOOOOOoOOoooooooo

Relations between vlan in
mac-address-table static configuration and
switchport configuration are inconsistent.

mac-address-table static 0 vlan 0 0 0O switchport 0 000000000
00000000 macaddress-table static 0 00000 vlanO O OO0
0000000000 switchport access/switchport trunk allowed vlan [
JodoDoooooooooooo

Relations between vlan-tunneling and IP
configuration are inconsistent.

VLANOOOOOOO IPOOOOOOOOOOOOVLANOOOOOO
goooorlpo00oOoooooooo

VLAN is not MAC VLAN.

switchport macvlan 0 0000 vlan0 MACVLANOOOOOOOO
MACVLANOOOODODOOOO

VLAN is not Port VLAN.

00000 VLANOOOO VRANOOOOOoooo
000 VLANOOODOOODooOo

VLAN is not Protocol VLAN.

switchport protocol vian 00000 VLANOOOOOO VLANOOOO
gooo
00000 VLANODODOOOoOooooo

221120 00000000004

02212000000000000D0000DO

ooooo

oo

Can not configure spanning-tree when gsrp
is configured.

GSRPOOOOOODOOODODOOODOOOOODOOODOOOO

Cost is over 65535, please set up in 1 to
65535 or set pathcost method to long.

cost 000 6553500 000cost0 00 100 6553500000000
0 O pathcost method 0 long OO0 OO0 0OOO

Inconsistency is found between the vrf mode
and the spanning-tree configuration.

VRFOOOOOOOOOOOOOOOOOoOooooooooo
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ooooo

oo

Maximum number of MST instance are
already defined.

MSTOOOOODOOOOOOOOODOOODOOODOODOODODOD MST
goboooooooweonon

Pathcost method is short, please set up in 1
to 65535 or set pathcost method to long.

pathcost method 0 short 00 Ocost 000 100 655350000000
0 0 0O pathcost method 0 long 0O OO OO0 OO

Relations between PVST+ and
12protocol-tunnel stp configuration are
inconsistent.

PVST+0 BPDUOOODOOOODOOOODOOODODOOODO

Relations between PVST+ and the
protocol-vlan or mac-vlan configuration are
inconsistent.

PVST+000O0000 VLANOOO MACVLANOOOOOOOOOO
oo

spanning-tree: maximum number of MST
instance are already defined.

MSTOOOODOOOODOOODODOOOODOOOODOOOO0oOoOOO MST
gooooooooweonoo

22.1.130 Ring Protocol [ [

0 22-130Ring Protocol DO O OO OODODO

ooooo

oo

axrp-<ring id>-<group id>: vlan-mapping
<mapping id> is already configured in
another vlan-group.

00000 VLANOOOOOOOO0O0O00000000 VERANOOODOO
ooooooooo

000 VLANOOOOOOOODOOODOOOO VLANOODOOOOoooo
goood

<ring id>0 0 0 0O ID
<group id>0 VLAN O O OO ID
<mapping id>0 VLAN O OO OO ID

axrp-<ring id>: cannot configure this
command to channel-group port.

oobooobobooooooooobooooooooboOooobocOooooon
oooao

<ring id>0 0 0 0O ID

axrp-<ring id>! maximum number of
ring-id are already defined.

0oooooooooooo IbooO0 1e0000160000000DO
oooo
gooIpooooooooooooooooo IDoOoDooODOoODDDOO

<ring id>0 0 0 0O ID

axrp-<ring id>! maximum number of
ring-port are already defined.

gooooooooooooo Ibooooooboooboo
oooooooooooboooooboooooooobooooobooooooo
oooooooo

<ring id>0 0 0O 0O ID

axrp-<ring id>: shared-edge port is already
defined in another ring-port.

00000000000 000000000000 sharededge0 O OO0
oooo

000000 sharededge 00 000000000000 OODOOODOO
oobooooooooooboo

<ring id>0 0 0 0O ID

axrp-<ring id>: The maximum number of
entries are exceeded.

goooooooooobooooooboo
ooooooooooooooobooooobooooooboo

<ringid>0 000 ID

axrp-<ring id>: this interface is already
defined as a ring port of other ring
configured the same vlan-mapping.

obooooooooooboooobooooooooboboooobooooooo
OVLANOOOOOOOO VLANOOOOOOOoooooooooooo
oobobooooooobooooooboooooooo
gooooooooooboooooboooooOoooboooooboooooo
ooooooooo
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ooooo

oo

<ringid>0 000 ID

axrp-<ring id>: vlan <vlan id> is already
configured in control-vlan of other ring.

00000 VLANOOOOOOO0O0O0O0O0000 VLANODOOOoOoooOo
oo

000000000 VLANOOOO VELANOOOOOOOOO VLANODO
ooboooooo

<ring id>0 0 0O 0O ID
<vlan id>0 VLAN ID

axrp-<ring id>: vlan <vlan id> is already
configured in virtual-link.

00000 vVLANOOOO0O0oooooooooooooog
000000000 VRANOOOOOOOoOoOoO VLANOOOoODoOoooooOo

<ring id>0 0 0 0O ID
<vlan id>0 VLAN ID

axrp-<ring id>: vlan <vlan id> is already
configured in vlan-mapping.

00000 VLANOOOOO VLANOOOOOoOoooooooooo
VLANOOOOOOODOO VLANOOOOOOOOO VLANOOOOOO
oooo

<ring 1id>0 0 0 0O ID
<vlan id>0 VLAN ID

axrp-<ring id>: vlan-mapping <mapping
id> is already configured in vlan-group of
other ring.

00000 VLANOOOODOOOOOoOoOoooooo VLANOODOO
ooooooooo

000 VLANOOOOOOOOOoOooooOo VLANOOOoOOooooooo
oooo

<ring id>0 0 0 0O ID
<mapping id>0 VLAN O OO OO ID

axrp-virtual-link-<link id>: vlan <vlan id>

is already configured in control-vlan.

00000 VLANOOOOOO VLANOOOOoOoooooo
00 VLANOOOO VLANOOOOOOOOO VLANOOOOODOO
oo

<linkid>O00O0OOOQO ID
<vlan id>0 VLAN ID

axrp-vlan-mapping-<mapping id>: vlan
<vlan id> is already configured in
control-vlan.

00000 VLANOOOOOOO VLANOOOOoOOoOooooo
00 VLANOOOO VLANOOOOODOOOO VLANOOOOODOO
oo

<mapping id>0 VLAN O OO OO ID
<vlan id>0 VLAN ID

axrp-vlan-mapping-<mapping id>: vlan
<vlan id> is already configured in other
vlan-mapping.

00000 vVLANOOOO0O0Ooooooooooooooooooo
000 VLANOOOOOOOOO VEANOOOOOOOOO VLANOOO
ooooooo

<mapping id>0 VLAN O OO OO ID
<vlan id>0 VLAN ID

Inconsistency is found between the vrf
mode and the axrp configuration.

VRFOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOO

e vrf mode 0 O 0 O O 12protocol-disable] 12protocol-disable-ipv4-ipv6 [J
00 gsrp-enable-ipv4-ipv6 00 0 000 O 0O 0O O O Ring Protocol O O O
ooooog

e Ring Protocol 0 0000000000000 O0O0O0O0O0OOOvrf mode
00000 12protocol-disablel] 12protocol-disable-ipv4-ipv6 0 [0 O
gsrp-enable-ipv4-ipv6e 0 0 0000000000

e vrf mode 0 O O 00O axrp-enable O 0 O axrp-enable-ipv4-ipv6 0 0 0 O
O0OODUOOOOVLANOOOOO IDO esO000O0O0OO0OOOOO
VLANOOOOO IDO e400000000D0DDODODO

« VLANOOOOO IDO 650 0000000000000 O vrf mode O
0000 axrp-enable 0 0[O0 axrp-enable-ipv4-ipv6 000000000
oooo
VLANOOOOO IDO e400000000D0DOODODOO
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ooooo

oo

vlan-mapping-id <vlan mapping id> is
already configured in vlan-group-id.

00000 VLANOOOOO IDOOOO0O0 VEANOOOO IDOOOOoo
goooo

GSRPUOOO VLANOOUOO IDOOOOOOOOO VLANOOOOO
IDOOooooooooDo

<vlan mapping id>0 VLAN O OO OO ID

221140 000000000000000

0 22-14000000000000000O0O0OOOOOOO

ooood

oo

Because VLAN ID is used by Policy base
switching not revocable.

00000000000 VLANIDOOOOOOODODOoOoOOoooooooo
oooooooooooooo
goboooooooooOoooooooooobooOooOoobocoooooo
gooooooo

Cannot change and delete vlan because
interface appointed uses by policy based
switching.

gooooooooooOoO0oO0oo0o0oOooOoOobOOoOoOoOobocOoOoooOoo
go0o0o0o0o0o0o0oooo0o0oo0o VEANIDOOOOOOOOoOoODO
oo

0000000000000 0000O00 VERANIDOOOOooooooo
goobooooooooOo0oooOo0oooooooboOoOooooboooooonoo
oooooooo

Cannot change and delete vlan because
port-channel appointed uses by policy based
switching.

goboooooooooOoOoOooOoOoOoOOoOoOobOOoOoOoOobocOoOobOoOoo
go0o0o0ooo0oooooo0oooooo VEANIDOOOoOooooooo
oooo

00000000 oOoO0o0oo0o0ooO00 VLANIDOOOOOOOoOOo
gooooooooooooooOooooooobOoOoooobooooooo
goooooooo

Cannot change the configuration because
there is an inconsistency between fldm and
policy based switching.

goobooooOoOoooOoO0oO0ooO00bOooobDoOo0o0ooboooooo
goobooooOoOoooOoO0oO0ooO00bOooobDoOo0o0ooboooooo
gobooooocoobOoO0oooOoOoOoOooOboOoOoOOoOoOoOOoOooOooon

Cannot change the configuration because
there is an inconsistency between fwdm and
policy based switching.

goobooobOoO0O0oDOoO00ooOo0oO0oDOoOO0O0ODOOoO0O0O00ooOonOo
goobooooOoOoooOoO0oO0ooO00bOooobDoOo0o0ooboooooo
ooooooooo

goooO0oooOoooOo0oobo0oooooooo

Cannot set policy based switching entry
because specified interface is invalid.

00000000 oo000oo0o0ooOo0oDoOoOoooOooOoDoD

- JO000O0ODOODODOOUDODOOOODOO

e JOO0ODODODOOOODDOOOODDDOODODO

- J0000O00ODOOO0UDOOOODDODOUODOOODOOODO VLAN
IDOOpolicyvlanOOOOODOOODO VLANIDOOOOOO

goooooooo0ooobOoboboboboobOooOoobooooooo
goooooooo

Cannot set the configuration because there
is an inconsistency between vlan and policy
based switching.

0000000000000 0O00D0000O00oO0O0 VLANIDOOOO
gobo0o0o0oo0o0obO0ooobobobOobooboobooooooboobo
VLANIDOOOOOOoOoooo
J0o0o0o000o000oo00o0o0o0o0UUOoUoUO0 VRLANIDOO OO
gobooooooOo0oooboobooboobobOobOooOoobooon
goobooooooooOoOoOooOooO0ooOooooobOoOoOoOooOoboOoooooo
O VLANIDOOO VLANIDOOOOOODOOOOOoooooooooo

Can't execute command it because data is
not corresponding.

policy-switch-list resequence 0 0 0 0 00000000 O0OODOOOO
oo

The list number specified by resequence of
policy base switching does not have the
target route.

policy-switch-list resequence 1 0 00 0000000000 OOOOOO
goooooag
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ooooo

oo

The maximum number of entries are
exceeded.

goooooooooobooooooOoooOooooOooOooOoooboooooo
oo

22.1.150 IGMP snooping O [J

0 22-150IGMP snooping0 00000000

ooooo

oo

Maximum number of mrouter are already
defined.

IGMP snooping 0 0000 O mrouter 0 VLANOOOODO 800008
goobobooobbooo

Maximum number of VLAN are already
defined.

IGMP snooping 0 00000 vlanO OO 2560 00026000000
gooooboo

Relations between igmp snooping and vlan
mapping are inconsistent.

igmp snooping 1 000000 VLANOOOOOODOO O vlan mapping
doooooooo

Relations between igmp snooping and
vlan-tunneling are inconsistent.

igmp snooping 0 VLANO OOOOOOOOOOOODOODO

Relations between mrouter in igmp
snooping configuration and channel-group
configuration are inconsistent.

mrouter 0 000000000000 O0O0OO0O0OOOODODOOOOOO
ooooooooooooooDo

Relations between mrouter in igmp
snooping configuration and switchport
configuration are inconsistent.

mrouter 0000000000 DO0OODOOODOOODOO VLANODOOO
oooooo
gooooooooooboooooboooooooooooooooon

22.1.160 MLD snooping O [

0 22-160 MLD snooping0 00 OO OO OO0

ooooo

oo

Maximum number of mrouter are already

defined.

MLD snooping 0 00000 mrouter 0 VLANOOOODO 8000080
goobobooobobooo

Maximum number of VLAN are already
defined.

MLD snooping 0 00000 vlanO OO 256 0000260000000
oooood

Relations between mld snooping and vlan
mapping are inconsistent.

mld snooping 0000000 VLANOODOOOODODOO vlan mapping [
oooooooo

Relations between mld snooping and
vlan-tunneling are inconsistent.

mld snooping 0 VLANOOOOOOOOOOOOOOOOOO

Relations between mrouter in mld snooping
configuration and channel-group
configuration are inconsistent.

mrouter 0 000000000000 O0DOOO0O0OOOODOOOOODOO
gooooooboooooooooo

Relations between mrouter in mld snooping
configuration and switchport configuration
are inconsistent.

mrouter 000000000 0ODOOODOOODOOODDODO VLANOOOO
oooooo
goooooooooooooooooooooooooooon
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