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1.

(config)# flow detection out mode layer3-2-out
000000000004 layer3-2-out 00000000
a

1.240MACOODOOOODDOOOOOOOO

MACOOOOOOOOOOOOODOOUOODOUOODOODOUODOUODOUDODUODUODDUODODDODDOO
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1.

(config) # mac access-list extended IPX DENY

mac access-list0 IPX DENYO OO OOOOOOODOOOODODOOODOOODOODODOMACODOODOOO
gobooboobooo

u

(config-ext-macl)# deny any any ipx

0000000000 IPXO0OoOOooooooo MACOODODOOOoOOooOoOo

g

(config-ext-macl) # permit any any

OO0000o0o0oooooooD MACOODODOOODOOOOO

U

(config-ext-macl) # exit
MACOODOOOODODOOODODOOODOOODODODODOODDOODOOOOOoOoOOoOon
U

(config)# interface gigabitethernet 0/1
gooo10boooooooooooooood

g

(config-if) # mac access-group IPX DENY in

0000 MACOODOOOODOOODO

g
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1.

(config)# ip access-list standard FLOOR A PERMIT

ip access-list0 FLOOR_A_PERMITO O 0000000 0DDOO0OOOOOODOOOOOOIPv4DO0OO
goobooobooobooooboooo

g

(config-std-nacl)# permit 192.168.0.0 0.0.0.255

000 IPOO0O0O 192.168.0.0/240 000 000000O0O0O0DOOOOODOIPv4a00DOOO0ODO
gooooono

g

(config-ext-nacl)# exit
Ipva00000000C00DOOO0O0ODODOO0ODOOO0OOODOO0ODOOODOOOOODODOO

g

(config)# interface vlan 10

VLANI0OOOOOOODoOooDoooooo

g

(config-if)# ip access-group FLOOR A PERMIT in
ooodoIpva00O0OD0ODOODODOO

g
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1.

(config)# ip access-list extended TELNET DENY

ip access-list0 TELNET DENYO OO OOOODOOOOOODOO0OOOODOOOOOIPvaODOOO
gdboooobooboooboboon

g

(config-ext-nacl)# deny tcp any any eq telnet

temet 0000000000 IPvV4000000000ODOOO0ODOO

g

(config-ext-nacl)# permit ip any any

00o0oooooooooo Ipva000000ODOO0OODOOODO

g

(config-ext-nacl)# exit
Ipva00000000D00ODOODOOOOODOODOODOODOODOOOOODOODOODOODOODOO
g

(config)# interface vlan 10

VLANI0OOOOOOOoDooooDoooooo

g

(config-if)# ip access-group TELNET DENY in
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1. (config)# ip access-list extended PORT RANGE_ DENY
ip access-listd0 PORT_RANGE_DENYO O OO OOODDOO0OO0OO0OOOODOOOODOOOOIPv4O
goboobogobuooboobboon
u

2. (config-ext-nacl)# deny udp any any range 10 20
UbPODOOOOODOODOOOO 100 200000000000 TIPVMMOD0000D00DOODOOOOODO
g

3. (config-ext-nacl)# permit ip any any
o000oo0oooooooo Ipvad00D0OD0OO0ODODOOOODOOOO
O

4. (config-ext-nacl)# exit
Ipv4a0000000000D0OO0O0OO0ODO0OOOOOO0ODOOO0ODOOOODODOODODOOO
U

5. (config)# interface vlan 10
VLANI0OOOOODODOOOOoooooooooo
U

6. (config-if)# ip access-group PORT RANGE DENY in
ooooIpva0000O00ODOODODOO
O

O40Ipv6e000000O00OO0O0O0OOOO0OO
IPv6 000000000000000000000000000000000000000

gboboooogon
oooooooo IpOO00O0COOOODOOO0ODOOODOOOOODOOODOOOOODOOODO

gooooOoOoOoOoOoOoOoOpOOOOoOoOoOo IPOOODOOOODOODOOOOO

gboboooooon

1. (config)# ipvé access-list FLOOR_B PERMIT
ipv6 access-list(FLOOR_B_PERMIT) 0 0 0000000000000 D0O0O0OO0O0OOOIPv6eODOO
gobodoboobooobooboooba
O

2. (config-ipv6-acl)# permit ipvé 2001:100::1/64 any
OO0 IPODOOO 2001:100:1/64 000000000000 IPv600000000DOO0O0O0ODODO
u

3. (config-ipv6-acl)# exit
Ipv6e 00D 0OD0OO0OO0ODOODOODOODOOOODOODOOOODOODOODODOOODOODOODnOO
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4. (config)# interface gigabitethernet 0/1

gobooir1oooooOooooooooboOooDo

O
5. (config-if)# ipvé traffic-filter FLOOR_B_PERMIT in

ooooIpve00OO0OOOOOOODOOO
g

12600 0000000DO0O0000000

gbobooooooboobobobobooboooboobobobobooboooon

gboboooogon
config-if-range 1 0000 0000000000000 0O00O00O0O0O0O0O0O0O00O0O0O

gboboboooooon

1. (config)# access-list 10 permit host 192.168.0.1
000 192.168.0.1000000000000D0IPv400000000DOO0ODODOOO
g

2. (config)# interface range gigabitethernet 0/1-4
ooboo1-40000000000000O00DOODO
g

3. (config-if-range)# ip access-group 10 in

goooIpva00D0O0OO0DOODOOODO
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show access-filter 000000000000 (mac access-group ip access-groupld ipv6 traffic-filter) O O
0000000000 (mac access-listd access-listd ip access-list ipv6 access-list) 0 O
goobobooooo

clear access-filter 000000000000 (mac access-group ip access-groupld ipv6 traffic-filter) O O
0000000000 (mac access-listd access-listd ip access-list ipv6 access-list) 0 O
goodooooooooag

13200000000
01000000000000000000000000000

gboboboooobooboboboboboooooobooboobobobobooboobooon

01400000000C00O0O0OOOCODOOOODOODODOOODOOODODOO

> show access-filter 0/1 IPX DENY
Date 20XX/12/01 12:00:00 UTC
Using Port:0/1 in
Extended MAC access-list:IPX DENY
remark "deny only ipx"
deny any any ipx

matched packets : 74699826
permit any any

matched packets : 264176
implicitly denied packets: 0

0000000000000 0OExtended MAC access-list0 00 0000000000000

O20 VLANOODOOOOOoDbooobooobooboooo

VLANOOOOOOOOOOOOOOOOOOOOOOOOODOOOOODOOODDODODO

O1-50VLANOOOOO0OOO0O0O0O0O0oOoooooooooooon

> show access-filter interface vlan 10 FLOOR A PERMIT
Date 20XX/12/01 12:00:00 UTC
Using Interface:vlan 10 in
Standard IP access-1list:FLOOR_A PERMIT

remark "permit only Floor-A"

permit 192.168.0.0 0.0.0.255 any

matched packets : 74699826
implicitly denied packets: 2698

0000 VLANOOODODOOOStandard IP access-list0 0000000000 O0OO0O00OO
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ood0oo1b00oo0ooooooooooooo

U

(config-if)# ip gos-flow-group QOS-LIST1 in

0000 IPv4aQoSOO0OOODODOOODOOOO
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3Pubdgouoooonggg

show qos-flow OO0 00000000 COOQOO0OCOOOO0OOO0OOO0OOOOOOOOOOOOO

3310IPv4Aa 0 00 0000O0O0O0OOOODODO QeSO OOooog
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Ipv4a00000000C0OOO0O0OCO QSOOOO0OOOUOOOOUODOOODOOOOOO

0320IPv4a000000000O0O0O0OODOD QoSOOOOODODO

> show gos-flow 0/1
Date 20XX/12/01 12:00:00 UTC
Using Port:0/1 in
IP gos-flow-1ist:Q0S-LIST1
ip any host 192.168.100.10 action replace-user-priority 6
matched packets : 74699826

00000000 QeSOO0OOIPqosflowlist 000000000 OOOOOO
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oo ouooood

3540000000000

gbobooogo

goooooooooIpOODOODOOOODOODOOOODOOOOOOOOOOOOOOOOOOO
gooo

gbobooooooo

1.

(config)# ip gos-flow-list QOS-LIST1

IPv4 QoSO D O0DOOQOS-LISTIDOD0DO0O0DOO0D0OONDDO0ODNDOOOODOOOIPvS QoS
gooboobooooboobooo

a

(config-ip-qgos)# gos ip any host 192.168.100.10 action max-rate 5M
max-rate-burst 512

00 IpOOOOO 192.168.100.10000000000000000000O0O =sMbit/s0OO0OOO
000000000 =512kbyte0 IPv4 QoS OO0 0OOODOOODOOO

g

(config-ip-qgos)# exit

IPv4 QoSSO0 00DNOOOONDDOUONOOOOONDDOOODOOUOODDOOOOOOO

g

(config)# interface gigabitethernet 0/1
gooo10doooooooooooooooo

g

(config-if)# ip gos-flow-group QOS-LIST1l in

0000 IPv4aQoSODOO0O0OODOQOS-LISTIDOO0OOOOODN

g

352000 0000000000000 00UULODODbOO

gbobooogo

62

goooooooooIpOODOODOOOODOODOOOODOOOOOOOOOOOOOOOOOOO
gbobooooobooboboboboobooobooboboboboobooooobobOobon

gbobooooooo

1.

(config)# ip gos-flow-list QOS-LIST2

IPv4 QoSSO0 O00DOO0OQOS-LIST20 0000000000000 0O00O0O0O0ODODOOOIPV4 QoS
gooboobooooboobooo

g

(config-ip-qos)# gos ip any host 192.168.110.10 action min-rate 1M
min-rate-burst 64 penalty-discard-class 1

o0 IpOO0OO0O 192.168.110.100 0000000000000 =1Mbit/sOOODOODOODOODOO
0000 =64kbyte0 D00 0D0DD0O000O0O0OO0ODODOO0DODOO0OOOO =101IPv4QoSOOODODO
ggoogooo

g

(config-ip-qos)# exit
IPv4QoSOO00D0OOD0O0ODDOUODOOOODDOO0ODOODUOODDOODDOOO
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U

(config)# interface gigabitethernet 0/3
gooo30b00000O0O0OnoOooooonoonad

O

(config-if)# ip gos-flow-group QOS-LIST2 in
0000 IPv4QoSODODOOODOOQOS-LIST2O0 00000000
O

3./530 000000000 Oo bsCcpPODOOOO

0oo0oo0oOoOoOoOoOooOopOoOoOoOoOoOoOoOoOoOo DSCpobOOOOOODOOODOOOODODDODOO

gboboooogon

OO000OCOO000ooOo IpPO00D0CO0DOO0OODOOO0ODOOCOOO0OO0OO0Ominrate0 0000
gooooOoOoOoOOOOOOOOOO0OOOOOOOOOODOOOoODbSCcP,OOOOODOOOOOO
oo

gboboooooon

1.

(config)# ip qgos-flow-list QOS-LIST3
IPv4QoSOO0O00OOOOQOS-LIST3 O 00O00ODOODOODODOOOOOOOODODnIPv4 QoS

goboobobooboooboo

g

(config-ip-qgos)# gos ip any host 192.168.120.10 action min-rate 1M
min-rate-burst 64 penalty-dscp 8

OO0 IPOD0OOO 192.168.120.100 0000000000000 =1Mbit/sODOOODOOOOOOO
0000 =64kbyte0 000 000000000000 DSCPO =80 IPv4QoSO0OO0OOOOONO
gooog

u

(config-ip-qgos)# exit
IPv4QoSO000DODOO0ODOOOODODOO0ODOOODOOOODDOOOOOOOO

O

(config)# interface gigabitethernet 0/5
oO00oos000000000000DDO0O0ODOO

O

(config-if)# ip gos-flow-group QOS-LIST3 in

0000 IPv4QoSOOOODODOOQOS-LIST30 0 000DDOOO

u

3.540 00000000 oboooboooog

goooo0ooOoOoOoOoOoOopoOoOoOoOoO0oOOoOOoOOOOOOoO DSCpoOOODOOODODDDOO
gboboboob

gbobooogo

goooooOooooIPOOO0OOOOOOOOOOOOOOOOOOODOOODOOOOOOOO
gooooOoOoOoOOOOOOOOOO0OOOOOOOOOODOOOODbSCcP,OOOOOOOOOO
gooo

gbobooooooo
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64

(config)# ip gos-flow-list QOS-LIST4

IPv4 QoS OO O0DOOQOS-LIST4AD 0000000000 0NDD0O0DNO0OOONOOOIPv4 QoS
gdoooobooboooboo

a

(config-ip-qos)# gos ip any host 192.168.130.10 action max-rate 5M
max-rate-burst 512 min-rate 1M min-rate-burst 64 penalty-dscp 8

00 IPOOOOO 192.168.130.100 00 0000000000000 0O0O0O =sMbit/s0OO0OOO
000000000 =512kbyte0 000000 =1Mbit/sOODOOOOODOODOODOODOO =64kbytedd
000000000000000 DSCPO =80 IPv4QoSOOD0OO0ODOOOOODODO

g

(config-ip-qgos)# exit
IPv4QoSOO0O00DNOOO0ONDDOUOONODOOONONDDOOODOOOODDOOOOOOO

g

(config)# interface gigabitethernet 0/7
gooo70000000D00O0O0O0DODOO0ODOO

g

(config-if)# ip gos-flow-group QOS-LIST4 in

0000 IPv4aQoSOO0O0ODODOQOS-LIST4A0 00000000



3.000000

oo ouooognd

show qos-flowO0 000000000 COO0COO0OCOOOO0OOO0OOO0OOOOOOOOOOOOO

oAb noooooog

gbobobooooboobooboboboooo

0350000000000
> show gos-flow 0/1

Date 20XX/12/01 13:00:00 UTC
Using Port:0/1 in
IP gos-flow-1list:Q0S-LIST1
ip any host 192.168.100.10 action max-rate 5M max-rate-burst 512
matched packets (max-rate over) : 7
matched packets (max-rate under) : 28

QOS-LISTI0 0000000000000 0O00OD0O DOmaxrate SMOI I OO DOODOOOOOOODOO
OO max-rate-burst 5120 00 0000000000000

je2lbbbbbuoioooooouoobobooboobooboog

gboboboobooooooboboboobooboooooboobobon

0360000000000 0000D0ODD0O0DOOOOn
> show gos-flow 0/3

Date 20XX/12/01 13:00:00 UTC
Using Port:0/3 in
IP gos-flow-1list:Q0S-LIST2
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64

penalty-discard-class 1
matched packets(min-rate over) : 9826
matched packets (min-rate under): 74699826

QOS-LIST20 0000000000000 Ominrate I MOIDOOOOOOOODOOOODOO
O min-rate-burst 6401 000000000 ODOOOOODO O penalty-discard-class 10 0000 OO O
oooooooo

e300 b0OonoooobsCcpPObDOOonOonO

O0oooo0ooooo DbSCeOO0OO0OOUOOOOOOOOOOOO

03700000000000DSCPOOOOODODO
> show gos-flow 0/5

Date 20XX/12/01 13:00:00 UTC

Using Port:0/5 in

IP gos-flow-1list:Q0S-LIST3
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-dscp
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csl
matched packets (min-rate over) : 28
matched packets (min-rate under) : 7

QOS-LIST30 0000 OOOOOOOOOOminrate MIIDOOOOOOOOOOOOOO
O min-rate-burst 64010 0000000 DSCPOOOeslMODDODODOODODODODODODODOO

o400 OODOOOUO0UUUUoooooboO
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gbobooooobooboboboboooboooboobobobobooooo

038000000000 000ODOO0ODO0ODOODOOn
> show gos-flow 0/7

Date 20XX/12/01 13:00:00 UTC
Using Port:0/7 in
IP gos-flow-1ist:Q0S-LIST4
ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-rate
1M min-rate-burst 64 penalty-dscp csl
matched packets (max-rate over) : 74699826
matched packets (max-rate under) : 28

QOS-LIST40 0000000000000 00000Omaxrate SMOID OO ODOOOOOOOOOO
0 0 max-rate-burst 5120010 00000 0O minrate IMOITO OO0 O0DO00D0O0O0D0OOOOO
O min-rate-burst 64010 0000 OO0 DSCPO0O0Oes1MOOO0O0O0O00O0O0O0O0OOOO
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0000000000000 0OO0 VLANTagOODODODOODODODODODOUser PriorityD 000000000
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O 3100VLANTagOOOOOODOODOO

MAG-DA MAG-SA | VLAN Tag ETtyhpeer Data FCs

,,,,,

Tag Protocol ID Tag Control

Canonical

User Priority Format VLAN 1D
< N P« > < - »
3Ev b 1Ev bk 12Ev +

VLANTagOOOOOOOOOOOOOOOOOOODODODODODOODOODOOMACOOOOODOO 10O
O VLANTagOOOOOOOOOOOOOOOOOOODOO VLANTagOODODODDOODOODODODODODOO
gboboobd

O3MOVLANTagOODODOOODOOOOODOOOODDOOO

(i) VLAN Tag 1D T7+—< v b
1EEB® | Ether

MAC-DA MAC-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2BBD7+—< v b
g 5 1BRE®D | 2RB® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS
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3.7.20 0000000000
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00O VLANTagOOOOOOOOOOOOOOODODOOO CoSOUOODOODOUDOODonoonouonoono
gbobobobooooooon
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oo ooooon

3810000000 O000Uoogag

gboboboboboooboobooboboboooooooobooboDbo

gbobooogo

oo0oooOooooo IpO00OO0OO0ODOOO0ODOOODOOOOODOOODOOOOODOOODO
oo

gbobooooooo

1.

(config)# ip gos-flow-list QOS-LIST1

IPv4 QoSO 000D ODOQOS-LISTIDOD0DOO0OONOOOOONDODOONOOOODODOOOIPv4 QoS
gobodbobooboooboo

U

(config-ip-gos)# gos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.100 IPOCO00D0OOO0OOOOODODOOO0 6000000 IPv4QoSOOODOOODO
gooooo

U

(config-ip-qgos)# exit

IPv4 QoSO 000D DOO0DODOOOODODOO0ODOOODOOOODDOOOOOOOO

O

(config)# interface gigabitethernet 0/1
ood0ool10000oo0ooooooooooooo

O

(config-if)# ip gos-flow-group QOS-LIST1 in

0000 IPv4QoSOOOOODOOQOS-LISTIDOD0O0ODDOOO

U

382000000000 Ugnd

gboboboooboobobobobobooboooooboobobon

gboboooogon

goooooOooooIpOOOOOOOOOOOOOOOOOOOOODODOODOOOOOOOO

gboboooooon

1.

(config)# ip gos-flow-list QOS-LIST2

IPv4 QoSO 000D ODOQOS-LIST20 00000000000 0D0O0O00O0OOODODOOOIPv4 QoS
gobodbobooboooboo

U

(config-ip-gos)# gos ip any host 192.168.100.10 action copy-user-priority
192.168.100.100 IPO 00000 O0DOOO0OOOOODDOOOOO IPv4aQoeSO0OOODOOOO
goood

U

(config-ip-qgos)# exit
IPv4QoSO000DDOO0DODOOOONDOOO0ODOOODOOOODDOOOOOOOO

U
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(config)# interface gigabitethernet 0/1
goboo1o00ooodoooooooooooo

a

(config-if)# ip gos-flow-group QOS-LIST2 in
0000 IPv4QoSOD0O0O0OODOQOS-LIST20 00000000
g

3.8.30DSCPUODODODOO

gooOoOoOoOoOoOoo bDSCpOOOObDOUOUODDOODDODODO

72

gboboooogno

go0oOoOoOoOoOoOoo IpPO0O0OO0OOOODOOOOOOOOOODSCPOOOOODOODOODOODOO

gbobooooobooo

1.

(config)# ip gos-flow-list QOS-LIST3

IPv4 QoSSO0 O00DO0OQOS-LIST3A0 000000 0ND0O00ONDODO0NONOOOODOOOIPv4 QoS
gooboobooooboobooo

g

(config-ip-qgos)# qgos ip any host 192.168.100.10 action replace-dscp 63
192.168.100.10 0 IPOO0OO0DOOOODOODSCPOO 63000000 IPv4 QoSO OOOOOOO
googod

g

(config-ip-qgos)# exit

IPv4 QoSSO0 00D0OOO00OONDDO0UODOOOONDDOOODOOOODODOOOOOO

g

(config)# interface gigabitethernet 0/3
gooo3000000000000DODOO0DOO

g

(config-if)# ip gos-flow-group QOS-LIST3 in

0000 IPv4aQoSO000OD0ODOQOS-LIST3A0 00000000



3.000000

/oo ognd

show qos-flowO0 000000000 COO0COO0OCOOOO0OOO0OOO0OOOOOOOOOOOOO

39100 0b0bbOb00oouugag

gboboboooboobooboboboboboooo

03140000000ooooooad
> show gos-flow 0/1

Date 20XX/12/01 13:00:00 UTC
Using Port:0/1 in

IP gos-flow-1list:Q0S-LIST1

ip any host 192.168.100.10 action replace user-priority 6
matched packets 0

QOS-LIST1 0000000 Oreplace-user-priority 60 000000000 OOOO0O

3920 0000000000 Ugag

gbobobobooboooboobooboobobobooooo

0315000000000 00o00oa
> show gos-flow 0/1

Date 20XX/03/01 13:00:00 UTC
Using Port:0/1 in

IP gos-flow-1list:Q0S-LIST2

ip any host 192.168.100.10 action copy-user-priority
matched packets 0

QOS-LIST20 000000 O copy-user-priority 1 00 0000000000000

3.930DSCPOOOODODOO

DSCpOOOCOOOOOODOODOOODODODODO

0 3-1e0DSCPOODOOODODO

> show gos-flow 0/3

Date 20XX/12/01 13:00:00 UTC
Using Port:0/3 in

IP gos-flow-1list:Q0S-LIST3

ip any host 192.168.100.10 action replace-dscp 63
matched packets : 0

QOS-LIST30 000000 Oreplace-dscp 630 0 000000000 0O000OO
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1.

(config)# ip qgos-flow-list QOS-LIST1
IPv4QoSOOO00OOODOQOS-LISTIODOO0OOODOODOODOODODOOOOOODODnIPv4 QoS
dddddoooooooooooo

a
(config-ip-qgos)# gos ip any host 192.168.100.10 action cos 6

192.168.100.100 IPODO00DOOOOOOCSODO 60 IPv4QoSODODOODOOOOODODOO
O

(config-ip-qgos)# exit
IPv4QoSOO000DODOO0DODOOOODDODOO0ODOOODOODODOODODDOODODOOOO

O

(config)# interface gigabitethernet 0/1
gooo10bdooo0ooooooooooond

O

(config-if)# ip gos-flow-group QOS-LIST1l in

IPv4 QoSO 00O DOOOQOS-LISTIDO0ODOOOODOO
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goOoOoOOoOoOOooOoOoOooIpOODODO 192.168.100.1000000000000000000show gos
queueing 1 00 0000000000000 000O0O00O0O00O00000O00000000000O0O0O
goooooooopoo2bo0O

03180000000

> show gos queueing 0/2
Date 20XX/03/01 13:00:00 UTC
NIFO/Port2 (outbound)
Max Queue=8, Rate 1limit=100Mbit/s, Burst size=32kbyte, QOmode=pg/tail drop
Queuel: Qlen= 0, Limit Qlen= 64
Queue2: Qlen= , Limit_ Qlen= 64
Queue3: Qlen= , Limit Qlen= 64
Queue4: Qlen= , Limit_ Qlen= 64
Queue5: Qlen= , Limit Qlen= 64
Queue6: Qlen= 1, Limit Qlen= 64 o1
Queue7: Qlen= 0, Limit Qlen= 64
Queue8: Qlen= 0, Limit_Qlen= 64
discard packets
HOL1= 0, HOL2= 0, Tail drop= 0

1. Queue6 0 Qlen 00 000O0OOOODOOOOOODODOODOOO
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goooooooooaa
1. (config)# gos-queue-list QLIST-PQ pqg
QSO DI0DONUIDOODOQLIST-PQUOIDODODODOOPQUOODOOOOO

a
2. (config)# interface gigabitethernet 0/1

gobooir1oooooOoOoooooooboOooDo

a
3. (config-if)# gos-queue-group QLIST-PQ
QS DUIINODIDNUODNUODNOD QSUIDIDNIDNODODOODQSOO0DODNDOoDOoOooono

oo
a

42200000000000

gbobooooooobooboboboobooooboobobobooooon

gboboooogon
OOoO0opoOoOoOooilooMbit/sO OO0 O0DODOOO0DOOCOOO0ODOOOO0ODOOO20Mbit/sDOODOOOO

OO000C0O0O004kbyteDODOODODODO

gboboboooooon

1. (config)# interface gigabitethernet 0/13
oboodo130o0onooooooonoooooonoad
g
2. (config-if)# speed 100
(config-if)# duplex full
00O0DbO0O0oOD0OoDoOon 1o0Mbit/sODODOOOOO
g
3. (config-if)# traffic-shape rate 20M 4
000000 20Mbit/sO 00000000 4kbyteO OO DOODOO
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430000000 oooog

show qos queueing 0000000000 OOOOOOOOODOOOOOOOOOOOOOOOOOOO
gboobooobo

4310 0000b0bDbobOobODO

gboboboooooboooboobobobooooo

0450 00000000000

> show gos queueing 0/1
Date 20XX/03/01 13:00:00 UTC
NIFO/Portl (outbound)
Max Queue=8, Rate 1limit=100Mbit/s, Burst size=32kbyte, Omode=pg/tail drop ...1
Queuel: Qlen= 0, Limit Qlen= 64
Queue2: Qlen= 0, Limit Qlen= 64
Queue3: Qlen= 0, Limit Qlen= 64
Queue4: Qlen= 0, Limit Qlen= 64
Queue5: Qlen= 0, Limit Qlen= 64
Queue6: Qlen= 0, Limit Qlen= 64
Queue7: Qlen= 0, Limit Qlen= 64
Queue8: Qlen= 0, Limit Qlen= 64
discard packets
HOL1= 0, HOL2= 0, Tail_drop: 0

1. Qmode 100000 ODODONOONOOOOOOOOOOOOOOOOOOpg/taill drop0 0000000
gooooooo

43200000000000

gbobooooobooboboboboboooo

04600000000C0DOO

> show gos queueing 0/13
Date 20XX/03/01 13:00:00 UTC
NIFO0/Portl3 (outbound)
Max Queue=8, Rate limit=20Mbit/s, Burst size=4kbyte, Qmode=pg/tail drop ... 1,2
Queuel: Qlen= 0, Limit Qlen= 64
Queue2: Qlen= 0, Limit Qlen= 64
Queue3: Qlen= 0, Limit Qlen= 64
Queue4: Qlen= 0, Limit Qlen= 64
Queue5: Qlen= 0, Limit Qlen= 64
Queue6: Qlen= 0, Limit Qlen= 64
Queue7: Qlen= 0, Limit Qlen= 64
Queue8: Qlen= 0, Limit Qlen= 64
discard packets
HOL1= 0, HOL2= 0, Tail_drop: 0

1. Rate limit 000000 OOOCOOOOOOOOOOOOOOO20MLiIt/s0 00 O0O0O0OOOOOO
gooo

2. Burst size 0000000000 OCOOO0OOO0ODOOODOOOO4kbyteDDOODOOOOO
obooooon
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1.

(config)# ip gos-flow-list QOS-LIST2

IPv4 QoSSO0 O00DO0OQOS-LIST20 0000000000000 000O0O0O0ODODOOOIPV4 QoS
gooboobooooboobooo

g

(config-ip-qos)# gos ip any host 192.168.100.10 action discard-class 2
192.168.100.10 0 IPOO0O00DOO0ODOOOO0DODOOOOOD 20 QSO0 O00ODOOOOODOO
oad

g

(config-ip-qgos)# exit
IPv4QoSO0O000DDOO00OONDDO0UONODOOOONDDOOODOOOODODOOOOOOO

g

(config)# interface gigabitethernet 0/1
gooo100oooooooooooooooo

g

(config-if)# ip gos-flow-group QOS-LIST2 in

0000 QeSO0O00DD0OQOS-LIST200 0000000
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show qos queueing 0000000000 OOOOOOOOODOOOOOOOOOOOOOOOOOOO
oo

46100 0000000O00ODOOO0O
000000000000000000000000

gooooo0obDoOoobooOoooogooo2b000

O000O0O0Queue6d Qlenl 640000000000 CO0ODODOODODODOODODDODOODODODOO

04900000000000ODOO

> show gos queueing 0/2
Date 20XX/03/01 13:00:00 UTC
NIFO/Port2 (outbound)
Max Queue=8, Rate 1limit=100Mbit/s, Burst size=32kbyte, Qmode=pg/tail drop
Queuel: Qlen= 0, Limit Qlen= 64
Queue2: Qlen= , Limit Qlen= 64
Queue3: Qlen= , Limit Qlen= 64
Queue4: Qlen= , Limit Qlen= 64
Queue5: Qlen= , Limit Qlen= 64
Queue6: Qlen= 48, Limit QOlen= 64 ..01,2
Queue7: Qlen= 0, Limit Qlen= 64
Queue8: Qlen= 0, Limit_Qlen= 64
discard packets
HOL1= 1514, HOL2= 0, Tail_drOD= 18 o 2

1. Queve6d Qlen 000000 D0OODOODOOOOOOODOODOO
2. Qlen 000 Limit_Qlen 000 75% 0 0O O O discard packets 0 Tail drop OO0 OO0 O0OO0OO0OO
doooooo
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dot1x timeout supp-timeout Supplicant 0 0 0 O O EAP-Request/Identity 0 0 00 O
dot1x vlan timeout supp-timeout Supplicant 100 0000000000000

dot1x vlan dynamic timeout supp-timeout

dot1x timeout tx-period 0000 EAP-Request/Identity 000000000000
dot1x vlan timeout tx-period
dot1lx vlan dynamic timeout tx-period

dot1x vlan enable VLANOOOOOOOOOOOOOoOOO
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1. (config)# dotlx system-auth-control
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1. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
000 010 access000O0O0ODOODOO

g
2. (config-if)# dotlx multiple-authentication
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a
3. (config-if)# dotlx port-control auto
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1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
VLANID 100000 VLANOOOOOOO
g
2. (config)# dotlx vlan 10 enable
VLANID 100 VLANOOOOOOOOOOODOOOOO
g
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1. (config)# vlan 100 mac-based
(config-vlan)# name MACVLAN100
(config-vlan)# state active
(config-vlan)# exit
VLANID 1000 MACVLANODOODOOOO
a

2. (config)# dotlx vlan dynamic radius-vlan 100
VLANID 1000 VLANOOOODODOOOOOOOOODOOODO
g

3. (config)# dotlx vlan dynamic enable
VLANOOOOOOOOOoDoooooo
a
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1. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# exit
000010 VLANID10OOODOOODOOODOOODO0O0ODOoO0o0ooooooooooooooon
oad
U
2. (config)# mac-address-table static 0012.e200.0001 vlan 10 interface
gigabitethernet 0/1
000010 VLANID 100000000000000 MACOOOO (0012.e200.0001) O OO
gobooboooooo
U

gooo0ooooOoO0omVvVLANOOODOOOm

1. (config)# vlan 100 mac-based
(config-vlan)# mac-address 0012.e200.0001
(config-vlan)# exit
VLANID 1000 MACVLANOOOUODOOOOODODO MACOOOODOOODOOOOOO
IEEES02.1X 000000 DDOO VLANID100OODODOOODOO
g

2. (config)# dotlx vlan dynamic radius-vlan 100
(config)# dotlx vlan dynamic enable
VLANID100O VLANOOODOODOOOOOODODOODOOODOOOOoOoOO
g
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1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx force-authorized-port
VLANOOOOODOOOOOOOO VLANODOOOOooDoo o1ooooooooooogoooo
gobooogod
O

gboobaob
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gbobooooobooboboboboobooobo

goodoodooooomoooooooo
1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto

(config-if)# dotlx max-supplicant 50
goool1oo0oooooboooooogson0OOnooooo

g

000DOO0ODOO00O00™VLANDODOODODoOOom

1. (config)# dotlx vlan 10 max-supplicant 50
VLANOOOOOOOOODOOO VLANID10OOODOOOoOOoOooooooo s00000000
g

000DOO0ODOO00O0O0™OVLANDODOODOoOOom

1. (config)# dotlx vlan dynamic max-supplicant 50
VLANOOOOOOOOODODOOODoOoooDoooos00000ooo
g

040 00000000O0DO
0000000000000 0O0O0O0OD0O0O txperiod 000000000000 EAP-Request/Identity
O0O0OC0O0OO0OOO0O0O0O0OU0OO0OO0OOOOUOOEAP-Request/Identity 10 000000000000 OOO
gbobooooobobobobooooooboboboboobooo

gboboooogn
shorteut 00000000000 COO0OOOO0ODOOODdisableD000O0OOO0OOOOODO

OOCOOCOOCOOOO EAP-Request/Identity DO OO O000000RIOOCOCOOOOCOOCOOO
OO0C0OO0O Supplicant 00000000 DOQOOOOOOCOARIOOOOOOOOOOOOOOOOO
O0O0O0O0O0O0O0OO0OO0O0OO0O0OOOauto O0OEAP-Request/Identity OO0 0000 OOOOOOOO
0000000000000 O0OUOOUOUOUOUOOOUOLOOOO EAP-Request/Identity 0O OO 0O

ao

gboboooooomobooooboooboon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# dotlx supplicant-detection disable
000010000000000000000 EAP-Request/Identity 00 0000000000000

g
000oO0o00oDOoO0O@mMVLANOOODOOOm

1. (config)# dotlx vlan 10 supplicant-detection shortcut
VLANOOOOOOOOUODOOO VLANID10OOOODDOODOOO EAP-Response/ldentity O

gboboboooboobobobobooooooboobobob
g

goboooooooU0mMVLIANOODODOOOm
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1. (config)# dotlx vlan dynamic supplicant-detection full
VLANOOODOOOODODODOOOOOOOO EAP-Response/ldentity 0000000000000

gbobooooobooboboobooboonog
O
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gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooobooboobobobooooooooobobob

goooooooo
0000000000 Oreauth-period0 000000000000 0OO EAP-Request/Identity O O

OO000Oreauthperiod 0000000 0OOtxperiod 000000000 O0OODOOOOODODOO
gooo

gboboooooomoboooboooboon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx reauthentication
(config-if)# dotlx timeout reauth-period 360
od0o100000000oo00oDo0o0ooo0ooDOooo se0000oooon

O
gobooooooOo0mvLANOODODOO0om

1. (config)# dotlx vlan 10 reauthentication
(config)# dotlx vlan 10 timeout reauth-period 360
VLANOOOOOOOODOOOOOO VLANID1oOOOODOOoOOoDOooooooooooooad

g3eodboooonog
O
ooo0o0oo0ooOoO0@m@mVLANOOODDOOOm

1. (config)# dotlx vlan dynamic reauthentication
(config)# dotlx vlan dynamic timeout reauth-period 360
VLANOOOOOODOOODOODOOOOOOOOoDO0DO0DOooooooooo 3e0000000o0oad

O
020 0000 EAP-Request DO OO ODOOOO
0000000000000 DO000O EAP-Requestd 0000000000000 OO0OO0O0O0O0O0OO
gboboboooboobobooboboboboobooo

gboboooogo
0000000000000 DODOOreauthperiod0000000O0OOOOOOODOODOODOOO

gboooooooboobd

gbobooooboomboooboooboon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout supp-timeout 60
000 0100 EAP-Request 00D OD0OOO0OOO0OO 600000 O0OOO
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a
2. (config-if)# dotlx max-req 3

OO0 0100 EAP-Request 000 000O0O0ODODO 300000000
g

gobooooooOo0@mMVLIANOODODOOOm

1. (config)# dotlx vlan 10 timeout supp-timeout 60

VLANOOOOOOOOOOOOO VLANID 1000 EAP-Request 1000000000 60000
gboobad
a

2. (config)# dotlx vlan 10 max-req 3

VLANOOOOUOOOODODODOODOO VLANID 1000 EAP-Request 1000000000 30000
gooo
a

O0o00o0Oo0ooOoO0O@mMVLANOOODOOOm

1. (config)# dotlx vlan dynamic timeout supp-timeout 60

VLANOOOOOOOOOO EAP-Request 00O DOOOOOOO 6000000000
g

2. (config)# dotlx vlan dynamic max-req 3

VLANOOOOOOODODO EAP-Request 0000000000 300000000
a

g3 0obooooobooboooboobooon

00000 EAP-Start 000 D0OO000O0DOODOO0DDO0OODOOOOODODOO0ODOO0ODOOOOODOOO
0000000000 tx-period 000 Oreauth-period 00 0000000000000

gboboooogo

gboboooooboobobobobooboobooboboboboboooboooboobobOobon
0000000000 O00DDOO dotlx reauthentication 00O OO0DOOO0OODOOO

gbobooooboombooobooobon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx reauthentication
(config-if)# dotlx ignore-eapol-start

000010 EAP-Start 0000000000000 O0O0O0O0O0OO
g

00o0o0o0o0oDoOoO0@mMVLANOOODOOOm

1. (config)# dotlx vlan 10 reauthentication
(config)# dotlx vlan 10 ignore-eapol-start

VLANOOOOOOODOODOOOO VLANID 10O EAP-Start 0000000000 OOOOOO
oo
g

O000o00o0oDoOoOO0@mMVLANOOODOOOm

1. (config)# dotlx vlan dynamic reauthentication

(config)# dotlx vlan dynamic ignore-eapol-start
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VLANOOOOOOOOO EAP-Start 0000000000000 O0O0O0O00O0
O

040 J0000O0O00O0DODOObOODbObOOn

gboboboboboooboobooboboboooooooobooboDbo

gbobooogo
gbobooooobooboboboboboboobooobooooboboboboboboobooobooon
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gbobooooboobobobobobobooooooboobobo

gboboooooomoboooboooboon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout quiet-period 300
00000o00ooooooooooooiodoopoOoooooooooo 300000oood
g

gobooooooOo0mvLANOOODOO0om

1. (config)# dotlx vlan 10 timeout quiet-period 300
VLANOOOOOOODOOOOOOO VLANID1oOODODOOoOOoDOooooooosoo0ooono

gooo
O

goo0o0oo0ooOoO0@m@mVvVLANOODODOOOm

1. (config)# dotlx vlan dynamic timeout quiet-period 300
VILANOOOOUOOOOOODODOoOOooDoooooooo 000000000
U

050 EAP-Request/ldentity D D 0 00O O0O0OOD0O0O

0000000000000 00000U0U0U0UL0UUULOUOUODUODUUOUOU EAP-Request/
Identity 0D OOOODOOOODOCOOO

gbobooogo
O0O0O0OOtxperiod 00000000000 OOOO EAP-Request/Identity 0000000000

O00O0O0O0O0O0OO0OO0OO0OO0ODOD EAP-Response/ldentity 0 0 0 0000000000000 0OO0OO
gboboooobooboboboboboboooooooboobobon

reauth-period [0 tx-period 0 (DOO0O0OO0O0O0OO0O0O= 20)x 2
tx-period 00000000 3000000003000 00000000000000O00O tx-period 00O
JddooooOooooo

gbobooooboomboooboooboon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout tx-period 300
O0000000000000000 0/10 EAP-Request/Identity 000000000000 3000
goobodooo

153



7.0 IEEE8021X 000 DODODO

g
O000o00o0oDOoOO0O@mMVLANOOODOOOm

1. (config)# dotlx vlan 10 timeout tx-period 300
VLANOOOOOODOOOOOOOO VLANID 100 EAP-Request/Identity 0000000000
ggs30o0bboooobgod
a

gobooooooOo0mMVLIANOODODOO0Om

1. (config)# dotlx vlan dynamic timeout tx-period 300
VLANOOOOOOOOO EAP-Request/Identity 00 00000000 OO 30000000000
a

Oel DODOOO0OOODODOOOOODODO

oo oobobobbbbbbbbbobobobobddddodooooo
Supplicant 0000000000 OCOvradiusserver 1000000000000 DOODOOOOODOOO
000000000 Supplicant0 000000 OO0O0OO

gboboooogo
radiusserver 0000000000 OOOOOOOO0OOO0OOO0OOO0OOOOOUOODOOOOOOOO

g0o00OO0OO00OO00OO0O0OO0O0OOO0O0OOOOUOOUOOOODOOOO SupplicantDODOOOOOO
gbobobooooooboobobobobooboooboobobobooboobooooboobobon
gboooooobobobooooobogn

gboboooooomboooboooboon

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout server-timeout 300
Joo0oo0o0oooooooooooDonoooodobooooooooo s0o00ooooon
g

oobooooooOo0mMVLIANOODODOOOm

1. (config)# dotlx vlan 10 timeout server-timeout 300
VLANOOOOOOOOODOOODO VLANID1I0OODODODOOoDoDDooooooooo so000dn
googod
g

oobooooooOo0@mMVLIANOODODOO0Om

1. (config)# dotlx vlan dynamic timeout server-timeout 300
VLANOOOOOOOOODOOOOoOOoOooooooooo so000ooooooon
g

gr700obooooboboooobobooboooon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooobobobobooboooonDo

gboboooogo
gboobooooobobobobooobooboobobobobooooboboobOobo

gboboboooooon
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1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout keep-unauth 1800
0d0DOO000O0o0o0bOOodoooobon1bO0o0bOodDooooo oo 0oooDoOoon
a

080 syslog0 00000000
00000 syslogdOOOO0OOoOOooooOOd

gboboooogon
IEEE802.1X DD O OOODOOOoOOoODoODoDOOoDoDoOoDoOOsysloghoooooooooOoOO
ao

gooboooooon

1. (config)# dotlx logging enable
(config)# logging event-kind aut
00000 syslogODOOOOOOOOOOOooOOO
a

7A50RADIUSOOOODDOOODO

010 0oboobooooooo

gbobooogo
RADIUSOOCOOCOOCOOOOOOOOOOOOOOOODOODODODODDODOO

gbobooooooo

1. (config)# aaa accounting dotlx default start-stop group radius
RADIUSOOOO0OOOOODOODOODODODOOOOOOOOOn
a

O20 RADIUSOOOO0OODOOODOODOOO

gbobooogo
OO0O0O0OO0 RADIUSOOOOOODOOOOOOOOO

gbobooooooo

1. (config)# aaa authentication dotlx default group radius
RADIUSOOOOOOOOODOODODOOOOOOOO
a

O30 VLANOODOOOOoooooboooo

gbobooogo
VLANOODODODODODODODODDODODOODO RADIUSOUOOOOOOOOO VLANOODODOODOO
gboooooooobo

gbobooooobooo

1. (config)# aaa authorization network default group radius
RADIUSOO0ODODOOOOOO VLANOODOOODOOOOODOODO
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720 IEEE8021X U OO DO OOON

721000000000

IEEEgS02.1X 0D DOOO0DO0OOO0ODODOO0ODOOOODbOOOOoDOoOO

072000000000

ooood

oo

show dotlx

000000000000000 Supplicant000000000

show dotl1x logging

IEEE802.1X 00 000000000000 0O0OO0O0O0BoO

show dot1x statistics

IEEE802.1X OO O0OOOOOOOOOoOoooODOO

clear dot1x auth-state

gooooooooooooooono

clear dotlx logging

IEEES02.1X 0000000000000 00000000O00O0

clear dotlx statistics

IEEE802.1X 000000000 OOO o0OoOoooooO

reauthenticate dot1x

IEEE802.1X OO O0OO0OOOOOOO

restart dot1x

IEEE802.1X 00000000000 0ODO

dump protocols dot1x

IEEE802.1X 00 0000000000000 0000000000O0O000O0O0O
ooooo

7.2.20 IEEE802AX D00 OO

o1 o0obooon

0 ald

O bO
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IEEE802.1X 0000 showdotlxODODODODOODOODOOODODOO

oooooobooon

IEEE802.1X OO DOO0OO0OOshowdotlx 000000 OOOOOOOOOOOO

O 710showdotix 000000000

> show dotlx

Date 20XX/10/20 10:52:40 UTC
System 802.1X : Enable

Port/ChGr/VLAN
Port 0/1

Port 0/2

Port 0/3

ChGr 32

VLAN 10

VLAN 11

VLAN 12

VLAN (Dynamic)

AccessControl PortControl Status Supplicants
--- Auto Authorized 1
Multiple-Hosts Auto Unauthorized 0
Multiple-Auth Auto --- 0
Multiple-Auth Auto --- 1
Multiple-Auth Auto --- 1
Multiple-Auth Auto --- 0
Multiple-Auth Auto --- 0
Multiple-Auth Auto --- 1

gbooooooooobo

0000000000000 0DO0000000 showdotlxport 00 OO0 OO0OD0OOO0OOOOOOOOO
00000000000000 show dotlx channel-groupnumber 000000000000 OOOO
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gboboooobooboobobobobooooooboobobo

detaill 00 DO O0O00DOOOO0ODOOOODOOOODOOOOODOOOODO

O 7-20showdotixport D00 0Odetal D000 O0O0O0O0O0O0OOOO

> show dotlx port 0/1 detail
Date 20XX/10/20 10:52:48 UTC

Port 0/1
AccessControl : --- PortControl : Auto
Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants 1/ 1 ReAuthMode : Enable
TxTimer (s) : 9 / 30 ReAuthTimer (s): 3585 / 3600
ReAuthSuccess : 0 ReAuthFail : 0
KeepUnauth (s) P / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0021 Authorized Authenticated 1Idle 0
15 20XX/10/20 10:52:32

VLANOODOOOOODOOOoODO

VLANOOOOOOOOOOOO VLANOOOOOOOshowdotlxvlanOOOOOOOOO0O0O0O0OO
OOOOVLANIDOOOOOOOOOOO VLANOOOOOOOOOOdetall0O0OO0O0OO0O0O0O0O0OO
gboboboboooboooobobo

0 7-30showdotixvien DO OO 0detail DO O0O0O0O0OO0O0O0OOO0O0O0O

> show dotlx vlan 20 detail
Date 20XX/10/20 10:52:48 UTC

VLAN 20

AccessControl : Multiple-Auth PortControl : Auto

Status HE Last EAPOL : 0012.e200.0003
Supplicants : 2/ 2/ 256 ReAuthMode : Enable
TxTimer (s) : 3518 / 3600 ReAuthTimer (s): 3548 / 3600
ReAuthSuccess : O ReAuthFail : 0
SuppDetection : Shortcut

Port(s): 0/1-10, ChGr 1-5
Force-Authorized Port(s): 0/4,8-10, ChGr 1-5

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time

[Port 0/1]

0012.e200.0003 Authorized Authenticated 1Idle 0
84 20XX/10/20 10:51:24

[Port 0/3]

0012.e200.0004 Authorized Authenticated 1Idle 0
5 20XX/10/20 10:51:03

OdOVLANOOOODOoOOooooooo

VLANOOOOOOOOOOOO VLANOOOOOOOshow dotlx vlandynamicO OO0 0000000
O0C0OO0COCOOVLANIDOOOOOOOOOOO VLANODODODODOODDODODOdetallOOOOOOO
gbobobooobooboobooboboboooo
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O 7-40show dotixvlandynamicO OO O Odetail OO0 O0OOO0OOOOOOOO

> show dotlx vlan dynamic detail
Date 20XX/10/20 10:52:48 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status HE Last EAPOL : 0012.e200.0005
Supplicants : 1/ 1/ 256 ReAuthMode : Disable
TxTimer (s) : 3556 / 3600 ReAuthTimer(s): 3586 / 3600
ReAuthSuccess : 0 ReAuthFail : 0
SuppDetection : Shortcut

VLAN (s) : 20

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time

[VLAN 20] VLAN (Dynamic) Supplicants : 1

0012.e200.0005 Authorized Authenticated Idle 0
44 20XX/10/20 10:52:03

7230 IEEE802AX 00O DO OO

o1 oooooooo

OO00OOCOOOOOOOOOOcleardotlx auth-state 0000000000000 O0OOOVLANIDO
Ooo0O0 MACOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOODOOOODOODOOO

gooo

gboboooooboboboboooboobobobobobobooobooboobOobo

07500000000 IEEES2AXTO0DOOOODOOOODODO

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

020 0000000

O0O0OO00OO0O0OO0O0OOODOOreauthenticate dotlx 0000000000000 OODOOVLANIDODODO
O MACOOOOOOOOOOOOOOOOOOOOOOOOOODOODOOOOOODOOOODOODOOO

goooo

O000O0O0O0O0O0O0O0O0O0ODOODOODDO SupplicantDOOOODOODOODOODOO

07600000000 IEEES02AXTOOOOOVLANOOOODODODODOD

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y
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ooo
O O 00-12-e2-12-34-56

NAS-Identifier 32 00 VLANOOODOOOOOOOOOOOOO VLANIDOODOO
goooooooog
OOVLANID 100000 100
000000 VLANOOOOOODODOOOOOOO0O0oooooo
000000000 hostname 000 0000000000000

NAS-Port-Type 61 Virtual(5) 0000000

NAS-IPv6-Address 95 00000000000000 IPv6e000000000O00OOO
000000000 IPve00O0DDDOOOOOOOODODOOO
O RADIUSOOOOOOODODOODOOOOOIPv6éOOODOOO
0000D0O0O0O0IPv6e0O0O00O0O0O0OO0O0OOOOODOOOOO
0000000000000 O0OD IPvéeOOOOOO0OD0DOOO
00000000000000O0IPveO 00000000000
oooooo

0840000000 O0DOOOONO 20 Access-Accept

ooo Type O oo
Service-Type 6 Framed(2) 00 O0O00OWebOODOOOODOODOODOOO
Reply-Message 18 goooo
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ooo Type O oo

Tunnel-Type 64 000000 VLANODOOOODOOOOOOOOO0O0O0o0O0o000
VLANOOO 130000000000000
00 VLANOOOOOODODOOOO

Tunnel-Medium-Type 65 000000 VLANOOOOOODOODOOOOO0OoOoooooo
IEEE802.1X00000 6 0 Tunnel-Medium-Type 0 000 O
oooooooo
00 VLANOOOOOODOODOOOO

Tunnel-Private-Group-1d 81 000000 VLANOOOOOODOOOOOOO0O0Oooooooo

VLANOOOOOOODOOOO" VLANxx"

xx 0 VLANIDOOOOOO

0000000 1000000000 0x000 0x1f00000 Tag
00o000000o00ooooo 200000000000 VLANDO
gobOooooOobo1000000000 ox20000000000
00 VLANODOOOODO

000000000 VLANOOOOOOOoOOooooooooooo
O0name 000000 VLANOOOOOOOODOOOVLANDO
000o0ooo VLANIDOOOOOOoOO

00 VLANOOOOOOODoOooOo

085000000000D0000DO0O00O0O0DODOO0OD0OO 30Access-Challenge(T1 OP-OTPO

ooo Type O oo
Reply-Message 18 goooooo
000000000000 00000000000 Reply-Message
gooobooooooa
State 24 0000000000000000000 Access'Request [0 State

oooooooogoo

0 8-600 RADIUS Accounting0 O OO0 OO0O0O

ooo Type O oo

User-Name 1 O00O0000o0oooobooooao

NAS-IP-Address 4 NASO IPOODOOOOOOOOO
000O000O0000000D IPODOOOOOOOOOOOOOO
0oOoOoo0oo0O0IPO00OOOOODOOOOOOOOOOOOOO
000O000D00000000 IPOOOOOOOODOOO

Service-Type 6 Framed(2) 0O O0OO0O0O

Calling-Station-Id 31 000 MACOOOODOOOO ASCIID - 00O00O00D0O0D0OO0
0 0 00-12-e2-12-34-56

NAS-Identifier 32 00 VLANOOOOOODDODOOOOOODOD VLANIDOOOO
oooooooog
OOVLANID 100 000 100
000000 VLANOOODODOOOOOOOODOOO000o00O
000000000 hostname 000000000 ODODOOOO

Acct-Status-Type 40 000000 Start(DOOOO0O0O00O Stop(@0000000

Acct-Delay-Time 41 000000000000000000000000000000
ooo

Acct-Session-Id 44 0000 IDO0O0OO0OO0O0MMO0O00ODOOODODOOOoooooo
oooo

Acct-Authentic 45 000000D000000000D000 RADIUSO Local 00 00

oooOooooo
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ooo Type O oo
Acct-Session-Time 46 000000000000000000000000000
NAS-Port-Type 61 Virtual(5) 0000000
NAS-IPv6-Address 95 NASO IPv6 00000000000

gooooooooooobooIpweoooOoOoOOOOOOO

oooboooooobooIpveoooOOOOOODOOODOOODO
ooobooooooboooooooooo IpvebOOODOOODO
OooooooIpv6e000000000O0O0O0O0O0O0O0O0O0OO
ooobooooooboooooIpvweoOoOOOOOODOODO
ooooooooooooo Ipve0OoOOOODOODOODO
oooo
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gboboooooboobobobobobooooobooboboboobooboono

082500 00000000000

gbobooooobooboobobobooon

087000000 0O0O0O0OOO0OOO0OOOOODOOO

pooooooooo gooo poooooo
O
User ID or password is wrong. 11 0O0O00o0oOooIDOO0O0oOoOoOooogon
Please enter correct user ID and
password.
12 oooooooIbO 32000000000
13 Jd0000o0o0oobOO0o0o0obOboOoOooooboooooo
gooooag
14 00oooooIDOOO WebOO DBOOOOOOOO
oo
15 00000000 WebOO DBOODODODOODOODOO
16 GETOOOOO "QUERY_STRING"O 210000000
godObz2se00000OO0O0O
17 POSTOOOOO "CONTENT _LENGTH"O 210000
gooboos40000ooonoo
18 Joooooo IbO000O00OODOODOODOODOODOOD
goo
20 goobobooooobooobobbooobbboooo
22 Jjd0000o0o0ooDoOOo0o0obobObObOooOooboooo
gd0000o0ooobOOooOobooooooooa
RADIUS: Authentication reject. 31 RADIUSOOODODODOOODOOOOOOOOOOOOO
gooboooooobooooooo
RADIUS: No authentication response. 32 RADIUSOODODODODODOOOOOOOOOOON
00000o0oooono RADIUSOOUODOOODOOO
gooooogoo
You cannot login by this machine. 33 RADIUSOOOOO0OO0ODOOO0O VLANOOWebODOO
00o0oo0OOo VLANODODoOoooo
O0O0OO0OVLANOOOOOOOODOODOoDoDooooo
34 RADIUSOOOOOO0OOOOOOOOOOOODOOOOO
000 RADIUSOOOOOOODOOOUODOOODOOO
go0oboooooobooobbbooooo
35 00 VLANOOOOOOODOoDoDooDoooooooo

gooooooooooooo
gooooooooo vVeANOOOOoooooooooo
od
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190

gooooOoooon oooo goooooo

O

36 OO0 VLANOOOODODOOODOOOOOOOO VLAN
Osuspend 0000000000
O0O0OOVLANOOOODOOOOOOOOooooooo

41 WebOOOOOOOOOOOODOOODOOOOOOOOO
gooooooooo
0000000000 VLANODOOOOOOO VLANO
gd0o00O0oo0ooooOooooooo

42 00 WebOO DBOOOOOO VLANIDOOWebO O
0ooooo VLANOOOOooooo
O00O0OVLANOOOODOOOOoOooooooo

44 OD0OO0OO0OOOIEEES02.1X 0000 MACOUOOOOOO
gdoo0d0ooOoO0ooOooooooooo
mac-address 0000 MACODOO OO MACVLANOO
oopooooooooooo

45 ooooo0ooooUoDoooooOoooooooooo
oooo
00ooo0ooooo VLANOOOOOOOoooooo
VLANOOOOOOOOoOooooooo

46 000000000000 VLANO suspend0 0000
goood
O0O0O0OVLANOOOODOOOOOoOoooooooo

47 WebOOUOOOOOOOOODOOODOOOOOOOOO
oopoooooo

76 MACOOOOO MACOOOODOOOOOOOODOOOOO
odoooooooooooooooooooooog
0000000000 VLANOOOOOOODoOOooooo
VLANOOOOOOOOOooooooo

77 MACOOOOO MACOOOOOOOOOOODOOOOO
000 VLANDO suspend D 0000 O0O0OOO
O00O0OVLANOOOODOOOOOoOooooooo

Sorry, you cannot login just now. 317 RADIUSOO0O0O0ODDOOOO 26000000000
Please try again after a while. ooo0ooooOooo0ooo0oooooon

43 WebOOOMACOOOODODO IEEES02.1XO0 OO OO0
ooooo0ooooooooooooooooooooo
oo

48 gdood0O0oo0o0ooO00ooOoooooOooooo
oooo

51 gooooOooIPOdO0OOOO0O MACOOOOOOOOO
gooooo

52 WebOOOOOWebOOOOOOOOOOOODOOOOO

53 WebOOQOQOOQOGQOO
(WebOOOOOWebOOOOODOODOODOOOODOOO
oooooo)

54 WebOOQOQOQoGQGQQO
(WebOOOOOWebOOOOODOODOODOOOODOOO
ooooooo)

The system error occurred. 61 WebOOOGOQOQOOO

Please contact the system
administrator.

(POSTO O OO0 "CONTENT LENGTH"OO OO OO
goooo)
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ooooooooon ooono ooooooo
O
62 WebOOOOOOOO

(POST/GETOOOOODOODOOOODO” & 02000
oooooooo)

63 WebOOOOOOOO
WebOOOOOOOIPOOOOOOOOOODODOOOO
)

64 RADIUSO OO Accounting0 OO0 OO O0OOCOOOOO
oo (00ooopoooo)
A fatal error occurred. 65 WebOOQOGOQOGoOOOo
Please inform the system administrator. (000 2600000 RADIUSODOOOODOOODOOO
o)
72 MACVLANOOOOO MACOOOOOOOOOOOO
goo
73 MACVLANOODOODOOOO MACODODODOODOOOO
gooooag
74 MACOOOOO MACODODODODOODOODOOOODO
goooooooo
75 MACOOOOOOOOOO MACOODOOOODOOOOO
goobooooooo
Sorry, you cannot logout just now. 81 0000000000000 IPOOOODOO MACOOO
Please try again after a while. ooooooooooon
The client PC is not authenticated. 82 0oo0oDooDooDooooooooooooooonog

oooooooooooon
e IxO2x0000000IDOOODOOO0ODOOOODOOOODOOOODOOO
« 3xORADIUSOOODDODOOOOODOOOD
c 4&xOWebODOODODODODODOODDOOODOOOODO WebOO DBOODODOOODOODOODODO
e 5x000000000D0OCO00DDOO000DD0O0DDO0OU0ODDOODOUODOO0ODOOOODOO
restart web-authentication 0 Web O OO OO OOOOOOODO
e 6x0 7x0 000000 restart web-authentication 0 Web OO0 OO0 OD0OOOOOOO0O
e &XOODODUODOOODODODOODOOODO
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Web 0000000000000 0000000000O0WebhOOOOOOOOOOOOO0O0OOOWeb
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
OO000OOoO000OO0oO00DOo00bO0O00oDOO00oDbO0O0O0DWebOODOOOOODOOOODOOO
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gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
OO0 HTMLODOOOOODOOOODOOOOODOOoOOoOoDO

gbooooooboobobooobooboono
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s JO0OOOO
e JO0OOOOO
e JO0OOODOOO0O
s JOOOODOOO
s JO0OOOOOO0O
e JO0OOOOOOO
e Reply-Message 0 0 O 0

0000000 WebOOODOOOOODDOOODOOOOODOOODOOOODDOODOOO WebD DO
gooooooo

oomos70ooooooooooooooooooooooobbooooooooobooooboooo
oooooobooon

O00O0OWebOOOOOOOOOOOOOOOOOOOOfaviconicolOOOOOOOOOOOOOO
gooOoOoOoOoOoOmesoWebOOOOOOODOOOOODOODDODODDO

O0OWebODODODOOOODOODOOOOOODOOOOOOOODOOO0OO0OO0OOOOO0OOOOODOODDODOO
0000000000000 000D000000 show web-authentication html-filesd Web OO 0O O O
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o110 0o0booogoon

goboooooobooob@ms2bb20000O000obObO0oobOoooooObDooooboooo

020 J000b00o0b0o0oboooobobooooobo
gboboboboboooboobooboboboooooooobooboDbo

gooooooooOoo0ooOooooUoOoUoUoUUOo MACOODDOOOOOODOOODODDOOO
000000O0OO0O00oQ0OO0DOoODOOWebOOOOoOoooooo MACOODDODODDODODDODOO
gboboboooooboobooboboooon

0000000000000 0O00OUUOULOD HUBODOD LANDODDDODDODDODDOD PCOODOOO
goooooOoOoooopopo pCOOOOOOOODOOODOOOODOODOOORODODOO

082600 0000D0000DO

AEE WebFREEAENE)

JL—B HERE D EARLAN

O3 OANDOOODOODODOO

WebOOO OANOOOOOOOOOOO VLANOOOOOOOOOOOO VLANOOOOODOOOOO
gboboooooonDg

e J0000D0ODODOOO AX-Config-Master DD OO OWeb O DOOODODODOOOOOODOODOO
00000000000 00000 web-authentication web-port 0 OANO OO OO https 00O O
0832096980 DO DODLODDODOODOOO

e 00D00OD0ODO AX-Config-Master D0 OO OWeb DO OOOODODODODOOOOOODOODOO
000000000 00000o0d0oo0o0oooo OANDODODOD IPOOODOOOOOODOD
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0 8-270OCANDO DO OO

OANE B REE OANE BN REE
.= | EEFEFH FEEEFH

AX-Config-MasterAh®
FARALTWWSN\yy % |
BESERHD —
TOEAYRNEEE

WebZBEIE & OANANERF

L I RAK— b

a2 =

o N L I

0‘[

AX-Config-Master  WebSRZEim*k

040 VLANO O OOOOOooooboo

000000 restartvlan 0 VLANOOOOOOOOOOOWebOOOOOOOoOoooooooooQ
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob

gboboooooboobobobooboooboobobobooboooon

Os50WebOOOOOOOoOOoooooOOO

Web OOOOOOOOO0OO0O0O0O0O0O0O0O0O0O0O0O0O00O0O0O0O0OO0O0O0OO0OOOOOOOOOOOO

gbobooooobooboboobooboonoo

oedDHCPOODODO IPODOOOOODOOOOOOOODO

goooOooooooIpOOODOO DHCPOODOODOODOODOOOODHCPOOODO IPOOOOODO

gboooooobobobooobooobogon

goO0oO0OO0 bHCPOOOUOCOUOCOCOCD100ODODODODODODODODODODODODODODOODODOODOOOOOOOO
gbobooooooobobobobooooooobooboboboboobooooooboobobOoDbOoD

g700000000b0O0O0O000b0O0b0 VLANODOO

goooooooOoOoOoOoOoOoOoOoOoOoOoOOoOOoOoOoOo IDODOOOOOOOOODOOODOODOODO
O00OO0OOCOOCOORADIUSOOOOUOOUOOOOO VLANIDOOOOO WebOO DBODODODODO
VLANIDOOOUOOUOOUOOOOO0OoOoOooooOo VLANODDOOODOOOOODOOO

goOoOoOoOoOoOoOoOoOooRADIUSOOODOODOOOOOOODOOOOOOOOOOOOOOOOOO

O0C0O VLANOOOOOOoooood
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OO0DO00o0O0o0oo0oDOoOobOOoD0oO0 WebbOOOoOoooooooooD
goboobooo

0100000000000

9200000000
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9.0Web00O0DODOODODO

o1unugoouoood

oMM boboobobobboooooogd

WebOOOODOOOOODDOOODOOOOODDOOODOOOODOO

09100000000 O00DOOObDOD

ooood

oo

aaa accounting web-authentication
default start-stop group radius

oobooooooooooOooooooooo

aaa authentication web-authentication
default group radius

RADIUSOOOOOOOOOODODOO

web-authentication auto-logout

MACOOOOOOOODOOOOOOOODOOOOOOOODODOO
ooao

web-authentication ip address

00 VLANOOOOOOOOOOOOO VLANODOOOO WebO
gooIpoOOOODOOODDOO

web-authentication jump-url

ooooob0o0b0o0o0o0o0bOo uRLOOOODODOD

web-authentication logging enable

0000000000 syslogDO0O0O0O0O0OODODOOOOO

web-authentication logout ping
tos-windows

000000000000000 pingd TOSOOOODOOODO

web-authentication logout ping ttl

000000000000 000 pingd TTLOOOOOOOO

web-authentication logout polling count

gobooooOooooOoOoooooooooooOooooocoooo
ooboooooogooo

web-authentication logout polling enable

gobobooooooooOooO0oooooOooOoobOoooooo

web-authentication logout polling interval

00000000000000000 (ARPOOOODODDODODOO
oo

web-authentication logout polling
retry-interval

gob0ooooocooOooo0ooOooOooOoOoooOoOoOoooOoooo
ooooooood

web-authentication max-timer

WebOOOOOOOOOOOOOOOO

web-authentication max-user

WebOOOOOOOOO VLANOOOOOOOOOOOOOOOO
goboooooocooooooooo

web-authentication port

00 VLANOOOOOOOOOO0O0OO VLANOOOOoOOoOOooooo
oobooooooooo

web-authentication redirect enable

URLOOO00000000000000

web-authentication redirect-mode

URLOOOOOOOO0OO000000000000000000
Ohttp 000 httpsD 0000000

web-authentication static-vlan max-user

00 VvVLANOOOOOO0O0O000o00o0o0o0o0o0o00o

web-authentication system-auth-control

WebOOOOOOOOOO

web-authentication vlan

000000000WebhOOOOOOO0O0O0O0O0O00O0O00O0O0
VLANODOOODOO

web-authentication web-port

Web0OOOOOOOOODOOOODOOOODOOOOODOOODOO
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912000 VLANODODODOOOOouoouoooogo

10 0oooboooboboobooog

gboboboooobooboobobobooooooooobobob

091000 VLANOODOOOODODODOOODOoOOoOoDO

PEERICT I ERATES

SVERDHOP-4—
10.0.0. 100
0/11 .
R o | WeEBZEFAIPT KL X
o 10.10.10. 1
e
HUB
VLAN 10
192.168.10.254/24 SERDHCPH— /12 & B

IP7 KL RERTE

Dall 00OO0O0ODOODO

gbobooogo
WebOOOOODOOOODOOOOODDOO

gbobooooogoo

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

2. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if) # exit
O00000000000D0000D000 VLANIDO WebOOOQOQOQOOGOO
u

3. (config)# interface gigabitethernet 0/11
(config-if)# switchport mode access
(config-if)# switchport access vlan 10

(config-if)# exit
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0ooo0o0ooO0oOoOoOoO0oO0O0oOoOoo0 Looooooooooooooooooo
g
ObOVLANOOODOOOOO IPODOOODO

gbobooogo
WebOOOOOOO VLANO IPOOOOOOOOOOO

goooooooooaa
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0

(config-if)# exit
WebOOOODOOO VLANID10O IPOOODOOOOODOOO

g
OcOOD0OO0OOIPMMOODDOOOODOO

gboboboooogn
ooobooOoooooO0o0oDoOoOooOooO0OooboOoooooOo IPvda00OO00ODOOOODODODOOD

goboooobooog

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay

(config-if)# exit
00000000 DHCPOOOOODNSOOODODODODODOOOODOOOOIPvAOODOOOO

00000000 CO0OU0OUDARPODODODODDOODODODODOODDODODODODODODODODODOO
g

OdOWebOOODOO

gboboboooogn
WebOOOOODOOOODOOOODODOOODDOOO WebOOODOOOODODO

goboboooooon

1. (config)# web-authentication ip address 10.10.10.1
WebOOOOO IPOOOOOIPv40O00O00OO0ODOODOO

g
2. (config)# web-authentication system-auth-control

WebOOOOOOOOO
g

D20 RADIUSOOODOOOCOODODOO

RADIUSOOOOOOOOOOOOOOODODOODOODODODO
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092000 VLANODOOO RADIUSOODOODOODODOO

RELRICT IV EATES

RADIUSH—/N
10.0. 0. 200

41 ERDHCPH— /3
10.0.0. 100

0/4 10.10.10. 1

HUB

VLAN 10
192.168.10. 254/24

SHEBDHCPH—/RI2 &k %
IP7 F L RE%

all OO0OOO0OO0ODOODO

gboboooogon

WebOOOOOOOOOOOOODODOO

gooboooooon

1.

(config)# vlan 10

(config-vlan)# state active

(config-vlan)# exit

(config)# interface gigabitethernet 0/4

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-if)# exit

0000000000 000000D000 VLANIDO WebOOOQOQOQOOoGOO
O

(config)# interface gigabitethernet 0/11

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# exit

000000000o000oo0U0D L30oooooooooooooooooon
u

ObOVLANOOODOOOOO IPODOOODO

gbobooogn

0/11 | WebBEFHAIPT FLR
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WebOOODOOOO VLANO IPOOOOOOOOOOO

gobooooboobog
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0

(config-if)# exit
WebOOOOOOO VLANID 10O IPODOODOOOCOOOO

g
OcOOOOOIPMOODOOOOODDOO

gboboboooogo
oooooOoooooO0o0oDboOoOoooOooO0OooboOoooooOo IPvda00O00ODOOOODOODOOOD

gbobooooobooo

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay

(config-if)# exit
00000000 DHCPOOOOODNSOOODODODODODOOOODOOOOIPVAOOOOOO

0000000 0OC0OO0OC0OUDARPODODODOODODODODODODOODODODODODOODODODODOO
g

OdOWebOOODOO

gboboboooogo
WebOOOOODODOOODOOOODODOOODDOOO WebOOODOOODODODO

goooooooood
1. (config)# web-authentication ip address 10.10.10.1
WebOOOOGOIPOOODOOIPv4ODODOOODOOOODOOO

a
2. (config)# aaa authentication web-authentication default group radius

(config)# radius-server host 10.0.0.200 key "webauth"
000000 RADIUSOUODOODOODOD IPOOODOO RADIUSOODOOOOOO

a
3. (config)# web-authentication system-auth-control

WebOOOOOOOOOd
g

O30 RADIUSOOUODOOODO DHCPOOOODOODOODO

RADIUSOOCOOCOOCOCOC bHCPOOOOODOOOODOOOODOOOODOODOOODOOOOO
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093000 VLANODOOO RADIUSOODODODODODO DHCPOOOODODODODO

REERICT IV ERATES

RADIUSH—/X
10.0. 0. 200

PIREDHCP 4 — /1 | v

AEE gl | WebBEEAIPY KL

10.10.10.1

&—— VLAN 10

HUB

REDHCPH— /12 & %
IP7 ~LRE&

Uall OO0OO0ODOODO

gboboboooogo

WebOOOOOOOOOOODOODODOO

gboboooooon

1.

(config)# interface gigabitethernet 0/4

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-if) # exit

O00000000000D0000D000 VLANIDO WebOOOQOQOQOOoOGOO
U

(config)# interface gigabitethernet 0/11

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# exit

0000000000000 0U0D L30oooooo0oooooooooooon
O

ObOVLANOOODOOOOO IPODOOODO

gbobooogo

WebOOODOOOO VLANO IPOOOOOOOOOOO

gbobooooooo

192.168. 10. 254/24
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1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit
WebOOOODOOO VLANID10O IPOOODOOOOODOOO
g

OcOOD0OO0OOIPMMOODDOOOODOO

gboboooogon
gooooOoOoOoOoOoOOOOOOOOOOOOOOOOOOOIPVMOOOOOOOOOOOOOO

gboboooooon

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config) # interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
000000000000 DHCPOOOUODOO DHCPOOOODO DNSOOOODDOOOOOOO
0oooo Ipva0 000000000000 0ODOOO0OARPOOOODDOODOOOOODODOODO
ggooooo
g

OdOWebOOODOO

gboboooogo
WebOOOOODODOOODOOOODODOOODDOOO WebOOODOOOODODO

goooooooood
1. (config)# web-authentication ip address 10.10.10.1
WebOOOOO IPOOOOOIPv4O0O0OO0OODOODOODOO

a
2. (config)# aaa authentication web-authentication default group radius

(config)# radius-server host 10.0.0.200 key "webauth"
000000 RADIUSOODOODOODOOD IPOOOOO RADIUSOODOOOOOO

g
3. (config)# web-authentication system-auth-control

WebOOOOOOOOOd
g

o130 0000bDb VLANOODODUOUOuouoooooooo

o100 0obooooboboooooo

oooooOoooooOo0oDboOoO0obOooO0OoobOboO0OooDoOoOoooOoOooDboOo IPODOOOODOO
goooOoo bHCPOOOCOOOOOOOOOOOO DHCPOODOODOODODOO
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0000000 VLANOOOO VEANOOOOOOOoooooooooooooo

0940000000 VLANOOODOOOODDOOODOOOO
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all OO0OOO0OODOODO

gboboboooogo
WebOOOOODOOODOOOODDOO

gbobooooobooo

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if) # exit
0000000000 000000000 MACVLANO WebOODOQOGQOGOGOonoOO

O
2. (config)# interface range gigabitethernet 0/9-10

(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
gobodbbooobuooboboooboobboobooo
u

ObOVLANOOODOOOOO IPODOOODO

gboboooogo
000 VLANOOOOOO VLANO IPO0OO0OO0O0O0O0O0O00O0O
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gbobooooooo

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if) # exit

000 VLANOOOO VLANOO IPO0OD0OOO0ODOOOODO

g

OcOODOO0OOIPMMOODDOOOODOO

gbobobooogo

ooooo0ooooOooO0o0oboOoOoboOooOoOooboOoooooo Ipva0OO00ODOOOODOODOOD

gbobooooobooo

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit

(config) # interface gigabitethernet 0/4

(config-if)# authentication ip access-group 100

(config-if)# authentication arp-relay

(config-if)# exit

000000000000 DHCPOOOODOO DHCPOOOODO VLANIOOODODOOOOOOO
goIpPO0OO0O 192.168.10.10 00000000000 00O00OIPv400000000DOO0OOODO
O0O0O0ARPOUODOOOODOOOODOOOOODOOOODDOOODO

g

OdOVLANOOOODOOOO
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000 VLANOOOO VLANOOOOOO0O0O0O0O0oo0oood

gooboooooon

1.

(config)# ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 110 in

(config-if)# exit

(config)# ip access-list extended 150

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
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(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit

O00 VLANODOOO VLANOODOOOODODOOooOoDoooooo

u

OeOWebOOODOO

gboboboooogo
WebOOOOODOOODOOOOODODOODDOO WebOODOOOOODOO

goboboooooon

1. (config)# web-authentication ip address 10.10.10.1
WebOOODOO IPOOOODOIPv4OODOOOOOOODOOO
u

2. (config)# web-authentication system-auth-control
WebOOOGOOOOOO
a

O20 RADIUSOOODOOOOODOOO

RADIUSOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOTIPODODODDODOOOOO
000000 bHCPOOOOODOODOUOODODODL DHCPOODODODODODOD

0000000 VLANOOOO VRANOOOOUOOOoooooooooooooo
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0950000000 VLANODOODO RADIUSOOODODOOODOO

RELRICT VA TES
*y kT—=2

REEAIN=FT I ERATES
*y bT—=7
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gboboboooogn
WebOOOOOOOOOOOOODODOOO

goboboooooon

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if) # exit
00000000000 00000000 MACVLANO WebOODOQOOGOQOOO
g

2. (config)# interface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
ggbobooobuoobbooboobboobboooboo
a

ObOVLANOOODOOOOO IPODOOODO

gboboooogo
OO0 VLANOOOOOO VLANO IPODOODOOOODODODOO

gbobooooobooo
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(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

O00 VLANOOOO VLANODO IPOO0ODOOOO0OOOOO

O

OcODOOOOIPMOODOOOOODDOO

gboboboooogo

oo0obooOoooooOo0oOooOoOoobo0oooooooDoOoo IPvda0OO0ODOOODOODOOD

gbobooooobooo

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit

(config)# interface gigabitethernet 0/4

(config-if)# authentication ip access-group 100

(config-if)# authentication arp-relay

(config-if)# exit

000000000000 DHCPOOOOOO DHCPOOOOO VLAN10OODOODOOOODODO
gO0IpP0O0O00O 192.168.10.10 000000000000 0O0O0 IPv400000D0OO0ODOODODO
OO0O0DARPOOODOO0ODOOOODODOODDOOOOOOO

4

OdOVLANOOOODoOooo

gboboooogo

OO0 VLANOOOO VLANOOOOOOOoooooooooo

goboboooooon

1.

(config)# ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 110 in

(config-if)# exit

(config)# ip access-list extended 150

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eqg bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
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(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

000 VLANOOOO VLANODOOODOOOoooooooooo

g

OeOWebOOODOO

gboboooogon
WebOOOOODODOOODOOOODODOOODDOOO WebOOODOOODODODO

gbobooooogoo

1. (config)# web-authentication ip address 10.10.10.1
WebOOOOGOIPOOODOOIPv4ODDOOODOOOODOOO
a

2. (config)# aaa authentication web-authentication default group radius
(config) # radius-server host 192.168.10.200 key "webauth"
000000 RADIUSOUODOODOODOD IPOOOOO RADIUSOODOOOOOO

ad

3. (config)# web-authentication system-auth-control
WebOOOQOGOOGOOOd
a

O30 RADIUSOOOOOODOODOOODHCPOODOODOOODO

RADIUSOOOOOOOOOOOOOUOOOOOO IPODDODDODDODDODOODODODO DHCPOODODODODOO
gboooooobobaobd

0000000 VLANOOOO VLANOOOOUOOOoooooooooooooo
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gboboboooogo
WebOOOOOOOOOOODOODODOOO

goboboooooon

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)# exit
00000000000 00000000 MACVLANO WebOODOQOGOGOGOoQoOO
u

2. (config)# interface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
gobodbbooobooboboooboobboobooo
O

ObOVLANOOODOOOOO IPODOOODO

gboboooogo
OO0 VLANOOOOOO VLANO IPO0OO0OO0OO0OO0OO0OOO0O

gbobooooooo
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1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

000 VLANOOOO VLANOO IPO0OD0OOO0ODOOOODO

g

OcOOOOOIPMOODOOOOODDOO

gboboboooogo

gooboo0oooooOo0oDboOoOoooOooO0OooboOoooooOo IpPvda00OO00ODOOODOODOOD

gbobooooooo

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eqg bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit

(config)# interface gigabitethernet 0/4

(config-if)# authentication ip access-group 100

(config-if)# authentication arp-relay

(config-if)# exit

0000000000 DHCPOODOOOO DHCPOODOODO VLAN10OOOODOOOOODOOO

OIPOOOO 192.168.10.10 000000000000 OOO IPv40000D00O0O0DOOOODOO

OOCOARPOOOODOOOODOOOOOOOOOOOOOOOOO
g

OdOVLIANDOOOODOOOoo

gboboooogo

000 VLANOOOO VLANOOOOOO0O0O0O0O0oo0oood

gooboooooon

1.

210

(config)# ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.10.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 110 in

(config-if)# exit

(config)# ip access-list extended 150

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
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(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit

O00 VLANODOOO VLANOODOOOODODOOooOoDoooooo

u

OeOWebOOODOO

gboboboooogo
WebOOOOODOOODOOOOODODOODDOO WebOODOOOOODOO

goboboooooon

1. (config)# web-authentication ip address 10.10.10.1
WebOOODOO IPOOOODOIPv4OODOOOOOOODOOO
u

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "webauth"
000000 RADIUSOOOOOOOOOIPODODO RADIUSOOODOODOODO
g

3. (config)# web-authentication system-auth-control
WebOOOGOOOOOO
a

9140000 DLO0O0000U0UUULLbDbOb

10 0oooboooboboobooog

0oooo0o0o0oO00o00oO00O000U0UU0U0U0UDUODUDUDODUODUOOOPCIOPC2OO IPO
gboboboooobooboobobobooooooooobobob
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OO0 VLANOOOO VLANOOUOOUOOUOOOoouoouoooooouoouooWebOoOoooooo
g00O0O0O0oO0O0 VLANOOOOOO VLANOOOUOOUOoooooooooooo VRANOODOOO
VLANOOOO WebOOOOOOOOOOOOOOOOOOOOOODOOOOOOO

Uald gbooooooo

gboboooogo
WebOOOOOOOOOOOOODODODOO

goboboooooon

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if) # exit
0000000oo00ooo0ooodooD VLANOODO VLANOODOOOOo
g
2. (config)# interface gigabitethernet 0/9
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
0000000000000 0000000000 VLANODOOOODO
g

ObOVLANOOODODOOOO IPODOOODO

gbobobooogo
OO0 VLANOOOOOO VLANO IPODOODOODOODOODO

gbobooooooo

1. (config)# interface vlan 10
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(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

000 VLANOOOO VLANOD IPOO0ODODOODOOOO

O

OcOO0OOO0O0ODOODOD

gboboooogo

000 VLANOOOO VLANOOOOOO0O0Ooooooooo

gbobooooooo

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 100 in

(config-if) # exit

000 VLANOOOOODO VLANOOODDOOOOoOOooooooooooooooooooo
4

(config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

OO0 VLANOOOOOD VLANODOODODOOOOoooooooooo

g

OdOWebOOODOO

gboboooogo

WebOOOOODOOODOOOOODODOODDOO WebOODOOOOODOO

gbobooooooo

1.

2.

(config)# web-authentication vlan 50
WebODOODOOO VLANOOODOODODODOOOOODOODOODOODO VLANIDOOOOOOO
a

(config)# web-authentication system-auth-control
WebOOGOOOOQOOO
a
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gboboboooooon

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if) # exit
0000000000000 0000oo000oD VLANOODOO VLANOOOOOOO
g
2. (config)# interface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 50
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(config-if-range)# exit
0000o0ooooDOdbOooooooooog VLANOOOOoood
a

ObOVLANOOODOOOOO IPODOOODO

gbobooogo

OO0 VLANOOOOOO VLANO IPO0OO0OO0OO0OO0OOOOO0O

gbobooooobooo

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

O00 VLANOOOO VLANODO IPOO0ODOOOOOOO

O

Uch OO0OOO0OODOODODO

gboboboooogo

OO0 VLANOOOO VLANOOOOOoooooooooo

gbobooooobooo

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 100 in

(config-if)# exit

OO0 VLANOOOOOD VLANODOOODOOOOOoOOoOooooooooooooooooooo
g

(config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

.0 host 255.255.255.255

.0 host 192.168.10.254

.0 host 192.168.50.254

.0.0.255 any

(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit udp 0.0.0.0 O.

o o o o
. . .
o O o o

(config-ext-nacl)# permit ip 192.168.50.
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit

(config)# interface wvlan 50

(config-if)# ip access-group 150 in
(config-if)# exit

O00 VLANODOOOODO VLANODOOOWebOOOODODOOOODODOOOOOOODOOOODOO
goboobogobooo
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g
OdODHCPOODOODODO

gboboooogn
oooIpO0OO0O0OOOOOOOO DHCPOOOOOOOOOO

goboboooooon

1. (config)# service dhcp vlan 10
(config)# ip dhcp excluded-address 192.168.10.1
(config)# ip dhcp excluded-address 192.168.10.254
(config)# ip dhcp pool POOL10
(dhcp-config) # network 192.168.10.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.10.1
(dhcp-config)# exit
DHCPOOUODOOO VLANODOOOODOOODOOODODODODOOO IPOODOODOOOODOOO
00O0DOODOOoO0OD0O0OIPOODOO 192.168.10.1 000000003
g
2. (config)# service dhcp vlan 50
(config)# ip dhcp excluded-address 192.168.50.1
(config)# ip dhcp excluded-address 192.168.50.254
(config)# ip dhcp pool POOL50
(dhcp-config)# network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config) # default-router 192.168.50.1
(dhcp-config)# exit
DHCPOOUDOOO VLANOOOOODOOUODOOUOODODODOODDO IPODODOODODOOO
000000000D00000IPODOO 192.16850.10000000)0
g

OeOWebOOODOO

gboboooogo
WebOOOOODODOOODOOOODODOOODDOOO WebOOODOOOODODO

gbobooooobooo

1. (config)# web-authentication vlan 50
WebOOOODOOO VLANOOOODOODOOODOOODODODODOOO VLANIDOOODOOOO
a

2. (config)# web-authentication system-auth-control
WebOOOQOGOOG4OOOd
a

O30 RADIUSOOUODOOODO DHCPOOOODOODOODO

RADIUSOOOOOOO DHCPOOOOOOOO WebOODOODOODOODOODOODOODOODOODODOO
gooooooopciopPCc2oO IPOODOODOOODOODOODO DHCPOOOODOODOOOODOOOOO
oo
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09-90WebOODO RADIUSOOOOOOO DHCPOODODOODOO

RELRICT VA TES
*y kT—=2

ATV ERTES
*y bT—=7

RADIUS+H—/% BHERICTI£R
192.168.10. 200 TEBZY—N VLAN 500
VLAN 100> — FIHIN T — b A
FIAN =Y A 192. 168. 50. 1

192.168.10. 1 SsEEmaEe)

=@ moy
=I=)=

{ Ereerene— r
]
REE 1 0/1 0/2§ 0/10 i
P i | o
bGP} | . | ! 7o eAK—
: 3 i ,
VLAN 10 SO iniviy _______________:’L _______________ ” VLAN 50
(SAEEHIVLAN) (FREE&VLAN)
192.168.10. 254/24 192. 168. 50. 254/24
| AAYTF |

o————+—— DHCPH—/NIZ & B IP7 FLREEE

000 VLANOOOO VLANOOOOOOOOOoooooODHCPOOOODODODODODODOODOOOWebO
000000000 oOooooo VLANOOOOOO VEANOOOOUOooouoooooooooo
VLANOOOOO VLANOODOO WebOOOOOOOOOODOOOOOODODOOOODOODODODODODO

Uall OO0OOO0OO0OOODO

gboboooogo

WebOOOOOOOOOOOOODODOOO

goboboooooon

1.

(config)# interface gigabitethernet 0/4

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac vlan 50

(config-if)# switchport mac native vlan 10

(config-if) # exit

0000000000 00Doo00bo0o0onD VLANOOOO VLANOOOODOd
g

(config)# interface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit

00000000000 000o000oo000oD0o0 VLANOODOOOoOoQO
O
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ObOVLIANOOODODOOOO IPODOOODDO

gboboboooogn

OO0 VLANOOOOOO VLANO IPODOODOODOODOODO

gboboooooon

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if) # exit

000 VLANOOOO VLANOO IPO0O0OOOO0ODOOOODO

g

UchOOOOOOOOOO
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gboboooogo

00O VLANOOOO VLANOOOOOOO0O0ooooooo

gboboboooooon

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 100 in

(config-if) # exit

000 VLANOOOODOOD VLANOODOOUODOOOOooooooooooooooooooo
g

(config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

.0 host 255.255.255.255

.0 host 192.168.10.254

.0 host 192.168.50.254

.0.0.255 any

(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit ip 192.168.50.
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in
(config-if) # exit

000 VLANOOOODOD VLANOODOOWebOOOODODDOOOOOODOODODOOODOOOODOO

gbobooooooo
a
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OdODHCPOODOODOO

gboboooogon
Oo0IPO0OD0O0OOOOOOOOO DHCPOOOOOOOOOO

gboboooooon

1. (config)# service dhcp vlan 10
(config)# ip dhcp excluded-address 192.168.10.1
(config)# ip dhcp excluded-address 192.168.10.254
(config)# ip dhcp pool POOL10
(dhcp-config) # network 192.168.10.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.10.1
(dhcp-config)# exit
DHCPOUOUODOOOO VLANOODOOODODOOODOOODODODODOO IPOODOODDODDOOOOOOOO
000000000 IPOODOO 192.168.10.1 00000000
U

2. (config)# service dhcp vlan 50
(config)# ip dhcp excluded-address 192.168.50.1
(config)# ip dhcp excluded-address 192.168.50.254
(config)# ip dhcp pool POOL50
(dhcp-config) # network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config) # default-router 192.168.50.1
(dhcp-config) # exit
DHCPOOUODOOO VLANOOOUOODOOUODOOOODOODOODDO IPODODOODODOOO
00000000000 000 IPOOODO 192.168.50.1 00000000
g

OeOWebOOODOO

gboboooogo
WebOOOOODOOODOOOOODODOODDOO WebOODOOOOODOO

gbobooooooo

1. (config)# web-authentication vlan 50
WebODOODOOO VLANOOOODODODOOOOODOODOODOODO VLANIDOOOOOOO
a

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "webauth"
000000 RADIUSOO0ODODOOOODO IPOODOOO RADIUSOOOODOOODO

O
3. (config)# web-authentication system-auth-control

WebOOOOOOOOO
O

O40 RADIUS OO ODOOOO DHCPUOOOOOODOODOO VLANODODODODO

RADIUSOOOOOOO DHCPOOOOOOODOOOOOOO VELANOOOODOOOO WebOOODO
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gooOoOoOoOoOoOoOoOoOoOoooooPpcioPC2O00 IPOODODODOODOO DHCPOOODOODOOOOO
gbooooooon

09-100WebO OO RADIUSOOOOOOO DHCPOOOOOOOOO VLANOOOOOOO

FARISTVERTES
E SN A

REAN=FT I ERTES
*y kT—=7

RADIUSH—/\  S}ERDHCPH—/3
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e N
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| g
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(FRELEATVLAN)
192.168.10. 254/24

192.168. 50. 254/24

—— HMEBDHCPH— /NI & B IP7 F L RERTE
=g =g
Y] Y]
PC1 PC2

OO0 VLANOOOO VLANOOUOOUOOUOOOoouoouoooooouoouooWebOOoooooo
00000000 VLANOOOOOO VLANOUOOUOOUOoooooooooooo VRANOOOOO
VLANOOODO WebOOOOOOOOOOOOOOOOOOOOOODOOOOOOO

gooooo vVLIANOOOOOoooooooooooooooooooooooo

Dad gooooooo
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gboboooogo
WebOOOOODOOODOOOODDOO

gbobooooooo

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50,60
(config-if)# switchport mac native vlan 10
(config-if)# exit
0000000000000 000000000 VLANOODOO VLANOOOOOoOOO
g
2. (config)# interface gigabitethernet 0/9
(config-if)# switchport mode access

(config-if)# switchport access vlan 50
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(config-if)# exit
000000000o0o00oo00oDoO0o0oooo VLANOODOOOOoo
O

(config)# interface gigabitethernet 0/10

(config-if)# switchport mode access

(config-if)# switchport access vlan 60

(config-if) # exit

0000000000 000o000D0oO000o0o VLANOODOOOoOoOo
U

ObOVLANOOUODODOOO IPODOOODDO

gboboooogon

OO0 VLANOOOOOO VLANO IPO0OO0OO0OO0OO0OOOOO0O

goboboooooon

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

(config)# interface vlan 60

(config-if)# ip address 192.168.60.254 255.255.255.0
(config-if) # exit

O00 VLANOOOO VLANODO IPOO0ODOOOOOOO

g

Uch OO0OOO0OODOODODO

gboboboooogo

OO0 VLANOOOO VLANOOOOOoooooooooo

gboboboooooon

1.

(config)# ip access-list extended 100

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 100 in

(config-if)# exit

O00 VLANOOOOODO VLANODOOOOOOOOoOOoOooooooooooooooooooo
g

(config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
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(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if) # exit
000 VLANOVLANIDSOO OO OODODO VLANOODOOWebOOOOOOOODODODOOOOOO
0000000 VLANOVLANIDeOU O OOOOOOO0ODOO0ODOOOO0Ooopoooooooo
g

3. (config)# ip access-list extended 160
(config-ext-nacl)# permit tcp 192.168.60.0 0.0.0.255 host 192.168.10.254 eq
http

.0 host 255.255.255.255

.0 host 192.168.10.254

.0 host 192.168.60.254

.0.0.255 any

(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit udp 0.0.0.0 O.
(config-ext-nacl)# permit ip 192.168.60.
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 60

(config-if)# ip access-group 160 in
(config-if)# exit

000 VLANOVLANID6OO OO OODOD VLANOODOOWebOOOOOODOOODDODOOODOOO
0000000 VLANOVLANID 0O OO OOO0O0000000000000ooooooooon
g

OdODHCPOODOOOOODDOOOD

gboboboooogo
Oo00IPO0OD0OOOOOOOOOO DHCPOOOOOOOOOOODOOOOO

gbobooooooo

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config-if)# exit
000 VLANO DHCPOODOUODOOOOOODOOOOOO
g

2. (config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config-if) # exit
000 VLANOVLANID 5000 DHCPOOOODOOOOODDODOOOOOO
]

3. (config)# interface vlan 60
(config-if)# ip address 192.168.60.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
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(config-if)# exit
000 VLANOVLANID6OO O DHCPOUOOODOODODOODOOOOOO
a

OeDWebOOODOO

gboboooogo
WebOOOOODOOODOOOOODODOODDOO WebOODOOOOODOO

gbobooooobooo

1. (config)# web-authentication vlan 50

(config)# web-authentication vlan 60
WebOOODOOOO VLANOOOOOOOODOOODOOOODOO VLANIDOOOOOOO

a
2. (config)# aaa authentication web-authentication default group radius

(config)# radius-server host 192.168.10.200 key "webauth"
000000 RADIUSOOOOOOOOOIPODODO RADIUSOOODOODOODO
a

3. (config)# web-authentication system-auth-control
WebOOGQOOOOQOOO
a

9150Web 0D OO OOOOOO

WebOOOOOOOOODOOODOODOODODO

o110 0oboobooon

gboboooogon
gboboooooooboobooboobobobobooooon

gboboooooon

1. (config)# web-authentication max-timer 60
gobooboooobeoboobOoonoO
U

020 000000000000 VLANOD OO

gboboooogon
WebOOOOO VLANOOOOOOOOOOOOOOOOOoOOO

gboboooooon

1. (config)# web-authentication static-vlan max-user 100
WebOOOOO VLANODDOOOOOOOODOOOOD 1000000000000
U

O30 0obobooooobobobob0 VLANDO ODOooooooboo

gboboooogon
WebOOOOOOOOO VLANOOOOOOOOOOOOOOOOOOOoOooooooooooo
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040

0 sQ

gbobooooooo

1. (config)# web-authentication max-user 5
WebhOOOOOOOODDOODO SOO00O0DOO0ODOOO
a

RADIUSOOOOODO

gbobooogo
RADIUSOOOOOOOOO RADIUSOOOOOOOOOO

gbobooooooo

1. (config)# aaa authentication web-authentication default group radius
RADIUSOOODOODOODOOOOOOOOOODOD
a

gboobaob
O RADIUSOOODO radiusserver 1000 0000000000000 0000xO000000O0O
0000000 e0O0O0O0OOUOORADIUSOOOOOOOODOOOOOODOOOOOOOOO
O00O00O0O0OO0OO0OOWebOOOOOOO radiusserver D0 0O00O0OOCOOCOOODODODODODOO
OO0O0OCOOO IEEES2.1XO0000D0O0DOOOOOOOOODOOOODOOODOODOODODODOOO
oo

oooooooooo

gboboooogon
WebOOOOOOOOOOOOOODOODOOOOOOOO

gooboooooon

1. (config)# aaa accounting web-authentication default start-stop group radius
RADIUSOOO0ODOODOOO0O0ODDOO0OODOOOOOOOOOD
g

Oe0WebDOODOO IPOOOODOODOOOOVLANOOODODOODODOO VLANOODUO
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gboboooogon
WebOOOOO IPOOOOOOOOOOO

gboboooooon

1. (config)# web-authentication ip address 10.10.10.1
WebOOOODO IPOOODODO10.10.10100000000
g

oooooo
- J0000D0O00O0D0DOOODD restart web-authentication web-server 0 Web OO OO OO
0000o0o00oo0o0oooo0oooooooooooooooo
« J0000DOOOODOweb-authenticationport 0 00 0000000000000 OOODODOO
000000000 web-authentication port 0 00000000 ODOODOOODOODNOO restart
web-authentication web-server 0 Web OO OO OO OOOO0OOOODO



9.0web00000OODO

O70WebO OO0 IPODOOCOO FQDNOOOOOO VLANOODOUODOOODOODO VLAN

080

09d

gooo

gboboooogon
WebOOOODO IPOODODOD FRQDNOOOOOOO

gbobooooooo

1. (config)# web-authentication ip address 10.10.10.1 fqgdn host.example.com
WebOOOOO IPODOOODO10.10.10.10 O FQDNO host.example.comO OO0 0000
a

oooooo
- 00000000 0ODOODOODOODN restart web-authentication web-server 0 Web O O OO 00O
00000000ooo00oo0o0oooooooooooooooon
« J000U0DDOO0OODOweb-authenticationport 0000000000000 0DOOOOODODOO
000000000 web-authenticationport 1 000000000000 OOOOOO restart
web-authentication web-server 0 Web 0 000000000 O0OOO

urRLOODOOOOOOOODOOOOO0ODO VLANODOOOODODOO VLANDODOD

gbobooogo
WebOOO URLOOOOOOOODOOOOOOOOODO

gbobooooooo

1. (config)# no web-authentication redirect enable
WebOOO URLOODOODOOOODOOOOOOOO
a

oooodo
0000000000000000 restart web-authentication web-server 0 Web O OO O OO0
000000000000 000000O00bO00000O00onooo

urRLOOOOOOOOOODOOOOO0ODOODOOOOO0ODbOOO0O VLANDOODODO
o000 VLANODOODO

gboboooogon
WebOOO URLOOOOOOOOOO0OOOOO0OOO0OOO0OOO0OOO0OOOOOOOOOOO

gboboooooon

1. (config)# web-authentication redirect-mode https
WebOOO URLOOODOOOOODO httpsOOOODODO
U

gooooa
00D00000000000000 restart web-authentication web-server 0 Web OO0 0 0000
O0o0oooooooooooooouooooooooooooa

O100syslog0 OO0 OOOOO

gboboooogon
OO00OO0O0O0O0OO0OO0OO syslogDOODOODOODOODODODODOO
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gbobooooooo

1. (config)# web-authentication logging enable

(config)# logging event-kind aut
Web OOOOOOODOODOO syslogOOOOO0OO0OOODOODOODO

g
ONMoOoob0ooobooobO VLANDOODO

gboboooogon
gboboooooooboobobobobooooboooono

gbobooooooo

1. (config)# web-authentication logout polling enable
gooboobooooboobooo

a
2. (config)# web-authentication logout polling interval 300

gbobobooooboooboobgoscobnboooboon

a
3. (config)# web-authentication logout polling retry-interval 10

gbobobooboboobobobiooobobonbo

g
4. (config)# web-authentication logout polling count 5

gboboboboooooogosboooonoong
a

01200 0000000000000 VLANOODO

gboboooogon
gboboooooboobobobooooobooboooboboobooo

gbobooooooo

1. (config)# no web-authentication logout polling enable
gooboobooooboobooo
g

O130Web OO OOOO0O0O0OO0O0O0OOO
000o0ooooo

WebOOOOODOOOO WebOOODOOOOODOOODOOOODODOOODOOODO http=8000

https=4430000000000000000M
O0OO0OANDOODOOOOOOOANDDOODDOODDOODDODODODODODDODOs320 99800000000
O000O0OANDODODODODODOODONODOONONONOO WebOOOOOOOOOOoOooooooooQd

obooooon

gbobooooobooo

1. (config)# web-authentication web-port http 8080
WebOOODO httpOOOODOO 80D ODOOO 88 I DOOODOODO

g
2. (config)# web-authentication web-port https 8443
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WebODOODO https 000000 44300000 844300000000
O

gooooa
00D00000000000000 restart web-authentication web-server 0 Web OO0 O 0 00O

gbobooooobobobobobobooooooboobobob

0140000000 URLODO

gboboooogon
goooooooooooooo vrRLOOOOOOO

gboboooooon

1. (config)# web-authentication jump-url "http://www.example.com/"
000000 http// www.example.com/ 00000000000
O

91600 00OODODOOOU

WebOOOOOOOOOOOOOOOOOOOOOOO

01000 VLANOOOODOoooooooboo

OO0 VLANOOUOOOOO0O0ooooooooooooooooooooooooag

gbobooogo
gbobooooboobobobobobobooooooboobobo

gbobooooooo

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
OO0 VLANOOOOOO VLANID10OOODOOoOOooo o0400000000000000000A0
gdooooio0dooodoooooooooooooooo
U

020 00 VLANOOOODOoOooooDbo

OO0 VLANOOUOOOOOOUOOoooooooooooo MACOOOODoooooooooooo

gbobooogo
goooOoOoOoOoOoo0 MACOOOOO MACODODDDODOODODODODODOOD
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gbobooooooo

1. (config)# vlan 10
(config-vlan)# exit
(config)# mac-address-table static 0012.e212.3456 vlan 10 interface

gigabitethernet 0/10
VLANID 10OOODO o/10000000000000000O000 MACOOOOOODOOOODOO

g

o300 000obodVLANODODOooooboooooo

goooOoo vVLANOOOOOO0oooooooooooooooooooooooooogg

gboboooogno
gboboooooboobobobobooboobooboobobobooboooboooboobOoDbo

gbobooooobooo

1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 50

(config-if) # exit
MACVLANID5s0OOOO 010000000000 D0D00OO00OO0ODOOOOOODOODn

g

040 000000 VLANODOODODOODOoDOoo

go0oO0o0o0 VLANOOUOOUOOOOooooooouooooooog MACOODDOooooooooooo
oo

gbooboooogon
gdoooOooOoooo MACOODDODODOMACVLANODO MACOODODOODUOOOODOOOOO

goooooooood
1. (config)# vlan 50 mac-based

(config-vlan)# mac-address 0012.e212.3456

(config-vlan)# exit
(config) # mac-address-table static 0012.e212.3456 vlan 50 interface

gigabitethernet 0/10
MACVLANIDS0OOOOO100000000D0O00OO0O0OOOOOOO MACOOOOOODOODO

oo
a

gsbb0bobooooobobooobooboooo

gboboooooboobobobobooobooboobobobobobobooon

gboboooogon
gboboooooobooboboboboooooboooboobo
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gbobooooooo

1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
MACVLANID 500000 0100 000000000000 0O0OOOODOOOODOO
U

Oed 00O0O0bOOoO0OOoOobOoboobooon
goooooo0ooOoo0oo0ooOoOoUoUOoUUoOoOo MACODODODOOOOOODODODODO

gbobooogo
gooOoOoOoOoOoOooO MACOOOOO MACVLANODOOODOOO

gboboooooon

1. (config)# vlan 50 mac-based
(config-vlan)# mac-address 0012.e212.3456
(config-vlan)# exit
VLANID 500 MACVLANOOODOODOOODOOOOODOOOOODOD MACOOOOODODOOODOO
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o200 oo

9210000 ObODbOOO

WebODOOODOOOOOOOODDOOODOOO

9220Web 00 OOOODOOO

230

092000000000

ooood

oo

set web-authentication user

WebOOOOODOOOODO IDOOOOOOD

set web-authentication passwd

oobOooooOooooocOoooooooo

set web-authentication vlan

00000000 VLANIDOOOOOOO

remove web-authentication user

gooooooIbooooooo

commit web-authentication

000000000000 WebOO DBOOOODOODO

store web-authentication

00 WebOO DBOODOOOOOOOOOOOODODOO

load web-authentication

000000000000 00 WebOO DBOODOODODODO

show web-authentication user

00 WebOO DBOOODOODOODOODOODODODODDODO
oooo

clear web-authentication auth-state

oobooooooooooOoooooooono

show web-authentication login

gooooooooooocooooono

show web-authentication

WebOOOOOOOOOOOOOODOODDO

show web-authentication statistics

WebOOOOOOOOOOODOO

clear web-authentication statistics

oooooooooooo

show web-authentication logging

WebOOOOOOOOOOODOO

clear web-authentication logging

WebOOOOOOOOOOOODODODO

set web-authentication html-files

00000 WebOOOODOOODDOODDODODDO

clear web-authentication html-files

0000 WebOOOOOOOOODODODDO

show web-authentication html-files

0000 WebOOOOOODOOOOOODOOOOODOOODOO
oooooooogo

clear web-authentication
dead-interval-timer

deadinterval 00000 200000 RADIUSOOOOOOOOO
0001000 RADIUSOOOOOOOOODODOODODDO

restart web-authentication

WebOOOOOOOOOOOOOOO

dump protocols web-authentication

WebO0OOOOOOOOOODOOODO

show web-authentication DO OO0 WebODODOOOOOOOOOOOOO



01000 VLANOOOODOOOOoD RADIUSOODOODO

O9-1MOWebOODOOOOOOOOOO VLANOOOO RADIUSO OO

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode

Static-VLAN

9.0web0D0O0DDDODODO

Authentic-method RADIUS Accounting-state disable
Dead-interval 10

Max-timer 60 Max-user 256

VLAN Count - Auto-logout -
Syslog-send enable
Alive-detection enable

timer 60 interval-timer : 3 count : 3

URL-redirect enable Protocol http
Jump-URL http://www.example.com/
Web-IP-address 10.10.10.1
FQDN aaa.example.com
Web-port http : 80, 8080 https 443, 8443
ARP-relay Port 0/1-2
Force-Authorized disable
Auth-max-user 1024

Port 0/1

VLAN ID : 5,10,15

Access-list-No: 100

Max-user : 64

Port 0/2

VLAN ID : 15-16

Access-list-No: 100

Max-user : 64

020 000000 VLIANOOOOOoOooooboooobooog

09120WebODOO0DOOOOODOOOODDOOOVLANODOOOODODDOOOD

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode
Authentic-method
Dead-interval
Max-timer
VLAN Count
Syslog-send
URL-redirect
Jump-URL
Web-IP-address
FQODN
Web-port
ARP-relay Port
Force-Authorized
Auth-max-user

Port
VLAN ID
Native VLAN

Forceauth VLAN:
Access-list-No:

Max-user

Port
VLAN ID
Native VLAN

Forceauth VLAN:
Access-list-No:

Max-user

Dynamic-VLAN

Local Accounting-state
10

60 Max-user
- Auto-logout
enable

enable Protocol http

http://www.example.com/
192.168.1.1
aaa.example.com

http : 80, 8080
0/10,12

enable

1024

https

0/10
1000,1500
10

1000

100

64

0/12
1000,1500
10

1000

100

64

443,

disable

256
disable

8443
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O30 000000 VLANODODOODOOODO RADIUSODOODOO

09-130Web 0000000000 OOOOOO VLANOOOO RADIUSOOO

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode
Authentic-method
Dead-interval

Max-timer

VLAN Count
Syslog-send
URL-redirect
Jump-URL
Web-IP-address
FQODN

Dynamic-VLAN

RADIUS Accounting-state
10

60 Max-user
- Auto-logout
enable

enable Protocol : http

http://www.example.com/
192.168.1.1
aaa.example.com

enable

256
disable

Web-port : http : 80, 8080 https : 443, 8443

ARP-relay Port 0/10,12
Force-Authorized enable
Auth-max-user : 1024
Port : 0/10
VLAN ID : 1000,1500
Native VLAN : 10
Forceauth VLAN: 1000
Access-list-No: 100
Max-user : 256
Port : 0/12
VLAN ID : 1000,1500
Native VLAN : 10
Forceauth VLAN: -
Access-list-No: 100
Max-user : 256

040 00000000 VLANODOOOOoobOobooobooboboooboooo

09-140Web DD O00DOOOODODOOODODOOO

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode Legacy
Authentic-method Local Accounting-state disable
Max-timer 60 Max-user 256
VLAN Count 16 Auto-logout disable
Syslog-send enable
Jump-URL : http://www.example.com/
Web-port : http : 80 https : 443

VLAN Information:

VLAN ID 5,10,15,20,25,30,35,40,1000-1007
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09-150Web 00000000 OORADIUSODODO

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

9.0web0D0O0DDDODODO

OS50 00000000 VLANOOODUODOOOoDuoooO RADIUSODODOODO

Authentic-mode : Legacy
Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : 16 Auto-logout : disable
Syslog-send : enable
Jump-URL : http://www.example.com/
Web-port : http : 80 https : 443
VLAN Information:
VLAN ID : 5,10,15,20,25,30,35,40,1000-1007

9230Web O DODOOOO

show web-authentication statistics U0 000 WebOODOOODO OO RADIUSOOOOODOOODOOO

oo

0 9-160Web D OODODO

# show web-authentication statistics
Date 20XX/10/17 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30
Force Authorized Count : 10

RADIUS web-authentication Information:
[RADIUS frames]

TxTotal : 10 TxAccReq : 10
RxTotal : 30 RxAccAccpt: 10
RxAccChllg: 10

Account web-authentication Information:
[Account frames]

TxTotal : 10 TxAccReq : 10
RxTotal : 20 RxAccResp : 10
Port Information
Port User-count
0/10 5/ 256
0/12 5/1024

9240Web 00O OOOOOO

TxError

RxAccRejct:

RxInvalid

TxError
RxInvalid

show web-authentication login 0 0000 WebO OO OO OOOOOOODOODO
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010 00 VLANOODOOOoo

09-170Web 000000000000 VLANOOOO

# show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username

VLAN MAC address Port IP address
Login time Limit time
USER00123456789
3 0012.e200.9166 0/5 192.168.0.1
20XX/10/17 09:58:04 UTC 00:10:20
* USERO1
4094 0012.e268.7527 0/6 192.168.1.10

20XX/10/17 10:10:23 UTC 00:20:35

020 000000 VLANODODODO

09180Web 0000000000 OO0OO0O0O0VLANOOOO

# show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username

VLAN MAC address Login time Limit time
USER00123456789
3 0012.e200.9166 20XX/10/17 09:58:04 UTC 00:10:20
* USERO1
4094 0012.e268.7527 20XX/10/17 10:10:23 UTC 00:20:35

o330 0oooooooon

09190WebODOOODOODOODOOOODOOOO

# show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

Username
VLAN MAC address Login time Limit time
USER00123456789

3 0012.e200.9166 20XX/10/17 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 20XX/10/17 10:10:23 UTC 00:20:35

925000 Web DBOU OO

Web OOOOOOO0OO0O0O0OO0OOO0OOO0OOOOOOOOOOOODOODOODOODDODODODDO WebOO DB
gooOoOoOoOoOoOoOoOOoOOoOoOOO WebOO DBOOOOOODOOOODOOOOOOODOOOOO

o1 ooboog

00000000000 set web-authenticationuser 00000000 IDOOOOOOOVLANIDO
000000000000 USERO1O USEROSO 5000000 O0O00ODOO

gboobooboon

set web-authentication user USERO1 PAS0101 100
set web-authentication user USER02 PAS0200 100
set web-authentication user USER03 PAS0300 100
set web-authentication user USER04 PAS0320 100
set web-authentication user USER05 PAS0400 100

HFHHHHFE
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020 000000000D
O00000oQ0O0oQoOoQooOoOovVLANIDOOOOOoooooooooooooooooog
all OO0OOO0OODOO

gooooooo
# set web-authentication passwd USERO1 PAS0101 PPP4321

000 IDOUSERO1IDOOOOODODO PAS010100 PPP4321 0000000
u
# set web-authentication passwd USER02 PAS0200 BBB1234

OO0 IDOUSER0200000O00O0 PAS0O20000 BBB1234 0000000
O

ObO VLANID OO

gooooooao
# set web-authentication vlan BBB1234 200

000 IDOBBB123400 VLANID O 2000000000
O

UchOOODOO

gooooooao
# remove web-authentication user PPP4321

000 IDOPPPP43210 0000000
O

03000 WebOO DBOODOO

set web-authentication 0 0 0 O 0 0 O remove web-authentication 0 0000 00000000000
0000 WebOO DBOOOOOOO

gooooooao
# commit web-authentication

926000 WebUUO DBODODODOOOO

OO0 WebOO DBOOOOOOOOOOOOOOOOODOOOOOOODODOODODODODODOO

01000 WebOO DBOODOODOODO

00 Web OO DB OO store web-authentication 0 0 0 000000000000 O0ODODODOO
backupfileD OO OO OO0

gbooboboo

# store web-authentication backupfile

Backup web-authentication user data. Are you sure? (y/n): vy
#

u

020 00 WebOO DBOODO

000000000 0000000 backupfiled OO load web-authentication 0 00O 000 Web OO
DBOOOOOOO
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gboboboob

# load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): y

#
O

9270Web 0D DOODODOO
Web 000D0O00000000000000

1. OWwWebODOOODOODDODODOODDOOOOPCODODDOOOOOOO

2. 000000000000 DD0O000O00OOWebOOOODODODOOODODDODOOODDOOOODDOODO
3. 00000o0 2.00000000DOOO0DU0O0ODODDO0DOO0DOOODODMCOODDOOOODOO

4. set web-authentication html-flesD OO OO WebOOOOOODOOODODO

u

0 9-200WebOOODOOOO

# mkdir docs a1

# set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y
executing.. .

Install complete.

#

1. 000000 doesOOODODODODOODOODOOOODOOOOOODODOO

92800000 WebOODOOUOOMO

set web-authentication html-files 00O 000000 Web OO OO O clear web-authentication
html-files 00000000000

09-210WebDODOOODOODO

# clear web-authentication html-files

Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

#

9.290Web OO OODOOO

show web-authentication html-files OO 00000000 WebODOOOOOOOOOODOOO
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0 9-220Web0 00000000

# show web-authentication html-file
Date 20XX/04/15 10:00:10 UTC

S

DATE
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10
20XX/04/10

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

05
05
05
05
05
05
05
05
05
05

TOTAL SIZE : 62976

SIZE
login.html : 2049
loginProcess.html 2002
loginOK.html : 1046
loginNG.html : 985
logout .html : 843
logoutOK.html : 856
logoutNG.html : 892
webauth.msg : 104
favicon.ico : 199
the other files : 54000
#

9.0web00000OODO

9.2100deadinterval DO OO O RADIUSOUODDODOOODO1O00O0O

RADIUS O OODODOO

1000 RADIUSOOO0O0OO0OO0OO0OO0OOODOdeadinterval 00O O OODO200000 RADIUSODOOO
0000000000000 0000000000000000 authentication radius-server
dead-interval 000000000000 DOOO0ODOO RADIUSOODOOODOOOODOOODOOOCclear

web-authentication dead-interval-timer D O OO0 O OO O0OODO

092301000 RADIUSOOOOOO0O0O0O

# clear web-authentication dead-interval-timer

#
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9.0webDDOODODOOODO

9O30Web UL OO UOOOMO

Web 0OOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OOOOOOOOOOO

s JO0D00OODOOODODOOOOlogin.htmlO

- 0J000ODOD0OOOOODNONOlogout.htmlO

s 0000DODOO0OOODOODNOloginOK.htmlO

e 00000000 OOOOODOOIloginNG.htmlO

e 00000000 OOODOOONOO]logoutOK. htmlOd

e 0000000000 ODODNODOlogoutNG.htmlO

e Reply-Message 0 000000 OO O O loginProcess.html

OWebOODOOODOOO HTMLODODOOODOOOODOO

HTMLOOOOJavaScript 000 0000000000000 0O00O0OO0O0O0O0O0O0O0O0O0O0O00OO
go0oOoOoOOoOOOOOOOOOODODOOODODOOperlODOO CGIDOOOODODOODODODOO

0000000000000 000D0O00D0DOO0 Reply-Message 000D D0OOOWebOOODOOODO
0000000000000 00D0DbOO00D00O00DbOO009e3.1 0000000 OloginhtmlOO0O0O0O
0000000000 e.8.200000000O Ologout.html O O Reply-Message D O OO0 OO OO0
0 9.3.30 Reply-Message 00 O O O O loginProcess.html[(J OP-OTPO 0 OO0 O0OOOODOO

oMo s7ooooooboobobooboooooooboboboooooooboobooboboooo
goobooooooooooooobooooobooooboooboooobOb0oDbbOoOobDmoo.34
OO00OO0OOOOOOO0OOO0O0O0OO0O0Owebauthmsg 0000000000

- J0000D0OO00OO0DOO0ODDOOwebauth.msgO
Oo0o0OWebhOOOOOOOOOOOOO0OO0DO0O0O0O0O0000O00O00O00000O00O0O
* WebO0ODOOOOOOOOODOOOOOOOOOODOOODOO O favicon.icod

ao
gbobooooobooboboboboobooboobobobobobooobobooboobobOobon
ooooobooon

9.310 00000 0O O login.htmlO

Web OOOOOOOOOOOoOoOooIDOOCOOCOOCOOOOOOOOOODOODODODOODODODODOOO

o1 ooog

238

goooooo HTMLOOOOOOOOOOOOOOOOOOOOUOOOOOOOOOOoo

0o30000ooopooooooon

oooog oo
<form name="Login" method="post" action="/cgi-bin/ 0000000 WebOODOOOOOOOOOODO
Login.cgi"></form> 000000000000 OOOoOoOO




9.0webOODOOODOOO

ooono

oo

<input type="text" name="uid" size="40" maxlength="32"
autocomplete="OFF" />

000 IDO0OO0OOO0O0OOO00O0O0Osized
maxlength 00 0000000000000000
O <form></form>00000000000000O
OO0OmaxlengthOOO 600000000000
oooo

<input type="password" name="pwd" size="40"
maxlength="32" autocomplete="OFF" />

00000000000 0000D000dsizeO
maxlength OO0 00000000 O0O0ODOOOOOO
O <form></form>00000000000000
O0maxlengthOOO 600000000000
ooood

<input type="submit" value="Login" />

WebOOOOOOOOOOOOOOODODOODDO
000000000000000000 <form></
form>0000000000000

ao

loginhtmlOO0O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOr P

goddddooooooooooo
0 0 [ < img src="/image_file.gif" >

020000

O0000O00lginhtmlOOO0OO0OOOOOOOOOOOO
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09-2400000000loginhtmO0O000O0O0

<?xml version="1.0" encoding="euc—jp”

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>

<html xmIns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body>

{l-= ===== Body ===== ——>

<{center>

<br />

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">

<font color="#ffffff"><b>LOGINS/b></font>

</td></tr></table>

<br />

Please enter your ID and password.<br />

<br />

<{table><tr> e jnininiiniptniniiol .
a ES Eﬁﬁ ~TE7IN = &l i
Ctdduser 1D</td> T4 VBRI ENbIBILISIRR T bz DSl

<td>

</td> I—FIDIBED = HD LR
</tr<tr>

<td>password</td>

<td>

f <input type="password” name="pwd” size="40" max|ength="32"
I autocomplete="0FF" />

</td></tr>
<{/table>

form> WebSBEEIC 14 A L ERET 5 = DR

<br /><br /><br /><br /><br /><br />
</center>

</body>
</html>

o3 0oooooooo

gboobooooobooboboobooogon
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092500 00000000000000

LOGIN

Please enter your ID and password.

userID |

password I

Login

932000000000 logout.ntml

WebOOOODOOOOOOOODOOODOOOODODOOOODOOODOOOODDOO

010 0oog

oooooooo HTMLOOOOOOOOOOOOOOODOOOOUOOOOOOOOOoOooo

o94000000000D0DOO0ODO

oooo oo
<form name="Logout" method="post" action="/ 0oo0oo0oO0Oo WebhOOOOOOODOODOOOOOOO
cgi-bin/Logout.cgi"></form> 000000O000000o0oon

<input type="submit" value="Logout" /> WebO0OODOOODOOODOOODOOOODOOODOOOOO

00000000000 0000 <form></form>000
oooooooooo

oo
logouthtml 0000000 DOOODOO0OOCODOODOODODOOOOOOOOOOOOOOoDOoOgr r
goddddooooooooooo
0 0 [ < img src="/image_file.gif" >

020000

O000O0O00DO0logout.htmlDOOOOOOOOOODOOODOO
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09260 0000000Ologouthtmd 00000

<?xml version="1.0" encoding="euc—jp”?>

<IDOGTYPE htm| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtm|1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<title>&nbsp:</title>

</head>

<body> . - ips _ =
{1-- ===== Body ===== —-> O 7 MMEEEWebIREEITIE R T 5= DL

<table width="100%">

<tr><td align="center” bgcolor="#2b1872">
<font color="#ffffff"><b>LOGOUTL/b></font>
</td></tr></table>

<br />

Please push the following button. <br />

B Y S (e
<br /><br /><br /><br /><br /><br />
</center>
{1—- ===== Footer ===== ——> WebSBEEICR Y 7 FERF1TS fzH DLk

</body>
</html>

o330 0oooooooon

gbooooooboobobooobooboono

go2rjpoooonbbooobooooon

LOGOUT

Please push the following button

Logout

9.3.30 Reply-Message [0 11 0 [0 J loginProcess.htmI[] OP-OTP[

gbooboooobooboboboboobooobooboboboboobooooobobOobon
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o110 0oog

9.0web00000OODO

Reply-Message 00000 HTMLODOOOOODOOOODOOOOOOOOODOOODOOOODOO

0 9-50 Reply-Message 0 O OO0 OODOOOO

oooo

oo

<tbody>

<tr>

<td align="left" nowrap="nowrap"><!--
Reply_Message --></td>

</tr>

</tbody>

ooooooooooooooobooooooooooo
oooOoooooooooooooooooo

<form name="Process" method="post" action="/
cgi-bin/Process.cgi">

Reply-Message 000000000 WebOOOOOODO
goobobbooobboooboboooobooboog

—n

<input name="scode" type="hidden" value="<!--
Session_Code -->">

gooooooooooooooo

<input name="pcode" size="40" maxlength="32"

autocomplete="OFF" type="password">

goobobbooobboooboboooobooogo
sized maxlength 000000000000 OOOOO
<form></form>0000000000000000
maxlengthOO 0O 600000000000000CO

<input value="Enter" type="submit">

WebO0OOODOODOOOOODOOODOOOODDOOOOO
0000000O0<form></form>00000000000
oo

oo

loginProcess.html 0 00 0000000000000 OOOOOOOOOOOOOOOOOOOOO

O’ /rooooooooOoOoOoOoOoOoOOO

0 0 [ < img src="/image_file.gif" >

020000

Reply-Message 0 O 0 O O loginProcess.htmlO 0 0000000000 OO0OO
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9.0web0DOOODOOOO

0 9-280 Reply-Message [0 [0 O O O loginProcess.htmiO 0 O 0 0 O

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml1-strict. dtd”>
<html xmIns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<meta http-equiv="Pragma” content="no-cache”>

<meta http-equiv="Cache-Control” content="no-cache”>

<meta http-equiv="Expires” content="Thu, 01 Dec 1994 16:00:00 GMT">
<title>&nbsp:</title>

</head>

<body oncontextmenu="return false;”>

{l-= ===== Body ===== ——>

<{center>

<br>

<table width="100%">

<tbody>

<tr>

<td align="center” bgColor="#2b1872">

<font color="#ffffff"><b>Reply Message</b></font></td>

</tr>

</tbody>

<{/table>

br> A VE—UERRT H-HDERD
<table align="center” border="0">
:<tbody>
<tr>

<td align="left” nowrap="nowrap”><!— Reply_Message —></td>
</t
1 </tbody>

<{/table>

<br> WebZREEICIE R T B -h DRI

Kform name="Process” method="post” action="/cgi-bin/Process.cgi”>
K|nput name="scode” type="hidden” value="<l— Session_Code —>">

Table align="center” border="0">
<tbody> COFIFEBELAVTCESL

r <td align:”left"><input name="pcode” size="40" maxlength="32"
autocomp lete="0FF” type="password”></td>
b Al gn="Teft"Sinput value="Enter” type="submit”>3/EdS i "T'
B¢/ e
</tbody> AVE—VIIRT BT -2 ANEED-HDFRER
<{/table>
</form> WebZREEIZER £ 175 fzHhDELh
<br>
<br>
<br>
<br>
<br>
<br>
</center>
{l-= ===== Footer ===== ——)
<hr>
div align="right”"></div>
</body>
</html>

030 Reply-Message D O OO OO0

Reply-Message 000000000 O00DOOOOODOO
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9.0web00000OODO

0 9-290Reply-Message 00 OO0 OO O0OO0OOOOO

I —/ A\ bD A Yy E—URTE

0340000000000 00O0OODONO webauth.msgll
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<br 73br 7S
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104000 MACUO O DBOUOO RADIUSTOOOOOO

1041000 MACOO DBODO O

MACOOUOOUOOOOOODUOUOOUODUOUOUUODOUDODUUODUOUOO MACOO DBOODOOOOOooooO
00000000000 MACOO DBOODODODODODDODODOD

01000 MACOO DBOODO

000000 set mac-authentication mac-address 0 MACO OO OOODO VLANIDOOO MACOO
DBOOOOOOODOOOOOO remove mac-authentication mac-address 0 0000 MACOOOOO
gooooooo

0000000000000 D00000 commit mac-authentication 000000000000 MACO
ODBOOOOOOOO

000000000 commit mac-authenticationOJ OO0 MACOUO DBOOOOODOOOOOOODOOO
000000000 oooboo0oobOOo0oooOooogan

oo
OO0 MACOO DBOOOOODOO VLANODOOOOOOOOOODOUOOUOOOODUOODODODODDODO

gooooo
- MACOOOODOOOOOO VLANIDOOOOOOOOOOVLANIDOOOOOOOOODOOO

OO0 MACOOOOODOUOOOOODODOOODOO
« JOMACOUUOUOUOUOUOO VLANIDOOOOOUODOUODOOODOODODOODO VLANIDO VLANO

gbobooooobooo
« VLANIDO 100000000000 OMACVLANOOOOOOO VLANIDOOOOOOO

gbooboboob

020 00 MACOO DBOODOODOODO

000000 store macauthentication 00 0000000000 OOOO0 MACOO DBOODOOOO
Jo0oodooooooao

O3 00 MACOODBOODO

000000 load mac-authentication 0 00000000000 O0OO0OODOOODOOOODOOOODOO
MACOO DBOOOODOOODOOODOOOOOOOOOODOODODOODOOOOODOODOO set
mac-authentication mac-address 0 0 00 0000000000000 00ODOOO0ODODOOOOOOOO
goooooooooogod

10420 RADIUS DO OO OO

MACOOO RADIUSOOOO0OO0OO0O0OOOO0OOOOOOOO MACOOOOOOOOOOO RADIUS
gbobobooooobobonbo

0000000 MACOODODODOD RADIUSOOOOOOOOO

o110 gooIiboon

MACOOOOOOOOOOO RADIUSOOOO IDO MACOOOOOOOOOOOMACOOOODO
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160 0000000000000 a0 f0000000O0O012000000000

00000 VLANOOOOORADIUSOOOOOO MACOOOOOOOOO VLANIDOOOOOOO
g00o0oO0oO0OOoOoOO0O MACODOODO VLANIDOOOOODOODOODOODOODOODOOO IDOOOOO

gboooooo

0 10-100MACDODODODO +VLANIDOOOO

2—HIDREEK MACY FLR R4y 3x=F5l VLAN ID

{5l - MACT F L X$%0012. e212. 0001,
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0012e2120001%VLAN100
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XY XF5
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gbooooooboobobooobooboono

- JO00IDOOCOOCO MACODOODOOOOO MACODODOO
- 000 IDODODODOOODO

o300 000 VLANO OO

goooOo0 VLANOOOOOOooooooooooooo veANOOooooooooood

1. Tunnel-Type O Virtual LANsO VLANO OO OODO 1300000
2. Tunnel-Medium-Type 0 6 00O O0O0O0O
3. Tunnel-Private-Group-ID 0 VLANIDO OO OODOOOOOOO

e ODOOOOOO
OOVLANIDO 204800000000 2048000

« J0O0O” VLAN" JUOUOO VLANIDOOOOOGOOO
OO0OVLANIDO 2048 0 0O 00O VLAN2048 0 00O
- 0000000000000 name0O0000 VLANOOOOO

0 0 O Tunnel-Typed Tunnel-Medium-Type 0 O O Tunnel-Private-Group-ID DO 0O O0OOOOOOO
0000000000000 O0DO VLANOOODOODOODODODOO VLANOODOOOoOOooad
VLANOOODOOOO

D40 MACODOOOODOOOD RADIUSOOODODOO
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O010-50MACOOO0OOOOODOODOODOO 1Access-Requestl]

ooo Type O oo

User-Name 1 MACOOOOOOOOODO 10-100MACOODOO +VLANIDOOODOO
ooooooooooooo

User-Password 2 MACOOOOOOOOOOOOOOOOO0OO0OO0OO0OO0O0O0OO0OO0OO0O0O00
oooooooooag

NAS-IP-Address 4 0000000000000 IPOOOOOOODDODOOOOOOOO
00000 IPO0O0OO0OODOOOOOOOOOODDO RADIUSOODO
00000000 000O0OoIPO0OOOOOOOOOO

Service-Type 6 Framed(2 0D O0OOO00OO

Calling-Station-Id 31 00000 MACOOOOOODOO ASCIIY -~ 00000000000
0 0 00-12-e2-01-23-45

NAS-Identifier 32 00 VLANOOOOOOOOOOOOOOOOO VLANIDOOODOOO
goooooo
OO0VLANID 100 000 0100
000000 VLANOOOOOOOOOOOOOO0OoO0oooo
hostname 0000 000000000000

NAS-Port-Type 61 Virtual(5) DO OOO0O

NAS-IPv6-Address 95 0000000000000 IPv6é00O0O00000O0O0ODODODOOO

goooooIpve000000O0O0O0O0OOOOOOOOO RADIUS
goooooooooooobooo Ipve0OoOoOOOODODOODODOODO
Ipv6 00000000 OOOOOOOOOOOOOOOOOOOOO
cooooIpve00O0OO0OO0O0OO0OOOOOOOOOOOOOOOOOOO
OIpve00000O0O0OOOOOOOOOOOO

010-60MACOOOODODOOODOOOODO 2 Access-Acceptd

ooo Type O oo
Service-Type 6 Framed2 00 OO0O0OO0OOMACOOODOOODOOOOOOO
Reply-Message 18 ooooo
Tunnel-Type 64 000000 VLANOOOOOODOOO0OO
VLANOOO 130000000000000
00 VLANOOOOOOOOOO0OOO
Tunnel-Medium-Type 65 000000 VLANOOOOOOOOOOO
IEEE802.1X 0O 000 60 Tunnel-Medium-Type D 00 OO
oooooooag
00 VLANOOOOOOOOOO0OOO
Tunnel-Private-Group-Id 81 000000 VLANOOOOOOOOOOO

VLANOOOOOOODOODOO" VLANxX”

xx0 VLANIDOOOOOD

0000000 1000000000 0x000 Ox1fOOODO
TagODOOOOO0O0O0O0O0O00O0O0 200000000000
VLANOOODOOODOOD 1000000000 0x200000
0000000 VLANOOOOOO
00000000000000000 nameO000O0O0O VLAN
000000000000 VLANOOOOOOO VLANIDODO
ooooo

00 VLANOOOOOOOoooooo
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0 10-70 RADIUS AccountingO OO OO OQOQO

ooo Type O oo

User-Name 1 MACOOOODODODOOOO 10-100MACOOOO +VLANIDDO OO
0ooooOo0ODOoO0oOoOooooo

NAS-IP-Address 4 NASO IPOODOOOOOOOODO
0000000000000 IPODODOOOOOOODODOOOOO0
0oo0oOoD0D0IPO0O0O0OOODOOOOOOOOOOOOOOOOO
0000000000000 IPODOOOOOOOOOO

Service-Type 6 Framed2 OO OO OO0

Calling-Station-Id 31 000 MACOOOOOOODO ASCIICY - OOOO0OO0OO0OOOODO
0 0 00-12-e2-01-23-45

NAS-Identifier 32 00 VLANOOOOODODOOOOOOOODODOO VLANIDOODOOO
oooooooo
OOVLANID 100 0 00O 100
000000 VIANOOOODOOOOOOODODOOO00O0o00O
hostname 000000000000 DODOO

Acct-Status-Type 40 000000 Start(OOO0OOD0ODO Stop(2 0000000

Acct-Delay-Time 41 00000000 00000000000000000000000

Acct-Session-Id 44 0000 IDO0O0O00O0MMO0O000ODDDONDONONONoOoooono
oo

Acct-Authentic 45 000O0O0DDO RADIUSO Local 00O DDOOOOOODODO

Acct-Session-Time 46 Jod0oo0ooooobooooooooooo

NAS-Port-Type 61 Virtual(5) 0000000

NAS-IPv6-Address 95 NASO IPv6 OO DOOOOOO0OOODO

ooboobooobooooooIpve0O0O0OO0OOOOOOOODOOOO
ooboooooIpve0OOOOOOOODOOOOOODOOODDOO
00o0o0o0oooooooooooIpve00OOOODOODDOODO
OO0Ipv6e 0 0000000000000 O0O0O0O0O0O0O0O0O0O0O0OOO
oooooolIpveO0O0OO0OOOOOOOOOODODOOODOOOO
ooooogIpve000O0DOODOODOODODOODO
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1050 MAC O U000 O0ooon

o110 0o0booogoon

goboooooobooob@ms2bb20000O000obObO0oobOoooooObDooooboooo

020 MACOODOOOOODOODOODOD

MACOOOOOOOOUOOOOOOOUOODUOODOUOODUOOODUOUDODODOUOODOUOOUDODUODDOUDDODODODODO
gbobobooooobogo
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MAU0o0oogooogg

11110000000 goooooooog

MACOOUOOOOOOOODOODOODUOODUUODUOODOODUOOOOOOO

ONM1000C0000000D0O0O000OO

ooood

oo

aaa accounting mac-authentication default start-stop
group radius

RADIUS Accounting 00000000000 OOO

aaa authentication mac-authentication default group
radius

RADIUSOO0O000000000O000000O0

mac-authentication auth-interval-timer

oobooooooooooooobooooooooo
gooooooo

mac-authentication auto-logout

oobooooooooooooobooooooooo
gooooooooooooooboooo

mac-authentication dotlq-vlan force-authorized

MAC O ODOQO switchport mac dotlq vian 0O 0 00O
O000Tagged DO OODOOOODOOOOOOOO

mac-authentication dynamic-vlan max-user

oooooo VLANOOOOOoooo MACOOO
ooooocoooo

mac-authentication logging enable

00000 syslog0O0OO0O0O0O0O0O0O0O0OOO

mac-authentication max-timer

ooooocoooooooo

mac-authentication password

RADIUSOO0OO0OOOOOOOOODOOODODOO
gooooooo

mac-authentication port

MACOOODOOOOOOOODOOODO

mac-authentication radius-server host

MACOODOOO RADIUSOOOO IPOODOOODOO
oooood

mac-authentication static-vlan max-user

00 VLCANOOOOOOOODO MACOOODOOOO
ooooo

mac-authentication system-auth-control

MACOOOOOOOOOOOOO

mac-authentication vlan-check

o000 MACOOOOOOOOVLANIDOOOOO
ooooocoooo

1112000 VLIANO O OOGO4Oooooooooo

g1 ooboooobobooooon
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OM1M-1000 VLANOOOOOOOOOooOooooooo

REERICT I ERTES

_____________________________________

{ Y
AL | B !
1 1
: 0/3 04 |
VLAN 10 S I
| HUB |
IEEE802. 1X 7= 1%
gegEssE
—= 3
MACEREEX S5  pCl PC2

all OO0OOO0OO0ODOODO

gboboboooogo
MACOOOOOOOOOOoOoOoooood

goboboooooon

1. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if) # exit
0000000000 00oDo0o0bDoo0 MACODODOOoooooo
u

ObOMACODOODODO

gboboooogon
MACOOOOOOOOOOOOOOOoOoOoOOoOoOooMACOOOOOOOOOO

gboboooooon

1. (config)# mac-authentication system-auth-control
MACODODOOOOOOO
U

O20 RADIUSOOODOOOoOoobooD

OO0 VLANOOOOORADIUSOUOOUOOOOOOOODODODOOOODOOOOOOOOOooo
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OM1-2000 VLANOOOO RADIUSOODOOOOOOO

RERICT IV EARATES

RADIUSH—/%
192.168. 10. 200

L3x4v¥ ||E53aEEED

LSy I

IEEE802. IXFE 1=1%
WebZB3E TFRALE

MACEZEExt R 2R PC1 PG2

ad gbooooooo

gboboboooogn
MACOOOOOOOOOOoOoOoooood

gooboooooon

1. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if) # mac-authentication port
(config-if) # exit
0000o0o00oo0o0ooboDoooooogo MACOOODOOODO
g

ObOMACODOODOO

gboboooogn
MACOOOOOOOOOOOOOOOOOoOoOoOoOogMACOODOODODODODODOO

goboboooooon

1. (config)# aaa authentication mac-authentication default group radius
(config) # mac-authentication radius-server host 192.168.10.200 key "macauth"
000 RADIUSOOOOOOODOODOIPOOOOO RADIUSOOOOOOOO
a

2. (config)# mac-authentication system-auth-control
MACOOODOOODOO
g
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11130000000 VLANOODODODOoODoOoOoooooo

10 0oooboooboboobooog
000000 VvVLANOOOUOO0ooooooooooooooooooooooooooogg

O0M30000000C VLANOOODOOOOooDoooooooo
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EEEEEEE"
L
(VLAN 20)

__________________
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SEFRIVLAN —<—____| S
(VLAN 10)
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|EEE802. 1IXFE f=1%
Web3B5T ©SB5E
RERSREE
MACEREE »t SR 128 PC2

Dall 00OO0O0D0OODO

gboboooogo
MACOOOOOOOOOOOOOOOOO

gbobooooobooo

1. (config)# interface range gigabitethernet 0/3-4

(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac native vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit

gooooOoOoOoOoOoOOOOOOOOOMACOODODOOOOOO
O

ObOMACODOODODO

gbobooogo
MACOOOOOOOUOOOOOOUOUUODUOUOOOO MACOOODUOODOODOOO
gbobooooooo

(config)# mac-authentication system-auth-control

MACOOOOODODODOOO

1.
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g

D20 RADIUSOOODOOOCOODODOO

000000 VLANOOOOORADIUSOUOOUOOOOODODODODOODODODO0OO0Oooooooooogg

OM1M-40000000 VLANOOOO RADIUSOODOODOOOOO

PERITT I ERTED

RADIUSH— /<
192.168. 10. 200
L3R A v F
segsssE
_________________________________ BEEHVLAN
g T e (VAN 20)
xEE | 0/10 ! o/11 1
T o
! \0/3 o4V
L S S [
@EERVUN ——______ | ]
(VLAN 10)
| HUB |
IEEE802. 1XZE 1= 1%
WebZB5E TEREE
EEFEEEE]
MACSEEXt R #438  PCI PC2

ad obooooooo

gboboooogno
MACOOOOOOOOOOOoOoooood

goboboooooon

1. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac native vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit
0000o0o00oo0o0ooDoooooog MACOOODOOODO
g

ObOMACOOODODO

gboboooogo
MACOOOOOOOOOOOOOOOOOoOOoOoOogMACOODOOODODOODOO

gboboboooooon

1. (config)# aaa authentication mac-authentication default group radius

(config) # mac-authentication radius-server host 192.168.10.200 key "macauth"
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OO0 RADIUSOOOOOOOOOOIPOOOOO RADIUSOOOOOOOO
O

2. (config)# mac-authentication system-auth-control
MACOODOOOODOOOO
U

11140MACOUO0O0OOOOOOO

MACOOOOOOOOOODUOODOODUOODUOOOOOODOOO

o110 0o0booboooon

gbobooogo
gbobooooooboobobooboobobobobooooo

gboboooooon

1. (config)# mac-authentication max-timer 60
dddddoooooogooeobbbbbbbbDO
a

020 00 VLANOODOODOOoooono

gbobooogo
OO0 VLANOOOOOOOOOMACOOOOOODOODDDOO

gboboooooon

1. (config)# mac-authentication static-vlan max-user 20
MACOODOOOO VLCANOOOOOOOOO MACOOOODODO 2000000000
a

O30 RADIUSODOODOOO

gbobooogo
RADIUSOOOOOOOOO RADIUSOOOOOOODOOO

gboboooooon

1. (config)# aaa authentication mac-authentication default group radius
RADIUSOOOOOOOODOODOOOODOODO
a

040 J000OD00O0OO0ODOO

gbobooogo
boooooobobobobobooboooon

gboboooooon

1. (config)# aaa accounting mac-authentication default start-stop group radius
RADIUSOOU0OOOOOODOOO0ODOOOODODDOOOOOOO
U
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O50syslog 00O OQooon

gbobooogo
OO00OO0O0O0OOOOO syslogOODOOODOODOODDODODODOO

goooooooooaa
1. (config)# mac-authentication logging enable

(config)# logging event-kind aut
MACOODOOOOOOODOO syslogOOOOOOOODOOOOOOOO

g
Oel ODOOO VLANIDOOOODODO

gbobooogo
goooOoMACOOOOOOOOO VLANIDOOOQOOOOOODODODOO

goooooooood
1. (config)# mac-authentication vlan-check key "@@VLAN"

0000 VLANIDOOOOOOO
OO0OORADIUSOOOOOOMACOOOOO VLANIDOO* @@VLAN” 00000000000

0O RADIUSOOOO00O0O000O
0
O70 RADIUSOOOOOO0O0O0O0O0O0O0O0

gboboooogon
RADIUSOOOOOOOOOOOOOOOODOODODOOO

gboboooooon

1. (config)# mac-authentication password pakapaka
RADIUSOO0OOOODOOOODODOOO" pakapaka” 0000000

a
g8 oopoooobobooooon

gboboooogon
gboboooooooboobobobobooooboooono

ggooooobooobog
1. (config)# mac-authentication auth-interval-timer 10
gdbobodoboooobooboobbuoobooboboobog

a
gooooogIipv4aoooooonon

gboboooogon
gbooboooooooboboboboboboooboobooboboboobooon

gbobooooooo

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
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(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.100 eqg bootps

(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/3
(config-if)# authentication ip access-group 100

(config-if)# exit
00000000 DHCPOOODOODO 192.168.10.1000 0000000000 IPva000ODO0ODO

gooooon
O

o100 obodbog VIANDOOOOOoDoooo

gbobooogo
go0oO0oOoo VLANOOOOOOOOO MACOODOOOODooDOoOoOOo
gbobooooooo

1. (config)# mac-authentication dynamic-vlan max-user 20
MACOOOOODOODO VLANOOOOODOODO MACOODODOO 2000000000

O
ONMooboooobooboooboboboooboobooboboboobooDo

gbobooogo
o000 MACOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOODOODOODOOO

gooon

gbobooooooo

1. (config)# no mac-authentication auto-logout
0000 MACOOOODOOOOODODODOOOOOODOODODOODOOOOOOOOOODOn

oo
O

11150 000000000

MACOOOOOOOODUOODUOODOODUOODUOUOOOOOO

O10 00 VLANOOOODOoooooooboo

0o vLANOOOO0O0O0oogooooooooooooooooooooooogoo

gboboooogon
gbobooooboobobobobobobooooooboobobo

gboboooooon

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10

(config-if)# mac-authentication port

279



1M.OMACOOOOOODOD

020

(config-if)# exit

(config)# interface gigabitethernet 0/10

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# exit

OO0 VLANOOOOODO VLANID 1000000000 0400000000000000000
goooloooooobOoboooooboooooooooad

g

OO VLANOOODOOOoooonogoo

OO0 VLANOOOOOOOO0O0Oooooooooooog MACOODOoooopooooooopoooo

gbooboooogon
goooOoOoOoooo MACODDODOO MACODODDODDDODODODODODODOOD

goboboooooon

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config) # mac-address-table static 0012.e212.3456 vlan 10 interface
gigabitethernet 0/10
VLANID 10O0OOOO 0/10000000000000000 MACOOOODOOOOOO

g

g3 00b0oo0 VLANODODOoooooooooo
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goooOoo vVLANOOOOOO0Ooooooooooooooooooooooooooog

gboboooogno
gbobooooooboobobobobobooooobooboobo

goboboooooon

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# mac-authentication port
(config-if) # exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
(config-if) # exit
000000 VLANODODDOOO MACVLANID200 0000000 040000000000000
goooogoooDoo0dooDoO0o0ooooooooooooooon
g
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040 000000 VLANDOOOODODOOOoooo

000000 VLANOOOOUOOOooooooooooooooo MACOOODODoooooooooo
ao

gboboboooogo
gdoooooOoooo MACOOODODOOMACVLANODO MACOOOOOODUOOUOOOOoOoOO

gbobooooobooo

1. (config)# vlan 20 mac-based
(config-vlan)# mac-address 0012.e212.3456
(config-vlan)# exit
(config)# mac-address-table static 0012.e212.3456 vlan 20 interface
gigabitethernet 0/10
MACVLANID200000 0100 0000000000000DODOOO0 MACOOODOOOODOO

ao
O

O50dotiqU 0 MACOUODOODOOODOODO

gboboooogon
dotlqOODODODODO MACOOOO TaggedOOODOODOODOOOOOODODOO

gboboooooon

1. (config)# interface gigabitethernet 0/20
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# switchport mac dotlg vlan 100
(config-if)# mac-authentication port
(config-if)# mac-authentication dotlqg-vlan force-authorized
(config-if)# exit
MACOOOOOODODOOODO 0/20000000VLANID 100000 TaggedOOODOODOODOOOO
gobooogod
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M20000000040

1121000000000

MACOOOOOOOODOODUOODOODOODOOOOO

11220 MACOOU0O0O0O0OOOO

282

ONM-2000000000

ooooo

oo

show mac-authentication login

MACOOODOOOOOO MACOOOODOOOOOOO

show mac-authentication logging

MACOOOOOOOOOOOOOO0O0O0

show mac-authentication

MACOOOOOOOOOOOOOOOOOO0OO0O

show mac-authentication statistics

ooooooooooo

clear mac-authentication auth-state
mac-address

gboooooooooooooooooo

clear mac-authentication logging

ooooooooooocooon

clear mac-authentication statistics

oboboooooooood

set mac-authentication mac-address

00 MACOO DBO MACOOODOOOODDOOOO

remove mac-authentication

00 MACOO DBOO MACOOOOOOOOOODO

commit mac-authentication

0O0MACOO DBOOOOOOOODOOODOOOO

show mac-authentication mac-address

00 MACOO DBOOOOOOOOOOODOOO

store mac-authentication

0O0MACOO DBOOOOOOOODOOO

load mac-authentication

0o000oo0o0oooooo0ooo MACOO DBOOOOOOO

clear mac-authentication dead-interval-timer

deadinterval 00000 200000 RADIUSOOOOOOO
000001000 RADIUSOOOOOOOOODOOODDDO

restart mac-authentication

MACOOOOOOOOOODOOOOO

dump protocols mac-authentication

MACOOOOOOOOOOOOOOO

show mac-authentication OO0 000 MACOOODOOOODOOOODOOOO



ONM-s0MACOOO0OOOOOO0

# show mac-authentication
Date 20XX/10/17 10:52:49 UTC
mac-authentication Information:

Authentic-method RADIUS
Dead-interval 10
Syslog-send enable
Force-Authorized enable
Auth-max-user 1024

Authentic-mode

Static-VLAN

Max-timer 60

Port Count 2
VLAN-check enable

Vid-key $VLAN

Authentic-mode
Max-timer
Port Count

Dynamic-VLAN
60
2

Accounting-state

Max-terminal
Auto-logout

Max-terminal
Auto-logout

Port Information:

Port 0/1
Static-VLAN
VLAN ID 5,10,15
Auth type force-authorized
Dynamic-VLAN
VLAN ID 1200,1500
Native VLAN : 10
Forceauth VLAN: 1500
Access-list-No 100
Max-user 64
Port 0/2
Dynamic-VLAN
VLAN ID 1300-1310
Native VLAN : 20
Forceauth VLAN: 1300
Access-list-No 100
Max-user 64
Port 0/10
Static-VLAN
VLAN ID 300,305
Access-list-No 100
Max-user 64

1M230MACOUO0O0O0O0OODOO

show mac-authentication statistics 0 J 000 MACOODOOODOOO RADIUSOOODOOOODOOO

goao

1M.OMACOOOOOOODO

disable

1024
enable

256
enable
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O MM-60MACOOOOO

# show mac-authentication statistics
Date 20XX/10/17 11:10:49 UTC
mac-authentication Information:

Authentication Request Total 100
Authentication Current Count 10
Authentication Error Total 30
Force Authorized Count 10

Unauthorized Information:

Unauthorized Client Count : 5
RADIUS mac-authentication Information:
[RADIUS frames]

TxTotal : 130 TxAccReqg 130 TxError : 0
RxTotal : 130 RxAccAccpt: 100 RxAccRejct: 30
RxAccChllg: 0 RxInvalid : 0

Account mac-authentication Information:
[Account frames]

TxTotal : 100 TxAccReqg 100 TxError : 0
RxTotal : 100 RxAccResp : 100 RxInvalid : 0
Port Information:
Port User-count
0/10 10/ 256
0/12 10/1024

11.240MACOOOOO0OOOO

show mac-authentication login 0 00 OO0 MACOOOOOOOOOOOODOODO

ONM-7OMACOOODOOOODOO

# show mac-authentication login
Date 20XX/10/17 10:52:49 UTC
Total client counts:2

F MAC address Port VLAN Login time Limit time Mode
* 0012.e200.0001 0/1 3 20XX/10/15 09:58:04 UTC 00:10:20 Static
* 0012.e200.0002 0/10 4094 20XX/10/15 10:10:23 UTC 00:20:35 Dynamic

11.25000 MACOO DBO OO

MACOOUOOUOOOOOUOOOUOOUOOOUOUUOUOUUOUOUODODOUODUOULOODOOLO MACOD DB
gdoooOoOoOoOoOoOoOoOOOO0 MACOO DBOODODOODODODODODDODODOO

O10MACODOODOOODO

set mac-authentication mac-address 00 000000000 MACOODODOODOO MACODOOODO
VLANIDOOOOOOOMACOOOOOOOOOOOOOODODODODDODODOO

gboboboob

set mac-authentication mac-address 0012.e200.1234 100
set mac-authentication mac-address 0012.e200.5678 100
set mac-authentication mac-address 0012.e200.9abc 100
set mac-authentication mac-address 0012.e200.def0 100
set mac-authentication mac-address 0012.e200.0001 100

FHHHFHH

020 MACOOOOOO0O00
0000 MACOOOOOOOOOOO

gooooooao
# remove mac-authentication mac-address 0012.e200.1234
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MACO OO0 (0012.e200.1234) 0000000

O30 00 MACOODBOOOO

commit mac-authentication 0 0 0 0 0 O set mac-authentication mac-address D 0 0 0 0 0 O remove
mac-authentication mac-address 00 0000000000 DOO0O0OOOO0 MACOO DBOOODOOOO

gooooooao
# commit mac-authentication

1126000 MACOO DBOOOOGOOO

OO0 MACOO DBOOODOODOOOOODOODOODOOOOODOOOODODODOODODODODODDOO

01000 MACOODBOOOODOOO

00 MACOO DB OO store mac-authentication 0 0 000000000000 00O0OO0OO
backupfileD O OO OOO0O

gbobobob

# store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): y

#

020 00 MACOO DBUOODO

0000000000000000 backupfiled OO load mac-authentication 0 000000 MACO
ODbDBOOOOOODO

gbooobooboob

# load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): y

#

11.2.70dead interval D 0 0 OO RADIUSOOUOOOOOO 1000
RADIUS O OODODOO

1000 RADIUSODOOOOOOOOODdeadinterval 0000000200000 RADIUSOOOO
00000000000000000D00000000DDOO0O authentication radius-server
dead-interval 0000 000000000000 O RADIUSOODODOOOODDOOODODOOOCclear
mac-authentication dead-interval-timer 0 0000000000

OM1M-801000 RADIUSOOOO0O0O0O0OO

# clear mac-authentication dead-interval-timer

#
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1. (config)# interface vlan 2
(config-if)# ip address 192.168.2.254 255.255.255.0
(config-if)# ip helper-address 192.168.64.1
VLAN2 O DHCPOOOOOOOOOO
a

2. (config)# interface vlan 3
(config-if)# ip address 192.168.3.254 255.255.255.0
(config-if)# ip helper-address 192.168.64.1
VLAN3 O DHCPOOOOOOOOOO
]
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goboboooooon

1. (config)# interface gigabitethernet 0/1-4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 3
(config-if)# switchport mac native vlan 2
000 0/1-4 0 MAC VLANO VLAN3O O native vlanO VLAN2O OO OODOOO
U

O30 gobooogon

gboboooogon
000 VLCANOOOOOOO VLANOO OO HTTPODHCPOICMPOOOOOOOOOOOOO

gooooOoOoOoOoOoOOODOOOOOOOOOOOODECPOUOO IPOODOOOOOOOOO
gbobooooobooboboboboboboooooobobOobo

goboboooooon

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit tcp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq http
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 255.255.255.255 eq

bootps
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq

bootps
(config-ext-nacl)# permit icmp 192.168.2.0 0.0.0.255 host 192.168.64.1
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.64.1
(config-ext-nacl)# deny ip any any
gobooboooboooba
O

2. (config)# interface vlan 2

(config-if)# ip access-group 100 in
VLAN2OOOOOOOoOOOo 1oooooooono
a

040 00O VLANDOODO

gbobooogo
OO0 VLANOOOOOOOOOoooooooooooooo veANOOoooooo

goboboooooon

1. (config)# fense vaa-name switchO1l
0000 VLANaccessAgent 0000000000

O
2. (config)# fense 1 vlan 10 192.168.3.0 255.255.255.0

ooO0oCo VLANOOOOOOoOooooooo
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g

3. (config)# fense 1 server 192.168.64.1
VLANaccessController 0 IPOOO00D0OOOOOO0O
a

122300000

VRRPOOO VLANOOOOOOOOOOOOOOODOODUOOOOOOO

OO0 200 VRRPOOOOOOOOOD 100002000 VLANOOOOOOOOOOOoOoooo
gboooooo

300



12.0 00 VLANO OP-VAAD

012-7000 VLANOOODO

77T VLANGA T ST VEANTOO
+—/SFRVLAN DAY —/NFVLAN:

H—/3A HEH—/\B

|
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i 0/9 \AREEES 0/10
! T o
%8 )L—4 :master i ] 1R %8 )L—4 :backup
(Priority:150) ! (Priority:140)
VLAN2: : VLAN2:
VRID20:192. 168.2. 254 ! VRID20:192. 168. 2. 254
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VLAN100: ; VLAN100:
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[=8 o TTTmmmmmmmmmTT B I dE=0
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VLAN2 :192.168. 2. 250 X VLAN2 :192.168. 2. 251
VLAN3 :192.168. 3. 250 || VLAN3 192, 168.3. 251
VLANG4 :192.168. 64. 250 X VLANG4 :192. 168. 64. 251
VLAN100:192. 168. 100. 250 VLAN100:192. 168. 100. 251
’ 0/1 0/1 ........................................................
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i} © VLAN3 (MAC VLAN
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000 VLANOOOOO VLANOOOOODOOOODODOODOODOO0OoO00o00oO00o0o4OoVRRPODO
00000 fense vaaname 000 0000 VLANaccessAgent 00 000000000000 0OO0OOO
00d0DO00oo0oooooooodno VLANOODODODODOOOoOoOoOOo VLANOODOOOO VLAN
00O0D0oo VLANDO DHCPOODOODOOOOO
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Oad DHCPOODOODOO

gbobooogo
00O VLANOOOOOOO VLANOOOOOO VLANODO DHCPOOOODOOODOOO
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gbobooooooo

1. (config)# interface vlan 2
(config-if)# ip address 192.168.2.250 255.255.255.0
(config-if)# ip helper-address 192.168.64.1
VLAN2 O DHCPOOOOOOOOOO
g
2. (config)# interface vlan 3
(config-if)# ip address 192.168.3.250 255.255.255.0
(config-if)# ip helper-address 192.168.64.1
VLAN3 O DHCPOODOOOOOOOO
g

OpOOOOOODDOO

gboboooogo
004000000000000100000 VLANOOOOO VLANDOOODODOOO

gboboboooooon

1. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 3
(config-if)# switchport mac native vlan 2
000 0/1 0 MAC VLANO VLAN 30 0 native vlanO VLAN 200000000
g

UechODOOOOOO

gbobobooogo
000 VLANOOOOOOOOO VLANOOOO HTTPODHCPOICMPOOOOOOOOODOO
goooooOoooOoOoOoOoOoOOOOOOOOOOOOODHCPOOO IPOOOOOOOOOO
gbooboooooboobobobobooobooobooboobobobooooo

gbobooooooo

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit tcp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq http
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 255.255.255.255 eq
bootps
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq
bootps
(config-ext-nacl)# permit icmp 192.168.2.0 0.0.0.255 host 192.168.64.1
(config-ext-nacl)# permit vrrp 192.168.2.0 0.0.0.255 host 192.168.64.1
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.64.1
(config-ext-nacl)# deny ip any any
ggboogobooboooo
g

2. (config)# interface vlan 2
(config-if)# ip access-group 100 in
VLAN2OOOOODOODOO 1000000000
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O
OdoOD OO VLANDOOO

gboboooogon
OO0 VLANOOOOOOOOOoooooooooooooo veANOOoooooo

goboboooooon

1. (config)# fense vaa-name switchOl
000 10 VLANaccessAgent 1000000 O04d0O

u
2. (config)# fense 1 vlan 3 192.168.3.0 255.255.255.0

ooO0oCo VLANOOOOOOoOooooooo

a
3. (config)# fense 1 server 192.168.64.1

VLANaccessController 0 IPO 0D O0O0D0O0OODOO
O

02000 2000

ODal DHCPOODO

gbobooogo
OO0 VLANOOOOOUOOO VLANOOUOOUOO VLANOO DHCPOOOOOOOOOO

gbobooooooo

1. (config)# interface vlan 2
(config-if)# ip address 192.168.2.251 255.255.255.0
(config-if)# ip helper-address 192.168.64.1
(config-if)# exit
VLAN2O DHCPOOODOOOODODO
|

2. (config)# interface vlan 3
(config-if)# ip address 192.168.3.251 255.255.255.0
(config-if)# ip helper-address 192.168.64.1
VLAN3O DHCPOOODOOOOODODOO
O

OpbOODOOODOOOO

gboboooogo
004000000000000100000 VLANOOOOO VLANODOOOOOO

gbobooooooo

1. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 3
(config-if)# switchport mac native vlan 2
000 0/10 MAC VLANO VLAN 30 0O native vlanO VLAN 200000000
|
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Uech ODOOO0OOOO

gboboooogon

000 VLCANOOOOOOO VLANOO OO HTTPODHCPOICMPOOOOOOOODOOOOOO

goooooOooOoOoOoOoOoOOOOOOOOOOOODHEHCPOOO IPOOODOODOODODODOO
vbobooooobobobobooooooboobobobobooon

goboboooooon

1. (config)# ip access-list extended 100

(config-ext-nacl)# permit tcp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq http
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 255.255.255.255 eq

bootps
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq
bootps
(config-ext-nacl)# permit icmp 192.168.2.0 0.0.0.255 host 192.168.64.1
(config-ext-nacl)# permit vrrp 192.168.2.0 0.0.0.255 host 192.168.64.1
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.64.1
(config-ext-nacl)# deny ip any any
goboooobooboooo
g

2. (config)# interface vlan 2
(config-if)# ip access-group 100 in
VLAN2OODOOOODOOO 1000000000
g

OdoO 00 VLANDOOO

gboboooogon
OO0 VLANOOOOOOOOO0O0Oooooooooooog VEANOOOouooouo

gbobooooobooo

1. (config)# fense vaa-name switch02
000 20 VLANaccessAgent 0 000000000

a
2. (config)# fense 1 vlan 3 192.168.3.0 255.255.255.0

0000 VLANOOOUOOooooooooo

O
3. (config)# fense 1 server 192.168.64.1

VLANaccessController O IPO OO0 OOO0O0OOOO
O

1224000 VLANOOOOOODOO

OO0 VLANOOOOOOOOooooooooooo

o110 0obo0ooobobooooobo

gboboooogon
gboooooobooboboboooboooboon
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gbobooooooo

1. (config)# fense 1 retry-timer 30
VAAID 10 VLANaccessAgent 0000000000 3000000000

a
MACOOOOODOOODOOOODOOD

gbobooogo
gdoooOoOoOooo MACOOOOOOOOOOOOOOOOOOOOOOOOOODDOODODOODOO

gbobooooooo

1. (config)# fense 1 retry-count 10
VAAID 10 VLANaccessAgent 0 MACO OO DOOOODOOOOODODOOOOOOOO 1000000
goo
U

KeepAlive DD D ODOOOOOOODOO

gboboooogon
VLANaccessController 1 00 KeepAlive 000 0000000000000 0O0O0O0O0O0OOOO

boooooobobobobobooboooon

gboboooooon

1. (config)# fense 1 alive-timer 40
VAAID 10 VLANaccessAgent 100000000 KeepAlive OO0 DOODOOO0OOODOO 40000
goood

doooooooooood

gboboooogon
boooooobobobobobooboooon

gboboooooon

1. (config)# no fense vaa-sync
gobodbboobuooobooboo
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12300000000

1231000000000

OO0 VLANOOOOOOOOoooooooooood

0125000000000

oooog oo
show fense server VLANaccessAgent 0 000000000

show fense statistics VLANaccessAgent 100000000000

show fense logging VLANaccessAgent 1000000000000 00
clear fense statistics VLANaccessAgent 1000000000000
clear fense logging VLANaccessAgent 1000000000000
restart vaa VLANaccessAgent 1 000000000000
dump protocols vaa VLANaccessAgent 1 000000000000

1232000 VLANDO O OO

OO0 VLANOOOOOOOUOshow fenseserverdetaill 1 D00 0000000000000 O0O0O000OO

0128000 VLANDODOOOODODOO

> show fense server detail
Date 20XX/05/01 10:50:49 UTC
VAA NAME: switchO1l

VAA Sync Mode: Sync

Current Registered MAC: 120 o1
Server Information:
ID:1 Status: enable Agent Status: CONNECTED ... 2,3
Server Address: 192.168.2.100 Port: 52153

Retry Timer: 10 Retry Count: 25920 Current Count: 0
Alive Timer: 20
Target-VLAN Count: 4
Target-VLAN Information:

VLAN ID:2 1P Subnet Address: 192.168.2.0 mask 255.255.255.0

VLAN ID:3 1P Subnet Address: 192.168.3.0 mask 255.255.255.0

VLAN ID:4 1P Subnet Address: 192.168.4.0 mask 255.255.255.0

VLAN ID:10 1P Subnet Address: 192.168.10.0 mask 255.255.255.0

gbooobooboob

1. Current Registered MAC
MACVLANOOOOOO MACOOOOOODODODOOOO MACODODODODOOOOOOO
0 O 0 show vlan mac-vlan <vlan id list>dynamic 0 0000000000000
2. Status
<vaa_1d>00000/000000000O0Oenabled00000O00OO0OOOOO0O
3. Agent Status
000D0O00O00o0Ooog CONNECTEDOODOODODODODOOOOO
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goooooooomis30obHEHCPOOOOOOOOOOOO0DmMIODOOOODOODOOOOODODOO
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o770 000000 ARPOOODOODO
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ARPOODOOOODOOOODO

O8O ARPOODOUOOOOOOOODOOOOO
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01380 00000D00O00DOOOODOO

ooooo

oo

ip arp inspection limit rate

0000 ARPOOOOOODOOODOOOODODO

ip arp inspection trust

000000 ARPOOOOOOOOOOOOOOOOODOOO
ooood

ip arp inspection validate

000000 ARPOOOOOOOOOOOODODOOD

ip arp inspection vlan

000000 ARPOOOOOOO VLANOODODOOOO

ip dhcp snooping

DHCP snooping 00000 OOOOO

ip dhep snooping database url

gobooooooooboooooooooooooo

ip dhcp snooping database write-delay

gooooooocoooOoooOooooOooOoOooOooOooood
oooo

ip dhep snooping information option
allow-untrusted

DHCPOOOOO Option8200000000C0O0OOCOODOO

ip dhcp snooping limit rate

0000 DHCPOOOOODOOODOODODODODODO

ip dhcp snooping logging enable

00000 syslog0 0000000000000

ip dhcp snooping loglevel

gooooooocoobooOoooOooooocOooooOoooOoo

ip dhcp snooping trust

DHCP snooping 000000000000 OOODOOODODODO
oo

ip dhcp snooping verify mac-address

DHCPOOODOOO MACOOOOOOOODOOOODOOOO
oo

ip dhcp snooping vlan

DHCP snooping 00000 VLANOOOOODODO

ip source binding

ooIpoOoOOO0O0O0OOOOOOOOOOOOOODOOOOOO
ooood

ip verify source

oobooooooooooOooooooooo
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DHCP snooping 0 00 0000000000000 OOOOOOOO
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0 13-100 DHCP snooping 0 O OO OO OO
DHCPH—/\ ERFFH—/3

LANIRA v F/I—4

(DHCP Y L—)
1
L _lo/5
1 0/1
| VLAN 2
=
—

DHCPY S 47 > k
(AL D :trust/R— k |:| : untrust7R— k

010 DHCP snooping0 0 000

gooooooaad
000000 DHCP snooping 0 00000000 DHCP snooping0 00000 VLANOOODODO
gd

goboboooooon

1. (config)# ip dhcp snooping
000000 DHCP snooping 00O OO OODO
U
2. (config)# vlan 2
(config-vlan)# exit
(config)# ip dhcp snooping vlan 2
VLANID 20 DHCP snooping 0000000000000 DODOOODO VLANO O DHCP
snooping 1O OO O0OOO
O
3. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 2
(config-if)# exit
000 o100000o000ooooooDo100000 VWLANODODO VLANID20O0OOCO0ODO
g

020 DHCP snooping O trust 0 0 OO0 OO

gboboooogon
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DHCPOUOOOOOOOOODOMmMDO 13-100DHCP snooping 1 0000000 O0OOOOO 30
gbobooooobobobobbo0wustd00o0ooooOOoDO

gboboooooon

1. (config)# interface gigabitethernet 0/5
(config-if)# ip dhcp snooping trust
(config-if)# switchport mode access
(config-if)# switchport access vlan 2

(config-if) # exit
000 os0trust 0000000000000 0O0O0O0O0O0O00wntrust00000000O00OOO0O
00O os0000000000000O0OSO0D000 VLANOODO VLANID2OOOODOODO

ad

g3 boboooooboboooboobooooboon
Dald 000ooOoboooooooboobob

gbobooogo
gbooboooooooboboboboboboooboobooboboboobooon

gbobooooooo

1. (config)# ip dhcp snooping database url flash
godbdddddoooooooooooooo
a

OpbOMCOOODDOOO
gbobooogo
gdooooOoOoOoOoOoOoOoOoOoOOOL MCOOOODODODOMCODODOODODODOODODODOODODOO
gooon

gobooooboobog

1. (config)# ip dhcp snooping database url mc dhcpsn-db
000000 MCOOOOODOOODODOOOD0OO0OO0OO dhepsn-db 0000000
g

goooon
o0ooMCOOOOODOOOODODOOODODODODODODOOODMCOOODODODOOODOOOOODOO
ooMCOOODOODUOODODDOODOOOOO

040 0000000b0obOo0ooobobooooboboboboobo

gboboooogon
gbooboooooooboboboboobooooboobobobooooo

gbobooooooo

1. (config)# ip dhcp snooping database write-delay 3600
gdboboooboobbooboboobbooobooboobo se0ODOObDOOO

s J00000000000U0UU0DUDUUDUDUDUDDUDUDDDODODDODDO
« J0D00ODO0ODOODOOOODN ip dhep snooping databaseurl 000000000 O0ODO0O

» 0ODOOODO clear ip dhep snooping binding [0 0 O
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O

gooooob
gboboooooobooboboobobobooooooooobobob

13.230DHCPOOO0OODOO0OODOOO

bDHCpPOUOOCOODOOODOODODOUOODOODOUODODODODOUDODUODDODDODDDDODDOO

gbobooogo
goooooOooOoOoOOo bHCPOOODOOOOOODODODODODODO
gboboooooon

1. (config)# ip dhcp snooping limit rate 50
00o00ooooooos00000o/0Do0ooooon

13.240 000000

gbobobooooboboobobobobooboooo

gboboooogon
DHCPUOUUOUOUOOOOOOOOOOOOOOOOOOOOOOOQ
gboboooooon

1. (config)# interface gigabitethernet 0/1

(config-if)# ip verify source port-security

(config-if)# exit
oooo10oooIpO00O0ODOOOMACOOOOOOODOODODOODOOOOOODOOOO

gooon
O

gboobaob
trust 000 00000000000000O ipverifysource 0000000000 OOQOOOOO

O00000000DHCP snooping0 0000000000 ODOOOODODOO ip dhep snooping
vlenOOOOOOOOO VLCANOOODODOOODODOOOOOOOOoOoOooooooooo

13.250 000000 ARPOO

000000 ARPOCOOOOCOOUOODODODUDODDOUODDODDODOO

010 0oog

gbobooogo
OO0O0OCOO ARPOOOOOOOOOOOOOVLANOOOOOOO
goboboooooon

1. (config)# ip arp inspection vlan 2
VLANID2OOOOOOO ARPOOOODOODOODOOOOOODOODOODOODOO VLANODOOO

0000 ARPOODODOODODODOOD
O
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oo
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00oo00o00oO0O0oQoOoOoOoOoOoOoOODOO0DOD0D ARPOOOOOOOOOOO
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arpinspectiontrust I D0 000 0000000000000 0OO0 ARPODOOOOOOOOOO

O
020 tust0DO000O0OO

gboboooogon
DHCPOOOOUDUOODOOUOOO trust00000O0OOOOOOO

gbobooooooo

1. (config)# interface gigabitethernet 0/5
(config-if)# ip arp inspection trust
(config-if) # exit
000060 trust 0000000000000 D0O00O0O000uwntrust00000O0OOOO
g

gooooo
gooOoOoOoOoOoOOoOOOOOOOOOOOO ARPOOOOOOOVLANOOOOOOOOOO

Oo0O0OC0O ARPOOOOOOOOOOOO

o330 0onooooooon

gboboooogon
OO00OOOOOO0OOO0O ARPOOODOOOOOOOOOOOOOMACOODOOOOOSremacO0O

gbooooooobo

goboboooooon

1. (config)# ip arp inspection validate src-mac
000DO0DoOo0oooooo MACOOOOOOOsremacO0OD0OODOO0OOODOOOO

13260ARPOUOO0O0O0OOOOOONO

ARPO0DO0O0OOOOOOOOOOOOOOOOOOODOOOOODODOOO

gboboooogon
go00OO0O0O0O0 ARPOOODOOOOUOOOOOOOOOOO

gbobooooooo

1. (config)# ip arp inspection limit rate 100
JdoodooodoD 00000 /000000O000

1327000 IPOODODOOOODOOOOO0O0OOO

goIpO0D0O0DOODOODOOOOOOOOOOOOOOOOOOOOO
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gbobooogn
OO0 IpO00O0O00DOCOO0OOOOODOOODOOOODOOOODOOODOOOODOOOODOO

gbobooooogoo

1. (config)# ip source binding 0012.e2ff.2222 vlan 2 192.168.100.22 interface

gigabitethernet 0/1
000 MACOOODOOODOOOO VLANOVLANIDMO OOO IPOO0OOCO0ODOOOOOOO

gbobooooboobobobobooooooboboboboobooo

13.280 0000000 DHCPOUOOODOODODOOOO

O0o0o0oQ00oC0 bHCPOUOODUDODODODUDODOODOUODODODUOODUOODODODUODOUDODOUDDODDODDODDOO

OoooooOoo bHCPOOOOOOOODOOOODOODODOODOODDODOO
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g [ ] rtrusti—r ] ¢ untrustai—

0000 DHCP snooping 0 00113220 00000013240 00000000 000013.25000
o000 ARPOOOOOOOOO

gooOoOoOoOoOoOoOoC bHCPOODOODOOOODO DHCPOOOODODO IPVMODDODOODOODOOO
gooOoOoOoOooOo soooooooOoOoOoOARPOOOODOOOOOOOOO
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1. (config)# no ip dhcp snooping verify mac-address
untrust 0000 MACOODODOOOOOOOOOOOOODOO
a

gboobaob
go0oOOoOoOoOOoOOOOOOOOOMACOOOOOOOOOO0OOOOuntrust0000 DHCP
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oo

gbobooooooo

1. (config)# interface gigabitethernet 0/1
(config-if)# ip verify source

(config-if)# exit
ooool1d000ooooooooooooo IPO00O0OOOOOOODOODn

O

O30ARPOOOOOOOOOOOOOON
ARPODOO0D0O0O0D0O0O0DOO0O0DOOODIPOOOOOOOO0O0OO0O0O0O0O0O000O00OO00
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0000 ARPOOOOOOOOO

gooOoOoOoOoOoOoOoCo bHCPOODODOOOOOD DHCPOOOODOO IPVMODDODOODOODOOO
gooOoOoOoOooo sooooooooOoOoO ARPOOOODOOOOOOOOO

go0ooOoOoOoOoOoOoOoOoOOoOOOL DHCPOOODODOODOODODODOODOOIPVMOOOOOOOO
OOo0OO0OOOOO0O0 ARPOCODOOOOOOOOOODOODOODOODOODOOODHCPOOOO Option82
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Ooooooomi327000 IPO00O0O0OOOOOOOOOOOOOOOOOOOOOO

040 Option82 00 DHCPO OO OODOOODOOOOODO

gboboooogon
DHCPOUOUOOUO Option20 00000000 OODOOOO

gobooooboobog
(config)# ip dhcp snooping information option allow-untrusted

1.
untrust 0000 Option82 00 0000000000000

13.2100syslog 00 00O dd

gboboooogon
OO00D00 syslogOOOOOOODODOOODOOOO

ggooooobooobog
(config)# ip dhcp snooping logging enable

1.
OO00D00 syslogDOODOOOODOOOOODDOO

0

2. (config)# logging event-kind dsn
syslogD 0 OODOO0O0O0O0O0O0ODODOOOOOODOOOO DHCP snoopingd 000000
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13.30 0 0000gu

1331000000000

DHCP snooping 0 000000000 OOCODODODOODOO

0139000000000

ooooog oo
show ip dhcp snooping binding 0000000000000000000000

clear ip dhep snooping binding 00000000000000000000000

show ip dhcp snooping statistics 0oooooooooo

clear ip dhcp snooping statistics o00oo0oooooooo

show ip arp inspection statistics 000000 ARPOOOOODOODODODOODO

clear ip arp inspection statistics 000000 ARPOOODODDOOOODODOOOODO

show ip dhcp snooping logging 00000000000000000000000000

clear ip dhep snooping logging 000000000000 000000D000Dnoooog

restart dhep snooping go0ooooooooogoon

dump protocols dhcp snooping 0000000000000000000000000000000

13.3.20 DHCP snooping0 0 0 00O O0OOOOOOOOO

O000000000000000 show ip dhep snooping bindingO OO O O00OO0O00O0OO0OOO MAC
oooooIpO0000D0OO0O0O0OO0OO0ODOO0ODOOOODOODOODDOOOOOOO

show ip dhcp snooping binding 00 00000000000 OOOOOO

O 13-140 show ip dhcp snooping binding 0 0O 0 0O O

> show ip dhcp snooping binding

Date 20XX/04/20 12:00:00 UTC

Agent URL: flash

Last succeeded time: 20XX/04/20 11:50:00 UTC

Total Bindings Used/Max : 5/ 1500

Total Source guard Used/Max: 2/ 1500

Bindings: 5

MAC Address IP Address Expire (min) Type VLAN Port
0012.e287.0001 192.168.0.201 - static* 1 0/1
0012.e287.0002 192.168.0.204 1439 dynamic 2 0/4
0012.e287.0003 192.168.0.203 - static 3 0/3
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
0012.e2be.b0fb 192.168.100.11 59 dynamic* 12 0/11

>

13.3.300 DHCP snooping 0 00 0 0O O O O
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0000 DHCPOOOOOOOOODOODODODODODODO DHCPOOOOOODOODOODOODODO
DHCPOOOOOODOODOODOO

show 1p dhcp snooping statistics 0 D0 0000000000 OOOOO0O



13.00 DHCP snooping

0 13-150 show ip dhcp snooping statistics 0 0 0 O O

> show ip dhcp snooping statistics
Date 20XX/04/20 12:00:00 UTC
Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter
0/1 170 170
0/3 1789 10
0/25 0 0
ChGr:1 3646 2457

>

13340000000 ARPOOOOO

010 000o0b0ARPOOOOOOODOO

000000 ARPOODODOOODO show ip arp inspection statistics 00 0000000000000
ARPOODOOO0ODOOOARPOODDDOOODOOOO ARPODDOOOOOOOODODOOODO

show ip arp inspection statistics 1 00 00000000000 OOOOO

0 13-160 show ip arp inspection statistics 0 0 0 0 O

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
0/1 0 15 ( 15 (O
0/2 584 883 ( 883 0 )
0/3 0 0 0 0o )
ChGr:2 170 53 ( 53 0 )

>

13.3.50 DHCP snooping0 000000000

DHCP snooping 0 00 000 O O show ip dhep snooping logging 00 000000000 O00O0OOO
0000000oDoO00oo0o00ooo0dooo00 bHCPOODODDOOOOODO DHCPOODODOO
00000 ARPOOO0ODODO0OODOOOOODOOODOOOODOO

show ip dhcp snooping logging 00 00000000 OOOOOOOOO

0 13-170 show ip dhcp snooping logging 0 0O 0 0O O

> show ip dhcp snooping logging

Date 20XX/04/20 12:00:00 UTC

Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust
port (0/2/1/0012.e2ff.£fe01/192.168.100.254) .

>
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vlan-group priority

VLANOOOOOOOOOoOoDOoOoDo

vlan-group vlan

VLANOOOOOOOOO VLANODODOOODOD

151.20GSRP OO OOODOO

010 GSRPOOOOODOO

gbobooogo
GSRPOOOOOOOOODOOOO GSRPOOOO IDOOOOOOOGSRPOOOOIDOOOO

000000 GSRPODODODODODOODOODODODODODOO GSRPODODODDODOODDODOODOODOO
000 300000000000000010400000000000000000 GSRPOOO
OIbOoOOOO 3000000000000000
GSRPOOOOOOOOOOOOOOOOOOOOOOOOOODOOODODODOO

gbobooooobooo

1. (config)# spanning-tree disable
godddoooooooooo
a
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15.0GsSRPOODODODODO

(config)# gsrp 1

GSRPOOOO IDO 100000000000000000O00OOOGSRPOODODODOODODODOO
O

gboobaob

GSRPVLANOOOOOCOOOOOOOOOOOOOOOOGSRPOOOO IDOOOOOOOOO
OO0 VLANO GSRPOOUOUOUOUOOVLANOOOODOOOOOODOODODOODOODOD VLANO
obooboooooooboooooboonoo

020 GSRPOO VLANO OO

gbobooogo

GSRPUO VLANOOOOOOO VLANOOOOOOOOOOOOOOOGSRPOO VLANDO 10

oooon
GSRPOO VLANO GSRPOOOOOOOOOOOOOOOOO VLANOOOOO VLANDOODO

GSRPOOOCOOCOOCOOCOOCOOOOOGSRPaware 1000000000 OOOOOOOOOO
000000000000 0O0GSRPaware 00 GSRPOOOOOO0OOO0OOOOOOOOO
VLANOODOOOoOOoOOoOOoOOoOo

gbobooooobooo

1.

2.

(config)# gsrp 1
GSRPOOODOOODOODOOOOOOOOOODOO

g

(config-gsrp)# gsrp-vlan 5

GSRPOO VLANODOO VLANSOOOODOODO
a

O30 0obooooooooo

gbobooogo

GSRpPOOOOOOOOOOOOOOOOOOOOOOOO0OOOODOUOOOODOODODUOOOOOOO
gbobooooobooboboboboobooooooooboDbo
gbobooooooobobooboboboboobooooooooboobobobobooooboooon
gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gdo0ooOoOOoO0OO0O0OO0O0O0O0O0O0O0OUU00O0OU 3sU000D0D0DODODODODOODOO0OO0OO0 VLAN
gboobooooooboobobooboobobobooboooooooobobobobobooooboooboon
gooooo

goboboooooon

1.

3.

(config)# interface range gigabitethernet 0/1-2
ood0oolio200000000000000DOO0000ODODO0ODDOOODODOOOODOOODO
gobooboooobuoobbooboboobboooboo

U
(config-if-range)# channel-group 10 mode on

(config-if-range)# exit
ood0ool0o200000000000000D00O0000O0 100000000

O
(config)# interface port-channel 10
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(config-if)# gsrp 1 direct-link
GSRPOOOO IDIOOO0OOOODOODOODODODOOOOO 100000000
a

040 VLANO OODODOO

366

gbobooogo

GSRPOOOOO VLANODDOOUODO VLANODOOODOOOOD VLANOOOODDOOoOoooo
VLANODOOOOOOOO VLANODOOOODODOUOOOVLANOOOOOOOOOODOVLAN
0000000000 00000000000000OVLANDODOODOOOOOO VLANOOODODO
OGSRPOOOOOOOODOOOODOOOOD

VLANOOOOODO VLANOOOODOODOODOdvlan-group vlanadd 00 00 00O O vlan-group
vlanremove D000 000 0O0OOvlan-groupvlan OO OO0 O0OODOOOOOOODOODOO
vlan-groupvlan 00 0000000000000 VLANIDOOODOOOOOOOOO
VLANOOOOUOOOOOODOOOODOvlan-groupdisable 10000 VLANOOOOOODDOO
oooo

goboboooooon

1.

(config)# gsrp 1
GSRPOOOO0OOOODOOOODOOOODDOO

g

(config-gsrp)# vlan-group 1 vlan 10,20

VLANOOOO 10000O0VLAN 100200 VLANOOOD 100000000

g

(config-gsrp)# vlan-group 1 vlan add 30
VLANOOOO 100000 VLANDO VLAN30OOODOOOO
a

(config-gsrp)# vlan-group 1 vlan remove 20
VLANOOOO 100000 VLANOO VLAN20OOOODOODO

g
(config-gsrp)# vlan-group 1 vlan 100,200
VLANOOOO 100000 VLANO VLAN 1000200000 0000000000O0O0000O0DODOO

OOOVLAN100O 20000000 VLANOOOOOO
a

gboobaob

VLANOOOOOOODOOOO VLANOOOOOGSRPVLANOOOOOOOOOOOOOOOO

gooooon
GSRPVLANODOOOOOOOOOOOOOOOOOOOOOGSRPOOOOOO VLANDO GSRP

Oo0oO0OoOOoOOOOOOOOOOVLANOOOOOOOOOOO VLANOOOODOOOOOOO

gboooooooon
GSRPVLANOOOOOOOOOOOOOOODOO0OOO0OOVLANOOOOOOOOOOO VLAN

OO0 GSRPOODOODOODODODOODOODOOOVLANOOOOOOOOOOO VLANODODODDODO
oboobooooooobobobo
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151300 0000000DODODO000000ognd

o100 0obobooooboboooboobo
gbobooogo
GSRpPOOOOOOOOOOOOOOOOOOOOOOOO0OOOODOOOODOODOODUOOOOOOO
OO0 MACOOOOOOOOOOOOOOOOOOOOODOOOOOOODODO -OD0OO SO0 MAC
gdooooOoOoOoOoUoO0 -000000UU0UU0 SO0 MACOODODODODOOOODOODOODODODOO

boboooooboobobobobobobooooobooboobobobobooboobonbo
VLANOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

gbobooooooobobooboboboobooooobooboDbo

ooooooooooag
1. (config)# gsrp 1
GSRPOOODOODOODOOOOOOOOOOOO

O
2. (config-gsrp)# selection-pattern priority-ports-mac

goooooooooooOoOo 00000000000 MACODDODODOOODOOOOOO
O

O20 VLANO ODOOOoOOooDboogd

gbobooogo
VLANOOOOOOOODODOODODOODOOODOOODOOODOODOOODOOOOODOOOODOOOOOOOOOOO

gboboooooboobobooboboboobooooooobobobobooboooboon
OO0 VLANOOOUOOOOOOVLANOOOOOODOOOOOOOOoOoooovVLANDODODOO

gboooooooobobobobobooon

goboooobooog
1. (config)# gsrp 1
GSRPOOOOODDOO0OODOOOODOOOODO

g
2. (config-gsrp)# vlan-group 1 priority 80

VLANOODODO 100000 8Uouoouood
O

O30 goooboooooooDo

gbobooogo
0000000000000 DDO GSRPOODODDO VLANODODOOOODODUODDODDODDODDODDO
gboboooooboobobooboboboboobooooooobooboboboboboooboooboon
OOoOoOOOOOOO GSRPOOODOOOOOCO VLANOODODODOODOODODODODDODDDOO

goooo

goooopoooooag
1. (config)# gsrp 1
GSRPOODOODOODOODOOOOOOOOOODOO

g
2. (config-gsrp)# backup-lock
000000000000 D0D00O00O0O0 VLCANOOOOOOOOOODODODODooOO GSRP
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gbobobooboobgoobo
g

15140000 3000000000

gbobooogo
0000 GSRPOOODO 30000000000O0O0O0O0O0O0300000000GSRPOOOO

IDO0104000000000000

OO0 300000000000000OVLANO IPOCOCOCOOOOO GSRPOOOOOOOIPO
goooooooooIpOOOOOOOOOOOOOOODODDODODOOOOOOOOOOOOOO
Vol. 10189 VLANDOODODODOODOODODOODOODOODOODODOODOOD 300000000000
gboboooooooboboboboboboooobobobobobbs 30000 30000
gboboooooboobobobooooooboobobobooobooo

gbobooooooo

1. (config)# gsrp 1
GSRPOOO0ODOO0OOOODOOODOOOODODOO
g

2. (config-gsrp)# layer3-redundancy
ggo3gboobooooboooon
g

15150 GSRPVLAND DO OODDODOOoOoooon

gbobooogo
GSRPVLANODOOOOOOOOOOOOOOOOGSRPVLANOOOOOOOOOOOOVLAN

O000O0OO00OO0O0oO0OO0 VLANOOO GSRPOOODUOUOUOUOODODOVLANDODDODDODDODODDOO
OvVoANOOOOO0O0Ooooooooooooooooooo
GSRPVLANOOOOOOOOOOOOOOOOOOOODODODO

- 00030000000 OOODOODODODOOO

« GSRPO VLANOOOOOOOOOOOO VLANO GSRPOOOOOOOOOOO

s JO0O0ODOOOOO

goboboooooon

1. (config)# gsrp limit-control
GSRPVLANOOOOOOOODOOOOOODOOD
a

15.1.60GSRPUOODOOODODOOOO

gbobooogo
goooOoOoOoOoOoOoOOOOOOOOOOOGSRPOODOODOOOODOODOOOODOODOOOOO

gdo0ooOoOOoOoOoOoOOOOOOOOOOOOOOOOOOOOODOOODODOO GSRPOODODODO
gbobooooobooboboobooboonoo
GSRPOOOOOOOOOOOOOOOOODOODODOO

000 30D00D000OO0OOODLOODOODLOODOOOOOO

e DOO00OD0OODOOOOOOOO
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ggooooobooobog

1. (config)# interface gigabitethernet 0/1
goo0ol1dboo0o0oo0o0oo0dooobOdbOoboooobooDoooOoboOoooooo
O

2. (config-if)# gsrp exception-port
000010 GSRPODOODOODUOODOODOODDOO
U

151.70GSRP OO OOODOOOO

o110 0ob0obo0oooboboooboboooon

GSRPOOCOOCOOCOOCOOCOOCOOCOOCOOCDOUCOOUODUOOODUUOOUUDUOUODUUDUOUDOODOOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobooobooobooboobobobobooboooboooboboboboboobooobooobo
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon

gbobooogo
gbobooooobooboboboboboboobooobooooboboboboboboobooobooon

oo
000000 mmfinity000000000000000O00O00OO00OO0DODODODODOUODODODOODOOO

gbobooooobooboboboboboboobooobooooboboboboboboobooobooon
gooooooo

gooboooooon

1. (config)# gsrp 1
GSRPOOODOODODOOOOOOODOOOODO
O

2. (config-gsrp)# port-up-delay 10
gooboobooobuooboobobooboobobuoob 1obbbobbOoon
u

3. (config-gsrp)# port-up-delay infinity
goobooboooobooboooboobboobo0bboooboobOboobooboboobog
0000000000 DO0DOODOO0OO00O0D0O00 clear gsrp port-up-delay0 00000000 O0OO
uad
u

020 GSRP Advertise D D OO0 OO00O0OOOOOOOODOO

goooooooo
GSRP Advertise 000 000000000000 DO0OO00OOOD DO advertise-holdtime O

advertise-interval 0 0 0000000000000 0Oadvertiserinterval 0 000000000003
GSRP Advertise 00000000000 DOOODOOOODOO

gbobooooooo

1. (config)# gsrp 1
GSRPOOODOODOODOOOOOOOOOODOO

a
2. (config-gsrp)# advertise-interval 5
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3.

GSRP Advertise 0000000000 500000000

g

(config-gsrp)# advertise-holdtime 20

GSRP Advertisce 0000000000 2000000000000 00GSRP Advertise 000000
ggo3pobooooooon

g

gooooo

cePUOOOODOODOODOOOOODODOODOODODODOO GSRPadvertise 0000000000 OO0O
gboboooooboobobobobooboobooboboboboboooboooboobobOobon
O0O0O0O0OO0OO0OO0OO0OOGSRPadvertise 00O 0OO0ODODODODODODODODOODOODOODODOOODOOOO

gooooo

030 GSRPFlushrequest D 0 OO O0O00O0OOOODOOOOO

gbobooogo

O00OO0O0O0OCO0O0O0O0O0O0O0O0OO0O0OU0ODDOD GSRPFlushrequestD OO ODODODOODODODODODODO
gboobooooooobobobobobobooooobooboobobobooboooboooobOoboOoDbo
GSRP Flush request 0 GSRPO O VLANOOOOOOOOOOOOOOOOOOOOOODODOOO
go0oOoOoOoOOoOOOOOOOOODOOOODOOO0OO GSRPunawareJ0O00O0ooooood
gboboooooboobobobobooboooboobobobobooboooooboobOoboD
0000 GSRPunaware 0 MACOOOOOOOOOODOODOOOOOOOUOODUOOOODOOOOO
gO00OOOOOOOOOOOOOOOOOOGSRPunaware OO 0OOODOOOOOOOOODOOO
gboooooooboobd

gboboboooooon

1.

(config)# interface gigabitethernet 0/1
doodoi1dodooooodooooooooooooooobooooooooon

g
(config-if)# gsrp 1 no-flush-port
000 0100 GSRP Flushrequest 0100000000000 O0O0OOOOODO

g

040 GSRP Flushrequest 00O OO0 OOOO0DOOO

370

gboboooogon

O00O0OO0OO0O0oOooOoOo MACODODODODODODOODOOOOOOO GSRP Flushrequest 000000

gbooooooabo
OO0O0O0OO0O0O 30 GSRP Flushrequest 10 0000000000000 00000O0O0OOOOO

gbooooooooboon

gbobooooobooo

1.

(config)# gsrp 1
GSRPOOO0O0O0OOOODOOODOOOODODOO

g

(config-gsrp)# flush-request-count 5

GSRP Flushrequest 1000000000 500000000
g
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15180 00000000O0O0O0O

0000 GSRPunaware 10 0000000000000 00000000000O0O00O0O00O0O0OOO
gbobooooboobobobobobooboooobooboboboboobooboon

o110 0obobooooo

gboboooogon

gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gbooooooobab

gboboooooon

1.

(config)# interface gigabitethernet 0/1
go0ool100d0oo0ooooooooo0ooboooooooooooOooooooon

g
(config-if)# gsrp 1 reset-flush-port
oobol1000b00dboooobooonooon
g

020 00000000000

gboboooogon

gbooboooooboobobobooboooooooobobobobobo sooboooobOobo

boboooooboobobobobobobooooooooobobobobobooboobooobooon
OO00O0OO0O0O0O0O0O0O0OODOO0O0O0O0O0O0O0O000OO linkdebouncel 0O OOOOOOOOO

gboboooooboobobobobooboooooobooobooboboboobooobooonoo

gbobooooobooo

1.

(config)# gsrp 1
GSRPOOOOOODOOODODODOODOOOODOOO

O
(config-gsrp) # reset-flush-time 5

obooooogbosobobooooo
O

151900 00000000 0O0000000

gbobooogo

gbooboooooooboboobobobobooboooooooobooboboboboobooooDo
gbobooooooobobooboboboboobooooooooboobobobobooooboooon
gbooooooabo
gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gbobooooooobobooboboboboobooooooooboobobobobooooboooon
gbobooooooobobooboboboboobooooooooboobobobobooooboooon
boboooooboboboboboooooooboobobobobosbbooboooboobOobo
gooooo vVhANOOOOOoooooooooooooooogoogoooooooooooooo

gboobooooooooboooon

gbobooooooo

1.

(config)# gsrp 1
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GSRPOOOOOOOOOODOODOODOODDODO
g

2. (config-gsrp)# no-neighbor-to-master direct-down

gbobobooobooooobooboboboboobooooooobooboboboboboooboooboon
ao
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15200000000

1521000000000

GSRPOOOOOOOOOOODOODOUODOODOO

0152000000000

ooooo

od

show gsrp

GSRPOOOOODOOODO

show gsrp aware

GSRPO aware 1 00000000

clear gsrp

GSRPOODOODOOODOODO

set gsrp master

gobobooooooooOooOoooooOooOobOoooooo

clear gsrp port-up-delay

VLANOOOOOOOOOOOO VLANODOOOOOOOOooooooooooo
00000000000 00000000 portup-delay0OOODDOO0OOODOOO
goboooooooooooooooooon

clear gsrp forced-shift

GSRPOOOOOOOODOOOODOOOOODOOODOOOODOOOOOOOOOO
ooood

restart gsrp

GSRPOODOODOOODOODO

dump protocols gsrp

GSRPOOOOOOOODOOOODOOOOODOOO0DOOOODOOOOODOOOOO
ooooooooooood

15.220GSRP OO OO OO

0000 GSRPOCOOOOCOOCOOOUODOODUODUODUODUDOOOOO

o110 0oboobooooboboooon

showgsrp OO0OO0O GSRPOOOOODOOO0OO0O0OOO0OO0O0OOOOOOOOOOOOOO GSRPOO
gooooooOoQoOoOoOoQoOoOoOoOo0oO0O0O0O0oO0UO0OOOOODODODODO GSRPOOODODODOO
00000000000 DO0ODOODDODOODOODDOOOSelection Pattern 000 300000000
OOVLANOOOO IDOVLAN Group IDODO OO VLANOOOOOOOODO VLANODODOODDODO
0000000000000 3000000000000 0000O0OVLANOOOOOOOOO VLAN
oIpO0000O0O0OOOOOOOOOOOOOOOOOOOOOOOOIPOOOOOOOOODOOO
O000Q0O0OQ0OoOoOoOoDoOoDOoDOooO VollO1s112VLANODODOOODmMODODOODOOODO
OO00OO0OO0O0O00O Vol3O0222IPv400000000 uwp/downOOOOOOOCOCOOOCOCOOOCDODOO
00 Vol.3017.22IPv6e 00000000 up/down 00 000000000000 0O00O0O0O0O0O0OO
O VLANOOOOOOOOOVLANOOOOOO0O0oooooooooooooooooooooooo

show gsrp detail 0 0 0 O O show gsrp vlan-group 1 0000000 O0OO0OOOOO
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O 15-10showgsrpdetail DO OO0 OOOOO

>

show gsrp detail

Date 20XX/11/07 22:24:36 UTC

GSRP ID: 1

Local MAC Address
Neighbor MAC Address

0012.e205.0000
0012.e205.0011

Total VLAN Group Counts 2
GSRP VLAN ID 105
Direct Port 0/10-11
Limit Control Off
GSRP Exception Port 0/1-5
No Neighbor To Master manual
Backup Lock disable
Port Up Delay 0
Last Flush Receive Time -
Forced Shift Time -
Layer 3 Redundancy On
Local Neighbor
Advertise Hold Time : 5 5
Advertise Hold Timer : 4 -
Advertise Interval 1 1
Selection Pattern : ports-priority-mac ports-priority-mac

VLAN Group ID Local State
1 Backup

8 Master

>

Neighbor State
Master

Backup

0 15-20 show gsrp vlan-group OO0 OO0 OO OODO

> show gsrp 1 vlan-group 1

Date 20XX/11/07 22:25:13 UTC

GSRP ID: 1

>

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
Layer 3 Redundancy

VLAN Group ID : 1

VLAN ID

Member Port

Last Transition
Transition by reason
Master to Backup Counts
Backup to Master Counts
Virtual MAC Address

0012.e205.0000
0012.e205.0011
1

On

110,200-210

0/6-8

20XX/11/07 22:20:11 (Master to Backup)
Priority was lower than neighbor's

4

4

0000.8758.1307

Local Neighbor
State Backup Master
Acknowledged State Backup -
Advertise Hold Timer 3 -
Priority 100 101
Active Ports 3 3
Up Ports 3 -

o220 000000
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0 15-30showgsrp0 0000000

> show gsrp
Date 20XX/11/07 22:28:38 UTC

GSRP ID: 10

Local MAC Address : 0012.e205.0000

Neighbor MAC Address : 0012.e205.0011

Total VLAN Group Counts : 2

Layer 3 Redundancy : On

VLAN Group ID Local State Neighbor State
1 Backup Master

8 Master Backup

>

15230 00000000000
setgsrpmaster 00 00000000000000000000000000000000000000

gooooooooOoOoUoOooOoUUoUL0U00U00U0U0U0UL0UODULDULDULDODLUUOLOOO
VLANOOOOOOODOOOOOODOODOODODOODODODODODODODOOODOOD
0 1540setgsrpmaster 000000000

> set gsrp master 1 vlan-group 1
Transit to Master. Are you sure? (y/n):y
>

152400 0000000000000 0000O00ODO O

clear gsrp port-up-delay 0 00 0000000000000 0OO0O0OOOOODOODOODOOOOOOOOO
000 port-up-delay0 0 0000000000000 0ODOOO0DOOO0O0ODOOOODODOOOOOOOO
ooooooooooo

0 15-50 clear gsrp port-up-delay OO0 OO0 OO0 OO0

> clear gsrp port-up-delay port 0/1
>
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VRRPO Virtual Router Redundancy Protocol 0 000000000000
0000000000000 0O00bO0oDOD0O0bO0ODOOoDObOODbODOn
0000000000000 0000DbO0DOD0O00O0ODOD0O VRRPOODODO
oooooo

16.1000

16200000000000

16300000000
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16.10 0 0

VRRPO Virtual Router Redundancy Protocol D0 00000000000 O0OOO0OOOOODOOOOOOO
dddddooooooooooooooooooobooboooboobobooboboboobooobooooo

VRRPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboobooooboobobobooooon

0000001002/ 00000000 IDO0O0O0ODOO0OODOOOOODOOODOOOOODIDOO
vboboooooboobobobooobooboobob110bobob0obooooboooboobobOobo
gbobooooooboobobobobo1bobobooboboobooboboboboboon

16110000000 MACOOOOO IPOOOO

378

gooOoOoOoOoOoOOOOOMACOOOOOODOOOOOOOOOOMACOOOOOOOOO MAC
goooOoooooOoOoo MACOOOOOOOOOOO IDODDODODOODOODOODODOO

go0oO0oOoOoOoo VRRPOOOUOOO MACOOOODODODOODODODODODOOOOO

0O16-10VRRPOODODOOO MACOOOOOODO

oo OO0 MACOOOO
IPv4 RFC3768 0000.5¢00.01{0 00 00 ID}
IPv6 draft-ietf-vrrp-ipv6-spec-02 0000.5¢00.01{00000 ID}
draft-ietf-vrrp-ipv6-spec-07 0000.5€00.02{ 0 00 0 O ID}

gdoooOoOoOoOoOoOoOobo MACOOOOOOOOOOODOOOOOOOOOOOODOODODOODOO

gdoooOoOoOoOoOoOoOoOoOOOOOOOOOOOOOOOOOO MACODODODODODODODOOD
OOoCOOCOVRRPOOOOOOODOOOOOOOO MACOODOOODOODOOOOOODOOOOOOOO
goooooooOoOoOoOoOoOOOOOOOOOOMACOOOODOODOOOOOODOOOODOODOOO
goooooIpO0D0O0ODOODOODOODOODOODOODOODOODOODOODOODOODOODO MACOOOOOO

gboboooooboobobobobooboooobobobooboobooooobooboboboobooboon
OO0 MACOOOOOOOOOOOOOOOOOOOODODOO

0161000 MACODOOODOOOOO

AEEA AEEB

<2R4 Ny 77| gEL—4
L—51D:7

O%ETH XZELEL

585 0000.5e00.0107D 7 L— L

goooooOooOoOooooIPOODOOOOOODOIPOO0OOOOOOOOOOOOOOOOOOOO
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OIPO0O0OOOOOO ARPOOCOCOCOCOOC NDPOOOOOOOOOOOOOOOOO MACOO
0000000 ARPOOODOONDPOODODODOODOO MACOOOOOOO ARPOOOOO NDPO
goboboooooon

016-2000 MACODODODOODODO ARPOOOOO NDPOO

@ARPIE %
REEA REEB
TRA Ny Y7y | (FHEIL—45 192.168.20. 1
L—%51D:7
t A A
L D[ 1 ARPEESR  192.168.20 1OMACT KL R1%? |
N = .
boeees i
[ 2 ARPRSE  0000. 5€00.0107 (R#) TY . |
PC
ONDPI5
KEEA AREEB
YRH Ny IFvT | FHEL—4% feB0::7
JL—%1D:7

A
5 [ 1.NDPZR  fe80::TONACT KL X137 |

[ 2.NOPRS%  0000. 5€00.0107 (R #8) TF . |

0000000000000 O0oUoUUULO PCOODOOUOOOODLD ARPOODODOOUODOUOOUOOOO
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1. (config)# track 20 interface vlan 30 line-protocol
(config)# track 30 interface gigabitethernet 0/8 line-protocol
(config)# track 40 interface port-channel 10 line-protocol
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2. (config-if)# vrrp 1 track 20 decrement 60

(config-if)# vrrp 1 track 30 decrement 10
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(config)# track 50 interface vlan 34 ip routing
(config)# track 51 interface vlan 35 ip routing
(config)# track 52 interface vlan 36 ip routing
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(config)# track 50 ip route 192.168.20.1 reachability

(config)# track 51 ip route 192.168.21.1 reachability

(config)# track 52 ip route 192.168.22.1 reachability

e track 00 500 track OOVRRPOOOOOOODODOO 192.168.20.1 0000000
e track00 510 track OOVRRPOOOODODOODODOO 192.168.21.10000000
e track 00 520 track OOVRRPO O OODODOOODOO 192.168.22.10000000

O
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(config-if)# vrrp 4 track 51 decrement 20
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16.0 VRRP

16.30 000U OUOU

16.3. 1000000000

VRRPOOOOOOOOODOOOODOOOOOD

O16-8000000000

ooooo oo
show vrrpstatus gdooooooooooooood
clear vrrpstatus gdoooooooooooooooo
swap vrrp gooooooooooobooooooboobooobooboo
show track track 000 0000000000000 OOOOODOOO

16.320 00 0000ODODOO

0000000000 0DO0O000D0D showvrrpstatus D00 00Odetall 00 O0O00OO0OO0O0OOO
gboboboooooobooboobooboooo

0 16-150 show vrrpstatus DO OO0 00 O0ODO

> show vrrpstatus detail interface vlan 10 vrid 1
Date 20XX/12/10 12:00:00 UTC
VLANOO10: VRID 1
Virtual Router IP Address : 170.10.10.2
Virtual MAC Address : 0000.5e00.0101
Current State : MASTER

Admin State

enable

Priority : 80 /100

IP Address Count : 1

Master Router's IP Address : 170.10.10.2
Primary IP Address : 170.10.10.1
Authentication Type : SIMPLE TEXT PASSWORD
Authentication Key : ABCDEFG

Advertisement Interval : 1 sec
Preempt Mode ON
Preempt Delay 60

Non Preempt swap timer [ 30

Accept Mode

ON

Virtual Router Up Time : Mon Dec 6 16:55:00 20XX
track 10 VLAN0022 Status : (IF UP) Down Priority : 50
Target Address [0 192.168.0.20
Vrrp Polling Status : reachable

track 20 VLAN0023 Status : (IF UP) Down Priority : 40
track 30 gigabitethernet 0/10 Status : (IF DOWN) Down Priority : 20
track 40 port-channel 2 Status : (IF UP) Down Priority : 20

16.3.30track D O O OO

track 0000000000000 showtrackOOO O OO
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O 16-160showtrack 00O OO0 OO0

> show track detail
Date 20XX/10/15 12:00:00 UTC
track : 20 interface : VLAN0030 Mode : (polling)
Target Address : 192.168.20.1
Assigned to
VLANQ010: VRID 1
track : 30 interface : VLAN0O031 Mode : (interface)
Assigned to
VLANQO010: VRID 1
track : 40 interface : VLAN0032 Mode : (polling)
Target Address : 192.168.40.1
Assigned to
VLANQ010: VRID 1
track : 50 interface : VLAN0034 Mode : (polling)
Target Address : 192.168.20.1
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¢ switchport backup flush-request
¢ switchport backup interface
¢ switchport backup mac-address-table update exclude-vlan

¢ switchport backup mac-address-table update transmit
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1.

(config)# spanning-tree disable
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U

(config)# interface gigabitethernet 0/1

(config-if) # switchport backup interface gigabitethernet 0/2 preemption-delay
60

go0ool1000oooooooooooogoooooo
00000O0ooOOooOOobOdboonobdbOobooooOooDOoDoDOobOOdoOoooooDooOooOoDaon
020 0000000000000 0ODOODOODOOOeODOODOOOOODO

O

3. (config-if)# switchport backup flush-request transmit
(config-if)# exit
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ooooo oo
show switchport-backup 0000000000000 0000000000
show switchport-backup statistics 00000000000 oooooooooooooo
clear switchport-backup statistics 0000000000000 000OO0O0oDooooooog
set switchport-backup active 0000D000000000000000000000000000
oooooooooo
restart uplink-redundant 000D00000000000000000000000
dump protocols uplink-redundant 0000000000000 00000000D0000D00O00OO0D

1732000000000O0000000000

0000000000 00ooO000ooo00ooDo00ooO000oDoO00DoO00OO0 VELANDODDOOD
gd

O 17-80 show switchport-backup O O 0O O O

> show switchport-backup

Date 20XX/09/04 16:48:07 UTC
startup active port selection: primary only

Switchport Backup pairs Preemption Flush
Primary Status Secondary Status Delay Rest VLAN Update
Port 0/1 Forwarding Port 0/24 Blocking - - 4094 -
Port 0/10 Down ChGr 4 Forwarding - - - 1
*Port 0/11 Down Port 0/15 Blocking - - 10 -
*Port 0/20 Down Port 0/21 Down - - 200 -
>
e Status 00

0000000000000 D0O00ForwardinglOOOOOOOOOOBlockingdOOOOOOOO

173300 000000O00O0O0O00O0O0

set switchport-backup active 00 000000000000 ODOOOOOOO
dddddooooooooooooooooooooboboobooobooobooon

O 17-90 set switchport-backup active 0 0 0 O O
> set switchport-backup active port 0/1

Are you sure to change the forwarding port to specified port? (y/n): y
>
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gooog oo
efmoam active 000000 IEEE802.3ah/OAM OO0 active D00 OOOOO
efmoam disable IEEE802.3ah/OAM 0000 0O00OOOO
efmoam udld-detection-count 00000000000000000000000000

18.2.200 IEEE802.3ah/UDLD O 0 I

010 IEEE802.3ah/UDLD O O OO O

gbobooogo
IEEE802.3ah/UDLD 0 0 0000000000000 O00 IEEE802.3ah/OAM I OOOO0OOOO

O000O0OO0O0OO0OO0OO0OOOOOOOOOOO IEEESD2.3ah/OAMOI I DOODOOOOOOOO
00000 Passive DO0O0DOOOO0ODOOOOODOOOODOOOODOOOOODOOODOOOODDOO
OoUDLDOODOODODODOODODO ActiveDOOOOOOOOOODO

00000 gigabitethernet 0/1 0 IEEE802.3ah/UDLD OO COOCOCOOCODO

gbobooooooo

1. (config)# interface gigabitethernet 0/1
goool10fooodoooooooooooooooooooooooooooon
ad

2. (config-if)# efmoam active udld
000 0/1 0 IEEE802.3ah/OAM OO0 Active 0000000 O0DODOOOOODOOODODOOODOO
oooo
ad

020 00b0000oobOoboooboobDoo
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gboboooooobooboboboboooooboobobobobobobooboooobOobobo
gboobooooooobobobobobobooooobooboobobobooboooboooobOoboOoDbo
gboobooooobool10ob10b0b00b00oon
gbooboooooboobobobobooboooboobobobobooboooooboobOobon
gbobooooobooboboboboobooboobobobobobooobooboobobOobon
vboboooooboboboboooooobooboboboobooon
gbobooooooobobobooooooboobooboboboobobobon 10%0000000
oo
gs+Oodbobooobooboobobomon

gboboooooon

1. (config)# efmoam udld-detection-count 60
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1830 00000 U

1831000000000

IEEE802.3ah/OAM 00 0000000000000 00O000O0

018-3000000000

ooooo oo

show efmoam IEEES02.3ah/OAM 0 0000000000000 0000000O0

show efmoam statistics IEEES802.3ah/OAM 0 0 0000000000000

clear efmoam statistics IEEES802.3ah/OAM 0 00 0000000000000

restart efmoam IEEE802.3ah/OAM 0 000000 O0OOOOO

dump protocols efmoam IEEES02.3ah/OAM 0 0000000000000 0000000000000

gobooooOooooooooooooo

18.3.20 IEEE802.3ah/OAM U 0 0 O

422

IEEE802.3ah/OAM D 000000000 OODO show efmoam 0000 0 O show efmoam 000000
IEEES802.3ah/OAM 00O 000 active D00 OD0DOO0DOO0DOOOOOOOODOOOOO show efmoam
detail 00O 0O0OOactive 00000000 0O0O0ODOOODODOODOOODOODODO passived OO0
0000000000000 D0OOshow efmoam statistics 0 0 0 0 0 0O 0O IEEE802.3ah/OAM OO OO
000000000 0IEEE802.3ah/UDLD D OO DO ODOODOOOOOODOOOO

0 18-10showefmoam 00 0000 OO0

> show efmoam

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

0/1 Up detection * 0012.e298.dc20
0/2 Down active unknown

0/4 Down (uni-1link) detection unknown

>

0 18-20 show efmoamdetail D 0 0D OO0 000

> show efmoam detail

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

0/1 Up detection * 0012.e298.dc20
0/2 Down active unknown

0/3 Up passive 0012.e298.7478
0/4 Down (uni-1link) detection unknown

>



0 18-30 show efmoam statistics 1 0 0000000

> show efmoam statistics
Date 20XX/10/02 23:59:59 UTC

Port 0/1 [detection]

OAMPDUs :Tx
Invalid
TLVs :Invalid
Info TLV :Tx Local
Timeout
Inactivate:TLV
Port 0/2 [active]
OAMPDUs :Tx
Invalid
TLVs :Invalid
Info TLV :Tx Local
Timeout
Inactivate:TLV
Port 0/3 [passive]
OAMPDUs :Tx
Invalid
TLVs :Invalid
Info TLV :Tx Local
Timeout
Inactivate:TLV

100

O O O o o

Rx
Unrecogn.
Unrecogn.
Tx Remote
Invalid
Timeout

Rx
Unrecogn.
Unrecogn.
Tx Remote
Invalid
Timeout

Rx
Unrecogn.
Unrecogn.
Tx Remote
Invalid
Timeout

18.0 IEEE802.3ah/UDLD

Rx Remote
Unstable

Rx Remote
Unstable

Rx Remote
Unstable

187

100

100
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(config)# interface gigabitethernet 0/10
(config-if)# storm-control broadcast level pps 50
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(config-if)# storm-control multicast level pps 500
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1. (config)# loop-detection enable
0000 L2000000000DO0O0O0DOO
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2. (config)# interface range gigabitethernet 0/1-2
(config-if-range)# loop-detection uplink-port
(config-if-range)# exit
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3. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# loop-detection send-inact-port
(config-if-range)# exit
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1. (config)# loop-detection interval-time 60
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1. (config)# loop-detection threshold 100
120000000000 10000000000 inactiveO0ODOODOOOOOOODOOO
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2. (config)# loop-detection hold-time 60
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1. (config)# loop-detection auto-restore-time 300
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show loop-detection L200000000000000

show loop-detection statistics 1200000000000000000

show loop-detection logging 200000000000000000

clear loop-detection statistics 12000000000000000000

clear loop-detection logging 2000000000000000000

restart loop-detection 12000000000000000000

dump protocols loop-detection l200000000000000000000000

20320 L200000000
show loop-detection 10000 L2000000000000000000000

200000000000 00000D0000D000000000O00D0D0ODOO0DOO0ObOOOoOOooOooGg
0O 000 VLAN Port Counts 0 Configuration 0 Capacity 100000000000 0000OOO

000000000 inactive 000000 O0O0O00OO0O Port Informationd Status 00000000

020-60200000000

> show loop-detection
Date 20XX/04/21 12:10:10 UTC

Interval Time :10
Output Rate :30pps
Threshold 01

Hold Time :infinity

Auto Restore Time t-
VLAN Port Counts

Configuration :103 Capacity :300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
0/1 Up send-inact 0 - -
0/2 Down send-inact 0 - -
0/3 Up send 0 - -
0/4 Up exception 0 - -
0/5 Down (loop) send-inact 1 - CH:32(U) 100
CH:1 Up trap 0 - -
CH:32 Up uplink - - 0/5 100



CFM

CFMUO Connectivity Fault ManagementO OO0 000 2000000000
0000000000000 000DO00oD0oooooDoUoooooDOooo

goo
OooooocCFPMOOODOOOOODOOOODDOODO

211000

21200000000000

21300000000

439



21.0CFM

211000

2111000

gooOoOoOoOoOoOC0 LANODOOOOOQOOUOOOOOUOUOUOODOUUOUODUOUDUUODUOODUDOUOOOOo

OO0OOO SONETO ATMOOOOOOOOOOOOODODODODODOO

CFMOOOOOOOOOOOOUOUOODOUOUD 200000000 DOODOODOOOOO

1. Continuity Check

gbobooooboobooboboboboooooooboboboboobooboon

2. Loopback

000000000 OLoopback OO0 O0O0DODOOODOOOOODOOODOOOODODOOODOOO

0O
3. Linktrace

0000000000 Linktrace00000ODOOOOODOOODOOOODODOOOODO 20000000

gooobobo

CFMOOOOOODOODOODDODOO

O21-10CFMOD0ODOO

BREEK
(P—ERTONRA T KAL)

4 ExEA

(ARL—=2 A1)

) 4

EEEB

(ARL—=2 A1)

-

J -

\

)

a1—4
(HRBAI KAL)

(FLF) @ : BEARA 2+
B ORER

O10 CFMO0ODO

CFM O IEEE802.1ag0 00000000 OODOODOODOODOOOODOOOOOOOOOOOODOOO

gbooooooon

440




21.0 CFM

0O 21-10CFMO00

oo oo

Continuity Check CCO gooooooooooooooo

Loopback oooooooo
ping0 00000000 20000000

Linktrace goooo
traceroute 1 00O DO0O0O0O0 20000000

020 CFMODO O

CPMOOOOOOOOOOOOOOOOOCFAMOOOOOOMAOMEPOOO MIPOOODOOOOO
gbobobooooobogo

0O 21-20CFMO000000O0

oo oo

oooo CFMOU0OO0O00OO0OD0DO0OO0OO0DODO0OO0O0DDOOOoOooOO

0 Maintenance Domain[] oo

MA 0000000000 0000 VLANOOOOOoOOoO

0 Maintenance Association[] oo

MEP 000D00000o0oo

0 Maintenance association End PointO 000d00000ooooooMADOOODODOOO
JODOCFMUOUOOODOODOODODOOODOOOOd

MIP 000D0000000oo

00 Maintenance domain Intermediate PointO O000O000000oo0ooOboooOoooooon

MP 000000000 oDOoMEPO MIPODODOOOO

00 Maintenance Point

21.120CFMO0DO OO

010 0oog

cPMOOOODOOOOOOOODOODOOODOOOOOODOOOODOOOOCKMPDUODOOOOO
goboboboobooooobobob oo vbOobOOOOOOODODODODODLDOOOODOD
gbobobobooooooon

gooooooooooOooooooooUoooCckMPDUDODODODODOOOOODOOOOODODODODOO
ooooooooo ckPMPDUDDODOODODODODOODOODOOOODOODOOODOODOOOO CFM
pODUOODOOOODOOCOOOOOOODOOOODOOOODODOOODOOODOOOOODOOODO

gboboooooboobobobobooooooooboboboboboobooobooboboboobooo
gbobobooobooobgooo

021-3000000000000000000

ooooooo od
7 oooooooood
6
5
4 oooooooboooooooooo

441



21.0CFM

ooooooo oo

oooooooooo

ooooooooooooooooooooooooooooooooooooooooooooa0gagg
0000o0000000000000000000000000000000000o

021-20000000000000

RAAL LRI

[ >

FAA 2 LARJLTOCFM PDURIZEEE

A
Y

FAA 2 LARILIDCEM PDUEIZEEE

FAA 2 LARIVTOCEM PDUEIE

020 MA

MAOOOOOOO VLANOOOOOOOOOOOOOOO0O0OO0000000000000000 MAO
goooo

CFMUO MAOOOOOOOOOMAOOOOOOOOOOOOOOOOOOOOOOOQ

MAOOOOOOOOOOMAOODOODOODOOOOOOOOOOO MAOOODOODOODOODOOOOO
gooooooMAOOOOOOOOOOOOOODODODOO

MAOOOOOOOOOOOOooooogo
021-30MAOOOO0O0O00O0

RAAL 2 LA

—_——————

MA “Group200”
VLAN 200~299
7S 4 < 1JVLAN 200

|
|
|
|
|
KA > “Domain_1” :
|
|
|
|
|
|

442



21.0 CFM

OO0COCFMPDUOOOOOO VLANODOODOODO VLANODOOO MAOOOOOOOOOOOOoOoo
ao

O00O0OCOOOMAOO VLANIDOOOOOOOOOO VLANOOOOOO VLANOOODOOOGOoOo
000000000000 mavlan-group0 0000000 VLANODODODODODODODODO VLANOODO
gbooobd

00000 VLANOODOOOOOO VLANOOO VLANOOOOOOO0O00000000000000
00
030 MEP

MEPOOOOOOOOOOOOOOOOOOMAOOOOOOOOOOMEPOO MEPIDOOO MAO
goooocOoIbooOoO0O0OO0 MEPOOOODDOO

CFMOCOOO MEPOOOUOOOOOCFMUO MEPOOOOODOOOOOOOOOOOOOOO CFM
pODUOCOOOOOOOOOOOOOOOOOOOOOOOOOOOO

MEPOODOOOOOOOOODOOOO

e Up MEP
000000000 MEPOOOUpMEPOOD CFMPDUODOOOODOOOODD MAOO MIPO

gbobobooooobooboono
UpMEPODODOOODOOOODOOOOO

0 21-40UpMEP OO OO

RAAL LA
MA “Group_A” J

e Down MEP
00000000 MEPOOODownMEPOOO CFMPDUOODOOOODOO

Down MEPOOOOOOOOOOCDOOO

0 21-50 Down MEP OO OO

RAL D LAR)L2
! MA “Group_B” !
(FLB)  :Down MEP O :MIP [J: 78—k (MEP, MIPLLS})

Down MEPO Up MEPOODOOOOOOOO Down MEPOUpMEPOOOOOOOOOOOOOOO

443



21.0CFM

0 21-60 Down MEPO UpMEPO OO OO

A

[1 O V QO O
RAAL LA ‘ ‘ | RAAL LA I ‘ ‘
MA “Group_A” MA “Group_B”

Down MEPA™ 5 3% 1E 15 Up MEPA 5 1S4
BREMEPH S EIEEET S B EMNEPH S EHEE(E LARLT,
R—MARDMIP, R— kM 5EET S

(R
A :Up MEP ¥ :Down MEP QO :MIP [:®R—k (MEP, MIPLLS}) : CFM PDU®D i

0 21-70 Down MEPO Up MEPO O DO

A
[1 O V [1T O O
RAAL LA ‘ ‘ ‘ RAAL LA l ‘ ‘
MA “Group_A” MA “Group_B”
Down MEPT ® {54l Up MEPT D214
SRUMEPCEIERZIET S BEMEPTEERELAWLT,
R—MARDMIP, R—KTRIET S
(R
A :Up MEP ¥ :Down MEP QO :MIP [: R—k (MEP, MIPLLSV) : CFM PDU®D i

Down MEPO OO UpMEPOOOOOOOOOOOOOOOOOOOODownMEPOOOOOMAOO
gdoooOoOoOoOoOoUOOOOOOOCOO0OO0OOMAOOOOUOUOOUOUOUODODUODUOOCFMPDUO MADO
gdoooOoOoOoOoOoOoCFMOODOODOOODOOOODODODOOO Down MEPOOOOODOOOODOOO
gooo

02180000 DownMEPODOOOOO

o+t s ko k — e — — — — — ~

( BAA 2 LAL2 .
i MA “Group_B” !
L AP e S _. |
! Bl i
I ! MA “Group_A” | I
: : |

| : _ -
ARG = V4 O A N
A oo 7 )

2> TMA “Group_A”" M4\ AlIZDown MEPZERTET 5 &,
MA “Group_ A" M5Bl (KAA 2 LARJLTIKYSL) IZCFM PDUNEIEE SN B8,
CFMD#EHEAIE L < EifE L ALY,

(FL51)
A :Up MEP ¥/ : Down MEP O : MIP : CFM PDU®D &

040 MIP

MIPOOOOOOOOO0OO0O0OO0O0OO0O0OO0O0O0O0O0O0O00000000000000000000000
MAOOOmMOOQOOOOOOMIPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

444



21.0 CFM

000000000000 OOOOMIPO Loopback 000 Linktrace DO O ODOOOODOOOODOOO
gbobobooooogooboon

Dal 0000O0D0OO0DOODOOOOOOOO

goooooooooo MIPOCOO0OOO0OOOOOOOOOOOQOOOOOOODODODODODODODODO
gbobooooboobobobobobooon

gbobobo1100o00o0o00ob 20b0b0b00bO0O00O0OO0O0obOOoDbODbOo

0219000000001 00000000 200000000

ALV LRIVIDRE

O RaqsLAnt )

I MA “Group_A” |

I |
L A

FAA 2 LARIVITNEPE - - @R &
FAALLARIL2TIEIMIPE LTERET %,

FALYLARL2OBRR

e — e — e — —_ e — = — . _: ......... ~

! PORASTILAL2 1

I ! MA “Group_B” I .

i /:, _____________ r\ I

3 ol RAA LRI b I

[ ! 1 MA “Group_A” el I

| |1 ] L

. R \j |

| O o+ |

\ ‘ ’\ ............... /T’ % 4

Loopback(= & & &2 CCTREESTIRMES
FALA LRIV ERFESAHETE
EREAFY, FAL U LAL2C
RENH D ENHERTE D,
(RL31)

A :Up MEP ¥/ : Down MEP O : MIP

0000000 20000000000000O0 10 MAO MEPOOOOODOODOOODODOODODOO
o220 MIPOOOOOOOOOOOOOOOOOOOOOOO 2000000000 1000C00CO
gboboboobooboboboboboboooon

gboboboobooboooboo 2000000000000 100000DO0DOO0ODOOOOOODODn
gbobooooooboo

OpOOO0O0O0O0OO0O0DOOO0Ob0ODOO

gooooooooMIPOOOO0ODOOODOOOOODOOODOOOOODOOODO

goooooMIpPOO0OO0O0O0OO0OOO0OOOOOOOOOOOOOOOODOOOODODOODOODOODOODOO
000000000 ADDODD E0MEPOOOOOUOOOOOOOOODODODODODOLODODODODOODOOOOO
oboboooooo

445



21.0CFM

0211000 0ooooMpPOODODOODODOOOODODOO

e -
i RAA LA |
; MA “Group_A” I
| .
| BEEA #EB EEC #ED sEE |
3 L

(FLB)
V :Down MEP [J:7R— bk (MEP, MIPLSV)

ooooooMIpOOO0OOOOO0ODOOODOOOODOOOODOOODOOOOODOMIPODOODO
0000 Loopback O Linktrace 000 O OO0O0O0ODODOOO0ODOOOOOOOOODOOODOOOODOO
goooo

0210000000 MIPOODOOOOOO

e ~
i RAA4 2 LA I
i MA “Group_A" I
| EEA BB SEC SED SBE |
3 1
Y O O (kg
N 11— N S S w
Loopbacklz & % #2 CZCTIHEMNMR-TIHIMES,
EEDEEBEDRT
(AL BRENSH D ELNERTED,

V :Down MEP O :MIP [J:HR—F (MEP, MIPXASV)

211300000004

crMOOOOOOOOOOOOOOOOOUDOODOUDOUODOUOOODOUOOUOOUODODDOUODODOODO
gbooboooooboobobo

goooooooOoOoOoOoOoOoOoOoOoOoMAOMEPOOO MIPOODOODOOOOO

o100 0obooooboboooooo

goooOoOoOoOoOoo0 MAOODOO MEPOOOOOOOOOOOODOOOODOOOMIPODOOOO
gboboooooboobobobobooboobooboobobobooboooboooboobOoDbo

446



021120000

i
[
>

RAAL LRI (FBEEN

&iEB #EEC #EED

| ZEH

d

\ | RAALDLARIL2 (BEEB)
|
i : EEE SEF EEG

0 0—3 g—

O O—1 O Dd

D

—

EEBDSMAIA S
REDDMUETEE

HEEBEEDNMUMN S
HEBGOINMAIETERE

A

v

ZEBDOMUS S EECODSMAE TEE

EBAORAN >EBHORBIE TEE

(e O: K=

\

21.0 CFM

000 A0DDDOD BOOUOOUOOOOO0DO0DU0DOU0DO0D0ODOD0ODOD0ODO0ODOD0OO0ODO0ODOD0OODOOOOOOOO
gbobobooooboooboobobobooooo

- JO00JAOCOCO BOODODODOODODOODOODOODOODODOOODOODOOOOOODOOOOOOOO
gboboooobooboboboooo
s JO000D0O0OO0O0OOOOOOODOODODODOOOODODOODODOODODODbOOOODODn

goooo

oo

gboboboobooboboboboboooboooooboobobo

« JO00O0O0OD1M02000

1.

0000000 10 MA* Group A” ODODODODO

gooOoOoOoOoOoOOOOOOOOOMAOOOOOOOOOOOOOOOO VLANOOOOOOD
goooooOoOoOoOoOoOoOOOOOOOOOOMAOOOOOOO

0211300000000 102000

gdooooOoOoOoOoOoOOO BODOOMAOOOOO MEPOOOOOOO
o000ooO00ooOo0oOooooO00obDO0o0obOoOo0ooOoOoooUpMEPOODOOODO
oo0oO0O0O0OC0 200000MAOOOOOOO EOGO UpMEPOOOOOOO

FAALDLARLT (2—H)

AL LR)L (BEESK)

RKAAL LRI (BEEN

|
| | A2 LR (BEED) |
L o

ZEEH

E!—DE!

HBA BB HBEC - égE EBEF ¥
[ : | |~M;At Ay |,/\A)L1 FMX ffG/ I//\B)I/Z
“Group_ roup_|
: 4 | I | | 4& 4 [ [ [ [ 4&
(FLA1)
A :Up MEP [ : R—

447



21.0CFM

- J000O0OD0OD 4000

1. 0000000 40 MA* Group_C" OODODODODOO

2. 0000000 4000000000 BOGOOMADOOOOO MEPOOOOOOO
gooooo0oDboO0o0ooOooO0OoDbOO0ooooOooDoOOoobDUpMEPODODODOOODO

3. 0000000 400000000 1020000000000000DO0O00DOO0OODO DOE
oMIPOOOOOOO
0000000 MEPOOOOOOOO MIPOOOOOOOLoopback O Linktrace 00000000

gbobobooooooobooboboboboobooooooobooboboboboobooooDo
gbobobooooooboon

02114000000004000

| A4 LALT (3—H) |
[ 1

Bt LALE (BEEREK)

|

I

|
EEA ZiEB

RAS LA (BEED | | FASULAL2 (FEHEB)
] [
EES HBEC SED BEE BEF HEG #EH
0 0 O—p o— 0 O—p O—43 O
[ [ [ I RAqoL=RLa || [ [ [
[ [ [ I 1 WA “Growp.c” ! ! [ [ [
[ I I I Ny I I | [
| L A—T — T —O—O—1 1 —r—A |
: : : RAA LRI : : RAAL 2 LARIL2 : : :
MA “Group_A” MA “Group_B”
| I | [
[ I 43 I [ 4 4 [ [ ’-? | [

(L)
A:UpNEP O:MP O:&R—*Fr

- J0O0O0O0OODO7TODOO

1. 0000000 70 MA* Group D" O0OOOOOO

2. 000000070000000 A0HOOMAOOOOO MEPOOOOOOO
0000000000000 0oOo000UO000UOUOUO0UDownMEPOOOOOOO

3. 0000000 70000000040000000000UDOUOOOUO BOGO MIPOOOO
good
gboboboo11b200000000040000000000000000DODOOOO 7O
gbobobooboobgoobo

448



0211500000000 7000

| FALDLARLT (—)

Bt LALE (BEEREK)

EASoLALL (BgED ||

KA LARIL2 (BEEB)

(L)

A :Up MEP ¥/ : Down MEP O : MIP

020 0000000bo0oogoon

o MA “Group_B”
':.& A Lo r°“p! !

O: K=+

HEEA &EB &EC E£&D EEE BEEF EEG EEH
CL L ime
MA “Group_D”
| | | | | — | | | | |
: Lo : : : : FM)A( ’IG’ "’{C’,',’" : : : : Lo :
[ I A | I | | roup_ [ [ [ [ A [ [
| I —t +——t O—0O —t —t | [
: b RAA LA b BAA S LARIL2 b :
I | MA “Group_A” | |
[ I A A | [

00000000000 Loopbackd Linktrace 000000000 MIPOOOOOOO

MIpOOOOOOODOMIPOOOODOOODOOODOOOOOD

Oo21160OMIPOOOODOOO

7
i RAL LA (BEEN \I
| i
| EEA #EB HEC H#ED EEE
00— O— O—p Oo—0 O
\1_ — +'—'|—'—'+-'—|—'—'i—'—|—'—'I—'—l'—'—'l/
—it —rt —rt +—rt AN
I I I I I I I I I I
(FLA1)
A:Up MEP [O:AR—+
O21-170MIPO0OOOOOO
PR R U D U U P I -
i RAA LRI (FEEEN i
| i
| EEA #EB HEC H#ED EEE
00— O— O—p Oo—0 O
\1_ — +'—'|—'—'+-'—|—'—'i—'—|—'—'I—'—l'—'—'l/
—O ——t ——t O— A
I I I I I I I I I I
(FLA1)
A:Up MEP O:MP [O:HR—*F

21.0 CFM

00000000 LoopbackO Linktrace 00 OO0 O0O0DOOOOO MIPODODDOOODOOOOODOOOOD
BODO MIPOOOOOOOOOOOOOOOODOODOD BODO MIPOOOOLoopbackd Linktrace O

449



21.0CFM

OO00OO0OO0OOOOOOLnktrace0O00OD0OODOODOODOOOODOOOODOODOOO

MIPOOODOOOOOOO CO LoopbackO Linktrace 100000000000 OODODO O Linktrace
00000000o0o0o0ooo0o cooooooooooo

g30 0goooogoon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooooooobo

gbooboooooooboboboboobooobogon

021-4000000000000000

oooo 0oo ooooo
oooooon [(RALD LA [ REASL S LAL2) .
I |
N — )& ——. /
ooooooo | cSsTmimess = === 0

e e
sfsslsfs)s)sks i"_'_'_'lf:l'f‘fl)/\‘_‘)ﬁ ''''' B 0
i [ RAL LA i
. | '
"._.|j!.—|;_:=:=1=.'=.'/_ ..... /
000000000000 T T ST T AT T T - 0
Doooo i P R :
| FALDLARLIN T RAS S LRL2)
‘ | | |
S Ot
sfsls)sfsls)s I-—'—'ly);,—r;l/';)ljz'—'\i oo
! CEAL LA \I
-\_ ..... = o J

21.1.40 Continuity Check

Continuity CheckDCCO O MEPOODOOOOOODOOOOODOODOMADOO MEPDO CCM
O Continuity Check MessageO CFM PDUO O OOCOOOOOOOOMADOO MEPOOODOOOOMEP
000000 Loopback( Linktrace 0O OO OO OO

cCOoo0ooooooUoocCccMUOUUOUUOUODOUOOUODOUOODOOMADODDODOOODOODOOO
gdoooOoOoOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOODODOOOODO CCMOOO
OOMAOOMEPOOOOOOO

cCOoo0ooooOooUOooooooooooooooooooooooooooooooooooo
gboooooo 2000000000

021-50CcCcCO0nnononon

ooood oooao oooao

5 O00ooMAOOOOCCMOODOOOO oooo

450



21.0 CFM

ooooo ooono oooo
4 MEPIDOOOOO0O0O0O0O0O0O0O0O0CCMOOOO0OO
3 ccMOOoOooooooa
2 oobooooooooooooooooooon
1 oooooooceceMoooooo ooooo

Remote Defect Indication

gboboooooboobobobobobooooboobooboboboobooboono

021-60000000000000000

ooooo

oooooo

oooooooo

5

gooooMAOOOOD CCMOODOOOOODOO

ooooooceMono
oooOx 3.5

MEPIDODOOODOOOODOOOOO CCMUOOOOODODOOOD

ooooooceMono
oooOx 3.5

ccMOoOoOopoooono

oooooooo

00o0ooO0oO0oooOo0ooooooooOooccMOOODOoOn

oooooooo

gooooooceMooooono

oooooooo

Ooooooo Boogoogo ccoooooooooo

OMEPOOOOOOOOO MAOO CCMOODOOOODOODODOOO MEPD CCMOOODOODODO
gbobobooooobobonbo

021180cCcCODObOOoonoooon

[
!
i
!
!
i
i
i
!
!
!
!
i

(L)

V : Down MEP

MA “Group_A”

HEA

ooAODCCMOOOOO0OO0OO0OOO0OOU0OOO0OOO0OOOUOOUOOUOOOOOD BOOoOOoOoOoooooo BO
00 A000000000000000000000

451



21.0CFM

0 21-190CcCcoOoOoononO

[
!
i
!
!
i
i
i
!
!
!
!
i

(L)
YV : Down MEP : COM:%45

goooOoOoOoOoo0 BOOMAOOUO MEPOODOODODODODOOODODOODODODOOODOOO
0212000000 MEPOOO

MA “Group_A”

EEA

fEE R
&iEB £EC
SR /
(L)
V : Down MEP : CCMx%:15 : EEREBEROCCMEE

goooooo ccMOOOoOOO MEPOOMAOOOOOOOOOOOOOOOOOOOOOOOO
00O Loopbackd Linktrace 00O OOOOOOOOOMAOOOOOOOOOODOODOODOOOODOOO
gooo

21.1.50 Loopback

Loopback 000D 2000000000ping0 000000000 MAOO MEP-MEPOODODO
MEP-MIPOOOOOODOOOODOO

CCO MEP-MEPOODOODOODOODOODOODOODOOLoopback 00O MEP-MIPOOOOOOOOOOO
MAOOOOOOOOOOOODDOODOO

MEPOOOOOOOOOOOOOOOOOCKFMPDUOOOOOOOOOOOOOOOOOOOOOO
gbobooooooobooboobobob

452



21.0 CFM

Loopback OO0 MIPO OO MEPOOOUOOOOOOOOOOOOOOOOOOMIPOOOOODOOO
MIPOOOOOOOOOOOOOO

MIPOOO MEPODOOO Loopback OO OOODODOOODOOOOO

0 21-210MIPO OO O Loopback 0 0O O

R R U U U U g -
i MA “Group_A” |
| |
1 |

V O 0 NV
T L
| |
\ — )
(FLA)
V :Down MEP O : MIP =Ty Y AvE—CDFN

0 21-220 MEP O OO O Loopback O 0O O

R R R U U g o
i MA “Group_A” I
| |
1 |

V O O NV
T L
| |
| j
(A0
V :Down MEP QO : MIP =Ty I AvE—CDFEN

Loopback 0 CCOOOOOODO0OOOOOOOOO CCOOOOODOOOOOOOOODOOOOOOOO
MIPOOOOOOOOOOOOMIPOOODODO MACOOOOOOOOOOOOOOOOOO

21.1.600 Linktrace

Linktrace 0000 200000000 traceroute 0000000000 MAOO MEP-MEPOO OO
MEP-MIPOOOOOODOO0ODOOODOOOODOOODOOOODOOODOOO

goooooopoopooopocecrkMPDUCOOOOOOOOOOODOODODODODODDODDODODODODODOO
ao

gbobobobooboobooboboboobooboooooboobOoDbo

453



21.0CFM

021-2300000000000000000O0OO0

[ MA “Group_A” \
| @D CITEE I
| |
#IETT | | 5%
V ] 1 O 4
£iEA | EEB EEC | %E&D
EEBDEEERE ]
\
(FLEI)
V :Down MEP O : MIP [ :/R—+ (MEP, MIPLLSY) YU FL—RAYvE—CDFEN

goooooooooooooooooMIPODOOODOOOOODOMIPODOOOOODDOOODOOOO
gbobooooooobooboboboooboooooboobooboboboobooooooboobobOoDboOob
gooooooo

gboboooooboobobobooboooboobobobooboooon

021-2400000000000000000O0OO

[ MA “Group_A" )
! SEDE TRt !
| |
e | I sE%k
V ] 1 O 4
EEA | EEB EEC | %E&D
; & |
EBIOGEERE :
\
(L)
V :Down MEP O : MIP [ :/R—+ (MEP, MIPLLSY) U RL—RAVE—TUDHEN

gooooo MIPOOOOOUOOOOOOOOODOOUOOODOOOUOOUOOD COUUOOOMEPOOO
MIpOOOOOOOOOOOOOOOODOOODOOOOOOOODOOOMIPOODOOOOOO
ooooogm

oo MEPOOOMIPOOOOOOOOOOOOOOOOOOOOOOOO MEPOOO MIPOOO
gboboooooooboobobobobooboooooboooDo

gboboooooboboboboooboobobobobobooboooboboobOobo

Linktrace 000 0000000000000 O0OOOOOOOOMIPOOOOOOOOOOOOOOO
gboboooooooboobobobobooboooooboooDo

Linktrace 0 CCOOOOODOOOOODOODOODODO CCOOO0O0O00O0O0O0O0O0O0O0OOOOOOOO
OMIPOOOOOOOOOOOOMIPOOOOOMACOOOODOODOODOODODDODOODO

Oad Linktrace 0000 O0O0O0ODODO

454

Linktrace 000 0000000000000 OO0O0OO0OO0OO0OOOO0O0O0OO



s JO0DODOOOODOODOO

21.0 CFM

Linktrace 0000000000 DOOOOODODOOODOOOO

0O 21-250Linktrace 0000000000000

[73es
EET 5E5%E
#EO OV
ZEEA Z£EB HEEC HED
84 LT FERH X
EEEL
(FLBI)
V :Down MEP O : MIP []:7/R—+ (MEP, MIPLISY) YUY PL—RAYE—DDN

00000000 AOQ Linktrace 0000000000000 0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0O0OOO
goooo0oOooOoOoO0OOoOO0oUOO0O0U0U0D0UU0UOU00O0O0OLOLD BOOOOU COoOoODUODUOODOOOO
00 CO0000dfiffooooooooooooooooooooooooooooooo

s JODOOO0OOODOODOO

Linktrace 00000000 O00DOOOODOOOODOO

0 21-260 Linktrace DO O O0OO0ODODOOODO

it
X SRR

EET 5B
O ONENE vV
EBEA BB H£EC ZED
&
AT A E R
(FL51)
V :Down MEP O : MIP [ :7/R— bt (MEP, MIPXASY) YU FL—RAyE—DDRN

OO0 A0 Linktrace 10 0000000000000 0000000000000000000000O0O
goooooOoOooOoOoooo cooo DU UOUODUOODOoOoOoOoOoOoOoOoOoOoOoOooooooo
0000 A0000000000000000000o0ooooooo

Ob0O Linktrace O OO0 OOO0O

gbobobooooboooboobooboboboobooooo

cPMOOOOOOOOOODOOOUOOODOUOODDOUODODODUODODODOOOMIPCCMOOOOOOO
MACOOOOOOOOOOOOOOOOOOOODOOOOOOOOoOoo

crPMOOOOOOOOOOOOOOOOOOOOOOOOO0OOOUOUODOODOOOOOOOOOCKMO
gboboboobooooboobobobooboobooooooobobobobobobooobooobooon

455



21.0CFM

21170000000

010 0000bogoooobooon

CPMOCOOOOOOOOOODOOUOOOOUOUODOUOUOUOODUUOUOODUOODOOO

0O21-70UpMEPOOODOOODOODO

oo oo

CC « CCMOODDOOODOOOODOCCMOIODOODOODO BlockedODOOOO

Loopback e 00000 12ping 0000000
« JO0ODOOOUOOOOUOODODODODO

Linktrace - 00D0DO0OD0 I2traceroute 1000000
- 0000000000000 000000000000000000000 Egress
Port 00000 BlockedDOOOO

0 21-80DownMEPOOCOOCOOCODODO

oo oo

CC - CCMODOOODOOO

Loopback « 000000 12ping00O00OOOO
« JOOD0OO0O0OO0OO0OOODDODbDODO

Linktrace « J000DDO 12traceroute 1 0000 OO
s JO0O0ODODODDODOOOOOODODOOOO

021 90MIPOODDOOODOOOO

oo oo

CC - CCMODOOODOO

Loopback « JO00O0O0O0O0O0COOOOOOOOOO0ODOCOO0OOO0OOO0O
« JO000O0O0O0O0COOOOOOOOOO0ODOCOO0OOO0OOO0O
- JO0O0O0OO0DOCOOODOOODODO

Linktrace « JO000O0O00OO0OCOOOOOOOOOO0OOCOOOOOOO
« JO00O0OO0OO0O0COOOCOOOOOOOOOOOOOOOOOOOOOOOCOO00
000000 EgressPort 00000 BlockedOOODODO
- JO000O0O00O0COCOODODOOOOOO

O 21-100MEPOMIPOOCOOCOCOCOOOODOOOO

oo oo
CC e CCMODODODDO
Loopback e JO0O0O0ODDOOOODDOOOODDO
Linktrace - J0O0O0DOOOUDDOOOODOOOO

O20 VLANOODOOOOODOODOoOooo

VLANOOOOOOOO CFMOOOOOOOOVLANOOOOOOOOO VLANOOOOOOoOOooo
goooooooooOoOoOoOOOOOOOOOOOOOOOOODOOOOOOOCFMOODODODODOO
gbooooooboboboboooboobooboboboboooboobooboobobob

456



21.0 CFM

021-M0000000000000000000

goooooooo oo
CcC Loopback Linktrace
VLANOOOOOODOO VLAN good good « VLANOOOOODOOOODOOOO
goobooogo « VLANOOOUOOOOOOO VLANOO
gooobooogooooo
VLANODOOODOOODODO god good oogd
VLANODOOODOOODODO god good oogd

Oal VLGANOOOOOOOOO VLANOOOOOOOOO CRMOOOOOOO

VLANOOOOOOOOO VLANOOOOOooooo crMOOooooooooooooood

021-270VLANOO0OOOOOOO VLANOOOOOOOOO CFRMOOOOOO

VLAN k21 > 58

O O—d O— O—d O— O0—3 O

L el L LD

S R Y R
FAAL LR

A O———Oo—+——A |

(FL51)
A :Up MEP QO :MIP O: VLN ko) v TEER—F  [O: R—F

VLANOOOOOOODOOODOOODOOD 100VLANOOOOOOOOOUODUODODODODDOODODO
O0O0OO0OCOOVLANDODDODODODDODODDODODODOODODOD 6e0OVLANODDODOODOODOODODODODDO
O000O00O0oO0oOoO0oOoOoOoOVLANOOOOOOOOOOOOODOODOO eOOOOOOOOOOOOO
OOOVLANOOOOOOOOOOOOOOOOOODO 100000

OOOVLANOOOODOODOODOODODOODO 600 VLANOOODOODODODOO Linktrace 0000
goooo

ObOVLANOOOOOOOOOOOCFRMOOOOOOO
VLANOOOOODOODOOODO CFMUOOOOOOOQOOOOODDOODDOO
021-280VLANOOOOOODOOODOCFRMOOODOO

VLAN k> 1) > 548

50-#0-60-hd-h

A

0 0

&L=l

|
| [
RAAL LR |
1 I
I b

|
|
I
)
Y
(JLEI)

A :Up MEP O :MIP O:VUIWNbory o J8&FER—F O R—F

VLANOOOOODOODODOODOOODOOD 100VLANOOOODOODOOOUODOODOODODOODDDODO

457



21.0CFM

goooooooooooooococrMUOO0Ooooooooood
OcOVLANOOOODOOOODDOOCFRMOOOODODO

VLANOODOODDODODODOOO CFPMUOOOOOOOQOOOOODODOO

021-20VLIANODOOOOODDOOODO CRMOOODOO

VLAN k> 1) > 48

SofEgpobogbead
A

-

RALSLARILE
T
]

|

|
e
\I/

I

(L)
A:U NMEP O :MIP O:UIWNkoRy o T&ER—F O: R—+

VLANOOOOOOOOOOOOOOOO edOVLANOOOOOODOOOOOOOOOOOOOOOO
gooOoOoOoVLANDOODOOOOOOOOOOOOODO e0OOOOOOODOOODOOOOOOOOO
gooo CcPMUOOUOOOOOOOOOO

21180 CFMUOU0OODDOOO0OOOO0

CbPMOOOOOOOOOOOOOOOOOOOOO

0O21120CFMOOO0ODOOOOOODO

oooooo oo oooooooo

MEPCCMOOOOOO OMEPOOOOOOOOOOOOOO show cfm remote-mep
00 MAOO MEPOOOO
ccoOo0OoooDDOOOoOoOoOoOooon
0oooooOoODOO0O0O0OoooO
+ MEP ID
« MEPIDODODOODO MACOOOO
- JO0MEPOOOODODODDODO

MIPCCMOOOOOO gooooooooooooooo od
00000000 MEPOOOO
goooooooOoooooooooooooooono
ooooooooooooooo
ooooooooooooooo
- MEPO MACOOOO
- OOMEPO CCMOOOOO VLANOOOO

gooboooooooo Linktrace 000 00000000000O000O0OO show cfm 12traceroute-db
ooo goooooooooooooo

e Linktrace 00000 MEPO OO

« TTL

« JOO0O0O0O0OO0O0OO
« JO0OO0O0O0O0OOO0OCOOODOOOOOO0O00
- JO0OO0O0O0O0OOOO0OCOOODOOOOOO0O00

O10 MEPCCMOOODODOO

MEPCCMUOOUOOOOOOOOMAOODOOOOO MEPOOOOOOOOOOOOOOOOOOOO
MEPOODOOOODOOODOOOOODDOO

458



21.0 CFM

Loopback( Linktrace 0 0000 MEPIDOOODOODOOOMEPCCMODOODOODOOOOOOOO
OO0OMEPIDODOOOOOOOMEPIDOOOOOOOOOOODODODODOOOOOODOOO
show cfm remote-mep D 0 OO0 OO0

goo0ooOoOoOoopooobo ccoooo MEPO CCMOOOOOOOOOOOOOO

gz20MIPCCMOOOODOO

MIpCcCMOOOOOO0OO0O0O0O0O0O0O0O00O0O0O0O0O0O0O0O0OO0OO0OO0OO0OOOOOOOOOOO
gboboboooooogoon

goooMIPCCMOOO0OO0O0O0O0O0O0 MEPO MACOOOOOOOOOOOOOOODOOMACOOD
gbobobooboobooboboboboboooon

MACOOOOOOOOOUOOOOOOUOODUOODOODODUOOODUOUDODOOUOUDOUOOUDDOUODDOUODDDODODO
gboboboooooogoon

ooooooooooooo ccopooo MIPOD ccMUOOOOOoOoOoOooooOooO

O30 goooboooooonDbo

00000000000 000DOLinktrace00000000DOOOOOO

000000 show cfm 12traceroute-db OO O OO OO OO Linktrace 00000000000
ggoobooobooobod

gobooOd24a0b00doboooboooo

1gb0oboboboboooboobobobobdboboooboobooboobOobOol1oboOobon 256
gboboboobobobbo 400001000000 1600000000 OOODOODOD 6400
gbooboboob

ugbdz4tbooooooboboboboobooboobooboboboooboooooboooboOoDbo

0000000000000 000DOO000C0000D Linktrace0ODO0OOO0OOOOOODOOOODO
0000000DOO00b00O000DOO00D0CO000DOO00DOO LinktraceOOOOODOOOODO

gbobobooobooboboboboboooo

021-30000000000000DO

%Z?——E;g;: 1000 1 Fopgs b mre 62 b—we o] TTL 48 | 16ESOESE

ZEZT:EZE;? 128 1 Frpies ] i 62 —ee e TTL 32 | 32Es 05

ZEZI\{E%; 8110 | lrri g3 L TTL 62 —veed TTL 60 | 4@moydriEs

'}é;ﬁ— M}OD{ %gn{gﬁg 4000 1 1 g3 T 62 b—ee e TTL 32 | 32mEuOm®mE
SHTI0245%ES
FTOREZRE

0000000000000 Linktrace 00O MEPOOOOOOOOOOOOOOOOO

459



21.0CFM

217190 CFMU 0000 ognd

o100 CFMUODUODOOO0O0OODbODOD

CPMOOOOOOOOOOOOOOOOO CAMUOUOOODOOODODOODODOODOOOCKFMOOOOOO
goooocrMPDUODOOOOOOOOOOOOO

gooOoOoOoOoCFMODOODODODOODOODOODOODOOODOOODODODOOOOOODODODOODODOODOO

021-130000000000

oooooo OO0 MACOOOO

ooooooo 0180.¢200.0030 O 0180.¢200.003f

gooooCFMOOOOODOODOODOODOOOO CFAMPDUOOOOOOO

o220 00bOooOooboobo

gboobooooobooboboobooogon

e 00OO0 20000000

O3 CFMPDUDOOODOODOOODOODO

cCOO0O00oOooUooUoOOoMEPOOSSOOOOOOOOOO MEPOODOD CFMPDUDOOOOOOO
gdoooOoOoOoOoOoOoOoOoooo cCcPrMPDUODOOOODOOOODOODOOOOOODOODOOOOOOO
CPMPDUOUOO0O0OO0OO0OOOOOOOOOOOOOOOOOOOg

goooooooOoOoOoOoOooooococrMPDUODOOOOOODOOOOOOOOOODOOOOOOO
oo

040 0000000DO0ODO0O0O0O0O VLANDOODODOO MAODOOMEPODODODO

gooOoooOoooooooo VLIANOOOOOooMAOOOMAOOOOOOOODOOOODODOOD 2
ooooMEPOOOOOOOOOOOOOOOOOOOOO MEPO CFMOOOOOQOOOOOO

050 Linktrace U D OO OOOOOOOOODO

Linktrace 000 0000000000000 OOOOOOOMIPCCMOOOOOOOOO MACOOO
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooooooooOoOoOoOoOoOoOoOooccoccMOopooOoOoOoOoOOOOOOOOOODOODOODOOO
obobooooooobobobobo

o6 UpMEPLO OO MIPO CFMOOOOOODOOOO

460

gdoooOoOoOoOoOoOoOoOoOOOUOOUOOUOOUOOUOD UpMEPOODO MIPOOOOOO CFMOOO
gbobooooooboobooboboboboooooboobobo

e JO00ODOODOOOOOOOO

e J0000O00O0O0ODOODODODOO0ODOOODOODOODOOODODOODOOODn
e 000000 restart vian 0 0 O

e J0D0OODO restart cfm 0 OO



21.0 CFM

070 J0000000O0DO0O MIP O LoopbackU Linktrace DD DD OOOOOOOO

gooooooobDoooMIPOODOOODOOOODOOODOOCOOOOOOMIPO Loopbackd
Linktrace 0 0000000000000

« J000O00O0OOOPVSTHOODODODODODODODODODOODODODODODOO
« J00000O0O0OMSTPOOOOOOOOOOO VLANOODOOOOOO VLANOOODOOO

VLANOOOOO
« LLDPO OO
« OADPO OO

g8 dooobpgoccuonouoooon

goooo0o0o0oOoOo00o00o0U00UL0UL0ULOULOULD CCUDUDUDUDUDUODUODOOOO
goooo0oOoOoOoOoOoOoOooOooOo MEPOOOOOCCMOOOOO ErrorcCMOOOOOOOOO
gbobobooboboobobobobooboooon

461



21.0CFM

21200 000000000

21210 0000000000000000

CFMOCOOOOOOOOOOOOUOOUOUOUOUOODOUOOODOOO

02114000000000000D0000D

ooooo

oo

domain name

obooooooooooooooooooo

ethernet cfm cc alarm-priority

cCoOo0oooooooooooonon

ethernet cfm cc alarm-reset-time

cCoofjooOoOopoooooooooooOooooo

ethernet cfm cc alarm-start-time

cCOooOoooOoOooooooooOooooOooooOoOoooooooo

ethernet cfm cc enable

ooooo ccoooooMAOOODODOO

ethernet ¢fm cc interval

ccMOOOO0oOoOoOoooono

ethernet ¢fm domain

ooooooooooo

ethernet cfm enable (global)
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0000 MAOOOOOOODOOODOOODMADODOODOOOODODOODDOODOOOOO
0000000000 00oooooooMAODODOODODOO

MAOOOOOO VLANODOOOOOO MEPOO CFMPDUODOOOO VLANODOOOODOO
primary-vlan 00 0000000000000 O0OOvlan-group00000000000O VLANO
000000000 VLANIDOOO VLANOOOODOO VLANOOODOO

gboboboooooon

1.

(config)# ethernet cfm domain level 1 direction-up

(config-ether-cfm) # domain name str operator 1

0000000 10 MEPODODOOODO UpMEPODOOUODOOOODOOODODOOOOODODOOODO
000000 CFPMOUODOOOO0ODODO0ODOOOOOOOOOO

O

(config-ether-cfm)# ma 1 name str mal vlanl00
(config-ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm)# exit

MA1IO MAOOOMADOOOOO VLANOOOOOO VLANODOOOODDO

O

(config)# ethernet cfm domain level 2

(config-ether-cfm) # domain name str operator 2
(config-ether-cfm)# ma 2 name str ma2 vlan200
(config-ether-cfm)# ma 2 vlan-group 30,40,200 primary-vlan 200
(config-ether-cfm)# exit

0000000 20 MEPODODOOODO Down MEPOOODODOOOOOOO
MA20O MAOOOMADODOOOO VLANOOOOOO VLANODOOOODDO

g
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gbobooogo
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gooo MEPOOOMIPOOOOOOOOOOOOOO CFMOODOOOODODOODODODODOOO

ao

gboboooooon

1.

(config)# interface gigabitethernet 0/1

(config-if)# ethernet cfm mep level 1 ma 1 mep-id 101
(config-if)# ethernet cfm mip level 2

(config-if)# exit

(config)# interface gigabitethernet 0/2

(config-if)# ethernet cfm mip level 1

(config-if)# exit

ood0oo1000doo0ooonD 10MAIOODOOD MEPOOOODODOODDOODODOOOO 20
MIipOODOOODOODOOODoO200000000 10O0MIPODOODOODOO
O

(config)# ethernet cfm enable

o000 CkPMOOOODDOOODO

O
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1. (config)# interface gigabitethernet 0/1
(config-if)# no ethernet cfm enable
(config-if)# exit
oooo1o0 CFPMOODOOOOO
g

o400 CcCODOO

gboboooogon
ethernet cfmccenable 1 000000000 O0O0CCOOOOOOO

ooooooooobooo

1. (config)# ethernet cfm cc level 1 ma 1 interval 10s
(config)# ethernet cfm cc level 1 ma 1 enable
0000000 1I0MAIOODCCMOOOOOOD 10000000000 ccOopoooooooon

21230CFMO00ODODO0O0ODOO0O00OO MAO
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1.

(config)# ethernet cfm domain level 6 direction-up

(config-ether-cfm) # domain name str customer 6

00000000 MEPOOOOOO UpMEPOOOOOOOOOOODOOOOOCOOOOOOOO
0000 CcPMOOOOO0OOO0OOOOOOOOOOOOOO

O

(config-ether-cfm)# ma 1 name str mal vlanl00
(config-ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm)# ma 2 name str ma2 vlan200
(config-ether-cfm)# ma 2 vlan-group 30,40,200 primary-vlan 200
(config-ether-cfm) # exit

MAOOODODO MAOOOMAOOOODO VLANOODOOOO VLANOOOODODO
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gbobooogo

MEPO MAOOOOOOOOOOOOOOOMIPOOOO MAOOOOOOOOOOOOOOOO
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gooooooo

gbobooooooo

1.

(config)# interface gigabitethernet 0/1

(config-if)# ethernet cfm mep level 6 ma 1 mep-id 101

(config-if)# ethernet cfm mep level 6 ma 2 mep-id 201

(config-if)# exit

(config)# interface range gigabitethernet 0/2-4

(config-if-range)# ethernet cfm mip level 6

(config-if-range)# exit

o00o10000ooodnD e OMAIDODODOOD MEPOOOODODODOODOMA200000 MEP
O00ooooooooo20 040000000060 MIPODODOOODOO

O

(config)# ethernet cfm enable
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2130 00000ga

2131000000000

CFMOOOOOOODOOOOOOODOOOOO

0215000000000

ooood oo

12ping CFM O Loopback 00000000 OODOMPOOOOOOOOOODO
12traceroute CFM O Linktrace 00000000 DO0 MPOODOOODOOODOO
show cfm CFMODOOOOO0OOOOOOO0OO

show cfm remote-mep

CFMUOO0O00O0 MEPOOOOOOOODO

show cfm fault

CrMO00000000000

show cfm 12traceroute-db

2traceroute 000000000 OOOOOOOOOOOO

show cfm statistics

CFPMODOOOODOOOODODO

clear cfm remote-mep

CFMOOOOO MEPOOOOODOOOOO

clear cfm fault

CFPMODOO0OO0OO0OOOODODOOO

clear cfm 12traceroute-db

I2traceroute D0 0000000000000 O0ODOOOOO

clear cfm statistics

CFPMODOO0OOOOOOODODOO

restart cfm

crMUO000000000000

dump protocols cfm

cCrMUO00000000000000000

21.3.20MPLOO0OODODO

pingOOOOOOODOOMPOOODOOOODOOOODOOODOOOOODOOODOOODODOO
gbooboooooboobobobobooboooobobOosbbOobObObOs/sObObOOODOn
gboboooooboobobobooooooboobobobobooo

0 21-33012ping0 00000000

>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3 timeout 1
L2ping to MP:1010(0012.e220.00a3) on Level:7 MA:1000 MEP:1020 VLAN:20

Time:20XX/03/14 19:10:24

1: L2ping Reply from 0012.e220.00a3 64bytes Time= 751 ms
2: L2ping Reply from 0012.e220.00a3 64bytes Time= 752 ms
3: L2ping Reply from 0012.e220.00a3 64bytes Time= 744 ms

--- L2ping Statistics ---

Tx L2ping Request

Round-trip Min/Avg/Max :

>

o°

Rx L2ping Reply : 3 Lost Frame : 0
744/749/752 ms

21.330MPUOOOOOOO

I2traceroute OO OO OODODOOO MPOOOOOOOOOOOOOOOOOOOOOODOOODODOOO
goooo TTLOCOOOOOOOOOOOOOOOOOOOOOOOSOUOTTLODO 64000

oooooooMpPOODOOODOOOODOHOOODODOOOOD
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0 21-340 12traceroute D OO0 OO0 D0 OO0

>12traceroute remote-mep 2010 domain-level 7 ma 1000 mep 2020 timeout 10 ttl 64
Date 20XX/03/15 14:05:30 UTC

L2traceroute to MP:0012.e220.00a3 on Level:7 MA:1000 MEP:1020 VLAN:1000
Time:20XX/03/15 14:05:30

63 0012.e220.00c0 Forwarded

62 0012.e210.000d Forwarded

61 0012.e242.00a3 NotForwarded Hit

2134000000 MPODODOOO

show cfm 12traceroute-db detail 0 0 0000000 MPOOOODOOOODDOOO MPOOOOOOO
00000 M NotForwardedd 000000 0O OO Ingress Port 0 00O Egress Port 0 O Actiond 0 0O O
0000000ooo00ooooooooooooooooooon

0 21-350 show cfm |2traceroute-db detail D O O O OO OO O

> show cfm l2traceroute-db remote-mac 0012.e220.1040 detail
Date 20XX/03/16 10:21:42 UTC
L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/16 10:21:42
63 0012.e220.10a9 Forwarded
Last Egress : 0012.£110.2400 Next Egress : 0012.e220.10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.10a0
Ingress Port MP Address: 0012.e220.10a9 Action: OK
Egress Port MP Address: 0012.e220.10aa Action: OK
62 0012.e228.aa3b NotForwarded
Last Egress : 0012.e220.10a0 Next Egress : 0012.e228.aa30
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.aa30
Ingress Port MP Address: 0012.e228.aa2c Action: -
Egress Port MP Address: 0012.e228.aa3b Action: Down

21350 CFMO0DODOO0O

showem OO DOOOOCFMUOOOOOOO0OO0OO0OO0OOOOOOOOOCCOOOOOOOOOOOOO
0000000000000 00o0ooOoOoOoOoOgOgstatus00ooooonQ

0 21-360showcfm 000000000
>show cfm

Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name (str): ProviderDomain 3

MA 300 Name (str) : Tokyo to Osaka
Primary VLAN:300 VLAN:10-20,300
CC:Enable Interval:1min

Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information

ID:8012 UpMEP CH12 (Up) Enable MAC:0012.e200.00b2 Status:Timeout
MA 400 Name (str) : Tokyo to Nagoya
Primary VLAN:400 VLAN:30-40,400
CC:Enable Interval:1lmin

Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information

ID:8014 DownMEP O/21(Up) Disable MAC:0012.e220.0040 Status:-
MIP Information
0/12 (Up) Enable MAC:0012.e200.0012

0/22 (Down) Disable MAC:-
Domain Level 4 Name (str): ProviderDomain 4
MIP Information
CH12 (Up) Enable MAC:0012.e220.00b2
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21360 0000000000
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show cfm fault detall OO OO COOCOCOOCOOOCOOOOOOOOODOODOODOODOODOODODO CccM
gooooooooceccMUOOOooooooo MEPOORMEPOOMACOOOOOVLANOOOOOO
ooo

0 21-370 show cfmfaultdetail D 0 0D OO0 0000

>show cfm fault detail
Date 20XX/03/21 12:23:41 UTC
MD:7 MA:1000 MEP:1000 Fault
OtherCCM : - RMEP:1020 MAC:0012.e220.l1e22 VLAN:1000 Time:20XX/03/20 11:22:17
ErrorCCM : -
Timeout : -
PortState: -
RDI :

>

showcfm fault detall OO O OO OCOOCOCOOCOO MEPOOOOOOOOOOOOOOOOOOOO
oO00ooOo0oOoooOooOo0obO MEPOOODOOOOODOOODOOODODOO

00000000 MEPOOOOOOOOOOOOOSshowefmremoteemep 00000000 OOOONO
OMEPOOOOIDOOOOOStatus0 00000000
0 21-380 show cfm remote-mep OO0 0 OO OO 0ODO

>show cfm remote-mep
Date 20XX/03/21 12:25:30 UTC

Total RMEP Counts: 5
Domain Level 7 Name(str): ProviderDomain 7
MA 1000 Name(str) : Tokyo to Osaka
MEP ID:1000 0/20 (Up) Enable Status:RDI
RMEP Information Counts: 3
ID:1011 Status:- MAC:0012.e200.005a Time:20XX/03/21 12:25:29
ID:1020 Status:RDI MAC:0012.e220.1e22 Time:20XX/03/21 12:25:29
ID:1030 Status:RDI MAC:0012.e220.1e09 Time:20XX/03/21 12:25:29
MA 2000 Name(str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) Enable Status: -
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012.e20a.1241 Time:20XX/03/21 12:25:28
ID:8004 Status:- MAC:0012.e20d.12al Time:20XX/03/21 12:25:29
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gooosSNMPOOOOOOOOOOOOOODOOOOOOOOOOOOOODOODOOOOMIBOOO
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OMIBOOOOOOOOOOOOOOO0OMIBOOOOOOOOOOOOOOOalarmInterval D000
gboboboboooboooooboon

0 22-30alarminterval 00 000000000

alarmintervald O O cooooooo
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210 50 5
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101 0 200 7
201 0 400 8
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000000000000 alarmInterval 0O 00000 O0DOOOOOOOOODDOODOOOOO
alarmInterval 0 600 000000000000000 600000001000 1000000000
gbobooooboo
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gboboboooooooboono
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ooooo0oooooOoOoDooO0oO0obOoOo0OooOoO00oDoO0ooooOooOooDoOoobDoMIBODO
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gboboooooboobobobobooobooboobooboboboboboobooboobOobobon
goooooooOoOoOoOoOOOOOOOOOOOOOOOOOOOSNMPOOOOOOOOOOOOO
gboboooooooboboboboobooooboobobobooooo

22180 SNMP OO O0O0O0ODOOO0ODODOOOO

g1oMBODODOODOOOODOOOO
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2200000000000

22210 0000000000000000

SNMP/RMONOOOOOOOOOOOOODOODOODOODOODODODODODOOOD

0224000000000000O00O0O0O0O

ooood

oo

hostname

00000000000 000000000 RFC12130 sysName O OO OO
oo

rmon alarm

RMONORFC1757)0000000000000000000O

rmon collection history

RMONORFC1757)00000000000000D00O0O000OOODO

rmon event

RMONORFC1757)0000000000000000000OO

snmp-server community

SNMPOOOOOOOOOOODOOOOOOOOODOOOD

snmp-server contact

000000000000 00000000 RFC12130 sysContact 0 0000
oo

snmp-server enginelD local

SNMPOOOO IDOOOOOODOOO

snmp-server group

SNMPOOOOOOOOOODOOOODODODOOO

snmp-server host

000000000000 00000000000O00O0OO0OSNMPOOO
ooboooooooo

snmp-server informs

gooooooooooocooooono

snmp-server location

000000000000 000000000000 RFC12130 sysLocation
ooooooo

snmp-server traps

goboooooooooocoobOoooooooooo

snmp-server user

SNMPOOOOOOOOOODOOOODODODOO

snmp-server view

MIBOOOOOOOOOOOO

snmp trap link-status

0000000000000 0bOO00o0o0ObObOO0oOoOooDboOoooooo
OSNMP linkdown OO O up Trap0 DO O OOOOOOO

22.2.20 SNMPv1O SNMPv2C OO O MBO DO OO OODODO
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gbobooogo

SNMPOOOOOOOOOOOMIBOOODODOODOOODOODOODODOODODODO

gbobooooogoo

1. (config)# access-list 1 permit 10.1.1.1 0.0.0.0
IpPOOOO 101,11 00000000000D00O00DOO0DOOOOOOOOOO

ad

2. (config)# snmp-server community "NETWORK" ro 1
SNMPOOODOODOOOOOOOODODOOOOMIBOODOOODODOODOODDODODOODODDOOooOoOooOoOo

goao

- 0000000 ONETWORK

e OJODOOODOODO1

e 00D ODOOOO read only
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22230SNMPV3 0 OO MBOOOOUOOOOO

gboboooogon

SNMPv3O MIBOOOOOOOOOOOOOOOOOOOOMIBOOOOOOOOOO MIB
gooOoOoOoOoOoOOCOOOO0OO0O000O0O0OOoUOoOUOUg SNMPOODODOOODOOOOOOO
goooooooMIBOOOO SNMPOOOODODOODOODOOOODOOOOOOSNMPOOOO
gbooboooooooobon

gbobooooobooo

1.

(config) # snmp-server view "READ VIEW" 1.3.6.1 included

(config) # snmp-server view "READ VIEW" 1.3.6.1.6.3 excluded

(config) # snmp-server view "WRITE VIEW" 1.3.6.1.2.1.1 included
MIBOODODOOOOOOO

e 0000 READ_VIEW O internet 0 000 MIBOOOODOOO1.36.10 0000000

« 0000 READ_VIEW 00O snmpModules DO 00 MIBOOOOODODOD1.8.6.1.6.30000000

oo
« 0000 WRITE_VIEWO system OO 0O0 MIBOOOOOODO1.3.6.1.2.1.10 0000000

U
(config) # snmp-server user "ADMIN" "ADMIN GROUP" v3 auth md5 "ABC* 1234" priv

des "XYZ/+6789"
SNMPOOOOOOOOOOOOOOOO

« SNMPOOOOOOOOOOOADMIN

« SNMPOOOOOOOOOOOOADMIN_GROUP
« J00U000OUOUOHMAC-MD5

- J0000O0OOOABC* 1234

- J0000000OCBC-DES

- 0D0D000D0ODODOOXYZ/+6789

O

(config) # snmp-server group "ADMIN GROUP" v3 priv read "READ VIEW" write
"WRITE VIEW"

SNMPOOODOOOOOOOODOOOODO

« SNMPOODOOOOODDOOOOADMIN_GROUP

s JO00O0OOODOUODUOODODOODbDOOD

e Read 0 00O OREAD_VIEW

e Write 0 0 0 0O O WRITE_VIEW

O

22240 SNMPvIO SNMPv2C D OO DO OO0 O0Oooond

gbobooogo

goooooooo SNMPOOOOOOOOOOOO

gbobooooooo

1.

(config)# snmp-server host 10.1.1.1 traps "NETWORK" version 1 snmp
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SNMPOOOOOOOOOODODODODODOOOOOOO

e 00DODOOONETWORK

« SNMPOOODOODO IPOODOODOL0.1.1.1

« JO00D0O0ODDOOcoldStartd warmStart( linkDownO linkUpO authenticationFailure

ad

22250SNMPV3 0 000000000 gn

gboboooogon

MIBOOOO SNMPOOOOOOOOOOOOOOOSNMPOOOOOOOOOOOOOOOOO
OSNMPOOOOOOOOOOOOOO

gboboooooon

1.

(config)# snmp-server view "ALL TRAP VIEW" * included
MIBOOOOOOOOOO
- 0000 ALL_TRAP VIEWOOOOOOOOOOOOOO

a

(config) # snmp-server user "ADMIN" "ADMIN GROUP" v3 auth md5 "ABC* 1234" priv
des "XYZ/+6789"

SNMPOOODOOOOOOOODOOOODO

« SNMPOODOOOOODOOOOADMIN

« SNMPOODOOOOODDOOOADMIN_GROUP

« JO0ODOO0ODOHMAC-MD5

« JO0OD0O0ODDOABC* 1234

« JO00OO0O0ODDOOCBC-DES

s 0O0DO0ODOODOOXYZ/+6789

g

(config) # snmp-server group "ADMIN GROUP" v3 priv notify "ALL TRAP VIEW"
SNMPOOODOOOOOOOODOOOODO

« SNMPOODOOOOODDOOOADMIN_GROUP

s JO000O0OD0UO0ODODOOODDOUODbDOOD

* Notify 0 0 0O O 0O ALL_TRAP_VIEW

g

(config)# snmp-server host 10.1.1.1 traps "ADMIN" version 3 priv snmp
SNMPv3OOOO SNMPOOOOODOODOODODOOOOOOOOOOODO

« SNMPOODOOOO IPODOOOO10.1.1.1

« SNMPOODOOOOODDOOADMIN

s JO0O0O0DbOUOODbDbOOODLDOODbLOOD

« JO00D0O0ODODOOJcoldStartd warmStart( linkDownO linkUpO authenticationFailure

ad

22260 SNMPv2C OO 0O0OO0OOOO0OODOO

gboboooogon
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goooooooood

(config)# snmp-server host 10.1.1.1 informs "NETWORK" version 2c snmp
SNMPOOOOOOOOOOODODOODOOOODOOOOOODOO

e 0J0J0O0OD0OOONETWORK

« SNMPOOODOODO IPOODOOOL0.1.1.1
e J000OD0ODOOOO coldStartd warmStart(d linkDown[ linkUp[ authenticationFailure

1.

O

222700000000000
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
goosSNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOODOODODODOO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
00oo0o0o0oQoO0oOoOoOoOoOopoOoOoOoOoOoOOoOoOoOoOoDOO SNMPOOOOOOODOOOOOOOOOO

ao

gboboboooogo
boboooooboobobobobobobobooobooooboobobon

022-31000000000000

H—/\ 0/1

0/12

/1D YTV T/ NV BIVIE Sy TEEET D
0/120Y o T vy T/ FoUIF bTy TEFEE LGN SNMPH—/ %

ooooooooohroobooOooobobo0ooboooOoooDoOoobooooooOoooboooo
gooooOoOoOoOOOCOODODOOO0O012000000O00O0O0O0OODOOOOOOOOOOOO

gbooooooon

goboboooooon

1. (config)# interface gigabitethernet 0/12

(config-if)# no snmp trap link-status
dddddoooooooooooooboooooboboboobooboooooa

ad
2. (config-if)# exit

0

22280RMONIOOOOOOOODODDOOOOO0O0O0O0OOODO

gbobooogo
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RMONORFC17570 0000 0000000000000 O0O0OOOO0OOOOOOOO0O0O 3200
gooOoOoOoOoOoOoOoOoOOOOOSNMPOOOOOOOOOOOOOOOOOOOO

goboboooooon

1.

(config)# interface gigabitethernet 0/5
Jo000o0o00oo0o0oooooooooosbO000bDO00OooDoDoooooon

g

(config-if)# rmon collection history controlEntry 33 owner "NET-MANAGER"
buckets 10
gogoooobooboooboobboooboobboooboobbooboobboLobOoOoL D
goooon

s JODOO0ODOO33

s JO000O0OO0OODODOOUOIIOOODOO

« JODCODODOOO” NET-MANAGER”

g

22290 RMONOOOOO MIBOOODOOUOOO

gbobooogo
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oooMIBOOOOOOOOOOOOOOOOOOOOOOOOOOO SNMPODOOOOOOOO

gboobooooooobobon
000000000 trap0 00000000 OOOOO SNMPOODODODOODOOOODOODODODO

gbobooooobooo

1.

(config)# rmon event 3 log trap public
godboobooboobboobuooboboobboooboo
s JODOOODbOO3

« J0DODOOODOOIlogd trap

e TrapOOOODOODOODOOpublic

a

(config)# rmon alarm 12 "ifOutDiscards.3" 256111 delta rising-threshold 400000
rising-event-index 3 falling-threshold 100 falling-event-index 3 owner
"NET-MANAGER"

RMONOOOODOOODOOODDOOODODODOOOoDOOoOoO

« RMONOODODOOODODOOODODODOODODOO12

« JO0D0O00DOOMIBOOOODDOOUOOD O ifOutDiscards.3

s JO0OO0DbOOODbDbOOODD256111 0

s 00DOD0OODOODOODOODOODNOOdeltad

« JOO0O0OOO400000

goboobogoboobbooboobooos

s JODOOO0OOO100

s JO000O0D00UO0ODLODOOUODObOOUODbOObbOODS

0000000000000 00000ONET-MANAGER
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2230000000

2231000000000

SNMPRMONOOOOOOOOOODOODOOOOOOOOOO

0225000000000

ooood

oo

show snmp

SNMPOOOOOOOODO

show snmp pending

gooooooooooooooooooboooooono

snmp lookup

ooooMIBOoooOooooooooooooooo IDoOOOOODOO

snmp get

ooooMIBOOOOOOODOO

snmp getnext

ooooooMIBOOOOOOOOO

snmp walk

ooooMIBOOOOOOOOOO

snmp getif

interface 00000 MIBOOOOOOOODOO

snmp getroute

ipRouteTableDIPO 0000000000000 0O00O0O

snmp getarp

ipNetToMediaTableD IPOOO0OOO0O0OOO0OOOODOODOO

snmp getforward

ipForwardTableD IPOOO00OO00O0OO0OOOOOOOOOOOO

snmp rget

oooooooooooMIBOOOooODOODO

snmp rgetnext

0ooooooooooooMIBOooOOOooOooOO

snmp rwalk

oooooooooooMIBOOoOoOooooooo

snmp rgetroute

00000000000 ipRouteTableD IPOOOOODO0OO0DOOOOODOOODO

snmp rgetarp

00000000000 ipNetToMediaTableDIPOOOOOOOOOOOOODOOO
oo

22320SNMPOOU0OO0O0OOOOOODOO

O0O0OO0SNMPOOOOOOOOOOOOO SNMPOOOOOODOOOODODOODODODOODODODDOO
gbobobooobooobogo

e J000OOOO SNMPOOOOUOOOODOODUOODODOMIBOODODODODODOO

e 000D ODDODOODOODO SNMPOOOOOO SNMPOODOODODOODODOODODODODODODODODODDOO
gboboboooobooboobobobooooooooooboDbo

showsnmp OO OO0 SNMPOOOOOOOOOOOOOOOOODOOO
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0 22-320showsnmp 000000000

> show snmp

Date 20XX/12/27 15:06:08 UTC
Contact: Suzuki@example.com
Location: ServerRoom

SNMP packets input : 137 (get:417 set:2)
Get-request PDUs : 18
Get-next PDUs : 104
Get-bulk PDUs : 0
Set-request PDUs HI
Response PDUs : 3 (with error 0)
Error PDUs H
Bad SNMP version errors: 1
Unknown community name : 5
Illegal operation 1
Encoding errors 0

SNMP packets output : 185
Trap PDUs H
Inform-request PDUs : 53

Response PDUs : 128 (with error 4)
No errors : 124
Too big errors 0
No such name errors 3
Bad values errors 1
General errors 0

Timeouts : 49

Drops : 0

[TRAP]
Host: 192.168.0.1, sent:1
Host: 192.168.0.2, sent:3
[INFORM]

Timeout (sec) : 10

Retry : 5

Pending informs : 1/25 (current/max)

Host: 192.168.0.3
sent : 8 retries:26
response:2 pending:1

Host: 192.168.0.4
sent :3 retries:15
response: 0 pending: 0

Host: 2001:db8::10
sent 01 retries:0
response:1 pending:0

SNMPOOOOOODO MIBOOODOOODOOOOISNMP packets inputd 0O 0 O O [0 Error PDUsO
000000000000 o0Oo PDUOODOOODOOODOOODDODOODOOOO Error PDUsO O

00o00dodoodooodbOOobo0oooooooooooooooooopPbUDODOOOOOOO
000000o0ooooodoOoDobDOooooSNMPOOOOOOODOODOODODOOOOOODOOO

gboooooooobo

SNMPOOOOODOODOOODOOODOOOODOOOOOOODOOOOOD M ITRAPIOO O INFORMIO O
OODOOSNMPOOOUOOOIPOOOUOUOOHestOOOODOODODOOODOOODOODOOOOOOOO
0000000000000000000000000 snmp-server host 0 0000 0SNMP OO0

obobooooooooboooboobobo

gbobooooobooboboboboooboooobooboboboboboobooboobOobOobon
goooooooooooooooMIBOOOOOOOOOOoOoOoOoOoOoOoOoooooooooMIBO

gbooboooooooboobobo

496

failed:5

failed:3

failed:o0

dropped: 0

dropped: 0

dropped: 0
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231000
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gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobooboboboboobooobooboboboooboooboobobobobooboobooon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobobobobooooboobobobobooobooboobobob

- JO000DOO0OO0OOOOODOODOD
s 0O0OOOOO

goooooooOoOoOoOoOoOoOoOOCOOOQOOQOOOOOOOODOODOOD IDODOOOODODODODOO
gboboooooboobobobobooboobooboobobobooboooboooboobOoDbo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gooooooo

O0O0OO0OO0OO0OOOoOoOoOoboboOosyslogOOOOOODODODOODODO syslogODOOOODODODOOODODODODOO

O0UNIXODODODODODOODOOoODoOoDooooooP W0 20poooooo0o0o00on E-Mail

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
goooOoOoOoOoOoOoOoOoOOOOOCOOOOOOOOOOOOODODODOODDODOOD EMallODDOOO
goooobooon

ogb1
OO0O0O0OO0O0O syslogDOOOOOOOOOOOOOOOOOOOOOOO

oo 2
00000000 syslogDOOOCOOOORFC316400000000 HEADER OO HOSTNAME
goboooooo



23.0 000000

23200 000000000

23210 0000000000000000

gboboboooooooboobobobobooboooboooooboobOobob

023100000000000D0O0O0O00OOOsyslogO00O0noooon

ooooog 0O

logging event-kind syslog 00000000000 DDODDOOOOOOOOOOOOOO

logging facility 00000 syslog0 000000000000 DO0O0DO0O0OOO0OOOOOO
logging host J00o00o00ooooooooon

logging trap syslog 00 00D0D0O0DODOO0DODOOOOOOOOOOOO

023200 00000000000 00000EBMallDOOODOOOOO

ooooo od

logging email 00000 E-MailOODOOOOOO EMaillDODOOO0ODOOODODOO

logging email-event-kind EMail 000000000000 000000O000OO0O00O

logging email-from 00000 E-Mail0ODOO0O EMaill0O0DOO0O0OO0O0DO0DOO
logging email-interval 00000 E-Mail00ODOO0O00O00D0O00D0O0O0O0OOOO
logging email-server 00000 EMaill0DOODOOOO SMTPOOOOOOOOOOOOO

23.220 000 syslog 0 0O 0O OO

gbobooogo
syslogODOO00O0OOCOO0ODOOOODOOOODODO syslogOODOOOOODOOODOOOODO

gbobooooooo

1. (config)# logging host LOG HOST
0000000 LOG_HOSTOODOODOODOOODODOooOoooo
ad

23230000 E-Mail OO OO0

gboboooogon
E-MailOOOOOOOOOODOODOODOODOODOODODODOODODOOPCOOODOODOOOODODODOO
gooo

gboboooooon

1. (config)# logging email system@loghost
O00000000000D00 system@loghost 00O O0OO0O
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0 24-100showsflow D 00000000

> show sflow

Date 20XX/12/13 14:10:32 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared:

sFlow agent data
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 0/2-4
Configured sFlow egress ports : ----

240sFlow000000O0O0OOOO

Received sFlow samples : 37269 Dropped sFlow samples
Exported sFlow samples : 37269 Couldn't export sFlow samples

Overflow time of sFlow gueue: 12 seconds
sFlow collector data

Collector IP address: 192.168.4.199 TUDP:6343

Source IP address:

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Collector IP address: 192.168.4.203 UDP:65535 Source IP address:

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0

1. 000oo0ooOoooboboobooooooooooboobobobobooboooooboonDo

o20cPUOCOOODO

2093
0

L1

130.130.130.1

130.130.130.1

showepuO OO OOOOO0O CPUONDOOOOOOOOOOOOOOOOOOOCPUDDOOOOODOO
O000O0D00OD0O0DoOoDoDOoOD sflowsample 1000000000000 O0OO0OOOO

0 24-MOshowcpu 00O OOOOOO

>show cpu minutes
Date 20XX/12/13 14:15:37 UTC
*** minute ***

date time cpu average
Dec 13 14:42:00-14:42:59 6
Dec 13 14:43:00-14:43:59 20
Dec 13 15:41:00-15:41:59 10

1. CPUOO00O0O0O00O0O0O0O0O0O0O0UO0OUUUUOUODUODUDODUDODUUOOOOO

24340sFlow 0 0goooobobobobobobg

0000 sFlowO OO0O0O0O0O0O00oO0oooooooooooooooooooooooooogog

o100 0obobooooon

sFlow OO OOOOO0OOD0OODOD0O0O0O ppsO showinterfaces 10000000 OO0OOOOOOO

0000000000 OInputrate0 D0 0D00O0O0ODOO0OODODODOODOOODOOOODOODOOOODOOO
OOutputrate0 0000000000 OOODOODO1000000000000000O00O00O0ODOODO
000DO0D0DOo0oO0ooooooodooOshowsflow OO0 000000 O0OODOODOOOOCODOOOO

gboobaob

goboo400000/000000D0O000O0COO0OODODOOODOOODOOOODDODOODOOOO

god
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240sFlow0 0000000000

0 24-120 showinterfaces 0 00000000

> show interfaces gigabitethernet 0/4

Date 20XX/12/24 17:18:54 UTC

NIFO:

Port4: active up 100BASE-TX full (auto) 0012.e220.ec30
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:0Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 0.0bps 0.0pps
Input rate: 4063 .5kbps 10.3kpps
Flow control send :off
Flow control receive:off
TPID:8100

a

> show interfaces gigabitethernet 0/5

Date 20XX/12/24 17:19:34 UTC

NIFO:

Port5: active up 100BASE-TX full (auto) 0012.e220.ec31
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 4893 .5kbps 16.8kpps
Input rate: 4893 .5kbps 16 .8kpps
Flow control send :off
Flow control receive:off
TPID:8100

a

ddddooooooooo
O0sFlowOOOOOOOODOOOODOODOO PPSODOO /100
0 17 10.3kpps+16.8kpps /100

oog271b

gboboooobobgo2nioooogbooba s1izoooooooboboboboooboooboon
OO00OO0O0OO00OO00OO0O00 sflowsample 0000000000

020 000o0oooooon

show sflow detail 0 0 00000000000 O Sampling rate to collector0 000000000000
0000000000 000000D000000D0000000000O0d clear sflow statistics 0 00 O
0000000000000 0D00O Samplingratetocollector 0 0000000 DOODOOOODOODOO
O000oo0oooooooooooon

0 24-130show sflowdetail DD OO0 00000

> show sflow detail
Date 20XX/12/21 20:04:01 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 8:00:05
u

Collector IP address: 192.168.4.203 UDP:65535 Source IP address:
130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch, router,gateway,user,url

Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 0/2-4
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25.0 LLDP

251000

2511000

LLDPO Link Layer Discovery Protocoll 0000 O0D0OODOO0OOOOODOODOODOODOOOOOODO
g0000o00oooooOooooobooo0oooooooooo

10 LLbPO OO O

LbpOO0O00OO0OCOO0OOOOOO0OOOOODOOODOOOOODOOODOOOODODOOODOOOO
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobobobooobooobooon

LppogooooOoOoOoOQOoOQOOO0O0O00O00O00O00o0OOOo0o0OOO0UUOULDOUOOLo
1000000000 A000O0oooooooooog

0 25-10LLDPODOODO

KEBEC
............... >
3
LDPDU : = AEEB
System D <
Port ID SO P
VLAN D% & RaNng 28
Y I~
* ~ KEBADSRZ D
RIEEA ol |
$E - - ALHEB, AEBECO
RSl | e !P
----------------- - =_-E H}g VLAN ID
f——, Port ID%z &

25120000000

O00OO0OOO0OO0O0OOOOOCOOOOOOOIEEESO2.1ABDraft6 00 00 OOOOOOOOOOO
gbobooooobooboboboboooboooboobobobobooooo

O 25-10LLDPOCOCOCOCOOOO

oo oo oo

1 Time-to-Live ocoooooo

2 Chassis ID oooooo

3 Port ID oooooo

4 Port description goooo

5 System name oooao

6 System description oooo

7 m] Organizationally-defined TLV extensions Jo0o00o0ooooooog TLV
a  VLANID 0000000 VLANID
b | VLAN Address VLANOOOOOOODO IPOOODOO
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25.0 LLDP

ooomooooono

LLbpOOOOOOOOOOOODOOOODOODODO

gooMIBOOOOODOOoOooOOoMIBOOOOODODOOODOOODOOOOO
010 Time-to-LiveD O OO OO ODOO

gboboboooboobooboboboboboooo

gbobobooooobooboobobobobooboooooboobobobobooboobooon

020 Chassis IDOOOOOOOO

O000000DO0C00D00O000D0D subtypeOOOOOOsubtypeDOOOOODOOOODOOOOO
subtype 00O OOOCOOOOOOCOOO

0 25-200 Chassis ID O subtype 0 O

subtype oo oooo
1 Chassis component Entity MIB O entPhysicalAlias 000 O
2 Chassis interface interface MIB O ifAlias 0000
3 Port Entity MIB O portEntPhysicalAlias 0 0 O O
4 Backplane component Entity MIB O backplaneEntPhysicalAlias O 0 O O
5 MAC address LLDP MIB O macAddress 00 00O
6 Network address LLDP MIB O networkAddress 0 0 00O
7 Locally assigned LLDP MIB O local 0 0 OO

Chassis IDO0O000000000000000O00O00O

« J0O0OsubtypeD 5000000000000 MACOOUOOOOO MACOOOOOOOOOOO
- 0000000000 subtypeDOODOOOOODODOO
- 000000000 255byte

O30 PortIDODOOOOODOO

0000000000000 00O0000 subtypedOO0OOOsubtype 000000000000 OO0O
subtype OO0 DO0OOODOOOOODODOO

0 25-30 Port ID O subtype O O

subtype oo oooo
1 Port Interface MIB O ifAlias 00 O O
2 Port component Entity MIB 0 portEntPhysicalAlias 0 0 O O
3 Backplane component Entity MIB O backplaneEntPhysicalAlias 0 0 O O
4 MAC address LLDP MIB O macAddr 00 OO
5 Network address LLDP MIB O networkAddr O 0 O O
6 Locally assigned LLDPMIBO local 00O 0O

Port I DOOOCOODOOOOODOOOODOOOO
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25.0 LLDP

e« J0Osubtype 0 4000000000000 MACOOOOOOO Portd MACOOOOOOOOO
ao

- 0000000000 subtypeOOOODODOOODDOO
- 0JD0D000ODODODOO255Byte

040 Port descriptond O 0 d O dd

OO00OO00OO0OO0OO0OD0OOD0O0OD0O000 subtypeOOOQoooQ
gboobooooobooboboobooogon

e 0000 Interface MIB O ifDescr 0 0 00O
e 000ODOOONO255Byte

050 Systemnamed OO0 OO0
000000000000000000 subtypeO0OOOO0OO

gboooooobobobooobooobogn

e 0000M systemMIB 0 sysName 00 00O
- 0000ODOO0OON0O255Byte

0 60 System descriptiond O 0O 00O

OO00OOCOOOOOOOOODOODOOO0OO subtypeO OO0
gboobooooobooboboobooogon

e 0000OMM systemMIB O sysDescr 0 0000
- J0000DODODOO255Byte

0 70 Organizationally-defined TLV extensions

gboboooooooboboboooboooboon

Oal VLAN ID

O00OO0O0OO0O0OO0O0OO VLANTagO VLANIDOOOODOOTagOOOOOOOOO0O0O0O0O0OO0OOoOoO
VLANIDOOOUOOUOOOOooooooooooooooooooog

O b0 VLAN Address

goooOoOoOoOoOoOoOoOoOOoOoIPOODOODOOOODOODOO VLANOOOOOOOOO VLANIDO
OO0 IpO0D0ODOOOOOOOODO

25130 LLDbPOOOOODO OO

g1 oobooooboboooobobooboobooboobbobobon
gboboooooboboboboooboobobobobobobooobooboobOobo

- J0O000DOOOODOOOODOOODOODO LLDPOOOODOOODODOOODDOOODOOOO

gbobobobooooboooboobobobobooboooooooboboboboboobooooDo
gbobooooooo

- 0000000000000 0LLDPOOOOONOOOOOONOONOOOOD LLDPOOOOOOO
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25.0 LLDP

goooooooooogod
g0 000o0oooon
000000000000 00 Link Layer Discovery Protocol "0 000000000000

ooo
Cisco Systems [0 00 CDPO Cisco Discovery Protocoll
Extreme Networks 00 0 EDPO Extreme Discovery Protocoll
Foundry Networks 0 00 FDPO Foundry Discovery Protocol

O30 IEEE8021ABL UL OO0OOOODO

O0O0OO LLDPO IEEE 802.1ABDraft 6 0000000000000 O0OOOOIEEE 802.1ABOO O
gbobooooobooo

040 J0D0O0OD0O0O0O0O0ODOO

gboboboso0b0OobOOobOobOobOobObOOobOOobOOobDOobOO0ObOOobObObObOObOOobOOobOoDbOoD
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobooboobooboboboboobooooboooboobobobobooboooboon
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25.0 LLDP

22000000000 gnd

2210 0000000000000000

LLbpOO0O0O0O0OOCOOO0ODOOOODODOOODOOODOOOOOD

02540000000000000000O0

ooooo oo
11dp enable 0000 LLDPOOOOOOOOOO
11dp hold-count 00000000 LLDPODOOOOOODOODOOODOOODOODOOOO
1ldp interval-time 00000000 LLbPO0OODOODOODOOOODOOOOO
1ldp run 00000 LLDPOOOOCOOOOOO

25220 LLDP OO O

010 LLbP O OO OO

gboboooogon
LppoooOOoQOOQ0OOQOO0OOO0OO0OOQOO0OOO0OOO0OOOOO0OOOO0OOOOODOODOOUOOOOOO

oO00ooooooooooo
00000 gigabitethernet 0/1 0000 LLDPOOODOOOOOOO

ooooooooooag
1. (config)# 1lldp run
00000 LLbPOOOODOODOODOO

a
2. (config)# interface gigabitethermet 0/1
doooi1dodooooodoooooooooooooooboooooooon

ad
3. (config-if)# 1lldp enable
Jodo o110 LLbPOOODOOOODOODOO

a
20 LLbPOO00O0O0O0O0OOOOOOODOn

gboboooogon
LLppOO0O00O0OCOOOOOOODOOODOOOOODOOODOOOOODOOOODOOOODOO

gboboooooboboboboooboobooboobobobooooboooboobobob

gobooooboobog
1. (config)# 11dp interval-time 60
LLDPOOOODODOOOODO6OO0DOOOODODO

ad
2. (config)# 1ldp hold-count 3
0000000000000 DO00D000D000 interval-timeJO0O0O00OO0O0OOO0OOOOO0O

gbeodx 30 1800000000
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25.0 LLDP

2300 00o0ogn

231000000000

LLppOOO0OO0ODOOOODOCOODOODOOOD

025-5000000000

ooooog oo
show lldp LLDPOOOOOOOOOOOOOOOOOODON

show lldp statistics LLDPOOOOOOOODOOOO

clear lldp LLDPOOOOOOOODOOOOO

clear 1ldp statistics LLpPOO00O0OCOODOOOOOO

restart 1ldp LILDPOO0OOCOOO0OODOODOOOO

dump protocols lldp LLDPOOOD0ODODOOO0OO0O0O0O0DDDODODOOOOOODOODDOOOOOOn

gboboooooooood

25320 LLDP OO OODO

LLDPOOOOOOOOOOOOO showlldpOOOOOOshowldp OO O OOOLLDPOOODODOO
0000000000 0D0OO000D0Oshowlldpdetail O OOO0O0O0OO0O0O0ODOOOODOOOODODOO
oo

0 25-20showldp 00 O0O0O0O0O0OO

> show 1lldp

Date 20XX/11/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL:120

Port Counts=3

0/1 (CH:10) Link:Up Neighbor Counts: 2
0/2 Link:Down Neighbor Counts: 0
0/3 Link:Up Neighbor Counts: 0

>

0 25-30showlldpdetail DO O OODOOOO

> show 1ldp detail
Date 20XX/11/09 19:16:34 UTC
Status: Enabled Chassis ID: Type= MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL:120
System Name: LLDP1
System Description: ALAXALA AX3630S AX-3630S-24T2X [AX3630S-24T2X] Switching
software Ver. 10.0 [OS-L3L]
Total Neighbor Counts=2
Port Counts=3
Port 0/1 (CH:10) Link: Up Neighbor Counts: 2
Port ID: Type=MAC Info=0012.e298.5cc0
Port Description: GigabitEther 0/1
Tag ID: Tagged=1,10-20,4094

IPv4 Address: Tagged: 10 192.168.248.240
IPv6 Address: Tagged: 20 3ffe:501:811:££01:200:8798:5cc0:e7f4
1 TTL:110 Chassis ID: Type=MAC Info=0012.e268.2505

System Name: LLDP2
System Description: ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching
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25.0 LLDP

software Ver. 10.0 [0S-L2]
Port ID: Type=MAC Info=0012.e298.dc20
Port Description: GigabitEther 0/5
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.220
2 TTL:100 Chassis ID: Type=MAC Info=0012.e268.2c2d
System Name: LLDP3

System Description: ALAXALA AX3630S AX-3630S-24T2X [AX3630S-24T2X] Switching
software Ver. 10.0 [0OS-L3L]

Port ID: Type=MAC Info=0012.e298.7478

Port Description: GigabitEther 0/24

Tag ID: Tagged=1,10-20,4094

IPv4 Address: Tagged: 10 192.168.248.200

IPv6e Address: Tagged: 20 3ffe:501:811:££01:200:8798:7478:e7f4
Port 0/2 Link: Down Neighbor Counts: 0
Port 0/3 Link: Up Neighbor Counts: 0
>
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gboooobobogobooooboo

261000

2620 0000000000
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26.0 OADP

261000

2611000

010 OADPO DO ODOO

OADPO Octpower Auto Discovery Protocol 0000000000000 2000000000000
OADP PDUO Protocol Data Unit0 0 O 0 0000000 O0OODOO0OOO0OOODOODOODOOOOOOOO
goooogo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
boboooooboobobobobobooooobooboon

gdo0ooOoOoOoOoOoOoOoOOOOOOOOOOOOOOCDPOOOOOOOOOADPOODDODODODOO
goooo

g20cCcbPOCOODOOODO

OADP O 0O 0O O O CDPO Cisco Discovery Protocol0 D 00O OO0 O0DOOCDPPDUDNOOOODODOOODO
000000000000 DO0DO0ooooO CcbPPDUOOODOODODOCDP OO O Cisco Systems O
dodoooo 200o00o0bo0o0o0bo0o0bo0bobooobobooooo

030 OADPLOODODO
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oADPO000O0O0OOOOOOOOOOOOOOOOOOOOONOOOOOONONONONOOOOOOoOood
oooooOooooOooOoO0oooOOoOobOooO0OooOoO0oooOoOooDOoO0oDbOoOoo IDOoOoDo IDOoIP
O00oO0OoOvVLANIDDOOUOOUOOooooooooooooooooooooooooooooooog
boboooooboobobobobobooooobooboon

oADPOUIDUIODU0OD0OODUOODUOOUOODUOONUOONOONODNUOONOONOONOONODONDODONOODODOOOOOg
1000000000 A0000U0oooooooooogg



0 26-100ADP OO OO

26.0 OADP

AR
OADP %324 L - %i&C
CDP PDU :
784 ZID seasEEsT 3
R— kDI E
AEBANGRZD
ZF:H:EB 'I’gﬁzgﬁ
B =5 - REEB
.. EEEEEEE T84 1D
e op VLAN 1D
§ R— K IDBE
: - OADPSE4EZEEC
///'E AEEBA FI8A R 1D
—T “> e ] - < VI:AN 11 5
OADP PDU: | b > =1 R—F D7 &
ADP : = 1FE - CDPER4EHEED
T/31 XID [ a— FRZ==E
o T3 R ID
R— K~ ID . oo
VLAN ID%z & R— kDA &
26120 000000
O10 OADPOOOOOOO
OADPOOOOODOODOOODDOODOOOODOOO
026-100CADPOODOOOOOOODODOO
oo oo

ooooo

ooo 2

[}

ooo s

X

OADPPDUOOOOO

gooooooooooooobooboooo

oooooo

[}

OADPPDUOOOO

50 264000001000

OADPPDUOOOOODO

100 25500000 1000

cbpOOODO

[}

Od0M@oOO0OO0OO0O0OxOO0O0O0OO

020 OADPODOODOOODO

OADPPDUDODODODODODODODODODODODODDODDODO

0 26-200ADPOO000O0O0OO0O

od oo

1 Device ID

ooooooooooood

2 Address

OADPPDUOOOODOODODOODOOODOOODDOODODODODO
gooooooocooooooooooo
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26.0 OADP

oo oo oo
3 Port ID OADPPDUOOOOOODOOODOOO
4 Capabilities goooo
5 Version ooooooooooo
6 Platform oooooooo
7 Duplex OADPPDUOOOOOCOOODO DuplexO O
8 ifIndex OADPPDUOOOOOCOOODN ifIndex
9 ifSpeed OADPPDULOOOOOCODODODO ifSpeed
10 VLAN ID OADPPDUCOOCOOOCOODODO VLANID
1 ifHighSpeed OADPPDUODOO0OOOOO ifHighSpeed

gooo copPDUCCOOOOOODOOOODOOOODODODOODODODODOD 1IO7OOADPPDUDODO
gooo

0 26-30COPOOOOOOOOO

oo oo oo

1 Device ID goooooooooooo

2 Address cbpPpPDUOOOOOOOOOOOOOODODOO
3 Port ID chppPDUOOOOOOODOOOOO

4 Capabilities gooog

5 Version 000ooooooooo

6 Platform gooooooo

7 Duplex CDPPDUOOOOOOOOO DuplexODO

26.1.300ADP L O DODOOOOU

010 0o000ob0dbooobo0booooboboboooboboboooboobDoo
gboboooooboobobobobooboobooboobobobooboooboooboobOoDbo

- 0000000000000 00000OO oADPOIOIOOOOOOOOOOOOOOOOOOO
gboboboooboooboooboobobobobooooooboooobobobobobooboooboooDo
gboboboooooon

-« J0000000000U00U0OUOADPOODODDDODUUDDLDODLOUDLDOLD OADPOODODODOOO

gboboboooboobogo

020 000000000000

gbooooobiootbooooooboboboobooboobooboboboboobobobobo
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboobooooobooboboboobooobooooobobob

O30 CADPLOOODOOOOOO VLANOODOO

OADPOIOOOOOOOOOOO VLANODO OADPPDUOOOOOOOOVLANOOO O state
suspend 0000000000000 VLANOO OADPOOOOOOOO
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26.00 OADP

g40 COPOOOODOOOODODODODOODO

O0oo0ooOoOoo chbpOOODOODOODODODODOODOOOOOOOOOOOOOO VLANOOOD state
suspend 0000000000 OOOOOOOOOOOOOOOCDPPDUOOOOOOOOOOOO

gsOcoPOOOODOODOODOOLLRODODODOODODODOODOOOODOOD

ChPOUOO0O0DOOODOODOOOOOCDPOOOOOOL20000000000000O0O0OOOOOO
OCDPOOOOOOOOoadpeedplistener 0000000000000 COPPDUOOOOOOOOO
gooooocCcpbpO0000OOOoOOoOOoOOoOOoOOoOoOoOoOoOoOoOoOoCDPOI OO OOOO oadp

cdp-listener 0O OO OOODOOOODOOODO CDPPDUOOOOOOOOOOOOOOOOOOOOO
gooooo cecppOOODOODODOODOODOODOOOOOOOO
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26.0 OADP

2000 0000googn

262100000000 O0O0O00O0O0O0OO0O

oADPOUIODU0ODU0ODOODUONOONOODOONOOOONODOOOOO

02640 00000000000O00O0O0O0O

ooooog 0O
oadp cdp-listener cbPOOOOOOOODDOOO
oadp enable 0000000000000 00000 OADPOOOOOOODOOO
oadp hold-time U00O00000OADPLUOCODUODOUOOODOODOODOOOOODOOO
oadp ignore-vlan 0000 VLANIDOOOODOO OADPOOCOOOOOOOOOOOOODOOO
oadp interval-time 00000000 OADPOUODOOODOODOODOO
oadp run Jgoooo oADPODOOOODODOOOO

26.2.200 OADP 1 O O

010 OADPO DO ODOO

gbobooogo
oADPOIOI0O00NOOOOOOOOOOOOOOOOOOOOOOOO0OOOOONOOOOOOOd

gboooooobooban
oADPUI 000000000 0OOOOOOOOOOOOOOONOOOONUOONODONDODONOOOOoOOg

gbooboooooboobobo
00000 gigabitethernet 0/10 000 OADPOOCOOCOOCOCOCODO

gboboooooon

1. (config)# oadp run
00000 OADPOOOOODDOOODO
ad

2. (config)# interface gigabitethernet 0/1
gobool1ob0ooo0oobOdbOOoo0o0oo0o0oooDooOoDOOobOobobooooooon

a

3. (config-if)# oadp enable
0oOd o110 o0ADPOODODODOOOOO
a

gboobaob
OADPUIUIUIUIU0IOOOOOUOOO VLANOOOOOOOOsuspendOOOOOOODO VLANOO

OADPOOUODOOOOO

020 CAbDPOUODOOODOOOOOOCOODOOD

gbobooogo
oADPIUI0IU000OO0O0OO0OOOOOOOOOOO0OONOONONOOONUOONOONDODONOOOOoOOg

gbobooooobooboboboboobooobooboboboboobooooobobOobon
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26.00 OADP

gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gooooooo

gboboooooon

1. (config)# oadp interval-time 60
OADPOOOODOOOODOOeODOOOOODOODO

O
2. (config)# oadp hold-time 180
gboobo0ooooboobobobobobooboooo wooooooboo

O
g3 cobPOOOODOD

gboboooogon
ChpO000000OO0OOOOOOADPOIOOIOOOOOOOOOOOO CDPOOOOOOOOO

oo
00000 gigabitethernet /10000 CDPOODOOOODOODOCODOO

gbobooooooo

1. (config)# interface gigabitethernet 0/1
go0dool100d0oo0ooooooooo0ooboooooooooooOooooooo
O

2. (config-if)# oadp enable
000010 0oADPOODDOODOOOO

O
3. (config-if)# exit
0000000000000 DO0DO00odo0oooooD0oO0ooooooooooooOoonag

gooooo
O

4. (config)# oadp cdp-listener
CODPOO0DOOOODOOOOADPOOIDDOOOODOODO CDPOOODOOOOODDOO

O
040 CADPOOOOODOOODO VLANODOO

gboboooogon
OADPOUODUODUOODOOUO VLANTagOOOOO 10000000 OADPOOOOOOOOO

gooooOoOoOoOoOoOOOoDOOOVIANOOOOOOoOooooooooooooooooooo
go0oOoOoOoOoOoOooADPOOIOOOOOOOVLANODOOOOOOOOOOOOOOOOOOO

oo

gbobooooooo

1. (config)# oadp ignore-vlan 10-20
VLAN10O 2000000 OADPOODOODOODOOOO
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26.0 OADP

203000000

2631000000000

oADPOUIDU0OODUOODOODOODODOOODOOOO

026-5000000000

ooooo oo

show oadp OADP/CDPOOODODOO0DDODDODOOOOOOODDOO

show oadp statistics OADP/CDPOOO0OOOOOOOODO

clear oadp OADP/CDPOOOCOOOCOOOOOO

clear oadp statistics OADP/CDPOOO0O0OOOOOOOOO

restart oadp OADPOOOOOODOOOODOD

dump protocols oadp OADPUCODUCDUOUDOOODDOODOODOODODOODOODOODOOO
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26.3.200ADP OO OOO

OADPOOOOOOOODOODOODO showoadpOOO OO OshowoadpOOOOOOOCADPOOOODO
00DO0000O000O00D0O00O0DO0O0Oshowoadpdetall 0000000000 DOOODODOOODOOO
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0 26-20showoadp 000 O0O0ODOOO

> show oadp
Date 20XX/11/09 19:50:20 UTC
OADP/CDP status: Enabled/Disabled
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 0/1-5,16,20

CH 10

Total Neighbor Counts=2

Device ID: OADP-1

Local VID Holdtime Remote VID Device ID Capability Platform
0/1 0 35 0/8 0 OADP-2 RS AX3630S-24T2X
0/16 0 9 0/1 0 OADP-3 S AX2430S-48T

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

>



26.00 OADP

0 26-30showoadpdetail DD OO OOOOO

> show oadp detail

Date 20XX/11/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-5,16,20

Total Neighbor Counts=2

Port: 0/1 VLAN ID: O

Holdtime : 6(sec)
Port ID : 0/8 VLAN ID(TLV): O
Device ID : OADP-2
Capabilities : Router, Switch
Platform : AX3630S-24T2X
Entry address(es) :
IP address : 192.16.170.87
IPv6 address: fe80::200:4cff:fe71:5dlc
IfSpeed : 1G Duplex : FULL
Version : ALAXALA AX3630S AX-36305-24T2X [AX3630S-24T2X] Switching software

Ver. 10.0 [OS-L3L]

Port: 0/16 VLAN ID: O

Holdtime : 10 (sec)
Port ID : 0/1 VLAN ID(TLV): O
Device ID : OADP-3
Capabilities : Switch
Platform : AX2430S-48T
Entry address(es) :
IP address : 192.16.170.100
IfSpeed : 1G Duplex : FULL
Version : ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching software

Ver. 10.0 [0S-L2]
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