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STWET, ZRENOREHTRISEIERTAITY AL K-> TEASNETNR, AW
WZIEED7T =2 LT, HOREDT—FThHD 18] ML, FrEDORHZIT-> TS
fbEFHL, BofbEShier —213d 5 T8 ML TRBEL, 'S5 LET,

221 HERESAK

A L B i@ OD%TJDZDT B 2FEHTHZET, B btEEFEBIRVWES, 2O
728, Zo [Haggk) 35 LEE 21T O8NS, Aid > THEICEM LT Z ENRpnE L
Dij—o

® 2.2-1 #BRESHXATOSLERS

A o TREIZENT LI

1 1
A ! |
v SRR L L7 — v
F—y - i i F 5
ST AL ST
SRR BT
RV S AU U RRE B R % AV S ATk RE R R

Homgng 5 0%, QDA 57U, HEORBEEN DN E W I FLERH Y £
ﬂ: D=, SSH 7'u k 2 /L ClE, @15 DR B kil Z od@drs 5 5 a8 A L g,

Kﬁ%ﬁf VI, R A s 5 Ko EIZ = 7« /' L—3 3 > 3~ K ip ssh ciphers
XERRE T,

mm
X
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222 AHFHEESHX

NBRgERE B RUE, O AR & TEst) 27 CHERALET, 2o [ABH)
& TS IIXBLToMERH Y, ABRER S HIT o o g 258 H L TR BB 4
ZERLTCOET,

(a) [/aBRSE] THEE(LESNI=FT —&I1% (g THESTE 5 (1K2.2-2(a)

(b) TABEE THBLENT-T—2I1% TABgE) TiIE S TE 20 (¥ 2.2-2(0b))

(o TWgg) CHEBb LT —21x TABRS) CTEEZTES (X 2.2-2(0)

(d) TaBHgE) 20 TR 24T 52 &lETERn

2.2-2 AR TR OER

@ |77 cme P % e § |77

(b) > >x@%mr
o [)umd [ s [
¢ I >w ->

| iweranconvmesar B e anRES R

WE, ST 2R LN s Z{EEONAT L—XA T 5L L TFRITRE L,
(ABASE) ZMFITRALET, MFE, HMETO2HFO [aREE 20T, F—Fzifs
fELEELET,

Fiz, BHO TREE] 2HWT, B b LT —F 2Tk, TN AR °F
TCEDLILEMENDDL LT, EBTFBELLETDHIENTEET,

15



AX26A-SOFT-004_R1

LD 2.2-3 1%, $XT7 21E L7=B2S [ABRE] ZMTFAICABR L CWET, FAIX
NBEN-BD AR 2T, T—F &5k LT, B~EfLTWET, EftEnr-
T—XXIBHIOMERTIEIFESFTEET,

E 2.2-3 ARRESHAXTOESIE

L\ 4\ !
A ! AN 2 W:
1 J. ______
i T i
i B OABIGET | ABREE .
: W 2L L5 — & SRR ey RPNy BT
—~ B 2B EETE 3] hs g ,
. B D/ BH#E . Ty —
T—XF | T—X
m— ARy B OREHTHE
BB STV RV IREE AR % B A ST AR BE A R

F2X 2.2-4 1%, BT EERLIZAD TABE] 2MEB~ABELTHET, AIFEFD
[RhgEgE ] CTHRF AL L7727 — X ZMFB A~ L, BIZAD AR TESTEHZ &4
BTHZET, AVREMLET—Z ThHD I L AR TEET(EBEFESL),

E 2.2-4 ARBEESRXTOES

| A 2 !
________L _______ 1
A . A@@uﬁfﬁf E
BT { hemeeeeeee e WL LT —5 (ETFE4) -
T ] (A 720 B3R BL T X 5] v
e A OINBAHE . >
>
L p R
A DABRBETE S =A OFE B4 s
BB STV RV IRBE AR % B AA ST AR BE A R

ANBRgERE 570, (Do dmdERs 55 U, BB IC8E 2 DA 2 BB 72\ 2 DRI T
T, HEOLHEENKEWVWEWIRERDHY T, FD720, SSH 7' b aL i, domi
ODJié'fj‘(SSHVl)if; i@*ﬁ(SSHVZ)& TX }‘nu FIE :L__H-uuu @/\Fgﬁ%ﬁ jjft%fﬁéﬁﬁ
LTWET,

ALEE T, == ORRERGEHICERT 22—V RREtI= 74 L —vavavwy
K ip ssh authkey Tk & (&R 23 /[ HE T,
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23 A yt—TFEa— F(MAC)

SSHv2 TiZ, A v —ViiEa— FZFH L CTEENEOS S AOBE 217> Tk, £
vl —URREa— R E I DERPOEEE D 2 — REEHLL, @ETFICITOBFRNPL S A S
NEGEIZITZEDa— R R X9 TnET,

ARIEE T, FEHTDOMACIE=Z 7 4 7 L— a2~ Kip ssh macs CiXERJRETT,
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3. R

REETIX SSH Ok Z R~ LT,
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3.1 SSH Mg
AREEE O SSH #AE AR 9 5 72 OEEGAE R # K 3.1-1IZ R L FET,

(@) VE— FEMAWKNS SSH 7 74 7 > bR U CARLEE ~i 4 56

K 3.1-1 SSH#eEfADOR Y F7—o#EE sl

(a)

U — NEH R IPv4/IPv6 i

SSH 27 547+ k

B ARMIER SLBEBAERSNETOT, XEQBENRETYT, KeERBERK LT,
1.2 BEREMEZE) CfEJr L& L7z SSH oA fifkREDS ZRIMIC R E 7,
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ARECIL SSH EA DINESE 2R L F T,
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4.1

SSH H—/I\~ADEHEIL—H

SSH H— "~ —VHOR R, 20747 L—v a3~ Kline vty TixET
LHig ka7 A va—WELen 4, /2, ke A ra—3HE, SSH — S~
(SSH X a7 VUE— a2/ A o TOEFGETF T TR, telnet TEEE L TWVWA—HFELE

byl 4,
% 411 BUE—FT7OEROEGSEY
IHH UVxe— 7 7t XFER]
ssh sftp telnet ftp
AV SVEEN | INEEE INAT— R | NEE
BRkar A 16 %1 1 %2 16 %1 1 %2
Z—
—HY | g—h O O O O O O
7 4 v | RADIUS O X O X O O
N
T RA T — R WZH WA - A A
U2 A LI/NAY X X O X
— F#E
= 60 %y %3 60 4y 30 %y
HA LT T MR
(LB O : BEfen X B AN AT — %54 A REEETH AT

K1 :fwgkna s A ra—PHiL ssh & telnet DFFH

%2

X3 RYAR—F

CEEEE]

: sftp & ftp IXIRIEEBEGE Al AE

SSH 7 74 7> M5 Rekey BRPEEINTH, AEEIIESTLET, SSHZ 7147 b
] C Rekey BERZEXEFE LRV EIIZEEL TLE X,

21



AX26A-SOFT-004_R1

(1) R4 v S BEBODO Y A L HIZDINT

2K JEMERF OB 7 A VEIE, < AXUNDA L RAS v TFDaryy—ralf BHLEDT
AR BIRTRK4A4 ERVET, /A L HORMPFAEZROFITRLET,

£ 412 R4y UEMEROOT A L HOEEH

A4 &5

arvI449L—v3rvavr R

Ay ekOonT A4 U8

line vty TEHREL-OT 1 U8 (&xK4)
telnet/ssh iZ LBV E— b /A EEND EHEND
T ABLISD A L IRAA 5 FD EENLWN
ayy—uag A
VRAAAAL yF DAL —)L EENRN aEENRN
=

ftp/sftp IC LDV E— b7 A v
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4.2 SSHY—/N\~ADI—HNEHOEE

AEEED SSH Y— "~ 0 2 — PN AREEIEZ A AT 25581, =—F4 &, %Y
D YO ABRO B AT TS0,
ANBRBEREREZ WD BEOBEGKRTE b — V¥, =— AR, =—VAREOFEEZT
R LET,

k=111

(1) BRERDIA N 72 DB HERR FE—H %K
HEHD 10 22—

(2) Bk IR s = — P ABRSES
1=2—¥H7=0 10 f#

# 4.2-112, BEFCTEHa—WAREBOREEZRLET,

& 4.2-1 ERWHELZI—TORROES

SSH” = k=)L ANBRET LT XA XK1 bit# %2 N BRSERER )
SSHv1 RSA 512~2560 SSHv1E=
RSA SECSHE . %3
512~5120 -
SSHY2 (ssh-rsa) OpenSSHE
v DSA <1p 153 | SECSHE 3
(ssh-dss) OpenSSHE

1 ANBHEET L3V X A draft-ietf-secsh-transport-15.txt
2 fﬁ&::’% Y EREENRNGED bit FTT,

(2 AV N EHEOEZ2 AR T 00 XTFFE TORMBERTEET, )
% 3 : SECSH JZ3 draft-ietf-secsh-publickeyfile-03.txt
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43 ERRDIEERE

431 ZEFESSHYI 472 FOHIR
—EOSEER AR E) 7 AT v NTHE, S~ ASCIL CFLSM A AT LT 742 £)T

T — Ay —VEENTAHEAERHY ETOT, TELHTASCIH LFTT—A vt —
BT A TAT o N ZHIAL RN,
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A4 Lb—avhHA FiE

5. SSHHU—/\HEEEDRENA ~

AREETILSSH DY — e a7 4 7V L—3 g VREHZ R LET,
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51 SSHY—/\OERKERE (O—AHIL/ SR — FEEEE)

(1) RENBDHME

bHo &b FEIC SSH #F|H L TH B bl 217 5 1213, telnet LRI ANAT— REFEEZFIH L F
T, ZOHWATYH, telnet EiE, 2—HHNRAT — NI B(LSNTEFFSNETOT, 4
WIRRT A2 L 13b 0 EHA, Z2TlE, a— AN T — REREFAEH L7=84 0 SSH — 10D
WERIE TR LET,

(2) BRI &R E R
SSH 7 747 kb Xy b U—2 &4 L TAREEA~BRT 21 e LET (X 5.1-1),

E 5.1-1 SSH H—/N\DOEKET WHE

192.168.1.1 10.10.10.1
gL o
L %ﬂ'\ ﬁ)
SSHZ 547+ | v bI=7
f;ﬂ% ; f,ff}fij SSHY1/SSHv2
P
[EREEHE]

AdEE D SSH H— 1

cIP7 RFL =& 10.10.10.1

- SSHv1 & SSHv2 T nliE & 55 (7 7 4 /v NEIE)

« NAT— REGEZMEA L, @%%mﬁ%ﬁTTé(T7jwk%¢>
SSH 7 A7k

-IP7 RL =& 192.168.1.1
a s A DD DIER

=4 staff

. /\02 ]7_ ]\ ek

B, KEE-SSH 7 747~ FEIZH SN COMEREZITY, BETELIEELET,

(3) A—H D&%

B G, EEEHEE— FoEM 2~ R adduser 2 H LT, =—H staff £/ 27—
REREL, ulZAra—YT7 o hEERLTLIEESN, BB, SAT—RZRELTHRN
2 —WE SSH O/XAU— RBFETR I A T EH A,

> enable
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# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:fkkskk

Retype new password:kkkkkrx

#

Aar749L—2 3 VEKE
BHMARNS, a7 47—y aravy FTSSH ¥y —"aEfE S E5RELTVET,

[a< > FEREHI]
R A< K
1 (config)# ip ssh
2 (config)#t line vty 0 1

& 5.1-1 FEEDXEMRN

BEES #Ei

1 SSH #r— " O#fEZ R st £ 7,

A ~a I A T Ha— e 2L LET,

[BRENBNDFERR]
(config)# show
()
[ine vty 0 1
|
()
ip ssh
|

(5) EN{EHEER
SSH 774 7 bdb, AFEE10.10.10. )~k L, =—3 : staff, /SATU— R : sk TR
FFEESNa A TEBRZERMHERLTLIZEN,
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5.2 SSHv2 —/\TRRBPEEZITHORTE (SECSH#E—FE 1)

(1) RENBDHME

NRAT— RFEFEL 0 Z420Z, SSH ZFIH L CREREEIT O 121X, ABESEREZ R L Ed, it
PNRAT— RFAELE D, RNRATU—=RFHAKR Ry hU—7 EZFinnERA, -, 72& 2, BEN
et ST LTH/RAY— RBAICIRE T Z L i3dhb ) 8 A,

ZITE, VAT P TER LI —TFRRT O 9 b, a—PAREEA AL E O SSH H— /3~
Bok LABRBERREZIT O R ERITVWE T, 2 — P AMEORGEKII=2 74 /L —varavw KT
ITWETR, HiEL T, 6007747 LY, 2—TRARET 7 A VB ARSEE ~FRE L
TRBEFET, TLTC, FOa—VAREET7 A NVEa T4 7 L— g a~y R THtrIALRBE
L7,

ABCiL SECSH = SSHv2 DSA @ = —H /AR Tl L T\ E 923, SECSH £l SSHv2
RSA O = — VAR S Rk HFIETREEN TE £,

(2) B EERESH
SSH 7 A7 EnbRy NU—2 %240 U CARER ~ T A1k e LE (4 5.2-1),

B 5.2-1 SSHv2 4—/\TLARBBHAZITIRE (SECSHE-FZE 1) EEE

192.168.1.1 10.10.10.1
ALEE
SSHv2 7 547+ b v kI=2
2 —Y4 : staff
SSHv2
o —/ABAE : id_dsa_1024_a.pub PN

o — PR HE : id_dsa_1024_a

(R EEH]

AdEE D SSH H— /3
+IP7 KL X 10.10.10.1
- SSHv2 TR HRenlie: %
CABSEEREA MR L, SAT— REEFELFFAT D (T 7 4L NEME)
- SECSH £ SSHv2 DSA O —W /AR % B 8k1 2

SSHv2 7 7 A4 7 k
cIP7 KL XA 192.168.1.1

07 A D DGR
c —YH staff
« —Y/ABRSE  id_dsa_1024_a.pub Z—WHEST (7 T4 T MAITTOIER
- 2 —YREHE  id_dsa_1024_a } L, ABRSEREREICME X 5 & 51287 5)
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B, AKIEE-SSH 7 747 2 FHlEH O LOBERELITY, BETELZLELET,

(3) A —H D&%
BHE RN G, EEEHEEE— NOEH 2~ KN adduser Z#ffH L C, =—W staff L XA T—F
EREL, vl A ra—FT o PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:Hkxskk
Retype new password:kkkkkrx

#

(4) A —Y AR DERE
74Ty MIITa2—Y@ET 2060 UOHEBELET[ZHEMOSSH Z 747 V7 O
Y — /W(UNIX % ® SSH Y 7 | Tld ssh-keygen 2~ > R)Z W AR L F91, A%EE T, 5.1
SSHY— OHEARFRE (m—H /AT — RRFE) | @ SSH AR EZITV, A¥EfED SSH ¥—
NIZTFGAT Y "B/ AT — RFEIECER ATRRICRE L ET,
5.1 D EH
(config)# ip ssh
(config)# line vty 0 1

T4 T NG sftp TAZEE IZ 22— /AB#EGd_dsa_1024_a.pub)Z sk L E 9, #mkL=7
7 A IALEE O RAMDISK (2 —HRfE S £ 4,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10.10. 17 s password: skx /X2 T — RIFIE sokk
sftp> put id_ietf_dsa. pub
Uploading id_ietf_dsa.pub to /ramdisk/id_ietf_dsa. pub
id_ietf_dsa. pub 100% 693 x. xKB/s  00:00
sftp> Is
id_ietf_dsa. pub
sftp> bye wkk  BRIRSET kkk

[CT5%F]
2—HPAFGFEOERRT ftp ZHVWTHARETT A, BREEPTOUIAFEEX2U T 1 BIFEL
KBV EEADT, sftp ZEHNT L2 LaBEO LI,

CEEEIE]
55550 RAMDISK (3 RfF U 7 ¢F, HEEOFHESE T RAMDISK LD 7 7 A MRS
NETOTITEEL S,
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H 5.2-2 1—42% (SECSH ) DERX

192.168.1.1 10.10.10.1
ARAGE.
—
>
SSHv2 7 54 7+ | 2 2= 3 seent”
¥4, : staff _..-""“
R T | | P P g
Soirpipsarerrhiiarsaiiin

G)yarrq4gL—a EE
B RNS, a7 47 b—varavwy R TSSH —R_OREET &, 2 — /ARG &
PITOVET,

[a< > FEREHI]
L ERA
1 (config)#t ip ssh version 2
2 (config)#t ip ssh authkey staff client-v2 load-key—file id _dsa 1024 _a.pub

% 5.2-1 AXREEDHRTEMN

R ES fiRsH
1 SSH #r— 7 a hapn"—2g v 220 R— e LET,
2 —H staff © SSHv2 O = —V/ABH#E%Z RAMDISK LD~ 7 A /L id_dsa_1024_a.pub

MO FTHHRIABRET, ZOF, ZOHOLRIAL T v 7 A4) % clientv2 & LET, 2
T4 T b= a A — T RABRBONENRESINET,

[BREANBDFEKTK]
(config)#t show
line vty 0 1
!
(Hm%)
ip ssh

ip ssh version 2
ip ssh authkey staff client—-v2 “AAAAB3NzaC1kc3MAAACBAPQX4hUjicV2cuSbbOeYug3
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Zwelwdvel i xNACRX15dh8XDDIv1drKW6LnxTDiM8wfsEPDo0COZwae9VOLgpBFXqdNAH | BSPeKV
EUvSBah+romEWRUPgBHIkJWg3FbzkHV8cY i QxzAZT87RunikN9 j2kg+ftodIs7I1WR4gHXby/JTA
AAAFQDT | 3fYWEZaZEF 1ZATkUeL saBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj10ptaGb7KcTKv
bfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1G
vZ4bef7JTPIX048/ | FSWATL7bKeXZ9¢ i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ /yWFB1r |8
BeNkvcsmi lupce2hb2uaef/417ymPT9i rDQsTRY3Rx i G5KOUh7g84 jOWFtx/y9KtFk46hUizNYn
kkVcEwjo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfaOU4xME18RC4CHax+Fm/0UMdPzpzAD6F
ZHS+9zkd i Tk="

|

()

(6) ENEHEER
SSHv2 7 7 A 7 v b b, A%EE(10.10.10.1)~ki L, = —W4 staff, B #EGd_dsa_1024_a)
ICNAT L —XBATJLT, ABRERGECHRIEEN T /A U TEDH I L A2ER LT ZEN,
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5.3 SSHv2 H—, \—C/\Bﬁf'inm\nmé (SECSH f'L 73_/2-'5 2)

EII 1

(1) RENBDHME

2T, ABRBIEGEEIT OO, 7 TIA TV FPTHER LI —TEAST D) b, 2 —H A
ﬁ%ﬁ“%@ SSH tr— _"~Bgk L £9, 22—V AREOREITa L 74 L —vgara~wy R TIT
WETR, FE2 T, 22— VR A VORNEEZay 74 S b— g ra~wy RCHEEATN
L, RERELET,

AB T SECSH JE SSHv2 DSA & = — W /AR TRl L T\ &£ 7728, SECSH IE . SSHv2
RSA O = — VAR S Rk HFIETREEN TE £,

(2) AR & ERERY
SSHV2 7 54 7> Finb Xy b U —2 & L CAEEA~BERT 5 L LT (X 5.3-1),

E 5.3-1 SSHv2 H—/\TLABRBIL %175 RECECSH#—Ai% 2) #HE

192.168.1.1 10.10.10.1
AL
—
SSHv2 7 547> | *y FI—=2
2—P4 : staff
= — /B id_dsa_1024_a.pub iSEj?
o —YFAEHE : id_dsa_1024_a

[(BXEEH]
AR¥EwE D SSH H—
cIP7 FL A 10.10.10.1
- SSHv2 T rlaE & 95
< NPHEEERETS A5
« SECSH #:U» SSHv2 DSA D = —/A\BREE & &%
SSHv2 7 747>k
cIP7T L X 192.168.1.1
07 A D OTER
2 —H4 staff
c —Y/ABR#E  id_dsa_1024_a.pub 2 —PRT(7 T AT MAT T OIERK
. J“““‘j’%ﬁ%% 1d_dsa_1024_a } L, /Aﬁ“ﬁfﬁuuu WZEZ DL 910 yﬂ\zﬁ#é)

¥, KIEE-SSH 7 747 FMEIEH O UOBERELZITY, BETELHZEELET,

32



AX26A-SOFT-004_R1

(3) A —HY D&%
BRI S, HEEHET— FOEMH 2~ Fadduser 2 LT, =—¥ staff L /X2 — K
ZEREL, D?%/J~%Tﬁ?/ N AERL L T TEE W,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:skkskk
Retype new password:kkxxxx

#

(4) A —Y B E(HE

II7AT v MIICa—YFHETEHLONLODHAEBELETI(THEHADOSSHZ I 7 Y7 Fod
R —W(UNIX %0 SSH Y 7 b Tl ssh-keygen =~ K& HW AR LFET], £, BHIE
KETZ 74T v hO2—FARENEZE %R L £9(X 5.3-2), A TiX, SECSH FX > SSHv2
DSA = — AR Z GG L E T,

B 5.3-2 #fHLF-2—Y 2R (SECSHE) RSB

--—- BEGIN SSH2 PUBLIC KEY ----

Subject: staff

Comment: "1024-bit dsa, staff@clientl-pc, Tue Oct 22 2002 16:21:35 +09¥
oo"
AAAAB3NzaClkc3MAAACBAPQX4hUjicV2cuSbbleYug3ZwelwdveLixNAcCRX15dh8XDDIv1
drKW6LnxTDiM8wfsEPDoOCOZwae9VOLgpBFXgdNAH1BSPeKVEUvSBah+romEWRUPgGBHIkJ
Wg3FbzkHV8cYiQxzAZT87RunikN9j2kg+ftoJIs7IWRAgHXby/JTAARAFQDT13fYWEZaZE
F1ZATkUeLsaBnn/wAARAIEAhy3mVaF87Pjjbag+XY+12mjIOptgGb7KcTKvbfb2JZVscidx
z0aKnNWRMJt sZSyMXkpdEjaWNmQvbV6MDGN3PYX63CLomIsWUPxdo7bcOJFyx1GvZ4bef7
JTP9%048/1FSwQTL7bKeXZ9cidgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ/yWFBlrl18Be
Nkvcsmilupce2hb2uaef/4I17ymPT91irDQsfRY3Rx1G5K0Uh7g84j9WFtx/y9KtFkd6hUiz
NYnkkVcEwjoluTbhtRpehFO0bUYPyQu+ZxFDHZ3vB1lo0ONOfaO0U4xME18RC4ACHax+Fm/OUMd
PzpzAD6FZHS+9zkdi7k=

--—- END SSH2 PUBLIC KEY ----

BG)arI14TL—2a EE

Wz, EHEERNS, TIFEHE L2 —VRARBONEE a7 4 7 L—varavwy FTA
Hae—7 o =2 MNLET . arv7 47—y aravwy RCa—FARBONEZEIEZEAS
T 53841%, SECSH BERO 2 —VARED~ > #(Comment: = A > h5), s - K T~—hB kX
CEATa— REEHRNE D, BIT 22— AREAROERITKRDO L 21 LET,

1. ~u ¥, B % T~—Z2BR0W, 8O IT 20 LU E3(4 5.3-3 5855,

B 5.3-3 1—4F& (SECSH &) DANES

--—- BEGIN SSH2 PUBLIC KEY ----

Subject: staff

Comment: "1024-bit dsa, staff@clientl-pc, Tue Oct 22 2002 16:21:35 +09¥
JQQ EEEEEEEEEEEEEEEEEENN
AAAAB3NzaC1kc3MAAACBAPQX4hU]1cV2cqubOeYug3ZwelwdveleNAcRXI5dh8XDDIvl'
.drKW6LnxTD1M8wfsEPDoOCOZwae9VOLngFquNAHlBSPeKVEUvSBah+romEWRngBHIkJ
leBFbZkHVSCYlQXZAZTS7Run1kN9j2kq+ftoJIs7IWR4gHbe/JTAAAAFQDTl3waEZaZE.
:FlZATkUeLsaBnn/wAAAIEAhmeVaF87Pjjbaq+XY+12mjIOpthb7KcTKvbfb2JZVscidx'
.anKnNWRMJtSZSyMkadEjaWNvabV6MDGn3PYX63CLomIsWUdeo7chJFyx1GvZ4bef7:
mJTPI9%x048/1FSwQTL7bKeXZ29cidgGXMmch8Tz15WSu8rP+t3m/yS7TgAAACAZ/yWEFBlr18Be u
:Nkvcsmilupce2hb2uaef/4I7ymPT9irDstRY3inG5KOUh7g84j9WFtX/y9KtFk46hUiz'
.NYnkacijoluTbhtRpehFObUYPyQu+ZxFDHZ3VBloONOfaOU4xME18RC4CHax+Fm/OUMd

‘Pigzég6fi¥+%2#qthlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.
SSH2 PUBLIC

T
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2. SECSH XD —HF AL T2 — FEEA TS, T TORITERYRE 117
FERIT L E (X 5.3-4),

R 5.3-4 1—4EE (SECSH &) O®iThE

OO O N I R L N L D
AAAAB3NzaC1kc3MAAACBAPQX4hUj1CV2cqubOeYug3Zwe1wdveL1xNAcRXl5dh8XDDIv1"

.drKW6LnxTD1M8wfsEPDoOCOZwae9VOLngFquNAHlBSPeKVEUVSBah+romEWRuPgBHIkJ-
Bg3FbzkHV8cYiQxzAZT87RUNnikN9j2kg+ftoJIs7IWR4AgHXby/JTAAAAFQDT13fYWEZaZE o
®p]7ATkUeLsaBnn/wAAATEAhy3mVaF87Pjjbaq+XY+12mjIOptgGb7KcTKvbfb2JZVscidx™®
.anKnNWRMJtSZSyMkadEjaWNvabV6MDGn3PYX63CLomIsWUdeo7chJFylevZ4bef7.
-JTP9XO48/lFSwQTL7bKeXZ9c1dgGXMmch8T215WSu8rP+t3m/yS7gAAACAZ/yWFBlrlBBe.
'Nkvcsmllupce2hb2uaef/4I7ymPT91rDstRY3Rx1G5KOUh7g84j9WFtX/y9KtFk46hU1z'
.NYnkacEWJoluTbhtRpehFObUYPyQu+ZXFDHZ3VB1oONOfaOU4xMEl8RC4CHax+Fm/OUMd.‘ Ek?f

‘P}E@P@gﬁs+%zg{9%7bIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

1l

AAAAB3NzaClkc3MAAACBAP -+ FObUYPyQu+ZxFDHZ3vBloONOfaOU4xME18RC4CHax+Fm/OUMdPzpzAD6FZHS+9zkdi7k=

HEEHE . BHRZO—FNRBOL DAL EDRNTLE I, ZHOKITI A MR
BmENFET,

BT D —PARBAERCEXE LD, BHMARNS, a7/ L—varavwr FT
SSH ¥ — "Dk E &, — VP ABORFRETVET,

[a< > REREHI]

ﬂ%nﬂ%ﬁ AJja< R
(config)# ip ssh
(config)#t ip ssh version 2
(config)# ip ssh authentication publickey
(config)#t ip ssh authkey staff client-v2 “AAAAB3NzaC1kc3MAAACB
APQX4hUjicV2cuSbb0OeYug3Zwelwdvel i XNACRX15dh8XDD1v1drKW6LnxTD i
MBwfsEPDo0C0Zwae9VOL gpBFXgdNAH | BSPeKVEUvSBah+romEWRuPgBHI kJWg
3FbzkHV8cYiQxzAZT87RunikN9 j2kg+ftodIs7IWR4gHXby/JTAAAAFQDT | 3
YwEZaZEF1ZATkUeLsaBnn/wAAAIEAhy3mVaF87P j jbag+XY+12mj10ptqGb7K
cTKvbfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLom
[ sWUPxdo7bc0JFyx1GvZ4bef7JTPIx048/ | FSWQTL7bKeXZ9¢ i dgGXMmch8Tz
15WSu8rP+t3m/yS7gAAACAZ/yWFB1r | 8BeNkvesmi lupce2hb2uaef/417ymP
T9irDQsTRY3RxiGHKOUh7g84 jOWFtx/y9KtFk46hUizNYnkkVcEwjoluTbhtR
pehFObUYPyQu+ZxFDHZ3vB100NOfaQU4xME18RC4CHax+Fm/0UMdPzpzAD6FZ
HS+9zkdi 7k="
5 (config)#t line vty 0 1

BN =

34



AX26A-SOFT-004_R1

# 531 AEEORTEMM

fRERES R
1 SSH — OEELBIr ST E T,
2 SSH #— "7 a hai"i—Tgr 2720 R— e LET,
3 FFa[4 5 2 —YREE N2 ABRERRGES T & LET,
4 o—Y:staff OYEfR L7= SECSH > SSHv2 = — AR AZ R CHAT L2V X 9

W2, CCHATAALET, ZOE, ZO—FABBOLEIL T 7 244 E
client-v2 & L £,

5 A ~a I A T Ha— a2 L LET,

[(REABTDRR]

(config)# show

(FRI)

line vty 0 1

!

(FHE)

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staff client—-v2 “AAAAB3NzaC1kc3MAAACBAPQX4hUjicV2cuSbbOeYug3
Zwelwdvel i xNACRX15dh8XDDIv1drKW6LnxTDiM8wfsEPDo0COZwae9VOLgpBFXqdNAH | BSPeKV
EUvSBah+romEWRUPgBHIkJWg3FbzkHV8cYiQxzAZT87Runi kN9 j2ka+ftodIs71WR4gHXby/JTA
AAAFQDT | 3fYWEZaZEF 1ZATkUeL saBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj10ptaGb7KcTKv
bfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1G
vZ4bef7JTPIx048/ | FSWQTL7bKeXZ9¢ i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ /yWFB1r |8
BeNkvcsmi lupce2hb2uaef/417ymPT9i rDQsTRY3Rx i G5KOUh7g84 jOWFtx/y9KtFk46hUizNYn
kkVcEw jo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMdPzpzAD6F

ZHS+9zkd i Tk="
!

(6) ENEHEER

SSHv2 7 A 7 b, AME(10.10.10.1)~ SSHV2 TR L, =—V4 staff, = —FE
#Gd_dsa_1024_ a)iIc/SA 7 L—R&E ASI LT, AHEEREE CRIFE N /A o T2 L 2R L
TLIEEVY,
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54 SSHv2 H—/N\TCARRIZEIEF1T E (OpenSSH#—A% 1)

EII 1

(1) BENEDHE

Z 2T, 0penSSH 7 A 7 F THERL LT 22— VT D 9 b, o — ARt & A3 {E o SSH
P RABER U ABREEEZIT O R EERITVE T, 22— Ao REIT= 7 Lb—va vz
< RTITWETR, HFELITIE, 6L 747 LY, a—FRHEET 7 A LA AKRER
~NRELTRBEET, FLC FOa2—VARB7 A V2o 70— g avy RTH&
AP, BERLFET,

A TIE OpenSSH @ SSHv2 RSA == — /AR TRl L T £ 4743, OpenSSH @ SSHv2 DSA
Z— WAL RO FIE TR TE £,

(2) BRI & R E S Y
OpenSSH 7 74 7> M ipb ity b U—2 &0 L CARERA~BEET 2L & L £ 9% 5.4-1),

® 5.4-1 SSHv2 H—/N\TRBBEBEZITS5HRTE (OpenSSH B —Hi% 1) #BEE

192.168.1.1 10.10.10.1
=} sam
SSH 7 1 7> +(OpenSSH) *ry kD=2
2 —Y4 : staff
. SSHv1/SSHv2
o —H/ABAE : id_rsa.pub e

o —PRRER - id_rsa

(B 5]
AdEE D SSH H—
-IPT7 RL A 10.10.10.1
- SSHv1 & SSHv2 THiirlgEL 95 (7 7 4 /L NEIE)
c NBASEGEREZE L, AU — REEREL A5 (T 7 4V FEE)
+ OpenSSH XD SSHv2 RSA = — /AR % B8k7 5
SSHvl 7 547> b
-IPT7 FL A 192.168.1.1
a s A DD DER

- 2—YL staff
. AR id_rsa.pub 1—%%&7(7 T4 7 MUTT O
. J—“j‘*ﬂ%% id_rsa /Aﬁﬂ%uuu 7@3‘25 X 5 @:%Yﬁ‘j—é)

7k, AEE-SSH 7 747 MiIEZH N COBREHRELIT, BETEL5ZLELET,
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(3) A —HY D&%
H— AT, BHUERN D, EEEEEE— FOEM 2~ K adduser 2 LT, =—¥ staff
ENRXRAT—REREL, vl A ra—F7 o bEERLTITEIN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:sekfiokx
Retype new password:kkkkkrx
#

(4) A —H AR ERE

II7ATy MIITa2—Y@ET2H060UOHEBELET[ZHEMOSSH Z 747 V7 FOf
Y — /W(UNIX % ® SSH V7 | Tld ssh-keygen 2~ > R) & W AR L F91, A%EE T, 5.1
:ﬁH&—A@%K%E(m—ﬁwﬂzv RFERE) | @ SSH AR EZITV, A2EE D SSH #—
NIZTTGAT 2V I B/NAYT — muul‘EVC:]ﬁfﬁE Fll: unxibij—

5.1 D EH
(config)# ip ssh
(config)# line vty 0 1

T4 T R D sftp TAREE 22— AB#(Id_rsa. pub) izt LEJ, sk L7 7 A L%
ﬁ“%@RNWMM{‘~ﬁ%TéhiT
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10.10. 17 s password: skkx /X2 T — RIFIE sokk
sftp> put id_rsa. pub
Uploading id_rsa.pub to /ramdisk/id_rsa. pub
id_rsa. pub 100% 224 x. xKB/s  00:00
sftp> Is
id_rsa. pub
sftp> bye sokok HAETE | ok

[CsE]
Z—PABRBEOEREIT ftp ZH W THARETTY, BERT TCOLIALSEEX2V T 4 FiFE L
< HVERADT, sftp AT L 2RBEIOLET,

CEEEE]

fik e D RAMDISK (3 —FHR7F= U 7 T3, EEOHEHE T RAMDISK EO 7 7 A /WiTHES
NFETOTIEELTEIN,
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H 5.4-2 a—42F# (OpenSSH f8) DER%

192.168.1.1 10.10.10.1
- ] am
g&‘%“ H)
SSHZ 747+ | *y k7—% Y 4
s
ll““‘

a—HY4 : staff
LTI e

AP Tl s """

- — SSHv1/SSHv2
ann®® sftp Tiﬂﬂé 4;]”_/\‘ v

(5) 3 VI40L— 3 VERTE
RN, av T 4 S —Yaravy RTCa—FAMBOREEZIT W ET,
[a< > FEREH]
i = Afja<= K
1 (config)tt ip ssh authkey staff client-0 load-key—file id_rsa.pub

R 541 FREOREME

R ES fEER

1 —Histaff O SSHv2 O —HF /A% RAMDISK EdD 7 7 A /L id_rsa.pub 7> 5 #t
IANAET, ZORF, ZOEOLFIAS T v 7 AL AEE LTI %E client-O & LET,
OpenSSH JEX D = —HFABEEDYA TH, SECSH B = — AR & [R5 6
THZENHEETT, 0B, a7 4 7 b—ya VERICIT 2 — P ABREBOBNEIN R

ESNET,

[(REANBDERFR]
(config)# show
(H%)
[ine vty 0 1
|
(FF)

ip ssh
ip ssh authkey staff client—0 “AAAAB3NzaG1yc2EAAAABIWAAAIEAnvn20coFESc|TM4S

50816,/ IN+ZzNpWE9g+mgpTB70AMy6n0Vhoi50vQKyAwn44E4n1CrXY6dP IBOHFHkwPOBK3F6xsP
wu66rpQ8CNkZdo4dTiAiAgqJgORIUZsHZWi 1pcVgdeGY+R31fPFCmbGSxask97¢cCWCRwhNoffs jHR

nnbhE= staff@penSSH-Client”
!
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(6) BfERERR
OpenSSH 7 74 7 > Fivh, A%EE(10.10.10. 1)~ L, = —W4 staff, FEHGd_rsa)l <
AT L —REAITLT, ARERIECRIEEN e 74 U TELH T EEHER LTI &N,
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E (OpenSSH ##—Ai% 2)

EII 1

5.5 SSHv2 'U'_/\—C/\Bﬁf'inm\nmé

(1) RENBDHME

Z T, ABREREIEERTT O 72D, OpenSSH 7 74 7 FTHER LIz —FEXT D H b,
Z— AR EARIEE D SSH r— "~BEx L ET, 2—FARBORGRKIZa L 7o 7L —va o
<2 RTITWETR, HE2 T, =2—VRAR#E7 A VORNRE2 747 b—arav R
THBEANL, HEBFELET,

A5 TlE OpenSSH @ SSHv2 RSA = — W ARH#ETHLA] L TV E 323, OpenSSH @ SSHv2 DSA
2— AL RO FIE TR TE 7,

(2) HHR & BRESRY
SSHZ FA 7 v "hbFy U —2 24t UTAREE AR T 2 s LET (X 5.5-1),

K 5.5-1 SSHv2 H—/\TLABRRBELZ1T5/E (OpenSSH @B —Fi%2) HEE

192.168.1.1 10.10.10.1
ALEE
SSH 7 54 7 > MOpenSSH) *y kI—5
2 —W4 : staff
SSHv1/SSHv2
= —/ABA%E : id_rsa.pub =

o — YRR ;- id_rsa

[ EEH]
4L D SSH H—
cIP7 FL =& 10.10.10.1
- SSHv1 & SSHv2 THiirlgEL 95 (7 7 4 /L MNEIE)
< NBASREREZEF L, AU — REEREL A5 (T 7 40 FEE)
+ OpenSSH B SSHv2 RSA = — /AR % 87 5
SSHv2 7 547> k
cIP7 FL =& 192.168.1.1
a2z A D DER

ca—HL staff
.« Z—/NBA#E  id_rsa.pub :L~—4jfﬁ¥/\°7(7 747 v MUTYOIER
. J—“j‘*ﬂ%% id_rsa /Aﬁﬁ%uuu 7@3‘25 X9 @:7—\2@%‘@—6)

7k, AEE-SSH 7 747 MiIEZH N COBREHRELIT, BETELHZLELET,
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B) 1 —H D&
H— AT, BEERN S, EEEHEE— FOEM 2~ R adduser ZfH LT, =— staff
ERAT—=REHREL, vl A ra—FT oy FEERLTLIESN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:skkskk
Retype new password:xikskx

#

(4) A—Y SO ElE
74T MITa2—Y#HT 2L LOHBELETITHEMAOSSH Y 747 Y7 Ok
R —W(UNIX %0 SSH Y 7 b Tl ssh-keygen =~ R) & HWTAERKR L F9],
FT,HHIEAR BT T4 7 2 b O — AN & HEfi L £ 97(B5.5-2), A4 Tl, OpenSSH
JE D SSHv2 RSA = — W /ABR#EA FIIZHIA L £,

E 552 #{FL=1—F R (OpenSSH ) ORAE

ssh-rsa AAAAB3NzaC1yc2EA:--#&---31fPFCmbGSxask97cCWCRwhNoffs jHRnnbhE= staff@0penSSH-Client

B)arv749L—3a EE

Wi, BEMRND, JIE S L — P ARBONRE a7 4 FL—vara~vr RTA
ﬁ@yh?yF&~xMLi¢ﬁ,:y747v~yay:vykf0mm5H@J—ﬁﬁﬁﬁ
ONBEEZEBEATTT D61, EHEO”ssh-rsa” % 7213 ssh-dss”Z B D R\ C, fTa— RE250H7
WE DT LETEERROESY ),

552 ANT51—H2EHR (OpenSSH #) OARE

ssh-rsa AAAB3NZaC1ycIEA B3 1 TPF CnbGSxaskd7cCHICRwhNoT s JHRNNSHE= stafT@0penSSH-Client a

HEEFEE . 2—VPARBICEASCSITZEBM L NWE I, FOEF 1T TAALTLIIEE N,

BT o —FAREEZERHCEE LD, BHREANS, 20747 L —varav s RT
SSH % — " ofxE L, 22—V RHEEOREFEZITVET,

[a< > FERTEHI]

R ASa<wr K
1 (config)# ip ssh
2 (config)#t ip ssh authkey staff client—0 “AAAAB3NzaCl1yc2EAAAABI

WAAATEAnvN20coFESc | fM4S598T6/ IN+ZzNpWE9q+mgpTB70AMy6n0Vhoi50vQ
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KyAwn44E4n1GrXY6dP IBOHTHkwPOBK3F6xsPwu66rpQ8CNkZdo4TiAiAqJgOR|
UZsHZWi1pcVg4eGY+R31fPFCmbGSxask97¢cCWCRwhNoffs jHRnnbhE= staff@
OpenSSH-Client”

3 (config)#t line vty 0 1

# 5.5-1 AEEBEOHRTEMRM

RERES fRER

1 SSH — " o@fEx i S ¥ £,
o —Y staff DY L 7= OpenSSH B> SSHv2 D — VAR Z P TitfT LR
Eoug, "THATANLES, ZOkK, ZOx—VFABRBOANG T v 7 A4 AR
ﬁi%ﬂ)%’f client-O & L £7,
3 AIEFE~a T T Ha—YE2 L LET,

[BRERNBNDFRT]
(config)#t show

(FRI)

line vty 0 1
!

(FHE)

ip ssh
ip ssh authkey staff client—0 “AAAAB3NzaC1yc2EAAAABIWAAAIEANnvn20coFESc|fM4S

50876/ IN+ZzNpWE9q+mgpTB70AMy6n0Vhoi 50vQKyAwn44E4n1CrXY6dP 1BIHTHkwPOBK3F6xsP
wu66rpQ8CNkZdo4TiAiAqJgOR IUZsHZWi 1pcVgdeGY+R31FPFCmbGSxask97cCWCRwhNoffs jHR

nnbhE= staff@0penSSH-Client”
!

(6) BNERERR
OpenSSH 7 74 7 > b, ARE(E(10.10.10.1)~ SSHv2 T L, = — V4 staff, = —Fi

‘ﬁu%(ld I'Sﬂ) ~—/\X7I/ x%—f]\jjbf /\Eﬂfﬁuuu utuuﬁém‘jy/l)/fgé k%—fﬁﬁum LT< 7LC
éb\o
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,— ~

5.6 SSHv1 H—/\TRRARZBELZITORE (HE1)

(1) RENBDHME

ZZTi, SSHv1 7 A7 > bTHER LIz —TFHT 05 B, 2—PAREE A E D SSH
P R G U ABREEREZ T O R EERITVE T, = — Ao REIT= 7L —va vz
<Y RTITWETR, HE1TIE, 60007747 MY, 22— ARRET 7 1 V& RKEE
~NRELTBEET, LT, Z0a—VRAREET7 s A V2oL T4 b —Ygra~xy Rk
AR, BERLET,

(2) B EERESH
SSHv1 7 54 7 kb Ry MU —27 &40 U AR~ A0 & LE (X 5.6-1),

5.6-1 SSHvl Y—/\TLABBRIMZITO5/TE (Fixl) BEE

192.168.1.1 10.10.10.1
ALEE
SSHv1 7 547+ b ER
o —H4 ¢ staff
) SSHv1/SSHv2
T —/ABASE : identity.pub H— R
o — R HE : identity
(R ESH]
ARIEEE O SSH Yr— N
cIP7T FL X 10.10.10.1
- SSHv1 & SSHv2 TRt AlRE L 35 (T 7 4 /v NEIE)
< ANBHSERRRESS T 2T %
- SSHv1 O = — W /ABHSEA B ET 5
SSHvli 7 747k
cIP7 LA 192.168.1.1
07 A DI DIER
ca—HE staff
« 22— ARAEE  identity.pub Z—YERST (7 T4 T MUTTOVER
- 2—PRE R identity L, ABHSEREREICM 2 D X 912887 D)

¥, AKIEE-SSH 7 747 FMEIEH O UOBERELZITY, BETELZEELET,
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B) 1 —Y D&

P — MU, FHERRN S, WEE AT — FOEN 2~ K adduser 2/l L C, = — staff
LXAT — R&R EL m74/n~#7ﬁ¢/b%ﬁﬁbf<téw
> enable

# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:skkskk

Retype new password:xikskx

#

(4) A —Y 2R DERE
74T Ml Ca—Y@T 200 UOHELET[THEHOSSHZ 747 MV 7 FO#t
Y — /W(UNIX % ® SSH Y 7 | Tld ssh-keygen 2~ > R) & W AR L F91, A%EE T, 5.1
SSHY — _RDHEARRE (m—H A/ 2T — RFRGE) | @O SSH HARE 24T\, AEED SSH ¥ —
NIZTTA T MBI/ AT — REEGECHER ARRICEELE7,
5.1 D EH
(config)# ip ssh
(config)#t line vty 0 1

T4 T v hnD sftp TAREE I —AB#E(identity. pub) 2zt LET, 85k L7-7 7 AL
TEA%EE O RAMDISK | #H#ﬁ%fé:hiﬁ‘
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10. 10. 17 s password: skkx /XA T — RIFIE $okk
sftp> put identity. pub
Uploading identity.pub to /ramdisk/ identity. pub
identity. pub 100% 335 x. xKB/s  00:00
sftp> Is
identity. pub
sftp> bye wokk  HRTESE T kkk

[Z5E]
2—HPRBFOEIRIT ftp Z/HVTHAMRETT D, BREEPTORIAFEX 2T ¢ BIFEL
KHYVEEADT, sftp 2T LazBBDOLET,

CEEEE]

fik e D RAMDISK (3 —FHR7F= U 7 T3, EEOHEHE T RAMDISK EO 7 7 A /WiTHES
NFETOTIEELTEIN,
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5.6-2 1—HARR (SSHvl ) DimX

192.168.1.1 10.10.10.1
= .
SSHv1 7 54 7+ (= Laaeett v
.t
o —H4 : staff “IIII““ —
s vl V.
LT o pan "Rt sftp Tk e

RAEEPRLERE T Identily " " "

=1 ]

G)yarI749L—3VERE
BHRNS, a7 4 S —3aravwy RTSSH — DR TEE &, o — PN
ATV ET,

[a< > FE&REH]
g & = ANJja<> R
1 (config)# ip ssh authentication publickey
2 (config)#t ip ssh authkey staff client-vl load-key-file identity. pub

% 5.6-1 AXREEORTEMN

fREES e

1 N$Tj—élv—'ﬁ-mu uﬂijﬁ‘t%/—&%ﬁ%mu nﬂ:j:_ T /j:RE L\ij—o

o —¥ staff ® SSHv1 O = —H/ABH#E%Z RAMDISK L d 7 7 A /L identity.pub 2> & i
BIAHET, ZOFE, ZOBOLFIA VT v 7 AL ARE LT % client-vl & LET,
a7 47—y a AE— P RARBONENHESNET,

[BRERNBNDFERR]
(config)# show
(H%)
line vty 0 1
!
(F)
ip ssh
ip ssh authentication publickey
ip ssh authkey staff client-vl “1024 37 14753365671206614340722622503227471
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488584646058757413792657714062860262022048080660008981848330075763414120857
430120172783332559260875039381063898420664060139755230530445055276990489235
552759012722012836123616490604038394743786667568819263434987971358724526026

9318415240487576907318347950529423020990314131397 staff@client”
!

(6) ENERERR
SSHv1 7 74 7 v hdab, AREEE(10.10.10. D~ L, = —H4 staff, i #Gdentity) 2/ 32
T —XE AL T, AREERRECHRIESNR 7 A v TEXHZ EAMR LTI,
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5.7 SSHv1 4 —/\TRFBIELZEZITOIHRE (FiE2)

(1) RENBDHME

2T, ABEEEIEEIT O 720IZ, SSHvl 7 A T v P TER LIz —FEST Do b, 2—
ARG Z ARG D SSH — "~k LET, 2 —FAREEOREITa L 7 7L —varavy
RTITWETA, Hik2 TlE, =2—FAMEE7 7 A VORNEFEay 747 —varyavy RCH
AL, BHEBHELET,

(2) B EERESH
SSH 7 A7 hinbRy NU—2 %240 U CARER ~ T AR5k e LE (4 5.7-1),

B 5.7-1 SSHvl 4—/N\TLARBBIAZTOIRE (Fk2) HEEE

192.168.1.1 10.10.10.1
- | i
SSHv1 7 547 > b *ry kD=2
= staft _ SSHv1/SSHv2
= —/ABA#E : identity.pub (ERZES =
o — R HE : identity
(R EEH]
AL SSH H— N
cIP7 FL R 10.10.10.1
- SSHv1 & SSHv2 CHHiirlaE & T2 (7 7 4 /L MENME)
c NBRESRRES S AT S
- SSHv1 = — /A% HE T 5
SSHvl 7 747 b
cIP7 FL XA 192.168.1.1
07 A DT OER
ca—H4 staff
« 2 —W/NERfE  identity.pub Z—WHEST (7 T4 T MATTOVER
s — YRR identity L, ABSRRGEICHE 2 5 K 91087 %)

7k, AEE-SSH 7 747 MiIEZH N COBREHRELZIT, BETEL5ZLELET,
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(3) A —HY D&%
H— AT, BHUERN D, EEEEEE— FOEM 2~ K adduser 2 LT, =—¥ staff
ERAT—REREL, vl A a—HFT o PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:ssiksorx
Retype new password:kkkkkrx
#

(4) 1 —H RO EE

U GAT v MG FRET &b b LT LET [ SHEMO SSH 2 4 72 b V7 ks
Ay —W(UNIX 52D SSH ¥ 7 kTl ssh-keygen =2~ > R)ZHWTAERKRL ET ],

9, BHEAK ETZ T4 7 v b SSHv1 o — AN % Ml L £ 97(X 5.7-2),

5.7-2 #fFLI-1—Y2\BR (SSHv1R) ODRE

1024 37 14753365671206---i%---18415240487576907318347950529423020990314131397 staff@client

G)yarrq4gL—a EE

WIZ, BRI D, HIFEHEHE L2 —FRREORNREa 7 47 L—v a2 avw RTA
H( Iy R T RR—=ZX N LETH, ar 747 Lb—3aravwy RTSSHvl O —HABgEON
KEBEBEANTIHAIE, WiTa—F2E8020nLocLET,

CEEEE]
2= HPRRFAFICEARYITEZBMLRNE DI, ZOEE LT TALLTIESN,

BT o —VARELZEF CEELEL, FHIERNS, a7 47—y ara~vw KT
SSH H— _DiERE L, 22—V ARBOREEITVET,

[3< 2 FEREH]

B ISEESA
1 (config)# ip ssh
2 (config)# ip ssh authentication publickey
3 (config)#t ip ssh authkey staff client-vl “1024 37 147533656712

0661434072262250322747148858464605875741379265771406286026202
2048080660008981848330075763414120857430120172783332559260875
0393810638984206640601397552305304450552769904892355527590127
2201283612361649060403839474378666756881926343498797135872452
60269318415240487576907318347950529423020990314131397 staff@c
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lient”
4 (config)# line vty 0 1

% 5.7 1 XREEORTEMN

fRERES i

1 SSH - — " OEifEZ Bl S £,

FFAT Y % a2 —VPRRE S A SNBSS T L LE T

3 o— staff OYEfiF L 7= SSHvl O —WRABEZ RFT CEATLARWE D12, " THAT
AN LET, 208, ZOoa—FABRBOLRIL VT v 7 A4 .@ifi%ﬂ)% client-v1
L LET,

4 A~ A D= a2 L LET,

[BREABDFEK ]
(config)# show
(FRI)
[ine vty 0 1
|
(Hm%)
ip ssh
ip ssh authentication publickey
ip ssh authkey staff client-vl “1024 37 14753365671206614340722622503227471
488584646058757413792657714062860262022048080660008981848330075763414120857
430120172783332559260875039381063898420664060139755230530445055276990489235
552759012722012836123616490604038394743786667568819263434987971358724526026

9318415240487576907318347950529423020990314131397 staff@client”
!

(6) BN1EHERR

SSHvl1 7 747> k , AEEE(10.10.10.1)~ SSHv1 THEft L, < —W4 staff, = — VR
fﬁ(ldentlty) \—/\17]/“_X%A7‘7 L/T /Aﬁ?ﬁfﬁmun muniEéﬂ‘ja/]’ /T%é &%Eﬁu LT<7E
éb\o
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Rt

REXKE

I:||||

58 SSHHY—/\DOEEES7IIL T XLEED

(1) RENBDHME

SSH O 5il(E Ciddbmdnr 5 & A v v — Vit a— FAHAWS £, KEED SSH ¥—
SBERE D i@ 5(Cipher) & A v — URGEa— FIMAQOIL, BHEOFEEDO T LI XL %P R
—hFLTWET,

T, YR—FLTWBREHEOT NI XLAOFT, EHTLHT LI XLAOREEELTLL
4, FHTEZT AT X NFarT 4 S —varav  RTRELET, (b7 dy X
AFEENX SSHv2 TOY AR — F T3, SSHvl TIXEETT,)

(2) BRE & REEY
SSHV2 7 FA 7 > Rinb Xy U —7 2 fr L CAREEA~BE T 2 e LET (X 5.81),

5.8-1 SSHv2 4—/\OEES7)ILI) XLEEOHRELTE EEE

= )
SSHv2 2 54 7+ k *vkI9—=9

SSHv2

P—

FRETAsTLITY XA
HEmEERE 5 aes128-cbe & 3des
MAC : hmac-shal & hmac-md5

(R EEH]
AdEE D SSH H-— /3
« Cipher(Lim#mhs 75)1% aes128-cbe & 3des Z i 4 5
- MACGHyt—y" 38 uft:! })IZ hmac-shal & hmac-md5 2945

¥, KIEE-SSH 7 747 FMEIEH O LOBERELITY, BETELZLELET,

F72, TH U MERRSS/R AU — REEGE(ABI#EEGE » SSHv2 U — 3B EIT 4 Tz T(6.1%E, 5.2
= 53EBM)L, SSHv2 T/ IA4 T hbu sl Ao TEH L LET,
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B)arvI45L—> 3 URE
a7 40—y gravwy RCTATY RAOREEE)ZITVET,

[a< > FE&REHI]
iR AHa<wr R
1 (config)#t ip ssh ciphers aes128-cbc 3des
2 (config)# ip ssh macs hmac—shal hmac-md5

& 5.8-1 FEEDXEMRN

fRERES R
1 SSH H— "o d@migis =7 13U XA E LT aesl28-cbe & 3des 27 & A — ML E
7,
2 SSHH#— R0 A vE—TiFa— K73 XA L LT hmace-shal & hmac-md5 72
JEYPR—FLET,

[BREANBDFEKT]
(config)# show
(FRI)
ip ssh
ip ssh ciphers aes128-cbc 3des

ip ssh macs hmac-shal hmac—md5
I

(11%)

(4) EnEREER

SSHv2 7 7 A 7 > kT aesl128-cbc ¥ 721 3des, hmac-shal £72iZ hmac-md5 ZH NI L T,
ARIEE~ SSHv2 THiFE L, + DRI S 50 aes128-cbe £7-1% 3des TH D Z &, MAC A0
hmac-shal F72iX hmacmds THD I L ZERL T 72XV,
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5.9 RADIUS FRSFEE#E L= SSH H—/\DERTE

(1) XERNBEDME

SSH ZFIH L TAREEIZr 74 T 2D/ AT — FRGEL RADIUS $— /S CTHEHET 5 2 &3
TE X7,

Z 2T, RADIUS PRE & B —J )N AT — REEREZ A U725 0) SSH 4j-~/\0) ﬁﬁ]%ﬂ“
L %9, RADIUS EREICMEN T2 — % 1 6F5E L, RADIUS GBAEIZKRM L2y IALEE
WL —UVRREEIT ) KO ICREL £ T, £/, RADIUS #filFhE L TH A AT'? R 2
BaRELET,

2) BRI EEZEEE
SSHZ AT v bbb Xy NU—7 20 LTAREB A~ 28k e LET(X 5.9-1),
5.9-1 RADIUS FREE & & #E L 1= SSH H—/ DT EE

192.168.1.1 10.10.10.1 100.0.0.1

= . ame

[

SSHZ 247> b
2 —H4 : staff J SSHv1/SSHv2

P T A S e RADIUS #— <

[ERE&H]
AdEE D SSH H—
-IPT7 RL A 10.10.10.1
- SSHv1 & SSHv2 THisirlgEL 95 (7 7 4 /L NEIE)
cNBRSEREAEA L, AU — REGELHF TS (57 40 FEE)
- RADIUS FEiE {7 %
SSH 7 47 b
-IP7 RL A 192.168.1.1
RADIUS #—
-IPT7 RL A 100.0.0.1
- Hhs(key) “RADIUSKEY”
0 vA D DER
s —YL staff
c AT — K Sededededede
Minks, AMEE—-SSH 7 74 7> b, AR%EE—RADIUS Y— [MixdH 50 CO@ERTE 21T,
WETEHZELELET,
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(3) A —H D&%
PR B, EEEHET— NOEMH =2~ N adduser Z{#H LT, ==—W gtaff & 32U —

R &R E

L, alAra—H7h7 s hE2ERLTLSEE N, THAT Y MIIRAT— ROREE

7o TLZEVY, SSH TITFRREFFICANA T — RE2HIET 5L, m /A TEEHEA,

> enable

# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:fkkskk

Retype new password:kkkkkrx

#

@4)ar749L—23a3 E&E
BHEGANS, 2T 4 T b—vara~vy RTSSH Y7 9472 MIxT 2V E— 7 72 RAFF

AERTE &,

SSH — " #ESEARTEELITVET,

(2% KA

i ANha<wo R
1 (config)# ip ssh
2 (config)#t line vty 0 1
3 (config)# aaa authentication login default group radius local
4 (config)# radius—server host 100.0.0.1 key “RADIUSKEY”
5 (config)# radius—server timeout 2

# 591 XREEORTEME

R ES R
1 SSH H— " OEEA i S F 7,
2 AEEE~a A T ha—PHE 2L LET,
3 i3 2% v 74 L R8RE A RADIUS #2GER L OV — W VEBREICRE L 9,
4 RADIUS ZEEICE T 2 — Ok A M LA 2T L1,
5 RADIUS h— ML DINEX A LT 7 M % 2 IR E L E T,

[BRERBRDRT]

(config)# show
(FRI)
aaa authentication login default group radius local
!
(FHE)
radius—-server timeout 2
radius—server host radius—serverl key “RADIUSKEY”
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(11%)

[ine vty 0 1
|

(FHE)
ip ssh
!

()

(5) ENERERR
SSH 7 7 A4 7 hinb, AREEE(10.10.10. D)~ L, =—H4 staff & RADIUS $—/3 Eox
AT — R CRASNT I A L TEDZ L EMBLTIES W,

CEEEE]

RADIUS $— NinbDIREZ A LT 7 FMREHIZ R Y P =7 REICEDOETHEL TIZI W,
FEFALT U MBRBELIELGEDOY FIARIBOREBEET LI LNRTEET, sFLE =
YI4T—=varav sy b7y LA nr A rtda )7 4L RADIUS) 22 L T7ES
Wy,
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510 SSHv2 —/\HEREFITZENEF1) T4 Z2HD

(1) RENBDHME

ASEE X, EEOEMREF D0, TELNET(TCP A— &5 23) « FTP(TCP ~— h& 5 21)
DEF— NHEREZ TR — M L TWVWET, 26D —HiEldar 7 47— a MK VEHT
X AT S TWNABZLERnH Y F7,

T, ERoV— A ST SSH r— S BERETE U A L, B o T EAE AT
IREZ LET, SSH V— NaEIL, TELNET <° FTP & RZOiEREHEEELZ AR — N LTV E
TDT, SSH H— \ERE COEREBICBITL, RERV— A EIET5 2 L a#o L ET,
F7z, SSHY—#igidEX=V 7T s OEWSSHv2 2 &AL £,

SHIZT7 7RV A MEEAHL, #HCEL2ERmROHIREZITWVET,

2) BRI EEZEEE
BHEHmMANO XY T —27 0 U CAEE BT oM s LET(X 5.10-1),

5.10-1 SSHv2 H—/ BT Z#FEI\V X T 2B D EEE

192.168.1.1 10.10.10.1 RS
Password ’
@ﬂﬁﬁﬁ /| a. telnet
1 (e
v k=%
—SHE
SSHv2 721F »iE M 28] v %z@
192.168.1.1 10.10.10.1 S

= () ssiwe |

FoFI—5 \ﬁ\
PR iR
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[ERE&H]

AEEE DY —N

- SSHv2 721 4 %
- telnet, ftp BEREZ LA L722
X w MU —27 192.168.1.0/24 OURERNSIZNTOT 7 B A AT 5,

Bk, AREE-SSH 7 747~ MIZHHNCOBERELITY, BETEHZLELET,

@)arvrq4L—a iR

arv 74—y aravy RTSSH —Bfe L v AT DEBEBEROBTET) 2TV ET,

[a< Y FEREH]

i AJja<wr R
1 (config)# ip ssh
2 (config)# ip ssh version 2
3 (config)# no ftp-server
4 (config)#t ip access—list standard REMOTE

(config-std-nacl)# permit 192.168.1.0 0.0.0. 255
(config-std-nacl)# exit
5 (config)# ipv6 access—|ist REMOTE6
(config-ipv6-acl)# deny ipv6 any any
(config-ipv6-acl)# exit
(config)#t line vty 0 1
(config-line)# transport input ssh
(config-line)# ip access—group REMOTE in
(config-line)# ipv6 access—class REMOTE6 in
(config-line)tt exit

© 00 N>

% 5.10-1 AREBORTEME

RRES fRER
1 SSH — O#EZBRIh ST E T,
2 SSH H— 1R 7a har"—g v 270 R—FLET,
3 FTP y— Mz LET, (F74/0 FRE)
4 AMEE A~ T A U EFAT D) T— MNEABAKDT KL A 192.168.1.0124 T 7 & A

URANEMERRL ET,

a

IPv6 7 L ZAD Y E— MEMWKNO OB A 2GS 27 78 A A MEERL
iTO

AEEFE~a A T Ha—VEE2 & LET,

UE— MEMmHAK2S SSH 7'v ha V27 7B X &7 LET,

192.168.1.0/24 ® V) & — FEMAMKRIZT T 7 v A2 LE9,

Nejl No ol EN | Nop)

IPv6 7 FL AD U E— MNERHWENOLDT 7 2 AEHER LET,
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% 5.10-2 AEEBEORTEMER

RRES fRER
1 SSH H— O EfE % Btk S & F 9,
2 SSH#+— "7 har"—Jg 0 2P R— M LET,
3 FTP y— Mz LET, (F740 FRE)
4 A~ A U ERHFAT D) ET— MEARAKDT FL A 192.168.1.0124 O7T 7 & A
URANEMERRLET,
5 ARIEFE A~ A ot Ha—VEE 2L LET,
6 UEe— MEHBARNLS SSH 7o ha Lz 7 7 A2 LET,
7 192.168.1.0/24 ® V& — MEMGKRIZ T T 7 B A ZHF AT LE T,
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[BRERNBNDFET]
(config)# show
(H )
line vty 0 1

transport input ssh
ip access—-group REMOTE in
ipv6 access—class REMOTE6 in
!
(%)
ip ssh
ip ssh version 2
!
(%)
ip access—|ist standard REMOTE
10 permit 192.168.1.0 0.0.0. 255
!
ipv6 access—|ist REMOTE6

10 deny ipv6 any any
!

(%)

(4) BNERERR
SSHv2 7 A7 RO ARBEEAEH TEDHZ 2R LTLSEIY, £72, ftp, telnet X
192.168.1.0/24 LIS+ @ SSH MK GHEE TE NI 2R L TS 3 W0,
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f

1774 Fim

6. SSHY—/\ERa<Y > FORALA F

ARETILSSH b —"DEHa~ > ROl Z2 R LET,
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6.1 SSHHY—/\OOT %R - EHET S

(1) #=&E

SSH —on 7 Zgd+ 252 LN T&EEd, SSH b —m7i2id, SSH—NiZe /A L
oA —YHRRLORFICHM L2 — ‘H‘pm\nE@@*Efﬁ ENFRENET, 2= u s A TERN
iiF > SSH - —/MAl T OARRE DI 1T MHET,

2%, SSH ¥— 0w 73R E @‘i)ﬁ’%@]o 0, HE#SE LY TLEEEINET,

(2) ¥R A
ARIEET SSH o JERa -~ RE AT LET,

> show ssh logging

Date 20XX/09/19 19:32:59 UTC
(" 20XX/09/19 19:32:48 sshd Closing connection to 192.168. 10. 100.
20XX/09/19 19:32:48 sshd Disconnecting: Too many authentication failures for staffi.
20XX/09/19 19:32:48 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174.
(7)< 20XX/09/19 19:32:46 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:45 sshd Failed password for staffil from 192.168.10.100 port 2174.
20XX/09/19 19:32:36 sshd Sent 768 bit server key and 1024 bit host key.
20XX/09/19 19:32:36 sshd RSA key generation complete.
20XX/09/19 19:32:35 sshd Generating 768 bit RSA key.
\ 20XX/09/19 19:32:35 sshd Client protocol version 1.5; client software version TTSSH/2.45.
(20XX/09/19 19:32:35 sshd Connection from 192.168. 10. 100 port 2174.
20XX/09/19 19:31:30 sshd Entering interactive session for SSH2.
20XX/09/19 19:31:30 sshd Accepted publickey for staffl from 192.168. 10. 100 port 2173 ssh2.
20XX/09/19 19:31:30 sshd Found matching DSA key: 16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:c0.
(4))< 20XX/09/19 19:31:30 sshd Failed none for staffl from 192.168.10. 100 port 2173 ssh2.

20XX/09/19 19:31:23 sshd kex: server->client aes256-cbc hmac-shal.

20XX/09/19 19:31:22 sshd kex: client->server aes256-cbc hmac-shal.

20XX/09/19 19:31:22 sshd Client protocol version 2.0; client software version TTSSH/2. 45.
\20XX/09/19 19:31:22 sshd Connection from 192.168. 10. 100 port 2173.

>
27 RRTRO L DN EICRRINET,

(7)) SSHv1(protocol version 1.5) T — staffl A3 192.168.10.100 DB L
INAT — REBFEZRIA L 722 E bbb *9,
() SSHv2 T=— staffl 2% 192.168.10.100 7> 5 5 L
/\Fiﬂ%um\uIE(DSA)T aJA LTI ERDNY ET,
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(3) FEE1E

ATV EMNODRA =Y EFIRT D0 7T, EL T ASCIT SCFLSMA A
FETFIR E) DY, ASCI £/RAIRER LTI a— FEM SN TRRLET,

725, ASCIL XFTET— A v —Va%ENTH7 747 v M TR ZE 0,

4) BEAE
LEEHET— RO SSH n /#HEa~r R AT LET,

> enable -
# clear ssh logging HEOMHR T, v

Would you wish to CLEAR the SSH server's log? (y/n): y 4 EASTILET,

Clear Gomplete.

#
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6.2 SSHHYH—/\OHRRX FARBOWERET S

(1) =

SSH 7 747 b3 SSH — "% fERTE 5 L 01T, K% O SSH — N[ TR 5K A MEST
KEELT%%@%L&T(I%mﬁﬁ_ir7fwh@fx NEAST BRESNTWET, EH
z1< > K set ssh hostkey (C LB A MEST OEF 2@ BEID L E7),

SSH 7 74 7 v MAITIL, SSH — NIZHID THEfe 3 D0, AR A MABSEN T 56,
Z OH—/3D Fingerprint DFERZIT 9 K 0 B - KRR A v E—UNERINET, ORI,
B 50 U OO — 30 Fingerprint (F 721X A NARSE) 2 AT L T, HEpiRFlc B ik
BT TRV e MTAET,

ARz~ FTiE, SSHv1/SSHv2 D7 A MARASE & % @ Fingerprint OfEFEA AIBE T,

(2) FERAE
< RTARA FABREORREZITVET,
> show ssh hostkey

Date 20XX/09/11 09:32:06 UTC

*xpkrkk SSHY1 Hostkey skokksokorsk

1024 65537 1126766708272222796137628981474157208112598207412866585579995541101062647023113
943120729117808345272300056975789401190169610484301410980604870962889893279169871308556619
653902343314040484345625244656741164451968702730151969974584171941799596068373366303944657
05358354562069439020403567624278556712546554491863

Fingerprint for key:
xifik—kigez-mogot-zysom-pidyg—kutop—holam-rudib-negof-Iilyk—lyxax
Fingerprint (HEX) for key:
7a:79:¢c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04

*xpkkkk SSHY2 Hostkey skkksokkk

MIHxMIGpBgcahk jOOAQBMIGAAKEA/UNXOgmhyXWRcOBZLun6hspiuS/Q/N/KuOstYrD5kQr7vTcNrCNZDYDnCVFfrC
6/xyBQGPOThUBpRUc7eoJoMwIVAOLUU3B5C IDwieTcsYamu517ABBXAKEAgTTPLQcVXAi gk TowSvA/tVyXwCPovs3n
BBK8SInFW+ZzGm9IoR2Rccrbfu In0AkaoUVmacGBxvD+z9ghhHg i N jONDAAJAeBvdcIgYE | y7EU I Obb1KxTGe9 7hxdM
31vhdnzGkgrz | yEhf2+d1V756A0mArKvnka1MK | aF j4vxnggGVypRfng==

Fingerprint for key:

xemos—t ibod-rukys-zekos—puve |-nufet-tihin-leroz-cufis-zaruc—daxox
Fingerprint (HEX) for key:
6e:3c:al:10:ab:02:7f:73:d8:aa:7e:40:d0:51:6e:8

>

AZEE D SSH H—/3Tl¥, bubblebabble £t HEX XD Fingerprint Z#A— K LT\ &
T, 7 T7A Tk —_D3HET I 5 Tl SSHvl TO Fingerprint D% 7R — MIH Y A, &
0 LZRITHHE AT O 72T SSHv2 THfit SN D Z L 2 BEID W LET,
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6.3 SSHY—/\DKRRX FERTDEEZT S

(1) BEERABTDHE

SSH 7 A4 7 F2SSH —REfR TE 5 X 91T, %4 D SSH B — NI E/AR DK A MERT
AR L TOHOLERLET, THHARHIIET 740 hOKRA MERTRREINTNET, EH
2% K set ssh hostkey IZ L DR A MMEXTOERLZBRI BEID LET, —EEFEEmT L,
BHREFOVLEIH Y FHA,

AEREIX SSH — " OEHFRO LT 72 &, A L OB THR A MEST 288 LI WGEITAT
WET,

(2) B &R EEHE
AREEE D SSH — %, SSHvl DA A MMg~R7 & SSHv2 DR A MERTIZAEER L THhHIEH
LE9(X 6.3-1),

6.3-1 SSH Y —/\DRRX FBERT7ZERE #ERE

AAGE
SSHv1 & A bk SSHv1 & & b
INPHGEST NBRGE~T
SSHv2 &2 | 288 | SSHv2 &~ A b
INBREEST ABREE~T

SSHv1/SSHv2 H—/3
(B &t ]

A2LE D SSH #—3
- SSHv1 7R A FERT, SSHv2 R A MENT AR LEELE L ET,
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(B) BRIV F&RE

HEEHEET— NOEH a2~ NTHRA MESXT OEEEZITONET,
» enable EHOHBTT. y
# set ssh hostkey AN LET,

WARNING! ! )4¢f:f’”’/,

Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): y

*+x Changing the SSHv1 Hostkey, Please wait a minute *#x

Generating public/private rsal key.

The key fingerprint is:
ee:c7:94:9e:fc:11:0d:6d:c0:e7:f8:5b:9e:ed:c0:b6 1024-bit rsal hostkey

*xx Changing the SSHv2 Hostkey, Please wait a minute skx

Generating public/private dsa key.

The key fingerprint is:
8d:2f:48:95:94:¢6:2d:d1:8b:3d:98:7a:21:ba:79:9f 1024-bit dsa hostkey

Your identification has been saved.
The Hostkeys (SSHv1 and SSHv2) were generated Completely.
Please execute the reload command,
because the new hostkeys becomes effective after reboot.

#

ERUTARA MERT X, REBEBOHEHZICAE RV EF, EHa~ Nreload TAREEZ
BB L T2 &0,

MC #EH®— FHeRefE HIGIX, @M =~ N update mc—configuration TMCIZY 7 ho =7
BLOUEEE RS —HE CIRERIC, Ef o~ Freload #FETLTLE &,

Yok vFravya = JEiEE 4 HRIL, AX-Network-Manager TY 7 b7 = 7 8 XU E
L —FECIRIERIZ, EHa~y Freload #E4TLTL XV,

(4) BNEREER

AMEE & FE BN, SSH — D7k A MABISEMERS =~ > | (show ssh hostkey) % FE17(6.2% %
ZH)L, FAMAB#ENEEIN TV I LE2MEERLTEIY, (FA MERIIEX =2V 7+
OEE L, ARHZLIFTEERAL)

F72, SSH 7 747 kb, A¥EE~SSHvl b L< 1L SSHv2 TR L, HA NABHSENE
FEINTWDLZEEMRLTLITEIN,

P— OB A MERT FEE LA, 7 AT MITTHHREIC 2 Ok A R ABRBAEE S
NFSDEERERINET, 79T ha—Fioik, BELFAR FABBEIZZO
Fingerprint 3@ L, =—# Dk bAREET — 2 R—ADEH (FFIFEHEOKR) £175ThH
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59X LTLEENY, (P TA4 T M THRAMNARET —F RX—2DOEFE - KB EIT D ITIEIL,
KIITAT UMDY =a2T AR T I N Y a— e TEWIEEN,)
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6.4 SSHHY—/\DHKERX MERTERE-EXTTH

(1) BE

SSH 7 747> b2 SSH h—REZMRTE 5L 91T, %% D SSH h— N [TERAR DK A FERT
WCEFLTCHOEM LET (THHMFIET 740 FOKR A MEST RRES N TWET, EH
< K set ssh hostkey (2 X B A MERT OEF 258 BEIO LE9),

AREREIX SSH Y — " OAE@E fEE & 72 13K 72 &, SO TR A MEST 2R (7 -1Er L
7= WA ITITWE T,

) REF - BEnAE

AREEE D SSH +— 1%, SSHvl DR A hgERT & SSHv2 DR A T TEH L E T2, £
7 1o hkicly, UTFTOFERHY £,

NI TS UART

- MC iEHE— FHnE

s oyFrueya = THERE

@ NyHOTF7yvT-YRLT
KRIEEBICRELIZHRA MNET 2R I T o7 7 A E L TR - BEx &, (X 6.4-1)
70k, SSH ICEAT A MUIMIRAFxt G L 7e D3 EERIX, T2 74 7L —2 354 K Vol
EBIERONy 7T v« URARNT | BB LTLIIE S0,

E 6.4-1 SSHY—/\DOHRRX FMER7EE - Ex #2H

SSHv2 A8 A |
NBHASEAT

Y~ "
BT

Z <:| C %713 ftp H—

AALE
| ssHvI Rz R | RAE
i /Aﬁfﬁfﬁ’\OT : 2N > 77 > 7°
E L~ i %

i
SSHy1/SSHv2 H— /< FARAA

RIFITER 2~ > K backup, EidiEHA 2~ Rrestore A LET, CHHEHa~ KD
MY BEHa~v Y RL7 7 LX) 22U TLIEIN,
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(b) MCERE— F#aE

MC E#EHE— FHERE TR R MENT 2 FedEE R Ha MC IZRFL, MC/rbEITTE £,

MC #HE— FEOEMIL, 270 7L —va B A K Vol.1 MC #HE— FiiEl 2%
LTS 7ZE0,

MC #EHT— FEREITEM =~ K set mc-configuration Z&EL 7, REITEH =~ F
update mc-configuration, HICIIRAF L7 MC A L CALEEL LENTHZ & TAIRETT, A A
MNEST ZEE LIGAE, BEEFEST5a0EH 2~ R update mc-configuration T MC
WY 7 My 2T BIOEBEFHRE —FETCRAFELTLEZESN, ZThb@EHa~ > ROFEMIT NEH=
YRV T 7 LA ZBRLTIEZEN,

(c) o4 wyFTOES 3= ke

YurXyFrabeya =2 JHEETRA MNiET & TedkE % AX-Network-Manager [Zf#%
f£L, AX-Network-Manager /5T T& 97,

YrdyFrueya = JBEORME, a7 07—y ar A4 K Voll ErXyFr
nbBYa = HRE] %, AX-Network-Manager ®##ffilZ, AX-Network-Manager O~ = =7 /L
EZBLTL I,

AHEED Y 7 F =T L HEEERIL AX-Network-Manager CEHIIIC NNy 77 v 7 L TCWET,

TryFrueya o VISR 2 ES) Lz & XIZE/EL, AX-Network-Manager 75
Ry I T T 77 ANERSELT, EEERZETLET,

WA NREST ZER LG EE, EEAZFEST SA1C AX-Network-Manager TY 7 FU =7
BLOEEFEHREY —FECTHRFEL T EEN,

(3) EN1EHERR

LEEROE LT 5E, BEMICEENHEB LET, Z0L ZWEN—RIIZHE L E
7, HEEFEEI%, SSH — 0K X NAREEZR 2~ K (show ssh hostkey) #3T7L, KA
FABIEENE TENTWD Z L ZHERLTLEE, (KRR MIBE#EIIEX 2V T 0 0HAE L D
ZEIFETEERAL)

F72, SSH 7 747 "inb, A¥EE~ SSHvl F721% SSHv2 TR L, & A MAFEENET
SNTNRNZ EZfERL TS E SN,
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7. ST a—hk

BT SSH BEREN IEFICENVE LoV, EI08ERH 2V E o7z B
FTIREE LTS E ORI EEZFHIALE T,
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7.1 HMEBHMSAEBIZRN L TSSH TEHETELZL

s SSH 7 74 7 o h B ARIEEIZ% LT ssh, sftp TR TEXR2WEEAIZITIUL TOFIETHE
BLTLTEEN,

711 ) E— MEGBRROMEILIZHEET S

AAEIE & PR AR O E RS SN TE TR WHEEE DN ®H W 4, ping a~ > REMA LT
WEHEHS 2 RS L <72 &0,

712 KREBD)VE— L7 R$HEZERT S

AEEOVE— T 7 BAGIENC L VR TERWATRENRH D £3, ITE2 THERIIEIN,

s a4 —YaravwyRip ssh e line vty ZRELTWA Z L,

s a7 4 b —ara~vy R line vty OFEE T, transport input ZE%E L TV 555,
ZORT A= Zssh FioiFall UAZREL TV RN &,

s a4 b —varavwRline vty OB T, 727 B AU A FEIREL TODHIEA,
A &Nz IPva 7 RV AETIIIPvE 7 R ADEERNLEEF L TWVWDH I L,

I a7 47—y a A RVolll uaZ A4 rtXxa T4 OREIZSBRLTLIEEN,

711 AEBTUVE—F7IERAVI4TL—2aVEHRETD

(config)# show line
line vty 0 1 < line vty MEREZINTWNDH 1 ?

transport input ssh <« transport ZiXE L T\ 54, ssh £/21%

! all ISR ZFRIE LTV 2

713 SSHY—/\Qa> 7459 L— 3 RT3

SSH H— 2T 5 a7 4 7 L—a VS PRt ENNCHEENS T 5 L 9 i a0E, REE Tk
LT SSH THft CE £H A,
» KIEREIZ SSH — 2T 5 a0 7 4V L—3 g UINRBREDES
v AREEEO SSH — O E L, MEEEDO SSH 7 4 7 2 MUORE CrdiE F 2 E3—% L
RWNGA
» EHA o~ K format flush NEITENT,SSH 4 — NI+t 2a0 7 0 7L —2 g URHEES
NTLE-25E
ay 7 47 b—3 302 SSH —R"OERNVE LS RESN TV IR LTL &, SSH
oV T4 T b—varavwy ROFEMIOWTIT [5.8SSHY — EREDOBRENA K] & 8.7
4 7 b—var] E2RLTITEIN,
idE@ED SSH 7 9 A4 7 FOREICHOWTE, THHADSSH 7 9470 hO~==2T LVEER
LTL &N,
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g 711 KEBOOIVI745L—>3 > THET S SSH —/ (&

HE SSH=a 747 L—vayr N
FXETH H
1 |SSHfEH - REEHZ 77 SSH i ] - REEHAZFRE L ET,
2 SSH u farnR—yg v SSH 7o ba =Yg 1 £ 2 2B ELET,
3 | WAk INBHBERRGE, NAU— RIBGEEZRTE L E T,
4 | KK Homgns S AR E LET,
5 MAC MAC FRAZHELET,
6 | =—V/ARRSE o —FNGAEEA BB L E T,

712 AEBTSSHaOYVI«4 9 L—LaVvEkETS

(config)# show

(HF %)
ip ssh < ipssh WRESNTNEN?
ip ssh version 2 < SSH 1 faA"— g UIFIE LN ?
ip ssh authentication password < SHEEHANTIE LV ?
ip ssh ciphers aes128-chc < e Bb 2 IE L ?
(ip_ssh_macs hmac-shal = <4—————————— MAC HRUTIE LA 2
i!p ssh authkey staffl keyl “XXXXXX” i INBBREREE L, o A B S
1ip ssh authkey staffl key2 “xxxxxx ) ELSEGEEN TS M
M L ;
(FF %)
(config)#
714 AEEBICEHFLELI—YFARBAELLERT S

ARIEEICABEREE TR 71 T 5881, AEEOa L T4 L —2 g I LTZ—FRA
BHEENARBICIE LW TH D202 H ) —EEERL T X,

B 713 AEETLI—YAMAREERT S

(config)#t show

(FRI)

ip ssh ELWa—H4 T, 1IELWARRSE
! . . NoL— S, ANINEEE
:p ssh authkey staffl keyl “xxxxxx PIEE XN TLNB DD

(Hm%)

(config)tt
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715 KXKEEITTHIY CHEET HHFERT D

AEBEIZHFEL2WT AT FTiEa—IAGRRETr 7 4 CE £ A, SSH Tr—h Vil %
L TAREEICR A T&DT 7 ML, EH 3~ K show users T [*local(users)] 123
IRENDL—FETFTTT, TH T2 MIUINAT = ROBREEIT> TL IV, SSH TIIFRAERFIC
AT — REBEWTDHE, vl A TEERA,

71-4 XEBTOIL—YFT7HV 2 FHEEH]

> show users

(H )
* |ocal (users)
No Name Password
1" operator Ak « SSH T 52— 4 3 F(E L
2 admin Hoolok TS )?
3 user not set
()
>

716 BJA A—YHEHERT D

AIEE IO A o TELRRL—VEEBZ oA L ENUTOR 7R TTORNNEEN=
~ K show logging THERR L CL 72 &\, §Efliix 2> 74 L—va A KVoll oA &
Fa VT 4 ORE] ZBML TS,

B 7.1-5 FXEBETRAOIJAVEZEZITLSIHEEDH

> show logging

EVT 05/20 14:09:25 E3 SESSION Login refused for too many users logged in
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72 O—AINRRT—FRZEIERFOI—HEZP/IRT—FEZEhTL
F£-o1=

AEETOZ—FLZO0— I N NRAT— R ENTLES>HEITE, UTFOFIETHIGL TS
f;él/\o

(1) 4 z<|_ EEEEE—FICBB TELIL—HFRENRT—KLEHIEE
AIEF|\Z0 T A U, EEEHEAT— FICER L CY%aa—Y D/ AU — RDOZH (password =
<?>/I¢), B L IFHI (clear password =~ R) Z4TWET,

B 7.2-1 2—HDNRRAT—FKZZLHE

# password staffil

Changing local password for staffl.
New password:skikork

Retype new password:ksksork

#

B 7.2-2 a1—HD/IRAT— KZHIKk

# clear password staffl
Changing local password for staffl.
Password cleared

#

Q) EEEBEE—FIIBB TESLIL—HFRENRT— KRG WNGE
ARIEEIZO T A L TEDL—FZN2WGEE, UFOFIETHIG LT ZEN,
1. AREEAHEESL, 22V —login’ N EREND £ T, [CTRL+N]F—% FIFICHT
Lt T<7EE0,
2. TDLE AR — TS AT 4T —ar 7 e ANBLINE A v a—FIERITTE
IAFENFEH A,
3. ARIEEEENRIL, v/ A 2—4 operator T/ A L TEXET,
4, a A%, a A a—PFLLENRAT— REEF LT &0,
- argA v, alf a =T/ ERRAT — ARG L TLZIN, BEIZOWTHE, 5.1
SSHY— _OEABE (m—H AR T — RWIE) | 2B LT E X0,

NAT— R (password 2 ¥ F) ZREL TS EIV, NAU— FORET 19.5EH -
PRSTHERE] 2L TS ZE W,
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5. REEEAFRE LTI,
AP =T T a7 47—y ar7r7ANVBLOER Lz A v a—FERNFEA
AENET,
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7.3 ABARZEIIEBONRIL—XEFENTLE-E

ALK LT SSH ABBERGETH 74 VT ABICANT 5827 L— X% BN T LE - 724
B, TO—VFRAMEE - BERORST ZHAT 5 2 N TEEEA, KOFIEHE> THIGL
TLEEW,

(D AEEDODSSH =2 7 4 7 L—va b a—FAREEHIRT S
AREEDSSH 2 7 4 VL —ygravw RCRATL—X2ENT LEsTa—Fpa—
ABRFEEHIBR L T 7E 30,

H 731 AEEBOSSHaYI7«445L—Yavhbari—soRREHI

(config)# show

()

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl keyl “xxxxxxxxxx”
ip ssh authkey staffl key2 “xxxxxxxxxx”
|

(%)

(config)# no ip ssh authkey staffl keyl

(config)# show

(%)

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl key2 “xxxxxxxxxx”
I

()

(2)SSH 7 74 7~ MR D = — YV #E~T ZHIR T 5

SSH 7 747 > Mg RIZTRATZ L =X EN T LE >z —F D2 — /ARG - FiB O
N7 EHIRLT, BELMRLTLIEEN, 570 T, AREREEZHEH SN2 5481F, JiH
DSSH 7 7 A4 7 2 MTTHAST ZH1ERkE, AEEOSSH=a 74—y arav s R
—PABEBFEAPCYVE L TLLFEEW, SSHay 74 /L —3 g vravwy RTO—FAREEE
J711T T5.8SHY— SHREDRET A F) & 18, av 7471 —var] ZBRLTLLEE N,
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74 SSH TEfHELEEBICHRR FABRBAZTEINTLYS
oy ()

HEL

MR

SSH it L7z & =12, IaiE LIz —NE R A MRENERDE, SSHYZ 947 Mz k- T
BEA =V ERRTDIGENHY £T,

ZHTEERH L 3 ENPARLEEICRVTEL TS AT

67\ 76%;% %??OVCZ))% SSH %‘f‘}h%’/ﬂ_")‘(< 71311\

HH Y ETOTLUTORIEICHES TH
741 AKEE

HEAOBNEDLE &M
ﬁ«lt @«H: %fi%{_\__

A NEAT
OK“%?%E%
AL, RV TELHBICH-TWDE (Fmidfhor 2
B fERMEDN H D £ O T SSH #fica FWrL, Ry MU —27BEFITEE L T EIN,
T E LOEBIMENES, HICARE
Pe LT 72E 0,

NS¢, J#E2~ K set ssh hostkey Z#H L CTEXMIZ
EEE, b LATEEMROZESZ L TORWLMABEWEDLEHE LT ZEN
FEMNHR A MEST OEF (7> TRV

BEORA NARBENPEE SN TWIEYE, LUTICiE- THF
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742 HRAMEABHLIEEINI-IHGEDHIES

SSH 7 747> kit SSHv2 7'm b a vz A LT, AR MEXT NEE I AR E D SSH
= NZERE LE T, KO RRIHERT A0, LTFOFIRIZHE - T Fingerprint (2K Y, e
LE9ELTWDHAERED SSH — " IE LW RORA N THDHZ L 2R LET,

(1) Fingerprint O AR

HHNT W, ARIEEMIZT 7 A 2 LT show ssh hostkey =t~ KT Fingerprint Z#iZ L £,
(2 y—nNEERRExy N = REATRWERR FIETHRIND EXVER2TT,)

7.41 R MBI D Fingerprint DFEATHEER

> show ssh hostkey
$rktokkk SSHYT Hostkey sktoksorskox

(ER)

srkpokkk SSHY2 Hostkey skstoksdorskox
ARIEE D SSHv2 7 A M Fingerprint

( :;:mg) /bubblebabble B
Fingerprint for key:

xovib—gahis—ninin—zurit—bokap—zerom—kodoc—pireh—begop—piIon—pexox]
Fingerprint (HEX) Tor key:
[1ci9b:58:b8:d5:1d:cf:e5:4a:38:b7:db:1e:da:14:02]

> ARIEE D SSHv2 7 A MDD Fingerprint
(HEX =0

(2) Fingerprint % 7 74 7 b = —{ll~i@%n
fe7® L7- Fingerprint # SSH 7 74 7> b —WF @M L £7, (R v U — I BAUNDZ 2T
ik TESE, FEREYE) CHmMT L& XvEeTT,)
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(3) Fingerprint Z 78 L C SSH £
7747 MAICIE, AREEEO SSH $— 32kt LT SSH ##t L 72B#I2 R~ S 415 Fingerprint
N THMENTZHDLFEUTHDZ L 2R L%, Bl £7,

7 747 MZ Lo TiX Fingerprint 28 HEX IE TR RS 115 D & bubblebabble 2 THR R
ENBLORHY 9, £/, SSHv 1 Tid Fingerprint VAR — L TWW2NHDOHY £, 77
AT MZBESTIERNTHERT DL 9L TIZEN,

743 1—H0OHRX MARBET—F2 RXR—XDEE5%HIR

THHDOSSH 7 747 Mo T, 2=V DORR MARET — &2 N— R THER STz, K%
ED SSH H— DR A MABHEA BB THIFRS T, B0 NIEENFRIND, i3
TERVWEERHY T, ZOXIRGREFETY 7 AL 2iRE - BIBR LA L T 7ES W,
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9 I45L—> 3 av Y RLo7 LURER

8. aAVI«4L—L3y

AKEIZSSHY—"Dary7 47—y aravwr RL7 57 LU ATT,
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81 avI7«44FL—>arvavrkrF—&

SSHpzv 74— aravwy F—E2»RFIRLET,

£ 811 avIr445L—>YayvavrrF—H

HE |av 74 b—vay | RIEBO~=a T
- R4FR IV D DI HIH
1 |ipssh SSH #r—"ZEjifExsE £, Bl
2 | ip ssh version SSH #—/ 30 SSH 7'1 s =L 83— | Hifl

Va VORIREITVET,
3 | ip ssh authentication | SSH ¥ — D= —WFIEH Ol | i

BREATVET

4 | ip ssh ciphers SSHv2 H— S TR B3 )5 |
DHIREITVET,

5 | ip ssh macs SSHv2 #— S TR % MAC J K | #i#
DHIREITVET,

6 | ip ssh authkey SSH 4 — /N CABISERRAEIC B 3 | BTl
B2 —FABRBEOBGEETVET,

7 transport input JE— MEFBENLASEE S 2 ha | /85 A—% ssh %

IWEMALTCOT 722 %HIB4 2 | BIMLE L,
72D L ET,
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82 aVvI744HL—L3ravwrk

8.2.1 ip ssh

AEEE~SSH CUE—"nrA 357200, SSH b —"ZEfESHET, AREL line vty
DREEITO &, T_XTO Y ET— MNEMEHAKRNS SSH 71 FaLrToOVE— 7 78R &%
5L E9, 77 BRAEHIRT 58514, line vty £— KT ip access-group, ipv6
access-class X°, transport input ZF% € L T 72 &\,

[ATA]

WHORE
ip ssh

T O HIBR

no ip ssh

[AS1E— K]
(config)

[T RA—=4]
L

[2~ FEREEOBIE]
SSH #— N3BEEL TV ERBADT, ARE~SSH T E—hr /A TEEEA,

(g ~DRE]
mL

[ER E M D S e ]
REMAEER, T ITEMICKBRESET,
[EEHEHE]
s KBREFLITTIESSH Tu /A4 o T&EEHA, linevty TR A L a—FEOBRENMLIETY,
« REREL line vty DFREEITH &, T_XTHO U £— MEMAMAKRNS SSH 70 b2 To Y £—
T 7 BREZTMTHE TR0 ET, T B AZHIRT 5551F, line vty E— R Tip
access-group, ipv6 access-class <°, transport input ZF%E L T 7Z &\,
s BN RRAT — RRGEE AT 23551%, #EA 2~ R password TR 7 A L /NATU— KD
ENLETT,
» ftho> SSH 1E#H =~ > K(ip ssh version 72 ) ZHEL TH, Ka~vy REREL TWRWEES
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(X, SSH — NFEEL TWEHEADT, KEE~SSH TUVE—hrr A TEEHA,

[(B#E =< K]
line vty
ip ssh authentication
password
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8.2.2 ip ssh version
SSH ¥ — Tl 92 SSH 7’1 b aAr"—T g VOHREI TV ET,
KBRENRNEARILSSH 71 ha"—T g 01 8 20 TSR LI LET,
[ASE]

TR O E
ip ssh version {12}

T O HIBR

no ip ssh version

A1 E— K]
(config)
[T A—%]
{112}
RKoNT A — 2B WO HIHAE
A TEEHA,
B DR E HlH

1: 7 hans"—g v 1 P EESEZTFLET,
2 Fu haln—g v 2 PTG AT LET,

[a~ Y FEREREOEIE]
SSH 7u b X—g 01 & 20 ThosEk b LT,

(g ~DRE]
mL

(R BB D X e ]

WEOv 74 rhbEMCKIEINET,
[FEZFHE]

* SSH —NZEMEI®E 572912, ip ssh & line vty DR ENHLETT,

s X UT RO DII T ha =g 2T E T A L EBED LET,
(B =~y K]

line vty
ip ssh
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8.2.3 ip ssh authentication

SSH r— "D =— ‘H_ntuuﬁﬁt@uxﬁ%??b\ij_
AdEE D SSH H— N THFA[ T % = — W F8EE 5 Ri(publickey /ABH#EFRGE, password & — 4 /L3 A
IJ‘LA HE)%* i’ Liﬁ—o

[ATA]

MO IE
ip ssh authentication { publickey | password }

T O HIBR

no ip ssh authentication

[ASE— K]
(config)

[T A—-%]

{ publickey | password }
ART A — 2 B DY HE
HIETEEEA,
fE o> HiPH
publickey : ABRSERRGEZ TFFAI LET,
password : B — B /LR A U — REEGEZIFRFAI LET,

[z FERER OB ]
o uftji#(: j:/\ﬁﬂ%wuu INAY — l\%ﬁ?ftb‘ﬁ_%’b%%ﬁf Li‘j_o

(A~ OR ]
L

(B D R BRELE]
wElOw 7 A inGEMICKBISET,

[FEZFHE]
« SSH —RZEESE 572D, ip ssh & line vty DR ENSHE T,
0—H N RAT— RRGEEFEHT 285481, EEH =~ Fpassword TR A L /RAT— KD
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%&bfﬁ_’ﬁ\s LIZ\E’C“?LO

[(B#E =< K]
line vty
ip ssh
ip ssh authkey
password
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8.2.4  ip ssh ciphers

SSHv2 — ST 2 W55 5 XOFIR 2TV E 9,
AREED SSHv2 ¥ — S THFA[§ 5 A5 7 X%, W_THRELET,

[ATA]

Pi==% EA=cd
G WO E
ip ssh ciphers <Encryption algorithm> [<Encryption algorithm> [ ... ]]

T O HIBR

no ip ssh ciphers

[ASE— K]
(config)

[RTA—#]
<Encryption algorithm>
KoNT A— 2 B WERFOF A
HIETE EEA,
I D% E i PH
UTomG AL 2BELET,

& 821 HERESAHK

HE | We R4
1 aes128-cbc
2 aes192-cbce
3 aes256-cbc
4 3des

[a~ Y FEREREOEIE]
SSHv2 $r— N CFFal4 5 HF#RF 5 7L, aes128-cbe, aes192-cbe, aes256-cbc, 3des T,

[@fE~DRE]
mL

[ A 0D I et ]
REIDOE T A P DERICKBR S E T,
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[FEEFEHE]
» SSH h—_"EZEEZE 572012, ip ssh & line vty DR ENHLETT,
» REREOAMIZER <, SSHvl TiE 8des 721 AR — k E7e D 3 (Z oo IL@Eskns 57
RIFANTEETNED LD ET)
(&=~ K]
line vty

ip ssh
ip ssh version
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8.2.5 ip ssh macs

SSHv2 % —/ S T35 MAC S ADHIRZITVE T,
AAEE D SSHv2 B — /S TFFA$ 5 MAC Hklz, WA_THELET,

[ATA]

RO E
ip ssh macs <MAC algorithm> [<MAC algorithm> [ ... ]]

53 D Yl

no ip ssh macs

[ASE— K]
(config)

[T A—-%]

<MAC algorithm>
KoNT A— 2 B WERFOF A
HIETE EEA,
fE o> HiPH
LT MAC A4 ZHEE L £,

#* 8.2-2 MAC A=

HE | MAC &4

AX26A-SOFT-004_R1

1 hmac-mdb5
2 hmac-md5-96
3 hmac—-shal
4 hmac—shal-96
[+ FERER: DEE]
SSHv2 ¥ — T4 5 MAC 5RiZ, hmac-md5, hmac-md5-96, hmac-shal, hmac-shal-96
‘(“j‘o
[ ~DEE]
L
(&% I D X B2

REIOO 7 A nbEICRKRENET,
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[(FEEEHE]
» SSH h—_"EZEEZE 572012, ip ssh & line vty DR ENHLETT,
- AREEEIL, SSHvl Tix7'm bab BESHE 20 T (AN TEETHER L7220 E9),
[(B#E =< K]
line vty

ip ssh
ip ssh version
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8.2.6  ip ssh authkey

SSH #—/ N TABHSERGEICAE 2 2 — P AR O BRI AITVE T,

NEHEEZ BT E D —PITIEERL T 10 ANETTTD, ARERLa—PFTEHNa~ R
adduser CHER N /A v a—FH L& T Hr2—W7EIFTT,

BRI T E DAMEIT 1 2 — P70 KR 10 8, 2EERKTRK 10 H T,

[AFEA]

THROFRE
ip ssh authkey <user name> <authentication key name>
{ “<publickey>" | load-key-file <file name> }

TR O HIER

no ip ssh authkey <user name> <authentication key name>

[AF1E— K]
(config)

[T A=F]

<user name>
SSH - — /FERE CABRSEZ B ek T D2 — VL EZREL £ T,
AEEFEOR T A va—PFH ERIC =Y/ ERE LI L &I, ARipa—YER0 7,
AT A — BB WO YIHIE
A TEEH A,
it 0> 3% i P
2—H4£(16 LFLLT),
1 3CFRIFET, 2 305 HURBRIIEHF T,

<authentication key name>
22— RNRAEEDA T v I ADTDIEB DL ERELE T,
BT — VI 10 EECHRBRTEET, MOBLAHPEELARVEIITHEL T ZI N,
AT A — 2 W O A E
HIETE EHEA,
I oD % E i PH
AW BT A=Ay () ATy (=) TLAXTFUF
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{”<publickey>"| load-key-file <file name> }
INPRSERRRE A AT O = — P AN E Z 58 L7,

AT A — 2 B W D P E
B TEEHE A,
1L 0D RR A i
BITNT x—h (") CHAREZ—VABRBONEEZEHEATLET,
INBHEEIT IR 900 SLFFE TATIATRE T,
F£721%, load-key-file |Z#%(} T RAMDISK L —4 N7 7 A L4 ZHE L ET,
T A NBIIT R AERETEET,
7 7 A NAITICK 64 SUFE T THRT & BRCEN AT ATRET T,
- BT E D ARG OFEE
SSHv1 JZA.» RSA ZAB# £ 7213, SECSH K DSA & RSA, OpenSSH
B> DSA & RSA AR A2 BRECTE £,
BED 2 A v MY A S T 900 CFE TASIABETT, BERAIRE/e 8D bit
RIFUTORIZZRD £7,
900 SLFLAN TH G ATRE 2R ABHEE D bit &

INPHEED TR B ATHE bit &
SSHv1 RSA 512~2560
SSHv2 DSA 512~1536

RSA 512~5120

KX MR L OGS
(2 A MO DOSCFHRIT K- T, BERATHE bit B L E9)
BB, ar74 7 b—var EIlFEREIN 8T
PHENZ 3 AL R e ET,

s a A FOWNE
A MO, B L RSN AT RRE T, BRI (2T 4
L—varyavy RL7y Ly A XFa— R 22RLTIEE0,
722, WOLFIMEHATERVDOTIERESTES VY,
< KAy athd ()
s KB v akgby ()
I =k ()
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cEIanry (9

- R (%)

c Wi TN F—k ()

RNy I ATy aXTF (¥)

FEHTERNWLFER A FELTHRESNTWAESEIE, EVAR ()
ICEH L CHAAENE T,

- ABRBNE R EHEL TNV r—F (C) THATERERT 256
AT D8O EATROEAEZEDT 1T TAN LTI ES W, ZADHE
Taxs herpEsntd,
SECSH ERXDOABBISEITEZ E A TWDH T, TRTOLITEIY BRNT
AL TLEZEY, 728, ~v ¥ (Comment:2 A N45), Blh - & T~—h
ERRWTZ, OO EANL T SRR SR T). ~y &
(Comment: = A > 5§), Btk - & T~—WIIATTEEH A,

B 8.2-1 SECSH X D AFRDF A HEEE

---- BEGIN SSH2 PUBLIC KEY ----

Subject: gr4000

Comment :_"L024-Dit_dsa, 924000, Tue Oct 22 2002 16:21:35 40900" _
|AAAABBNzaClkc3MAAACBAPQX4hUjicV2cqubOeYug3ZwelwdveLixNAcRXl5dh8XDDIVl1
IdrKW6LnxTDiM8wfsEPDoOCOZwae9\/0LngFquNAHlBSPeKVEUvSBah+romEWRngBHIkJ|
Wg3szkHV8chQXZAZT87RunikN9j2kq+ftoJIs7IWR4gHbe/JTAAAAFQDTl3waEZaZE|
F1ZATkUeLsaBnn/wAAAIEAhy3mVaF87Pjjbag+XY+12mjIOptgGb7KcTKvbfb2JZVscidx |
IZOaKnNWRMJtsZSyMkadEjaWNvabV6MDGn3PYX63CLomIsWUdeo7chJFylevZ4bef7
IJTP9XO48/1FSWQTL7bKeXZ9cidgGXMmch8Tzl5WSu8rP+t3m/yS7gAAACAZ/yWFBlr18BeI
Nkvcsmilupce2hb2uaef/4TI7ymPT91irDQOsfRY3RxiG5K0Uh7g84)9WFtx/y9KtFk46hUiz |
INYnkacij 0luTbhtRpehFO0bUYPyQu+ZxFDHZ3vB1o0NOfaO0U4xME18RC4CHax+Fm/0OUMd 1
IpzpzAD6EZHS+92kdiTk=

---- END SSH2 PUBLIC KEY ----

OpenSSH B D##IZ 35 Tid, “ssh-rsa”<>"ssh-dss” & 73 % D E V= §i5 45
Edakary N EED GERTEITHA AT ENZR2NESICLT, 11TTA
FJILTL IEE DR AT,

& 8.2-2 OpenSSH XD R DF A HEH

- load-key-file T7 7 A V4 ZIEET D5HE
2 —FAMEITH 52> U sftp, ftp 55 TALE O RAMDISK ~frk L T%
DT 7ANLEEELTIEEN,
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[a~ Y FEREREOEIE]
ANBREEREEA I L Cou /4 L TE A,

(A~ OR ]
L

[B% A D X BSR4

BREMETR, T ICEHAICKIREINET,

[(FEEEE]

« SSH ¥ —N"Z@E{EXH572DIZ, ip ssh & line vty DFRENMLIE T,

» RKETEICT—RARBERTE Lica—T 40, REBOw /AT Uy MIBEESLTW
WAL, EH o~ Radduser TPV A U v b EHRBRE LA T, Y%7 b o
—FABAEED BB H T2 7,

(B~ K]

line vty
ip ssh
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8.2.7  transport input

VE— MEARRNOEE S0 har 2R L TCOT 7 v A EHRT 57028 L1,
telnet £771Z SSH ® 9 b, f5E SN0 ha L THEITF 7 7B A ZHAIL, BESNL TN
g ha I 7 7 B2 EHIBRLET,

[ASTER]
o
transport input {telnet | ssh | all | none}

T O HIBR

no transport input

[AFE— K]

(config-line)
[T A—%]

{telnet | ssh | all | none }

telnet : telnet 7’0 ha L TOY E— T 78R EZITFHITET,
ssh : SSH7nm hanrToOUE— T 7B AEBZITHITET,

al : T TCOTe haTOYE— T 7 RAEZIF1TF 3 (telnet & SSH),
none : TR_RTOFE haLTOYE— R NTF I EREZIFITETA,

RKoRT A — 2 B W O W HME
A TEERH A,
TEO R E &L
telnet, ssh, all, F72!3 none
[+ FERER: DEIE]

telnet & SSH(p ssh iXEMR) 71 ha/LTO Y E— h7 7 ¥ 2 &2 T 77,

(g ~DRE]
mL

[B% BB D S BR 5 ]
REEAER, T ICEMICKBRSET,

[(FEEEH]
 SSH 2+ 285481, Ze—bar 747 L —raE—RKDip sshZENMLETT,
- ftp HEE A AR T A AE, Y u— a7 4 S L—3 g UFE— RO ftp-server T
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LTLIEENY,

[(B#E =< K]
line vty
ip ssh
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83 AT« L—>3avrFRDIS—Avyte—

% 831 SSHaAYI72445L—>3>vavy RIs—AvE—9

Ayt— AR
ssh: Can’ t execute. FATTEEEA,
ssh: '<File name>’ file open error. BEZ77ANNBA—T 0 TEEHA,

<File name> : f8E 7 7 A /v

ssh:

input file is bad format.

ANT17 7 A IV RIEZR X T,

ssh:

The public key is too long.

NP RTEET,

ssh:

The public key is bad format.

NPEEDNRIEZR BT,

ssh:

Can not delete it because data is not corresponding.

NPHEEDN D D FH A

ssh:

Public keys are a maximum of 10 entries.

INBREEI TR R 10 = R ) T,
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EBREaOTYFLI27 LR

9. EH - {R5FHEE

AKE|L SSH - — "DJEH « SRTFHEREIC DWW TOEH a~ > RL 77 LA
<7,
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9.1

BERavTY F—E&

AHEREIT, AHEE ) Bt 2L 56 L C SSH CTHahi & FEhi 9~ 2560, SSH — 2+ 2,
RA NREART OFAERLY — N OREHR R ELE] 2~ FICE D FEITLE T, AELETYR
— Mo - RHe® 9.1-UTRLET,

% 9.1-1 BAaTY FYHR— FiE—&

YL

THE ¥ a<wy K HRE

9.2.1 A MG FL | show ssh hostkey RA NABE Rona~v R

9.2.2 set ssh hostkey RAMRERT BHa<w RN

9.2.3 P RST show ssh logging SSHH— Nk L—2EH Fra<wr R
9.2.4 clear ssh logging SSHH— 8 h L— A EH HEa~ N
9.2.5 o A . =— | show sessions (who) nJArya—PER Kravr N
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9.2 EROVTY N

9.2.1  show ssh hostkey

[#aE]
AL E D SSHv1/SSHv2 75 A AR & Fingerprint DF/RmZ21TH 2~ R TY,

[ASFER]
show ssh hostkey

[RTFA—%]
L
ALLE O SSHv1/SSHv2 DR A MABASE L Fingerprint &R~ L £ 7,

[AS1E— K]
— g —HFE—FK
[=4741]

SSHv1/SSHv2 7~ A ~ABH#E L Fingerprint & ~r L £9°,
> show ssh hostkey

Date 20XX/06/11 09:32:06 UTC

,pktokkk SSHY1 Hostkey soksdorsdork

1024 65537 1126766708272222796137628981474157208112598207412866585579995541101062647023113
943120729117808345272300056975789401190169610484301410980604870962889893279169871308556619
653902343314040484345625244656741164451968702730151969974584171941799596068373366303944657
05358354562069439020403567624278556712546554491863

Fingerprint for key:
xifik-kigez-mogot-zysom-pidyg—kutop—holam-rudib-negof-Iilyk-lyxax
Fingerprint (HEX) for key:
7a:79:c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04

sorkorkk SSHY2 Hostkey sokstskorrok

MIHxMIGpBgcahk jOOAQBMI GAAKEA/UNXOgmhyXWRcOBZLun6hspiuS/Q/N/KuOstYrD5kQr7vTcNrCNZDYDnGVFfrG
6/xyBAGPOThUBpRUc7eoJpMwIVAOLUU3B5C I DwieTcsYamu517ABBXAKEAETfPLACYXA i akTowSvA/tVyXwCPovs3n
BBK8S9InFW+ZzGm9oR2Rccrbful n0AkaoUVmacGBxvD+z9ghhHg iNjANDAAJAeBvdcIgYE | y7EU I Obb1KxTGe9 7hxdM
31vhdnzGkgrz | yEhf2+d1V756A0mArKvnka1MK | aF j4vxnggGVypRfng==

Fingerprint for key:

xemos—t ibod-rukys-zekos—puve |-nufet-tihin-leroz-cufis-zaruc—-daxox
Fingerprint (HEX) for key:
6e:3c:al:10:ab:02:7f:73:d8:aa:7e:40:d0:51:6e:f8
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A v B—]
Ayk—Y kS
RA MNENRE CERITTEET A B LT~V FE
1T=7—7T7,

B
1. set ssh hostkey THA MEEZ/EVE LT 7ZEW,
2. A~ REFFETLTIZEN,

ssh: Can't execute.

[(FEEZFHE]
RO AT MICE o THR— FEN TS Fingerprint ORI ER Y 40T, A%

{& Tld bubblebabble XA . & HEX JEX DM i & &x LET,
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9.2.2 setssh hostkey

[H%RE]
AMEE D SSHv1/SSHV2 75 A FERT (AR « B DOAEF 2{TH) a~2 KT,
EEHDRA MEEZFNCT D701, REEOFRENLETT,

THHAFIZIET 74V PORA MERTHRRESINTHVET, Ka<v RIZEKDRA MERT O

AR z@m< BB LET, ~EEAFLEmITNIE, EBFLEEOLETH ) £HA,

[ASTER]
set ssh hostkey

[RFA—%#]
L
AIEE O SSHv1/SSHv2 R A M ABEART OB HE 2TV E T,

[AJ1E—FK]
EEEHEE— R

[S1THi]
SSHv1/SSHv2 D7k A M~ T7T 22 H LE7,

# set ssh hostkey

WARNING! !
Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): y

*xx Changing the SSHv1 Hostkey, Please wait a minute *x*

Generating public/private rsal key pair.

The key fingerprint is:
42:13:3¢:08:3f:1e:96:11:3c:be:86:¢8:39:f5:48:d9 1024-bit rsal hostkey

*xx Changing the SSHv2 Hostkey, Please wait a minute *x*

Generating public/private dsa key pair.

The key fingerprint is:
d6:b4:17:37:1b:8f:8c:1c:6d:bf:d0:ae:11:¢7:5d:85 1024-bit dsa hostkey

The Hostkeys (SSHv1 and SSHv2) were generated Completely
Please execute the reload command,
because the new hostkeys becomes effective after reboot.

#
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A v -]

Ay— E
The Hostkeys (SSHv1 and SSHv2) were generated | SSHvl & SSHv2 78 A FEEOEF AN ZE T LE LT,
Completely.
ssh:Can' t execute. a<wy RRETTEEHATL,
B
avy RERFEITL TSN,

[(EEEHE]
- TIHEHARRICIZT 740 FEARA MENREINTVET, Kavw RICKDERA MEOET 258

<BEODLET, HEEEEZITHOE, TOROERITEFELEDHY THA,
c BEBORA NEEZHENCT DH7-012, AREE O FRENMLETT,
« RA MEOERETWHIIHRERA (Ra~ v FEITHOICTRL+ClLIZAR Y R— FTT)
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9.2.3 show ssh logging

[HaE]

SSH — _"O@EMRED L —2n /2R R LET,

[ASFER]
show ssh logging

[AF1E—F]
=Y E— R

[T RA—=4]
L

[Z=4741]
> show ssh logging

Date 20XX/05/31 19:32:59
20XX/05/31 19:32:48 sshd
20XX/05/31 19:32:48 sshd
20XX/05/31 19:32:48 sshd
20XX/05/31 19:32:47 sshd
20XX/05/31 19:32:47 sshd
20XX/05/31 19:32:46 sshd
20XX/05/31 19:32:45 sshd
20XX/05/31 19:32:36 sshd
20XX/05/31 19:32:36 sshd
20XX/05/31 19:32:35 sshd
20XX/05/31 19:32:35 sshd
20XX/05/31 19:32:35 sshd
20XX/05/31 19:31:30 sshd
20XX/05/31 19:31:30 sshd

uTe

Closing connection to 192.168. 10. 100

Disconnecting: Too many authentication failures for operator.
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10. 100 port 2174.
Failed password for operator from 192.168.10. 100 port 2174
Failed password for operator from 192.168.10. 100 port 2174

Sent 768 bit server key and 1024 bit host key

RSA key generation complete.

Generating 768 bit RSA key.

Client protocol version 1.5; client software version TTSSH/2. 45.
Connection from 192.168. 10. 100 port 2174

Entering interactive session for SSH2

Accepted publickey for operator from 192.168.10.100 port 2173 ssh2

20XX/05/31 19:31:30 sshd Found matching DSA key: 16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:c0.

20XX/05/31 19:31:30 sshd
20XX/05/31 19:31:23 sshd
20XX/05/31 19:31:22 sshd
20XX/05/31 19:31:22 sshd
20XX/05/31 19:31:22 sshd

>

Failed none for operator from 192.168.10.100 port 2173 ssh2
kex: server->client aes256-cbc hmac-shal.

kex: client->server aes256-chc hmac-shal.

Client protocol version 2.0; client software version TTSSH/2. 45
Connection from 192.168. 10. 100 port 2173
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Ay—Y NE

ssh: Can't execute.

gy RRFETTEEEATLE,
[kHiE]
avy RERETLTIEIN,

There is no logging data.

TGN H D EH A,

[r 7% —<v ]

yy/mm/dd hhimm:ss A X2 M4, message
1 2 3

1. o BRIUE, A,

2.7 u kA%

3uTAvyE—

(2R oE—]

EI) Hi“j:) 67\) %9\%%% L/\iﬂqo
e = ROTuE AFLZERRLET,
e A=V REIRENET,

Ao—

WA

Generating 768 bit RSA key.

RSA Vr— NGEAZ AR L TV ET,

RSA key generation complete.

RSAH— St ER L £ L7,

Sent 768 bit server key and 1024 bit host key.

P gL R A NREEE LE L,

Connection from <host> port <port>

<host> D<port >N HAEHE SNV TWE T,
<host> : UE— hA A K
port> : VE— FAKRA FDKR— b

Failed <authentication method> for <user> from <host>
port <port> [ssh2]

Z—PRREEC R L F LT,
<authentication method> : R J7 =
(user> : —H4

<host) @ UE— FAR A

port> : VE— FAKRA FDKR— b
[ssh2] : SSHV2DEIZEF R L ET

Found matching <key type> key: <fingerprint>

BRI TND — AN RO £ L1,
<key type> : ABREEDTEIE
{fingerprint> : APED 7 4 o H—7V |

Accepted <authentication method> for <user> from
<host> port <port> [ssh2]

2 —WRGEICRBI L E LT,
<authentication method> : FRAFFEEE
(userY : L —H4

<host) @ UE— FAR A

<port>: UE—FEKAFDKR—F
[ssh2] : SSHV2ZDGEICR R LET

Did not receive identification string from <host>

<hostOMbNN—T g VilkBlFEZE TEERFATL
77,
<host> : UE— FHR A b

Client protocol version <version>; client software
version <software version>

IIAT o hOTa hal—g by T Ny
TNR—=V g bR RALET,
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{version> : 7’1 ha L —T g
<{software version> : Y7 by =7 "—T g

kex: client->server <cipher> <mac>

TITAT VB — AR T — 3
LTWET,

{cipher> : #:i@fENs 5 4

<mac> : MACHF R4

kex: server—>client <cipher> <mac>

=N TA T N T — g
LTWET,

{cipher> : F:i@fEms 5 4

<mac> : MACHF R4

Entering interactive session for SSH2.

SSHv2D® v a U ZBRMELE Lz,

Entering interactive session.

SSHvlD® v a o ZBRELE Lz,

fatal: no matching cipher found: client <client

ciphers> server <server ciphers>

P—NE T T4 7T N THEHAET D IEHE 5 N
HVEHEATL,

{client ciphers>: 7 74 7~ MADOKE ST A
K

{server ciphers> : ¥ — MAlOBEFEFHH Y & |

fatal: no matching mac found: client <client macs>
server <server macs>

P=RNE T4 7 FTHAGT DMMCHEDRH Y £
HFATL,

{client macs> : 7 T4 7~ MUIOMACH XY R b
{server macs> : P — MAIOMACKH Y A K

Received disconnect from <host>:

VE—hrHRAMIEL-oTUIKrENE Lz, GRAEL
DOHE)
<host> : UE— FHR A bk

Disconnecting: Too many authentication failures for
{user>

Cuser> I E HERFFRI L7270, BT L F L7z,
lusery : L —H4,

fatal: Read from socket failed: Connection reset by
peer

axyvaryngrsinE Lz,

Connection closed by <host>

<host> & DEERENEINE LTz,
<host> : UE— FHR A bk

Closing connection to <host>

<host> & DK T LE LT,
<host) : UE— RA A b

[EEEHE]

s B ZFRR 1024 FE TRIFSNE T, ThEBATEE, T 760 HBRICHEShET,
* SSH r—ou JIIAREEOER 2720, HE#Z LV T5LEEINET,
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9.24 clear ssh logging

[H&RE]
SSH #—OERRIED b L—2 w7 & HELET,

[ASFER]
clear ssh logging

[AJ1E—FK]
EEEHEE— R

[T RA—=4]
L

[Z=4741]
# clear ssh logging
Would you wish to CLEAR the SSH server’'s log? (y/n): y

Clear complete.

USEA v =]

Ayvk— E
Clear complete. o OWEENET LE L,
ssh: Can't execute. a<wy RRETTEEHATL,
B
avy RERFIATL TSN,
[(FEEEH]
L
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9.2.5

[HaE]

show sessions (who)

AIEEIZa A L TWEa—YEERLET,

[AFEA]

show sessions

who

[AJ1E—FK]

— g —YE— FBIOEEEHEE—F

[T RA—=4]
L

[=4741]

> show sessions

Date 20XX/05/31 21:09:13 UTC

Username Type Login Source
*staff console 20XX/05/31 20:33:43 -
staff vty0 20XX/05/31 20:26:19 192.168.1.246
staff viyl 20XX/05/31 20:27:54 192.168.1.240
staff ftp 20XX/05/31 20:34:40 192.168.1.241
staff sftp 20XX/05/31 20:03:27 192.168.1.203
>
(R ]
THH = FEA
Username | = — ¥4 A<y REFITLTNDE2—FE, =—FLHRORHIT A ¥
VA7 (*) HRRLET,
Type e 2 A~ console : T —J LG
vtyO : telnet/ssh ##¢
vtyl : telnet/ssh £
ftp : ftp Bkt
sftp : sftp ki
Login 0 7 A ]
Source IP7 KL A |telnet/ftp/ssh/sftp 754 7> hEFEITLTWBHEFED IP
7 R AT,
console (INA 7 (—) EHETT,
[(FEEEH]
2L
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Avte— A LI77P LR

10. AT Ay tE—

AREIXSSHICBEHT AAREEDO R 7 A v E—V—ETT,

107



AX26A-SOFT-004_R1

10.1 AT AyE—L—&

& 10.1-1 AT Ay tE—O—K(A Ry FREEEBL=SESSION)

BE| 41XV ARk AvtE—2 AyE—UFEX b
LA FEA TR 8B+
kS
1 E3 SESSION 00e00000 | Authentication login  xxxxxxxx RADIUS
accept.

RADIUS FHREICHI L E LTz,
XXXXXXXX : L—H4
el
L,

2 E3 | SESSION | 00e00001 | Authentication login xxxxxxxx RADIUS reject.
RADIUS FREIC R L £ L7,
XXXXXXXX : L—H4
el
LAREECH L TCa 74 7 b—ya U THAISNTZYE— FRAMPOARIERT 72 AN
ﬁ?bz%tT EMERHY 9, UVE— FARA MOEMRWZHEZE L T EIN,
2.20u ZTEHO =R 7 A VRS T BE ONA T — FATIEWR E) & L125
AlICbNESNET,
W-T, ZorZPRESN TSV E— FRR MOEMARRICHBERRNEELH D £7,
3. RADIUS ¥ — O E &2l L T 72 S0,

3 E3 SESSION 00e00002 | Authentication login xxxxxxxx RADIUS no

response.

RADIUS #FFET, RADIUS #— "\ BInENH Y FHATLT,
XXXXXXXX : T—H4
By
1L.RADIUS =3O IP 7 KL ANFRS TWRWD, a7 4 7 b—a U xR LTS
AN
2.RADIUS — DR — hEEZRE S TR0V, a7 47—y a U EER LTS
AN

4 E3 SESSION 00e00003 Authentication login xxxxxxxx RADIUS server

configuration is not defined.

RADIUS #EFEH D RADIUS h— "R FBEINTWER A,

XXXXXXXX | T —HW4

Bsymy

RADIUS =27 4 7 L—a UIRRES IV TV D MR L T 72 S0,
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5 E3 SESSION 00e00004 | Authentication login xxxxxxxx RADIUS over
request.
RADIUS #FiET, RADIUS H— \~D[EKR KEFEE (256) Zim L E Lz,
XXXXXXXX : T—4
By
RADIUS W uﬁ@gjkﬁ1j‘7j) raj < fot D fl/ A i‘g—
—RER 72 AL, BER A U EFER LTI EE0,
MGERIC AT D581, VAT AMERE RE L TS0,
6 E3 SESSION 00e00006 Authentication login xxxxxxxx RADIUS invalid
server specified.
RADIUS #ERECTHE— T —3 AL E LT,
XXXXXXXX : T—4
By
7L,
7 E3 SESSION 00e00007 | Authentication login xxxxxxxx RADIUS return
error. code = xx
RADIUS [T uﬂzf WABI 7 75‘%& L/i L/f\—o
XXXXXXXX : L—H4
code = xx : JR[K = — K (A — W4T HIEH)
By
7L,
8 E3 SESSION 00e00008 | Authentication login xxxxxxxx RADIUS time
out.
RADIUSFEFETH A LT U RBFELE LT,
XXXXXXXX : L—H4
By
BEn 7 A 2 E L T EE0,
9 E3 | SESSION | 00e00100 | "users file'is corrupted. Started by default.
'users file' N ENTWET, T 740 bx—FTREEI L F L7z,
el
7L,
10 E3 | SESSION | 00e00101 | Failed to write 'users file'.

users file'7 7 A LD EZIALIZHRELL F L7,

(BSpnN

#HH =~ > K format flush Z#FETL T 72 &0,
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11

E3 | SESSION | 0002000 [ Unknown host address <ip address>

SSH CTARIEE IZHEH LIS & LE LN, <ip address>0 o6 D#EFiZFFR] LEHATL,

<ip address> SSH T L LD & L7 IPva 7 KLU AE T IPv6 7 KL &

Bsyr

IABEBICK L CARIERT 78 A (a7 4 7 b—a U CHFAENTZUSAD Y T— hAR A B

MBEDT 7B APTOIZRREMERH Y 9, <ip address>D U E— 7 7 A &AL T

ZE,

2.<ip address>"HD UV E— F T 7 BAEZFAI L TWDOILEIX, a7 4 7 L— 3 VIZFRD

NHLAEMENHY T, 20747 —2a VORENEEMHERL T EE,

3.<ip address>" 6DV E— N T 7 B AZFHFA LTEWGEIL, a7 4 7 L—varyTr o7k
AFFA[ORRE L T IE S0,

12

E3 | SESSION | 00e02001 | Login incorrect Xxxxxxxxx.

ay A NTERKRLE LT,
XXXXXXXX ;| L— W4

[iﬂﬁ]
1AEBEICH L Cary Y —LEziFar 74 7L —yg U THAINTZUE—RERA RBD

RERT VA (THT b, N2ATU— RFIFTERR) NTbhr-miEEnd o £4,
2.3V —NFEEZar 747 L—varTHEALEZYE— FRR FNOEMRNZMERL
KTEEV, Zoua I EROo2—9Rn A RICE-T-8BEE Lz _%M%éhiﬁo

iEOT, ZouZNRNEINTH U E— AR ROERRRIZ F%%ﬁ’fﬁb‘%é\%% D E7,
BAMEICEMN 2~ Fadduser IZE W BERFADOT T " E I DZEHEZR L T EI W,
( umji{f M =~ K show users CTHEZR)

13

E3 | SESSION | 00e02002 | Login refused for too many users logged in.

SSH Tt LE D E LELED, vl A ra—PEaet—_"—L77o, EeiFrfLEY
ATLT,

Bsgny

LB 74 LT —PEEMR L T EE0,

QMETHNIE, av 74 7L —arTal A TE5a—PHORREENSE T EE
A

14

E3 | SESSION | 0002003 | Login xxxxxxxx from <ip address> (vtynn).

SSH(vtynn) T —¥ (xxxxxxxx from <ip address>)23 1z 71 LE L7=,

XXXXXXX | T—W4

from <ip address>: VE— bt/ A v LIa2—VDIPv4 7 L AFEZFIPv6 7 KL X
vtynn : 0~15

Bxbica]

72 Lo

15

E3 | SESSION | 0002003 | Login xxxxxxxx from <ip address> (sftp).

sftp T — P (xxxxxxxx from <ip address>)7 1z 74 » LF L7,

XXXXXXX : T—W4

from <ip address>: UE—hur /A v Liz2—HDIPv4 7 KL AE T IPv6 7 KL A
Bt

72 Lo
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16 E3 | SESSION |  00e02004 | Logout xxxxxxxx from <ip address> (vtynn).
SSH(vtynn) ® . —# (xxxxxxxx from <ip address>)»n2 77 h LE L7,
XXXXXXX | T—W4
from <ip address>: VUE— b+ /70U b Liea—FDOIPvd 7 KL AFE1TIPv6 7 KL A
vtynn : 0~15
Bxhica]
72 L,
17 E3 | SESSION | 00e02004 | Logout xxxxxxxx from <ip address> (sftp).
sftp ® 2 — P (xxxxxxxx from <ip address>)72’2 77 7 k LE L7-,
XXXXXXX | T—HW4
from <ip address>: UE— b/ 70U b L7za2—FDOIPv4 7 RLAEZITIPv6 7 KL X
By
72 Lo
138 E3 | SESSION | 00e02100 | Connection reset by xxxxxxxx (sftp).
sftp Dt v a RN hE L,
XXXXXXXX : T—H4
xbics]
72 Lo
19 E9 SESSION 00e00002 | Authentication login  xxxxxxxx RADIUS

message queue error. errno=xx

RADIUS #FETHERT T — (X vt— queue £HFIGE) BEALE LT,
XXXXXXXX | T —HW4

errno=xx : A — N G R

By

7el, (HEWIEENFEES S ET, )
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{+ &%

* 3des (Triple Data Encryption Standard)
im0 DES & 3 [EEH L CHELZH L7z b D TT,

* AES (Advanced Encryption Standard)
KIEPFHEIEERINR (NIST) 23HIE L7z, HEAUEER S =TT,

= blowfish
Bruce Schneier KMNEZLLT- 448bit AIEREF—IES{LT7T LI X ATY,

* bubblebabble F=
Fingerprint OFRERXD 1 DTT,
f
xoriv-socym-demed-cylam-fyhum-davep-dusal-koras-hyfep-pecyt-roxyx

* Diffie-Hellman &3 #
PEAHLT LT Y ANT, FH=FITEES D ATRENED & 2 BE 1 ECRBITH DA
ZATWET,

* DSA(Digital Signature Algorithm)
TUORNELT T LD 1DOTT,

* Fingerprint
FEOFRHTT, A L THIRHOHREEZITo TR TH Y, KEENEDD
& Fingerprint H&PH 0 7,

* FTP(File Transfer Protocol)
32y NT—7 LI FAT v MY —REDRMT, 77 A4 NVOWKRELTRD 2D
o hal(avwr Ry e Tt

» HEX B
Fingerprint OFRERXD 1 > TT,
f5119:46:78:28:ca:03:23:61:4c:09:b4:4b:06:97:8b:9d

* hmac-shal, hmac-shal-96
MDA T/ ALZHE LT, 160 By b A=V F A2 AT Y XATT,
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* hmac-md5, hmac-md5-96
BIE, o L HIA<HNLNTND A vE—VEREH T, EEEA vE—U0 5 128
vy hO—FmNy v aflrx AR LET,
= IPsec
IP X7 h LUV TORFBAL ERBREE T2 D B =2 U 7 o Fifi ¢,
= IPv6
128 B D 1P T RLAEFFOH LA U F—xy 7 a haLTF,
* HTTP (Hyper Text Transfer Protocol)
GET 72 £ ASCII XFa~y REHWT wnw [HFHRE2LV IRV 9578 h 2L T1,
* OpenSSH
SSH DEHDVE DT, 7V —IZEEMTONLTWNDEHDTT,
* RADIUS (Remote Authentication Dial In User Service)
NAS (Network Access Server) (ZXf U CiliE « iRt A 2t 57w k=T
T, NASIZRADIUS DV IA T e LTEET SV E— T 78X —/3, L—%
R EDIEBEBDOZ LT,
* RLOGIN
Fv NU—7RETarva—2zERAHT IS 7m harTd,

* RSA
AN E T LT Y X AD—DTT,

+ SECSH
SSH 7’1 h 2 VOIEHE( ZHED TN 5, IETF @ Secure Shell V—F 7 7 )—=7
D ETT,

* TCP 7 v /3—
Y= N"THEH— AR DRI, Y—CRERER O ST ATZITT, 77
T AT X T AT O AT,

* TELNET
Xy NT—I7RHETarva—22EEHHET L85 7' ha L Td,

* twofish
128bit D7 v 7 ¥ A X% bbb, 256bit FTOF—%2ZIFANET, Blowfish
D EIRTT,

* VPN (Virtual Private Network)
=Ty NI —7 ETCRBMN 7 e — X RRry NU—27 2EHLZHDTT,

HIT
s AT XA
ZIZTE, B EREST A FIES RO Z LT,
- ek
TR bORI Lo THAKZ, FEFIRHTERNVWEIICTLHZ L TT,
MMT
- WA

Fv bI=2 DI AT 2 b= = HOBENELE -HNLEL, RNIERE#H
ARV SEDHZETT,
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- ARFEEER
3/51*5kﬁfﬁf B{E 7' 0 b a VIRIFE L2 WT 7 & AlE R 25435 72
D DOE

- NBAE
ABRSERE B TOHRT O—F T, MHFICABRT 28O LT,

- ABHESREE
INAT— REHWT, AR CREEZIT O HIETT, *y hUV—7 ElZiZ=a—HF o
BB TAVER A,

=17
s AT R B
TTT, HDOXTFIONEEZBNLTFHITRIE LD TT,
7 — X JEMG

T=HEEMLENLEELET, 2720, o LDEHIN=Z7 7 ANV (T v
T— R 7 7 ANVEVITIZRIRBZH D A,

s FYLUTVELVARR
=N DF ¥ L VA=K LT, ELWLARS AZIRT Z L CRGEE
17952 & T,

- BETEAL
AR5 T, L2 — VOB TEMR LAV 2 A ML, ZO2—FDRN
B CIEITHER T D Z L 2R L7284 T,

- IEHE
Fv NU—7 EOFE=FN, BEONRERAARTHZETT,

AT

s RYVTEL
I F >y T —7 ZEEL, (AFEDOKRA RDEROKRA MDD > TR 22 T Ff
JHZETT,

1T

ANV

& DL FHNONEZFNLTFHNTREST H72007 0T Y XA - FIETT,
s N2 VL—X
ABHEERT5 7T, BT 2 ER LTZBRIS, I L CRE B LT 2720 D8t =
ETT, NMATL—X|E, RAUV—RIDREIRETEDHEVHIERLDHY £,
- WEmE
ABRGERE 5 T OEERT O—F T, BHE THEICRFFL TEB<#EDZ &L TT,
s 77 AUV
BhKEBETT, AN DOARIEZR N b RT3 2 A T,
- T F—INXw 7
SSHv1 & SSHv2 #[A U TCP AA— M CEHR CE A L O IZT 572012, HEIIEI Y
2 DA D Z L T,
- 855
Wb &NT=T —Z & eDT — X IR T Z & TT,
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» Fubhan
eI E O FIE - HIETT,

E1T

» Aye—UF8iEa— R (MAC)
T RBEPICKIAIN TRV EEHEND D T2, BEEILFHIFR ST
TR ENTL ba— RKTT,

1T
JE—hat—a<r K (rcp)
MOFA N ~T 7 A NEa =T Ha<vr RTT,
» B—H AT — NEREE
P SHFE LT D 2= W L SAY — ROF— S ~— AT, 2—FORFEE
179 HHETT, Wi, 22— PiEa—PL L RRT— RES—RNCELIMLERH Y £
R
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B. ZEMLFRHE

% B-1 SSH Bt
THH Hikg AR
1 RFC4251 (2006 41 H) The Secure Shell (SSH) Protocol Architecture
2 RFC4252 (2006 # 1 A) The Secure Shell (SSH) Authentication Protocol
3 RFC4253 (2006 4~ 1 H) The Secure Shell (SSH) Transport Layer Protocol
4 RFC4254 (2006 41 H) The Secure Shell (SSH) Connection Protocol
5 draft-ylonen—-sshprotocol-00 The SSH (Secure Shell) Remote Login Protocol
(1995 4£ 11 H)
6 draft-ietf-secsh-publickeyfile-03 SSH Public Key File Format
(2002 4 10 H)
7 draft—-ietf-secsh—filexfer—13 SSH File Transfer Protocol

(2006 /-7 H)
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LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

/*

* Copyright (c) 1998-2016 The OpenSSL Project.  All rights reserved.
*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

*

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

*

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without

* prior written permission. For written permission, please contact
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* openssl-core@openssl.org.

*

* 5. Products derived from this software may not be called "OpenSSL"

* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

%

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ""AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* TS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.
*
* This package is an SSL implementation written
* by Eric Young (eay@cryptsoft.com).
* The implementation was written so as to conform with Netscapes SSL.
*
* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions
* apply to all code found in this distribution, be it the RC4, RSA,
* lhash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).
*
* Copyright remains Eric Young's, and as such any Copyright notices in
* the code are not to be removed.
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* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

%

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word 'cryptographic' can be left out if the rouines from the library
* being used are not cryptographic related :-).

* 4, If you include any Windows specific code (or a derivative thereof) from
* the apps directory (application code) you must include an acknowledgement:
*

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

*

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

%

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/
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