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SLamgng 5 5 L, QOKPHERE 5 R, HEOLHENR DRV E WS FIEAH Y E

4, T DT &b SSH7m kLTI, BE OB RICIT Z o 4@y 5 KA A LTV E T,

AIEE I, T 2 dgdns 5 XofEIT= > 7 « /' L—3 3 >3~ N ip ssh ciphers
THREARETT,
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222 PAHRABEESHN

INBREERT S0, CREOSE TABRSE) & TRE#E) 27 CEALET. 2o AR
& O TRESE ) IITXULTOMER DY, AR5 UL 2o o E 2R L TR S EBE 4
ERELTCVET,

(a) [ABR#E TH S bESN=F—21% B TEESTEx 5 (K2.2-2(2)

(b) TABHSE] THBLENT-T—21% T TiES T2 (¥ 2.2-2(0b))

() TFugE#t) CHEb LT —&1% TABR#) TESTX% (M 2.2-2(c)

(d) TABRSE) 2o TFMESE) #4kT 25 2 &iXTEn

K 2.2-2 AR EMEFREOBER

@ |77 ame P % pws & |77
7= pme P % s P

(b) > >x@%mr

¢ I 4 >w ->

| ] msesnconvnier s D e s kiEE R

WE, T 2 ER LI TRE#E) 2B/ A7 L— XTS5 L TRITICRE L,
[ABHEE) ZHTFICARLET, HFIX, BHHETLH2HEFO IO 2HWT, 7 —2%K5
fELEFELET,

F7-, BEHO TREHE) 2T, B kL7 —% 2Tk, TS AR CFE
FCEDHIELEMNODLIET, BIBELETDHIENTEET,
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ITOK 2.2-3 1%, 87 ZER LB TABE) Z2HTFAICABRLTCHET, HFAIX
NBENT-BO AR 2HWT, T—2ZEE{k LT, B~EfLTWET, EfFEn-
T—HXIIBEHIOMER TCIEITEETEET,

E 2.2-3 ARRESHAXTOESIE

A E W%ﬁ%é#ﬁi
- MRS e
: B O/ABIGET AL .
\ WL Le 7 —4 pes======c=---= T
Y [BrungEcxs] | | A ,
- B ot [ -
T4 | T =
— ememY B OREE TE Y
| ) imssnconvgirss B eSS RIES R
£ 2.2-4 1%, BT EERLTCAD [RB#E) ZMFEB~BHLTWET, AIZFESOD
[Flgt) TR b L7eT —Z ZMFB~EfM L, BIZAD TABRSE] CHESTEL I L4
RTDHIET, APEMNLET X THLZ L 2R TEETETEL),
H 2.2-4 AHABESHATOES
F- T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TS S s s s s ]
A | LS 2 !
Sy | N — |
L ABRgE . A@@uﬁfﬁf E
BT e W LT — % (BTE4) -
PA: ] [A 722G BT X 5] v
—— aonmit | [
>
L/ N
A DRBREETE T =A OE B HER
| omresnconvmies st DA MRSk IER R

ANBRgERE B AL, (D oIEgERE 5 U, IS A 24T D B 2R T ORI T
T, HAOWEENKEZNENWIRANRH Y £, %@t@ﬁ%Him%ﬂwTﬁ,ﬁﬁ%
@%FJ—(SSHVI) i 7LC m:joﬁ(SSHVZ) & s R A ]\ ity ;JE 4 ‘ﬁ_mu M O)/\Bﬁfﬁﬁ jiit ;%:BE}EH
LTWET,

AAEETIE, 22—V ORHERIERIERT 52—V RE#ITa 7o L —varavy
K ip ssh authkey Tk ECE&R) M AIRET T,
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23 Avw—UBEFa— P(MAC)

SSHv2 TiZ, A v —ViiEa— FZFH L CTEENEOS S AOBE 217> Tk, £
v —UREEa— R E I DERNOEEED a2 — FE/EHR L, BEFICTOHERNPLIA S
NEGEIZIZEDa— KL R X 512> TnET,

AEEETIL, FEHT S MACIZ=2> 7 4 7 L—3 g a3~ Kip ssh macs TREHETT,
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3. R

REETIX SSH Ok Z R~ LT,
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3.1 SSH DB
AREEE O SSH #AE AR 9 5 72 OEEGAE R # K 3.1-1IZ R L FET,

(@) VE— FEMAWKNS SSH 7 74 7 > bR U CARLEE ~i 4 56

K 3.1-1 SSH#eefADOR Y 77— EEH

(a)

Ve — AR IPv4/IPv6 #fd

SSH 7 547+ k

B ARMIER SALBEBAER SN ETOT, XEQBENTTRETYT, KERBERK LT,
1.2 BEREMEZE) O L% L7z SSH & ffkRe)s ZRIMIC it 7,
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ARECTIL SSH EA DINESEZ2 R L F T,
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41 SSHH—/I\ADELE1—H2

SSH H— "~ —VHOR KR, 20747 L—v a3~ Kline vty TiXET
LHig ke oA va—EEin£9, £z, ke s A ra—3E, SSH — S~k
(SSH X 27 VE— Na s A v COEFHTIT T2, telnet THf L TV A —FHE S

Y7L 7,
% 411 BYVE—FT7HOERDEGSEH
HH UVE— T 7t AFER
ssh sftp telnet ftp
A2u—F | aBgE | Axu—F | B
wERka s A v 16 %1 1 %2 16 %1 1 %2
o — K
a— Y | g—h O O O O O O
7 71 7 | RADIUS @) X @) X O @)
NN
Z—HPRZA T — R WA WAZR - A A
R A LINAY X X O X
— N
=/ NS telnet & [A U %3 60 47 30 4
XA LT R
(LB O : B nl X o B A A] — x5t A KFEE CHEER A

K1 kol A ra2—YHIT ssh & telnet DRI
%2 :sftp & ftp IX[FIEFHEGE /] HE
X3 R AR— b

CEEZEIE]
SSH 7 74 7> MUl 5 Rekey BRPEESINTEH, AEEIXEGLET, SSHZ 7147 b
I C Rekey BREZIEFLAWVESICREL TSV,
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4.2 SSHHY—/IN\~OI1—HNEERDEE

AEEED SSH Y— "~ 0 2 — PN AREREIE 2R AT 255813, =—F4 &, %Y
2= O —VPRARBORGEEITo TS,
ANPASEERREZ VDR OB TE b 2 —W ¥k, = — VAR, =—VAREOREEZ LT
R LET,

p=111

(1) %ﬁﬁ ﬁ)‘j] fcc é/\%%munmi‘—‘qj_éi
EiEHD 10 =2—HF

(2) &k HE 2 2 — /AR %K
1 =2—¥H7=0 10 @

* 4.2-117, BETEH2—VAREOMHEEELRLET,

& 4.2-1 BEFUHRLEI—YTORROES

SSH”' 1 k=)L NBHEET LT Y X %] bitfr %2 Nk vl
SSHv1 RSA 512~2560 SSHv1E;
RSA SECSH® . %3
512~5120 -
— (ssh-rsa) OpenSSHE
v DSA iy 1sse | SECSHRESL s
(ssh-dss) OpenSSHE

1 ANBEEET LU X A draft-ietf-secsh-transport-15.txt
K2 I A FREENRNGED bit BT,

(z A N EBOEI 2 A DE T 900 LT E TOEMNEETEET, )
% 3 : SECSH JE: draft-ietf-secsh-publickeyfile-03.txt
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43 ERARDIEFRE

431 ZEFESSHY 47> FOFIR

—URDLEFE(AAZER )7 T4 7 > b TlX, Y—3~ ASCII XTFLIANHAARZELT 72 )T
TT—RA v —VEEMNTIHANRDY 7,

AIEED SSH h—_"Tul 2R RSELHEIC, 77947 oD T—A vE—V%R
RT DI TIE, BB SCTFED ASCIL UM H ARFESLT e E) D54, ASCI FoRA[fE7R
LRI a— REBINTRRLET,

7B, ASCII LFTCTd— Ay =V hikfMT257 747 e ZRHLL TSN,
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aAVI4TL—2avi4M iR

5. SSH -lj- /{f‘fﬁg E&fﬁﬁs’r I:

KETILSSH DY — KD a7 4 7V L—3 g VR T LET,
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51 SSHHY—/\OERHE (O—HIIL/XT— ;B

(1) RENBEDOHE
bot %%@Z SSH I L THEBALIBIE 217 912 i telnet LRI L/RAD — RERGE&FIM L %
T, ZOBEATY, telnet &L, Z—PHLART— %MéMT@éﬁéﬂi#ODT sHi

Kﬁﬁ#é:&m%@iﬁmozzfi,mwﬁwﬂxv Mﬁ%ﬁﬁbt A SSH #— 1D
REME T LET,

(2) R &R EEH
SSHZ 9AT7 v "B xRy hU—7 20 UTAREE T+ ke LET (X 5.1-1),

E 5.1-1 SSH H—/\OEKET BEE

192.168.1.1 10.10.10.1
ALEE
SSHZ 547+ b v hI—Y
ff;yj?' :’ f,ff}fij SSHv1/SSHv2
P
(R E&H]

AR#EE D SSH H—
cIP7 RL A 10.10.10.1

+ SSHv1 <E SSHV2 TR AREE T2 (T 740 FNEME)

« NAY— NEE uE%{i)ﬂ L /Aﬁ?ﬁ%munﬁ% utFTj—}:) ('7:7%/1/ ]‘%ﬁﬁz)
SSHZ7 47k

cIP7T FL X 192.168.1.1
1A DI DIEHR

c —H4 staff

e XA — K *kkkhk

¥, REE-SSH 7 747 MillZdh 6 COBERELITY, BETELZEELET,

(al—w@ﬁﬁ
BHIGOR D, EEEFE T — FOEMA =~ N adduser 24 L C, ==—¥ staff & /X2 DU —
R&EFRE L, mﬁ4/i~%7ﬁ¢/b%ﬁﬁbf<téw 2B, NAT—REZHREL TN
2 —HWF SSH O/XAT— RFFFETH 7 4 > T EHA,
> enable
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# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:skkskk

Retype new password:kkkkkrx

#

Aar749L—2 3 VEKE
PR NG, a7 4 L—ara~vy RTCSSH — REEfES AR ELITVET,

[2< > FE&EHI]
fif i 75 ANNa~<wo R
1 (config)# ip ssh
2 (config)#t line vty 0 1

& 5.1-11 FEEDREMRN

BEES B

1 SSH — "o@EZ B S F 7,

RIEEB~0 T A T Ha—VEE 2 L LET,

[BRENBEDRR]
(config)# show
(FHHE)

[ine vty 0 1
!

()
ip ssh
|

(5) EN{EHEER
SSH 7 747 v kv, AREE(10.10.10. D)~k L, —H : staff, /SAT— K : skl TR
EEXNm A TEBZEEMERLTLLTEENY,
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5.2 SSHv2 B —/\TREFBEELEZEITORE (SECSH#E—-TE 1)

(1) RENBDHME

NRAT— RFEFEL V&2, SSH ZFIH L CREREEIT O 121X, ABESEREZFIH L ET, it
PNRAT— RIELE, RNRAT—=RFAKR Ry hU—7 EZFinnERA, /- T, 72L&z, BN
SN2 E LTHNRAY — RPAEIZIRMET D Z 213 H D 8 A,

ZITE, 7 I9AT Y FPTER LI —TRT 09 b, a—AREAE AR E O SSH P — /3~
Hok LABBEEZ T O R ELITVET, =2 —FAREORGFKIZI=a 74 /L —varavw 2 RT
TTWETR, HFELITHE, 60 CDIIA4T oMLY, 2—FRAR#EY 7 A NV AREEA~EEL
Th&EFET, TLT, FO—VRARET 7 A VB2 T4 T L—Yara<vy R TiriAB Bk
LE7,

AB)Tix SECSH JE D SSHv2 DSA & = — W /AR CTHIH L T\ E 9728, SECSH B X SSHv2
RSA O = —H/ARRGE S Rk /2 HIETHREN TE £,

(2) R &R EEHE
SSHZ A7 v Fnb Ry NU—27 %4 UTAREB ~FF+ ok L LET(H 5.2-1),

B 5.2-1 SSHv2 Y—/N\TLFRRIBIEZITSH/E (SECSHE—FiE 1) #RE

192.168.1.1 10.10.10.1
ALEE
SSHv2 7 54 7+ b *vb9=9
o—H4 ¢ staff
SSHv2
—Y/NBASE - id_dsa_1024_a.pub P

o — PR #E : id_dsa_1024_a

(R EEH]

AREEE D SSH H—X
cIP7 FL X 10.10.10.1
+ SSHv2 T2k rlge & 75
cABSEREREAER L, AT — REERELFFA 5 (7 7 4V NEE)
- SECSH JE» SSHv2 DSA & . —H/ABR#E % Békd 2

SSHv2 7 7 A4 7 b
cIP7 FLX 192.168.1.1

a7 A D= OER
c a—H4 staff
« 2 —HVNBA#E  id_dsa_1024_a.pub I —PHET (7 T AT MUTTOMERK
- 2 —VREHE  id_dsa_1024_a } L, ABHSEEREICHE 2 5 X 512887 5)
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REB, REE-SSH 7 747 MillZdh b COBERELITY, BETEL5ZEELET,

(3) A —H D&%
BHWR S, EEEHET— FOEH o~ FNadduser Z#fiH LT, =—¥ staff L RAU—F
EREL, nlAra—HFT s FaeER LT EE N,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:skkskk
Retype new password:kkkkkrx
#

(4) A —Y AR DERE
7747y MIICa—VHTE2HL0UOHBELETIZHEMOSSHZ 747 MY 7 FO
Y — /W(UNIX %D SSH Y 7 b Tldssh-keygen =~ > )& AW TAER L 3] AREET, (5.1
%H#~A®%$ RE (B—H N2 T — REEGE) | @ SSH AR EZITV, A%EO SSH —
NIZTTAT v FInBIRAT — REGETHER RBICERE L E T,
5.1 DR ER]
(config)# ip ssh
(config)# line vty 0 1

T4 T R sftp TAMEEIZ 22— /AR#EGd_dsa_1024_a.pub) Zdxik L E 9, #mk L7
7 A VT ALEE O RAMDISK (2 —BHEfE S x4,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10.10. 1’ s password: skx /X2 T — REEEE sokk
sftp> put id_ietf_dsa. pub
Uploading id_ietf_dsa.pub to /ramdisk/id_ietf_dsa. pub
id_ietf_dsa. pub 100% 693 x. xKB/s  00:00
sftp> Is
id_ietf_dsa. pub
sftp> bye wpk BRIETET bk

[Z5#E]
2 —PABHBEOEEEIT ftp ZHOWTHARETT A, WERT TORSAE X2 T4 BiFE L
< HVERADT, sftp ZFEHTIZLE2BHOLET,

CEEEE]

HRk oD RAMDISK (3—FHRF= U 7 CTF, EEOHEE T RAMDISK L0~ 7 A/ Wl ES
NETOTITEELZIN,
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E 5.2-2 1—42AF% (SECSH ) DinX

192.168.1.1 10.10.10.1
ARAEE
—
N 4
SSHv2 7 54 7+ | *""’7_7___. et
2 —W 4 staff “___.--‘ B
T | || T PR B
Soirpipsarerrhiiarsaiiiin

G)yarrq4gL—a EE
BRUGRRNS, a7 4 b —vara<w RCTSSH VP —"OREEF L, 2 — AR &
PITWET,

[a< > FEREHI]
R B ANJja~<» K
1 (config)#t ip ssh version 2
2 (config)#t ip ssh authkey staff client-v2 load—key—file id dsa 1024 a. pub

% 5.2-1 XREBORTEMN

EwES B
1 SSH#— "7 harX—g 0 2P R— e LET,
2 :L“—ﬂ:i staff ® SSHv2 » . — VAR 4 RAMDISK LD~ 7 1 /L id_dsa_1024_a.pub

MBEFHIABE T, O, ZOHEOLFIAL T v 7 A4) % client-v2 & LEd, =2
T4 T = a AT — T RARBONENREINET,

[BREABNDFERT]
(config)#t show
line vty 0 1
!
(H%)
ip ssh

ip ssh version 2
ip ssh authkey staff client—-v2 “AAAAB3NzaC1kc3MAAACBAPQX4hUjicV2cuSbbOeYug3
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Zwelwdvel i xNACRX15dh8XDDIv1drKW6LnxTDiM8wfsEPDo0COZwae9VOLgpBFXqdNAH | BSPeKV
EUvSBah+romEWRuPgBHIkJWg3FbzkHV8cY i QxzAZT87Runi kN9 j2kg+ftodIs7I1WR4gHXby/JTA
AAAFQDT | 3fYWEZaZEF 1ZATkUeL saBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj10ptaGb7KcTKv
bfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1G
vZ4bef7JTPIx048/ | FSWATL7bKeXZ9¢ i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ /yWFB1r |8
BeNkvcsmi lupce2hb2uaef/417ymPT9i rDQsTRY3Rx i G5KOUh7g84 jOWFtx/y9KtFk46hUizNYn
kkVcEwjo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfaOU4xME18RC4CHax+Fm/0UMdPzpzAD6F
ZHS+9zkd i Tk="

|

()

(6) ENEHEER
SSHv2 7 7 A 7> b, AR%EE(10.10.10.1)~%i L, = — V4 staff, % #EGd_dsa_1024_a)
WZRAT L —R % ASTLT, ABRRBRGECRIESN /A TEAZ LR LTI EEN,
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5.3 SSHv2 H—/\TRFRBERLZ1TOXE (SECSH#—75% 2)

(1) RENBDHME

T T, ABERGEEITO O, 7747 P TER LIz —T#T 05 B, —V AR
A ARIEED SSH r— _"~BER L FE T, 2—FABRRBORKIIa L 74 L—rara~sy RTIT
WETHR, HFiE2 T, 2—VRAREZ A NVORNFEa L 7 4 7 b—Yaravwy RCHEEAS
L, RERFFELET,

AB) T SECSH JE D SSHv2 DSA O = — /AR TR L T\ & 7723, SECSH IE R SSHv2
RSA O = — /ARG [FIER 22 1L THREN TX 7,

(2) BRE & REEY
SSHV2 7 74 7 hinb &y hU—2 &r L CAER BT 21 & L £ (R 5.3-1),

5.3-1 SSHv2 —/N\TABKRBI Z175 [/ESECSH #— 5% 2) #RE

192.168.1.1 10.10.10.1
ALEE
SSHv2 7 547+ b * FI=9
a—W4 : staff
2 —Y/ABASE : id_dsa_1024_a.pub iuSEY?
o — R - id_dsa_1024_a
[ERESEM]
ARIEE O SSH H— N
cIP7 FLX 10.10.10.1
« SSHv2 CZ T #kiriEE T 5
* /\Fﬂgj%nu uIEf_&j— %'{iﬁﬁj—é
- SECSH JER . SSHv2 DSA D = —H/A\BH#E % B éx
SSHv2 7 7 A4 7k
cIP7 RL XA 192.168.1.1
07 A DT DTEHR
c—HE staff
« 22—/ id_dsa_1024_a.pub — VT (7 T AT MUTTOVER
- 2 — VRS id_dsa_1024_a , ANBREESEREICE 25 K 9 108kt D)

B, AMEE-SSH 7 747 2 FHIZH LN UOBEREZITY, BETELHZLELET,
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(3) A —HY D&%
BHER NG, MEEHE T — RO 2~ Fadduser 24 LT, =—# staff & /32T —F
ERTEL, n A a—FT7 o PEER LTS,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:skkskk
Retype new password:skskokk

#

(4) A —HY AR ER

34T MU Ta—VHT2H 00 COHELETI[THHOSSH 7 547 Y 7 Fodt
ARy —/W(UNIX % ® SSH ¥ 7 b Tl ssh-keygen 2~ R)ZHAWCTARKR L ET], £, LG
RKETI 4T hOa—FABEENEZ %R L £9(X 5.3-2), A#<Tl%, SECSH Eo» SSHv2
DSA = —V /B Z HIZFH L E 9,

B 5.3-2 #fHLf-1—Y 2R (SECSHE) HNE

—-—--- BEGIN SSH2 PUBLIC KEY ----

Subject: staff

Comment: "1024-bit dsa, staff@clientl-pc, Tue Oct 22 2002 16:21:35 +09¥
oo"
AAAAB3NzaClkc3MAAACBAPQX4hUjicV2cuSbbleYug3ZwelwdveLixNACRX15dh8XDDIv1
drKW6LnxTDiM8wfsEPDoOCO0Zwae9VOLgpBFXgdNAH1BSPeKVEUVSBah+romEWRUPgBHIkJ
Wg3FbzkHV8cYiQxzAZT87RunikN9j2kg+ftoJIs7IWR4AgHXby/JTAARAAFQDT13fYwWEZazZE
F1ZATkUeLsaBnn/wAAAIEAhy3mVaF87Pjjbag+XY+12mjIOptgGb7KcTKvbfb2JZVscidx
z0aKnNWRMJt s ZSyMXkpdEjaWNmQvbV6eMDGn3PYX63CLomIsWUPxdo7bcOJFyx1GvZ4ibef7
JTP9x%048/1FSwQTL7bKeX%9cidgGXMmch8Tz15WSu8rP+t3m/ySTgAAACAZ/ yWFB1rl8Be
Nkvcsmilupce2hb2uaef/4I17ymPT91rDQOsfRY3Rx1G5K0Uh7g84)9WFtx/y9KtFk46hUiz
NYnkkVcEwjoluTbhtRpehFObUYPyQu+ZxFDHZ3vBlo0ONOfa0U4xME18RC4ACHax+Fm/OUMd
PzpzAD6FZHS+9zkdi7k=

--—- END SSH2 PUBLIC KEY ----

BG)arI14TL—2a EE

W, BEMGRND, HIFEHER L2 —VARBONEEZa L 7 7L —varavw RTA
HEEe—T v FX=2NLFET ., av7 47 b —varavy FCa—VARBONEZEHEAS
T 5841%, SECSH BERD 22—V ARHEED~ > #(Comment: = A > "), Bits - K T~—I Bk
VBAFa— FEEDRNE D, BEkT 22— FABRBAROERITKRO LS ICLET,

1. ~o X, PG T~—hZ2BR0, @BOEST T2 LU ET(H 5.3-3 S84,

B 5.3-3 1—44\F#& (SECSH&) DAL

—-—--- BEGIN SSH2 PUBLIC KEY ----

Subject: staff

Comment: "1024-bit dsa, staff@clientl-pc, Tue Oct 22 2002 16:21:35 +09¥
JQQ' AN NN NN NN NN NN NN NN NN NN NN EEEEENEEEEN
AAAAB3NzaC1kc3MAAACBAPQX4hUj1cV2cqubOeYug3ZwelwdveleNAcRXl5dh8XDDIVl'
.drKWGLnxTD1M8waEPDoOCOZwae9VOLngFquNAHlBSPeKVEUVSBah+romEWRngBHIkJ
le3szkHV8chszAZT87Run1kN9j2kq+ftoJIs7IWR4gHbe/JTAAAAFQDTl3waEZaZE.
®F]7ATkUeLsaBnn/wAAATEAhy3mVaF87Pjjbag+XY+12mjIOptgGb7KcTKvbfb2JzVscidx ®
:anKnNWRMJtsZSyMkadEjaWNvabV6MDGn3PYX63CLomISWUdeo7chJFylevZ4bef7:
mJTP9%x048/1FSwQTL7bKeXZ29cidgGXMmch8Tz15WSu8rP+t3m/yS7TgARACAZ/yWFB1lrl8Be m
:Nkvcsmilupce2hb2uaef/4I7ymPT9irDstRY3inG5KOUh7g84j9Wth/y9KtFk46hUiz'
.NYnkacijoluTbhtRpehFObUYPyQu+ZXFDHZ3VB100NOfaOU4XME18RC4CHax+Fm/OUMd

1?‘QF§Q§F;%§+§F#QHJE (R ES AR RRNERRRRRERRERRNRDN) ua"
END SSHZ PUBLIC KEY
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2. SECSH XD —FABRBIIUITa— REEATWVWETD, T X3TOSITERY EE 117
R LE$(X 5.3-4),

® 5.3-4 1—42F®@ (SECSH ) OHITRE

EE NSNS NSNS EEEENESENEEEEENENNNNNNENENNENENEEEER
AAAAB3NzaC1kc3MAAACBAPQX4hUj1cV2cqubOeYug3ZwelwdveleNAcRXl5dh8XDDIv1"

:drKW6LnxTD1M8wfsEPDoOCOZwae9VOLngFquNAHlBSPeKVEUvSBah+romEWRuPgBHIkJ—-
mg3FbzkHV8cYiQxzAZT87RUnikN9j2kg+ftoJIs7IWRAgHXby/JTAARAAAFQDT13fYwEZaZE o
®F1ZATkUeLsaBnn/wAAATIEAhy3mVaF87Pjjbag+XY+12mjI0ptqGb7KcTKvbfb2J2Vscidx ™
.anKnNWRMJtsZSyMkadEjaWNmQVbV6MDGn3PYX63CLomIsWUdeo7chJFyX1GVZ4bef7.
mJTPIx048/1FSwQTL7bKeXZ9cidgGXMmch8Tz15WSu8rP+t3m/ySTgAAACAZ/yWFB1r18Bem
'NkvcsmllupceZthuaef/4I7ymPT91rDstRY3Rx1G5KOUh7g84j9Wth/y9KtFk46hUlz'
ENYnkkVcEwjoluTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xMEL 8RC4CHax+Fm/0UMd HAT

‘ngzﬁgq‘zligégqiqjl7#IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

1l

AAAAB3NzaClkc3MAAACBAP M-+ FObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMdPzpzAD6FZHS+9zkdi7Tk=

HREFH  BRGE O —FABRBOMNICEAZEORNTLEIN, ZHDOKITa A FEAR
BENET,

ok T o —VAREEZEFCEELEL, FHEND, a7 4L —varavw KT
SSH #— RO E L, 22—V AREEOBRGEEITVET,

[a< > FEREHI]

ﬂ%nﬂ%ﬁ ANJja< R
(config)# ip ssh
(config)#t ip ssh version 2
(config)# ip ssh authentication publickey
(config)#t ip ssh authkey staff client-v2 “AAAAB3NzaC1kc3MAAACB
APQX4hUjicV2cuSbb0OeYug3Zwelwdvel i XNACRX15dh8XDD1v1drKW6LnxTD i
MBwfsEPDo0C0Zwae9VOL gpBFXgdNAH | BSPeKVEUvSBah+romEWRuPgBHI kJWg
3FbzkHV8cYiQxzAZT87RunikN9 j2kg+ftodIs7IWR4gHXby/JTAAAAFQDT | 3
YwEZaZEF1ZATkUeLsaBnn/wAAAIEAhy3mVaF87P j jbag+XY+12mj10ptqGb7K
cTKvbfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLom
[ sWUPxdo7bc0JFyx1GvZ4bef7JTPIx048/ | FSWQTL7bKeXZ9¢ i dgGXMmch8Tz
15WSu8rP+t3m/yS7gAAACAZ/yWFB1r | 8BeNkvesmi lupce2hb2uaef/417ymP
T9irDQsTRY3RxiGHKOUh7g84 jOWFtx/y9KtFk46hUizNYnkkVcEwjoluTbhtR
pehFObUYPyQu+ZxFDHZ3vB100NOfaQU4xME18RC4CHax+Fm/0UMdPzpzAD6FZ
HS+9zkdi 7k="
5 (config)#t line vty 0 1

BN =
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# 5.3-1 AEBORTEMM

BaES fE R
1 SSH H— S O#EEZ MG S £ 7,
2 SSHH#—R7a har’i—Tgr 270 R— e LET,
3 AT 5 2 —YEGEF N E AR T & LET,
4 2—:staff O UEfE L 72 SECSH B D SSHv2 == — W /AR Z B CfT L7an XL )

2, UCTHATADLET, ZO, Zoa—VRARBOLAHIL VT v I AL B
client-v2 & L ¥,

5 AAEBEB~0 T A T Ha—FHE 2L LET,

[(REABRDERR]

(config)# show

()

line vty 0 1

!

(%)

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staff client—-v2 “AAAAB3NzaC1kc3MAAACBAPQX4hUjicV2cuSbbOeYug3
Zwelwdvel i xNACRX15dh8XDDIv1drKW6LnxTDiM8wfsEPDo0COZwae9VOLgpBFXqdNAH | BSPeKV
EUvSBah+romEWRUPgBHIkJWg3FbzkHV8cY iQxzAZT87RunikN9 j2kg+ftodIs71WR4gHXby/JTA
AAAFQDT | 3fYWEZaZEF 1ZATkUeL saBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj10ptaGb7KcTKv
bfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1G
vZ4bef7JTPIx048/ | FSWQTL7bKeXZ9¢ i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ /yWFB1r |8
BeNkvcsmi lupce2hb2uaef/417ymPT9i rDQsTRY3Rx i G5KOUh7g84 jOWFtx/y9KtFk46hUizNYn
kkVcEw jo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMdPzpzAD6F

ZHS+9zkd i Tk="
!

(6) ENEREER

s&w27747yh#%,$%EQ0m10D«S&h2(%ﬁL 2— W4 staff, =—VFE
%(id_dsa_1024_a)(l/\°x = I/_X%Ajj LT /Aﬁﬂf)@umu A uﬁém‘j 7 /l) /Tdc% 5 k %—fﬁﬁum
TLEEW,
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54 SSHv2 H—/\T/AFMBTELFITORE (OpenSSH #E—AHix 1)

(1) RENBDHME

ZZ T, O0penSSH 7 74 7 2 h THERR LTz —HF#T D H 5, 2 — AR Z2 ALEE O SSH
#—Amﬂﬁbﬁﬁﬁmﬁ%ﬁo REEITVWET, 2—FARBORGEIZa L 74 7L —ara

VRTITWETR, HEL1THE, o0 LDI7I7A4T7 0 D, 2—VARET 7 A VEARERE

’\ﬁﬁL LTR&ET, LT, 20—V AR#ET AV Ear T4 7L —vara~vy KTk

AR, BERLET,

AHB)Tix OpenSSH @ SSHv2 RSA = —H/ABH#E TRl L T\ E 9743, OpenSSH @ SSHv2 DSA
Z—W AL RO RIETHRE T T,

(2) BRE & REEY
OpenSSH 2 A 7> R ipb oty hU—2 ZJr L CAUER~BET DML & L £ (R 5.4-1),

B 5.4-1 SSHv2 H—/\TLMREBHZ1T5H/E (OpenSSH B—Fik 1) K

192.168.1.1 10.10.10.1
= | o
SSH 7 54 7> F(OpenSSH) v kT—75
2 —4 ¢ staff
. SSHv1/SSHv2
o —H/ABAE : id_rsa.pub e

o — YRGS : id_rsa

[BRE&EH]
AREEE O SSH H—
cIP7 FLX 10.10.10.1
- SSHv1 & SSHv2 THEficrlfe L 32 (7 7 4/ NEE)
* /Aﬁ?ﬁ%uuuﬁ%{iﬁﬁ L/ INA U — I\uuuiE%) utFTj—}:) ('7:7?/1/ ]‘%ﬁﬁz)
* OpenSSH D SSHv2 RSA = — /AR 2 X 6k9 %
SSHv1 7 247 b
-IP7 FL=& 192.168.1.1
07 A DI DR

- A staff
R YN id_rsa.pub 1_4}?@&7(7 T4 7 v MUTTOIER
o —VPRERE id rsa , ABERRGEICE X D L D ICBET D)

¥, REE-SSH 7 747~ MiZH SN COBERELITY, BETELHZLELET,
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(3) A —HY D&%
P— AT, FER S, EEEMEE— NOEf 2~ N adduser 2 LT, ==— staff
ENRAV—REHREL, ulAra—F7rhor FEERLTLIES N,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:¥ikkiok
Retype new password:kkkkkrx
#

(4) A —H AR ERE

74Ty MITCa2—VHTE2HNCOHBLET[THEMHDOSSH Z 747 Y7 Ot
Y — /W(UNIX %D SSH Y 7 b Tldssh-keygen =~ > )& W TAER L F3 ] AREET, (5.1
SSH #— "OHARRE (B—H W20 — RFEGE) | @ SSH BEART 21TV, AREED SSH H—
NIZTTAT Y MPB/RAY — REBRECHERt ATREICERE LE T,

5.1 DR EH
(config)# ip ssh
(config)# line vty 0 1

T TAT v D sftp TAREE I —AB#(Id_rsa. pub) izt LEJ, Ik L7 74 Lk
ARIEE DO RAMDISK |2 —FR{RfFENEJ,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10.10. 1’ s password: skkx /X2 T — REEEE sokk
sftp> put id_rsa. pub
Uploading id_rsa.pub to /ramdisk/id_rsa. pub
id_rsa. pub 100% 224 x. xKB/s  00:00
sftp> Is
id_rsa. pub
sftp> bye sokok HAETE ] ok

[C8%E]
Z—FABRBOEREIL ftp ZHVWTHAETTD, BERTTCOUIAEtX2 )T 4 EiFEL
< HYEFADT, sftp AT EE2BEIOLET,

CEEEE]

fit 5D RAMDISK (3—FHR7F= U 7 CT¥, EEOHEE T RAMDISK EO~7 7 A WL S
NFETOTIEELTZE N,
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H 5.4-2 a—42\F# (OpenSSH £2) DIn%

192.168.1.1 10.10.10.1
=] e
g&‘%“ H)
SSH” 547+ k S A P 4
.t
ll““‘

o —H4 : staff

SSHv1/SSHv2

AR

AR T s """

an® o
an® - sftp T%ﬁﬁjié PN

=1 ]

G)yarI749L—3VERE
EER/NS, arv T 4 S —3aravy RTCa—ARBOBREG 2T WVET,

(3~ FERFEHI]

fiEan = ANja<> K
1 (config)tt ip ssh authkey staff client-0 load-key-file id_rsa.pub

R 541 FREBOREMEK

fRERES iR &

1 . —H:staff O SSHv2 O = —H/AR#E%Z RAMDISK EdD 7 7 1 /L id_rsa.pub 7> 5 Hi A
ABET, ZOB, ZOHEOLEIAL T v AL HEBEXFES)DE client-O & LET,
OpenSSH B D = —HFABSEDILGE TH, SECSH XD = — 3 /ABI#E & Rk 8 &%
THZENARETT, 2B, a7 4 7 b—va UEFRIT2—PARBEORBNE DR
EINET,

[(REABRDERKR]

(config)# show
()
[ine vty 0 1
!
(F)
ip ssh

ip ssh authkey staff client—0 “AAAAB3NzaG1yc2EAAAABIWAAAIEAnvn20coFESc|TM4S
50816,/ IN+ZzNpWE9g+mgpTB70AMy6n0Vhoi50vQKyAwn44E4n1CrXY6dP IBOHFHkwPOBK3F6xsP
wu66rpQ8CNkZdo4dTiAiAgqJgORIUZsHZWi 1pcVgdeGY+R31fPFCmbGSxask97¢cCWCRwhNoffs jHR

nnbhE= staff@penSSH-Client”
!
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(6) ENEHEER
OpenSSH 7 A4 7> b, b, AMEE(10.10.10.1)~FEk L, —W4 staff, WG _rsa)ic s
AT L—REB AN LT, NHERIECHIESNn A U TCEA L EMERL T ZENY,
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5.5 SSHV2 H—/\TAFMBTIELF1TORE (OpenSSH #E—Ai% 2)

(1) RENBDHME

ZZ T /\E‘ﬁ%uunﬂz%?ﬁ* ) 71?5?’)@:, OpenSSH 74Tk T'ﬂzﬁk Lf:iw‘ﬁ_fﬁ/\ov}?@ 9 ‘6,

—%A%%%ﬁﬁﬁwS&ﬂﬁ~ﬂa§ﬁbiﬁgnwﬁ&%%@ﬁﬁm:y747v~yay:
< RTITWETR, HiE2 TlE, =2—FAREE7 7 A VORNEFEay 74 7L —varyavy R
THEHBEANL, RELEKLET,

A TIE OpenSSH @ SSHv2 RSA = — W /ABR#E T L TV £ 7728, OpenSSH @ SSHv2 DSA
Z—PARREL RO FIETERE T £,

(2) AR & ERERY
SSH” 747> bty hU—2 &4 LTARER A~ oM & LET (™ 551,

5.5-1 SSHv2 HY—/N\TABREBIEZ1TS5%/E (OpenSSH 8—Ai% 2) #ERE

192.168.1.1 10.10.10.1
ALEE
SSH 7 51 7+ FOpenSSH) *y hT—4
a—Y4 : staff
SSHv1/SSHv2
= —/ABA%E : id_rsa.pub H—x

o — PR - id_rsa

[BRE&EH]
ARIEED SSH H—N
-IP7 FL=x 10.10.10.1
- SSHv1 & SSHv2 THEificrle L 32 (7 7 4/ NEE)
* /Aﬁ?ﬁ%uuuﬁ%{iﬁﬁ L/ INA U — I\uuuiE%) utFTj—}:) ('7:7?/1/ ]‘%ﬁﬁz)
* OpenSSH D SSHv2 RSA = — /AR %A X ék9 %
SSHv2 7 A4 7k
-IP7 FL=& 192.168.1.1
a7 A DO R

c a—Y4 staff
« 2—H /N id_rsa.pub 1—%?@“\07(7 T4 7 v MUTTOIER
- — VPSR id_rsa , ANBRBERRGEICAE 2 D XK 91T BET D)

¥, REE-SSH 7 747~ MiZH SN COBERELITY, BETELHZLELET,
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B) 1 —H D&
H— MU, EEEERN S, EEEEEE— FOEH 2~ N adduser LT, =— staff
ERAT—REHREL, vl A4 ra—FT7hvr hEERLTIEEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:xfkxkk*
Retype new password:xikskx

#

(4) A—Y SO ElE
74Ty MITCa2—VHT2HNCOHBLET[THEHDOSSH 7 747 Y7 Ot
% —/W(UNIX %D SSH ~ 7 b Tt ssh-keygen =~ R)&HWTARK L EI],
FT,EIAR LT 747 2 F O — P ABGENAE Z ¥ L £ (X 5.5-2), A1 T, OpenSSH
B> SSHv2 RSA == — Y /ABR#EZ FIIZFHA L £ 9,

E 552 #{#HL=2—YABE (OpenSSH &) ORE

ssh-rsa AAAAB3NzaClyc2EA---B&---31TPFCmbGSxask97cCWCRwhNoffs jHRnnbhE= staff@0penSSH-CIient

B)arvI45L—> 3 URE

W, BEIGARNG, LIE R LI — P ARRBONEEZ 27 4V L—vara<v FTA
H(h $7\/ RAN—=Z2 M LETN, 2747 Lb—vara~vy KT OpenSSH O = — /B
DR Z BEHEANTTT D95E1E, FEiHD ssh-rsa” £ 72 1X7ssh-dsa” Z B 0 frNC, fT7=2— RE 5072
WE DT LET@EEROES ).

5,52 ANT51—H2BR (OpenSSH ) OARE

ssh-rsa AAAB3NZaC1ycIEA 8-~ 31 TPF CnbGSxaskdTcCHICRwhiNoT s JHRnNSHE= staf f@0penSSH-Client a

HEEFH 2 — P REBICEARLEITEZEBML 2N K SI1L, ZOFEE 1{TTAALTIEIN,

BeT 22— RARBLZEHFCTEELLSL, FHKND, 20747 b—varav T
SSH % — " DREE L, = —FAREOREZITNET,

[a< > FERTEH]

fif i 75 AHa<wr K
1 (config)# ip ssh
2 (config)#t ip ssh authkey staff client—0 “AAAAB3NzaCl1yc2EAAAABI

WAAATEAnvN20coFESc | fM4S598T6/ IN+ZzNpWE9q+mgpTB70AMy6n0Vhoi50vQ
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KyAwn44E4n1GrXY6dP IBOHTHkwPOBK3F6xsPwu66rpQ8CNkZdo4TiAiAqJgOR|
UZsHZWi1pcVg4eGY+R31fPFCmbGSxask97¢cCWCRwhNoffs jHRnnbhE= staff@
OpenSSH-Client”

3 (config)#t line vty 0 1

& 5.5-1 FEEDREMN

fRERES fRER

1 SSH — " OEEZ PR S EE 7,

o —Y staff O¥EfE L 7= OpenSSH JER > SSHv2 D= — VAR L R THIT LW
ko, "THATAALET, 20K, ZOax—WRABEOLRI T v 7 24 A
BFH) % client-O & LET,

3 AKEE~a T A T Ha—VPRE2 L LET,

[BREANBDIFERT]
(config)# show
()
line vty 0 1
|
(%)
ip ssh
ip ssh authkey staff client—0 “AAAAB3NzaC1yc2EAAAABIWAAAIEANnvn20coFESc|fM4S

50876/ IN+ZzNpWE9q+mgpTB70AMy6n0Vhoi 50vQKyAwn44E4n1CrXY6dP 1BIHTHkwPOBK3F6xsP
wu66rpQ8CNkZdo4TiAiAqJgOR IUZsHZWi 1pcVgdeGY+R31FPFCmbGSxask97cCWCRwhNoffs jHR

nnbhE= staff@0penSSH-Client”
!

(6) BNERERR
OpenSSH 7 7 A 7> hinD, AR%EE(10.10.10.1)~ SSHv2 THift L, —V4 staff, = —FK
EHEGd_rsa)lZ/SA T L—RXE AT LT, ABBESEIECRIES e /A4 VU CE 5 2 L 2R LT 72

él{\O
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5.6 SSHvV1 B —/\TREFBELEZITIHRE (FiE1)

(1) REABDHE

ZZTiE, SSHv1 7 AT v FTER LTI —FE~T D5 b, 2 —F AL AEED SSH
P NG LABBERRREZAT O REZATVWE T, 2—FARBORRKII=a 74 7L —Ta =
Y RTITWETD, HELITIE, H60nCD7 747 R, a—FRMET 7 A V2 AR4EE
NEELTRBEET, 2L, 20—V REBBT 7V Ea T4 L —varav sy RThik

AF, BERLET,

(2) B EERESH
SSHv1 7 54 7 v hinb Xy NU—27 240 U CAMEE ~ T AR s LE4 (X 5.6-1),

® 5.6-1 SSHvl H—/\TLABRRIZIT5[TE (AiExl) WAE

192.168.1.1 10.10.10.1
AAEE
SSHv1 7 547> | Y =2
2 —H4 : staff
) SSHv1/SSHv2
= — W /ABA#E : identity.pub PN
o — YR ¢ identity
[(ERE&H]
AR#EE D SSH H—
<IPT7 FL XA 10.10.10.1
- SSHv1 & SSHv2 CTHficrlaeE & 95 (7 7 4 /v NELE)
< NBHSESERETE T 2T 5
- SSHv1 O — AL BEKT 5
SSHvl 7 247 b
<IPT7 FL XA 192.168.1.1
0 g A DI DOFEHR
ca—HWH staff
+ =Y ARASEE  identity.pub Z—PHEAT (7 T4 T > MITTOMER
s —PHEH  identity L, ABHSEEREICM 2 D X 912887 D)

B, AMEE-SSH 7 747 2 FHlZH LN CLOBEREZITY, BETELHZLELET,
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B) 1 —Y D&

P— AT, FER S, WEEFEE— FOEM 2~ > | adduser ] LT, =—¥ staff
LAY — REHRIEL, D?%/J~#7ﬁﬁ/%%¢ﬁbf<tém
> enable

# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:xfkxkk*

Retype new password:xikskx

#

(4) A —Y 2R DERE
II7AT Y Ml Ca2—VHTZ2H00UOHELETI[THEHOSSHZ 747 MV 7 FOd
Y — /W(UNIX %D SSH Y 7 b Tldssh-keygen =~ > )& AW TAER L 3] AREET, 5.1
%H#~A®%K RE (m—H 82T — RERGE) ] O SSH AR EZITVY, AdEED SSH #—
T TAT Y I B ANAY — RBECHERATRRICRELE T,
51@@ RTER]
(config)# ip ssh
(config)#t line vty 0 1

7 TAT v D sftp TARERE I —AB#E(Identity. pub) 2zt LES, kL7 7 AL
IR E O RAMDISK I — RSN E T,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10.10. 1 s password: skkx /X2 T — REEEE sokk
sftp> put identity. pub
Uploading identity.pub to /ramdisk/ identity. pub
identity. pub 100% 335 x. xKB/s  00:00
sftp> Is
identity. pub
sftp> bye wokk  HRTESE T kk

[Z5E]
2 —PABFEOENRIT ftp ZJHNVTHARETT A, BREET TORIAEEX 2V T 1 RIFEL
KHYVEEADT, sftp 2T L2BBOLET,

CEEEE]

fit oD RAMDISK (3—FHRF= U 7 CTF, EEOHEE T RAMDISK L0~ 7 A WL S
NFETOTIEELTZE N,
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5.6-2 1—H/ABA%E (SSHvl 8B) DimX

192.168.1.1 10.10.10.1
- | i
‘%ﬂ'\ ﬂ)
SSHv1 7 54 7+ S (= Laaeett v
et
=Y ¢ stalf .-""““ SSHv1/SSH
us vl v2
=T Wepas 1 sftp T M
mO A ity "
G)arvI4JL— 3 UERE
BHERRNS, a7 4 S —aravwy RTSSH Y — RNO#RTEE &, o — PR

AEITWVET,

[a< > FEREHI]
M En T AJja< R
1 (config)#t ip ssh authentication publickey
2 (config)tt ip ssh authkey staff client-vl load-key—file identity. pub

% 5.6-1 XREBORTEMN

fRSRES fiZ R
1 u$TTé:’-"—‘H_mu uﬁﬁﬁ%/\sﬂ%mu ul‘EfL ﬂ' :%E Lij—o

. — staff ® SSHv1 @ —W /A% RAMDISK E® 7 7 A /L identity.pub 7> 5 #t
FIAFHET, ZOKE, ZOROLFIA T v I AL ARBE XTSI %E clientvl & LET,
a7 47— a I — T ARBONENHE S ET,

[BRENBDFRR]
(config)# show
()
line vty 0 1
!
(F)
ip ssh
ip ssh authentication publickey
ip ssh authkey staff client-vl “1024 37 14753365671206614340722622503227471
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488584646058757413792657714062860262022048080660008981848330075763414120857
430120172783332559260875039381063898420664060139755230530445055276990489235
552759012722012836123616490604038394743786667568819263434987971358724526026

9318415240487576907318347950529423020990314131397 staff@client”
!

(6) BhERERR
SSHv1 7 74 7 v b b, AR%EE(10.10.10. D~ L, = —4 staff, fi&gEGdentity) 2 /%A
TL—RXEANILT, ABEERFECHRIESN B /A TEDH T LEHERLTIE IV,
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5.7 SSHvV1 B —/\TREFBELEITIHRE (FiE2)

(1) RENBDHME

Z 2T, ABEEIEEZIT ) 7201, SSHvl 7 A T v P TER LIz — V#7059 b, o—
PNBRE A AZEE O SSH — N\~ Ek L E7T, 2—VFAREORGEITa 74 7 L—varavwyr
RTITWETHR, HiE2 TlE, =2—FARETZ A VORAREa 747 L—varavy NTH
BATIL, RERFEKLET,

(2) B EERESH
SSHZ A7 Fnb Ry NU—27 %4 UTAREB ~Fki+ ok L UET (X 5.7-1),

B 5.7-1 SSHvl Y—/N\TAFRRRBEZITIRE (Fi&2) BRE

192.168.1.1 10.10.10.1
- o
SSHv1 7 547+ k Ty kI—2
=Y : staff ; SSHv1/SSHv2
2 —Y/ABRA#E ¢ identity.pub BRI P
o — YR - identity
(R EEH]
AEEE D SSH H— 3
cIP7 RL R 10.10.10.1
- SSHv1 & SSHv2 T nlieE L 92 (7 7 4 /v hEIE)
« NBHEERRGES T AT S
- SSHv1 = — /AR Z 8T 5
SSHvl 7 247 b
cIP7 RL R 192.168.1.1
07 A Db DR
c —YA staff
« —Y/ARE  identity.pub 22— WET (7 T4 T MAITFOIER
« 2 — WS identity L, ABHSEEGEICH 2 D X 912887 D)

¥, REE-SSH 7 747~ MilZdH SN COBERELITY, BETELZLELET,
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(3) A —HY D&%
P— AT, FER S, EEEMEE— NOEf 2~ N adduser 2 LT, ==— staff
ENRAV—REHREL, ulAra—F7rhor FEERLTLIES N,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:*kkxtkxk
Retype new password:kkkkkrx
#

(4) 1 —H RO EE

7747y MIICa—VHTEZ2HL0UOHBELETI[ZHEMOSSH Y 747 MY 7 FO
A —/W(UNIX 52D SSH ¥ 7 b Tl ssh-keygen =2~ > R)ZHWTARK L £,

9, BEUK ETZ T4 7 v O SSHv1 o — W ABRSENE % Ml L £ 97 (X 5.7-2),

5.7-2 #{FLI-1—FA\BE (SSHv1R) ODRE

1024 37 14753365671206---i%---18415240487576907318347950529423020990314131397 staff@client

G)yarrq4gL—a EE

W, BHIRAND, HIFEHE L 2—VFRARBONFEZa L 7 7L —Y g avw RTA
F Gy F T R_X—=2 M LETH, a7 47— 33w RTSSHvl Oa—WARREED RN
KREeBESEANTOIHAIE, ST —Reg0nrEricLET,

CEESEHE]
=PRI EARYITEZBMLRNE DT, ZOEE LT TANLTIESN,

BT Ha— P ARBEZEHRCEE LS, BHRND, a7 47— arav FT
SSH #— " DFERE L, 2 —FRAFEDBREKEZITVET,

[3< > FEREHI]

B IEESA
1 (config)# ip ssh
2 (config)# ip ssh authentication publickey
3 (config)#t ip ssh authkey staff client-vl “1024 37 147533656712

0661434072262250322747148858464605875741379265771406286026202
2048080660008981848330075763414120857430120172783332559260875
0393810638984206640601397552305304450552769904892355527590127
2201283612361649060403839474378666756881926343498797135872452
60269318415240487576907318347950529423020990314131397 staff@c
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lient”
4 (config)# line vty 0 1

% 5.7'1 XREBORTEMN

RGBS R

1 SSH ¥ — _O@E{EZBIth S EE 1,

AT B o — YR A ABEERE S T L LE T,

3 2—W staff O (R L7= SSHvl O — WA Z & T CUhfT Lan X 912, ”THA T
ADLET, 2O, ZOa—YARBOLRIS VT v 7 A4 ALE XTSI % client-vl
LLET,

4 KIEE A~ T A T Ha—PHE2 L LET,

[BREABDFERT]
(config)#t show
(4 %)
[ine vty 0 1
|
(H )
ip ssh

ip ssh authentication publickey
ip ssh authkey staff client-vl “1024 37 14753365671206614340722622503227471

488584646058757413792657714062860262022048080660008981848330075763414120857
430120172783332559260875039381063898420664060139755230530445055276990489235
552759012722012836123616490604038394743786667568819263434987971358724526026
9318415240487576907318347950529423020990314131397 staff@client”

|

(6) ENERESR
S$h17747yhﬂ5,ﬁ%ﬁmnowD«S$h1f%ﬁ , —H4 staff, o — R

#Gdentity) |2 /N2 7 L— X% AJ) LT, AR CTRIES e 7 /f YTEDLTEEMERL T
él{\O
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\

58 SSHY—/\DOES7IIYXLEEDHRELE

(1) BENEDHE

SSH o S{bimfs Clidamgns 5 & A v v — i Ea— KAWL E T, REED SSH +—
SFSHE D H i G 2 (Cipher) & A v & — VRGE 2 — F(MAQ) I, BHOMED T /LY 2 L% 7K
— kL TWETS,

ZITE, PAR—=FLTWAEEOTALITY XLAOHT, FHTHIT LI XLDIEEEELEL
FT.HEATATAITY A ATy T4 —aravy RCEELET, (InboFrray X
L¥EE1T SSHv2 TOH AR — R T7, SSHvl TIXFEETT,)

(2) BRE & REEY
SSHV2 7 74 72 hinbky U —2 &fr L CARBERA~BEET o e LE (2 5.8°1),

5.8-1 SSHv2 5—/\DOES7ITYXLEEDSRELEE #/E

= )
SSHv2 7 54 7+ I *v k99

SSHv2

P

FHATAHZT LI Y XA
H AR 5 aes128-cbe & 3des
MAC : hmac-shal & hmac-md5

(R EEH]
AREEE D SSH H—X
« Cipher(tm#ns 5)1% aes128-cbec & 3des i 5
« MACGiyt—y" pquJ })IZ hmac-shal & hmac-md5 Z AT 5

B, AEE-SSH 27 747 2 FHlZH LN UOBEREZITY, BETEL5ZLELET,

F2, TH T MEER R A T — REEGE(ABEFERE O SSHv2 Y — "G EIL 9 Tz 7(5.1%, 5.2
#, 53mEM)L, SSHV2 T/ 94TV b ul A TCEH2 e LET,
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B)arvI45L—> 3 URE
a7 40—y gravwy RTCT AT AAOHREEE)ZITVET,

(2T > FE&REH]
fig i 75 ANNha<w R
1 (config)#t ip ssh ciphers aes128-cbc 3des
2 (config)# ip ssh macs hmac—shal hmac-md5

& 5.81 FEEDREMN

BhEe W
1 SSH — "o dbmgdns =7 /a3 XA E LT aesl28cbe & 3des 722V AR— s LFE
RS
2 SSHY—RDORAvE—VFIFa— R7 3 XA E LT hmaeshal & hmaemds 7
FJEYHR—RFLET,

[BREAB D]
(config)# show
()
ip ssh
ip ssh ciphers aes128-cbc 3des
ip ssh macs hmac-shal hmac-mdb
I

(i)

(4) EnEREER

SSHv2 7/ 74 7 T aes128-cbc £721% 3des, hmac-shal F£72i% hmac-mds # A& LT,
ARIEE~ SSHv2 THifgE L, = DI 70 aes128-cbe £721% 3des TH D Z &, MAC 7R
hmac-shal F72iX hmacmds THDHZ & EMERL T I,
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5.9 RADIUS
(1) XERNBEDME

SSH #FIH L TAREEIZe VA T HEDO/RAT —

TEET,

::chi RADIUS utuuﬂzk D"—ﬁ/l//\zy
AT 5 — % 1

L £, RADIUS &7

BRSF & EE LT- SSHH—/\DETF

F“LJ Dﬂz%,{i}zﬁ L/ 7”;
?E“ﬁ? L, RADIUS &3

O) SSH 47L~/<0)
WZRIR L7

NG v 2ilk2 RADIUS "j_"—/\/ck/_ﬁﬁj—é En

E&“E{ﬂ%f

(T4

e J:%)El—ﬁ/l/uwﬁéfﬁﬁ EoWRELET, £72, RADIUS il & L’C&%AT‘? ]\H%F'EJ 2

BaRELET,

(2) AR & BR TE S
SSHZ 747> hpbky

D=7 &g U COAREEE A~

BEfe

5.9-1 RADIUS SR8 & &# L 1= SSH H—/\DERE EE

192.168.1.1

SSHZ 747> b
So—EA7. staffJ
: X

N A=}
(R E&H]
ARIEEE O SSH Y—X
cIP7 RLRA

HHERRE LEI(X 5.9-1),

10.10.10.1 %’
= |
E
SSHv1/SSHv2
H— R RADIUS H#—

10.10.10.1

- SSHv1 & SSHv2 THfeilREL T2 (7 7 4 /v MEIE)

* /Aﬁ?ﬁ%muuﬁ%{iﬁﬁ L/ INA U — I\ muuiE%) utFTj—}:) ('7;‘7?/1/ ]‘%ﬁﬁz)
- RADIUS #iEz {35
SSHZ7 47k
IP7 RL A 192.168.1.1
RADIUS #—/3
cIP7 RL XA 100.0.0.1
- gt (key) “RADIUSKEY”
07 DI DR
c —HA4 staff
« AT — R FkwRkK

Wk, AMEE
WETEAZLELELET,

—SSH 7 747~ M|, AREEE

—RADIUS ¥ — 313 d 520> L il{E
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(3).3:—'fF03;&f§

PSR D, EESHEE— FOEM 2~ N adduser il LT, =—W staff L XA T —
REHREL, /A ra—FT7Hor FEERLTLSEEY, THU Y MIINRRAT — ROREL
1ToTL &, SSH TITFFAFF I/ AT — REEITH L, n /A4 TxEHA,

> enable

# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:skkskk

Retype new password:kkkkkrx

#

@)arvI72459L—>3 URTE
IR RNS, a7 47—y arya~v RCSSH 7 947 2 MIktd 50— T 7 & A3
AR E &, SSH r—R"ZEESH HORELITWVET,

(2T > FE&REH]

g 75 ANNha<w R
(config)# ip ssh
(config)#t line vty 0 1
(config)# aaa authentication login default group radius local
(config)# radius—server host 100.0.0.1 key “RADIUSKEY”
(config)# radius—server timeout 2

Gl BN =

% 591 XEBORTEMN

RS fRER

SSH Y — @&t S ¥ £ 7,

AEE~m A TP HE2 L LET,

T 5 7/], :/a}‘dgﬁjiit% RADIUS #¥GEB L OV e — I V383 IZFRTE LET,

RADIUS FEREICHEH T 2V — SO b L AR EREL £,

QUi WD

RADIUS Yy — NInbDISEZ A LT 0 M2 2 IR EL £7,

[BRENBDFRR]
(config)# show
()
aaa authentication login default group radius local
!
(%)
radius—-server timeout 2
radius—server host radius—serverl key “RADIUSKEY”
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(%)

[ine vty 0 1
|

(%)
ip ssh
!

()

(5) ENYFRERR
SSH 7 74 7> b, A%EE10.10.10. )~ L, =— ¥4 staff & RADIUS % —/3 Eo/<
AV—RTRIASAR AV TEDZ L ZMBLTIZS W,

CEESEHE]

RADIUS =B DIRES A L7 U MRERITIR v FU— 7 REBEICAEDETHEL TIZI W,
FELFALT U IBRRELIEGEDOY FIARBORESGERETLLNTEET, sFLIE =
Y74 b—Vvarav sy L7y LA nrlA X2l T 0L RADIUS) 22 LTS 7ES
Uy,
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5.10 SSHv2 H—/\#gEf(+ZxFEWNEX )T s 2505

(1) RENBDHME

ALEE X, EEOEREHO7ZDIZ, TELNET(TCP R— %5 23) - FTP(TCP &~— b &5 21)
DE— SEREAZ PR — M L TWVWET, 26D —iEldar 747 b—va K VEEHAT
X HMWEEIZR>TWAIERHY F1,

T, ROV — e a YT SSH Y — BEREE T EEA L, B o T EAE AT
IRELE LET, SSH +— aEIZ, TELNET <° FTP & RIS 0EAEHEEREEZ T AR—F LT E
TDT, SSH — WEEE COEMAEEICBITL, AERY— B2 EIET 52 L2880 LET,
F72, SSH YV — BiEiZ X2 T o OEWSSHV2 ZiIF 2 L E9,

SHIZT 7 EARAY A &AL, #HTE D2EMHmMRORIREZITVET,

(2) HHR & BRESY
BHEMIARN SR v b U — 7 2fr UTOAREEA~E R oMk & LET(X 5.10-1),

5.10-1 SSHv2 Y—/n\#geX 12X )T 25805 ERE

192.168.1.1 10.10.10.1 RS
Password ’
@Fﬁl‘%ﬁ /) a. telnet
2 (o
2y kI7—2
o SHfE
SSHv2 721 O D #5 2 @
192.168.1.1 10.10.10.1 e

= () —ssiwe {

2y k=5 \i\
B PR o R

SSHv2 7 7 A4 7 b

Y Sihe
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[(BRE&EH]
ABEE D — R

- SSHv2 721 24 5%
- telnet, ftp B¥REZ L L7z
c F v FU—2 192.168.1.0/24 DIERNSTZT OT 7B A BT 5,

¥, AEE-SSH 7 747 Mlxdb o LOBEHREEZITY, BETEXHZLLELET,

@)arvrq4L—a iR
a7 47 b—varyavwy RTCSSH h— e L v 27 AEHIEMOREE T EZITWVET,

(3= FEREH]

i NIV AN
1 (config)# ip ssh
2 (config)# ip ssh version 2
3 (config)# no ftp-server
4 (config)#t ip access—list standard REMOTE

(config-std-nacl)# permit 192.168.1.0 0.0.0. 255
(config-std-nacl)# exit
5 (config)# ipv6 access—|ist REMOTE6
(config-ipv6-acl)# deny ipv6 any any
(config-ipv6-acl)# exit
(config)#t line vty 0 1
(config-line)# transport input ssh
(config-line)# ip access—group REMOTE in
(config-line)# ipv6 access—class REMOTE6 in
(config-line)tt exit

© 00 N >

% 5.10-1 AEBORTEME

fRERES fRER

SSH Y — @& it S ¥ £ 7,

SSHH#— "7 a harx—g r 2P R—NLET,

FTP — &8 L4, (F7 4/ bi&kiE)

WM

AIEEB~T T A U EFATH Y E— MERAWKDT KL A 192.168.1.0/124 DT 7 & A
UANEERLET,

a

IPv6 7 RLAD U T— MNERRN OO0 7 A U EERTET7T 78 AU A M EEML
F9,

AtEBEB~0 T AT Ha—FHE 2L LET,

UE— MEMWANS SSH 7'v haviZiJ 7 7B A&7 LET,

192.168.1.0/24 ® V) &— MERAMKRIZT T 7 B A2 FHF T L ET,

Nejl No ol EN | Nop)

IPv6 7 FLAD U E— MNEHWMEANLDT 7 AZHEFLET,
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% 5.10-2 AZEEBEOREMS

fRERES fRER
1 SSH #— "o#fEx it S F 7,
2 SSHY— " 7a har"—g 2y 277 R— N LET,
3 FTP Y—RZHEHc L9, (F7 4V bRiE)
4 AIEFE~0 T A T2 ) T— MERAWEDT KX 192.168.1.0/24 T 7 & A
UANEERR L E7,
5 AIEE A~ T T Ha—VKE2 L LET,
6 VE®— MEAHREENS SSH 70 hanZid 7 78X 2H T LET,
7 192.168.1.0/24 ® V) =— MEMMKRIZT 7 7 v 2 2F T LE T,
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[BRENBDFERTF]
(config)# show
(4 %)
line vty 0 1

transport input ssh
ip access—-group REMOTE in
ipv6 access—class REMOTE6 in
!
(%)
ip ssh
ip ssh version 2
!
()
ip access—|ist standard REMOTE
10 permit 192.168.1.0 0.0.0. 255
!
ipv6 access—|ist REMOTE6

10 deny ipv6 any any
!

(1)

(4) BNEREER
SSHv2 7 A7V MO AREE~NER TEDHIEEHERLTLIEIY, £/, ftp, telnet X°
192.168.1.0/24 LAk @ SSH S KN BIERE TE RN E 2R L T E &N,
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BRAA FiR

6. SSHY—NERaT Y FOFAHA K

ARETILSSH b —"DEHa~ > ROl Z2 R LET,
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6.1 SSHH—/\OOF %R - HETS

(1) M=

SSH r—oon VaERT 522N TE$£9, SSH — o 72k, SSH —Nice /14 L
o — PR ORI Lz — #wﬁ@@%ﬁ&wﬁméhiﬁon PFRa A TERN
F> SSH H— MAlTORRE DR IC SNHET,

723, SSH — 1w JiiAREE @YJE%@JO 720, BEE3E LZV T EHEEINET,

(2) ¥R A
AT SSH o R a <~ ReE AN LET,

> show ssh logging

Date 20XX/09/19 19:32:59 UTC
(" 20XX/09/19 19:32:48 sshd Closing connection to 192.168. 10. 100.
20XX/09/19 19:32:48 sshd Disconnecting: Too many authentication failures for staffi.
20XX/09/19 19:32:48 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174.
(7)< 20XX/09/19 19:32:46 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:45 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:36 sshd Sent 768 bit server key and 1024 bit host key.
20XX/09/19 19:32:36 sshd RSA key generation complete.
20XX/09/19 19:32:35 sshd Generating 768 bit RSA key.
k20XX/09/19 19:32:35 sshd Client protocol version 1.5; client software version TTSSH/2. 45.
(20XX/09/19 19:32:35 sshd Connection from 192.168. 10. 100 port 2174.

20XX/09/19 19:31:30 sshd Entering interactive session for SSH2.

20XX/09/19 19:31:30 sshd Accepted publickey for staffl from 192.168. 10. 100 port 2173 ssh2.

20XX/09/19 19:31:30 sshd Found matching DSA key: 16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:¢0.
(/f)< 20XX/09/19 19:31:30 sshd Failed none for staffi from 192.168.10. 100 port 2173 ssh2.

20XX/09/19 19:31:23 sshd kex: server->client aes256-cbc hmac-shal.

20XX/09/19 19:31:22 sshd kex: client->server aes256-cbc hmac-shal.

20XX/09/19 19:31:22 sshd Client protocol version 2.0; client software version TTSSH/2. 45.
k20XX/09/19 19:31:22 sshd Connection from 192.168. 10. 100 port 2173.

>
27 RRTR DO S DN BICRRINET,

(77) SSHv1(protocol version 1.5) T —+ staffl 7% 192.168.10.100 7> & i L
NAT — RFEBFEICRE LT Z &3 £,
() SSHv2 T=— staffl 2% 192.168.10.100 7> b #Efi L
/Aﬁ?ﬁﬁum\uIE(DSA)“C ary ALl EnbhryET,

59



AX26A-SOFT-004_R0

(3) FEE1E

JIAT VD BEDORA v E—VERRTH R 7S TR, E6NT2FN ASCIL CFLSMA AR
FEXT I E)DHE, ASCI FoRAlfE/e LFICmy a— RE#R I THERRLET,

7%, ASCIL XFTETF—A vt —VaEMTE7 547 0 M TR &0,

4) BEAE
LEEHET— RO SSH n /HEa~r R AT LET,

> enable —
# clear ssh logging HEOHRTT, v

Would you wish to CLEAR the SSH server's log? (y/n): y =—— ZAILET,

Clear Gomplete.

#
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6.2 SSHY—/\DOHRR FRFRBOERETT S

(1) B

SSHZ A7 N SSH Y —RZfERTE D LI, K% D SSH +— N3R5 R A NET
WCEELThOEMALET (THHMRIZIET 7 4L POR R MERT RRES N TWET, H#HH
1< I set ssh hostkey (& X DA 2 MEST OEFEZ R BEID L E7),

SSH 7 7 A 7> MUTIX, SSH — 2D THEERLT DR, TR A MABEN AT SN2 5mE,
% DY —/30 Fingerprint DfER 21T 9 L 5845 KRR A v 2 —UNERINET, T ORI,
B 60 L OO — 30 Fingerprint (F 72137 A NABSEE) 2 AT L TR &, R B ik
BT DI ETLVERRBEREPITAET,

ARz~ FTiE, SSHv1/SSHv2 D7 A ~aBR#E & % D Fingerprint OMEFEA AIBE T,

(2) FERAE
EH =~ FTARA MABRBOR R ZITNET,
> show ssh hostkey

Date 20XX/09/11 09:32:06 UTG
sipokrick SSHYT Hostkey sekrstotork

1024 65537 1126766708272222796137628981474157208112598207412866585579995541101062647023113
943120729117808345272300056975789401190169610484301410980604870962889893279169871308556619
653902343314040484345625244656741164451968702730151969974584171941799596068373366303944657
05358354562069439020403567624278556712546554491863

Fingerprint for key:
xifik-kigez-mogot-zysom-pidyg-kutop—holam-rudib-negof-1ilyk—Ilyxax
Fingerprint (HEX) for key:
7a:79:c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04

sokkrdokk SSHY2 Hostkey sekotokskrk

MIHxMIGpBgcahk jO0AGBMIGAAKEA/UNXOgmhyXWRcOBZLun6hspiuS/Q/N/KuOstYrD5kQr 7vTeNrCNZDYDnCVFfrC
6/xyBQGPOThUBpRUc7eoJpMwIVAOLUu3B5G IDwieTcsYamu517ABBXAKEASTTPLQCVXAigkTowSvA/tVyXwCPovs3n
BBK8SInFW+ZzGm9IoR2Rccrbfu In0AkaoUVmacGBxvD+z9ghhHg i N jONDAAJAeBvdcIgYE | y7EU I Obb1KxTGe97hxdM
31vhdnzGkgrz | yEhf2+d1V756A0mArKvnkq1MK | aF j4vxnggGVypRfng==

Fingerprint for key:

xemos—tibod-rukys-zekos—-puve |-nufet-tihin-leroz-cufis-zaruc-daxox
Fingerprint (HEX) for key:
6e:3c:al:10:ab:02:7f:73:d8:aa:7e:40:d0:51:6e:8

>

AREEE D SSH $—/3TiZ, bubblebabble ¥ & HEX XD Fingerprint %R — s LT E
T, 774 Tk — "D I - TiE SSHvl TO Fingerprint DA — MIH VY FHA, &
0 LRITHHR AT O 72T SSHv2 Tt S5 Z L 2 BEID W LET,
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6.3 SSHY—/\DHRRAMBRTOEEEZT S

(1) RENBDHME

SSH 7 747> b SSH r—REfERTE DL L I, %4 O SSH — N[ TR 58 A MERT
WCERELCOrLEHLET, THHMRIZIET 740 FOBRA MERTRRESNLTWET, #HH
2= K set ssh hostkey (2K DR A MERT OEFEZR BEIO LET, —EEFEZ2 LI,
BEEAEFOMLBENLIH Y XA,

AFVEIX SSH — OB HFHM O L F 72 &, A 5 OHH TR A MERT 28 E L= WIGEICT
WET,

(2) HHR & BRESRY
AYEED SSH —/34F, SSHv1 D7k A M7 & SSHv2 D7k A MEEAT I E LT bl
LEF(H 6.3-1).

6.3-1 SSHY—/\DHRRX FMBERT7ZEE HEHRE

(B %E &t ]

ALEE
SSHv1 A~ A b SSHv1 7R A b
INBRgE~T INBHEET
SSHv2 = A + | 228 | SSHv2 A% k
NEREET INFREENT

SSHv1/SSHv2 H#—/X

ALeiE D SSH #—N

- SSHv1 7R A MET, SSHv2 R A MET AR LEE L ET,
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B) BRI FERE

EEEHEE— FOEMAa~2 R THRA MEXT OLEBELZITOET,

> enable EHEROWRTT, v
# set ssh hostkey EATLET,
WARNING!!

Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): vy

*+x Changing the SSHv1 Hostkey, Please wait a minute *#x

Generating public/private rsal key.

The key fingerprint is:
ee:c7:94:9e:fc:11:0d:6d:c0:e7:f8:5b:9e:ed:c0:b6 1024-bit rsal hostkey

*xx Changing the SSHv2 Hostkey, Please wait a minute skx

Generating public/private dsa key.

The key fingerprint is:
8d:2f:48:95:94:¢6:2d:d1:8b:3d:98:7a:21:ba:79:9f 1024-bit dsa hostkey

Your identification has been saved.
The Hostkeys (SSHv1 and SSHv2) were generated Completely.
Please execute the reload command,
because the new hostkeys becomes effective after reboot.

#

EHEUTEAA MNERT X, REEOFEH;HZRICAE RV EF, EHa~ FNreload TARLEEZ
FEBLTLIEZN,

(4) EnERERR

AREERE 7 BN %, SSH H— D7k A FAB#MER 2~ > N (show ssh hostkey) # 3217(6.2% %
ZH)L, FANABRBERETIN TS Z L2 LTS, (RA MUEHRITEX =Y T
DOEE L, RHZ LI TEEEA,)

F72, SSH 7 947 Fink, AREE~ SSHvl © L <L SSHv2 THEHE L, & A MABRENE
HENTWDHZ EEZHRLTIEZ N,

P —NORA NERXT ZERLTEGEE, 7747 MITERRIZE DR A MABREENEE X
NEEOEBLERERINET, 77947 ba—WiE, ERELERA NARBEEZIZZD
Fingerprint Z A L, = —V DR A NARREET — X X—ZADOEE (F73LEEOER) 217> ThH
59Xk CLTLKEEY, (I FAT 2 FTHRR MNABEET —Z N—ZADEFE « KRBEAT O LT,
HEIITAT VMDY =aT AR RN T TNy a— e ZELEE0,)

63



AX26A-SOFT-004_R0

6.4 SSHY—/\DKRRX FERT7TE2REFE-ExXT S

(1) BE

SSH 7 747> b2 SSH r—RZfERTE 5L 918, %4 O SSH — N[ TR 578 2 MERT
WCEFELChLEHLET (T AR i77jvvb@ﬁvz%%Aiw> RESNTWET, EH
< K set ssh hostkey (2 L DR A MERXTOETEZES BEIOD LET),

ABEIL SSH Y — N OEEE FEE F 713 AW 72 &, (S0 OB THRA MEST 2 R_R17F -t L
7-WEAITI TV E T,

Q) &R%E-ExAHE

AL D SSH H— %, SSHvl O/ A M7 & SSHv2 Dk X M7 THEM LETR, =
NoERy I T T 774 N0E LTRIFE-BExTEET, (K 6.4-1)

70¥%, SSH ICEHT A IEMUIMTRAT G & 72 DA EFHRIX, =27 47— a 974 K Vol.l
HEEGRONY 7T v« VARNT | I8N,

6.4-1 SSHY—/\OFRRX FER7RE-Ex #izX

SSHvl &= b |
RPHEE~ST : Ny 7 7
I . 77 A

ﬁ¢:] C 713 ftp H—

SSHv2 7= A |
INBREET

SSHv1/SSHv2 H—/x

IRAFIE =~ > I backup, $IEILES =~ > F restore #H LET. A=~ KO
FEE NEHa~C RL 77 LR 2220 EEN,

(3) EN1EHERR

4t%fﬁ§§®1§7ﬁ%ﬁ07i%w HEICEENSHEE L Ed, 2oL S@mEN -RHICHE L E
7, HEEHEEN%, SSH — DR A MABEMEZR =~ F (show ssh hostkey) Z#3TL, &RX
F/\Fﬁ%ﬁwﬁjﬂéﬂfb\é EEERLTLSIEIY, (RA MNEHRITEX =2V 7 1 A L, 7D
ZEiFTEERA,)

F7%, SSHZ7 747k , ARIEE A~ SSHv1 F 7213 SSHv2 T L, A MABSENEE
STz k%ﬁnbf<téwo
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kS JILa—Fk

BT SSH BEREN IEFICENVE LoV, EI08ERH VW E o2 B
FTINEE LTS EORNFEEZFIALE T,
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7.1 HMEBHMSEAEBIZR LT SSH TEHETELZL

fhdkiE SSH 7 74 7 o by BARIEE 2% LT ssh, sftp TEEE TE RWRAIZIXLL T O FNE THE
BLTLTEEN,

i1

711 ) E— MEGBIROMEILIZHERET S

AAETE & PR OB E R SN TE TOW WA H W 3, ping 2~ FEMEH LT
WS MRS L T<7EE W,

712 AREBD)VE—LT7ORFHEHERT S

AREEOVE— T 7 BRI LV EHTEROVARENRH Y £5, LTE2 THERIZEIN,
s a7 47— gra<vwy Rip ssh e line vty ZRELTCWAZ &,
s arv 74 b—vara<w K line vty OFEE T, transport input ZERE L TV DA,
ZDONRTA—=2Zssh FloiF all PAAZREL TN &
s ar 74—y aravwy Rline vty OFEET, T/ RY X RMEIEEL TV LA,
T ENZIPva 7 RV AEZITIPv6 7 L ADERNOER L TWVWH I L&,
L 2747 b —a A RVolll vl A rtXal) T4 OFRE] 228 TFEE0,

7.1-1 FEBTUE—FZ7H9CRAVI«TL—L305HETS

(config)# show line
line vty 0 1 < line vty MEREZINTWNDH 1 ?

transport input ssh <« transport Z X E L T\ A4, ssh £/21%

I all IS 2 30E LT 7aunyn?

713 SSHY—/\Qa> 7459 L— 3 %ERT 3

SSH #— 2T 5307 4 7 L—a VS PR ENNTEES T 5 X 9 61T, AREE Tk
L CSSH THEHEtTE £/ A,

« AAEEIC SSH — 2T a7 4 S L— g URRBREORS

v AREEEO SSH — RO E L, EEE D SSH 7 74 7 > MAIDOREE TRt F 7 E— L

A e

» Ao~ K format flush NEITEN T, SSH —NICfd2ar 740 7 b —2 3 UNEES

NTLE-TRE

ay 7 47— 300 SSH — RN E LS RESN TV DHHER LT &, SSH
oy 4 b —varawy ROFEMIOWTIE 15.8SH — REDOHREN A K] & [8.=2v 7
4 T b—var] 22RLTIEIN,

dEE D SSH 7 A4 7 v FOREICHOWTE, THHDOSSHZ 9470 hO~==2 T LVEER
LTLEEN,
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£ 3 U THRET S SSH H—/\{&FH

HE | SSHav 747 Lb—vay W
ATL'_‘_’IEH
1 |SSHEEH - ®IEHZ Z 7 SSH ] - REEHAFREL E3,
2 SSH u hajpn—yg v SSHma barn"—Ya 1 F2E3252BELET,
3 | WAk IANBHEERRGE, RAU— RRGEEZREL £ T,
4 | BEE w5 A fRE L £,
5 MAC MAC FRAZHELET,
6 | —ABHHE — AR BB L E T,

B 7.1-2 FEBTSSHaAY 7245 L—aviawERds

(config)# show

(%)

ip ssh < ip ssh WREINTNDHD?

ip ssh version 2 < SSH 71z habXx—T g UIFIE LW ?
ip ssh authentication password < M,Ejfg TIE LU 2

ip ssh ciphers aes128-cbc < B HRILIE LU 2
ip_ssh_macs hmac-shal _ <——————— MAC FHRIEIE LU 2
E?p ssh authkey staffl keyl :xxxxxx: | NBIBEZRIERE L, A B
|ip_ssh authkey staffl key2 “oooo” A T

I

(%)

(config)#

714 KREBIZEHFLE-I—YARENE LULWIEERT S

ﬁ% \—/\Eﬂfﬁnmnﬁfljﬁ/]’ /@’E)fa/\‘i 7'-;'{:1: DODa T4 7 Lr—3 \_%ﬁbf’
BREENARYBICEL W TH L0025 —EiER L T 7Z &0,

—

H 713 FXEEBTL—YARBREWERERTS

(config)#t show

(%)

ip ssh ELWa—¥£ T, [ELWABE
! . . No— 5, AN
:p ssh authkey staffl keyl “xxxxxx PIEE XN TUVNB DD

(%)

(config)tt
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715 XKEFEICTHOY W FET H5H0HERET D

ALEEIAHELIRNT AT Y FTER—=HAGFETH 7 A » TE £/ A, SSH T — W /ViBREE
FER L CAREEICa /A T DT vy M, A2~ K show users T [*local(users)] 123
IRENDHZ—PEF T, THUY MAAIRNRAT = ROBREZIT-> TL &V, SSH TIHFRERC
NRAT— REEMTDHE, v/ A TEEHA,

71-4 AEBETOIL—Y7Ho U RS

> show users

()
* local (users)
No Name Password
1" operator okokk « SSH T 5 = — 4 3 F(E L
2 admin sokokok TWBHh?
3 user not set
(1)
>

716 QOJA 2 1—T#HEHERTS

AIEEICO T A TEDLRRL—VEEBLZ T/ A ENUTOR 7R TTWRNWNEERN=
~ K show logging TR L CL 723, FflliX T2 74 7 b—2a A4 KVoll v 74 &
Fa VT 4 ORE] 2IBRITZEN,

B 7.1-5 FEBETRAOIAVEHEBZATWSEADOH

> show logging

EVT 05/20 14:09:25 E3 SESSION Login refused for too many users logged in
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7.2 A—AINRRT—RFEIEFEOI—HFLEZONIRAT—FZEhTL
£o1-

RIEBEBTOZ—FLZR0— DN IRAT— REEN T LELHEEI10E, LFOFIETHIGEL TL
72 &N,

(NN EEEEEE—FIIBBTES2—HRENRRT—FKNHDEEE
AEEEIZa T A o, BEEHEEE— NIAT L TYE—FORAT— ROZLH (password =
<~ F), & LLITHIE (clear password =< R) &{TW\WE9,

B 7.2-1 2—YD/IRAT—FZLHE

# password staffil

Changing local password for staffl.
New password:ksrkrk

Retype new password: sk

#

B 7.2-2 31—HD/\RJ— FZHIE

# clear password staffl
Changing local password for staffl.
Password cleared

#

(2) EEEEEET— FICBBTEH1—FRLART— FAB LGS
AREFBIZR T A TEB—FLB2WEEIL, LTOFRIETHE LT EEW,
1. REEAFHESHL, 20 Y —1Iogin? NEREND £ T, [CTRL+NIF—Z [T
Lt T 7Z&0,
2. ZDLE AF— T v T a4l —arZrAABL0Ne VA a—FIERITFTEL
IANFENFEH A,
3. ARLEFEEERIL, 0 A 2 —HP4 :operator TH VA U TEET,
4 a A%, a4 a—FHERAT—REERELTIEE,
AUk, A =R ENRNRAT— RERGEL T EN, BEICOWTHE, 5.1
SSH — _NDHARTE (m—H /2T — RE0) | 2B LT E N,
NAT— K (password 2 ¥ R) ZREL T I, NAT— RFOREL [9.5EH -
PREFEEEE] 22 MR L T 7E &0,
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5. AREBEZFEBL T ZE0,
AB—=R T o Tar7Z 47 b—2ar7Zr7ANVBIOER Lz VA a—F RN T
AENET,
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7.3 NBEBRIEBONRRIL—AFENTLE-T-

AREGEIZR LT SSH ARBRIE TR 74 VT 5BRICANT 5 A7 =X 25T LE- T
BlE, ZO2—FRMHEE - WEROBNTIIEM TN TEET A, ROFIRICHKE > THISL
TLIEENY,

(D AEEDODSSH =2 7 4 7 L—va b a—FAREEHIRT S
AREEDSSH a7 4 /L —2gravw R RNATL—X2ENRNT LEsTma—FDa—HF
ANBAFEEZHIBRL T 7EE 0,

B 731 AEBOSSHaOYVI7445L—Yavhbai—oRREHIRR

(config)# show

(H )

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl keyl “xxxxxxxxxx”
ip ssh authkey staffl key2 “xxxxxxxxxx”
I

(H )

(config)# no ip ssh authkey staffl keyl

(config)# show

()

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl key2 “xxxxxxxxxx”
!

()

(2)SSH 7 74 7~ MR D = — YV #E~T ZHIR T 5

SSH 7 747 > MUBRRICTRAT L —RXZ2ENT LE oz — O — VAR - iR #Eo
AT EHIBRLTC, %ﬁ%ﬁﬁpfiﬂf LTL7EZEN, HE7HT, ARESEIEEZER SN HEE, ;‘ﬁﬁﬁ
D SSH 7 747 v MITHEAT ZHER#%, REEDODSSH=a 7 471 —varav s N
~%&%%%ﬁ%@0ﬁbf<téwo%H2/747V~V5/27/]T@n~%ﬂﬁﬁﬁﬁ
J71E1T 15.9SH — HEREDOREHN A K] & 18 a7 40— av] 228RITEE N,
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7.4 SSH THEHLI-EIZKRR FMRBNEEINTVERZEENKRTR
=hb

SSH ##e L7z & 12, gl LIz — e R A MENERD L, SSHYZ 747 > Mz k- Tix
BERA =V ERRTDOIHERH £T,

CHEEEDLDE SEPARBEEIZRVTELTCVWAAREELH Y TTOTLUTOFIEIIHESTH
I mﬁ&ﬁo“ﬁfﬂ% SSH #ki A 1T > T Z 30,

741 FEEDEREEEE~NOMLEHE LEFIE

AIEEOMEEHE T — N T, EH =~ K set ssh hostkey Z i L TEXEIICAH A T
EEE, b L ITEEEROLTEEZ L T RWDNE bR L T EE N, AREE CEES
HENRA MERT OEREEZIT> TORWEEE, 20 TF LEBIZH-> TWD (Fzidfmor 2

h~BEE) falEtEn s D £9 0T SSH i 2 il L, *v MU — 7 FHFIHERE L T ES0,

203 E LOfERENES, BICAKREO R R FARENEE S TWgE, UTICiE> TH
e L TS 7ES v,
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742 HRAMEABHLIEEIN-IHZEDHIEGR

SSHZ A7 > b5 SSHv2 7'm b a /L&A LT, A MESXTHNET I NI AZERE O SSH
= NZER LET, LORRICERT S0, LTFOFIRIZHE > T Fingerprint (2X Y, e
LEoELTWAAERED SSH H— SIE LW RDORA N ThDHZ & 2R LET,

(1) Fingerprint O AR

HOHNT W, ABEEMIZT 7 A > LT show ssh hostkey =2~ > KT Fingerprint Z 2 L £,
(Y =N Exy U= REATRVESRFIETHRIND L LV RZETT,)

7.4-1 7RR FABARED Fingerprint D ERITER

> show ssh hostkey
srkpokkk SSHYT Hostkey sktoksorskox

(chE&)

$rktokkk SSHY2 Hostkey sktoksdorskox
ARIEE D SSHv2 7 A Mg Fingerprint

( :;:mg) /bubblebabble )
Fingerprint for key:

xovib—gahis—ninin—zurit—bokap—zerom—kodoc—pireh—begop—piIon—pexox]
Fingerprint (HEX) Tor key:
pcng:58:b8:d5:1d:cf:e5:4a:38:b7:db:1e:da:14:cz]

> AZEE D SSHv2 78 A M@ Fingerprint
(HEX /E=0)

(2) Fingerprint % 7 74 7 b = —{ll~i@%n
feR® L7 Fingerprint # SSHZ 7 A4 7> b2 —WIZW@H L ET, (*v bU—Z7RHALSDOZE
ik TERRE, EEEEYE] CHEMT DL & XvEeTT,)
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3 Fingerprint %ﬁﬁ?ﬂ L C SSH ##¢
7547 v MAICIE, ARZEEO SSH $— N2 LT SSH ##t L 72FfI2 R 415 Fingerprint
D) THE I %0) ERILTHDZ 2R L%, B LET,

7 747 > MZ X - Tl Fingerprint 7 HEX A TE RS 15 b D & bubblebubble FE:T# R
ENB3LONRHY 9, £/, SSHv 1 Tid Fingerprint VAR — L TWR2NEDOHY £, 77
4’77/]\ \—I:l/)fgﬂ:/‘tfﬁﬁﬂ Téij Lf<fiél/\o

743 A—HDHRR FARBET—2 X—XDZEXHIER

THHOSSH 7 54 7 v Mk o TiE, 22— Dk A lejgﬁﬂ%]%%%“~5w\°~x DB ST, A
B SSH — DR A NABRENBEEICTHIBR ST, RO NCEENFIREIND, F-idBk
TERVWEAERHVET, ZOXIBRGRITITE T 7 A VERE - BIFRLFER L T 7E30,
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9 I45L—> 3 av Y RLo7 LURER

8. AvIJ4UL—Yay

AREIZSSHY—_"Dar 74— aryavy R 77 Ly A TT,

75



AX26A-SOFT-004_R0

81 avI7«44FL—>arvavrFrF—&

SSHo=av 747 b—varavwy F-RHeREFIIRLET,

£ 811 avI7245L—>Yayvavr F—&

HH |2y 747 v—var | lE AEED~ =27
2 PR N B DI HHI
1 |ipssh SSH ¥ — & @S £, B
2 | ip ssh version SSH #— 30 SSH 711 k 21 3— | 37

Y a Y ORIREITVET,

3 | ip ssh authentication | SSH H— /30O —WFRGES XD | H

fRAFTVET,
4 | ip ssh ciphers SSHv2 $— THEHT H 55 | Fi
DR ZITVE T,
5 | ip ssh macs SSHv2 #— NTEHT 2% MAC 52 | ##
DOHRZITVET,
6 | ip ssh authkey SSH H — /N TRBHEERERECAE 9 | Bl
B —FABRO BRI TV ET,
7 | transport input VE— MNEMAWKNPOEE T ha | /T A—H gsh %

NWEHEHLTOT 72 A2HIR4% | BIILE L,
DI L ET,
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82 aAYvI744FL—>3aravrFR

8.2.1 ipssh

AREEE~SSH TV E—bn A0 T57DD, SSH YV —R"ZEfEESEET, AREL line vty
DEREEITI L, TXTOYE— MEMAMAKNS SSH 71 haLToVE— b7 7 A &%
FBE2127e E9, T/ AEFIET 2846 1%, line vty E— KT ip access-group, ipv6
access-class X°, transport input Z#%E L T 72 &0y,

[AFEA]

O E
ip ssh

THHOHIER

no ip ssh

[AS1E— K]
(config)

[T A—=4F]
L

[=~< > FEREOBIE]
SSH ¥ — MFEEL T EEADT, AEE~SSH TY T~ hr 71 TEEEA,

[@E~DRE]
mL

[ER E M D S e 5 ]
WEMEER, T IEMICKBRENET,
[EEFHE]
s KFREFLITTIEISSH Tr /A o TEFEHA, linevty TR A L a—FHDOREDLETT,
« RREL line vty DREEITI &, T_THO U £— MEMAMAKNS SSH 7 a a2/ Tl £—
N7 7B AREZTHTHE IR0 ET, T BAZGHIRT 2541, line vty E— FTip
access-group, ipv6 access-class <>, transport input Zi%E L T 72 &\,
s BN RAY — NRGEEEHT 5541%, #EH 2~ Fpassword TR Z A /AU — KD
RIEDBLETT,
» ftho> SSH [# =~ > K(ip ssh version 72 E)ZHE L TH, Kawr REREL TWRWEE
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(X, SSH % — NFEEL TWEHEADT, KEE~SSH T E— s A TEEHA,

(BEa~ F]
line vty
ip ssh authentication
password
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8.2.2 ip ssh version
SSH #— T+ % SSH 71 k2= 2 Vv ORlIREITVE T,
ARBEDZRNHEITSSH 71 han—Ya 01 & 20 Fhosbira LT,
[AFFA]

T HORRE
ip ssh version {12}

THHOHIER

no ip ssh version

[AJ1E—F]
(config)
[/XF A—%]
{112}
AT A — Z B WG DK HIE
BT EH A,
il D 3% T i [

1: 7 han"—2a 0 1 P8R ETFA LET,
2: Fu haR"—gr 2 P ERAITRLET,

[+ FEREREDENE]

SSH 7o han =Yg 1L 20 ThofEibaal LT,
LB ~DEE]

2L
(B A D [ B4 ]

WEID T 7 A 29 HEMIC KR E I ET,

[(EEFH]

* SSH —N\ZEEXE57-DIZ, ip ssh & line vty DFRENBHLE T,

s X2 TSRO DICT e ha A R—T g U QP E AT A L A BEID L ET,
[BE o< K]

line vty
ip ssh
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8.2.3  ip ssh authentication

SSH 'H-"_‘/\O):L '&munﬂiﬁﬁ@ﬁ&ﬁ?%?ﬁjﬂ/\ij—
A2EE D SSH Y — /N THFA[ 5 = — P F8GE S Hi(publickey /ABH#EREAE, password 17— H7/L/3A
I]‘LA QEE)%? ﬁiﬁb\ijqo

[AFEA]

T HRORRE
ip ssh authentication { publickey | password }

T OHIER

no ip ssh authentication

[AS1E— K]
(config)

[T A—=F]
{ publickey | password }
AIRT A — ZAE W DO YIHIE
HIETEEEA,
B D EE A
publickey : ABHEEREFE/Z T FFATI L E T
password : B — /L SR Y — REBEEZ TR A LET,

[z~ k& R DENE]
s nfhjﬁ‘ﬁ i/\sﬁfﬁuu ] INA T — ]\%ﬁ?ﬁb‘ﬁ_ﬂ%%ﬁf Li‘é—o

[@E~DRE]
mL

(B D RREUE ]
wElDOw 7 A inbEMICK S E T,

[(FEEEH]
« SSH —REZEHESES720IZ, ip ssh & line vty DR ENMLE T,
0—H N NAY — REEREE AT 25581, EH a2~ K password T 27 A /XA T — KD
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RE D BIECT,

(BEa~ F]
line vty
ip ssh
ip ssh authkey
password
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8.2.4  ip ssh ciphers

SSHv2 H— T4 2 W55 5 ADOHIR 21TV E 9,
AREGE D SSHv2 ¥ — /S THF [ 5 s 5 5 Az, WA_THREL £,

[AFEA]

== EAT=rd
i D% TE
ip ssh ciphers <Encryption algorithm> [<Encryption algorithm> [ ... ]]

THHOHIER

no ip ssh ciphers

[AS1E— K]
(config)

[T A=H]

<Encryption algorithm>
KoRT A — 2 B O FIHME
HIETE EE A,
D E i A
UTors AL z2EELET,

& 8.2-1 HERESAHAX

HE | W R4
1 aes128-cbce
2 aes192-cbce
3 aes256-cbc
4 3des

[a~=r FEIEREOBIE]
SSHv2 % — N CFF a4 5 L F 8K 5 70X, aesl28-cbe, aes192-cbe, aes256-cbc, 3des T1,

[EE~DRE]
mL

R EMED KBRS ]
WEIDOT 7 A 2 bEMICRKMR S ET,
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[EEFEH]
» SSH r—RZ@ESE5729HIZ, ip ssh & line vty DR ENLETT,
- AREOHMEIR <, SSHv1 TiE 3des 721 R — k&7 0 £ (ZOMOILHPERE 5 7
RIFANTEETNED LRV ET) .
[BE A~ K]
line vty

ip ssh
ip ssh version
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8.2.5 ip ssh macs
SSHv2 #— T3 2 MAC FXOHIREZITVET,
A D SSHY2 4 —/STH AT % MAC Kk, W~ THRELET.
[AAFR]

MO E
ip ssh macs <MAC algorithm> [<MAC algorithm> [ ... ]]
15 O HIl bR

no ip ssh macs

[AS1E— K]
(config)

[T A=H]

<MAC algorithm>
KoNT A — 2 B W O A E

A TExEFA,
TE DR E i
LFD MAC 554 2B ELET,
#* 8.2-2 MAC A=
HE | MAC x4
1 hmac—-md5
2 hmac—-md5-96
3 hmac—shal
4 hmac—shal-96
[a~=r FEEFROBIE]

SSHv2 #— "TE A3 5 MAC 5RiZ, hmac-md5, hmac-md5-96, hmac-shal, hmac-shal-96
‘(“TO

(A~ O]
mL

[BRAEME D KBRS ]
WEIDOT 7 A 2 bEMICRKMR S ET,
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[FEEZFHE]
» SSH r—RZ@ESE5729HIZ, ip ssh & line vty DR ENLETT,
» REEIEL, SSHvl Tix7'm h=b RS E 220 FT (AN TEETHE L7220 E9),
(B =~ K]
line vty

ip ssh
ip ssh version
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8.2.6  ip ssh authkey

SSH ¥ — /N CABHSFERECHE S 2 2 — P ABHEE OB ATV E T,

NHEEZ BGRCE D —WITILE SR T 10 AL TTTNR, A Rsa—FEHa~v R
adduser THEI NIz m /A a—HH L —HKT 52 —PEIF T,

BERTE DNBSHE 1 2 — Y720 ok 10, 2EE AR TROK 10 8T,

[AF7EA]

THR OB E
ip ssh authkey <user name> <authentication key name>
{ “<publickey>" | load-key-file <file name> }

THHR D EIER

no ip ssh authkey <user name> <authentication key name>

[AF1E— K]
(config)

[T A—=F]
<user name>
SSH #— \BERE CAR# 2 Bk o 21—V A 2RELET,
AEEOO A ra—FH LR La—PRERE LT L SIS, A2 —V L E9,
ARXT A — BB D ATHHE
B TE EEA,
i oD R AE A PH
2 —H4(16 LFLLT),
130 RIS, 2307 A DRI s <9,

<authentication key name>
22— RAREEDA T v I ADTEDIEBE DL ERELE T,
I —V I 1I0HETRETEET, MOBLAHPHEBELR2VESITHREL T ZE,
KoNT A — MR DY HE
HIETEEE A,
DR E i PH
AW T LT —Ray () ATy (=) TUXFUF

86



AX26A-SOFT-004_R0O

{”<publickey>"| load-key-file <file name> }
NBRSERRRE AT 9 = — P AN E 2B L F 7,

KIRT A — 2 B WG DY HE
HEETEERHA,
il 0D R A it PR
BTNT +—h () CTHAEZ—VABRBONEZEBEATILET,
INBHEEITHR 900 SLFE CAJJATRE T,
F721%, load-key-file iZ#¢i) C RAMDISK Lo —HABEY 7 A W4 2% EL T,
T 7 ANBIII SRR ETCEET,
7 7 A NVEITRK 64 CTE TTHT L ERLFNAT ATGETT,
< BRERTE D ABBOTERE
SSHv1 B RSA AR £ 721%, SECSH B DSA & RSA, OpenSSH
D DSA & RSA ABH#EZ B TE £,
B = A2 MY A E DT 900 CFE TATIRIEETT, BERATRE/2 8D bit
RIIUFORIZARY £7,
900 SCFLIN TRk Al REZRABREE D bit £

IAPASED TN ek ATHE bit &
SSHv1 RSA 512~2560
SSHv2 DSA 512~1536

RSA 512~5120

ARk MR IR L OYE
(2 A2 MBS OLCFEIT X > T, BRERATHE bit £33 L E9)
kB, a7 r—yar RitFERrEN8EAT,
TEENZ a A N ERD ET

s a A FORE
A MO, BHOE L RSN RRE T, BRI T2 T 4
L—yaravy RL7y Ly A XFa— R 2ZRLTIEEN,
72720, MOILFIEHTERNDO TIERELIZI N,
KA atgpd ()
KBy agkbo ()
I x—h ()
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ckIavr ()

- R ($)

Wi TN F—K ()

Ny T ATy aLFE (¥)

FHTERVWIFNR AL FELTHRESNTWASEIE, EVAR ()
WL CHARAENET,

- ABSENAEEES TV +— bk (7)) THATEET 256
ANT DO FEATOEAEZZTOT LITTAAN L TLEI WV, ZZADKE
XaA L NeRBRINET,
SECSH B O ABEIISATEZEA TS W, T XTOSRITEZRY BRV\T
AL TLEE N, 2B, ~vZ(Comment:= A F), Btk - K T~—7h
B, #BoOH DR F 2 AN LT EEWRKEBRE D), ~v &
(Comment:= A > M), BHbf - & T~—MIANTE EHA,

B 8.2-1 SECSH XD ABRDF A HEEH

---- BEGIN SSH2 PUBLIC KEY ----

Subject: gr4000

Comment " L024-Rit_dga, 924000, Tue Oct 22 2002 16:21:33.40900" . _
|Z—\AZ—\AB3NZ<’:1C].kc3MAAACBAPQX4hUjj.cVZcqubOeYuqﬁZwelwdveLixNAcR)(l5thXDDIv1.I
|drKW6LnxTDiM8wfsEPDOOCOZwae9VOLngFquNAHlBSPeKVEUvSBah+romEWRngBHIkJ|
Wg3FbZkHV8CYiQXZAZT87RunikN9j2kq+ftoJIs7IWR4gHbe/JTAAAAFQDTl3waEZaZE|
FlZATkUeLsaBnn/wAAAIEAhmeVaFB7Pjjbaq+XY+12mjIOpthb7KcTKvbfb2JZVScidxI
| zOaKnNWRMJt s Z S yMXkpdE§ aWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1GvZ4bef7
|JTP9XO48/lFSwQTL7bKeXZ9cidgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ/yWFB1rl8BeI
Nkvesmilupce2hb2uaef/4T7ymPT9irDQs FRY3Rx1G5K0UNT7g84] 9WFtx/yIKtFk46hUiz |
INYnkacijO1uTbhtRpehFObUYPyQu+ZxFDHZ3VBlOONOfaOU4xMEl8RC4CHaX+Fm/OUMdI
IpzpzAD6EZHS+9zkdiTk=

---- END SSH2 PUBLIC KEY ----

OpenSSH B DOFEIZ I\ T, "ssh-rsa”<°"ssh-dss™#53 & D 2\ T 56 45
Eoaary Mgz aEo CREPTYITHR AT INRNE DIl T, 117 TA
J1 L TL 72 &R A 7).,

& 8.2-2 OpenSSH HX DR D F A HEEH

- load-key-file T7 7 A N4 Z4EET 256
2 —PAEITH 57> U sftp, ftp 55 TA%E O RAMDISK ~#5k L T%
DT 7 AN EEELTIEIN,
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[=~< > FEREROBIE]
ARG L ToRr (V3 TE A,

[@E~DRE]
mL

(R B D I 52
BEMEATER, T <IGERICKMmINET,
[(FEEEH]
« SSH ¥ —RZ@EfESH57-DIZ, ip ssh & line vty DR ENBLE T,
s AREICT2—VRAREEZRE L2—4a0, AEEOe 7407 Ty MBS LT
RWEAE, EH 2~ Kadduser TTV H 7 v M &R FHEE LR T, U7 v bo=
— ARG BRI HE IR 7,
[(BEa -~ K]

line vty
ip ssh
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8.2.7  transport input

Ve— MEHAMENSEFE e ha Ll zZEH L TCOT 7 B AZHIRT 572D EH L ET,
telnet £721XSSH ® 5 b, feESN/=7 0 ha L TEF T 78 RAE2FA L, fEEshTniny
o ka7 72 EHBELET,

[AFEA]

o
transport input {telnet | ssh | all | none}

THHOHIER

no transport input

[AJ1E— K]
(config-line)
[/XF A—%]
{telnet | ssh | all | none }
telnet : telnet 7’02 ha L TOV E— T 7B AEZZIT T ET,
ssh : SSH~”o harToOUE— R T 78R EZZTHITET,

all : TRTOTe balTolE— 77 BREZITHT £ 3 (telnet & SSH),
none : I A_THOTI AL TOYET— T I EBREZZIFMHTEREA,

AKIXT A — 2 B O FHME
A TEERA,
il D 3% 7 i [
telnet, ssh, all, F72!/% none
[+ FEREREDENE]

telnet & SSH(p ssh XEMR) 71 Fa/LTDY E— 7 7 2 &2Z T 7,

[@E~DRE]
mL

(3% FEME D X B2 ]
REMERER, T ICEMICKRENET,

[(FEEFEH]
» SSH 2T 2581%, Z/e— a7 47—y a3 F— KD ipssh R ENMLETT,
« ftp BER A AR T AL, Fua— a7 4 S L— g UE— RO ftp-server Tk iE
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LTL &N,
[BE o~y K]

line vty
ip ssh
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83 aAVI4HL—>3ravrFRDIS—AvytE—

£ 831 SSHaAYv272«445L—Y3>avy RIs—AvEe—o

Fyt—U kS
ssh: Can’ t execute. FATTEFHA,
ssh: '<File name>’ file open error. BEZ77ANDA—T 0 TEEHA,

<File name> : f8E 7 7 A )V

ssh:

input file is bad format.

AT 7 A NVBRERKEATT,

ssh:

The public key is too long.

NP RS EET,

ssh:

The public key is bad format.

NEAEENTNIEZREA T,

ssh:

Can not delete it because data is not corresponding.

NEAEED B D A,

ssh:

Public keys are a maximum of 10 entries.

NBHETIR K10 = R U T,
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o

AT RFLI77 LUREE

9. EH - {R5FHERE

AKE|L SSH - — "DJEH « SRTFHEREIC DWW TOEHA a~ > RL 77 LA
<7,
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9.1 ERavYF—E

AHEREIT, ATEE D S OEE T LT SSH Tkt 4 M4 285462, SSH 4— 24 5%,
RA MERT OFERC — SOREMRER LA EN a2 FICk W FTFLET, AEETHR
— T BRE—EAE 9.1 UIRLET,

#® 9.1-1 EBAaTY FYH— Fse—&

THE ¥ avw R HRE

9.2.1 A NEEHL | show ssh hostkey RANARHEE ra~v N

9.2.2 set ssh hostkey ARANERT B a<v K

9.2.3 P — R MRSF show ssh logging SSHH—/ N K L— & FRravr K

9.2.4 clear ssh logging SSH Y — Nk L —2 R HEa~w K

9.2.5 o /' A . z— | show sessions (who) n A ra—PiER Rravr R
A R
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9.2 ERavTY KA

9.2.1  show ssh hostkey

[#4RE]
AdEE D SSHv1/SSHv2 7~ A2 FABH#E & Fingerprint DF R&1T 95 a2~ RTY,

[ASTER]
show ssh hostkey

[RNFGA—4]
2L
A& D SSHv1/SSHv2 O A ~ABH#E L Fingerprint /R~ L £ 77,

[ASE— K]
I
(547451

SSHv1/SSHv2 7~ A M ABH#E & Fingerprint &K x L £ 97,
> show ssh hostkey

Date 20XX/06/11 09:32:06 UTC

,pktokkk SSHY1 Hostkey soksdorsdork

1024 65537 1126766708272222796137628981474157208112598207412866585579995541101062647023113
943120729117808345272300056975789401190169610484301410980604870962889893279169871308556619
653902343314040484345625244656741164451968702730151969974584171941799596068373366303944657
05358354562069439020403567624278556712546554491863

Fingerprint for key:
xifik-kigez-mogot-zysom-pidyg—kutop—holam-rudib-negof-Iilyk-lyxax
Fingerprint (HEX) for key:
7a:79:c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04

sorkorkk SSHY2 Hostkey seksrsdoriok

MIHxMIGpBgcahk jOOAQBMI GAAKEA/UNXOgmhyXWRcOBZLun6hsp iuS/Q/N/KuOstYrD5kQr7vTcNrCNZDYDnGVF frG
6/xyBAGPOThUBpRUc7eoJpMwIVAOLUU3B5C I DwieTcsYamu517ABBXAKEASTFPLACYXA i akTowSvA/tVyXwCPovs3n
BBK8SInFW+ZzGm9oR2Rccrbful n0AkaoUVmacGBxvD+z9ghhHg i N jANDAAJAeBvdcIgYE | y7EU10bb1KxTGe97hxdM
31vhdnzGkgrz | yEhf2+d1V756A0mArKvnka1MK | aF j4vxnqaGVypRfng==

Fingerprint for key:

xemos—t ibod-rukys-zekos—puve |-nufet-tihin-leroz-cufis-zaruc—-daxox
Fingerprint (HEX) for key:
6e:3c:al:10:ab:02:7f:73:d8:aa:7e:40:d0:51:6e:f8
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VS A =]
Ayt—Y N2
RAMNENRFETERITTCEERA B LT~V RE
T=7—7T7,

By
1. set ssh hostkey THRA MEZEVE L T 7Z &V,
2. Iw REBIATLTIZS,

ssh: Can't execute.

[FEEZFHE]
s THEHO AT MZE o THAR— FEN TV D Fingerprint OFANER Y 50T, Ak

{&# TlX bubblebabble IZH & HEX JEX DM 2 &R L £,
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9.2.2 setssh hostkey

[#%aE]
A% D SSHv1/SSHv2 7 A M~ T (AR - VB OEEAITH 2~ RTY,
EHEBLORA MNEEZFNCT D202, REEOFHESHNPLE T,
THWRFIZIET 74V bOFRA MEXTRRESINTWVWET, Ka<wr RIZEBFX MERT O
EHAZmBED LET, —ELEEZEHTNIE, BFELEEOLEILIHY THA,

[ASFER]
set ssh hostkey

[T A—=%]
mL
ASLE D SSHV1/SSHv2 78 A MABIHEART AT 2T E T,

[AF1E— K]
EEEHEE—F

(1741
SSHv1/SSHv2 DR A MERT ZET L 1,

# set ssh hostkey

WARNING! !
Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): y

*xx Changing the SSHv1 Hostkey, Please wait a minute *x*

Generating public/private rsal key pair.

The key fingerprint is:
42:13:3¢:08:3f:1e:96:11:3c:be:86:¢8:39:f5:48:d9 1024-bit rsal hostkey

*xx Changing the SSHv2 Hostkey, Please wait a minute *x*

Generating public/private dsa key pair.

The key fingerprint is:
d6:b4:17:37:1b:8f:8c:1c:6d:bf:d0:ae:11:¢7:5d:85 1024-bit dsa hostkey

The Hostkeys (SSHv1 and SSHv2) were generated Completely
Please execute the reload command,
because the new hostkeys becomes effective after reboot.

#
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UEEA v =]

Ay—Y NA
The Hostkeys (SSHv1 and SSHv2) were generated | SSHyl & SSHv2 iR A NEDOEFARMNZET LE LT,
Completely.

ssh:Can’t execute.

Ay RRFTTEEEATL,
[RFIE]
Ay FEHEITLTIEEN,

[(EEHEEHE]

s THHAMRICIET 74V PR MERREESNTWET, Ao~ RICL KA MEDOE T %9
<BEOLET, " EEEEITHIE, TOROER LETELEHY ¥,

c BEBLORA MNEEZAENTT H72012, KRIEEBOFLENLETT,

c R A MEEOERFEHIHEE A (Ko~ REFHOCTRLHClIZR Y R— FTF)

98



AX26A-SOFT-004_R0O

9.2.3 show ssh logging

[HaE]

SSH #r— " OEMRED L —An 7 2R R LET,

[ASTER]
show ssh logging

[AJ1E—F]
—fg—PE— K

[T A—=4F]
L

Epril
> show ssh logging

Date 20XX/05/31 19:32:59
20XX/05/31 19:32:48 sshd
20XX/05/31 19:32:48 sshd
20XX/05/31 19:32:48 sshd
20XX/05/31 19:32:47 sshd
20XX/05/31 19:32:47 sshd
20XX/05/31 19:32:46 sshd
20XX/05/31 19:32:45 sshd
20XX/05/31 19:32:36 sshd
20XX/05/31 19:32:36 sshd
20XX/05/31 19:32:35 sshd
20XX/05/31 19:32:35 sshd
20XX/05/31 19:32:35 sshd
20XX/05/31 19:31:30 sshd
20XX/05/31 19:31:30 sshd

uTe

Closing connection to 192.168. 10. 100

Disconnecting: Too many authentication failures for operator.
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10. 100 port 2174
Failed password for operator from 192.168.10. 100 port 2174

Sent 768 bit server key and 1024 bit host key

RSA key generation complete

Generating 768 bit RSA key

Client protocol version 1.5; client software version TTSSH/2. 45.
Connection from 192.168. 10. 100 port 2174

Entering interactive session for SSH2

Accepted publickey for operator from 192.168.10.100 port 2173 ssh2

20XX/05/31 19:31:30 sshd Found matching DSA key: 16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:c0.

20XX/05/31 19:31:30 sshd
20XX/05/31 19:31:23 sshd
20XX/05/31 19:31:22 sshd
20XX/05/31 19:31:22 sshd
20XX/05/31 19:31:22 sshd

>

Failed none for operator from 192.168.10.100 port 2173 ssh2
kex: server->client aes256-chc hmac-shal.

kex: client->server aes256-chc hmac-shal.

Client protocol version 2.0; client software version TTSSH/2. 45.
Connection from 192.168. 10. 100 port 2173
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UREA v E—]

Ayt—v N

ssh: Can't execute.

gy RMNETTEEEATLE,
By
a<wy REFEITLTLES N,

There is no logging data.

FORGEMN D EH o

(v 77—~ ]

yy/mm/dd hhimm:ss £ X2 M FAEHL messsage

1 2 3
1.8

2.7 ut AEKE
3.0 A vE—

(2R otE—]

IR, A, OB, B, 9, BERELET
Y ROT Y AEGERRLET,
Ay VBB RRSET,

A oyt—

B

Generating 768 bit RSA key.

RSA r— NGEE AL L TUWVET,

RSA key generation complete.

RSAH— N2 ER L L7,

Sent 768 bit server key and 1024 bit host key.

PN LA MREERELELE,

Connection from <host> port <port>

<host> D<port> ) HEERE S IV TWVWET,
<host> : UE— RA A B
port> : UE— hFKRA FDOKR—k

Failed <authentication method> for <user> from <host>
port <port> [ssh2]

2 —WRFEC R L E LT,
<authentication method> : FREEHT
(user> : L —H4

<host> : UE— FhA A I

port> : UE— hFKRA FDOKR—F
[ssh2] : SSHV2DPESIZE R L ET

Found matching <key type> key: <fingerprint>

BRI TWND 22— AN RS0 £ L7,
<key type> : ZABHSEOFHEEE
{fingerprint> : ABAED 7 4 L H—7V > b

Accepted <authentication method> for <user> from
<host> port <port> [ssh2]

2 —WREEICRB L E LT,
<authentication method> : FRELFEEE
luserY : L —H4

<host) : UE— R AR b
port>: UE— FRA FDKR— I
[ssh2] : SSHv2OHHIc R LE T

Did not receive identification string from <host>

<hostoMHN—T g VBl EZIETEERATL
7=,
<host> : UE— F7RA K

Client protocol version <version>; client software
version <software version>

PIAT L hOTa halrR—g by 7 by
TR—=V g rEFRALET,
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{version)> : 7@ b R—Tg v
<{software version>: Y7 b =7 /R—T g

kex: client->server <cipher> <mac>

I IAT VIO AR T — g
LTWET,

{cipher> : F:@fERE = 54

<{mac> : MACHF R4

kex: server—>client <cipher> <mac>

PN T TAT v bR T —a v
LTWET,

{cipher> : F:@fERE = 54

<{mac> : MACHF R4

Entering interactive session for SSH2.

SSHv2D® v g U HBMGELE Lo,

Entering interactive session.

SSHvlD® v g U ZBMGLE Lo,

fatal: no matching cipher found: client <client

ciphers> server <server ciphers>

P—NE T T4 T N THEAT D IEHET 5 5N
HVFEHEATL,

{client ciphers>: 7 JA 7 v MllOKRE Y A
K

{server ciphers> : ¥ — MAlOKEEH Y A b

fatal: no matching mac found: client <client macs>
server <server macs>

P=RE 7 T4 T FTHEHAET DMCHNRH Y F
TATLT,

<(client macs> : 7 A4 7 v MAIOMACHFR Y & b
<server macs> : — MAIOMACKH U 2 1

Received disconnect from <host>:

VE— KRR NMZIL-oTUWranE L, BHBREL
DA
<host> : UE— FA R I

Disconnecting: Too many authentication failures for
{user>

Cuser> I E HERFFRI L7272, S L L7z,
lusery : L —H4

fatal: Read from socket failed: Connection reset by
peer

axyva Bk L,

Connection closed by <host>

<host> & DEERENEINE LTz,
<host> : UE— F7RA K

Closing connection to <host>

<host> & DK T LE LT,
<host) : UE— KA A b

[(EEHEE]

s B ZERR 1024 FETRIFSNE T, ThEBATEE, fve 70 HBRICHEShET,
* SSH r—~"owu JIIAEEOER LU -720, HEEZ L7V T5LEEINET,
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9.24 clear ssh logging

[H%RE]
SSH — "OEMRARED N —2Au 7 ZEELET,

[ASTER]
clear ssh logging

[AJ1E— K]
EEEHEEE—

[T A—=4F]
L

Epril
# clear ssh logging
Would you wish to CLEAR the SSH server’'s log? (y/n): y

Clear complete.

USERA v —]

Avt— kS
Clear complete. a7 OEENTET LE LT,
ssh: Can't execute. avy RNEITCTEERATL,
[%Fhin]
av s REfEITL TSN,
[FEEZFHE]
L
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[HaE]

AX26A-SOFT-004_R0O

show sessions (who)

AIEEIZa A L TWba—YFEFRRLET,

[ATA]

show sessions

who

[AJ1E—F]

PR R L O R I

[T A—=4F]
L

[=4741]

> show sessions

Date 20XX/05/31 21:09:13 UTC

Username Type Login Source
*staff console 20XX/05/31 20:33:43 -
staff vty0 20XX/05/31 20:26:19 192.168.1.246
staff viyl 20XX/05/31 20:27:54 192.168. 1. 240
staff ftp 20XX/05/31 20:34:40 192.168.1. 241
staff sftp 20%XX/05/31 20:03:27 192.168.1.203
>
Bz
HH = FEAM
Username | = — ¥4 Fk avy REFATL WD —WE, =2—FAOFIIT A%
V27 (%) HRRLET,
Type i T console : T — LG
vtyO : telnet/ssh £
vtyl : telnet/ssh ##¢
ftp : ftp B¢
sftp : sftp 550
Login 07 A V| —
Source IP7 KL A |telnet/ftp/ssh/sftp 7 74 7> F&EFEITLTWBEED IP
7 RL AT,
console I A 7 (=) EETT,
[FEEZFHE]
2L
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AvtE—-AFLI7LIUREE

10. A5 A ytE—

AREIXSSHICBEHT AAREEDO R 7 A v E—V—ETT,
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101 AT AvtE—U—%

& 10.1-'1 AT AvE—O—K(A Ry FREBLL=SESSION)

HE| ARV AR+ Ayte—o AyE—UFEX b
LA FEA L B AIF
kS
1 E3 SESSION 00e00000 Authentication login  xxxxxxxx RADIUS
accept.
RADIUS FEREIZAEI L E L7z,
XXXXXXXX : L—H4
By’
72 Lo
2 E3 | SESSION | 00e00001 | Authentication login xxxxxxxx RADIUS reject.
RADIUS FEFEIC R L £ L7,
XXXXXXXX : L—H4
By’
LAEEICKH L Tar7 4 7 b—ya U CHFA SN E— FARA MO ARIERT 78 AR
ITONTAREMEDRH Y £9, VE— FARA FOEAPRILZHR L T ZS0,
2 ZouZIFERO =R e 7 A URHCRR S ToBWE (XA T — RANBIEWZR ) & L7y
CHkE s ET,
%of,:@uﬁﬁﬂ%éhf%U%—kﬁx%@@%%%K%%ﬁ&v%ﬁ%%@ifo
3. RADIUS Y — DR E & fEae L T 723V,
3 E3 SESSION 00e00002 | Authentication login xxxxxxxx RADIUS no
response.
RADIUS #FET, RADIUS Hr— "Bt o 0 FHAT LT,
XXXXXXXX ! T— W4
e acs]
1L.RADIUS — "D IP 7 KL ANFES TWRWh, a7 4 7 b —Ta s LT 7Es
AN
2.RADIUS % — DR — hFEZNBRS TWRW, a7 4 7 b—3 a3 U aERL TS
AN
4 E3 SESSION 00e00003 | Authentication login xxxxxxxx RADIUS server

configuration is not defined.

RADIUS FEFEH O RADIUS ¥ — "B EINTWER A,

XXXXXXXX | L —H4

Bsiny!

RADIUS =2 7 4 7L —a URRESIVTWVDDER L TS EE W,
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5 E3 SESSION 00e00004 | Authentication login xxxxxxxx RADIUS over
request.
RADIUS #iE T, RADIUS #— ~0DfallkiR KEEE (256) At L £ Lz,
XXXXXXXX ! T— W4
BSin|
RADIUS fEGED R AT m < 72> TWET,
—WF e aE, BER A U EFEBL T ZEN,
NIRRT DAY, VAT AERAERE L T &N,
6 E3 SESSION 00e00006 | Authentication login xxxxxxxx RADIUS invalid
server specified.
RADIUS FEFECHE— 7 =R AE L £ L,
XXXXXXXX ! T— W4
et i)
72 L,
7 E3 SESSION 00e00007 Authentication login xxxxxxxx RADIUS return
error. code = XX
RADIUS [T nLET WJ‘BI7 75‘%‘93 Li Lf;o
XXXXXXXX : L—H4
code = xx : JRR = — K (A — W fighir H 15 )
et i)
72 L,
8 E3 SESSION 00e00008 Authentication login xxxxxxxx RADIUS time
out.
RADIUSFEAETH A LT U R ELE LT,
XXXXXXXX : L—H4
et iia]
BEe A 2P L TEE0,
9 E3 | SESSION | 00e00100 | "users file'is corrupted. Started by default.
‘users file' N ENTWET, T 74V ha—YFTEEILE LT,
By’
7L,
10 E3 | SESSION | 00e00101 | Failed to write 'users file'.

users file' 7 7 A VD EZIAAITKM L E L,

(BSyny

] =< > K format flush ZFET L T 72 &0,
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11 E3 | SESSION | 00e02000 | Unknown host address <ip address>
SSH TARMEEICEHF L LD & LE L72A, <ip address>7 Db DRI AZFF AT LEHATL,
<ip address>: SSH THifi L LD &L L= IPv4 7 KL AFE 1T IPv6 7 KL A
et

LAREE I LTCARERTY 78R (2T 4 7 b—y g UCHFAI &M D U E— FARZ b
MHDT 7 ADPTOIIZ AN H Y £7°, <ip address>D U E— h7 7 EZAZ MR L TL
72X,
2.<ip address>"H D U E— T 7 BRAEZFA L TWOIEAIL, a7 4 7 L— 3 VIZRAD
NHLAREMERHY 9, a7 4 7 b—2a VOBRENFEMHR L TIIEEN,
3.<ip address>" 6DV E— T 7 B AZFHFA LTEWGHIL, a7 47 b—varTrork

AR OBRELTLIEIN,

12 E3 | SESSION | 00e02001 | Login incorrect xxxxxxxx.

17 A AR E LTz,

XXXXXXXX ! T— W4

[xbita]

ILAEEICR L Cary Yy — L EiFar 74 7 b—ya rTHFAESREYE— FR A Rnb
RERT 78X (THhHUr b, NAT— RREFETKRE) TN ATREERH Y 7,

2.3y —)VERZar7 47 L—va /TafFT Lf_ UE—hFARA K @ﬁﬁﬂﬂﬂﬂ%’fﬁﬁﬁ
LIEEW, ZouZZIEHO2—WRa 74 VIFICR- T8 EE L% %W%éﬂiﬁ‘
Eof,_@mﬁﬁﬂﬁémf%)%~ ﬁzk@@mhm_%éﬂ&w%é%%wi?o
BAILEIZEN 2~ N adduser ([T KV BERIFHDT D b E I MEHERL T TZE W,

(FezR )15 - EH =~ > K show users THEZ)

13 E3 | SESSION | 00e02002 | Login refused for too many users logged in.
SSH THift LE D ELE LR, nlf ra—FHet—"—1L779, Earifr LIt
ATLT,
et
LBER 7 A L L TN D2 — AR L T ES0,
2B THIUL, a7 4 7 b=y arTrI7 Ay TELa—FHOFIREHMEE T 7ZS
AN

14 E3 | SESSION | 00e02003 | Login xxxxxxxx from <ip address> (vtynn).
SSH(vtynn) T —¥ (xxxxxxxx from <ip address>)23 1 74 LF L7=,

XXXXXXX | T— 4
from <ip address>: VE— bt/ A Liza—HFDIPv4d T KL RAEIELIPv6 7 KL &
vtynn : 0~15
xbita]
7L,
15 E3 | SESSION |  00e02003 [ Login xxxxxxxx from <ip address> (sftp).

sftp T2 — P (xxxxxxxx from <ip address>)731 7' A > L% L7z,

XXXXXXX | T —HW4

from <ip address>: VE— bt /A Liza—HFDIPv4d 7 KL RAEIELIPv6 7 KL &
et

7L,
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16 E3 | SESSION |  00e02004 | Logout xxxxxxxx from <ip address> (vtynn).
SSH(vtynn) ® = —# (xxxxxxxx from <ip address>)72n 77 h L% L7z,
XXXXXXX | T— 4
from <ip address>: VE— bt/ 7 b L7za2—FDOIPv4 7 L AFE=XIPv6 7 KL A
vtynn : 0~15
Bxbita]
72 L,
17 E3 | SESSION | 00e02004 | Logout xxxxxxxx from <ip address> (sftp).
sftp ® = — P (xxxxxxxx from <ip address>)72’1 777  LF L7,
XXXXXXX | T— 4
from <ip address>: U E— b/ 7 hLiza—FDOIPv4 7 RLAEZFIPv6 7 R LA
BSin|
72 L,
18 E3 | SESSION | 00e02100 | Connection reset by xxxxxxxx (sftp).
sftp D> v a UREITIILE L,
XXXXXXXX ! T— W4
[xbita]
72 L
19 E9 SESSION 00e00002 | Authentication login  xxxxxxxx RADIUS

message queue error. errno=xx

RADIUS §BFiETAHEI= T — (X vE— queue BFIHE) N¥EELE L,
XXXXXXXX | L —H4

errno=xx : A — W T FIE R

By

oL, (BEICEENFEES SNET, )
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{ &%

xKF

* 3des (Triple Data Encryption Standard)

mgns 55D DES & 3 [EIEH L CHEZE L2 DT,

* Aes (Advanced Encryption Standard)

KIEPBATEERA R (NIST) 2 E L7z, IR IER S5 AT,

* blowfish

Bruce Schneier IKMNEZL LT 448bit AJEEF—RFS5{LT7 1TV XATTY,

* bubblebabble B3\

Fingerprint OFEHXD 1 ©DTT,

{1
xoriv-socym-demed-cylam-fyhum-davep-dusal-koras-hyfep-pecyt-roxyx
* Diffie-Hellmann &A3#t

BEAZHLT LT Y ANT, H=FITRE SN D ATREMED & 5 8E K TR EITH DA
EITVWET,

* DSA(Digital Signature Algorithm)

TUENBELT NI XD 1DOTT,

* Fingerprint

FEOFETT, ARSI L THDRMNORREEZTo TR TH Y, ARENED S
& Fingerprint D0 £9°,

* FTP(File Transfer Protocol)

Xy NT—=2 DI TFGAT U R —NEDRIT, 77 A NVOEEEITRITZDDT
g han(avwr R)yoo LTt

- HEX B

Fingerprint OF~EHXD 1 ©TT,
f5119:46:78:28:ca:03:23:61:4c:09:b4:4b:06:97:8b:9d

* hmac-shal, hmac-shal-96

MDA T)VAY ZALZHELZ, 160y hA v BE—SH A2 A RT LAY ZATT,
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* hmac-md5, hmac-md5-96
BIE, o & B HNLNTWA A vt — VBB T ALEREA v E—U0 5 128
By FO—FnhnNy Y aflazER L ET,

* IPsec
IP ATy LUV TOREFL ERBEELAT2 OB X 2 U T ¢ HAlr T,

= IPv6
128 B hD IP T RLAREZFFOH LA X —Fy M Fa ha/LTT,

* HTTP (Hyper Text Transfer Protocol)
GET 72 & D ASCII XFa~y REHWT www fFHE2CV Y 7571 b2/ T,

* OpenSSH
SSH DFEHEDOVE DT, 7 U —IZEEMTONLTNDLEHDTT,

= RADIUS (Remote Authentication Dial In User Service)
NAS (Network Access Server) %t U CERGE - iReke 22t 570 a1
T, NASIZRADIUS DV IA T hE LTEET SV E— T 78X —/3, L—%
REDIEBEDZ LT,

* RLOGIN
Xy NT—=Z7RIBTarva—22REHHAT 85 7' ha L Td,

* RSA
NS T LT Y X AD—DTT,

* SECSH
SSH 7'm b a /VOEHENZED TV D, IETF @ Secure Shell V—F 7 7 )L—F
D ELTT,

* TCP 7 v /¥—
Y= NTEY— 2 2R LRI, b—EREREHOT 0 7T AT T, 77
T RAHIEHSCr X 7 E21T O A TT,

* TELNET
Xy MU= RRATara—2z2EEHHT BRI S 7'r ha 1T,

= twofish
128bit D7y 7% A4 X% H L, 256bit FTOF—%2ZIFANET, Blowfish
DB R TT,

* VPN (Virtual Private Network)
F—Tr Xy NT—7 LT a— X Ry NU—7 ZRBLL7=HDTT,

HIT
- TAIY XA
ZITHE, BEEREET 2 FIRR SO Z LT,
- BB
T—BEbOHRIC Lo THAEZ, BB CERVEIICTHZ ETT,

nMT

- HEA
Fy b= LD ITAT 2 b= = HOBENEEH "ENELEL, RERER
ARV SELZETT,
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- ARSER
AV Ea—X LR TEE T2 N2 /VIEFE L2V T 7 B AGIE TR AR 57
D DOHERE T,

R/N: [ <
AR B K TOST DT, HFICART 8O LT,

- ABRAEREE
NAT— REHWT, AR CREEZIT O HFIETT, *y NU—7 ElZiZa—F o
BEIERDRAVE T A

=17

r XAV A b
T TT, HIUTIONREEZHNLTHTEHA LD TT,

- T— X ERE
F=AEEMRLERNL@EELET, 2720, HOLUDERESNZ7Z 7 ANV (T v
T— R 7 7 ANVE)VITERH Y T A,

r FY LUV LVARR
=D oDF ¥ L VA=K LT, ELWLVARSAZRY Z & TRGEE
192 &7TY,

- BEFEAL
NG 5T, o —VTOMERTEMRL LA V=R ML, O —FDR
BREE TR TE 5 2 L2 FIH L= B4 T,

- IRHE
Xy bU—7 FOFE=FN, BEONRELEHIRTHZ L TT,

1T

- BRYVTEL
BRI Ty N T — 7 BEMEL, AFEDKRA SBIERDOKR A M > T2 =T 1)
52 ETT,

[X4T

Ny V=

oD LFHNONEZFNLFINTREST D700 T7 0T Y XL - FIETT,
s N2 VL—X
ANBRBERE 5 5T, BEART 2R LTZBRIS, BERICH L TR BT 2720 0D =
LTI, NRATL—XE, RATV—RIDRIHETELLEVIERLHD 9,
- mE
ABRGERE 5 T OEERT O—F5 T, BHE THEICRFFL TEB<#EDZ L TT,
- I AT —Ur—N
BhKEETH, NN OARIE/R /T v b 2R3 5 A T,
s TF—NRo Y
SSHv1 & SSHv2 R U TCP A — N CHHE CE 2 L 2123572012, BENNICEI Y &
2O AD Z & T,
- 5
b ST — X &2 DT — X RETZ L TT,
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- u han
Pefpi oz O FNE - HFETT,

F1T
= A ‘YVIZ‘_‘/FNU_‘IE:"_ F (MAC)

F=ANBETICHIAESN TN EZEND DT

T, BEAERRICER ST
WIS TS 52— KT,

~ p—

b1T
s JE—hav—a~<r F(xcp)

tMOKRA M~T7 7 A NV abt—FHa~vr KTT,
o — )RR T — RFREE

Y= NPEFHF L TCND =P ENRRAT— ROT =X R— 2% M, 22—V DORGEE
179 HETY, REER, 2—PEa—FH L NRRT— Fah—NTEDLERH Y F
‘a—o
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B. ZEMLIRE

% B-1 SSH Hif%
HE Biks EAG
1 draft-ietf-secsh-architecture—12. txt SSH Protocol Architecture
January 31, 2002
2 draft—ietf-secsh—connect—15. txt SSH Connection Protocol
January 31, 2002
3 draft—ietf-secsh—dh—group—exchange—02. txt | Diffie-Hellman Group Exchange for
January 2002 | the SSH Transport Layer Protocol
4 draft—ietf—-secsh—transport—14. txt SSH Transport Layer Protocol
March 20, 2002
5 draft—ietf-secsh-publickeyfile—03. txt SSH Public Key File Format
October 16, 2002
6 draft—-ietf-secsh—-userauth—15. txt SSH Authentication Protocol

February 28, 2002

113



AX26A-SOFT-004_R0

C. BE(Acknowledgments)

This file is part of the OpenSSH software.

The licences which components of this software fall under are as
follows. First, we will summarize and say that all components
are under a BSD licence, or a licence more free than that.

OpenSSH contains no GPL code.

)

* Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland

* All rights reserved

*

* As far as I am concerned, the code I have written for this software

* can be used freely for any purpose. Any derived versions of this

* software must be clearly marked as such, and if the derived work is

* incompatible with the protocol description in the RFC file, it must be
* called by a name other than "ssh" or "Secure Shell".

[Tatu continues]
*  However, | am not implying to give any licenses to any patents or
* copyrights held by third parties, and the software includes parts that
* are not under my direct control.  As far as [ know, all included
* source code is used in accordance with the relevant license agreements
* and can be used freely for any purpose (the GNU license being the most
* restrictive); see below for details.

[However, none of that term is relevant at this point in time. All of
these restrictively licenced software components which he talks about
have been removed from OpenSSH, i.e.,

- RSA is no longer included, found in the OpenSSL library

- IDEA is no longer included, its use is deprecated

- DES is now external, in the OpenSSL library

- GMP is no longer used, and instead we call BN code from OpenSSL
- Zlib is now external, in a library
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- The make-ssh-known-hosts script is no longer included

- TSS has been removed

- MDS is now external, in the OpenSSL library

- RC4 support has been replaced with ARC4 support from OpenSSL
- Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic algorithms used in this
software are publicly available on the Internet and at any major
bookstore, scientific library, and patent office worldwide. More
information can be found e.g. at "http://www.cs.hut.fi/crypto".

The legal status of this program is some combination of all these
permissions and restrictions. Use only at your own responsibility.
You will be responsible for any legal consequences yourself; I am not
making any claims whether possessing or using this is legal or not in
your country, and I am not taking any responsibility on your behalf.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY

FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING

WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED

TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

The 32-bit CRC compensation attack detector in deattack.c was
contributed by CORE SDI S.A. under a BSD-style license.

* Cryptographic attack detector for ssh - source code
%

* Copyright (c¢) 1998 CORE SDI S.A., Buenos Aires, Argentina.

*
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* All rights reserved. Redistribution and use in source and binary

* forms, with or without modification, are permitted provided that

* this copyright notice is retained.

sk

* THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED

* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS
* SOFTWARE.

*

* Ariel Futoransky <futo@core-sdi.com>

* <http://www.core-sdi.com>

3)
ssh-keyscan was contributed by David Mazieres under a BSD-style
license.
* Copyright 1995, 1996 by David Mazieres <dm@]Ics.mit.edu>.
k
* Modification and redistribution in source and binary forms is
* permitted provided that due credit is given to the author and the
* OpenBSD project by leaving this copyright notice intact.
4)

The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers
and Paulo Barreto is in the public domain and distributed
with the following license:

* @version 3.0 (December 2000)

*

* Optimised ANSI C code for the Rijndael cipher (now AES)

%

* @author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>

* @author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
* @author Paulo Barreto <paulo.barreto@terra.com.br>

*

* This code is hereby placed in the public domain.

%

* THIS SOFTWARE IS PROVIDED BY THE AUTHORS "AS IS" AND ANY EXPRESS

* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
* WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE

* OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

* EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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5)
One component of the ssh source code is under a 3-clause BSD license,
held by the University of California, since we pulled these parts from
original Berkeley code.

* Copyright (c) 1983, 1990, 1992, 1993, 1995

* The Regents of the University of California. ~ All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

k

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "*AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

6)
Remaining components of the software are provided under a standard
2-term BSD licence with the following names as copyright holders:

Markus Friedl
Theo de Raadt
Niels Provos
Dug Song
Aaron Campbell
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

Portable OpenSSH additionally includes code from the following copyright
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holders, also under the 2-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker

Gert Doering
Jakob Schlyter
Jason Downs
Juha Yrj [ +
Michael Stone
Networks Associates Technology, Inc.
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones
Darren Tucker
Sun Microsystems
The SCO Group

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR

* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
*IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,

* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
*NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF

* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

8) Portable OpenSSH contains the following additional licenses:
a) mdScrypt.c, mdScrypt.h
* "THE BEER-WARE LICENSE" (Revision 42):

* <phk@login.dknet.dk> wrote this file. As long as you retain this
* notice you can do whatever you want with this stuff. If we meet
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* some day, and you think this stuff is worth it, you can buy me a
* beer in return.  Poul-Henning Kamp

b) snprintf replacement

* Copyright Patrick Powell 1995

* This code is based on code written by Patrick Powell

* (papowell@astart.com) It may be used for any purpose as long as this
* notice remains intact on all source code distributions

¢) Compatibility code (openbsd-compat)

Apart from the previously mentioned licenses, various pieces of code
in the openbsd-compat/ subdirectory are licensed as follows:

Some code is licensed under a 3-term BSD license, to the following
copyright holders:

Todd C. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California
Constantin S. Svintsoff

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.
* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

*
* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OQUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

Some code is licensed under an ISC-style license, to the following
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copyright holders:

Internet Software Consortium.
Todd C. Miller

* Permission to use, copy, modify, and distribute this software for any

* purpose with or without fee is hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*

* THE SOFTWARE IS PROVIDED "AS IS" AND TODD C. MILLER DISCLAIMS ALL

* WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE

* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN

* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some code is licensed under a MIT-style license to the following
copyright holders:

Free Software Foundation, Inc.

* Permission is hereby granted, free of charge, to any person obtaininga *

* copy of this software and associated documentation files (the *
* "Software"), to deal in the Software without restriction, including *

* without limitation the rights to use, copy, modify, merge, publish, *

* distribute, distribute with modifications, sublicense, and/or sell *

* copies of the Software, and to permit persons to whom the Software is *

* furnished to do so, subject to the following conditions: *

* *

* The above copyright notice and this permission notice shall be included *

* in all copies or substantial portions of the Software. *

* *

* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS *
* OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF *

* MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.  *
*IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, *
* DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR *
* OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR *
* THE USE OR OTHER DEALINGS IN THE SOFTWARE. *

* *

* Except as contained in this notice, the name(s) of the above copyright ~ *

* holders shall not be used in advertising or otherwise to promote the *

* sale, use or other dealings in this Software without prior written *

* authorization. *
****************************************************************************/

$OpenBSD: LICENCE,v 1.19 2004/08/30 09:18:08 markus Exp $
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LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

/*

* Copyright (c) 1998-2016 The OpenSSL Project.  All rights reserved.
%k

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

k

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

*®

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

*

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to

* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact
* openssl-core@openssl.org.

*

* 5. Products derived from this software may not be called "OpenSSL"

* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

%

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ""AS IS" AND ANY
* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
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* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* TS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.
k
* This package is an SSL implementation written
* by Eric Young (eay@cryptsoft.com).
* The implementation was written so as to conform with Netscapes SSL.
%
* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions
* apply to all code found in this distribution, be it the RC4, RSA,
* lhash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).
*k
* Copyright remains Eric Young's, and as such any Copyright notices in
* the code are not to be removed.
* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.
* This can be in the form of a textual message at program startup or
* in documentation (online or textual) provided with the package.
%
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.
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* 3. All advertising materials mentioning features or use of this software
* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word 'cryptographic' can be left out if the rouines from the library

* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from

* the apps directory (application code) you must include an acknowledgement:
*

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

*

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

%

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. 1i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/
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