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SNTZIP T RURAZFFOUMREHEH L TN A 0 EMHREL T ZE0,
f:, arv 74—y aravy K778 AY A NCTHRELIZIPT K I/

(Zdeny ZHEL TRV EHRL TS G 2747
L—yariif R #8LTL f:“éb\) o

2. B—ANGRRET R VA T AGEIE, BEICFELRWT AUy hTH
g4 LEDE L“Cb\i:b\ﬁlﬁ%‘ L'C< &0,

3. B A U TCEDRKI—FEEBZ TR WDREEE L T & (GEM
W Tavra7v—varhA Rl 28BLTLLIEEY) ,
7B, K=K Ta A L TWDIREETY £— MEANEN LA
EEA~OBFEEN KD, ZO®BREELTWHEE, TCP 7 a haio
HALT D MERARELEYy Y a oSNNS £, VE—MEH
RN SITHTICa A4 o TEER A, TCP Fa ha DX A LT Tk
BEREIIL Y B— MEANRORES R v FU—7 ORREBIC L > TE{EL &
T8, BB 10 45T,

4. a7 47 b— 33~ K line vty & — RO transport input T, A%
BADT 72 AZZELTNDE 70 haLEERHL TORDDHERLT
LIFEW GEZ lav 747 L—yaravy L7y LA 258
LT EEW)

5. 27 4 7 L—3 3 3= N aaa authentication login C,
RADIUS/TACACSHEFENREE SN TV ARWDHER LT &V GEX
2.23 RADIUS/TACACS+&FIAH L7-u /A VBFENTE 2\ 25
LTCLTEEWN)
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2 EREEOFS I a—F

BR A&, F=ESRERM

F— AN EZTT 20, ROFIETHFEL T ZEW,

1. XON,/XOFF |2 £ 5 7 v —#lffl 7 — & OEZAF &2 W LT 5 mTaRet:
NHYET, THZEZEOPR MR L T ZEn ( [cl] + [Q]
EXR—ANLTLEIY) , ZNTHHF— AN TERWEAIL, 2.0
DR Z L TLIEEW,

2. BIEY 7 MU T ORENE LWMHERLTIIZEND,

3. [Ctl] + [S] (&> THiEAFELE L TWD AR H Y 7,
F—Z AT LTSN,

07 A Li-E EFOIREEIC BEIe 770 NT20%F20, BEa /LTl A LicEEolR
o TWba—FndHob, BEIZR > TV B2 —Y % killuser 2~ RTHIBRL £, £/, 20747

L—a VERETOLRESIE, a7 47— g VORENEN TV
W ERREF ORIEIZ > TNWDHDOT, BERIZA L LTar7 47 L—
T arE—RIZROTOLRGFTERELILDOD, HMEEZKTLTLES
VY,

2.2.3 RADIUS/TACACS+#FIA L -0 4 VBN TELL
RADIUS /TACACS+Z R L7z v 7' A VEBGEN TE WA, LT OEREZIT-> TLIEEN,

1.

RADIUS,/ TACACS+Y—/ S ~DiEfZ

ping 2~ KT, AREEH D RADIUS,/ TACACS+H — % L CHEN TE TWA AR L TLE
W, BU@ATERWEAIE, 1711 @BETERY, F2E3UEERTWS ] 228B L TIIEEN,
Fl, a7 47— arTr—UNT FLRAEZRELTWDLEAIE, 2 —U LT RLAMD ping
a2 KT, AREEH S RADIUS, /TACACSHY— NIkt L THIBA TE TV AN AR L T ZS
W,

ZA LT M X O b T o B E

RADIUS S8FEDHE, =27 4 7/ L —3 3 > 2 R radius-server host, radius-server retransmit, radius-
server timeout MR EIT &L - T, ARIEE D RADIUS H— 3 & OB BAARE & Pl 2 BRI R T<i%
ELTZHZA LT U MEF) > X <FEELZY b7 A B> X <FEE L7z RADIUS — 48> L 720 £
KR

TACACS+HRFEDEA, a7 4 7 L—3 3 2~ K tacacs-server host, tacacs-server timeout D% E
Lo T, KREEN TACACS+I— L DEE N AH &Hﬁ#éﬁﬁiwkf<i@bt&4A7?hﬁ
(F)>X<®IE L7z TACACS+H— > L) £9, ZORFMIRIGIZKES D &, VE— MEMRK
KD telnet 2 EDT TV r—a b iNEA LT U MIEoTRTITAAEERHY £9. ZOHEA,
RADIUS /TACACS+2 > 7 4 7 L—v a VOBRENY E— MERAMKTHERT 277V r—varo
BALT T NOFREEERLTLLEI, £/, @M T 712 RADIUS, TACACSHRFENAEKH LIz A
TV N ENTOBICELND BT, telnet X° fip NS DAL, a7 47 L—a T
i L7285 D RADIUS Y — "0t T, #{#ith o RADIUS,/ TACACS+¥— NZHHFT 5 £ TIZ, UE—
MERGRMOT TV r—2a VBRI A LT T RLTNA I ERBEZLNLT2®, BEF O RADIUS
S TACACS+H —NEEHRT DL IICRETDH, <HA LT U MEF)> X<V T A B> DfE%s
NS LTLES,

AHE *u74yféﬁw%é®ﬁ@ﬁ%

BEIABRLETREBICQ /A LV TERVWEASE, v Y —Ahbal A LTEELTLEEND,

2.2.4 RADIUS/TACACS+AB—A)ILZRAL-a< Y FEBN TSN

RADIUS, TACACS+,/ 7 — I VIBGEII RS L TR E ICn 7 A o T&E )N, a~y RERN Y £ TER
WIEA®, O FEFTLTHLART T —A v —URFRENTavy RRFYTTERWVESIE, DL
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EREEDO T a—+

TOHEREIT>TIIZEW,

1.

show whoami D fifEZE
AIEE D show whoami =~ KT, BEOZ—YNHA - HIREN TV A EHa~ FOU R &k
IR - HEBTE EF, RADIUS /TACACSHY — NOBRELEBVIZa~wy R A MBRETETNDH I &
EHERLTLKEEW, 72, v—hla~vr FAREFH L CWDIEHEAIE, 2747 b—vary
BOICa<vr FUAMPRREINTVWAZ &R L TIEEN,
P—R"REBLCar 74 7L —3 g o OER
RADIUS /TACACS+¥— MiITT, REBED o~ RARIZEHTIREDIELNZ 2R LTIEX
V. FFIZ RADIUS DA TRV X —HHBIEDORRE, TACACS+HDOIG AL Service & B4 72 EIZIER
LCL7ZEN, Fo, e—na<y FEREFEHLTWDIEEIE, a7 47— a VOREN
ELWZ & 2R L TLZE&V, RADIUS, TACACS+/ m—H)L (a7 47 L—3g) OREIC
ONWTIE, Tarvrg47L—2ar A R 28R LTLTEEN,
a< 2 RY R FLlFFOEE
AREBEBOa~Y FEABHOa~ R A R EFEBRTHBITIEEAOTWITEE LT EE0, f
ZI1E, FFafa~<> KU A MZ” showip 7 (show ip DFZIZAR—2)RFRE L TH DHAIL,
show ip interface =~ > RIZFFAI SAVE T3, show ipvé6 interface =~ > RIZiIR SN E T,
gy RBTRTHIR S - 56 O x5k
WREI AR ETCa~y RRTRTHIBINZEAE, aryYy—anrbua /4 LTEELTLEE
VY,
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EREEDO T a—h

2.3SSHD ST

231 AEEIZx LT SSH TEHTEARL

(1)

3)

(4)

EEE D SSH 7 7 A 7> b B AREEE IR LC SSH (ssh, scp, B Wsftp) TR T R2WEAIE, K
WRTFIETHERL T EINY,

) E— MERBEHROEILZHERT 5

AL [E AR OWBE R DML TE TWRWAEEMERH Y 9, ping 2~ REHEH LT, @E&
MR LT 72 &0,

SSHY—/\@aAY 745 L—araEERT S

SSH #—NICRHT 2 a0 7 4 7 L—2 g URRREDEEIT, REBICHLTSSH THERTE E8A, £

7o, ARIEEED SSH — "ORE EMMEEED SSH 7 74 7 2 MADOFKET, il F7e EN—FH LR WEGE
TR T EEA,

a7 4 b= a0, SSH Y —ROBEHRAELLREEINTWAPHERLTLEEN, VE—F T
TARKETT 78 AU A R ERELTOWDAEHAE, FFAISNET FURADOERI LEREL TV D &R
LTL7EEN,

AEBIZEFZFLE-I—YARENE LWLWVHERT S
ARIERBICABBSREE T VA T 85T, REBOa L 7 4 7 L—3 g UITBE LI- 2 — P ABEENN E
LWEBNE I D, b9 —BEMERL T EE,

K 2-3 AEETCI—YORREMHEZT 56

(config)# show ip ssh

ip ssh

ip ssh authkey staffl keyl “xxxxxx” <-1
I

(config)#
. ELWVWa—H¥4T, ELWABENRESNTWAENE S a2 iR L £,

BTAVT A2 bDINRT— EREREFHNERT S

SSH TlE, #FEFFICNAY—RZHTHE, a4 TEERFA, THT Y MIUINRAT — RE
TLIEEYY,

|:|7’f >i— ﬂé&%ﬁﬁmm?%}

AIEFICO A U TEDRARL—THEEBZCa /A LED L LT, RO RTERr 7 BNH &
TV 3%, show logging 2~ R THER L TS 72 &0,

K 2-4 AEBETRAOTAVHEBZTLSH
> show logging

EVT 04/13 18:03:54 E3 ACCESS 00000003 0207:000000000000 Login refused for too many users logged
in.

REBICH LTRELGT IV CANGEONERT S

AHEE O SSH H— WEEETIIARIET 7 B A& ILT 572012, ar A va—FEOHIROIENZ, arA
VI BHETORILETOEM TOT 78 250, /A V5% T ETORRE 2 4M) ZHBRLTHET,
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2

EREEOMS TV a—k

L7=M 2T, showsessions 2~ RTCHERTHREE Lo 7 A v a—VFENDRDIZ SSH THEFE TX
RO, Bl T THr A LT RNy Y a BN E->TND I EREZXLNET, KOEE
MR L TLIZEN,
1. A% T show ssh logging 2~ REZFEITLTC, SSHH— D b —2n 7 &R LET,
SSH H— R~ Dt v 2 a U inS WO NMER S22 R ORISR LEST, oI,
LT TbrIZ A LTty a v BhdEakhlicEFranEd,

K 2-5 SSHHY—/N~EHHPDEY L 3 UAZN=HIZERSMEST S T=f

> show ssh logging

Date 20XX/04/14 19:00:00 UTC

20XX/04/14 18:50:04 sshd[662] fatal: Login refused for too many sessions.
20XX/04/14 18:49:50 sshd[638] fatal: Login refused for too many sessions
20XX/04/14 18:49:00 sshd[670] fatal: Login refused for too many sessions

2. BRLTWTHr A U LTOWRWARERE Yy Y a v O TEHEL T, VE— T 7 ERAZHIR
T 57 EORGE LT IZE0,
BB, HELTWTEr A LTWRWRIERE v a 32 %Ik S, FE SSH Tr
TA L TEDLLITRYET,

232 AEEIZWHLTYE—FTOAI VY KREERITTELL

(1)

(2)

SSHYSA 7Y FDIBEA T a v &HERT S

fAEB D SSH 7 T4 7 bInBAREBIZH LT, SSH TR A LAnWTHEAa~y F&%ET (VE—h
Tawy REET) LERAIE, avy ROETREREBFERENRAVTII—BERENLZENHY %
T, AEBIIT DV E— MO a~y ROETIZRKT 202 KROKIRLET,

B 26 AEEBEICHTIVE—IASDITY FOERITIZKEKT B4

client-host> ssh operator@myhost show ip arp

operator@myhost’ s password: serkkrk

Not tty allocation error.

client-host>

SSH T /A > LAWNWTAREBIZH LTI = hTa~vy REFEITTIHEAIL, t/37 A —& THRAENER
ZEIOYTCOHMNERH Y ET, REBIZHT LY E— 60 a~v 2 ROFATIZHIT 262 ROKIZR
LET,

2-7 ARFEIIHTHVE—FHSDITY FOEITITAEINT 54
client-host> ssh -t operator@myhost show ip arp
operator@myhost’ s password: sekkkkx

Date 20XX/04/17 16:59:12 UTC

Total: 2 entries

IP Address Linklayer Address Netif Expire Type
192.168. 0. 1 0000. 0000. 0001 VLANOOOT 3hb5mb6s  arpa
192.168.0. 2 0000. 0000. 0002 VLANOOOT 3h58mb6s  arpa
Connection to myhost closed
client-host>

ETTHAT UV FDODANE—FEHERT S

SSH Cr /A & LARWTASEREICH LTV E— FTETTE o a~vy NiE, —fka—¥E—Foa<wrF
P CY, BEEHET—RFOa~r REFEITTLHE, =T7—12kDET,

EEHET— ROa~< 2 N SSH TAREREICn 74 0 LT, HEEEHET—NIBITLTILLETLT

23



2

EREEOMS TV a—k

TEEW,

yin QAR KERIT Y FHEERT S

reload 2~ KRR EOMER A v B =T L T"(ym)" DA N EET o~ NiE, AEBICHLTYE— T
FATTEERA, TOE I a~wr NI, HERA v =% LW THEEIZITT 535 A—21bh
IXEDNRTA—ZERELTHEITT D, SSH TREEICO 7 A U LTOHLETLTLLEEN,

233 REEBICH L TEFaF7aE—NRTEHL

—HD SSH 7 74 7> F T, SR ZEI Y Y ThRWTHEREOE vy 3 (CLI) ~r7 AL, 1
TA BT 7 ANEBETHEORH D E7, AEETIE, CLI~ORZ A I R—FLTHEYE
o 7747 MUD R L—2A1 J MR LT, REBENPDROKITTRT A v =V mOTORD D
BLTLIEE, ZOLIRSSHZ 74T 2 bbid, AREBIZXH L TEXFaT7 a =N TEEHA.

2-8 AEBIIHNITBA2EXaT7aEP—DKRTEI3I9S/47Y MO L—ROY
Not tty allocation error.

BB, TOLH9RSSHIZFA T FTh, EX 2T FTP 29K — F L TWAEAIFENEHHT2E 77
A NEIERETE £,

2.3.4 NEBERLFHDIR I L—XEENT-

(2)

ALEBE I LT SSH DABIERGE TR /A 0925 & XICANTDH AT L= 584801, Foa—
YHEART (22— AL 2 —VER) MEHTEEEAL, RIRTFRIEIZHE > TRIS LT EEW,

AEBOSSHaOV 749 L—Yavhba—H R RELZEIKRIT S

AEBOaL T 4 7L —Yaravy Ripsshauthkey 2l LC, SAT7 L —X& Rl —VF O —3
ANBHEAZHIBRL T E &, KEBDSSH a7 4 7 L—3 g U b —FABREEAHIGR 5 6] 2 kDX
IR LET,

2-9 AREBOSSHOVI45L—avhdbi—HFoRRBEEIRT 56
(config)# show ip ssh

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl keyl “xxxxxxxxxx”

ip ssh authkey staffl key2 “xxxxxxxxxx”
!

(config)# no ip ssh authkey staffl keyl

(config)# show ip ssh

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl key2 “xxxxxxxxxx”
|

SSHY 47> MIlERDI—HRRT ZHIBRYT 5

SSH 27 74 7 v MADHGAKT, NAT L —XEEhica—FOa—PH~7 (22— R s 2 — VR
#) ZHIBRL T, BEOMERL T ZSV, BE, AMEERIEZENT 2581, #HT2SSHZ 747
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EREEOMS I a—F

VN TCa—WESTEEER LS &, REBOSSH 27 4 7 L—3 3 U Tld Ta— ARG 2 6%
LTLIEEN,

2.3.5 EMIFICHRR FoORRBEEREDEENKR RTINS

(1)

(2)

fll2E 18 7> & ALERE |2kt LT SSH THfit L72 & 12, T@ WARNING: REMOTE HOST IDENTIFICATION HAS
CHANGED! @] DA v E—URERRINDEENL, AR OBEERED O ARZEBE MO R X MAFENET X
TWAHZ EERLTWVET,

DA yE—URKRRINTZLEEL, BEOHLLIFEANALEBIIRVTELTVDIEBENLH DD,
WO FNRIZHE > THATICHER L TH S SSH THEfE L T 723\,

AEBEOEEEEEABLEDLE S

WRONFIZHONT, HEEFHE~MOEDE THR L TIEEN,

® setsshhostkey 7~ A LT, BEMAYUTH R MERT ZZEE L THRND

o MEEMMOEE IR LA L TR

ALEE THEBERENRA MEXT EZLEE L TORWESE, R0 TELKRICH- T LfERE £

IZIEDDRA P~ L TWABENRSH D720, SSH#ERZTRIL, Fv hU—7EHEIHEKLTL
72&\W, SSH CToOEERe &2 HIlir§ 2612 RDOKIZ/RLET,

B 2-10 SSH Tz g 55|

client-host> ssh operator@myhost
000000000000E0EEECEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEAEEEERAEE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
00000000000000E0ECEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEAEEEEEAEE

(HEE)

Are you sure you want to continue connecting (yes/no)? no <-1
Host key verification failed.
client-host>

. 22T Tnol ZANLT, #ELETA,

Y FELOMERIEN S, AIEEDORA MAREEPEE SN TWEREE, MBEOFIRICHE > TR
LTL7EEN,

KRR FARBINERESINBEICHERT S
SSH” 747> bbb SSHV2 7’1t b a /L2 LT, ARA MRENT PR SHIZAED SSH - —31Z
Bt LET, EVLRICERT 72D, WOFIAICHES> T, #L & D & LTWDARERED SSH H—
MIE LWEERERI G DR A N ThH 2D Z L % Fingerprint THEZR L 9,
1. Fingerprint O S HiHERS
H O UDARIEEIZT 7 > LT, show ssh hostkey =2~ > KT Fingerprint Z i3 L £9°, =2/ —/L
Bfen &, Ay MU= ROUSNORERFTIETHRT L L, KOV REeTT,
2. Fingerprint %27 74 7 ¥ k2 —HF ~i@4
78 L7z Fingerprint 2, SSH 7 7 A 7 b —HIZ@m L E 7, HELEERE, *v NT—7#&H
DSzl ETEmT 5 L, L0 EeETT,
3. Fingerprint Z {73 L T SSH £t
AT BT, AREEEO SSH $—/NI% LT SSH #5kt L 7= & £ IR &N 5 Fingerprint 28, FIE
LTHMENTLDOLFELTHDLZ L EMRELTOL, Bl ET,
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2 EREEOFS I a—F

2547 MZX 5T, Fingerprint 75 HEX JE& CHR &% b D & bubblebabble JHal TR SN 5
HORH Y F£9, F7z, SSHvl TlX Fingerprint VR —F LTV 2WLDOEHV ET, 7747 b
B A THIE LT 2280,

(3) A—YDKRR FAFRRT—ER—RZBHFEITHIRT S

T2 SSH Z 547> Mok o>TlE, 2—F0RA FABEET — 2 N— 2 |28k S 7, A%ERE O SSH
Y= "OHEA MARRED HB THIBR SN RWT, ST 2 NCEEN RSN D, 3k TE R0
LBENHYET, ZOXIRERE, FETY 7 A VERERIITHIRL T, FEL TI7Za0,
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2 EREEOLSILYa—F

24 0745 0L—23> 05T

241327459 L—Y 3 VE— A LEBEEEEET— FIZERAWN
AT T b—varavy FE= R DEEFHET— FICRNR RO TEHEE, WIS IHE TR
JELTLZE W,
(1) a2 V—IL&DEGR
WOTFIAT, YT H2—PFERFIICT T 7 REETI SN,
1. showsessions 2~ RT, Y Toa—Hour/( EEaHiRLET,
[E171]
(config)# $show sessions
operator console admin 1 Jan 6 14:16
TR Y T D —F D s A K STTY,
2. killuser 2¥ > NC, @49 52— FE@HlAIce 77 7 hSEET,
<loginno>/37 A—#|Z1%, FIA1.THATw /A UFELZHEEL T LIV,
[E171]
(config)# $killuser 1
(2) UE— MERBEKE OHEGE
Wolc AU E— MEFREEZK TIEZb L, AERELTIEIN,
07 A LIEEEOREIZRS>TNE2—FRHLGEIE, R 22 VE— MEMAWmKEOER N7 71
BLORHER] OEFE 4 106> THRAL T ZE0,
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2 EREEOLSILYa—F

2.5 NTP EIEREE

251 NTP IZ & ABFZIRIEAMN TE 40y
NTP (2 & BEFZI R TX WA, IROFIRTREERIT HIEICHKE > TRFOBI Y /51 217> TL 72

Y,

= 2-3 NTP OEZE@NAE
18 HREANE -V K I
&

1 show clock 2~ RTH A LY —2 D
BENDDHZ L EMRLTIEIN,

A7y RORTHERICH A LY — U PRRESNL TV DHHATE
%2/\0

< ROFRRERIZH A D=0 PERESNTORWEARIT
HA LS =D EE LT IEEN,

2 | NTP #-— & D IPv4 I & % 18(E 2 el
LTLIEE,

NTP H— S & AEE R T IPv4 OBIE 23 RED, ping 2~ R T
MR L TLE3 W, BEVNFTRERGGITEE 3 ~,

NTP H— R FE 2 IAREEDORE T, UDP A— hEE 123 DX
Ty NERIETDORENRNI AR L TLIEE N,

3| AREEE L NTP Y— N & DA % iR
LTL7Z&EW,

ALERE L NTP H— N & OFREZIZEN 1000 BLL Ed 5561218,
setclock =~ REEHA L TAREEDKZLZ NTP h— &b
HTLTEEN,
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20MCORSTIL

2.6.1 MC OIREART SN

show system == > R'&72(% show mc =<2 R T"MC : -——---- "ERRENDHZET, ROKITHE > THEEE L
TLIEEN,
% 2-4 "MC: 'L RTENDBEOHIEHE
1§ HERENEF a2k P
&
1 | —EMCZHNT, BEFBALTLE | MCOkEELE, HEa~vy FEETLTLIEE N,
SIS MC ZHAT HB21E, MC 3L UEB O USB R— M2IEZ b
NEELTODRODHERLTLLEIWN, TR ELTHD
LEI, BWEARETIEZ D ZH->THhH MC AL TKL
7ZEU,
MC O EZE L 28D IR L THHRBENGE LRV EIE, H
%2/\0
2 | MC ZZH L TL7EE0, MC %2 &H#it%, o~y REFETL T EEN,
MC %558 L CH BN UEE LARWIEAIEL, USB A8— FA3hihE
LTWAHAMREMER®H Y 9, EEEZZHL TIZIN,

262MC DTV ERBFICTS—HHEET S

MC ~7 7 % A4 % 3~ ROFEITHEIZ"MC not found." & FR ENDEEE, KOEFIHE-> THRERLTLZ
SYAN

£ 2-5 "MC not found."& RRES N BBE DR EAHE

1§ BRNAE -2k X3 s
&
1 | —FEMCZHKRNT, BEHRALTLE | MCOKEHELE, HEa~vy F2FITLTLLEEN,
SY MC ZHEAT HEIZIE, MC B LUUEE D USB R— RMIIFZ Y

PEFFELTOWRWERL TSV, ZZRFELTND
LEL, WML ETIEZYD ZM->ThH MC ZfRAL T
7ZEW,

MC DiFE 72 L 28 m# 0 K L THBRENUE LG, H
%:2/\0

2 | MC ZZH L TL 2SN, MC %2 &H#at%, o~y REFETL T EEN,
MC %5581 LT H BN UEE LARWIEAIEL, USB A8— kA3 tihE
LTWAHAREMER®H Y 9, EEEZZHL TIEIN,

263MCIZ7UEARATEREL
MC ~7 7% A4 5 a~ >y ROFETICRBR LIS, ROFITHE > THERL T EEW,

%= 2-6 "MC not found."& RSN BBE DR EAHE

b= BEANS-a9UK Sl

&

1| XD MC BEEAHERO L OB L | BAEHELRED MC TRWEEIE, ELLS 77 B A TERVWATREMS
TL7EEW, NHO ET,

FRAHELED MC Th D HEIE, THE 2~

2 | REETMC R 7 4+ —~y hafuieh | BEEHESE O MC 2 fthdkfE (PC 72 &) T74+—~v MLESHE
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2 EREEOFS I a—F

1§ BERAAR-av VR Sl
&
MR LT 7EE0, L, ELLS T 7 BRATERWAREMERDH D 77, AEEIC MC

AL T, formatmec 2~ REZFETLTMC A2 74—~ k
LTLEEW,
AIEETMC 27 4 —~ v b LTHHREPUE L WAL,
THE 3 ~,

3 | MCZRHEL T2, MC Z5ZHit%k, BHEa~y REFETLTIEE0,
MC % 22H# LT HBRNEGE L WiGATE, USB A— bl
LTWAAREMERH D £, HEEZHL T ZE0,
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2.7 SNMP mEEfE=

271 SNMP T R—2 v > MIB DERGEATELLY

a7 47— arNELLEEINTWNDZ EE2MR LT EEN,
SNMPv1, F7-I% SNMPv2C #EHT 25&

a7 47— aravy Rshowaccess-list #FATL, 20747 L—va D7 7ERAY XM
SNMP v A=Y ¥ DIP 7 RLAREESNTNDOINE I DEERL T EEN, 20%, av747
L—3 3 a3~ KN showsnmp-server #F4TL, 2 Ia=FT 44 LT 7RV R MPELIHEESN
TWEMNE I MEERL TS EENY,

?ﬁﬁéﬂfb‘ﬁb‘iﬂ/‘\bi a7 4 7 b— 3 3= R snmp-server community % 3{T LT, SNMP
~ 3R — BT A EHREHREL TLIEEN,

(conflg)# show access—|ist

access—list 1 permit ip 20.1.1.1 0.0.0.255

!

(config)# show snmp-server

snmp—server community “event-monitor” ro 1

|

(config)#

SNMPVv3 27 &S

a7 47 b—3 g a~v N show snmp-server #EIT L, KEEDa LT 1 L— 3 T SNMP
BT 2HENELSEEINTWVEINE I DEHERL T ZIN, ELIRESN TV RWES
I, UFoarrzg7b—varavy REF{TLT, SNMP BT 2 fFMEREL T ZE0y,

® snmp-server enginelD local
® snmp-server view
® snmp-server user

® snmp-server group
(config)# show snmp-server
snmp—server enginelD local “engine-ID”
snmp—server group “v3group” v3 priv read “viewl” write “viewl”
snmp-server user “v3user” “v3group” v3 auth md5 “abcx_1234” priv des “xyz/+6789”
snmp—server view “viewl” 1.3.6.1.2.1.1 included
!
(config)#

272SNMP Y *2r—2 v T hSy ITMNZETELL
a7 47— arNELLEEINTWNDZ EE2MR LT EEN,
SNMPv1, F7-I% SNMPv2C #EHd 25&

a7 4 b—3 g 3~ N show snmp-server Z EIT L, KIEBEDa T ¢ ' L— 5 T SNMP
YRV BIOLT v FICHTOHERBBEE SN TNDINE I NEHRL TSN,

BEINTWRWEEIE, a7 47 b—3 33~ K snmp-server host #5347 L C, SNMP ¥ 3*—

CryBLIOLN Ty SICHETOERERE L T IEEN,

(config)# show snmp-server

snmp—server host 20.1.1.1 traps “event-monitor” snmp
|
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2 EREEOMS I a—F

(config)#t

SNMPv3 27 &S
a7 47 b—3 g a~v 2 N show snmp-server #EIT L, AKEEDa LT ¢ 7 L— 3 T SNMP
BT 2ERBIECRN T v 7ICETOHERAE L BRESNTWVDINE I DEMHE LT ZEN, IE
LLBREENTWARVWESIE, UToar 747 b—ara<vy REFETLT, SNMP (T 51
WBLON 7 v AT EREZREL T EE N,
® snmp-server enginelD local
® snmp-server view
[ ] Snmp-server user
® snmp-server group
® snmp-server host
(config)# show snmp-server
snmp—server enginelD local “engine-ID”
snmp—server group “v3group” v3 priv notify “viewl”
snmp—server host 20.1.1.1 traps “v3user” version 3 priv snmp
snmp-server user “v3user” “v3group” v3 auth md5 “abcx_1234" priv des “xyz/+6789”

snmp—server view “viewl” 1.3.6.1 included
]

(config)#
—H SNMP ~ % — % AT LA TlE, SNMPv2C, SNMPv3 THRITEI7= ospf, bgp D b T v 7% %[5 T&
RWEARH Y ET, FOEAE, MIBL 77 Ly R | ICERHINTWAE N T v TFOFT V=2 R ID
IZEDET, SNMP 32—V %D T v 7ZEHREL REL T EE,

273SNMP Y Rr—2 v TA U 7+ —LMRZETEHL

Ay 7 47 b—aav s R show snmp-server ZE(T LT, ALEEO LT 4 7L —3 3 VT SNMP ¥
=T BIOAS U7 — AT EERPIBEESINTWVDENE I DEHER LT EIN, FEINTWY
ROEAE, a7 4V L—1 g a2 K snmp-server host #5247 LT, SNMP v 32—V ¥ BL U &~
T+ — AT A EHRAERE L T IZEN,

(config)# show snmp-server

snmp—server host 20.1.1.1 informs “event-monitor” snmp

!
(config)#
—HBD SNMP < 3 — ¥ ¥ A7 ATiE, SNMPv2C, SNMPv3 THAIT S 4172 ospf, bgp DA 7+ — L&
BTEXRWEERHY £4, ZTOEHAEIE, MIBL 77 LR ICRHEENTWBEEAS T4 —bDFT
Pz FIDIZAEDET, SNMP %=V ¥ DA V7 4 —LDOZERELZRELTLIEEND,
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3 XRYLNI—VAVETI—RAD LT TLa—+F

2T —DAL AT —ADFS
J)ILa— bk

TOETIE, Ry FT—I A F T 2— ATEENEE LTZBEDORRUZSWTHH L
321;_‘0
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3 XRYLNI—VAVETI—RAD LT TLa—+F

3.1 41—vxv FrOBERE

311 4 —H% 2Ry b R— FDEHEMNATEALY
BEBECKRNA =Ry FR—MIHDEBZZLNDHAIE, A— FOWRE, R— FOKFHERONE
ICHER LT &V,
(1) R— FDIKREREER
1. v JoOER
aZx, T Avk—y -al L7y LA 2L TLTEEN,
2. FR— FOIRRBIZ X BRI OYI Y 43 1F
show interfaces =T~ RIZ Ko CTAHR— MIREEZHER L, IROFIZHES TRKOY Y 5315 &21T-> TLE &
AN

® 3-1 R— MREOHEREE LU

H— MRTE RE L

BY i

1 | activeup YA — MIEFIZEER T, 2L

2 | activedown | %R — MZEIFREEENFEAE L T | show logging 2~ RIZL > TEREINDIEYFR— D
WET, r7EY, [ Ryk—v -ml L7y LA O%Y
HFF 2R L, LRI TWD sl 120> TRUS
LTLEE,

3 | inactive TRED ERNT X o T inactive Bk VI T TV =2 a DAL NA ) 7 BEREIC
REL o TWET, & o Tinactive IREEIZ 72 > TV D HE1E, EWREIME

« inactivate =< > R 720DC, activate T~ > KT active IREEIZ L 72 T<
YL ST Y S g DR 728, RAH A Y 7 HEREIX show channel-group
LS R a2~ RTCdetail N7 A—FZEELHRL TS

« ARX= 7Y Y —@ BPDU ' — v
N FERE « A= 7 J—@ BPDU A— FHfEIC L » T

inactive JREEIZ 72 > TV DA, XMEBEBORES

e RE L, A%ETBPDU 2%{5 LARWHERICL,

- i 1 activate =¥ & R Ti% 4R — b % active JREEIZ L T<

) L% /I/H7fﬁ%l]’% Hb‘&:j:’o < 72 &\, BPDU #— N#%8EIL show spanning-tree =~
R b inactive SRR LT » FC detail /35 A— 4 %457 LR LT 72 S0,

PA R AI bR VRIELS | pRRg) 3ah/UDLD BERECH I U L R E T
£ h & inactive RIEIC L2 V—7 0 &7z Z L2 X - T inactive JRTEIC
L 75TV AHAIE, 8.4 IEEE802.3ah/UDLD HfE
DT TN] BBRLTLIEEN, BEEIRR,
activate 21~ > R TR — b % active IREEIZ L TL
7EE0N,

© L2 b— TR EIEEREIC X o C inactive JREEIZ 22 o T
DAL, N T DRAET DM A AT LA,
activate 2~ > R TR — k% active JREEIC L TK
FEW, £, a7 4 L—varavy RT
loop-detection auto-restore-time 23 FX & I LTV D55
1T, BEIAYIC active IRFEIZR Y £97,

« A h—2z3 v bue—/UEEIZ K o T inactive JREEIC
2o TV DAL, LAN B3R b — A0 bEfER,
activate 1~ > R Ci%¥4 7R — k% active JRFEIZ L T<
J= AN

- EREOENTHRWEAID, active IREEIZ L7z & X
i, AT LR — M =T ARSI TS D

- IEEE802.3ah/UDLD #§He T
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3 XYRIT—VAVRT—RDIZ TV a—+

IH | R— hIREE [RE Xt

L BHERD L, activate 2~ R CREYAR— b &
active IREEIZ L TL 7280,

4 | test test interfaces =<2 RIZ X - T, W15 2 HBT 288 1%, no testinterfaces =2~ > K Cla|
R — NMEERRT 2 N T, T A h&BfEIR, activate 2~ R TR — b &
active JRFEIZ L TL 72 &0,

5 | fault AR — FOR— MO =K | show logging 2> RIZ L > TERINDIEER—bD
VT REEL RS THNET, nr7ry, [Avk—v .- varL77 LR O%Y
AR, BRI TWD ] 128> Tk
LTL7Z&EW,
6 | initialize MR — MR T, LR T T 5 FE TR T EN,
7 | disable ayvI7 4 b—varavs R EHT 2R — M —T VRS ST D 2 L &
shutdown 2% E SN TWET, BoOL, a7 471 —3 g 3= FTnoshutdown

BRRE LT 4R — b & active IREBIZ L T 72 &0y,

HMETEMDHERE
show port statistics 2 v o RZFEITL, AREBEICFEEINTWDLER— FOKEZE T v ML, EXEREE
Ry MRERRTEET,

S

31 [TR— +OBEKRHER] R=HF
> show port statistics

20XX/03/23 12:00:00

Port Counts:48

Port Name Status T/R Unicast Multicast Broadcast Discard
0/ 1 geth1/0/1 up Tx 0 0 0 0
Rx 0 0 0 0
0/ 2 geth1/0/2 down Tx 0 0 0 0
Rx 0 0 0 0
0/ 3 geth1/0/3 down Tx 0 0 0 0
Rx 0 0 0 0
>

2k, Ko~ FEITRFICERIAH "Discard"OF /RN 0 L0 KEWEAIL, 7 v MREIEINDEEN
FEHE L TWET, show interfaces 2~ R TR — b OFEMIERZ UG L T2 &0,

3.1.2 10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T M k5 J )L

10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T T b 7 7 /L3R L7256, UL TOIEFTREEDYY
ST AT TLTE &,
1. v JoOmR
vz, [ Avk—y vl L7y LR 22RLTIEIN,
2. BEEMRNT B TZRIR O]V 430
WD FN TR T FEERRIT T B> TIRER O 551 2475 T 72 &0,

% 3-2 10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T @ k5 J )L AR O EEMT A%

17 SRS REH it I

1 show interfaces ==~ K D EHEF BEIRRE D | =7 VORERINIE LWDHERE L T 7230, FERNE
HHRIC L > THEYR— FTLUTOHK | EKFLTW Ihn— Ry = 7BF#AE] 22T,
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3 XRYLNI—VAVETI—RAD LT TLa—+F

I | AR REH >t s

&

FHERD T SN TRV | 7, AEEBEORENROGEITE L~ v BV 793 MDI-X

RLTLLEZEN, AT FEhTn ThHAIPHRL TS,

SHE, REEANGRESRL TS KR N OREDS B L 7o TV DG

e \

e RN ROBER A — PR YT 5 ol

* Link down ) MDUMDIX FEREZ E01- L T B 454
=T NEEHERLTCLLEEN, F—7LElL h—
Ko = 7 BdRaHE] 22 LT 7EE0,
=T NVOEEGENIE LW HER L T2 &0,
ARIEECTHR— L TWDLERA > ¥ 7 = — A H
LTL7Z&EN, REETHR— ML TWAERA ¥
T =R ZONWTCIE, [arvr 47 L—variig
Kl 22 L TEEN,
ARIEEORIFRT A b & FIT U TR I RE 2 W
IEER LT L 72 &V, no test interfaces (f —H % v
K a<wr ROFTRERESHL, RHEHIhTnD
[RIR] 1> THRUE LT &, BET DT A B
RN 101 EREOT Z b ZBRBL T Z &V,

2 show interfaces =~ RDOZ[EHR T ERREE D | 7 —T NV OFEBNIE LWMEZR L TL 72 &V, FERNX
T —EHERIC L > THEEY AR — T | KFLTW IN— Ry = 7HRGHE] 22l T EE0n,
%F@%iﬁﬁﬁ{?ybéhF“ 7 AEEEDOFENROGEITE ~ v B 73 MDI-X
S ChonmBLT <,

BLT R RN R OB BB o T DB A

L CRC emrors CHM A= ROBENA— FR IV E— 3 Vol

errors B MDI/MDIX HRE % 402 LTV B 854

* Symbol errors - — - -
=T NEEERLTIEIY, r—7VEiE h—
Ry 7HHGEHE] 22B LT EEN,
=T NV OBHENIE LW ER LTI &,
AREEETHR— L TWDERA X 7 = — R HR
LTSN, REETHR— ML TWBERA ¥
T r—RZONWCIE, [avr4/L—variig
K] 2L T EEN,
ARIEEBEORIBRT A N & EIT L CZERBEEE I &R W
EFR L T 72 &V, no test interfaces 2~ > RO FELT
WERAZBRL, TS TWD E] I2/t-> TRS
LTLEEW, $BETSHT X MEINL 1101 FI#RO
TAN EBRLTLEIN,

3 show interfaces =~ RODHR— k =TI | =TIV OFEBNIE LWDMER L TL &V, fERNIX
detail IEHIC L > TEYAR—FTH | WALTWY | Ih—Fo=7EEGHEHE] 22BLTLEEN,
FRFER/ R E 2 R LT 72 S FH A,

i\\o KE&F‘“%?@E”EQZ%EE@% Ay T | ar74 7 b—ara~v Nspeed & duplex T
&, FHREXRESR LT ES L—vay | EELADETI SN,
W, e
speed &
duplex 73FH
FHE LR
—HTT,
ERUAD | A= bR T =y a CCREOEE EZ A LW
e = BlE, A—brRITT— g VOEFEHEZRELT

IIFEW, ML, TarvzaqaZ1r—arviA RN
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3 XRYLNI—VAVETI—RAD LT TLa—+F

L] R SES [RE Xt It

BB TIIZE,

4 | show interfaces =~ ROEERKH | ZETED | Py VA7 LV —20ORELXHTHELADLDE TS
BHRICE S THEER— FTUTORK | 7L—2aE | W\,

FHERR D T hER TRV | BB R T8
BLTLEEY, v FERTY | Fry b
L2854, RAESISMESH LT [ GLTHE
I, R

* Long frames

5 | show qos queueing 2~ RTLLF®D | X7y b | BEEFIEB IOV = — 027 MERN#HYTH 5
MEHERA T U v h IR TWRND | BEENRFRAE | MEREL T ZE0,
MERLTLEE W, BT b T | LTVE
WHEE, JRREEXHRRAZRLT | 7,
STEEWY,
+ HOLI1
+ Tail drop

3.1.3 1000BASE-X D 5 T )L
1000BASE-X T k7 7 AN FAE LT-5E1F, UTOIEFTEEDOY Y /53 217> T ES 0,

1. n7oOmER
o NZoONWTHE, RAyk—Y -nlLr7r LX) 28RLTLEEN,

2. FEEMAT B> RROP) 0 451
WD FN TR R ST 1EICHE > TRROY Y 45315 217> T I &,

& 3-3 1000BASE-X @ + 5 JILFHLEBDOEERITAHE

L] R SES [RE Xt It

1 show interfaces =+ > ROREERE | ZEMOE | 7 7 A4 ORI 2R L T2, FEhlid Th—
BRI L > THEYR— P TLUTOM | MEEME | R 7BEHHE] 22 1L T a0,

HERN T T FENTWRWE | FLTWE YT v T R— & OEHEE) ZEH LTV AES, T

BLTLEEN, Iy hENnTWy | 7, - = = Ve s <
FEAZWERLTCLLEE D, BLrviE Ih—FRox= 7

L6, A E R E SR L < IR L ARGS It

PN R

T NEERERLTIEI N, r—7VEIX Ih—
RO =7 BRGHE] 22U T EEN,

+ Link down

+ Signal detect errors

=TIV DGR E LR L TL 72 &, £77,
b —T L OBRE BV T DR WDER L TL EE U,
HENTWDEE, BRaRElR-> T EE,

rT o —ROBHGENIE LWER L T IE &,

av7 4 b—vara<y Rspeed & duplex 21T
HEE L ST EEN,

MFPEEOE T AL MK EADETIEE N,

HLAVLNRIE LODHERE LT 2S00, b~
Ih—Ro=7BEEHIE] 23R TS,

AMEEORIBT A & FEIT L CERISERICRE R W
MR LT L 72 &V, no test interfaces =1~ > KODFELT
MREZBBL, s T0D ] IS0 > TxbE
LTLEEW, fBETHT A MEFNIE T10.1 B
TAN BZRLTIEZN,
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3 XRYLNI—VAVETI—RAD LT TLa—+F

1§ HEREANE [RA XTIt
%
2 | show interfaces 2~ > RDOZ(ERT ZEMOE | 7 7 A RO EHER LT E SN, T— R
T —REHERIC L > THYF— T | MAEEME | =Ny = 7EBGEAE] 22U T7E30,
AL FORMFAEAS 7 bERT | FLTCOE [y sk s Okae) 2460 LT 554, W
BODHEEL TS, BT SRR LT RSV, LT (A= Ry =7
STRABE, KA S BUEBYIE) ML EE N,
RLT7ZEn, : - : :
+ CRC errors /7_7‘/1/55’4?%5{7\ LTLEEN, F—T7 AL [h—
No =7 Bl E] 2L T EE0,
* Symbol errors
=T IVOEHRNIE LW R L TS, E,
=TV OVEE DBV TV R WD DERR L TL 72 &0,
BT AE5E, HEEREE- T EEN,
kT U — SO IE LW L TL 72 &0,
av 74—y ara<y Rspeed & duplex 24T
HEE L ST EE N,
HREEDOE AV MK EAGDOETIEIN,
HL VUM IELWDER L TL 20, KL~k
=Ry = 7BEE] 22 TEE0n,
ALEEDRIFET A b % T LT ERIBEEICRE 22 W
IR L C < 72 &V, no test interfaces =2~ > KD AT
MREZBBL, s 0D ] IS0 > TxbE
LTLEEW, fBETHT A MESNIE 1101 BHRO
FTAR BZZRLTIIESN,
3 | show interfaces =~ > KD ERF FZ7ovv— | R o= LTI EEN,
BMICE ST, YR —FTUTD | AR
BEHERMA D 7 v b ERTHWRW | TWET,
R LTI, v FENT
WoEE, TR E o2 S LT
<TEEW,
+ TX fault
4 1000BASE-BX 72 E D 1 D7 7 k72— | 1000BASE-BX #3284, T —N[FU #
ANEFERLTHL5E, MFEMUO | XOMBE | A 7LD XA T2 L THERTILERH Y F
FT oo —NEHMBEDENREST | DERARE | 3, FTZ—"OMEFINELWDHERL TS
WHDHER LT 72E0, <7, [N
5 show interfaces 2~ > ROREERF | ZETED | V¥R 7 L—LOREMTHELEDETIES
HHRICE > TSR —FTLUTORK | 7L—25E | W\,
SHEBMA A T P SNTWRWHE | 2728
BLTLEEEN, A bhEanTwy | v ha%
%5, RAEISHAZSZRL TS [ ELTVE
7ZEW, 9,
* Long frames
6 | show qos queueing 2~ RTLLF®D | X7y b | BEERIEB LY = — 027 MERN#EYTH 5
MEHERR I U P& TR0 | BBENSRAE | 2 RE LTI EIN,
BLTLEEY, AU hERT | LTNE
WASE, RAESHEMESRLT | 3,

STZ&EW,
+ HOL1
+ Tail drop

3.1.410GBASE-R®D 5 JJL
10GBASE-R C ks 7 7 AL LTEGE1E, UTONEFCEEFEOTY 51 %21T-o T E I,
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3 XRYLNI—VAVETI—RAD LT TLa—+F

1. w7 OmkER
a Nz onTiE, [ Avk—=Y -l L7y o] 282RBLTLEEND,

2. BEEMHTIAEAE > TREROE Y 550
WD FN TR B ERRHT FIECHE > TRR DO 451 247 - TLIE &,

%= 3-4 10GBASE-R D 5 JIILEEROEEHITAE

17 AR REA XFhG

1 show interfaces 2~ > ROREERG | ZEMOME | &7 7 A SOFERZ#HERE L T E I, il Th—
THHRIZE > TREYA— FTUUTOR | EEME | P 7BEEREAE] 22 LT 7ZE0n,

§+‘f§$§75§7‘3'7‘/}\éﬂfb\fcfb\ﬁ)ﬁﬁ beb‘i %7/?* 2 (jléﬁ*nn) %f@iﬁﬁb“(l/\éj}%/ﬁ\, (@Z

BLTCES, A7 EnTiy ) T SEHATERE LT 280, KLt Ta— k=7
D, A LA B LS REBIE) EBELT AL,
EEw,

=T NEEHERLTLLTIEEI, F—T7NElZ [h—
Ry 7HHEHE] 22B LT EEN,

+ Signal detect errors

=TI DOBHENIE LWER L TLEEW, £z,
=TIV OEEERTEN TR NWDHER L TL &0,
BENTWDHEE, HRERET-> TS0,

b7 //‘—‘/\@&‘f&z})ﬂz Lb\ﬁ‘ﬁﬁmu LT< fiél/\

T oo —NEHTEEOR T A MK EAEDET
<&,

FHLALBIE LWHER L TL &V, B~
IN— Ry = 7HRGAE] 22l T EE0n,

AIEBORIBRT A % FIT L O ERIBSERIZRE R )

IHEFE LT 72 &V, no test interfaces 2~ 2 KD ST
MRESHL, I TWD [RR] 126> THbi
LCLEZEWN, BET LT A MERNIX 1101 [BI#RD
TAN EHRLTIEIN,

2 show interfaces 2~ FOZfE R = ZEMOME | 7 7 A SO EHEGE LTI, Bk [—
T —EHERIC L > THEYE R — b T | BRAEME | Ry = 7EHGHE] 22 L TEIN,

U\T@ﬁﬁ%‘%%&?ﬁ)ﬁ?‘/]\éhfb\ TLTWE %7/7_* 5 ()ﬁ:ﬁg—nu) %4%%]\/_(1/\5%/6\’ {fﬁ

RODERLTL &, By b | 7, FEARR LTSV, RL~E e Ry =7
STV TS, BN e BB E) 230 LTS,
RLTIEEN, - ; : ;

=T NEEHERLTLESN, =7 Th—
+ CRC errors

R =7 BlaiiE] 22R LTSN,

* Symbol errors - — - -
=7 VOEFENIELWAHERE L T EE, £,
=T IV OEANFIL TN WMER L TL 7280,
HENTWLHE, TRaERo TSN,

b7 //‘—‘/\@&‘f&z})ﬂz Lb\ﬁ‘ﬁﬁmu LT< fiél/\

T oo —NEHTEEOR T A MK EAEDET
<&,

HVARRE LR L TSN, L~k
Ih— Ry =7 hallE] 220 L TEEn,

AMEEORIBT A & FEIT L BRI RE R )
MR LT L 72 &V, no test interfaces =1~ > KODFELT
MREZBBL, SN T0D ] ICHE > TxbE
LTLEEW, fBETHT A MEFNIE 1101 EIHRO
TAN BZRLTIEIN,

3 | showinterfaces =~ ROEERGT | XIETED | V¥ AR T7 L—LDOXREEMTHEELEDLETILE
BHRICE S THEER— FTUTORK | 7L—2aE | W\,
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3 XRYLNI—VAVETI—RAD LT TLa—+F

15 HERAR [REA P3Ny
=
FHEBRD A 7 R ST WR WD | 2B X Tex
BLTLEE Y, Ay hanTwy | Fy ha%
L8%a, RRERMSMAEZRBL TS | ELTHE
TEEY, B
* Long frames
4 | show qos queueing 2~ > RTLFD | X7y b | BEEHEI LY = — DO 27 AHEMANHEY TH 5
MAHEWA T 7 2 B ST WA | BEIERFRA | 22ERE LTI ZE0,
ABLTLEEY, AT FENT | LTVE
WS, JREExISEESRLT | T,
STEEWY,
* HOL1
+ Tail drop

3.1.5 PoE {5 AR D FEE T its

DY 53T 27> TLTEE W,

& 3-5 PoE ERARDRBEDESHINTAE

PoE i ARFICEE I LG A T E RV e EORIEN A L2 HE61E, IRORITTREEMAT HIEIE - TRE

MBS - 27K

show power inline =< > K T4 AR — h
? Status RZMERL T IZEW,

« Status /RS off DIGE

WHEMRE L TWEE A, EHE2 ~,

« Status /<23 denied DS

EEAROBNIRAGRENFEL TOET, HE 4~
- Status &R faulty D E
Bt SN B ICEN AR TERWIREBIZ R > TWET,
THE 5 ~,
+ Status #2773 inact DA
HEA o< FTEHOMGEEZFIE L TWES, HES ~,
+ Status F/R7)Y wait DA
PoE #3870 EREIC L > CENMGHG Z L TV ET,
PRI D D ECTRELIEE N

show power inline =~ > K Ci%4 R — b
O Priority FHRZMER L T TZE W,

* Priority #7723 never DIGA
a7 47 b— 3 a~v K power inline T never LA D1
FEEZRELTIEIN,

* Priority 723 never LIS D&
THE 3 ~,

YR — NIz T4 7L —vara
~ > N shutdown 238% € S 41TV 5 D file
WLTLTEEn,

- RIEBFHDOGE
oy 747 b—3 g a< KT noshutdown Z5%E L TL 72
S,

- KRR EDHE
ZHREBENER SN TV AR L T EN,

show power inline =~ > I C
Threshold(W) & Total Allocate(W) % 3
LTLEEN,

Total Allocate(W)DEfiE 7S Threshold(W) X ¥ K& Wb fiig T
R o TWET, EEREROE G E, N— FOEIEDY
U, BLXOR— FNOMBEENWEZERL a7 07—
TarTHEIDYTEEZFAEL TIZEN,

s

activate power inline =2~ RZFE(T L,

show power inline Ti% X4 78— k@ Status

« Status /R off DIGE
ZEMEEPER SN TV AR L T ZEN,
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3 XRYLNI—VAVETI—RAD LT TLa—+F

1§ EZREAAR-avUR % i
&
FTREMHERL T EIN, - Status &R0 on DHE
Mkt L C TR 72 &0,
- Status F&/R2S faulty R

SRR E F I I — T VICRIER B D FREE R H D F
T HEE 6~

6 | showlogging =~ REFETLr/OF | ZEEEF TR — 7 VIZER & 5 /iR & 0 7,

AR L TIIZEN,

I'Supplying power was stopped by the overload detection.| % 27~
L6
F—u— RERH LD, ENEMfETERI A>T
E9,
SZHREEFE IR T VR R L TLIEEY, FHE L
WA, T VR, BIOWW—T VAR TN—RD =
THARRE ] 2R L TR L TS EE N,
F 72, PoE B AIRE 0SB R LA Hki L TV 555,
av 7 47 b— a3 a< K powerinline TS AR— F D
PoE HAE A NI LT 2 &Ly,

['Supplying power was stopped by the thermal shutdown.] % 2/~
Lz
PoE = hr—J OREREZKREL, EhoftEasiL
F L7,
EEORBEREREZREL, FEHERL TIZEWN, FEE LA
WEE, XBIREFIIER S — TNV ER L T EE N,

['Supplying power was stopped by the PD disorder| % 3/~ L7245

BEEBORELMRL Lo, BHoMgaELLEL

EAEE E IR — T VAR L T E SN,

Wa o e T
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3 XRYLNI—VAVETI—RAD LT TLa—+F

3.2 Y HTHYF—L 3 U ERBOEEREE

Vo770 A= a AERABEHGBENTE 2V, 23R ER L TWAIEAIE, ROFITRT EEMR
Wi FECHE > TIRR O Y 431 247> T 72 &0,

® 36 VUOTTUST—La v ERAKOBEDESHTAE

18 HEAR -2k X3 s

%

1 | WERELR-TWDHY T 7Y Voo 77—y aryOE— RPFHTEEDE— NERUE
J— a3 VDK E%, show channel- BN S TVENHER L T ZSW, MAFHELT— FRR
group 2 R Cdetail N7 A—F%fg | olcfh, MHPEELFALCE— NIZAR L TIIZEL,
ELTHERS L T2y, VYT ) gy DE— FR—H L TWAEE, &R—

k@ LACP BRIAHFIED T T & 1 passive (2782 TR DERE L
TLIEEW, WL D passive I > TWeiGE, Ebbn—F
% active ICET LT ZEW,

2 | BEREL LS TVAR— FOERR | A — FOIREE (Status) #HERL TSIV, Fr AT L—

H&% show channel-group =~ > KT
detail /YT A —F Z48E L ThER L T<
EEu,

TNOAR— 3 Down D, F ¥ RNV T/V—7"7 Down L
£,
Down A" — k% Reason DFE/RIZE > TLLF&2fTo TLZ &Y,
+ CH Disabled
F v XV 7 V—7"7)3 Disable K& & 72 > T DOWN LTV V&
B
* Port Down
Vo7 Fy s LT0ET, B0 A =Ry FOBERE)
BT TEEN,
* Port Speed Unmatch
F ¥ RNV T N—TRAOMAR— b L EFGEE R R —E L 725 T
MRRIBIZ 72 > TWVE T, MiIRE RS 25813 F v 3
N—THNOER— FOHER—FHTHILIIZLTLIEE,
* Duplex Half
E— R2% Half & 72 > THERIRABIC 70 > TV E T, il 2 [l
T 2586 1E Duplex E— K% Full IZRRE L TL7Z2& 0,
* Port Selecting
A= T 7V =y a rFhbTF =y 7 ERP O, kR
BIZR->TVEY, LIEL o THHEELRVEEIE,
FHEOEMRE, BIORELMHERL TSV,
+ Waiting Partner Synchronization
R—= KT 7V G = a VR TF =y 7 &5ET LERIAR— FD
FHIRES & 7o THERIRRBIZ o TV ET, LIEH < fF- T
HIAE L2 WEE T EEOERIREOMER, BIURHE
DR E L TLTZ3 0,
+ Partner System ID Unmatch
Bt — K 2> 55247 L7z Partner System ID 73 7 /L—7"D
Partner System ID & R—3 & 72 o THIRIRBEIZ Ae > TV E T,
Hii i 2 [AEES 25 556 1A FAERE O ANRRE OfERR,  BlHR O
WELTIEEN,
* LACPDU Expired
Hefoi N — b 225 O LACPDU AL &2 il L7272, 7424
A— F23ERIREE L 722 > TUW EJ7, show channel-group statistics
2~y RTClacp /37 A —X ZHEE L, LACPDU OFeaHER%E
ERL TS ZE, EHFEEOENREOMREZ L T
7230,
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L] HZERNE-a<v Uk >t s

* Partner Key Unmatch
BN — Ny B %45 Lz Key 287 /L— 7@ Partner Key 73R —
DT DMIRIRIE L 72> TWVET, MR BT 2855134
FHEEOEMREBOMER, EROMREL L TIIESN,

+ Partner Aggregation Individual
iR — b Vo7 7V F—va UARAIEZE L2720
FEIRIRRE & 720 > TV K, HiiR 2 BN 258 13 FEEO
HEALREBOMHR, BLUOREOHREZ LTI ZEN,

* Partner Synchronization OUT_OF_SYNC
iR — R BRI ] 225 L7272 OffiR R & 722 > T
FT (REETaV 74 7 b—va VEER LG EOMT
S5 TR % inactive IBIZ L7 BAIZRAELET) o

+ Port Moved
PRSI CVZAR— R UEDLOR— b EHERE L E Lz, Bl
OB E LT IEEN,

+ Operation of Detach Port Limit
HERL AR — N ELHIRRASRE S EIE L7272, F % X7 —T7 )
Down L CWET,
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Zl LAN2RAYFUTIDERZTIL
<oa1—Fk

ZOETIE, VAY2AAL v TF U TEENKE LGSO OWTHBALET,
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4.1 VLAN OEEE=E

VLAN IR LA ¥ 2 8EN TE WA, IR TEERIT A > TRER O 5310 217> T
<TEEWY,

(1) VLAN KEEDRESR

(b)

(c)

show vlan =~ > N, F721% show vlan =~ K% detail /X7 A —H5E THEITL, VLAN OIRAEZfEZR L C

<7Z&EV, LATIZ, VLAN #REZ & OEENA 2R~ LE T,

2 VLAN BEgET O HE BEREER

® H— MIZVLAN ZIELBEL TS

¢ R—hrDE—RORTIIHE-TWVDM, £, 7 74/L F VLAN (VLANID 1) THIRF L7z — hAsT
BLTWReWEAIE, ITOREEZMIRLTITEIN,
e VLANID 1 LISt D 7R — bk VLAN %27 7 & A VLAN £7213 %A T 4 7 VLAN |ZF5E L TR,
o T 7 AKR— |k Tallowedvlan (25 7 # /L b VLAN OFRENIRIT TR,
o I T —AR— MIEEL TRV,

o L7 AR — R Web ik (EE VLAN E— K) F7213 MAC FBGE (BE/E VLAN E— R) Z&EL T
VN5 VLAN &, BEL TV VLAN ZIRAE L TEE L TWRN A,

70 F3aJLVLAN OEBEDHER

7’1 k2L VLAN 2 L CW DAL, showvlan 2~ REZEITLTC, 2 harNELLHREEINT
WHZ EEHERLTIEEN,
> show vlan

VLAN ID:100 Type:Protocol based Status:Up
Protocol VLAN Information Name:ipv4
EtherType:0800,0806 LLC: Snap-EtherType:
Learning:0n Tag-Translation:

MAC VLAN Di58E DFERR

® MAC VLAN ZfEH L TWA AL, show vlan mac-vlan =~ K& 31T L C, VLAN TEEZHFAT 5
MACT RLARELLBRESNTVD Z EEHERL T ZEN, NI, MAC 7 R L 2O
RERLTVET,

[ZERoThtaE]
static: I T 4 T L —a VIZL o THESNIZMACT RLATY,
dotlx : IEEE802.1X IZ L » TE%E S 4172 MAC 7 KL AT,
wa : Web fBFEIZ L o THRE I/ MAC 7 RL AT,
macauth : MAC §8FEIZ K » CTEE SN MAC 7 KL A TT,
> show vlan mac-vlan

VLAN ID:100 MAC Counts:4
0012. €200. 0001 (static) 0012. €200. 0002 (static)
0012. €200. 0003 (static) 0012. €200. 0004 (macauth)

® show vlan mac-vlan 2~ > REFEITL T, LAV 2igEL o7 4/ L—2 a3 CTlRILMAC T KL
AEHRD VLANICREREL TWARAWZ EEERLTLEEWN, * (TRAZ Y RZ) RERENTHD
MAC7 RL A%, 20747 Lb—3arTRIEMACT RLARRESH, EHICRoTnDHZ %
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i_\‘]\/ij—o
> show vlan mac-vlan

VLAN ID:500 MAC Counts:4
0012. €200. aa01 (static) 0012. €200. aa02 (static)
0012. e200. aa03 (static) 0012. €200. aa04 (macauth)

VLAN ID:600 MAC Counts:1

* 0012. €200. aa01 (macauth)

(2) R— MREEDHER
® showvlan 2~ > K% detail /ST A —ZIFETEITL, "—F RN UpRETHDL Z L 2B L TLESX
VW, Down IREEDHAIE 131 A —V v hOBERE] 22BL T,

e R— N2 Forwarding SREETH 5 Z & # B L T 72 &, Blocking JREETH 254 1F, FHIMNOERIC
& > T Blocking JREEL 72 > T ET, HEHR L 7> TV HIEREOEAIREA MR L T 7ZE W0,

[EE]
VLAN : VLAN 7? suspend f§ € T,
CH: VI T 7 V5= a il ko Tk dh ¢,
STP : A= 7Y Y — {2 X o THREEIEH T,
dotlx : TEEE802.1X (T & » THskfE (L HF T,

CNF: a7 4 7 L—Va VERERA D7 Dnkfs kT,
> show vlan detail

VLAN ID:100 Type:Protocol based Status:Up

Port Information
1/0/1 Up Forwarding Untagged
1/0/2 Up Forwarding Tagged

(3) MAC7 FLRF—JILDFER
(@) MAC 7 KLRZEDHKEDHS

® show mac-address-table 2~ RZEITL T, WBEREELZR->TND5E0E MAC 7 RLUADOERZ MR L
TLEEW,
> show mac-address-table
Date 20XX/10/29 11:33:50 UTC

MAC address VLAN Type Port-list
0012. e22c¢. 650¢ 10 Dynamic 1/0/1

0012. e22¢. 650b 1 Dynamic 1/0/2

® Type ZRICK > TUTFOMAEZIT-> TS ZEVN,
[Type =4S Dynamic DIFEA]
MAC 7 R L AR OERP T STV W ATREED H VU £97, clear mac-address-table 2 >
THWEREZZ VT LTLEIN, SBEDEENL 7L —LEEETHI L THERFEH CXE
R
[Type RRA Static DIFE]
a7 4V b—v 3 3 R mac-address-table static TEXE L TV A IREER — M &R LT
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S,
[Type F&7=AS Snoop DIFE]
4.4 1GMP snooping DiEEFEE] LT 4.5 MLD snooping DilfFMEE] #HM L TEE
[
[Type =A% Dot1x DIHE]
5.1 IEEE802.1X fi fIlF DB | 22 ML T2 0,
[Type &RAS Wa DiFE]
M52 Web sBAEM MIFOEERE ) 22 LTI &N,
[Type &RAS Macauth DIHFE]
5.3 MAC SR HIFO@BERE ) 22 L TIEEW,
o UMTDHMACT RLARKRENBRWEFITT T v T 17 S8ET,
FRENZWVIZH 0D L THEENTERWGATE, A— RPN RS E SN TR0 iR L T
K7Eawv, £z, A b—2say b — LR CTRIED/ NS UVMEIZZR > TOZRWDER L T 7ZS VY,
(4) FZL—LBEEDOHEER

TANZEZIT QoS ICLE - TT L —LNEFRSNTWDAREMENH Y £4, BTk L SO0V T,
1102 7y FEFEOMHR 2R L TIEIN,
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4.2 2= 5 V) —DBEEREE

AR= 7Y Y —HREEEM L, LAY 2BEORSE, @3 AN=2 7Y ) —O@EMRER R Y BT —

IR E B D TRWEE,

RORITRY I ITIEAE > TIREOEI Y 53T 217> TSV, ~AF T

ZR= ) —OBA1E, CISTETAIIMST A v AZ AT LITHERAZ LTL &N, iz, —hk
TV oI L THRTAEEE, CISTOL— T Y v UVFERIEIMSTA LV AZ AT EDNL— T U v

VLA THER LTI IZEW,

= 41 RINZ2TV ) —DEEBTHE

1§ BRNAE -2k X3 s

%

1 fEE L 7> TWNWDH A= 7Y U —(Z | Enable DFEITIHEE 2 ~,

%t L C show spanning-tree =~ > RN& 3 AX2630S DA

ITL, A= 7YY —DF L

Tﬁ;f;:ljwﬂ;&ﬁ%;ié i 7"“03)1/7\ w b Ring Protocol & PVST+& ILFEIESH TV 5 & &, x5 VLAN

e - ° DYV —EHRNFR I TORWIGAITTEE 7~

Disable DG I A= 7Y U —PMEIREEIT /R > TN D72
AT 4 T —va rEHERLTLIIEEND,
AX2630S DA
Ring Protocol & < /VTF TN A= 7Y ) =R IIFEEL TV 5
WA 8 ~,
PVSTHEDIUESFRMANITINE > TV D0 Z R L T EE W,

2 | BEELRSTWNAEARNR= TV —(Z N—brT VDTV VHERTRRy N —J R EB Y O
% LT show spanning-tree =<2 R&HE | L— 7 U v VIR o> TWDHHEITHEE 3 ~
ﬁbxxffVﬁiU“@”;%7 N—=bTY o PDTY o T REy b= MR EB Y O
)y Y07V VHETERRLTS | Sy TRBAE, Ry bT— M, 3v T4
ZEw, L= U ERHERLTL &,

3 | BEELRSTNWDEANR= IV Y= | A= 7Y ) —OR— MREE, R— hEEIR R Y T — 71
%f L T show spanning-tree 2~ R& 3 | fiEB VIR > TWDIHEITHE 4 ~,
bexﬂi;7yi“@$iF% AR=L TV Y — DR NIRRE, A MEEIN R Y b — 2
B R PERIEHEE LCCIES W e R A, BBREBOREL 227 ¢ FL—a v

EHERLTIIZEN,

4 |BELRS>TVDHANA= Y Y= | ST DHHR— hVL— hBR— T, 7> BPDU ZIEH 7 &3

Xt L T show spanning-tree statistics =~ HTRT v T L TOWAEEITHE 5 ~,
W PERITL, BEEERoTOAM " | g g g L i — hAi— b T, 50 BPDU IR A & 2 4 35
hTBPDU DERIFEMER LTS | yps k7 o 7 LTORVEAH, 7 4% 713 QoS 1Tk -
o T BPDU AERESNTVAVHER LTS 28V, [k
KHSZOWTIE, 102 737y MNEFROMHR) 22 LT
é l/\O
BN R WIEEIE, BEEEE AR L T E a0,
U THR— FPRER— T, OBPDUKEN VU ZD0
T T v T LTV DEAITTEE 5 ~,
U THR— FPRER— T, OBPDUKEN VU ZD0
TN Ty LTWRWESE, 3 Xy hU—s A 0¥
Tr2—AD T TN a—h] EBRBLTIESN,
5 | BELRSTNAANR= Y Y =T | %[E BPDU OL— 7V » VBT, RETY v BN

%} LC, show spanning-tree 2~ > K%
detail /N T A —ZIRETETLXE
BPDU O 7'V v Vil 2 it L T <
720,

Xy FU— R EBVICR> TV Z LR LTS
W, Ry T =R E B o TWE A IIBEEEE OREEE
MR L TL 7280,

48



4 LAV2RAYFUIDLSTILLa—F

B HRART - a7k Xt i
=

6 |BEELRSTVWIANR=V Y Y —0 | WREKEOFPHANTHEL T EEN,
BRBPIERMNDHER L TS | IRBLRFCOWTE, Tarv 74 Z7L—varlig R 2B
o LTSN,

7 | AX2630S D¥HE *t4: VLAN % Ring Protocol @ vlan-mapping (Z5%E L TV 7205
PVST+CEIES W72V VLAN 28, Ring | AEREL T EEW, &7, vian-mapping (2 VLAN % AR
Protocol @ Vlan-mapping \z ﬁ* Téﬁﬁf X ﬁ LTW5b %/El\li, vlan—mapping 0)1:%5‘2 %E‘IE LT ﬁ‘ VLAN
NTNDHZ EZFHERLTIIESN, P EHRELTLESN,

8 | AX2630S DEE %% VLAN % Ring Protocol ® vlan-mapping (2% E L T e\

MST A A% ATEES &=
VLAN 723, Ring Protocol @ vlan-mapping
E—HLTWDZEaHERLTLES
Uy,

B, v VFIALRR= 7Y ) —TEIMET S VLAN & —%§
HEIITREL TSN,

49



4 LAV2RAYFUIDLSTILLa—F

4.3 Ring Protocol M@{EMEE

Z OHITIE, Autonomous Extensible Ring Protocol D& DWW TEH L £ 7,

Autonomous Extensible Ring Protocol (X, U v 7 hRa o —THOLA Y2 Xy =7 DOILE{T v hau
C, LAF%, Ring Protocol & FFOVE T,

Ring Protocol SEHIIRFIZIBIE N TE RWEEIE, 7 v —Ilit > T, BIREEE LER DU 5 217>
TLIEENY,

X 4-1 fEHron—

B oo—

Doy bT— &HERT 4
J—FK, FRIVVIR—ELEST

Vo IR— MCEENH SIS 2

VI LY T7IZEE
BHBEM?

:&Eﬂ&é#?

Yes No

BREH]LT N—FO T T7HERD FroJdavurE BRELOMEE
CIEEL, FREEEELTL ETL, EEFHRE BELTLEEL,
=Ly, BRLT S,

=y

Ring Protocol I RFIZIEFICEME LR W GG, £/213) 7Ry NU—7 OEEEZBRINT25A1E, %Y
DY T Fy NT—7 2T 59T — R LT, RBROYY 53T 24T7->TLIEEN,

& 4-2 Ring Protocol MEEREHAE (AX2630S DIHFE)

HZERNE-a<vU bk Xt

show axrp =~ F& 54T L, Ring "Oper State" DT "enable" N FER I TV DS, HHE 2 ~,

Protocol @iﬁ{?%ﬁﬁ%ﬁﬁ% LT < f: é quer State"@lj\]ﬁ&l"-"ﬁi‘%% é ﬂTI/ \ 6%{3\, Rlllg Protocol 7‘7])‘
v MET 2720k Eiear 7 4 JL—va VIZRES TV
WHDORHYET, a7 47— a VEERLTLIES
AN

"Oper State" DN T "disable" N TR X TV 554, Ring
Protocol IZEZN &> TWET, a7 47— a U aERL
TLEEN,

"Oper State" D PN IZ"Not Operating" 237k STV A4, Ring
Protocol RENMEL TWEHA, 2747 L—a P IZFE (K
EEOEIEE—F, BLOEME Y VA — FNOMBEDEN
W TRNRE) By, av 747 b—va U EHERLT
<TEEW,

show axrp 2~ RZFEITL, BIEE— | "Mode" & "Attribute" DNEN K~ MU — 7K EFB Y OBIEE —
NEBMEEZHRE LT IEEN, R EJBRIEIZ R > TV DHEITIE, EHE3 ~,
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1§ ERENE YR P
&
FRBELDZEAIZE, a7 b= a v EERLTLE
é l/\O
3 | showaxrp =~ K%&5FTL, 4 VLAN | "Ring Port" & "Role/State" DINEFB K v MU — 7R ER Y OFR—
TN—FDY v ITR—K, BIOFD kLARREIZ R 2 TV D EAITIE, HE 4 ~,
IRAEZ MR L T<ZS 0, FEARAEBEACE, av T4 — g L ERERL T
é l/\O
4 | show axrp detail =~ > R&ZFEFTL, ) "Control VLAN ID"DOWNAEN % v b7 — 7 #R% £ Y o VLAN ID
1 VLANID Z g8 L T< 7280, Lo TV DEAIT, HES ~,
FEBERAEAIZE, a4 S —a U EERLTLE
W,
Bl 2 V7 EAERR T B A E CTHITE VLAN ID 23872 > T 5,
5 | show axrp detail =~ R&EITL, "VLAN ID"OWNEN R v b U — I ER Y O VLANID & 725
VLAN Z/L—7|ZJ& LT\ 5 VLANID | TWAIAIT, IE% 6 ™~
EHER LTSV, LEREADEACE, av TS —ta VAR L T
W,
Bl ) TR T DEEERE T VLAN ZL—7 12/ LT\ 5
VLANID 23872 > T 5,
6 | show axrp detail =~ R&EITL, ~ ~SIVAF =y 7 7 L— AORGERE] O # A < {i"Health Check
NAF x v 7 71— AOEERRD ¥ Hold Time"#3, ~WVAF v 7 7L —LDEEMBEDZ A ~{H
A <EEANATF =7 7 L— DR "Health Check Interval" & ¥ K&\ (IREEIEDL BB I LTV D)
RO X A ~HEMER LTSS LA, BET A~
v AVRAF oy 7T L AOIREIEE O 2 A < fERAL AT =
I 7V —LDEGFRROZ A <HL D /S, EREELWY
(BREEIERZE SN TWARY) BAKE, arv 7407 1—
varEERL ,ﬁﬁ%%ﬁbf<tém
7 | show vlan detail =~ > FZZFE{TL, VLAN B X OZF DR — FOARREICEFE N WAL, THES
Ring Protocol TfEAH LT\ 5 VLAN & | ~,
FOR—FDOREEZMR L TLEE F7-, A=YV —E AT AR OBAT 1@§9g
VY % IR EEGIMEE 2 8 H T 2R O5G1IZIXEE 10 LR
<TIE&EW,
ERHHLERE, T4 —a COMRLED, FO
% %@Ebf<téw
8 | 74/NH, QoS DFEEMRLTLE | 744, QoSIT&->T, Ring Protocol THEM-T 2~ L —
S, LNRBEEINTWHAREERH Y £,
WERITIE L Sic oV TiE, 1102 X7y NEFEOWHER] &5
LT ZEEN,
9 | A= V) — AT AEEDOE | (ARY) 7 OREN KXY T — IR EBY OFREL 2o TU
B, B 7 OREEMR LTS B, a7 4l — g U EHERLTLLEE N,
él/\o * Ring Protocol & A= 7 ) —Z ] L TV 5358 T, AR
Vo DOFBENINTWDEHER L T 7ZEW,
- VU Ry N7 2EOEET, AR IR L T
% VLAN 77 Ring Protocol ® VLAN 7' /L — 7 |ZFRE &N T 5
IHER L TL T2 &W,
10 | ZEEELGREEL#EHA L 254G | # / — Nl "monitor-enable", & Dt D% |2 "transport-only" 73

I%, show axrp detail =~ > K% 34T
L, ZEMELEHROERE— R2#R
LTL7EEN,

REINTWDIGANE, EHE 11 ~,

FEBERAEAIZE, a4 S — g U EERL T
W,

show axrp detail =T~ > R&JFAT L,

"Backup Ring ID" & "Control VLAN ID"23 %~ b U — 7 XKV
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| HERERNA -av Uk RIS
=
11 | N7y 7V 71D ELEREEG | Oy 7T v 7 )7 1D & LHEREEEGH VLANID (2725 T
JH VLANID ZHER L TS 7280, WASGEIE, THE 12~
FRNRRZEAICE, a7 47— a v EERLTLE
AN
12 | show axrp detail =<2 K& FEITL, % "Multi Fault Detection Hold Time"7%%, "Multi Fault Detection
BEEEH T L—ARERFEOZ A~ | Interval"k W RE W (EREEBIELZE SN TND) L a2 L
i, BLOSERELER 7 L—2%% | TIEEN,
[ELARVCEREFRELART DX | ppmnsgoci, avr/L—va v ERBLTE
TORERFTE O X A ~fHEHER L TL S,
EEW,
& 4-3 Ring Protocol DEEMETAE (AX2340S DI5E)
| HERERNAE-avU R RIS
=
1 | showaxrp =2+ F&%EITL, Ring "Oper State" D% "enable" WK R ZNTWDGEE, HEF2 ~,
Protocol @@hﬁzﬁ %Eﬁ;}g LT < 71; é noper Stateno)quj//e\. :u_nzjg‘it%i_\‘ é h—(b N %)i]JEI_j/E[\’ Rlng PrOtOCOl zjg‘
v BT 20 BE R T F L— 3 VICRE STV
WHORHVET, a7 47— a v EHERLTLIES
VY,
"Oper State" D N2 "disable" N R /R TNV TV 5355, Ring
Protocol 1M & 72> TCWNET, T T4 T b—Ta VERERL
TR,
"Oper State" DN IZ"Not Operating" 237~ STV 5454, Ring
Protocol NEMEL TWERHA, 2> T 4 L—a IFERR
W, a7 4 b= a VEBERLTLSIEEN,
2 | showaxrp 2~ R&ZFEITL, BfFEE— "Mode"@lﬁﬁﬁ* / U — IR E R OFWEE— R & BRI
RERMEZHR L TLIZEN, 2o TWDHIFEITIE, HE3 ~,
J:naﬁx/ﬂjocéiﬂ/\ X, a7 47—y aEHERLTLE
é l/\O
3 | showaxrp =~ R&Z%EITL, & VLAN | "Ring Port" & "Role/State"U)Ij\]Eﬁ* v MU= ERBY OR—
TN—T DY THR—1, BLOED h EARREIZ 72 > TV BGEITIE, HE 4~
WRERR LTS Lﬁ#ﬁﬁéﬁAéi SLT 4 Sy g VERRLT
AN
4 | show axrp detail =~ R&EZFATL, il "Control VLAN ID"OHREMNF > U — 7 H#ifk &30 O VLAN ID
# VLANID Z g8 L T 7280, Lo TV BIEEIE, TES ~,
ERNBERDLGAEICE, a7 47— a U EHERBLTLE
S,
B2 V7B DA LEE THIlME VLAN ID 28 878 > T\ 5,
5 | show axrp detail =~ > K& %7 L, "VLAN ID"OWNEN R > b T — I ERB Y O VLANID & 725
VLAN Zb—7IZJB LT 5 VLANID | TWAEHEIE, HE 6 ~,
ERERL TS ERBRARSHAIE, ST = a R LT
S,
B2 VT BT B A LERE T VLAN 70— I/ LT b
VLANID 23872 > T %,
6 | show vlan detail =~ > R&FETL, VLAN 5 X O O R — F OIRREICEFE R WAL, HET

Ring Protocol T LT\ % VLAN &
ZOR— FOREEHERL TS

~
°

7o, ZEEERIWEREZ BT 2R OBEICIIHE 8 bk
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15 NS -a<22k X It
&
VY, BLTLEE W,
BHENDDLHERE, av 747 b= a v OERLED, 0
REEZBEHL T ZE0,
7 | 74%, QoS DEEXMERL T | 7404, QoSIZL-T, RingProtocol TEMT Al ~7 L —
S0, ADFERINTWDAREERH Y 7,
FERIFIE L Sz o0 TIE, 1102 7 v NEEORHER] 2%
LT EE N,
8 | ZEEEELAMEZEHL CWALE "transport-only" 23 FEE SN TV DAL, HEF 9~
%, show axrp detail 2> FERIT | prupsmmssaicis, avr /-y a v ERRLTE
L, ZEEEEHOERE— FZMR | <\
LTSN,
9 | show axrp detail =2~ > F&FEITL, % "Control VLAN ID"23 % v b U — 7 #pk £ 0 L EFEEEH

EEEAH VLANID 2R LT 72
S,

VLANID (272 > TWAEAEE, HF /) — FOL EEEREE
THLEBHEEHR, 7L —AXEHRO X A ~fH, BIOLHRE
EEMT L —AEZE LRV CTEERERE LT ETO
PRAERFE DO X A ~EE R L T E 30,

ERMBLRDEAICE, a7 47— a rEHERLTLE
W,
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4.4 |GMP snooping D @{EEE

(1)

(2)

3)

(4)

(5)

IGMP snooping f HIRFIZ v /L FF v 2 MR TERWIEEIE, RITR TS THEAHEL, RROTY
BT EITHTLLIEE W,

Oy DR

show logging =~ o R TR EEDO 0 IR HNEHER L TS EIWV, B 7ONFICONTIE, TAy
=Y ems L7 LR EBRLTIEIN,

T L—LBEZEDHEE
7 4 /L F E721% QoS 1T & > T IGMP snooping THEMT A7 L — ANEE I N T RWVNER L T 72
SV, FERFE L MIGICONTIE, 1102 7y NEEOMHE] 2L TZE0,

IGMP & ') 7 DR

show igmp-snooping 2~ > RZFEIT LT, IGMP 7 = U 7 FIET 20 R L TL 72 &V, IGMP 7 = U 7

BT D84, TIGMP querying system:| (ZIGMP 7 =Y 7O IP 7 KL ANF/RINET, IGMP 7/ =V

THRELELRWVEBEIP 7 RLARFRENTWARWES), UTOLEIT- TSN,

o ARUEfEZ IGMP 7 =V 72T 54, VLANIZIP 7 RFLAZBEEL, Y VLANICa VT 4 7 L—
L =g 3= K ip igmp snooping querier &% E L T< 72 &0y,

o {ILE N IGMP 7 =V 7 D6, Mi%dsE 2 [F— VLAN I8 L T< 7230,

RILFH v R b T— R ATRE K E OIEGRER

[fl— VLAN (/L FF ¥ A b7 — & ik alRE 72 25 8 2 8t L T 5354, show igmp-snooping 2+ & R %
FAITL T, Mrouter-port: | \ZHEGEAR— FRFRINTNDIDHER L T 2E0, #EiR— FREREINT
WRWEE, MUi% VLANIZ2 v 7 ¢ J L—3 g a2 K ip igmp snooping mrouter CHEfEAR— k&~ /LT
¥y A M—FR—MIFEETDHD, vIATFF¥Fr A M—XR—bEHFEEHFREL T ZEN, LT
Fy AN —FR—FEHBEEEZT TICRELTVDHE, vV FFr A M — X Ot fR L T2
SV,

MARILFXXY AT IL—TF7 KLADWER

show igmp-snooping group 2~ REZFEITL T, MASAFF v A NI NA—T7 FLRAEMHERLTLES
W MASLTFF Y X T N—T7T FRUARFIRSNTORWEE, ZEFHDIEL < [FA— VLAN (L8t S
NTHNEPHERL TS, MASALTFHR X R NI A—TT RUARKRINTWEYE, EHEENE
L <[Al— VLAN [ZHERE SN TV 2 2B L TS 2 &0y,
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4.5 MLD snooping D@EEREE

(1)

3)

(4)

(5)

MLD snooping f# HRFIZ /L FF v 2 MR TERWIEEIE, WITR TS THEAHEL, RROTY
BT EITHTLLIEE W,

Oy 0ER

show logging =1~ o R CTYEE R EDO 0 IR DN EHER L TSV, a Z7ONFIZONTE, TAy
=T vl LT LR ESRLTIEIN,

T L—LBEZEDHEE

7 4 V& E£721F QoS 1T & > T MLD snooping TEEH T HHIHH 7 L — AR I N TV RWMEZR L T 7Z
SV, FERFE L IGICONTIE, 1102 7y MNEEOMHE] 2L T 2S00,

MLD ¥ T 7 DFEE

show mld-snooping =~ R&ZFEITL T, MLD 7 = U 7 RFIET 20 R L TL 72&W, MLD 7 = U 7%

fF1E9 544, TMLD querying system:] |[ZMLD 7 =Y 7D IP 7 RLARERINET, MLD 7 = U 7

TEIELBWERAIP 7 RUARERENTWVARWVWES), L TFORMLEIT-> T ZE N,

o AEEZ MLD 7 =V 7IZF 556, VLANIZIP 7 FLAZBREL, Yi% VLANIZa 7 (7 L—
L = 3= K ipv6 mld snooping querier % 5% E L T< 72 &0,

o fALE MLD 7 = U 7 D6, Hikd&E 2[R — VLAN I L T 72 &0,

RILFH v R b T— S R ATRE K E DIEGRER

[Hl— VLAN (¥ /LT % X 2 N7 —Z fiflk e /e 258 2 $56i L T\ 5454, show mld-snooping =~ > K% 5
fTL T, [Mrouter-port:] |ZH&AR— FRFERINTNDI DR L T E &0, #EiiAR— MRFEREITH
ROGA, M VLAN L2 7 4 7 L— 3 > a< > K ipv6 mld snooping mrouter CHEfGEAR— b &~ /L F
Fy A P—FR— MIREL TSN,

MMARILFEXENXY R T IL—T7 FLRADFESR

show mld-snooping group 2~ > REZEITL T, MASLTF¥ A NI NV—T77 RLAZHHER LTS
Wy MA=ILF XX A NI N—TT RUARERENTWRWES, ZIEFHENIE L < [F— VLAN [ZH S
NTWVENER LT EEN, MASLFF¥ AT NL—FT RLUARKERENTWBIEE, EEENE
L < [Al— VLAN IZE SN TV D DHER L TL 7280,
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5 LAN2BIED T IILSa—F

ZOETIE, LAY 2 RWIETRENTEAE LB OS>V TR L £,
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5.1 IEEE802.1X {E A D E{EREE

5.1.1 IEEE802.1X & AR IZFEREA T E 7% LY

IEEE802.1X fif HEFIZERREN TE 22 W IGANE, WROFRITRTREEMAT HIEIHE > TRKROEI Y 75315 217> T

ITEEW,

# 5-1 |EEE802.1X MRIIREEMMT AL
15 EZEAR -k 3t it
&

1 | showdotlx =< RZFITL, [Dotlx doesn't seem to be running | 3 F/R S NTZHEIT,
IEEES02.1X DEhEIRAEZ R L C< 72 | IEEE802.1X 2351k LT\ & ¥, dotlx system-auth-control =~ >
S, RRBESNTNDNar 747 b—va b E B LTLIES

AN
[System 802.1X : Enable] NFERINTIGAITEE 2 ~,

2 | show dotlx statistics 2~ > F&ZFEIT L, [EAPOL frames]?® RxTotal 2% 0 DA 13dmA D5 EAPOL 2 iE{F
EAPOL OV L W 3T T2 Z & | SN TWER A, F£72, Rxlnvalid F721% RxLenErr 2% 0 TR
AR LTIES0N, BITIARD B ARIEZR EAPOL %15 L CWEY, RIEZ EAPOL

EZELEGE T e 728 E7, 727 show dotlx logging
a<wy RCHECTCxFEd, £72, 7 71% lInvalid EAPOL frame
received] A v&— L HHIZARIEZ: EAPOL ONE E 72D 97,
ERRICE T 5 5A 130K D Supplicant DFEE MR L TL 2 &
AN

FRRICEEY L WA TR 3 ~,

3 | show dotlx statistics =~ > K&3FE{T L, [EAP overRADIUS frames]? TxNoNakRsp 2% 0 D413 RADIUS
RADIUS #— S~DEEMTHONA T | = "~DREMTOA TV ER A, UTICOWTHERL TL
HT EEHERLTLITZEEN, k3N

a7 4V L—1 g a~ T aaa authentication dotlx
default group radius FXE SN TN D DER L T S0,

a7 4 L—3 a3~ R radius-server host 231 L < B 7E
SNTWVEHER L TS EE W,

LRECREY L WIGEITHE 4 ~,

4 | show dotlx statistics 2~ > F&ZFEIT L, [EAP overRADIUS frames]? RxTotal 73 0 D354 1% RADIUS H—
RADIUS =M HDZENTONT | AhH0 Ty MEZELTHERA, BRI OWTHEGEL T
WD ZEAMERB LT ESV, <TEEW,

*RADIUS =3 ) E— bRy hU—ZIZAESN TS5
FFYE— Ry NI =7 ~ORBEPMFIET D Z & &l
TLFEEW,

* RADIUS #—/3D KR — FR3FRIAER GRS & 2o TV D Z & A He
BLTLEEN,

FRRICEEY L WA TS 5 ~,

5 | show dotlx logging =~ R&FEITL, lnvalid EAP over RADIUS frames received ] 723& 254
RADIUS H— & DRY) &0 ZfEal L RADIUS #— b ARERNT » b E2Z{F L TWVET,
TLIZEY, RADIUS #— "B EFIZEEL T D MR L T 7E3 0y,

[Failed to connect to RADIUS server] 73&% %434, RADIUS
T S~OEHGEN I L TV E T, RADIUS H— N3 EFIC
BEL TWDER L TS 7230,
FRRICEEY LW B A ITIEE 6 ~,
6 | show dotlx logging =~ R&FEITL, [New Supplicant Auth Fail.| 23% 234, LU T OERK CTRIEN

FOREDN I LTV Wil LT 72
él/\o

KL TOET, MERVIHEEL TIEE W,
(1) =2—HFID F/E AT — FA, @I — BRI T
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L]

[AYAIN N,
) 2—HID £IF AT —FDANI R,

['The number of supplicants on the switch is full| 723 5356A,
& DI K supplicant 3% 2 7728, FREEARL T \i@'

['The number of supplicants on the interface is full] 7% E) U,

A BT 2 — A EORK supplicant # & 2 72729, FERED K
L TWET,

[Failed to authenticate the supplicant because it could not be
registered to mac-address-table.| 723 D35A, FRARILARII L7
2, HW O MAC 7 R L A7 =7 VR EICRILL TWET,

Ryt —U - m 77 L R OFYSFEFTESEL, &
WS THD BHIS] (> TG L T2 &,

ERRICEEY L2V AL, RADIUS —"0n 7 & B L TR
FEDSIL L TRV ERR LT 72 &0,

5.1.2 IEEES02.1X BN BEREE

FEITHTL &, Y LARWEEIT,
7ZEW0,

% 5-2 |EEE802.1X MBEEEEMITAE

IEEE802.1X NEMET B AR — F THEN TERWIEAIL, ROFBITRTEEMAT ITIEIHE > TRER OB Y 4
4 LAVY2AL v F LT DT TNy a— ] ZBRLTL

17

PBHRNE-aTER

PRREF A AN, [F— VMNW®#M
uﬂij‘_ ]\ %@J L/Tl/\fa‘?l/\ﬁ)ﬁ%;u
<TEEWY,

Z'KHt uquL/Tl/\%) 3'{75‘ éFquTH N %%ﬁbf;ﬁm,
FRREE SRR SN EIBENTE £H A, clear dotlx auth-
state 2w REHH LT, *EURKOBIERELMAERL T2
W,

58



5 LM4+¥2

5.2 web

nnunIEo) I“7j}l//:l._ ~

IJ'L:‘FIIE{%% H#O) 1%@%2

5.2.1 Web REEEABDO LS T
Web FBFEME ARFOREE X, IRORIZHE S THRERZGI Y 51 T EE W,
= 5-3 Web RIIDOEEMRTAHE
15 ERENAE -7k XTIt
%
1 | R 7 A VHEERARR | cr A VEEE R 7T Y NEEAERS SNRWIEETTEE 2 ~,
SNDMEMBLTIZS n—HVRRES R TR 7 A VSRR SN DA ITEE S ~,
o - RADIUS RIS R TR 7 o VliHi 13 FR SN DA ILHAE 7~
CEHA B URERRINDGEITESE 14 ~,
2 | mrAy, nIT YD caJA4y, a7 U RO URL BiE->TWHHEIE, IELWURL 2L
URL 2G> TW D% ff TLIZ&EY,
LTSN, - [EE VLAN E— R L O% A 52 v 7 VLAN £— FIFT, 1271 L
M, B 7 U NEENRRINARVGETE, RORELZMRL, ELJH
ELTEIN,

Web iBAFEEH IP 7 RL AR 7 4V L— 3 a< K web-
authentication ip address TFX/E STV 5Dy, F/ZILURL U XA Lo bR
a7 4 7 L—3 g a2 K web-authentication redirect enable TH %) &
RoTNDNERER LTSN,

- BROUICEEY L2 WEEITEE 3~
3 | Web P —="3EIEL TS | - kDA~ FEFETLT Web =SB EEL TV A0 EMERLET, Web
MEMHER L T EEW, P— R EEL TV DA ITIEE 4 ~,
[Z=> F]

# ps —auwx | grep httpd
[TEsEFIE]
ps 2 ROERFERI /usr/local/sbin/httpd DFERA HALIE, Web —3
DEIELTOET,

* Web = SPREEL TWARWEAE, 20747 L —varyavy R
web-authentication web-port Z &8 L T 72 &0,

cWebRitDar 74 7L —aravy RRELLSBRESILTWVAES
IX, restart web-authentication web-server =~ > K C Web — 3 Z FiHj L
TLEE,
FREOEAETE Web — BB LA2WERIL, a7 47 L—var
=1 > R no web-authentication system-auth-control T Web F&FE 4 {5 I S 4,
10 PREFEERGRZIC a7 4 7 L—3 3 a2~ K web-authentication
system-auth-control C Web F8AEZEE) L T 72 S0,

4 | WBFEEH PV 7 7R - FREATIREE DR DEEBIMIFFE D/ » NBE AT H %56, Wik

X]\@ Hﬂ;%ﬁ%u L/T< 7L:
él/\o

IPv47 78RV A MPRBREENTNDEZ EEFERLTIIEE N,

Tz, BEOT 7 AV RN ERFEEH PV 7782 Y R MOl 5 %%
FELTBE, RIEHEMIPvE T 7B A A MIRE LT 4V Z 5k h 8
WOT VAV AMIBBRESNTND ZEEFERLTLIZEIN,

CBEOT 7 AV A NBIORRGEEH IPv4 778 A Y X MZ, IP /YTy

NEBEFET D7 4 NV E KM (denyip 72 L) 35
LTLEEN,

RE SN TWVRNT & 2R

cFRGEHEIPVA T VB AU A DT 4 LV H SRS, Web 3RAEEHAIP 7 L

AWEGEENDT RLARHKESN TN E AR LT IEEN,

cRFEEAIPVE T 7B AU A MDD T 4 VEZ SO IP 7 R L AIZ, any

BIEEIN TRV EEAMER LTI,
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L] HERNE-aTUFR X3
%
- BROICEEY L2 WA ITEE 9 ~,

5 | show web-authentication user | « == — ID NI N TWRWEEIE, set web-authentication user 2~ > K
a<y RTa—4 D A% Ta—HID, SAT—F, BLOVLANID Z&&H L T ZE 0,
BRENTOVDODEMBLT |« E3UCHEY LARVEE 13T 6 ~,
<TEEW,

6 | ANJLIEARRAT—=RREGo | - RAT—= FR—FH L TWRWEEIE, set web-authentication passwd =< >
TV ERERLTLES RCHRAT — REETT 55, remove web-authentication user 2~ > K C
VY, Z—FID ZW\ o AHIBR L7286 £ 1T, set web-authentication user 2~ > K

T, BE, =2—%ID, SAU—F, BLOVLANID #&§H L TS
VY,
« BRSNS LW AITIETE 9 ~,

7 show web-authentication & /RIH H"[RADIUS frames]" D "TxTotal"DEA"0" DAY, 27 47
statistics 7+ > R T L —3 3 3+ RO aaa authentication web-authentication default group
RADIUS #—/\ & Oi@Ek radius 3 & O radius-server host N IE L K RIESNTNADER L TLEE
EARER L T 7EEW, v,

+ dead interval #§AE|Z . > C, RADIUS Y — " ERE L 72 o 7 REED B8
EAEE/IRIEICIEIRL T, 27 4 F L—3 3 > 2~ K authentication
radius-server dead-interval Ci%iE S #U7-IE[E DX RADIUS H— ~D R E
TR, BEET T — & 720 £77,

Z OB, RADIUS ¥ — ST K D FERERM OB RN R T & 5561,
a7 4 7 L—3 3 3~ K authentication radius-server dead-interval D%
TEHEEE T 5H, F 721X clear web-authentication dead-interval-timer =< >/
R&FATLTLZEV, 1 5 HO RADIUS — "% H L 7= 8GFEEDS
Bl ET,

« ERRICEY LR WA IR 8 ~,

8 | RADIUS #— |z —H « 22— ID BBREFEI N T RWEAETEL, RADIUS — IR LT ES
ID BLUINAT — RO Uy,

FRSNTODDEMR LT | - BRSNS LARAWEAITIEE 9 ~,
<TEEVvy,

9 | show web-authentication * Web FBREOFFHERMD TR SN WIEAIFEE 10 ~,
statistics T~ R TWeb & | « FERICEY LAVWESITES 11 ~,
FEOREFHER DT RIND
INERER L T &N,

10 | avy747b—vara~v « a7 47 L— 3 < R web-authentication system-auth-control 23 5%
> K web-authentication EINTWARWESE, FELTIEEN,
system-auth-control 235% i e BECEEM LR WEAITIET 11 ~,

SNTWAENEfER L TL
7ZEW,

11 | show web-authentication « [EE VLAN &— R C, FEEHRIEER SN TV DR — N ORGEF RN R
logging =2~ > R % FAT REINBZWEEIE, 33747 L —3 9 3< L K web-authentication port
L, EMEICRIER RV TR G A — MR ELSRESNTNENEMAER LT3N,

MR8 L T IS, FT, WRBEHISN TV BRI R R~ b3 Y v 2 Xy v Emidy v v
R LT &R LTLIIZE N,

« FRRICEEY LR WEAITIET 13 ~,

12 | ThorT 4 7% —sN2 | - R H"[Account frames]" D "TxTotal"DER"0"DFEIX, =227 4 7 L—

TAY s FRRES RN
EA1%, show web-
authentication statistics =~
YRTTAhOCT 4T
= b DB IREE A fER
LTLEEN,

¥ g 3= RO aaa accounting web-authentication default start-stop group
radius 35 & UF radius-server host 23 1E L < BRE STV DO DR L TLEE
Uy,

c FERICEY LARWESII Web BREFD a7 4 VT L—3 g U AR L TL

EEW,
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L] HERE - a7k Xt it

13 | # SN TV DR THEAE | - SRRERI R R DOBIEN £ 572 < TERWIEATE, restart web-authentication
STERUVREED R L T web-server 7 KT Web — _"EZFHEE L T a0,
<TEEW, - Web = "ZFEHE) L THREGEN TE QWA X, restart vlan mac-manager
avy REFATLTLIES N,
c FRICEY LARWEAE, WebBFED 2> 7 4 7L —a YRR L, IE
LWwar7 47—y a v EBRELTLEEN,

14 | #Ef v 7 % show logging = | + ROBIENTTONT-HE, EHr 712 Web — 3(httpd) DI IE A v —
v FTHERLTLES & Web = (hitpd) DFAEFN A v B —VBRRRINDZEBH Y T,
[ (1) Web F2FE % {5 IF (no web-authentication system-auth-control =1~ > K3
1) L7 E%IZ, Web #35E% L E)(web-authentication system-auth-control =~
v ROIAT) LIS
(2) restart web-authentication web-server ==~ > RK"C Web — 3% FfL#h L
=%
[Web Y-— 3 (httpd) DIEIE X = —3]

L~)v : E7

A — B : 22001000

A w— : httpd aborted.
[Web ¥—/(httpd) D FFELEN A v & — ]

L~y : R7

A =B 22001000

A w— : httpd restarted.
Z UL, Web = 3(httpd)MEIE LT, ZD%, Web ¥—/3(httpd) S H B
MICEREI L2 2 & 2R LET, Web ¥—/N(httpd) D FEEL B4 1232 GEEN 1

ikt TE £,
c FRICES L2WEAIE, Ayvk—vY -vl L7 X 28T
TZEW,

522Web ZBEEMOa> 749 L—> 3 UFERR
Web FRGEICBART 227 4 b —v 3 VIZIRDEEHERB LT ZEN,

& 54 WebBIENIVT I L—23a VDR

-] FEZERA > b AR
&
1 | WebiFmar 74— | kROary 747 b —yaravy RRELSERESNTWAZ L 2HABLT
valsiRE <TZ&EWY,
<ML DOFRIE >

* aaa accounting web-authentication default start-stop group radius
+ aaa authentication web-authentication default group radius

* web-authentication system-auth-control

<X A7FIv7Z7 VLAN E— RIRFEOFRE >

+ web-authentication auto-logout

+ web-authentication max-timer

* web-authentication max-user

+ web-authentication vlan

<[HJE VLAN E— REEOE >

+ web-authentication ip address

+ web-authentication port

+ web-authentication static-vlan max-user
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1§ HRRA > b HEREANE
%
+ web-authentication web-port
IHIZ, WOa~vy ROFREEMBL T IZE0,
+ authentication arp-relay
+ authentication ip access-group
+ web-authentication redirect enable
- web-authentication redirect-mode
2 | VLANA VX7 =2—ADIP | #4F 7 VLAN T— KB}, ROE VLAN A VX 7 =2—AIZIP T RL A
7T RUARE MELLKEESNTNDZ EE/MRLTITEIN,
FRRERT VLAN
RFE%: VLAN
3| TANERE XA F w7 VLAN E— Rif, L3 24 v FTHEAT 55HE, RO VLAN H
DT ANENELLEREINTVEZ LE2MHALTIEEN,
« FEAH VLAN 20 HR8FE% VLAN @ 2 1P WEN TE WX 9 ICRE
- WFE%: VLAN 72> H%FEH VLAN : Web 7' 7 U O@BE 72T ik 5 X 9
IR E
¥, T ANZEIT QoS IZXK o THRIED /N7 v b BFERE STV RV
BLTLEE, fERFELISICOVWTIE, 1102 237 v MEED
R EBRL TSN,
4 nupmﬂ%77ﬁ7\ 7 4F D | EE VLAN E— KB L O A I > 7 VLAN &— RIF, FRIEATIKRE O
RE Z R KN OEBEIMCBET DB E R T A VHEBER, a7 47—
‘/ =~ I authentication ip access-group 33 & U ip access-list extended TIE L <
BESINTWVDZ EEHERL TSI,
5 | ARP U L —@i 2 fild [ VLAN &— FEFB LU A 73 v 7 VLAN £— FEf, FRRERTIRIED i
KN OARIEENOWERFEIZ ARP T v MEBE SR L0 a 747
L—3 3 22~ R authentication arp-relay 25 1E L < B E STV D D Z R
LTLEEN,
5.2.3 Web n_,\n.i.E0)7 jJ '7 ./T 4 /7 EEIJIL.\

Web BBAEDT I D T 4 7B L TUHIIRD B EFER L T 72 S0,

£ 55 WebRBIDTHIUT 12T DHER

% RBAA U b RN

&

1 | BEEAEROT 17 MHAIE | - show web-authentication login == > K% AT L 72 BRICEFEREER R S
LS SN TV B 0Dk TWRWEAT 13 5-3 Web ZiEDfE ﬁ#‘*ﬁ‘ji{£J FFELTLLIEE
) U,

T AT 4 TP NIFEER ST R WG AT 2 ~,
« syslog — NIZREER S LTV R WS EITTETE 3 ~,

2 show web-authentication + F/RIE H "[Account frames]"®D"TxTotal" DENR"0" DAL, =7 4 7 L—
statistics 2~ R CDT # v = 3= R aaa accounting web-authentication default start-stop group
T AT =N EDiE radius, ¥ 7213 radius-server host 2’ IE L < BRE SN TV DO MER L T2
/f#’lj( ﬁ%mh l/\o

c BRUCEEYS LAAWEAIE, Web BiFD a7 4 7 L—v g V&R L TL
ZEW,
3 | syslog V= "OBREDOMHTE | kKO T 47—y aravwy RRELLEESNTWD Z & &R
CTIEEWY,
- logging host C syslog — SRR E SN TNDLZ EEfHER LTI IES VY,
- logging event-kind TA ~ 2 MEJNZ aut BFHE SN TWNDHZ L AR L T
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L]

FEERRA 2 b

[
=
)

&,

[/\

- web-authentication logging enable 757

RESNTND I EEMERL TS

524 SSLY—/\SIBAZE L ZFHEERAEDO LS TIL

SSL H— GERE & s gt @I 5

BEEL, ROFIHE > TREZYID 531 TS0,
& 5-6 SSL Y —/\GIEAE L MEBLERRDEERTAE

= [EERR EEAR - UR XA &

%

1| BRI LT ps -axuw | grep httpd Web —N (httpd) D EEB)BRARIRFR] A3 Y — GER 3 &
H— NGERAEE & R avw 2 RZFEITL PR B LT RE L 0 b WAL, restart web-
FEDHEFR T X 7200, T, Web H#—3 authentication web-server =~ > KT Web Y — 32 B L H)

(httpd) OEHEBALE | LTIV,
FeM 2 esd LT 72
YN

2 | NG ﬁJZ.j‘ﬁ ps -axuw | grep httpd Web H—3 (hitpd) 2EEL TWRWIEEIE, Y— 3Gk
HB DB R I ZFRGE T avy REFEITL BHE & B OMAE DR DBRES TWET, ROTFIE
X720, T, Web #—n T, ELWERG OO — SR E & s Bk L

(httpd) 2EYL T | T EEW,
WD EfERE LTS 1. clear web-authentication ssl-crt <> FTH¥&k L 7-fEBH &
ZEw, LA HIR L £,
2. restart web-authentication web-server 2~ > K" C Web #—
NEFEELET,
3.0E LW —SGERE & Rl g% set web-authentication ssl-
ot A RTHEL, BELET,
4. 3£, restart web-authentication web-server =~ > K C
Web — 2 FiHEN L E 7,

3 H— SGEHE A FEEEI A vE2—T 2 | Web —/N (httpd) PFFEEIZHEE Y ETHEE, HE2
HED BRI Web TRINTWENE | ERERICHLL TS TEE N,

P—"EHED) L MR LT &N,
b, FEEEGED IR
LTLE D,

4 | openssl @< FTIE | openssl DIERLFIET (lay 747 b—a A4 R ICiE# L T DEE
B L 7e Y — NGE BERT, FE FIEERB Y OBAENZHER L T X0,
EREREEALT | EHBROMENDE | - FIEL B0 ICRIELESAIE, HE 1 ORGRNA &5t
BER L7, FHRET WrZRER LT 72 @ﬁ%%%ML(<tgpo
TR0, AN

5 openssl =~ FT/Y | openssl version =~ openssl 1.0.2 IED NN—2 3 U EEHA LTI ES 0,

T A=A PERETE
2,

> KT openssl @
W=z U EMERL
TLEEN,
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5.3 MAC

nnunIEo) I“7j}l//:l._ ~

SRR fE AR DBIEREE

5.3.1 MAC
MAC FRGIEfE A IR O fRsE

n:unIE‘ﬁFﬁ E:‘l-fo) kS j)[/
1%, IRDFEIZ

W~ TR ZYID 431 TS IZE W,

% 57 MAC R DEEMTAHE

i BAERNE-aTUFR Xt it

%

1 lﬁﬁj_{ﬁ)L'f#Tg{ YR %fﬁﬁmh s H— jJ/I/nAL uJ:Ejj“t/Cnu nET%fﬁb\ia/ﬁl\biIﬁé 2~
LTL7EENY, + RADIUS F83E R TRFE T E WA IREE 3 ~,

- EREICEEY LR WA ITHE 5 ~,

2 | show mac-authentication * MAC 7 R L AREEE I TWRWEEAIE, set mac-authentication mac-
mac-address =~ > K C address 2~ FCTMAC 7 L A, BEXWNVLANID #8#k L T2 X
MAC 7 KL A & VLAN ID AN
PRIRESNTODDETERS |« RIS LW AITIHEE 5 ~,

LTL7EEN,

3 | show mac-authentication + F/RIH H"[RADIUS frames]" D" TxTotal" DA "0" DAY, 27 47
statistics =~ > R T L — =3 23~ | aaa authentication mac-authentication default group
RADIUS $— 3 & Oi@fEIk radius, radius-server host 33 J O" mac-authentication radius-server host 231FE L

ReZ R LT E 3, <E§<’“ﬁ§éh“(b‘673‘ﬁﬁﬁf LTS,
« dead interval HHEIZ L o T, RADIUS Y — SNESE L 70 o 7 RBED O 1@
[EREEESINEL _@llﬂ LCY, a7 47 L—3 3 a3~ K authentication
radius-server dead-interval T E S L72 RFff] O fifi% RADIUS Y — S~ 4
TN N, BIET= T —L 720 £9,
Z OB, RADIUS — BRI X D8RR O N E T & 2 541%
a7 4 7 L—3 3 3= K authentication radius-server dead-interval @nx
EMZZEE T 57, F7213 clear mac-authentication dead-interval-timer =~ >
F&FATLTLE SV, 1 HH O RADIUS F— %l L 72 RFEEEDN
EhET,
« BRSNS LW AITIHE 4 ~,
4 | RADIUS #— MZMAC 7 | + RADIUS — "D =2—H 1D & L TMAC 7 R L AREHEIN T RWEES
RLUABLUIR T — R 1%, RADIUS ¥— 2B E L TLIZE W,
HIRSNTODDEMRL | - R2T—FELTMAC 7 RLAZERA LTV EEAE, =—% IDICRE
TSV, L7=MAC 7 RL A LR~ DEZEFHE LT ZEW,
- RAY— K& LT, RADIUS — NIZH@EDEARE L72FEIE, =
7 4 7 L —3 3 32~ K mac-authentication password Tk & L?L_/\X v—
RE—FH LTI EHRELTIIZEN,
« ERRICEY LR WA IR 5 ~,
5 | BREEH PV 7 7R - REERTIREE DR D DB IMIFFED N MR EIT 5 %6, #HirsA

X]\@ Hﬂ;%ﬁ%u L/T< 7L:
él/\o

* HALIJJ:EX—J‘%T‘— I \—uxﬁiﬂbfx_wuuﬂzg)ﬂ IPv4 7 7 RAY X MT

IPv47 78RV A MPRBREENTNDEZ EEFERLTIIEE N,

Fo, WEOT7EARAY A NERGEFH IPvE 7 7R Y A SOl %%
FELTSE, REAHEAIPvE 7T 7R R MIBE LT 4V Z &8
WOT7EAYAPMIHHEESINTWVDZ EEMER LT EIN,

AR TICBETCTETCLEI> LA, T2 BAVU RN, IPXT vy FO@E

BT D7 4 VHZ &M (permitip any 72 &) MEBREINTWRNWI &
TR L TS EE N,

deny ip any any
DT ANEFRMFEFREL TS, ZIELIARP YT v BIC iOTMMMm
NITONET, EYF— bE MAC FBIEDORE DA LIZWGATEL, =
7 4 7 L —3 3 >3~ K no mac-authentication port ¢ MAC & uﬁwﬂ%

— EMBALTIEE N,

64



5 l/'f‘\”Zu.L.ul—I:(D Fjj}b/l_l“

15 RBAE-aTUK P3Ny
=
- BRI LR WA 13 6~
6 | show mac-authentication * MAC FRREDFFHE WD ER SN2 WG ITEE 7 ~,
statistics o< FTMAC o FEICEY LW ITIEE 8 ~,
G niEa)'f}LD+ rFl i&fﬁi‘%ﬂi\‘ h
DNERER L TLIEEN,
7 |arvvaersv—vara~w | - ary7 47— 33~ R mac-authentication system-auth-control 735%
> K mac-authentication ESINTWRWEAE, FELTIEIN,
system-auth-control 733 i a7 4 7 L—3 a3~ K mac-authentication port TRAFERI R A — kM3
STV EMRRL TS ELLSBRESNTOSDEHRL T EE N,
EE, RS N TV ARG A — F Y L F L, Ty b Y
D LTWRNZ L EZfHERE LTS ZS0Y,
« FERICERY LR WG ITIHE 8 ~,
8 | show mac-authentication c B RINAESM F CRIEEN TV A EAITIENOERIRIHERT 5 £ TE
logging =~ > R & FAT FFHTEEN,
L, BIfFICHER RV E | - BRICHEY LAVEAIE MACRIED 2L 7 4 ZL— a U R L TL
FER L TL7E &N, a0,
5.3.2 MAC EEEEEOD aAvT747Lb— 3 UHERR
MAC fich i ?-Ba'g‘éj_%) = A 71/“‘7 E) :/liw_\'@m %‘fﬁﬁn LT < f:é l/\o
% 58 MACRIDa>I745L—La >R
1| FEERA > b EANES
=
1 | MACRBRED =T 1 7 DAy 747 b—varavy RRELSRESN TS Z LR LT
L—3a VERAE <IEEW,
+ aaa accounting mac-authentication default start-stop group radius
+ aaa authentication mac-authentication default group radius
* mac-authentication password
* mac-authentication port
+ mac-authentication radius-server host
* mac-authentication static-vlan max-user
+ mac-authentication system-auth-control
2 nunﬁﬂq7yﬁzx74’ﬂ/y@ nquHUﬁﬁE@j%jiﬁ‘Eﬁ: %L:ié{%/‘}—é#_&)t:%\giﬁ7/fll/y%'ﬁ:ﬁi; =V
B IE & T 7 4 7 L—3/3 3= K authentication ip access-group 33 & UV ip access-list
extended T, ELLHESNTND I EEMERLTIZEN,
5.3.3 MAC n_,\n.i.E0)7 jJ |'7 /T 4 /7 EEIJIL.\
MAC RFEDT T 2T 4 » 71 L TIRIR D R ZHERR L T2 S0,
® 59 MACRIEDTHI VT 12T DHER
| AR > b HERRAR
=
1 IR OT o v FHRIE - show mac-authentication login {ZFRFEIRRENFR SN TV WA TT T#
L <RSI TV D0 DfE 5-7 MAC REDEEMAT Tk 2E ML T EE0,
A ST AT LT A4 TP NS TRV A IXIEE 2 .
« syslog h—/MZERER S AL TV W EITEE 3 ~,
2 show mac-authentication + F/RIH H "[Account frames]"D"TxTotal" DEN"0" DAL, T 7 4 7 L —
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| i S A HEZENE

=
statistics 2~ > R TDOT W v =3 3~ K aaa accounting mac-authentication default start-stop group
VT4 TR e D radius, radius-server host, & 723 mac-authentication radius-server host 73 1F L
(ERN;IARY S CRESNTVDNER L T2,

« ERRICEEY LW AIE MACRGED 27 ¢ ' L—3 a U EfER L T
ZEW,
3 | syslog ¥—/SDFRIE D

KDoAy 747 b—varavy RPRELSRESN TS Z Ea2MRLT

STZEW,

- logging host T syslog V=AW EINTND Z LEAMHERL TSV,

- logging event-kind CA > MEAINIZ aut D E SN TND T & ZRER LT
KTZEW,

- mac-authentication logging enable WX E SN TWNWDH Z L ZER L T ZE
AN
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6.17vTyry - YFUE FOBERE

6117y TYy - YEFUEY MERTEEMNTERZL

Ty e DEE Y MERTBEN TERWIEEIE, ROFRITRTFEEMET 50 > THRIF DY)
V3T EAT > TLTZE 0N,

£ 61 TyTULy - YBEUEY NOBERTTAE

L]

HRAR -T2k

show switchport-backup =~ R C7' 7
A=V HR—KeBH L FYAR—IBIE
L < Forwarding,”Blocking {272 > T\
DT EEMERLTIESN,

TIARIVR— B FIVFR—FDOEEL BT Forwarding

BIFTE L7 W6,

- Blocking D35E1E, 777 4 7 AR — MEEHRESEIEL TV
B AREMED S W F97, show switchport-backup 2~ KT, 7
7T 4 7 HR— FEEBESEEL Ty, RL T
SV, T T 4 7R— NEEERE EIETOSE, I~
VR—=EBY 7T v 7T HETHRLTLEIN, £20T,
set switchport-backup active =~ KT, T ZVKR—+ %7
T 4TI LTLEIN,

- Down OBFEIFEHPREZ R L T ZE W, R TIEIT

3.1 A —%xy hOBERE) 2L TIZIN,

Forwarding/Blocking (Z[EN 72 W 56, THE 2 ~,

VAR E T A NOE XA
BEERER LTI,

HAEEENT T v a il T L — A2 EHEREE AR — F LTV
RWES, TV s - VEUE U REFHLTWDEET
MAC 7 RV AT v 75— MERERHEDI > T DD, HERL
TLIEEW, MACT RLAT v 77— MERRBENZ /> TH
BRVEA, FTEMACT RLAT v 7 F— K7 L— ARZ(ET
XNy MU= R OYGE, Ty TV s UFE
DUV EZBIOUIYRULARET S L, EEE#E TR
MAC T RV AT =T AN —0 777 b5 ET, @EHNH
BLARWZ ERZHY ET, ZOXIRELEAE, LIEELHF-T
NOHEBEOREZHER L T EEN, £720%, hArdkE
T, MACT RLATF—T LDV YT 52FEML T EN,

EAPEER T T v a il 7 L— AZAERREZ AR — F LT
DY, TE 3~

75w a7 L— ADEEN
VLAN OFRENE L WiER L TL 72
=0,

show switchport-backup 2~ RC, 77 v afilffilz L —A0D
EEEREVLAN R 7 4 7 L—a V TRIELTZE BV ICETR
SNDHTEEMHRLTIIEIN,
BERLIEEBYERRINBWVGE, a7 47— a O
ENELL HY EFA, IV T4 b=V ar TRELLEY
Ty vafiliflz L—LADRELVLAN &, T4~V KR—-+EB
XD FYR—MIEELTHD VLAN ZHERL T ZE
U,

77 v v afilifl 7 L— ADEESE VLAN ORRENIE LWGS,
T 4 ~,

75y Va7 L— A PR T
ZETETOVDIDHERB LT IEEN,

FEEETT T v v a il 7 L— A& %5 LTV A0, show
logging 2~ RCTHEGER L TL7Z& W, ZELTWARWEE, 7
Ty aflfl7 L—AEZETED VLAN RERESINLTND
M, FERLTL &N,
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7.1 1Pv4 =y FJ—H DEIEREE

711 BETSEL, FELEUMESATNS

AREBEBZEHLTCNDIPVE Xy T —27 £, BE N T TARRETLIERE L TEZLNDDIE, RO
3TENHY £,

1. IPEEICERET a7 4L —2a  OER
2. Ry bU—7 OWEREE
3. Fv NU—7 BT DR OEE
FFRI1LBLIO2IZOWTIE, 2747 b —varBLO0Ry N — IO TR & BRSO %
RCNWEEE, BENTE LR X5 RFERB 72V HER L T EE N,
T, 3R T I Tary T4 7 b—va U BIOR y MU= RERIZIE LWOIZ IP WE N TE
W, TZNFETEFICENTWDIZIPWBENTE R 2oTn] LW ) r—AZH0NE, BETMBS LT
IR OBV 5517 FEE W LET,
BEEALRS X OVRIR O Y 431 HiEE, RO7a—2H> T 7EE0,
K 7-1 IPv4 BENTERWNGEDEEHENTFIE

< IPvdBIEH T &>

\’

mErdeati:

BENT SN A1 BETELLM-1:

BefoO Fhian Vv BeEronodnidks

show ip interfaced =/ FIZ LS Awt—2-O0dL 770021 OEER
A R 71— A@up, downd ARED BESE Au T —UOEEISE T E 0
up
down
> A=tz FOREES] VOEHET
A4

pingd =% FMIZ &L HEEEEORE

UE—FOFALS Bt - )L — & R TRIEFT
JL— SR TRERT v
show ip arpOd < FIZLE T L AERRAEORES
BiRED EHRE
A4 A\ W
show ip routed =< o M LD EEEIEROIESE BEETOPR Y D — SREERELT
&L
. Fro3 2w bt =408 71—k
Ay e - - I .
%%E%%Efﬁu STV a—k] MEAT S
7 FLANAE iEEiEmRH Y
TOHCPT IP7 M L AMEIL BT 5730 *2
W Froid iy FEEOIESE *LEHRET
A7 —avsag s Fip routeTIEL

LR EERELET

EXL 131 A=V 3y FOBEREE] 22 L TEE0N,
HE$2 1712 DHCP CIPT7 RLAREID B THNR] 2B L TSN,
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(4)

PBEDOFZ TP a—k

X3 1102 N7y MEEOHR] 22 LTI EIN,

AT DR

WENTEX R RDFRO—2IZIE, BEROESE (/38 B2 ohEd, REBNFRT LIS
T, "RV T7OEEZRTAvE—VOERTIHEZRLET,

BB, B FORFICHONTIE, Ayt —Y - w2l L7y L] 282RLTLIESND,

1. AREE@EIZO A LET,

2. showlogging 2~ R&fioTr /2R RIHEET,

3. BUTRAARELLHERFRINET, BENTERI RO ARHI R ZBRER S TORNAD
R LTSS,

4, BENTERLIRoZHEHIETRENTWD B ZOEEONEL L OEE~DORIGIZOWVTIE, TA v
= u LTy LR ICERE L TWET, FORRICES T Z &,

5. WBEVTERLSRoTZHRHIa FOFRRBRNEEL, [Q) A&7 =—2REOHR) 1ZH#EA TS
EEW,

A48 7 —RIREEDRESR

AIEEDON— T 2 7 IXEFICEEL T AHE6 TS, REELHERL W HBEOEED N—NY =7

WICEENRFEELTNWDLZ EEZLNET,

AU L OB O, ¥ 72— AOREERHAT D FIEZRICRLET,

1. AREBlzarZ/ALrLET,

2. show ip interface 2~ RZ&flo THYEEMDA ¥ 7 = — 2D Up, Down RIEZ R L T 72X

AN
3. M AUH T =— AN Down” WREED L XL, 131 A —V Xy FOBEREE] 22 LTIES
AN

>

MA L H T 2= AL DDA F T 2= AN Up” WRHED & 1%, [3) EEHHOE (KIEE
MHFEMET285E) ) ITHEATITEE N,
FEEHZEDOEFE (REENLERET HIHFE)

AIEIEENRVIEET, BEEZIT> TWHF L OMO & I NITEENREAE L THDAMREERH Y *
T, BEHFLOLEZOMHTEENRKAEL TWED, EEFRELHET S FIHEZRIRLET,

AIEEICm A LET,

ping 2= RE-> GRIETERWEFOMT L OBEZMER L T 72XV, ping 2= KO#ERIESH]
BLOEITHREORGIX, a7 4071 —varbHA Kl 22BLTLEEN,

3. ping 2~ FCHEEHT & OBENHR TEX Mol L XL, I HIZping 2~ REffo TARIEEIC
IWEEE D BIEIZEE A RIS TEEEZ MR L T Z3 0,

4. ping A~ RETORKRE, ME@GEDEEZEEOL ST [(5) MR & O ARP IR ER O
12, UE— MeOEBEOFEF [(6) REBHMOMERR] ITHEA T EZE W,

REEEOEE (REXRDIMKREENLEET 5155)

ALEIC R 7 A L CEROVBREICH DHEIT, BEROEAILRE ) LIBEMTF & O L ZOMsy TR
L T2 I EHPE & FE T 5 FIRZ RISR LE T,

1. BEEROIGARIEEIZ ping EEN H D Z L ZHER LTI ZEN,

2. ping HHEZ BT Y, BEROWALKE LBEMT L OBREBA TS DR LTI ZE,

3. ping BEAE CIBIEAAT & OBUBAHER TE 2l olo b 1, S5 ping v > REM - TREHDOMA

N
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(5)
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(7)

(8)

PBEDOFZ TP a—k

BT WIEE ) DI EE A RIS TBRE 2 MR L T<IZ &N,
4. ping BEREIC K 2 EHMNFFE TS E LD, BELEIONDEENALETH L HEIIALEIC
B7A LTV E, BEMRT Y v —I2it-> THRERKOREZIT> T IZEN,

PEIEEE & D ARP fi#RIEHRODIED

ping <> ROFATHRE R L » THEHEEE L OBG@ENRATOEAIE, ARPIZE DT B U ADBMER L TR
W2 ERBZONE T, RIEELPEEROT N U ARIREL BT 2 PIEZRIORLET,

1. AE@BlcarsA4 o LET,

2. showiparp T~ R&EMH - CHEELER & O 7 KL A RPJUIREE (ARP =2 b UIEMOAHE) 2B L
TLEE,

3. MEBEEEMEOT FLABRHRLTWS (ARP = M UIERDHY) HEIE, [(6) RBIEROMR]
ICHEA T E &,

4, BEBEEEMLOT LU AR LTV (ARP = kU ESRA L) BAIE, MREEEE & AREEO P
P FT—TREN—FH L TWVENEHERLTLLEEN,

5. DHCP snooping ZfH L TWAIEEIEF A T I v 7 ARP REIZ L > TT7 v MBFEEI LTV 5 ATRE
ERHY 9, a7 47 L—3 3 @ DHCP snooping DR ERMENELWORE LTS ZEN, F
JIE\z>WCiX, 8.1 DHCPsnooping D F 77 /v ML T EEW,

RERRROMER

AR & OT RUABR LTI H 10 b b THENTEX 2V ES°, IPvd =% v X MNiEfg Cill
BHFELOBRTORBE CTHBENARA LD, FRITEEHFEE TORBEABN LW EDOBEAIL, REE
PEEFT 2R M TR T O20ENDH Y £4, MRFIEHEZRISRLET,

1. AeEBlCn A LET,
2. showiproute 2~ RAFATL T, AREEDREFTHRBEERELMRL TIEI VY,
3. AREEPMRFEFT2REEROPIZ, BEREL 2> TV DIES~ORBERP2VHELL T A K

Ry TT FUVABRREDEAE, a7 47— ara~y Riproute TIELWREKAREL T
él/\o

4, AMEEMEETAREEROPIC, BIEEEL RS> TV A5 E~ORBIERNHLBE1T, @ERT
DFLEA~DEZEA VX 7 2 — AR E L TV DROEEEICHIERN DD EEXx DNET, 4T D4
BEOPEEIT-> T &N,

e DHCP ¥— #AEE
[(7) DHCP ¥ — "RIEFROMER ] ITHEATIIZE W,
® 7 /L%, QoS, F7-1% DHCP snooping
[(8) v NEEFEOMER ITEA TN,
DHCP H—/\&EIHHRDFER
AMEE DO DHCP ¥ — BEREIC & » THBEEE TP 7 FL A ZE D IR > CTWAEAIE, #WUICIP 7 RL &
ZEIDIENL T ZR2WA[REMERH Y 97,
a7 47— 3 @O DHCP — SERRORESFMENIELWMRE L T ZE, FIEIZOWTI,
[712 DHCP TIP 7 RLANREID BTHNR] 2L TLITEEN,
Ny FNBREDMERR
TANEFEZIT QoS IZE > Ty FEESH TWAAREMENH Y 97, MR & ISICOWTIL,
1102 /37y NEEEOMRR) 2L T 7EE0,
F 72, DHCP snooping Z A L TV AHEITIMA T 4 L FIZE o T/XT v RBFEIEIN TV D ATREMND &
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WEF, 3747 L—3 30 DHCP snooping DX ERMENDELWMRE LT ZIW, FEIZONT
%, 8.1 DHCP snooping ® kT 7 /v ZHBHL TN,

712DHCP TIP 7 FLAMEIY BT H AL

(1)

(2)

DHCP %—RDE F T TN (7 T4 T2 MZT RLABMETE 2W) NEATIERELTEZOND
DL, RO 3IFEENH Y 9,

1. arv74 71 —vaOBREIRA

2. Xy bU—T7 OWRER

3. DHCP #— \D[EE

L 1LOHEREZTo> TS, a7 47— a3 VORETEEZRLT WEOZHICE VL
F9, EFE22o0TE, Ry MUY HROETRI EETHOENEZTFHRI TN E, BENTERL
RD LI BRFERNBRODHER L TLIEE Y, 274 T 2V /P —ROHRE (v hT—27 71— ROERE,

=T NOER R E) ITHERESNTWAES, ER3IWCFRT IR [av 74—y arBLXUOxy b
U—ZREBIZIELWVWDIZZ SA T MIIP 7 RLAREVIESHT, IPEETEARV], L) r—2R|Z
SNWTIE, Q) BHA v E—VBEOAS v 2 72— 2A0MHE] 23R L, REBTRENEELTVS )
MR L CTLIEE, REETEENEA L TORWESE, TQBEEHREOBE (REENDERT 55

B BBBLTLIES N,

aVI749Lb—2 a3 DR

DHCP — R EDY VY —2FHDa L 7 4 T L —2a VREIALE 2T IAT 2 MIIP T RLANEY

RONRWEWIREANREBEZ ONET, 274 b—a VOBERTFIEZXIRLET,

1. DHCPZ A7 MZEIVAHT S IP 7 KL A®D network 5% E % & ¢ ip dhep pool BRENFIET H I &
T, a7 40— a9 U TCHERLTLTEE N,

2. DHCP 7 547> MIEIVAHFS DHCP 7 RL A — AR a7 4 7 L—3a v a< 2 Fipdhep
excluded-address (Z L > ClRIEEH 9527 74 7 FOBESLLTIZR > TWRWhik, a7 47
L—3a VCHER L TLE SN,

3. UIAT U IDBRAREENST FLRAZEIVIEONTZHE, 7747 FEMERELEDBENTE RN
AL, TN M—FORENENTVRENWIERNHVES, a4/ L—aravw R
default-router T7 74 72 FINER SN TWA Ry NI =T DNL—HT KL A (F7 4/ h—#)
MEREINTWENERLTCLEEW (v 47—y ara<w L7 7 LU A] 28FICLT
<TZEW),

4, DHCP VU l—=—Vxl hERDBEOHRELMRL T EIN,

5. DHCP snooping % f#iJ] L TV % 341% DHCP snooping (2 & - T8 v MRS TV D ATREMEN &
WEJ, a7 47 L—3 3 @ DHCP snooping D% ELAENIE LW RE L TL 7Z&W, FlEIC>
WX, 8.1 DHCPsnooping D b7 7 /v ] LT 7ZEW,

BERAYE—CHEIVA V27— ADHER
7 IA4T Y MIIP T FVAREIVIRONR S RDIFARO =227 TA T & b =Y = HTHENTE <
o TWDHZENEBEZXONET, REENRRT HEMH A >~ &— % show ip interface 7~ NIZ k21

%7 = —ZA@ up,/ down KHELZ TR L TLZ &V, FIHICHOWTIE 1711 @ETE2, FR3Uls
NTVD | 2ZRLTIIZEN,

EEHHOFTE (REEMNLERET HIHER)

ERICEENR LWV XTBEELIToTCWHTFEL OO 8 ZNTEENRRRE L TWAAREERH Y F
s WEHTFLDOEZDOEHS TEENEEL TV A NEEFHFELZEET S FIEEZRITRLET,

1. AREFlza s/ A LET,
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2. showiproute 2~ REMHEH L TREFEHRAMABL T ZEV, DHCP U L—%2&HLTWDIEE, 7
TA TV MAEORBENIE LS BEREENTWAHZ EEMERLTLIEE N, £/, pinga~ R ET
DHCP UV L— & LCEMEL TV AL —F 7R &L OBGEEZHER L T Z S0,

3. =R SAT U NREROES, HUBRr — 7 L O 2R L T IE &N,

(4) Ny FBREDOHEER
TANZEIZIT QoS ICL o T/ FREFRSNTWDAREMENH Y £4, R Gk L SO0V T,
1102 /37y NEEEOMER] 2L TS0,

F 72, DHCP snooping ZEH L TWHEHEITMAK T 4 VAL > Ty FBEES LTV D AN S
WET, 27 47 L —3 3 @ DHCP snooping D% ESMFNE LN RE LT 7230, FIRIZDWT
%, 8.1 DHCP snooping ® k7 7 /L] ZHZHL T LIV,

5) LA¥ 2%y bT—H DR

N SH@ETOFMETHE I ARCHERAONSLRWVERE, LAY 23y hT—7 ZRERSH 5 FIHENE
NHVET, 4 LAFY2ALTF L ITDINT TNV a—h] ZBEILAY2 Ry VT —7 OMR%
1THoTLTEE,

7.1.3 DHCP H—/\#£8ED DynamicDNS E#E A F4E L 12 Ly

DHCP % — "DiffE b 7 7 ABRAETHHERFE L TEZXOLNDLIDONE, ROIFEERH Y 7,

. arv747L—vaOREI A

2. I hU—7 OHERRAE

3. DHCP #— " 0Dfs#

FP LR LOEREIToTLEEY, a7 47— a v ORETHEZLT VLD EEIZE VAL
FT. ER2COVTIE, Ry MU HROEER L EEROEN RS TOLLE, BENTE2L
725 89 RIREDB 72O MR L TL 72 &V, DNS #— 3 /DHCP —ORE (Ry NT—27 I — KO
E, =7 VORI E) THRINTVWIEE, ER3ICrTEI R [avry 7 r—varvBiO

X MU —ZHRIEIE LUV OIZ DynamicDNS E#EEREE L 220N, &V 9 Fr— 20T, #fE 1)
A M OHER) ~ [(5) 37 v MEFEOHMEGR) TR LET,

PR L OVRK OB Y 53 F FIEE RO 7 v —IR LET,
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AEBEBTERELL FEBETHEELL
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<DNSEEZr A fTHoAL L N>

Vi

AT T L= 3 DER

y

show logginga < > F4bshow ip interface
AT U FICEEBEREDORER

(DNSH—/3—DHCPH—/3| KEETEEHY
FICEHOEEHY)

bk BEDEEREZHERL T ZEW

k& EEG L

(Ayw—L-A5LIT7FPLUR] OF%

e - BRAAYE—UORE], LU TEE
j’f)l’g/aosﬁﬁriﬁiﬁa}ﬁ&mu _G%f;l:\, i'f’:iiﬂjﬁﬁéhft‘é] X[:
TS

%

[7.11 BETERY, FREOMEEINTWS ] 22 LTIEEN,

aAVI749L—> 3 DR
DHCP % — 3 ED I R, F721F DNS ¥ — 3 EOFEE & O —EZ X - T DynamicDNS (Z%}9°% DNS HHr
DELKEELTWRNWZI ERRREZZONET, a7 7 b—r 3 VOERFIREZRITRLET,

1.

B8O IZ DNS H— M "C DNS B 277l T 5 Hik AR L TLL72&W, IPT KL R /Ry hT—2IC
X7 7 B AHFAOGAITHEE 3 UBEZR L T ZEV, SBRES—IC L2 MOEAITHEA 2 DI
ZHERBLTLIEE N,

DNS $— MU THEE LTV 5D F—IHH, #RiFx—& DHCP — a7 4 7/ L—a UV TRIESNT
NWHF—EFERAF L THDLZEE2MHRLTLTEEW (lavy 4 L—varavy RL 77 LA
EHEICLTLIEEN),

DNS — I THEL TWD Y =& DHCP — a7 4 S L—3 g DY — U AFERP—F L
TWAZLZHAL LIS (lavy4 L —ygravwy L 77 LA 2B8BICLTLEE
W), T, TOEXICEREEHEIEOMENRHRESNTNDEZ LEHRL T ZEN,

DNS FHMNRESNTVWDL I L 2R LT &Y (av 4/ v—yvaravr FLr7r Ly
2] BBEIZLTLIEEW), T 74/ hTiEDNS EHITENIC /2> T\ D72, DNS FH%1T 985
BIIAREZITHOLERDHD F7

TIAT v RIMERTSD RAAL AN DNS B— B L THD RAAL 4L —FLTWDHI &2
LTSV, DHCPIZ L > T RAAL VA EEATALEIFEa 74 7L —2a TELIRES
NTWNWBZELEHERLTLEESN (lavyrg4 b —yaravw L7y Ly B HEHa~
VRV T LR EBEIZLTLEEN),

RFZITEER D FEER

DNS E#H CRIEF—Z2 AT 2 & &, ARIEE L DNS — B85 1L D713 < DEA UTC IKFRFIT 5 4
DNTHDLLENH Y £9, showclock 2~ RTAREEOHZEFRAMRB LT, LE2LE a7 4
Jl—varavy KL 77 LR 2BEBIHAERORIZIT-> TS0,
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BRAYE—VBLVAM 2T —RADHER

DNS #— L OBENTE 2L R DFKD—>IZ DNS #—/3—DHCP 4 — B CTHEENTX < o T
LHZENEZLONE T, REENFRT HEMA v &— U< show ip interface T~ NI 54 v X7 = —
AD up,/ down JREEZHEFE L TL 7280, FMEIZSWTIE [7.11 @ETE eV, 38y

5] EERLTLEEN,

»

show ip route =~ > RZMEH L CTRIEFBEREZMRE L T EEW, DNS—"BYE— DXy FT—
IR LTV DA, DNS = I E ORENE L BHEINTNDZ LR LT EEN,
3. DNS #—,3& DHCP Y — RN —F 72 ENB D86, ping 2~v 2 REES THEETEARWET
(DNS =) L DOIZH H%E (b—F) OBEAMHER L T /EEW, ping 2~v > FTHEEMTL
DOBENHER TERN -T2 L &, EbITping <2 REM - TREBENS 7 547 > MUllZAIT T
PTWEERE 2 BIEIEE A TS mT CBE 2 /G LT 72 &V, ping 2~ 2 ROERIERR L OFTH#E R
DRIFIZONWTIE, a7 7 L—yarliA R 28RLTLIEE N,

3. DNS #—/3t DHCP — \BEMEOLE, HUB X7 — 7 VOB 2 MR L T S0,

Ny FNBREDMERR
TANZEZIT QoS ICL o Ty FREFESNTWDAREMENH Y £4, R Gk L SO0V T,
1102 Y7y MEEOMR 22 LTIEEN,

F 72, DHCP snooping ZEH L TWHEHEITMAK T 4 VAL > Ty FBEES LTV D AN S
WET, a7 47 L — 3 @ DHCP snooping D% ESMFNE LN RE LT 7230, FIRIZDWT
%, 8.1 DHCP snooping ® b T 7 /L] ZHBHL T I,

LAY 23y bT—Y DHER

MNSG)ETOFMETHE I ARHENRAONSLRWEAE, LAY 2 Xy hT—7 ZRERSH 5 FIHENE
BHVET, 4 LAFY2AAL v TF L ITDRNIF TN a— R 2BBIZLAY2 Xy NU—V DOfER%
fToTLTEEW,
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7.2 1Pv6 Ry kJ—4H Di@EERE

i

721 BIETZERL, £ UBIATLNS
AREBEZEHLTHNDIPV6 Xy T —27 ETC, BE NI TARRETLIERE L TEZLNDDIE, RO
3TENHY £,

1. IPv6 BIEICERT 2 a7 4 7 L— g v OER

2. Xv NU—7 ORERER

3. Fv NU—7 BT DR OEE
FRILBIP2I2OoWTIE, ar 747 Lb—2arBIORy N — 7 B OB TR & RS DOFESS 25
RCNWEEE, BENTE LR X5 RFERB 72V HER L T EE N,

ZITHE, 3UTRT LI Tar T4 7= a vBLUR y U= ZIKIFIE LV OIZ IPv6 J@E 2 T &
R, TZRETEFCHNTOZOIZIPVO BIER TE R RoT) L) =2 & HbIT, FER
L ORR O Y 53 FIEZ DAV LET

FEEEALS L OURR O Y 530 A, RO7 8 —=25t-> T ZEW,
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K 7-3 IPv6 BEMNTEHRWNGAEDESHEMFIE
<IPVEEEATEHLV>
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Oy o
BEMNTELL G2 BETER{ AT
BEO O A0 AEFOOTHHS
show ipv6 interfacea <> FIZ& 3 AytE—2-05L277L20R] OFEA
A 2% 72— Dup.”downiKEE DHEER AvE—CO B> TLEZEWN
u
b down
M4 —4%3xy FOBEREST] *IEAFET

ping ipv6avT > FIZ L ABEZRADETE

JE—bDRR S

BiERR b — 2B TRIETRHA I—RETEETA

FRRIEERA L
TORRHRy T
7 FLATIE
‘ i fRR .
Shog ;p;ﬁpr}ilihgors RAICE BT 74 )L FZEE show ipv6 route:?‘_z [
7 KL R AR DD DERFEHEOER 12 & HRRERIEROHER
. sy s 4 | A=FvR
KRR SESL HBEDHY BEESEHY
HFEEDIP Y F n e
o REEREL S P AED: AL ORIEREE
TLEEWL a7 Kipvb routeT sl TZstl
Fhzld T —H3y ELWMERE
FOBEREE) *IZ BRELET
HEATLEEW

show ipv6 router-advertisement
ARV FIZEBTIH4ILE
F— koA DORER

FIAIL b F24IL bk
H—hrYzA i N E
ERdH Y R L
p o i RMBESRZERM LTS
JALORENEE =5 OREAEE
" N BELTCEE,

E¥ B0 A=V xy hO@EEREE] 22 L T30,

(1) B DR
WENTE R RDFERO—2I2IE, BEROEE (Fi3ENL) BBAObRET, REBNFRT LIS
T, "= Ry =7 OREEZRT Ay E—VORFFIRERLET,
BB, B TONFIZONTE, [ Ayvt—Y -m7 L7702 28R LTIEIN,
1. AEECas7ALET,
2. showlogging =~ F&flio T /2R RIEET,
3. BZIEBEABELEARRRRINET, BEDNTERI RS ARIIR ZRERRINTOZRND
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FER L TLE &,
4., BENPTERLIBROoZABICERENTWL B ZOEEONEL L OFEE~DORIGIZOWTIE, Xy
= vl LTy LR ICERELTWET, ZFORRICIES> T EE Y,

5. WBENTERLS LTI FOFRRBRNEEL, 1Q) A& 72— 2REOHGR) 1ZH#EA TS
7230,

A48 7 —RIREEDHESR

AEBON— R 2 TIFEFICHEL TWIHATH, AEBEERL COWIBEOEBEON— R =T

WIEENEELTNWDIZ ELEZLNET,

AU L OB O, X7 2 — AOREZHAT D FIEEZRICRLET,

1. AE@BlcarsA4 o LET,

2. show ipv6 interface =~ o R&fifi o> TRgMEEEM DA % 7 =— 2D Up,Down JKEEZMER L T 2 &

AN
3. M AUH T =— AN Down” WREED L XL, 131 A —V Xy FOBERE] 22 LTIES
A

>

MA L H T 2= AL DDA F T 2 — AN Up” WREED & X%, [3) BEHHOKE (KiEE
MOEET285E) ) ITHEATITEE N,

BEEGEORE (KREENMSERT H5F)
AIEBIEERNR2VGATE, BEEIToTCWEHFLOMO L ZNCEENRHEAEL TV O AREMERSH D F
T, BEMETEDE IO TRENTAE L TV D NEEGEZFET D PIEEZRITRLET,
A 74 LET,
ping ipv6 2~ R&EE-> THETERWVWE A DM TF & OB AR L T 72V, pingipvé =< K
DOEAEGIR L OETHRORTICOWTE, [ar 747 v—va WA K 22 LTIEEN,
3. pingipv6 ¥ R THEHTF L OBENPHR TE R o A1E, I HIC pingipvé 2 ~v 2 REEST
ALEE T WEEE ) BB EEFIC T TEHIBEZ R L T EE N,

4. pingipv6 T~ RIFEITORE, WEHPANEEEROLGAIL 1(5) BBEERE & © NDP fRRIEH O
P, VE— MEDEBEOEAIE [(6) 2=F v A M V¥ 7 2 —AEROMR] ITEA TS
VY,

FEEHEORFTE (FEROmKREEN oEHET 515E)

ALEEIZ 0 7 A CTERVREICHD2HEIT, BEEOIKRIEE)OIBEHT L O L O THRENSE
AL TV D PEEGRAZRET 2 FIEEZRIRLET,

1. BEROEAIEE I ping ipv6 BEEN HDH Z L MR L T E 0,

2. ping ipv6 HEREA BTV, BEIEOIMALE L BEMHT L OBUEAA TE DR L TSV,

3. ping ipv6 FERETEEMRT & OBERHER TE 2o 28581, S5 pingipve 2~ REffio TEBE
RO UGARLEE T VEEE ) DIRICEBEHEFIZANT THRA R L T E &0,

4. ping ipv6 HERBIC KD ERENRECTEELLD, BELEXONDIEENALEE ThH ILGEITIARE
BIZR 7 A LTCWeE &, BEEMRNT Y m—I2to TRERKOREZT> T ZEN,

B EEE & ) NDP fZRIERDFER

ping ipv6 == > RO FITHERIT & > TREELEE & OBOEN R OBHEL, NDPIZKDT R L ADMER LT

WRWZ EREZLNE T, ARUE L BEEENOT LA RIRIEZ HGR+ 2 TIHZ RISR LE T,

1. AEE@EICa /A LET,

N =
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2. show ipv6 neighbors 2~ > RaAff o> CTH#EEEM & O 7 L AfFRIREE (NDP = | U IF O F )
ERER LTS EE N,

3. BEEEEMEOT FLANFERL TS (NDP = FUIERH V) BEI1E, (7)) RAHROME] I
AT TEE N,

4, BEBEEERIE D07 FUABRMEHEL TV (NDP =2 F U IEHZ L) BT, Mk & RIERE O IP
I FT—=IREN—FHL TWENEMERLTLLEEN,

AZF Y A3 7z —RIFHRDIER

DEUE LR ISIERZ R T A HERH Y £9, MRTFIEZKIRLET,

1. AEBlzos/LrLET,

2. showipv6 route 2~ FA&FATL T, REENEEG LoREIEREHEEL T30,

3. ARIEENES L-RBEROTIC, BEEELRSTVSEA U F T =2 — ADORBIERD 2 WVIEER xR
JARRy T RUARREDE AT (7)) RATEROMR] ICHEATITES N,

4, AAEEDMERT O RBHFROPIZ, WERE L 2> TV DEE~DORBIHFRN H 5 BA1E, BERT
DFLEA~DEZEA X 7 2 — AR EL TV DROEEEICHIER DD EEX DNET, 4T D4
HEOTEZIT-> T IZE,

o 7 VZ FE7-1% QoS HRE
[8) "7y MNEFEOHER] ITEATI I,

RA R D HEER

1. AMEBEICo s LET,

2. BIELEYELTVBA L H T 2—R a7 47 L— 3 a3~ Kipv6 nd accept-ra default-
gateway 23eX E SAILTCWVA N ERER L T IZS WY,

3. a7 47 b —varavy Ripvbnd acceptra default-gateway 235X E SV TW R WEETE, 27 4
Tl —aravy Ripvbroute TIE LW AZRE L T EIN,

4, a7 47 L— 3 a<y Kipv6 nd acceptra default-gateway 235%E XL TWV D E41E, show ipv6
router-advertissment 2~ R&FEIT LT, REFENEG LT 740 N7 — bU = A fFREHA L TL

720,
5. TN M= MU A HERPTENEEIE, RAFREZEAN L TNV —FORENFLZHRL TR
SN,

6. AEEENEEFTARBEROPIZ, WBIEEEL 2> TV AIELE~DRBIEFERNH D5A1E, BIERAT
DRI ~DEZEA L F 72— RATREL TWVAROBREICEERNHA L EZZ2 DNE T, EYT A1
BEORABEEIT-> T IEEN,

o 7 VZ FE7-1% QoS HEBE
[(8) v NEEFEOMER ITEA TN,
N7y FBREDHERR

TANZFEIZIT QoS IZE TRy "REEINTWDAREMERH Y 97, MERHE &SI OVTIT,
102 7y MNEEOHER] #ZML T EEN,
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8.1 DHCP snooping ® k5 JJL

81.1DHCP ICBEET B 5Tl

DHCP snooping # % T DHCP @ IP 7 K L ABMGN TE ZRWEAIE, WROFITRTREEMAT 5 IEICHE > TR

HOGID 551 217> TS,

= 81

DHCP snooping ¥ CTDHCP M IP 7 KL ABHANTELR WS EDEZHETAE

=

1 show logging =~ RZFITLC, BH | v Zili— Ry = THEENTEE I TWEAIR, EEE
a7 — Ry = TREENGER SN T | RALTIEE N,

PEVPERR LTI, ERICHEY LSO IR 2 ~,

2 | IPT FLADOHREAA TEZRND IP 7 FUAREAMTE RN EEIE, HE3 ~,
2 BT RUABFEIR TSRO | p 7 fL 2 s @ HTE RVEAL, HE 9 ~,
MER LT IZE WY,

3 | show ip dhcp snooping statistics =< K | DHCP snooping 23 7% untrust "— b & L TERINHAHR— b
% 3217 L, DHCP snooping D EMEIRL 23, XEEE (P 7 R L ADREATE R VEERE) (28RS T
ERERL TS EE N, WHR—ME—FHLTWDEAR, HE 4~

FENLS DR — MIEEH SN TV D451, DHCP snooping D %f
%%k fio(b\iﬁ—o

Ky b U — 7 #ERR° DHCP B — 72 EORRGEZ MR LT, M
DRODE IR WNGEITEFE 10 ~,

4 | 2TA T REY—RHNEDHET | REBEBNRLAY2AAL v TFE LTI IFAT 0 e —"DIC
B SN TV &R L T ES RSN TOVDEAL, THE 8 ~,

v AHERD DHCP — &M LTV 2 501, THE S ~,
ARIEE L 7 T AT FOBIZ DHCP U L —MFET 241,
HE 6 ~,
AAEE L 7 T A T 2 F OB Option82 2 54 24BN H 5 4
alx, HET~
LROEHEDOFMIC—ET HBE1E, FATL2HELIEEICS
LT EEN,

5 | DHCP ¥ — SEERER N2 L2 | DHCP —TIP 7 FLAREMTE HRELR-TNDH &
LTS IEEN, ERERL TS EE N,

RIED 2 W GBI 8 ~,

6 | DHCP U L—if&H /37y b &mikd | DHCP U L—i&fH D DHCP /X7 v MEZ T4 7 b — R =
DYrald, arva s v—varav | 77 RVALKEILMACT FUANRR L0, N7y B
> K no ip dhep snooping verify mac- EINET,
address W E SN TV DOIDER LTS | 3437 v Fadikd+ 288 1Ear 74/ Lb—varawr R
ZE, no ip dhep snooping verify mac-address % 7% E L T< 7231,

7 | Vb=V MERATVa vk | Vl— =V MEWRA T T 3 (Option82) &&ETe/ 7w k
BTy FETHT 5E1E, 3y | 3T 740 P TIRBERSET,
74/ b—v a3y Fipdhep My FERIRT Aoy T S L—varav s R
snooping information option allow- ip dhep snooping information option allow-untrusted % 7% /& L C< 72
untrusted 23FE SN TN D 0flEFE LT X0,
<TEEW,

8 | DHCP — 3% Hfi L TV 5 A — FAY | untrust AR— 72250 DHCP $—/NE%E /37 v MBS E

trust R— FMZR > TWAHZ L 2R L
TLIEEN,

D
xt5 L9 % DHCP H— "R IEHO b DO TH H56, HiiShT
WAR— NIz 7 427 L—3 3 a2 R ip dhep snooping
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BIEDRITLYa—F

L]

Xt

trust Z g% E L T IZ &,

0%, AEEE O DHCP Y — %7 555513 untrust 87— F T
MiEH Y A, £z, AEEODHCP V L —2FEHT 2556
%, DHCP $— 235 STV 5 VLAN 2% DHCP snooping
A, trust H— MRS THNDRERH Y E5,

show ip dhcp snooping binding =~ > F
THRA T TR ERER L T2
é l/ \O

WEAHEIHL7-HLICIP T FLAEHNTERVESE, A
AT 4T T—ER—ADRGFEHB LTI,

1812 NAVF 4L T F—FR—ZDRAFICEHT B N5
V] BHELTLIEEN,

NA T 4 THERTRRENDEY MACT RLR TP T R
LAR—ET5) = kU OFR— L VLAN ID B2 D54

%, IP 7 RL ARG L7 d & THEREAR — FX° VLAN OINE %
W LI RN 0 £77,

BFEDO AR — FX° VLAN TEAZ&EIT 28561, BEIP 7 FLR
EEALTLZS0,

10

Z Dfth

LROENTHIER LW GEE, KEESEIZ, WETHH
LTS ZEDMOEEZFER L T E SV,

BA2NA VT A VI T—ER—ADRFICEAT B ZTIL

PHEFRBING 2 LNTAA T o O TIERDBG ST IRWNEEIE, AN, T T T = S R= ZADRAFIZH
T2 bTTNBREZONET, ROFITRTEEMITITIEAE > TRKEOEIY 31T 217> T IZE 0,

£ 82 NAVUTA VI T—ER—RAOREICET S S TILOEZHETHE

b= HEAS >t s

&

1 | showmc =< K& 72iL show flash == | REFARENLWIEEIE, FER T 7 AV EHETHRE L THRME
v R, flash £721EMCIZHo7eRkfl | HEEZHERLTIZIN,

HEENRH D L ZHER LTS Fnﬁ%_ﬁ?ﬁﬁ“)?})’%fib‘i}%é\, IE% 2~
W,

2 | AT T TR AR | flash ITRIFT DA, HE 4~
ERBLCTE, MC IC(R175 21, % 3~

3 |lsme-dir 23> KT, MCORET 4L | T4 L7 FUBNFELZWESE, mkdir a2~ RTF 4 L7 K
7 NIDFETHZ EEMERLTLE UEERLTLIEEN,

S FREAS B b 70y, T 4~

4 | avrq4Zr—vara<wrFipdep | A VT 4 U7 ERPEF SN THIRE LM RET 5 £
snooping database write-delay DX E &, THRA VT AT T —ER_X—RIRGFINETA, IPT KR
show ip dhcp snooping binding =< > F BoAf 2 G E R RR T 2 D& - T, A>T 4 v T T —
TN T A TT—HRX—ADHE | Z_X—AOEERFRENEHTIN TS Z L 2R LT
PRIFRFE 2R LT 72 &0, X,

RIREA RO B2 WIGE, THE 5 ~,

5 | DHCP 7 ATy MIEAEINTZIP T | U—REMOERNE VG, ST 4 v T F—2R— 255
RLAD Y — AR/, T —H_X—2X FIATHNZIP 7 RUARY —2AGIN & e b RetEndH v £3,
{%T?Hﬁ:@%%ﬁgfﬁﬁﬁ LV ENT & 2R a7 4 7 b — 3 av K ip dhep snooping database write-
LTSS, delay TAYEE DT — N— ZRIFREO R LI 2 5 < T 5 1,

DHCP #—/_XTIP 7 RLAD U —RAEFEZ K< LTL &N,
RN RO B2 WEE, THE 6 ~,
6 | FTofh NA VT 4 T F—=H R_R—Z % flash (TIRAFE LT & S XRIEN 2

<, MCIZIRE LI L ZITAA U F 4 v TR B X kT 72\
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H

AL, MC ZZ# L T 72 &0y,
B, RHMoOBERZAIREE T2HE81E, Mo T 77—
HAR—= 2D E MCIZLTLTE&EW,

813ARPICET S +Z T

ARP X7y EBERINTND L IPVEBENTERLS RV ET, ARP X7 v MREEINDIFRKFE L
T, ¥14F v 7 ARPRENEZ LNFE T, ROFBITRTEEMATITIEHE > TRROYI Y 55315 %217-> T

<7Z&W,

® 83 4T 3IvY ARPEEICE>THREL: FIJILOEERENAE

15 EANES %t

%

1 | DHCP snooping % &% # & fest L C < 8.1.1 DHCP BT % 57 /1] #%M LT, DHCP snooping
I, NEFICEEL TS Z L 2R LTI EEN,

RED oD B2 NEE, THE 2 ~,

2 | show ip arp inspection statistics =+ > N XA F v/ ARP AV EZN: untrust R— ~ & LTRARSIND
EFEITLT, ¥A4FIv 7 ARPHRED | A— 2, IPEBEEDOTE VR — & —FLTWBHEIT,
FERNZ R L TLIZEN, THE 3 ~,

ZFRLUSNDOR— MTHR SN TV D EAIE, #4732 v 7 ARP
MEOKIGI LI TWET, Xy bT— 7 HES IPv4 @52
TERWEEORTEZHER L CRIENR RO bR nWgEE, HE4

3 | show ip dhcp snooping binding =~ > K NA VT 4 VT ERD VG E, SHREEREEIP 7 L A%
ZEITLT, BETERVEREICHT | HoEETHIUEL, 207 47 L— 3 3= Fipsource
DRAT 4 TERB D LR L | binding ZFREL T ESW, /2, DHCPIZL>TCTIP 7 KLA
T, FEATAEBRETHIUE, IPT RLAZHEBHELTIZE N,

4 | Zoft FROENTHIR L2WEAL, AEEZSEIC, EECHA

LTWDZDMOBREZ R L T /2SN,

8.1.4 DHCP, ARP LIS\D@EEIZET S 5T

WK T 4 VR BN LI E, S T o v TIERIZ R\ WEEE )N D O DHCP/ARP UANO T XTH/RT
FMEBEIRLET, ROFRIORTEEMTITEICE > TRROYIY 51T %21T-> T IEEN,

R 84 WMRIAINBICEO>TRELE FSTLOEERTHE

H HEENE X3 It

%

1 | DHCP snooping % &% # & fest L C < 8.1.1 DHCP BT % 57 /1] %#%M LT, DHCP snooping
ZEW, PEFICHEL TS ZE 2R LT IZE,

MR RO D WG, HE 2 ~,

2 | avT e L—varawy Ripverify | ip verify source 235%E SNV TW DB EIENA VT 1 ZIEHRIZ e
source DXfRHR— MIRE SN TN D WEEEN DDy NEBEIELET, MERRWGE, HE3
PR LT EEW, ~

ip verify source 23F%E SALTWARWEATE, HE 4 ~,
3 | show ip dhcp snooping binding =< > K NA T 4 Y TTERPIRNGE, MREENREEIP T VA%

ZIITLTC, WECERVWEEICHT
DINA T 4 U TIERD S DR L
TLIEEN,

FofE@Echbnig, a7 471 — 3 a~< Ripsource
binding Z#%iE L T 72 &L, %72, DHCPIZE - TIP 7 KL A
EESGT HEBTHIUL, IPT FLAZHERAL TIEEN,
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4 | Fofh EROENTHRRE L WGEIE, AEESEIL, BEECHEA
L TCWBZEDMOEREEZMER L T EEW,
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82 RY—R—ZRZI5—Y2H5D ST

821 35— voEhiy
R —_R—=2I T =Y T RFERAPICHR T a—N T — 1 VT ENRWIEAIE, ROFITRTREEMR
Wr FEICR/E > TRIFZH 0 231 T 7280,

® 85 MRIOA—MNIF—YUTENLGWNGEDEEHENAE

15 BRNE -T2k it his

&

1 | AV —R_R=RIF7—V T OERR | RV —R_"—=RIT— VT OREBRA X T2— AV A %
AT 2—=AY A FE@EICHEEL | BREELTVD T 7 ERA Y 2 PRRESHLTORVWES
TWL7 7RV A RPRRESATY | 1E, ar7 47 b—rar2BELTIEEN,

HlE, SLTLTUTY AT | gy LRI T— U LS DRIRIA B T == R A N
BLTIES EICHEL TS T 78 A Y XA MBRRESN TV LHE,
+ show running-config TEE 2 ~,

2 | 7e—RHE— ), R ——2 Flow detection mode 237KV 3 —_—RA I 7 — 1 » IXfInDE— K
2TV UTRIEDOT—RIZRESN | IR TWRWEE, av 747 L—va VEEIELTLLEES
TV Z B LT<EEn v,

* show system Used resources for Mirror inbound(Used/Max) DX 57 7 2 A U A K
RO b YR 7 v —RHE— ROXMIGI L 7e> T D5
A, AT 47— a rEEELTIEIN,
W) 727 0 — T — RBRRES N TV AEATE, HE3 ~

3| ARV == IT7 =V TOEEL | R —_R=RITF =Y T OXHT L— L5 L Matched
AVBT =AY A RNEBEICIREL | packets DERERZRLHEIL, 77 EAY X MOBRERHR > TWH
TWb7 78Ry X MZ—& LT LAMREMERHY T, a T4 VL= a rERELTIES
L —A%5 %, Matched packets CTHEZS L W,

T HY S N— R T vV DR T L— L% & Matched
* show access-filter packets DIEA—F L TWBHEE, Flldary 747 b—vay
ERELIRERT 78 A Y A OBREPIELWIGAEIL, HE4

4 | MEEAE T2 AV A MIHEL | IT=R=bBEIRFLIEA v Z T 2= R Lo TORVWES
TSI 7—KR— FOBREE, 2 i, ar 74 7=y arERELTIES N,

T4 —va TR LTS I MBI LA VBT = — R LT TV BEAI,
v T 5~
* show running-config

5 | 37 —AKR—FrOREEHEELTIEZS LTI =V Ry "M F T 2 —ADYE, hoOR—
[N NIRREDS active up LIAA DAL, R — MRAEZ activeup IZL T
- show interfaces ISV,

- show channel-group TR IR N F A H T 2 — ADYE, o
F v XN T N—REED Up AN DGHIE, Fr RN T —T7 |
REEZ UplcLTL &,
ERRICHEY L WGEATE, THE 6~

6 | E=F—F—FOREEZHRL T | F=F—F— P A =V 2y " U E T2 —ADHE, hD
S0, A— NMIRRED active up LIAA DAL, R — MRAEZ active up 12
« show interfaces LTSN,

- show vlan detail show vlan detail 2~ R&FHATL, %5 VLAN OREEN Up Th
2L, BIOE=F—FK— FOTF —FEEEIREED Forwarding
ThHHZLEEMERLTIZEN,
=5 =R — hOREICEF DR WGEIL, HET ~,
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b= ERENE-avU R Sl
&
7 | BEWT 4V Z ET21T QoS I2 L - T, WL EHISITONTIE, 1102 7y NEEOHER] 25

KR T L —ARFEFRINTWARWiE | BLTLEEW,
WLTLIEEn,
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BEZLEDRT T a—+h

8.3 sFlow #5tD F5 T L

8.3.1
(1)

(2)

ALEE T, sFlow HEHERED R T TNy 2 —TF 4 VBT HEADHENIIIRD LB T,

X 8-1 sFlow #stH4aeD FS T a—T 1 I DN

ALY B FETORBHER

l

BT FTOEERRHER

l

aAVI749 L= a3 v OARKEDR

l

ZOfts, #EERT E DR

sFlow /8y EAAa LY ZIZEMEELY

LY 2 ETORKRMESR

17.1.1 BETERY, FFUHMIN TS BROY 1721 @ETERY, EFUH I TS
EHMBL, a7 XK LRy NV NRELLERINTWE2ZHERLTIESN, L, av
74 7 L—3 3 TsFlow 737 v h DO KY A X (max-packet-size) ZZEH L TWAIEHEIE, HEELTHD
Nry YA RXTalb 7 2 ETERTE DR LTI EIN,

FH avy I‘ 'CG)EM’FEEW

show sflow =~ > K& #[0]521T L T sFlow #atiE#Ha £/R L, sFlow MatERENSEE L TV 20 R L T<
FEV, THREOMEABEMLTWARWESE, [3) arv 747 Lb—aOER] #BRL TS,
ML TWaAEEE, 1711 BETERY, EEbrshtnsd), 17210 @ETE2R, Eukr
INTWD] BEO (5 a7 2HloREMHE] 22K L, a7 2L Try NI —7 BIELL#
SN TVDEINEHARL T EEN,

K 8-2 show sflow I< > FDERRA
> show sflow
Date 20XX/12/09 11:03:00 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 1:17:49
sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 2 seconds
Default configured rate: 1 per 10430000 packets
Default actual rate : 1 per 2097152 packets
Configured sFlow ingress ports : 1/0/3
Configured sFlow egress ports | ——
Received sFlow samples : 2023  Dropped sFlow samples
Exported sFlow samples : 2023  Couldn’t export sFlow samples : 0
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Overflow time of sFlow queue: 0 seconds

sFlow collector data :

Collector IP address: 192.168.0.251 UDP: 6343 Source IP address: 192.168.0.9
Send FlowSample UDP packets 1667 Send failed packets: 0
Send CounterSample UDP packets: 1759 Send failed packets: 0

HEOTFHEEOM, Bl THnD I EEMHERL T FE 0,

B) AVI4TL—La DR
DTFTOREBIZONT, BHFOa 7 47— a3 VAR LTLIEE N,

o LT 47 L—ail, sFlow X7y NOEBHETHHa LI XDIPT KL AL UDP A— FEEMN
ELLSEREENTNDZ EAHERLTLIEE N,

B 83 avIq4JL—arnRFM 1
(config)# show sflow

sflow destination 192.168.0.251 <-1
sflow extended-information-type url
sflow max-packet-size 1400

sflow polling-interval 2

sflow sample 10430000

sflow source 192.168.0.9
!

. TILIZEDOBERPELLHFESNTND I &

o YUY UIHIBARESNTNDZ L EMHRLTIIEE N,
BT U TERRBRESNTWARNE, F740 ME (=REE) CEETA7-DfENKEIEE,
Ta—HrFANalL s FITFEAEEEENERAL, O, BURY LT SRR AREL T
LIEEW, 72720, #HELHME X ARSI/ S B2 E Li2BE, CPUMHRNEL R WREERH D
1;_‘0

B84 avT14JL—LarnEkRRAl2
(config)# show sflow

sflow destination 192.168. 0. 251

sflow extended-information-type url
sflow max-packet-size 1400

sflow polling-interval 2

sflow sample 10430000 <-1

sflow source 192.168.0.9
|

1. #WYeYr7 ) TR ESN TS Z L

K 8-5 ERAaTY FORTH

> show sflow

Date 20XX/12/09 11:03:00 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 1:17:49
sFlow agent data :

sFlow service version : 4

CounterSample interval rate: 2 seconds

Default configured rate: 1 per 10430000 packets
Default actual rate © 1 per 2097152 packets

89
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Configured sFlow ingress ports : 1/0/3

Configured sFlow egress ports : ——-—

Received sFlow samples : 2023  Dropped sFlow samples

Exported sFlow samples : 2023 Couldn’t export sFlow samples : 0
Overflow time of sFlow queue: 0 seconds

sFlow collector data :

Col lector [P address: 192.168.0.251 UDP: 6343 Source IP address: 192.168.0.9
Send FlowSample UDP packets 1667 Send failed packets: 0
Send CounterSample UDP packets: 1759 Send failed packets: 0

A PRI, WU Y RN ERENTND I L AR LT EEN,
o T —iEEHAITWIZWIERR — MKk L, "sflow forward" 23R E I TWVWD Z E AR L T 72 &0,

86 VT4 YL—>arvDRTHI3
(config)#t show interface gigabitethernet 1/0/3
interface gigabitethernet 1/0/3
switchport mode trunk
switchport trunk allowed vlan 20, 2001, 2251, 2501, 2751, 3001-3004

sflow forward ingress <-1
|

1. Z ZiZ"sflow forward" g% E SN TWDH Z &

o T nu—ifEtEEMT AWEAR— MK LT, 74 EIX QoS (ZX - T sFlow /37 v MABFEEIN
TV WDHER LT 728V, MR FIE L S c oW TIE, 1102 A&y MNEFEOMER) #BRB LT
<TEEY,

e "sflow source"lZ L > T, sFlow /347> FDOEETL (=m—T = F) IPT RLAEREE LSS, 0 1P
T RUAPRIEBEBOR— MIEI VT ENTWD Z EE2MEERL T EE,

87 AVI4TL—avDxRTbl4
(config)# show sflow

sflow destination 192.168. 0. 251

sflow extended-information-type url
sflow max-packet-size 1400

sflow polling-interval 2

sflow sample 10430000

sflow source 192.168.0.9 <-1

]

. REBOR—MIEIVFTENTHLIP T RLATHD I &

(4) R— MREEDOHEZ

show interfaces =< > K& FEITL, sFlow #iat CEMTIAREEDOYEAR— Nea Ly ¥ Lo/ RNHWHE
A=k O up/down IRAEZY, "active" (IEFHEHES) THDH I LZMERL TSN,

8-8 R— MKEEDRRAHI

> show interfaces gigabitethernet 1/0/3

Date 20XX/12/09 11:03:36 UTP

NIFO: -

Port3: active up 1000BASE-T full (auto) 0012. e23e. T43f
Time-since—last-status—change:1:17:21
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(5)

Bandwidth:1000000kbps Average out:1Mbps Average in:861Mbps
Peak out:4Mbps at 10:57:49 Peak in:1000Mbps at 09:47:16
Output rate: 9600bps 15pps

Input rate: 865. 8Mbps 850. Okpps

Flow control send :off

Flow control receive:off

TPID:8100

>
W AN activeup" TH D T L BB L T IZE W,

AR— F N DOWN REEOHEAIE, [7.1.1 BETERY, £ EN TS BXW 1721 WETE

2V, FRITUIENR TS ABRLTLIIEE N,

OLY R BRI EREE

o L7 XMITUDP AR— hEF (77 4/ ML 6343) BZEFAREIC/AR - TV DR L T Z a0,
ZAEFHREIC 22 > T2 WA, ICMP ([Type]Destination Unreachable [Code]Port Unreachable) 723 A& |
ELNET,

o Zofth, FIHLCWAaL 7 XAOFRENE LWHER L T 7EEW,

832 7A—H 2 JIAaL Y RIZELLGL

(1)

[8.3.1 sFlow /X7 v Bz L7 ZIZ@n/en ] ZHEEE L THMBR LARWEGESIE, UTF2ERLTIES
v,

hiE/NT Y FEEOESR
show interfaces =2~ REZFITL, 27y PRHFHINTOEMHER LT ZEV,

X 8-9 HR— MKEEDRRA

> show interfaces gigabitethernet 1/0/3

Date 20XX/12/09 11:03:36 UTP

NIFO: -

Port3: active up 1000BASE-T full (auto) 0012. e23e. f43f
Time-since—last-status—change:1:17:21
Bandwidth:1000000kbps Average out:1Mbps Average in:861Mbps
Peak out:4Mbps at 10:57:49 Peak in:1000Mbps at 09:47:16
Output rate: 9600bps 15pps
Input rate: 865. 8Mbps 850. Okpps
Flow control send :off
Flow control receive:off
TPID:8100

>
E FHREOFRRT, "7y FRAPHSATND 2L 2R L TIES,

a9 2 RIDRERER
R LT % 2 Ly ZIORIESE LV RER LT 2 S0,
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833 A AYUTNAALY ZIZELAEL

8.3.1 sFlow /37y a7 ZIZwnien ] R L TCHMRIE LARWERIE, UTEHERLTIES
v,

(1) A2 H U TILOEERBEDOHER

AEEOA LT 4 7= a T, 7u—@itllBlT 20 7 2% o TN OREMBEOEHRN 01278 - T
WRWDEIERLTLEEN, ZOER IR TWAREI T LB P LDTF—ANa L s Z~3EEE
nNEFA,

B 810 avI74JL—arnxRwfbl
(config)# show sflow

sflow destination 192.168. 0. 251

sflow extended-information-type url
sflow max-packet-size 1400

sflow polling—interval 2 <-1
sflow sample 10430000

sflow source 192.168.0.9
|

I. ZZIOBFEESN TN &
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8.4 |IEEES02.3ah/UDLD #4gEdD 5 JJL

8.4.1 IR— kHVinactive JREE &L %1 B

IEEE802.3ah/UDLD #AEIZ L > T — k2 inactive IRFE & 72 2 5A1E, IROFIRTREEMAT HIEIHE - T

IR OY) Y 5315 #1T-> T &0,
% 8-6

IEEE802.3ah/UDLD #4#E {3 FRRE D FEE R4 /5%

b= HREANE -V K >t s

&

1 | show efmoam =~ > K& FEFT L, Link status {Z"Down(loop)"' 23 #&/R STV D IHEIE, L2 /L—T7 M)
IEEE802.3ah/UDLD #%#E C inactive }RAE | 2 Z DK & 7> TV D AMEEMER H Y 9, v MU — 7 AL
W2 L7eAR— b OREERER] &l LT < FRELTLEE N,

N, Link status |Z"Down(uni-link)" 23 &Z R SN TV D IEETE, THE 2

2 | xtm%EE C IEEES02.3ah/OAM FERES A | xt 34 il C IEEES02.3ah/OAM HERENS B 2h & 72 » TV R WS
NTHDLHI EEHERLTLITEEN, 1%, AZNC LT 7EEn,

SEAERE | C IEEE802.3ah/OAM ERENS AL & 72 > TV A BE T
EHF 3~
3 show efmoam statistics =~ > N % 3T Info TLV @ Unstable X0 7 > b7 v 7 ENTWBHEAIL,
L, 2L L o TWWRWZ & 2K | IEEE802.3ah/UDLD fERE COELIERERL & 72 > TV D ATREMEDN B D
BLTL &N, F9, RUYHEHA— NOBRIEOEEN 1 A THDH I L R
LTL &N,
Info TLV @ Unstable 287 7 > b7 v 7 STV WIGAITTER
4~

4 | AALEE L ERER SN TWD 2R | AT AT AR IRNTREPIIELTOL5E, xdhk
MERLTLIEEN, BEHEBR TED2LO Xy N7 HRERELTLZE

W, E9 LTHHFIREESMERIGAX, mROY 7 REN
HWETHAT AT a v NN—ZEEHLTLIESW (2720, #
ILERA)

EEEGE STV A A ITIEE 5 ~,

5 | showefmoam =~ RZFEITL, [EE udld-detection-count 23 FIEME AR DA, EERICFEE & e > T
ZHHETAODIEELA LT RME | RWEATHOR TR v/ REAERET A AREENEEY £
BAR LT EEN, T, ZOMEEEEL T ZEN,

udld-detection-count 23 FJHIMELL E OGS IXEE 6 ~,

6 | 74/ FEIFTQSIZEST FEREJTIE & RSSOV, 1102 37 PEFEOHERS) &2
IEEE802.3ah/UDLD #iE CHEM T 2l | ML TS 72 &0,
7V ABBEREN TRV L | L 2 4 ST AR AT T~
TLIEEN,

7 | E#OT A2 LTLIEES N, [10.1 [EHROT A M) 2L, BROTA 2L TLES

W, MRV EITTTEE 8 ~,
8 | r—TNEHRELTLITEEN, =T NAREORREENDH Y £, ELA— P THERALTNS

=T N a L TLTES N,

7 IEEE802.3ah/OAM : IEEE802.3ah THLE XL T\ 5 OAM 7'z h =2/L
IEEE802.3ah/UDLD : IEEE802.3ah/OAM Z i L 7=, AILEFFA O FJ7h U v 7 EER G
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8.5 iz EEEMED FS I

8.5.1 LLDP #EE CHEEERMARMETET 4L

LLDP FERE TEEEEE O MANIE L < BAGF TE 2WEEIE, IRORIRTREEMRT 7 IEIZ0E > TRK OY)
DT EIT->TLIES N,

= 8-7 LLDP HaeEFABEOEZRHTAE

15 HREAR-aAIUKR *ot it

&

1 | showlldp =~> R%&FESTL, LLDP#% | Status 7% Enabled MDA 13HZ 2 ~,

REDBERIE 2 fERE LT <230, Status 7% Disabled D354 (3 LLDP HEREME LRAE & 72 > TV E
7T, LLDP#REZ AL T EE W,

2 |showlldp 2~ R&EIFATL, A—ME | BEEEIBEHRIN T LR — MERRERIN T LHEEIE
MEWR LTSN, TEE 3 ~,

MR E DS STV DR — MEBRBIER IR THRWES
i, %M AR— b2 LLDP BEBEDEER G4 & e > TWET, %
YR — Mkt L LLDP BREA AN LT 72 &0,

3 | show lldp statistics =~ > F& 547 L, Tx B2 MIEEML Rx 7 72 R LRWESEAY, Mk
BEBEE N STV AR — hof | BRITHIEE | »OHEFE 3 ZPHE L T2V, BEkEm T
FHEHMZ R L T2 &0, HTx BT RBREIL TV AEAIE, EEROBRIE - TH

D EREMED 8 D D THER A TR L T 72 &0y,

Discard 7 7 > F23MENM L TV DI5E1E, EEMOERZ MR L
TLTE&E W,

ZOMDGEITHTE 4 ~,

4 | showlldp 2~ F&FATL, BEEEIE | Link 2% Up IREEDH B 1THE 5 ~,

PEFESILCOLAT MEROB= R | Link 75 Down $RIEO S & X FHURIEE ER LC < 7280, ek
RIRZ B LTS FHE 130 A—H %y FOMIERE] #BBLTES,

5 | showlldp 2~ R&EFEFTL, BEBEEE | Neighbor Counts 735 0 DA IIBEREE B M CHEE | OEES %
DEHR SN TWHR— FOBEEERE | AL TS, BEEEEEN T b S E BRI 0 D5EA
AR LT a0, %, ZEEB OB TWAH AN & 2 O CHE A T8 L

TLIEE,

£72, 74 FET1TE QoS IZL - T LLDP Ol 7 L — A2
TINTWRODHEER L TL Z 3, #MElTE &Rz
%, 1102 7y REEOMR) 22 LT EEN,
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9 EE RS IE

ZORETIE, RICHEFEREBGT 5L EOFEEFIRZOVWTRHLET,
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9.1 R-FIERDIZE

TEE OEH I FEE L LIZGA,

REFERLTH T HERERRTE 7,

9.1.1 R5FIEER

TRAHER A IR ORI LET,

u 7RSS TR ABMICERR S E T, £, Eflavr

* 9-1 R-FER
IHE BMBEME LUV I 7MILE e
SEEFEEIRFO X | /dump/rmdump cftp A KT 7 A NVifinik

TERT 7 A

/dump/osdump
/usr/var/hardware/ni00.000

E AN A
7z — AEERD S
YIEWT 7 AN

/usr/var/hardware/ni00.000

BT BRI T E—R
THEMEL T ZEN,

© 77 A NMIRERZITHIBR LT

{TEE,

o g

TEH 22~ | show logging T Z{§ AR CTE £
j_‘o

*CLI U XA V7 MEREZFIH

L7 7ANNHITHZ L
MNTEET,

< ftp A~ RTT 7 A VIRE

ETAOEIET AF—F—F
THERL T ZEN,

arvIZ 47 b—v3
7 7 A INVEEREO
15

WEEEHE T N TROa~y REETL, Z20
TrFANER—LT A L7 PUIZabt—LET, 20D
%, 77 ANMEELTIIESY,
cp /config/system.cnf system.cnf

cp /config/system.txt system.txt

-fip AV RTT 7 A ViRRE

BT DBE A F U E— R
THEHE LT EE,

c T 7 A NIRRT E—L

=77 A NVERIBRLTLE
él/\o

SEIRETT

e
%

/usr/var/core/*.core

cftp AL KT 7 A ViEk

T HRRINA TV E—
THEM LTS ZEN,

« 77 A NVIRERITAIBR LT

<TEEVY,
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0.2 RpEHRD 7 7 A ILERE

DHEiITIE, v ZFERSCS > TERE T 7 A VLT L FIRIC OV TERH L E T,
ALEEBO fip a2~ REERAT L, RTFERE D E— MEABMASLYE— MRA MIT7 7 A VEEETE &

(1

ol

o

921ftpaAY U FEFEA LT 74 LERxE
VEe— MEAWEK L OB TT 7 A MREEIT O LIS fip 2~ REFERLET,

(1) T I7740% ) E— MERBRICE®ET S

B 91 AT IT74ILD)E— MERMERAD T 7 A LERE
> ¢d /dump <-1
> ftp 192.168.0. 1 <=2
Connected to 192.168.0. 1.

220 FTP server (Version 6.00LS) ready

Name (192.168.0.1:staff1): staffl

331 Password required for staff1l.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> prompt <-3
Interactive mode off.

ftp> bin <-4
200 Type set to I.

ftp>cd /usr/home/operator <-5
250 CMD command successful.

ftp> put rmdump <-6

local: rmdump remote: rmdump

200 EPRT command successful.

150 Opening BINARY mode data connection for ' rmdump’

100% | | 3897 2.13 MB/s 00:00 ETA
226 Transfer complete

3897 bytes sent in 00:00 (82.95 KB/s)

ftp> bye

221 Goodbye.

>

1. $5%ETT 4 L7 b ORE
2. HEESEHROT KL AZIEE
3. MEEE— FEAW

4. NAFYEB— FITHEEH
5. BRRET 4 L7 B OREE
6. X777 ANDlEE
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T T 7 AMIBTNAFTIVE—RTHEELTLEIN, X777 A VET A% —F— K Tlgik
5L, EMRy o THERNPBETE R 2D ET,

(2) BYJERET)E— MERmKRICERET S

B 92 AJEHRDYE— MERBERAD T 7 A JLERE
> show logging > log. txt

> show logging reference > log_ref. txt

> ftp 192.168.0. 1 <-1
Connected to 192.168.0. 1.

220 FTP server (Version 6.00LS) ready

Name (192.168.0.1:staff1): staffi

331 Password required for staffil.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> ascii <=2
200 Type set to A

ftp>cd /usr/home/operator <=3
250 CMD command successful.

ftp> put log. txt <-4

local: log.txt remote: log. txt

200 EPRT command successful.

150 Opening ASCII mode data connection for ' log. txt’

100% | | 89019 807.09 KB/s —:— ETA
226 Transfer complete

89019 bytes sent in 00:00 (315.22 KB/s)

ftp> put log_ref. txt

local: log_ref.txt remote: log_ref. txt

200 EPRT command successful.

150 Opening ASCII mode data connection for ' log_ref. txt’

100% | | 4628 1.04 MB/s —:— ETA
226 Transfer complete

4628 bytes sent in 00:00 (102.86 KB/s)

ftp> bye

221 Goodbye

>

1. EREFEIEROT R RAEEE
2. TAX—F— FICHTE

3. WERET 4 LT MY ORE
4. o JIEROERE

(3) EEREHEHRI7AMIILE) E— MERIRKIZERIEXT S

B 9-3 BEEREEHRI 7LD ET— MERIMKAD T 7 A JLERE
> cd /usr/var/core/

> s <-1

nimd. core nodelnit. core
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> ftp 192.168.0. 1 <=2
Connected to 192.168.0. 1.

220 FTP server (Version 6.00LS) ready

Name (192.168.0.1:staff1): staffi

331 Password required for staff1l.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> prompt <-3
Interactive mode off.

ftp> bin (-4
200 Type set to I.

ftp>cd /usr/home/operator <-5
250 CMD command successful.

ftp> mput *. core <-6

local: nimd. core remote: nimd. core

200 EPRT command successful.

150 Opening BINARY mode data connection for 'nimd.core’
100% |
272 KB 1.12 MB/s 00:00 ETA

226 Transfer complete

278528 bytes sent in 00:00 (884.85 KB/s)
local: nodelnit. core remote: nodelnit. core

200 EPRT command successful.

150 Opening BINARY mode data connection for 'nodelnit. core’
100% |
1476 KB 1.40 MB/s 00:00 ETA

226 Transfer complete

1511424 bytes sent in 00:01 (1.33 MB/s)
ftp> bye

221 Goodbye

>

1. [FEEIRBEHE T 7 A VBPIEET D L 2R
T 7 ANBFE LRGN, MbeFIckT

2. EEEEMIROT KU AZIRE

3. xtEEE— NEAH

4. NAFYE— RICHET

5. BARSET 4 LY MY ORRE

6. FEEIRBEE R T 7 A L OERRE

1%
PEEIRBEE R 7 7 A TS T NS F U E— R TIEE L TSI, EHEREHER 7 7 A VET A F—
F— FTEERT D &, EMREEFIREGRNABG CE 220 £,
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PEEFRHRIRGHE

9.3 show tech-support A< > RIZ & B1EHIFWME 7 7 1 JLES

%

show tech-support =~ > R&ZHEH T2 &, FEEREROBERE —FEL THRRNTEET, £/, fip/XT7 A—
BERETDHZET, BRBRLEEREZ Y T— MEAWRASLY £— MR R Mg TE T,

(1) show tech-support A< > FTIEHRZHEMLTI7AMIILEEETT S

X 9-4 RFEHRD') E— FMEAIERAD T 7 A ILERiE

> show tech-support ftp <-1
Specify Host Name of FTP Server. 1 192.168.0. 1 <=2
Specify User ID for FTP connections. . staffl <=3
Specify Password for FTP connections. <-4
Specify Path Name on FTP Server. © /usr/home/staff1 <-5
Specify File Name of log and Dump files: support <-6

Mon Dec 18 20:42:58 UTC 20XX
Transferred support. txt
Executing

Operation normal end
ittt Dump files’ Information ittt

sokkkk |8 —| /dumpQ sekokokk

total 2344

-rwxrwxrwx 1 root wheel 2400114 Dec 8 16:46 rmdump
w00k |s —| /usr/var/hardware skxkx

—rwxrwxrwx 1 root wheel 264198 Dec 8 16:43 ni00. 000
#HHHHHHH End of Dump files' Information #itfHHHHH##
HHtHtHi Core files' Information ittt

*xxkk |5 —| /usr/var/core kxxkkx

No Core files

Bttt End of Core files’ Information ittt
Transferred support. tgz .

Executing

Operation normal end
>

1. a2~y ROFET

2. UE—bIEKRRANMERE
a—YHERE

4. NRRU—FE AN

5. BT L7 MY ORE
6. 7T ANBEIRE

w
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9

PEEFRHRIRGHE

04 JE—FERBEFRD ftp a7 RIZKBERIFRE T 74
JLER %

YE— MEMAmHARPLY E— M — 305 fip 3~ FOAREEICER L, 77 A NVAEEETLHILT,
FEHHRCHR TRz G T ET,

show tech-support DR EIWMET 5

VEe— MNEMAWEREZ 747 M LT fip 2~y NTARMEEICHSE L, HF7R show tech-support i #H D
T ANBEREL THREIUGT 2 FIREZRISRLET,

% 92 ftpavy RTWMBTZSER

getiEET 7 1 L% BSIEHR

.show-tech show tech-support D ZR 7Rk S

(2)

9-5 show tech-support ZARI{EHRD IS

client-host> ftp 192.168.0. 60 <-1
Connected to 192.168.0. 60

220 192.168.0.60 FTP server ready

Name (192.168.0.60:staff1): staffl

331 Password required for staff1l.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> get . show-tech show-tech. txt <=2
local: show-tech. txt remote: .show-tech

150 Opening BINARY mode data connection for ' /etc/ftpshowtech’
226 Transfer complete

270513 bytes received in 8.22 seconds (32.12 KB/s)

ftp> quit

221 Thank you for using the FTP service on 192.168. 0. 60.
client-host>

1. 77472 hinBAMERIC fip $kt
2. show-tech 7 7 A V&7 T4 T v MZifzik (7 7 A /L4 1% show-tech.txt 5 E)
FOTEBI7AILERIT S

VEe— NEAMKEEZ 7 74T FELTfp a~y ROREEICHERL, LERZVTEROT7 7 ANV %
BELCHHRZRET 2 PIEZRIRLET,

% 93 fipav  FTWMETESI7MIL

getiEE T 7 M ILE mEI74IL

.dump /dump & /ust/var/hardware EL N D7 7 A /b (JEHE)

.dump0 /dump LA F D7 7 A v (JEHE)

‘hardware fusr/var/hardware LL D7 7 A v (JEHE)

9-6 JE—FERBRMODE LT I774ILOWRE
client-host> ftp 192.168.0. 60 <-1
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9 EFEFHBREAX

Connected to 192.168. 0. 60

220 192.168.0.60 FTP server ready
Name (192.168.0.60:staff1): staffl
331 Password required for staff1l.
Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> binary <=2
200 Type set to I.
ftp> get . dump dump. tgz <=3

local: dump.tgz remote: .dump

150 Opening BINARY mode data connection for ' /etc/ftpdump’.
226 Transfer complete

2411332 bytes received in 5.78 seconds (407.13 KB/s)

ftp> quit

221 Thank you for using the FTP service on 192.168. 0. 60.
client-host>

1. 79472 M HIEEIC fip Bt
2. HUTNERT 7 A MIRLTNA TV E— RTIEEL T ZE0,
TA¥—F— RTITHIETEEEA,
3. dump 7y ANETTAT v MIEERE (77 A VAT dump.tgz HHERE)
o
o fipDIsREDATL NT, get iBETRET 7 A VTR ZRNDT, FRIDT 7 A VORI
LlxTEERA,

o EEDARKELCHERDIRIEBIZCE>TIE, 7947 MURRy T —2 Z A4 L7 7 kTHIWHY
L ENRBHYET, FOERIE, 7IAT L MDEA LT U MERIZESHEL T IEE N,
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9 BEEFRHIMEAE

95 MC~DEZ=AH

FEEHERLRTHERIIMC IZEZIADET, 72721, MCOEERIRRH DD THEE LTI ZEN,

951 ERWmHRIZCEAMC ADIT7AILEZTIAH
EH R CEEOEHREZ MCICEEIALET,
1. EEXADT-OO MC ZEBIZHEAT S,

2. Is-l 23w RTCab—it7 7 A /Ltechlog DEEZHERT D,
> Is =1 tech. log
-rw-r—r— 1 operator users 234803 Nov 15 15:52 tech. log

3. showmc 2~ RCTLEXFEAMERT D,
>show mc
Date 20XX/11/15 15:50:40 UTC
MC : Enabled
Manufacture ID : 00000003
16, 735kB used
106, 224kB free
122, 959kB total
TR ZE ERE T,
4, cp A~V RTa—L7 7 A /V% tech-1log LW H 77 A VAHTMCIZa e —F 5,
> cp tech. log mc—file tech-1. log
5. MCIZZ 7 ANVDBREZIRDTNDZ L xiERT 5,
> Is me—dir
Volume in drive C has no label
Volume Serial Number is C2E0-COFO
Directory for C:/

tech-1 log 648467 2021-05-26 12:11

1 file 648 467 bytes
837 599 232 bytes free

103



BISEE DT

1 O BIEFEE DR

IR LT 58 OISOV TR L £,
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10.1 EHOTZ +

F#T 2 FTlE, TARMENZ LI, AR 7L —L20H VR UAENRELY 3, BT 2 MERZ &

DT L—DLDH VIR UNLE ZRDORNR LET,

= 101

AERE

EDa—ILRE
W—TNRYHFR b+

IL—TFaxrs AR
N—TNRy TR+

E#ETRA FERCED T L—LDOH YR LAE

])V—j:*ﬁ@

& 10-1 TR MER LHERTE HETEML
T A ~ER TJL—LOHYERLAE RTEHEEMM

EY 2 —ILNE
N—T Ry 7T AR

e

iE (RIS ax 7 A BL O T v —%5R<)

N—T ARy K
JL—"T R 7T A b

N—TaART K

IEE (RIS 2% 7 S B LU b7 v v —nET)

1011 EDa—ILRBIL—T NV I TRk
FVa— AN —T Ny 7T A MNIEBNT 7 L— L2V IRL, MEOAELHRLET, 20T 2
MEFT T ORI TEITTEET,
7T A PDOFIEERITRLET,
1. inactivate 2 ¥ R TT A MRIROAR— b % inactive KEEIC L E T,
2. testinterfaces ¥ Rl internal /37 XA — X ZFHELEITLET, D%, K1 oMELET,
3. notestinterfaces 7 v REZFEITL, RARSNLMEREMIB L ET,
4. activate 2~ R THR— F % active IREBIZR L £ 7,
R—bEZ 1L, 7R M7 L—LOREMELZ 2 IR ELTT A b LI ZROBITR L ET,

X 10-2 EZa—ILREIL—T/Nv 9 TX LOF
> inactivate gigabitethernet 1/0/1
> test interfaces gigabitethernet 0/1 internal interval 2 pattern 4

> no test interfaces gigabitethernet 0/1
Date 20XX/03/10 00:20:21 UTC

Interface type :100BASE-TX
Test count 30
Send-0K 30
Receive-0K 130
Data compare error 0

Send-NG 0
Receive-NG
Out underrun 0
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Out buffer hunt error 0 Out line error 0
In CRC error 0 In frame alignment 0
In monitor time out 0 In line error 0
H/W error ‘none

> activate gigabitethernet 1/0/1
T A M EEER, RO EEHERLTIEIN,
” Send-NG” LT Receive-NG” 730 DA, [HHRT A MERIZER T,

” Send-NG” 3 LT Receive-NG” 73 0 TRWEHEIL, ML0ORERHY £7, EHa~v L7y
VA | @, no testinterfaces 2~ ROFERNEEZZH L T 7ZEW,

1012 Lb—TARIZIN—TNRY I TRk

N—=T ARTEIN—=T Ny I T A MIN—=TaRx s ZTTL—0%FVRL, MEOFELMHERL £,
ZDOT A MITRTOEGRFERNCTEITTEET,

TAPDOFMEERITRLET,

1. inactivate 2 ¥ FTT A FXfRODOAR— k% inactive IREEIZ L E 77,

2. XBHR—NOT—TNEKE, V=T axs 2 LET

3. testinterfaces =¥ FIZ connector /X7 A —Z ZfHE L TEITLET, TD%, K1 2HE/HLET,

4. no testinterfaces 2 REFEITL, RRINAFEREMBELET,

5. =T axryEHNL, r=7NVETIIRLET,

6. activate 2~ N THR— k% active IREBICR L £ 7,
N—T AT BPREHEOGE, FIFZOR— MRS Lo —7 ax 7 2 B3 ST
A, ELSTA IR TERVOTEREL TSN,

7B, TAPOFATHERIT 11011 EV 2 —AWEHL—T Ny 772 M ERERICHER L T ES 0,

10.1.3 JL—Ta R0 2 DEEEEHR

(1)

(2)

10BASE-T/100BASE-TX R/L— 7 a4y 4
RORD L ST, Ir—TNEaxy 5Ekd, EFTATESLET,

10-3 10BASE-T/100BASE-TX A/L—F 3% ¥ 2 OE#RILH%

1 2 3 4 5 6 7 8
oo oooT o oo

10BASE-T/100BASE-TX/1000BASE-T H/IL— x4 A&
1. HoEL®H 6~Tem D2 AKD LY KR EIEY 7,
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2.

10-4 &Y xR

N\

)
)
(
)
(\

WOKDEHNZ, Fr—TNEaRxy XIIHEAR, EETLRETEELET,

10-5 10BASE-T/100BASE-TX/1000BASE-T A/L— O Y 2 OERLH

/D

) )
SRS
) \\ CEHEH, kYHBD
BI-HAERE TS

7238, 1000BASE-T ® a7 Z 2T 2/ —7EER, BHETHRES N TORWEEED - DEIFRT
A N TG AEE T,
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10.2 /345y FBREOHE

1021 T4V BIZKPDREFEDRT S

RIEBAFEHLTHNARyY N —27 ECERIERN T IADRTRAETAERE LT, Z7A4NAXITL>TEEDT
L—ANEREISNTODAEEENREZEZONET, 74NV XL D7 L —bEROHRTEEZRIRLE
S

(1) Z4NBIZKBTL—LEEDHEDRAE

1. show access-filter I~ REZFEITL T, A Z 72— A ZHHLTWAT 7 ERAU X DT 4 V254
ETANEFT =B LTy ML BBROBEED 7 gV Z oy N Y TEE LI N v MR fER
L%,

2. 1L CRER LT ANZRELBETERNTL—2ONEER LT, EY% 7L —ANEEIRT
RONERLET, BETERVTL—20NENEHLTWDLTRXTOT 4 VX EMHIC—F LT
WS, BEROBEED 7 AN E Ty N T L —ANBEEINTWAEREERH Y 7,

3. TANAATTIL—ARFEIEINTVARES, 7A4NAXD0aAL T 47— a rOFENEY)HE L
TLIE&EW,

1022 QoS IC K PEREFERT S

AIEBEZFRALTVD Ry FU—27 ETHBE N IANRKAETHERE LT, QoS HIfDHIREE, FaE
W, £E == NI T L —2AREEINTWDLAREENRE X LN E T, QoSIZED 7 L— LA
ORI IEEZRIRLET,

(1) FHERICEKDIIL—LEREDOHRAE

1. show qos-flow =< REETFTLT, A4 7 x—ATHEHA L TWAHERD 7 o — K5t L 8k
BE, 7a—RHESGMIC—H Ly MEEMRELET,

2. 1L CHERE LT 7 — RS L BETCEXRWVW I L—AONREHIE LT, ZY 7 L — AREEINT
WARWHOTER LE T, BRHHEHIE A ER L2 7 L— A3 SN T, #EHEHR O "matched
packets(max-rate over)"lZH V2 FENET, TOMEBH T FENTWDLIEE, 4% 7 =—AIZEH
LCWAEMERIIC L - C, 7L —ANEEIN TS AEEENH Y £9,

3. QoSO T 4V L—3a CORENELIN, BROY AT LEEE T OAHREE R O R E D3 E B2
RELTLEEN,
(2) BEHHSEIVOLAY—Vz—NRIZEB I L—LEEDODHEDRLE
1. show qos queueing 2=~ > R&FEIT LT, HIA ¥ 7 = —ADHFHEH D" discard packets" % gz L C
<&,

2. LTCHERLEMHERL AT T v 7 LTV D5E, QoS fllOBEESIMEIB LN v — = —X
Lk TT7 L —LZREELTVET,

3. BEEMHBLIOLI =z —"Ov AT AEHNHET THLINERE L T ZE0,
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10.3 CPU TRIEBT B/34 v FDEEEMEE L1

CPU THLEET 5347w N OFFIEN[EIE L2 WIS O L FEICOW T L £ 9,
CPU TS 287 v FOREEEIL, V7 MU = TRENNLER Y v 2528 L5812, CPU%ET

DEEF 22— @D Z L TRELET,

CPUSETDOF 2 —T 7y hOEBEEZRIT D L, ROA vy E—VBHASNET,
” E3 SOFTWARE 00003303 1000:XXXXXXXXXXXX Received many packets and loaded into the queue to

CPU.”

Ny NOEEREET DL, ROA yE—URHHEET,

” E3 SOFTWARE 00003304 1000:XXXXXXXXXXXX Processed the packets in the queue to CPU.”

CPU TR 53 v P OWFEIX, *y b —2 bARRY—OERR L > TR T Y M &2 RE
WCRELESARLE, EFRICEELTOWTHRETLIILRH £3, 7y FOREERREE LR, £
723Xy N OEEEOFEA L EE AR RTIGET, REEOREEIER Yy MU — 7 HEICRIE
BHDHAREMNDRH Y £9, RELFEATIZ, ROFRIWE > THHIE LTI,

£ 10-2 CPU TRIET /84 v FDEEMNEIE LIEWNEEDORNLAE

1§ EZEAR -k > s
%
1 | 77y MNERORE Lhig U7=fE 8L, 230y NEERIAS Ip OFEEIHEIZSH 5 total
- show netstat statistics =~ > K% 20 #f[fE T | packets received TRIBIZA 7 > FAMEM L TV D I5EIE
BT TTHATLC, MRzl T2 T 2 ~,
VY Lhig U7ofE 5L, 20y NEEBIDS Arp OFEIHREICH D
packets received TRIFIZ A 7 > FBMEII L TV D 5E1E
TP 2 ~,
FFELISN DG AT 4 ~,
2 | Z{E VLAN A V¥ 7 = — ADIE WA U723 R, RFE D VLAN A & 7 = — 2 OffiEHER
- show netstat interface =~ > K% 20 BRlE<T | {Z& 5 Ipkts TKRIRIZ A 7 > FBMEML TV D55 1THE
BT TTHATLC, MiREkiglL T2 3™
o ERUSA DB ITIEE 4~
3| Ty bOBEITL BT R L RADORE sy NERIZS Ip TREY /N7 MOSEdET K LR ARSE
CIEE D THE LI VLAN A > 2 72— 22 | BOHEIE, RECEESNTHDWREENH Y £,
%t LC show tepdump interface 2~ K& 3 | BEILT RV AZFOmARORIEL LIET ), *v b
FLT, HE 1 CEELE 4y NEYO U — 7R E R LT, AREERESE TN T Y Rk
EETLT FLRESET FL AR LT FEaNZ2NE LT EEN,
<TZEV, 2y RIS Arp DHAE, ARP N7y b A KR
BLTWEYT, ZOHA, LLA—THKER->TWET
BEMERDHV ET, Xy P —7#HRERELTLES
W, Ry T —ZRERICEREDS X, #ETT R
A ZFFOUR DR E L RE L T ZIV,
4 | FRNTHE R OBEL UNEE U7l a2 SR B I T LT 7280,

« show tech-support =1~ > K% 2 [A]5E17 L T<
7220,
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11 ZEBEOHREH

HEDHBEH

ZOETE, RIEEEZBEHTIHEOEEFIHCOWTRALET,
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11 ZEBEOHREH

1.1 #B+EEHT

1111 ZEEOBESH
reload 2~ FEFERALC, BEEAZHELE T ET, o, FELHKFIC /2B EFELET,
av U ROANFENX, RTA—ZIZONTE MEHa~v Ry 7 LR 22BLTLIES0,

FEFHIE LT, FEBAHES)] L, CPU AT Y XU TBEUCHOWTITERA v — 2> TITH 58
D, reload T3~ RDO/RNT A —HZIRIZOWTIA L F5,

Step1
EEABETT 50, FIETE0ERIRLET,

K 11-1 ZEFEEE - FFER

BESY SAMFILE
T HEMNERER

REZHEHTD REZLEDD

ANINTA—4 Tl stop

Stepl Ti¥, EEZFEEBSELDT, EREOMICED ARNTA—FTRIRLETA,
Step2
WICH  TRIT 20 E I hERIRLET,

K 11-2 CPU *E 4 > JEEGER

AEYHTEFERT M

#ERT B

A \i Y \
AEYH Y T ORI
AEYSELT AEYFUT AEYFLLTD ?g;ﬁ;fﬁbf“
23 S ERILAL FIEEREY 5| | HRRERTEELY
R RRL% # BAEATYSLTE

R
ARIRS A—4 dump-image no—dump—image L -f

Step2 Ti, CPU AE Y ¥ THRIMOMREZTHDT, EFLOKNZE Y /T A—Z L& R L EHA,

Stepl 725 Step2 TEIR L 72/XF XA —F HfllHEDED L Treload] &2V ET, ZDa~vr READ
o5&, UTOXS 7k, XFUoTREMRA v E—UNHhEhET,
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11 ZEBEOHREH

1. Dump information extracted?(y/n):_

2. old dump file delete OK? (y/n):_

3. Restart OK? (y/n):_
FROAE—URHAINDEZA I T, RIORT7a—F ¥ — bOEF KL L TWET,

K 11-3 CPU A EUSF YV TERERAvE—

1LAEYEVT
=EFEWT 50
Yes No
\ Y
FTITAEYFY No
THEREShTL . BEFT LI, [
5h
Yes No Yes l
AEYEUTE
BE LAV THRES

LERDAEIS | N
VIEHIRT B

H
Yesl v

AEYELTE AEYFEUTE
LEZLCHES RE L CHEES

BREMELENT
T T axURARBBRECEZ €
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5

{18%A show tech-support 3% > KR INBEEHHA

show tech-support 7~ R T 1 AL DNRT A —FI[ETLITRRIND A~ FORNFEZRITRLE
D
mE, FRNEOFHEMIZOVWTEL, EMa~vr P77 LX) 22RLTIEEN,
[F&E]
show tech-support =~ > R TERRENDHIERDO—FIZH>VWTIE, NEA=~ FL7 7 LA ) (IR
LTHEY EFEA, TNOLOHERITIEBEDONEIEREZ G A TV D IZDFEMITIFHRE LTBY £,
£, Y7 MU 2T A=Y a o T MERINDI DL ENRNLORHY £, HENLD

TTERLSIZE N,

® A1 RTAREFM

i} avUF (RT) S
&

1 | show version AIEDY 7 MU =T N—=V a AAFRB L ON—

Ko = 7

2 | show license T a v IA s REHR

3 | show system T O REE

4 | show environment FAN/EE /BB [H 15 )

5 | show process cpu 7r¥ A0 CPU f E#H

6 | show process memory TagADAEY FEHEHR

7 | show cpu days hours minutes seconds CPU fE H#

8 | show memory FEE O AT Y fE AR

9 | show dumpfile BRBE DL T 7 7 A VG
10 | Is -leiR /dump T T 7 A VA

11 | Is -leiR /usr/var/hardware N= RO T X T 77 A NAER
12 | Is -leiR /ust/var/core core 7 7 A MU

13 | show running-config EARO=a 7 4 7L —a UER
14 | show logging A RFERS 2 7 g

15 | show logging reference AR v 7

16 | /ust/local/diag/statShow T3 — RV NER B R )

17 | lIsof T ANT A VT L fER

18 | df T A7 R

19 | df-i T A7 MR
20 | du-k/ TALVI NINOT 7 A NVEE
21 | /ust/local/diag/procShow T AT 7 ANV AT LEHR
22 | /bin/dmesg T —FRIVHA R MM
23 | zcat /var/run/dmesg.boot.gz H—FIVNA X MEHR
24 | /usr/local/diag/nodeShow T BN
25 | Is -leiR /config config 7 7 A /L% #
26 | Is-leiR /var AV T 7 A N AT AR
27 | /usr/bin/w a7 A  BEE
28 | show session arArkyva fER




5

br:] AT YR (FRR) AR

=

29 | stty -a -F /dev/ttySO oY — VIR R

30 | cat/var/log/clitracel CLI b L— A5 1

31 | cat/var/log/clitrace2 CLI h L— R {H#H 2

32 | cat/var/log/mmitrace EHa~ R L—2E#

33 | show ip-dual interface IP A > %7 = —AHEH

34 | show netstat numeric LA v 4 B HE

35 | show netstat statistics LA ¥ 3 B EHE R

36 | show netstat statistics addressfamily inet6 LA ¥ 3 BEREEHER (IPvo)

37 | show netstat interface H—FNVHNA B 7 = — A 1EHR

38 | show netstat routing-table numeric =T VNREEBEER (=% 2 )

39 | show netstat routing-table numeric addressfamily inet6 | 7 — /L NAREEBEE®R (IPv6 = =% v X 1)

40 | show ip arp ARP D1E#H

41 | show ipv6 neighbors NDP O

42 | show ipv6 router-advertisement RA [R5

43 | show ntp associations NTP — O EEFE R

44 | Jusr/local/diag/ntpdebug NTP Y — 3DF S F

45 | show vlan list VLAN {#H—5

46 | show port e L

47 | show port vlan AR— K ® VLAN &

48 | show port statistics R— ~ OREEHEH

49 | show port protocol A—bro7 8w kaE#R

50 | /usr/local/bin/port show port transceiver debug R—FD LT v — GG ®

51 | show port eee AR— K ® EEE 1&#

52 | show interfaces nif <nif no.> line <port no.> debug AN— kN DOFEMFEEHE R

53 | /ust/local/bin/information -internal WERA — b DM EHE H

54 | show power inline PoE ff#i

55 | show vlan detail VLAN {&# £

56 | show vlan mac-vlan MAC VLAN {#

57 | show channel-group detail Voo 7705 — g OIEHR

58 | show spanning-tree detail AR= 2 T U —OFEE

59 | show gsrp aware GSRP aware {5 #

60 | show axrp detail Autonomous Extensible Ring Protocol @ F£#ll &

61 | show switchport-backup ToTV s e UEUE S NONR

62 | show switchport-backup detail Ty TV T e UE KN ORI

63 | show switchport-backup statistics T TV T e UE U NOREEHR

64 | show efmoam detail IEEE802.3ah/OAM #¥Re D% ET I LR — b
EINI=

65 | show efmoam statistics IEEE802.3ah/OAM HERE D77

66 | show lldp detail LLDP H§HE O B2 & 7

67 | show lldp statistics LLDP #§HE D FE 7

68 | show loop-detection L2 b— TR EREE D15
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5

br:] AT YR (FRR) AR

=

69 | show loop-detection statistics L2 /L — 7B RE DG

70 | show loop-detection logging L2 /— T HRAREEE D v 7 {E R

71 | show channel-group statistics Voo 7705 —a UEHER

72 | show channel-group statistics lacp Voo 775 — a3 LACP HiaHE#

73 | show spanning-tree statistics A= 7 ) — DREHE

74 | show qos queueing X 2 —OFFHEH

75 | show access-filter 7 4 v Z BEREDREHE R

76 | show qos-flow QoS il fHIFERE DFEFHE

77 | show mac-address-table MAC 7 R L 27— L& #

78 | show igmp-snooping IGMP snooping 1f #

79 | show igmp-snooping group IGMP snooping ® 7 /L— 7 1EH

80 | show igmp-snooping statistics IGMP snooping P71

81 | show igmp-snooping mrouter IGMP snooping > mrouter {f ¥

82 | show igmp-snooping mrouter statistics IGMP snooping @ mrouter &7 H{7#H

83 | show mld-snooping MLD snooping 1 #k

84 | show mld-snooping group MLD snooping ® 7' /v — 715

85 | show mld-snooping statistics MLD snooping Ot 1#H

86 | show ip dhcp snooping statistics DHCP snooping #t 5t % #

87 | show ip arp inspection statistics A F v ARP MR FHEH

88 | show ip dhcp snooping logging info DHCP snooping = 7 &

89 | /ust/local/bin/dhsn debug DHCP snooping - > ME#H

90 | show dotlx logging IEEE802.1X BIECTHRIM L= 8EifEr 7' A v & —
91 | show dotlx statistics IEEE802.1X FBFEIZ R 2 HFHE

92 | show dotlx detail IEEE802.1X FRREIZ B 2 FRREIR REIF

93 | show web-authentication user edit PjEk Web F%GE DB ~D %k - ZHENEDERR
94 | show web-authentication user commit Pk Web #8GE DB OB ERNE DR R

95 | show web-authentication statistics Web BFEDHEFHERDFKR

96 | show web-authentication login RAEE O —VIEH (T H Uy MER) OFRR
97 | show web-authentication logging Web RAEDEED 7 DR

98 | /ust/local/diag/wainfo Web h—Dk v v 3 UNF#RER

99 | show mac-authentication MAC RBREDREF RO R

100 | show mac-authentication statistics MAC FREEDFEFHE MO RN

101 | show mac-authentication mac-address edit B MAC 587 DB ~D %8k - ZEARDORR
102 | show mac-authentication mac-address commit Ak MAC F83lE DB DB ERNAR DRI

103 | show mac-authentication login RAEFE O —WIFEHR (T H Y MER) OFR
104 | show mac-authentication logging MAC FREEDOEE R 7 DFRIR

105 | show authentication multi-step ~NF ATy TR

106 | show sflow detail sFlow st GHfl) DFER

107 | show ip dhcp server statistics DHCP $— s it

108 | show ip dhep conflict DHCP H— 22 IP 7 N L A {5k

109 | show event manager monitor script detail A7 VT I DAER LT R OA N ME#SR
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5

br:] AT YR (FRR) AR

=

110 | show event manager monitor applet detail Ty MERETERFOA X ME#H

111 | /usr/local/bin/scriptshow 1 script detail 27U T S BRI LT A R MR AERE
112 | /usr/local/bin/scriptshow 1 applet detail T 7Ly MERRTERFOA N MIA R
113 | show script installed-file A VA =N LA )T N T A N—E
114 | show script running-state FRERE R 7 U 7 h OB R

115 | show logging script-only A v —UFERIA SKY,SRS OiEM v 7 {E#
116 | show environment temperature-logging T R

117 | cat/var/log/messages.old H—FNBLOT —F - ONEEHR

118 | cat/var/log/messages = NBLOT —F  ONEE

119 | cat /var/log/kern.log.old A —FVNER b L— Z1E R

120 | cat /var/log/kern.log A —FVNER b L— 2 1E R

121 | cat /var/log/daemon.log.old T —E BHENE b L— X E#

122 | cat /var/log/daemon.log T — BN b L— R FH

123 | cat /var/log/diskmount T A4 AU MER

124 | cat /var/log/kmod.log =R VE Y 2 —

125 | cat /var/log/bootcheck.log u-boot I 7| #

126 | cat /usr/var/pplog/ppupdate.log V7 Ny =TT v T T — NETREO R JEHR
127 | cat /ust/var/pplog/ppupdate2.log VT RN =TT ST — NETREO 7 U
128 | tail -n 30 /var/log/authlog FBEE b L — R IEH

129 | tail -n 30 /var/log/xferlog FTP kL — A5

130 | cat /var/log/ssh.log SSH = 7' {{#

131 | show accounting THhUT 4T ER

132 | cat /var/tmp/gen/trace/mng.trc ary7 4 b—varavy N hr—2NR
133 | cat /var/tmp/gen/trace/mng_sub.trc ary7 4 b—varavy N hL—2NR
134 | cat /var/tmp/gen/trace/api.trc arv 74 b—varavy Kk L—2EHR
135 | cat /var/tmp/gen/trace/ctl.trc arv 74 b—varavy Kk L—2EHR
136 | /ust/local/diag/drvShow RZ A SINEBIE
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