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RANABEIT Y 747 MUTHEEL CODRA NABEOT — 2 _—2 L RE
LCAA MRIELITWET (X 2.1-3), Diffie-Hellman #Ac#a )7 20%, 2c#ad9 2 k4
EHEED e METREGLZENTELTVTY AATT,

® 2.1-3 SSHv2 TOHR FEEE &L ERLEIERDFEL

SSHZ A4 T7 2k SSH H-—/°\
SRELER N—23 U XFF|
< >
NEEEESARK
HEREsAK
mac AR
EHE7Z LT XL
< >

Diffie-Hellman #1572

(3) 1 —HERE
RA NG, B LIREE AL SN D &, RO@OB) WO —FFEREE T
T, (2 —WRIFEOFEHIAEBEDa L 7 0 /L —ara~< 2 F ip ssh
authentication TFXENFAIEETT )
(a) ARARIESAXICKD1—YRREL
= MUTIEH OGN LD —FOREEL B L TBEET, 7 IA4 T ha—H
%, B SN TS 2 — ARG KHS T D MEHZ TR L T\ D Z & TRRAEEI TV
7,
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1. SSHv1

SSHvl TiE, "F ¥ LV V&LV AR A" W) HEEZHAWET, 99 —1_7T
%, =L ELNTE I —FAREN S L LOBERI N TV D MER L
T, TO%, GEERESE, Thira—VaRgE TR E{EL, 7747 b
WCRLET(F vy LD, 7747 FTIRET Y LU VEMERTESL, To
HBICRE LT D, Ny a2MD)ZEMNT, TNa P — NIk L £9 (L AR
), YP—/3Tl, fn@%@iﬁz Ny vaENTTEbDE I TAT U I BELNT
TELOEREL, LT —VGERE) & LET(X 2.1-4),

2.1-4 SSHvl TOA—HOLABRBEREDFN

SSHZ S ATk SSH H—/\

EREEEK A L o — N EEFEOL—YNEH

> BTHDILERR

Az 1 —YOFE

FrlrvThka— THES1EL T
Frl Y .

PR FE T FylLooEdhb
BEHELEZLOD JEOEELD MD5 & L&

M AU ANRE LN &
MD5 % L AR A LA :
CETZ) > %ﬁﬁ@

JH%MJ%%
l [
2. SSHv2

SSHv2 T, &84 W) HFiEEHOWT2—VEEEITWE T, £9, 77
4’7’/ ME, =4, 2—FONEE, =—FOAMET VT Y X LEFLR L
TRiE R A v —VEBER L E 9, £ LT, 1Bk LIZREEER A v & —12%f
LT, :L—*J‘@ﬂ&%%ﬁﬁb‘f@?%%%f’ﬁﬁkbi? W, =Tk LT,
mﬁg*j/? T %%g%ﬁit%@%%ﬁbiﬁ

P 3T, B ESNTERIAERA v E—Vh D, 2—04 & o —FAMEY
WL, Honrloigkish Vb —FLa—FOAREETHD Z & 2R
LET, £/, BEINTWAE2—VFORAR#EEZHNT, &N TEREFEL
EREL, ELWL—TOETELATOLZ E2MRTE5 L, 22—V
ELET(X2.1-5),
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B 2.1-5 SSHv2 TO1—HOARRELDF N

SSHZ 2472k SSH H#r—/\

FRIEER

Ay —T R
A—PRAREER A v —Y

= — P RAER A (=4, YA, L Y
sz, 2 AT LY X 8) 2L AR S LT
VR E T +ETFEA HItL, xOa—F
TF-BH &R > | amrEmoT, B

BARELVZ L&
ezt

= —WRRERY)

(b) A—HILRRT—FIC&D1—YRREE
telnet & FIBEIC ¥ — AT R — A CRE Sz R 2 D — R & N T2 — 5
FEATOET, UL, /SRT— RIS LS NEF ¢ R 2B 120, HZHIC

TR FH A,
CYN =
Z— %mﬁﬂﬁﬁﬁék oy a NS L, a—FFue s Ao ES, 22
T, BEIZF—IFT Dty v a URBEBEINVET, sftp TEROLEIEX, — MIT

sftp server 2 v RNFEITIN, 77 A MIREPMTOIVET,
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2.2 EES{Ll

SSH 7' b /LT, RO HHEOK 55 W SAbLHN 2 FIH LT, Ak L W 5{bisE %217
STWET, ZRENOREHTRISEIERTAITY AL K-> TEASNETNR, AW
WZIEED7T =2 LT, HOREDT—FThHD 18] ML, FrEDORHZIT-> TS
fbEFHL, BofbShieTr—213d 5 T8 ML TRBEL, 'S5 LET,

221 HERESAK

A L B i@ M@T%éf B\ 2FEHTHZET, B bEEEEZRBIRVET, D
728, Zo [Ha@gk) 35 LEE 21T ORI, Aih > THEICEM LT Z ENRpnE L
D\i—j—o

® 2.2-1 #BRESHXATOSLERS

A o TREIZENT LI

1 1
A ! |
L BRI L7 — ¥ v
F—y i i F— s
ST R SRR
SR TR TE S
R S TR R A R RS R

Homgng 5 0%, QDA 57U, HEORBEEN DN E W I FLERH Y £
ﬂ: D=, SSH 7'u k 2 /L ClE, @15 DR B kil Z od@drs 5 5 a8 A L g,

Kﬁ%ﬁf VI, R A dmsgns 5 o EIZ 2 7« /' L —3 3 > 3~ K ip ssh ciphers
%EFRET T,

mm
o
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222 AHFHEESHX

INBRgERE B R0E, RO AR & TEs) 27 CHERALET, 2o [ABH)
& TS IIXBLToMERH Y, ABRER S HIT o o g 258 H L TR BB 4
ZERLTCOET,

(a) [/aBRSE] THEE(LESNI=FT —&I1% (g THESTE 5 (1K2.2-2(a)

(b) TABEE THBLENT-T—2I1% TABgE) TiIE S TE 20 (¥ 2.2-2(0b))

(o TWggt) CHEBb LT — 21k TABRS) CTEEZTES (X 2.2-2(0)

(d) TBHgE) 20 TR 24T 52 &lETE 0

2.2-2 2B L FROER

@ |77 cme P % e § |77

(b) > >x@%mr
o [)umd [ s [
¢ I >w ->

| iwerasnconvmesar B e anRES R

WE, ST 2R LN s Z{EEONAT L—XA T 5L L TFRITRE L,
(ABASE) ZMFITRALET, MFE, HMETO2HFO [aREE 20T, F—Fzifs
fELEELET,

Fiz, BHO TREE] 2HWT, B b LT —F 2Tk, TN AR °F
TCEDLILEMENDDL LT, EBTFBELLETDHIENTEET,
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LT 2.2-3 1%, 87 2B LB [ABRE] ZMTFAICABELCOWET, FAIX
ANBEENT-BO AR 2T, T—FZE LT, B~EMfLTWET, EffSh-
T—XIBHEOWMERTIEIFESTTEET,

E 2.2-3 ARRESHAXTOESIE

L\ 4\ !
A ! AN 2 W:
1 J. ______
i T i
i B OABIGET | ABREE .
: W 2L L5 — & SRR ey RPNy BT
—~ B 2B EETE 3] hs g ,
. B D/ BH#E . Ty —
T—XF | T—X
m— ARy B OREHTHE
BB STV RV IREE AR % B A S TR BE A R

F2X 2.2-4 1%, BT EERLIZAD TABE] 2MEB~ABELTHET, AIFEFD
[RhgEgE ] CTHRF AL L7727 — X ZMFB A~ L, BIZAD AR TESTEHZ &4
BTHZET, AVREMLET—Z ThHD I L AR TEET(EBEFESL),

E 2.2-4 ARBEESRXTOES

| A 2 !
________L _______ 1
A . A@@uﬁfﬁf E
BT { hemeeeeeee e WL LT —5 (ETFE4) -
T ] (A 720 B3R BL T X 5] v
e A OINBAHE . >
>
L p R
A DABRBETE S =A OFE B4 s
BB STV RV IR EE AR % B A ST AR BE A R

ANBRgERE 570, (Do demdEnRs 55 AT, BB IC8E 2 DA 2 BB 72\ 2 DRI T
T, HEOLHEENRKEWVWEWIRERDHY T, D=0, SSH 7' b aL i, domi
ODJié'fj‘(SSHVl)if; i@*ﬁ(SSHVZ)& TX }‘nu FIE :L__H-uuu @/\Fgﬁ%ﬁ jjft%fﬁéﬁﬁ
LTWET,

ALEE T, == ORRERGEHICERT 22—V RREtI= 74 L —vavavwy
K ip ssh authkey Tk & (&R 23 /[ HE T,
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23 A yt—TFEa— F(MAC)

SSHv2 TiZ, A v —Viila— RZFH L CTEENEOS S AOBEE21T> Tk, £
vl —URREa— REIFTEDEHRNPOEEED 2 — REELL, BEFICTCOBFRNPL S A S
NEGEIZIIZEDa— R R K9 oTWnET,

AIEETIL, FEHT S MAC IZ=2 7 4 7 L—3 g a3~ Kip ssh macs TRREFHRETT,
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3. R

REETIX SSH Ok Z R~ LT,
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3.1 SSH Mg
AREEE O SSH #AE AR 9 5 72 OEEGAE R # K 3.1-1IZ R L FET,

(@) VE— FEMAWKNS SSH 7 74 7 > bR U CARLERE ~i4 504

K 3.1-1 SSH#eEfADOR Y F7—o#EE sl

SSHZ7 747 b

B AR I SACIBE A ER SN ETOT, BEQBENTRETT, LaflEK LT,
1.2 BEREMEZE) ORI L% L7z SSH & ffkee)s ZRIHIC et 7,
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ARECTIL SSH EA DINESE 2R L F T,
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41 SSHHY—/I\~ADIEE1—HE

SSH Y — "~ — VO KL, 27 4 7 b—3 3 a< 2 K line vty TRET
LHig ka7 A va—WELen 4, /2, ke A ra—3HE, SSH — S~
SSH tF =27 UE— a2l A o TOEREE T TR, telnet T L TV D —H 4

byl 4,
%® 411 BYUE— 7O ERDESGSEE
IEE JE—FT7HERFER
ssh sftp telnet ftp
HKZRO—F [ 2B | "x7—F [ R
gRa 7 A 2 X1 1 %2 2 ¥l 1 %2
2—H 16,4 %1 16,4 %1
a— % | g—hL O %3 O %3 O %3 O 3 O %3 O %3
7 71 7 | RADIUS @) X @) X O @)
N
A RAT— | WA — | — A A
TR A NIRRT X X X
— N#¥:
0y A 60 %y %4 60 %y 30 %y
HA LT T MR
(LB O : Bifin X PEGEAN ] — %54 A RERE TH R AT

K1 ke A ra—3HiT ssh & telnet D#F0

2 [AX2200S] [AX2100S] [AX1250S] [AX1240S]

164 (RZy N7 a @8R,/ A4 > 7 BH{ERE) [AX25008]
2 :sftp & ftp 1L [FIRFEERE A48
¥ 3 11 =2—¥721F [AX2200S] [AX2100S] [AX1250S] [AX1240S]
¥4 RYAR— bk [AX2500S]

ssh £ [A U [AX2200S] [AX2100S] [AX1250S] [AX1240S]

CEEEIA]
SSH 7 74 7 Ml D Rekey BRMBEEFEINTH, REBIIERFLET, SSHZ 747 b
] C Rekey BERZEXEFE LRV EIIZEEL T EE,
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(1) A2y IBERODT 1 UHIZDL T [AX2500S)

2K JEMERF OB 7 A VEIE, < AXUNDA L RAS v TFDaryy—ralf BHLEDT
AR BIRTRK4A4 ERVET, /A L HORMPFAEZROFITRLET,

£ 412 R4y UEMEROOT A L HOEEH

A4 &5

arvI449L—v3rvavr R

Ay ekOonT A4 U8

line vty TEHREL-OT 1 U8 (&xK4)
telnet/ssh iZ LBV E— b /A EEND EHEND
T ABLISD A L IRAA 5 FD EENLWN
ayy—uag A
VRAAAAL yF DAL —)L EENRN aEENRN
=74 Vg

ftp/sftp IC LDV E— b7 A
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4.2 SSHY—/N\~ADI—HNEHOEE

AKEED SSH Y— "~ 0 2 — PN AL 2 A AT 255813, =—F4 &, %Y
2 —HF D2 —FAREOBEEREZIT> T TEIN,

AFHEEREZ WV DB OB TX H 2 — Wk, = — VARG, =—VAREORELZT
R LET,

k=111

(1) %ﬁ%ﬁ*ﬁ?ﬁ W27 Z)/\F#ﬁ%nuuil‘_"&éﬁ
[AX2500S]
EEHZD 10 22—
[AX2200S] [AX2100S] [AX1250S] [AX1240S]
WEHTZY 1 2—H

(2) &k PTHE 2 o — AP SEEK
1=2—¥H7=0 10 E#

# 4.2-UT, BETE o2 —PARBOMELZ RLET,

& 4.2-1 ERWHELZI—TORROES

SSHZ’a koL NEgETILTY XL X1 bit# X2 2N BRSETE R
SSHv1 RSA 512~2560 SSHv1E
RSA SECSHE . %3
512~5120 =
SSHvo (ssh-rsa) OpenSSHE
Y DSA c1g 153 | SECSHER 3
(ssh-dss) OpenSSHE

1 ANBHEET L3V X A draft-ietf-secsh-transport-15.txt
2 fﬁ&::’% YRR EENRNGED bit FTT,

(2 AV N EHOEZ2AGDETI00 UTFFE TORMBERTEET, )
% 3 : SECSH JZ3 draft-ietf-secsh-publickeyfile-03.txt
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43 ERRDIEERE

431 ZEFESSHYSA4 7> OFIR

—ERDOZEFE(AARGER E)7 A4 T T, —3~ ASCII XFLSNARZE L F2 E)T
T — Ay —UEEMNTAHEARHY ETOT, TELHFITASCI LFTT—A vt —
BET A ITAT o N ZRAL RN,
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A4 Lb—avhHA FiE

5. SSHHU—/\HEEEDRENA ~

AREETILSSH OY— e a7 4 7V L—3 g VREHZ R LET,
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51 SSHHY—/\QOEXERE (O—HIL/NRTJ— FEZELE)

(1) RENBDHME

Ho &b FEIZ SSH 25| L TH Bt {5 217 9 1213, telnet £ R U/XA DU — FERGEAFIH L &
T, ZOHBATDH, telnet &EV, T—FZHONAT — REEEFALEINTEMNENFETOT, M58
WIRRT A2 L 13b 0 EHA, Z2TlE, a— AN T — REZFAEH L7=84 0 SSH #— 10
RERE TR LET,

(2) AR & ERERM
SSHZ A7 v rinbRry MU =7 Zfr LTASEA~ER T 2k s LET(H 5.1-1),

E 5.1-1 SSH H—/N\DOEKET WHE

192.168.1.1 10.10.10.1
- | e
SSH 7 547+ b Y EI—=7
o —H4 : staff
N x%l‘\‘ . ******DJ %;E SSH_;/_I—/‘S/S\HV2
(R ESH]

AdEE D SSH H— 1

cIP7 RFL =& 10.10.10.1

- SSHv1 & SSHv2 T nliE & 55 (7 7 4 /v MEIE)

« NAT— REFEZMEA L, ARSESEREL 425 (577 40 FEE)
SSH 7 A7k

-IP7 RL =& 192.168.1.1
a s A DD DIER

=4 staff

. /\02 ]7_ ]\ ek

B, KEE-SSH 7 747~ FEIZH SN COMEREZITY, BETELIEELET,

(3) A—H D&

[AX2500S]

B G, EEEHEET— FoEM 2~ R adduser 2 H LT, =—H staff £/ 27—
REREL, oA ra—YT7ho bEERLTLIEEN, 2B, NATU—RZHREL TR
22— SSH ORXRAU— RBIE TR /A4 TEEH A,
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> enable

# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:skkskk

Retype new password:*tkskk

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

BTHER D, EEEHET— FOEM 2~ N rename user & EM =< K password % fi
LT, a—Wstaff L/ NAU—REZREL, ns/ A ra—F7 o MEERLTLITEIN, B,
RAT—= REHRELTORWEASIZSSH O A T — FFRIETRr 7/ A  TE £H A,

> enable

# rename user

Changing username.

0ld username:operator

New username:staff

# password

Changing local password for staff.
New password:sskksorx

Retype new password:*tktkk

#

@arI749L—a EE
BHEWARNS, ar 74— gravwy RTCSSH — "2 8fE S AR ELZITVET,

(a2 FE&REHI]
iR ANa<r R
1 (config)# ip ssh
2 (config)# line vty 0 1

& 5.1-1 FEEDXEMRN

&

s

fRENES fiZ

1 SSH - — " O@EifEZ Bl S £,

2 A ~a I A T Ha— e 2L LET,

[BRERNBDERR]
(config)# show
(FRI)
line vty 0 1
!
(FHE)
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ip ssh

(5) ENERERR
SSH 7 74 7 v bbb, ARIEEE0.10.10. D)~k L, =—9 : staff, /XA T — R : solkkrk THR
FEESNa A TEBRZERMHERLTLIZEN,
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5.2 SSHv2 —/\TRRBPEEZITHORTE (SECSH#E—FE 1)

(1) RENBDHME

NRAT— RFEFEL 0 Z420Z, SSH ZFIH L CREREEIT O 121X, ABESEREZ R L Ed, it
PNRAT— RFAELE D, RNRATU—=RFHAKR Ry hU—7 EZFinnERA, /- T, 72L&z, BEN
st ST LTH/RAY— RPN T Z Li3dhb ) ¥ A,

ZITE, VAT P TER L=V RRT OO B, a—PAREEA AR E O SSH —/3~
Bok LABRBERREZIT O R EAITVWE T, 22— AREORGKII=2 74 /L —varavw KT
ITWETR, HiE1L T, 60007747 LY, 2—RARET 7 A VB AREE ~FRE L
TREEFET, TLT, FOa—VAREET A NVEa T4 T L— g a<y R THHrIALRBE
L7,

AB|CiE SECSH I SSHv2 DSA @ = —H/ABSE G L T\ E 92, SECSH £l SSHv2
RSA O = — VAR S Rk HFIETREEN TE £,

(2) B EERESH
SSH 7 A7 FnbRy NU—2 %24 U CARER ~ T AR5k LE (4 5.2-1),

B 5.2-1 SSHv2 4—/\TLARBBIAZEITIRE (SECSHE-FE 1) EEE

192.168.1.1 10.10.10.1
ALEE
SSHv2 7 547+ b v kI—=2
2 —Y4 : staff
SSHv2
o —/ABAE : id_dsa_1024_a.pub PN

o — PR #E : id_dsa_1024_a

(R EEH]

AdEE D SSH H— /3
+IP7 KL X 10.10.10.1
- SSHv2 TR HRenlie: %
CABSEEREA MR L, RSAT— REEFELFFAT 5 (T 7 4L NEME)
- SECSH JE:»> SSHv2 DSA O = —W /AR % BT D

SSHv2 7 7 A4 7 k
<IP7 KL XA 192.168.1.1

07 A D DOER
c a—YH staff
- 2 —HP/ABRSE  id_dsa_1024_a.pub Z—WHEST (7 T4 T MAITTOIER
- 2 —YREHE  id_dsa_1024_a } L, ABRSEREREICME X 5 & 51287 5)
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B, AKIEE-SSH 7 747 2 FHlEH O LOBERELITY, BETELZLELET,

(3) A —H D&%
[AX2500S]
BHRE RN G, HEEHEET— NOEN 2~ N adduser Z2fH L C, =—W staff L XA T—F
ERTEL, vl A ra—FT o PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:ssiksorx
Retype new password:skxxxx

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]
BHEANG, EEEHEAT— FOEH =2~ K rename user & 1EH 2~ > K password ZfEH L
T, 2—HF staff L XATU—REREL, vl A a—HFT o FEERLTLZEN,
> enable
# rename user
Changing username.
0ld username:operator
New username:staff
# password
Changing local password for staff.
New password:sekfiokx
Retype new password:skxxxx

#

(4) A —Y AR DERE
74T Ml Ca—Y@T 2500 UOHELET[THEHOSSHZ 747 MV 7 FO#t
Y — W(UNIX %20 SSH ¥ 7 » Tl ssh-keygen =~ R) & HWTAR L F9], ARE T, 5.1
SSHY— ROIEARE (B—H/S2A U — R#GE) | @ SSH HARRE 24T\, A%EEDO SSH +—
NI TA T BN AT — REEGECHER ATRRICEE L E7,
5.1FE D EH
(config)# ip ssh
(config)#t line vty 0 1

TIAT v b sftp TREBIC2—/AR#Gd _dsa_1024_a.pub)Z izt LE T, ik Liz7
7 A I ALEE O RAMDISK ([ —EHEFEENE T,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
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staff@10.10.10. 1" s password: ¥k /XA T —
sftp> put id_ietf_dsa.pub

Uploading id_ietf_dsa.pub to /ramdisk/id_ietf_dsa. pub
id_ietf_dsa. pub 100% 693 X. xKB/s  00:00
sftp> Is

id_ietf_dsa. pub
sftp> bye sk BRIESET kb
[T5%E]
2 — P ARFEDOHRET ftp FHWTHAMETT N, BERF TCOIIAHFE X2V T4 LFEL
<HYFEHEADT, sftp ZHHT L L2BEIOLET,

GEEEIE]
HE362E 0 RAMDISK 13— WHREfFE= U 7 ¢, %
NFETOTIEELTEIN,

RRRRE Hokx

E D HEHE) T RAMDISK EDO 7 7 A /VITHES

H 5.2-2 1—42% (SECSH ) DERX

192.168.1.1

10.10.10.1
AR
L 4
W —_— ‘I“‘
SSHv2 7 54 7+ b *Y T 7__..--“'
s
2—H4 : staff s .-';‘ - .
IIII III III EEEEER St ‘(:“E\‘i; v
-III !%%é Eal : %%_aipiuil’: g P
*;%JA.%!’% sa 1024 a

B)arv749L—a EE

BHRNS, a7 4 S —3aravwy RTSSH Y — R"ORTELEE &, o — PR OB
EATWET,

[a< > FEREHI]
R AJja<o K
1 (config)# ip ssh version 2
2 (config)#t ip ssh authkey staff client-v2 load-key—file id _dsa_ 1024 _a.pub
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& 5.2-1 FEEDXEMRDN

fRERES fRER
1 SSH ¥4 — "7 m haigx—2g v 2780 R—FE LET,
2 — staff O SSHv2 O = —F/AR# %2 RAMDISK LD~ 7 A /L id_dsa_1024_a.pub

MOFPIABRE T, ZOR, ZOEOLFI(S T v 7 A4)% client-v2 & LET, 2
T4 7= a I — T ARBORNENHESNET,

[BRENBEDFERT]
(config)# show
line vty 0 1
!
(i)
ip ssh

ip ssh version 2

ip ssh authkey staff client-v2 “AAAAB3NzaC1kc3MAAACBAPQX4hUjicV2cuSbbOeYug3
Zwelwdvel i XNACRX15dh8XDDI1v1drKW6LnxTD i M8wfsEPDo0C0Zwae9VOLgpBF XadNAH | BSPeKV
EUvSBah+romEWRuPgBHIkJWg3FbzkHV8cY iQxzAZT87RunikN9 j2kg+ftodIs71WR4gHXby/JTA
AAAFQDT | 3fYWEZaZEF 1ZATkUeL saBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj10ptaGb7KcTKv
bfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1G
vZ4bef7JTPIx048/ | FSWATL7bKeXZ9¢ i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ /yWFB1r |8
BeNkvcsmi lupce2hb2uaef/417ymPT9i rDQsTRY3Rx i G5KOUh7g84 jOWFtx/y9KtFk46hUizNYn
kkVcEw jo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMdPzpzAD6F
ZHS+9zkd i 7Tk="

|

()

(6) ENEHEER
SSHv2 7 7 A 7 v b b, A%EE(10.10.10.1)~ki L, = —W4 staff, B HEGd_dsa_1024_a)
ICNAT L —XBATILT, ARSI CHRIEEN T /A U TEDH I L A2ER LT ZEN,
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5.3 SSHv2 H—, \—C/\Bﬁf'inm\nmé (SECSH f'L 73_/2-'5 2)

EII 1

(1) RENBDHME

2T, ABRBIEGEEIT OO, 7 TIA TV FPTHER LI —TEAST D) b, 2 —H A
ﬁ%ﬁ“%@ SSH Y — _"~Bgk L £9, 22—V AREOREITa L 74 L —vara~wy R TIT
WETR, HFE2 T, 22— VR AVORNEEZay 74 S b— g ra~wy RCHEEATN
L, BRERELET,

AB T SECSH JE SSHv2 DSA & = — W /AR TRl L T\ &£ 7728, SECSH JE . SSHv2
RSA O = — VAR S Rk HIETREN TE £,

(2) AR & ERERY
SSHV2 7 54 7> Finb Xy b U —2 & L CAEEA~BERT 5 L LT (X 5.3-1),

E 5.3-1 SSHv2 H—/\TLABRBIL %175 RECECSH#—Ai% 2) #HE

192.168.1.1 10.10.10.1
AL
—
SSHv2 7 547> | *y FI—=2
2—P4 : staff
= — /B id_dsa_1024_a.pub iSEj?
o —YFAEHE : id_dsa_1024_a

(R E&H]
ARIEEE O SSH Yr— N
cIP7 KL X 10.10.10.1
+ SSHv2 T2 rie & 45
c NBREEGETS VT AT S
- SECSH JEZ=» SSHv2 DSA D . — /A BRI # 4 B
SSHv2 7 7 A4 7 > k
«IP7 FL XA 192.168.1.1
07 A D OER
2 —H4 staff
« 2 —W/ABR%E  id_dsa_1024_a.pub Z—PPT (7 T4 T MUTTOVER
. JH“H'*JZ\QE% 1d_dsa_1024_a } /Aﬁ“ﬁfﬁuuu WZEZ DL 910 yﬂ\zﬁ#é)

¥, KIEE-SSH 7 747 FMEIEH O COBERELZITY, BETELZEELET,
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(3) A —HY D&%
[AX2500S]
BHWARN S, MEEFHET— FOEH a2~ Fadduser ZfiH L C, =—V staff L /X2 T — K
ERTEL, vl A a—FT7T o PEERLTL ZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:Hkkskkk
Retype new password:kkkkkrx
#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]
BRRARN S, HWEEPE T — ROEM 2~ K rename user & Ef =~ | password Z{# il L
T, 2—HF staff L XATU—REHREL, vl A 2—HFT U FEERLTLZEN,
> enable
# rename user
Changing username.
0ld username:operator
New username:staff
# password
Changing local password for staff.
New password:sekfiokx
Retype new password:skskkk

#

(4) A —HY AR ER

7747 MITa2—YHEHT 200 COHELETITHEHADOSSHZ 747 Y7 O
R —W(UNIX %0 SSH Y 7 b Tl ssh-keygen =~ K& HWCTARKR LFET], £, BHIE
KETZI4 T hOa—FRBBRNEZ YR L £ 4(X 5.3-2), A% Ti%, SECSH Ex.» SSHv2
DSA = — VAR Z G L E T,

B 5.3-2 #fHLF-1—Y 2R (SECSHE) RSB

--—- BEGIN SSH2 PUBLIC KEY ----

Subject: staff

Comment: "1024-bit dsa, staff@clientl-pc, Tue Oct 22 2002 16:21:35 +09¥
oo"
AAAAB3NzaClkc3MAAACBAPQX4hUjicV2cuSbbleYug3ZwelwdveLixNAcCRX15dh8XDDIv1
drKW6LnxTDiM8wEsEPDoOCO0Zwae9VOLgpBFXgdNAH1BSPeKVEUVSBah+romEWRUPgBHIkJ
Wg3FbzkHV8cYiQxzAZT87RunikN9j2kg+ftoJIs7IWRAgHXby/JTAARAFQDT13fYWEZaZE
F1ZATkUeLsaBnn/wAAAIEAhy3mVaF87Pjjbag+XY+12mjIOptgGb7KcTKvbfb2JZVscidx
z0aKnNWRMJt sZSyMXkpdEjaWNmQvbV6MDGN3PYX63CLomIsWUPxdo7bcOJFyx1GvZ4bef7
JTP9%048/1FSwQTL7bKeXZ9cidgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ/yWFB1rl18Be
Nkvcsmilupce2hb2uaef/4I17ymPT91irDQsfRY3Rx1G5K0Uh7g84)9WFtx/y9KtFkd6hUiz
NYnkkVcEwjoluTbhtRpehFO0bUYPyQu+ZxFDHZ3vBlo0ONOfaO0U4xME18RC4ACHax+Fm/OUMd
PzpzAD6FZHS+9zkdi7k=

--—- END SSH2 PUBLIC KEY ----
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B)arv749L—3a EE

Wz, FHEMRNS, HIFEHE L2 —VRARBONEEa 7 4 7 L—varavwy RTA
H(Eav—T7 o RX—2 N LET,. arv7 47— aravy RCa—HPFRAMBONELZEHEAS
T 5840%, SECSH B2 —WARED~ v Z(Comment: = £ > b)), Blls - & T~—"BX
OHWITa— RE2EDRNVE D, BT 22—V ARBNEOIERFKROL ST LET,

1. ~o &, Bbh-&T~—D &R, SO0 2800 H U E (X 5.3-3 S5,

B 5.3-3 1—4F# (SECSH®) OAHES

--—- BEGIN SSH2 PUBLIC KEY ----

Subject: staff

Comment: "1024-bit dsa, staff@clientl-pc, Tue Oct 22 2002 16:21:35 +09¥
JQQ"-- AN NN NN NS EE NN NN NN NN EEE NN EEEEEEEEEEER
AAAAB3Nzaclkc3MAAACBAPQX4hU] icV2cuSbbleYug3ZwelwdveLixNAcCRX15dh8XDDIv1l '
drKW6LnxTD1M8wfsEPDoOCOZwae9VOLngFquNAHlBSPeKVEUvSBah+romEWRngBHIkJ
mlg3FbzkHV8cYiQxzAZT87RunikN9j2kg+ftoJIs7IWRAgHXby/JTARAAFQDT13fYWEZaZE m
"p]7ATkUeLsaBnn/wAAATEAhy3mVaF87Pjjbaq+XY+12m3 I0ptqGb7KcTKvbfb2J2Vscidx W
:anKnNWRMJtsZSyMkadEjaWNvabV6MDGn3PYX63CLomISWUdeo7chJFylevZ4bef7:
mJTP9%x048/1FSwQTL7bKeXZ29cidgGXMmch8Tz15WSu8rP+t3m/yS7TgARACAZ/yWFB1lrl8Be m
'Nkvcsmllupce2hb2uaef/4I7ymPT91rDstRY3Rx1G5KOUh7g84j9WFtX/y9KtFk46hU1z'
.NYnkacEWJoluTbhtRpehFObUYPyQu+ZxFDHZ3VBloONOfaOU4xME18RC4CHax+Fm/OUMd

‘Pigzég6fi$+%quthlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.
SSH2 PUBLIC KEY

2. SECSH XD =2 —FABRBIIEITa— FE2EATWE 2D, T X TORITERY EEE 117
Uz L £ 9(X 5.3-4),

R 5.3-4 1—4EE (SECSH &) O®iThRE

L N N L L L N L LN
AAAAB3Nzaclkc3MAAACBAPQX4hU]1cV2cqubOeYug3Zwe1wdveL1xNAcRXl5dh8XDDIvl"

.drKW6LnxTD1M8wfsEPDoOCOZwae9VOLngFquNAHlBSPeKVEUvSBah+romEWRngBHIkJ-‘
le3szkHV8cY1szAZT87Run1kN9j2kq+ftoJIs7IWR4gHbe/JTAAAAFQDTl3waEZaZEl‘
®p]7ATkUeLsaBnn/wAAATEAhy3mVaF87Pjjbaqg+XY+12mjIOptgGb7KcTKvbfb2JzVscidx ®
.anKnNWRMJtSZSyMkadEjaWNvabV6MDGn3PYX63CLomIsWUdeo7chJFylevZ4bef7:
mJTPI9%048/1FSwQTL7bKeXZ9cidgGXMmch8Tz15WSu8rP+t3m/yS7gARACAZ/yWFBlrl8Bem *
'Nkvcsmllupce2hb2uaef/4I7ymPT91rDstRY3Rx1G5KOUh7g84j9WFtX/y9KtFk46hU1z' ”,,F______
.NYnkacEWJoluTbhtRpehFObUYPyQu+ZxFDHZ3vBloONOfaOU4XME18RC4CHax+Fm/OUMd.‘-‘ aﬁ?f

‘P}E@P@gas+%zécgj.7§IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

AAAAB3NzaClkc3MAAACBAP M-+ FObUYPyQu+ZxFDHZ3vBloONOfaOU4xME18RC4CHax+Fm/OUMdPzpzAD6FZHS+9zkdi7k=

R B0 —FABEOHIICEAZEORNTLEEN, ZAHDRKITa A FMER
RENFET,

Hikd Ha— PR ERFTSELLL, BHIAND, 20747 b—varav s FT
SSH ¥ — SO E L, — VP ABOREREITVET,
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[a< > REREHI]
g ANJja<r R

1 (config)# ip ssh

2 (config)#t ip ssh version 2

3 (config)# ip ssh authentication publickey

4 (config)#t ip ssh authkey staff client-v2 “AAAAB3NzaC1kc3MAAACB
APQX4hUjicV2cuSbb0OeYug3Zwelwdvel i XNACRX15dh8XDD1v1drKW6LnxTD i
M8wfsEPDo0C0Zwae9VOL gpBFXgdNAH | BSPeKVEUvSBah+romEWRuPgBHI kJWg
3FbzkHV8cYiQxzAZT87RunikN9 j2kg+ftoJIs7IWR4gHXby/JTAAAAFQDT I 3
YwEZaZEF1ZATkUeLsaBnn/wAAAIEAhy3mVaF87P j jbag+XY+12mjI0ptqGb7K
cTKvbfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLom
[sWUPxdo7bc0JFyx1GvZ4bef7JTPIx048/ | FSWQTL7bKeXZ9¢ i dgGXMmch8Tz
15WSu8rP+t3m/yS7gAAACAZ/yWFB1r | 8BeNkvesmi lupce2hb2uaef/417ymP
T9irDQsTRY3RxiGHKOUh7g84 jOWFtx/y9KtFk46hUizNYnkkVcEwjoluTbhtR
pehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMdPzpzAD6FZ
HS+9zkdi 7k="

5 (config)#t line vty 0 1

& 531 FEEOHREMRR
R RS it

1 SSH $— " O#EEZ Bl S £,

2 SSH #— 7 a hapn"—2g v 220 R— e LET,

3 FFAl 3% 2 —WERREF A ABEEERES T & LET,

4 2—+:staff O UEfE L 7= SECSH B D SSHv2 = — W /AB# &2 R cefT L7an X 9
2, "THATAALET, 2O, ZO2—PAREBOARI VT v o A4) %
client-v2 & L£7,

5 REFB~0 T A T Hha—PEE 2L LET,

[BRERNBDERKR]

(config)# show
(i)

[ine vty 0 1

!

(H )

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staff client-v2 “AAAAB3NzaC1kc3MAAACBAPQX4hUjicV2cuSbbOeYug3
Zwelwdvel i xNACRX15dh8XDDIv1drKW6LnxTDiM8wfsEPDo0COZwae9VOLgpBFXadNAH | BSPeKV
EUvSBah+romEWRuPgBHIkJWg3FbzkHV8cY iQxzAZT87RunikN9 j2kg+ftodIs71WR4gHXby/JTA
AAAFQDT | 3fYWEZaZEF 1ZATkUeL saBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj 10ptaGb7KcTKv
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bfb2JZVscidxz0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bc0JFyx1G
vZ4bef7JTP9x048/ FSwQTL7bKeXZ9¢c i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ /yWFB1r |8
BeNkvcsmi lupce2hb2uaef/417ymPT9irDQsTRY3Rx i G5KOUh7g84 jOWFtx/y9KtFk46hUizNYn
kkVcEw joluTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMdPzpzAD6F

ZHS+9zkd i Tk="
!

(6) ENERERR

SSHv2 7 A 7> b, AR%EE(10.10.10.1)~ SSHv2 THEfi L, =—W4 staff, = —VE
#a(id_dsa_1024 a)iZ/ XA 7 L—RX & AN LT, AHESREECRIEEhn /(4 v T& 52 L 2R L
TL7EEVY,
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54 SSHv2 H—/N\TRRRBLZITORTE (OpenSSH #E— A% 1)

(1) RENBDHME

ZZ T, O0penSSH 7 74 7 > F TER LTz —F T D 5 5, 2 —FRABHEEZ2 AL E D SSH
T N~k UABASEERE AT D BREE TV E T, n~%“%ﬁ®%ﬁiﬂ/747V~V5/ﬂ
< RTITWETR, HELITIE, &0 007747 LY, 22— RRET 7 1 L&KLk
A%%LT%%iﬁo%bf,%@n—%@%%774w%zy74ﬁv—yay:vafﬁ#
A, BERLET,

AT OpenSSH @ SSHv2 RSA = — /AR Tl L TV £ 9728, OpenSSH @ SSHv2 DSA
Z—ABREED [FEED FIECHREETX £,

(2) AR & ERERY
OpenSSH 7 74 7> kit b U —2 &4 LAY B~ S L L £ 3 (M 5.4-1),

® 5.4-1 SSHv2 H—/N\TRMBEBILZ1TS5HTE (OpenSSH B —Hi% 1) #BEE

192.168.1.1 10.10.10.1
AAEE
SSH 7 1 7> +(OpenSSH) *ry kD=2
2 —Y4 : staff
. SSHv1/SSHv2
o —H/ABAE : id_rsa.pub e

o —PRRER - id_rsa

[ EEH]
HEE D SSH #—

cIP7 FL =& 10.10.10.1
- SSHv1 & SSHv2 THiirlgEL 95 (7 7 4 /L NEIE)
c NBASEGEREZE L, AU — REEREL A5 (T 7 4V FEE)
+ OpenSSH XD SSHv2 RSA = — /AR % B8k7 5

SSHvl 7 547> b
cIP7 FL =& 192.168.1.1

a s A DD DER

ca—HL staff
.« Z—/\BA#E  id_rsa.pub :L~—4jfﬁ¥/\°7(7 747 v MUTYOIER
- 2—YRESE id_rsa . ABASERREICME R D K O ITBET D)

¥, KEE—-SSH 7 747 MEIZH O LOBERELZITY, BETELZLELET.
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(3) A —HY D&%
[AX2500S]
P— AT, BRERN S, EEEPEE— FOEMH 2~ N adduser ZffH LT, = — staff
ERAT—=KREHREL, vl A ra—FT7 oy PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:Hkkskk
Retype new password:skxxxx

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

H— T, BHEHEEND, EESHEET— FOEH a2~ K rename user CiEH v N
password Z{Ef L C, =— staff L XAV —REZREL, v/ Afra—PT7hovr bafERLT
<TEEN,

> enable

# rename user

Changing username.

0ld username:operator

New username:staff

# password

Changing local password for staff.
New password:sekfiokx

Retype new password:*tktkk

#

(4) 1 —H B OERE

72747 v MITa—P@RTZ2HO0COMBELETIZHEHNOSSH 2 947 MV 7 SO
Y —W(UNIX %20 SSH ¥ 7 » Tl ssh-keygen =~ RK) & HW AR L F9], ARE T, 5.1
SSHY— ROEARE (2 —H /20— RBEE) | O SSH AR ELITV, AEEo SSH H—
NZTTAT Y MBH/NAT — REBGECHEf ARBIZER E L £ 9,

5.1 D EH] :
(config)# ip ssh
(config)#t line vty 0 1

T4 T RnD sftp TAREE IZ2—FAB#(GId_rsa. pub) 2zt LET, #mk L7727 7 A4 L%
AHEE O RAMDISK | —BHEfE S ET,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10. 10. 17 s password: sk /XA U — RERIE %k
sftp> put id_rsa. pub
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Uploading id_rsa.pub to /ramdisk/id_rsa. pub

id_rsa. pub 100% 224 x. xKB/s  00:00
sftp> Is

id_rsa. pub
sftp> bye wkk BEIESE T dokk

[Z5%E]
2—HPRBFOEIRIT ftp Z/HVTHAMRETT D, BREEPTORIAFEX 2T 1 BIFEL
KHYVEHEADT, sftp T L2 L2BEO LET,
CEEEE]

frk e D RAMDISK (3 —FHR7F= U 7 T3, EEOHEHE T RAMDISK EO 7 7 A /WFHES
NFETOTIEELTEIN,

K 5.4-2 31—42AB% (OpenSSH &) DExz%

192.168.1.1 10.10.10.1

L i

— |

=\

SSH” 747+ b *v FI=9 eeett¥
.8
¢ ““‘III
2—F4, : staff gansttt SSHv1/SSHv2
Py
'...!H‘./'\F'fﬁé.;d.;s.a.ﬁl;b..l‘ ‘-l‘ Sftp T%ﬁ% v V.

H—
. am I#%/Z&'% . .(r_;s.aI LN

G)arvI4JL— 3 UERE
RN, a7 4 S —varavy RTCa—FRARBOREESZIT W ET,
[a< > REREHI]
i AJja<r K
1 (config)#t ip ssh authkey staff client—0 load-key-file id_rsa.pub

% 5.4-1 XREEORTEME

R ES fRER
1 —HFistaff O SSHv2 O — /AR %Z RAMDISK EdD 7 7 1 /L id_rsa.pub 7> 5 Fe
ABET, ZOR, ZOROALFIS T v 7 A4 ARELTFS) % client-O & LET,
OpenSSH XD 2 — VAN AETH, SECSH B0 — ARG & [RIREIC B &k

TAHZLENARETT, 0B, a7 4 7 b —3 g UERICIT—FABRBEOBNENE
EINFET,
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[BREABTNDFRT]
(config)#t show
(H )
line vty 0 1
|

(FHE)
ip ssh
ip ssh authkey staff client—0 “AAAAB3NzaC1yc2EAAAABIWAAAIEANnvn20coFESc|fM4S

50876/ IN+ZzNpWE9q+mgpTB70AMy6n0Vhoi 50vQKyAwn44E4n1CrXY6dP 1BIHTHkwPOBK3F6xsP
wu66rpQ8CNkZdo4TiAiAaJgORI1UZsHZWi 1pcVg4eGY+R31fPFCmbGSxask97¢cCWCRwhNoffs jHR

nnbhE= staff@0penSSH-Client”
!

(6) BNERERR
OpenSSH 7 74 7 > Fivh, A%EE(10.10.10. 1)~ L, = —W4 staff, FE#Gd_rsa)l <

ATV —=AHANLT, ARERRETRIESh /A o TEH 2 a2MER LTS ESW,
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E (OpenSSH ##—Ai% 2)

EII 1

5.5 SSHv2 'U'_/\—C/\Bﬁf'inm\nmé

(1) RENBDHME

Z T, ABREREIEERTT O 72D, OpenSSH 7 74 7 FTHER LIz —FEXT D H b,
2—WAREAE AEE O SSH h— "~k LT, 2— VP AR#EORKIIa 74 7 L—va o
<~ RTITWETD, FHiE2 T, =2—VFARE7 7 A VORNEEay 747 L—Yvaryav s R
THBASL, HEKELET,

AB T OpenSSH ® SSHv2 RSA = — /AR TR L T\ E 2%, OpenSSH @ SSHv2 DSA
Z— ARG FEREOFIETEE T ET,

(2) HHR & BRESRY
SSHZ FA 7 v "hbFy U —2 24t UTAREE AR T 2 s LET (X 5.5-1),

B 5.5-1 SSHv2 H—/\TLABRRBELZ1T5/E (OpenSSH @B —Fi%2) HEE

192.168.1.1 10.10.10.1
ALEE
SSH 7 54 7+ MOpenSSH) *y kI—5
2 —W4 : staff
SSHv1/SSHv2
= —/ABA%E : id_rsa.pub =

o — YRR : id_rsa

[ EEH]
AdERE D SSH H—
cIP7 FL =& 10.10.10.1
- SSHv1 & SSHv2 THisirlgEL 95 (7 7 4 /L NEIE)
cANBRESEREE A L, AU — REIELFHF TS (57 40 FEE)
+ OpenSSH XD SSHv2 RSA = — /AR % B8k 7 5
SSHv2 7 54 7> k
IP7 FL =& 192.168.1.1
a s A DD DER

ca—HL staff
.« Z—/ABA#E  id_rsa.pub :L~—4jfﬁ¥/\°7(7 747 v MUTYOIER
. :L*—“j‘ﬁé%ﬂ‘% id_rsa /Aﬁﬁ%uuu 7@3‘25 X9 @:7—\2@%‘@—6)

7k, AEE-SSH 7 747 MiIZH N COBREHREZIT, BETELHZLELET,
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(3) A —HY D&%
[AX2500S]
P— AT, BRERN S, EEEPEE— FOEMH 2~ N adduser ZffH LT, = — staff
ERAT—=KREHREL, vl A ra—FT7 oy PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:Hkkskk
Retype new password:*tkskk

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

H— T, BHEHEEND, EESHEET— FOEH a2~ K rename user CiEH v N
password Z{Ef L C, =— staff L XAV —REZREL, v/ ra—PT7hovr b afERLT
<TEEN,

> enable

# rename user

Changing username.

0ld username:operator

New username:staff

# password

Changing local password for staff.
New password:skkstorx

Retype new password:*tktkk

#

(4) —HLAFRABOER
U GAT v MG FRET &b b LT LET [ SHEMO SSH 2 4 72 b V7 ks
Ay —W(UNIX 52D SSH Y 7 b Cid ssh-keygen =2~ > R)ZHWTAERKRL ET ],
EP,EEER L TY T4 7 2 b O — VAR & ¥ L £ 97(X 5.5-2), A4 TiE, OpenSSH
£ SSHv2 RSA = — W ABRSEZ FIICFFT L £ 7,

® 5.5-2 #E{EL-1—F2BE (OpenSSH &) OAHE

ssh-rsa AAAAB3NzaC1yc2EA:--#&---31fPFCmbGSxask97cCWCRwhNoffs jHRnnbhE= staff@0penSSH-C|ient

G)yarrq4gL—a EE
WIZ, BRI D, HIFEHEE L2 —FRREORNREa 747 L—v 3 avwy RTA
Ty b T RN—=Z2 RN LETHR, ar74 7 Lb—arawy RT OpenSSH Do — /8 BRsE
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ONRZEBEANTTLEEIL, LD ssh-rsa” 7213 ssh-dss”Z T BRW T, dfTa— RE2EH7
WE D IZ L ETEEAROESY ),

® 552 AHhT51—FNBHE (OpenSSH &) ORE

ssh-rsa ARAB3NZaC1ycIEA 8- -3 1 PF CnbGSxaskdTcCHICRwhiNoT s JHRnnSHE= staf f@0penSSH-Client a

HEEEE . o— P AR aRWiT2lM LNk, ZOFEE 1{TTANLTLLEE N,

B 5o — P AR R TEE LD, BREAND, 3074/ b—varavy KT
SSH — "O#iE L, =—PARBOREETET,

[a< > FERTEHI]

i Afja<= K
1 (config)#t ip ssh
2 (config)#t ip ssh authkey staff client-0 “AAAAB3NzaClyc2EAAAABI

WAAATEAnVN20coFESc | TM4S508T6/ IN+ZzNpWE9q+mgpTB70AMy6n0Vhoi50vQ
KyAwn44E4n1GrXY6dP IBOHTHkwPOBK3F 6xsPwu66rpQ8CNkZdo4TiAiAqJgOR|
UZsHZWi1pcVg4eGY+R31fPFCmbGSxask97¢cCWCRwhNoffs jHRnnbhE= staff@
OpenSSH-Client”

3 (config)#t line vty 0 1

# 551 AEEBEOHRTEMM

RERES iR &

1 SSH — " o@fEx s S £,
o —Y staff DY L 7= OpenSSH B> SSHv2 D — VAR Z i h TitfT LR
Eoug, "THATANLES, ZOkK, ZOx—VABRBOANG T v 7 A4 AR
ﬁi%ﬂ)%’f client-O & L ¥,
3 AIEFE~a T T Ha—YE2 L LET,

[BRERNBNDFRT]
(config)# show
(FRI)
[ine vty 0 1
|
(FHE)
ip ssh
ip ssh authkey staff client—0 “AAAAB3NzaC1yc2EAAAABIWAAAIEANnvn20coFESc|fM4S
5q8T6/ IN+ZzNpWE9g+mgpTB70AMy6n0Vho i 50vQKyAwn44E4n1Cr XY6dP IBOHTHkwPOBK3F 6xsP
wu66rpQ8CNkZdo4TiAiAqdgORIUZsHZWi 1pcVe4eGY+R31TPFCmbGSxask97cCWCRwhNoffs jHR
nnbhE= staff@penSSH-Client”
|
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(6) ENERERR
OpenSSH 7 7 4 7> b b, A%EE(10.10.10.1)~ SSHv2 THfi L, — W4 staff, = — i

FEHEGd_rsa) |22 7 L— X% AN LT, AHEERIECRIES N /(o T& 5 2 L2 LT 2
éb\o
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56 SSHv1 H4—/\NTRFBIELEZEZITOHRE (FE1)

(1) RENBDHME

ZZTi, SSHv1 7 A7 > bTHER LIz —TFHT 05 B, 2—PAREE A E D SSH
P RAB G U ABREEREZ T O R EERITWVE T, = —F Ao REIT= 7 b—va v
< RTITWETR, HE1TIE, 60007747 ML, 22— ARET 7 1 V& RKEE
~NRELTBEET, LT, T0a—VRAREE7 s A Va7 4 b —ygra~vy Rk
AR, BERLET,

(2) B EERESH
SSHv1 7 54 7 kb Ry MU —27 &40 U AR~ A0 & LE (X 5.6-1),

5.6-1 SSHvl Y—/\TLABBRIMZITO5/TE (Fixl) BEE

192.168.1.1 10.10.10.1
ALEE
SSHv1 7 547+ b ER
o —H4 ¢ staff
) SSHv1/SSHv2
T —/ABASE : identity.pub H— R
o — R HE : identity
(R ESH]
ARIEEE O SSH Yr— N
cIP7T FL X 10.10.10.1
- SSHv1 & SSHv2 Tt AlRE L 35 (T 7 4 /v NEIE)
s ANBHSERRGES T 2T %
- SSHv1 O = — W /ABHEA B ET 5
SSHvl 7 747k
cIP7 FL XA 192.168.1.1
07 A DI DIER
ca—HE staff
« 2—PABAEE  identity.pub Z—YERST (7 T4 T MUTTOVER
- 2—PREHE  identity L, ABHSEREREICM 2 D X 912887 D)

¥, KIEE-SSH 7 747 FMElEH O LOBERELZITY, BETELZEELET,
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(3) A —HY D&%
[AX2500S]
P AT, FEER D, HEEHEE— FOMEA 2~ N adduser M LT, =— staff

ERAT—=KREHREL, vl A ra—FT7 oy PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:Hkkskk
Retype new password:skxxxx

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

P MAT, BHImAND, EEFHEET—NOEMH =2~ K rename user tiEMHa~ K
password Z{Ef L C, =— staff L XAV —REZREL, v/ ra—PT7hovr b afERLT
<TEEN,

> enable

# rename user

Changing username.

0ld username:operator

New username:staff

# password

Changing local password for staff.
New password:sekfiokx

Retype new password:ktktkk

#

(4) A —Y AR DERE
74T Ml Ca—Y@TZ2H00UOHELET[THEHOSSHZ 747 MV 7 FO#t
R —W(UNIX %20 SSH ¥ 7 » Tl ssh-keygen =~ R) & HW AR L F9], ARE T, 5.1
SSHY— ROHAFRE (B—H N2 T— RFEGE) | @ SSH AR EZ4T\, A%EED SSH +—
NIZTTA T MBI AYT — REEGECHER ATRRICEE L E7,
5.1FE D EH
(config)# ip ssh
(config)#t line vty 0 1

T4 T RnD sftp TAREE I —F AR (identity. pub)Z# 6 LET, Et L7277 AL
A E > RAMDISK 2 —BHREfFE SN ET,
$ sftp staff@10.10.10.1
Connecting to 10.10.10.1. ..
staff@10.10. 10. 17 s password: sk /XA U — RERIE %k
sftp> put identity. pub
Uploading identity.pub to /ramdisk/ identity. pub

47



AX1240S-SOFT-004_R12

100% 335 x. xKB/s  00:00

identity. pub
sftp> Is
identity. pub
sftp> bye wokk  HRTESE T kkk
[CT5#E]
A BETTR, BEATTOUIAZEEX2Y T 0 EiFE L

T—WABRREOERIEIL ftp Z VT H AJRE T3,
<HVFERFADT, sftpaFHTLHIZLEBEIOLET,

CEEEHE]
Hi435 5500 RAMDISK 13— RF= Y 7 CT7, FHEOFIEH T RAMDISK LD 7 7 A /WIIHES
NFETOTIEELTEIN,

5.6-2 1—HARE (SSHvl #) DimX

192.168.1.1 10.10.10.1
. | e
\%H\ ﬂ)
SSHv1 7 54 7+ | (= JIPPT L v
VA : staff .--“"““ SSHv1/SSHv2
aus® v A
TETRRAAALTIAARRRSES T F " st T s
I:ILII_#%M-&J%[% l(rehslz;----
G)yarrq4gL—a EE
BHRNS, a7 47 b—varavwy R TSSH h—R_OEREET &, 22— ABgED

AEITWVET,

[a< > REREHI]
ﬂ#nﬂ%ﬁ ANJja<o K
1 (config)#t ip ssh authentication publickey
2 (config)#t ip ssh authkey staff client-vl load-key-file identity. pub

% 5.6-1 AXREEORTEMN

RERES iR &

1 s 2— ﬁ_utu FEF A ABRRERRE T I AT LET,
o— staff ® SSHv1 O = — W /AB#E % RAMDISK E® 7 7 A /L identity.pub 2> 5 5t
BIABET, ZORE, ZOHDOLFIA VT v 7 A% ATE LTI % client-vl & LET,
a7 47 L— g I —FARBONERRESNET,
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[BREABTNDFRT]
(config)# show
(FRI)
line vty 0 1
|
(FHE)
ip ssh
ip ssh authentication publickey
ip ssh authkey staff client-vl “1024 37 14753365671206614340722622503227471
488584646058757413792657714062860262022048080660008981848330075763414120857
430120172783332559260875039381063898420664060139755230530445055276990489235
552759012722012836123616490604038394743786667568819263434987971358724526026
9318415240487576907318347950529423020990314131397 staff@client”
|

(6) ENVFRERR
SSHv1 7 74 7 Fipb, AUGE10.10.10. D)~ L, =— V4 staff, s #identity)lc /32
TL—XEANLT, ARBERAECRHRIES AT /A TE5 2 EEEB LTS,
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5.7 SSHv1 4 —/\TRFBIELZEZITOIHRE (FiE2)

(1) RENBDHME

2T, ABEEEIEEIT O 720IZ, SSHvl 7 A T v P TER LIz —FEST Do b, 2—
ARG Z ARG D SSH — "~k LET, 2 —FAREEOREITa L 7 7L —varavy
RTITWETA, Hik2 TlE, =2—FAMEE7 7 A VORNEFEay 747 —varyavy RCH
AL, BHEBHELET,

(2) B EERESH
SSH 7 A7 hinbRy NU—2 %240 U CARER ~ T AR5k e LE (4 5.7-1),

B 5.7-1 SSHvl 4—/N\TLARBBIAZTOIRE (Fk2) HEEE

192.168.1.1 10.10.10.1
- | i
SSHv1 7 547 > b *ry kD=2
= staft _ SSHv1/SSHv2
= —/ABA#E : identity.pub (ERZES =
o — R HE : identity
(R EEH]
AL SSH H— N
cIP7 FL R 10.10.10.1
- SSHv1 & SSHv2 CHHiirlaE & T2 (7 7 4 /L MENME)
c NBRESRRES S AT S
- SSHv1 = — /A% HE T 5
SSHvl 7 747 b
cIP7 FL XA 192.168.1.1
07 A DT OER
ca—H4 staff
« 2 —W/NERfE  identity.pub Z—VEST (7 T4 T MAITTOIER
s — YRR identity L, ABSREICHEZ 5 K 91087 D)

7k, AEE-SSH 7 747 MiIEZH N COBREHRELZIT, BETEL5ZLELET,
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(3) A —HY D&%
[AX2500S]
P— AT, BRERN S, EEEPEE— FOEMH 2~ N adduser ZffH LT, = — staff
ERAT—=KREHREL, vl A ra—FT7 oy PEERLTLZEN,
> enable
# adduser staff
User (empty password) add done. Please setting password.
Changing local password for staff.
New password:Hkkskk
Retype new password:*tkskk

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

H— T, BHEHEEND, EESHEET— FOEH a2~ K rename user CiEH v N
password Z{Ef L C, =— staff L XAV —REZREL, v/ Afra—PT7hovr hafERLT
<TEEN,

> enable

# rename user

Changing username.

0ld username:operator

New username:staff

# password

Changing local password for staff.
New password:skkstorx

Retype new password:*tktkk

#

(4) A —HY AR ER

7747 MITa2—YHEHT 200 COHELETITHEHADOSSHZ 747 Y7 O
R —W(UNIX %0 SSH Y 7 b Tl ssh-keygen =~ R) & HWTARKR L F9],

F9, BERK LT F4 7> Fo SSHv1 = —VABBNA %2 ¥ L £9(X 5.7-2),

B 5.7-2 #{ELF-21—F MR (SSHvIR) ORE

1024 37 14753365671206---Mi%---18415240487576907318347950529423020990314131397 staff@client

B)arvI45L—> 3 URE

Wz, EHMRNS, HIFEEE L2 —VRARBONEE a7 47 L—varavwy RTA
Ty b TV RR=ZA RN LETH, av7 47—y aravw RTSSHvl O —WABHEDON
REBEHEANTHHAEIL, SdTa— REEHR0WEHICLET,
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CEEEE]
2—HPRBFAFICEARYITEZBMLRNE DT, ZOEE LT TALLTIESN,

BT o2 —VAREEZEFcCEE LS, FHIERNS, a7 40—y ara~v KT
SSH +— ROk E L, 22—V ARBOBREEITVET,

[a< 2 FERTEHI]

BB ISEESA
1 (config)# ip ssh
2 (config)# ip ssh authentication publickey
3 (config)#t ip ssh authkey staff client-vl “1024 37 147533656712

0661434072262250322747148858464605875741379265771406286026202
2048080660008981848330075763414120857430120172783332559260875
0393810638984206640601397552305304450552769904892355527590127
2201283612361649060403839474378666756881926343498797135872452
60269318415240487576907318347950529423020990314131397 staff@c
lient”

4 (config)#t line vty 0 1

# 5.71 XREBEDRTEMRE

fREES e

1 SSH #r— " O#ifEEZ R s H £ 9,

FFAI S % 2 —VRGRE A ABRERERE ST & LE T,

3 o— staff OYEfiF L 7= SSHvl O — W RABEZ RFT CEAITLARWE 912, " THAT
ADLET, 2O, 20— ABREEOLFIL T v 7 A4 AEEUTH)) % client-vl
ELET,

4 A E~a A o Ha— a2 L LET,

[BRERNBNDFRT]
(config)# show
(FRI)
line vty 0 1
|
(FHE)
ip ssh
ip ssh authentication publickey
ip ssh authkey staff client-vl “1024 37 14753365671206614340722622503227471
488584646058757413792657714062860262022048080660008981848330075763414120857
430120172783332559260875039381063898420664060139755230530445055276990489235
552759012722012836123616490604038394743786667568819263434987971358724526026

9318415240487576907318347950529423020990314131397 staff@client”
!
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(6) ENERERR

SSHv1 7 74 7> b, AR%EE(10.10.10.1)~ SSHv1 THEfi L, =—W4 staff, = —VE
FGdentity) IZXA 7 L—XEF AN LT, APREECHRIESN e /A L TEDH L 2R LTLTE
Sy,
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Rt

REXKE

I:||||

58 SSHHY—/\DOEEES7IIL T XLEED

(1) RENBDHME

SSH O 5il(E Ciddbmdnr 5 & A v v — Vit a— FAHAWS £, KEED SSH ¥—
SBERE D i@ 5(Cipher) & A v — URGEa— FIMAQOIL, BHEOFEEDO T LI XL %P R
—hFLTWET,

T, YR—FLTWBREHEOT NI XLAOFT, EHTLHT LI XLAOREEELTLL
4, FHTEZT AT X NFarT 4 S —varav  RTRELET, (b7 dy X
AFEENX SSHv2 TOY AR — F T3, SSHvl TIXEETT,)

(2) BRE & REEY
SSHV2 7 FA 7 > Rinb Xy U —7 2 fr L CAREEA~BE T 2 e LET (X 5.81),

5.8-1 SSHv2 4—/\OEES7)ILI) XLEEOHRELTE EEE

= )
SSHv2 2 54 7+ | *vkI9—=9

SSHv2

P—

FRETAsTLITY XA
HFmEERE 5 aes128-cbe & 3des
MAC : hmac-shal & hmac-md5

(R EEH]
AdEE D SSH H-— /3
« Cipher(Lim#mhs 75)1% aes128-cbe & 3des Z i 4 5
- MACGHyt—y" 38 uft:! })IZ hmac-shal & hmac-md5 2945

¥, KIEE-SSH 7 747 FMEIEH O LOBERELITY, BETELZLELET,

F72, TH U MERRSS/R AU — REEGE(ABI#EEGE » SSHv2 U — 3B EIT 4 Tz T(6.1%E, 5.2
= 53EBM)L, SSHv2 T/ IA4 T hbu sl Ao TEH L LET,
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B)arvI45L—> 3 URE
a7 40—y gravwy RCTATY RAOREEE)ZITVET,

[a< > FE&REHI]
iR AHa<wr R
1 (config)#t ip ssh ciphers aes128-cbc 3des
2 (config)# ip ssh macs hmac—shal hmac-md5

& 5.8-1 FEEDXEMRN

fRERES R
1 SSH H— "o d@migis =7 13U XA E LT aesl28-cbe & 3des 27 & A — ML E
7,
2 SSHH#— R0 A vE—TiFa— K73 XA L LT hmace-shal & hmac-md5 72
JEYPR—FLET,

[BREANBDFEKT]
(config)# show
(FRI)
ip ssh
ip ssh ciphers aes128-cbc 3des

ip ssh macs hmac-shal hmac—md5
I

(11%)

(4) EnEREER

SSHv2 7 7 A 7 > kT aesl128-cbc ¥ 721 3des, hmac-shal £72iZ hmac-md5 ZH NI L T,
ARIEE~ SSHv2 THiFE L, + DRI S 50 aes128-cbe £7-1% 3des TH D Z &, MAC A0
hmac-shal F72iX hmacmds THD I L ZERL T 72XV,
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5.9 RADIUS FRSFEE#E L= SSH H—/\DERTE

(1) XERNBEDME

SSH ZFIH L TAREEIZr 74 T 2D/ AT — FRGEL RADIUS $— /S CTHEHET 5 2 &3
TE X7,

Z 2T, RADIUS PRE & B —J )N AT — REEREZ A U725 0) SSH 4j-~/\0) ﬁﬁ]%ﬂ“
L %9, RADIUS EREICMEN T2 — % 1 6F5E L, RADIUS GBAEIZKRM L2y IALEE
WL —UVRREEIT ) KO ICREL £ T, £/, RADIUS #filFhE L TH A AT'? R 2
BaRELET,

2) BRI EEZEEE
SSHZ AT v bbb Xy NU—7 20 LTAREB A~ 28k e LET(X 5.9-1),
5.9-1 RADIUS FREE & & #E L 1= SSH H—/ DT EE

192.168.1.1 10.10.10.1 100.0.0.1

—)

[

SSHZ 247> b
2 —H4 : staff J SSHv1/SSHv2

NOAT=pS - e RADIUS #— <

[ERE&H]
AdEE D SSH H—
-IPT7 RL A 10.10.10.1
- SSHv1 & SSHv2 THisirlgEL 95 (7 7 4 /L NEIE)
cNBRSEREAEA L, AU — REGELHF TS (57 40 FEE)
- RADIUS FEiE {7 %
SSH 7 47 b
-IP7 RL A 192.168.1.1
RADIUS #—
-IPT7 RL A 100.0.0.1
- Hhs(key) “RADIUSKEY”
0 vA D DER
s —YL staff
c AT — K Sededededede
Minks, AMEE—-SSH 7 74 7> b, AR%EE—RADIUS Y— [MixdH 50 CO@ERTE 21T,
WETEHZELELET,
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B) A—TDEEK
[AX2500S]

BEERR B G, EEGHEE— FOEH 2~ Fadduser #4H LT, @=—¥ staff & /27—
FEREL, ulAra—FT7 o hEERLTLLEESN, THU Y MIIRAT — RORTE %
1IToTLZEV, SSH TIIRRFFFFIZNNA T — REAMTHE, n /A4 0 TEEHA,

> enable

# adduser staff

User (empty password) add done. Please setting password.
Changing local password for staff.

New password:skkskk

Retype new password:xikskx

#

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

R s, MEEEME T — FOEM 2~ 2 | rename user L& =~ > R password % {#i
LT, 2—Wstaff LXRAT—FREREL, a7 A0 a2—FT 0 PEERLTLLEZEN, THY
¥ MZENAY = ROFREEIT> CTLZEV, SSH TIHFERERFIC AR AT — R E2EKTH L, urA
CTEEH AL

> enable

# rename user

Changing username.

0ld username:operator

New username:staff

# password

Changing local password for staff.
New password:sekfiokx

Retype new password:kkskskkrx

#

@arvrIq«FgL—L 3 kE
BHMGRNS, AT 4 7 L—aravwy RTSSH Y 947 MIxXTBHYE— T 7R
AERE L, SSH Y — R"ZEESEOIRELZITVET,

[a< > REREHI]

fif a2 ABhza~<w R
(config)# ip ssh
(config)#t line vty 0 1
(config)# aaa authentication login default group radius local
(config)# radius—server host 100.0.0.1 key “RADIUSKEY”
(config)# radius—server timeout 2

(S 2l N
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# 591 AEEORTEMM

R ES fRER
1 SSH $— " O#EEZ s S £,
2 AiEE~a I T ha—PHE2 L LET,
3 ﬁ%?émﬁ4V%ﬁﬁﬁ%RAMUSmﬁkiUm—ﬁw%u_ﬂﬁbif
4 RADIUS iR AT DY — DA A M & @R TE L E£T,
5 RADIUS H— "B DINE X A L7 v M %2 2 DICHE L 7,

[BRERBDERT]
(config)# show
(i)
aaa authentication login default group radius local
!
(FRI)
radius-server timeout 2
radius—server host radius-server1l key “RADIUSKEY”
|
(FFI)
[ine vty 0 1
!
(FF)
ip ssh
!
(FE)

(5) ENfEHERR

SSH 7 7 A4 7 hinb, AREEE(10.10.10. D)~ L, =—H4 staff & RADIUS $—/3\ Eox
zv—hfmﬁémm74/féé CERMERL T ZENY,

CEEEE]
RADIUS $— NinbDIREZ A L7 7 FREHIZ R Y P =7 REICEDOETHEL TIZI W,
FEFALT U MR BELELGEDOY FIARIBOREBEET LI LNTEET, sFLE =

YI4T—=varavy b7y LA nr A rtda )7 4L RADIUS) 22 LT ES
v,
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510 SSHv2 —/\HEREFITZENEF1) T4 Z2HD

(1) RENBDHME

ASEE X, EEOEMREF O HIC, TELNET(TCP A— &5 23) « FTP(TCP ~— h& 5 21)
DEF— NHEREZ TR — M L TWVWET, 26D —HiEldar 7 47— a MK VEHT
X AT S TWNABZLERnH Y F7,

T, ERoV— A ST SSH r— S BERETE U A L, B o T EAE AT
IREZ LET, SSH V— NaEIL, TELNET <° FTP & RZOiEREHEEELZ AR — N LTV E
TDT, SSH H— \ERE COEREBICBITL, RERV— A EIET5 2 L a#o L ET,
F7z, SSHY—#igidEX=V 7T s OEWSSHv2 2 &AL £,

SHIZT7 7RV A MEEAHL, #HCEL2ERmROHIREZITWVET,

2) BRI EEZEEE
BHEHmMANO XY T —27 0 U CAEE BT oM s LET(X 5.10-1),

5.10-1 SSHv2 H—/ BT Z#FEI\V X T 2B D EEE

192.168.1.1 10.10.10.1 RS
Password ’
@ﬂﬁﬁﬁ /| a. telnet
1 (e
v k=%
—SHE
SSHv2 721F »iE M 2 v é’%z@
192.168.1.1 10.10.10.1 S

= () ssiwe |

FoF9—5 \ﬁ\
PR iR
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(R ESH]
AL DY —

- SSHv2 721 4 %
- telnet, ftp BREZ L L72
X w MU —27 192.168.1.0/24 OURERNSIZNTOT 7 B A AT 5,

B, REE—-SSH 7 747 MEllEH O UOBERTELITVY, WM TEr2 L LET,

@)arvrq4L—a iR
arv 74—y aravy RTCSSH —Bfe L v AT AEBEEROBRTET) 2TV ET,

[a< Y FEREH]

[AX2500S]
i ANJja~<r K
1 (config)# ip ssh
2 (config)#t ip ssh version 2
3 (config)# no ftp-server
4 (config)#t ip access—list standard REMOTE

(config-std-nacl)# permit 192.168.1.0 0.0.0. 255
(config-std-nacl)# exit

5 (config)#t ipv6 access—list REMOTE6
(config—ipv6-acl)# deny ipv6 any any
(config-ipvb-acl)# exit

6 (config)# line vty 0 1
7 (config-line)# transport input ssh
8 (config-line)# ip access—group REMOTE in
9 (config-line)# ipv6 access—class REMOTE6 in
(config-line)#t exit
# 5101 AEEDORTEMBER
fRERES fiRER

SSH ¥ — " OEEZ B S E T,

SSH#— "7 hal"—Jg 0 2P0 R—FLET,

1
2

3 FTP — &M L E9, (T 74/ Fi%E)

4 AMEE A~ T A EFAT LY E— MNEHABAEDT KL A 192.168.1.0124 OT 7 & A
YA RNEERRCLET,

5 IPv6 7 RL ZAD U E— MERWEN OO 7' A LV E2ESETHT 7R U 2 Ma{ERL
F9,

6 AEE~a J A o Ha—PHE2 L LET,

|

UE— MEMmAS SSH 7v ka2 7 7 B A &7Fa LET,

8 192.168.1.0/24 OV &— MEMKIET T 7 B A ZFF] LE T,
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9  |[IPv6 7 KL ADY E— NEHMANLOT 7 A% i LET,

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

iR ANfa~< K
1 (config)# ip ssh
2 (config)# ip ssh version 2
3 (config)# no ftp-server
4 (config)#t ip access—list standard REMOTE

(config-std-nacl)# permit 192.168.1.0 0.0.0. 255
(config-std-nacl)# exit

5 (config)# line vty 0 1

6 (config-line)# transport input ssh

7 (config-line)# ip access—group REMOTE in

& 5.10-2 FEEBOREHED
R ES fRER
1 SSH Y — " OEEZ B S E 9,
2 SSH — o7 haj "=V a v 2 2R —F LET,
3 FTP h—Z W LET, (77 4/L FakiE)
4 ARIEE~T T A L EFFAT 5 Y E— MERMADT KL X 192.168.1.0/24 T 7 & A
UZ &L £,

5 REE~ A T Ha—PHE2L LET,
6 Ve— MEFRBENS SSH 7a hariZid 77 A2 LET,
7 192.168.1.0/24 ® U E— MEMWKIL T T 7B A ZFFa LE T,
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[BRERNBNDFET]
[AX2500S]
(config)# show
(FRI)
[ine vty 0 1

transport input ssh
ip access—group REMOTE in
ipv6 access—class REMOTE6G in
|
(FFI)
ip ssh
ip ssh version 2
|

(FF)
ip access—|ist standard REMOTE
10 permit 192.168.1.0 0.0.0. 255
!
ipv6 access—|ist REMOTE6

10 deny ipv6 any any
!

Gl

[AX2200S] [AX2100S] [AX1250S] [AX1240S]
(config)# show
(FRI)
[ine vty 0 1
transport input ssh
ip access—group REMOTE in
|
(FHE)
ip ssh
ip ssh version 2
!

(FH)
ip access—|ist standard REMOTE

10 permit 192.168.1.0 0.0.0. 255
!

(Ff1H)
(4) BO1ERERR

SSHv2 7 A7 RO ARBEEAEH TEXDHZ 2R LTLSEIY, £72, ftp, telnet X
192.168.1.0/24 LIS+ SSH S K GHEE TE NI 2R L TS E3 W0,
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f

1774 Fim

6. SSHY—/\ERa<Y > FORALA F

ARETILSSH b —"DEHa~ > ROl Z2 R LET,
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6.1 SSHHY—/\OOT %R - EHET S

(1) #=&E

SSH —on 7 Zgd+ 252 LN T&EEd, SSH b —m7i2id, SSH—NiZe /A L
oA —YHRRLORFICHM L2 — ‘H‘pm\nE@@*Efﬁ ENFRENET, 2= u s A TERN
iiF > SSH - —/MAl T OARRE DI 1T MHET,

2%, SSH %— 0w 73R E @‘i)ﬁ’%@]o 0, HE#SE LY TLEEEINET,

(2) ¥R A
ARIEET SSH o JERa -~ RE AT LET,

> show ssh logging

Date 20XX/09/19 19:32:59 UTC
(" 20XX/09/19 19:32:48 sshd Closing connection to 192.168. 10. 100.
20XX/09/19 19:32:48 sshd Disconnecting: Too many authentication failures for staffil.
20XX/09/19 19:32:48 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174.
(7)< 20XX/09/19 19:32:46 sshd Failed password for staffl from 192.168.10. 100 port 2174.
20XX/09/19 19:32:45 sshd Failed password for staffil from 192.168.10.100 port 2174.
20XX/09/19 19:32:36 sshd Sent 768 bit server key and 1024 bit host key.
20XX/09/19 19:32:36 sshd RSA key generation complete.
20XX/09/19 19:32:35 sshd Generating 768 bit RSA key.
\ 20XX/09/19 19:32:35 sshd Client protocol version 1.5; client software version TTSSH/2. 45.
(20XX/09/19 19:32:35 sshd Connection from 192.168. 10. 100 port 2174.
20XX/09/19 19:31:30 sshd Entering interactive session for SSH2.
20XX/09/19 19:31:30 sshd Accepted publickey for staffl from 192.168. 10. 100 port 2173 ssh2.
20XX/09/19 19:31:30 sshd Found matching DSA key: 16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:¢0.
(4))< 20XX/09/19 19:31:30 sshd Failed none for staffl from 192.168.10. 100 port 2173 ssh2.

20XX/09/19 19:31:23 sshd kex: server->client aes256-cbc hmac-shal.

20XX/09/19 19:31:22 sshd kex: client->server aes256-cbc hmac-shal.

20XX/09/19 19:31:22 sshd Client protocol version 2.0; client software version TTSSH/2. 45.
\20XX/09/19 19:31:22 sshd Connection from 192.168. 10. 100 port 2173.

>
27 RRTRO L DN EICRRINET,

(7)) SSHv1(protocol version 1.5) T — staffl A3 192.168.10.100 DB L
INAT — REBFEZRIA L 722 E bbb *9,
() SSHv2 T=— staffl 2% 192.168.10.100 7> 5 5 L
/\Fiﬂ%um\uIE(DSA)T aJA LTI ERDNY ET,
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(3) FEE1E

ATV EMNODRA =Y EFIRT D0 7T, EL T ASCIT SCFLSMA A
FETFIR E) DY, ASCI £/RAIRER LTI a— FEM SN TRRLET,

725, ASCIL XFTET— A v —Va%ENTH7 747 v M TR ZE 0,

4) BEAE
LEEHET— RO SSH n /#HEa~r R AT LET,

> enable -
# clear ssh logging HEOMHR T, v

Would you wish to CLEAR the SSH server's log? (y/n): y 4 EASTILET,

Clear Gomplete.

#
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6.2 SSHHYH—/\OHRRX FARBOWERET S

(1) =

SSH 7 747 b3 SSH — "% fERTE 5 L 01T, K% O SSH — N[ TR 5K A MEST
KEELT%%@%L&T(I%mﬁﬁ_ir7fwh@fx NEAST BRESNTWET, EH
z1< > K set ssh hostkey (C LB A MEST OEF 2@ BEID L E7),

SSH 7 74 7 v MAITIL, SSH — NIZHID THEfe 3 D0, AR A MABSEN T 56,
Z OH—/3D Fingerprint DFERZIT 9 K 0 B - KRR A v E—UNERINET, ORI,
B 50 U OO — 30 Fingerprint (F 721X A NARSE) 2 AT L T, HEpiRFlc B ik
BT TRV e MTAET,

ARz~ FTiE, SSHv1/SSHv2 D7 A MARASE & % @ Fingerprint OfEFEA AIBE T,

(2) FERAE
< RTARA FABREORREZITVET,
> show ssh hostkey

Date 20XX/09/11 09:32:06 UTC

*xpkrkk SSHY1 Hostkey skokksokorsk

1024 65537 1126766708272222796137628981474157208112598207412866585579995541101062647023113
943120729117808345272300056975789401190169610484301410980604870962889893279169871308556619
653902343314040484345625244656741164451968702730151969974584171941799596068373366303944657
05358354562069439020403567624278556712546554491863

Fingerprint for key:
xifik—kigez-mogot-zysom-pidyg—kutop—holam-rudib-negof-Iilyk—lyxax
Fingerprint (HEX) for key:
7a:79:¢c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04

*xpkkkk SSHY2 Hostkey skkksokkk

MIHxMIGpBgcahk jOOAQBMIGAAKEA/UNXOgmhyXWRcOBZLun6hspiuS/Q/N/KuOstYrD5kQr7vTcNrCNZDYDnCVFfrC
6/xyBQGPOThUBpRUc7eoJoMwIVAOLUU3B5C IDwieTcsYamu517ABBXAKEAgTTPLQcVXAi gk TowSvA/tVyXwCPovs3n
BBK8SInFW+ZzGm9IoR2Rccrbfu In0AkaoUVmacGBxvD+z9ghhHg i N jONDAAJAeBvdcIgYE | y7EU I Obb1KxTGe9 7hxdM
31vhdnzGkgrz | yEhf2+d1V756A0mArKvnka1MK | aF j4vxnggGVypRfng==

Fingerprint for key:

xemos—t ibod-rukys-zekos—puve |-nufet-tihin-leroz-cufis-zaruc—daxox
Fingerprint (HEX) for key:
6e:3c:al:10:ab:02:7f:73:d8:aa:7e:40:d0:51:6e:8

>

AZEE D SSH H—/3Tl¥, bubblebabble £t HEX XD Fingerprint Z#A— K LT\ &
T, 7 T7A Tk —_D3HET I 5 Tl SSHvl TO Fingerprint D% 7R — MIH Y A, &
0 LZRITHHE AT O 72T SSHv2 THfit SN D Z L 2 BEID W LET,
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6.3 SSHY—/\DKRRX FERTDEEZT S

(1) BEERABTDHE

SSH 7 A4 7 F2SSH —REfR TE 5 X 91T, %4 D SSH B — NI E/AR DK A MERT
AR L TOHOLERLET, THHARHIIET 740 hOKRA MERTRREINTNET, EH
2% K set ssh hostkey IZ L DR A MMEXTOERLZBRI BEID LET, —EEFEEmT L,
BHREFOVLEIH Y FHA,

AEREIX SSH — " OEHFRO LT 72 &, A L OB THR A MEST 288 LI WGEITAT
WET,

(2) B &R EEHE
AREEE D SSH — %, SSHvl DA A MMg~R7 & SSHv2 DR A MERTIZAEER L THhHIEH
LE9(X 6.3-1),

6.3-1 SSH Y —/\DRRX FBERT7ZERE #ERE

AAGE
SSHv1 & A bk SSHv1 & & b
INPHGEST NBRGE~T
SSHv2 &2 | 288 | SSHv2 &~ A b
INBREEST ABREE~T

SSHv1/SSHv2 H—/3
(B &t ]

A2LE D SSH #—3
- SSHv1 7R A FERT, SSHv2 R A MENT AR LEELE L ET,
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B) BRI FERE

EHEEHET - FOEHAa~ FTHRRA MERXTOEEEZITVET,

> enable EHOMRTT, v
# set ssh hostkey EAJTLET,
WARNING!!

Would you wish to change the SSH (vl and v2) Hostkeys? (y/n): y

*+x Changing the SSHv1 Hostkey, Please wait a minute *#x

Generating public/private rsal key.

The key fingerprint is:
ee:c7:94:9e:fc:11:0d:6d:c0:e7:f8:5b:9e:ed:c0:b6 1024-bit rsal hostkey

*xx Changing the SSHv2 Hostkey, Please wait a minute skx

Generating public/private dsa key.

The key fingerprint is:
8d:21:48:95:94:¢6:2d:d1:8b:3d:98:7a:21:ba:79:9f 1024-bit dsa hostkey

Your identification has been saved.
The Hostkeys (SSHv1 and SSHv2) were generated Completely.
Please execute the reload command,
because the new hostkeys becomes effective after reboot.

#

ERUTARA MERT X, REBEBOHEHZICAE RV EF, EHa~ Nreload TAREEZ
LT ZEN,
MC #EH®— FHeRefE HIGIX, @M =~ N update mc—configuration TMCIZY 7 ho =7
BLOEEERE —ECHEERIC, EHa~<> K reload 2FE7 LT a0, [AX2500S)
[AX2100S]
tr¥yFravya = ¥iE%E #HFT, AX-Network-Manager CY 7 b 7 = 7 3 L O &
T L —FECIRFRIC, EH 2~ Freload Z#E/7LTL 72& 0, [AX25008] [AX2100S]
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(4) BNEREER

AMEE & FE BN, SSH h— D7k A MABISEMERS =~ > | (show ssh hostkey) % FE17(6.2% %
ZH)L, FANARENRETIN TS Z LaMB LTS, (KA MERITEX=2Y 7 4
OEE L, RHZLITTExERA,)

F72, SSH 7 747 bvb, A¥EE~SSHvl b L< X SSHv2 TRt L, HA NABHSENE
FEINTWDHZEEMRLTLITEIN,

P —NOFA NERT ZERLIEAE, 7747 2 MITHERRFIZZE DR A MABRGENALE S
NEEOBEENRNRRENET, 7747 ba—VI2F, BELESA MABRBEZIZZD
Fingerprint Zi@%1 L, o —HF Dk 2 NAET — 2 _XR—2DLH (F7-13LHOKR) 217> ThH
5L LTLIEEN, (FTF7A4T > hTHRAMNABET — ¥ X—ADEH « KB ET 9 L,
KT TAT VDOV =aT AR RNT TNy a— e ZEBLIEEN,)
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6.4 SSHY—/\DHKERX MERTEZRE-ETTH

(1) BE

SSH 7 747> b2 SSH h—REZMRTE 5L 91T, %% D SSH h— N [TERAR DK A FERT
WCETLTCHOEM LET (THHMFIET 740 FOR A MEST RRESNTWET, EH
2= K set ssh hostkey (2L B A MERT OEF 2R BEIO L ET),

AEAEIT SSH H— " OEEERE F 72 13K 22 8, (MO OBE THRA MEXT 2R7GF - H Tl
WAV E T,

) REF - BEnAE

AREEE D SSH — N1, SSHvl DR A hgERT & SSHv2 DR A T TEH L E T2, £
7 1o hEicly, UTFTOFERHY £,

NI TS UART

- MCEA®— FsE  [AX2500S] [AX2100S]

ey Frurva=rIkEE  [AX2500S] [AX2100S]

@ NvOT7yvT-YRKLT
ERBICHRE LR MERT AN 2T v 77 ANELTIRE - B TxEd, (K 6.4-1)
703, SSHICBT D IEMLUSMIR TG & A D3 E B #RIE, T2 74 7 L— 3 A4 K Vol.l
EEERONRy 7T w7« VART ] 2R LTLIIEE0,

6.4-1 SSH YU —/\DHRRX FERT7RE - Hx #BisH

SSHvl &= b | !
REAGET : Ny 7T v
I . 77 A

SSHv2 7= A |
INBREET

ﬁ <:| C 713 ftp H—

S —

SSHv1/SSHv2 H—3 ERL PN

RAFIZE =~ > N backup, HiclZEM =2~ Frestore ZfHLET, ZHbEH =~ RO
FAE DEf =~ FL7 7 LR 2L TSRS,
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(b) MCERE— FHkgE [AX2500S] [AX2100S]

MC E#EHE— FHERE TR R MENT 2 F et E R Ha MC IZRfFL, MC/rbEITTE £,

MC #HE— FEOEMIL, 270 7L —va B A K Vol.1 MC #HE— MiiE 2%
LTS 7ZEN,

MC #EHT— FEREITEM =~ K set mc-configuration & EL 7, REITEH =~ F
update mc-configuration, HICITfRAF L7 MC A L CALEEL LB T 5 Z & TAIRETT, A A
NEST ZEE LIGAE, BEEFEST 5a0EH 2~ R update mc-configuration T MC
WY 7 My 2T BIOEBEFHREZ —FECRAFELTLEZIN, ZThvb@EHa~ > ROFEMIT NEH=
YRV T 7 LA ZBRLTIIEZEN,

©) tOosawFrOorsa=osme  [AX2500S] [AX2100S]

YuaXyFrabeya =2 JHEETKRA MNERT 2 & TedkE % AX-Network-Manager [Zf#%
2L, AX-Network-Manager /5T CT& 97,

toagyFrurya = JEBIEORMIL, (ar7 407 b—var A4 R Voll BrXyFr
nbeYva =7kl %, AX-Network-Manager Oifffii%, AX-Network-Manager O~ == 7 /L
EBRRL T EEN,

AHEED Y 7 b =T EEEERILZAX-Network-Manager CEHIIIC NNy 7 7 v 7 L THET,

TryFrueya o ViRIIAEE A ES) Lz & XIZEEL, AX-Network-Manager 75
Ny 2T o T T77ANERSELT, EEFREETLET,

RA NERT ZEE LA, EEA RS T 271 AX-Network-Manager TV 7 hU =7
BLOEEERE —FETRIFEL T EE N,

(3) ENfEREER

LEEROBELEITo oSG, BEMICEENHES L ET, ZoL X@BED—RIICHRILE
7, HEEFEEI%, SSH — Ok X NAR#EEZR 2~ K (show ssh hostkey) #3TL, KA
FABIEENE TENTWD Z L ZHRLTLEE, (KRR MBE#ITIEX 2 T o 0HAE L D
ZEETEERAL)

F72, SSH 7 747 "inb, A¥EE~ SSHvl F721% SSHv2 THEHi L, &A MABHSEENEH
SNTNRNZ EZfERL TS0,
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7. ST a—hk

BT SSH BEREN IEFICENVE LoV, EI08ERH 2V E o7z B
FTIREE LTS E ORI EEZFHIALE T,
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7.1 HMEBHMSAEBIZRN L TSSH TEHETELZL

s SSH 7 74 7 o h B ARIEEIZ%T LT ssh, sftp TEEH TEXR2WEEAIZITUL TOFIETHE
BLTLTEEN,

711 ) E— MEGBRROMEILIZHEET S

AAEIE & PR AR O E RS SN TE TR WHEEE DN ®H W 4, ping a~ > REMA LT
WEHEHS 2 RS L <72 &0,

712 KREBD)VE— L7 R$HEZERT S

AEEOVE— T 7 BAGIENC L VR CTERWARENRH D £3, ITZ2 THERIIEIN,

s a4 —Ygravwy Rip ssh e line vty ZRELTWA Z L,

s a7 4 b —ara~vy R line vty OFEE T, transport input ZE%E L TV 555,
ZORT A= Zssh FioiFall UAZREL TV RN &,

s a4 b —varavwRline vty OB T, 727 B AU A FEIREL TODHIEA,
A &Nz IPva 7 RV AETIIIPvE 7 R ADEERNLEEF L TWVWDH I L,

I a7 47—y ar A RVoll ual A rtXxa T4 OREIEZSHRLTLIEES N,

711 AEBTUVE—F7IERAVI4TL—2aVEHRETD

(config)# show line
line vty 0 1 < line vty MEREINTWNDH 1 ?

transport input ssh <« transport Z X E L T\ 54, ssh £21%

! all ISR ZFRIE LTV 2

713 SSHY—/\Qa> 7459 L— 3 RT3

SSH #— 2T 5 a7 4 7 L—2a VS PRt ENNCHEENS T 5 L 9 Ri60E, REE TS
LT SSH THft CE £H A,

» KEEREIZ SSH — 2T 5 a0 7 4 L—3 g UIRNRBREDES

v AREEEO SSH — O E L, EEED SSH 7 A4 7 2 MUIORE CrdiE FZ2 E3—% L

WA

» Ao~ Fformat flush BNEITENT,SSH — NG 2a0 7 4 7 L— 3 UBRTHES

NTCLE-25E

ay 7 47— 302 SSH 4 —R"OERNPE LS RESN T DEIHERLTL &V, SSH
ayv 74—y aravwy ROFEMCHOWTIE [5.8SSHY — A HEORENTA K] & [8.ar 7
4 7 b—varv] #2RLTIEIN,

fihdifE oD SSH 7 54 7 > ROREIZHOWTIE, THHDOSSHZ 547 v FO~==2T7 VA5
LTL &N,
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=& 711 XEEDa>I745L—

23 Vv TCHRET S SSH H—/ {5

IEE | SSHavI«445L—vay kS
BREIEE
1 SSH ] - RIEH7 Z 7 SSH i ] - REEHAZFEE L E T,
2 SSH Yu haipnR—Tg v SSH7um haARXx—ya 1 F£E22EELET,
3 | WAk INBRSERRGE, NAU— NFEGEERE L7,
4 55 52 EgERs 5 A ELE T,
5 MAC MAC FRAZHELET,
6 —— NG 2 —FRNEAEEA BB L E T,

712 AEBTSSHaOYVI«4 9 L—LaVvEkETS

(config)# show

(HF %)
ip ssh < ipssh WRESNTNEN?
ip ssh version 2 < SSH 1 faA"— g UIFIE LN ?
ip ssh authentication password < SHEEHANTIE LV ?
ip ssh ciphers aes128-chc e Bb 2 IE L ?
(ip_ssh_macs hmac-shal = <4—————————— MAC F3UEIE L2
i!p ssh authkey staffl keyl “xxxxxx” i INBBREREE L, o A B S
1ip ssh authkey staff1 key2 “xxxxxx” ) ELSEGEEN TS M
M ;
(FF %)
(config)#
714 FEECEHFLEI—YORENELVHIERT S
AIEEIZABRERIE T 7 A 32 581%, AEEOa T 4 7 L—a VITRE Lo —H R

F'fﬁ%%ﬁzlié CELWHTHL0E S 9 EHEE LTI 7ZEW,

K 7.1-3 AEET1—

(config)#t show

(FRI)
ip ssh

ip ssh authkey staffl keyl

()
(configt

“Xxxxxx”

—FRRAREERT S

ELWa—H%47T, IELWABRSE

DRBFRESNTND ) ?
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715 KREEITTHIY MHNFET H0HERET S [AX25008]

AEBEIZHFEL2WT AT FTiEa—IAGRRETr 7 4 CE £ A, SSH Tr—h Vil %
L TAREEICR A T&DT 7 M, EH 2~ K show users T [*local(users)] 123
IRENDL—FETFTTT, TH T2 MIUINAT = ROBREEIT> TL IV, SSH TIIFRAERFIC
INAT— REEWTDHE, vl A4 TEERA,

71-4 XEBTOIL—YFT7HV 2 FHEEH]

> show users

(H )
* |ocal (users)
No Name Password
1" operator Ak « SSH T 52— 4 3 F(E L
2 admin Hoolok TS )?
3 user not set
()
>

716 BJA A—YHEHERT D

AIEE IO A o TELRRL—TEEBZ oA L ENUTOR 7R TTORNNEEN=
~ K show logging THERB L CL 72 &\, dEfliix 2> 74 L—va v HA KVoll oA &
Fa VT 4 ORE] ZBML TS,

71-5 AEETEROITA UEEBIZTLSBE0H

> show logging

[AX2500S)

EVT 01/20 14:09:25 E3 SESSION Login refused for too many users logged in
[AX2200S] [AX2100S] [AX1250S] [AX1240S]

EVT INFO 12/01/20 14:08:42 SESSION Login refused for too many users logged in
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72 O—AINRRT—FRZEIERFOI—HEZP/IRT—FEZEhTL
F£-o1=

AEETOZ—FLZO0— I N NRAT— R ENTLES>HEITE, UTFOFIETHIGL TS
f;él/\o

(NN EEEEEE—FIIBBTES2—HRENRRT—FKNHDEEE

[AX25008S]

ARIEBII0 T A %, BEESHET— NIEE L TYEZ2—T DO/ AT — RKDOZEHE (password =
~ F), & LIEHIBR (clear password =~ R) Z{TWET,

B 721 2—HDONRRT—FZ2LHE

# password staffil

Changing local password for staffl.
New password: sxkkkrx

Retype new password:kxsfkk

#

B 7.2-2 31—YD/NRAT— FZHIKk

# clear password staffl

Changing local password for staffl.
Password cleared

#

Q) EEEEEE—FIIBBTEIA—HRENRT—FHAMGE
[AX2500S] [AX2200S] [AX2100S] [AX1250S] [AX1240S]
RUERIC 7 A o TEDa—PANROERE, DTOFETRHIGL TSN,

1. AEEEEZFEEH L, a0 Y= login” NE/RIND E T, [CTRL+NI&F—% [T
Lt T<7EE0,

2. TDLE, AL =T v Tary 4l —var7yrABl0n s A a—FIERITF
ANFENFEH A,

3. AMEBEERIT, v A 2—H4 : operator TR A L TEET,

4 A%, al A a—FLERAT— REEELTIEEN,

[AX25008]
s a AU, a v a—THERAT — RERGEL T EE 0N, BRERIZHoOWVW T, 5.1
SSHY — NOIABE (2—H AR T — RFEE) | #BR LT X0,
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[AX2200S] [AX2100S] [AX1250S] [AX1240S]

arA o, v 74 a—%4 (rename user 2 v 2 K) ZEHL TSN, 2—F4,
DEFIZHOWTIE, 151 SSHY— NOHEARE (0 —H /"2 U— RRHGE) | 22 L
TLEENY,

NAT— K (password 2+ F) ZHELTLEE N, NATU— RNORET 195 -
RAFHERE ] 2L TS,

5. RIEEZBERE LTI,

AR =K NT T a7 47 —2ar 7 7ANVBLOER L0l A ra—PERD A
AFENET,

7



AX1240S-SOFT-004_R12

7.3 ABARZEIIEBONRIL—XEFENTLE-E

ALK LT SSH ABBERGETH 74 VT ABICANT 5827 L— X% BN T LE - 724
B, TO—VFRAMEE - BERORST ZHAT 5 2 N TEEEA, KOFIEHE> THIGL
TLEEW,

(D AEEDODSSH =2 7 4 7 L—va b a—FAREEHIRT S
AREEDSSH 2 7 4 VL —ygravw RCRATL—X2ENT LEsTa—Fpa—
ABREEZHIBR L T 7E 30,

H 731 AEEBOSSHaYI7«445L—Yavhbari—soRREHI

(config)# show

()

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl keyl “xxxxxxxxxx”
ip ssh authkey staffl key2 “xxxxxxxxxx”
|

(%)

(config)# no ip ssh authkey staffl keyl

(config)# show

(%)

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl key2 “xxxxxxxxxx”
I

()

(2)SSH 7 74 7~ MR D = — YV #E~T ZHIR T 5

SSH 7 747 > Mg RIZTRATZ L =X EN T LE >z —F D2 — /ARG - FiB O
N7 EHIRLT, BELMRLTLIEEN, 670 T, ARERAELHEH SN2 5481F,
DSSH 7 747 2 MITHRT ZE{Ek%E, AEEODSSHa 747 L—vgravwy FlZT=
—PABEEEALPYVE L TLLFEW, SSHa vy 74 7 Lb—3 g ravwy RTO—F Nk
J711T 15.8SHY— SHREDRET A F) & 8. av 7471 —var] 28R LTLEEN,
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74 SSH TEfHELEEBICHRR FABRBAZTEINTLYS
oy ()

HEL

MR

SSH it L7z & =12, IaiE LIz —NE R A MRENERDE, SSHYZ 947 Mz k- T
BEA =V ERRTDIGENHY £T,

ZHTEERH L 3 ENPARLEEICRVTEL TS AT

67\ 76%;% %??OVCZ))% SSH %‘f‘}h%’/ﬂ_")‘(< 71311\

HH Y ETOTLUTORIEICHES TH
741 AKEE

HEAOBNEDE &M
ﬁ«lt @«H: %fi%{_\__

A NEAT
OK“%?%E%
AL, RV TELHBICH-TWDE (Fmidfhor 2
B fERMEDN H D £ O T SSH #fica FWrL, Ry MU —27BEFITEE L T EIN,
T E LOEBIMENES, HICARE
Pe LT 72E 0,

NS¢, #E2~ K set ssh hostkey Z#H L CTEXMIZ
EEE, b LATEEMROZESZ L TORWLMABEWEDLEHE LT ZEN
FEMNHR A MEST OEF (7> TRV

BEORA NARBENPEE SN TWIEYE, LUTICiE- THF
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742 HRAMEABHLIEEINI-IHGEDHIES

SSH 7 747> kit SSHv2 7'm b a vz A LT, AR MEXT NEE I io AR E D SSH
P NZEE LE T, KO RRIERT 57018, LTFOFIRIZHE - T Fingerprint (2K Y, e
LEHELTWDAARERED SSH — "B IELWERMRORA N THDLZ L 2HRLET,

(1) Fingerprint O AR

HHNT W, ARIEEMIZT 7 A 2 LT show ssh hostkey =t~ KT Fingerprint Z#iZ L £,
(2 y—nNEERRExy N = REATRWERR FIETHRIND EXVER2TT,)

7.41 R MBI D Fingerprint DFEATHEER

> show ssh hostkey
$rktokkk SSHYT Hostkey sktoksorskox

(ER)

srkpokkk SSHY2 Hostkey skstoksdorskox
ARIEE D SSHv2 7 A M Fingerprint

( :;:mg) /bubblebabble B
Fingerprint for key:

xovib—gahis—ninin—zurit—bokap—zerom—kodoc—pireh—begop—piIon—pexox]
Fingerprint (HEX) Tor key:
[1ci9b:58:b8:d5:1d:cf:e5:4a:38:b7:db:1e:da:14:02]

> ARIEE D SSHv2 7 A MDD Fingerprint
(HEX =0

(2) Fingerprint % 7 74 7 b = —{ll~i@%n
fe7® L7- Fingerprint # SSH 7 74 7> b —WF @M L £7, (R v U — I BAUNDZ 2T
ik TESE, FEREYE) CHmMT L& XvEeTT,)
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(3) Fingerprint Z 78 L C SSH £
7747 MAICIE, AREEEO SSH $— 32kt LT SSH ##t L 72B#I2 R~ S 415 Fingerprint
N THMENTZHDLEFEUTHD Z L 2R L%, Bl E7,

7 747 MZ Lo TiX Fingerprint 28 HEX IE TR RS 115 D & bubblebabble 2 THR R
ENBLORHY 9, £/, SSHv 1 Tid Fingerprint VAR — L TWW2NHDOHY £, 77
AT MZBESTIERNTHERT DL 9L TIZEN,

743 1—H0OHRX MARBET—F2 RXR—XDEE5%HIR

THHOSSH 7 747 v Mo T, 2=V DORR MARGET — &2 N— R TRER STz, K%
B D SSH — DA A FAREN HEITHIBR S LT, SRt CICEENERIND, FloidB
TERWEGENHV T, ZOXIRGREFITFHTY 7 AV EfRE - HIFR LR L T ZE 0,
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9 I45L—> 3 av Y RLo7 LURER

8. aAVI«4L—L3y

AKEIZSSHY—"Dary7 47—y aravwr RL7 57 LU ATT,
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81 avI7«44FL—>arvavrkrF—&

SSHpzv 74— aravwy F—E2»RFIRLET,

£ 811 avI7445L—>YayvavrF—H

EE avIq49L—v3y W= 2':%%0)7:17
IV PR LB DEEHIE
1 |ipssh SSH #— A Z@ES 7, B
2 | ip ssh version SSH #— 30 SSH 71 h =L — | i
Y a VORIREITVET,
3 | ip ssh authentication | SSH H— /30O —WFRGEH D] | i
FRZATVWET,
4 | ip ssh ciphers SSHv2 H— S TR B3 )5 | HTH
DHIPRZATVE T,
5 | ip ssh macs SSHv2 #— S TR % MAC J K | #i#
DHIPRZATVE T,
6 | ip ssh authkey SSH 4 — /N CABISERRAEIC B 3 | BTl
B —FABRO BRI TVET,
7 | transport input JE— FMEERASAE S fa | 85 A—4& gsh &

WEHERLTOT 7' RA%EHIRT 5
72D L ET,

BimLE L,
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82 aVvI744HL—L3ravwrk

8.2.1 ip ssh

AEEE~SSH CUE—"nrA 357200, SSH b —"ZEfESHET, AREL line vty
DREEITO &, T_XTO Y ET— MEMEHAKRNS SSH 71 FaLrToVE— 7 78 R &2
5L E9, 77 EBAEHIRT 5851, line vty £— KT ip access-group, ipv6
access-class X°, transport input ZF% € L T 72 &\,

[ATA]

WHORE
ip ssh

T O HIBR

no ip ssh

[AS1E— K]
(config)

[T RA—=4]
L

[2~ FEREEOBIE]
SSH #— N3BEEL TV ERADT, ARE~SSH T E—hr /A TEEEA,

(g ~DEE]
mL

[ER E M D S e ]
REMAEER, T ITEMICKBRESET,
[EEHEHE]
« KREFEITTIESSH T/ A o C& A, linevty T /A v a—HPHORENLETT,
« REREL line vty DFREEITH &, T_XTHO U £— MEMAMAKRNS SSH 70 b2 To Y £—
T 7 BREZTMTHE TR0 ET, T B AZHIRT 5551F, line vty E— R Tip
access-group, ipv6 access-class <°, transport input ZF%E L T 7Z &\,
s BN RAT — RRGEE AT 23551%, #EH =2~ K password TR 7 A /32T — KD
ENLETT,
» ftho> SSH 1E#H =~ > K(ip ssh version 72 ) ZHEL TH, Ka~vy REREL TWRWEES
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(X, SSH — NFEEL TWEHEADT, KEE~SSH TUVE—hrr A TEEHA,

[(B#E =< K]
line vty
ip ssh authentication
password
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8.2.2 ip ssh version
SSH ¥ — Tl 92 SSH 71 b aA"—T g VOHIREI TV ET,
KBRENRNEARILSSH 71 ha"—T a1 8 20T LI LET,
[ASE]

TR O E
ip ssh version {12}

T O HIBR

no ip ssh version

A1 E— K]
(config)
[T A—%]
{112}
RKoNT A — 2B WO HIHAE
A TEEHA,
B DR E HlH

1: 7 hans"—g v 1 P EESEZTFLET,
2 Fu haln—g v 2 PTG AT LET,

[a~ Y FEREREOEIE]
SSH 7u b X—g 01 & 20 Thosk b LT,

(g ~DRE]
mL

(R B D X e ]

WEOv 74 rhbEMCKIEINET,
[FEZFHE]

* SSH —NZEMEI®E 572912, ip ssh & line vty DR ENHLETT,

s X UT RO DII T ha =g 2T E T A L EBED LET,
(B =~y K]

line vty
ip ssh
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8.2.3 ip ssh authentication

SSH ‘H_"—‘/\@:L ‘H_muuﬂiﬁt@uxﬁg%?j——b\ij_
AL D SSH Y — /N THFA[ T 5 = — P F8GE S Ai(publickey ZABH#EERE, password & — 71 /L/8A
IJ‘LA HE)%* i’ L/iﬁ_o

[ATA]

MO IE
ip ssh authentication { publickey | password }

T O HIBR

no ip ssh authentication

[ASE— K]
(config)

[T A—-%]

{ publickey | password }
ART A — 2 B DY HE
HIETEEEA,
flE o> HiPH
publickey : ABRSERRGES TFFAI L ET,
password : B — B LR A U — REEGEZIFRFAI LET,

[z FERER OB ]
PRl T T ABASERRRE, N AV — RBGEW TN HFFAI L ET,

(A~ OR ]
L

(B D R BRELE]
wElOw 7 A inGEMICKBISET,

[FEZFHE]
« SSH —RZEESE 572D, ip ssh & line vty DR ENSHE T,
0—H N RAT— RRGEEFEHT 285481, EEH =~ Fpassword TR A L /RAT— KD
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%&bﬁiﬂﬂi%\gf‘j—o
[AX2200S] [AX2100S] [AX1250S] [AX1240S]
s X2 UT RO, EH 2~ R rename user T —HPLEAEHT AL L A2BEID L

e
[(BE =< F]

line vty

ip ssh

ip ssh authkey
password
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8.2.4  ip ssh ciphers

SSHv2 — ST 2 W55 5 XOFIR 2TV E 9,
AREED SSHv2 ¥ — S THFA[§ 5 A5 7 X%, W_THRELET,

[ATA]

Pi==% EA=cd
G WO E
ip ssh ciphers <Encryption algorithm> [<Encryption algorithm> [ ... ]]

T O HIBR

no ip ssh ciphers

[ASE— K]
(config)

[RTA—#]
<Encryption algorithm>
KoNT A— 2 B WERFOF A
HIETE EEA,
I D% E i PH
UTomG AL 2BELET,

& 821 HERESAHK

HE | BSARA
1 aes128-cbc
2 aes192-cbce
3 aes256-cbc
4 3des

[a~ Y FEREREOEIE]
SSHv2 $r— N CFFal4 5 L F#RF 57 RL, aes128-cbe, aes192-cbe, aes256-cbc, 3des T,

[@fE~DRE]
mL

[ A 0D I et ]
REIDOE T A P DERICKBR S E T,
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[FEEFEHE]
» SSH h—_"EZEEZE 572012, ip ssh & line vty DR ENHLETT,
- REREOAMIZER <, SSHvl TiE 8des 721 AR — h E7e D 3 (Z oo IL@Eekns 57
RIFIANTEETNED LR ET)
(&=~ K]
line vty

ip ssh
ip ssh version
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8.2.5 ip ssh macs

SSHv2 % —/ S T35 MAC R DOHIRZITVE T,
AAEE D SSHv2 % — S TFFA$ 5 MAC iz, WA_THELET,

[ATA]

RO E
ip ssh macs <MAC algorithm> [<MAC algorithm> [ ... ]]

53 D Yl

no ip ssh macs

[ASE— K]
(config)

[RTA—=#]
<MAC algorithm>
KoNT A— 2 B WERFOF A
HIETE EEA,
B> HiPH
LT MAC 4 ZHEE L £,

#* 8.2-2 MAC A=

EHE | MAC AxX4£

1 hmac—mdb

2 hmac—-md5-96
3 hmac—shal

4 hmac—shal-96

[== FERR OBIE]

AX1240S-SOFT-004_R12

SSHv2 ¥ — T4 5 MAC SFRiZ, hmac-md5, hmac-md5-96, hmac-shal, hmac-shal-96

<.

[@fE~DRE]
mL

[ A 0D I et ]
REIDOE T A P HERICKBR S E T,
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[(FEEEHE]
» SSH h—_"EZEEZE 572012, ip ssh & line vty DR ENHLETT,
- AREEEIL, SSHvl Tix7'm bab BESHE 20 T (AN TEETHER L7220 E9),
[(B#E =< K]
line vty

ip ssh
ip ssh version
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8.2.6 ip ssh authkey
SSH  —/ S CABMTRREI M AT 5 = —F BB O BEAEAT £ T,
[AX2500S]
ANBIHEAE BT 22— IXEERARTI0O AT TTTY, At hdba—WFiTEHAa~ K
adduser TEEE SN /A v a—P4 L —FKT B2 —F7F1F T,

BERCTZ DAMRET 1 = — VY720 K 10, ZEE SR THRKA 10 # T,
[AX2200S] [AX2100S] [AX1250S] [AX1240S])

NEEZEHFTE D2 —PITEERKRTLATTR, AERba—Fiia sl ra—FgHL—
H4 5 2—H7EF T,
BEETE ARSI 1 = — Y720 KK 10 8, EFEE2ETHRK 10 HTT,

[AFHBR]
[AX25008S]

THROFRE
ip ssh authkey <user name> <authentication key name>
{ “<publickey>" | load-key-file <file name> }

TR OHIER

no ip ssh authkey <user name> <authentication key name>
[AX2200S] [AX2100S] [AX1250S] [AX1240S]

O E
ip ssh authkey <User name> <Auth key name>
{ “<Publickey>" | load-key-file <File name> }

T O HIBR

no ip ssh authkey <User name> <Auth key name>

[AJ1E— K]
(config)

[T RA—%]
[AX2500S]

<user name>

SSH 4 — S CAMEE BET 52— 4 & RIELET.

AREEOR I A 22— LA a— YR ERIE LI & &I, ARRa—F LRy £,
AT A — 4 B HERED HIH
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HIETE EEA,
IEL 0D B3¢ A i A
=4 (16 LFLAT),
13CF AT, 2 7 H R3S T,

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

<User name>
SSH #—/ Bie TRBi# 2 B8R+ 52— A ZRE L £,
KEEOn A va—YPH ERLA—FHERE LI L &I, ARRa—F LR ET,
AoRT A — 2 B O WA
Al TE £ A,
I D% E i P
=P8 LFLLT),
1 3P EIEsES, 2 0 H DRI C 7,
(2PN DT H AT ATRETT 2, RECHEIPH CRE L T 72 &V, )

[AX2500S]
<authentication key name>

[AX2200S] [AX2100S] [AX1250S] [AX1240S]
<Auth key name>

2—HRARBEOA T v 7 ADTZDITREDOLHERE L ET,
BI2— PRI 10 E TRETE T, MOBLATHFNEBE LRI ICREL TS,
KoRT A — 2 B WSO )i
HIETE £ A,
IEL D B¢ R i DA

BARR LT oA —2a7 () EnA Ty (=) T4 XFUTF

[AX2500S]

{”<publickey>" | load-key-file <file name> }

[AX2200S] [AX2100S] [AX1250S] [AX1240S]
{’<Publickey>" | load-key-file <File name> }

INPABERRRE AT O 2 — P APHRAR 2 TR L ET,
ANT A — BB WS D AHHE

BIETE EH A,
e 0D R3¢ A i P
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BITNI x—h (") CHAREZ—VABRBONEZEHBEATLET,

INBHEEIT IR 900 SCFE TATIATRE T,

%721, load-key-file |Z#%() T RAMDISK L —4 N7 7 A L4 2B E L ET,

T A NBIIFT R AERETEET,

7 7 A NAITICK 64 SUFE TTHF & RRSCEN AT ATRET T,

- BT E D ARG OFEE
SSHv1 JZA.» RSA AR £ 713, SECSH K DSA & RSA, OpenSSH
B> DSA & RSA AR A2 BRETE £,
BED A 2 MY A E DT 900 CFE TASIAEETT, BERATRE/e 8D bit
RIFUTORIZZRD £7,

% 8.2-3 900 XFLHNTEFZEETARRD bit &

NEABDIESE SExAREbit &
SSHv1 RSA 512~2560
SSHv2 DSA 512~1536

RSA 512~5120

KX MR L OGS
(2 A MG DOSCFHRIT K- T, BERATHE bit B L E9)
BB, ar74 7 b—var EIlFEREIN8#E0T
PHENZ 3 AL R LR ET,

3 A FOWNE
A MO, B L RSN AT RRE T, BRI (2T 4
L—varyavy RL7y Ly A XFa— R 22RLTIEE0,
722, WOLFIMEHATERVDOTIERESTES N,
< KAy athd ()
KA v akgby ()
I =k ()
cEIamy (G)
< B ($)
cW TN F— R ()
Ny I AT 2T (¥)
FHTEXRVWLFERIA L FELTRESNLTVIHEAE, EUAFR ()
AW L THAIAENE T,
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c ABRBNE BRIV y— b (7)) CTHATRET 25

AT D8O EATROEAZEDT 1T TAN LTI ES W, ZADHK
Taxs hehrpEsntd,

SECSH RO ABIISITEZ E A TWDH T2, TRTOLITEIY BT
ABLTLEE N, 2B, ~yZ(Comment: = A > ~5), BHth - & T~—h
W, O EAN L TL SRR SR D), ~y &
(Comment: = A > N5§), Bth - & T~—WIIATTEEH A,

B 8.2-1 SECSH X D AFRDF A HEEE

---- BEGIN SSH2 PUBLIC KEY ----

Subject: gr4000

Comment :_"L1024-Dit_dga, 924000, Tue Oct 22 2002 16:21:35 40900" . _ _
|AAAABBNzaClkc3MAAACBAPQX4hUjicV2cqubOeYug3ZwelwdveLixNAcRXlSdh8XDDIvl1
IdrKW6LnxTDiM8wfsEPDoOCOZwae9\/0LngFquNAHlBSPeKVEUvSBah+romEWRngBHIkJ|
Wg3szkHV8chQXZAZT87RunikN9j2kq+ftoJIs7IWR4gHbe/JTAAAAFQDTl3waEZaZE|
F1ZATkUeLsaBnn/wAAAIEAhy3mVaF87Pjjbag+XY+12mjIOptgGb7KcTKvbfb2JZVscidx |
IZOaKnNWRMJtsZSyMkadEjaWNvabV6MDGn3PYX63CLomIsWUdeo7chJFylevZ4bef7
IJTP9XO48/1FSWQTL7bKeXZ9cidgGXMmch8Tzl5WSu8rP+t3m/yS7gAAACAZ/yWFB1rl8BeI
Nkvcsmilupce2hb2uaef/4I7ymPT91irDQOsfRY3RxiG5K0Uh7g84j9WFtx/y9KtFk46hUiz |
INYnkacij 0luTbhtRpehFO0bUYPyQu+ZxFDHZ3vB1o0NOfaO0U4xME18RC4CHax+Fm/0OUMd 1
IpzpzAD6EZHS+92kdiTk=

---- END SSH2 PUBLIC KEY ----

OpenSSH FEROHEIZ I3\ T, "sshrrsa”<°”ssh-dss™ #5453 & O 2N T 5 4y
Edakary N EED GERTEITHA AT ENZR2NESICLT, 11T TA
FJILTL IEE WK AT,

& 8.2-2 OpenSSH XD R DF A HEH

- load-key-file T7 7 A V4 ZIEET D5HE
Z—PFAEITH 52> U sftp, ftp 55 TA%E O RAMDISK ~frk L T%
DT 7ANLEEELTIEEN,

[a~ Y FEREREOEIE]
ANBREEREEAEH L Cou /4 L TE A,

(g ~DRE]
mL
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[EREME D [ RS ]
REEA TR, T ICEMICKBRSET,
[EEFH]

» SSH h—"Z@EES 572912, ip ssh & line vty DR EN ML ETT,
[AX2500S]

s RRECT2—YARELZRE L=V, REEOO AT H Ty MIEEISILTY
WAL, EH o~ Radduser TV H U v b EHRBREGE LA T, Y%7 b o

— ARG B BIC BRI R E9,
[AX2200S] [AX2100S] [AX1250S] [AX1240S]

s KRBT —PARBELZRTE L2 —T4LN, REBOD /A a—P4 L —H LARWES,
A 2~ K rename user CL—VZEZEER L Tb, 2—VABRBENBIICAENZRY F
7,

[BE o~ K]
line vty
ip ssh
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8.2.7  transport input

VE— MEARRNOEE S0 har 2R L TCOT 7 v A EHRT 57028 L1,
telnet £771Z SSH ® 9 b, f5E SN0 ha L THEITF 7 7B A ZHAIL, BESNL TN
g ha I 7 7 B2 EHIBRLET,

[ASTER]
o
transport input {telnet | ssh | all | none}

T O HIBR

no transport input

[AFE— K]

(config-line)
[T A—%]

{telnet | ssh | all | none }

telnet : telnet 7’0 ha L TOY E— T 78R EZITFHITET,
ssh : SSH7nm hanrToOUE— T 72 AEZZITHITET,

al : T TCOTe haTOYE— T 7 RAEZIF1TF 3 (telnet & SSH),
none : TR_RTOFE haLTOYE— R NTF I EREZIFITETA,

RKoRT A — 2 B W O W HME
A TEERH A,
TEO R E &L
telnet, ssh, all, F72!3 none
[+ FERER: DEIE]

telnet & SSH(p ssh iXEMR) 71 ha /L TOY E— F7 7 2 &2Z T 77,

BLAERND)-Z-1
mL

[B% BB D S BR 5 ]
REEAER, T ICEMICKBRSET,

[(FEEEH]
 SSH 2+ 285481, Ze—bar 747 L —raE—RKDip sshZENMLETT,
- ftp HEE A AR T A AE, Y u— a7 4 S L—3 g UFE— RO ftp-server T
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LTLIEENY,
[BE =~ K]

line vty
ip ssh
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83 AT« L—>3avrFRDIS—Avyte—

% 831 SSHaAYI72445L—>3>vavy RIs—AvE—9

Ayt— AR
ssh: Can’ t execute. FATTEEEA,
ssh: '<File name>’ file open error. BEZ77ANNBA—T 0 TEEHA,

<File name> : f8E 7 7 A /v

ssh:

input file is bad format.

ANT17 7 A IV RIEZR X T,

ssh:

The public key is too long.

NP RTEET,

ssh:

The public key is bad format.

NPEEDNRIEZR BT,

ssh:

Can not delete it because data is not corresponding.

NPHEEDN D D FH A

ssh:

Public keys are a maximum of 10 entries.

INBREEI TR R 10 = R ) T,
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f

Iav > FLI27 LR

9. EH - {R-FHEE

AKE|L SSH - — "DJEH « SRTFHEREIC DWW TOEHA a~ > RL 77 LA
<7,
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9.1 ERavYFrF—E

AHEREIT, AHEE ) Bt 2L 56 L C SSH CTHahi & FEhi 9~ 2560, SSH — 2+ 2,
RA NREART OFAERLY — N OREHR R ELE] 2~ FICE D FEITLE T, AELETYR
— b oMRE RAER 9.1-LITRLET,

% 9.1-1 BAaTY FYHR— rsE—&

BE ok avUFR HeRE
9.2.1 A MG FL | show ssh hostkey RA NABE Rona~v R
9.2.2 set ssh hostkey RAMRERT BHa<w RN
9.2.3 H— RSF show ssh logging SSHH— N FL—REH Fra~v N
9.2.4 clear ssh logging SSHH— 8 h L— A EH HEa~ N
9.2.5 o A . =— | show sessions (who) nJArya—PER Kravr N
P
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9.2 EROVTY N

9.2.1  show ssh hostkey

[#aE]
AL E D SSHv1/SSHv2 75 A AR & Fingerprint DF/RmZ21T 9 2~ R TY,

[ASFER]
show ssh hostkey

[RTFA—%]
L
ALLE O SSHv1/SSHv2 DR A MABASE L Fingerprint &R~ L £ 7,

[AS1E— K]
— g —HFE—FK
[=4741]

SSHv1/SSHv2 7~ A ~ABH#E L Fingerprint & ~r L £9°,
> show ssh hostkey

Date 20XX/06/11 09:32:06 UTC

*pktokkk SSHY1 Hostkey soksdorsdork

1024 65537 1126766708272222796137628981474157208112598207412866585579995541101062647023113
943120729117808345272300056975789401190169610484301410980604870962889893279169871308556619
653902343314040484345625244656741164451968702730151969974584171941799596068373366303944657
05358354562069439020403567624278556712546554491863

Fingerprint for key:
xifik-kigez—mogot-zysom-pidyg-kutop—holam-rudib-negof-Iilyk-lyxax
Fingerprint (HEX) for key:
Ta:79:c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04

sorktokk SSHY2 Hostkey sekstodorkok

MIHxMIGpBgcahk jOOAQBMI GAAKEA/UNXOgmhyXWRcOBZLun6hsp iuS/Q/N/KuOstYrD5kQr 7vTcNr CNZDYDnGVF frG
6/xyBAGPOThUBpRUc7eoJpMwIVAOLUU3B5C I DwieTcsYamu517ABBXAKEAETTPLACYXA i akTowSvA/tVyXwCPovs3n
BBK8S9InFW+ZzGm9oR2Rccrbful n0AkaoUVmacGBxvD+z9ghhHg iNjANDAAJAeBvdcIgYE [ y7EU | Obb1KxTGe97hxdM
31vhdnzGkgrz | yEhf2+d1V756A0mArKvnka1MK | aF j4vxnqaGVypRfng==

Fingerprint for key:

xemos—t ibod-rukys-zekos—puve |-nufet-tihin-leroz-cufis-zaruc—-daxox
Fingerprint (HEX) for key:
6e:3c:al:10:ab:02:7f:73:d8:aa:7e:40:d0:51:6e:f8
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USEA v =]

Ayt—T NE
ssh: Can’t execute. AR MERRE CEITTIETA L L Fa~vwr FE
127 —T7,
Boyn

1. set ssh hostkey THA MEEZ/EVE LT 7ZEW,
2. A~ REFETLTIEIN,

[EEEHE]

RO AT MICE o THR— FEN TS Fingerprint ORI ER Y 40T, A%
& Tl bubblebabble 2\ & HEX IO &2 #K/R L ET,
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9.2.2 setssh hostkey

[#%aE]

AL [E O SSHv1/SSHv2 78 A M T (AR - VEHE)OEFA24TH a~2 RTT,

EHEBDRA MEEZFNCT H7-010, REBOBLENLIETT,

THHRHZIET 74V bOKR R MEXTRBRESINTONET, Ka<wr RIZLBFX MEXT O
EHEm< B LET, —ELEZ2EINIE, BFLEOLETHY THA,

[ASTER]
set ssh hostkey

[RFA—%#]
L
AIEE O SSHv1/SSHv2 R A M ABEART OB HE 2TV E T,

[AJ1E—FK]
EEEHEE— R

[S1THi]
SSHv1/SSHv2 D7k A hE~T7 225 H LE 7,

# set ssh hostkey

WARNING! !
Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): y

*xx Changing the SSHv1 Hostkey, Please wait a minute *x*

Generating public/private rsal key pair.

The key fingerprint is:
42:13:3¢:08:3f:1e:96:11:3c:be:86:¢8:39:f5:48:d9 1024-bit rsal hostkey

*xx Changing the SSHv2 Hostkey, Please wait a minute *x*

Generating public/private dsa key pair.

The key fingerprint is:
d6:b4:17:37:1b:8f:8c:1c:6d:bf:d0:ae:11:¢7:5d:85 1024-bit dsa hostkey

The Hostkeys (SSHv1 and SSHv2) were generated Completely.
Please execute the reload command,
because the new hostkeys becomes effective after reboot.

#
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JR&EA vE—]
Ayt—T ABE
The Hostkeys (SSHv1 and SSHv2) were generated | SSHyl & SSHv2 78 A FEEOEFARMNZE T LE LT,
Completely.
avy RNEITTEERATL,

ssh:Can’t execute.

B
2~ NefFEITLTIIEE,

[(EEEHE]
s THHMARHICIZT 74V AR MERRESNTVWET, Kavr NIk HHR X MEOZEE i)

<BEODLET, HEEEEZITHOE, TOROERITEFELEDHY THA,
c BEBORA NEEZHENCT DH7-012, AREE O FRENMLETT,
« RA MEOERETWHIIHRERA (Ra~ v FEITHOICTRL+ClLIZAR Y R— FTT)
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9.2.3 show ssh logging

[HaE]

SSH — _"O@EMRED L —2An /%2R R LET,

[ASFER]
show ssh logging

[AF1E—F]
=Y E— R

[T RA—=4]
L

[Z=4741]
> show ssh logging

Date 20XX/06/15 19:32:59
20XX/09/19 19:32:48 sshd
20XX/09/19 19:32:48 sshd
20XX/09/19 19:32:48 sshd
20XX/09/19 19:32:47 sshd
20XX/09/19 19:32:47 sshd
20XX/09/19 19:32:46 sshd
20XX/09/19 19:32:45 sshd
20XX/09/19 19:32:36 sshd
20XX/09/19 19:32:36 sshd
20XX/09/19 19:32:35 sshd
20XX/09/19 19:32:35 sshd
20XX/09/19 19:32:35 sshd
20XX/09/19 19:31:30 sshd
20XX/09/19 19:31:30 sshd

uTe

Closing connection to 192.168. 10. 100

Disconnecting: Too many authentication failures for operator.
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10. 100 port 2174.
Failed password for operator from 192.168.10.100 port 2174
Failed password for operator from 192.168.10. 100 port 2174
Failed password for operator from 192.168.10. 100 port 2174

Sent 768 bit server key and 1024 bit host key

RSA key generation complete

Generating 768 bit RSA key

Client protocol version 1.5; client software version TTSSH/2. 45.
Connection from 192.168. 10. 100 port 2174

Entering interactive session for SSH2

Accepted publickey for operator from 192.168.10. 100 port 2173 ssh2

20XX/09/19 19:31:30 sshd Found matching DSA key: 16:0b:6c:cb:12:83:f2:25:69:1b:c4:73:8e:37:9f:c0.

20XX/09/19 19:31:30 sshd
20XX/09/19 19:31:23 sshd
20XX/09/19 19:31:22 sshd
20XX/09/19 19:31:22 sshd
20XX/09/19 19:31:22 sshd

>

Failed none for operator from 192.168.10.100 port 2173 ssh2
kex: server->client aes256-cbc hmac-shal.

kex: client->server aes256-cbc hmac-shal.

Client protocol version 2.0; client software version TTSSH/2. 45
Connection from 192.168. 10. 100 port 2173
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USEA v 2—V]

Ayt—

R

ssh: Can't execute.

gy RRFETTEEEATLE,
[kHiE]
avy RERETLTIEIN,

There is no logging data.

FoIEImNH D EH A,

[r 7% —<v ]

yy/mm/dd hhimm:ss A X2 M4, message
1 2 3

1. o BRIUE, A,

2.7 u kA%

3uTAvyE—

(2R oE—]

EI) Hi“j:) 67\) %9\%%% L/\iﬂqo
e = ROTuE AFLZERRLET,
e A=V REIRENET,

AytE—o

A&

Generating 768 bit RSA key.

RSA Vr— NGEAZ AR L TV ET,

RSA key generation complete.

RSAH— St ER L £ L7,

Sent 768 bit server key and 1024 bit host key.

P gL R A NREEE LE L,

Connection from <host> port <port>

<host> D<port >N HAEHE SNV TWE T,
<host> : UE— hA A K
port> : VE— FAKRA FDKR— b

Failed <authentication method> for <user> from <host>
port <port> [ssh2]

Z—PRREEC R L F LT,
<authentication method> : R J7 =
(user> : —H4

<host) @ UE— FAR A

port> : VE— FAKRA FDKR— b
[ssh2] : SSHV2DEIZEF R L ET

Found matching <key type> key: <fingerprint>

BRI TND — AN RO £ L1,
<key type> : ABREEDTEIE
{fingerprint> : APED 7 4 o H—T7V I

Accepted <authentication method> for <user> from
<host> port <port> [ssh2]

2 —WRGEICRBI L E LT,
<authentication method> : FRAFFEEE
(userY : L —H4

<host) @ UE— FAR A

<port>: UE—FEKAFDKR—F
[ssh2] : SSHV2ZDEAICRK R L ET

Did not receive identification string from <host>

<hostOMBNN—T g VilkBlFEZE TEERHATL
77,
<host> : UE— FHR A b

Client protocol version <version>; client software
version <software version>

IIAT o hOTa hal—g by T Ny
TNR—=V g bR RALET,
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{version> : 7’1 ha L —T g
<{software version> : Y7 by =7 "—T g

kex: client->server <cipher> <mac>

TITAT VB — AR T — 3
LTWET,

{cipher> : #:BfENs 5 4

<mac> : MACHF R4

kex: server—>client <cipher> <mac>

=N TA T N T — g
LTWET,

{cipher> : F:i@fEms 5 4

<mac> : MACHF R4

Entering interactive session for SSH2.

SSHv2D® v a U ZBRMELE Lz,

Entering interactive session.

SSHvliD® v a o ZBRELE Lz,

fatal: no matching cipher found: client <client

ciphers> server <server ciphers>

P—NE T T4 7T N THEHAET D IEHE 5 N
HVEHEATL,

{client ciphers>: 7 74 7~ MADOKE ST A
K

{server ciphers> : ¥ — MAlOBEFEFHH Y & |

fatal: no matching mac found: client <client macs>
server <server macs>

P=NE T4 7 FTHAGT DMMCHEDRH Y F
HFATL,

{client macs> : 7 T4 7+ MUIOMACH XY & b
{server macs> : P — MAIOMACKH Y A K

Received disconnect from <host>:

VE—hrHRAMIEL-oTUIKrENE Lz, GRAEL
DOHE)
<host> : UE— FHR A bk

Disconnecting: Too many authentication failures for
{user>

Cuser> I E HERFFRI L7270, BT L F L7z,
lusery : L —H4,

fatal: Read from socket failed: Connection reset by
peer

axyvaryngrsinE Lz,

Connection closed by <host>

<host> & DEERENEINE LTz,
<host> : UE— FHR A bk

Closing connection to <host>

<host> & DK T LE LT,
<host) : UE— RA A b

[EEEHE]

s B ZFRR 1024 FE TRIFSNE T, ThEBATEE, T 760 HBRICHEShET,
* SSH r—ou JIAREEOER 2720, HE#Z LV T5LEEINET,
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9.24 clear ssh logging

[H&RE]
SSH #—/OERRIED b L—2 w7 & HELET,

[ASFER]
clear ssh logging

[AJ1E—FK]
EEEHEE— R

[T RA—=4]
L

[Z=4741]
# clear ssh logging
Would you wish to CLEAR the SSH server’'s log? (y/n): y

Clear complete.

USEA v =]

Ayt—T AR
Clear complete. o OWEENET LE L,
ssh: Can't execute. a<wy RRETTEEHATL,
B
avy RERFIATL TSN,
[(FEEEH]
L
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9.2.5 show sessions (who)

[H%RE]
AIEEIZa A L TWEa—YEERLET,

[AFEA]

show sessions
who

[AJ1E—FK]
— g —YE— FBIOEEEHEE—F

[T RA—=4]
L

il
[AX25008S]

> show sessions

Date 20XX/02/15 21:09:13 UTC

Username Type Login Source
*staff console 20XX/02/15 20:33:43 -
staff vty0 20XX/02/15 20:26:19 192.168. 1. 246
staff vtyl 20%XX/02/15 20:27:54 192.168. 1. 240
staff ftp 20XX/02/15 20:34:40 192.168. 1. 241
staff sftp 20%XX/02/15 20:03:27 192.168.1.203
>

[AX2200S] [AX2100S] [AX1250S] [AX1240S]

> show sessions

Date 20XX/06/11 16:35:29 UTC

Username Type Login Source
*staff console 20XX/06/11 10:33:43 -
staff vty0 20XX/06/11 16:26:19 192.168. 1. 246
staff vtyl 20XX/06/11 16:27:54 192.168. 1. 240
staff ftp 20XX/06/11 16:34:40 192.168. 1. 241
staff sftp 20XX/06/11 16:03:27 192.168. 1. 203
>

111



AX1240S-SOFT-004_R12

(R ]
HH =S el
Username | = — ¥4 av s REFITL TN —HE, =2—FHFROFINZT A4
Y27 (*) HFRRLET,
Type e r A console : T — % LiEK:
vtyO : telnet/ssh ##¢
vtyl : telnet/ssh £
ftp : ftp P&fc
sftp : sftp ki
Login o7 A VIR | —
Source IP7 KL A |telnet/ftp/ssh/sftp 754 7> hEFEITLTWBHEED IP
7 RLRATT,
console (IA 7> (=) [EHETT,
[(FEEEH]
2L
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Avte— A LI77P LR

10. AT Ay tE—

AREIXSSHICBEHT AAREEDO R 7 A v E—V—ETT,
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10.1 AT AyE—L—&
[AX2500S]

£ 10.1-1 AT AvtE—C—BE(UARY FRESHFL=SESSION) [AX2500S]

HE| A~V ARk AytE—o AytE—OTHRX b
LA FEA TR 8B+
kS
1 E3 SESSION 00e00000 | Authentication login  xxxxxxxx RADIUS
accept.

RADIUS #FEICE L Lz,
XXXXXXXX | L— W4
By
L,

2 E3 | SESSION | 00e00001 | Authentication login xxxxxxxx RADIUS reject.
RADIUS FEREIC KRB L F L7,
XXXXXXXX ;| L— W4
el
LAEICKH L Tary 77— a ry THRASNT ) E— FRRA MRLARERT 78 AN
TN rAREtEnH 0 £9, VE— MR FOEARN AR L T EI W,
2.20u ZTEHO =R 7 A VRHZER S T BE ONRA T — FATIEWR E) 2 L7125
HlCbNEINET,
WE-T, ZoualNNEINTHYE—FFA NOEARWICEHEN2WGEAELH D £7°,
3. RADIUS ¥ — O E 2 fifgih L T 72 S0,

3 E3 SESSION 00e00002 Authentication login xxxxxxxx RADIUS no

response.

RADIUS #GE T, RADIUS $r— b SE 08 dH 0 FHATL,
XXXXXXXX | T —HW4
el
L.RADIUS — "D IP 7 KL ANRFES TWRWD, a7 4 Vb —a UEERBLTLSES
U,
2.RADIUS — DR — RE GRS TR\, a7 47 b—a U EER LTS
Uy,

4 E3 SESSION 00e00003 Authentication login xxxxxxxx RADIUS server

configuration is not defined.

RADIUS FZFEH @ RADIUS H— "33 E STV ER A,

XXXXXXXX | L— W4

By

RADIUS =2 7 4 VL — 3 URRESIL TN D 0ER L T E S0,
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5 E3 SESSION 00e00004 | Authentication login xxxxxxxx RADIUS over
request.
RADIUS #FiET, RADIUS H— \~D[EKR KEEE (256) Zim L E Lz,
XXXXXXXX : T—4
By
RADIUS W uﬁ@gjkﬁ1j‘7j) raj < fot D fl/ A i‘g—
—REN 72 AL, BER A U EFEm LTI EEN,
MGERIC AT DH81F, VAT AMERE RE L TS0,
6 E3 SESSION 00e00006 Authentication login xxxxxxxx RADIUS invalid
server specified.
RADIUS #ERECTHE— T —3 AL E LT,
XXXXXXXX : T—4
By
7L,
7 E3 SESSION 00e00007 | Authentication login xxxxxxxx RADIUS return
error. code = xx
RADIUS [T uﬂzf WABI 7 75‘%& L/i L/f\—o
XXXXXXXX : L—H4
code = xx : JA[K = — K (A — g4 HIEH)
By
7L,
8 E3 SESSION 00e00008 | Authentication login xxxxxxxx RADIUS time
out.
RADIUSFEFETH A LT U RBFELE LT,
XXXXXXXX : L—H4
By
BEn 7 A 2 E L T EE0,
9 E3 | SESSION | 00e00100 | "users file'is corrupted. Started by default.
'users file' N ENTWET, T 740 bx—FTREEI L F L7z,
el
7L,
10 E3 | SESSION | 00e00101 | Failed to write 'users file'.

users file'7 7 A LD EZIALIZHRELL F L7,

(BSpnN

#HH =~ > K format flush Z#FETL T 72 &0,
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11

E3 | SESSION | 0002000 [ Unknown host address <ip address>

SSH CTARIEE IZHEH LIS & LE LN, <ip address>0 o6 D#EFiZFFR] LEHATL,

<ip address> SSH T L LD & L7 IPva 7 KLU AE T IPv6 7 KL &

Bsyr

ILAEBEICH L TCARERT 78R (274 L=y a T ENEZLUADY £— R A K

MBEDT 7B APTOIZRREMERH Y 9, <ip address>D U E— 7 7 A ZMERA L T

ZE,

2.<ip address>"H D U E— h T 7 BAEZFAI L TWOILEIX, a7 47 L— 3 VIZFRD

NHLAEMENHY T, 20747 —2a VORENEEMHERL T EEW,

3.<ip address>" 6DV E— " T 7B AZFHFA LTEWGEEIL, a7 4 7 L—va TPk
AFTFAIOFRE L T IE S0,

12

E3 | SESSION | 00e02001 | Login incorrect Xxxxxxxxx.

ay A NTERKRLE LT,
XXXXXXXX ;| L— W4

[iﬂﬁ]
1AEBEICH L Cary Y —LEziFar 74 7L —2g U THAEINTZVE—RERA RBD

RERT 7R A (THU b, N2AT— RFIFETERR) NMTbr-miEEnd o £4,
2.3V —NFEZar 747 b—varyTHEALEZYE— FRR FNOEMRNZMHERL
LTEEW, Zoa W ERO—Rn /A VR T-8EE L2 _%M%éhifo

iEO’C, ZonrRRNEINTH Y ET— MR A NOERRRIC Fﬁ%#ﬁb‘%é\%% nE9,
SALEFEIEM 2~ FNadduser IZL W BRERBEALDOT T MInE I DEHBRBLTIIEIN,
( wujﬂi M =~ K show users CTHEZR)

13

E3 | SESSION | 00e02002 | Login refused for too many users logged in.

SSH Tt LE D E LELED, vl A ra—PEaet—_"—L77o, EeiFrfLEY
ATLT,

Bt

LB 74 LT —PEEMRE L T EE0,

QMETHNIIE, av 74 7L —arTal Ao TE5a—PHORREENSE T EE
A

14

E3 | SESSION | 0002003 | Login xxxxxxxx from <ip address> (vtynn).

SSH(vtynn) T —¥ (xxxxxxxx from <ip address>)23 1z 71 » LE L7=,

XXXXXXX | T—W4

from <ip address>: VE— bt/ A v LIa2—VDOIPv4 7 L AFEZXIPv6 7 KL X
vtynn : 0~15

Bxbica]

72 Lo

15

E3 | SESSION | 0002003 | Login xxxxxxxx from <ip address> (sftp).

sftp T — P (xxxxxxxx from <ip address>)7 1z 7' A » LF L7,

XXXXXXX | T—W4

from <ip address>: UE—hur /A v Liz2—HDIPv4 7 KL AE T IPv6 7 KL A
Bt

72 Lo
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16 E3 | SESSION |  00e02004 | Logout xxxxxxxx from <ip address> (vtynn).
SSH(vtynn) ® . —# (xxxxxxxx from <ip address>)»n2 77 h LE L7,
XXXXXXX | T—W4
from <ip address>: VUE— b+ /7 b Liea—FDOIPvd 7 KL AFE2TIPv6 7 KL A
vtynn : 0~15
xhics]
72 Lo
17 E3 | SESSION | 00e02004 | Logout xxxxxxxx from <ip address> (sftp).
sftp ® 2 — P (xxxxxxxx from <ip address>72’2 77 7 k LE L7-,
XXXXXXX | T—HW4
from <ip address>: UE— b/ 70U b L7za2—FDOIPv4 7 RLAEZITIPv6 7 KL X
By
72 Lo
138 E3 | SESSION | 00e02100 | Connection reset by xxxxxxxx (sftp).
sftp Dt v a RN hE L,
XXXXXXXX : T—H4
xbics]
72 Lo
19 E9 SESSION 00e00002 | Authentication login  xxxxxxxx RADIUS

message queue error. errno=xx

RADIUS #FETHERT T — (X vt— queue £HFIGE) BEALE LT,
XXXXXXXX ;| L—H4

errno=xx : A — N G R

By

el, (HEWIEENFEES SN ET, )
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[AX2200S] [AX2100S] [AX1250S] [AX1240S]

£ 10.1-2 OFrvtE—S—BARY FRETHF=SESSION) [AX2200S] [AX2100S]

[AX1250S] [AX1240S]

EHE| A~V AR+ Ref.Code Ayt—ITFEZR R
LRIL FHE M
RES

1 INFO | SESSION | — | Unknown host address x.x.x.x
SSH TAMEEICHE L L9 & LE LD, "xxxxX"PDhOHERATF T LEFATLE,
xxxX:SSH CH#HmLLY>ELEZIPT FL A
[xtits]
IAREBICKH L TCRERT 7B A (a7 4 7 b—a VTR ENTZUSAD Y £— R AR A B
MEDT 7B APMTONTAREERH Y T, "xxxxX’DVE— T 7 EAZHRLTLLEE
l/ N
2XXXXNHDY = " T 7B AEZHFA L TWAEAIE, a7 47— a B0 Rd
HHREMNRDH Y £, a7 47— a VORENRZHERLTLIEE N,
3XRXXXDOLD Y E— T 7B RAEHFALIEZWEGAIL, av 747 L—va TP 7B RFF
A OFE L TLEEN,

2 INFO | SESSION | — | Login xxxxxxxx from x.x.x.x (vty0).
SSH(vty0) T —#(xxxxxxxx from x.x.x.x)8 1 7' A > L% L7,
XXXXXXX | T —H4
fromxxxx: VE—Fa A Liza2—FDIP 7 KL A
Bxtis]
2L,

3 INFO | SESSION | — | Logout xxxxxxxx from x.x.x.x (vty0).
SSH(vty0) ?® . — ¥ (xxxxxxxx from x.x.x.x)32 777 s LE L7z,
XXXXXXX | L —Y4
fromxxxx: VE—bra s 7 N L7za—FDIP T FL XA
Bxtis]
2L,

4 INFO | SESSION | — | Login xxxxxxxx from x.x.x.x (vty1).

JTIZ SSH Tr 7 A ViFEADIRET, SSH(vty1) T2 — H (xxxxxxxx from x.x.x.x)23 12 7 A >
LE L,

XXXXXXX | T —H4

fromxxxx: VE—bra A L7-a2—FDOIPT7 FL X

Bsyr

L,
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5 INFO | SESSION | — | Logout xxxxxxxx from x.x.x.x (vty1).
9 TIZ SSH Tu 7' A U FEHDIRFET, SSH(vtyl) D —H (xxxxxxxx from x.x.x.x) 1277
7 hLE L,
XXXXXXX | L — W4
fromxxxx: VE—bR 77U MLIc2—FDIP 7 KL A
xhics]
7L,

6 INFO | SESSION | — | Login xxxxxxxx from x.x.x.x (sftp).
sftp T2 — ¥ (xxxxxxxx from x.x.x.x)282 7 A > LE L7z,
XXXXXXX | LT — W4
fromxxxx: VE—btrnr A Lizaz—FDIP 7 KL A
Bsyr
72 Lo

7 INFO | SESSION | - | Logout xxxxxxxx from x.x.x.x (sftp).
sftp @O — W (xxxxxxxx from x.xx.x)282 77 7 b L% L7,
XXXXXXX | T—W4
fromxxxx: VE—b+r s 77 NLIz2—FDIP T KL A
By
72 Lo

8 INFO | SESSION | - | Login incorrect xxxxxxxx.
0 7o TR LE Lz,
XXXXXXXX : T—H4
xbics]
72 Lo

9 INFO SESSION — Authentication login xxxxxxxx RADIUS server

configuration is not defined.
RADIUS §8FEA @ RADIUS Hh— "R FE SN TWERA,
XXXXXXXX : T—H4
Bsyr
RADIUS H— A\ F# A E L T 7E S0,
10 INFO SESSION — Authentication login  xxxxxxxx RADIUS
accept.
RADIUS #BFEIC AT L £ L7,
XXXXXXXX : L—H4
et
72 Lo
11 INFO | SESSION | — Authentication login xxxxxxxx RADIUS reject.

RADIUS BRI L F L7,
XXXXXXXX | L—W4

By

2L,
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12 INFO SESSION — Authentication login xxxxxxxx RADIUS no
response.
RADIUS #FET, RADIUS #— "\ BInENH Y FHATLT,
XXXXXXXX | T —HW4
By
7L,
13 INFO SESSION — Authentication login xxxxxxxx RADIUS over
request.
RADIUS #iEC, RADIUS #— ~O[EIR KEER (256) ZfimL £ Lz,
XXXXXXXX ;| L— W4
By
2L,
14 INFO SESSION — Authentication login xxxxxxxx RADIUS UDP
send error.
RADIUS #3F T, RADIUS H— R~ A FEENERLE L=,
XXXXXXXX ;| L— W4
el
7L,
15 INFO | SESSION | — | Connection reset by xxxxxxxx (sftp).
sftp DB v a oI SN E L,
XXXXXXXX | L— W4
el
L,
16 INFO | SESSION | | Login refused for too many users logged in.
SSH C#ft L LD & LE LR, nr A ra—PRaet—"—L7ld, EitifaalEd
AT LT,
el
LBER 74 LTS =R ZfE L T ES0,
2METHIUE, a7 47— arTrl Ay TEL2—VFHROFIREENESE T ES
AN
17 WARN SESSION — Authentication login xxxxxxxx RADIUS invalid
server specified.
RADIUS #ERECTHE— T —3 AL E LT,
XXXXXXXX | L— W4
el
7L,
18 WARN SESSION - Authentication login xxxxxxxx RADIUS return

error.

RADIUS FFRECHE =7 —3 % E L E L,
XXXXXXXX | T —HW4

Bsymy

L,
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19 WARN SESSION — Authentication login xxxxxxxx RADIUS msgid
use over. use = xx
RADIUS #FETHEH=Z7 — (A vE— queue H) NRELE LT,
XXXXXXXX : L— W4
use=xx : A — I fEAT FI1E
(ESpn
L,
20 WARN SESSION — Authentication login xxxxxxxx RADIUS time
out.
RADIUSFERETH A L7 U7 RBFALE LT,
XXXXXXXX : T— W4
(ESpn
BEr A 2% L T EEW,
21 WARN SESSION — Authentication login  xxxxxxxx RADIUS

message queue error. errno=xx

RADIUS FBFECTHEIT 7 — (X vE— queue BHFILE) B"RAELE LI,
XXXXXXXX ;| L—W4

errno=A — 1 AT F 1 &

By

2L,
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{+ &%

* 3des (Triple Data Encryption Standard)
im0 DES & 3 [EEH L CHELZH L7z b D TT,

* AES (Advanced Encryption Standard)
KIEPIHEIEERINR (NIST) 23HIE L7z, HEAUEER S =TT,

= blowfish
Bruce Schneier KMNEZLLT- 448bit AIEREF—IE2{LT7T /LI X ATY,

* bubblebabble F=
Fingerprint OFREXD 1 > TT,
4
xoriv-socym-demed-cylam-fyhum-davep-dusal-koras-hyfep-pecyt-roxyx

* Diffie-Hellman &3 #
PEAHLT LT Y ANT, FH=FITEES D ATRENED & 2 BE 1 ECRBITH DA
ZATWET,

* DSA(Digital Signature Algorithm)
TUORNELT T LD 1DOTT,

* Fingerprint
FEOFHTT, A L THIROHREEZITo MR TH Y, AFHENEDD
& Fingerprint H&PHV 7,

* FTP(File Transfer Protocol)
32y NT—7 DI FAT v MY —REDMT, 77 A4 NVOEWKRELTRD DT
o hal(avwr Ry e Tt

» HEX B
Fingerprint OFRERXD 1 > TT,
f5119:46:78:28:ca:03:23:61:4c:09:b4:4b:06:97:8b:9d

* hmac-shal, hmac-shal-96
MDA 7/ ALZHE LI, 160 By b A E—UF A2 AT XA TT,
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* hmac-md5, hmac-md5-96
BE, bo L BIAKHNWOENTWD A vy =V T, EERA v E—U0 5 128
vy hO—FmNy v a iz AR LET,
= IPsec
IP /Ny MLV TOR G EFRREAATR 9 BF =2 U T 4 HilF T3,
= IPv6
128 B D IP T RLRAEFFOH LA F—xy 7 a haLTF,
* HTTP (Hyper Text Transfer Protocol)
GET 72 D ASCII XFa~y REHWT wnw [HFHREZ2LVERY 957 h 2L T1,
* OpenSSH
SSH DFEIEDVE ST, 7 U —ICFEEMTONTWNDHD T,
* RADIUS (Remote Authentication Dial In User Service)
NAS (Network Access Server)ZXf L TGk « L2 BTS2 ha T
T, NASIZRADIUS DV IA T e LTEET SV E— T 7 A —/3, L—%
R EDIEFEBD LT,
* RLOGIN
Fy MU= M Tarva—FZ2ERAHT BRI S 7'r 2T,

* RSA
INBRERE R T LY X AD—D> T,

+ SECSH
SSH 7't h 2 VOIERE ZHED TN 5, IETF @ Secure Shell V—F 7 7 ) —=7
D ETT,

* TCP 7 v /3—
=R TES—ERAZRMET DI, Y—EREREROT 0 7T ATZIFT, 77
T ARIE R X 7 %17 O (AT,

* TELNET
Xy NT—I7RHETarva—22EEHHET L85 7' ha L Td,

* twofish
128bit 7 v /¥ A X% Hh, 256bit T TOF—%ZIFANET, Blowfish
D EIRTT,

* VPN (Virtual Private Network)
=Ty NI —7 ETCRBMN 7 e — X Ry NU—27 2EHLIZHDTT,

HIT
s TATY XA
TR, B EREST A FIES DO Z LT,
- 51k
TR EHLBZ Lo THAE X, F-F MR TERNWESICTHZ LT,

T

- HEA
Fv bI=2 DI AT 2 b= = HOBENELE -HNLEL, RNIERE#H
ERVEY SHHZETT,
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- ARFEEER
3/51*5kﬁfﬁf B{E 7' 0 b a VIRIFE L2 WT 7 & AlE R 25435 72
D DOE

- NBAE
ABRSERE B TORT O— 5T, MHFICABT 2802 LT,

- ABHESREE
INAT— REHWT, AR CREEEZIT O HIETT, *y MU —7 BlZiZ=a—H% R
BB TAVER A,

=17
s AT R B
TTT, HDOXTFIONBEEZBNLTFHITRI LD TT,
7 — X JEMG

T=HEEMLENLEELET, 2720, o LDEHIN=Z7 7 ANV (T v
T— R 7 7 ANVEVITIZRIRBZH D A,

s FYLUTVELVARR
=N DF ¥ L VA=K LT, ELWLARS AZIRT Z L CRGEE
17952 & T,

- BETEAL
AR5 T, L2 — VOB TEMR LT AV 2 A ML, ZO2—FDRN
B CIEITHER T D Z L 2R L7284 T,

- IEHE
Fv NU—7 EOFE=FN, BEONRERAIRTHZETT,

AT

s RYVTEL
BB F >y T —7 ZEEL, (AFDOKRA RNDEROER A MDD > TR &2 2 T Ff
JHZETT,

1T

ANV

& DL FHNONEZFNLTFHNTREST H72007 0T Y XA - FIETT,
s N2 VL—X
ABHEERT5 7T, BT 2 ER LTZBRIS, I L CRE B LT 2720 D8t =
ETT, NMATL—X|E, RAUV—RIDREIRETEDLEVHIERLDHY £,
- WEmE
ABRGERE 5 T OEERT O—F T, BHE THEICRFFL TEB<#EDZ &L TT,
77 A= UV
BhKEBETT, AN D OARIEZR 7 v b RT3 2 A T,
- T F—IXNn 7
SSHv1 & SSHv2 #[A U TCP AA— M CEHR CE A L O IZT 572012, HEIIEI Y
2 DA D Z L T,
- 855
Wb &NT=T —Z & eDT — X IR T Z & TT,
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» Fubhan
eI E O FIE - HIETT,

E1T

» Aye—UF8iEa— R (MAC)
T RBEPICEIAIN TRV EEHEND D T2OIZ, BEELFHIFR ST
T2 ENTL ba— RKTT,

1T
YF—hat —a~< K (rcp)
MDFRA N ~T 7 A NEa =T Ha<wr RTT,
s B—H NIRRT — REREE
P SRR LT D 2y L SR T — RDF = S— A Z M, 22— OB
179 UETT, A, S PR — AR SAT — FE— B SER S )
R
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B. ZEMLIRE

% B-1 SSH Bk
THH HA& i
1 RFC4251 (2006 # 1 A) The Secure Shell (SSH) Protocol Architecture
2 RFC4252 (2006 41 H) The Secure Shell (SSH) Authentication Protocol
3 RFC4253 (2006 4 1 H) The Secure Shell (SSH) Transport Layer Protocol
4 RFC4254 (2006 4~ 1 H) The Secure Shell (SSH) Connection Protocol
5 draft-ylonen—-sshprotocol-00 The SSH (Secure Shell) Remote Login Protocol

(1995 € 11 A)

6 draft—-ietf-secsh-publickeyfile—03 SSH Public Key File Format
(2002 £ 10 A)
7 draft-ietf-secsh-filexfer-13 SSH File Transfer Protocol

(2006 -7 H)
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LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

/*

* Copyright (c) 1998-2016 The OpenSSL Project.  All rights reserved.
*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

%

* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.

%

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

*

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact
* openssl-core@openssl.org.

*
* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.
*
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* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ""AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* TS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

* This product includes cryptographic software written by Eric Young

* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

%

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

* All rights reserved.

*

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.

*

* This library is free for commercial and non-commercial use as long as

* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* lhash, DES, etc., code; not just the SSL code. The SSL documentation

* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (tjh@cryptsoft.com).

*

* Copyright remains Eric Young's, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution

* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
* 3. All advertising materials mentioning features or use of this software

*
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must display the following acknowledgement:
"This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the rouines from the library
being used are not cryptographic related :-).
4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

¥ K X K X X ¥ ¥ %

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

%

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. 1i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/
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