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AENTW NI & (BET—Z ORGE), BLOKREZVPREROREETHDLH L KEEZOR

R TEET, TUVXNBLOHEXRDOKIZRLET,

1-7 TORILELDB

EEE

B/ART

BET—45 &
MEEDN D

E&EMER | SIGN

(AF) Q9 BER
= - ABIR

FRTIC AR EE A

M
i
o

- REHEOL
E3F]

- BIET—%

B

=DODFEEMN S

E R TR

SIGN

SIGN

CEEELTOELT—4

SIGN

BT

TUALES

A

i

)

BEAZHRIE, TBIE OMINE AR L e I E A ER T 2 R TT, =7 T4 T MY, Eh
FNEST AR L, AWVICARBEZEMS LET, BEEBOMEH L MfREEONRBLEGRT DL, ¥
—NNE I FATy NCRICERENER I NE T, BELLIE ="FNEEL T -7 74T FORA
BgEAZ AT L ChH, AT CII@E#EEEk T EHA, 20D, =L 77347 FOMTE
BICHBEEEZ LT LN TEET, BB EZKRORKNIRLET,

1-8 DB

H—/\

HBEHATED

NEE T o

_____

FBENTED

)(ﬁﬁﬁﬁﬁﬁm
ERTELZ

TEDHLE=SH

(B =09 WER (S: 9—/% C: 954F 2 H)
0 4B (S H—s% G HSATUR)

W@: HmEE
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1.1.6 BT A UHIEEREED Y R— K
(1) UE—RMERREISOOT A VOHFASLUVRERFICAY AV TES1I—YH

AIEE D SSH B —NZEHTL2581E, av 747 b—vara~vy Rlinevy AR ETOLERH Y F

T, £, BXaTVE—IrTA 0L, VE—brSd A Da—FKLELThHIY Y FER, =KD
IR S L 720 9,

2) UE—FERBEDIP7 FLRIZE DR

Y F— MEMAWRNOAREED SSH Y —"~DO7 7 A%, VE— MNEAWRDIP 7 L A2 L 5HIR
)L £9,

1.1.7 RADIUS @OHHKR— b+

ARIEE D SSH Y— 3%, RADIUS I L 2#RiEE Y AR—F L TCWEd, 7272L, RADIUSIC LB vV A ik
A TX ADIT/ AT — RHAZ T T,

T a7 07 L—3 a4 K Vol.l RADIUS REF0m AERER L O#iPH ] 2L T &N,

1.1.8 SSH R DIEEE
(1) BEESSHY F4 72 FOHIR

ARZEREO—EDOLEZE Y T4 7 FTIE, ASCI XFLUSDLF (ARERYE) TH— Az F— R
v —UERENTLZENHETOT, TELFITASCH XFTT— A v —V5ENTIHIITA4T
Y REFERALTLLIEE N,
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12 aAYvI749L—3>

121 aA>I7459L—3>aXv K—

SSH —\ffenar 74 VL —varavy RF—EE2ROKIRLET,

£1-10 av27249L—3>avyvk—

av U R4

-

ip ssh

SSH — NZ@EfESHE 7,

ip ssh authentication

SSH +— D=2 —HFBFEH XA HR L £,

ip ssh authkey

SSH H— N CABRSERREC B 5 = — W ABHSE 2 B L £,

ip ssh ciphers

SSHv2 H— CHEHT 25T EHIR L9,

ip ssh key-exchange

SSHV2 H— T4 28 TR AHIR L £,

ip ssh macs

SSHV2 — T2 A v —VRGEa— FARZHIR L £,

ip ssh version

SSH #—/ 3 SSH 7’1 f a /L x—V g U &I L E T,

transport input% 1

UE— MEMMAKRP DALEE~DT 7 B RAMEHTEL 7w barz
IR 272 DI L ET,

ip access-group %2

U E— MEMAMRNOAEBA~DOT 7 & 2%, BRD IPv4 7 FL 2
IZE S THIRT A7 OITEH L E T,

ipv6 access-class?%2

U E— MEMAMRN O AEBA~DT 7 & X%, BRD IPv6 7 FL
IZE > THIRT A7 OIZEH L E T,

lay 747 b—varvavy RL 7y LA EHERER] 22RLTEEN,

(2747 Lb—varyavwy RL77 LA alA4 8% U7 0 & RADIUS) 2L T EE0,

1.2.2 SSHHY—/\OERKXHZRTE (O—HIL/INRT— RFEKE)
K& @%Hﬁ#ﬂw EEFIHT D I-OICHERFREERLET, 2—PREEHUL, telnet &R L 3R

Fﬂh DE%{%)EH L/ij‘
[;&7@0)71-34 28

SSH ## i+ 52— T H 7 hA~D/NRA T — ROFREF L, SSHv2 P — ZEES B 5% EF
ZRLET, BEX2 VT 0O SSHvl BAERIGAIL, BIESH 5 SSH O/N—T 3 % SSHv2 |2

IR LT 7ZE 0,

a7 v a—FOERIFICASAT = FERETLEIICEE LTI, RAT—=REREL T

R —HIE, SSH D/3A T —

REBEETE T A L TERWEZDTT, vl A va—HOfERIZONT

X, Taryry4Z7v—yarFHARKVoll v7A4EFx2YT & RADIUS) 2L T &N,
SSHZ A7 ¥ MNIEAREBEB~IOCHHT D EE, SSHZ 74T 2 MIFKA MNABRBRRO T ¢ v T—7
VY FZ2RARLTIELWOE D D HERZERLET, REEDOFA NAREELE 7 4 =7V D
FIRTFIECHOWTIE, Bk 1132 SSH %— DR A MABBEOMR] 2B LT EE0,

ATy RIZKBEE]
1.> enable
# adduser staff

User (empty password) add done.

Please setting password.

Changing local password for staff.

New password:#skkxkk
Retype new password: sskikkk
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#
EEHET— N CEHA 2~ Nadduser #F{TLE T, =—V4 (staff) XAV —FERELT,
0 A AOL—YT T M EERLET,
2. (config)# ip ssh version 2
SSH S — "N EES H/N—T g > % SSHv2 ([ZHIBR L £,
3.# configure
(config)# ip ssh
SSH —"DOEEZ BB ST E T,
4. (config)#t line vty 0 1
(config—line)# exit
AEEE~DOY)E— b7 A EFAILET, ZOFREFTIE, A TEL—FHE2ITHEL
351;_‘0
5. (config)# save
BENRERGTLET,

1.2.3 A—HEEHCARBBEFERT 5%E
(1) 1—SRERREGEET 154

IIA4T Y NTER LIz —F@T 05 b, 2 —FARSEE ARERE O SSH I — S~BEk L, ABHEEEG
BT HREMERLET,
[(BREDRA > K]
HOENLD, 7TAT Y hTa—PAREET 7 AV EERL, AEBEBNEELTEBONTIES N, =
— AR fip ZHEHTEETN, L0EF2 )T 2METEXLSFTP 2EHT2Z2 L%
BEIOLET,
Z ZTUE SECSH %D SSHv2 DSA D2 —WABH#ECHLA L TV EJ75, SSHv2 RSA D= —H /[
#, OpenSSH TERX° SSHv1 FER D ABREE G FERD HIETHRETE E7,
[ —H R D EnE]
$ sftp staff@10.10.10. 1
Connecting to 10.10.10.1...
staff@10.10. 10. 1 s password: skekk /SR ) — FEREF *k+
sftp> put id_rsa.pub
Uploading id_rsa.pub to /ramdisk/id_rsa. pub

id_rsa. pub 100% 224 x.xKB/s  00:00
sftp> Is

id_rsa. pub
sftp> bye ik BRIESET kkx
T4 T R D sftp TAIEE I — VARG rsapub)F Rk LET, HRE LT 7 A AR E
@ RAMDISK (& —HEfFE S LE T,
EESEIE]
#A45C00 RAMDISK 13—WfR1F= U 7 C7, HEEOFEEITRAMDISK O 7 7 A WTHESNET
TIERLSTEE N,
[a< Y RIZkBERFE]
1. (config)#t ip ssh authkey staff client-0 load-key-file id_rsa.pub
=—F staff O SSHv2 O 2—V/AB#EE RAMDISK LD~ 7 A /L id_rsapub 2> bt ir B Ez S, O

e, ZOHOLHT (1T v 7 A4 ALESLTFH) % client-O & LE T, OpenSSH XD = —F AR
HDOYETH, SECSH JEAD 2 —VARHHE L RIERICHRT 5 Z R AIRe T, 2%, avr 747 L—
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(2)

3)

v UERICT e — P AR ORNENRE S NET,

SSHv2 21—+ B (SECSH X)) ZEHEANT 5155

ANHEREFEE T 572012, 77947 b THERLIEZ2—FRT 095, 22— /A% AREEE O SSH +
— R BEELET,

7747 T, HHLC® SECSH BRD 2 —FABHGEAER L £, ip ssh authkey =~ > NT SECSH
RO 2 —FRARBONKEZEHEATTTLHEE, ~> 4 (Comment: =1 A &), BAsh~—N, #T

~—7, BIOSAITa— FERW, BOWSTZTEAT LTI, 2—F AR (SECSHER) o
Ay 2 ROBNR LET,

1-9 SSHv2 1—H4FfE (SECSH BxX) DANERS

-——— BEGIN SSH2 PUBLIC KEY ———
Subject: staff

Comment: “1024-bit dsa, staff@clienti-pc, Tue Oct 22 20XX 16:21:35 +09¥
00"

AAAAB3NzaC1kc3MAAACBAPQX4hU jicV2cuShbOeYug3Zwelwdvel i XNACRX15dh8XDD1v1
drKW6LnxTD iM8wfsEPDo0COZwae9VOLgpBF XqdNAH | BSPeKVEUvSBah+romEWRUPgBH 1kJ
Wg3FbzkHV8cYiQxzAZT87Runi kN9 j2kq+ftod1s7IWR4gHXby /JTAAAAFQDT | 3fYWEZaZE
F1ZATkUeLsaBnn/wAAATEAhy3mVaF87P j jbag+XY+12mj10ptqGh7KcTKvbfb2JZVscidx
z0aKnNWRMJtsZSyMXkpdE jaWNmQvbVEMDGn3PYX63CLomI sWUPxdo7bcOJFyx1GvZabef7
JTP9x048/ | FSWATL7bKeXZ9¢ i dgGXMmch8Tz 15WSu8r P+t3m/ySTgAAACAZ /yWFB1r | 8Be
Nkvcsmi lupce2hb2uaef /41 7ymPT9irDQsTRY3Rx i G5KOUh7g84 jOWFtx /y9KtFk46hUiz
NYnkkVcEw jo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfaOU4xME18RC4CHax+Fm/0UMd
PzpzAD6FZHS+9zkd i 7k= *\\
~——— END SSH2 PUBLIC KEY —— ANT B8

[BREDRA > K]
ZOFITIE, —FABET 7 A VONE% ip sshauthkey 2~ > RTHEHEAS LT, =—VAH#EE
B LET,
Z 2 CiX SECSH .0 SSHv2 DSA D= — /AR TRl L TV E 378, SSHv2 RSA = — /AR
LIEEED HIE TR T ET,

[a< Y RIZKBEKE]

1. (config)#t ip ssh authkey staff client-v2 “AAAAB3NzaC---S+9zkdi7k="

SSHV2 7 ZA T > R TH L UDIER Lic2— (staff) O=—H AR (SECSHER) ONE %,
BETEATLRNEIZE TV #— 1k (") THATADLEY, Z0L%, Zoa—WAREDL
Al (2T v 7 A4) % client-v2 & LET,

CEEEIE]

SECSH B0 = — ARSI T2 — RREENTWE =0, T 3TOSEITEZEY BRWT 11TOR
Az LT &N,

SSHv2 1 —H /A% (OpenSSH ) ZEEANT B154

ABSERAEE T A7-012, 7 74T v N TERLIZ2—TF#ET 055, 2 —FAREEE ARZE O SSH
RSB ER L ET,

I T RT, HEMTH OpenSSH FER D 2 — P /ARBEE ER L £ 3, ip sshauthkey =~ KT
OpenSSH A D = —FARBEONE A BEHEANTH561E, LHICHD Tsshrsal, F720E Tssh-dss) %
DRV E, WITa— REE0RWTEOEFE 1I{TTANLTLEE Y, 2—PAR# (OpenSSH
#E) DALY B RO LET,
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K 1-10 SSHv2 a1—H/AF#E (OpenSSH #) DA KES
ssh-rsal AMMAB3NzaC1yc2EAAAABIWAAATEANVN20coFESc | TM4S5q8T6/ IN+ZzNpWE9q+

mgpTB70AMy6n0Vho i 50vQKyAwn44E4n1Cr XY6dP IBIHFHkwPOBK3F 6xsPwu66rpQ8CNkZd
04TiAiAgJgORIUZsHZWi 1pcVgdeGY+R31TPFCmbGSxask97cCWCRwhNof s jHRAnbhE= s

taff@0penSSH-Client
\\lﬁ¢éﬂﬁ
[(BREDRA > K]

ZOBITIE, AT 7 A VDOWNEE ip sshauthkey =~ RTEHBEAN LT, =—FAREE
BERLET,
Z ZCiX OpenSSH @ SSHv2 RSA = — W /ABHEE TR L TWE 7723, SSHv2 DSA O = — VAR S [F]
FROFIETHETEET,

(A7 FIZKBERE]

1. (config)# ip ssh authkey staff client—0 “AAAAB---n5hE= staff@0penSSH-Client”
BHHIUDIER L7z —H (staff) @ SSHv2 Ox—H/ABI#E (OpenSSH B %, & CokdT L 732w

IO TNy +—k () THATAANLET, Z0&E, ZOa—VARBOLART (LT v 7 A
£) % client-O & L ¥,

DEEHE]
=P ABEEE T R TOYATERY RO T TORRIC LTS,

(4) SSHvV1 A—HRRBEZEEANT H5HE

ANBHEEERREE T 572018, 7747 P THER LI —F#ET 0 55, 2—FABRGEAE ALEE O SSH ¥
— R LET,

IIAT Y NT, HH L SSHv 2—HAREEEER L ET, =—FAREEO A 32 ROKIIR L
jz ﬂ_‘o
X 1-11 SSHv1 2 —H 2B O A HERH
1024 37 14753365671206614340722622503227471488584646058757413792657714
0628602620220480806600089818483300757634141208574301201727833325592608
7503938106389842066406013975523053044505527699048923555275901272201283
6123616490604038394743786667568819263434987971358724526026931841524048
7576907318347950529423020990314131397 staffic|ient
AHT HES
[BREDRA > K]
ZOBITIE, —PABET 7 A VOWNE % ip sshauthkey =~ > FTEBEAS LT, =—VANHES
HiEELET,

[a< Y RIZ&KBEFE]
1. (config)#t ip ssh authkey staff client-vl “1024 37 14753---31397 staff@client”
HECDIER L7z — (staff) @ SSHvl O —WAREE, ®PCTEITLRVWE I ICF T NVT

—h (") THATANLET, 20t x, Zoa—VFABRBOLTET (1 F v 7 A4) % client-vl
ELET,

DEEHE]
=P ABEEE T R TOYATE IR RO T HTORRIC LTS,
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124 SSHY—/N\OBEE7ILI) ALEEDEELRE

SSHv2 D&% = U 5 ¢ HéhETIT, Txbnﬁ&2~$%ﬁ®ﬁﬁ:,%§@ mi5fk, A ve—UREEE
ER L ET, AREFED SSHv2 — BEEETIE, #cH, Kb, A v '—UFREC 20T, HEEOMHEE
DT NTY XLEYHR—KFLTWVET,

[BREDRA > K]
PR—=F L TWLIEEOT VI XLDH HnG, FHTLT7TAIY XL EFELET,
[A7 Y RIZEDETE]

1. (config)#t ip ssh key-exchange diffie-hel Iman-group14-sha256
SSHV2 H— O 7 LI XA L LT, diffie-hellman-groupl4-sha256 7217 232 X 5 IZ5%E

LET,

2. (config)# ip ssh ciphers aes128-ctr
SSHV2 — "D 5LT7T /L TY XA E LT, HEERT 5D aes128-ctr ZI 2 HEHT D L HICHRELE
—a—‘o

3. (config)# ip ssh macs hmac-sha2-256 hmac-shal

SSHV2 — "D A v —VfFEa— K73 ) X AL LT, hmac-sha2-256 & hmac-shal 721} % {5
HEIITHRELET,

125 JE—FERHERNILD SSHEHRZHFATHIP7 KLADERTE

ARIEE T, MEEOEHFEHOZDIZ, telnet (TCP R— hF 5 23) « FTP (TCP KR— hF5 21) DOFEP—
UEEA T R— R LTOVET, 20— il oy 74 7 Lb—a it L 0T BRI 5T
WABZENHY ET,

T, ROV — EEEA MY SSH — MEBRES T A L, X T REAEEAIT O X EE
L7, SSH ¥ — “BEHEIE, telnet X° FTP & [AIZEOEHEBEREZ VAR — ML TWET DT, SSH #—
HERECOMABTHICEITL, RERV— \HEEEA{EIET S 2 L2 BED LET,

F72, SSHY— NEEIZEX 2V 7 4 DEWSSHV 72T 2 L £9,
IHIZT7EAV A MEBEHL, B TE 2 EMmAROHIBREITVNET,

[BREDRA > K]

ALEE D —

« SSHV2 727 2T 5

- telnet, fip BEREABEAH L7220

« Xy FU—2 192.168.1.024 DIGKEMNSTET OT 7 & A Z2HAT5
[A< Y RIZLBEFE]
1.# configure

(config)#t ip ssh
SSH Y — " DO#EEL M S EE T,

2. (config)# ip ssh version 2
SSH — "R EET H/N—T g % SSHv2 ([ZHIBR L £,

3. (config)# no ftp-server
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FTP —RZEHLET, (5740 bi%E)
4. (config)# ip access—|ist standard REMOTE
(config-std-nacl)# permit 192.168.1.0 0.0.0. 255

(config-std-nacl)# exit
KB~ A AT HY) E— MNEAWEROT R 2 192.168.1.024 D7 7 AV 2 N &{ERR L ¥
7,

5. (config)# ipv6 access—|ist REMOTEG
(config-ipv6-acl)# deny ipv6 any any

(config—ipvb-acl)# exit
IPv6 7 FLAD U E— MEHMRON OGO 7 A VEIERT LT 7 AV XA MEERLET,

6. (config)# line vty 0 1
AEEFEB~ T A T H—VHE2 L LET,

7. (config—line)# transport input ssh
VE— MEMAMENS SSH 7' hariZiF 7 7 v A2 LET,

8. (config-line)# ip access—group REMOTE in
192.168.1.0/24 ® J &— NERBERIZT 7 7 v A& LET,

9. (config-line)# ipv6 access—class REMOTE6 in
(config—line)# exit
IPv6 7 RLAD U E— MERBRNODOT 7 8 A EER L ET,

10. (config)# save
HENBEERTFLET,

1.2.6 RADIUS FR:F &&E# L 1= SSH H—/\DEERTE

SSH #HIH L TAREEE ICn 7' f T O/ XA T — R8GEA RADIUS — NCTEBTAHZ LN T ET,

::Tli RADIUS whnE&m ﬁ/b/\xg“‘}\nmnﬁ%ﬁiﬁﬁ l/f_ @SSH “’j—“‘/\a) E{ﬁJ%TLiT
RADIUS oo {%Fﬁ#éﬂ\—/\% 1 l:lj: L/ RADIUS Aol \—%E& Lf:}ﬁﬁ 2 iz}g%% \—cl:%)n'—ﬁﬂ/ﬁlb
AEAAT O K OWCRELET, £/, RADIUS #5ild e LTH A L7 U Ml 2 BAREL £,

[BREDRA > ]
/A VHO—YT o NOEKR, BIOSSH »—"2@MESE AR EME R LET, 2k,
AT — REREL TCWRW2—, SSHDONXRAT— REGEcr /A4 T EHA,

(<Y RIZKBEHRE]
1.> enable
# adduser staff
User (empty password) add done. Please setting password
Changing local password for staff
New password: xsskktk

Retype new password:kksokskk

#
ILHEEHE T — FCEM 2~ Fadduser #E/TLE T, =—V4 (staff) & /RAUV—FEZHREL T,
oA HAO—FTH T NEERLET,
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2.# configure

(config)# ip ssh
SSH —"DEEZ BB ST E T,

3. (config)# line vty 0 1
(config-line)# exit
AREBEB~DYE— BT A VEFAIL, B A TEDL2—FEE2ITRELET,
4. (config)# aaa authentication login default group radius local
AT 2 v 74 RFES % RADIUS BFER L Ve — B VRBREICRRE L E T,

5. (config)# radius-server host 100.0.0.1 key “RADIUSKEY”
RADIUS ZBIEIfF I+ 25— "Dk A " &g a3E LET,

6. (config)# radius—server timeout 2
RADIUS =S DISEX A L7 0 MM Z 2 BIZiRELET,

7. (config)#t save
BENRERGTLET,

EEREIE]

RMmB#~AﬁE@EK54A77FﬁWi$yFU JREICEDECHRELTLEIW, £
HADLT T INEAELEGAED) FIARBORELEET A ENTEET, L avry s
L—yaryvavw N7y LA gl AreX%aUF 4L RADIUS) BB L TL IE &0,
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1.3 AXL—3 3>
131 ERaTVK—E

SSH — HgpeDEf o~ F—E A ROFIT R LET,

£1-11 EBERavYYVEK—E&

av U R4 ]
show ssh hostkey RANABEEE T 4V =TV hEFRRLET,
set ssh hostkey RANRERTEERLET,
erase ssh hostkey SSH 7R A MEERT ZHIFR L E£7,
show ssh logging SSH#H—D hb—2n 7 %2R R LET,
clear ssh logging SSHY— "D hb—2u 7 ZHELET

1.3.2 SSHY—/\DHKRR FFHBOFHEEE

SSHZ 547> R SSH B —NZRERTE DL 91T, 4 SSH — N[ZRAR DB A MEST 2R LT
F9, SSHZ F4 7 MAICIE, SSH H— Nl CTHER T 240, AA NARBAET Sh-HE
W2, ZOY—n_D7 4 =TV MEMERTDIRIICA Yy E—URRRINET, ZDLE, 21U
DRI — RO T7 4 =TV b (F72IFFRA MABE) ZAFTLTRE, B BRI 5 2
TRV R TEET,

JEH =2 <> I show ssh hostkey C, SSHvI/SSHv2 DR A MABRBERS I ONT 4 v —7" U v MR TE &
—aqo

1-12 KRR MABEBE LUV T4 v H—=TY Y FORER
> show ssh hostkey

Date 20XX/03/03 15:14:27 UTC

skxkkkkk SSHYT Hostkey soksokrsok

1024 65537 112676670827222279613762898147415720811259820741286658557999554110106264702311394312
07291178083452723000569757894011901696104843014109806048709628898932791698713085566196539023433
14040484345625244656741164451968702730151969974584171941799596068373366303944657053583545620694
39020403567624278556712546554491863 1024-bit rsal hostkey

Fingerprint for key:
MD5 7a:79:c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04
SHA256 F8mpx5e/zGBXM2cRUTCtJNj ickLJYOQMsL+DEZiYOiw

srpkrkk SSHV2 DSA Hostkey seksodokrx

ssh—-dss AAAAB3NzaG1kc3MAAACBAJTYQUaSgxBHDKJdiYLapb j9k iz j7JG40V5D3040QsM6VXSIWLtskOyKEJv7LJLaelA
CT405vNZNzQ+sweAwf IEI iughPquHi jDOSgBp6YfsNz/RIDr31cBEtIbOFM7TQ+nzUs7AD70bb9b8P | jJETVNI g jpDW7wy+H
0GGu3aiyQ/AAAAFQCJU21YQ8/t inWL jnoUABrKvQWNQQAAATEAhgr G jsCqIRGb4FgMk jOi 3qGNvoTORg i uuWg+kDnFP4spD
60z0WIX+X83mpTPXkWBNbcv2ZVI/ | gtY3uHm8vv4t1rfelGLYzyHUIKGGbanJaCbJF1F i 2RW j1YsHwQggUX1mIREYStLKHG
htK6KIRK11zwkUGAEOhSHgVuZCELKAd4AAACAO9bR4AN0ceMPKaZLMXkBhYt jV408JEY jSAsWRp i 69 7EXWUuxKVWoqUOvOOOU
k9xk6af jZ560csPMThbEa6BONKEd7e IL7D1Qbsy7WSVOd j/6rwpkVaVvnZt9d1UtbBfy0+qF f1v2gE jtW3DO/ i 40FPuln2KC
nfKfknRtrZ/ALI66M= 1024-bit dsa hostkey

Fingerprint for key:
MD5 b2:72:be:9a:e0:06:71:6b:ba:fc:2d:47:93:94:b1:dd
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SHA256  zKnyAcYg3MGmNmbLM9nxM jU4Q50Rq6C jRcd8w9 | uHXE

1.3.3 SSHY—/\DKRRX FERTDEHR

SSHZ 547 "2 SSH —RZHERTEX AL 91T, K42 D SSH B — TR DR A MESTIZEE L
THALEMLET, THHARFICIET 740 FORZA MESTRRESNTWET, EH =~ Fsetssh
hostkey IZ X AR A MEST OETEIE BRSO LET,

AIEE 2 PO REA~EAT 55650, SSHORA MERT ZEE S5 L2 BEIDLET, SSHDOARR -
T EERTH5A1E, A2~ Rsetsshhostkey 2~ REFEITLET,

F72, SSHv2 DA A ML LTT 7 4 /b k0 DSA 1024bit LSO F A MERT 2T 2858108, A
Z< > R setsshhostkey #FEITLET, T 74/0 hD DSA KA MEST 2/ LaWEAIZE, EHa~
> K erase ssh hostkey % %17 L T DSA AR A MET ZHIFR L TS 72 &0,

1-13 KRR FEART (SSHv1 RSA & SSHv2 DSA) MZEE
> enable
# set ssh hostkey

WARNING!!
Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): y

*+x Changing the SSHv1 Hostkey, Please wait a minute *#x
Generating public/private rsal key. (1024 bits)
Fingerprint for key:
MD5 4b:fa:d5b:cf:ea:dl:bc:dl1:dd:87:0c:45:55:18:48:6e
SHA256 FiNJZoi70SUX+dVg3dufB6aKwN8AABUT71yI1Z0y8soKs

*+x Changing the SSHv2 Hostkey, Please wait a minute *#x
Generating public/private dsa key. (1024 bits)
Fingerprint for key:
MD5 ad:1c:49:f8:0b:5e:10:ff:32:14:1¢:56:5b:53:ca:4a
SHA256  nzVQ jVu9qVM3J3ndRKQVWGH+eQpxCQUe8kop8 jKpi Tk

The Hostkeys were generated Completely
The change will be effective on the next reload

#

1-14 SSHv2 RSA3072bit R R FEERT DERKEH & U SSHv2 DSA 7R R R T DHEIK
> enable
# set ssh hostkey rsa 3072

WARNING!!
Would you wish to change the SSHv2 RSA Hostkeys? (y/n): vy

*+x Changing the SSHv2 Hostkey, Please wait a minute *#x
Generating public/private rsa key. (3072 bits)
Fingerprint for key:
MD5 c0:4e:81:fb:c2:6e:f7:19:70:32:0f:5b:00:da:d9:ed
SHA256 | v+Gyu78KdwngLAXUqlLlenl9I+jLcPXLk9C3GNXorU

The Hostkeys were generated Completely

The change will be effective on the next reload
# erase ssh hostkey dsa
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WARNING!!
Would you wish to erase the SSHv2 DSA Hostkeys? (y/n): y

The SSHv2 DSA Hostkey was erased
The change will be effective on the next reload

#

RA NEST OEE (ERk, HIFRbET) 13, REBOBRERICER L 20 £4, BH =~ Nreload
TAEEZHEBH L TIEIN,

MC EHE— REEREMHERE, #H =~ > R update me-configuration T MC IZY 7 b7 = 7 36 L O E 1 H
& —FECRAFRIC, A=~ Rreload # 3T L T2 &0,

Ytu¥yFIubeya=r e R, AX-Network-Manager CY 7 bV = 75 KL OSEEFH & —FE
THRFRZIZ, A2~ Freload #FEITLTLZE W,

1.34 SSHY—NDKRX MERTZRE-ERXT S

(2)

AERVEIX SSH Y — DI ERE F 7213251572 £, D OBH THRA MESXT ZR/7GF - s Liz0WGE
ATV E T,

AMEE D SSH H—/31F, SSHvl DR A M7 & SSHYV2 D 2 MY Tl LET72%, R7F - Hxh
HEIE, UTFOFRERHY £,

N IT T URET
« MC JE il & — FHhE
¥y FrurYa = sk

NYGTYT - YR LT

AIEEICRE LR A MERT AN I T v F T 7 AL UTIRAE - HILTEXET,

703, SSHIZRHT HIEMUSMRERIR L 2 D EEERIL, T2 747 b—va A K Volll &
ORI T T« VRN ] ZZRRLTLIEIN,

PRAFITEA 2~ > K backup, EniXiEH 2~ Frestore 2 A LET, ZNHEHa~ L FOFEMMIT [
Aa~vry L7777 Ly Al #8RLTIEE N,

MC B E— F#ge
MC EHE— FHEEETHR A MERT 2G5 DEEFEREZ MCIZIREFEL, MC 26t TEEd, MCEHE—
RESBREDFEMT, (a7 4 7 L—3 a4 K Volll MCEMAT— FHRE] 2B LT 7ZE W,

MC JEH T — FHEREITERH =~ > K set me-configuration 5% € L £9°, RI{FITIEH =< K update me-
configuration, fEJCIIPRAF L7 MC ZHA L CAEEZERT5Z & THRETYT, SR MERTEZEHT L7
LA, HELFEENT HRMNEH 2~ > K update me-configuration TMC IZY 7 h U = 7 8 J OUEE 5
EETRELTCEESY, InbiEfa~y FOFEMIT EM=a~ N7 7 LX) 22BLTE
AN

EEEROEITCET 125G, AUICEENFERLES, ZoLZ@mEN—RIICHI L ET, EE
FEEh#%, SSH ¥— DR A MABHEEMERE =~ > K (show ssh hostkey) Z 1T L, A MABHEENE LS
NTNDZEEMRLTLIEIN, (FA MUEEITEX 2V 7 s OE R, RHZ Lz TEEdA,)
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F72, SSHZ 7472 b, ARIEE~SSHv] F721% SSHv2 THEfe L, H A MABIENZEE STV
W2 EEERLTLIIEE N,

YOy FIOED 3=k

tuXoyFrabeya = JHEIETHRR MEST 2 & TrEE G # % AX-Network-Manager |Zf#77 L, AX-
Network-Manager 7" HE T TX £,
ryyFraeya o IEREOEML, (2074 7L —vadif RVoll Er¥yFrorevs
=V U] %, AX-Network-Manager OFEAHIE, AX-Network-Manager D~ == 7 /L& S L TL 72X

W,

RIEEOY 7 b =T LEEEERIZ AX-Network-Manager CEHANC AN 7 7T v 7 L THET,
EudyF e ya = JHRIIAEEZRE L7z & ZIZEfEL, AX-Network-Manager 725 /Ny 7 7
T7rANERFLT, HEEREETLET,

RA MERT Z2EE L2GE1, EE L2 ERET 2 A1 AX-Network-Manager TY 7 b7 = 75 L OUEEF
WME—FETRAEL T IZEY,

135 SSHHY—/\OOF %R - EHET S

SSH YV —"ou V2R d s N TEEY, SSHY— 1 /idiL, SSHY—Nicu /A v Liza—H4
RLFORHIHA LT — P RGEOFIE/ ENFREINFE T, =R F A o TE 72V EED SSH Y— /3|
TORBEDOHHRIC LB/ H ET,

B, SSHY —"on ZZAKREEOEREZY 720, BBz L35 LHEshET,

A7 &#fRT 5
EH 1= K show ssh logging TR 7 2R TE£9, a7 ERIIERFTOLON LIZFERINET,

1-15 SSHH—/ DO 5 %#FER
> show ssh logging

Date 20XX/09/19 19:32:59 UTC

20XX/09/19 19:32:48 sshd Closing connection to 192.168. 10. 100. 9
20XX/09/19 19:32:48 sshd Disconnecting: Too many authentication failures for staffil. [
20XX/09/19 19:32:48 sshd Failed password for staffl from 192.168.10. 100 port 2174. [
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168. 10. 100 port 2174. |
20XX/09/19 19:32:47 sshd Failed password for staffl from 192.168.10. 100 port 2174. [
20XX/09/19 19:32:46 sshd Failed password for staffl from 192.168. 10. 100 port 2174. [ 1.
20XX/09/19 19:32:45 sshd Failed password for staffl from 192.168.10. 100 port 2174. |
20XX/09/19 19:32:36 sshd Sent 768 bit server key and 1024 bit host key. |
20XX/09/19 19:32:36 sshd RSA key generation complete.

20XX/09/19 19:32:35 sshd Generating 768 bit RSA key.

20XX/09/19 19:32:35 sshd Client protocol version 1.5; client software version TTSSH/2.45. -
20XX/09/19 19:32:35 sshd Connection from 192.168.10. 100 port 2174. o
20XX/09/19 19:31:30 sshd Entering interactive session for SSH2. [
20XX/09/19 19:31:30 sshd Accepted publickey for staffil from 192.168.10.100 port 2173 ssh2. |
20XX/09/19 19:31:30 sshd Found matching DSA key: |
16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:¢c0. |
20XX/09/19 19:31:30 sshd Failed none for staffil from 192.168.10. 100 port 2173 ssh2. |
20XX/09/19 19:31:23 sshd kex: server—->client aes256-cbc hmac-shal. |
20XX/09/19 19:31:22 sshd kex: client->server aes256-cbc hmac-shal. [
20XX/09/19 19:31:22 sshd Client protocol version 2.0; client software version TTSSH/2.45. |

2
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20XX/09/19 19:31:22 sshd Connection from 192.168. 10. 100 port 2173. -
>
1. SSHvl(protocol version 1.5)C=— staffl A3 192.168.10.100 7 H#&kE L, /XA T — RIBFEICRB L= 2
b 9,
2. SSHv2 T —1 staffl 7% 192.168.10.100 7> b6 L, ABSEEIE(DSA) TR 7' A LicZ LB &
R
[CEFEFIE]

TIAT Y DDAy =T RFRT D0 7ES TR, EONZICF0 ASCH L4 (HAGE
T L) OBE, ASCH FRARER XTIy a— REBRINTERLET,
2B, ASCIH XFCTE2T— A v —VEEMNTDHZ T4 T2 baZFRIHALEEN,

(2) RTEHEET S
SEEEHEE T — FICBITL, EH 2~ K clearlogging TR 7 2HETEET,
116 SSHH—\DO 5 %K%
> enable

# clear ssh logging
Would you wish to CLEAR the SSH server's log? (y/n): vy

Clear Complete

#

29



FB1# 22740 L—3 HAR

30



FB1# 22740 L—3 HAR

21 VE—F+70€X

AEFB~DY T— T 7 B ATONESRMEEZ R LET,

(1 YE—FrRAJAUTESLI—YH
SSH Y — "~ —FEORRIEEL, =747 b —varavy Nlinevty TRET DR T A
—VHTT, £z, kKA ra—VHIE, SSH Y — "~ SSHEF 27 VE— el (v
TOHRE) 72T, telnet THEREL TV D2 —FH LG E RV ET, VE—NT 7RO
AR ERORIRLUET,
£2-1 UE— 7Y EROEREY
HE JE— TV ERFE]
ssh sftp telnet ftp
AV IR NELE: AV SR NELEES
S UN=RA NG 16/4 %1 1 %2 16/4 %1 1 %2
2—Y7 | m—hL O O O O
A7 b | RADIUS O X ® X ® O
A HF R T— | WA — W2 A A
U HADLINAT — X X O X
FERE
nJAUEALTY 60 43 SU 60 7y 30 4y
I RE
(LB O : H&he vl X B AN ] — o RBAL A RIEBETHEER AT
XL Fekm 7 A a2 —F 8T ssh & telnet OFRFN 16 /4 (RF 2 R7 0 VEifERE /A4 v 7 Bh1ER)
X2« sftp & fip 1 [RIREEERE v AR
CrEsE]
SSH 7 54 7> Ml & Rekey BREEFE SN TS, AEBIIELLET, SSHZ T4 7> MUT
Rekey B3R A EE LW E S IZERE L TL 72 E0Y,
(2) REAVIEERFEOOT A UEIZDVT

2R PEERR O B 7 A UBIE, S AZLSND AN, v F DAy — Al A L EDTAL v
BIRTRRKA E2VET, v/ A OB ERORIIRLET,

£2-2 RZVVEBEROOT A RO

Ay A1 &Rl avIJ4L—23rvavu R AEAYIEEOOTA U
linevty TERE LAY A V¥ (BX4)
telnet/ssh (IZ &L DV E—hur A2 | &END EEND
T ALLSND A L IRZA o F D EENRN
ayvy—iua s
VAL AL vF DAL —)b EENZN GENN

aJAv

fip/stip ICL DY E— BT A
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(3) AEBAOI—HABEBROEE

SSH IZ & » TARMEBE A~ T 22— R ARESSREA FEHT 285681, =2—V4 L, Y2 —Foa—
ARREEE TS L T 2 &3V, AREREFEZHEH T 2551088 TE 22—k L O — VAR 2 %k
DRITRLET,

£2-3 BRTETHII—HVHSIVI—FLREHK

EH A
ek T E DABASRERE L — K 10 = —¥ /HEE
B TE D —V AR 10 f# /= —
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F2fF AV IJ74L—YaravrRLI77LUR

1  SecureShell (SSH)
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ip ssh

AIEE~SSH TV E— bl A 457200, SSH b —"ZEESEET,

ARKa<wr Félinevty a2~ RERETDHE, TXTOYE— MEHRANDS SSH a2 f=2/LTHY E—
N7 7 ®AZZTMTDLOZ0ET, T2 vAEHIRT 585451L, line vty & — KT ip access-group,
ipv6 access-class X°, transport input Z % E L TL 720y,

[AAR]

THHR O E

ip ssh
O HIBR

no ip ssh

[AHAE—F]
(config)

[(/XTA—=4]
2L
[3< > FEBREFDBNE]
SSH — NIFEIEL TWERADT, AEE~SSH TIE—Fr I A TEEHA,
[BE~DEE
2L
[BREMED [RBRE2HE]
REMAER, T IERICKMEET,
AEREIE]

o Ka~vy ROBELITTIESSH Cr I A U TEXERA, linevty TR A L 2—FHROBEDMLEET
1;_‘0

o Kavy R&linevty A~y FERET DL, T XTOYE— MEMEHRNS SSH Y v haLrTo U E
—F7 7 RAEZTHTDE O ET, T EAERIRT H551%, line vty E— R T ip access-
group, ipv6 access-class X°, transport input Z X7 E L CTL 72 S0,

o 11— NN AY— RFFEEEHT 2561, EH =~ Rpassword TH 7 A /SR T — RORED M
%TY,

e (o SSH =~ K (ipsshversion 72 &) ZWELTH, Aa~wr REFHEL TWRWEAEIE, SSH
P NFEEL COERADT, AREFE~SSH TV E—ba /A TEEHA,

(&< K]
line vty
ip ssh authentication

password
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ip ssh authentication

SSH Y— T[T 5 2 —PRAE X E R ELET,

AREEE D SSH B — N CFFA[§ 52— WRIEH A (publickey ABREFEFE, password = — /L S AT —
AE) ZFEELET,

[ABRH]
HMORE
ip ssh authentication { publickey | password }
THHROHIER
no ip ssh authentication
[ABE—F]
(config)
[R5 A—4]
{ publickey | password }

AILHE D SSH H— /N TRl 4 2 2 —WRRE i e e L7,
KoNT A — Z W DY HME

BIETETEE A,
TEORR & #iiFH

publickey : ABRSEEEFEIZTFFAT L E T

password : B — AL /XA T — REEGEIZITEFRI L ET,

[3< > FEBREFDBNE]
AR F NI ABFEFE, AV — RGO EL L LA LET,
[BE~DEE
L
[BREMED [RBRE2HE]
WEIDE 7 A i GEMICKR S ILVET,
AEREHE]
o SSHY— "ZBIESHH7-0IC, ipssh & line vty DFRENLIETY,

o 1 — NIRRT — REFEREMNT 5561, EH =~ RNpassword TR 7 A /XA T — ROBRED W

=TT,
(B&Ea~ > K]
line vty
ip ssh
ip ssh authkey

password
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ip ssh authkey

SSH H— N CABRSERREC B 5 = — VAP 2 B L £,
NREEZ BT 22— WITEBEBRAETI0 AZTTTN, 4L kb —F13EM 2~ K adduser TH
gInler s ra—VE L KT 52—V EFTT,
BERCE DABENT 1 2 — VY72 0 R 10 8, LEE 2K TR 10 H T,
[ABRH]
TEMOBE
TR E
ip ssh authkey <user name> <authentication key name> { “<publickey>" | load-key-file <file name> }
TEHOHIBR
no ip ssh authkey <user name> <authentication key name>
[ABE—F]
(config)
[(INTA—=47]
<user name>
SSH % — e CABE A BT 22— VA EAREL £,
KEEOU A a—FHRERCA—PRERE LI L X, Ahilha—F Ly E7,
AT A — B W O FIHIE
B TEEEA,
il D R E i PH
a—H4 (16 XFLLTF) .
1 XFRTRT, 2 CFHURBIIEERF T,
<authentication key name>
2—PRABRDA T v 7 ADTDINEBE DL ERE L ET,
B — PRI 10 AL TRETEET, MOBEARPEBEL ARV E I IZREL TIZE W,
AT A — W DA
B TEEREA,
TE DR E #iPH
AW T LT A —RaT () LA Ty (=) TI4XFUT
{ ”<publickey>"| load-key-file <file name> }
APHBERREZAT O 2 — VAN A 2 BBk L 7,
AT A —Z B W DA
HIETEEEA,
TE D% E P
LTV +—1 () CTHARZ—VARBONFLZEEATLET,
ABHEETIRK 900 37 E TASAIRE T,
F721%, load-key-file |Z#%13 T RAMDISK LD —H N7 » A VA4 ERELET,
T 7 A NI NRALRETE £,
T 7 A NKITRK 64 LFF TTHF L RRLFNADARETT,
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© BERTE DA ORE
SSHv1 D RSA ABA#EE 7213, SECSH £ DSA & RSA, OpenSSH D DSA & RSA /ABR#:

EBRCEET,
BEDO= A MR E O T 900 LFE TASARETT, BHEKATREREED bit RIFLLTFORIZARY %
¥,
& 1-1 900 XFLARN TEEXATREL AR bit &
NERBOIELE B X TTHE bit &

SSHvl1 RSA 512~2560
SSHv2 DSA 512~1536

RSA 512~5120

XA MEY 7R LOBE (3 A2 MERATOSCFEIT L - TS, BERATHE bit B LET)
BB, a7 47—y FICEREINDIENL, 7 BAKI AN L ET,

s aRX FOWNE

IR NOXFE, T ERERCTRANTRETT, #liL a7 47—y aravr ey
7LV A XFa— =] 2ZRL TSN,

72170, WOXFUEHERATERVWOTIEREL I,

- KAy ataed (f)

- KA yakgkbn ()

I F—F ()

ckIaay (y)

< R (8)

cWi TNV F—h ()

NI ATy T (¥

HTERVLERIA L FE LTERESNTWLEANE, BVAR () IKEBRLTHEAAENE
R

 ANBRBNBEEEES 7V +— b () THATEET %55

AN T 28O FICEATREAEZEDT 1 ITCANLTLEIN, ZHORIIaT AV MR ENE
‘@—O

SECSH XD ARSIIUATEE A TVND T2, TRXTOBATERMV RV TAN LT ZE 0, 72k,
~w A (Comment: = A NE) | Bt - R T~=—H &R\, OIS TEATILTLI I (K
X SARERSY) o ~> & (Comment: = A hEE) | PR « T ~—HIIASNTEEHA,

X 1-1 SECSH XD RO F A HEHE

-——- BEGIN 55HZ PFUBLIC EEY ----
Subject: ¢
Sommenz: 10
JARRRAB3NzZAC1) J
|-:HK'.rIr’.:anDiI{S:f:'sEE':I Q2% =) s (1L —r-:rr.E’.rIRuE'qBHIZ-ch
Wg3FbezkHVECYiQx J z
FlZaTkUeLsaBn
lz0aKnNWRMJts ZS )WJFyx1GvZdbef7
l:TE'E'xC"IS.f"lFS'.:QI‘L'?‘]:-K&XZE ARACRZ /yWFBlrlERBe 1
Nkvcsmilupce2hbZuaef/4I7ymPT9irDQsfRY3Rx WEtx/y9EKtFk4ehUiz |
I:-IYnZ-:Z-c'-JcE'.-:j oluTbhtRpshFObUYPyQu+ZxFDHZ3vBlo0NOfa0U4xME18RC4CHax+Fm/OUMd |
Leozrapezris griaizig, R

—-—
—-——— END 53HZ PUBLIC EEY —--—-

cidx
1
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OpenSSH FEHDFIZIUNTIE, 7ssh-rsa”R7ssh-dss 53 & DZ W EER 72T 2 3 A MG &2 & O TR
FCEATHADENRNEIIZLT, IITTAD LTS REAFRRSY) .

1-2 OpenSSH XD AFREDOF A HEEH

+ load-key-file T7 7 A VA4 ERET HHE
Z—ABREEIT D 5 U sfp, fip ZETAEEE D RAMDISK ~EE L TED Y 7 A V4 EfREL TL
7230,

[3< 2 FEBEEDENE]
ARREFEIEZEH L Cor s A I TEEHA,
[BE~DEE
2L
[ERE(ED = BR324 ]
REMETER, 3 ICEAICKBSET,
[CEFEFIAE]
® SSH»—NZE{ESESH70IT, ipssh & line vty DFRENSLE T,

o AFEICT—VAREEZHE L —Fan, REEOv 7 AT Ty MIBGEFISNTW WA
X, #EH =~ Fadduser T7H 72 FEFHBEE LIZRFART, Y%7 0T bO2—V /AN BE)
BICHEZNZ 2 £,

[(E&Ea< > K]

line vty
ip ssh
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ip ssh ciphers

SSHv2 Y — TR 205 A RIR L £,
AHEE D SSHV2 B — N TFFAI 3 2 A8 5 7%, WARTHRELET,
[AARH]
THHROHE
ip ssh ciphers <encryption algorithm> [<encryption algorithm>[ ... ] ]
T D HIFR
no ip ssh ciphers
[ABE—F]
(config)
[R5 A—4]
<encryption algorithm>
w5 5 A E LE T, [F—D<encryption algorithm>{FEEFHETE ¥ A,
AT A — B W D FIHIE
HIETEEE e ENDP—DITRETDILERDH Y T,
TE DR E i
WROFNRY H@ggng 5 T4 2 fE L 77,
®1-2 HERESAHHX
HE ESAXAB
1 3des
aes128-cbc

aes128-ctr
aes192-cbc

aes192-ctr
aes256-cbc

N (N || B W N

aes256-ctr

(272 FERBREOEE]

SSHvV2 Y— T[4 5 AR5 7%, 3des, aesl28-cbe, aesl28-ctr, aes192-cbc, aes192-ctr, aes256-
cbe, aes256-ctr T,

[BE~NDZE]
2L
[ERE(E D i 2241
WEO® 7 A nbERICKR S ET,
CEEREHE]
e SSH P —NZEESHESH7-0IT, ipssh & line vty DR ENSLETT,

o AREDAIIIERER S, SSHvI Tid 3des 21T ¥R — b L7220 £F (X oo Iimns 577 UIAT)
TEERI DML £H),
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[(E&Ea< > K]
line vty
ip ssh

ip ssh version
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ip ssh key-exchange

SSHv2 — ST 2@ AN AHIR L £,

ARHERE D SSHV2 H— N THFFA[ T 2B G A E, WRTHEELET,
[AAR]

fHm O E

ip ssh key-exchange < key-exchange algorithm> [<key-exchange algorithm>[ ... ] ]

oI
no ip ssh key-exchange
[ABE—FK]
(config)
[INS5A—=4]

< key-exchange algorithm> [<key-exchange algorithm>[ ... ] ]
AT A — B W D FIHE
HIETEEEA,
TE DR E P
T O amE LE T,
&1-3 BEX\AAX
IHE BRR|mAAL

1 diffie-hellman-group1-shal
2 diffie-hellman-group14-sha256

[a< > FERREFDENE]
SSHv2 H— X CFFR[ T 28 /5L, diffie-hellman-groupl-shal, diffie-hellman-groupl4-sha256 T,

[BEE~NDFEE

[ERFEMBOD R BREHE]

REMAETR, IERICKRS L ET,

DEEHE]

A~y RORGED, SSHVI TEZm b oy BB L0 5 GUEEANTE TR L2 £9),
[BSEa< > K]

line vty
ip ssh

transport input
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ip ssh macs

SSHV2 h—_THMHT D A v — Uit — FAREHIRL £,
ARHEE D SSHV2 H—NTHFHFA[T 5 A v — Vit — FHFRXE, WA_THEELET,
[AAR]
THROBE
ip ssh macs <mac algorithm> [<mac algorithm>[ ... ] ]
o HlkR
no ip ssh macs
[AHE—F]
(config)
[(INTA=4]
<mac algorithm>

Ay —URiEa— RERXEZEELE T, [F—0D<mac algorithm>IHEHEHRE TE A,
KIRT A —Z B WERE O HE

EWTEETA, ENN—DIFRETARBERDH Y £7,
B O FR A& %A

WORIRT A v —VRiEa— FHARA 2R ELET,

§1-4 )( J't’ /nn..\nIE:_Fﬁ_t

HE Ayt—CUREIa— FARA
1 hmac-md5
2 hmac-md5-96
3 hmac-shal
4 hmac-shal-96
5 hmac-sha2-256
6 hmac-sha2-512

(272 FERBEREOEE]

SSHV2 — _XTEA[§5 A v —TU5FE2— UL, hmac-md5, hmac-md5-96, hmac-shal, hmac-shal-
96, hmac-sha2-256, hmac-sha2-512 T,

[BIE~DFEE]
2L
[E% (B D i 324 ]
WEO® 7 A i bERICKR S ET,
CErE=EIE]
e SSH Y —NZEESHESH7-0IT, ipssh & line vty DR ENSLETT,
o REXEIX, SSHvl Tik7'm hav R Lo £9 (ANTEEITHED L 220 F9),
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[(E&Ea< > K]
line vty
ip ssh

ip ssh version
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ip ssh version

AEED SSH H— ST fT 25 SSH 71 han—Y g U EFHIBRLET,

Ka<wy ROBRENZRWVEAIE, SSHZ 0 ha =Yg 1 L2 L 508 bHFTLET,
[AB#K]

RO E

ip sshversion { 1|2 }

THHOHIBR
no ip ssh version
[AHE—F]
(config)
[T A—=4]
{112}
KoRT A —Z B DY HHE
HIETEEEA,
TE DR E i

L:7m han =gy | EUEasFa LT,
2. 7B hauo—Ta v PR AT LET,
[3< 2 FEEREFDEIE]
SSHYm hans—=Ua 1 &2 8L L08R LI LET,
[BE~DEE
2L
[BREMED RBRE2HE]
WED®w 7 A inbERICKR S ET,
CEEREHE]
® SSH»—NZE{ESE D70, ipssh & line vty DFRENSLE T,
o X2 UTAMHEDIEZDICT T har =D a2 P REATL L E2BEID LET,
[A&Ea< > K]
line vty
ip ssh
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transport input

VE— MEMEARNOAME T m b a VAL TOT 7 v X2 HIRT D720 LET,

telnet £721LSSH D H b, FEEINZ7 0 ha LT T 7R L, fEESNLTWRWT e hajb
W7 7B AEHIBRL £9,

[ABRH]
TEWMORE
transport input {telnet | ssh | all | none}
THHOHIBR
no transport input
[AHAE—F]
(config-line)
[T A=4]
{ telnet | ssh | all | none }
telnet : telnet 7’1 b 2L TO Y E— hT7 7 B AEZITHITET,
ssh :SSH 12 haLTOVE— T 7 EAZZIFTET,
all - T R_RTHOTr barTolE— 77 & A%E%ZIFHF F 3 (telnet & SSH),
none : 3 XTCHOF B FaLTHOYE— T 7 EVAEZITHITERA,
AT — B W DHIHE
HIETEEEA,
TE DR E i
telnet, ssh, all, ¥ 72!/% none
[3< 2 FEBSRDBNE]

telnet & SSH (ip ssh R EME) 71 Fa L TOVE— T 7 ¥ ZAE2ZFHTET,
[BIE~DFEE]

[ERE(E D S 224 ]

REMETER, 3 ICEAICKBSET,

CEFEFEIE]

e SSH #MiHT 584/, Fa— Va7 47— g F— RO ipssh REDMLETT,

o fip B AT FI/MIRT 285G 1E, Fr— Va7 4 7 b—va E— RO fip-server TRE L TL X
Uy,

(BEa~< > K]

line vty
ip ssh
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2 AVI4 0 L—a iREHOIS—
Avyvt—
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21 A4 9 L—LavimEBOIS—AvE—D

211 SSH
£21 SSHOIS—Ay+w—o
AytE—o RE
ssh: Can’t execute. FITTEERA,
ssh: '<File name>' file open error. BEZ 7 ANDBA—T L TEERA,
<File name> : 8 &7 7 A /L
ssh: input file is bad format. A7 7 A NVPHARERERXTT,
ssh: The public key is too long. NEENETEET,
ssh: The public key is bad format. NN AR IERIER T,
ssh: Can not delete it because data is not corresponding. NHERH D A,
ssh: Public keys are a maximum of 10 entries. INBREEIII K 10 = b T,
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1  SecureShell (SSH)
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show ssh hostkey

AAE[E D SSHVI/SSHV2 AR A MABH#EL 7 =TV v FORKFRE(TH A~ T,
[ABRH]
show ssh hostkey
[ABE—F]
—fra—PE— FBLOEEEHREE—F
[(INTA—=43]
L
[R1741]
1-1 SSHv1/SSHv2 KRR AR E T 4 v H—T ) ¥ bOERT
> show ssh hostkey

Date 20XX/03/03 15:14:27 UTC
frpokrtk SSHY1 Hostkey sokksokkk

1024 65537 112676670827222279613762898147415720811259820741286658557999554110106264702311394312
07291178083452723000569757894011901696104843014109806048709628898932791698713085566196539023433
14040484345625244656741164451968702730151969974584171941799596068373366303944657053583545620694
39020403567624278556712546554491863 1024-bit rsal hostkey

Fingerprint for key:
MD5 7a:79:c1:da:db:69:27:42:e4:48:ab:5¢:86:18:a6:04
SHA256 F8mpx5e/zGBXM2cRUTCtJNjickLJYOQMsL+DEZziYOiw

sortokrtk SSHY2 DSA Hostkey stokskstork

ssh-dss AAAAB3NzaG1kc3MAAACBAJTYQUaSgxBHDKJdiYLapb j9k iz j7JG40V5D3040QsM6VXSIWLtskOyKEJv7LJLaelA
CT405vNZNzQ+sweAwf IET iughPquHi jDOSgBp6YfsNz,/RIDr31cBEtIbOFM7TQ+nzUs7AD70bb9b8P | JETVN|qjpDW7wy+H
0GGu3aiyQ/AAAAFQCJu21YQ8/tinWL jnoUABrKvQWNQQAAATEAhgr G jsColRGb4FgMk jOi 3gGNvofORq i uuWg+kDnFP4spD
60z0W9X+X83mpTPXkWBNbcv2ZVI/ 1 gtY3uHm8vvat1r fe1GLYzyHUIKGGbanJaCbJF1F i 2RW1YsHwQggUX1mIREYStLKHG
htK6KIRK11zwkUGAEOhSHgVuZCELKd4AAACAO9bR4AN0ceMPKaZLMXkBhYt jV408JEY jSAsWRp i 697EXWUuxKVWpqUOvOOOU
k9xk6af jZ56qcsPMTbEa6BONKEd7e IL7DIQbsy7WSVOd j/6rwpkVaVvnZt9d1UtbBfy0+qFf1v2gE jtW3D0/ i 40FPu1n2KC
nfKfknRtrZ/AL166M= 1024-bit dsa hostkey

Fingerprint for key:
MD5 b2:72:be:9%9a:e0:06:71:6b:ba:fc:2d:47:93:94:b1:dd
SHA256  zKnyAcYg3MGmNmbLMInxM jU4Q50Rq6C jRed8w9 | uHXE

[FRERBA]
L
BIEE~DEE]

L
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[IEEAvtE—]

% 1-1 show ssh hostkey AX Y KDIEE A vt —2
Ayt—T

AR
ssh: Can't execute. RANENRRE TEITTEERA, bLFa~vr FETT
Z7—7T7,
B

1. set ssh hostkey TAR A MEZEVE L T 720,
2. A FETETLTIEZSN,

CEEZFHE]

T2 7A4T7 2 Mo THR—PFENTWNDE T4 D=V bDONNy v aT Y ZEANRERD
728, RIEETIIMDS 73 AL SHA256 7L T ZADW FA2FRLET,
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set ssh hostkey

AHE(E D SSHV1/SSHV2 7 A MERT  (NBSE - FEH) OEEEITH> 2~ K TT,
EHEBORA MEEZAINIT D201, AIEEOHFRLEINLE T,

TIHERRIIET 74V FORA MERT PREISNTVET, Ka~vr FCLDRA MERT OEE %
mM<BRIDLET, —EERZERTNE, BFEROLIETH Y £ A,

[ABRER]
set ssh hostkey [{rsal | dsa | rsa {1024 | 2048 | 3072} }]
[ABE—F]
EEEHEE— R
(/NS A—4]
{rsal | dsa|rsa {1024 | 2048 | 3072} }
YERT B A A N|ERT OFEE AR T L £,
rsal
SSHv1 [lF D RSA R A MERT 2B L £,
dsa
SSHv2 [A]1F @ DSA 7R A NESRT Z{ERk LE T,
rsa {1024 | 2048 | 3072}
SSHV2 [A1} D RSA AR A MNERT ZVERL L E97, HRA MEOE XX, 1024bit, 2048bit,3072bit 7> 53R L
jﬁ@qo

ARG A — 2B OEE
SSHv1 [f]i} @ RSA AR A FE~T & SSHV2 [A]1) D DSA AR A M7 2B L E 7,

[E17H1]

1-2 SSHV1/SSHV2 DRAR MERT %L H
# set ssh hostkey

WARNING!!
Would you wish to change the SSH (v1 and v2) Hostkeys? (y/n): vy

*x*x Changing the SSHv1 Hostkey, Please wait a minute *k*
Generating public/private rsal key. (1024 bits)
Fingerprint for key:
MD5 4b:fa:db:cf:ea:dl:bc:d1:dd:87:0c:45:55:18:48:6e
SHA256 FiNJZoi70SUX+dVg3dufB6aKwN8AA8u71yIZ0y8soKs

*xx Changing the SSHv2 Hostkey, Please wait a minute sk*
Generating public/private dsa key. (1024 bits)
Fingerprint for key:
MD5 ad:1c:49:1f8:0b:5e:10:1f:32:14:1¢:56:5b:53:ca:4a
SHA256 nzVQjVu9qVM3J3ndRKQVWGH+eQpxCQUe8kop8 jKpi Ik

The Hostkeys were generated Completely
The change will be effective on the next reload
#
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1-3 SSHv1 M RSA KRR MRERT7 2L E
# set ssh hostkey rsafl

WARNING!!
Would you wish to change the SSHv1 RSA Hostkeys? (y/n): vy

*+x Changing the SSHv1 Hostkey, Please wait a minute *#x
Generating public/private rsal key. (1024 bits)
Fingerprint for key:
MD5 Oc:5b:fa:87:f8:9d:¢9:3f:d5:1b:d6:95:d9:23:a6:07
SHA256  ORPQvhBrVAkBgoo98ututxfhAmrnyVpEVetAbgOvWKe

The Hostkeys were generated Completely.
The change will be effective on the next reload.

#

1-4 SSHv2 M RSA KRR FERT2EE
# set ssh hostkey rsa 3072

WARNING!!
Would you wish to change the SSHv2 RSA Hostkeys? (y/n): y

*+x Changing the SSHv2 Hostkey, Please wait a minute *#x
Generating public/private rsa key. (3072 bits)
Fingerprint for key:
MD5 c0:4e:81:fb:c2:6e:17:19:70:32:0f:5b:00:da:d9:ed
SHA256 | v+Gyu78KdwngLAXUqlLlenl9I+jLcPXLk9C3GNXorU

The Hostkeys were generated Completely.
The change will be effective on the next reload.

#
[F~EREA]
L
BE~DEE]
L

[BEAvtE—Y]

% 1-2 setsshhostkey AR FOBEZEAvtE—

Ayt—o ZES
ssh: Can't execute. av RRFETTEERFATLE,
Bsiny
av U FEHETLTIEIN,
The change will be effective on the next reload. KRBT R EN R IR S VE T,
The Hostkeys were generated Completely. SSHvl & SSHv2 78 A MNEDEEAERNFE T LE L
7
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CrEsE]

1. THBHWRHIIET 744 hARA MEREEINTOET, Ravr RIZLDFA MEOER R B
BMoHLET,

2. EHEHBOKRA MEEZENCT B0, RIEBOFLEINLETT,

3. ARANMEOERFENIHRETA (Ka~» RETHO[CTRLAClIFAR Y A — FTT),
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erase ssh hostkey

ALLED SSHV2 R A MERT (KBl LURESRE) ZHIFRLE4,
HIBRBE DR A NRBEFINCT D720, REEOHEHNLETT,
[AAR]
erase ssh hostkey {dsa | rsa}
[ABE—F]
LEEEEE— R
[T A—=4]
{dsa | rsa}

Bl 54 2 M7 OfEE R E L £,
dsa

SSHv2 DSA &R A hMEST ZHIBRL 7,
rsa

SSHv2 RSA 7~ A MEEART ZHIBR L £97,
KRG A —H B WERE O EE

BIETEEH A,

[E17H1]

1-5 SSHv2 DSA 7R X MR T DHEIR
# erase ssh hostkey dsa

WARNING!!
Would you wish to erase SSHv2 DSA Hostkey? (y/n): vy

The SSHv2 DSA Hostkey was erased.
The change will be effective on the next reload.

#

1-6 SSHv2 RSA 7R X MERT DHIR
# erase ssh hostkey rsa

WARNING!!
Would you wish to erase SSHv2 RSA Hostkey? (y/n): vy

The SSHv2 RSA Hostkey was erased.
The change will be effective on the next reload.

#

(R REREA]
L
[BEE~NDFEE

L
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[BEAvtE—Y]

% 1-3 erase sshhostkey AY Y FOEZEA v E—

Ayt—o RE

A~y NIRFTTEEEATLI,
i)
v REHFEITL TSN,

ssh: Can't execute.

BRI IS BN R IS S E T,

The change will be effective on the next reload.

CEEZEHE]

L
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show ssh logging

AREEE O SSH Y — "DOEARED b —2u s 2R R LET,

[ABRH]

show ssh logging

[ADE—FK]
AR K L OB — R
(/NS A—4]

L

[R1741]

1-7 SSHHY—/1\D FL—ROTDERT
> show ssh logging

Date 20XX/06/15 19:32:59 UTC
sshd Closing connection to 192.168. 10. 100.
sshd Disconnecting: Too many authentication failures for operator

20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19
20XX/09/19

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:

31
31
31

48
48
48
47
47
46
45
36
36
35
35
35
130
130
130

20XX/09/19 19:31:30
20XX/09/19 19:31:23
20XX/09/19 19:31:22
20XX/09/19 19:31:22
20XX/09/19 19:31:22

>

(&R REREA]

sshd Failed password for
sshd Failed password for
sshd Failed password for
sshd Failed password for
sshd Failed password for
sshd Sent 768 bit server

operator from 192.168.10.100 port 2174.
operator from 192.168.10. 100 port 2174.
operator from 192.168.10. 100 port 2174.
operator from 192.168.10.100 port 2174.
operator from 192.168.10. 100 port 2174.
key and 1024 bit host key

sshd RSA key generation complete
sshd Generating 768 bit RSA key
sshd Client protocol version 1.5; client software version TTSSH/2. 45

sshd Gonnection from 192

168.10. 100 port 2174

sshd Entering interactive session for SSH2.

sshd Accepted publickey for operator from 192.168.10. 100 port 2173 ssh2
sshd Found matching DSA key:
16:0b:6c:cb:12:83:12:25:69:1b:c4:73:8e:37:9f:c0

sshd Failed none for operator from 192.168.10. 100 port 2173 ssh2

sshd kex: server->client
sshd kex: client->server

aes256-cbc hmac-shal
aes256-cbc hmac-shal

sshd Client protocol version 2.0; client software version TTSSH/2. 45

sshd Connection from 192.

yy/mm/dd hh:mm:ss A <> hFEAEEAL message

1
1.5¢4)

2.7 A%ES

2 3

168.10. 100 port 2173

o BRIUE, A, B, R, 4, BERRLET,
e RO T v AFFEFIRLET,
3T A=Y o A= EREINET,
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%14 SSHHY—/NDFL—ZROY

Ayt—o A
Generating 768 bit RSA key. RSA $r— "EE AR L TWET,
RSA key generation complete. RSA r—"EE AR L E LTz,
Sent 768 bit server key and 1024 bit host key. P NgEL AR MEEEELE LT,
Connection from <host> port <port> <host>MD<port>2> HHERE SN TWET,

<host>: UE— hR A K
<port>: UE— FAHRAX FDOFR— |k

Failed <authentication method> for <user> from <host> | L — IR L L7-,

port <port> [ssh2] <authentication method> : FBAES =X
<user> : L—H4

<host>: UE— AR A b

<port>: UE— FRA FNDHR— K
[ssh2] : SSHv2 DIAICE /R L ET

Found matching <key type> key: <fingerprint> BERS TN D 2 — AN LoD E L7,
<key type> : ABHEROTERA
<fingerprint> : ABFED 7 4 LA —7V > b

Accepted <authentication method> for <user> from Z—PFRFEICEKRE L E Lz,
<host> port <port> [ssh2] <authentication method> : FRAEFESH

<user> : L —H4

<host>: UE— hR A K

<port>: UE— FAHKRRA FOFR— |k
[ssh2] : SSHv2 DHAIZRK R LET

Did not receive identification string from <host> <host>H A=V 3 VBT EZE TCEERAT
L7,
<host>: U E— hHR A K
Client protocol version <version>; client software JIAT o bOTa bhar =gty Y
version <software version> 2T NR—=Ta v ERRLET,

<version>: 7B h I /X —T g

<software version>: Y 7 hU =7 /N—T g

kex: client->server <cipher> <mac> IIAT RInbY— SRR T T — g
YLTWET,

<cipher> : i gENT 5 =4

<mac> : A vE—ViGEa— F A4

kex: server->client <cipher> <mac> =N FAT v h BRI —
YLTWET,

<cipher> : i g5 54

<mac>: A v E—VEFEa— RGHRA4

Entering interactive session for SSH2. SSHV2 Oty a U wBBLE LI,

Entering interactive session. SSHvl O v a v ERBLE LT,

fatal: no matching cipher found: client <client ciphers> | J— 3Nt 7 54 7 > LT3 2 H@sEns 5 5=
server <server ciphers> RHYEFEATLE,

<client ciphers> : 7 A 7 MAOWEEFHXY R K
<server ciphers> : " — MAIOKE S5 Y X b

fatal: no matching mac found: client <client macs> P=RE T FAT L RN THAET DA vE—VRE
server <server macs> a— NHFARH Y FEATL,

<clientmacs>: 7 74 7> MO X v &—UFRGE2
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— FHGAY = b
<server macs> : — MDA v E—VFRFE— N
FHAY A -
Received disconnect from <host>: VE— KA ML TUWr&ENE L, (BHE
L O%HE)
<host>: UE— AR b
Disconnecting: Too many authentication failures for <user>| A EE b FBFLERL L7z7z®, UL EL
<user> 7=

<user> : L —H4

fatal: Read from socket failed: Connection reset by peer | 2% 27 > a U RIS ivE L7,

Connection closed by <host> <host>& DEEGEAUIINE LTz,
<host>: UE— hARA |
Closing connection to <host> <host>& DA KT LE LT,

<host>: UE— hAR A b

BE~ADTE
L
[EEAvtE—T]

% 1-5 showsshlogging aAv¥ > FOBEAvE—

Ayeg— nE
ssh: Can't execute. avy RRFETTEERATLE,
[xtis]
Iv RERFEIT LTSN,
There is no logging data. ZRERDBH D EH A,
CEFEFIE]

1. BZi3EK 124 HETREFSNE T, ZEBAEE, Ve 2o ABICEESNE T,
2. SSHY—"oOn i 3AKEEOCERZY 720, BEBz L35 LHEShET,
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clear ssh logging

AHEED SSH h—"OFERRED P L—2m F2HELET,
[AAR]
clear ssh logging
[AHAE—F]
KEEHFEE—F
(NS A—=4]
2L
[3=4741]
1-8 SSHHY—/ D FL—XBTDY )T

# clear ssh logging
Would you wish to CLEAR the SSH server's log? (y/n): vy

Clear complete.

#

(&R REREA]
L
[BEE~NDFEE
L
[EEAyE—2]

% 16 clearsshlogging A< > FOEE A vt—

Aytg—o SES
Clear complete. 27 DMEENET LE LT,
ssh: Can't execute. av RRFETTEEFATLE,
Cxtiis]
av FEBETLTIEEN,

CEEZFHE]

L
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show sessions (who)

AEFEIcn A LTS —PFERERLET,
[ABRER]

show sessions

who

[AHE—F]
PR R KOS R A EE E — R
[(INTA—=43]

2L

[E1741]

1-9 AREEIZOJSA LTSI —HFDERE
> show sessions

Date 20XX/02/15 21:09:13 UTC

Username Type Login Source

*staff console 20XX/02/15 20:33:43 -
staff vty0 20XX/02/15 20:26:19 192.168.1.246
staff vtyl 20XX/02/15 20:27:54 192.168. 1. 240
staff ftp 20XX/02/15 20:34:40 192.168.1.241
staff sftp 20XX/02/15 20:03:27 192.168.1.203

>
[FRERBA]

% 1-7 show sessions D FRETAA

HE =S 30
Username T—YL4 TR < REFEITL WA=V, 2—VELFHROFNIT AZX Y X7
(*) #FRLET,

Type B a A 7 console : \— 41 JLEERE

vty0 : telnet/ssh ##5t
vtyl : telnet/ssh #Zfi
ftp : ftp $Ei¢

sfip @ sftp #i¢

Login a7 A L HEH] -
Source IP7 KL2A telnet/ftp/ssh/sfip 7 7 A4 7 FEFATL TWHHEEDOIP T FL AT
j_‘o
console (Z/NA 7> (=) BEETT,
[BE~NDEE]
7L
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[B&EAytE—Y]
L

CEERFHE]
L
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1.1 EE

111 AR FEAERLI=SESSION
o Ry N REB=D R BB ORE S £ O Ny M E ROKIR LET,

R1-1 AN FFEEEBLI=SESSION DEEREMD E3 1HIR

B | ARYE | ARYE | AyE—D AyvE—CFFX b
& LR R AT

NE
1 E3 SESSION 00e00000 | Authentication login xxxxxxxx RADIUS accept.
RADIUS FBAEIZKI L& L7z,
XXXXXXXX | T — 4
[HE]
2L,
2 E3 SESSION 00e00001 | Authentication login xxxxxxxx RADIUS reject.

RADIUS F8REIZ R LE L7z,

XXXXXXXX :L‘—“‘JEZ:

[RHIE]

ILAREEIZK L TCary 74 7 b—yva U TSN Y B— bR A OO RIEERT 7 & APT
bz aetErdH v £9, VE—FERA MOERRREHEBEL T EEWN,

2.20u X ERO—YRa J A VIR T #E (XA U — FAMERERWRE) &2 L2
BICHINESNET,

o T, ZORIPIEZINTH U E— FERA NOEARRICHEERN2WHALH Y 7,
3. RADIUS — O E &M L T 7Z &0,

3 E3 SESSION 00e00002 | Authentication login xxxxxxxx RADIUS no response.

RADIUS #23FC, RADIUS 4 — "IN BIGENRH D FHEATLE,

XXXXXXXX 1_‘5‘%

[RHIE]

LRADIUS U — "D IP 7 L AR TWRWD, a7 47— a VEERLTLES
[/ N\

2.RADIUS =D R — FFEERRS TRV, 2T 47— arEBHERLTLIEE
VY,

4 E3 SESSION 00e00003 | Authentication login xxxxxxxx RADIUS server
configuration is not defined.

RADIUS #BFEA @ RADIUS $— 3R E I N TWER A,

XXXXXXXX | T —4

ESI
RADIUS =27 4 7 L —3a URRESNL TV DR L T &N,
5 E3 SESSION 00e00004 | Authentication login xxxxxxxx RADIUS over request.

RADIUS F8FET, RADIUS H— "~D[RIRRE KEEE (256) Z@#m L E L7,
XXXXXXXX : :L‘—“‘JLZ:

[%F0E]

RADIUS FRAFDER AR AR < 7> TWET,

—HF A, HEn A U EFEEL T E S,

WERENCIET DA, VAT AR AE RE LT &N,
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15 AR+ ARk Ayt—T AyE—CFEX L
& LA SE BT BAIF
NE
6 E3 SESSION 00e00006 | Authentication login xxxxxxxx RADIUS invalid server
specified.
RADIUS FBFECTHE = 7 — 25 E L £ LT,
XXXXXXXX | T —W4
[R5
2L,
7 E3 SESSION 00e00007 | Authentication login xxxxxxxx RADIUS return error.
code = xx
RADIUS F8RETHHI= 7 =2 FAE L E LT,
XXXXXXXX : T—H 4
code =xx : JR[K = — N (X — it AiEHR)
[k
2L,
8 E3 SESSION 00e00008 | Authentication login xxxxxxxx RADIUS time out.
RADIUS #BFECH A L7 7 bR AELE LT,
XXXXXXXX | T — W4
[k
HEr 74 2L T EEN,
9 E3 ‘ SESSION | 00e00100 | "users file' is corrupted. Started by default.
'users file' M ENTWET, T 740 ba—Y THREILE L,
[k
2L,
10 E3 | SESSION | 00e00101 | Failed to write 'users file'
'users file'” 7 A NV OEX ALK L E LTz,
[k
EH =< K format flush 23 T L T E S0,
1 E3 | SESSION | 00e02000 | Unknown host address <ip address>
SSH CAIEEIZH Rt L L 9 & LE LA, <ipaddress>2> 6 DRt 274 LEFATL,
<ip address> : SSH CHifi L L 9 & L72IPv4 7 KL AE 721 IPv6 7 KL A
[k
ILARBEREIZK L CRIERT 7R (a7 47— a Y THAENTZLAO Y T— FERR K
MHEDT 7 EAMTONT-AREMENH Y £3°, <ipaddress>D U E— 7 78 AZHB LT
S,
2.<ipaddress>»H DY ET— h7 7 BRAEZFHFA L TWAHERIEL, 2747 L— a3 IZfAUN
HDOFREMERH T, a7 47— a VOBRENEEHER LTI,
3.<ipaddress>)» 5D Y EF— T 7B RAEZHAI LT-WGEE, a7 4 71— arTTr7kA
FFRIDFRE L TLIE X,
12 E3 SESSION 00e02001 | Login incorrect XXXXxxxx.

ayA AR E LT,

XXXXXXXX : :L‘—“‘JEZ:

[RHIE]

IAEBICH L Cary Y= LERZar 74 /b=y ary THAENZY F— FERRX MM AR
ERT 7R (THUY b, NRAT— RFERETERKR) MMThh=miErnd o £3,

2. arvy—nEiFar 7 o 7 Lb—a r CTHEALEZY E— bR A MOEMRNEZHZR L TL
7230, ZouZZIERO—YRNa A4 URHCRRS T2 REE LSS I b IE SN E T, i
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15 ARk ARV | A= AyE—CTFHR B
& LRI S ERGL HAlF

AR

2T, ZousPRESATE Y E— hhA FOERRIICEIERZ2VHELH Y £,
3ALGEIZHE =~ > N adduser ([C KV BEFHDT I T 2 b E D AR LT IZE W,
(g8 J7 1% « M =~ > K show users THEZR

13 E3 SESSION 00e02002 | Login refused for too many users logged in.
SSH CTHEEt L LD & LELED, vnoAfra— ¥ EAd— -0, Bz LEEA
TL7
[

LA A4 L TnAa—FHEHAEL T EEW,
QB THIUL, av 747 L— a3 TrIA L TELa—FHORIBREZEMISE T EE
v,

14 E3 SESSION 00e02003 | Login xxxxxxxx from <ip address> (vtynn).

SSH(vtynn) T — ¥ (xxxxxxxx from <ip address>)23 12 7 A > L& L7z,

XXXXXXX © L —H4

from <ip address> : UE— bR/ A Lica—HFDIPv4 7 NLAEZILIPv6 7 R LR
vtynn : 0~15

[R5

72 L,

15 E3 SESSION 00e02003 | Login xxxxxxxx from <ip address> (sftp).

sftp T2 —H (xxxxxxxx from <ip address>)3 1 7 A > L& L7z,

XXXXXXX © L —H4

from <ip address> : U E— b /A v L7iz2—H D IPv4d 7 KL AL 721 IPv6 7 K LA
[R5

7wl

16 E3 SESSION 00e02004 | Logout xxxxxxxx from <ip address> (vtynn).

SSH(vtynn)® = —# (xxxxxxxx from <ip address>)23 2 77 7 b LE L7z,

XXXXXXX © L—H4

from <ip address> : Y E— b7 7 N LIz2—F D IPvd 7 LA E 2L IPv6 7 R LA
vtynn : 0~15

[R5

72 L,

17 E3 SESSION 00e02004 | Logout xxxxxxxx from <ip address> (sftp).

sftp D= —H (xxxxxxxx from <ip address>)’=2 77 7 b LE L7,

XXXXXXX © L —H4

from<ip address> : UE— ha /70U K Lizcaz—HFDIPv4 7 RLAELITIPV6 7 KL A
6]

2L,

18 E3 SESSION 00e02100 | Connection reset by xxxxxxxx (sftp).

sftp DB v a VBT SILE Lz,
XXXXXXXX : L—HF

(]

72 L,

19 E9 SESSION 00e00002 | Authentication login xxxxxxxx RADIUS message
queue error. errno=xx

RADIUS BFE TR T — (A vE— queue BHISE) BHAELE LI,
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L]

AR+ ARV | Ayt—
LRI FEERAL A F

:)

Ay—CTHRR b

XXXXXXXX : L—H4
errno=xx : A — 1 AT A 1EE
[*HI&]

7L, (ABMICEENFESLET, )
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1.1

AREEITX LT SSH THEHiETEFAL

fth2ki& SSH 7 7 4 7 > b BARZEEIZXK LT ssh, sftp THEt CERWEA, IR T FIETHRLTLE
S,

AL E LR OWBERE ML TE TWRWAEEMERH Y 9, ping 2~ FEHH L GRERK

PHER L TL &,

SSHY—/\QOa 745 L—2 a3 RS S

SSH Y —NICEHTHa> 7 4 7L —a URRREOLUTO ENNITHYT 5 L0 G611, AEEICK

LT SSH TEft T EH/ A,

o ARUEMIZSSHY—NCET AL 74 L—3 3 URERREDES

o KIEED SSH — "DORE L, thIEFED SSH 7 74 7 MUDKRE CRIAST KR ERN—F L RWES

o J#EM =~ K format flush NEFTENT, SSHY—ANZEHTE2a 0747 —va UnNEESRATLE
ST2BE

arv 7 47— a0, SSHY—NOBFEHRNIELSEESNTNE MR L TS EI,

fi2E&E D SSH 7 F 4 7 o FOFREILOWTIE, ZHEHOSSHZ 7470 bOv=a 7 VEBRL TS

W,

=11 KEBOIVI 445 L—2 3 THRET D SSH H—/\IEHR

SSHaYv 7445 L— 3 VEFIER S

SSHfEM - KIEH 7 7 7 SSH M « REEAEZHEELET,

SSH 7’'B hajnR—V g SSH B hannR—Va v 1 £2F22BELET,
AL NBREERRGE, SAU— FIRGEERIELET,

(ERE -V mgans 5 XA EE LET,

PR ARG RERELET,

Ao —ViEa— K Ay —URila— FEFREBELET,

o — AR g a— AR A B LT,

11 AEEBTSSHaAY I« Y L— a3 eErRTD
(config)#t show
(FRRR)
ip ssh
ip ssh version 2
ip ssh authentication password
ip ssh ciphers aes128-cbc
ip ssh key—exchange diffie-hel Iman-group14-sha256
ip ssh macs hmac-shal
ip ssh authkey staffl keyl “xxxxxx”
ip ssh authkey staffl key2 “xxxxxx”
|
(FhHRR)
(config)#

Lip ssh AR EINTWVWD Z & %R
2.8SH 711 h aL/8— g U NIE LW ) WHERR
muuﬂijit?b‘ﬂz Lb\ﬁ)ﬁﬁmu

e A
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3)

(4)

Kb 2N TE LV feas
5T AN IE LU H iR
6.2 v E—URFE T — FHRDIE LW )R
TABRBERRGER Y, = — AR IE L < BER ST 2 iR

AEBEDVE—FT7 I RAHHERERT S
AIEBEO Y E— b7 7B AHENC L DB CTERWATREMERH Y 97, LT E THERLZ30,
e 7 4V b—vara~vy Nipssh & linevty ZFELTNDH I &,

a7 47—y ara<y R line vty OFEE T, transport input Z 5% E L CWDI5E, FD/NRTF A —X
(Zssh £7oiT all IS ZRE L TWRWZ &,

o I T 4L —varavwy Rlinevty DHET, 727 8AY X MEEELTWALE, Tl
IPv4 7 RLAFEIZIPV6 7 RL ZADMEN O L TWA Z &,

FANE Tav a7 b—va A FVolll ol A4rtXxa T 4 DORE] 2B LTLIEEN,

®1-2 AREBETYVE—F 7O ERAVIA4TL—aVFHRTS
(config)# show line
line vty 0 1 1.

transport input ssh 2.
| .

1.line vty 28 E S AL TV D DS
2.transport Z 5% E L CW A A, ssh £700F all LA ZERE LTV WDl

AEFEICEFLEI—FRERENELWOIERT S

AIEEIABBSEIECa 7 A T 25808, AREBEOa LT 4 JL— 3 DG LT 2 — AR A
VICELWHTHD00% b ) —EER LT<7‘_éb\o

1-3 REETI—YLORREHERT S

(config)#t show

(FhHEg)

ip ssh

ip ssh authkey staffl keyl “xxxxxx” 1.
I

(HE)
(config)#

LIELWa—HF4T, IELWABIEN SRS TV D DR

AJAVT7hAI Y FOFEEEEUVNRRT— FHREENERT S

FEBIAALLRWT AT FTIEARAT— RRFEETHE 7 A TEE A, SSH TR Y — RERGEE ]
LCAREEICa A TEDHT U ML, #EH =3~ F showusers T [*local(users)] ([ZFE/RIID T —
PIZFTT, THU Y MIFINSAT— ROBREZEITo TLIZ SV, SSH TIHERERERFZ SR Y — FEARE S
e, v A TEERA,
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®1-4 ARKEBTOIL—FT7HO NESEH
> show users

(P RR)
* local (users)
No  Name Password =
1 operator skokokok | 1
2 admin *okokk |
3 user not set -
(PHER)
>

LIELWa—P4 T, 1ELWABRSED R STV 5 ) ilid

(6) BTA 2 A—HHEHRTD
AEBIZ A o TEDIRRK2—PEEBZCu s/ LESE LT, RORIRTEHAr 7B HEh
TWan»%E, B 2~ N show logging THER L TL &V, L lav 747 b—var AR
Vol.l vl Artxa T4 ORE] #2HL TSN,

1-5 AEBTRAOTA VHEBZTLSH
> show logging

Gal:)

EVT 01/20 14:09:25 E3 SESSION Login refused for too many users logged in

(Fig)

>
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1.2 O—HILNRDT— REEFOI—TFEZPNNRT—KEEN

1-

(1)

(2)

AEEETOZ—PHRT =D N ANAT = P2 ERHEI, WIORTFIETHEL T EEN,

HEEHEEE—FIIBBTEILI—YRENRT—F1HDLEE

szé

>

b

Bloa s A o%, BEEEHEEET— FCERE L THEFE—F DA T— FOEE (password 2 v K),
<

1ZHIBE (clear password =~ > K) &4TW\WE 9,

K16 A—FD/IRAT—KZESR

# password staffi

Changing local password for staffl.
New password: skkskork

Retype new password:skkkkx

#

X 1-7 1—Y0D/IRT— F#HI&

# clear password staffl

Changing local password for staffl.
Password cleared.

#

HKEEHEE—RICERTELL—HEENART—- AR NGES

AIEE IO 7 A TE D2 —PARROERE, UTOFIRTHISL T ZS0,

—

AEBZBEDHL, 22V =M login?BERIND FET, [CTRLEN]F—ZFRHIAT LT T<
7220,

IDLE, REA— Ty Targ4l—varZrArBl0n A ra—PRERITIFEAAETNE
v,

AMEBE IR, v A 2 —P4 : operator TR VAV TEET,

ny A4tk Bl a—YHERAT = RFEER LT IEEN,

nyA g, BT a—YHERAT = RERFEL T EIN, BRIV TE, AE [FE 1R
av 74—y a AR 122 SSH VP —OERFHE (n—H 20— KNEFE) | 25H L
TLIEEW,

AMEBEZFHEH L T EEWN,

AR—= K NT o Tar7 47 b—varZrANBLOERE L0 A v a—PERPHEPAENE
7,
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1.3

NEABBIIEFD/I R I L—XEEnT-

(1)

(2)

AMEEZHT LT SSHABEFRFE T /' A4 V325 L ZIZANT HRAT L= EnzGA, To2—F
FEALT (VPR L 2 — R 1T TE E A, ROFMEICHE> THISLTL SN,

AEBDOSSHOAV I« L—avhba1—HNHBEEIRT S

AEEEDO LT 4 L—ara~vy Ripsshauthkey #fH LT, AT L —X%2ENTLEslza—H
Da—FABEEZHIRL T EEW, REEDOSSH 27 4 ' L—3 g U ba—PARRE%Z IR 27
EWRORNIRLUET,

1-8 AREEBEDOSSHOAV I JL—3uhba—oREE£EHIR
(config)# show
(FhHBR)
ip ssh
ip ssh version 2
ip ssh authentication publickey
ip ssh authkey staffl keyl “xxxxxxxxxx”

ip ssh authkey staffl key2 “xxxxxxxxxx”
|

(hHB&)
(config)#t no ip ssh authkey staffl keyl

(config)# show

(HER)

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl key2 “xxxxxxxxxx”
|

(BB

SSHY 547 v MUlImRDA—HRERT ZHIBRT 5

SSHZ A7 ¥ MR T, A7 L —X&ENTLE>Tea—FOE~T (22— AL 2 — %
B ZHIBRL T, BEOMBRLTIIZE, HE, ARSESEEZEHAT AL, EHT2SSHY 747
VN Ta—YRSTEEER LD E, KEEDOSSHa 74/ Lb—varawy RThHLEOTa—Y
AREZ B L T EEN,
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1.4 EHFICKRR FMABAREEOEENKR RTINS

(2)

3)

(& s B AIEE 23 LC SSH 88kt L7 & =12, DlaiBse Lch— AR MR RS L, SSHZ 71
Ty RMIEoTUIEER v E—V2FRRTHEANHY 77,

IDAyE—UNEREINTZEEE, BEOLIE-"FNAREEBEIZRDVTELTCWDIEENLHDHT-D
WO TFNEIZHE > THITHER L TH 5 SSH THEEfe L T 72 &0,

AEEDEEEBEEABVEES

IRDONFIZ DN TEBEEH WG DO THRR L T ZEW,

e j#HMH =~ Nsetsshhostkey ZfH LT, BEXAVIHAR MERT ZZE L TWHRNMH
PEMROLE 2 £ LT enin

AAEE CHEERENR A MEXT ZZEF L TOARWEAIL, R0 TF LKEBIZH > TWAERME, £7-
ITIEDPDR A b~ L TWAEBZN BN D70, SSHERZTEL, *y hU— 7 FHEFICEKLTL
7ZE0,

YT ELOMBRIEN RS, KEEDORA FARENET SN TWEEIE, SBEOFIRICHE > TR
LTL7EEN,

R FARBAEE S N-5E OB

SSHZ A4 7> b SSHV2 7' u ha /L& LT, &A MERXT RNEE I AKEED SSH ¥— T
Bt LET, L0RRICERT 72D, WOTFIMEICHEST, #LE > & LTHDIRERED SSH H—
NIE LW BDOHRA N THEZ L EZ T 4 H—7 ) N THRBLET,

1. 74 A=Y hOHEFIER
HHEMNL, ARIEEMIZT 7 A 2 LT showsshhostkey 2~ RTT7 4 U —7V > FEMRELET,
ay V=L SRy N — I RATRWEERFIETHRIND L LV LZeTT,

2. T H—=TV NI TAT Y h—PMl~EE
TR LIz 4 =TV b2 SSHY T4 7 v ba—HPZ@mlL 9, BELCEFRY, Xy hU—
I RBUSND R TETERNT S & LV EeTT,

3. Ty A=V NEMER LT SSH Bkt
7747 MITIE, AEED SSH Y— NIk LT SSH# LIZBRICEREIND T 4 H—TF Y > b
%@ZTLﬁéhtkmtﬂbfﬁé_k%ﬁmbt%,%MLiﬁo
TIAT L MTESTIEHT 4o H—=T7V 2 bR MDS B TERIND B D & SHA256 B TR I
2Hb00HYET, £, SSHvI TET7 4 v =7V haHR—brLTWeWnWbob 9, 77
ATV MCHESTERRTHRT 2 LI LTIEEN,

A—HDRR FRFRT -2 N—XEBFREILHIRT S

R+ SSHZ 947 v MZkoTiE, 22—V DR A MARREET —F RXR— T8 SN, AHEE D SSH
%—A®TXF“%%ﬁE%T@Wéhth B O N ENEREIND, T cERng
ARBHYET, TOXIRGAE, TEITT7 7 A VERE - HIRLT, HERELTIEID
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8% A ZERLFRIE

F A-1 SSH DERIRIE
BE RRES (RITER) Rk
1 RFC4251(2006 /= 1 H) The Secure Shell (SSH) Protocol Architecture
2 RFC4252(2006 /= 1 H) The Secure Shell (SSH) Authentication Protocol
3 RFC4253(2006 /= 1 H) The Secure Shell (SSH) Transport Layer Protocol
4 RFC4254(2006 /= 1 H) The Secure Shell (SSH) Connection Protocol
5 RFC4344(2006 4% 1 H) The Secure Shell (SSH) Transport Layer Encryption Modes
6 RFC8268(2017 4 12 H) More Modular Exponentiation (MODP) Diffie-Hellman (DH)
Key Exchange (KEX) Groups for Secure Shell (SSH)
7 draft-ylonen-sshprotocol-00 The SSH (Secure Shell) Remote Login Protocol
(1995 4£ 11 A)
8 draft-ietf-secsh-filexfer-13 SSH File Transfer Protocol

(2006 4 7 H)
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&% B.3#EF(Acknowledgments)

[OpenSSL]

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL

please contact openssl-core@openssl.org.

OpenSSL License

/*

* Copyright (c) 1998-2016 The OpenSSL Project.  All rights reserved.
%

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

*

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

*

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact
* openssl-core@openssl.org.

*
* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

*

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:
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* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
*ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.
*
* This package is an SSL implementation written
* by Eric Young (eay@cryptsoft.com).
* The implementation was written so as to conform with Netscapes SSL.
*
* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions
* apply to all code found in this distribution, be it the RC4, RSA,
* Thash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).
*
* Copyright remains Eric Young's, and as such any Copyright notices in
* the code are not to be removed.
* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.
* This can be in the form of a textual message at program startup or
* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms, with or without
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* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)”

* The word 'cryptographic' can be left out if the rouines from the library

* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from

* the apps directory (application code) you must include an acknowledgement:

* "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

*

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “'AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. 1i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/
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