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gboobooooooobobobo

goooooOoOoOoOoOOOO0O0O0 kimgOOOOOOOOOOOMCODODDODODOODOODOODOODOOOO
gcoMCOOOoOoooooMCOOOOOOoOoOoOoooooooooooooooooooooooog
goooOoOoOoOoOoOoOoOOOOOOOOUOOOOOOOOODOOOOOOMCOOOODOOOODOOO
oo

423000000
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goooOoOoo oFFOO0OC0OO0OC0OCOOOOUCDOCDOUOUDOUOOUOODUDOUDOUODODOUODODODODO
0000000000 O00DO000ODO00DDOO0000D reloadstop000O000DOOODODODO
OO0 OFFOODOODOODOODODODOO



4000000000

4300000000000

gbobobooooboboobobobobooboooo

o110 0oog

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
goo00o000DOOo00bOOo0o00oOO00oOo00oDoOoO00oDO0o0oDOoOoOOoDOOd” Login

incorrect” OO OODODODOODOODOODOOOOOOOOOOOOOOOOOOOOOOOOO

gbobOoboobooboobDOobDoperator 0000000000 OO0OOODODO

0440000000

login: operator

Password: ***x**% 1
Copyright (c) 2005 ALAXALA Networks Corporation. All rights reserved.

> 2
1. 00000oo0O0oo0booobooooooboobobo

gbooooooboobobooobooboono
2. 00000000DO000ODOO

02000000

CLIDDODDODODDODODODODODODODODODOODODOODO legowt 0000000 exit0000O0O0OOODOOO
gboboooooobooobooboooo

04500000000

> logout
login:

O30 0oboonoon

JoddoodooodeoO0dO0OOoOOOOoOO0OOOoOO0OOoOOO0OOOOoO0OObOOoOoOboOoOooOnDa
000000000000 0000000000 usernameD 000000000 set exec-timeout O [
ogooooo
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ooy

g oooooooooooo

5A0 000000000

520CLIODODO

s530CLIDOOOO
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50000000

sAUUb0OOunogg

5AM 0000000 0Og

gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo

051000000000

ooooog 0O
enable 00000000000000000000000000000000000
disable 00000000000000000000000000000000000
quit 00000000000 0000ooooo
exit 0000000000000000000
logout ooooooooooooon
configure(configure 0000000000000 0000000000000000000000000O
terminal) 0000000000000 00000000000
dife o 0000000000000 000000000000000
grep D 0000000000000 00000000000000000000
more U 0000000000000 00000000000
less O 0000000000000 00000000000
tail 0 00000000000 000000D00000000
hexdump © 0000000000000
oo

goooooooooboooor.ooooO0ooooOooooooboOooon

5420000000004

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
oooCLIO0U00oooooooouoooooooooog

boboooooboobobobobobooooobooboon

0s2000000000000000000D

Ooo0o0Oooo0o Doooooooo ooooo
ooooooog 0000000configuredadduser 0000000000 @ >
0000000000000000000000Mm
oooooooo #
00oooooooooooo ooooooooooooood (config)#t
ooo
od

0000000000 00DOO000O0O0O00DODO0000000quit0D000 extO0DOOOO
gdoooOoOoOoOoOoOoOOOOOOO0OOOUO0OU0OOUOOUOOUDOUDOUODOUOOUOOUODODODOOS$OO
gboooooobobobooobooobogn
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50000000

oo
Oo0oOoOoOOoOOOOOOOOOOOODOODOO0OO0O0 showiparpOOOOOOO

(config)# $show ip arp

gbobobobooobooooboonoo

Os510000ooooo

disable

FEEEEE—F

J
configure

exit

end

avIqagL—vay
IV RFE—F

(R

—> . = NEBAM

00oCLID0000o0ooooo0oo0oo0oo00o00000000o00o000oooooooooo
gooo

1. 00000000000000 hostname 00000000 OOOOODOOOOODOOOOOODOOO
oo

2. 000b0000O0o0ooooooboobobobooboooobDobobobooboboOoboobOobOoDbo
gboboooooboobobobobooobooboonbo

1.02.0000000000000000000

gs2000000000

> enable

# configure

(config)# hostname "OFFICEL"
IOFFICEL (config)# save
OFFICEl (config)# quit
OFFICE1# quit

OFFICEl>
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50000000

S.20CLID OO0

521400000

OO000O0OO00o00OO0TabOOOODOOODOCOOODOODOOODOOODOOOODDOOODOOOO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboooooo

0s300o0oooooooooooooooooo

(config)# in[Tab]
(config)# interface

OrTeb0 0000000000 O0O0OOCODOODODODOOOOODOODOO

(config)# interface [Tab]

gigabitethernet port-channel tengigabitethernet
loopback range vlan

(config)# interface

522000000

goooOoOoOoOOO0?2M0000000000o00o0o0o0o0o0o0oo0o0oooooooooooooog
goooooooooOoOoOoOoOOOOOOOOOOOOODOOOOMWOOOOOOOOOOOOO

054M?00000000

> show vlan ?
<vlan id list> 1l to 4094 ex. "5", "10-20" or "30,40"
channel-group-number Display the VLAN information specified by
channel -group-number

detail Display the detailed VLAN information

list Display the list of VLAN information

mac-vlan Display the MAC VLAN information

port Display the VLAN information specified by port number
summary Display the summary of VLAN information

<Cr>
> show vlan

gooooooooOoOoOoOoOoOOOOOOOOOOOOOMWOOOOODOOOODOoOOoOoOoOoOoOooOo
go0o0oOoOoOoOoOoOOOoOoOOo?2000U00DU0UODUOOD0@™CklcOOVOOOODOoM@M?ODOooOooOoOn
gooo

5230000 bbbOuuogd
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gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD

gbobobooobooboobobobooobooooobooboboboooboooobobobobonon

O0mTabO OO OOO?20000000000O0O0OO

gboboboooobooboboboooooooboobobobobooobooobooboboboboonon

gboobooooooOoboboboboooogsspooooooobooboboboobobonooon 5600
gbobooooooobooboobobob



50000000

gss0000oooooooooon

(config)# interface gigabitehternet 0/1
interface gigabitehternet 0/1

% illegal parameter at '"' marker
(config)# interface gigabitehternet 0/1

gse000000000D0OOO0ODO

(config)# interface gigabitethernet 0/1
(config-if)# speed
speed

A

% Incomplete command at '*' marker
(config-if)#

524000000000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooboooobooboboboobooooooboobobobobooboooboon

05670000000 00D00O00OOshowiparp000COO0O

> sh ip ar [Enter
Date 2005/11/15 19:37:02 UTC
Total: 1 entries
IP Address Linklayer Address Netif Expire Type
192.168.0.1 0012.e2d0.e9£f5 VLANOO10 3h44m57s arpa
>

oomoel100b0O000DOO0DOO0ODOOODOOODOODOOODOOODDOODODOOOUOODODOOOD
gbobobooobooboobobobooobooooobobobobooboooon

00oo0*0000000000000000000000000000000000000000O0

5250000004

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooobooboboboboboooooobooboobobobobooboobooon
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50000000

O0s8000000000O0O0OOODOODOODOODODO

> ping 192.168.0.1 numeric count 1 .1
PING 192.168.0.1 (192.168.0.1): 56 data bytes
64 bytes from 192.168.0.1: icmp seqg=0 ttl=31 time=1.329 ms

--- 192.168.0.1 PING Statistics ---

1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 1.329/1.329/1.329 ms

> 2
> ping 192.168.0.1 numeric count 1 .3
PING 192.168.0.1 (192.168.0.1): 56 data bytes

64 bytes from 192.168.0.1: icmp seg=0 ttl=31 time=1.225 ms

--- 192.168.0.1 PING Statistics ---

1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 1.225/1.225/1.225 ms

>

> ping 192.168.0.2 numeric count 1 ...5
PING 192.168.0.2 (192.168.0.2): 56 data bytes

S

--- 192.168.0.2 PING Statistics ---
1 packets transmitted, 0 packets received, 100.0% packet loss
>

1. 192.168.0.1 0000 ping00O00O00O0O00O00OO

20+ 00000000DO0DOOOOOODODOODOOOOOOO0
O0000OO0mr 0D000C00O0O0O0OOping 192.168.0.1 numericcount 10000000000
OEnter000000O0O0O00ODODOOODOOCOOOODOOODO

3..192.168.0.10000 ping0000O0O0OODODODO

4.0+ 000000000000000000000000000 ~0000000BackspaceDOOO
gbobobobooobooobobo
000000 m» 00D0O0D00OD0ODODOOping 192.168.0.1 numericcount 1000000000C0OIPO
00000100000 020000000EnterD000DOOOODODOO

5..192.168.020000 pingO0OO0O0OOODODODODO

gbobooooobooboboboboooboooboobooboboboboobooobooboobOobobon
gbobooooooobobobobooooooobooboboboboobooooooboobobOoDbOob
gbooooooooobo

0530000000000 0O000DO00DOobOOoDoD

od od oo

1 ! ooooooooooooooooooOoboooao

2 'n Dooooon"0000000000000000

3 I'n ooooooooooooocoooogo

4 Istr Oo00str000000O00O0O0O0O0O0COO0OCOODOCOOODOOO0OO0

5 Astrl”str2 O0o0o0oo0ODO0o0o0o0oOoob stridstr200000000000O
oo

000000 showhistory 00000000000 OODO

gooOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOBackspaced OO0
OCwlOODOCOOOOOOOOOOOOOUOOOOUOOOUOOOOUOOOOUOOUODOUODODDOODODODOO
gbooooooooobon
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50000000

ao
gooooooooooooooomy Oy 0 O - O0O00DOO0O0DOO0OO0ODOO
gbobooooooboobobooboboboboobooooooobooboboboboooobooobooon

526000 D0ODOO

goo0oo0oooo0o0ooo0o0ooodooo0oooooooooooooogoooDOooooooo
0000000000000 grep0 00000000000 DDOO0OOOOOODOOOODOOOODOO
O000D0OD0OO00OD0MM0O 5-90showsessions 0000000000 showsessionsOOOOOOOOO
00 5-100 showsessions 100000000 grepd0000000O0O0O0O0OO show sessions [
000000000 grepd 00000000 O0ODDOO0ODOOOODOO

0 590 showsessions 0 OO0 OOOOMO

> show sessions
Date 2009/01/07 12:00:00 UTC

operator console ----- 0 Jan 6 14:16

operator ttyp0 = ----- 2 Jan 6 14:16 (192.168.3.7)
operator ttypl = ----- 3 Jan 6 14:16 (192.168.3.7)
operator ttyp2 admin 4 Jan 6 14:16 (192.168.3.7)

0 5-100showsessions 100000000 grepO0 00000 OOODOODO
> show sessions | grep admin

operator ttyp2 admin 4 Jan 6 14:16 (192.168.3.7)
>

527000 DODOOU

goo00o0o00DOoO00obOo000ooOOo00oDO00oOo0o0O0oDbo00oDbDO0OO0OoOOOdO show
interfaces 000000000000 O0ODOODOODOODOODOODODODOODOO

0 5-11M0showinterfaces 00 00000000 O0O0ODODOO

> show interfaces nif 0 line 1 > show_interface.log
>

528000000

gooooo0ooo0o0oooo0ooodoooooooo00oobDooUoooD0ooooooooDooo
goo0oo0oooo0o0ooo0o0ooodooo0oooooooooooooogoooDOooooooo
0000000000000 0D00D0O0DO00000000D0000D00 wsernamed OOOO0ODO0OO
O setterminal pager 1000000000000 OOODOOOOOOO

5290 CLIDOODDOOOODO

goooopooooo cLIocoooooocCcLI000ooooooooooooooooooooog
O0o0o0oooOooooo CLIoboo CLIoobooooooDooOoODOO

O s54000000000CCLHOOOCLDDODOO

oo oob0ooobOooOoOoooooocooooon

oooocooo ooboooooooooooooocooooono
ooooooooooooogonoeonnoOnO
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50000000

58

oo gobDooooOooooOocooOooooOoooon

ooooo goooooooooooooooooo
oboooooooOoooOoooooOooooOoooOoa

ooood gooooooooobooooooooOoocOoOooOobooooOoo
goooooooooooooooOobOOoOoOoOoboO0oOooOoOoOooOoOoooooon
oboooooooOoooOoooooOooooOoooOoa

ooOoCO cCLIOOOOOOOOOO0OOO0O0O0O0O0O0O0O0O0OD0O0D0O0O000 usernamed ODO0O0O0OCOOO
gbooooooboobanb

* set exec-timeout
* set terminal pager

¢ set terminal help

gbob0oooobobOb0Owernmame 0000000000000 0DOODOOOOOOODOODOO
goo cLlocoooOoOoOoOoOoOoOoOoOOOOOOOOOOOOOOOOOObOOOOODODODODODOO
gboboooooboobobobobooooboobooboboboboboobooboobobobon
gboboooooboobobaon

gbobooooooobobobobobooboooooboobooboboboobooooooobOobOoDboOob
gdooooOoOoOoOoOoOoOoOoOoOoOo CLIDODDODOODOODOODOODOODOODODOODODOODOODOOD
gboboooooboobobobobooooboobooboboboboboobooboobobobon
gbooooooobo

gbobooooooobobobobobobooooboobooboboboobooooooobOobOoDbo
gbobooooooobobobobobooboooooboobooboboboobooooooobOobOoDboOob

OO00OO00OO0O0OOOOOOOOOOO0OOadduser0 0000 noflashOOOOOOOOOOOOOOOO
gdoooOoOoOoOoOoOOOOOOOOOOOOCLIDO0UODUODUOODUDODUDODUODODUOODOOOoOoOOO



50000000

S30CLIDOOnng

o100 0obobooooboboooboobo

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
O000C00oOooooo killuser0OOoOooOooOOO

gz20CcLlOC0O0bOOODOoOoOoOooboOoDn

OcCtrlD0ODOCOOO@mMCl0ODZODODM Ctrl0 0 0¥ O OO 0000000000000 000O0
gbobobooobooboobooboboboboooooboobobobo
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Juooobogdd

iUl UUUU U
iUl UUUU U
gobbooobooobbooobbooobbuooobobooon

6100000000000

620000 0000000000000 O00O0OO0

e300 000ooooouobooooooooooooon

6400 000000COODOOOOO

650000000000 0O0ODO
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6.00000O0OOOOO

cA0UU0Uuouooon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbooooooooobo

611000000000 0O00ogn

gbobooooobooboboboboobooobooboboboooboooboobobobobooboobooon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooobooboboboooooboonbog

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
00000000 save(write 0000000000000 0000D0O00O0OOOODOOOOOOOO

gbobooooobobobobooooboobobobobooobooboobobob

0610 0000D00O0OO0DOOOOODOOOODOOOODODO
FEE

Aa—b+tT7yvS
avIq4gL—>ay

3
vZoHavIqadL—varvéltTo—FkKaha,
SvZuHavIadL—a v ORETERERET 5,
20749 L—avEERLEBSIR, SvZvdaviqadb—vavicRrEh3,
SEEEN-50ZvFav I L—23vERE— Py Tav 4 L—2a v
#®ET 5.

1 ABBEREFTIE, BEERAETIOREI— L7y Tav 749 L—2arhHEatiah,
55—

61200 0000000000000

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
0000000000 OOsave(write) 0000000000000 D00000O0O0DOOO0OOOOOO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooboobobobooboobobobobooboooon
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6.0 0000000000

c20UU0UbUidubuoobouoonogn

gboboobooboobooboboboboooooobooboboboboboobooboboboboboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobooooboobobobobooboooooboobobobome4b0bOobObOODODO

gboboboooooboboobo

0e2000000000DOO0ODOODOOODDOOO

| REEOES |

I
EEEBEECOOIAY
(enablea< 2 )

|
fmEeFth

(configurea <> K)

|<
[

WMEADOABDERT - R
(showa< > k)

SvZogarvIq4gL—2arv0mEE
GEAD - {E1E - HIBR)

WMEZRDODABDOERT - R
(showa< > k)

AE—+T7vT
avIq49L—vay
T 7 A ILIRTE

AE— Py FarvIiqadL—3y
T 7 A IO
(savea < K)

l<
-

BT
(exitaw oK)

63



600000000000

c3l U ououooon
0o

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboobooooobooboboboobooobooooobobob

0630 00000000000000O0O0OOO
Ao—s3L aAr7«49L—arm
arvoIq49L—v3y E—F (EZRBE
E—F (F—EE

E—FBBaTFK

contig vlan config-vlan
spanning-tree mst configuration config-mst
interface loopback config-if
interface port-channel config-if
interface gigabitethernet config-if

interface range gigabitethernet

config-if-range
interface tengigabitethernet

: —— config-if
interface range tenglgabltethernecton fig-if-range

interface vlan

config-if
interface range vlan

axrp
gsIp
ip access-list extended

config-if-range

config-axrp

config-gsrp

- - config-ext-nacl
ip access-list standard

config-std-nacl
ipv6 access-list

config-ipv6-acl
mac access-list extended

config-ext-macl
ip qos-flow-list

config-ip-qos
ipv6 qos-flow-list

config-ipv6-qos
mac qos-flow-list

config-mac-qos
ip dhep pool

dhcp-config
line console

config-line
line vty

config-line
parser view

config-view
auto-config

config-auto-cf
netconf

config-netconf

ethernet cfim domain

config-ether-cfm
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6.0000000000O0O

c40 0D 00OLOUO0O0OOOOOON

64100 000000000000O0O0O0ODODOO

gbobobooobooboobobobooooooobooboobobobooooobooboboboboonon

oe10C0000DOOCOODOOODODODOO

ooooo oo
end ooooOoooooo0ooo0ooooOooOoOo0oO0oobocOooooOoOooOooOooooa
quit(exit) gbooooooooO0ooOooooOoOoOOoO0oO0oOobocO0oOooOoOoOoOooOoocOoOooOoboOooan

ooooooOooooooooOooOoobOOooOoOobocOoooOooooOooOooooo

save(write) obooooooooO0ooOoOoooOoOoOoOoOoO0oOoOoOoOoOoOoOoOooOooOoOoOoOoboOoooon
show ooooooooooocoooooooooo
status goooooOooooooooooobOoooooo
top gbooooooooO0ooOooooOoOoOOoO0oO0oOobocO0oOooOoOoOoOooOoocOoOooOoboOooan

obooooooooOooooooon

gbobooboooboobobobobooboooooooboboboboooboooboobo

062000000000

ooooo oo
show running-config gooobO0oOo0obOobooboooboooooo
show startup-config 0000000o0oooooooooooooooog
copy gooobooooboboobooooo
erase configuration gooo00o0o0bOOobOO0obOobDOobODOobOooOoOoUOooOooUoobobo
show file gooo00o0o0bOOobOO0obOobDOobODOobOooOoOoUOooOooUoobobo
cd gooobooooboboobooooo
pwd goooooooboobobobobobOoo
Is goo0o0o0oO0oobobOoboboooooboa
dir goooooboobobobOoboboobooobooobooooboob
cat goooboooobobobobooooo
cp goooooooboooo
mkdir goooooooboboboobo
mv gooobooboobobobOobooooobooooo
rm goooOooooboboboo
rmdir goooboobooboboobOoooo
delete goooooboobobobobooboobooooboo
undelete gOo00O0000obOobOO0bDOobDOobOOobDOooOobOOooOoooo
squeeze 0000000000000 00000 deleted0000O0O0OOOOOOODOO
zmodem 0000 RS232000000000000000O0O0O0OOOOOOOOOOOO
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6.00000O0OOOOO

6.4.201 configurel configure terminall] O O O [

0000000000000 00D0DOOOenabled 00000000 O0OO0ODODOODOOOODODOODOOO
00000000000 dconfigure 100O00O0O configureterminal 0000000000 O0OOO
O00OGonfig#0 00 0000000000000 D000O0O0O00O0O0O0O0O0O00O0O0O0O0O0OO0O00
dodddooooooooooooooooooon

Ue40000000000DOOODOOOODDOO

> enable 1
# configure .2
(config) #

1. enable 000000 O00DOOODOOOOODOO
2. 0booboooboobobobobooooooboobOobo

6430000000000 UO0O000UUOUIshowd g

o1 ooboooob0oboobooboooobobooboobobDUobobOobooooo

0000000000000 00 show running-config O show startup-config 0 00000000000
00000000000 0ooo00ooo000oDoo00o0o000oDoo00DoooooDooooooOo
00000000ooo0oDoooooooooooo

0e500000000000O0O0O0ODOOODO

OFFICEOl1# show running-config 1

#default configuration file for XXXXXX-XX

!

hostname "OFFICEO1"

!

vlan 1
name "VLANOOOL"

!

vlan 100
state active

!

vlan 200
state active

!

interface gigabitethernet 0/1
switchport mode access
switchport access vlan 100

!

interface gigabitethernet 0/2
switchport mode access
switchport access vlan 200

|

OFFICEOLl#

1. 000000o0oo0ob0obobooboooonDo

020 0000o00o0ob0obooobooDbo

Oo0oOoOOoOoOoOOO0OO0O0OO0 showOOOOOOOOOOODOOOOOOOOOOOOOOOOOO
gbobooooobobobobooboobobobobobobob e oOoOoOOobOODO
gbobooooobooeSn0DO0OOOOOODbOODODOOOOOODODODOODObOOOOOO
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6.0 0000000000

oe6000000000OD0OOOOOOODOOO

OFFICEOLl (config) # show a1

#default configuration file for XXXXXX-XX

!

hostname "OFFICEO1"

!

vlan 1
name "VLANOOOL1"

!

vlan 100
state active

!

vlan 200
state active

!

interface gigabitethernet 0/1
switchport mode access
switchport access vlan 100

!

interface gigabitethernet 0/2
switchport mode access
switchport access vlan 200

|

OFFICEO1l (config) #

1. Joobooboobobooooooooobooboboboboooooooboon

ad

067000000000 0OOOOOOOOOOOOO

OFFICEO1 (config) # show interface gigabitethernet a1
interface gigabitethernet 0/1
switchport mode access
switchport access vlan 100
|
interface gigabitethernet 0/2
switchport mode access
switchport access vlan 200
1

OFFICEOl (config)#

1. JooboooboobobooooooobooboboboboooobooboobobOobooobooo

ad

0e800000000OOOOOOOOd

OFFICEOl (config)# show interface gigabitethernet 0/1 1
!
interface gigabitethernet 0/1

switchport mode access

switchport access vlan 100
|

OFFICEO1 (config) #

1. 0000OOoO00ooooOoooo0ooboOoooooooobDonoooboooo

g
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6.0000000000OD0

0e900000O0ODOODOOOOOODOODOODODODOODODODODOD

OFFICEOl (config)# interface gigabitethernet 0/1
OFFICEOl (config-if)# show 1
interface gigabitethernet 0/1
switchport mode access
switchport access vlan 100
OFFICEO1 (config-if)#

l. 0oOooOooOooOoOoOoOOOoOOOOOOOOOOOOoO1IOOOOOOO

64400 000000000000O0O0OOODOO

010 0obo0ooobOoboooboobooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbooboooooboobobobobobobooobOoboboboboob00Ono0DbObOOOODOOD
goooo

gbooboooobooboboboboobooobooboboboboob0oooobOOno0OOOOO
gboboooobOobOobobobOnobObOO0OOOOOODOODOODODODOOOOODOD

gbobooooboobobdobobobel0b0Ob0OOO0ObLOODLOObOODbDObOOOOOOODOODODO
gboboboboennoooboobOOobOobo0obOooooboobOoDbOo

0e100000000000O00O00O0OO

config)# vlan 100 a1
config-vlan)# state active 2
config-vlan)# exit

config)# interface gigabitethernet 0/1 .3
config-if)# switchport mode access .4
config-if)# switchport access vlan 100 ...5
config-if)# exit

config)#

config)# vlan 100 ...6
config-vlan)# state suspend w7
config-vlan)# exit

config)#

config)# interface gigabitethernet 0/1 ...8
config-if)# no switchport access vlan ...9

(
(
(
(
(
(
(
(
(
(
(
(
(
(

VLAN 1000000 VLANOOOOOOOOO

VLAN 10000000000
0oooo0ooooooo0o1ooooooooooo
goboo10oobooOoooboOoooooog

0000 VLANO 1000000000

VLAN 1000 0000000000

VLAN 1000 0000000000000
ooooooobooobbooi10obobocOooooooon
O000O00oooooo VLANO VLANID100O0OOOOOO

© ® N ok w e

O
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6.0000000000O0O

oeMooOoOoOoOoOooOoOOoOoOODOO

(config
(config
(config
(config

# no ip domain lookup

# ip domain name router.example.com
# ip name-server 192.168.0.1

# ip domain lookup

RIS

DNSOOODOOODOoOOoOoooo
000000 router.example.com OO OO0 OO
goboOoonog192.168.0.1 0000000
DNSOOODODOOODoooooo

L

020 00000000000

gbobobooobooobooboobobobobooboooboooboboboboboobooobooobo
gboboboobobobobobobboee1200000000O00DOOOOOOOODOODODO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobobooooooon

gboboboobobel3obobobooboboobooboboboboooooboobobobo
gbobobooobooobooboobobobobooboooboooboboboboboobooobooobo
gboboboooooooboobobobooboobooobooooboboDbo

0612000000000

(config)# interface gigabitethernet 0/1
(config-if)# description TokyoOsaka
(config-if)#

061300 000000000000000

(config)# interface tengigabitethernet 0/1
(config-if)# description
description

A

% Incomplete command at '*' marker
(config-if)#

64500 0000000000000 UUDDbDDbDDbbOsave g

save(write) 100 0000000000000 000O0D0O0O0O0OO0OD0O0O0ODOO0OOOOOOOOO
gboboboooboooobooboboboboobooooooboboboboobooonDo

0e140000000000O0DODOOO

# configure a1
(config) #

.2
! (config)# save .3
(config) #

1. 000ooOooOoboobooobooooooboooboobob
2. 000b000o0o0oo0ooobobab
3. udoooobobobobooooobooboboboooo
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6.0000000000OD0

646000 000DO0O0OU00000O0OOexitDOOO

gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo
exit 000 00000000000000000000000000save0J0 00000000000
gooOoOoOoOoOoOOOOOOOOOOOOOOOOOOOODOODOOexitOODOOOODOODOODOOO
gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo
gboboooooboobobobobobooooyboooobobobOMyobobooOOobDOooOoo

gboboooobooboboboboboobooboobobobobobooboboobooboobOobOob e1500
gboboooboobobdobobobbotbeleb0000ObOODOODOODOOOOOOOODOODODO
goooooooboon

061500 00000000000000O0
! (config)# save
(config)# exit 1

1. 0oooooaooao

O

061600 0000000000O00O0O0O0O0OOOOOOOOO0O0O00

# configure ol
(config) #

! (config)# exit
Unsaved changes found! Do you exit "configure" without save ? (y/n): y ...3
L4

1. 0obooooooobobooooobooono
2. 0boo0oobooboobooboboooo
3. 0boboooooooooboon

64/00000000000DOOOOODOOOO
010 00000000000000000000000000000

0000000000000 o00o0oO000ooO00o00Doo0ooOo0o0oDoO0o0oo0oooOoOoooa
0000000000000 0000000DO0000000000O0000DO000bO0000OOo00O0O
0000000000000 0000000000000D0 000 @M Maximum number of entries are

already defined (config memory shortage). <IP>0 0 O O 0 Maximum number of entries are already
defined<IP>0 000000000000 O0DOO0OOCOOODOODOODOOOOOOOOOOOOODOOD
doddooooooooooo

20 00bo0o00ob0obOoooobOobooooobobooboboobo
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gbobooooobooboboboooooooboobobobooboooboobooboOob0000bDOD
gbobooooobo400c00b00bO0ODbObDOOOOOODODbOODg0000000ODO0ODOODOOOO
gbobooooobobobobooooobobobobobooooboooboobOobo

4000000000CO0O0OCO0ODOOOOUOOOOODOOOOOOO 0000000000000 4000
gbobooooooobooboboboboooooooboooDo



6.0000000000O0O

el U000 UOOuonggy

gboboboooboooboobobobobobooooobooooboboboboboobooboobooon

6.510 0000000000000 oon

gbobdbecepybboooobooboobooboboboooboobooboboboboobobobo
gboboboooobooboboboooboooooboobobobooobooobooboboboboonon
0000000000000 0OU00O0O0UL0OUO0OUOOUDUDOOO/configt D000 OODOOOOO
gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon

gboboboooboooboobooboboboboobooooooboobobobobobobooboooboobo

gbobobobob2000000000Db000O0O00DODODO0ODOOOOOOOODOODODbO
gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon
gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo

oe1700D0000DOOOO0ODDOOODOCOOOODOOOODO

> enable

# copy startup-config ftp://staff@[2001:240:400::101] /backup.cnf
Configuration file copy to ftp://staff@[2001:240:400::101] /backup.cnf?
(y/n): vy

Authentication for 2001:240:400::101.

User: staff

Password: XXX L1
transferring...

Data transfer succeeded.

#

1. 000000000000 staff 0000000000000
g

ge18000000DOO0OODOOOODDOOODOOOOO

> enable
# copy running-config ftp://staff@[2001:240:400::101] /backup.cnf
Configuration file copy to ftp://staff@[2001:240:400::101] /backup.cnf?

(y/n): vy
Authentication for 2001:240:400::101.
User: staff

Password: XXX L1
transferring...

Data transfer succeeded.

#

1. 000000000000 staff 0000000000000

5200 00bObb0idddoooooooboboobobbbooooon

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooooboobobobobobbo0bD copy0ooooobO0ODbDODbDOObOODOODO
gooo
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6.00000O0OOOOO

061900 000000000000O0O0O0OOOO0OO

> enable

# copy ftp://staff@[2001:240:400::101] /backup.cnf startup-config
Configuration file copy to startup-config?

(y/n): y

Authentication for 2001:240:400::101.

User: staff

Password: xxx 1
transferring...

Data transfer succeeded.

#

1. 000000000000 staff 000000000 OOOO
O

062000 0000000000O0O0O0O0OOOOO

> enable

# copy ftp://staff@[2001:240:400::101] /backup.cnf running-config
Configuration file copy to running-config?

(y/n): y

Authentication for 2001:240:400::101.

User: staff

Password: XXX A
transferring...

Data transfer succeeded.

#

1. 000000000000 staff 000000000 OOOO

6.5.30zmodem U0 00O OOOOOOODOOO

0000 RS232C0000000000000O0O00O0OO0OO0OO0OO0OOOOOOOO zmodem O
gboooooooobo

g1 0bobo0oooboboooboboobooboboobooboooboon

72

go0oOoOOOOoOOOCOOOOOOOOOOOOODODOOODODO /lusr/home/operatorD O OO0
boboooboobooboboboooobobobobdbcecopybobobobOoOoO0OOODO
0000000000000 zmodemOO0O00O0OCOO0OOOOOODDOOODOOODDOOODOOOO
gbobooooooooooobobob

0620000000 0OCO00O0DOOO0ODOOODOOOOODDOOODOOOODOOZModemOO0O0DO0O

> c¢d /usr/home/operator

> zmodem get backup.cnf 1
**B000000027fed4

**B000000027fed4

> enable

# copy /usr/home/operator/backup.cnf startup-config 2
Configuration file copy to startup-config ? (y/n): vy .3
#

1. bobooooooobobobobooooboooboobobobobobobooobooboobOobOoDbo



6.0000000000O0O

gboboooooobobdabdo
2. backup.enfO00000000O00OOOOOOOOOOOOOODOOOOOOOODOOOODOODOOO

gooooo
3. 000oooobobobooooboono

20 J0b00bo0oboobobooobobooooboboboboobooon

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
god

062200 00000000000000O00O0O0O0O0OOOO0OO0O0O0O0O0O0O00O00

> c¢d /usr/home/operator

> enable

# copy running-config backup.cnf a1
Configuration file copy to /usr/home/operator/backup.cnf? (y/n) : y
# exit

> zmodem put backup.cnf 2
**000000000000

>

1. 0ogooooooobooooooboooobooboboboboooooooboobobobooooo
oo
2. 0b00boboooooboobooboboboobooboonbo

6.540ftp U U0000O0OOOOOODODOO
000000000000000000000000 fip00000000000

o100 0obobooooboboooboboooobobooboobon

0000000000000 000000000OoUOoOUUOUOggg/usr/home/operator OO OO
gbobobooobooboobobobobooboooobodgbD cecopy00O0obO0ODODOODOODOODO
000000000000 Cofp0 0000000000000 OODODODOO0OONDOOOONDOOOOOo
gboboboooooboboobo
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6.00000O0OOOOO

062300 00000000000000O00O0O000O000000000000/pOODOOO

> c¢d /usr/home/operator

> ftp 192.168.0.1

Connect to 192.168.0.1.

220 FTP server (Version wn-2.4(4) Wed Jan 1 00:00:00 JST 1999) ready.
Name (192.168.0.1l:operator): test

331 Password required for test.

Password : XXXxXXX

230 User test logged in.

Remote system type UNIX.

Using binary mode to transfer files.

ftp> get backup.cnf 1
local: backup.cnf remote: backup.cnf

200 PORT command successful.

150 Opening BINARY mode data connection for backup.cnf (12,345 bytes)
226 Transfer complete.

ftp> bye

221 Goodby

> enable

# copy /usr/home/operator/backup.cnf startup-config 2
Configuration file copy to startup-config ? (y/n): vy .3
#

1. 0oboooooooboobobobobooboooooboon

2. backup.enf 000000000 OODOODODODOOODOOODOODOODODODOOOODOOOODDODOOO
goooboo

3. dboooobooboobooboooo

20 0gbo0ooobobooboobooboooboboobooboboboboOoDbOon
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gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gooooo

062400 0000D00O00DDOOOODOOODOOOOOOOOODDOOODOOOODO

> c¢d /usr/home/operator

> enable

# copy running-config backup.cnf a1
Configuration file copy to /usr/home/operator/backup.cnf? (y/n) : y
# exit

> ftp 192.168.0.1

Connect to 192.168.0.1.

220 FTP server (Version wn-2.4(4) Fri Jan 1 00:00:00 JST 1999) ready.
Name (192.168.0.1l:operator): test

331 Password required for test.

Password : XXXxXXX

230 User test logged in.

Remote system type UNIX.

Using binary mode to transfer files.

ftp> put backup.cnf 2

local: backup.cnf remote: backup.cnf

200 PORT command successful.

150 Opening BINARY mode data connection for backup.cnf (12,345 bytes)
226 Transfer complete.

ftp> bye

221 Goodby

>

1. 0ob00ooooooboobobobooooboooboobooobooboboobooooooobooboOoDboOoD
god
2. 0boooobooboobobooboobooobooboobOobo



6.0000000000O0O

e.5.50MCOO IO OOOOnd
MCOOOO0ODD0000000 00000000000

o100 0obobooooboboooboboooobobooboobon

0000000000000 000000000OoUOoOUUOUOggg/usr/home/operator OO OO
O0000O0oO0OoQoOoOooOoDoOoOooOOoOMCOODODOOOOOOOOO copylO0O0O0OOoOoooooQ
gbobobobobooboobobobUbOepbOobOobOOobODbObOOOODOODODODODODOOO
gbobobooooooboobooboboooo

ge200000000000DOOO00ODOOOODOOOMCOODOOODOOODOODOOOepOOO

oad
> cd /usr/home/operator
> cp mc-file backup.cnf backup.cnf L1
> enable
# copy /usr/home/operator/backup.cnf startup-config 2
Configuration file copy to startup-config? (y/n): vy .3
#

1. 0000000000000 00000000 MCOOOOOOOO
2. backup.enf 000000000 DODODODODODODOODODOODOODOODOOOOOO
3. uoooooboboboooboono

20 J0o00obooooboooooobooooMCcOubooooD
goooo0oOooOoOoOoOoOOoUoOoUOUUOUUDUODUOLOOoUOODOo MCOODODODODODODODODODODOODOOO

0620 0000000000000 OOOOOOOOMCOOOOOOOOO

> cd /usr/home/operator

> enable

# copy running-config backup.cnf a1
Configuration file copy to /usr/home/operator/backup.cnf? (y/n) : y
# exit

> cp backup.cnf mc-file backup.cnf .2

>

1. 0ogooooooobooooooboooobooboboboboooooooboobobobooooo
oon
2. 00000000000000000O00O00OOMCOCOOOOOO

e5600 00D 0000O0NOUODODObObObObObOO0OoUgn

gbobdbecepybboooobooboobooboboboooboobooboboboboobobobo
gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
goboboooooon

gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon
gbobobooboboobobobobobobooboobobobOececpydbobobooboOonoOoDnODO
gbobobooboboboboboboboboobobobd copydOOODODODOO copy
gboboboboboobdbbecopyOb0obOobO0obOO0OoO0OoOoOoOOobOODODOOOOOODODn
gbobobooboooboobobobooobooooboob0obOobobooboobbececpydonOg
gboboooogo
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Jdoboobogdduobooind
EREpEEN

gbooooobooobobooobboobobboooobooobboon
googn

71000

7200000000000

7300000000
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70000000000 00O0O0O0OODOOOO

700

goooooooOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOO VLANDO IPOOO
go00oO0oO0OoOOoOOOOOOOOOOOOOOOVLANDO IPOOOOOOOOOOOOOOOOO
gbooboooooooboboboboooooobooboboboooooooobobOoDbo

O71000000COO0O0DOOO0DOOOOOD

FEE
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7000000000 00O00OOoooooo

/2000000000404

721000 0000000000O00O00O00O0
00000000000000000000000000000000000000000000

O710C00000O0CO00DOOOODODOO

ooooo oo
ftp-server 0000000000 fp0000000000O000DOOO0D0ODOO
line console O00oo0oOoRrSs22C00000000000000
line vty 0000 temetDOO0OOOOOODOOODODODO
speed O000O0oo0oRS23200000000000000
transport input oooOooooooooboooooboOoooooooOooooooooooo

VLANOOOOOOO IPv4/IPv6e 00000O0O0OOOOOOOOOODOOOODOODOODOODOODOOO
OmM 18O VLANOOD 260 IPv4 0000000 MMOOOO270IPv6e0000OCOCOOCODOODODODOO

oo

/22000000 IPOOOOODOO

gbobooogo

gbobooooooobobooboboboboobooooooooboobobobobooooboooon
OlpO0000O00DOOOODOOOODOOOOO

O720000000000000O

REE
- EEEEEH EHEH
IP7 FLX :192.168.1.1 255.255.255.0
VLAN ID : 100
R—F : 0/1

gbobooooooo

1. (config)# vlan 100
(config-vlan)# exit
VLANID100O00OOO VLANOOOOOVLAN 1000 VLANOOOODOOOOOOOOODOOOODO
goo
U

2. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 100
(config-if)# exit
goo0ol1dboo00o00fdo0fdooobOdbOobOoooooOOooOooDOobOO0bOooOooooonDonag
VLAN100OODOOOOOooooooooo
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70000000000 00O0O0O0OODOOOO

g
3. (config)# interface vlan 100
(config-if)# ip address 192.168.1.1 255.255.255.0
(config-if) # exit
(config) #
VLANID100O00ODOO0ODOOO0O0O0O0O000ODDO0000000000O0OOVLANID 1000 TPv40O
000 192.168.1.10 00000000 255.255.255.00 000000
g

r230telnetd 00O ODOOOO

gboboooogon
oOoopooOoIpO000ODDOOO0ODOCOOOODOOOODO
OO00OOCOOOOoOoOoOOoOO temetOOOOCOOOOOOODOOOOOOODOODOODODODOOO
OOoO0O0O0O0C0lknevtyOOOOOOO
gboobooooooobobobobobobooooobooboobobobooboooboooobOoboOoDbo

gbobooooooo

1. (config)# line vty 0 2
(config-line)#
000DOO0O0O00O00OD0O0O00OD telnet0D 000000000 ODOODOODOODOODOOOOODOOO
000bO0bOo0oDOO0ooOOooOooOoDOO0bOOooOOoO sgooooon
ad

(240fp00000ogoooon

oboobooooono
oO0oooOoIpPO000ODODO0OODOOOOODOOOODO
O0000000ooooooo fip00000D0D0O00DOOO00O0ODODO0OOOOOODODO0OD
0000000 ftpserver 00 OO OO0
0000000000000 00000000Doftp000D0OO00DOOOODOOOOOOO
oooon

gboboooooon

1. (config)# ftp-server
0000o0o00oooooood fip00000000ODODO0ODOOOOODOOOODOO
g
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7000000000 00O00OOoooooo

r3uouogoon

731000000000

gboboboooooooboobobobobooboooboooooboobOobob

Oo72000000000

ooooog oo
set exec-timeout 0000000000000000000000000
set terminal help 000000000000000000000000000
set terminal pager 0000000000000 O00oooon
show history 0000000000000000000000000000000000000000
ooooooom
telnet 00000 IPOO0OOOOOOOOOOOOOOOOOOOOOOO
ftp U000 TCPAPOOUOOODOUODOOOODOODOODOOOOOOOOOOO
tftp 0000000000000 00000000 UDPOOODOOODOOOOO

VLANOOOOOODOO IPv4/IPv6 000000000 OODOODOOOODOODOODOODODOODODDOO
OmM 18O VLANOD 260 IPv4 0000000 MMOOODO270IPv6e0000C0OCOOCODOODODODOO
ao

73200000000000000000DDOO

0000000000000 000000O0U0UO0g pingd pingipv6e 100 000O0O0O0O0O0O0O0OO
OmMm2e0IPv4a 00000000 O0000270IPv60 0000000000000 O0O0O00O
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Doo0oooododod RADIUS/
TACACS+

gddoodoodooooooooobooooobboobooobbn
000000 RADIUS/TACACS+O00O00O0ODOOODO

s10bb0UdlboOOoOOobooOoono

8.20 RADIUS/TACACS+ 0 0O

8.30 RADIUS/TACACS+ 00000000000
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8.0 00000000000 RADIUS/TACACS+

sAlubuubngoonoggd

sl 0000000 ooooon

gboboooooboobobobobooboobooboobobobooboooboooboobOoDbo

84

08100000000 00DO0O0ObOD

ooooo

oo

aaa authentication enable

000000000000 Oenable00000000000O0OOOODOOO
ooo

aaa authentication enable
attribute-user-per-method

000000000000 Oenable00000000000O00OOODODOOO
oooooood

aaa authentication enable
end-by-reject

00000000000O0Oenable00000000000O00O0ODOOOODODO
ooooooood

aaa authentication login

goooooooooooooooooooooooo

aaa authentication login console

000000RS232C0 000000000 aaa authentication login 0 0 0O O
gooobobooooobooooon

aaa authentication login
end-by-reject

oooooooooooboooooooooooooooon

aaa authorization commands

RADIUSOOOOOO TACACS+0 00000000 DOOOODODOOOOO
ooooo

aaa authorization commands
console

000000RS232C00000000000OQO aaa authorization commands
goooooooooooooooooooog

banner

goobooooooooooooooooobooOoocoooobooooooon

commands exec

gobobooooOooooooooooOooOoOoOooOocOoooOoOoOoooooooo
oobobooooooooocoooooo

ip access-group

000000000000 0000000000000000000 IPv40O
goboooooooooooooobooooon

ipv6 access-class

000000000000 0000000000000000000 IPveO
goboooooooooooooobooooon

parser view

gobooooooooooooooooOoocOoO0ooOoboO0oOooOoOoooOooooa
ooooooood

username

gobobooooOooooooooooOooOoOoOooOocOoooOoOoOoooooooo
goboboooooooooooooooooooboooao

gboboooooboobobobooooooboobobobobooo

082000000000

ooooo od
adduser gooooooooooooooooooboooo
rmuser adduser 0000 00000000000000O00O0O0O0O0O0O0O0O0O0O0OO
password ooooooboooooooooooooo

clear password

oooooooooooooooooooo

show sessions

ooboooooooooooooboooooono

show whoami

oobooooboooooooooboooooOoboooOooooOooooOoooon
oooooooooo

killuser

oobooooooooooooobooooooooo




8.000000D000000 RADIUS/TACACS+

812000 00DbODOOOd

0oooo0oOoO0ooOoOoOooooooooooo IPv4a0OO IPVE0ODOOOOOOOOOOOOOOO
O0O0telnet0 000000

gboboboboboooobooboboboobooboooooboobobo

1. 0000000000000 0000000000 ID000000000000000000000

dddddoooooooooo

2. 00000000000 ooooooooon

3. U000 OoooooooooooobOoDboDbDO s oooooooooooooon
hnevtyOOOOQOOO0OODOODODOOOOOOOO

4 00000000000 IPv4aO0O IPv6e OO0 OD0OO0OODOODOODODOOODOODO ip access-list
standard ipv6 access-list(] access-list ip access-groupl ipv6 access-class 00 000000

5, 0000000 D0ODOD0O0OOOtelnetdftp0 0000000000 OOOOO transport input
O ftpserver OO0 OOOOO

6. JUUOUODUODODUDDDODDODODOOOObODbDODODOODO0O0O000000d0DoUUoU O
gdoooooooooo

7. 00000000000 OO0OO0O0OOOODOOO0000000000000000D0oooOooo o
0000000 showloggingOD OO OOOOO

8. bbb e0DUUIIUIU0U0ULUOULUOULLODODODOOOOO

9. 000000 killuser 1000000 0OO0OOODOODOODOODOODO

8130 000D ooooogng

adduser 000000000000 DOO0DOO0OO0DODOOODOOOO0DOOODODODOODOOODOOOOOO
goooooooon

0810000 newuser0 00O

> enable

# adduser newuser

User (empty password) add done. Please setting password.

Changing local password for newuser.

New password:X***x*** L1
Retype new password:***xx*** e 2
# quit

>

1. 00obOoo0oboboooooooboobobobooobooom
2. 0000000000000 0O00DbOO0ODbOObOOOOODOODODOODbOObOOOm

gboboboobobobtdbD rmuserJ00000000O0OOOOO

gbobobooooboobobobobobonO” operator” DOOOOOODOODOODOOOOOOO
gboboboooooboboboboboobooooob0obOoboboobobDO rmuser00000O
0000000000000 00O0000000U0O0UO00U0OUOUO aaa authentication login OO
RADIUS/TACACS+0 0000000000000 0O00O00O0O0O0O0OO0OOOOOOOOOOO
08320 RADIUSOOIODONONONOONONONOOOOODOS3.30TACACS+O0 00 DDOODOOOOOOOOO
gboooboobo

gboboooooboobobobooboobooooooboobobobobobooboooboobobobobooo
gboboboobooboboboboboooboooooboobobob
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8.0 00000000000 RADIUS/TACACS+

814000000 DO0OU0000O0UOUOUOOObDDOO

OOo0OOOOOOOOOOOOOOOOOOOOO enabled 0000000000 OOOOOOOO0OO
OO0O0O00OC0OO0OO0O0O0O0 enabled 0000000000000 000000000000000O00O0OOO
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboboooooboobobobobooobooboonbo

0820000000000 0O000DO0O0ODbOOOODDOO

> enable

# password enable-mode

Changing local password for admin.
New password:

Retype new password:

#

000000000 00000000 aaa authentication enable 0 0 RADIUS/TACACS+00000OO
0000000000000 0000000000000m@ 8.3.20 RADIUSOOO0DODOOOOOODOO
O000083.30TACACS+I0 000000000 OoOoOoOoOoooooDOD

84500000 bOo00ooooogn

0000000000000 D0 linevtyOOOOOOOODOOODOOOOODOOODOOOODDOO

gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
gboboooooboboboboooboooboobooboboboooboobooboobobob

0830000000 000000ooooooooooDn
(config)# line vty 0 2

(config-1line)#

goooooooOoOoOoOoo fspOCOCOOCOOOCOOOOOOODOOOOOOOODODOOODOOODOO
0000000 ftpserver 000000000 QOOODOODOODOODODDODOftpOOOOOOOOO
gboobooooooobooboDbo

O840ftp0 00 0O0O0OO0OOOOOOOOOO

(config)# ftp-server
(config) #

gAel DO DbDbObUlooouoonDn
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O000C0O00D0LnevtyOODO0OO <num>00000000000DO0O00OO0OCOODODOOODO
gbobooooooobobobobooboooboobobobooboooboooo2000000DbD0D
gbobooooooboobobobob

0850000000 000000O0DOOO0D

(config)# line vty 0 1
(config-line)#
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gbobooboooobooboobobobobooooobooboboboboboboooboboobobo
gbobobdo

gbobobooooobooboboboobooooooobooboboboboobobooboobooboOoDbo
gbooobooboob

gA/bibbObbbbbddoooouoobbbob imiPO0O0UoUoUod

goooooOoooOoOopoOopopOooooopoo IPOOODOODODOOOODOODOOOOOOOO
gbobobooooobooboobobobobooboooooboobobobobooboobooon

ao

ao

1.

ao

goooood

oo obbbobbobbobbbbbbbobbooooooa
00O 0O ip access-list standard ipv6 access-listl access-list0 ip access-groupl ipv6 access-class O
do0oO0ddoOodooOooobOOoO0oo IPODOOODOODDODOODOOOODOODOOOODOOO
OO0 Ipvda000000D0O0DOODOOOOOOIPveOODOODOOOOOOOOOOODOODOODO
12800000 bD bbb bbbbbbbobobobobon
dddddoooooooooooooooooooooooooobobobbObobooooooa
dddddoooooooooooooooooooooooooobobobbObobooooooa
0000000000000 0000" Unknown host address<IPOO OO > 000000000
o0o00dooooooodoo IPO000O0CO0ODODODOOOOOOOOOOOOOODOODn
dooooooooo

gooooooom™ipvannDO

(config)# ip access-list standard REMOTE

(config-std-nacl)# permit 192.168.0.0 0.0.0.255

(config-std-nacl)# exit
0000000192.168.0.0/240 000 00000000000000O000O0O0 REMOTEODOOO
goo

U

(config)# line vty 0 2

(config-line)# ip access-group REMOTE in

(config-line)#

line00000000C0O00DOOO00O0OO0 REMOTEDODOODODOOOODODO192.168.0.0/24000
gobodboboobooboboobooboboon

O

gooooooom™ipved oo

(config)# ipvé access-list REMOTEG6

(config-ipv6-nacl) # permit ipvé 3ffe:501:811:£ff01::/64 any
(config-ipv6-nacl) # exit

0000000 3ffe:501:811:4f01::/640 0 0 000000 00DO0OO00ODOOOODODOO REMOTE6
goobodooo

O

(config)# line vty 0 2

(config-line)# ipvé access-class REMOTE6 in

(config-line)#

line0 0000000000000 OO0O0 REMOTE6ODODODOOODOOOODO 3ffer501:811:f01:/
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e4a000Db0DbOO0OOO0OOOOOOObOOobOObObOOOOO
g

818l nooooog

OO00OOCOOCOOOOOOOOpanner00000D0OOOODOOOOOODOCconsole00O0OOOODOOO
00000 telnetO ftpO0000O0OOOOOOOOOOOOOOOOOOODOODOOOODOODOODOOO
gbobooooooobobon
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gboboooogo

O00O00O0OO0O0DO telnetD ftpO0000000O0OOOOOOODOOOODOODO telnetO ftpO O

goooooooooooOoOoOoOoCoOoOoOoOoOOoOooOoooboboooo
FHEFH

Warning!!! Warning!!! Warning!!!
This is our system. You should not login.
Please close connection.

FHEFH

gbobooooobooo

1.

(config) # banner login plain-text

--- Press CTRL+D or only '.' line to end ---
Hit#HH R S R
Warning!!! Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.

FHEFHEE R

ggbobooobuoobbooboobboobboooboo
00o0oooooo"oo00o0oo0ooooo0ooo CTRL+DOODOOOODOO

g

(config)# show banner

banner login encode

" TyMj IyMj IyMj IyMj IyMj IyMj IyMj IyMj IyMj IyMj IyMj IyMjIyMjIyMjCldhcm5pbmchISEQV2F
ybmluZyEhISBXYXJuaW5nISEhClRoaXMgaXMgb3VyIHN5c3R1bS4gWW91IHNob3VsZCBub3QgbG9
naW4uClBsZWFzZSBjbG9zZSBjb25uZWNOaW9uLgojIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM
§IyMj IyMj IyMj IyMjIyMK"

gobooboooboobobooboobobooboooboobooo

g

(config) # show banner login plain-text

HitHHH

Warning!!! Warning!!! Warning!!!

This is our system. You should not login.

Please close connection.

#itHHH R R

(config) #

show OO0 plain-text 000000000000 OOO0ODOOOOOODOODOO

g

OO00OOCOOOOOOOOoOOOOOD telnetO OO ftpO0C0OCOCOCDODOODOODODODODODODODOO



gbobooooboobobobooboooon

gsel000000DOOOOOODOOOOOOO0
e telnet0 OO OOODO

> telnet 10.10.10.10
Trying 10.10.10.10...
Connected to 10.10.10.10.
Escape character is '*]'.

HHAHHHAFHHAFH A HHAFH A H A SRS SRS B A H RS
Warning!!! Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.

HHAHHH AR HHAFH A HH A H A H A RS SRS RS R

login:
o ftpO0ODOOOONO

> ftp 10.10.10.10
Connected to 10.10.10.10.

220-
HHAHHHAFHHAFH A HHAFH A H A SRS SRS B A H RS
Warning!!! Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.

FHEHH R

220 10.10.10.10 FTP server (NetBSD-ftpd) ready.

Name (10.10.10.10:staff):

8.000000D000000 RADIUS/TACACS+
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8.2[0 RADIUS/TACACS+ 0 0[O

8.2.100 RADIUS/TACACS+ [ O U

RADIUS 0O Remote Authentication Dial In User Service[l] TACACS+0 Terminal Access Controller
Access Control System Plusd O O O NASO Network Access Serverd 00 0000000000 ODOODO
0000000000 00D0000D0ONASDO RADIUS/TACACS+D00DOOO0DOOoOoOooOd
0000000000000 D0D000o0oOoONASODODODOOOO RADIUS/TACACS+ODO
000000000000 D0000000o00o0DoD00000000000oO0oOoDODOoRADIUS/
TACACS+ 000000000000 DODO0OO00OO0ODODODODO0OOoOOoOoooOooOoonGg
000000ooooDdDOo NASODODOOoooooooo

RADIUS/TACACS+ 000000000 RADIUS/TACACS+000O000000 NASOOOOOOO
gbobooooooobobobobooooooobooboboboboobooooooboobobOoDbOoD
OOOOOORADIUS/TACACS+0 00000000000 OOOOOOOOOOOOOOOoOoooog

gboooooo

RADIUS/TACACS+0 0 0000000000000

0 8-70 RADIUS/TACACS+ 00000

RADUS/TACACS+H—/\
I—HTF—R—

P — aI—HX:/RXTJ—F
I—HY: KRT—FK

3.

NAS
=%, 79X
H—/\ig E)

1. 1) ®— MEREEMN S I —FXAKREE(CtelnetZETT 3,

2. REBEFO T 45 L— 3 0 THE LT=RADIUS/TACACS+H—/S <%t L TEREE 2 ZER
T3,

3. RADIUS/TACACS+H —/N[EA—HT—ER—R[ZETNTI—FXEFEL, AEEC
I—HXERE L= EZBANT 5,

4. REBIFRADIUS/TACACS+ERSEICE DS INVT, 1 —HXD ) E— MERHED S Dtelnet
i e I

5 AREBEIV IS L— 30 Tavy RREERE LIBA, RADIUS/
TACACS+H—/NIZRELTHDaAR UV FURAMIHLT, I—FHNRAT I EHaIT Y
RE#Fad - HBT 5,

8.2.2[0 RADIUS/TACACS+ D D000 noogn
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010 RADIUS/TACACS+ 0O 0O0ODOO

RADIUS/TACACS+0 00000000 ODOODODOODOO

e 10000 telnetd IPv4/IPv6O

O0O0OO ftpO IPv4/IPveO

- 000000RS23200000000

000000000000 OenableOOO

RADIUS/TACACS+00000O0O0OOODOODOODOODODODO

« 00000 telnetD IPv4/IPv6O
- JO0OOOORS232CO00000000O

RADIUS/TACACS+0 00000000 OOODOODODOODODDODO

« 00000 telnetD IPv4/IPv60 00O O0O0DOOOOODODOO
- 00000 fip0OIPv4/IPv6O0 00O 0O0O0OOOOODODODOO

« JO00O0O0OORS22CO0000000000000O

« CLIDODDODODODOODODOTACACS+OOOOOOO

020 RADIUS O OOOODOO

RADIUSOOCOOCOOOOOOOOOUOOUOOUONASODODODDODODODOODOOO

O 830RADIUSOOOOOODO

oo

oo

oooao

NASOOOOOOOOOoOOoOODOOoOODOO

ooooooo

000000000000 000000O0Oenable0 000000000 OOOOOO
gooooboooooo

* Access-Request (0 0 )

e Access-Accept (00 )

o Access-Reject (00 )

J000ObOOoOoOoobooooobooao
» Accounting-Request (00O )
* Accounting-Response (0 0 )
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oo

od

oo OO0OOO0O0OOOOOODbOOOOOOOOenable0OOOOOODOOODODOODDO

od

User-Name
User-Password
Service-Type
NAS-IP-Address
NAS-IPv6-Address
NAS-Identifier
Reply-Message

goobobooooobooooo
¢ Class
* Vendor-Specific(Vendor-ID=21839)

ooooooooooooooooboo

User-Name
NAS-IP-Address
NAS-IPv6-Address
NAS-Port
NAS-Port-Type
Service-Type
Calling-Station-Id
Acct-Status-Type
Acct-Delay-Time
Acct-Session-Id
Acct-Authentic
Acct-Session-Time

Da0 O0OO0OORADIUSOODOOO

o000 RADIUSOODOOOOOOOOOOOOO

RADIUSOOOOOOOOOOOOOOOOUODOUODOUODOUODUODUODDODODODOO Class O
Vendor-Specifii 00000000000 RADIUSOOOOO0ODOOOODOOO0OOOOOORADIUSOO
000000000000000 (dictionary 000000000)0000000000DOOOOOOO
00000008240 RADIUS/TACACSH OO ODOOOOOOOOOO0O0O0O0O0OOOoOoOooooo

08400000 RADIUSODODODODO

oono

oono ooooooo

oo

User-Name

1 Access-Request
Accounting-Request

ooooooooooo
obobooooooooooooooooood
ooood

000000000000 Oenablec0DOOO
ooo0ooooomoosogoooooooon
oooooooooooooooooo

User-Password

2 Access-Request

ooooooooooooooooooooo
oooao

Service-Type

6 Access-Request
Accounting-Request

Login( 0 =1)0 Administrative( 0 =60 0 0 O
00000000 Access-Request 10000
0 O )0 Access-Accept 0 0 O Access-Reject O
goobobooobobbooo

NAS-IP-Address

4 Access-Request
Accounting-Request

goooIlpOO0OO0O0OOODOODODOOOO
ooooooooooooooooooooo
ooooooooooooooooooooo
goooooIpOO0O0OO0O0OOOO
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oood ooo ooooooao oo
NAS-IPv6-Address 95 Access-Request JoooIPved00ODODOOOODOOOOOO
Accounting-Request 000000000000000000000
go0o0oO0d00oooooooboooooooono
gooooogIpve0DO000OOD0OOOOODO
godIpve000O00O0OD0ODOOOOODOOOO
Oooooooooooooooooooono
godoooooooooIpveOOOOOnOg
oooooooooono
NAS-Identifier 32 Access-Request 0000000000 ooooooooooo
Accounting-Request gooooooooo
Reply-Message 18 Access-Accept 0000000000000 00000000
Access-Reject go0oOoooooooboooaoa
Accounting-Response
Class 25 Access-Accept 0000000000000 00000000
Vendor-Specific 26 Access-Accept 0000000000 ooooooooooo
NAS-Port 5 Accounting-Request 000oooOooooo NASOOOOoOOoOo
Jod00bOoOOoO0OooOoOwwyoooooboooo
oooooodoftpO0D0O 10000000
oo
NAS-Port-Type 61 Accounting-Request NASODOOOOOOOOODODODDDOOOOOa
telnet/ftp 0 Virtual(3)0 000000
Async(0) DO D0DOOODO
Calling-Station-Id 31 Accounting-Request JoooooIbooooOoOoOoooooog
telnet/ftp OO0 0O OO0 OO0 IPv4/IPve 000
00000000 console” DOOODODOO
Acct-Status-Type 40 Accounting-Request Accounting-Request 0 0000000000
Ogooooooooooooooooooono
00000 Start(O0 OO0 D0 O0DO0O Stop(2)
goooooa
Acct-Delay-Time 41 Accounting-Request Jo0o0ooooooooooooog
Accounting-Request 00 000000000
ooo(o)ooooooo
Acct-Session-Id 44 Accounting-Request 00000 oOoOoOo0OOoOoOooooooon
JodoDoDoooooooooooogIbd
ogooooa
Acct-Authentic 45 Accounting-Request 000000000 oooooooooooo
00000 0RADIUS(1O Local(2)0
Remote(3)0 3000000000
Acct-Session-Time 46 Accounting-Request Jo0o00oo0oooooooo(o)ooo

0 Acct-Status-Type O

Stop0000O00O

00000000 0000000D0ooooo
000000000 (o0)0oooooo

e Access-Request 0 0 0O
gobddddddoooooooooooooooboobooooboooon

¢ Access-Acceptl Access-Rejectd Accounting-Response [0 0 O O
gD bbbbbobobbbbobobobo

O30 TACACS+OUOOO0ODOO

TACACS+I0 0000000000000 000OO NASOOODOOoOOooooooo
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O 8-50 TACACS+O O OOOOO

oo oo

goooooo 0000000000000 000000Oenabled 00000 O0OO
oooooooooa
« Authentication Start (0O )
« Authentication Reply( O O )
« Authentication Continue (O O )

goooO0ooOoOooooooOooo
« Authorization Request (0 O )
« Authorization Response (00O )

gd0oo0ooooobOoooboobooo
» Accounting Request (0 0 )
* Accounting Reply (00O )

gooooo oad e User

¢ Password

e priv-lvl
goodoooooooag
OOenable0 OO OO0
oodo
gooooo service ¢ taclogin

ogd e class

¢ allow-commands

¢ deny-commands
gooooooo flag e TAC_PLUS_ACCT_FLAG_START

* TAC_PLUS_ACCT_FLAG_STOP

oo e task_id
e start_time
¢ stop_time
¢ elapsed_time
e timezone
e service
e priv-lvl
e cmd

ODad 0000 TACACS+OOOOO

94

0000 TACACS+O0OUOO0O0O0O0Oooooooog

TACACS+ 0 0000000000000 D000D000D0DO000 classd0O O allow-commands [
deny-commands 0000000000000 TACACS+ODODOODOOOODOODOODOODOOOOO
00000008.240 RADIUS/TACACS+ OO OOODODODOOOOOODODODODOOOOOO

08600000 TACACS+O DO DODOO

service oo oo

User 0oooooooooo
00000000 0000000DD0O0OOOoOoOoOoonn
000000000000 Oenable00000000000O0O0MIO
8900 0000000000000 0DD0OOOO0OOOnn

Password ooooooooooooooooocoooooooo




8.000000D000000 RADIUS/TACACS+

service oo oo
priv-lvl jgo0oooooooooooo
gooobbooobobiooobboobobobooooboboooo
Oenable 0000000 OD0OODOODO1IS0000000
taclogin class goooooo
allow-commands ooooooooo

deny-commands

oooooooog

oooooooooo

gboboboobooogooo

TACACS+flagO OO OOOOOOO

O 8-7O0TACACS+OOOOCOOOO flagO O

flag

oo

TAC_PLUS_ACCT_FLAG_S
TART

00000000 STARTOOOOOODOOO0OO0DOO0O00Daaa00000000O0O
0000000 stop-only 000000000000 O0O0O0OODOO STARTO
ooooooooooo

TAC_PLUS_ACCT_FLAG_S
TOP

00000000 STOPOOODOO0OOOOOOODODaa 0000000000
000000 stoponly00 0000000000000 OOOOODO STOPO
gboboooooooood

gboboboobooogooo

TACACS+ 0 0 (Attribute-Value) 0000000000000

0 880 TACACS+0 0000000 Attribute-Value O O

Attribute

Value

task_id

oooooooooooooo Ipoooooooboooooobooobboooo
ooooIbooboooo

start_time

goooooooooooooooooOooOooOoOoOoOoOoooobooooboooon
gooooooooooOoooooooOoocOoOooOobooooOoo

« 0000 start-stop 000 00O0O0OO0O0DO0O0OO0DOCO

« 0000 stoponly 00000000000

stop_time

goooooooOoooO0OoooOoOooOoO0OooOooOoOoOoOoUoboooooDooooo
gooo0oopoooOoooOooooooooooooooo

« 0000 start-stop0 00 0O0O0O0OOCOODOOOOCOOO

e OJO0OO stoponly DO OOOOOOOO

elapsed_time

0000000000000 (0)000000000000000000000
00000000000 (0)00000000000000000000000
ooo

« 0000 startstop0 00 000O0O0O0O0O0O0O0O0O0O0OO

« 0000 stop-only0O0OOOOOODODO

timezone ooo0oooOoOooooooooo

service Ooo0O* shell” 0OO0OODOO

priv-lvl gooooobooboboboboboobOobooboooboooobobobOoDbo
100000bobobobooboobooboOo 10000000

cmd gooobo0ooobobobOobooboobOOooooboobobooboOob 20000

ooooooo
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8.2.300 RADIUS/TACACS+ 0 D U0 OdnbO

RADIUS/TACACS+0 00000000000 OOUOOOOO
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000000000000 D0D0DO0000O0ODenable0 00000000000 OOOOODOODOODO
0000000000000 O0Dd RADIUSO TACACS+ 00 0O adduser/password 000000000
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gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
OO0O0O0OOOOOOOOODOOOO0OO0OO0O0OO0O00 endbyreject 0000000 DOODOODODODOO

goooooooboon

goooooooo
aaa authentication login end-by-reject

0000000000 OODenableD000DOOOOODOOO

aaa authentication enable end-by-reject
end-by-reject 0 0 0O 0O

end-byreject 0000000000000 DOOCO0DO0OO0OOendbyreject00000O0OO0DOOO
gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo

OO00OOOOOOOOOOOOOOOOOO RADIUSOTACACSHDODOOOOOOOOOOOOOOO
O00OC0OOOCOOOOOOoOoOOOD RADIUSODOODOODOODOTACACS+OOOOOOOOOOOOO
gboboooooooboobobobooobooooooboobobooboooboon

0880 0000D0DOOODOOend-by-rejectdODOOO
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TACACS+O0 0000000000 TACACS+0O000000000TACACS+OODODOOOOO
TACACS+0 0000000000000 000000000000000000000N00N0N0noonoo
gboboooooboobobobooooobooobooboboobooo

0 b0 end-by-reject 0 O O
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gbobooooooboobobooboooooooooobooboboboooboooobobobooboon
gboboooooonDg
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ALAXALA-Deny-Commands QOO0 OO000O00O
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0 8160 RADIUSOOOOODOOODOOOO dictonaryOD OO OODDO
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ATTRIBUTE ALAXALA-Allow-Commands 101 string ALAXALA
ATTRIBUTE ALAXALA-Deny-Commands 102 string ALAXALA

0081800000 o0o0o0ooooooooooooooooooon RADIUSOO0O0O0O0O0000og
gboboooooboobobon

O 8170 RADIUSOODOOODO

staff Password = "EF*kkkkn
Class = "allcommand" o1

guest Password = "FFFkkkxkn
Alaxala-Deny-Commands = "enable,reload, inactivate" e 2

test Password = "F*kkkkn
Alaxala-Allow-Commands = "show ip " S
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ALAXALA-Deny-Commands = "activate,test,............ " e 1
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e TACACS+OOODOODODODODODO
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gbobobooooobooboobo
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service oo O
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goooooooboooa
root allcommandO noconfigl] nomanagel] noenable
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gooboboooo
gooooooooot"ooooooo
Jo00bO00o0oobOoO0o0o0ooDbOoooobOoOoooobOooobooboao
ooooboOoOoOoboooagno
0 0 O allow-commands="show ,ping ,telnet "0

deny-commands gooooooooo
000000000000 00000000 (M)Oo00oo0oooooooo

oooooood
J000DoDOoOoooot"oo0D0o00o0o0ooooooooooooooo
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0 8-200 TACACS+0 0O OO0OO

user=staff
login = cleartext "*x*x*x%u

service = taclogin ({ o 1
class = "allcommand"

user=guest {
login = cleartext "*x*xk%u
service = taclogin ({
deny-commands = "enable,reload, inactivate" e 2

user=test {
login = cleartext "**xx*x*n
service = taclogin {
allow-commands = "show ip " .. 3

O**x0000000000000000000000

1. service 00 taclogin OO OOO00O0O
000 "allecommand" 00000000000 O00OOOO

2. enabledreload0 00O 0O inactivate 0 00000000 OOODOODO
allow-commands 0000000000000 000O0OO0O0ODODOO0OODOOO

3. ubobooooooboono
"showip"OOOOOOOOOOOOshowiparpOOOOOOCOOOCOCOOOODOOshowipve

neighbors 0000000 OO0O0OOCOODOO
gbobooooooboboboooo

oo
- 00000 classO00O000DOOOO0ODODOOODOOODODO1000OD0O0O00DDOOODO 20000

0000000000000 00000 class="nomanage,noenable" 0 0 00 0O O 0O O nomanage

doooooooooo
e deny-commandsO allow-commands 00 0 0000000000000 00O0OO0 (@)0OOO

gb1024000000000102500000000000000000D0
e O OOOOOOOODLOODODO
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082100 0000000000000

username guest view guest view

username staff view-class allcommand .
username test view test view

!

parser view guest view

commands exec exclude all "enable" e 2
commands exec exclude all "inactivate" e 2
commands exec exclude all "reload" e 2

1
parser view test_view

commands exec include all "show ip " .. 3
!

aaa authentication login default local
aaa authorization commands default local

1. 000 "staff' 0000000 "allcommand" 0000000000000 0O0OOO
2. enable[ inactivated 000 reload 00 0000000000000
commands execinclude 00 0000000000000 OOOOODOOOOOODOO
3. 00oooooooooooon
"showip" OO OOODOO0OO0O0OOOshowiparpO0 000000000 OODOOOOshow ipve
neighbors 000000000000 O0ODOO
O0000o0o0ooooooooooooo

gboboboooogo

O00OO0COOOOORADIUS/TACACS+OOODODOODOOODOODODODODOOODODODODODODO
O000O0O0oooooOo0O0showwhoami 0000000000000 0000000000O0O0O0OOO
gbobobooboobobobobobooboooon

0 8220staff 000D OOOOOO

> show whoami
Date 2009/01/07 12:00:00 UTC
staff ttyp0  ----- 2 Jan 6 14:17 (10.10.10.10)

Home-directory: /usr/home/staff
Authentication: TACACS+ (Server 192.168.10.1)
Class: allcommand

Allow: "all™"

Deny : -----
Command-list: -----
>
> show clock
Wed Jan 7 12:00:10 UTC 2009
/bin/date
Command not authorized.

\%

o°

\%
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0 8-230guest0 00 O0O0OOOOO

>show whoami
Date 2009/01/07 12:00:00 UTC
guest ttyp0  ----- 2 Jan 6 14:17 (10.10.10.20)

Home-directory: /usr/home/guest
Authentication: RADIUS (Server 192.168.10.1)
Class: -----
Command-list:
Allow: -----
Deny : "enable,reload, inactivate"
>
> show clock
Wed Jan 7 12:00:10 UTC 2009
> reload
% Command not authorized.
>

0 8-240test 00 0O OOOOOO

>show whoami
Date 2009/01/07 12:00:00 UTC
test ttyp0  ----- 2 Jan 6 14:17 (10.10.10.30)

Home-directory: /usr/home/test
Authentication: LOCAL
Class: -----
Command-list:
Allow: "show ip "
Deny : -----
>
> show ip arp
000000000 *x**
> show ipvé neighbors
% Command not authorized.
>
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gbobobooobooboboboboboooboooobooboobobo

0 8250 TACACS+O O U00DOOOOODOOO0ODOOOODOOOOODOOO0ODOOODODOD

START-STOPOOOOOOO

FEE

avR2FAA

—— Accounting Request (START) %4E

—— Accounting Reply Z{E
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E1T
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th
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—— Accounting Request (START) %4E

Accounting Reply Z{E

——  Accounting Request (STOP) i:({E

l—— Accounting Reply Z{E

——  Accounting Request (STOP) i:({E

—— Accounting Reply Z{E

TACACS+H—/1\

0000000000000 000000000O0U0UUOOO TACACS+tOODoooooooooo

0000000000000 0000U0U0U0OUUUUUUUULUDUUUOUOOOOU TACACSH

gbobooboooooboobobobooooooooobooboboboooobooooboboboobooon
gboboboobooboboboboboboooon

0000000000000 START-STOPOUODUOODOOUOODUOODOODOODOOOOOOOOOO

STOP-ONLYOUOUOOOOUO TACACS+D U0 ODU0ODU0ODU0OO0ON0OON0OON0OONOONOONOoOooooooo
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0 8260 TACACS+ 000D DOODOODOOOOOOOODOODOODOODOODODO START-STOPOOOODO
OOoOoOoOoooo sToP-ONLYDODODODOOO

ERmR FEE TACACS+H—/1\
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I—— Accounting Request (START) 32{E ——

—— Accounting Reply Z{E —
= P
——  Accounting Request (STOP)2{E ——»
= B AV S — Accounting Reply Z{§ —
E1{T
o579k >

——  Accounting Request (STOP)2{E ———»f

l—— Accounting Reply Z{E —

00 8250 TACACS+I 000D 0D0OODUOODOONDOON0OON0DON0OONO0NONoooooooooo
START-STOPOI 00000 OO0OO0OO0O0O0O0000000000000000000000000O
goOoOoOoOoOoOoOoOoOOoOOoOoOoOSsSTopP-ONLYOOOOOOOoOooooooooooooooood
OO0 TACACS+I0U0U00DU000000U00OD0D0D0D000N0000Noooooooooooooo

o330 0obooooboobonog
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RADIUS/TACACS+000000000O0DOaaaaccounting0 00 0000000000000O00O0O
000 interfaceloopback OO OO OCOOCOOCCO IPv40 00000000000 OOOOOOOOOO
gboboooooboboboboooobobobobooooobooboobOobob

gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
ao

gboboooooboobobobobooboooobobobooobooooobooboboboobooboon
go0OoOoOoOoOoOoOoOooo STop-ONLYOUUOUOUOOouoooouoouoouoooooooooooo
RADIUS/TACACS+ 00 0000000000000

000000 clearaccounting 0 0 0000000000000 ODOODODO O clear accounting O 0O O
ddddoooooooooooooooobooboobobobobobboboo0d0o0doooooooo
ddddddooooooooooooooooooooooon

DNSOOOOOOOOO0O00000000000DNSOO00000000ooooooooooooo
OOOOORADIUSOOOOOO TACACS+OUOOUO IPOOODOOOOOODOODOUODODODDODO



8.000000D000000 RADIUS/TACACS+

8.2.600 RADIUS/TACACS+ 0 0 0[O

O10 RADIUS O OOOODOO

O all

O bO

RADIUSO 0000000000

RADIUSOOOOOOO NASOOOOOOOOOODOOOOODOODOODOOD IPOOOOOOOOOOO
gooooooooOoooopooooooooooo IPOOODOOODOOOOODOODOODOODOOO

« J0U00000O00O00OOO interfaceloopback 0000000000 OOOOOOOOOOOO
goooooobooooIpO0O0OODOOOODOOOO
- J0000000000000000O0O00O0O0OOOUOUOOOIPODODODODODODOO

0000000000000 0O00ULOUOUOUORADIUSOOOOOOODOODODOOOOOOOO
O0o0o0o0oOoOoooo IPODODODOODODODOODODOOODOODOODOOOOOOORADIUSOOOOOOO
00oo0o0o0o0o0oO0oO0o0o0o00oooU0oU0U0oUUUUUOUUOUOOO RADIUSOODOODODOO
gbobobooboobooboboboboboooo

RADIUSOOO0O0O0000O0

RADIUSOOOOODODO ReplyMessage 1000000000000 OOOO0OO0O0O0O0O0O0O0O0O0O0O
OOCOOCOORADIUSOOOOOO Reply-Message 0000000000000 OOOORADIUSODO
gboboboboooooboobooboboboboooooon

RADIUSO 00000000

RADIUSOOODOODOOOODOOOOORFC28650 18120 0000000000000 0OO0O0OO

O0DODODORADIUSOODOODOOO 181200 0000000000000 OOOOO RADIUS

goodo 20O oooO 1e450000000000000000000

00000000000 000000 radius-server host 0 auth-port 100000 16450000000
00000ODOauth-port 0000000 10 65535000000000000000RADIUSCODOODO
gbddddoodoooooooooooooooon

020 TACACS+UO O UOOOOO

O all

TACACS+0O0000DO

- 0000 TACACS+OO0OD0O0O0OO0O00O0OOServiceDO0DDOO0OOO0O0O0O0OODODOOTACACS+
00000000000 mMse240 RADIUS/TACACSH O OO OOOOOOOOOOOOOOOOO
gboobaob

- 00000000O00000DO interfaceloopback 00 000000000000 O0OOOOOOO
goooooobooooIpO0O0O0DOOOODOOOO
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8.0 00000000000 RADIUS/TACACS+

8.30 RADIUS/TACACS+ U 000000 ooon

831D boboooooooognd

RADIUS/TACACS+0 0000000000000 OOOOOOOOOOOOOOOOOOOOOOO
oo

0821000000000 00DDOO0ODOCOORADIUSO

goooo oo
radius-server host 0000000o0oooDooooooono RADIUSOOOOOOOOOO
radius-server key 0000000oo0o0oDoooooOoonD RADIUSOODOODOOODOOO
radius-server retransmit gooOoOoOoOoOoOoOoOoOobOOoOoboOoOoo RADIUSOOODOODODOOODOOOO
goood
radius-server timeout 000o000ooo0oDoo0oooOoOon RADIUSOOOODOOOOOOOO
gooooog

0822000 000000000000000OTACACS+O

goooo oo
tacacs-server host 000000000000 DOO0O0ObO0O0OO TACACS+OOOOoOoooooo
tacacs-server key 0000000000000 0O0O0O0O0b0O TACACS+tOOOOOooooooooo
good
tacacs-server timeout 000000000000 DOO0O0ObO0O0ObO TACACS+OOOOOoDOoooooooo
gooooog

082300 0000000000000 0000000O00O0O0OO

ooood oo

aaa accounting commands 00000000000000D0000000000

aaa accounting exec goooooooooooooooooooooooooooon

8.3.20RADIUS OO O0ODDOOODDOO

o1 0ooooooobooon

gbobooogo
RADIUSOOOOOOOOOOOOOOOOOODOODOODOOORADIUSOOODOODODODODODOO

gbobooooobooboboboboobooobooboboboboobooooobobOobon
gbobooooobooboboboooboobooboobobobooboooboooobOoDbo
gbobooooobooboboboboooboobooboboboboboboon

gobooooboobog

1. (config)# aaa authentication login default group radius local
00000000O0000oog RADIUSO0OODODOOOOODOOODOOOODODO
g

2. (config)# aaa authentication login end-by-reject
RADIUSOO0OD0OOODOOOO0ODOO0OODOOOOODOOOODOOOODOOOoOooDooooooo
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3.

8.000000D000000 RADIUS/TACACS+

gooboooo

U

(config)# radius-server host 192.168.10.1 key "039fkl11£f84kxm3"
RADIUSOO0ODODOOOOO 192.168.10.10 IPOODO0OODODOOOOOOO

O

020 000000000000 Oenabled 00 000O0O00ODOODOO

gboboooogon

RADIUSOOOOOOOOOOOOOOOOOODOODOODOOORADIUSODOOOODOODODODOO
gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gboboooooboboboboboobooboooooboboboboooboooboobo
OOORADIUSOOOOOUODOODOODOD $Senablb3 0000 000O0O0OOOOO

gbobooooooo

1.

(config)# aaa authentication enable default group radius enable
000000000000 O0enable 000000000000 O00OO RADIUSOOOODOOOODO
goboooboogn

O

(config)# aaa authentication enable end-by-reject
RADIUSOUOU0ODOOOOOODOO0ODOO0ODOOOO0ODODO0ODOOOOODODOO0ODOOOOODOO
gobooooo

a
(config)# aaa authentication enable attribute-user-per-method

RADIUSOOOOOOOOOODODODO $enablsg 0000 000O00O0O0OO0O

O
(config)# radius-server host 192.168.10.1 key "039fkl11£f84kxm3"

RADIUSOOCOOCOOCOOODO 192.168.10.10 IPOCOOCCOCOOCOOOOOOO
O

8.3.30 TACACS+ U U UUOOooooono

o110 0obobooooo

gbobooogo

TACACS+ 0 0000000000000 0O00O0000000TACACS+0000O0O00O0O00O0
gbobooooobooboboboboboboooooooooobobobobobooboobooobooon
gbobooooooboobobobooboooboooooobooboboboooboooonoo
gbobooooooboobobooboobobobooboobobooboooboooboobOoDbo

gboboooooon

1.

2.

3.

(config)# aaa authentication login default group tacacs+ local
000000000000000 TACACS+O0000D0O00ooooooooon

u

(config)# aaa authentication login end-by-reject

TACACS+0 00000000000 0D0O000D0O0O000DD0O00D0O00DOO00DOOoOoOoOO
goboooo

g
(config)# tacacs-server host 192.168.10.1 key "4h8dlir9r-w2"
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8.0 00000000000 RADIUS/TACACS+

TACACS+0000000000O 192.168.10.10 IPOO0OOOOOOOOOOOOO
g

020 000000000000 Oenabled 000000 OOOOoDO

gboboooogon
TACACS+0 0000000000000 0000000000TACACS+00O0O0O0OOOOOO

gboboooooboobobobobooboobooboboboboboooboooboobobOobon
gbooboooooboobobobooobooboobooboboboobooobooobooobOoDbo
OOO0OTACACS+O0OD0ODODOODODOODODOODOODOODOODOOOOODOOOODOODODOODODOOD

gbobooooooo

1. (config)# aaa authentication enable default group tacacs+ enable
00000000000 0O0enable 000000000000 0DOOO TACACS+O0OO0ODOOOO
ggooboooooon

g
2. (config)# aaa authentication enable end-by-reject

TACACS+0 0000000000000 000000D0000000oooooooooooooog

gbobobd

g
3. (config)# aaa authentication enable attribute-user-per-method

TACACS+0 0000000000000 0000D00D00000ooooooooog

a
4. (config)# tacacs-server host 192.168.10.1 key "4h8dlir9r-w2"

TACACS+0000000000O 192.168.10.10 IPOO0OOOOOOOOOOOOO
g

8.3.40 RADIUS/TACACS+/ 0D 000D DOO0OOobhoooboon

O10RADIUSOOOOODOOODOOOODDOO

gbobooogo
RADIUSOOOCOCOOOOOOOOOOOOOODOODDODODOO

OO0OO0OO0OO0ORADIUSOOOOOOOOOUODOODDODDODODO

gbobooooooo

1. (config)# aaa authentication login default group radius local
(config)# radius-server host 192.168.10.1 key "RaD#001"
O00O0O0ORADIUSOOOOODOOOODOOOODDOO

g
2. (config)# aaa authorization commands default group radius

RADIUSOOCOOOOOOOOOOOOOOOOOOO
a

gooooob
000000000 RADIUSOOODOOOOOOOOOOORADIUSOODOODOODOODOODODODO

0000000000000 000obO00D0D000oooo0oO00ooO0o0oDo0ooDoOoooDooooo
0000000000000 000obO00D0D000oooo0oO00ooO0o0oDo0ooDoOoooDooooo
0000000000 aaa authorization commandsconsole J 00000000000 O0ODODODODO
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8.000000D000000 RADIUS/TACACS+

gboboooooboboboboboboooobooboobobobobobobooono

020 TACACS+OOODOOoOooOobDboOooboooog

gboboooogon

TACACS+ 0000000000000 OOOOOOOOOOO
O0OO0OO0OO0OO0TACACS+ODODOODOODOODOODOODOODOOOO

gooboooooon

1.

(config)# aaa authentication login default group tacacs+ local
(config)# tacacs-server host 192.168.10.1 key "TaC#001"
O00O0OO00OTACACS+ODO0ODODODOOoooOoooooooo

O

2. (config)# aaa authorization commands default group tacacs+
TACACS+O0 0000000 0DODOO0DOOOOODODOOd
u

goooon

000000000 TACACS+O0OODO0O0DDOO0O0O0OO0OO0OTACACS+ODODO0DOOOOODODO
gdd0o0o00oooo0oooo0ooodoopooooooooooUooDoooDbooOooDod
0000000000000 0000o000oo00o0o00o0ooo0Doo00ooDoooooo
000000000000 aaa authorization commandsconsole 10000000000 OOODO0O
o0000o000ooo0oU0oo0ooodooo00ooooooDooUDbDooOooO

O30 0obobooooooboooon

gboboooogon

gboobooooooboobobooboboboooon
0000000000 O00DO0O00DOO000DDOO0O0Ousername view-classJO00OOO0O0O00OO0O

O O username view[ parser view(] commands execd OO0 OO O O0O0O0O0O0O
oo oobobobD

gbobooooogoo

1.

(config) # parser view Local 001

(config-view)# commands exec include all "show"
(config-view) # commands exec exclude all "reload"
gobooboooobooboobobOooboooboobooboboobooo
gooboobooobooboooboboobboobobuoobboobboobbooboo
u

(config) # username user00l1 view Local 001

(config)# username user00l view-class noenable
gooboobooobuooboooboobboobuoobbooobog
goboobooobuooboobbooboobobuoobboobbooo

u

(config)# aaa authentication login default local
go0boobooobooboobobooboon

u

(config)# aaa authorization commands default local
gobodoboboobooboboobooboboon

O
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8.0 00000000000 RADIUS/TACACS+

gboobaob
gbobooooobooboboboboobobooboboboboboooooboobobOobon

gboobooooobooboboobooogon
gbooboooobooboboboboobooobooboboboboobooooobobOobon

gbooooooobab
gbobooooobooboboboboobobooboboboboboooooboobobOobon

J000000000000000O00 aaa authorization commands console 0000000 OODO
0000000000000 0000000000000bO0000O000DO0O000Oo0oOo0oobOOoOooOon

8.3.50 RADIUS/TACACS+ D D0 U0U0DbO0OOoboboouoboboooobg
good

O1O0RADIUSOOOCOODOOODOOODOODOOOOODOODOODOODOO

gbobooogo
RADIUSOOOCOOOOOOOOOOOOOUOOOOOOOOODOOOOOOODOODODOODDOO

O000OO0OOOOoOoOoOOOOOo RADIUSOOOODOODOODOOOOOOOOOOO

gbobooooooo

1. (config)# radius-server host 192.168.10.1 key "RaD#001"
O000O0ORADIUSOOOOODOOOOODOO

g
2. (config)# aaa accounting exec default start-stop group radius

gbobobooooboooboooboobobobobooooo
g

ooooood
radius-server 000000000000 O0O0ODOODOODOOO aaa accountingexecO0 OO OO0

O00OC0O0O0O0OO0OO0OOOOOOOOOOOO System accounting failed 000000000000
O000000 radiusserver 000 O00000DOOOO0DOOOOODODOO

020 TACACS+O 00O O0O0ODOOoOUODOOoOoO0oOoboOobooooobOoDo

gboboooogon
TACACS+0 0000000000000 00D000000N00N00N00N00Noooooooooo

0000000000 000000 TACACS+00000O00O0DooOooooooooo

gboboooooon

1. (config)# tacacs-server host 192.168.10.1 key "TaC#001"
O000O0OTACACS+O0D0OD0O00DOOOOODOO

g
2. (config)# aaa accounting exec default start-stop group tacacs+

gbobobobooobooooobooboobobobooooo
g

oooboo
tacacsserver 10000 00000DO0ODOODOOODOODOODOO aaa accountingexecJOOOONO

000000000000 00D00D00000 System accounting failed 00000000000
0000000 tacacsserver O OO0 0000000000 OOOOOO
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8.000000D000000 RADIUS/TACACS+

8.3.60 TACACS+L U UUubuoooobgooooboobon
010 TACACS+0000000000000000000000

gbobooogo
TACACS+ 0000000000000 OOOOOOOOOOOOOOOOO

O00000000000000000000 TACACS+0000000000000000000

goooooooood
1. (config)# tacacs-server host 192.168.10.1 key "TaC#001l"
TACACS+O 00000 D0O0OO0O0OO

O
2. (config)# aaa accounting commands 0-15 default start-stop group tacacs+

gbobooooooouoboobobon
O

oooooo
tacacs-server 10 000000000000 DOODOOOOQOO aaa accounting commands 0 00 O
0000000000 000000D0D00O00 System accounting failed 000000000000
O000O0O00O0 tacacsserver 1O OO OOOOOODOOOODOOODOOO
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OO0000DO0O00000 NTPOODOOODODODO

9010000000 NTPOO
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9.0 000000 NTP

oMU Uound NTPOO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooboobobobobooboobooboboboboobObo0oboooobOobOoDbOD set

cock 0O0OOOOOODDOO

Oo0oOoOoOoOoOOONTPOOOOOOOOOOOOODOOOOOONTPOOOOOOOOOOOOOOO
0000000 RFC1306 NTPOOOOO 3000000000

o1 bbbbbhobobdooooouoobobooboboobog

Oo0oOoOOoOoNTPOOOOOOOOOO0OO0OO0OO0O0O0O0O0000O00000000O0O0

Oo1000000000000D0O0DODOO

ooooo od

clock timezone goooooooooooo

ntp access-group Jo0o00oo0odoooooIPva0DO0D0O0OD00OO0O0OOCOONTPOODOODOOO
0000o0obO0oOoOoooboooono

ntp authenticate NTPOOOOODOOOOOODO

ntp authentication-key ooooOoooooo

ntp broadcast 000000000000 DO0D00000O NTPOOODODODODODODODOD
gooobobooooboboooobo

ntp broadcast client 0000000000000 000 NTPOOOOOOOODODOOOOOOOOO
oooooooooo

ntp broadcastdelay NTPOOOOOOOOOOOOODODODODODOODOOOODOOOOOOOO

ntp master JoOO00d000O0OoooObOOoooOoOoooon

ntp peer NTPOOOOODOOOOODODOODODODODOODODOODODOOOODOOOO

ntp server NTPOOOOOOOOOOODODODODODOODODOOOOODOOOODODOOOOOO
oad

ntp trusted-key poooboboooobbooobbooobobooobobooUoobboooobo
oood

OOo0oO0OoO0ONTPOOOOOOOOOOOOO0OO0OO0OO0O0O0OO0O0O

092000000000

ooooo oo
set clock joooooooooooooo
show clock Jo000ooo00oo00ooooOooooo
show ntp associations 0000000 NTPOOOOODDOOOOOOOODO
restart ntp 0000 NTPOOOODOODOOO

912000 bbbbOo0oogd

122

gboboooogon
0000000000 00DOO00DbO0O00DODO00DOCOO00D0ODO0O0DOO clock timezone O
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9.0 000000 NTP

goooooooood

1. (config)# clock timezone JST +9
00o000o0oo0oooooooJSToUTCOooooooooo +90000ooo
a

2. (config)# save

(config)# exit
oo ooobobobobbobbbbbo

O
3. # set clock 0506221530

Wed Jun 22 15:30:00 2005 JST
20060 60 220 1560 o0 D O0OO0OOOODODO

O

9o13UNTPUOUUOUOUOOOODDOODDDOOOO

NTPOOOOOOOOOOOOOO0OO0O0O000000000000000
O91ONTPOOOODOOOODODOOODOOOO

B4 Ly—,n | BEERE

O

192.168.1.100
192.168.1.1 <
. EEFE
FEE

gboboooogon
0000000000000 DO0OOUOOUDUOUOUOUOUOOntpserver O0O0OD0ODO prefer0 000000

000000000000 ODOODO0OO0O0OOprefer 100 0000000000000 O0OO0OO
bbb stratum 0000000000000 O0C0O00D00D0ODO stratum00000000O00O

goooobooon

gbobooooooo

1. (config)# ntp server 192.168.1.100
IPOOO0O 192.168.1.1000 0000000000000 0ODOODOO

O

9140NTPUOUUOLOOUOOOODDOO

NTPOOOOOOOOOOOOOO NTPOOOOOOODOODOOOODOODOODOOODODODOOO
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9.0 000000 NTP

O 920NTPOUOOONTPODOUOODOOOODOO
NTPH—/N

192.168.1.2
A

192.168.1.1 .
T EEIOIEEY
O

gboboooogon
O0O0ONTPOOOODOOOOODOOODOOOntppeer00000000OOOOODODOOODO

gooo
NTPOOOOOOOOOOOOOO0O000000O0Ontppeer00000 prefer 00000000
OO0 NTPOOUOOUOOUOODUOOOOOOprefer 000000000000 OOOOOONTPOO

OO0 stratum OO0 00D0O0O NTPOOOOOODODOOODOO stratumO00000O0O0OODODOO

gboooooo

gboboooooon

1. (config)# ntp peer 192.168.1.2
IPOODODO 192.168.120 NTPOOOOODODO peer DOODOOOOODODOO

O

91 50NTPOOOODO

gbobooogo
NTPOOOOOOOOOOOOO0O0O000000000000000000000000

goooooooooaa
1. (config)# ntp authenticate
NTPOODOODOODOOOOOO

a
2. (config)# ntp authentication-key 1 md5 NtP#001

NTPOODOOOOODOOO 100NtP#OO10DDOOOOODO

a
3. (config)# ntp trusted-key 1

NTPOODODOOODOOOO1000000DO
g

91eUUDODObODbODODOOOOd

- J0J0000000000O0OOOCPULOUOOOOOOOODOODOOOOO ODDODDODODODDOD

17U nbb

OO00O0O0OOOOOOOOOOOOODOOOOO0O0 showceclockOOOOOOOOOOOOoOooooooQ
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9.0 000000 NTP

09o300ooog

> show clock
Wed Jun 22 15:30:00 2005 JST
>

O00ONTPOOOOOOOODOODODODOOOOO NTPODOODOOOODODODODODODOOOOO
0000 showntpassociations 100 000000000000 O0OOOOOOODOO

0940NTPOOOOOOOOOOO

> show ntp associations [Enter]d 0 00O
Date 2009/01/23 12:00:00 UTC
remote refid st t when poll reach delay offset disp

*timesvr 192.168.1.100 3 u 1 64 377 0.89 -2.827 0.27
>
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00000 DNS

O00CO0OD0O0O0ODOO0O0 DNSOOOODoDOooooooooooogo

101000

1020 0000000000
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10.000000 DNS

1010 0 0O

128

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboobooooooooboboboboooooooboobobobooooooooboboOoDbo

- 0000000000000 iiphostO ipv6hostOD OO ODODOODODONO
« DNSOOOOOOOOOOOOODOOODOOOL DNSOOUOUOUODOUODOOOOO

O00O0OO0O0O0OU0OOOOoOOiiphostOipvehost 1D DD D ODOODOODOOOOOOOOOOOOOO
IpOO00O0OOCO0OOOOOQOOOOOOOOODOODOOODNSOODDODODODOOODOODOODODODODODOO
OgO0O0DNSOOOOOOOOOOOOOO0oOOoOOoOOoOOODOODOODODODDODDODODODODODO
OlpO0000O00DOOOODOOOODOOOOO

OO0O0OOO0OOOOoOOoOoOoOOiipphostd ipvehost DNSOODODOOOODODOOODOOOOOOOOO
iphost O ipv6host 0O O OO DOODOOOODOOOOOOOOOOOOOOOOOOOODOOO ip host
Oipv6host 00D DNSOUOUOOOOOOOOOOIPv4O IPv600 000000 DOODODODOODODODOO
Ipva000000O0O0O

O0OO0CODNSOOOOOOO RFC1034000 RFC1035000000000



10.000000 DNS

1020 0000000000

10210 0000000000000 000

OooOoODbNSODOODOODOODOODDODOODODODODODODODDODODODOODODODOO

g101000000D00O00DOO0O0ODOO

oooog oo
ip domain lookup DNSOOOO0OOO0OODDODOOO00000D0ODO0O0
ip domain name DNSOOOODOODOOOODOODO000O0000
ip host IPv40000000000000000DO0OO0
ip name-server DNSOOOOOOoDoOoooooooooooooo
ipv6 host IPv6 0000000000000 DO0DOOOOO

10220 0000000
010IPv40000000000000000

gbobooogo
Ipv4a00000000O0O0OOOOOODOODOOO

gboboooooon

1. (config)# ip host WORKPC1l 192.168.0.1
IPv40 000 192.168.0.1 00000000 WORKPC1OODODOOODO
O

020 lpve 00 0000ODOOOOOOODODO

gbobooogo
Ipv6e 00000O0O0OOOOOOOOODOODOOO

gboboooooon

1. (config)# ipv6 host WORKPC2 3ffe:501:811:ff45::87ff:fec0:3890
IPv6 0 0O 00O 3ffe:501:811:ff45::87ff:fec0:3890 10 0 D OO OO WORKPC2OD OO OO OO
a

10.2.30DNS O OO

O10DNSOOOOD0OODO

gbobooogo
DNSOOOOOOOODOO0OO0D0OO0OO0OO0OO DNSOOOOODOooDoOoooooooooooOODOOO
DNSOOOOD0OO0O0O0D0D0000000D00D0D0000N0ooooooooooooooooo

gbobooooooo

1. (config)# ip domain name router.example.com
000000 router.example.com OO OO0 00O
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10.000000 DNS

g

2. (config)# ip nameserver 192.168.0.1
Ogoooooo 192.1e8.01 0000000
a

020DNSOCOODOOODOODOO

gbobooogo
DNSOOUOOOOoOoooooooo

gbobooooogoo

1. (config)# no ip domain lookup
DNSOOOOODOODOooooooo
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oo

gddoodoodooooooooobooooobboobooobbn
goodoooobon

MA00000000000DOO00DOO0O0O0OO0OO

1M2000000000000000DO

M3ooooooon
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11000000

MAU 0000 ooooogd

111100 00000000000 boooobooog

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD

gooo

ONM1000C0000000DO0O0O000OO

ooooo

oo

system fan mode

00 FANOODOOOOOoOoooooo

system 12-table mode

o0ob0z2000000000000000C0O00O0C0O00

system recovery

no systemrecovery D0 000000000 0ODOODOODOOOOOO
joooo0oooOoo0oDoOo0oooO0OoooOoooDooooooooo
gopoooooooooodg

system temperature-warning-level

goo0oooooooOooo0ooOooboOoOoOoOooOoOoOoOooOoooon
oo

On1-200000000000000000000O00O00O0O0O000OO0

ooooo od
show version gobooooooooooooobodoooboOobooOooooooooooooOoooon
show system gooooooooooooon

clear control-counter oobooooboooooooooocoOoobocooboobOOOoOOonOOd

show environment OO0 FANODOOODOOODOOODOOODOODOODOOOD

reload oooooooooo

show tech-support gboboobooboobooobobooobobobobobooooboooooboboDbo
gooogoog

show tcpdump goooooOobOoooobobOoboboobooobooo

On-30ooooooooooooooooMcOOOd

ooooo oo
show flash Jo00ooooooooooooooag
show mc MCOOOOOOOOOOODODOO
format mc MCOOOOOOOOOOODOOOOOODOO
0OMM400000000000000000O00

ooooog 0O
show logging 000000000000 0000o0o00n
clear logging 00000000000 0000ooooo

show logging console set logging console 1 000000000000 O0OOOOO

set logging console gooooooooooooooboooooooooooobooboooon
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1M1.000000

OnM-s000000000000000000000000O0O

ooooo oo
show cpu CPULOOODOODOOD

show processes 00000000000000000000000

show memory 0000000000000 D000000000

df 0000000000000 000

du 0000000D00000000000000

erase dumpfile 0000O0000o0oOooooo

show dumpfile 0000000000000000000000000000000000000000

11120000 00000000004

J000dO0 showversionJ O ODO000000000O00O0O0DO0O0O0OO0OOO0DOOODOOOODOOOOO
goooon

0M1M1000000000000

> show version software

Date 2005/12/25 15:11:20 UTC

S/W: 0S-L2 Ver. 10.0

>

111300000000

000000 showsystem OO O OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ao
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11000000

On1-200000000

> show system
Date 2008/02/15 06:35:27 UTC
System: AX2430S-48T, OS-L2 Ver. 10.7
Node : Name=System Name
Contact=Contact Address
Locate=Location
Elapsed Time : 2days 03:25:01
Machine ID : 0012.e268.2c21
Fan : Active Speed=Normal
PS : Active
EPU : Disconnect
Main Board : Active
Boot : 2008/02/13 03:10:15 , Power ON
Fatal restart : CPU 0 times, SW O times
Lamp : POWER LED=green , STATUS LEDl=green
Board : CPU=PowerPC 533MHz , Memory=524,304kB(512MB)
Temperature : Normal (27degree)

Flash : user area config area dump area
20,063kB used 17,764kB 131kB 2,168kB
32,985kB free 19,915kB 7,134kB 5,936kB
53,048kB total 37,679kB 7,265kB 8,104kB

MC : Disconnect
Device resources

Current selected swrt table resource: -

Current selected swrt _multicast_ table: -

IP Routing Entry
Unicast : current number= - , max number= -
Multicast : current number= - , max number= -
ARP : current number=2 , max number=256

IPv6 Routing Entry

Unicast : current number= - , max number= -
Multicast : current number= - , max number= -
NDP : current number=2 , max number=256
MAC-address Table Entry(Unitl) : current number=2 , max number=8192
MAC-address Table Entry(Unit2) : current number=2 , max number=8192
Flow detection mode : layer2-1
Used resources for filter (Used/Max)
MAC IPv4 IPve
Port 0/ 1-24 : 128/128 n/a n/a
Port 0/25-48 : 128/128 n/a n/a
VLAN : 128/128 n/a n/a
Used resources for QoS (Used/Max)
MAC IPv4 IPve
Port 0/ 1-24 : 64/64 n/a n/a
Port 0/25-48 : 64/64 n/a n/a
VLAN : 54/64 n/a n/a
Used resources for UPC (Used/Max)
MAC IPv4 IPve
Port 0/ 1-24 : 64/64 n/a n/a
Port 0/25-48 : 64/64 n/a n/a
VLAN : 54/64 n/a n/a

>

O0OO0O0O0OO showenvironment D FANOOOOOOOOOOOOOOOOOODOODOODOOFANDDO
0000000000 00D0000000 systemfanmode 00000000000 OOOOOOODO
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1M1.000000

ONM-30000000000

> show environment
Date 2010/12/10 10:00:00 UTC
Fan environment

Fan : active
Speed : normal
Mode : 2 (cool)

Power environment
PS : active
EPU : active

Temperature environment
Main : 27 degrees C
Warning level : normal

Accumulated running time

Main : total : 365 days and 18 hours.
critical : 202 days and 22 hours.

000000 show environment 0 temperature-logging 0 0000000000 ODOODOOOOOOO
oooooooooo

0140000000000

> show environment temperature-logging
Date 2010/12/10 20:00:00 UTC

Date 0:00 6:00 12:00 18:00
2010/12/10 - - 26.0 24.0
2010/12/09 22.2 24.9 26.0 24.0
2010/12/08 24.0 23.5 26.0 24.0
2010/12/07 21.0 - 26.0 24.0
2010/12/06 25.6 - 26.0 24.0
2010/12/05 21.8 25.1 26.0 24.0
2010/12/04 24.3 24.2 26.0

>

1140000000000

000000 showflashOOODOOOODOOOOQOOOOUOOUOOUOOODOUOOUODOUDDOUODOODODDOO
gbooob %% ooboboooooobooboobobooboooooooboboboboooboooboono
gboboboooooboooon

O MM-50Flash 00000

>show flash
Date 2005/12/25 15:11:20 UTC

Flash : user area config area dump area
20, 063kB used 17,764kB 131kB 2,168kB
32,985kB free 19,915kB 7,134kB 5,936kB
53,048kB total 37,679kB 7,265kB 8,104kB

11150 000000000000 004d

gboboboboooooooboboboboobooooooobooboboboboobooooDo
gboboobooboobooboboboboooooobooboboboboboobooboboboboboon
gbobooboooboobobobobooboooooooboboboboooboooboobo

0000000000 0DO0O00D00OO000DDOO00 setloggingeonsoleDO0O0OOOOOOOOOO
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11000000

go0oOoOOOoOoOOCOOOOOOOOOOOOOODOODODODOODODODODOO show logging console O
goooooOoOoOoOoOoOoOOO EsSOOOOOOOOOOOOOOOOOOOOODOOOODOODOOO
ooo

On1-e000000000O0O0O0OOOOOO

> set logging console disable E5
> show logging console

System message mode : E5
>

oo

gboobooooobooboboboboobooobooboboboboobooooobooboOoboD
OO0O0OOCOOOO0OOOOOO showloggingO OOODODOOOOO

1160000000000

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooboobobaobo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooboobobobooooobooboobobooboooboooboobobob

s JOD0O0ODOOOOOOOOODOODOD
s OJO0OODOOO

gooooOooooooO0oboOoobooOoOooOboO0oooOoOoooDooOoobO IDOODOOOODOO
gboboooooboboboboooboobobobobobobooobooboobOobo

0000000000000 00D0DO00DO000DO00D000DDd showloggingO OO OOGOOOO
OOgrep0 0000000000000 0000O0OO0OO0OOOOODODODODOODOOODODODOOOOOOODO
0000000000000 0D00 show logging | grep EVT O show logging | grep ERROOOOOO
oo bobobbbobbbbobooooo

On1-7ODO00000000O0OO

> show logging | grep EVT

ggo

(oDooo)

ggo

EVT 08/10 20:39:38 E3 SOFTWARE 00005002 1001:000000000000 Login operator from
LOGHOST1 (ttypl) .

EVT 08/10 20:41:43 E3 SOFTWARE 00005003 1001:000000000000 Logout operator from
LOGHOST1 (ttypl) .

aood

(oooo)

aood

>
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11.000000

M200000000000000000

gbobobooooboboobobobobooboooo

00000 11.220backup/restore 00000000000 O0O0ODOOOO0ODOOOOODOOOODOOOOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooooo

1121000000000
0000000000000000000000000000000000

onM-e000O0D00OOO0O

ooooo oo
backup goooooooooooooobooooMcOOooDOoODODOD ftpOO0O0OODOOODOO
restore MCOOOOOOOO f,pO000O0O00OODOOOOOODOOODOOODODOODODOD

11.2.20 backup/restore 1 0 00 OO0 OO OO0

o110 0oboobooon

0000000000000 00O0backup00O00O00ODODOO0DOCOODOOOOODDOOODbackup
goooo0o0oooOo0o0o0oU0oO0UU0ULUUUUODUULUDUDULUDLOUUOUOMCOUOOOOO FTPODDOO
gboobaob

O00O0O0O0OO0OO0OOoOOoOoOOoOoOoOoOpackvpOOOoOOOODOOOOOOODOOOOODOODOOO

s JO00O0O0O0000000000U00DU0DODUODODODODOoODOoOOODOO
e startup-config

e JO0OOOOO

s JO00O0O0O0O0O0O0OOOOO

e JO0OOOOOOOOOOO

e WebOOQOOQOQoQ

e WebOOOOOOOOOODOODOODOODO

MACOOOOOOOO

IPv6e DHCPO OO DUIDOOOO

backup 0000000000000 OOOOOOOOOOOOOOOOO

e showlogging0 00000000000 O0O0O0OODO
- 0000000000000000000000000
. 0000000000000000000000000000000000000000000

0200000000

backup 000000000000 OOOOOOOOOOOOOOOOOOOOrestored0000O00OO
oo

restore 1000000000000 O0O0O0O0OO0OOO0DOODOOOOOOODOODOOOODOOOOOO

gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
gbobobooobooboobobobobobooooo
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11000000

U0O0Orestore 0000000000 OOO0OOOOOOOOODODO

erestore U0 ODOO0OODO0ODOODOOODOOOODOODOODOODOOOOOOOOOOODOODODO
gboboooooobooboboboooon

O00O0O00O0OO0O0Oshowversion0 000000000 ModelOODOOOOOODODO

e JO00ODOOOOOOOOOOODOODODOLOOODOODODOODODOOOOOOOOODOODOD
gbobobob
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11.000000

1130

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobooobooboobobobooooooobooboobobobooooobooboboboboonon

1M31000oooooobon

gboboboooboooboooboobobobobooboooooooobobobobobobooobooobooon

ONM-7O000000000

oooao ooooo oooao oooao
oooooooooo ooooooooooao ooooooooooao ooooocooooono
oo ooooooo oooooooooo
oooooooo ooo0o0O0ed0nO 100 ooooooooooao ooooocooooono
goooOden0OOoOnOnO oooooooooo ooooocooooono

00100000700
0oo00oOooooooo
oooogb
100000000000
0ooooooooog

oo

0oooooopso ooooooooooao gboboooooooood ooooocooooono
ooooooooooao ooooooooooao ooooocooooono
ooooooooooo goooooobooooooo ooooocooooono
ooooooooooao ooooocooooono
gooooooooo ooooocooo

FANOO 000 FANOOOOOO gooooooooooo FANOOOOOOOOO
oo ooooooooooao oooooooooooo

oooopsOooOoOOOO
OFANOODODOOODO
ooooo

00000000000000000 nosystemrecovery 1000000000000 O0O0O0O0OOOCOOOOOOO
oooood
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121000000000

1220 00000000000D00C0O0D
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12000000

121000000000

121

A000OooOoood

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon

o110 o0oboooooobo

121

goooooooooOoOoOoOoOoOOOOOOO OFFOODODOODODOOODDODOODDODODODO
gboboooooboobobobooooobooboobobooboooboooboobobob

2000000

o100 0O0DOo0oDono OFF

121

gooooooooOoOoOoOoOoOO0 OFFOOOOOODOODOODOODODODOODDODODODODODODO
OoO0 OFFOOOOOO

- J000000000000000000 shutdkownO OO0
- 00000000000 inactiveOO0O0ODO

SUooboobooooooogd

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooooboboboooboooobobobooboooooooboboboboboboon
gbobooooobooboboboooooboonbog

o1 0obo0oooboboooooboon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
go0o0oOoOoOoOoOoOoOoOoOOo OFFOODOODOO

o220 00bOooooboobonog
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gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbooooooon

s 0000000 ODOOOODOODO

s DO000D0O0O0OO0OOOOODOODOODOD

s JO0O0OD0OOOOOOOODOODOO

e JO00D0O0ODOOOOOOOOOODOODLODO

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooooboboboooboooboon



al OO0O0O0OO0obOODbObOOOboOobOOon

gbobobooooobooboboboobooooooooboobob
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20100 40 2000 s000000O0O0DOODOODOOOOOODOODOODOOOOOOOZ0100 4
0102000020100 40 60 8000000000000 00O00O000O0O0ODOODOODODO
gbooooooooobonoo

01210 000000000DOO0O0O0ODOO
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12:00
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2010/04/01 (Thu)
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2010/04/03(Sat)
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2010/04/07 (Wed)
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2010/04/09 (Fri)

2010/04/10(Sat)

2010/04/11(Sun)
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12000000

OpO0OD0OO0OO00DO0OO0OOOOO0DOOO0ODO

gboboooooboobobobooooobooobooboboobooo

ao
gbobooooobooboboboboobobooboboboboboooooboobobOobon
gboobooooobozo0bobo0obo0oo8soobooboobobobooboobooooobobOoDbo
gboobooooooobooboDbo

01220 00000000000O00O0OOO

0:00 12:00 24:00

2010/03/31 (Wed)

2010/04/01 (Thu)

2010/04/02 (Fri)

2010/04/03(Sat)

2010/04/04(Sun)

2010/04/05 (Mon)

2010/04/06(Tue)

2010/04/07 (Wed)

2010/04/08(Thu)

2010/04/09 (Fri)

2010/04/10(Sat)

2010/04/11(Sun)

2010/04/12 (Mon)

2010/04/13(Tue)

2010/04/14(Wed)

2010/04/15(Thu)

2010/04/16 (Fri) (R

I:I (AT Y 21— LR

OB E R

2010/04/17(Sat)

2010/04/18(Sun)

2010/04/19 (Mon)
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gboboboboobooboobooboobobobooooo

ao

12.000000

gbooooosgsobdbi1vooooboobobobobooboobosbouobz2o0boon
gboboooooboobo 20000000 8000000000000 O0OOOOOOODOODOO

gbooboooooooboooooboon

012300000000000000
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12:00

24:00
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Odbooooooboooooooooooooobooon

gbobooooooobooboboboooboooooobooboboboobooooooobOobOoDbOob
gbobooooooobooboboboooboooooobooboboboobooooooobOobOoDbOob

gboooooooooobo

oo

gbooboooooboobobobobooooboOo 2000b00b0b00O8O0ODOOOOODOODOD
gbobooooooboobobobobooooboooboobobobobobon 20100 40 30 16
gboozo0b0oboboboooboooboobooboboboboboooboobon

01240 000000000000000

2010/03/31 (Wed)
2010/04/01 (Thu)
2010/04/02 (Fri)

2010/04/03(Sat)
2010/04/04(Sun)
2010/04/05(Mon)
2010/04/06 (Tue)
2010/04/07 (Wed)
2010/04/08 (Thu)
2010/04/09 (Fri)

2010/04/10(Sat)
2010/04/11(Sun)
2010/04/12(Mon)
2010/04/13(Tue)
2010/04/14 (Wed)
2010/04/15(Thu)
2010/04/16 (Fri)

2010/04/17(Sat)
2010/04/18(Sun)

2010/04/19 (Mon)

0:00

12:00

24:00

B B

(R0

I:I (AT Y 21— LR

OB E R

12140 0000000000004
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s JO000OD0O0OO0O0OOOOODOODOODODOOOODOODODOODODOOOOODOODOODOODOD

gboboboboooooooboon
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12000000

0000000000000 00 OFFO00D00O000DDO0O0DDOO0O0O0O0OO0DND shutdown
0000oo00oo0o0oo000ooo0ooo0oooooO0U0 OFFOOOOOODOOOODO
000000000 schedule-power-control shutdown D0 0000 Oshutdown OO O OOOO
0o0ooooooooooo

020 J000b0000o0oboboobooboooboboobobon

gooooooOoQoOoOoOoOopOopoOoOoOoOoOOoOoOoOOODOOOCPUOOOOOOOODOOOOOO
gboboobooboboobobobooobooobooboobobobobooboobobobi10b0o
goooOo0o0oOoOoOoU0OoU0OU0O0OU0O0OU0D0OU0OUDOUDOUDUOOULDOUODODLD OFFOOUOUODOOOOO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobooobooboboboboboooooboobobob
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12000000

1220 000000000000 0O00O0

122100 0000000O00000000

gboboooooboobobobooooooboobobobobooo

01210 000000000DOO0O0O0OD0OO

ooooo od
gooooOoOoobooono 00000 bOOo0oOoooOoOOoOoooo
shutdown © schedule-power-control shutdown 0000000000 OFFOOO
ooood
O schedule-power-control time-range 000o0O0o0oDoOooooooooo
oooo

oooooooogoo

oo
gooboooooooooooooooooobs.0b0O0O0OoOOoOoOoOOoOoOOboOn

12220 00000000000 000000

gboboooooobooboboboboooooboooboon

gboboooogon
goooOooOoOoOoOoO OFFODOODOOOODODOODDODODODO

gboboboooooon

1. (config)# schedule-power-control shutdown interface gigabitethernet 0/1-10
00000000000 D0Doo00 OFFO0OD0OO0OO0O0DOOOOOO
g

2. (config)# schedule-power-control time-range 1 weekly start-time fri 2000
end-time mon 0800 action enable
gdbo0o0o 2000000000 8gbbOo0bboooboobooboboon
g

3. (config)# schedule-power-control time-range 2 date start-time 100403 1600
end-time 100403 2000 action disable
20100 40 30 16000 2000 0000000000 ODOO0DDOODODDODOODDbDOUODbDOODO
og
g
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12000000

1230 0000000000000

1231000000000

gbobobooboooboobobobooooon

0122000000000

ooooo oo
show power-control schedule OoO00O00O00OoO0oOoooooooo
inactivate ” 00oO0oooo0o oFrFOO0noonoong

oo
goooooOoOoooocoooOk.odoobooooooooooooboo

12320 0000000000
010 000000000000

000000 show power-control schedule 0 0 0000000000000 OOODOOOODOODOODO
0000o00oooooobooooo20100 40 1000000000000000O00ODOO 500000
goooooooooo

012-50 000000000000

> show power-control schedule 100401 count 5
Date 2010/04/01(Thu) 18:36:57 UTC

Current Schedule Status : Disable

Schedule Power Control Date:

2010/04/01(Thu) 20:00 UTC - 2010/04/02(Fri) 06:00 UTC
2010/04/02(Fri) 20:00 UTC - 2010/04/05(Mon) 06:00 UTC
2010/04/05(Mon) 20:00 UTC - 2010/04/06(Tue) 06:00 UTC
2010/04/06 (Tue) 20:00 UTC - 2010/04/07(Wed) 06:00 UTC
2010/04/07 (Wed) 20:00 UTC - 2010/04/08(Thu) 06:00 UTC
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0131000000000

ooooo

oo

ppupdate

ftpOtftp 0000 000000000000000000000000000

set license

oboooooooooooooooooooo

show license

ooooooooooooooooooooooo

erase license

oboooooooooooooooooooo
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013100000000 00bOo00ooo

IPv4/IPv6y k7 —4

1. P97 T— I 71 ILDERE (Ftp/tftp)

2. OF4 vk 7y I7F—bkavr FE{T (ppupdate)
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gboooooooboobd
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SW
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93472 PG
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14120000000000

gbooboooooboo sooooboobo

« IEEE802.30 0000 10BASE-T O 100BASE-TX O 1000BASE-TOO0O00O0O0O0O0O0O0O0OUTPO
gboboooooonog
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14.0000000

« IEEE802.3" 00000 1000BASE-X0DODODO0DO0DODOOOOOOO
« IEEE802.32e 00000 1I0GBASE-ROOOIOOOOOOOOOOOOOOO

OOOIEEE802.3ah 000 OO0

14130MACUOO0O LLCO O OO
00000000000000000000

014-200000000000

Preamble MAC~ v & :
‘ DATAZS & USPAD (46~9216%) FeS
BEUSFD®)[ pA(6) | SA(6) | TYPE/LENGTH (2)
: | '
Ethernet V2R | rype-
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| ! I
02 37t LENGTH= LLCA w & SNAPA~ &
e 0x0000~ DSAP|SSAP [conTRoL| OUI | PI1D | DATA | (PAD)
0x05DC Ol la~a| @ | @
| ! \
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1. (config)# interface tengigabitethernet 0/25
(config-if)# shutdown
goboobooobooboobboobooboo
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2. (config-if)# flowcontrol send loose
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3. (config-if)# no shutdown
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> show port
Date 2005/11/21 15:16:19 UTC
Port Counts: 24

Port Name Status Speed Duplex FCtl FrLen ChGr/Status
0/ 1 getho/1 up 1000BASE-SX full (auto) off 1518 -/-
0/ 2 geth0/2 down - - - - -/-
0/ 3 getho0/3 up 100BASE-TX full (auto) off 1518 -/-

0/ 4 getho0/4 up 1000BASE-SX full (auto) off 1518 -/-

168



14.0000000

14.400 10BASE-T/100BASE-TX/1000BASE-T U U O

10BASE-T O 100BASE-TX O 1000BASE-TOCOOCOOOCOCOOCOOOUTPOOOOOOOOOOOOO
gbobooogooo

144100000
010000000000

O all

O bO

10BASE-T O 100BASE-TX O 1000BASE-TOOO0O0OOOOOOOOOOOOO

10BASE-T O 100BASE-TX O 1000BASE-TOO0O000OO0O0O0O0OO0OO0O0O0OOOOOOOOOOO
gboboooooonog

« J000...10BASE-TO 100BASE-TXO 1000BASE-TO OO OO
e 0J000...10BASE-TO 100BASE-TX

gbobooooobooobooboobobooooooooobooboboboobooooboboboboon
gbobobooboobobobobobooboooobooboobobo

- 00000000000
« 100BASE-TXO0 0000
« 100BASE-TXO0 0000
« 10BASE-TO O OO0
« 10BASE-TO O OO0

10BASE-T O 100BASE-TX O 1000BASE-TO OO0

gbobooboooooobooboboboooooooooboobobobooobooooboboboobon
gbobobooobooobogoo

10BASE-TO OO 100BASE-TXOOOOOOOOOOOUOOOOOOOOOOUOOODODOUODODODODODOO
gboboboobooooboobobooboobooooooobobobobooboooboon

1000BASE-TO 0000000 OOOOOOOOOOOOOOOO0O00O0O0

169



140000000

014-70000000000000000O0O0O0O0O0OOOOO0O0O0

oooo gooooa
oo oooooad oo oono
0 ogoooooa
10BASE-T 10BASE-T 100BASE-TX 100BASE-TX O
oono ooo ooo ooo
oo 10BASE-T 10BASE-T x x x 10BASE-T
oood ooo ooo
10BASE-T x 10BASE-T x x x
oo ooo
100BASE-TX x x 100BASE-TX x 100BASE-TX
oood ooo ooo
100BASE-TX x x x 100BASE-TX x
oood ooo
1000BASE-T x x x x x
oo
1000BASE-T x x x x x
oood
ooo 10BASE-T 10BASE-T x x x 10BASE-T
ooo oood ooo ooo
I:IDDDD 10BASE-T x x x x 10BASE-T
oo oono
10BASE-T 10BASE-T x x x 10BASE-T
oooooa oono oono
oo
100BASE-TX x x 100BASE-TX x 100BASE-TX
oo ooo oono
100BASE-TX x x x x 100BASE-TX
oood ooo
100BASE-TX x x 100BASE-TX x 100BASE-TX
oooooad ooo ooo
oood
10BASE-T/ 10BASE-T x 100BASE-TX x 100BASE-TX
100BASE-TX ooo ooo ooo
oooooao
oo
1000BASE-T X x x X X
oood
1000BASE-T X X X x 1000BASE-T
oood ooo
1000BASE-T x x x x 1000BASE-T
oooooad ooo
oood
10BASE-T/ 10BASE-T x 100BASE-TX x 1000BASE-T
100BASE-TX ooo ooo ooo
/
1000BASE-T
oooooad
oood

(00)oxoOOoooooo

170



14.0000000

020 000000000DO

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboobooboobooboboboboooooboobobobo

goooooooobotomoD 47000bO00ooOo0oooboo0ooooooooDOboooDbbOOoooDo

gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon
gboboobo

O30 0oboooooon

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboboooooboobooboboboboooboooon

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobobobooobooboobdobombobOOoOOObOODOODODOOOOOOOOODOODOODOD
gboboboobooboobobobobobooooboobobo »wsuboooooooboobobo
gonoo-ontobbooooooooobooooooonD 41o00000obboobobooooboo
gbobobobooooooon

014800 0000000000000

ooooooo ooooo 0o0o0O00ooOooooo
oooooo O0DO0O00ooOoon
on oo 00O000D0O0oooooo
off oo 00DO00000oooOooooo
desired desired ooooooogoooog
oooag
ond OO0

off 100 0desired 00 0000000000000 0O0O0O0O0O0O0O0OO0OOOOOOOOOOOOOOOOO
ooboob 14100000000000000000000000000000000000O00O

desired0 00 00000000000000000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O00O0O00O00O00O00OO
goo0oo0o 4100000000000 00O0000O0O0O00DOOOO0OCOOODOOOOO0O0OO0

01490 00000000000000

gooooog goooo goooOooooooo
gooooo oopooooooo
on oo goooooooooo
off oo goooooooooogo
desired desired gooooooooog
gooo
onJ O OO

off 100 0desired 00 0000000000000 0O0O0O0O0O0O0O0OO0OOOOOOOOOOOOOOOOO
oooob 1410000000000 0O0O000O0000O0O0O0O0DOOO0O0DOOO0ODOO0O0OO0OO

desiredd 0 0000000000000 O000OO0OO0DOO0OO0DOOOODOOOOOOOOOOOOOODOOODO
goo0oo0o 4100000000000 00O0000O0O0O00DOOOO0OCOOODOOOOO0O0OO0

171



140000000

0 14-1000000000000000000Oo0ooOooOooo

ood gooo gooooooooo oooooooooo
goooooo |
gooo opooo gooo goooo opooo goooo gooo goooo
goooo gpooog ooooo goooo opooo goooo gooo gooo
0
on desired oo oo on on 0ood oo
oo on off oooo oooao
desired on on oo oo
ogd oo on on gogoo oo
oo on off oooo oooo
desired on on oo oo
desired oo on on o0 oo
oo on off oooo oooo
desired on on oo oo
off oo oo on on oo oo
o0 off on oo oooo
desired on on oo oo
oo oo on on gogo oo
oo off off oooo oooao
desired on on oo oo
desired oo on on o0 oo
oo off on oo oooo
desired on on oo oo
desired on 0oogd oo on on oo oo
oo off on oo oooo
desired on on oo oo
oo oo on on gogo go
oo off on oooo oooo
desired on on oo oo
desired oo on on oo oo
oo off on oooo oooo
desired on on oo oo
off 0o 0o off off oooo oooo
oo off off oooo oooo
desired off off oooo oooo
0o 0o on off oooo oo
oo off off oooo oooo
desired on off oooo oo
desired oo off off oooo oooao
oo off off oooo oooo
desired off off oooo oooo

172



14.0000000

ooo oooo o0ooooooooo O0ooooOoOoooo
ooooooo O
oooo oooo oooo oooo oooo oooo oooo ooooo
ooooo ooooo ooooo ooooo oooo ooooo oooo oooo
O
desired og og on on oo oo
oo off off oooo oooo
desired on on oo oo
oo oo on on oooo oo
oo off off oooo oooo
desired on on oo oo
desired og on on oo o0
oo off off oooo oooo
desired on on oo oo

040 OO MDIXO DO

O0MDIXOOOOMDIO MDI-XODOOOODOOOOOOOODOOOODOODOODDOOODOOOOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
00oo0oo0ooooOoooooooMDIXOOOOOOMDIO MDI-XOOOOOOOOOOOoOooOo
gooo

O 14-11OMDIO MDI-XOOOOOOOO

RJ45 MDI MDI-X
Pin No. 1000BASE-T 100BASE-TX 10BASE-T 1000BASE-T 100BASE-TX 10BASE-T
1 BI_ DA O TD O TD O BI_DBO RDO RDO
2 BI_ DAO TD O TD O BI_DBO RDO RDO
3 BI_DBO RDO RDO BI_DAO TD O TD O
4 BI.DCO Unused Unused BI. DD [ Unused Unused
5 BI.DCO Unused Unused BI. DD O Unused Unused
6 BI_DBO RDO RDO BI_DAO TD O TD O
7 BI. DDO Unused Unused BI DCUO Unused Unused
8 BI. DDO Unused Unused BI DCO Unused Unused
o1

10BASE-T O 100BASE-TXOOOOOOTDOOOOORDOOOOOOOODOOOODOOOOOD

o2
1000BASE-TOO0O800000ODOOODOOODOODOODODbIdirection0000O00ODOOCODODOODODODDO
OmMBILDxOOO0O0O0O0000O0O0

gsooooooaon

0000000 O0ODO0OOMACOUOOO DAOUOOOO 1518000000000000O0O0O0OOOOOOO
0oo0oo0oooOoOoOoooOoooooo i pmtu0 MTUDODOODODODOODOOODODOOOIPOOOOO
gboboboooboobobooboboboboobooo

173



140000000

O0OO0OOOCOEthernet V2000000000000 0O00OO0O802300000000000O0O0ODOO
goooooOoooooomi4l30MACOOO LLCOOOOOOODOOOOOODOOOOOOOOO
O000TagOUOOOODODOOOOO0MMI181.50VLANTag O TagO OO OO0 0000 ooooooQ
000000000000 0O0O0OOCOO0OOO100BASE-TXO O OO MM 1000BASE-TOOODOOOODO
gbobooooobobobobooooooboboboboobooo

01412000000000000000

oo oooooo oo
Ethernetv2 0 IEEE802.3 1

ooooo 1519 0 9234 x MACODOODO DADDOODODOOODOFCSOODOO

ooooooDo ooo

oooo o x IEEE802.30 0000 O0LENGTHOODOOODODO
0x05DD0 1501 0000000000000000
oo

oooo o x IEEE802.30 00000000000

obob0MoO0O0O0OO0O0Ox0OO0O00O0OO
00 14130MACOOO0 LLCOOOOOOOOODOOODOOOODOOOOODOOODOO

060 10BASE-T O 100BASE-TX O 1000BASE-TOOOOOOODO

- J0000D0OO0U00DDUOU0DDO0OO0DDODOU0DOOU0DODODUOODDDOUODODOODODDODODOOD
oooo
0000000oo00ooo00Dooo00oo00o0ooo0ooo0ooDoo0ooDoDoDoooooOog
inactivate 0 OO0 0 Dactivate 00000000000 ODOO

- JO0000D0OO000DDOU0DDOODO0ODDODOU0DOODUOODDDOUODDOODOODODOOD

- J0000D0OO000DDUOU0DDO0OO0DDODOU0DOOU0DODODOODDDOUODODDOODODODODOOD
O0O0O0O010BASE-TOOO 100BASE-TX OO O0O0OOOODOOOOODOOODOOOOODODOO
0000000ooo00ooooooDooooooooooooon

« I000BASE-TOOO0O00ODOOO0ODOO0DOOOODDODOODDOODODOOOO

14.4.2[0 10BASE-T/100BASE-TX/1000BASE-TU 1000BASE-X U [0 I

174

oo

0000000000000 10BASE-T/100BASE-TX/1000BASE-T 0 O O 1000BASE-XO SFPO O OO
0000000 1Ghit/sO0 00000000000 00000O0000OODOI10BASE-T/100BASE-TX/
1000BASE-T OO 00O 1000BASE-XOSFPOOOOOOOOOOOOOOOmediatypeJ 000000
gooo

O0000OO00O00O0O0O00O0O0O0O0O0O0O0OOO0O0O0OO0OO1000BASE-XOSFPOODODODDODODDODDODOODOO
00000 10BASE-T/100BASE-TX/1000BASE-TO0 00000000 O media-type 0 0 000 rj450
gooooo



14.0000000

14.50 10BASE-T/100BASE-TX/1000BASE-T O 0O OO O

oooogd

14510000000000
010 000 duplex 00O

000000000 00Db0O0 duplexOOOOOOODOOODOODOODDOOODOOOODODOOOODO
000000000 duplexOOODOOOO

Ual OD00O0O0O0OO0OO0ODOOOOOOOOOOOOObOObOObO0O0On

gboboooogon

10BASE-TO OO 100BASE-TXOOOOOOOODOOOUOOOOOOOOOOUOOUOOUOOoooo
gooOoOoOOOOO0O0OODOOO0OOO0O0DO0ODODODO0OD duplexODDooOOoODOODODOO

oo

gbobooooooo

1.

2.

(config)# interface gigabitethernet 0/10
(config-if)# shutdown

(config-if)# speed 10

(config-if)# duplex half

00000 10BASE-TOOOOOOOOOODOOOODO

O
(config-if) # no shutdown

O

OpOOOOODOOOOO0ODOOODOOOODODOOODOOO

gboboooogon

gbooboooooooboboobobobobooboooooooboboboboobooonDo
gboboooooobooboboobobobobooboooooooobooboboboboboooboooon
gbobooooobooboboboboboboobooobooooboboboboboboobooobooon

gboobooooobooban

gbobooooooo

1.

2.

(config)# interface gigabitethernet 0/10

(config-if)# shutdown

(config-if)# speed auto 1000
O00000000000000000000001000BASE-TOODOOOODOOOOODOOO
U

(config-if)# no shutdown

O

gboobaob

Oo00O00 duwlexOOOOOOOOOOOODOODOODOODODOODOODODOODDODODDODO
0000 duplexOOOODODOOODOOOOODOOODOOOODOOODOOODODOOODO
0000000 duplexO0DODOOODOOOOODOOODOOOODOOODOOODODOOOODO
gbobooooboobobobobobobooooooboobobo

175



140000000

14520000000000000

oooobooooooooobbooobm429000000000DOO00DOOOOODOOODO

1453000 MDIXO OO

0000 10BASE-T/100BASE-TX/1000BASE-TO 000000 MDIXOOOOOOOOOOOOOOO
oo0oooO0o0oooOooOo0oooO00obOOoO0OoOOoO00oDbOO0OoDOOoOoOoOoDOOoOoOoDOOoOo MDbIODO
goooooOoooOoOoOoOOOOOOOOMDIODOOOOOOOOOOOMDIOODOO MDIFX

OHUBOOOOOOOOO

gboboooogo
OO0 MDIXO MDI-XOOOOOOOOOOOOOOOOOOOOOOOODODOOO
gooboooooon

1. (config)# interface gigabitethernet 0/24
0000o00oooooobooo240000000000

ad
2. (config-if)# no mdix-auto

(config-if) # exit
O0MDIXODOOOOOOMDI-XODOOODO

g

1454000000000 10BASE-T/100BASE-TX/1000BASE-T 0 U [

10BASE-T/100BASE-TX/1000BASE-TO 1000BASE-X 00 0O 00O 10BASE-T/100BASE-TX/
1000BASE-TOOOOO0OOOOOOOOOOOOOO mediatypedOOO00 450000000

gbooboooogon
1000BASE-XOOOOOOOOOOOOOODOO10BASE-T/100BASE-TX/1000BASE-TO O OO0
gboooooooboobd

goboooobooog
1. (config)# interface range gigabitethernet 0/1-2
(config-if-range)# shutdown

(config-if-range)# media-type rj45
10BASE-T/100BASE-TX/1000BASE-TO 000000 OO0OODOODOODO

a
2. (config-if-range)# no shutdown

176



14.0000000

14.600 1000BASE-X O O O

146100000

1000BASE-XOOOODOOODODODOODOODOODODODOOODOODOOOODOO

o110 0o0booboooon
O a0 1000BASE-X

1000BASE-SX[ 1000BASE-SX20 1000BASE-LX0O 1000BASE-LHO 1000BASE-LHB O O O
1000BASE-BX 0 0000000000000 OO 1000Mbit/sJO000O0OO0O

1000BASE-SX0O

gbobooooooobooobobo
ooooocoobod 550mO

1000BASE-SX20
gooOoOoOoOoOoOoOoOOO0O0O0OO0 2kmO00000000O000O0O
ooo0o0oooDOog 2kmO

1000BASE-LX0O
gbobooooooobooobonbo
00000000000 BmODDOOODOOOOO 550m0O

1000BASE-LHO 1000BASE-LHBO
gboboooooooboooooboonoo
1000BASE-LHO OO OOOOOOOO 70kmO
1000BASE-LHBO OO OOOOOOO0O 100km0O

1000BASE-BX0O
gbooboooooboobobooboboboolbooboooobo0obooboooooooooobOoDboD
gooooooo
gboboooooboboboboboooooooboobobobobobobooboooboobOobo
oo
O0O0O0O0O0IEEE802.3ah 00000000 1000BASE-BX10-D/1000BASE-BX10-UOOOOODO
0O 1000BASE-BX40-D/1000BASE-BX40-UO0 O OO0OO0O0OO0O

1000BASE-BX10-D/1000BASE-BX10-UO
gboboooooooboobobobo
Oo0oOCOOoO0D0OD 10km0d

1000BASE-BX40-D/1000BASE-BX40-UO
gboboooooooboobobobo
00000000000 40kmO

gbobooooobooboboboboooooooobobobobboobooobooboboboobooo
gbobobooboobobobobobobooooboobobobo

e ODO0O0ODOODOODOOO
e 1000BASE-XOOOOO

177



140000000

0O bO 1000BASE-X O OO 0O

gbobooooooobooboboboooboooooboobooboboboobooooooboobobOoDboOob
O0000O0O0O00O0O0O0O0O0OO0OO1000BASE-XODDODDODODODODUOODOOUODOUODOODODODDODDDOO
gboooooobobdaba

014130 00000000000DOO000DO00bOoOOoOoDoDOO

ooooooag gooooa
oo ooooooag oo Ooo0o0oOoooooo
1000BASE 1000BASE
ooo oood
oo 1000BASE X X
ooo
1000BASE 1000BASE x
ooo ooo
ooooo 1000BASE x x
oooooa ooo
1000BASE x 1000BASE
ooo oo

ooo0mxOooooooo

o220 00bOooOooboobo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooboobobobob

gbooboooooommo 141300000 b0bo0oboooooooooboboboboooobooonoon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooo

g3 0oooooooo

178

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooooboon

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooobobdobobobbonbOobOobOobOobOObOOOOObOObOObDObObOOO
gboboooooboobobobobooobooboobobobobob 14 14000000000DODO
gbo0o0ooo14-15000000000000000000000 14160000000000000O
obooboooooooboooboobobo

014-14000000000000000

ooooooo ooooo 0ooo0oOoOoOooog
oooooo oooooooog

on oo gooooooOoOoooo

off oo 0000o0D00o0ooooooo




14.0000000

ogoooooa ooooa Oo0oOoOoOooooono
oooooa ogoooooooa
desired desired goOo0oO0oooooooo
oooo
on0 00O

off 100 0desired 0000000000000 000DO0O0OO0ODO0OO0DO0OO00ODOOODOOOODODOOOO
oooob 1416000000000 0DOOO0O0OCOOO0OOOODOOOODOOOODOOOODOO

desiredd 0 0000000000000 O000OO0OO0OO0OO0DOOOODOOOOO0OOOOOOOOODOOODO
oob0ood 14160 0000000000000 0O0O0O0OC0OO0O0O0O0O0O0CO0O0O0O0O0O0O0000

01415000000000000000

ogoooooa ooooa Oo0oOoOoOooooono
oooooa ogoooooooa
on oo oooooooooono
off oo goo0oooooooooo
desired desired ooooooooooo
oooo
on0 00O

off 100 0desired 0000000000000 000DO0O0OO0ODO0OO0DO0OO00ODOOOOOOODODOOOO
ooboob 14-160000000000O0000O0C00O0OCOOOO0O0O0O0C0O0O0O0O000O0O0O0

desired0 00 0000000000000000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O00O0O00O00O000OO
oob0ood 14160 0000000000000 0O0O0O0OC0OO0O0O0O0O0O0CO0O0O0O0O0O0O0000

01416000000000000DOO0OODODOOODDOOO

ooo oooo O00oooOoOoooooo ooooooooooo
ooooo
oooo oooo oooo oooo oooo oooo ooooo ooooo
oooo oooo ooooo ooooo ooooo ooooo ooo oooo
O O
on desired oo oo on on oQ oo
oo on off oooo oooo
desired on on 00 oo
oo oo on on oooo oo
oo on off oooo oooo
desired on on 00 oo
desired oo on on oQ oo
00 on off oooog oooo
desired on on 00 oo
off oo oo on on oo 0o
00 off on ood oooo
desired on on 00 oo
oo oo on on oooo oo
00 off off oooo oooo
desired on on oo oo

179



140000000

ooo oooo O00oooOoOoooooo O00ooOoOooooo
ooooo
oooo oooo oooo oooo oooo oooo ooooo ooooo
oooo oooo ooooo ooooo ooooo ooooo ooo oooo
O O
desired oo on on 0o oo
oo off on oo oooo
desired on on 0o oo
desired on oo oo on on oo o0
oo off on oo oooo
desired on on oo oo
oo oo on on oooo oo
oo off on goooo oooo
desired on on oo oo
desired oo on on oo oo
oo off on goooo oooo
desired on on oo oo
off oo 0o off off oooo oooo
oo off off goooo oooao
desired off off oooo oooao
oo 0o on off oooo 0o
oo off off goooo oooao
desired on off oooo oo
desired oo off off oooo oooao
oo off off goooo oooo
desired off off oooo oooo
desired o0 oo on on 0o oo
oo off off goooo oooo
desired on on oo oo
oo oo on on oooo oo
oo off off goooo oooo
desired on on oo oo
desired 0o on on oo oo
oo off off goooo oooo
desired on on oo oo

040 00000000

gOo0C0OO0OOOoOoOoOoMACOUOOO DAOUOOOO 1518000000000000O0O0O0O0OOOOO
gooOoOoOoOoOoOoOoOoOoOoOoOoOoOooopmtu0 MTUODOOOOOODOOOOOOOIPOOOOO
gbobooooooboobobobobobooooobooboobo

OO0OOCOEthernetV2O00O0OOO00O0O0O0DOOODOO8O23000000000000000O
gdo00oOoO0O0OoOoOoOoo0Dm14130MACOOOD LLCOODODOOOOOOOOOODOOOOOOODOO

180



14.0000000

O000TagOOOOOOOOOOO0MMI18.1.50VLANTagd O TagOD OO 00000000 ooooQ
gboboboobooboboobobobooboooooboobobon

0141700 0000000000000

oo oooooo oo
EthernetV2 Y IEEE802.3 "
ooooo 1519 0 9234 x MACOOOO DAODOOODOOOOFCSOO
(Doooag) goooo
oooo o x IEEE802.30 0000 0LENGTHO OO O

OO0 ox05DDO 1501 0000000000
gooooooo

oooao o X IEEE802.3000000C0OOC0O0ODODO

Od0M@MoOD0OOOO0OxOO0OO0OOO
0o0mi4130MACOOO LLCOODODOODOOODOODOOODOODODOODODODDO

050 1000BASE-X O OODOOODOO

s JO00000D0O0O0O0OOOOODOODOODOODODbOOOOOOODO
s JO000D0O0OOO0OOOOOOODOODODODOOOODODOODODOODODODbOOOODOOD

e JO00ODOOOOOOOOOOODOODODODLOODOODOODOODOODOODODODOOOODOOD
ao

181



140000000

14.70 1000BASE-X D D OO0 O0O0ooonon

14710000000

010 000 duplex O OO
00000000000000 duplexO000000000000000000000D000000ODO

OO0O0OO0C0OOO0OO0O duplexOOOooooQ

gbooboooogon
gboobooooooooboboboboooooooboobobobooooooooboboOoDbo

OOo0OOOOOO0OO0OO0 duwplexOOOOOOOOOOOOOOOODOOOODOODOODODOODOO
OO0O0OOO0O 1000Mbit/s O OduplexDO OO OOODOODOO

goooooooooa
1. (config)# interface gigabitethernet 0/1
(config-if)# shutdown
(config-if)# speed 1000

(config-if)# duplex full
do0gdod 1o00Mbhit/sDO0OO0OD0OOD0OODOOOOOOO

a
2. (config-if)# no shutdown

ad

gboobaob
O0OO0OOO 1000Mbit/s 0O0ODOOOODOODOO duplexO fullDOOOOCOOCOOOOOOOO

speed 0 duplexOO0O0O00OO0O00DOOO0O0OOOOODOOOODOOOOODOOODOOOODDOO
oo

14720000000000000

gboboooooboobobobobmi429000000000000000DOODOODOOOOO

182



14.0000000

14.800 10GBASE-R O U O

148100000

10GBASE-ROUDODO0O0O0O0O0O0O0OOOOOOOOOOOONOOOOOO

o1 oobooooog
0 ald 10GBASE-R

10GBASE-SRO 10GBASE-LRO 10GBASE-ERO OO0 10GBASE-ZROOOOOOOOOOOOOOO
O 10Gbhit/s0 0000000

10GBASE-SRO
0000000000000 0000MO00000000000000 300mP 0

oo
gboobooooobooboboboooooooboobobobooboobooboooooboobob
gboobooooobooboboboooboooboonog

10GBASE-LRO
OO00o0Oo0000O0o000O000oDOD@mOoobDo0oobDOo0oOoooDbOO 10kmO

10GBASE-ERO
goooOoOoOOOOCOO0OO00O00@m@MOoOOOODOOODODODOOO0ODO 40km0O

10GBASE-ZRO
gooOoOoOoOOOOCOOOO0OO0O0O0@m@MOoOOOODOOOODOOOOODO 80kmO

ObO 10GBASE-ROO OO

gbobobobooboooooboobobobooboooooooobobobobooobooobonDo

020000000000

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboboobooooobooboboboobooboooooboobobOobobobobobD0obd onDO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobobob 14-180buboboooobooboobobobob 14190b00b00b0boooo
gboboooooo

014-180000000000000O0OO

ooooooo ooooo ooooooooo
0oooooo ooooooooo oo

on oo 0ooo0o00ooOooooag

off oo 0oo0o0O0ooooooooo

183



140000000

ooooooag ooooog ogooooooaoao
oooooog ooooooooo oo
desired desired Jo00o0oooooooo

O00@MonOO0OOoff 000 desiredd O O

014-19000000000000000

oooDooo ooooo OOooOoOooooO
oooooo OoOoDODOoOoO oo
on oo oooDOo0oooogog
off oo 000ooooo0000o0n
desired desired oooooooooon

O00@MonOO0O0off 000 desiredd O O

O30 0ooobonog

go0C0OO0OOoOooOoOoMACOUOOO DAOOOOO 1518000000000000O0O0O0O0OOOOO
oO000ooO00ooOo0o0oooOoO00DO0 ipmtu0 MTUOOODOOOOODOOODOIPOOOOO
gboboooooobooboboboboooooboooboon

OO0OOCOEthernetV2O00O0OOO0000O0DOOODOOSO23000000000000000O
gdo0o0oOoO0O0OoOoOoOoo0Dm14130MACOOO LLCOODOOOOOOOOOOODOOOOOOODOO
O000TagOOOOOOO0O0O0O0O0MMI181.50VLANTag O TagO OO OO0 000000 ooooQ
gbobooooboobobobobooooooboboboboobooo

014-20000000000000000

oo oooooo oo
EthernetV2 U IEEE802.3 "

ooooo 1519 0 9234 x MACOOOO DAODOOOOOOFCSOODOO

0oooooo oooQ

oooo o x IEEE802.3 000 00O0LENGTHOOODOOOO
0x05DD0 1501 0 000000000000000
oo

oooo o x IEEE802.300 0000000000

o0b0DMoOO0O0O0O0OxOOO0OOOO
0o0mi14.130MACOOO LLCOOODOOODOOODOODOOODOODODODODODO

040 10GBASE-ROCOOOOODOO

« 10GBASE-ROOOO0OO0O0O0O00O0O0O0O0O0O0O0O0O0OO IEEE802.3ae0 0000000000000
gboboooogon

s JO000D0O0OO0O0OOOOODOODOODODOOLOOODOODODOODODbOOOOODOODOODOODOD
ao

* 10GBASE-ZR O IEEE802.32e 10 00000 OOIOONOOOOOOOOOOOOOOOOOOOOO
gboboboooooobogoon



14.0000000

1490 10GBASE-RUO O O0DODOOOOOO

1490100 00000O00O0O0ODOOO

gbobobooboobobobobmi4290000000000000000000DO0ODODO

185






Joduoboobootdtd

g0 UU o

1510 000000000000000000

1520 000000000000 O0O000DOO0O0DOOOO0D

1530000000000 00DO0O000OODO

15400 00000000000000000000000O00O0O

1550000 000000000000000O00

187



15.000000000000

1510 000000000000 00O00O000

1511000

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gbobooooobooboboboooobooboboboobooo

15120 0000000000O0DO0O0

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobobi1obooboboboobooobobobobobooooboooboobOobon
gboobooooooboobobooboogoon

0151 0000000000000000

[REER | Ex i X
diR—bEEHLEZY I TSI
Yr—ay
YUy BERE LR
FEEA % AEEB | mEoR—REEBLT, 3Kk
DYLHGFHTYE—ay
LLTERT S

15130000000
010 000000000000000

goooOoOoOoOoOoOoOOOOOOOOOOOOO LACPOODOODOODOODODO 2000000000
oo

« LACPOUODOUODOODOOOOO
IEEE802.3ad D00 LACPOODODODOODODODODODODODODDODODODOLACPODOODODODOODODODOO
goo0o0o0o0o0ooOoOo0oo0ooOooUOoUo0oUooUUULACPOODODODODODODOODOOOO
gboboboboobooboobobo

s JO000D0O0OO0O0ODOOOODOODO
0000000000000 0U00U0U0UL0UUUUUUDUUOOULACPOODODOODOOOO
gbobooboooboobobobobobooboooooboboboboobooboon

gboboooooobooboboboboooboooooboon

01510 000000000000000000

oo oooood od
ooboooooooooocoooo 32 a
oooooo
100000o0o00oocooao 8 a
gobOooooooooocooon « LACP 0
- O0OO0O0OO

188



15.000000000000

od gooooao od
goooo JoooOoOOoOoooooooooo JgodboboOooooooooooo
goono oo
goobobooooboboooobo goobobboooboboooooo
goooooooo goodooooooo
Duplex 00O O ooood O

ooomooooooo

15140 000000000 MACOOOO

goooo0o0o0oOoOoUoOoU0OoU0OOU00OUD0OU0O0O0DOUDOUDUOOUODOO MACODODDDDODODDOOD
00oo0oooOoooOoooooMACOOOOOOOOOOOOOOOOOOOODOODOODODOO MAC

gbobooooooo

0oo0o0o0o0o0oOo0oOoU0oUoODUOoU MACODODOODOOOOOOOOOOOODODODODODRDOO
MACOOOOOOOOOOOOO

1515000000000 O0000000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooboobooboboboboboooo

gbobobobooboooboobooboobobobooooo

015-2000000000000000001/20

oo ooooooo

gooooooooo port-channel load-balance 0 0 O 0O O
O

src-mac dst-mac src-dst-mac src-ip src-port

ooo s IpODOOODOO 00 MACOOOO O o o O O
od IpOOCOOOO
a
000 MACODOOD o O o O O
00 VLAN o o o O O
ooImproooo a a O a O
oooIpooOOO a O O o o
0o TCp/UDPO OO a a O a O
oo
000 TCp/UDPOO a a O O o
ooao
IpODOCODODOO ooIpoooo o o o o o
oooIpooOO o o o o o
oooooooogoo o o o o o
oooooooooo
oo

189



15.000000000000

oo oooooono ooooooooon port-channel load-balance O 0 0 O O
O

src-mac dst-mac src-dst-mac src-ip src-port

ooo2 MACOOOOOO 0o MACOOODO o o o o o
oo ooooo

ODLF/ 000000

oo/oooooo

oo
ooo MACOOOO o o o o o
gooooog o o o o o
gooooooooo
goooo
MACOOOOOO 00 MACOOOO d o o O O
ooIpoooOg
000 MACODOOO o O o a O
VLAN o o o ] O
ooImpoooo g g O O O
gooIipoOooOo g g O o o
00 TCp/UDPOCOO | | O O O
oo
Ooo TCp/UDPOO g g O ad o
good
MACOOOOOO 00 MACOODOO g o o O O
gooIipooooO
000 MACODDOO o g o o o
VLAN o o o o o
gooooo o o o o o
015300 00000000D00DO00O0O002/20
oo oooooono oooooooooon port-channel load-balance O 0 0 O O
dst-ip dst-port src-dst-ip src-dst-port
ooo 3 IpOO00OOOO OO0 MACODODO ] g O g
oo IpPOO0D0OCOOO
g
000 MACODODODO O g ] g
00O VLAN ] g O g
ooImpoooo o o o o
gooImpoooo ] g o o
OO0 TCP/UDPOOOOO 0 o 0 o
ooo Tcp/UDPOOOOO ] g a o
IpPOO0O0OCO0OO ooIpoooog o o o o
gooImpPoooo o o o o
gpooooooooooo o o o o

oooooooooo

190



15.000000000000

oo goooooo ooooooooooon port-channel load-balance O 0 0 O O
dst-ip dst-port src-dst-ip src-dst-port
ooo 2 MACOOOOOO OO0 MACODOOO o o o o
oo ooooo

ODLF/ 000000
oo/o000000

oo
Oo0o0 MACOOOO o o o o
gooogoog o o o o
gobooooooooooo
oo
MACOOOOOO OO0 MACODOOO ] g g g
ooImpoooo
Ooo0o0 MACOODOO ] g g g
VLAN 0 O O |
ooImpogoo o o o o
gooImwproooo ] g o o
OO0 TCp/UDPOOODODO O o d o
Oooo TCcp/UDPOOOODO ] g g o
MACOOOOOO 0o MACOOOO o o o o
gooImproooo
ooo MACOOOO O ad o o
VLAN o o o o
gpooogo o o o o

odbObOoOO0OO0OO0OO0OOOODDOOOOOODOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
0000000000000 0OU0OO0 MACODODDOODODODODODO MACODDOODODODO IPO
000000000 0O0dstrmacO00000O0Osremac00000000O0O0OODODOOODOCOOOO
gboboboob

15160 00000000000 00DO0O00O00O0OO
010 000000000000000000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooobooboboboooo

191



15.0 00000000000

015-20000000000000000O00O0O00O

OLEEMTE— ARG LS

AEEA AEEB
LACP 24T 1wy

COBREREL-EEDHE
*LACPO T T—2 3 UAEIL LBV CREMIKREICE S,

QOEEBMTF ¥ RILTIL—TNRHRA 2 b= ILFRA 2 Mo TWEBE

AEEA AEES
AEES
AEE

[REEA | |

]
[ #=E]

TFREEC

COBREREL-EEDEHE
CAREBAMLEE LT L—LNREBBERALTCRES L,
IL— TR &> TERITEMEL L,

D20 000000000000O000OO0

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo

miooobooobooobooooooobobobobooooboooobooboboboobooooooboOobOobon
gbobooooobobobooobooboono

O3 cpPUuOODOO

LACPOOCOOCOOOOCOOUODOOOUODOODODCPULOODUUOOUOUUUDUODUUUODUODUUDUOOOOO
LACPDUCOCOOCOOCOOCOOCOOCO0OCOOCOOOUOUOULOOULUULOUUDULDUODUOUOOOOO

goooOoOoOoOoOoOoOOOOOOOOOOOLACPDUOOOOOOOOOOOOOOOOOOOOO
boboooooooboobobobo

192



15.0 00000000000

15200 0000000000000 00O00O0O0O
ooon

152100 000000000000000

gbobobobooboooooboobobobooboooooooobobobobooobooobonDo

015400 000000000000000

ooooo oo
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channel-group periodic-timer = [LACPDUODOODOODOOOOOO

description 000000000000000o0o0o0oo

interface port-channel 000000000000000000000
O0obooooooooboobooooooooobooooooooooooooa
oooooooooooono

lacp port-priority LACPOOOOOODODOODOODOODO
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1. (config)# interface range gigabitethernet 0/1-2
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2. (config-if-range)# channel-group 10 mode on
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1.

(config)# interface range gigabitethernet 0/1-2
godoolgdo200000d0D0O0OdDOOOO0DbDOODDODOO0DOOn

g

(config-if-range)# channel-group 10 mode active
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(config)# lacp system-priority 100
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(config)# interface port-channel 10

(config-if)# channel-group lacp system-priority 50
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(config)# interface gigabitethernet 0/1
(config-if)# lacp port-priority 100
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1. (config)# interface port-channel 10
(config-if)# channel-group periodic-timer short
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switchport access

switchport trunk

switchport protocol

switchport mac

switchport vlan mapping

switchport vlan mapping enable
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spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree guard

spanning-tree link-type

spanning-tree port-priority

spanning-tree cost

spanning-tree vlan port-priority

spanning-tree vlan cost
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spanning-tree single cost

spanning-tree mst port-priority

spanning-tree mst cost

IEEE802.1X dot1x port-control

dot1lx force-authorize-port

dot1x multiple-hosts

dot1x multiple-authentication

dot1x max-supplicant

dot1x reauthentication

dotlx timeout reauth-period

dotlx timeout tx-period

dot1lx timeout supp-timeout

dotlx timeout server-timeout

dot1lx timeout keep-unauth

dot1x timeout quiet-period

dotlx max-req

dot1x ignore-eapol-start

dot1x supplicant-detection

DHCP snooping ip dhcp snooping trust

ip arp inspection trust

ip verify source

GSRP gsrp direct-link
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1. (config)# interface range gigabitethernet 0/1-2
(config-if-range)# channel-group 10 mode on

(config-if-range)# exit
dobo10o2000000000000D0O00O00DOO0O 1I00D000D0DOODDODOODODOOODOOO

og0ooobobooobooooooboobOobob

g
2. (config)# interface port-channel 10
doddoooooiocbobobobobobooboboobobobobodddddddooooooooooo o

a
3. (config-if)# switchport mode trunk
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1. (config)# interface range gigabitethernet 0/1-2
(config-if-range)# channel-group 10 mode on

(config-if-range)# exit
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2. (config)# interface port-channel 10

(config-if)# shutdown
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(config)# interface gigabitethernet 0/1
(config-if)# shutdown
godoo10000b000D000D0bO00bO00DDO0n shutdowndOOOOOOOODOOODOO

a

(config-if)# no channel-group
doooi1oooooodooooooooooood
a
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1.

(config)# interface range gigabitethernet 0/1-2

(config-if-range)# shutdown

(config-if-range)# exit
gobooooboobooobooboboobOodbboooDboobObooboobbooboooo
O shutdown 00000000000 0OOOO

d
(config) # no interface port-channel 10
00OO0DbO0O0O0 10000000Db0bOO0 o0100200000000 channel-group mode 000
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ooooo oo
channel'gl."ogpla(:p gobobooboooobooobooboobobobooooooboooooboD
system-priority gooboooooooooboboooooo
channel-group max-active-port 0000000000000000000000000000
channel-group max-detach-port Jo0o0oooOoooooooooo
channel-group multi-speed opoooooooooooooo
lacp port-priority gboboobooboooooboboboobobobooboobooooooobobo
lacp system-priority gobobooboooobooobooboobobobooooooboooooboD

oooooooooooooon
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gbobooooobooboboboboobooobooboboboboobooooobobOobon
gbobooooobooboboboboobooboobobobobobooooobooboobOobon
gbobooooobooboboboboobooonbo
gbobooooobooboboboboobooboobobobobobooooobooboobOobon
gboboooooooboobobobobooooboooono

gbobooooooo

1.

(config)# interface port-channel 10

goboooobo oo booboooboob oo booboooboobobooo
a

(config-if)# channel-group max-active-port 3
ggoogooobooiooobooobuodbbooboobboobbobL sbboobboooboo
gooboioooobooboooboboobooon

g

(config-if)# exit

ggooooboobbooboobbooboon

g

(config)# interface port-channel 20

(config-if)# channel-group max-active-port 1 no-link-down

(config-if)# exit

ggoogobgo 2o0dboooboobbooboobboobuoobboobooobooLD
godboooobooobobooobooboboobo11bgoboobDbooboooboobooo

g

(config)# interface gigabitethernet 0/1

(config-if)# channel-group 20 mode on
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(config-if)# lacp port-priority 300

O0000o0o0o0o 20000001 0000000000000 30000000000000000O
goboobooobooboobobOooboooboob128000boobobOoobOoOooog
goobooogod

u
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gbobooogo
gbobooooobooboboboboboboooooooooobobobobobooboobooobooon

gboboooooboobobobo0ovyhOOobOOOOOOOOOOYOOOOODODOOODODOD

gboobooooooooooooon
boboooooboobobobobobobooooooooobobobobobooboobooobooon
goooooOoOoOoOoOOODOOOOOOOODOOOODOODODODODOD LACPOODOODOO

gooOoOoOoOoOoOoOoOoLACPOO0O0O0OOOOOOOOOOOOOoOoOoOoooooog
go0o0oO0oO0OO0O0OO0OO0OLACPOOOOOUOOOOOOOUOODOOOOOOO

goooooooood
1. (config)# interface port-channel 10
dodoooooooobobobobooobboobobobobobodddddddooooooooooo o

a
2. (config-if)# channel-group max-detach-port 0
googoooo obbbbbbobbobobobddddddoU oo o

gbooboooo11000b00ob0obooboobobooooooboboboboooboooboon

a
3. (config-if)# channel-group lacp system-priority 100
doodooooo 1obbbbbbbbbio00dogooo

O
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gbobooooooobobooboboboboobooooooooboobobobobooooboooon

gbooooooon
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1. (config)# interface port-channel 10
gooodboo iogobooboobobooboobboobUoobDbUoobooboboobog

g
2. (config-if)# channel-group multi-speed
dodoooooi1ocoboooooobooooobooooo

203



15.000000000000
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gboboooooboobobobooooobooobooboboobooo

0159000000000

ooooo oo
show channel-group 000000000000000000000
show channel-group statistics 00000000 oooooooooooooan

clear channel-group statistics lacp LACPDUDOOOOOOOODODOODODO

restart link-aggregation 000000000000 0000000O00000

dump protocols link-aggregation 0000000000000 0000000000000ononooooag

ooooooooooooo

15520 00000000000000000
010 0000000000000000000

O00000000000000 show channel-group 0000000000 0OCH StatusO0O0 0000
0000000000 00ooo00ooo000oDo00o0oo0o0o0ooo00ooDoooooo

show channel-group 0000000000 OO0OOODOODO

O 15-40 show channel-group D OO0 0000 OO

> show channel-group 1
Date 2010/12/10 13:13:38 UTC
channel-group Counts:1

ChGr:1 Mode : LACP
CH Status :Up Elapsed Time:10:10:39
Multi Speed :0Off Load Balance:src-dst-port

Max Active Port:8

Max Detach Port:7

MAC address: 0012.e2ac.8301 VLAN ID:10
Periodic Timer:Short

Actor information: System Priority:1 MAC: 0012.e212.ff02
KEY:1

Partner information: System Priority:10000 MAC: 0012.e2f0.69be
KEY:10

Port (4) :0/5-8

Up Port (2) :0/5-6

Down Port (2) :0/7-8

>

020 0000000 b0O0obOoon
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show channel-group detail 0 00 0000000000000 0OO0OO0DOODOOOOOODOOO Status
D000000000Statusd DownOOOOOO ReasonOD OO OOOOOOODO

show channel-group detail 0 00000000000 OOOOOO0O



15.000000000000

0 15-50 show channel-group detail D OO OO0 OO0 OO

> show channel-group detail
Date 2010/12/10 13:13:38 UTC
channel-group Counts:1
ChGr:1 Mode : LACP
CH Status :Up
Multi Speed :0ff
Max Active Port:8
Max Detach Port:7

Elapsed Time
Load Balance

00:13:51
src-dst-port

MAC address: 0012.e205.0545 VLAN ID:10
Periodic Timer:Long
Actor information: System Priority:128 MAC: 0012.e205.0540
KEY:1
Partner information: System Priority:128 MAC: 0012.e2c4.2b5b
KEY:1
Port Counts:4 Up Port Counts:2
Port:0/5 Status:Up Reason: -
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:128
Port:0/6 Status:Up Reason: -
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:128
Port:0/7 Status:Down Reason:Duplex Half
Speed :100M Duplex:Half LACP Activity:Active
Actor Priority:128 Partner Priority:0
Port:0/8 Status:Down Reason:Port Down
Speed :- Duplex: - LACP Activity:Active
Actor Priority:128 Partner Priority:0
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1. (config)# mac-address-table static 0012.e200.1122 vlan 10 interface

gigabitethernet 0/1
VLAN10OOOO MACOODOD 0012.e200.11220 000000000000 010000000

g

gooooo
VLAN 1000000 MACOOOO 0012.e200.11220 00000000 010000000000

gboooooo
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1. (config)# mac-address-table static 0012.e200.1122 vlan 10 interface
port-channel 5
VLAN10OODOO MACOOOO 0012.e200.1122000000000000000000 0000
goo
O

gboobaob
VLAN10OOOOO MACOOODO 0012.200.112200000000000000 5000000
goooooooboon

g3 goboooooooboboooooon

gbobooogo
0000 MACODODOOOOODOOOOO MACOOODOODOOODODOODOODOODOOOOOOO

gbobooooooo

1. (config)# mac-address-table static 0012.e200.1122 vlan 10 drop
VLAN10OOOODOODOODOO MACOODOO 0012.e200.11220 00 000000000000
a
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show mac-address-table MACOODOOOOOOOOOOOOOO0DOO
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000 0IEEE802.1X0 IGMP snooping 0 00 MLD snooping 0 000000000000 O0OOOOO
0O 17-10 show mac-address-table 0 0 0000000

> show mac-address-table
Date 2005/10/14 12:08:41 UTC

MAC address VLAN Type Port-1list
0012.e22d.eefa 1 Dynamic 0/2
0012.e212.2e5f 1 Dynamic 0/5
0012.e205.0641 4094 Dynamic 0/24
0012.e28e.0602 4094 Dynamic 0/24

>

17.3.30MACO0ODOOO0OODOOO
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0 17-20 show mac-address-table 0 0 O O O learning-counter 1 0 O 0000000000

> show mac-address-table learning-counter port 0/1-12
Date 2005/10/14 12:09:40 UTC

Port counts:12

Port Count

0/1
0/2
0/3
0/4
0/5
0/6
0/7
0/8
0/9
0/10
0/11
0/12

>

N
[eNoNoNoNoNoNol _NoNeoN o)
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gbobooooobooboboboboobobooboboboboboooooboobobOobon
gboboooooboobobon

IPv40000000IPv40 EthertypeOOOO ARPO Ethertype 0000000000000
Ipva0000000OO0OODOOODOCOOOO

gbobooooobooo

1.

(config)# vlan-protocol IPV4 ethertype 0800 ethertype 0806

00 IPV400000000000000D0O0O0000O0O0OIPv4 O Ether-type 0 08000 ARP O
Ether-type 0 0806 DO O 0OOOODO

00000000000D000000 EthernetV20000000000000O0O0O

g

(config)# vlan-protocol IPV6 ethertype 86dd

oo Ipv6e 00000000 0ODOODOOOODOODODOOO IPv6eO Ethertyped 86DDOOOODO
ogo

g

020 00000 VLANO OO

gbobooogo

00000 VLANOOOOOOOVLANOOOOOOO VLANID O protocol-based DO OO OO
goooOooooOovVLANDODODDOODODOOODOOOOOOOOOOOOOOOOODOOO

gbobooooobooo

1.

(config)# vlan 10,20 protocol-based

VLAN 10020000000 VLANOOOOOOOODOVLAN 10020000 IPv4a 0000 O VLAN
00000000000 00oo00ooo0o0nD VLCANOOODOOOOoOoOooooooooooo
g

(config-vlan)# protocol IPV4

(config-vlan)# exit

VLAN 10020000 0000000000000 00 IPv4a0000000O00OOOO

a

(config)# vlan 30 protocol-based

(config-vlan)# protocol IPV6

VLAN30OOOODODO VLCANOODOOOODODODOOOVLAN3OODODODOOOODOOooooooo
gooIpv6e00000O0ODOODOOO

g

g3 0opbooooooonDo

gbobooogo

00000 VLANOOOOOOOOoo VLANOOOOOoooooooooooooooooog
000000000 UntaggedDODODOOODOOOO

goboboooooon

1.

242

(config)# interface range gigabitethernet 0/1-2
gbogonoo200000D00ODODOOO0ODOODOODOODOODOOOOODOODOODOODOODODO o
1002000000000000000D000O00O0O0ODODOO0ODO

g

(config-if-range)# switchport mode protocol-vlan
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(config-if-range)# switchport protocol vlan 10
(config-if-range)# exit

000 o1002000000000000000000O0VLAN10ODOOOODOO
O

(config)# interface range gigabitethernet 0/3-4
(config-if-range) #switchport mode protocol-vlan
(config-if-range)# switchport protocol vlan 20
(config-if-range)# exit
oo0oos00400000000000000D0OC0O0OOVLAN200DODOO0ODO
U

(config)# interface gigabitethernet 0/4

(config-if)# switchport protocol vlan add 30

000 040 VLAN30OODOOOODODOOO 0/40 TPv4aDIPv6 0 200000000 VLANOOO
gooogo

U

[00O00]

switchport protocol vian 0 0 0000000000 OD0OO0OO0OODODOOOOOOOOOOODOODOO
0000 <vlanidlist>000000000000000000OO0 VLANOODODOOODODO VLAN
000000000 0DO0dAOswitchport protocol vlan add 00 0 0 0 O O switchport protocol vlan
remove 0000000000 DOOOO

040 0000000000

gbobooogo

00000 VLANOOOOOOTaggedOODODODDODODDODDODODOODODODODDODODODODODODOOO
gooooooo VLANOOOOOood

gbobooooobooo

1.

(config)# interface gigabitethernet 0/5

o000 os000000000000DO0ODOODOO0ODOODOODOODOODOObOOOOO
u

(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 10,20,30

000 o0s500000000000000000O0VLAN10O200300000000

O

1863000000 OOODODOOOOO VLANO OO

gboboooogon

OO00OCOOO0OO0OO0OODO0O0O00O00O00000 UntaggeddOOOoOooooooooooo
Oo0O0O00O0O VLANOOOOOOOO VEANOOOOOOOOOOoOoO VLANODODODO VLANDO

goooooogo
00000 VLAN O VLAN ID O switchport protocol nativevlan 0 0 0000000000000

0000000000000 00O000U00U0 Untagged0OOOOOO VLANOOODOODOOO
OO0 VLANOOOOOO0O0000000000000000000d VLAN1O0OOOOO VLANO

oo
00000 VLANO statussuspend 0 0 0000 0000000000000 O0O0OOOOOOOO
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244

gboooooooboobd

gboboooooon

1.

(config)# vlan 10,20 protocol-based

(config-vlan)# exit

(config)# vlan 30

(config-vlan)# exit

VLAN 10020000000 VLANOOOODOOOODOOOVLAN30OODOO VLANOOOOOO
ogo

g

(config)# interface gigabitethernet 0/1

(config-if)# switchport mode protocol-vlan
gobool1oo0ooooOobOOd0o0o00O0obOOooO0oO0obOOdbOobOoOO0ooOOoDoooOOoDOoDOOooOoon

gbobobooobooobogo
g

(config-if)# switchport protocol native vlan 30

(config-if)# switchport protocol vlan 10,20

0000oo0oOooDo1000oodd VLANDOOO VLAN3OOOOODooooooooooood
00 Untagged 0000000 VLANODOOOODOOOOODDO VLAN1OO200000000



18.70 MAC VLAN O O O

18.0 VLAN

18.7.10 00

0000 MACOOOOOOO VLANOOUOOUOUOUOUOUOUOOOVLANODO MACODODDODDODOO
gboboboobooboboobobobo 20000000000 0b0ObOObOOO

MACVLANOOOOOOOOO MACOODOOODOOODOOOOODOOOOOOOUOODOODOODOD 2000
0000000 MACOODOODOOOOOODOODOOOOOOOODOODOODOODOODOODODODOO

gbobobd

0000000000000 00000d macbased-vlan staticconly 0 0000 00MAC VLANO OO
000000000000 0000000 macaddress0 MACOOOOODOODODOOOOOOOO
goooo200o0o0o0o0o0b0o0o0o0b0o0boo0ooaoa

MACVLANOOOOOOOOOOOOOOVLANOOOOOOOOOOOOODOOOOODOOOOOo
000000 MACOOODOOODOODOO VLANTagOOOO VLANOOOOOOOOOODOOOOOO
00000 MACOODODOOODOODOODODODODOODODOOODO MACODODODOOOOOOO

MACOOOOOOOOOOO

O 18-80 MACVLANO O OO

AEEH
i
| VLANEA

HEEBHOMACT F L R & AR

HEBH2OMACT F L R & FHiEHR

VLANEA

3mRA, IHKB

VLANEA

ARG

VLAN#B

S ARG

VLAN#B

ifoRE, EmeRF

- REBHI OR— F2IEVLANEA, #BOMAICEL TLVA,
- VLANFATIX#RRA, B, GRITHE(EWIEE.

D; kS HR—k - VLAN#BCIZ#53RC, E, FRACE{ETIEE.

18.720 0000000 MACODOOOODO

000000 MACVLANOOOOOOOOOOOOOOOOODOODOODOODOODOODOODODOOO
000000000 0oo0obo VLANOOO VLANTagOOOOOOUOOUOOUOOOO MACODODDOO
VLANOOOOOOOOOOOOMACVLANOOOOOOOOODOOODOODUODODODODDODOOOOO

245



18.0 VLAN

Oo0oO0O0mOo 18-8O0MACVLANOOOOOOOODODODOODDOO

MACOOUOOOOOOUOUOOUOOUOOUOUO VLANOOUOOOOOO MACOOOOOOOOOoooo
gdoooOoOoOoOoOoOOOOOOOOUOOUOOUOOUODOUOOLO MACOODOOODOOODODOODDOODDODRDOO
VRRPOOOOOOOOOOOOOOOO MACOODOOOOOOOOOODOO

MACOOOOOOOOOOODOOOODOOODODODOO

018900000 MACODODOOOOOOOO

REEH | — | RmES

HEEBHOMACT F L R & FRiER HEEBH2ONACT F L R & FRiER

HHZKA, 1hZKB ImARA,
5HKRC, KD 5HKRC, KD

VLANEA VLAN#A

(L) |:|: MAGH —

CURRAIR, REEH, R20WMAICRENH S0, mKC, #mKDEBEAEE,
CRRBIE, FEBH2AH/ENG VS, WmKC, WEKDEBETR,
ImARA L [LEIE AT RE.

18.730 000 2000000000000

MACVLANOOOOO 20000000000VLANOO MACOOOOOOOODOOOOOoOooOoO
ogbooooz2b000000000000b

« TEEE802.1X
s WebO O

« MACOO

e 00O VLAN

0000000000000 2000000000000 MACOOOOOOOOOOOOOO MAC
gdo0oOoOoOoOoOoOoOopoooooo VhANOOOOooogo

goooOoOoOoOoOoOoOoOoOobO 20000000MACOOO0OOOOOOOOOOOOOOOOOOOO
O MACOOOOOOOODOOO

18.740MACU LD OO VLANDO O

MACOOOO VLANOOOOOOOOOOOOOO0O0O0O0O00000 switchport macvlanO0O0O0O0O
gbobooz2b00bobooooobooboobobab
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00000 MACOOOOOOOOOOOOOOOOOOVIANOOOOOOOO 20000000000
OVLANOOOOOO0O0O0O00oooooooooooooooogoooooooog MACOOOO
000000 200000 VLANODODODOODOODOODOOODOODOODODODODODODODDOOD
switchport macvlan 0 0 0 00 0000000000000 0O0O0O0O0OOO VLANOOOOOOOOO
ao

000 VLANOOOOOOOOgo 20000000000000000000A0

018100000 VLANOOOOOOOOO 200000000000

ooo20000 ooood
IEEE802.1X VLANOOOODOOOD
Web OO 000000 VLANOOO
MACOO 000000 VLANOOO

18750 VLIANO OO OUOUOOoooooooog

000000000 MACVLANOOOODOODODODO VLANO MACVLANOOOOODOOODODOO
OO0 VLANOOUOOOOUOOUOOoooooooooooooooooooooooooo veANOOo ™
gboboboobooboobobobobooboooobooboobobobobooboooboon

gbobobooobooboobobobobooboooooobooboboboboboobooobooon

O 18-100VLANOODODODOODOODOOO

TILFEXxv AT IL—T
(L) |:| . MAGTH—

- RBEEHI OR— F1ZVLANEA, #BOEAIZE L TLVS,
s 5GRA, BIIEILRIILFEFY R RTIL—TIZEL TS,
s TILFEFEYR R, R— MAOSVLANEA, #BOFNFRIZEESH D,
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18. 80 MACVLANO O OUOOOODODOOO

188100 0000O0OODODO0OO0O0O0OO0

MACVLANOOOOUOOUOOOOOOOODOODUOODUOODUOODOOOOO

018-MOdoO0o0oO0ooo0ooooooon

oooog oo

mac-address MACVLANO VLANOOOOOOOO MACOODOODOODOOOOODOOOO
oooooooog

mac-based-vlan 000D00000000000 macaddress 000 MACOOODOOOOOODOODO

static-only ooo

switchport mac MACOOOO VLANOOOODOD

switchport mode 00D0O0DOMACOOOODOODOOOOO

switchport trunk 00000000 VLANOOOOOOO

vlan mac-based 0000000000 MACVLANOOOOOOO

18.8.20 MAC VLAN O O[O

MACVLANOOOOOOOOOOOOOOOOOOOOOMACVLANDO VLANODODODODO MACOO
goooOoOoOoOoOoOOOOOOOOOOOOOOOOOOOIEEESO21XOO0O0OOOOOOOOOO
OoOOOOOOOOoOOoOOoOooO vol2O07.IEEES02.1XO000000000O0O0O0OODODOO

goooOoOoOoOoOoO#00D00OD0ODOOOODOODOOLIO MACVLANIOOOOOOOODODODO o/20
MACVLAN10OODO 2000/30 MACVLAN200O0O0O0OO0OOOOOOOOOO/300 MACOOOO
goooooooooboooooOoOOO
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18-1MO0MAC VLAN O O OO

AEEHR
it
I

MAG VLAN 10

(L) |:| - MACH— k EEHONCT F L XERER

TEEA 0012, 6200, 0001
D RSV VLAN 10 e B 0012, 6200, 0002
VLAN 20 | 5R%C 0012, 6200.0003

010 MACVLANODOOO MACOOOODODOO

oo

ao

1.

gboobooobo

MACVLANOOOOOOOVLANOOOOOOO VLANIDO macbased 0000000000
oo

OOCOVLANDOODOOO MACOOOOOOOOOOOOOOOOOAD COOCOOOO VLANO
go0oOoOoooo bO MACVLANOOOOOOOOOOOOOOOOOOOOOOOO
gboboooogo

(config)# vlan 10 mac-based

(config-vlan)# name MACVLAN1O

VLAN 100 MACVLANOOOOOOODOOODOOO VLANOOOOODOOODOOOOooOOo
goog

4

(config-vlan)# mac-address 0012.e200.0001

(config-vlan)# mac-address 0012.e200.0002

(config-vlan)# exit

00 A0 0012.e200.000110 0 O BO 0012.e200.00020 0 MAC VLAN 100000000

g

(config)# vlan 20 mac-based

(config-vlan)# name MACVLAN20

(config-vlan)# mac-address 0012.e200.0003

VLAN 200 MACVLANOOOOOOODODO CO0012.e200.00030 0 MACVLAN 200000000
g
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gboobaob
MACVLANOOOOO MACOOOOOOOOOMACOOOOOOOO VLANOOOODOODOOO

o220 MACOODOOODO

gboboooogon
MACVLANOOOO MACOOOOOOOO VLANOOOOOOOOOOMACOOOOOOOO

O0O0OOCOOOO0O UntaggedODOOOOOOOOO

gboboooooon

1. (config)# interface range gigabitethernet 0/1-2
dogoioo2000dn0dbD0dbDO00oU0OoUODODoODO0O00OoOoOooooOooDaon

ad
2. (config-if-range)# switchport mode mac-vlan

(config-if-range)# exit
dogdoaoo20 MACODODOOOOOODOODO o10o020000 200000000000
VLANOOOOOOOO

a
3. (config)# interface gigabitethernet 0/3

(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
000 o330 MACOOODOODOODOODOOODOOVLAN2000O0O0DOODO

ad

gooooob
switchport macvlan 00 0000000000000 O0O0O0ODOOOODOOOOOOOOODOOOODO

OO0 <vlanidlist>00 000000000000 MACVLANOOOODOODOOO VLANOODOO
000000000 switchport mac vlan add 0 0 00 O 0O O switchport mac vlan remove 0 0 O 0
gooooooooo

o330 0onooooonoon
gboboooogon
MACVLANOOOOOOTaggedOOODODOOODOODOODOOOODOODOOOOOODOOOODOOO
ooO0oOoO0 VLANOOOOOoogo

gooodooooooag
1. (config)# interface gigabitethernet 0/4
doodo400000000000000O00DO00OO00DO00ODOODOOOOOOODOOn

a
2. (config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 10,20
000 o40000000000000000O00OVLAN1OO200000000

ad

18.830MACOIODOOODDOO VLANO OO

gbobooogo
MACOOOO MACVLANOOOOO MACOOOOOOOOOO UntaggedOOODOOOOOO
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000000000ooDod VLCANOOOOODOODO VLANOOOOOOOOOoOOoDO VLANODOO
O VLCANOOOOOooooo

00000 VLAN O VLAN ID O switchport macnativevlan OO 00000000 OMACODODO
000000 MACODODOODOODOO Untagged DOODOODO VLANOOODODOOOOOO
VLANOOODOODODODOODOOOOOOoOOoooooDooD VLAN1OOOOOO VLANOOOO
00000 VLANO statussuspend 0 000000000000 DOOO0 MACODOOOOOOOO
doddooooooooooo

gbobooooobooo

1.

(config)# vlan 10,20 mac-based

(config-vlan)# exit

(config)# vlan 30

(config-vlan)# exit

VLAN 10,200 MACVLANOODODOOUOOOOOOOVLAN30OOOO VLANODODDODOODDOOO
u

(config)# interface gigabitethernet 0/1

(config-if)# switchport mode mac-vlan
o00o100000000Doo00D0O000oO000DoO000oO000oDoOO00oDoOOMAC
gobooboogobgo

g

(config-if)# switchport mac native vlan 30

00001000000 VLANOODOD VLAN30OOOOUOOOVLAN3OOOOO 0/100000
0000 MACOOOOOODO UntaggedJODODOOOO VLANODOOODOD

g

18.840MACOLDDODOODDOOOODOO

gbobooogo

0000000000D0000 macbased-vlan staticconly 0000000000000 OOOO0O
00000 macraddress 1000000 MACVLANOODOOOODOOOOODOOO

gbobooooooo

1.

(config)# mac-based-vlan static-only

(config)# vlan 10 mac-based

(config-vlan)# mac-address 0012.e200.0004

(config-vlan)# exit

(config)# vlan 20 mac-based

(config-vlan)# mac-address 0012.e200.0005

(config-vlan)# exit

VLAN 100 MACVLANOOOOOOOMACOOOODOO0012.e200.00040 00000000000
VLAN 200 MACVLANOOODOOOOMACOOOOOO0012.e200.00050 0000000
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1890 VLAN O U O U O gu

1890 10IPOOOOOOODOOODODODOOOO
D000 IPO0D0O00OOOODVLAND IPO000O0O000000

IPOO00OOCOCO0OO0OODOODODODOODOOD interfacevlanO00O0O0O0O0O0OO0OOOOOOOOODOODO
OO0 VLANOOOOOOoooooooo

18920 VLANDO O OOUOGO4UO4g MACODOD OO

IPOCO0OCOCOOCOO VLANOOOOOUOOOOUOOOUOUOOD MACOODODDUOODODDOODDODOO
go0oOoO0 MACOOOOOOOOOOOOOOOOO MACODODDOODDODOOODOOO

« 00 MACOOODO
« VLANOOO MACOOOO

gooOoOoOoOooOo MACOOOOOOOOOOOOOOOOOOOOOOOOO VLANOOO MACO
gbooooooobaob

VLANOODODODODODODO MACOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gooOoOoOoOoOoOoOOOOOO 3s000OO0O0OOOOOO 300000000000 ARPO NDPODODO
OO0 MACOOOOOOOOOOMACOODOODOODOODOODOODOODOOOODOODOOOODOOOOO
gbooooooooobo
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18. 10U VLANU U U OO ooonooooogg

1810100 0000O0O0ODOO0O0O0O0O0OO0

VLANOOOOOOOD IPOOOOOOOOOOOO 30000000000 DOUODODODODDOO
gbobobooboboobobobobooboooon

0181200 0000000000DO0O0O0ODO

ooooo oo

interface vlan VLANOOOOOOOOOOOOOOODOOOOD0O00000000000000
vlan-mac VLANOOO MACOOOOOOOOOOOOOO0O0O00O

vlan-mac-prefix VLANDOO MACOOOODOOODOOODOODOOOOO

ip address D 00000000 IPva00000000000

oo
0000000000000 00000000017.1IPv40ARPOICMPOOOOOOOODOOO

181020 000 30000000000 DO VLANO OO

gboboooogon
VLANDO IPOO0O0O00000000 300000000000000000O interfacevlanO OO
ooOoC0O VvVLANOOOOO0O0ogoooooogoooooooooogooogogo soooooooo
go
O0OO0OC0OOVLANOODOODOOOO IPv4O0 0000000000000 0OOVLANODOQODODODO
gboobooooobsgobobooobooooobobobobooboooboono

gboboboooooon

1. (config)# interface vlan 10
VLAN 100 VLANOOOODOOOOOOOOO0OOO0O0D0OO0O0000000A0 interface vlan 0 0 O
000000 VLANIDOODOOO VLANIDOODODOOODODOOOO VLANOOOODO vlanO OO
oooooooon
O

2. (config-if)# ip address 192.168.1.1 255.255.255.0
VLAN 100 IPv4 0000 192.168.1.10 00000000 255.255.255.00 000000
O

181030 VLAND OO OUO4O4og MACOODOOoDOoOO

0000 VLANOOOOUOOUOO MACOOOOOOODOUODOODOOOUOOO VLANOOO MACOO
0000000000 OoO0OLANOOOOO VLANDOOO MACOOOOOOOOOOOOOOO VLAN
000 MACOOOOOOOOOOOOOOOOVLANOOOOOOOOOOOOOO MACOOOO
000000000 LANODOOOOOOUOUOOODOOOOUOODODOODOODOOOO VRANOOO
MACOOOOOOUOOUOO MACOOOOOODOOOOODUOUODUODUODUUODUOODOODUOODOOO
VLANOOOOOOOO MACODODODODO VLANOOOOOOOOOOOOOOoOoODoODoDOoDOODoDODO
gbobobob
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254

gbobooogo

VLANOOODO 30OODOODOoooooooooooVLANODOODODODOO MACOOOOOO
O0000O0OMACOOOOO vlanmac-prefix 0000000 vlanmacOOOO0OO0OO0OO0OO
VLANOOO MACOOOOOOvlanmac-prefix 000000 34bit 0000000000 ODO0O
0000 VLANOOO vlanmacOOOOOOVLANO OO MACODOOOODOODOOOOOOOO
OO0OMACODOOOODO 120t0 VLANIDOODOODODO

goboboooooon

1.

(config)# vlan-mac-prefix 0012.e200.0000 ffff.f£f££f.c000

VLANOO MACOODOODODOOOOOODOODOOD0OO bt 00000000 ODO0O 34bitO
0ogoao fffffffcoood 0 o0oon

a

2. (config)# vlan 10
VLAN 100 VLANOOODOOOODOOOODODoOoooooo
ad

3. (config-vlan)# vlan-mac
VLAN 100 VLANOO MACOOUODOOOOODODO0OO0OO0OOOOOMACOOODOOOO 12bit0O
VLANIDOOOOOOOOO VLAN 10O MACO OO OO 0012.e200.000a 000000
MACOOODOODOODODOODO showvlanOOOOOOOO
ad

gooboo

VLANOO MACOOOOOOOOOVLANOOOOOOOOMACOOOOOOOOOOOOOO
000000000000 30000000000 300000000 UUUO ARPO NDPODODO
OO0 MACOODDODOOODOO VWLANODOOOOOOO MACOODDDDODODODDOODOODODODODOOO
goooooOoOoOoOoOoOOOOOOOOOOOVIANOOOOOOOOOoOooooooooooo
gboobooooobooboboboboooooooboobo

OOOVLANOO MACOOUOOUOOOOOOOOO VLANODOODDODOODO IPOOOOOOOO
gboooooooooboon
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18. 1MUVLANLD OO OO O

18. 1110000000 gd

VLANOOOOOOOOOOOoOOooooooo

018130 00000000

ooooo

od

show vlan

VLANOOOOOOOOOooDOoOo

show vlan mac-vlan

MACVLANOOOOOOOO MACOOOOOOOOOOO

restart vlan

VLANOOOOOOOODOODODO

dump protocols vlan

VLANOOOOOODOOOOOOOOODOODOODOODODODOODDODODO
oooooooooono

18. 1120 VLANO O D DO OO

O10 VLANO ODOOOoooo

VLANOOOO showvlanO OO OO OOOOODOOVLAN IDO Typed IP Address 0 0 0 0 0O O VLAN
0000000000000 000000000000Untagged0O O VLANDO UntaggedOO DO OO
O000000Taggedd OO VLANO Tageed DO OO OOOO0O0OOOODOOOVLANOOODOODO
g ooo
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256

0 18-120showvian D OO0 000000

> show vlan

Date 2007/01/26 17:01:40 UTC

VLAN counts:4

VLAN ID:1 Type:Port based Status:Up
Learning:0n Tag-Translation:
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLANO0O1
IP Address:
Source MAC address: 0012.e212.adle(System)
Description:VLANOOOL
Spanning Tree:PVST+ (802.1D)

AXRP RING ID: AXRP VLAN group:
GSRP 1ID: GSRP VLAN group:
IGMP snooping: MLD snooping:
Untagged (18) :0/1-4,13-26

VLAN ID:3 Type:Port based Status:Up
Learning:0n Tag-Translation:0n
BPDU Forwarding: EAPOL Forwarding:

Router Interface Name:VLANO00O3

IP Address:10.215.196.1/23
3ffe:501:811:f£f08::5/64

Source MAC address: 0012.e212.adle(System)

Description:VLANO0O0O03

Spanning Tree:Single (802.1D)

AXRP RING ID: AXRP VLAN group:
GSRP 1ID: GSRP VLAN group:

IGMP snooping: MLD snooping:
Untagged (8) :0/5-12

Tagged (2) :0/25-26

Tag-Trans (2) :0/25-26

VLAN ID:120 Type:Protocol based Status:Up
Protocol VLAN Information Name:ipvé
EtherType:08dd LLC: Snap-EtherType:

Learning:0n Tag-Translation:0n
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLAN0120

IP Address:

Source MAC address: 0012.e212.adle(System)
Description:VLAN0120
Spanning Tree:

AXRP RING ID: AXRP VLAN group:
GSRP ID: GSRP VLAN group:
IGMP snooping: MLD snooping:
Untagged (3) :0/5,7,9
Tagged (2) :0/25-26
Tag-Trans (2) :0/25-26
VLAN ID:1340 Type:Mac based Status:Up
Learning:0n Tag-Translation:0On
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLAN1340
IP Address:

Source MAC address: 0012.e212.adle(System)
Description:VLAN1340
Spanning Tree:

AXRP RING ID: AXRP VLAN group:
GSRP 1ID: GSRP VLAN group:

IGMP snooping: MLD snooping:
Untagged (6) :0/13-18

Tagged (2) :0/25-26

Tag-Trans (2) :0/25-26
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020 VLANOODOODOOOoD

VLANOOOODODO show vlandetail 0 0000000 OO0 O Port Information 0 00 O 0O Up/Downl
Forwarding/Blocking 0 OO0 0O 0OOOOOBlockingOOOOOOOOODO BlockingOOOOOOODO
goog

0 18-130showvlandetail D0 0000000

> show vlan 3,1000-1500 detail

Date 2007/01/26 17:01:40 UTC

VLAN counts:2

VLAN ID:3 Type:Port based Status:Up
Learning:0n Tag-Translation:0n
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLAN0O0O3
IP Address:
Source MAC address: 0012.e212.adle(System)
Description:VLANQOOO3
Spanning Tree:Single (802.1D)

AXRP RING ID: AXRP VLAN group:
GSRP 1ID: GSRP VLAN group:
IGMP snooping: MLD snooping:
Port Information
0/5 Up Forwarding Untagged
0/6 Up Blocking (STP) Untagged
0/7 Up Forwarding Untagged
0/8 Up Forwarding Untagged
0/9 Up Forwarding Untagged
0/10 Up Forwarding Untagged
0/11 Up Forwarding Untagged
0/12 Up Forwarding Untagged
0/25(CH:9) Up Forwarding Tagged Tag-Translation:103
0/26 (CH:9) Up Blocking (CH) Tagged Tag-Translation:103
VLAN ID:1340 Type:Mac based Status:Up
Learning:0On Tag-Translation:0On
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLAN1340
IP Address:

Source MAC address: 0012.e212.adle(System)
Description:VLAN1340
Spanning Tree:

AXRP RING ID: AXRP VLAN group:
GSRP 1ID: GSRP VLAN group:
IGMP snooping: MLD snooping:
Port Information
0/13 Up Forwarding Untagged
0/14 Up Forwarding Untagged
0/15 Up Forwarding Untagged
0/16 Up Forwarding Untagged
0/17 Up Forwarding Untagged
0/18 Up Forwarding Untagged
0/25(CH:9) Up Forwarding Tagged Tag-Translation:104
0/26 (CH:9) Up Blocking (CH) Tagged Tag-Translation:104

O30 VLANIDOOODOO

show vlan summary 0000000000 VLANOOOOOOOOVLANIDOOOOOODOO

257



18.0 VLAN

0 18-140showvlansummary OO0 OO0 OO0 OO0

> show vlan summary
Date 2005/10/14 12:14:38 UTC

Total (4) :1,10,20,4094
Port based(2) :1,4094
Protocol based (1) :10

MAC based (1) :20

>

040 VLANOOOOOOOooooo

showvlanlist 00000 VLANOOOOOOOOO 100000000000000O0O0O0O0OVLANDO
0000000 200000IPOOOODODODOOOODOODOODOODOODOOOOOVLANOODOOOO
gdoooOoOoOoOoOoOOoOOOOOOOOOOOOOODOOOOOOOOOOO VLANOOOOOOOO
gooooooo

0 18-150showvian list 000000000

> show vlan list
Date 2007/01/26 17:01:40 UTC
VLAN counts:4

ID Status Fwd/Up /Cfg Name Type Protocol Ext. IP
1 Up 16/ 18/ 18 VLAN00O1 Port STP PVST+:1D - - - - -
3 Up 9/ 10/ 10 VLANO0O0O3 Port STP Single:1D - - T - 4/6
120 Up 4/ 5/ 5 VLAN0120 Proto - - - - - -
1340 Disable 0/ 8/ 8 VLAN1340 Mac - == == -

AXRP (Control-VLAN)

GSRP GSRP ID:VLAN Group ID(Master/Backup)

S:IGMP/MLD snooping T:Tag Translation

4:IPv4 address configured 6:IPv6e address configured

050 MACVLANO OO MACOOOOOOO
MACVLANOOOOOOOO MACOOOOOOshow vlanmac-vlan0 00000000000
0000MACOOOOOO0OOO00O0000000000

OstaticO0000OD0ODODODODODODODOODOODO MACOOOO
*Odotlx0 0 IEEE802.1X 00000 MACOOODO

0 18-160showvlan mac-vlanO0 OO0 000 OO0

> show vlan mac-vlan
Date 2005/10/14 12:16:04 UTC

VLAN counts:2 Total MAC Counts:5

VLAN ID:20 MAC Counts:4
0012.e200.0001 (static) 0012.e200.0002 (static)
0012.e200.0003 (static) 0012.e200.0004 (dotlx)

VLAN ID:200 MAC Counts:1
0012.e200.1111 (dotlx)
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VLAN OO OO

OO0oOoOoOovVLANOOOOOOOOUODODOooooooooooooooo
RN

1910VLANOOOOOODDOO

1920VLANOODODDOOODOOOOODOOOODO

19.30Tag 00000

1940 TagOD OO OODOODOODOODOO

19650 L2000000000000000O0O

1960200000000 0000O0O0O0O0ODOO0O0ODOOOO

10700 000000000000

10800 000000000000O00O0OOO0OO

19.90 VLAN debounce 0 0 O O O

19.100 VLAN debounce 0 0 0000 O0O0O0OO0O0O

19.1MOVLANOOOOOOODOOoDoODoO
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19.0VLANOOOO

1910 VLAN O OO oo ognd

1911000

VLANOODOODODODODODOOOODOODOO VLANOOOO VLANOOOOOOOoooooooooo
OOOCOIEEES02.1Q VLANTagODODODODODODOOOOODODO VLANOODOODO VLANODOODOOOO

vbobooooobobobobooobooboobobobo sbobobooooooboboOobOobo
gboobooooon

VLANOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOOOOOVLANOOOOOO
OOOVLANTagOOOOOOOOO00O VLANOOOOOOOOO VLANOOOOOOO

OO00oOOoO0o0ooOoOo 2vePNODOOOOOOOODOOODOOOODOODOOODOOODOOODODO
O VLCANOOOUOOUOUOUOUOUOUOUOUOUOOVLANOOOOOOOOOVLANTagO OO0 Ooooogg

VLANOOOODOOODODO VLANOOOOOOOoOoOoOoOoOoOoooooooooooooooooVLAN
gboboooooboboboboboobooboobobobobobooooooboobobOobon

VLANTag OO OUOO0O00000000000000000000000000000O VLAN TagO
gbooooooooobobon

O1910VLANOOOODOOOOODODOOODOOOoOobooooooo

VLAN k231 T4

VLAN 100 |
LAN/‘M H‘ LANX4 Y F
I—HA T X ;gagg% Soh I—HA
R O . YAk
79tXIEI‘fiL|- JE____#_ E
1—4Brr-- St 1B
A Ny R—E ] b-lol BAE
LANZ4 v F | | Lavz s o7

oy |

19120 VLANDO D Odoooooooooooood

VLANOOOOOOOOOOOOOOOOOOOOOOOOOoOOOOOOOOOODODODOODO
oo

« J0OO VLANOOOOOOO
- VLANOOOOOOOOOODOOO VLANOODOODOODODODODODOODODODDODDODO
gbobooooobooboboboooo

« VLANOOOOOOOOOODOODOODDODOD VLANTagOOODOOOOODODODOODOD400OO
gboboboooobooboobobobooooo

e JO00ODOOOOOOOOOOODOODODOOOOOODODOODODOOOOOOOOODOODOD
gbobobooobooboobobobobobooobooooboobooboboboboobooobooon
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19.0VLANOOOO

19130VIANDO O OO Ooooooooooo

o110 0oboobon

01630000 20000000000000000000000000000
02000000 VLANOOOO
00000 VLANOODOOOOOODOOO0O0O0O000 VLANOOOOOOOO0000000
030 0000000000000 VLANOOOO

VLANOOOOOOODOOODODOODO VLANTagOOOODODOODODODODODODOODODOOOOOO

VLANOO VLANTagOOQOOODOODOOOODDODODOODODODOODOODOOOODOOOOOOOOOO
0000000000000 D00O000 UntaggedJO0OOOO0OO0O0O0O00O0O0O0O0 VLANOOOOOO
OO0OCOOCOOVLANODOOOOOOOOOOOOOOOO VLANOOOOOOOOOOOOoOVLANDOO

00000000000 OU0DUODUODUDUODDODODO VLANO suspend00000D0OQOOODODODOO
oo

000DO00O00oO0ooo VLANOODOODODODODODODOOOOO switchport trunk native vlan O
000D0OO0DOOo0oO0oOg VLANOOOOODOODO VLANO VLANOOODOODOooDooooooo

0 O switchport trunk nativevlan 0 00000 VLANOOOOODO VLANOOO VLANOOOOOO
oooo

040 OO OO 0O User Priority O O O O

VLANOOOOOOOOOOOOODO UserPriovityOO0OO0OmMOOOCOCOOCOOOOOO Vol.2O
.7000000000b000000o0oo
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19.0VLANOOOO

1920 VLAN DO OO ooooouooogd

192100 0000000O00O0000000

VLANOOOOODODOODOOOOOOOOOOOOOOOOOOOOOOoOODOOoOODO

019100000000 00D0O0000OO

goooo oo
switchport access goooboooobooboboboboooobooo
switchport mode goooooooboobobobobooboboobooobbboobobobOoo
switchport trunk 0000o000Ooooooooao
mtu D gooooboboobooboboboboobobooobog
oo

goboboooooooooooooooooobs.0b0O0O0O0OOOODOOOOObOOn

19.220 VLANO O OOOoooond

g1 boboooobobooobobooo
gbobooogo
VLANOOOOOODODOOODOO VLANOOOOOQOOOoOoOOoOoOOooOooOoooooooooo
gboooooooboobobooboobogon

ooooooooooag
1. (config)# interface gigabitethernet 0/1
goool10000bO00dbOoO00bOO00bOo0oO0Oo0DbO0o0DODODOooDOOoOoDoOoOooog

a
2. (config-if)# switchport mode dotlg-tunnel

(config-if)# switchport access vlan 10
000 o100000000doooo00odOoOooVLANIOODODODOODOO

g
goooOoOoOoOoOoOOOOOOOOOOOOOOm 1840000 VEANOOOOOOOOOOOOO
gbooooooon

g20 00boo0o0o0obobooobobooboo

gboboooogon
OO00OO0OO0OOO0OO0OO0O VLANTagOOOOOOOOOOOOO400000000OO0OOOOOOOO

gboboooooboobobobooboooboobobobooboooon

gboboooooon
oooboooooooooobobooobboooobooom42s50b0O00oO0oooDOOODO

gooooo
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19.30TagD 0000

19.0VLANOOOO

19.3.10 00

TagOOUOOOOTagged 00D ODODOOO 2000000000000O00O0O0O VLAN TagO VLANID
goo0o0o0oQooOoOoOoOoOopDOoOoOoDOoDOoOoOOoOOOOOOO VIANIDOODOOOOOO VLAN
0000 VLANOOOOOOooooooooooo

TagOOUOODOOOOOODOODOOOUOUOUOTagO OO OODODODODOOOOOOVLAN TagO VLAN
IDOOOOOOOO VLANO VLANIDOOOOOOOTagOOOOOOOOOOOOO0O IDOOOO

god

TagOOOOODOOODOOOODOOOODDOOODOOO 10 TagOhOOODODOOODOOODOOD 2
000000 300000 TagOOOODODODODOOVLANTagO VLANIDOOOODOODOODOODOD
O00000Q0OOoO0OoO0OOoDOoDoOoODOoODOoDoOOoODoOO IDO VLANTagO OOOOO VLAN 100

gboobaob

019-20Tag0 0000000

AEE

:TLKN‘?GO _________________________________________ !

1 [}

1 |

| | moooiz | | 10 s00ic%#
1 T

E 1 2 3 —EJ
! VLAN Tag 100 VLAN Tag 200 VLAN Tag 300
I T

I

|

I

U [LANR A v F LANZ o  F LANZ o  F

[}

[}

1

1

19320 TagU U OO om

o110 0oboobon

Ole30000 2000000000000000000000O00DO0ODODO

O20 TagUOUOOOO VLANTagO OO OQOOODODOO

TagODOOOOOOOODOD TagOOOOOOOOOOOOOOOOVLANTagOOOOOOOO0O0Qd
O000OQ0” @ 000000TagOOODOOOOOOOODOOOOODOOODODODOODODODODODODODOQoS

gbobobooooooboobooboboboooon

O30 TagUOUOOOO TPIDODDOODO

TagOOOOODOOOODOOODO TPIDO Ox810000000000O0DOOCOODO

U40 TagU OO OOODOO VLAND ODOO

TagOOOOOOOOODOODOODOODOODOODODODOODDODOD TaghO TagOOOOOOODOODOO
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19.0VLANOOOO

O0O0TagOOOOOO VLANDOODODODODODODODOODODOD TagOOOOOOODOOOOOOODODOO
gooooo

TagODOOODOOOODODO TagODOOODOOOOODODOOODOOOODOODOTagOODOOOODDOO
VLANOOOOOOODODOOOOOOOUntageed 0000000000000 O0O0O0O0O0O0OOOO

gbooooooaobo

264



19.0VLANOOOO

1940 Tag U DU OO U0oooon

19410 0000000000000 000

TagOOOOODOOODOOOOODDOOODOOOOODOOODO

g19-20000000000DO0O0O0ODOO

ooooog oo
switchport vlan mapping JoooIbooodooog
switchport vlan mapping enable 00000000 TagOOOOOOOOOO

19.420 TagO OO OO

TagODOOOOOOOOOOOOOOO0OO0OO0OO0OO0OOO0OOOOOODOUOOOOOOO2ODO0O0ODODODODODOO

O00O0O00OO00OD o020 TagODOOOODOODODOD O2000VLAN1IOOODODOODODDODO
VLAN Tag 10000 00 OVLAN 2000000000000 VLANTaglOOOODOOOODOOOOOO
VLAN 1000 TagOOOOOOOOOOOO VLANO VLANTagl00O00O0O0O0OOOOOOOOODOOO
000 0200 VLANTag2000 00000 VLAN2000 O OO0OO0O0O00O00O000O0 VLANTagO OO
gbooooo

019-30TagO OO OODO

KEE

(VLANCTOO T

! ' N VLAN 206

[}

: | : .

| | ] :

| | 1

\ | | !
0/1 . 0/2 0/3 .

I [ | [l ! [l .

VLAN 100:VLAN Tag 100| VLAN 100:VLAN Tag 1000 | VLAN 200:VLAN Tag 200

i VLAN 200:VLAN Tag 100

! ! !

I I

I [LANRA v F LANZ o1 F LANZ o = F

1

[}

[}

goooooooo
TagOOOOTagOODODOOODOODOODODOOODOOO IDODOOODOOOODODOODODOOO
TagOOODODODODOOODODOOOODOOOODOO
Tag 00O O switchport vlan mapping 0 000000000000 DOODOODOOOOOOODOODOO
switchport vlan mappingenable D0 000000000 TagO OO OOOOOOODOODOOOOO
O0000o00ooo VLANOOODODOoOooooooooooo

goboboooooon

1. (config)# interface gigabitethernet 0/2
(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 100,200

265



19.0VLANOOOO

OoQoo20000000C0O0O0OOOCOOVLANIOOOD 20000000000
g

2. (config-if)# switchport vlan mapping 1000 100
(config-if)# switchport vlan mapping 100 200

000 020 VLAN 10002000 TagOOOOOOOOOVLAN100OO VLAN Tag 100000000

O0O0O0OO0OO0OOVLAN20000 VLANTaglOOOOOOOOOOOOOOOOOOODOOO
g

3. (config-if)# switchport vlan mapping enable
000020 TagOOOOOODOODODDOOODOOODOOOOODD TaghOOoOOoOOOOD
g

goooon

TagOOOOO0OO0000000000000000 VLANO TagOOOOOOoOoooooood
goOoOoOoOoCovVANOOOOOOoooooooooooooooooogoddTagOOoOoOoOO
gboboooooobobobob e8sbO0b0bOO0bOO0OoOOoOoOoDOOobODO
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19.0VLANDO O OO

19.0 20000 000OUOOODUOOO0

19.510 00

gbobobooob 20000000000 0000O00DOODO0ODOO0OOOOOOOOOODOODbOD
000 BPDUOIEEES02.1X 0O EAPOLOOOOOOCOOOOOOOOOD 20000000000000
gbooobd

gbobobooooooboobobobooooooooooboobobobobooooooboboboobooon
gbooobd

o1 BPDUOOOODOOOOOO

0oo0oo0oOoOoOoOoOoOoOoOooOoooooo BPDUDOOOOOOOVIANDODODODOODOOO
O000oo0oOoOooOoo BpPDUOOOOOOOOOOOOOOOOOOVIANDOODOODOODOODOOO
gooooooboooobo BPDUOOOOOODOOOODOOOODODOOODOOO

020 EAPOLOODOOOOOOOO

0000 IEEES02.1XO0O0D0ODOODODO EAPOLOOO0O0O0OOOOOOOO Authenticator 0 0 O
OSupplicant0 000 L20 0000000000000 0OOOOOOOOOO

01940 EAPOLO 0000000000000

L2RA v F Authenticator
EAP over LAN

EAPOLT + D—F 1 2 ¥

19520 200 00000DODOO000000O0O0

o110 0oboobon

Ole30000 2000000000000000000000O00DO0ODODO
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19.0VLANOOOO

1960 20000000000 ODUO0O0OODUO0O0OOOO
0o

196100 0000O0ODODOO0OO0O0O0OO0

l2000000000O000O0OCO0O0O0ODOOO00DOO0OODOOO0ODOOODOODOOD

019300 000000000000000

ooooo oo

12protocol-tunnel eap IEEE802.1X 0 EAPOLO OO OOOO

12protocol-tunnel stp 000o0oo0ooooBpPDUOOOOOODO

19620 200000000 O0O0O0O0O0O0O0O

g1 BpPDULDUOCOOOOODOODOOOO

gbobooogo
gooOooOoOoOoOoOoOOOOOOOOOOOOOOOOBPDUOOOOOVLANOOOOOOO

BPDUOOOOODOOOODOOOOODOOOODOOOOOOOODDOOODOOOODODODOOOD
oo

gboboooooon

1. (config)# spanning-tree disable

(config)# l2protocol-tunnel stp
BPDUOODOODOOOOOOODOODDO0OODOOOOODOO0ODOOOOOooOoOBPDUOODODOOO

goooooooooopoooo BPDUOOOOOODOOOODOODOOOOOODOODOODOO
g

020 EAPOLO0ODOOOOODOODODOO

gbobooogo
gooOoOoOoOoOoOoOOOOOOOOOOOOODOODOOEAPOLOOODOO VRLANOOOOOOO

EAPOLOOU0OO0OO0OOO0OOO IEEES21X0 000000000 0OO0OOOOO

gbobooooobooo

1. (config)# l2protocol-tunnel eap
EAPOLOOOOODODODOOOOOODOODOODO EAPOLOOOOODOODOODOOOOOONn

gboboobo
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19.0VLANOOOO

19.700 000000000000

19.71000

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobooooobogo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboobaob

g19-500 0000000000000

FEE

EEEFFRmR

1
1
1
1
1
1
1
1
|
1
1
1
1
1
|
1
1
1
1
1
1
1
1
1
=1

 EEERY—/ \NIEEEFFRRRNSETAEZHFAL,
Er DR L DEEZERLET

CIREREITEEOBEEER LET

‘Mai |3 —/NET N TOIRANLAEERREE LET

19720 0000000000000 00D0OO
0100000000

Ole30000 2000000000000000000000O000O00ODODO

020 J000b00o0bo0ob0oooobobooooono

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
god

269



19.0VLANOOOO

1980 0000000 OUO0Ouoooun

198100 00000O0O0DOO0O0O00O0OO0O

gboobooooooboboboboobooooobooboobobobooobooon

01940000000000D00O00O0O0OO

ooooo oo

switchport isolation oooooooooooooooooo

1982000 0000O0O0OOOOO
0000000000000000000000000000000000000000000000

ooopoooooobooi0obOo0o0o4b00000O0OO0ODOOODOOOOoOIbDO020D00000000
oOoopoooos0O000DbDOOODOOOOoDOO

019600 0000000000000

 EEERY—\NTEEEFRRRN S ETAFZAL,
Er DKL L DEEZERLET

CIREREITEEOBEEER LET

‘Mai | H—/\ET R TOHRENSBEETREE LET

gboboooogno
gbobooooobooboboboboobobooboboboboboooooboobobOobon
gbooboooobooboboboboobooobooboboboboobooooobobOobon
gbobooooobooboboobooboonoo

gbobooooobooo

1. (config)# interface gigabitethernet 0/1
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go0dool100d0doo0ooooooooo0ooboooooooooooOooooooon

U

(config-if)# switchport isolation interface gigabitethernet 0/
2,gigabitethernet 0/4

(config-if)# exit
ooOool100donoorbio400000000O0DOO0O0DODOO00O0ODODOOO1I0O0000DODOO0ODOO
goboooboogn

O

(config)# interface gigabitethernet 0/2

(config-if)# switchport isolation interface gigabitethernet 0/1

(config-if)# exit
gooo2000000000000D00DOODOOOODOODODOODODOOOOODOoO20000
o10000Db00000000O0O0ODOObOObDObOoOoo 102000000 O0ODOODOODODO
U

(config)# interface gigabitethernet 0/4

(config-if)# switchport isolation interface gigabitethernet 0/1
goo0o40000000000O00DOODODOOOODOODODOODOODOOOOODOO40000
o1000000d0oo00ooooooo0oobooogo o400 00ooDoooooon
U

19830 0 00000O0ODODOO

gbobooogo

switchport isolation add 0 0 0 0 O O O switchport isolationremove 0000000000 OOOO
0000000000 00000000000000000 switchport isolation <interface-id list>
00000o00ooo0o0oo0ooooooooooooooon

gboboooooon

1.

(config)# interface gigabitethernet 0/1

(config-if)# switchport isolation interface gigabitethernet 0/2-10
ood0ool10000oo00oooo00oDoO0o0ooo00ooo0oooooooooOooDoV1I00D0OD
go20o01000000000000

O
(config-if)# switchport isolation interface add gigabitethernet 0/11

(config-if)# switchport isolation interface remove gigabitethernet 0/5
oodool100fdooooooo11ooodobooooooogosbObd00DOo0ooooDOoon
gooo0ooo10oooo20o0M400/60 011 00000000000

O

(config-if)# switchport isolation interface gigabitethernet 0/3-4
go0ool10o0oooooooooooo3fo4000iDOo0o00ooODoO00oooOooooDOoon
gooo3004000000000D00DO0DO0OOOOOODOODOO
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19.900 VLAN debounce 1 J [0 [ [

1991000

VLANOOODODODODOD VLANOOOOOOOOOOOOoOoOoOooooovVLANDODDDDODODODOODOO

gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
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VLAN debounce 0 D 0O VLAN OO OOUOOOOOOOOO0DOO0DOO0DO0OOOOOOOOOOOOQ
O00OO0O0OOOOO0OO0OOOO0OOSNMPTrap0O0O0O0O0OO0OOOOO

19920 VLANdebounce O O OO0 OO OO QOO

o1 ooboooooon

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gdo0ooOoOoOoOoOoOoOoOOOOOOOOOOOO VIANOOOOOOOOUOOoOoOoOooooooooo
VLANOODODODOODODODOOOODOOOODOODOOOOODOOODOOOODOODOOODOODODODODOO

0 20 Ring Protocol

Ring Protocol 1 0 0 0000000 ONOONOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000000 O0OO0OO0OO0OVLANdebounce 100000000 ODOOOOOOOOOOOOO
gooooooo VLANOOOOOOOoooooooooooogoooogoooooooooooooo
O VLANOOOOOOOOoooooooo

goooOooOoo0 VLANOOOOUOUOUOUOUOUOUOUOUOUOUOUUOUOOoOUOVLANDODDDDDODDDDODDOO
0000000000 O00DOOCO00DOOO0O00DOOO health-check holdtime OO OODOOOOODOOO
gboooooooooboon

g3 0oooooooo

O0OO0OO0OCOOO0O RingProtocol 000000000 OOOOOOVLANODODODODOODDODDOD
O00O0O0OO0OO0OO0OO0OOVLANdebounce 1000000000 OOOOOOOOOOOOO

19.9.30 VLAN debounce O OO OO QOO0 OOd

o110 o0oboooobooboon

gooOoOoOoOoOoOoOOOOOO0OO0OO0OO0OOOOOOOOO0O0OO VLANOOOOODOOOOOOVLAN
debounce 00O OOOOCOOCOOCOOOOOOOOOOOOOOOOOOOOOODOOODOODODODODOO
gboboooooobooboboboooboooboonog

VLANDO status 00000 suspend 00000000 VLANOOOOOOOOOOOOOOOOOOO
goooooooOoOoOoOoOoOoOoOoOoVvVIANOOOOOOoOooooooooooooooooooooo
oo0C0vVLANOOOOOO0OoOooooo

020 00bO00oOoobooboon
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19.1000 VLAN debounce U O U OO0

1910100 0000000O0OODDOOOO

VLAN debounce 0 0 0 0000000000000 0OO0OOOOOOOOOOO
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2040 PVST+ OO0 0ODO0O0O0OOOO

20410 0000000000000 0O0OO

PVST+ 0000000000000 0ODODOODOODOOODOODOOO

gz2000000000000D0O00O0ODOO

ooood

oo

spanning-tree cost

ooooooooooooooooocOooooooon

spanning-tree pathcost method

oobooooooooooooobooooooooooooboOooaon
od

spanning-tree port-priority

oooooooooooooooboooobocoooogoo

spanning-tree vlan

pPVST+000000000000ODO

spanning-tree vlan cost

VLANOOODOOOODOOOOoooooDo

spanning-tree vlan forward-time

oooooooooooooooboooood

spanning-tree vlan hello-time

BPDUOOOOOOOOOODO

spanning-tree vlan max-age

OO0 BpPDUOOOOOOOOOOOODOO

spanning-tree vlan pathcost method

VLANOOOOOOOOOOOOoOoOooooooooo

spanning-tree vlan port-priority

VLANOOODOOOODOOOODooooDo

spanning-tree vlan priority

oooooooooooooo

spanning-tree vlan transmission-limit

hello-time 00000000000 BPDUOOOOOOODO

204.20PVST+ 0O OO

gbobooogo

00000 pvstOrapid-pvst 0000000 O0O VLANOOOOO PVST+O000ODOOOVLAN
O00C0O0OO0OOoOoOo pPVST+0000000O0OO0OOOOOOOOOODOOOno spanning-tree

vlianOOOOOODOOOODO

VLANOOODOODOODODO VLANO PVST+O000O00OO00O0O OO OO no spanning-tree vlan [
0000 VLCANOODODOODODOoooooooooooooooad

gooboooooon

1. (config)# no spanning-tree vlan 20
VLAN 200 PVST+0O0O0O0O0OO0OOOO

O

2. (config)# spanning-tree vlan 20
0000 VLAN20O PVST+OOOOOOOO

O

gooooo

« PVST+O0 0000000000000 000000O0O0OOOOOOOOOOno spanning-tree
vlanO0OOOOOOOOOOOOO0OO0OO0OO00O0O0O00O000000000000O0O0O0O0
« PVST+000O 25000000 VLANOOOOOOOOOOOOOOoOoOo vVLANOOOOOooood

gboboooooo
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20430PVST+00ODOOOOOO

o1 0oooobooooo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
bobooooobobobo 2b0b0boobooboonbo

gbooboooogon
gbobooooobooboboboboobobooboboboboboooooboobobOobon
gooooOoOooOoOoOoOoOOOOOOOOOOOOOMACODODODOOOOOOOOOOOOO
gdoooOoOoOoOoOoOoOoOoOOOOOOObOOOOLO MACOODDDODODODODODODODDDODO
goooobooon

gbobooooobooo

1. (config)# spanning-tree vlan 10 priority 4096
VLAN 10O PVST+0O0O0O0O0O0O0OODO 40960000000
a

020 0000000oo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gboobooooobobobobooobooboobobobobooooboobooboboboboboobooboon
gbooboooooboobobo

gboboooogo
gbobooooobooboboboboobobooboboboboboooooboobobOobon
gbobobooooooboobobobobooboooboobobobooboobooooboobobon
gbooboooooooboboboboooooooboon
gbobooooooboobobobobooooooboboboboboboooboooobOobobo
gbobooooobooboboboboobooobooboboboboooo
00000000 shortD 16bit 0 M longd 32bit 000 2000000000000 0O0O0O0ODODOO
0000000011000 00D000000O000DDO0O00CO longh32pit0000D00O0OO0ODOO
0000000000000 shortD 1601t 000000000000 OOOOOOOOOOOOOO
O00O0O0OO0O0OO0O0OshortO16bit0 00 longd32bit 0000000000 OOOOOOOOOO
gbooboooooooboobobob

020-100000000000000

oooooo gooooocoooooo
short(16bit O ) long(32bit O )
10Mbit/s 100 2000000
100Mbit/s 19 200000
1Gbit/s 4 20000
10Gbit/s 2 2000

gbobooooobooo

1. (config)# interface gigabitethernet 0/1

(config-if)# spanning-tree cost 100
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(config-if)# exit
ooool100ooooooioo0booooon

O
2. (config)# spanning-tree pathcost method long

(config)# interface gigabitethernet 0/1

(config-if)# spanning-tree vlan 10 cost 200000

long0 32bit 00000000000 00D0ODOO0OOOOOODOOOO 010 VLAN1OODOOOO
2000000 000000000 0100 VLAN1IOOODOOOODO 200000000000000 VLAN
gloooooooog

4

gooooo
gboboooooboobobobobobobooooooooboboboboboboobooobooon

gboboooooboobobobobobobooooooooboboboboboboobooobooon
gboboooooboobobobobobooooooobobobobooboooboon

o3 0oboonboooon

gbobobo20000000000000000O00DOO0ODOODO0ODOOOOOOOOODOODOODOD
gbobobooooboooboooboobobobobooooo

20bo0boooobooboobobdobobooooboooobobobobobobooboobOoboboboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooooooboobobobooboobooobooooboboDbo

gbobooogo
gbooboooooboobobooboboboobooooo20b0b0obo0obo0ooooooobOoDboOon

gboboooooobooboboobobobobooboooooooobooboboboboboooboooon
gbobooooboobobobobobobooooooboobobo

gboboooooon

1. (config)# interface gigabitethernet 0/1
(config-if)# spanning-tree port-priority 64
(config-if)# exit
ooo0o100000oonoOge40ODOOOO

ad
2. (config)# interface gigabitethernet 0/1

(config-if)# spanning-tree vlan 10 port-priority 144
000010 VLAN10OODOODOOD 1440000000000 0100 VLAN1OODOODOODOOd

0144000000000 VLANO e4000000OO
O

20440PVST+00O0ODODOOOO

00O0000002x (forward-time O 1) 0 max-age 0 2x (hellotime D DOO0D0O00O00O000DO00O
JoddoodooodooooooooooooooooooooooOoooOobOoooOobooooOooa
goooooooooooooooo
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BPDUOOOOOODOO

BPDUCOCOOOOOOODOOODOOOOODOOOODOOOODOOOOODOOODOOOODDOO
goooOoOoOoOoOoOoOoOQOOOoOOOOOOOOOOBPDUOOOOOOOOOOOOOOOOOOO
gboboooooboobobaobo

gboboooogon
gooooooo20000BPDUDDOOODODOOOODOOOOOOOOOOOOOO

gboboboooooon

1. (config)# spanning-tree vlan 10 hello-time 3
VLAN 100 PVST+0O BPDUOOOODO 300O0O0OOOO
g

gooooo
BPDUOOOOOODOODOODOODOODOODOODOOOODOOOOOODOOO BPDUOOOOOOO
gbobooooobooboboboboobobooboboboboboooooboobobOobon
g2000000000000DO0DOO0O0O0O0ODOODOODOODOO0ODOOOOOOOOODOODOODbOD
obooboooooooboooboobobo

oboooooepDUODOODO

gOo0OOoOoOoOoOoOoocCcpPUOOOOOOOOOOOOORellotimed BPDUOOOOOOOOOOOO
OO0 BpPDUOODOOOODOOOODOOOODDOOODOOOODOOOODOOOODOOODOOO
go0o0oOoOoOoOoOoOooOo BPDUODODODOOBPDUOCOOOOOOOOCPUOOODOOOOOOO
oO000OCocO0O0BPDUOODOOOOODOOOODOOODOOOOOO

gboboooogon
OO00D0C0OOOhellotimeD BPDUOOOODOOOODOCOO BPDUOO 30000000000

OO00OOC0OOCOOOOOOOOQO RapidPVST+OO00O0O0OOOPVST+O0 30000000COCOO
gboboooooboobobaobo

goboboooooon

1. (config)# spanning-tree vlan 10 transmission-limit 5
VLAN 10 O Rapid PVST+ 0 hello-time 00000000 BPDUDOD 50000000
g

BpDUOOOOOODODOO

OO00ooOOo0o0oooocOoOoo BpPDUODOOOODOCOOOODOOOOBPDUDOOOODODOOODOOO
gooOoOoOoOoOoOoOoOoOoOooooo BPDUOOOO BPDUODOOOODOODOODOOO

gboboooogon
o0o0oooOo0oooOooOo0obOoOoOobooOooOooooboOo BPDUODOODOOOODOOOODOOOO

gbooooooobzoobobooon

gooboooooon

1. (config)# spanning-tree vlan 10 max-age 25
VLAN 100 PVST+0O BPDUOOOOOOODO 250000000
g
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040 0000D00O0O0O0

PVST+ 000000 Rapid PVST+ 00O 00000000 O0OO0ODOODOOOOOOOOOOOODOODOO
000D0O0D0OPVST+O00000O0O Blocking OO Listening Learningd Forwarding 0 0 0 0O O
Rapid PVST+ 0000000 Discarding 0 O Learningd ForwardingO OO OO0 OO0O000OO0OOOODO
0000000000000 00o0Do000o0o0oOnd ForwardingOOOOOOoOOOoOO

gboboooogo
boooooobobobob1s0o0boobobobobooboobobobobobooon

BPDUOODOOOOOOmaxage O 000Ohellotimed 0000002x (forward-time 0 1) O
max-age 0 2x (hello-timed 1)0 000000000000 O00O0OO

gbobooooobooo

1. (config)# spanning-tree vlan 10 forward-time 10
VLAN 10O PVST+0O 0000000 100000000
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20050 PVST+ 00 0O0O0O0OOO

2051000000000

pPVST+O000000OO0DOODOODOODOODOOOO

020-MO000000O0O0O0O

ooooo

oo

show spanning-tree

ooooooooooooooood

show spanning-tree statistics

oooooooooooocoooooooon

clear spanning-tree statistics

oobooooooooooooooooooo

clear spanning-tree
detected-protocol

000ooOo0ooo sSTPOO0DOOOOOOOODODOO

show spanning-tree port-count

goooooooooooooooooo

restart spanning-tree

oooooboooooooooooooooo

dump protocols spanning-tree

oobooooooooboboooobooOoooOoooboOooobocOoooon
ooboooooooooooooooo

205.20PVST+O0O0DOO0O

PVST+ 0000 show spanning-tree 100000000000 ODOOOMode O PVST+0O Rapid PVST+
0000000000000 00000D00000000000D000000000D0 D dRoot Bridge
IDODOOO0OODOOOO Port Information 0 StatusORole 000 0000000000000

0 20-80 show spanning-tree 1 00000000

> show spanning-tree vlan 1

Date 2005/09/04 11:39:43 UTC

PVST+ Spanning Tree:
Priority:32769
Bridge Status:Designated

VLAN 1
Bridge ID

Root Bridge ID
Root Cost:1000
Root Port:0/1

Port Information

0/1
0/2
0/3
0/4
0/10
0/11
0/12
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Up
Up
Up
Down
Up
Up
Up

Status:
:Forwarding
:Blocking

:Disabled

:Forwarding
Status:
Status:

Status
Status
Status
Status

Priority:32769

Forwarding

Forwarding
Forwarding

Enabled Mode:PVST+
MAC Address:0012.e205.0900

MAC Address:0012.e201.0900

Role:Root
Role:Designated
Role:Alternate

Role: -

Role:Designated PortFast
Role:Designated PortFast
Role:Designated PortFast
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20600000000 ouooogn
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g0oo0o0o0oOo0oU00oU0OoUOUOU0OUOUOUOOUOOUODOUOUODOOObOUObOODbODODODO ADBOC
O0OO0OOCOVLAN1OODOO VLAN20OOOOOOOOO VLANDO PVST+O00000O0O0O0O0O00OO
goo0o0o0oOoOoOoOoopoopoo VLANOOOOOoOooooooooooooooo

020-900000000000000000000000O00

VLAN20
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P e ~
/ \ / VLAN10

VLAN20

ig
o
b

VLAN10 VLAN20 VLAN10 VLAN20
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— TR EE

20.6.20 PVST+ O OO O

00000 VLANOMACVLANODO PVST+O000D0OODODODODOOOPYVST+0O000DO0O VLANDO
0200000000000 VLANOOOOOOOOOOOOOOOOOOODOODOOODOODOO
OoooopVST+O0OO0O0DOOOOOOOVLANOOOOOOOOOOOO0O0O0O0O0O0O

0000000o0oOoOooooOoPbPVST+O0O0OOOOOOOOOO VLANOOOOOOOoooooood
0000000000000 PVST+000000O00O0OO0O0OOOOOOOOOOOOOOOO VLANDO
gbooobd
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020-120000000000000000 VLAN

oo VLAN

PVST+ 000 VLAN PVST+ 0000000 VLANO
002000000 VLANOOOOO PVST+O00000O0O

oooooooooooood 25100000000 VLANO
00 VLAN

PVST+ 00 0O 0 no spanning-treevlan 0 00000000000 VLANO

00000 VLANOVLANID 10000 VLAN

00000 VLANO

MAC VLANO

20630 00b00boboobuoboobobooobognb
0100000000

dle3tbob2000000000000000O0OO0OOOOODOODOD

O20 VLAN1OODOOOD VLANO O PYVST+OODOO0OODOODOOOODODOOO

g0o00oO0oOoOoOoOoOoOoOoOo VLAN1IO PVST+O0O0OOCODOOOODOODOOOOOUODOUODOODDOODOO
go0oOoOoOoOoooooo VLAN1O PVST+OOOOOOO
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20700 0000000000000 ouooLoogd

[

207100 oooboobbobooooooog

gboboboooobooboobobobooobooooobobobobooboooon

020-13000000000000000O0O0

ooooo

oo

spanning-tree cost

oboooooooooobocOooooOooooooonoo

spanning-tree pathcost method

gobobooooooooooooooooooooOooooboooo
ooo

spanning-tree port-priority

goboboooooooooooooooooooboooo

spanning-tree single

gooooooooooocooooooooooooo

spanning-tree single cost

oboooooooooobocOooooOooooooonoo

spanning-tree single forward-time

oboooooooooocoooooooooo

spanning-tree single hello-time

BPDUOOOOOOOOOOOO

spanning-tree single max-age

OO0 BpPDUCOOCOOOOOOOOOODODO

spanning-tree single pathcost method

gobobooooooooooooooooooooOooooboooo
oono

spanning-tree single port-priority

goboboooooooooooooooooooboooo

spanning-tree single priority

ooooooooooocooo

spanning-tree single transmission-limit

hello-time 00000000000 BPDUOOOOOOOO

2072000000000 0O0000000

ad

g

1.

gooooooo

gboboooooboobobobobobobooooobooobooboboboboobooboono
pvstOrapid-pvst 00 0000000000000 0O00O000O0OO0O0O000O000O00O0O0O0O0OO
VLAN10OOOOO VLANOOOOOOOooooooooooooooooooooooooog
go0oOoOoOoooooo VLAN1O PVST+OO0OOOOOO

gbooooooobo

(config)# spanning-tree single

gdo00oOoOoOoOoOoOOOOO0OOCOO0OObOUOOO0OCOOOOOVLANLIDO PVST+O0000O00OVLAN
100000000000 00000000b00Db0o

O

(config)# no spanning-tree single

g000OO0OO0OO0OU00OO0OOOOOOOCOOVLANLID PVST+OO0000O00OO0OOOOOOOOOO
25000 PVST+0 000000000 OO0OO0OOOVLAN1O PVST+O0000000O000O0O00OO

0
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2073000000000 000O00bOO00b0O00O0
0100000000000

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
bobooooobobobo 2b0b0boobooboonbo

gboboooogno
gbobooooobooboboboboobobooboboboboboooooboobobOobon
gooooOoOoOoOoOoOoOoOOOOOOOOOOOOOMACODODODOOOOOOODOOOOOO
gdoooOoOoOoOoOoOoOoOoOOOOOOUObOOOOLO MACOODDDDODDODDODODODDODODOO
goooobooon

goboboooooon

1. (config)# spanning-tree single priority 4096
gdboboooboooboboobooboboobo40960000D00O0
g

020 0000000oo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooobooboboboboobooobooboboboooboooboobobobobooboobooon
gbooboooooboobobo

gboboooogo
gbobobooooooboobobobobooboooboobobobooboobooooboobobon
gbobobooooooboobobobobooboooboobobobooboobooooboobobon
gbobooooobooboboboboobooboonbo
gbobooooooboobobobobooooooboboboboboboooboooobOobobo
gboboooooooboboboboobooobooboobobobooooo
00000000 shortD 16bit 0 M long0 32bit 000 2000000000000 0O0O0O0ODODOO
go0oOoO0OOOO0100000000000000000000 longO32bitO0000O0OO0OOOO0O
0000000000000 shortD 1601t 000000000000 OOOOOOOOOOOOOO
000000000 OshortO16bit0 00 longd 32bit 0000000 OO0OODODOOODOOOOO
gbooboooooooboobobob

020-14000000000000O0

0oooooo 000000000000
short(16bit 0 ) long(32bit 0 )

10Mbit/s 100 2000000

100Mbit/s 19 200000

1Gbit/s 4 20000

10Gbit/s 2 2000

gooboooooon

1. (config)# interface gigabitethernet 0/1
(config-if)# spanning-tree cost 100

(config-if)# exit
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gooolpooOOoOOODO 1000000000

U
2. (config)# spanning-tree pathcost method long

(config)# interface gigabitethernet 0/1

(config-if)# spanning-tree single cost 200000

longD 32bit 0000000000000 DDO0O0OOOOO0ODOO0ODOOOOODODDOOOOOO o
10000000 200000000000000001000000000000O00O00DOO0DODODO
2000000 00 0000000000000 PVST+O 1000000000

u

gooooo
gbobooooooboobobooboboboboobooooooobobobobobooooboooboon
gboboooooboobobobobobobooooooooobobobobobooboobooobooon
vbobooooboobobobobobobobooooobobobobooboooboon

o3 0oboonboooon

gboboboz2000000000000000O0OO0DOODOODOODOOOOOOOOODOODOODOD
gbobobobooobooooobooboobobobooooo

20bo0boooobooboobobdobobooooboooobobobobobobooboobOoboboboon
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobooooboooboobooboboboboobobooboooooboobOoDbo

gbobooogo
vbobooooobobobobobobobooooo20b0b0obo0ooooboOoboOobOobOon

gboboooooobooboboobobobobooboooooooobooboboboboboooboooon
gbobooooobooboboboboobooooooooboDbo

gboboooooon

1. (config)# interface gigabitethernet 0/1
(config-if)# spanning-tree port-priority 64
(config-if)# exit
od0ool10000oooooe4dnoooon

g
2. (config)# interface gigabitethernet 0/1

(config-if)# spanning-tree single port-priority 144
00o00o0oooooodooboo1dbdb0oon0 140000000000 o01000000
00000000000dD0dDO0 440000000000000000 PYST+O0 6400000

oo
O

207400 00000DO0OO0O0O0O0O0O0O0O0OODODOO

00O0000002x (forward-time O 1) 0 max-age 0 2x (hellotime D DOO0D0O00O00O000DO00O
gofdooooooooooooooooooooooooooooooooobooooobooooooa
goooo

o1 BPDUODOOOOODOO

BpPDUOCOOOOOOODOOODOOOOODOOOODOOOODOOOOODOOODOOOODDOO
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020
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040

302

goooOoOoOoOoOoOoOoOoOOQOOOOOOOOOOOBPDUOOOOOOOOOOOOOOOOOOO
gbobooooooboobobobo

gboboboooogn
gooooooo20000BPDUDDOODODODOOOODOOOOOOOOOOOOOO

gooboooooon

1. (config)# spanning-tree single hello-time 3
0000o000oooooo BPDUOOOOO 300000000
g

gooooo
BPDUOOOOOODOODOODOODOODOODOOOOOODOOOOOOOOO BPDUOOOOOOO
gbobooooobooboboboboobobooboboboboboooooboobobOobon
g2000000000000DO0DOO0O0O0O0OOO0ODOODOODOODOOOOOOOOODOODOODbOD
gbobooooobooboboobooboonoo

oboooooepDUODOOO

go0oOOoOoOoOoOoOoOocCcpPUOOOOOOOOOOOOORellotimed BPDUOOOOOOOOOOOO
OO0 BpPDUOODOOOODOOOODOOOODDOOODOOOODOOOODOOOODOOODOOO
go0oOoOoOoOoOoOoOooo BPDUDODODOOBPDUOCOOOOOOOOCPUOOODOOOOOOO
oO00oOCoO0O0oBPDUOODOOOOODOOOODOOODOOOOOO

gboboooogon
OO00D0C0OOOhellotimeD BPDUOOOODOOOODOCOO BPDUOO 30000000000
OO0OOOOOOOOOOOOC Rapid STPOOOOOOOOSTPO sBODOOCCOOOOOODOOO
gboobooooobobabdo

gooboooooon

1. (config)# spanning-tree single transmission-limit 5
0000000000000 hellotimeOOOOOOOO BPDUOO 500000000
g

BpPDUOOUODOOODO

OO00ooOOoOo0oooOooOoOoo BpPDUODOOOODOCOOOODOOOOBPDUDOOOODOOOODOOO
gooOoOoOoOoOoOoOoOoOoOooooo BPDUOOOO BPDUODOOOODOODOODOOO

gboboooogon
o0o0oooOo0oooOooOo0obOoOoOobooOooOooooboOo BPDUODOODOOOODOOOODOOOO
gbooooooobzoobobooon

gooboooooon

1. (config)# spanning-tree single max-age 25
000000o0oooooo BPDUOOCOOOOOO 250000000
g

ogooooogo

STPOOOOOO Rapid STPOOUOODUOODUOODOOOODOOOOOOOOOOOOOOOOOOOOO



20000000000

00O0D0OSTPOODOODOO Blocking O O Listening[ Learning Forwarding O O O O O Rapid STP
0000000 Discarding 0 0O Learningd ForwardingO O OO OO 0OO0OO0OO0O0OO0OOOOODOO
0000000000000 bOO00D0O00nDO ForwardingOOOOOGOOOOO

gbobooogo
gboooooobobobob1o0boobobobobooboobobobobobooon

BPDUOOODOOOOOOmax-age 000 0Ohellotimed 0000002x (forward-time 0 1) O
max-age 0 2x (hello-timed 1)0 000000000000 O0O0OO

gbobooooobooo

1. (config)# spanning-tree single forward-time 10
go0boobobooobooboooboboobo wobbooobooo
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208000000 uooboon

20810 00000O0DOO0O

gbobooooooboobobobooooooobooboboboooon

0 2015000000000

ooooo

oo

show spanning-tree

ooooooooooooooood

show spanning-tree statistics

oooooooooooocoooooooon

clear spanning-tree statistics

oobooooooooooooooooooo

clear spanning-tree
detected-protocol

000ooo0ooo sSTPOO0DOOOOOOOOODOO

show spanning-tree port-count

goooooooooooooooooo

restart spanning-tree

oooooboooooooooooooooo

dump protocols spanning-tree

oobooooooooboboooobooOoooOoooboOooobocOoooon

ooboooooooooooooooo

208200000 OOOOOO0O0000UooOod

0000000000000 000O show spanning-tree 1000000000000 OOMode O STPO
Rapid STPOODOOODDOOOOODOOOOOOOOOOOODOOODOOOOODODOOOOOOOO
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> show spanning-tree single

Date 2005/09/04 11:42:06 UTC

Single Spanning Tree:Enabled Mode:Rapid STP

Bridge ID

Root Bridge ID

Root Cost:0
Root Port:-

Port Information

0/1
0/2
0/3
0/4
0/10
0/11
0/12
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Up
Up
Up
Down
Up
Up
Up

Status:
Status:

Status
Status

Status

Priority:32768
Bridge Status:Designated
Priority:32768

Forwarding
Forwarding

:Blocking
:Disabled
Status:
Status:
:Forwarding

Forwarding
Forwarding

MAC Address:0012.e205.0900

MAC Address:0012.e205.0900

Role:
:Designated
:Alternate

Role:
:Designated PortFast
:Designated PortFast
:Designated PortFast

Role
Role

Role
Role
Role

Root
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revision

goboooooooooocOoooOoOoOooOoocOoOoobOocOoOooOoOoOoooon
oooOoooooo

spanning-tree cost

ooboooooooooocOoooooOoooOooooa

spanning-tree mode

ooo0oooooooooOooocoooocoooo

spanning-tree mst configuration

00000000o00oooooMSTOOODOOOOOOOOOOOOO
ooood

spanning-tree mst cost

00o0o0ooo0ooo0o0ooo MSTOOOOOOOOOODOOOOOD
ooood

spanning-tree mst forward-time

goboooooooooooooooooono

spanning-tree mst hello-time

BPDUOOOOOO0O0O0O0O00O0

spanning-tree mst max-age

OO0 BPDUOOOOOOOOOOOOOO

spanning-tree mst max-hops

MSTOOODODODOODOOOODOOOOODOOO0OOO

spanning-tree mst port-priority

00o0o0oooooo0oooo MSTOOOOOOOOOODOOODOOD
oooooo

spanning-tree mst root priority

MSTOODOOOOOOOOOOODOOODOODDOODO
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gobobooooooooOoooOooooooooooooo
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312

gboboooogon
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1.

(config) # spanning-tree mode mst
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gboboooooboobobobobobobooooo
MSTOOOOOOOOOOOOOOOOOOOOO VLANODOODOOOODOODODODODDOO

go0o0oOoOoOoOoOoOoOoOoOoOoo VLANIDOODOODOODOODODOODODODODODODODOO
gooOoOoOoOoOoOoOoOoOoOoOoo VvVLANOOOOO cISTOooOooooooooooooo
MSTOOOOOOOOCISTOOOOOOOooOOO 1e000O0OoOoOooOod

goboboooooon

1.

2.

(config)# spanning-tree mst configuration
(config-mst) # name "REGION TOKYO"

(config-mst)# revision 1
0000000000000 00D0DL00D0000D000000Onamed 0000 OO revision

oboobooooooobooboobobo

g
(config-mst)# instance 10 vlans 100-150

(config-mst)# instance 20 vlans 200-250

(config-mst)# instance 30 vlans 300-350

000000 102003000 000000000000000O0 VLANOODOODDOOOOOOO
100 VLAN 1000 1500 000000 200 VLAN 2000 2500 000000 300 VLAN 3000
35000 00000000000000D000 VLANO CISTOOOO0OO0OOOooOoooooon

O

1030 0pooobobooobobbboodooooon

10 0obobuoooobobooobooboo

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboboooooboobooboboboboooboooon
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goooOoOoOoOoOoOoOOOO0OOO0OO0O0UOoOUOoOUOOoMACOODOOOOOOOOODODODODO

gbooooooon
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1.

(config)# spanning-tree mst 0 root priority 4096
(config)# spanning-tree mst 20 root priority 61440
CISTOO0DOO0OO0O oOOD00OoDOoOUoOoD 409600000000 20000000000 614400

gooooo
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1. (config)# spanning-tree mst configuration
(config-mst)# instance 10 vlans 100-150
(config-mst)# instance 20 vlans 200-250
(config-mst)# instance 30 vlans 300-350
(config-mst) # exit
(config)# interface gigabitethernet 0/1
(config-if)# spanning-tree cost 2000
MSTOOODOODO 1002003000000000 010000000 20000000000 CISTOO
00000 omMSTOOOOOO 100200300000 010000000 2000000000
g
2. (config-if)# spanning-tree mst 20 cost 500
MSTOOODOOOO 200000 010000000 5000000000000000 20000 2000
gooooono
g

gooooo
gbooboooobooboboboboobooobooboboboboobooooobobOobon
gboboooooobooboboboboooooobobobobooboboooooboobOobOobo
gboboooooboboboboooboobooboboboboooboobooobobob
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1. (config)# interface gigabitethernet 0/1
(config-if)# spanning-tree port-priority 64
(config-if)# exit
od0oo10000oooo0e4dnoooon

O
2. (config)# interface gigabitethernet 0/1

(config-if)# spanning-tree mst 20 port-priority 144
000000200000 010000000 440000000000O01 00000000 200

bobooob 144 000000b0b0bo0obbobe40b0bonon
O
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1. (config)# spanning-tree mst hello-time 3
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gboobaob
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1. (config)# spanning-tree mst transmission-limit 5
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1. (config)# spanning-tree mst max-hops 10
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1. (config)# spanning-tree mst max-age 25
000000 0OO00ooooDO BPDUODOODOOOOD 250000000
a
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1. (config)# spanning-tree mst forward-time 10
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goooo oo
show spanning-tree jodooooooooooooog
show spanning-tree statistics J00000000000ooooooooo
clear spanning-tree statistics 0000000000DoOoOoOoooooooag
clear spanning-tree O0o0OOooOooo sSTpOO0O0DOOODOOODOOODOO
detected-protocol
show spanning-tree port-count oooooooooooooooooon
restart spanning-tree jodoooooooooooooooooo
dump protocols spanning-tree goobooboooboboooboobobobobooboobooboooooboo

ooboooooooooooooooo

201200 00g0ooboboboobboboooog

OO0O0OO0OOOOOOOOOOOOO showspanningtree 0000000000 OOOOOOOOOOO
gboboooooooboboboboboboooboooboobobobobooon

e« 000O0ODOODO OO Revision Leveld Configuration Name MST Instance 0 VLAN Mapped O O O
god

* Regional Root 0O O OOODOODO

¢ Port Information O StatusOO Role 000000

show spanning-tree 1 000000000000 OOOOOO
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0 20-150 show spanning-tree D OO0 000000

> show spanning-tree mst

Date 2005/09/04 11:41:03 UTC
Multiple Spanning Tree: Enabled

Revision Level: 65535

CIST Information
VLAN Mapped:
CIST Root Priority:
External Root Cost
Regional Root Priority:
Internal Root Cost
Bridge ID Priority:
Regional Bridge Status
Port Information

0/1 Up Status
0/2 Up Status
0/3 Up Status
0/4 Up Status:
MST Instance 10
VLAN Mapped: 100-150
Regional Root Priority:

Internal Root Cost
Bridge ID Priority:
Regional Bridge Status
Port Information

0/1 Up Status:
0/2 Up Status
0/3 Up Status
0/4 Up Status:

>

1-99,151-4095

32768

2000

32768

0

32768
Designated

:Forwarding
:Discarding
:Discarding

Forwarding

32778

2000

32778
Designated

Forwarding

:Discarding
:Discarding

Forwarding

MAC

Role:
Role:
Role:
Role:

Role:
Role:
Role:
Role:

Configuration Name: MSTP001l

: 0012
Port: 0/1

: 0012
0012

Root
Backup
Alternate
Designated

0012
0/1
0012

Port:

Root
Backup
Alternate
Designated

1. 00000000000 VLANOVLAN Mappedd O OO0 OO0
0000 1040940 VLANIDOOUOOUOOUOOOOOOOOOOOOODOOOOO VLANIDOO
o000 1040950000000000000000000 VLANID1O 4095000000000
gboboooooboobobobobobo 1040950000000

20000000000

.e207.7200

.e207.7200

.e205.0900
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spanning-tree bpdufilter 000000 BPDUOOOOOODODOOOOO

spanning-tree bpduguard 000000 BPDUOOOOOODODOOOO

spanning-tree guard 000000000000 000000000000000000
spanning-tree link-type 00000000000000000

spanning-tree loopguard default 000000000000000D0000000000000
spanning-tree portfast 000000 PortFast 000000000

spanning-tree portfast bpduguard default BPDUO OO OO0O000000000D0O00O0O0O0OOOOO

spanning-tree portfast default PortFast 100 0000000000000 O0O0O00O0OO
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1. (config)# spanning-tree portfast default
0000000000000 00000000MACOOOODDOO PortFastOODOOOOOOOO
gooogn
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2. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
(config-if)# spanning-tree portfast disable
(config-if)# exit
000 010000000000 PortFast OO DOO0OOODOOOODOODOODO
a

3. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode trunk

(config-if)# spanning-tree portfast trunk

324



20000000000

goCco3000000000000O0PortFastO0O0CO0COOOCOOOODODODOODODODODODOO
gooOoOoOoOoOoOoOoOoOOOOOOOOOOODODwunk0 000000000 OOOOOOOO
O

o20BPDULOODOOOO

BPDUOOOOOOOPortFast OODOOOOOODO BPDUODOODOODOODOODODODOODO inactive 00O
O000000O0PortFast 100 0000000000000 O0000000000O000O00O00O0O0O
00000o0oOoO0ooOoooooBPDULNOOOOOOOOOOOOOODOOOOOOOOOOOOOOO
gboobooobo

gbobooogo

BPDUOOOOODODODOOOOOOOOPortFast0O 0O OO0O0OOODOOOODOODODO
spanning-tree portfast bpduguard default 000 00 PortFast 000000000000 O00ODOO
0000000 BPDUOODOOOODOOODODOODOODOOODOO BPDUOOOOODOOO
0000000 O spanning-tree bpduguard disable 0 0000000000

gooboooooon

1.

(config)# spanning-tree portfast default

(config)# spanning-tree portfast bpduguard default

0000000000 00000000000MACODDOODOD PortFastD OO OOOOODOO
O0OPortFast 000000000 O0OO0OOODOODO BPDUDODODOOOOOOODOOO

O
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(config-if)# spanning-tree bpdufilter enable
dooo10BPDUODOODOODOOOOOOOO
a
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ogo
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2. (config)# interface gigabitethernet 0/1
(config-if)# spanning-tree guard none
(config-if)# exit
0oOdbOooOoO0ooOOooOOooOobOO0bOOoo0o0oo0ooOOoDOOooOobOOobOoorooooOOoDOOobDOooOoon
goooooogo
g

3. (config)# no spanning-tree loopguard default
(config)# interface gigabitethernet 0/2
(config-if)# spanning-tree guard loop
0OdbOoboO0oO0ooOOooOOooOobOO0bOO0o0o0oo0DoO0ooOOooOoDOOobOob oo2000000000000
ggoogobooboooo
g
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(config-if)# spanning-tree guard root
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1. (config)# interface gigabitethernet 0/1
(config-if)# spanning-tree link-type point-to-point
000 010 point-to-point 0 OO0 OO0 O0O0OOCOOOOO
a
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O00OO0O0OO0O0OQoOooO o20000000000 LeopGuardO OO DOODODOOOOOOOOODOOO
OO0 o6e0000000000 RootGuard OO OOOOOOOOOOOOOOOOOOOO Link
Type 0000000000000 0O0O0O0OO point-to-pointO0 00 0OOOOONO

328



020-190000000000O0O

> show spanning-tree vlan 10 detail

Date 2005/10/21 18:13:59 UTC

20000000000

VLAN 10 PVST+ Spanning Tree:Enabled Mode:Rapid PVST+

Bridge ID
Priority:32778
Bridge Status:Designated
Max Age:20
Forward Delay:15
Root Bridge ID
Priority:32778
Root Cost:4
Root Port:0/1
Max Age:20
Forward Delay:15
Port Information
Port:0/1 Up
Status:Forwarding
Priority:128
Link Type:point-to-point
Loop Guard:OFF
BpduFilter:OFF
BPDU Parameters (2005/10/21
Designated Root
Priority:32778
Designated Bridge
Priority:32778
Root Path Cost:0
Port ID
Priority:128
Message Age Time:0(3)/20
Port:0/2 Up
Status:Discarding
Priority:128
Link Type:point-to-point
Loop Guard:ON
BpduFilter:OFF
BPDU Parameters (2005/10/21
Designated Root
Priority:32778
Designated Bridge
Priority:32778
Root Path Cost:4
Port ID
Priority:128
Message Age Time:1(3)/20
Port:0/3 Up
Status:Forwarding
Priority:128
Link Type:point-to-point
Loop Guard:OFF
BpduFilter:OFF
Port:0/4 Up
Status:Forwarding
Priority:128
Link Type:point-to-point
Loop Guard:OFF
BpduFilter:OFF
Port:0/5 Up
Status:Forwarding
Priority:128
Link Type:point-to-point
Loop Guard:OFF
BpduFilter:0ON
Port:0/6 Up

MAC Address:0012.e210.3004
Path Cost Method:Short
Hello Time:2

MAC Address:0012.e210.1004

Hello Time:2

Role:Root

Cost:4

Compatible Mode: -
PortFast :0OFF

Root Guard:OFF

18:13:59):

MAC address:0012.e210.1004

MAC address:0012.e210.1004

Number:1

Role:Alternate
Cost:4

Compatible Mode: -
PortFast :OFF

Root Guard:OFF

18:13:58):

MAC address:0012.e210.1004

MAC address:0012.e210.2004

Number:1

Role:Designated

Cost:4

Compatible Mode: -

PortFast:ON (BPDU not received)
Root Guard:OFF

Role:Designated

Cost:4

Compatible Mode: -

PortFast :BPDU Guard (BPDU not received)
Root Guard:OFF

Role:Designated

Cost:4

Compatible Mode: -
PortFast :ON (BPDU not received)
Root Guard:OFF

329



20000000000

330

Status:Forwarding
Priority:128

Link Type:point-to-point
Loop Guard:OFF
BpduFilter:OFF

Role:Designated
Cost:4

Compatible Mode: -
PortFast:OFF

Root Guard:ON
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2. (config)# interface gigabitethernet 0/1

(config-if)# axrp-ring-port 2

(config-if)# interface gigabitethernet 0/2

(config-if)# axrp-ring-port 2
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2. (config)# interface gigabitethernet 0/1
(config-if)# axrp-ring-port 1
(config-if)# interface gigabitethernet 0/2
(config-if)# axrp-ring-port 1
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0 22-60showaxrp0 00000000

> show axrp

Date 2007/01/27 12:00:00 UTC

Total Ring Counts:4
Ring ID:1
Name : RING#1

Oper State:enable

VLAN Group ID Ring Port

1 0/1
2 0/1
Ring ID:2

Name : RING#2
Oper State:enable

VLAN Group ID Ring Port

1 1 (ChGr)
2 1 (ChGr)
Ring ID:3

Name: [

Oper State:disable

VLAN Group ID Ring Port
l -
2 -

Ring ID:4

Name : RING#4

Oper State:enable
Shared Edge Port:0/3

VLAN Group ID Ring Port
1 0/3

2 0/3

>

Mode :Master

Role/State

primary/forwarding
secondary/blocking

Mode:Transit

Role/State
-/forwarding
-/forwarding

Mode: -

Role/State
-/-
-/-

Mode:Transit

Role/State

)

Attribute: -

Ring Port
0/2
0/2

Attribute: -

Ring Port
2 (ChGr)
2 (ChGr)

Attribute: -

Ring Port

Attribute:rift-

Ring Port
0/4
0/4

Role/State
secondary/blocking
primary/forwarding

Role/State
-/forwarding
- /forwarding

Role/State
-/~
-/-

ring-edge (1)

Role/State
- /forwarding
-/forwarding

show axrpdetail 0 0 00 0000000000000 O0O0OO0OOOOOOOOOOOOOOOOOOO
OO00OOO0OOOO0OOO0O0O000O0O0ORIng Protocol 00 00O OO "Oper State" O "enable"D OO OO0

oobOoooOon



0 22-70showaxrpdetail DO OO0 OOOOO

> show axrp detail
Date 2007/01/27 12:00:00 UTC

Total Ring Counts:4

Ring ID:1
Name : RING#1
Oper State:enable
Control VLAN ID:5
Health Check Interval (msec) : 1000
Health Check Hold Time (msec) :3000
Flush Request Counts:3

Mode :Master

VLAN Group ID:1
VLAN ID:6-10,12
Ring Port:0/1
Ring Port:0/2

Role:primary
Role:secondary

VLAN Group ID:2
VLAN ID:16-20,22
Ring Port:0/1
Ring Port:0/2

Role:secondary
Role:primary

Last Transition Time:2007/01/24 10:00:00
Fault Counts Recovery Counts

Attribute:
Ring State:normal

22.0 Ring Protocol 0 00000

State:forwarding

State:blocking

State:blocking

State:forwarding

1 1 12
Ring ID:2

Name : RING#2

Oper State:enable Mode Transit Attribute
Control VLAN ID:15

Forwarding Shift Time (sec):10

Last Forwarding:flush request receive

VLAN Group
VLAN ID

ID:1
:26-30,32

Ring Port:1 (ChGr) Role: -
Ring Port:2 (ChGr) Role: -
VLAN Group ID:2
VLAN ID:36-40,42
Ring Port:1 (ChGr) Role: -
Ring Port:2 (ChGr) Role: -
Ring ID:3
Name :
Oper State:disable Mode: -
Control VLAN ID:-
VLAN Group ID:1
VLAN ID:-
Ring Port:- Role: -
Ring Port:- Role: -
VLAN Group ID:2
VLAN ID:-
Ring Port:- Role: -
Ring Port:- Role: -
Ring ID:4

Name : RING#4

Oper State:enable
Shared Edge Port:0/3
Control VLAN ID:45
Health Check Interval (msec):1000
Forwarding Shift Time (sec):10

Last Forwarding:flush request receive

Mode:Transit

VLAN Group ID:1
VLAN ID:46-50,52
Ring Port:0/3
Ring Port:0/4

Role: -
Role: -

Total Flush Request Counts

State:forwarding
State:forwarding

State:forwarding
State:forwarding

Attribute:

State: -
State: -

State: -
State: -

Attribute:rift-ring-edge (1)

State: -

State:forwarding
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VLAN Group ID:2

VLAN ID:56-60,62

Ring Port:0/3 Role: - State: -

Ring Port:0/4 Role: - State:forwarding
>

OO00OO0OO0OOOOOOOOOOOshowaxrpdetaill 000 0000000000000 O0O0OOOOOO
goooo
02280000000000000 showaxrpdetailDOOOOOODODO

> show axrp detail
Date 2010/03/10 12:00:00 UTC

Total Ring Counts:2

Ring ID:10

Name : RING#10

Oper State:enable Mode:Master Attribute: -
Control VLAN ID:10 Ring State:normal

Health Check Interval (msec) : 1000
Health Check Hold Time (msec) :3000
Flush Request Counts:3

VLAN Group ID:1

VLAN ID:100-150

Ring Port:0/1 Role:primary State:forwarding
Ring Port:0/2 Role:secondary State:blocking

VLAN Group ID:2
VLAN ID:151-200

Ring Port:0/1 Role:primary State:forwarding
Ring Port:0/2 Role:secondary State:blocking
Last Transition Time:2010/03/01 10:00:00
Fault Counts Recovery Counts Total Flush Request Counts
1 1 12

Multi Fault Detection State:normal

Mode :monitoring Backup Ring ID:20
Control VLAN ID:500

Multi Fault Detection Interval (msec) :2000
Multi Fault Detection Hold Time (msec) :6000

Ring ID:20

Name : RING#20

Oper State:enable Mode:Transit Attribute:rift-ring-edge (1)
Shared Edge Port:0/1

Control VLAN ID:20

Health Check Interval (msec) :1000

Forwarding Shift Time (sec):10

Last Forwarding:flush request receive

VLAN Group ID:1

VLAN ID:100-150

Ring Port:0/1 Role: - State: -

Ring Port:0/3 Role: - State:forwarding

VLAN Group ID:2

VLAN ID:151-200

Ring Port:0/1 Role: - State: -

Ring Port:0/3 Role: - State:forwarding
>
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VLANOOOOOIDO 20000MSTODOOOOO 2000000 VLANID40OOO 500000
ogo
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(config)# axrp 1
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(config-axrp) #exit

VLANOOOO 100VLANOODOOO ID1000 200000000
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(config)# spanning-tree mst configuration

(config-mst)# instance 10 vlans 10,20,30

MSTOOOOOO 1000000 VLANO vlan-mapping 100000 VLANID 100200000 30
O000OD00ORing Protocol DO OO OODOODOONO
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(config-mst)# instance 20 vlans 40,50
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23420 00000000000

000000000 show spanning-tree 1000000000 ODO OO Port Information 000000
dodoooooooooooobobbboboo

show spanning-tree 1 0000000000 O0O0ODOOOOO

0 23-120 show spanning-tree 000000000

> show spanning-tree vlan 2
Date 2007/11/04 11:39:43 UTC

VLAN 2 PVST+ Spanning Tree:Enabled Mode:PVST+

Bridge ID Priority:4096 MAC Address:0012.e205.0900
Bridge Status:Designated

Root Bridge ID Priority:0 MAC Address:0012.e201.0900
Root Cost:0
Root Port:0/2-3(VL:10) e 1

Port Information
0/1 Up Status:Forwarding Role:Designated
VL(10) Up Status:Forwarding Role:Root o1

>

1. vLOOOOoOooo Iboooooooo

show gsrpdetail 0000000000000 0OO0OOOOOOOOOOOVirtual LinkIDOOOOOO
IDO0OO0OO0OO0OO VLANOOOOOOooooo
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0 23-130showgsrpdetail DO OO OOOOO

>show gsrp detail

Date 2008/04/10 12:00:00 UTC

GSRP ID: 3

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
GSRP VLAN ID

Direct Port

GSRP Exception Port

No Neighbor To Master
Backup Lock

Port Up Delay

Last Flush Receive Time
Virtual Link ID

Advertise Hold Time
Advertise Hold Timer
Advertise Interval
Selection Pattern

VLAN Group ID

Local

Local State

0012.e2a8.2527
0012.e2a8.2505
3

105

0/10-11

0/1-5

manual

disable

0

100 (VLAN ID : 20)

Neighbor
5 5
4 -
1 1

ports-priority-mac ports-priority-mac

Neighbor State

1 Backup Master
2 (disable) -
8 Master -

419






IGMP snooping/MLD snooping [ [
[]

IGMP snooping/MLD snooping 0000 200000 VLANOOOOO
000000000000 00000000000000IGMP snooping/
MLD snooping 00000000003

24.10 IGMP snooping/MLD snooping O O O

24.20 IGMP snooping/MLD snooping 0 0 0O OO

24.30 IGMP snooping

24 .40 MLD snooping

24.50 IGMP snooping/MLD snooping 0 0000000

421



24.00 IGMP snooping/MLD snooping O 0 O

24 .10 IGMP snooping/MLD snooping [ [ [

0000000000000 0IGMP snooping 000 MLD snooping0 00000000 OOOO

2110000000004

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
oo

0240000000000

@1 =—Fv Xk
E{;Z’g& FREEILIC 12\1513‘71\;52{% Li=#&71t+ —
g v AN S
Z{EF15T
Z{EF250T
, ZIEHITLT
EEE
OTILFHFYAL

EEBEIZEEIIL—TIZ—
iy CEEET S

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooboooooooboboboboobooobogon

02410000000000000000

ooood oooooo

IPv4 224.0.0.0 0 239.255.255.255

IPv6 0080000 ffle00 )OO0 IPv6eOODOO

422



24.00 IGMP snooping/MLD snooping 0 0O O

24.1.200 IGMP snooping O O OO MLD snooping [ [

000 20000000000000000000 VLANOOOOOOOOOOOOooOOoooooooo
20bo0booboooboobobdoboboooobooobooboboboboboboobobOoboboboon
gbobooboooboobobobobooooooobooboboboboboooboooboobo

IGMP snooping 0 0 0 MLD snooping O OIGMPOOODO MLDOOOOOOOOOODOOOOOOO
00000000000 0oo0000Doo00o0o00o0ooo0ooooooooooDoDoooooon
goo0oo0oooo0o0boo0ooodooo0ooooo0oooo0ooo0ooooOooooIGMP
snooping/MLD snooping 00 00O O0OO0OOODO

0 24-20 IGMP snooping/MLD snooping 00 O

@snoopingtiaks L

ER—MITILFEYR B
FS 74w Eh#lT S

FIL—TF18T

@snoopingiéeEH Y

RILFFv A RZEEFIZET
FS 74w Eh#lT S

FIL—TF18T l

CEEEEEES

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
ooooooooooopoIpva00oooooo IGMPOOOOOOIPV6OOOOOOOO MLDO
gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
gbobobooooobooboobobobooobooooooboobobob

423



24.00 IGMP snooping/MLD snooping O 0 O

24.2[1 IGMP snooping/MLD snooping U 0 O 0O O O

424

000000000d IGMP snooping/MLD snooping 0 00000000000

024-20000000

oo ogooooo oo
goooooooo ooooooooooono 0
0000000 Ethernet V20O 0O
IGMPOOOOODOOOO IGMP: Version 10 20 3 0

MLDOOOOOOOO0O0

MLD: Version 10 2

ooooooooa IPv4 0100.5e00.0000 O 0100.5e7f.ffff RFC11120 00
MACOOOOOO IPv6 3333.0000.0000 O 3333.ffff ffff RFC2464 000
IGMPOO OO 0o0o0oooo IGMPv2/IGMPv3O MLDv1/ 0
MLDOOOO MLDv2O 00000

gooooooOooooooooo 0000000000000 staticOO O

oo

IGMPOODOOODO IGMPv2 Leave 000000000000 OODO a

ooooooooooooo
CHANGE_TO_INCLUDE_MODE 0O IGMPv3
Report0 000 0000000000000O0O0O0
oo

(0D)ooooooo



24.00 IGMP snooping/MLD snooping 0 0O O

24.300 IGMP snooping

O0O0O0O0IGMPsnooping 0000000000000 O0O0O0O0O0O0O0O0O0O0O0O0IGMPOOOOOO
0000000000000 RFC2236000000000IGMPOOOOO 30000IGMPv3O OO
000000000000 00000 RFC3376 000000

IGMP snooping 0 MACOODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

243 10MACOO0O0OODODOO

O10MACOODOODOODO

O b0

IGMP snooping 000000 VLANDO IGMPOOOOOOOOOOOOOOOOOOOOOOO MAC
goooo0ooOoOoOoOoOoOopoOoOoOoOoOOoOoOoOOoODODOOMACOODOO MACODODODOO
gbobobob

gboboobo

IGMPv1/IGMPv2 Report 0 0 000000 OIGMPv3 Report0 0 0000000000 O0O0O0O0OO

gooooooooOoo0ooOooooUoUUoUoUUUUUUOUUOoUOo MACOOODDODODDOO

IGMPv1/IGMPv2/IGMPv3 Report 0 0 0000 0000000000000 O0OOOOOOOOOOO
gbobobooooobooboobooboooo

Ipv400000000000O0O0MACOODOODOIPOOOOOOO 230000 MACOOOOOO
0000000000000 0O0L 280UOOOUO IPOOOODO MACODDDODDDODDODODODOO
00224.10.10.10 0 225.10.10.100 00000000000 MACOOOOO 0100.5E0A.0ACAC OO
goooo0oOo0oOoOoOo0oOoooooUOoU 200000 MACOOOOOOODOOOODOODOOOOO
oooIpv4000000000000 MACOODOODODOOODODODODODODODODOO

0O 24-30IPv4000C0OCOCOOOOOMACOOOOOOO

IPVARILFH£ ¥ A +P FLRA
f11100000]00001010j00001010]00001010
AN 7
|

FH23E v
MACT K LR v
L Y
00000001 ]00000000j01011110j00001010]00001010j00001010
01 00 5e Oa Oa Oa
afafafalalals

00000000000 MACOODOODODOOOOODOOOOODOODODOODOODOODOODODOO
gbobobobooobooooboono

e IGMPv2 Leave DO OO OOOOOOOO
IGMPv2 Leave 00 000000000000 OOOOODOODOO Group-Specific Query 0 0000
000000 20000000 Group-SpecificQuery 00 000000000000 OOOOODOODO
oo @mobobooddddddoooooooooooo o
d0d0OdDo0ooooooooodooooooooooooooD@mMVLANODOODOooooo
oo obbbbbbbobbobbo

425



24.00 IGMP snooping/MLD snooping O 0 O

IGMPOOOOOOOOOOODOODOODOIGMPv2Leave OO0 OO0 OD0OOD0OODOODOODOOOOOO
0000000000000 00000000O000O00dGroup-SpecificQuery 0000 OOOOO
oooo

e« IGMPv3ReportU DD OO OD0OOO0OODOOOOOOOO

IGMPv3ReportU D 0000000000 OOO0OOOOOOOOODOODOODO Group-Specific
QueryJOODOOO 10000 20000000 Group-SpecificQuery 0000000000 OO0O
oo o@D ooooooo o
0000000000000 0Dd0000o0o0o00oO0DO0ODO00oOo0ooO0oOn@mVLAN
gD bbbbbbbbbbbbobbooooogg
000DOO0DOOo0oooooooooooodno BLOCK_OLD_SOURCES O IGMPv3 Report 00 0O O
0000000000000 00D0DO00oo00o00oo0oOoognd Group-Specific Query 00 0O O
godbdddddoooooooooooooo
IGMPOOOOOOOOOOUOODODODOODOOOODODOOODODOOOOOOOn
CHANGE_TO_INCLUDE_MODE O IGMPv3Report0 D0 000 0OO0OO0OOOOOOODOOOODOO
0000000000000 000D000o0o0oOoo0O0OO0O0OnDOdOdGroup-Specific Query D OO0 O
oooooooo

e IGMPv1/IGMPv2/IGMPv3 Report 0 00 00000000000 O0OODODOOOOOOOOO
gL b bbbbbbobbboboboboboo
000000 QueryDOODOOD0OOO0OODOODODOOOOOODOO IGMPQueryOOQOOQOOQOQO
O0DO0DOVLANOOOOODOODOOODOODOIGMPQueryOOO OO OOOO0OOOOODOODOO
ool ooooooooooobobobobooboobobOobooOoo
god

0000og 26000 IGMPv1/IGMPv2/IGMPv3 Report0 OO0 0000000 DOODOOOOOOOO
goododdoooooooo

IGMPv3UOOOOODO VLANODODODOOODOODOODOODODOODOODOOOoOooooooooad
00 IGMPv3Query DO O ODOQQICIODIOODOOOODODOODOOOOOOOOOOOODOOD
dooIGMPv2000000000001250000000000000000 VLANOO Query
Interval 0 12500 000000000

oo
0000000000 Query Interval D QQICO OO OO O OO x 2+Query Response Interval O
gooooad

g201iPv400000000O00O00DOODOO 200

Ipv4a00000000O0O0O0OOOO VLANOOOOO 2000 MACODODODOODOODOOOOOOO
IGMP snooping 00O O O0COCDO 2000000 MACOUOOOOOOOOOOOOIPOOOOOO
000000 IGMPReport0 00 000000000000 OOOOOOOOOOOOOO

M1O0MACOOOOOOCOmMa000O0O0O0O0O0O0000000O 224.10.10.100 225.10.10.100000
0000 MACOOOOOOOODO 0100.5E0A.ACAD D OOOO224.10.10.100000000000

0000000 20000000225.10.10.1000 IGMP Report0 000000000000 O0O0OOO
goooobooon

243200 0000000000000

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
OO000O0O0O0OO0O0OO00O0O0O0OOOODOOOOOOODOOO IGMPsnoopingO OO ODODOOODODOO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon

426



24.00 IGMP snooping/MLD snooping 0 0O O

gboboooooboobobobobobooooboobooboboboobooboono
gboboboooboooooboobobobooboooooooboboboboooboonbonDo

oooIiGMPOUOOO0O0O0O0OODOOOOOOOOOOOOOOOOIGMPOOOCOOCOOOODOOOO
gooooooooooooo IGMPOOO0OOOOOOOOOOODOOOOODOOO

O 24-30IGMPvY/IGMPV2 OO COOCOCCOCO

IGMPOOODOODOOO VIANOOOOOO oo
Membership Query gooooooooog

Version 2 Membership 0000000000O0D0O00o0o0ooooo

Report

Leave Group 0000000D0000000000000000000000000000 O

oooao
oob0ooobooooooooOooooooOoOooooOoobocOooooOon
oooooooooo

Version 1 Membership 000000000000 0000000000
Report

oo
gooooooooooooooooooooooooooooooOobooOooboOoooboooooOoboooobooOoon
00000000000000000IGMPvI/IGMPv2/IGMPv3 Report0 000000000000 O0O0O0ODO
00000 IGMPv2Leave 00 0 0000000000000 0O000O0O00O0O00O IGMPv2LeaveOOO0O0O

oooooooao

0O 24-40IGMPV30 000000000

IGMPV3OOOOOOOO VLANOOOOOO oo

Version3 Membership Query ooooooooogono

Version 3 00000 Report 00o0o000opooo0ooooooooooooo

Membership

Report

00000 Report 0J000000oOo00ooO0ooooooooooog o

jo0oo000oo00oOo0O0oooooooooooo
0J000000oOo00ooO0ooooooooooog
gooooooo

ood

ooooooboooooooooboooooOoooooooboooobocooooooooooobocOoooogon
00000000000000000IGMPvI/IGMPv2/IGMPv3 Report0 000000000000 O0O0O0ODO
O0O0OO00O0OO0O0O00O IGMPv3Report 00 000000000000 0O0O00O0O00O0O0OO IGMPv3 Report
goooooooooooooooooo

24330 IGMP L OODODOO

IGMPOOUOOUOUOOOVLANODOOOOOOOOOOOOODOOODODOOUODOOOODODODDODODODOO
0000000000000 0O00O0O0UU0UUOUOO IGMPQuery 000D ODODODODODOOOOOOOOO
0000000000000 DO0O0O0O00O0O00O0O0 IGMPQuery 000 ODOOOOOOOOOOOOO
gboboobooboobooboboboboooooobooboboboboboobooboboboboboon
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
OO0OOOCOVLANODODODODODODOODOODOODODODDOODOODODODOOIGMP snooping0D 00O OOOO
000000000 IGMPQuery0 00000 1250000000000

427



24.00 IGMP snooping/MLD snooping O 0 O

IGMPOOOOO0OOOOO0O0O0O0O0OOIGMP snooping0 000000 VLANO IPOOOOOOOO
gbooooooon

VLANDODO IGMPQuery D0 0000000000000 0OO0OOUOIGMPQueryD D OODDODODODOO
IpPOCOO0COOOCOCOOCODOCOOOOOOOO0OO0IGMPQuery 00000000 OOOOVLANDODODODO

gooOoOoOoOoOoOoOoOoOoOOOoOOO IGMPOOOOOOOOO QueryOOOOOOOODOOOOO
go

gdoooOoOoOoOoOoOOoOOOOOOOOOOOOOOOOOOOOOOVLANOODDOODOODOOODOOO

go0oOOoOoOoOoOoOoOOODOOOQueryODOODOOOODOODODOODOOOOOOOOOOOOOOOO
gbooo2500000000

O00O0O0oOoOoo IGMPQuery 0O ODOOOOooIGMPv200000000000O0O0OOODOOOOO
IGMPQuery 000000000000 OOO IGMPOOOOOOOOOOO

24340 IGMPLOOODODOO

428

IGMPOOOO0O0OOOOIGMPv2 Leave 000 IGMPv3Report0 0 0 D 000000000000 O0O
gboobooooooboobobobooooooobooboboooon

IGMPv3Report0 OO OO O OOOOOOOOOOOOOOOOOOOOOOOOOOO

CHANGE_TO_INCLUDE_MODE O IGMPv3 Report0 0000000000 OOOOOOOOODOOO
obooooon



24.00 IGMP snooping/MLD snooping 0 0O O

24 .41 MLD snooping

O0O0O0OOMLD snooping0 00 0000000000000 O0O0O0OOOOOOMLDOODDODODO
0000000000000 RFC27TI00DUDOODUDODUODUODMLDODODODODO 20000MLDv2O00OO
O000000O00O0o0O0oO0OoOoOORFC38100O00O00O

MLD snooping 0 MACOOOOOCOOOOOOOOOOOODOOOODOOODOODOOODODODODOO

244 10MACOO0OOODODOO

O10MACOODOODOODO

Oall

O b0

MLD snooping0 0O OCOO VLANO MLDOOOOOOOOOOOOOOUOOOOOODOOO MACO

goooo0oQoOoOoOoOoOoOoOoOoOoOoOoOOoOOoOOoODOOO0D MACODODOO MACODDODODDOO
gbobobd

gboboobo

MLDv1 Report 00O O0O0OOOOMLDv2ReportD 00 O00O0COCOCOOCOOOOOODOODODODOO
0oooo0ooOoOoOoOoOoOopoOoOoOoOoOoOOoOoOOODOD MACODODOOOOOOMLDVI/MLDv2
Report 00000000 O00ODOOOO0ODOOOODOOOODOOOODOOOOODOOODOOOODDOO
OooooooolIpvée0 000000000000 MACOODDOOOD IPOODOODDOD 320000
MACOOOOOOODOOOOODOOoOO

Ipv6 000000DOOCO0OOOOODOOODOOOOODOOODOOOIDDODOOODOD 112000
gooo0oooDbo s2000000000DOO00200000000000DOO0O0ODOIDOOODOO
1120 00000000000000000000000IPv4 0000000000000 O00O MACO
OooooooOoooooooIpvedooooooooooo MACOODOODODOODODOODODODDODOO

02440 IPv6000C0COCOCOOOOMACOOOOOOO

IPV6ILFHFYR T RLR
[111111] | | l00000001|00010000j0000001000000001]
A\ J

F32E v k
MACT KL 2 v
L Y
|00110011]00110011{0000000100010000J00000010]00000001]
33 33 01 10 02 o
0000000

00000000000 MACOODDOODODOODOOODOODOOODOODOODODOODOODOOODOODODOO
gbobobobooobooooboono

e MLDvliDone OO OO OOOOOOOnO
MLDvlDoneOOOODOODOODOODOOOOOOOOOOODOO Group-Specific Query 000000
10000 20000000Group-SpecificQuery 000000000 0OOOOOOOOOOOOO
goddddddddoooooooo@mboobobooddddddoooooooooooo o
d0d0OdDbOOo0oo0ooooooodooooooo0o0oOoD0@VLANDODOODOooooo
g ooobbbbobbbb

429



24.00 IGMP snooping/MLD snooping O 0 O

e MLDv2 R Report0 OO0 OO OO0OO0OOOOODOODO

MLDv2ReportU 00000000000 D0D0OO0OOO0OOOOODOOOOOODOO Group-Specific Query
000000 10000 20000000 Group-SpecificQuery 000000 D0DOO0OOO0OOOOOOO
bbbl @moodddddoooooooooooo o
00d0OdDOOo0o0odooooodoooo0oo0o0o0oo0o0oDdDO0O@mVLANODOODO
gL bbb bbbbbbobbboboboboboo
0000000 000DoO0ooo0d BLOCK_OLD_SOURCESO MLDv2RReport OO OO OOOO
0000000000000 000D0000000000 Group-SpecificQuery D00 O0OO0ODO0O
gooddddddddoooouoooo

e MLDvI/MLDv2Report0 00000000 DOOODO0OOODOOOODOOOOOOO
gL bbb bbbbbobbbboboboboboo
0000000 MLDQueryOODOODODOOOOOODOODOODOODOO MLDQuerydOGQOQOGO
0000D0O0DOOVLANODODOODODODODOOOOMLDQueryOOOODOOOOOOODOOOO
gL b bbbbbbobbboboboboboo
goooood

00do00d 26000 MLDvI/MLDv2 ReportU 00000 0OO00OD0OOODODOOODOOODODOOODOOO
goooooooa

g o 2e00000bO0ODbO0O0O0O0O0O0O0O0OO26000
MLDv1I/MLDv2Report0 OO0 00000000000 DOODODO0OOODOODOODOODOOOOOO
MLDv2OOOOOOO VLANOOOOOOOOODODODODOOODOODOOoDOoooooooooo
OMLDv2Query DO ODDOOQQICOODDOOOOOODOODOODOOOOOOOOOODOODOD
O0MLDviOOOODOOOOOOOODOODODODODODOOOODODOODOO0ODO0D0O00 VLANDOO Query
Interval 0 12500 000000000

g
0000000000 Query Interval 1 QQICO DO D OODOOx 20 Query Response Interval
goooooo

g20ipve 00 00DO00OO0O0OO0ODODOO 200

Ipv6e 0O000O0O0OOOOOOOOO VLANOOOOO 2000 1IPV40000000O0O0O0OOOO

MACOOOOOOOOOOOOOOMLD snooping0 00000000 2000000 MACOOODO
OO000OCO0OooOoIpv6e00D0OO0O0D0COOOO MLDReportDOOODOOOODOOOODDOO

gboobooooooobon

244200 0000000000000

430

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
0000000000000 0O00DbO0O0O00DODO00D0O MLDsnoopingOODOOODOOOODODOO

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
vbobooooooobobobobooobooboooboobobobobooobooo

gbobooooobooboboboooooboooobooboboboobboooooboobOoDbo

oooMLDOOOOO0O0O0O00O00O00000000O0000O0OMLDOOOOOOOOOOOOOO
goooooooooooooMLDOOOOOOOOOOOOOOODOODOODO



24.00 IGMP snooping/MLD snooping 0 0O O

O 24-50MLDVI 00 0OOOOOOOO

MLDvi OO OOOOOO VIANOOODOOO O
O
Multicast Listener Query Jooooooooog
Multicast Listener Report 0000000000000 000O00O0O0ODOO
Multicast Listener Done 0000000000000 000000000000000000000 o
ooooo

obobooooboooooooOoooooooOoOoooOooobocOoooogon
oooooooooo

oo

gooooooooooooooooooooooooooooooOobooOooboOoooboooooOoboooobooOoon
O00O0OOOOOOOODOOOOOOMLDVI/MLDV2 Report0 00 0000000000000 O0O0O0O00O0OO
MLDvliDoneOOOOOOOOOOOOOOOOOOOOO0O0O0O0O0O0 MLDvliDoneOOOOOOOOOOOODO

024-60MLDV2O00O0OO00O0COOO

MLDv2OOOOOOood VLANOOOOOO O
O
Version2 Multicast Listener Query OooooOoOooooon
Version2 Multicast gooooo jooo00oo00oooooooooooo
Listener Report Report
goood J00Do0o0ooooooo0oooooooooooooo o
Report jo0o000ood0oo0OoooooooOooooooo
J00Do0o0ooooooo0oooooooooooooo
oo

oo
ooooooboooooooooboooooOoooooooboooobocooooooooooobocOoooogon
OoooOoOOoOoOOoOOOOOCOOO0OO0OMLDVI/MLDVZReport0 000000000000 O0O0O0O0O0O0O0O0OO
O0OO0OO00O MLDv2Report OOOOOOCOOOCOOOCOOOOODOOOOOODOOO MLDvV2Reportd 00000
ooooocoooooooo

24430MLDOODODOOO

MLDOOOOOOOOOVLANOOOOOOOOOUOOUOOOOOOUOOOoOoOooooooooooo
0000000000000 0OU00O00UUULOOUOO0OMLDQueryl OO OO OO0OoOoooooooog
0000000000000 O00OO000O0OO00OO0OO0O0OMLDQueryJ 00 O0O0O0O0O0ooooooog
gboboooooboobobobobooooooooboboboboboobooobooboboboobooo
gbobobooooooboobobobooooooooooboobobobobooooooboboboobooon
O0O0O0OCOOVLANODDODODODODODOODOOODODOOODOOODOOOMLD snoopingODOOOOO

0000000000 QueryOODOODOO 1250000000000

MLDOOOOOOOOOOOOOOOOMLD snooping0 000000 VLANO IPOOOOOOOO
gbobobooogo

VLANOO MLDQuery 00 00000000000000000OMLDQueryOOQOQOQOOOODOIP
0000000000000 00000U00OMLDQueryl00O0OOOOOOOOVLANOOOOOO

O000o00o0o0ooOoOoOoOooOoOoMLDODODOODOOO MLDQueryOOOODOODOOOOOOO
goo

goooo0oQoOoOoOoQoOoOoOoOoOoOoOoOoOoOoOoOOoOOoODOOODOVLANDODDODODDDDODDODO

431



24.00 IGMP snooping/MLD snooping O 0 O

OoOoOOOOOoOOO0OOO0OOMLDQuerylO0O0OOOO0O0OO0O0OO0O0OO0O0O0O0O0O0OO0O0O0O0O0OO
gboooooo2s0b0o0a0ooo

00000000 MLDQuerylOOOOOOOMLDvIOOOOOOOODOOODOOOOOOOOOO
MLDQuery 000000000 OOOOOOMLDOOOOOOOOOOO

432



24.00 IGMP snooping/MLD snooping 0 0O O

24.50 IGMP snooping/MLD snooping U O O 0O OO OO

o110 0o0booogoon

dlestbob2000000000000000O0O0OO0O0OOOOODOODOD

020 J000b00o0oo0oboooon

IGMP snooping/MLD snooping 000 0000000000000 O0O0OOOO0ODOOOODOOOOOOO
00000000000000000000000 VLANOODOOOOoOoOoooooooooooo
VLANODO floodingO O OO OOO0DO0O0O0OO0ODODOO0OODOOOOODOO0ODODOOODOOOOODODOO
g0IPO0O0O0OO0OOOO0ODOOOOVLANOOODDODOODODOOOOOOOODDOOODOOOODOO
00 IPO0DOOOOOOODDOOOIGMP snooping/MLD snooping 00000000000 O00DOO

U24-700000000000DDO0OO0

ooooo oooood

IGMP snooping 224.0.0.0/24

MLD snooping ff02::/16

0oooo0oQoOooOoOoOoOopoooOoOo MACODOOOOOOOOODOOOOOODOODOODOODOOO
gboboooooboobobobobooooooooboboboboboobooobooboboboobooo
gboboboooooobogoon

0O24-80MACOUOO00O0O00O00000000000000000000000O

ooooo oooooooooooocooao

IGMP snooping 224.128.0.0/24

225.0.0.0/24

225.128.0.0/24

226.0.0.0/24

226.128.0.0/24

227.0.0.0/24

227.128.0.0/24

228.0.0.0/24

228.128.0.0/24

229.0.0.0/24

229.128.0.0/24

230.0.0.0/24

230.128.0.0/24

231.0.0.0/24

231.128.0.0/24

232.0.0.0/24

232.128.0.0/24

233.0.0.0/24

233.128.0.0/24

433



24.00 IGMP snooping/MLD snooping O 0 O

ooooo ooboooooooooocoon

234.0.0.0/24

234.128.0.0/24

235.0.0.0/24

235.128.0.0/24

236.0.0.0/24

236.128.0.0/24

237.0.0.0/24

237.128.0.0/24

238.0.0.0/24

238.128.0.0/24

239.0.0.0/24

239.128.0.0/24

gbobooooooobooboboboooboooooobooboboboobooooooobOobOoDbOob
gooOoOoOoOoOoOoOoOoOoOoOoOoOOoOOoOVLANDODOOOODODODOODOOO

OO00OO0OO0OOOOOOOOOOOOOOUntaggedO00OOOODOODOODOODOODOODOOOODOODOOO
000000000000 Untagged0OOODUOODOODODODODOOOOOOO VLANOOODOOOOO
oo

g30 0oboooooboboooooono
Oald goonoog

gboboooooboobobobobooooooboobobobobobooooboobOobOobob
gboboooooooboboboboboobooooboobobobobooboooboooobOoboOoDbo
gbobooooooooooobobob

ObO OO0 2000000000

000000 2000000000000 VLANODODODOODOODODODOODOOODOODODOOODOODOODODOO
gboob200000000000000D000O0O0O00DOODODOOOOOOOOODOODODOD

vbobooooobobobobooobooboobob z20ob00ob0ob0booobooobooboobOobo
gboobooooobooboboboooooboobooboboobooo

40 IGMPOOOOO 30000000
0000 IGMPv30OO000000000000000000

« IGMPv30 0000000000000 0OO0O0O0O0O0O0O0O0O0000 IPOOOOOOOOOOOO
oo

O00IGMPv3OOOOO0OO0 IGMPv3O0O0OOO0O0O0000000000000O000O00O00000O
gsoMLDOODOOOD 200000000
goooMLDv2OOOOODOODOODOODOODOODOODOOOO

- MLDv2ODOOOODOOOODOOOOODOOOODOOOOOOOODIPOOODDOODOOOOO
ao

434



24.00 IGMP snooping/MLD snooping 0 0O O

Oo0ooOMLDv2O0O0OOOOMLDVv2O000000000000000O00O00O0O0O0OOOOOOO
Oe0 0000000 O0OO0ODbDObOOObOODbDOO

IGMP/MLD snooping 1 0000 0000000000000 O00O00O0000O00000O0O0O00O0O0O

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
oo

e copy 00O OO running-config 00000000
e restart vlian 0 0 0O O

o7oiGMPODOODOOO

IGMPOOOOO0OO0OO0O0O0OO0OOIGMPv2 Leave 100 IGMPv3 Report0 D000 O0O00O0O0O0O

gboboooooboobobobobooooooobooboboboboboobooobooboboboobooo
gboboboooboobobobobobooooooboobob10bobooboboobooboobOoDbo

gboboobooooooboobobobooooooooooboobobobooobooooboboboobooon

0000000000000 D00O0O0O00O000O0ODODOO IGMPReport0 000 O0OOOOOO
gboboboooobooooboobobobobooooo

080 QoSOOOO

IGMP snooping/MLD snooping 0 QoSO 0D OO0 OOO VLANOOOODODOOODOO

435






IGMP snooping/MLD snooping [ [
Jood

IGMP snooping/MLD snooping 0000 20 VLANOOOOOOOOOO
000000000000 00ooOooondIGMP snooping/MLD
snooping 1000000000 OO0OOOOODOO

2510 I1GMP snooping0 0 0000 OO0OOO0O

25.201GMP snooping0 0 00O OO0

25.30MLD snooping0 000 O0O00OOOOO

2540 MLD snooping0 00 OO OO0

437



25.0 IGMP snooping/MLD snooping 0 00000

2510 1IGMP snooping 0 OO0 OO0 OO OOOO

255110 0000000000000000

IGMP snooping 0000 0O0O0OCOCOOCOOOOO0OOOOOOOOOOOOO

02510000000000000000O0

gooog oo
ip igmp snooping] globalll no ip igmp snooping 0 00 0O 00O IGMP snooping 0000000
oo
ip igmp snooping] interfacell 000000Doooood IGMP snoopingd OO0 OOOOO
ip igmp snooping fast-leave IGMPOOOOOOOOOOOOO
ip igmp snooping mrouter interface IGMPODOODOOODOOOOOOODOODOODOO
ip igmp snooping querier IGMPOOOOO0O0O0O0O0O0O0O0O

25.1.200 IGMP snooping O O [

gboboooogon
IGMP snooping 0 00 O0OOOOCOOCODODO VLANO VELANOOOUOOOOOOOOOOOoooo
gboboooooboobobaon
VLAN2 O IGMP snooping DO OO OOCOOCOOOOOOO

goboboooooon

1. (config)# interface vlan 2
(config-if)# ip igmp snooping
VLAN2 O VLANOOOOOOOOOOODODODODODODODO0O0O0O00004dIGMP snooping 0000
gooooo

25130 IGMP O O0OODDOOOOO

gbobooogo
IGMP snooping 00O CO0O VLANOOOOOUOOOOOOODODOOOoOoooooIGMPOODODO
g000O0OO0O0oOoOoOoOoOoOoOoOOO VLANO VLANOOOOOOOOooooooooooog
gbooooooobaob

goboboooooon

1. (config-if)# ip igmp snooping querier
IGMPOOODOOOOODOOOODO
g

gooooo
gooooooooooooo Ipva00OoOoOoOOOOOODOOOODOOOOO

251400000000000000000

gbobooogo

438



25.0 IGMP snooping/MLD snooping0 0 0 000

IGMP snooping 00O OO VLANOOOOOOOOOOOOOOOOOO0O0O0O0O0O0O0 VLANO
VLANOOOODOODOODOODOOOOOOOOODOOOOOOOOOOOOOOOOOO0OO0OO0OO0 VLAN

goooocoi100O000DOO0O0OOODO0OO0ODODOO0ODOOOODOODOO0ODOOODOOODODOD
gooooooo

ggoooooboooobo
1. (config-if)# ip igmp snooping mrouter interface gigabitethernet 0/1

gbooboooooobooboboboooooboooboobooboooon

439



25.0 IGMP snooping/MLD snooping 0 00000

25.20 IGMP snooping 0 O O OO OO O

2521000000000

IGMP snooping 0 00O OOOCOCOOOOOOOOOOO

0252000000000

ooooo oo
show igmp-snooping IGMP snooping 000000000
clear igmp-snooping IGMP snooping 0000000000
restart snooping snooping 1000000 OOOOOO
dump protocols snooping goooOobooboooooobooooobobOobOobOobOobobogo

25.2.211 IGMP snooping [ O [

IGMP snooping 0000000000 IGMPsnooping 0000000000 OOOOODOODOODO

o1 0obooooboboobooobo

show igmp-snooping D 0000000 OIGMPsnooping 0000000000000 OOOOOOO0OO

0 25-101GMP snoopingd0 OO0 OO OO

> show igmp-snooping 100
Date 2008/10/01 15:20:00 UTC
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Date 2008/02/01 15:20:00 UTC
VLAN counts: 1

VLAN: 100 Group counts: 3

Group Address MAC Address Version Mode

224.10.10.10 0100.5e0a.0a0a V2 -
Port-1list:0/1-3

225.10.10.10 0100.5e0a.0a0a V3 INCLUDE
Port-list:0/1-2
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0 25-30 show igmp-snoopingport 0 O OO0 OO0 OO

> show igmp-snooping port 0/1

Date 2006/10/01 15:20:00 UTC

Port 0/1 VLAN counts: 2
VLAN: 100 Group counts: 2

Group Address Last Reporter

224.10.10.10 192.168.1.3

239.192.1.1 192.168.1.3
VLAN: 150 Group counts: 1

Group Address Last Reporter

239.10.120.1 192.168.15.10

25.0 IGMP snooping/MLD snooping0 0 0 000

Uptime
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02:10

Uptime
01:10

Expires
04:10
03:00

Expires
02:30
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Date 2008/02/01 15:20:00 UTC
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Querier version: V1
Querier version: V2
Port(5): 0/1-5
Mrouter-port: 0/1,3
Group Counts: 3
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0 25-500 show mld-snoopinggroup D OO0 OO0 OO0DO0O

> show mld-snooping group 100
Date 2008/02/01 15:20:00 UTC

VLAN: counts: 1
VLAN: 100 Group counts: 2
Group Address MAC Address Version Mode
ff35::1 3333:0000:0001 Vv1,v2 EXCLUDE
Port-list:0/1-3
ff35::2 3333:0000:0002 V2 EXCLUDE

Port-list:0/1-2

e JII0OIDOIDOOUDODODODO showmld-snoopingport 0000000000 OOODO
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> show mld-snooping port 0/1

Date 2005/12/01 15:20:00 UTC

Port 0/1 VLAN counts: 1
VLAN: 100 Group counts: 2

Group Address Last Reporter Uptime
ff35::1 fe80::b2 00:10
f£f35::2 fe80::b3 02:10

Expires
04:10
03:00
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26210 0000000000000 0O0OO0O

Ipv4a000000D0CO0DOOOODOOOODOOOODOOOOODOOODO

026100000000 00D0O0O00O0ODOO

ooooo oo
arp 000000 ARPOOOOOOOOOOO
arp max-send-count ARPOOO0ODOODOODODOODOODOOOOOOO
arp send-interval ARPOOOOOOOOOOODOOOODOOOOOOO
arp timeout ARPODOO0ODOODODOODOOOOOOOOODOODOOO
ip address Jgo0ooooooIpva0O0D0ODODOOODO
ip default-gateway IPva0 00000000 ODOOOOO

26220 0000000000

gbobooogo
VLANDO IPv400000000000IPV40000000000000O00O0O0O0OOOO0OO
gbobooooooobobooboboooo

gbobooooobooo

1. (config)# interface vlan 100
VLANID100OODODODOOOOODOOODODOOoO0ooooooooooooo
O

2. (config-if)# ip address 192.168.1.1 255.255.255.0
VLANID 1000 IPv4 0000 192.168.1.10 00000000 255.255.255.00 000000
O

20230 00000O00O0OOO

gboboooogon
VLANOODODO IPv40000000000000000 IPv4000000O secondary 0O OO0
gboobooooobooban

goboboooooon

1. (config)# interface vlan 100
VLANID100OODODDODOOOOOOODODOOoO0ooooooooooooo
g

2. (config-if)# ip address 192.168.1.1 255.255.255.0
VLANID100OODOOOO IPv40 000 192.168.1.10 00000000 255.255.255.00 0000
oad
u

3. (config-if)# ip address 170.1.1.1 255.255.255.0 secondary
VLANID100OODOOOO IPv40 000 170.1.1.10 00000000 255.255.255.00 000000
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26.0Pva000000ODO

26240 0000000000

gbobooogo
AX2400S0000000000000000000000000000000O0O0OOOVLANDODO

gbobooooooobobobobooobooooobooboobobobooobooon

gbobooooooo

1. (config)# ip default-gateway 192.168.1.254
IPv4a00000000000D0O0OOOODDOO0O 192.168.1.25400000000

ad

26.2.50 loopback D OO OO OO OOO

gboboooogon
oooooOooooo Ipva000O00ODDOOODOCOOODODODODOODOOOOODOOOODDOO

gboboooooboobobaobo

goboboooooon

1. (config)# interface loopback 0
gooobooboooboooboobboobdbooboobooboboobboooboo

a
2. (config-if)# ip address 192.168.1.1

0000O0o0o0DoOo0obDOoOoIpPODOO 192.168.1.10000000
d

26260000000 ARPOOO

gboboooogon
go0oOoOoOoOoOoOoboO ARPOOOOOOO

gbooooooboboboooboooboon

gboboooooon

1. (config)# arp 123.10.1.1 interface vlan 100 0012.e240.0a00
VLANID 100O00OO0OO0ODOOO IPv4a0000 123.10.1.10 000 MACO O OO 0012.e240.0a00 O

000000 ARPOOOOOOO
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26.0Pva000000ODO

263000000

2631000000000

Ipva000000D0OCOOODOOOODOCOODODOOOODO

0262000000000

ooooo oo
show ip-dual interface IPv4000 IPv6e 00000000000 O0OODOODO
show ip interface IPv400000000000O00O0OOO
show ip arp ARPOOOOO0OO0OOCOOOOO
clear arp-cache 000000 ARPOOOODOOODO
show netstat(netstat) j000d00000o0oooooooooo
clear netstat goooooooboobooboboobooooo
clear tcp TCPOOOODOOOODOOOD
ping oooooooooooo
traceroute gopoooooooooo

26.3.20IPvAa 00000000 up/down OO

Ipv400000000000O0O0OO0OOOOOOOOOOOOIPVAO00000O00O0O0OOOO show
ipinterface 000000000 IPvA000000O0O0O w/downOOOOUPODOOODOODODODODODOO
gooo

02610 IPV4A0000000O0ODOCO0ODO

> show ip interface summary
vlanl00 : UP 158.215.100.1/24
>

263300000000 DOOO0O0O0O0On

Ipv4a000000000O0OOOOOOOODOOOODOOOOOOOOOOOOOOOOOOOOOOOO
0000000 O0Oping00O0OOOCOCOOOOOODOODODODOO

0 26-20ping00000O0OOOOODOODOOOOO

> ping 192.168.0.1

PING 192.168.0.1 (192.168.0.1): 56 data bytes

64 bytes from 192.168.1.51: icmp seq=0 ttl=255 time=0.286 ms
64 bytes from 192.168.1.51: icmp seg=1 ttl=255 time=0.271 ms
64 bytes from 192.168.1.51: icmp seg=2 ttl=255 time=0.266 ms
e

--- 192.168.0.1 PING Statistics ---

3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max = 0.266/0.274/0.286 ms

>
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26.0Pva000000ODO

0 26-30ping00000O0OOOODOOODOOODOOO

> ping 192.168.0.1

PING 192.168.0.1 (192.168.0.1): 56 data bytes

e

--- 192.168.0.1 PING Statistics ---

3 packets transmitted, 0 packets received, 100.0% packet loss
>

26340 0000000000000

traceroute 10 0000000 OIPv40000000OOO0O0ODOOOODOOOODOOOOODDOOODO
gboboooooooboboboooboooboon

0 26-40traceroute 100000000

> traceroute 192.168.0.1 numeric

traceroute to 192.168.0.1 (192.168.0.1), 30 hops max, 40 byte packets
1 192.168.2.101 0.612 ms 0.541 ms 0.532 ms

2 192.168.1.51 0.905 ms 0.816 ms 0.807 ms

3 192.168.0.1 1.325 ms 1.236 ms 1.227 ms
>

26.3.50ARPOUOOODO

452

Ipva0000000CO0OOOOOOOOOOOOOOOOOOTIPVMOODOODOOOOOOOOO show
iparp0 0000000000 OOOOOOOOOOOOOOOOOOOOOARPOOOOOOOOO
gbobooooooobobon

0 26-50showiparp0 00000000

> show ip arp interface vlan 100
Date 2005/10/25 14:00 UTC
Total: 3 entries

IP Address Linklayer Address Netif Expire Type
192.168.2.101 0012.e240.0a00 VLANO10O Static arpa
192.168.1.51 0012.e240.0a01 VLANO10O Static arpa
192.168.0.1 0012.e240.0a02 VLANO10O 3h30m0s arpa



IPve U O OO OOO

oooooboIpve0O0O0O0ODOOOOODODODOODODOODODODO
gooooobooobobooobon

271000

27200000000000

2r300000o0od
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27.0rve 0000000

271000

OO0O0OOCOOCOOOO SNMPO TelnetC FTPOOOOOOOOOOOVLANDO IPv6eO0OOOO0O0O0OO
gdo0o0oOoOoOoOoOoOoOooo VLANOOOOO Ipvd0O0O0OO0OOOOOOODOODOOOODODODODOO
oo0ooOoOoooooOooboIpvée0O0O0OOOODODOOOODOOODOOOOODDOOODOOOOOD
gboboooooboobobobobooobooobooboobobobobooboobooboobOobobon
gboboooooboobobon
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27.0Pve 0000000

2720000000000

27210 0000000000000000

Ipv6 000000D0OOCO0DOOOODOOOODOOOODOOOOODOOODO

02710 00000D00C00DOO0O0ODOO

ooood oo

ipv6 address IPvé 00000000000

ipv6 default-gateway IPv600000000O0OOOOO

ipv6 enable 00000000 IPYG6O0O000D0O0D0O0D0O0ODO0DO0O0O0O0OO

gooooooooooooooooon

ipv6 icmp nodeinfo-query 000000000000000000a0o

27.2200000000000

gbobooogo
VLANDO IPv6 000000000001 0000000000000000O00O0O0O00OO00O0O0OO0
ipv6enable 100 0000000IPv60 00000000000 O0OOOipv6enable0 00000
oO0OopooOoOoIpveO00OO0OOOODOOOD

goboboooooon

1. (config)# interface vlan 100
VLANID100OODOODOOOOOOOODODOOo0oooooooooooooo
u

2. (config-if)# ipv6é enable
VLANID100O IPv6e OO0 O OO0 OODODOOODOO
O

3. (config-if)# ipv6é address 2001:100::1/64
VLANID 1000 IPv6 O OO0 2001:100::10 00000000 640000000
O

4. (config-if)# ipvé address 2001:200::1/64
VLANID 1000 IPv6 0 OO0 2001:200:10 00000000 640000000
u

27230 0000000000000000

gbobooogo
OO00OOCOOOOOOOOOODOO0OOOOOpveenabledDOOOCOOOOODODODODOODODODOO
gboboooooboobobobobob1oboooboooboobo0oboobo0ooooooooobOobon
goooobooon

gboboooooon

1. (config)# interface vlan 100
VLANID100OODDODOOOOOOODODoOOoO0ooDooooooooooog
U
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27.0rve 0000000

2. (config-if)# ipv6é enable
VLANID100O IPv6e 000000000 DODODODOOOOOODOODOODOODOOOOOOO

goooon
g
3. (config-if)# ipv6 address fe80::1 link-local
VLANID 1000 0OOO0ODO0OO0D0O00000000D feg0:100000DOO
a

27.2400000000000

gboboooogon
AX2400S0000000000000000000000000O0O0O0O0O0UO0OUOODOOVLANDO

gbobooooobooboboboboooboobooboboboboboboon

gboboooooon

1. (config)# ipvé default-gateway interface vlan 100 £e80::100
Ipv6 0000000000000 0O0ODOOO0OODO feg0:1000000000
g

27250 locopback DO OO OOOOOMO

gboboooogon
gooOooOoOooooIpve000O0OO0OO0OOOOOOOOOOOOOOOOOOODOOODODOOOO

gboboooooboobobaobo

gbobooooobooo

1. (config)# interface loopback 0
ggobobogoobooboobboobooobooboobbooboon
g

2. (config-if)# ipv6é address 2001::1

OooIpve0ODOODO 2001:1 0000000

2r260 000000 NDPOOO

gbobooogo
0000000000 NDPODOOODO
gbobooooooo

1. (config)# ipv6 neighbor 2001:100::2 interface vlan 100 0012.e240.0a00
VLANID 1000 0OOD0OODOODO IPv6e 0 OO0 2001:100:20 000 MACO O OO 0012.e240.0a00
J0o0o0odoo NDPOOOODOOO
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27.0Pve 0000000

2730 0dgoogn

2731000000 oono

Ipv6 000000DOOOOODOOOODOCOOODODOOOODO

0272000000000

ooooo oo
show ip-dual interface Ipv4a 000 IPv6e 00000 OODOOCOODOOOODOO
show ipv6 interface IPv6 0000000000000O00OOO
show ipv6 neighbors NDPOOOOOOOOO
clear ipv6 neighbors 000000 NDPOOOOOOOOOO
show netstat(netstat) j000d000o0oo0oooooooooo
clear netstat goooooooboobooboboobooooboo
clear tcp TCPOOOOODOODOODOODO
ping ipv6 ICMP6 000000000000
traceroute ipv6 IPv6e 00000 O0O0O0OODOOO

27.3.20IPv6e D 0000000 up/down O O

Ipv6e 0000000000 DOODODODOOOOODOOOOOIPv6eOOOOOOOOOODOOOshow
ipv6interface 00000 0O00O0IPv6e 00000000 up/down OO0 OO UPOOOODOODOODOODO
goooad

0271 IPv6e 0000O0O0O0O0OOOODOOO

> show ipvé interface summary
vlanl00: UP 2001::1/64
>

2r33000popoooooooooogn

Ipv6 000000DOOCO0ODOOOODOOOODOOOODOOOOODOOODOOOODODOOODOOO
O00000O0Dpingipv6 0000000000 O0DOOODODOO

0 27-20pingipv6 00000000 OCOOODOOOODO

> ping ipvé 2001::2

PING6 (56=40+8+8 Bytes) 2001::1 -->2001::2

16 bytes from 2001::2, icmp seg=0 ttl=255 time=0.286 ms
16 bytes from 2001::2, icmp seg=1 ttl=255 time=0.271 ms
16 bytes from 2001::2, icmp seg=2 ttl=255 time=0.266 ms
e

--- 2001::2 ping6 statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.266/0.274/0.286 ms

>
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27.0rve 0000000

0 27-30pingipv6 D0 O00OC0OCOOOCOOOOODOOO

> ping ipvé 2001::2

PING6 (56=40+8+8 bytes) 2001::1 --> 2001::2
e

--- 2001::2 ping6é statistics ---

12 packets transmitted, 0 packets received, 100% packet loss

>

273400000000000000

tracerouteipv6 0 OO0 O00D0OO00OIPv6e00D0OD0OO00D0OOOO0ODOOO0DOOOOODODOOODOOOO

gboboooooobobobobooboooonDo

O 27-40tracerouteipv6 O OO OO 0OOOO

> traceroute ipvé 2003::1 numeric

tracerouteé to 2003::1 (2003::1), 30 hops max,
1 2001::1 0.612 ms 0.541 ms 0.532 ms

2 2002::1 0.905 ms 0.816 ms 0.807 ms

3 2003::1 1.325 ms 1.236 ms 1.227 ms

>

27.3.50NDP O OO OO

Ipv6e 000000OOOOOOOOOOOOOOOOOOOOOIPVGDODODOOOODOODODODOOO show
ipv6 neighbors 10 0000000000000 0000000000000000ONDPOOOOOO

458

obobooooooobooboobobo

0 27-50 show ipv6 neighbors 00 O OO OO OO

> show ipv6 neighbors interface vlan 100
Date 2005/10/25 14:00 UTC
Total: 3 entries

Neighbor Linklayer Address Netif

2001::1 0012.e222.£298 VLANOQ100
2002::1 0012.e26b.8elb VLANOQO100
fe80::1%VLANO10O 0012.e240.3£f90 VLANOQ100

Expire

24s
2s

40 byte packets



DHCP O O OO

DHCPOOOOOOODHCPOOODOODOOODOOIPOOODOODO
ooboooOooboobOoooOooboOooOoobo0obooDbOoobDHCP
gobbooobooobobooobbooobooobbooon

281000

2820 0000000000

28300000000
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28.0DHCPOODOODO

281000

DHCPOOOOOOODHCPOOODOODOOOOOOIPOOOCOOCOOOODOODODODODODODODDOO
goooOoOoOoOoOoOoOOoOOOOOCOOL DHCPOOOODUOOUDOUODUODUODUODUUODUOODUOOO

28110000000

o000 bHCPOOOODOOOUOOODODOOODOODOOOOOOLODHCPOUUOUOODODODODOOOOOO
goooOoOoOoOoOoOoOoOoOoOOOO bHCPOOODODOUODUOOUDODUODUOUOOO

02810DHCPOOODODOOODOOOOO

oo oo
oooo « DHCPOODOOOODODOOODO
- DHCPOOOOOOOOOOODODOO
BOOTPOOOOO ooooo
000000 DNSOO ooooo
go/0o0IpO00DOODO oooo

28120 0000000000040

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbobooooooboobobobobobooooobooboobo

028-20000000000000000000O00OO

oono oo
IpPO00O0O 0o0o0ooo0ooooooIPoOO0OOOOOOOODO
IpPOOOO0OOOOO 0000 IPOCOCOOOOOOOOOOOOODOOODOOO default-lease-time/

max-lease-time 000 0000000000000 0OCO0OOO0OOOOOOOO
(Option NoO 51)

oooooooon 00D000000000000000000000000000000000000
0000000000 (Option NoO 1)

oooooooo 000o0oo0o0ooooooooooooooIpoODOOODOODOODOODO

0000000000000 000000000000000000000000
0000000000000000 0 (Option Nol 8)

DNSOOOOO 00000000000000000000D000 IPO0O0OOODOOOOOOOO
00000000000000000000000 0 (Option NoO 6)

oooooooooog 00000000000000000000000000000000000000
000D00000000000000000000D000000 (Option NoO 12)

oooooooooo 0000000000000 0000000000D000000000000000
000000000000 (Option Nol 15)

NetBIOS over TCP/IP 00000000000 NetBIOSOODOOOO (WINSOOO)OIPOOOOODO

ooooooooooag 00D0D000000000D0D00000000000D0D00DOOO0OOption Nol 44)
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28.0DHCPODODODOO

ooo oo
NetBIOS over TCP/IP NetBIOSODODODO TCPIPOODOOOOOOOODODODO (NetBIOSOOOOODO)O
000000000000 | 000000 (Option Nol 46)

u - 000 10BOOO(ODOOOODOODOOO)

« 000 20P00O0 (PeertoPeer0 00 (WINSODODO ))

- J0040MODODO(0D0D00O0O0(ODO0O0OOOODOODOODOOOOOO
WINSOOOOO )

- J00S8IHOUO(ODODODOOOOOO WINSOOOOOOOODOODODOOO
oooooooooo))

28130IPOOOOOODODOOOO

O0OO0OO0 DbHCPOOOOOOOOODHCPUUUOUOODUOODUODODODODODODODODODOOOOOOOOOO
gooooooboooobooOooooOo IpO00OOO0O0OOOOO0ODOOOOODOOODOOOODDOO
goooopooooo IpoOOOOOOOOOOOODOODOODOOOIPOOOOOOOOICMPOOO
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gooolpO0OO0O00OD0OOO0ODOOOOODOOODOOOOOIPOODOOOOODDOOODOOOOO
gooooooIpO000ODOO0ODOOOODOOOODOOOODOOOOODODOOODOOOODOO

gooicMpooOoOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOIPODODOOO
O0O0O0O0O0oOoO0OO0Oshowipdhepconflict OO0 ODOOOOOOOOOOOOOOOOOOOOOODODOODO

28140DHCP O ODODOOOOOOOOO

DHCPOODOOOOOOOOODOODOODOODOODOOO

o110 0oboboooobobooobooboooIPOobLOn

goooooooooopooopoo IpoOOODOODOODOOOOOODO IPOOOOOOOOOOOOO
0000o000o0o0o0o0oUoOoooooULo IPOODOOD DHCPOODODDODDODDODDODDODO

020 J000b00o0ooboboooboobo

gbobdobooooobobobobobobobooboz200b00b0obobobooboboonbg
o0000000 4000003000000 6000000000000 00OODOOOOOOOOO

O30 bDHCPUOLODOODODOODODOODOODO

000000000000 OoUOUOOUOUOOUOOUOOUOODHCPOUUODOUDODODODOODODODOOOOO
gboboboboboooboobooboboboooooooobooboDbo
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28.0DHCPOODOODO

22000000000

28210 0000000000000 0O0OO0

DHCPUOUUOOUOUOOOOOOOOOOOOOOOOOOOOOOoOoOog

02830000000000DO0O0O0O0ODOO

ooooo

oo

client-name

gboboboooooooooOoooOoooOooOoO0oOoocO0o0ooOoOoOoooOoooon
oooooIpoooooooOoOoOoOOOOOOOOOODOOODOODO
ooo

default-router

goboooooooooooooOooooOooboooooooooOooooo
oobooboooboooooooooIpPOO0OOOOOOODOOODOOODOO

o0oooooIpO0ODOOODOOODOOm282200000000 IPOOOO
00o0o0o0o0o0oo0o0o0oooooooooo IpPoOOOOODODOODODO

dns-server

goboboooooooooooooOoOoOoOooOoOoooOoOooooooooo
0000oo0o0o0oo00o0o0o000o00oooOo0ooooO DbNSOOOO IP
ooboooooooo

domain-name

gobobooooooooboOooooooooboOoocOooooOooooooo

0oooooooooooooooooo IpoOODOOODOODDOODO
gobobooooOooooooooOooOooOoOoOooOoOoooOoOoOoooboOooonoo
oooooooooo

hardware-address

ooboooooooooIpPooooOoOoOoOOOOOoOOOoobboobDo
MACOOOOOOODOOOOODODOODOOOOOOOO0OOOOO0O0O0O
gofm28230000000000IPOODOOODOOODOOODODOODODO
00 MACOOOOOOOOOOO

host

00o0oo0oooooooIpPoo00OOOOOOOOOOOOOOOIPODOO
goboboooooooooooooOooOoOoOooOoOoooOoOoOooooooonoo
gobomm2823000o00b0ooobo IpPOOOODOOODOOODODOODODO
oooooooIpooOOO0OODOOODOO

ip dhcp excluded-address

network 000000000 IPOO0OO0O0O00O0000000000000O0
goIpoO0OOOCCOOOODOOOOmM2822000000001IPOOOOO
goboboooooooooooOooOooOoOoOooOoOoooOoOoOoooooooo
oooooIpoooOOODOOODO

ip dhep pool

DHCPOOOOOOO0O0O0O0O0O0O0O0OO

lease oooooooooooIpO0OO0OODOOODDOODOODOODOODO
0282200000000 IPOO0OO0OOOOOOOOOOOOOOOOOO
gIpo0oOOOOODOODDOODODODO

max-lease 0oooooooooooooooo IpoO0ODOOODOOODOODDOODO

ooooooooooocooo

netbios-name-server

00000000000 NetBIOSOOOOOOOOOOOOOOOOOO
NetBIOSOOOOOOOOOOOOOOOOOOOOODOOOO NetBIOS
OO0O0OO0OO0ONBNS/WINSOOOOO IPOOOOOOOOOO

netbios-node-type

00000000000 NetBIOSOOOOOOOOOOOOOOOOOO
NetBIOSO O OOOOOOOOOOODOOOOOO NetBIOSOOODO
TCP/IPODOOOODOOOODDOOODOODOO

network

DHCPOOOOODOO IPOOODODOOODDOOOOOOOODODOODODOO
00000000 bHCPOOOODOOOODOOOODOOODDOOODDOOO
O0o0IpO0000000O0O0O0O0O0O0O0O0O0oOOO0O0O0O0O0O010000000
00o00oo0omeg2200000000 IPOOOOOOOOOOOO DHCP
goooIpo0OOODOOODOOCODOOODOOODOOODDOO
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28.0DHCPOODODOD

ooooo oo

S

ervice dhep DHCPOODOOOOOOOODODODOOOOOOOOOD
000000000 000000O0O0DHCPODOOOOOODODOD M 28.2.2
00000000 IPOOOOOOODOOOOO DHCPOOOOODOOOOO
0000 VLANDOOODOODODOODOOD

28220000000 OIIPOOOOOOO

gbobooogo
DHCPOUOUOOUOUOOOOOOOOOOOO IPOOODOCODOODOODOOOODOUODODDODODDODO

ad

OODHCPOUUDUODUODUOO IPOOOUODUOOUOOUOUOODUOODOD DHCPODOODDODODDODODO
gooo

2810000000000 00DOOO00OPODOOOODOO

Group1
DHCP

93472 A C

LJ

(DHCPH—/Y)

10.1.11.1 255.255.255.0
T 74~ —REER 2053

vy bIJ—JF7FLX:10.1.11.0 255.255.255.0
Y BTHRATFLR :10.1.11.1~10.1.11.120

gbobooooooo

1.

o

w

b

(config)# interface vlan 10

(config-if)# ip address 10.1.11.1 255.255.255.0
(config-if)# exit

00000 VLANOOODOOOD IPOO0ODOOODOOOODODO

O

(config)# service dhcp vlan 10

DHCPOOODOOOOODO VLANOOODOOOODDODOODOODOOO

u

(config)# ip dhcp excluded-address 10.1.11.1 10.1.11.120
DHCPOOOO DHCPOOODOOUODOOOODODOOODODO IPOOOOOODOOOODO
O

(config)# ip dhcp pool Groupl
DHCPOOUODOOOODOOOOODODO
DHCPOOUODOOODODOODOODDOOOODOOO

O

(dhcp-config)# network 10.1.11.0 255.255.255.0
DHCPOOUODOODOODODODOODDODOUODDOODODOOOO

O
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28.0DHCPODODDOO

g

6. (dhcp-config)# lease 0 0 20
DHCPOOUODOOOODODOOODOOOOOD 2000000000
g

7. (dhcp-config)# default-router 10.1.11.1
Jo0o0oooooooooo IpPO000OO0OOOO0OOOOO
g

2823000000 OOODOIPOOOOOOO

gbobooogo
DHCPOOOOUOOOOO IPOOOOOOOOOODOODOODOOOOOODOOOOOIPODODOOO
MACOOOOOOOOOOO

0282000000000000O0O0O0OOIPODOOOODODOO

E
DHGPZ S 4 7 2 FA

10.1.11.50 255.255.255.0 L
MACZ F LR :0012. e2ef. 1111

L

(DHCPH—/Y)

1
LT

10.1.11.1
255.255.255.0

DHGPZ S5 4 7 > IB

10.1.11.100 255.255.255.0
MACZ F LR : 0012, e2ef. 2222

gbobooooobooo

1. (config)# interface vlan 10

(config-if)# ip address 10.1.11.1 255.255.255.0

(config-if) # exit

00000 VLCANOODDODOOODO IPOOO0OODOOOODOOOODOO

g

(config)# service dhcp vlan 10

DHCPOOODDOOOOOD VLANOOODOOOODODODOODOODOOO

a

(config)# ip dhcp pool Clientl

DHCPOOUODOOD ADDOODOOOODODOODOOO

DHCPOOUODOOODODOODOODDODOOODOOO

g

4. (dhcp-config)# host 10.1.11.50 255.255.255.0
DHCPOUOUODOOD ADDOUODOOOODOODOOD IPOOODDOODODOOO
g

5. (dhcp-config)# hardware-address 0012.e2ef.1111 ethernet

ro

w
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DHCPOOOOOO AODHCPOOOOOOOOOOO MACODOODOODODODO
O

(dhcp-config)# default-router 10.1.11.1
(dhcp-config) # exit

goooooooooIpOODOOODOOOOOO
O

(config)# ip dhcp pool Client2

(dhcp-config)# host 10.1.11.100 255.255.255.0
(dhcp-config)# hardware-address 0012.e2ef.2222 ethernet
(dhcp-config)# default-router 10.1.11.1

OO0 300 e00CO0ODHCPOOOOOOD BOOODOOOOOOOOOOOIPOOOOOMACO
gbooooooobo
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283000000000

2831000000000

DHCPUUOUOOUOOOOOOOOOOOOOOOOOO

0284000000000

ooooo oo
show ip dhcp binding DHCPOOODOODOOODDOOODDOOO
clear ip dhep binding DHCPOOOOOOOOO0O0O0O0O0O0O0DO0O0O0O0O0O0O0O0
show ip dhep import DHCPOOOOOOOOOOO0OO0O0O0O0O0O0O0O0O0O0O0OO/DOODO

oooooooo

show ip dhcp conflict DHCPOOOOOOODOODODOOIPOOODOODOOOOOODOODOO IP
O00OO00O0O0DHCPOOODODOOO IPOOODOOOOOOOOOOOO
0000000000000 0D0D00000000D0D IPOOOOOODO
00000 IPOOOOOODHCPOOOO DHCPOODOOODOOOOO
IPO0OO00OO0DOOODOOOOICMPOOOOOOODOOOOOOOOOO

gogoo

clear ip dhcep conflict DHCPOOODOODOO IPOOOOOOOOOODOODOO

show ip dhcp server statistics DHCPOOOOOODOOOOOOODO

clear ip dhcp server statistics DHCPOOOOOOOOOOODOOOODOO

restart dhep DHCPOUOOOOOOOOOOOOOOOOOO

dump protocols dhcp DHCPOUOOOOUODOOOODOOOODODOODOOOOOODOOODOO
gooooocooooooboon

dhcp server monitor DHCPOOODOODOOOOOOOOOOODODODOOOOOOOO

no dhcp server monitor DHCPOOODOOOOOOOOOODODODOOODOOOOOOOODOO

283200000000 IPOOOOOODOO

000000000 0D0O0DO0O IPOOOODOOQOOO show ip dhep server statistics 1000000000
Oaddresspools 0000000000 0ODOODOOODOODOODOODOODOOOOODOODOOOODOODOD
0oodod
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0 28-30 show ip dhep server statistics 1 00000000

> show ip dhcp server statistics
Date 2008/10/15 12:00:00 UTC
< DHCP Server use statistics >

address pools :19
automatic bindings :170
manual bindings :1
expired bindings :3
over pools request :0
discard packets :0

< Receive Packets >
BOOTREQUEST :0
DHCPDISCOVER :178
DHCPREQUEST :178
DHCPDECLINE :0
DHCPRELEASE :1
DHCPINFORM :0

< Send Packets >
BOOTREPLY :0
DHCPOFFER :178
DHCPACK :172
DHCPNAK :6

283300000 IPOOOOOOO

O0C0 DHCPOODOODOOOOOOOODOOIPODOOOOODOODOOshowip dhep bindingO0 00O O
gooooooOooOoOoOoopoooooopooooo IPODODODOOODODODOOO

0 28-40 show ip dhep bindingD OO OO d OO0

> show ip dhcp binding
Date 2008/10/15 12:00:00 UTC

<IP address> <MAC address> <Lease expirations <Type>
10.1.11.1 0012.e2ef.1111 08/10/15 19:39:20 Automatic
10.1.11.50 0012.e2ef.2222 Manual

>
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O AMOTELNET/FTPOOOO0O0O0O0O0O0O0O0O

0000 (o0o0oo) ooo
RFC854(1983 0 50 ) TELNET PROTOCOL SPECIFICATION
RFC855(1983 0 50 ) TELNET OPTION SPECIFICATIONS
RFC959(1985 0 100 ) FILE TRANSFER PROTOCOL (FTP)

00O A.20 RADIUS/TACACS+

O A-20 RADIUS/TACACS+0O 000000 OOOOO

OoO0O(oOo00) ooo
RF(C2865(20000 6 0 ) Remote Authentication Dial In User Service(RADIUS)
RFC2866(20000 60 ) RADIUS Accounting
RFC3162(2001 0 80 ) RADIUS and IPv6
draft-grant-tacacs-02 The TACACS+ Protocol Version 1.78
(19970 10)

OO0 A3ONTP
OA3ONTPOODODODOOOODOODODO

OoO0O(oOo00) ooo

RFC1305(1992 0 30 ) Network Time Protocol (Version 3) Specification, Implementation and Analysis
OO0 A.40 DNS
OA40DNSOO0OD0ODOO0DOOODODOOODOOO

OOOo(oooo) ooo
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RFC1035(19870 30 ) Domain names - implementation and specification

470



00 A0O0O000

OO0 AS0000O0OO
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1000BASE-TO IEEE802.2 1998 IEEE Standard for Information Technology -
1000BASE-X0O Edition Telecommunications andInformation Exchange Between
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TEEE802.3 2000 Carrier sense multiple access with collision detection (CSMA/
Edition CD) access method and physical layer Specifications
IEEE802.3ah 2004 Amendment: Media Access Control Parameters, Physical
Layers, and Management Parameters for Subscriber Access
Networks
10GBASE-R IEEE802.3ae Media Access Control(MAC) Parameters, Physical Layer, and
Standard-2002 Management Parameters for 10Gb/s Operation

OO0 AeOU00ODOODODODOOOOd

AcOO00DOO00ooO0oooooon

oo od

IEEE802.3ad Aggregation of Multiple Link Segments
(IEEE Std 802.3ad-2000)

00O A.70 VLAN
O0A70VLIANOOODOOODODOO
oo oo
IEEES02.1Q Virtual Bridged Local Area Networks

(IEEE Std 802.1Q-2003)

OO0OGVRP/GMRPOODOOOOODDOOOOO

OO0 A8 DODbODOOOd

OA80000D0O0O0D0OOOOODOOOODO

oo oag
IEEE802.1D Media Access Control (MAC) Bridges
(ANSI/IEEE Std 802.1D-1998 (The Spanning Tree Algorithm and Protocol)
Edition)

IEEE802.1t Media Access Control (MAC) Bridges -
(IEEE Std 802.1t-2001) Amendment 1

IEEES02.1w Media Access Control (MAC) Bridges -
(IEEE Std 802.1w-2001) Amendment 2: Rapid Reconfiguration
TIEEES802.1s Virtual Bridged Local Area Networks -
(IEEE Std 802.1s-2002) Amendment 3: Multiple Spanning Trees
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O A120DHCPOOOOOOODDOO
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[SNMP]

Copyright 1988-1996 by Carnegie Mellon University
All Rights Reserved

O
Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU not be used in advertising or publicity pertaining to distribution of the
software without specific, written prior permission.
O
CMU DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL CMU
BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some of this software has been modified by BBN Corporation and is a derivative of software
developed by Carnegie Mellon University. Use of the software remains subject to the original
conditions set forth above.

Some of this software is Copyright 1989 by TGV, Incorporated but subject to the original conditions
set forth above.

Some of this software is Copyright (C) 1983,1988 Regents of the University of California. All rights
reserved.

O

Redistribution and use in source and binary forms are permitted provided that this notice is
preserved and that due credit is given to the University of California at Berkeley. The name of the
University may not be used to endorse or promote products derived from this software without
specific prior written permission. This software is provided "as is" without express or implied

warranty.

* Primary Author:

Steve Waldbusser

g

* Additional Contributors:

Erik Schoenfelder (schoenfr@ibr.cs.tu-bs.de): additions, fixes and enhancements for Linux by 1994/
1995.

David Waitzman: Reorganization in 1996.

g

Wes Hardaker <hardaker@ece.ucdavis.edu>: Some bug fixes in his UC

Davis CMU SNMP distribution were adopted by David Waitzman

g

David Thaler <thalerd@eecs.umich.edu>: Some of the code for making the agent embeddable into
another application were adopted by David Waitzman
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g
Many more over the years...

[NTP]

The following copyright notice applies to all files collectively called the Network Time Protocol
Version 4 Distribution. Unless specifically declared otherwise in an individual file, this notice
applies as if the text was explicitly included in the file.

O

Copyright (C) David L. Mills 1992-2003 Permission to use, copy, modify, and distribute this software
and its documentation for any purpose and without fee is hereby granted, provided that the above
copyright notice appears in all copies and that both the copyright notice and this permission notice
appear in supporting documentation, and that the name University of Delaware not be used in
advertising or publicity pertaining to distribution of the software without specific, written prior
permission. The University of Delaware makes no representations about the suitability this
software for any purpose. It is provided "as is" without express or implied warranty.

[PIM sparse-mode pimd]

/'k

* Copyright (c) 1998-2001

* The University of Southern California/Information Sciences Institute.
* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.
* 3. Neither the name of the project nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT

* LIABILITY, OR TORT INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
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/*

* Part of this program has been derived from mrouted.

* The mrouted program is covered by the license in the accompanying file
* named "LICENSE.mrouted".

*

* The mrouted program is COPYRIGHT 1989 by The Board of Trustees of
* Leland Stanford Junior University.

*

*/

[pim6dd]
/'k
* Copyright (C) 1998 WIDE Project.
* All rights reserved.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.
* 3. Neither the name of the project nor the names of its contributors

* may be used to endorse or promote products derived from this software

*  without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “"AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/

[pim6sd]
/~k
* Copyright (C) 1999 LSIIT Laboratory.
* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without
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* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the project nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.
*

* THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS" AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

*/

/'k

* Questions concerning this software should be directed to

* Mickael Hoerdt (hoerdt@clarinet.u-strasbg.fr) LSIIT Strasbourg.

*

*/

/*

* This program has been derived from pim6dd.

* The pim6dd program is covered by the license in the accompanying file

* named "LICENSE.pim6dd".

*/

/*

* This program has been derived from pimd.

* The pimd program is covered by the license in the accompanying file

* named "LICENSE.pimd".

*

*/

[RADIUS]

Copyright 1992 Livingston EnterprisesOInc.
Livingston Enterprises]Inc. 6920 Koll Center Parkway Pleasanton(0CA 94566

g
Permission to usellcopylmodify[Jand distribute this software for any

purpose and without fee is hereby grantedOprovided that this copyright
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and permission notice appear on all copies and supporting documentation(]
the name of Livingston EnterpriseslInc. not be used in advertising or
publicity pertaining to distribution of the program without specific

prior permission[Jand notice be given in supporting documentation that
copying and distribution is by permission of Livingston EnterprisesCInc.
Livingston Enterprisesf]Inc. makes no representations about the suitability
of this software for any purpose. It is provided "as is" without express

or implied warranty.

[totd]

WIDE
Copyright (C) 1998 WIDE Project. All rights reserved.
O
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by WIDE Project and and its contributors.
4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
O
THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
University of Tromso
Copyright (C) 1999,2000,2001,2002 University of Tromso, Norway. All rights reserved.
O
Author: Feike W. Dillema, The Pasta Lab, Institutt for Informatikk University of Tromso, Norway
O
Permission to use, copy, modify and distribute this software and its documentation is hereby
granted, provided that both the copyright notice and this permission notice appear in all copies of
the software, derivative works or modified versions, and any portions thereof, and that both notices
appear in supporting documentation.
THE UNIVERSITY OF TROMSO ALLOWS FREE USE OF THIS SOFTWARE IN ITS "AS IS"
CONDITION. THE UNIVERSITY OF TROMSO DISCLAIMS ANY LIABILITY OF ANY KIND
FOR ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.

The author requests users of this software to send back any improvements or extensions that they
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make and grant him and/or the University the rights to redistribute these changes without
restrictions.

Invenia Innovation A.S.

Copyright (C) Invenia Innovation A.S., Norway. All rights reserved.

O

Author: Feike W. Dillema, Invenia Innovation A.S., Norway.

O

Permission to use, copy, modify and distribute this software and its documentation is hereby
granted, provided that both the copyright notice and this permission notice appear in all copies of
the software, derivative works or modified versions, and any portions thereof, and that both notices
appear in supporting documentation.

INVENIA INNOVATION A.S. ALLOWS FREE USE OF THIS SOFTWARE IN ITS "AS IS"
CONDITION. INVENIA INNOVATION A.S. DISCLAIMS ANY LIABILITY OF ANY KIND FOR
ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.

The author requests users of this software to send back any improvements or extensions that they
make and grant him and/or the Invenia Innovation the rights to redistribute these changes without
restrictions.

Todd C. Miller

Copyright (C) 1998 Todd C. Miller <Todd.Miller@courtesan.com> All rights reserved.

O

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[libtacplus]

Copyright (C) 1998, 2001, 2002, Juniper Networks, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
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distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[tftp]
Copyright (C) 1983, 1993
The Regents of the University of California. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:
This product includes software developed by the University of California, Berkeley and its
contributors.
4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[libfetch]

Copyright (C) 1998 Dag-Erling Coidan Smergrav

All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
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the following disclaimer in this position and unchanged.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[IPv6 DHCP]

Copyright (C) 1998-2004 WIDE Project.
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright

notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.
3. Neither the name of the project nor the names of its contributors

may be used to endorse or promote products derived from this software

without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

[iides]

Internet Initiative Japan Inc.
Copyright (c) 1996 Internet Initiative Japan Inc.
All rights reserved.

O
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
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the following disclaimer.

2. Redistribution with functional modification must include prominent notice stating how and when
and by whom it is modified.

3. Redistributions in binary form have to be along with the source code or documentation which
include above copyright notice, this list of conditions and the following disclaimer.

4. All commercial advertising materials mentioning features or use of this software must display the
following acknowledgement:

This product includes software developed by Internet Initiative Japan Inc.

O

THIS SOFTWARE IS PROVIDED BY "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

[Net-SNMP]
CMU/UCD
Copyright 1989, 1991, 1992 by Carnegie Mellon University
g
Derivative Work - 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California
a
All Rights Reserved
g
Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of California not be used in advertising or
publicity pertaining to distribution of the software without specific written permission.
a
CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE
REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.
g
Networks Associates Technology, Inc
Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

* Redistributions of source code must retain the above copyright notice, this list of conditions and

the following disclaimer.
* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the

distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors

may be used to endorse or promote products derived from this software without specific prior written
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permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Cambridge Broadband Ltd.

Portions of this code are copyright (¢) 2001-2003, Cambridge Broadband Litd.

All rights reserved.

O

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

O

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

O

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

O

Sun Microsystems, Inc.

Copyright (c¢) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,

California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.

O

This distribution may include materials developed by third parties.

O

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

O
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* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

O

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

O

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.
O

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Sparta, Inc

Copyright (c) 2003-2004, Sparta, Inc

All rights reserved.

O

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

O

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

O

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Cisco/BUPTNIC

Copyright (c) 2004, Cisco, Inc and Information Network
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Center of Beijing University of Posts and Telecommunications.

All rights reserved.

O

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

O

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

O

* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this software
without specific prior written permission.

O

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

O

Apache License Version 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1.

Definitions.

ad

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

ad

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

ad

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding
shares, or (iii) beneficial ownership of such entity.

ad

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

ad
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"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

O

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

O

"Work" shall mean the work of authorship, whether in Source or Object form, made available under
the License, as indicated by a copyright notice that is included in or attached to the work (an example
is provided in the Appendix below).

O

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

O

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted
to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity
authorized to submit on behalf of the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent to the Licensor or its
representatives, including but not limited to communication on electronic mailing lists, source code
control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the
purpose of discussing and improving the Work, but excluding communication that is conspicuously
marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

O

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

O

. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

O

. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such
Contributor that are necessarily infringed by their Contribution(s) alone or by combination of their
Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the
Work or a Contribution incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

O

. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the

following conditions:
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g
(a) You must give any other recipients of the Work or Derivative Works a copy of this
License; and
a
(b) You must cause any modified files to carry prominent notices stating that You
changed the files; and
a
(c) You must retain, in the Source form of any Derivative Works that You distribute, all
copyright, patent, trademark, and attribution notices from the Source form of
the Work, excluding those notices that do not pertain to any part of the Derivative
Works; and
a
(d) If the Work includes a "NOTICE" text file as part of its distribution, then any
erivative Works that You distribute must include a readable copy of the attribution
notices contained within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one of the following places:
within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such
third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional
attribution notices cannot be construed as modifying the License.
g
You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the
Work otherwise complies with the conditions stated in this License.
g

. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally

submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

ad

. Trademarks. This License does not grant permission to use the trade names, trademarks, service

marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.
a

. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides

the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY,
or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your
exercise of permissions under this License.

a

. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence),
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contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent
acts) or agreed to in writing, shall any Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any character arising as a result of this
License or out of the use or inability to use the Work (including but not limited to damages for loss of
goodwill, work stoppage, computer failure or malfunction, or any and all other commercial damages
or losses), even if such Contributor has been advised of the possibility of such damages.
O

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof,
You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other
liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.
O

END OF TERMS AND CONDITIONS
O

APPENDIX: How to apply the Apache License to your work.
To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[I" replaced with your own identifying information. (Don't include the
brackets!) The text should be enclosed in the appropriate comment syntax for the file format. We
also recommend that a file or class name and description of purpose be included on the same
"printed page" as the copyright notice for easier identification within third-party archives.
a
Copyright [yyyy] [name of copyright owner]
a
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at
a

http://www.apache.org/licenses/LICENSE-2.0

g
Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and

limitations under the License.
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