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[ Ver. 2.6 %tihR]
* EHEAR

E-E-IE-2M4ML

B - EREAR

LA ¥ 2 3G s AREEBMLE L,
IEEE802.1X - clear dotlx dead-interval-timer =< > F&EBIML £ L7z,
LAY 2383  RIEZBIMLE LT,

[ Ver. 2.5 3tihiR]
F EHEAR

E-#H-"-214ML

BN - ZEREAR

A h—bzary ba—)

c AREEBIMMLE L,

A h—bzayba—)

- RHZBIMLUE Lz,

[Ver. 2.4 %tk ]
£ _BHNE

HE BN - ZEEAE
arvIZ 4T b—vart 7y ANDH - copy 1= Rd<target file>2> 5 runnning-config ZHIFR L E L
g 7o
- erase configuration =~ > K& HIBR L £ L7=,
VLAN - restart vlan =< > K% restart vlan mac-manager =~ > NI
LE L%,
Web 7 - set web-authentication html-files =~ > K{Z html-fileset <name>

WNIA—ZFZBIMLUE LT,

- clear web-authentication html-files =~ > F{Z html-fileset <name>

Lall DT A =X EEBMLE LT,

[ Ver. 2.2 5H)ifK ]
#* EHEAR

=

BN EERAE

IEEE802.1X

RO A~ RO/RT A —H port <port list>1Z-D T, <switch

no. >N YR — MMIEEWERAZZEF L E Lz,
show dotlx statistics

show dotlx

clear dotlx statistics

clear dotlx auth-state

reauthenticate dotlx

~IVF AT v TRFE

- show authentication multi-step =~ > KD /37 A — % port <port

list>{Z 2T, <switch no.>D VR — MIFEWFEIR A2 H LF
L7,

DHCP snooping

s RO aw ROsT A —4 interface <interface type> <interface

number>(Z-2V T, <switch no.>D 7R — ML Rk 2 48 5
L¥E LT,

show ip dhcp snooping binding

clear ip dhcp snooping binding

\|
/|
=2

c RIEABMLUE LT,




[ Ver. 2.1 XF)hR]
* EHEAR

=

BN - ZEREAR

R L U £ — MRME

s RO~y RIZRT A—2{lipv4 | lipv6} B L E L7z,

telnet
ftp
tftp

RO AT RIZRT A—=Z{-4|-6}5BIMLF LIz,

ssh
sftp
scp

s DI~ RO ftp <fip-server>/R T A — X OFlRELEHE L FE L

72
backup
restore

IGMP/MLD snooping

s RO 3= RIZ/3T A —% mrouter 38 X O mrouter statistics %

BMLELE,
show igmp-snooping
clear igmp-snooping

IPv4 iE{E - show ip-dual interface =~ > R&BMLE L7,
- show netstat =~ >~ K ® addressfamily /X A — % | inet6 %8
mLFE L,
IPV6 1&15 - REZBIMLUE L,
IPV6 1&15 - RHZBMLUE Lz,

[Ver. 1.1 %tRAR]
£_EENE

HH

B - EERAE

a7 4T L—arE 7 AIVDE
1E

- erase startup-config =~ > FZBM L E L7z,

R

- 100BASE-TX/1000BASE-T/2.5GBASE-T ®# 7R — MIffEV, &

Davy RORBRELELLE Lz,
show interfaces

clear counters

activate

inactivate

no test interfaces

- 100BASE-TX/1000BASE-T/2.5GBASE-T MO ¥4 — MMk,

show port =< > RIZFRiRZBMLE LT,

- test interfaces =< > K|Z 2500base-t /X7 A —H ZBMMLF L
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AV T4 T L= avHAR
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(AX235-5001) 22k Lo bua
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@ERATUFDAAL B VIR
NS A—REMIZOLTHY =Y

ERITUFLIZ7LUA
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BCNDI=—a17ITOHOERE

AC Alternating Current

ACK ACKnow | edge

AES Advanced Encryption Standard

ANSI American National Standards Institute

ARP Address Resolution Protocol

bit/s bits per second *bps L RETEIEHEELHYET,
BPDU Bridge Protocol Data Unit

CA Certificate Authority

CBC Cipher Block Chaining

CC Continuity Check

CFM Connectivity Fault Management

CIST Common and Internal Spanning Tree

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
CST Common Spanning Tree

DA Destination Address
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DC
DES
DHCP
DNS
DRR
DSA
DSAP
DSCP
DSS
E-Mai |
EAP
EAPOL
ECDHE
ECDSA
EEE
FAN
FCS
FDB
FQDN
GCM
GSRP
HMAC
HTTP
HTTPS
TANA
ICMP
ICMPv6
ID
IEEE
IETF
1GMP
IP
IPv4
IPv6
ISP
IST
L2LD
LAN
LED
LLC
LLDP
MA
MAC
MC
MD5
MDI
MDI-X
MEP
MIB

Direct Current

Data Encryption Standard

Dynamic Host Configuration Protocol
Domain Name System

Deficit Round Robin

Digital Signature Algorithm
Destination Service Access Point
Differentiated Services Code Point
Digital Signature Standard
Electronic Mail

Extensible Authentication Protocol
EAP Over LAN

Elliptic Curve Diffie-Hel Iman key exchange, Ephemeral

Elliptic Curve Digital Signature Algorithm
Energy Efficient Ethernet

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name

Galois/Counter Mode

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Internet Assigned Numbers Authority
Internet Control Message Protocol

Internet Control Message Protocol version 6
Identifier

Institute of Electrical and Electronics Engineers,

the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

Internet Protocol version 4
Internet Protocol version 6
Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol
Maintenance Association

Media Access Gontrol

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base

Inc.
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MIP Maintenance domain Intermediate Point

MLD Multicast Listener Discovery

MSTI Multiple Spanning Tree Instance

MSTP Multiple Spanning Tree Protocol

MTU Maximum Transmission Unit

NAK Not AcKnowledge

NAS Network Access Server

NDP Neighbor Discovery Protocol

NTP Network Time Protocol

0AM Operations, Administration, and Maintenance
Ul Organizational ly Unique Identifier
packet/s  packets per second *pps LRETDHEFLHYET,
PAD PADding

PAE Port Access Entity

PC Personal Computer

PDU Protocol Data Unit

PGP Pretty Good Privacy

PID Protocol IDentifier

PIM Protocol Independent Multicast

PoE Power over Ethernet

PQ Priority Queueing

PS Power Supply

QoS Quality of Service

RA Router Advertisement

RADIUS Remote Authentication Dial In User Service
RDI Remote Defect Indication

REJ REJect

RFC Request For Comments

RMON Remote Network Monitoring MIB

RQ ReQuest

RSA Rivest, Shamir, Adleman

RSTP Rapid Spanning Tree Protocol

SA Source Address

SFD Start Frame Delimiter

SFP Small Form factor Pluggable

SFP+ enhanced Small Form-factor Pluggable

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

SNAP Sub-Network Access Protocol

SNMP Simple Network Management Protocol

SSAP Source Service Access Point

SSH Secure Shell

SSL Secure Socket Layer

STP Spanning Tree Protocol

TACACS+ Terminal Access Controller Access Control System Plus
TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security

TLV Type, Length, and Value

TOS Type Of Service
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TPID Tag Protocol Identifier

TTL Time To Live

upLD Uni-Directional Link Detection
UDP User Datagram Protocol

USB Universal Serial Bus

VLAN Virtual LAN

WAN Wide Area Network

WWW Wor [d-Wide Web

BKB (FA/\1 k) GTEDEAFARKEEIZDONT
IKB (/31 1), IMB (X434 }), 1GB (¥4 /34 1), 1TB (7 754 ) IZZENZEI 1024 /A |,
10242 /5A K, 1024° /31 K, 1024* A FTT,
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F1R DI TILDFHEAA 22
1 ZDI =T IDHEHA 22
= e VA OGBS 752 23
NS A—FITHEETESME 25
XFa1—FrF—% 28
ANIS—HMBEETERTEAvE— 29
2w EREHE 30
2 ARV FAAE— R 30
enable 31
disable 32

quit 33
exit 34
logout 35
configure(configure terminal) 36
ERmKE ) E— MEE 37
set exec-timeout 38

set terminal help 39

set terminal pager 40
show history 41
telnet 42

ftp 44

tftp 48

4 32749 L—23ET7AILDERE 51
show running-config(show configuration) 52
show startup-config 53
copy 54
erase startup-config 57
show file 58

cd 61
pwd 62

Is 63

dir 65

cat 63

10



BR

cp 68
mkdir 70
mv 71
rm 72
rmdir 73
delete 74
undelete 75
squeeze 76
5 A4 % 1')T 1« & RADIUS/TACACS+ 77
adduser 78
rmuser 80
password 81
clear password 83
show sessions (who) 84
show whoami (who am i) 85
killuser 88
show accounting 90
clear accounting 94
restart accounting 95
dump protocols accounting 97
6 SSH 08
ssh 99
sftp 102
scp 106
show ssh hostkey 109
set ssh hostkey 111
erase ssh hostkey 113
show ssh logging 114
clear ssh logging 120
7 BZIDERTE & NTP 121
show clock 122
set clock 123
show ntp associations 124
restart ntp 126
8 A—T 4T« 127
diff 128
grep 129
more 130
less 131
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tail 132
hexdump 133
9 ZRENEHE 134
show version 135
show system 137
clear control-counter 143
show environment 144
reload 148
show tech-support 150
backup 153
restore 155
10 MC EEEBER A E!) DFER 157
show mc 158
format mc 159
show flash 160
11 1) Y —RIEH 162
show cpu 163
show processes 166
show memory 168
df 169
du 170
12 & 2 JtER 171
erase dumpfile 172
show dumpfile 173
13MC ERE—F 175
set mc-configuration 176
update mc-configuration 177
14 VI bz 7DERE 178
ppupdate 179
set license 181
show license 182
erase license 183
15 &E e 184
show power 185
16 O 186
show logging 187
clear logging 189
show logging console 190

12
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set logging console 191
17 SNMP 192
show snmp 193
show snmp pending 198
snmp lookup 200
snmp get 201
snmp getnext 202
snmp walk 204
snmp rget 206
snmp rgetnext 207
snmp rwalk 209
18 SHREX V) T b 211
python 212
stop python 216
pyflakes 217
install script 218
uninstall script 220
show script installed-file 221
show script running-state 223
show event manager history 225
show event manager monitor 227
clear event manager 232
restart script-manager 234
restart event-manager 235
dump script-user-program 236
dump script-manager 238
dump event-manager 239
19 Python #3854 75 1) 240
RETHIES2—IIL—& 241
__init__A%Yw K (commandline.CommandLine ¥ 5 X) 242
exec * v F (commandline.CommandLine ¥ 5 X) 243
exit A v K (commandline.CommandLine ¥ 5 X) 245
set_default_timeout X ¥ v F (commandline.CommandLine ¥ 5 X) 246
set_default_logging * v K (commandline.CommandLine 7 5 X) 247
sysmsg.send 249
eventmonitor.regist_sysmsg 251
eventmonitor.regist_cron_timer 255
eventmonitor.regist_interval_timer 258
eventmonitor.event_delete 260
eventmonitor.event_receive 261

13
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eventmonitor.get_exec_trigger 264
E3Hm AV T4 E2T—X 267
20 /1 —H xRy b 267

show interfaces 268

clear counters 277

show port 278

activate 289

inactivate 290

test interfaces 291

no test interfaces 294

show power inline 297

activate power inline 301

inactivate power inline 302
21 Vo7 05— ay 303

show channel-group 304

show channel-group statistics 313

clear channel-group statistics lacp 318

restart link-aggregation 319

dump protocols link-aggregation 320
BEAR LAV2RAYFUT 321
22MAC 7 RLART—T L 321

show mac-address-table 322

clear mac-address-table 326
23 VLAN 328

show vlan 329

show vlan mac-vlan 337

restart vlan mac-manager 340

dump protocols vlan 342
24 RN ) — 343

show spanning-tree 344

show spanning-tree statistics 372

clear spanning-tree statistics 379

clear spanning-tree detected-protocol 381

show spanning-tree port-count 383

restart spanning-tree 385

14
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dump protocols spanning-tree 386
25 Ring Protocol 387
show axrp 388
restart axrp 391
dump protocols axrp 393
26 IGMP/MLD snooping 394
show igmp-snooping 395
clear igmp-snooping 402
show mld-snooping 404
clear mid-snooping 409
restart snooping 410
dump protocols snooping 41
¥5% IPA2T71—X 412
27 IPv4 @18 412
show ip-dual interface 413
show ip interface 416
show ip arp 419
clear arp-cache 422
show netstat(netstat) 424
ping 427
traceroute 430
show ip route 432
show tcpdump (tcpdump) 433
28 IPv6 @15 440
show ip-dual interface 441
show ipv6 interface 442
show ipv6 neighbors 445
clear ipv6 neighbors 447
show netstat(netstat) 449
ping ipv6 450
traceroute ipv6 453
show ipv6 route 455
show ipv6 router-advertisement 456
show tcpdump (tcpdump) 458
29 DHCP H—/\BgE 459
show ip dhcp binding 460
clear ip dhcp binding 462

15
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show ip dhcp import 463
show ip dhcp conflict 465
clear ip dhcp conflict 466
show ip dhcp server statistics 467
clear ip dhcp server statistics 469
restart dhcp 470
dump protocols dhcp 471
dhcp server monitor 472
no dhcp server monitor 473
ELOHwm 713 QoS 474
30 71)L4E 474
show access-filter 475
clear access-filter 480
31 QoS 482
show gos-flow 483
clear gos-flow 485
show qos queueing 487
clear qos queueing 491
ETHR LAY 25 492
32 LA 23E:E 492
show authentication fail-list 493
clear authentication fail-list 495
33 IEEE802.1X 496
show dot1x statistics 497
show dot1x 499
clear dot1x statistics 504
clear dot1x auth-state 505
clear dot1x dead-interval-timer 507
reauthenticate dot1x 508
restart dot1x 510
dump protocols dot1x 512
show dot1x logging 513
clear dot1x logging 521
34 Web 25 522
set web-authentication user 523

16
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set web-authentication passwd 524
set web-authentication vlan 525
remove web-authentication user 526
show web-authentication user 527
show web-authentication login 529
show web-authentication logging 531
show web-authentication 541
show web-authentication statistics 545
clear web-authentication logging 547
clear web-authentication statistics 548
commit web-authentication 549
store web-authentication 550
load web-authentication 551
clear web-authentication auth-state 553
set web-authentication html-files 555
clear web-authentication html-files 558
show web-authentication html-files 560
clear web-authentication dead-interval-timer 563
set web-authentication ssl-crt 564
clear web-authentication ssl-crt 566
show web-authentication ssl-crt 567
restart web-authentication 569
dump protocols web-authentication 571
35 MAC 38:E 572
show mac-authentication login 573
show mac-authentication logging 575
show mac-authentication 585
show mac-authentication statistics 589
clear mac-authentication auth-state 591
clear mac-authentication logging 592
clear mac-authentication statistics 593
set mac-authentication mac-address 594
remove mac-authentication mac-address 596
commit mac-authentication 597
show mac-authentication mac-address 598
store mac-authentication 600
load mac-authentication 601
restart mac-authentication 602
dump protocols mac-authentication 603
clear mac-authentication dead-interval-timer 604

17
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36 TILFRT v TERIE 605
show authentication multi-step 606
E8w X T4a 609
37 DHCP snooping 609
show ip dhcp snooping binding 610
clear ip dhcp snooping binding 613
show ip dhcp snooping statistics 615
clear ip dhcp snooping statistics 617
show ip arp inspection statistics 618
clear ip arp inspection statistics 620
show ip dhcp snooping logging 621
clear ip dhcp snooping logging 631
restart dhcp snooping 632
dump protocols dhcp snooping 633
EoMR MELEMIZKLSEEHEIKEE 634
38 GSRP aware 634
show gsrp aware 635
restart gsrp 637
dump protocols gsrp 639
S I PLPYEREYENA 640
show switchport-backup 641
set switchport-backup active 645
restart uplink-redundant 646
dump protocols uplink-redundant 647
show switchport-backup statistics 648
clear switchport-backup statistics 650
E10HR R~y b7 — BEtREE 652
40 L2 JL— TH&R&N 652
show loop-detection 653
show loop-detection statistics 656
show loop-detection logging 659
clear loop-detection statistics 661
clear loop-detection logging 662
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restart loop-detection 663
dump protocols loop-detection 664
41 A b—Lar kA—)L 665
show storm-control 666
clear storm-control 670
FNMNHR Yy ITI—ODEE 671
42 sFlow #f 5t 671
show sflow 672
clear sflow statistics 675
restart sflow 676
dump sflow 677
43 |IEEE802.3ah/UDLD 678
show efmoam 679
show efmoam statistics 681
clear efmoam statistics 683
restart efmoam 684
dump protocols efmoam 686
44 CFM 687
12ping 688
I2traceroute 691
show cfm 693
show cfm remote-mep 697
show cfm fault 701
show cfm |2traceroute-db 704
show cfm statistics 708
clear cfm remote-mep 712
clear cfm fault 713
clear cfm 12traceroute-db 714
clear cfm statistics 715
restart cfm 717
dump protocols cfm 718
45 LLDP 719
show lidp 720
show lldp statistics 728
clear lidp 730
clear lldp statistics 731
restart lldp 732
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dump protocols lldp 733
B2 REBEAYE—D 734
46 IGBE AV tE—T 734

461 BEAvtE—Y 735

46.1.1 #£58 735
46.1.2 a7 Y FAHAE— R 735
46.1.3 BAMEKLE ) E— MMEE 735
4614 AV T4 L—232ET7AILDERE 737
46.1.5 Y4 >&F* 1) T 1 &£ RADIUS/TACACS+ 740
46.1.6 SSH 741
46.1.7 BZIDEE & NTP 744
46.1.8 FENEE 745
46.1.9MC LEBERN A ) DFER 746
46.1.10 %> &R 746
46.1.11 MC:ERE—F 746
46112 Y7 bz 7DERE 747
46.1.13 SNMP 747
46.1.14 SHEER Y ) Tk 748
46.1.15 4 —H %y bk 749
46116 Vo755 —23 > 751
46117 MAC 7 KLRAFT—T)L 752
46.1.18 VLAN 752
46.1.19 RIR=U Y1) — 753
46.1.20 Ring Protocol 753
46.1.21 IGMP/MLD snooping 754
46.1.22 IPv4 R{E 755
46.1.23 IPv6 (S 757
46.1.24 DHCP H—/\#gE 757
46.1.25 74 L% 758
46.1.26 QoS 759
46.1.27 LA ¥ 2 323 759
46.1.28 IEEE802.1X 759
46.1.29 Web 525 760
46.1.30 MAC 2 761
46.1.31 RILFRT v TS 761
46.1.32 DHCP snooping 762
46.1.33 GSRP aware 762
46134 Ty Ty - YEUE D b 762
46.1.35 L2 JL— T840 763
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46.1.36 A b—Lar kO—JL 763
46.1.37 sFlow #f&t 763
46.1.38 IEEE802.3ah/UDLD 763
46.1.39 CFM 764
46.1.40 LLDP 764
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av Y FDEgb e

Z o< RIFLTFORRICHE > TR L TWVE,

[#8E]
a~vy ROMMAMAREREL TOET,

[AARK]
A FOANEREZERZ L TWET, ZOANERT, ROBANCESWTRERE L TWET,
1. ERXTFHINERET H/NT A—FL, <>THAET,
2. <>THEHENTHRWILFEEFF—V— KT, TOEEANTLHLETT,
3. {AIB) I, TAEREEBOYLLNERIN ZEHRLET,

4. [J THELEATA—2R0%—0— Fid IR 2E% LET,
5. "I A—ZDOANHRE, [T A—ZIHRETE B (R LET,
[AAE—F]

AR PR AN TEDLANE— LB L TNET,

(/N5 A—=4]

AT R TRIETE DRI A—ZZFHMCHH L TWET, [T RTONRT A -2 HIEROEE] & L7zH
HTIx, BIEWHRER/ T A= T R TRKHIZAEIE L2858 OBEIC O W TR L TWET,

(AT A =2 B OEE] & L72BHB TIE, T A —Z BALZER LT25E OB OBEIZ >V TR
WLTWET, Fo, BEDONRTA—FICHONT, NI A —ZBMICE LT-GE OB OEEEL [43
T A—ZHMEREOIE] & LEHBIZE LD THRBT D2 EMRHY £7,

[R1741]

A~y MERGEOF 2 BT TWET,

[FRREREA]

FATHI CRTRFABIC OV TOFAZ TR L TWET,

Havwr RO [FTH]] T, < FOFTERICFKRSND Date KROHBHZ, ROKITRLET,

= 1-1 a7y FE2ABEZERT

KREE RTEAE B

Date yyyy/mm/dd hh:mm:ss timezone #/A/H FE0R XA LY —
aw v &SI 2R & Ror

ABEFBIL, T4 =V ar TRESNIA VE T2 — AWK LT, WMIST24H2ME5LFd, [F

B ] IT<interface name> & FRHL SN TV B IEA, REEIIRORIIRTA VX T2 — AL 2 TR L E

7

® 12 ANWBRIHLTHET B 0827—RE—&

ABfH 4 & 7 = — R &<interface name>
interface gigabitethernet geth1/0/1
HfiE i % <switch no.>/<nif no.>/<port no.> T4,
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ANRK 1 >4 7 = —R%&<interface name>
interface tengigabitethernet tengeth1/0/27
Hfif 1T <switch no.>/<nif no.>/<port no.> T4,
interface vlan <vlan id> VLANO0002
T 4 Mok Z<vlan id> T,
interface loopback 0 loopback0
LEE~DRE]

A FOREIC LY BENRUIND 2 EBEICHER D 2 5HE, AR L TWET,

CEESE]
vy FEMAT 5 ECOEBMICOWTRE L TWET,
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T, 2XTFRUBERET N T (),
TyE—2a7 (), VAN () THET
=E7,
ek, avr RAAEA L, 4fiEiia~
VRE cRTA—H (F—TU—F) OELL
THITETEAMWYT, a2 R4 - T R
— & (F—U—F) LR—O4HIZHELZ
WA, A~ R4 - T A—% (F—TU—
R) BEESNERRENET,
MAC 7 R L &, 231 PO 16 R TEL, ZOME Ry ~ | 1234.5607.08ef
MAC 7 KL A~ R 27 () TREIY ET, 0000.00ff ffff
IPv4 7 KL A, 1A R o 10 TEL, ZOM%E Ky b | 192.168.0.14
TRy b RY () TREIY £, 255.255.255.0
IPV6 7 K1 & 24 MO 16 THEL, ZTORE 2oy | 3ffe:501:811:ff03::87ff:fed0:c7e0
() TREIY 7, e80::200:87ff:fe5a:13¢7
A BTz — AL TR IPV6 7 KL ZADHBEHIZ/—E L b (%) %X fe80::200:87ff:fe5a:13¢7%VLANO0OL
IPV6 7 RFL A (Vo onm | SATAVE 72— A4HEEELET, &
—ANT KL AT DRTA—ZFR|THZ D IPV6 7 KL AXY
vrua—hNT RURETTE,

B <switch no.>, <nif no.># & U<port no.>N &iEH

/NT A — K <switch no.>, <nif no.>3 J U<port no.>DE DI 2 IR DER IR L E T,

£ 1-4 <switch no.>,

<nif no.>§ & W<port no.>ND BN & F

ETIL EDEEFE
<switch no.> <nif no.> <port no.>
AX2340S-16T4X 1 0 1~20
AX2340S-24T4X 1~30
AX2340S-24TH4X 1~30
AX2340S-48T4X 1~54
AX2340S-24P4X 1~30
AX2340S-24PH4X 1~30
AX2340S-48P4X 1~54
AX2340S-16P8MP2X 1~26
% 1-5 <switch no.>, <nif no.># & U<port no.>DIEDNERE (PoE /R— FZIEET D15ES)
ETI EDEE
<switch no.> <nif no.> <port no.>
AX2340S-24P4X 1 0 1~24
AX2340S-24PH4X 1~24
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1

DY T7IDHEHA

ETI B #EE
<switch no.> <nif no.> <port no.>
AX2340S-48P4X 1~48
AX2340S-16P8MP2X 1~24

W <port list>-DI&E Hi%

<port list>IZ1%, <switch no.>/<nif no.>/<port no>DFXT/NA 7 (-), ar~ (), TAZIVRT (*) %
AL THEEDOFR— NEHRETEET, £/, /37 A —H<switch no.>/<nif no.>/<port no.> & [FEEIZ—D D
AR—FbLETEET, HEMOFPHIL, il dO<switchno.>, <nif no.>3 X ’<port no.>D#HiFHIZHEV F
D
[NA 7 vETiFar =iz L 28R EOH]
1/0/1-3,5 : ZAA v FEZIZIEFINA T () ZHETE £ A,
[T A% Y 272 X2 HPREE O]
1% BB O RN — N2 RIE, 0B, A v TFHEBIITAZY R (*) 2EETEEEA,

B <channel group number>® &
<channel group number>DE D #iPH &2 K DFITR LE T,

% 1-6 <channel group number>M1E ) &5

EHE ETI fEDFEE

2ETIVHE 1~120

B <channel group list>MD3EE 5%

<channel group list>1Z1%, ~NA 7 (), a2r~ () #FEALTERHOF YRV I N —TESEBETEE
o Fiz, —DOF ¥ RXNVITN—TEEHLIBECTEET, BEMOHMIL, 2747 —varavy
RCRESINEZTF ¥ IV ITNA—TEFZFRD T,
INA 7 vEiizar~<Ic X oHEMEE 05

1-3,5,10

E<vlan id>MD & F

<vlan id>DEDHiFHIX 1~4094 T,

H<vlan id list>DIEFEAHE

<vlanid list>l2i%, »~A 7> (), ar~< () ZHFHLTEEO VLANID 25 ECT& 4, £/, —oD
VLANID biEETEX £9, HHEMDHFIL, VLANID=1 (7 %/ K VLAN ® VLANID) BL Q=7
4 7 b—varavy RTHRESN VLANID EIZ/2 0 97,

A 7 oEfid o~z k2 &EfEE OF)]
1-3,5,10

WA 237 —RADIEEFE
A BT = — AR T V=T NIk T D /8T A — HF <interface type> <interface number>D 5 E k& IR DK
[RLET,
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1 ZOYX=ZaT7ILDEHFA

R 17 413 71—ADEEARE

4237 —RIER
-7

<interface type>IZ§ET %
AR TT—R%

<interface number>IZ{§E 9 %
AR T T—RES

A—FXy " FTx—2A

gigabitethernet

<switch no.>/<nif no.>/<port no.>

tengigabitethernet

<switch no.>/<nif no.>/<port no.>

A= FF ¥R, BT 2—A

port-channel

<channel group number>

VLAN A &7 =— A

vlan

<vlan id>

N—T Ry BT z—2A

loopback

0

A —HF v A ¥ 7 = —AD<interface type>|ZXf ST DR — M ERORITRLET,

£ 1-8 4A—H%vy b %7z —XMD<interface type> = IET HHR— k

1—HRY (B TI—AD

<interface type>

<interface type>IZxtfixd % 7HR—

gigabitethernet

- SFP — |k

- 10BASE-T/100BASE-TX/1000BASE-T 7~ — h
- 100BASE-TX/1000BASE-T/2.5GBASE-T #~— k

tengigabitethernet

+ SFP+/SFP LA — |
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1 ZOYX=ZaT7ILDEHFA

XFa—K—%&

XFa— R —EERORIRLET,

£ 19 XFI—F—%

X¥F | 3—F | X¥ | 3—F | X¥ | 3—F | XF | 3—F | XF | a—F | XF | 2—F
A 0x20 0 0x30 @ 0x40 P 0x50 0x60 p 0x70
— A
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 u 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \Y 0x56 f 0x66 % 0x76
0x27 7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 | 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A 0x3A J 0x4A z Ox5A j Ox6A z Ox7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
, 0x2C < 0x3C L 0x4C ¥ 0x5C I 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N Ox4E n Ox5E n Ox6E ~ OX7E
/ 0x2F ? 0x3F o} 0x4F _ Ox5F 0 Ox6F
TSI

BEfIFE (2)

(0x3F)

EANT LI [Cull + [V] 2 A% [2] Z A LTS ZE,
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1 ZOYX=ZaT7ILDEHFA

ARNTS—HMERBMTRRI DA VvE—D

AN S —fr@fef( (274 27— a0 HA F Vol
HHT AT —RA vt —URROEITTELET,

5.2.3

® 1-10 ANIS—REHERIS—Avt—U—&

AN~ T —friEfEfgEE] ZH)T

S AytE—o L] FEEH
1 % illegal parameter at " NOMPFCARIER 2~ RELIEFN [ ¥AR— LT wvwa~y RERIE
marker TA—=BDOANIIRHY T, NI A= AN LT GE
2 % too long at " marker NOEFT THELOFIRLL LD /T A | HEHIREL DT A —2 % AL
—ZDANHBHY 7, Jat” ey
3 % Incomplete command at ' | /3T A —ZBRELTNET, RIA—=ERRRELTWDL5EE
marker
4 % illegal option at " marker | NOEFT CAIERA T > a v DAS | RiEA T v a2 AN LSS
BdHY ET,
5 % illegal value at "~ marker NOEFTCARERBIEDOA NN H Y | RIEREEE AT Li2GE
ij—o
6 % illegal name at "~ marker NOEFTCAREREGHOAN B DY | REREHE AL LTGE
e
7 % out of range "~ marker NOEPFTCRIPASN OBUER AT S | FEFRSNOEER AT STV DG5S
TWET,
8 % illegal IP address formatat | "MOfEFT CAHRIEZR IPvA 7 KL AF72 | IPVAT RLUAE7ITIPV6 7 KL A
"N marker IZIPVE 7 RV AN AT SN TWE DAITPERRRIEDYE
T
9 % illegal combination or NOEFTTCATFIHRONT A =2 D | AJJEHD/RT A= ET/ATI L
already appeared at '~ marker | AJ128%H 0 £, e
10 | %illegal format at™ marker | NOfHEFTTT 4 —~ v MRIERNT | RT A= D ANFEANRIEOLE
A—=BDANIBHY 7,
11 | % Permission denied AKawy Ri—ff2—PE— RT3 | BEEEHEET— N TR ETITER
FITTEERA, avy Rae—fga—¥E— FTET
L35G
12 | % internal program error TR TLAIRERHY £T, RSF | ERUAORIEBENREAE LGS
BloEig < 72 &,
13 % Command not authorized. | AT L7z 2~ NIZERE SV TWE | RADIUS/ITACACS+D =+ o R7KGE
v WA AL, FTLza~v R
75 RADIUS/TACACS+H— /TR
ENTVRVWGS
14 | % illegal parameter at RIEZRLF<word> D AN B3H 0 £ | AJ)TERWEPTT'<word>'% A7)
'<word>" word B L72%E
<word> : RiEA 35
15 % illegal switch number at '~ | ‘NOEHFT CARIER AL v FHFEBFDN | RIERAA v FHEZE AT LG
marker &Y E7,
16 | % listentry over at'~ marker | "OEFFTIHECTEZ 522 NI HKE | BETEL 2= NI EEBAZY A

BRI A MEERDHY £,

MEEZ LIchHe
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2 av Y RFAAE—FY#

F2fm EREE

2 OY Y FAAE—FY)HE
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2 av Y RFAAE—FY#

enable

AR FANE— P —fa—VE— FroEEFAEE - NIERLET, HEEHEEE—FTIX
configure 2 v R&EII LD LT D, —=2—FE—NTIIANTERNW v REFATTEET,

[AARH]
enable

[ABE—F]
W —FE—F

[T A—4]
L

[E1741]

2-1 OV RFANE—FRZ—R1I—HFE—FHhLEBEEEEE—FIZEET S
> enable

Password :sokksdorx

#
INAY— ROFBIEICRPY LT E, WEEFHAT—-FOT o7~ #) 2R LET,

[F~EREA]
2L
LBE~DEE]
L

CEEZHE]

MHPEARF ISR — RBRESNTOETA, EX 2 U T A IKT B <729 password =+ 2 RT/32
U—RERETHZEEBEIDLET,
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2 av Y RFAAE—FY#

disable

a< FANE— RZEBEEHEET— F0L ka2 —YET— FZEBE L £,

[AHRH]

disable

[AAE—F]

EEEHEE—

[INT A—4]
L
[E17451]
22 OAXY RFANE—FRZEEEEEET— PO —lRA—FE—FIZEET S
# disable
>
[F~aREA]
L
LBE~DEE]
2L
CEEZEIE]
2L
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2 av Y RFAAE—FY#

quit

DT L5z, BIfEOavwy FANE—FREKTLET,
1. —=—HE—ROELAE, =777 MLET,

2. EEEHEET—FOBE, BEEFHET-FEZRT LT Ra—¥E—NIRY £7, (disable 2~ >
FoHTEET,)

a 74—y aravy RE— RTOEEICOWTE, Tary 747 L—Yarvavry RL7r7 Ly
A BHBRLTLLEEN,

[AARH]
quit

[AAE—F]

—fa—PE—F, EEEAFE-FBLPa 747 b—varavy RE—FR

(NS A—4]
L
[E1TH1]
2-3 HEEEEE—FERTLT—HRI—YE—FIZES
# quit
>
[F~EREA]
L
LBE~NDEE]
2L
CEEEHE]
L
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2 av Y RFAAE—FY#

exit

—fRL—VE— NEIEEEHE T FE2KTLCEELbu Ty P LET,
a7 4 b—vgravy RE— RTCOEEICOWCIE, avry 47—y gravw L7y Ly
Al BHBRLTLLEEN,

[ABR]

exit
[ABE—F]

— o R, EESEAE— FBLRary T4 S —varavy RE—FR
(NS A—=4]

L
[E17H1]

K 24 EEEBEEE—FERTLTEENLATITVORT S
# exit

[FREREA]
L
BIE~DFE]
L

CEEZHE]

a< FANE— FEEEEHET— 06— —E— NIZETHEE, disable 2~ FZEH LT
<T2&EWY,
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2 av Y RFAAE—FY#

logout

EENbur 7Ty N LET,

[AHRH]

logout

[ABE—F]
P E— B LR T R
[INT A—4]

L

[E17451]

25 AXVFAANE—RFEEBEEHEEE—FASO0J7V LT3
# logout
login:

[FRRERAA]
L

[BIE~NDEE]

L

CFEEHE]
2L
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2 av Y RFAAE—FY#

configure(configure terminal)

awy RASE— REEBEEEE— Rhbar 74—y aravwy RE—RIEBELT, 274
Tl—va rOmREERBLET,

[AHRH]

configure [terminall

[AAE—F]

SEE AT R

[T A—4]
terminal

A RICRESN T vy T arg 0 r—va U ERELET,
[E1TH1]
K 26 aAXYFAAE—FZa2745L—2 320XV RE—FIZEET D

# configure
(config)#

[F~aREA]
L

[BE~NDFEE]

L

CEEFIA]

1. BWEOBFRBABICAZ— T v Tar7 4 b—a 77 A ANRAEY BICHEAAEN, RES
NERNFEIHE> TEHZBBLTEY, AF) RGBS =7 ar 74 7 b—3 a3 Vs
HEORBIIHRYET, AEY RICRBENET vovrar 74 X b—3va U ERER, AZ—T
v TaAr T4 T = ar T AR LD o oG, EEE VA — T L EmELZa T
4 T L—=2arNkbndDOTHEE LT ESWN, W%, av74 71—y aravy KNsave TA
A=K7 Tarrd47b—rar 7y AVCKEMNT 5L 2BEIOLET,

2. arrZg 4 lb—varavy Rstaus ZEHT D EHEFOa 74 T b—va OREEZMD Z L
NTEET,

3. configure =T~ RAZETTHHNC [Cul]l + [C] ZASLTHEIL2WTLZEW, Bl L-HE,
copy AV Y RN T —IZRDHTENHV T,

ZOIREEIC Ao 2GRN, Aa~wr RTar 74/ b—varavry RE—RIEELT, arv7 gy
Jl—varavryRend Tary7 47 b—varavwy RE—REKTLTLLEEY, HliL7-=
—¥Ra 777 N LTWAEATE, showlogging =< RTHYTA22—YD tty LE2MRLT, tty 4
N—=BTsrIricar/frLizbl, Ravo FCcarvr 4/ b—yvaravy RE—RIIAERL
T, ary74Jlb—yaravwrRend Tary7 47 b—raravy RE—REKTLTLES
W,
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3 ERmKEYE— MMEE

3 ERImAR & E— MMRE
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3 ERmKEYE— MMEE

set exec-timeout

HEie 7ok (27470 —330HA K Voll) (433) HEImZ T U b 2 BNEHIND
FCOWRRE (HEA) Z2RELET., ZORET2—VFITLIITLET,

[AARK]

set exec—timeout <minutes>
[AAE—F]

—fr—PE— FBLOEEEHEE— N
(/8T A—4]

<minutes>

BEiw 77 o bR (BALI3) 28 ELEY, HETE 2O 0~60 TT,
0ZFETHLHBR 7TV FLERA, 22k, OHIEAROT 7 4+/0 FRIEIL 60 5T,

[ZE1TH1]
31 BEOSTYMEZE 30 HICKRET S
> set exec—timeout 30
[F~EREA]
2L
LBE~NDEE]
L

CEEFIA]

o RKavw N, #4 T2y varFir—KRIIEEL, nJ7 v N TbEEHIR0ET, XEE
WICHINZ LT WAL, a7 4 7 L—3 3 3~ K username T exec-timeout /3T A —& Z 3% E L
TLIEEW,
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3 ERImRE)E— MEE

set terminal help

NNVTRA =V TERRTIHaAa~v L RO—EE2RELET, ZOREIFT2—T T EIIT72ET,

[AHRH]

set terminal help { all | no-utility }

[AHE—F]
g —PE— P L OEREFRET— N

[T A—=%]
all

EHa~Y RONVT A v —U%FRT ORI, ANWRER TR TOEH a2~ FO—EE2FKRT
HEDICRELET, JhUE, PIIEAREOT 7 4L MNEETT,

no-utility
HEHavY ROSNT A vE—V2ERTRTDHEIC, 2—T 4 VT 4a~vr NeET 7 A M Ea~<w R
ERRWEA v RO—BE2RRTHEIIHIICRELET,

[E1TH1]

K 32 AARREHRTARTOEAITIUFRFO—EEZRTITDIELOICEKET D
> set terminal help all

K33 1—F4UF4aAX U RETFAIBEEIAT Y FERVWVEERIY Y FO—EEZRTT DL
BRET D

> set terminal help no-utility

(& REREA]
L

AEREIE]

o Raw N, #U T2y rarZide—RNICEEL, nJ/ 77U D8R0 ES, REE
WA Lf_b\f/;'%/m\ X, 27 47 L—3 32~ K username C terminal-help /37 A — & Z 5% i€
LTCLEEN,
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3 ERmKEYE— MMEE

set terminal pager

NR=y Tavrz47v—va3 54 K Vol 528 ~X—=Tr 7] &) TH0EINEREL
9, ZOREF=2—VF T IITET,

[AAfz]
set terminal pager [{ enable | disable }]
[ABE—F]
—fr—PE— FBLOEEEHEE— N
(/8T A—4]
{ enable | disable }
enable
NR=D U T ETVET, T, FIHEAREOT 7 4L FEETT,
disable

R=T T ETVEE A,
KRT A — 2 B OEE
/\O“_‘t\/v:/ﬁ%??b\iﬁ_o
[R171]
34 R=UUTLEN

> set terminal pager disable

3-5 R=UU5¥3%

> set terminal pager enable
[F~EREA]

L

BIE~NDEE]

el

CEEZEIA]

o Ravl NI, #YTdEyra B —RNCEREL, 77U M5 EEMIRY ET, REX
WA LI WEAE, 27 47 L—3 3 3~ K username T terminal-pager /N7 A — ¥ Z iR E
LTLZ&EN,
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3 ERmKEYE— MMEE

show history

WERICFEAT L EAa~ FOREEZR R LET, e —VFE— FBLOEEEFHESTE— N TRa~v
REFITLISGE, av 74— ara~vy ROBEETIFRELETA,

av 74 b —Yaravwy FRE— RTCRa~v» ROEHIZ 1§ 27BN TCAD LSS, a7
@4 TV —varavwy ROBREZFRRLET,

[AHRH]

show history

[AAE—F]
— R —PE— FBLOEEEHEE— N

(/X5 A—=4]

L

[=1741]
show history =~ > ROFETHIZR L E T,
> show history
1 show system
2 show interfaces
3 show logging
4 show history

>
[FREREA]
L
LBE~NDEE]
L
CEEEHE]
L
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3 ERmKEYE— MMEE

telnet

BESNT-IPT RLAD Y E— MEMER & B8RS LE 7,

[AARK]
telnet <host> [{/ipv4 | /ipv6}] [/source—interface <source address>] [<port>]

[AHE—F]
g —PE— P L OEREFRET— N

[INFA—=42]
<host>

SBHERA NG ETIZIP 7 RLAZEELET, IP7T RLALLTIPVET RLA, IPv6 7 RL A, ¥
I 2 72— AL EIPV6 7 KL A (Vo ra—aT RLARET) BNEETEET,

{/ipv4 | /lipv6}
/ipv4
IPv4 BRIE TR L £,
/ipv6
IPv6 BRAE Tl L %97,
KRoNT A — 2 B OB
IPv4 E 7213 IPv6 Z [RE LW THERE L £77,
/source-interface <source address>

telnet BEEDIEETCIP 7 RLRAEZRELE T, IP7 FL AL LTIPv4 £7213IPv6 7 KL ABNRET
xFE7,

RRT A — BRI OB E
AHEEMBIR UIZHETIP 7 FLAMEA ST,
<port>
R— MESZHEELET,
KRNT A — 2B W OB
A= &S L LT3 B™MEbRET,
FTRTONRT A —ZBEREOBNE
FRE & fz<host>~#5HE L £7,

[R1741]

1. IP7 FLX192.168.0.1 @) E— MERAIREK telnet ZETLET,
> telnet 192.168.0.1

telnet 2~ REITH, UUTICRTAvE—T%2FRL, VE— MNEMAWRKEDOIRT v a VL EF
HET,
Trying 192.168.0.1 ...

Ue— MERWMARLDAXRT v a VBT DL, UTFIORT Ay E—V&FoRLET, £7230 BN
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3 ERmKEYE— MMEE

Taxy va VN LEWEAITa~r FADRBIZRY £7,
Connected to 192.168.0. 1
Escape character is ']’
2. FO#®, OJAVBENRRT—FOADEBYET,
login: username
Password: sekkskorskork
3. IPv6 7 FL X 3ffe:1:100::2250 D ') E— MERImEK telnet ZETLET,
> telnet 3ffe:1:100::250
Trying 3ffe:1:100::250. .

[&RREREA]

L

[BIE~NDFE]

L

CFEEHE]

1. Trying. & RPITHWT 5561% [Cul+C] Z AN LET,

2. IR va URESLEE, login oy MERARHICAa < REFETT A58 [Ctl+D] # AL TL
7230,

3. RavwrREIANF—a—FRzZz0EEn A U EOMTPEEICEVET, LER-T, Ravw K
EADLEMAROF—a— R /A U EOmMRPEHET LT —a— R —H L WA EELLH)
TELER A, B2 38R ([Enter]¥—) TOASF—2— R 0x0D D DX, 0x0DOA % A FKT
DIRNR DO, Flov 7 A LHEOHERTOBEIFHEOFEIZ 0x0D 24 & T 25 1 DX 0x0A Z MLE &
THLORENRHVET, HOMNUDAHERL T ZIN,

4. Pl A S =7 Z 74 A (Cul+]) 2T LGS, tehhet>E— NIZBITLET, ZOE—
R quit ZAT D& telnet 2~ REHET @ L TWBE30W) TEEJ, telnet>F— F2»
LR DEEE, LTEEAN LR THITE T E AN LT ZEN,

5. ARLEEHOMEEE A~V £ — MEGE LIORIE T, BHEICCEYR EEFRT, [Cul+Cl 72 & Tk
EET25E, ELKEMELRNWZERHYET, TOHEE, = A r—7%xv7 7% A (Cul+]) %
MFLEHEICquit ZE AT LT, —Etenet a2~ REKTLTOOHEEY T— ML T ES
v,
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3 ERmKEYE— MMEE

ftp

AHEE L TCP/TP THH S LTV 2 U E— MNEMWAK L DT 7 A WViRE A LE T,

[AARK]
ftp [<host> [{/ipv4 | /ipv6}] [/source-interface <source address>]]

[AAE—F]
—fm e — Rk OB T —

[INFA—=42]
<host>

VE— MEAMRKEZIEELET, SA M, IPAT KL X, IPv6 7 KLU X, £33 % 7 =—R4
FfTZxIPv6 7 L2 (Vo r7ua—hL7 RLRE) BREETEET,

KNT h— 2 WG OB

fip 7R 7 NEERLET, TORETIEY T— MERBEK L BEH SN TV O T open 2~
YRTaxsva v ERL LTSN,

{/ipv4 | /lipv6}
/ipv4
IPv4 [RIE TR L £,
/ipv6
IPv6 BRAE Tl L %97,
AT A — 2B MR OB
IPv4 E 7213 IPv6 Z [RE LW THERE L £77,
/source-interface <source address>

fip R DRETIP 7 FLAEZHRELET, IPT KL AL LTIPvA 72013 IPv6 7 RL A ZHRETE £
‘é—o

KRNT h— 2 B WG OB
AIEENBRINU2EE I IPT FUARNMEH S ET,
TRTDONT A—ZEIRREOEE

fip 707 P EFRLET, ZORETIEY E— MEASR L BRI TORVOT, open 27 K
TRy v a VAR LTS,

(17411
IP7 FL % 192.168.0.1 2>V E— MEHRICE /A > LET,
> ftp 192.168.0. 1

fip 2~ FETE, VE—MNEMMKREDaxr v v EbET, VE— MNEMMKEDaxs &
a UBHESLTHEANNT T s (BLFD L, 2) 2FRLET, Flaxs va UBEL LRWEES
X, I~ FANFEBIRREIZ 20 £,

1. A4 VEBDAN

Av U RIA N TOT e T aRRLES, VE— MERTOR S A 42 A LT
[Enter]F—Z T LT 7Z&0Y,
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Name :
2. RNRAT—FDOAA
av U RIANCUTOTar P eFRr LET, lBELEZR A VAICKHET 2 AU —FRE2AT]
U C[Enter] ¥ —Z M F LT ZEW,
Password:

3. FF7ANLEGERAIT U FDOAR
av L RIA VU T e P ERRFELET,
ftp>

T ANDEERFT NG LT T 7 A NMEEA o< RE AN L TEnter]F— & F LT 72& 0,
ZrANEER v RATIEREZ LD TR LET,
get <remote-file> [<local-file>]
UEt— MEMWMRNOAREEIZT 7 A VE2EEELET, local-file ZEMT DL, 77 ANVAILY
T— MEREAR EOT 7 A VA LRI T,
mget <remote-files>
get T 7 ANPHEH DD & EIHEALET, mget*txt DL IICATLET,
put <local-file> [<remote-file>]
ARIEENL Y T— MNEHAWEKIC Y 7 A V&L LE T, remote-file ZEMET DL, 77 A NVAITKR
EEEDOT 7 AN EF—ITRY ET,
mput <local-files>

putTAHT7 7 ANDEESDH L ZIHEALET, mput*txt DL ICATLET,
4. D7 AILEFERaATYFUSNOaAT Y FOAR
Tur T M p>"NFIRINTND & E, get, put DIFNIZLL TR T a~r REFEITTEET,

ascii
7 7 A NDOEEEER A ASCILICRE L £,
binary
7 7 A NVDOEEEEA A binary IZRELET,
[ bye | quit | exit]
FTP vy aa&TL, fip & T LET,
cd <remote-directory>
UE— MEMASmKEOI L T 4 L2 U % remote-directory [IZZEH L E T,
cdup
UE—MERWR EOV LV T4 L7 MY 2B RICERLET,
chmod <mode> <remote-file>
remote-file THE L7z VT — MERGEK O 7 7 A VO EM%, mode THEL/ZHDIZET L E
7
close
FIPEv v arz&TL, a~vr FAIFLOT a7 Mip>"2 R R LET,
debug
TNy THITE— RO onloff Y1V 2 £5, 7 7 4/L kTl off TY,
delete <remote-file>
U E®— MEMAMWR EDO T 7 A )L remote-file ZHIFR L £ 7,
hash
T HEERN DNy 2R (1024 3 R TEICHEERR) O onfoff UV 2 ET, 7740
FTIEHERLERA,
{help | ?} [<command>]

513 command THRESIN/TZa~ 2 RO~V T A o=V FRLET, JIBNAKISE L&
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i, AR v FO—BERTLET,
led [<directory>]
AEELOH LV NT 4 L7 NI EETLET, directory 8l L7286, =—HFDOR—LT 4
L7 FUICBBILET,
lols [<local-directory>]
AEEE O local-directory (FEELRWEAIII L T o L2 ) ONEDOY A 2R RLE
7
[ lopwd | 1pwd ]
AREEOILV T oV NV EFRRLET,
Ipage <local-file>
AEEED T 7 A )V local-file DNE ALK LET,
Is [<remote-directory>] [<local-file>]
U & — MEAMKO remote-directory JEELRWEAIFIAI LV T 4L 27 b)) ORNEFEDY A b
ZFRLET, localfile EE SN H B ITRTNENT 7 A MITHMSILET,
mdelete [<remote-files>]
U & — MEAMR _EO remote-files ZHIFR L £ 7,
mkdir <directory-name>
VE— MEMAWMKLIZT L7 MU ZED £,
more [ <remote-file> | page <remote-file> ]
U & — MEAMR _EO remote-files DINEEFK/R L E 7,
open <host> [<port>]
HELZT RLVADFTP — L Okia L LEd, 47 a v ThoaR— MEFRMMEE SN
L&, fplXFDR—NTFTP - — N T 22 2R AET,

passive

Ny VTREIEET— REHD on/off Y1V B2 EF, T 740 N TEEHLERA,
progress

HRIERFIC IR R N —FR D on/off ZHI D B2 £9, T 74/ FTEHFRLET,
prompt

HMEEE— ROT a7 O onjoff ZEN D FAXET, HEMEOT 7 A NMinEET OB, ZoF v
7 hEon 2T HUE, WBT 7 ANNEFERNEIRTE D L2 £F, off D& XL, mget £/
I mput I~ RITEE T 7 A WV EESMICERE L, mdelete 2~ 2 NITHE T 7 A V& LM
HIBRLEd, T 74/ b Tlidon &> TWNET,

pwd
VE—MERAMKOI LY FT 4 L7 NI EARRLET,

rename <from-name> <to-name>
U E— MNERER EOT 7 A V4 % from-name 7> 5 to-name (ZEF L E 4,

rmdir <directory-name>
VE— NERABMKOT 4 Lo MY ZHIBRLET,

status
fip DBUEDIREEAZ LR L £ T,

verbose
TLRHIIF— RO on/off 281V A £9, JLRHIIF— 2 on DHAITIE, FTP — 060
RCORENRL—FICH L TRRSINET, o, 77 A VOBENRKT LIEL XL, T—HiE
EOHEHERNFRINET, 774/ FTldon TT,

[&RREREA]

L
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[BE~NDFE

L

[FEEHE]
1. vl AV RERMNRAT = FORESN T RN —FID Tt fip TR/ A U TERNVIERHY
FT, ZOEEIFR T A VR TRAT — RERER, TE fip 2~ REFETLTLIEEN,
2. avwy FANEZFHT R Rolzhaid, [Cul+Z] Z AL THR T LT EEN,

3. AREBEMNLIPVARA MR LT fip v/ A Uikica~ry R&EFEFTT5 &, "500 'EPRT
[1]xx.xx.xx.xx | xxxx | :command not found (xx.xX.XxX.XX | xxxx |IALEE D [Pv4 7 RL Z | R— N &EF) "
EWVWI R B—UNFIRINDZ ENDH D TN, EHEICEETILY T¥A,
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tftp

AEE L SN TWA Y T— MEAAK L DB TUDP TV 7 A Miaikz LEYT, Z OHREIE, TFTP
Option Extension (RFC2347, 2348, 2349) ¥ AK— kI TFTP — LD T, Tv 7T —r 774
JVDRREEATH IO L £,

[AHRRK]
tftp [<host> [{/ipv4 | /ipv6}] [/source-interface <source address>] [<port>]]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[T A—=4]
<host>

VE— MEAMRKEZIEELET, SA M, IPAT KL X, IPv6 7 KLU A, £7203A 2 7 =—R4
P& IPv6 7 FL R (Vo 7ua—hL7 RURE) PEETEET,

AKNT h— 2 B W DB
tip 7’m 7 AR LET, ZORETIEY E— MERBRRIZIEE S LTV O T connect =
~ U RTHELTLEEN,
{/ipv4 | /ipv6}
fipv4
IPv4 BRJE THefe L £ 77
fipv6
IPv6 BRJE THefe L £ 97
RRT A —Z BRI OBYE
IPv4 7213 IPv6 & [RE LW TRt L £ 7,
/source-interface <source address>
thp BEGE I T A IAEILIP 7 FLAZRELE T, IPvd L7203 IPv6 7 FLAZRETE £4,
KNT A — 2B W OEE
AAEBEAEIN U RETIP 7 RLUAMMEA SN ET,
<p0rt>
B DR — MESERELET,
RNT A —Z BRI OB E
R—hEHZE LTI BMEHENET,
FTRTCO/RT A —ZBUEREOBE

thtp 7o 7 haRRLET, ZORETIHY B— MERGAR &R SN TWVRVO T, connect 2+
YRTaxsva v ERLL TSN,

[E17H1]

IP7 FL % 192.168.0.1 Z#Ffo VY E— MEMMKE 77 A& &0 LET,
> tftp 192.168.0.1
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titp =~ > RIATHR, U E— MEMEGR S IXERICHBE LB LRWT, tp e 7 MaRRLET, 15
ELI#RGICERD 2 5E8I1CH, =7 —%2HALCtip 77 "RV 9, ZOHAIL,
connect I v Y REMH L CHESGLEZHET HH, quit 2~ FTWholzAtp 2~ FEKTLTL
7EE0N,

1.

J7AIILEERAAT Y FDOARD
a<w R4 LR P hE2FE R LET,
tftp>

T 7 ANDEEF NS LT T 7 A Mink o~ R2 AN L CEnter]F— %2 F LT 7ZE W,

Ty ANMEER v RATERXEZ L FIORLET,

get <remote-file> [<local-file>]
Ut— MNEMAWRNOAREEICT 7 A VEEELET, localfile 8T DL, 77 AVAILY

FT— MEMSAKLOT 7 A V4 LF TR £7,

put <local-file> [<remote-file>]
ARIEENL Y T— MNEHAWMEKIC Y 7 A V&L LE T, remote-file ZEMET DL, 77 A NVAITR
EEEDOT 7 AN EF—ITRY ET,

T77AIVERERAIT Y FUS DT FOAR
a7 Mtp>"INER SN TN D X, get, put DIENICLL TR a2~y REETTEET,

connect <host> [port]
FRE LT RVAD TFTP #— N2 L3, FEREORN— MESGELIRET 2L b TE £
T
mode
BAED 7 7 A NMIREE XA MR TE £7,
quit
titp =~ REKTLET,
trace
FL—ZAMHE— RO onfoff 8TV B2 EF, FL—AHIJE— KA on DIFEITIL, TFTP I —
WDy N ML —ARERINET, T 74/ b TiEoff TT,
status
77 A NMRIERA, L, F A LT U M PORUBRRENET,
binary
7 7 A VIRIEI % binary (octet) I[ZFRELET (T 74 1),
ascii
7 7 A VIRIEI % ascii (netascii) IZRRE L E T,
blksize [<size>]
7u vy 7 %A X (RFC2348 (Z331F % TFTP Blocksize Option D) ZHE L £ 7,
<size>|Z1d 8~65464 ZIFETE T, 7 74 /L MEL 8192 TT, <size>ZHWET D L XFEAINTAT)
TEET,
? [<command>]
51 command THESNTZ a2~y RONT A vE—V2RRLET, SIEBERIN L X
X, AR~y FO—EE2RRILET,

[&RREREA]

L

[BIE~DEE]

2L
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EEREIE]

o tftp I~ REEIT LIZEESL, thp>T— N T connect =~ > R CTEEG/C A F8E LIZ BRI R LY —
NOT R R EB&ET 205N, EERIZITBEIF I ThAEE A, thp>F— T get/put 2~ REFEE
L7z& &, MEEHRKBLET, BEXRWREOBEI—L Z0BEBTHhEINET

e TFTP ¥ — Nl Tt 2 BUSF T ROE X AL T AR E SNV TWRWEES, Access violation 72 KD
— M CHEREIZRER L E 9,

o v NANEZIIMITF2L otz GAlE, [Cul+Z2] ZANLTHETLTLLEE N,

e BAGiJEIZi% TFTP Option Extension (RFC2347, 2348, 2349) MR — h ST\ 5 TFTP H— & A
LTL7Z&EN, %T~bénfmtmeP(M@Bw)#—ﬂai ToTT—=h 77 AN EDK
XMRTFANDORY L YNTET, WH I Transfer timed out. & 72 0 £97,
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Z1 A2749L—232ET7F7AILD
RIE
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show running-config(show configuration)

FJrv=vrarza Jr—varERRLET,

[AHRH]

show running—config
show configuration

[AAE—F]
SEE AT R
(NS A—=4]
2L
[EfTHI] [FRREREA]
L
BE~DEE]
2L
CEEEIE]

1. Fv=yr7arrz47b—yvaryPNE0nghE, a<y ROETICRERBR» N ZERH 0 £,

2. Ravry REfTRIZary 747 b—va YOfREEITcopy 2~ FOFETETH L, Kav R

PSS ZENHY ET,
3. Y7 =TETyTT— 5L, REOHEBRIK CHRIETIZRR SN D RIERERZDEFD
N ENHY ET,

F/2, V7N =TOT v 7T — ML DEBOREBRIZ, AF¥— Ty TarT 4l —a
E—ELRFELARWVWT, EEZHEST L L, LIITICRRINDRERERZITY 7 v =T O7
v 7T — M X D EBOFEBEORLNZ /R0 7,
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show startup-config

EEESEO2ZZ— N7y a4 S —a B ERLET,

[AHRH]

show startup—config
[AAE—F]
EEEHEE— R

(/NS A—42]

L

[EfTHI] [FRREREA]
L

BIE~DEE]

2L

CEEZHHE]

ARawy RETRIZary 74 7 b—ra v OfFEE L copy I~ ROETETLH L, Rawr Rk
SNBHZERDHY FT,
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Copy

a7 4 b —varyEar—LEd,

[AARK]
copy <source file> <target file> [debug]

[ABE—F]
HEEEHEE— R

[T A—=%]
<source file>
A—TEDALT 4 S a Ty ANEREFar T 4 S —va v ERELET,
<source file>| TR DX THRETE £7,
<file name>
o n—HNDarr 4 L—varZrANEE
FENOT 7 ANV ERELET,
o VE—hrDarr4 s L—var7rAVEE
LUN O URL JEANEETE T,
+ FTP
ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>
+ TFTP
tftp://<host>[:<port>]/<file path>
+ HTTP
http://[<user name>[:<password>]@]<host>[:<port>]/[<file path>]
<user name> : J E— M — D2 —HF 4
<password> : U E— F P — "D/ AT—
<host> : U E— b —"OLHEILIP T RLRAEELET,
IPv6 7 RV AZEHT 255813 " CHEOLERDH Y 7,
(51) [2001:db8::10]
<port> : R— FEBEZFRELE T,
<file path>: U E— = D7 7 A MR ERE L E T,
ftp, http FEERFIZ, <user name> & <password>%Z HME L7=HE 1L, B4R T A LV E2TVET,
<password>%EME L2541, BWEbdrar 7 vBRERSn, ANERLET,
running-config : 7> =2/ a7 4 s L—va v
startup-config : AX— KT v Farr7 47 b—rar7yA)v
<target file>
AE—KDAL T A T =Y ar Ty ANEFAr T 4 S = a Y EEELE T,

<file name>, startup-config ZfEE TX £7, 7277 L, <source file>THE LR & A CHEOEEIX
TEERHA BIZIEXT7 7 ANV E T 7 A ~D 3 E— : copy <file name> <file name>|T TEX FHA),

F 7z, <targetfile>~® HTTP 51T A — F L TWEH A,
72%5, running-config IZfEETE £H A,

debug
UE—F7 7 A NMRERHICEBERROFEMER T LET,
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U E— 7 7 A )VEGHFIZ "Data transfer failed." & L T T — L 72 o258, T ORI A—=F ZfHT
THEa~Y REFETTHILICLY, F— AL AR AR TS —0#MEmD - LN TXET,
RoXT A — 2 EBMEREOEE

BERNOFMIIERREINEEA,

[E171]
o T = rari 4 —yarEARE— Ty Sary 4 Jr—varilat—LET,
# copy running-config startup-config
Configuration file copy to startup-config?(y/n):y

o Tr=rarv 4l —yvarE)E— b =R EDT 7 A VIHRELET,
# copy running-config ftp://staff@192. 168. 10. 10/backup. cnf
Configuration file copy to ftp://staff@192. 168. 10. 10/backup. cnf?
(y/n):y

Authentication for 192.168.10.10
User: staff
Password: xxx <-UJE—brH—/NEO1—H staff D/XRT—FZAHALET,

transferring

Data transfer succeeded

(& REREA]

2L

[BE~NDFEE]

2L

CEEZEIE]

. Jr=vrarygelr—yalEmRERosys, Kavwy RIXEITTEERA, MEKTHER, 2v
VREEITLTLIEE N,

2. RE—NT v Farr4lr—varrEIRZCH, Jr=vrarva 7 r—raryBRlONEE
~OEBIIH Y FHA,

3. RFEDT 7 A WICEZIARMERDB VG EIIRGFTCEETA, VE— M= LD T 7 A VIR
THEANE, VE— M= ANTEIIALTEDLLIICHEEZ LTI EEN,

4, TTAARRBRDEEBETNVEMEN L UER LIcary 74 7 b—v a7 7 A vazabt— LIcEa,
a<V RREFKT L TCHOEBEOEENRLZEIZRDIGENHY £4, ab—9 254, #@HIT L2
VI4 T = a I s ANVDONEBLOA, VX T 2 — AEFENEEDOINESLMICE L TWDE 02T
L, FTLTLEE, b L, o THEITLEEA, erase startup-config 2~ > RE[THRIZHEE 2 H
EELar 74— a RO L, BEa 74— g UEREL T EE N,

5. 77 ANVKEMIORGHEENRE L TWAEE, 2747 b—varyoab— 3 TEERA,
showme 2> REFH L T —VFHEBORFEHFEEZHR L TEI, a—F 25700 ER
BEIY, av—BL0at—xoary 747 b—va DA X5TH, mkOary7 4 71—y
3 2 CHI 2MB OREHBEENMLETT,
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6. URL JEROIEET, <password>%2 G TCa~vy REEIT LAV I L2 RBED LET, EITShiza~
v NEER e ZCiEskEn, Eroa—FIBRINLIBEANRHY T, BX2 VT 4 2ROk
W, <password>[IEME L, BWEbE T o7 M CANTIZ 2B LET,

7. URL #it k, <host-fE1E & <filepath>FgE DM D"/ IZ S AN E R E A, BlZIT fip VE— F P —
73 _E? fusr/home/staff/a.cnf % F57E 9 5 3541 ftp://<host>//usr/home/staff/a.cnf & 720 F7°,

8. aE—TINRT =T ari 4 b—varyTabt—RNAY— T v T arT 4 L —va ol
BlE, save 2 ~v 2 R E RO NITONE T,

9. MCHEMATE— FRFEHOHE, abt—RICAZ— T v Far7 47— arERELTETLE
& %1%, update mc-configuration =~ > ROMEE ABIICETSINE T, £D7®, update me-
configuration =~ > NIZKHGT 2@ v Z B RIRENE T, EHr 7OFEMET (Ayvk—Y -mnr L7
7 LU A ZBBLTLE SV, 728, update me-configuration 2~ > KO T Z — 23 H X7z
LBATH, Ra~vy FOMBTEFEKTLTHET,
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4= ETFAILDERE

erase startup-config

A H
747
¥

— Ty TarT 4 S r—va 7y A NVORAREIHEARFOREBIIRLET, TFor=vTar7
L—3 g VA OB AR OWREICR TS IIAT~ Y REETR, T rarvr4 7 L—va v
—7 LW CEBEHELIL T EEN,

[ABR]

eras

e startup-config

[AAE—F]

Wi

BEEE— R

(NS A—=4]

L

[R1741]

# er

ase startup-config

Do you wish to erase startup-config? (y/n): vy

'#

[FRRERAA]

L

[BE~DFE]

L

CEEFIA]

Kawr FEETHR, EBREZHEHTIE S v a7 07— g URHE AREOREEICE
DET, Xy PU—IRETRIZA VLTI HEAIE, BEBRICE A TERIRDIOTERL
TLIEZE,

a7 4 b=y a URETOREA AT REFEATEERA, 2 T4 L=V arET— %
BTLTL &,
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show file

B—ANERIFY)E— R —ANLEDOT7 7 A VONELITREFR R LET, FIP RO L XX, 77 A 3
ADFEE""E LT 4 LY NVRETHZET, T4 L7 PV YR MNEEZBGERRLET,

[ABRERK]
show file <file name> [debug]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A—4]
<file name>
FRTL7 7 AN ELTUTERELET,

o — T 7 ANARE
EENO7 7 A VA ERRELET,

o VE—LT77ANEE
AN URL ZH8EL £ T,
- FTP
ftp://[<user name>[:<password>]@]<host>[:<port>]/<filepath>
* TFTP
tftp://<host>[:<port>]/<filepath>
*« HTTP
http://[<user name>[:<password>]@]<host>[:<port>]/[<filepath>]
<user name> : U E— ¥ — D2 —H4
<password> : U E— F Y — DA T— R
<host>: UE— M — "OLMEILIP T FLAZEELET,
IPv6 7 R L A 2T 25813 " CHLLENH Y £7,
() [2001:db8::10]
<port> : R— FEBEZFRELE T,
<filepath> : U £ — b — D7 7 A LA ERE L £,
ftp, http FEEMRFIZ, <user name> & <password>Z EME L 7= HE1%, BEAR A U E2TVET,
<password>%EME L2541, BWEbEr a7 vBRERRSN, ANERLET,

debug
UE—F7 7 A NMRERHICEBERROFEMAZ R R LET,
U E£— b7 7 A VESGH 2 "Data transfer failed." & = 7 — |27 S T23E12, ZORT A —H B fHTCTH
Ea<w  REFITTHIET, V=N ARV RAREZT—OFMENDZ ENTEET,
ART A — LB OEE

WERUOFEMIR TR INEREA,
[R1741]
o VE—Y—NEDT7ANVNEERRLET,

> show file ftp://staff@192. 168. 10. 10/backup. cnf
Date 20XX/01/20 12:00:00 UTC
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Authentication for 192.168.10.10

User: staff

Password: xxx <~ E— bHY—/NEDOI1— staff ODNNRT—FE#AALET,
transferring:--

interface gigabitethernet 0/1
switchport mode access

#itt Total 3 lines
>

o VE——NEDOT LT NIAFEFRRLET,
> show file ftp://staff@192. 168.10. 10//usr/home/staff/
Date 20XX/01/20 12:00:00 UTC

Authentication for 192.168.10. 10.

User: staff

Password: xxx <-I)E— bH—/NEDI1—F staff DXRT—FE#AHLFET,
transferring:--

##H# List of remote directory.

total 9

-rW———— 1 staff user 34 Dec 8 11:31 .clihihistory
-rW————— 1 staff user 408 Dec 8 12:32 .clihistory
-rW————— 1 staff user 0 Dec 8 12:32 .history

-rw-r—r— 1 staff user 109 Dec 8 10:02 . login
-rw-r—r— 1 staff user 268 Dec 8 10:02 .tcshrc
-rw-r—r— 1 staff user 34 Dec 12 12:62 backup. cnf

[&REREA]

2L

[BE~NDFEE]

2L

CEEZEHE]

. BETDH77AME, ASCHT XA LT 7 A NELET, AT VIERREDEKCERTE RN
TANVERELRNWTLIIEIN, FHE LGS, BRERPRANTLYD, RERIFRERINLD T
HIERBYET, FTOHEILX, AEEICIa AU LETD, SRKE Yy FLTLEEN,
2B, HTITPEEEDRE, T LI 7 7 A MITRP CTHIV ¥ CH L, "Data transfer failed."& L TH# ¥
va—RLARWZ ENRHY £1,

2. <file name>"TC® URL {5EMFIZ, <password>% EHTa~vy REFETLARWI L 2B LET, EIT
Sz a~y NIEHr ZICGieEkEn, 1Eh0oa—FIBZBEN2 2NN HV FT, EXx=2VT 0%
Ro7=®, <password>FAME L, MWFbE 7wy T N CANTLHI L 2BROLET,

3. FIPBfROHEE, T4V 27 MY (T AN RADEERRY") 2EETDHE, 7427 MDY AR

59



4 AT« L—avETTFAILDIEE

WAEZERELFRLET,

4. URL £t b, <host>#57E & <filepath>45 E D D"/MI R AR E I F A, BIZIE, fip VET— h—
/N D /usr/home/staff/a.cnf Z 45 E T 255 1E, ftp://<host>//ust/home/staff/a.cnf & 72V F 7,
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cd

BHEDT 4 V7 FIEEZBE L X7,

[AARK]
cd [<directory>]
[AAE—F]
—er—VE— FBLOEEEHEE—F
[INT A—4]
<directory>
BE#EoOT L7 NI AEEBELET,
RoXT A — B2 EBRERFOEE
Ha—¥ok—s7 L7 FUICBHILET,
[E17H1] [FRRERA]
L
BE~DEE]
2L
CEESIA]

L
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pwd

B b T4V 7 MNYDNRRALEFRLET,

[AB#K]
pwd

[AAE—F]

—fE =T R L OYEEEEEE— R
(NS A—=4]

L

[E17H1] [FRREREA]
7L

LR{E~NDFE]

2L

CEEZHHE]
L
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cat

BESNTET77ANVORNRERTLET,

[AARH]
cat [<option>] <file name>

[AAE—F]
A — T — B L OB ST — ]

(/X5 A—=4]
<option>
0 77 ANVORFIATR S EMNT TERRLET,
KRoNT A — 2 KR OB
FREML LW TIHRESNIZ 7 7 A VONEERRFLET,
<file name>

FRLTEWT 7 AN ERRELET,

[R1TH1] [RTERBA]

2L
[BE~OHE]
2L
CEEZEIA]
L
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Is

HLY N T4V I NVIFETDZ 7740 T4 V7 Y EFRLET,

[AARK]
Is [<option>] [<names>]
s me—dir

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[T A—=4]
<option>
A LU RNT ALY NUDOFHEERLZ 7ANVBEDT, TXTERLET,
A TrAN T4 L7 UICERT DR E R E R R LET,
RRT A — 2 B W OBYE
BEL 7 7 A LR RITR TR L EE A,
<names>
Ty ANBERET L7 NV AERELET,
RNT h— 2 B W DB
AL v TA4L7 M) OFEE—BRRLET,
mc-dir

MC L7 7 A V—EEFRLET,

(17411
MC FOo7 7 A N—ExFRLET,
>ls me—dir

[FREREA]
L

BE~DEE
L

EEEIE]

1. me-dir 1T MC S A > TWARWERAIZIZET T E R A,
2. MCZHEH L TWARVWREETZ T —L o284, IC 1T TA:] TRRENA2ZENHY 7,
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dir

B FRERTE N THIBR SNIEAKBERNONKR Y 7 v 2 A LOT7 7 AV —HEFRLET, 2k
/all, summary ¥ X UVdeleted /37 A —# ZH5E L WIGAIE, Is a2~ FERIEOMEEE 0 7,

[ABRERK]
dir /all [summary]
dir /deleted

[AAE—F]
—m— P E— RIS K OSEREEE T R

(NS A—=4]
/all

WL RFALT MY EO7 7 A V—E a2 ER % SO TERLET, delete 2~ RTHIBR S -
T AMIIA T v 7 AL TERRLET, deleted 7 7 A /WL T 7 A VAT EFEIN 1200
LCHRRELET,

summary

B T4 L7 hY) EOT77AN—EE2FRLET, delete 2~ RTHIRENZT 7 A4 /WIZ1EA o~
F o7 AU TERLET, deleted 7 7 A /W7 7 A VAT EFEIN 12 ML CTERLET,

ARRT A — 2 B OBNME
TrAN—E%E, FHEREEO TCRRILET,
/deleted

BESNENE T T v aAE) EOT_XCTDdeleted 7 7 A NVEA T v 7 AU TERLE
9, deleted 7 7 A WX T NNRAL TERLET, FETANRRLIIHEFEIN 124N TERRLE
ER

(17411
o NEZ7T7 v aArEU EOH LU T 4 L7 NUDT 7 A% deleted 7 7 A Vb HHETERRLE
3—0

B 4-1 Jall 5L summary ZHEELZEED 7 71 ILDORT
> dir /all summary
Directory of ./:

userfilel userfile2 userfile3
[userfiled]
>

o Wk77 v a AT LOBL U T 4 L7 NYDT 7 A NV EFMERMAETERLET, deleted 7 7
ANMZIA T v 7 AEEBRIIMEnE T,

K 4-2 Jjal 21+ EEBELZ7 7M1 ILDRT

> dir /all

Directory of ./:

- —rw-r——r-— user user 123117 Jan 27 14:18 userfilel
- —rw-r-—-r—— user user 344 Jan 27 14:55 userfile2
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6 -rw-r——r—— user

>

o LU I—bFDONHTZ T v aAEY LD deleted 7 7 A VA FHFHIFERIB L OA T v 7 AF S &

THERLET,

user

16 Jan 27 17:57 [userfile3]

X 4-3 HIBRZ77A4ILDOERT
> dir /deleted
Directory of /mcO:

4 user2 user 5555 Jan 27 11:10 [/usr/home/user2/testfile]
6 user1l user 16 Jan 27 17:57 [/usr/home/user1/usefiled]
>
[RERHA]
® 41 Al FTLa VEERORTIAS
& (#1) HE NE

1~2 AT v 2FS | HIBR7 7 ANDA T v 7 2K 5E2RLET (1~64)

4~13 7 7 A Vg BRFIFLTOEK L 2 £,
d: 74 V27 NVEMEERLET
e BRALMERD Y 2R L ET
w: HEIRALMERHY 2R LET
X FATHERDH Y 2R LET
B, BRINDIEMEIZITLTOEERIH Y E7,
+0MTH T4 L7 MU BMEERRLET
+1MTH AT —DOFHHRIALMERE R R L ET
+2H1H AT —OEXIALMERER R L ET
+3H1H A —F—OFATHERZ R R L ET
+HAHTH : T N—T DR IAMERE TR L ET
5 HTH SN T DOEEZIABERER R LET
6 HTH SN T OETHERERRLET
+THTA T DOMDOFEHADMER TR L ET
+8HTH : TOMOTFLEZALMERER T LET
+OMTH : EDOMDIATHER AR R L E T

15~22 F—F—4 TrANDE—F—HERmLET,

24~31 T N—T4 T ANDITN—T &R LET,

33~40 T AN AKX T ANDY A X A P TRLET,

42~51 7 7 A VEE B AL 7y ANOEFHAMERLET,

53~ 77 AN Ty AN ERLET,

& 4-2 [deleted 7 T 3 VIEEBHORTAE
K& (#7) HE AE

1~2 A F I 2AEKS |BIBRZ7ANDA T v 7 ZAFE SRR LET (1~64)

4~9 F—F—4 TrANDA—F—AERLET,

11~16 TN—T% T7ANDIN—TERLET,

18~25 Ty A NP AR T 7 ANDY A X% A MR TRLUET,

27~38 TZrANEHAN | 7 ANVOEFAMERLET,

66



4 AT« L—avETTFAILDIEE

& (#7)

HH

)

40~

HIBRZ 7 A V4

HIFR 7 7 A WA 2R LET,

[BIE~NDFEE]

il

L

CEEZHHE]

L
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cp

TrANEIAE—LET,

[AHRK]
cp [Koption>] <file namel> <file name2>
cp <file namel> mc—file <mc file name2>
(NB73 vy arEYLEDT7AILENMIZTES)
cp me-file <mc file namel> <file name2>
MCEDT7AINERNBETI TV arEYITIE-)

[ABE—F]
e — R kO R AR T —

[R5 A—=4]
<option>
T: T AV P LTaY—LET,
A AESRILT T AT 4 L7 NUBFHET 256, EESLTOEDRODHERE & £
KN T h— 2 W OB
fRESNTET7 7 AN EESHER L2V TaE—LET,
<file namel>

A =D T FANERELET, /L, abt—m R ANE T T v a AT FEOT 7 A NVLFR
ZHRELET,

<file name2>

A—RDOTFANERELET, F£/201F, ab—RLRINE T T v 2 AT EOT 7 A NLF
ZHRELET,

mc-file <mc file name2>
A=l D MC LT 7 A NVAHRERELET,

MC LD 7 7 A VEAFRCIE, TR (A7), " " (TrF—2a7), "" (VA4 R) »EMH
TEET, 7L, " (BUAR) TRTTAMITERCEZEA,

57 C & 2 305K 255 LT,

mc-file <mc file namel>
av—inked MC LO7 7 A VA fRELET,
MC ED7 7 A VAFRDIEEIZT AV R — R TE £ A,
8 T & D 3UFHUTHK 255 LFTT,

[E1741]
o WiEk7T7 v aAEY DT 7 A/ filel % MC ~file2 ¢ WHLHTaL —L £,
>op filel me—file file2

e MC L7 7 A filel ZNET7 T v a AEY ~file2 EWHIALHB T —LET,
>op me-file filel file2
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[&RREREA]

L

[BEADFE]

me-file $8EH, LA V2L A Y3071 b a/Ul &k DEEEREOBEREENCEERREZIEE LV EL L
TWABREETI, LAY 2L A¥ 307 e Fa/LoYicfio CHENRYNIEANH Y £5,

AEEHE]

1. mefile 1%, MC S A > TWARWEAIZIZEITTEEE A,

2. MC~DO7 7 A TEBRB~OAMHEEL 72V £F, mefile ZHET 2HE, 71 b3/l k2B
& & OBEGHERF O 12 0 ORI CEE B A W L V< LTWARETIE, v b Lokl
B L ORERREZES Lzb L, HELTLEI N,

3. MCZEHLTWARWREETZ I —LRo728E, 1C) BEO Ty 1% TA:] F7201% Ta:) TR
HIENRHY T,
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mkdir

LT L7 MY RERLET,

[AARK]
mkdir [<option>] <directory>
mkdir mc—dir <directory>

[AHE—F]

—fr—PE— FBLOEEEHEE— N
[N A—4]

<option>

P BT 4 L7 MU BROEEIC, BEIECTERLET,
KNT h— 2 WG OB
BT A L7 PUDBRBRWEEEFTT - LET BT L7 P ZERLEEA),
<directory>
FBUNERT 2T 4 L7 P UAERRRELET,
mc-dir <directory>
MC LIZHHT L7 U 2B L

MC D7 4 L7 FYARRNTE, #EFe A7), " (T F—2aTr), " (EVA ) B
EHTEES, 2720, " (BUAR) TRTTL24AMIMEHTE EEA,

FEIE T E D CFHTHOK 255 L+ T,
[E4741]

MC RIZHHT 4 27 BV newdir Z1ER L £9
>mkdir mec-dir newdir

[FREREA]
L

BE~DEE
L

EEEIE]

1. me-dir }X MC A AS> TWRWEEIZITEITTE A, £, pA T v a it TEEZ®A,
2. MCEEHLTWARWRETEZ I —LRo7854, 1C) 1% TA:] TERENDZZLERHY ET,
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mv

Tr7ANVDBEBLOT7 7 A NVADOEFEZLET,

[AB#K]
mv [<option>] <file namel> <file name2>
mv [<option>] <directoryl> <directory2>
mv [<option>] <names> <dir>

[ABE—F]
—fra—PE— PR IOEEEEEE—F
[N A=4]
<option>

-f

INE BRI LIS, MERICBE 2 FEITLE T,
KoNT A — 2 KR OB
WG A =V 2RRL, 77 ANVOBEBLIOT 7 A VHOEEE LET,
<file namel>
BEor (BEIAER) O7 7 A VA ERELET,
<file name2>
BEE LEEER) O 7 AN ERELET,
<directory1>
BEr (AETEERD OF 4 L7 M) AEEELET,
<directory2>
Base (HAEHE%) OF L7 NI AEBELET,
<names>
—OLULEDOBBILDOT 7 ANHEIT 4 V7 FUATY,
<dir>

Bo#EOT L7 FYATT,

[E176I] [FRREHA]

L
LBE~NDEE]
2L
GEEZEIE]
L
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m

BELEZZ7 7 ALVEHIBRLET,

[AARK]
rm [<option>] <file name>
rm mc—file <mc file name>

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[R5 A—=4]
<option>
T HRELET A VI FUVUTOTNTO7 7 A L aHIBRLET,
KNT h— 2 WG OB
BELLEZ 7 ANV ZHIBRLE T,
<file name>
HIBRRI R D7 7 A NGB ETIZT 4 V7 NV AERELET,
mc-file <mc file name>
HIFR9 % MC D7 7 A VAR EFRE L £ 7
FEE T & 2 3CTFHUTAK 255 LF-TT,
MC ED7 7 A VEATFOFREIZT AV FH— RIFERATE 8 A,

[ZE4THI]

MC ED 7 7 A\ filel ZHIERLE7,
>rm me—file filel

[FREREA]

L

[BIE~NDFEE]

2L

GEEZEIE]
1. mefile IX MC B A TWARWEAIZIIFEITTEERA, F72, 47V a VidFHTEEEA,

2. TrANBERET ALV I FVAIREERITEREENTVWAES, a~vV RBRANTErnzT
—LRBZEDRHVET, TDE XL, <filename>ZT A XV 27 (*) ZEELT, RO T 7 AL
EHRLENGHIBRL TSN, B, BEXTEE Nl Zo~v=aT7VvOiHh)l XFa—K—
B IORTXTFa—- KD H b, BERTLUNOXLTTT,

3. MCZ#EHLTWRVWRETZ T —L o288, IC 1T TA:] TRRENA2ZENHY £7,

72



4 VT4 L—2avETFAILDIERE

rmdir

HELET 4 L7 M ZHIBRLET,

[AHRH]

rmdir <directory>
rmdir mc—dir <directory>

[ABE—FK]
R —PE— FBLOEBEEREE— R
ASF RN
<directory>
HIBRRH R DT 1+ L7 P U A EHRELET,
mc-dir <directory>

MC EoF 4 L7 Y ZHIBRLE T,
MC EDOTFT 4 L7 NUARROIREIZT AV RA— NIIEATE EHA,

[R1741]

MC EOF ¢ L2 bV deldir ZHIFR L £,
>rmdir me-dir deldir

[FRERBA]
2L
BIE~DFE]
2L
CEEZEIA]

1. me-dir 1 MC 28 A5 TWRWESITIIFEITTE £ A,
2. MCZ#HHLTWARWRETZ I —Los2 54, 1C) X TA:] TEREINDZZENHY T,
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delete

AREBRAONET T v 2 AT LDT 7 A LEBIETEARTACHIR L ET, HIRTTIER T 7 4 A B0
LRI 64 77 A VETTT,

[AHRH]

delete <file name>

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[T A—4]
<file name>

HIBRT 27 7 A NDT 7 A NA a2 fRELET,

[E17H1]
7 7 A N & A TR ACHIR L £ 9

4-4 T 74 LD delete

> delete userfile
>

[FRREREA]
L

[BE~DFE]

L

CEEZEIE]
1. Ra~ RFTHEHAKTZ T vy a2 AT EOT7 7 ANETIBIETCEET, RAMT 4 27 L (AE)Y
B o7 7 A VITEETEEFEA,

2. W7 T vvaA® ) LICEEARERRTT 7 A L E2BRNT D T+0REENRNEAITIARa~ L RT
DOHIFRIITE /A,

3. ARavr RTHIBRLEZ 7 A VEEIET 55518 undelete =<2 REHEHLET,
4, Rav o RTHIRLEZ 7 A VESERICHET 256 1L squeeze =~ > REMHEH LET,
5. Ra~vr RCHIBRLEY 7 A V2R T 2583 dir 3~ P LET,
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undelete

B REARTEX CTHIBRENT-AREEFONKR 7 7 v aX®) FOT7 7 AV E2ETLET,

[ABRERK]

undelete <index>

[AAE—F]

— R —PE— FB L OEREEHEET—

[INT A—4]

<index>
FETLT77ANDA T v I AFZERELET, 407 v 7 AFKFT dir /fall 2< > REF dir
/deleted 2~ R TT 7 A VEFRRIET- & EITHIBRT 7 A MZED B THNZT 7 A VHEALDO 2 =—
7 18T T,

[ZE1T740]

delete =~ > R CHIR ST~ deleted 7 7 A /L& [A11E L £,

K 45 774 /)LDOEE

> dir /all

Directory of ./:

- —fW-r——r—— user user 123117 Jan 27 14:18 userfilel
- —fW-r——r—— user user 344 Jan 27 14:55 userfile2
- —rW-r——r—— user user 22310 Jan 27 17:38 userfile3
6 -rw-r—r— user user 16 Jan 27 17:57 [userfile4]
> undelete 6
>

[F~EREA]
2L

BE~NDEE
el

CEEZEIA]

1. Ao~y KRiddelete 2~ RTHIFRENEZNE 7 7 v a2 AE) EOT7 7 A NVETEBETE T,
m 2<2 RZEOMAERAWTHIBR L7 7 A MFEIECE A,

2. W77 vy aAEY LIZEETLI 7 7 A NVERNT DT 4 L7 MU DBBRWERIZT 7 A VERET
X EH A,

3. Ka<wr FCREETS deleted 7 7 A VDA T v 7 AOMERICIE dir 2~ REFERALET,
4. squeeze I~ R THEAICHZE LT deleted 7 7 A VL, Ka~wr RTRETEERA,
5. BLUY =T 4 L7 PUDBRHBT 7 v ¥ a A TRWEAIZE, Ao~y RIZERKRLET,
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squeeze

BRI Tl SN AEBRHONKE 7 7 v a2 AE Y Ed deleted 7 7 A /L (delete =2~ > R THI
BRL=77A40) ZREBICHEELET,

[ABRERK]
squeeze
[ABE—F]
—fR—VE— FBLOEBEEHEE—
[T A—4]
L
[ZE1TH1]
delete =<2 FCHIMR L7= deleted 7 7 A VA EEICHELET,

4-6 774D squeeze

> squeeze
All deleted files will be erased
(y/nm)?:y
Squeezing. .
Done
>
[FRERBA]
L
BIE~NDEE]
2L
CEESIA]

. Ka<URCTHENEZ T v a2 AT EO7 7 A VEFREETE ET,
2. Ra<w RFTHEHELEZ 7 A /Vitundelete 2~ RCHRIE T EH A,
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adduser

oA va—YROT T b EBMLET,

[AHRH]

adduser <user name> [no—flash]

[ABE—F]
HEEEHEE— R

[/

NS A—4]

<user name>

FHT A NOa—FAERELET, 2—VPAIF 1~16 XFTT, 2—VPAIHEHTE LT
%, 1 XFHIFET, 2 CFHUBEER T, ~ 7y (), BEXOT v H—=2a7 () T,

Fr, BENTHEAL TCWAROXTHNIEETE A,

root, daemon, bin, sys, sync, nobody, systemd-timesync, systemd-bus-proxy, messagebus,

remote user, admin, script

no-flash

HRT AT DER—=LT 4 L7 NV ENB T T v a AEVIHERLRNT, AE) RICERLE
7,

AT A —H B O
HRT AT DOER—LT 4 L7 NV ENB T T vy a2 AT VIERLET,

[E17H1]

1.

fusert] L WSROV A v1—HEEMLET,
# adduser user1

NAT—=RARLOFHe /A o a—FT oy RRENEH, UTOA vy Ee—URnHhEInEd,
User (empty password) add done. Please setting password

2. #IFTTHRRI—FEANLEY,
Changing local password for newuser
New password :skkxskokk
Z 2T [Enter] FIFASNLESRE, NAT—RARLOFH O 7 A v a2—FRERENE T,
3. HEDEHELES—ENRT—FEZAALET,
Retype new password:skskksokk
# quit
>
[FREREA]
el
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[BE~NDFE

L

CEEZHHE]

NRAT— ROREIL, ATETTEY oL TEERA, a~vy REFEITTLHENIT, NATU— FNRE
ONEEERLTLIEE N,

TTICBE LTIl A v a—TLITEMNMTE A, £7-, root, admin 72 EIIALEE NEL T H
LTWA7), alAfra—FL4L LTHEHATE EE A,

NRAT — ROLFEIL 6 LFLUEERET AL 2BIO LET, 6 LERMOXLTEZAN LSS
T —%2FR LETH, BEAADTIRETCEET, £/, RAU— FOLFHIT 128 CFLL T
ERELTLLIEE Y, 129 XTFEL EANLTEEAIE, 128 WFEE THAXRATU—RE LTREINET,
0E, ANTEDLFNE, BTEFTBLORRR T T, Mt It Fa—F—%] 22BL TS
Wy NAT— RIZIFRKLT, BFERERTE2E0LI L2880 LET, T XTHI/NLFONRRY
— REANLESAITI T —2FR R LETN, BEANTIIRETEET,

no-flash NT A —FZHIELTCTH T "2 BIMLTEEE, BNMLEZT T hOFR—LFT L7 MY
BLTFIZ 7 7 A VEER LWV TL E S0,

adduser =¥ RC, no-flash NTF A —F ZIEE L CEBMLIET U FOGAE, EEOFEEIZL
T, setexec-timeout, set terminal help 33 & U set terminal pager =~ > K CRE LT=HNEILT 7 4 /L bk
EICRY, 72, e X MNUKEOa <~ FRIEEIZZ V7 ShEd,
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rmuser

adduser 2~ FCTHEEINLTWEAR T A va—FoThor baHIBRLET,

[AHRH]

rmuser <user name>

[AAE—F]

HEEEHEE— R

(NS A—=4]
<user name>

NRAT—=RT7 7 AR ESR WD T v a—P L ERRELE T,

[E1741]
1. O A4 >a—H4f"operator'D1—HEFEHIKRLET,
# rmuser operator

2. WBEOQIA A —HEREHFIAhTLWNIE ROERAVvE—CFERRLET,
Delete user 'operator’'? (y/n): _

ZIZTY'EANLESA, TAUY REHIBRLET,
I T EANLESGA, ThHU Y bEHIBRLRANTCa~ Y F7r 7 MIEY £7,

[&RREREA]

L

[BE~DZE]

L

CFE%1E]

1. Ra<wr REERITLTNDI2—FOTh 7 MIBIBRTE A, iz X operator" T 7' > HIIA
a2 R C"operator" [ THIFRTE /A,

2. FIMEARRCHESN TS 2 —% ("operator") (FHIBRTE £9°,

3. 2—YEHIRT 2202 —YFOFR—LT 4 L7 MY DBHIBRENDDT, RFEBRLERT 7 A Wid=
—VOHIBRANC Sy 7T v 7% LTLEEN,

4, BELIca—¥PalA4 oA, mHice s 7y hEhET, LER-T, HIRdRO=2—
FliZ logout =2~ REIT exit 2v 2 RTHEFNIR 7T U b ZHTENTL I,
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password

RTA 2= PFDONRAT = FEEBRLET, UFDOXIIT, axy FANE— Lo TEMERRRY F
R

1. —f=a—PFE—RDFE, Ba—FORRT— REFARTEET,

2. HEEEFEHZTE— FOYS, 22— & enable D/XA T — REERTXET,

[AHRH]

password [<user name>]
password enab|e—mode

[ADE—F]
e —PE— FBLOEEEEEE— N

[IRZA—4]
<user name>
BIA v a—PRERELET, ERERET— KT, n/( L a—PRIENAOa—Y bIFET
EES
KRT A — 2 B OEE
Ha—¥ONR2AT—REEELET,
enable-mode

LEEMHE T — RIZBWT, enable D/XAT— RERETETET,

[E1741]
o 1A a—W4 operator D/XAV— RELEEST D,
# password operator
Changing local password for operator
New password:stttttrk <- FTLLVWVSRAT—FKZAALTLESLY,
Retype new password:sktktsdx <- FTLLVIRT—KZBAALTLESLY,
#

o HuJ A a—YDNRT—REERESTL (NTA—F7LE),
> password
Changing local password for xxxxxxx <- A5 A va1—HFENRRFTINET,
0ld password: sk <~ MADM/INRT—RFEANLTLEELY,
New password: sk <-~ FTLILWVIRDT—REANDLTLEELY,
Retype new password:skkkkikx <— FTLLWVSRT—FZBAALTLESL,

>
[FREREA]
L
BIE~DEE]
L
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1.

CEEZHHE]

IEEEHE T — FUATIIhe 7 a2 —F DAY — RIEETE A, BB, i (ra2—
P O/RAT — REFRFZ T Old password: (3 H /1 X E A, New password: 2> H A ZHRHTL 12X
U,

NRAT— ROREE, ANEF TRy oL TEERA, I~ REEITTIHNS, NATV—FRE
DORNEZMFE LT IEEW,

PNRAT— ROTFHIT 6 TFEULEARETDHL2BEIOLET, 6 LFREOTFEAS LTSS
7 —%FRLETH, BEANTIRETEET, /2, AU — ROUFEIL 128 CFLLT
EREL TSN, 129 XFLLEAD LEEGAIE, 128 LFETHARRTY—RELTRESNET,
E, ANITEDHLFNE, TEFTB LIRS CT T, it IXFa—F—%] 22BL TS
VW, NRAT— RITFRARLT, HTFEREFETEFELILeaB8O LET, T X THR/NLFO/RT
— READNLIESGEII= T —2F R LETH, BFEANTISRECTCEET,
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clear password

BUAa—FONRAT = REHIBRLET, UFDESIL, avy FAJE— R TEMERRL D F
R

. —fka—¥FE—FOBRE, Ba—Fo 27— REFHIRTEET,

2. EEEEHEE— ROBRE, £ —P & enable D/XAT — REHIFRTE £,

[AHRH]

clear password [<user name>]
clear password enable-mode

[ABE—F]
—m— P E— R L OSEREEE T R

[IRZA—4]
<user name>
R4 R R ERE LR, BRERET— N T, B a2 AILESO2— Y bIRET
EES
KRT A — 2 B OEE
Ba—H020— RFEHIBRLET,
enable-mode

LEEHE T — NIZBWT, enable D/XRA T — REHIBRTX £,

[ZE4TH1]
Ha—H#D/ 2T — REHIRT %,
> clear password
Changing local password for xxxxxxx <- Q454 vaA—HFELNRKRFTINET,
0ld password:kkkkskxx <~ WEDINRT—RKHEAALTLEELY,

Password cleared.
>

(&R REREA]

2L

[(BEE~NDFEE

L

EEEIE]
1. EEEHRET— RUATEHME 7 A v a—F DR ZAT— RIHIRTE £ A,
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show sessions (who)

AEBICR T LTND—FERRLET,

[AHRH]

show sessions
who

[ABE—F]

—fr—PE— FBLOEEEHEE— N
[INTA—4]

2L

[ZE1TH1]

K 5-1 REBIZOJA LTSI —HERTR
> show sessions
Date 20XX/06/16 12:00:00 UTC

operator console ——— 0 Jun 15 14:16 <-1
operator pts/0 admin 2 Jun 15 14:16 (192.168.0.1) <-2
operator pts/1  ——— 3 Jun 15 14:17 (192.168.0.1) <=3
staff pts/2  —— 4  Jun 15 15:52 (192.168.0.1) <-4
>

1. CONSOLE nHu 7 A v

2. UVE—MEMWRNGr A (4
3. UVE—MEMWRNGR A
4. VE— MERHBERNORTA

Wi
i
Ui

FHEET— )

[FRRaREA]

WROERER R LET,

o s A a—H4

o ity

o v FANE—F ("admin" CGEEEHEE—F) £F"——- " (e —FE—R))
o /A EFE

o Hff, Kl

o UiKDIPT FLA (VE— MERWANL T Z A LTV LHATET)

[(BEE~NDFEE

2L

FEEIE]
. vlArFEERnl A ra—Ve2mila 7Ty NTA35AIERALET,
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show whoami (who am i)

AEBIIR AL L TCWD—FDORT, 0avy REEFLER A v a—WFRFaFERLET, o
v RIS TWAS5E1E, TACACS+, RADIUS, B—H A RAT — FCRIES LIRS 7 7 A, =
v RU A MR ERRERR LET,

[AARK]
show whoami
who am i

[AAE—F]
——PE— FBLOEEEHEE— N

(/X5 A—=4]
L

[E17H1]

52 Ba—¥oBs4M4 vE&ERT

> show whoami

Date 20XX/01/07 12:00:00 UTC

operator pts/0  ——— 2 Jan 6 14:17 (192.168.0.1)
>

TACACS+%—/%, RADIUS —, E/zidm—A) (a7 47— aly) ko Tavy FRRNR
EINTWDEEIL, UTFOIERTE R £,
o staffl 7% TACACS+ ¥ — N TRILS NI E

7 FAFER LT, #FA[a~ KU R h'show" L HfilfR=~ 2 KU X [ "enable, inactivate, reload,

config, show ip" D% E I N TV DHLEDERTFERTT,

> show whoami

Date 20XX/01/07 12:00:00 UTC

staffl pts/0 ——- 2 Jan 6 14:17 (192.168.0.1)

Home-directory: /usr/home/staff1
Authentication: TACACS+ (Server 10.10.10.10)
Class: ——
Command-|ist:
Allow: “show”
Deny : “enable, inactivate, reload, config, show ip”

o staff2 % RADIUS ¥ — S CRBik S N6
7 7 A7 nomanage, 23~ NU Z M) reload DIGHE OERRFFERTT,
> show whoami
Date 20XX/01/07 12:00:00 UTC
staff2 pts/0  ——— 2 Jan 6 14:17 (192.168.0.1)

Home-directory: /usr/home/remote_user
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Authentication: RADIUS (Server 10.10.10.10)
Class: nomanage

Allow: ——

Deny : “adduser, rmuser, clear password, password, kil luser”
Command-|ist:

Allow: ———

Deny : “reload”

o staff3 N —H N AT — RCHRIAFSNIHE
7 7 A allcommand, 2~ KU X MOFEDRWIGEDRRERTT,
> show whoami
Date 20XX/01/07 12:00:00 UTC
staff3 pts/0  ——— 2 Jan 6 14:17 (192.168.0.1)

Home—-directory: /usr/home/staff3
Authentication: LOCAL
Class: allcommand

Allow: "all”

Deny @ ————-
Command-list: ——-
>
[ ~EREA]
% 5-1 show whoami A< > RRFEAR
KRTIEHE RTAR
22— DOREH AKavwr FEFET LYol eRRLET,
cnJAra—i4
-ty 4
cAvy FASE—F ("admin® GEEEFHREE—F) Eo@3——" (—
o —E—FR) )
cnJA L ET
- BAF, Bl
WARDIP T FL 2 (UE— MEAANOR A LT HETE
)
Home-directory F—LT 4 L7 NUBRERRINET,
Authentication FFEMER (RADIUS, TACACS+, LOCAL)

OFGEE#AE R R L E T,

RAD'US TACACS+TEIL4 uJ‘_Eéj/LfL li U £ }\WLA thE'H_‘—/\@Y }‘ LA

Authorization zva%mﬁ%(ﬂmNB+meU
gy REARBEREINTNDEAE, Python 27 U7 ki

Authentication Z 2R LA WTARIEE X R LET,
if;, TACACS+Ca~ }\ﬁkmu énﬁ_ i:l'?/ }\ﬁkmu
LAHERRLET,

commandline & /1~/v%1ﬁﬁﬁ LTARavwy REFITLIZ L ZI,

— DT K
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RRIEE RTAR

7T A Class 7T ABMERINET,

7 T ARED RN E T DRREINET,

WA T0 ) T AL iR E LIZE1E 7 T A4 ORI (Invalid Class) 23 Rk &
NET, B, Bhles T A4 ASCI LT EORRTERVILT
Dol AT ICER L TRRLET,

Allow 7T ARERFZ, TO7 FZAQFHF A a~vy R R NERERINE
—a’_‘O

7 Z AM"root" DA IE a2~ 2 FifilfRI% 72 < Command unlimited 733~ X
NEF, A7 T2 LTHATa<vr YA BHEESNTORWESIZ--

—RFIRENET,
Deny 77 ARERS, £D7 T ADIR=A < P A FABEPRERRSNE
‘é—o

7 7 AH"root" DAL =~ > FiillBRI%72 < Command unlimited 2327~ &
nNEd, KZ7ALLTHIBa~y RU R RBEEINTWRWEEIT-

—-NFEREINET,
a<w RY R b Command-list <y R R NORENRNGE, £ 7 A0 root" D5 1E-----753
FrEInET,
Allow FFafa~y KU A RRERIZ, ZOU XA FNONERFRINET, #FAl

avy R R RPRESHLTORWER TR TR SN ET, 2k, =
<2 U Z MZIEASCI LT EOFRRTERVITN S > e,
WEH L TRRLET,

Deny MR~ KU R RRERIZ, ZOU XA FNONENRFRINET, HIR
awy KU R RMBRESNTORNWEEIT---BERRINET, ok, =
<~ KU R MZFEASCH LF7 EORRTE RO FER S - 12551
WCEH L CERLET,

LBE~NDEE]

L

CEEZEIE]

1. vlArFRdnrfra—YEEkia s 7y hTA25AICERLET,

2. JIRELRa~ L R R MIFEASCIH XLFEREDFERTERWIIFND > T-HAIE IS ER L THER
L9,
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killuser

0y A PO —%%E, mHice 77y NS ET,

[AARK]

Killuser <login no.>

[AAE—F]

g —PE— P L OEREFRET— N

(/NS A—42]
<login no.>
Wifle 77T bRBEoOn A4 B FERELET, v A U F 1T show sessions v 2 R THEGRTE
ESc N

(=474 1]
show sessions 2~ K C, /7 v h3diznwa—Voa s/ 0 FeaiiEd, e r/A/4 0 FFE2HEEL
T, Ka<w s FEFETLET,
K 5-3 1—H¥0RJA o BESEEELTET
> show sessions
Date 20XX/01/07 12:00:00 UTC

operator console —— 0 Jan 6 14:16 <-1
staff pts/0 admin 2 Jan 6 14:16 (192.168.0.1) <-2
staff pts/1  ——- 3 Jan 6 14:17 (192.168.0.1) <-3
operator pts/2  —— 4 Jan 6 14:20 (localhost) <-4
>

> killuser 2 <-b

. B7AL&EZO

2. mrAUEF?2

3. BmUAVEES

4, v rA FKF4

5. avwU REFETLCWD—Fstaff (A 0 &E3) 03, n/ A & 2EBELCREIR 7T ¥
hEEET,

[ REREA]

2L
BE~NDEE
L

CEEZFHE]

. Aa<wr R, oA rPicEEl-ry hU—JEE, MRBEEREICL-T, ns A REICR->
FEFousfra—YaHla /70 v A320ICHEEN-a~ L R T, @Eon 777 hMZ
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Idlogout =~ FETexit 2~ FEHEML, BRFKLUMIIEH LW TL SN, RBr s A
VIRBBIZ e o FETHLHREBR T U MERRIC o Tr T U N LET,

2. Hfle T T FOMBIIARaw REFETL TS Ia2—VHEIIEECEEHA, BELEZEAIZT
F—LRVET, EEL, ary—rua s UoERTESEEERETEET,

3. Ravwr RTEgdul A U BEE2BELREH 7Y FTE501%, Aavr FEEITLTNWSL2—
PER—=T Ay bOa—WFITx LTET T, EFfRETH 1 OEE, nr A 0F5 3 O staff"idw 7
A FEF2 Ostaff" Rl e 77 7 hTEETR, vl A FEE 4 Ooperator" w2 7T U R TE
FHA, EL, arvY—nbRavy REFEITLESGERET, Be27 0 hoa—HFcxiL
THHHe /7o b TEET,

4. A<y ROFATREROFRPIZ, r—T7 N7 EORENEE LSS, Mille /70 hT&n
ZENBHVFET, ZORA, BEMRE LEZHE, Wlle T hahEd, £, BEENEIE LR
WAL, TCP 7'm ha D Z A LT U MRIZHHI e 77D hSET, TCP 7'r haidZ A LT
v NEERIE, EIROEEESCEIRAEIC Lo TR LETR, BB 105 TT,
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show accounting

THIT 4 VTR EFR R LET,

[AARK]
show accounting
[AAE—F]
g —PE— P L OEREFRET— N
(/NS A—42]
L
[E17451]

B 54 7HADUT 4 TEBROKRT
>show accounting

Date 20XX/09/26 10:52:49 UTC
Since 20XX/09/26 10:45:00 UTC

Event
Login : 15 Logout : 10
Command: - Config : -
Total 25
InQueue: 10
Discard: 5
[RADIUS]
Host: RADIUS111
Event Counts: 10 (Timeout: 30 Retransmit: 15)
Request Information Response Information
Send : 0 Success : 0
Communicate Error: 0 Failure :
Timeout : 10 Invalid : 0

Host: 192.168. 111. 111

Event Counts: 10 (Timeout: 30 Retransmit: 15)
Request Information Response Information
Send : 4 Success : 4
Communicate Error: 5 Failure
Timeout : 1 Invalid : 0

>show accounting
Date 20XX/09/26 10:52:49 UTC
Since 20XX/09/26 10:45:00 UTC
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Event
Login : 6 Logout : 6
Command: 0 Config : 60000
Total 60012
InQueue: 512 (Congestion)
Discard: 55000
[TACACS+]
Host: 192.168.111.112
Event Counts: 500 (Timeout: 0)
Request Information Response Information
Send : 500 Success 400
Communicate Error: 0 Failure 100
Timeout X 0 Invalid 0
[FRERHA]
= 52 ThorvTqa Y ERKRFER
#RIEH =S FOREFHIEER

Since HiEl B LAk yyyy/mm/dd hh:mm:ss 45/ B/ B4y R

Event THAIT 4T AR ORI EFRRLUET,

Login =R GV ROV NIEIF system 227 4 ' L—va VT, WMBRERDBA
NRUNDT AT T 4 T ERELTORNE
=, “"ERRLET,

Logout a7 7y Ry hOEK system 27 4 S L—3 9 T, AR LRDHA
RUNDT AT T 4T EREL T RN
=, “"ERRLET,

Command HEHa~ RETA XY FOEEK system =7 4 S L—a T, WL bA
m/b®7WW/T4/&% REL TR &
% > - %2‘%/7_‘ Lij—o

Config arvTZ 4 b—varavy RETAN |system a7 4 7 L—3 3 VT, ®iRE2bHA

N NDIEE- A/L®7WW/T4/&% RE LTV &
% > - %2‘%/7_‘ Lij—o
Total THIT 4T AR NORE REA X FoRE T,
InQueue EEHDER-STVAEAL U MK CREET DT IO T 4 T AR NI
ELTWDIEHEIL, #ERLERSTWDLT
BT 4 TAR M AEERLUET,
EEEn IR S, BEREE o TS
& X%, (Congestion) MFRINET,
Discard AN A PERE LT B TADT 4 T AR N EE ORI & 72
2, BIEINEAN MaE T L
*7,
[RADIUS] csystem DT AU LT 4T AT 4 7 L—3 g 2T RADIUS — AT DR EIC AR
STWABRAIZERLET,
+ % RADIUS — N ZHOWT, UUFDT AT T 4 o K2R LET, B,
RADIUS — a7 4 JL— a3 URRRERL, TRCHIEEA &L 2> TWEHE,
LRI Not configured & %R LE4,
Timeout IR B A DT R 1~30 (7))
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#rIEH =Y FoREHTER
Retransmit R E R 0~15 (=)
Host RIBDHRA NG ETLIP T RLA P — NOELEIRICE R LET,

Event Counts

T T 4T AR MK %5 RADIUS Y— 2@ L L 5 & LA~y

MR EFRLET,

Request Information

THY T 4 VERERERRLET,

Send

TR T 4 T EREERK o ABEB NP — NTEE L7ZEEK T,
EE A LT 7 M (Timeout) OPA LI 7~
rLETD, #fF=F— (Communicate

Error) OAIIAI 7 FLER AL

Communicate Error

TAT T 4 v TEREET T — a1 RA RBITHIT DT RLARRDH B0,
FEITY— DR N 72N E, =D

WEBTERPSTZHAICI T P LET,

Timeout

THOLT A TISEZA LT U MK =D ODIEENZA LT U~ LTESEITH

v hLET,

Response Information

TAHT T 4 TISERRERTILET,

Success T DT 4 T RIS E RS PN T T T 4 TINEEZE LT
Blcho s b LET,
Failure T T 4 v T RS RS PN T AT T 4 U TINELSNEZE L
BRI P LET,
Invalid M X b — VA R PSR e A v — VR E LTEAIT
Hhov hLET,
[TACACS+] csystem DT AU T 4T Ay T 4 7 L— g T TACACS+H— & 4 5 EIC 7R
STWAHEZHITFRLET,
+ & TACACS+Y— 2O\, UTFDT AU T 4 v IHiEIEFR R LET, B
TACACS+H— a7 4 JL—3 3 URRBRER, TXNCHREEA & 7> TV D4,
LLF I3 Not configured & 7R LEd,
Timeout WAL A LT T SR 1~30 (B)
Host RIBDHRA NG ETLIPT RLA P —NOBEREINRCE R LET,

Event Counts

T T A T AR N K TACACS+H— NITA L L 5 & LieA X

Y MuEFRLET,

Request Information

TAT T 4 TEREREFTRLET,

Send

TR T 4 T EREE R « ARAEB N — NITEF TE T,
CREZ A AT R (Timeout) DBPER, HfE
=7 — (Communicate Error) OBHIT A v

FLEEA,

Communicate Error

RA NGITHIGT DT RUARBRRONER0,
F I — SO IR B — "~ DiE
FERTERDPSTGARICI T N LET,

AR v a AT T — R

Timeout

THY T 4 T ESA BT
M

PN~ OEE - WENSA LT U LTSRS
AT FLET,

Response Information

TAHY T 4 TISERREFRRLET,

Success TH T 4 T S R P =X T T T 4 T E G LT
Blcho o FLET,

Failure THT T 4 RS R Y= XNETH T T 4 TR EZE LTS
Blcho o FLET,

Invalid MEZh A & — VIRE R P INH BN A Y=V EZE LIEEAIT

Ay FLET,
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BEE~DEE
L

[FEEHE]
el
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clear accounting

THY T4 THGEHERE 2 VT LET,
Ka~w v REFRERT, S —"~ORZERPOT IO T 4 o TAX SRHLIGEE, TOAX
FDOEZEET L THOEE S — ~OEZERFOT T 2B LET,

[AARK]
clear accounting
[AAE—F]
— g —YE— FBLOEEEHETE— R
(/X5 A—4]
2L
[E171]

55 FThooT4 TREHBODYYT
>clear accounting
Date 20XX/09/26 10:52:49 UTC
>
[FRERBA]
L
BIE~NDEE]
2L
CEESIA]

Ko<y REFTFHEETE S —R_NA~DOEZEBRTOT IO T 4 v TARX IRHLEEE, TDOA XUk
DEZEPKT LTHD, B — " ~DOEZEHFOLT 7 M 2B LET,
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restart accounting

T T 47 7ulT AeFiRELET,

[AHRH]

restart accounting [-f] [core—file]

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]
-f
BEBAA v E—V 2N LARNT, TAVCT 4770 s 7 2 2HE#LET,
ENAV S S -1 S SlliE
MR A v e—VEHNLET,
core-file
SR 2T 7 7 A VAR LET,
KRT A — 2 B OEE
ar7rANnEHLEE A,
TRTONRT A —ZBEREOENE
BEBHRAA v =V LEEbE, TAV T4 7Tl T 2eHELET,

[E17H1]

B 56 7hVOrT42T 7075 LBREBETH
> restart accounting

accounting program restart OK? (y/n):y

Date 20XX/12/26 11:02:42 UTC

>

> restart accounting -f
Date 20XX/12/26 11:12:42 UTC
>

[F~EREA]
L
BIE~NDEE]
2L

GEEZEIE]
a7 Ty ANDKENT 4 L7 P BIOEHIE, ROEEBYIZRY T,
¥H#T « L7 U fusr/var/core/
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27 7 7 A )V : acctd.core

BE7 7 AV TIAHET 5B, BRFICEEEST 20T, BERLEFHLNLOT 7 A VENY
77 7 LTLIEEN,
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dump protocols accounting

T T 4770l T ATHRILTWD, FFlA X2 b L —RAERBLOHIET -7 U E#®E 7 7
AN~ LET,

[AARK]

dump protocols accounting
[ABE—F]

—fFr—YE— FBLOEEEHET—
(/8T A—4]

L
[ZE1TH1]

57 FThYOUT42T5 Y THRRETH
> dump protocols accounting

Date 20XX/09/26 11:03:19 UTC

>

[F~aREA]
L

[BE~NDFEE]

L

CEEFE]
HAZ7 7 ANVOMNT 1 L7 P BLIOARRL, RO LBVIZRY ET,
¥eAhT 4 L2 b YU . Jusr/var/accounting/
7 7 4 JV : accounting_dump.gz

RIE7 7 A VBT TIAHET 25818, BRI EEST 0T, BERLELHONLDT 7 ANV EN Y
77 T LTLIEE,
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ssh

X7 VE—Fa s U ER a7 av RIEITHEREAREE L T,

[AARK]
ssh [{-4 | -6}] [-v <version>] [-| <user>] [-c¢ <cipher>] [-m <mac>]
[-b <source address>] [-p <port>] [-t] [<user>@]<host> [<command>]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

(85 A—=4]
-4 -6}
A EIBET DL IPvA IRETHERL T, -6 Z45ET D L IPv6 [RECTHERIL £ 7,
AT A — LB MR OENE
IPv4, TPv6 % [RE L7a W ChEfE L £ 7
-v <version>
BT A0 hars—Ta VEBEELET,

<version>{Z1E, 1 F/IT2BNEETEET, 1 ZI5ET D L SSHvI BRETHHRIL, 2 2HBET D &
SSHv2 [RE T L £,

KRN T h— 2 H W OB
Tu hann—Ta UERELRWTHERE L ET,
-1 <user>
PRAERF D — W4 & 16 LTFLINTHE L £
KRNT h— 2 B W OB

BEOu /A vra—FLRMERAESNE T, 27EL, <users@/37 A —XDIRENDDHEIL, %
Da—VLHEHHLET,

-c <cipher>

BEGICRI 9 2 Sl fms 505 K4 £ 3R &5 A 2R LE 7, SSHvl Tid 3des 7213
blowfish %, SSHv2 CIXRIIRTHE S HFRALD ENDERETE £3 (F 51T SSHv2 OEIEN 2 7R
LE9),

1. aes128-gcm@openssh.com
2. aes256-gcm@openssh.com

3. aesl28-ctr

4. aesl192-ctr
5. aes256-ctr
6. aesl28-cbc
7. aesl92-cbe

8. aes256-cbc
9. 3des
10. blowfish
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11. arcfour256
12. arcfour128

13. arcfour
AT A —H B WERF OB
SSHv1 T 3des ¥ & [R1 UL TY, SSHV2 TIX FRld X THAFZTY, L oERIEM I eV %
D
-m <mac>

BEECRIR T B A v 2 — DRI — FHRAFIEE LT, KIORT A v — VBRI — FHRA D
ENIpEHETE 9 (B3 SSH2 OBEIAN 28 LES), 708, SSHvl HftOHAIL, AT
A—Z ORETWSE 20 £,
1. hmac-sha2-256
2. hmac-sha2-512
3. hmac-shal
4.  hmac-md5
5. hmac-shal-96
6. hmac-md5-96
KoNT A — 2 B OB
FRIXTHEDTT, LROBRIEMIZHENET,
-b <source address>
SSH #Efi DIAE LT FLAZRELET, IPvd 7 RL R, IPv6 7 RLAZFETE ET,
KRT A — 2 B OEE
EEILT FLATHBIIC@EREhE T,
-p <port>
it SE SSH ¥ — "OR— FEGZZ4RE L £9, EOHPHIL 1~65535 TT,
ART A — 2 B OEE
R—hEFIE 2 2R LET,
-t
<command>/3T A —X THET D 2~ > FEITRRS, (AR ZMERICHT Y 5 TE4, ALLEH
LThkFaTa~vy FETEZT 58I ENLETT,
KRT A — 2B OEE
AR R 22 SRAAVICE D Y TER A,
<user>@
PRERF DL — WA 2 HRE LT, f7E TE 2 30T L ORI T, i 1% 19 X
Fa— K& 2B LTIEEN, A<user>NT XA —% LW HIE LB AX, AT A= ORE
EREREINET,
KRT A — 2 B OEE

HEOu 74 va—a iR ENET, 72720, -l<user>/3T7 A—X DIFENH DBE1L, D
a—FHEFHLET,

<host>
B D SSH Y — N ELET, mA M, IPMT KL A, IPv6 7 RLAZIEELET,

<command>
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Heforde SSH — " THEITTL2a~vr RERELET,
ARRT A — 2 B R OENE
Petgede SSH —NICY E— hr /A U LET,
FTRTONRT A —FEWEFEO T
% 0 [RNRG X — 2 BUREOTIE] (HHOBIEICRY £,

[R1741]

6-1 SSHY 547> h&EALTHRR b hostAexamplejp [T E—+OT A >
> ssh hostA. example. jp
operator@hostA. example. jp' s password: sxkkkx

B 6-2 SSHY 547> &EALTHRR b hostA.examplejp [C1—H4 staff #iEELTYE—+AY
A4

> ssh staff@hostA. example. jp

staff@hostA. example. jp’ s password: skkksk

K 6-3 SSHYSA4 7> b##EALTHRR bk hostA.example.jp Tshowiparp AT > FEEFa7a<v Y
KT

> ssh -t staff@hostA. example. jo show ip arp

staff@hostA. example. jp' s password: sekkksk

Date 20XX/04/17 16:59:12 UTC

Total: 2 entries

[P Address Linklayer Address Netif Expire Type
192.168.0. 1 0000. 0000. 0001 VLANOOO1 3hbbmb6s  arpa
192.168.0.2 0000. 0000. 0002 VLANOOO1 3hb8mb6s  arpa
Connection to hostA. example. jp closed.
>
[FRERBA]
L
BE~NDEE]
el
CEEZEIA]
1. -<user>/3T A—H THETEX RN —FAEHBETIHAE, <user@/ X7 A—F&EHHLTIEX
AN
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sftp

X2 T FTPICL T 7 A NVERELET, 2D~ RNiE, SSHV2 ZiF TRt T £7,

[ABRERK]
sftp [{-4 | -6}] [-] <user>] [-c <cipher>] [-m <mac>] [-P <port>] [<user>@]<host>

[AAE—F]
—fm e — Rk OB T —

[T A—=%]

-4 -6}
4 FBFRET D L IPv4 [RETHEREL T, -6 245ET 5 & IPv6 [RETHEREL £7°,
AT A —Z B OEE

IPv4, TPv6 % [RE L7a W\ ChEf L E 7

-1 <user>
AR DO L —F 4 % 16 LTUNTHRELET,
ART A — BB OEE

BIEOr 7 A va—PaMERSNET, 72720, <user@/ 37 A —F DIEERH HHEIE, £
Da—YPHEMHLET,

-c <cipher>

B R R 9 5 Hamms 5 5 X4 F I GRG & B A 2 HE L E 4, RICRIES 40 L
NNERETEET (F51L SSHV2 DELIEMN 2R LET),

1. aesl28-gem@openssh.com
2. aes256-gcm@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr

aes128-cbc

NS v kW

aes192-cbe

8. aes256-cbe

9. 3des

10. blowfish

11. arcfour256

12. arcfour128

13. arcfour

ARNT h— 2 B W OB

FRIXTHARDTY, REROERIAMICHENET,

-m <mac>

BRUCRIAT oA v b —VRAEa— PR ZHREL £3, RIRTRA v —VfiE=— R4 0
ENnataETEET GEHIT SSHv2 DESEIRM 2R LET).,
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1. hmac-sha2-256
2. hmac-sha2-512

3. hmac-shal
4.  hmac-md5
5. hmac-shal-96
6. hmac-md5-96
ANT h— S B OB
BRI RTHEZ T, ERLOEEIRMIZENET,
-P <port>

Bt SSH r—OAR— MESEHEE L £7, EOHPHIL 1~65535 T,
AXT A — 2 B OEE
A= EFIE 2 2R LET,
<user>@
RRERED 2 — P ZFRE L E T, FE TE 20T EH TR LOSCE T, dfflix £ 19 XX
Fa— R ZBRLTESN, d<user>/3T A—% LHGHRE LIZHEE, AT A—FOFEE
EREEINET,
AXT A — 2 B OEE
BfEou 74 va—FARERENET, 72750, I<user>/XT7 A—XDEENHHLHEIE, 0
a—YPLEHEHLET,
<host>
oD SSH b —~ZfgE L ET, AR M, IPVAT FLA, IPv6 7 FLAZIEEL £,
TARTDO/RT A —ZHMEREDOEE
% D AT A —2BUERFOBE] (ZFRBOBEICR Y 7
(=471
6-4 sftp $#£#: T staff.conf 7 7 € L ZEniE
> sftp staff@hostA. example. jp
skk SSHv2 EBEE sk
sftp> Is
staff. conf test. conf
sftp> get staff.conf
Fetching /usr/home/staff/staff. conf to staff.conf
/usr/home/staff/staff. conf 100% 4115 4.0KB/s  00:01

sftp> quit
>

sfip 1%, 1RO fip 70 77 AL FERROBEA L F 72— A THEHTEEY, Ka~v o N7, Imr 7
FUsip>"REIRENTND & &, WIRTa~wy FafffTEET,

quit
exit
bye
TV r—a kT L Tstp 7T AT LET,
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cd <path>

VE—FRZA DT L7 MU EBEILET,
led <path>

B—NNVIKARDT 4 L7 b EBELE T,
pwd

VE—RFAMDODHVY T 4LV T7 MU EFRRLET,
Ipwd

O—ANBRA MDAV bT 4LV P 2RRLET,
Is [Is-options [<path>]]

VE— PHRRA bO<path>D7 7 A M —BEAFTLET, <path>ZRELRVBHEE, DLV T4 LY
FNIDT77AN—EEFRLET, 1A T aBRETDE, 77 AVOHER, FIAHE, VA X,
EHRA 2 RRLET,

1ls [Is-options [<path>]]
2 —J VR A ND<path>D 7 7 A N—EERFLET, FMIERLDO s =2~ FEFELTT,
get <remote path> [<local path>]

VE—FMRAMNPOLR—ANVERA MIT 7 A NEREELET, £z, "get*xt"EHET D &, HEOD
T ANEEETEET,

getiImget E L THANTEET, ANTELH T A—ZHEEILF L TT,
put <local path> [<remote path>]

O—HNVHRA NSV E—RMRAMITZ 7 A VEEELET, £/, "put*uxt"LIRET 5L, HED
Ty ANEEIETEET,

put/Imput & LTHANTEET, ANTEDLINRT A—FOHKRRIZFE L TY,
rm <path>
U E— bR A hD<path>ZHIBR L £7,
mkdir <path>
VE—FBARMIT 4 L7 Y ZRIERLET,
Imkdir <path>
HB—HNARAMIT 4 L7 Y BIERRLET,
rmdir <path>
UE—REARDT 4 L7 MY ZHIBRLET,
rename <old path> <new path>

U E— h A A | D<old path>4 Fi & <new path>Z FRIZZEH LE9d, 7275 L, <new path>SMEET D854
%, AHELELEREA,

progress
LR ORRBFROFR RSV EZET,

?

help
O RONLVFRA v —V%FRUET,
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[&RREREA]

L

L

CEEZHHE]

Ko< FEfHL TARERBICT 7 A NV EIRET DRI, AEBEOZEFENEELLI ELTWD
Tr7ANT A XELDRENZEEMRLTOD, EEEL T EE,

RKa<w s REFHLT, a—bVLEA RN EOT7 7 A VEERELTEEEZ LARWVWTLEEN,
RKa<wr RTT 7 ANVERETEDT 4 L7 B OMHREZER L THE, IEL T EE N,

A<user>/RT A —H THRETE VW —VFAEZHBET 2561, <user@/ X7 A—XEFEAL TS
AN
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scp

X2 T abt =l Lo TCT7 7 A N EIRELET, SSHv2 F721% SSHv]l T T 7,

[AB#K]
scp [{-4 | -6}1 [-v <version>] [-| <user>] [-c¢ <cipher>] [-m <mac>]
[-p] [-r]1[-P <port>] [Kuser>@] [<host>:]<directory/file>
[Kuser>@] [<target host>:]<directory/file>

[ADE—FK]
T RB L OB EE T
(NS A—4]

-4 | -6}

-4 FIBET D L IPv4 IRETHR L C, -6 Z45E T D & IPv6 [RIE CTHEfE
RoRT A — 2 B W OBYE
IPv4, IPv6 % [RE L RN TERE L E T,
-v <version>

iy o7 m han =g U EEELET,

LET,

<version>{Z1E, 1 F/ZIX 2 EETEET, 1 2fET DL SSHvI [RETE#RL, 22 ETH &

SSHv2 [RiE THEfE L £ 97
KRT A — 2 B OEE
T R A= g ERGELRWTHER L E T,
-1 <user>
PRAERF D — W4 % 16 IFLINTHE L £,
AT A — 2B WER OB

BEOu /A ra—PEREHENET, 2721, <user>@/3T7 A—ZDIRENDHIBEIL, %

Da—YHEMHLES,

-c <cipher>

Bt (R 9 2 idghms =5 7 R4 F 7 T8GR & 55 7 N 2468 L £ 97, SSHvl Tl 3des 7213
blowfish %, SSHv2 CIIRIIRTHE S LD ENDEREE T £9 (F 51X SSHv2 OELIEN 2 7R

LET),

1. aesl28-gem@openssh.com
2. aes256-gcm@openssh.com
3. aesl28-ctr

4. aes192-ctr
5. aes256-ctr
6. aesl128-cbc
7. aesl192-cbe
8. aes256-cbe
9. 3des
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10. blowfish

11. arcfour256

12. arcfour128

13. arcfour

AKoRT A —Z B OEE

SSHv1 Ti 3des i€ £ [F U T, SSHv2 Tl LRI _XRTHAENTT, Lt OB IZHEWE
—a’_‘o

-m <mac>

BRI A v —URBEa— FHFRAZBELET, RITTRTA v —VRiEa— FHFL4 D
EnnERETCEET (FEIL SSHV2 OELNEN 2R LET), 728, SSHvl B DHGAIL, A7
A—Z OIRTITES L 720 £,

1. hmac-sha2-256
2. hmac-sha2-512
hmac-shal
hmac-md5

hmac-shal-96

R

hmac-md5-96
ARRT A — R B OBNME
LRI _XTHAER T, EEROERIEMICHENET,

P
Ty ANVBIEE FADAZ TR LET,
KoRT A —Z B UERE DB E
T ANBIEE Z A DAL T a = b &S EEA,
-r
V7T 4L M) ERRICaE—LET,
AT A —Z B R DEME
BT7TF4 v M) ERRICaE—LEEA,
-P <port>
Heftde SSH —~"OR— MEFEHEE L ET, EOMMAIL 1~65535 TT,
ARRT A — 2 BRI OENE
R— BT 2 A LET,
<user>@
RAERF D2 —Y 2 HE LE T, 5E TX 2 0FIETH L OB T, aEfiE & 19 X
Fa—F—E] ZBRBLTIEESN, d<user>/3T A —F LB GEE LIEHAIE, AT A—ZDHRE
B SIET,
ARRT A — 2 BRI OENE
BfEOw 7 A va—YPEAMEFASET, 772 L, -I<user>/3T A —Z DIRENH 2HAIL, FD
a—YPLEFEHLET,
<host>

<target host>
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Pt SSH Y —NZHELET, A ML, IPvaT RL X, IPv6 7 RLAZFELET, IPv6 7
R L2 IXAFEIN JTHATHRELET,

IPv6 7 KL ADFEEHR : scp aaa.txt [2001:db8::10]:aaa.txt
<directory/file>
TAVLI NI ETrANLERELET,
FTRTCO/NT A — B IEREOEE
fE e D THNRT A—2BUEREOEE] ICEROEEICR Y F7,
[E1TH1]
6-5 B—AHILD staff.enf & 1) E— b —/\ 2%k
> scp staff. conf staff@backup. example. jp:/usr/home/staff/staff. conf
staff@backup. example. jp’' s password: sk

staff. conf 100% 89 0.1KB/s  00:00
>

R et LTRSS A SR CcE £9, ZofE, =2—YousA 5T 417 bY (A—A7 4 L7 b
V) KT BRI £,

(&R REREA]
L

[BE~DZE]

2L

CFEFIA]
1. Ravwr REMEHLTREREICT 7 A VEIEET DA, AEEOFEZFENIEHEELLI LLTND
Tr7ANTA XL Y RENVWZ LEHERLTHE, IEL T IZENY,
2. sshavwy RTabv—%oT 417 NIBIORT7 7 A VOHEREZHRAL THE, aB—LTEEW,
3. UVE—bFF—NG U E— M —RADREIIRY AR — hOOFHTEEFA, =712k E
7

4, d<user>/¥T7 A—H TIETE RV —VFHERET DG, <user@ 37 A—FZFERALTLEE
AN
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show ssh hostkey

ALEE D SSHVI/SSHV2 AR A NABRSREE 7 4 o H—T" D v bERRLET,

[ABRH]

show ssh hostkey

[AAE—F]
— R —PE— FB L OEREEHEET—

[INFA—=42]
2L
[E1741]
® 6-6 SSHv1/SSHv2 ;RR FBEREE T4 o H—T Y2 FDOERTR
> show ssh hostkey
Date 20XX/01/20 12:00:00 UTC
srpokrdk SSHY1 Hostkey sokrdorok
1024 65537 143208397557440082468455829280312741777235381400368300748962897902811470971617190681
30329961764685888351434661056975452466508609208470597192976847466387347351427370908874719325645

96419372319390705570816760886075101366729576574493325142090118432673869752313880565824743562323
38907312254624506000110965090474847 1024-bit rsal hostkey

Fingerprint for key:
SHA256: i Ca |HPVQ8MeBHBT fORJDWgu,/MIGEHYVolWgeguwiMwlg
MD5:dc:9b:cb:8b:3e:a0:b1:02:87:f7:06:cd:da:63:52:¢c2

sorpokrdok SSHY2 DSA Hostkey skerstorstoor

ssh—-dss AAAAB3NzaG1kc3MAAAGBAOr87z0uq09VyulwVdMfysKS5CEcXFfHPz JJMyA786MdRhk9F r7ch8u65QHz jM+4/1Ge7X
EMU6SggxcNRh | | al3b50ep66UCOEtoAGgIWFmsZvhf784zE ] luzZd0Zayaaf 1sqQNm|ZhM8ngcVhYH5uD |UBM/89 j1B712U
+p jcJ6SR jFAAAAFQCXan ImCvKAUF46GF+16UdZXaBeFWAAATEAYy j/pHnizaQWLT i 4A8MwMmUFduqay 1KagyE6vPpG2JKNp i
ugm2Szk9nlabSjJiARBkaCdeT/Wr4rdjOYaKdcrW18XoW1xvS0i/19NY6+45ePDMIParW6uP Ik 7593 7vNgSaLMcCKrv+75Y
DDv3tob4HU5/qvy7ZJv31Pu2bUrabasAAACAQz7TOT5KeDcL1ZsYv3 I VXTwvF910s jladcOaiKn900aRrdRUOLmeCOIddTV
VIF/50yFEXaz8V4EHWATu | +iEeeksYR8Lnr5UQRboXJ9b/dAXMnat4z39tekuwP1XxNI7vhEkfn7iLwEh+fUcTobP8yYcQc
9StPei in3nwn+cQXw= 1024-bit dsa hostkey

Fingerprint for key:
SHA256 : 0+GPxz5Qt jOD8WCEK2HhhHDK jocEY3IEIeF+|tuwJU4
MD5:e8:18:71:1b:31:ba:c0:21:ee:ce:88:0f:78:e4:d7:09

skordokk SSHY2 RSA Hostkey stokstofork

ssh-rsa AAAAB3NzaGC1yc2EAAAADAQABAAABAQCXHWN1 jOPsRNDNTPiUbxb jhm8HyMk TFcAEe9EqPU1/ppp8j73cHJBuUL6e
ZDok6cGH1FBrCspE+y j+CFDhNaLR j joJoBwfpCCkTNJZ jT7sDCK jiF4vuPIfpi TEZYQmkG7bfZdmhKIwtB8Bhnpy05trInZ
pafaa7Hght5hkmtJ6YgBuUASTOhVYJi TuF i tESPxpt6LkuMpUcV+6Gg8gMkDCATEaakXPcKFVByY3GH | fDyMy 1mWr x4NNYktf
T7i|PafpdMtXQjWzsFQdTmALVKE8URMShIwPsqzq6zGaMLNrw6ETFAEJ63JZ1nT20m6yCTGSIRE07T0APNWZQUbZCtOSLJr 1
2048-bit rsa hostkey
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Fingerprint for key:
SHA256:N j/kt3eeKAI0/LnkIgdPKoD31RvAH3 jW2cRPWOUAB | g
MD5:45:17:41:10:6d:7f:33:88:17:94:d5:60:d8:91:99:c4

sxrrrkk SSHY2 ECDSA Hostkey swrorokork

ecdsa-sha2-nistp521 AAAAE2VjZHNhLXNoYTItbm|zdHATMjEAAAATbmIzdHATM EAAACFBAAOA75zwWMOyX+naTVz | SP
wiEuZMZ6 jh5nwTF8KyUEDX2QKWmJV iW5TYL Iani okERSYnMPWQZGSKNPuMav | 9VHOYwCJ8YEdtrOgneei4V jvt0q1i0iOwZ
5sXNNU IKO9LE3rvGoGevywMxOfWYP1 jdurUz7NsgHcVmWmZEgVyg9uk | oEEQ== 521-bit ecdsa hostkey

Fingerprint for key:
SHA256: jTz5rFJIA6olrYrWKb6EueKvHcyCQAXAT jYUTN+orgag
MD5:0c:c1:c4:8a:38:b0:46:66:2e:ff:f2:44:3c:57:88:4e

[FEREA]
L

LBE~DEE]
L

CEEZHHE]

l. T2 A4T7 0 MIEoTHR—FENTWVWE T A HT—FYV U FDO/ANy 2T LT Y XLNE
BT, ALEETIE SHA256 74T Y XA EMDS TAI Y XADM G 2FRRFELET,
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set ssh hostkey

AREEE O SSH A~ A MET (AR L ORES) Z{ERLET,

[AARK]
set ssh hostkey [{rsal | dsa | rsa {1024 | 2048 | 3072 | 4096} | ecdsa {256 | 384 | 521}}]

[AAE—F]

HEEEHEE— R

[INTA—=4]
{rsal | dsa | rsa {1024 | 2048 | 3072 | 4096} | ecdsa {256 | 384 | 521}}
TERLT DR A MERT OFEEAEE LET
rsal
SSHvI [f]{F ? RSA 7R A MEEAT ZER L 77,
dsa
SSHV2 [f]1F 0 DSA 75 A MEAT ZAER L £ 3,
rsa {1024 | 2048 | 3072 | 4096}

SSHv2 [A)iF D RSA 7R A MNEEST ZAERL L £97, AA MEDR S1F, 1024bit, 2048bit, 3072bit,
4096bit 7> HIEAFE T,

ecdsa {256 | 384 | 521}
SSHv2 [A]iF ® ECDSA R A MEST ZERL L 3, A A MEOR IIE, 256bit, 384bit, 521bit >
HEAFET,

AT A — S B HER DEYE
SSHv1 [81F @ RSA 5 A NfE~2T7, 35 T8 SSHV2 [Ali) @ RSA A N7 ZERR L ET,

[E17H1]

6-7 SSHvV1/SSHV2 TR X FMERT7TDZER
# set ssh hostkey

WARNING!!

Would you wish to generate SSHv1 RSA and SSHv2 RSA hostkeys? (y/n): y
Generating public/private rsal key pair.

The key fingerprint is:

SHA256 : nxeQp jv+aQ0QXo6Waqg0Q9Bk | wosYJ7K3kkUCXgXwwBg
MD5:a6:7e:c8:3c:0a:d7:ae:e8:78:58:66:8e:9e:be:e8:3a

Generating public/private rsa key pair.

The key fingerprint is:

SHA256 : fD1gAY5v/ybGewFybchsJd1r3gMCnYKGTdKJrOTwAtke
MD5:42:06:3d:06:50:3a:29:4a:2a:79:2f:3c:d4:cc:ea:48

The hostkey generation is completed

#
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6-8 ECDSA KRR FERT7DESR
# set ssh hostkey ecdsa 521

WARNING!!

Would you wish to generate the SSHv2 ECDSA hostkey? (y/n): vy
Generating public/private ecdsa key pair.

The key fingerprint is:

SHA256: jTz5rFJIA6oIrYrWKb6EueKvHcyCQXA1 jYUTN+orgag
MD5:0c:c1:c4:8a:38:b0:46:66:2e:ff:f2:44:3¢:57:88:4e

The hostkey generation is completed

#

[FRRERAA]
L
[BE~DFE]
L

CEEFIA]

1. SSHvl [A]i} @D RSA 7R A MEAT 35 KTV SSHv2 [A]1F D RSA 78 A MEAT 1 30][0] 0 35 & L B |2 B B4
BEND70, BETEHEETILEETH Y THA,
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erase ssh hostkey

AREEE O SSHV2 AR A MERT (AR K OMER 2HIbRLET,

[AHRH]

erase ssh hostkey {dsa | rsa | ecdsa}

[ABE—F]
HEEEHEE— R

(/X5 A—=4]
{dsa | rsa | ecdsa}
HIBRT 2 AR A MERT OFHEZFEEL £ 7
dsa
SSHv2 DSA 8 A hE~T ZHlR L £,
rsa
SSHv2 RSA 8 A MENT ZHIFR L £,
ecdsa

SSHv2 ECDSA 7~ A ME~T ZHIBR L £97,
[ZE4TH1]

6-9 SSHv2 RSA KRR FMERT DHIKR

# erase ssh hostkey rsa

WARNING! !
Would you wish to erase the SSHv2 RSA hostkey? (y/n): vy

The hostkey was erased successfully.

#

(&R REREA]
2L

[(BEE~NDFEE
2L

CEEZEHE]

1. SSHvl OFR A MESTITHIBRTE E WA, SSHvl ZEH LAWEAIE, v 74/ b—gravy
K ip ssh version TRE L TL &,
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show ssh logging

SSH — _OEMRED b L—2n V&2 F R L ET,

[ABRH]

show ssh logging

[AAE—F]
g N R OB — F

[T A—=%]
2L

[=1741]
X 6-10 SSHY—/\D kL—RABJ DR
> show ssh logging
Date 20XX/12/04 15:30:38 UTC
20XX/12/04 15:30:35 sshd[4021] Disconnected from 192.0.2.1 port 34506
20XX/12/04 15:30:35 sshd[4021] Received disconnect from 192.0.2.1 port 34506:11: disconnected b
y user
20XX/12/04 15:29:36 sshd[4021] Starting session: shell on ttyp0 for sshusr from 192.0.2.1 port
34506 id 0
20XX/12/04 15:29:36 sshd[4021] Entering interactive session for SSH2
20XX/12/04 15:29:36 sshd[4021] Accepted publickey for sshusr from 192.0.2.1 port 34506 ssh2: RS
A SHA256:EurqlJf/
yKwi xDk8bN i CSG i +aVmgFVLx+PyrXQV6dxQ
20XX/12/04 15:29:36 sshd[4021] Postponed publickey for sshusr from 192.0.2.1 port 34506 ssh2
20XX/12/04 15:29:36 sshd[4021] Failed none for sshusr from 192.0.2.1 port 34506 ssh2
20XX/12/04 15:29:34 sshd[4021] kex: server->client cipher: aes128-ctr MAC: hmac—sha2-256 compre
ssion: none
20XX/12/04 15:29:34 sshd[4021] kex: client->server cipher: aes128-ctr MAC: hmac—sha2-256 compre
ssion: none
20XX/12/04 15:29:34 sshd[4021] Client protocol version 2.0; client software version OpenSSH_7.3
20XX/12/04 15:29:34 sshd[4021] Connection from 192.0.2.1 port 34506 on 192.0.2.100 port 22

[&RREREA]

Mo —2u 7 ORRFEREZRITRTLET,
yyyy/mm/dd hh:mm:ss sshd[ 7R+t X&E] message
1 2 3

1 BeA BREUE, A, B, B 5, BEFRLET,
2. TrERAES P07 nb AR TERRLET,
3. Avk—v: bL—RA DA vE—VEFRRLET,
F—2BT DR vE—VENEEROERIRLET,
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%= 6-1

FL—RBTDAYE—DERE

Ayt—

ES

<authentication method> authentication disabled.

<authentication method>/3f# H T& £ A,
<authentication method> : = —WFEREH =

<function>: <message>

AR MR LUE L,
<function> : ##E
<message> : WHINE

[fusr]/home/<user>/.ssh/authorized_keys, line
<number>: non ssh1 key syntax

Bk SN Tm o — VAR SSHVL DABIETRVWLDONH Y £
L7z, SSHv1 OABISFRIECIIER SN EHE A,

<user> : *—H¥4

<number> : AB#ET 7 A LNOLT

Accepted <authentication method> for <user> from
<host> port <port> <ssh version>[: <key type>
<fp>]

<authentication method>{Z & 2 == —¥FRIEICH I L & LTz,
<authentication method> : = —3EFEH =

<user> : Z—H4

<host>: U E— h7AR Ak

<port>: UE— RhAA RDKR— |

<ssh version> : SSH & h /L 3—0 5 > (sshl F 7213 ssh2)
AFRERRAEDGEITIROEHR R L ET,

<key type> : =t— /A BRGEAE I

<fp>: 2—FAREEDO T 4 > H—TV b

Bad protocol version identification '<string>' from
<host> port <port>

<host>2y B ARIERNN—V 2 Vil &2 ZE LE Lz,
<string> : ZA{5 L7z"\— 3 kBl 1

<host> : UE— F7AR A N FE 72T UNKNOWN

<port>: UE— hAHR A FDOAR— FFE 1L 65535

Client protocol version <version>; client software
version <software version>

PIGAT L RO FaNAR—Tg bV T N 2T A= g
CERRLET,

<version> : 7 haN—T g

<software version> : Y7 hU =T /N—T g

Closing connection to <host> port <port>

<host>& DEHGEAA T LE LT,
<host>: UE— FRA K
<port>: UE— KRR RDOKR— K

Closing session: usr <user> from <host> port
<port> id <session id>

SSHE v a &2 TLET,
<user> : L —4

<host> : UE— hAHKA |

<port>: UE— FAHRA RDR— |
<sessionid>: v 3 ID

Connection closed by <host> port <port>

<host> & DG EIILE LTz,
<host>: UE— hR A |k
<port>: UE— FFEAFDFR— |

Connection from <host> port <port> on <local
host> port <local port>

<host>D<port>H L EEE S TV E T,
<host>: UE— FRA K

<port>: UE— FFEAFDFR— |
<local host>: U &£— A A b
<localport>: UE— FAA FDAR— b

Connection reset by <host> port <port>

<host>& DA UIMT L E L7=,
<host>: UV E— hR A b
<port>: U E— hFEA FDR—k
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Ayt—: AE
Could not write ident string to <host> port <port> | <host>~/3— g VikBlF2XETEFHATL,
<host>: UE— hARA |
<port>: UE— hAFEA FDFR— |

Did not receive identification string from <host>
port <port>

<host>/H /13— g VBl EZE TEERHATLE,

<host>: U E— hHR A b
<port>: UE— hAFEA FDHR— |

Disabling protocol version 1. Could not load host
key

SSHv1 AR A MENRFEAIAD EHA T LT, setsshhostkey =2~ >
RTHAA MEZFEER L TIZEN,

Disabling protocol version 2. Could not load host
key

SSHV2 R A MENFEAIAD EHA T LT, setsshhostkey =2~ >
RTAA MEZFEER L TIZEN,

Disconnected from <host> port <port>

<host> & DHEEFEZ VI L E L7,

<host>: U &— h7RA

<port>: UE— RhAA RDKR— |
Disconnecting: crc32 compensation attack detected | CRC32 ¥ % #a L7=7=%, GIr L ¥ L7z,
Disconnecting: deattack denial of service detected | DoS ¥ % a1 L7=7=%, Bl L £ L7z,

Disconnecting: deattack error

IO OBEZ M LTziz, Gl LE LT,

Disconnecting: Too many authentication failures

ﬂ;&@mu uE%E&%*ﬁHﬂI L/ﬁ_ﬁ_y)@[—ﬁ LF L/ﬁ_o

Encryption type: <cipher>

w5 5 Kid<cipher> 2 A L £4,
<cnpher> : w5 i 4

Entering interactive session for SSH2.

SSHV2 Dt v a v #RBLE L,

Entering interactive session.

SSHvVI Dt v a r#RBLE L,

error: <function>: <reason>

=T —%=HRHLELE,
<function> : H&4E

<reason> : Ji[Xl
error: auth_rsa_verify_response: RSA modulus too | /ABHEERRFE T35 RSA SRV NS E £ 5,
small: <size> < minimum 512 bits <size> : fiRE
error: buffer_get_bignum2_ret: <reason> NEHEECERE R H Y 7,

<reason> : B ELH

error: buffer_get_ret: <reason>

AFHEBIZRE R DD 7,
<reason> : S

error: buffer_get_string_ret: <reason>

AFHEEIZRE R DD 7,
<reason> : S HEH

error: key_from_blob: <reason>

ANBHEIZBRER DD 7,
<reason> : 7 HLAH

error: maximum authentication attempts exceeded
for [invalid user] <user> from <host> port <port>
<ssh version>

<user>(Z X B i KABRERITIRI B OBim 2t L E L,
invalid user : fE4%h7p 2 — P4 OEEITE R LET
<user> : :L~47LZ.

<host>: UE— h&H A K
<port>: UE— hFEAFDHR—k

<ssh version> : SSH 7’ & s =)L 3— 5 > (sshl F 721 ssh2)

Exec command '<command>'

awy FRFEITENE LT,
<command> : 2~ K

Failed <authentication method> for [invalid user]
<user> from <host> port <port> <ssh version>

<authentication method>{Z & 5 = —WFRFEIZRM L £ L7,
<authentication method> : :L~47Luu FEH

password : /XA T — R3E
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Ayt—:

HNE
publickey : /A BHSEFEG
none : HEZEE
invalid user : N7 2 — L4 DOLEASICFERLET
<user> : :L—ﬂ‘%
<host>: UE— R A K
<port>: UE— hAFEA FDFR— |

<ssh version> : SSH 7’12 f 2L 3— 5 > (sshl F 7213 ssh2)

fatal: <function>: <reason>

AT CE VT —% i L7272, sEHIcE T LET,
<function> : F%{E

<reason> : Ji[A]

fatal: auth_rsa_verify_response: <reason> ABRSEERE CHE 9% RSA #EZ BH ET,
<reason> : F LN

fatal: decode blob failed: <reason> NBASERRE TR T 28R E N H D £,

<reason> : FLEELH

fatal: Login refused for too many sessions.

SSH - — S~FEfE T D v a VNS, HeiES LE
L7,

Bt L DI AR LR L T TSN,
O clear tcp =2~ > K CHIWrd 52,
DEFFESTLIZE,

Rt v g FIARER

fatal: Timeout before authentication for <host> port

B A RN Z A LT U R LE LT,

<port> <host> : UE— hAR A b
<port>: UE— KRR RDOKR— K
fatal: uudecode failed. ABHEFERECHHT 28 ICEER’DH Y 5,

Generating 1152 bit RSA key.

RSA — a4 L TWET,

input_userauth_request: invalid user <user>

R CTE VW a—FEREESNE LT,
<user> : L—H4

kex: client->server <cipher> <mac>
<compression>

IIATV RInbY— N T =23 LTV E
iR

<cipher> : F:im T = X4

<mac> : A v E—URGEa— FHFRAA4

<compression> : JEHE 5 24

kex: server->client <cipher> <mac>
<compression>

s TAT v bR Ty L LT E
T

<cipher> : g5 54

<mac> : A /w‘z~‘/au§E:~ FERA4

<compression> : J£E 5 24

Postponed <authentication method> for [invalid
user] <user> from <host> port <port> <ssh
version>

<authentication method>{Z & 2 = —V3BFEAREE LE LT,
<authentication method> : == — ¥ FFF 7

invalid user : #5h 72 2 — L DLGAICFR L ET
<user> : ;_ﬂ—%

<host>: UE— KA K

<port>: UE— FFEAFDFR— |

<ssh version> : SSH 7’12 s =L 8—3 5 o (sshl £ /=13 ssh2)

probed from <host> port <port> with <id>. Don't
panic.

<host>/H<id>TERR SN E L7 REH  £E A,

<host>: UE— F7KR R K
<port>: U E— hFEARDR—k
<id> : N— 3 EREIT
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Ayt—

ES

Protocol major versions differ for <host> port
<port>: <server id> vs. <client id>

<host>& D SSH 7'z b /L X—3 3 o Ai<server id> & <client id>
TR F,

<host>: UE— R R K

<port>: UE— FARA FDR— |

<server id> : T— =0 5 EREI T

<clientid>: 7 747 v b= 3 VERBIT

Read error from remote host <host> port <port>:
<message>

VE—FERAMDPLOZEZT—TT,
<host>: UE— R A K

<port>: UE— hAFEA FDFR— |
<message> : T —HNE

Received disconnect from <host> port <port>:
<message>

VE—RHRRA ML CHII SN E LT,
<host>: U E— F7RA b

<port>: UE— KRR RDOKR— K

<message> : UE— FRARMDLDRA vE—Y

Received disconnect from <host> port
<port>:<code>: <message>

UE—FARAMILo TR &ELE L,

<host>: UE— R R K

<port>: UE— hFEA FDFR— |k

<code>: UE— 7R A BB S NZ#kA = — K
<message> : UE— FKRA MMNDLDA vE—Y

RSA key generation complete.

RSA Hh— NgtAEAER L E LT,

scanned from <host> port <port> with <id>. Don't
panic.

<host>2>H<id> TR S E L7e 3 REH 0V £8 A,
<host>: U E— hA A b

<port>: UE— FARA FDR— |

<id> : N— = AT

Sent 1152 bit server key and 1024 bit host key.

PN PEE R MEEEELE L,

sshd: no hostkeys available -- exiting.

BRNIRRA MBI T LET, setssh hostkey 2~
TARA MEEFAER L TIIZEN,

Starting session: <session type> [on <tty>] for
<user> from <host> port <port> id <session id>

SSHE v a v ZBBLET,

<session type> : SSH & v o g > OFER] (shell, command,
subsystem 'sftp'7 &)

<tty> : SR EH

<user> : L —4

<host>: UE— hAHK R I

<port>: UE— FAHRA RDR— |

<sessionid>: v 3 ID

subsystem request for <subsystem> failed,
subsystem not found

<subsystem>Z B R S E LA KmLE Lz GEY4T5
<subsystem>{IF7E L EHA) o
<subsystem> : R Y7 T 2T L4

subsystem request for sftp

sftp e A Bk & E L7z,

Transferred: sent <tx>, received <rx> bytes

WDBENR IR SALVE LT,
<tx>: FET—F YA X (byte)
<rx> : ZfET—2 %A X (byte)

trying public RSA key file
[fusr]/home/<user>/.ssh/authorized_keys

SSHv1 D ABHSFEREZ RIT L TV ET,
<user> : L—H4

Unable to negotiate with <host> port <port>:
<reason>: Their offer: <offer>

<host>¢ XAy — g 0 TEEH A,
<host>: U E— hR A b
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Ayt—U A

<port>: U E— hFHEA FDR—k
<reason> : JR[K|
<offer> : U E£— hAR A FDIER

Unknown packet type received after authentication: | FRFEMZICRIE/R /N M & A T<type>h = 5 LE LT,
<type> <type>:SSH 7 FA TV "NA v —U XA T

User <user> not allowed because <message> BEx—FiIa /A o TEEREA,
<user> : Z—HW4
<message> : fHATER

User uucp not allowed because shell fEE=—V (uucp) e/ oA TEEHEA,
Jusr/libexec/uucp/uucico does not exist

Warning: keysize mismatch for client_host_key: IIAT Y MEARAMNEOESRESTHNERA,
actual <size1>, announced <size2> <sizel> : EFRO#HE

<size2> : [LE SR

Wrong response to RSA authentication challenge. | RSA FEFEDINE B ME > TWE Lz,

LBE~DEE]
L
CEESIA]

1. B 273&EK 64Kbyte E TIRIFSNE T, INEBATEE, TVe b BHIICEEISNLET,
2. SSHY—or7iE, AEEOEFRAZ OFFICLIVBEFBH LIV T2 EHEESNLET,
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clear ssh logging

SSH — _OEMRED hL—2n V&2 HELET,

[AHRH]

clear ssh logging
[AAE—F]
EEEHEE— R
[INT A—4]
L
[E17451]
6-11 SSHHY—/\D FL—XOTDEE

# clear ssh logging
Would you wish to CLEAR the SSH server's log? (y/n): vy

Clear Complete.

[F~aREA]
L

[BE~NDFEE]

L

CEEFIA]

L
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7 FZIDEKEE NTP

7 BRFZIDEETE & NTP
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7 BZIDEREE NTP

show clock

BUERE SN TS AfY, FAlEZFRLET,

[AARK]

show clock

[AAE—F]

— R RS L OB ST — R

[R5 A—=%]
L
BUEDR A 2 FR LE T,

[E1741]
BAEDRA & FRT HHATUTOa~ > FEANLET,

> show clock
Wed Jun 22 15:30:00 UTC 20XX

>

[F~aREA]
2L

BIE~NDEE]
2L

CEEZEIA]
L

122



7 FZIDEKEE NTP

set clock

AfT, Bz 2oR, BELET,

[ABRERK]
set clock <[[[[yylmm]lddlhhlmm[. ss]>

[AAE—F]
—fm e — Rk OB T —

[INT A—4]
yy
FEOT2HMEHELET, FHETEX HHEIX21~37 TT,

AZzBELET (1~12)
dd

AZEELET (1~31)
hh

BRI Z4EE LET (0~23)

NEEELET (0~59)
SS
BEEELET (0~59)
TRTONRT A —Z W OEE
g, 8, B, FFE, B, AR ARRE) 1A TEETR, BEHTEITOL I ICHEEAKE L TULRE
TEEHA,
[ZE1740]
2021 F9 H 1 H 15K 30 DR ET AU Toa~v FE AT LET,
> set clock 2109011530
Wed Sep 1 15:30:00 UTC 2021
>
LBE~NDEE]
Web FBAEB L UO'MAC BFEZEH L TV D56, BEICEETLIZ LNV ET, a7 47— a v
HA R Vol.2] 1541 AEEBOFREBLIORELTROEE] 22 L TEE0,
GEEZEIE]
1. AMEETUEL T BHEHESRO CPU AR, BANEEINZHETOZ VT E&NhET,
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7 FZIDEKEE NTP

show ntp associations

i KTV D NTP — N O@EfEREEA FHR LT,

[AARK]
show ntp associations
[AAE—F]
g —PE— P L OEREFRET— N
(/NS A—42]
L
[E17451]

7-1 NTP —/ D EEIRERT
> show ntp associations
Date 20XX/01/23 12:00:00 UTC
remote refid st t when poll reach delay offset disp

xtimesvr 192.168.1.100 3 u 1 64 377 0.89 -2.827 0.27
>

[FRREHEA]
% 7-1 show ntp associations AT > FORTHNE
KRIER B
remote NTP =B &R LET, R, B—HL¥ A L= "ERE L TWDHEEIX"LOCAL (1)

"LFRRENET,
[NTP H— 4 DFEIAD 71— R DOFE ]

s B EERR T E 2 WE IS stratum [EO 7= MR & L2 NTP H—
T SEREA L LTS T D NTP =
" RIS TR NTP —%, 7272 LiEBED LIREZE 2 TWhET
GRS U7 R NTP H—

[ZDOMOFSE : 7 X FOFER, MEhe Lz NTP H—3)

refid [F] NTP H— 3728 [[H] L T2 2 ML NTP H— 3
st NTP H— 30 stratum &
t Y= FERER L ET
[P— FHBI D TR DEBR]
W AE=F Y AR =ANTHD L BN LET
"Bt T = RFY R NP =R THBEI L ERLET
"M== NNTHHIEERLET
when NTP Y — N L85 L TV D EATE, NTP = "B DIRE D/ v FEBZE LT 5B ORRH

OB 2R LET, 7ok, RAREES 0 MUTOHAIT "2+ L £ T,
B TFORREDERDEE]

124

X AUE—E T a7 AT ALK o THEA ST NTP H—3 (falseticker)

Reffl 2R LET, NTP = BN UG AL, NTP Y — S8R IR L 72l o



7 FZIDERE E NTP

RRIAHE Bk

"mt HEATHDLZ EERLET (2049 BU EDOBE)
"h B CH D Z L AR LET (301 LA EDGE)
"dt: FEAMCTH D ZEERLET (97 BELLEDEA)
BELPTIRFERENTOWTRBICE RV RVWES, BPEMNTHHZ L E2RLET

poll NTP =" ~DR—V o ZRfEZ R LET (B 0 )
reach BERTREMEZ 8 S TR L E T
delay FHLCWDEH TRy hOBIRY —ATO b —X LOFEOBENEEZRLE T HEA: 2
V)
offset F7%y MEZRLET A S UH)
disp FHILTWAY TRy hOBBY —ZATORLEEERLET A : S UR)
BIE~NDEE]
2L
CFrEsE]
7L
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7 BRIDOHRELE NTP

restart ntp

27— 77 )V NTP %r— "z FHiiZ# L £ 7,

[AHRH]

restart ntp
[AZE—F]
EEEHEE— R
[INTA—=4]
2L
[=1741]

K 7-2 NTP H—/\DEFE
# restart ntp

#
[F~aREA]
L
LBE~DEE]
L
CEEZEIE]
L
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8 A—TFT414YUT«

diff

WBELEZ>O77ANLVRELAKEL, fiESREZFRLET,

[AARK]
diff [Koption>] <file namel> <file name2>
diff [<option>] <directoryl> <directory2>

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[R5 A—=4]

<option>
At RXFE/NLFOENE B L ET,
o HADYTT 4 L7 PV LT, FREICEA LET (T 1 L7 b UIRER),
KNT h— 2 W OB

HELLE7 7 ANVELZ, REFLNLFOENSEO TR LET,

<file namel> <file name2>
WS 27 7 AN ERELET,

<directory 1> <directory2>

BT 2747 PUAEBELET,

[E1761] [FRREREA]
# diff aaa. txt bbb. txt
3d2 (e 1
< Test 3
6¢h (e 2
< Test 6
> Test 66
Tal (e 3
> Test 8
#

1. aaatxt D 317HD"Test3"2 bbb.txt TIZHIFRENTWAZ L EZRLTWET,
2. aaatxt @ 61T H D"Test6" & bbb.txt D 517 H"Test66" (272013 HDH 2 LR L TWET,
3. bbb.xt ® 7fTHIZ" "Test8"MEMEINTNWEHZ L AR L TNET,

[BIE~DFEE]
2L
CEEZEHE]

RKa<w RTa4AHRS, FUALEOT XA N7 7 A NVEFRET S &, "fusr/bin/diff: memory exhausted” & 7R X

NTEPTRTTHZLBHY £,
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8 A—TFT414YUT«

grep

RELLEZ 7 ANVERRLT, EELLAAY—raagtiTa i LET,

[AARK]
grep[<option>] <pattern> [<file name>]

[AAE—F]
o — B LU EEES T — I

(/X5 A—=4]
<option>
-0 RFEFHROFATORIUATE S 2 AN ET,
A KT, ANLFEEREILRWTHREKELET,
KNT h— 2 B WG OB
RELLET7 7 A vE, RIXFLALFEXBILTHEL, ITEFEMTRNTRRLET,
<pattern>
BRFBLTFINEELET,
<file name>
Ty AN EIRELET,
RNT h— 2 H WG OB
& & 7o<pattern> A AREA NN HIRBR L EF,
FTRTDRT A —F B OB
FEE S 7o<pattern> A AREA NP HIRER L EF,

[ER1THI] [RTERBEA]

L
LBE~DEE]
L
GEEZEIE]
L
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more

BRELLEZ 7 A NVORNEEZ —BHESTZTERLET,

[AHRH]

more [<option>] <file name>

[AAE—F]
A — T — B L OB ST — ]

(/X5 A—=4]
<option>
N BATOSRIIATE SRR LET,
AT A — 2 HMERF OB
TEFEFRILEEA,
<file name>

Ty AN EIRELET,

[R1TH1] [RTERBA]

2L
[BE~OHE]
2L
CEEZEIA]
L
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less

BRELLEZ 7 A NVORNEEZ —BHESTZTERLET,

[AARH]
less [Koption>] <file name>

[AAE—F]
A — T — B L OB ST — ]

(/X5 A—=4]
<option>
-m: e MOHICBETO Ry T =V e R LET,
N BATOIFAIATE SRR LE T,
KNT h— 2 B WG OB
BUEATON— o T =V B I MTESEFR R LEEA,
<file name>

T AN ERELET,

[ER17HI] [FRREHA]

2L
BIE~NDEE]
L
CEESIA]
2L
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tail

FRELIET 7 A VORRE SNTALELEZ I LET,

[AARH]
tail [<option>] <file name>

[AAE—F]
A — T — B L OB ST — ]

(/X5 A—=4]
<option>
N KEPLDO nfTEHIILET,
KRoNT A — 2 KR OB
RENOD 10472 LET,

<file name>

Ty AN EIRELET,

[R1TH1] [RTERBA]

2L
BIE~NDEE]
2L
CEEZEIA]
L
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hexdump

NFF T T HRRLET,

[AARH]
hexdump [<option>] <file name>

[AAE—F]
A — T — B L OB ST — ]

(/X5 A—=4]
<option>
b1 FTEIC8ERTRRLET,
€1 FTEICHR YT X TERRLET,
KRT A — 2 B OEE
1A FZLIZ 16 R TRRLET,
<file name>

T AN ERELET,

[ER17HI] [FRREHA]

2L
BIE~NDEE]
L
CEESIA]
2L
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show version

AIEBEIHHAIAENTND Y 7 Py =T RFERINTHWDLIR— FOFRER R LET,

[ABRH]

show version [software]

[AAE—F]
— R —PE— FB L OEREEHEET—

(/X5 A—=4]
software
YT hU =T OFRIZTERRLET,
KRoNT A — 2 KR OB
AIEEIBIAENTNWD Y 7 bU =T EREFRERRLET,

[E17H1]

91 VIR zT7DN—=2a VT ERTT HHEDRTH
> show version software

Date 20XX/04/01 02:54:45 UTC

S/W: 0S-L2N Ver. 1.0

>

B 92 YIrDITERESNTWSR— FOBERERTT HHEDRRH
> show version
Date 20XX/04/01 02:56:29 UTC
Model: AX2340S-24P4X
S/W: 0S-L2N Ver. 1.0
H/W: Main board
AX-2340-24P4X-B [PA023424P4X0S0000LBH004]

>
(&R REREA]

& 9-1 showversion A > FRTFRE—E

RTIRHE RRNE RTEAER
Model EEET L _
S/IW V7 Ny TIER V7 v TR, N—T g
H/W
Main board Main board 1 AXXXXX-XXXXXX 1 T4

[ssss - - -ssss] : v U 7 LA

[(BEE~NDFEE

L
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CEEZHHE]

L
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show system

EAREER TR LET,

[AARK]

show system

[AAE—F]

g —PE— P L OEREFRET— N
(/NS A—42]

L

[R1741 1]

X 9-3 show system a7 > K&RRHI
> show system
Date 20XX/01/16 17:53:12 UTC
System: AX2340S-48P4X, 0S-L2N Ver.1.0
Node : Name=
Contact=
Locate=
Elapsed time : 00:45:03
Chassis MAC address : 0012. e23e. b20f
MC Configuration mode : disabled
Zero-touch-provisioning status : enabled(no change)
PS1 : active
Fan : active No = Fan1 (1) Speed normal, Direction = F-to-R
PS2 : notconnect

Fan : active
Fan : active no = Fan3(1) , Fan3(2)
Speed = normal, Direction = F-to-R

Main board : active
Boot : 20XX/01/16 17:08:19 , operation reboot
Boot device : primary
Fatal restart : System O times , SW O times
Lamp : Power LED=green , Status LED1=green , Status LED2=green
Board : CPU=1600MHz , Memory=1, 808, 284KB (1765MB)
Temperature : normal (26degree)
Flash :
user area config area dump area area total
used 7, 872KB 172KB 32KB 8, 076KB
free 498, 220KB 114, 620KB 99, 368KB 712, 208KB
total 506, 092KB 114, 792KB 99, 400KB 720, 284KB
MC : enabled
Manufacture ID : 00001683
257, 824KB used
3,612, 960KB free
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3,870, 784KB total

[E176 1 DFRRERA]

% 9-2 showsystem A<y FRTFAE

=RIEH RTEAR RREFHIEER

System LE T L -
V7 by =T EHR V7 by = TR, N—Ya v

Node J— R -
Name AT BWALFR —PERFRET DA TR
Contact HAE S L —FRRET DB
Locate B HT 2—PRRET DR ELT
Elapsed time PRI IRE R FEEELENEE > B OB R

Chassis MAC address

EEA MAC 7 RL 2

MC configuration mode

MC EHE— FOEEIREE

enabled : %)
disabled : #£%)

Zero-touch-provisioning
status

PuZyFFrordag=TH)
{EE— RORENRAE

enabled(<status>) : Eu ¥ v F7urya =7
EE — NiEE)

<status> : JEE HHRA DA E

- no change : ®H722 L

- change : Z4H Y

disabled(<reason>) : i % Eh{EE — KiLd)

<reasoon> : B EIEE — MBI O

- no configuration : ¥u X v F7rntya =1
7B TE M2

s linkdown : €u ¥ v FrFubya=r 7oA
VET = ANY 7 HE YRR

- no ip address : IP 7 R L 2 HUiG2L Rk

- file get failed : 7 7 A JVES AL

- file read failed : 7 7 A /L FEAAIA SIS

- file write failed : 7 7 A L E X ALK

PS EIR —
FBIR O EE active : 1EFfIAA
fault : filfs7e LIRS H
notconnect : ARHEH;
Fan 7 7 CEIRRRE BEIRREL 7o TVNB 7 7 V&S
Speed 77 VEHEA E— R normal : 3@ Az
high : & iz
stop : fEILRTE
Direction 7 7 I F-to-R : Front 2% Rear HEX
Fan 7 7 L DIRKE active : 1EFfIAA
fault : 5
notconnect : ARk
Fan 7 7 CEIRRRE BEPREEL 2o T D 7 7 V&R
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FRIEH EHNSES RNFEHIEHR
Speed 7 7 VEHEA E— K normal : 18 7 A4
high : i [El#s
stop : fEILRTAE
Direction 7 7 oI5 F-to-R : Front %% Rear JEX
Main board Main board 5 % -
Main board O EI/EIREE active : Bfly
fault : &5
initialize : #1H{LH
Boot CPU D& CPU DL &)
CPU DL &) LK - EJHON, F2Iix P LRV E)
operationreboot : U 7 — k=<2 R
fatal : FRECE) (FEILE)
Boot device EEYT SA R primary : WiE 7 7 v ¥ = A& U )bl i E)

secondary : W7 7 v v 2 AFEY DRy 7T v
T T N =T HEE)
MC : MC 75 it

Fatal restart

PRI K % PR BRI

System : fEFE(Z L 2 25 O P LB [E14L

SW: [EEIZLAAAL v TF 7T at vy o
[ EIE~ s

H OEECLAEBOHESREL, EEOH
EEN D 1L EEA T2 Lk s E
T, A v F 77 uwy FOHEREEREIL,
LEE OB E /I IR OREER A 1K
PLEEAT 2 b E T,

Lamp LED 7R light off : VAT
green blink : S0
green : kAT
orange blink : 48 50K
orange : F& AT

Board CPU D1 CPUDZ T vl

Main board D3 A E U H 14 X Main board MZEHE 2 E U H14 X

Temperature T IR normal : IE% (BC LV &< 75°CHMm)
caution : VEE (BCLLTFE 7213 75°CLL 1 80°CHK
i)
T EER =R 80CL kit Y7 Y
=7 BMEIELET,

Flash il F AR RS W77 v art) EOT 7 ALV AT Ml
MR &
user area : = — RO A &
configarea : = > 7 4 7 L —3 a VEBEOM A
"
dump area : & > 7RI O FH A A
areatotal : = —WHgElk, =7 4/ L—a
fEIR, &2 THEROAEARROAFHE

A RS W77 v arT) EOT 7 ALV AT LR

A&
user area : —— YAk O Rl H R &
configarea : =7 4 7' L — 3 EKO R H
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FoRIEH ECHNSES RNFEHIEHR
K
dump area : % > 7 HEBORE AR E
areatotal : = —fElg, a7 4 /L —va
I, XU THEBOERERAREOGFHE
At ERS W7 T v aA®) EOT 7 A RT MMl
ARELREAREBEORHAEE
user area : = — RO AR & & REREE
DEFR &
configarea : =7 7' L —3 a VIO A
BEREABRBOAFER
dump area : & > 7 HEI O A B & AR S &
DE AR
areatotal : N7 7 v > 2 AF VD7 7 A L
AT LMERR R L REAREDOGHA R
MC MC DYRHE enabled : MC 7 7 & A A B
notconnect : MC K44
-------- AEDLDTEREABMCIZT Z7EALT
VDR
Fei 123 Manufacture 1D : MC D HUyE#E5 4
ik % 2R3 MC LD 7 7 A Vs AT KE A
TRefH 7 2R MC D7 7 A Ly AT AARAE R &
AR RS MC D7 7 A Vv AT MERK & & KA
BOGEAR
X1
FANX(y))D 7 #—~< v b CT7 7 VOMNEFREZLH L CWET, 2oLz, o /CEKICHL SR
TWDAFE OXIMIROED L D12V 3, Fo, ERCECTRINDI AR, ZEiTEESmE»
b RICGEDOMERMRERLET,
£ 93 I77UBELERDITBLIUVERLEDORIG
AU RBLTERRY R ERLE
FAN1(1) GRIEECE
FAN2(1) 1 A2 FEIR
FAN3(1) EEERnA 1
FAN3(2) EREmA 2
EY)
MC DIREE enabled D & X1 TF/RL E 1,
e
W77 v a2 A ERIEIMC EOT7 7 A LT 2T oD HER L REHNEEELTLET,
%4

IO TEEARMCIZT Z7EALTWHWET, FMZ2BWT, BEITLTLIEEN,

[R174 2]

FRBIR DYV — A ERIZHOW TR LET,



B 94 1)Y—RIEHRDFRKHI

> show system

Date 20XX/06/17 15:09:34 UTC

System: AX2340S-24T4X, 0S-L2N Ver.1.0
Node : Name=System Name

Device resources
MAC-Address table entry : current number=1014 , max number=16384
System Layer2 Table Mode : mode=0
Flow detection mode : layer2-1
Used resources for filter (Used/Max)

MAC IPv4 IPv6

256/ 256 n/a n/a
Used resources for QoS (Used/Max)

MAC IPv4 IPv6

0/ 128 n/a n/a

[R176] 2 DFRRERA]

% 9-4 showsystem A< FRFEAR (U V—RIER)

=RIEH ECHNAES RREFHHIEHR
Device resources HIW D= kU fF#R -
MAC-Address table entry HIW [ZRRE &S CW\5 MAC 7 R L | current number : 37E HIW IZERE STV D
2F—Tx UK MAC 7 KL AT —7 Lz b UK

max number : H/W [Z5%E CT& 5 KD MAC
T RLVAT—T T U
7 Main Board 73 Fault R OE"-"NFER X

EJ,
System Layer2 Table Mode LAY 2/ N— RO =T 7—7/Wg%E | mode=x : a7 4 7L —varav R
F system I2-table mode Ci% /& L7-f&

arv 747 b— g ra< K system I2-
table mode ZF87E L 72V 54, x 120 23FER

EhET,
Flow detection mode T 4V - QoS HEREDZZA T v — | FEAE, =T 4 L—v g a< K flow
BMHE—F detection mode DNE % Z M,
Used resources for filter RRA BT 2= RZBERGRINTND T A VE RO b U B ERERRESR

(Used/Max) kR MU
BETYNIKITa Yy T4 L= a VTRIELE T AV Z & R Y LEFERD
BEgEx U ORE

HRA 257 == 2T {2V BT == REETOT Y P Y IR
720, AU H 7 2—RAFERINFEE A,
SRT 7w AY A NED MAC : MACT7 7 &2 U Z k

IPV4 : IPVA 7 7 AU A I, IPv4 FIEEHET
AV AN, IPVARYEET 72 AU A K

IPV6 : IPv6 17 7 AV A K

BETY N B E TR KT v "na'lEER L7 e —RHEE— FCIEBREo
RS st BT 7 ERAY A
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FRIEB E TN R HIER
Used resources for KIRA VBT 2 — AZBIERER SN TV D QoS D 7 o —i SR - BifEFH o=
QoS(Used/Max) MU BERREFREZR R MU
HBA v H T = R AU BT = — RBEMTOTY R Y IR 20
72, A2 7 —RAIFRRINEEA,
%% QoS 7 m— Y A NER MAC : MAC 1 QoS 7= —1U %

IPv4 : IPv4 JH QoS 7 u— U X k

IPv6 : IPv6 1 QoS 7 o — U & |

BET Y N EFRER KT v "nfa"lIFoR LIz 7 v —BHE— FClIBHO
NUE: SN E 72D QoS 7r—U A b

KRR — b T L OREFRMEORIRITH D 8 A,

[BE~DEZE

L

CEEFIA]

L
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clear control-counter

WIZRT I E 07 ) 7 LET,

o [EEIC L DIEEFHER)EIE

o AA vF U r7utyHEEERK

o R— FOREEIC X % B EEK
[AARK]

clear control-counter

[ABAE—F]
=P —- B I OEEEHEE—

(/N5 A—=4]
L
[R1741]

EEICLSHEDHEHE 07V T LET,
> clear control-counter

[F~aREA]
2L
LBE~NDEE]
2L
CEEEHE]
L
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show environment

EhRDO7 7, B, REORRELRFBERMEFRLET,

[AHRH]

show environment [temperature—logging]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
temperature-logging
ERFL TV B ORERBIEERE TR LET,
ENAV S S -1 S SlliE
LEORITRELZ TR LET,

(1741 1]
SR RE ORI E R LET,

X 9-5 show environment 2<% > KRR

> show environment

Date 20XX/01/01 12:00:00 JST

Module slot 1 : PS-M(AC), Direction = F-to-R
Module slot 2 : notconnect

Fan environment

PS1 @ Fan1(1) = active
Speed = normal

PS2 @ Fan2(1) = notconnect

Fan : Fan3(1) = active
Fan3(2) = active
Speed = normal

Fan mode © 1 (silent)

Power environment
PS1 : active
PS2 : notconnect

Temperature environment
Main : 30 degrees G
Warning level : normal

Accumulated running time
Main . total : 36 days and 6 hours
critical : 0 days and 0 hours
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9 KENEHRE

[E176 1 DFRRERA]

% 9-5 show environment 37> KORTHE

*=~IEH TTRAR FREIER
Module slot EVa—/L Ay MIHE#HE | PS-M(AC) : AC &R
PONGRYLY: 3 oY vilae notconnect : RH&Hk
Direction : 7 7 > J7[f*2 F-to-R : Front ;% Rear #E&

Fan environment

PS IR ~
Fan’ 7 7 LR RE active : M+

fault : 7 7 o FEERE AL G
notconnect : AL

Speed 77 VEER E— K normal : i [EliA
high : 5[l
stop : fEIRRTE

Fan

Fan’ 7 7 VEIERTE active : Bl
fault : 7 7 VU fEERAH
notconnect : R

Speed 77 VAR A E— R normal : i A5
high : = [a#x
stop : & k8
-------- : R

Fan mode 7 7 VEIRE— N 1 (silent) : &% EHERE
2 (cool) : HHEMEHE

Power environment

PS ATTEIRDIRHE active : [EF 4G
fault : 4572 L/EERE
notconnect : ARFEHEL

Temperature environment

Main HEE PR HEE O L & 2R
Warning level®# RS L ~L normal : 1E%
caution : VR (&R F 72 1ZAKIE)

Accumulated running time*s

Main total : % o> A BRI IERR TR BRERH AR R LUET,
critical : JEBPIREEA 75°CLL | fault : BREIEFRIFEA00A 2 20
FOBRET TORBEORGE | oo . BRI 55554 2

fBh R[]
¥
BIRICRE SN TORVEAIE [ | TRRENDZEDNHY FT,
X2
BRAHEH SN TV HACETRRLET,
B33
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FANX(Y) D7 +—~ > hT7 7 VOMNBEFHREZLHE L CWET, xOEIZT7 2=y FEEE, yO
Eix7 7 o &BEEZRLET, Z0&E, EAn 7RERICHATLEN TV DLAFRE OXISITROED K
NV ET, £, ERIE ORI AE, EEITEETEND LB EOMEFREZRLE

—a’_‘o
£ 96 J7UBEBLERADIBLUVEREDRE
AV RBETERRIRT EARMLE
FAN1(1) A AR
FAN2(1) WA FEIR
FAN3(1) EREmA 1
FAN3(2) R mA 2
%4

FEENIEE DRI L - C Warning level ##F R~ LE T,
BEE =2 80CLUEIZRDEY 7 My =T MEILLET,
X 96 ERRELANILERERE

8°C 75°C 80°C

caution | normal | caution | fault
I I I

< I | 8 /&
caution | normal | caution B E TR
5C 72°C

XS
SERBIEINL 6 W 2 L 2R — BB OEHMTONET, 20T 6 BRAH O 17 -
AL, FAR— FBEROEHN SN WO BB 13720 84,

BIREA (BB =0)

4 WE% (REERR =4 BERE), R— Ric#
QI (RFHRMIGRT =8 R, A— NicH
13 Refite (REHBERER =13 B, R— R

TIAFE LB R =0 FER)
TIAEN D HEH =6 FERE)
EXIAFE N DI =12 KFHE])

(=174 2]
TR AR OFA TR LET

® 9-7 FHERERFRBERRG

> show environment temperature-logging
Date 20XX/11/30 12:00:00 UTC

Date 0:00 6:00 12:00 18:00
20XX/11/30 24.3 24.2 26.0
20XX/11/29 21.8 25.1 26.0 24.0

20XX/11/28  25.6 - 260 24.0
20XX/11/27  21.0 - 260 24.0
20XX/11/26 24.0 23.5 26.0 24.0
20XX/11/25 22.2 24.9 26.0 24.0
20XX/11/24 - - 260 24.0
>
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9 KE®D

=EEL

[R174l 2 DFRRERA]

% 9-7 show environment temperature-logging A< > FOXRTAR

FoRIEE EGN LS FREIER
Date H —
0:00 DA O ORA SN 18:00 (FiH) ~0:00 D151
6:00 0:00~6:00 D 1515
12:00 6:00~12:00 D L-H48 fiE
18:00 12:00~18:00 O 143 =
NA T PEEAREE (BIF OFF L7213 AT L0528
FIC Lo CERE AR T& 2o T2 B A
72 14 IR
[BIE~NDEE]
L
EEZEIE]

o RIEBREEHRFIRITIELD (0K, 6K, 128K, 18H) I[CFHINET, BEEOEEICLVETOITRN
HEUDEERHY 4, £z, BERBREIEFROTH & RFICEELZFELEIT 5 &, BERBEHRO L
BT DHERD Y T3,

o IREZEIEIEHZNITEED AP LEE S NIZHA,

I HTORFZI DI A D 0 RFIARY 3 2 R 12 48 4%

DRFZP KBRS N E T, FRSNDHERITRBIAL 25720, BRI TERRSNRL< R 7,

o ARG W0 Bg & MR IS E 2 FE B 95 &, REBRMIFHEEERIE 0 RICRSSE 1 H Y
j_o
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9 KED

T

reload
EEABREDHL, TOBIIr 728U ET, BEEERT, ATV X TERILET,
[AARH]
reload [stop] [{no—dump-image | dump-image}] [-f]
[AAE—F]
— o —FE— FBIOEEFHEEE—F

(/X5 A—=4]

stop

HE# LW TEIELET,

{no-dump-image | dump-image }

-f

no-dump-image
ARV T ERRLEE A,
dump-image
ARV Z T ERRLET,
KN T h— 2 WG OB
dump-image Z3R L7256 L RFEOWIEL 20 £,

FERA =7 L Tavr REEITLET, ATV XU TROABREZETE L T RWEEE, £
FUVX T EBRRLUET,
ARG A — Z B W OB E

TERA v —THH N LET,

[R1741]

ZEZBEHLET,

>reload

reload 7 Fi2ER, AEVAF U TERERA vE—VFRRLET,
Dump information extracted? (y/n):_

ZIZTY'EANLEEAE, HEEZIMNTAvyE—VE2FRL, AT VA TENBRT T v 2 A
EVIZEXRAATHLHREILET,

Fl, TTICARYSTVTHAERSINATLRBEICE, UTOAvE—CFRRLET,
old dump file delete OK? (y/n):_

ZIT, YEANTHEREDATY X T EHIBRLET,
"n"&Z AN LSS, BRLR2VTa~vry FATRBIZEY £7,

2T E AN LA, T LA TOLF Ol A v 2 — V&R LET,
Restart OK? (y/n):_

ZZTY'EAALEES, BEBZIMTA v E—VE2FRL, AFVX L TERNE T T v 2 AE
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""" AN LA, BEBLRVWTasy FADRBIZEY £

VIZEZAETICHEEHLET,
[FRERBA]
L

1L, MC 2Bl L

Eﬁ&]

&N

BEAE
SEE OB @ E AR L E T,
¢ VI NUT A A=V %k kimg LWV I A TEZIAAT MC B #EHE S LTV
EFARFIL, MC M HiEgE LanTtZan

AEEIE]
a7 4 b—a vk, LG REORIIRRE &
I
EO— 7 ppupdate 2~ > RE 72T restore 2~ 2 REEITHIL, Aa~wr RERITTEEHA
rm /tmp/ppupdate. exec

MC b HEEREFR LG, T2 b
18
T %

479 5 & lanother user is executing update command. | DA v —VER/RL TREKTLET, 20D

=7

70, RELTHREFTEEEA

t
B, HEEZRBWTHEITLTLLEZE, ZNTHLEEKR TITH5E81X
z ,Kﬂv/F%ﬁiﬁLT<témo

lEl
EITLTCT 7 ANVEHIBRLED &
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9 KENEHRE

show tech-support

T

SANYR=FPRBELETHIN—F =T BIOY 7 by =7 OREEZRTHEREHMLET,

[AARK]
show tech-support [page] [<password>] [no—config] [ftp]

[AAE—F]
—fm e — Rk OB T —

[/

page

NS A—4]

BRI L-E#Me o ) — VIRRHER | R—UE T 3y Y — U REEICFER LET, £ AR—R
XF—EMNTHLRD 1A=V REESRL, [Enter]¥—%2f T2 E RO 1 {THOFEHRERR
LET, 228, fip /37 A—FDIERICIE, AT A —Z OMREITENC Y £,
AT A —Z B OE

I R=T T EICERMEIELER A,

<password>

FLEEHEE—FONRAT = FPRESN TV DHEICEDNRNAT = Re AN LES, NAT—RIZ
FEBRSUTFREEND AT, NAT—RE" (X707 +— ) THLLERHY 7,
EEEHET— RONRRATU— FRREIN T RWEAICIIEK cE £, vk, BEEFESET—F
DIRAT — RRFREE, NAT— REHME LIZGEIEA I EROLNET, Bolo AT — NEtg
9 % &, showrunning-config =~ N/ &, EEEMHEE— NHEHTH D a~ 2 FOFITHRERITERIN
LEHEA,

KRT A — 2 B OEE
NAT—REfRELET A, BEEHEE— FONRAT— FRRESNTOLORETANT A—
B EEHM LIS EE, SAT—ROANZRDLNET,

no-config

ftp

F

a7 47— g UERRLER A,
RXT A —HBUERFOEE
Ay T4 S b— g URAEBRENE T,

B LTZEROT AN T 7 ANVENBE T T vy a At FICEETAX T 77 AVBLI a7 7
7ANEYVE—FDFTP $—NIRFELET, T T77ANMBLOaT 77 A /LiF—20D/314F Y
T AMIFEGEINET, £, AT A—FERE LELGAIIRILZERIImmb I LEEA,
BB, BNRTGRA—FEEE LTESITIEERA v E— 205 T FTP — " & ORSR EIE®RE AT L
TLIEEN,
RoXT A — 2 BWEEEOTNE

BEL7-ESE oy Y — A SsREEICHE ) UET,
TDIRT A —FHMEEEOENE
il 2 D> TARNT X —ZEWEREOEE] IZFEFHOBMEIZR Y 5,
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(17411

® show tech-support O F{TH

N=RY =T EBLOY 7 by =7 OREERTEAFRZERRL, 2 Y — VKRB RR LET,

X 9-8 #REL -1EOE &R~

> show tech-support

HHHHEEAEE Tech-Support Log #HHHHHHHH
Tue Nov 8 18:54:46 UTG 20XX

(Hig)

Tue Nov 8 19:28:15 UTC 20XX
HHHHHHHHHHE End of Tech-Support Log #itHHHHHHHE

® show tech-support ftp ¢ FE4 T4

N= Rz TRBIRNY 7 by =7 OREZRTEAEREFERL, A7 7 v a2 AEY EOoFx 77
7AN, AT T 7 AN EBITFTP U — NIZIRFELE T, 0, 7 7 A 4% "support"IZFHEE L E T,

9-9 RERLT-1E#HZ%E FTP Y—/NICRET H5ED
> show tech-support ftp

Enter the host name of the FTP server.

Enter the user name for the FTP server connection. :
Enter the password for the FTP server connection.
Enter the path name of the FTP server.

Enter the file name for the log and dump files
Mon Dec 18 20:42:58 UTC 20XX

Transferred support. txt

Executing

File transfer ended successfully
ittt Dump files’ Information it

soblokk |8 —| /dump sekkokok

—rW-rw-rw- 1 root root 12527537 Feb 17 1
—rW-r——r—- 1 root root 320658 Feb 17 1
wkkxk |s —| /usr/var/hardware skksk

total 1368

—FWXFWXFWX 1 root root 738699 Dec 27 1

#HHHHE End of Dump files' Information it
HHtHti Core files' Information ittt

w0k |s —| /usr/var/core skkkx

No Core files

HHHHtHHH End of Core files
Transferred support. tgz
Executing.

Information ittt

File transfer ended successfully
>
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=17

11

. ftpserver. example. com

userl

. <user1 @) password>
. /usr/home/user1
. support

1:34 osdump
1:33 rmdump

1:56 ni00. 000



9 EEOERE
[F&RR&HEA]
% 9-8 show tech-support A7 >~ FORTAR

RRIEE KRTHAR

A <Information Type> #HHHHHHEH#

I LT RO Z & OB ERT A vy 'E—UT
<Information Type> DM IEMOFER] N FR S E

7

<Information Type>DNFIZLL FD L BV

Dump files”  Information : fF{ET 5477 7 A LD—
5

Corefiles’ Information : GHET a7 77 A VDO—HE
Tech-SupportLog : N— R =7 BIRY 7 T =T D
PRAE 2 R ARG

A End of <Information Type> #itit##HHHH

LT E RO Z L O TEH D ERT A vE—UT
<Information Type>D I/ I F M ORI 8RR SV E
7

AR <Command Name> #HHHHHHHHH

TEMERI D 7= O IZFEIT Lz 2~ KDL Fr% <Command
Name>lZF R LEd, £/, KFERDOH L IZ<Command
Name>IZFT R ENSa~vy ROFITRENERINE
j—O

i End of<Command Name> #Htit <Command Name>|ZF /R S5 2~ > ROFETREROK

TS &R A v &— T<Command Name>D #4512 1
WEROT-DICFITLEa~y ROAHRE RSN E

j_O
[BE~DZE]
2L
CEEZHE]

1.

BE L7252 W 2R T D8 (fip /8T A—Z 72 LOA), EE~OFRERIZLLTO X 512

R FT,

® RS232C IZHEft STz 2 v Y — VIR DOEE~ForT 556, MEERREEIZANT A —ZFER L
T 545

o U E— MNEMMKOETm~FETRT DG, BMmIRREHEIZ T A —2EEZR L T30/,

BT Tr AN, ar 7 rANB IO LIZERE FTP — NI/fF 3 2546 (fp 72 a VHEE
RF), FTP % —~D 7 7 A VORI T O X 512720 7,

o EHARODKX LT 77 AN, aT 77 ANETEIEET GG, HBERFRIT 1~3 2,

ay 7 47 b—3 3 a< K ipaddress(loopback) TEEE HRIZ IP 7 R L ARHREINTWVDHHE,
FTP % — "L DBEERFORFEILIP 7 RLAL LTEDIP 7 RLAZMEALET,

fip /8T A —XIBERHI FTP b — IR END X T T 7 AV, 2T 77 A VILLFOT 4 L7 RV
WCTFET 2 b DR LN E T,

o KT Ty ANMEMT 4 LT R
/dump0 F 721X /usr/var/hardware

o T T ANKIMNT 4L MY

/usr/var/core
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9 KENEHRE

backup

BEh oY 7 b2 7 BLOEBEOERENKT 7 v 2 AEY, MC, £721EVE— O fip F— TR
FELET, BEOERIZIINAV—RER, 3747 b—vay, BLOTA v RERPEENE
—a’_‘o

[AARK]
backup {mc | ftp <{ftp-server> | flash} <filename> [no-software]

[AAE—F]

HEEHEEE— N

(/85 A—=4]

mc
Ny T v 7 hE MCITHRELET,

ftp <ftp-server>
Ny 7T o7 E)E— O fip P—NITHELET, <fip-server>|Z(EH—/3DHEA N, IPvd T R
LA, IPV6 7 RV R, ETidA v F 72— RAAFMFE IPv6 7 KL A (V7 m—HnT FLRIZH)
DEETEET,

flash
RNy Ty THRENBET T v a2 AEVICHELET,

<filename>
D7 7 ANRAE T 7 ANBERELET,

backup me 35 X O backup flash THRET D7 7 A N8R LT 7 A VAT, FTL-" O 7)),
" (T —RaT), """ (VA R) BMEHTEET, 7272 L, backupme T (B U A R) TR
TTL77ANBIMEMNTEERA,

backup mc 33 & ¥ backup flash T7 7 A VA ITHE T 2 07T, FK 255 3LFETT,
no-software
V7T 2T NI T v T LERA,
RRT A —Z BRI OBYE
VTN =T EED TNy I T v T LET,

[E4741 1]
REDEENEH % MC D7 7 A /L MCBackup.dat (ZfR1E L £ 9,
> enable
# backup mc MCBackup. dat
Backup information to MC (MCBackup. dat)

Copy file to MC...
Backup information success!

[E1741 2]
BEOIEEE R % fip Y—/30D MCBackup.dat IZfR1F L £ 9,
> enable
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# backup ftp ftpserver MCBackup. dat

Backup information to MCBackup.dat in FTP(ftpserver)
Input username: guest

Input password:

ftp transfer start

ftp transfer succeeded

Backup information success!

[E17451 3]
BAEOWEEER (Y7 =T 2KR<) 2ZNE7 7 v 2 AE U D7 7 A ) MCBackup.dat {[Z{R1FE L £ 7,
> enable
# backup flash MCBackup. dat no-software
Backup information to flash memory (MCBackup. dat)
Copy file to flash memory..
Backup information success!

[F~aREA]
L

[BIE~NDFE]

me /X7 A—HFIRER, LA Y270 b/l X ABEEEEOERRMSCRERNBEOHEL v E LTy
LEBEETIE, LAY 278 barodiEniitlo CRENRINIGENH VD £,

CXrE=1E]

o Ny Ty TIIBEHTOY T MU =T H2ED LA, HIIEIC 150MB BEOEXFENNLIEICRD
ZEBRHY FET,

e /just/home/LAFD T 7 A NZOWNWTIINw I T v 7SI NEH A,

o Ka~vl FIZXKo TIRIFENFZEEFRIT restore =2~ R TAREEZHIETEE9, Ka~2 FTno-
software /X7 A —H ZF5E L7=¥A 1L, restore 2~ 2 R TH no-software /X7 A — X ZHE L T2 &
/AN

o RNyl 7 v, VARNTIEE—ET NV TIT- TSN,
o Ko< ROFETRHIUINOZ—F R /A LARNE I LTI,
® backupmc TMCIZNNY 7T v 7 EI{THoTWVDIE, MC DREXZELEZIThRWNTL EE0,
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9 KENEHRE

restore

W7 T v arAtl, MC, BLO) T— 1D fip — NIREL TV D EBEREAEBICERLE
ER

[AHRH]

restore {mc | ftp <ftp-server> | flash} <filename> [no-software]

[AAE—F]

SEE AT R

[N A=4]

mc
A A=V ORMITTE MCIZIRELET,

ftp <ftp-server>
A A=V DML E ) E— O fip b— NITHEE L E T, <fip-server>|ZIEH—/SDFR R N, IPvd T
RUR,IPV6 7 KU A, ET2i3A v H 7 2= A& IPv6 7 LA (U7 ua— L7 RV AT
) PERETEET,

flash
ARV O ENKRT 7 v 2 A VICHELET,

<filename>
AA=TUDPEHINTND T 7 A NRAL T 7 A VAL ERELET,
restore me 33 X (N restore flash T7 7 A VA ICHRE T 2 305 80E, Tk 255 LFTY,

no-software
V7 U =TH2IYAXNT LEREA,
KoNT A — 2 B OB

Ny I T 9 TT—=BFTRTONEEY AT LET,

[E1741 1]
MC EIZBRF SN TV D 7 7 A /L MCBackup.dat 7> 5B FHR A E T LET,
> enable
# restore mc MCBackup. dat
Restore information from MC (MCBackup. dat).
Copy file from MC. .
Restore software

[=1741 2]
ftp ¥—/30 MCBackup.dat 7> HEEEFHREE T L 7,
> enable
# restore ftp ftpserver MCBackup. dat
Restore information from FTP (ftpserver) MCBackup. dat.
Input username: guest
Input password:
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ftp transfer start
ftp transfer succeeded
Restore software

[3=1741 3]
Wik ~7 7 v ¥ = A U @ MCBackup.dat 2> HEEEFH (V7 by =7 &R<) 2@ LET,
> enable
# restore flash MCBackup. dat no—software
Restore information from flash memory (MCBackup.dat).
Copy file from flash memory. ..
Restore finished.

[FEREA]
L

BIE~NDEE]
HEEEROBE NS TH, HEBWICEENFELSHLET, 2oL X@EN—HFNCPRLET, £/, me
NI A—BRRER, LAY 278 a3/l L oBEEEREOBERHCEEMBEZHE LV E LTS
BRI T, LAY 27 e haroglficfio CREDNRUINDLER DV £7°,

EEZEIE]
o Ko< ROFEITHHIIZNO2—F R /A L LANEIICLTLEEN,

® restoremc CTMC 22H U A T EITSTWH], MC DIKEZLEZITORNTI I,

o Ny Ty, UAMTIEE—FET A TIT> T L&Y,

o IND—YN ppupdate 2~ RE/=iT restore 2~ REETHIE, Kavr REETTEEEA,
J2179 % & Tanother user is executing now.] O A v —TCEF/R L TREK T LET, Zo%Hs, HHE
BOWTHIATLTLLEIN, FNTHEFKTIT25E1E, “rm /tmp/ppupdate. exec” ZFETLT7 7
ANEHIBRLIEZSH E, Ravwy REFEITLTIZEND,

o VI NUTEEGEERVEEFERE Y A NT T DA, no-software /X7 A—H EFEELTETLTLE
&\, no-software /X7 A —HF ZHgE L2\ &, “/usr/var/update/k. img” 2HIBRSNET,
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10 MC ERERN A E ) DHER
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10 MC EEEBERATE! OFER

show mc

MC O L ERREBEFR L ET,

[ABRH]

show mc

[AAE—F]

— R —PE— FB L OEREEHEET—

(/X5 A—=4]

L

[=1741]
>show mc
Date 20XX/12/13 06:35:27 UTC
MC : enabled
Manufacture ID : 00001683
257, 828KB used
3,612, 956KB free

3,870, 784KB total

>
[REREA]
% 10-1 showmc av > FORTAR
FRIEH E G S RRHHIEER
MC — MC DIk HE enabled : MC ®7 7 & A W[
notconnect : MC A&k
-------- CENDO T EE AR MCICT 7 A LT SIREEN
Manufacture 1D Kis 1D B2 MC O #li& ID &5
used ik % 2 MC ED 7 7 A )V AT MEARE
free AR 72 MC ED 7 7 A /b AT LARAHE 7
total AR R MC LD 7 7 A N AT MEMER L REHERDOG AR
HEX1
EPOTEEANRMCIZT 7EALTWET, BHlZIWT, BETLTIEIN,
MC DYRFEDS enabled D & X (TFK R LE T,
[BE~DEE
2L
CEEFE]

MC EDT7 7 A NV AT AR L T AHAR RS REAREEZRLET,
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10 MC EEEBERATE! OFER

format mc

MC ZALEER O 7 +—~ > T L £,

[AARK]
format mc [-f]

[AAE—F]
— R —PE— FB L OEREEHEET—
[INT A—4]
-f
BRA =V L Tavr REFETLET,
KoRT A — H B WO ENE
TR A =22 LET,
[ZE1TH1]

1. #MHETEZMCEROY MZELRAH, UTOIATUFEAALET,
>format mc

2. format <2 FETHE, MHIELEREA VY E—URRTINET,
MC initialize OK? (y/n):_

Ty R AN LIS, MC 2RI L £,
T LT —RA -V EFRRLET,
"% AJI LA, MC 20 L2 T, a~v> RE—RIZREY £,

[FRREREA]
L

L

CEEFEE]
o Kavy FeMMT 5L MCHOT—4 BT R TIHESHHDTEEL T K&,
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10 MC EEEBERATE! OFER

show flash

WENET 7 v a A€ ) OFERREEFRRLET,

[AHRH]

show flash

[AAE—F]

— R —PE— FB L OEREEHEET—

(/X5 A—=4]
L

[E17451]
> show flash

Date 20XX/12/21 17:53:11 UTC

Flash :

user area config area dump area area total

used 377, 987KB

102KB OKB 378, 089KB

free 90, 469KB 116, 960KB 131, 008KB 338, 437KB
total 468, 456KB 117, 062KB 131, 008KB 716, 526KB

>
[F~EREA]
% 10-2 showflash A< > FOXRFRHAE
*RIEH ECENAES FoRFMIER
Flash — — —
used AR E W 7Ty arAE) FOT7 7 ANV AT AMERRE
user area : —L—WHEIK D fE A &
configarea: =27 4 7' L—3 g VHEBOM AFE
dump area : & > ZREIK O A &
areatotal : —YHEEL, T 4 L — g VEE, &L FHEBIOA R
AREDOAFHE
free KEHARE N7 5 v 2 AEY FOT7 7 ALY AT ARMEHRE

user area : = — WAL O AME A E
configarea : = > 7 4 7 L —31 3 VKO RMFE AR E

dump area : & > FHEB DA S &

areatotal : = —WHElk, =74 FL—a VIR, XU THEBOAR
BE RO O FHE

o>
EL&
B
i

total

WHTZ T v a At FOT 7 ALV AT MEARE L REAREDS
AR

user area : - — PRI O AR T & RERBEROGFA R

configarea : =7 4 /'L —v a3 VHEBOMBHARE L REHARBEOGHE

=)

L=:A
dumparea : & o RO HA R L REHBEROGHARE
areatotal : N 7 7 v o AV DT 7 A )L AT MMl IR & RAEH
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10 MC EEEBERATE! OFER

FRIEHE ECONLAES FREFHIER
REOGHEE

BEE~DEE

L

CEESEIA]

o NE 7T v a AR DT 7 ANV AT ADHEREL TWAHERAAE L REASRE
o [l —MLZLDEETYH, W7 T v a2 AT ) OMARENRRIEENH Y £7°,
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1 Jy—RiER

show cpu

CPUEHSREZFRLET,

[AHRH]

show cpu { days [hours] [minutes] [seconds]
| hours [days] [minutes] [seconds]
| minutes [days] [hours] [seconds]
| seconds [days] [hours] [minutes] } [detail]

[AAE—F]
——PE— FBLOEEEHEE— N

(/X5 A—=4]
{ days [hours] [minutes] [seconds] | hours [days] [minutes] [seconds] | minutes [days] [hours] [seconds] | seconds
[days] [hours] [minutes] }
days
1 AHALCIUE LcRiGHE Rz Zon LES (BE 1 DA EER),
hours
1 R HAL CUEE L oM 2 2on LE4 (HE 1 B 2HRR),
minutes
1Ay B TR Lot e 2on L £ (BE 1 RIS 2 80R),
seconds
1 BB TR Lot e 2on LE (BE 1 RN 2FR),
HNT A — S E MR OEE
Kav NE, NIA=FEHRELTEORMIELETOHERIZT 2R RLES, "TA—F %
BIELRVEEE, TORMICHRYT DIHHRERRNLEE A,
FTARTORT A —Z B OB
FTRTONRTA=ZEMT D5 LT TEEEA,
detail
CPU © =7 Z & Ot #Z &R LE T,
KoRT A — 2 R OB
CPUDTRTHOaATaELHT, —DDCPU L LTHAMEHREF R LET,

[E176I] [FRREHA]

11-1  days 5ERE

> show cpu days

Date 20XX/12/13 14:15:37 UTC

ok day ok

date time cpu average
Dec 10 16:00:00-23:59:59 5

Dec 11 00:00:00-23:59:59 4
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1

1)y —RIEER

Dec 12 00:00:00-23:59:59 25
>

11-2 days {EEKF (detail /35 A —2$E7E)

> show cpu days detail
Date 20XX/04/01 00:34:12 UTC
frk day sokk

cpu average

date time CPU[0]
Mar 13 09:20:18-23:59:59 5
Mar 14 00:00:00-23:59:59 4
Mar 15 00:00:00-23:59:59 25
Mar 29 00:00:00-23:59:59 3
>

=& 11-1 days EERRTHNE

CPU[1]

4
4
30

RRIEHE

Ccpu average

time T/R ST REHIN TD CPU =R D FH4 i

11-3  hours 5 E K
> show cpu hours
Date 20XX/09/13 14:15:37 UTC

sk hour sk

date time cpu average
Dec 13 15:00:00-16:59:59 6
Dec 13 23:00:00-23:59:59 i

Dec 13 00:00:00-00:59:59 10
Dec 13 01:00:00-01:59:59 20

Dec 13 14:00:00-14:59:59 3

£ 11-2 hours fEEBRRTHNE

KREE

RRNE

cpu average

time T/R SNZHERIN T CPU i il R E 4l

11-4  minutes 15 E B
> show cpu minutes

Date 20XX/12/13 14:15:37 UTC

sk minute skk

date time cpu average
Dec 13 14:42:00-14:42:59 6

Dec 13 14:43:00-14:43:59 20

Dec 13 15:41:00-15:41:59 10
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1 Jy—RiER

>
£ 11-3 minutes IEEBFRTHAE
=RIEH RTAR
cpu average time T/R SN KN TO CPU EHR O FHIE

11-5 seconds 5B

> show cpu seconds

Date 20XX/12/13 14:44:15 UTC
sk second skkk

date time cpu average
Dec 13 14:43:14-14:43:23 20 10 5 4 70 9 80 30 7 50
Dec 13 14:43:24-14:43:33 10 9 40 40 7 4 6 10 7 4
Dec 13 14:43:34-14:43:43 20 10 5 4 52 9 80 30 7 50
Dec 13 14:43:44-14:43:53 10 9 40 40 7 4 6 10 7 4
Dec 13 14:43:54-14:44:03 20 10 5 4 63 9 80 30 7 50
Dec 13 14:44:04-14:44:13 10 9 40 40 7 4 6 10 7 4
>
11-6 seconds ¥ETERF (detail /8T A —A155E)
> show cpu seconds detail
Date 20XX/04/01 00:34:12 UTC
*kk second dokk

cpu average
date time CPU[0O] CPU[1]
Mar 13 14:43:14 5 4
Mar 13 14:43:15 4 4
Mar 13 14:43:16 25 30
Mar 13 14:44:13 3 4
>
£ 11-4 seconds IEEBRTAR

*~IEH ECONAES
cpu average time CRENIFIND 1 72 & o CPU =
LBE~NDEE]
el
CEEZEIA]

el
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1 Jy—RiER

show processes

EECHAETHO T uw 2AOFERER T LET,

[ABRH]

show processes memory
show processes cpu

[AHE—F]
—fer—PE— FBLOEEEHEETE—F
[T A—=4]
memory
EBRCIEITTOEEEDEH NI T AD AT VERARNEF R LET,
cpu
WECTETHOREREEOH VT2 A0 CPU M AR EE T LET,

(=171 1]
BEEEOHNT 0L A0 AT HAKRERR LET,

X 11-7 7OtZA0A*EYFERIKEOERT
> show processes memory
Date 20XX/01/01 12:00:00 UTC

PID From Text Data Stack Real Process
2493 7?7 1432 28240 180 24696 nimd
5676 console 788 712 132 3024 sh
6101 console 4412 548 132 3896 cli
6105 console 16 504 132 360 process

>

[E176 1 OFRRERA]

% 11-5 show processes O <7 > REITED A £ ) R REHEA

F*RIEH EHNAES RNFEHIEHR
PID TatkAEKE K7 RMTF LN e e A FREEER RN LET,
From ATJEAR console
HEEDO LY T VR — MO S U B EL R,
IP7 FLX

ETRENFIPT FLUAMNS Y E— | TR,

T uk ACEHE ST SN ERIITFEE L EE A

Text THRARFA X FATTuEADT FA A X KB BL TRRLET,
Data T=HYA R FITT R ADOT — A ROV A X% KB AL TRRLET,
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1 Jy—RiER

FRIEH RTAR RN
Stack AR TP AR FATTaEADAY v O EE KB AL TRRLET,
Real FEAEVEHE FET7aBEABMEH L TCNDEHEAETY OV A X% KB BAL TR RLET,
Process HEREAL FAT T a AL TRARLET,

[ZE1T 2]
BEEEOGW v A0 CPU MR EZF T LET,

B 11-8 FO+£R0CPUEAKROERT

> show processes cpu

Date 20XX/01/01 12:00:00 UTC
PID LWP CPUID

1

2
3
5
6
7

[E174 2 DFRRERA]

1

2
3
5
6
7

1 6.56%
1 0%
0 0%
0 0%
0 0%
1 0%

%CPU Runtime (ms) Process (lwp)

2405 systemd

0 kthreadd
ksoftirqd/0
kworker/0:0H
kworker/u4:0
rcu_sched

NN O —

£ 11-6 show processes 7 ¥ KE{TH® CPU &Rt

=RIEH EGNDES RRHHIEER
PID 7k AEE K7a AT ONE T e e A FRESER RN LET,
LWP
CPUID a7 FEF T ARIEL TNV a7 REER I LET,
%CPU CPU A% FATT a2 AD CPUBAEELN TR LET,
Runtime(ms) JZ{B) CPU M FIT 7 m - AOEM CPU % I UBHA TR LET,
Process(Iwp) HERE4 FEIT7 A2 HRBA TRRLET,

BIE~DEE]
2L

CEESIA]
L
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show memory

PEOHILM AT DO AEY OFRER TR LET,

[ABRH]

show memory

[AAE—F]

— R —PE— FB L OEREEHEET—

(/X5 A—=4]

L

[E17H1]

LEOMBAEY OFLER - IR - ZIFBRERRLET,

X 11-9 FRPOYEAT) QFRERTE®T

> show memory

Date 20XX/01/23 12:00:00 UTC

physical memory = 2, 020, 398KB ( 1, 973MB)

used memory

652, 148KB(  636MB)

free memory = 1,368, 250KB ( 1, 336MB)

[&RREREA]

£ 11-7 showmemory AY¥ > FORFTAE

RRIEE

RTAR

physical memory

W A ) OFEIERE KB HALE MB AL THR/RLET,

used memory

YR A ) OfF &% KB BALE MB L TRRLET,

free memory

WEAEY O2EEEEE KB BAL L MB AL TRRLET,

BE~NDEE
L

CEEZFHE]

2L
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df

T AT DEEERER R LET,

[AARH]
df [<option>] [<file name>]
[ABE—F]
—er—VE— FBLOEEEHEE—F
(/NS A—42]
<option>
4 T TANT AT ADEA T HEIEELET,

<file name>

ZDTFANEILBT A VI FIBFET LT 7 ANV AT LR E LTRRLET,

[ER1THI] [FRREHA]

2L
BE~DEE]
L
CEESIA]
2L
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1

du

1)y — &R

T4V RINDOT7 7 ANVEREFRRLET,

[AARH]
du [<option>] [<file name>]
[ABE—F]
— o —YE— FBLOEEEHEE—
[INFA—=42]
<option>

s TRy ITEOBRAERTETRRLET,

<file name>

DT 7ANERIFT 4 L7 ) ERRE L TRRLET,

[ER1THI] [FRREHA]

2L
BE~DEE]
L
CEESIA]
2L
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12 S TiER

erase dumpfile

BT T7ANMENT A L7 P VIEHESN TN X T 7 7 AV EHELET,
B, XoT T ANKEMT 4 V7 b UIL"/dump"3s & ON/usr/var/hardware" T,

[AHRH]

erase dumpfile { all | <file name> }

[AAE—F]
—fRr—PE— FBLOEEEHEE— N

[N A=4]
all
TRTOX T T AN ERELET,
<file name>

WHWETDLT 7 ANAHEIEELET, HBEMRR 7 7 ANLIZLUTORRXTT, 2B, #0269 D
HrrRLET,

e "mdump" : ATV HX LT T 7 A
e "osdump" : OS X T 7 7 A )L
o it HH" 1 X NT—I A LB T == REEL LT T 7 AV

[ZE1740]
K 12-1 I RTODFVTI7AILEEE

> erase dumpfile all

X 122 AEYFUTIT74)L (rmdump) ZEHEHE
> erase dumpfile rmdump

[BIE~NDEE]
L

CEEZFHE]
L
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show dumpfile

BT T 7 ANEINT 4 L7 FVICBRHISN TWBRE T 77 A ND—EaFRLET,

[ABRH]

show dumpfile

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

L

[E17H1]

X 12-3 AT T74ILDERT
> show dumpfile
Date 20XX/07/16 15:17:50 UTC

[/dump] :
File Name osdump
Date 20XX/07/16 13:57:03
Version 1.0
Serial No XXXXXXXXXXXXXXXXXX
Factor XXXX XXXXXXXX
File Name rmdump
Date 20XX/07/16 13:57:03
Version 1.0
Serial No XXXXXXXXXXXXXXXXXX
Factor XXXX XXXXXXXX
[/usr/var/hardware] :
No dump file
>
[F~EREA]
% 12-1 show dumpfile A< > FORTARE
FRIEH FRAR FORFHEIERR
File Name 77 AN BT T 7 AN
Date 2 TIE B A X T T 7 A VIR B ATEREZ
Version N— g UIEHR VI RT 2T N—T g
Serial No. T NVEE YT NVEE
Factor 2 TN ER XXXX XXXXXXXX @ T T — N

User operation : AL —3 g Nl k b4 07
IR
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1
HoTT 7 ANKEMT 4 L7 VR FICE T ERPEIE LRWES, "No dump file." & R SV E
R

2
HoT T ANOHHRH LI L6, EATRRESNET,

[BIE~NDFEE]
L
CEEZHHE]

For T 2NN rmdump F 721% osdump DS, X U TIUEBAT (Date) 23 UTC Bl TSN ET, £
7o, N=Ta MERIZY 7 N = THEBINFRREINT, V7 MY T ERERTNHERERNSR RSN
jzj_o
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13 vewme—s
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13 MCERE—F

set mc-configuration

MCEHE— FEHFELE T,

[AHRH]

set mc—configuration {enable | disable}

[AAE—F]

HEEEHEE— R

(/X5 A—=4]
{enable | disable}
enable
MCEMET— FE2AM L £,
disable
MC EME— F2HHIC LET,

[E17H1]

13-1 MCERE—FZAMITS
# set mc—configuration enable
Do you wish to continue? (y/n): y

#
[&R~EREA]
2L
LRIE~NDEE]
7L
CFEFIA]
1. MCEHE— FRERIORET MC 24589 5 &, update me-configuration =~ & N DALEE A HBHYIC

FATSNET,
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13 MCERE—F

update mc-configuration

BEFOY 7 hy 2T BIOEEERE MCIZHALET,

[AHRH]

update mc-configuration
[AAE—F]

EEEHEE— R
(/NS A—42]

L
[E17451]

13-2 VI bz 7 EEERRE MCIZHAT S

# update mc-configuration

#
[FRRERAA]

L
[BE~DFE]

LAY 278 bWl K 5B E O RN RS EERBZ HE LV E< LTOWLRETIE, L1 T2
7'v b2V OYIWHI S TEESRIND Z L1H Y £,

CEEZEIE]
1. ARKa<wr RETHIL, MCEZREELLRZWVWTLEE,
2. AKa<wr R, QHETETICHTRLOHSIEEHNDLZ ENHD £T,

3. ARavwy R —V CRFICEITTE EHA, FEIT79T5L IMCisbusy.] DA vE—IUEFRRL
THREKRTLET, Zo%E, FHEZ2EBOWTHFTLTLESY, TNTHLEREKTT 25581,
“rm/tmp/updatemc. exec” ZFEITLTCT7 7 ANV EHIBR LD L, Ka~vr REHFETLTIEIN,
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14 VI b+ 7DERE

ppupdate

fip e CH = FRLEHFLWY 7 by =T %, 7I9via BICEKMLY 7 v =T %7 v 75—k L
£,

[ABRERK]
ppupdate [test] [no-display] [-f] [no-reload] <file-name>

[AAE—F]

EEEHEETE— R

[R5 A—=4]
test

FATRLFR LT =72 LETH, ERICY 7 b 2TOT7 v 77— MIETLER A,
no-display

FITRED A v —VERRLER A,
-f

FATHREOMERIEE % L7\ CHblAIC /LB L E 7,

KNT h— 2 WG OB

WRA v E—VEHILET,

no-reload

7y 77— Mg, ABRICHED L EEA, REOFESRHIHRY 7 by =7 TEEILET,
<file-name>

Ty T TF—= R T 7 A NDOLFERTELET,

[ZE1T740]
BEDY 7 NIz T A= a Y 7 2T ON—T g U RFIEL, ERA Y E—VFRLE
7,

# ppupdate k. img

Software update start

Broadcast message from operator@ (somewhere) (Wed Jul 14 15:32:20 20XX) :

#+ UPDATE IS STARTED. Kok

Current version is 1.0

New version is 1.1

Automatic reboot process will be run after installation process.
Do you wish to continue? (y/n) y
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CCTYHEANTBETYTT—rERBEL, ETRESMICHEREESLET,
TN EANTEETYTT—rETHT, a2 FTOVTRZRYET,

[FRRERHA]
el
BE~DFE]

test /X7 A —# F 7= iE no-reload /X T A —H HIRELRWEA, 7 v 77— MEEHBIIIEENHES L
T, ZOLE, WEN—EICEELET,

CEEFIA]

. 7Ty7F— HCERR IO 7 07— a L iEBlEkianEd, =720, jlEfkrhizar 7y
JL—vail, Ty 7 T— MDY T N =T R=V a3 VTRIR—bDar7 47—y R
FIETB5HE, RYR—roar 747 b—vara<vy Fig3I&EMBNEtA, OB, Z&—h
ToTarrgSb—yvarkiravsary4 S b—ya ViR —8IZRHDT, Hil IR E
EZFEITT 2 ETOMIE, RRFIRETHAZLEZEBEWRT AT a7 MRRIZARV T, £/, Bl&
MRN oo le R AR—bDar 7o S —varavy NiEGERa ZIcH a4, s, M2
yE—Yems L7y LR 2.5 CONFIG] ZZML TS7IZEW,

2. AT VL—=va Y OREENZVRETTY v 77— 2L, Hi—Yar~Darrz 47—
Ta UBIERE DY, EEEBRHCFRNEHNGENH Y 9

3. VI RMUETAA=VER kimg & W) AR TEHEZIAATL MC B SN TV D IRBTEE 2 FER) I
BHE, MCOoEEILEYS, MCrbEZEI LSS, THV b, ar7 a7 b—arid
THEMRFOYEMRE L 720 h, HEL THRFTE EHA, @EEARHEL, MC 2 HEE LN T
720,

4. 1EFDO—IA ppupdate =~ > RE 7= restore T~ REFEITHIL, Ko~ F2EITTEEEA,
F179 % & lanother user is executingnow.| DA v —TVEFRLTREK T LET, ZOHA, K
EBWTHETLTLZEY, ZATHERFEKTIT 28541, “rm /tmp/ppupdate. exec” %271 T
TrANERIR LD L, Kavwr FaBITL TS,

5. MCEHE— FRERDOFEITARa~ L REHEIT L7 & £, update me-configuration =+ > K DILER
HHBICFEITSNET (test 3T A —FIRERZERLS), £D72, update me-configuration =~ > N
xS DA e SRR ENE T, EBHr ZOFEMIL (A ye—Y - n 7 L7772 28KL
TL &V, 7235, update me-configuration =< > ROMLB T T — B3l &N 2EA5TH, KRav
RIZEFEKETLTHET,

6. MCIEHE— FRENOHEIIARa~ Y REFITT 5 & &1L, no-reload /X7 A —F 2458 L TETT
LT EEHRELET,
no-reload /X7 A — & ZF57E L7254, update me-configuration =< > KO F —R3FHAET 5
&, MCOY 7 by =7 LAEBEHERPEFR SN2V E FEEPHEH L ET, 207D, KavF
FATAIOY 7 h U =7 LAEEIREE CLEENEE LT,
no-reload /X7 A — & % $§7E L 72K 2= > KT update mc-configuration 2= > ROMEII T T —NRAEL
72%E& 1%, update me-configuration =~ > R&ZFETHEITL T, MCDO Y 7 My =7 LB EHRZ B
LT BHEEZHEE L TSN,

7. Ar7 4 L—ara<y R hostname T 8 UFLL EOIEEATREHRE L TWDIEE, Kav N
1Tz o — PRI H )1 & 41D Broadcast message 1713 79 XFB F CLMMERINEH A,
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set license

F I a I A RAEAEBICRELET,

[AHRH]

set license {key—file <file name> | key-code <license key>}

[AAE—F]
BB T — N

(/X5 A—=4]
key-file <file name>
FTFarIA A ET A NVRETHRELET,
key-code <license key>
ATvarTA R AETA B AFARETRELE T, 74 B AF—1T0~9, a~f (VNLF)
D 32 LFOLTFHITHEREZINE TR, 4T LA 7 U EFTHNET,
[R171]
o T ANMBEDYE BITIETIA L AX—T 74L& LT addoptdat” &5 7 7 A )LEFRE LT

£9)
# set license key-file addopt. dat

#

o TALUAX—IREDES FITRHHEETDITA L AF—%" 0123-4567-89ab-cdef-0123-4567-89ab-
cdef” ELTWET)
N T ETSAEVRFT—EBELET,
#set license key-code 0123-4567-89ab—cdef-0123-4567-89ab-cdef

NAITUELTSAM UV RF—%BELFET,
#set license key-code 0123456789abcdef0123456789abcedf

[&REREA]

2L
BE~DEE
L

CEEFEE]
W L7 A A% —iE, EBEFED b L AN £T.

181



VILDIT7DER

show license

F T arIA v AEFRRLET,

[ABRH]

show |icense

[AHE—F]
g —PE— P L OEREFRET— N

(/NS A—42]
L
[ZE1TH1]
141 72305420 RDORTY
> show license
Date 20XX/01/23 12:00:00 UTC
Available: OP-ULTG

Serial Number Licensed software
1600-0001-0200-0000 OP-ULTG (AX-P2340-F21)

>
[F=REREA]
%= 14-1 showlicense A< > KOXRTAR
FRIEH ECONAES FoREHAER
Available: BN TWAHF T a T4 % 0 ZAEH
Serial Number RESNTWAFT S arF4BL 2D YTV
&5
Licensed software REBICBREINTWAELT a4 A | V7 N2 TANRARBAOEASIT
7 R | "unknown(----- Y'EERLET,

LBE~NDEE]
L

CEEZEIA]
2L
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erase license

BELEAT a4 AZHIBRLET,

[AHRH]

erase |license <serial no.>
[AAE—F]

HEEEHEE— R

[INFA—=42]
<serial no.>

HIBR T2 U T AVEREERELET, VU T AEBIL0~9, a~f UNXTF) D 16 LFOLFH|THEEL
INFETHR, 4 icnA 7o EMNITENET,

[ZE1740]
K 14-2 #7varSAE2RADHEIK

# erase |icense 1600-0001-0200-0000

This serial number enable OP-ULTG
Erase 0K? (y/n)

CCTYEANTREATOIVSAEURIFHEIBRENES,
TN EANTBEFT T avSA U RGHEHIBRESAGZWT, av Y RFFRV T RZRYET,

[FREREA]
2L

[BE~NDFEE]

2L

GEEZEIE]
HIBR L7294 B A% —1F, BEAHEELZD B\ L2205,
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15 snnme
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15 HENIHE

show power

LEORKHEEEIHEREF R LET,

[AARK]
show power
[ABE—F]
=T —- B I OEEEREE—
(/NS A—42]
L
[E17451]
15-1 show power E4T# REH
>show power
Date 20XX/09/21 12:00:00 UTC
H/W Maximum Wattage

Chassis 45.00 W
>

[&RREREA]

% 15-1 showpower A< FORTAHAR

KRIEE RTAR RoRHIER

H/W VAR EEOFHREFRLES,

D
Maximum Wattage R EET ALEBETHEMATO2RRNEEENEZR I LET, BAET Y R T
ﬁ—

o

[BE~NDFEE]

L

CEEFEE]
o Kavy FTRRSHDHHBENGRIL, o~ FETFOMERY ET,
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show logging

AEETNEL TN DR 7 2R R LET,

Ka<wr RTCEI aZiciE, Ajavwy RXFS|, avy RREAvtE—, FFBA XY MAvE—V%
IREL7-n 7 ThriERa 7L, BELEARY M a— FEMICEH LEFHTER CTH Ao 70 2
FEERH Y, BOBOMST L THRFEITHE L E9,

RE, a<r FETRERL LTERRTINEOHEMCONWTIX (Ayk—Y - alL7r L A] Tl
LTWET,

[ABR]

show logging [<kind>] [<command classification>] [count <count>]

[AAE—F]
—m— P E— RIS L OSEREEE T R

[R5 A—=4]
<kind>
reference
fihle 7 2 e LET,
script-only
A —UHER SKY, SRS OiEfin /2R B LET,
script-include
FTARTOA yE—THROEN e 72 RRLET,
RN T h— 2 H WG OB
A v — RN SKY, SRS ZFR\WZiEM R AR LET,
<command classification>
-h

~v X —1EH (System Information) 72 Twr /% FK /R L £9, System Information (FZEEE T /L,
V7 RO THERERRLET,

AT A — R B MR OE
~v X —{E# (System Information) ZfHML Tr 7&K RLET,
count <count>

B OER 0 7B E LS @§%D7%%Tbi¢ <count>|ZHEE T X ZHEOHFAIT 1~
12000 T, <kind>/XT A —H|Z reference Z 5 E L7=HA, AK/XT A —X OFREITEN/20 7,

ART A — LB WO
BFOER T 75 6000 & ERLET,
FTRCONRT A —ZHMERE OB
% D [ARNRT A =2 BIREOEE] IZFEROEFEICRD £7,

(17411
o MWEOEHu /7 E2FRLET,
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> show logging

® 16-1 ERABOTRE
> show logging
Date 20XX/12/25 14:14:18 UTC
System Information
AX2340S-48T4X, 0S-L2N Ver. 1.0 (Build:xx)
Logging Information
KEY 20XX/12/24 12:37:30 operator (pts/0) :# ping 192.111.214.10

o MEEOFR S 2R R LET,

> show logging reference

16-2 RO T KRR

> show logging reference

Date 20XX/12/25 14:14:18 UTC

System Information
AX2340S-48T4X, 0S-L2N Ver. 1.0 (Build:xx)

Logging Information

E3 SOFTWARE 01900250 1001:000000000000
20XX/12/23 14:12:10 20XX/12/23 14:12:10 1

[&RREREA]

L

[BE~DZE]

2L

GEEZEIE]

o HEEENESL O 1 VI EHIL UTC B CHRIRE £ 7,

o EH JIIH/HDORA v E—TF 34N —2 g UG EBICEIEICR R LET, Lo T, &
OERP RN T RENET, 220, EEOV 7— FERe Z3EBEOREI0 70H L ICNES R,
Rl oOEE e 7 XV ENc/2 Y 9, £72, FERIRAET 20 7084, RENRREIES TR 5
ZENRHLET,

o FHRIE 7 TiEA Ny b T EITHRINSHAE LIZNRICHEE LET D, A LA Xy MIE—F R Z & I2E
HEENT D720, a<r RTOERIBEFIZILTLHA R FORAEIEE T2 FHA,
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clear logging

AIEETINEL TWDHr 7 ZHELET,

[AARK]
clear logging [<Kkind>]
[ABE—F]
=T —- B I OEEEREE—
(/NS A—42]
<kind>
reference
fiple 7 #BELET,
ARRT A — 2 B OBNE
EHa 7 E2EELET,
[E1741]

16-3 EBERARJEHEE
> clear logging

16-4 FEROTEHEE

> clear logging reference

[FRREREA]
L

[BE~DZE]

L

CEEZFHE]

2L
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show logging console

A v —UFER ERR 8L O EVT DIEH A vE— V% %5 E LT, setlogging console 2~ > K THHE I
72, BEHFREMELTNEA N MLV ERRLET,

[AARK]
show logging console
[AAE—F]
—fr—PE— FBLOEEEHEE— N
(/8T A—4]
L
[E1741]

16-5 ERAA v t— ORI AERREF
> show logging console

Date 20XX/12/25 14:14:18 UTC

System message mode : Display all

B 16-6 A2 bLAJLEELTOERA vE—ORRIERER
> show logging console

Date 20XX/12/25 14:14:18 UTC

System message mode : E6

[&REREA]
L

LBE~DEE]
L

CEEZEHE]

L
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set logging console

A =B ERR BLONEVT O A v — V&2 RRIC, BT RE A N2 b LAYLHEGTHIE L E
Ty VAT LAOWE EHBEICFKRTATREEOH HEA A vt —VOFIREMIETE 9,

[AARK]

set logging console { disable <event level> | enable }
[AAE—F]

—fr—PE— FBLOEEEHEE— N
(/8T A—4]

{ disable <event level> | enable }

disable <event level>

FBELEZAX MLUL (E3~E9) UTOERAA v E—VORERREMIETIHLIFRELE
T, MELEZANRY P LoULCKHET 2 EEOEMR A vt — U b RIS LET,

enable

A =Y OB R A IR L EE A,
[E1741]
16-7 ERA vE— COEEKTOMLERERT 5HE

> set logging console enable

K 16-8 A XU FLANJLESLUTOERAYE—CDORTEMLET D5RE
> set logging console disable E5

[&REREA]

L

[BE~NDFEE]

L

CEEZFHE]

L
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show snmp

SNMP HH#H AR T LET,

AT =507 TR MERTIE, ROBMNTHEREZERLET,
o (VT F—hLAX]

® SNMP ¥R —Ux[alf A 7+ —IhA X2k

® InformRequest PDU

K 171 42 74+—L1JHY IR MER

SNNPT—=> x> b

SNMP InformRequest PDU
THR—TU v "
FA YD 4— InformRequest PDU (FFi%)
\\éijl:iiij>/ > SNHP_
= vx—x

InformRequest PDU

5% (Response PDU) g—
SNMP

— <x—vx

[ABRH]

show snmp

[AAE—F]
—fRr—YPE— FB LI OEEEFHET—

[INFA—=4]
el

[E1741]
17-2 show snmp O < > FETHI
> show snmp
Date 20XX/12/27 15:06:08 UTC
Contact: Suzuki@example. com

Location: ServerRoom
SNMP packets input : 137 (get:417 set:2)

Get-request PDUs : 18
Get-next PDUs : 104
Get-bulk PDUs : 0
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Set-request PDUs )
Response PDUs : 3 (with error 0)
Error PDUs 7

Bad SNMP version errors:
Unknown community name :
[llegal operation

O = o1 =

Encoding errors

SNMP packets output : 185

Trap PDUs T4

Inform-request PDUs : 11

Response PDUs 1128 (with error 4)
No errors D124
Too big errors 20
No such name errors 3
Bad values errors o1
General errors 0

Timeouts : 8

Drops 0

[TRAP]

Host: 192.168.0.1, sent:1
Host: 192.168.0.2, sent:3

[INFORM]
Timeout (sec) : 10
Retry )

Pending informs

© 1/25 (current/max)

Host: 192.168.0.3

sent ‘8
response:2 pending:1 failed:5 dropped:0
Host: 192.168.0.4
sent 3
response:0 pending:0 failed:3 dropped:0
Host: 2001:db8::10
sent o
response: 1 pending:0 failed:0 dropped:0
[ REREA]
% 17-1 showsnmp A7 > FETEHORTHAE
e BR TR
Contact ALEE OB E R LUET, ay 74l b—varyavwy R
snmp-server contact CaX E L 7-fE
Location AEEEZRET L2HBTOLHERLET, ar 74—y gravy R

snmp-server location T E L 7-fE

SNMP packets input

snmpInPkts (SNMP %5 A vE—T 0%k 2R LET,

get

snmpInTotalReqVars (MIB DUIEED L) L 7=
MIB A7 V=7 b)) #RLET,
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e BR R HHIEER
set snmplinTotalSetVars (MIB OFREN LT L= MIB | —
FTV 7 FORE) ERLET,
Get-request PDUs snmpInGetRequests (3215 L 7= GetRequest PDU @ | —
W) 2R LET,
Get-next PDUs snmpInGetNexts (32{F L 7= GetNextRequest PDU | —
DRI ZRLET,
Get-bulk PDUs 1&g L 7= GetBulkRequest PDU D#a#ia /R L & 0~4294967295
—a’_‘O
Set-request PDUs snmplnSetRequests (5217 L 7= SetRequest PDU @ | —
wH) ERLET,
Response PDUs snmpInGetResponses (35 L 72 GetResponse PDU | —
DIRE) ZRLET,
with error =15 L7z GetResponse PDU D 95 &, =F—27 | 0~4294967295
— & Z73 noError T72\ PDU O¥ xR LE T,
Error PDUs PDU DRZAFMILTHOT T — Dz m LET, | 0~4294967295
Bad SNMP version errors snmpInBadVersions CR¥AR— h\—T 2 U3Z(F | —
Ay —UORE) ZRLET,
Unknown community name | snmplnBadCommunityNames CGREEF 2 I ==7 | —
£ D SNMP Z(E A vt —Y O ZRLE
7
Illegal operation snmpInBadCommunityUses (J§ 82X =2=7 1T | —
HFAENZ2NANL L —2 3 VERTRZEA vE
—VOBE) ERLET,
Encoding errors snmpInASNParseErrs (ASN.1 =7 — D=5 A —
t—UORE) ZRLET,
SNMP packets output snmpOutPkts (SNMP i£(E A v & — Y ORE) 2R LET,
Trap PDUs snmpOutTraps (%fF L7z Trap PDU O#a%k) %or | —
LET,
Inform-request PDUs %{8 L 7= Inform-request PDU Oi%z /R~ L & 0~4294967295
‘é—o
Response PDUs snmpOutGetResponses (i%fF L 72 GetResponse —
PDU D#s#0) #RLET,
with error i%{8 L7- GetResponse PDU @ 9 5, =7 —X7 | 0~4294967295
— X A noError T/ PDU O~ L E 9,
No errors T T — AT —& A noError MiE[E PDU DOifs#L | 0~4294967295
ERLET,
Too big errors snmpOutTooBigs (=7 —AF— & X7 tooBig @ | —
15 PDU Ofe$h) Z-LET,
No such name errors snmpOutNoSuchNames (=7 — A7 — & AMN -
noSuchName D %(5 PDU D% %R L £,
Bad values errors snmpOutBadValues (=5 —ZAF —& A3 —
badValue ™ %18 PDU D% ZRLE T,
General errors snmpOutGenErrs (=7 — A7 —& AH genErr | —
5 PDU O# ) ZRLET,
Timeouts A L7 7 b L7= InformRequest PDU Ofa%a | 0~4294967295
i_\‘ ]\/ijﬁo
Drops IGEFHA VT —hA X N ORKIERI R | 0~4294967295
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KRS =S FREFHTER
B AR EOHERIZ X > THEELRE, SNMP <
X =V X BT A VT F— DA X ORI E R
L9,
[TRAP] 7o IERERLET,

Host N7 v TEERERLET, ay 74—y aryavy R
snmp-server host ?<manager
address>/T X —H TR E L7l

sent N7 FEEREERLET, 0~4294967295

[INFORM] A7 —MEHRERLET,

Timeout(sec)

ZA LT U PRERH () 2 RLET,

a7 4 —gravws R
snmp-server informs @ timeout /~
T A—F THRIE LT

Retry

h

ks E R~ LET,

a7 40 —varav R
snmp-server informs @ retries /X7
A—B TRIE LTAH

Pending informs : AT —2EmAEAERLET, SNMP < | <current> : BI{EREF L TV 5 A

<current>/<max> =T X DBISENRDD, XA LT U RNTD | 74— 25
EFTA 74— RFEFLET, 17+ — 24 <max>: a7 4L —igra
IEIEAE Sy i <max>z — RIS X 5 2 & B d ~ > K snmp-server informs @
DET. pending /<5 A — % TRk L7-E

Host AT F—LEERERLET, a4 b—=varavs R

snmp-server host ¥><manager
address>/X T A — % CTFHE L7-E

sent InformRequest PDU % {8 L 72 SNMP < % — 0~4294967295
FIANTA 7+ — 2B EHEERLET,

response SNMP ¥R — ¥ [AlT A > 7 4 — x93 0~4294967295
SNMP ¥R — ¥ 2D DISERE "R LET,

pending SNMP = 3% — 3 % 6 D& %52 SNMP < % 0~4294967295
— VXA T A= O ERLET,

failed SNMP ~ X — T ¥ [T A 7 4 — L DEFRIK | 0~4294967295
EEERLET, BELEVIELTHINEN
WIS EITEE R E 20 7,

dropped ISBEARRHA T — DO KRR B R 57 | 0~4294967295
EOFERIZ L > THEFE LT, SNMP w3 —V v
MFA 7 — 08P RLET,

BEE~DEE
L
EEEIE]
1. ARIEETIE, SNMP=—Y x> b, BLUSNMP v % — 2 v iR OEBEEF-D snmp DEf =~ K

HEYR—FLTWET, Ka~vr RCERTIMIERIZ, SNMP =—Y = & M2 24 #RO
KL LTWT, snmp OFEf o~ REEOHFHIERITEL A,

2. ARa<wr FCTHERRTHHEHERIZIT
— 27 D SNMP v % —

=7,

, snmp DIEM =< NEET MIB #HUfS L7z
¥ B MIB ARG LI E X LERRICA v E— U PDUEBR I TV h &

HBeEThH, *v hU

3. EORE Z 32 E T 5 coldStart DA > 7 3 — L& EE LTEHE, TOIEEZET D ETORIIH
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L SNMP v 2=V ¥ [T A v 7 3 —bA X2 M, TSIEELROTRFLET, R EHD
SNMP < 3 — I ¥ [l A 7 — LA X T sent & pending (IZH 7>k LET,
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show snmp pending

SNMP ¥ 3% — ¥ B DIREEFFD, SNMP v R —U Y [AltA v 7 4 —L A b aRRLET,

[ABRH]

show snmp pending

[AAE—F]
— R —PE— FB L OEREEHEET—

(/NS A—42]
L
[E17451]
17-3 show snmp pending 3% > KE{T4|
> show snmp pending
Date 20XX/12/27 15:06:10 UTC
Req ID: 48, Dest: 192.168.0.1, Remaining Retry: 2, Expires in seconds: 3
Req ID: 49, Dest: 192.168.0.2, Remaining Retry: 4, Expires in seconds: 3
Req ID: 50, Dest: 192.168.0.3, Remaining Retry: 2 7
4 1

Req ID: 51, Dest: 192.168.0.4, Remaining Retry: 4, Expires in seconds:
Req ID: 52, Dest: 2001:db8::10, Remaining Retry: 10, Expires in seconds: 30

, Expires in seconds:

[ ~EREA]
% 17-2 show snmp pending a7 > FETEHEODRRTHNE
b 2Rk RTFHIER
Req ID Y7 A KID —
Dest %65 SNMP < % — v a7 4 7 b—3 g 3w K snmp-server host @
<manager address>/X 7 A — & TRE L7
Remaining Retry OOV T A 8%k 0~100
0 DA ITINEHERRIZT CTHELER A,
Expires in seconds vy alrBNEALLTU RTHE | 0~21474835 (FD)
TOFRY e
LRIE~NDEE]
7L
CXrE%E]

SNMP ¥~ R — ¥ [l A T A — A A X MBRFEIFRFZHZ A LT U M LTc e ElIRa~y FEEITTH L,
WDOEH 7oty alBEALT T NTHETORIEFERB OB THLIEITHEREETRTIENHD E
7
[ZE1741]
> show snmp pending
Date 20XX/12/27 17:06:10 UTC
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Req ID: 88, Dest: 192.168.0.1, Remaining Retry: 0, Expires in seconds: 0
Req ID: 89, Dest: 192.168.0.2, Remaining Retry: 0, Expires in seconds: 0
Req ID: 90, Dest: 192.168.0.3, Remaining Retry: 0, Expires in seconds: 0
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snmp lookup

YR—=FMMIBA 7 V=V NMEHRBIOAT V27 MID ZFRLET,

[AHRH]

snmp lookup [<variable name>]

[AAE—F]
— R —PE— FB L OEREEHEET—

(/X5 A—=4]
<variable name>
ATV MAFE, IRy FRLETAT V=2 bEEELET,
HELEAT V= NABOA T V=2 ML Ry MEEOAT7 V=2 be—HRRLET,
KNT h— 2 B WG OB
BAT V=7 M, Py Mg —RTFERLET,

[E1741]
17-4 snmp lookup 3 < > FE1T4I

> snmp lookup sysDescr
sysDescr =1.3.6.1.2.1.1.1

> snmp |ookup

iso =1

org =1.3

dod =1.3.6
internet =1.3.6.1

mgmt =1.3.6.1.2
[F~EREA]

ATV NEF = ATV MID” D7 x—~y N CTERLET,
BIE~NDEE]

L
CEESIA]

L

200



17 SNMP

snmp get

HBEL-MIBOfEEFERLET,

[ABRH]

snmp get <variable name>
[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]
<variable name>
F Tl NEFR, £RE Ry FRUIETH 7 V=7 bEBELET,
WELIEAT V2 M U AZ L ZADEHERERBLERLET,
[E171]

17-5 snmp get A< > KR4l
> snmp get sysUpTime. 0

Name: sysUpTime. 0
Value: 1296584

> snmp get 1.3.6.1.2.1.1.3.0

Name: sysUpTime. 0
Value: 1308889

[FRREHEA]
£ 17-3 snmpget A7 Y FETHORTAR
BNk Bk TR
Name FT 2 N AR -
Value FT 2l A AL A —
LRIE~NDEE]
2L
CFE%E]

1. EFE&ZANER, £idcopy I~V FICEko TRy 7y Far 747 b—ar 77 A VRS
— Ty Far T4 S v—var Ty A MIa— Lz, §9550E SNMP = — 2 = o L
D728 No response JEE A v —V 2N LET,

2. AT 4 L— 33wy K snmp-server community DFXEE LTV 72 WEA, No response iHE A
T—YEHAL, MIBBAEITE EEA,
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snmp getnext

FHELFERO MIB OfizFK R LUET,

[AARK]
snmp getnext <variable name>
[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]
<variable name>
F Tl NEFR, £RE Ry FRUIETH 7 V=7 bEBELET,
WELEA T2l " AZ U ADORDEFEREZMBR LR LET,
[E171]
17-6 snmp getnext < > K174l

> snmp getnext sysObjectID. 0

Name: sysUpTime. 0
Value: 45300
> snmp getnext 1.3.6.1.2.1.1.2.0

Name: sysUpTime. 0

Value: 47300
[F~EREA]
%= 17-4 snmp getnext A< > RETEHORTARE
KRS =0 FREFHIER
Name BELERDOF T M VAR R —
Value WELFEROF T2 A v AR AH —
BE~NDEE
el
EEEIE]

1. BEZANZEE, Fidcopy 2~ RIZE- TRy I Ty Farr 4l b—var 7y A Ve AL
— T TarT 4=y a7 A ar—LEEE, 590X SNMP =— Y = > b #IHi{k

D728 No response JEE A v =2 N LET,

2. KEEEDA U H T 2= AFNZVGE, 1P BH O MIB [ ®OBREE TR 30020, A L7 T b
BHRATHZENHY T, ZOEA, snmp get 2~ RCTHRGET 572>, F713 snmp getnext 2~ >

RT, A A2 2MEEZRELTHET 2L I LTI ZEN,
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==

3. ary7 47— 3y a~ R samp-server community D% E % L TRV EE, No response hinr A
T—UEMEAL, MIBEMSEITEEEA,
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snmp walk

HBELEZMB YU —%FRLET,

[AARK]
snmp walk <variable name>
[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]
<variable name>
F Tl NEFR, £RE Ry FRUIETH 7 V=7 bEBELET,
BELILEAT V2l M U AZ LV ADROEIERERRL, B4 T V27 POTRTOA AKX
Y AERRLET,
[E1741]
17-7 snmp walk 3% > KR4l

> snmp walk interfaces

Name: ifNumber. O
Value: 4

Name: iflndex. 1
Value: 1

Name: iflndex. 3
Value: 3

Name: ifIndex. 10
Value: 10

Name: ifIndex. 100
Value: 100

Name: ifDescr. 1
Value: loopback

Name: ifDescr. 3
Value: VLAN 1 (default) (VLANOOOT1)

Name: ifDescr. 100
Value: GigabitEther 1/0/1
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[FRRERBA]
£ 17-5 snmpwalk 37> FETEHORTARE
E TNl =1 FREEMIELR
Name F Tl A AL A
Value F Tl A AK L AE
BE~DEE
2L
CEESHIAE]

EREZ ANEER, £idcopy A7y NICko TRy I Ty Farr  ZL—varv 7y A Ve AR
— NPy Tarrva S r—var7yAMiat—LEE, $500HE SNMP =— = L
H D728 No response InE A vt —V %I LET,

RIEBDOA BT == 2AFR LG, 1P BEEO MIB [EHROBSRE TR 1000, 2 A4 27 7 &
BRATHZENHY T, ZTOWA, snmp get 2~ RTHRSGT 572, F7213 snmp getnext 2~ >
RC, AV AZ U AEEFRELTRSETH LT T EEN,

2y 7 4 7 b—3 3 aw K snmp-server community DFXEZ LTV 72054, No response Iina A
T—U&MHL, MIBEMSITEEEA,
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snmp rget

BELEUE— NEBOMIB O ERELET,

[ABRH]

snmp rget [version { 1 | 2 }] <ip address> <community> <variable name>

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]

SNMP =— V= MZUE—RT 7 EBAL, EAT V2V "M UAZ U ADERIEREZIG LFERLE
R
version {1 |2}

SNMP D R— 3 U HFEELET,

RRT A — 2 B W OBYE

L2720 £,

<ip address>

VE— R 77 2ATHEEOIP T FLAZEELET,
<community>

VE—MEBEOAI 2 =T A ABHERELET,
<variable name>

MIB DA 7V =7 NEFR, FTIE Ry bRlETAHT V27 bEFEELET,
(17411

17-8 snmp rget 27 > KE1THI
> snmp rget version 2 192.168.11.35 public sysObjectID.0

Name: sysObjectID.0
Value: ax2340s

(& REREA]

= 17-6 snmprget AvY 2 FERITHEORTHNE

RNECS R RoRaF IR

WELIEROF T2 "L VAR R —

BELEROF T2 b v AX Al —

L

CEEZFHE]

2L
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snmp rgetnext

BELZY ET— MNEEORD MIB Ofix R R LET,

[ABRH]

snmp rgetnext [version { 1 | 2 }] <ip address> <community> <variable name>

[AHE—F]
g —PE— P L OEREFRET— N

[INT A—4]
SNMP = — = MIUE—FT V7 EBAL, BEFT V27 b A AF 2 ZADROEFRIERZ BS LFoR
LET,

version { 1 | 2}

SNMP D=V g U ERET D,

KNT h— 2 W OB

12720 %9,

<ip address>

UE—RT 7 BATHEBOIP 7 RLAZEELET,
<community>

VE—MEEOAI =T A AHERELET,
<variable name>

MIB DA 7V =7 NEFR, FTIE Ry bRlETAHT V27 bEFEELET,
(17411

17-9 snmp rgetnext 2<% > FETH
> snmp rgetnext version 2 192.168.11.35 public sysObjectID.0

Name: sysUpTime. 0
Value: 27603450

(& REREA]

=& 17-7 snmprgetnext A7 Y FETHORTRE

RNECS R RoRaF IR

Name WELIEROF T2 "L VAR R —

Value BELEROF T2y v v AZ L AH —

L

EEEIE]
SIRIEBEDA LV Z T = —AENENEE, 1P BEEO MIB [ OBBREF TR 237050, ZA L7 R
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RETHZENDHY ET, ZOHE, snmprget 2~ R THGT 57, F7213 snmp rgetnext 2~ > KT,
AVAB L AEEFRELTRET 2 LI LTSN,
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snmp rwalk

HBELEZVE—MEEOMIB Y Y —2FRLET,

[AHRH]

snmp rwalk [version { 1 | 2 }] <ip address> <community> <variable name>

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]

SNMP =—Y x> MIV E—= T 7 RAL, fEEAT V=7 b VRS U ZAOROEERGHZTUT L
FTP=2 FDTRTDA VAL ALRFLET,
version { 1 | 2}

SNMP D R— 3 U HFEELET,

RRT A — 2 B W OBYE

L2720 £,

<ip address>

VE— R 77 2ATHEEOIP T FLAZEELET,
<community>

VE—MEBEOAI 2 =T A ABHERELET,
<variable name>

MIB DA 7V =7 NEFR, FTIE Ry bRlETAHT V27 bEFEELET,
(17411

B 17-10 snmp rwalk 3 < > KT
> snmp rwalk version 2 192.168.11.35 public ifDescr

Name: ifDescr. 1
Value: loopback

Name: ifDescr. 3
Value: VLAN 1 (default) (VLANOOOT1)

Name: ifDescr. 10
Value: MGMTO

Name: ifDescr. 100
Value: GigabitEther 1/0/1
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[&RREREA]

%= 17-8 snmprwalk I v > FETEHORTHE

RRELS =0k RREHRIER

Name WBELIZROFA T2 M AK A -

Value WBELIZROF T2l v AH o AfE —

[BIE~DZE
L
DEEFIE]
RIGHERDA » 5 7 = — ZFHBH VG, 1P BIEO MIB WO R TR 220, %A 57 7 ks

RAETDHZENHY 9, ZOHA, snmprget 2~ KT 52>, F721F snmp rgetnext 2~ > KT,
A VARG AMEEFRELTEET DL LTI,
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1 8 SERER U 1) T b
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python

Python % iE£HE) L £,

[ABRERK]
python [<option>] [-W {ignore | default | all | module | once | error}] [{-m <module name> |
{file name> | -} [Kargs>...]]

[AAE—F]

SEE AT R

(NS A—=4]

<option>

-b (-bb)

LFFNE AL FEE LT E S ICEEELRESEET, b EBELEGGEIT —2RESEE
‘?—O

-B
TRIAT v a T, REETITRMNRBEIILEEA,

-d
Ty ZTHAEFINLET,

-E
Python BN T N TORREAR (PYTHON*) Z L £,

-h (~-help)
FTRTOavy R v T varonviitHEERRLET,

-
BOIOGHNCAZ VT SR REINIZHE, A7 VT METHRICA V2T 7T 4 7EF— RIER
LET,

-0 (-00)
FRIAT v a T, AREETIIFRNREBETILEE A,

-q
AVHETIT 4T E— ROEMIFIIAA—Ya v EFRLEYA,

R
P — B A EEERIT DU FER L LT, hashOIC X Dy & 2 flARIC YL B 24 L%
F. VL MR, BRBEASX PYTHONHASHSEED (Z3% @ L7 EA A L £ 9, RENRWEE
I o AEEERLET,

-s
sys.path™ |2 —Hsite 7 1 L7 b U ZBMLEHA,

-S
site BV 2 —/LDA VAR— MEEHZL T, TOEV2a— /L TTONTNWET L7 hUMBEOD
sys.path™ {2 20 L £,

-u
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TRIAT v a T, ARLEETITRNBRIMEIILEEA,

v (-v)
EVa2—ABIIESND T, TOEV2—ARED (F7 A AAREAL M v EDa—
) Inbu— RENTZDNERT Ay =V aFRLET, -w RIBELLEEIE, TVa— %
BT HLEENIT 27 LI T 7 ANMIH LT A v E—VR2RRLET, £, KTRHROETY
2= NI )= T7 v AT OERbEFRLET,

-V (--version)

Python D/N—2 2 U EEEZR L THRT LET,

X
= ADFMOITE AT v T LET,

X
THRIAT 2 a T, ARLEE TR RBI I L EE A,

AT A — 2 B OEE
<option>DA-FHNIFLH L728EZ L EH A,

-W {ignore | default | all | module | once | error}

BEELRT OHE R L £,

ignore
TRTOEEZERLET,
default

HIRIGZT 7 4V bOBME (Y —RAITZ L0 ERITEEE2FRT D) #ERLET,
all
BEPRAETHENNIF TR LET, A—TRETHL Y — AT K LS R 384 LGS
X, RKEODAvE—VERRLET,
module
BBV 2 — VORINIHEAE LB EZRRLET,
once
RS T ATRINCEAELEEEZRRLET,
error
BELRFR LN TS ERESEET,
RNT A —H B OB E
V=TT ERE T EE AR R LET,
{-m <module name> | <file name> | - } [<args>...]
-m <module name>
BELZEY 2— L% syspath®2 DL RE L THEITLET,
<module name>|ZHiE T & 5 SCFEHUTIK 255 SLFETT,

<module name>|21%, FEEHFE Ry b (), " 72 (1), ToFx—2a7 (), T (~), »
v b (N BEHTEET,

B b T4 L7 PUIEERLEREA,

<file name>
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EHEER V) T

BELEAI VT RN T 7 ANEFITLET, 77ANMNRNRET A NZERELTLIEEN, 7
FANRAEERTEE, Lo T 4L 27 NI ESRLET,

<file name>{Z 57 T & 5 30T HUTIHA 255 LT T

<file name>I21%, #HFTE Ry~ (), " 7> (), TovF—2a7 (), FA¥ (~), ny |k
() BMEATEET,

BECTEDLAZ VT N7 7 A NVOPEBETIE Tpyl Tpyel pyol O ENMNTT,

A VBT YT 4 7F— KT Python ZiLEI L £,

<args>
27 VT N7 7 ANVORBRFICEA T 2518z ELET,
—ODBIFUTHEE TE 5 CFHIIHRK 63 LFETT,

FIEUTIE, WEE L RBRSCTF R TTE Y, FERSUEICOW TR, 130 a— R 22K L
TEEW, EEL, #9074 —F ("), Yo ZArx—1F (), BIanr (), "y RT
vva V), A x—h O) IMEATEETA, 72, B (§) (FEFAOCFITIEE
HTEEEA,

BETE 281 BOKITRKR2ME T, EERET 2%5E61L, SIEBOME A=A TRV £,
BIEICAR—R I EORFR T2 ERT 2561, 518EX 707 +— bk (") THATEELT
<TEEW,
ANT A —Z B R DENE
AUHBT 7T 4 7F— RTPython ZEE) LET, 7272 L, <option>/3T A —H|Z-h (--help)A4 7"
3 U ETIE-V (version)F TV g CEIRE LTIESEIE, BE LTZEMEICIENET,
FTRTDNRT A —ZEBMREO @
A BT 0T 47— RTPython ZLH L E7,
X1
Vs EE, Ny v a HAERETOMIZ U AT T, Ny V2 HEEMEICT 5 BRSSO
ZETT,
%2
sys.path & 1%, Python WE T 2 — NV ERBET 720D 2EZLFFNOY A MZLEZLDTT,

[R1741]

ALYy " T4 L7 RVIZHBHAZ VT N7 7 4/L (samplepy) #iLEHL FET,
# python sample. py

HEEICA VA M= VERDAZ YT FEY 2—/b (sample) ZHEE)LE$, HEINIC, B—5 32T test
Z, BIAIBICIT AFELTELET,
# python -m sample test 1
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AV BT T 47— RTPython ZEENL EF, EBEHERLLZLKTLET,
# python
Python 3.2.3 (default, Oct 29 20XX, 17:26:20)
Type “help”, “copyright”, “credits” or “license” for more information
>
> quit()

[(RFEHA]

22 YT OETRHERNERSNET,

[BE~DEE]

WEEHET 522 ) 7 M EFTT DL, BE~OEERRET DN £,
DEEHE]

1. [ERCFEITTED2 7Y 7 MR 4 T,
2. AZ VT NORENT 1Y RK8EITT, ZORIRMEZEE L HEEIE=T7 120 £,
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stop python

BEEP O Python A7 V7 M aAF Ik LET, HEEAZ UV ME, (FIEB T ICHREH L ET,

[AARK]
stop python [-f] [kill] <pid>

[AAE—F]

HEEEHEE— R

[T A—=%]
-f
BAYE—VEHNLARANWTav L FEEITLET,
AT A —Z B OEE
WBA v =& LET,
kill
BB OR 27 U7 MMZ SIGKILL % 245 U CHifilis ik L,
AT A — LB WERE O ENE
SIGTERM i#{E1Z & 215 1k & £ 5,
<pid>

BT HA7 V7O e R ID ZEELET, 7 7R ID L show script running-state =~ > KT
B TE £, FHETE DEOFHIL 1~30000 TH.

FTRTDIAT A — 5 WO By
e D TA487 X — 2 AWEEOBIE] (ITRROBIFICAR D £,
(47411

18-1 BFHDRS Y F+ (PID: 12345) MO{F1E
# stop python 12345

Do you want to stop the specified script? (y/n): vy
#

(&R REREA]

2L

[(BEE~NDFEE

2L

CEEZEHE]

L
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pyflakes

Python 227 U7 N7 7 A VDIEF = v 7% LET,

ARa< 2 Rig, PyPl (Python 227 U7 OV A ) ICABENTWAIET = v 7 Y — L EFEHLT
WET,

[ABR]

pyflakes <file name>

[AAE—F]
—m— P E— R L OSEEREEE T R

[N A—=4]
<file name>

BELIZAZ VT N 77 AN EEF 2w 7 LET, 77 ANMNRRET 7 A NAERELTLEE
AN

<file name>l2i%, EHFE Ry b (), "7y (), Tvd—2a7 (), FL¥ (~), ~y |
() PEHTEES,

BECTEZDAZ VT N7 7 A NVOIEETFIL pyl TT,
[ZE1T740]

K 18-2 Python version3 M3GEIZH > TER LIRSV ) T kT 74 )L (sample.py) OXEF T vy
> pyflakes . /sample. py
>

X 18-3 Python version3 O3GEIZHDLLEWTHER LAV Y T 774 (sample.py) DXEF T v
> pyflakes . /sample. py

./sample.py:1: invalid syntax

print “Sample”

[FRRERHA]
MELT—BIOT == IR RWEAE, MO LARNTRTLET,
SHET T —E 3V = I RBLHEE, RO T —IFREE I LET,
o Ty ANK ATEE =T —HE)

o 7 —{EpT

BEE~DEE

L

CFEEHE]
el
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install script

YEREL L7= Python 227 VP N 7 7 A NEARERBIZA VA P—L LET, HEAZ VMBI UA R ME#)
27 V7ML, Ka<w RTA VA M=V LEAZ VT 77 AL 2REILET,

A VA M=V LIZAY VT b7 7 A Vid/config/script/script.file |2 2 B — S E T,
AVAR=NTEDLRAI VT R T 7 AND, 77 ANVEBIOYA XD EREITIRD LY T,
o T AN 1007 7 AL

o BT FANDEFYA X 4AMB

o 1 77 ANDY A X :512KB

[AHRH]

instal | script <file name>

[AAE—F]

EEEHEE— R

[INFA—=42]
<file name>

EELIZAT VT RN T 7 ANEAL L A=V LET, T7A NIRRT 7 A NLERELTLLES
W, T ANRREETDE, AL T 4L N ESBLET,

<file name>ZHEE T X DI RATFHIL, R"AZEZOT25 LFTT, £209b, A7 VT RT77 AL
DT 7 A NAIMENTE DIRRCTFHIL, PLEFE2 50T 99 LFETT,

ATV T R T 7ANDT 7 A NELIZIE, BT ERY N (), " 7> (), TovE—=2a7 (), F
N (=), Ny b (D) BERATEET,

HBETEDAZ VT N7 7 A NVOYEERTIE Tpy) [pycl [pyol @ ENITT,

A UVAN=NEHBDAT VT N7 7 AN ERFEZTNRLRDAT VT T 7 A VIFA VA =L T
TEFA,

() "test.py"23A A h—WERHD & XX, "test.pyc""test.pyo"E A A h— /L TEEHA,
[=1741]
X 18-4 HALUETALY MIIZHBRY ) TRT 74 (testscriptpy) ZXREEBIZA VR F—IL

# install script testscript. py
#

(&R REREA]

2L

[(BEE~NDFEE

2L

GEEZEIE]
. §TIA VAP NLENTVWBRIZ VT T 7 A VT EEEXTEEHA, A2V TN T 7 A VEER
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L7Z0WEGE1E, HIBRLTOLHEA VA =L LT &N,
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uninstall script

AIEFEIZA VA M=V EN TS Python 227 U7 N7 7 A VEHIBRLET, ®EEAZ Y b & L CHE)
H, FRERA R M REZRBIGES T ORI ) S N T A NVERE LGS, 4T et RE
fFIELTTZ 7 A VEHIBRLET,

[ABR]

uninstall script [-f] f{all | <file name>}

[AAE—F]

HEEHEEE— N

[R5 A—=4]
-f
RBAyE—VEHA LR Ta~vr REFITLET,
KNT h— 2B WG OB
ERA v E—VEHALET,
{all | <file name>}
all
AEBIZA VA=A ENTVLTRTORZ VT 7 7 A LEHIRLET,
<file name>

BELFEAZV RN 77ANFEIRLET, 77 ANATITEEEL TSN, 77 A L3%
BEFTEEEA,

<file name>21%, EHTE Ry b (O, " 7> (), TvF—2a7 (), FAZ (~), ~v b
N BHTEET,

B T4 L7 N)DOETRELEREA,
(17411

X 18-5 XY T KT 74 (testscript.py) DHEIFE
# uninstal | script testscript. py

Do you want to delete the specified script file? (y/n): vy
#

[&RREREA]

L

2L

CEEZEHE]

2L
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show script installed-file

AIEFEICA VA B—/LENTWD Python A7 U b7 7 A VDIEREFRLET,

[AHRH]

show script installed-file [<file name>]

[AHE—F]
g —PE— P L OEREFRET— N

[INFA—=42]
<file name>

HBELIEAZ VT N7 7 ANVDEREERLET, 77 ANVATRTERELTLEIVN, 77 AN
ZFEEITTEE A,

ARG A — Z B W OB E
A UAP=LENTWEERRAIZ N TR 7 A NVDIFEREF R LET,

[E17H1]

B 186 £RXV T FIT7AIIERORT
> show script installed-file
Date 20XX/10/25 13:39:50 UTC
Total: 3 files, 129931 bytes

name: testl.py
size: 4014 bytes
MD5: 646da9ae6854565766abc96856857d67

name: test2.py
size: 125263 bytes
MD5: 8efb5b4belfT7bead446abbfalebac1620

name: test3. py

size: 654 bytes

MD5: b5210a71ealc7bcbcb7923a7d471e383
>

X 18-7 RHVUTELT74AIL (testl.py) EHRDETR
> show script installed-file testl.py
Date 20XX/10/25 13:40:50 UTC

name: testl.py

size: 4014 bytes

MD5: 646da9ae6854565766abc96856857d67
>
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[F&RR&HEA]
% 18-1 show script installed-file A< > KORTHE
=RIEH EGNAES
Total <value> files <value> : £ VA M —)L 7 7 A V¥

<value> bytes

<value> : §&t7 7 A VA X

name 77 AN
size T ANY AR
MD5 MD5 7~ o = fii
BE~DEE]
2L
EEZEIE]
2L
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show script running-state

Python 27 V7 F OEEERER T LET,

[AHRH]

show script running-state

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

L
[R1741]

18-8 R4 ) 7 FEEERDERT
>show script running-state
Date 20XX/10/25 13:39:50 UTC

[operation command]
command |ine args: python /usr/home/operator/scriptl.py
PID: 12345
start time: 20XX/10/25 13:39:01 UTC

[applet]
applet name: event-monitor
action sequence: 1
command |ine args: python script2.py “100”
PID: 15432
start time: 20XX/10/25 13:39:20 UTC

[resident]
script id: 1
command |ine args: python script3.py “abc”
state: Running
PID: 10987
start time: 20XX/10/20 11:00:20 UTC

script id: 2

command |ine args: python script4.py
state: Not Running(suppression)
suppression time: 20XX/10/20 19:00:02 UTC

script id: 3

command |ine args: python scriptbh. py
state: Not Running(no file)
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[&RREREA]

% 18-2 show script running-state A< > KORTAHE

RRIEE

KRTAR

RREHIBIER

[operation command]

av 2 FRAZ7 U7 MIETAERER R LET,
TEFRD R 7 V7 RHFEIE L7256 13" Not Running” & &R L E37,

command line args

awr KT7A4 515

M2 ) NEEBRFOa<w L FTA 51K

PID Zut & ID -

start time faulisA] -

[applet] Ty MERICE DA N MEBIR U T MCET SR RR LET,
BEFR DR 7 U7 N BIFEE L2V EA1E"Not Running" & FoRr L5,

applet name Ty b -

action sequence

TIar—r s A E S

aLv T4 L— g UTRHRIELE,
FATNEFF 2 BT B — 7 v AFH

BN YANA?)

command line args

a<wr K74 U815

EARYANAN M ET0R=0Val N GV 1E ¢

PID a2 D —
start time ECENRFZ -
[resident] WEEAZ V7 MCBET AR ERTLET,
a7 4 T b—va UK E DA IE"Not Configured” & R L E T,
script id 227 U7 KID arvI 4=y arTRELE, LA VT D

BEA V7D

command line args

g RIA4 VU815

HYR7 )T NEEREOa v RT A U5

state EEkAE Running : BifE
Not Running(suppression) : FLE 1L kg
Not Running(no file) : 7 7 A L ARKA > A F—)L
PID Zuk X ID -
start time ECEhREZ) -
suppression time eI ECEN 1L 2 B AR L 72
BIE~NDEE]
7L
CXrE%E]
2L
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show event manager history

ARA RN NORAEBREEF TR LET,

[ABRH]

show event manager history {applet | script}

[AAE—F]

— R —PE— FB L OEREEHEET—

[T A—=%]
{applet | script}
applet

Ty MERETERMOA Ry MEAEREZFRLET,

script

27 VT NTEERLTCERA N FORERREER RS LET,

[R1741 1]

18-9 7Ly MERETERIOA R FREBRORT

> show event manager history applet

Date 20XX/10/25 12:25:10 UTC

time (event occur) time (action start) applet name type
20XX/10/25 12:00:00 UTC 20XX/10/25 12:00:00 UTC every-one—hour timer
20XX/10/25 11:34:33 UTC 20XX/10/25 11:34:34 UTC SNMP log sysmsg
20XX/10/25 11:00:00 UTC 20XX/10/25 11:00:00 UTC every—-one—hour timer
20XX/10/25 10:00:00 UTC 20XX/10/25 10:00:00 UTC every-one—hour timer
20XX/10/25 09:00:00 UTC 20XX/10/25 09:00:01 UTC every-one—hour timer
20XX/10/25 08:00:00 UTC 20XX/10/25 08:00:01 UTC every—-one—hour timer
20XX/10/25 07:00:00 UTC 20XX/10/25 07:00:01 UTC every-one—hour timer
20XX/10/25 06:12:57 UTC 20XX/10/25 06:12:57 UTC OSPF log sysmsg
>

[E176] 1 DERREHA]
% 18-3 show event manager history applet D& RTHNE
FRIEH FRAR FREFHEER

time(event occur)

A N R FEARZ -

time(action start)

T A v FETRA -

applet name

Ty A

type

A A FES

timer : ¥ A < EEAH
sysmsg : JEMA A v &— VER

225



18 EMHEEXV 1) Tk

[R174 2]

XK 18-10 RV YT FTEHELE-ERAAL FOREBEORT
> show event manager history script
Date 20XX/10/25 12:25:10 UTGC

time name PID event ID type
20XX/10/05 13:12:57 UTC samplel. py 2543 16777216 timer
20XX/10/04 23:01:55 UTC samplel. py 2543 33554432 sysmsg
20XX/10/04 02:00:00 UTC samplel. py 2543 16777216 timer
20XX/10/03 02:00:00 UTC samplel. py 2543 16777216 timer
20XX/10/02 10:11:23 UTC sample2. py 12345 33554433 sysmsg
20XX/10/02 02:00:00 UTC samplel. py 2543 16777216 timer
20XX/10/01 02:00:00 UTC samplel. py 2543 16777216 timer
>
[T 2 DFRRERA]
% 18-4 show event manager history script DR THAE
*RIEH RTIAR RN HIEER
time AR N FEAEREZ] -
name AP YT T 7 ANBE | BHANY NOBREICETNTRALER T VT D, T A4
FIEEY 22— 4 FLIEEY 24
RN 24 CFLL D L XX, EEHND 23 XTFETERRLE
R
(interactive) : A > X% F 77 4 7E— R
PID 7r¥Z D AN FOBEREZER LA 7 Y 7T o7 at 2 ID
event ID A4 ~X> N ID —
type A~ MER timer : & A ~ 4
sysmsg : IEH A vt — VR

[BE~NDFEE]

L

CEEZFHE]

2L
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EHEER V) T

show event manager monitor

BafiA N MERERRLET,

[AARH]
show event manager monitor {applet [name <applet name>] | script [pid <pid>]} [type {timer |
sysmsg}] [detail]

[ABE—FK]

—fr—PE— FBLOEEEHEE— N
[N A=4]

{applet [name <applet name>] | script [pid <pid>]}

applet [name <applet name>]

T 7Ly MERRTEMRTP DA X MEHREFRLET,

name <applet name>%f5E L7561, HEE LT 7Ly FCTEHRFTOA X MEREER R LE
9, <appletname>\Z1%, 7L v "% 31 CFUNTIEELE T, 1 UFAFEHT, 2 X5H
DRIzt 7 (1), Tovx—2a7 () MERATEET,

name <applet name>% AW L7256, T XCTOT 7Ly MERETEHRTOA X MEREETL
e

script [pid <pid>]

AT VT N CEELIZERTOA X MEREFRRLET,

pid <pid>ZFEE L7=5A1E, HHELET ot X IDDORXZ U7 M TRELEEE T OA X MMEH
ZFRLET, <pid>ITHEETE 2 EOHPHIT 1~30000 T,

pid <pid>ZEHE LI=5A1E, T X THORZ VT S TRELEEERPOA Ry MEREERLE
T

type {timer | sysmsg}
FEE Lo A N MRERIOEEHA N> MEREZFRLET,

timer

LA EROERA X MERERRLET,

sysmsg

A v —VEROBERA N Mie &R LET,

ARNT h— 2 B W OB

TRTOA Ry NEROBER A N> MERER R LET,

BfiA 2 b ORI # AR LET,
RN T h— 2 H W OB

BfiA N MERERTRLET,

TRTONRT A —ZEWEEOEE
TRTOERA R MEREFRLET,
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EHEER V) T

[R1741]

18-11 7L v MERETEE LERA AN MERORT
> show event manager monitor applet

Date 20XX/10/25 12:15:15 UTC

3 event(timer:2, sysmsg:1)

applet name type start time detection
monitor1 timer 20XX/10/24 12:03:57 UTC 23
monitor2 sysmsg 20XX/10/24 12:04:08 UTC 1
monitor3 timer (disable) 0
>

18-12 7 7L v F&HA monitor1 D7 TLw b TEEELI-ERA RN FMEHEBERO R T

> show event manager monitor applet name monitor1 detail
Date 20XX/10/25 12:25:10 UTC
applet name: monitor1
type: timer
condition
cron: "0 x % *x x”
start time: 20XX/10/24 12:03:57 UTC

statistics
detection: 23
discard: 0

priority: normal

action
1 python start.py “monitor1” “timer”
2 python test. py
5 python end. py

18-13 RY YT FTEHELEEHRARY MERORT
> show event manager monitor script

Date 20XX/10/25 12:25:10 UTC

3 event (timer:1, sysmsg:2)

PID name event ID type start time detection

2543 testl. py 16777216 timer 20XX/10/24 13:12:57 UTC 23

33554432 sysmsg 20XX/10/24 13:12:56 UTC 0

12345 test2. py 33554433 sysmsg 20XX/10/24 15:10:01 UTC 1
>

18-14 JOERIDA2543 DAY ) T FTEELEERARY FEEAFRORT

> show event manager monitor script pid 2543 detail
Date 20XX/10/25 12:25:10 UTC

2 event(timer: 1, sysmsg: 1)

PID: 2543
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18 BHEERXV Y T+
name: testl.py
event [D: 33554432
type: timer
condition
cron: "0 x % *x x”
notice priority: last
start time: 20XX/10/24 13:12:57 UTC
statistics
detection: 23
discard
detector: 0
script: 0
event [D: 33554433
type: sysmsg
condition
event level: E7 E8 E9
event function: “PORT”
notice priority: normal
start time: 20XX/10/24 13:12:56 UTC
statistics
detection: 0
discard
detector: 0
script: 0
>
SN
% 18-5 show event manager monitor A7 > FORTAE
FRIEH EGNDES TN HIEER
Warning s ""System message was discarded before searching. (discard count:
<count>, last time: <time>)"
<count> : FEIESK
<time> : BEIE L 72 A iR
EAA v E—VEHET, EAA vV LERSK R~y T
T HRNCFEENRAE LA IR R LET,
<value> event A MK <value> : KRGO A <o M
timer i ad T FRXI G D H A ~ EREH
sysmsg A v — UEEREK FORM B OEM A v & — JEHEN
applet name 7Ty b4 —
PID Zut A 1D —
name 2T VT T 7 ANGE | detail /XT A —=FDIENRNGE, BB 20 XFLLED L &
TEY2— V4 XN D 19 LFETERRLET,
event ID A ~X2 K ID —
type AR MR timer : & A <A
sysmsg : EA A v & — VB
condition B2 -
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FRIEH ECONAES FREFHTER

priority T ENEE S high : &
normal : #

notice priority low : &
last : F{K

start time AR B AB IR AR NER BRG]
Ty MERROA RV NERT, a4 S L—varavw
> K disable 23 G %N 722856 13" (disable)" &, A~ M BAAA
SN TWRWEEE " 2R R LET,

statistics R IE -

detection A R S RFEEIE A R NEERRERERR MR LT A X MK

discard A X b BEFERIEL -

detector A R N BEFERIGEM AT 0 7T WCA Ry MR A FEIE LT3

script A~ R BEFERIEGEM ALY YT N TA R MR % BESE LT3

action BegkT 7 v a v Ty MIREESNEZT 7 a vy —r o ZARKEBLOT 7
vayv

FRHNCEER A R ML E L-BA1E, EROFRREE LAV ERHY F4,

A X2 MEINZIE T T, ROBIRTERRMFEZRRLET,

x® 186 AN RERZEDERSEHE (condition) DERTHE

AR RER *R1EH ECONAESN RoNFEHIER
timer cron cron JER D 7 A < BEfR A R NRITREA % cron B TR L
F9,
interval interval JEZD & A ~ B4R RefHIEIRR 2 MO B CERR L E T,
sysmsg message type A v — VR -
switch no. AA yFEK -
event level ARy R LR R8~R5, E9~E3 : BB GRDA < b
L~
BEODOA R R LARLRER I T
L5E0E, BN EETHL L
ZRLET,
event function A R N FEAEL —
interface id AR NBEA T T 2—RA | —
k-
message id A v — AT -
additional info (upper) I AT 4 #7 —
additional info (lower) FEINE T AL 12 #7 —
message text AvE—=UTHAR -
fas

AR MEBRSMFE LTRESN TOWARWEHEBIIRRSNEE A,

[BIE~NDEE]
2L
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CEEZHHE]

L
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clear event manager

AR MERICHET ROEREZ VT LET,
® show event manager monitor =2~ > K TH{ /179 5 #EEHEH IS L O Warning 15
® show event manager history =2~ > R CH /19 % LB

[ABR]

clear event manager [{applet | script}] [{statistics | history}]

[AAE—F]
—m— P E— R L OSEEREEE T R

[R5 A—=4]
{applet | script}
applet
Ty MERTERBR LA XV MEWREZ VT LET,
script
27 VT I DBERBRGE LIoA X MEREZ VT LET,
KN T h— 2 WG OB
Ty MERRB LR Z V7 bERBE LA X MEREZZ VT LET,
{statistics | history}
statistics
Bt oA~ b OfEEHERIS L O Warning 158 EZ 7 U 7 LE T,
history
AN NREEEEZ 2 VT LET,
ENAV AP £ S Sll(E
B DA N>k OFEEHER, Warning fF#, 35X UOA <> MREAEREEEZ 2 V7 LET,
FTARTORT A —Z B OB

Ty MERBBIORZ U I bERBRGE LT, BT OA X FOREHER, Waming R,
FOA R P REREZ2 VT LET,

[E17H1]

18-15 ARV FEE IO SLNREELTWDHEHERD Y T
> clear event manager statistics

>
[F~EREA]
L
BIE~NDEE]
L
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CEEZHHE]

L
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restart script-manager

27 VT NERBTu T LAEHREHLEST, ZoLE, BHFORI VT N T 7 AV EEIELT, FEEA
7V 7 N emEEELET,

[AHRH]

restart script-manager [-f] [core-filel

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[T A—=4]
-f
FEBMEA vy E—Y2H N LARWT, A7 VT MNERT R T hEBESHLET,
KRT A — 2 B OEE
B A v =V LET,
core-file
HEBRCAZ VP NEE T 0 7T ADaT 7 7 A )b (scriptManagerd.core) #H 1L E T,
KRT A — 2 B OEE
ay 7y ANERLER A,
TRTONRT A —ZBREREOEE
HEEMEA v -V LIzhE, A7 VT NEHT 07T AEFESLET,

[E17H1]

X 18-16 RV YT FEEBITOY S LOBEREE
> restart script-manager

Do you want to restart the script management program (scriptManagerd)? (y/n): vy
>

[F~EREA]
2L

BE~NDEE
L

CEEZFHE]

I a7 77 AP CIFET S5 ERMTEES T2, LESLTTZ 7Mbbl
Ny 2T v 7 LTEBWTLEEN, HAKBLOT 7 A VAITKRO LEBY T,

e 5 L7 I~V : /usr/var/core/

® 77 A L4 : scriptManagerd.core
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restart event-manager

AR NER T ST A EFEEELET,

[AHRH]

restart event-manager [-f] [core-file]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
-f
FHEBERA v — V2 LT, A XV MNEHRT 07T AEHEBLET,
KRoNT A — 2 KR OB
BA =TV HRHDILET,
core-file
FHEBIFICA X MEFT 0 /5 5D a7 7 74 ) (eventManagerd.core) %I LE T,
KNT h— 2 W OB
ar7rA eI LEEA,
FTARTO/NT A —Z B OB
HEDERA vE—Va2H A LicbE, ANV NERT 07T AamETHLET,

[E17H1]

18-17 ARV FEEBTOYT S LDBEIEH
> restart event-manager

Do you want to restart the event management program (eventManagerd)? (y/n): vy
>

[FREREA]
L

BE~NDEE
2L

CEEZEHE]

1. a7V 77 ANDBT CTICFET L5 ERERMTLEEEZ T, LEIELTTZ 7ML E2H LN
Ny 2T v 7 LTEBWTLEEN, HIEBITT 74 VAF3RO EEBY TY,

e 5 (L7 VU : jusr/var/core/

® 7 7 A /L4 : eventManagerd.core
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dump script-user-program

A7V NEBT O T ATERRLTWAFEHEAZ VT N, BIOA XV MNEEBIRAZ Y T R THOEND
BT —% 77 AV~ LET,

[AARK]

dump script-user-program
[ABE—F]

—fFr—YE— FBLOEEEHET—
(/8T A—4]

L
[ZE1TH1]

18-18 HEIRV U TFELUVARU MEBRV Y T TCHASNZEBEIS—ZF 77/ IL~HH
> dump script-user—program
>

(&R REREA]

L

[BE~NDFEE]

2L

CEESE]
1. BEZ 7 ANVRT TIFET DB EITERFTEEZT LD, VEIIUGLTTZ 7 A L E2HLNLD
Ny 7T v 7 LTEBWTLEE, HAKBLOY 7 A VAIFKRO LEBY TT,
e 5 ¢ L7 KV : jusr/var/scriptManager/
® 77 A /L4 : smd_script_user.gz
2. smd_script user.gz I& gzip JEME 7 7 A LTI, R LIZT7 7 A VOHIFIZRIZTLET,

[H a5
SR
#ttlresident script id 1 infolftittitii <1
##t START (20XX/07/04 11:56:00 UTC) name=err.py pid=3758 <=2
## 20XX/07/04 11:56:00 UTC <=3
File “/config/script/script. file/err.py”, line 1 1
print aaa | 4
) |
SyntaxError: invalid syntax -
##t END (20XX/07/04 11:56:00 UTC) name=err.py pid=3758 <-5

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
##t START (20XX/07/04 11:56:00 UTC) name=err.py pid=3418
#t 20XX/07/04 11:56:00 UTC
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File “/config/script/script.file/err.py”, line 1
print aaa
SyntaxError: invalid syntax
## END (20XX/07/04 11:56:00 UTC) name=err.py pid=3418
S
## START (20XX/07/04 11:56:00 UTC) name=err.py pid=3815
## 20XX/07/04 11:56:01 UTC
File “/config/script/script. file/err.py”, line 1
print aaa
SyntaxError: invalid syntax
## END (20XX/07/04 11:56:01 UTC) name=err.py pid=3815
S
#t START (20XX/07/04 11:56:01 UTC) name=err.py pid=3980
## 20XX/07/04 11:56:01 UTC
File “/config/script/script. file/err.py”, line 1
print aaa
SyntaxError: invalid syntax
#t END (20XX/07/04 11:56:01 UTC) name=err.py pid=3980
S
S
#tlresident script id 2 infolift#tiitts
#t START (20XX/07/04 11:59:00 UTC) name=sample.py pid=1212

<{-6
S T

# [applet:testapplet, action:1] <=1
#t START (20XX/07/04 11:35:00 UTC) name=sample.py pid=1345 <-2
## 20XX/07/04 11:36:00 UTC <-3

File “/config/script/script. file/sample.py”, line 1 A
print aaa | 4

) |

SyntaxError: invalid syntax -

##t END (20XX/07/04 11:36:47 UTC) name=sample.py pid=1345 <-5
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

1. AZ V7 MIDMB1OFEERZ Y7 MIBETRHEL
2. EEWRZ, 7y AN a— g, Frt X DX
3. EdET T — ) S B
4. IEAET T —LEFIK
5. TEZ, 77 ANV%, Fuak R D¥
6. HWEERAZ VT Mgy MNEBEIRZ VT N ORREES R
7. TV N, T vary—rr AR
HEX
TyITT I RRAROT—5TT,
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dump script-manager

27 VT NEBRT 07T ATRIL TOAHIEE®RE 7 7 A v~ L ET,

[AARK]
dump script-manager
[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]
L
[E17451]

K 18-19 RV YT HEEBIOTS LOFHIHIEREZ I 74 IL~HA
> dump script-manager
>

[FRRERAA]
L

[BE~DFE]

L

CEESE]
I HBEZ77ANDBTTIHHET 258 T BEGTLEES TS0, BBEIISLTTZ 7ML EHLNLD
Ny Ty 7 LTRBOTLILEEY, HAEBLOT7 7 A M ABRDO LB TT,
e 5 ¢ L7 KV : jusr/var/scriptManager/
o 77 AN4% :smd dump.gz
o 7y AN : smd tracel.gz

o 77 A4 :smd trace2.gz
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dump event-manager

ARy NEH T 0 7T A TR L T LHIEERE 7 7 A L~HHLET,

[AARK]

dump event-manager

[ABE—F]

— o —YE— FBLOEEEHEE—
(/NS A—42]

L

[ZE1TH1]

18-20 ARV FEE IOV S LDFHIEERZ 771 IL~HA
> dump event-manager
>

[FRRERAA]
L

[BE~DFE]

L

CEESE]
I HBEZ77ANDBTTIHHET 258 T BEGTLEES TS0, BBEIISLTTZ 7ML EHLNLD
Ny Ty 7 LTRBOTLILEEY, HAEBLOT7 7 A M ABRDO LB TT,
e 5 ¢ L7 KV : /jusr/var/eventManager/
o 77 AN4% :emd dump.gz
o 77 A4 :emd tracel.gz

o 77 A4 :emd trace2.gz
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R L5ED1—IL—E

AR 2 EREARIEC OV ORISR L £ T, EREGRELT T extlib Sy 7 — Y071 7
70 LTREELET,

BMcommandline €2 1 —)L
commandline € = —/L T, Bz~ FBIOar 74/ b—varvawy ReA 7 )7 nbETT
% CommandLine 7 7 A &2t L £ 7,
CommandLine 7 7 AD A Y v RERIZRLET,
® CommandLine 27 7 A
e init AV YR
® cxec AV v K
o cxit AV v R
® set default timeout AV v K

® set default logging XV v K

Msysmsg €Y 1—/L

sysmsg BV 2 — LT, A7 VT MnbEAA v E—Va M LET,
FIHT&E DB ZERITRLET,

e send BA%K

Beventmonitor €2 a2 —)b

eventmonitor £ = — /LTI, HESLR Y FU—7 OIREEZR E OB LR LT, EHbdSROIREZE L (o
NUB) ZEETORZ YT MEmLET,

FHTE BB ERIRLET,

® regist sysmsg 94K

® regist cron_timer B4

® regist_interval_timer BI%X

event_delete B4k
® cvent receive B

F72, A2V IREEFSNTZZE (XU MEFIRA S U T NDOBEA, BB o REA RV N)
FEAEALET,

FATE 2B ERITRLET,

® get exec trigger BA%K
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__init__AYw F (commandline.CommandLine 7 5 X)

CommandLine 7 7 ADa A ~NF 7 % T9,

[AYVy F4]
_init_0
[51%4]

el

[RY1E]

A AL AT

HRR LA v AZ A

(515} ]
£ 191 __init_ A VY FOFNYSR—E
AP & Eol ]
commandline.GeneratelnstanceError AVAB U ADERIZRKMLE LTz, BFEITLTLIEEN,
commandline.DuplicatelnstanceError oy REFEITARERA VAY U ART TIZAER I TVET,

[E¥#H]
exec AV v NIz Ba~wy FOFITR[RE/ A V AX V AEAR L ET,

AVAB L AERBEHBDO A RANE— R —E—RTT, £, 1V AZX L RAERBEHOD
Ly b7 4 7 s Uld/opt/script TT,

CEEFIA]

1. 1 7utRZxt LT, CommandLine 7 5 ADA > A X AIEBERTEXERFA, AV AX AR
RS & XX, I, BEDOA L AZ U RITH LT exit A Y v REFEOH L TL &0,

2. TACACSHIZ LD a~=y REKGRIBEEEN B RGA, TDA Y v RNT TACACSHF—/3\02 6 2+ 2 R7K
AEREZEELET, 2010, JARP—NR"~ADOT 7B AR LT, ZA LT T NBRETHR Y
rU— 7 BREEDHA, WIORTRBIEFMARAE L £,

ZA LT U M (1~30 B, #IHIE 5 D) X — 3 (K4 6)

&% ]

2L
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exec * Y v F (commandline.CommandLine ¥ 5 X)

SIEICHE LT~y REFEITLET,

[A VY R4&]

exec (xtpl_command, logging = command|ine. DEFAULT)

[51%]
*tpl_command
2 TN
2R
Tt rEMAa~y RBEOar 74 7/ L—vara<vy ROUTHIE ST A—4LFH,
5 SR LI
TODEFEFFONERY T, BRI A~ FOBESITA, B T ERITISE TS
ERFHET,
Av Y NISEDZ A L7 0 hERFHE] (AL 7). F5ETE DIEOFMIL 0~86400 T, ZDEFHR
FETEET,
logging
AAY RILFETTLHa~r RovZ %, showlogging 2~ ROFIRMBETEINE I DEHREL
£,

® commandline. ENABLE
AAYVy FInbFETTLHa~r Roa J %, showlogging 2~ RTHRRLET,

® commandline. DISABLE
KAy RINBEITTDa~2 ROow J %, showlogging 2~ R CTFERLERA, 727201, show
logging =~ > RFEATRFIZ script-only /3T A —4#, F7=Id script-include /37 A —Z ZH6E L2613
KRLET,

Z D58 DT 7 /L MElE commandline DEFAULT C9°, commandline. DEFAULT ##8E L7-86& (K
INT A—HDIREEEIE LTIZ5E) 1%, set_default logging AV » FCTHE LZE EHIVET,

[RYIE]
e
F—fE ‘'result
e commandline.OK : =< > RFEATHL)
e commandline. TIMEOUT : <Y RIGEZ A LT 7 k
X% —fE ‘'strings'

av s RETRRO LTS, a~v s RREZA LT U NTRT LESEIIZ A LTV hETD=
v REATRER ML T,
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(51 5%]
& 19-2 exec AV FOHINY S X—&
BIsky 5 24 &5 BA
TypeError SIEOENZRED 3D E5,
ValueError av o NINE S A < ICHIPHSN O E SN TWET,
KeyboardInterrupt [Ctrl+C] ODANZE > Ta~wy RBFRi s E Lz,
commandline.NoCommandError Bl <y FXFFINEE SN TOER A,
commandline.ExecuteCommandError av FOFATICRMLE Lz, BEA VAZ RAEAME, B
FATL TS,
(]

BEShEERAa~vy FBLQar 74 v—varva~vsy REEITLET, diEiua~y ROBRSIEE
THERUBIIRE SNTCER LTI ERD, T AR~y REFEITLET,

REERICA~ Y NISEDZ A L7 7 MR Z A THRET 2 2 & T, 58 LR RE L72RE T
a<wy REFWCTEE7, MENRWIEEIT set_default_timeout A Y v K THRE L7ZFZ CRELERFT 0)
TEITLET, a~vV NEEOZ A LT 7 FMFHIZ 0 23 E LZHANE, I~ RBETT 5 F TEHIR
WZRHET,

o, Ay FETRHRRZEANLES, RYMEDa~ 2 FIATHRERCFEINCIE, BUEHT) (stdout) & AREYE
T Z—J) (stderr) () &% LFFN 24 L CTRAIL 9,

DEEHE]
L ER T~ RO SR ST R E LI, RO OISETTIIRRETO£ £, EX
“TLET.

2. commandline.ExecuteCommandError OIS FEE LT84, RO o~ RETHATTRIL E9,
BIRT B0, A A% ADOFARPSLETT,

3. exec AV v RiZLpavwy RETIE, A7 V7 MEH—FHERTETINET,

4. telnet 7 & OAMBAEE L A 2 X2 E T 2FERNa~ v NiE, IWEXFHIEEEL Th, EFICEIE
LIRWZ ENRHY E£T,

5. BALT U NBAEREZ, exec AV v NEZFATHOa~vy & [Cul+C] ODAINT L > THETLET,
[Ctrl+C] 1T X AN FWrAZRT Loy~ R (more, less 72 8) 1%, ZA L7 7 FIEAEMRICTE
WK T TEx Wiz, 1%+ (commandline.ExecuteCommandError) 723384 L %47,

6. enable password & EIRF D enable =+ > NIAT (EEFHEET— F~0ER) ITIIATY— FOANIL
RETT,

[fiE%]

L
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exit # Vv K (commandline.CommandLine ¥ 5 X)

M A L RF R DA RETERKR T LET,

[AVy F4A]
exit()

[51%1]

L

[RY1E]
L

[f514+]
L

[E¥#H]
HUA AL AL DA RETRTERLS R, A VAF UV AEFARTE DI ET,

CEEZHHE]

1. 7 ARNOa—U VTS U AZ U AEAR LT, TORA Yy REFOH I W CTHEEEKT L
TFIBARR, DAYy REMROHTRNCERFERDA A o A% del LTHIBLIZEBAIE, (A
B UADFERNEICE T — L0 ET, ZORENBEIET SIZIE, Python Z FHEH) (4T
TATE— ROFREEZIIAT VT NOFET) TL28FERHY ET,

[fiF#]

L
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set_default_timeout X% v F (commandline.CommandLine %
S X)

YA L AZ R L DAy REITROT 74V N2 A LT 7 MEEZZRELET,

[AVy R4A]
set_default_timeout (timeout)
[51%]
timeout

exec A Y v RETHOa~ LV FIREDT 7 4V b2 A4 L7 7 M (B - B) Z2ELET, f/E
T DEOHEFIL 0~86400 T,

[RY1E]

L

[f514+]

% 19-3 set_default timeout XV v KOHINS S A—&

B 5 2% B2l

TypeError SIEBORNZERO DY £T,

ValueError SIEUCFEFANADENFEE SN TWET,

2200

exec AV v RETREO a~ > RIGEDT 74V v F A LT T MR ZRE LT T,

CEEFIA]

2L

[fiE#]

2L
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set_default_logging A ¥ v F (commandline.CommandLine &
S R)

HUA AR ANLFEITT DA~ FOu Z %, show logging 2~ RORJKGLE T HNE I NOT 7
v MEZHRELET,

[AYVy F4A]
set_default_logging (mode)

[51%]
mode
® commandline. ENABLE
AAYy FInbFETTLHa~r Koa J %, showlogging 2~ RTHRRLET,
® commandline. DISABLE
KAy RInBEITTLa~r Rou 7%, showlogging 2~ > R TERLERHA, 727201, show
logging =1~ > RFEATHFIC script-only /3T A —4#, F7zid script-include /37 X —Z ZH6E L1256 13

%ﬁ—\‘ Lij‘o
[RYIE]
2L
(5141 ]
£ 19-4 set_default_logging * Vv KOHISNY S5 R —
Bl 9 5 X4 s EA
TypeError SIEOHRIZEAY BB 3,
ValueError SIBICARIEREREE SN TWET,
KeyboardInterrupt [Ctrl+C] DAFICE > TRENTWENE LT,
commandline.LoggingError BREICKMLE LT, HEAS LAY A AR, BFEITLTLE
AN
[E¥HE]

YA AR UANLFETTHav s Ror s (A vE— U] KEY, RSP) %, show logging =~ N
DEFRNGLETEINEIDERELET, KXYy REFOHLTHRWEES (T 7408 &, =0 %

FRLET,
FEEIE]
1. DOEEX, KAV Y REREVCHLEb L TEfTEINSa~y Foa ZIc@El S Ed, O LT

oOu i, v ZRAERORENEH SN ET,

2. 5l# mode IZ commandline. DISABLE 25 L7256, EH LEEQRa~y FOox= 7 —% k¥4 BE
B FET, 20D, WITRTIREHLEL E97,
o HFipa~wy REFITTDHEXE, exec £V v ROF|%K logging % commandline. ENABLE IZH67E L
THETT 5,
o FITHRNT T —IZ2 o2 5A1E, sysmsg BV a— A EFHLTA =2 NT25A2A27 7 1
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ZERT 5,

&% ]

o cxit AV v ROMOHLIFRAZ V7 MATHRREIIREY 2 — VR MBICETTa~2 K (exit B
X Wend) Or T EIFFRRICZLIEWVEARIL, AKX Yy FTIHEERICHERE (514 mode I2
commandline. DISABLE Zf§&) L TL7Z&EW,

o KAV RIZL-T, FEFFE (514 mode |Z commandline. DISABLE #487E) & L7-a 7%, show
logging =~ > RFEATIRFIZ script-only 73T A — & F 72 1% script-include /X7 A — X #f{E LI6, ROFE
VR Ay - VR TR RINET,

& 19-5 FERTAROT DA v +— TR

sEO4 Ayt—FA
ANJja<wr KN SKY
arv 74 b—varri—RAyk—, avURGEAyE—Y SRS
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sysmsg.send

HEHA v E—VE2HAOLET,

(BE% 4]

send (event_level, message_id_lower, additional_info_lower, message_text)

[51%]

event_level
HWAT DA hL~UL% ASCIL 22— ROSCFH 2 SUFETHRE L £9, e T& 2EoFbHIX, E3~
E9, R5~R8 TY,

message id_lower
HWHT @A =D, A vyb—T0FO T 4Hi% 16 BETHEEL ST, HETE EOHM
BHIZ, 0x0~Oxffff T3,
7B, A v —THTF O AL 4 #71F 303 [HE T,

additional info lower
H D MIEHRO FAL 12 7% 16 R THE L3, fHETE DMEOHPAIL, 0x0~0x T
7

message_text

AT 24— 7F X & ASCIL 22— FOSLFHITHRE L £, $HE TE 2 X FROHRKRMIT

196 LF-T7,
[RY1E]
2L
(5141 ]
% 19-6 sysmsg.send DFISY S X —E
B 5 24 & BA
TypeError BB DFNSNRIETT,
ValueError FIE DT EMENFRIETT,
sysmsg.MsgSendError BHAA =YKL E L,
(]

EHA v E—VEHDLET, A2 FRAEINIL SCRIPT [EHE T,

[EEEIA]
1. HAOTELEPA Yy E—D0F, EELTZVHEK 10 A v E—V/BTT,
2. 178tAT, ZOBKOFOH LEEA 10 B/ 2R L7546, RETI1PE, %8757 2k2
ZORHEIAIZ A Y —RAEBIZ L £ T,
3. HEOT e AR ZOBKE RO LT, €ORE 10 B/ ZEH LG, € OREN
f< &, Bilgk (sysmsg.MsgSendError) %52 L ET,
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[fiF#]

o TOMBTHELEA vE—VOHIBERERICELET,
kkk mm/dd hh:mm:ss www ee SCRIPT 3e03xxxx yyyy:yyyyyyyyyyyy ttt...ttt
1 2 3 4

1. event level CHEE L7-fE

2. message id lower TH&/E L7-fH
3. additional_info_lower THg/E L 7= fi
4. message text THE/E L7 3T
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eventmonitor.regist_sysmsg

BELEA v E—UHECA v =T XA NEROERA v E—VEERLET, A vE&— T ERR
BELOREVI OEA A vt =1, AL v FFEFRA X LU Y, EHAA -Vl 58EEDL
R RICHRETE £,

HWHA v E—VERBRTHEBICOWVWTL, (AvEe—Y -l L7y L% 22 HEHrZ70O7
—< v h BZRELTIEIN,

[FA% 4]

regist_sysmsg( message_type = “”,
switch_no = eventmonitor. DEFAULT,
event_level = 77,
event_function = “”
interface_id = “”,
message_id = eventmonitor. DEFAULT,
additional_info_upper = eventmonitor. DEFAULT,
additional_info_lower = eventmonitor. DEFAULT,
message_text = 7,
priority = eventmonitor. NORMAL)

[51%4]

message_type
AT AR o=V DA v —TFR %2 3 XFETHRELET,
ZOBIBDOT 7 0 MEE ™) T, ") ZIEE LIRS, 73T XA v —UHBINER % &
R FT,
E, REBECTERINTWVWARWLTFESNEZEELTYH, FlFh (ValueError) 121720 8 A,

switch_no
EHRT2EAA v —VORL v F RS EBETEE LET, HETZ EOFEMIZ, [T A —XIZ
FEE CT& HfH] T<switchno>XT7 A —X DE#iz R L T 7ZEV,
ZDBIEDT 7 # /v MEIL eventmonitor. DEFAULT T, eventmonitor DEFAULT Z#5E L7254,
TDAA v FHSNERSG L 720 97,

event_level
AT B4R ML ZIRELET, BRTAA4 X2 LU R—oDEA 2 T, BEROES
T2 FARC, X2 LU (E3~E9, R5~R8) ZELE£7, #HlziE, kKOXHITIEELEE
&, ARSI E3, E5, R8 T,
event_level = ("E3”, “"E5”, "R8”)

ZOBIBOT 7 A MEK ™) T3, ™) ZIEELESGEE, TX3TOA X2 b L~UL BB &
A=

event function

BT D4 N0 NEET A RK 15 LFTHELET, ELEXTINEBE—R LA N ME4E
LIS 2 RIC L E T,

ZOBEDOT 7 40 MEZ ") T, ") ZEE LSS, T3TOA Ry MRAEFNL BT S
L0 ET,

ek, REBECTERZINTWARWIIFIIZEELTYH, FIS (ValueError) (Z1X72 0 8 A,

251



19 Python #5554 T35 1)

interface_id
BT AR ML X T 2 — AR T %, RK32 FOERKRBCTHITHEELET, HEEL
T XFHNE IEREBH T LA X ML VX 7 = — A2 R RIC L ET,
Z OB OFREICIE, 5% event_function DFFENMETT, FBENRW (T 71/ M) HE, FIF+
(ValueError) %L E£7,
ZOFEDT 7 v MEL ™) T, " 2RELESGS, TXTOAXRY MREEN L FT 2 —A
BTN R L A D E T,
EHREIIL, Fy b O, "7 (), TRAZUVRZ (*), 77X (+), 7ZAFar~—7r (7)),
Ny b (N, R ($), AfEIES (D, AfFIEDLY (D, uEMaD (O, AfElEDLY (),

A7 (1), Ro 2T v =2F (¥) &M L7 POSIX 1003.2 ® Extended Regular Expression TH5 &
LET,

message_id
BHlT 2 A v — U7 16 R TIRE L 3, fRETE 2EOHIIZ, 0x0~Oxffff T3,
Z DB DT 7 # /v MEIL eventmonitor. DEFAULT C9°, eventmonitor DEFAULT Z 45 L7=4&, T3
TOA = VHBIFRERS R E R £,
additional info upper
BERLT 2 AT AL 4 M1 & 16 R THRE L £ 3, FRETE 2EOHIHIL, 0x0~O0xffff T,

Z DB DT 7 # /v MEIL eventmonitor DEFAULT T9°, eventmonitor DEFAULT Z5%€ L7254, T
TOMMIEHRD AL 4 MBI R E 72D £,

additional info lower
AR D AHI0E S TAL 12 1% 16 EHTHREL 3, BETE 2EOHMIL, 0x0~O0xffffT T3,

Z D5 DT 7 4V MEIX eventmonitor DEFAULT T, eventmonitor DEFAULT % f§& L7z 456A, 3%
TOMIMIER TAL 12 MBI G &0 £,

message_text
ERT2A v E—UTFA N, K128 XFOERKRBELFHITHRELET, HE LLXFHIEIE
HEBBHCTHLIEA =V T A NI EERTRIZLET,
ZOBIEDOT 7 0 MEX ™) T, ™) ZEE LSS, T X3TOAyE—U7F 2 FREERX
Gl ET,
EREBE, Fy b O, 72 (), TRV R (*¥), 72 (1), JZAFar~—7 (2)
Ny b, R (§), AFEEES (D, AfFILMEDY (), S (O, EEDLY (),

A7 (), Ny AT viaxF () 4/ L7 POSIX 1003.2 ¢ Extended Regular Expression T &
L%,

priority
KREEHA R IRFAE LI L EOBABEELEE LET,
® cventmonitor. HIGH : /&
® cventmonitorNORMAL : 1 (77 /b M)

® cventmonitor. LOW : {

eventmonitor. LAST : #x{f%

WA RN R/ FAROA R T, ROBSGTHEMLET,

B = 6:3:1

WA ENRARD A R MY, B/FAROA SRy h et _T@mlzdb e, @mLET,
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BE A X2 D (—EDfH)

[515+]
% 19-7 eventmonitor.regist_sysmsg DHI5 o S5 A —&
59 5 X4 B

TypeError BIEORNZFRY BV T,
ValueError FIEIC R IEREREE SN TVET,
SystemError VAT LT T —AELE LT,
KeyboardInterrupt [CtrI+C] DAAIZE»Ta~vy RAFREhE LT,
eventmonitor.RegisterMax ARy NEGFH ERICEL TWET,
eventmonitor.RegistrationError AR N BGRITRE L E LT,

=20

FIEICHEE LIcEA A =V 2R L ET,
51%& message type, switch no, event level, event function, interface id, message id,
additional info_upper, additional info lower, 347" message text ¢ AND §:{f Ci#EF A v & — TV ZEH L

j_o

EHETORE, RYMEICERA <MD (E0EH) OEMEMShEY, REKTOHRS, Histzi
Lij—o

EH A v — VEEEAERE, BEEM 0 RK 256 fhRER T ET, 256 RE B X A5k
(eventmonitor.RegisterMax) ZiK L £79°,

CEEZEIE]
1. WIZRT Ay E—UHBIOER A vE2—VIFERTEEEA,
e KEY, SKY (AJja~< R)

® RSP, SRS (a~vy REEA vE—Y)
2. Bl¥priority k&<, T XTOBENT 7 4V MEDOHA, HIF (ValueError) %KL £,

[&&]
o ZOBBTHE LS EEMA vE—VEDRSERIZRLET,
kkk mm/dd hh:mm:ss www ee kkkkkkkk [iii = = = iii] XXXXXXXX YYYY:Yyyyyyyyyyyy ttt...ttt

1

234 5 6 7 8 9 10
message_type
switch_no
switch_status (5[ CTITFREETE EEA)
event_level
event function
interface id

message_id
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8. additional info upper
9. additional info lower
10. message text

o HHENLEMA v E—UNEVES, BEHRBEESCERJMEICL > TIE, 227 V7 F~O@HELS
BRENBLETLZLERHY £,
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eventmonitor.regist_cron_timer

cron ¥ A v & LET,

(BE% 4]

regist_cron_timer (cron, priority = eventmonitor. NORMAL)

[51%]
cron
'<minute> <hour> <day> <month> <week>"'
FEE LRI A Ny b EFITSEET, HETE HEOHMARITRLET,
<minute>
SrEELET. {0-59]*}
<hour>
WEfE A2 488 L E 77, {0-23]%}
<day>
HERELET, {131}
<month>
HERELET, {1-12]*}
<week>
WEHZHEELET. {0-7]%)
(0, 7=HE, 1=HiE, 2=KIK, .., 6="1TI)
FBERAB LOREFICONTIE, gl 22BLTIEEN,
priority
RAA~DHREAE L L EOBMMERELZEELET,
® eventmonitor.HIGH : &
® cventmonitor NORMAL : 1 (5 7 /L M)
® eventmonitor.LOW : &%
® eventmonitor.LAST : #x{
WEMESCEE AN /MR DA R ML, ROBIG TEMLET,
B AR = 6:3:1
WHEEENARD A < MY, B/FMROA R M _C@mlicdbs, @mLET,

[RY1{E]
g gl
e A X2 D (—EDfH)
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[5141]
# 19-8 eventmonitor.regist_cron_timer MHI5 o 5 X —&
BSOS 24 L]

TypeError SIEOBUIGRY B Y 9,
ValueError FIBICARIERER TR E SN TVET,
SystemError VAT AT T —RREELE L,
KeyboardInterrupt [Ctrl+C] DANZE-oTa~wy RB¥FHrsnE Lz,
eventmonitor.RegisterMax ARy NBEFHE ERICEL TWET,
eventmonitor.RegistrationError AR MEERITR L E LT,

(%]

SIEUTHEE LT cron A = &8 &k LE T,

ER#&TORE, RYMEICERA N D (EOBE) OEsHEhshEd, REKTORE, stz
LET,

cron # A < BB, interval & A VEERIB SR & B TIEE Y2V e K 256 R E THREFKTE E7, 256
% B 2 =355 136144 (eventmonitor.RegisterMax) %% L £,

CEEFIA]

1. cron XA ~DA X2 "NRERERAZDIZ > CTRRANZEE (b~—% A1 LOBMBAK TIC L DRAIEF 25
i) L7I=Bh, BAENAEZD > THAZED D LA X IRBELRWZ ENDY, BERLEZD
o THAERTEARV IR 2ERATLHIZ DD £,

[fE&]
o 5%t cron DIFEHAUNE IR L ET,

o TAXVRY (*) HIELLEGAILETDONRTIA—FPWMOELTXTOM (4 #fBELED
LERUTY, HlZIE, minute (IC7 AZ U R (%) ZIEELTZGBEIE, VAT LRZ DG BEALZ
AR FERITLET,

o fHIZ=v~ () TREIHZET, HEIEECTEET,

o 2T vyva () #MHEDLED LEAMNHE L-EERRTIEITLET,

o NATY () o THFEERENTEET,

® cron XX TFANTACK 511 LF T,

F13 cron D AT ZRISR LET,

*& 19-9 5|% cron DA S5l

A B B
* ok ko oy FAT
4323 *** 3 H 23:43 12347
017 **1 I H D 17:00 (24T
0,1017 **0,2,3 A, 'k, KEED 17:00 & 17:10 (2547
0-10171** BALHDL7:00 225 1710 ETLH T LI
001,15*1 A 1AL 15 0 & HRBEH® 0:00 12T
4241** A 1 B D 442 1 2FET
021**1-6 I H A D i E To 21:00 (2 ES
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A 15l BA
0,10,20,30,40,50 * * * * fERE 04y, 104y, 204y, 304y, 404y, 50 432347
*[10 * K *x ERE 0 35 10 4y Z LI FEHT
* Kk x fEH 1:00 265 159 £ T 1557 L0 FEAT
0 */1*** fERF 0 73 ICFAT
Q**** fiElRE 0 4712 FEAT
28-20/3 * * * i H 8:02, 11:02, 14:02, 17:02, 20:02 |29
3051,15* * BH 1 H & 15 Ho 5:30 12347
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eventmonitor.regist_interval_timer

interval % 1 < Z &Gk L £ T,

(BE% 4]

regist_interval_timer (interval, priority = eventmonitor. NORMAL)

[51%1]

interval

BELZEAY (BAL: B) TANY hERASEET, HETX A0, 1~4294967 T,

priority

KEA=PREL L EOBAELREZEELET,

e cventmonitor.HIGH : /&

e cventmonitor NORMAL : ' (57 /b M)

e cventmonitorLOW : i

® cventmonitor. LAST : /%

WEEBSEENE/TED A X ML, ROEETEAMLET,

FAR = 6:3:1

WEELENRIERDOA X ME, B/PUEOA Xy bET TR LT=h s, BmLET,

[RYI{E]

Gicss

RES

)j!

Bt A~ b ID (—EOMH)

[515+]
% 19-10 eventmonitor.regist_interval_timer D59 5 X —&
Bt 5 2% B
TypeError SIEOHRIZEAD RH Y 3,
ValueError GBI IEREPEE SN TWET,
SystemError VAT LT T —DAELE LT,

KeyboardInterrupt

[Ctrl+C] DANC L > Ta~yr FRFlENE LT,

eventmonitor.RegisterMax

A R MBI EBRIZEL TV ET,

eventmonitor.RegistrationError

AN MRERITRLE LTz,

(E¥#E]

Bl ¥ZFeE L7z interval ¥ A ~ &8k L F7,
EFETORE, RVMEIZERA X MND (EOEE) OEIEMINET, REKTOSRE, fistziR

LET,

interval & A < EERA G,

cron & A ¥ BRI GR & Ao THE M 72V R 256 REERTE £, 256 %

B2 7235413514+ (eventmonitor.RegisterMax) %K L %9,

258



19 Python #5554 T35 1)

CEEZHHE]

L

&% ]

L
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eventmonitor.event_delete

A Xy MEREEIELET,

(BE% 4]

event_delete (event_id= eventmonitor. EVENT_ALL_DEL)

[51%]
event_id
HIBRXT R OB A < M ID ZHRE L £,

ZDOFIE DT 7 4V MEIX eventmonitor EVENT ALL DEL C9, eventmonitorEVENT ALL DEL % f&
E LTSS, O LIE TRERLTEERA X 2T X TEIELET,

[RY1E]
i
0% LET,
(51541
% 19-11 eventmonitor.event_delete MHIS Y S X —&
B o S X4 Eol ]
TypeError SIEOBUZERY RNV ET,
ValueError GBI EREN R E SN THWET,
SystemError VAT AT T —EAELE LT,
KeyboardInterrupt [CtrI+C] DANICE-»TCa~vy FRTWENE L,
eventmonitor.DeleteError ARy MHIBRIZRIR L E LT,
3

BIETHEE LB A X R ID DA v FEREZEIELET,
Bl THRET 2EHA X M ID 2MEIND A Y U7 b b EE Sz ID DA, eventmonitor.DeleteError %
WLUET,

EFERTOSHE, ROMEIZ0B™EHEINET, BREKTOSRES, fiteRESEET,
GEEZEIE]

. BEOUAOT v ANDBEFEINTZERA X N ID OA Xy MERIIZEIETE EEA,

2. HFELRWVEHRANCNID ZHELESGEE, 02 ELET,

&% ]

o BIFELIEANY FEEILLRVWEE, 22U N FulIonKTLESS, BT LEAZ U 7o
T DN LT A Ny FERIIE LS ET,
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eventmonitor.event_receive

AR P EZELET,

(BE% 4]

event_receive(blocking _flg, timeout = 0)

[51%]
blocking flg
TnyXx o SE—FERELET,
® cventmonitor.BLOCK ON : 7' 1 v ¥ > 7 E— K
® eventmonitor BLOCK OFF : 37 1 v %>/ E— K
timeout

Tuyd - FEEROZEHFLEMEEELET (B ), HETE 2MEOHBIL, 0~
86400 T,

ZOBEDOT 7 v MEIZ 0 TT,

[RYIE]
3 zitl

F—fE 'result
SAEREREEM L ET,
® cventmonitor.OK : X%
e cventmonitor. TIMEOUT : %A A7 U K
® cventmonitorNODATA : {57 — X 72 L

*—fH ‘event type'
ZAEA N NEB AL ET,
® eventmonitor. CRON_TIMER _EVT : cron # A <
® cventmonitor INTERVAL TIMER_EVT : interval & 1 <
® eventmonitor.SYSMSG EVT : A A vt —
® cventmonitorNODATA : Zf57 —# 72 L

X —1fE 'event id'
BEfdA N N ID AL E T, BERLTIZA N MER LIS T 5 —EDOETT,

% —fE ‘'add_info' [IB 1]
ZAg L72A X b2 eventmonitor.SYSMSG _EVT DA, BB L nomEH A v —T ML £
D

EHA Y E—VORERMT — A MEICOWTE, (3R 19-13 2L 2ot A v E—T 00
ERMT — 2 1E] 2L TIEEN,
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[5141]
% 19-12  eventmonitor.event_receive DHISHN Y 5 X —&
Bl o 5 X4 A
TypeError SIEORNZFRY BV £97,
ValueError FIBICARIERER TR E SN TVET,
SystemError VAT AT T —NRREELE L,
KeyboardInterrupt [Ctrl+C] ODANZE-oTa~wy RB¥FHisE Lz,
eventmonitor.ReceiveError AN REABITRLE LT,

B30

AR hORAEMEZELET,
51%% blocking_flg D% E & 5% timeout DBIfRZ KIZ R L E T,

BLOCK_OFF #f87E L7286, 514K timeout (TR 4L E T,
BLOCK _ON %57 L7254, Bl¥ timeout TRIERF HIFMZRE L £,
BLOCK ON Z##§E LT, 5l# timeout \Z 0 ZFEETHEL, A XV FNEZETHETHLET,

BLOCK_ON 7275 |4 timeout {2 0 & W REVMEAHEE L7254, timeout THE L7 (B) 124
Ny IRRELRTNIE, RV ED result' 3 —IZ eventmonitor. TIMEOUT 2S8R /E ST, B DOMEOM L
JEIZRD £97,

FEEE]

L

[fiF#]

BE{ L 2o T EN A v =V OAERET — A HiE 2 RITR LET,

x 1913 LG EBRA v E—PORIERBT—2#EE

A TIE (THERE) & BA

eventmonitor.SYSMSG_TIME A AR

"<month>/<day> <hour>:<minute>:<second>"
eventmonitor.SYSMSG_MESSAGE_TYPE A v— VTR

CFFIDFEA S ILE T,
eventmonitor.SYSMSG_SWITCH_NO AA v T

BUED W S IVE T,
eventmonitor.SYSMSG_SWITCH_STATUS A4 FIRAE

- eventmonitorM : 2 &% > K7 ([FEHEH)

eventmonitor.SYSMSG_EVENT_LEVEL AR LL

2 T DOLTHNBEIMS L E T,
"E9"~"E3", "R8"~"R5"

eventmonitor.SYSMSG_EVENT_FUNCTION A R N FRAEAL

SCFFIDFEAN S ILE T,
eventmonitor.SYSMSG_INTERFACE_ID AR NFREA U H T = — AT

CFFNIDEI S IVE T
eventmonitor.SYSMSG_MSG_ID A v — U+

BUED M S E T,
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ATIE (T ERIE) B
eventmonitor.SYSMSG_ADD_HIGH NG R AT 4 M7
BUED M S IVE T,
eventmonitor.SYSMSG_ADD_LOW FEONTE T AL 12 #7
BUES S ET,

eventmonitor.SYSMSG_EVT_TEXT

AyE—UTHR |

LI S IVET,
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eventmonitor.get_exec_trigger

27 V7 - OEBEBEEZTGF L ET,

(BE% 4]

get_exec_trigger ()
(515
L

[RY1E]
B

I

7
*—fE ‘'type'

RN 2 R L E T,

® cventmonitor.OPERATE COMMAND : 2 ~v > KA 7 U7 |

® cventmonitor. RESIDENT : #EEZ 7 U 7 K

® cventmonitor APPLET : 77/ L w k (A Xy NE#HR 7 U 7 1)
*—{H ‘applet'

ELENZEDS eventmonitor APPLET DI5E, 7 7L v MR EEM L £,

77Uy MEERERICOWTIE, TR 19-15 77 Ly MEEIESR) 22 L TIES 0,

[515+]
%= 19-14 eventmonitor.get_exec_trigger DHIN Y 5 XA —&
sk S5 X4 s EA
SystemError VAT AT T —REAELE LT,
KeyboardInterrupt [Ctrl+C] DAk > Ta~vr FadhrsnE Lz,
(]
ZOMEKEROH LIz A2 U7 hoREFEE L BE L ET,
CXrE%E]
2L
REEA
o T Ly MEMERERITRLET,
® 19-15 7 7L v MEMIER
*—i{E BTl
applet_name 77Uy MM
SCFRNDEH S IVE T
type A7 VT N OLENEEE & e o TR A X MR
- eventmonitor. TIMER_EVT : % A <~ fi
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B

- eventmonitor.SYSMSG_EVT : JEM X v — VEAH

condition

BEA A U N OSSR S
2T NIITHARS IV E T,
LA EROGE
[ 19-16 EEAASMEME® (¥4 ~E) | 2R L TIEE0,
EHA v —VEROSEE
(3% 19-17 ESARSMRRrifEs GERA v — V) | 2BRLTLES
W,

trigger

27 U7 N ORI & e o T3 AA R b OFEH

TN THAM S E T,

H A R OEE
Zoxy b VIS T,

EHARX v —VEROEA
(% 19-18 A~ FREAERER GEHA v E—VER) | 22HLTL<
720,

& 19-16 ERFUAFEMER (71 VER)

BTNE (7 ER{E)

i
]

eventmonitor. TIMER_TYPE

XA~ AR FER
+ eventmonitor.CRON : cron % A <
- eventmonitor.INTERVAL : interval % 1 <

eventmonitor. CRON

cron ¥ A ~ O EE
LFHN IS E T,

eventmonitor.INTERVAL

interval & o ~ D% EAE
BHES M S E T,

® 19-17 ERZUHFEMAFER ERA v E—JER)

S TIWE (791 R1E) B

eventmonitor.SYSMSG_MESSAGE_TYPE A v — R

TR S ET,
B & L CTHE L T RWES I M s
ij—o

eventmonitor.SYSMSG_SWITCH_NO AL FEKE

FAENH SN E T,
RS E L CTHRE L T RWEATT
eventmonitor.DEFAULT 23 &S L4,

eventmonitor.SYSMSG_SWITCH_STATUS AA v FIREE

eventmonitor.DEFAULT 23 & S L E 3,

eventmonitor.SYSMSG_EVENT_LEVEL AR R LYL

2XFOLFHNN S TARTHM S ES (]
[E3','R5''E5''R6''R7D)

BERGME E LCRE L TR WA M S
EXE

eventmonitor.SYSMSG_EVENT_FUNCTION AR N FEAEERAL

LI S IET,
it gefh & U THRE L TR WEEIE B S L
£7,

265



19 Python #5554 T35 1)

BTNE (7 RE)

B2l

eventmonitor.SYSMSG_INTERFACE_ID

AR NRBEEA BT = — AR
SLFHIRR S NET,

BERE L LTHE L TV AWES TR En
i—gpo

eventmonitor.SYSMSG_MSG_ID

A — VR

PHER R S E T,

ARG & LTHRE LT WniEix
eventmonitor. DEFAULT 23 & &£,

eventmonitor.SYSMSG_ADD_HIGH

T EAr 4 #1
PHER A SN E T,

AR L LTHRE L T nEAIE
eventmonitor. DEFAULT &S L E 4,

eventmonitor.SYSMSG_ADD_LOW

& T AL 12 #7

BN S NE T,

AR L LTHRE L T WA
eventmonitor. DEFAULT &I &S £,

eventmonitor.SYSMSG_EVT_TEXT

Ayv—ITFTF A

SLFFIBIE S E T,

BEISA S LTHRE L TO R WRAIT" MBS
=3 I

& 1918 ANV MRAEZERFER CERAA vE—DER)
ATIVE (T Y ER{E) 2B
eventmonitor.SYSMSG_MESSAGE_TYPE A v— VR
SCFFN I S AIVE T,
eventmonitor.SYSMSG_SWITCH_NO AL FEKE
BUES S E T,

eventmonitor.SYSMSG_EVENT_LEVEL

PRV
2 LFOLFHIBHEMN S IVET,

"EQ"~"E3", "R8"~"R5"
eventmonitor.SYSMSG_EVENT_FUNCTION A v N FEAEIRAL

SCFFN B S AIVE T,
eventmonitor.SYSMSG_INTERFACE_ID ARy NEEA BT = — AR

CEFFIBE S NE T,
eventmonitor.SYSMSG_MSG_ID A v — ViR

BUED S ET,
eventmonitor.SYSMSG_ADD_HIGH g & B4 4 H7

BUE IS IE T,
eventmonitor.SYSMSG_ADD_LOW FEINTE N AL 12 47

BUED S ET,
eventmonitor.SYSMSG_EVT_TEXT AyE—=UTFA R

SCFFN I S AV E T,

eventmonitor.SYSMSG_TIME

A A =T O H IR
"<month>/<day> <hour>:<minute>:<second>"
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20 A1—Yxvk

FI/E FYERI—HOA4R2T7I—X

20 14A—HxRy bk
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show interfaces

S —H % FOEBREFTR LET,

[AHRH]

show interfaces <interface type> <interface number> [detail]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
<interface type> <interface number>
<interface type> <interface number>(21%, RIZ/RT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AHBLIOAS U H T 2 — AR FERETEET,
L, [RTA=ZIHRETESME] O TR 27 2= ADETE] 2ZRLTIZEN,
o (—HY Ry b FTx—2R
detail
e EHE e For LET,
KRT A — 2 B OEE
FEMIRRHE A RN L EE A

(17411
10BASE-T/100BASE-TX/1000BASE-T " — h #57E€ L7126 O ETH 2R OKITR LET,

20-1 a2 FZE47H (10BASE-T/100BASE-TX/1000BASE-T K— )

> show interfaces gigabitethernet 1/0/1

Date 20XX/01/14 12:34:36 UTC

NIFO: -

Port1: active up 1000BASE-T full (auto) 0012. e245. 0405
Time-since—last-status—change:0:08:24
Bandwidth:1000000kbps Average out:OMbps Average in:OMbps
Peak out:1Mbps at 10:59:06 Peak in:1Mbps at 10:59:19
Output rate: Obps Opps
Input rate: Obps Opps
Flow control send :off
Flow control receive:off
EEE config:enabled EEE status:operational
EEE Tx-LPI:on
EEE Rx-LPI:on
TPID:8100
Frame size:1522 Octets retry:0 Interface name:geth1/0/1
description:test lab area network

<0ut octets/packets counter> <{In octets/packets counter>
Octets : 27706 Octets : 28994
All packets 272 All packets 286
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20 1—9Rv b

>

10BASE-T/100BASE-TX/1000BASE-T ;R — R ZF57E L, detail /X7 A — X ZIRE L4 DO FETH 2RO

Unicast packets : 211
Multicast packets : 0
Broadcast packets : 1
Pause packets : 0
<0ut line error counter>

Late collision : 0
Collisions 0
Underrun 0

<In line error counter>
CRC errors

Alignment

Short frames

Long frames

o O O O O

Error frames
<{Line fault counter>

o

Polarity changed
Link down : 0
Link down in operational state

R LET,

Unicast packets
Multicast packets
Broadcast packets
Pause packets

Defer indication
Excessive collisions
Error frames

Symbo| errors
Fragments
Jabber
Overrun

K 20-2 detail /185 A =2 ZFRELF=a<7 > FETH
> show interfaces gigabitethernet 1/0/1 detail
Date 20XX/01/14 12:35:06 UTC

272
11

o

O O O o

NIFO: -

Port1: active up 1000BASE-T full (auto) 0012.e245.0405
Time-since—last-status—change:0:08:54
Bandwidth:1000000kbps Average out:OMbps Average in:OMbps
Peak out:1Mbps at 10:59:06 Peak in:1Mbps at 10:59:19
Output rate: Obps Opps
Input rate: Obps Opps
Flow control send :off
Flow control receive:off
EEE config:enabled EEE status:operational
EEE Tx-LPI:on
EEE Rx-LPI:on
TPID:8100
Frame size:1522 Octets retry:0 Interface name:geth1/0/1
description:test lab area network

<0ut octets/packets counter> <{In octets/packets counter>

Octets : 27706 Octets : 28994
All packets 272 All packets : 286
Unicast packets : 271 Unicast packets : 272
Multicast packets X 0 Multicast packets : 11
Broadcast packets : 1 Broadcast packets : 3
Pause packets : 0 Pause packets : 0

<0ut/In packets counter>
64 packets : 14
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65-127 packets : 542
128-255 packets
256-511 packets
512-1023 packets
1024~ packets

OO O = .

>
SFP+/SFP AR — T SFP+& i L7=AR— F 28 E L =B A OETH 2R OKITR L ET,

20-3 v FETHl (SFP+/SFP #£MA/R— kT SFPHERADR— )
> show interfaces tengigabitethernet 1/0/27
Date 20XX/01/14 12:41:55 UTC
NIFO: -
Port27: active up 10GBASE-LR 0012. e222. 1d55
SFP+ connect
Time-since—last-status—change:0:05:33
Bandwidth:10000000kbps Average out:OMbps Average in:OMbps
Peak out:65Mbps at 11:43:21 Peak in:51Mbps at 11:43:21
Output rate: Obps Opps
Input rate: Obps Opps
Flow control send :off
Flow control receive:on
TPID:8100
Frame size:1522 Octets retry:0 Interface name:tengethl1/0/27
<0ut octets/packets counter>

Octets : 18653
All packets : 190
Unicast packets : 189
Multicast packets : 0
Broadcast packets : 1
Pause packets : 0
<In octets/packets counter>

Octets : 19172
All packets : 189
Unicast packets : 189
Multicast packets : 0
Broadcast packets : 0
Pause packets : 0
<0ut line error counter>

Underrun : 0
Error frames 0
<In line error counter>

CRC errors 0
Alignment 0
Fragments 0
Jabber 0
Symbol errors 0
Short frames 0
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Long frames 0
Overrun 0
Error frames 0
{Line fault counter>
Link down 0
TX fault 0
Signal detect errors 0
Transceiver notconnect : 0
Link down in operational state 0
Signal detect errors in operational state : 0
Transceiver notconnect in operational state : 0
>
[ REREA]
® 201 A—HYFRY b 22T —RIEREKTR
RRIEE RTAR
FHIFR Bk
NIF<nif no.> NIF &5
<NIF fRHE> -
Port<port no.> H— h
<R— MiRTE> active up HEHH QEFBEF)
active down EAY (ERREEE AT
initialize Vb £z x Ty m—y g VSRR D (— b
F I — g UHERED EET)
test [BI#RT A ki
fault e
inactive - inactivate ==~ > NiC & 2 &1Lk fE
VTV = a DR ALY T KERE
2 & B AR— MPHZE
« AR=2 7Y ) —@ BPDU B — REEREIC L DR —
I~ FAZE
- MY v BEEREERIZ L DR — A%
« L2 b— TR snkgRElC K D A — NPHZE
« Abh—Lary b —l L DR — NHZE
T TV VFF L RDOR—=F Uy M
HEIZ L DA — MPHZE
disable a7 4 7 L— g »a< s K shutdown (2 X 55
=R RE
<[RI#RAR ] > (% 20-2 [EI#RFERIZFR—5) (R LET,
<MAC 7 R L Z> FWAR— D MAC 7 KLA
<k T v—s3fERl> | SFP SFP % 7-1% SFP-T
SFP+ SFP+
- kN Z = RIS AT,
<hZ > — NRAE> | connect P&
notconnect RAEH
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RRIEE

HMIER

S

not support

KYR—FD FT oo — P

kT =R RBITT,
UTogE, ARRERDET,
< AR— NMIRAEEZS initialize

« AR— MIRHEEA fault

& 20-2 [ERERRT—E

FREB

KRTHAR

10BASE-T full

10BASE-T &= _H

10BASE-T half

10BASE-T ¥ "

100BASE-TX full

100BASE-TX 4= T

100BASE-TX half

100BASE-TX ¥ "

1000BASE-T full

1000BASE-T 4= 1

1000BASE-LX full

1000BASE-LX 4 T

1000BASE-SX full

1000BASE-SX 4= 1

1000BASE-LH full

1000BASE-LH 4=

1000BASE-BX10-D full 1000BASE-BX-D (10km) 4>
1000BASE-BX10-U full 1000BASE-BX-U (10km) 4= _H
1000BASE-BX40-D full 1000BASE-BX-D (40km) 4> _H
1000BASE-BX40-U full 1000BASE-BX-U (40km) 4=

2.5GBASE-T full

2.5GBASE-T & &

10GBASE-SR 10GBASE-SR
10GBASE-LR 10GBASE-LR
10GBASE-ER 10GBASE-ER
10GBASE-CU30CM 10GBASE-CU (30cm)
10GBASE-CU1M 10GBASE-CU (1m)
10GBASE-CU3M 10GBASE-CU (3m)

10GBASE-CU5M

10GBASE-CU (5m)

10GBASE-BR10-D

10GBASE-BR-D (10km)

10GBASE-BR10-U

10GBASE-BR-U (10km)

10GBASE-BR40-D

10GBASE-BR-D (40km)

10GBASE-BR40-U

10GBASE-BR-U (40km)

(auto)

F—bhpIvm— g3 K o THRIE L7 [ERRRE R

IR 23 REC,
LITo%aE, AForEmn £,

s A —bhRrIvT—T g VEERT, A— NIREE active up, test LISF

- R— MAREED initialize
- A— MIKEED fault
- b Z 23— NRAED connect LIS

B A v A T 2= A FRLET,
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DR, 7L —AR&iE, MAC~YZ ML FCS ETERLET, Vb—AT7r—~vy NI a7 7L

—>ariA K Voll]

2022 ZL—A74—~v k] ZBRLTIEEN,

* 20-3 A1—HRy b 22T —REMIER

RRIEE

RTAR

FIER Bk

Time-since-last-status-change

RFENZEAL L TH S OFGBIER 2 205,

hh:mm:ss (24 BefRILAIN OF54E - hh=I¢, mm=747, ss=F»)
dd.hh:mm:ss (24 RF &2 # 2 7254« dd= B4, hh=F, mm=47,
Over 100 days (100 B LA EfRiE L TV 5354

ss=#)

Bandwidth:<[El# o 7 i5kliE>kbps

[AIHR O HHHE 2 "Kbps" TR,

gy T 4 7 Lb—3 g a< s K bandwidth 2V E S TOVR WA Y R —
FOEBGEEZF R LET, BESN TV AEAIITORTEEEFRLET,
772l AREICLVEZYR— FREEHIE IS Z LixdH 0 £HEA,

Average out:<ZE{F I 7
fk>Mbps

P

av s K& FAT UTZREZI ORI 1 53 OS2 D% M [ #R %S e A H#5 ik 4 "Mbps" ¢
T,

AAEIE 1bit & E 2372\ 8EA 1% OMbps,  1bit 2L 1.5Mbit Riili 035413 1Mbps
ZFRR, 1L5Mbit BAEIE, IMEUREE AL LTS A 1TV ERR,

bps DHEHICIX, 7L —AED MAC ~y ¥ 6 FCS £ COFMHAHER LT
7

Average in:<SE{ASEI6E A
fk>Mbps

a2 R FAT LIREZI ORI 1 53 -2 OF% 4 [mI 8z A5 il F 4k & "Mbps" ©
T

AAEIE 1bit & E 2372\ 8EA 1% OMbps,  1bit 2L 1.5Mbit Rl 035413 1Mbps
ZFRR, 1L5Mbit BAEIE, IMEUREE AL LIS A 1TV RAR,

bps DHE I, 7L —AKED MAC ~y ¥ 6 FCS £ COHPHAZHER LT
£7

Peak out

a2 K& FAT LKL ORI 24 RE O %4 [RRSSE MR g (out) 33
ORI % R,

AMEIE 1bit & IE{E 32V A1 OMbps, 1bit BL_E 1.5Mbit R D854 13 1Mbps
R, 15Mbit BL i, INBURE A0kt L TG LA ZITVERIR,

bps DHEHHIZIX, 7 L —AED MAC ~vy # )5 FCS £ CORPAZ M LT
3

Peak in

g K& FAT LRI ORI 24 RER O 4 [R5 MR g (in) X
OWER & R,

AMEIE 1bit & IE{E 372 A 13 OMbps, 1bit BL_E 1.5Mbit R D354 13 1Mbps
R, 15Mbit BL i, AINBURE —A0Iokt L TG LA Z T VIR,

bps DHEHIZIE, 7L —2AED MAC ~v &5 FCS & TOHFHZMHEH LT
7,

Output rate’?

a2 REFAT LTI OFT 1 PRIOLEIRRIEE A V—T v M, /INURE
TALIZHRE LTI LA A ATV bps 35 £ O pps TR,

bps DHEHITIX, 7 L —AKED MAC ~vy ¥ )15 FCS £ COFPHZHEH LT
3

Input rate™?

A F&EFAT LIRZ OFT 1 B OBARRZE AV—T"y N, IR
AT LTI Z AT bps 36 L OY pps THER,

bps DHEHICIX, 7L —AFED MAC ~y X6 FCS £ TOFMAHEH LT
iﬁ—o

Flow control send”? on R—=ANry NEEELET,
off R—=ANRry NEEELEE A,

Flow control receive™? on W—=ANry FeZELET,
off W—ANry FeSELEEA,
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FRIEH RTAR
AR Bk
EEE config enabled EEE BEBEDN A 2NITRRE,
disabled EEE BEREDNELNIZRRE,
EEE status™3 operational | EEE #8232,
disagreed EEE 4 — hx I m—v 3 UARERIC K - T EEE #RED ),
EEE Tx-LPI*® on EENAEES) T — FTEED,
off FEMOEE T — PR S CTEFIRE CEMED,
EEE Rx-LPI* on ARG E )T — FTEI{ER,
off A DB ETE— RO S B EIRIETEIED,
TPID %R — b T VLAN %3514 % TagProtocollDentifier f % 7,
Frame size™3 MR- NORKTLV—LEEL T v NTHETR,
RR7 L—LRIZMAC ~y #7575 DATA, PAD, BEXOFCS £ TARLE
T
retry:<Counts> B A — MAEFEIC LD FHER) LR
Interface name AR — MTEID AT b AR AR RN,
description: <#f & i > description =27 ¢ 7 L— g VOWNEERLET,
description =27 o L —3 3 U, 4R — MIBTORIH BN EE X
U hELTRETEDEMRTT, A2, description 27 4 ' L—3 3 U ai%
ELTWRWGEIIRRLEREA,

X
FoRT HAED 10000 K OBHE, MR ERFLEE A,
FRT DD 10000 UL EOHE, RO K 5 ICERT HEICE > CTRREMNZEDY £,
o FRT DHMEA 10000 LL LS, FKARHNLIL k
o FRT HEA 10000k LA EDGE, FRHEAITI M
o FRT DHEA 10000M LL DG, FREAIL G
ZD%E, MRE METERRLET,

A— MIREEDS active up, test LIAL DAL, ®IZ off ForIZ72 D 97,

A— MIRREZS active up, test ISA DAL, HIT-FRIZRD £,

#£ 204 #EHERET—E

RRIEHE RTAR
<Out octets/packets counter> R
<In octets/packets counter> ZAR A
Octets F o7y ML (ZEHENI= T — 7y M EET, EEREHITT —N

o NEEERY) K
F 7Ty MEOFHIZIE, 7L —AFED MAC ~v Zh 5 FCS £ TO#i

PHEZBEH L CVET,

All packets Ny MR (ZERFHIT T — Ty FaETe, BERHITT—7
v hEEER) K

Unicast packets Z=F v AL NTy MK

Multicast packets <N TFy AN -y MR
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RRIEHE

RTAR

Broadcast packets

To—REy 2R Ry MR

Pause packets

KX Sy M

<Out/In packets counter>

BEERINE (=7 —Sry b EED)

64 packets

TVL—ALEN6A AT v bRy MK

65-127 packets

TL—ALRN66~127T 47T v by MK

128-255 packets

T L — LN 128~255 F 7 T v F DRy R

256-511 packets

T L — AN 256~511 47 T v b Dy MK

512-1023 packets

T L — AN 512~1023 7 T v Dy MK

1024- packets

T L —ARN 1024 47T v UL LD o MR

<Out line error counter>

EEFRT T —HEHER

Late collision 512 vy MEFMfREZ T, 2V T a v EBKRH LB
(10BASE-T/100BASE-TX/1000BASE-T 7~— bk, 100BASE-TX/1000BASE-
T/2.5GBASE-T ;h— s DA ITFR)
Collisions a2 U Ya rER LR

(10BASE-T/100BASE-TX/1000BASE-T A<— |, 100BASE-TX/1000BASE-
T/25GBASE-T " — F DA T2 1T FoR)

Defer indication

RS B —1Z X > TR A DOEAE M@ 7= A4
(10BASE-T/100BASE-TX/1000BASE-T AX— |, 100BASE-TX/1000BASE-
T/25GBASE-T " — F DA T2 1T FoR)

Excessive collisions

WBEEDMTZE (16 [A]) 12 X A #ink i %k
(10BASE-T/100BASE-TX/1000BASE-T 7~— I, 100BASE-TX/1000BASE-
T/25GBASE-T 7R— F DA TZITHRR)

Underrun

TR —F v, £721F CRC = T —3A K

Error frames

TT Il Lo THEEINTE 7 L— 0K (Late collision, Excessive
collisions, Underrun ™4 %E)

<In line error counter>

EIRF= 7R

CRC errors ELWTZ L—AET, »FCSF=v 7 THH &R

Alignment ELWT L—AETIEARL, 22O FCS F = v 7 TH Sz EE

Fragments Ya—hT7lb—4h (ZL—1E6447 T v MR T, »MFCSTT—
3R

Jabber By 7L—h (RRZ7b—LEalBx71L—2A) T, »™FCS=7

— AR

Symbol errors

VRV T I A RIS

Short frames

T L= ARRKMONT b REEK

Long frames

T —LREBZINr v FRIFEEK

QOverrun

== F R AR

Error frames

T C ko THEESNE 7 L— 20 (Short frames, Fragments,
Jabber, CRC errors, Long frames, Overrun, Symbol errors ® & FHiE)

<Line fault counter>

R
(10BASE-T/100BASE-TX/1000BASE-T #~— k, 100BASE-TX/1000BASE-
T/25GBASE-T ih— DA T2 FR)

Polarity changed

VA A NRT I —T NOEZFE v ORRIEA S

Link down

PN N AVARIEI

Link down in operational state

WEPREE ()7 R ORAERE
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FRIEH ETNOES

<Line fault counter> e R R
(SFP 7R— K, SFP+/SFP A — K DEA)
Link down U ¥ RHESL DRI
TX fault P BRI oo [k
Signal detect errors AR ORI
Transceiver notconnect T = REDEE
Link down in operational state WEHREE (V7 AL OFRAERK
Signal detect errors in operational state WEPREE (EEHRmRL) ORAERZ
Transceiver notconnect in operational HWETEE (7 rvr—"$E) OFRERK
state
=R Ny MIEHRERA,

BRT7 L—AEIIMIU 720 £7°,

[BE~DEE]

L

CFrEsE]

1. DUTOHRE, T XTORFREENRZ VT INET,
o CLLEFEE
o ED/N— Ry = TREERAN
o Ry NU—I A H T =2—AFEMT 07T (nimd) [EERER

2. AT arIAtATTY Y7 10GIZKHELTWSET AT, 27 v 7Y 7 10GDT7A &
VAZRRELTWRWEGS, SFP+O T v —NERFHATSHE, b T —NRHEI not support & 72
D ET,
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clear counters

A =YXy NOREHERAI T 2% 027 VT LET, KITRTHERPRILICRY 7,
o AR ZIEHGEHE B

o RERT T —MiHE®R

* %

o [EEHFHEH

[AHRH]

clear counters
clear counters <interface type> <interface number>

[AAE—F]
—m— P E— RIS L OSEREEE T R

[N A=4]

<interface type> <interface number>
<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AHBEIOAS v H T 2= AR FERETEET,
FEE, [RTA—ZIHRETE M) © RS 77 =—ZADREHE] 2ZRLUTIEIN,
o (—FXy A FTx—2

TRTDNRT A —ZEWREO B
A=V Ry NOFEMERV V2207 VT LET,

[R1TH1] [RTERBA]

L
[BE~DZE]
L
CEEFIA]

o WEHEHMA UL ZAZ 027 U T LTH SNMP THAET S MIBEHROMEIZ0 7V 7S EEA,
o UUTOHA, T _XCORREANZ VT ENET,
o Xy NU—I AL AT -—AEIF a7 T A (nimd) BEEIRKER
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show port

Az

HEICHEEES N A =YXy FR— M OFRE TR RLET,

[AB#K]
show port [<port list>]
show port protocol [Kport list>]
show port statistics [<port list>] [{ up | down }] [discard]
show port transceiver [<port list>] [detaill
show port vlan [<port list>] [{ access | trunk | protocol | mac | tunnel }]
show port eee [<port |ist>]

[AAE—F]
—m— P E— RIS K OSEEREEE T R

[N A=4]
<port list>

FRER—FEE (VA RMERX) BT/ Ty bAR— bOEHRE -BFRLET, <portlist>Dfg
FEITEB LB ESFIZHOWTIE, (/T A —FITHEETELE] 2R LTLIEE N,

KRoNT A — 2 B OB
R—bZRELLNT, F#E -HRRLET,
protocol
R—tro7a harffizeRrnLET,
statistics
LEICEESNIZAR— POEZE T v MBI OBEE AT v MaeRRLET,
{up | down }
up
R— MRESEEBEIES (up) L72->TWDHR— hOFHREZFRLET,
down

RN— MREDSEFEET (up) PO E R TWDR— FOFRER R LET, EFEET (up)
LIS OIREEZ LU ISR L ET,

o [H#EEFEH : down
o Yk, A—bhxrITm— a3 UH :init
o [AMET Z M1 : test
o [EZEM : fault
® inactivate 2~ > N2 X B iEA{E (LIREE : inact
o U7 (7 L— 3 a< R shutdown (2 & 55 IREE © dis
AINT A —Z B R DEE
RA—FERELZNT, F@E —BEERRLET,
discard

BEZE Ty NS 1 L EDfEE e o TV AR — FOIERIZTR AL ET,
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AT A — 2B UER OEE
FEZIRELRWT, Fle R LET,
transceiver
EWATRE b T 22— ISR — b D b T 2 — R, FERI, BRI A —RRR L E T
KRG A=ZIZEY, bTrr—rMEx OFFIEREME TEET,
detail
FEZR N T M RERRLET,
AT A — 2B UER OEE
WHO T = MEREFRLET,
vlan
R—h O VLAN ff 2 &R LE 7,
{ access | trunk | protocol | mac | tunnel }
FEDHBEOR— FaFrT 5B ELET.
access
T 7 AR— O VLAN F#EFRLET,
trunk
N7 7 R— RO VLAN fF#E£R LET,
protocol
7' b LR — RO VLAN fEfE R L ET,
mac
MAC " — b ® VLAN ff#iz &R L £,
tunnel
Fo U 7 HR— D VLAN A RT L ET,
RNT h— 2 H WG OB
EFHOKR— D VLAN [F#Z2 R R LET,
eee
R— b EEE &z &R LET,
TRTDONRNT A— R BUEREOE)E
FHRINTWDL A —H Ry PR— FOERE R LETS,

[R174 1]

20-4 K=+ vV BEHR-—ERTOERITHEREES]
> show port

Date 20XX/01/14 10:56:37 UTC

Port Counts: 54

Port Name Status  Speed Duplex FCtl FrLen ChGr/Status
1/0/ 1 geth1/0/1 up 1000BASE-T ful | (auto) off 1522  1/up
1/0/ 2 geth1/0/2 inact 1000BASE-T full off 1522 —/-

1/0/ 3 geth1/0/3 down - - - - -/-
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1/0/49 geth1/0/49 down - - - _ -/~

1/0/50 geth1/0/50 up 1000BASE-T full (auto) off 1522  1/up
1/0/51 tengeth1/0/51 up 1000BASE-T full off 1522 -/-
1/0/52 tengeth1/0/52 up 10GBASE-SR full off 1522 32/up
1/0/53 tengeth1/0/53 down - - - - -/-
1/0/54 tengeth1/0/54 up 10GBASE-SR full off 1522 32/up
>

[E176l 1 DFRRERA]

® 20-5 KR—btDY U ER—ERRHEHA

KRIER =13 RAEHIER
Port Counts RIGRR— MK -
Port AT A FHZINIF FHIR— &S
Name A— N FR WER— MEI T D=4 E 2R,
Status A— MREE up EMAH (EFEEMES)

down : EMH (EIRRREERAH)
init : FIMbh EZIIR Y —2 g VIR (F— b
R AT — g RN EIET)
test : [EIfET A R
fault : frids
inact : inactivate =~ > N2 & 2 & 1R HE
VLI T T =g DA ALY T KR
- 2= Y —@ BPDU H— REkRE
- i) v U BEERHEREIC X D A — R RAZE
< L2 V—TRREFEREIC K DA — HPHZE
c A bh—bzary b= LIl K BR— FHE
T TV s U FE U NOFR— M)y ME
AEIC L DR — MEHZE
dis: =7 4 7/ L—3 g < K shutdown (2 & % &
FAfE IR R RE
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KREB R FREHIlIER

Speed EfSEES B A v B T 2 — A EFRLET,
10BASE-T : 10BASE-T

100BASE-TX : 100BASE-TX
1000BASE-T : 1000BASE-T
1000BASE-LX : 1000BASE-LX
1000BASE-SX : 1000BASE-SX
1000BASE-LH : 1000BASE-LH
1000BASE-BX10-D : 1000BASE-BX10-D
1000BASE-BX10-U : 1000BASE-BX10-U
1000BASE-BX40-D : 1000BASE-BX40-D
1000BASE-BX40-U : 1000BASE-BX40-U
2.5GBASE-T : 2.5GBASE-T
10GBASE-SR : 10GBASE-SR
10GBASE-LR : 10GBASE-LR
10GBASE-ER : 10GBASE-ER
10GBASE-CU30CM : 10GBASE-CU (30cm)
10GBASE-CU1M : 10GBASE-CU (1m)
10GBASE-CU3M : 10GBASE-CU (3m)
10GBASE-CU5M : 10GBASE-CU (5m)
10GBASE-BR10-D : 10GBASE-BR10-D
10GBASE-BR10-U : 10GBASE-BR10-U
10GBASE-BR40-D : 10GBASE-BR40-D
10GBASE-BR40-U : 10GBASE-BR40-U

- o [AIREEE S RBH  (10BASE-T/100BASE-TX/1000BASE-
T ¥£7-1% 100BASE-TX/1000BASE-T/2.5GBASE-T D A —

I m— g VERERFTT, Status A% up, test LLAkD

YA, Status 28 init £ 7203 fault DS, F T —Nk
HEMS connect LIAA DS, RFERERDET, )

Duplex Duplex &— K full : & F

full@uto) : £—F (A —bhxrIv=—T 3L 5)
half : "

half(auto) : - —F (A —hprIvxT—1 23128 5D)

- : Duplex 7234~H] (10BASE-T/100BASE-TX/1000BASE-T
% 7213 100BASE-TX/1000BASE-T/2.5GBASE-T ™4 — k
F I m—3 g UERERETT, Status 25 up, test LISt D
&, Status 78 init £7213% fault DFE, T —N0RKE
23 connect LIS DG, ARFErRL LD E3, )

FCil Ju—ay ha— on: 7u—ar hu—LER)
off : 7 —=z s o —/ LIER)
- : Status 73 up, test LISFDEA

FrLen BERK7L—oF BHAR— FNORKT V—LEE2A 7T v N TER,
- : Status 7% up, test LIS DA
ChGr /Status FXRNVITN—T L AT —=HA | K= "BFIBT DT ¥ RNVTN—T AT —H A

F ¥ RIVTN—TFKE 1 1~120

up : T — Ny MEZEATHRIRTE

down : 7 — & /N7 v NEZAEARATREIRTE

dis: V> o727 VU7 =g %1k (disable) iKfE
Vo277V 5= a VB LARWER— FOBEIE-
"ERRLET,
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[R174 2]

20-5

R— 070 Fa)VER—ERRETHEREE G
> show port protocol
Date 20XX/01/14 10:56:37 UTC
Port Counts: 54

Port Name Type VLAN STP
1/0/ 1 geth1/0/1 Protocl 100 0
1/0/ 2 geth1/0/2 Mac 1024 0
1/0/ 3 geth1/0/3 Trunk 25 0
1/0/ 4 geth1/0/4 Protocol 16 0
1/0/51 tengeth1/0/51 Access 1 0
1/0/52 tengeth1/0/52 Access 1 0
1/0/53 tengeth1/0/53 Access 1 0
1/0/54 tengeth1/0/54 Access 1 0

>

[R176] 2 DFRRERA]

QoS Filter MACTbI  Ext.

0 0 0 ------
100 100 7 ------
0 0 0 ------
1 1 0 ------
0 0 0 ------
0 0 0 ------
0 0 0 ------
0 0 0 ------

£ 206 R—rOTOFILEBR—EDRTIHHA
=RIEHR =17 FoRFHIER

Port Counts SR — MK -

Port A— b AA v FHEKGINIF & ZIR— F &5

Name RN— MR WA — MBI T SN EFRR,

Type N— b OFER] Protocol : "= k =1/l VLAN AR — |
Trunk : b7 HR—k
Access 1 77 B AR— K
Mac : MAC VLAN 7R—
Tunnel : b2 %V 7 HR— b

VLAN 2] VLAN %% AR—Fr2ELHA LTS VLANE (F7 44
VLAN, suspend JREED VLAN &4 ET)

STP AR 7YV —O hARr VHE | single fEOSA 1 1

D pvst+i FH DA pyst+iE & VLAN $%
mstp EHOLE + A A F R
(single & pvstHBTERFIL pyst+i% & VLAN #+1)

QoS QoS 7 ur—VU % h& A= MIBREINTNS QS 7a—U A O rR
RLET, A= FDBT VLAN IZRESNTND
QoS 7ur—U A NOEEEGHET,

Filter T7eAY A MK R PMIRESNTNDT 7 EAY A OFELRRL
¥4, F—FOBT VLAN ITREESNTWASET 7 &
AV A SOEEEGEHRET, 72171, WEROREREIIE
FH A,

MACTDI FELTWAEMACT RLAT— | FAFIvIIFELIEMACT RLAT—T7 LT

TNDEAFI vz bR MV EEFRRLET,

Ext. PEEMRBETE R | FHGERTERARES N TVWAZ 2R LET,

S: Abh—2ar e UERPBREINTNDHI L
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20 1—9Rv b

KRIEE =R FoREH AR

ERLET,

T:Tag BRPHEINTNWEZ LERLET,
L:LLDP AE{ELTCWVWEZ & RLET,

A : Ring Protocol ZAEIEL TV Z L 2R L ET,
M T D ILIRSRE N R E E X8 E L T nEA X
"ERRLET,

[R174 3]

K 20-6 R— FOEZENTY FEIBIUEENYT Y FHERTHEREGH
> show port statistics

Date 20XX/01/14 10:56:37 UTC

Port Counts: 54

Port Name Status T/R All packets Multicast Broadcast Discard
1/0/ 1 geth1/0/1 up Tx 36060 36012 48 0
Rx 267868905982 67868905982 0 0

1/0/ 2 geth1/0/2 inact Tx 0 0 0 0
Rx 0 0 0 0

1/0/ 3 geth1/0/3 down  Tx 0 0 0 0
Rx 0 0 0 0

1/0/ 4 geth1/0/4 down  Tx 0 0 0 0
Rx 0 0 0 0

1/0/ 5 geth1/0/5 down  Tx 0 0 0 0
Rx 0 0 0 0

1/0/49 geth1/0/49 down Tx 0 0 0 0
Rx 0 0 0 0

1/0/50 geth1/0/50 up Tx 5679 0 10 0
Rx 5158 0 11 0

1/0/51 tengeth1/0/51 up Tx 41601114258 32945109231 1 0
Rx 6352088724 15118 8 0

1/0/52 tengeth1/0/52 up Tx 230169902708 25895910148 557807 0
Rx 34671538289 66885 1487508 0

1/0/53 tebgeth1/0/53 down  Tx 0 0 0 0
Rx 0 0 0 0

1/0/54 tebgeth1/0/54 up Tx 42422843302 41973185821 160 0
Rx 5839856540 5593 42399 0

>

[E174I 3 DFRRERA]

& 20-7 K—bDERENTY MEBLUVERENT Y MEORT

RTIEB R RRHBIER

Port Counts XIEA— N _

Port RN— bk AA v FEEZINIF B 5IHR— &S
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=rIEH Bk FonEHTER
Name R— L4 H WA — NMZEIY T o= AFE R,
Status R— MIRRE up : JEMAH CEFEhMEY)
down : JEA A ([RIRRREE I A H)
init : AL EmIER = —2 g VRS (O
— kI — g UEREDENET)
test : [EfRT A hrp
fault : fEE
inact : inactivate =~ > N2 & 2 & {5 (- 4K AE
U IT I =g DAR ALY T
i3
« A= 7Y ) —0 BPDU H— RHEHE
MY o BEER SRR LA AR — NEAZE
< L2 L—TRRAESREIC X B AR — R A%
c Ab—Asary bhe— Ul kAR — A%
TV VEE L ROR—= Ry b
REEREIC K DR — hEA%E
dis: a7 4 7L —3 3 a< Kshutdown (2 L5
R R e
TR ZIBREE Tx : &8
Rx : %3
All packets BTy ME (=T =Ty M EET)
Multicast TN F XY AL Ty M
Broadcast Tu—RFy 2k Ny MK
Discard BEFE N7 v MR

[R174 4]

B 20-7 +Sro—RDOFMER-ERTRTHRREES (~3 2o —/\FERIA SFP,

> show port transceiver 1/0/51-52 detail
Date 20XX/01/14 10:56:38 UTC
Port Counts: 2

Port: 1/0/51 Status:notconnect Type:- Speed:-

Vendor name:- Vendor SN :-
Vendor PN - Vendor rev:-
Tx power - Rx power :-

Port: 1/0/52 Status:connect Type:SFP+ Speed:10GBASE-SR
Vendor name:XXXXXXXXXXXXXXXX Vendor SN IXXXXXXXXXXXXXXXX
Vendor PN I XXXXXXXXXXXXXXXX

Tx power  :—2.0dBm

Vendor rev:xxxx

Rx power :-2.4dBm

[E174l 4 DFRRERA]

= 20-8 FSUL—/N\EHR—BEORTET (352 —/\FEHH SFP, SFP+DIFA)

SFP+Di5A)

AL Bk RIS
Port Counts XIEA— N _

Port A— b AL FHIZINIF F5lA— &5
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20 1 —H¥Rvk

RRIEE

AN

RREHAIEHR

Status

k7 v v—NREE

connect : ¥4

notconnect : ARF&#;

not support : RY R — ~D kT 2T — SHEEH

-0 MU= NREENRE] (R — MIREEDS init 721 fault
DEE, RFRERVET, )

Type

N v

SFP : SFP % 721% SFP-T

SFP+ : SFP+

- NI UV NFERIBARE] (h T —SREEN
notconnect DIGHE, RFREMLD ET)

Speed

B AL A T 2 — ARFRLET,
10BASE-T/100BASE-TX/1000BASE-T : 10BASE-T/100BASE-
TX/1000BASE-T

1000BASE-LX : 1000BASE-LX

1000BASE-SX : 1000BASE-SX

1000BASE-LH : 1000BASE-LH

1000BASE-BX10-D : 1000BASE-BX10-D
1000BASE-BX10-U : 1000BASE-BX10-U
1000BASE-BX40-D : 1000BASE-BX40-D
1000BASE-BX40-U : 1000BASE-BX40-U

10GBASE-SR : 10GBASE-SR

10GBASE-LR : 10GBASE-LR

10GBASE-ER : 10GBASE-ER

10GBASE-CU30CM : 10GBASE-CU (30cm)
10GBASE-CU1M : 10GBASE-CU (1m)

10GBASE-CU3M : 10GBASE-CU (3m)

10GBASE-CU5M : 10GBASE-CU (5m)
10GBASE-BR10-D : 10GBASE-BR10-D
10GBASE-BR10-U : 10GBASE-BR10-U
10GBASE-BR40-D : 10GBASE-BR40-D
10GBASE-BR40-U : 10GBASE-BR40-U

- [EREEES AR (R— MIREEAY init £ 7203 fault, ~F v
— RBEZN connect SN DL, AFRERVET, )

Vendor name

N B

U S pERRLET,

Vendor SN

RN TNVEE

NUBTHESNEY ) TARE SR LET, R

Vendor PN

N Z R

N TG SR B RRLE T, T

Vendor rev

RUoFYTEY g

R GEENEEAEFOY Y g v 2FoRLET, *

1%2

Tx power

PEN/U —% dBm THIR L4, e

RXx power

EEHANT —

B —

ZAZE T —% dBm TFIR L E 9, Uk

%1

k72— NRRES, #5H (connect) 38 L OMEEH (fault) IADEAIT "2 R R LET,

X2

k7 o= NIREEDFEHL (connect) F/2IEFEEF (fault) OFATEH, b7 —NEREFHAIAH
HOEGAIT s 2 RoR LET, BEa~ REFITTHZLICLVERAERINET, 2B, b
T v MEROFERAIRMKE LG A" 2 FH R LET,

%3
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20 1—9Rv b

kT —8 [-40dBm~+8.2dBm] D#FA OB ST "2 FE R LET,
%4

BREERMC K-> TRREDPRETL2HENH Y 3, IEMRMELZFH~LI2E, WESTHELTEZS

Uy,

[3R1741 5]

20-8 R— +® VLAN EH—ERTETHEREE S
> show port vlan

Date 20XX/01/15 14:15:00

Port Counts: 54

Port Name Status Type VLAN
1/0/ 1 geth1/0/1 up Protocl 100 (Global IP Network VLAN)
1/0/ 2 geth1/0/2 inact Mac 1024
1/0/51 tengeth1/0/51 up Trunk 32
1/0/52 tengeth1/0/52 up Trunk 32
1/0/53 tengeth1/0/53 down Access 1 (Defaul tVLAN)
1/0/54 tengeth1/0/54 up Trunk 32
>

20-9 +FS Y R—bO VLAN [ER—ERRETHRE @A
> show port vlan trunk

Date 20XX/11/15 14:15:00
Port Counts: 2
Port Name
1/0/ 3 geth1/0/3
1/0/ 4 geth1/0/4

Status Type
up Trunk
up Trunk

[E1741 5 DFRRERHA]

VLAN

1-4094
1,3,5,7,9,11,13,15,17,19, 21, 23, 25, 27
29, 31, 33, 35, 37, 39, 41, 43, 45, 47, 49, 120
130, 140

% 20-9 R— O VLAN (EHR—EDRTHH
FRIEH =13 R FHIER
Port counts SHR— K -
Port A= M WlERRT 5 R = FOAL v FHER, NIFES, K—h
i
Name B YR — MZEID T N4
Status A— MIRRE up : EHH (EFEMEH)

down : BT ([EIRRREEFEAH)
init : ML EiZ R T —v g VRIS (B b
Hm—3 g UHERED EET)
test : EIfR7T A R
fault : [EsEh
inact : inactivate =~ > NI & 2 ¥ A 1 fRk T
VI T TV T = a ryDARENA ) 7B
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#*R1EH 2R RNFEHIEHR
« A= 7Y Y —0 BPDU H— RHEHE
- A5 D > 7 BEEREREIC & D A — FHZE
< L2 b —TRRAIBEREIC K D AR — RPHZE
c A bh—bay hr—LC kB R—
T TNy s UE T NOFR— Uy MR
I X DR — hEHZE
dis: 2> 7 4 7 L—3 3> a<y R shutdown |& L 5 iE e
i[S/N; S
Type AN— k OFEH Access : 77 & AR — |
Trunk : 77 HK—h
Protocol : & k =/ VLAN 7"— |
Mac : MAC VLAN 7R— b
Tunnel : h> R U 7R —F
VLAN VLAN ID A= FMIEEESNTWSVLAND ID U A b+
VLAN 28 —2 D41 (VLAN &) 20 CRRLE
R
VLAN 3fFTE L2 WG -" 2 KR LET,

[R174l 6]

B 20-10 EEE ffH—ERTETHEEESG

> show port eee

Data 20XX/03/09 13:48:30 UTC

Port Counts: 48

Port Name Status Config
1/0/ 1 geth1/0/1 up enabled
1/0/ 2 geth1/0/2 up disabled

1/0/48 geth1/0/48 up enabled

[E171 6 DFRRERA]

% 20-10 EEEEHR—EB D &R

Current Tx-LPI Rx-LPI
operational on on
disagreed of f of f

disagreed of f of f

*RIEH Bk FoREHEIER
Port counts SRR — M —
Port A EH BEWERTTDR— FDOAL v FEE, NIFES, R—F
Eiey
Name £ AR — MMZEIY T B4 E
Status N N up - S EFEES)

down : S (EIRREEFE T A2H)
init : LR EEr v m—v g VHESIED (A — b3
Tm— g UHERENNENED)
test : AT A bR
fault : fEEH
inact : inactivate =~ > N2 X 2 &1L R HE
VTV —=va DR S T KERE
« A= 7 Y —0 BPDU 4 — FHERE
< AU > 7 EEREERRIC & D AR — FPAZE
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RRIEE

< L2 b— TR nkgREIC K D AR — FPHZE
« A h—Lbary hr— Ll LD R— FH%E
T TV s UE T NOR— Uy MR
2L DR — hEHZE
dis: 2> 7 4 7 L—3 3> a<y R shutdown |& L 5 iE e
i/

Config

EEE #EBE DR T IR E

enabled : EEE FEREN A NIRRT
disabled : EEE HEEDN SN Z R E

Current

HAE D EEE Bk fe

operational : EEE F§EED B 18)

disagreed : EEE A — b x 2y —v a VARAEEICL - T
EEE H&AEDHE75)

- : Status 7% up, test LISL DA

Tx-LPI

on: BESE— FCHEER
off : A7 — FAERR S CaEIRIE CEIfEH
- : Status 7% up, test LISL DS

Rx-LPI

on : AE/1E— N TEHET
off : BESIT— NOMERR S AL CEREIRIE CE)EF
- : Status 23 up, test LISt DHE

[BIE~NDFE]

L

CEEFIA]

1 BEFEAT Y MU, UTOMEHEROGFMEZ £ R LET,

& 20-11 BRE/N7 v MIOEHICERY SMEIEE
#HEtEE
AR— b — _
2] 2iE
A —=¥x v b Late collision CRC errors
Excessive collisions Fragments

Underrun

Symbol errors
Short frames
Long frames
Overrun

2. LATFOBE, HEtE@Rob v 2 EIFZZ VT EnET,
o LEBIF

® clear counters 2~ > REEITIE

o WED/N— Ny = TIEESR R

o Xy NIV—I A HTc—AEMRTa s T L (nimd) FEFRARE
3. A7varIA ATT VU7 10GIZKIELTWDET VT, o7 v 7V 7 10GDT7A k&
VAEBRELTWRWGS, SFP+O b7 v —NEAT S E, b 22— NIREEIT not support & 72

hE9,
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20 A1—Yxvk

activate

inactivate 2~ > K CRRE L7=A —H % v ;@ inactive IRAE% active IRIEIZE L F 7,

[AHRH]

activate <interface type> <interface number>

[AAE—F]
—fm e — Rk OB T —

(/X5 A—=4]
<interface type> <interface number>
<interface type> <interface number>(21%, RIZ/RT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AHBLIOAS U H T 2 — AR FERETEET,
FEME, [RTA—ZIHRETE M) © RS 27 =—2ADRESE] 2ZRLTIEZSN,
o (—HY Ry b FTx—2R

[E17H1]

2L v FFE5 1, NIFFEF0, A— FFEF 1 OR— % active IREBIZR L E 7,
activate gigabitethernet 1/0/1

[&REREA]
L
[BE~DFE]

T LA =Ry PAR— A LZ@EZERL £,

CEEZEIE]
RKawr REFHLTbary 747 b—vaidBBInERA,
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20 A1—Yxvk

inactivate

2T 4 T b= a rEEELRNT, £ —% 3Ry % active REED S inactive IREEICRRE L E T,

[AARK]

inactivate <interface type> <interface number>
[AAE—F]

g —PE— P L OEREFRET— N

(/X5 A—=4]
<interface type> <interface number>

<interface type> <interface number>(21%, RIZ/RT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—RAABIOA VBT 2= AFEFERETEET,

FENE, [T XA —H|ZHRETE A © (WA ¥ 72— ADBEHE] 25BLTIIEEN,
o (—HV Ry MU HTz—2R
[ZE17H1]
AA v FEKF 1, NIFEZ0, A— &S 1 OKR— k% inactive IRAEIZ L E T,
inactivate gigabitethernet 1/0/1
[FREREA]
L

[BE~DFE]

FET DA =Ry PAR— b2 LIZ@EN TSm0 £7,

AEEHE]
o Rav  RafLThbar 74/ b—ya idERInEEA,
o Ko~y NEATHICEEE 4 HE®) L7286 1213 inactive JREBITMER SN E T,
o K=~ NTinactive IRIEIZ L7 A — ¥R > A — M % active IRIEIZR THE 1T activate =~ > RaffH
LET,

o [HRERT A RFDOR—MIXFLTARa~vy FIZETTEEHA, BIEET A F&ZIE (no test interfaces 2~
UREEH) Liedbé, FEATLTIEIN,
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test interfaces

A=V MR UCBEICRENREAE LGS ORERAEROEI 0 /0 L, BES (F7rvr—n
7E) ZHHEOT L — LR OBEMRE (BT A ) 2 LET,

[FHRT A b &2 FITT HEE1E, inactivate 2~ > R TR — k% inactive JREEIZ L T2 H4To TL &V, 72
B, BT A FOFEML, "I TNhyva—T 40 T HA K] 28R LTLIEEN,

[AB#K]
test interfaces <interface type> <interface number> {internal | connector}
[auto_negotiation {10base-t | 100base-tx | 1000base-t | 2500base-t}]
[interval <interval time>] [pattern <test pattern no.>]
[length <data length>]

[AAE—F]

— =P E— FBLOEEEHEE— N

(/X5 A—=4]
<interface type> <interface number>

<interface type> <interface number>(21%, RIZRT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AABLOA I T 2= AF SR ETEET,

FEANE, TR A—H|ZHRETZ M) © [BA X 72— ADEEHE] 2B L TLEEN, 72
¥, <interface number>/I<switch no>% & FRWWEX THRE L T2V,

o (—V Xy MU FTx—A
internal

EVa—VNHN—T Ry 7 T AN ERELET,
connector

N—=TARTBEN=T Ny 7T A EEELET,

N=T ARG BEN—=T Ny 7T ANERITT 2581, V—7axs7 2 ek L TIEEN,
auto_negotiation {10base-t | 100base-tx | 1000base-t | 2500base-t}

Ay 74— ardspeed 172 Rl auto" ZHE L, BT A FEATOHEDOET AV MKk E
BELET,

speed 2~ RiZ"auto"UINZHEE L7261, AT A —Z | IEETEX EH A, <interface type>IZiL
"gigabitethernet" Z 5 7E L T 723\,

R— FOFEE L FBEFRER/XT A — X DABEDLEEZROFITR LET,

& 20-12 1REMHEEG/NS A—4

R— ~DELE BEARER/INT A —4
10BASE-T/100BASE-TX/1000BASE-T 7~ — h 10base-t
100base-tx
1000base-t
100BASE-TX/1000BASE-T/2.5GBASE-T 7~ — h 100base-tx
1000base-t
2500base-t
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ARNT h— S B W OB
100base-tx 1272V 7,
interval <interval time>
FEE Lo EIS T s ERIR 2 220 £, fREEOHPHIL 1~30 D 10 #EH T,
ARNT h— S B W OB
EEHRE 1SR £,
pattern <test pattern no.>
TARDONAE = FRHERELET, HEMOFMAIL0~4 T,
0: 7 ARINRE = 1700 4 ETHRIAICHD BT,
1 : all Oxff
2 : all 0x00
3 : "** THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG.0123456789 **"
NG =R L
4 F=2biFRt N —
KRT A — 2 B OEE
TR = FEFEIITRY FT,
length <data length>

TANCHEHTEZ 7 L—0T7—4%KE (MAC ~> %, FCS 2fr\Wi=b D) #4277 v hTHELE
T, FREEOFHITROED LBV TT,

®& 20-13 TR MER & DIEEEDNEHEE

No TR MR TR AUV TYH) HEEE (A0 T
~)
1 EV 2= VNN —T Ry 7T A b 46~-1500 500
2 N—TaRx g EN—TRy 7T A b 46~9216* 500
HEX
auto_negotiation /X7 A — & |Z 10base-t ZFHE L7 1E, 1500 ZB R HEEZIEEL TH 1500 427 7 >~
Mo EF,

TRTONRT A — X BMEFOENE
fll 2 D TARNRT X —ZBMBEEOEME ] (CRREOBEIC Y £,

[E1741]
A=Y Fy NMERT A N OBBEHER Z RO LET, N— EZ 212, T A MF—2 034 —)L Oxff
TT—HAENI04 7T v FOT7L—L0% 5 PBEBECTEETIEY 2—NAVNEL—T v 7T A N &Rk
LET,

20-11 [EfRT R ~EABEmE
> test interfaces gigabitethernet 0/2 internal interval 5 pattern 1 length 100

[&RREREA]

2L
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[BE~NDFE

L

CEESEIA]

N—Taxy ZOPREFELIE, Bm— 2 inactive JREEHFIT T - T 7E &,

FI#RT A b A X — &L, E#RT A RA Ny TBRFEITINDETHRT A MEEVIRLUFEITLET,
auto_negotiation /X7 A —# ® 1000base-t ZFFE L, /N—TF IR T X N—T N 7T A NEATHHAEITIE
T3V S ET8RAON—TaRxy ZRNETT,

AT 2 BT 1 A= FFoEH L T ZEN,

1000BASE-LH, 10GBASE-ER T/L— a7 Z)L—F N 75 X NEATIBEITIE, T v T3 —&
CEREZR) BUETT, HKOBEICOWVWTUIROEXREZSR LTI ZI W,

= 20-14 HOEE

[E#RFE R BE=fE (db)

1000BASE-LH 5~22

10GBASE-ER 5~11

1000BASE-BX TlZ, HIELEZEORENELY, -1 EOXT 7 A RNEHEHAT L7120, @EDOL—
TaAX I ZTIIN—Tax g EN—T RNy 7T A NE{TZER A,

10GBASE-BR Tl, 2%EEZEDOWENREZRY, T 1RO T 7 A RNEEAT L5720, @i OL—7
IR T ETCIIN—T AR T EN—T Ry I T A NBITZER A,

BT A RFITHIC R T oy =& EmLTDE, TAMEROTRTOI T MM 0 LETREN
BEWNHY ET, Fl2, TV —REREELLEZEXIE, KEELEZTRTEAA v E—U0FR
SNDANCEFRET A RN EEITT DL, WEELEZRTERAA v E—UBHIIEN2WEERH D 7,
EHB5D8A Y, notestinterfaces 2~ 2 NEITRICIEHRIRIEICREIET 5720, ToEFEHTxE
7,

SFP-T {F AKX, V—FaRx I ZN—T RN 7T AN TEERA,
100BASE-TX/1000BASE-T/2.5GBASE-T &A— k Ti%, 100BASE-TX ¥ 7-/% 1000BASE-T TE ¥ 2 —/LH
EL—F Ry 75 Z |, 1000BASE-T £7-1% 2.5GBASE-T CL—F AR ZN—F Ry JF X N TX
FH A,
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no test interfaces

A=Y Xy bOERET A F 22 by P L, TAMEREFRLET,
BB, BT A MOEEMIL, "IV a—TFT 40T HA R 2B LTI,

[ABRH]

no test interfaces <interface type> <interface number>

[AAE—F]
—fRr—PE— FBLOEEEHEE— N

[N A=4]
<interface type> <interface number>
<interface type> <interface number>(Zi%, WKIZRTA ¥ 7 = — AT N —T1T5HET DA 27 =
—ZBBIOA BT 2= AF T HIRETEET,
P, TNTA—FITHRETELME] © (WA F 72— ADREHE] 2R LTSN, &
B, <interface number>i¥<switch no.>% & £ 2 WX THE L T Z &V,
o (—FXyhfrFTx—2

[ZE1TH1]
TARRE = PNA =)L OxXff TT— X BN 10047 T v hDT7 L—Ah%E SHERETEETLIEY 22— LN
=T Ry 7T A NERMGLET, BT A NIATRRERZ KO LET,

20-12 [E#ETR FETHEEER

>test interfaces gigabitethernet 0/2 internal interval 5 pattern 1 length 100
>no test interfaces gigabitethernet 0/2

Date 20XX/10/23 12:00:00 UTC

Interface type :1000BASE-LX

Test count 60

Send-0K 60 Send-NG :

Receive-0K 160 Receive-NG 0

Data compare error 0

Out buffer hunt error 0 Qut line error 0

In CRC error 0 In alignment 0

In monitor time out 0 In line error 0

H/W error ‘none

>

[FRRERHA]
% 20-15 ERT R FERITERORTAS
KRIEH BR HERE PO
Interface type EARAER (BpiA v X 7 =— A% | — -

£R)
+ 10BASE-T
+ 100BASE-TX
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RRIEE

=R

HEERE

X} 5

+ 1000BASE-T

+ 1000BASE-LX

+ 1000BASE-SX

+ 1000BASE-LH

+ 1000BASE-BX10-D
+ 1000BASE-BX10-U
+ 1000BASE-BX40-D
+ 1000BASE-BX40-U
+ 2.5GBASE-T

+ 10GBASE-SR

+ 10GBASE-LR

+ 10GBASE-ER

+ 10GBASE-CU30CM
+ 10GBASE-CU1IM

+ 10GBASE-CU3M

+ 10GBASE-CU5M

+ 10GBASE-BR10-D
+ 10GBASE-BR10-U
+ 10GBASE-BR40-D
+ 10GBASE-BR40-U

Test count

Send-OK

Send-NG

FIfRfEEIC LD 7 L—
LPEFERIELOFN

=T TARY B J—T N
v I T A RNDOEE, R—
M= Ny 7 axy
HMWMIELL EEoTW5D
MERLET,

Receive-OK

Receive-NG

TFT—RETT L%

Data compare error LA D

BRI A ~Z A4 LT | FEHEZMR,
AN
Data compare error TEBETT— (T X %GR | BfREE HEEE TR L ET,

DERETFT—FDa L X7Fxy
JC—F Lotz 7 L—2%)

Out buffer hunt error EE Ny 7 7 SRR \EO R — hCHEER | IR — b EolgiEs
R4 A L ThBHETLE
ﬁ_q()
Out line error 1615 [ R S A B [EIf s EEEZHLET,
In CRC error ELWTZ L—AET, 7D FCSF | [FlfkEE T AL FE T,
= v 7 TR SR
In alignment ELWT L—AETIEARL, »o | BI#REE EBEEZZBRLUET,
FCS 7 = v 7 THith & v e [l ?
In monitor time out ZEERIAA~ZA LT T b EEES N—TaARI HN—T N

v I T A O, K-
Mo —F Ny 7 axy
HMNMIELL EE5TWND
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#rIEH =Y #EREA XK
MHER L ET, 8
In line error A5 IR S s A A1 5k [ it N—T Ay H—TF N

v 7T A NDOEE, K—
MIN—F R 7 a Ry
FMNMIELL ZZoTWD

MR L ET,
H/W error HIW B4 O F 1% [ it EEEZHRLET,

none : 72 L
occurred : Y

X1
FIFFESN R T, LTFOLAICARFRERY 77,

o KT T — NDIREEN connect LI DIGE

o [T X NEATERZICT A MEHIE LIS

o [EIMRMEENRELE LGS
TV —ALEELEIEIMAC ~y X0 HFCS FTERLET, 7b—b7x—~vy ML TarvralL—v
g H4 K Vol.l] 12022 7L —Ah74—<vv ] ZBRLTLEIN,
N—Tax I ANELL EZoTWDIHRE, BIOEY 22— VNEL—T Ny 7T A NDOEFENE, [\
WMT ANy FREENTHE L COWDAEEMERDH Y £, BT A M EFTT2EED v
NEERA TR TNDZ 2R L TOLFHFIATLTLZEW, BHFEIEHRT A MEEITLTH
B NT v T T HEANE, EEERH LT EEND,

LBE~DEE]
L
CEEZEIE]

o N—Tax I HXOFEELIE, KR— b2 inactive IREEFIZFT - TL &V,

o [T AR Ny T, FAILVTIZHoTERFBLET A M7 L—2OZERHRLIRETHEL, 7X K
FERAFRIRT D728, Receive-OK & Receive-NG DA FHEN Send-OK DEIEX L D 1 B 72< /2B Z &M
HYET,
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show power inline

PoE B ZEET 5720, HWEOHMRNL LR —F T LD PoE fFREF R LET,

[AHRH]

show power inline [<port list>] [{on | off | faulty | denied | inact | wait}]
[{critical | high | low | never}]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A=4]
<port list>

BER— &S (VA MEX) ICBIT 5 PoE 1HzE —EHR R LE T, <port list>D45EHER L OMED
FeERPEICOWTIE, [RFA—F|TIBETX Al 2B LT,

ARG A — Z B WEEE OB E
4 PoE XfJinA— ~ @ PoE fEifia —EFRRLET,

{on | off | faulty | denied | inact | wait}

on

BAHEMIEL TV D (BEAMRIRENE DR (on)) R— FOEREFRLET,

off
BHEME L TV R (EAHHRENE RIS (off)) A— FOFRERTLET,

faulty
B LR SR CEA 2 S L Ty (FEAMRRIE S BE LS B SR T (faulty)) R— b o
HHRERRLET,

denied
BHRRTENEMRE L TR (BAMEIRENE AR (denied)) N— FOFEHRERR L E
7

inact
=~ RTENOMEZIFIEL TS (BEHMHGIREMF I (nact)) RN— DR EZRRL
7

wait
PoE fAdE /3y BUEREIC K » TEHGEIRGBZ A L TV D (BRI (wait)) RN— o
%ﬁ%%mbiﬁo

{critical | high | low | never}

critical
BB OB EN R EE (critical) THHR— hOFHRER R LET,

high

BB OBIERENE (high) THOIR— FOFBERERFLET,

TR OBRERENE (low) T BHE— bOWRERRLET,
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never
PoE HEREN IS (never) THDHAHA— FOFEHRERRLET,
BTG A—HDIFFEITONT
RKa<w R, RIA—FEHEELTEORMICHEYTHHERIZTERRTEET, T A—F %
ELRWGEANE, RMEERELRVTHERER R LET, ORI A—ZEZRELESLAE, T
TOFRMICHLE T HEREFRLET,

T_NTONRT A — 2 W OEE
42 PoE Xf AR — - PoE fE#A —EHRRLET,

[R1741]

20-13 PoE tE#HFREITHEEED B
> show power inline

Date 20XX/02/24 16:24:01 UTC

System Wattage:

Threshold (W) : 7185.0
Total Allocate (W) ©218.4
Total Power (W) D 142.2
Priority Control : enable
System Delay Time (sec) : 3600
Port Delay Time (sec) : 60
Port Counts : 48

Port Status Priority Type Class Alloc(mW) Power (mW) Vol (V) Cur (mA) Description
1/0/1 on critical SP manual 30000 26900 53.8 501 Port 1/0/1

1/0/2 off never - - 0 0 0.0 0
1/0/3 off never - - 0 0 0.0 0
1/0/4 on critical SP 4 30000 4400 54.0 82 Port 1/0/4
1/0/5 on [ ow SP 3 15400 1600 54.2 30 Port 1/0/5
1/0/6 on [ ow P11 4000 700 54.1 14
1/0/7 on [ ow SP 2 7000 1100 54.1 21
1/0/8 faulty high - - 0 0 0.0 0 Port 1/0/8
1/0/21 on high SS 6 60000 48000 53.8 892 Port 1/0/21
1/0/22 on [ow SS auto 12000 11500 54.1 212 Port 1/0/22
1/0/23 inact high - - 0 0 0.0 0 IPphone (1004)
1/0/24 on high DS 4,4 60000 48000 53.8 892 Port 1/0/12
1/0/47 wait high - - 0 0 0.0 0
1/0/48 wait high - - 0 0 0.0 0 Port 1/0/48
>
[FREREA]
% 20-16 ZEELAEOBEAFEAKREZEFERORTAR
F*=~IEH 2k TR EEMIEER
System Wattage EHERROE ) & —
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xRIER Bk RTFEMIER
Threshold(W) BRSO B I HAG IR BAMEPRIE SN D BEER T LET UMURE L

ETHERR) . HALITZT v FTY,
F‘iﬁfﬁ%iﬁﬁztﬁ ECH A= 2a L LD L Lics

A, EREREOREICES T, BHOMGBEEELL
iT
Total Allocate(W) POE IZEIV Y THNTWHES | HEETPEICEIV Y TOHNTWAENEEZF R LET
7 UM — uifi%ﬁ) HAZLIZY v FTF,

KR —
Class0 :
Classl :
Class2 :
Class3 :
Class4 :
Class5 :

NI B CTE R
154 7 > |
407 v k
707 > b
154 7 > K
300V v b
4507 v k
Class6 : 60.0 V v b
manual : FE)CEI Y 24T E LM
auto : Autoclass B&RE THEI D Y T/=E1fE

, WOBETHELET,

Total Power(W) 2R ORMARE ) & LE2EOBEEENEER T LET UMURE L E
THER) . BV v h T,
Priority Control L DG OB EERREWR | enable - H2h
& disable : %7}

System Delay
Time(sec)

HEE D PoE # FEPHARTFEE R H]

E7% POE #5 /8 4 BAA 2 & TOFHENR 4 0~3600 T
?E/T LEd, BAIR T,

Port Delay Time(sec)

POE 7~—

I Dt B AnfHl b

JE1E O POE #a B BHARFAIF I Z /88 L T D, A— A
PoE i EZ#BtAT 2 £ COMFEEZ 0~60 THERRLET,
HALIIH T,

* 20-17 R—

kD PoE & TNE

RRIEE

=R

e e

Port Counts

— MK

ESES V= FOBOEFEFTRLET,

Port

— ]\

IZ—E LR
AVET 2= AR EGERRLET,

Status

BRI

— h®D PoE REEZRRFLET,
EAEMELTHD
WHEMIE L TRy
faulty : B S 3EBICE N 2R TE W
denied : AR TEAZ MK L TWH72R20
EHa~ RTENOMGEE L
POE ¥ TE/r BAEIC K o THEHHREHLE % 1

inact :
wait :

Priority

critical : JgEZEAR— b & L CTENEMG
high : EEEZ &) TEHEUH
low : ESEEZ K CEHE MG
never : PoE FERE N HE%h

- AR MESEE DR E D S

Type

SP : XTI — > CE N & 4t4E (Single Pairset)

SS : NTEM O TRERME — 2 & L TENZ MG
(Single Signature)

DS : XTHEMR O CTHRERKEE oL L TENZM (Dual
Signature)
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RRIEE

ah
At

KR HIER

Class™*!

i
=
=
b
A\
N
N

: IEEE802.3af #EfilFE /17 7 A Class0 (154 7 > )
: IEEE802.3af ¥EHLFE /) 7 7 A Classl (4.0 7 > b)
: IEEE802.3af #EfilE /)~ 7 A Class2 (7.0 7 >~ 1)
: IEEE802.3af #Efil#E /17 7 A Class3 (154 7 v k)
: IEEE802.3at #EHLFE /17 7 A Class4 (30.0 7 v 1)
: IEEE802.3bt #Efil#E /17 7 A Class5 (45.0 7 v k)
: IEEE802.3bt #EfilFE /17 T A Class6 (60.0 7 > )
manual : &G EE FEITHIV 4T

auto : B ILAE A Autoclass BERETHEI Y Y4 T

-1 7T ARBUS ETITES)

> OB~ W N P O

Alloc(mWw)*2 Bl UCTEHE A= T EIZEHY B TCONTWIENEEFRRLET, HAL
EIV Uy T

Power(mw)*2 HHEED A= hFZEIHEAL T AEHRENEZFR R LET, BAER
VT R TY,

Vol(V) T A= hZEEHALTCWAETEEZR R LET, BALEZARL b
T,

Cur(mA)*2 B A= hZEIZEA LTV DEREE T LET, BAIXI VT
RT T,

Description A— MR a7 4 7 b—3 a3 aw s K description O ENE & FoR
LET,

—_

SZEEEBOXA TN IDS) OA, 7 ITANR_ODRRINET,

\]

SREEDO XA T DS DR, ~TEBR_OORFHPFRENET,

[BE~DFE]

=1
el
CEEEE]

e Total Allocate 7~ & AR — ks Z & @ Power FH/RIZDOUWT
Power F/RIZE R — FEMITHERZEEG L TWDH 72, RN— k1 EREOR— b TIHERBUG IR 2
DHVET, TOID, F— F~OUGEINEE L7255, Power RADFRFN (Threshold(W)DfE)

BBZLIENHY FT,
7245, Total Allocate ZRIIRIEH V T A, F72, BEILEERIE D Total Allocate DE CENMET 5 7= O
HYFEHA,

o v RFITHEREFRRT D ETITD LRI EHNY 97,

o HRFEDE YL TENEIFRELY D LM R EENHRSNhTWET, Z07D, FEEROMH
BENPEV L TENEBEBATCRIIINDIZENHY T,
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activate power inline

B Z FECTHEH L,

[AARK]
activate power inline gigabitethernet <port list>

[AAE—F]
=T —- B I OEEEREE—

(/NS A—42]
gigabitethernet

A=Y Fy b EZ T 2—RAEEELET,

<port list>

<port list>DIEHER L OMEOFEEFIAICHOWTIE, [T A—Z|TIBETX 5] 2BBLTLE
W,

[E17H1]

K 20-14 BEAHKBOFHERETE
> activate power inline glgabltethernet 1/0/1

[F~EREA]
2L
LBE~DEE]
L

CEEZHE]

o AKaw FCTERMEEZFEH CHBELZWRE (on) X, 2747 —3 3 3= K shutdown %2 %E
119758, BHEHB L TQOZRWVIREE (off) ITRESNET,
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inactivate power inline

WA Ha & FE T IE L £,

[AHRH]

inactivate power inline gigabitethernet <port |ist>

[AAE—F]
— R —PE— FB L OEREEHEET—

(/X5 A—=4]
gigabitethernet
A=V Ry "LV ET2—AERELET,
<port list>

<port list>DFFEH1EI L OMEOHREFIIZ OV T, [T XA —XIRETE 5fE) 2R TLE
S,

[E17H1]

B 20-15 BAHEOFHELETER
> inactivate power inline gigabitethernet 1/0/1

[FRRERAA]
L
[BIE~NDEE]
L
FEEIE]

o Ko<y RCTERMGEZ FENCIEIE L7ZIREE (nact) 1, =7 47 L— 3 2= K shutdown %
FITT D E, BHEME L TORWVIREE (off) ITRESINET,
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21 J o7 5= 3y

303



21 Yo TFTHUs—=ay

show channel-group

VoI T FA— g i5maeR T LET,

[AHRH]

show channel-group [{[<channel group list>] [detail] | summary}]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{[<channel group list>] [detail] | summary}
<channel group list>
BEV 2TV =2 a v DF xRNV IN—TFKS (VAMER) OV o T/ F—vayv
AR R LET, <channel group list>DFFEFIEIZDWTIE, [T XA —F IZHETE 5] %
ZHRLTLLEEN,
KoNT A — 2 B OB
FTRCOY T 7 )= a U EREFRLET,
detail
Vo7 7Y =gy OFMERERRLET,
KRT A — 2 B OEE
Vo7 7V = a AEREFRRLET,
summary
Voo 7 7Y A= a0 summary [ EFRLET,
KRT A — 2 B OEE
VTV F—va EREFRFLET,

(=170 1]
Vo T 7V — g NERERFLET,

B 211 YO TI)T— a3 VIEROKRTR
>show channel—-group
Date 20XX/12/10 12:00:00 UTC
channel-group Counts:4
ChGr:1 Mode : LACP
CH Status ‘Up Elapsed Time:10:10:39
Load Balance:default
Max Active Port:8
Max Detach Port:7
Description : 6 ports aggregated.
MAC address: 0012. e2ac. 8301 VLAN ID:
Periodic Timer:Short
Actor  information: System Priority:1 MAC: 0012.e212. ff02
KEY:1
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Partner information: System Priority:10000 MAC: 0012. e2f0. 69be
KEY:10
Port (6) :1/0/1-3,10, 12-13
Up Port(2) :1/0/1-2
Down Port(4)  :1/0/3,10,12-13
ChGr:2 Mode : LACP
CH Status :Down Elapsed Time:-
Load Balance:default
Max Active Port:8
Max Detach Port:7
MAC address: 0012. e2ac. 8302 VLAN 1D:30-35, 40
Periodic Timer:Long
Actor  information: System Priority:1 MAC: 0012.e212. ff02
KEY: 11
Partner information: System Priority:10000 MAC: 0012. e2f0. 69bd
KEY:20
Port (3) :1/0/4-6
Up Port(0)
Down Port(3)  :1/0/4-6
ChGr:3 Mode:Static
CH Status ‘Disabled Elapsed Time:-
Load Balance:default
Max Active Port:8
Max Detach Port:7
MAC address: 0012. e2ac. 8304 VLAN 1D:200
Port (2) :1/0/7-8
Up Port(0)
Down Port(2)  :1/0/7-8
ChGr:4 Mode:Static
CH Status ‘Up Elapsed Time:160.11:45:10
Load Balance:default
Max Active Port:2 (no-Iink-down mode)
Max Detach Port:7
MAC address: 0012. e2ac. 8305 VLAN 1D:250
Port (3) :1/0/9, 14-15
Up Port(2) :1/0/9, 14
Down Port(1)  :1/0/15
Standby Port (1) :1/0/15
>
(474 1 DFREHEA]
® 211 VO TT)T—a VIERERRER
RRIEHE B RN
channel-group Counts | R/R%IHRT ¥ FL 7 L— 7% F X F T I— T,
ChGr F ¥ FN T N—TH F ¥ NI N—T R
Mode Vo770 —varE—K |LACP:LACP U777V~ arE—FR

Static: AXF 4 v I VL I TS ) A= g F—R
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FRIEH Bk RNEHHIEHR
DI T U=y 3 = RRERE
CH Status F ¥ NI —TIREE Up: 7—# 307w M5 v REINEE
Down : 7 —# /30w M IEZAE AR W REIREE
Disabled : U > 27 7 7' ) 7 — = AFILIREE
Elapsed Time F ¥ R — 7 Up BRI hh:mm:ss (24 FEEILLN D35E)

ddd.hh:mm:ss (24 B[ % #8 2 7= 54
Over 1000 days (1000 H LA E#%i LT\ 284
F X FL T —TREED Up LS DG E 1"

Max Active Port

Voo 77 ) F—a TR
T HIARAR— MK

1~8 (FIHfEE LT8 2FETR)

Vo277 H— g F— RRBEOESIT-"

AL NRA ) 7 E—FK

AR NRAY I DY I E T ET— R

(link-down mode) : U > 7 ¥ E— K

(no-link-down mode) : 3£V > 7 X7 v E— K

Max Detach Port

BIER AN — T 25l R

0 F7237 (WHfES LTT 2508)

Vo7 7 FA— g o— RRFBEOEESIT"-"

RV 3T ik default : AEEE DT 7 4L S OIE Y 55T HETIR Y 450
¥4, M (274071 —2 354 K Voll)

2115 7L —AEEROR—FMEY ST 28R L

Load Balance

TLEEN,

Description F ¥ L T IV— TR ay 74 7 b—va VTR ZRE L TWin
= ALERA,

MAC Address F v V7 )—7 MAC Address TN—70O MAC T KL &
TN—FWETHR—FDHH, Ehno MACT FL
A e fef

VLAN ID F ¥ XN N— TR T B VLAN ID

VLAN ID
Periodic Time LACPDU D %EE IR LACP &— R7ZIFFR

Short : {5 HIME 1 7

Long : *(Z ik 30

Actor information

B AT LEHR

HY AT LONEH
LACP &— K721 R

System Priority RT MBS LACP > 27 . ID OIS
1~65535 1 ANEfELG
MAC MAC 7 KL % LACP &~ ZF A ID @ MAC 7 R L %
KEY TN—TDF— TN—T D F—
F ¥ N T N— T LR UE
Partner information Bty 2T LB Bl AT L OEHR
LACP £— R7ZIF &7
LACP THaht LRI E DG A" &2 KR
System Priority AT MBS LACP & 27 I ID DS
0~65535 0 7B
MAC MAC 7 KL % MAC 7 KL %
KEY TN—TDF— 0~65535
Port(n) F ¥ FNVTN—TOR—MMEHR | n: A— MK

F¥ RINITN—TDAA v FEEINIF ZolR— &S
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=REH Bk RNEHHIEHR
Up Port(n) %«zwﬁw—7®é EFRE | n: IEZAFFTREAR — MK

v— NMEH

EZEAREREED R A v FEKZINIF F Z /R — &5

Down Port(n)

F ¥ TN —TF DIEZERT]
BEAR— MEHR

n:%&ETT%T %
EZERATREIRIED 2 A » FHEEBINIF B 5l — N &R
(no-link-down E— KD A Z 314 ) 7 TlE, #1572
VAR ATHE T35 ATRE DR EE)

Standby Port(n)

K bt

F ¥ XN T =T DAH A

n: AZ UL R— MK
ABUNAARIED A A » FEKFINIF FHIHR— N EE

[R1761 2]

Vo o277 F—varof<l

21-2

Yoo TTIT—

arv0Yv ) —IERE

>show channel-group summary
Date 20XX/07/14 12:00:00 UTC

CH Status :ChGr ID
Up (2) 1,3
Down (1) 1
Disabled (1) 3

>

[R176] 2 DFRRERA]

—fEHRERRLET,

N

R 212 YDHOTFTITUF—=L 308 —IEHRERIER
=RIEHR =17 FOREETER
Up(n) UptREED Y 7 7 7 ) F— a UEH VT T A= a R

Lmﬁ EDY T TV F—vavID

Down(n) DownREED U > 7 7 7 ) F—3 a3 UE#R VT —va K
Dwmh EDY T 7V —a 1D
Disabled(n) | Disabled JREED VY >/ 7 7' U »F— 3 L 1EH VT TS a

mwmmﬁb®)/777)7 variID

(1741 3]
Vs TS = s ORISR LE T

21-3

Vo9 TTIT—

¥ a v ORMFERERT

>show channel-group detail
Date 20XX/12/10 12:00:00 UTC
channel—group Counts:4

ChGr:1

Mode : LACP

CH Status ‘Up
Load Balance:default
Max Active Port:8
Max Detach Port:7

Description :

Elapsed Time:10:10:39

All 100M Ful |-Duplex

MAC address: 0012. e2ac. 8301 VLAN ID:
Periodic Timer:Short
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Actor  information: System Priority:1 MAC: 0012.e212. ff02

KEY:1

Partner information: System Priority:10000 MAG: 0012. e2f0. 69be
KEY:10

Port Counts:6 Up Port Counts:2

Port:1/0/1  Status:Up Reason: Partner-
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/2  Status:Up Reason: -
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/3  Status:Down Reason:LACPDU Expired
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/10 Status:Down Reason:LACPDU Expired
Speed: 100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/12 Status:Down Reason:Partner Aggregation Individual
Speed: 100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/13 Status:Down Reason:Synchronization OUT_OF_SYNC
Speed: 100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
ChGr:2 Mode : LAGP
CH Status :Down Elapsed Time:-
Load Balance:default
Max Active Port:8
Max Detach Port:7
MAC address: 0012. e2ac. 8302 VLAN 1D:30-35, 40
Periodic Timer:Long
Actor  information: System Priority:1 MAC: 0012.e212. ff02

KEY:11

Partner information: System Priority:10000 MAC: 0012. e2f0. 69bd
KEY:20

Port Counts:3 Up Port Counts:0

Port:1/0/4  Status:Down Reason:Port Down
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100

Port:1/0/5 Status:Down Reason:Partner Key Unmatch
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Unmatched Partner Key:201

Port:1/0/6  Status:Down Reason:Partner System ID Unmatch
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:1
Unmatched System ID: Priority:5000 MAC:0012.e2f0. 69ba

ChGr:3 Mode:Static
CH Status ‘Disabled Elapsed Time:-
Load Balance:default
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Max Active Port:8

Max Detach Port:7

MAC address: 0012. e2ac. 8304 VLAN 1D:200
Port Counts:2 Up Port Counts:0
Port:1/0/7 Status:Down Reason:CH Disable

Speed :100M Duplex:Full
Port:1/0/8 Status:Down Reason:CH Disable
Speed :100M Duplex:Full
ChGr:4 Mode:Static
CH Status ‘Up Elapsed Time:160. 11

Load Balance:default

Max Active Port:2 (no-Iink-down mode)

Max Detach Port:7

MAC address: 0012. e2ac. 8305 VLAN 1D:250
Port Counts:3 Up Port Counts:2
Port:1/0/9  Status:Up Reason:-

Speed :100M Duplex:Full

Port:1/0/14 Status:Up Reason: -

Speed :100M Duplex:Full

Port:1/0/15 Status:Down Reason:Standby

Speed :100M Duplex:Full

[E174I 3 DFRRERA]

d
Priority:128
d
Priority:128

:45:10

Priority:0

Priority:0

Priority:0

® 21-3 VO TTVT—a VERBRRERTER
®REE =R FRREHBIER

channel-group
Counts

FRXNGT ¥ RN T—T %

F ¥ FNT N—THK

ChGr FXXNTN—TEE F ¥ RNVTN—TFK
Mode Voo 77—y g rE—F LACP: LACP VU277 7 U —arE—F
Static: A¥ T4 v 7 V77V F—va s E—NR
VT Y= arET— RRERE
CH Status F ¥ R I — TR Up: 7—# b Mt 5 RRIRTE
Down : 7 — & /37 v b IEZAE AR ARG
(no-link-down €— KD A F >34 Y 7 TliE, #5772
TARTTRE, Z1E FTREDIRAR)
Disabled : U > 7 77U F— 3 AEIREE
Elapsed Time F ¥ FV 7 —7 Up fRiEREH hh:mm:ss (24 B§EILAN OHA)

ddd.hh:mm:ss (24 MR 288 % 7= 35 4))
Over 1000 days (1000 H LA E#E LTV 5 I54)
T R T —AREEDS Up LS D5 E -

Max Active Port

Voo r7 75—y arTHEATS
KRR — MK

1~8 (WIHifE & LT 8 FoR)
Voo 7 ) —3 g oF— RREBEEOESIT-"

ABNA ) 7=

RBENRA YT DY I BT E— R

(link-downmode) : UV > 7 ¥ E— R

(no-link-down mode) : 3V 7 ¥ o7 o E— K
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RRIAHE

=R

Max Detach Port

FHERE AN — T Hc il R

0 F7/L7 (WIHIfEE LTT7HRR)
Vo 77 YA — g — RRBREOEAIT"-"

Load Balance

| o)k

default : AEEE DT 7 4L b DIR Y /31T HiETIR Y 431
FI, ML T2y 7407 b—var A K Voll)
2115 7L —LAHEEROR— MEY T 25B L
TLIEE,

Description F ¥ RNV T—T R R AT 4 T b—va UTHIERIIEZRE L TN
£, RALER A

MAC Address F ¥ %7 —7 MAC Address TN—TDOMACT KL A
TN—TIWZR/THEAR—bDIH, ENnd MACT KL
A&

VLAN ID F ¥ RN V=T HETET 5 VLAN | VLAN ID

ID
Periodic Time LACPDU D 3%1E IR LACP &— R7ZIF R

Short : X{F G 1 #

Long : 2%{5 kR 30 7

Actor information

H Y AT LIEH

HY AT LOKEHR
LACP &— REIF#oR

System Priority AT MBS LACP > 27 A ID OABSEEE
1~65535 1 DSffEEd
MAC MAC 7 R L & LACP A5 AL ID D MAC 7 FL 2
KEY TN—TDx— TN—TDF—
F v R T NN— T & [F UfE
Partner Bty AT LG R Bt ey 27 A DR
information LACP £— R7ZIFF R

LACP THEH LRI E DAL "% FoR

System Priority VAT LS LACP & 25 A ID OESEE
0~65535 0 ASEcfEESL

MAC MAC 7 KL % MAC 7 K1 %

KEY TN—T D¥— 0~65535

Port Counts

RN— hBUER

aL T4 L — g UTRIELEAR— MK

Up Port Counts

T =By PIEZERRER — M

T — A EZAERE R AN — M

Port R— MR AA v FHZINIF FEHIR— N &5
Status A= OT 7Y F—a REE Up : E5 A5 ATREIRTE

Down : P55 AR ATREIRTE
Reason I o LR - : Status 73"Up"

Standby : F F ¥ R/ T N—F DR — RIRA K LA R

"
RE
e

CH Disabled : B F ¥ 3/ 7 /L — 7" Disable [k fg

Port Down : HF ¥ %/ 7 /L—7" DR — 7 DOWN

Port Speed Unmatch : H 5 v 1L 7 L—T7HNOfAR— k
& AR EE SR —

Port Selecting : BHF ¥ RV TN—T ~DR— T 7 V5
—va T ey 7 Ehih

Waiting Partner Synchronization : H 5 ¥ /L7 )L —7 D
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#=RIEHR =Y FoREHAIER
N—="T T V= a T =7 58T LERRN
— M OREFRFS
LACPDU Expired : #5578 — +2>5 ¢ LACPDU A i)
R

Partner System ID Unmatch : Bt AR — S 0s 5215 L7z
Partner System ID 37 /L— "™ Partner System ID & RK—
.,

Unmatched Partner System ID % %71,

Partner Key Unmatch : 55t — 5 %(5 L7z KEY 2
' L—7D Partner Key & ~—2,
Unmatched Partner Key % 3¢7R,

Partner Aggregation Individual : B3R — F22 U 7 7
U=y a URAEREIE

Partner Synchronization OUT_OF_SYNC : ##fith— k7>
ORI &2 525

Partner Synchronization OUT_OF_SYNC : 7~x— kA3 [a]3f
HHEMLIR BB

Port Moved : F ¥ XV 7 L —FNTOR— ~NEHE)

Operation of Detach Port Limit : Efefii AR — k£l BRIk e

Speed (B s 10M : 10M bit/s

100M : 100M bit/s

1G : 1G bit/s

2.5G : 2.5G bit/s

10G : 10G bit/s

- ¢ (Al EE A3

Duplex Duplex €— K Full : &

Half : ¥~

- : Duplex & — K3 RH

LACP Activity LACP BR%A 51k LACP &€— R7ZITFHR

Active : 12 LACPDU %/{2

Passive : LACPDU %{&%, LACPDU {8

Actor Priority B 2T LDOR— MESLE 0~65535 0 ASEcfEESL
LACP &— R7ZIFFER
Partner Priority B LY AT A DR — MESLE 0~65535 0 MSEfESL
LACP &— R7ZIFFER
Priority HY AT ADOR— MESELE 0~65535 0 A3t
ABT 4 v 7 E— ROGETTERR
Unmatched R—F Lo TV DB D — 1~65535
Partner Key Down JKHE C Reason:Unmatched Partner Key D354 721}
FoR
Unmatched Ty F Lo TV DR ED T | Down JRHET Reason:Unmatched Partner System ID O34
Partner System ID | 27 A ID ETRR
Priority VAT MBI 0~65535 0 A3t
MAC Address MAC 7 KL X AT ALIDDMACT RLXA
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[BE~NDFE

L

CEEZHHE]

RABNAY I HREE Y VXU e — RTTERT 5 &, ERT KRR — MUEB A T B3 AR
— MZ72 0, Reason (FEFER) IZTIEA— FOREIZERZR < Standby WERRINET, FFEHAFR—FT
BEENIEAE L TWIEEE, TOFR— NBAFERAR— Mol Bor I3 LERAR, BEOREE
BT AAR— M E LTEMEL T,
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show channel-group statistics

Vo7 70—y a rRitEmER T LET,

[AHRH]

show channel-group statistics [lacp] [<channel group |ist>]

[AHE—F]
g —PE— P L OEREFRET— N

[INFA—=42]

lacp
Vo7 7Y —3 a0 LACPDU S EMEHERE R— NEMICR R LET, A¥ T4 v 7 V7
TV —=vare— RO, FRIXV 077 —a s E— RREEOHAIIFR R LER
/Vo

<channel group list>
BEV 2T 7V =2 arOF xRN I N—T7FS (VAMNERX) OV o7 7Y r5—2a UfEr
&R LET, <channel group list>DEHFIEICONTIE, [T A—X|TIRETE HE] 238
LTL7EENY,

AT A —Z B OEE
FTRTCOY o 77V = a UEHEREE R LET,
FTRTORT A —Z B OB E
BV TV = a DT =28y MEZEREHERE R — PRI R LET,

(=474 1]
Voo 77V 5—2arOr—22ry MEZERHEHRZ R — NI RLET,
X 21-4 YoHTFTHNE—=2a00T—4230y FEZEHTERER TR
>show channel—-group statistics

Date 20XX/07/14 12:00:00 UTC
channel-group counts:4

ChGr:1 (Up)

Total: Octets Tx: 12760301 Rx: 9046110
Frames Tx: 71483 Rx: 64377
Discards Tx: 96 Rx: 9

Port:0/1 Octets Tx: 12745991 Rx: 9033008
Frames Tx: 71432 Rx: 64332
Discards Tx: 95 Rx: 5

Port:0/2 Octets Tx: 14310 Rx: 13102
Frames Tx: 51 Rx: 45
Discards Tx: 1 Rx: 4

Port:0/3 Octets Tx: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0

Port:0/10  Octets Tx: 0 Rx: 0
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Port:0/12

Port:0/13

ChGr:2 (Up)
Total:

Port:0/4

Port:0/5

Port:0/6

ChGr :3 (Down)
Total:

Port:0/7

Port:0/8

ChGr:4 (Up)
Total:

Port:0/9

Port:0/14

Port:0/15

Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards

Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards

Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards

Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards

Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:

Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:

Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:

Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:

O O O O O © O o

2031141
3344

14
2008831
3312

10
22310
32

o O O &

O O O O ©O © OO o o

5971370
11133
12
4023121
1211

0
1948249
3922

12

0

0

0

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
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1643359
2353

25
1623147
2332

22
20212
21

O O O w

O O O O O © O o o

5205702
10286
32
3403392
6884

0
1802310
3402

32
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[R1761 1 DFRRERA]

®21-4 VOTTVT—2avIcBT ST -2/ y FERERHERRTER

KRIEB =173 RREFHIEER
channel-group BRI RT ¥ RV T )V—T8 AA o FHIY DF v R TN—T K
counts
ChGr F ¥ NI N—THF S, FEINITF v | Frv R T N—TH

T N—TIREE, Up : 5513 aTaEdR e

Down : 55215 AR AlIRAE
Disabled : U > 27 7 7V 77— g AZIEIKEE

Total MatE RO EF T ¥ RV T V— T HALORFE HRE R
Port A— M A— N B OFFHE BET

NIF & 5/HR— b &5
Octets EZET VYA X Tx : EERAA ML

Rx : ZfGH/ A ML
MAC ~v Z~FCS £ TDOA 7T v bk

Frames EZET—F 7L —20% T : EERT —F 7 L — 2
RX : ZGHRT —& 7 L — A1
Discards EZET —HBEFET L— LK Tx : EERT —FFEHE T L— 25

RX : ZfEHT — HFEHET L— 1%

FEFET L— gl LTHEIMT AHEHERIE, % 20-11
BEIE N » NEORFICHEAT 2 5EEE ) 250 L
TLIEE,

!

(1741 2]
Vo7 7Y =g O LACPDU %GR EREERLET,
21-5 Yoo 745 )5 —2 300 LACPDU #ZEHMHERERT
>show channel-group statistics lacp
Date 20XX/07/14 12:00:00 UTC

channel-group counts:2
ChGr:1 Port Counts:6

Port:1/0/1
TxLAGPDUs : 50454011 RxLACPDUs  : 16507650
TxMarkerResponsePDUs : 10 RxMarkerPDUs: 10
RxDiscards : 8

Port:1/0/2
TxLACPDUs : 50454011 RxLACPDUs  : 16507650
TxMarkerResponsePDUs : 10 RxMarkerPDUs: 10
RxDiscards : 8

Port:1/0/3
TxLAGPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs : 10 RxMarkerPDUs: 10
RxDiscards : 8

Port:1/0/10
TxLAGPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards : 8
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Port:1/0/12

TxLAGPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards : 8

Port:1/0/13
TxLACPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs : 10 RxMarkerPDUs: 10
RxDiscards : 8

ChGr:11 Port counts:3

Port:1/0/4
TxLAGPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards : 8

Port:1/0/5
TxLACPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs : 10 RxMarkerPDUs: 10
RxDiscards : 8

Port:1/0/6
TxLAGPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs : 10 RxMarkerPDUs: 10
RxDiscards : 8

[E174 2 DFRRERA]

£ 215 Yo F7HYHF—2 320 LACPDU EZEMHHIEFRETIER

RTIEHE BER RTFMIER
channel-group counts RARRIBT ¥ XN T N—T4H F v RNV T N—TE
ChGr FX XN T N—TEE F X XNTN— T
Port Counts FRRI G R — MK R— MK
Port R— MEH AA v FEFINIF F5IR— &5
TXLACPDUs {5 LACPDU % -
RXLACPDUs {5 LACPDU % -
Tx MarkerResponsePDUs EIE~— T —)5% PDU # -
RxMarkerPDUs Z{g~—7J—PDU % —
RxDiscards ZASFEZE PDU # RTA—HRIEIZEVBEELE
LACPDU %%
BE~DEE
2L
CEFEFIA]

o MEMEMIY, BEEBFELITKRO v RETRICZ VT anET,
T—H Ny FIRRARHEHE R  clear counters
LACP #=52A5 : clear channel-group statistics lacp

o Kawy RCRRT LT —H/ry MIEREREHERIL, A —F Xy FEBROREHERE F ¥ 170
—FZEIMAELIZbDTE, Ty MEZEREMERO 7V TIE, A —V Ry MNa#os VT
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av U FEFEHALTSEIY, RIE#Ea~ RERLET,
BEi# =< > R : show interfaces

clear counters
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VOO TFTVF—vay

clear channel-group statistics lacp

Vo7 7Y A= 90 LACPDU $iltEme 27 V7 LET,

[AHRH]

clear channel-group statistics lacp [<channel group |ist>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
<channel group list>

WBEV I T 7V —varDFx x VI N—T7%FE (VA MEX) O LACPDU #aHE#HR%EZ 7 U T L
%9, <channel group list>DIEEHIEIZOWTIE, [WRIA—ZIBETXAE] 22 L TS
W,

AT A — H B D ENME
BF v X)LV V—TF D LACPDU X2 EMEHEREZ 27V 7 LET,

[R1741]

216 Yoo 75 Y5 —2 300 LACPDU EZ{EMEHERY U7
>clear channel-group statistics lacp
>

217 EV O TITVS—=2avDF v ILY IIL—TEED LACPDU EZEHIHE®RY V7
>clear channel-group statistics lacp 1
>

[FRERBA]
2L

[BE~NDFEE]

L

CEEZFHE]

o Ravwry KT/ U7 INDHHEMRIZ, LACPDU fatHF#®/IZI C¢F, Aa~vr FCFrxrsn—7
TEOT =y MEFEHRIZZ U T T& EH A, show channel-group statistics 2~ > KD [FEF
H] 2L TLEIN,

o HEHEMA 0 U7 LTH SNMP THUGT 5 MIBIEHRDEIZO0 7 V7 SLEH A,
o T 4 VL —varOillR/EBNMEITSIZEA, %40 LACPDU #EHE®RIZ0 7 UV 7 S ET,
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restart link-aggregation

DN AR A= TNy S = B/ SN 2% 1111 | D=

[AHRH]

restart |ink-aggregation [-f] [core—file]

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]
-f
BEDERA yE—UR LT, Vo770 5—varryarI 2 amEsLET,
ENAV S S -1 S SlliE
BAYE—VEHNLET,
core-file
BREBFHZY 77 7Y F—varrFa sl 50a7 774 (LAdcore) ZHIILET,
KRT A — 2 B OEE
ar7rANnEHLEE A,
FTARTONRT A —ZHIERFOBE
HEBMERA v e—VE I LebE, Voo 77V r—varryar I aexmEELET,

[ZE4TH1]
X 21-8 YO TFHTUHF— 3 BEIER
> restart |ink-aggregation
Link Aggregation restart OK? (y/n):y
>
219 YLHF7HYHF =23 VEBRE (f /NS A—FIETE)
> restart |ink-aggregation -f
>

[BIE~DFEE]

Voo 77— a v BRELTCVNDAR— N T—RICT — X EZERTE Y 9,

CEEEIE]

a7 Ty ANOKEINT 4 L7 MU BLOAETNE, ROLEIZR ET,
M7 4 L7 U Jusr/var/core/
27 7 7 AV : LAd.core

BEZ 7 A NVNT CIFET IHAEBREHICEEEZTLIOT, LB RLIE, 774 VEHLNEHNy
27 w7 LTEBNTLEE,
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dump protocols link-aggregation

Voo 77V A=y ary7nl T ATERIRL TOAREMA <2 b b L—Z B X OHIET — 7 8%
Ty AN~ LET,

[AARK]

dump protocols |ink-aggregation
[ABE—F]

—fFr—YE— FBLOEEEHET—
(/8T A—4]

L
[ZE1TH1]

2110 Yo T7HoVF—2a B TiER
> dump protocols |ink—aggregation
>

[BIE~NDEE]

L

CFEFIA]

HAZ7 7 ANVOET 4 L7 FUBLOLIRIE, KROEBIZRY T,
KT 4 L7 RV - Jusr/var/LA/
7 7 A/ : LAd_dump.gz

BEZ 7 ANVDT CTIFET IHAEBREHICEEETLIOT, LB RLIE, 7740 E2H0LNnEHNy
7 v 7L TEBNTLEE N,
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Fa4fm LANV2RAVYFUYT

22 woriiar—on
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show mac-address-table

MAC 7 RL AT —T LOEREFRLET,

[AHRK]
show mac—address—table [ <mac> ] [ vlan <vlan id list> 1 [ port <port list> ]
[channe |-group—number <channel group |ist>]
[{ static | dynamic | snoop | dotlx | wa | macauth }]
show mac—address—table learning-counter [ port <port list> ]
[channe |-group—number <channel group |ist>]
show mac—address—table learning-counter vlan [<vlan id list>]

[AAE—F]
—m— P E— RIS K OSEEREEE T R

[N A=4]
<mac>
fBE MAC 7 KL AIZBIT 5 MAC 7 RL AT — 7LDl E2 R R LET,
vlan <vlan id list>
8 VLANID (U 2 MER) (2B 25 MAC 7 RV AT =7 A ORIz FRLET,
<vlan id list>DFEETIEICOWTIE, NI A—FIIRETE HE] 2R LTI EEN,
[port <port list>] [channel-group-number <channel group list>]
HBER—MELITREF ¥ XV NA—TICHTDH MAC 7 RLAT—TAVOEREFRSLET, A—
MeF X XN T N—TE2FRIIEET S L HTE, TOHHIFIBELZFA— MELEEBELLTF v
FNITN—=TDELLMIMET D MAC 7 RLAT =7 VO RERRLET,
port <port list>
fBER—F (VA MERX) ICBT5MACT FLAT—7 A 0EmERRLET, U A MIEE
L7eR—+Z2—2ULEELMACT FLAT—7 > MU Z2F R LET, <port list>DF57E )ik
BEOEDOHRERFAICHOWTIE, NTA—FITIRETE L] 2L TSV,
channel-group-number <channel group list>
BEV 7T 7V = ar0F vy 3T n—7 (VA RMER) ICBT5MACT RLAT—7
LD AERR L ET, <channel group list>DI5E HFIEIZOWTIE, TRTA—FITHETED
B Z#ZRLTIEEN,
RNRTG A= TRELIZHED, 7T 5D MACT RLAT—7 A OERIZA—FY 2 MERLE
Y ET,
KRT A — 2 B OEE
FTRTOR=FBIOF ¥ 2T N =TT MACT FLAT =7 LOfF#ER R LET,
{ static | dynamic | snoop | dotlx | wa | macauth }
MAC 7 RLAT =7 ADERO 55, fEESNIRFTRESNIEREZRLET,
static

a7 47 L—3 a3~ K mac-address-table static TEER I 3172 MAC 7 KLU AT —7 LD
HERRFLET,

dynamic
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MAC 7 RLASEBIZE Y AT I v VIR SNTIEMAC T RV AT =7 VO #fz2FR L E
—a’_‘o

snoop

IGMP snooping #HE % 72 13 MLD snooping #HE TEEE SN 72 MAC 7 KL AT — 7 VDR 2 £oR
LET,

dotlx
IEEES02.1X CTHER I N MAC 7 RL AT —T7 LOEREFRLET,

Web PBFFHERE TR RSN MAC 7 RL AT — 7 L DIEREF R LET,
macauth

MAC FBEHERE TR SN MAC 7 RL AT —7 L DIFREF TR L £ T,

learning-counter

MAC 7 R VAT =T VOFERET N2 R— LR R LET,

learning-counter vlan [<vlan id list>]

MAC 7 RV AT —T /DR T R L 2% VLAN B{7ICFER L E 4, <vlanid list-DFREHFIEICOWN
TIE, [T A—=FITHRETE5E] 2L TLZ &V, <vlan id list>E I HFIT 4 VLAN OF8 7 R
VAFERRTLET,

HXNT A — Z B R OEE

ARa<w FTIE, NTA—FEREL TCEOFRMIEL T HIHEMIZTE2ERTEEST, XTA—F%
BELRWEAE, FMERELAWTHEREERLET, #EORT A 2RELESLAIR, *
NENDORFICFRFICEZLY T A EREFERLET,

TRTDONRT A—FBWREOE)E

TRTCHOMACT RLAT—T7 VDIEREFRLET,

[Tl 1]

22-1 §RTDHMAC 7 FLRAT—TJIILOEHRET
> show mac-address-table
Date 20XX/10/29 11:33:50 UTC

MAC address VLAN Type Port-list
0012. €280. 5¢cbf 3 Static 1/0/5
0012. e205. 0558 1 Dynamic 1/0/23
0012. e28e. 0602 1 Dynamic 1/0/23
0012. e2a8. 250¢c 1 Dynamic 1/0/23
0012. €205. 0642 100 Dynamic 1/0/2-3,10
0012. €205. 0643 103 Dynamic 1/0/4,7
0012. €205. 0643 104  Dynamic 1/0/4,7

>

[E176 1 OFRRERA]

£ 22-1 MAC7 FLRT—JILDOIERERRIER

*=~IEH =117 FREEMIELR
MAC address MAC 7 R L & —
VLAN VLAN ID —
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RRIAHE AN

KR HIER

Type MAC 7 R L AT — 7 LAERI

Dynamic : ¥4 7 I v 7= kY

Snoop : IGMP snooping F&#E & 72 1% MLD snooping it
[N ==

Static : AX T 4 w7k Y

Dotlx : IEEE802.1X (2L A= K~V

Wa : Web FRREMREIZ L D= R Y

Macauth : MAC 8GEMREIC L D= R Y

e b
(R4 » T B/ NIF g/ K
N5

Port-list

LFo%E, RA— FUARFEREINET,

Drop : drop (FE3E MAC) f&7E

- : Type 28 Snoop T MAC 7 FL AT — 7 bRkt
DY, FEFETRTOR— FBHIBREINZT ¥
I T N —TTEEEEN TV % Dotlx/Wa/Macauth 0
Ry

[R174 2]

22-2 MAC7 FLARAT—JIILOEERERT ((R— MBEALD)

>show mac-address-table learning—counter port 1/0/1-10

Date 20XX/12/21 20:00:57 UTC
Port counts:10

Port Count
1/0/1 3
1/0/2 1000
1/0/3 0
1/0/4 50
1/0/5 45
1/0/6 0
1/0/7 22
1/0/8 0
1/0/9

1/0/10 0
>

22-3 MAC 7 FLRT—TJILOFEIRERT (VLAN BfD)

>show mac-address—-table learning—counter vlan

Date 20XX/12/10 20:00:57 UTC
VLAN counts:4

ID Count Maximum
1 3 -
100 1000 -
200 0 -
4094 90 -
>
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[R1761 2 DFRRERA]

= 22-2 MAC7 FLART—J L 2EREFRERRIER

*=IEHE F=1173 FREIER
Port counts SRR — MK -
VLAN counts st VLAN %% -
Port A=k _
(AA v FFEE/NIFES,/ K— &
)

ID VLAN ID VLAN ID
Count BED MAC 7 RV AT —T7 V8 | —
Maximum MAC 7 R L A7 — 7 L0 S | fRAE 7 EE

LBE~NDEE]

L
IBEE)]

1. LAV 2RAEORFER— P TRBIEDIRN O N v b aZET 2 &, RBIALRTOM E I ITRAERI
FHIA A F Iy 720 U TRERSNE TN, RBIEDIRD HIENDR— F~OPHE T > ]
RENET,
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clear mac-address-table

MAC 7 RLVAZEIZEIVEA A F I v T ICBEEENTZ-MAC T RLAT—TLOERE 7 VT LET,

[AARK]
clear mac-address-table [ vlan <vlan id list> ]

[ port <port list> ][channel-group—number <channel group |ist>][-f]
clear mac-address-table vlan <vlan id |ist> mac-address <mac> [-f]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[N A=4]
vlan <vlan id list>
f8E VLANID (U A FEX) OMAC 7 RLAT =T LVOF#@E 7 V7 LET,
<vlan id list>DFEFEZOWTUL, [T A—=ZITHRETE 2 2L T a0,
[port <port list>] [channel-group-number <channel group list>]

RER— PEIIRETFT ¥ XN TN =TT D5 MACT RL AT =7 L OlEHRE 2 V7 LET, K
—RETF X RN N—THFARICHEET 2 2L TE, TOHRAEIRELLR— MEREIRELLT
¥RV TN—=TDELLINIETSHMACT RLAT =T LD H®REZ VT LET,
port <port list>
FEFR—F (VX MERX) DOFHLIZMACT RLAT—7ADERE 27 V7 LET, <port
list>DFEE ik L MEOHERMPAIL DWTIE, [T A—ZITHETE LMl 2R TES
VY,
channel-group-number <channel group list>
BEV 2T 7V = arDF vy 3T h—F (YR MER) »H%EE LEMACT RLAT
— 7 NVOIEHRE 7 VT LET, <channel group list>DFEFFIEIZONWTIE, [/XF7 A—XIZHET
T ZZRLUTSIEEN,

mac-address <mac>

JBEMACT RLZAIZET A MACT RLAT—TLDIERE 7 VT LET, IEETXSLMACT FL
ADEOHFHFAIL, /37 A —HIZHETEHfE] 2R L T X0,

-f
JUTHERA Y E—TR LT, MACT RLAT—7LVOfEHRE 7 V7 LET,
RNT A —H BRI OB E
B A v =V M LET,
HRT A — BB OBE

Aavwy RCHE, RNITA—FEZBELTCEOERMEICEYLYT D MACT VAT =T VOFERIZT %27
V7 TEET, RTA—HFEZHRELRWEAIT, FUHEZRELRVWTMACT RLVAT—7 L OFEH
7 VT LET, BEONRTA—ZERE LG, ERENOSMFIZRIFIE YT 2 MAC T R
VAT =T NDIEHRE 7 VT LET,

T RTDI/NT A —F B MR OEE
FTRCDOFAF I v 7IFELIEMACT RVAT—TADIEREZ 7 VT LET,
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(17411
22-4 VLANID &7R— MEEBO MAC 7 KLRATF—JILDIERDY 7T
>clear mac-address-table vlan 90 port 1/0/9

mac-address—table clear 0K? (y/n): vy
>

225 HYTFTHERAVvE—CHLTMACT RLRAT—TJILDIEHRODY )7
>clear mac—address-table vlan 100-200 -f
>

[&RREREA]

FEENETTHETTIV—ERNT T vT A VT ENET, 7T 9T 4 v 7K DEEPN DI
W FENE L TL 72E 0,

CEESEIA]
2L
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2 3 VLAN
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show vlan

VLAN OEFIRIERS L OUNAERIBROREEFR L T,

[AB#K]
show vlan [{ summary | detail | list | configuration }]
show vlan <vlan id list> [{ summary | detail | list | configuration }]
show vlan [port <port list>] [ channel-group—number <channel group |ist>]
[{ summary | detail | list | configuration }]
[ABE—F]

——PE— FBLOEEEHEE— N

[T A—=%]
{ summary | detail | list | configuration }
summary
VLAN Y~ U —{fHz& R LET,
detail

VLAN OFEffE#EF£R L ET,
list
VLAN Of§#% 1 {74729 IVLAN O TERLET,
configuration
VLAN [ZBRE SN TV DR — MEREFR T LET,
AT A — S B WERF O ENE
VLAN OfFRERRFLET,
<vlan id list>
f&7E VLANID (U % MER) 1ZB7T 2 VLAN il E —5R R L ET,
<vlan id list>DIFE HIEIZDOWTIE, [RI X=X ITRETEX D] 2R LTI EIN,
AT A —H U OBE
FRTD VLAN DI EZFR LET,
[port <port list>] [channel-group-number <channel group list>]

BELIEZR—=FBLOF v 2NV IN—TICT 5 VLAN O EF R LET, R—F&F ¥R
— T HERFICEBET DI L TE, TOHRITRELLEFA— N ERIFBELEF vy XL T N—T DL
H 5T S VLAN (R Z2FoR LE7,
port <port list>
BER—FES (VA MER) 12T % VLAN OfF#E2 —ERRTLET, U R MIEELER—
& —oLl E&te VLAN OF#HE2 T CERLE T, <port list>-DHE S iEEB L OMEOFE EH#PHIC
OWTHE, ZA—F|ZIBETE 5] 22 LTI EE,

channel-group-number <channel group list>

WEV 7T 7V —=varOFxxn s n—7 (A MEX) 128325 VLAN Off#aF£zR L
F 9, <channel group list>DFFEHEIZONVWTIE, T A—FITHETE S 2L T
éb\ﬂ
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RoNT A — 2 R OB E

A= MBI OTF ¥ XV T NV—TITIEBRE L7V T VLAN O # a2 R R LET,
T RTOT A —Z B OEE

2 VLAN Off#fzR R~ LET,

[E1741 1]
K E LT 254 VLAN @ summary {HFHIZBIT 5 RARETHI 2 ROKITR L ET,

2341

VLAN summary 153 &R =& RE @

> show vlan summary
Date 20XX/09/21 14:15:00 UTC

Total (18)
Port based (10)
Protocol based(8)

:1, 3-5, 8, 10-20, 100, 2000
:1,3-5,8,10,12, 14,16, 18
111,13, 15,17, 19-20, 100, 2000

MAC based (0)

>
(17 1 DFRRRHA]
= 23-1 VLAN O summary & RIEH
FoRIEH BR TR
Total(n) %4 VLAN 15 n: k&L 725 VLAN 3%
VLANID U X |
Port based(n) A— k VLAN & n: x5 & 725 VLAN $
VLANID U & |
Protocol based(n) ~7'v b =L VLAN [E# n: %% & 725 VLAN %X
VLANID U & |
MAC based(n) MAC VLAN 1% % n: * %75 VLAN 2
VLANID U & |

(1741 2]
BIE LT %4 VLAN OFFRREE L VAR — ORI BT 2 FoR 70l 2 kORISR LE T,

23-2 VLAN fEREREREE

> show vlan

Date 20XX/01/26 17:01:40 UTC

VLAN counts:4

VLAN ID:1 Type:Port based Status:Up

Learning:0n Tag-Translation:0On

BPDU Forwarding: EAPOL Forwarding:

Router Interface Name:VLANOOOT

IP Address:10.215.201.1/24
3ffe:501:811:ff08::5/64

Source MAC address: 0012.e212. ad1e (System)

Description:VLANOOO1

Spanning Tree:PVST+(802. 1D)

AXRP RING ID: AXRP VLAN group:

IGMP snhooping: MLD snooping:
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Untagged(8)  :1/0/5-12
Tagged (2) :1/0/19-20
Tag-Trans(2) :1/0/19-20

VLAN ID:120 Type:Protocol based Status:Up
Protocol VLAN Information Name:ipv6
EtherType:08dd LLG: Snap—-EtherType:

23-3 VLAN IEH KX TEREE®T (Ring Protocol Z#EA L TWL\5154)
> show vlan 3,5
Date 20XX/11/15 17:01:40 UTC
VLAN counts:2
VLAN ID:3 Type:Port based Status:Up
Learning:0n Tag-Translation:
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLANOOO3
IP Address:
Source MAC address: 0012.e212. ad1e (System)
Description:VLANOOO3
Spanning Tree:
AXRP RING ID:1 AXRP VLAN group:2
AXRP RING 1D:100 AXRP VLAN group:1
AXRP RING 1D:500 AXRP VLAN group:2
AXRP RING ID:1000  AXRP VLAN group:2
IGMP snooping: MLD snooping:
Untagged (8) :1/0/5-12
Tagged (8) :1/0/25-32
VLAN ID:5 Type:Port based Status:Up
Learning:0n Tag-Translation:

23-4 detail /85 A —Z$EEKRD VLAN FHRE TEREE
> show vlan 3, 1000-1500 detai |

Date 20XX/12/10 12:00:00 UTC

VLAN counts:2

VLAN ID:3 Type:Port based Status:Up
Learning:0n Tag-Translation:0On
BPDU Forwarding: EAPOL Forwarding:

Router Interface Name:VLANOOO3

IP Address:10.215.196.1/23
ee80::220:afff:fed7:8f0a/64

Source MAC address: 0012.e212. ad1e (System)

Description:VLANOOO3

Spanning Tree:Single (802. 1D)

AXRP RING ID: AXRP VLAN group:
IGMP snooping: MLD snooping:
Port Information
1/0/5 Up Forwarding Untagged
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1/0/6 Up Blocking(STP)  Untagged

1/0/25(CH:9) Up Forwarding Tagged Tag-Translation:103
1/0/26(CH:9) Up Blocking(CH) Tagged Tag-Translation:103
VLAN 1D:1340 Type:Mac based Status:Up
Learning:0n Tag-Translation:On

[R1761 2 DFRRERA]

% 23-2 VLAN [E8&RIEH

#=RIEH 2k TR
VLAN counts *t5: VLAN %& —
VLAN tunneling enabled | VLAN k> 3V > 7 E# VLAN b2 U JHERE %tk i
(VLAN >3 U > ZHBEZRRE L TV D 5 ET2
JRRLET)
VLAN ID VLAN & VLAN ID
Type VLAN Fe&5] Port based : A" — bk VLAN
Protocol based : & k =/ VLAN
Mac based : MAC VLAN
Status VLAN kg Up : Up IRTE
Down : Down ik fE
Disable : Disable JR7E
Protocol VLAN 7’1 k2L VLAN f§# 7' k2L VLAN OBATE TR R LET,
Information
Name 44Tl -
EtherType EthernetV2 7 L — A EtherType | 16 #EM 4T CHRR L ET
&
LLC 8023 7 L —A® LLC & 16 EHAHTTERRLET
Snap-EtherType 802.3SNAP 7 L — A EtherType | 16 EM 4T THR/RL ET
(A
Learning MAC 7 F L 23R HE On : MAC 7 R L A28 i
Off : MAC 7 R L A28 R E i
Tag-Translation Tag 244 EHERERL
On : Tag Z# % it H
BPDU Forwarding BPDU 74+ U —F 4 > ZEHRERL
On : BPDU 7 4 U —F 1 v 7 Hhe 3l i
EAPOL Forwarding EAPOL 74U —F 4 v 7 25l BRER L
On : EAPOL 7 = U —7 1 v JH§Re % 3l H
Router Interface Name A BT =— AL %Y VLAN IZHI 0 (i bivie A v 2 7 = — A4
TR
IP Address IP7 KLz (=2 7) 72 BERL
Source MAC address LA ¥ 3IBERHCHEMAT S Y —A | System : 3EE MAC i [
MAC 7 R L X
Description GiCh| VLAN A RRICERE S N XFEHNEFRR, sER L
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FRIEH Bk R HHIEER
DAL VLANXXXX (XXXX 121X VLAN ID 28 A
%) B,
Spanning Tree BHP O STP 7’1 k 2 LFER Z2H AF Ik

Single(802.1D) : #Ef&E 4:{& IEEE802.1D
Single(802.1w) : %£{& {4 IEEE802.1w
PVST+(802.1D) : VLAN Hifiz IEEE802.1D
PVST+(802.1w) : VLAN Hifi; IEEE802.1w
MSTP(802.15) : < /LF FIL A= 77 ) —

AXRP RING ID Ring Protocol #%#£® U > 7" ID ZEH BRERL
(TR 24 EDOERER T LET)
AXRP VLAN group Ring Protocol #A20 VLAN 7L — | 2817 : &EAR L
7D, E 7o VLAN LFEE2:#VETHRA TS VLAN ' v—7
ID
Control-VLAN : il VLAN (2% v 4T
IGMP snooping IGMP snooping &% &k iE 28l BRERL
On : IGMP snooping % i Jfl 1
MLD snooping MLD snooping 7% &1k R 2 RER L

On : MLD snooping % i@ i

+& 23-3 VLAN RO KR— M EERRIER
F=RIEH F=X 3 FONFEHEER

Untagged(n) Untagged 7 — h n: x4 e nR— ML
RN—hFU AR

Tagged(n) Tagged R — k n:ARERDHR— MK
A—HKrU AR

Tag-Trans(n) Tag ZZH#ER E AR — b n:ARERDHR— MK
A—HKrU AR

= 23-4 detail /8T A —AFIEERFEE D VLAN (FHRrERIER

=RIEH Ak e
Port Information R— MEHR VLAN (27— MERP 2 WGAE T,
(AA v FEFINIFF SR — K | NoPort Information % %7~
&)

CH F X RNVITN—TEKE 1~120
F X XN T N— TR Z VAR — MIFERR

<F— MRfE> AH— ki Up : K— k Up frfE
Down : A~— b Down IRAE

<F— R EEERES 5 B E Forwarding : 7 — & iz

Blocking : 7 — & #5445 1 H

(VLAN) VLAN disabled

(CH) Voo 7705 —a il k- ke
I+

(STP)  STP I & » THskf= il

(dotlx) IEEE802.1X {Z & - CHirhfs Ik

(CNF) 7B b= L VLAND =Y 7 4 JL— 3
NZEE LT e b a3 VEBEE L TRIED R L
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FRIEH Bk e

TWAH7e®, HEEERh REFHDOT 7 kAUl
WZDWTIET — X iriEH)
(AXRP) Ring Protocol {2 & > CTHzisfe k-
(ULR) 7oV 7 « UF L Z v MZL-oTlg
e Ik

- : /"— b Down IRfE
Tag Tag DR EIREE Untagged : Untagged 7R — h
Tagged : Tagged "— h

Tag-Translation #1345 1D 1~4094

[ZE1T741 3]
VLAN {F#D Y A MEAFRRIZET 2R RETHEZ RO LET,

B 23-5 VLAN B8R0 X MR REE
> show vlan list

Date 20XX/11/15 17:01:40 UTC

VLAN counts:4

Number of VLAN ports:41

ID Status Fwd/Up /Cfg Name Type Protocol Ext. IP
1 Up 16/ 18/ 18 VLANOOO1 Port STP PVST+:1D - - - 4
3 Up 9/ 10/ 10 VLAN0O003 Port STP Single:1D - - T 4/6

120 Up 4/ 5/ 5 VLANO120 Proto - ----

1340 Disable 0/ 8/ 8 VLAN1340 Mac - --=-4

AXRP (G:Control-VLAN)

S:1GMP/MLD snooping T:Tag Translation

4:1Pv4 address configured 6:1Pv6 address configured
>

B 23-6 VLAN1E#H®D ) X 2 XKRREE (Ring Protocol Z#@MA L TL\5158)
> show vlan list

Date 20XX/11/15 17:01:40 UTC

VLAN counts:4

Number of VLAN ports:10

ID Status Fwd/Up /Cfg Name Type Protocol Ext. IP
1 Up 1/ 2/ 2 VLANOOO1 Port AXRP (-) ----
5 Up 2/ 2/ 2 VLAN00O5 Port AXRP (C) ----
10 Up 1/ 2/ 2 VLANOO10 Port AXRP (-) ----
20 Up 3/ 4/ 4 VLAN0020 Port AXRP (-) ----

AXRP (C:Control-VLAN)

S:1GMP/MLD snooping T:Tag Translation

4:1Pv4 address configured 6:1Pv6 address configured
>

X 23-7 VLAN &0 ') X e RREI@E (Ring Protocol & STP 70 3 /LZ#HAL TL\SHE)
> show vlan list

Date 20XX/11/15 17:01:40 UTC

VLAN counts:4

Number of VLAN ports:11
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ID Status Fwd/Up /Cfg Name

1 Up
5 Up
10 Up
20 Up

3/ 3/ 3 VLANOOO1
2/ 2/ 2 VLANOOO5
3/ 3/ 3 VLANOO10
3/ 3/ 3 VLAN0020

AXRP (C:Control-VLAN)
S:1GMP/MLD snooping T:Tag Translation

4:1Pv4 address configured 6:I1Pv6 address

[E174I 3 DFRRERHA]

* 23-5 VLANTEHD ') X MR RRIEE

Type Protocol Ext. [P

Port STP Single:1D

Port AXRP (C) ----

Port STP PVST+:1D
Port STP Single:1D

configured

RTIEE

=R

RIS

VLAN counts

xt4 VLAN %%

VLAN tunneling
enabled

VLAN k>3 U > 75

VLAN k> U v ZHERE 235 A
(VLAN F U v THREAFRE L TV A/
FoRLET)

Number of VLAN VLAN R — Mo G fEE L2 VLAN IZJE L T B R — Mo ARt &%
ports TRo
ID VLAN ID VLAN ID
Status VLAN kg Up : Up IRTE
Down : Down ik fE
Disable : Disable Ik fE
Fwd Forward JREED R — ~ %k VLAN IZJB LTV A AR— D95, Forward JREED
A— &
Up Up IREED R — Mk VLAN IZJBLTWAR—FD 55, UpREEOKR— b
e
Cfg VLAN O 7R — hK VLAN [ZJ& L TW A AR — MK
Name VLAN £ # VLAN A FRICERE SN XFHNZ R R, RER LD
A 1L VLANXXXX (XXXX 121X VLAN ID 23 A
%) wET,
Type VLAN 751 Port : "— ~ VLAN
Proto : '= =2/ VLAN
Mac : MAC VLAN
Protocol STP {&#k, Ring Protocol & STP DA -
STP <fiRl> : <F 1 h =2 /1>
<FfHI> : Single, PVST+FE72i< MSTP
<7’'m k2> 802.1D, 802.1w F7-1% 802.1s
Ring Protocol M54 :
AXRP
(C) : 4 VLAN FI 0 {4 TR LET (il
VLAN 0 ¥ CTEHRWNGEEIT ()" 2R R LET,
2L, i\ =L S ET S VLAN TR &
FRLEFA)
RERLOBE "R R
Ext. LIRS RE T ) S : IGMP snooping = 7213 MLD snooping % &% & L T

WHZ L ERLET
T:Tag BMEHREL TCNDZ LE2RLET
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FRIEH 2R FORFHIERR
- EMBREAREL W W L ERLET
IP IP7 L ARERHH 4:IPVAT RLAZFEELTWHI LERLET
6:IPV6 7 RLAZEEL TCWNWAZ LERLET
416 : IPvA 7 RLARBIIPV6 7 KL AZFHTE L T
WAHZ EERLET
CVLANICIP 7 RLAZBE L TWARN T & &5
Liﬁ”
(=174 4]
VLAN [ZRE S 7L TN D 2R — MERORRIATHI Z R OBKIR L ET
K 23-8 VLANIZERESIN TS 2/KR— MERO R RERE M@
> show vlan configuration
Date 20XX/11/15 14:15:00
VLAN counts: 3
ID Name Status Ports
1 DefaultVLAN Up 1/0/1-10,1/0/12,1/0/14,1/0/16, 1/0/20-23, 1/0/30,
1/0/32,1/0/34,1/0/36, 1/0/49-50
200 Global IP Netw.. Down 1/0/11,1/0/15,1/0/31
4000 VLAN4000 Disable 1/0/2-10,1/0/12,1/0/31
>
(170 4 DERTREREA]
# 23-6 VLANIZEREShTWWS2KR— MEROXRTRIER
FRIEH 2R FNFEHIER
VLAN counts %142 VLAN % —
ID VLAN ID VLAN ID
Name VLAN 4 VLAN 4% (JEBE S 14 CFE T)
Status VLAN fR7E Up : Up ikTHE
Down : Down }RHE
Disable : Disable KAE
Ports RN— MEH AA w FRIZINIF F5lR— &5
A= FBFEELRWGRIT " 2R T LET,
LBE~NDEE]
el

CEEZFHE]

1. WebiBiED ¥ A F I v 7 VLAN T— REB LN MAC 7

Aoy .:E@5'4' 7+ v 7 VLAN &— K| Eﬁﬁéﬂfl

MAC R"— MZxtL, 2> 7 4 7 b—3 3 3= K switchport mac T vlan /X7 A — & B E S 4L T
WA, Ko< RNiX, a7 471 — 33~ Kvylanmac-based ZFHE L TWNAHTXTD

VLAN % #7R

LET,
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show vlan mac-vlan

MAC VLAN I[ZB$ SN TWDH MAC 7 KL AR FRLET,

[AHRH]

show vlan mac-vlan [<vlan id |ist>] [{ static | dynamic }]
show vlan mac-vlan <mac>

[AAE—F]
—fr—PE— FBLOEEEHEE— N

(NS A—4]
<vlan id list>
}EE VLANID (U R pER) 1I2B3 5 MAC VLAN (#z —EBR R LET,

<vlan id list>DIEEFEICHONWTIE, [RFA—ZITHEETEX L] 28R LTLEEW, 277L, =
Da~< RTT 74/ k VLAN (VLANID=1) IZHEETZ XA,

{ static | dynamic }
static
AT 47— a RSN TS MAC 7 RLAFERER T LET,
=R =T OFFIC Lo THEHIZ /> TD MAC 7 FLAERHERLET,
dynamic
L2 AR TBER SN TV D MAC 7 RLAEWEZR RLET, av 74/ L—varbn &
BRI X 0 T/ > TS MAC 7 RV AR BT R LET,
<mac>
FBESNIEMAC 7 FLAREREESIN TS VLAN 2F R LET,
AT 47 —a b L2 GEERAE & O ERERIC LD BEHICe > T D MAC 7 R L AT R
LET,
N= R 27 DML > TERIC AR > TWEI LT 4 L—a D MACT FLAEREFRL
F7

(17411
FELTH D4 VLAN DT, MAC VLAN (2R84 2 ERFTH 2R ORI R LET,

23-9 MAC VLAN [ &E RiEREE
> show vlan mac-vlan
Date 20XX/09/21 14:15:00 UTC
VLAN counts:2 Total MAG Counts:5
VLAN ID:100 MAC Counts:4
0012. e200. 0001 (static) 0012. e200. 0002 (static)
0012. €200. 0003 (static) 0012. 200. 0004 (macauth)
VLAN 1D:200 MAC Counts:1
0012.200. 1111 (macauth)
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B 23-10 dynamic Z#&7%E L= MAC VLAN (&8 &X R iERET

> show vlan mac-vlan dynamic

Date 20XX/09/21 14:15:00 UTC

VLAN counts:2 Total MAC Counts:3

VLAN 1D:100 MAC Counts:2
* 0012. €200. 0003 (macauth)
VLAN 1D:200 MAC Counts:1
0012.€200. 1111 (macauth)

>

23-11
> show vlan mac-vlan 0012. €200. 0003
Date 20XX/09/21 14:15:00 UTC

VLAN counts:1 Total MAC Counts:2

0012. €200. 0004 (macauth)

MAC 7 KL X %$%E L1=- MAC VLAN 15 & R~EEEE

VLAN ID:100 MAC Counts:2
0012. €200. 0003 (static) * 0012.e200.0003 (macauth)
>
[FRRERAA]
% 23-7 MAC VLAN O3*RIEH
FRIEH =17 FoRFHIER
VLAN Counts Fxt4: MAC VLAN % -
Total MAC Counts | 7k MAC 77 K L 2% FHRLTWAD MAC T KL 2D
N R 2 TR ERHOFEH = Y (FRLT
WAMAC T RLRIZTAZ Y R 7 (%) BHMEn
TV e, N— R = TICHREIN TV AN
M FY (FRLTWASMACT RLRIZT A
ZUR7 (%) BMESNTWD) FEx =%k
VLAN ID VLAN {54 VLAN ID
MAC Counts VLAN Z & DFERMAC 7 R L 2% 542D VLAN THERL TS MAC 7 R L 2D
<MAC 7 KL & ek MAC 7 R LA type : BERILOEREL R R LET,
>(type) static : I T4 VL —Ta L IC X AREE TR LE
7
dotlx : IEEE802.1X IZ X A&k A R L £,
wa : Web #FEIZ K DB EAERLET,
macauth : MAC FRGEIC L B &k % R~ LE T,
* L UTDOELLMNDOBARIZIETAX Y R (%) »
fmEnEd,
c[JA—MACT RL ARy 74 7L — 302k
DEEREF AT I v 7 IRBERTO BRI o
TWAGBEDEAF I v 7 Y
ANREEIC Lo TA—F Yy =7 BIZEFESA T
ZARESANY)
BE~DEE
L
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CEEZHHE]

L
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restart vlan mac-manager

L2MAC E# 7' v 7' Z Ax e L7,

[AHRH]

restart vlan mac-manager [-f] [core—file]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
-f
FEBHERA v =R LT, L2MACEE Y n 7 T L& fEE L ET,
ENAV S S -1 S SlliE
BAYE—VEHNLET,
core-file
FEBIRFIC L2MACER T 0 7 7 Lh0a7 77 A VEHLET,
KRT A — 2 B OEE
a7 7y ANERHDLERA,
FTARTONRT A —ZHIERFOBE
PEBIMEA vy -V Lcb L, L2MACER T 0 77 AaHEE L £,
[R171]
23-12 L2MAC BB IO S LBEES
> restart vlan mac—-manager

L2 Mac Manager restart 0K? (y/n): y
>

23-13 L2MAC BE 7045 S LBREE (f /X5 A —2EE)

> restart vlan mac—-manager -f

>
[FREREA]

L
BIE~NDEE]

MACVLAN BIX QLA V23 E2REL TWALA —V Ry bA U F T =2 — AT, —HMNIT — X E%E
AERDIENHY FT,
EEEIE]

o T T ANDKEMNT 4 L7 FUBIOLHIL, ROEBVIZRD ET,
¥A#T + L2 ~ Y : jusr/var/core/
27 7 7 A L : L2MacManager.core
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HBEZ 7 ANDT CIFET IHAEIREMHFICEEXTHOT, BWERLIE, 7741 E5HLNEHN
v 7T v T LTEBNTLLIEEN,
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dump protocols vlan

L2MAC BH 7 0 7T A TERILL TWDEEMA X2 b b L—REWRB L OHIEHT — 7 L ERE 7 7 4 L~
SILET,

[AARK]
dump protocols vlan
[AAE—F]
—fFr—YE— FBLOEEEHET—
(/8T A—4]
L
PR N b N L AERB LOHIET — T A RE T 7 A LS LET,
[E1TH1]
23-14 VLAN %> Jfg&

> dump protocols vlan
>

[F~aREA]
L

[BE~NDFEE]

L

CFE=IE]
BREUEHROET) 7 7 A NOKMNT 4+ L7 MV BXOEAIRE, ROLBVIZRY ET,
T 4 L7 KU fust/var/12/
7 7 A Jv : L2MacManager_dump.gz

BEZ 7 ANVNT CIFET DB EBREHICEEETL2OT, B RLIE, 7740 E2H0LNn0HNy
IT oL THENTLLIEEN,
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24 RAINZ Y1) —
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show spanning-tree

AN 7Y ) — R EFRRLET,

[AARK]

show spanning-tree [ { vlan [ <vlan id list> ] | single | mst [ instance <mst instance id
list> 1} [ port <port list> ] [channel-group—number <channel group list>] 1 [ detail ]
[active]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[N A=4]
{ vlan [ <vlan id list> ] | single | mst [ instance <mst instance id list>] }
vlan
PVST+DAN= 7 ) — e R R LET,
<vlan id list>
fEE L7 VLANID (U 2 MEX) ITBF 2 PVST+HO A= 7Y U — AR R L ET,
<vlan id list>DFEFEZHOWTUL, [T A—=ZITHRETE 2 2L T a0,
KoRT A — 2 B OEE
PVST+3EIEL TV 23T D VLAN BEFRHG LR D £,
single
VUTNANRZ U T N —DANR= T Y — R EFRLET,
mst
CNFTINAR=Z LTI Y —=DAR= T Y —FERER I LET,
instance <mst instance id list>

FBELEZMSTA LV AZ U AID (VA MER) IKETEIZSAFIINRNR= Y ) — R E TR
LET, IHETXLMST A A& A ID OEOHFIEX, 0~4095 T,

MST A > A% A ID DfEIC 0 Z457E L7236 1L, CIST BNFERAMG &0 5,
ARG A — 2B WO B
BEMST A VALV ANERMBE D T,
port <port list>
FEELIZAR— FEFICEHT AN Y ) — AR LET, <port list>DIEE S kI L OMEDFS
ERIIZOWTE, AT A—FIHETE L] 2R LTIZE0,
channel-group-number <channel group list>
BEV 2T 7)== arDF v x I N—7 (VA MER) ICBlT A= 7Y ) —FRER
s~ LE9, <channel group list>D & E HIEIZOWTIE, [RIA—FITHBETELHE] 2R LT
S,
KT A — 2 EWEREOEE
Kavw NiE, RIA—ZERELTEOFRMFICEYTHHERIETERRTEET, NTA—F &
ELRWEAE, FEERELRZVWTERERRLET, EEONRT A—FZEELELEIE, Th
FNORMICFERHIEY T L RERTLET,
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detail
ANR= 7Y ) —OFMERE RS LET,
ARINT A —Z BRI OFE
EMST A YV AF VU ARERRGLE R £97,
active
A— F DIFRERKHT, Up IREEDOR— FETF AR R LET,
AT A —H B WERF OB
RR— N O RERRLET,
TRTOAT X — 2 BWEROEE
SUTNANRZ TV ) =, PVST+, wAFFIUANR= TV ) —D A= 70 ) — 5 #EFR L
£

[T 1]

24-1 PVST+RIRZUHY ) —EHRORT
> show spanning-tree vlan 10-13
Date 20XX/04/01 12:00:00 UTC

VLAN 10 PVST+ Spanning Tree:Enabled Mode:Rapid PVST+

Bridge ID Priority:32778 MAC Address:0012.€200. 0004
Bridge Status:Designated

Root Bridge ID Priority:32778 MAC Address:0012.€200. 0001

Root Cost:2000000
Root Port:1/0/1
Port Information

1/0/1 Up Status:Forwarding Role:Root LoopGuard

1/0/3 Up Status:Discarding Role:Backup

1/0/4 Up Status:Forwarding Role:Designated PortFast (BPDU Guard)
1/0/5 Up Status:Discarding Role:Alternate LoopGuard

1/0/8 Up Status:Forwarding Role:Designated RootGuard

1/0/9 Down Status:Disabled  Role:-
1/0/10 Up Status:Forwarding Role:Designated PortFast BPDU Filter

VLAN 11 PVST+ Spanning Tree:Disabled Mode:Rapid PVST+
VLAN 12 PVST+ Spanning Tree:Enabled Mode:Rapid PVST+
Bridge ID Priority:32780 MAC Address:0012.e200. 0004
Bridge Status:Designated
Root Bridge ID Priority:32780 MAC Address:0012.e200. 0002

Root Cost:2000000
Root Port:1/0/5
Port Information

1/0/5 Up Status:Forwarding Role:Root Compatible
1/0/6 Up Status:Forwarding Role:Designated Compatible
1/0/7 Up Status:Forwarding Role:Designated

1/0/9 Down Status:Disabled  Role:-
VLAN 13(Disabled) PVST+ Spanning Tree:Enabled Mode:Rapid PVST+
>
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[E176 1 DFRRERA]

= 24-1 PVST+RNRZU 5V —IEHROKRTER

RRIEE

=0k

VLAN

VLAN ID

PVST+A /= 7" ) —Z &M D VLAN ID
VLAN E 1 o413 (Disabled) &FE RSN E T,

PVST+ Spanning Tree:

PVST+ANR= 7Y ) —DF
o ko VERRRI

Enabled : 2 3= 7 U —@i{Et
Disabled : A/%=> 27" U —{& |l

Mode ET 1 =LAl PVST+ :
PVST+E — RIZRE SV TWET,
Rapid PVST+ :
Rapid PVST+E — NIZRE SN TNET,
Bridge ID ARIEED TV > UiERIT —
Priority TV DS 0~65535
EANSWVIEEBEERES 2D 7,
MAC Address MAC 7 KL & AEEEDO MAC T R LA
Bridge Status AEEE DIRKEE Root: b — 7V v

Designated : {5 &7V » ¥

Root Bridge 1D

N— b7V TPOT Y vV
Bl

Priority TV DS 0~65535
EANSWVIEEBEEREL 2D 7,

MAC Address MAC 7 KL & N—FrZ7 U TVDOMACT KA

Root Cost b= h/RAZ A | RIEBN SN — T Y v PETONRZI R METT,
AMEBRNL— TV o POERIT0" TR LET,

Root Port J— FAR—k =R = DOR— I NEFERRLET, L—FFR— |

NV 2T 7N —2 g VOBERIE, Ty —7F
DR— PR NBLORTFT ¥ RV ITN—TEE (ChGr) %

KRLET,

AYEENRNV— TV o POBHEIT-"ERRILET,

Port Information

PVST+A/R=> 7" —

TEH

LTWOR— O EFRRLET,

<switch no.>/<nif
no.>/<port no.>

— &5, £EFry xR
TN —TFa

BMEFRT DHR— FOR— I ES, £EFTFrvxrs

N—TF 5

Up

— 2% Up fRHE

— "B UpREETHDZ EERLET,
)/777)&~Va/@%u,%kxw7w~7ﬁ

UpREETHDHZ EERLET,

Down AR— k2% Down IRHE AN— F Down IREETH D Z L 2R LET,
Voo T 75—y arOft, Ty RV T—T)R
Down RETHDHZ L EZRLET,

Status A— NIRAE Mode A3 PVST+D35 4 :

Blocking : 7' v v % v 7 fRHE
Listening : U A =1 7 RHE
Learning : & IRRE
Forwarding : #z05 R RE
Disabled : {5 LR AE

Mode 7% Rapid PVST+D 4
Discarding : FEIEIkAE
Learning : & IRHE
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KRIEE B FREElIER

Forwarding : #xu&ikAE

Disabled : = (LR iE
A— 7S Down IRAED & X, AT A —Z|J Disabled
RBIZR0 E7,

Role A— MMEE Root : /L— FAR— K

Designated : f§ EAR— b

Alternate : XA — +

Backup : /X 7 7w FAR— |

R— R 23 Down REEDG AL bR 1 PRHER G DT80

"ERRLET,
AT A —%1X Mode 75 PVST+, Rapid PVST+35#C
7
PortFast PortFast MR — RS PortFast Th B Z & ERLET,
PortFast(BPDU Guard) | PortFast (BPDU 7/ — R#ngiE | 3% 44— K723 PortFast ¢, BPDU %' — RE§REZ @M L T
) WHZ EERLET,
BPDU Filter BPDU 7 1 /L ¥ BPDU 7 4 W HRERER#EH L CWD 2 &R LET,
LoopGuard N—T T — K BUAR— NP N—T I — A A L T D Z & &R
LET,
RootGuard N— R A=K B — FBL— M — RREERHEA L T\ D Z & 2R
LET,
Compatible HHE— R Mode 7% Rapid PVST+D Z 3= 7" U — 2BV Ti%Y

R— FREHEE— RFTEELTWS 2 RLET, A
B — FOBIEL TV 5 H— MIEEICIREER L £+

oo
[E17451 2]
B 242 SUTINRNRZVGTY)—EROERTR
> show spanning-tree single
Date 20XX/04/01 12:00:00 UTC
Single Spanning Tree:Enabled Mode:STP
Bridge 1D Priority:32768 MAC Address:0012.e200. 0004
Bridge Status:Designated
Root Bridge ID Priority:32768 MAC Address:0012.e200. 0001
Root Cost:2000000
Root Port:1/0/1-2(ChGr:8)
Port Information
1/0/3 Up Status:Blocking Role:Alternate
1/0/4 Up Status:Forwarding Role:Designated PortFast (BPDU Guard)
1/0/5 Up Status:Blocking Role:Alternate LoopGuard
1/0/6 Up Status:Forwarding Role:Designated
1/0/7 Up Status:Forwarding Role:Designhated PortFast
1/0/8 Up Status:Forwarding Role:Designated RootGuard

1/0/9 Down Status:Disabled Role:-
1/0/10 Up Status:Forwarding Role:Designated PortFast BPDU Filter
ChGr:8 Up Status:Forwarding Role:Root LoopGuard

347



24 RINZHTYI)—

[R174l 2 DFRRERA]

R 242 LULTNRIRZUGTY) —iEHRORRIER

RRIEE

=0k

Single Spanning Tree:

ST AR= T Y —D
7'v b aVEIER

Enabled : 2 3= 7" 1 —E)i{EH
Disabled : A= 27" J —{& |

Mode BE 7 N /LR STP :
STP E— FIZRESNTWVET,
Rapid STP :
Rapid STP £— RICHE SN TWET,
Bridge ID KEBEDOT Y v R -
Priority T VS 0~65535
ERNSWEEBREREHL R ET,
MAC Address MAC 7 L & AILED MAC 7 LR
Bridge Status ARIEE D IRRE Root : L — R 7 U » ¥

Designated : 8 €7 U » ¥

Root Bridge 1D

N— TV DT vV
RS

Priority TV VB 0~65535
ED NS VNE EERENE L 2D £7,
MAC Address MAC 7 F L & N—+r7 U v PDMACT KLA
Root Cost Yl WA= S AIEBNON— T Y vy PETONRAITR METT,
ARIEEDBL— TV v POEEIT0"ERRLET,
Root Port — FAR—k N— bR —bDOFR—  NEEFEFRRLET, Lb—FF— b

NV TN —2 g VOBERIE, FryxAs—7F
DFR— R A MBLIORF ¥RV 7V—7FF (ChGr) %
FoRLET,

REEENL— TV v POEEIT-"EERLET,

Port Information VTN ARZ T ) —TEHLTVWAR— FOFREFERLET,

<switch no.>/<nif K=+ EE, FHETFrv NV | BEREFRTDLR— FOR— &S, THEFTFvr LT

no.>/<port no.> TN—TKE N—7%K%5

Up A— R 2% Up fh1E H— R UpIRIETH D = L& R LET,
Vo T 7N —2 gy OBE, Fy s —7n
UplREETHD Z L E TR LET,

Down AN— A Down JRHE AN— N Down REETHD Z L2~ LET,
Voo 77V r5—2aroft, Ty I —TR
Down IREETH D Z L &R LET,

Status A— NIRAE Mode 7% STP D4 -

Blocking : 7' v v % v 7 fRHE
Listening : U A =1 7 RHE
Learning : 3 IRHE
Forwarding : #z05 R RE
Disabled : {&1{k5E

Mode 7% Rapid STP D4 :
Discarding : FEZEIRRE
Learning : % IkHE
Forwarding : #xu&ik A
Disabled : & 1L K&
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RRIEE R FREElIER

H— k2% Down JRHED & &, AT A — % |3 Disabled Ik
RBIZR0 E7,

Role RN— N E Root : /L— FAR— k

Designated : f§ EAR— b

Alternate : XA — +

Backup : /X 7 7w FAR— |

R— R 23 Down IREEDHE 1T b AR v VRHAEX LI D=0
"EFRRLET, ANT A —%1F Mode 2% STP, Rapid
STP M@ T,

PortFast PortFast %R — R PortFast THBHZ EERLET,
PortFast(BPDU Guard) | PortFast (BPDU %' — RNHgEE | 5% 47— 2% PortFast T, BPDU »'— RirEA# M L T
) WAHZ EERLET,

BPDU Filter BPDU 7 4 L% BPDU 7 4 VA HEREZ B L TWD Z L 2R LET,

LoopGuard N—T =K YR — MNP N—T A — Fifie @A L Tno 2 & 2R
LET,

RootGuard J— N H—F YR — M3 — M — Mg a @A L Tno 2 & 2R
LET,

Compatible H#EE— K Mode %% Rapid STP D Z /8= 7" 1 — |2 3BV T4 R

— PP EME— RTEMEL TS Z L AR LET, At
F— FTEEL T D AR— MImEITREES L8
Ho

[R174 3]

24-3 RIVFFIRNRZUG V) —EROERTR
> show spanning-tree mst instance 0-4095
Date 20XX/04/01 12:00:00 UTC
Multiple Spanning Tree: Enabled
Revision Level: 65535 Configuration Name: MSTP Region Tokyo
CIST Information
VLAN Mapped: 1, 3-4093, 4095
Unmatch VLAN Mapped: -

CIST Root Priority: 4096 MAC : 0012. e200. 0001
External Root Cost - 2000000 Root Port: 1/0/1-2(ChGr:8)
Regional Root Priority: 32768 MAC : 0012. €200. 0003
Internal Root Cost : 0

Bridge ID Priority: 32768 MAC : 0012. e200. 0003

Regional Bridge Status : Root
Port Information

1/0/4 Up Status:Blocking Role:Alternate Boundary Compatible
1/0/1 Up Status:Forwarding Role:Designated
1/0/8 Up Status:Forwarding Role:Designated RootGuard

1/0/10 Up Status:Forwarding Role:Designated
1/0/11 Up Status:Forwarding Role:Designated BPDUGuard
1/0/12 Up Status:Forwarding Role:Designated BPDUFilter
ChGr:8 Up Status:Forwarding Role:Root Boundary
MST Instance 1
VLAN Mapped: 2, 4094
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Unmatch VLAN Mappe

d: -

0012. 200. 0004

0012. €200. 0003

Boundary Compatible

Role:Designated BPDUGuard

Boundary

Regional Root Priority: 4097 MAC :
Internal Root Cost : 2000000 Root Port: 1/0/7
Bridge 1D Priority: 32769 MAC :
Regional Bridge Status : Designated
Port Information
1/0/4 Up Status:Blocking Role:Alternate
1/0/7 Up Status:Forwarding Role:Root
1/0/10 Up Status:Blocking Role:Alternate
1/0/11 Up Status:Forwarding
ChGr:8 Up Status:Forwarding Role:Master
>
(324741 3 D FREHEA]

R 24-3 TILFFTIRIINZUH Y —EBRORRIEE

RTIEE

=0k

RIS

Multiple Spanning Tree

<L INVNF TP RAIR= T —
D7 b = LEERE

Enabled : #{EH
Disabled : {5 1k

Revision Level

JEY 3 L~

QT4 T L= a r TREENZVEY g
IMEZEFRLET,

0~65535

Configuration Name V—y a4 A7 4T b—va TRESNEY —Va VAW
ERRLET,
0~32 X7

CIST Information

CIST D A= 7 Y —1f
#

CIST D A= 7 Y —(ER

VLAN Mapped

A VAR AT T
VLAN

MST A v A& A0 (IST) IZEDETHNTWD
VLAN O—E %R L E9, VLAN ZEID ¥ THNT
WARWEAIT "R F R LE T,

ALER L 1~4094 D VLANID 29 R—F LTWET
M, V—2 3 UOREICHN D VLANID 13RSI
UN1~4095 & L TWET, FoRITHES Y R—
% VLANID1~4095 73, EDA A& AIZHTE L
TWHDERTE D X 5127579 1~4095 % /R
LET,

Unmatch VLAN Mapped

A VAR AT LT
VLAN N7 a3 o 700k
fED VLAN

Ring Protocol ff f##1Z, Ring Protocol @ VLAN <
VT e AR AT v 7 VLAN TAR—EA
HY, AR= TV =BTy F o SIREICRTE

LTCWA VLAN Z2F R LET, Ba&I—HLTWS
LA - 2FRRLET,

CIST Root CISTL—h7 VYD 7Y | —
v RBI
Priority TV U 0~65535
NS WIZEBEENFELS Y F7,
MAC MAC 7 R L % CISTAV— 7 U v YD MACT KLA

External Root Cost

SER— b2 3 R b

ARIEED CISTHNEZ Y » UG CIST V— R 7 U »
VETONRRAITA METT, AREED CISTL— T
Uy POBEAIT0EF R LET,

Root Port

Jb— hAR— b

CISTD/V— FR— FDR— "EZERRLET,
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RRIEE

CISTON—bR—=F+ RV o777V F—2 g D
Blx, Vo7 70— arDR—bM)AMBX
NTF ¥ JNITN—TFFERRLET,

AIEEN CIST L— F 7Y v VOFAIF"-"2E R L
S

Regional Root

MST A > 2% %20 (IST)
DORENL— T DT Y
v Uik

MST A > ZZ 20 (IST) ONERL— TV v
HHEFRLET,

Priority T VSR 0~65535
AN SWIEEBLRERELS R 7,
MAC MAC 7 KL A MST A > A X220 (IST) ONFHL—FT VU v

D MACT KL XA,

Internal Root Cost

MST A > 2% %20 (IST)
DOWHN— F 7823 2 |

AIEENS MST A 2 Z A0 (IST) OWNERL—
7Y PETO/NRR A METY, ABEEI MST
AL AZ A0 (IST) OWERL— TV v P OGE
0 ERRLET,

NF T NANR= T ) — LR OBEA "%
FRLET,

Bridge ID AIEED MST AV AZ A | KIEBDO MST A A X220 (IST) O7 Y v
0 (ST) 7V v V#ill+ | ®ERRLET,
Priority T VB 0~65535
EANIWVIZ EBEENRFELS 8 F7,
MAC MAC 7 R L % ALEED MAC 7 R LA,

Regional Bridge Status

ARIEED MST A AH A
0 (IST) ©7 U v ykkE

Root : L— 7Y &
Designated : &7 Y » ¥

MST Instance

MST A A% 2 1D

MST A Y AZ A ID LM A AR ADNEHRE
FRLET,

VLAN Mapped

A VAR UAT LT
VLAN

MST A A H » ZZENY B THNLTWAD VLAN O—
BEAERLET, VLAN BED B THENTHRWVIES
rrEERRLET,

Unmatch VLAN Mapped

AV ABR AT ELT
VLAN N7 oy 0 7k
fEd VLAN

Ring Protocol ff ¥, Ring Protocol ™ VLAN ~
sl AL Ay BT VLAN TR—EH
HY, AR= 7YY —=RnTa Xk REBICERE
LTWD VLAN £ R LET, FERIC—HHLTWD
Bax 7 BRRLET,

Regional Root

MST A > A X v ADWNEIL
— N7 U UERAIT

MST A > A& v ZDOWNEIN— F 7V » DS A TR
LET,

Priority T S E 0~65535
BB NEWIEEEEEREL 2D F7,
MAC MAC 7 R L & MST A4 VA HZ L ZADONENL— KTV D MAC T

FL A,

Internal Root Cost

MST A A X ZADWNER L
— kX2 R R

ARIEENDS MST A VAKX ADONENL— T v
FTCO/NRARX METT, REENMST A AF
ADONEN— TV v OB 0" EERLET,

Root Port

MST A VAZ L AD)L— k
NN

MST A »V AH V AD)— hiR— FDR— bEESER
RLET, MSTA VAZ L ADL— FiR— R U
IT TV = arORAIE, V2T 7Y A=
ayOR—M) A NBLOF ¥y RN T N—T RS
FRLET,
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#*R1EH 2R RNFEHIEHR
AIEE N MST A VAL ADONEIL— T U v D
e ERRLET,
Bridge ID AEFBEDO MST A LV AZ A | RIEBEBD MST AV AZ L ADT Y v DIEREFR L
DT Y > VAT S
Priority Ty D 0~65535
ERPNEWIEEEEEREL 2D F7,
MAC MAC 7 RFL- & REEED MAC 7 KL A,
Regional Bridge Status AHEBEDOMST A > AZ A | Root: b— 7V v
DT Y v VIREE Designated : {8 &7V » ¥

Port Information

MST A VA H 2V ADKR— K
1

VNFTNANR= TV ) —TEH L TWDLAR— |
OEREFRRLET,

MST A > A X > A2 VLAN 2381 0 4T H R Ty
BEIIAR— FBIFEELRNED, EEA =%
FRLET,

<switch no.>/<nif no.>/<port
no.>

R— " EE, 3T v
TN—TEE

BWAEFRRTIEIR—FOR— S, £2EFEF v X
VI N—TEE

Up A— h 23 Up IREE A= IR UpRETHDLZLERLET,
Vo277 V7= a s, Fxxrsu—7
N Uka EChbrZ LR LET,

Down — |73 Down KHE — F23Down REETHDHZ L ERLET,

) VIOT TN —= g DS, FyRrIA—7
2 Down REETH D Z L ERLET,

Status A— hkAE Discarding : FE3Eikae
Learning : & IKAE
Forwarding : #5105 RRE
Disabled : {1k HE
A— k23 Down JREEDH S, ANRT A—H (X
Disabled JRREIZ72 0 F 5,

Role — B Root : /L— F7AR— b
Designated : 5 EHR— k
Alternate : X4 — b
Backup : /N> 77w FAR— b
Master : = A & —7R— b
A— k25 Down HREEDHAIT bR o PEHE XL D
TR LET,

Boundary B AR — k FUR— IR —Ta VOBERR— N ThHDHI L E
ARUET, sFAEEOR— MEBEIARER— K, N
7T T HR— NORE, BN FR—MT—ED
BPDU 2 ZfE LAV ENRH Y £, ZTOHEITE
HAR—hEeFRRENERA,

PortFast PortFast %MK — N 23 PortFast THBHZ L ERLET,
(Received) : PortFast 1 F H11Z BPDU ZA{F 12 L © A
=YY= bRR V=R EN R Lo TS T L
ERLET,

BPDUGuard PortFast @ BPDU 7/ — RE§AE | #%24 7R — b3 PortFast C, BPDU % — RH#HE 4 il /]

i ]

LTWAZEERLET,
(Received) : BPDU %/ — N {112 BPDU Z {12 L Y
R—hFT Lo TNB I EERLET,
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FRIEH BR RNEHHIEHR
BPDUFilter BPDU 7 4 /L & BPDU 7 4 L Z e M L TWDH Z & 2R L E
R
RootGuard N—H—F YR — FBL— M — FREZ A L Tnb Z &
ZRLET,
Compatible AifE— R MSTP D A/R=2 7Y U —ZRBWT, 4R — b3
HfE— RTEELCWVWD Z L &2RLET, AME
— RTEHEL TV D AR— MIEHICREESR LY
Ao
[3£1741 4]
24-4 PVST+R/I=2JV ) —EROFHER T
> show spanning-tree vlan 10 detail
Date 20XX/04/01 12:00:00 UTC
VLAN 10 PVST+ Spanning Tree:Enabled Mode:Rapid PVST+
Bridge ID
Priority:32778 MAC Address:0012. €200. 0004
Bridge Status:Designated Path Cost Method:Long
Max Age:20 Hello Time:2
Forward Delay:15
Root Bridge ID
Priority:32778 MAC Address: 0012.€200.0001
Root Cost:2000000
Root Port:1/0/1
Max Age:20 Hello Time:2
Forward Delay:15
Port Information
Port:1/0/1 Up
Status:Forwarding Role:Root
Priority:128 Cost:2000000
LinkType:point-to-point Compatible Mode:-

LoopGuard:ON
BpduFi [ter :OFF

PortFast:OFF
RootGuard:OFF

BPDU Parameters (20XX/04/01 12:00:00) :

Designated Root

Priority:32778 MAC Address: 0012.e200. 0001
Designated Bridge
Priority:32778 MAC Address: 0012.€200. 0001
Root Cost:0
Port ID
Priority:128 Number :16

Message Age Time:1(2)/20

Port:1/0/3 Up
Status:Discarding
Priority:128

Role:Backup
Cost:2000000

LinkType:point-to-point Compatible Mode:-

LoopGuard:OFF
BpduFi [ ter :OFF

PortFast:OFF
RootGuard:OFF
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BPDU Parameters (20XX/04/01 12:00:00) :
Designated Root

Priority:32778 MAC Address: 0012.e200. 0001
Designated Bridge
Priority:32778 MAC Address: 0012.e200. 0001
Root Cost:0
Port ID Priority:128 Number :8

Message Age Time:5(2)/20
Port:1/0/4 Up

Status:Disabled (unmatched) Role:-

Priority:- Cost:-

LinkType:- Compatible Mode:-

LoopGuard:OFF PortFast:BPDU Guard (BPDU not received)

BpduFi [ ter :OFF RootGuard:OFF
Port:1/0/5 Up

Status:Discarding Role:Alternate

Priority:128 Cost:2000000

LinkType:point-to-point Compatible Mode:-

LoopGuard:ON (Blocking) PortFast:OFF

BpduFi [ ter :OFF RootGuard:OFF

BPDU Parameters (20XX/04/01 12:00:00) :
Designated Root

Priority:32778 MAC Address:0012.€200. 0001
Designated Bridge
Priority:32778 MAC Address:0012. €200. 0002
Root Cost:200000
Port ID Priority:128 Number : 16

Message Age Time:2(2)/20
Port:1/0/10 Up

Status:Forwarding Role:Designated
Priority:128 Cost:2000000
LinkType:point-to—-point Compatible Mode:-
LoopGuard:OFF PortFast:ON
BpduFi [ ter :ON RootGuard:OFF
Port:1/0/11 Up
Status:Discarding Role:Designated
Priority:128 Cost:2000000
LinkType:point-to—-point Compatible Mode:—
LoopGuard:OFF PortFast:0FF
BpduFi | ter:OFF RootGuard:ON (Blocking)

BPDU Parameters (20XX/04/01 12:00:00) :
Designated Root

Priority:4096 MAC Address:0012.e200. 0011
Designated Bridge
Priority:32778 MAC Address:0012. €200. 0022
Root Cost:200000
Port ID Priority:128 Number : 16

Message Age Time:2(2)/20
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[R174l 4 DFRRERA]

=& 24-4 PVST+R/=

DTV —RHROFRRTIER

=RIEH =’ e
VLAN VLAN ID PVST+A/R=> 7 ) —%@EH O VLAN ID
VLAN {Z 1L D4 1% (Disabled) & FrIhET
PVST+ Spanning Tree: | PVST+A /3= ) —@> | Enabled : A= 7" ) —@)jfE

o ko VERRRI

Disabled : A= 27" U —{= |-

Mode BE7 " kLl PVST+ :
PVST+E— RIZRESILTWET,
Rapid PVST+ :
Rapid PVST+E— NIZFRE STV ET,
Bridge ID REEOT Y v VBT -
Priority TV VIR 0~65535
BRIV EBRENEL 2 £7,
MAC Address MAC 7 R L & AREEED MAC 7 K LA
Bridge Status AHEE OIRAE Root: L— 7V v

Designated : &7 Y v ¥

Path Cost Method

INAZANEOE—F

Long : /S22 X MEIZ 32 & MEZ AT
Short : /X2 22 MEIZ 16 By MEZ A H

Max Age BPDU i KA ZhHEH] ALEWE 3 E1ET % BPDU DR ARG
Hello Time BPDU {5 fHIl@ AIEE D EHNZHE T 5 BPDU OEE IR
Forward Delay — FARIEBERICE T DM | XA~ —IC L DIREEE S REA LB, REEgIcHE
i) ERALEE
Root Bridge ID N—+ TV oD vk | —
GlIse
Priority 7y D 0~65535
BB NEVIE EELEREL 2D F7,
MAC Address MAC 7 KL A JL—F7 U PDMACT KL A
Root Cost Jb— kX2 a &k ARIEENSL— T //iT@/\x:x METT,
ARIEENL— TV v PO EFERLET,
Root Port JL— hAR— b N— bR —bFDOR— I EEERRLET, L—FKR—h
WY I T 7V —2 g OBAE, Fyxrsir—7
— MU A NBIOF ¥R AT A—FFES (ChGr) %
FRLET,
ARIEBEBNL— TV v POB/IT "2 RRLET,
Max Age N— 17U v TDBPDU K | b— 7 U v UNEET D BPDU O KA I
A SNRER
Hello Time N— 7V D BPDU ¥EE | b— b7 U UNEHIMICERE TS BPDU OEEMIB

fiT b

Forward Delay

=T Uy POR— AR
REIER T H S D IEfH]

/l/~ ]\7°) Y UM A~ —IT L DIREERB I TEE LT

, RERERICH S D ]

Port A— b+ &=, FEFFrxn 'Ta%&%i‘%mﬁ‘éﬁf~ FOR— S, B TFr s
TN—T e N—TE5
Up A— b2 Up fkEe RA—I0NUpRETHDZ L E2RLET,

Vo7 7Y =g OA, FvR®I—70 Up
KeTHLZ LERLET,
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RRIAHE

AN

Down

AR— k7% Down IRHE

AR— I Down REETHAHZ L 2R LET,
Voo T 7 F— g OB, Fy RV —70
Down REETH D Z & 2R LET,

Status

H— hIRTE

Mode 73 PVST+D A -

Blocking : 7' 2 » &% > IRKE

Listening : U A = 7 RHE

Learning : =& kg

Forwarding : #nu&fkag

Disabled : {5 IF)IRAE, A — 23 Down KfED & %, Z 0
W70 4,

Disabled(unmatched) : & 114k%8, 1EEE802.1Q VLAN
Tag OfIV 7= BPDU % 3%(5 L7270 A — &2 i L
L TWET,

Mode %3 Rapid PVST+D 54 :

Discarding : FEFEikfE

Learning : "3 IRRE

Forwarding : xR AE

Disabled : {5 IF)IRAE, A— 23 Down KEED L &, Z 0
N ERR AN

Disabled(unmatched) : & )k #8, IEEE802.1Q VLAN
Tag Off\ 72 BPDU %315 L7 72 O AR — B it L
EELTWET,

Role

Root : /L— FAR— k

Designated : fiEHR— b

Alternate : {X&A— b

Backup : /N7 7w 7R — b

A— R~ 23 Down JREED AL b AR v DEHEXRIA DD
ERRLET,

AT A—H X STP, Rapid STP kil ¢

Priority

N

AREEE DR — MBS EE
AR— F 2 Down IREEDLAIT-"2F R LET,

Cost

R—PFaxh

ABEBEOR— a2 NREM
A— k2% Down REEDHZHIT" "2 KT LET,

Link Type

B PINYE A

point-to-point : 1 5%+ 1 Bfse ST B [l

shared : A HEE S LTV B [EIFR

"-": Mode 7% PVST+D 54 E 7213 AR — 23 Down IREED
GEllRK R LET,

Compatible Mode

HifsE— R

ON : Hi#aE— K CEI{EH

"t EEOT— FTENER GEA#E—N) El2iEA—
k2% Down IREEDHZEICEK R L E T, AT — N CTHEIE
LTWAHAR— MIm#EHIREESR LET A,

Loop Guard

M= T — FH%HE

ON : JL—7" % — RH§RE % 1t

ON(Blocking) : /L —7"H'— RESEENENEL, YA — b
a7 REEL LT BAICERLET,

OFF : JL— 71— RERE % R H

i
S
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RRIAHE

AN

PortFast

PortFast JRfE, #59% BPDU

AR IRTE,

OFF : 3f PortFast

ON : PortFast

BPDU Guard : PortFast T BPDU 4 — RHEERE % i .

ON % 721Z BPDU Guard #{Z BPDU O3 {EkiEZ R L £

7

- BPDU received (ONHf : 2= 7"V ) — R o—
x5, BPDU Guard I : AR— &)

- BPDU not received (F:Z A2/ = 7YV ) — hiRm o—
BECSSE S

BpduFilter

BPDU 7 1 /L%

ON : BPDU 7 ¢ /L Z he 16 fi
OFF : BPDU 7 1 )V Z &RE % A6 H

Root Guard

No— b A — I

ON : /b— b H— RE§ne % i f

ON(Blocking) : /b— b 7 — REEREDSENEL, 24 HR— b
E7uv 2 REE LIEGAICERRLET,

OFF : /L— k7 — RH§RE & A Al

I

BPDU Parameters

%4 7R — b D32 {E BPDU i
o NI IC BPDU %%
& L7241,

R— FT%{Z L7~ BPDU 5 & F R L £7,

BPDU ZZE L TWARWEAITFE R LEHEA,

YA — N EL— N — FN$ETT v v ZRREIZL TV
HHEIE, vy 7RI L7-EK & 72 D BPDU O
EFRRLET,

Designated Root

BPDU (ZHsfH &L TV B /b —
N7 IR

Priority TV DS 0~65535
BB NEWIE EELEEREL 2D F7,
MAC Address MAC 7 KL & N—hrT7 VU wDMACT R A

Designated Bridge

BPDU |2k STV B 7Y
v U DOEH

Priority T VS 0~65535

BB NEVIE EELEREL 2D F7,
MAC Address MAC 7 R L& MAC 7 R L&
Root Cost el WAV =3 S N BPDU IZKI ST B b— /82 3 R |
Port ID BPDU |2 &L TV D AR — —

kD

Priority AN— MBS 0~255

BB NEWIEEEEEREL 2D FT,
Number R— &= 0~897

Message Age Time

{2 L7z BPDU DA ZhHsH

A5 L7- BPDU OB @R AR T L E T,
A 2l E T e e RR LE T,
<[> (<BPDU ZfFRFOIFRT>) [<df KRFRT>
<BLIFfHE>
SAG R O WEHNZ s IRF ] A 3800 L 7= i
<BPDU ZAZ M D> -
BPDU % %18 L7z & & (29 TIZHEE L U 5 BER
(=15 BPDU ® Message Age)
< RIRFR> -
AR (315 BPDU @ Max Age)
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[R174l 5]

24-5 DUTIWRIRZUTY ) —EROFEERT
> show spanning-tree single detail

Date 20XX/04/01 12:00:00 UTC

Single Spanning Tree:Enabled Mode:STP

Bridge ID
Priority:32768 MAC Address:0012. €200. 0004
Bridge Status:Designated Path Cost Method:Long
Max Age:20 Hello Time:2

Forward Delay:15
Root Bridge ID
Priority:32768 MAC Address: 0012.200. 0001
Root Cost:2000000
Root Port:1/0/1-2(ChGr:8)
Max Age:20 Hello Time:2
Forward Delay:15
Port Information
Port:1/0/3 Up

Status:Blocking Role:Alternate
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:OFF PortFast:0FF
BpduFi [ter :0OFF RootGuard:OFF

BPDU Parameters (20XX/04/01 12:00:00) :
Designated Root

Priority:32768 MAC Address:0012. e200. 0001
Designated Bridge
Priority:32768 MAC Address:0012. e200. 0001
Root Cost:0
Port ID
Priority:128 Number :8

Message Age Time:5(2)/20
Port:1/0/4 Up

Status:Forwarding Role:Designated
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard: OFF PortFast:BPDU Guard (BPDU not received)
BpduF i [ ter :OFF RootGuard:OFF
Port:1/0/5 Up
Status:Blocking Role:Alternate
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:ON (Blocking) PortFast:OFF
BpduF i [ ter :OFF RootGuard:OFF

Port:1/0/9 Up
Status:Disabled(unavailable) Role:-
Priority:- Cost:-
LinkType:- Compatible Mode:-
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LoopGuard:OFF PortFast:OFF

BpduFi [ ter :OFF RootGuard:OFF
Port:1/0/10 Up

Status:Forwarding Role:Designated

Priority:128 Cost:2000000

LinkType:point-to-point Compatible Mode:—

LoopGuard:OFF PortFast:ON

Bpdu Filter:ON RootGuard:OFF
Port:1/0/11 Up

Status:Blocking Role:Designated

Priority:128 Cost:2000000

LinkType:- Compatible Mode:-

LoopGuard:OFF PortFast:OFF

BpduFi I ter:OFF RootGuard:ON (Blocking)

BPDU Parameters (20XX/04/01 12:00:00) :
Designated Root

Priority:4096 MAC Address:0012.e200. 0011
Designated Bridge
Priority:32768 MAC Address:0012. e200. 0022
Root Cost:0
Port ID
Priority:128 Number : 16

Message Age Time:1(2)/20
Port:ChGr:8 Up

Status:Forwarding Role:Root
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:ON PortFast:OFF
BpduFi [ ter :OFF RootGuard:OFF

BPDU Parameters (20XX/04/01 12:00:00) :
Designated Root

Priority:32768 MAC Address:0012.€200. 0001
Designated Bridge
Priority:32768 MAC Address:0012.€200. 0001
Root Cost:0
Port ID
Priority:128 Number :16

Message Age Time:1(2)/20

[E1741 5 DFRRERA]

® 245 VUUNRNRZDTY ) —IEHROFHFHERRIER

RRIEHE B TR
Single Spanning Tree: VT NANR= 7Y Y — | Enabled @ A= 7Y ) —EhifE
o N (RN Disabled : /3= 2" I —{& |l
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FoRIEH 2R FONFEEER
Mode RET v~ a Rl STP :
STP E— FIZRESINTWET,
Rapid STP :
Rapid STP £— NIZHEINTWVET,
Bridge ID KRIEED TV > ViR —
Priority Ty D 0~65535
EAVNSWVIE EBEENRE LS 8 7,
MAC Address MAC 7 R L A AIEFED MAC 7 R LA
Bridge Status AIEE OIRRE Root: L— K7V w0

Designated : 8§ €7 U v ¥

Path Cost Method NRZIAANEOE—FK Long : /XA =R MHEIZ 32 ¥y MEZHEHHF
Short : /XA T A MEIZ 16 © >~ MEZERA S
Max Age BPDU & KA ZhHHH AL N (ST 5D BPDU D KA LR
Hello Time BPDU i%{E kg AIEE N EHINICE(E T 5 BPDU O EE R
Forward Delay A= FPREEBERBICET D | F A ~—IC L DREEB R LIRS, REBEBICE
FREH] 95 REfH
Root Bridge ID N—r TV PDT) vy | —
k-
Priority T VB 0~65535
B NSVIEEBEENE 20 £77,
MAC Address MAC 7 RL =% —Fr7Y D MAC 7 FL*
Root Cost J— k23R AIEENONL— T v VETONRRT R METT,
AIEBNNL— TV v DOBFHIT0"ER R LET,
Root Port Jb— RhiR— bk N—FrR—=bFDOKR— I EFERRLET, L—FR—1
WYV T7 7Y T—=arORalE, Ver77)r—
varOR—hrIANBIOF ¥ RLITN—TEKE
(ChGr) ZF/RLET,
REEENL— TV v OOEEIT-"EERLET,
Max Age N—RT Yy TDOBPDU Kk | V— b7 U URERET D BPDU DA #hiRef
KA B
Hello Time N— 7 U PO BPDU % | b— TV UBREBINICIEE TS BPDU OXERIE

15T

Forward Delay

=T Uy TVOR— IR

N— TV VRF A~ —IZ L DIRBER R LB

RAETERS 4 2 FE 2, IREEER I HE 2 HERE]
Port K=+ &EE, FHEFrv 3 | HEREERTIR—FOFR— b EE, T F LT
VT N—TEE N— T
Up AR— ~ 2% Up IkHE A= N UpRETHDLZ EERLET,
Voo T 70— aryoOfh, Ty AT /—75 Up
ReETHDLZLERLET,
Down AR— A Down JRHE A— IR Down IKEETHDHZ L ERLET,

Voo T 7V F—2a DS, FyRrZa—7n
DownRFEETH B Z L ERLET,
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RRIAHE

KR HIER

Status

Mode 7% STP D4 -

Blocking : 7' v w &% v 7 KkHE

Listening : U A= 7 RfE

Learning : & RHe

Forwarding : 54tk HE

Disabled : {&1EJRAE, A— K23 Down REED & &, Z 0
KigL e £9,

Disabled(unavailable) : {5 (LR A8, %Y A — ME PVST+
WHEBDI= DL TN A= 7Y ) —TFFCE 8
oo
Mode 73 Rapid STP D4 :

Discarding : BEZZIRTE

Learning : F&IkKE

Forwarding : #zsikfE

Disabled : {£1F4kf8, R— ~723 DownIREED & &, Z D
Reelren £9,

Disabled(unavailable) : {5 (LR 88, 34— ME PVST+
BENDT D TNAR= 7Y ) — TR £
oo

Role

N— M

Root : /L— hR— |k

Designated : f§ER— b

Alternate : fAESAR— k

Backup : /N 7 7w FR— b

A— kA% Down IREEDYA1T M A v VEE XG0T
"EFERLET,

AT A —X X STP, Rapid STP L& T3,

Priority

e M

AMEE DR — MBS R EM
A— F 2% Down JREEDL A" 2R R LET,

Cost

AN—hazxk

AMEBEOR— F 2 2 FREM
A— k23 Down IRRED LA IT-" 2R R L £T,

Link Type

B PINTE E e

point-to-point : 1 %} 1 Bt STV B [EHR

shared : HHHHGE STV D AR

"' Mode 7% PVST+D A £ 72134 — + 23 Down JRRED
BEllERRLET,

Compatible Mode

Hifs®— R

ON : A#it— N THEfED

" EEOT— FTEMER GEE#TE—F) EER—
R 28 Down REEDHAICE R L E T, AT — R TEIE
L TCWAR— MIE#EIREER LT A,

Loop Guard

N—T I — FHRE

ON : /L—7 77— RHERE & H

ON(Blocking) : /L—7" 5 — RESREMENEL, #%M4HR— b
7oy 7REEL LTS AICFRLET,

OFF : L —7 77— NHEBE %2 K

\H
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RRIAHE

AN

KR HIER

PortFast

PortFast JRHE, FEINIZ
BPDU (51K 1E,

OFF : 3k PortFast

ON : PortFast

BPDU Guard : PortFast © BPDU # — R#hE 2 1 H

ON #7-1% BPDU Guard B2 BPDU D32 {EkiEZ < L £

7,

- BPDU received (ONFf : A= 7V U — kiR ¥—
SHEixt%, BPDU Guard [ : R— R &7 2)

- BPDU not received (dLic 2/ =2 7YV ) — hiRu o—
BEGSSE Y

BpduFilter

BPDU 7 /L%

ON : BPDU 7 1 /L Z H&HE %1t FH
OFF : BPDU 7 1 /L & ¥&RE % F{#

Root Guard

Jb— K FI

— e

ON : /L— b — RHEHE 2 8

ON(Blocking) : /b — kH— FT%&%’FTE%)@M’E L, #&Z4HR—h
=R/ N &Lt IR LET,

OFF : b— N7 — FH§A %5&1%)%

BPDU Parameters

%24 — | D% {7 BPDU B
. TEAREL 60U £
i LI,

— FT&{E L7~ BPDU [ AF R LET,
BPDU % %5 L CWaWEEIIF R L EHA,
YR — RNEL— M — RiETY 2y ZREEIC L T
DA, Ty 7 REBICLEER E 722D BPDU OFE#H

BRRLET,
Designated Root BPDU |2 S LTV DL | —
— h7 U » R
Priority 7y D 0~65535
A NEVIZEBRERELS 2D £7,
MAC Address MAC 7 FL A N—hrZ7V D MACT KLA

Designated Bridge

BPDU (ZHsfH STV D7
U v VO

Priority Ty D 0~65535

EAV/NSWVIE EBEENRES R 7,
MAC Address MAC 7 R L& MAC 7 R L&
Root Cost el WAV =3 S N BPDU |2 I TN D b— b /XA R |
Port ID BPDU |2 E I TV DR | —

— hOIEHR

Priority — MBS 0~255

EAV/NSWVIE EBEENRE L 2 7,
Number R— &= 0~897

Message Age Time

{2 L7z BPDU DA R

%5 L7- BPDU OF @R AR R L E T,
ARHM RS 583" e R LET,
<BIFEMH]> (<BPDU SZ{ZWFDIFH>) /< KIFH]>
<BURERH]> -

A R DI I RGBINF I 22 3800 L 72 18
<BPDU %13 H%‘:O)H%‘:F'aﬁ> :

BPDU %55 L7z & I3 TITRm LT

(315 BPDU @ Message Age)

<H KIFH]> -

AR (%1% BPDU ¢ Max Age)

% W fH
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[R174l 6]

24-6 TIFFTIWRNRZUT Y —EROFMERT

> show spanning-tree mst detail

Date 20XX/04/01 12:00:00 UTC

Multiple Spanning Tree: Enabled

Revision Level: 65535 GConfiguration Name: MSTP Region Tokyo

CIST Information Time Since Topology Change: 2.4:25:50
VLAN Mapped: 1, 3-4093, 4095
Unmatch VLAN Mapped: -

CIST Root Priority: 4096 MAC : 0012. €200. 0001
External Root Cost : 2000000 Root Port : 1/0/1-2 (ChGr :8)
Max Age : 20

Forward Delay : 15

Regional Root Priority: 32768 MAC : 0012. €200. 0003
Internal Root Cost : 0

Remaining Hops : 20

Bridge ID Priority: 32768 MAC © 0012. e200. 0003
Regional Bridge Status : Root Path Cost Method: Long

Max Age : 20 Hello Time D2

Forward Delay : 15 Max Hops : 20

Port Information
Port:1/0/4 Up Boundary Compatible

Status : Blocking Role © Alternate
Priority : 128 Cost : 2000000
Link Type : shared PortFast : OFF
BpduFilter: OFF Hello Time: 4

RootGuard : OFF

BPDU Parameters (20XX/04/01 12:00:00) :
Protocol Version : STP(IEEE802.1D)
Root Priority: 4096 MAC : 0012. e200. 0001
External Root Cost 2000000
Designated Bridge Priority: 32768 MAC : 0012. €200. 0002
Designated Port ID Priority: 128 Number : 1
Message Age Timer : 1(2)/20 Remaining Hops: -

Port:1/0/7 Up

Status . Forwarding Role . Designated
Priority : 128 Cost . 2000000
Link Type : point-to-point PortFast : OFF
BpduFilter: OFF Hello Time: 2

RootGuard : OFF
BPDU Parameters (20XX/04/01 12:00:00) :
Protocol Version : MSTP(IEEE802. 1s)

Root Priority: 4096 MAC : 0012. e200. 0001
External Root Cost 2000000
Regional Root Priority: 4096 MAC : 0012. €200. 0003
Internal Root Cost 2000000

Designated Bridge Priority: 32768 MAC : 0012. €200. 0004
Designated Port ID Priority: 128 Number : 2
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Message Age Timer : 1(2)/20 Remaining Hops: 19
Port:1/0/10 Up
Status . Forwarding Role . Designated
Priority : 128 Cost : 2000000
LinkType : point-to-point PortFast : OFF
BpduFilter: OFF Hello Time: 2
RootGuard : OFF
BPDU Parameters (20XX/04/01 12:00:00) :
Protocol Version : MSTP(IEEE802. 1s)
Root Priority: 4096 MAC : 0012. €200. 0001
External Root Cost 2000000
Regional Root Priority: 4096 MAG : 0012. €200. 0003
Internal Root Cost 2000000
Designated Bridge Priority: 32768 MAC : 0012. €200. 0005
Designated Port ID Priority: 128 Number : 3
Message Age Timer : 1(2)/20 Remaining Hops: 19
Port:1/0/11 Up
Status . Forwarding Role . Designated
Priority : 128 Cost : 2000000
Link Type : point—-to-point PortFast : BPDU Guard(BPDU not received)
BpduFilter: OFF Hello Time: 2
RootGuard : OFF
Port:1/0/12 Up
Status : Forwarding Role . Designated
Priority : 128 Cost : 2000000
Link Type : point-to-point PortFast : BPDU Filter
BpduFilter: ON Hello Time: 2
RootGuard : OFF
Port:ChGr:8 Up Boundary
Status : Forwarding Role : Root
Priority : 128 Cost : 2000000
Link Type : point-to-point PortFast : OFF
BpduFilter: OFF Hello Time: 4
RootGuard : OFF
BPDU Parameters (20XX/04/01 12:00:00) :
Protocol Version : MSTP(IEEE802.1s)
Root Priority: 4096 MAC : 0012. e200. 0001
External Root Cost 12000000
Regional Root Priority: 4096 MAC : 0012. €200. 0001
Internal Root Cost 12000000
Designated Bridge Priority: 32768 MAC : 0012. €200. 0001
Designated Port ID Priority: 128 Number : 800
Message Age Timer : 1(2)/20 Remaining Hops: 19

MST Instance 1
VLAN Mapped:
Unmatch VLAN

Regional Root Priority: 4097
Internal Root Cost
Remaining Hops

Time Since Topology Change: 2.4:25:30
2, 4094
Mapped: -
MAC
Root Port

© 0012. €200. 0004
© 2000000 1 1/0/1

: 20
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Bridge 1D Priority:
Regional Bridge Status
Max Age
Forward Delay
Port Information
Port:1/0/4 Up Bounda
Status : Blocking
Priority : 128
Link Type : shared
BpduFilter: OFF
RootGuard : OFF
Port:1/0/7 Up
Status : Forwarding
Priority : 128
Link Type : point-to-p
BpduFilter: OFF
RootGuard : OFF

BPDU Parameters (20XX/0
Protocol Version
Regional Root
Internal Root Cost

Designated Bridge
Designated Port ID
Message Age Timer :
Port:1/0/10 Up
Status . Blocking
Priority : 128
Link Type : point-to-p
BpduFilter: OFF
RootGuard : OFF

BPDU Parameters (20XX/0
Protocol Version
Regional Root
Internal Root Cost

Designated Bridge
Designated Port ID
Message Age Timer :
Port:1/0/11 Up
Status : Forwarding
Priority : 128
Link Type : point—to-p
BpduFilter: OFF
RootGuard : OFF
Port:ChGr:8 Up Boun
Status : Forwarding
Priority : 128
Link Type : point—to-p
BpduFilter: OFF
RootGuard : OFF

32768 MAC : 0012. e200. 0003
. Designated
020 Hello Time D2
: 15 Max Hops : 20
ry Compatible
Role . Alternate
Cost ;2000000
PortFast : OFF
Hello Time: 2
Role . Root
Cost ;2000000
oint  PortFast : OFF
Hello Time: 4
4/01 12:00:00) :
: MSTP (IEEE802. 1s)
Priority: 4096 MAC : 0012. 200. 0004
2000000
Priority: 32768 MAC : 0012. 200. 0004
Priority: 128 Number : 2
1(2)/20 Remaining Hops: 19
Role . Alternate
Cost . 2000000
oint PortFast : OFF
Hello Time: 4
4/01 12:00:00) :
: MSTP (IEEE802. 1s)
Priority: 4096 MAC : 0012. 200. 0004
2000000
Priority: 32768 MAC : 0012. 200. 0002
Priority: 128 Number : 3
1(2)/20 Remaining Hops: 19
Role : Designated
Cost 2000000
oint PortFast : BPDU Guard(BPDU not received)
Hello Time: 2
dary
Role : Master
Cost 2000000
oint PortFast : OFF
Hello Time: 4
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BPDU Parameters (20XX/04/01 12:00:00) :

Protocol Version

Regional Root

Internal Root Cost
Designated Bridge
Designated Port ID Priority: 128
Message Age Timer :

: MSTP (IEEE802. 1s)
Priority: 4096 MAC

: 2000000
Priority: 32768 MAC

1(2)/20

[E17 6 DFRRERA]

Number :

: 0012. e200. 0004

: 0012. 200. 0001
800

Remaining Hops: 19

* 246 TILFFILRNR=ZUH Y —EROFEMFRIEE

RRIEE

=R

e =2

Multiple Spanning Tree

< IVF SN AR= Y
—n7nr ka LEERR

Enabled : #h{Eh
Disabled : & (-t

Revision Level

JEY g L~

a7 47—y ary TRESNZIEYa LR
IMEEFRLET,
0~65535

Configuration Name

V—Ta 4

a7 4T b—vary CRESNTZY —Va VAR
ARRLET,
0~32 X7

CIST Information

CIST DANR= 7Y ) —1IF
ot}

CIST D A= 77 ) — B

Time Since Topology Change

bR | AR I ORI
FREfH

hh:mm:ss (24 EEELAN D4
ddd.hh:mm:ss (24 B 28 2 723 &
Over 1000 days (1000 H LA Ef%fE LT 554)

VLAN Mapped

A AB AT T
VLAN

MST A AX A0 (IST) IZEID Y THNTWD
VLAN O—#E %R LE$, VLAN BED B TH5NT
WRWEARIT "R RRLET,

ASETE 1L 1~4094 O VLANID ZHR— F L TWET
2, V=23 OREICH NS VLANID 1T IHE
VN 1~4095 & LTWET, RaRIFHER AR —
% VLANID1~4095 23 E DA v A% ZIZFTE L T
WADERTE B LI H72 1~4095 ZHR L
E3 AN

Unmatch VLAN Mapped

A VAR AT E LT
VLAN RN 7 1w 3 704k
D VLAN

Ring Protocol ff L2, Ring Protocol @ VLAN < v
BTl VAR ATy B VLAN TR—EN
HY, AR 7YY —=RNTa kU REICHRE
LTWA VLAN £ R LET, BRIC—H LTS
e 7 AR TRLET,

CIST Root CISTA— TV wPD7Y | —
o VAT
Priority Ty VB 0~65535
NS WIE EELERE L2 £,
MAC MAC 7 FL & CISTV—F7 U vTDMACT KL-A

External Root Cost

A — R Z2 3 A K

ARIEED CISTHNEZ Y » U5 CIST V— R 7 U »
VETONRRAITR METT, AREEED CIST L— b
7Y o VOEAIT0"ER R LET,

Root Port

JL— kAR —k

CISTDO/L—FR—FDR— +FEEEFERLET,
CISTONVN— R R—=F BV I T TV F—= a0
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FRIEH E FORFHIERR
e, Vo770 A=y aroR—r) 2B
FOF ¥ RN ITN—TEEERRTLET,
AIEEN CIST L— F 7Y v VOFAF"-"2E R L
e
Max Age CISTAV— 17U v PD CISTA— R 7V v UNRE(ET 5 BPDU DR KEZ)

BPDU i KA #hF (]

W2 &R LET,

Forward Delay

CISTA—FT7 U v VDR—
N AR FEERS |2 H 9 5 R

CISTNV— 7V v VN H A ~—I|Z KB IREERE N
FAE LB, REEBICET M E2ERRLE
jﬂo

Regional Root

MST A > AZ A0

MST A > 2 & 20 (IST) ONERL— TV v

(IST) ONENL—F 7V v | EREFERLET,
DA NS IS
Priority Ty VBRI 0~65535
ERNIWVIEEBEENELS 8 F7,
MAC MAC 7 R L& MST A > AZ 20 (IST) OWNEINA—F TV v

D MACT FL &,

Internal Root Cost

MST A > AH L A0
(IST) OWNE/L— k32 =
N

AIEENS MST A 2 X 20 (IST) OWNERL—
7Y PETONRR TR METY, ABEEN MST
A AZZ A0 (IST) OWNERL— T U v 2D
A0 ER R LET,

Remaining Hops

%Y Hop &

0~40
MST A > A% 20 (IST) ONEL— LTV w3
MIE(ET 2% BPDU OF D kw2 R R LET,

Bridge ID AMBEBDOMST A VAL A | KEEDOMST A AX A0 (IST) TV v Ut
0 (IST) ©7 U v V#ll+ | ERTLET,
Priority TNy VB 0~65535
AN SWIEEBERERES R ET,
MAC MAC 7 KL & ARERED MAC 7 FLA,

Regional Bridge Status

AREERE D MST A A X A
0 (IST) 7 U v ikke

Root: L— K7V » ¥
Designated: 5 &7 Y v ¥

Path Cost Method

NRAARNEDOE—NK

Long : /S A = A MEIZ 32 By MEZfHEAH

Max Age ALEED MST A VAL A | RIEED MST A ZAZ 20 (IST) OF Y w0
0 (IST) ® BPDU & KE%) | %153 % BPDU O KA F R L £,
7 ]

Hello Time ABEEBDOMST A LV AX A | KIEBEBOMST AL AZ 20 (IST) TV v IR

0 (IST) o BPDU 1%/= [l

EHIEIZIEET S BPDU O ERIREZF R LET,

Forward Delay

AIEED MST A v AZ A
0 (IST) DFR— kANRAEE
B ET S

AIEBOMST A 22X 20 (IST) 7Y v IR
H A== X DIREEE A LI, REES
WCET DR EFRORLET,

Max Hops

AREERED MST A A X A
0 (IST) ™K Hop ¥

2~40
AIEBOMST A 22X 20 (IST) 7Y v IR
#{59 % BPDU O KifgikmEa R R LET,

MST Instance

MST A > A X A ID

MST AV AX A ID E#HSA VAKX  ADERE
FrRLET,

Time Since Topology Change

b AR | DA IR D
A

hh:mm:ss (24 FFRILIN DHE)
ddd.hh:mm:ss (24 FFRI A8 % -4
Over 1000 days (1000 H UL EFGE LTV 554)

VLAN Mapped

A VAR AT T

MST A > A X AZE I B THNRTWD VLAN O
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RRIEE

FREHlIER

VLAN

—EAZRLET, VLAN BB M THRA TV RN
BirERRLET,

Unmatch VLAN Mapped

A VAB AT
VLAN D7 1 s % o 704k
HED VLAN

Ring Protocol fJf 12, Ring Protocol @ VLAN < v
BT e A VAR ATy B 7 VLAN TR—EMN
HY, A=Y Y =T ayF o NREBICERTE
LTCW5VLAN 2R LET, BRIC—HLTND
LE - BFRLET,

Regional Root

MST A v A X ADWNEILV
— TV yTOTY v
Bl

MST A > A Z L ZADWNEN— 7V v DIEREFHT
LE7,

Priority Ty VERE 0~65535
B/ S VI EBEENEL 20 £9°,
MAC MAC 7 KL A MST A V AZ L ZADONENL— KT Y v D MAC 7

rFL =z,

Internal Root Cost

MST A > A X ADWNERIL
— kX2 A |

KRIEENS MST AV AF L ADORNEIL— KTV >
CETONRATA METT, KRIEED MST A A
HUADOREN— T Y v VOLGAIT0"EFRRLE
TO

Root Port

MST AV AZ L AD)— |k
A—k

MST £ > 2 X v ZAD)— hiR— FDR— " FKHE2F
RLET, MSTA LV AX U AD/— FR— ) v
IT V= a rOERE, VT =
ayOR— NI AMNBLOF ¥RV T N—T RS %
FRLET,

RIEEN MST A VA Z L ADONEL— KTV v
DL 2R R LET,

Remaining Hops

%V Hop &

0~40
MST £ > 2% v ZDNENL— LTV v PREET S
BPDU D# D fiRikmi R R LE T,

Bridge ID AEEBDOMST A LV AZ A | BREEEDO MST A Y AZ L ADT Y v VIEHREFRR
D7V I LET,

Priority Ty VB 0~65535

EAVNEWVIEEBEE R R 2D £,

MAC MAC 7 KL & AKIEED MAC 7 KL A,

Regional Bridge Status ARIEED MST A VAKX A | Root : L—hT U w3y
D7V v R Designated : f§&7 U v

Max Age RIEED MST A L AZ A | REEED MST A LV AX L ADT Y v UVREETH
7 BPDU fie KA 2 K] BPDU D KA RN &2 #n L £,

Hello Time ARIEED MST A VAL A | RIEBEBDO MST A L AX L ADT Y v PHREHRIIC

@ BPDU 1R

HE9 2 BPDU OXERIEAZF R L ET,

Forward Delay

AIEED MST A LV RAZ A
DR — FAREEER IC
% I [H]

2& BOMSTA L AZLADT Y v INE A <—
I X DRAEER R AE LIRS, REERICET 2
xR LET,

Max Hops

ARIEED MST A V AH A
DFK Hop #%

2~40
KIEEBDOMST A L AZ L ADT Y v ONEETH
BPDU O Kinkm a2 £Rm LET,

Port Information

MST A v AZ L ZADKR— k
&

“NTFTINANR= T ) —TEB L TWHHR— b
DIEREFRLET, MST A > A& X2 VLAN
DEND B THNTWVARWGE IR — FBFE LW
-0, IEEAvE—VURERLET,
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RRIEE

AN

<switch no.>/<nif no.>/<port
no.>

A=+ &E, FHEFvx
VI — TR

HEFRRTDR— FOR— EE, FEFTFvx
VT N—TE

Up A— ~23 Up kg A= UpRETHLHZLERLEST, Vo7
TV —va rORE, Fry RxATN—7 0 Up itk
BThHZLERLET,

Down A— k7% Down fRHE A— 2 Down REETHAHZ L ZRLET, U7
TV = a OB, Fy RS —T R
Down {REETH D Z L E/RLE T,

Boundary BERAR— b BUR— IR —Ta L OERR—FTHDH L
RLET, MEEOR— MEENRER— K,
VT T R— b DBFE, AR —FTEL
BPDU # %G LAV & d Y £3, TOHAIIE
RF—heRREINEFA,

Compatible Hifie— | MSTP D Z/R= 0 7 Y —I2B W T, ZYR— R
AHE— R CTEMELCVWD Z AR LET, AT
— RTEMEL TV AR— MIFEHRICIREEER L EE
o

Status A— hRRE Discarding : BE#EIREE
Learning : & IkKE
Forwarding : #izsik A
Disabled : & 14k %E
N— I Down JREEDH G, A7 A—2 %
Disabled }Rfi&IZ 72 0 £,

Role A— hEE Root : /b— h7R— b
Designated : i EHR— b
Alternate : {X&A— b
Backup : /N7 7w 7R — b
Master : ¥ A X —4— |k
A— ~ A Down IREED L AL b AR 1 DEHE R D
ek R LET,

Priority — MBS AIERED MST A v A X v ADR— MESLEERR EE
ZFoLET, R— b Down REDEAIF"-"% 5K
RLET,

Cost A—kazxk AIEBD MST A A Z 2 ZADHR— ka3 X FREM
ZFRoLET, RN— b Down REDEAIT"-"%2 5K
RLET,

Link Type BRI/ & fvd point-to-point : 1 % 1 Bft S 4L TV 2[RI,
shared : LA STV D [EI#R,
"' : Mode 723 STP O34 F 721K — ~ 2% Down JIREE
DEEICFERLET,

PortFast PortFast K& OFF : J PortFast

F59Z BPDU (K BE

ON : PortFast

BPDU Guard : PortFast T BPDU 4 — RNH4E %3 i

<9, ON %72/% BPDU Guard #{Z BPDU D3 {Z4k

REEZRLET,

- BPDU received (ON B : 2= 27"V J— kAR R
U—#H B %4, BPDU Guard BF : iR— R &Z 7 L)

- BPDU not received (F:z 2= 7YV — hR
U—EHRE G4
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#*R1EH 2R RNFEHIEHR
BpduFilter BPDU 7 4 L % ON : BPDU 7 . /L % Hhe % 5 M
OFF : BPDU 7 1 /L X #%HE % A
Hello Time FYAR— RO BPDU %% | — hR—F, BR—F, Ny 7T v R —+D
kR LA mEREOMER T LET,
BER— FOHAEE, AEBOBERRILET,
Root Guard Jb— kH— e ON : Jb— 7 — REgRE & H

ON(Blocking) : /b— ~ ' — REEEEDRENEL, %MK
—hET oy ZRELE LG LET G5
A= FDEMSTI N7 v v ZIREEIZRD £9)
OFF : /b— b 5 — FHEBEZ R0

BPDU Parameters

YR — FD3%{5 BPDU &
i

AT &% (- BPDU %3213
L7~

CISTEZIZMST A v AX L ADKR— M TEELE
BPDU {f#AE £~ L E T,

BPDU %5 L CWWaWEAITR T LERA,

Mode Version 73 STP, Rapid STP ® BPDU &%
CIST TEIFHRRLET,

Protocol Version

' hanN—Tg v

ZELEBPDUD T b= g &R LE

R

STP(IEEE802.1D) :
BibedEE 2 5 STP (IEEE802.1D) 7,1 bk =1/b
N—=Va VORESINZBPDU 2% EL7=2 &
P LET,

Rapid STP(IEEE802.1w) :
BRI E 225 RSTP (IEEE802.1w) D71 | =)L
N—=T g VORESNZBPDU 2% L= &
P LET,

MSTP(IEEE802.1s) :
BEELEE N5 MSTP (IEEE802.1s) »7'm f =L
N—=T g VORESNZBPDU 2% L2 &
P LET,

Root BPDU 12k & LTV 5L | Protocol Version 78 MSTP D341 CIST L— k7Y
— F 7Y v PIEHR o M AFoR LET, MST Instancel LA TlIFor

LEHEA,
Mode Version 2% STP, Rapid STP ®& 13— h7
Uy UEREERLET,

Priority T 0~65535
BRIV EBRENEL 80 £7°,

MAC MAC 7 K1 % N—F7Y v PDMAC T KL 2,

External Root Cost

SERL— h X2 3 A |

Protocol Version 73 MSTP O #541% CIST /b— k73 &
T X hAFR LET, MST Instancel LA TIEFE R L
A,

Mode Version 7% STP, Rapid STP O 5A 13— k3
AaRNERRLET,

Regional Root

BPDU IZHHIS LTV DN
H— 7 v R

Protocol Version 73 MSTP O34 1% CIST B L O
MSTI DN — R 7Y v VIERER R LET,
Mode Version 7% STP, Rapid STP D& 13#R LE
HA,

Priority Ty VB 0~65535
ERA NIV EEBEENREL 2 77,
MAC MAC 7 R L & Wi L— 7Y v D MAC T KL &,
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RRIEE

AN

Internal Root Cost

NEL— F 2823 R |

Protocol Version 28 MSTP O¥:-A 13N /L — /82X 2
ANERRLET,

Mode Version 73 STP, Rapid STP DE&1ZF R L E
A,

Designated Bridge

BPDU |Z#fH S CWB 7
Vo IR

Priority Ty VERE 0~65535
R/ NS VIEEBERENES 20 £,
MAC MAC 7 KL & MAC 7 F L &,
Port ID BPDU 12 S LTV DR —
— MOl
Priority N— MBS 0~255
BB NEWIE EEEEREL 2D £,
Number N— N 0~892

Message Age Timer

{2 L7~ BPDU O 2hiM

{2 L7- BPDU OA #2358 L E7,
AWM 2R E G832 R R LET,
<Bilff> (<BPDU (G DRERH]>) [<ie KIR¢f>
<BURFRH]>

ZAT IR O IR T R0 ke i A2 3800 L 7=
<BPDU Z{Z W DHER>

BPDU % 545 L 72 IFFIZ 3~ TIZ#RE L TV A IR

(%12 BPDU @ Message Age) ,

<%j§ﬂ#ﬁﬁﬁ> :

HRER (318 BPDU @ Max Age) .

Remaining Hops

%V Hop &

0~40

A5 L7z BPDU IZHEI STV D MST 70 » 2D
FOEEEEEER T LET,

Mode Version 73 STP, Rapid STP D& 13"-" % F R
LET,

[(BEE~NDEE

L

CEEFHE]

2L

371



24 RINZHTYI)—

show spanning-tree statistics

ANR= 7Y Y —OftEHEREZ RN LET,

[AHRH]

show spanning-tree statistics [ {vlian [ <vlan id list> ] | single | mst [ instance <mst
instance id list> ]} [ port <port list> ] [channel-group—number <channel group |ist>]]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A=4]
{vlan [ <vlan id list> ] | single | mst [ instance <mst instance id list> ]}
vlan
PVST+OftaHEHZFr L £,
<vlan id list>
8 VLANID (U A MER) (2B % PVST+D A= 7Y U —fiatEdl &2 &R LT,
<vlan id list>DHEFEZOWTUL, [T A—=ZITHETE 2 2L T a0,
KRT A — 2 B OEE
PVST+HAEIE L TU %9 X TD VLAN RNE BRI H L 720 £,
single
VT NANRZ T ) —OREHERE RS LE T,
mst
SNFTINANR=Z T Y —=DAR= T Y —fatiE e R R LET,
instance <mst instance id list>
FRELEMST A L ZZ 21D (U A MER) ([T D2~V F TN A= 70 ) —fE
FoRLET, HETE D MST A v AX A ID OIEOHPHIE, 0~4095 T,
MST A > A% 2 A ID OfEIZ 0 ZH5E LI23551E, CIST BFRxR Ly 3,
KNT A — 2 B OB
BMST A VAR U ARERIGE R FT,
port <port list>
FRE LR = MEFICHET D AN=0 7Y Y —HGHERZ KR LE T, <port list>DFFE T ikd L OME
DIEEFRIHIC OV T, [T A= ITRETE HE) 2R L TIIZEN,
channel-group-number <channel group list>
BEV 277V F—=varoFyrnsi—"7 (VA MER) BT A=0 7Y ) —HaHE#R
%3 LFE 9, <channel group list>DFFEFEIZOWTIE, [T A—Z|TIHETX HE] 2R LT
TZ&EW,
TANTONRT A —Z B DOEE
VU NANR= TV Y —, PVSTHOREHER, ~ L F TN AN= 7Y ) —DiaHE#RE 2R L%
¥
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[R1741 1]

24-7 PVST+R/INZU 5V —#aHERD R T

> show spanning-tree statistics vlan 10,12

Date 20XX/04/01 12:00:00 UTC
VLAN 10

Time Since Topology Change:1 day 10 hour 50 minute 20 second

Topology Change Times:130
Port:1/0/1 Up
TxBPDUs 904567
Forward Transit Times: 120
Discard BPDUs by reason
Timeout : 3
Not Support
Port:1/0/2 Up
TxBPDUs : 100
Forward Transit Times: 10
Discard BPDUs by reason
Timeout : 0
Not Support
Port:1/0/3 Up
TxBPDUs : 129
Forward Transit Times: 10
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/10 Up

TxBPDUs : 129
Forward Transit Times: 10
Discard BPDUs by reason
Timeout : 0
Not Support : 0
VLAN 12

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

130

79823

79823
123

123

Time Since Topology Change:1 day 10 hour 50 minute 20 second

Topology Change Times:130
Port:1/0/1  Up

TxBPDUs : 154
Forward Transit Times: 24
Discard BPDUs by reason

Timeout : 2

Not Support
Port:1/0/2 Up

TxBPDUs : 100
Forward Transit Times: 10
Discard BPDUs by reason

Timeout : 0

Not Support
Port:1/0/3 Up
TxBPDUs : 421

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs
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Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
>

24-8

19

10
0

RxDiscard BPDUs:

Invalid
Other

DU NRIRZ TV —#EHERDO R T
> show spanning-tree statistics single
Date 20XX/04/01 12:00:00 UTC

Time Since Topology Change:2 day 4 hour 25 minute 50 second

Topology Change Times:280
Port:1/0/1  Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/2 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/3 Up
TxBPDUs :
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/10 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support

[E176 1 OFRRERA]

1865421
250

10
0

1970
120

1771092
2

129
10

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

260
10

183450
5

1745312
1

79823
123

123

R 24-7 PVST+B LU VHILRNRZ UV ) —#istEHRO R RIEE

RTIEB

=z
=13
=

RREHBIER

Time Since Topology Change
]

N | 2B I TR OREIB

day : H
hour : FF
minute : 57
second :
Rapid STP ¥ 721X Rapid PVST+D 55, A= 7
VU —NEWEZ B L Tos D DRl R

Topology ChangeTimes

b~ AR w2 B R R -

Port

H— 5
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FoRIEH 2R FONFEIEER
ChGr F ¥ FN TN —TE R -
VLAN ID PVST+xt%® VLAN ID vlan 5 EREZ1F FoR
Up A— b 2% Up IRAE A— B UpRETHD Z LERLET,
Voo T 7= arOE, Fyrvsi—
TR UpREETHAZ L ERLET,
Down A— kA% Down K AE A= 2R DownREETHDHZ L 2R LET,

Vo7 7Y A= arO8s, FryxLs—
TR DownREETH D Z L ERLET,

Forward Transit Times

HREIRIBITER L[5

TxBPDUs

%15 BPDU %%

RxBPDUs

=%{Z BPDU %%

RxDiscardsBPDUs

Z{EBEHE BPDU %

Timeout A 2hREE I BPDU %k BPDU IZ3RE S AL TW D IR KA ZIRFHI A 2 T
15 L 7= BPDU %%

Invalid % BPDU %k 74—~ F3EE 72 BPDU 154K

Not Support FH R — - BPDU %t RWAR— ~ T 2 —% % F> BPDU (5%

Other & Ot o> BEFEEK BPDU % a7 47 b— a2 TBPDUBEELZHEL T

DG DI HEHE BPDU HaFoR LE T,

- BPDU 7 4 V& Z gk E Lo G 6

« Jb— MU — FEEREDSENE L 725

c YR — FCREE L7 BPDU #%1(5 LTI=H4

[R174 2]

24-9 TILFTILRISZH YY) —#

> show spanning-tree statistics mst
Date 20XX/04/01 12:00:00 UTC

MST Instance ID: 0

Port:1/0/1 Up

Topology Change Times: 280

HERORT

TxBPDUs 1865421 RxBPDUs 260
Forward Transit Times: 250 RxDiscard BPDUs: 10
Discard BPDUs by reason
Timeout 10 Invalid 0
Not Support 0 Other 0
Ver3Length Invalid 0 Exceeded Hop 0
Port:1/0/2 Up
TxBPDUs : 1970 RxBPDUs 183450
Forward Transit Times: 120 RxDiscard BPDUs: 5
Discard BPDUs by reason
Timeout 1 Invalid 1
Not Support 3 Other 0
Ver3Length Invalid : 22 Exceeded Hop 21
Port:1/0/3 Up
TxBPDUs : 177092 RxBPDUs 1742
Forward Transit Times: 2 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
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Not Support : 0
Ver3Length Invalid : 10
Port:1/0/4 Up
TxBPDUs 1092
Forward Transit Times: 3
Discard BPDUs by reason
Timeout : 0
Not Support : 0
Ver3Length Invalid
ChGr :8 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout : 0
Not Support : 3
Ver3Length Invalid 0

MST Instance ID: 1
Port:1/0/1 Up

TxBPDUs 1865421

Forward Transit Times: 250

Exceeded Hop : 0
Port:1/0/2 Up

TxBPDUs 1970

Forward Transit Times: 120

Exceeded Hop : 1
Port:1/0/3 Up

TxBPDUs 177092

Forward Transit Times: 2

Exceeded Hop : 5
Port:1/0/4 Up

TxBPDUs 1092

Forward Transit Times: 3

Exceeded Hop : 0
ChGr :8 Up

TxBPDUs

Forward Transit Times:
Exceeded Hop

[E174 2 DFRRERA]

Other
Exceeded Hop

RxBPDUs

RxDiscard BPDUs:

Invalid
Other
Exceeded Hop

RxBPDUs

RxDiscard BPDUs:

Invalid
Other
Exceeded Hop

Topology Change Times: 290

RxBPDUs

Discard Message:

RxBPDUs

Discard Message:

RxBPDUs

Discard Message:

RxBPDUs

Discard Message:

RxBPDUs

Discard Message:

% 24-8 TIFIINRNR=ZUEG Y —#HEHEHROERRIER

1312
41

39

260

183450

7

1742

1312

RTIEE XS

MST Instance ID

M MST A > 2% A ID —

Topology ChangeTimes

R i I -

Port H— b -
ChGr Fx XN TN—T KR —
Up AR— hH Up IkEE R—FRUpREETHDHZ LERLET, VI T
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RRIEE

TVF— gD, Fx g —77R Up IREET
HHZ EERLET,

Down AR— k73 Down JKEE AR— N DownJREETHHZ L& RLET, U7
TN —=ard, Fy T —7H Down R
BBTHDHZ EERLET,

TxBPDUs %8 BPDU %% -

RxBPDUs %1% BPDU %% -

Forward Transit Times

HRIRIRABIZER LB

RxDiscardsFrames

{2 B3 BPDU %%

(MST Instance ID:0 T2 #E7R)

Discard BPDUs by reason

=15 BEZE BPDU K

(MST Instance ID:0 T7Z 17 #m)

Timeout

A %hF R BPDU 4%

BPDU IZF%E SNV TW A I KA i 2 T=(8
L7 BPDU #& &R~ L E7,
(MST Instance ID:0 T2 #ER)

Invalid

BPDU %%

¥

\

<

T A=~ MR BPDU ZEHRER T LET
(MST Instance ID:0 T2 #R)

%k BPDU TF & 7% 350ct K054

TCN BPDU T & 73 doct K D54

RST BPDU T & 4 360ct K DG4

MST BPDU T &3 350ct Rl D54

MST BPDU T Version 3 Length &A% 64 Riifi DA

Not Support

KY7R— b BPDU %

FeH R — b 8T A — X &Fo BPDU SEHRAEFT L
%4 (MST Instance ID:0 T2 T HER)
BPDU type M fE7S 0x00, 0x02, 0x80 CINE =

Other

Z DO DO FEFEZK BPDU %%

PVST+® BPDU %515 L7284, £iidar 747
L —3 3 T BPDU BEELHRE L TWHHEDOZIF
BEFE BPDU # &2 Forn LE 7,
“BPDU 7 4 VB 5T 4 7 L—3a L THREL
=56
« Jb— N — RESEENENE L 7258
(MST Instance ID:0 T2 1T &)
< YR — FTREE L7- BPDU 2% L1254

Discard Message

ZEBIEMSTI a7 47
L—yarAok—v

TROBEREIC LV BPDU BEFEDSIRE SN2 5E D
MSTI 2> 7 4 7 L—var Ayt —U8EFRRL
9,

c— N — RERE LGS

(MST Instance 1D:1~4095 T7= 1} #ER)

Ver3Length Invalid

Version 3 Length {25~ 1E 7
1% BPDU %%

Version 3 Length OfE23 R IE7: BPDU D55 3%
RLET,

- B2 64 R DG

- fEAY 1089 LA DG

- B2 16 DEHLISNDSGE

(MST Instance ID:0 T2} $R)

Exceeded Hop

remaining hop D& 0 T&
% MST Configuration
Messages D FEZEH
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BEE~DEE
L

[FEEHE]
el
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clear spanning-tree statistics

AR= 7Y ) —OftEHERE 7 V7 LET,

[AARK]
clear spanning-tree statistics [ {vlan [ <vlan id list> ] | single | mst [ instance <mst
instance id list> ]} [ port <port list> ] [channel-group—number <channel group |ist>]]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[R5 A—=4]
{vlan [ <vlan id list> ] | single | mst [ instance <mst instance id list> ]}

vlan
PVST+D it EHE 7 U 7 LET,

<vlan id list>
f8E VLANID (U A MER) ICBIF 5 PVST+D A= 7 ) — gl e 7 V 7 LET,
<vlan id list>DFFESTEICOWTIE, [T A=FITHRETE D) 22ML TSN,
KNT h— 2 W OB

PVST+2EfEL TV DT _TD VLAN 37 U 73R L7 0 77,

single
SUTNARZ TV ) —OfEHERE 7 U T LET,

mst
SNVNFTNANR= T =D ANR= I ) —fatHERE 7 V7 LET,

instance <mst instance id list>

BELEMSTA A2 AID (VA MER) KBTI ATF IR Y ) —EHEW %
70T LET, BETE S MST A > AKX A ID OEOFFIL, 0~4095 TT,
MST A v A% A ID0 #487E L2841, CIST OftitE#H b 7V 7 LET,
ART A — 2 B OEE
EMST A VAR VAR T VT RGERY ET,
port <port list>
FRE LR — bEFSICHET D2 AR 7Y U —fitE#RE 7 U7 LET, <port lis>DFFEH ER L
BOREGIICONTIE, [RTA—FIEETE L) 2R LTSN,
channel-group-number <channel group list>
HBEV o277V 5= aroFxx A n—7 (VA MNER) ZHT2A =07 Y —FEHE#®
%27 V7 LET, <channel group list>DFFEFIEIZONTIL, [T A—X|TIHETEX HME] =22HL
TSI,

TRTONRT A —ZBWEOEE
FTRTCORNR= 7Y ) —OfEHERZ 7 VT LET,
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[R1741]

24-10 T RTDARNZUTV) —D#EHERI VT
> clear spanning-tree statistics
>

24-11 UG NRIRZUTY ) —DKEHESRS )T
> clear spanning-tree statistics single
>

24-12 TILFTILANRZ=ZUGY ) —D#etERI V7
>clear spanning-tree statistics mst
>

[FRRERAA]
L
[BE~DFZE]
L

CEEFIA]

o itz 027 U7 LTH SNMP TG 2 MIBIFHROMIZ0 7 V7 Sk A,
MIB 1&# 7 U 71213 restart spanning-tree % 34T L TL 7230,

o LT 4L —a rOlIR BINEIT A, SROFHIERIZ0 7 ) 7 ShET,
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clear spanning-tree detected-protocol

AR=2 7Y ) —@ STP AHE— K&l EE L E7,

[AARK]
clear spanning-tree detected—protocol [ { vlan [ <vlan id list> ] | single | mst } 1 [ port
<port list> ] [ channel-group—number <channel group list> ]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

(85 A—=4]
{ vlan [ <vlan id list> ] | single | mst }
vlan
PVST+® STP A€ — K% 5l [H1{E L £,
<vlan id list>
FRE L7 VLANID (Y 2 MERX) 12BI7 % PVST+?D STP At — RA5RHIEIE L £,
<vlan id list>DFEESFIEIZ DWW TIE, [RTRA—HITHEETE HE] 2R L TLIZE,
ART A — 2B OEE
PVST+238{E L T 53T VLAN 23 STP AT — ROSRHIEIE IR L 720 £,
single
YT NANR= T Y =0 STP BT — REMHIEE L £,
mst
< NVF PN RANR= Y ) —D STP H® — N Z5sHaE L £,
port <port list>
B LA — MO STP At — N2 dilEE L E 7,

<port list>DIEEHER L OMEOFEERIAICHOWTIE, [T A—Z|TIBETE 5] 28R LTLE
W,

channel-group-number <channel group list>

BELEV T 7V =y aroF vy 2 i—7 (VA MEX) O STP At — KA Hifl[EE L
ij‘o

<channel group list>DFEE HFIEIZDOWTIE, [T A —=FITHETE 2] #ZRLTIEEN,
TRTONRT A — X RWEEFOENE
TRCOANR= TV Y —DR— O STP At — N&ilikEE L9,

[E17451]
AR= 7 ) —@ STP AT — ROIRH|[EE EZTH 2R LET,

X 24-13 R/R=2 4V —0 STP Bt E— KD3aHIEE
> clear spanning-tree detected-protocol
>
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[FRRERBA]
el
BE~DFE]
el
CEESEIA]

Ko< KL, E#EPVST+H, mHEAR= IV —, T~V FINAR= T Y —=TEFELT
—a’_‘O
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show spanning-tree port-count

ANR= TV —DINERER R LET,

[ABRH]

show spanning-tree port-count [ {vlan | single | mst} ]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{vlan | single | mst}
vlan
PVST+OIUES Z RN L E T,
single
VT NANR= T ) —DINE B EFR N LET,
mst
SNTFTINAR=Z T ) —DRNEREFRRLET,
KN T h— 2 WG OB
PVST+OUUELL, v T NANR= 7Y U —DWER, ~VFTNANR= 7Y U —DOWUE %
KRLET,
[R1741 1]
PVST+DOIAE DRl 2R LET,

24-14 PVST+DINBHOERT

> show spanning-tree port-count vlan

Date 20XX/04/14 12:00:00 UTC

PVST+ VLAN Counts: 5 VLAN Port Counts: 20 Tree Counts: 7
>

[E176 1 OFRRERA]

£ 249 PVST+ORABHDERTIER

*RIEH Bk e
PVST+ VLAN Counts | VLAN %« PVST+238/E L T % VLAN ¥
VLAN Port Counts VLAN 7R— & PVST+%4 VLAN D% VLAN IZRET 58— DS
7t
Tree Counts PVST+¥ PVST+MD %5 VLAN %t

(=171 2]
VT NANR=Z T ) —DINEBDFERF R LET,

24-15 ST NWRNRZUTY ) —DOPRBHDERT
> show spanning—tree port-count single
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Date 20XX/01/26 12:00:00 UTC
Single VLAN Counts: 16 VLAN Port Counts: 64
>

[R1761 2 DFRRERA]

= 2410 SUTINNRNZUTY—QIRBHDOFRRIER

#=RIEH 2Rk TR
Single VLAN Counts | VLAN %% VT NANR= T ) — DX VLAN
VLAN Port Counts VLAN ~— & VT NANRZ T Y =R VLAN D4 VLAN 23
ETDHR— MDA

[ZE1T741 3]
CNFTNANR= T ) —DONEBOFRFl =R L ET,

24-16 TILF FILANRZ TV —QRBHD TR
> show spanning-tree port-count mst
Date 20XX/01/26 12:00:00 UTC

CIST VLAN Counts: 4073 VLAN Port Counts: 48
MST 1 VLAN Counts: 4 VLAN Port Counts: 12
MST 128 VLAN Counts: 10 VLAN Port Counts: 80
MST 1024 VLAN Counts: 8 VLAN Port Counts: 32
>

[E174I 3 DFRRERA]

= 2411 TIFTILRNRZUTY) —DORBHORRIEER

RTEH Bk KR
CIST VLAN Counts VLAN % CIST DA A% A VLAN %
MST VLAN Counts VLAN % MSTI DA > A% > X VLAN 3K
VLAN Port Counts VLAN R— F & ALAZAVLAN D9 b, g2l 725 VLAN 1T
£ %K — MO A

[BE~NDFEE]

L

CEFEFIA]
e PVST+, BIVY VI ILANR= 7Y U —0 VLAN #13, suspend JRFED VLAN % R4 L 7= T,
PVST+T suspend fRAED VLAN % & 7-#8%1%, Tree Counts THERR L T &,
® PVST+, LU I NAANR= V) — BIORIALFFNZNA=2 Y Y —D VLAN R— ML, WIZ
RY VLAN 08— N & B4 L7l TF
e I 7 4 L—ara~y R state Tsuspend /X7 A — X MR E STV D VLAN
® VLAN ho RV U7 HEFRELTNDHR— b
e BPDU 5 — RifEZ % E L T\ 5728, BPDU 7 4 NV Z BEREZ [AIRFIZERE L TRV AR— b
PortFast #8E & BPDU 7 /L ZHEREZRE L TV DT 7 B AR — b
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24 RINZHTYI)—

restart spanning-tree

2= Y ) =7 n s AEAEEE LT,

[AHRH]

restart spanning-tree [-f] [core-file]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
-f
BEBERA vy E—IR LT, A=Y =7 ar I ramEd LET,
KRoNT A — 2 KR OB
BA =TV HRHDILET,
core-file
HEBRHZ2T 7 7 A V2 T LETS,
KNT h— 2 W OB
ar7rA eI LEEA,
FTARTO/NT A —Z B OB
BREBHRAA v =V LIEbE, A= 7Y ) —Tu s T AEHEBLET,

[E17H1]

24-17 RNNZ2 TV —BiR#ETH
> restart spanning-tree

Spanning Tree restart OK? (y/n): y

>

[&REREA]

L

[(BEE~NDFEE

T _TPH VLAN T—HICT — X k2 E TE <20 9,

CEEZEHE]

o T T ANDIEMT 4 L7 Y BIOEHIL, ROLBVIZRY FT,
¥ANT 4« L7 B U Just/var/core/
27 77 AV : stpd.core
BET 7 ANBT TIFET 25 BT ERFC EEESTL0T, LERLIT, 77 V&2H LN TN
v I T T LTEBWTL I,
o Kavw  RaFi32L7 vV vy - VAL Ny T MbRIFICHEHLET,
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dump protocols spanning-tree

ANR= 7YY =T 07T ATR ML TV DRI~ b b L—2 ff#ds LOHIET —7 v iEle 7 7 A
NS LET,

[AARK]

dump protocols spanning-tree
[ABE—F]

—fFr—YE— FBLOEEEHET—
(/8T A—4]

L
[ZE1TH1]

24-18 RNR=2 TV =5 2 TIRFETH
> dump protocols spanning-tree
>

[FREREA]
2L

[BE~NDFEE]

L

CEESE]
W7 7 ANVOKENT 4 L7 NI BLOERIL, KkOEBVIZRYET,
¥AT 4 V27 N U fust/var/stp/
AR b L —REHT 7 AV stpd_trace.gz
T — 7 NAE T 7 A /v stpd_dump.gz

BEZ 7 ANVNT CIFET DB EBREHICEEETL2OT, B RLIE, 7740 E2H0LNn0HNy
IT oL THENTLLIEEN,
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2 5 Ring Protocol
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show axrp

Ring Protocol {5 & F£ R L E7,

[AARK]
show axrp [<ring id list>] [detaill

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

<ring id list>

BELLEY 7 IDOEHREFRLET, V7 ID 2EEBIEET 256 13 EEEN T £,
(=l = G Nl ¥ 12 ey |
FHNOTXTOY 72 fEE L ET, HETE HHPAIE, 1~65535 T,

detail
Ring Protocol DFEAME AR LET,

TRTDONT A —ZHMER OB
7§~ T D Ring Protocol D~ U —{EHE R R LET,

[=1741]
Ring Protocol DFEMMIEHR DR RFIZ IR L ET,

K 25-1 Ring Protocol S¥#l{&#R D 3 Tl
> show axrp detail
Date 20XX/12/10 12:00:00 UTC

Total Ring Counts:1

Ring ID:2

Name : RING#2

Oper State:enable Mode:Transit Attribute:-
MAC Clear Mode:system

Control VLAN ID:15

Forwarding Shift Time (sec):10

Last Forwarding:flush request receive

VLAN Group ID:1

VLAN 1D:26-30, 32

Ring Port:1(ChGr) Role:- State:forwarding
Ring Port:2(ChGr) Role:- State:forwarding

VLAN Group ID:2

VLAN 1D:36-40, 42
Ring Port:1(ChGr) Role:- State:forwarding
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Ring Port:2(ChGr) Role:- State:forwarding
>
[F~aHEA]
% 25-1 Ring Protocol B #EHRODRTHAR
FRIEHE =S FRAR
Total Ring Counts DIV~ s 1~24
Ring ID Vo7 ID 1~65535

Name PIVe7s7ilIE —
Oper State U7 ORZEikiE enable : %)
disable : %)
Not Operating : => 7 ( 7' L—3 a3 U ANEYNSHRE S
TR 72 Y DJFA T Ring Protocol BEREASEE L T
72 iREE  (Ring Protocol BERESENET 5 72 DIT e e
AT 4T b= a YRELHS TVRVWEEIT-" 2R
RLEY)
Mode B{EE— K Transit: hZ7> Yy M/ — K
- BEE— RREBRE
Attribute ~NVF U o REREE, EAH Y | - riftring, rift-ring-edge O 8B HIZHEEY LA —
VORI v S TORER | B
D JEME
MAC Clear Mode MAC 7 KL AT —7 )LD/ Y | system : FEFEHLOZ YT

FE—R

VU UAR—NEALO 7 VT (CGREEE E 721E Ring
Protocol HERENH RN CTRWEAICE R LT, )

Shared Port

HHVINITY Y b
—RoEFY v R— S

PR — N ES (A v FEFESINIF FB/R— &
), ¥R F vy AT N—TF S (ChGr)

Control VLAN ID

#17 VLAN ID

2~4094

Forwarding Delay Time

B VLAN D7 + U —F ¢ >
TRATHER D & A < fE

1~65535 (F)

Forwarding Shift Time

Vo TR— DT —ZEREH
VLAN %7 U —5 ¢ 74k
HBICAE T 45 £ TORHERR

1~65535 (F) , F7=iZ infinity (infinity |ZMER % 5
7))

Last Forwarding

BRIV ITR— b 2T 3T
—F 4 7L L= B

flush request receive : 7 7 » ¥ il 7 L — A%AF
forwarding shift time out : 7 + U —5 1 > 7 BB TR #
A LT TR

VLAN Group 1D F— X EE A VLAN 7 L—7 | 1~2
ID
VLAN ID 7 — X 5% VLAN ID 1~4094
Ring Port Uo7 R—brDOR— b EE MR — N &S (AL v FEZINIF F5IHA— N
5) , EFETF v VT —T7F S (ChGr)
Role Y 7 R— bk ORE W ERALET
State U v R— bk OIREE forwarding : 7+ U —F 1 > 7 IRKE

blocking : 7' & v & > 7 IRHE

down : R— b, EZFF vy VT N—TDF T L REE
(Ring Protocol B4EEN A Z TRWGE, Fi3daY

VO IERY VT OEAER— NMIh T A GAE R E

RLET)

Multi Fault Detection

EXHE L RIEN =

AHHIFZ EEEFERBENRESNL TV DIHAICE
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=rIEH 2R ECHNAES
State RUET, EAET— K2 transport DFEIT" "2 F R L
7
Mode L HEEEEHOBEHE— N transport : transport-only
(RIEAIL, ZEEEGREENREINTHDESE
WCHERRLET, BHE— RRRREDOELEIL-" 4K R
LET)
Control VLAN ID % EEERAT VLAN ID 2~4094
(REHIL, ZHEEEEHEEIRESNTVHDISEE
WICERLET, RREOLAIT-"EFRRLET)
BE~DFE]
L
CFEEHE]
L
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restart axrp

Ring Protocol 7' 1 7' A& FHAEE) L £ 7,

[AHRH]

restart axrp [-f] [core-file]

[AAE—F]
— R —PE— FB L OEREEHEET—

(/X5 A—=4]
-f
HiEEER A~ — Y% H 1 L72\ T, RingProtocol 7’01 77 A% FEE)LE7,
KRoNT A — 2 KR OB
BA =TV HRHDILET,
core-file
HEBRHZ2T 7 7 A V2 T LETS,
KNT h— 2 W OB
ar7rA eI LEEA,
FTARTO/NT A —Z B OB
HEEEA v E—% M) Lizd &, Ring Protocol 71 7T A& FEE L ET,

[E17H1]

25-2 Ring Protocol 7045 LB EEIETHI
> restart axrp

axrp program restart 0K? (y/n):y
>

25-3 Ring Protocol 704 5 LEEEETH (f/35 A —2I1EEH)

> restart axrp -f

>
[FREREA]

L
BIE~NDEE]

Ring Protocol ® VLAN Z /b —IZH LT 5 VLAN TV L—AZERAT L0 97,

CFE=IA]
AT T ANDENT 4 L7 MU BLOAENE, ROLEIZRD ET,
M7 4 L7 N U Jusr/var/core/
27 7 7 A )V : axrpd.core
BEZ 7 ANVBT TIHFET 28561, BRI EEXTLOT, WERLIEHOLNUDT 7 A VENY
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T v FLTLIEEIN,
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dump protocols axrp

Ring Protocol 7' 1 77 A TEIELL TWAREMA < b b L— R FHBS L OHIET — 7 v iERE 7 7 A4 s

HhLET,

[AARK]

dump protocols axrp

[AAE—F]

—fr—PE— FBLOEEEHEE— N
[INTA—4]

L

[E1741]

Ring Protocol DX > 77 7 A VEHFT LT,

25-4 Ring Protocol % > J1&RE4THI
> dump protocols axrp
>

[F~aREA]
L

[BE~NDFEE]

L

CEEEE]
HAZ7 7 ANVOMNT 1 L7 P BIOARRL, ROLBVIZRY ET,
¥eAhT 4 L7 N U Jusr/var/axrp/
7 7 AV : axrp_dump.gz

BEZ 7 ANVDT TIFET I2HAE, BEHCEEETI0T, VERLEHLN LD T 7 AL E Ny
77 w7 LTLIZEN,
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2 6 |IGMP/MLD snooping
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show igmp-snooping

IGMP snooping 1% &~ LE 7, VLAN Z L IZROERERTLET,

o /T UTHREDORERE, IGMP 7 =V 7DT KL A, =LA FFx & hb—FFK— |
® VLAN, F— T EDIMATLFF ¥ A MTL—7HH, FEHMACT RL-2R

o EHEW (53215 L2 IGMP /7 v ~ )

o VILFF¥RAI—EZR—FHBFETHRA LI AT F ¥ A bL—ZIER

o <ILF Xy A M—HK— HEEEOHEHEH

[AB#]
show igmp-snooping [ <vlan id list> ]
show igmp-snooping { group [<ip address>] [<vlan id list>] | port <port list>
| channel-group—number <channel group list> }
show igmp—snooping statistics [<vlan id list>]
show igmp—snooping mrouter [<vlan id |ist>]
show igmp—snooping mrouter statistics [<vlan id list>]

[ABE—F]
—m— P E— R L OSEEREEE T R

(NS A—4]
<vlan id list>
F8E VLANID (U A FER) 12B99 % IGMP snooping 1H# & Fom L £9,

<vlan id list>DIEEFEICONWTIE, [RFA—ZITHEETEX A 28R LTLEEW, 277L, =
Da~<2 RTT 74/ k VLAN (VLANID=1) IZHEETZ XA,

ENAV S AP &1 S ll(E
42 VLAN (ZB83 % IGMP snooping F# &2~ L £ 7,
{ group [<ip address>] [<vlan id list>] | port <port list> | channel-group-number <channel group list> }
group
VLAN TOMAR AL F X ¥ A T NV—TT FLRAEZFRRLET,
<ip address>
BE~LVTFXFXY A NI N—77T KL RIZBF % IGMP snooping [E#E X R LET,
port <port list>

FBER—FTOMASALTHXY A NI N—TT RLRAZR R LET, <port list>DFEEFEL LT
EOFEFMIFIZONWTIE, T A—FITHETEDMHE] 2ZRLTIIESN,

channel-group-number <channel group list>

BETF ¥ XNV ITN—TTOMASLVF XY A NI NV—TT RLA%FERLET, <channel group
list>DFREF 5B L MEOHRERFHIC OV T, TRIA—ZITHRETE 2ME] 2ZRLTEE
W,

statistics
wEHERER R LET,

mrouter
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Y NF Xy A PA—EIEREFRFLET,

mrouter statistics

VI F Xy X FL—FKR— N HBEEOKHEREERLET,

[R1741 1]

26-1

IGMP snooping &%k % =

> show igmp-snooping
Date 20XX/04/10 15:20:00 UTGC
VLAN counts: 2

VLAN:

100
[P address:

192.168.11.20 Querier: enable

Query interval: 150
IGMP querying system: 192.168.11.20
Querier version: V3

Fast-leave: On
Port(5): 1/0/1-5
Mrouter-port: 1/0/1,3
Group counts: 3

VLAN: 200
IP address:

Querier: disable

Query interval: 150

IGMP querying system:

Querier version: V2
Fast-leave: Off
Port (4): 1/0/6-9
Mrouter—port: 1/0/6
Group counts: 0

[E176 1 OFRRERA]

F 26-1 IGMP snooping &« ~IEH
FRIEH B TR
VLAN counts IGMP snooping A ZNZ /> T 5 —
VLAN %
VLAN VLAN {1 ## -
IP address Y THREETHEMT 2 IP Y FLX 25 RER L
Querier 7= U THERED R EA enable : FXEH Y

disable : FXE/ L

Query interval

Query » v —Y OEERINE (7))

ERPOA o F = EEFRRLET,
7272 L, IGMPV2 CHliEENRRE 7 = U 7 O%5E
IR ERRLET,

IGMP querying
system

VLAN N IGMP 7 = U 7

Z2H IGMP 7 = ) TINfFEEL £ H A

Querier version

YT DIGMP N— 3

V2 : Version 2
V3 : Version 3
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FRIEH BR R HHIEER
Fast-leave %2 VLAN @ IGMP BIIFBERBIEERERR E | On : BREDH Y
N Off : &7 L
Port(n) VLAN DR — % n:xRERLHE— NK
Mrouter-port L FFx A FL—F KR — |k —
Group counts 7% VLAN TOVILF Xy A 7 — | —
T

[R1761 2]

26-2 VLAN C &0 IGMP ¥ )L— JiE#R &«
> show igmp—-snooping group

Date 20XX/01/15 15:20:00 UTC

Total Groups: 5

VLAN counts: 2

VLAN: 100 Group counts: 3

Group Address MAC Address Version Mode

224.10.10.10 0100. 5e0a. 0ala V2 -
Port-list:1/0/1-3

225.10.10.10 0100. 5e0a. 0ala V3 INCLUDE
Port-1ist:1/0/1-2

239.192.1.1 0100. 5e40. 0101 V2, V3 EXCLUDE

Port-list:1/0/1
VLAN: 300 Group counts: 2
Group Address MAC Address Version Mode
239.168.10.5 0100. 5e28. 0a05 V2 -
Port-list:1/0/4,6
239.192.20.6 0100. 5e40. 1406 V2 -
Port-list:1/0/2-4

[E17l 2 DFRRERA]

% 26-2 VLAN T &0 IGMP 4 IL— JiEszRRIEH

xRIEH 2R TR

Total Groups EERNOSIMT V—T show igmp-snooping group =~ > K C<ip
address> & <vlan id list>Z #57E L2 WG S
IZFRRLET,

VLAN counts IGMP snooping 23 A ZhiZ 72 > T 2% VLAN #% —

VLAN VLAN fF# -

Group counts VLAN TOMAS LT Fx 2 s T —TH —

Group Address MATN—TT KL A -

MAC Address FELTWS MACT FLA —
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FoRIEH =1 S R HHIEER
Version IGMP /3—3 = 15 # V1 : IGMP Version 1
V2 : IGMP Version 2
V3 : IGMP Version 3
2213 : IGMP General Query % k% 7213
%{E%, Report 515 L T\ UV REED
B, MbRRLEE A,
FRMEIL IGMP General Query D3i%3%
15, BILOIGMP Report (IIAZER) Z1E
Lo THEHINET,
Mode TN—TF— R INCLUDE : INCLUDE &— K
EXCLUDE : EXCLUDE £— F
2219 : IGMP General Query % ik 721
E{E%, Report 515 L TV 2V REED
B, MbRRLEE A,
IGMP /3—2 3 UAFHIZ V3 V& £ 720
La-"ER T LET,
FRINEEIE IGMP General Query D%
1%, BXOVIGMP Report (IMAZER) %Z1(3
IRk THEHINET,
Port-list kAR — F &S (A A v FEEINIFEFE/FR— K -
#F5)
[=1741 3]
X 26-3 R— k&M IGMP ¥ IL—JHERER R
> show igmp-snooping port 1/0/1
Date 20XX/05/15 15:20:00 UTC
Port 1/0/1 VLAN counts: 2
VLAN: 100 Group counts: 2
Group Address Last Reporter Uptime Expires
224.10.10. 10 192.168.1.3 00:10 04:10
239.192.1.1 192.168.1.3 02:10 03:00
VLAN: 150 Group counts: 1
Group Address Last Reporter Uptime Expires
239.10.120.1 192.168.15. 10 01:10 02:30
>
(=174 3 DFEREREA]
£ 26-3 R—rZEDIGMP ¥ )L—FiEHRERER
FRIEH BK RRHHIEER

Port

VLAN NOXF G — b

VLAN counts

HBESNZR— 2R ET 5 VLAN

VLAN

VLAN {54

Group counts

HBER—PFTOMASLTF F ¥ 2~ L—
7

Group Address

MA~NLTHry A NI NV—TT KL A

Last Reporter

TIN—TEHEMAIP T KL R
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#*RIEH 2R RNFEHIEHR
Uptime 77— T AR R IR xxyy xx (43) yy ()
60 47 LA Eix"1hour", "2hours" - -
72721, 24 FEEILL RiE"1day", "2days" -+ - -
ERRLET,
Expires TN—TERTA U7 (FERE) xxyy xx (43) yy ()
[E1741 4]

26-4 IGMP snooping D#EHERE =
> show igmp-snooping statistics
Date 20XX/01/26 15:20:00 UTC

VLAN: 100

Port 1/0/1 Rx: Query(V2) 14353
Query (V3) 1A
Report (V1) 15
Report (V2) 271
Report (V3) 36
Leave 137
Error 14

Port 1/0/2 Rx: Query(V2) 0
Query (V3) 12
Report (V1) 0
Report (V2) 78
Report (V3) 24
Leave 28
Error 0

>

[E176 4 DFRRERA]

% 26-4 IGMP snooping D#fstIERFK RIEH

Tx:

Tx:

Query (V2) 0
Query (V3) 29

Query (V2) 31
Query (V3) 42

F=RIEH Bk FONFEHIEER

VLAN VLAN {5 # -

Port VLAN D55 R — Fr XN ITN—TIFHRT 55861 —
Pxy b BT =—ABTERLE
ﬁ—O

Rx ZA5 IGMP 7 v MK F ¥ RNV T N—TIHTR L TN DT RT
DA—Y Ry "V H T 2—ATHTY
]\ l/ i ﬁ_‘o

Query(V2) IGMP Version 2 Query A »t— —

Query(V3) IGMP Version 3 Query A vt&— —

Tx E(E IGMP X7 v MK F v FNTN—TIFBL TN LT
DA —H Ry N VBT 2 —ATHT
FLET,

Report(V1) IGMP Version 1 Report X v&— —

Report(V2) IGMP Version 2 Report A »t&— -

Report(V3) IGMP Version 3 Report A »t&— -
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FRIEH BR R HHIEER
Leave Leave A vt — -
Error TT7—ry |k _
[3£1741 5]
26-5 TILFF¥ R ML—FEROKT
> show igmp—snooping mrouter
Date 20XX/12/13 10:05:36 UTC
Total entry: 16
VLAN ID: 101
Port IP address Type Expires
1/0/1 192.168.101.200 PIM 01:27
ChGr:10 192.168.101.201 IGMP 03:16
VLAN ID: 102
Port [P address Type Expires
1/0/10  192.168.102.200 PIM 01:22
ChGr:20 192.168.102.201 IGMP 02:11
>
[32474I 5 D FREHEA]
£ 265 TILFHFRYRMIL—FEHROKTIEE
RTIEHE B RTFMIER
Total entry B L7z~ T F v 2 MA—ZHFRBEOEF —
VLAN ID VAT FY A D= Z A= NABEEERE | —
L T\% VLAN
Port BRI GRT y NEZAE LIch— NER, £ A— &
X F v RNV T N—TH ChGr : F¥ RV I N—TFK 4
IP address BELIe~ AV TF XY A RN—FDIPT FLZ | —
Type M TFB IGMP : B34 > K IGMP (IGMP Query # v &
—¥) THH
PIM : EZf8/34 » h PIM (PIM Hello # v &—
¥) Tlrxn
Expires R T DB RN 705% D IR xxiyy xx (43) yy (%)

60 2y LI E oA 1 thour”, "2hours”, - & FoR
L9, F7z, 24 B EoOSA I 1day",
"2days", -EERRLET,

72721, PIM (PIMHello # vt —) TR
] (Holdtime) % 65535 T L7==> kUi
“infinity" 2 &R L E T,

[R174 6]

26-6 TILFFv R bIL—ER— FEFEZEOHIHEROERT
> show igmp-snooping mrouter statistics
Date 20XX/12/13 10:05:36 UTC

VLAN 1D:

Port

101

1GMP PIM Expired Overflow
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26 IGMP/MLD snooping

ChGr:10
VLAN ID:
Port
1/0/10

>

3 1 0 0

102
[GMP PIM Expired Overflow
6 22 0 0

[E171 6 DFRRERA]

£ 266 VILFXF¥RIIL—E2R— FEEEEOHTERORTIER

FRIEHE =0 FREFHIER
VLAN ID T Xy A RL—FKR— NEHEIFEEHRELTND -
VLAN
Port AR Ry FaZ G LR — FEE, $HEFvyx | R—+E5
NTN—THE ChGr: Fx XNV T N—TFK 5
IGMP AR %7~ B IGMP (IGMP Query A v —3) THRML | —
7~ ILF X ¥ A ML— X EHREK
PIM BEtH N7 > S PIM (PIM Hello * »t®—) THZI L= -
I FF A b L—Z R
Expired PREFRERITG T 072, BEFELIo~v LT X v A hL—21E | IGMP, PIM O&FHE
W
Overflow INESRMEEROTD, FEELEYLVTFT XY X ML—2E | IGMP, PIM O& #H1HE
W
BE~NDEE]
L
CEEEE]
L
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26 IGMP/MLD snooping

clear igmp-snooping

IGMP snooping DI AE 27 U7 LET,

[AB#K]
clear igmp-snooping { all | group [ <vlan id list> ]
| statistics [ <vlan id list> ]
| mrouter [ <vlan id list> ]
| mrouter statistics [ <vlan id list> ]
VL-F1
[AHE—F]

—fra—PE— PR IOEEEEEE—

(/85 A—=4]
all
iEWEs V7T LET,
group
FELIEMACT RLAIER (FA—T15H) 227 V7 LET,
<vlan id list>
B VLANID (VY A hER) 1ZBE3 % IGMP snooping 15#H %27 U7 LE T,

<vlan id list>DIEEFEICONWTIE, [RFA—ZITHEETEX A 28R LTLEEW, 277L, =
Da~ RTT7#/bk VLAN (VLANID=1) IZHEE T A,

KRN T h— 2 H W OB
4= VLAN (234" % IGMP snooping &% 27 V7 L£7,
statistics
WMattEwa 2 V7 LET,
mrouter
~NTFFy A M= EHRE7 VT LET,
mrouter statistics

< NVF Xy A M—&K— NAHFEOKHE®REZ VT LET,

-f
JUTHERA =R L TZ U T LET,
RXT A — 2 BUERFOEE
ERA =B LET,
(17411
L
[FREREA]
L
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26 IGMP/MLD snooping

[BE~NDFE

clear igmp-snooping all, clear igmp-snooping group, = 7-1% clear igmp-snooping mrouter & 179 5 & —HFAYIC
A FH Y A NBENTETLIOT, avy FEFRIIZEETILERL Y £7,

CEEZHHE]
L
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26 IGMP/MLD snooping

show mld-snooping

MLD snooping {&# % &~ LE7, VLAN Z & IZKROEREERTLET,

o /T UTHREDOBREARM, MLD 7 =Y T DT KL A, wLFFxr A RL—FK—}
® VLAN, F—hIZEDMASTILT X ¥ A 7 A—T71EH, 58 MACT RLA

o REHEM (EZE L7 MLD X7 v M)

[AHRH]

show mld-snooping [ <vlan id list> ]

show mld-snooping { group [<ipv6 address>] [<vlan id list>] | port <port list>
| channel-group—number <channe! group list> }

show mld-snooping statistics [<vlan id list>]

[AAE—F]
— =P E— FB L OEEEHEE— N

[INTA—=4]
<vlan id list>
f&7€ VLANID (VU Z ME) 1ZB7 % MLD snooping G #MAZF R LET,

<vlan id list>DIFEHFIEIZDWTIE, [RTA—ZITHBETELHE] 22 LTSN, =L, Z
Da~<2 RTT 74/ k VLAN (VLANID=1) IZHEETZ XA,

KRT A — 2 B OEE
4 VLAN (ZB9 % MLD snooping 1H# % Fr~ L £,
{ group [<ipv6 address>] [<vlan id list>] | port <port list> | channel-group-number <channel group list> }
group
VLAN TOMARLVFF XY A NI V=TT RLAZRRLET,
<ipv6 address>
FBE~ILFF¥ A N L—7T KL AT %D MLD snooping &% FR LET,
port <port list>

FRER—FTOMASLF XY R NI A—TF7 RLRA%EFRLET, <port list>-DFHEHEL L
EOWRERFICONTIE, T A—FIZHETE L] 22 LT ZaVw, 72721, <switch
no>DIFEIXTE T A,

channel-group-number <channel group list>

BETF ¥ RINVITN—TTOMASLVF XX A NI NV—TT RLA%FE R LET, <channel group
list>DFREF R L MEDHREFFHIZ OV T, RIA—ZITHRETE 2] 2ZRLTIEE
W,

statistics

wAHERERRLET,
[E47H1 1]

26-7 MLD snooping &%~

> show mld-snooping
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IGMP/MLD snooping

Date 20XX/04/10 15:20:00 UTC
VLAN counts: 2
VLAN: 100
IP address: fe80::bl
MLD querying system: fe80::bl
Querier version: V2
Port(5): 0/1-5
Mrouter—port: 0/1,0/3
Group counts: 3
VLAN: 200
IP address:
MLD querying system:

Querier: enable

Querier: disable

Querier version: V1
Port(4): 0/6-9
Mrouter—port: 0/6
Group counts: 0

[R176] 1 DFRRERA]

% 26-7 MLD snooping 1§ &R<IER

RRIAHE Bk

RoReHHIER

VLAN counts

MLD snooping 23 272 > TV VLAN
%

VLAN VLAN 15 % -
IP address 7T THRECHEMT S IPT L X ZEH  RERL
Querier 7 =) THERE DR BG4 enable : FXEH Y

disable : B EZ L

MLD querying
system

VLAN N® MLD 7 =1 7

Z¢F : MLD 7 =V 7 MEE L 72\

Quierier version

7 YT DMLD ==

V1 : Versionl
V2 : Version2

Port(n)

VLAN N R — b

n:XRLRLKR— ML

Mrouter-port

v/ F Xy A hL—FK— |k

Group counts

3%4 VLAN TOMMA~/LFF v & k7L
— 7

[R174 2]

26-8 VLAN T &M MLD ¥ )L— FiE#RE =«

> show mld-snooping group

Date 20XX/01/15 15:20:00 UTC

Total Groups: 3

VLAN counts: 2

VLAN: 100 Group counts: 2

MAC Address Version
3333:0000:0001 Vi

Group Address
ff35::1
Port-1ist:0/1-3
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26 IGMP/MLD snooping

f£35::2

3333:0000:0002 V2

Port-list:0/1-2
VLAN: 300 Group counts: 1

Group Address

f£35::3

MAC Address
3333:0000:0003 - -

Port-1ist:0/4,0/6

[E174I 2 DFRRERA]

3 26-8 VLAN C &0 MLD 4 )L— JiEHz=~IER

EXCLUDE

Version Mode

KRIEE

=k

RREHIBIER

Total Groups

EENOSIN T — T

show mld-snooping group =~ > KT
<ipv6 address> & <vlan id list>% 45 7E L 72
WIEAIZFRRLET,

VLAN counts

MLD snooping 238 %272 > T % VLAN £

VLAN

VLAN &

Group counts

VLAN TOHMASILF X ¥ 2~ T —T#

Group Address

MATA—TFF KL &

MAC Address

WL TWA MACT L%

Version

MLD X—0 g 5

V1 : MLD Version 1

V2 : MLD Version 2

72 : MLD General Query % Jii % 7=
IE5(E%, Report #5215 LT ek
oHE, MbERLEEA,
FRINZ 1T MLD General Query D %%
{5, BLUV'MLD Report (IIAZER) =
FlcLoTHEHFENET,

Mode

In—7E— K

INCLUDE : INCLUDE &—
EXCLUDE : EXCLUDE =— K

Z219 : MLD General Query % 1k 7=
L1551, Report 25215 LT 72Uk
BOGE, MbERRLEREA,

MLD /S— g AEHA VI D&
ERRLET,

FRINEA T MLD General Query D45
12, BELYMLD Report (IMAZER) =
Bl - CTEHINET,

Port-list

HikAR— FES (NIF EBIR— N &ES)

[R174 3]

26-9 HR—kZED MLD FIIL—THEHRRT
> show mld-shooping port 0/1
Date 20XX/05/15 15:20:00 UTGC

Port 0/1

VLAN counts: 1

VLAN: 100 Group counts: 2

Group Address

ff35::2

Last Reporter Uptime
fe80: :bl 00:10
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26 IGMP/MLD snooping

ff35::3

fe80: :b2 02:10

[E174I 3 DFRRERA]

% 26-9 R—FrZTEDMLD ¥ IIL—TIEHRERRIER

03:00

KRIEHR 13 R HIER
Port VLAN D8R — b -
VLAN counts FRESN=R— F2ET 25 VLAN 3 —
VLAN VLAN {5 # -

Group counts

FoER— M TOMASLFF ¥ 2~ JL—
T

Group Address TA=LF XX A KT N—FT FL & _

Last Reporter T N—TEAEIANIP 7 K LA -

Uptime 7 — 7 A AR R ] xxyy xx (43) yy (#)
60 77 LA Eix"1hour", "2hours" -+ - -
7eiZ L, 24 WERILL Fix 1day”, "2days" -+ - -
ERARLET,

Expires T N—TNERe A D7 (FRIRER) xxiyy xx (53) yy ()

[E1741 4]

B 26-10 MLD snooping D#fstIEIRE =
> show mld-snooping statistics
Date 20XX/05/15 15:20:00 UTC

VLAN: 100
Port 0/1 Rx:
Port 0/2 Rx:

Query (V1) 22 Tx:
Query (V2) 12
Report (V1) 32
Report (V2) 15
Done 28
Error 0
Query (V1) 32 Tx:
Query (V2) 19
Report (V1) 48
Report (V2) 26
Done 45
Error 1

[E17l 4 DFRRERA]

% 26-10 MLD snooping D#fstiEHREZ RER

Query (V1)
Query (V2) 123

Query (V1)
Query (V2) 115

233

234

RRIEHE

=R

FREHIIE R

VLAN

VLAN {54

Port

VLAN N D3GR — b

Fx XN T N—TIZHRTDHAE LA
—H Ry MV Z T — ABN TR
L9,
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26 IGMP/MLD snooping

FRIEH =1 S RN
RX {5 MLD 737 v b % FX NI N—TIZFTR L TN DT
TOA—Y Ry h BT =2—RATH
v hLET,
Tx 25 MLD /%7 v Mk F ¥ ZNTN—TIZFR LTV DT
TOA—Y Ry h BT =2—RATH
v hLET,
Query(V1) MLD Version 1 Query X v t&— —
Query(V2) MLD Version 2 Query X v t&— —
Report(V1) MLD Version 1 Report A vt&— —
Report(V2) MLD Version 2 Report A vt&— —
Done Done A v&— -
Error =7 =7y b -
[BIE~DEE]
2L
CFESE]
2L

408



26 IGMP/MLD snooping

clear mld-snooping

MLD snooping DA 27 U7 LET,

[AARK]
clear mld-snooping { all | group [ <vlan id list> ] | statistics
[ <vlan id list> 1} [ -f ]
[AAE—F]

—fr—PE— FBLOEEEHEE— N

(85 A—=4]
all
EffRE s V7T LET,
group
FHLIZMACT RLAER (FV—T71EH) 227 V7 LET,
<vlan id list>
f8E VLANID (U 2 RE) 1ZBIF % MLD snooping f5#H %7 UV 7 LE T,

<vlan id list>DIFETFIEICOWTIE, [T RA—FITHEETEXDE] 2B LTLEEN, =721, =
Da~<2 RTT 74/ k VLAN (VLANID=1) IZHRETE ¥ A,

AT A — BB WO B
4 VLAN |24 % MLD snooping 1&# % 27 U7 LET,
statistics
HEHEwE 7 V7 LET,
-f
VT HERA v E—TR LT VT LET,
ARG A — BB WO B
ERA ve—VEHTILET,

[ER1THI] [RTERBA]
2L
[(BEE~NDFEE

clear mld-snooping all, & 721 clear mld-snooping group % EAT79 % & —RFIZ~ /LT F ¥ A MEER T
20T, A~y FETRICIIEE T O2HLERH D £,

CEEZFHE]

2L
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26 IGMP/MLD snooping

restart snooping

IGMP snooping/MLD snooping 7' & 7' 7 1 % FiEE) L £ 7,

[AHRH]

restart snooping [-f] [core-file]

[AAE—F]
—fm e — Rk OB T —

[INTA—=4]
-f
B A v E— 7 LT, snooping 7R 7 7 AEHEELET,
ENAV S S -1 S SlliE
HBA =V LET,
core-file
FELEIFFIZ snooping 7' 7/ T L DaT 7y A N EH I LET,
KRT A — 2 B OEE
A7 7y ANERHD LER A,
TRTONRT A —ZBEREOENE
HEEMEA v =TI LIz &, snooping 71 7T AEFERLET,

[ZE4TH1]
L

[FRERBA]
L

BE~NDEE]
snooping 7R 7 7 LAEHEEN LT E, vLTFXXY A NN —TEHREFETLHET, vALFFr A ME
FERHHTLET,

CEEEIE]
a7 T ANOKEMNT 4 L7 P BLUOAHRELTIORLET,

¥HT 4 L7 N U . fusr/var/core/

27 7 7 A JV : snoopd.core

B, WHBELEGEICHET 7 A NVNT CIAGFET D &, MEMIC EEETIOT, VERLIET 7
ANEZHLENLDNNY 7T v 7 L TEBWTLIZEN,
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26 IGMP/MLD snooping

dump protocols snooping

IGMP snooping/MLD snooping 7" 1 7" 7 LADFEMA ~ 2 b b L— A ERB LOGIET —7 A iE@E 7 7 A v
~HHLES,

[AARK]

dump protocols snooping
[AAE—F]

—fr—PE— FBLOEEEHEE— N

(NS A—=4]
L

[ZE1TH1]
L

BIE~NDEE]
L

CEEEIE]

KEEOH N7 7 ANDEHRBLOT 4 L7 P ZLTIRLET,
T4 V27 bV : fusr/var/mrp/
BTN T 7 A /L« snoopd_dump.gz
h L — 2487 7 A /L : snoopd_trace

B, WHBELEGEICHEZ 7ANMVNT CIAFET D &, MEMHICEEETI0T, VERLITT 7
ANFEHLLNPLHNAY 7T v L TBNTLEEN,
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27 IPv4 iBiE

$58 IPABT71I—2X

2 7 IPv4 &5

=

412



27 IPv4 &fE

show ip-dual interface

IPv4/IPv6 A > X 7 = — ADIRREEZF /R L E T,

[AHRH]

show ip—dual interface

show ip—dual interface summary

show ip—dual interface up

show ip—dual interface down

show ip—dual interface <interface type> <interface number>

[ABE—F]
e — R kO R AR T —

[N A=4]
summary
A H T 2= ADOREE Y~ ) —FRLET,
up
UPREED A v & 7 = — A& IR LE T,
down
DOWN IREED A v % 7 = — A EEEER LET,
<interface type> <interface number>
Yk V2T 2= ADOFFAMEREFR L ET,
<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AABLOA U F 72— AFGEEETEET, FHMlIE, (NI A—ZIIEETE2ME © TRA
Z 72— ADIETE] 2R LTIIZEN,
® VLAN A HZ T = —2R
o N—T Ny I A LUHTz—R
TARTONRT A — 2 BUHEOB{E
BA I T 2= ADOREEFEMFRLET,

[R1741 1]

BA VBT 2= ADREEY ) —FRLET,
>show ip—-dual interface summary

27-1 A4 VA3 T —AY ) —KRRETH

> show ip—dual interface summary

Date 20XX/12/10 12:00:00 UTC

VLANO002: UP 2001:db8::1:1/64
fe80::200:87ff:fe98:a21c%VLANO002/64

VLANOOO3: UP 192.0.2.64/24

VLANOOO4: UP 2001:db8::1234:1/64

>

TR
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27 IPv4 &fE

Interface name : Status [P-address Subnet-mask
Interface name : Status [Pv6-address Prefix-len

[E176 1 DFRRERA]

= 271 AU T —RYT—RFTOETHAE

FRIEH =1 S ECONAEN
Interface name ABET 2 — R —
Status A H T 2 —ADIRKE UP,/DOWN
IP-address IPv4 7 R L& —
Subnet-mask YTy kv R —
IPv6-address IPv6 7 KL -2 —
Prefix-len TLI7 4w AR -

[R174 2]

o UPREEDA v ¥ 7 = — ABEFEMIFELTLET,

> show ip—-dual interface up

o A UHAT x—ADIRREZFEMIZF R L ET,

> show ip—-dual interface vlan 10

A BT 2= AEETFEIT LB 2 ROBITR L ET,

27-2 A 23 7z —RIEEETHI

>

show ip—-dual interface vlan 10

Date 20XX/12/10 12:00:00 UTC
VLANOO10: flags=1063<UP, BROADCAST, NOTRAILERS, RUNNING, MULTICAST>

1.

mtu 1500

inet 158.214.178.30/25 broadcast 158.214.178.127

inet6 2001:db8::1:1/64

inet6 fe80::60:972e:1d4c%VLANO010/64

Switch01/NIFO1/Port01: UP media 100BASE-TX full (auto) 0012.e22e. 1d4c

Switch01/NIFO1/Port02: UP media ———- 0012. e22f. 1d4f ChGr:5 (=) <————- 1
Time-since—last-status—change: 30, 00:10:00

Last down at: 12/01 11:45:00 <

VLAN: 10 <

Voo T 7Y A— g CEBOBEAICFERLET,

AVET2—AX T OERE, BIRREE, IPIE®RECIIERRCET 2ROy 77— a3
ERETY, BREEFOa 7 4 7 L—2a VERTE, XU RENHEGE L TS0, HRITE
BFLIRNT, [AIRRREER AR 2 TR L ET,

VLAN D412, VLANID 23R LE9,

[E17I 2 DFRRERA]

x® 27-2 FHMRTART (XBXRTEABR)

RRIEHE =R REAR

flags

LA VX T = — ADREER KO, -
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27 IPv4 &fE

FRIEH 2R ECHNAES
WEHH 2 RR

mtu AV H T 2—AD MTU PAYHT72—2DMTU ZERLET,

inet IPv4d 7 R L X —

inet6 IPv6 7 K LA duplicated : 7 FL ANEHE L TWET,
tentative : 7 F L 2O EEHERT T,

broadcast Tua—R¥y A K7 RLA PALUET2—AFATRTa— Ry X Mo L
TR LET,

UP/DOWN A BT 2—ADIRTE UP AT (EFEMET)
DOWN : &M (EIfRFEEJEAET) 6 L USEER T

media Rl EFRFEBNZ SV TIE, show interfaces =~ R 5

20-2 WIFFERIER—E] 22 LTI EEN,

Time-since-last-
status-change

UP/DOWN i BE #8168 FRF [

A VBT == ADRENRERITENL L T D DRk
B, FormRu, ERoR, F0E, B, B
b, 100 H % #8 % 72354 "Over 100 days",

UP/DOWN R HEZE LA TE A -

Last down at

A UBT 2= AL W)

AT 2= ABRRBITT T LIEREL, FoRER
i, AH By, RIEAERE-----

VLAN VLAN ID —
= 273 HHRTHNE [ —HYRy b 2UE2T—RAKRRIERH)
FRIEE =0 RTHE

Switch<switch no.> AL FE S -

NIF<nif no.> NIF %75 -

Port<port no.> N— &= _

media [F R 1 [ i [EHRFERIIZ DV TIE, show interfaces =<2 R

£ 20-2 [EFENIRRA—E] 22RLTEE

AN

XXX XXXKXXXX MAC 7 KL % AVE T 2—ANLIEET Dy NTHEHAT 2

MAC 7 KL A1,
VLAN A > &% 7 = — ADPEIZ, HETX 0 E
TiX, A= N0 TERTHIERHY ET,

ChGr F v ZNTN—TEE, FEMNIT | —
¥ RN T I—FHRBE,
BE~NDFEE]
2L
CEFEFIA]
2L
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27 IPv4 &fE

show ip interface

IPv4d A VX7 = —ADWIEERFE R LET,

[AHRH]

show ip interface

show ip interface summary

show ip interface up

show ip interface down

show ip interface <interface type> <interface number>

[ABE—F]
e — R kO R AR T —

[N A=4]
summary
A H T 2= ADOREE Y~ ) —FRLET,
up
UPREED A v & 7 = — A& IR LE T,
down
DOWN IREED A v % 7 = — A EEEER LET,
<interface type> <interface number>
Yk V2T 2= ADOFFAMEREFR L ET,
<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AABLOA U F 72— AFGEEETEET, FHMlIE, (NI A—ZIIEETE2ME © TRA
Z 72— ADIETE] 2R LTIIZEN,
® VLAN A HZ T = —2R
o N—T Ny I A LUHTz—R
TARTONRT A — 2 BUHEOB{E
BA I T 2= ADOREEFEMFRLET,

[E4741 1]
BA VBT 2= ADREEY ) —FRLET,
>show ip interface summary

27-3 A VAT —AY ) —KRRETH
> show ip interface summary
Date 20XX/12/10 12:00:00 UTC
VLANOO10: UP 158.215.100.1/24
VLAN0020: UP 192.168.0. 60/24
>
FE

Interface name : Status [P-address Subnet-mask
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27

IPv4 @15

[R1761 1 DFRRERA]

R 274 2AUETI—RYT—RFEORTAE

FoRIEH 2Rk ECONLES]
Interface name A BT 2 — R —
Status A BT = — ZDIRKE UP,/DOWN
IP-address IPvd 7 KL A —

Subnet-mask

TRy v R

[E1741 2]

o UPIRHED A L B T = — A5 EEMICERLET,
>show ip interface up

o (LT x—ADREEFMFRLET,
> show ip interface vlan 3

A BT 2= AEETFEIT LB 2 ROBITR LET,

27-4 A 2R T T —RIBEERITH
>show ip interface vlian 3
Date 20XX/12/10 12:00:00 UTC

VLANOOO3: flags=1063<UP, BROADCAST, NOTRAILERS, RUNNING, MULTICAST>

mtu 1500

inet 158.214.178.30/25 broadcast 158.214.178.127
Switch01/NIF00/Port01: UP media 100BASE-TX full (auto) 0012.e22e. 1ddc

Switch01/NIF00/Port02: UP media ——- 0012. e22f. 1d4f ChGr:5 (=) <———— 1
Time-since—last-status—change: 30, 00:10:00

Last down at: 11/10 11:45:00 < 2
VLAN: 3 < 3

1. Vo727 04— g mBHOESICERLET,

2. AV Tx—ARFZ U OERT, FFREE, PERELIIERRICET2ERO=a T 47— a
EHETY, BREET O 7 40 7L —2a VERTIE, 27 RN L T D720, fH#ITE

LT, BIREERERLZF R LES,

3. VLAN 0412, VLANID 2F R LET,

[E17I 2 DFRRERA]

= 27-5 FHHRTIHNE (HBXRREB)
FRIEH =73 ECHNAES
flags Weh L H T x— ADIREER LY, —
T E 2 RR
mtu AV BT z—AD MTU IPAUHT2—ADMTIU ZFRLET,
inet IPv4 7 KL X —
broadcast Tua—R¥xxART KL A PALUET2—AEATRTa— Ry 2 Mo L
TIWZERLET,
UP/DOWN A BT 2 — ADYHE UP : M (EFEMET)
DOWN : M ([E#pRFEEFRA) I L OEEAH
media [EIRRFER] [BIRRFERIC DU Cid, show interfaces ==~ > KD FIR
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27 IPv4 &fE

RRIAHE

=

173

H A <[FI#AER>Z2 S LT EEV,

Time-since-last-
status-change

UP/DOWN {R BE %38 B [

A H T 2 — ZADRENREITE L TH O ORFHE
W, FoRIERU, Meo R, 7013, PR B
Fb, 100 H % # % 7= 456" Over 100 days",

UP/DOWN R REZS (L AT A -,

Last down at

AR T — AR I

AVHE T 2= APRZRICE T U], £
%, AR FRR, RIEAERE-----"

VLAN VLAN ID —
= 27-6 HHRTINE (—YRy b2 T7—XKRRER)
=RIEH Bk RTRAR
Switch<switch no.> | A1 v F& 5 -
NIF<nif no.> NIF &5 -
Port<port no.> e N -
media (Bl (B [EBRFE S Z OV Tik, show interfaces =< > KD
R A<FERRFER>Z SR L T EE 0,
XXXX.XXXX XXXX MAC 7 KL A AV ET 2= ANLKET DTy THEMAT S

MAC 7 KL AT,
VLAN A V& 7 = — ADOEEIT, @ETE RN ERR
T, A=V 0 TERTHZERHY £7,

-
>

ChGr

F ¥ RNV TN—TEKE, FEIMNIT v
LT —TUREE,

[BE~DFE]

2L

CEEZHE]

2L

418



27 IPv4 &fE

show ip arp

ARP fEHZ# R LET,

[AHRH]

show ip arp

show ip arp interface <interface type> <interface number>
show ip arp <ip address>

show ip arp <host>

[AAE—F]
——PE— FBLOEEEHEE— N

(/X5 A—=4]

interface <interface type> <interface number>
<interface type> <interface number>(21%, RIZRT A ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—ALBIOA L E T 2= AR GERETEET, FMIL, INFA—FITIBETEL5E] © TRA
F7 = —ADIESTIE] #ZRLTIEEN,
® VLIANA Z T xz—2RA

<ip address>
IP7 RLAZRELET,

<host>
FAERA A ERELET,

TRTDONT A—ZEIRREOEE
FTRTOA U7 = — ARSI ARP IFRE R R L ETS

[ZE4THI]
27-5 VLAN A4 A2 7z —RIFENIT Y FETHERET
>show ip arp interface vlan 100

Date 20XX/07/14 12:00:00 UTC
Total: 6 entries

[P Address Linklayer Address Netif State Type
192.0.0.1 0012. e240. 0200 VLANO100 PERMANENT arpa
192.0.0.2 0012. e240. 0a01 VLANO100 STALE arpa
192.0.0.3 0012. e240. 0a02 VLANO100 STALE arpa
192.0.1.1 0012. e240. 0a10 VLANO100 PERMANENT arpa
192.0.2.1 0012. e240. 0220 VLANO100 PERMANENT arpa
192.0.2.2 0012. e240. 0a21 VLANO100 REACHABLE arpa
>

27-6 £ ARP BHETRDIT Y FETHREET
>show ip arp
Date 20XX/07/14 12:00:00 UTC
Total: 12 entries
[P Address Linklayer Address Netif State Type
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192.0.0.1 0012. e240. 0200 VLANO100
192.0.0.2 0012. €240. 0a01 VLANO100
192.0.0.3 0012. 240. 0202 VLANO100
192.0.1.1 0012. 240. 0210 VLANO100
192.0.2.1 0012. 240. 0220 VLANO100
192.0.2.2 0012. €240. 0a21 VLANO100
192.0.10.1 0012. €240. 0bO1 VLANO101
192.0.10.2 0012. e240. 0b02 VLANO101
192.0.10.3 0012. €240. 0b03 VLANO101
192.0.20.1 0012. 240. 0c10 VLANO102
192.0.20.2 0012. 240. 0c20 VLANO102
192.0.20.3 0012. 240. 0c20 VLANO102
>

B 277 IP7RLREBEDITY FETHEEEER
>show ip arp 192.0.0.1
Date 20XX/07/14 12:00:00 UTC
IP Address Linklayer Address Netif
192.0.0.1 0012. €240. 0a00 VLANO100
>

27-8 KRR FEMIBEDIT Y FERTHEET
>show ip arp Department-3
Date 20XX/07/14 12:00:00 UTC

[P Address Linklayer Address Netif
192.0.0.3 0012. 240. 0a02 VLANO100
>

[FRERBA]

STALE arpa
STALE arpa
STALE arpa

PERMANENT arpa
PERMANENT arpa
REACHABLE arpa
PERMANENT arpa
STALE arpa
REACHABLE arpa
PREMANENT arpa

STALE arpa
STALE arpa
State Type

PERMANENT arpa

State Type
STALE arpa

show ip arp 2~ > ROFEITHREROELRIERUTKRD LBV TT,

Total: <entry> entries
[P Address Linklayer Address Netif

State Type

<IP Address> <MAC Address> <{interface name> <Entry Type> <Hardware Type>

% 27-7 ARP FEHREFFRAR

#*RIEH EEN A ES TR
Total: <entry> entries = MU ARP F— 7L N U Offi %k
<IP Address> NextHop IP 7 K L X -
<MAC Address> BHzdE o MAC 7 R LA - INCOMPLETE kg
(incomplete) : 7 K L A KfRpk
- FAILED ik7E
(deleting) : =3 kU Hilfxeh
- TLSFDIRRE
2B U R O MAC 7 R LR
<interface name> A BT = — ALLFR —
<Entry Type> T kU fRRE INCOMPLETE : Af##
REACHABLE : Bl 7R A
STALE : BzEM KRR
DELAY : BlEMEMREH
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RRIEHE RTAR KR HIER

PROBE : ZI|:ZEM:HEiR
FAILED : HI&fFH
PERMANENT : 2% 5 ¢ v 7T KV

<Hardware Type> N— R = 7R arpa: A —V Xy h U F T z—2R
[BE~NDEE
2L
[FEEHE]

1. MEBLOVFELESRTA = ML, ROBSICIIRRENET A,
o (LA T—ANNH ENoT-bE, WMEEXZLTHWARWVWES
¢ ARPF v viaTd—TN~RigELI-bE, == VM2 RE LT-EES

2. AREEETARP = hUDHIBREN D &, —HHIZ FAILED IRFED = h Y L LTERENE T,
FAILED fREED = k Ui, KEERREIC L > THEMICHIBRS N E T,
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clear arp-cache

FAF Iy ZICHERS VI ARPIE#REZ 7 VT LET,

[ABRH]

clear arp-cache [interface <interface type> <interface number>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
interface <interface type> <interface number>
<interface type> <interface number>(21%, RIZ/RT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—ALBIOA L E T 2= AR GERETEET, FHML, INIA—FITIBETEL5E] © TRA
F 72— ADIETIE] 2BRLTIIZEN,
® VLIANA »Z T xz—2RA
AKoRT A — 2 B OEE
TRTDA U F T 2= RTREESN TS ARPIEHREZZ U T LET,

[ZE1TH1]
B ED VLAN A X 7 = — AR EINT- ARPE#HEZ 7 V7350 &R~ LET,

B 27-9 ARPIEH®D Y ) 7RITHREE
>show ip arp interface vlan 100

Date 20XX/07/14 12:00:00 UTC

Total: 6 entries

[P Address Linklayer Address Netif State Type
192.0.0.1 0012. e240. 0200 VLANO100 PERMANENT arpa
192.0.0.2 0012. e240. 0a01 VLANO100 STALE arpa
192.0.0.3 0012. e240. 0a02 VLANO100 STALE arpa
192.0.1.1 0012. e240. 0a10 VLANO100 PERMANENT arpa
192.0.2.1 0012. e240. 0220 VLANO100 PERMANENT arpa
192.0.2.2 0012. e240. 0a21 VLANO100 REACHABLE arpa

>clear arp-cache interface vlan 100
Deleted arp entry

>show ip arp interface vlan 100
Date 20XX/07/14 12:00:00 UTC

Total: 3 entries

[P Address Linklayer Address Netif State Type
192.0.0.1 0012. e240. 0200 VLANO100 PERMANENT arpa
192.0.1.1 0012. e240. 0a10 VLANO100 PERMANENT arpa
192.0.2.1 0012. e240. 0a20 VLANO100 PERMANENT arpa

>
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[FEREA]

L

BE~DEE]

ARP = N U NFMER EN D F T, —FNICEBENTET 28580860 £,

CEEZHHE]

1. Ko<y FTHIBREN7 ARP =2 F U —FAYIZ FAILED JREED = > R Y & 720 928, @I
ko THBMICHIRISNET,
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show netstat(netstat)

Xy U= DR - SET e R R LET,

[AB#K]
[show] netstat [numeric] [addressfamily <address family>]
[show] netstat interface
[show] netstat statistics [addressfamily <address family>]
[show] netstat routing-table [numeric] [addressfamily <address family>]

[AAE—F]
——PE— FBLOEEEHEE— N

(/X5 A—=4]

numeric
Ay RT—=27 RLAZKRA R TIERS T RLARET, R—Fah—E 24 TR AR— FES
TERLET, ZONRTA=HZE, EEORRT A —~y PTHEATEET,
KRT A — 2 B OEE

Xy RT—=27 RLA%ZKRART, K= e —bERALTENENRRLET,

addressfamily <address family>
FBELET RLATZ 7 IVIZHOWT, 7 RLRBIfET 7y 7 &2 LAR— R LET,
7 R A7 7 I UIZiT inet, inet6, local, unix &V FF 2, 1INDO/RT A —% L OMAAOEIZL
SC, HETEL7 FLATZ 7 I VIR 7,

AT A — BB WO B
TRTOT RLRAT7 7 IVIZOWTERRLET,

interface

AVET 2 —ADREERTFLET,
statistics

7'm hanL Tl OmEHEREE R LET,

T RLATZ 7 IV EBELRVEGS, IPva BEOREHERI ) S ET,
routing-table

N—T A T T—=TNEERLET,

T RUVATZ7 IV EBELRWES, IPv4 DV—T 4 7T —TVBRFRRINET,
TARTDORT A — 2 KR DENE

TRTOY 7y NOREEZRRLET,
[3=4741]
B 27-10 show netstat statistics D#iaH &R K~
> show netstat
Ip:

7010 total packets received
0 forwarded
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0 incoming packets discarded
7010 incoming packets delivered
5033 requests sent out

Icmp:

4 ICMP messages received

4 input ICMP message failed.

ICMP input histogram:
destination unreachable: 4

0 ICMP messages sent

0 ICMP messages failed

ICMP output histogram:

[cmpMsg:

Tep:

Udp:

InTyped: 4

8 active connections openings
24 passive connection openings
0 failed connection attempts

0 connection resets received
4 connections established

7006 segments received

5265 segments send out

2 segments retransmited

0 bad segments received.

1 resets sent

0 packets received

0 packets to unknown port received

0 packet receive errors
4 packets sent

[FRREREA]

3 27-8 show netstat statistics D#EFHEHRD R TAR

KREE

REAR

Ip

IP OFEFHEH

Ip6

IPv6 DfEFHE H

Icmp

ICMP Dt

Icmp6

ICMPV6 D&% R

IcmpMsg

ICMP 2 vt — Y DREEHE

Tcep

TCP OfiaHEH

Udp

UDP Dttt

Udp6

IPv6 T UDP D

i

[(BEE~NDFEE

L
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CEEZHHE]

L
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ping

ping 2~< 2 Ri, BEMDOIP 7 KL RAEFFOEEBIZH L CHEFRIEETH L0 E I DB HET DDA L
3

[AB#K]

ping <host> [numeric] [summary] [record-route] [direct]
[count <count>] [interval <wait>] [pad-byte <pattern>]
[packetsize <size>] [source <source address>] [ttl <ttl>]
[broadcast]

[ABE—F]
e — R kO R AR T —

(/85 A—=4]
<host>
SASERA A EITIP 7 FLAEEELET,
numeric
FRARDIP T FURAELAFNCEBRLIRNT, ZOFEERFLET,
KRT A —Z B OEE
ICMP =7 —%fZHf, BRARDIPT FLAEARNIEB L CRRLET,
summary
W EME L ET, BlER & & TRROERATIZT R R LET,
AT A — S BRI OEYE
LIEETIATOBEERR LR E7,
record-route
FBERA M E TORERK 508 L9, ECHO REQUEST /¥4 v  HIZ RECORD ROUTE # 7% =
VR, BEAT Y b EORBAN Yy Ty EERLET, P~y ZICEREE 9 ED A RE S L
RN EIWEBRLTLEEN, FELOFRAMIZOF T Y a U EEET 2080 B TET,
AT A — S BRI DEYE
RECORD ROUTE A7 v a v &l LEHA,
direct
BEON—T 4 VT =T NEMERL, BEERSNLTVWD Xy T —2 EORA ML TEEFL
F9, BEBR SN R Y hU—7 BIZERA MBRFEELRVEAIE, =T =N RENET, ZoF
A VIIREERE R0 U F T 2 — R EREH L Tr— A VR A NI ping 2 E(TT AL AICH
WHILET,
ARRT A — 2 B R OENE
WHON—T 4 T T =T NEHEA L TEFLET,
count <count>

<count>THRE L7-MIEIZ T 7y FEEELTERTLET, FBIL7-WEAIE [Cul+C] Z AN LT
<IEEW, FRETE DMEIT 1~2147483647 T,

AKoRT A —Z B OEE
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HERICEFE LET,
interval <wait>
<wait>"CTHIE LTI 37 » hORBRIBE 220 £, f5ETE HEIE 1~214782 TY,
AT h— S B W OB
BRI 1 BT 0 £,
pad-byte <pattern>
EETLy haMl D pad SA FEIBELET, pad S ME16 31 b&2 ERELET, Zhid
Xy NT—27 L CT—2EKEFEORBEEDZWT 5 & IR TT, #lx1L pad-byte ff (X7 XT 1 DEF
Ny bEEKLET, FRETE D L HFEEIT 16 EEHT 1~32 /7T
ARNT h— S B W OB
00~ff TA > 27 U A2 b L7235 pad Z AR L ET,
packetsize <size>
EETL2T7 =20 A MEEFRELET, FRETE HHIT 1~65467 TT,
AKoRT A — 2 B OEE

EETDT—F DA FIT 56 314 b T, THITICMP ~y X5 —X D 8§ /31 h&EbET 64
NA MY F,

source <source address>

<source address> CIEE LT IP 7 KL AZH X7 v hOREFBILET RLAE L THEHALET, fEETE
HIP7 RUVAIFAREBIZREISINLTND IP 7 RLAZTTT,

ARG A — B WERE DB
AIEENENUIZEEILIP 7 RUABREH S ET,
ttl <ttl>
<tl>CHE L7flE P~y XD ttl 7 —/V FICRE LET, &XE AR ffiL 1~255 TT,
AT A — 2B WO B

<host>THIE LTZT RV AR2=F ¥ XA N7 FLATHIT 6475, v VvFXF¥ AT FLATH
X1 BRESNET,
broadcast
<host>CHIE LT RLVANRT B — R¥¥ A7 FLATHLLHEITRELET,
ENAV AP £ I SIll(E
L
FTRTDONRT A —Z B DENE
LSBT ITO@HFRRERD £,

[E17H1]
o F7AN ME GATEMIER, F—59A %5654 b, EEMEID) Txa—F 2 b5,

27-11 T I7# )L MET® ping 27 > FEFTHI

>ping 192.168.0. 1

PING 192.168.0.1 (192.168.0.1) : 56(84) data bytes

64 bytes from 192.168.0.1: icmp_seq=0 tt1=255 time=0.286 ms
64 bytes from 192.168.0.1: icmp_seq=1 tt1=255 time=0.271 ms
64 bytes from 192.168.0.1: icmp_seq=2 tt[=255 time=0.266 ms
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~C

-——— 192.168.0.1 PING statistics —

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 0.266/0.274/0.286 /0. 334ms

>

o RT3 M, T—4H A X120 34 b, EHEME2PTCa—T A 5,

27-12 FRITEIF3E, T—2H 414X 120/84 b+, XHERERE 2 #O ping a7 > FEITH
>ping 192.168.0.1 count 3 packetsize 120 interval 2

(&R REREA]

L

[BIE~NDFE]

L

CEEFIA]

e ping =< REHWILIZWGEEIE [Cul+C] Z AT LTI, 7235, simple /3T A — FHHEREIZH
Wr L7 B E1E, ZFORRTREZIED echoreply (Zxf) Le NEER L] OFRR""EHEIZICERTT D72
W, &R L] OFROEENEETII RN ER”H Y 97,

o Ju— R¥Xx XN RLRESEBIZHE LGS, BEA ve—URNHAEIRETR, a~r FNEFET
EhET,

o T — R¥xy R NT NURESILITIEE LIS, (MTU E—27) A MUALEOY A XDy Mk
fg e,
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traceroute

FAdEARABNETUDP A v —UNilo72b— b (o7 — oA D— kLT — T oA BOSER
M) Z#FRLET,

[AARK]
traceroute <host> [numeric] [direct] [gateway <gateway address>---] [ttl <ttI>] [port <port>]
[probes <Count>] [source <source address>] [waittime <time>] [packetsize<size>]

[AAE—F]
—m— P E— RIS K OSEREEE T R

(NS A—=4]
<host>
T A MRS (IP #1E0E) DA A M ELIIARARNIP T FLAZEELET,
numeric
F—=F T2 ADT RVAZRAREIP T FLATEARLS IP T RVAFEITTERLET,
ARG A — Z B W OB E
BRARNDIPT RURAELARNCEBR L TR RLET,
direct
Ta—TR ey NEEEESN TSRy hT—27 EORZ MIEBEXH LET, BFoLrL—TFT 407
T—TNEFHLERA, TOFA NPESEEGSINTZR Y NU—7 BIZRWEAIZITT T —RKED
I, T T a it REERT-VWA U H T 2 — R Ef o TAA M traceroute & FEITT D55
I TcEET,

RN T h— 2 H WG OB
WHON—T 4 T T =T NVEEMLTEEFLET,
gateway <gateway address>
Y=AN— = by A RELET, RRSMHETT,
RIRT A — 2 B R OB
V—AN— M= b A BRELEE A,
ttl <ttl>

EHIND T —T7 3y FOEK time-to-live G RAF v 7% =&y hLET, FEETX HMEIT2
~255 T1°,

AT A — 2 HUERFOEE
WK 30y IR £,
port <port>

fE42 UDP X7y FOFR—MEBEHBELET, 7u—7/% y hOFR— FEFI<port>D DG E
D, Fa—T7 4y Tl FoWmmLEd,
RXT A — 2 BUERFOEE

A= EBIL33434 12720 T (Tu—T "y bOR— bEFIL 33435 1o MEE D 7)),

probes <Count>
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"ttl" Z & DERR DEE Z <Count>(THRE L £ 7, FRETE ST 1~10 TT,
KNG A —H BRI OB E
FROBHIT 31T F7,
source <source address>

EHENATa—T Ry bOY—AT KL R (EHT57 RLR) LLT, l#0IP7 FLR (K
Z ML TIERL, ETHEELTLLEEY) 2HWET, BEOIP 7 FLRAZESORRA T, Fo—
TRy MDY — A7 RURAERTEELIOICERATEET, BELLIP T FLAR, ZOKRA b
DAVH T z2—ADT RLAD I HO—DTRWES, =7 —RRSMbdHShEtA,

ART A — 2B OENE
AEEPDBINLUZEEILIP 7 FLABREREINET,
waittime <time>
Tu—=T Ry FORER BRI A B THE L E T, FETE 241X 2~86400 T,
AKoRT A — 2 B WG OEE
FEBHIRFEIT 5 T2 0 £7,
packetsize <size>
Ta—=T Ry NOT =B A R A MHEALTIRE LET, 88 TE HH1% 40~32768 T,
AKoRT A — 2 B OEE
TSP A XL 60 S MY FET,
T ARTONRT A —ZHUERFOBE
HE S l-<host>~D/L— & F R LET,
(=471
>traceroute 192.168. 3. 24 numeric
traceroute to 192.168.3.24 (192.168.3.24), 30 hops max, 60 byte packets
1 192.168.2.101 0.612 ms * 0.532 ms
2 192.168.3.24 0.905 ms 0.816 ms 0.807 ms
>
[REREA]

2L

[(BEE~NDFEE

L

CEEZFHE]

2L
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show ip route

IPVvd DNV—T 4 T T—TNEFRLET,

[ABRH]

show ip route

[AAE—F]

— R —PE— FB L OEREEHEET—

(/X5 A—=4]

L

[E17H1]

27-13 I—F 4 I T—TILTRET 2R BRIER

> show ip route

Date 20XX/12/17 12:00:00 UTC

Total: 5
Destination Nexthop Interface Protocol
192.168.0.0/24 192.168.0. 100 VLANOOO1 Connected
192.168.4.0/24 192.168.4.10 VLAN4094 Connected
192.168.5.0/24 192.168.5.10 VLAN3005 Connected
192.168.54.0/24 192.168. 54. 100 VLAN3254 Connected
192.168.55.0/24 192.168. 55. 100 VLAN3255 Connected
[FREREA]
£ 279 L—T 49 T—TLTRET IRBERORTHNE
FRIEH =0 FNFEMIER
Total B EN TV D RE5 —
Destination SRy hU—27 (IP7 FL &) —
Next Hop NextHop IP 7 K LV X —
Interface A VBT 2 — AT VLANXxxx & #& R LET,
XxxX : VLANID
Protocol A= =V” Static : A X T 4 v 7 B
Connected : B G R K
BIE~NDEE]
L
CEESIA]
L

432



27 IPv4 &fE

show tcpdump (tcpdump)

ARIEEICH L CEZEEINDI Xy he®E=XT5a~vr RTT,
Bl 20X, AREESECIZERF SN Ty b0, REBHRONry NeE=2 75708, RIEEE T - A4k
BROLA Y IEHSOBERREZHETEET,

[ABR]

<VF O/ NE=HZY 7>
show tcpdump interface <interface type> <interface number> [{no-resolv | no—domain}] [abs—
seq] [no-time] [{brief | detail | extensive | debug}] [{hex | hex-ascii}] [count <count>]
[snaplen <snhaplen>] [writefile <file name>] [<expression>]

<Ny NE=Z VT T 7 A INVDER>
show tcpdump readfile <file name> [{ no-resolv | no-domain }] [abs-seq] [no-time] [{ brief
| detail | extensive | debug }1 [{ hex | hex-ascii }] [count <count>] [writefile <file
name>] [<expression>]

show tepdump /& tepdump & L CH AT TEET, tepdump & LTANT DA, LFONRT A—FT
ADLET,
tepdump -i <interface type> <interface number> [{-n | -N}1 [-S] [-t] [-a] [-vIvivll] [{-x | -
X}1 [-c¢ <count>] [-s <snaplen>] [-w <file name>] [<expression>]
topdump -r <file name> [{-n | -N}1 [-S] [-t] [-al [-vIvIvl1] [{-x | -X}1 [-c <count>] [-w <file
name>] [<expression>]

[ABE—F]
— e I L O R R —

[N A—=%]
interface <interface type> <interface number> (-1 <interface type> <interface number>)
F8E SN 7= interface <interface type> <interface number>DA 4 7 = — A% E =% LET,

<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AR T N—T1ZxET DA ¥ 7 =
—AABLIOA P 72— AFHERETEET, FMIE, T A—FIHBETE LM © (WA~
Z 72— ADIRETE] 2R LTIIZEN,

® VLAN A Z T x—2RA

o N—T Ny A KT —RA
readfile <file name> (-r <file name>)

sy RN (writefile 473 a » CERR L72) <file name>7> & Gt A A A E T,
{no-resolv | no-domain}

no-resolv (-n)

7 RUA (BAFT FLA, K= EERY) 2ARNCEHRLEEA,
no-domain (-N)

RAND AL A EFERLUER A, HlZIE, serverexample.com & FT 518V I server & &
i_\‘ Lijﬁo

AKoRT A —Z B OEE
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T RUVA (FRART RUVA, F—FEERE) 2AANIEBLET, £/, FANT FLAEFKR
AL FETRRILET,

abs-seq (-S)
TCP ¥ —77 A/ S HHMETIER <, EMETRTLET,
AT A —H B RERF OB
TCP ¥ —  AF S TR L E T,
no-time (-t)
B TITICHERIE A RN L EE A,
ARINT A —Z BRI DOFE
HH o TITICREHERER T LET,
{brief | detail | extensive | debug}
brief (-q)

TCP R UDP 72 &FD 7' v f aVFROFXRE —HER LT, BFLVEHERERCLET, LAY
28 (T RLVAZ73V) RRINERA,

detail (-v)
HWE LD UFEMICERLET,
Bl Z4X, TP 3% v MZHIT D time to live, identification, total length <° options D F M & Fr L £

T, IHITIP R ICMP ~ v & D checksum Z iR T 5 L 5 737 v FOFEEET = v 7 HiBINS
nE9,

extensive (-vv)
detail £V I HICFEMICERRLET,
B 21X, NFSISENRT Yy FOMINT 4 =N RRERSNET,
debug (-vvv)
RbLFMICRRLET,
Bl ZIE, telnet 7’0 ha VDOV TH T a b EREINET,
AT A —H U OBE
MRRTEIITFENRTEZ LT, BERTE LET,
{hex | hex-ascii}
hex (-x)
Vo7 v AXERNT, £y M 16 ECRRLET,
hex-ascii (-X)
16 fEF RSN D & X1Z, ASCH XFELERLET,
AT A — S B RERFOENE
16 #HEREB LN ASCH LFEOFERE LIRNT, K4 0 TITOMNHERTZT 2R R LET,
count <count> (-c <count>)
<count>HD /0w N EZAZF LIZBITK T LET, HETE HHEIT 1~2147483647 T,
AT A —H MR DO EE
[Cul+C] THRTLET,

snaplen <snaplen> (-s <snaplen>)
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<snaplen>/3A hEE 7y MLRYVH L THF U 7RRLET, HHETEDMHEIZ0B LU 4~65535 T
T ZOfEIE, e b aLOERPELNLLER/NRE LT EEN, RBAEETIE, 7y b

DLAY 23T, 7T RLAT 7 IV EEFAIZ 434 O Null/Loopback ~» & & L TH > TWETD
T, <snaplen>% 4 DL EIZEREL T Z &V,

<snaplen>HlfR TH AUV T HNTZ 7 MEH IR | <proto>]"TER TR ENFE T (<proto>(F]
DIETOELT LTRSS 278 b 2L OARTTY),

<snaplen>% 01292 &, "7y MREKEE O DITKLERRE X (65535) MMEbvET,
AT A —H B WERF OB
BTy BB 96 S FEMY L TH v FRRLET,
writefile <file name> (-w <file name>)
Ry NENT, FrT AR VIZE=H LR % <file name>ZEX H L E T,
Z O<file name>l%, & & T readfile <file name>4~7 v 2 V &HH L TERTE ET,
AT A —Z U OEE
KB T OATRER AWK R LET,
<expression>

RT3y hORIEE SR L £9, <expression>% FHE L7254 1%, <expression>73"true" (H)
LBy NG EE=ZLET,

REEBNREDONT y FEZfE - HMELTND L XL, ARTA—FEFELT, LB RATy NE
JEE=495L5IC LTSN,

<expression>DFEEFIZ LTI R LE T,

<expression>(%, —ODIEAREHENY, EAEFEZ " HOULMAGDEbOZHRELET,
FEAREFIL, <protocol> <direction> <type> <identification> 4 FEEH DA A HE THEL SN E T,

HARTHRIL, <identification>|Z<type>Z HiiE L7=H DR, & HITF LB IZ<direction>, <protocol>,
<protocol> <direction> DIES T- % FJ& L 72K S RIE L7 b D TY,

UTICHEARERDO NS — R LET,
FARBERD T —
<type> <identification>
<direction> <type> <identification>
<protocol> <type> <identification>
<protocol> <direction> <type> <identification>
<identification>
7 RLARR— FEBEREOAMEIIETEZRLET,
1 : 10.10.10.10, serverA, 23, telnet
<type>

Z O T-II<identification>3 x5 & 5 b DOFEEH AR LE T, FIH TE H<type>iE, host,
net, port T3,

5] : host serverA, net 192.168, port 22

IEOERT & ORBAREDET, <typeEffiT2E M L7eHAE1EL, host BFERINTNDHD &
B LET,

5] - src serverA X src host serverA % EMW L 7,

<direction>
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Z DIERfiF1X, <identification>2>5, FE 7z ld<identification>~, & AW IX HFDOBEH M E2EE L
i jﬂo

FIFC& 2 md sre, dst, srcordst, srcand dst T,
f5i] - src serverA, dst net fe80::/64, src or dst port telnet
<direction>f&Afi 7- M E SN2 WA T srcor dst BRI NLNTWDEED LB LET,
15 - port telnet 1%, src or dst port telnet % FEBE L E 5,
<protocol>
ZOEHFIE, FFEDOT B b VITHIRT DG EICREE L E T,
FIHTAREZ2 7 2 b 22U, ip, ip6, tcp, udp T,
{51l : ip6 src fec0::1, ip net 192.168, tcp port 23
<protocol>ERfi T NFEE SR WIEETE, <type>& FJE LRV
TARTOT R FarPEESNTNDLEDERRLET,
{51l : port 53 I tep port 53 or udp port 53 ZEIE L 9,
AT DB
dst host <host>
/N7y D IPVA/IPVG 58 5E D <host>T b 5 & S H,
src host <host>
/37w b O IPV4/IPYV6 IE{E LD <host>Tdh % & & 5,
host <host>
73y D IPVA/IPY6 5145 E T2 3R 1R T A <host>Tdh % & T E,

EFED4 host 73T R OB ip, ip6 DEBLLNEE L, IPv4/IPv6 2IRETHZ L L TEE
7

1 : ip host <host>
{5l : ip6 src host <host>
dst net <network>/<length>

N RO IPVA/IPV6 58557 KL ADS, F57E L 7o<length>E > b netmask D<network>% v k7 —7
WCEFENTND L EITH,

src net <network>/<length>
Ny B IPVAIPYE IE(E IR T R L AN, F87E L7-<length>E >~ b netmask D<network>x > k¥ —
JIZHEENTND L EITH,

net <network>/<length>

2y B D IPVA/IPYVE SE5ET R L AN, $5E L7-<length>t > b netmask D<network>% v kU —7
WWEERTWD L EITH,

dst port <port>
2347w RN ipltep 2> ip/udp 7 ipv6/tep 2> ipv6iudp TdH HHA T, 5iEDR— FFE S Di<port>Th %
L EICE,

src port <port>

X7 RIS ipltep D> ip/udp 2> ipv6/tep 2> ipvb/udp TH DA T, HIEITLDOR— hE S M<port>TH
5 EXITHE,

port <port>
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X7 RN ipltep A ip/udp 2> ipv6/tep 7> ipvb/udp TH D HAET, X7 v b OSELENIE(ETT port ¥
<port>Td 5 & X,

RO K <port>E 45 E T 5 LM OBIZ, tep, udp DELLMNERS L, tepudp ZRETHZEH T
XET,

{5l = tep src port <port>
ZTOIFEMNT, FEAREFE L LT, <identification>72 FAEELRWVKRDOL IR DL H Y 7,
ip proto <protocol number>
X7 R I3<protocol number>F B DT 1 kLD IPv4 Ny NTHD EEHE,
2L, TR Ransy IRF oA LTWAEEITEILEE A,
ip6 proto <protocol number>
2347k hi<protocol number>FH DT kA /LD IPv6 Xy N THD L EHE,
72720, Tabhat s~y ZRBNF oA LT DLHGEITELERA,
ip multicast
Ny RIIPVA VLT XX A M ThH D L EH,
ip6 multicast
Ny RIVIPVE v LT XX A M Th D L EH,
ip, ip6, arp (ENZEIEE)
23y MY ip, ip6 £icidarp THD L EH,
tep, udp, icmp, icmp6 (ENDZEIEE)
Ny RS tep, udp, icmp E72IE icmpb TH D L EEH,
722l T bharasy FRF oA LT D5EEITEIL 8 A,
ip protochain <protocol number>
ip proto <protocol number> & [FlEE TF 23, B hal~y X OF A L ZBHLET,
ip6 protochain <protocol number>
ip6 proto <protocol number> & [FIEETT A, 7’0 b~y XDOF oA U HBIFLET,
EARBEROMA G DOE
BT 7 4 V2 Y, HEAREFE % and, or, not THAGHOE TRELLET,
Fo, FUERXEE L5681, L () THATIZEZ N,

15| - host serverl and not ( port ssh or port http )

host serverl "C»> port ssh F 721X port http T2\ H D & 720 F97,
7B, PURNZREMFITERT 52 L TEET,
f5i] - tcp dst port ftp or ssh or domain (%
tep dst port ftp or tcp dst port ssh or tcp dst port domain & [7] UE M TY,

<expression>+5 &l

host serverA

serverA L DEE/NNTy NEE=F LET,
tep port telnet

telnet DT> hEE=F LET,

not tcp port ssh
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SSHIEELIAND ATy FaE=42 LET,
host serverA and tcp port bgp

serverA & O BGP4/BGP4+i#f5 (IPv4 & IPv6) /X7y FEE=Z LET,
ip6 and host serverA and tcp port bgp

serverA & O BGP4+i#fE (IPv6) 7y haE=4 L% T,
ip and not net 192.168.1/24

Ty bU—2 192.168.124 500 « FETLE LRV IPVA Ty haE=HF LET,
udp port 520 or 521

RIP/RIPng @15 (IPv4/IPv6) /X7 v hEE=F LT,
ip6 proto 89

OSPEV3 iifs (IPv6) /N7 v haE=4 LE£7,
KRT A — 2 B OEE

ZEANT Yy FEBEH LN TTRTONRTy bEX T LET,

(=170 1]
IPv4 Xy NEE=X LTehE

27-14 IPv4 Ny b EEZ=Z LI5S
# show tcpdump interface vlan 10
Date 20XX/01/20 18:36:00 UTC
topdump: listening on VLANOO10
18:36:54. 220039 IP hostA. example. com > hostB. example. com:
1 2 3
ICMP echo request, id 55146, seq 43, length 64
4

~C
1 packets received by filter <5
0 packets dropped by kernel <{—6

[E174 1 DFRRERA]

%= 27-10 IPv4 /5y FEZEZRTHE

RIEAR B

EA DAL T

Nry baedx IF vy Licd A LAZ TRFRENET (no-time fiEERHITIFIR S
WEHEA)

“a han

7u kang ko bR (nullfloopback -~ ZEF 4 34 MEERS) BERENET
(brief FEEFRFIIR R INETA)

IP7 RLAXT

FETLT RLARLEGEET RLRAORT RERINET,

A== =%

ICMP R TCP 22 &30y MG LT @7 e ha v RERINET,

= AR

G LIc "y NSRRI NET,

2 Al

T = fE

B ZIE LTy MERFERESNET,

[R174 2]

ARP Ry =X LTIEHA
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K 27-15 ARP /vy +ZE=Z LI5S

# sh
Date
tepd
16:0
16:0

ow tcpdump interface vlian 10

20XX/01/20 16:07:00 UTC

ump: listening on VLANOO10

7:29.683632 ARP: Request who—has 100.100.100.1 tell 100.100.100.2, length 46

“C
2 pa
0 pa

7:29. 683758 ARP: Reply 100.100.100.1 is—at 0:12:e2:98:dc:1 (oui Unknown), length 28
1 2 3

ckets received by filter <—4

ckets dropped by kernel <--5

[R176] 2 DFRRERA]

=& 27-11 ARP X\ vy FEZARTHE

ECONAES HiLl
1. XA LARE T WNry heXy 7Ty LInH A AKX TRFEREINET (no-time FEERHTIFR RS
ﬂi"d‘/\/) o
2. Fuhan arp &£3%7 > ME (null/loopback ~ > #3584 /31 NEBR<) BRRSNET (brief f5
ERIRREINERTA)
KA VA == =Y % ARP 7'u N a VNENRRRINET,
4. T=HHE ZE LTy MR ERENET,
5. B=X#EF B ZIE LTy MEmRFREINET,
BE~NDEE]
L
GEESEIE]

ARa<wr FTE, AREERT - REBROY 7 by TRy hEE=XTEET,

AMEESE T « REBERETIZ Wy NIE=F TEERA, B, AREESE T - AREBEFH 7 > b
Th, ZANZ YV TENTZ ATy b2, V7 My =THUEINRV Sy b (BHELA Y287y
FRE) ITE=FTEEREA,

RKavw  RTE=FTELDIE, Xy hOLVA ¥ 3HSNPO L0 £, ethernet ~»y X7 ED LA
Y2EAITETE=F TEERA, LAY 2EOE, FHE SN vian <vlan id>DOFERNZ L 5T, 7 —F
> %A 7 loopback D~ FIZEBBLINET,

loopback ~ v Z¥r DIEWIZIX, 7 FLV AT 7 I VU (ip/lipb/arp) NFERSNET,

loopback ~ v Z &ld 4 /SA b TY, <snaplen>fXE % 4 /31 b LW/ LA, [l F£rSh
e

no-resolv /X7 XA —Z Z4GE LR WS, a7 4 7 L—3 3 @ dns-resolver X EICRIER H D &, E
= AR DFRITIERI AN 237000 F 5,

N7 4w I EBEDEZNEXE, E=XLENT Ny FERYD ZIETIERH T (K THRIC
packets dropped by kernel 23 7 > b ERRINET ), EDEFEIL, <expression>FEE X 1TV, MER/T
v M ZE=2F 5L LTSN,
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show ip-dual interface

27 1Pv4i@{g] [show ip-dual interface] ZZM L T Z &Y,
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show ipv6 interface

IPV6 A VX 7 = —ADIREEF R LET,

[AHRH]

show ipv6 interface

show ipv6 interface summary

show ipv6 interface up

show ipv6 interface down

show ipv6 interface <interface type> <interface number>

[ABE—F]
e — R kO R AR T —

[N A=4]
summary
A H T 2= ADOREE Y~ ) —FRLET,
up
UPREED A v & 7 = — A& IR LE T,
down
DOWN IREED A v % 7 = — A EEEER LET,
<interface type> <interface number>
Yk V2T 2= ADOFFAMEREFR L ET,
<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AT N—T1ZxET DA ¥ 7 =

—ALBIOA F T 2 — ARG ERETEET, ML, (X A—FIZHEETXZSE © TRAL
27 2 —ADEEFE] SR LTI,

e VLANA V&7 x—2A

o N—T Ny A HT—RA
FTARTO/NT A —Z B OB

BA BT 2= ADREBEFEMFT R LET,

[E4741 1]
BA VBT 2= ADREEY ) —FRLET,
>show ipv6 interface summary

28-1 A4 VA2 —AY ) —KRRETH
> show ipv6 interface summary
Date 20XX/12/10 12:00:00 UTC
VLANOO10: UP 2001:db8::1:1/64
fe80::200:87ff:fe98:a21c%VLANOO10/64
>
FE

Interface name: Status IPv6-address prefix-len

442



28

IPv6 &{E

[R1761 1 DFRRERA]

=R 281 &ALV ETI—RYT—RFEORTAE

RRIEE

=0k

KRTHAR

Interface name

A BT 2 — AL

Status

A BTz —ADIRKE

UP,”DOWN

IPv6-address

IPv6 7 F LA

Prefix-len

AR ES

[E1741 2]
o UPIRHED A L B T = — A5 EEMICERLET,
>show ipv6 interface up
o (LT x—ADREEFMFRLET,
> show ipv6 interface vlan 10
AUH T 2—AFETET LB ERISRLET,
X 282 4 %7 x—RIBEETH

>show ipv6 interface vlian 10
Date 20XX/12/10 12:00:00 UTC

VLANOO10: flags=1063<UP, BROADCAST, NOTRAILERS, RUNNING, MULTICAST>

mtu 1500
inet6 2001:db8::1:1/64
inet6 fe80::60:972e:1d4c%VLANO010/64

Switch01/NIFO0/Port01: UP media 100BASE-TX full (auto) 0012.e22e. 1d4c

Switch01/NIF00/Port02: UP media
Time-since—last-status—change: 30, 00:10:00

0012. 22f. 1d4f ChGr:5 (=) <———= 1

Last down at: 11/10 11:45:00 <

VLAN: 10 <

1. Vo727 04— g mBHOESICERLET,

2. AVHFT2—AXUOERE, ERREE, IPEREIIERICETIEROa 74 S L—v g v
ERCTT, BREEFOa 7 4 7 L—2a VERTE, XU RENHEGE L T D720, HRITE

LN T, ERREERERLEZFRLET,
3. VLAN #4112, VLANID #F xR LET,
[E174] 2 DERREHA]
AEMETRONEREZRITRLET,

= 28-2 FHHRTIHNE (HBAXRREB)

F*RIEH 2R ECHNAES
flags WA L H T 2 —ADREB LU, —

WEHHE 2 RR
mtu AVH T 2—AD MTU IPALHT72—ADMTU ZFERLET,
inet6 IPv6 7 N L& duplicated : 7 RV ANEH L TWET,
tentative : 7 K L 2 D EEMERT T,

broadcast Tua—RX¥y A L7 RLA IPALUHT2—REATNTa— ¥y X MO
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FRIEH =0 eGP
LEITRRLET,
UP/DOWN A BT = —ADYEE UP : MY CEWEMEH)

DOWN : EAH (FI#HpEERAT) BLOIEEM
l:p

media

[ A 51

BRI OWTIE, 120 £ —F %y b D
show interfaces =t~ > N D FERIE H <[EIHRFER> %
ZHLTLIZEN,

Time-since-last-status-
change

UP/DOWN i BE #8168 IR [

A BT 2 — ZADORENEAAITEL LT b Of%
W, FRERUT, EESR, Fo0E, AL
B2y Fb, 100 H % % 72854 Over 100 days",
UP/DOWN IRHEEZ AL A S A IR ----- "

Last down at

A UBT 2= AL W)

A BT 2= ANKIBICE T LT, FoRIE
XX, A B BRoofd, RBEAER"-----",

VLAN

VLAN ID

& 28-3 FHMRTHNE (1—HRy b V82T —AKRTER)

FRIEE 2k RTAR

Switch<switch no.> AL v FHKS -

NIF<nif no.> NIF &5 —

Port<port no.> N— N -

media [RIHRRATR 1, [ BIRFERNC SV TIE, 120 A —% X%y b @
show interfaces =~ > KD F/RIE B <[AHRFER]> %
ZRLTL &,

XXX XXXKXXXX MAC 7 KL % AVE T 2—ANMBEET Ly FTHEHT 2

MAC 7 KL AT,
VLAN A &% 7 = —ZADPEIT, 83 Tx R0
BT, A=V 0 TERTDHIENDHD £9,

ChGr Fry XN T N—TEKE, FEMNIT | —
X T —TIRTE,
BE~NDFEE]
2L
CEFEFIA]
2L
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show ipv6 neighbors

NDP 1A F R LET,

[ABRH]

show ipv6 neighbors [interface <interface type> <interface number>]

[AAE—F]

— R —PE— FB L OEREEHEET—

(/X5 A—=4]

interface <interface type> <interface number>

<interface type> <interface number>(21%, RIZ/RT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AABLOA I T 2= AB SR ETEET,

BT 2 —ADIEEFE] #5R LT EEN,

o VLANA LR T = —2A
ARG A — H B OEE
TRTCOA U H T 2 — ARSI NT- NDP A £ R LET,

[E17H1]

PRI, [T A—XIZHRETZ 5 © TRA >

28-3 VLAN A/ A Jx—RIFENIT Y FETHERET
>show ipv6 neighbors interface vlian 100
Date 20XX/12/14 12:00:00 UTC

Total: 4 entries

Neighbor

2001:db8:100:10:1dff:fe22:1298

Linklayer Address Netif
0012. €222. £298

2001:db8:100:10:2a0:c9ff:febb:8e1b 0012. e26b. 8elb
fe80::260:1dff:fe22:T298%VLANO100 0012. e222. 298
fe80::2a0:c9ff:febb:8e1b%VLANO100 0012. e26b. 8elb

>

[&REREA]

R 284 A28 T —RERRT

State Flags
VLANO100 PERMANENT S
VLANO100 REACHABLE R
VLANO100 PERMANENT S
VLANO100 REACHABLE R

RRIEE

REAR

IR

=R

Total: <entry> entries

= MUK

NDP F—7 x> kU Off %k

Neighbor

Next Hop IP 7 K L 2

Linklayer Address

RS O MAC 7 R LA

State 2% INCOMPLETE D354 1% (incomplete) & 71,
FAILED D #& 13 (deleting)£R1272 0 £,

Netif A BT x— AT HIEEDA v F T = — A4 FF
State INCOMPLETE NDP kg
REACHABLE INCOMPLETE : incompele YK #E
STALE REACHABLE : reachable k&
DELAY STALE : stale JkfE
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FRIEH FRAR
AR =113
PROBE DELAY : delay :k#&
FAILED PROBE : probe JRAE
PERMANENT FAILED : Mt
UNKNOWN PERMANENT : 2 &5 4 w7 Y
UNKNOWN : B 7R HE
Flags R, S > Y OEHR
R : Router
S : Static
LBE~DEE]
2L
CEEEIE]
L
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clear ipv6 neighbors

XA Iy NDPIEHREI VT LET,

[ABRH]

clear ipv6 neighbors [interface <interface type> <interface number>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
interface <interface type> <interface number>
<interface type> <interface number>(21%, RIZ/RT A > ¥ 7 = — AT N—T1ZxET DA ¥ 7 =
—AAHBLOA F T 2= AFFERETEET, FMIE, AT A-FIIBETEHME] © [BA
F 72— ADIETIE] 2BRLTIIZEN,
® VLIANA »Z T xz—2RA
AKoRT A — 2 B OEE
TRTDA U F T 2= RTREESN TN D NDP EHRZ 7 V7 LET,

[E17H1]

28-4 NDP {EH®D Y ) 7RITHREE (FHED VLAN 1 >4 7 2 —Z 0 NDP F#RAIRR)
> show ipv6 neighbors interface vlan 100

Date 20XX/12/14 12:00:00 UTC

Total: 4 entries

Neighbor Linklayer Address Netif State Flags
2001:db8:100:10:1dff:fe22:1298 0012. e222. £298 VLANO100 PERMANENT S
2001:db8:100:10:2a0:c9ff:febb:8e1b 0012. e26b. 8elb VLANO100 REACHABLE R
fe80::260:1dff:fe22:F298%VLANO100 0012. e222. f298 VLANO100 PERMANENT S
fe80::2a0:c9ff:febb:8e1b%VLANO100 0012. e26b. 8elb VLANO100 REACHABLE R

>

> clear ipv6 neighbors interface vlan 100

> show ipv6 neighbors interface vlian 100

> show ipv6 neighbors interface vlian 100

Date 20XX/12/14 12:02:00 UTC

Total: 2 entries

Neighbor Linklayer Address Netif State Flags
2001:db8:100:10:1dff:fe22:1298 0012. e222. £298 VLANO100 PERMANENT S
fe80::260:1dff:fe22:298%VLANO100 0012. e222. f298 VLANO100 PERMANENT S

>

(& REREA]

2L

[(BEE~NDFE

NDP = MU SRR SN D £ T, —IMICEEA TR 2560350 £4,
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CEEZHHE]

L
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show netstat(netstat)

27 1Pv4 @S] lshow netstat(netstat)] S L T 7Z& W,
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ping ipv6

ping ipv6 =~ FiX, HHID IPv6 7 R L A& Fpo3EE 2%t L CBIEFRETH 50 E I D EHIET 5721
AL ET, Ka< FidIPve M TY,

[AB#K]
ping ipv6 <host> [numeric] [summary] [count <count>]
[interval <wait>] [pad-byte <pattern>]
[interface <interface type> <interface number>]
[source <source address>] [packetsize <size>]
[hoplimit <hops>]

[AAE—F]
—m— P E— RIS K OSEEREEE T R

[T A—=4]
<host>

FAERA RN, IPv6 7 RL A, FHIFA 2 T2 — A4 IPv6 7T L X (U Zua—hLT KL
AT BRELET,

numeric

BARDIPVE 7 RLURAZARNCEH LNV TEDEFEFRLET, KRR FEEA R A MOBRESH
TWAEA, RTIRICZOREL ZFR T LE T,

AT A — LU O EE
RARDIPVE 7 R LA ZLHNCAEBM L TRRLET,
summary
HIA 2 mH U3, BHsGIE &3 TRFDERITIZT RN L E T,
AT A — L B MR O ENE
LRETUATOBERT LR 7,
count <count>

<count>THEE L7cEZF 7w FEFEFEL TR T LET, P L72WIEEIE [Cul+C] Z# AL T
<IE&EW, FEETE DIEIT 1~2147483647 T,

ART A — LB OEE
HERICEE LE T,
interval <wait>
<wait>"CHIE L72BEIZT 7 v FORERRA 22T £, $8E TE 2MHIE 1~2147482 T,
RNT A — BRI OB E
EEMRIT 1 IS0 9,
pad-byte <pattern>

EETLZ Ny b D pad XA FEBELE T, pad XA ME16 34 FEERELET, T
Fv NI =27 ECT—XIRFOMBEEZKT 5 & ZIZHEZTT, BZ1E pad-byte ff 19T 1 DE[EF
Ny NEARLET, IBETE HE L FHIE 16 T 1~32H#1T7,

AKoRT A —Z B OEE
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00~ff TA 27 VA NLARND pad AR L ET,
interface <interface type> <interface number>
<host>THEE L7250 SE IPv6 7 RL AR IAF X ¥ A RT RLAEFY 7 v—=0LT KLADEE
X, HETA Y T 2= RERELET,
<host>CHEE L72SEE IPVv6 7 RL AN =F v XA N7 KL ADEETE, <interface type> <interface
number> CHRE INTeA VX T 2 — AT V7 4 TREERFEL T BHEETZT Ty FEFELE
B

<interface type> <interface number>|Z1%, RITRT A ¥ 7 = — AR T NV —T TGS 214 2 7 =
—AHBIOA T 2= AFHEBETETET, ML, AT A-FIIBETE LM © (WA~
ST = —ADIREFE] 2B RLTIIZEN,

® VLAN AV F T x—XA
o N—T Ny A LHT—RA
ART A — 2 HMERF OB
AEEERBRIRUTA X T2 — ARy FEEEFELET,
source <source address>

<source address> CiE L7Z IPv6 7 RV A& )7y hOEETXT RLALE L THERALET, FEET
EDIPV6 7 FLRIFIAREBICREINTWD IPv6 7 KL RTZIF T,

AT A — B2 EWERFOEE
ALEBNBRIN L 722G IPve 7 KL ARER I ET,
packetsize <size>
EIETDHT =2 O MEERELE T, HHETE DEIL 1~65527 T,
ARG A — 2B WERE DB
BEET DT —F DA M UL 56 A MTRY T,
ZHUE, ICMPV6 ~y X7 —Z D 8 NA hEHFDOET 64 31 TRV ET,
hoplimit <hops>
<hops>THaE L 72l % IPV6 ~ X D hops 7 4 —/V RIZHEL ET, HEFMHEREIX 1~255 TT,
ARG A — BB WO B
64 VRESNET,
FTRTDRT A —FBWEREOEE
LISETIITOBERT LR T,

[=1741]
o FT4NME GATEMIER, F—59A X5651 k, #EMK1H) Tza—F 2 FLET,

28-5 T IA+IL MMETO ping ipv6 < > FEITHEER

> ping ipv6 2001:db8::10

PING 2001:db8::10 (2001:db8::10) 56 data bytes

64 bytes from 2001:db8::10: icmp_seq=1 ttl=64 time=0.468 ms

64 bytes from 2001:db8::10: icmp_seq=2 ttl=64 time=0.45 ms

64 bytes from 2001:db8::10: icmp_seq=3 ttl=64 time=0.301 ms

“C

——— 2001:db8::10 ping statistics ——

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
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rtt min/avg/max/mdev = 0.301/0. 406/0. 468/0. 334 ms
>

o FATMEIE3 M, T—HF YA X12031 b, FEMB2HTCza—T 2 MLET,

X 28-6 HfTEIZK3ME, FT—2H4X120/54 b+, E{ERIRE 2 #® ping ipv6 37 > KETH
>ping ipv6 2001:db8::10 count 3 packetsize 120 interval 2

[BE~NDFE

L

EEZEIE]

® pingipv6 =< REHE LI2WEGAIE [Crl+C] 2 A LT ZE0,

® IPV6 X IPv4 LB, EEA VX T2 —RTHEINTWVWDT RLABMERT RUA LR BRWEGE
N £,
ping ipv6 =1~ > RIZ K 2 BEERZ T 5541, hmT RLAICEDT R L AR STV 5 D HER
L, BmncEiTnE source X7 A —FZfHH L THEBDA U F 72— RATRESINTNBIEND
IPv6 7 FLRAZE L THEMR L T ZEW,

o [IEE L EBE L TV D IPV6 7 R L ASEIC pingipv6 2~ REFE(TLEEA, TDIPv6 7 KL A LITR
RHIPV6 7 RLUAMBIGEA v E—URIRDLZ EBH Y £7,
F72, YHLERVEBDA L Z T 2—ADIPv6 7 FL ASEIZFEIT LTIZEE D, RYOERMIE TRz
HIPv6 7 RLAMBINEA v E—UNIRHEZENHY 97,
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traceroute ipv6

SEHEHRA RETUDPS A vE—URi@E-72— b G- — b7 A DL—EHF— D oA BDIGE
KEfH]) 2R LET, Ra~<y RiLIPve HHTT,

[AB#K]
traceroute ipv6 <host> [numeric] [direct]
[hoplimit <hops>] [port <port>]

[probes <nqueries>] [source <source address>]
[waittime <time>] [packetsize <size>]

[ABE—F]
e — R kO R AR T —

[T A—4]
<host>

T A bRt (IP %3%E) DR A M, RARMIPV6 T RLU A, 72134 v % 7 = — AL & IPv6
TR (Voza—hA7 RLARET) 2EELET,

numeric
F—=h 7z A DT RV A%, RAMETIEMRLS IPv6 7 RLATERRLET,
RoXT A —ZBUERFOEE
BRARNDIPV6 7 R AZARNIEHR L TERRLET,
direct
Fu—T Ry FEREREENTWAS Xy hU—27 EORA MIE#Z#EHLET, BEOL—T 4 7
T NEFEHALERA, KA TV aid, REERZ2VA LV E T2 — R %o THEA M
traceroute ipv6 & FATT DIGAITHEH TE £ 7,

ARG A — BB WO B
BEON—T 4 I T =TV EFALTEELET,
hoplimit <hops>
EHEIND T e —T Ry NORRKAy THEEy FLET, HETE 2MEIX 1~255 TI,
AT A — S B RERFOENE
RBAR30K Y 7220 E£T,
port <port>

532 UDP6 /X7 v hOAR— FEBERELE T, IHETE DT 1~65535 T, Tu—7 /vy
DR — FFEFII<port>HEEE Y, Tu—T 7y FZEIZ 1 TOWEMLET,

RNT A — BRI OB E
R— M EBIL 33434 12720 £7,
probes <nqueries>
Ty 7T OBREOE R <nqueries> I ZHEE LT, HEETE HMEIZ 1~10 T,
RNT A —Z BRI OB E
RROERIT 3 BN/ Y £,

source <source address>
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EHENE T —T Ry hOY =27 RLA (EHTEHT7 LX) L LT, 5D IPv6 7 FL*
(RA R TIEARL, BFETHELTLLEZSY) 2H0nET, B DO IPv6 7 KL A& DK A T,
Ta—TRXry MDY — AT RV ARG TEET, FBELZIPV6 7 R L AR,
BKIRATNDA BT 2—ADT RLAD I HED—2TRWVES, =7 —MRENMEHINEHE
/\/o
RoXT A — 2 EBMEREOEE
ARLEBEDRIN U2 EE T IPve 7 FLANMEA SN £,
waittime <time>
=7y FOISERF DR A B TIHRE LET, B8 TE 2MEI% 2~2147483647 T,
ARRT A — L B OENME
FFHRFEIE S B0 £,
packetsize <size>

Tu—T7 2y NOT—Z YA e, NEATHELET, HBETE SEIT 48~65000 T3, 0~47
ERRELEEAIZ48 L LTEMELET,

RoXT A —ZBUEREOEE
T —H A XL 80 /A MR T,
T RTONRT A —FEMERFEOEE
FBE &N Tz<host>~D/L— N EBFRLET,
[ZE1TH1]
28-7 traceroute ipv6 37 > FOETHEEE
> traceroute ipv6 2001:db8::100 numeric
traceroute to 2001:db8::100 (2001:db8::100), 30 hops max, 80 byte packets

1 2001:db8:22::1 0.612 ms * 0.532 ms
2 2001:db8::100 0.905 ms 0.816 ms 0.807 ms

LBE~DEE]
L
CEEZEIE]

o IPv6 (LIPv4 LRRY, FEEA L F T2 —AITRESNTVDT FUARIRRT FLALRLRNWI L
N0 FET, traceroute ipv6 T~ NIZ LD HFREMHEREZ T D551, AT FLRAIZEDT RLX
DERINTWD MR L, BUEN TERWAR ST source X7 A— X ZiH L CHEEDOA V¥ 7 = —
ANCRESNTWDIEND IPv6 7 RLAXRIEE L THEMZE L T 7ZEW,

o SifeR A MIHT DT u—rULR A MEBBSEET 258, £ORA MIX L Tdirect /37 A —Z 13H
Bl F8 A,

o L & HME L TV D IPv6 7 KL A%EIT traceroute ipv6 =~ > REFEIT LIS, TDIPv6 7 KL A
LITRARD IPv6 7 RLAMNBINEA v E—VURIRDL Z BB Y £7,

F72, I ERVEBERLUNDA X7 2 —ADIPv6 7 KL ASEIZEIT LTIZHBA D, BRDIPv6 T
RLADBIGERA v E—URNRD 2 ENb Y £9°,

o AIEE LV traceroute ipv6 = 2 RIATHUT, AIEE (T L THERLAYIZ ICMPV6 X v B —VRRITS

7=%4, traceroute ipv6 I~ > RBMINEIZ/R -T2 X IR DT EBBH Y £7°,
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show ipv6 route

IPV6 DNV—T 4 T T —TNEFERLET,

[ABRH]

show ipv6 route

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

L

[E17#I]1 show ipv6 route Ml

28-8 ipv6 route fERF RO IT Y FERTHEREER

> show ipv6 route

Date 20XX/12/14 12:00:00 UTC

Total: 4 routes

Destination Next Hop
2001:db8:100:10::/64
2001:db8:200:10::/64

Interface Protocol
VLANO100  Gonnected
VLANO200  Connected

2001:db8:300:10::/64 2001:db8:100:10::1 VLANO100  Static
::/0 fe80::212:e2ff:fe3e:f3db VLANO200 RA
>
[F=REREA]
® 285 L—T4 I T—ILTHRET HRBEBORTAR
FRIEH =3 FoREHATER
Total R -
Destination SRy NU—7 SENET RLAR/ L7 4w ) AR
Next Hop XIANKYTT LA ERERECIIRRINET A,
Interface WA BT = — R —
Protocol BRBOFE TS e han Connected : [EfEREHE
Static : A X T v 7 #RH
RA: V—ZREA v —UNOER ST 7 40 M %
7S
Any : =Dl
BE~NDEE
2L
CEESIA]
el
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28 IPv6 &fE

show ipv6 router-advertisement

N—BZREA Yy E—VZBEILDT FLABLOT 740 MREERER R LET,

[ABRH]

show ipv6 router—advertisement

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

L

[E17H1]

28-9 show ipv6 router-advertisement 1< > FE{THREE

> show ipv6 router—advertisement
Date 20XX/12/14 12:00:00 UTC
Auto—configured addresses from RA:

Address

2001:db8:100:1:212:e2ff:e203:ab60/64
2001:db8:200:1:212:e2ff:e203:ab60/64

Default gateway:

Nexthop

fe80::212:e2ff:fele: f3db

>

[&RREREA]

Interface ValidLife PrefLife
VLANO100 2591985 604785
VLANO200 2456331 469131

Interface Expires hoplimit
VLANO100 1744 64

% 28-6 show ipv6 router-advertisement DR THNE

®RIEE

Bk

RoRHIER

Auto-configured
addresses from RA

= REA =G HE)
EREni=T LA

N—HIREA =V ERINTET RLVARFEL
RV A none" 2 F R L ET,

Address

IPv6 7 F LA

Interface W= RNEZEA L H T =—R —
pa

ValidLife A 2h i KT FLAOHEDEM () T, AOHIRM R ERD
e forever" &K r LE 7,
VIEIX, V—RIEEA v =0T VLT v 7 AER
AT a VOB T 4 —v RIEH THRE S -4k
EEALET,

PrefLife HELEH R A7 RUAOHERMME (40 <7, HERBRANERD

i forever" & For L E T,

WML, V—FIEEA =D VT v 7 AEHR
T a ORI T «— L FIERCTRE SN0
T7,

Default gateway

N—HREA =V NERIE

N—BREA =V NOREINTZT 7 4V MREREEN
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FRIEH Bk FONFEEER
INT=T 7 4V MRS TEE LR WEA I one" 2 £ R LE T,
Nexthop T 7 H IV MEEDR T A RR -
7IPv6 7 R L&
Expires T 7 v MR O T 7 4V MR OATTIRE (W) T,

PIEIX, V—ZIRERA v —2 D —FEFEBR 7 4
—)L RCIRE SN T,

hoplimit v 7Y Iv b DRI ARKYyTDA L H T z—A LOEECHAS
NaEy 7Yy hOF 740 METT,

J— & [ A 7 — @ Cur Hop Limit 7 ¢ —/V Kb 45
EINET,

[BIE~NDFE]

L

CEEFIA]
L
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28 IPv6 &fE

show tcpdump (tcpdump)

27 1Pv4i@{E ] [show tepdump (tepdump)] ZZHEL T 72 &0,
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29 DHCP H—/\##8E

2 9 DHCP H—/\#gE
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29 DHCP H—/\##8E

show ip dhcp binding

DHCP #— " LA ERER R LET,

[ABRERK]
show ip dhep binding [ {<IP Address> | sort } ]

[AAE—F]
— R —PE— FB L OEREEHEET—

[INTA—=4]
{<IP Address> | sort }
<IP Address>
ESNEZIP 7 RLADOREATEREFR R LET,

sort

FEEEROIP T LA E2X—fEHRELTHIEY — N CTRRLET,

KRoNT A — 2 KR OB

DHCP #— " EOEREEERE Y — N LW TRRLET,

[ZE1TH1]
K 29-1 DHCP H—/\LO#HEEFEROIT Y FETHEET
> show ip dhcp binding
Date 20XX/10/15 12:00:00 UTC
<IP address> <MAC address> <{Lease expiration>

192.168. 200. 9 0012.248.€92d  XX/12/06 19:59:40
192.168.200.99  0012.e292. f7b9

>
[ REREA]
£ 291 DHCP #—/N\LO#EERRTAR
F*RIEH 2R SEHTEER
IP address DHCP H— &gt IP 7 K LA -
MAC address MAC address —
Lease expiration U= THFE (AR Ke) -
7272 L Manual O5& 1377 L
Type BafeFaAl (Manual/Automatic) Manual : host 3 EIZ &
S TEID Y THNTHE
BIE W
Automatic : B2 E
YT ORISR
BE~NDFEE]
7L
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DEEFIE]
V=AW T LRI OV TR RSN EE A,
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29 DHCP H—/\##8E

clear ip dhcp binding

DHCP #—_DF —Z RXR—2Z2 0 b iEA T RAEIR L £,

[ABRERK]
clear ip dhop binding [ {<IP Address> | all } ]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{<IP Address> | all }

<IP Address>
FRESNIZIP T RLADORAEHEAZNIRL £,

all
DHCP #—/8 EO &GS IE M HIBR L £ 97,

KRoNT A — 2 KR OB
DHCP #—/8 EO &GS IE M HIBR L £ 97,

[E17H1]

29-2 DHCP H—/\Lo#E&EHREIBRI <Y FETHERET
> clear ip dhep binding

>
[FRREREA]

L
[BE~DFE]

¥4 F v DNS EZRE L TWAHHE, FFICAAF I v 27 DNS F—hbRtET 5= h Y L=
— K2 (DNS E#) SN B70, ARIREDS TX 2L 20 £,

CEEZEHE]

L
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show ip dhcp import

DHCP ¥—/3®D DHCP 7 RV AT — VEFRCTHEINTZY TA T v MIEAT A HIMEHREFRLET,

[AHRH]

show ip dhcp import

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

L

[ZE1TH1]
DHCP ¥—/X®D DHCP 7 RV AT —VEFZRCTHEINTZZ TA T v MIEAT A HIMEHREFRLET,
7 FAT 2 MIEAT D AIMEROBREN R WGEEIIMMEROEI TIER R I N ER A,

B 29-3 DHCPH—/narvJ445L—>ay ((mER) KRRy FERTERER

> show ip dhcp import

Date 20XX/10/15 12:00:00 UTC

subnet 192.168.200.0 netmask 255.255.255.0
routers 192.168. 200. 1
domain-name-servers 200. 10. 10. 2
domain-name “Tokyol”
netbios—name-servers 192.168. 200. 30

subnet 200.10.10. 0 netmask 255. 255. 255. 0
routers 200.10. 10. 1
domain-name-servers 200. 10. 10. 2
domain-name “Tokyo2”
netbios—name-servers 200.10.10. 3
netbios-node-type 4

host Nagoyal
routers 192. 168. 200. 1
domain-name-servers 200. 10. 10. 2
host-name “Nagoyal”
domain-name “Tokyol”
netbios—name-servers 192. 168. 200. 30
netbios-node-type 1

host Nagoya?
routers 200.10.10. 1, 200.10. 1.1
domain-name-servers 200.10.10.5
domain-name “Tokyo2”
netbios—name-servers 200.10.10.3
netbios-node-type 4
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29 DHCP H—/\#4#E

% 292 DHCPH—//Rar7445L—Y a3y ((FMEHR) RTRAE

FHHMIEER

L3
/Lt

oy 7 4V L—3y g ra<wy R network THRE S -1
i

a7 4 b—gravwy Rhost BEFRSINTWS
DHCP 7 R L A/ — LiEFD DHCP 7 R L 2 7/ — L4k

[FRRERBA]
*=IEHE
subnet
host
routers

a7 4 L—3 g »aw K default-router TRRE S
7o 1EH

domain-name-servers

a7 4 L—3 g raw s Rdns-server THRE ST
1E R

domain-name

oy 7 47 Lb—3i g a<l KN domain-name THRE ST
72 1EH

host-name

oV 7 47 Lb—3 g awls R client-name TRE SN~
&R

netbios-name-server

a7 4 7 L—3 g a2 R netbios-name-server TiX
E SN EH

netbios-node-type

a7 4 7 L—3 g > a< 2 | netbios-node-type TERE
Shi- g

[BIE~NDFE]
L

CEEFIA]
2L
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show ip dhcp conflict

DHCP h— N2 X > TRIH L@ IP 7 RLUAEREFRRLET, HEIP 7 KA LE, DHCP H— 3D
DHCP 7 KL AT — )V TIIEZ L 72> TWAD, T TRy hU—7 EOMERIZEI VS TENTWAHIP T
RLURZHLET, HEIP T KL AL, DHCP % — N3 DHCP 7 74 7> MI%tLTIP 7 FLA%ZEIY
B THHNZICMP N7 v MEHOINERIIZ L > THRIBLET,

[ABRERK]
show ip dhcp conflict [ <IP Address> ]

[AAE—F]
——PE— FBLOEEEHEE— N

[T A—=%]
<IP Address>
FBESNIZIP T KL ADHEZREIP 7 KL AE#RERRLET,
AT A —H U OEE
DHCP = NZ K> THRIH L7225 IP 7 FL AERER S LET,

[E17H1]

B 29-4 DHCP H—/\ZEIP 7 FLAFERRRIT Y FEITHREDT
> show ip dhcp conflict

Date 20XX/10/15 12:00:00 UTC

<IP address> <Detection time>

192. 168. 200. 9 XX/10/05 15:39:55

192. 168. 200. 15 XX/10/05 16:51:45

>

[FREREA]

# 29-3 DHCP H—/\EZEIP 7 FLRAFEHREBRAE

FRIEH =0 FHAER

IP address DHCP H— TR L7=F/EIP T FL & —
Detection time WHEEA (FEIATH BESRD) -

LBE~NDEE]

L

EEEIE]

DHCP Y — SNICIRFF SN A EZE IP 7 F L 2 EHITE K 200 £ TF,
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clear ip dhcp conflict

DHCP H— /B2 IP 7 KL ABHA TR R 7,

[ABRERK]
clear ip dhop conflict [ {<IP Address> | all} ]

[AHE—F]
g —PE— P L OEREFRET— N

[T A—=%]
{<IP Address> | all}
<IP Address>
FRESNZIP 7 FLADHEZEIP 7 R L AEREHIRL £,
all
DHCP #— N EOAMEZE P 7 KL AEHRAHIBR L E T,
AT A —H U OEE
DHCP #— N EOAMEZE P 7 KL AEHRAHIBR L E T,

[ZE1T740]
29-5 DHCP H—/\MEZEIP 7 FL RIEHREIFRO < Y FETHREE

> clear ip dhep conflict 172.16.1.11
>

[FRREREA]
L

[BE~DFE]

L
CEESIA]
2L
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29 DHCP H—/\##8E

show ip dhcp server statistics

DHCP %—_OfFHE#RZFR R LET,

[ABRH]

show ip dhcp server statistics

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

L

[E17H1]

29-6 DHCP H—/\#fftiEH Rz RO T > FETHERERT

> show ip dhcp server statistics
Date 20XX/10/15 12:00:00 UTC
< DHGP Server use statistics >

address pools 19
automatic bindings 1170
manual bindings 1
expired bindings 13
over pools request 0
discard packets 0

< Receive Packets >
BOOTREQUEST 0
DHCPDISCOVER 1178
DHCPREQUEST 1178
DHCPDECLINE 0
DHCPRELEASE 1
DHCPINFORM 0

< Send Packets >
BOOTREPLY 0
DHCPOFFER 1178
DHCPACK 1172
DHCGPNAK 6

>
[ REREA]
& 29-4 DHCP H—/\#fizHERERTAS
KRTKIEH F/IMER R
DHCP Server use statistics address pools KEID YTDHCP 7 KL A%

automatic bindings

HENEID YTk DHCP 7 R L 2%k

manual bindings

EEEN D YT DHCP 7 R L 2%k

expired bindings

EID Y CTRRTHADHCP 7 R L 2%k
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29 DHCP H—/\#4#E

RRKIEB

F=/NEE

AN

over pools request

DHCP 7 F L 2R Z k3K

discard packets

BEFE N v b

Receive Packets BOOTREQUEST BOOTREQUEST /37 v h%{54k
DHCPDISCOVER DHCPDISCOVER /3% v ~&{5%%
DHCPREQUEST DHCPREQUEST /3% v h {54k
DHCPDECLINE DHCPDECLINE /37 v b5 {54k
DHCPRELEASE DHCPRELEASE /37 v b3 {5%%
DHCPINFORM DHCPINFORM /37 v b+ 3{54%

Send Packets BOOTREPLY BOOTREPLY /%7 v R %53k
DHCPOFFER DHCPOFFER /%7 v R %53k
DHCPACK DHCPACK 737 v M i%fE%K
DHCPNAK DHCPNAK /37 v k(5%

BE~NDEE
L

CEESIA]
2L
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29 DHCP H—/\##8E

clear ip dhcp server statistics

DHCP #—OftHEHE ) £ty P LET,

[AARK]

clear ip dhcp server statistics
[AAE—F]

e N L UM T R
(/NS A—42]

L

[E17451]

29-7 DHCP H—/\f&t1EsR U £y ba< > FETHERET
> clear ip dhcp server statistics

>
[FRRERAA]
L
LBE~DEE]
L
CEEZEIE]
L
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29 DHCP H—/\##8E

restart dhcp

DHCP #—_F—F o Fut 22 HEEH L 1,

[AARK]
restart dhep [ -f ][ core-file ]

[AHE—F]
g —PE— P L OEREFRET— N

[T A—=%]
-f
FEEHER A v — V%) L7\ T, DHCP h— 717 T A& L E7,
AT A —Z B OEE
ERAve—VEHILET,
core-file
FEEFFZ DHCP b — 70 /T L0237 7 7 A v (dhep_servercore) ML FET,
ART A — BB OEE
arZyrANENNLEEA,
FTRTDRT A—FEWEREOEE
HEBMMERA v —VE I Licdh L, DHCP —NT7 /7 LEHBETHLET,

[ZE4TH1]
E 29-8 DHCP H—N\FT—E B FETHEET
> restart dhecp
DHCP Server program restart 0K? (y/n):y
dhcp_server terminated.
>
[F~EREA]

2L

[(BEE~NDFEE

—Bf91Z DHCP 2347 v N DOEZENEILT 570, IP T RLADOESN, BHbs L Ok SR TR
v ET,

CEEZEHE]

core 1717 7 A )V : Jusr/var/core/dhcp_server.core
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29 DHCP H—/\##8E

dump protocols dhcp

DHCP %— 70 7T ATHIRL TWA =" 78 LU0y hOEZEa 727 7 A L~HHLE
7

[AARK]
dump protocols dhcp
[AAE—F]
—fr—PE— FBLOEEEHEE— N
(/8T A—4]
L
[E1741]

29-9 DHCPH—/\mOJHha~vy FERTHEREER
> dump protocols dhcp
>

[FREREA]
L
BIE~DFE]
L
CEESIA]

PO r FIIERFHREL, Ty MOREZE R SRR ERNH o7 L LT RIL T,
W77 7 A /v ¢ fusr/var/dhep/dhep.tre
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29 DHCP H—/\##8E

dhcp server monitor

DHCP = NCTEZET D7y FOEZE R 7 OHRIME L £ T,

[AHRH]

dhcp server monitor
[AAE—F]
=P — R L O R E— R
(/NS A—42]
L
[E17451]

29-10 DHCP H—/\D#EZE/X7 v FOJEERERI Y FETHREER
> dhep server monitor
>

[FRRERAA]
L

[BE~DFE]

L

CEEZHE]

Ny ha ZENET DIZIIART Y RE2FIT L7, dump protocols dhep 2~ REZFEITL TS Z 30,
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29 DHCP H—/\##8E

no dhcp server monitor

DHCP %— 710 7T LA TO/r v hOEZEn 7 ORREEIELET,

[AHRH]

no dhcp server monitor

[AAE—F]

e N L UM T R
(/NS A—42]

L

[E17451]

29-11 DHCP H—/\M%#Z{E/y v FOVERELEDT Y FETHEER
> no dhcp server monitor

>
[FRRERAA]
L
LBE~DEE]
L
CEEZEIE]
L
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30 5ous

6w 143 - QoS
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30 744

show access-filter

A=Y Ry FAVHF T2 —RAEFRILIVLAN A U F T =2 — R, TI7EBAIZ)V—Fa<2 K (ipaccess-
group, ipvé traffic-filter, mac access-group) T L7277 4 VX EBEORNFLB LT 4 VZ EEIc—F LT
Ry NI, TI7RERAVARDTRTDT A NV ZFMBC—H LRV TERE LAy MERTFLET,

[AB#]

show access—filter

show access—filter <switch no.>/<nif no.>/<port no.>
[ { <access list number> | <access list name> } ]
[ {in|out}]

show access—filter interface vlan <vlan id>
[ { <access list number> | <access list name> } ]
[ {in|out}]

[AAE—F]
—m— P E— RIS K OSEEREEE T R

[T A—=4]
{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [{ <access list number> | <access list name> }]
<switch no.>/<nif no.>/<port no.>

BELIEA—Y Ry MM U ET7=2—RE%5 L LT, MeHERERRLET, HE TE H<switch
no.>, <nifno.>3 X U<port no>DEDFIPHIL, ["T7 A —XIZIRETXHHE] 2R LTEX
AN

interface vlan <vlan id>
FEE LI VLAN A 2 7 = — R /R L LT, MEHEREFRLES,
<vlan id>|Z 1. interface vlan =< > R TEKE L7 VLANID Z{8E L 7,
{ <access list number> | <access list name> }
access list number : 727 £ AU R &5
access listname : 77 B A U X MR

BELIAA L ZT2—2ZAD5b, 8ELET 78RV A NESEFIIT 78R 2 NMaFRE x4
ELT, MEHERERRLET,

ARNT h— 2 H W OB

BELIEA LV EZ 72— ACHA LT RXTOT 78R Y X Maktg b LT, MEtHE#REERR
LET,

AT A — S B RERFOENE
TRTDOA U F T =2—RERMRLE LT, HaliRaERTLET,
{in | out}
in : Inbound (7 4 V% OZAZ % 5 7E)
out : Outbound (7 1 /L% DEEM % 7E)
BELIA v E 7 2—ADS S, 74 NZOZEMPEENEIRLE LT, RiEREFRRLET,
AT A — S B RERF OB
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30 714

ELEA V8 7 == ADZEMERENOT S 255 L LT, HEHEREZRLET,
[E4741]

K 30-1 #sEMAC 7V R R FDERERTER
> show access—filter 1/0/3 only-appletalk
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/3 in
Extended MAC access—Ilist:only-appletalk
remark “permit only appletalk”
10 permit any any appletalk (0x809b)

matched packets : 74699826
20 permit any any 0x80f3

matched packets : 718235
implicitly denied packets: 2698

>

30-2 ZEIPv4 7V 2R R FOERERTER
> show access-filter 1/0/7 12
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/7 in
Standard IP access-list: 12
remark “permit only host pc”
10 permit host 10.10.10.1

matched packets : 74699826
20 permit host 10.10.10. 254

matched packets : 264176
implicitly denied packets: 2698

>

30-3 3R IPv4 7V 2R 1) X FDERERRIER

> show access—filter 1/0/11 128

Date 20XX/07/14 12:00:00 UTC

Using Port:1/0/11 in

Extended IP access—list: 128
remark “permit only http server”
10 permit tcp(6) any host 10.10.10.2 eq http(80)

matched packets : 74699826

implicitly denied packets: 2698

>

30-4 IPV6 7V R R FDERERTER

> show access—Tfilter 1/0/15 telnet-server

Date 20XX/12/14 12:00:00 UTC

Using Port:1/0/15 in

IPv6 access-list:telnet-server
remark “permit only telnet server”
10 permit ipv6 (41) any host 3ffe:501:811:ff00::1

matched packets : 74699826

implicitly denied packets: 2698
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>

30-5 7V tRYRDHANFEHBHEOERRTHER
> show access—filter 1/0/19
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/19 in
Standard IP access—1list:pc—-a1024
remark “permit only pc—a1024”
10 permit host 192.168. 1. 254
matched packets : 74699826
implicitly denied packets: 2698
IPv6 access—Iist:smtp-server
remark “permit only smtp server”
20 permit ipv6(41) any host 3ffe:501:811:ff00::1
matched packets : 74699826
implicitly denied packets: 2698
>

B 30-6 injout AEEFDIEHRKTIER
> show access—filter interface vlian 1500
Date 20XX/09/01 12:00:00 UTC
Using Interface:vlan 1500 in
Standard IP access—|ist:pc-a1024
remark “permit only pc-a1024”
10 permit host 192.168. 1. 254
matched packets : 74699826
implicitly denied packets: 2698
IPv6 access—Ilist:only-smtp
remark “permit only smtp ipv6”
20 permit ipv6(41) any host 3ffe:501:811:ff00::1 eq smtp (25)
matched packets : 74699826
implicitly denied packets: 2698

Using Interface:vlan 1500 out
Extended IP access—list:only-ssh
remark “permit only ssh”
10 permit tcp(6) any any eq ssh(22)
matched packets : 74699826
implicitly denied packets: 2698
>

30-7 2NFT AR EREFOFRERRER
> show access—filter
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/7 in
Standard IP access-list: 12
remark “permit only host pc”
10 permit host 10.10.10.1
matched packets : 74699826
20 permit host 10.10.10. 254
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30 714

matched packets : 264176
implicitly denied packets: 2698

Using Port:1/0/11 in
Extended IP access-list: 128
remark “permit only http server”

10 permit tcp(6) any host 10.10.10.2 eq http(80)

matched packets : 74699826
implicitly denied packets: 2698

Using Port:1/0/15 in
[Pv6 access—|ist:telnet-server
remark “permit only telnet server”

10 permit ipv6(41) any host 3ffe:501:811:ff00::1

matched packets X 74699826
implicitly denied packets: 2698

Using Port:1/0/19 in
Standard IP access—|ist:pc-a1024

remark “permit only pc—a1024”

10 permit host 192.168. 1. 254

matched packets : 74699826

implicitly denied packets: 2698
[Pv6 access—Iist:smtp-server

remark “permit only smtp server”

20 permit ipv6 (41) any host 3ffe:501:811:ff00::1

matched packets : 74699826
implicitly denied packets: 2698
>
[F~EREA]

% 30-1 FUERYROFFHERKRTER

RRIAHE

RTAR

B2l

=
=1

AT z— Using Port:<switch no.>/<nif no.>/<port
A no.> in

Inbound Il T 7B AU XA N&EEHA LA —H %
N 2T =— A EHR

Using Port:<switch no.>/<nif no.>/<port
no.> out

Outbound IlZ T 7 AU A FEZ@EH LA —V % v
b 2T 2 — AR

Using Interface:vlan <vlan id> in

Inbound MIIC 7 7 AU A h%5@H L7z VLAN A >
BT x— AHHR

Using Interface:vlan <vlan id> out

Outbound Il 7 7 AU A %@ H L7 VLAN A
VR T o — ANEHR

TR R Extended MAC access-list:<access list
~ OFH T name>

YEE MAC 727 82 U 2 |~ O#RIT-

Standard IP access-list:{ <access list
number> | <access list name> }

HEUE |PvA 7 7B A Y A~ OFRRT-

Extended IP access-list:{ <access list
number> | <access list name> }

YEAE IPVA 7 7 2 2 U 2 R OFkRIF
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FoRIEH ECHNAES
AR 2R
IPv6 access-list:<access list name> IPv6 7 7 A Y 2 s DOFHIF
TR A ToRAV A havry N (aryyggsr—varavsry N7y LA 7 77&=x
I 1 VYA B CTRELCMERT, 7oV 2E&EEERRFLET,
FEEHE matched packets:<packets> TIEAVRARDT 4 VEGIFIZ—B LI v b
5
implicitly denied packets:<packets> TIEAYRARDTRTOT 4 )V F G —F L
WCHREIEINT/7 v MK

[BE~DEE

L

CEEFIA]

L
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clear access-filter

show access-filter 2~ RCHERTDHTIVEAY R D, 74 NFEMHEIT—FH LTV > R (matched
packets DVRIH) &, T4 NMEFHFIT LRV TEERE L7235~ M (implicitly denied packets 73759
) #027 V7 LET,

[AB#]

clear access—Tfilter

clear access—filter <switch no.>/<nif no.>/<port no.>
[ { <access list number> | <access list name> } ]
[ {in|out}]

clear access—filter interface vlan <vlan id>
[ { <access list number> | <access list name> } ]
[ {in|out}]

[AAE—F]
— =P E— FB L OEEEHEE— N

(/N5 A—=4]
{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [{ <access list number> | <access list name> }]
<switch no.>/<nif no.>/<port no.>
FBELIEA =Ry b Z T 2=/ RELT, Half@z 02 V7 LET, FEETED

<switch no.>, <nifno.>¥ L U<port no.>DEDHIFAIL, /X7 A —XIZHETE 5] #2RL T
<&,
interface vlan <vlan id>
fRELIC VLAN A v Z 7 = =220 L LT, #EHEkz 027 V7 LET,
<vlan id>|Z /¥ interface vlan =< R TEKE L7 VLANID Z{8E L 7,
{ <access list number> | <access list name> }
access list number : 77 £ A U X FFH
access listname : 77 B A U X AR

RELIA L EZ T 2—AD5S, EELLTY 78RR MESELITT 78 AY A MAFRE RS
LT, #EMEHRZ 07 VT LET,

ARNT h— 2 B W OB

BELIEA LV E 72— R CHMALETRTOT7 782 A Mextgd LT, KilEH%E 07
U7 LET,

RNT A —Z BRI OB E
FTRTOA U F 72— 2% 5L LT, Mati®z 027 V7 LET,
{in | out}
in : Inbound (7 4 V% OZAZ % 5 7E)
out : Outbound (7 « /L& DREZHETE)

BELIA L ZT72—AD9H, 74 NZOZEFMIEEMERL LT, MaHEHREZ 027 V7 LE
j‘o
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30 741174

AT A — BB UERE OB
BELEA VST 2= AO%EME REMOW G 255 L LT, #HatEsa o0 V7 LET,
[E4741]

30-8 ZEIPVUTIERYR FDOREERZO0O ) 7 LR
> clear access—filter 1/0/7 12

Date 20XX/07/14 12:00:00 UTC

>

(& REREA]
L
[BE~DEE]

L

CEEZHHE]

1. AKa<wr F&3FE{TT5HL, axsAccessFilterStats 7 /L — 7D MIB it 0 7 ) 7 &N ET,
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31 s
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31 QoS

show qos-flow

A=Y Ry hA LV ET2—AFEEIVLAN A V' F 7 =2 —RIZ, QoS 7r—F V—7a<> K (ip qos-flow-
group, ipv6 qos-flow-group, mac qos-flow-group) TiEMH L7z QoS 7 = — VU A b D7 v —fH5Mtk L U'E)
ERRE L 7o — G —E LTy MEERRLET,

[AHRRK]
show qos—flow [ { <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> }
[ <qos flow list name> ] ]

[AAE—F]
——PE— FBLOEEEHEE— N

[INFA—=42]
{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [ <qos flow list name> ]
<switch no.>/<nif no.>/<port no.>
BELIEA =V Ry MM U FT72—RExRE LT, HeHERER R LET, HETE H<switch
no.>, <nifno.>33 K U<port no>DIED#IPAIL, [T A —Z|THETE AE] 2BRLTLIEE
AN
interface vlan <vlan id>
BELE VLAN A U ¥ 7 = —RA%%xt5 L LT, fHatE#aRRLET,
<vlan id>{Z 13 interface vlan =~ > K CiRE L7 VLANID T L £,
<qos flow list name>
<qos flow list name> : QoS 7 17— U X N FHEIE
RELIEA LV HT72—2AD5L, FEELZ QoS 7u—U X haxgl LT, HeHERezEHrLE
R
ART A — 2 B WERFOBNE
BELIEA X 72— A LT _XTHO QoS 7r— VU X Maxtg bl LT, HittEResER
A~LET,
ARRT A — R B WERFOBNE
FTRTOA L F T2 —RAexRE LT, HEHEREERLET,
[E1741]
H 31-1 MAC QoS 7O0—1) X FDIEHRETIESR
> show qos-flow 1/0/3 apple-talk—qos
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/3 in
MAC qos—flow-Iist:apple-talk—qos
remark “cos 5 discard-class 2”

10 any any appletalk (0x809b) action cos 5 discard-class 2
matched packets : 74699826
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B 31-2 IPv4 QoS 70— X FDIEHRERIER
> show gos-flow 1/0/7 http-qos
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/7 in
IP gos-flow-Ilist:http—-qos
remark “cos 4”
10 tep(6) any host 10.10.10.2 eq http(80) action
matched packets : 74699826
>

X 31-3 IPv6 QoS 70— X FDIEHRERIER
> show gos—-flow 1/0/11 telnet—qos
Date 20XX/12/14 12:00:00 UTC
Using Port:1/0/11 in
[Pv6 gos—flow-Ilist:telnet—qgos
remark “cos 6 discard-class 2”

cos 4

10 ipv6(41) any host 13ffe:501:811:ff00::1 action cos 6 discard-class 2

matched packets X 74699826
>
[FRREHEA]
% 31-1 QoS 70— R hD#EHEREK T
FRIEB ECHNAES
FHHIER F=X S

AR Tz Using Port:<switch no.>/<nif no.>/<port no.> in
— AfE

Inbound Al QoS 7 v —VU A h&EWH L7=A —
YFy b A H T x=—AER

Using Interface:vlan <vlan id> in

Inbound iz QoS 7 v — U A M & L7z
VLAN A > & 7 = — A

QoS 7 r— MAC qos-flow-list:
UARAFE | <qos flow list name>

MAC QoS 7 1 — U % h 4

IP qos-flow-list:
<qos flow list name>

IPv4 QoS 7 1 — U 2 N4 75

IPv6 qos-flow-list:
<qos flow list name>

IPV6 QoS 7 11— U 2 k4

QoS 7r— |[QoS7ue—VUXhavwr R (lavyyrsr—varavr RL77 LX) 28 QoS) %
YA Mot | BB) CRELEMEHRH, 7e &t L0 ELR R LET,

W

WaHE matched packets:<packets> QoS 77—V A hDO T u—HHSEEIC &K LT

Ny MR

[BIE~DFEE]
2L

CEEZEHE]
2L
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31 QoS

clear qos-flow

show qos-flow 2~ > R CTHE/RT 5, QoS 77—V 2 b7 o —HEMHEIC—K L7237 v b (matched
packets 23" 9fH) 2027 U7 LET,

[AARK]
clear qos—flow [ { <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> }
[ <qos flow list name> 1 ]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[INTA—=4]
{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [ <qos flow list name> |
<switch no.>/<nif no.>/<port no.>

BELIEA—Y Ry MU BT 2= X5 L LT, HEHEREZ 07 VT LET, EETED
<switch no.>, <nifno.>¥ & O<port no>DEDHIFHIL, (/3T A =X |THETE 5] 22 L T
<TEEWN,

interface vlan <vlan id>
FRELI VLAN A F 7 = — A& /R L LT, Matlf®a 027 V7 LET,
<vlan id>(ZI¥ interface vlan =~ > R TEJE L7 VLANID Z4E L £ 7,

<qos flow list name>
<qos flow list name> : QoS 7 17— U A MR IE

BELIZA L ZT7=2—AD5h, F8ELTZ QoS 7u—U X hE&xHEE LT, HilE®RE2 0277
LET,

KNT A — 2 B OB

ELIEA L Z 72— A@A LT TH QoS 77—V X b&x& e LT, MitlE®R%z 0
77 LET,

KoRT A — H B WO ENE
TRTCOA U H T 2—R xR E LT, HiHEREZ 07 VT LET,
[ZE4THI]

31-4 BRI THER

> clear gos—flow 1/0/7 http—qos
Date 20XX/07/14 12:00:00 UTC

>

(& REREA]

2L

[(BEE~NDFEE

2L
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31 QoS

CEESHIAE]
1. Ka<wr FaEITT 5L, axsQosFlowStats 7 /L—7 D MIB 1Y 0 7V 7 ENnEd,
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31 QoS

show gos queueing

F— FOEEF 2 —DERERFELET,
NS 7 4y 7 OREFLERTAT-DIC, BHEFa—DF2—F, Fa—EOEKAE, EHEXa—ICHTh
FTIREELEZAAry MIEERLET,

[ABR]

show gos queueing [ <switch no.>/<nif no.>/<port no.> ]

[AAE—F]
e —PE— FBLOEEEEEE— N

[N A=4]
<switch no.>/<nif no.>/<port no.>
RELER—FOREF 2 —DIFRER T LET, fHETE D<switch no.>, <nif no.>¥ & U<port no.>
DEDFIIE, NI A-FITHRETE HHE] 2ZR LTSN,
AKoRT A — 2 B OEE
BEEICFEEINDITRTCOR— bOEFEF 22—, CPUSE CEEF = —DFEREFRLET,

[E17H1]

31-5 ERXEF1—DERRTHER (AX2340S-48T4X DI5E)
> show qgos queueing

Date 20XX/01/01 12:00:00 UTC

Switch1 To-CPU (outbound)

Max_Queue=10

Queue 1: Qlen= 0, Limit_Qlen= 36, HOL1= 0
Queue 2: Qlen= 0, Limit_Qlen= 64, HOL1= 0
Queue 3: Qlen= 0, Limit_Qlen= 64, HOL1= 0
Queue 4: Qlen= 0, Limit_Qlen= 64, HOL1= 0
Queue 5: Qlen= 3, Limit_Qlen= 256, HOL1= 0
Tail_drop= 0
Queue 6: Qlen= 0, Limit_Qlen= 36, HOL1= 0
Queue 7: Qlen= 0, Limit_Qlen= 64, HOL1= 0
Queue 8: Qlen= 0, Limit_Qlen= 64, HOL1= 0
Queue 9: Qlen= 0, Limit_Qlen= 64, HOL1= 0
Queue 10: Qlen= 3, Limit_Qlen= 256, HOL1= 0
Tail_drop= 0
Switch1 SW (outbound)
Max_Queue=16
Queue 1: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 2: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 3: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 4: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 5: Qlen= 0, Limit_Qlen= 192, HOL1= 0
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31 QoS

Queue 6:
Queue 7:
SQueue 1:

Tail_drop=

Queue
Queue
Queue
Queue
Queue
Queue
Queue

8:
9:
10:
11:
12:
13:
14:
SQueue 2:

Tail_drop=

Qlen=
Qlen=
Qlen=

Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=

cooocoo oo

Limit_Qlen=
Limit_Qlen=
Limit_Qlen=

Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=

Switch1/NIFO/Port1 (outbound)
Max_Queue=8, Rate_limit=100Mbit/s, Burst_size= -, Omode=pq/tail_drop

Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

1:

8:
Tail_drop=

~N oo O AW N

Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=

0

L e e =

Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=

Switch1/NIFO/Port54 (outbound)

192,
192,
192,

192,
192,
192,
192,
192,
192,
192,
192,

192,
192,
192,
192,
192,
192,
192,
192,

HOL1= 0
HOL1=
HOL1=

o O

HOL1=
HOL1=
HOL1=
HOL1=
HOL1=
HOL1=
HOL1=
HOL1=

O O O O O ©O o o

HOL1= 230925
HOL1=
HOL1=
HOL1=
HOL1=
HOL1=
HOL1=
HOL1=

O O O O ©o ©o o

Max_Queue=8, Rate_limit= -, Burst_size= —, Qmode=pq/tail_drop
Queue 1: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 2: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 3: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 4: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 5: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 6: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 7: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 8: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Tail_drop=
[FRRERHA]
= 31-2 ffstEHRKxTEE
FRIEH EHNES
B2 173
A% 7= | Switch<switch no.>/NIF<nif no.>/Port<port no.> | N— F DRE[FF 2 —
— AfEH (outbound)
Switch<switch no.> To-CPU (outbound) CPU % TEE X = —
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31 QoS

FoRIEH ECHNSES
AR =R
Switch<switch no.> SW (outbound) WL LSI OB F = —
(AX2340S-48T4X, F7-1% AX2340S-48P4X DI
BT FER)
QoS & Max_Queue=<number of queue> EEF2—DK
Rate_limit=<rate> A— MIEE STV Ak
s A= bR — g VRMRR (R &S
fe) -
s A= bR IV g VA B E TR
FEICHNT, AN— MEHIE OB E R H 545
B RERIK
A= bRV g VAR E R E I E
JEIZBWT, R— MEHEHE O E R G
A o [EIRR
Burst_size=<byte> AN— MR O N—Z YA X
Qmode=<schedule name>/<drop name> 22—V 27 (pq, 2pg+6drr) [FEIEHH
(tail_drop)
%= —fF# | Queue<queue no.>: P(EF o — TR
SQueue<queue no.>: VAT AFX a—F
Qlen=<queue length> EEXF 22—y 7 7 HERK
Limit_Qlen=<queue length> HEIE ¥ 2 — DR KHE
* = —#EEt | HOL1=<packets> WOBERICE > THEELI ATy MK
fif it (HOL : head of line blocking %) 1 EEFa—cBx2 R/ (Fa—RERNFa—

A > TESEEICES S EEMELZEA TND)

H2X3K4

2. Xy by T 7 TZEE pVES

H— bt
4

Tail_drop=<packets>

Fo—A U UEBIRE 1 £00T 2 OFEERMIE A B X
= 7= DITBEHE LT3 o | JHexs

X1

T =B X a—A VT ENDIEFEF2—FFIL, 7L—LT LD CoSEIZESWTIRELET,

X2

—E OB ATy MEF 2—A B3 USNE LTHRWET,

Fa—A UV ERE T3 2 OBEEREB AL 537 v MNEEODOYE, HOLL 36 LU Tail_drop %
AT T LET,

BEF 2 —ZZEEBRNIZDT Y ERBEESNDLHEOEEA A=V 2 RITRLET,
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31 QoS

31-6 EEFEF1—ICEENLWONTY FHAREESNDEE

#EEXL— AG VR WAS A 4
NNV FIC
EBERBOEE
BB, EEF ?——‘ﬁ
A—ISlETEALE
v, ok [ TR
BEEIhD, - FE

[i=]

=]
==

=E

Ny BNy T FIZEE NN NT y FBREESNDHEOEA A=V 2 RITRLET,

31-7 Ty b\ I F7IZEBELRLT WOy FHABRESINDGE

HEiEFa— Ny RN T T = N
EEF1—ICEBE
D | | sRozEnso,
A S AP S il 3
| ERELOT, Ny
X w MEBEESND,
=2 e
[
®
|
[
Ps  J
LRIE~DEE]
2L
CFESHE]
2L
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clear gos queueing

show qos queueing TERRT HEEF 2 —ITHENTITEE L7237~ M (HOLL, Tail drop) 2027 U7
LET,

[AARK]

clear qos queueing [ <switch no.>/<nif no.>/<port no.> ]
[ABE—F]

—fFr—YE— FBLOEEEHET—
(/8T A—4]

<switch no.>/<nif no.>/<port no.>

FRE LR — FOREF = —ICHENTITEFES Ny M2 027 VT LET, FRETED
<switch no.>, <nifno.>¥ & U<port no.>DIEDOHIFHIL, N7 A —Z|THEETE HH] #2RL T

X,
KoRT A — H B WO ENE
EEICEEIN DT A TOR— FDOKXEF 22—, CPUS CEEF 2 —ICHENTITEES L

7/bﬁ%07)7bi¢o
[=1741]

31-8 R— FOMEMERZE 0V VT LR
> clear qos queueing 1/0/3

Date 20XX/07/14 12:00:00 UTC

>

[FRERBA]
2L

[BEANDFE]

2L
CFEEE]
1. Ka<r F&3E(FT5HE, axsEtherTxQoS 7 /L — 73 L N axsToCpuQoS 7 /L— 7 MIB 15#Ht 0 7 VU
TENET,
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32 LAV 2:;it

H7E LAV 2H@E

32 LA 2385k

492



32 LM4¥2

FAE

show authentication fail-list

LA Y 2 FBEEIC IR L 7oK s i a MAC 7 R LU ADRIEICE R L ET,
[ABRERK]

show authentication fail-list [mac—address <mac>]
[ABE—F]

EEEHET— R

[INFA—=42]
mac-address <mac>

BE LT MAC T R L RICBT 2RBRERBUR ARG A F£R LET,

. 4

NT A — Z B R DR

j—’\‘(@ub pﬂiﬁ%ﬂ&iﬁ%*fﬁ%&%%ﬂd L/ij—

E171]
32'1 it nE%E&jﬁuﬁ*'rﬁﬁa)iT
# show authentication fail-list
Date 20XX/01/21 22:01:23 UTC
Fail list total entry : 3
No MAC address Port VLAN First fail time Last fail time Count
1 0012.e200.1234 1/0/9 200 20XX/01/21 21:42:40 20XX/01/21 21:42:49 2
2 0012.e201.abcd 1/0/7 - 20XX/01/21 21:45:11 20XX/01/21 21:45:11 1
3 0012.202.6789 1/0/13 4094 20XX/01/21 21:40:51 20XX/01/21 21:44:10 10
#
[F~EREA]
F* 32-1 FREIARBUIRRIFHROFRRIER
FRIEH =0 FORFHEIERR

Fail list total entry | RAERBUBR OB = F UK

®K 1024 = RV

No IR RS AR R AES

MAC address MAC 7 K L& FRRERM AR D MAC 7 K L2
MAC 7 K L 2R DA%, "0000.0000.0000" % 37~ L
£7

Port A= EE, LI TF YV | WERPREBICHRIEZ R LR — NER, 3T v xv

TN—TH&KE ITN—TFFERRFNLET,

<switch no.>/<nif no.>/<port no.> : N— F&FK =
CH:<channel group number> : 5 x R /L7 )V — 7&K 5
K= &S, £R3F X RNV IN—TESR RS
"ERRLET,

VLAN VLAN ID AR DAL ICFBRE A L L 72 VLAN ID &R LET,
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#=RIEHR =Y FREFHIER
VLAN BRI RGAIE "2 R R LET,
First fail time M) D FRFE I R ) AN FEREDN R PR L 7 g
Last fail time % O FRFEI ﬁ"ﬁ?ﬁ W ZRBREDS B L 7= R
SREELLAREE )Y 1 [F ORI First fail time & [[—BZ & 72 0
i—aﬂo
Count EE NI EIRE U AR DN FREE & e L 7= (B 4%
[BIE~DEE
el
AEEIE]

1. FRGERMERR 2N 1024 SRLA B & 7o 2 5A, B
EEEINEEREERLET,

(ZREBRERIL L2 — WLl D= > b U b

2. restart dotlx =~ I, restart web-authentication =~ > K, restart mac-authentication =~ > K174 TR

AEFERE S FELE) L7245, 3% 4 ABRERRAE O AR R I U HIBR S vk 9,
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clear authentication fail-list

LAY 2 AR LT RS ®E2 7 V7 LET,

[AHRH]

clear authentication fail-list

[AAE—F]

HEEEHEE— R

(/X5 A—=4]
L

[E17H1]

32-2 LAY 2ZEDERBIHRIE®RY V7T

# clear authentication fail-list

#

[F~aREA]
2L
LBE~DEE]
L

CFEEHE]
2L
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3 3 IEEEB02.1X
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show dot1x statistics

IEEE802.1X FBFFIZ )b D #iEHE A FR L E7,

[AHRH]

show dotl1x statistics [{ port <port list> | channel-group—number <channel group list>}]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{ port <port list> | channel-group-number <channel group list>}

port <port list>
fRER—F (U2 MER) ofiHERERRLET,
<port list>D g EFFIER L OMEOFEEHEICOWTIE, [T A =X |THRETE 5] 22 LT
<72&Wv,

channel-group-number <channel group list>
BEF vy XN T N—7 (A MER) OfGHEREFR RS LET,
<channel group list>DFEE HFIEIZDOWTIE, [T XA —FITHEETE 5] 2R T EEN,

KRoNT A — 2 B OB
BRI T DFEHERE RS LET,

[E17H1]

33-1 |IEEE802.1X £FZFEEMICH T S ERD R
> show dotlx statistics

Date 20XX/06/10 07:52:58 UTC

[EAPOL frames]

Port 1/0/2 TxTotal : 42 TxReq/ld : 5 TxReq : 30
TxSuccess : 5 TxFailure : 2 TxNotify
RxTotal : 47 RxStart 12 RxLogoff : 0
RxResp/Id : 5 RxResp : 30 RxNotify 0
RxInvalid : 0 RxLenErr 0

ChGr 10 TxTotal 0 TxReq/Id 0 TxReq 0
TxSuccess : 0 TxFailure : 0 TxNotify 0
RxTotal 0 RxStart 0 RxLogoff 0
RxResp/Id : 0 RxResp 0 RxNotify 0
RxInvalid : 0 RxLenErr 0

[EAPoverRADIUS frames]

Port 1/0/2 TxTotal 0 TxNakResp : 0 TxNoNakRsp:
RxTotal 0 RxAccAccpt: 0 RxAccRejct: 0
RxAccChllg: 0 RxInvalid : 0

ChGr 10 TxTotal 0 TxNakResp : 0 TxNoNakRsp: 0
RxTotal 0 RxAccAccpt: 0 RxAccRejct:
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RxAccChl | g: 0 RxInvalid : 0
>
[FRREREA]
& 33-1 |EEE802.1X FBEEI=h b B H#EHERKR~IER
=rIER 2R RN
Port/ChGr PR AR L ET,
Port <switch no.>/<nif no.>/ <portno.> : " — F &R LE T,
ChGr <channel group number> : F¥ V7 L —7 %R L£7,
[EAPOL frames] EAPOL 7 L' — AZBIT 2 #EaHESR, AHH OFMIIUREZ SR T2
SV,
TxTotal EAPOL 7 L — AHRE(E4K
TxReq/Id EAPOL Request/ldentity 7 L — L3555
TxReq EAP Request (Identity, Notification LAF%) 7 L — A%{E4k
TxSuccess EAP Success 7 L — A58
TxFailure EAP Failure 7 L — L3555
TxNotify EAP Request/Notification 7 L — AE{EHK
RxTotal EAPOL 7 L — A#%15% (RxInvalid, RxLenErr [3fx<)
RxStart EAPOL Start 7 L — A 155
RxLogoff EAPOL Logoff 7 L — 2554
RxResp/Id EAP Response/ldentity 7 L — A2 {55k
RxResp EAP Response (ldentity, Notification LI4V) 7 L — A5z{54%
RxNotify EAP Response/Notification 7 L — A5z {54k
RxInvalid 20 EAPOL 7 L — A% 15 8 (BEE7 L — 250
RxLenErr RIEE EAPOL 7 L—A%ZE38 (BHET L —2%0)

[EAPoverRADIUS frames]

EAPoverRADIUS 7 L — L ZBF D HEaHE . T H OFEMIT LA 2 2 ]
LTLZEN,

TxTotal EAPoverRADIUS 7 L — AFREE %L
TxNakResp AccessRequest/EAP Response/NAK 7 L — Ai%{54K
TxNoNakRsp AccessRequest/EAP Response (NAK LIgL) 7 L — L2655k
RxTotal EAPoverRADIUS 7 L — AKZ (4K
RxAccAccpt AccessAccept/EAP Success 7 L — A (54K
RxAccRejct AccessReject/EAP Failure 7 L — A5 {544
RxAccChllg AccessChallenge 7 L — A5 {544
RxInvalid 7 EAPoverRADIUS 7 L — LB {5k
[BE~DEE
2L
IEFEIE]
2L
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show dot1x

IEEE802.1X FEEIZ b BARBEIE A TR LE T,

[AHRH]

show dot1x [{ port <port list> | channel-group—number <channel group list>}] [detaill

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{ port <port list> | channel-group-number <channel group list>}
port <port list>
fRER—F (U A MEX) OREEREFRLET,
<port list>DIEE HER L OMEDOFRERIAICHOWTIE, [T A |TRETE 5] 28R LT
<TEEWN,
channel-group-number <channel group list>
BEF vy XN T N—7 (A MER) DIREBEREFRZLET,
<channel group list>DFEEITIEIZ OV TIE, [T A—FIHEETE 2] #BRL L&,
detail
PSR A FOR L, FREEE A Supplicant (—¥) T L DREFHREFRLET,
TRTDONT A—ZEIRREOEE
HEEARTOREREHRZZRLET,

[R1741]

33-2 |EEE802.1X £ EMIZH 1T HREFERDERR
> show dotlx
Date 20XX/06/10 08:03:21 UTC
System 802.1X : Enable
AAA Authentication Dot1x @ Enable
Authorization Network : Disable

Accounting Dotl1x . Enable
Auto-logout . Enable
Port/ChGr AccessControl PortControl Status Supplicants
Port 1/0/2 Multiple-Auth Auto -— 1
ChGr 10 Multiple-Auth Auto - 0

>

33-3 |IEEE802.1X £FIAHEMITH (T HREBEFRDFMRT
> show dotl1x detail

Date 20XX/06/10 06:24:27 UTC

System 802.1X : Enable
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AAA Authentication Dot1x : Enable
Authorization Network : Disable
Accounting Dotl1x : Enable
Auto-logout : Enable
Port 1/0/2
AccessControl : Multiple-Auth PortControl © Auto
Status -— Last EAPOL © 0012. €200. 0011
Supplicants 1 /1/ 1024 ReAuthMode : Enable
TxTimer (s) -— /30 ReAuthTimer (s) : 3484 / 3600
ReAuthSuccess : 0 ReAuthFai | : 0
SuppDetection Auto
Supplicants MAC F Status AuthState BackEndState  ReAuthSuccess
VLAN Class SessionTime (s) Date/Time
0012.€200.0011  * Authorized Authenticated Idle 0
8 0 118 20XX/06/10 06:22:29
ChGr 10
AccessControl : Multiple-Auth PortControl © Auto
Status D Last EAPOL :0000. 0000. 0000
Supplicants 0/ 0/ 1024 ReAuthMode > Enable
TxTimer (s) -— /30 ReAuthTimer (s): — / 3600
ReAuthSuccess : 0 ReAuthFai | : 0
SuppDetection : Auto
>
[ 5]
& 33-2 IEEE802.1X BEEIChhvh B IKREIEIRFR RIEHE
KRTIEHE BER RTFHIER
System 802.1X IEEEB02.1X RFLOEMER I EZ R L E T, 1. Enable (IEEE802.1X &7
DNEIEH)
2. Disable (IEEE802.1X #HAIE
DMRIEH)
AAA Authentication RADIUS ~DFBGER W& D EEIRILZ 7~ L | 1. Enable (RADIUS ~D7FE
Dotlx £, FERNEDE R AR
2. Disable (RADIUS ~D#3
FERIWE DR L)
Authorization ALEE CTIIRBEH T,
Network
Accounting Dot1x THhOT 4 THEEROEERRE TR L E 1. Enable (Accounting #&8E
D Y EE)))
2. Disable (Accounting #fE
D)
Auto-logout IS (F BT K 2 BBV ERGEAEER OB EIR 1. Enable (&3 (F B titkne
R LET, Y EE)))
2. Disable ({315 B4 RE
D)
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*RIEH 2R e
Port/ChGr REEHNLZ R LET,
Port <switch no.> / <nif no.>/ <port no.> : "— h
ChGr<channel group number> : &% /)L 7 L —=7
AccessControl L ORAERNNIRE SN TWARBIEY 7 | 1 -
E—RFERLET, 2. Multiple-Hosts
""" V=R 3. Multiple-Auth
Multiple-Hosts : ~/vF%&— K
Multiple-Auth : SEARRIEE— N
PortControl WiEay bu— L OREFHRE R LET, 1. Auto
Auto : FRFEHIE 2. Force-Authorized
Force-Authorized : B [E & 3. Force-Unauthorized
Force-Unauthorized : 738 & &
Status — O HEH: R LET, 1. Authorized
Authorized : FEFIER A 2. Unauthorized
Unauthorized : ARF%FE 3, ---
D IR OR G — NH
Last EAPOL BICEZ{E LTz EAPOL DEEILMAC 7 L A& R LET,
Supplicants PR A, B L URRRERI G & L CEIY Y4 T A D Supplicant &7~ L £
D
(B 2R ER]
FRRERT S D Supplicant $ & oK,
[FRAFEANL = & DFIR]
VU NE— Rl LT T — R
<FRREF A Supplicant #5> / <GBFEXI 4 Supplicant %>
SRR FRRET — NEF
<FRREFF A Supplicant #5> / <gBREX 4 Supplicant %> / <GBREHALN T
DK Supplicant %>
ReAuthMode FFRREE R "EAPOL Request/ID"® H 32474 | 1. Enable
MoREBE TR LET, 2. Disable
TxTimer(s) FRREETOFRFEE K "EAPOL Request/ID" B (54 A &R LET,

- U\?@&ﬂﬁ‘@fa/\ YT DI OREKE A < 1T I%)
« FBIERTZ2 D Supplicant S FRAEHN. D E KB & 72~ 7235
- RS BN ED T — K2\ Disable TRFEL 7= Suppllcant BIFET
B
- FHE AR HENED T — 2% Auto DA
. L/ﬂ\_@mu FEHLAL A Eh 2 fR e & fio'(b\éfBA
REAROR— N ETXTF v RV T N—T
<HIFED & A ~{E> | <tx_period F0>

ReAuthTimer(s)

o uE?&@ﬁmu nﬂzg;}_{ 'EAPOL REqUeSt/lD Jif"fn &/r "\7%/1" Liﬁ*
- PRERTCH DT OAR K A ~ (35
<HIFED # A ~{E> [ <reauth_period Fb>

ReAuthSuccess

FRERERC DRI

ReAuthFail

FRERER AR
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*RIEH =R RNEHHIEER

KeepUnauth U NT— ROR— b THEEOR Z B Lt@’C, FRFER B DI AFERE
REBIZAR D £9, ZORENSHE, BIEEMED ATREIC /2 5 £ TORFH %
WHATRRLET,
- EEREEEIT S TV B TR A < LIS
<HIfED # A ~{#&> | <keepunauth_period #>

SuppDetection G ARFRREE — RIF7Z) 1. Disable
FrEUm AR MEEOE— FARLET, 2. Full
Disable : #& H#Eh{EE 1L 3. Shortcut
Full : &ffnabEEt— 4. Auto

Shorteut : HlEE— K
Auto : HEMRHE— R

Supplicant MAC

Supplicant ® MAC 7 R LV A

FEAIC™*" T/ Y Supplicant IIEH TH D Z L AR LET,

F ARG~ — 72 ?J’ﬁﬁ%'JE?S?Eéﬂf:“”EE
: TR FEAE CREGE S L7 b
515

Status Supplicant OFBFERFEZ R L ET, 1. Authorized
Authorized : FEREH A 2. Unauthorized
Unauthorized : RF3FE

AuthState Supplicant DFEFFALELRIEA R L E T, 1. Connecting
Connecting : Supplicant %5t - 2. Authenticating
Authenticating : F2FEH 3. Authenticated
Authenticated : FRFESE T 4. Aborting
Aborting : FFEH (L 5. Held
Held : %Dﬁﬁ*ﬁ%ﬂ{k,ﬁ

BackEndState Supplicant ™ RADIUS H—/3 & OFEFELER | 1. Idle
EERLET, 2. Response
Idle : iR 3. Request
Response : P— /S~ JGEH 4. Success
Request : Supplicant ~Z3RK 5. Fail
Success : FRRERKY) 6. Timeout
Fail : RAEINAL
Timeout : % — i & A LT T b

ReAuthSuccess PRSI A R LE T,

VLAN Supplicant M F8FEH VLAN
FRERTE T OMIZZEAIZR Y £,

Class Supplicant D —H% 27 7 2 %R L E9,
VT ATy TREED 1 B BRGE, EIIREROSE, W EERRLE
R

SessionTime Supplicant = & OFEREKEIN S D v v a URESLRER] (F)) 2R LET,

Date/Time Supplicant OFERERLEIEEA 2R L £ 9,

BE~DEE
2L
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CEEZHHE]

L
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clear dot1x statistics

IEEES02.1X FBFEIZ b DGR EZ 07 V7 LET,

[AHRH]

clear dot1x statistics [{ port <port list> | channel-group—number <channel group list>}]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{ port <port list> | channel-group-number <channel group list>}
port <port list>
FER—F (VA MEX) OfaHE®REZ 027 VT LET,

<port list>DIEE HER L OMEDOFRERIAICHOWTIE, [T A |TRETE 5] 28R LT
<TEEWN,
channel-group-number <channel group list>
REF v 2T N—7 (VA M) OfGEHE#RZ 07 V7 LET,
<channel group list>DFEE HFIEIZDOWTIE, [T XA —FITHEETE 5] 2R T EEN,
ENAV S £ S SllE
EREREICHALIC BT DfEHEHRZ 0 7 UV 7 LET,

[E17H1]

33-4 |EEE802.1X FEEEI=h b 2#EHEHRND O U T
> clear dotlx statistics

>
[FRREREA]
L
[BIE~DFEE]
2L

FEEIE]
o Ka~v Ra#E{T4 %L, IEEE802.1XMIB Z/L—7D MIBEHE 0 7 V) 7 SNET,

o Koaw N%uEIT9 5L, showdotlx =~ KD Last EAPOL (125313 L 7= EAPOL M %{E T MAC
TRVR) 27U TERET,
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clear dot1x auth-state

IEEE802.1X #EREIRREZ 1L L £,

[AHRH]

clear dot1x auth-state [{ port <port list> | channel-group—number <channel group list> |
supplicant-mac <mac address> }] [-f]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A=4]
{ port <port list> | channel-group-number <channel group list> | supplicant-mac <mac address> }
port <port list>

FRER—F (VA MERX) ORFERIREEZMIHNE LE9, <port list>D¥E7E S5 %R L OME DR E &6
IZOWTHE, RTFA—ZIHETEDHE] 22BLTLEE N,

channel-group-number <channel group list>

BEDOF v XN T N—7 (VA MER) OFFEREZWHIL LEJ, <channel group list>DF5E 7
EIZONWTHE, INTA—FITHRETE L] 4L TIEE,

supplicant-mac <mac address>

F8E MAC 7 R L 2 OFRGEREZ L LE T,

ERBA v = LR T, RERREZ WL L 5,
ARG A — BB WO B
ERA ve—VEHTILET,
FTARTO/NT A —Z B OB
WHMEIER A v — V&M Licdh &, §3To I[EEER02.1X FRALRIEZ WML L £ 7,

[E17H1]

33-5 HERNIRTO IEEE802.1X FEELREEDMHAE
> clear dotlx auth-state

Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y
>

[ 5]
mL
[BE~DHE

VI EAT - 7256, %S DR — ~ O IEEES02.1X FRAEIRRENHIHHL X4, WENWHEL 4, BEE2HEIH
é“@‘é i ﬁfyﬁuw?h%ﬁjﬂ%fﬁ%@i?‘
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AREE]

FRFEIRHE 2 WML LB, #8839 A —Z & U T EAP-Failure £7-1% EAP-Req/Id Z3#ET 52 085 Y

ijﬂo

o NI RA—HEHIELIEE, EENTXTO IEEES02.1X FEFEHALIZXf LT, EAP-Failure & EAP-Req/ld
EvLFXRy ARNTLIEFEELET,

® XF A —H M port <port list>, channel-group-number <channel group list>D#34:, $57E L 7= IEEE802.1X 7%
FFEALIZ% LC, EAP-Failure & EAP-Req/ld %~ /L F % v A N T 1 [BI#E(F LIT

® /3T A—%7) supplicant-mac <mac address>D %56, $5E L7278 A TR L C EAP-Failure =% ¢ A
FCEELET, f8E LIREERAD BT 5 IEEER02.1X 8GN FICFEFEM AR NV R o e E, 8
TE L 72 5B AR A3 B 35 IEEES02.1X FRREHALIZ X L T EAP-Req/ld Z#~/LFF ¥ A T 1 [EEF L E
ER
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clear dot1x dead-interval-timer

1 & H ® RADIUS H— "3 EIRZIZ72 1, dead interval #$REIZ & - T, 2 & HLED RADIUS — 3~ 7
IR AH Y o2 E, a7 4 7 L—3 g 2= K authentication radius-server dead-interval C% &
SN 272 22 THRAID RADIUS $—/"~D 7 7 & AR L E T,

[ABR]

clear dotl1x dead-interval-timer
[ABE—F]
EEEHEET— RN
(/8T A—4]
2L
[E1TH1]
K 33-6 dead interval #£8EIZ & > T 2 B B LIE®D RADIUS H—/A~ADT7 U R & 1 BIREZfRIR

# clear dot1x dead—interval-timer

#

[F~aREA]
L

[BE~NDFEE]

L

CEEFIA]

L
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reauthenticate dot1x

IEEES02.1X FBREIRAEA FIRBRE L £ 97, FFRBALEH A ~ (reauth-period) 7230 (#&%h) OHETH, EMIFICHE
PREE FEHE L E T,

[AARK]
reauthenticate dot1x [{ port <port list> | channel-group-number <channel group list> |
supp | icant-mac <mac address> }] [-f]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[INTA—=4]
{ port <port list> | channel-group-number <channel group list> | supplicant-mac <mac address> }
port <port list>

FRER—F (VR MER) ORIREEL BRI L £3, <port list>DH5 & LR L OME D6 T #i
IZOWTHE, TRIA—ZITRETELHE] 22 LT EE,

E

channel-group-number <channel group list>

BEOT ¥ T N—TF (VR MER) OFFEIREEE FFEAE L £ 7, <channel group list>D57E 7
BIZOWTE, [N A=ZITHEETE2ME 2R TIES,

supplicant-mac <mac address>
fRE MAC 7 N L 2 OFBGERIEZ HRBRE L £ 77,
-f
WEBA v BE—V &M LRNT, IRk E HEGFEL £,
KRNT h— 2 B W OB
R A v E—V 2 MO LET,
FTARTORT A —Z B OB
FRBREMER A v b — V2 Uiz &, 3T IEEE802.1X FBREIRIEZ Fa8RE L £ 7,

[E17H1]

33-7 HEBRTAATOIEEES02.1X FREER— M ZH WL THHEES
> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y

>
[&REEA]

L

[BIEE~NDEE

FIRBGEAAT > 72558, FFRBAEIC A TR (BT B 0 8 A, MBI IS, £ OIS 3
BLET,
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CEEZHHE]

L
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restart dot1x

IEEES02.1X 7’11 /' A% FiEEE) L £ 97,

[AARK]
restart dotix [-f] [core-file]

[AAE—F]
— R —PE— FB L OEREEHEET—

[T A—=%]
-f
FHEE#RA vy —7 LT, IEEE802.1X 7’0/ T A% B L £7,
AT A —Z B OEE
RBAyE—VEHALET,
core-file
PSR [EBES02.1X 7' n /T ADaT 7 7 A VE T LET,
AT A — LB WERE O ENE
arZyrANENNLEEA,
FTRTCONT A — LB OBE
BEBIMAA v -V 2 ) Lizd L, TEEER02.1X 7'/ T A& HiEE LE T,

[E17H1]

33-8 IEEE802.1X 7O4'S LBEH
> restart dotlx

802. 1X restart 0K? (y/n) : vy

>

33-9 IEEE802.1X FO4 S LB (/85 A—421ETE)
> restart dotlx -f
>

[FREHEA]
el

[BIE~DFEE]

AL E O3 _XTo IEEES02.1X EREIREEN WL S, WEDWME L 3, BEZEIRIEHI2E, BE

AEZAT O MERH Y £,

EEEIE]
AT T A NOKMTET 4 L7 NUBIOARITIRO LB VIR ET,
AT 4 L7 U : Jusr/var/core

27 7 7 AV . dotlxd.core
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BEZ 7 ANVDT CTIFET 2B EREHFICEEEXTLHIOT, BBELRLIE, 774102500 EHNy
T v L TBWTLEEN,
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dump protocols dot1x

IEEE802.1X 71 75 LTI L CWAHIMT — 7 VG, S EHEHmE 7 7 A ~EHLET,

[AARK]
dump protocols dotl1x
[AAE—F]
e N L UM T R
(/NS A—42]
L
[E17451]

X 33-10 |EEE802.1X FO4Y S LA VSA U E Y TME
> dump protocols dot1x
>

[FRRERAA]
L

[BE~DFE]

L

CFEFIA]
BT 77 ANOEET 4 L7 B BLOSAHRIRO LBV IR T,
¥#7 4 L7 N U Jusr/var/dotlx
K277 7 A )L dotlx_dump.gz

BEZ 7 ANVDT CTIFET IHAEBREHICEEEXTLH2OT, BB RLIE, 77410 E2H0LNn0HNy
7 v 7L TEBNTLEE N,
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show dot1x logging

[EEE802.1X 711 /'S AT L TWABHER 7 A v —V AR R LE T,

[AHRH]

show dotl1x logging [{ error | warning | notice | info }]

[AHE—F]
g —PE— P L OEREFRET— N

(/NS A—42]
{error | warning | notice | info}
RRTL2IMER T Ay E—VDLNVERELET, 2747 b—3 3 a2 R dotlx loglevel T
BELELLVOHAA =YD, BELAEL-VEDLEEEOHW VR EREINLET,
7272 L, notice T LA IZINORMAL L~ vdn 7 A v —V bR LET,
F72, info ZHEELEHBEITTIRTOR S A v —V2F R LET,
RoXT A — 2 EBREREFOEE
info ZfRE LG A LR UEER 7 A v —V2FRRLET,
[ZE1TH1]
X 33-11 IEEE802.AX Ei{ELJ A v E—U KR
> show dotl1x logging
Date 20XX/06/10 07:36:05 UTC
No=1:Jun 10 07:34:24:NORMAL:LOGIN: MAC=0012.€200. 0001 PORT=1/0/2 VLAN=13 Login succeeded. ; New
Supplicant Auth Success.
No=11:Jun 10 07:33:40:NORMAL:LOGOUT: MAC=0012.e200.0001 PORT=1/0/2 VLAN=13 Force logout.
“clear dotl1x auth-state” command succeeded.

No=1:Jun 10 07:28:47:NORMAL:LOGIN: MAC=0012.e200. 0001 PORT=1/0/2 VLAN=13 Login succeeded. ; New
Supplicant Auth Success.

[&RaEH]
A= VORFHRERITR LET,

No=10:Dec 1 10:09:50:NORMAL:LOGOUT: MAC=0012. e200. 0001 PORT=0/1 VLAN=3 Logout succeeded.
@ 3 (4) (5) (6) )]

(1) Avyt—U%5 15 335 B/ A vb—Y %] ITRT AL bNEE&E%
KLET,

(2) Bf} : IEEE802.1X ' /T AR IRk SN Bt 2R L £,

(3) M4 : IEEE802.1X 7' 1 /' T AWNERICREER SN 2R L £,

@) a7 #B  BEa 7 A o= URT LV ERLET,

(5) v 7R EDQL D REETHA SN ERLET,

6) FHNER : A ve—YTRENZEFEEREELET,
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(7) AvE—YRX
BER T A v —TDOENTENORTINEEZRIRLET,
o Uik T3 333 @iffu s A vv—rou Z#E L a SRR

o JFER] (5 333 @ifEn /A vw—Ton JEE L o R
NG : T3 33-4  (HIEH

o Ayt —VD—E (% 335 @ffn s/ Avk—T—E)

% 333 BEOSAvE—ConS@EAE D TiER

A&l A3l Bk
NORMAL LOGIN u A U ERLET,
LOGOUT v sy MNEhERLET,
SYSTEM B{ETOEMERLET,
NOTICE LOGIN AL AR LET,
LOGOUT RrT U NRBERLET,
WARNING SYSTEM WEEEROREIEE - IBEEELZRLET,
ERROR SYSTEM IEEE802.1X 7' 11 7' 5 ADEEREELZF L £,

= 33-4 {IniEER

E G

=R

MAC=XXXX.XXXX.XXXX

MAC 7 RL A%F LET,

VLAN=XXXX

VLANID 2 L£7, 7277L, VLANID [FHROEE TE o 5HEaIEF=R
LEH A,

PORT=xx/xx/xx

CHGR=xx

K= b EEELFF v RNV N—TFEERLES, LEL, F— MERPE
BCERPoEHRIFFRLEE A,

ServerIP=xXX. XXX XXX. XXX

P—=DIPT FL2AERLET,

ServerIPVB=xxXXX:: XXXX:XXXX

P— D IPV6 7 KL AERLET,

ServerName=ccccce

=B ERLET,

% 335 HEOTAYE—C—E

&2 | ousmm | osmm | AyE—IFER b
AE &S
fTaniEER
1 NORMAL ‘ LOGIN ‘ Login succeeded. ; New Supplicant Auth Success.
H Supplicant FBFEAS KB L & LT,
[etiis]
2L,

MAC 7 KLV A, R—  EFFITTF v 13V NV—7% 5, VLANID

2 NORMAL

LOGIN Login succeeded. ; Supplicant Re-Auth Success.

B
2L,

Supplicant FFEFED KN L E L7z,

MAC 7 RL R, A— FMEFEIETF v 17 —7F S, VLANID

3 NORMAL

LOGIN Login succeeded. ; Limited by ACL.

[RFI]

Supplicant FZEA KT U E LIZ58FERT 7 4 LV Z DA T,
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07 5l a5 &5 Ayt—UFERX K

AR & RIS

P

WELEA 27 V7 LTLTEE N,

MAC 7 KL A, R— bEFEIEZTF v XNV I V—TFKF, VLANID

4 NORMAL LOGIN Supplicant force-Authorized.
RADIUS H— BIDREEIC LY 7 T4 7 > MIBHERELZ M L E Lz,
[R55]
2L,
MAC 7 KL &, R— hEFEIET v XNV I L—T%FE, VLANID
10 NORMAL LOGOUT Logout succeeded.
Supplicant 7> 5 D ERFE 721 3ARBE) L 7o 7- ORBFEAfRBR L E LT,
[eiis]
7L,
MAC 7 RL A, R—  EFEITTF v RV 7 V—T7F5, VLANID
11 NORMAL LOGOUT Force logout. ; "clear dot1x auth-state” command succeeded.
a~y R CRAHRR L E LT,
[R5
2l
MAC 7 FL X, HR— MEFEIETF v XNV I V—T%E, VLANID
13 NORMAL LOGOUT Force logout. ; The supplicant was cleared, because it was registered to mac-
address-table with the configuration.
MAC 7 KL AT —7/LIZ MAC 7 RLARERESNTZZ LI E - T, #%%% 5 Supplicant DFERE % bk
LELT,
[RHiE5]
L,
MAC 7 FL A, R— NEFEIETF v XV T —T%E, VLANID
14 NORMAL LOGOUT Force logout. ; The status of port was changed to Unauthorized, because
another supplicant was detection in single mode.
I NVE— ROR— THEEO Supplicant Z & Hi L 72 D TEEGRIRE A Unauthorized IZ L & L7z,
[etis]
2L,
MAC 7 RL A, R— b EBFELIFTTF ¥ RV 7 L —7FES, VLANID
15 NORMAL LOGOUT Force logout. ; Dotlx configuration deleted.
IEEES02AX FRFED > 7 4 7 L — a U NHIBR S T2, PGEE R L E LT,
[etiis]
5| & i X IEEE802.1X BRI L BF8FEZE LT WGAIE, a7 4 7 b—va v ERELTLEI N,
MAC 7 R LA, R— FEZEITTF v 1V NV—7FF%, VLANID
16 NORMAL LOGOUT Force logout. ; Port link down.
P—= IRV I F T Lo, IEEMRRLE LT,
ESp|
2L,
MAC 7 KL &, &R— hEFEIETF v RZNV T —T%E, VLANID
17 NORMAL LOGOUT Force logout. ; VLAN status down.

VLAN OIRFEN A T LTz, FREAR—rDar 7 4 7 L—3 g 23S O VLAN BEE SN TV RN
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55 =Rk % oy sl AYE—UTEFX L
RAE & ® it
&SR
7o, FREAFRBR L E LTz,
[RFhR]
2L,
MAC 7 KL A, R— hEZEIETF v 1V I V—7%%, VLANID
18 NORMAL LOGOUT Force logout. ; Re-Auth failed.
FRERRIEALEE TR L £ LTz,
XA
72 Lo,
MAC 7 RL A, R—b"EBEELIFTTF ¥ X7 L—T7FES, VLANID
19 NORMAL LOGOUT Force logout. ; Could not be registered to hardware.
N— R =7~ Supplicant BEkN R L7278, FRAELZ MR L E L7,
B
ARA =B SN DAL, restart dotlx =~ KT IEEE802.1X 7' /' T L& FLHE) L T
<TEEvy,
MAC 7 RL A, R—bEEELITTF ¥ X7 —T7FES, VLANID
20 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because MAC

authentication reject.

< NVF AT TEREET MAC FGEICRIML T A 728, FBFECRILE LT,
ESE|
RADIUS #— NZEY MAC 7 RL AZBRFEL T &,

MAC 7 KLV A, R— b ESFEZITTF v 17 V—7%%S, VLANID

21 NORMAL LOGOUT Force logout. ; Multi-step finished.
~NVF AT v TRAED5E TITFES T, |EEE802.1X FBAEA fiEbR L £ L7,
[4E5]
L,
MAC 7 FL R, &R— NEFEIETF v XV I —T%E, VLANID

22 NORMAL LOGOUT Force logout. ; Authentic method changed.
HUR— FOZ VT AT TRRIAEORENE T S NE LT,
[etis]
2L,
MAC 7 R LA, R— FEZEITTF v 1V NV—7FF%, VLANID

23 NORMAL LOGOUT Force logout. ; Mac-address-table aging.
MAC 7 KL AT =7 LDE—Y 2L -5 TMACT RUABHIBRENZ7®, RArafRL £ LT,
[iﬂﬁT]

UARDMEN STV RWIRIE T, WRAHERE L T E3uy,

MAC 7 KLV A, R—  EFFITTF v 1V I NV—7% 5, VLANID

30 NOTICE LOGIN Login failed. ; RADIUS authentication failed.
i Supplicant FEREA IR L E L7z,
(%A
Supplicant > 5 5(F 3 % 2 —V4 « RATU— K& RADIUS — D2 —HFHELFIELLFEELTLLEE
AN

MAC 7 RV A, R— " EFEZIEF ¥ V7 V—7% 5, VLANID
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&2 | osmm | osmm | AyE—UFER K
AA &G
N {EER
31 NOTICE l LOGIN ‘ Login failed. ; RADIUS authentication failed. (Re-Auth)
Supplicant FFRERED R L & L7z,
ESI
Supplicant 7> 5 %8(F 3 5 2 —V4 « AT — K& RADIUS — RO —HFHEEZIELLFEELTLEE
[N
MAC 7 KL &, R— b EFEIET v XNV I —T%FE, VLANID
33 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Type Attribute.)
Tunnel-Type BIER 22 72, FRAEHR VLAN OFD Y TIZRL £ L7,
[R5
RADIUS ¥ — 232559 % Accept /3% FNIZ Tunnel-Type BIEZFRE LT E S0,
MAC 7 KL A, R— bEFELITT v XNV N—TEKE
34 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Tunnel-Type Attribute is not
VLAN(13).)
Tunnel-Type BYEDELS VLAN(L3) T2 728, #8FEH% VLAN OF D 4 TIZR L £ L7,
[AF]
RADIUS $— 32336159 % Accept 234 » FIN® Tunnel-Type JE 1% VLANL3)IZFEE L T 2 &0,
MAC 7 KL A, R— bEFELITT v XNV N—TEKE
35 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Medium-Type
Attribute.)
Tunnel-Medium-Type BN 2278, FRFEHR VLAN OF| D ¥ CTIZRERLE LT,
[etis]
RADIUS ¥ — "\ %{59 5 Accept 3% » FNIZ Tunnel-Medium-Type JEM: 2% E L T S0,
MACT RL R, R—= I EGELFTFT v RNV T N—TE
36 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Tunnel-Medium-Type
Attribute is not IEEE802(6).)
Tunnel-Medium-Type B DAY IEEE802(6) T2\ 72D, #8iFEHE VLAN OV Tzt L Lz,
[eis]
RADIUS H— 323326{5 35 Accept /34~ N ® Tunnel-Medium-Type JE%4 IEEE802(6) (% E L CL 72
S,
MACT RL R, R—= MEGELITFT v RNV T N—TE
38 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Invalid Tunnel-Private-
Group-1D Attribute.)
Tunnel-Private-Group-1D B IZ R IEZRENFRE SAL TN A 729, §85E% VLAN OFID Y TIZRB L E L
7
ESp|
RADIUS $— 323326159 % Accept 234 » kPN O Tunnel-Private-Group-1D BYEIZERET D NA & i L
<TEEWN,
MACT FL &, R— FESETTF v RV TN—TE S
39 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN ID is out of
range.)
VLAN ID 23§t D 7=, FRGEE VLAN OFID Y TR L E Lz,
ESp|

RADIUS $— 3326153 % Accept 234 » kPN Tunnel-Private-Group-1D JBMEIZEEET % VLAN ID D&
EHRLTLIZEN,
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&5 =Rk %] =Rk ¥ Ayt—CTFR b
AE &S
N {EER
MAC 7 RL R, A— FMEEEIETF v 17 —7%FE, VLANID
40 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The Port doesn't belong to
VLAN.)
RADIUS #—73% 5 45 S 7= 38GE% VLAN 3F(E L 720, if:ci MAC VLAN TiZH Y Ft A, &5
l/‘hi RADIUS "j‘_/\ﬁ)%é{m énanALuiE?;xA VLAN 7§‘muu l‘ ngﬁﬁiﬂéﬂfl/\éj‘\/7/f 71/'—‘\/3
>z~ K switchport mac @ vlan /35 A —# |25, iﬂ%iﬁ/\/o
[R55]

RADIUS #— 2324159 % Accept /3% RN ® Tunnel-Private-Group-1D JEM4IZF%E T 5 VLAN ID % FLE
LTLEEN,

MAC 7 RL A, R—  EFEITTF v RNV 7 V—TFKS, VLANID

42 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN status is
disabled.)
VLAN 77 disable SREED 7=, FBFEHR VLAN OEI D Y TR L % L7z,
[RH15]
LY YMTHVLAN DIREER 2> 7 ¢ 7 L— 3 > 3~ K state T active [IZFRE L T 72 &0,
MAC 7 RL A, F— b EFELEFTF ¥ RxL 7 —T7%ES, VLANID
43 NOTICE LOGIN Login failed. ; The number of supplicants on the switch is full.
FE1#E O Supplicant 203 W > IEWVTRERETE £/ A,
[RHIE]
ARG RN N R & TEl - 7R T, FERRRERELZ LT 720,
MAC 7 FL A, R— +EFEZEFT ¥ RNV 7L—T7&S, VLANID
44 NOTICE LOGIN Login failed. ; The number of supplicants on the interface is full.
A 27z —A O Supplicant B3 S XV CTREETE £H A,
[eis]
MU A U F T = — ADBFEEPINAE R 2 TE - TR T, FERGEHREZ LT ZEW,
MAC 7 RL A, R— bEFELIFTTF ¥RV 7 L—7FES, VLANID
45 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because it could not be
registered to mac-address-table.(code:x)
MAC 7 R L 27 —7 /L~® Supplicant BEA K L7729, FWERIZEBLE L,
[etis]
(EDOFRGE & OFRFEE FHEPNEE OB MR T Lo R KRG R E A LlEl> TWA561E, FlE-o
ToRERT, BERRGEREA L TL téu\
MAC 7 KL A, R—  EFEITTF v RNV 7 NV—T7FKF, VLANID
46 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because it could not be
registered to MAC VLAN.(code:x)
MAC VLAN ~® Supplicant &3 KB L7z 72, FBIAEIZKRML £ Lz,
[RE5]
I DOFREE & OFRFEA T EE DIWA SRR E L e R KBFBRAREZ LR > TWa5E1E, Th-
ToRRRTT, BERGEREL LT Ea 0,
F7o, EPOFEIETRIEL TN Z & &R L T EE,
MAC 7 KL A, R—  EFEIZTF v RNV 7 V—TFKS, VLANID
47 NOTICE LOGIN Login failed. ; Failed to connect to RADIUS server.
RADIUS H— NIZHefse KBt L7z 728, FRERICRIR L FE Lz,
[R15]
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§% u] 7‘%&2“ m} 7\‘*§E“ ;( ‘yt_:)j—_#_x |~
AR & RIS
T aniEER

WHERER L TL 7280,
« AdEE L RADIUS — " L DBENTE B0
* RADIUS Y — DOIEBENH N 72> TV B0

MAC 7 KL A, R— bEFEITT v XNV I V—TFKF, VLANID

48 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Could not be registered to
hardware.)
/N— R =7~ Supplicant BEk23 R L7278, FRARICKRAL L £ L7,
[k
AA = RNHEBEICH S SN DA, restartdotlx =~ KT IEEES02.1X 7'v /' T A% FiEH) L C
<&,
MAC 7 RL A, R—b’EEELIFTTF ¥RV 7—7FES, VLANID
80 WARNING SYSTEM Invalid EAPOL frame received.
RIEZREAPOL 7L — A &ZELE LT,
B
WIZREENRRDDPHER LTSN,
- Supplicant 231%{§ 9% EAPOL 7 L — A DONE
ARERE O SE
81 WARNING SYSTEM Invalid EAP over RADIUS frame received.
RIE72 EAP over RADIUS 7 L— A& %E LE L=,
[RHIE]
WAZREE B2 0DHER L TLE S0,
* RADIUS #— 3 EET 537 v FONE
- ARER O SE
82 WARNING SYSTEM Failed to connect to RADIUS server.
RADIUS H— " ~DEERIZ R L E L7z,
[RHIE]
WERER L T TEEW,
- RIEE & RADIUS $h— L DBENTE D0
* RADIUS H— OBERERE RN /2> TN D D
F—=XDIPT FLX
83 WARNING SYSTEM Failed to connect to RADIUS server.
RADIUS H— S ~D#EHIZ R L £ LTz,
[eis]
WEMERL T TESW,
- AEE & RADIUS H— /3 L OBEHNR TE %M
+ RADIUS H— " DERERH NI 72> TN D)
HF— 3D IPV6 7 K LR
84 WARNING SYSTEM Failed to connect to Accounting server.
Accounting Y — S ~DEEFHIZHAL L F L7z,
[eis]

WEMER L T TEE 0,
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§% =] 7‘%&2“ m] 7\‘*§E“ ;( ‘yt_:)j—_#_x |~

AR & RIS

P

- AREEE & Accounting Y— XL DIEENTE B
« Accounting t— SXOBERED B NI 72 > TV B0

P—RDIPT KL A

85 WARNING SYSTEM Failed to connect to Accounting server.
Accounting Y — S ~DEEFHIZ AL L £ LTz,
[RFhi]

WEMEB LT IZE,
- A2EE & Accounting Y—/N & DIBENRTE D00
+ Accounting — /SOEBEDR BN/ > TV DH )

P— XD IPV6 T K LA

86 WARNING SYSTEM Failed in the name resolution with the DNS server.
DNS #— T L DA R IR L % LTz,
DRHIE]
a7 4 7 b—varawy Rradius-server host TERET HH— % IP 7 RLAIZER L TLZE0,
P— 4,
87 WARNING SYSTEM Invalid user class. [7 7 A]
RADIUS #—NIZRE SN2 —F 7 T ARRIETT,
B

RADIUS V— DR EE RE L T30,

90 ERROR SYSTEM Failed to open socket.
socket F—7 T EB L E LT,
[RHE]
A B—D MBI SN S 8E1E, restart dotlx =1~ N T IEEE802.1X v /T LA HigdE) L T
<IEEW,
(L@ — 7L
BE~NDEE]
2L
GEEZEIE]
el
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clear dot1x logging

IEEES02.1X 7’1 /7 A CEIL CWAEfEu 7 A ve—U% 7 VT LET,

[AARK]

clear dotlx logging

[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]

L

[E17451]

K 33-12 |EEES802.1XEIMER T AvE—CH 7T
> clear dot1x logging

>
[FRRERAA]
L
LBE~DEE]
L
CEEZEIE]
L
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set web-authentication user

Web fBiEA O —V A B L ET, OB, FE7T 25 VLAN bHEEL 7,
R, WRGEHEWRICM ML S E 5 7-9121%, commit web-authentication =~ KA FEITL TL 7230,

[AHRH]

set web-authentication user <user name> <password> <vlan id>

[AAE—F]

SEE AT R

[R5 A—=4]

<user name>

BT oa—VFaeRELET,

T & 2 30FHIRET T, RICF - AT KA L ET, CFEIE 1I~128 SCFTHREL £,
<password>

INAY—=RZfELET,

T & 230FHIRET T, RIOTF - AT KA LET, CFEIE 1~32 UFCHREL £
<vlan id>

EOWRERMIAICONWTIE, TNTA—FXIHETE L] 2R LTS, #FL, ZoavwrF
TF 74/ k VLAN (VLANID=1) {ZfEETE EHA,

o X A4F3I v/ VLAN E— R THEMATH5E
o —PRHFBICBET S VLAN @ VLANID Z#48E L7,
e [HE VLAN E— R THEHT LI5S
f£5F®D VLANID Z48& L £,
[ZE4THI]
2 —HZ"USEROL", /XA T — R"user0101", VLANID"10"% B0 L7-8%4&
# set web—authentication user USERO1 user0101 10
[F=REREA]

L
BIE~NDEE]
2L

CEESIA]
o Ka~vr NiX, BHEOZ—VRFERHIBHTEEHEA,
® commit web-authentication 2~ RZFIT LRV ERGEFHRE LTHEHTEERA,
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set web-authentication passwd

Web HAFL—F DO RAT— RELEFE L ET,
R, WRGEHEWRICM ML S E 5 7-9121%, commit web-authentication =~ KA FEITL TL 7230,

[AHRH]

set web-authentication passwd <user name> <old password> <new password>

[AAE—F]

SEE AT R

[R5 A—=4]

<user name>

NAT— RaeBES a—FLEHELET,

T & 2 30FHIRET T, RICF - AT KA L ET, CFEIE 1I~128 SCFTHREL £,
<old password>

BHEATONAT — RERELET,

T & 230FHIRET T, RIOTF - AT KA LET, CFEIE 1~32 UFCHREL £
<new password>

BHEHEDONAT — RERELET,

T & 2 30FFHRET T, RLF - ADLFEKBILET, XL 1~32 XFTHREL £,

[E17H1]

L —HZ"USEROL" D /XA T — RE AT 554
# set web-authentication passwd USERO1 user0101 user1111

[F~EREA]
2L
LBE~DEE]
L
CEEZEIA]

o Ko< N, #EO2—VFRFRHMEHTEETA,
® commit web-authentication 2~ RZFEIT LRV ERGEFHRE LTHEHTEERA,
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set web-authentication vlan

Web BiE2—Y OFTE T % VLAN 22 LE7,
R, WRGEHEWRICM ML S E 5 7-9121%, commit web-authentication =~ KA FEITL TL 7230,

[AHRH]

set web-authentication vlian <user name> <vlan id>

[ABE—F]
SEE AT R

(I35 A—=4]
<user name>
VLAN 2 ZEJ 52— L E2HELET,
BT & 2 CFERBT T, KICF - DR ERBILET, 07T 1~128 CFTHREL £,
<vlan id>
ZEH4 25 VLAN O VLANID #457E L 77,

EORERHBIZOWVWTIE, [T A—FTHETE A 22BL TSN, Z7EL, Zoavw K
TF 74/ k VLAN (VLANID=1) IZfEETE EHA,

[E17451]
Z—HH"USEROI"D VLAN % 30 (CEE T 5545
# set web-authentication vlan USERO1 30

[FREREA]
L
LBE~NDEE]
2L
AEEIE]

o Ka~v il NiX, BHEOZ—VRFEFHIBHTEEREA,
® commit web-authentication =~ > K& EIT LRV ERFEEHRE L THEHATEERA,
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remove web-authentication user

Web BFEH O — W 2 HIBR L £ 7,
R, WRGEHEWRICM ML S E 5 7-9121%, commit web-authentication =~ KA FEITL TL 7230,

[AARK]
remove web—authentication user {<user name> | -all} [-f]
[ABE—F]
EEEHEE— R
(/8T A—4]
<user name>
BELEZa—FE2HIBRLET,
EFC& 230733557 T, KT - MNP EXEBILET, XTI 1~128 TFTHELET,

-all
FTRTO—FZHIERLET,
-f
B A v =Vl LN T2—Y2HIR L ET,
ART A — 2 HMERF OB
WRA =T HH N LET,
[E17H1]

o = —X"USEROI"ZHIRT 24
# remove web-authentication user USERO1
Remove web-authentication user. Are you sure? (y/n): vy

o —NNEREET — X IIBRHEINTVWD2—V & T XTHIRT 256
# remove web—authentication user -all
Remove all web—authentication user. Are you sure? (y/n): vy

(&R REREA]

2L

[(BEE~NDFEE

L

CEEZEIA]
commit web-authentication 2~ RZFEITL72W &, FEEFHRE L THATE THA,
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show web-authentication user

Web RAEDLEBENICRFR S N o 2—FERER T LET, £/, ROa~vy FRTAY) - fgEhO2—FE
WHFTRTEET,

® set web-authentication user

® set authentication passwd

® set authentication vlan

® remove web-authentication user

7mk, RF2—FLHORIAL 2D 7,

[AHRH]

show web-authentication user {edit | commit}

[AAE—F]

EEEHEE— R

(/X5 A—=4]
{edit | commit}
edit
PO —PEFREFRLET,
commit

HEAPOL—PEREFRLET,

[=1741]
o MMETO—WERERR LGS

# show web-authentication user edit
Date 20XX/10/14 10:52:49 UTC

Total user counts:2

VLAN username

3 0123456789012345
4091 USERO1

o HEAFT O —FIERERR LGS
# show web-authentication user commit
Date 20XX/10/14 10:52:49 UTC
Total user counts:3
VLAN username
4 0123456789012345
4094 USER02
2 USER03
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[F&RR&HEA]
& 34-1 Web RBi &K1 —Y DRRIER
=RIEHR =0 FoREHATER
Total user counts Mo — PR eI BRI TWD 22—V
VLAN VLAN BRI TWD 2—PIZxf LTEREINTWD VLAN
username a—H¥4 Bk STV B — 4
[BE~NDEE
L
CEESEIA]
2L

528



34 Web 525

show web-authentication login

BEm 74 o GRREE ) Oa—W4E, v s A CHEOFHIEICE R LET,

[AARK]
show web—authentication login
[AAE—F]
EEEHEE— R
(/NS A—42]
L
[E17451]

FRRERE L — P RIRO EITHI 2 RITR L E T,
o WIFE— FNFAF I v VLAN T— ROa2—F7EFu s A o hogs
# show web-authentication login
Date 20XX/06/10 08:14:42 UTC
Dynamic-VLAN total user counts:1
F Username
VLAN Class MAC address Login time Limit time
USERO1
4089 63 0012. e268. 7527  20XX/06/10 08:13:38 UTC 00:58:56

Static-VLAN total user counts:0
o FHHFE— FEE VLAN B— RO —F 7= 1T u 7o v hods
# show web—authentication login
Date 20XX/06/10 03:38:06 UTC
Dynamic-VLAN total user counts:0

Static-VLAN total user counts:1

F Username
VLAN Class  MAC address Port IP address
Login time Limit time
USER16

4089 63 0012.e268. 7527 1/0/2 192.168.14.2
20XX/06/10 03:37:49 UTC 00:59:43

o FFLE— RMAF A7) I v 2 VLAN £— R E[HE VLAN £ — RO —¥3n 7 VHORE
# show web-authentication login
Date 20XX/06/10 03:38:06 UTC
Dynamic-VLAN total user counts:1
F Username
VLAN Class MAC address Login time Limit time
USERO1
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4088

0012. e268. 7526

Static-VLAN total user counts:1

20XX/06/10 08:13:38 UTC 00:58:56

F Username
VLAN Class  MAC address Port IP address
Login time Limit time
USER16
4089 0012.€268. 7527  1/0/2  192.168.14.2

20XX/06/10 03:37:49 UTC 00:59:43

[ REREA]
*® 342 RAFHAL—HFORTEER
=RIEH Bk RTFHIER
Dynamic-VLAN total | %A 73 v 27 VLAN &— | BifEu 7o > GEIER) OXAF I v 27 VLAN E— FD=
user counts RO = —H4¥ — W
Static-VLAN total user | & VLAN £— ROz | BifEa 74 > GRREE) OFEE VLAN E— RO —H%#
counts —
F SR RRE~ — 7 ﬁﬁ%ﬂmu AE SN TR
: GRHIFRGE CRERE S ook
Username a—HF4 BfEn 74 o GRREE) O —H4
VLAN VLAN HtEa 74 v GEREE) O2—FIZx L TEREIN TV D
VLAN
Class =Y 7R =W T AERFLET,
MAC address MAC 7 K L & BER 7 A o GREER) DO2—F D MAC T KL%
Port — &S, 3Ty | BHERZ A U GRAEE) O —FERAEL TV LR — M
FINTN—T K 5, FlEF v 3N N—TFS ([HE VLAN £ — RRECE
R)
<switch no.>/<nif no.>/<port no.> : ;R— + &K &
CH:<channel group number> : ¥ %L 7 L— 7&K
IP address IP7 KL= BAER 74 o GEEEY) O—¥DIPT KL A (EE
VLAN <& — RRFZER)
Login time =7 =l BHER 7 A v GRAER) Da—Fonr 7o ik
Limit time 1A 5% ] BUEn 74 o GERER) O—Hou 7o 51 R
B, a7 A FORET, FALTURNIEBERTT T
ELRTIC, 7%V K & LT 00:00:00 BFERENLLEENRDH Y E
T
F KBRS 10~1440 (43) O34 - hhmmiss 458
e KBBR8 infinity D34« infinity
BE~DEE
2L
CEEEIE]
2L
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show web-authentication logging

Web FBRE7' 1 77 ATHML TV OEER 7 A v b — V&2 RRLET,

[AHRH]

show web—authentication logging [user]

[AAE—F]

HEEEHEE— R

(NS A—=4]
user
FTTBBER 7 A v — VOB ERE L ET,
ARG A= S MRS NG, 22— P OB HEFT LET,
KT A — B RO B
Web RBAET 1 7 T AOBER 7 L 2 — RN & W RS TR LET,

[=1741]

o NI A—REEMLTGE
# show web-authentication logging
Date 20XX/06/10 03:35:56 UTC
No=82:Jun 10 03:35:45:NORMAL:SYSTEM: Accepted clear auth-state command.
No=2:Jun 10 03:34:39:NORMAL:LOGOUT: MAC=0012. e200. 0001 USER=USERO1 I1P=192.168.14.2
PORT=1/0/2 VLAN=4089 Logout succeeded.
No=1:Jun 10 02:36:23:NORMAL:LOGIN: MAC=0012.€200. 0001 USER=USERO1 IP=192.168.14.2
PORT=1/0/2 VLAN=4089 Login succeeded.

o NRI A=K user"EIE LT E
# show web-authentication logging user
Date 20XX/06/10 03:36:08 UTC
No=2:Jun 10 03:34:39:NORMAL:LOGOUT: MAC=0012. e200. 0001 USER=USERO1 I1P=192.168. 14.2
PORT=1/0/2 VLAN=4089 Logout succeeded.
No=1:Jun 10 02:36:23:NORMAL:LOGIN: MAC=0012.e200.0001 USER=USERO1 IP=192.168.14.2
PORT=1/0/2 VLAN=4089 Login succeeded.

[&REEA]
Ay — Y DFRAFFRERICRLET,

No=1:Nov 15 00:09:50:NORMAL :LOGIN: MAC=0012. e200. 0001 USER=testdatal Login succeeded.
mn @ (3 4 5 (6) (7N

() Avte—UFF TR 345 BER I Ay E—U—8] [TRTAYE—VZLIMFToNET%
FLET,

(2) Bt : Web BFEET 1 7T ANEBICERER SN B 2R L ET,
(3) WFA : Web 8FE7 = 77 ANEBICELER SRR 2 R L E T,
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@) aZ#A  BER A v e—UNRT LV ERLET,
5) v Z7HER] : PO LS REECH SN ERLET,
6) FHIEHR : A v -V TORENTFHEREELET,

(7) AvE—YRX

BEn 7 A v —YDOFENETNOEFRNEEZRIRLET,
o TR T 343 EEn XA v —TOu ZiEBE v SRR
o 1 JfER] [ 343 WifEu s Ay b—Tou kb L n ZE] ]

o fIINtEE : T5% 34-4  AHINTEEL

o Ayt —VD—E (% 34-5 Effn s/ Avt—T—E]

® 343 BEOSJAvE—TOOJEREDTES

=Rk % Ayl Bk

NORMAL LOGIN 0 A U ERLET,
LOGOUT v s7 Y MNEhERLET,
SYSTEM BETOEMERLET,

NOTICE LOGIN WA E R L ET,
LOGOUT RrTU NRBERLET,
SYSTEM BERERFORBEIIFERLET,

ERROR SYSTEM WEEEL L O Web 5BFE7 1 7T AOEEREELZRLET,

= 34-4 {HniEER

KRR

=R

MAC=XXXX.XXXX.XXXX

MAC 7 KL 2 &£ L £,

USER=XXXXXXXXXX

2—HFIDEXELET,

IP=XXX.XXX.XXX

IP7 FL2ZEFRLET,

VLAN=XXXX
HA,

VLANID #& L %7, 7272L, VLANID [EHMOABE CTE 2o 2EAIEE R L E

PORT=xxX/xx/xx
CHGR=xx

R FERERRT Y IV A—TEEEELET, 2L, B MERSRG
TERDPSTHARETLEE A,

= 345 HEOTAYE—C—FE

&2 | ovmm | ovEm | Ayb—UFER b
RE &I
T hnfER
1 NORMAL ‘ LOGIN ‘ Login succeeded.
7747 MIRBRECKRSI L E LT,
B
%L,

MAC 7 KL A, 2—H4, IPT7 KL A, VLANID, A— h EESELIZT ¥ RNV ITN—TFKE

2 NORMAL LOGOUT Logout succeeded.
7 TA4T v MIBIEEBRICE I LE L,
[R55]
2L,

MAC 7 RL R, =—¥4, IP7 KL A, VLANID, A— bEZEZF v RNV N—TEE
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&2 | osmm | osmm | AyE—UFER K
AA &G
fFniEsR

3 NORMAL ‘ LOGIN l Login update succeeded.

a—HFou A UREROERICKI LE LT,

[k

72 Lo,

MAC 7 FL A, =2—H4, IP7 KL A, VLANID, R"— FEBEHIETF ¥ RNV I N—TEE
4 NORMAL LOGOUT Force logout ; clear web-authentication command succeeded.

o<y N CRFHRER L F L7,

[RH15]

72 Lo

MAC 7 KL A, =—#4, IPT7 RL A, VLANID, F— FEZEZET v RNV I N—TFE
5 NORMAL LOGOUT Force logout ; Connection time was beyond a limit.

KB 2 B2 720 T, RAEEMRERLE Lz,

[RH15]

72 Lo

MAC 7 KL A, =—#4, IPT7 RL A, VLANID, F— FEZEZET v RNV I N—TFE
6 NORMAL LOGOUT Force logout ; mac-address-table aging.

MAC 7 RLAT—T A D=V 2L >TMAC T RLUADBHIBREN =728, iEE kR L £ L7,

[ﬂﬂ‘?]

IARDER SN TORVWIREE TS, SR &2 L T<7Zauy,

MAC 7 RL A, =2—H%4, IP7 KL A, VLANID, RA— hESEIETF v VI —TFE

8 NORMAL LOGOUT Force logout ; Authentic method changed (RADIUS <-> Local).
RADIUS FBE <-> v — W FEREDRRIETEDOYI D AN HAE L7, RAELMRL E LT,
B |
2L,
MAC 7 KL A, =—#4, IPT7 FL A, VLANID, R— rESELEIF ¥ RN N—TFS
10 NOTICE LOGIN Login failed ; User name not found to web authentication DB.

FEE L7z—¥ ID BPNJE DB I8 ER STy, E72id 2 —5 1D OSTFHD I FRE IS O 72D
FRREIZRIR L L7z,

ESp|

ELWa—HFIDTuZ/ A U #EE2 LT EEN,

MAC 7 KLV A, —H¥4, VLANID, "— rESZEHIETF v RN T N—TFK 5

11 NOTICE LOGIN Login failed ; Password not found to web authentication DB. [Password=[/~
AT — K]
INAT — KWK ANT), TN AT— KRBTV H 729, FREEICRB L E L,
[

ELWVWIRT — RTr 7 A UHEfEEZ LT ESN,

MAC 7 RL R, 2—H%4, VLANID, R— "EESELEFF ¥ ANV I N—TEKE, NAT—R

13 NOTICE LOGOUT Logout failed ; ARP resolution.

T4 T RNPCOIPT RLUAD ARP IZ X BERAZKRIR L7280, FRREMEERICHKRIRL £ LT,

*770%, 2I9A T RPCOIPT RLUA)EH VLAN, MACT RL A, BLOR— FOREICEKLEL
77

B

FE, a7 v MRMEEZ LTI,

533



34 Web 525

55 =Rk % =Rk ¥ Ayt—CTFR b
AA &G
fFniEsR
77 AT hPCOMAC 7 RUARHAR— F TRIESNTWDEEIE, MACT RLANLR— NES
ERETERNVI ENDHD 3, EOEEITIT clear web- authentlcatlon auth-state =~ > R CHIAR— F DO
AEERER L CTL 2 &0,
a—Y4, IPT KLA
14 NOTICE LOGIN Login failed ; Double login.
THEoOu A UEEE LTsTa, FEIREICRLE L,
WIRRZ R LUET,
c[R/l—D2 547 FPCTTTIZEIZ—FIDTHRI A LTV,
AT Iy I VLANE—RT, F—D7 7347 FPCHREARD VLAN TTTIZR 7 A LT,
[RHIE]
BOPCEFEH LT A U HEEEZ LT TEEN,
FE, FA—0D2 747 MPCERIZT U RSETHhLRI A VEIEEZ LT EEL,
MAC 7 L&, 2—H#%
15 NOTICE LOGIN Login failed ; Number of login was beyond limit.
RRINBEREBZ TNWDHTD, BAETEEHA,
WIZHKEZ R LET,
- Web FRAEDINA G2 8 2 TV e,
- IEEEB02.1X, Web #&iE, MAC FBFETEAE L 72O R MBINAE ST 2B 2 Tz,
[RHIE]
PRREEN D 72 T o TR AT, BHER A VEEEZ L T30,
MAC 7 FL X, z—¥%
16 NOTICE LOGIN Login failed ; The login failed because of hardware restriction.
N—= R =T OHERIZEL > TMAC 7 RLVADBEN TERnoTl=l=2, BIAETEEHA,
B
BDOPCEFEHLTr 7 A U HEIEEZ L TLTEE N,
MAC 7 FL X, 2—#%
17 NOTICE LOGIN Login failed ; VLAN not specified.
Web FRGFEIZERE L7z VLAN ID TldZenz o, FREETE A,
B
a7 47— arTIELWVLANID Z3%E L TL 72 &0,
MAC 7 KL &, ==—¥4, VLANID
18 NOTICE LOGIN Login failed ; MAC address could not register.
MAC 7 R L A DGR L7272, FRETE £H A,
[RE]
BE, vr A EEEZ LTSN,
MAC 7 FL %, z2—H%,
19 NOTICE LOGOUT Logout failed ; MAC address could not delete.
MAC 7 R L ZDHIBRIZRR L2728, RAEZERTE £/ A,
ESI|
BE, o777y Mz LTIEEN,
MAC 7 R L 2%, o—#4% VLANID¥, #~— MESEEFF v R N—THF X
20 NOTICE LOGIN Login failed ; RADIUS authentication failed.

RADIUS FBAFIZR LT=7-%, FBIEF T £ A,
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55 =Rk % oy sl AYE—UTEX L
AR & i
fEnEER
XA
ELWa—FIDEHEHALTr A U #IEEZ LTSN,
MAC 7 KLV A, =—H%4, IP7 KL A, VLANID, R— hEFEZEFTF v 1NV IN—TFK5
21 NOTICE LOGIN Login failed ; Failed to connection to RADIUS server.
RADIUS Y — N ERfETE Do 72728, WRGEICHRIRLE LT,
[RHIE]
AL & RADIUS Y — N E DBERTE 20 &R L T ZEW, RADIUS h—EDBENRTEH
&T, T, BRRHERMEL LTS,
MAC 7 KL A, =—#4, IPT7 RL A, VLANID, F— FEZEZIET v RNV I N—TFKE
22 NOTICE LOGIN Login failed ; Connection failed L2MacManager.
L2MAC BEL ' 1 7' J L LBE TE o Tolot, GRARICRI L E LTz,
[RH15]
B, n7A UEfEEZ LTSS, KA = UNHEICH I S D5E1E, restart vian mac-manager
avy REFATL TSN,
MAC 7 FL X, z—¥%
25 NOTICE LOGIN Login failed ; Double login. (L2MacManager)
L2MAC BB 1 7T A0 HREFE T E R WBH B RV 2721, ISR L E Lz,
WIZHKEZ R LET,
- Web #BREZ L728inA A IEEEB02.1X F 721X MAC FBRE THRAEE 4 & 72> T,
c JIAT Y RPCLERILMACT RLARa YT 47 L—3 g a2~ K mac-address T3 CTIOBHK S
Tz,
[RHIE]
BOBREZMH L Tr 74 B EZ LT 7EE N,
MAC 7 KL A, =—¥4, VLANID
26 NORMAL LOGOUT Force logout ; VLAN deleted.
[EE VLAN E— RE721X# 1 F I v 27 VLAN E— R, 4 VT 2 — AR E STV VLAN 23
BrEA, EIIEVLAN OF— RREFE L2 o772, %% VLAN TaZ o v LT 2 —F O
R LUE LT,
[RH15]
VLAN Z#3%ELE L T 7EE0,
MAC 7 KLV A, 2—H¥4, IP7 KL A, VLANID, "—  EFFEZET v xNVIN—TFK5
28 NORMAL LOGOUT Force logout ; Polling time out.
REE AR O EIRHRIEZ M L7 DT, FBEEEMERL £ L,
D]
2L,
MAC 7 FL A, 2—¥%4, IP7 KL A, VLANID, R— hFSEIETF v RATN—TF
29 NORMAL LOGOUT Force logout ; Client moved.
RREE RO R — BB EZ RN L0 T, iEEMERL E L1,
[RFAER]
BEw 7 A BEEZ LTS,
MAC 7 FL A, 2—¥%4%, IP7 KL A, VLANID, R— hFESEIETF v RATN—TF
31 NORMAL LOGOUT Force logout ; Port not specified.

PREEAR— FOBRENHIBRENT-T-0, FiEafikRL £ L,
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55 =Rk % oy sl AYE—UTEX L
AA &G
fFniEsR

ESI|

AT 4 T —va rEHERLTLIIEEN,

MAC 7 FL A, =2—H4, IP7 KL A, VLANID, R"— FEBEHIETF ¥ RNV T N—TEE
32 NOTICE LOGIN Login update failed.

AL 2 — P OHGRILICKRB L7272, m A VAR TEEFATLI

(4]

BE, ELWa2—H%ID & RRAT—=RTr A U HEEZ LTI ES0,

MAC 7 FL A, =—¥4, IP7 KL &
33 NORMAL LOGOUT Force logout ; Port link down.

RRER AR — RS ) v 7 Z v Lizfeth, @SR — bk Tu s A v LW R_RTCOa—F ORGEE fithk

LELT,

[RHiE5]

BAEARAR— bV 7T v TR LT T, HE, nr A4 U BEE LTSN,

MAC 7 KL A, =—#4, IP7 KL A, VLANID, KA— hESEIETF ¥ RNV IN—TES
34 NOTICE LOGIN Login failed ; Port not specified.

7 VLAN E— RE 72134 A 73 v 7 VLAN & — RIZRE SN AR — h b OERTlEAen 728, 8k

TEEHA,

[eis]

IR A TR R AR — MR LI L C, BE, n2 o UEEEZ L TIES0,

MAC 7 RL A, a—H¥4, R— b EFEEF v RNV N—TEE
39 NOTICE LOGIN Login failed ; VLAN not specified.

IEWAN% REIEFAFT Iy 7 VLANE— RT, A ¥ 72— ATHEIN TR0 VLAN 2

DFFEERDI= ), FIETEEHE A,

[xﬂf;]

ELWnWary 747 b—rayfEE LT, BE, oA U BEE2 LTLEEn,

MAC 7 FL R, =—¥4, IP7 KL A, VLANID, R"— FEBSEHIETF ¥ RNV T N—TFKE
40 NORMAL LOGOUT Force logout ; Ping packet accepted.

777U MNHPINg 55 Lizlcd, SN —VFORIAEMELE L,

[RHiE5]

L,

MAC 7 FL A, =2—H4, IP7 KL A, VLANID, "— hEBEITF v RNV ITN—TEE
41 NORMAL LOGOUT Force logout ; Other authentication program.

EDPOAEIZ L > T EEE I, BRIEEMRLE Lz,

ESp|

[ LR DIZNORFETHE 7 A VHEAELZ L TRV 2R L T IEE0,

MAC 7 FL A, =2—H4, IP7 KL A, VLANID, "— hEBSEITF v RNV I N—TEE
48 NORMAL LOGOUT Force logout ; Program stopped.

Web FBRET 1 7T AMEIE L2728, 2a—YVOEEMER L E Lz,

[etis]

Fl& e E Web FBFEIC K DFGEE LI2WEAIE, 274 7 b—va v ERELTIIESNY,

MAC 7 KL A, =—%4, IP7 KL A, VLANID, FR— FEZEIETF v IV ITN—TF
49 NORMAL LOGOUT Force logout ; Authentic mode had changed (dynamic vlan -> static vlan).
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55 =Rk % =Rk ¥ Ayt—CTFR b
AR & i
fEnEER

ZAF v 7 VLAN E— R B [EE VLAN E— RICRIEF R0 b o iz, fa—WOEGEA it
BRLE LT
[x55]
72 Lo,
MAC 7 FL A, =2—H4, IP7 KL A, VLANID, R"— FEBEHIETTF ¥ RNV T N—TEE

50 NORMAL LOGOUT Force logout ; Authentic mode had changed (static vlan -> dynamic vlan).
[EE VLAN E— R H 4 14 F X v 7 VLAN £ — RIZRIEFRBE 0 b ooizd, fa—W OEGEAfif
BRLE LT
B
72 Lo
MAC 7 KL A, =—H#4, IPT7 KL A, VLANID, F— FEZEZET v RNV I N—TFE

51 NOTICE LOGIN Login failed ; IP address is not right.
& VLAN &— RE 7203 # A4 F 3 » 27 VLAN E— KK, Web 3FEHH IP 7 KL ALSADIP 7 KL AT
a7 A BENMTORE LT, £1E, 7947 FPCOIPT FLANDL VLAN, MACT FL A, B
KR — FOREEITRIM L E Lz,
[RH15]
Web FBFEHH IP 7 LA TR Z A VEMEZ LT IZEW, Web FBFEFH IP Y RLATr 71 U #3F%
LCAuZBRELESGAR, 7747 FPCOIPT RUAZRRL, BE, vr A U #BEE LT
7ZE0,
7747 K PCODMACT KL ZADBBIR— I\’meftéﬂflz\éia/\ I, MACT FLANLR— NER
ERHETERN ERHY £9, TOHAIZIT clear web-authentication auth-state =< > K THIFR— h DR
REZMERR LT IS0,
a—H¥4, IPT7 KL A

54 NORMAL LOGIN Force login succeeded.
FRHIFRGRIZAAZ L E LT,
B |
2L,
MAC 7 KLV A, 2—H¥4, IP7 KL A, VLANID, ~"—  EZFEZET v RNV I N—TFK5

55 NORMAL LOGIN Force login update succeeded.
TRFFEREIC L D2 —For 7 A VRO THICREI L E LT,
[RHIE]
2L,
MAC 7 KLV A, =—H¥4, IP7 KL A, VLANID, R—  ESFFEZEFT v xNVIN—TFK5

56 NOTICE LOGIN Login failed ; Number of login was beyond limit of port.
R— FORKNFREBZ TNDOIL, BIETEEHA,
[RE5]
FRREXI G DU AR Z D LT IEE W,
MAC 7 KL A, =—#4, IPT7 KL A, VLANID, R— rESELEIF ¥ RN N—TFS

57 NORMAL LOGOUT Force logout ; Number of login was beyond limit of port.
R BENE OR— MR RNEEREBZ TN D720, BAEEMbrLE L7,
[RFAER]
PR R ORI A TS LT EE 0,
MAC 7 KL A, o—%4, IPT7 KL A, VLANID, &— FEZEET v XNV I N—TFS

82 NORMAL SYSTEM Accepted clear auth-state command.
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&5 =Rk %] =Rk ¥ Ayt—CTFR b
AA &G
fFniEsR
clear web-authentication auth-state =~ > RZ X 238G EMEFRESR 252 1J LY £ L7,
[RHi]
2L,
83 NORMAL SYSTEM Accepted clear statistics command.
clear web-authentication statistics =~ > N2 X 2 st EHRAIBRE R &= 7B £ L7,
[es]
2L,
84 NORMAL SYSTEM Accepted commit command.
commit web-authentication ==~ > RIZ & 2 NjE DB @ COMMIT il sz 17 I Y £ L7z,
[AF]
2L,
85 NORMAL SYSTEM Accepted dump command.
dump protocols web-authentication =~ > RIZ X % Z v 7 HAERZZ Y £ L7z,
[AFE]
2l
86 NORMAL LOGOUT Force logout ; MAC address not found L2MacManager.
MAC 7 R L A% Web iBFEIZAFIE L, 7>2 L2MAC EHLY 11 7' AITAFTE Lm\t , L2MAC F# 7 1
77 5A~MAC 7 FL A %’*ﬁbi 2ELE LD, BENEBMULIZTOIZ, REHERE LET,
[etis]
HE, v B fE2 L TSIES,
MAC 7 FL X, Z—#%
87 NORMAL SYSTEM MAC address existed in the L2MacManager.
L2MAC EHL T 0 7T BTAFIE L, 720 Web BBAEICAFEL RV MAC 7 FL 2 &t LE LT,
[etis]
Web FBREDAFEREDRIEIZ 2 D728, SISITH Y £ A,
MAC 7 KL A, z—H%4%
88 ERROR SYSTEM WAD could not initialize.[ = F — = — K]
Web F8FET 1 7T A DL KIL L £ LTz,
[iﬂ%]
Web FBRED A7 4 7L —3a VERELEL T EIN, KA vy —UNBEBICH SN D561
restart web-authentication = <> KCWeb 5837 7 7 7 AZFEEN L T 72 &0y,
T —a— K
89 ERROR SYSTEM Connection failed ; Operation command. error=[= 7 — =1 — ]
AT ROIGEA vy =V HANCRKILE L,
ESp|
LIEBH LT, BE, avr REFETLTLEEN,
7 —a—F
90 ERROR SYSTEM Connection failed ; L2MacManager.
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&5 =Rk %] =Rk ¥ Ayt—CTFR b
AA &G
fFniEsR
L2MAC EHLT 1 7T h~DIBfE DML ZRAE LT, RLE LT,
[RHi]
AA v —UN I SN A 5E1E, restart vian mac-manager =~ R&FEITLTL &V,
98 NOTICE LOGOUT Logout failed ; User is not authenticating.
Web FEECRRAEF O —F TiXR2W e, v/ 7 U hTEERHATL,
ESI
show web-authentication login =~ > K CREGEIREZ B L T 72 &0,
MAC 7 R LA
99 ERROR SYSTEM Accounting failed ; RADIUS accounting.
RADIUS %h— 3000, THD YT 4 v T EROIGEEZETEEEATLE,
[AF]
AAEE L RADIUS — N E DBENR TE D&MD L TSN,
MAC 7 RL A, =—#%
100 NORMAL SYSTEM Accepted clear logging command.
clear web-authentication logging =~ > FIZ L ABi{Er 7 OHIBREREMAH D £ L7,
[R5
2l
103 NORMAL SYSTEM Synchronized ; Wad -> L2MacManager.
RRRRBICONT, "= R =T EOEZWELTTED, "N— Rz 7 ~OXEHE LE LI,
[eis]
Web FBFEIE, RELREBLE A= R =7 OREEZ —HSEETOT, HNEH Y £ A,
MAC 7 FL X, Z—#%
105 NOTICE LOGIN Login failed ; VLAN suspended.
AR EI D Bz B a7 A o a—HF D VLAN 728 disable REEIZH 5 72 DFBFET 7 — & LE LTz,
[etis]
FAEA VLAN % enable JREEIC LT, B, m /A VU EfEEZ LTIV,
MAC 7 KL &, =—¥#4, VLANID
106 NORMAL LOGOUT Force logout ; VLAN suspended.
0 /A a—H O VLAN 78 disable IREE & 72~ 7728, IR AR L £ L7,
ESp|
VLAN #% enable JREEIC LT, FE, =AU EEEZ LTS,
MAC 7 FL A, =2—H4, IP7 KL A, VLANID, "— hEBSEITF v RNV I N—TEE
107 NOTICE LOGIN Login failed ; Multi-step failed.
VNF ATy TRFET MAC #BREIC L L T\ A 72, GRARICR L F L=,
[F5]
BE, m7A4 Bz LTS,
MAC 7 RL A, 2—H%4, IP7 KL A, VLANID, R— hEFELIEITF ¥ FNITN—TES
108 NORMAL LOGOUT Force logout ; Authentic method changed.
BUR— bDOVT AT v TRFEORENERE I NE LT,
[R5
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&S B @l =R 3 Ay t—SFEZR b
AA &G
fFniEsR
2L
MAC 7 KL A, =—¥%4, IP7 KL A, VLANID, FR— hEZERIETF v RV T N—TFx
109 NOTICE LOGIN Login failed ; Multi-step failed. (Terminal Auth Info get fail).
~NIVTF ATy TRFET, SARAEREEORSITRI L E LT,
[*HE]

FE, ul/A UBEELTLIEEN,

MAC 7 RL R, =—H%4, IP7 KL A, VLANID, A— bEZEFF v RNV N—TES

110 NORMAL SYSTEM Accepted clear dead-interval-timer command.

clear web-authentication dead-interval-timer =~ > N2 £ % dead interval #4RE DIRAEME IHER 252 1T LY £
L7,
B
2L,

111 NOTICE SYSTEM Invalid user class. [7 7 A]

RADIUS H— N ZERE SNz 2—H 7 T ANRIETT,
ES|
RADIUS — DR Ex RE L T 7ZEW,

112 NOTICE LOGOUT Force logout ; User replacement.
fl—2 7472 hPCHLHO—FID Tus A &Nz, ar A rhoa—F 1D ORGE% bR
LELT,
[RH15]
L,
255 ERROR SYSTEM The other error. [= T —=— ]

Web FEREONI =T —T7,

The other error. lZHEVNC [ IZR/R SN D NEREEE & ORI L E L7z,

ESp|

Web #8371 7T ANE O =T — T, dump protocols web-authentication =t~ > RTHE@REZNEL, €D
%, restart web-authentication =~ N T Web i7" 1 7T AZFEBI L T 2 &0,

= —a— R
(FLfF)  — 2L
AR—FrZ 7, VLANsuspend £/ iFEH a2~ Nick da—WREREOv 77y NMUE<T, v r/7

U MR LTEHmEF R LET,

[(BEE~NDFEE

L

EEEIE]
Web FRFFEIER 7 A v —1F, LWL ONLFERENET,
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show web-authentication

Web iRGED a7 4 VL —a v BERLET,

[AARK]
show web—authentication
[AAE—F]

HEEEHEE— R

(/NS A—42]
L
[E17451]
# show web—authentication

Date 20XX/06/10 05:31:14 UTC
web—authentication Information:

Authentic—-method : Local Accounting—state : disable
Dead-interval © 10

Syslog-send > enable

URL-redirect : enable Protocol : https

Jump-URL © http://www. example. com/

Web-1P-address
FQDN

Web—port
ARP-relay Port
Auth-max-user

HTML files

Authentic-mode

Max-timer :
VLAN Count :
Native VLAN :

Authentic-mode

Max-timer :

VLAN Count :
Alive-detection :
timer :

Port Information:

N P O I

. aaa. example. com
> http
2 1/0/1-2
Force-Authorized :
© 1024
User replacement :
© default

. 80, 8080

enable

enable

: Dynamic-VLAN

60

enable

. Static-VLAN

60

enable

300 interval-timer : 1

Port 1/0/1
Dynamic-VLAN
VLAN ID 100
Native VLAN 1

https @ 443, 8443

Max-user : 256
Auto—-logout : enable
Max-user : 256

Auto-logout : -
count : 3
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Forceauth VLAN: 1000

Static-VLAN
VLAN ID : 15, 4089
IP access-list AUTH-LIST
MAC access-list AuthMacAc|
Max-user : 64
HTML fileset : default
Port : 1/0/2
Dynamic-VLAN
VLAN ID : 100, 200
Native VLAN 14
Forceauth VLAN: 1000
IP access-list AUTH-LIST
MAC access-list -
Max-user : 64
HTML fileset : default
Port : CH:10
Dynamic-VLAN
VLAN ID
Native VLAN 14
Forceauth VLAN: -
IP access—1list AUTH-LIST
MAC access—list -
Max-user : 64
HTML fileset : default
[ REREA]
% 34-6 WebFBEDI>T 4T L— 3 DRRIER
RTIEHE BR RTFHIER

Authentic-method

FRREST

Web FRFERSHE CTORRGEH
Local : 7 —H /LikF
RADIUS : RADIUS 3

Accounting-state

THT T 4 TP —D

A AT

Web FRIHERE COT I 7 T 4 o T — O A
enable : 7 U T 4 7Y — Ml R
disable : 7H U T 4 T — MEHART]

Dead-interval

RADIUS 2 EfE]

RADIUS ##tIc R L= & &, WE, BT 5 E CTOff
LI (5 HAL)

Syslog-send

B}iEm 7 A v —UKER

JE

a7 4 7 L— 3 a~ K web-authentication logging
enable D% E

Eun=—s

enable : FX7E
disable : RRE

URL-redirect

it IR TE

Web F8FEIZ &5 URL U 41 L7 NEMEDfEARAE
enable : i Ff
disable : Jf#i

Protocol

http/https FE 5]

WARICEIRT D0 7 A B
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FoRIEH 2R RN

http : http Tr 7' A » i % &R
https : https T2 7' > [H [ & £~

Jump-URL A Y ¥ 7 URL Web FRFERINZIZ Y ¥ > 7% URL

Web-IP-address IP7 FLX Web FFEEHEHD IP 7 R L&

FODN FQDN % & % E 7= FQDN(Fully Qualified Domain Name)
FQDN 23} E STV AW A" 2 &R LET,

Web-port WEHR— Web H— O@fFHR— hES

http http 7" — b http 7' v 2 /Li@EHF— FEE

https https A — k https 7' &~ =2 Vi@{E iR — N &5

ARP-relay port ARP U L — arp-relay Wi E SN/ HEIT, TSR — NES,
FLZTF Yy RN TN—TFES
<switch no.>/<nif no.>/<port no.> : ;N— +&HF 5
CH:<channel group number> T RNTN—TEE
arp-relay 2EE SN WGEEIT-" 2R R LET,

Force-Authorized TR RE TR FEREDIRHE

enable : FRHIGRFEH %D
disable : FRHIFEAEMELD

Auth-max-user

& ﬂiﬁ-‘@ ity .&%’J ISE%%(

Lﬂiﬁgm AT nEIﬁ‘ﬁU ISE%(

User replacement

=W 2 AT a

Z—PPV XA T g L ORTINE
enable : H%)
disable : %)

%N

HTML files 1B T R AE FLAR Web FRGE M O &% E R g
default : 7 #+ /v b
custom : Eﬁdéﬁﬁﬁﬂﬂﬁiifﬁ%ﬁéﬁ:i D AR Z - B
Authentic-mode RREE— R Web FRFEHERE TOREFEE— N
Dynamlc-VLAN : 5’4’?‘ I v 7 VLAN £— K
Static-VLAN : [EE VLAN E— K
Max-timer e KB 0 A o — PO KRR (5 BAL)
Max-user B KFBFEL— 4K Web FBEEFEREIZ 1 7 A > T & DR KERAEL — VL
VLAN Count VLAN #%% “rEFRLET CREFTY) .
Auto-logout MAC 7 RLAxZ— 72 | Web BBFED X A F I > 7 VLAN E— REFTO MAC 7 K

L omile 77 v b O

VAT =V U IR0 e 7T U MERE O S
enable : Flfil v 777 v Mt H AT

disable : 5l v 77 & Ml AT

2%, BEE VLAN £— FCI"-"2 &R LET,

Alive-detection

EIBENS

Web FBFEDEE VLAN £— R THEIEIN TV DK DY]
Wi HH IRF L RRGIE 2 MR B3 2 B RE O 5 FH IR R

enable : i/
disable : f#
timer EF*E/\b— D4 b @ ijﬁﬁ["] Web 2 nuu T uEéth\é #Jﬁji‘@ﬁj%ﬁ*ﬁﬂjﬂq @%*ﬁ/\m/y

v hoOEHHE B EAD

interval-timer

Bt o b O

SRS DEER Ty RRIRE SN o Tod & DB
/\/7 v N OFEHE (FHAL

count

Bt o > b OFEEEL

Web FEFE THRGE S LTV DR O Y)Wk O BEAR X
v N OFEREK
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FRIEHE =0 FREFHIER
Native VLAN FA T 4 7 VLANFEEDZ | =227 4 7' L—3 3 > =~ K authentication native vlan
REFF AT DFRIE
enable : RE

disable : KRR E

Port

A— b

iy

b

Web F8FEICEA LTV D R— &R, FHEF vy
— T

<switch no.>/<nif no.>/<port no.> : ;W— hEF =
CH:<channel group number> : F ¢ x /)L 7 L— 7&K =

Dynamic-VLAN

HA4F v 7 VLAN T— K
g

R—hrDFXAF 3 v 7 VLAN T— RO VLAN H#H % %
RLET,

%43y 7 VLAN E— FORENRVEEITER L E
A

VLAN ID VLAN & Web FRFEIZ B &K STV 5 VLAN ID
XA F 3 w7 VLAN E— R4 13 MAC VLAN TR E
7= VLANID

Native VLAN FAT 47 VLAN O VLAN | A4+ I v 27 VLAN T— ROR— MIREINT=RAT

ID

47 VLAN @ VLAN ID

Forceauth VLAN

BRI EREEF O VLAN 3% &

HAF w7 VLAN &— R CHlERGEE L7- & %29 Y
¥z % VLAN ID

av 74— aravy RCRESINTWRWES
R RTLETS

EE VLAN E— FOBFAITRRLER A,

Static-VLAN [EE VLAN &— N5 R AR— FDOEE VLAN T— RO VLAN [EREF R L $
j—o
EE VLAN € — FOBREN R WIEAIFRRLET A,
IP access-list P77 EAU XK access list number ¥ 7213 access list name

RESNRWEEIT-"2RRFTLET,

MAC access-list

MAC 727 AU A |

access list name
BESINWGEEE-"E R R LET,

Max-user R— kT L ORIEHIEEL R— kT L ORIEHIEE
av T4 b—varavy RCRESNTWARWES
"R RRALET,
HTML fileset ZrANE Y M R FZLITBEL WD 77 Ay MM EFRLE
ﬁ—o
BELIZT7 7 Aty MANEDOEAE, 77141k
v b4 DI (not defined)" = s L £,
KREDOHAIT, "default"xFE R~ LET,
LBIE~D
2L
GEEZEIE]
L
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show web-authentication statistics

Web FBEOREFHE B2 FR LE T,

[ABRH]

show web—authentication statistics

[AAE—F]

EEEHET— R

(/X5 A—=4]

L

[ZE1TH1]
o FRGEHXUT v — D VERGEF 721X AR HIFEAEA R E & AL RADIUS EFCHJE Web #8:E DB DGR 72\

AN
=

# show web-authentication statistics
Date 20XX/06/10 05:00:51 UTC
web-authentication Information:
Authentication Request Total :
Authentication Gurrent Gount :
Authentication Error Total
Force Authorized Gount
Port Information:

o O = W

Port User-count
1/0/ 1 0/ 64
1/0/ 2 1/ 64
1/0/ 4 0/ 64
CH: 10 0/1024

o BFF A RADIUS FBREDH A
# show web-authentication statistics
Date 20XX/06/10 03:38:38 UTC
web-authentication Information:
Authentication Request Total :
Authentication Current Count :
Authentication Error Total
Force Authorized Gount
RADIUS web-authentication Information:
[RADIUS frames]
TxTotal : 2 TxAccReq : 2 TxError 0
RxTotal : 2 RxAccAccpt: 2 RxAccRejct: 0
RxAccChl I g: 0 RxInvalid : 0
Account web-authentication Information:
[Account frames]
TxTotal : 3 TxAccReq 3 TxError : 0
RxTotal : 3 RxAccResp : 3 Rxlnvalid : 0

o O =N
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Port Information:
Port User-count
1/0/ 1 0/ 64
1/0/ 2 1/ 64
1/0/ 4 0/ 64
CH: 10 0/1024

[FRREREA]
& 34-7 Web SBEEDMHERN R TIEER
*RIEH 2R
Authentication Request Total RREER 21T - 7oK
Authentication Current Count BURE L CRRAEF A D 2 — P4
Authentication Error Total RRAEER T T — 278 o oK
Force Authorized Count RS LTI HIRRRE S vk
RADIUS frames RADIUS f&#
TxTotal RADIUS ~D%(E ¥ 55
TxAccReq RADIUS ~® Access-Request 2515 %k
TxError RADIUS ~DxfERF— 7 —4
RxTotal RADIUS 76 D2 (5484
RxAccAccpt RADIUS 7> 5 @ Access-Accept 3215 #%k
RxAccRejct RADIUS 7> 5 @ Access-Reject 5 {5 #a%k
RxAccChllg RADIUS 7>5 ® Access-Challenge 315 #3k
RxInvalid RADIUS 75 O 7 L — A {54
Account frames THYT 4 TR
TxTotal THT T 4 TR DEEREL
TxAccReq TH T T 4 T —s3~D Accounting-Request 1615 a4k
TxError TAD T 4 TP —NADEFRFT T —H
RxTotal THT T 4 TN OZAFHEK
RxAccResp T AT 4 T =3935 D Accounting -Response 5213 #84%
RxInvalid THTUT AT =D O T L — A% 55
Port Information A— M
Port <switch no.>/<nif no.>/<port no.> : "— h &K=
CH:<channel group number> : F ¥ )V 7 ) — 7%=
User-count W— h T & ORI & A — b I & OREGERITRER
"RRREEL I IRE DT TER
LRIE~NDEE]
2L
CEFEFIA]
7L
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clear web-authentication logging

Web @BEDO = 7 A 7 ) 7 LET,

[AARK]

clear web—authentication logging
[AAE—F]
EEEHEE— R

(/NS A—42]

L

[E17451]

Web FBFED u J{EHR T ) T OFEITH 2 RITR L E T,
# clear web-authentication logging

[F~aREA]
2L
LBE~NDEE]
2L
CEEZEIE]
L
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clear web-authentication statistics

Web BiED#EHEwEZ 7 UV T LE T,

[AARK]

clear web—-authentication statistics
[AAE—F]

EEEHEE— R

(/NS A—42]

L

[E17451]

Web FBFEDOFFHER 7 V 7T OFEITH 2 RITR L E T,
# clear web-authentication statistics

[F~aREA]
2L
LBE~NDEE]
2L
CEEZEIE]
L
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commit web-authentication

Web JBGED B — B NVGBGE—Y T —H AN 7 7 v a2 AT VIREFELE T,

[AHRH]

commit web-authentication [-f]

[AHDE—F]
EEEEET—

[/XTA—4]
f

A /t%i\/%lﬂjj} L/fgl/\‘( Web uL;uJ‘.E@U"‘jJ/l/nunJ‘-ET'_‘$ %W}Eﬁ77 P4 vaAEV] \—'f%fbi
To

RoXT A —ZBUEREOEE
WeB A v —U2H A LET,
[E1741]
Web & [ uiEODm‘—jJﬂ/mu FJ.ET &{%’T_‘@ 1?{;”%@( IR Li'@‘”o
# commit web-authentication

Commitment web—authentication user data. Are you sure? (y/n): vy
Commit complete.

[FRREREA]
L

[BE~DZE]

=1

L

CEEFIR]
o UTDavy FTa—FOMM - £ - HIRET 1o &, Aavy FEEFSANHED, BT
O Web F8FE DB Off 3 H S M SN EHE A,
® set web-authentication user
® set web-authentication passwd
® set web-authentication vlan
® remove web-authentication user

o Ko< FEIUTHITTUT LI-BE, Web ik DB DOIFMIZE XML b EH A, ZOBRE, Kaw
R ZFEEFEIT LT Web Z2E DB DI HRAZEXH 2 T IEE W,
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store web-authentication

Web BiEL—FIEWRD Ny 7T v T T 7 A VAR L £,

[AHRH]

store web—authentication <file name> [-f]

[AHDE—F]
EEEEET—

[T A—=%]
<file name>
Web FBREL—FERE Ny VT v T D7 7 AN EREELET,
£
MR A v —TF I LI2NT, Web BBIEDNY 7T v 77 7 A VEERRLET,
AT A — 2B OEE
WEBA =V MAOLET,

[E1TH1]
Web iy nﬁi**f‘fﬁﬁi@/\ I T v 7 A /I/"authdata"%'f/ﬁﬁkﬁﬂéia/ﬁ\
# store web-authentication authdata

Backup web-authentication user data. Are you sure? (y/n): vy
Backup complete.

(& REREA]
L

[BE~DZE]

L

AEEIE]

Ty a AT DEERENARLE LIIRET Web i8GE2—IHFRDO NNV I T v 77 7 A4 VEAERR LT-5
Gy REEIN I T T T 7 A NPERENDIBENLH Y F9, NI T o777 A NVEERT DR
1%, showflash 2~ RCT7 7 v aXAEYDOEIRENTS QIKBLILE) (CHDZ L2MRLTLLES
U,
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load web-authentication

Web i iy EE:L“—“H_INH%%@/\ v 7T /7 = 74)/1/%))% Web 3 vy nEiwﬁ_rﬁi&%@E Li‘é— 722‘?3, HT@:l?‘/
RO - BHINTANRITFEEZEINT, BT oARICESHDY 77,

® sct web-authentication user

® set web-authentication passwd
® sct web-authentication vlan

® remove web-authentication user

® commit web-authentication

[AHRH]

|load web-authentication <file name> [-f]

[AAE—F]
EEEEHEE— N

[INFA—=42]
<file name>

Web uunﬂzj"*‘ﬁ-rﬁi&%fgﬁﬁé/\/ﬁy/777/(/1/%;5_"1: L/i‘?—o

PRA /'lZ““f/%wajjj 1/72[/\“( Web unqula—H—rﬁi&%‘fTEE Lij—
AT A — 2 BRI OFNE
WRA v E—VEHEALET,

(17411
Web Z23F—PIEHRD /N 7T~ 77 7 A /L authdata" 7> HE T T D58
# load web-authentication authdata

Restore web—authentication user data. Are you sure? (y/n): vy
Restore complete.

[FREREA]
el

[BIE~DFEE]

2L

AEREIE]

o LITOa~<y FTREk - BEESNIZHNFIIEEINT, HITH2NRICEESHEDLIOTHERLTIES
Wy,

® set web-authentication user
® set web-authentication passwd

® set web-authentication vlan
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® remove web-authentication user
® commit web-authentication

o Kow REEITHIZHE L7254, Web i%5FE DB OEHITEEHZ ONFETA, ZDHE, Kav
R FREE 4T L C Web #%5F DB DA E XL T FE W,
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clear web-authentication auth-state

BUEw 7 A i GRREEH) O=a—Fzififiln 77 7 b LET,

88, FA—=2—YID THEEOB A &2 LTHLHRET, Aa~vr FTrI77 0 et 556, FA—-=—
YID 2RO NTOB 7o 2@l R L£d, £72, MACT RLAZIREL THRIEDR VA v %
fRbRd 22 L b TEET,

[AHRH]

clear web-authentication auth-state { user {<user name> | -all } | mac-address <mac> } [-f]

[AAE—F]

EEEHEE—

(/NS A—4]
user { <user name> | -all }
<user name>
BfEa 74 o GRAEER) O—F2HE L C—FElEfla 77y s LET,
XFHIL1~128 XFETHREL, BT, WEbHEHATEET, 2721, UTFToXFTEEHTEE
A,
My, PHRL—2, 2HLT, FINTxF—F "), TooRP o R (&), EHEIL T T3,
R T D, oo nzr—r [, ®3avar 0], R I0s), #ivrrnry—r 4], A
VI ATy aF Y, EERVYy—7 [#), N—tr b (%)
—all
BAEn 74 oh GREAFEH) DEx—WE2\HIa 77 o s LET,

mac-address <mac>

<mac>
BfEn 714 o GRREEA) O2—FRHEHLTWAD MAC 7 KL AEEL Cilifile 77 o K
LET,

MAC 7 F L &%, 0000.0000.0000~feff.ffff.ffff D& TR ELEd, 7=7-L, ~/LFF¥ Rk
MAC 7 RV A (JEEANA OB FAME Y 821 OT7 KL R) IZEETEERA,

WRA =V EHTLRNWT, a—FEiEtle 77 FLET,
ARNT h— 2 B W OB
A v e—VE M LET,

[E1741]
o HfEn s vh FREEHEA) DO —P"USEROI"ZFEE L T—IEHmi e 77 7 5854
# clear web-authentication auth-state user USERO1
Logout user web—authentication. Are you sure? (y/n): vy

o HfEu /A vh FEEEHA) Oea—YEiifln 77 v N+ 25546
# clear web—authentication auth-state user -all
Logout all user web-authentication. Are you sure? (y/n): vy
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o HIfEm s A o (FIEAEWH) D MAC 7 1 2"0012.€200.0001" %25 E L Tkl e 77 7 5854
# clear web—authentication auth-state mac-address 0012. e200. 0001
Logout user web—authentication of specified MAC address. Are you sure? (y/n): vy

[F~aHEA]
L
BE~DEE]

fBE Shic 22—V ORBFEN R S E T,

CEESEIA]
2L
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set web-authentication html-files

Web BFEOMH (774 VEiE, 777 v MNlH R E), BIET T —RHCH T 25 A v E2—Y 8B L0 Web
TV OBRUICAVIIRTRTLITA 22 ANBELET,

Ko<y i, BEAOHER, A vt—YBLOT A a2 ILET 4 L7 FUAEZRBELTETLE
T, BEEHOBEE (html, gif 72 &), AvE—VBIOTA 2 3ZHNEDIEKL, EEOT s L7 R
(L T4 L7 FURE) ML TEBONTLEE N, 2B, ILWI 7 A LEKBMHLEZT 4 L7 b
UEAEEL TR~y FEFEITLERES, BESNTOEERIZT T2 Y 7 &N, HLVHRIC EEX
SNET,

[AARH]
set web-authentication html-files <directory> [html-fileset <name>] [-f]

[AAE—F]

EEEHEE—

(/NS A—42]
<directory>
BeRHAOHEH, A vE—TVBIOWeb 77 UV OBKUICAVIZERT DT A 2 M LET o LY
MU ERELET,
728, BEHOHEE, A vE—YBIOWeb 77 UFOBRICZAVICRRZT D7 A 3 0%, RO
WZHSTT A L7 PV L TR RERH Y 77,
e /config USDT 4 L7 FUEREL T EENY,
o S 4L MNIRNIZHTTF 4L 7 MU EERLANTLSIEE N,
e T (L7 FUWNIZKLT loginhtml| ZEHML T ZSW,
o HEEMOMH, AvE—, BAOTAaLrDT7 7 ANEIE, ROEBVIEBELTLIIEE W,
7 7 A i : [login.html]
v A R : loginOK html |
a7 A GBI : MMoginNG.html ]
v 277 7 MEHE : [logout.html|

v 77y hAEEE : [logoutOK html |
a 77y N : TogoutNG.html ]

FRET T — A w— : [webauth.msg |
Web 77 UV OBRUICADIZERT DT A 22 : [favicon.ico |
FOMDT 7 AN (gif 72 E) BT D56, 77 A NVBITTETT,

html-fileset <name>
&%) Web FBAEBEH O 7 7 A V&M T D7 7 ANy NMAERELET,
SCFENT 1~16 ICFTHRE L T EE W, AN ATREZR SCFHT 4T (K5 T,
AT A — Z BRI OEIME

FEA Web REFEM 2 ANE A 7,

£
TERA v E—UZHILRWT, B, AvE—VBIRTA a2 ANEZET,
AT A —Z B IR DEME
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R A vy =2 LET,

[E4741]
Web RBAEDEE, A vE—VBEOT A 2 OBEOETHIZRITRLET BEAO@EE, A vE—

BV A =a2v%25701v27 vU Tkhtml) (ML 72855
# Is -1 k-html

-rwxr-xr-x operator users 1108 Dec 6 09:59 login. html
—-rwxr-xr-x operator users 1302 Dec 6 09:59 loginNG. html
-rwxr-xr-x operator users 1300 Dec 6 09:59 loginOK. html
-rwxr-xr-x operator users 843 Dec 6 09:59 logout. html
—-rwxr-xr-x operator users 869 Dec 6 09:59 logoutNG. html
-rwxr-xr-x operator users 992 Dec 6 09:59 logoutOK. html
-rwxr-xr-x operator users 109 Dec 6 09:59 webauth. msg
-rwxr-xr-x operator users 199 Dec 6 09:59 favicon. ico
-rwxr-xr-x operator users 20045 Dec 6 09:59 aaa.gif

o JLA Web FRAEEE 7 7 A L DXk
# set web-authentication html-files k-html
Would you wish to install new html-files ? (y/n):y
executing---
Instal |l complete

o R Web LM 7 7 A L DXGR
# set web-authentication html-files k-html html-fileset FILEO1
Would you wish to install new html-files ? (y/n):y
executing:--
Instal |l complete

(& REREA]

2L

[EEA~DHE]

2L

CEEZEIE]
o Ko< RTCiEhtml 7 7 A /VORNFIZTTF =7 LERA, BBOTENED 7 7 A VBEE SNTZHE,
Web 5BAED T 7' A >« a0 7T 0 MRBENTE 220 £97,
o Kaw R, WebFiFnar 747 —Yarvavy RREDHEZ DL TEITTEET,

o Kavy RTHEINZHEE, AyE—YBIOT A 310k, Web ik, Web #—/3D Y X & — K,
BLOEEREHRICORFFSNET,

o BFTXDHT7 7 ANDOEFAERIT1024KB £TTY, 1024KB # B2 15138 TEEHA,

o T AMIEF 100 HETRERTEET, 0B, T ANBDRLWEGE, 2~ ROFETICRERIHED
nET,

o Ka~v REFEfTHCHh L-%Ee, BELABEITIRRENTICT 740 MEEAFERENLET, £
7=, show web-authentication html-files =~ > R CTHENE L BRINLWNWZ 083 H Y £4, 0
B, RKa<vr FEREFITLTEEBI A vE—UZBE L T EEN,
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o XA+ I vV VLANE— RTI¥, loginOK.html 7 7 A /WZIEDD 7 7 A VAEBEELFIT A L, a7 A Lk
DmE A IEFICR RSBV RN 7,

o TrANty MIT4hETEERTEETS,
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clear web-authentication html-files

set web-authentication html-files =< 3 K TH&&k L 7= Web JBAED M HEH, X vE2—YRBIUNT A =2 & HIFR
L, 774V MIRELET,

[ABRR]
clear web-authentication html-files [{html-fileset <name> | -all}] [-f]

[AAE—F]

HLEERAEE—F

[N A=4]
{html-fileset <name> | -all}

html-fileset <name>
FEIE L7531 Web RBFERIEH 7 7 A vt v P EHIBRL £,
SCFHUT 1~16 LFTHEL T ZE W, ANWRERFIIIERT (KXF) T,

-all
851 Web GBREBITE O 7 7 A NVt v b & T X THIERL £,
FEAR Web FBREMIE 27 7 4V MR LET,

ENAV S £ S SllE
FEAR Web FBREHIH %27 7 4V MR LET,

-f
WBRA v —VEMALANT, Bl, A yE—YBLIOTA 3 EHBRLET,
KT A — B RO B
B A v VBN LET,
[=1741]

o Bk L 72K Web BEEEI 7 7 A /L DHIER
# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

o EE L7 E %] Web FRGEEE 7 7 A LD HIBR
# clear web-authentication html-files html-fileset FILEO1

Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

[FREREA]
L

BIE~NDEE]
2L
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CEEZHHE]

Kawy RiE, Webitn a7 47 L—gravy RREODHEIZL DL TEITTXET,
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show web-authentication html-files

set web-authentication html-files T#&4% L7727 7 A LDV A X (byte HAL) BLOBERAMAFRLET, 7
TANDPRESILTORWERIE, 7740 FORETHL ZLE2FRRLET,

[AHRH]

show web—authentication html-files [detail]

[AAE—F]

HEEHEEE—F

[T A—=4]
detail
html 7 7 AV, msg (A v&—) T7ANEBLWico (TA2Y) Z7rANVLHNDT 7 AV (gif 72
E) OEREEINCRR I WEEITHELET,
AT A — 2B OB

html 7 7 AV, msg 7 7 A VB I Wico 7 7 A VLU D 7 7 A L DIEH, the other files & L TF
LD TERRSINET,

[ZE1TH1]
set web-authentication html-files TEE L7-7 7 A LDV A4 AL L OB AL FRTHH 2 RITRLET,
o T ANMPEEINTWAEA
{E5] Web FRAEBEH D7 7 A LT v MBBEFEINTWIEEITT 7 A L v v (BFI<FILEOL >) % FoR
LET,

# show web—authentication html-files
Date 20XX/04/15 10:07:04 UTC

TOTAL SIZE : 125554

SIZE DATE
login. html : 2049 20XX/04/10 14:05
loginProcess. html 2002 20XX/04/10 14:05
loginOK. html : 1046 20XX/04/10 14:05
loginNG. html : 985 20XX/04/10 14:05
logout. html : 843 20XX/04/10 14:05
logoutOK. html 856 20XX/04/10 14:05
logoutNG. html 892 20XX/04/10 14:05
webauth. msg : 104 20XX/04/10 14:05
favicon. ico : 0 default now
the other files : 54000 20XX/04/10 14:05
< FILEOT >
login. html : 2049 20XX/12/10 14:07
loginProcess. html 2002 20XX/12/10 14:07
loginOK. html : 1046 20XX/12/10 14:07
loginNG. html : 985 20XX/12/10 14:07
logout. html : 843 20XX/12/10 14:07
logoutOK. html : 856 20XX/12/10 14:07
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logoutNG. html 892 20XX/12/10 14:07
webauth. msg : 104 20XX/12/10 14:07
favicon. ico : 0 default now

the other files : 54000 20XX/12/10 14:07

o T ANDNEEINTWRWES (T 74/ hOEREETR)
# show web—authentication html-files
Date 20XX/04/15 10:07:04 UTC

TOTAL SIZE : 6993
SIZE DATE

login. html : 1108 default now
loginProcess. html 1263 default now
loginOK. html : 1046 default now
loginNG. html : 985 default now
logout. html : 843 default now
|ogoutOK. html : 856 default now
|ogoutNG. html : 892 default now
webauth. msg : 0 default now
favicon. ico : 0 default now
the other files : 0 default now

o T ANDEEINTNWDIEA (html 77 A/, msg 7 7 A NVEB L Wico 7 7 A NVUSND T 7 A VDI
WA EBNCRR)
# show web-authentication html-files detail
Date 20XX/04/15 10:07:04 UTC

TOTAL SIZE : 125554

SIZE DATE
login. html : 2049 20XX/04/10 14:05
loginProcess. html 2002 20XX/04/10 14:05
loginOK. html : 1046 20XX/04/10 14:05
loginNG. html : 985 20XX/04/10 14:05
logout. html : 843 20XX/04/10 14:05
logoutOK. html 856 20XX/04/10 14:05
logoutNG. html 892 20XX/04/10 14:05
webauth. msg : 104 20XX/04/10 14:05
favicon. ico : 0 default now
aaa. gif : 20000 20XX/04/10 14:05
bbb. gi f : 15000 20XX/04/10 14:05
ccc.gif : 10000 20XX/04/10 14:05
ddd. gif : 9000 20XX/04/10 14:05
< FILEOT >
login. html : 2049 20XX/12/10 14:07
loginProcess. html 2002 20XX/12/10 14:07
loginOK. html : 1046 20XX/12/10 14:07
loginNG. htm| : 985 20XX/12/10 14:07
logout. html : 843 20XX/12/10 14:07
logoutOK. html 856 20XX/12/10 14:07
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logoutNG. html : 892 20XX/12/10 14:07
webauth. msg : 104 20XX/12/10 14:07
favicon. ico : 0 default now
aaa. gif : 20000 20XX/12/10 14:07
bbb. gif : 15000 20XX/12/10 14:07
cce. gif : 10000 20XX/12/10 14:07
ddd. gif : 9000 20XX/12/10 14:07
[F~aHEA]
el
LBE~NDEE]
L
CEEEIE]

Ka<wr R, WebiFoar 74 7 b—aravwy REEDFEIZ VD HTEITTEET,
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clear web-authentication dead-interval-timer

1 & H ® RADIUS H— "3 EIRZIZ72 1, dead interval #$REIZ & - T, 2 & HLED RADIUS — 3~ 7
IR AH Y o2 E, a7 4 7 L—3 g 2= K authentication radius-server dead-interval Ca% &
SN 272 22 THRAID RADIUS $—/"~D 7 7 & AR L E T,

[AARK]
clear web—-authentication dead-interval-timer
[AAE—F]

HEEHEEE— N

[T A—=4]
2L

[E1TH1]
dead interval #%8E(Z & > T 2 B HLFED RADIUS = "X~DT 7 & A L 72 BIRBE%, fiRbRT 5 FITH %2R~ L
ij_o

# clear web-authentication dead-interval-timer

[FRRERAA]
L

[BE~DFE]

L

CEEFIA]

L
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set web-authentication ssl-crt

SSL @5 0¥ — \GEAFR L ORmR 28Rk L4, 72, T CAGEREZ, F— e ER L O/
L —HBEICREETEET,

R, Ko~y RTEE LU — NGEE, WEHE, IO CAGEEEZAFICT HI21E, restart web-
authentication =~ > N C Web F&FE % FHLEN I 5 7>, restart web-authentication web-server =< > KT Web "
—NEREHTALENRDH Y T,

[AHRH]

set web-authentication ssl-crt

[AHE—F]
HLEERAEE—F

(NS A—=4]

L

[=1741]
SSLI&fEH DY — ~GERE, FEgE, XU CA SEE A BT 5 FATHIZ KITR LET,
# set web-authentication ssl-crt
Set path to the key: serverinstall. key
Set path to the certificate: server.crt
Set path to the intermediate CA certificate: ca.crt
Would you wish to install SSL key and certificate? (y/n):y
Instal |l complete.

Please restart web-authentication daemon or web-server daemon.
#

[FRERHA]
2L

[BIE~DEE]

L

CEEZEIA]
® restart web-authentication =~ > KC Web 83F % FHEE) L7256, GEN TN THRINET,

® restart web-authentication web-server =< > KT Web h— 2 HEH) L7-354, EiEEA»ORREIIREFS
hjzjqo f:f: , EADEHEJ%EF‘@:’-E'H_ iﬁgu 7/( /u‘u HE%#ZDZ%%‘&) D jﬁj—

o Ko< FTiE, V— FERE, WEHE, BIOHRH CAEHEONETTF = v 73 LERA, TD=
W, WD L8412, HTTPS 2 L Tor 7 A L #ENRTE /2 225721, restart web-
authentication 2~ > R CHEH) L7- Web Y — A "\NHEHZHMO IR LTV TI2EBENNHD £7°,

o HoSTNEDT7 7 ANERELRZ
o GIEHIE, FEHE, BLOHM CAFEHEDHAAGDOEZMEZ -
DX H 7L X1, clear web-authentication ssl-crt 2~ > K& L CBEk L7 — NGERAE, FUEHE,
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BLOHFM CAFEHAELHIBR LIS &, HE, Ra~vy RTIELWNEOY— FEIE, S, Bk
O CAGERIEEZHGK L T a0,

o AKa<wl NiE, WebFEFD a7 4 b —rarvavy REEOHEICEGRAES BT TxET,

o Ka<w  FEETTHE, FHETHTL T\ — S3E0AE, s, IO CAZFHEIL, &
NCEEZINET, £, FHE CATEHAENEEINLRWEGS, DLENIEG L7 CA SERIEITHI
FRENET,

o Aoy FEFRNCAXCHET 5% — GER L, RER, 5L0PH CATEWIEIL, HEi5ET L
e BEIRS ARV TRY £9. ZRHDT 7 A MIBIKEICILHEN L EE A,
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clear web-authentication ssl-crt

set web-authentication ssl-crt =~ > N CH$k L 7= SSLilfg OV — NGEBHE, FWE#HE, 8 L OHIH CA FEHA
FEEAHIRL, T4 MEAECRLET,

T 7 4V NEFBHEZ BT HIT1X, restart web-authentication =1~ > KT Web #23F 2 Hif2#i+ 57y, restart
web-authentication web-server =< > KT Web — 2 HEE# T 52 0ERH Y £9°,

[AARK]
clear web-authentication ssl-crt
[AAE—F]
EEEHEE—F
(/NS A—4]
L
[E1741]

SSL a@fE IS B &k L= — NGEHE, i, B X0 CA FEIE A HIBRT 2 TR 2RISR LET,
# clear web-authentication ssl-crt

Would you wish to clear SSL key and certificate? (y/n):y

Please restart web-authentication daemon or web-server daemon.

#

[FRREREA]
L

[BE~DFE]

Fra

L

GEESEIE]
® restart web-authentication =~ > K C Web il FLE) L7286, FGERT X CTHERINE T,

® restart web-authentication web-server =~ K °C Web — "ZHELE L7234, REEEADREIZHEES
nNEJ, 72770, BT O —FEHEe /4 VGEE T HOXLERH Y £7,

o Kavw  Rit, WebZidn a7 47—y arva~vy RREODHEIZEGR S ETFoxE 7,

566



34 Web 525

show web-authentication ssl-crt

set web-authentication ssl-crt =~ > N CHgk L 7= SSL g OV — NGEBAE, FEHE, XU CA

FORBIFO AR ZFRLET, BEINTORWERE, 7740 FORETHD ZE2FRLET,

[ABRH]

show web—authentication ssl-crt

[AAE—F]

HEEHEEE—F

(NS A—=4]

L

[E17H1]

BERSTLTWD SSLIBEM DY — GEE, e, 3 J O CAGEHEDORERFO HEE, SHI27 7

F Vv MREDFIRDOETHI 2 RITR L E T,

o — NFERHE, MBS, B IO CATEHENBEEIN TV DLELAEDFRR
# show web—authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key  20XX/03/30 14:05
SSL certificate © 20XX/03/30 14:05

SSL intermediate cert: 20XX/03/30 14:05

o H— NGEHE, RAESE, B IOWHE CAREAERREIN TR WEES (T 740 b)) ORR
# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key . default now
SSL certificate : default now

SSL intermediate cert: -

[FRREREA]
& 34-8 show web-authentication ssl-crt A< > FORTAE
FxIEH =13 FREEMIELR
SSL key SSL i@fE H o SSL il {5 R OB EIFO HIF 2 KRR LET,
defaultnow : & 7 # /v
SSL certificate SSL {5 FH ORE = SSL @15 — FEEOBERIFO A2 R L
ij«o
defaultnow : 7 # /1 k
SSL intermediate cert SSL @5 H o Hf# CA FEF & SSL @5 H T[] CA FEFZE O ERRF O B K 2 R
LET,

- I CAGERAER BRI S LTV

567



34 Web 525

[BE~NDFE

L

CEEZHHE]

o Kaw N, WebHiFn a7 47— gravy FRREDHEICERRS FTTEE T,
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restart web-authentication

Web nupJ:Ej = 7 7A2‘;\)J:U\ Web ﬁ-g/\%ﬁ:t@ L/ij_

[AARK]

restart web-authentication [-f] [{core-file | web-server}]
[ABE—F]

g —PE— P L OEREFRET— N

(/NS A—42]

f

HEDERA vy E—Y 2 LARNWT, BEBEZFIITLET,
AXT A — 2 B OEE
BAYE—UEHNLET,
{core-file | web-server}
core-file
FELENRFIZ Web RRFED 2T 7 7 A VA LET,
web-server
Web H— 720 PR L E T,
ARG A — BB WO B
Web RAE7 1 7T LB L Web h—_"EHEBHLET, £/, a7 77 AL EHILEE A,
[=4741]
Web REREY 0 7T AFREEN O RITH 2R L ET,

> restart web-authentication
WA restart OK? (y/n): vy

[FRERBA]
2L

BE~NDEE
IRT A —H T web-server ZIETE L72A1E, Web — 7207 2 HEE L, FIRTMEERINT, @mEIC
BrH 2 FEFHA,

728, web-server ZHEE L2 WAL, Web FFE7 1 7T ANHEE L, T XCTORIENMERIN, FRGE
% VLAN (MAC-VLAN) 2°5 % MAC 7 R L ARHIBRS D DT, #8iEk VLAN ~O@ENRTE72< 72D
ij‘o

CEEEIE]
a7 Ty ANOKIRT 4 L7 MU BLOAETNE, ROLEEIZRY ET,
M7 4 L7 N U Jusr/var/core/
Web 8FED 27 7 7 A )L . wad.core
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BEZ 7 ANVDT CTIFET 2B EREHFICEEEXTLHIOT, BBELRLIE, 774102500 EHNy
T v L TBWTLEEN,

570



34 Web FREE

dump protocols web-authentication

Web BEE7 11 7T AT L TWBEEMA X2 b L — A ERB L OHIET — 7 SR E 7 7 A o~H D

LET,
[AARK]

dump protocols web—authentication
[AAE—F]

—fr—PE— FBLOEEEHEE— N
(/8T A—4]

L
[ZE1TH1]

Web FBAES v T IEMINEE D ETHI 2RI LET,
> dump protocols web—authentication
BN
el

[BE~DZE]

L

CEESE]
BRIUEFROWEN 7 7 A VOKEINT 4 L7 B BROEIRE, ROLEFBVITRY ET,
T 4 L7 N U Jusr/var/wa/
7 7 A /v : wad_dump.gz

BEZ 7 A NPT TICHFET 25 B RBERC EEESTL0T, LERLIE, 77 V&2HLN LDy
7Ty T LTENTLLIZEN,
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39 wmcen
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show mac-authentication login

B 74 o (

[ABRH]

show mac—authent

[ABE—F]
EEEHET— R

(/X5 A—=4]

L

[E17H1]

RAEFE ) DR %E, w7 A HEFORIE

ication login

WCERLET,

FRREFE - MAC 7 R LU ARIROETHI ZRITT LET,
# show mac—authentication login

Date 20XX/06/10

12:56:45 UTC

Total client counts:2
F MAC address Port VLAN Class Login time Limit time Mode Reauth
* 0012.€200.0001 1/0/1 39 0 20XX/06/10 12:55:40 UTC  00:08:55 Static 3165
* 0012.€200.0002 1/0/2 50 0 20XX/06/10 12:56:37 UTC  00:09:52 Dynamic 3222
[ REREA]
FREE A MAC 7 R L ADORFEA OB ZRISRLUET,
% 35-1 FRELEHA MAC 7 FLRADRRIER
=RIEH ER RRHHIEER
Total client counts IR E BfEn 74 o GRAEY) Ok
F TR AR~ — 7 ﬁﬁmﬁéﬂtmf
;B FRRE CREFE S A7z iR
MAC address MAC 7 KL & BAER 74 U GEEEY) DR D MAC 7 R L&
Port — &5, £RIF BfEa 74 o GRAEE) OEKEZNEL TWDLEHR— NEE,
XY RNTN—TEE FEF XY RN T N—TEE
<switch no.>/<nif no.>/<port no.> : ;W— h&K =
CH:<channel group number> : F v %/ 7 /L — 7&K =
VLAN VLAN BET 7 A o GREER) OWMERICH L TRESHL TV
VLAN
XA F X v 7 VLAN & — R TRRGE L 2R AN EREZ I U 0 R
%72~ VLAN
Class 2—Yr 7R 2—H I TAERRLET,
~VNVF ATy TRGET 1B AREOS A, ""ERRLET,
Login time =R Vsl e 7 A o GRAEF) DK DY) ERRAERE)REH]
Limit time 17 A U K] BUEn 7 A o GRRER) DOUiARD w7 A 5% 1 e
B, rIA HORET, FALTUNMILDEZR ST Y MNE
ANZ, FRVEE & LT 00:00:00 RETREINDGENH Y £77,
I KBRS 10~1440 (%)) DIFE -
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KREB B FREElIER

hh:mm:ss W45 f
B KBRS infinity D34 infinity

Mode B;EE—F FRREESN=E— R
Static : [EE VLAN & — K Ci&il
Dynamic : %1 7 X v 7 VLAN £— RT3

Reauth AR REFRFH] FRBREE TOFR Y ] (R0
FRAEERRL, A RN LET,

BE~DEE]
L
CEESIA]

VIV F AT FREET, B EREINITRI L TWAER, 2 —PFHANTEX TR REDHEL S
FNDD, BRENDMAIKIT 1024 X5 ENRH Y FT,
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show mac-authentication logging

MAC RRE7 1 7T ATRIRL TV 2 8fER 7 A v b=V 2FRLET,

[AARK]

show mac—authentication logging [client]
[ABE—F]

EEEHEE— R

(/NS A—42]

client

FRTDEMER T A ve—V O ERELET,
ARRT A= BRRESINTHE, WARORIHERER R LET,
RoXT A —ZEBUERFOEE
MACREET 1 7' Z A OEhER 78 X O R RGEE R 2 BRI TR LET,
[ZE1TH1]
MAC F8GEEIER 7 A v — U RROFLTHIERITR L ET,
o NI A—HEHRIKELIGE
# show mac-authentication logging
Date 20XX/06/09 14:57:33 JST
No=82:Jun 09 14:57:30:NORMAL:SYSTEM: Accepted clear auth-state command.

No=2:Jun 09 14:57:09:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Force logout ;
Port link down.

No=1:Jun 09 14:56:47:NORMAL:LOGIN: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Login succeeded.

o NI A—H|T"client"ZFRE LT-5E
# show mac-authentication logging client
Date 20XX/06/09 14:57:37 UTC

No=2:Jun 09 14:57:09:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Force logout ;
Port link down.

No=1:dJun 09 14:56:47:NORMAL:LOGIN: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Login succeeded.

[&REEA]
Ay — Y DRAFFRERICRLET,

No=1:Dec 1 10:09:50:NORMAL:LOGIN: MAC=0012. e200. 0001 PORT=0/1 VLAN=3 Login succeeded.
mn @ 3 (4) (5) (6) )]

() Avte—UFF TR 354 BER T Ay E—V—8] TRTAYE—VZLIMFToNET%
FLET,

(2) BHft : MACBEREY 1 7' 7 ANERICERER ST A 2R L E T,
(3) FFZl - MACRFET 1 77 ANENIC RS SNl 2 R LE T,

575



35 MAC 23

(4) = 75|
(5) v TR

CBMER A U RRT LR ERLET,
D EO RO BRRETHA SN ERLET,

6) fHINEHR : A v -V TRENTAEERERLET,

7 Avt—

AL

WER 7 A vy =V OENENDORFINEEZRIRLET,

o kR I3 352 EMER S A yk—Yon JRRE v 7R
o uJfER: (3 352 WEu s A vkw—Yon 7R L v /)
o fIANfEH « I3 35-3  AHANTE#H

e Avtk—Yn—E

[ 354 @ER T A vtE—U—%)

x 35-2 BMEOJAvE—o0OJ#EREDTESR

Al Ay &3l Bk

NORMAL LOGIN AR E £ L E T,
LOGOUT AR AR L E T,
SYSTEM EFOEMER LET,

NOTICE LOGIN PRERI R R L ET,
LOGOUT RAEFIRO K AR L E T,
SYSTEM BERERFORBIIEER L ET,

ERROR SYSTEM WEEERLOMACRIES 1 /T AOEEEELZRLET,

= 35-3 {IhniEER

Y 5 B
MACZXXXXXXXKXXXX MAC 7 RLA%E£LFET,
VLAN=XXXX VLANID 2% LE7, 7272L, VLANID [FEHWNEIE CTX Rdo a8 I3ETR

LEHA,

PORT=xxX/xx/xx
CHGR=xx

A= NEEFEET Y IV N—TEZERLET, 2L, F— MERAE
BCERDPSTEHAEITFRLETA,

% 354 BEOTAvE—D—F

&S ns®s | nomm | AyE—STFER b
A &S
T A01EHR
1 NORMAL ‘ LOGIN ‘ Login succeeded.
i ARITFRREIC RPN L & LT,
D]
%L,

MAC 7 KL A, VLANID, &»"—  EEFZIETF v NI N—TFE

2 NORMAL

LOGOUT Force logout ; Port link down.

[*HiE]

BRI RR— bRV 7 X0 LIzledI, RBAkz R L E Lz,

PGSR = DY 7T v T EHER LT EE N,

MAC 7 KL A, VLANID, &»"—  EEFZIETF v NI N—TFE

3 NORMAL

LOGOUT Force logout ; Authentic method changed (RADIUS <-> Local).

RADIUSE}EHE <-> D‘—jJ/l/nLu uhuEﬁ/f@@]DﬁKﬁ‘%\éi L7=7=% L, uqu%ﬁﬁF[ﬁ? LF L/f;o
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55 =Rk % =Rk ¥ AytE—CTFR B
RAE & ® it
&SR

XA
72 Lo,
MAC 7 FL A, VLANID, AR— "NEFZEIETF ¥ RNV T N—T K

4 NORMAL LOGOUT Force logout ; Clear mac-authentication command succeeded.
a2 R CRFEZMEBR L E Lz,
[RHIE]
2L,
MAC 7 KL X, VLANID, R— FESERITTF ¥ XN T N—TEK S

5 NORMAL LOGOUT Force logout ; Connection time was beyond a limit.
KB 2 B2 7= 0T, RAEEMRERLE Lz,
[RH15]

fotl—/o Jﬂﬁj{ﬂ)&fkéhfx_flkﬁ%@%é\y ﬁfﬂmpﬁ#ﬁbﬂi@_

MAC 7 KL A, VLANID, A"—  EEFZITTF v 3NV I N—TFKE

6 NOTICE LOGIN Login failed ; Port link down.
—IBRF T LTWDE®D, Wik —L LELE,
D]

FEERIRAR— b DU I T v T EHER LT IEEN,

MAC 7 KL X, VLANID, &~"— ’NEFEIFT v RxNV I N—TF5

7 NOTICE LOGIN Login failed ; Port not specified.
MAC FEFER— MIRE SN THRNWAR— b OFEFEERD 720, BiF=7—L LE LT,
[T

SRR SN TVAR— FRELWOEHER L T EEW, BICMENRWESIE, o747 L
— a VEMER LT IEEN,

MAC 7 RV A, VLANID, &A— "NESELITTF v XNV T N—TFH

8 NOTICE LOGIN Login failed ; VLAN not specified.
R— NMIAFE L2 VLAN 205 OFGEER O 728, WFET7—& LE Lz,
L]

URDER SN TVDR— FRELWHEHER L T EEW, BICHERWEAE, 3747 L
F_”:/E /%Eﬁwu I/T< f;él/\o

MAC 7 KL A, VLANID, R— rE B EIITTF ¥ XNV T N—TFE

9 NORMAL LOGOUT Force logout ; Program stopped.
MAC F8GE 7" 1 77 DAMEIE LTzTz®, a—F ORGEEfRR L £ LT,
[k1E]
FlEFiE MACFBREIC L BF8FER LT WS, 207 4 7 b—va VEBREL T EEN,
MAC 7 KL A, VLANID, R— bEESFEIXTF ¥ XN T N—T &S
10 NORMAL LOGOUT Force logout ; Other authentication program.
EDNDORBIEIZ L > T EFEEIN/2D, FRIALEMERL E LTz,
[etis]

M CHAR T, 1EROBIEEEZ L TORWNEIERE L T E3 W,

MAC 7 KL A, VLANID, R— ’NEFELITT ¥ RV ITN—TFE5

11 NORMAL LOGOUT Force logout ; VLAN deleted.

PREEAR— D VLAN WEF I N7=728, ilafkr L £ L7,
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§% =] 7‘%&%“ m] 7\‘*§ﬂ“ )( Wy t_ :/“7—_:‘(_X I“
AR & RIS
T aniEER

F0%, BIER—MCar 7 4 7 L—3 a3 a< Fswitchport mac @ vlan /35 A —Z BNIgE S, B
BBk S 7 VLAN 23R S iz iz, IEA MRk LE Lz,

RSV

VLAN D7 4 7 L—3a U EER LTS,

MAC 7 KL A, VLANID, R— rEBSEEITF ¥ XNV I N—TEKE

12 NORMAL LOGOUT Force logout ; Client moved.
utqu(ﬁﬁ@jﬁdﬁj{ﬁ‘ ENDOR— ki @‘f}héj’le_ﬁ_y) %%ﬂﬁu@mhuﬂz%ﬁ*ﬁ% LE L/f_o
D]

2L, BERIEPTONET,

MAC 7 KL X, VLANID, &~"— ’NEFEIZT v RxNV I N—TF5

13 NOTICE LOGIN Login failed ; Double login. (L2MacManager)
L2MAC BB 0 7T AW BERRETE R W IZ L2 BAINE L (MAC 7 RLUANRZEHIZEFEI LT
H720)
[iﬂl‘?]
RREEAPEHER L TLEI VW, LETHNL, BAEL TV HRGHERE B Y T25 MAC 7 RLAD
AR Z LT EE 0,
MAC 7 FL X, VLANID, R— FESEEITF ¥ XN I N—TES
14 NOTICE LOGIN Login failed ; Double login.
CHREO- O, FRETE R A,
[RHIES]
RAEE A E R L CL 2SN, RETHIVUE, RIEL TV 2RI DY T2 MACT RLAD
FRAEERRZ LT B S0,
MAC 7 R L- &
15 NOTICE LOGIN Login failed ; Number of login was beyond limit.

BRINABEEZBLZTND72012, RBIETEEEA,

WIZRKZRLET,

* MAC BRREDINAE S 2 TNz,

- IEEE802.1X, Web %:E, MAC F8RE CREGE L= DA HPINESF B A T,
By

FEEE D22 Tp o T2 HE ST, FERRGEEMEE LTS &,

MAC 7 F LA

17 NOTICE LOGOUT Logout failed ; L2MacManager failed.

MAC u‘hu muuﬂij@i‘—“v-f ifib\f;&) EIJB?VC% i’@:/\/f Lf;o
4757
POREE A B LTS TEE Y,

MAC 7 KL X, VLANID, A— FEZELETF v RV I N—TFK S

18 NOTICE LOGIN Login failed ; MAC address could not register. [=F — =2 — ]
MAC 7 R L ADBGKIZRE L7728, RAETE £ A,
[F5]

B, RAHREE L TEEn,
7721, =7 —=a— K"HARDWARE_RESTRICTION"® A1, BID PC AL Tr /o1 U HfEE L
TLEEN,

MACT7 FL A, =F—a—F
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35 MAC &t

&2 | osmm | osmm | AyE—UFER B
AA &G
N {EER
19 NOTICE l LOGOUT l Logout failed ; MAC address could not delete. [= T — = — K]
MAC 7 F L ZDOHIBRIZK L £ LT,
[H]
B, WAHEREZ LT EEN,
MAC 7 KL 2* VLAN ID*™, F— hEFEFZTF ¥ 2NV N—THFZH, =5 —a—FK
20 NOTICE LOGIN Login failed ; RADIUS authentication failed.
RADIUS FBFEICRIT L2721, RIETE EH A,
[RHIE]
FFERGURA N IE L2 R LT 23V, 7z, RADIUS DEENIE LW EHER L T EEW,
MAC 7 KL X, VLANID, H— FESELIIT v XN T N—T 5
21 NOTICE LOGIN Login failed ; Failed to connection to RADIUS server.
RADIUS %— L DIBIENTE RN o772, RIAEITKB L E LT,
[RHIE]
AAE[E & RADIUS — & DIBENTE 20 & B L T 2SN, RADIUS $r— L DlENTE12d
&T, A, FRRHERMEA LTSN,
MAC 7 KL X, VLANID, H— FESELIIT v RN T N—T S
22 NOTICE LOGIN Login failed ; Connection failed L2MacManager.
L2MAC EHE ' 1 7T A L OB EN T oo, BAEICKBL £ LT,
[eis]
B, iR EE LT<ES N, KA vy E—UNHBRICH I SN 585E 1L, restart vian mac-manager =~
Y REFETLTIIEIN,
MAC 7 KL &
28 NORMAL LOGOUT Force logout ; Port not specified.
HUAR— M ORRIEORE L HIbR L7z, RAEEMRLE LT,
[eis]
aArT 47— a UEBRLTLIIES N,
MAC 7 R A, VLANID, &A— "NESELITTF v XNV T N—TF5
29 NOTICE LOGIN Login failed ; Port number failed.
RN— FEEORBITRB LI, BAETE £ A,
[RHIE]
B, RAHREE L TEEn,
MACT FL &, R— P ESEITF v RV TN—TE S
30 NORMAL LOGOUT Force logout ; mac-address-table aging.
MAC 7 RLAT—TNVDE—V U 2L > TMAC T RLUABHIBRESNIZ72, BREEMER L £ LT,
[ﬂﬁi\]
UARDMEH S TWRVIREE TS, REHER L T Ea NV,
MAC 7 KL X, VLANID, R— FESEITFT v RV TN—T %S
31 NORMAL LOGOUT Force logout ; Authentic mode had changed (dynamic vlan -> static vlan).

ZA4F v 7 VLAN E— R B EE VLAN £ — RIZRFEF NG 0 B o772, T X TORBIEE R
LEL,

[RHi]

L,
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35 MAC &t

55 =Rk % oy sl AytE—CTFR B
AA &G
&SR
MAC 7 FL A, VLANID, AR— "NEBSEIEF ¥ RNV T N—T K
32 NORMAL LOGOUT Force logout ; Authentic mode had changed (static vlan -> dynamic vlan).
[ E VLAN E— R 54 1 F 2 v 7 VLAN & — RIZRIEFRBU 0 b o oiz), 37X TORGEZ AR
LE L,
[ i5]
72 Lo,
MAC 7 FL A, VLANID, AR— "EFZEIEF ¥ RNV T N—T K
33 NORMAL LOGIN Force login succeeded.
SRR L HRARIRRAE L R D) L& Lz,
[RH15]
72 Lo
MAC 7 FL A, VLANID, R— FESERITTF ¥ XN T N—TEKS
34 NORMAL LOGIN Un-authorized Port Accepted.
RREBRIMIGE AR OIBE Z R LE Lz,
[RH15]
72 L,
MAC 7 FL A, VLANID, R— FESERITTF ¥ XN T N—TEKE
35 NORMAL LOGOUT Force logout ; Interface mode had changed.
dotlg MEXESNTZMAC A R—FDA U H 72— AE— RPEWINT-T- ORI L E L,
[T
2L,
MAC 7 RV A, VLANID, &A— "NESELITTF v XNV T N—TFH
36 NOTICE LOGIN Login failed ; Number of login was beyond limit of port.
R— bORKRINAEBEBZ TODH72HIl, FIETEEREA,
B
AT R DUTARIL ZTHD LT IZE N,
MAC 7 RV A, VLANID, &A— "NESELITTF v XNV T N—TF5
37 NORMAL LOGOUT Force logout ; Number of login was beyond limit of port.
IR I DR — P RRRINABEZBRZ TWDHT2DIL, BIAEEMEERLE L,
[RE5]
FRREXI G DU AR Z D L TLIEE W,
MAC 7 KL X, VLANID, R— FEBSERLITTF ¥ XTI N—TEE
48 NORMAL LOGOUT Force logout ; Multi-step finished.
~ VT ATy TRALDTE T ES T, MAC RBFEZFRR L £ L7,
ESI|
2L,
MAC 7 FL X, VLANID, R— FEBSELITTF ¥ XTI N—TEKE
49 NOTICE LOGOUT Force logout ; Authentic method changed.
UK — N DOVNTF AT v TRAORENEFSINE L,
B |
2L,

MAC 7 KL A, VLANID, &»"— " EEFZIETTF v 13NV I N—TFKE
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35 MAC &t

&2 | osmm | osmm | AyE—UFER B
AA &G
N {EER

64 NORMAL l LOGIN l Reauthentication succeeded.

HEGESNE LT,

[R5

2L,

MAC 7 FL A, VLANID, AR— "EFZEIETTF ¥ RNV T N—T K

65 NORMAL LOGIN Force reauthentication succeeded.
FRHIFGE CHAGES NE LT,

[R5
2L,
MAC 7 KL X, VLANID, H— FESELIIT v XN T N—T 5

66 NOTICE LOGOUT Force logout ; Reauthentication failed. [=Z — = — K]
HRFECRI L7=72®, BAEEfERLE L,

[RHIE]
TT7—a— KNRT A v E—VFEZOMIGESZH L T ZEN,
MAC 7 KL X, VLANID, H— FESELIIT v XNV T N—T 5

82 NORMAL SYSTEM Accepted clear auth-state command.
clear mac-authentication auth-state =~ > NIZ K 25l = 77 ¥ M@E A2 TIRY £ Lz,
[eis]
2L,

83 NORMAL SYSTEM Accepted clear statistics command.
clear mac-authentication statistics =~ > RIZ L 2 st EHEIBRER 25217 B £ Lz,
[eis]
2L,

84 NORMAL SYSTEM Accepted commit command.
commit mac-authentication =~ > NI X 2 5RGEME MO EMBAZ S ITED £ L,
[RHIE]

L,

85 NORMAL SYSTEM Accepted dump command.
dump protocols mac-authentication =~ > NIZ X % # > 7HAERZZITEY £ L7z,
ESp|
2L,

86 NORMAL LOGOUT Force logout ; MAC address not found L2MacManager.
MAC 7 R L AH MAC @GEICAFE L, 732 L2MAC EFL Y 1 7T MITAFAE Liﬁ?ﬁvﬂlt L2MAC &
B7a 77 A~MACT RLREREL LD & LR, BENKIM LTI, RAaEREZ LET,
[eis]

BE, REEREEZ LTS,
MAC 7 KL X, VLANID, H— FESELIIT v *NV TN —T 5
88 ERROR SYSTEM Macauthd could not initialize.[ = T — = — ]
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35 MAC &t

55 =Rk % oy sl AytE—CTFR B
RAE & ® it
&SR
MAC FERE7" 1 7T L ORI AL 3 R L & L T2,
[xHhis]
MACFIED 2L 7 4 ' L—a VERER L TLEEW, RA v — UM EEICH ) SN 5541
restart mac-authentication =~ > R CMAC LT v 7/ 7 LA FEH L T ZE 0,
=5 —a— R
89 ERROR SYSTEM Connection failed ; Operation command. error=[= 7 — =1— K]
AR FOISERA v —VHINTKRB L E LT,
[RHi]
LIEHL LTS, HE, a~r REFITLTLIEE N,
=T —a— R
90 ERROR SYSTEM Connection failed ; L2MacManager.
L2MAC BEL T 11 7' T L~ DIB(E OFESL AR A E L7y, KRIBLE Lz,
[R5
ARA =V RNEEBEICH I SN A EA1, restart vian mac-manager 2~ > RZEITL T Z &,
92 ERROR SYSTEM Disconnection failed ; L2MacManager.
L2MAC BB 1 7' F A L OIBE DRI E Liz,
#5751
ARA =V RNEBEICH TSNS EA1E, restart vian mac-manager 2~ > RZEITL T E &,
93 ERROR SYSTEM Program failed ; Configuration command. [~ 7 —=— ]
a7 4 b=y a DA LI LE L,
]
restart mac-authentication =2~ K CMACFIET v 7T A& FREEN L T 72X\,
7 —a— Rk
94 ERROR SYSTEM Program failed ; Internal data update. [~ 7 —=— ]
AT 4 T = a AT ONERT — VORI L FE LT,
B |
restart mac-authentication =< K CMACFFET v 7/ J A& FEEN L T 72X,
= —a— R
95 ERROR SYSTEM Program failed ; Login information could not create. [~ F — =2— K]
o 7 A AAEROVERI I L FE LTz,
ESI|
restart mac-authentication =~ R CMACFFET v 7/ 7 A& FEH) L T 72X,
= —a— R
96 ERROR SYSTEM Program failed ; Login information could not delete.
a7 A AAEROBIBRIZII L F Lz,
[F5]
restart mac-authentication =~ > R CMACFFET v 7/ 7 A& FEH) L T 7Z X0,
99 ERROR SYSTEM Accounting failed ; RADIUS accounting.

RADIUS — "0, THT T 4 o TEROSEEZZETEERATL,
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35 MAC &t

55 =Rk % oy sl AYE—CTFTFR b
RAE & ® it
&SR
XA
ALERE & RADIUS Y — N EDBENTE 20 &R L TLZEW, RADIUS h— NEDBENTE2H
LT, HE, WEHRMEEZ LT EE N,
MAC 7 KL X
100 NORMAL SYSTEM Accepted clear logging command.
clear mac-authentication logging =~ > NIZ X 28{Ee 7 OHIRERBEMAH Y £ LT,
[RFhi]
2L,
103 NORMAL SYSTEM Synchronized ; Macauthd -> L2MacManager.
FRREIRREIZOWT, N— R =T EDOESNELETED, N—RU=TICBHFLE L,
[RH15]
MAC F83EIE, FBFRIREEL N— R U = 7 IREEAZ —BSEFET DT, lEd v A,
MAC 7 KL &
105 NOTICE LOGIN Login failed ; VLAN suspended.
VLAN 73 disable JREEICH D70, FIE-T—L LE LT,
B
VLAN #% enable JREEIC LT, M, FRGEEAMER LTI E&E0,
MAC 7 KL A, VLANID, R— ’NEFELITT ¥ RV I N—TFE5
106 NORMAL LOGOUT Force logout ; VLAN suspended.
VLAN 73 disable JRfE & 72 o 72728, BBAFEMERL £ L=,
[T
VLAN % enable $RFEIC LC, FEE, SREEERIEA L T2,
MAC 7 RV A, VLANID, &A— "NESELITTF v XNV T N—TFH
107 NOTICE LOGIN Login failed ; MAC address not found to MAC authentication DB.
FRERIEED MAC 7 K L AN MAC F8RE DB I8 S STV RN, FBFRICRL E Lz,
[RHIES]
Pk MAC F83E DB IZB$ ST D MAC 7 RLABTE LW ERERE L TL 72 &0,
MAC 7 KL %, VLAN ID*2
108 NOTICE LOGIN Login failed ; VLAN ID not found to MAC authentication DB.
FBREXIG:D VLAN ID 23 Nj& MAC F8GiE DB IZBFR STV e W e o, FRFEICRIM L £ L7,
[R55]
P MAC §85E DB 128 E ST 5 VLAN ID BIE LW ZER L T 2 &0y,
MAC 7 KL X, VLAN ID
110 NORMAL SYSTEM Accepted clear dead-interval-timer command.
clear mac-authentication dead-interval-timer =~ > KiZ X % dead interval ¥§REIREEIE A ZR A2 52 (FHL Y &
L7z,
[RFAR]
2L,
111 NOTICE SYSTEM Invalid user class. [7 7 A]

RADIUS H— IR E SNz —H 7 T ANRIETT,
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35 MAC 83

&S B @l =R 3 Ayt —SFER b
RE &Rt
(EPILEE
ESA|

RADIUS — D EE E L T 7230,

255 ERROR SYSTEM The other error. [= T —=— ]
MAC ZREDO N Z —"CT9, The other error iZHe\ T [] WIZHER S35 NESHE & OBEIC gL £
L7,
[RFhi]

MAC FRiE7' 11 7' T AOWNER=F — T4, dump protocols mac-authentication =~ > R CIEMZUNEL, *
D%, restart mac-authentication =~ > K CMAC BFE7 1 77 A% FiEEE L T 7230,

=7 —a— K
L) — 7L

AR— KX, VLANsuspend £/ FiEH a2~ Nk ba—VEEREOn 77U MLET, a7y
U MK LESGEFR T LET,

[ VLAN &— RDOBATEITRRLET,
[BIE~NDEE]
Bl
CEEZEIE]
MAC #iEEMER 7 A o2 —0, BTLWHOMLEREINET,
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35 MAC 83

show mac-authentication

MACRFED 2> 7 4 FL—va v EFRLET,

[AHRH]

show mac—authentication

[AAE—F]

HEEEHEE— R

(/X5 A—=4]

L

[E17H1]

MACEAED a7 4 JL— g v OFERIZRIZTLET,
o MAC FBREH O R — F B EFEI N TV RWES

# show mac—authentication
Date 20XX/06/10 13:58:58 UTC
mac-authentication Information:

Authentic-method :
Dead-interval
Syslog-send

Force-Authorized :
Auth-max-user
Reauth-period

Authentic-mode
Max-timer
Port Count

VLAN-check
Vid-key

Authentic-mode
Max-timer
Port Count
Native VLAN :

RADIUS Accounting-state

10
> enable

disable

© 1024
: 3600

. Static-VLAN

© 60 Max-terminal
: 0 Auto-logout :
 enable
© %VLAN

: Dynamic-VLAN

: 60 Max-terminal
0 Auto-logout :
enable

o MAC A DOR— FRBEFEINTWDHEE

# show mac-authentication
Date 20XX/06/07 15:35:06 UTGC
mac-authentication Information:

Authentic-method :
Dead-interval
Syslog-send

Force-Authorized :
Auth-max-user

RADIUS Accounting-state

: 10
> enable

enable

© 1024
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© disable

. 256
enable

: 256
enable
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35 MAC 83

Reauth-period 1 3600
Authentic-mode : Static-VLAN
Max-timer @ 60 Max-terminal @ 256
Port Count : 2 Auto-logout : enable
VLAN-check : disable
Vid-key © %VLAN
Authentic-mode : Dynamic-VLAN
Max-timer @ 60 Max-terminal @ 256
Port Count : 1 Auto-logout : enable
Native VLAN : enable
Port Information:
Port 1/0/1
Static-VLAN
VLAN ID 5,10,15
IP access—list 100
MAC access-list -
Max-user 64
Port 1/0/2
Dynamic-VLAN
VLAN ID 1300-1310
Native VLAN 20
Forceauth VLAN: 1300
IP access—1list 100
MAC access-list AuthMacAc|
Max-user 64
Port 1/0/10
Static-VLAN
VLAN ID 300, 305
IP access-list 100
MAC access-list -
Max-user 64
[ REREA]
% 35-5 MACRIDIVTI445L—>3arvDO&RREH
RRIEHE BR TR

Authentic-method

AR

MAC F3FERERE CTORRIES
Local : &= — I /LBFE
RADIUS : RADIUS 83

Accounting-state

THG T 4 S

MAC FFHERE TOT B 7 T 4 v T — "D AT

DA

enable : 7 7T ¢ v Z AT
disable : 7 U T 4 T — N\ FE A

Dead-interval

RADIUS F#4f¢ R

RADIUS ##il2 R L= & &, HE, BT 2 F TORFLEE
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35 MAC &t

FRIEH BR R HHIEER
M (SrHAD)
Syslog-send BfEn 7 A v —U%E oy 7 47 Lb—3 3 a~< K mac-authentication logging

RAE enable D% E
enable : BX7E
disable : K% 7E
Force-Authorized R AR HE SR FRAE DR AE
enable : FRIIFRFEA 2h
disable : FRHIFRAFLER)
Auth-max-user B RO TR R I 1B AR O REFERI PR 2K
Reauth-period T RG] AL IR, SR OFRBIEEZAT O B (FHAD
Authentic-mode FOREE— N MAC SBREDFEFEE — N
Static-VLAN : /& VLAN E— K
Dynamic-VLAN : # A7 > 27 VLANE— R
Max-timer = N3 AL 07 A AR Ol KSR (5 BiNL)
Max-terminal B KARRES G A $L MAC FBIFFEREIC 1 A o T & B i RERIE R 3L
Port Count Port #%% MAC FBREIZ B ER S AL T 5 Port D%
Auto-logout B B A B A ) YT D MACT RLANDDLT 7B ARRWIKEEZ R L
LEou 7Ty MEREPEIET S5 E TORM BEAM) , #
RERN RN DA 1T disable ZE R LE 7,
VLAN-check AT HBEO VLANID | MAC #BFED[EE VLAN E— K CREFET 515, VLAN ID %[
DREG DA BT DME D)
enable : VLANID F= v 7 %35
disable : VLANID ¥ = v 7 % L72\»
Vid-key RADIUS §83ERE 7 U 7 > | RADIUS H— "A~GREEER A B0 7 4 7 > Mg %
A9 % 305 CFF
Native VLAN FAT 4 7 VLANFEED | 27 4 7 L—3 3 > 2= K authentication native vlan ®
FRRERT AT E
enable : F%7E
disable : REE
Port A— MER MAC FBFEICE SR SN TV H AR — hEE, T v 7
N—T
<switch no.>/<nif no.>/<portno.> : ;K"— &5
CH:<channel group number> : F ¥ %L 7 )L — 7&K =
VLAN ID VLAN {5 MAC FBRENBIR STV DR — F238B LT % VLAN ID
%4 F 3 v 7 VLAN E— FOBAIT MAC VLAN THESH
7= VLAN ID
Auth type Tagged 7 L— A CTERFEL | MAC A"— kG, Tagged 7 L — A THl{E 9 D uiRIZH L TR
RWCHBEZT AT 5% | AELARWTHlEZFF AT 25
iE force-authorized : 87 L 72\ CllE 277 A4 %
mac auth : FEFEXR LT 5
Native VLAN *A 7 47 VLAN © HAF w2 VLAN E— ROHE— MCBRESNIZFRA T 47

VLAN ID

VLAN @ VLAN ID

Forceauth VLAN

FRIIZREERF O VLAN iR &

&4% v 7 VLAN &— R CHfiiililaE%E L7- & T8I0 B2
% VLAN ID

av 74—y g rawy RTRESNTWARWEEA IR

EFRRLET,

[E7E VLAN & — ROHFAITERLERA,
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35 MAC &t

FRIEHE =0 FonEHTER
IP access-list IP77+EAY XK access list number & 7213 access list name
BESINWGEEI-" 2R R LET,
MAC access-list MAC 77t AU A k access list name
WEINWEAIT" 2R LET,
Max-user R— b Z & ORGEHIRE | A— b T & ORGEHITREK
a7 4 b—arawy RTRESHTWARWEEIE-"
AFRALET,
BEE~DEE
el
CEESIA]
L
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35 MAC 8%

show mac-authentication statistics

MAC i [ uiEO)ﬁn‘I‘rﬁéE%%T L/i‘g_

[ABRH]

show mac—authentication statistics

[ABE—F]
EEEHET— R

(/X5 A—=4]

L

[E17H1]

MAC FFEDFEFHE WO F P 2 IR L E T,

# show mac-authentication statistics

Date 20XX/06/10 13:01:18 UTC

mac—authentication Information:
Authentication Request Total : 12
Authentication Gurrent Gount :

Authentication Error Total

Force Authorized Count
Unauthorized Information:

Unauthorized Client Count : 0
RADIUS mac-authentication Information:

[RADIUS frames]
TxTotal
RxTotal

Port Information:

14 TxAccReq : 10 TxError
10 RxAccAccpt: 10 RxAccRejct:
RxAccChl I g: 0 RxInvalid :

Port User—count
1/0/ 1 1/ 256
1/0/ 2 1/1024

[&RREREA]

i 35-6 MAC ununIEG)‘f}En'I-'rﬁiﬁa)ﬁTIE E

RTIEEB

it
S

Authentication Request Total

D‘h I?L[E%:;k% L/?L;!/Aﬁ

Authentication Current Count

B L CREGIEF 7 D i R KK

Authentication Error Total

PREEI RN T —T e o T i sk

Force Authorized Count B A CIRAIFARE S 7o 2K
Unauthorized Information PRREBRI MR AR D
Unauthorized Client Count LR 1 C ORBRERRAM A SR
RADIUS frames RADIUS f##
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35 MAC 8%

FRIEH BER
TxTotal RADIUS ~D %15 # %k
TxAccReq RADIUS ~® Access-Request 21584
TxError RADIUS ~DE{ERF= 7 —#§
RxTotal RADIUS 7> & DAz #%K
RxAccAccpt RADIUS 7> 5 @ Access-Accept 3215 #%k
RxAccRejct RADIUS %> @ Access-Reject 15 #a84K
RxAccChllg RADIUS 7> 5 @ Access-Challenge 15 #8%k
RxInvalid RADIUS 7> 6 DH#EZ) 7 L — D255
Account frames TAD T 4 v TIER
TxTotal TR T 4 TN DRERE
TxAccReq THTUT 4 T —s3~D Accounting-Request 115 a4k
TXError TADT 4 TP = NADEFERFT T —H
RxTotal TAD T 4 2 TP —"0 5 DOZIEREK
RxAccResp T T 4 27 —o3) 5 D Accounting -Response 3215 #a 3K
RxInvalid THT T 4 TP = E DB T L — AR EH

Port Information

— MMEH

Port <switch no.>/<nif no.>/<portno.> : X — F &=
CH:<channel group number> : F v %)L 7 L— 7&K 5
User-count RN—rZ (PF) qu;i'i' o uﬁﬁ%%jﬂwﬁj{é& D Nl NP g& S IR ﬁ?'J ISE%(

"5 uﬂiﬁt/ﬁ?ﬂ FRA TR

[BE~DEE

=1

2L

CEEZHE]

2L

]
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35 MAC 83

clear mac-authentication auth-state

MAC 7 RV RAZHEE L CHREDRRGEE AR Zo@mla 77 o h LET,
Tz, BEr Ao GRREEA) ORmKZEH e 77 v 52 b TEET,

[AHRH]

clear mac-authentication auth-state mac-address {<mac> | -all} [-f]

[ABE—FK]
EEEHEE—F

[N A=4]
mac-address {<mac> | -all}
<mac>
<mac>THEE S N7z MAC 7 R L 2 &R OBl Al R & 38l e 77 F LET,
MAC 7 KL A%, 0000.0000.0000~feff.ffff.ffff D& CHEL EI, 7272L, w/LFF¥ R b
MAC 7 LA (JEBAA FORTALE Yy b1 OT FLR) [THRETE £ A,
-all

BER 74 o GRREH ) ORMAKEZRE e 77 7 P LET,

WRA =2 LARNT, WREmEle 77 o FLET,
KRNT h— 2 B W OB
MERA v E—VEHALET,

[E17H1]
BUER 7 A f GRALWA) SR e 77 v LET,

o HfEn s A v GRIFFEA) O MAC 7 FLA (0012.6200.0001) Z¥EEL CHfIe 777 M+ 584
# clear mac-authentication auth-state mac-address 0012. e200. 0001
Logout client mac-authentication of specified MAC address. Are you sure? (y/n): vy

o BIfEm /A v RUREEA) OBMKREES e 7T N 555
# clear mac-authentication auth-state mac-address -all
Logout all client mac-authentication. Are you sure? (y/n): vy

[FREHEA]
el

[BIE~NDFEE]

:F f;iﬂ'ﬁj{@nu nIE7j ﬁ*ﬁ%éﬂi#

CFEEE]
el
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35 MAC 83

clear mac-authentication logging

MAC BiEon 7iE®RE= 27 V7 LET,

[AARK]

clear mac—authentication logging
[AAE—F]
EEEHEE— R

(/NS A—42]

L

[E17451]

MAC FBZED v Z1EHR 7 U 7 OFEITH 2 IRIZR LET,
# clear mac-authentication logging

[F~aREA]
2L
LBE~NDEE]
2L
CEEZEIE]
L
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35 MAC 83

clear mac-authentication statistics

MAC BREDFEHE#E 7 U T LET,

[AARK]

clear mac-authentication statistics
[AAE—F]

EEEHEE— R

(/NS A—42]

L

[E17451]

MAC PBEEDREEHER 7 UV 7 O FEITH 2 IRIZR LET,
# clear mac-authentication statistics

[F~aREA]
2L
LBE~NDEE]
2L
CEEZEIE]
L
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35 MAC 3

set mac-authentication mac-address

W% MAC 283FE DB |12 MAC S8EEf D MAC 7 RLU A ZBMLET, OB, FiE7 % VLANID Hi5E L
F9, T TITEEEIN TS MAC 7 RL 2 T% VLAN ID 23 B2 FUTIBIN A RE T,

7272L, A4 F v VLAN T— RTlE, §REkicA T~ RTHE L7 VLANID IZ8 W B 2 57-9
XA F v VLAN E— kﬂ%ﬁ%?‘éiﬂ/\ %, VLANID # ¢ —2EL T E &V,

728, W MAC F&%FE DB IO S8 5 729 I(21%, commit mac-authentication =<2 REFEITL TL 72X
AN

[ABR]

set mac—authentication mac—-address <mac> [<vlan id>]

[ABE—FK]
HLEERAEE—F

(NS A—4]
<mac>
BEETHMACT FLAZRELET,

MAC 7 R L A%, 0000.0000.0000~feff ffff.fiff OFPHCIREL £T, 7272L, ¥LFFx¥ A K MACT
RL R (BEHEASA FOBR I E Y R 1 OT7 RLA) ITEETE 8 A,

<vlan id>
a2 —PPEREAEICEE TS VLAN @ VLANID ##E L £,
EOFRERPIZHONTIE, [T A—=FIRETE AE] 2ZBLTLTEEN,

B, #1473 v 7 VLAN T— R THEAT 5481, MAC 7 FLRIZx4 5 VLANID % 49 —ofF
FELTLIEEN, £/2, 1471y VLANE—FTIE, VLANID & LT 1 &2ELTYH, Rk
VLAN & L CHHATE iz, BT —L720 4,

ARG A — Z B WEEF OB E
[ & VLAN &— R TI1%, GBI VLANID 2F = v 7 LEH A,
A AF 3 v 7 VLAN F— R TlE, FEESHIZMAC 7 FL R ITx U CEREFFICERIE T — & 720
\357;_0

[E1741]
MAC 7 K1 2"0012.200.1234", VLANID"10"%ZB13 254
# set mac-authentication mac-address 0012.e200. 1234 10

[FRREREA]
el
BIE~DEE]
el
GEEEIE]

o ARa=r R, BEO2—YRFRIFIMENTE EEA,
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35 MAC &t

® commit mac-authentication =~ > F % 517 L 72\ & N MAC 3%GE DB IS v E A,
o ¥ A7} Ivys/ VLAN E— RTHEMATLHHEG, ROAEZEREL Tvlanid>ZfE L T 7EIV,
e [f— MAC 7 FLAZHID VLAN ID TEE L7254, HTO/NE W VLANID AR L
kR
o VLANID 24 L7236, @RAERICEI VX 5 VLAN 2D L2, IR OBGERICFG
TT—ERDET,
e [fl—MAC 7 KL AT, VLANID #4M L7= %58k & VLANID Z487E L 728808 H > 7254,
VLAN ID |3AME S AT 5 LA L, SROFEIERFICRGET T — & 720 £,

e VLANIDIZ 1 Z48E LI d, WWAROBIERICRIET T —& 720 7,
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35 MAC 83

remove mac-authentication mac-address

P MAC Z83E DB 705 MAC 3B3EH D MAC 7 KL 2 &I LE3, MAC 7 KL A2 [FE LT VLAN ID 23
B A5 T, IBESILIEMAC T RLZR ER—ThIUIHIBRENET,

B, FEHEHRIC XS 5 7-9I121%, commit mac-authentication =~ > RZFEITL T 7E Iy,

[ABR]

remove mac—authentication mac—address {<mac> | -all} [-f]

[AAE—F]

HEEHEEE— N

(NS A—4]
<mac>
BELT-MACT FLAZHIRLET,

MAC 7 KL A%, 0000.0000.0000~feff ffff.fiff OFPHCIREL £ T, 7272L, ¥~LFFx¥ A K MACT
RL R (JEHEASA FOBR I E Y R 1 OT7 RLA) ITEETE A,

-all
FTRTHOMACT RLAZHIBRLET,
-f
TR A =T %M LRV TMAC 7 RLAZHIBRL £,
AT A — LB MR O ENE
WMeRBA =V HALET,
(=471

o MAC 7 R 1 2"0012.€200.1234" % K4 5 354
# remove mac—authentication mac-address 0012.e200. 1234
Remove mac-authentication mac-address. Are you sure? (y/n): y

o I—HNFIET —ZITEEREN TS MAC 7 RL AT XCHIBT 2854
# remove mac-authentication mac-address -all
Remove all mac-authentication mac-address. Are you sure? (y/n): y

(&R REREA]

2L

[(BEE~NDFEE

L

CEEFHE]

commit mac-authentication =< R&EFEIT LRV &, W MAC F8GE DB IS vEH A,
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35 MAC 3

commit mac-authentication

MAC FBFEOWE MAC F83EDB 2N 7 7 v v 2 A VICHRIFELET,

WDa<w RTMAC T RLAZBMELITHIBRLED &, Ao~y RRETENROLED, EHT O
Wik MAC 583E DB O HRITEEZ B D ERA,

® set mac-authentication mac-address

® remove mac-authentication mac-address

[AHRH]

commit mac-authentication [-f]

[ABAE— K]
LEERAE S T — R
(NS A—4]
-f

EE%}‘LJ»} ‘Y'E‘_“‘/\‘%Hjjj L/fcfl/\’C“y MAC mup]tE@lj;]@ MAC mqu DB %W}E‘Z77 b4 /:’-7(:5 ) 1%7(? L/i
‘?—O

KNT h— 2 WG OB
B A v =Y 2 LET,

[E1741]
MAC FFEDO e MAC 785k DB /1777 2 FATHI Z IR L E T,
# commit mac—authentication

Commitment mac-authentication mac-address data. Are you sure? (y/n): y
Commit complete.

[&RREREA]
L

[BE~DFE]

=1

2L

FEEIE]
o Ko<y RRFETEINRWNEY, EHPOWE MAC #2GE DB OfF#ITEEHMZ LNFEEA,

o AKawl REFE[THITHE L-E, MAC REDB OIFRITEZWZ bt A, ZOHA, Kaw
v REAFEEITLTMACZREE DB OB AR EH L TS0,

597



35 MAC 83

show mac-authentication mac-address

TEENICBEE I MAC BREH O MAC 7 RL ATEREFR R LET, /2, ROa~ 2 RTAJ) - fHEH
D MAC 7 FLAEHRLFRTEFET,

® set mac-authentication mac-address
® remove mac-authentication mac-address

E, BRIIMACT RLADHNEE 720 F3,

[ABRH]

show mac—authentication mac—address {edit | commit}

[AAE—F]

HEEHEEE— N

[R5 A—=4]
{edit | commit}
edit
fEFOERER R LET,
commit

B ONE MAC 323F DB Oz FR LE9,

[=1741]
o RETOWERERR LIZHE

# show mac-authentication mac-address edit
Date 20XX/12/01 10:52:49 UTC

Total mac-address counts:2

mac-address VLAN

0012. e200. 1234 3

0012. e201. abcd 4094

o T DN MAC 325 DB O #i % #r LIz A
# show mac-authentication mac-address commit
Date 20XX/12/01 10:52:49 UTC
Total mac-address counts:3

mac-address VLAN
0012. €200. 1234 4
0012. e201. abcd 4094
0012. €202. 6789 2
[FREREA]
# 35-7 MAC REIEHEHROKRRIEHR
*=IEH =0 FREMIER
Total mac-address ¥AMAC 7 R L 28455 BIFESNTWSD MAC 7 R L 23K
counts
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35 MAC &t

RRIRHE Bk R HIER
mac-address MAC 7 KL & BEEETWAS MAC 7 L&
VLAN VLAN BEINTWD MAC 7 RLAIZK L TERESNTWVD
VLAN
VLAN 3% E STV R WERHT" "2 R R L ET,

[BE~DEE

L

CEEZHHE]

L
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35 MAC 3

store mac-authentication

W MAC F8ZEDB DNy 7 7T w77 7 A WV EVER L E T,

[AHRH]

store mac-authentication <file name>  [-f]

[AHDE—F]
EEEEEET—

[T A—=%]
<file name>
Wil MACRBREDB & /Ny 7 7 v 7457 7 A VA e fiE L ET,
£
HBA v E—TVEMIILRNT, NEMACRIEDB DRy 77 v 77 7 A VEERLET,
AT A — B2 EWERFOEE
WBRA =V LET,

[E1TH1]
PNk MAC $83E DB D> 7 7w 77 7 A /L "authdata" Z{ERL 5 546
# store mac-authentication authdata

Backup mac-authentication MAC address data. Are you sure? (y/n): y
Backup complete

[FREREA]
2L
BIE~NDEE]
L

CEEZHE]

Ty varEYDEERENARLE LIIREECTHNE MACFREEDB DNy 7 7 w77 7 A VEVERRL LT3
Gy REEIN I T T T 7 A NPERENDIBENLRHY F9, Nv I T o777 A NVEERT DR
1%, showflash I~ FT7 T w2 AEYDEXFEN T4 (100KBLLE) I2HDZ L 2HERL TS
U,

600



35 MAC 3

load mac-authentication

NI MAC FBREDB DNy 7 7 v 77 7 A VBN MAC BFEDB 2#1E 7t LET, 228, ROa~<w FT
Big c ERINT-AFITERINT, HoT 2NBCEEHEDY £,

® set mac-authentication mac-address
® remove mac-authentication mac-address

® commit mac-authentication

[AHRH]

load mac-authentication <file name> [-f]

[AHE—F]
HLEERAEE—F

(I35 A—=4]
<file name>
Wi MAC 383EDB 210 T2 \v 7 T v 77 7 A VA ERTRELET,
-f
R A vy E—TZ2 I L2RWT, W MAC #ZFEDB #fEx L 7,
AT A —H U OBEE
ERA ve—VEHTILET,

[ZE4TH1]
Wik MAC 383FE DB D3 7 7w 77 7 A /V"authdata" > 18 0T 5 B4
# load mac—authentication authdata

Restore mac-authentication MAC address data. Are you sure? (y/n): vy
Restore complete.

[FRERBA]
2L

[(BEE~NDFEE

L

GEEZEIE]

o KDAVY FTRE - EREINIENFITREESNT, BT 2NFICEIBOLOTHELLTILES
Wy,

® set mac-authentication mac-address
® remove mac-authentication mac-address

® commit mac-authentication

o AKawl REFE[THITHE L-E, MAC REDB OIFRITEZWZ bt A, ZOHA, Kaw
v REFEEEIT LT MAC 3%iF DB O HAE XL T &N,
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35 MAC 83

restart mac-authentication

MACRGET v 7T AaFERE L7,

[AHRH]

restart mac—authentication [-f] [core—file]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
-f
HEDERA vy E—Y 2 LARNWT, BEBEZFIITLET,
ENAV S S -1 S SlliE
BAYE—VEHNLET,
core-file
PRSI MAC BAED 27 7 7 A L&A LET,
KRT A — 2 B OEE
ar7rANnEHLEE A,

[ZE4TH1]
MAC ik 7' 1 7 Z AR O TH 2R L E T,

> restart mac-authentication
macauth restart OK? (y/n): vy

[FREREA]
2L

BIE~NDEE]
= 7/( VEF‘ (uqu(ﬁﬁ) d)éﬂmf@uquﬁ‘ﬁﬁFﬁ}éﬂ %{uﬁ‘v(%f&f< )| i‘g—
MAC BFE7 1 77 AOFEEE TRIC, BE, EEET20ERNH Y £,

CEE$IRE]

a7 77 ANDKWNT 4 L7 P BLOAIRIL, ROLBVIZRD ET,
o M7 + L7 NV : Just/var/core/
® MACFBFED =7 7 7 A /L : macauthd.core

HEZ 7 A NVNT TIHHET 25T BRI EEETL0T, BBERLIE, 774V EHLNLDHNY
2Ty T LTENTLLIZE,
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35 MAC 83

dump protocols mac-authentication

MAC FBIEF 1 7T A TEE L TWAEEMA X b b L—RERB L OHIET — 7 R E 7 7 A v ~H

LET,
[AARK]

dump protocols mac—authentication
[AAE—F]

—fr—PE— FBLOEEEHEE— N
(/8T A—4]

L
[ZE1TH1]

MAC #REY T ERINE D FEL TR 2RISR LET,

> dump protocols mac-authentication
BN

el

[BE~DZE]

L

CEESE]
BRIUEFROWEN 7 7 A VOKEINT 4 L7 B BROEIRE, ROLEFBVITRY ET,
o M7 + L7 NV : Jusr/var/macauth/
e 77 : macauthd dump.gz

BEZ 7 A NPT TICHFET 25 B RBERC EEESTL0T, LERLIE, 77 V&2HLN LDy
7Ty T LTENTLLIZEN,
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35 MAC 83

clear mac-authentication dead-interval-timer

1 & H ® RADIUS H— "3 EIRZIZ72 1, dead interval #$REIZ & - T, 2 & HLED RADIUS — 3~ 7
IR AH Y o2 E, a7 4 7 L—3 g 2= K authentication radius-server dead-interval Ca% &
SN 272 22 THRAID RADIUS $—/"~D 7 7 & AR L E T,

[AARK]
clear mac-authentication dead—interval-timer
[AAE—F]

HEEHEEE— N

[T A—=4]
2L

[E1TH1]
dead interval #%8E(Z & > T 2 B HLFED RADIUS = "X~DT 7 & A L 72 BIRBE%, fiRbRT 5 FITH %2R~ L
ij_o

# clear mac-authentication dead-interval-timer

[FRRERAA]
L

[BE~DFE]

L

CEEFIA]

L
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36 VILFRTv TR

30 <wrarsves
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36 TILFRT Jjenn..n

show authentication multi-step

< IVTF ATy TIREED G

[AHRH]

AR RE A L H T 2 AT EIZRRLET,

show authentication multi-step [{port <port list> | channel-group—number <channel group list>}]

[mac—address <mac>]

[ABE—FK]
EEEHEE—F

(NS A—=4]

{port <port list> | channel-group-number <channel group list>}

port <port list>
fEER— hES (U2 FBX)
<port list>DIEE FH 1L L OMHEOHEE
<TEEvy,

channel-group-number <channel group list>

WBEF vy T —7 (V2 FER) |

%9, <channel group list>D 5 E ST IEIZ OV T,

X,
RXT A —HBUERFOEE

FTRTCOR—= P BIOF ¥ RNV TN—T D )VF AT v T RIEDO Y

mac-address <mac>

WZBT 2~V F AT v TREORGERAFEREZ —EFRR L ET,
FPHIZ OV T,

[RTA—FIHETE DM 28T

BQTZD?/V?:XT /7uhuﬂ5®uun j%*rﬁ%&% %%Tb

[RIA=ZIHRETE HME 22 LT

AR E TR LET,

FEE MAC 7 RLANBESIN TV DESIALF AT v TREDFRINRRIEREFRLET,

RoXT A — 2 EBRERFOEE
FT_XTODO MAC 7 KL ADFRFEY
FTRCORT A — X B OEE

A RE ZR LET,

T’*”CCD'?/I/?‘X'T b4 7 [T1v uJ:ECDnAu thEj#'ﬁj{r ;&%i‘%i—\‘ L/ij‘o

[R1741]

RNTF AT v TRIEDOTEREIR ARG WAFE R O FATH 2 IR L E T,

# show authentication multi-step

Date 20XX/01/21 22:01:23 UTC
Port 1/0/6 : multi-step dotlx
Supplicant information
No MAC address State VLAN F Type
1 0012. e2fd. 4971 pass 200 multi

Port 1/0/7 : multi-step
Supplicant information
No MAC address State VLAN F Type
1 0012. e2fb. 2612 pass 200 single

Class

Class

Authentic method
Last (first step)
web  (dot1x)

Authentic method
Last (first step)
mac  (-)
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36 TILFRT Jje:m..n

Port 1/0/13

D multi-step permissive

Supplicant information

Authentic method

No MAC address State VLAN F Type Class Last (first step)
1 0012. e2a5. 3ela pass 100 single 0 dotlx (-)
#
[F~aHEA]
% 36-1 VIFRTv TRAMOBRIEHKIEFHROKRIER
FRIEE =0 FoRFHIER
Port/ChGr Port <switch no.>/<nifno.>/ | ~/VF AT v 7RIER— b (F¥ 2NV ITN—T %5
<portno.> : N— k ie) THRAETY R UBHEETHHETETRRLET,
ChGr<channel group
number> : v XL L —
-
— MRRE> — MRRE multi-step : MAC FBFERIFIZ 2 — P FEREZ FFA] L &
A,
multi-step permlsswe permissive /X7 X — & MREXE S
ﬂfll \T, MAC # [ uES‘i‘E&H%‘:T zé)i“_“‘}j-ub DIE% ntFT L
7,
multi- step dotlx : dotlx /XT7 A — & RFE I TV,
MAC #25F % 7213 IEEE802.1X FRFELENIFIZ, Web 3R
AEEFFRI LER A
No VAR RN R—h T & OWMERFTIHEE
Supplicant information FRRIESH A R -
MAC address MAC 7 KL A FRGFLE R D MAC 7 R LA
State T ?E%ﬁl% wait : %ﬁ/{ﬂ j{@uu DEEF"H( ﬁ—
pass : ¥V T NVERGE, FETLIESINVT AT v TREIENTE
TULIRRETY, HRREY, F 7 X8RN P
X, ZOWRETERRLET,
VLAN AR BINE X472 VLAN ID | <V TF 2T v TREIEOGE, FEEEICINAE &b VLAN
ID ¥, =2 —ViEGERERIMELEINET,
FRRERTE T OO VLAN B ARBH 72 56 13" 2 5
~LET,
F RHIFRIE~— 7 : FRIGRFFERE T 7/ A v LT R
FRRAE7R £ T RADIUS Y — S ~FIW &b,
RADIUS Y— "RFFR LA, TAZ VA7 (%)
DRRNDHEZET,
Type ATy TRIEDZA T single : SR U TNARFEES N L 2R LET,
multi : ﬁ%j{ﬁ)'?/l/%XT D4 7nm uEéﬂfx_; k %T L/i
7
%@\%ﬂi*%?@fl B uIE54 775‘T%f£i—e/ﬁ\&j:"‘"%2‘%%
LET,
Class =¥ 7R 2—Y I I AEFRLET,

EEL, UFOHRAR"-" &7 LET,
c BRERFE T DIz — 7 T ARRH
1 EXHODNALD
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36 VILFRTvYTEE

=rIEH Bk FORFHIERR
Authentic method FRREHERETE ) -
Last AR RE Vi A % B R Z%?SEE L 7- 38R RE
mac : MAC &l
web : Web 83
dotlx : IEEE802.1X
\ ntu uJ‘.Eﬁ’ﬂ%)‘ET @iB A&i"'"%%ﬁ—\‘ L/ i —aﬁ
(first step) 1 B¥ H OFEFERERE < IVF AT T ubﬁ?ﬁ@%ﬁ@ 1 Bt B oG RE
(mac) : MAC &7
(dotlx) IEEE802.1X
FREE B L TR WA ()" sz LET,
BIE~DEE]
2L
AESIHE]
L
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37 DHCP snooping

8w TXxaUT~g

3 7 DHCP snooping
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37 DHCP snooping

show ip dhcp snooping binding

DHCP snooping D/3A T 4 7T —H =A%k FRLET,

[AB#K]
show ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]
[vlan <vlan id>]
[interface <interface type> <interface number>]
[{ static | dynamic }]

[AAE—F]
——PE— FBLOEEEHEE— N

(/X5 A—=4]
[ip] <ip address>
BELLPT FLRAEZHRLELT, "M T4y T = R_R=AFR LET,
mac <mac address>
HELIEMACTY RLAZRRLE LT, " T VT = I R=2A KRR LET,
vlan <vlan id>
FELI VLAN A 2 72— R EHMBLE LT, "A T4 I T =S R=2AeRKRLET,

<vlan id>ZiZ 2> 7 ¢ /' L—3 3 2~ K ip dhep snooping vian Ti%/E L7z VLANID #8E L &
7

interface <interface type> <interface number>
BELIA VT 2— ARG LT, "My T 4 T T = R=2RFRRFLET,
<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AR T N—T1ZxET DA ¥ 7 =
—ALBIOA L E T 2= AR GEBRETEET, ML, NI A—FITIEETE5E] © TRA
F7 = —ADESTIE] #ZRLTIEEN,

o (—HY Ry A FTx—2R
¢ F—hFxRIA L HTx—2A
{ static | dynamic }
static
ABT 4w VBGFINTZZ L M) EXGE LT, N UT 4 v T T — AR EFRRLET,
dynamic
FAFI vV BEFEINT=Z L M) EXGLE LT, N UT 4 v I T —FR_X—=RERKRFLET,
FrRT A — ZBUERE O EIE
RKa<w s FTHE, NFA—FERELTEOFRFICEYT LI NI EHERRTEEST, T A—
ZEBELBRWEEIE, fMEZRELBZWVWTE=L M EZRRLET, BEONRTA—ZEZBE LIS
B, TNENOFRMFICFARFICEY T 22 P 2FRRLET,

TRTONRT A —Z B OBE
FTRCoOZ o b EFERLET,
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37 DHCP snooping

[E1741]
DHCP snooping D9 _XTHxT b Y 2R R LET,
K 37-1 DHCP snooping D/\A T4 VT T—AR—XFKRAT Y FETHREE
> show ip dhcp snooping binding
Date 20XX/04/20 12:00:00 UTGC
Agent URL: flash
Last succeeded time: 20XX/04/20 11:50:00 UTC
Total Bindings Used/Max 5/ 3070
Total Source guard Used/Max: 5/ 200
Bindings: 5
MAC Address IP Address Expire(min) Type VLAN Port
0012.€287. 0001 192. 168. 0. 201 - staticx 1 1/0/1
0012.287.0002 192.168. 0. 204 1439 dynamic 2 1/0/4
0012.287. 0003 192.168.0. 203 - static 3 1/0/3
0012.287.0004 192.168.0. 202 3666 dynamic 4 ChGr:2
0012. e2be. bOfb 192.168.100.11 59 dynamic* 12 1/0/11
>
> show ip dhcp snooping binding 192.168. 0. 202
Date 20XX/04/20 12:00:00 UTC
Agent URL: flash
Last succeeded time: 20XX/04/20 11:50:00 UTGC
Total Bindings Used/Max 5/ 3070
Total Source guard Used/Max: 5/ 200
Bindings: 1
MAC Address IP Address Expire(min) Type VLAN Port
0012.e287.0004 192.168.0. 202 3666 dynamic 4 ChGr:2
>

[F~EREA]
% 37-1 show ip dhcp snooping binding 1< >~ FORFAR

=RIEH =N7 3 FoREHAER

Agent URL NRAVF AT TF—=FR=AD | a7 47— a r TOREFREFR R LET,

PRIFSE

flash: N7 7 v = A€
mc : MC
- HREMRL

Last succeeded time HEE N ICRIE LT BHIRFY (4F

[HIE B3R ALY —)

RAELITAT D RFEARFZ R R L ET,
WIORTEA I, ""2FRLET,
+ Agent URL DF5EZ L
c—ELRF LT RN
cEIERGEDOT L N Y 0

NRA VT 4 TT—H_—Z|T
oLz UL, BeEa]
el kT b U

Total Bindings
Used/Max:
<Used>/<Max>

<Used> : Bk b UK

<Max> : BgkrlREfR K= MU %K

A BT 2= WAL, WK

Total Source guard

<Used> : A= b UK

611



37 DHCP snooping

FRIEH =S FREFHIER
Used/Max: TANERFHERSTNDHT | <Max> : AR A= b U
<Used>/<Max> Y UL, WEHAARERRART
NENE
Bindings L -
MAC Address AR D MAC 7 KL A —
IP Address WARD IP T KL A —
Expire(min) T =V TR () AET 4y Ty YR — U J IR DM ERIR O
BE"ER R LET,
Type > kYR static: A¥ 7 v 7T Y
static* : AF T 4w 7T b (KT 4V F %)
dynamic : A F Iy kY
dynamic* : ¥4 FI v 7= RNY (KT 4 %)
4)
VLAN AR STV S VLAN ID —
Port WRPBHR SN TWDAR—NE | YT DA F T2 AN, —HF Ry M U F T =—
721 F ¥ /L7 )v—7 (ChGr) ADEAEX, AL v FHES, NIFEES, BIOFR—F
FrrRRLET,
A= R TF¥RNA L H T 2= ADYHIETF ¥ RV TV
— TG ERTLET,
(LB — - BRica L
EROFEEHRET, MU T 4T TF—ER=25E T LT-HA1E, Bl REeRE LB A2 E
ﬁ_\‘ Lij‘o
LBE~DEE]
2L
CEESIA]
L
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37 DHCP snooping

clear ip dhcp snooping binding

DHCP snooping D/ NA T 4 VI T —H X=X %7 VT LET, Ra~v FTZ7UT7T5DFFATIy
7RSIz )T,

[AB#K]
clear ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]
[vlian <vlan id>]
[interface <interface type> <interface number>]

[AAE—F]
——PE— FBLOEEEHEE— N

(/X5 A—=4]

[ip] <ip address>
BELEZIPT FLAEXRELT, " VT4V I T =4 R_R=R% 7 VT LET,

mac <mac address>
FELEZMACT FLRAZGRL LT, N T4 7T —4_X=2% 27 VT LET,

vlan <vlan id>
FEELIZVLAN A U 2 72— 2 d R L LT, N T4 I 7= R_R=2% 7 VT LET,
<vlan id>ZiE=2 7 ¢ 7' L—3 3 > 2= K ip dhep snooping vlan TF%/E L7 VLANID Z#5E L &
¥

interface <interface type> <interface number>
BELIA 72— AR/ RLE LT, "M T4 T T =2N=2% 7 V7 LET,
<interface type> <interface number>(21%, RIZ/RT A ¥ 7 = — AR T N—T1ZxET DA ¥ 7 =
—AABLOA F T 2= AFFEBETEET, ML, AT A-FIIEETEHMHE] © [RA
F7 = —ADESTIE] #ZRLTIEEN,
o (—FXy A FTx—2
¢ F—hFxRIA L HTx—2A

KT A — H B RO R
RKa<w s FTHE, NIFA—FERELTEOFRFICEYT L NI EFE 7Y 7 TEEST, TR
—XERE LRWIEEE, FMERELRNTZ N 227 VT LET, ORI A—FE2EEL
THaE, TRENOFBICFRFCES T 52 M) 22 U T LET,

FTRTONT A —ZHIEREOEE
TRTDIA T Iy s BEFERSNTz P22 U7 LET,

[E17H1]
FTRTCOFAF Iy s RSN b &I YT LET,

B 37-2 DHCP snooping D/\f VT 4 U T—ER—X9 )73 FETHEEED
> clear ip dhcp snooping binding
>
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37 DHCP snooping

[FRRERBA]
el
BE~DFE]

7V 7 Llexy b UICEY T 2mARIE, BEFERETTLET, WMANLOT 7 RFF LGRS
£7,

CEEZHHE]

L
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37 DHCP snooping

show ip dhcp snooping statistics

DHCP snooping D#EarEHmA R T L ET,

[ABRH]

show ip dhcp shooping statistics
[AAE—F]

g —PE— P L OEREFRET— N
(/NS A—42]

L
[E17451]

DHCP snooping D EHRA R L ET,

37-3 DHCP snooping O#fietEHRF ROV FEITHEEE
> show ip dhcp snooping statistics

Date 20XX/04/20 12:00:00 UTC

Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter

1/0/1 170 170

1/0/3 1789 10

1/0/20 0 0

ChGr:1 3646 2457

>

[F=REREA]
% 37-2 DHCP snooping D#EHERD R THE
FRIEH =0 FoREHAER
Database Exceeded NA VT QT T—=2_X=2Dx b DS —
L 7= Rk

Total DHCP Packets DHCP snooping @ untrust 78— ~ CTHLEE L 7= —
DHCP /3 v k Dk

Port DHCP snooping 2343 #h72 untrust 78— b BT BAHE T 2= AN, =YK
VBT 2—ADEEIL, AA vTF
F7, NIFES, BLUOFR— I EF%
FRLET,

R—= b F v A VBT 2= ZADHE
EF vy IV ITN—T RS TR LE

j«o
Recv DHCP snooping ™#%X untrust 8 — M T=f5 L7z | 74 VZ THELAAT v MILEEH
DHCP /7 v MK £7,

Filter DHCP snooping ™% untrust ;" — F CZfF L7z | —
DHCP /%7 v k (Recv) D H 6, RIENT v b
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37 DHCP snooping

FRIEH Bk FREHIlIER

LERER LFEHE L7- DHCP /X7 v K

L) — Kzl

[BE~NDFE]

L

CXrE%E]
1. #ETVLAN ho U T REHLTH284, 7 74+ /L b VLAN C DHCP snooping & G229 5%
L, VLANFREZ L TWRWT 7 AR— bbb ARa<r R TERRENET,

FIT—=V T %FERALTNBEA, 774/ VLAN <C DHCP snooping #HF#hicd 5 &, 37
—hbARa~vr RTERREINET,

[\
c_&.
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clear ip dhcp snooping statistics

DHCP snooping O#Eat&EHE 27 UV 7 LET,

[AARK]
clear ip dhcp snooping statistics
[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]
L
[E17451]
DHCP snooping DfEatt&E@Ha 27 UV 7 LET,

& 37-4 DHCP snooping #i&t1&E#Ro ) 7 a< > FERTHEREET
> clear ip dhcp snooping statistics
>

[FREREA]
L
BIE~DFE]
L

CEEZHE]
L
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show ip arp inspection statistics

¥AF 3 v ARP REOHFHER AR LET,

[ABRH]

show ip arp inspection statistics
[AAE—F]

=T —- B I OEEEREE—
(/NS A—42]

L
[E17451]

XA+ vV ARP REOFHFHEREZFRRLET,

37-5 #4F2vH ARP REDHHEFERR ROV Y FETHEREER

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
1/0/1 0 15 ¢ 15 0 )
1/0/2 584 883 ( 883 0 )
1/0/3 0 0 ( 0 0 )
ChGr:2 170 53 ( 53 0 )
>
[F~EREA]
£ 373 43Iy ARPREDHHBHRORTANE
FRIEH =3 FoREHATER
Port R— &5 BT HAH T 2 AN, =Y Ry
M BT 2—ZADEEIL, AA v F
HE, NIFES, BLOKR— MNEF%
FRLET,
R—=brF ¥R NAET 2 —ADEE
EF ¥ RNV ITN—TFEEERRLE
T,
Forwarded kL 7= ARP 47w M —
Dropped BEIEL7= ARP /37 v b DSk DB mismatch, Invalid O & &F4%
DB mismatch HERRE TS VT 4 T T — 2 R_R=R L DI —
BAMNR—F & 72 o272 DITHEHE L= ARP X7
v N
Invalid F T a VR CEAER AR —K Lol —
ICHEFELT- ARP R4 v K

LB — : Kricia L
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[BE~NDFE

L

CEEZHHE]

. #EETVLAN Fo RV 7 2FEHLTWLEA, T 74/ 8 VLAN THX A3 v 7 ARP & Z A%
29 5L, VLANFREZ L TCWARAWT 7B AR— b ARa~v RCERENET,

2. R—=FrIT7—=V T E2MEHLTWEEE, T 74/ 5 VLAN TXAF 3 v 7 ARPHEEZHNITS
L, IF5—F—hrbARavwr RCERINET,

619
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clear ip arp inspection statistics

XA v ARP BEOHFERE 7 V7 LET,

[AARK]
clear ip arp inspection statistics
[AAE—F]
g —PE— P L OEREFRET— N

(/NS A—42]

L

[E17451]

ZAF v ARP BREDOHEREZ 7 V7 LET,

K 37-6 #4F3vY ARP BREO#HEIERY V7 vy FRTHRESR
> clear ip arp inspection statistics
>

[FREREA]
L
BIE~DFE]
L

CEEZHE]
L
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show ip dhcp snooping logging

DHCP snooping 7’1 77 A CER L TWAEHER 7 X v — V2R R L E T,

[ABRH]

show ip dhcp snooping logging [{ error | warning | notice | info }]

[AHE—F]
g —PE— P L OEREFRET— N

[T A—=%]
{ error | warning | notice | info }
RRTHIIMER A v —VDLNVEEELET, 227 47 L— 3 3= K ip dhep snooping
loglevel THELEL-VLVDHAA v E—V DS, Ka<wr FTHRELEZLVU EOEEEOO &
BERENET,
AT A — 2B OB
notice ZHE L7HE LRI LEER 7 A v v —VEFR L ET,

[3=1741]
DHCP snooping DEIfER 7' A v — V% RRLET,

37-7 DHCP snooping DEIMEO SV A vt —IRRaAT Y FETHEER

> show ip dhcp snooping logging
Date 20XX/04/20 12:00:00 UTC
Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust

port (1/0/2/1/0012. e2ff. fe01/192. 168. 100. 254) .
>

[F&RRaHEA]

A v —VORTFEREZRITRLET,

Apr 13 08:44:26 [D=2204 NOTICE ARP packet was received from the client who isn't
(1) 2) 3 (4) (5)

in binding(1/0/3/1/0012. €286. 1300).
() 48 BFe 7 A v —VTCRTHEZOFRELZAMFEHABTRRLET,
(2) AR ER 7 A v — VU TR THEROFEAE LA Z RS TR R LET,
3) AvE—TID
@) Lo LUL L EONBRERORIRLET,

= 374 LRILEFORE—

LA =5 AE
ERROR i BEEIEORHY, ¥EFarys7r—va rR—HoA X b
WARN L 3an HWEDOH LNy NOWE, £idar 74071 —2a VA —HOA R
k
NOTICE bR BEEATRAETIEYORE, 3oy 74 7L —va r RA—HDA
~k
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37 DHCP snooping

LA bz AE

INFO T BEERACHRAETHEFRA XV b

B) AvE—VTHFA L
BEe 7 A v E—UERICRELET,

= 375 HEOTAYE—C—HE

Ayt— 1D LA | Ayb—UFER b
AA &G

1109 INFO ‘ The binding entry was deleted all.
NA VT4 T T —=E_XR=202xr M) ZHIBRLE LT,
[RH15]
2L,

1110 INFO ‘ The source guard entry was deleted all.
AR T A NE DRy MY EHIBRLE LT,
[RHIE]
2L,

1201 INFO The binding entry was created(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac

address>/<ip address>).

NA VT4 TF—F_R—R 2 Y EZBMLE L,

<switch no.>/<nif no.>/<port no.> AA v FHFEHINIF FH/IHA— hEE
<vlanid> VLAN ID

<mac address> A D MAC 7 R LA

<ip address> %KD IP 7 R LA

[

2L,

1202 INFO The binding entry timed out(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

TV TR T LT, N T 4 T T =A== P Y RHIBRLEL
72

<switch no.>/<nif no.>/<port no.> AA v FHEFFINIF F /AR — &K=

<vlanid> VLANID

<mac address> #iARKD MAC 7 R LA

<ip address> KD IP 7 K L&

B |

7L,

1203 INFO The binding entry was deleted by received DHCPRELEASE(<switch no.>/<nif
no.>/<port no.>/<vlan id>/<mac address>/<ip address>).

DHCPRELEASE # %15 L72le®h, A T 4 77 =2 _X=ZAmbx M ZHIBRLE L
7

<switch no.>/<nif no.>/<portno.> AA v FEZINIF ESIK— FE&EE

<vlanid> VLANID

<mac address> A D MAC 7 R L&

<ip address> iR D IP 7 N LA

[RFAER]

2L,

1204 INFO The binding entry was deleted by received DHCPDECLINE(<switch no.>/<nif
no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
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Ayt—2ID

LA Ayt—CTFR b

HNE &S

DHCPDECLINE %315 L72lesh, A T 4 T =4 _X=Ahbxr M ZHlRLEL
77

<switch no.>/<nif no.>/<port no.> AA v FFEFEFINIF F5/HR— &=

<vlanid> VLANID

<mac address> ¥iRKD MAC 7 F L&

<ip address> RO IP 7 LA

[es]

72 Lo

1205

INFO The binding entry was renewed(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

U—REH ML LIz, S U TF 4 I TF = A R=2ADT > MY EFEH LE L,
<switch no.>/<nif no.>/<portno.> Ao v FEHEINIF FEIR— F &=

<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> ¥mAD IP 7 KL &

[eis]

72 Lo

1206

INFO The binding entry was deleted(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

NA VT4 TF—=F_R=2nbx MY ZHIBRLE L,
<switch no.>/<nif no.>/<portno.> AA > FEFEZINIF FFIAR— FFE=
<vlanid> VLANID

<mac address> ¥HARD MAC 7 R L &

<ip address> KD IP 7 K12

(%]

72 L,

1207

INFO The source guard entry was added(<switch no.>/<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).

WARTZ A NEOT N EBMLUE L,

<switch no.>/<nif no.>/<port no.> AA v FHFEFINIF FH/IHA— hEE
<vlanid> VLAN ID

<mac address> KD MAC 7 N LA

<ip address> %KD IP 7 R L&

[

2L,

1208

INFO The source guard entry was deleted(<switch no.>/<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).

WMRT A NE DT MY EHIRLUE L,

<switch no.>/<nif no.>/<portno.> A4 v FEEINIF FH/IHR— N EE
<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> JiHAHRD IP T N LA

ESINY

7L,

1301

INFO The binding entry was created(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).
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Ayt—2ID LRI Ayt—OFFR b

HNE &S

NA VT AT T —H_X=R 2 N ZBEMLUE L,
ChGr:<channel group number> Fx RV 7 )L — 7 %5
<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> RO IP 7 LA

[es]

72 Lo

1302 INFO The binding entry timed out(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).

T DU RN T L), ST A ST A=A b o Y BHIBRLE L
7

ChGr:<channel group number> F v %)L 7 —7%&K 5

<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> ¥mAD IP 7 KL &

[eis]

2L,

1303 INFO The binding entry was deleted by received DHCPRELEASE(ChGr:<channel
group number>/<vlan id>/<mac address>/<ip address>).

DHCPRELEASE Z%A5 L7cicd, NA T 4 v 77 —4_X—2Ambx M ZHIBRLE L
7

ChGr:<channel group number> F % X)L 7 L — 7&K &

<vlanid> VLANID

<mac address> #iARKD MAC 7 R LA

<ip address> KD IP 7 K12

B |

7L,

1304 INFO The binding entry was deleted by received DHCPDECLINE(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip address>).

DHCPDECLINE #5215 L727c®h, "A T 4 v T =2 _X=2Anhbxr M ZHIBRLEL
7=

ChGr:<channel group number> & v x )V 7 V—T7F=

<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> JiHARD IP T N LA

ESINY

7L,

1305 INFO The binding entry was renewed(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).

U—2WHEBRHE L2720, S T4 v I F—E_R—=Z20x U EEHLE L,
ChGr:<channel group number> Fx R /L7 )L — 7 &5

<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> %KD IP 7 R L2

DRI

72 Lo,
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Avyt—21D LA Ayt—CTFR b
A &t
1306 INFO The binding entry was deleted(ChGr:<channel group number>/<vlan id>/<mac

address>/<ip address>).

NA VT4 TF—=F_R=2nbx MY ZHIBRLE L,
ChGr:<channel group number> Fx RV 7 )L — 7% 5
<vlanid> VLAN ID

<mac address> #iRKD MAC 7 R L A

<ip address> ¥R D IP 7 KL A

[es]

72 Lo,

1307 INFO The source guard entry was added(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).

WK T A NA DT MY EBILE L,
ChGr:<channel group number> F v %)L 7 —7%&K 5
<vlanid> VLANID

<mac address> #iRKD MAC 7 R LA

<ip address> KD IP 7 K12

[xti]

72 Lo

1308 INFO The source guard entry was deleted(ChGr:<channel group number>/<vlan
id>/<mac address>/<ip address>).

WK 7 VX O MY BHIBRELE LT,
ChGr:<channel group number> & v )V 7 —T7FK=
<vlanid> VLANID

<mac address> KD MAC 7 N LA

<ip address> %KD IP 7 R L&

[RH15]
2L,
2105 NOTICE Discard of packets occurred by a reception rate limit of DHCP packets and ARP
packets.
DHCP /X7 b & ARP /37 h DT L— MHIRIC XL 237 v FREFEREAELE LT,
[RH15]
Xy PU— 7R E REL TS ZEW, BRICHEER WSS, HBOBENRH Y £,
2201 NOTICE DHCP server packets were received at an untrust port(<switch no.>/<nif

no.>/<port no.>/<vlan id>/<mac address>/<ip address>).

AIE72 DHCP #r— &k L& L7,

ARA =R — NEALT, 58I 1EIHALET,

BH L7z DHCP #— 30D MAC 7 RL AR IP 7 KL ABRE RSN ET,
<switch no.>/<nif no.>/<portno.> A4 v FEEINIF FHIHR— N EE
<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> JiHARD IP T N LA

[4E]
RSN TV D EE 2R L T2 &N,
2202 NOTICE Lease release was received from the client who isn't in binding(<switch no.>/<nif

no.>/<port no.>/<vlan id>/<mac address>/<ip address>).

RNIEZ ) — AR amt L E L7,
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Ayt—2ID

LA Ayt—CTFR b

HNE &S

ARy B—JER— MEALT, 507 1mIEHLET,

<switch no.>/<nif no.>/<portno.> AA v FHEEINIF FEE5/IHR— &=

<vlanid> VLAN ID

<mac address> A D MAC 7 R L&

<ip address> UEAKRD IP 7 N LA

RSV

ZH LT DEAY, KBEOBEFNARH D720, BHINTWHIEBLHEREL T EI N,

2204

NOTICE ARP packet was received from the client who isn't in binding(<switch no.>/<nif
no.>/<port no.>/<vlan id>/<mac address>).

NA VT4 T T = _XR=R L —F LRV ARP X7y Ml LE Lz,
RAE—=VFR— NEALT, 58I LEHALET,

<switch no.>/<nif no.>/<portno.> Ao v FEHEZINIF FEIR— F &=

<vlanid> VLANID

<mac address> ¥R D MAC 7 R L&

DRHIE]

v MU= 7 E BB L TLZE 0, #RICHERRWEGEE, WBROBZTARSH Y 7,

2301

NOTICE DHCP server packets were received at an untrust port(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip address>).

ARIE72 DHCP #— &k L& L7,

RA =V FAR— NEALT, 50281 LET,

i L7z DHCP — 30D MAC 7 RL AR IP 7 KL AREK RSN ET,
ChGr:<channel group number> F % X)L 7 L — 7&K &

<vlanid> VLANID

<mac address> ¥HARD MAC 7 R L &

<ip address> KD IP 7 K L&

B |

B SN TV D EEE AR L T EE 0,

2302

NOTICE Lease release was received from the client who isn't in binding(ChGr:<channel
group number>/<vlan id>/<mac address>/<ip address>).

RIER Y — AR it UE L,

AAyE—VFR— FEAMC, 5T &I LEEALET,

ChGr:<channel group number> & v )V 7 L—T7FK=

<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

<ip address> JiHAHRD IP T N LA

ESINY

2R LTV DHEIE, WEOBZTNRH D0, HERIN TV HEEZHREL TIEEN,

2304

NOTICE ARP packet was received from the client who isn't in binding(ChGr:<channel
group number>/<vlan id>/<mac address>).

NA T4 TT—=Z_R=2AL—HLRWARP X7y M LE Lz,
RAyE—VER— FRALT, 54521 LET,

ChGr:<channel group number> 5 v %)L 7 )v— 7&K 7=

<vlanid> VLANID

<mac address> A D MAC 7 R L&

ESINY

Xy MU — M E B LTS, MRICHBER 2V E, WBROBEARH Y £9°,
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AytE—2 1D LA Ayt—CTFR b
A &t
3201 WARN DHCP packet discard with Option82(<switch no.>/<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).
Option82 ff & Ny MBI L FE LT,
AAyE—IVFR—FEAMAT, 5T EICLEHALET,
<switch no.>/<nif no.>/<portno.> AA v FHEEINIF FEE5/IHR— &=
<vlanid> VLAN ID
<mac address> A D MAC 7 R LA
<ip address> UEAKRD IP 7 K LA
[R15]
Ty T — 7 A B L TLIE I, BERICHEN WSS, HROBZANRS Y £7,
3202 WARN Discard of the DHCP packet which SMAC and chaddr isn't identical(<switch
no.>/<nif no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
FEIXMACT RLRAEZFGAT v b= T =77 FLUAR—FL TWRV DHCP /X7 v
MEBEELE LT
AAyB—=VIFAR— MRALT, 545 28I 1R LET,
<switch no.>/<nif no.>/<portno.> A4 v FEHEINIF FEIR— F &=
<vlanid> VLANID
<mac address> #iRKD MAC 7 R LA
<ip address> KD IP 7 K L&
[eis]
Xy bV =7k E REL TS ZEW, BRICHERR2WES, KBOBENLAH Y £,
3203 WARN ARP packet was discarded for src-mac inspection(<switch no.>/<nif no.>/<port
no.>/<vlan id>/<mac address>).
LAY 2~y ZICEHENDEEITLMAC T KL AL ARP ~ v ZICEH £ HEEITE MAC 7 K
LANR—FH LTV ARP X7y MEBEFEL E Lz,
AAyE—=VFAR— MALT, 5452 &I 1R LET,
<switch no.>/<nif no.>/<port no.> AA v FHEFFINIF F /AR — &=
<vlanid> VLANID
<mac address> #iARKD MAC 7 R LA
[REIE]
WBEOBENDRH DD, HEHINTWDHEBELZHERL TIEINY,
3204 WARN ARP packet was discarded for dst-mac inspection(<switch no.>/<nif no.>/<port
no.>/<vlan id>/<mac address>).
LAY 2y ZIZEENDH5HE MACT RL AL ARP A~y XIZEEN D565 MAC 7 R LA
B—F L TWRWARP X7y hEBEIELE LT,
KA wE—FAR— MNEALT, 545281 B LET,
<switch no.>/<nif no.>/<portno.> AA v FEZINIF ESIK— FEE
<vlanid> VLANID
<mac address> A D MAC 7 R L&
ESp|
WBEOBENDBH DD, HEHINTVDLEBLZHERL T EIN,
3205 WARN ARP packet was discarded for ip inspection(<switch no.>/<nif no.>/<port

no.>/<vlan id>/<mac address>).

RIEZ2IPT RLAD ARP /37 NEBEFE L L7z,

KA wE—VFAR— MNELT, 545281 B LET,

<switch no.>/<nif no.>/<portno.> AA v FHEEINIF F5/H— FEE
<vlanid> VLAN ID
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Ayt—2ID

LA Ayt—CTFR b

HNE &S

<mac address> ¥iAKD MAC 7 R L&
ES|
WEORBZENNH DD, HEHRINTOHEEZMERL T EEN,

3301

WARN DHCP packet discard with Option82(ChGr:<channel group number>/<vlan
id>/<mac address>/<ip address>).

Option82 ff & v NEFEFELE LT,

RA—VFR— NHEALT, 58I LB LET,

ChGr:<channel group number> Fx RV 7 )L — 7&K 5

<vlanid> VLANID

<mac address> ¥R D MAC 7 R L&

<ip address> KD IP 7 K12

B |

Fy NU— R E RE L TESN, ERICEED WSS, HBEOBZENRH Y E7,

3302

WARN Discard of the DHCP packet which SMAC and chaddr isn't
identica(ChGr:<channel group number>/<vlan id>/<mac address>/<ip address>).

BEIXMACT RLRAEZFGAT o b= T =77 FLUAR—FL TWRV DHCP /X7 v
MNEBERELE LT,

RAE—VFR— NEALT, 58I LEHALET,

ChGr:<channel group number> F v %)L 7 —7%&K 5

<vlanid> VLANID

<mac address> #iRKD MAC 7 R LA

<ip address> KD IP 7 K L&

B |

Xy MU= M E RE LTI, MERICHEBERRWGES, WBOBEARH Y £7.

3303

WARN ARP packet was discarded for src-mac inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

LAY 2~y FIZHEENDEETMACT FL 2L ARP ~y X IZEENDEETMACT K
VAR—FLTWRWARP N7y hEFEFELE LT,

AA =R — NEALT, 5021l LET,

ChGr:<channel group number> & v x )V 7 L—T7FK=

<vlanid> VLAN ID

<mac address> AR D MAC 7 R L&

(%]

WEDBZNND D120, PSS TOLEEEHR LTI,

3304

WARN ARP packet was discarded for dst-mac inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

LA ¥ 2~y ZIZEEND55E MAC T FL AL ARP ~y FIZEEN 555 MAC 7 L%
D=L TWARWARP X7y NEEELE L,

AAv—=FR— LT, 578 1BIHEALET,

ChGr:<channel group number> Fx RV 7 )L — 7 &5

<vlanid> VLANID

<mac address> #iRKD MAC 7 R L A

[RFAER]

KBEOBENDH DD, HEHINTVLIEELZHERL T EIN,

3305

WARN ARP packet was discarded for ip inspection(ChGr:<channel group number>/<vlan
id>/<mac address>).
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AytE—2 1D LAJL AYE—UTEFX L
A &t
ARIE2IP T RLAD ARP X7y MEFEFELE LTz,
AAyE—IVFR—FEAMAT, 578 LEHALET,
ChGr:<channel group number> & v X)L 7 v— 7%=
<vlanid> VLAN ID
<mac address> A D MAC 7 R LA
[x55]
WEODBZENNDH DT, B IN T DHEEZHR L TIZIV,
4201 ERROR The number of the binding entry exceeded the capacity of this system(<switch
no.>/<nif no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
NA T4 o T T = _XR=2ADx N VEPNEBOINERMNEZBZ TWVET,
<switch no.>/<nif no.>/<portno.> Ao v FEHEINIF FEIR— F &=
<vlanid> VLANID
<mac address> #iRKD MAC 7 R L A
<ip address> ¥mAD IP 7 KL &
[eis]
VAT LA RBELTSESY, £, AFT 4y 72 b ERBMLUTERA vy =R
RRSINTHBE, FLT DAL T 4 v/ M RHIRLEED L, AT LMERE RE LT
<TEEW,
4203 ERROR The number of the source guard entry exceeded the capacity of this system(<nif
no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
WA T AV F D b ) BNEREOEFM 2B TVET,
<nif no.>/<port no.> NIF F5/R— &5
<vlanid> VLANID
<mac address> #iARKD MAC 7 R LA
<ip address> ¥mAD IP 7 KL A
[eis]
VAT AR A RE L TLIZEWN, Flo, AT 4y 72 MY OBIMCE o TARA vy E—
URRREINTHE, ZUTDOAET 4y 7 NI ERHIBR LIS L, VAT AERE RLE
LTLEENY,
4301 ERROR The number of the binding entry exceeded the capacity of this
system(ChGr:<channel group number>/<vlan id>/<mac address>/<ip address>).
NAT AT T=E =Dz b UENEBEOWERMZBZ THOET,
ChGr:<channel group number> & v x )V 7 V—T7F=
<vlanid> VLAN ID
<mac address> #iRKD MAC 7 R L A
<ip address> JiHARD IP T N LA
ESp|
VAT AERERBELTLLZIN, £, RET 4w 7 MY OBINZL > TARA v E—
URERENTHZE, ZUTIHDAREZT 4y MY RABRLIZDH &, VAT AHERE RIE
LTLEENY,
4303 ERROR The number of the source guard entry exceeded the capacity of this

system(ChGr:<channel group number>/<vlan id>/<mac address>/<ip address>).

UWAR T A NV DT Y BHPIEEDINA R ZE L TWET,
ChGr:<channel group number> Fx R /L7 )L — 7 &5
<vlanid> VLANID

<mac address> ¥R MAC 7 R L X

<ip address> ¥HARD IP T K LA
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37 DHCP snooping

Ayt—2 D LRI Ayt—OFFR b
AR & it
B

VAT AMERE RELTLEEN, 2, AFT 4 v FYDOBIMNMIEL>TRA vE—
UINFIRENTZIGE, U TAHIAXT v M EHIRLES E, VAT AMERE RE
LTLIEEN,

[BE~DEE

L

CEEZHHE]

L
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37 DHCP snooping

clear ip dhcp snooping logging

DHCP snooping 7’12 77 A CTERLTWA R A v =527 VT LET,

[AARH]

clear ip dhcp snooping logging
[AAE—F]

g —PE— P L OEREFRET— N
(/NS A—42]

L

[E17451]

DHCP snooping PR 7' 2 wt&—T% 27 U7 LET,

K 37-8 DHCP snooping A4 A vt—C4 1) 7avy FETHREER
> clear ip dhcp snooping logging
>

[FREREA]
L
BIE~DFE]
L

CEEZHE]
L
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37 DHCP snooping

restart dhcp snooping

DHCP snooping 7' 1 7' 7 A& FHEE) L E 7,

[AHRH]

restart dhcp snooping [-f] [core-file]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
-f
FESHGEA v — V% L72 T, DHCP snooping 710 7' 7 L& Fiddh L £,
ENAV S S -1 S SlliE
BAYE—VEHNLET,
core-file
FELE)Z DHCP snooping 711 25 LD =7 7 7 A )L (dhep_snoopingd.core) %/ LET,
KRT A — 2 B OEE
a7 7y ANERHDLERA,
FTARTONRT A —ZHIERFOBE
LR A v — %) L7=H &, DHCPsnooping 7' 10 7' A& FEE LE 4,
[R171]
37-9 DHCP snooping R4 5 LB#E O~ FETHEREE
> restart dhcp snooping

DHCP snooping program restart OK? (y/n):y
>

[ REREA]
7L

BEE~DEE
—HFNZ AN VT T T E = ARHIR SN S 2%, DHCP snooping/ 4 1 X v 7 ARP R D untrust
R— N CTFFAI S NIZIR A 55215 L7z DHCP/ARP /37w R3S ND Z L3 ) 77,

CEFEFIA]

1. core 117 7 A )L : Jusr/var/core/dhcp_snoopingd.core

2. DHCP snooping 7' & 77 LD F#LE)H /L DHCP snooping IZB# L7 a7 4 V' L—va U aBMLT
D, HIBRL7ZZD L2NWTLEE W, N T 4 VI T—ERXR=ARRKIELRDLBENRH Y £T,
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dump protocols dhcp snooping

DHCP snooping 7' 1 77 A TEHILL TWAH r 7V CHEERE 7 7 A L~ I LET,

[AARK]
dump protocols dhcp snooping
[AAE—F]
=T —- B I OEEEREE—
(/NS A—42]
L
[E17451]
DHCP snooping D 7 7 RHNEIERE 7 7 A L ~HTJ L ET,

K 37-10 DHCP snooping # > o< v RETHREET
> dump protocols dhcp snooping
>

[FREREA]
L
BIE~DFE]
L

CEEZHE]

1717 7 A s : just/var/dhsn/dhcp_snoopingd.dmp
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38 GSRP aware

59 TIRICERICK D 5EHEEHEEE

3 8 GSRP aware
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38 GSRP aware

show gsrp aware

GSRP @ aware fF# & FR LET,

[AARK]
show gsrp aware
[AAE—F]
g —PE— P L OEREFRET— N
(/NS A—42]
L
[E17451]

38-1 show gsrp aware M 745l

> show gsrp aware
Date 20XX/07/14 12:00:00 UTC

Last MAC Address Table Flush Time : 20XX/07/14 11:00:00

GSRP Flush Request Parameters :
GSRP ID : 10 VLAN Group ID : 1
Source MAC Address : 0012.e2a8. 2527

(& REREA]

:1/0/8

% 38-1 GSRP M aware 15O FRREHR

RRIEE

=R

MG

Last MAC Address
Table Flush Time

%12 MAC Address Table Flush L7~
1537

yyyy/mm/dd hh:mm:ss 4=/ A/H IRF55 50

GSRP Flush Request

%12 MAC Address Table Flush L7~

Parameters GSRP Flush request 7 L — AfF#
GSRP ID GSRP 7' —7° ID 1~65535
VLAN Group ID %2{% GSRP Flush request 7 L — A ™ 1~64

VLAN 7' v —7 1D

(R REIRNy 2T v FOYVREZ NI o7=
VLAN 7L —7 ID 25 LE7, )

Port GSRP Flush request 7 L — A% Z{EL | —
72—k
Source MAC %1% GSRP Flush request 7 L — A D% | —
Address E7LD MAC 7 FL- &
LRIE~NDEE]
2L
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38 GSRP aware

CEEZHHE]

GSRP Flush request 7 L — A ZZZ(Z4 5 &, YD VLAN 7 /L—7 ID T4 MAC Address Table 2 U 7 L
i—gﬁo
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38 GSRP aware

restart gsrp

GSRP Y1 /'F A& HEE) LET,

[AHRH]

restart gsrp [-f] [core-file]

[AAE—F]
—fm e — Rk OB T —

[INTA—=4]
-f
HREBFERA v E—Y %M L2V T, GSRP 70/ 7 AEFHRE LET,
ENAV S S -1 S SlliE
HBA =V LET,
core-file
SR 2T 7 7 A VAR LET,
KRT A — 2 B OEE
ar7rANnEHLEE A,
TRTONRT A —ZBEREOENE
BEBAA v -2 LicdhE, GSRP 7R 7 A% BRELET,

[E17H1]

38-2 GSRP Hi#EeiE1Tl
> restart gsrp

gsrp program restart 0K? (y/n):y
>

> restart gsrp -f
>

[F~EREA]

2L

BE~DEE

GSRP ® VLAN Z/L—FIZE LTS VLAN IZBW T 7 L— A ERA[ & 720 £4,
EEEIE]

AT 77 A NOKEMT 4 L7 FUBLOAE, ROLEBVIZHRY ET,

AT 4 L7 VU ¢ fusr/var/core/

a7 7 7 A )V : gsrpd.core
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38 GSRP aware

BEZ 7 ANVDT CTIFET 2B EREHFICEEEXTLHIOT, BBELRLIE, 774102500 EHNy
T v L TBWTLEEN,
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38 GSRP aware

dump protocols gsrp

GSRP 7' v 7' 7 A CEIL TWAEEMA <> b b L—RXFRB L OHIET —7 WVE#E 7 7 A L ~HT L
9,

[AARK]

dump protocols gsrp

[AAE—F]

—fr—PE— FBLOEEEHEE— N
[INTA—4]

L

[E1741]

38-3 GSRP % > T RETH
> dump protocols gsrp

[F~aREA]
L

[BE~NDFEE]

L

CEEFE]
HAZ7 7 ANVOMNT 1 L7 P BLIOARRL, RO LBVIZRY ET,
¥eAhT 4 L2 NV . Jusr/var/gstp/
7 7 AV : gsrp_dump.gz

HEZ 7 A VBHET 2HETWEFIC LEET 0T, RERLIE, 77 AV EHLNLDNY I T Y
TLTRBNTL SN,
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39 sumvirussns
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show switchport-backup

Ty IV s VEE L MERRERAE TR LET,

[AHRH]

show switchport-backup [port <port list>] [channel-group—number <channel group list>] [detail]

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]

port <port list>
ToTV s s VBT MERERERTTOA— NEEELET, 774~ R — MERITED
VEVR=FDOELLERELTH T v 7Y 7 R— MERERRFLET,
<port list>DIFE T 1ER LMEDHEHICOWTIE, (5 A—ZITHHETE Al 28R LTLE
S,

channel-group-number <channel group list>
ToTV s s VEE Y MERRERER T T DT Y RNV I N—TRGERELET, TIA< IR
— hERITEI F VRO ELLEEBELTCHT v 7 I 7R — MEREERRLET,
<channel group list>DFEEHFIEIZDOWTIE, [T A —=HITIBETE HH] 2R LTIV,

KT A — H B RO R

Kawr NE, NIA—FEHEELTEORMPIHEYTIHERLET 2R TEET, NI A—F &I
ELRWEEIE, FMEEZRELRWTHERZIIRLET, BEOAT A -2 ZBELLEEIE, £h
ZENOSMFICFARHIE Y T oM e R LET,

detail

Ty e DEE S MEROEMIERE R T LET,

AT A — S B HER DEYE

ToTZVrr - VEE MEEBRERRLET,

TRTDONRNT A— R BUEREOE)E

BT v TV UEE s MERERER R LET,
[=4741]
TNy e VE X MEROFEMIERE RS LET,
® 39-1 7yFYLy - JEUEY FMEREDFBIERE TG
> show switchport-backup detail

Date 20XX/04/04 16:49:07 UTC
startup active port selection: primary only

Switchport Backup pair Preemption Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
Port 1/0/1 Forwarding Port 1/0/24 Blocking - - 4093 - -
VLAN © 4051-4094
MAC Address update Exclude-VLAN : -
Last change factor © primary down
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39 7yIYLH - YFUEU R

Last change time
Last Flush Tx time

: 20XX/04/03 16:52:21
: 20XX/04/03 16:52:22

Last MAC Address update Tx time : -

Last port reset time

Switchport Backup pair Preemption Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
Port 1/0/10 Down ChGr 4 Forwarding - - - 1 -
VLAN : 4000-4049
MAC Address update Exclude-VLAN : 4000-4010
Last change factor : command
Last change time © 20XX/04/03 09:52:21
Last Flush Tx time :
Last MAC Address update Tx time : 20XX/04/03 09:52:22
Last port reset time -
Switchport Backup pair Preemption Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
*Port 1/0/11 Down Port 1/0/15 Blocking - - 10 - -
VLAN :10-19, 21-30
MAC Address update Exclude-VLAN : -
Last change factor -
Last change time -
Last Flush Tx time D=
Last MAC Address update Tx time : -
Last port reset time -
Switchport Backup pair Preemption Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
*Port 1/0/20 Down Port 1/0/21 Down - - - - 3s
VLAN : 200-204
MAC Address update Exclude-VLAN : -
Last change factor -
Last change time -
Last Flush Tx time -
Last MAC Address update Tx time : -
Last port reset time © 20XX/12/03 09:52:22
>
[ REREA]
£ 391 7)oy - JEUE MEROBMKRRER
*RIEH BK RRHHIEER
startup active port selection HEELEEFOT 77 | primary only : 3EEEEIEFO T 7 7 ¢ 7R — b EEHEAED

DETE

7K N

B2
EEEBEOT 77 4 7R — bEEERED
LB ERRLET,

Neu=ce

X E

Switchport Primary TIA~YAR—bD | FeEEl :"*"ﬁii‘%ré:}’bfb‘éia/\ , HEEROT 7T
Backup pair A= &=, ET | 4 7R — MEEGE iofﬁﬁ/79ﬁ~hﬁﬁﬁﬂ
F ¥ FITN—TF %&&%&wTyfuy7ﬁ~b
2
Status 7T A4~ YR—F®D | Forwarding : 7 4 U —7 4 > 7 IREE
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FRIEH =\’ 3 RN FEMIER
7N Blocking : 7' v v % v 7R HE
Down : AR— hRZ 7 REE, X TF ¥ RxATA—T R
AN
Secondary A FVR—FD | —
A— I EE, 72X
F ¥ RN T N— T
5
Status v HZYR— D | Forwarding : 7+ YV —T 4 > 7IREE
NS Blocking : 7' & v % > 7 iR HE
Down : AR— bR Z 7 REE, X TF ¥ RxATA—T RN
AN
Preemption Delay AEET D & UREH TIT 47 AR — M HEITHY KT E TORERHH]
() RBEDH T2 RRLET,
Rest HEWWIWRLETD | 77T 4 7HR— 3810 K5 FE TOFRERER
FRRER (BD) KBEOES, U0 RLEMFICRWVEAET-"2R
FLET,
Flush VLAN 7S yvvafilflzy | TR AR—F, Fu haR—k, £721E MAC A— b
— L ERETD T, a7 47— 3 THRE L VLAN BEE LA
VLAN @ VLAN ID WIRBITIE, v 74 S L—3 g L3RS VLAN ID
ERRITDHIENRH £,
WIRT RO ENMTETIEEY, 77 v vkl
L— A EEE LRWESIE " 2R R LET,
AT 4T =y ar T Ty vafifflily L— A0k
FEaBEL TORWES
s hFUIR—=FT, arT 4 L—arTHRELR
VLAN DBFTE LR W iGE
- RS IR—FT, a7 47— 3 TVLAN &
FBE Lo 25810 F A4 7 0 7 VLAN BFETE L 72\
=3
Update MAC 7 KL A7 > | MACT RL AT v 77 — MERNES OG- % R
FF—r 7L —bD | LET,
S IR
Reset R—FrVty MERE | 1~10s : R— M VUt v MEREMEHAKEOR— & v R
RIE ()
REEOBHAT " 2FRLET,
VLAN TITA~YR— M | T4~V HR— M VLAN BIEE L2 WA "2 R

RESATD
VLAN @ VLAN ID

LET,

MAC Address update Exclude-
VLAN

MAC 7 KL A7
77— MEEEXT Gt
VLAN

KREDOHET" "R R LET,

5
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FRIEH BR RNEHHIEHR
Last change factor BRIZT 77 4 7R | command : EH o~ KAS
— FBRELIZBRD | config : =27 4 7 L—v g v vy RASE

A

primary down : 7’7 A < UR—hF 7

primaryup : 77 A~ UAKR—KrT v

secondary down : E > HZ Y R— K F T

secondaryup : ¥ L HFVR— T v 7

preemption delay : HEILID IR L

—ELT VT 4 TR — FRRE L TORNWGEEIT " EE
~LET,

Last change time

BT 7T 4 TR
— FRE LT AR

yyyy/mm/dd hh:mm:ss 4/ H/H B8
—EHET I T 4 TIR— FBRE L T RWIGE T2
RLET,

Last Flush Tx time

77y vafiliflz L
— DDA EAE H

yyyy/mm/dd hh:mm:ss 4/ A/H B4 5

HUTHT TSN R— N TREBIZT T v 2l T
L— L EEE LA 2 £R L ET,

—ELEEFE L T RWEAIE "R R R LET,

AT 4T L= arOERIZL ST Ty v affiliflz
U— AEBE IR L 2o TG EThH, AEEOBHRITZY
U7 SnERA,

Last MAC Address update Tx
time

MAC 7 RL AT v
FF—RTL—LD
Ik 6 (5 B IRF

yyyy/mm/dd hh:mm:ss  4E/A/H Wg53 5

BT DT TV T R— N THREZIZMAC T RLAT v
TTF—= M7 =L EEE LA EERLET,
—ELEFELTORWEAEF" " EFRLET,

Ay 74—y arOERIZESTMACT RLAT v
T — MERENED L R oA TYH, AEB OBHRIX
7T ENFERA,

Last port reset time

A=tV kv FEERE
DEAEFAT B Ky

yyyy/mm/dd hh:mm:ss 4/ A/H R4 5

YT HT TV AR— N TREICR— NIy N &
FATLIZRZ 2 FRR LET,
—ELETLTWARWSEAE"-"2RRLET,

AT AT =2 a Y OERIZE > TRy M
RENEL L2728 Th, REAOHERIZZ VT Sh
A,

HEWID R USRI L > TCTFIA~ I R— BT 7T 4 TR— MYV RZ BT, a7 47 L—
varTEAF VR N EERELEGAICRRLET,

[(BEE~NDFEE
2L

CEEZEHE]

L
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set switchport-backup active

ABUNAR— R T I T4 TR — MNIEBSEET, MERLEICL-TEI X UFR—FTHFELTH
LR, FERICT T4~V AR — MU RLTEBELEWGEEREICRELET,

[AARK]
set switchport-backup active { port <switch no.>/<nif no.>/<port no.>
| channel-group—number <channel| group number> } [-f]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[IRZA—4]
port <switch no.>/<nif no.>/<port no.>
TIT 4 TR=MITHR— MefRELET, HOBERMEIC VT, NI A-FIHRETEDS
] 22 LTI,
channel-group-number <channel group number>

TIT 4T R—=NMIT DT ¥ RN T N—TEKGSEEELET, <channel group number>DF5E HF1EIZD
VT, IRFA=FIEETE5ME) 2ZRLTIEZSN,

-f
BRAYE—VEHAIILRNWT, T7T 47 R—MIEBEBRISEET,
ARG A — Z B W OB E
WRA v E—UFHALET,
(17411

AL UNARN—= T 7T 4 TR— MNIBEBSEET,

K 392 7UT47HR—+EBRIEDOY Y FOETH
> set switchport-backup active port 1/0/1

Are you sure to change the forwarding port to specified port? (y/n): vy
>

(& REREA]

2L

[(BEE~NDFEE

WETHR— oYV REZIHY, —RICHERT L 2558000 £,

CEEFE]
TIT AT R MIF R R B 2T v T LTS S L AR L TEITL TS,
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restart uplink-redundant

ToFVy s VEUE N TR A REELET,

[AHRH]

restart uplink-redundant [-f] [core—file]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
-f
FHEBERA v 2=V LT, Ty PV - VEZ N Tu T A emiE# L ET,
KRoNT A — 2 KR OB
BA =TV HRHDILET,
core-file
HEBRHZ2T 7 7 A V2 T LETS,
KNT h— 2 W OB
ar7rA eI LEEA,
FTARTO/NT A —Z B OB
BEDERA vEe—VaH O LicbE, 7y 7 V7 - VX HE N Ta T aREHLET,

[E17H1]

39-3 FyFULy - YEUEY FBESHETH
> restart uplink-redundant

Uplink Redundant restart OK? (y/n): vy

>

[&REREA]

L

[(BEE~NDFEE

T _TPH VLAN T—HICT — X k2 E TE <20 9,

CEEZEHE]

o T T ANDKEMT 4 L7 FUBIOLHIE, ROEBVITRD ET,
W7 + L2 RV : jusr/var/core/
27 77 AV : stpd.core
BEZ 7 ANBT TIGFET LHA1E, BRI EEETDIOT, ERLIE, 774V E2HLLD
Ny 7T v 7 LTBWTLEEN,
o Ka~vw  FaFfTdHLA =Y ) —7Ful T MG RCHIES L £,
o FHEHENE, EHA v E—UITIE Tstpd restarted.] & FRINET,
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dump protocols uplink-redundant

TV« YRR STl T ATEHRLTWAEEMA X2 b b L— 28R L OHIE T — 7 L
WET A NMTHDLET,

[AARK]
dump protocols uplink-redundant
[ABE—F]
—fFr—YE— FBLOEEEHET—
(/8T A—4]
L
[ZE1TH1]
BN b N L AERB LOHIET — T A RE T 7 A VI LET,

39-4 FEMA AN b FL—RERE K UHIET—TIVEROE S
> dump protocols uplink-redundant
>

[F~aREA]
L

[BE~NDFEE]

L

CFE=IE]
HAZ7 7 ANVOET 4 L7 FUBLOLIRIE, KROEBYIZRY T,
T 4 L7 N U fusr/var/ulr/
A7 7 A/ : ulrd dump.gz

BEZ 7 ANVDT TIFET 2HAIE, BRI EEETIOT, VERLIE, 77A0EHLNTHA
I T oL TEBNTLEIN,
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show switchport-backup statistics

TV YA R MNEGEHEREF R L E T,

[AHRH]

show switchport-backup statistics [port <port list>]
[channe |-group—number <channel group |ist>]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A=4]
port <port list>
TyFVrr c UHEZ s MREHERERTT AR NERELET, Y74~ U R—bERITED
VHEVR—FDELLEBELTHT v ) 7 R— hOfEHERER R LE T,

<port list>DIFE T 1ER LOMEOHEHICOWTIE, [T A—ZITHHETE 5] 28R LTLE
S,
channel-group-number <channel group list>
TV s  VEE S MNEGHERER R T DT ¥ RNV I N—T R SEEELET, T4~ IR
— R EREFEIH IR FDOELLERELTCHT v 7 ) 7 KR— NOMERER T LET,
<channel group list>DFEEITIEIZ OV TIE, [T A—FITHEETE 5] #BRLTLEEN,
KT A — ZEREIRF O ENE
AKavw RiE, RIA—ZE2BEL TEOERMFITEE T DHRIETERRTEET, NTA—F %
ELRWEAE, FEERELRWTHEREE R LET, #EONRTA—XEHBE LA, i
ENDORMEICFRHIEE T L RERTLET,

TRTONRT X —ZHWEREOEE
BT TV Ly VE R MEFHIEREFRRLET,

[E17H1]

39-5 FyFUry - YUEUEY MREHERD R R
> show switchport-backup statistics port 1/0/1, 10
Date 20XX/04/04 17:34:51 UTC

Switchport Backup pair Became active count : 201
Primary Secondary
Port 1/0/1 Port 1/0/24
Flush Transmit 0 Flush Transmit 0
MAC Address update MAC Address update
Transmit 101 Transmit 100
Over flow count 0 Over flow count 0
Switchport Backup pair Became active count :
Primary Secondary
Port 1/0/10 ChGr 4
Flush Transmit 6 Flush Transmit 5

MAC Address update

MAC Address update
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Transmit 0 Transmit 0
Over flow count 0 Over flow count : 0
>
[FRRERHA]
£ 392 7yTULy - JFUAY MiEHERRTRIER
= IEHE F=1173 FREEMIELR
Switchport Backup | Primary TIA~YR— 1 EE -
pair Secondary Y H Y R— F -

Became active count

T T 4 TR— Mo =K

ToTVy e VEE L NTT T4
THR— NBRE o T2 EE

Flush Transmit

77y atiliflily v— LEEK

MAC 7 RL AT v FF— k7
L— Lk (E 5

MAC 7 RL AT v FF— k7
L— A — R —%

oz, UV RLOEETMAC T K
VAT v FF— 7 L —AhEEET 5
2, EEROHEO NV AR T
», MACT7 RVAT w75 —h7L—
AEFETERPoTGRIChIT v T
v T ENDE

MAC Address Transmit
Update
Over flow
count
BIE~DEE]
L
CEESIA]
L
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clear switchport-backup statistics

ToTYes - UF U MR E 2 )T LET, 2 ) T AL, Ty T Y vy s U E b
AR TR SN BT < T T,

[AHRH]

clear switchport-backup statistics [port <port list>]
[channe|-group—number <channel group |ist>]

[AAE—F]
—m— P E— RIS K OSEREEE T R

[N A=4]

port <port list>
ToTV T YEUE S NREHERE 2 VT T AR NERELET, TTIA U AR— NERITE
BV R—=FDOELLERELTHY v 7 7 R— bOREERE 7 VT LET,
<port list>DIFE T ER L OMEORREHHIC OV T, [T A—FITIRETE 5 2B LTLE
S0,

channel-group-number <channel group list>
TyTVr e UEZ L MREHERE 7 VT T 5 F ¥ RNV T N—TREERELET, 7714~V
A= hELTED L F VR DELLERELTH T v 7V 7 KR— FOHFHERZ 7 VT LET
<channel group list>DFEEFIEIZHOWTIE, NNTA—FIZHETEZ 5] 22RLTLIZI,

KT A — H B RO R
Kavwr FiE, NIA—FEEELTEORMEYT 27 v TV 7« VEZ 0 MREHERIZ T
I VTTEET, NITA—LZEZB/ELBRWVEAE, FEEZRELZWTTY v T - UXH
MEFHEREZ 7 VT LET, ERONTA—FEEE LTS EIE, TNENORMEICHEATLIT v
Vyr -V ZoZy Mgatime s V7 LET,

T RTDONT A —Z R OEE
BT TV VEE L MEEHERE 7 VT LET,

[E17H1]

39-6 Ty ITUTY - UEUE Y MERHERY )T OETH

> clear switchport-backup statistics

>
[F~EREA]
L
BIE~NDEE]
2L
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CEEZHHE]

R—= M EFHITTF Y XNV ITN—THRBE LGS, XTI Ro>TWAR—NEZEFTF ¥ RNV IT =T DT v
TV s VE R MIEATIHEHERL 2 UV T ERET,
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F10#R v bU—OEEREE

4 O L2 JL— R4
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show loop-detection

L2 V—T7RAaERE R LET,

[AHRH]

show loop—detection [port <port list>] [channel-group—-number <channel group |ist>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
[port <port list>] [channel-group-number <channel group list>]

BELER—=FBLOF vy RN T NV—TICET 5 L2 V—7RAERZF R LET, B, R—h&F
Y RN T =T FRIICIRRETCE TS, TOHA/NE, BELER—FERFRELEF ¥ XL T —
FTOELLNIBET D L2 L —TRAEREFRLET,

port <port list>

RE LR — MEFICHET D L2 V=7 Al @2 3R LE T, <port list>DFFEH LR L OMED

FeERPHIZ OV T,

channel-group-number <channel group list>

WEV 2T 7V F—=varDF vz n—7 (U2 MER) 1T 5 L2 v—7affima R
R LET, <channel group list>DIEEFIEICONWTIL, [T A—FITIHETEHME)] #SB LT
<72&W,

KoRT A — H B WO ENE
R=FBIOF ¥RV ITN—THBELRNT L2 V— R RE2FR LET,

(47411
L2 =T Rats e Zon LE T,

40-1

L2 JL—THREAFERD TR

> show loop—detection
Date 20XX/04/21 12:10:10 UTC

Interval Time 10

Qutput Rate :30pps

Threshold 1000

Hold Time 1300

Auto Restore Time 13600

VLAN Port Counts

Configuration 1103 Capacity 300

Port Information
Port Status Type DetectCnt RestoringTimer
1/0/1  Up send—inact 100 -
1/0/2  Down send-inact 0 -
1/0/3  Up send 100 -
1/0/4 Up exception 0 -
1/0/5 Down (loop) send-inact 1000 1510
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1/0/3

1/0/1

CH:8 (U)

[RIA—ZIHRETE D] 2ZRLTIEEN,

Vian
4090

4090

100
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CH:1 Up trap 0 - -
CH:8 Up uplink - - 1/0/5 100
>
[F~EREA]
= 40-1 L2 L—TRAEROKRRIER
*=IEHE F=1173 TR EEMIELR
Interval Time L2 L— TR 7 L— LB E ORI -
()
Output Rate L2 L— W7 L— Ak E L — | L2 L—T W7 L — LA DBIEDEEL— F2FoR L
(packet/s) 7
Threshold A— b % inactive IREEIZ 9D F CTOM | A — b % inactive IREEIZ T H720D L2 V—T s~
HA a1 L—ADOZEREER T LET,
Hold Time R O] (BD) AR— b % inactive JREEIZT 572D L2 V— TR~

L—LADOZEREE R L TR FMz#r L%
K
HRREFT 2 58 13 infinity" 2 R R LE T,

Auto Restore Time

HENME IR (7))

inactive JRFEIZ L 7= — k& HEIC active JREEIZT 5
FCOMFMERRLET,
HENMEIE LaWgEaid "2 F&r LET,

Configuration

L2 L— TR 7 L — AiEE xR —
%k

L2 V=TT L — A EBETHEIHEEL T
% VLAN R— N * R FROR L £ 9,

ZOER, L2 V—T AT L— LR EHAER— MK
LV BEBKRENVE, ZOESTET L2 V—7HH
TL—AREEFETE WAV EERLET,

Capacity L2 V=77 L — LEEHFER— | L2 —7 M7 L —A%E L — b TEE T RER
& VLAN R— R 2 FoR LE T,
Port A= +EH, F2EZF vy AT 0— | <switch no.>/<nif no.>/<port no.> : "— h &K=
TEG CH:<channel group number> : 5% /L 7 )L — 7 &=
Status R— MKKE Up : A— 7% Up JRHE
Down : A"— k%% Down JkfE
Down(loop) : N— ~2 L2 b— 7 R snkgEElc L - T
Down JRHEE
Type R— N send-inact : &A% AZER— K
send : MRAETEE AR — K
trap : FRAEIAR— b
exception : AR R AR — b
uplink : 7> U 7 R— b
DetectCnt BILED R R M EER O R FFIRFFIN C L2 v—T M7 L— L%

ZELTWDEEEERLET,

ToTY I R—= NI EFRRLET,

7y T AR— NTRELEEE, EEFR—
TR ELET,

ZAZE%%1% 10000 TEHFEEILE LT,

RestoringTimer

HEMEIRT 5 E CToRH (7))

HE) T active IRABIZ 72 D £ CTORFIZ TR L ET,
HEMEIR L 2WEAE-"2R R LET,

SourcePort

L2 L— TR 7 L— ADEER— F

BRI A—TRA 7 L — A5 E LT & XDk
FER—FE2ERLET,
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FRIEH E173 KR HIER

<switch no.>/<nif no.>/<port no.> : W— &=
CH:<channel group number> : v )L 7 )L — 7&K =
ZET v TV 7R R— FOEAITU) " EFRLE

7
L2 —T 57 L — A& %ZE LTV ARWngEEaiE-"
ERRLET,
Vlan L2 V— 7 L— A DEET BRI AV—THRa 7 L — A5 E LT LDk
VLAN ID 75D VLANID #FR L £,

KIBWFRAR— b EIITF ¥ RNV TN —F IR E SN TV D VLAN ORI T,

[BIE~NDFE]

L

CEEFIA]
L
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show loop-detection statistics

L2 V=T RN OFEHERZ TR L E T,

[AHRH]

show loop—detection statistics [port <port l|ist>] [channel-group—number <channel group |ist>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
[port <port list>] [channel-group-number <channel group list>]

BELER—FrBLOF vy 2N T N—TI1CET 5 L2 V—7HRAOKHIERZF R LET, ok, R—
NETF X FNVTN—TBFEFHHEETE £, TOHAIE, HELLR— MELIRE LT v 1L
Th—TDOEE LTS L2 V—TRAOKSBEREZFRLET,

port <port list>

FRE LR — FESICET D L2 v — 7 RAOMEHERZ FR LET, <port list-DFEE T 1A &

OMEOIRERIAIC OV TIE, [T A —ZITHETE 2] 2R LTIES0,
channel-group-number <channel group list>

HBEV 2T 7Y —=vardFyrnsn—"7 (U R MER) (BT 5 L2 b—TBamofsHs

AR LUET, <channel group list>DIEE HFIEIZOWTIL, [T A—Z|ZIBETE HfH) %%

LTS EEN,

KoRT A — H B WO ENE
R—FBLOF ¥ RN T N—TZBELRNT L2 L— T HRAOKEREZF R LET,

[ZE1T740]
L2 V—T A OMEHERE TR L E T,

K 40-2 L2 L—TREOHEHERORT
> show loop—-detection statistics
Date 20XX/04/21 12:10:10 UTC

Port:1/0/1 Up Type :send-inact
TxFrame : 10000000 RxFrame : 1200
Inactive Count: 3 RxDiscard : 30
Last Inactive : 20XX/04/10 19:20:20 Last RxFrame : 20XX/04/21 12:02:10
Port:1/0/2  Down Type :send-inact
TxFrame : 0 RxFrame : 0
Inactive Count: 0 RxDiscard
Last Inactive : - Last RxFrame : -
Port:1/0/3 Up Type :send
TxFrame : 10000000 RxFrame : 600
Inactive Count: 0 RxDiscard : 0
Last Inactive : - Last RxFrame : 20XX/04/10 19:20:20
Port:1/0/4 Up Type :exception
TxFrame : 0 RxFrame : 0
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Inactive Count: 0 RxDiscard 0
Last Inactive : - Last RxFrame : -
Port:1/0/5 Down(loop) Type :send-inact
TxFrame 12000 RxFrame 1
Inactive Count: 1 RxDiscard : 0
Last Inactive : 20XX/04/21 09:30:50 Last RxFrame : 20XX/04/21 09:30:50
CH:1 Up Type :trap
TxFrame : 0 RxFrame 0
Inactive Count: RxDiscard 0
Last Inactive : - Last RxFrame : -
CH:8 Up Type :uplink
TxFrame : 0 RxFrame 100
Inactive Count: 0 RxDiscard : 0
Last Inactive : - Last RxFrame : 20XX/04/21 09:30:50
>
[ REREA]
& 40-2 L2 )L—THREOHEHEROKRRIER
=RIEH 2Rk RTFHIER
Port A— & <switch no.>/<nif no.>/<port no.> : K— %5
CH F ¥ F T )— TSR <channel group number> : F v V7 —TE 5
Up A— k2% Up REE —
Down AR— k723 Down JRTE —
Down(loop) = b L2 V—TRABEREIC L > C | —
Down JRAE
Type ARN— MR send-inact : fRAIE(S PZER — b
send : FRAENEF R — b
trap : BREIAR— K
exception : MRENKT G AR — b
uplink : 7> 7Y > 7R — |k
TxFrame L2 V—T7 R 7 L— L EHK —
RxFrame L2 L— TR 7 L — L5 —
Inactive Count inactive tKAEIZ L 72 [H13K —
RxDiscard L2 V—T R 7 b— A AZ BEFESK —
Last Inactive 12 inactive IREEIZ L 72 I yyyy/mm/dd hh:mm:ss  4F/H/H B8
—JE ¢t inactive JRAEIC L TV WA "2 £R L
7,
Last RxFrame BB L2 V=T 7 L — 2 %35 | yyyy/mm/dd hh:mm:ss 4B/ /R B4
L7zl —JE Y L2 L— TR T L— A% LT
BE-"ERRLET,
ZIEBEFEOREMIIR T LERE A,

[EfEA~

2L

K%
i
—_

7
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CEEZHHE]

L
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show loop-detection logging

L2 =TT L—2DZEe JEREFE R LET,

N—T LT L2 A7 L—L73,

EOR—INHEEFEIN, EOR— M TEE LN EMRETEET, ol

DEZF7 L—bn V%, ZREFHROBEIET 1000 7 L —LA0FR LET, 2L, BELLT L —A3FER

LEEA,

[ABRH]

show |oop—-detection logging

[AAE—F]

— R —PE— FBLOEEEHEE— N

(/X5 A—=4]

L

[E17H1]

L2 V—TRHEm7 L— D% En JIEREFRLET,

E 40-3 L2 /L—7#&%7 L—LDZEO S ERORT

> show loop-detection logging
Date 20XX/04/21 12:10:10 UTC
12:
12:
12:
12:
12:
04:
03:
02:
02:
02:

20XX/04/21
20XX/04/21
20XX/04/21
20XX/04/21
20XX/04/21
20XX/04/10
20XX/03/21
20XX/03/21
20XX/03/21
20XX/03/21
20XX/09/05
20XX/09/05
>

[&RREREA]

10:10
10:09
10:08
10:07
10:06
10:10
10:10
12:50
12:10
12:09

20:00:00
00:00:00

1/0/1
1/0/1
1/0/1
1/0/3
1/0/3
1/0/20
1/0/20
1/0/20
1/0/20
1/0/20
CH:8
CH:8

Source:
Source:
Source:
Source:
Source:
Source:
Source:
Source:
Source:
Source:
Source:
Source:

1/0/3
1/0/3
1/0/3
1/0/1
1/0/1
CH:8
1/0/12
1/0/12
1/0/12
1/0/12
1/0/12
1/0/12

Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:
Vlan:

4090 Inactive
1

4090

4090

4090

4090

4093

4093

4093

12

12 Uplink
12 Uplink

% 40-3 L2 IL—THRHA I L—LDOZEOYEROERTIEE

KREE

=R

R IR

yyyy/mm/dd hh:mm:ss

Zl

L2 L — 7 7 L — A2 E R

EIAIR B

<switch no.>/<nif no.>/<port

no.>

R B

L2 L— 7 L — A DZER— NEBEFET
LET,

CH:<channel group number>

F xRN ITN—TEE

L2 V—T N7 L— LD EF ¥ xI T —F
FEERRLET,

Source

L2 L—T 7 L — L DEE

L2 L—THRENT7 L — ADEER— NEEE2ER
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=rIEH 2R FONFEIEER
N LET,
<switch no.>/<nif no.>/<portno.> : "— h &=
CH:<channel group number> : v )L 7 )L—=7
Hr
Vlan VLAN ID L2 V—7 R 7 L— LE[EHF D VLAN ID 23
ALET,
Uplink VAN /A Nl TyFV IR —PFNTCRZELIEIEERLE
7
Inactive inactive tKHEICES inactive IRIBICERS LI Z L 2R LET,
RIE~DEE]
7L
CEESEIA]
7L
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clear loop-detection statistics

L2 V=T BRmOKEHE®RZ 2 VT LET,

[AHRH]

clear loop-detection statistics [port <port list>] [channel-group—number <channel group list>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
[port <port list>] [channel-group-number <channel group list>]

BELER—FBIOF ¥ XA T A—FICHT 5 L2 L —FBMOFEEERE 7 V7T LET, s, &
— FEF RN T NA—FIEERICIRETEET, TOBAIE, BELER—FERIIHELEF v %
T N—FDELLENIET S L2 V—THRAOKEHEREZ 27 UV 7 LET,

port <port list>

FRELR— FESICET D L2 v —7REOMEHEHREZ 2 U7 LET, <portlist>DFaE Tk

FOMEDIERIIZHOWTIE, [RIA—FHETE HHE] Z2ZRLTIES,
channel-group-number <channel group list>

HBEV 2T 7Y —=vardFyrnsn—"7 (U R MER) (BT 5 L2 b—TBamofsHs

#WE 27 U7 LET, <channel group lis>DFFEFIEIZOWTIE, [T A —XIZIEETEX 5] %

ZRLTLLEEN,

KoRT A — H B WO ENE
R—FBLOF ¥ XNV TN—T%HRELRNT L2 A—THRMOKHEREZ 7 VT LET,
[ZE1T740]
L2 V—TRAOFFHE®REZ 7 VT LET,

40-4 L2 L—THRAOHEHERDY T
> clear loop—detection statistics
>

(& REREA]
2L

[(BEE~NDFEE
2L

CEEZEHE]

o L2 /L—7RARKRE & N9 % L REHEBIE 2 U 7 ShE T,
o Ka~vy NTHEMEREZZ VT 325 & SNMP THGT 5 MIBHEHRLZ U7 S Ed,
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clear loop-detection logging

LRA—TRH7 L—bDZEn JiRE 7 VT LET,

[AARK]
clear loop—-detection logging
[ABE—F]
e N L UM T R
(/NS A—42]
L
[E17451]
L2 NA—TRA7 L— D% En 7iEHRE 7 VT LET,

40-5 L2 L—TRHMTL—LDOZEQTERDS YT
> clear loop—detection logging
>

[FREREA]
L
BIE~DFE]
L

CEEZHE]
L
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restart loop-detection

L2 A—TWHm7 e 7T LEEEE LEd,

[AHRH]

restart loop-detection [-f] [core-file]

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]
-f
FREBHRA v —V2HN LARNT, RA—TRa7 a7 heHE# L1,
ENAV S S -1 S SlliE
TERA v =V FHILET,
core-file
SR 2T 7 7 A VAR LET,
KRT A — 2 B OEE
ar7rANnEHLEE A,
FTRTDNRT A —ZEBMREO T E
HREERA vE—V2HALEDE, L2 A—TRNT e 7T A EHEE L ET,

[ZE1T740]
L2A—THRm7 a7 T hEHERE LEd,
X 40-6 L2 )L—THHTO5 S LOBEE

> restart loop-detection

L2 Loop Detection program restart 0K? (y/n): vy
>

[&RREREA]

2L

[(BEE~NDFEE

L

[EEEIA]
AT T ANDEMNT 4 L7 N BIOAFNIKRO LB TT,
¥eAT 4 L7 N U : Jusr/var/core/
277 7 AV 121dd.core

BEZ 7 ANVNT CILFET IHAEBREHICEEEZTLIOT, LB RLIE, 774V EHLNEHNy
77 o7 LTEBNTL I,
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dump protocols loop-detection

L2 V=TT 8 7T W TERIL TWHFEMA N b b L= A ERB LRI T — 7 ERme 7 7 A e~
HALET,

[AARK]
dump protocols |oop-detection
[ABE—F]
—fr—PE— FBLOEEEHEE— N
(/8T A—4]
L
[ZE1TH1]
BN b N L AERB LOHIET — T A RE T 7 A VI LET,

40-7 FHHA AN b FL—RIEHRE L VHIEHT— T ILIEHROH D
> dump protocols loop-detection
>

[F~aREA]
L

[BE~NDFEE]

L

CFE=IE]
HAZ7 7 ANVOEMT 4 L7 N BLOAIIKRO LBV TT,
AT 4 L7 N U fust/var/121d/
WHZ7 74 121d_dump.gz

BEZ 7 ANVBT TICHET DHERERM I LESITLI0T, RERLIE, 774 EHLN DAY
IT7 T LTENTIIEEN,
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41 Ab—Larb+bA—)L

665



41 Rb—Larbtao—JL

show storm-control

A h—bzarvbha—VEREFRRLET,

[AARK]

show storm-control [port <port list>] [broadcast] [multicast] [unicast] [detaill
[ABE—F]

=T —- B I OEEEREE—
(/NS A—42]

port <port list>

BER—IES (VA MER) DR M—2bay ho— L IEREFRLET,

<port list>DIEE S 1ER L MEOHEEFHIZOWTIE, RZA-ZITHRETE 2ME] 22RLTE

SN
broadcast

TRr—RF¥yx A PR b—bar ba—UERERTLET,
multicast

TN TFXFY ARNAR—bary ha— A FRERALET,
unicast

A=F Y AR b—b3y bu—fERERRLET,
detail

Ab—Lbary br— L OFMEREFRRLET,

KRNT h— 2 B W OB

FEMTERIIR R L EE A,

HNT A —H B R OEE

Kawr NE, NIA=FEEELTEORMFITHEYTOHRLETERRTEET, HEDNRT A—

2 ERE LIZBAIE, TNENOLMEICEY T AEREF R LET,
TRTONRT A — X BMEFOENE
RITA—=BERELROVGAE, FMEEZRELRVWTTRTOR— hOFEREFERLET,

[R1741 1]

K 41-1 R b—Lar bO—)UEROERT
> show storm-control
Date 20XX/01/16 10:46:41 UTC

Broadcast
Port Detect Recovery Filter State Count Last detect
1/0/1 1000 500 500 Filtering 1 20XX/01/16 10:43:29
1/0/2 1000 500 - Forwarding 0 —-/—/— —i—:i—
Unicast
Port Detect Recovery Filter State Count Last detect
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1/0/1 200 100 100 Filtering 1 20XX/01/16 10:42:46
1/0/2 200 100 - Forwarding 0 —/—/— —i—1—
>
[ZE17Hl 1 DR REIRBA]
% 411 Rb—Lar bO—LIEROKRRER
*=IEHE =1 FREIER
Broadcast Tua—R¥x¥y AT L —LDA F— —
Lz ha—/fER
Multicast “INFFTY AT L —LDA b—A —
v b a—/uUfE R
Unicast 2=% Yy A NI L—LDA —Lb= —
v ha— U EHR
Port K B _
Detect A b — AR E FIRERMEE R LET,
Recovery A b — [0l B fiE —
Filter ot 22 il PR AR TIREEMEZ R AR L ET,
ST 5ar 74 71— g VIRKRBEDERE, "
ARRLET,
State A b — AR HIRRE Forwarding : i 7 F ik
Filtering : it il FR
Inactive : A F— Ak, B WNinactivate =< > K
2 & A7 — b inactive JRHE
Detecting : A h—AfHd (A— | inactive K&
FRITREHIREZRE L TOARWEAICERRLE
7))
Count A — LA -
Last detect BBICA h—L% B L AR HEIHIR Beo R
RpHOLEIL, ""E2F R LET,

[R174 2]

412 R b—Lay bO—)LIEROFEMRRIER
> show storm-control port 1/0/1 broadcast detai l

Date 20XX/01/16 10:46:45 UTC
Broadcast
Port 1/0/1

1000
Action: Inactive, Trap, Log

Detect rate:

Filter recovery time: 30
Recovery time: 60

State: Inactive

Filter recovery remaining time: -

Recovery remaining time: -
1251519
Detect count: 1

Discard packet: 1251019

Current rate:

Recover rate: 500

Filter rate: 500

Auto restore time: 30

Auto restore remaining time: 29

Current filter rate: 500
Last detect: 20XX/01/16 10:43:29



41 Rb—Larbtao—JL

[R174l 2 DFRRERA]

#4122 Rb—LaY FO—)LEROFRAEZRIER

*=IEHE F=1173 FREIER
Broadcast TH—R¥X¥y AR T L —LDA h— —
Loy b a—/UfER
Multicast YILFXHXYARTL—LDA F—LIh —
v b —UEHR
Unicast I=F Y ANT L —ALDAF—L —
v ha— g
Port R— N EE _
Detect rate A~ — I HH B AE FIRERMEE R LET,
Recovery rate A b — L0l B -
Filter rate i e ) FR A TIREEfEZFR LET,
ST 5ar 74 71— 3 VIRKRBEDERE, "
ERALET,
Action 2 b— b o EER E IR RE Inactive : xR — bk @ inactive JRHE

Filter : 5212 7 L — A D R HIIR
Trap : SNMP @1 D %E
Log : #E A v E—T D)

Filter recovery time

R Al SR AR R B L ]

ST Har 7 47— 3 VIRKRBEDHRL, "
ZFRLET,

Auto restore time

AR— b inactive tREEN S HENMEIHT 5
F TOREE

ST Har 7 47— 3 VIRKRBEDHRL, "
EFoRLET,

Recovery time

A — A [RE R ]

State

Ak — AR

Forwarding : i ¥ ff1ik

Filtering : ¥t i FRH

Inactive : A h— A, $5X WNinactivate 2~ K
(2 X B — b inactive tKHE

Detecting : A h—AfEHH (R— b inactive K&
FRITRERIRZHE L TOARWEAICERLE
7))

Filter recovery
remaining time

S B ) BIR AR 3% B A 7 R ]

ERIRARRE TOR Y 2R T LET,
A b — LK HREES Filtering LISt D4, "2 FoR
LET,

Auto restore
remaining time

A— b inactive IREEN S BENMEIHT 5
F TOFERER

A— K inactive IREEN D HENEIHT 5 £ TOFR Y IF
MaEFRRLET,

FOGA, ""EFK R LET,

SRS AT T 4 S L— a L RRE

« A b =B L OV — b % inactive IREEIZ L T
[/\f(ﬁ[/\

Recovery remaining

time

A b AR R AR A ]

A b —ANEET S ETOEY BEEFERLET,
UFoEE, ""aRTLET,

« A b — AR HKRES Forwarding

« A b— LR HIRREDS Inactive

Current rate

BAED &

Current filter rate

IL
BUE O it B FRAK A8

Filtering Ff : it ifill R
EFELISS : 2 b — A R
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RTIEHE s KRB
Detect count A b — g EE -
Discard packet B3y N Zh—hay bu—lZ LD EESNE AT Y MK
ERFLET,
Last detect BARIZA b — L2 B L7 HR EIAIR W R
KRHOLEIL, ""ERRLET,

[BE~DEE

L

CEEZHHE]
L
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clear storm-control

AR—haryha—VEROFFH I 2% 07 VT LET,

[AHRH]

clear storm-control
[AAE—F]
P R L ORI T R
[INT A—4]
L
[E17451]

K 41-3 Rb—ALaY FA—)VIEROFETHD2ZE00 )T
> clear storm-control

[BIE~NDEE]

L

CFEEHE]
2L
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Fl11Hwm Yy bI—ODEHE

4 2 sFlow #f &t
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show sflow

sFlow #EHZ W T ary 7 4 VL — a VEREREEEBERREZER LET,

[ABRH]

show sflow [detail]

[AHE—F]
g —PE— P L OEREFRET— N

[INFA—=42]
detail
sFlow #FHEHR DR EIRAE L BERILOFEME R ER T L ETS

[E17H1]

B 42-1 sFlow #i&t D& EREE & EEKIR D FEHMR R

> show sflow detail

Date 20XX/01/26 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 1/0/2-4
Configured sFlow egress ports : —-

Received sFlow samples : 37269 Dropped sFlow samples : 2093
Exported sFlow samples : 37269 Couldn’t export sFlow samples : 0
Overflow time of sFlow queue : 0 seconds

sFlow collector data :
Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130
n

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.13
0.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch, router, gateway, user, url
Url port number: 80, 8080

Sampling mode: random—number
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Sampling rate to collector: 1 per 2163 packets
Target ports for CounterSample: 1/0/2-4

[FRRERAA]
% 42-1 sFlow #EHEBRRTAE
*RIEE ECGN L]

sFlow service status

sFlow #t &+ O BLEDEYERI
R &R B R — FBEE SN TV WA disable & F0R)

Progress time from sFlow statistics cleared

sFlow et 23 B4R L CTox 6 OREEFER], F 72 1351 clear sflow
statistics =~ > RR3FELT ST HH OFREIEIFH]
hh:mm:ss : (24 BFFRLIN O4E - hh=/F, mm=47,
Dday : (24 122 7-54 : D=H%0

ss=7H)

sFlow service version

sFlow /X% > hDNN—T 3

CounterSample interval rate

BT EY T ILDORERE (7))

Default configured rate

AT 47— a3 CTRESNIEEREO Y ) TR

Default actual rate

ERRDIEE 2ROV T o TR

Configured sFlow ingress ports

a7 4 7 L— 3 > Csflow forward ingress” 23 3% & S 117 sFlow #t
FENEL TVER— X

Configured sFlow egress ports

a7 4 7 L—3 3 > CUsflow forward egress" 3% iE S AU7= sFlow #E gt
UL L TV B AR— X

Received sFlow samples

EFICH 7Y o7 EN= 7y Mk

Dropped sFlow samples

LB NE CHESERIZRALER N B - T A0, ALERRE I DL @S -
AN, Y7 R U =T N sFlow SEHLEIR D & = — ISR 9712 BE
LTy MR

(=K T = TN sFlow FEFHLIRFFH % = — RO TICBEIE L7245
TEENEEA)

Exported sFlow samples

LI H~EFELTZUDP Ny MZEEND YTy NSk

Couldn't export sFlow samples

BEEICKLIZUDP Xy MZEEND VT Ay sk

Overflow time of sFlow queue

clear sflow statistics =~ > R SEAT S TH5H D sFlow FEFtLBEFF S %
2 —BPRIRRE TS o 7 BERE] (FD)
AEREZ THWBEEIEV 7Y R EZREL T &N,

Collector IP address

AT 4= a ICTHEESNNTWAILIZHXZDIPT KL A

UDP

UDP R— F &=

Source IP address

SV HNEERL, o=V FIPELTHEALTWDT R

Send FlowSample UDP packets

LI HA~KEEFE L7 a—Y 7 Lo UDP N7y bR

Send failed packets

LI B ~NEETERN-72 UDP 7w b &

Send CounterSample UDP packets

SV B~NEE LT T Z YT D UDP 2y M

Max packet size

sFlow /X% > h DI KA X

Packet information type

Ta—H T ADEART —Z R

Max header size

BAT = 2T~y YT 258 0% TN~y FORK
FA X

Extended information type

7o —H o T IVOPEIET — Z R

Url port number

BEHET — 4 93T URL AT 5 5581, HTTP /3% o | 2 Il
TBK— L ES

Sampling mode

AV NN DY =Y
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RRIEHE

RTAR

random-number

YT TR o R (ELE) TR

Sampling rate to collector

BEFENFAE LR WHELEY- 7" o TR

BEOY TV o IHBICREN D DAL R EEE R LET,

AT 4 =y a r TRESNTMEEV/ NS 252 LEbY 4
Ao

Yo7 TR AR AR L2561, clear sflow statistics =< R &5
ITLTLEE N, FITTH5ETELWVETERINZWEALNH D £
—gﬁo

Target ports for CounterSample

H BT NDOREF—

é&hﬁiﬂbflﬂf‘— ]\7}‘\\73}(/\%/6\’ « » %Z:Ei'\‘[/i’g‘"o

[BIE~NDFE]

L

CEEZHHE]

PRy NECOREHE SR U AR (32bit T ) EBZIEHEA, 0ICRED £1,
IP7 RLARKR—= IR 74 7L —2a V TRESN T ARWGAIE " FRLET,
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clear sflow statistics

sFlow fFH CEH L TWHHtaEHE#REZ 27 U 7 LET,

[AARK]
clear sflow statistics
[AAE—F]
— o —YE— FBLOEEEHEE—
(/NS A—42]
L
[E17451]

>clear sflow statistics
>

[FRRERAA]
L
[BIE~NDEE]
L

CEEFHE]

L
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restart sflow

Tu—fE e 7T AEHE L ET,

[AHRH]

restart sflow [-f] [core-file]

[AAE—F]
—fm e — Rk OB T —

(/X5 A—=4]
-f
HEBMERA v —CF M LN T, 77— T eI AeHERLET,
ENAV S S -1 S SlliE
R A v e—UE M LET,
core-file
FEBC 7 0 —#F 70 25 5037 77 AL (flowd.core) ZHIALET,
KRT A — 2 B OEE
a7 7y ANERHDLERA,
[R1741]
>restart sflow

sflow program restart OK? (y/n): y
>

[&REREA]

L

[BE~NDFEE]

L

CEEZEIA]
o MEHFEWDO A U U AEIE 7 v —KFt 70/ 7 AOFLERFZZ VT S ET,
o IT T FANDEMET 417 NI BIOARIKRDOLEEBVITHRD £,
¥ihSeT 0 v R U : Jusr/var/core/
a7 7y A /v : flowd.core
BET7 7 ANNT CTICHFET 2SI EEX LEST, VERGEE, 77 A0 EHLNEHAN
v 7T T LTEBNTLIEEN,
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dump sflow

Ta—#E T a7 T ANTIEL TCWDET Ny JIERE 7 7 A VI LE T,

[AHRK]

dump sflow

[AZE—F]
P E— B LR T R
[INFA—=42]

2L

[3=4741]

>dump sflow
>

[FRRERAA]
L

[BIE~NDEE]

L

CEFEFIA]
HAZ7 7 A NVOEET L7 N BIOARIIKRO LB IZRY £9,
T L7 N ¢ just/var/flowd/
7 7 A )V : sflow.tre

BEZ 7 ANDBT TIHHET 2 LRI EEMFIC EFEE LET, LEREAE, 77412506000y
7Ty T LTRENTLIIZE N,
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43 |EEE802.3ah/UDLD

43 IEEE802.3ah/UDLD

678



43 |EEE802.3ah/UDLD

show efmoam

IEEES02.3ah/OAM O EHHE LR — FoREEZFRLET,

[AARK]
show efmoam [port <port list>] [detaill]

[AHE—F]
g —PE— P L OEREFRET— N

[INFA—=42]
port <port list>
FRE L7274 — I @ IEEE802.3ah/OAM DOR¥ EIE#HE £R L ET,

<port list>DIFEFER L OMEDOFEEFHIAICHOWTIE, [T A—Z|TIEETE HE] 28R LTLE
X,

ART A — 2 EBWERFOEE
FRTOR— kD IEEES02.3ah/OAM D% EF M A FK R L E T,
detail
OAMPDU D545 L TWAET— NOBREHRE LR R LET,
72721, passive BE— ROR— F THPFEEZZHR L TORWEEIEIRRINET A,
ARG A — BB WO B
passive E— ROKR— MIOWTOFERIZIFRINERA,
FTARTO/NT A —Z B OB
passive & — FLA D4R — O [EEE802.3ah/OAM D% EF#HE £R L ET,

[ZE1T740]
detail /87 A — % Z487€ L C, IEEE802.3ah/OAM D% EIZEE$ 2 FEME i 2 R S 235 DO EITH 2 RIZ
RLET,

43-1 |EEE802.3ah/OAM %7 S f1E R D R R

> show efmoam detai |

Date 20XX/10/02 23:59:59 UTC

Status: Enabled

udld-detection—count: 30

Port Link status UDLD status Dest MAC

1/0/1 Up detection * 0012. €298. dc20
1/0/2 Down active unknown

1/0/3 Up passive 0012. €298. 7478
1/0/4 Down (uni-link) detection unknown

>
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43 |EEE802.3ah/UDLD

[FRRERAA]
% 43-1 |EEE802.3ah/OAM 5% E 5D R RIEH
*RIEH B FREEIER

Status AHETE O IEEE802.3ah/OAM FERED YR | Enabled : IEEE802.3ah/OAM FHREEN{E
i3 Disabled : IEEE802.3ah/OAM H§RES: IE- th
udld-detection-count EEAZBRHTD72ODIEX A 2T | 3~300 [A]
VAN
Port N— MM Wl ERRT R — F DAL v FHEZINIF 5
— hES
Link status PRl N WINE/IN: Up : "— b Up ikTE
Down : A~—  Down JKHE
Down(uni-link) : A"— + Down JkEE (Fhm Y > 7
P )
Down(loop) : AA— k Down {kfig (L—7H )
UDLD status IEEE802.3ah/UDLD FRE TR — k| detection : (55 # HIALEE & AT
2L @ UDLD JEARE active : OAMPDU D %(E & J5%& % FELT
passive : OAMPDU D& 721} % 5217
Dest MAC JEEEE DR — h MAC 7 R LA KEMEEE O OIE WA ZE L TW WG,

"unknown" %R L' £, 7272 L passive & — RNIf
1%, "unknown" & 725 AR— MIFERLER A,
active &— TR Y v 7 g S IG5,
MAC 7 R L ADRENZ"™*" &K LET,

[BE~NDFEE]

L

GEESEIE]

2L
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show efmoam statistics

IEEES02.3ah/OAM #FHEHR 2 F TR LET,

[AHRH]

show efmoam statistics [port <port list>]

[AHE—F]
g —PE— P L OEREFRET— N

[INT A—4]
port <port list>
feER— K (U2 MER) @ IEEES02.3ah/OAM FEHEHMAZFR L £ 7,

<port list>DIEE S 1ER L MEDHEEHHIC OV TIE, [R5 A—ZITHEETE AH] 28K LTLE
X,

ARG A — Z B W OB E
4 IEEE802.3ah/OAM 7 L — 2 (OAMPDU) #iatifa AR — FHEALICE R L ET,

[ZE1740]
X E LT 542 IEEES02.3ah/OAM D#EEHE MR % R SH 56 DO FEITHI 2RISR LET,

43-2 IEEE802.3ah/OAM #istIEHR D KT
>show efmoam statistics

Date 20XX/10/02 23:59:59 UTC

Port 1/0/1 [detection]

OAMPDUs  :Tx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0

TLVs ‘Invalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 190 Tx_Remote= 105 Rx_Remote= 187
Timeout = 3 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0

Port 1/0/2 [activel

OAMPDUs  :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0

TLVs ‘Invalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 100 Tx_Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0

Port 1/0/3 [passive]

OAMPDUs  :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0

TLVs ‘Invalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 0 Tx_Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0
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[FEREA]
% 43-2 |EEE802.3ah/OAM D#isHEHMD =R RIEE
FRIEH 2k FREEMIEER
Port A— ME®R BHREERTRTHR— DAL v FHEZINIF E S
IR— &5
UDLD status IEEE802.3ah/UDLD #RE TR — | detection : [&2 Z ki
=& UDLD EMRAE active : Information OAMPDU D3%&(E & JR& % %
17
passive : OAMPDU D& 7217 % 3247
OAMPDUs 7 L— AHEEHE -
Tx R— kT & D OAMPDU D %EEH 0~4294967295
Rx AR— T & D OAMPDU D253 0~4294967295
Invalid {2 OAMPDU N5 CHEZE L7- % | 0~4294967295
Unrecogn. FKYA— kD> OAMPDU =154 0~4294967295
TLVs TLV #ERHE & -
Invalid AT — LW S NPEFE L= TLV | 0~4294967295
'
Unrecogn. BUKIHE > TWT, BIEDON—T 3 | 0~4294967295
VTR T E 2 TLV 2K
Info TLV Information OAMPDU @ TLV #&HE | —
W
Tx_Local Local Information TLV D415 [H14%k 0~4294967295
Tx_Remote a1 2> 6 @ Local Information TLV % | 0~4294967295
=1}, Remote Information TLV %
£ L TEE LR
Rx_Remote SHE > B DI @ Local Information | 0~4294967295
TLV OEAEEIE
Timeout R—= N TOIREZA LT 7 MFEAR | 0~4294967295
'
Invalid R T — &l S UBESE L7 TLV | 0~4294967295
2
Unstable Bt oR— hT, BARDEEENG | 0~4294967295
OFE 7 L — W& 5 LT [E%k RIS EHINTZEE, HUB #RRHE LT
BEIEE A B L TV AHBENRH D 77,
Inactivate B2 A A T -
TLV TLV ZERNAE CREERL L= 0~4294967295
Timeout R LIZINE X A 27 7 M DR | 0~4294967295
LR L%
LBE~NDEE]
L
EEEIE]

passive E— FT OAMPDU % 1 Bl $E5A5 L TR — MIFRRIhEEA,
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clear efmoam statistics

IEEES02.3ah/OAM #iHEHZ 7 V7 LE 7,

[AARK]

clear efmoam statistics [port <port list>]
[ABE—F]

=T —- B I OEEEREE—
(/NS A—42]

port <port list>

FEE R — b D [EEE802.3al/OAM ¥tz 7 V 7 LE,

<port list>DFF T HIEL L OMEORR THIAIZOWTIL, [T A =X ITHRETE 5] 22 LT
X,

ARG A — Z B W OB E
AEERE O~ T D [EEE802.3ah/OAM #iatifa 7 UV 7 L£9,
[E1TH1]

43-3 |EEE802.3ah/OAM #fEtiEsRD 2 ) 7
> clear efmoam statistics
>

[FRERBA]
2L

[BE~NDFEE]

L

CEEFIA]

L
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restart efmoam

IEEE802.3ah/OAM % Fife@h L £,

[AHRH]

restart efmoam [-f] [core-file]

[AHE—F]
g —PE— P L OEREFRET— N

[T A—=%]
-f
HEEMHERA vE—Y %7 L7\ C, TEEE802.3ah/OAM % FiiZgh L 4,
AT A —Z B OEE
BAYE—UEHNLET,
core-file
BEBFHZ 27 77 A VEHDLET,
ART A — BB OEE
arZyrANENNLEEA,
FTRTDRT A—FEWEREOEE
BEBAA v —T %) Lizd &, IEEES02.3ah/OAM % FiE®h L £ 7,

[E17H1]

43-4 |EEE802.3ah/OAM 045 LD EFEE)
> restart efmoam

IEEE802. 3ah/0AM program restart OK? (y/n): y
>

[FRERBA]
2L

[(BEE~NDFEE

2L

GEEZEIE]
1. a7 774V T L7 FUBIOLRRL, kDEBVIZRY £T,

¥ANT « L2 B U Jusr/var/core/
27 7 7 A )V : efmoamd.core
BEZ 7 ANBT TIHFET 55T EEFIC EEXLET, RERGAEHLNTDT 7 AL EAN
v 7T w7 LTLIEEN,
2. XfMEEEICay T 4 L—T 3 a< 2 R efmoam active T udld /3T A —# ZFE L CEHTOEHA,
[FIFRFIC 240D VLAN ORERZL L T D & EICARa~» REFITT D L, MmZEEchhimY v
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RELZRRHT BTN H Y £,
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43 |EEE802.3ah/UDLD

dump protocols efmoam

IEEES02.3ah/OAM THLEL L TV ASERA N> b N L—REBB L OHIET — T ERE 7 7 A L~H L
9,

[AARK]
dump protocols efmoam
[AAE—F]
—fFr—YE— FBLOEEEHET—
(/8T A—4]
L
[ZE1TH1]

43-5 |EEE802.3ah/OAM % > Jf&7R

> dump protocols efmoam
>

(&R REREA]

L

[BE~NDFEE]

L

CXrE=1E]
W7 7 ANVOKMT 4 L7 FUBLOSIRIE, ROEBIZRD T,
T 4 L7 R U fusr/var/efmoam/
7 74 /L : efmoamd_dump.gz

BEZ 7 ANDBT TICHFET 25 B ERMIC EEES LET, BERGEEHLN LD T 7 A NVENy T
Ty LTLIEEN,
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44
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12ping

ARIEE D MEP 725 U E— FO MEP 721X MIP IZxf LT, BEFREINZHETL-DIEHLET,

[AARK]
2ping {remote-mac <mac address> | remote-mep <mepid>} domain-level <level> ma <no.> mep
<mepid> [count <count>] [timeout <seconds>] [framesize <size>]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A=4]
{remote-mac <mac address> | remote-mep <mepid>}
remote-mac <mac address>
BEMERT 2 U E— F MEP £72(ZMIP D MAC 7 RL A ZHEEL £,
remote-mep <mepid>
BUBMEBY 5 ) T— h MEPID Z45/E L £9, A7 A—%F, CC THERTE 5 Y E— k MEP
ERRETEET,
domain-level <level>
BOBMERR T2 FAA VLNV ZIRELE T, ARNTA—FE, av 747 b—varavwy FTR
SN RAL LV ERETEET,

iE

Re

ma <no.>
BUEfMER T 2 MABRE B EZELE T, ARXTA—HIE, avr 747 b —varavy RTRES
Lz MA B E S EETE £ T,
mep <mepid>
BUBHERBTC & e DAMED MEPID Z5E LT, AT A—FL, av7 47 b—varavy R
THRIESNT- MEPID ZHETE £7,
count <count>
BELEZEBEETLV—T RNy 7 X2yt —U%RELET, BETE HEOHFIL 1~5 TT,
AT A — 2 B HER DEYE
N—T Ny 7 X y—TORGEEEILSEIE 2D F97,
timeout <seconds>
ISER DI (B)) ZHELE T, HETE HEOHAIL 1~60 TY,
ARRT A — 2 BRI OENE
ISERDLIERIT S B LR £,
framesize <size>
#5925 CFMPDU (BT 27 —# DA MEARE LE T, EETE HEOHMIL 1~9192 T
7

ART A — Z B W OB E
BT 257 —2 DA ML 40 T, %5725 CFMPDU X 64 34 M &7 £97,
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[R1741]

2ping DETHIZRLET,

44-1

o=

I2ping ME1T

>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3
L2ping to MP:1010(0012. e220. 00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
Time:20XX/03/10 19:10:24

1: L2ping Reply from 0012.e220.00a3 64bytes Time=
2. L2ping Reply from 0012.e220.00a3 64bytes Time=
3: L2ping Reply from 0012.e220.00a3 64bytes Time=

-— L2ping Statistics —

Tx L2ping Request :
Round-trip Min/Avg/Max :

>

[FRRERAA]

® 4441

3 Rx L2ping Reply :
751/752/753 ms

12ping DRTARE

751 ms
752 ms
753 ms

3 Lost Frame : 0%

RRIAHE

=R

RoREHHIER

L2ping to MP:<remote mp>

565G ) E—  MEP E£7-1%
MIP ® MAC 7 KL &

5655 ) F— bk MEP £721Z MIP ® MAC 7 KL %
<remote mac address> : 565G Y £— ~ MEP 721X
MIP ® MAC 7 R L 2 &5E LTI E

<remote mep id>(<remote mac address>) : %8¢ U € —
N MEP ID #$57E L2 556

Level RAAL L L~L 0~7

MA MA 2512 = v T 4 Jb—a UTERGE Lz MA RIS 5
MEP MEP ID ARHEE D MEP ID

VLAN VLAN ID PE{E7C VLAN ID

Time E(E IR yyyy/mm/dd hhemm:ss 45/ A/H By
<count> TFTARNIT VIRV

L2ping Reply from <mac
address>

S MP @ MAC 7 KL%

INE LT Y E— bk MEP £721E MIP ® MAC 7 R L
A

bytes ZAENA MK CFM PDU @3t CFM ~ #7725 End TLV £ TD
A MK
Time I TR N—=TF Ry I XAy =V EEEFELTHLL—FN

v 7 VT T4 22579 %D £ TORH

Request Timed Out.

ISERH A LT D b

ISERF DR EINITNE RN ol 2 L 2R L E
j_q()

Transmission failure.

¥

ESEES

jatll

PEEILVLAN 25 A v — U RETX otz
ZEERLET,

Tx L2ping Request

=T Ry 7 AyE—TD
EEH

Rx L2ping Reply

=T Ry 7 VT T4 D%
5%

U E— k MEP %7203 MIP 705 E# I #5218
L%k

il

Lost Frame

T L —ABEEOE L (%)
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xRIER BER RTFEMIER
Round-trip Min/Avg/Max TRERER] e/ NI R -
BIE~NDEE]
7L
CXrE%E]

o Ko< REHEFLEWEAEIE [Cul+C] Z AL TLIEEN,

o AKaw NI, #HEOZ—VREKFIHEATEETA,

® framesize /3T A —% T 1476 "1 " EBZ DA, a7 47—y ara~<r K mu £7203 system
mtu C, V¥ AT L—ADMTUEE 1500 XA FLLEICEHREL T Z &0,

o BUHMFRIZY F—F MP O MAC 7 L 2% - THEMi L %7, remote-mep FEEME, MEP ID (ZXThS
95 MAC 7 KL A%l CHGEMERE LET, T0O7D, HERET R X THE MEPID 2MFEL TV
2T, Fl—MACT FLRA%E->MEP < MIP N HAUTINE L ET,
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|2traceroute

ARIEED MEP 725 Y E— b MEP £721ZMIP £ TO/NL— N &R L E T,

[AARK]
|2traceroute {remote-mac <mac address> | remote-mep <mepid>} domain-level <level> ma <no.> mep
<mepid> [timeout <seconds>] [tt| <ttl>]

[AAE—F]
—fr—PE— FBLOEEEHEE— N

[N A=4]
{remote-mac <mac address> | remote-mep <mepid>}
remote-mac <mac address>
— b EfER LIWGE5E Y £ — b MEP £72(XMIP ® MAC 7 L A& HEL 7,
remote-mep <mepid>
N— MR L2\ 0sEde Y B — b MEPID Z4RE L &9, AT A—=F|F, CC THRBTED U E
— N MEPID Zf5ETE £7%
domain-level <level>
N— b ERERT D RAAL VIV EIRELE S, AT A=2F, av7 47 b—varav s RT
BRESNT RAL VLV ERETEET,
ma <no.>
— b EFER T D MARBIR S EZRELET, ANTA=HE, arT7 7 —varavy FTk
ESIz MA R E S 2 fiETE £,
mep <mepid>
— R OHERRIL & 72 D ALEE D MEPID 45 E L Ed, ANTA—ZL, av 74/ L—varaxw
¥ RCRREEST MEPID Z45E TX 77,
timeout <seconds>
ISERFBIER] (B) Z4RELET, FHETE 2MEOHEPHIT 1~60 T,
KRT A — 2 B OEE
ISBERF LRI S B L 220 £97,
ttl <ttl>
U7 b b—2A Rk vy t—YOfK time-to-live (BeRas v 78) Z48E L £, f6ETE 2 EOHFMIT
1~255 T¥,
ART A — LB OEE
KAy 78T 64 L7020 T,

[E1741]
12traceroute DI THil &~ L E T,

44-2 12traceroute ME1T45l
>l2traceroute remote-mep 1010 domain-level 7 ma 1000 mep 1020 ttl 255
L2traceroute to MP:1010(0012. €220. 00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
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Time:20XX/03/17 10:42:20

254 0012.€220.00c2 Forwarded

253 0012.e210.000d Forwarded

252 0012.e220.00a3 NotForwarded Hit

>
[FRRERAA]
& 44-2 |2traceroute DRTEAR
FRIEHE =0 FREFHITER

L2traceroute to
MP:<remote mp>

5645 U E=— b MEP £ 7213 MIP
D MAC 7 RL A

565C U £ — b MEP £721X MIP ® MAC 7 KL &
<remote mac address> : %85 Y E— ~ MEP 721
MIP ® MAC 7 F L 2 & FE L= 54

<remote mep id>(<remote mac address>) : 5G5¢ Y € —
N MEP ID Z#§7E L7235

Level KAA 2 L~L 0~7

MA MA 5113 = a7 4 7 b— g CRIE LT MABRBIE S
MEP MEP ID & D MEP ID

VLAN VLAN ID 1%157% VLAN ID

Time E(E R yyyy/mm/dd hh:mm:ss 4/ H/H B30

<ttl> Time to Live 0~255

<remote mac address>

JZ MP D MAC 7 R L&

J— NEERITISZA L7 MEP $£721Z MIP ® MAC 7
R

Forwarded Vo7 hL—ZAyE—VlE%E [ IBEMPRY 7 FL—R R v — Rk LD
EERLET,
NotForwarded Vo7 =2 Ay e—V3lE | IEEMP R U7 FL—2 A v —I % RE LR
% oz tERLET,
Hit 5645 T— b MEP £721XMIP | 58560 F— K MEP 721X MIP 5 0J8E %2R L E

D DI

j—O

Transmission failure. PSR NI EEITLVLAN B A v —UaEETE o7 o
LERLET,
LBE~NDEE]
Bl
GEEZEIE]

o Ko< REHM L-WEEIE [Cul+C] Z AL TLIEE,
o Kaw i, #EOaA—FRFEIHEATEEEA,

o [FAl—DVE—hk MPSETIIAI~ Y REMEEFIFEST L4, Linktrace 7 — & ~N— AT 13k

O

RIZTE2REFELET,
Linktrace 7 — & N— R |ZHGERTE 50— b EOIEBEKE B2 TG LIOSEOFERITE RSN EE A,

J— MERIX Y E— M MP O MAC 7 RUAZfH - Tl L E9, remote-mep F5ERFE, MEP ID IZ%f
5T D MAC 7 RUAZE-TL— MERE LET, ZO7®, WEE /R & THE MEPID 2MF1EL
TV T, F—MACT FLA%F>MEP < MIP NH VT A LET,
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show cfm

R A A R MP O EF#RE L OEERAKED CPM F#RER R LET,

[AHRH]

show cfm [{[domain—level <level>] [ma <no.>] [mep <mepid>] | summary}]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}
domain-level <level>
FRELIE FAAL L ULIZEET 5 CAM iz R R LET,
ma <no.>
FEE L7z MA GBI 51284 % CEM e R L £
mep <mepid>
fRE L7= MEPID ICB9 % CFM 15 #ia &R L £ 7,
KT A — ZEMERF O R
FRELIEANT A—ZORMEITHEET 5 CAMIERIET 2R TEET, NI A—ZE2BELRWE
AL, FEEZRELRNT CEMERERRS LET, HERONRTI A -2 ZBELZSAIE, 2%
NORMIZFRHIZEEY T 5 CFM fE#REFR R LET,
summary
MP 5 LT CFM R — F ONER Z RR L E T,
KRT A — 2 B OEE
T NTO CFM EHaRR L E T

(=170 1]
CFM #RiEHEZ R LET,

44-3 CFM BERTEHRO &R RHI
>show ¢fm
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain_3
MA 300 Name(str) : Tokyo_to_Osaka
Primary VLAN:300  VLAN:10-20, 300
CC:Enable  Interval:1min
Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information
ID:8012 UpMEP CH1 (Up) Enable MAC:0012.e200.00b2 Status:Timeout
MA 400 Name(str) : Tokyo_to_Nagoya
Primary VLAN:400  VLAN:30-40, 400
CC:Enable  Interval:1min
Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
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MEP Information

1D:8014 DownMEP 0/21 (Up)

MIP Information
0/12 (Up) Enable  MAC:0012. e200. 0012
0/22 (Down) Disable MAGC:-

Domain Level 4 Name(str): ProviderDomain_4

MIP Information

CH8 (Up)

Enable  MAC:0012. e220. 00b2

[R1761 1 DFRRERA]

& 44-3 CFMBHBEHROKRTAR

Disable MAC:0012.220.0040 Status:-

RIS

FxRIEH =113
Domain Level <level> RAAL LY e RAA
Ve

<level>: FA A L~UL

Name:- : KA A AMEMEH LW
Name(str):<name> : K A A &I SUFS % ff
!

Name(dns):<name> : K A A TR KA A 3
— LY — A R

Name(mac):<mac>(<id>) : R XA 4 FRiZ MAC
7 KU AL ID &

MA <no.> MA #5153 & MA & Fr

<N0.>: AT 4 JL—a VERERFD MA %
B

Name(str):<name> : MA 4 #RIZ 0551 % i A
Name(id):<id> : MA 44 FRIZ 5fi 15 1
Name(vlan):<vlan id> : MA 42 VLAN ID %
H

Primary VLAN Primary VLAN ID

MA IZFTEB 35 VLAN WD 7 F A < U VLAN
7'Z A4 <Y VLAN OFRENR R NGE T -" %2 FoR
LET,

VLAN VLAN ID MA IZFTIE3 % VLAN ID

VLAN ORENRRWEEIT "2 RR LET,
cc CC DEANIRTE Enable : CC i/

Disable : CC {5 11
Interval CCM %5 1HIkR 1s : CCM XfE kR 1 #

10s : CCM %15l 10 7

1min : CCM E1E IR 1 5y

10min : CCM %15l 10 43
CCEILFOEAF-" 2R R LET,

Alarm Priority BEERI T T A AV T ¢

T I —LEFITTHREDTTAF VT 1 Df
BMESNZT 744V T 4L EOREEZ K
L, 77— L@mLET,
c0: T 7 —LFEMm LW
1: U<E— bk MEP TREEMEH
«2: U%E—hk MEP DR — MNEE
3:CCMZA LT T
*4: MAN®YE— K MEP /5 %72 CCM

=Af5
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RRIEHE

« 5 :1FD MA 225 CCM %43
CCEIEFDOHF T "2 TR LET,

Start Time FEERED DT T —L% | 2500~10000ms : FEEMHREND T T — LFITT
1TF TOWRFHE A E TORERE
CCEIEFOHAIT " E2FRLET,
Reset Time BEERREN DT T — L | 2500~10000ms : BEEMED S T T — MMEERT
Bk TR % E T O
CCEILF DY EIT "R R LET,
MEP Information MEP 15 -
ID MEP ID A& D MEP ID
UpMEP Up MEP U L —{lira) & & MEP
DownMEP Down MEP [BI#R ] & > MEP
<nif no.>/<port no.> R— N EE MEP O #— FEE

CH<channel group number>

F ¥ TN TN —T K

MEP OF ¥ RV 7 )—TFK 5

Up

A— + 23 Up JIREE

AR—FRNUpRETHLZ LERLET,
Vo7 70— g D84, FyrLriL
—7 B UpREETHBZ L ERLET,

Down AR— k2% Down IREE AR— K Down JREETH D Z L 2R LET,
Vo7 70— g D84, FyrLriL
— 7N Down IREETH D Z L E R LET,

Enable AR— F D CFM 33 -

Disable AR— D CFM H3ME [l -

MAC MEP ®» MAC 7 KL & MEP 2318 3 % R — b 723 Down JREEDHA, "
FFRRLET,

Status MEP D REE Rk TE MEP THEIL CTWARREDOH T, Kb 7744

U7 4 OmWEEERLUET,
- OtherCCM : 1F7>® MA 7>5 CCM Z12
« ErrorCCM : MEP ID & 7213 CCM Z%AZ Mg 2
RIE7: CCM %15
+ Timeout : CCM % A A7 7 b
- PortState : 7R — REEEAHD CCM Z1{5
RDI : FEER @10 CCM A5
BEEA BRI L T ARWEAIE, "2 ERLE
7

MIP Information

MIP 15 #

<nif no.>/<port no.>

A bR

MIP DR — &5

CHs<channel group number>

Fx XN T N—THE

MIP DF ¥ RV )— T e

Up

A— k23 Up JREE

A—FR UpREETHHZ EERLET,
Vo7 7Y A — g OE, Fy L
—7 BN UpREETHBZ L ERLET,

Down ARN— k2% Down IREE AR— b DownREETHHZ L ERLET,
Yoo T 7 U= g OBRE, FyraLsL
— 7 Down REETH D Z L AR LET,

Enable AR— D CFM 755 ] —

Disable R— D CFM Mg 1k -

MAC MIP ® MAC 7 F L % MIP 25T 9~ % 2R — k% Down JREEDIFA, "
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FRIEHE 2R FORFHIERR
FRELET,
(1741 2]
CFM W ONEE = TR LET,
44-4 CFM BB OIREH DR TH
>show cfm summary
Date 20XX/03/14 18:32:20 UTC
DownMEP Counts : 2
UpMEP Counts 2
MIP Counts : 5
CFM Port Counts 9
>
(=17 2 DR EREA]
& 44-4 CFMBEROWBHORTHAE
FRIEB =S FOREFEHIEER
DownMEP Counts Down MEP %% a7 47— a TRIEINTVWS Down MEP 4K
UpMEP Counts Up MEP %% AT 4 Vb= a UTREINTYS Up MEP £t
MIP Counts MIP %k a7 4= a VTREESNTWA MIP %
CFM Port Counts CFM R — hia%k MADZTZ7A4<YVLAND > EH, CFM D7 L—AL%EEET D
VLAN 7"— k ®O#% (Down MEP 7213 2338 & 7= MA D
A 1% Down MEP @ VLAN K— bk, Up MEP %4 ¢ MA D4
1277 A <Y VLAN ®O4: VLAN R— k D#%)
BIE~NDEE]
L
CEESIA]
L
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show cfm remote-mep

CFM @ CCIZ X > THE L=V E— h MEP Ok &, AREEED MEP &V E— h MEP OB ALK AE
ZFERLUET,

[AARK]
show cfm remote-mep [domain-level <level>] [ma <no.>] [mep <mepid>] [remote—mep <mepid>]
[detai l]

[AAE—F]
—m— P E— RIS K OSEREEE T R

(I35 A—=4]

domain-level <level>
FELZRAL L UCET 2 Y E— F MEP IEHRERRFLET,

ma <no.>
FE L7z MA BB SICBT 2 UV E— bk MEP IF# AR R LET,

mep <mepid>
fBE L7 MEPID I3 % U E— F MEP f5#%#Frn LE T,

remote-mep <mepid>
fEE L7V E— h MEPID D@z R~ LE T,

H T A — BB RO BYE
ARawr R, RIA—FERELTEORMFICGEY T L2EMIETE2RTZTEES, ST A—F %R
ELZRWEAE, &EEZRELRVTHERER R LET, RO AT A= 2EE LEZHEAE, Th
EUDFIFICFARHIZ Y T o MER T LET,

detail
U E— h MEP OFMfFRERRLET,
AT A — S B WERF O ENE
VE—F MEP OV~ —{FRELRLET,
FTRTORT A —Z B OB E
FTRTHOYE—FMEP OV~ I —[F#HERRLET,

[E1741]
UE— k MEP OFfflifE R =R LET,

44-5 1) E— b MEP DEMIERD KRB
> show cfm remote-mep detail
Date 20XX/03/20 18:19:03 UTC
Total RMEP Counts: 4
Domain Level 3 Name(str): ProviderDomain_3
MA 100 Name(str) : Tokyo_to_Osaka
MEP ID:101  0/20 (Up) Enable Status:Timeout
RMEP Information Counts: 2
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ID:3

Interface:Up
Chassis ID Type:MAC
Status:-
Interface:Up
Chassis ID Type:MAC

ID:15

Status:Timeout

Port:Forwarding
Info: 0012.e220. 1220
MAC:0012. €200. 005a Time:20XX/03/20 18:04:54
Port:Forwarding
Info: 0012.e200. 0050

MAC:0012. €220. 1224 Time:20XX/03/20 17:55:20

RDI:0On

RDI:-

>
[FRRERAA]
% 44-5 1JE—  MEP QOF##IEHORTHNR
*RIEH Bk FREEMER

Total RMEP Counts

Y &— N MEP # D& G

Domain Level <level>

RAAL LY E RAA
£ FR

<level>: NAA L L~UL

Name:- : KA A AFEFHER L2

Name(str):<name> : R A A 44 BRI SCT51 % ff H
Name(dns):<name> : A A VPR KA A v R— L —
N4 fE

Name(mac):<mac>(<id>) : KA A 4RI MAC 7 KL &
& ID Z{EH

MA <no.> MA 5l 5 & MA 45 <no.>: AL T 4 7 Lb— 3 VERERD MA #5IE R
Name(str):<name> : MA £ FRIZ 3551 % 1
Name(id):<id> : MA £ FRICEfE % 5 A
Name(vlan):<vlan id> : MA £ #:1Z VLAN ID % ff
MEP 1D AREEE D MEP ID -

<nif no.>/<port no.>

N— &

MEP DR — &5

CH<channel group
number>

F ¥ XN T N—TEE

MEP OF v )V T N—TH&K 5

Up N— R 7% Up dRfE A— IR UpRETHDLZ L EZRLET,
Voo 77U F—arOBRE, FyRAZ—773 Up
REecThHhsrZ a2 LET,

Down AN— k2% Down HRHE A—F2B DownREETHDZ L ERLET,
Voo 77— a s, Ty fvIg—7n
Down JRREETH D Z L Z R LE T,

Enable AR— ~ D CFM 233 -

Status ALEE D MEP OFEEMRE | RIEE O MEP THRAIL CWABEEDCHT T, b7 T4

o2
,[j( HE
R&

FIVT 4 OFRNEEEZRLET,

- OtherCCM : 1Z7>® MA 75 CCM %13

« ErrorCCM : MEP ID & 7213 CCM £1EEIFR 28 R IE 72
CCM =15

+ Timeout : CCM % A A7 7 b

- PortState : A" — hEHF®AI0D CCM 515
RDI : FEEM @A O CCM 215

PEEZ M L TWRWEEE, "EaR R LET,

RMEP Information

UE— k MEP §#

Counts JE£— b MEP % —
ID J%&—  MEP ID —
Status UE— | MEP OFEERE | YE—F MEPEEOHT T, LT T4V T 4 DEW
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RRIEE

KR HIER

REZRLET,

« OtherCCM : 1Z/>D MA 7% CCM %43

« ErrorCCM : MEP ID & 7213 CCM 241E BRSNS AR IE 72
CCM %15

 Timeout : CCM % A A7 U b

- PortState : A" — hfEEF @O CCM %15

* RDI : [EFE i H@E%1 0> CCM A3

BEEE M L TWRWEEIE, "2 RFLET,

MAC

JE— h MEP ® MAC 7
FL =R

Time

12 CCM Z3%2{3 LTI

A

yyyy/mm/dd hh:mm:ss 4=/ A/H Wg53 5

Interface

JE—hMEP DA %7
x— AAREE

2123458 L7z CCM N ® InterfaceStatus 0)IRHE

- Up : Up iktE

- Down : Down JRHE

- Testing : 7 A b

- Unknown : JREEAHH

- Dormant : M A X RMEBH

- NotPresent : f > % 7 = — ADHEFKIEFR A2 L

- LowerLayerDown : FALL A VA > & 7 = — 273 Down
bIN

KIERDPZAF CCM WITHIE L Z2WGEIE, ""e R L

£7

Port

U E— k MEP O7R— Mk
He

Be#%125%15 L 7= CCM PN PortStatus 0K HE

- Forwarding : #xp6fkAE

- Blocked : 7' 1 v % v 7R

KIFRDPZAZ CCM WITHTE L Z2WGEIE, ""e R L
£7

RDI

U E— [ MEP DFEEM%n
NI

UE— M MEP CHEEZBRML TS Z AR LET,
B%ICZE L7 CCM NICE £15 RDI 7 4 —/L ROk
eTd,

n : FEEZ B
BEEARI L TWRWESIE, "2FR R LET,

Chassis ID

UE—hMEP DY ¥ —¥
ID

B1%125%{2 L7~ CCM N Chassis ID Off#H %= LE
j—o

Type

Chassis ID @ Subtype

Info THRR SN2 IEHMOFE

+ CHAS-COMP : Info IZ Entity MIB @ entPhysicalAlias

+ CHAS-IF : Info | interface MIB @ ifAlias

+ PORT : Info i Entity MIB @ portEntPhysicalAlias

* MAC : Info iZ CFM MIB @ macAddress

* NET : Info % CFM MIB @ networkAddress

* NAME : Info /¥ interface MIB @ ifName

+ LOCAL : Info % CFM MIB @ local

AIEWAZIE CCM WITIFE LR WAL, "L FoRL
£7,

AMEE D DIEFT DA HRIT, Type & MAC L LT,
Info THRR SN DIHHITIEE MAC T RLAEMEH L E
7
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FKRHE R FONFEEER
Info Chassis ID @ Information Type THRR XN D IEHH
KIGHRDZ(E CCM WIZHTEL R WA, ""E R AL
£,
[BE~NDEE
L
[FEEHE]
L
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show cfm fault

CFM @ CCIZ Lo TR L7-REEFERER &, BEOX oTF &5/ CCM OIFRER R LET,

[AARK]
show cfm fault [domain-level <level>] [ma <no.>] [mep <mepid>] [{fault | cleared}] [detail]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]
domain-level <level>
RELI RAA L YLCB DREEHRZ 2R L ET,
ma <no.>
FEE L7z MA BB 5 2B D EEF e Zor LET,
mep <mepid>
fEE L7 MEPID (2R3 D EEH# &2 Zor L £
{fault | cleared}
fault
Bnh OEERHRIZT 2R LET,
cleared
PRI H DI EHRIZT 2 RN LET,
HINT A —HEWER OEE
Kawr FiE, NIA—FEZEELTEORMEY T 2HERIEZT2RRTEET, "TA—F%4F

ELRWEEE, FELRELRVWTHERERRLET, BRONT A—FEBELELEIE, £h
ZNORMICFERICEE Y T 2R R LET,

detail
PEE ORI A £R LE T,
ENAV AP £ I SIll(E
EEOY~ ) —fHFREF R LET,
TRTDONT A—ZEIEREDOEE
TRTCOEEOY~ ) —HFREFRLET,

(=170 1]
CFM [EEOV~< U —FRE2ERLET,

B 44-6 EEFEHROKRTH

>show cfm fault

Date 20XX/03/21 10:24:12 UTC

MD:7 MA:1000 MEP:1000 Fault Time:20XX/03/21 10:15:21
MD:7 MA:1010 MEP:1011 Cleared Time:-

MD:6 MA:100 MEP:600 Cleared Time:-

>
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[R1761 1 DFRRERA]

& 44-6 [EFEHORTAR

KRIEH B RTFEMIER
MD RAA L LL 0~7
MA MA 555112 = AT 4T L—a UTRIE L MARBIE S
MEP MEP ID K& D MEP ID
Fault e 2 A e R —
Cleared I S AR 3 —
Time il s MEP CREE &% L 72 Rl
R OBEEZ RN LTV L5E1E, BEE R LR E2RR
LET,
yyyy/mm/dd hh:mm:ss  4E/A/H Wg53 5
PEE RN S NG AR R LET,
[E1741 2]

CFM DOEEOEMER AR R L E T,

44-7 [BEEOFHMIEHRDORTA

>show cfm fault domain-level 7 detail

Date 20XX/03/21 12:00:15 UTC

MD:7 MA:1000 MEP:1000 Fault
OtherCCM : -
ErrorCCM : -
Timeout
PortState: -
RDI L=

MD:7 MA:1010 MEP:1011 Cleared
OtherCCM : -

RMEP:1001 MAC:0012.€220. 11al VLAN:1000 Time:20XX/03/21 11:22:17

© On RMEP:1001 MAC:0012.€220. 11a1 VLAN:1000 Time:20XX/03/21 11:42:10

ErrorCCM : -
Timeout - RMEP:1001 MAC:0012.e220.22a1 VLAN:200 Time:20XX/03/21 10:22:17
PortState: -
RDI D=
>
[3£17 2 DR RERHA]
xR 44-7 BEEOFHEMEHRORTINE
KRIEH =13 RTFEMIER
MD RAAL L LL 0~7
MA MA R avT7 47— a3 TRIE L MARBIE S
MEP MEP ID A& D MEP ID
Fault P AR —
Cleared i S R T s -
OtherCCM fEE L ~UL 5 1EO MAIZBT %Y E— k MEP 205 CCM 2515 L7z
1E730D MA 725 CCM %{E ZEERLET,
On: EHEHY
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#*RIEH 2R FONFEEER
- EERL
ErrorCCM RS LUl 4 F—® MAIZET 5 Y E— bk MEP 25 #4572 CCM %%
57 CCM %35 FLzZ L& aRLET, MEPID £721% CCM X(E kR
EoTWNET,
On: [EEHY
- EERL
Timeout P L~ 3 UE—h MEP 225 CCM %5 L T\ W2 L &R L E
CCM % A LT 7 k EE
On:[EEHY
- EERL
PortState fEE Ll 2 UE—k MEP 25 R— MEE 28504 5 CCM 2315 L
VE— |k MEP OF— MEE | EIEEBRLET,
On: [EEHY
- EERL
RDI fEEL L1 U&— bk MEP 2 bEER 28 %5 CCM Z3%15 L7z
V&— b MEP CHEFER T ZeERLET,
On: [EEHY
- REER L
RMEP U &— h MEP ID BEERMOEZ ST &> CCM DY E— | MEPID %
~LET,
MAC JyE£—hMEP D MACT FL | —
A
VLAN CCM %15 VLAN —
Time R A N IR B & AR L 7o R
yyyy/mm/dd hh:mm:ss  4F/A/H Bg55 5
LRIE~DEE]
7L
CXrE=mE]

Down MEP 3 E L T\ 51 > Z 7 =— AN Down IRFEIC 72 o 72354, 3% MEP OREEHEHENHIBRS N E

B
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show cfm |2traceroute-db

2traceroute =2~ > R CH&A L7V — FRBIUL— F LD MP OE#H %R/~ LE T, Linktrace 7 — & ~N— A&
B SN TV AEHREFR R LET,

[AARK]
show cfm |2traceroute-db [{remote-mac <mac address> | remote-mep <mepid>} domain-level <level>
ma <no.>] [detail]

[AAE—F]
e —PE— FRBLOEEEHEEE— N

[R5 A—=4]
{remote-mac <mac address> | remote-mep <mepid>}
remote-mac <mac address>
N— N EFFT D556 ) E— b MEP £72EMIP O MAC 7 R L AZHRELE T,
remote-mep <mepid>
N— N EFFT D556 Y E— F MEPID 2 L £77,
domain-level <level>
5656 Y € — b MEP £72(XMIP BFTET 2 FAA VLAV EIREL £,
ma <no.>
eV & — b MEP £7213 MIP 2SETJ& 4% MA @B 5 25 E L £,
detail
=k &=k LD MP OFMIERER T LET,
KRNT h— 2 B W OB
N— MERIZTEFRLET,
FTARTORT A —Z B OB
Linktrace 7 —# _X—ANDFT R TO/L— MERERTLET,

[ZE4THI]
Linktrace 7 — & N — A THFHMOFEMER T 2 TR L E T,

B 44-8 Linktrace 7T— 42 N—XIEHMD FE MR Rl
> show cfm [2traceroute—-db remote-mep 2010 domain-level 7 ma 2000 detai l
Date 20XX/03/15 10:30:12 UTC
L2traceroute to MP:2010(0012. €220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/14 17:37:55
63 0012.€220.10a9 Forwarded
Last Egress : 0012.e210.2400 Next Egress : 0012.e220.10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228. 10a0
Ingress Port MP Address: 0012.e220.10a9 Action: 0K
Egress Port MP Address: 0012.e220. 10aa Action: OK
62 0012.e228.aa38 NotForwarded
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Last Egress

Relay Action:

Chassis ID
Ingress Port
Egress Port

(& REREA]

= 44-8 Linktrace T—H2 X—X

: 0012.e220. 10a0 Next Egress

: 0012. e228. aa30
MacAdrTbl|
Type: MAC
MP Address:
MP Address:

Info: 0012. e228. aa30
0012. e228. aa38 Action: OK
0012. €228. aa3b Action: Down

EHROFMRTAR

RRIEE

=0k

RREHIBIER

L2traceroute to
MP:<remote mp>

5656 Y F— b MEP £7213
MIP ® MAC 7 I L A

5655V E— bk MEP £721X MIP ® MAC 7 K L &
<remote mac address> : 465¢ U € — k MEP £ 721X MIP ®
MAC 7 R L 2 &457E LA

<remote mep id>(<remote mac address>) : s64¢ V E— b
MEP ID Z#57E L7 HE

Level RKAA L 0~7

MA MA 555113 = a7 4 7 b— g CERIE LT MA#BRBIE S
MEP MEP ID & D MEP ID

VLAN VLAN ID %{57C VLAN ID

Time EAEwEZ yyyy/mm/dd hh:mm:ss 45/ /H FE5y 8

<ttl> Time to Live 0~255

<remote mac address>

S MP D MAC 7 R L&

Jb— MERRIZIRZE L7 MEP £721X MIP ® MAC 7 R L
A

Forwarded Yo7 hL—RRAvE— WEMP WY 7 ML —ARA b —UhERIELIZZ &%
Rk ~LET,
NotForwarded Yo7 hL—RRAvE— WEMPBRY 7 ML —ARXA b —UhERIE LR T2
EISIReS ZEERLET,
Hit 34 E=— h MEP F£721% a4c ) E— F MEP 721X MIP 25D & 2~ LET,
MIP 75 DG
Last Egress Vo7 hL—RA R yE—V Voo hb—R Ay —U%lneE LB 2T 5
[ oA A MAC 7 RL &
BIEFERPZEFEY 7 NL—RA U T T A NITIFIE LW
A, "rEFRLET,
Next Egress ) VI hL—RAyE—Y Vo7 hb—RAyE—VO%E LB ZHNT 5
ZIEEEE OWH T MAC 7 F L A
AERPZEY 7 F—R U T T A NITFIE LW
B, "ERRLET,

ARLERE 7 D ARE AR T 2 ARG BIE, 2EMAC T R
LV AZERLET,

Relay Action

Yo7 hb—ZRAvt—v
DEREILEL ST 1

Vo7 hL—2 X v — OEREAFL 1A

- RIyHit : 565V & — b MEP %7212 MIP [ZEZE L /=D
T, Vo7 b —RARX =TV %EEL TN

- MacAdrTbl : MAC 7 RL AT —7 A ZfEHLTY v ¥
M—Z2RXA b=V %ERE LT

* MPCCMDB : MIPCCM 7 —4# X—2X & LTV 7
PL—RARX =T hERELT

S MP LA LDISET, Vo7 PL—RA A vE—v

BHRIE Lo TG E 1Y, e RRLET,
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RRIEE

AN

KR HIER

Chassis ID

R MP O % —3 ID

Vo7 bb—=RAUTITAZREFELIZMP DY ¥ — 1D

Type

Chassis ID @ Subtype

Info THRAR S 45 IHHROFER]

+ CHAS-COMP : Info IZ Entity MIB @ entPhysicalAlias

+ CHAS-IF : Info i interface MIB @ ifAlias

+ PORT : Info I% Entity MIB @ portEntPhysical Alias

* MAC : Info i CFM MIB @ macAddress

* NET : Info % CFM MIB @ networkAddress

+ NAME : Info /% interface MIB @ ifName

+ LOCAL : Info /¥ CFM MIB @ local
ARIERNBZEFY 7 FL—R Y T T A NITHFIE LR
f/lE, "ERRLET,

AIEEDN HIEET HAMERIL, Type % MAC & LT
Info TRRENDIHEMICEE MAC T FL AL L E
7

Info

Chassis ID @ Information

Type TR ENDHIEH
AIERNZEV L7 FL—2R Y 75 4 NIEE LR
al, "ERRLET,

Ingress Port

Yo s hb—RAAyE—¥
%15 L2 MP OR— M
H

MP Address Vo7 hL—RAvB—¥ Vo7 hb—RARAvE—U%%E L7 MP O MAC 7 R
ZELEMPOMACT FL | L&
A AERNZEY 7 FL—R Y F T A PITHEE LW
aix, EFRRLET,
Action Vo7 hL—RAA =Y FILEDOY 7 FL—ARX v —U%ZE L MP OR
ZIER— FREE — MREEERLET,
- OK : IE%
- Down : Down }RHE
- Blcked : Block }kHE
*NOVLAN : U > 7 hL—ARX vE&—D VLAN iR E7R
L
AIERNZEY 7 bL—R2 ) 7T A NICIFE L2V
Blx, ""EeFERLET,
Egress Port Vo7 hb—ARXvk—v —
HEE MP DR — M
MP Address Yo hL—RAvE— Vo7 bLb—RARA 9=V HBEEFELER— D MAC T
LA R— MO MACT RLZ | KL
AIERNZE) 7 bL—R2 ) 7T A4 NICTFE L 72\
Ak, "EFRRLET,
Action Vo7 hL—2RAvE—¥ BIEFBOY 7 FL—ARX v =V ZRE LT MP OR

FRpE AR — MRAE

— L DIREE

- OK : IE®

 Down : Down iRHE

- Blocked : Block JRHE

*NOVLAN : VU7 hL—ZA X vE—T® VLAN RER
L

KIERPZEY 7 FL—R YU 7T A NITEIE LW

aBiE, rEFRRLET,
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[BE~NDFE

L

CEEFE]
Linktrace 7 — % R — R ZBGRCT & H0— b EORBHA B2 TRIE LIIEEOHRITZ RS EE A,
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show cfm statistics

CFM Otz Zm L £,

[AHRH]

show cfm statistics [domain-level <level>] [ma <no.>] [mep <mepid>]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

domain-level <level>
FRE LT RAA  L~YLZBY 5 CFM O#fEHE 2 &RR L £,

ma <no.>
FEIE L7z MA GBI 512 B9 %5 CFM Ot aRnr L£7,

mep <mepid>
f57E L7z MEPID I[ZB89 % CFM Oftatila £ LET,

KT A — Z B O R
Kavwr FiE, NIA=FEHRELTEORMTEY T OHERIZT2RRTEET, "TA—F %45
ELRWEEIE, FMEZRELRNTHERERRLET, BRONTA—Z2RELLEIE, £h
ZUDORMICFERFICEEY T 2 HREeR R LET,

TRTONRT A — 2 HWEOBNE
T _TO CFM OFfiHERE R T L E T,

[ZE1740]
CFM OHtatE#RE R R L E T,

B 44-9 CFM Q#fatiEmD &R RGB!
>show cfm statistics domain-level 3
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain_3
MA 300 Name(str) : Tokyo_to_Osaka_300
MEP ID:10 0/47 (Up) CFM:Disable

COM Tx: 80155 Rx: 784 RxDiscard: 6
LBM Tx: 2 Rx: 11 RxDiscard: 1
LBR Tx: 12 Rx: 2 RxDiscard: 0
LTM Tx: 0 Rx: 0 RxDiscard: 0
LTR Tx: 0 Rx: 0 RxDiscard: 0

Other RxDiscard: 0

MIP Information
0/48 (Up) CFM:Enable

CCM Tx: - Rx: - RxDiscard: -
LBM Tx: - Rx: 0 RxDiscard: 1
LBR Tx: 0 Rx: - RxDiscard: -
LTM Tx: - Rx: 3 RxDiscard: 0
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44 CFM

LTR Tx: Rx: - RxDiscard: -
Other RxDiscard: 0
>
[F~EREA]

% 44-9 CFM OffsHEHRORTHNE

*x~IEH =1 FREIER

Domain Level <level> RAAL v L~YLl R <level>: RAA L ~UL
AA TR Name:- : KA A A& H L

Name(str):<name> : R A A 4 FRIZSCT51 % ff
Name(dns):<name> : KX A VR KA A R — 2
— A\ &

Name(mac):<mac>(<id>) : K XA > 4FIZ MAC 7 KL
2 & ID A

MA <no.> MA 55 & MA <N0.>: AT 4 JL—3 3 VERERO MA #EIE 5
Ea0) Name(str):<name> : MA 44 #2305 % fif
Name(id):<id> : MA 44 #R\Z 5l % 15 1
Name(vlan):<vlan id> : MA £ #:Z VLAN ID %
MEP ID ARIEE D MEP ID -

<nif no.>/<port no.>

H— N EH

MEP O &R — & &

CH<channel group number>

F ¥ T TIN—TF

=2

MEP OF v x NV TN —T&K 5

Up AR— ~ 2% Up ke R—bF2RNUplREETHABZ LE/RLET,
Voo T TN =y a OE, FyrIa—7m
UpRiETHAZ a2 LET,

Down AR— k2% Down IREE AN— F DownIREETH D Z L A/RLFET,
Voo T 70— g DA, Fry Al —7m
Down JREETHH Z L Z/R L ET,

CFM A— D CFM OEHA | MEP 2 AT/E 3 54— F D CFM DiE R RE

N

Enable : 7IR— k@ CFM 23 iEH
Disable : "— k@ CFM 7M1k

MIP Information

MIP 15 #

<nif no.>/<port no.>

A R

MIP DR — =

CH<channel group number>

Fx FIVTN—T
5

MIP O F % 3V T )N—T T 5

Up AR— 73 Up IR R—rRUpREETHDLZ LERLET,
Voo T7 70—y a OB, Fy R In—770
UpRETHDZ L ERLET,
Down AN— 7 Down JRHE AN—rN Down REETHD Z L E R LET,
Voo 77V F—a s, Fx g —7n
Down JKEECH D Z L ZRLET,
CFM A— kD CFM DEH | MIP 23T &3 % 48— ~ @ CFM DK EE
UN = Enable : 75— ko CFM 7235
Disable : 78— k¢ CFM Mz 1k H
CCM Tx CCM 5%k MIP DA IE"-" 2R R LE T,
Rx CCM ={5% MIP DA IE"-" 2R R LE T,
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=rIEH Bk FORFHIERR
RxDiscard CCM BE3Esk MEP D341, kD CCM ZFEFEL 7,
- 74—~ v FRERF 2 CCM
- 1Z/ D MA ® CCM
- AAEFE R E S MEP ID LR U MEP ID @ CCM
- REEEO MA L XERRER R 5 CCM
MIP D& IT"-"2FR LET,
LBM Tx N—FRy 7 Xyt | MIP OFEIT" "2 FRLET,
— Uik EEk
Rx N—T Ry 7 AvE —
— U E
RxDiscard N—T Ry 7 Xyt | ROVL—F RNy 7 Xyt —I5FERELET,
— VB C Ty NRRERAN—T RNy I X —
*SEEMAC 7 RL AN, ZfEMP D MACT KL A FE
72X CCHO~LF Xy A N7 RLARLSDNL—T
Ny I Ayt—
cEEILMACT FLABRCCHERIZV V2 FL—
ZHONLNTF XX A RT RLADNL—TF Ny 7 A v
-
« MIP DA, 565 MAC 7 K L ZA13%1F MIP @
MAC 7 RL AL DI —T Ry 7 Xy t—
LBR Tx N—T Ry 7V TZ —
A EEH
Rx N—T Ry 7 V7T | MIP OBEEIF-"2F R LET,
A ZEH
RxDiscard N—"T RNy 7 UTFT | MEP DE, ROL—T Ny 7 )7 T4 ZFEELE
A BEFEH 7
s T F—~y NRBRERN—T R 7 VT T A
- 505 MAC 7 R L 278 MEP ® MAC 7 R L % & 572
DN—T N7 VT4
CEHETLMACT RLARSTALTF XX A NT RLZAE
SO e —RE¥y AT RLVADOAL—T Ny 7 )
74
- Loopback Transaction Identifier 2334{5 L 72V — 7" /N v
TAE—VDEERRIN—T Ny VT T4
cEH v RTRE LIS E bR RER % 1023
L= Ry 7 V754
MIP DEEIT" "2 F R L ET,
LTM Tx Vo7 hL—2Ay | MIP DA -"2F R LET,
- VEEK
Rx Uo7 hL—RA Ry —
T—UEK
RxDiscard Vo7 hL—2Ay | ROV I FL—ARA vt —UEFERLET,
- VBT c T gp—~y MRBEERY LI FL—RA R v E—Y
SLTMTTLENR O DY > 7 FL—RA A wbE—
S MAC T RLAR, V7 hL—AHO~ LT
XY AT RLRAEIFZEMP O MAC 7 R &
ERBEDI T NL—RARX yE—Y
U R —RYTFTABEEFETE VW 7 b
—ARA -
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FRIEH =\’ 3 FORFHIERR
LTR Tx Yo hr—207 | —
T A E55%
Rx Vo7 hL—2U7 | MIP DBEEIT"-"2FRLET,
74 =55
RxDiscard Vo7 hb—2AU7 | MEP DA, ROV hL—RU T4 ZREELE
T A BEFEEL T

T F =y "RBRER) T R L—R YT TA

- ZiE MAC 7 R L A03521F MEP @ MAC 7 KL R &
BV FL—RYT T4

+ LTR Transaction Identifier D723 > 7 L — & % v
t—UDHERRD) T N L—R Y T T A
CEf o~y FTRE LA OIFRBiRE %I ZE
L7V FL—RAU T T4

MIP DB I A2 FRLET,

*Dfthd> CFM PDU
DBEFELL

Other RxDiscard

KO CFMPDU %4 7> b LET,

« KH 7 — k> CFM PDU

“MIP CZELIZA—T Ny 7 VT 54,
—2AVTIA4

I/ N

LBE~NDEE]
L

CEEZHE]

L
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clear cfm remote-mep

UE— NMEPEREZZ VT LET,

[AHRH]

clear cfm remote-mep [domain-level <level> [ma <no.> [mep <mepid> [remote—mep <mepid>]1]1]1]

[AHE—F]
g —PE— P L OEREFRET— N

(/X5 A—=4]

domain-level <level>
FRELIE RAAL L YLCB$ 5 U £ — b MEP {5 %& 27 V7 LET,

ma <no.>
R L7z MA % 512BI3 % U £ — b MEP fi#z 2 U 7 LE,

mep <mepid>
fAE L7 MEP 1B %5 U £ — F MEP ffliz 7 U7 L £,

remote-mep <mepid>
fRE LY E— h MEPID OfE#H% 27 U 7 LET,

HNT A — HAEWER OEE
Kavwr FiE, NIA—FEHRELTEORMTEY T 2HERIETZ 2 VT TEET, NIA—F%
FBELRWESIE, FEERELRWTHEREZZ VT LET, BRONT A—FEHEE LA,
ZNENDOFMECRFFICE ST o Hme 7 V7T LET,

TRTONRT A —Z W OEE
T_RTOYE—F MEP DE#HREZ VT LET,
[ZE1T740]
UE—RNMEPE#HRZZ VT LET,

X 44-10 1) E— b MEP &8RO Y 1) 7 DEITH
> clear cfm remote—mep
>

[RREREA]
2L
[(BEE~NDFEE

L

CEEFHE]

2L
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clear cfm fault

CFM OfEEFEHRZ 27 VT LET,

[AHRH]

clear cfm fault [domain—level <level> [ma <no.> [mep <mepid>]11]

[AAE—F]
— R —PE— FB L OEREEHEET—

(/X5 A—=4]

domain-level <level>

BELLE AL VLT DEERHREZZ VT LET,
ma <no.>

FEE L7z MA BB 5 2B D EEEwE 7 V7 LET,
mep <mepid>

fEE L7 MEPID (ZB3 D fEEH#E 7 U7 LET,
HNT A — S AR OEE

AKawr NE, NIA—FEERELTEORMPICTHYTOERLET 22 VT TEES, "TA-F %
FELRWEEIE, FMEERELRNTHEREZZ V7 LET, BRONRT A —FE2HELIZLEIT,
ZNENOFRMFICRRFICE YT o E®mE 2 VT LET,

TRTONRT A —Z W OEE
TRCOEERHREZ VT LET,

[ZE1740]

CFM OEEERE 7 V7 LET,

K 44-11 CFM OEEEHRY ) 7 DETHI
> clear cfm fault
>

[FRREREA]
el

2L

CEEZEHE]

2L
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clear cfm |2traceroute-db

CFM O Linktrace & — Z X—ZADEHRAEZ 7 V7 LE T,

[AARK]

clear cfm |2traceroute-db

[ABE—F]
=T —- B I OEEEREE—

(/NS A—42]

L

[E17451]

CFM O Linktrace & — % N—AfFW%E 7 U 7 L£7,

K 44-12 CFM O Linktrace T—4 N—X &Y ) 7 DETHI
> clear cfm |2traceroute-db
>

[FREREA]
L
BIE~DFE]
L

CEEZHE]
L
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clear cfm statistics

CFM OftEtHE®RE 27 V7 LET,

[AHRH]

clear cfm statistics [domain-level <level> [ma <no.> [mep <mepid>]]1]
clear cfm statistics [domain-level <level> [mip] [port <port list>] [channel-group—number
<channel group list>]]

[AAE—F]
—m— P E— RIS K OSEREEE T R

(I35 A—=4]
domain-level <level>
BE L RAL v LoOLICBT 5 CPM OftatE®RE 7 V7 LE T,
ma <no.>
FRE L7z MA #BIEZI2BT 5 CFM OffigHE#E 27 V 7 LE T,
mep <mepid>
fgE L7= MEPID (ZB93 % CEM O#tiHE#HRE 7 U 7 LE 7,
mip
MIP (ZB9" % CFM OffiEHEHRZ 7 V7 LET,
port <port list>

TRE LA — FEZIZBT 2 CFM OfaHE#RZ 27 UV 7 LET, <port lis>-DFFE T LB L OMEOHE
FEAIZOWTIE, (INFA—ZIZIBETE HE] 22 L T EEW, 7P, <port list>I<switch no.>
EEERVEATHEL T EIN,

channel-group-number <channel group list>
BEV 7T 7V —varoFy T A—7 ()R MERX) 1IBT 25 CFM O#iHE#RZ 27 V7 L
F7°, <channel group list>DFEEHFIEICHONTIE, (/3T A—HITIEETE 5] 22RL TS
W,

KT A — ZEREIRF O ENE

Kavwr FiE, NIA—FEZEELTEORMTELY T 2HERIETZ 2 VT TEET, NTA—F%
BELRWERIT, FMERELRNTEREZZ VT LET, BRONT A —Z2EELIZLEI,
ENENDORMFCFERHIE Y T 2 mE 7 V7T LET,

FTRCONRT A — X EEEFOEE
T _TOH CFM OiffittEwE 27 V7 LET,

(17411
CFM OfEFHE®RZ 27 V7 LET,

44-13 CFM O#fsEHE®RY ' 7 DEITHI
> clear cfm statistics
>
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[FEREA]
L

BE~DEE]
L

CEEZHHE]
L
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44 CFM

restart cfm

CFM 7' v 7' 7 A& HiEdh L E9,

[AHRH]

restart cfm [-f] [core-file]

[AAE—F]
—fm e — Rk OB T —

(/X5 A—=4]
-f
FEBIfEEA v E—YR LT, CFM 7R 7 A& RS L ET,
ENAV S S -1 S SlliE
WEBA Y E—VEBMNLET,
core-file
HRBRIC2T 77 A VAR LET,
KRT A — 2 B OEE
ar7rANnEHLEE A,
FTARTONRT A —ZHIERFOBE
HEDERA v -V LicbE, CFM 7'r Y T LA EFHER L ET,

[ZE4TH1]
CFM 7 u 7' Z A& HiEdh L £,

X 44-14 CFM 7045 LHBREEDEITH
> restart cfm

CFM program restart 0K? (y/n): vy

>

[&RREREA]

2L

[(BEE~NDFEE

L

[EEEIA]
AT T ANDEMNT 4 L7 N BIOAFNIKRO LB TT,
¥eAT 4 L7 N U : Jusr/var/core/
27 7 7 AV : cfmd.core

BEZ 7 ANVBT CTIFETAHEAERESRMIC EEESTLOT, NERLIE, 7740 EHLNTDNY
77 o7 LTEBNTL I,
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dump protocols cfm

CFM 7’1 7 Z ZCTERH L TW D REMIA N b b L— 2 fFiEs L ORI T —7 e 7 7 A v~ L&

7

[AARK]

dump protocols cfm

[AAE—F]

—fr—PE— FBLOEEEHEE— N
[INTA—4]

L

[E1741]

CFM 7’0 7T LD R T2 L £7,

44-15 CFM 7R 5 LA Y THREOETH
> dump protocols cfm
>

[F~aREA]
L

[BE~NDFEE]

L

CFE=IE]
BRIUERO ) 7 7 A VOIENT 4 L7 B BIOAFIIRD LBV TH,
T 4 L7 R U fusr/var/cfi/
H717 7 A )V : cfmd_dump.gz

BEZ 7 ANVNT CIFET DB EBREHICEEETL2OT, B RLIE, 7740 E2H0LNn0HNy
IT oL THENTLLIEEN,
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45 LLDP

show Illdp

LLDP O Eff#ds L OBREIEE A FoR L £,

[ABRERK]
show |ldp [port <port list>] [detaill

[AHE—F]
g —PE— P L OEREFRET— N

[INTA—=4]
port <port list>
fBE L72R— b LLDP 1WA £ R L ET,

<port list>DIEE S 1ER L MEDHEEHHIC OV TIE, [R5 A—ZITHEETE AH] 28K LTLE
X,

RRT A — 2 B W OBYE
FTRCOKR— O LLDP [F#E#RRLET,
detail
AZEE O LLDP R EH I K OBk LB @A MR R LET,
RNT h— 2 B W DB
AZEE O LLDP R EH I K OBk LB R A A R LET,
FTRCORT A —Z B OB
AAEHE D LLDP R ETHHIS L OT N CORBIEEE R A SRR L E T,

(=170 1]
LLDP R EHEROE LR RFATH HZRITT LET,

K 45-1 LLDP :jREH LK UEEIEROE 5 R TH

> show |ldp

Date 20XX/11/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012. 268. 2¢21
Interval Time: 30 Hold Count: 4 Std TTL: 120 Draft TTL: 120

Port Counts=3
1/0/1 (CH:1)  Link: Up Neighbor Gounts: 2

1/0/2 Link: Down Neighbor Counts: 0
1/0/3 Link: Down Neighbor Counts: 0
>

[E176 1 DFRRERA]

& 45-1 LLDP BES L UBEFEROBE SR

#=rIEH =Y FoREHATER
Status AHERE D LLDP Hpe DR EE Enabled : LLDP #BeEh{EH

Disabled : LLDP #gE{= 11 i
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45 LLDP

=RIER Bk FonEHTER
Chassis ID AIEE D Chassis 1D —
Type Chassis ID ¢ Sub type MAC : Info TR E N5 EHHIZIMAC 7 F L
A
Info Chassis ID @ Information REEED MAC 7 KL A
Interval Time ARIEE R E & 72 LLDPDU %8 | 5~32768
ks ()
Hold Count BEpEEEE @ d 5 LLDPDU f#££F | 2~10
B A2 B H % 72 @ Interval Time
I B R
Std TTL IEEE Std 802.1AB TE)fEL TV 5B | 11~65535
BEIEE I C@AI9 5 LLDPDU f5#s
M #)
Draft TTL IEEE 802.1AB Draft 6 TEIfEL T\ 10~65535

7 BEpEEE 2@ A9 5 LLDPDU i
R ()

Port Counts A=K oy 7 4 7 b—3 3 3= K ldp enable 23
BRESNTWSR— MK
<switch no.>/<nif no.>/<port | N — h&E= BMERRTDIHR— bDOAL v FEE, NIF

no.>

Ty, A— &=

CH F ¥ RN T N—TE YA — SR TF v RV T N—TICRT D5E
WZRRLET
Link AR— MIRRE Up : &R— bk Up ifkaE

Down : 78— k Down JRHE

Neighbor Counts

PR E AL

YA — FOMREF L OV D S E R MO 3

[R174 2]

detail /N T A — Z$5IERF D LLDP & HRFRETH 2 KITR L ET,

45-2 LLDP [/EH & UBHEEROFHEME TG

> show |ldp detail

Date 20XX/11/09 19:16:34 UTC

Status: Enabled
Interval Time: 30
System Name: LLDP1

Chassis ID: Type=MAC

Hold Count: 4

Info=0012. e268. 2¢c21
Std TTL: 121

Draft TTL: 120

System Description: ALAXALA AX2340S AX-2340-48T4X [AX2340S-48T4X] Switching software Ver. 1.0

[0S-L2N]

Management Address: 192.168.100. 1
Total Neighbor Counts=2

Total Std Neighbor Counts=1

Total Draft Neighbor Counts=1

Port Counts=3
Port 1/0/1
Link: Up

(CH:1)

PortEnabled: TRUE
Std Neighbor Counts:
Port ID: Type=MAC

1 Draft Neighbor Counts:
Info=0012. €298. 5¢c0

Port Description: GigabitEther 1/0/1

Port VLAN ID: 10
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VLAN Name: ID=10, 100-102, 4093
Std Neighbor 1 TTL: 110
Chassis ID: Type=MAC Info=0012. 268. 2505
System Name: LLDP2
System Description: ALAXALA AX3660S AX-3660-24T4XW [AX3660S-24T4XW] Switching software
Ver.12.1.G [0S-L3M]
Port ID: Type=MAC Info=0012. €298. dc20
Port Description: GigabitEther 1/0/5
Port VLAN ID: 10
VLAN Name: ID=10
VLAN Name: ID=100
VLAN Name: ID=101
VLAN Name: ID=102
VLAN Name: I1D=4093
Port 1/0/2
Link: Down PortEnabled: FALSE AdminStatus: enabledRxTx
Std Neighbor Counts: 0 Draft Neighbor Counts: 0
Port 1/0/3
Link: Up PortEnabled: TRUE AdminStatus: enabledRxTx
Std Neighbor Counts: 1 Draft Neighbor Counts: 0
Port ID: Type=MAC Info=9424. e144. 56b4
Port Description: GigabitEther 1/0/47
Port VLAN ID: 1
VLAN Name: ID=1
Std Neighbor 1 TTL: 16
Chassis ID: Type=MAC Info=0012. e24e. 368¢
System Name: KOM#IP38
System Description: ALAXALA AX3660S AX-3660-48T4XW [AX3660S-48T4XW] Switching software Ver
12.1.R [0S-L3M]
Port ID: Type=MAC Info=0012. e24e. 36be
Port Description: GigabitEther 1/0/47
System Capabilities: Bridge, Router
Enable Capabilities: Bridge, Router
Port VLAN ID: 1
VLAN Name: ID=1

[E17I 2 DFRRERA]

%= 45-2 BEE®D LLDP SZEHMERT

KRIEH BR TR
Status AAEE D LLDP FfE DR AR Enabled : LLDP FgREBh{EH
Disabled : LLDP §#EFS 1k
Chassis ID A1 O Chassis 1D —
Type Chassis ID @ Sub Type MAC : Info TRRENA1HHIZTMAC 7 FL-*
Info Chassis ID @ Information RIEED MAC T R LA
Interval Time ALEE IR E S U7z LLDPDU %121 | 5~32768

bE (1)
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FRIEH =0 FREFHTER

Hold Count B S (@4 5 LLDPDU fRERR: | 2~10

RizZE 4 5790 Interval Time (Z%F

ERAIERS
Std TTL IEEE Std 802.1AB TEI{EL TW 5 | 11~65535

SEE AN 5 LLDPDU fR:F7ER

()

Draft TTL IEEE 802.1AB Draft 6 THEIfEL TV % | 10~65535

A5 (@95 LLDPDU £REFRE
M ()

System Name

RHEE O System Name

a7 4 7 L—v 3z~ K hosthame ®
name /X7 A —X CiRE L7375

Ay 7 47— g CTRIE L T ARNEAR
BRLEEA

System Description

ARIETE D System Description

MIB(sysDescr) & [/ U 3¢5

Management Address

LLDP DT KL A

ARLEENEET D LLDP ZHLT KL R

IPvd 7 RL 2 £ 7213 IPv6 7 R L%

a7 4 S —a VTRE L TWRRWEAIE
FrLERA

Total Neighbor Counts

ARZEE BT LT D BB E Of gk

AHEEAREF LT D B E RO
0~-100

Total Std Neighbor
Counts

FoRKIE D |EEE Std 802.1AB THE{E
LT\ 5 Rk o

IEEE 802.1AB Draft 6 TEI{E L TV 25 BEpidEmE
DR EEHET A

Draft Neighbor Counts

FoRKIE: D |EEE 802.1AB Draft 6 Tl
PEL TV D BB E O

Port Counts

A M

a7 47— a3 a< K ldp enable 233
ESINTHAR— NI

Port WA — & <switch no.>/<nif no.>/<port no.>

CH F v RNV T N—TEE BHAR— MRTF ¥RV TN—T BT IHEAI
KRLET

Link WHIR— ROV 7 ikkE Up : A"— b Up ke

Down : 7"— b Down iKRE

PortEnabled

LLDP @h/ERI AR RE

TRUE : LLDPDU %5213 A GEIKBE
FALSE : LLDPDU X%52{E R~ Ak fig

AdminStatus

LLDP FELIRRE

LLDP Bi{E R D& HLIR AR

enabledRxTx : LLDPDU 3% 15 Al i

ay7 4 L—3ara< R lldpenable &%
1TLAR— TR — MEREERTDHD,
enabledRxTx [#HE & 72V F£9°

Std Neighbor Counts

IEEE Std 802.1AB THEifE L T2 BikE
e

AR — FMERE LTV 5, |IEEE Std 802.1AB
THEMEL T2 IS E WO
IEEE 802.1AB Draft 6 TEI{EL TV %
BEEHEEAL

Phede

Draft Neighbor Counts

IEEE 802.1AB Draft 6 TEI{EL T\ %
e [ A

U AR— FMERF LTV, IEEE 802.1AB
Draft 6 TEIE L T\ 5 BEpEEE E R D%

Port ID WEER— M@ Port ID —*
Type Port ID @ Sub Type MAC : Info TR SN D HEHRITMAC T FL-X
Info Port ID @ Information WEAR— RO MAC 7 KL &%
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RRIEE

=R

KR HIER

Port Description

W% — k@ Port Description

MIB(ifDescr) & [A] U 3L 511

IEEE Std 802.1AB #j{EHRF

Port VLAN ID

W% R — ko Port VLAN ID

A—  VLAN o Untagged &8— F 372 WA 1%
FoRLEHAX

Protocol VLAN |

D W% R — b @ Port and Protocol VLAN
ID

VLANID 2V A MEXTERLET
7u k2L VLAN BN WIGAITE R L EHAX

VLAN Name

253% R — k@ VLAN Name

VLANID VU A MEXTERLET
A— k VLAN F721% MAC VLAN 23722 W A1
FRLEHAH

IEEE 802.1AB Draft 6 Bh{ERF

Tag ID WA= FBNE LTS VLANO— [ VLANID # U A MEXRTE/RLET
i Untagged : Untagged &% &
Tagged : VLAN ID
a7 47 b—a VTEREL TWRWEAR
FoRLEHAH
IPv4 Address YHAR—FDOIPT FLA (IPv4d) £ | Untagged : Untagged 5% &
JOEAT % VLANID Tagged : VLAN ID
BEAFEST 55613 b AV VLAN ID 2R
LET
<ip address> : IPv4 7 K L&
a7 47 b—3a VTEREL TWRWEAR
FoRLEHAH
IPv6 Address YHAR—FDOIPT FLA (IPv6) F | Untagged : Untagged 7% &
L UM% VLAN ID Tagged : VLAN ID
BEGEST 55613 HH VY VLAN ID 2 R
LET
<ip address> : IPv6 7 K L&
ayT 4 L= a VTERIE L T ARWEAE
FoRLEHEAH
Link 7% Down DIFEIIRR L EE A,
% 45-3 |EEE Std 802.1AB DA HEIEIRDEME T
*RIEH F=X 3 FONFEHIEER
Std Neighbor IEEE Std 802.1AB TEIEL TWDBE | R— MR Ta=—2 22fE
S ORI 5
TTL LLDPDU ¥ 07y (7)) 0~65535
Chassis ID BiEEEAETE o> Chassis ID —
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RRIEE

=R

KR HIER

Type

Chassis ID @ Sub Type

CHAS-COMP : Info iJ Entity MIB @™
entPhysical Alias

IF-ALIAS : Info I Interfaces Group MIB @
ifAlias

PORT-COMP : Info iJ Entity MIB @
entPhysicalClass ME A3 port & 721X backplane @
¥4 @ EntPhysicalAlias

MAC : Info iX LLDP MIB ¢ macAddress

NET : Info |% LLDP MIB @ networkAddress

IF-NAME : Info I Interfaces Group MIB @
ifName

LOCL : Info {Z LLDP MIB @ local

Info

Chassis ID @ Information

subtype T S 5 ik

System Name

RiERELEE o> System Name

W SNRWGEEEFFRRLEEA

System Description

Rt o> System Description

W SN2 WGEEEFFRRLEEA

Port ID

BEBELERE o Port ID

Type

Port ID @ Sub Type

IF-ALIAS : Info I Interfaces Group MIB @
ifAlias

PORT-COMP : Info IX Entity MIB @
entPhysicalClass O i3 port 7213 backplane @
%A © EntPhysicalAlias

MAC : Info i LLDP MIB ¢ macAddress

NET : Info % LLDP MIB @ networkAddress
IF-NAME : Info I Interfaces Group MIB @
ifName

AGENT : Info {% DHCP Relay Agent Information
@ agent circuit ID

LOCL : Info {2 LLDP MIB @ local

Info

Port ID @ Information

Sub Type THE I A i#

Port Description

Mgk (E o> Port Description

BEISNRWGEIEIFRRLEEA

System Capabilities

BipEEEE TR — b LT DR

Repeater : U &' — % fgE

Bridge : 7'V » UKkHE

WLAN-AP : #E# LAN 7 27 £ AR A ok
Router : /L— % F&HE

Telephone : & 7 i@aH%RE

DOCSIS : DOCSIS cable device

Station : Station Only 3Z{Z &/

C-VLAN : C-VLAN Component of a VLAN
Bridge

S-VLAN : S-VLAN Component of a VLAN Bridge
TPMR : Two-port MAC Relay

Other : & DAl

BB SN G el R R L ET
BEISNRVWEEIIFRRLEEA

725



45 LLDP

FRIEH BR RN HIEER

Enable Capabilities BEEEISTE CRE L TV D iRE Repeater : U &'— & ffE
Bridge : 7'V v THERE
WLAN-AP : fE# LAN 7 27 2 2R A > b
Router : /L — % KEHE
Telephone : & 7 @aG%RE
DOCSIS : DOCSIS cable device
Station : Station Only 3%{3 #./
C-VLAN : C-VLAN Component of a VLAN
Bridge
S-VLAN : S-VLAN Component of a VLAN Bridge
TPMR : Two-port MAC Relay
Other : Z D Ath
BERM S NG a3 EER R LET
HEHINRWEEIERTLERA

Management Address MR OEHET KL A B SNWERIFERLETA

Port VLAN ID WitEd&E o Port VLAN 1D WIS NRVSAITHER LETA

Protocol VLAN ID B2 E o Port and Protocol VLAN ID | i@AI SN WIERIFRR L EHA

VLAN Name BiEEEEE o VLAN Name WHSNRWEAIETIRRLEEA

ID BiBedEE > VLAN Name @ VLAN ID | A SN2 WHRAITE R LEEA

Name BH4EE O VLAN Name @ VLAN BH SN2 WSEEITFERRLERA

Name
& 45-4 |EEE 802.1AB Draft 6 DB EIERDFMERT
KTIEHE B RTFMIER
Draft Neighbor IEEE 802.1AB Draft6 TEIfELT\\% | A— MHEfL T2 =—7 72fH
BEEEIEE T OR 5

TTL LLDPDU R D5 Y - (F)) 0~65535

Chassis ID 245 @ Chassis 1D —

Type Chassis ID @ Sub Type CHAS-COMP : Info iX Entity MIB @
entPhysical Alias
CHAS-IF : Info i Interfaces Group MIB &
ifAlias
PORT : Info IX Entity MIB @
portEntPhysicalAlias
BACK-COMP : Info | Entity MIB @
backplaneEntPhysicalAlias
MAC : Info (X LLDP MIB ¢ macAddress
NET : Info {& LLDP MIB @ networkAddress
LOCL : Info {X LLDP MIB ® local

Info Chassis ID @ Information subtype TFE I 5 H#

System Name

MpEdE & o> System Name

B SNEWERIFRRLERFA

System Description

Btz E @ System Description

B SNEWERIFRRLERFA

Port ID

B#EEEE o Port ID
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RRIEE

KR HIER

Type

Port ID @ Sub Type

PORT : Info X Interfaces Group MIB @ ifAlias

ENTRY : Info |Z Entity MIB @
portEntPhysicalAlias

BACK-COMP : Info /& Entity MIB ™
backplaneEntPhysical Alias

MAC : Info {& LLDP MIB @ macAddress
NET : Info iZ LLDP MIB @ networkAddress
LOCL : Info % LLDP MIB @ local

Info

Port ID @ Information

Sub Type TEEN 5 EH

Port Description

245 o> Port Description

WS NRWGEEEIFRRLEEA

Tag ID

BRSO R — R 2V E LTV % VLAN
IDD—%&

VLANID % U A MERCFERLET
Untagged : Untagged 7% &
Tagged : VLAN ID

WIS NRWGEEEIFRFLEEA

IPv4 Address BhEEEEECEID B CHNZIP T KL | Untagged : Untagged 7% &
Z (IPv4) B OMEHT 5 VLANID Tagged : VLAN ID
BEGET 55813 b AV VLAN ID 2R
LET
<ip address> : IPv4 7 K L&
BH SN WS EITIERRLETA
IPv6 Address BhEEEEE CEI D B CHNZIP T KL | Untagged : Untagged 7% &
Z (IPv6) L OMEMT 5 VLAN ID Tagged : VLAN ID
BEGEST 55613 HH VY VLAN ID 2R
LET
<ip address> : IPv6 7 KL &
HHSNRWEAITRTRLEEA
[BIE~DEE]
2L
CEESIA]
2L
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show lldp statistics

LLDP #EHERE R R LE T,

[ABRERK]
show |ldp statistics [port <port list>]

[AHE—F]
g —PE— P L OEREFRET— N

[T A—=%]
port <port list>
RER—F (U2 ERX) o LLDP #iHE#RE2E R LET,
<port list>-DI T I7IER L OMEDOREHPIC OV TIE, [T A =X IZIRETE 5] 2R LTLE
W,
ARRT A — S B HER DOEYE
2 LLDP O 7 L — AftaHE e RN — FEAICR R L ET,

[R1741]

45-3 LLDP #fEH1EHRD R RH
> show |ldp statistics

Date 20XX/11/09 23:09:59 UTC
Port Counts: 3

1/0/1 LLDPDUs o Tx = 1300 Rx = 1294 Invalid= 0
Discard= 0 Ageouts= 0
Discard TLV: TLVs = 0 Unknown= 0
Draft LLDPDUs ©Tx = 0 Rx = 0 Invalid= 0
Discard TLV: TLVs = 0 LLDPDUs= 0
1/0/2 LLDPDUs o Tx = 890 Rx = 547 Invalid= 0
Discard= 0 Ageouts= 0
Discard TLV: TLVs = 0 Unknown= 0
Draft LLDPDUs ©Tx = 0 Rx = 0 Invalid= 0
Discard TLV: TLVs = 0 LLDPDUs= 0
1/0/3 LLDPDUs o Tx = 20 Rx = 0 Invalid= 0
Discard= 0 Ageouts= 0
Discard TLV: TLVs = 0 Unknown= 0
Draft LLDPDUs o Tx = 869 Rx = 870 Invalid= 0
Discard TLV: TLVs = 0 LLDPDUs= 0
>
[FRRERHA]
% 45-5 LLDP O#fiattEmKraiA
KTIEH 2R RTEHHIEHR

Port counts

AHEHE RO G — b
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RRIEE

<switch no.>/<nif no.>/<port no.>

N &S

MaHEHRERRTOR—FDAA v F

Fr, NIF&EZ, HN— &

IEEE Std 802.1AB D51

LLDPDUs

7 L — LifEHE R

TX %15 L7= LLDPDU %% -
Rx {2 L7 LLDPDU %« —
Invalid RIE72 LLDPDU %% -
Discard BEZE 7= LLDPDU % -
Ageouts BN SRR O —
Discard TLV TLV FeaHEH# -
TLVs EE L7 TLV £k -
Unknown FERTCE RV TLV —

IEEE 802.1AB Draft 6 D115

Draft LLDPDUs

7 L— AR

Tx %15 L7 LLDPDU %% -
Rx =Z{% L7~ LLDPDU %X -
Invalid RIE72 LLDPDU ¥k —
Discard TLV TLV et -
TLVs WFE L2 TLV K —
LLDPDUs FEL7= TLV # & T LLDPDU %% -
LBE~DEE]
2L
CEEZEIE]
2L
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clear lidp

LLDP O pedkEEwE 7 V7T LET,

[AARK]
clear |ldp [port <port list>]
[ABE—F]
=T —- B I OEEEREE—
(/NS A—42]
port <port list>
FBER— MOBEEEERE 7V T LET,

<port list>DIEE S 1ER L MEOHEEFHIZOWTIE, RZA-ZITHRETE 2ME] 22RLTE
S,

AT A — B MR OB
AIEEPRFF L TV DT R TOBBIEERREZ 7 VT LET,
[E17H1]
45-4 clear lldp D E174l

> clear Ildp
>

[FRERBA]
2L

[BE~NDFEE]

L

CEEFIA]

L
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clear lldp statistics

LLDP O#fEHE®REZ 7 V7 LET,

[AARK]
clear |ldp statistics [port <port list>]

[AAE—F]
— R —PE— FB L OEREEHEET—

[INTA—=4]
port <port list>
fEEAR— b LLDP #tattiha 7 U 7 LET,

<port list>DIEE S 1ER L MEOHEEFHIZOWTIE, RZA-ZITHRETE 2ME] 22RLTE
S,

ARG A — Z B W OB E
ARIEE DT XTO LLDP #itlE#hz2 27 V7 LET,

[R1741]

45-5 clear lldp statistics M E1T4I
> clear |ldp statistics

>
[F~EREA]
L
BE~NDEE]
L
GEESEIE]
L
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restart lldp

LLDP 7'u /' LA HEE) LEJ,

[AARK]
restart |ldp [-f] [core-file]

[AAE—F]
—fm e — Rk OB T —

[T A—=%]
-f
HESHRA v -2 LRV T, LLDP 717 7 A FHid LE 3,
AT A —Z B OEE
WBA v =& LET,
core-file
BEBFHZ 27 77 A VEHDLET,
AT A — LB WERE O ENE
arZyrANENNLEEA,
FTRTCONT A — LB OBE
BEBAA v -2 LicdhE, LLDP 717/ 7 A% BB LET,

[E17H1]

45-6 LLDP B#EEIE1THI
> restart |ldp

LLDP restart OK? (y/n): vy
>

[FREREA]

L

BE~DEE

2L

GEEZEIE]

AT T ANOKEMNT 4 L7 B BLOLHIE, ROEEBD TT,
AT 4 L7 VU ¢ fusr/var/core/

a7 7 7 A b : lldpd.core

BEZ 7 ANNT TIZHET LHAIBEMFIC EEXZTH0OT, WERLIE, O LOT 7 A LE Ny
IT o LTHENTLLIEEN,
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dump protocols lidp

LLDP 7’1 7' A CEI L TWAFEMA X b b L—AHFRB X OHIET — 7 U E#RE 7 7 A A~ L
9,

[AARK]
dump protocols |ldp
[AAE—F]
—fFr—YE— FBLOEEEHET—
(/8T A—4]
L
[ZE1TH1]

45-7 LLDP &> FHERETHI
> dump protocols Ildp
>

(&R REREA]

L

[BE~NDFEE]

L

CXrE=1E]
W7 7 ANVOMT 4 L7 N BIOSHIL, KROLEBYTT,
AT 4 L7 N U« Just/var/lldp/
7 7 A L : lldpd_dump.gz

BEZ 7 A NPT CIZHET LIHAIEEFIZ EEXZTHOT, BERLIE, SO0 LHT 7 VENy
77 w7 LTRBNTLZE,
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46 WEAYE—D

734



46 WEAvtE—D

46.1 & A vE—

av RETRICRRINDINEA v E—VO—EEFTBR L TWET,

727, AN T —(IEERHCERRINIEZTT— A v =32 2 TlERdR LW, TA= T —(rEfE
FCRRTDHAYE—Y) ThlizB#H L THO 7,

AEFBIL, T4 =V ar TRESNZAVE 72— RAK LT, WSET 246205 LE, it
B A v —VlT<interface name> & FLH SN TV DA, AREEIT T# 122 ANERCH LS55 1
VHT 2= AL B R A VB T 2= AR EE R LET,

46.1.1 #i&

x 46-1 HBEOKEAvE—Y

Ayt—U M
Can't execute. av U REFEITTEFET A, BEITLTLIEE N,
No such Switch <switch no.>. BESNTEAAL v FBEENHIELER A, BENRNTA—F%

R L THETLTIES N,
<switchno.> : A A v F&K 5

Other process is accessing, please try again. EDOMIRRIEBIERIZT 7 B A L TWET, OB
o ThHLHEEFEITLTIIZSN,
The command cannot be executed. Try again. aw  FEFEFTTEERA, BFETLTLLESN,

46.1.2 A< > FADE— Kz

arv 74 b—va UHEROTZS— X vt —IIZonWTlE, Tavy74 /L —varvavwry RL7y Ly
ey 4312 2> 747 b— 3 rOmE L BIEBH 22 LT 7EEN,

= 46-2 AT RANE—FUBOGE A vE—

Ayt—o NE
Login timed out after 60 seconds. 60 FP/NRA T — RASB R ololosdh, A LT U MLE
L7z
Sorry RNRAT—=RANT T =D, EEEHEE— NICERETX
FH A,

46.1.3 ERinR & ) E— MEE

= 46-3 EBERAmERE U E— FREDBB A vE—

Fyt—o kS

2Ambiguous command FEESLFD) U TL2a~r NIEEH Y £7,

2Ambiguous help command <command> FBEXXTN) 4T~ Ta~vr Nz 7,
<command> =< R4

?Invalid command BE =~y RIZRSMD £HEA,

?Invalid help command <command> FEEXFR) ZUT L~ T avy RIFROND £8 A,
<command> =< R4

<file name>: No such file or directory WBWEZ77ANERETT 4 L7 NUITRSHY EHA,
<file name> f8E 7 7 A VA FETIET 4 L7 R U4

<host>: bad port number -- <port>usage: open host- RERR— FNEENPATISNE LT,

name [port] <port> HK— hF 5
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Ayt—
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<host>: Host name lookup failure

RHARARA NEB AT ENE Lz,
<host> U E— hkR A K

<host>: Name or service not known

T RV AR TE IR D772, KA MR TEEEAL
TL7,
<host> U E— hkR R K

<host>: Unknown host

RHARARA NEB AT ENE Lz,
<host> VE—FHKRAKNIPT RL A

<value>: bad value

INT A=A INRIE7E T,
<value> RIEZ/NT A —X4

Already connected to <host>, use close first.

T TICBEH TR SN TOET, INDOFA MIEERL
7= WAL (ftp)close =~ > R E 1L (ftp)quit =~ > R Tuo
TEABEERD T I,

<host> VE— FARARMIPT FL X

bind: Cannot assign requested address

REREFILIP T RUAREESNTWVET,

bind: Invalid argument

RIEREFILIPT FRUARRESNTWVET,

connect to address <host>: Connection refused

RA M OEREESINE LT,
<host> U E— hKR A K

connect to address <host>: No route to host

BB R A MBS TE £ A,
<host> U E— FARA I

connect to address <host>: Operation timed out

BRtix 2 A L7 7 FLE LR,
<host> U E— FR A b

connect: Connection refused

PEREIC R L £ LT,

connect: No route to host

JE—FKRANETOL—T 4 7T —T RN DR
T&EEH A

connect: Operation timed out

Befeld 2 A LT U P LE L,

Connected to <host>.

<host>lZHi L F L7,
<host> UE— FARA B

Connection closed by foreign host.

RANPLEIWTLE LT,

Connection closed.

RANPBEIWTLE LT,

Error code <number>: <message>

ZOMDTFTIP =T — A v —TV%FRLTOET,
<number> =7 —a— K
<message> T T —MNE

getting from <host>:<remote file> to <local file>
[<mode>]

<host>_ - 7 7 A JL<remote file>Z% <local file> & L CTHE: L T
WET (Bt — Fld<mode>T9d) ,

<host> U E— KR A I

<remote file> VE—h D7 7 A V4

<local file> v —H )V ED 7 7 A V4

<mode> 7 7 A NMEEE— K

Login failed.

B ATKBLE LT,

Name or service not known

T RURFRIRIN TE IR o Tolo®d, FA MR TS EHA
TL7,

No control connection for command: Bad file
descriptor

Y e— R A b & OBREBHIEICE < Aot 3w L K
METTE FU A

No target machine specified, Use connect command.

BN ESNTWER A, connect =T~ RTREL T
<TEEW,

Not connected.

UE— FBEIZLTVWERA,
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putting <local file> to <host>:<remote file>
[<mode>]

7 7 A JL<local file>% <host>~<remote file> & L Tz L T\
F3 (#zEE— Rid<mode>T9) ,

<local file> v —H /v ED 7 7 A V4

<host> UEt— kAR A b

<remote file> VE—h EDO7 7 1 V4

<mode> 7 7 A JVEAEE— R

quit for Ctrl+Z pushed.

[Ctrl+Z] F—WTFICLoTa~vr FEKTLE L,

Service not available, remote server has closed
connection

YE— hARA MUTERZYIWT Lzlzda~ s RRFTTE
A,

tftp: <file name>: Is a directory

BETFAMIT ALY YT,
<file name> 7 7 A V4

tftp: <file name>: Permission denied

BETZ 7 ANSNDT 72 AMERBH Y TH A,
<file name> 7 7 A V4

tftp: bind: Cannot assign requested address

RIEREFILIPT FRUARRESNTWVET,

tftp: bind: Invalid argument

RIEREEITLIP T FLARRESNTWET,

tftp: No address associated with hostname

T R L ARRNTERD T80, RA MR T EEA
TL7,

tftp: sendto: No route to host

BRI N0 ) B— MR A MR TE ¥ A,

tftp: Servname not supported for ai_socktype

RNERRN— FESHATI SNE LT,

Transfer timed out.

BORNF A LT 7 P LE L, =V TORBELH— D
RERELHR LTSN,

Trying <host>:<port> ...

<host>1ZHEE L L 9 & L TWET,
<host> UE— FRA I
<port> R— hF 5

Unable to connect to remote host

RA MR TEEEATLL,

Unable to connect to remote host: Connection refused

WA MBI ARG SAVE LT,

Unable to connect to remote host: Connection timed

out

Befeld 2 A LT U P LEL,

usage: <parameters>

a~y FOERTEZRRLET,

<parameters> =~ K& 5%

46.14 2749 0L—320EET77A4ILDEE

AT 4 T —a UIREROZS— A v —JIzonTiE, ar74 01—y aravw s KL 7y Ly
A | 4312 2> 747 b—a O L BIERHR 22 LT 7EE0,

R 464 A T4 TL—2a ¢ET7AILDBREDEEA v E—D

Ayt—o

Rz

### List of remote directory.

BET 4L FYDY A MNEZRHFLERLTHVET,

### Total <number> lines.

FR L2 7 7 A VOITHIT<number>{7C L 7=,

Can't create file.

Ty ANVEaA—TCXFEHEATL,
TEERERE, WEEHROLE, HIEITLTIEIN,

Can't open /dev/sdal: Device or resource busy
Cannot initialize 'C:'

EPrOTav AR MCIZT 7 ALTWET,
R 2 BV THIATL TSN,

Can't open /dev/sdal: Device or resource busy
Cannot initialize 'C:'

EPDOTav AR MCIZT 72 AL TWET,
BEfE 2 B W THET L T EE W,
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Ayt—U A
Bad target c: <file path> <file path> : == MC 7 7 A L ¥R

Can't open /dev/sdal: No such file or directory
Cannot initialize 'C:'

MC DR SN TVERA,
MC N IE L EBICHA SN TV D B L T E &0,

Can't open /dev/sdal: Permission denied
Cannot initialize 'C:'

MC OB T9,
FE 2 B W THET LT EIN,

Canceled

HEZWMVIHLE LK,

Configuration file already exist. Configuration file
copy to <target file>? (y/n):

A= RDOT I ANENTTIHFELEY, EESLCaY
— T HNEIDORERTT, "Y' b abt—%2EELET,
"M bar—Z2H ik LET,

Configuration file copy to <target file>? (y/n):

AL—HDT AN A =T ENE S NOWERTY,
Wb abv—z2EfLES, nRbat—2PIELET,

Data transfer failed. (<reason>)

Ut—h—nRnH07 7 A MREICERLE L,
<reason> : N1

A D=8 debug /ST A —F T THEITLTATILES
AN

delete: Delete command can not be used this flash.
(<code>)

UUNRT T v 2a A TEARa~v RIEATEEEA
(<= —F>)

delete: Directory is specified.

T4 L7 MUBRESNTHET,

delete: No flash file is specified.

BESNTE 7 7 ANADBIFELER A

delete: No such file or directory.

EESNET 7 A ARTHEL S0 A, EHEBIEDT 4 LY
N ER TS Y EE A,

delete: Not enough flash space.

RKa<w REFETTIHEOONET 7 va AT EOZgEx
TR E L TWVET,

delete: Permission denied.

BELET 7 A NV~OHIBRHERN S D T8 A,

delete: Specify file name.

T ANLERELTLEIND,

Deleted files will be erased. OK ? (y/n):

HIBRZ 7 A Vil ELET, 7 130 oBEaEy", 7 v
27 DEEIE N EANLTIEI N,

dir: Current directory is not flash.

BIEOH LY bT 4 L7 PVIENET 7 vy a A€ ) TiEb
DEEAL, ELWT 4 L7 MUIZBIHL T ESW,

Disk full MC D7 7 ANDFAEENTEERATLE, MCEBX
VD7 7 v v aAEY DEEKERE, 77 ALVDOEZA
HIOWEEHERO L, BEITLTLEIN, (pa~vyr
K)

MC~7 4 L7 N ZERRCEEHATL,
BERERYE, MC OREZHEZEDO E, BEITLTLES
VN, (mkdir =< K)

Done HEEZSETLEL,

Drive 'C:' not supported MC 2EEE SN TWER A,

Cannot initialize 'C:' MC 23 IE L < EEICHA SN TV A ER L T &,

Drive 'C:' not supported MC B SN TWERA,

Cannot initialize 'C:'
Bad target c:<file path>

MC 2IE L EEFICHA SN TV DR L T 2S00,
<file path> : == MC 7 7 A L XA

init C: non DOS media
Cannot initialize 'C:'

KIR—F 77—~ FOMCRHEHENTWET, MC %
A=~y hLTLIZEN,

init C: non DOS media
Cannot initialize 'C:'

K R—F 74—~ v FDOMCREHENTWET, MC %
T —<v FLTLZEWN,
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Bad target c:<file path>

<file path> : == MC 7 7 A L ¥R

Long file name "<dir name>" already exists.

a)utorename A)utorename-all r)ename R)ename-all
o)verwrite O)verwrite-all

s)kip S)kip-all g)uit (aArRo0sSq):

R4 D7 7 A VN TICFELET,

FRENDF TV a i >TCT 4 V7 MU AERELTL

7230,

<dirname> : ¥§ET 4 L7 R U4

caEIFAERBE LSS

BT DT 47 NIAERBTYIRXR—ALLTT 4 L7 b
U EERLET,

rE7ERERE LSS

ETHT 47 PIAEFASILTLIESY, BAAZ
NELAHRTT 4 L7 b U ERER LET,

0 FEIT 0 EEEE LGS

REOT7 7 ANEHIBRLT, BESNZT 4 L7 MY Z1{E
[DAUEIc

+s, S, ¥lTqEERELESGES
TAVI N EAKRLERA,

Long file name "<dir name>" already exists.
a)utorename A)utorename-all r)ename R)ename-all
s)kip S)kip-all g)uit (aArRsSq):

R4 DT 4 L7 b UBRTTITHEELET,
FRENDF TV a > TT 4 V7 MU AERELTL
k=LAN
<dirname> : {§ET 4 L7 R U4
caEiFAERBRELESS
ERTHT 47 NIAEHBITY X—LLTCT L7 b
U EERLET,
rERIEFRERE LGS
BT 57417 NIAZEBANLTLIEEN, BASX
NELAHTT 4 L7 FUERER LET,
+s, S, ¥R qEEELESES
T4 L7 M) EAEKRLERA,

squeeze: Current directory is not flash.

HLUhTALV7 FVIENIKRT 7 v v 2 AEY TEHY
AJO

squeeze: No such file or directory.

BUEDT 4 L7 MY IZAD TS Y A, ELVT 4 LY
PUICEBIL TSRS,

squeeze: Permission denied.

BAEDT 4 L7 M) TOT 72 AHERITH Y A, ELW
T4V FUICBEH LTSN,

squeeze: Squeeze command can not be used this
flash.(<code>)

UUNRT T v 2 A TEARa~vy RIEATEEEA
(<HEF=—F>)

Squeezing

HES

undelete:

Current directory is not flash.

BEOH VY I T4V 7 NN Y 7 v a A€ Tikd
WEFA, ELOT A L7 FUICBEIL T EE0,

undelete:

Directory is not found for undelete file.

FEE L7 7 AV % undelete T5720DF 4 L7 NI BB Y
FHA, TT7ANVERNTIT L7 N EBERLTLIEE
AN

undelete:

Exist same name file or directory.

FBELT-7 74 /L% undelete +57-6DF 4 L7 MV IZTT
WR—£D7 7 ANVEZIZTT 4 V7 MU DBFEELET,

undelete:

Invalid index value.

ATy 7 AMET 10 EREEZFEE L T EE 0,

undelete:

No such file or directory.

BIEDT 4 L7 FVITEZTIESH Y £8 A,

undelete:

Not found undelete file.

BESNEZT7 7 A VTHFEELEEA,

undelete:

Permission denied of directory for undelete

HELIEZ 7 ANVEKNT DT 4 L7 b U ~OEZALMER
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file.

NV ERA,

undelete: Permission denied.

BEDT 4 V7 M) EFRFREESNET 7 A /MTHT DT 7
AR H D EE A,

undelete: Specify correct deleted index number.

B 7 7 A MCHTDIE LA VT v 7 2ARBA2EELTL
72X,

undelete: Specify correct index number [1-64].

AVT v AEIT 1~64 FTOREEFEEL T ZEN,

undelete: Specify index number.

AT v I AFEERELTILEW,

undelete: Undelete command can not be used this flash.
(<code>)

WMHNKT T va A TldARa~y NI TEEHA
(<N =— F>)

46.1.5 0494 >tx21') T4 & RADIUS/TACACS+

%= 46-5 OYA 2 tExa21) T4 & RADIUS/TACACS+DIGZE A vt —

Ayt—

%

accounting program failed to be restarted.

THOT 4770l T hORa~y FIZL5FERENCK
MLELE, a~2 FEEEITL TSN,

already a '<user name>' user

FEL—FIE T IR L TWET,
<user name> : = —H#4,

Connection failed to accounting program.

THIUT 47 7Tarl T heOBENRKKRLELE, Th
VT AT RRESNTODNERL T ES W, BHET
5413, restartaccounting 2~ RCT AT 4 7
077 AEFEE LT ZEV,  (show accounting =~ >
)

TG T 47T AEOBENKMLELEL, 2%
VREBITLTLIEE Y, HETLHE1E, restart
accounting I~ > R CTH DT T 4770l Nk kg
LT 7Z&Vy,  (clear accounting === > RiEH»)

different user.

Fl—7 Aoy bOx—VFLSNIGERI e 77 7 b TEERA,
FEARIZOWTIE, [EEFH]O 3 ZZR LTI,
F720%, miEle /A4 v LW —YRa /7y NLEFO
72l e 77 hTEER A, 10 WU EORIEAE 2T T
nH, BEITLTLIIEEN,

File open error.

BT T ANDA—=T L EET 7 ANRTEERATL
77

invalid Login-No: <login no.>

BELEe A UV FEERRIETT,
<loginno.>: {8 R /A &%

kill myself?

Kavr FeFTLTnsa—aFidmte 77y hT&
EFHA,

killuser: no user(<tty>)

ZOa—FTNEHA,
<tty> : UARIE R

Last user.

wEDT—WROTHIRTE E£E A,

Mismatch; try again.

FATI LI NRAY — REFHNIATI LTS AT — R ENE
T, AL TLEE N,

no changes made

BEEL—VOREEPIELET, BFERTLTIZEN,
(adduser == > K)

FBEL—VFOHIBREZFIE L ET, FEFITLTIEE N,
(rmuser =< > K)

740



46 WEAvtE—D

Ayt—

ES

No such user '<user name>'.

BESNZa—PFEBRESNTWHETA,
<user name> : L —H4

Now another user is executing user account command,
please try again.

[END LR T S N~ R TR T
. Bl oy FETRICHEET LT RS0,

Permission denied

SNAT— ROEFIIFRTE A,
password =< > V)

(adduser =< > K,

HBE2—VOHIRIZTcCEEE A, (rmuser 2~ R)

BEL—V DAY — RFEFETEEHA, (clear password

a< 2 R)
Please don't use an all-lower case password. P NLFIETTRL, ERLTE, BERHFELIFAL TR
Unusual capitalization, control characters or digits are S0,
suggested.
Please don't use an all-lower case password.Unusual FOUNLFIT TR, BRT, EERET LA LT

capitalization, control characters or digits are
suggested.

S0,

Please enter a longer password.

PRAT— RANCFIL 6 XFEUEANTLIZE N,

Remove myself?

RKa<wr FEFETLTWL2—FOTh Uy MIHIBRTE F
A,

unknown user <user name>

e —VPIIBES N TV EEA,
<user name> : = —H#4,

46.1.6 SSH

# 46-6 SSHODEEA vE—

Ayt—

ES

eleleleleeceeleeeeceeeeeieeele]e)
clejelaceeleeeedeeeeeedeeeele,
clejelaelelelelelee)

@ WARNING: REMOTE HOST
IDENTIFICATION HAS CHANGED! @

dalcleeeeaeeaeeeceeaeeeie]e)
aleleeeeaeeaeeelceedeeeie]e)
QEEEREEE@E@@Q@

IT IS POSSIBLE THAT SOMEONE IS DOING
SOMETHING NASTY!

Someone could be eavesdropping on you right now
(man-in-the-middle attack)!

It is also possible that a host key has just been changed.

The fingerprint for the <key type> key sent by the
remote host is

SHA256:<SHA256 fingerprint>
MD5:<MDS5 fingerprint>

Please contact your system administrator.
Add correct host key in

[fusr]/home/<user>/.ssh/known_hosts to get rid of this
message.

Offending <key type> key in
[fusr]/home/<user>/.ssh/known_hosts:<number>
Are you sure you want to continue connecting

DARG#EERE LTz — N E AR A NS B2 0 9,

Befoe o th — N TR R MEEZEE L@ LT 230, [
ARG E, yes w AJJ L TEHE L TS 7ZE 0,

<host> : — %, 7 RL R

<key type> : 7 A DO FEEH

<SHA256 fingerprint> : R A MNgED SHA256 7 1 T —7"Y
NN

<MDS5 fingerprint> :
<user> : = —H4
<number> : 7 —Z N—RA 7 7 A VI ENPN TN DITE

RANEDO MDS 7 4 o H—TV >k
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(yes/no)?

<host>: Connection closed by remote host.

UE— hFRAMIE > TERDUIB S LE LT,

<key type> key fingerprint is SHA256:<SHA256

fingerprint>.

<key type> key fingerprint is MD5:<MD?5 fingerprint>.

Are you sure you want to continue connecting
(yes/no)?

RANEDT 4 =7V MR LC, Bt LT
<TE&EW,

<key type> : 7~ A Mt DOFEIH

<SHA256 fingerprint> : "R A MNED SHA256 7 1 T —7Y
N

<MDS5 fingerprint> : 7" A FED MD5 7 ¢ > H—7 U > K

<path>: No such file or directory

feE<path>lIFEL EHATL,
<path>: 7 7 A /L4

<path>: not a regular file

feE<path>lTBHF DO 7 7 A L TIEH Y XA,
<path>: 7 7 A N4

<path>: Permission denied

MR H Y FHAT LI,
<path>: 7 7 A V4

Can't execute (<reason>).

RA MENRE CEITTEERA, 72013, I~ v FETT
Z—T%, (show ssh hostkey =< > )
<reason> : PN #t
Cxbi]
1.setsshhostkey =~ > FTHA MEZEVE L T A E
v,
2. av U FEBETLTIEEN,

oy RBRFETTEERFATLRE,  (setsshhostkey =<
INIES/D)
<reason> : PN R
Cxbis]
av s FEBETLTIEIN,

Canceled. SSH server's log was NOT cleared.

O JDHEERXF Yy LI NE L (BTITHEESIEREA
<L) .

Cannot download non-regular file: <path>

FRE Shz<path>l I RIER 7 7 A L TF, ¥ 7rn— RTx
EFHA,
<path> : 8 E 7 7 A /L4

Clear Complete.

BT DWENTET LE L,

Connected to <host>. PEGE L TV ET,
<host> : R A+, 7 KL A
Connection closed BN GIET S E Lz,

Connection closed by <host> port <port>

= NCER AT S E Lz,
<host> : — %, 7 RLR
<port> : R— hFH

Connection to <host> closed by remote host.

UE— R A M- CTEEAOIr SN E LT,
<host> : — 4, 7 L&

Connection to <host> closed.

HEmnursnE L,
<host> : — 4, 7 KL A

Couldn't stat remote file: <reason>

BESNYE— b7 7 A VIITFEELEHE A,
<reason> : T —EA

Host key verification failed.

RARF—DORAEIZRKRLE LT,

Interrupted. Please, Re-try.

7 F o ([crl] + [C] &) 2ZEFELTHFr oA
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AE
nE L,
B

avy FeHEITLTSES N,

Invalid command.

fRESNa~y FIIARETT,

lost connection

Bl L E Lz,

No valid SSH1 cipher, using <type> instead.

Hh72 SSHVL OIS R TIEH Y T8 A, <type>E i L
F L7

<type> : 5755

Not tty allocation error.

ANTA=FERELT, AR ZENY Y TTHE L T
<T2&Wy,

Permission denied (<authentication method>).

IS FEHATL,
<authentication method> : F2iE 5z

Permission denied, please try again.

MERR2 D ) £/ A, BEITLTIZEN,

Permission denied.

HERRD 8 ) £ A

Protocol major versions differ: <numberl1> vs.
<number2>

SSH 7'z b I )LOFREN—T g U NEWET,
<numberl>: 7 7 A4 T v MUDNR—T g >
<number2> : $— MO NRX—T g

Received disconnect from <host> port <port>:<code>:
<message>

=N Lo T &SN E LT,
<host> : h— %, 7 RLX

<port> : F— K&

<code> : SSH 7'z b 2L DRI = — K
<message> : V— \NH DA vE—T

Remote machine has too old SSH software version.

UE— MEMASAKD SSH Y 7 by = 7 R H@E 7,

Selected cipher type <type> not supported by server.

FBE &S c<type>iZ ¥ — S TRYF— FTT,
<type> : 55

ssh: connect to host <host> port <port>: <reason>

RAMIERTEETATLE,
<host> : — %, 7 RLX
<port> : R— h&5

<reason> : JR[A

ssh: Could not resolve hostname <host>: <reason>

RA N B CTEEHATL,
<host> : R A b4
<reason> : JF[A]

ssh_exchange_identification: Connection closed by
remote host

Y= IR OIS E LTz,

subsystem request failed on channel <id>

FRE LY — i sftp THi CE EHATL,
<id> : PNERIE A

The authenticity of host '<host>' can't be established.

B — RO IEYU N R TE T ER A,
<host> : — 4, 7 KL A

The command was canceled.

AR MEOHIEN—PIZ L > THFry oL ENE L,

The command was interrupted. Try again.

7 ([Crl] + [C] 72 &) ZZELh, TN
HTT =T ko THRA MREDIER AT S E Lo, (set
ssh hostkey =<2 )

Cxbiin]

avy REFBFEITLTLIEIN,

v ([Ctrl] + [Cl 72 L) %25 L7n, £
M7 —IZ K> THRA NROHIBRA B S vE L=, (erase
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ssh hostkey =<2 )
(b ]
avy REBETLTLIEIN,

The hostkey generation is completed.

RANREDAERNTE T LE LT,

The hostkey generation was canceled.

RA MEOER RS Z—PIZL > THxF Y L ESRFE LA,

The hostkey was erased successfully.

RA MEEZHIBRLE LT,

Unable to negotiate with <host> port <port>: <reason>.

Their offer: <offer>

P—RNEe AT —2 g TEERATLE,
<host> : — 4, 7 RL-X

<port> : W— FE =

<reason> : JF[A]

<offer> : — NOFER

WARNING: <key type> key found for host <host>
in [/usr]/home/<user>/.ssh/known_hosts: <number>
<key type> key fingerprint <fingerprint>.

B e — DR A MER RSN E L (LavL, AlEl
RIRLDMEFORA PRETHERLL D ELTWET)

<key type> : A A SO FEIH

<host> : #—34%, 7 RL-X

<user> : = —H4

<number> : 7 — X N— 27 7 A JUTENN TN BITE S
<fingerprint> : " A MO 7 ¢ L IT—T7V b

Warning: Permanently added '<host>' (<key type>) to
the list of known hosts.

P e — SOR A NEE I FA T v hOT —FZR—R(TiB
MLFE LT,

<host> : — %, 7 KL X

<key type> : A A bSO FEIH

Warning: remote port forwarding failed for listen port
<port>

UE— hA— MEEICKELE L,
<port> : fEEAR— k

You must specify a path after a <command> command.

<command>D & LI/ AERRET HDHLERH Y £,

46.1.7 BZIDEKRE & NTP

= 46-7

BZIDEEE NTP DIEEA vE—2

Fyt—U

e

Connection refused

HEEED NTP =L OEFN T A,

illegal time format.

PR AR ENE T,

illegal time. FAE - BRI OEDFEPHSN T FEPHNOEZZE L T 72E
|

invalid day of month supplied. A OEA AT, FHENOEEZRE L T EEVY,

invalid hour supplied. R DA FEFASL T, FEFHNOEZRE L TSV,

invalid minute supplied. Sy OED AT, FENOEEZRE L T EEV,

invalid month supplied. H O FPHAN T, ®ANOEZRE L T EE0,

invalid second supplied. B OMEDHBS T, FHENOEEZRE L T EEN,

No association ID's returned

NTP = "3 Bo0 0 £H A,

ntp is not running

NTP BfEH SN TWEHEA,
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® 468 EEDEHOLEAvE—D

Ayt—

%

another user is executing now.

E D2 —H A restore 2~ > RE 721X ppupdate =2~ > K%
FETHORD, Kav REETTEEHA,

another user is executing update command.

E D=2 —H A restore 2~ > RE 7213 ppupdate =2~ > K%
FETHORD, Kav REETTEEEA,

Another user is using the 'show tech-support'
command. Wait a while, and then try again.

{E 2D 2 — 73 show tech-support =~ > R & 3T C9,

Do you want to type a password again? (y/n):

EEEHET— FONRAT— FEHEAN LETH?
"WEERTHEHANTEET, "N"Z®RTHE AT —

FRANORIET =~ > F AT LET,

Enter the file name for the log and dump files. :

077y ANBEIRE T Ty ANDT 7 A N EFRE LT
LTEEW, AMLBWEREFZ77A4E LT, avr RE
1ITEHRZ W 14 ffoFnEesnE T, 2B, KX v
VI LTCAN LT 7 A VAITLIEDIRE A v —
D<File Name>|Z S L E T,

Enter the host name of the FTP server. :

RARGEBEELTCLLESN, 8B, Axvt—Jicxt LT
ASLTEAR A FAITLH DISZE A & — 2 D<Host Name>|Z
KBS ET,

Enter the password for the administrator mode. :

IEEEHEE— RO AT— RE AN LT E &N,

Enter the password for the FTP server connection. :

AJ7U7=<user name>D /N AT — R&E AN LTL &N,

Enter the path name of the FTP server. :

HEEET A L7 FULAZRIBELTLEE N, B, AAvk
— VIR LTAS LIEESET 1 L2 b U A% O A
v — T D<Path>|Z K S E T,

Enter the user name for the FTP server connection. :

0y A a—PLERELTLLEEN, BB, AXvkE—v
WL CAD LTza A v a—V BB OIGEA ve—
d<user name>{Z M S E T,

File transfer ended successfully.

T 7 ANVDEEENIEFITHER T LE L,

Filename is invalid.

BEINTELARIO7 7 A VIIMERTEEHA, BIOT 711
A EEELTLIEEN,

Flash memory file write error.

W7 7 v a2 AT ~OEZ ALK LE L,
FBESNEARTTZ 7 AAMERTEDLZ L, BIOZEER
ENRRELTWREWI 2R LT E, BEa~vy REHE
TLTLEE N,

ftp transfer failed.

backup ftp TOZEEFROERITKK L E Lz,
BESNTARTTZ 7ANDERTEDL 2 &, BLOEEXE
BERRELTWRWI EE2ER LD E, BEa~vy NEHE
LTSN,

Restore operation failed.

HEFROBE IR L E Lz,

FBEINTZT 7 A VOFHRARII L T2y, F 3R E
DF 4 AT BERBENPRELTWAAREMENRNSH Y £, F5E
SNTZT 7 ANSDT IV EREMR LT, RNERT 7 ANVE
IR L7=d Lo, FEa~ RE23IT LT EE N,

Saving file( <file name>) to MC failed.

MC ~DEXALIZEKLE L,
ESNELAH T 7 ANMERTEE 2 L, BIOEER
ERRRLTWRWZ L AR LTh L, BEa~y REHE
TLTLEEN,
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The file is invalid.

BESINT 7 7 A WIIARBEEITE L TE ER A,
BEENZT7ANANDELWZ &, BEOWHEL TWewnwz
LEMER LD L, HEa- UV FEFEITLTLIEIN,

The file transfer failed.

T A NDESEIZRI LE LT, EEEn2Ex KEl LU
FREIBRORIEA R L T TEE 0,

The password for the administrator mode is invalid.

<password>/$7 A — & CIFE LI EEEHE T — KO/ 2Y
— KA HE S TWET,

This command is executable only the start-up from
flash memory(primary).

Ka<wr R, WEZ7T v aAEYNL@EEEE LI5S
W TFEITTEET,

Verification failed.

Ny 2Ty 7 OWIEPICERER RN LD o T ARENE, 7
7ANDOHINTRIG LT AR H Y £, HAk~D7T o
BRAEWRLT, BEa~v FEFETLTIZEN,

show tech-support 2~ KT fip /NT A =X BFE LTHAIL, fip a~2 REFRRO A v —URFEREN
FT, AvE—VICONTIE, 13K 463 EAMAKL VE— MREMEOIEEA v E—Y) 2B TS

Uy,

46.1.9 MC EZEERN A E ) DHER

xR 46-9 MC LEERNAEDHEROEEAvE—Y

Ayt—

%

Can't gain access to MC.

MC DR D, ELIETMC~OT 7 ERITRBLE Lz,

46.1.10 & > JiEHR

& 46-10 ¥V THEROBEA vE—

Ayt—

%

<file name>: No such file or directory.

BEZ7 7 A MIFIELET A, TR ETZ 7 ANVIIE T
Tr7ANTIEH Y FHA,

46.1.11 MCERE—F

£ 46-11 MCERE—KFDIEEAvE—D

Ayt—

nE

Flash memory file write error.

Wi~ 7 v a2 At OEFEIRHTKBLE L,

MC file write error.

MC ~DEZ ALK LE L,

MC E7-I3NIKE 7 T v v a AEYDEXFER/RELTWND
BENRHY £, RERT 7 A NVEZHIR LD L, FE
awr REFITLTLLEEN,

MC is busy.

ErO7Tav AR MCIZT 7 ALTWET,
R 2 BV THIATL TSN,

MC is not inserted.

MC B STV ER A,

MC 23 IE L < EEIZHEH EIN T DR L T &0,

HEEOAETY I— FAT v MUFZ Y BFE L TR0
ERLTLIESIW, I ZZUBRMELTWVD & XL, W
Fi7pg ETIEZ D ZHo TOLHEE MC 2## L T 2 &

AN

The mc-configuration mode is disabled.

MCIEMHE— FZAMTLTLIESW,
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This command is executable only the start-up from flash

memory(primary).

Kawr BiE, WEZ T vya AT hb@iiiEd s
BICEFETTE LT,

46.1.12 V7 bz 7T DEE

= 46-12

VIRIZT7DEBOREAYE—

Ayt—

ES

<license key> is not for this system.

IDTABAF—ZIZDVATLAOLOTIEIH T A,
<license key.> : 74 &L A F—

A license key cannot be added any more.

FFarI A AERETE L EREBZTWET,

another user is executing now.

EDD—H 7 restore =~ > KE 72 ppupdate =~ > K%
FITh D, KAavr REFETTEEEA,

Can't open <file-name>.

BESNET7 7 AN ES—F U TEERATLE, ELWT
TANLERELTLIEEN,

extract failed.

Ty 7T = MIRBLE L, BETLTIESN,

Invalid contents of <file name>.

BEINEZITIARAF—T 7 A VONBNIELL HY W
o ELWTA B AF—T 7 A LEIRELTLEEN,
<filename> : fEESINTZTA BV AF—T 7 AL

Invalid file <file-name>.

BEENEZT77ANLVORNBENELLHY FHAL, ELWT 7
ANEREL TSN,

Invalid license key <license key>.

AN LTZFA4 B AR —RNRIETT,

Invalid serial number <license key>.

MWL TA B A% —T1,
<licensekey > : 714 B A ¥ —

Invalid serial number <serial no.>

BELLEVITAEEDL T a4 AIH £8
Ao
<serialno.>: > U 7 L&A

No such file <file name>

BEINEZIA R AF—T 74 VRH Y THA,
<file name> : fEESINTZTAM BV AF—T 7 AL

OS Type mismatch.
Can not apply this package.

Hoo

OS version mismatch.
Can not apply this package.

BESINTE7 740, REEIITEHTXEEA,

This license is already registered.

DX T arI A ATT TICRESNTWET,

46.1.13 SNMP

% 46-13 SNMP DI A vtE—

Ayt—

Rz

<SNMP agent IP address>:  host unknown.

ARIEZRSNMP =—V = b7 RUARFEESINE LT,

Cannot translate variable class: <MIB Object Name>

<MIB Object Name> &\ 5 47V = 7 MAFBAIETT,

Connection failed to SNMP program.

SNMP 7' a7/ AL DBENRKILE LIz, v NEHE
ITLTLEEN,

Error code set in packet - General error:

<Number>.

MY SNMP =—V = bnh, fREESNA T V=2 M ID
TEH L TWEBRIELL MIBIEZEETE o7 L%
MWiEH->TEE LIz, £, B TE oA T V=7 b
ID iZ<Number>F R IZHEE L= b DT,
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Error code set in packet - No such variable name.
Index: <Number>.

FZYSNMP =—V x> b D, fRESNTEAT V=27 K ID
EF L COWARWEIREN K-> TE&E L, £/, BHLT
WA T Y =7 - ID 1Z<Number>Z HIZHEEL7ZH DT

—g_‘o

Error code set in packet - Return packet too big.

Y SNMP =— Y = bTC, RV A A%BA25 MIBEE
IELEIE LT, EWIOIRENK-TEFE LT,

Error code set in packet - Unknown status code:
<Code>

B CTHEEN TR WEE AT —HX A a— F<Code>% &
TPSNMP 7L — A% SZELE LT,

error parsing packet.

BT r—~v FOSNMP 7L —A%52ELE LT,

error parsing pdu packet.

SNMPPDU 7L —A 73—~ NEHF DT L —L%EZE L
L7

make_obj_id_from_dot, bad character : x,y,z

Ry FETHRELEZA TV 27 M ID OFICRIERLE
X, Y, ZBREENET,

no entries.

SNMP = %= ¥ [T A 7 4 — LA X bBH Y E£H A,

No match found for <MIB object name>

Az~ R Ti%Y4 1 5<MIB object name>i%, H-o7v0 £HA
TL7,

No response - retrying

%Y SNMP = — 2 = b S DIREMN RN ) T A
VGTO

No response - try again.

M SNMP = — 2 = b L DIRENH Y FHAT L,

receive error.

ZAETT—DPEELE LT,

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMP 7 L— 4D Y 7 = A FNilkBIFEE<ID2>D 7 L— L%
FLTWERn, U7X MNEBIEE<ID1>D SNMP 7 L — A
FZIELE L, £720%, MIBRETH A LT U7 MRFEAEL
F L7,

unable to connect to socket.

SNMP 7 L—AZEEFELELIELELEDR, KRLELE,

46.1.14 S#EER Y 1) T k

= 46-14 SRV TLOEEAvE—D

Ayt—

%

Permission denied. (file name = <file name>)

FBELIZAT VT N7 7 A IVOFRPIAHMERNH U FH A,
<filename>: A7 V7 N7 7 A V4

Specified applet name is not registered.

FBELZT 7Ly MITBRERINTVERA,

Specified script is not running.

BELLZAZ VT MIEFHL TWEEA,

The command cannot be executed because you are in
user mode.

Zoawy Nii— ko —PE— NCIEETTEEF A,

The number of script files exceeds the maximum.

AT VT RTZ 7 ANDT 7 A NED EREEZBZ TOET,

The number of scripts currently running exceeds the
maximum.

FEAThD R 7 U 7 MR B TV ET,

The number of scripts that started per unit time exceeds
the maximum.

27 U7 N OHALREH 2 72 ) OB EH HIFRAE 4 8 2 T
ij«o

The Python script with the specified process ID is not
running. (process ID = <pid>)

FELE7at % ID @ Python 227 U 7 MIfEE L TW\ER
Mo
<pid>: 7wt X ID

The script file exceeds the maximum size.

2T NT w77 A NDYA XD LR

=

EHBZTWET,

The script file name exceeds the maximum length.

AT VT N7 7 ANZLORESIN LR

=

EHBZTWET,

748



46 WEAvtE—D

Ayt—

ES

The specified script file already exists.

BELEAZ YT R T7 7 ATTTITA VA F—LEN T
9, A7 VT 77 A NVEERELEWEEE, HIBRL T
BFA A R=LLTLIEE N,

The specified script file does not exist. (file name =
<file name>)

BELEAZ VT R 7 7 ANADBFELEEA,
<filename>: A7 V7 N7 7 A V4

The specified script file is not installed. (file name =
<file name>)

BELEAZ VT R T 7ANMEA A =L ENTWER
Ao
<filename> : A7 V7 v 7 7 A V4

The total size of the script files exceeds the maximum.

2T VT N T 7 ANDEFH A XN EREEBEZ TOVET,

46.1.15 41 —H xRy k

® 46-15 41—y FOILEAAvE—D

AytE—

A&

<nif no.>/<port no.> is disabled.

BER—IPRar 74 7 L—3 302X Y disable IRRET
T, FRENRTA—ZEMB L TLTEE N,

<nif no.> : NIF &5

<portno.>: R"— &5

<nif no.>/<port no.> is failed.

FRER— MIFEERTT, FHENTA—FEHERBLTIEE
U,

<nif no.> : NIF %5

<portno.> : R— &=

<nif no.>/<port no.> is not gigabitethernet.

FaE &SN 7o R — b gigabitethernet > % 7 = — A TiEdH Y
FHh, FBENTA—FEZHERBLTIEZN,

<nif no.> : NIF &=

<portno.> : R"— &%=

<nif no.>/<port no.> is not tengigabitethernet.

& &SN 7oA — i tengigabitethernet £ > % 7 = — A Tlixd
DEHA, HENRTA—FEFERLTIEIN,

<nif no.> : NIF &=

<portno.> : R— F &5

<switch no.>/<nif no.>/<port no.> is already active.

FBE SNT-AR— MIT TIT active JREETY, FHER— HITH
EWR 2T IUERITRE T,

<switchno.> : 21 v F &5

<nifno.> : NIF {5

<portno.> : N— F &K=

<switch no.>/<nif no.>/<port no.> is already inactive.

FiE S 7R — M3 CIC inactive JRE T, fEE Shiz®R
— MZHBEWA R T HIXFATRE T,

<switchno.> : AA v F &5

<nif no.> : NIF &%=

<portno.> : ~"— h&EE

<switch no.>/<nif no.>/<port no.> is already
initializing.

BE SR — MITTIcwbh T, fRER— MHE
WIS EATRE TS,

<switchno.> : 21 v F &5

<nifno.> : NIF & &5

<portno.> : N— F &K=

<switch no.>/<nif no.>/<port no.> is disabled.

BESNTEFR— NIz 74 71— 3 28D disable tk
ETT, HENTA—FEMHERL TV,  (activate =
<~ F, inactivate =~ F)
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<switch no.> : A A » F &K=
<nif no.> : NIF &5
<portno.> : R— h&EE

R—FBT vy FE TR, FRFENEZME LRV E—
FDT=HFEITTEEHA, (activate power inline =~ K,
inactivate power inline =< > )

<switchno.> : A1 v F&E

<nif no.> : NIF &=

<portno.> : R— hEH

<switch no.>/<nif no.>/<port no.> is failed.

BE SR — MNIEET, F723ERT A METHTT,
FRENRT A= R LT IEE&Y,  (activate =<2 K)
<switch no.> : 2 A v F&5=

<nif no.> : NIF &=

<portno.> : N— F&HKE

FBER— M active IREETIZH D FH A, FEENRNTA—F %
MR L TLZE,  (inactivate =< > R)

<switchno.> : 21 v F &=

<nif no.> : NIF &5

<portno.> : R— &K E

<switch no.>/<nif no.>/<port no.> is not
gigabitethernet.

FEE & 7= R — i gigabitethernet f > % 7 = — XA TiEH Y
FHA, BENRTA—XEHERLTITEEN,

<switch no.> : A A v FH =

<nif no.> : NIF &%=

<portno.> : R— F &5

<switch no.>/<nif no.>/<port no.> is not
tengigabitethernet.

& &N 7oA — i tengigabitethernet £ > % 7 = — A Tlixd
DEHA, HENRTA—FEFERLTIEIN,

<switch no.> : A A v FFK =

<nif no.> : NIF &%=

<portno.> : R— hEE

Connection failed to L2 Manager.

L2Manager 702 7' A & OBEENKILE LTz, 2~ K%
BETLTIEE Y, BT L5E1E, reload 2~ RIZX
DA A FEE L TR E N,

Connection failed to Link Aggregation.

Vo7 7V F—=var7ualZIneomERARRLEL
Too AU RERETL TSN, BHFET L5681,
restart link-aggregation =< > F"C Link Aggregation 7' =z 775
LZEFEE LT EEN,

Connection failed to LLDP.

LLDP 7 /' Z L DBENRMLE LI, a2~ REefE
ITLTLIEE N, HETLHE1E, restartlldp =~ R T
LLDP 7' 7' A EFEE L T IZ&E W,

Connection failed to Ring Protocol.

Ring Protocol 7’1 7' J L L OBENRBLE LIz, a2~ R
EHFATL TSN, BT 2561, restartaxp 2>
R -C Ring Protocol 7' vt 7' Z A& FHEE) L T 72 &0,

Connection failed to Spanning Tree.

Spanning Tree 71 7 7 AL OWENRLE L, a~v
EHFETLTLIEE, BT H5A1E, restart spanning-
tree =~ R C Spanning Tree 711 7' 7 AZFHEH L T EE
AN

Illegal Port -- <port no.>.

R— MEGSHFIASN T, FENTA—FZHR LTS
Wy,
<portno.> : R— hFE=
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Invalid port number.

NI A—=HTHELZAR— MIPE R—FTiEH v £
A, (activate power inline =~ > K, inactivate power inline =
~ U R)

NTA—=HTHRE LA — MIPEFR—FTiEHY FHA

(BEFIEE LIzAR— M2, POE R— hSAREEN TN D
BbIDAyE—VERRFLET) . (show power inline =
~FK)

Line test executing.

BT A NFATHTY, FEE IS4z — b % inactive IRFEIZ
T 554, BT A N &2fRER%, BIITL T EEV, [EIfE
F 2 N &I A2, notestinterfaces =~ R&FE{TL T
{TEEW,

No auto negotiation Port <nif no.>/<port no.>

BER—MIA— 2RIz —2 a0 TEHY FHA, HBE
NIA—=Z B L TIIZ SN,

<nif no.> : NIF &%=

<portno.> : R— &K E

No operational Port <port no.>.

BER— MIa~y FETHRERRETIEH Y A, BE
NWNIA—=ZE2fEBLTIIZENN,
<portno.> : N— F&HKE

No operational port--<port no.>.

HER— MIa~y RETARERRETHED Y XA, BE
NI A=BEHER LT TZEN,
<portno.> : R— & E

No operational Port.

FATARER R — MEH Y WA, FENT A —F 2R LT
KTEEW,

No support auto negotiation parameter.

BEAR—FTH— MR ITvz—ra N F A—=Z TP R—
LTWERA, BENTA—F 2B LT EE,

Test already executing.

FTTIHER— MELIZIEPOR— IR T A MTT, HE
A= MTHBEOARITTEITARE T, E72id, thaA—b
DT AL ERIELTHLHRFIFATLTIESN,

Test not executing.

EfE7T A MIFETINTOERA, BENT A —F &R L
TLIEEW,

This command is not supported with this model.

ZDa=wy RiZZOETATIERYF— FTT,

46.1.16 ) O T ) =3y

& 46-16 YO TFITN =2 avDiEFAvE—D

Aytw—

Rz

Connection failed to L2 Manager.

L2 Manager 7’1 7' 7 KL DBREPRBLE LTz, a~v R
EHETLTLLIEEN, HETLHEE, reload =+ RiC
k@EasmEs L T EI,

Connection failed to Link Aggregation.

Voo T 7N A—ar7a s hlDBENEKRLEL
oo A7 FEBIATLTLIEI N, BETH5HE1L,
restart link-aggregation 2~ > RCYU /7 /) F—a v
077 AEBRERLTIZEN,

Link Aggregation doesn't seem to be running.

Voo T VA= g7 al T ANEE) L THARNTZD,
a<w RWNRRLE L, Voo 7705 = a2 EL
TWRWEARE, Vo r 727 VA= a7z AT
L7772, KA vEe—U2HETILET,

HELTWTARA v E—VEH N LELAIE, Vo277
F—varrul T AOFEBEESC, avy REFET
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LTL7ZEN,

Specified channel-group is not configured.

FX¥ RN ITN—TNERESINTWETA, I T 4T L—
a U EMEERL T IE&E,

46.1.17 MAC 7 FLRAT—TJ )L

xR 46-17 MAC7 FLRAT—TJILDEEAvtE—:

Ayt—:

%

Command is accepted, but it takes time for setting to
hardware.

Ty NIEIATESNE LA, N— U =7 ~O KM
BEP-oTWET (FETRISLEDY FEA) .

Connection failed to L2 Mac Manager.

L2MAC BB u 7T AL OBENRIRLE L, a< R
EFEHETLTLIESIN, BB T 854613, restart vian mac-
manager =~ > R CL2MAC BB v /' J L& FE) LT <
&,

Connection failed to L2 Manager.

L2Manager 7' 77 L L OBENER L E LTz, 2~ F%
BEITLTIES Y, HRETL5E1E, reload =< FiZ X
DIEFEZBEH L TIEI 0,

Connection failed to Snoopd.

IGMP snooping/MLD snooping 711 7' 5 s & DB A Il L £
Lz, a~v v REFETLTIIEEY, HETL2H561T

restart snooping =~ > K"C IGMP shooping/MLD snooping 7 =]
I LEFEBHLTIZEN,

No mac-address-table entry.

MAC 7 RV AT —T7 VDIERBH Y /A, FBENRT A —
2 ERERLEFIETLTIEIN,

No operational Port.

FATRRER AR — MIDH Y XA, FHENSTA—F 2R LT
FATL T E S0y,

Specified VLAN is not configured.

F8E VLAN IR EESNTWER A, FENT A —F 2R
LEFTLTLEE N,

46.1.18 VLAN

# 46-18 VLAN DIEEA vE—2

Ayt—3

A&

Connection failed to L2 Mac Manager.

L2MAC BB 0 7T L OBENRILE LT, 2w K
EHIETLTIE SN, BT 5841, restart vian mac-
manager 2~ > KT L2MAC FEL 7' v /' L% FiE) L T<
EEWN,

Connection failed to L2 Manager.

L2Manager 7’12 7 7 A & OBWBENIKLE L, a~v o K%
HEITLTLEE N, HET 28581, reload 2+ > RiZk
DB AZFET LT EEN,

Connection failed to Link Aggregation.

Link Aggregation 7' 2 77 A L OBWEN KB LE Lz, a~
VREBIATL TSN, BT 25E1E, restart link-
aggregation =~ >~ K C Link Aggregation 7' & 7' A % i)
LTL7EENY,

Connection failed to Ring Protocol.

Ring Protocol 7' v 7' J L DIBENKK L E Lz, v N
EHIATLTLLEI N, BRI 25E1E, restartaxrp 2+
K -C Ring Protocol 7’11 7' Z A% FEHE) L TS 7230y,

Connection failed to Snoopd.

IGMP snooping/MLD snooping 7' ' & & OiE{E 23 el L %
L7, a2~ FEHRFETLTLLEEIY, BRT IIHAIE
restart snooping =~ > K C IGMP snooping/MLD snooping 7 =4
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7T LR L T ZEN,

Connection failed to Spanning Tree.

Spanning Tree 7 u 77 AL OBENKKLE L, v R
EHIATL TSI, HRT 2561, restart spanning-
tree =~ > NC Spanning Tree 7’1 /"7 A2 FIEH L T 12X
AN

No MAC address entry.

FMTDHMACT FLAEIHY XA, RENRT A—F %hf
BLBFETLTLIIEEN,

No operational Port.

FATHRERAR— MId YV E¥ A, FHE ST A—F 2R L
FEFFLTLEE W,

No operational VLAN.

FATAIAEZR VLAN 13 0 £ A, FRIE/RT A — 2 2R L
FEITLTLESN,

46.1.19 RIN= 25 W1 —

& 46-19 RANZTV)—DIEEF vtE—3

O A

FS

Connection failed to Spanning Tree program.

AR= TN =T a7 AEDBENRKILE LT,

File open error.

BT T ANDE—=T 2 FET 7 2ARTEEREATL
776

No corresponding port information.

ANR= T ) —FROR— MERB LT vy 27—
TERBFE L EHA,

No corresponding Spanning Tree information.

AN= 7D Y —ERDPFE L R A

Spanning Tree is not configured.

AR=Z TV —=RNRESNTWERAL, 27407 L —
a VEERL T EEN,

Spanning Tree program failed to be restarted.

AR V)= a T ADRKa~w s N2k 5HEENCK
BMLELE, o< FEEFITLTLIEE N,

Specified Spanning Tree is not configured.

BESNEAR=Z Y ) —=RNRESNTWETA, 27
S T —ra U EHERBLTIEEN,

46.1.20 Ring Protocol

% 46-20 Ring Protocol DIGE A v E—2

Ayt—3

A&

Connection failed to Ring Protocol program.

Ring Protocol 7’1 77 L L DBENRBLE LTz, a~v2 R
ZHIATLTLZ S, HRET D5E1E, restartaxrp 2~ >
K¢ Ring Protocol 7’12 7' 7 A& FEE) L T 72 &0,

File open error.

BT T ANDE—=T o EEIT 7B ANTEEHATL
776

Ring Protocol doesn't seem to be running.

Ring Protocol 7'v 7' J AREBEI SN TWERA, 20T 47
b=y a Y EfERB LTS IZEN,

Ring Protocol is initializing.

Ring Protocol IZ#IHIENEFEITH T, 274 b —a v
DFHH L EORBENRTET LTV ER A, RHAEZET TH
FATLTLIE SN,

Ring Protocol is not configured.

Ring Protocol 238X E SN TWERA, T4 T b—Ta v
ERER L T I2&0,

Ring Protocol program failed to be restarted.

Ring Protocol 71 7' J LA DAR =z~ R TOREENI KK L E
L7z, avwr FEFBFETLTIEIN,
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Specified Ring ID is not configured:<ring id>.

BEYV 7 IDIERESNTWERA,
<ringid>: V> 7 ID

46.1.21 IGMP/MLD snooping

% 46-21 IGMP/MLD snooping D& A vt—

Ayt—T

RE

<command name> connection failed to snoopd.

IGMP snooping/MLD snooping 7' &2 2" Z ADELE) L TV 7Rz
W, avy RBRKILE L7z, IGMP snooping/MLD snooping
BEDZIR o TODICHE DD LT IO v e—UnIN Y
A1%, IGMP snooping/MLD snooping 7' 1 7° 7 A O LB A 15
ST, avy REBIATLTIEEN,
<command name> : AJj L7z~ K4

<command name>IGMP snooping not active.

IGMP snooping 23EI{E L TV EH A,
<command name> : AfjL7=2~ > K4

<command name>MLD snooping not active.

MLD snooping Z3EIE L TV EH A,
<command name> : Afj L7z~ K4

No operational Port.

FRE Lz<port list>\ZFATAIEEAR AR — MEH D EH A,

No operational VLAN.

FAITAEEZR VLAN (3dH 0 £H A,

pid file <file name> mangled!

IGMP snooping/MLD snooping 7’17 77 5@ PID 7 7 A /LM
RIETT,
<file name> : PID 7 7 A /44

pid in file <file name> unreasonably small (<pid>)

IGMP snooping/MLD snooping 7'&2 77 5D PID 7 7 A /L3
RIETT,

<filename> : PID 7 7 A V44

<pid>: 7mEAID

Program error occurred: <error message>

TR AT T —PEAELE LT, avr FEFEITLTL
7ZEW,
<error message>

write (V47 v MBEICLDEZIAALATT )

read (V7 > MEBIZLDHAIABT T —)

select (V7 v NiE{E D select D= F—)

snoopd doesn't seem to be running.

IGMP snooping/MLD snooping 7' 1 27" AXNEE) L TV Rz
W, a~vy RBRKILE L7z, IGMP snooping/MLD snooping
DHENZI2 > TVDIZH b LT ZDOA v =V 58
A%, IGMP snooping/MLD snooping 7' 11 7' A DL E % 15
2T, avy REFETL TSN,

snoopd failed to terminate.

IGMP snooping/MLD snooping "7 2" 2 @ restart snooping =
~ U NCEDBEBICKKRLE L, a~v 2y REFRIEITLT
<TEEwy,

snoopd restarted after termination: old pid <pid>, new
pid <pid>

restart snooping =~ > RFE{THIZ PID AEE S fLlzi=, =
<~ RALLE L7z, IGMP snooping/MLD snooping 7' = 2
T AN HEEICFES) LI RN D D £9, LERLIT,
HE#ZH-T, a~vr FEEITLTLLES N,

<pid>: 7wt X ID

snoopd signaled but still running, waiting 6 seconds
more.

restart snooping ==~ > NiZ X - T, IGMP snooping/MLD
snooping 7= 7 7 AxBEETTT, LIEGLBRBEIES
U,

754



46 WEAvtE—D

Ayt—

ES

snoopd still running, sending KILL signal.

restart snooping ==~ > RIZ X 2 EEND7-DIZ IGMP
snooping/MLD snooping 7’ & 7' 7 A2 Kill & 7' )V % %{5
TT, LIEBLSBRLIEIN,

snoopd terminated.

IGMP snooping/MLD shooping 7" & 7" .73 restart snooping =
YU RICEoTIFIELE L, BEIICHEHILET DT,
LIEHLSBRLLTZEN,

46.1.22 IPv4 &18

& 46-22 IPVABIEDREAvE—D

Ayt—

ES

bad timing interval

interval THEE L 7= fE 3 &S T,

bind: Cannot assign requested address

BELEIP T RURAEFAREEICRESNTOEREA (source
T a V)

Cannot resolve "<host>" (Host name lookup failure)

BELIERANOT KL ARIICIRELE LT,
<host> & Z 44

Do you want to ping broadcast? Then -b

broadcast 7" 2  DFEEZ: L TlE, <host>lZ7 o — K
ARNT RLAZEETEEEA,

Incomplete command.

AN ENIAT A—HEIRETT, FEAT A— 5 &R L
FEATLTL 2 S,

max hops cannot be more than 255

tth (2255 LV KEVWHEITFRETE 8 A,

No arp entry.

ARP fEHRMBFE L EH A,

no more than 10 probes per hop

probe {2 10 L W K& WEIZFEE TE 8 A,

No such interface -- <interface name>.

WMESNTWRWVWAS LV EZ 72— ANEESNE L,
<interface name> : 8 E SN2 A U H 7 = — AR5 T 5 A
BT x— AL

No such interface.

FBEINIZA LV F 72— ATHFELER A, FENRT A—F
ZHEEB LIFEIT LTSS,

tcpdump:

'<protocol> proto' is bogus

<protocol>D 7 1 s A VEEEITEL) T,

tcpdump:

'<string>" modifier applied to <host> host

<string>{EAfi T-A3<host>R 2 MAHIIEE Lz (ERT
T

tcpdump:

‘<string>" modifier applied to host

<string>&4fi 723 host (2P &vE Lz (<) .

tcpdump:

<file name>: Is a directory

<filename>iZ7 4 L7 N TT (Z7ANLERELTLE
)

tcpdump:

<file name>: No such file or directory

<file name>23 o0 8 A,

tcpdump:

<file name>: Permission denied

<filename>DO7 7 B ANFHF RIS NEHATLE,

tcpdump:

<filter> host filtering not implemented

<filter>® host 7 4 L Z IRV H— K TI,

tcpdump:

<host> resolved to multiple address

<host>ITHHT R L AZffk L Lz,

tcpdump:

archaic file format

TWIZ AN T F—< v FTT,

tcpdump:

bad dump file format

RIEZR 7 7 A VA TT,

tcpdump:

BIOCSETIF: Device not configured

WANRNF ZHELTCWET, KT LET,

tcpdump:

BIOCSETIF: Network is down

WANRNF ZHELTCWET, KT LET,

tcpdump:

bogus savefile header

RIERT 7 A4 )~ XTI,

tcpdump:

ethernet addresses supported only on

ethernet, FDDI or token ring

LAY 2DE=F IR KR—FTT,
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tcpdump: expression rejects all packets

FRIE SN2 7 4 v & Gefb<expression>TlI 37 v k& 9T
TANZLETOT, FFELEREL TSN,

tcpdump: fread: Operation not permitted

T 7 ANDRPIAATEEFREAL RERT7 7 ANV EFRELT
WASGERE) |

tcpdump: fread: Undefined error: 0

T ANVBERETYT (BEICENT 7 A VERELTESER
E‘) o

tcpdump: fwrite: No space left on device

T ANNEZADETA (TAAIFEEN/RTELTNDE
BiRE)

tcpdump: illegal char: <character>

M 7 <character>N 8 E SNV E LT,

tcpdump: illegal Interface name -- <interface name>.

BEINTWRNA U Z T —ANEESNE LT,
<interface name> : f§E I N7 A V' H 7 = — RN 5T B A
BT x— AL

tecpdump: illegal qualifier of 'port’

AIEZR port SREEESILE LT,

tcpdump: illegal token: <token>

M 7a<token> 23 EE SV E LT,

tcpdump: inbound/outbound not supported on linktype
0

inbound/outbound 8§ E XV R — F L TWEEA,

tcpdump: invalid ip6 address <address>

IPv6 7 K L Z<address>I3#E4hCT9,

tcpdump: invalid packet count <count>

<count>fE N & T,

tcpdump: invalid qualifier against IPv6 address

IPv6 7 K L RIZxf L CIESh 7o (&M E S vE Lz,

tcpdump: invalid snaplen <snaplen>

<snaplen>fi 23 ) T3,

tcpdump: link layer applied in wrong context

LAY 2 DE=Z IR ER— T,

tcpdump: listening on <interface name>

I/F<interface name>% & = & th ¢4,

<interface name> : f§E SN/ A V¥ 7 = —R|IfH 5T B 1
BT r— A

tcpdump: mask length must be <= <length>

~ A7 Fld<length>LL T TR TR D A,

tcpdump: Mask syntax for networks only

~ A7 OIEEL net (Efifi - CHEIT FRETT,

tcpdump: No match.

BELETZ7ANMTHY £EA,

tcpdump: no VLAN support for data link type 0

VLAN 5 E TV R —F LTV ER A,

tcpdump: non-network bits set in "<address>"

ARARE Y R30 TV <address>23 8 E SvE L=,

tcpdump: only IP multicast filters supported on
ethernet/FDDI

multicast 8 & DEIE, ip 2> ip6 ZHIE L T 2 &0y,

tcpdump: parse error

FRE SNT=7 4 L & Gftt<expression>D SLiENRIE T,

tcpdump: pcap_loop: link-layer type <type> isn't
supported in savefiles

HRAATE T 7 ANDY VI LA K2 A F<typesld, HAH—
FLTOWER A,

tcpdump: pcap_loop: truncated dump file; tried to
read <bytes1> captured bytes, only got <bytes2>.

BARIANTIZT 7 AT, WP TEIDEETHERTWET,
<bytesl>/NA b F ¥ FF ¥ SN TNETD, <bytes2>/ A b
L2d D XA,

tcpdump: pcap_loop: truncated dump file; tried to read
<bytes1> header bytes, only got <bytes2>.

BMPIANTET 7 ANMT, BPTEVEHETEATHWET,
<bytes1>/NA hD~v FTTA, <bytes2>/34 hLdH Y E
A,

tcpdump: port '<port>' is <protocol>

A— MEE<port>iF<protocol>7 1 k = /LT,

tcpdump: syntax error

FE SN 7 4 L & Sefk<expression>D THENRIE TY,

tcpdump: unknown host '<host>'

KHDABA M<host>MEESNE LT, 7 RLVATERL
TL7EEWN,

tcpdump: unknown host '<host>' for specified address

FEDODT RLAT7 73U T, &R R<host>lI7 R L R ik
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family T&EEHA,

tcpdump: unknown ip proto '<protocol>' FRE N7 7 1 )V Z Gft<expression>dD protocol 4 <protocol>
IIFEETE £ A, protocol FE THEL T &L,

tcpdump: unknown network '<network>' RHOFR v v T —7 Z<network>NfEESNE Lz, 7 FL
A THI LTS,

tcpdump: unknown osi proto '<protocol>' ARBA72 osi 71 b 2 b<protocol>3fEE S E L7z,

tcpdump: unknown port '<port>' FRE & N7 7 1 )V Z ZAt<expression> port £ <port>345 &
TEEFA, R—FESTHEELTIES Y,

tcpdump: unknown protocol: <protocol> R 7 m ~ a/L<protocol>MHEE SN E L,

tcpdump: WARNING: no IPv4 address assigned IPv4 7 RLARENYD B THATWRWESIZERINLE

ED

tcpdump: WARNING: SIOCGIFADDR: Operation not
permitted

BRRNF 2 EL TOVET,
Uy,

[Ctrl+C] THTLTLKES

There is no information.

RREERITIH Y A,

ttl <ttl> out of range

ttl THRE L 7B EiPHA T,

46.1.23 IPv6 &{E

F* 46-23 IPv6 BIEDREAvE—T

Ayt—

bind icmp socket: Cannot assign requested address

FRELZ IPV6 7 R L AT A
(source 7> a W) |

max hops cannot be more than 255

hoplimit 12 255 £V KEWMEIZIEETE £H A,

ndp: Incomplete Command.

FBEA VX7 2= ATHESIN T RNE DT,
BE/NRT A —F MR L THIEITLTLIEE Y,

no more than 10 probes per hop

probe {2 10 L W K& WEIZFEE TE 8 A,

No ndp entry.

ndp HHITH  EH A,

No such interface -- <interface name>.

WESNTWARNWAS VEZ 72— ANEESNE L,
<interface name> : 8 E S N7z A V H 7 = — RN 5T 5 A
BT x— AL

There is no information.

REHRITH Y A,

unknown host

KA NGBREBESTWET, ELWKRA MMEASLTLE
W,

unknown iface <interface name>

HESNTWARWNWA U EZ T2 —ARRESNE LT,
<interface name> : fEE SNToA V¥ 7 = — RN 5T B A
BT x— AL

46.1.24 DHCP H—/\#4 5k

% 46-24 DHCP H—/\BEEDREA v E—

Ayt—o

AR

Canceled dhcp restart command.

DHCP r— D ARa~wy FR2—HFIZLoTHxr i
F L7

dhcp_server failed to terminate.

DHCP #— DAz~ FIC L HFEEICABLE L, =
vV REFFTLTIEEN,

dhcp_server has already stopped.

DHCP %— 70 7 Z AR TILEIEL TS TD, Ra~
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Ayt—

ES

VRBR L E LTZ, DHCP H— "7 a7 5 A0 HEICH
EE) L AR D Y £, KBRS, FiREEEFo T,
o<y REHFIITLTIEEND,

dhcp_server restarted after termination: old pid <PID>,

new pid <PID>

AKavy FETHIZPID WAL S NTzlzs, T~ RBRKIK
L¥ L7, DHCP ¥— 71 7/ J AN H BRI ERE) L 7= 7]
RS F3, LERHIE, HESHEZF-T, a~v K%
FEITLTIEEN,
<PID> 7'ut A ID

dhcp_server signaled but still running, waiting 6
seconds more.

Ko< Rick->T, DHCP — 7 n /T A& HEET T
T, LIEBIBHLHITEEN,

dhcp_server terminated.

DHCP #r— 3K a~r FIZL > TIEFIELE LT,
BEFHLETOT, LELIBRLIZEW,

EE]S]

For the feature to be stopping, it isn't possible to use
this command.

DHCP H— KEfEAMEIE L TWA T2, Z oo~y Ri3fEH
TXFEHA,

Input Data Error.

ANF =2 B> TVET, yin TAH LT &N,

IP Address check error <IP Address>.

BESNEIPT FLZOERIZTEY R H D 4,

No such IP Address.

BESNEIPT RLARH Y FH A

Now another user used dhcp command, Try again.

(FO2—HFA, DHCP v FaMff T,

pid file <File Name> mangled!

DHCP #— 78 75 AD PID 7 7 A VINRIETT,
<File Name>PID 7 7 A V4,

pid in file <File Name> unreasonably small (<PID>)

DHCP #— 71 275 ADPID 7 7 A LBARIETT,
<File_Name>PID 7 7 A /V4
<PID>PID 77 A /LH D7t X ID

program error occurred: <Error Message>

TR TLATT=REAELE LT, avy FEHFETLTL
7ZE0,
<Error Message> T 7 —#fir

46.1.25 T 4 L3

& 4625 TAIILEDEEAvE—D

Ayt—

ES

Illegal Port -- <port no.>.

HER— FESPRIETY, HENTA—F 2R L, B%E
ITLTLTEEN,
<portno.> H— F&EH

No configuration.

A—HP Xy " HT2—RAFIZVLAN A L& 7 = — R
TV BATN—TREEINTWERA, FRENRT A—F
RT IV RATN—TOERELZHBR LBEITLTIIEIN,

No such access-list.

BESINTET 78RV A NEGFELIZT 78X Y X MO
TIBRAITN—TNRREZINTWVWERA, BERXTA—HF%
MR LEFEIT LTS,

No such interface.

HBEINTA L FZ T 2= ARKRESINTVET A, FBENRT
A—F R LEIATL T Z S0,
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46.1.26 QoS

xR 46-26 QoS DIEEA vE—Y

Ayt—

%

Illegal Port -- <port no.>.

HER— FEENRIETT, HENRTA—ZEMRL, BE
fTLTLIESNY,
<portno.> R— hEK =

No configuration.

A=V Ry P F T2 —RAETTIVLAN A VX 7 2 —R
I2Q0S 7 — VN —TRRESNTNERA, HENT A
— AR Q0S 7 — I —T OREEHR LEEITLTLE
éb\o

No such interface.

BESNEA LV E T 2—ARRESNLTWERA, FBENT
A—FERLEFET LTSN,

No such qos-flow-list-name.

fRE S 472 QoS 7 m— U 2 R4 FiR<qos flow list name>® QoS
TO— TN —TNA L E T 2= ACHA SN TWERA, 1§
ENTA—FEMERBLBIATL TSN,

46.1.27 LA ¥ 2 22iE

= 4627 LAYV 2ZBIADREZA v E—

Fyt—v

e

Authentication is not configured.

SREMEEEN 1 O bR ESNTVWERA, 2747 L —Tg
UEMEER LTI E W,

There is no information.

RRERPDH Y EEA,

46.1.28 IEEE802.1X

= 46-28 |EEE802.1X DB A vE—

AytE—

e

Connection failed to 802.1X
program.(Reason:Connection Error)

IEEE802.1X 7' /T A~DEFEN KM L E LTz, 2~<w K
EEHETL TSN, BB T 85513, restart dotlx =<
v KCIEEE802.1X Z Filtd) L TL 72 &0,

Connection failed to 802.1X program.(Reason:Receive
Error)

IEEE802.1X 7' 2 7/'T A b DZE NI L E LTz, v
FEESETL T EEVW, METH85E1E, restart dotlx =
<~ N T IEEE802.1X Z H&E L T 72 &V,

Connection failed to 802.1X program.(Reason:Send
Error)

IEEES02.1X 71 /T A~DEEBRM L E L, 2~ F
EEHETLTCLIESN, BT 85513, restart dotlx =<
v KC IEEE802.1X Z FHltd) L TL 72 &0,

Dotlx doesn't seem to be running.

IEEE802.1X ' 7' T A HEENF T, a~r NEHFET
LTLIEE,

Dot1x is not configured.

IEEE802.1X DRENANI > TWERA, a7 4 7L
—va UEERLTLIEEN,

No operational Channel Group.

EITARERF ¥ XNV T N—T X0 A, a7 4 7L —
Tar TRESNTVDIFRIEE— REMR L T EEW,

No operational Port.

FITHRER AR — MIHV E¥A, a7 4 7 L—2 a3 TR
EINTWERIEE— FEER L T EE,

Now another user is using dotlx command, please try
again.

1EO2—Y N dotlx 2~ K& dcd, LI LT
MOEFITLTLEE N,
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46.1.29 Web 25

& 46-29 Web FBEIDILEA v E—

Ayt—

%

Already user '<user name>' exists.

BE =PI TITBEINTHET,

Can not commit.

PR M ORI JB U E L7-, restart web-authentication =
<~V REETL, BERGEHEREZFHTL T EI N,

Can not load.

Web F8FEL— W IHHR O KB REL L E L7z, restart web-
authentication == > N & F{T141Z, L load web-
authentication =~ > N % 51T L C Web F8iFE—H1EHME1E
JTELTL7EEN,

Can't clear because it is default now.

TTICT 74V MIREEDT=8, 77 A VEHIRTE TH A,

Can't put a sub directory in the directory.

RESNTET AL NIRRT T 4 L7 NUBFIELE
B

Can't specify "/config" in this command.

T4 L2 bV Tlconfig) IIRETEEHA,

Clear operation failed.

HIBRIZRI L £ LTz,

Command information was damaged.

FATIERPEAR L7272, AL ET,

Connection failed to WA program.

Web R7E7 7 7 5 1 L OMEAKMLE Liz, av> Ki
HEATLTLLEEW, BT 5541, restart web-
authentication =~ > FC Web i%iE7" 1 7' 7 A% FiLd) L C
<FEEW,

Delete Error.

—HFOHIRICK L E L,

Directory size over.

BEENTZT 4 L7 ) OFEDHIRM (1024KB) %81
TWET,

File format error.

Ny DT T 77 ANTIE7eWNWiz), BETEERA,

Install operation failed.

BERIZRBILE LT,

Load operation failed.

Ny I T T T ANNEOETITRIRLE Lz,

No login.html file in the directory.

BESNZT 4 V7 b VIZ login.html BNFEEL EH A,

No such directory.

BEINZT 4 V7 b UITHFELEE A,

No such file.

BESNEZ7 7 A VITIFEEL £ A,

No such html-fileset 'xxx'.

BEShT-77 A4y MIFEELERE A,
XXX : 77 Aty N

Now another user is using WA command, please try
again.

END 22— Web FREHERED o~ REM T T, L
O LTOLHEETLTIESN,

Store operation failed.

Ny 2T T 77 A NVOERIZEILE LT,

The number of html-filesets exceeds 4.

Bek7 7 ANy NI 4FEEBLATONET,

The number of users exceeds 300.

Bk — Y HS 300 A A TVWET,

The old-password is different.

BEL—FOLEERI AT — R ENET,

The specified user is not login user.

fHESNlca—YiEIn /A ra—TEHY £HA,

Too many files.

77 A NVEOHIRIE (100 7 7 A VET) A TWET,

Unknown user '<user name>',

REL—PIRIS N TV EE A,

WA is not configured.

Web FFAHEREN R ES N TVWERT A, a7 47 L—3 3
UERRER L TL XV, (set web-authentication user =< >
INEY/D)

Web FREFBEREN IR E SN TWWR WAL, v 7 4 /L —
VarEERLTLIIEEN,
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Ayt—:

ES

oy 7 47 b—3 3 a3~ K web-authentication system-
auth-control 258%E SN TV DA, ROEBIEE FE L <
<TEEW,

s a7 4 L—3 3 < K noweb-authentication
system-auth-control T Web FiEA{51E L E3, £D%, 10
WU EREgIcary 74 7 L—v g vra< s K web-
authentication system-auth-control ¢ Web F8FE4 8 L &
7

(restart web-authentication =~ )

46.1.30 MAC 2:F

%= 46-30 MAC FREIDIEE A v t—

Ayt—

FS

Already mac address "<mac>","<vlan id>" exists.

BEINT MAC 7 L A3 CICBEINTWET,

Can not commit.

FRAEE R D M R Lk L7z, restart mac-authentication =
?/]\%%??L ﬁruuu %%’c%%%ﬁbf< fiéb\o

Can not load.

P MAC F8:E DB O ML L E L7z, restart mac-
authentication =~ > N % {71412, FE load mac-
authentication =~ > K% 31T L CHji MAC #37E DB %187
LTL7EEW,

Command information was damaged.

FATHEMPAR LIcTo®d, EREMELET,

Connection failed to mac-authentication program.

MAC Z8FE7 1 7' A &%Jwﬁxﬁ%ﬂ&bi Lz, a~v %
HETLTLLEES, BEET5H %, restart mac-
authentication =~ > K¢ MAC qu7 =74 VN 225 T T A P
<TEEWN,

Delete Error.

i AR DOHIERIZR L £ LT,

File format error.

NPT T T 7ANTIERWTZD, BEETEEEA,

Load operation failed.

Ny TP T 7ANDEDOETIZRKILE LT,

Mac-authentication command is not configured.

MAC RIS REN R ES N TWERA, 27 4L —vg
UERMER LT E W,

Mac-authentication is not configured.

MAC RBAEFSHEN R E SN TV ER A, 2V T4 7 L— 3
VEMRL TSN,

Now another user is using mac-authentication
command, please try again.

1EDD 22— MAC FREFESRED o~ > REfAd T4, L
EHL LTOBLHIATL TSN,

Store operation failed.

Ny T o777 ANVOIERITRILE LT,

The number of client exceeds 1024.

B MAC 7 R L AFDSINA M E B A THET,

Unknown mac-address '<mac>".

BEINT MAC 7 RL A FEEEESNTOEE AL

46.1.31 T ILF R T v JEREE

£ 46-31 TILFRTY TRBIAOLEA v E—

Ayt—

FS

Authentication multi-step is not configured.

TINT ATy TRGHEREN R E SN TWER A, 2T 4T
v~yay%ﬁwa<téwo

Connection failed to 802.1X program.

IEEE802.1X 7' /' A~DHEHEN KM L E LT, 2~ R
EHIITLTCLIEE N, T H5A1E, restart dotlx =~
v RCIEEE802.1X Z#HiEE L T E&E W,
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Ayt—

ES

There is no authentication multi-step to show.

FRESNTZ~ VT AT » TRRIER— b TR ARG WA H Y
F .

46.1.32 DHCP snooping

% 46-32 DHCP snooping D& A vt&—

Fyt—U

RE

ARP Inspection doesn't seem to be running.

XAF Iy 7 ARPREDEEL TW iz, a< KR
KL E L,

DHCP snooping doesn't seem to be running.

DHCP snooping MEIEL TW R\ z®, a2 RAKRRLE
L7,

dhcp_snoopingd failed to restart.

DHCP snooping 7' &2 7' 7 AOFEENZRMLE LTz, a~vv
REMETLTLIEEN,

Illegal Port -- <port no.>.

FHER— FEEPARIETT, HERTA—FEERL, BHHE
FLTEEWN,
<portno.> : "— hE S

Program error occurred: <error message>

FRSTAET—RREAELELE, 3wy REEETLTL
7EEW,
<error message> : = —&RfL

Restarting dhcp_snoopingd, wait awhile.

DHCP snooping 7' 1 7' 7 A% HEEIHTY, LIXHBRED
{TEENY,

46.1.33 GSRP aware

% 46-33 GSRPaware DIGZE A vt—2

Ayt—

%

Connection failed to GSRP program.

GSRP 71 7' J I L DBENEKLE Lz,
o~y FEHETLTIESIY, BETHHE1X, restart
gstp 2~ RTGSRP 7’1 7' A&FEE L T &0,

File open error.

BT T ANDA =T FET 7 2ANRTEERATL
7

GSRP program failed to be restarted.

GSRP 71 /I A Aa~ v NIC L 2 HEINCERLE L
oo A~ REEEITLTLIESN,

No received flush request frame.

GSRP Flush request 7 L — A ZZ E L TV EH A,

46134 7y T)oo - YEUE U K

= 46-34 FTTIUY - UEUEUNDISEAYE—D

Ayt—T

RE

Can't change, Because port is changing in an active
port.

HBER—FERITFYAINTIN—TF1F, 77T 4T R—+%
10 B PR )0 B LR

Can't change, Because port is down.

HBER—PMNERIZTF v RV TN—FITF T LTWET,

Connection failed to Uplink Redundant program.

ToXVr g YEUE TR T T AEOBENRKILE
Lz, I~<r REHILTL TN,

File open error.

BT T ANDE—=T L E£2EIT 7B ANTEERFATL
776
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Ayt—

RE

No operational Port.

FATARER AR — M E T F v XNV T NA—T13H Y T8 A, 4R
TENRTA—HBRHER L THIETLTLIEZN,

Port is already active port.

BER—FERITITF AN ITN—FIFTTIIT 7T 4 TAR—
l\ -C‘\—g_‘o

Uplink Redundant program failed to be restarted.

ToTV oy VEURE Tl T aORav s Rizkb
FEENCEWMLE L, 2~ FEHETLTLEI N,

46.1.35 L2 JL— THRAN

=& 46-35 L2 L—THRHEDOBBZAvE—T

Ayt—

e

Connection failed to L2 Loop Detection program.

L2 L—F W7 e 7T A DWENERLE L, av
REBEITLTLLIEE N,

File open error.

BT T ANDE—=T o FRIEIT 78 ARTEEHEALTL
776

L2 Loop Detection doesn't seem to be running.

L2 V=77 a7 7 AREE I TOWERA, 7 4
Tl—a rEHER LTSN,

L2 Loop Detection is not configured.

L2 L— RN E STV WD, F 7 I3 Re RN G 201
o TWERA, a7 47—y arEBHERALTLEE
Y,

No corresponding port information.

L2 L—T RO R — MEHE L OF v 27— T TEHH
FELEY A,

46.1.36 A b—Lar +tA—)L

R 46-36 R b—LarrO—ILDEEAVvE—D

AytE—

RE

Storm Control is not configured.

A h—bayba—RNHRESNTWHEEA,
VarEMERLTIESN,

= A

46.1.37 sFlow #&t

F 46-37 sFlow #ETDEEFEA v E—D

AytE—

RE

sflow doesn't seem to be running.

Tu—EH T 0 T ARNEE L TRV, Twr KRR
L% L7z, sFlow SN AR > T BICh b b0
Ay —URNHBEAER, Te—EiT el T LOFEE ZF
ST, avwr REFETLTIEIND,

46.1.38 IEEE802.3ah/UDLD

%= 46-38

IEEE802.3ah/UDLD D& A v t&—

Ayt—o

RE

Connection failed to IEEE802.3ah/OAM program.

IEEE802.3ah/OAM 7' 11 7/'F L L Oi@EN LI L E LTz, o<
VREHILTLTLLEEN, BT 5861%, restart efmoam
2> N IEEES02.3ah/OAM ' 1 /'S A A FEEI L T IF &
W,

File open error.

BT T ANDIE =T FEZET 7 BARTEEEATL
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Ayt—

RE

7o LIEBL LT a~vr REHFIATL TS E IV,

IEEE802.3ah/OAM doesn't seem to be running.

IEEE802.3ah/OAM 7' &t 7' A FHREE T D=8, Ka<w i N
BRBLUE LTz, BFEITLTLLEE N,

There is no statistics to show.

FRTNEHEMERDDH Y A,

46.1.39 CFM

xR 46-39 CFMOIGEA vE&—2

Ayt—

nE

CFM doesn't seem to be running.

CFM 7 u 7' AnE#H S TWERA, 2747 Lb— 3
UEMEER LTI E W,

CFM is not configured.

CFM NHRESNTWERA, T 47— g U ERERL
TLEEW,

Connection failed to CFM program.

CFM 7 ma 77 AL OBENIRLE L, a2~ REHET
LTL7EEW,

File open error.

BT T ANDE =T FET 7 BARTEEREATL
776

No such Remote MEP.

BEINTYE— K MEP IZIATY, IBE/ T A —H Z R
LEEITLTLEEN,

Now another user is using CFM command, please try
again.

1EO2—YN CFM o~ > REERAP T, LIES< LT,
DEFETLTIEEZN,

Specified Domain Level is not configured.

FRERAAL L LNVERESHLTOWE A, RENRTA—F %
RLBFETLTIEEN,

Specified MA is not configured.

FBE MA SRR S £ 72138 E MA O 7 F 4 <= U VLAN 3R E
ENTVWERA, FHBENRNTA—F 2R LEFEITLTLLES
W,

Specified MEP is not configured.

F8E MEP ID IZRESNTWER A, FBENT A —F 2R L
BEITLTLEEN,

46.1.40 LLDP

# 46-40 LLDP DIEEA vE—2

Ayt—T

RE

Connection failed to LLDP program.

LLDP 71 7/ Z AL DBENKKMLE L, 2~ REHET
LT ZEW, BT D561, restartlldp =~ > FC LLDP
Tur g NEFEDLTIEIN,

File open error.

BT T ANDE—=T o EEIT 7B ANTEEHATL
7o LIZEL LT b a<wy FEBEITLTLIEE N,

LLDP doesn't seem to be running.

LLDP 71 7'J ANNEE) L TR\ =8, o< RONEIRL £
L7z, LLDP 'r 7' J ADOHEE Z 5> T, a~vr NEHFET
LTLIEE,

LLDP is not configured.

LLDP R ESNTWERA, a7 47— a U ERERL
TLIEEW,
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