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* EHEAR

E-Hi-IE:44 KL

BN - EERAR

E G/ S s mdixauto =<2 RIZ/XT A—% mdi ZiEBMLF L7,
QoS - system queue-length-mode ==~ > R&ZEM L E L7z,
LA ¥ 2 % - authentication native vlan =2~ K& B L & L7z,

« authentication radius-server dead-interval ==~ > K <minutes>/X >

A SRR LE LTz,

[ Ver. 2.5 tishR]
* EEAR

E-®H-EH-34FL

BN - EERRE

VLAN

- switchport validation =~ > RZBMLE L7,

TIREAY AR

c RO~ RiZclass X7 A—ZZBMLE L,

deny (ip access-list extended)
deny (mac access-list extended)
permit (ip access-list extended)
permit (mac access-list extended)

QoS

c RO~ RiZclass X7 A—ZZBMLE L,

gos (ip gos-flow-list)
gos (mac qos-flow-list)

Web 383

- web-authentication user replacement =~ > RZEBMM L E L7z,

A h—bzar br—)b

« storm-control =< > NIZIRD/RXT A—Z ZBIMLE LT,

action filter
filter-broadcast
filter-multicast
filter-unicast
filter-recovery-time
recovery-time
auto-restore-time

A h—2bzay ha—/LiER

c AHZBMUE L7z,

[ Ver. 2.4 5t)ifK])
* ETHEAR

HH BN - ZEENE
S DS - system I2-table mode =~ > Kd<mode>{Z 3 B L FE L7z,
IEEE802.1X « dotlx auto-logout =~ > RZ&BML FE L7z,
Web 387 - web-authentication html-fileset =~ > FZEMM L E L7,
MAC 783 « mac-authentication timeout reauth-period =~ > K48 L F L7z,

[ Ver. 2.3 tiahR]
* EEAR

15H

BN - EERAR

WEOEH

« switch provision == > R|Z 2340-16t4x /XT A —X ZBMLE LTz,

MAC F8:E

 mac-authentication auth-interval-timer = < > K|Z seconds <seconds>~~

TA—ZEBIMLUE LIz,
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« mac-authentication login-failed-logging disable =~ > FZBML £ L

72

[ Ver. 2.2 XtIhR]
£ EHEAR

BN - EEAR

LA ¥ 2 38GE

cROaw REBMLE LR,

authentication auto-logout strayer
authentication logout linkdown
authentication mac access-group

IEEE802.1X - dotlx radius-server host =~ > R&BMM L £ L7z,
Web 583 - web-authentication radius-server host =~ > F&BIM L £ L7z,
MAC & - mac-authentication id-format =~ > K& BN L % L7z,

[Ver. 2.1 %tk ]
£ _BHNE

15H

BN - EEAR

=R/ GV S P
RADIUS/TACACS+

- ipv6 access-class =~ > RZBML F L7z,

ARA R4 & DNS

<ipvb host =~ R&EBMLFE L7,

R D « switch provision =~ > RIZIRD/NT A —H ZBIMLE LT,
2340-24th4x
2340-24ph4x

7 7 1Bk RE - logging host =~ > RZ<ipv6 address>/X7 A — X ZBIMLE L7z,

IGMP snooping

cROawr REBMLE LR,

ip igmp snooping mrouter discovery

ip igmp snooping mrouter discovery extension
ip igmp snooping mrouter logging

ip igmp snooping query-interval

IPV6 {5

c REZBMUE L,

=T Ry A BT z—RA

- ipv6 address (loopback) ==~ FZEMLE L7,

7 u—RHE— N7 v —@fE

- flow detection mode =~ > FiZ layer2-3 /X7 A —Z ZBIIL £ L

77

TI7ERAY A B

cWROavr REBMLELE,

deny (ipv6 access-list)
ipv6 access-list

ipv6 access-list resequence
ipv6 traffic-filter

permit (ipv6 access-list)

QoS

D= REBMLUE L,

ipv6 qos-flow-group

ipv6 qos-flow-list

ipv6 qos-flow-list resequence
qos (ipv6 gos-flow-list)

MAC 78l

- mac-authentication radius-server host =+ > R{Z<ipv6 address>/\Z

A—ZEBEMLE L,
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sFow #ih « RO 2= FIZ<ipv6 address>/ ST A —Z 2B L& Lz,
sflow destination
sflow source

LLDP + lldp management-address =~ > FiZ ipv6 <ipv6 address>/XT A — & %
BMUELE,
IPV6 1{5 1i5 #t c REAZBMUE L,

[ Ver. 1.1 tihR]
F EHEAR

EHE BN - EERR
S DA - switch provision =~ > R{Z 2340-16p8mp2x /3T A —HZ Z B L E L
7=,
A—H%x> + 100BASE-TX/1000BASE-T/2.5GBASE-T D ¥ 7K — RV, kD=

v NICRR BN L E LT,
duplex (gigabitethernet)
flowcontrol

interface gigabitethernet

link debounce

speed (gigabitethernet)

- power inline allocation == > R{Z autoclass /X7 A —# ZBM L E L
7=

QoS - traffic-shape rate =~ > NIZ 2.5GBASE-T OFtik B L E L7,
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AC Alternating Current

ACK ACKnow | edge

AES Advanced Encryption Standard

ANSI American National Standards Institute

ARP Address Resolution Protocol

bit/s bits per second *bps L RETEIEHEELHYET,
BPDU Bridge Protocol Data Unit

CA Certificate Authority

CBC Cipher Block Chaining

CC Continuity Check

CFM Connectivity Fault Management

CIST Common and Internal Spanning Tree

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
CST Common Spanning Tree

DA Destination Address
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DC
DES
DHCP
DNS
DRR
DSA
DSAP
DSCP
DSS
E-Mai |
EAP
EAPOL
ECDHE
ECDSA
EEE
FAN
FCS
FDB
FQDN
GCM
GSRP
HMAC
HTTP
HTTPS
TANA
ICMP
ICMPv6
ID
IEEE
IETF
1GMP
IP
IPv4
IPv6
ISP
IST
L2LD
LAN
LED
LLC
LLDP
MA
MAC
MC
MD5
MDI
MDI-X
MEP
MIB

Direct Current

Data Encryption Standard

Dynamic Host Configuration Protocol
Domain Name System

Deficit Round Robin

Digital Signature Algorithm
Destination Service Access Point
Differentiated Services Code Point
Digital Signature Standard
Electronic Mail

Extensible Authentication Protocol
EAP Over LAN

Elliptic Curve Diffie-Hel Iman key exchange, Ephemeral

Elliptic Curve Digital Signature Algorithm
Energy Efficient Ethernet

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name

Galois/Counter Mode

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Internet Assigned Numbers Authority
Internet Control Message Protocol

Internet Control Message Protocol version 6
Identifier

Institute of Electrical and Electronics Engineers,

the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

Internet Protocol version 4
Internet Protocol version 6
Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol
Maintenance Association

Media Access Gontrol

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base

Inc.
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MIP Maintenance domain Intermediate Point

MLD Multicast Listener Discovery

MSTI Multiple Spanning Tree Instance

MSTP Multiple Spanning Tree Protocol

MTU Maximum Transmission Unit

NAK Not AcKnowledge

NAS Network Access Server

NDP Neighbor Discovery Protocol

NTP Network Time Protocol

0AM Operations, Administration, and Maintenance
Ul Organizational ly Unique Identifier
packet/s  packets per second *pps LRETDHEFLHYET,
PAD PADding

PAE Port Access Entity

PC Personal Computer

PDU Protocol Data Unit

PGP Pretty Good Privacy

PID Protocol IDentifier

PIM Protocol Independent Multicast

PoE Power over Ethernet

PQ Priority Queueing

PS Power Supply

QoS Quality of Service

RA Router Advertisement

RADIUS Remote Authentication Dial In User Service
RDI Remote Defect Indication

REJ REJect

RFC Request For Comments

RMON Remote Network Monitoring MIB

RQ ReQuest

RSA Rivest, Shamir, Adleman

RSTP Rapid Spanning Tree Protocol

SA Source Address

SFD Start Frame Delimiter

SFP Small Form factor Pluggable

SFP+ enhanced Small Form-factor Pluggable

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

SNAP Sub-Network Access Protocol

SNMP Simple Network Management Protocol

SSAP Source Service Access Point

SSH Secure Shell

SSL Secure Socket Layer

STP Spanning Tree Protocol

TACACS+ Terminal Access Controller Access Control System Plus
TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security

TLV Type, Length, and Value

TOS Type Of Service
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TPID Tag Protocol Identifier

TTL Time To Live

upLD Uni-Directional Link Detection
UDP User Datagram Protocol

USB Universal Serial Bus

VLAN Virtual LAN

WAN Wide Area Network

WWW Wor [d-Wide Web

BKB (FA/\1 k) GTEDEAFARKEEIZDONT
IKB (/31 1), IMB (X434 }), 1GB (¥4 /34 1), 1TB (7 754 ) IZZENZEI 1024 /A |,
10242 /5A K, 1024° /31 K, 1024* A FTT,
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B X

F18 ZOIXZa1TILDHESS 26
1 CDX=aTINDHEHA 26
= e VA OGBS 752 27
aAvVRFE—F—E 28
85 A—BIHEETE BB 29
2 EREHE 33
& PR i oK i fe 33
ftp-server 34

line console 35

line vty 36
speed 37
transport input 38
3T 4L—2 3 DiRELIRIE 40
end 41

quit (exit) 43
save (write) 45
show 47
status 48

top 50

4 A4 +F )T 1L RADIUS/TACACS+ 51
aaa accounting commands 52
aaa accounting exec 54
aaa authentication enable 56
aaa authentication enable attribute-user-per-method 57
aaa authentication enable end-by-reject 58
aaa authentication login 59
aaa authentication login console 60
aaa authentication login end-by-reject 61
aaa authorization commands 62
aaa authorization commands console 64
banner 65
commands exec 69

ip access-group 71
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ipv6 access-class 73
parser view 74
radius-server host 75
radius-server key 78
radius-server retransmit 79
radius-server timeout 80
tacacs-server host 81
tacacs-server key 83
tacacs-server timeout 84
username 85
5 SSH 88
ip ssh 89
ip ssh authentication 90
ip ssh authkey 91
ip ssh ciphers 93
ip ssh key-exchange 94
ip ssh macs 95
ip ssh version 96
6 FZIDKRTE & NTP 97
clock timezone 98
ntp access-group 100
ntp authenticate 102
ntp authentication-key 103
ntp broadcast 104
ntp broadcast client 106
ntp broadcastdelay 107
ntp master 108
ntp peer 109
ntp server 111
ntp trusted-key 113
7 1RR ~4 & DNS 114
ip domain lookup 115
ip domain name 116
ip domain reverse-lookup 117
ip host 118
ip name-server 119
ipv6 host 121
8 FENEHE 122
switch provision 123

12
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system fan mode 125
system |2-table mode 126
system memory-soft-error 127
system recovery 128
system temperature-warning-level 129
9 ¥OoAvyFJOEY I=2Y 130
system zero-touch-provisioning 131
system zero-touch-provisioning vlan 132
10 &E e 133
eee enable 134
11 04 HhHkee 135
logging email 136
logging email-event-kind 138
logging email-from 139
logging email-interval 140
logging email-server 141
logging event-kind 143
logging facility 144
logging host 145
logging syslog-dump 147
logging syslog-version 148
logging trap 149
12 SNMP 151
hostname 152
rmon alarm 153
rmon collection history 156
rmon event 158
snmp-server community 160
snmp-server contact 162
snmp-server enginelD local 163
snmp-server group 165
snmp-server host 168
snmp-server informs 172
snmp-server location 174
snmp-server traps 175
snmp-server user 177
snmp-server view 179
snmp trap link-status 181
13 EHRER Y ) T b 182

13
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aaa authorization commands script 183
action 185
disable 187
event manager applet 188
event sysmsg 189
event timer 192
priority 195
resident-script 197
3w rybI—DA42BT71—X 199
14 4 —H 32y k 199
bandwidth 200
description 201
duplex (gigabitethernet) 202
duplex (tengigabitethernet) 204
flowcontrol 206
frame-error-notice 209
interface gigabitethernet 212
interface tengigabitethernet 213
link debounce 214
link up-debounce 215
mdix auto 216
mtu 217
power inline 219
power inline allocation 221
power inline delay 223
power inline priority-control disable 225
shutdown 226
speed (gigabitethernet) 227
speed (tengigabitethernet) 229
system flowcontrol off 231
system mtu 232
15 Yo o790 5—vay 234
channel-group lacp system-priority 235
channel-group max-active-port 236
channel-group max-detach-port 238
channel-group mode 240
channel-group periodic-timer 242
description 243

14
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interface port-channel 244
lacp port-priority 245
lacp system-priority 246
shutdown 247
FEAR LAV2RAYFUT 248
16 MAC 7 RLRT—T)L 248
mac-address-table aging-time 249
mac-address-table learning 250
mac-address-table static 252
17 VLAN 254
down-debounce 255
interface vlan 256
I2protocol-tunnel eap 257
I2protocol-tunnel stp 258
mac-address 259
name 260
protocol 261
state 262
switchport access 263
switchport dot1q ethertype 264
switchport isolation 265
switchport mac 267
switchport mode 270
switchport protocol 272
switchport trunk 274
switchport validation 276
switchport vlan mapping 278
switchport vlan mapping enable 280
up-debounce 281
vlan 282
vlan-dot1g-ethertype 285
vlan-protocol 286
vlan-up-message 288
18 ANV HGY1)— 289
instance 290
name 292
revision 293

15
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spanning-tree bpdufilter 294
spanning-tree bpduguard 295
spanning-tree cost 296
spanning-tree disable 297
spanning-tree guard 298
spanning-tree link-type 300
spanning-tree loopguard default 301
spanning-tree mode 302
spanning-tree mst configuration 303
spanning-tree mst cost 304
spanning-tree mst forward-time 306
spanning-tree mst hello-time 307
spanning-tree mst max-age 308
spanning-tree mst max-hops 309
spanning-tree mst port-priority 310
spanning-tree mst root priority 312
spanning-tree mst transmission-limit 313
spanning-tree pathcost method 314
spanning-tree port-priority 316
spanning-tree portfast 317
spanning-tree portfast bpduguard default 318
spanning-tree portfast default 319
spanning-tree single 320
spanning-tree single cost 321
spanning-tree single forward-time 322
spanning-tree single hello-time 323
spanning-tree single max-age 324
spanning-tree single mode 325
spanning-tree single pathcost method 326
spanning-tree single port-priority 328
spanning-tree single priority 329
spanning-tree single transmission-limit 330
spanning-tree vian 331
spanning-tree vlan cost 332
spanning-tree vlan forward-time 334
spanning-tree vlan hello-time 336
spanning-tree vlan max-age 337
spanning-tree vlan mode 338
spanning-tree vlan pathcost method 339
spanning-tree vlan port-priority 341

16
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spanning-tree vlan priority 343
spanning-tree vlan transmission-limit 345
19 Ring Protocol 347
axrp 348
axrp vlan-mapping 349
axrp-ring-port 351
control-vlan 353
disable 355
forwarding-shift-time 356
mac-clear-mode 357
mode 358
multi-fault-detection mode 359
multi-fault-detection vlan 360
name 361
vlan-group 362
20 IGMP snooping 364
ip igmp snooping (global) 365
ip igmp snooping (VLAN 4 >3 7 = —X) 366
ip igmp snooping fast-leave 367
ip igmp snooping mrouter 368
ip igmp snooping mrouter discovery 369
ip igmp snooping mrouter discovery extension 371
ip igmp snooping mrouter logging 372
ip igmp snooping querier 373
ip igmp snooping query-interval 374
21 MLD snooping 375
ipv6 mid snooping (global) 376
ipvé mld snooping (VLAN 4 >4 7 £ —X) 377
ipv6 mld snooping mrouter 378
ipv6 mld snooping querier 379
ES5%H P42 7x1—X 380
22 IPv4 @18 380
arp 381
arp max-send-count 383
arp send-interval 384
arp timeout 385
ip address 386
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ip mtu 388
ip route 389
23 IPv6 @ {8 391
ipv6 address 392
ipv6 enable 394
ipv6 icmp error-interval 395
ipv6 nd accept-ra 396
ipv6 neighbor 398
ipv6 route 400
24 W—TN9 948 T71—X 402
interface loopback 403
ip address (loopback) 404
ipv6 address (loopback) 405
25 DHCP H—/\#8E 406
client-name 407
default-router 408
dns-server 409
domain-name 410
hardware-address 411
host 412
ip dhcp dynamic-dns-update 414
ip dhcp excluded-address 415
ip dhep key 416
ip dhcp pool 417
ip dhcp zone 418
lease 420
max-lease 422
netbios-name-server 424
netbios-node-type 425
network 426
service dhcp 428
E6H Z1I)L3 QoS 429
26 70—RHEE— F/7O0—E)fE 429
flow detection mode 430
27T 7R Rk 432
BETELRME L VE 433
access-list 442
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deny (ip access-list extended) 449
deny (ip access-list standard) 455
deny (ipv6 access-list) 457
deny (mac access-list extended) 462
ip access-group 465
ip access-list extended 467
ip access-list resequence 469
ip access-list standard 471
ipv6 access-list 472
ipv6 access-list resequence 473
ipv6 traffic-filter 474
mac access-group 476
mac access-list extended 478
mac access-list resequence 479
permit (ip access-list extended) 480
permit (ip access-list standard) 486
permit (ipv6 access-list) 488
permit (mac access-list extended) 493
remark 496
28 QoS 497
BETEHRMBIUE 498
ip gos-flow-group 507
ip gos-flow-list 509
ip gos-flow-list resequence 510
ipv6 qos-flow-group 511
ipv6 qos-flow-list 513
ipv6 qos-flow-list resequence 514
mac qos-flow-group 515
mac qos-flow-list 517
mac qos-flow-list resequence 518
gos (ip qos-flow-list) 519
gos (ipv6 gos-flow-list) 526
gos (mac qos-flow-list) 532
qos-queue-group 536
gqos-queue-list 537
remark 539
system queue-length-mode 540
traffic-shape rate 541
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BT LAY 2R 544
29 LA v 2R3 544
aVI7450L—23rvav U REERTHLAV 28 545
authentication arp-relay 546
authentication auto-logout strayer 547
authentication force-authorized enable 548
authentication force-authorized vlan 549
authentication ip access-group 550
authentication logout linkdown 551
authentication mac access-group 552
authentication max-user (global) 553
authentication max-user (interface) 554
authentication native vlan 555
authentication radius-server dead-interval 556
30 IEEE802.1X 557
aaa accounting dot1x default 558
aaa authentication dot1x default 559
dot1x auto-logout 560
dot1x ignore-eapol-start 561
dot1x logging enable 562
dot1x loglevel 563
dot1x max-req 565
dot1x max-supplicant 566
dot1x multiple-authentication 567
dot1x multiple-hosts 568
dot1x port-control 569
dot1x radius-server host 571
dot1x reauthentication 573
dot1x supplicant-detection 574
dot1x system-auth-control 576
dot1x timeout keep-unauth 577
dot1x timeout quiet-period 578
dot1x timeout reauth-period 579
dot1x timeout server-timeout 580
dot1x timeout supp-timeout 581
dot1x timeout tx-period 582
31 Web 5B:F 583
AVI74L—Yarvavy REBEE—FORE 584
aaa accounting web-authentication default start-stop group radius 586

20
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aaa authentication web-authentication default group radius 587
web-authentication auto-logout 588
web-authentication connection-pool level 589
web-authentication html-fileset 590
web-authentication ip address 591
web-authentication jump-url 593
web-authentication logging enable 594
web-authentication logout ping tos-windows 595
web-authentication logout ping ttl 596
web-authentication logout polling count 597
web-authentication logout polling enable 599
web-authentication logout polling interval 601
web-authentication logout polling retry-interval 603
web-authentication max-timer 605
web-authentication max-user 606
web-authentication port 607
web-authentication radius-server host 608
web-authentication redirect enable 610
web-authentication redirect-mode 611
web-authentication ssl connection-timeout 612
web-authentication static-vlan max-user 613
web-authentication system-auth-control 614
web-authentication user replacement 615
web-authentication web-port 616
32 MAC 525 618
aVI7450L—232ay FEFHEE— FORIG 619
aaa accounting mac-authentication default start-stop group radius 620
aaa authentication mac-authentication default group radius 621
mac-authentication auth-interval-timer 622
mac-authentication auto-logout 623
mac-authentication dot1q-vlan force-authorized 624
mac-authentication dynamic-vlan max-user 625
mac-authentication id-format 626
mac-authentication logging enable 628
mac-authentication login-failed-logging disable 629
mac-authentication max-timer 630
mac-authentication password 631
mac-authentication port 632
mac-authentication radius-server host 633
mac-authentication static-vlan max-user 635

21
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mac-authentication system-auth-control 636
mac-authentication timeout reauth-period 637
mac-authentication vlan-check 638
33 TILFRT v TEREE 639
authentication multi-step 640
E8Hm EXa1UTa 641
34 DHCP snooping 641
ip arp inspection limit rate 642
ip arp inspection trust 643
ip arp inspection validate 644
ip arp inspection vian 646
ip dhcp snooping 648
ip dhcp snooping database url 649
ip dhcp snooping database write-delay 651
ip dhcp snooping information option allow-untrusted 652
ip dhcp snooping limit rate 653
ip dhcp snooping logging enable 654
ip dhcp snooping loglevel 655
ip dhcp snooping trust 657
ip dhcp snooping verify mac-address 658
ip dhcp snooping vlan 659
ip source binding 661
ip verify source 663
oM MELLEMIZKLSSEHEIBEE 664
35 FyTIVy - )EFUE b 664
switchport backup flush-request transmit 665
switchport backup interface 666
switchport backup mac-address-table update exclude-vian 668
switchport backup mac-address-table update transmit 670
switchport backup reset-flush-port 671
switchport backup reset-flush-time 672
switchport-backup startup-active-port-selection 673
E10# v bTU— EEtREE 674

22



BR

36 L2 JL— JH&R4&N 674
loop-detection 675
loop-detection auto-restore-time 677
loop-detection enable 678
loop-detection hold-time 679
loop-detection interval-time 680
loop-detection threshold 681

37 A b—Larbkao—)L 682
storm-control 683

ENH Ay FTI—ODEE 687

38 R—hrZI5—1)Yy 687
monitor session 688

39 sFlow ##&t 691
sflow destination 692
sflow extended-information-type 693
sflow forward egress 695
sflow forward ingress 696
sflow max-header-size 697
sflow max-packet-size 698
sflow packet-information-type 699
sflow polling-interval 700
sflow sample 701
sflow source 703
sflow url-port-add 704
sflow version 705

40 IEEE802.3ah/UDLD 706
efmoam active 707
efmoam disable 708
efmoam udld-detection-count 709

41 CFM 710
domain name 71
ethernet cfm cc alarm-priority 713
ethernet cfm cc alarm-reset-time 715
ethernet cfm cc alarm-start-time 717
ethernet cfm cc enable 719
ethernet cfm cc interval 720
ethernet cfm domain 722
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ethernet cfm enable (global) 724
ethernet cfm enable (interface) 725
ethernet cfm mep 726
ethernet cfm mip 728
ma name 729
ma vlan-group 731
42 LLDP 733
lldp enable 734
lldp hold-count 735
lldp interval-time 736
lldp management-address 737
lIdp run 738
FEREAVITATL—2a3 0I5 Ayte— 739
43 A7 4 L—2a UiRERDIZT—AytE—D 739
431 AV T4 L= a ViREBDIS— Ay E— 740
4311 #58 740
4312 a7 47— 3 v ORE LIBFER 741
4313 OJ 4 »+EF 1) T 1 & RADIUS/TACACS+{ESR 743
43.1.4 SSH 154k 743
43.1.5 KRR ~% & DNS 1&# 743
43.1.6 HEDEEER 743
4317 €042y FTOED 3 =V JER 744
43.1.8 SNMP 1548 744
43.1.9 BHEER Y ) T MER 744
43110 4 —H* v MER 745
43111 Yoo 7T )= a UER 746
43112 MAC 7 K LR F— D JLIER 746
43.1.13 VLAN 154k 746
43114 RIX=U 5 Y1) —iER 749
43.1.15 Ring Protocol 1§%R 749
43.1.16 IGMP snooping 1&4R 751
43.1.17 MLD snooping 1&%& 751
43.1.18 IPv4 ;BIE1ELR 752
43.1.19 IPv6 BIE1ELR 753
43.1.20 DHCP #—/\#4E 754
43.1.21 7 0—RHE— F/7 0—B{E1ER 754
431.22 7H+ER R MMER 795
43.1.23 QoS &4k 756
43.1.24 LA 2 REEER 757
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43.1.25 IEEE802.1X 153k 758
43.1.26 Web EFEHR 759
43.1.27 MAC SR3E1545 760
43.1.28 DHCP snooping 154k 761
43129 7y Ty - YEUE Y MER 761
43.1.30 R h—La > bO—/LIER 762
43131 R—r35—1 U J1ER 762
43.1.32 sFlow #iEH&ER 763
43.1.33 CFM &3k 763
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BlIR DX TILOHEAA

1 DX =1TILDHEHMA
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1 ZOYX=ZaT7ILDEHFA

av Y FDEgb e

Ka<wr FIZUTORRITHE-> TR L TWETS,

[#8E]
avr ROFEHH®RERTRER L TWET,

[AARK]

A FOANEREZERZ L TWET, ZOANERT, ROBANCESWTRERE L TWET,
1. ERXTFHINERET H/NT A—FL, <>THAET,

2. <>THEHENTHRWILFEEFF—V— KT, TOEEANTLHLETT,

3. {AIB) I, TAEREEBOYLLNERIN ZEHRLET,

4. [J THELEATA—2R0%—0— Fid IR 2E% LET,
5. "I A—ZDOANHRE, [T A—ZIHRETE B (R LET,
[AAE—F]

avy REANTEALANE—RERERLTCWET, £/, av 747 b—varavry KE—RUTD
£E— RIZOWTIE, a7 MIFERT AL TR L TWET,

(NS A—4]
SOy RORETEDNT A—FEZFHMCHA L TOET, 85 A—4 ZLICEREEO P L Eo#E
HEHAZRRLTOET,

[27 > FEREEF D EIF]

Av Y REAN LA THAT A= OYIESBIESRE SNEHAIC, ZONEEZTELTHET,
[BE~NDEE]

vy ROBREICL Y EEMRYNS 2 CBEICHES D550, AR L TVET,

[EXE B RBREZH]

AEY EOar 74 7 v—yva B ER LSS, TSIEERROMECEMBIGT 22, £HE3EEOR
EE e S &2 — R E L L2 EE TR KM S RN E RIS L TVWET,

EEEIE]
a<w REFHTL ETCOEBRRIZOVTRRR L TWET,
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1 ZOYX=ZaT7ILDEHFA

AYVFE—F—E

a<vy RE—FDO—E%, ROFIIRLET,

£ 11 ATV FE—F—E
BE | OYURE—RZED av Y KE— FEEA E—FBITavT VR
PA=APAE TS

1 (config) sa—r\)var7 4 b— 3 | #enable
T—FK # configure

2 (config-line) VE—bhurAoary—1d | (config line vty
BE (config)# line console

3 | (config-if) A=V Fy b HT72—ADFK | (config)# interface gigabitethernet
TE (config)# interface tengigabitethernet
R—=FF¥RNA ¥ T7x2—AD | (config)# interface port-channel
RIE
VLAN A V¥ 7 = — ADHE (config)# interface vlan
NWN—T RNy I A HT—ADF% | (config)# interface loopback
E

4 | (config-if-range) A =YXy b ¥ 72— RO | (config)# interface range gigabitethernet
G (config)# interface range tengigabitethernet
R—=FF ¥ RN A %7 x—AD | (config)# interface range port-channel
BEERE
VLAN A % 7 = — ZADEEEE | (config)# interface range vlan

5 (config-vlan) VLAN & E (config)# vlan

6 (config-mst) SNVFTINANR= 7Y ) —0DF | (config)# spanning-tree mst configuration
E

7 (config-axrp) Ring Protocol D% E (config)# axrp

8 (config-ext-nacl) IPv4 /3> N7 4 )V Z DFRTE (config)# ip access-list extended

9 (config-std-nacl) IPVA T RL AT 4 )V X DFRTE (config)# ip access-list standard

10 | (config-ipv6-acl) IPV6 7 (VX DFXTE (config)# ipv6 access-list

11 | (config-ext-macl) MAC 7 1 V& D% TE (config)# mac access-list extended

12 | (config-ip-qos) IPv4 QoS D% E (config)# ip qos-flow-list

13 | (config-ipv6-qos) IPv6 QoS D% E (config)# ipv6 qos-flow-list

14 | (config-mac-qos) MAC QoS D% E (config)# mac gos-flow-list

15 | (dhcp-config) DHCP D% E (config)# ip dhcp pool

16 | (config-view) view O E (config)# parser view

17 | (config-ether-cfm) RAAL 2HRE MA DRRIE (config)# ethernet cfm domain

18 | (config-applet) Ty MEREDRIE (config)# event manager applet <applet name>
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INT A—AR (5

ECTEHIE

NI A—RIHBETEDHEZE, ROKRITRLET,

£ 12 NSA—HFITIBETEDHE
INT A—RFER AR A Al
4 il 1 CFHMNET T2 LT HUBENTET L 1 7 | ip access-list standard inbound1
v (), TryE=2ay (), VLR ()
THRETEET,
RA N RA M, LCFEBREFET 2 CFHLERE | ip host telnet-host 192.168.1.1
Byt 47y (1), EUAR () THEETE
E30
IPv4 7 KL A, AN, NELIAA MNP 10 EHTHRL, ZOM | 192.168.0.14
YT Fxy v AT ZRy k() TRED ET, 255.255.255.0
TANKI— R~ AR IPv4 7 KL 2 E[AERDATIFEA TS, IPv4 7 K | 255.255.0.0

LZDHPTE y NS THEFHIEELEW L
jzj_o

IPv6 7 F LA

254 b 16 R THL,
() TRV £

ZOMAEam

3ffe:501:811:ff03::87ff:fed0:c7e0

add /remove ¥5 7

BB OREFAERICX LT, BMNERIT
HlpR%Z LET,

add FREDG &, BEFAOHHRITIEMZ LE

switchport trunk allowed vlan add
100,200-210

switchport trunk allowed vlan remove

T 100,200-210
remove fEEDHE, REFSDOIERI HHIBRZ | switchport isolation interface add
LET, gigabitethernet 1/0/1-3,
tengigabitethernet 1/0/27-28
switchport isolation interface remove
gigabitethernet 1/0/1-3,
tengigabitethernet 1/0/27-28
BEEDXFS
FHFBIORBR LT CRETEET, 2L, MELFT—MRETERVLFRHY £§, XFa—

F=BE2RORIRFLET, TiXFa— FNORBEFLUSNOLFERH LT E LET,

x 1-3 XFa—Fr—-g

X¥F | 3—F | XF | 3—F | XF | a—F | XF | 3—F | XF | 3—F | XF | 2a—F
A 0x20 0 0x30 @ 0x40 P 0x50 0x60 p 0x70
PR
A
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 s 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \Y 0x56 f 0x66 \% 0x76
0x27 7 0x37 G 0x47 W 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 | 0x49 Y 0x59 i 0x69 y 0x79
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XF | 3—F | XF | 3—F | XF | 3—F | XF | 3—F | XF | 3—F | XF | 2—F
* 0x2A : O0x3A J O0x4A z Ox5A j Ox6A z OxX7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
, 0x2C < 0x3C L 0x4C ¥ 0x5C | 0x6C 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D

0x2E > 0x3E N Ox4E n 0x5E n Ox6E ~ OX7E
/ 0x2F ? O0x3F O O0x4F _ Ox5F 0 Ox6F
(EEEHH]

o FEfIfF () (0x3F) & AN¥5I12id [Cull + [V] 2 AN#E [?7] Z AL T IZE, £z, 5

MG EEOREL I — - X=X MTH LA Z LI TEEE A,
[REC & IR R L]

x 1-4 BETETLVEKRXF

XF DA XF a—R
XTNT +—h " 0x22
K $ 0x24
TN T F— R ' 0x27
TIam» ; 0x3B
Ny T ATy va ¥ 0x5C
WD d— b ) 0x60
KA v abhd { 0x7B
KAy akidob } 0x7D
(R EDH]
access-list 10 remark "mail:xx@xx %tokyo"

W <switch no.>, <nif no.># & U'<port no.>®D &xFH

sNT A — X <switch no.>, <nifno.>35 & U<port no.>DEDFIFH 2 IR DEKI R L E T,

£ 1-5 <switch no.>, <nif no.># & W<port no.>N{E D £ F

ETIL [EX) el
<switch no.> <nif no.> <port no.>

AX2340S-16T4X 1 0 1~20
AX2340S-24T4X 1~30
AX2340S-24TH4X 1~30
AX2340S-48T4X 1~54
AX2340S-24P4X 1~30
AX2340S-24PH4X 1~30
AX2340S-48P4X 1~54
AX2340S-16P8MP2X 1~26
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£ 1-6 <switch no.>, <nif no.># & W<port no.>NIEDNEEFE (PoE ;h— FZIEET H15E)

ETIL B #E
<switch no.> <nif no.> <port no.>
AX2340S-24P4X 1 0 1~24
AX2340S-24PH4X 1~24
AX2340S-48P4X 1~48
AX2340S-16P8MP2X 1~24

M<interface id list>D¥§E A%

<interface id list>{Z1%, ™A 7> (1), a2y~ () ZHEALCRITRTEEOAS —V Xy bOA X T x—
AEEETEET, £, [[NEABLT—o2oDA X 7 2 —AbLIFETE £7, FBEEOHIIL, AR
D<switch no.>, <nif no.>35 & U<port no>DHIFIZHEVFE T,

o XHEY M —HhRy DAL FT 2= ADYE
gigabitethernet <switch no.>/<nif no.>/<port no.>[-<port no.>|
o 0XHEY M=V Ry hDA U HT 2 —ADEH
tengigabitethernet <switch no.>/<nif no.>/<port no.>[-<port no.>]|
[NA 7 EiTa s ~IC K2 HEEREDHI]

gigabitethernet 1/0/1-2, gigabitethernet 1/0/5, tengigabitethernet 1/0/27-28

B <channel group number>® &
<channel group number>MDE D #iPH &2 K O FIR LE T,

% 1-7 <channel group number> M1 O #iF

EHE ETIL fEDEEE

1 2T T /VIE 1~120

E<vlan id>D#iFE

<vlan id>DEDFIFHIX 1~4094 T3,

E<vlan id list>DIETEAHiE

<vlanid list>121%, ~NA 7> (1), ar~ () ZHEHALTHEED VLANID #ffECTx£d, £z, —oD
VLANID bLIEETE £9, HEMOFMIL, Aldd<vian id>DOFPAICHEVFE T, <vlan id list>D g% BN
%< lpolcE, <vlanidlist-ORENEEFHIL, EEITOa 74 71— arE LTRATHIEN
HFI, F72, add/remove FEEIZ LD VLAN OIBEMCHIERT, <vlan id list>DFRENBEN D72 g o725
B, BEATOa L 74 7= a v ERALTERTHIENHY £,
(A 7 rFEiFar < X AHEREOH)]
1-3,5,10
(TR OH]]
switchport trunk allowed vlan 100,200,300 + - -
switchport trunk allowed vlan add 400,500 + - -

BA U371 —ADIEEAE

A VBT = — AR T V— TNk T D 73T A — X <interface type> <interface number>MD 5 E 715 & Ik DF
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WCRLET,
® 18 AVATT—RDIBEAHE
42537 z—REH <interface type>IZ#§E 3 % <interface number>(Z#§E 9 %
TJn—7 1227 —R4% 41287 1—RES
A—FXy " FT2—2A gigabitethernet <switch no.>/<nif no.>/<port no.>
tengigabitethernet <switch no.>/<nif no.>/<port no.>

R—=FF YN HFTz—R port-channel <channel group number>
VLAN A & 7 = —R vlan <vlan id>
N—T Ny I BZTx—2A loopback 0

W13 71 —REHETE

BEOA L H T 2= AR UIEREZ L CRET HHAICHERT A EERETT, (£ 18 (0¥
T2 —ADWETE] DA F 7 2—AFHNIN—T D55, RITRTA ¥ 7 x=— AR 7 —T 1%
T HA VBT 2 — AL BLOA, L E T 2 — AFERIEETE £,

o (—V Ry AU HTxz—R

o R—FF¥RINA L HTxz—A

o VLIANA »ZT7 x—XA

WHDA L BT 2—ABEETDHEEX, RILA L E T 2—RAEHNITN—FIZEENDA L F T =—RTR
ETEETN, BRI FT2—2AFNIN—TDA L ZT7 2 —AXRETE A,

[AARK]
interface range <interface type> <interface number>

Flo, ARz ar~ () TR - TRRSERETEET,

[AA1]

interface range gigabitethernet 1/0/1-3
interface range gigabitethernet 1/0/1-3, gigabitethernet 1/0/11-13
interface range vlan 1-100

WAy t—UEROEERE

A =V ERRET 537 A —H <message type>}5 L O<event kind>IZHE CTX H2EZRORITR L E
ﬁ—o

& 19 AvytE—TEHIICIEETESE

BE HETESME

key

rsp

sky

SIs

err

evt

aut

O |IN|o 0| W N |-

dsn

32



2 ERImARERSR

F2fm EREE

2 & F i R F ot
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ftp-server

UE— MEMAWREND fip 70 FavEFEH LT 7 B RAEFAT572DICEHLET, ok, REE~n
T EFTERLIIESGT AU B— FEMAMAKRD IPv4 7 RLRAEITIPv6 7 F LA EZHET 2541,
config-line E— R Ctelnet 7 7 B A L LBEDOT 7 AU 2 FEFREL TS EE W,

[AHTH]
fEOBE
ftp-server
L E:HOLEES

no ftp-server

[ABE—F]
(config)
(/X5 A—4]
2L
[a7 Y FERREOEE]
fip 70 haLTOYE— T 7 BARAEZITHITERA,
LBE~DEE]
L
[ERTEED Iz B 5244 ]

CEEZHE]

1. configline E— FTT7 27 &®AU R MEEELTWDIEA, fip CAEE~2 /A 2R EI3ESTT
Y E— MEHWAEDIPVE 7 RLUAEZIXIPV6 7 RLABR LT 7B A U A Mt THIBR S E
7
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line console

AKa~r RuEAIT5E, configline E— RIZFEAT L, CONSOLE (RS232C) K— MIBET 2 HEMMBHRET
TET,

[AHRH]
fEORE
line console 0
TEWOHIER

no line console

[ADE—F]
(config)
(NS A—4]
2L
[0 > FERREOENE]
CONSOLE (RS232C) R— Mz Y — L& TE £9,
BE~NDEE]
2L
[ERTEED Iz B 5244 ]
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line vty

HE~D telnet BLVSSHIZE DY T~ b 7oA 2 LET, £, WREICFAKICYT—Fr A v
TE L2 —PFHEHIRT 572D bEHLET,
[ABRH]
THHR O E
line vty 0 <number>
THHROHIER
no line vty
[ABE—FK]
(config)
[IRZA—4]
<number>
0y TELA—YHERELET,
1. AT A — 2B O YIH A
BT EEA
2. (EDRREHH

0~15 (/A4 v T&EH2—FHKE 1~16 ITHRETEET)

[O<7 2 FERREFDENE]

telnet BEONSSHIZ KBV E—hual A 20T EHA,
LBE~DEE]

2L

[ERFE IE D R R 224 ]
EMAER, + IERICKBShET,

B

CEEFHE]

. A/ TELa2a—PHAELFLCYH, FTICrlZArLTWba—¥Dky v arnging
ZEEHY ERA, ARTUEIC)E— bl A oA =PI LTHED LR £9°,
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speed

CONSOLE (RS232C) OEFHEEZFHET H-DICHEH L ET, HELERIZ CONSOLE (RS232C) 76
I—=FRr T A LTNWDIGE, 2—FRe 7 v b L, BEERENETINET, CONSOLE

(RS232C) Mo —¥Rm s A VEEIEHFIC, VE— MEAMK CHEEEE L LT LGAa1E, Bk
THZERHYET,

[AHRH]
fEROBE - ZLH
speed <number>
RTINS

no speed

[AAE—F]

(config—Iline)

[INTA—=4]
<number>
CONSOLE (RS232C) Di@fEi#E % bits AL THRE L £7,
1. AT X —H B O Y E
CONSOLE (RS232C) Di@fEiHEE % 115200bit/s IZRE L ET,
2. fEOREHMA

2400, 4800, 9600, 19200

(272 RO EE]

CONSOLE (RS232C) Oifg#HEE I 115200bit/s T,

[BE~DZE]

L

[EREMED R IR2HE]
CONSOLE (RS232C) mba—#Ru /A o LTWAEE, REMEFEHR, a—Fna s/ 7w kL%,
WEHEENTEINET,

EEEIE]

FEZEEHZ CONSOLE (RS232C) M ba—#Ru /A v LTWAEE, =2—Fna /7o Lz
, WEEENEE SN ET, CONSOLE (RS232C) 2»ba—#nn 7o LEBFEIc, UE— MEM
KCHEEFHEZEW LIZGANE, SRR TA2ZE0nH0 9,

B Re

et
=E
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transport input

UEe— MERRNOHAET 1 b a V2 LT 7 X &2HIRT D720 LES,

telnet £721LSSH D H b, fEEINZ7 0 ha L TR T /A2 L, lBESNLTWRWT e hab
7722 EHIBRL £,

[AHTH]
fEmOBE - ZLH
transport input {telnet | ssh | all | none}
O HI R

no transport input

[AAE—F]

(config-Iline)

(85 A—=4]
{telnet | ssh | all | none}

telnet

telnet 7’0 2L TO Y E— 8T 7 BRAEZZITFTET,
ssh

SSH 7w ha L THDYE— T 7 ERAEZIHHTET,
all

FTRTCOTe havTOYE— T 7 ERAEZTTET,
none

FTRCOTa harToYE— T 7 vAEZZIHITEREA,
1. AT A— 2B OHME

A TEEEAL
2. f[EORREHH

L

[3< > FEBREFDBNE]

telnet 7’2 h /L& SSH 7’1 k=L (ipssh RERF) TOUE— F7 7 BRAEZIFHTET,
BE~NDFEE]

mL
[BREMED RBRE2HE]

EMEER, 3 ICEMCKMRSNET,

s

CEEZEHE]

1. SSH#@HIALEIE, Fu—Ubar 7 47 b—varT—RTipssh I~ RERELTLES
VY,
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2. fp BERAHT L HIRT2BE8IE, Zu—rlarr o S b—3 3 F— RO fip-server TRE L TK
7ZEW,
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3 aAVvI4 T L—arDiRELIRE

3 OAVIJ490L—2 a3 DmELIEE
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3 avo

end

1T L= 3 DRELIRE

=V

T4 b—Yaryavy RE—RERT LT, EEEHETE—RNIRVET,

[AHRH]

end

[ARE—F]

ay

J49L—3vav U RKE—F

(/X5 A—=4]

L

(a7 Y FEEROEE]

L

[BIE~NDEE]

L

[EXTE B D R BRE2H ]

L

[B&EAYytE—Y]

end I~ ROIEEA v —VZROFITRLET,

£ 31 endav Y KIEBZrAvtE—2

Ayt—2 A

Unsaved changes found! Do you exit "configure” without | fRfE L7227 4 7L — a B AX — T v S a v
save ? (y/n): T4 =g T ANVITEFELRNWT, a7 47

L—yayE—RERTLEYELTWET, 7y ZA
NTdrearvyver7r—yvare—RekTLEST, 7
n” ZANtTAEend z~wr FadiELET,
VETHNTL, save a3~ REFETLT, fELT-=2
T4 —varBAE— R NT vy 7lary7 47—z
U7 7 AR L TLIZE W,

CEEZEHE]

AT 4T = a v EAA— R NT a7 4 = a7 A NMIRFELZRWT, Ka<w K
T—Hizary 74 b—rvaravy RE—RE2KTTEET, Z0LX, avr4lL—vayv
IIREBRTOREEIZR > TWET, T4 7 L—a L OfREH, save 2~v2 REFEITLT, A
B—RNT o Far 7470 —2ar 77 AMIEIEL T &N,

av 74 F L —ya b ORER, ARZ— Ty T arg 4l —ya 7 A NMRIFE LW TA D
~ Y REFTLIEGE, A¥— T v Tarvra4lv—var7ZyANEmELIary7 4 71—
TarnBr0ET, FoD, BEaL T S —aravwy RE—RICAD, RELRWVWTA
v REFEITLEGAICOHERA v —UBRERREINET,

AKa<wr FPRETT2ENC [Cul]l + [C] =2 AN L THE LW TLZEW, FlTL7GEe, =
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3 aAVvI4 T L—arDiRELIRE

YI4 T b—varavy RE=RPKRT LERA, TO%, avr7 47 b—varavy REFET
3% & [Logical inconsistency occurred.] 231 &N T, =T —IZRDBENDBH Y £7, ZDOIRHEIZ
Rol-BA/IE, Kavw o RTarv 47 b—varavy RE—REKTLTLIEE N,
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quit (exit)

F—RFE2—2RVET, Fu—Lar 74 0L —arET— ROBE/IE, av 747 —Yaravwy

RE— RERT L CEETREET— NIRY £7,

BB T CRE L TWAEASIT—o HrEEIc R

—E =Y E— R L OEEEHEE— FTOEEC WL, HEAa~vr FLr7r o) 22BLT

IVI749L—va3ravy RFE—F, —fR1—HE—F, BLUVEBEEEE—F

DET,
<TEEW,
[AB#K]
quit F 7213 exit
[ABE—F]
[INTA—=4]
el
[O7 2 FERREFDEIE]
2L
RIE~DFEE]
el
[EXTE B D R BRE2H]
el

[B&EAYytE—Y]

quit (exit) I~ ROREA v E—TVEROKITRLET,

£ 3-2 quit (exit) ATV FIEEA v E—3

Ayt—

RE

Unsaved changes found! Do you exit "configure™ without
save ? (y/n):

WELIZarv 747 b—Ya B AX— T v av
T4 = ar T A NMIMBEELRNT, a7 47
L—yaryE— Rz TLESELTWET, 7y A
HhTpHearrz 4l L—yarET—REERTLEST, 7
n” ZANT5E quit (exit) =<2 REadIELET,
VETHIUL, save 2~ REFEITLT, EL-a
T4 = arEARAY— Ny a7 4 s L—va
U7 7 ANVITRAFE L TLTEE NN,

AEREIE]

a7 4 b—varavy RE— RTquit (exit) 2+ FEFEHT 2561, KIRITEEREFEIH Y

£7

. avI4 70—y araARI— K NT v Tardq7Lb—al 7y ANMIRELRNWT, Kav R
TRy 74 7L —varavy RE—REKTCEET, Z0OLE, avr74Lb—vay
IIER T ORIEIC S TWET, arv 74V L—3 3 COER, save 2~v 2 REETLT, A
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R—KNT o Far7 40 Lb—ar 77 AMIREELTLIEE N,

2. AVT 4T VL—arOESR, AX— T v a4 L —v a7 ANVHRELRWTAD
<V REETLESS, AZ— Ty Farg b —av 77 AVERELT-ary 7 4 7 L—
arvRBRRVEST, FORLD, BEaLy T4 L —gravwy RE—RICAD, RELARNTA
av Y REFEITLEGAICULHERA v E—URRRENET,

3. Aa<r FPETTBHHENC [Cul]l + [C] F—%2 AL THE LW T 7ZEW, B LIZSA, =
V74T —varavy RE—RBPKR T LERA, TO%, a7 47 b —varavy REFET
9% & [Logical inconsistency occurred.] 231 &N T, =T —IZRDBENDBH Y £7, ZDOIRHEIZ
Rol=E81%, end a2~ RTary 747 b—aravwy RE—REKRTLTLIEE N,
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save (write)

WELZary 74 7L —va b ONBEY, A= T v Tarviqlb—ar 7y ANERIINNy
TyTSarg4 S r—var7r A AMEELET,

[AHRH]

save [<file name>] [debug]

write [<file name>] [debug]

[ARE—F]

aAvI445L—Yarvavry RE—F

[N A—=4]
<file name>

RETHaLr 74 7= a7 ANAERELET, ZO77AMINY I T T a7 47
L—ar 7 Ay ET,

o T—WNDALT 4T L—varT A IEE
LENOT 7 A VAHEEELET,
o VE—|LDarr4r—rvalr7yrANEE
VE— R DT 7 A N ERITRT ENpO URL FERCHRE LT,
e FTP
ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>
e TFTP
tftp://<host>[:<port>]/<file path>
1. AT A— 2RI OYIHME

BEREFTOa Ly 74 7 b—vav B AX— T vy ar7 47—y a7y AL (startup-
config) IZ EEERAFLET,

debug
VE— 7 7 A NVRERHCEERNOFEMZR R LET,
VE— 7 7 A VESSHFZ [Data transfer failed.] & LT T —¢ 7oA, ZONRT XA =2 %t
FCHEa~v Ly RETTHZET, =N ARV AREDTT —OFMEND Z LN TEET,
[O7 2 FERREDENE]
2L
[BIE~ORE
2L
[ERTEED Iz PR 5244 ]
2L
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[EEAvtE—]
save A< RDIEEA v —VHROFITRLET,

% 33 save ATV KRB AYE—

Fyt—U AR
Configuration file already exist. Configuration file save to HBEZ 7 ANBT TITHEL, EFEEZ L Tsave 2179
<file name>? (y/n): MNOMERTT, 7y TETLET, " n” THIELE
D
Configuration file save to <file name>? (y/n): FBE T 7 A WMIZ save 21T 2 OB T, 7y THEIT
LEJ, > n” THIELET,

CEEZHHE]

. ary747L—rarIZyAkE—T7LTbarr7s7b—varavy FE—RNIKTLEE
ho TEEKRZ DRIV T it 3~ FERTend A~ FEflioTarr s/ L—varvavy
FE—REHKTLTIEEN,

2. BREFRDOIT 4T L= a r T 7 AV EZSRBHERDP VG EBREFETE ERA, VE— M —
NEDT7 7 ANVRAFET DHAIE, VE— M —ANTEZALTEDLLIICHREL T EINY,

3. status A REFATHIEI LT AT L= a v OREOHE, E—7 LNl I »EMbIENT
TET,

4. NEKZ7 7 v a2 AT OREAFENPFELTVIEA, 20747 L—2arOe—T7ETEEE
loo BER 2~ K show flash i L Ca— W ORMEABFELHR L TSN, AX—F T v
Tar 747 b—v a7 7 A (configlsystem.enf) ~E—T7 T LI DITHERFET, AX— |
Ty Faryz 4 S b—3 9774/ (lconfig/system.enf) BIUREF O T 4 T L—T g v OH
A 5T, KDALY T 4 7 L— 3 2 TR 2MB OREHARESSLETT,

5. MCEHE— FREYMDOFEITARa~ L FEFEIT L2 L &1L, EH =2+ K update me-configuration O
MEE S HBEICEI TSN E T, TD=8, i#EH 2~ F update me-configuration (25t 3 2 & H 1 7 A3
BEnEd, A 7O (Ave—Y  -mas 77 L R 28R LTLIEEN, B, &
i == K update mc-configuration DML T T — B SN HETH, Ra<wr RIZIEFEKETLT
WET,
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show

WHEYDary 74 7 —ya U EREEICFE R LET,

[AHRH]

show [ <command> [ <parameter> ] ]

[ABE—F]
AvI74JL—v3 AR FE—F
[T A—=%]
<command>

ar 74 b—varavwy NeEELET,
<parameter>

TR ERET DA, <vlan id>P<access list name>72 E DT A — X ZFaE L £9,

(a7 FEBEROEE]

2L
LBE~NDEE]
L

[EXEED R BREH]
L

CFEEEE]
. ar747b—=arPNENGEE, a3y FOETICRHEB#END ZEBH 0 £7,
2. Ravwr FNETHRIZary 74 7 b—rva v OffEEITcopy 27 FROETETDH L, Kavr MR

PSS ZENHY ET,
3. VI7MNU=TET vTT— 5L, HEEOFRBINR TRIATTICERR ST D R RIEREZI 2R
N BB ET,

F2, V7 MU =2TOT v T T — ML DEBOFEBRIZ, AF¥— Ty T a4l —a
EELRFELRWT, EEAHEH TS L, LETICRREN D RBREREZTY 7 v =T O
7 v 7T — MK DEEOFREIRFOREZNC R £77,
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3 aAVvI4 T L—arDiRELIRE

status

WERDary 74 7 L—2a v OREEZRALET,

[AHRH]

status

[ARE—F]

avI749Lb—Yarvavy RE—F

(/X5 A—=4]

L

[RTAR]

status 2~ RORRAREZROFRITRLET,

% 3-4 status A7 Y FRFAR

KRIA ML

RTAR

File name

MEFORGT 7 A NVPFERINET, MWEXZIE running-
config L7272\ DG, 7 running-config” 721 MFE RSN ET,

Last modified time

BACTmEERZ L BB A RN LE T, MEREICL-T, Tid
DESICFRENET,

HIHPE AR AR © Not modified

HE (B LB % R HRAE © <Date> by <User> (not modified)

T4 save R FENi : <Date> by <User> (not saved)

MW save Fhfi : <Date> by <User> (saved)

Buffer Total WETDOar T4 L—v a7 AN LTHATE AR
BNFRENET,
Available WETDOa Ly 74 7L —varT7rA e LTRIATE 5EA
BNFRENET, F, 2FBRITIEEE S~k T —
UTERRLET,
Fragments WETOa L 74 71— a7 7 A LOHT, Bk E Tl
AL 34 LB ) TRENFRENET, £, 2858
T2 EEE = TV TERLET,
Login user BE, EEICn /A LT a—F4H & n /A URERIBRTR
ENET, a7 4V L— g URETO—FL “edit” &
WO ERBINENE T,
(27> FERBREBEOEE]
2L
BE~NDEE
el
[ERTEED Iz PR 5244 ]
L
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CEEZHHE]

N

BRWDRVEAE, EEXBH-Thbar 74— aravy FEEITTERNI LRH Y %

B

<

o

2. HEOHEBHE T, FoRINDHREWERLADTND ZLBHY 7,
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top

arv7 4 b—varavry ReE—ROE BB b/ a—ar7 4 S L—vart—F

M) IRV 7,

[ABRERK]
top
[ABE—F]
aArvI445L—Yarvavry RE—F
[INTA—4]
2L
[T FEAREBDENE]
L
BIE~NDEE]
2L

[EXTE B D R BRE2H ]

L

CEEFHE]

L
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4 O44>t%a1) T4 & RADIUS/TACACS+

4 OJq4>xa)FT4&
RADIUS/TACACS+

51



4 O >t%xa1) T4 & RADIUS/TACACSH

aaa accounting commands

a<w L RETho T 7 LET,

[ABRH]
THMORE « BH

aaa accounting commands { 15 | 0-15 } default { start-stop | stop-only } [ broadcast ] group tacacs+
THHOHIBR

no aaa accounting commands

[AAE—F]
(config)
[INFA—=42]
{15 | 0-15}

TAVT 4 TR LD A<y FULERELET,
15

Ay T4 S L—varav Y REGT AT 4 o IRRELET,
0-15

EHa~vy Rearvyg Sv—varavy ReThvrT4 v IxtReELET,
1. ARRT A — Z AW O E

AMETEEEA
2. EOREHPH

L

{start-stop | stop-only}

AV REMBE LT T T 4 0 7 OWERE AR E L 7,
start-stop

A~y REATANCBAR, =2~ FETRICELEZEEFELET,
stop-only

Ay REATRNEIE 2R E L ET,
1. ART A — 2B OYIHME

B TEEEA
2. fEOREHPH
mL
broadcast

KRT A —HZ ZIRTE L2554, tacacs-server host 2~ RCREINTZH K4 BEOY— 4T Tz, %
ZIEDORID A EICrrbOTNECT AT T 0 v TR EERE LET,
1. AT A—HENER O HE

BK 4 B0V — OB ENECEZERRDT2ETCT I T o U TIEREEE LET,

group tacacs+
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TR T 4 v TP —E LT TACACSH — &AL £,

(272 B EE]

L

[BIE~NDFEE]

CFEEHE]
2L
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aaa accounting exec

nJgAy -l T NET T 4T LET,

[ABRH]
THMORE « BH
aaa accounting exec default { start-stop | stop-only } [ broadcast ] { group radius | group tacacs+ }
THHOHIBR

no aaa accounting €xec

[AAE—F]
(config)
[INFA—=42]

{start-stop | stop-only}
TRTT 4T O E fEE L £,
start-stop
n A CRECRER, m 2T D MRRCEIEZRE L ET,
stop-only
B 77y NI R 2R E L ET
1. ARRT A — Z AW O E

A TEEEAL
2. (EORRE B
L
broadcast

ANTG A—Z EFEE LT25E, radius-server host & 7213 tacacs-server host 2+ > N TiRE I ML T2 K 4
BOP—"FRTUZ, EZEORDABICHI2DLOTINECT Y T 4 v T EREFE L ET,
1. ARRT A —Z A8 O 1 E
RRABOY = "OBENEICEZEPRDTLETT IV T 4 o TIEHREEELET,
{group radius | group tacacs+}
TR T4 T O ERELET,
group radius
TR T 47— L LT RADIUS Hr— il L £,
group tacacs+
TAY T 4 =N E LT TACACS+H— & LT,
1. AT X — 2B DY E
AMETEEEAL
2. EORREFDH
mL
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(27> FERREFDEIVE]
el
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aaa authentication enable

"t%”é?ﬁ%‘%*‘ R~DZETE (enable =+ F) RRCHEATHBAEF R A E L E9, KICHELLAFXT
muu 9%3& L/71:_ i/j( \—?F Hﬂiﬂbfx_jﬁ‘t“(nu nﬁ%ﬁil/\ ‘ﬂ_o 72%, :@mu uﬁ%aya#@@”/ﬁ j: aaa
authentication enable end-by-reject 7~ > R CEE T 7,

[AARH]
THMORE « BH
aaa authentication enable default <method> [<method> [<method>] ]
THH O HIBR

no aaa authentication enable

[ABE—F]
(config)
[N A—=4]

default <method> [<method> [<method>] |

EEREE— R~OLEE (enable 2~ F) KM 25875 A <method>IZFRE L £ 7,
<method>{TIFKRZFRE L £ T, [A—D method IFEEFRE TE FH A,
group radius

RADIUS #BREA L £ 7,
group tacacs+

TACACSH+BAEZ I L £,

enable

a— IR AT — utunﬂzifﬁﬁﬂ% l/ivgﬂ

[O<7 2 FERREFDENE]
0= NIRRT — REBEEZEI TV ET,

[BE~NDFEE]

REMAETRS, +ITEMCKBRSILET,

CEEFHE]

1. FBFEH T group radius /3T A —F F 721 group tacacs+/\°§ A =B ERET H5E,
RADIUS/TACACS+H—/8 & OBEAN A £ /TR R LTz & &, EEFHE T — FICAE TE2<
2D ET, ZTD7D, enable 3T A —X H—fHl J:Elffﬁ‘é ZlEBEOLET,
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aaa authentication enable attribute-user-per-method

PEEHEEE— F~OLEE (enable 2~ F) BOFEIEMHEMNT 52— 4BMEL, RIS Licko
EOIEFELET,

® RADIUS #FFE Tl User-Name &P & L CSenabl5$ 2 55 LE T,
® TACACSHEBFETIL User @& LT/ A ra—FAE2REELET,

[ABRH]
THMORE
aaa authentication enable attribute-user-per-method
THHROHIFR

no aaa authentication enable attribute-user-per-method

[ABE—F]
(config)
[INT A—4]
L
[O7 2 FERREFDENE]
TEEEHEE— R~OEE (enable 2~ F) BRI, =2—H4EME LT admin ZXELET,
LBE~DEE]
2L
[ERTEED Iz B 2244 ]

REMELS, T ITHEAICKBREIET,

GEESEIE]
1. fH7 5 RADIUS/TACACS+V— NZEDHETHREL T 7Z &,
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aaa authentication enable end-by-reject

IEEEHE T — F~OXEH (enable 2~ R) FFOFBRECHREINTLE, AEEK T LET, WBEARA
T2 EOREIC X D PRGEIIEIX, aaa authentication enable < 2 K TRIZHEE SN TW D ERGES N TRRGEL
ij‘o

[AARH]
THMORE
aaa authentication enable end-by-reject
THHOHIBR

no aaa authentication enable end-by-reject

[ABE—F]
(config)

[N A—=4]
L

(272 FERFOEE]

FRGEIC R L7238, £ DOBAIZ2 ) 1 59 aaa authentication enable =< > N TRIZIRE STV D%
FRTHIELE T,

[BE~DFE]

L

[ERFE IE D JR R 224 ]
REMAES, +ICERICRKRShET,

GEESEIE]
1. aaa authentication enable =~ > N CITE L= Gt X725 H2h <9,
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aaa authentication login

B 7 A R 2GRN A E L E T, LICHE LERRRC KR L2 861E, RICHEE L GAT
AEEATWET, 228, I ORGERIEFOE/EIL aaa authentication login end-by-reject 2~ R TEHE TX F
—a—‘o

[AARH]
THMORE « BH
aaa authentication login default <method> [<method> [<method>] ]
THH O HIBR

no aaa authentication login

[ABE—F]
(config)
[N A—=4]

default <method> [<method> [<method>] |
77 A RS 5 R8T A <method>IZFRE L £,
<method>{TIFKRZFRE L £ T, [A—D method IFEEFRE TE FH A,
group radius
RADIUS #BFEZ A L E 7,
group tacacs+
TACACSHEFAEAEH L E7,

local

a— IR AT — utunﬂzifﬁﬁﬂ% l/ivgﬂ

(272 &R OEE]

0= NIRRT — REBEEZEI TV ET,

[BE~NDFEE]

REMAETRS, +ITEMCKBRSILET,

CEEFHE]

1. FBFEH T group radius /3T A —F F 721 group tacacs+/\°§ A =B ERET H5E,
RADIUS/TACACS+H— N & DIBfE R AT £/ ITRREICRI L7z L &, AREICH 7 A o TER< R E
T, ZD7®, local RT A —H L BT T A E2BEIOLET,
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aaa authentication login console

2>V —/L (RS232C) 2B 1 7 A LT aaa authentication login =~ > K CHE L7ZiRiE F A H L F
R

[ABRH]
OB E
aaa authentication login console
THHMOHIER

no aaa authentication login console

[ADE—F]
(config)
(NS A—=4]
L
[O7 2 FERREFDENE]
a Y —) (RS232C) mbou JA UL, v—HINA/RAY— REBEIEEZITWET,
LBE~DEE]
L
[ERTEED Iz B 5244 ]

GEESEIE]
1. RADIUS/TACACS+i83EZ 4T 9 7=8121%, aaa authentication login =< > FHEREL T2 E W,

2. aaaauthentication login =< > R TRFESFRUZ local /XT7 A —F ZHHE L TV RWES, REEEITO
&, RADIUS/TACACSH+H—/N & OMBEAR A E 1 TRRREIC R L7z & &, a2 Y —/L (RS232C) D
e A4 TERIBRDET,
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aaa authentication login end-by-reject

07 A VIFORBFETCERBINTHEIE, BAEEKET LET, BERAZ2EOREIC L DFRFRL, aaa
authentication login =~ > N CIk| T EINTWDLRFEF A TRIEL E T,
[AARH]
THHR O E
aaa authentication login end-by-reject
THHOHIBR

no aaa authentication login end-by-reject

[AAE—F]
(config)

(NS A—=4]
AL

(a7 Y FEBROEE]

FRREIC R LT2GAT, ZOEBIZA )1 57 aaa authentication login =~ > F CIRIZHRE STV D REE
FATRIALL £,

[BE~DZE]

ROEEA R, T ICERICKmSNET,

CFEFIA]
1. aaa authentication login =~ > K CHE L 75RiE U 72T AR T,
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aaa authorization commands

RADIUS #—/3, TACACS+H—, F/-ldn—h N (2747 b—vay) [Lhba~vwy FERREITO
LallEELET,

B, WITRTHEE, 1774 #IZ logout, exit, quit, disable, end, setterminal, show whoami 32O
who am i AADFT SN TOa~< 2 FRFIRENT, a<wy RBRATE <20 TIERSLEZS N,

® RADIUS % —/ NF 7213 TACACS+H— R CTOFGERFICAR U X —EHF BHESCEMEME L Ta~vr K7 TR
F/0Xa~r RY 2 RREETERWES

o 11—/ AY — RTORFERFZ 22— Y4 &L Z xS L=< K27 Z X (username view-class) &
72iZ=~> KU Rk (username view * parser view * commands exec) DFXENRVGE
[AAFRK]
THROBIE « BHE
aaa authorization commands default <method> [<method> [<method>] ]
i O HIBR

no aaa authorization commands

[ABE—F]
(config)
[N A—=4]

default <method> [<method> [<method>] |
o FARGRIREIZAEE 3 2 & <method>ITHEIE L E T,
<method>|ZIZREZFRE L E T, [Fl—® method ITHBGLETE A,
group radius
RADIUS H— 2K D 2~ FAREZITVET,
group tacacs+
TACACS+# —NZ KD a <=y RAERZITVET,
local

g—H Mk Bavwy REREITVET,

(272 F &R OEE]
Sy FRBEITOE A,
[BIE~DFEE]
L
[EXEED R BREEH]
BIEMER S, WE R 7 A R DRI S ET,
CEESE]
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IR — BN RNRT — RTORFEE FIRFIZ, a~vr R IRAERZa~vr R R MEREGLa~ > KK
BEITVET, Ka~vr RETFEFHELTH a3~ FEKRIFITWER A, aaa authentication login =~
YRHBREL T EEN,
2. WIARTHEE, v 7oA %IT logout, exit, quit, disable, end, setterminal, show whoami 35 & O who
ami LS DT_AToa~v Ly RRHIRENT, av 2 RRFEATERIRLIOTIEELEIN,
® RADIUS % —/3FE 721X TACACSHY — N TORBFERFIC AN X —EFBIESCBMEMEE LTavr B
TAERITa~r R R SPERETER2WGEA
o T— NIRRT — RTOFRIERFIC2—T 4 EZNICHIG LIz~ K7 7 A (username view-
class) F7zldz~2 KU A b (username view) DEREMNRNEE
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aaa authorization commands

console

oY — (RS232C) b1 7 A DA aaa authorization commands 2~ > R THRE L7z~ KK

WEATVWET,

[ABRH]
THHR O E
aaa authorization commands console
THHOHIBR

no aaa authorization commands console

[ABE—F]
(config)
[N A—4]

L

(a7 Y FEBROEE]

z Y —)L (RS232C) b 7o UL,

B2 480

Foa

[BE~DEE]

L

%7 B D = BR 24 ]
W0 7 A I D R S 1

[

ML H R,

B

CEEFIA]

TLIE&EW,
AREXITH L, =YV — (RS232C)
v RBHIR S ET,

AKawy FRETEREL TS A~ FAG

o= FAERRITITVWER A,

ij—o

FIIITWVEE A, aaa authorization commands =T~ > R HERE L

MoDOuZA DL, avy FEART, #iTsda~
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banner

a—HFou 7 A H

BTABIEERT DAy E—VERELET, FHET LT A—ZITEST, %

7 27 & A (console, telnet/ fip,/SSH) OB 7 A VHNIRTTLHHDE, BT A L RIZERTILHLONRH Y
T3, £, fip T BRCOWTUIMENNCEET S 2 b TEET,

BB, KFRXTA—HORENFILLDO A A vE—VFROFIEIZONT, ROFBIZRLET,

£ 41 B/EARIZHT AT M VATAVE—DDORT—E
HENE AT A VHETA v E—PDRT
login login-ftp console, telnet ftp SSHv1 SSHv2
AvE—U A% | L AvtE—YA%E AvE—Y A% KL AvE—Y A%
FRAE e e e N
AvE—Y A% |disable ST A— | AvE—TA%E KR L e/ AvtE—VA%E
FRAE B HRRE BN FR
AvE—VAE | AvE—VYB% | AvkE—VAZE AvE—YB%& e/ AvE—Y A%
RE R E e e e N
L AvE—YB% | Rl AvE—YB% FKR72L FRRL
HIE e
£ 42 B[/EARIZHTHAT( kA VE—DORT—E
HENE AJA oAV E—DDRT
motd motd-ftp console, telnet ftp X7 E— SCP, SFTP,
= 2 tXxavavy
(SSHv1, FE1T
SSHv2 £38) (SSHv1,
SSHv2 38)
AvE—UA%E | L AvbE—VAE | AvE—TAE | AvE—VALE | XRAL
R E FoR FoR FoR
AvtE—U A% |disable ST A— | AvE—TA%E | BRRL Avb—V A% | L
R E B EFRE FoR FoR
AvE—VA%E | AvE—VB%E | AvE—VAE | AvE—UB%E | AvE—VAE | RAERL
R E RE FoR FoR FoR
2L AvE—YB% | £A-BL AvE—YB% | RR-BL KRR L
e FR
[AB#K]

THMOBIE

4T

banner login { {encode "<encoded message>"} | plain-text }

banner login-ftp { {encode "<encoded message>"} | plain-text | disable }

banner motd { {encode "<encoded message>"} | plain-text }

banner motd-ftp { {encode "<encoded message>"} | plain-text | disable }

THH D HIBR

no banner [{motd | motd-ftp | login | login-ftp }]

[AAE—F]

(config)
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(NS A—=4]

login

&7 7% A (console, telnet,/ ftp,//SSH) D1 7 A VENIFKTTHA v —VZHELET,

plain-text

QA AyE—VETFAMERDOLFEINE LTAALET, a2~ FAHE, RKOX D72
FHIASITHEE & 7> THEATTAIITE 7,
——— Press CTRL+D or only '." on last line —

-
—

IT, vl A A=V LTHERIEDLIXTINEAN LET, AJTOHKH%IZ CTRLAD £7-

WIEAATT T P2 AA LT, AAEEHZEDY £,
ADANEE, BEEIIZ encode XTI A—=ZDarT7 4 7L —varybt LTREENET, £, U

il

RESNTOEbLOFHIBRESNET, ok, ANE, 7FAMNEATORI Y= A A =%

B L2\ 5E 1%, show banner {motd | motd-ftp | login | login-ftp } plain-text =~ K& L T
<TEEWN,

1.

ARG A — H AW O W HE

QA A= F R LD

TEO EHH

W FE THRK 720 SCFO LFH)

AT A — 2 f R OB R IH

DA A=V EANNTDHEEE, 74T NOREREEMRL T, FRTEXRND
XFEEAS LN TL 72 &V, show banner {motd | motd-ftp | login | login-ftp } plain-text (D3
1THERC, 794 7 v MERIFICHEImS 7 0 0 7 P OFRRBBEN TRIETE R 25BN
HVET, B, v/ A A=V DOANEFICREZIY DT WEGAIE, CTRL+C %
AN U TR Z R LT 7280, VTSR CT A RIBICHB X 5 RIER AT % L=
&, UF (CTRLAD RWATHET) 22 HFRWIREBIZZR Y 9, TOHAIE, Ny 7 R
NR—=AF—TANL7=XFZHIBR L THEAT D), CTRL+C TAHEZFR LT 72X
W,

AT, FTTRNTONNy 7 Z_R— 2% — |2 L A EFTCEOHIRAZINRVERIL, WRD
Ny g A— 2% —% BS il m— K (ASCII 0x08 "H) #XETAREICLEE L TLIEE
W, B, T2 <SXFIRHIRTE EEA,

encode "<encoded message>"

U A AyE—VE LTBASEd T a— R& LI CFEHE AN LET, £z, DARRESN
TWe b OITHIBRSVE T, @I plain-text /37 A — X CAS LTENENR Ty 2 — RIS THE
ENET, TXAMERTORI V=0 A A=V EMERLT-WIEA X, show banner {motd | motd-
ftp | login | login-ftp } plain-text 2~ > FZ&@HH L T Z &0,

1.

AKINT A — 2B W DYIE

nJA A= EFR LN

fIE oD R3¢ i i A

BASE64 = =t — N L7=3XFH|%" "CTHACATITS (960 CFLAN)
AT A — 2 RO

QI AUAyE—UEANNTDHEXIL, VAT NOBEREEMREL T, BRTX20N
XFE AT LN TL &V, show banner {motd | motd-ftp | login | login-ftp } plain-text FZ4T
B2, 77472 MERFFICHESS ' 1 v 7 N ORRDBBANTERIETE R D BEI0NH
DET,
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login-ftp

fip 77 BADB T A VANIFERT DA v — V2 RIERE E/ITENCLET, fip 77 EXIZHON

TiE, lognfXELY ZHHMBEINET,

plain-text
QAU RAye—TETHFAMNEROXLFFHE LTAS LET, FEMIL, login @ plain-text & 2
LTL7EENY,

encode ""<encoded message>"
A AyE— L LTBASE6S =2 a— R&E LIXXFE A LET, ML, login ©
encode Z#ZH L T 72X,

disable
login EENSINTNDHEETY, fip 77 BRICOWVWTCIE, I A VA vE—UARRIERVEK
ITLET,
motd

K7 A (telnet, console/ftp) DT A VIZRICKRRT DA E—VEHELET,

plain-text
QAU RAye—TETHXANMNEROXFHIE LTASLET, FEMIL, login O plain-text & 2
LTLIEEWN,

encode "<encoded message>"'
nJ A A=Y LTBASE6S =0 o— R& L7 SCFFIE A LET, /%, login ©
encode ZZM L TL7EE VY,
motd-ftp
fip 77 BADB T A L RICERT DA v — VR MRBREEITENTLET, fip 77 ERIZHON
T, mod REL Y ZHHLNMBREINET,

plain-text
QAU RAye—UETHXANEROXLFTHE LTASLET, FEMIL, login O plain-text & 2
LTLEENY,

encode "<encoded message>"'
By A A yE—Y L LTBASE =0 a— R& L2 CFFIE AN LET,
FEABIE, login @ encode &R L T 73V,

disable
motd RENENTNAHEEXTS, fip 77/ BRIZHONTE, BV A U AvE—UhFREERNE
JITLET,

(372 FEBROEIE]
By A A yE—VERRLER A,

[BIE~DFEE]

[EXE B RBREZH]
REMEES, T ICEAICKMESLET,
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AEFEIA]

L. ur7A A=V ORERS, 7747 b~OfWEbET n 7 N3 RElen /A & Uiz
& (AT MIBP BB —FZEZETIBE TRAT - RRARBERLERE) KF, vl (v
A y— /&nunﬂi?{ﬁ@ﬁﬁﬁ)‘fk FTCERINET,
OJA A ye—VEANTHEXITE, 7I7A4T7 2 POWERERELHERL T, BARTERNILT%
AB L7 TL 72 &, show banner {motd | motd-ftp | login | login-ftp } plain-text D FEfTHFRL, 7 7 A
7 MERRHCEE ST 0 T N OFRTRPHNTHRIETE R R8T RH Y £7,
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commands exec

n—hMcrbawy RERCHBET a2~ KU R MZ, a<y RXFSEBEMLET,
—oPa<wy R R NY70, FFA - FIREDETHRKI a2~ FRRETETET,

[ABRH]
THHR O E
commands exec {include | exclude} all <command>
THHOHIBR

no commands exec {include | exclude} all <command>

[AAE—F]

(config-view)

[T A—=4]
{include | exclude}
ESNTca~y FXFHOREERELET,

include /X7 A =X ZRE LT-a~ry FXFINE, Frfa~vr FELTREINE T, exclude 787 A —
HEEELZa~y RXFAE, #lRa~r RELTHREINET,

1 ART A — 2 B O YIHHE
HIETE A
2. fEORBEHIP
mL
all <command>
aAv YA MIBINT 2 a3~y RUFHIEEELET,

avy RUARNTIRESNEa~ Y RUFHE, a—PREA LI~y ROKHETS &2, ST
HNEINEHELET @I %),
1. AT A — 5 BHEHE O GG
B TEEREA
2. fEOREHMA

50 XFLINDO TSN B X TNy #—F (") THATERELET, ANARERTIE, BT L4
BRLFTT, ATILFINCAR—RA IR EORFBR L F 2 G ERVGEE, XFHEL TN +— |k
("M THERS THORETEET, HMT, (T A—FITHETEXSMHE] © TIHEEDOITFH])
EHBLTLLEEND,

T, ARG A=FTFar<OIEATEEEA,

(272 FEREOEE]

L

[BIE~DFEE]

L
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[EXEMBE D RBREZH]
ROEMAET, WD 7 A P ShET,

CEEZHHE]

1. —o20avxry FUZRMYED, §FA - fIRGOE TRK40 2 FRARETEET, £/, 2w K
SCFFHNE 50 LFLINDLFANERETE ET,
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ip access-group

AEEBA~YE— b0 A EFAEIIEST L) E— MERAMAD PV 7 RLAZIBELLET 7R
ARNERELET, AFREX, £2YVET—FT7 78R (telnet/ ftip/SSH) TIH@IT/2Y 7,

ip access-group, ipv6 access-class CHREISNTWALT 7 EAXA VXA hO=y M ZHHHT, 128 U IZ
5 ECTHBUTHRETE ET,

[ABRH]
THMORE
ip access-group {<access list number>| <access list name>} in
THHROHIFR

no ip access-group {<access list number>| <access list name>}

[AAE—F]

(config—Iline)

[T A—=4]
{<access list number>| <access list name>}

IPvd 7 R L A7 4 V2 OFRIT- (ip access-list standard k57 F 7213 access-list D IPv4 7 R LA 7 ¢
VSR OBNT) ZEELET,
1. AT A —Z B OPIHIE
AMETEEEA
2. fEOBEF
<access list number>D551E, 1~99, 1300~1999 (10 ) ZfEL £,

<access list name>D AL, 31 WFELNOLAHIZFRE L £7,
FEAINE, TR A—H|IZHETEZMHE) 2R LTI,

[O7 2 FEAREBDENE]

FTRTOU E— MNEHEERNODIPVA T RLAZRFEH LET 7822 LET,
LBE~DEE]

L

[ERTEED Iz PR 5244 ]

EEETR, T <IGERICKBENET,

s

CFE=IA]

1. AREE, 2YVE—F727ER (telnet/ftp/SSH) TIHEIZ/20 5,
2. fip B AR A% A 1, fip-server ZFXE L TL 7230,

3. SSH#EfaF AT 25HE81E, ipssh ZREL T IV,

4. ip access-group MR E SN TWARWEE, TXTOUE— MNEMAGRNSGD IPvE 7 RLAEEH L7z
T RAEFALET,
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5. BEICESTHAEINRL Ro72IPva 7T RL AL u /A LTnWba—Foky i aik, £Fi%
FTICBETERL RV ET,
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ipv6 access-class

AEEBA~YE— b0 A CEFAEIIEST L) E— MEAMAKD IPv6 7 RLAZIRELLT 7R
ARNERELET, AFREX, £2YVET—FT7 78R (telnet/ ftip/SSH) TIH@IT/2Y 7,

ip access-group, ipv6 access-class CHREISNTWALT 7 EAXA VXA hO=y M ZHHHT, 128 U IZ
5 ECTHBUTHRETE ET,
[AB#K]
THEWMOFE
ipv6 access-class <access list name> in
TEHOHIFR

no ipv6 access-class <access list name>

[AAE—F]

(config—Iline)

(/N5 A—=4]
<access list name>
IPv6 7 /L7 DFAIF (ipv6 access-list DikBITF) & L E£7,
1. AKRT A — 2R OPIHHE
AMETEEEA
2. fEORBEHPH
31 XFLUNOAHTZHE L ET,
FEME, TRTA—ZITHRETE DM 2ZRLTIEIN,
[3~< 2 FERERDENE]
FTARTOVE— MNEMABRNODIPV6 7 RV RAEMEH L7127 7 B A&FFr LET,

LBE~DEE]
L

[EXE B RBRZZH]
TR, + <IEAICKRSUET,

B

CERFHE]
1. AREE, 2YVE—F727ER (telnet/ftp/SSH) TIHEIZ/20 5,
2. fp AT T 25A1L, fip-server ZFREL T Z& W,
3. SSH i ##F A9 2%, E1E, ipssh ZRE L TLEE0N,

4. ipv6 access-class X E SN TWRNEA, TXTOY E— MEMAMR OO IPv6 7 N A& L7z
T RBAEHAILET,

5. BEICESTHFAENRL Rz IPT FLxAhbal A4 L TWbAa—F otk y g it BEET
TICBETE <R ET,
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parser view

o=l bavwy RERBTHEAT a2~ RV R MEARLET, Ka<vr FEANT25 L, config-
view B— RIZBITL, "B~ FU R MIBETABERPHFETE £7,
EM-Y K200~ RU A MNEARTEET,

[AHTH]
TR OBE
parser view <view name>
O HI R

no parser view <view name>

[ABE—F]
(config)
[T A—4]

<view name>

ERT2a~vr RUA R ERELET,

1. AT A —ZEHF O E
A TEEFA

2. (EOFXE I
31 XFLNOL4RIZEELET,
HEENTETFTTOOFHTE” > M 7)), 7 (TvE—2a7),” ” (VA4 K) THRETX
\SETJ—O
FERNE, TRT A= |ZFRETE BfE] OFEO/T A —HFERH] (477 22 LTI EEN,

(27> FERREDOENE]
L

BIE~DFE]

el

[E%FE I8 D R BR 224 ]
EMER S, WERE 7 A ENLRRShET,

oul

B

DEEHE]
1. EEY-Y, BK20EOa~<r FY R MEAERTEET,
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radius-server host

RORE, AR, TAU T 4 7T S RADIUS H— OB EEITVET,

[AHRH]
fEROBE - ZLH

radius-server host {<ipv4 address> | <ipv6 address> [interface vlan <vlan id>] | <host name>} [auth-port

<port>] [acct-port <port>] [timeout <seconds>] [retransmit <retries>] [key <string>] [{auth-only | acct-only}]
THEHOHIR

no radius-server host {<ipv4 address> | <ipv6 address> [interface vlan <vlan id>] | <host name>}

[ABE—F]
(config)
[N A—4]

{<ipv4 address> | <ipv6 address> [interface vlan <vlan id>] | <host name>}

<ipv4 address>

RADIUS #— D IPv4 7 RL 2% R RdIETCHEELE T,

<ipv6 address> [interface vlan <vlan id>]

RADIUS #— D IPv6 7 KL A% an UEETHEELE T,
Vo ra—hnT RUAFRERTZT interface /X7 A — X ZRELET,
® interface vlan <vlan id>

<vlan id>!Z interface vlan =~ > R CE L7 VLANID #HE L £,

<host name>

RADIUS H— 3D 7R A M Fr% 64 CFLUNTHEE LET,

BAMHE L THEATE A LFIZOWTL, (NI A= IHRETEAHE] 23R LTLES
VY,

AT A — 2 B WG IR D P

B TEEREA

I D% E i A

IPvd 7 LR, IPv6 7 LR, FHIIARX MBREIREL T,

IPv6 U > ora— Ly RUARERL, A&7 =—2AbBELET,

key <string>

RADIUS H—/ 3] & D@5 Ol 51t/ FRIEIZME 3% RADIUS $E4#5E L £, RADIUS 137 71
7 v b k& RADIUS H— N ECR—OHEEZRETDILERH D £,

1.

AT h— 2 H W DR HE

radius-server key TRXE SAL TV 5 RADIUS @#AMEH SN E T, BREINTWARWEGS, M4iX
RADIUS ¥ —/ N3/ 0 E9,

B EHH
64 LFLINDO XTI X TNT #—F (") THATHRELET, AN LTIL, FoET &4
BT T, ANLFINCAR—R I EORBRL T & E /e 0Wh, XTI TV T +— b
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() CTHERS TORETEET, FMIE, INTA—FIHETELHME] © TIEED LT
EZHLTIIZE N,

auth-port <port>
RADIUS #—OHR— FESEHEELET,
L ARRT ok — 2B WS O YIHE
R— FES 1812 AL ET,
2. fEOREHMA
1~65535
acct-port <port>
RADIUS = SDT N0 T 4 7 AR — MG EfaE L £,
1. AKRT A — 2 RN OPIHHE
A— F S 1813 A LET,
2. fEOREHA
1~65535
{auth-only | acct-only}

f8E &N 72 RADIUS — O R Z[RE L ET, fHELSNOREIZIIEH LEE A, auth-only 47

v a VEHRE L2 RADIUS H— 33583 (authentication) BRI — & LTl SVE T, acct-only

* 7V a v EFRE LI RADIUS — X7 B U7 1 7 (accounting) BV — L LTHEHAENE
7

1. AKRT A — 2R OPIHHE
RADIUS =4~ TOME GERERB LT AV T 4 7)) IR LET,
2. fEOBER
L
retransmit <retries>
RADIUS H— NI U CRbGEER & frk (a4 2 k2457 L £ 4
1. ARRT A — 2R OHIHHE
radius-server retransmit TRx & SAL TV DIEEMEH S E T, RES N TV RWEA OFIHIEIT 3

timeout <seconds>
RADIUS =L DOIREX A 57 7 M (B) Z24EELE T,
1. AT A —H B O HE

radius-server timeout Ti% & SV CW AR SN FE T, BREIN T2 WGE OIHIEIE S
<7,

2. fEOBEH
1~30

(272 FEREOEE]

RADIUS — DR EIXENFEHEADT, RADIUS #E L EHA,
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[BE~NDFE

CERFHE]
1. BERREZ: RADIUS ¥ — SEUIAEE M 72 0 |k 4 T,
2. O RADIUS —\RREINTNDLHE, 2074 7L —2a VORFERTRD EI2< 5
RADIUS ¥ — S OFBFEIC A S Ed
3. key NT A —HZREME I TUWT, radius-server key i E SAL TV WAL, 23 RADIUS H—
FENZ 2D £,
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radius-server key

SRAE, KR, TAUT 4 7T D RADIUS —REEOFT 7 4L b EFRELET,

[AB#K]
HEW|ORGE - BE
radius-server key <string>
THE WO HIBR

no radius-server key

[AAE—F]
(config)

(/NS A—4]
<string>

RADIUS H—/3fi] & D185 DR 51t/ FRIEIZ M 3% RADIUS #E4 f5E L £ 9, RADIUS #1372 7 1
7 v b k& RADIUS H— N ECR—DOEZZRTTILHENRH D 7,

1. ART A — ZAEW R O 14 E
B TE EEA
2. fEORREH

64 LFUNDOLFHNEFT TN +—F (") THATRELET, ANARRCTFE, ETF L
BT T, ANLFINCAR=RR EORKRL T2 EERWVES, XFINeFd TNT +—h
(M) TEHEARS CHLRETEET, L, [ RIA—XIHETELE] © [MMEEDOLTS)
ZZRLTIESN,

(a7 Y FEBROEE]
L

[BE~DFE]

[EXE B RBREZH]
BEMEE Y, T ICERICKBSLET,

CEEZEIA]
1. AEE LY radius-server host TD key ¥ E &ML L CHEHALET,
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radius-server retransmit

SREE, AR, THU T 4 o EAT D RADIUS — S~ EEBOT 7 40 b EFRELET,

[AHRK]
HRORIE - £H
radius-server retransmit <retries>
TEHOHIR

no radius-server retransmit

[AAE—F]
(config)

(/NS A—4]
<retries>

RADIUS #— N2k U CRRGEER % FIAET 2R AR E L £7,
1. AT X — 2B O YA

A TEEEAL
2. f[EORREHE

0~15

(272 RO EE]

RADIUS — _"~OFEREOT 7 40 MEIZ 3B L7220 F5,

[BE~DZE]

CEEZEHE]

1. AFE LY radius-server host T retransmit 32 E 2B L CHEH LE T,
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radius-server timeout

PRRE, KRR, THT T 4 7T D RADIUS Y= "DISES A LT U MEDT 7 4V M ERE L E
D
[ABRH]
HROBE « BHE
radius-server timeout <seconds>
THHMOHIER

no radius-server timeout

[ABE—F]
(config)

[N A—4]
<seconds>

RADIUS — 3036 DIRE X A 27T 7 MR & AL CHE L £
1. AT A —Z B OPHIE

A TE EHA
2. EOREHPH

1~30

[O<7 2 FERREFDENE]

RADIUS = RDJGE LA LT T vOT 7 4/ MEIZ S ERY F5,
LBE~DEE]

L

[ERFE IE D R R 224 ]
EMAER, + IERICKBShET,

B

CEEZEIA]
1. AFRE XV radius-server host TP timeout R EZEHLE L CTHEMAL EI,
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tacacs-server host

RAFCIKFRIZMH AT D TACACS+HH— RDHREZXITVET,

[AHRH]
fEROBE - ZLH

tacacs-server host {<host name> | <ip address>} [key <string>] [port <port>] [timeout <seconds>] [{auth-only |

acct-only}]
THHOHIBR

no tacacs-server host {<host name> | <ip address>}

[ABE—F]
(config)
[N A—4]

{<host name> | <ip address>}
TACACS+H— 3D IPv4 7 KL AE IR A MR ERE LT,
1. ART A — ZAEW R O 14 E
BT EEA
2. B E HFH
IPv4 7 RLZ (R bRelk) £72@3BX MHaEEL£7,

RANERIL 64 STFUNTIRELET, £77, AR MMFRE LTHEHATE 23TFICHONWTIL 128
TFA—HIZHETE D] 25 LTLTZE0,

key <string>

TACACS+H—/3fi] & OIEfE DR 5t FRREICE AT 2 G fEms 2 E L9, WERERITY 74
7 v b kL TACACS+Y— R ETCHE—DO@EEZHRTETHLENDH Y £97,

1. ARRT A — ZAEWE R O B

tacacs-server key CTRRE SN TV O WHMEBHPEH INET, REINLTWRWES, TACACS+
P— & DBEER L L EE A,

2. f[EORREHH
64 LFLNDLFH % L TN 5+ — k(") THATERELET, ANWREARCTE, S5 Lk
BT T, ANLFINCAR—AR EORHRLFaEERWGE, XFNEeFTNT +—
(") THERL THRETEXT, B, (ST A—FIHEETE HME © [MEEROTTS)
ZZRLTLIEIN,

port <port>
TACACS+H¥ —/SOFEIEH TCP R— MESEZREL £,
1. ART A — 2B OYIHME
R—hEZ 49 2 AL ET,
2. fEOREHPH
1~65535
timeout <seconds>

TACACS+H— "B DINE X A LT v M () #ELE T,
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RoNT A — 2 B W D PIHIE

tacacs-server timeout CaXE SALCWARERINEA SN ET, RE I N TV WS OWIHIEIL S
<7,

fE DR EHEIH
1~30

{auth-only | acct-only}

FBE ST TACACS+— O HBRERE L9, REUSNOFHRITIIEH L EEA,

auth-only /X7 A — & Zf5E L 7= TACACS+H —/NIFZAE (authentication) HJHY— & LT ELE
¥ acct-only /3T A —H Z4EE LTz TACACS+Y— NIXT B v T 1 2 (accounting) B — L&
LT EET,

1.

ARG A — 2 B O W HE
TACACS+H— %24 _RTCOMAKR GBI OT I T4 7) (EALET,
B D% E#iH

(272 RO EE]

TACACSH+HY — ROREIZENEHEAD T, TACACSHEE LEH A,

[BE~DEE]

L

[ERFE IE D JR R 224 ]
REMAE R, +<IERICKBShET,

CEEZHE]

1. BREFTHEZR TACACSHH — ET2EE Y 72 ) ek 4 TF,

2. BEOD TACACSHH — AR RESNTWERE, arv 747 b —2a Vv OFFER TR LT 5
TACACS+ — BRI OFAEICFER & E T,
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tacacs-server key

SHALRPAERICTH T B TACACS+HH — DO ILEMEROT 7+ 1V N EHELET,

[AB#K]
HEW|ORGE - BE
tacacs-server key <string>
THE WO HIBR

no tacacs-server key

[AAE—F]
(config)

(/NS A—4]
<string>

TACACS+H — [l & O@(E O 54k, AR H T 2 A EgREZIEE L E 7, LAMERIT, 74
7 b k& TACACS+Y— N ETR—OEEZRET ILENDH Y T,

1. ART A — ZAEW R O 14 E
B TE EEA
2. fEORREH

64 LFUNDOLFHNEFT TN +—F (") THATRELET, ANARRCTFE, ETF L
BT T, ANLFINCAR=RR EORKRL T2 EERWVES, XFINeFd TNT +—h
(M) TEHEARS CHLRETEET, L, [ RIA—XIHETELE] © [MMEEDOLTS)
ZZRLTIESN,

(27> FERREDOENE]
2L

BIE~NDEE]
2L

[EXE B RBREZH]
TR, + <IEAICKRSUET,

B

CEEZEIA]
1. ARFE LY tacacs-server host fHBI D key % EZHEE L THH LT,
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tacacs-server timeout

FRRESCHAGRIZH T 5 TACACS+H— DIGESX A LT 7 MEOT 7 4V b EFELET,

[ABRH]
THMORE « BH
tacacs-server timeout <seconds>
THHOHIBR

no tacacs-server timeout

[AAE—F]
(config)

[INFA—=42]
<seconds>

TACACS+H—/N\inb DISE S A L7 U MNEE A ENL CHIREL £,
1. AT X — 2B O YA

A TEEEAL
2. f[EORREHE

1~30

(272 RO EE]

TACACSH+Y —RDJSEZ A LT "OT 7 /v MEIZ S ER Y F5,

[BE~DZE]

CEESIA]
1. AFE LY tacacs-server host fHB] D timeout FREZ BN L THEH LE 7,
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username

BEL—HIZ, a—IncLda~vy RARBTHERT2a~ RUR MERITa~v Uy R TRERELE
T, F72, KFoa—HoOHBIR 7T U MR, =D S, AT A —VFRREERRELE T,
SEEU Y, K20 2—PARETEET,

[AARH]
THMORE « BH
username <user name> exec-timeout <minutes>
username <user name> terminal-pager {enable | disable}
username <user name> terminal-help {all | no-utility}
username <user name> view <view name>
username <user name> view-class {root | allcommand | noconfig | nomanage | noenable}
THHROHIFR
no username <user name>
no username <user name> exec-timeout
no username <user name> terminal-pager
no username <user name> terminal-help
no username <user name> view

no username <user name> view-class

[AAE—F]
(config)
[N A—=4]

<user name>
RETHA—PHERELET,
1. AT A — 2 RO Y
B TEEEA
2. EDORREM

16 XFUNOLFINERELE T, AJITE DT, 1 UFRIFZET, 2 X7 HURBITEE
T, AT (), BXOT v E—2a7 () TT,
72%5, exec-timeout, terminal-pager ¥ 721 terminal-help Z &% ET 2 HAITRY, T XTCO2—¥%
*HR &5 default_user ZEE TE £9, default_user F5E DHENFIL, Hx O 2—V 4 THEMN
SN TWAana—WFZETEA I ET,
exec-timeout <minutes>
BEax—VoaEa 77y MM (BALES) 2BELET, 0 2EETLIEHEIR Ty MLEYR
boe KEREITEZ—V Do 74 VERICHEAEN, 274 EICEH 2~ 2 F set exec-timeout TR E
LCWERRE D ERESRET,
1. AT A — 2 AR OFIHIE
60
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2. (EDRREMH
0~60
terminal-pager {enable | disable}
BEA—FON=V U T 2T onEINERELET, AREFFL—FOr 7 A VI
N, vBrA UANZEH 2~ K set terminal pager Ci% € L CWNAE L VB INE T,
enable
R=V T EBTNET,
disable
RV T BTV ERE A,
L ARRT A — 2 B IR O YIHE
enable
2. MEORRE
mL
terminal-help {all | no-utility}
BEL—YVOER A~y RONT A=V RRT HEOBIELZRE L ET, KRE

FirIA E

(35—

Du T A VIR HRAEN, 77 A HICEA 2= 2 K set terminal help TE%E L TV NE L 0 #5L

ShET,
all

AN TN TOEM =~ FO—Fi2RmT 5L IITRELET,
no-utility

a—FT 4 VT savr RE Ty AN Ea~y RERWEEH o~ RO—E2 £ RTDHL I

BIELET,
L AT A — S RO DI

view <view name>

parser view 2~ RCAERL7za~> FU X MERBELET,

1. AT A—ZBUREOY)HE
A TEETA

2. fEOEHFAE
31 WFLDNDOARITZFEE L E T
FEHHNFEFTOOTH T L > (A7), " (TrE—=2a7r),” ” (VA4 R)
S

THETE

FEMNE, TN A—ZIHEETE D] OXRONT A—ZFR T4ET 22 LTIES0,

view-class {root | allcommand | noconfig | nomanage | noenable}

2—PICEY Y CEHavr R T RAERELET,

AEETHONLDERESIN TS A~ K2 T X root, allcommand, noconfig, nomanage, noenable

DENPERELET,

BN, (a7 47— 3 H A4 R Vol (%810 a~ R/ T7A—E] 28R LTLEEE

Uy,
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L ARRT R — 2 B IR O YIHE

AW TEEEA

2. fHORBEHH

L

(272 &R EE]

L

[BIE~NDFEE]

L

[

Re

£

X B R BRE2H ]

EEF %, REIR T A CHRENLKBENET,

CEEZHHE]

default user 258, MHEYS/- VK20 22—V HRETEET,

default_user fEE DX ENFIL, Hx D2 —PF4H TRENIN T RN —FIZZITEHA S NET, #
Z1Z, default user IZ exec-timeout fE & LT 0 Z5E L TWAHHFATH, staff =—H|Z terminal-pager F
721% terminal-help /3T A — X 23R E L TWDHIEAITIE, staff = — (2@ H S5 E 1T exec-timeout /¥
T A= L BMEREOHIIFMETH 2 60 & 720 F7,

2—HDu A U ITEH 2~ 2 R set exec-timeout, set terminal pager, ¥ 7= set terminal help % F{T
THE, FET DBy a VOIS, —FRMICENENLOEEEZEETEET,

87



5 SSH
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ip ssh

ARIEEBE~SSH TV E— bl A 957200, SSH b —"ZEIESEET,

AKawr Rélinevty a2~ RERETDHE, TX3CHOYT— MERAWAKENSD SSH 7’r k2L ToY
E— T 7 BRZZTMT L LRV ET, T BRAERIRT 55E1E, line vty E— KT ip access-
group X° ipv6 access-class, transport input Z % E L T 72 &0,

[AB#K]
THEWMOFE
ip ssh
THEROHIBR

no ip ssh
[ABE—F]
(config)
[T A—=4]

L

[0 > FERREDOENE]
SSH Y — "HEHEL T\ o, AREE~SSH TYE—IrT A U TEERA,

[BE~DFE]

CFE%1E]

1. Ravw  RFOBRELTTILSSH Ta A o TEERA, linevty I~ R TRV A L a—HFEOREN
WELTH,

2. ARavwrRilinevty A~y RERET DL, TTOYE— MEMIHRNSO SSH 7'u F /L TO
VE— 7782220 MT 2L £4, 7278 RX&2HIRTD5E1T, line vty — FTip
access-group <° ipv6 access-class, transport input Z 5 E L T 723\,

3. IO SSHIF#H 2~ K (ipsshversion 72 &) Z#FELTH, Ra<wr FEREL TWRWEET,
SSH — S8 EfE L T enTew, AREE~SSH T E—hu /A TEEEA,
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ip ssh authentication

ARIEED SSH r— T[T 52—V GEF X E2HELET,

[ABRH]
THHRORE « BH
ip ssh authentication {publickey | password}
THEHOHIBR

no ip ssh authentication

[AAE—F]
(config)
[INFA—=42]

{publickey | password}
publickey Z48ET 5 &, ABBRIEZ T AT LET,
password ZHRET A &, NAT— NI T E2HF T LET,
1 ART A — 2 B O YIHHE
BT EEA
2. fEOREHA
L

[O<7 2 FERREFDENE]

FRAF UL ABRMEERGE, N AU— RO EL LB HF AT LET,
LBE~NDEE]

L

[ERFE IE D JR R 224 ]
EMAER, + IERICRKBShET,

B

CEEZFHE]

L
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ip ssh authkey

SSH H—/ S TARERGEIC M T 5 = — P ABIg & ik L £7

L= YPRRGEE B L CABBERIE TR 71 LV TE D LD ICRET 246, A=~y FTa—F DA
XGRS DHNS, U2 —FOT ATy M@~ adduser THER L T IEEW, 7235, AREEZE
BCE D2 —PHITIEERRT 20 X TTT,

[ABRH]
fEmoBE « LH
ip ssh authkey <user name> <authentication key name>
{"<public key>" | load-key-file <file name>}
THHROHIFR

no ip ssh authkey <user name> <authentication key name>

[ABE—F]
(config)
[N A—=4]

<user name>
SSH ¥ — e TABR#E 2 BT o 2 — WA ZREL £,
1. ARRT A —ZAEWE R O B
AMETEEEA
2. EOREFPH
2—HF4 (16 LTFLUT)
<authentication key name>
2—WARREEDA VT v 7 ADTEDIEEOAHRERELET,
BHI— Y T LI 10 ETRECEET, EPORELAHN/EE LRV E I IHEL T EE W,
1. ARRT A — ZAEWE R O B
HIETEEEA
2. (EORBEHIH
AT FEHE, M7y (), BIOT A —=2=a7 () TI4XFUT)
{"<public key>" | load-key-file <file name>}
NPIBERREZ 2 2 — VRS ONE 2 BREK L £ T,
"<public key>"
a—PAREONEE, "THATEEALLET,
load-key-file <file name>

aO—HNT 4 L7 N EOa—FAREET s ANAERELET, 77 A NVAITIERAEHBET
xE7,

1. AT A — 2 EWEER O P E
AW TEEEA
2. EOBRER
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"<public key>"Z# R ET DHAE, ANTIEICUATOLEAZEOMRNT, 1 TTCASLTLIES
W, EROHRAZI A MERZLET,

I AL MOIXFIE, FETRB IO CTERANTEET, FMiE, X7 XA—ZITHEETED

) o TMEZOXFH 22T EEN, HATERVFERaA L FELTANSAT
WAHEEEL, EUA R () TR TRAAENET,

load-key-file <file name># 8 E 7T %A 1L, = —VAREEE H 570> U sfip, scp, fip 72 ETH—
LT 4 VT PYANIEELTEBWT, 207 7 A VAEZRELTLEZESWN, ALy b T4 L7 MY
%, ZJa—r\ar 4 S L—ya = RBTROT 4 L7 MU TY,

[O7 2 FEREBDENE]
NBRSERGEAER L T /A v TE ER A,
LBE~DEE]

L

(B % fE D [ BR 2244 ]
REMET R, + <ISEAIC KBS ET,

CEEZHHE]

. Aa<wy FTa—VARBEHRE L2 —V40n, KREEOT I UL MIBREIN TORWEGEA,
EHA 2~ Radduser TT7 A U2 b&EFHSE LA T, #4127 00 hOa—V AR B E)
BNCAEZIC 20 £,

2. HBa—YDOHR—LFT 4L 7 FUE T, [sshl EWHIZAFIOT 4 L7 MY EZER LRWTLIZE0,
S5z, Tsshl T4 V27 PVBRTIZTZ 7 A VElRE, a2b—, BIOERLAZWTLEE,

[ssh] 74 L7 NUIL, AREEO SSH — SHEEEN BEIIZARKR L, HLET, 2—¥R 774
VEBWEZSEES, HIRESZY EEEXEINTEY LET,
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ip ssh ciphers

SSHV2 Y — N T oM 5T N2 HIIR L EJ, ALKED SSHv2 ¥ — 3 TFFal4 5 Ll 5 7 A L O
A &%, W_THELET,
[ABRH]
HROBE « BHE
ip ssh ciphers <encryption algorithm> [<encryption algorithm>[ ... ] ]
THHMOHIER

no ip ssh ciphers

[ABE—F]
(config)
[N A—4]

<encryption algorithm> [<encryption algorithm> | ... ] ]
HIBEGERE 5 5 RIS L OGN S5 F XA HEE L9, [Al—D<encryption algorithm> I HGEEE T+
A,
1. AT A — 2R OYIHME
ENN—2FTRET DLENDH Y 9, B LZEBITFFTLEY A,
2. f[EORREHH
WA B 5 5 4 B L ORAEA E 5 L 2 HELE7,
aes128-gcm@openssh.com, aes256-gcm@openssh.com, aes128-ctr, aes192-ctr, aes256-ctr,
arcfour256, arcfourl28, arcfour, aes128-cbc, aes192-cbc, aes256-cbc, 3des, blowfish

(272 &R OEE]

SSHv2 H— S THFF A4 2 Hamins 75 5 203 L OGRGER & B 5 520, aes128-gem@openssh.com, aes256-
gem@openssh.com, aes128-ctr, aes192-ctr, aes256-ctr, arcfour256, arcfourl128, arcfour, aes128-cbc, aesl92-
cbe, aes256-cbe, 3des, #5 K blowfish T,

LBE~DEE]
L

[E% 3 IE D R BR 524 ]
EMAEER, +<ISERICKBShET,

R

CEEZEHE]

1. Ka<wy FOREOHMEIZEEZ /<, SSHv] TiX 3des & blowfish Wi DHR— kL7220 4 GEET
ADNTEEITNERE2D F9),
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ip ssh key-exchange

SSHv2 ¥ — N T4 28T XA HIR L £, ALEED SSHV2 H— T § 8 Nz, W
THELET,

[ABRH]
THHRORIE « BHE
ip ssh key-exchange <key exchange algorithm> [<key exchange algorithm>[ ... ] ]
THHOHIBR

no ip ssh key-exchange

[ABE—F]
(config)
[N A—4]

<key exchange algorithm> [<key exchange algorithm> | ... ] |
BT R EFRE LET, [Fl—0<key exchange algorithm> T E T& £H A,
1. ART A — ZAEW R O 14 E
END—DIIRET 2HERHY 3, A LIZHA TR LEE A,
2. fEOREHA

WITR TR A A e E L E T,

ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521, diffie-hellman-groupl6-sha512, diffie-
hellman-group14-sha256, diffie-hellman-group-exchange-shal, diffie-hellman-groupl4-shal, diffie-
hellman-group1-shal

(272 &R OEE]

SSHv2 Y— S CHF AT B #2270 %, ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521, diffie-
hellman-group16-shaS12, diffie-hellman-group14-sha256, diffie-hellman-group-exchange-shal, diffie-hellman-
groupl4-shal, I J U diffie-hellman-groupl-shal T3,

LBE~DEE]
L
[ERTEED Iz PR 5244 ]
EEETR, T IGERICKBENET,

R

CEEZEHE]

1. KRa<wr FOEEE, SSHvl Tidre bav Mgl 9 EREIIANTEEINEYG L0 F
EDE

94



5 SSH

ip ssh macs

SSHv2 H— TEMT 2 A v — VG — FHRZHIR L 9, ALEED SSHV2 — TFHFA T 5 A >
- URREA— M %, WNTHRELET,
[ABRH]
THHRORIE « BHE
ip ssh macs <mac algorithm> [<mac algorithm>[ ... ] ]
THHOHIBR

no ip ssh macs

[ABE—F]
(config)
[N A—4]

<mac algorithm> [<mac algorithm> [ ... ] |
Ayt —URGEa— RHREHRE L ET, [/ D<mac algorithm>|IEEEH T TE £t A,
1 AT A — 2 B O YT
END—DIIRET 2HERHY 3, A LIZHA TR LEE A,
2. fEOREHA

WITTRT Ay e— Vit — FHFRAEZHBELE T,
hmac-sha2-256, hmac-sha2-512, hmac-md5, hmac-md5-96, hmac-shal, hmac-shal-96

(372 &R OEE]

SSHV2 Y—/NT#FA[4 5 A v t&—FFEa— R XK, hmac-sha2-256, hmac-sha2-512, hmac-md5, hmac-
md5-96, hmac-shal, 35 X OYhmac-shal-96 T3,

[BE~DZE]
L

[EXE B RBREZH]
EMAET, T IERIC KBS ET,

s

GEEZEIE]
1. KRa<wr FOEEE, SSHvl Tidre bav Mgl 9 EREIIANTEEINEYG L0 F
EDE
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ip ssh version

SSH #— T2 SSH 71 hai_"—T g VAHIBLET, Ko<y Fo

o halnR—Tgr 1 E286L508RLTFATLET,

[AARH]
THMOBRE « BH

ip ssh version {1 | 2}
THEHOHIBR

no ip ssh version

[AAE—F]
(config)

(/8T A—4]
{12}

1 2BETDIE, N—Var Il ETEETFaTLET,
QDEWETDE, N—Ta L2 PUHERETFTLET,
1. AT A —Z B OPHIE

HBETEERA
2. EORRE

2L

[O<7 2 FERREFDENE]
SSH7m hal =g 01 L2 L0508 bHALET,

[BE~NDFEE]

CEEZFHE]

RIEDIRVGEIT,

. X2 VT 4HEROTEDIZ, 70 ha A=V a2 BTEERTLZE2BEIOLET,
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6 BRFZIDEETE & NTP

97
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clock timezone

BALS = ERELET,

AREEE T, WEBAYIZ UTC (Coordinated Universal Time) THEFZ{RFFL 9 DT,

R TR Z 2R % & &%, setclock TR ZRET 5 L EZITREBLET,

[AARH]
THHRORE « BH
clock timezone <zone name> <hours offset> [<minutes offset>]
THHOHIBR

no clock timezone

[ABE—F]
(config)
[T A—4]

<zone name>
BA D — BT D4R ERELET,
1. AT A —Z B OPHIE
HBETEERA
2. EORRE
7 SCFLAN O B H T
<hours offset>
UTC 26 DA 7y b (10 ) 2HELET,
1. AT A — 5 BHEHE O YT E
HEETEERA
2. EORRE
-12~-1, 0, 1~12 (Ff#)
<minutes offset>
UTC inbD5r 471y b (10 EH) 2HELET,
1. AT A — 2 MR O Y
0
2. EDRREM
0~59 (%)

[O< > FEREOENE]
UTC & LCEMELET,

[(BEE~NDFEE

L
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[EXEMBE D RBREZH]
REMETRS, ICERICKBRS L ET,

[FEEHE]
el
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ntp access-group

T IR ATN—TZVERL, IPVAT KL AT 4 )VH|IZL->T, NTP »—ER~DT 7 & A ZFFA] £ 7213
[BCxFd, Kavr RCRETXSL, 7T7B8RAVANDOD T A NEEMEORRT FUBIZS0= R T
—a’_‘o

[ABR]
fEORBE
ntp access-group {query-only | serve-only | serve | peer} {<access list number> | <access list name>}
THHOHIFR

no ntp access-group {query-only | serve-only | serve | peer}

[ABE—F]
(config)
[N A—=4]

{query-only | serve-only | serve | peer}
NTP $—E2ADEHE— FERELET,
query-only
NTP il 7 = VIZBR Y FFAT L £ 5
serve-only
NTP filffl 7 =V & NTP 70— R¥ ¥ A b A v —T&FFa LEE A,
serve
NIP 70— RF v X b A v b —TZFFAI LEE A,
peer
NTP —E R T 2T _XTOT 7 A Z# A LET,
1. ARRT A —ZAEWE R O M1 B
AMETEEEA
2. EOREFPH
ML
{<access list number> | <access list name>}
T EALEHRT D IPvA T RLAZIRELLZT 78 A ) X FOFSEIIAFIEZHEEL T,
1. ART A — 2B OYIHME
AMETEEEL
2. EORREFDH
<access list number>D35 5%, 1~99, 1300~1999 (10 #%) Z4EE L £

<access list name>D A1, 31 LFLUNOLRIZFEE L E T,
FEANE, TR A—H|ITHETEZ M) 2R LTI,

[T FEREBDENE]
NTP —E R DT _RTCDT 7 B ARTFA ENET,
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[BE~NDFE

L

[EXTE B D R BRE2H]
ntp peer, ntp server, ntp master, % 7<(Z ntp broadcast client 235%E S 4L, N OfFED IPvd 7 KL AT 4 V¥
DRESINTWDHEE, REMEEE, 3 ICERICKBISET,

GEEZEIE]

. Kavwry RTHEELETZEZT X MIOWTE, BEROFBEET N IFESE 20 9,

2. TIEBARIN—TEH—DOTUHER LGS, BELIPT RUABEELLET 7 EAV A MEe—FK LA
WT 7RI RTHEELET, 77827 N—T%2— 2L ER LW GEE, T XTHOT 7 v A %&FF
ALET,

3. BEETIPT FLAREBROT 7 8AZATOT 7 ERAY A NMI—ETHGE, T7E8RAZ A FDF—
U— R, ROBEETCHEHINET,

peer — serve — serve-only — query-only
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ntp authenticate

NTP FRAEHRE = Aok L £ 9,

[AARH]
THHROE
ntp authenticate
THEHOHIBR

no ntp authenticate

[ABE—F]
(config)
(/NS A—4]
L
[O7 2 FERREFDENE]
NTP FRAFHEREI TR & 72 0 £4,
LBE~NDEE]
L
[ERTEED /2 B 224 ]

ntp peer, ntp server, ntp master, ¥ 7-(% ntp broadcast client 235X & STV 555,
EHIC SN ET,

CEEFIA]

L
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ntp authentication-key

AOREREZ R ELE T, Aaw s N T, BREEZRK 10— ) ETRETE T,

[ABRH]
THMORE « BH
ntp authentication-key <key id> md5 <value>
THHOHIBR

no ntp authentication-key <key id>

[ABE—F]
(config)

(/NS A—4]
<key id>

OFS (10 #HH) 2HEELET,
1. AT A — 2 RHE RO Y
A TE EHA
2. EORREM
1~65535
mdS <value>
RRESCEI D YT HAERE L £,
1. AT X — 2B O IE
EHTEEEA
2. EORRE
30 SCFLAN O ASCIL 3CF51

(272 BB EE]

L

[BIE~DFEE]

L

[EXTE B D R BREZH ]

ntp peer, ntp server, ntp master, ¥ 7213 ntp broadcast client 23

ERICKBRENET,

CEEZFHE]

ENTWBIEE,

1. BBl Lo CUIHERA ARG —DEOFEN 32 By X VEWGERH Y T, TOHE

(E, BT % % — O 2 3L E O A #iPH IS

2. HEOFEEIZ 65536 LI LEEFRELRNTLIEE N,

103

U

HELTLIEEN,



6 MFIDHREE NTP

ntp broadcast

AVET2—AZLIZTe— KXYy A NTNTP X7 v bEEEL, E00BEENARLEBEICRMT L LI
HELET,

A=~ RiX, ntppeer, ntpserver L FHOET, K10 MY EFTHRETEET,

[AHTH]
fEmOBE - ZLH
ntp broadcast [version <number>] [key <key id>]
O HI R

no ntp broadcast

[ABE—F]
(config—if)
VLAN A V' Z 7 = — R

[T A—=4]
version <number>
NTP D=V g VB EERELET,
1 ART A — 2 B O YIHHE

T 7AWV BNTIFEA—Va VA PBEESNET, N—Va 4 TEEIEIHAIE, AT A—X
ERELRNVTLIEE N,

2. (EORRE B
1, 2, £72133
key <key id>

T BATHIDORBEF—E2FEE LET, ZD key I authentication-key Ti¥ & L& = (10 #%)
EHRELET,

1. AT A — 2 BRSO FIH &
FEEF— DT L
2. fEOBEHPH
1~65535
[O7 2 FERREDENE]

2L
BE~NDEE

L
[ERTEED Iz PR 5244 ]

ntp peer, ntp server, ntp master, % 72| ntp broadcast client 235X E N TWHEE, HEMETH%, T <I
BRI SN ET,
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CEESHIAE]
1. AEEREIZ IPv4 CTREOEATE £,
2. AVHT2—RZXLT, IPv4 T RLUADBREINTHWRNEAEIE, NTP 72— RK¥ v 2 b3 b

FEELEEA,
3. AVHTx2—ADIPv4 T RLAREEEETHYE1E, — & ntp broadcast DFEEF HIFR L THHAT-
TLTEE W,

4. BBOFFIT 65536 UL EEZRELRNTLSEEN,
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ntp broadcast client

B LTV 7 Ry P EOEENSONIP 7 — Xy A A v —UaZITHIT R EEITVET, T
IZE-oTC, EPOEBENSONIP 70— RF¥ ¥ 2 MEZELT, AEEORKZ ZIINOEBEICAY TS
LR TEFET, Ravy ROBKEHEL, NTP 7o — FX¥ ¥ A MR v E—U5Z T8 A,

[AHTH]
fEOBE
ntp broadcast client
L E:HOLEES

no ntp broadcast client

[ABE—F]
(config)

[N A—=4]
L

[07 2 FERREFDEIE]
L
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ntp broadcastdelay

NTP 7 o — K% v A b — N L REEE BT PR S5 BIER R 2R E L7,

[AARH]
THHRORE « BH
ntp broadcastdelay <micro seconds>
THEHOHIBR
no ntp broadcastdelay
[ABE—F]
(config)
[T A—=4]
<micro seconds>
BIERF M2 E L E T, BT~/ 7 e A (101#) THEELET,
1. RRT A —Z B O Y E
A TEEEAL
2. fEORBEHDH
1~999999
[3< > FEBERFDENME]
NTP 7' — R 2 M —/SOBIERFHIT 4000 ~ 1 7 B fZ72 0 £,
LEE~DFE]

2L
[EXEED RBRE2H ]
ntp broadcast client Vi E SN TWDHE, REMELEL, T ITEHICRBRINET,

CFEEE]
el

107



6 MFIDHREE NTP

ntp master

B—ANGA L= ORELHELET, ZOREITBEFEERT 2%y b T —7 LICHA ReRR%5
S5 NTP =SB RWG ATV E T,
[ABRH]
HROBE « BHE
ntp master [<stratum>]
THHROHIER

no ntp master

[AAE—F]
(config)

(/8T A—4]
<stratum>

stratum 8 (10 #%0) #HEEL £,
1. AT X — 2RO W)

[ERFE IE D R R 224 ]
EMAER, + IERICKBShET,

B

CEEFHE]

1. ARIEFEE NTP V=T 2EE, FYRRO7 T4 70 MR 10 52825 L& —HicRB T
WZERHY ET, 10 62 B2 THUAEBOMEICHEITIL Y TEAN, FMATIREICEDE T
FTAT v MEEBE LTI EEN,

2. stratum fEIZ 16 A ERRTE SN TWAHEA, stratum fEIX 15 & AR LET,
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ntp peer

FRELIZNTP =N ARETO A N v 7 LT, 77747/ RNy 7= Nl LET, §
JELTENTP =N EF$ 5 2 & T, A%ES NTP J— 38 LTEEL £,

A=< RiX, ntpbroadeast, ntpserver & &H® T, R0 MY EFTRETEET,

[AARH]
THHRORE « BH
ntp peer <ip address> [version <number>] [key <key id>] [prefer]
THHOHIBR

no ntp peer <ip address>

[ABE—F]
(config)
[T A—4]

<ip address>

BEZI ORI ZAT 9, IR OMR L 25 2EED IPv4 7 FLAZIRE L E T,
version <number>

NTP D=2 a3 UG EFREL £,

1. ARRT A —Z A8 O 1 E

T 7AWV BNTIFEA=Va VaAPBEESNET, N—Va 4 TEEIEIEHAIE, AT A—X
FRELRVWTLEEN,

2. EORRE
1, 2, ¥721%3
key <key id>

T I RATHIZOORFEF—FFHELET, Z O key I authentication-key Ti%/E L7= %+ (10 #EH)
EEELET,

1. ARRT A — 2R OHIHHE
AOREF — DR EIT e L
2. (EORBEHIH
1~65535
prefer
B DB ZIRE L2 G1E, prefer fRER LICEBEAELELET,
1. AKRT A — 2R OYIHHE
BEfEEE R L

2. fEOBEPH
2L
(27> FERBREBEOEE]
L
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6 MFIDHREE NTP

[BE~NDFE

CEEZHHE]

AIEE LR OEBER T U A NI YT T T 47 /Ry o7 E— FROWMEATK L2356, i
HEEE & OB THEICRMDHN. T2 CTRERBEPEND Z 035 £3, TO%HE, HEEfEK
Ll TH LB LET,

BHOEBZ SR L TV HRET—HOEENFEXIRAOREZ (1000 LA LE) ETTFhs etho
REEICFEHIENTI Fo 0 £92%, ZOREBLZKE LGS, BEMICtE S oMb snET, L
72N oT, BANRY LR EEORBETPIEL T EEW, 2B, RYINAn-IREDEE0S
&, RYLIpo o B O A IEH REICRET & FEIZER L £,

FEDZE T 65536 LU Lo ELRNTIZS W,

NTP V— N EERE LT5E, AREEEIT atp peer 2~ 2 RO prefer /37 A — X Z#57E L7- NTP ¥—
NIZHEEALET, Fiz, prefer XT7 A —X ZHEE LD o> 7254, stratum fEA E B/ S U NTP H—
IZIEMIL, 3_TO stratum EA[F U & ZIIEE DO NTP — R L5,
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6 MFIDHREE NTP

ntp server

AEEL 7 TAT FE—RIZRELT, 7I9A T2 Fr—_"E— RFE2HELET, $5E L7 NTP H—N
CRMIT S 2T, AREEL NTP — & LTCEELET,

A=< i, ntpbroadcast, ntppeer £ GHOHT, K10 = N ETHETEET,

[AARH]
THHRORE « BH
ntp server <ip address> [version <number>] [key <key id>] [prefer]
THHOHIBR

no ntp server <ip address>

[ABE—F]
(config)
[T A—4]

<ip address>

KL ORI AT HEEBD IPv4 7 L AZELE T,
version <number>

NTP D=2 2 U FFEHRELET,

1. AT A— 2RI OYIHME

T 7AWV BNTIFEA=Va VaAPBEESNET, N—Va 4 TEEIEIEHAIE, AT A—X
FRELRVWTLEEN,

2. EORRE
1, 2, ¥721%3
key <key id>

T I RATHIZOORFEF—FFHELET, Z O key I authentication-key Ti%/E L7= %+ (10 #EH)
EEELET,

1. ARRT A — 2R OHIHHE
AOREF — DR EIT e L
2. (EORBEHIH
1~65535
prefer
B DB ZIRE L2 G1E, prefer fRER LICEBEAELELET,
1. AKRT A — 2R OYIHHE
BEfEEE R L

2. fEOBEPH
2L
(27> FERBREBEOEE]
L
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6 MFIDHREE NTP

[BE~NDFE

CEESEIA]
1. $EOFEFIT 65536 LA EEFRELR2NTLIEE W,
2. HA LY —REEEEE LA, ARMET atp server 22 RO prefer /X7 A — X HIRELTZF A A
F—RIZE#A L ET, F7o, prefer XT A —X EZE Lo 7GE, stratum ER R /NI WE A A
P—RIZEA L, TXTO stratum AR U & ZITEEDOHX A 2P — R L F9,
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6 MFIDHREE NTP

ntp trusted-key

FOEE LRI 5581, BX=2 VT 4 HIORBREETT ) KO ICHE S ZRELET, 774/ 1T
i, BRECEH SN IR ESNTVELA, Aav FTIE, #FZEHEKRI0T MY ETRETE
ij‘o
[AARH]
THHR O E

ntp trusted-key <key id>
THHOHIBR

no ntp trusted-key <key id>
[ABE—F]
(config)
[N A=4]
<key id>

PREICHE T 2% 52 E L E T, Z O#IT authentication-key TRX/E L72F = (10 #5) ZHEEL
ij‘o

1. AT A —F BRI OFE
BT ERA
2. fEOBEHPH

1~65535

(272 RO EE]
L

[BE~DZE]
L

[EXEED RBREEH]

ntp peer, ntp server, ntp master, % 7=(% ntp broadcast client 235X E SN TV DB GHE, HEMEATH, 3 <I
HEHIZR S ET,

EEEIE]
1. #OFEEIZ 65536 LI LEEFRELRNTLZE N,
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7 KRR & & DNS

7 A ~%4 & DNS
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7 KRR & & DNS

ip domain lookup

DNS U Y b EEREZ b £ 2 i3 Ak L £ 77

[AB#K]
THRORIE

no ip domain lookup
OB

ip domain lookup

[ABE—F]

(config)

(/NS A—4]

L

[O7 2 FERREFDENE]
DNS U YL ASBERERH I /20 £,
LBE~NDEE]

L

[ERTEED /2 B 224 ]

REMELE, T ITHEAICKBRENET,
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7 KRR & & DNS

ip domain name

DNS U YN NTHHATSE AL v AERELET,

[ABRH]
HMOBE « LK
ip domain name <domain name>
THHROHIFR

no ip domain name

[AAE—F]
(config)
[INFA—=42]

<domain name>
REEBDO RAA B EBELET,
1 ART A — 2 B O YIHHE
BT EEA
2. fEORBEHIP

63 LFLUNDIEETF,” 7 (VA F),” 7 (A T NEEHTEET,

(272 RO EE]

L

WREEEER, T ITERIIKMESNET,
no ip domain lookup 3% EWfIX, ip domain lookup AJJREFZEIZ KM S 4L E T,

EEEIE]
1. RIEFBO AL AHIT—DOFEFTRETEET,
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7 KRR & & DNS

ip domain reverse-lookup

DNS U VL BERED WG| X HERE (IP 7 RL AN DR A M A RBRT D08 &8k £ i3aab L £
7
[ABRH]
THHR O E
no ip domain reverse-lookup
THHOHIBR

ip domain reverse-lookup

[ABE—F]
(config)

[N A—4]
L

(a7 > FERREOBE]
DNS U YA RS AR OB A, M5 S IEEAMES ATV ET,

[BIE~NDFE]

[EEEIEA]
1. DNS U YA SBEENES OB A1, AREIC1)D 5 DNS U Y A HEBIfE L £8 A,

2. RIEIZ & > TDNS U Y 05| S HEREN RN D518, EH =< > | traceroute X°> show ntp
associations C, [A MGDETE LZWGEENRH D 7,
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7 KRR & & DNS

ip host

IPvd 7 RV R BT HHR A MAEHRERELE T, Ra~vr RCREK20 = M ZRHETETET,

[AHRH]
R OBRE - KK
ip host <name> <ip address>
RTINS

no ip host <name>

[ABE—F]
(config)
(/NS A—4]
<name>

IPvd 7 RL A ETHHRA M ERELET,
1. AT A — 2 B OFE
A TEEEA
2. EORREM
RA M E 63 LFUNTIHRELET, HATELZXFICONTE, A=/ ETED
i) ZZRLTTE3N,
<ip address>

RAMLERETHEEDIPVA 7 FL 2% Ry MOIETHEEL £,

(272 BB EE]

L

CFE=IA]

1. 7RA M E LT localhost ZFEETE EHA,

2. IPv47 RL AL LTI27*** 2R ETEERA,

3. IPVAT7 RLRELTIZTADBIOYI FAEDT RLAXRETE EEA,
4. AR MAIEIRITF DT ERBILER A,
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7 KRR & & DNS

ip name-server

DNS U VU RRBIT B 3 — AP —RERELET, F—LP— %, 3B5ETHETCEET, 50
=AY —RNERE LIEGEE, RELEIEFICR—2— "~ R3fThivEd, DNS U YL
SNEEREIL, T 74N FEMEE LTHEIMEENTWAHD T, X—A Y — R "RRESNE-RENDEBEL E
R

[AB#K]
THEW|OBIE
ip name-server <ip address>
&R OHIBR

no ip name-server <ip address>

[AAE—F]
(config)
[INFA—=42]

<ip address>

=P — XD IPv4 T RL 2% Ny NEETEELET,

[a7 Y FERREDOENE]
2L
BIE~DFE]

L

[EXTEED RBRE2H ]
HEMEF, T ICEMIKBENET,
no ip domain lookup % EFFiL, ip domain lookup ASIRHEHICKM SN E T,

CEEZHE]

I. DNSH#—2"DIP 7 RL A (ipname-server) ZIEL<FHKEL TLZEV, DNSH— D IP 7 RL AN
ELSEESNTORWES, AR MM OSIREFZ DNS Y— /N & OilfE R Al & A9 25 £ CICREF A
MY, BHICKEEZE-TZ2E083H0 7 (B 0 thEEED 6 AREEIC telnet TY E— MNERT 548
flerrZAr7ar 7 MRERRINDLETORMPE Y £9),

DNS Y — %R T D HEE LT, RO L ST nslookup 2~ REMFHTLHERHY T,
nslookup <& HHRR &> [KDNS H—/\D IP 7 FLR>]

DNS — 3D IP 7 R LVARE LITIUE, RIRT LI ICHEELZFRA NOBERPFRINET,
Server: (DNS H—/\MD7RR +4)

Address: (DNS H—/s® IP 7 KL X)

Name: (387 L1=7KX +4)

Address: (J8EL1=/RRX D IP 7 KL R)

DNS #— 3D IP 7 KL ARIEL L RIFHUE, ROL IR RINET,
nslookup: can't resolve <3 LK +&>'
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7 KRR & & DNS

2. IP7 RLALLTI27** 2R ETEEH A,
3. IPTRLARLELTITIADBIVRITAEDT RLAEZHRETEEHA,
4. IPv6 LT AAAA 7 V5 AESHTE EH A, IPvd TAAAA 7 =V IHFHRASR L £9°,
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7 KRR & & DNS

ipv6 host

IPv6 7 RV R BT HHR A MAEHRERELE T, Ra~v RCREK20 = M 2RHETETET,

[ABRH]
THHRORE « BH
ipv6 host <name> <ipv6 address>
THEHOHIBR

no ipv6 host <name>

[ABE—F]
(config)

(/NS A—4]
<name>

IPv6 7 RL A ETHHRA M ERELET,

1. AT X —HEWEROYIHE
A TEEEA

2. EORREM
RA M E 63 LFUNTIHRELET, HATELZXFICONTE, A=/ ETED
] 2L T7TEE0,

<ipv6 address>

RA NG ERETHEEOIPVG T KL A oo VU tiETHRELET,

(272 BB EE]

L

CEESIA]
1. HRA R4 ELTlocalhost ZFRETEEFH A,
2. KRARAIFIRLFENLTFERLEHA,

3. ipv6host 2~ K& iphost 2~ R TR —DHRAR M EHELTWDEHE, iphost 3~ KRB S
NET,
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KBENE
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switch provision

EEOETNVEZRELET,

[ABRH]
TR oORBE
switch <switch no.> provision {2340-16t4x | 2340-24t4x | 2340-24th4x | 2340-48t4x | 2340-24p4x | 2340-24ph4x
| 2340-48p4x | 2340-16p8mp2x}

[ABE—F]
(config)
[N A—=4]

<switch no.>
AL FHFSEEELET,
1. AT A —Z B ORHIE
HBETEERA
2. EORREH
[RIA—ZHBETE HE] 2L TIES0,

{2340-16t4x | 2340-24tdx | 2340-24thdx | 2340-48tdx | 2340-24p4dx | 2340-24phdx | 2340-48p4x | 2340-
16p8mp2x}

2340-16t4x
AX2340S-16T4X DET N ERELET,
2340-24t4x
AX2340S-24T4X DET NV EREL T,
2340-24th4x
AX2340S-24TH4X DET NV EREL 7,
2340-48tdx
AX2340S-48T4X DET N ERELET,
2340-24p4x
AX2340S-24P4X DEF N ERE L ET,
2340-24ph4x
AX2340S-24PH4X DETF N EHRE LT,
2340-48p4x
AX2340S-48P4X DET L EHTE L ET,
2340-16p8mp2x
AX2340S-16PSMP2X DEF /L& HRE L £,
1. AT A —2BWEREOHIHE
B TEEHA
2. fEORERMA
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L

(a7 > FERREROBE]
AECROE S FICE, BifEL £

[BIE~NDFEE]

[ERTEED /B E2 44 ]
BER, TICERIIKMEINET,

CFEEHE]
2L
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system fan mode

77 DT — RERELE T,

[AB#K]
HRORIE « BHE
system fan mode <mode>
TEHROHIBR

no system fan mode

[ABE—F]
(config)

(/NS A—4]
<mode>

T DEEEE— RN EIX2 2 EELE T,

1 fE EHRE

2 IANERRE

1. AT A —Z B OPHIE
HBETEERA

2. EORREM
1 BXU2

(a7 > FEEREOBE]
1 BEERRESRESRET,

[BE~NDFEE]
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system |2-table mode

LAY 2NN—F7=75—7/ MACT RLZAT—T)L) OBRBHREZELET,

[AB#K]
THEW|OBIE
system 12-table mode <mode>
THE WO HIBR

no system 12-table mode

[ABE—F]
(config)
(/NS A—4]
<mode>
N R 2T T =T BT DO T — T BRGNS LT,
1~3

LAY 2= R =TT =T NOT =T NREFRERE LI TRELET,
1. AT A —Z B OPHIE

HBETEERA
2. EORREM

1~3

[O<7 > FEREOENE]

TN RIT 1 TEIMEL £,

LBE~NDEE]

NI A=BIN~3 DEERE LIS, T— 7 WRREFREN— RU = TIIRET Do OICEE % BiLd)
LT &N, EEEZHEET D L, —HFNICT —FOSEZENTE R ET,
[EREMED IR 2HE]

AEFEBOFEBS TR ENET,

REEEEELEZSLANE, av 747 b—2a B RELESHLE T, AEEZHLEHL TS, Hid
B9 5L, REMIMERICKMINET,

EEEIE]

2L
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system memory-soft-error

Switch processor WA E Y O Y 7 b T —HARICHEA A v E—VOHNERELET,

[AB#K]
THRORIE
system memory-soft-error log
TEHROHIBR

no system memory-soft-error log

[ABE—F]
(config)

[INFA—=42]
log

Switch processor NAEY DY 7 h =T —FAERFICEMA v -T2 MO LET,
1 ART A — 2 B O YIHHE
A TEEEA

[~ FEERRDENE]
Switch processor W AE Y O Y 7 b T —FARICHA A v E—V 2 H N LER A

[BE~DZE]
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system recovery

LB DOEENIEAE LT BRI AL OB B Z LT, BEEOREALIRE, R

LEd, ABKRE THIR L 2R DAL, @I HEE T,

[AHRH]
THHR O E
no system recovery
TEWOHIER

system recovery

[AAE—F]

(config)

(NS A—=4]

L

(a7 > FERREOBE]
WIRMER A ATV, BN FAIMHE L £

[BIE~NDFE]
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[ABRH]
TR oORBE
system temperature-warning-level <temperature>
THHMOHIER

no system temperature-warning-level

[AHE— K]

(config)

(/N5 A—=4]

<temperature>
WEANIRE (BR) 2HELET,
I'CHALTIRETE 7,
1. AT A — 2B O YIH A

AMETEEEA

2. EORBEHPE

50~75

(27> FERREDOENE]
2L

BIE~DEE]

2L

[ERFE IE D JR R 224 ]
EMAER, + IERICRKBShET,

B

CEEFEE]
BB T TICRE LB EIC 2> T BB A, F<CICERA v E— V2 A LET,
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9 ¥o4avyFJOoEYaz=Ly

9 tR4yFJoES 3=y
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9 ¥R4yFJOEYI=VY

system zero-touch-provisioning

ryyFrueya =72 ARMICLES, Aavr ML, YIEAROa 7 4 7 L—2a VTR
<7,
[ABRH]
THHR O E
system zero-touch-provisioning
THHOHIBR

no system zero-touch-provisioning

[ABE—F]
(config)
[N A—4]
L
[O7 2 FERREFDEIE]
L
RIE~DEE]
L

. PuZoFrubya=r72EHL20GAE, Ravr REHIRL T ZEN,
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9 ¥o4avyFJOoEYaz=Ly

system zero-touch-provisioning vlan

YoutyFruoela= 7 THEHATS VLAN 2R ELE T, Ao~ i, HET—>0 VLAN 2751
HETEET, YIHEAOa 7 7 L—3 3 Tl, 574/ 8 VLAN (VLANID=1) BNHREEINT
W7,

[AARH]
THMORE « BH
system zero-touch-provisioning vlan <vlan id>
THHOHIBR

no system zero-touch-provisioning vlan

[ABE—F]
(config)
[N A—=4]

vlan <vlan id>

tryyFravya=r 7 THEHTS VLAN 2% ELET,

1. ART A — ZAE W O M1 fiE

B TEEEA
2. fEOREHPH
[RTA=ZIHEETEDHHE) 2ZRLTIIZSN,
[3~< 2 FERSRDENE]

2L

[BE~NDFEE]

CEEFHE]

2L
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10 HBNHHE

10 BN
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10 HBNHHE

eee enable

WIRTA —F Fy bA B 7 =—ATEEEBELEMCLET,

e 10BASE-T/100BASE-TX/1000BASE-T

e 100BASE-TX/1000BASE-T/2.5GBASE-T

7272 L, SFP R— k¥ 721% SFP+/SFP LR — % 1000BASE-T CHEAT 25 ITEAEEA,

[AARH]
RO E
eee enable
g 2L
no eee enable
[AAE—F]
(config—if)
A —=FRy bA 2 FT=—R
[T A—4]

L

(372 &R OEE]

EEE B§RE D272 0 £,

[BIE~DEE]
WA OFR— MEE LA, Vol AR— 3T YL, —HCEENMEELES, Z0bL TH
EHLET,

CEEZEIE]
1. Kawr NEd—hxadyvo—2 g VBRIZEDIE R0 9,
2. [EIFEEEEAS 100BASE-TX 35 & T} 1000BASE-T 4 FHOBSIZ T AN £7,
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11 O HhkeEE

1 1 0 W Atkee
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11 O HhkeEE

logging email

o 7 fE# A E-Mail CH AT A72ODEMail 7 FLRAZRELET, Ka~vw o RTIIHRK64 = M 2%
ETEXET,

[ABRH]
THHR O E
logging email <e-mail address>
THHOHIBR

no logging email <e-mail address>

[ABE—F]
(config)
[N A—4]

<e-mail address>
E-Mail I#5ED A — /LT RUAZRELET,
1 AT A — 2 B O YT
BT EEA
2. (EORBEHH

255 LFLNOZRET, — (7)),  (Tr#—=2a7),. (Fy b)), @ (Tv h~v—7)
IR TE 9,

(372 &R OEE]

L

[BEANDFE]

REMAETRS, +ITEMCKBRSILET,

CEFEFIAE]

1. &5 L® logging email-server 2+ 2 R TA—/LEIESED SMTP — N E L TEB MLERH Y F
7

2. HHNULHDNS U YA BERICBEET DR EL L TR LERH Y £7,

3. HBELEA—AT RUARERFL SMTP V— NICERESNTWVELHDE—KT 25 Z & &+ TiR<
720N,

4. E-Mail DIXEICRB LI5S, Y%A —/VITEOE FFEFEINET,

5. V=T Ny I A H T2 —RAIZIP T RUABRKEEINTWDHEE, SMTP — N L OEERFOEE T
IP7RLAELTEDOIPT FLAZFALET,

6. A—NT RLARNIZ@ (T v h~—72) ZFEHTIHAE, A—NT FURELHESLKRICHRE LRWNT
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11 O HhkeEE

TZ&EW, Flo, BEGUED L2 T IEZS0,
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11 O HhkeEE

logging email-event-kind

E-Mail THRG LS 20 71EHRO A v — VR ZRELET, A v - PHRIIIEEEGETE 7,

[ABRH]
TR oORBE
logging email-event-kind <event kind>
THHMOHIER

no logging email-event-kind <event kind>

[AAE—F]
(config)
[INFA—=42]

<event kind>
WhT2a 70Xy e—URIEEELET,
1. AT A — 2 B OFE
A TEEEAL
2. EORREM
3XFTHRELET, ANTEDA v E—VHEINCONTIE, IXT7A—XIZIBETELHE 25
LT EEn,
[a< > FERREFDENE]
evt BEWerr T 2 FE LT2HE L REOBEIEIC e £,

LBE~DEE]
L

[ERFE IE D R R 224 ]
EMAER, + IERICKBShET,

B

CEEFHE]

. Ra<wr s RTRELEA vyE—UFNNL, 22 E-Mail [ CHRESNZTXTOD E-Mail 7 F L 2535 TC
IR L CHEH S ET,

2. Ravwr RTAye—VHENEZRELEZSGE, T 74/ DOA =0 (evt, err) 13RI
0, BE LT A v — SR G B HC ) £,
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11 O HhkeEE

logging email-from

15 % E-Mail TH /19 % E-Mail DEEcE2RE L E T,

[ABRH]
THMORE « BH
logging email-from <e-mail address>
THHOHIBR

no logging email-from

[AAE—F]
(config)
[INFA—=42]

<e-mail address>
E-Mail £{ETED A —/L T RLAZFEE L E T,
1 ART A — 2 B O YIHHE
BT EEA
2. (EORBEHH

255 LFUNOTEH T, — (N 7)), _ (TrvE—2a7),. (Ky b)), @ (Ty h~—7)
A TEET,

(372 &R OEE]

E-Mail #41EciE [EE A <nobody>] L7200 £9°, Z 2 THEEAIX, hostname 2~ > K TIRELZAHT
D

[BEANDFE]

REMAETRS, +ITEMCKBRSILET,

CEEFHE]

1. Ao~y FTHELZ E-Mail #E7x%, 777 E-Mail [ CIHEE SN2 TXTO E-mail 7 KL A%612
LU TCHEASNET,

2. A—AT RLVARNIC@ (T v b~—7) ZFERTIEHE, A—LT FLARESCKRICRELRNT
KTEIW, £, HEHED LRV TLEIN,
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11 O HhkeEE

logging email-interval

1 7 & # % E-Mail THAT 2720 DORERBEZBE L £,

[ABRH]
THHRORE « BH
logging email-interval <seconds>
THEHOHIBR

no logging email-interval

[AAE—F]
(config)

[INFA—=42]
<seconds>

E-Mail DEERIRAHEE LET,

1. AT A — 2 RHE RO Y
A TE EHA

2. EORREM

1~3600 (Fb)

(272 RO EE]

E-Mail XEMIMEIL 1) &0 %4,

CEEZEHE]

1. Ao~ RTEE L E-Mail #EMMIX, 227 E-Mail [F#HR CfE EN7=3 T E-mail 7 F L %4
IR L CERAESNET,
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11 O HhkeEE

logging email-server

o Z % E-Mail TH4 572912, SMTP —_"OIERAFRELET, Ko< FTIIKRK 16T MY
EHRETEET,

[ABRH]
THHR O E
logging email-server {<host name> | <ip address>} [port <port number>]
THHOHIBR

no logging email-server {<host name> | <ip address>}

[ABE—F]
(config)
[N A—4]

{<host name> | <ip address>}
SMTP #—/SDARA ML EILIP T RUAZRELET,
1 AT A — 2 B O YT
BT EEA
2. fEOREHA

<host name>
BRA NG E 64 LFUNTHEELE T, HTE 2 XLFICONTL, TG XA—F|TRETE 5
] 22 LTTEEN,

<ip address>

IPv4 7 RL A% Ry FELIECHELET,
port <port number>

SMTP h— DR — FEEEHEELET,

1. AT 2 —Z B O Y E
25

2. f[EORREHH
0 £721% 1~65535
0 ZHE7E LI IR ST A — H AR O WIMIE 26 L £ 7,

(272 FEREOEE]

L
BIE~NDEE]
[ERTEED Iz PR 5244 ]

ROEMEARR, +ICEMCKmSNET,
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1

0 htkee

NS s

EEREIE]

FEELE SMTP — M (RA M ETIZIP 7 RU X, R— hER) Nk D SMTP H— N2
ESINTHDEHEDLE =L TNDEINE I DIl iHERE L TSV, E-Mail Z£FFFHZ, SMTP H—
E DB LT, U A—VEFOEEEEINET,

ﬁ%% IPv4d CEUHEATEET, D), SMTP — NZipv6host 2~ R TIPv6 7 KL A7
TREINTVD AR MEERE LIZHEG, Sikth— %6 T E-Mail ZFEEILET,

ARA R4 E LT localhost ZRRETE £/ A,

RA MAIEIKRIE &/ NCFEE R L ER A,

IPvd 7 RL AL LT 1R2T** 2R ETEERA,

IPv47 FLRE LTI ZADBIOY ZAEDT RLAZBETEERA,
—EICREDO v JHERNIEA LIZHE, E-Mail {HFRICKTBRET L2083 H0 £,
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logging event-kind

syslog = NTEREHR LT 20 JEROA v —VHMNARELET, A v —VHIIIEERETE
=7,
[ABRH]
THHR O E
logging event-kind <event kind>
THEHOHIBR

no logging event-kind <event kind>

[ABE—F]
(config)
[N A—4]

<event kind>
HAOTear70x -V ERELET,
1 AT A — 2 B O YT
BT EEA
2. fEOREHA

3XFETHELET, ANTEDLA v E—VHBIZOWTIE, [RTIA—Z|ITHRETXHHE] 25
BLTL7EEW,

[O<7 2 FERREFDENE]
evt BE Werr LT EIFE LT2GE EFEEOEMEIC 2D 77,

[BE~NDFEE]

CEEFHE]

1. Ravwr FTRELLA vy E2—URRIE, =727 host IR THE ST X TOH LI L TEH &
nET,

2. Ravwr RTAye—VHENEZRELEZEGS, T 74/ 0A =0 (evt, err) (XL
0, BRELZA =V NEN/RY £,
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logging facility

0 7 1E#%E syslog A V2 7 = —ATHITH1DDOT7 7 VT 4 HRELET,

[AHRH]
R OBRE - KK

logging facility <facility>

THEHOHIBR
no logging facility
[ABE—F]
(config)
[T A—=4]
<facility>

syslog D7 7 v VT 4 H#EELET,

1. AT X — 2B O YA
A TEEEAL

2. f[EORREHE

local0, locall, local2, local3, local4, local5, local6, local? ® Eim—o>Z+EELET,

(272 RO EE]

logging host @< & R facility /37 A —4 T, REHXITLDT7 7 T 4 BEESNTVWIHAIE, TOR
EMEAERINET,
ZNLSNOGED T 72 VT 41 TNocald] & 720 £,

[BE~NDFEE]

CEEZFHE]

. Ka<wr RFTHRELEZ772 VT 40%, v 2 host FRTHESNZTXToOHIEICH L TEA S
jﬁj—o
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logging host

B ZEROE N B ELET, Kavy FTEIRR20 = M) ORENTEET,

[ABRH]
THMORE
logging host { <host name> | <ip address> | <ipv6 address>} [no-date-info] [version <version id>] [failicity

<facility>] [severity <level>]
THEHOHIR

no logging host { <host name> | <ip address> | <ipv6 address>}

[ABE—F]
(config)
[N A—4]

{ <host name> | <ip address> | <ipv6 address>}
a7 MASGEDRA R, IPvd T RLA, 7201 IPv6 7 RLAZFRE L ET,
1. AT A — 2B O YIH A
AMETEEEA
2. (EDRREHH
<host name>|Z1%, RA M %E 64 XFLUNTHELET, HHTE 2CFICONTE, N7 X—
ZIHRETE 5ME] 22U TIIZEN,

<ip address>(Z1%, IPv4 7 RL A% Ry hiETHELE T,
<ipv6 address>|Zi%, IPv6 7 NL 2% am U FIETHEELET,

no-date-info
O TR S RFA 2RV 'y 2R E LET,

A v —UFERIN BEVT £721F ERR AL, K, A v — VBT, ISR ERRW 2y % 2%

O RO T r—~y MZOWTE, (Avk—Y -0l L7yl R 22 EHAer/075—
<v b ZBRBLTLEZN,

1. AT A —Z B OPIHIE
FTARTOr 7EREFELET,
2. EDRREM
2L
version <version id>

syslog D7 4 —~< v M=V a VEBRELET, <versionid>lZ 1 ZHEE L7236, RFCS5424 [ZHEMLL
7274 —<v hTsyslog A vE—TEEEFELET,
ARTG A =2 EFRE LIZEA, logging syslog-version 2~ > ROFRE LY bEL SN E T,
1. AT 2—Z B O Y E
RFC3164 [ZHERL L 7= 7 + —~ » h Tsyslog A v E—T 52 EEFELET,
2. EOREFPE
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1
facility <facility>
0 JERE syslog £ X 72— ATHAT DD T 73 VF 4 2RELET, AT A—FEIEE
L7=8:4, logging facility 2~ FOREL Y bEEINET,
L ARRT A — 2 B IR O YIHE
logging facility 2~ > KOFREIZENF T,
2. (EOFRE A
logging facility =~ > R D<facility>/ 7 A —# ZZ B L T I,
severity <level>
syslog F— NIZEERG L T2 0 VIEROBEE LR E L ET, AT A—FEEELLELEA,
logging trap =~ > RORE LY BRI NET,
1. AT A —ZEHFOHE
logging trap =~ > RO EIIEVE T,
2. fEOFEHPH
logging trap =~ > K D<level>F 7= ld<keyword>/NT7 A —Z B L T S0y,

(a7 Y FEBROEE]

L

[BIE~NDFE]

CFE=IE]
1. syslog BEREZfE 3 A 7-012i%, HAEHF A MIIT syslog 7—F> 70 77 AREELTNT, 23D
ALENED D D syslog [FHREZITIND LD ICHESNTWDIRERD Y £77,
2. =T Ny I A BT 2—RAZIPT RUARKEIN TN DHE, syslog IEMOEFILIP 7 KL R L
LTZEDIP T FLAZMHALET,
3. KA RN E LTlocalhost ITREETE £HA,

4. AR MAIFIRITFENLFEEBILER A,

5. IPVAT7 RLAL LT RIF**2FHETEEEA,

6. IPvdaT7 RLARLLTIIADBLYNI JAEDT RLAEFRETEEREA,

7. IPV6 7 KL AL LT, Z7a—"LT RUABREETEET,

8. —EICKEOR JERNPFHEA LGS, syslog KT BRBET 52 LRHY £,

9. no-date-info Zf5E LA TH, EENITHRFEIND v 7 ERICIIRELFBERITED 7

10. no-date-info Z#§ET D &, R ITHNEIZEEFET D A v =V NORZNIRINE T2, v 7 HikhE
BRI 2~y X LCGENT 578, r7HNETHEr 7EROEFEHRENRA vE2—U L LTH
IRENFET,
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logging syslog-dump

HEECRE LT TENB T 7 v a2 AT VIR LERA,

[ABRH]
THHROE
no logging syslog-dump
THEHOHIBR
logging syslog-dump

[ABE—F]
(config)
(/NS A—4]
L
[O7 2 FERREFDENE]
BN T Ty a2 A VIS ET,
LBE~NDEE]
2L
[ERTEED /2 B 224 ]

REMELE, T ITHEAICKBRENET,

CFE=IE]
1. a2 &k, #EHrZ (usr/ivar/log/system.log), il 2" (Jusr/var/log/errorlog) %5 L £7,
2. KEEEITO 0 IPAREEIRGFSNEFADT, syslog A V¥ 72— RZLHa T EEEITO Z
LERHEBELE T,

3. ARERENSNTWDIHATYH, REBEZEHTLIRICHAITREIn 7 LREEBIER e 1IN 7 7 v
TaAEVIRIFELET,

4. HEH =~ Fclearlogging #FE(TT 2L, Wik7 7 v a AEVICT 7 EAZ{TWR T DHEZITH
jﬁj—o

147



11 O HhkeEE

logging syslog-version

syslog — NIZIE(E T 5 syslog A v =V DT p—<v b=V g VERELET,

[ABRH]
THMORE
logging syslog-version <version id>
THHOHIBR

no logging syslog-version

[AAE—F]
(config)
[INFA—=42]

<version id>

syslog D7 4 —~< v b=V 3 UEBRELET, <versionid>lZ | ZH8E L7, RFC5424 ITHEHLL
7274 —~v hTsyslog A vE—VEFEELET,

1. ART A — ZAEW R O 14 E
B TE EEA
2. fEORREH

[~ FEEREFDENE]
logging host =< > R version /37 A —& T, RERTLD T+ —~< v b=V g UREESNTWAHA
X, TOREMMMEHINET,
TS DAY, RFC3164 [CHEHLL 727 4 —~ > h Tsyslog X v E—V & REFELET,
LBEE~NDEE]
2L
[BREED RBRE2HE]
REEEE%, T ITERICKMENET,
CXrE%E]

L
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logging trap

syslog ¥ = NZHEXNR LT D VT EROBEEEELHE L £,

[ABRH]
THMORE « BH
logging trap { <level> | <keyword> }
THHOHIBR
no logging trap

[AAE—F]
(config)
[INFA—=42]

{ <level> | <keyword>}
syslog A v B—YOEBEEZ LNV ELIFIF—TU— RORN, Enn—2%2fELET,
1. AKRT A — 2RI OPIHHE
BT EEA
2. fHORBEHA
RETEL2EEEIROXRELZRLTILEI N, BB, LYURETRELZLED, ¥—U—

RCHEBRBRERRENET,
® 111 EETEHEERE
LARJL (level) F—7J—F (keyword) B
0 emergencies VAT AIEHAEE
1 alerts EIVIRESFRS 23 A BE
2 critical 7 VT o kg
3 errors ~ 7 —IREE
4 warnings [ =N
5 notifications EFRENEEEZET LIRE
6 information WHENETORA v E—Y
7 debugging TNy THRIZIZFRRSND A vE—Y
[a< > FERREFDENE]
logging host =~ > R severity /37 A —# T, FEHEILOEBEEMEESIN TV LHEIL, LOREM
BERINET,

FNLIS DA OEEEE, L~UL 6 @ linformation] L7820 F9,
LBE~NDEE]
L

[EXE B RBRZZH]
EEER, T ICEAICKRSNET,

2
i

149



11 O HhkeEE

CEEFE]
L A=wy FORE L EEEE, 17 host ffH CHE SN T~ CoMASIH LTl ShET,
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hostname

ALEE ORI BE L E T

[AHRH]
fEROBE - ZLH

hostname <name>

15 O H B
no hostname
[AAE—F]
(config)
[INFA—=42]
<name>

AEEBOBMNAHTT, BHTIHY NI NT2=— I BRAFEZREL CLIZEN, ZOFE#R
X, SNMP = % — % /5 System 27 /L— 7 D[sysName] DL CTRIWEDOES Z L TR TE 1,
£72, SNMP @ Set XL —3 32X > TSNMP v 2 —V v DO AL HALEE TE £, SNMP O
Set AL — g VIR o TRAMAEE LT2GE, TOAMEa 74 7 b—va VKBS E
4, AT A —H L RFC1213 ® sysName (2% L £97,

L AT A — 5 B U O

B TE A
2. fEORBREA

60 SLFLUNDIFFNE L TNy +— b (") THATRELET, ANATRERCFE, ST L%
HIXFTT, ANLFHNCANR— AR L ORI T o EEROGE, XFHNEF TN +— b
(") CHERL THRETEET, FHIE, [T A —FIRETE B © TMEZO LT
EBRLTIES W,

(a7 > FEEREOBE]

BN RS IR A S e

[BE~NDEE]

2L

[EXE B D RBREZH]
TR, + <IEAIC KRS UET,

B

CEEFHE]

1. SNMP ~ %*— % /5 name, contact, location DfF#H %M 5854, snmp-server community =~ >/
R T SNMP ¥ % — ¥ ¥ DBEEEDB LI TT,
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rmon alarm
RMON (RFC1757) 77— L7 NV—7ORHEHREZRE L ET, Ka~v FTlIHEK 128 =2 MU 2R E
TEET,
[AARR]

WHROBE - £
rmon alarm <number> <variable> <interval> {delta | absolute} rising-threshold <value> rising-event-index

<event no.> falling-threshold <value> falling-event-index <event no.> [owner string] [ startup _alarm

{ rising_falling | rising | falling } ]
THHROHIFR

no rmon alarm <number>

[AAE—F]
(config)

[INFA—=42]
<number>

RMON 7 7 — A7 )V —7 OfilHE RO EHRBFE S EHE LET, A/3T A —HZILRFC1757 O
alarmIndex (255 L £,

1. ARRT A —ZAEWE R O E

A TEEEAL
2. (EORRE B
1~65535
<variable>

BT <> 7 %2175 MIBOA T V7 MBITZ2BELET, AT A—F[XZRFCI757 ®
alarmVariable 2% L F 97,

1. AT A —Z ORI E
HigTEEEA

2. fEORBEHIP
Ky MEXTMIB OAT7 V=7 MEBITE2” (X7 VT +— ) THATIEELET, &K 63X
FCREMRE AT V=7 NEATFRETAESTT, £, BETHA 7V =7 M, Integer,
TimeTicks, Counter X°> Gauge ¥ A 7' DA T V=7 F#MTE#HEL T EEW, 728, AT
N, BT, BLO . (EUVAR) DAORBRCTFIEZEERWVEEE,” (X707 +— 1)
THERSTHOANTEET,

<interval>

BET = v 7 217 > KR () ZHEE L3, &A/37 A —H (X RFC1757 @ alarminterval (2% L

£

L ARRT A — 2 B IR O HIHE
HETEEEA

2. EOBEFH
1~4294967295
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{ delta | absolute }
BET =y 7 FREREELET, delta DEE, BUEMELAIEIOY 7Y o FREOMHED S 2 BfE &
WL E9, absolute DIE, BUEMHZ EREBIE & i L £, AT A =X T RFCI757 O
alarmSampleType (2% It L E 97

1.

2.

ARRT A — 5 B IR O YIYHE
B TEEEAL

fE DR E H#

2L

rising-threshold <value>

FHFEECMEEZRE L E3, AT A —% X RFC1757 @ alarmRisingThreshold (2%t L £,

1.

ARIRT A — 5 BWERE O FE
B TE EEA

fE DR EFEIH
-2147483648~2147483647

rising-event-index <event no.>
EHBMEEBA T E DA R FNTEOMMNESERELES, A MHEE, a7 b—
Yavawy RO event THRIE L7 HlEMER O HEN%E S T, A37 A—=Z L RFCI757 D
alarmRisigEventIndex (Z%f)is L7,

1.

ART A — 2 B O Q) HE

AN TEEEL

fIEL 0> % AE At PH

<eventno>Za v 7 4 JL—aravwl RO event 2~ R THE LHIEIEHROF R E =
(1~65535)

falling-threshold <value>

THBEOEAE LET, A/3F A —% (X RFC1757 @ alarmFallingThreshold (Z5%f)& L £,

1.

ARIRT A — 5 BWEE DX E
HIETEEEA

fE DR EFEIH
-2147483648~2147483647

falling-event-index <event no.>
THBMEABEATZE E DA R NTEOMESERELES, AV MiEE, 2707 10—
vayvavy RO event THRE LIZHlEIF RO HHGENE S T, AT A—FILRFCI757 O
alarmFallingEventIndex (Zxfii L £ 7,

1.

ART A — 2 B O ) HE

Bl TEEEA

fE DR PH

<eventno >l 7 4 JL—L g rawl RO event 2~ K THRIE LIS SO S$H551E 5
(1~65535)

owner <string>
KREDREE DHANEREZFE L ET, AREZHENT > 722 BHIT 272D DFERTT, AT
A — & X RFC1757 @ alarmOwner (25t L E 7,
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L ARRT ok — 2B WS O YIHE
NULL
2. fEORREFPH

24 LFLUNDO LTI E X TNT 3 — K (") CTHATHRELET, ADFRERITIE, THT LR
BT TY, ANLFINCAN— R ORI 52 EWGE, XFHE ¥ TNV +— b
(") CHEARL TCHLRECTEET, ML, T A—FITIBETZAE] © TWEEDOCFH
EHBLTLLEEN,

startup_alarm { rising_falling | rising | falling }

SOV 7N 7 THEIET = /7 75:??5 A AT REELET, rising € L72SE, KOO
/7)/71Lﬁ%m%tzt 27 7 —2sEMLET, falling ZH5E L7235E, ByIOV 7Y
VI TC T HBEE R AT 7’7 LEM LU ET, rising falling DA, HHIOY 7V 7 CEE
%ﬁiti?ﬁ%ﬁ%ﬁzt LT T—LEHLET, AT A—Z L RFC1757 D
alarmstartUpAlarm (2% )i L & To
1. ARNRT A —ZHIERFOYIHE

rising_falling
2. fEOEFLPH

2L

(272 FERFOEE]

L

CEEZEHE]

SNMP v 2= ¥ b7 7 — LT N—TIZT 7B AT % & &L, snmp-server community 2 > KT
SNMP ~ R — ¥ OREENB LT,

7 Z— A )V—7 D rising-event-index, falling-event-index DX 7 4 7 L— 3 U TRE LA X
¥ b= T DIE R T ERE L TSI,

AT AT L= ar TRELLET 7 —L7—7 L SNMP v X — V¥ b Set TRELZT 7 —2A
IN—=TftbET, BRI PIRETEET, KT M) ZRELIIRET, 20747
L=y a T T =LA N—TEREL TS, BIMLET 7 —A7V—7I3ELERTA, RER
alarm X EXHIFR L T2, BRELTLEIN,

SNMP ~ % —2 % 7> 5 RMON alarmTable @ Set 21T > 72358, A7 4 7 b—3 a3 STIBRE L E
A,

alarm O3> 7 4 7 L—3 3 VR ZWEGER, interval [IZEXE LTZEN 60 UNTH B LA E, —
RO alarm T MIB EMAMETE 72 25 & alam BENEL 722 ER3H Y 9, TD L H 72 REET
I%, alarmStatus ® MIB fEIZL invalid(4)IZ72 D £3, 2O X 5 REBIZR > T b & X1, interval fHE
60 LV RELST D0, FEIIARER alatm HELXHIFRL T 7ZE 0,

interval fERKEX K HESINTWDEEE, 5.2 EOBLHE T, alarmStatus 23 valid(1)7>5 invalid(4)i272 5 F
TULIEH L Evalid() TISE LET (BZ E L TE, interval [EOKIN0 ORI D £9),
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rmon collection history

RMON (REC1757) A —W x> b OMEREOHIEEREZRE L £,

[ABRH]
fEmoBRE « LH
rmon collection history controlEntry <integer> [owner <owner name>] [buckets <bucket number>] [interval

<seconds>]
THEHOHIR

no rmon collection history controlEntry <integer>

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

[N A=4]
<integer>

FREHREE D HIEE RO MR F 52 HBE LET, A/8F A —F X RFC1757 @ historyControllndex (Z
*HSLET,
1. AT A — 2B O FIHIE
A TEERA
2. fEOREHMA
1~65535
owner <owner name>
ARFHEDREH OWBMEREIEE L E T, KARELZHEMT S 120 EHNT D720 DIERTT, AT
A —4 X RFC1757 @ historyControlOwner (ZX} it L E 7,
1. AT 2 — 2 AR OWHE
2
2. (EORREHIFH
24 XFURNOLFINEZTNT +— bk (") THATHEELET, ANABERICTFE, 8T L
BRLFTT, AJILFINCAR—R I EORFR L F 2 HERWEE, XFHEX TN +— k
(") THERLS THORETEET, L, T A—FIfgETE 5] © TIEEDILFH)]
EHRLTLLIZEN,
buckets <bucket number>

MEHEM AT 2RET > P U EBAEREL T, AT A—F [T RFC1757 D
historyControlBucketsRequested (Z %} L £ 97,

1. AT A — 2 EWEER O P E
50
2. B0 EHH

1~65535
-
<bucket number>1Z 51~65535 Z45E L7254, S0 ZfE L& = LR UEMEICR Y £9°,
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interval <seconds>
EHE A LT MR () 2EELEd, A7 A —Z X RFC1757 @ historyControllnterval
WS LETS
1. AT A — 2 AW O FIH E
1800
2. (HOFE A

1~3600

(272 &R EE]

L

[BIE~NDFEE]

[EXEMED R BRE2H]
BEMHEFH, TICERICKBENET,

CFEEHE]

I. SNMP ~%—Yx b A —%Fy b AN Z—TF27 7 & 2925 & XL snmp-server community =
~ ¥ T SNMP v — 2 v OFERPME T,

2. AVT 4T L=V arTRELICEANY Z—T L SNMP v —Y ¥ 3 Set TRRELIZE A Y
IN—TaEDET, KRN FIRETEET, KR M) ZRELRET, ar74 7
L=y a3 ZER MY =T EREL TS, BIMLIEER N 70— IF8EL £ A, RER
history X EZHIFR L TH 6, BRELTIEIN,

3. SNMP ~ %*— % /5 RMON historyControlTable @ Set Z{T>7=8, 27 4 7 L—3 3 JIF Mk
INERA,
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rmon event

RMON (RFC1757) A~ b7 V=7 OfilfEHREZZE LTS, Ao~ FTRIEAN 16 =2 b Z8ET
TET,
[ABRH]
THHRORIE « BHE
rmon event <event no.> [log] [trap <community>] [description <string>] [owner <string>]
THEHOHIBR

no rmon event <event no.>

[ABE—F]
(config)
[N A—4]

<event no.>

RMON A XY b 7 —T7 OHlEEROEHRBBF S ERE L ET, A/%F A—X L RFC1757 O
eventIndex (=%t L £ 97,

1. AT A —Z B OFHIE
A TEEEAL
2. EORREM
1~65535
log
TI—h AXUN) OFEERETDHNTA—FT, T7—20ulz2ELET, AT A—XZ
RFC1757 @ eventType 2% L £9,
1. AT A—HHMEOYIHE
TI—Lhou T EELERA
2. EORRE
L
trap <community>
TI—=h (AR R) OFEEBET 537 A—F T, <community> THEL7Z2I2=7 412 LT
SNMP i@ %15 LET, AT XA —F [T RFC1757 @ eventType {Z%f i L £ 77,
1. AT A —Z B ORIHIE
SNMP @14 45 LEE A
2. fEOFEHH
<community>(Zi% 60 LFLANDOLFFN % X T N7 +— bk (") THATERELET, AJAHE/RIT
T, T LB CTCT. ANCTFINCAR— A PO T RS TR VES, T %

7N x—b (") THERS TORETTET, Flid, (NI A-ZIEETE2ME © Th
EEOXTS]) 2ZRLTIIZE0,

description <string>

A X NONEE LTI THRELET, A XV MRICETAEAETLE L THEHL TSN, AXT
A —& X RFC1757 @ eventDescription (Z&}is L E 77,
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1. AT A — 2 AW O FIHE
ZZH

2. fEORBEHIH
79 SLFUNO LTI E X T/ 7 +— b (") THATHRELET, ANFRERIITIE, ST L4
BT T, ANLFINCAR—R I EORBE LT o a7 WIEE, TN e X TVT 5— b

(") THERS THHEETETET, sbillL, TRF7A—FIIEETX5ME] © TMEEDOXTFH)
ERRLTLLIZEN,
owner <string>

ABREORTEEOHBIMEREELET, KAREZHEDNTo120ZHBRT 27200 FHRTT, AT

A —% X RFC1757 @ eventOwner (%}t L E 97,

1. AT A —HEEREOPIHE
=N

2. OB ERHA

24 LFLNOXLFHNEFX TV +—~ (") THATHRELET, ANFRERICTIE, 8T &0
BT T, AJISUFINC AR R EORBRITF 2 G WG, XFINEXTTNVT +— K

() THFEARSTHLRETETET, HML, (RTA—XIHEETXSE] © [MMLEDOFE|)
LTI,

(272 FERFOEE]

L

[BE~DFE]

CEEZEHE]

I. SNMP X =¥ AR T N—TICT 78 ATHLEE, BLOSNMP v % — v |2 SNMP @41
6595 & %1%, snmp-server community =~ > K35 L U snmp-server host =~ > K C SNMP ~ % —
X OBEFRINMLETT,

2. SNMP ¥ 3— ¥ |2 SNMP @1 % 35T 572 9I21%, snmp-server host 2+ > N TE(E D SNMP
F =¥ DIPT FLAB LY mon” ZIEEL T ZEW,

3. SNMP X —U ¥ BEEED A 2 =T 4B ARV NI N —TDasa =T BN —F LIz x0T
SNMP @& 605 LET,

4. T T — LT N—T7 D rising-event-index, falling-event-index DfE (I A X2 b 7 /— 7 TERE L 72145
FBFEBRELTLIEED, ERELRS>TOVNIE, TI—RNRELTLE STy MIFEITEREY
/Uo

5. AT 47— arTRELEANRY I A—T L SNMP ¥~ R —2 ¥ b Set TREE LIzA X b
TN—T%EG0ET, K16 NIBRETEET, ATV NI ERELIRET, 20747
L=y a AR M A—TERELTH, BIMLEAXRY M A—TI3EMEL T A, RER
event i*TEZHIBRL TS, HRELTLLIEIN,

6. SNMP <~ 3x— ¥ /5 RMON eventTable @ Set 217> 726, 2o 7 4 7 b—a VI ELE
A,
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snmp-server community

SNMP 2 2 =7 T 27 78RV A MERELET, Aa~v FTERTE L7 FLRTHEKS0 &
%m0 ET,
[ABRH]
THHRORIE « BHE
snmp-server community <community> [{ ro | rw }] [{<access list number> | <access list name>}]
THHOHIBR

no snmp-server community <community>

[AAE—F]
(config)

[N A—4]
<community>

SNMP v 2=V ¥ DA I 2 =T A AHERELET,

1. AT A —Z B OPHIE
A TEETA

2. fEORERMA
60 LFLINDOXLFHNE X TN T +— b (") CTHACTRELET., ANFRARTE, BT LF
BT CTT, ANLFINCAN— AR EDRRLTFHEERNGE, LFINEXTNVT +—

(") THFEARS THORETEET, FME, RXTA—FIHEETEAMHE] © TIHEEDOITH)
ZZRLTIESN,

{ro| rw}
HBELZAIa=T A AMICBTIIHELZIP T RLADY X —Y X247 5 MIB #{EO@{EE—
FERELET, 0o 28T L7124, GetRequest, GetNextRequest Z7Frl L, rw Z8E LI=HA,
Get Request, GetNext Request, Set Request Z &7 L £7,
1. ARRT A —Z R OHIHHE
1o

2. fED
L

FE P

2t

{<access list number> | <access list name>}

AR 2=T A ICRTIHAERE LT 78R A M 2ESELEAMTHRELEY, BELE
{<access list number> | <access list name>} % E SN TWRWIGATL, T_TOT 72 RAZFA L E
—a—O

1232=FT 41X LTIT 78RV R MNZRY ET,
1. ARRT A —=ZEUFOYIHME

FTRTCOT 7 BRAEHFRALET
2. EDRREM

<access list number>D A1, 1~99, 1300~1999 (10 #%) #HEELET,
<access list name>D AL, 31 WFELNOLHIZFRE L £9,
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PR, [T A—HXIZHRETX ] 2L T E &0,
[O7 2 FEREDENE]
L
BE~DEE]
2L

[ERTEED /B E2 44 ]
BEFE%, ¢ <IOERAICKmENET,

Re
fi

CERSHE]
1. snmpVacmMIB 7 /L — 12k DT> b U ZERL L £,
® vacmSecurityName : =2 I = =7 ¢ 4 FR*
e vacmGroupName : $community ([E EfH)
e vacmViewTreeFamilyViewName : $all (& E1E)
Fio, Ravr Fe—2L EFE LA, @R =~ K snmp get AIZ vacmSecurityName %
Sprivate &5 b U BB L £9, HESMBNOOT 7 B AITITHEATE EE AL,

32 LFEFE T, 33 XFELULEDOEAI1E$sec00 (FHFIT—BRMEEEI VM T) L0 FT,
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snmp-server contact

AREEOER R EERELET,

[AHRH]
fEmoBRE « LH
snmp-server contact <contact>
THHMOHIER

no snmp-server contact

[ABE—F]
(config)

[INFA—=42]
<contact>

AIEBEFEEEFOHKLER EERELET, ZOMBRIE, SNMP v 32— ¥ 05 System 7 /L—7 D

[sysContact] DA FRCRHIWVEDLE D Z L THRTEET, F72, SNMP D Set XL — a3 2L oT
SNMP ¥ % — ¥ MWOHARLMALEE TE £, SNMP D Set AL — g 2L > TALTHEZLEE L
et TOAMTa T 4 7 L—va VTS ILE T, AT A —F [T RFC1213 @ sysContact |Z

IR LET,
1. ARRT A —ZAEWE R O E
HETEEEA

2. fHORRE P

60 LFUNDLFHNEF TN +—F (") THATRELET, ANARRLTFE, HETF L

BT T, ANLFINCAR=RR EORKRL TG ERVES, XFINeF TNT +—h

(M) TEHEARS CHLRETEET, L, [ RIA—XIHETELE] © [MMEEDOLTS)

ZZRLTIESN,

(27> FEREEF D BIE]
FIWHEIE NULL OSCFF]TT,
[BIEE~NDEE]

L

[EXE B D RBREZH]
TR, + <IEAIC KRS UET,

B

CEEFHE]

1. SNMP ~ %*— % /5 name, contact, location DfF#H %M 5854, snmp-server community =~ >/
R T SNMP ¥ % — ¥ ¥ DBEEEDB LI TT,

162



12 SNMP

snmp-server enginelD local

SNMP =V ID fEHROBREE LET,

[ABRH]
fEmoBRE « LH
snmp-server enginelD local <engineid string>
THHMOHIER

no snmp-server enginelD local

[AAE—F]
(config)
[INFA—=42]

<engineid string>

SNMP = 2 ID % E L 7,

EEICERESND SNMP =2 P2 ID Offil, RO X H I £,
I~4F 77 vk pFEa— R & 0x80000000 & D E > k OR
5A77 v k4 EE
6~32 47 7 v b : <engineid string>g% &

HEEICRESND SNMP =P DX, A~ Fsomp TR TE T, RICHEZRLET,
> snmp get snmpEnginelD. 0

Name: snmpEnginelD. 0

Value:80 00 FF FF 04 73 6E 6D 70 5F 54 6F 6B 79 6F 31

1. ARRT A — 2R OHIHHE
BT EEA
2. (EOXEHIFA

27T XFLNDLFINE L TN s +— K (") THATRELET, ANFRERCTIE, T L5
BHILFTT, ANLFINCAR— AR EORR L Fad £R0EE, XFNeFd TN s +—

(") CHERS THORETEET, FME, T A-FIHEETEAME] © TIEEDOTHI)
EZRLTLIIZEN,

[3< > FEBSEFDBNE]

HEEICRESNS SNMP =2 ID OfEiE, kO k12220 £9,
1~4 A7 7 v b pFEa— & 0x80000000 & D> k OR
S5HA7T v o128 EE
6~9A4 7T v b T AE
10~13 4277 v b« BEAERFEO2=—H L ¥ <fE

[BIE~DFEE]
2L
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[EXEMBE D RBREZH]
REMETRS, ICERICKBRS L ET,

CEEZHHE]

1. snmp-server user 2 < 2 R CRRE SN2 —FHMNLZ N (K 50 =—) 54, snmp-server enginelD
local 2~ ROFRE/EL,/HIFRICHRK 20 FRREOREM N B0 £9,
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snmp-server group

SNMP &%= U T 4 Z)L—FEHROREEZ LET, Bx =) T 4 L-ULEHR, snmp-server view =~ KT
LT SNMP B2 — @ Tl S o 7 7 B 2HlfE# e 7V — 7 H(LICE Lo Ed, Aa<wr FTE
R S0BDO I N—T LT aRETEET,

[ABR]

fEmoBE « LH

snmp-server group <group name> v3 {noauth | auth | priv} [ read <view name>] [write <view name>] [notify

<view name>]
THHROHIFR

no snmp-server group <group name> v3 { noauth | auth | priv }

[AAE—F]
(config)
[INFA—=42]

<group name>
SNMP EX =2 U7 4 JN—T4/EHELET,
1. AKRT A — 2B OYIHME
A TEETA
2. fEOREHMA
32 LFLNDOLFHINE TNV T +— b (") THATRELET., AJTHRRRICFEE, BEFELFE
BT CTT, ANLFINCAN— AR EDRRLTFHEERNGE, LFINEXTNVT +—

(") THEZRS THORETES ET, T, [(NTA-FIHEETE 21 © TIEEDOLTFS)
EZHLTLIZEN,

{ noauth | auth | priv }
TR AREOE X2 )T 4 LUV ERELET, SNMP 7 v bR, ZIE L7237y bR
ARRFG A= TCHRELIZEF 2V T 4L —HLTWENET =7 LET, SNMP /347 v bk
BRFICIE, ANTRA—FTRELIZEF 22U T 4 LYV TSNMP /7 v b &R LET,
noauth : FFE7ZR L, WEE{b72 L
auth : BIEH Y, WimfbleL
priv : BAEDH Y, WL Y
1. AT A —H B O Y E
B TEEEA
2. fEOREHPH
L
read <view name>

7 72 AHIHID Read B2 — L4 HBELET, KD PDU XA 7D SNMP /3% > NEZEL-L X,
<view name>|ZFEE L 7= Read B = —44 7% SNMP MIB t = —{EHIZIEEL TWiUE, MIB B =2 —®D
F v BITWET,

* GetRequest-PDU
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* GetNextRequest-PDU
* GetBulkRequest-PDU
1. AT A — 2R OYIHME
Read DT 7 B AMENHZ HLIVER A,
2. fEOREHMA

32 XFLNOLFHN X TNy +—h (") THHATERELET, AJFRERITE, BT L5
BT TY, ANLFINCAN— R EORBR 52 EWGE, XT8N & ¥ TNV +— b
() THEARSTHLRETETET, FHML, (RTA—XIHETX L] © [MLEDOFEY|)
EHRLTLEEN,

write <view name>

7 7 AHO Write B2 —4 2 E L E T, PDU # A 773 SetRequest-PDU @ SNMP /X7 v k545
L7z & &, <view name>|ZfEE L7 Write B = —44 2% SNMP MIB t = —{5#IZEFE L TWhiuE, MIB
Ea—0DF =y 7 Z{TWVET,
1. ARNRT A —ZHIERFOYIHE

Write D7 72 AMENR G2 b ERA,
2. (B EHH

32 LFUNOLTINE XL T NT +— b (") THATHRELET, ANFRERIITIE, ST L
BT T, ANIFFNCAN—R R EORBRCT A2 B ERWVIGE, XFHNEF TN +— b
(M THERS THLRETEET, FHMT, (RFA—FITIHETEXAMHE] © TIMEEDOTTFH)
EZRRL TSN,

notify <view name>

77 AHEO Notify B2 —4E2RELET, 7 v (PDU A 7% SNMPv2-Trap-PDU ¢ SNMP
Ry ) BEETDHEE, <view name>|ZHEE L 72 Notify B = —44 % SNMP MIB = —{H#IZ/77E
LTWhIE, MIBE=2—0DOF = v 7 BTV ET,

1. AKX A — 2 EBUEREO HIHUE
Notify DT 7 B AMEN G- 2 LI ER A
2. (O EHHA

2 XFUNDOILTFHNEF T A7 5 — b (") THATHRELET, ADFRRCTIE, T L5
BT TT, ANLFINCAN—R IR EORRILT R E WA, XFHEHTNVT +—
(") THERSTHLRETETET, HMIL, T A—FIZIBETE 5] © TMLE O
EZRLTLLIZEN,

(272 FEREOEE]

2L

[(BEE~NDFEE

ROEMEARR, $ICEMRICKmSNET,

AEREIE]

1. snmp-server view ¥ R CEREINTWRWMIB Ea—%4 %K< RO Read B = —%, Write
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Kavwy FIZRELEE 2 —4OERITER L 220 £

DT, THEESLESV,
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snmp-server host

SNMP % EE T H5E5EDOFR y U — 7 FHEE (SNMP v 32— v) 2B LET, Kavr RTiE
R4 b ERETEET,

[ABRH]
THHRORIE « BHE
snmp-server host <manager address™> { traps | informs } <string> [version { 1 | 2¢ | 3 { noauth | auth | priv } }]

[snmp] [rmon] [air-fan] [power] [login] [memory] [system-msg] [temperature] [frame error snd]

[frame_error rcv] [storm-control] [efmoam] [loop-detection] [cfm] [switchport-backup] [lldp] [poe]
THHROHIFR

no snmp-server host <manager address>

[AAE—F]
(config)
[INFA—=42]

<manager address>
SNMP v —Y ¥ DIP 7 RLAEZRELET,
1. AT X — 2B WS O Y1 A
A TEEEAL
2. (EORBEHH
<manager address>|Z IPv4 7 R L2 (R FFRiE) E72XIPv6 7 R A (v U5k 2HEELE
¥
{traps | informs}
SNMP v — ¥ ¥ [ZX1E 3% SNMP @A OFER] 2 3%E L £ 7,
o traps ZIEELILEA, NI v T EREFELET, SNMP v X — U X IR EEZ K LERA,

e informs ZIEELTZHA, fo 74— &EFXELET, SNMP v X — U v ID0EEERT 5720,
SNMP = — 3 = o MISEZERL, WEP2WEEITHELET, SNMPV2C N—V 3 V21T
fEHTE £,

1. AT 2 —Z B O Y E
HMETEEHA
2. fEOREHMA
2L
<string>
SNMPv1 3 & T SNMPv2C DIFE1E, SNMP v X —V v DA I 2 =7 4 LHERELET, SNMPv3
DHBFIFEX 2V T 42— FHRERELET,
1. AT A —2BWEREOHIHE
A TEETA
2. fEOREHMA

60 LFUNDLFIN X TN +—F (") THATRELET., AJABERICFE, BT LFr
BT TT, ANLFINCAR— AR EDORRLFad ERVEE, XFNeFd TN +—
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() CTHERS TORETEET, FMIE, INTA—FIHETELHME] © TIEED LT
EZHLTIIZE N,

version { 1 | 2¢| 3 { noauth | auth | priv }}

SNMP B D NR— g VERELET, N—T g % SNMPV3 ICERET 25413, FFCEF U
TA LNV ERELET,

BT A= DIRERFICREEND SNMP @D NA—2 3 VB ROFRITRLET,

=& 12-1 85 A—% & SNMP BEID/A—2 3 D ORIG

INT A —B DIEEE SNMP BHID/NA—2 3 > tFaUTLRL
version 1 SNMPv1 —
version 2¢ SNMPv2C —
version 3 noauth SNMPv3 FRE7R L, WEefkle L
version 3 auth SNMPv3 WRLH Y, Wkl L
version 3 priv SNMPV3 FREH D, HEELH Y

LB — @57 L
1. AT A —ZE RO YIIE
version 1
2. EOREHPH
ML

[snmp] [rmon] [air-fan] [power] [login] [memory] [system-msg] [temperature] [frame_error_snd]

[frame_error_rcv] [storm-control] [efmoam] [loop-detection] [cfm] [switchport-backup] [lldp] [poe]

BNRTA—BERETHZLEIZEST, BETAHSNMP A EIRLET, ERXTA—FEREL
BRZE(E 92D SNMP @A Z IRDOFITRLET,

& 12-2 /N5 A—4 & SNMP BEID X G

NG A—4H SNMP &40

snmp coldStart

warmStart

linkUp

linkDown

authenticationFailure

rmon risingAlarm
fallingAlarm
air-fan axsAirFanStopTrap
power axsPowerSupplyFailureTrap
login axsLoginSuccessTrap

axsLoginFailureTrap

axsLogoutTrap
memory axsMemoryUsageTrap
system-msg axsSystemMsgTrap
temperature axsTemperatureTrap
frame_error_snd axsFrameErrorSendTrap
frame_error_rcv axsFrameErrorReceiveTrap

169



12 SNMP

INTA—4H SNMP &%

storm-control axsBroadcastStormDetectTrap

axsMulticastStormDetectTrap

axsUnicastStormDetectTrap

axsBroadcastStormPortlnactivate Trap

axsMulticastStormPortInactivateTrap

axsUnicastStormPortlnactivateTrap

axsBroadcastStormRecoverTrap

axsMulticastStormRecoverTrap

axsUnicastStormRecoverTrap

efmoam axsEfmoamuUdIdPortInactivateTrap

axsEfmoamLoopDetectPortinactivateTrap

loop-detection axsL2ldLinkDown

axsL2ldLinkUp

axsL2ldLoopDetection

cfm dotlagCfmFaultAlarm

switchport-backup axsUIrChangeSecondary

axsUlrChangePrimary

axsUIrActivePortDown

Ildp IldpV2RemTablesChange

poe pethPsePortOnOffNotification

pethMainPowerUsageOnNotification

pethMainPowerUsageOffNotification

snmp
coldStart, warmStart, linkDown, linkUp, authenticationFailure ¢ SNMP @1 % %55 L £,
rmon

mmon D7 7 — LD EHBEZBAT L TBIOTFHBMELZ FREI-72 & &0 SNMP @z 55 L%
‘é—o

air-fan

Ty YBA Ny T LT &EIZSNMP @I EAE LET,
power

—OOEIRICHEERA L7z & &2 SNMP il & %15 LET,
login

a7 A Ok, KK, v/ 7 v hORFEAERIZ SNMP @M E %R LET,
memory

AIEED AT Y PR LTz & &IZ SNMP @& (5 LE T,
system-msg

A v =R ERR BELREVT O A v =& M LIz & &I SNMP il & 55 LE T,
temperature

TR EERBE DA L > SNMP @A % 24{5 L £ 9,

frame_error_snd
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T L —AEET T IO SNMP N ZEE LET,

frame_error_rcv

7 L — A ExT T — 8 ER D SNMP WA EE LET,

storm-control

7\I\~A::f‘/]\1:'~11/1‘%% CEoT, Abh—2DRLEEBRHE LSS, £213X b—anbEE
L 7= SNMP 3 ’fﬂ%{:uﬂmbiﬁ“

efmoam

FFm ) v FEERERFO SNMP @i % 515 LET,

loop-detection

L2 L— 7D SNMP A& 355 L4,

cfm

CC TEEKE O SNMP B2 245 LEJ,

switchport-backup

Ty« YEE L D SNMP @& %E LET,

lldp

LLDP OB / — NIZBT A EMA TH S iz & &2 SNMP i@z 55 LET,

poe

ERATRIENZ L LT & &, 3B OAFHEEE DM 28 % 72 & %12 SNMP #%% 1%
fgLET,

RoXT A — 2B RERE DO HTHE
IRT A =BTk DH SNMP idinZ X E LA
D% EFLPH

L

=

(272 FEREOEE]

AN

(&

L

= B
E~NDEE]

[EXEED R BREEH]

K%, T ICHEAICKBRENET,

AEREIE]

version (2 3 ZF%E L TV C, snmp-serveruser 2% RTHEIN TV 2WEX 2T 2—FLER
a~r RIZRE LSS, Ao~y RICRELZEF 2 U 7 4 22—V OERITED E 20 40T,
THEELIEEN,

version [IZ 3 ZRE L TWT, <string> THEL7ZEF 2V T a2—FOEFX2 VT 4 LV LD ENE
Fa T 4 b ERELESAITERE 720 £97,

poe (X, PoE#fEA AR — b T HET N TRETRETEET,
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snmp-server informs

AT —LDOEEFEEMBEHE L ET, KREIL, snmp-server host =< > KT informs /37 A — X %3 E
L72 SNMP ¥ = v (23 L THZ T,
[ABRH]
THHRORIE « BHE
snmp-server informs [retries <retries>] [timeout <seconds>] [pending <pending>]
Dipl &b —DODNT A= EIRET HDMHENRDH D 7,
THHROHIFR

no snmp-server informs

[AAE—F]
(config)
[INFA—=42]

retries <retries>

SNMP ¥ =V ¥ T T DA 7 4 —LORKFERBERELET, 0 2RELLEEITHELE

e

1 ARRT A — 2 W O YIHME
3

2. fEOFER
0~100

timeout <seconds>
SNMP ¥ R =L ¥ (T oA 7+ — LD A LT 7 MR ZFHEM TREL £,
1. ARRT A —ZAEWE R O M1 B
30
2. fEOREHA
1~1800
pending <pending>
AILENFERFHRFFTE DA T+ — LD DORKREERELET,

SNMP ~ R — ¥ B DISENH D>, FEBEIENE S TOWRUVIRETY A LT U N T5FETAL v
TA—LERELETR, RREEBZDLEAIE, A LT MNRHIFEELRWTA v 7 +— L5 FE
FELET, FERENRDLET, —HHICERRBEEBBEL CRZAZEDHY £,

1 AT A — 2 B EF O YIHHE
25
2. EOBEFH

1~4500
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(272 FEFDEE]
RKIAZ Y RONT A =Z PR3 XTHHETEEL £,

[BIE~NDFEE]
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snmp-server location

AEBELRET 2HIOLHERELET,

5t

[ABRH]
fEmoBRE « LH
snmp-server location <location>
THHMOHIER

no snmp-server location

[AAE—F]
(config)
(/NS A—4]
<location>

AREEBERETDHTOLERELET, ZOERIL, SNMP ~3R— ¥ b System 7 /L—7D
[sysLocation| DAFRCRIWVVEDHE S Z E TEMTEET, £/, SNMP D Set XL — 3 2L -T
SNMP v % — V¥ MO ALHRELEE TEET, SNMP D Set XL —v a3 LNk TAAHEZLEE L
Tet, TOAMTa T 47 L—va VIS E T, AT A —F L RFC1213 @ sysLocation
RIS L E T,

1. AT X —Z W O W HE
B TEEEA
2. fEORERH
60 LFLINDO L FHN X TNy #—h (") THATHELET, AR LTIL, FET &5
BT T, ANLFFNC A= R E OB TFE G EROVEE, XFHE L T2 +—
(" CRHFEAL CHLRECTEET, L, (T A—XITHETEXLHE] © [MLEOTTY)
EERL T &N,
[O<7 > FEREOENE]
FIEME 1% NULL O SCF51 T3,
LBE~NDEE]

2L

[EXE B D RBREZH]
TR, + <IEAIC KRS UET,

B

CEEFHE]

1. SNMP ~ %*— % /5 name, contact, location DfF#H %M 5854, snmp-server community =~ >/
R T SNMP ¥ % — ¥ ¥ DBEEEDB LI TT,
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snmp-server traps

SNMP @D EEREEZH T LE T,

[ABRH]
fEmoBRE « LH
snmp-server traps [{ limited coldstart_trap | unlimited coldstart_trap }] [link_trap bind_info { private |

standard }] [system msg_trap level <level>] [agent-address <agent address>]
TEHOHIER

no snmp-server traps

[ABE—F]
(config)
[N A—4]

{ limited_coldstart_trap | unlimited_coldstart_trap }
coldStart ZEF T 2 WA RE L E T, AT A =X DREIC X D coldStart D E(F O E 2 R D

i% ;./j—\‘ L/jzj_o
£ 12-3 /854 —4 T L0 coldStart 15 244
NS A—4 coldStart 3£{5 224
limited_coldstart_trap CEEAREE L L X
unlimited_coldstart_trap CEEAREE L L X
AT 4T L= arDEFIZLES>TVLAND IP 7 RLUAZBH, HIBR, A%
L7-& &
- setclock =~ > RCHRfMZZEF L= L&

1. ARRT A — Z AW O E
limited coldstart_trap
2. (EORRE B
L
link_trap_bind_info {private | standard}

V> 27 b7 v 7 (linkDown & linkUp) ZEET2BICAINT 2 MIB %, BIRTH7-DOREE L E
ﬁ—o
ANRTA—ZDOHBREIZEL DY 7 N T v T OEEOR, 1425 MIB 2 KROFIZRLET,

R 12-4 NRFA—RTEDI Y M5y TEERIZHMT S MIB

NG A—=4 U2 by TREERICFNT S MB
private + (SNMPV1/SNMPv2C @) ifindex, ifDescr, ifType
standard + (SNMPv1 D4 ifindex
* (SNMPVv2C D#) ifindex, ifAdminStatus, ifOperStatus

1. AT A —H B O HE
standard

2. AEOFRERA
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L

system_msg_trap_level <level>

A v —IFER] ERR £721X EVT OEHA A v & —T% 7T A _— 0O SNMP i@ TEET HEE, x4
ETDHERA Y E—VDA R b UL E 10 EROETHRELET, #EMOA X kL~ ko
HBEREDA XY MRRAELTGAIZ, SNMPBAZRELET, SEMEXIGT D14 X ML r0
BEEZRORIIRLET,

® 1256 REMERRELGDIAIANVFLRILOEEE

BEE WHEELDARY FLRILDEEE
9 B ks
8 EEREEL
5~7 SOFTWARE {5 f&55 2L k-
4 F v N —7[EED R
1~3 LR L~V E
1. AT A —ZEWERED )M
9
2. fEORERM
1~9

agent-address <agent address>

SNMPv1 D k7 » FiBI 7 L — AP agent address (2T 2% IPvd 7 LA EEE L E9, Trap-
PDU T agent address 7 1 —/L K& FF O DX SNMPv] JEX 72T D=, RKa~vr RTHRELET L
AL SNMPvl @ b7 v 1A S ET,

1.

AT A — 2 BRI ORI HE

HRXT A—=ZPHEINTWRWEE, interface loopback (Z IPv4 7 KL AREIN TS & &%
FDT R AN agentaddress (IZHEHENFE T, REINTWRWES T v 7BM7 L—LAHD
agent address DfE & L CHRAE D ifindex FHEFHFOA VX T =—ADIPv4 7 KL ANMEA SN E
T L, WBRLRDHA L H T 2 — AL VLAN TF, EEICIPv4 7 R LA E ST
LA, 0.0.00 BMEASNET,

fIE 0> % AE i PH

<agent address>{Z IPv4 7 K L2 (0.0.0.0~255.255.255.255) #IEEL£7,

[O< Y FEREEDENE]
Kawr RO A — 2 BT LTI CEIEL £,

[(BEE~NDFEE

CEEZEHE]

2L
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snmp-server user

SNMP £ ¥ = U F 4 2—PFEROFEE LET, Ko< NTER L2 —FEHRIE, snmp-server group
a2 FEB LU snmp-server host 2~ RCHEALET, Aa<w o FTEHHEARSO T M AFRETEE
7

AKa<wr RCE, @7 m hareF I\ —7a halbzRELET, 7743 —7 1 hanig,
R AN EFREL TWRWERETEXETA, BT v har e 7I4 3y —7a s a voMbhs
DEEZRORITILET,

£ 126 REETALANETSA4NL—TA L OBRETRELGHEASDHE

HE BELJObaL TSA4N—TFntal
1 L 7L
2 HMAC-MD5, HMAC-SHA1, HMAC-SHA-256, £ | 72 L
7213 HMAC-SHA-512
3 HMAC-MD5, HMAC-SHA1, HMAC-SHA-256, ¥ | CBC-DES ¥ 7-3 CFB128-AES-128

721X HMAC-SHA-512

[ABR]
HWMORE « £H
snmp-server user <user name> <group name> v3 [auth { md5 | sha | sha256 | sha512 } <authentication

password> [priv { des | aes128 } <privacy password>]]
D HIER

Nno snmp-server user <user name>

[AAE—F]
(config)
[INTA—4A]

<user name>
SNMP % =2 U7 ¢ 2 —FHERELET,
1. AT A — 2 HUER O
B TEEEA
2. EDORREM

N2 LFUNDXLFINE X TN +—h (") THATRELET., AJJABERICFE, BT EF
BRI T, ANLFINCANR— AR EORRL T2 a £RVEE, XTINeFd TNy +—h

(") CHERS THORETEET, FME, RT7A—FIHEETEAME] © TIEEDOITH)
EZRLTLIIZEN,

<group name>
SNMP £ ¥ = U7 4 2—FNFTETH SNMP X = U7 4 NV —T4 %R ELET,
1. AT X —Z B O HIE
HIETEEEA
2. EDRREM
32 XFLINDOLFHNE X TN +— bk (") THATRELET, ANFRRICTE, RET L5
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BT TT, ANLFINCAR— AR EDORRLFad ERVEE, XFHNeFd TN +—
(") THFEARS CHLRETEET, FML, (I A—XITHETELE] © [MMLEDOLTS)
ESZRLTIIZEN,

v3 [auth { md5 | sha | sha256 | sha512 } <authentication password> [priv { des | aes128 } <privacy

password>]]

auth { md5S | sha | sha256 | sha512 } <authentication password>
HAFTE Fa LB L ORISR — FEEELET,
md5 : 38FE7’ 1 b =/L2 HMAC-MD5 6 L £,
sha : #FE7 v b =12 HMAC-SHAL A L £ 7,
sha256 : FRFE~ 12 b =12 HMAC-SHA-256 Z M L £ 7,
sha512 : §8FE7 1 b =2/LiZ HMAC-SHA-512 A L £ 7,

priv { des | aes128 } <privacy password>
TIAN =T FaLBIOT TA N — AT — REHEELET,
des: I A "L —7F 1 |k =/LZ CBS-DES ZffH L £7,
aesl28 : 7T A /X —TF 1 b 2L CFBI28-AES-128 #{EH L £,

1. ARNRT A —ZEBIERFOYIHE

auth IR 24 L7386, a7 7 Fa v EER LARWVEREICR Y 97,
priv A ZEWE LI, 794 —7 v ha vzl LRNEREICRY 77,

2. (EDRREHH

<authentication password>33 J: U<privacy password>l%, &6 5 4 8 UFLLE 32 SUFLUNO LTS %
TN 4 — bk () THATRELET, AT, ST & 0T, ACF
FNZAR—=R I EORBBRLF 2 G ERWGE, XFEHTNs +— 1 (") THERS THRE
TEET, FE, [RTA—XIRETE LM © TMEEOXFH) #5HL TSN,

[O<7 2 FARREFDEIVE]
L
BIE~DEE]

2L

[ERFE IE D JR R 224 ]
%, F<IERIC S NET,

e
&l

AEREIE]

1. snmp-server group 2 ¥ RTHEINTWWEFxa VT4 VNV —T A ERa~y RCHE LTS
B, RITVPCRELIZEXR 2V T 4 7 — T ORITEH L 20 50T, TEEIEZEN,
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snmp-server view

MIB t = —{EHROBREE LET, MIB = —F#RIL, SNMP /37 > h® PDU 2% £41 5 Variable Bindings
DATP=7 FIDOF =y Z7IHAESNET, MIB B a—id—2F 3B EOV 7Y ) —CHkshE
T, YTV, A7V FID EEa—H A TOMAEDLETRELET, Ka~vr RCEKRLE
MIB E = —{ snmp-server group 2~ > K CEH L EJ,

Aoy RCHREAMRERNRTA—Z Ty NV BEROFITRLET,

R 12-7 INSA=RTEDIVFIHE

EHE NG A—=4 RBRRIY LU
1 MIB = — EEY-Y 50 MY
2 T — MIBE2—¥%7=0 30 kU
3 PEE Y- 500 = KV
[ABRERK]

WROBE - ZH
snmp-server view <view name> <oid tree> { included | excluded }
THHROHIFR

no snmp-server view <view name> <oid tree>

[ABE—F]
(config)
[N A—=4]

<view name>

MIB B = —£ %R ELET,

1. AT 2 — 2R ORHE
A TExERA

2. fHOBRTHIAE
2 XLFUNOLFINE X TNT y—F (") THATRELET, ANFRERIITIE, R T &R
BRF T, AJISUFINCANR— R EORBRITF 2 G WG, XFIETTNVT +— K

(") THERS THORETEET, ML, T A—FITHETEXAME] © TMHEEDOITH]

EHRLTLLIZEN,

<oid tree>
YTV —FT AT PIDERELET,
1. AT X —H B OYHE
A TEETA
2. fEOBREHH
F7V=27 FID % Ry FEliETHELET, &K 64 XLFTT, 75 (Fy hTREILE
BF) ZEICTUANRI—R (%) #BETHILHTEET,
{included | excluded }
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Y7V —DAEEIIRNERELET, 7Y U —% MIB 2 —IZ& T34 13 included #F57E L

F9, 7YV —% MIB B2 —25ER< AT excluded ZHEE L E T,
1. AT A —Z B OFHIE
HiECTE EEA
2. (EOFRE A
7L
[3< > FEBREFDBNE]

L

[BIE~NDFE]

CEEFIA]

1. HHOEFEEB XOHIBROE, <oidtree>D V7BV AN RA—F (*) Z2ET DL, RUAEOY
THBIN O THDH U N ERI—ERBREINET, £, 02HETDHE, FUAEDY THRBIN*T

bHT MY R EBRRENET,

ZHZE T, BIOT R THLIC LD LY, [FMOLETIE EHES Sh, HFROHIERTIEHI

PRENET,

(1)

(config)# show snmp-server
snmp—server view “READ_VIEW” 1.0.1.1 included
snmp—-server view “READ_VIEW” 1.1.1.1 excluded
(config)# snmp—server view “READ_VIEW” 1.x. 1.1 included
(config)# show snmp-server
snmp—-server view “READ_VIEW” 1.%. 1.1 included
snmp—server view “READ_VIEW” 1.1.1.1 excluded
(config)# no snmp-server view “READ_VIEW” 1.0.1.1
(config)# show snmp-server
snmp—server view “READ_VIEW” 1.1.1.1 excluded
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snmp trap link-status

no snmp trap link-status =~ > RIZ L 2T, BNV 77 v 7 EIIF 7 LA D SNMP EATH S
V27 h7 > (linkDown 3 X O linkUp) OEEEHIELET,
[AARH]
THHR O E
no snmp trap link-status
THEHOHIBR

snmp trap link-status

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

(NS A—=4]

L

[a7 Y FERREOENE]
SNMP #5121k UER A,

[BE~DFE]
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13 SERER U 1) T b
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aaa authorization commands script

Python 227 V7 MZ kD a~vy REFREO a~ L FEKRIEEZRELET,

[AARH]
THMORE « BH
aaa authorization commands script {username <user name> | bypass}
TEHOHIR

no aaa authorization commands script

[AAE—F]
(config)
[INFA—=42]

{username <user name> | bypass}

Python 227 V7" MZ X% a~<wy RETFRHEOa <~ NERREEZHREL 7,

username <user name>
KNG A—=Z THRE LI — L OMHRTa~» FEREITVET,

bypass
av s FERETVWETA, TXTOavy FRFEITTEET,

1. ARRT A — Z AW O E
AMETEEEA

2. EOREHPH
<user name>|Z1% 16 SCFLNDO L FHNE X TN T +— b (") THATHRELET, ANTELHX
FUE, WEF LT T, 2L, 1 XFRICAA 72 () IFEETE EEA, AJLFS

IR TR B E WS, XFHE X TN 3 — b () CHERS TLRETEET,
P, TNTA—FITHRETELME) © TMEEOXFH) 2L TIEEN,

(272 &R OEE]

aaa authorization commands 2~ > RO EIZHENE T,
® aaa authorization commands =~ > RDRREN LW E

A~y MEARBEITVEEA, T TOa~y RRFETTEET,
® aaa authorization commands =~ > KO ENRH D55

2wy RS TIITTE £ A,

[(BEE~NDFEE
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CEEZHHE]

Ka< RETEZRELTHa~y RERIZITWE R A, aaa authorization commands =~ > R HERE L
TLEEW, F£72, RADIUS — N2k b o< FAEGRIIY A — b LEHA, TACACS+HY— NET2i%
0—AMZEbavy REBORENLETY,

2>V —/L (RS232C) THEE LIZIERBRNS Python 227 U 7 hEEEIL, a2~ RE3T LIS
G0~y FAGREIEIL, aaa authorization commands console =~ > RDFREIZHEVFE T,

=2

® aaa authorization commands console =<~ > KOFRE N 2WIGE
a<y REREITWERA, T XTCTOa~vy FRETTEET,
® aaa authorization commands console =1~ > RDFRENH LA

Sy REROMG L0 £F, 72721, bypass /ST A—F BRESNTOHHAEE, av> Pk
BETOEEA, TRTOavY FEEFTTEET,

A~y FERIFH (3~2 F7 T2 avy RYAR) ZEETERDS1BE, 3wy RESRT
ETTE EH A,
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action

BRAN NREEEL N NCFETTDT77vary (A7 U7 NEH) 2HELET,

[ABRH]
THHROE
action <sequence> python <file name> [<args>...]
THEHOHIBR

no action <sequence>

[AAE—F]

(config-applet)

[T A—=4]
<sequence>
Ty arERTT IR ERIATHREL T,
WML, 177 ard2, BTERSTORLIATLET,
1. ART A — ZAE W O )4 fE
BT EEA
2. B E H
1~8
python <file name>
EETHA7 VT M7 7 AV ERELET,
JEJf] 2~ Finstall script TA > A b=/ L= 7 7 A L ERE L ET,
1. AT A —Z B OPIHIE
B TEEEA
2. fEORBEHPH
EET (Tpy) [pyc) [pyol & END) ZETe 99 UFLINOLIFHEHE L E T,

ERTE L3R, BHFE, Ky b ), M7y (), Tvdb—2a7 (), FL¥ (&), ~v
F () TY,
<args>...

BETDZA7 VT M2 a~vry R4 Vsl BERELET,

1. AT A — 2 AR OFIHIE
L

2. fEOBREH
—DD<args>FRE TE DI RKIUTHIL 63 LFTT, <args>lddpe kK 32 HE THETEET,
ERTE 530FE, BT L BERSUF T, <args> A IR E T 556 1d<args> & <args>D i & A
NR=ZA TR > THEL TLEE, B—D<args>HIZ AR— A7 EOBERSCT 2 # AT 354
d<args>% X7 V7 4 — bk (") THATRELET, ML, NI A—FIHBETELHMHE] ©
TEEEOXTFH] 22T IES0,
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(27> FERREFDEIVE]
el

CEEZHHE]

. 77y aryETRICEbTs7 7Ly META a7 4 b —2a VEEE LA,

7 a NIRRT ETEITSNETSE, RIMTOT 7 va MIFATSNEE A
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disable

XNEOT 7 vy MEREERMIE L £,

[AHRH]

TR OBE
disable

TEWOHIER

no disable

[ABE—F]
(config-applet)

(/NS A—4]

L

[O7 2 FERREFDENE]
Ty NREMELET,
LBE~NDEE]

2L

[ERFE IE D JR R 224 ]
REMAES, + ICERICRKRShET,

CEEFIA]

1. ARavr RETHHZ action 2~ RTA VA M=V LIEAZ V7 WBERE L TWEHAE, 227 V7K
T EEIE LERFA, A2 VT R EELRT AL, EH =2~ Rstop python ZH LT 7ZS0,
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event manager applet

Ty NEERRLET, Ka~v REAJIT5 &, configapplet E— NIZBITL T, BEHT LA N2 b
FEITTDHT IV a v EBRETEET,

[AHRH]

fEORE

event manager applet <applet name>

THHMOHIER

no event manager applet <applet name>

[ABE—F]
(config)
[N A—4]

<applet name>

TTVvy MEERELET,

1. AT A —Z B OPHIE
A TE EHA

2. EOREHPH

31 XFLINOCFHNZfEE LES, 1 T RIS, 2 XFAUBERETENM 7 (), 7

vH—2a7 () BEETEET,
Ty M, K256 R TE £,

(272 RO EE]

3

L

[BE~DZE]

L
[EXE B RBREZH]
REMERS, ¥ CICEMcRBRShET.

CEEZEHE]

1.

action I~ RTRELZT 7 ¥ a vy EFEITHIZ,

BUTHT Ty FEHIR LGS,

a IR T ETIITSNETD, RETOT 72 a VTFTEREEA,
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event sysmsg

BELIEAvE—VHBIRCA v E—U T XA MEFOERAA v E—VEEHRLET, A vE— 5] ERR
BELOREVI OEA A vt =1, AL v FFEFRA X LU Y, EHAA -Vl 58EEDL
AR BIcfRE T £,

EAA v E—UEERT ABERICONWTL, (AvE—Y vl L 77y LX) 22 EH=eZO
T —~<v b EERLTITEZN,

[ABRH]
THHRORIE « BHE
event sysmsg [message-type <message type>] [switch <switch no.>] [event-level <event level>] [recovery-event-

level <event level>] [event-function <event function> [interface-id <interface id>]] [message-id <message id>]

[message-text <message text> | [additional-info-upper <upper number>] [additional-info-lower <lower number>]
FROERFMRTA—ZD L, ENH—DDRENLIETT,
THHOHIBR

no event sysmsg

[ABE—F]
(config—applet)

[IRZA—4]
message-type <message type>
Ay —UREREREELET,
1. AT 2 —Z B O Y E
key, r1sp, sky, sts IAADTRTO R v —PRERINERI R0 7,
2. fEOREHPH

3XFTHELET, ANTED Ay E—VHICONTIE, NTFA—XITHETE L] 25
LT E&EW, 72720, key, 1sp, sky, sis|IFEETEEHA,

switch <switch no.>
AR IPRELIEAL vy T OAL v TFEEEZHBELET,
1. AT A —Z B OPIHIE
TRTDAA  FHRERIRITSRD £T,
2. EDRREM
[RTA=ZIIETE HE] Z2BRLTIEZIN,
event-level <event level>

EHA Y=V OREEFEEICET LA LU (B3~E9) ZEELET, AT A—H
L, recovery-event-level /N7 A—HX THRE LA XV R LV OEHAA v =R LET,

1. ART A —ZAEW R O E

recovery-event-level /37 A —& L8 M L2541, TXTOA X2 h LU REHRRGITR D F
T, recovery-event-level /37 A —X ZIHE L TV DHEEIE, HBE LAY b UL
30 £,

2. fEORBEHPH
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3I~NODEERAEELET, N7 (), ar~ () 2ALT, BEEETL22LbTEET,
recovery-event-level <event level>
A v —VOREOREICET S5/ F LU (RS~R8) 2EELET, AT A—% L,
event-level /N7 A —H TIRELTA XU ULV OERAA v -V 2R LET,
1. AT X — 2B O YA
event-level /37 A —# HEME LTEHEIE, T_XTOA N2 b LULBEEXGUI/2 ) £77, event-
level %7 A =X ZHELTODHE, HE LA NS P URERMRICR ) £,
2. (EDRREMH
S DEAFELET, "M 7> (), v~ () 2EALT, B ETL2ZLbTEET,
event-function <event function>
AN PRERN E —DfRELET,
1. AT A— 2RI OYIHME
AR NBRFAE L T2 TR TOEAE L OBRBE R BRI GT 7e v £9,
2. (EDRREHH
15 XFLURNTHEE L E T, ANTE 00 MREBMIZONTE, [Ayte—Y-m7L77
VA 1125 ARV RRAERAML] 2ZRL TS,

interface-id <interface id>

AR NREAVE T 2= AT EAERRICHELEY, EREBL, Fy b O, "7
(), TAEVRZ (¥), TR (+), 7=ZxAFar<—r ), ~vk (), R ($), AFELM
(D, AFEEDY (D, UEIAD (O, EIEDY (), A7 (), Ny 7 ATy v aF
(¥) %Ml L7= POSIX 1003.2 ® Extended Regular Expression THE L £ 3,

1. AT X — 2B O YIIE
TRTDA ¥ T = — AT DBERR BRI 720 £7,
2. EORRE
R XFUNT, TN T+—k (") THATHEELET, ANNTEDLA RV MEAEAS X T =—

ROV TIE, A=Y -m s L 77 LA 126 AXVIEEAS L HT2—R
AT EZRLTLEE0,

message-id <message id>
A=A FERELET,
1. AT 2 —Z B O Y E
TRTORA v E—VHRFRERSRICR2 0 F5,
2. fEORREFPHE
8 HTLAN O 16 MR & a7 L £ 7,
message-text <message text>

AyE—UTFFAPEERRBTHRELET, ERAERBIZL, Py b O, "7 (), TAZY RS
(*), 772 &), 72ZXFars—r (1), ny b ), R ($), AFMD (), ALK D
b1, AFEMEAED (O, AfEIEDY 0), a7 (), "y I ATy valxtF @ ZEMALE
POSIX 1003.2 @ Extended Regular Expression CfiE L 7

1. AT X — X EBREHE O W)
TRTCDORA =TT F A MDRERRIZRD £1,

2. AEOFRERA
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128 LFLWNT, #7N7+—F (") THATHEELET,
additional-info-upper <upper number>
& EAL 4 Mz f5E L £,
L ARRT A — 2 B IR O YIHE
T ARTOMIIE SR AL 4 MBI RITR Y 7,
2. fEOBEHPHE
4HTLAND 16 R Z fRE L £,
additional-info-lower <lower number>
FNTES T 12 Mr 2 e L £,
1. AKRT A — 2RI OPIHHE
FTARTOMNIMER TOL 12 MBS RIC2 Y £,
2. fEORFERP
12 HTLAN D 16 K & fRE L £

(272 B EE]

L

[BIE~NDFE]

CEEZEIE]

1. Ko<y FTHERERTETIHHE, ENN—2FERHEMENNT A—ZER/ETHILERNDHY £,

2. EHXvEB—VER L eventtimer 2~ RTHRETHH A EMRIL, 1 77y MIRLTEL L,
—HEURETEET,

3. action A<V RTHELZT 7 v a VEFETHIZ, %4757 7Ly hTRa<wY REHIBRLIZES,
EITHOT 7 a3 TETEITINETD, KRETOT 7 v a VdFETIRERA,

4., ERAA v E—THFORA =V TFANME, YT MU T A=V a VEFRRRICHIINERN LS Z &
NV ET, Y7 o7 N~V a VEERL, BEREMEOEENLER VIR LTIIEEN,
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event timer

A~ EREITNET,

A A<ERIE, BELEHREZER TS cron 4 ~ &, FEHIC—E DR ERE %2 1792 interval ~
A=NHY F7,

[AARH]
THHR O E
event timer {cron <string> | interval <seconds>}
THHOHIBR

no event timer

[ABE—F]
(config—applet)

[T A—=4]
cron <string>
cron # A v DB EEELET,
1. ART A — ZAE W O M1 iE
AN TEEEL
2. fEORBEHPH
WO THRELET, 51 LFLUHNTHEEL TIEEN,
"<minute> <hour> <day> <month> <week>"
* <minute>
B (43) % 0~59 THREL X7,
+ <hour>
B (Rp) % 0~23 THREL X7,
+ <day>
BEAIRERD (B) % 1~31 THRELET,
* <month>
B (B) &2 1~12 THEL T,
+ <week>
BARREH (lH) % 0~7 CHELET, TNENOENTRTIRAITRO LB TT,
0=HWE, 1=HIE, 2=KkiE, 3=/Kif
4=KIE, 5=@ME, 6=1I, 7=HM
Fio, FHEBIZERORSPIRETEET,
s TANRI—F (%)
FHEA THETE DTN TOEEAREE LIOREBIZZR D 7,
= O
BEAZXE5Z & T, BHEOBEEEETEET,
AT vva ()
FANZHEE L= B E O MR CEARZ EIT L E T,
oA Ty (9)
BT Z & C, HoOMMAEEETE T,
<string>DFREFN 2 IR DK R LET,
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£ 13-1 <string>D 5 EHI

fEEE BEHAS
“x ok k k7 35y FELT
“43 23 * x *” 4 H 23:43 I[ZFAT
“0 17 * *x 1”7 58 A W2 17:00 12 E4T
70,10 17 * % 0,2, 3" i N, KM, JKIED 17:00 & 17:10 (23T
“0-10 17 1 * " A 1 HD17:00 2>5 17:10 T 15 T L IFEFT
“001,15 x 17 #wH1BE15H&HRRBDO0:00 (23T
“42 4 1 % *” fEH 1 B O 442 12547
"0 21 * % 1-6” il H 2D O TR E T o 21:00 12 FEAT
“0,10, 20, 30, 40,50 * * * x” #RF 0457, 1047, 20743, 30747, 4043, 50 43IZ3EAT
“#/10 * * * %7 ERE 0 36 10 4y Z LI FEFT

"% 1 % % %7

H 1:00 2>6 1:59 T4 T L ITFET

"0 %/1 % % ¥

iR 0 Y1 AT

“0 % % k %7

i 0 31T AT

“2 8-20/3 * * x”

#H 8:02, 11:02, 14:02, 17:02, 20:02 {Z%EfT

“30 51,15 * *”

A 18 & 15 Ho 5:30 [IZFEST

interval <seconds>

interval % A ~ ORI (FD)

ZfELET,

1. AT A =2 BUEEF OATHHiE

EWTEETA
2. fEOBREHIH

1~4294967 (10 %) #=HELET,

(272 FERFEOEE]

2L

[BE~NDFEE]

CEEZEHE]

1. ARV NERT 07T ANHEEE LZ5E, interval ¥ A < IZIEEEBOZ A I /2 REEICLT, BE

PR TA N heESEET,

2. disable =~ FE /=T no disable =~ > R& AT LI=HE0, priotity 2~ FE&FATLTTY 7Ly b
FATEREARE - BELIESE, interval Z A wEa~y FOFETHA I 72 EFIZLT, HEW
IR CA N P ERAEISEET,

3. HA~EEHE eventsysmsg 2~ RTHET HEM A v —VERIE, 1 77y MR LTEL LD

~HESRETE T,

4. action I< Y RTHELET 7 var&FTHIg,
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FATHOT 7 v a VFE T ETEITSINETD, RETOT 7 v a VTFETINERA,
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priority

Ty NOFRITEEEEZFELET,

[AB#K]
HRORIE « BHE

priority {high | normal | low | last}
TEHROHIBR

no priority

[AAE—F]

(config-applet)

(/X5 A—=4]
{high | normal | low | last}
77y FORITREEARELET,
high
Ty FOETEEEEY Ml KRELET EEREORISIT6),
normal
Ty FOFTEEEE T RELES BEEOEIRLI),
low

Ty FORTEEESY MK RELET EREORSIT D,

last
T vy NOFATERESY TR%) IHRELET, Er0BEEEOBMN R ol b T IT@Mm
LET,
1. AT A— 2B OHME
A TEEEAL
2. f[EORREHH
2L

[T FEREBDENE]
TT Uy NOFITEIEEE [H) IZRELET,
LBE~NDEE]

L

[EREMED IR 2HE]
EEETR, T IGERICKBENET,

s

CEEZEHE]

1. FTEEEZLICRRK1024 AR 2T 73 a v FTREBLE L TFa—A 7 LET, 20720, A
Ny RRABEENRBEWGS, ANV MEENRELT, 773 arNEITENRNVZERNHY 9,
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2. action I~ RCRELEZTZ v aERBITHIC, B4 T57 7Ly hORa~vy ROREEZEE LT
A, FATHTOT7 7 v a IR T ETIITEINETE, RETOT 7 v a VidFETINnERF A,
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resident-script

WEEAZ VT hOREBEREIEELET,

[ABRH]
TH#OBE
resident-script <script id> python <file name> [<args>...]
THHROHIFR

no resident-script <script id>

[AAE—F]
(config)
[INFA—=42]

<script id>
WEEA Y U7 N eilBlT oA VT N ID #EELET.
1. AKRT A — 2RI OPIHHE
BT EEA
2. fEORBEHDH
1~4
python <file name>
EEXF G D Python A7 U 7 M EFEELET,
<file name>
Python 227 U7 hD7 7 A VA EFRE L E T,
] 2~ Finstall script TA > A b=/ L7z 7 7 A L& E L ET,
1. AT A —ZH RO YIIE
AMETEEEA
2. fEORBEHPE
yrag1 (Tpy) Tpyel lpyol D ED) ZET 99 LFLINDO LFHZHE LT,

HTE 5307, #5%7, Ky b ), "7y (), TvF—2a7 (), FAL (~), »~y
k(M) TY,
<args>...
Python 27 V 7" MEBEHFIZHE X D3~ R4 VBIEERE L £7
1 AT X — 2 BRI O YA
2L
2. fEOREHMA

— D D<args>IIFRE T E DR KR UTHEUT 63 LF T, <args>IFHAR 32 [HE THREZETEET,

R TE D30FE, BT LU T TY, <args> 2 BEIETE T 256 1 d<args> & <args>DH] & A

NR—=ZATRY]> THE L TLZE, B—0D<args>NIZAR— R EORR T2 BT 2856

Id<args>% X7 NV7 +#—h (") THATHRELET, ifllix, T A-FITHEETZSME] ©
(REEDOTFS)) 2B LTIV,
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(272 FERBEOEE]

L
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FI/E FYERI—HOA4R2T7I—X

14 1—Yxvy b
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bandwidth

RO IR 23 E LET, AREL, * v bV —7BEHRIEE CoORBEARORHICEN S ET,

[ABRH]
THHRORE « BH
bandwidth <kbit/s>
THEHOHIBR
no bandwidth

[ABE—F]
(config-if)
A =Py bA 2 FT=—R

(NS A—4]
<Kkbit/s>
[E1H D B IRE % kbit/s BAL CRRE L E 7,

RIEIL, M%F— b ifSpeed/ifHighSpeed/axsIfStatsHighSpeed (SNMP MIB) fH (2721 KB E 5 4
DT, WEIITEEDL EHA,

1. RRT A —Z B O Y E
B TEEEA
2. f[EORREHH
1~10000000
W3R — b ORI % X 7=l 2 B E LRV T2 E W,

[O<7 2 FERREFDENE]
WA — kOB HEIG L 72 0 £,

LBE~DEE]

L

[ERTEED /B 524 ]

REMAERRE, FIERICEET,
EEEIE]

L
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description

WEMHEZRELET, F—MIBETAIAETE LTCIHEHWEETET, 2B, KREE21THY tEfHa~
> K show interfaces <X° ifDescr (SNMP MIB) THER TE £,

[AHRH]
HROBE « BHE
description <string>
EEHQLETIES

no description

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

(85 A—=4]
<string>
A=V Ry " VT 2= AR ZHRELET,
1. AT A —Z B OPHIE
HBETEERA
2. EORRE
64 XFLINOXFHN & X TNT 4 — bk (") THATRELET, AJWRRZRICTE, BT L5
BRCFCT, ATILFINCAN— R EORR LT 2B ERWGES, XTFHEXTNVT +—

(") THEZRS THORETES ET, L, [(NTA-FIHEETE 2 © TIEEDOLTFS)
ZZRLTIESN,

[O<7 2 FERREFDENE]
null Z3%ELET,

[BE~NDFEE]

CEEZFHE]

2L
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duplex (gigabitethernet)

WITTRTA—Y Ry A Z T2 —AT duplex ZRELET,
e 10BASE-T/100BASE-TX/1000BASE-T

e 100BASE-TX/1000BASE-T/2.5GBASE-T

® SFP 7" — K% 1000BASE-T % 72/% 1000BASE-X Tff

[AARK]
THMOBE « £
duplex { half | full | auto }
o HIbR

no duplex

[ABE—F]
(config—if)
A —=FRy bA 2 FT=—R

(85 A—=4]
{ half | full | auto}
N— MO — FE2 L HEE, £ HEE, EFLE3A—bRrIAvz—T g STRELET.
[EIRRAER & 5 E FTRE /2 /N T A —F DMBEDOEERORITR LET, SEBHER TR IETRE/R /R T
A— 2 LS fRE LTo 86, auto TEIEL £,

£ 141 BECREH/INTA—4

[ElERFE 7 IBEFREIR/INT A —4
1000BASE-T auto (speed auto/auto 1000 &5 7E )
10BASE-T/100BASE- auto (speed auto/auto 10/auto 100/auto 1000/auto 10 100/auto 10 100 1000 45 & )
TX/1000BASE-T half (speed 10/speed 100 f5 & #F)
full (speed 10/speed 100 #& & M)
100BASE-TX/1000BASE- auto (speed auto/auto 100/auto 1000/auto 2500/auto 100 1000/auto 100 1000
T/2.5GBASE-T 2500/auto 1000 2500 F &)

half (speed 100 5 &)
full (speed 100 ¥5EHF)

1000BASE-X auto (speed auto/auto 1000 & 7ERF)
full (speed 1000 ¥57E M)

half
N— bR HEEE- FICERELET,
full
R— 22 HEEE— FIIRELET,
auto
duplex #A— b RAy T —L gV TCIRELET,
1. AT X — 2B O YA
HETEEEA
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[a7 > FERREDOENE]
auto 720 F3,

[BIE~DZE
WO R— MCHEE L, WolAR— bRF L, —RICEEMFIELET, 20b L TH
EBLET,

[EREMBED RBREH]
Amv s ROBERICER S ET,

CFEEHE]

1. 1000BASE-X TA— hxIvxm—v 3 U 2MHLRWGE, speed % 1000 1295 & & H1Z, duplex %
full IZTDHERHY F9, F7=, speed 2~ RIT/8T A —H auto F 7213 auto 1000 ZI5ET 5 &,
F— b FRI =g COFER, duplex 1T full 12720 £,

2. 1000BASE-T 3 LU 2.5GBASE-T @354, duplex Id auto 12720, A — FhprIv=—T a VORRET
HIZRD ET,

3. speed E72id duplex O EH H0v—J71Z auto £721F auto ZEFTe /T A—X EEE LIZGA, A— T
vIE—va VETVET,
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duplex (tengigabitethernet)

WITRTA =Y F Y b V¥ 72— AT duplex ZHELET,
e SFP+/SFP JtJflA¢— k% 1000BASE-T % 7-(% 1000BASE-X Cff/f]

[AARH]
THMOBRE « BH
duplex { auto | full }
THHOHIBR

no duplex

[AAE—F]
(config—if)
A —=FRy bA 2 FT=—R

(85 A—=4]
{ auto | full }
A—hOEHE— N2 BEREELIEIA— I —Ta VIZRELET,
auto
duplex A — b RAL T —2 gV TIRELET,
full
A— N2 HEEE— NMIRELET,
1. AT A — 2R O
A TEEEAL
2. f[EORREHH

L

[a7 Y FERREBOENE]
auto £ 780 F7,
LBE~NDEE]
EHFOR— MIEE LGS, WolcAdR—IRX L, —FICEBEMEIELET, Tob L TH
EELET,
[ERTEED [ B 524 ]
Aa<wr FROFERICKEINET,

CFE%E]
1. 10GBASE-R #3284, duplex & speed DR EITMEN /20 £7,

2. 1000BASE-X TA— hRrITvx—a VEMBEH LRWEGS, speed 2 1000 1275 & & H1Z, duplex &
full lIZT 20 ERHD £§, £/, speed 2~ FIZ/3T A —4 auto £721% auto 1000 Zf5ET 5 &,
F—hx Iz — 3 VOER, duplex IX full 12720 £9,
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3. 1000BASE-T ®%;4, duplex IFauto 272V, A— b RrATT—3 3 VOFRRETEHITRY £,

4. speed £721d duplex D EH BN —FHIZ auto £72id auto & T/ NT A—X ERE LGS, £—FxT
vE—va rEITWET,
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flowcontrol

Ja—ay he— AR ELET,

[ABRH]
THHRORE « BH
flowcontrol send {desired | on | off} [loose]
flowcontrol receive {desired | on | off}
THEHOHIBR
no flowcontrol send

no flowcontrol receive

[ABE—F]
(config—if)
A=V RXy " H Tz —A

(/X5 A—=4]
send {desired | on | off}
Tu—ary bu— v OR=ANNry FOFEIERELE T, HEHHFO T n—a br—1o,
=Ny FOZEIELIEEZEDETIIZE W,
desired
FEET— MEERIIAR -2y hE2#ELET, A — bravm—va SRERE, BHiiE
LRV IZ R THR=ANT y FOREHELZRELET,
on
Ry b eRELET,
off
R—=ANRTy FEERELEREA,
1. ARRT A — ZAEWE R O B
B TEEEA
2. (EORBEHIH
mL
loose
Za—ay ha—/LO loose T— R TEIHELET,
loose E— FEIERFIL, TAR—Z30 o MREHE> E2EMIERR L0 9,
1. ART A —ZAEW R O E
loose &— NTEIEL £H A,
2. (EORBEHH
2L
receive {desired | on | off}
TR—ay ba—VOR=ANRTy NOZEIEEEEL LT, EHHFOT7n—ar fr—10
=23y FORMEEELRELZADE TSN,
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desired

EEE— FEERFHIR =Xy haZELET, F— I vm—a URERT, Bl

EDORYVWMVIZE S THR=ANRT y NOZERELRE L ET,

on

RNy NEZELET,
off

RNy MaZELEE A,
1. AR X — 2 EUERO Y E

AMECcExEREAL
2. [EOREHH
L
[a7 Y FERREOEE]

EIRRFERIC K> THER Y F9,

10BASE-T/100BASE-TX/1000BASE-T D54
ZAEEEIL off, EEENEIZ desired
100BASE-TX/1000BASE-T/2.5GBASE-T D4
ZAEEEIL off, HEEENEIX desired
1000BASE-X D4

ZAEEMEIL off, HEFENEIT desired
10GBASE-R D4

ZAEEEIT on, HFENEIL off

[BE~NDFEE]

HEHROR— MUEE LGS, WoltAR—IRF UL, —RRICBEEMEILLET, 20H L TH
EELET,

R

[EXE B D RBRZZH]
EMAET S, + BRI KBS ET,

CEEZEHE]

WDOR— A —bRrITvT—ra U THEHT LA, receive 737 A —4 I off, send /3T A — X3
off DA EDLHLUNEIEE LT L&, a~vr FEAK LT L &1, ZIEEED desired, EBISEHEN

on &720 F9,
x 142 ®HER—LO—&

ETIL

R— &

=
=7

AX2340S-24T4X

AN—h 25~30

AX2340S-24TH4X

AN—h 25~30

AX2340S-48T4X

A— |k 53~54

AX2340S-24P4X

A— bk 25~30

AX2340S-24PH4X

A— bk 25~30
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ETIL r"—+BS

AX2340S-48P4X AN— b 53~54

AX2340S-16P8MP2X AN—h 25~26
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frame-error-notice

TL—DbZETLT—, JL—AEFE T —RARO T —OWMEHERELET, 7L —L2ZET
F—, TL—AEETT L, BEORBERAEICLST, 7L—20%E, EEICEKRLTT L—A0NE
TN EEEL, BEINZERIIKFHERICERINE T, 30 PEICRELZ T —DEEE, —
T—DFAELTEBHENARa~y RTHRE LEREMEU LOGE T —2@MLET, Ka~v FORE
IIAEE OSSR — MIEA SN, HEH, ZEMTER—OFRENR LR 9,

RKary 7 47—y a UVRRESNTORWEANE, 30 M 15EU EO= T —nmEgAELZE XL, =
F—mmMmLET,

TL—LZfETT—, JLV—AERETZT—OXRERDITT—HEO - EEROFKIIRLET,

% 143 XWRIS—HEBD—E

IHE I>—IEA
218 e H]
1 + CRC errors + Late collision
+ Fragments + Excessive collisions
+ Jabber + Underrun

+ Symbol errors
+ Short frames
+ Long frames

+ Overrun

TT=RNEMENTEAE, e SORTIBIONT T A4 _X— DO SNMP @ Z 55 LET,

[ABRH]
HHMORE « £H
frame-error-notice [error-frames <frames>] [error-rate <rate>] [{ one-time-display | everytime-display | off }]
gl &b —DDNRT A= EIRET HDMHERDH D 7,
THHROHIFR

no frame-error-notice

[ABE—F]
(config)
(I8 A—=4]

error-frames <frames>
TT—OEMENED D B, =T —ORAERK (=7 -7 L—28) OBfEZHEL £,
L AT A — 2B O Y E
15
2. fEOBEHPH
1~446400000

error-rate <rate>

209



14 A4—H2yt

T —OWAGKEDOH L, TT—ORELZEEOMEEZY% (S—tr ) B THRELET, =
T—DRELFESFTR 7 L —2 BT EHI T —T7 L— A HOEETHEE L, /NUSULTIEEY #&
TC, AREMELBLET, 208, AT A—F 2B LEHAE, =7 —0RELEZES 2@
SEE LER AL,

1. AR X — 2 EUERO Y E

T T —ORELEIEZBMELEL Ly
2. B EHPH

1~100

error-frames /X7 A —# & error-rate /3T A — X OFREFBOMAE DI L > T2 T —OBHMSEER LD

£, BRI AL OREFEINT D, =7 —DBHMFMO—HEE2RORITRLET,

xR 144 IS—DOBHNEHDOD—E

HE

INT A—4 EE/RE IS—DEMFEH

error-frames error-rate

Al Al ZETT—T L —2EN 15 7L —AL kD

B

s
ol

EEZTFT— T L— AN 15 7L — AL ED
Bt

&
ol
f“

HY WEET7 L—a BT 5% ET —7
L — LB DOEIE Hi<rate> TR E L7 5% e il
P EDEE, ARETIE, =7 —03AEMR

Bammaite LERA,

b
ol

@{:
il

MEET7 L— BT DR E=T —7
L — A O EIE i<rate> TR E L2 R EE
U EDSE, ARETIE, =7 —034ER
Bammatte LESA,

HY e ZIET T — 7 L— L Hi<frames> TR E L
TR EMLY EOEA, KARETIE, =F7—

DOFE LT B2 BASEE LEE A,

s
ol

e
ol

EETT—T71L— Ai}iz)\<frames>f RE L
TR EML LA, KRRETIE, =7—
DFEAE LT-EE & BaS ﬁik LEHEA,

N&
S
\

i

A5 ZIET T — 7 L— L) <frames> THE L

FRREMLLLE, DOoREZE T L — BTk

TBHZIFTT—T7 L— L HOEE Hi<rate>
RE LI EEU Eo%A,

o
al

RIET T —7 L— b Hhi<frames> Ci%E L

TR EMELL L, MofREEE 7 L— oo xt

T AHREET T — 7 L— N OEE Hi<rate>
LR EM L6,

{ everytime-display | one-time-display | off }

T —REAENTGEOR TORTHEEEE L ET, AREIZE T, =72k L TREIC
FRELRESAIL, vr 77411/75321KD TTHORL ENDZEEBIETEET, 2B, RRXTA—X
1774~~h@mww@ﬂ MRSV EEA, TTA 32— O SNMP IO E(EH ML, snmp-
server host 2~ > N CTHRIE Li‘h FEANIX Tsnmp-server host)] #ZML T2 &0,

everytime-display

T —EHOIENIIr 7 ER R LET,
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one-time-display

BAOT T —@HRFZ 0 v 72 RR L, DRIEIFRLETA, 7270, MR — bziEE Lz
a3, HEBRORNOT T —@HMRFICE R LET,

off
07 aFRR LEE

1. AT A — 2R OYIHME
one-time-display

2. fEORBREHM
L

[O7 2 FERREFDENE]

30 PRI IS EILA LD =T =N A LIZBAIL, =7 —2@HMLET, RO T7—@MEEZ T a /2%
RL, URBRIFERRLETA, L, &4 F— NE2HESLZSEAE, FAESRORYOT T —@BHRFZ
FRLET,

LBE~DEE]

L

[ERTEED Iz B 224 ]

EEETR, T ITERICKBENET,

Re

CEEZHE]

. Rawry RTarr7qgZb—varaRkEd 58803, P b "FrA—22—oUERELTE
Sy,

2. KawrREANTBHLE, TNETORTENBEITESZZLY £, DHTORTENELSEHERTL
TEWEAIE, Ao~y RTHEATZA—ZEZEELTIEIN,
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interface gigabitethernet

WIRTA—F Ry b F 72— ACETL2HAELRELET, Ka~vr FEANTLE

E—RIZBATL, MBR— MNIET2ERARETEET,
® 10BASE-T/100BASE-TX/1000BASE-T 7~ — k

® [00BASE-TX/1000BASE-T/2.5GBASE-T &~— b

® SFPA—k

[ABRH]
OB E

interface gigabitethernet <switch no.>/<nif no.>/<port no.>

[ABE—F]
(config)
[T A—4]

<switch no.>/<nif no.>/<port no.>
AA v FER, NIF &S, R— bEFEHELET,
1. AT A —Z B OPHIE
HBETEERA
2. EORRE
[RFGA—ZIHETE DM 2L TIESN,

(27> FERREDOENE]
L
BIE~DFE]
2L
[EXEMED R BRE2H]
el
CEEZEIA]
L
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interface tengigabitethernet

WIRTA =V Ry AU Z 72— RAETHHEAZRELET, Ka~> K2 ANTHE, config-if
T— FIZBITL, MR — MIBETIERPBRETEET,
e SFP+/SFP #:HAR— k

[ABR]
OB E

interface tengigabitethernet <switch no.>/<nif no.>/<port no.>

[ABAE—F]
(config)
[INFA—=42]

<switch no.>/<nif no.>/<port no.>
AA v FHy, NIFFS, R—FERZEHELET,
1 ART A — 2 B O YIHHE
BT EEA
2. fEORBEHIP
[RTA=ZIIRETEHE] 2R LTIIZSN,

(272 RO EE]

L

CEEZHE]

1. 10GBASER BMEHTE L0, A7 a v IA4v U ATT v 7V 7 10GIZHIGLTWDHET L
T, OT w7V 10GDTA BV AZHREL TS EEEITTT,
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link debounce

Vo BEEZREL TN VI XU T HETOY 7 X0 U EZRE L ET, AREMBEZRE
T2E, —WWRY I XU ERINLR D7D, VOV BRREELRD ZEETET,
[ABRH]
THHRORIE « BHE
link debounce [time <milli seconds>]
THHOHIBR

no link debounce

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

(/85 A—=4]
time <milli seconds>
TR AL EEI VBN TRELET,
1. AT A —Z B OPHIE
3000 X U
2. fEOREHMA

0~10000 OET 100 D&%k

[O<7 > FEREOEE]
2000 S URTCEMELE T,

[BE~NDFEE]

CEEZFHE]

1. Voo B2 RE LR THL Y VI BRRLZELRLIRWIEAIE, Vs 2y o4
BELZRNTLIEEN,

2. 10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T/10GBASE-CU IZAMGEFOfE (2000 X U F) K
T2, VVIBREEBIZRDIENHY T,
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link up-debounce

VU BEEREARB LTI LI T v FTHETOY 77 v FRIEFERARELE T, ABREME
RKELTDE, RV VI T v 72 LR 25720, Xy NI —7REPRLEEIC/D I L&
FET,

[AARH]
THMORE « BH
link up-debounce time <milli seconds>
THHOHIBR

no link up-debounce

[ABE—F]
(config—if)
A=V Ry " H Tz —A

[INFA—=42]
time <milli seconds>
Vo7 v TREDT NG AL A B2 VHEATRELET,
1. AT X — 2B O YA
A TEEEAL
2. f[EORREHH
0~10000 DfET 100 DFEEL

[O7 2 FEAREBDENE]

[FRRH AL 2 [ ERE L TV D EAIZIE 1000 S VR, EEEZ A — hrIvm—2a UEREL T DI5E
Wi 0 B CEMEL £,

[BIE~NDEE]

L

EEEIE]

1. Vo7 y7RHAA~2RRETDE, Vo r7HEERER, BETELIETOERNELS 2D £
T, VU 7BEERENGEERICRDEFTOREZE LTZWESIE, Vo727 v 7 RiZ A ~%
RELBRNTLIEEY,

2. a=wr FEREEOERCTSE, Vo BNRZEICRDZENDHY £7°,
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mdix auto

fER+ 2R — o HE) MDIUMDIX HHEA %€ L £ 7, nomdix auto Z45E 35 &, HE) MDI/MDIX HfEI
ML /2, MDI-X £7-13 MDI ICEE SN E1,

[AHRH]
fEMOBRE « Z£H
no mdix auto [mdi]
EEHQLETIES

mdix auto

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

(NS A—4]
mdi
MDI [EE CTEfEL £,

1. AT A—Z B WHE O i
MDI-X [HE CEEL £,

2. fEOBEH
L

(372 &R OEE]

F—bhxTm— 3 VERHZ, MDI & MDI-X 2 BHEICUI V0 #x £,
LRIE~DEE]

2L
[EXTEED RBRE2H ]

HEMEFR, WEY 77 v PR SN E T,

V77w TIREDOR— MIxt L TS 25601, @A 2~ K inactivate & 52171, activate & 51T
LTCLE&EN,

CEESE]
L KAy FEYA R NRT =T V%l 58— F THICARY £,
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mtu

R—=FDOMTU ZHRELET, KREICLST, PYorRT7LV—BMEHTED LR, F—Higk
DAN—T b LESEDLZLETHXy PV BIURXR Yy MU =7 CE S - a0 2 m LS
THrZENTEET,

[AHTH]
fEROBE - ZLH
mtu <length>
T HIkR

no mtu

[ABE—F]
(config—if)
A=V Ry " H Tz —A

[INTA—=4]
<length>
R—bhDOMTIU 2477 v FTRELET, MTU IZ, Ethernet V2 FERX 7 L — 205 — X E* O KE
<7,
Tl—uBRE Tar 74 7 b—va A K VollJ 2022 ZVL—AL74—<v | &5
LTI EEN,
1. AT 2 — 2 AR O FIHIE
A TEEEA
2. (O EHH

1500~9216 DET 2 OfFEK

(372 &R OEE]

WOHHMETEMEL £,
% 14-5 KR—bDO MTU O¥HE
system mtu AV > RREHE MHIE
HEHY system mtu % E il
FRIER L 1500
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FEEIE]
1. YA —FOMTU B L OEZEFRER 7 L—LE (FCS 2\ 7= Ethernet V2 TR 7 L — A TOHRK
T L—LER) %, kOoEROLEBY TY,

JL—uERE a7 47— 344 F Vol 2022 Z7lL—AL74—<v | &
HBLTZE,

=& 14-6 MTU BLUVEZEFREL I L—LE

[ #R 42 A1 mtu $RE system mtu EREMEIL—LR R— k MTU
R (779 bk) (279 bk)
10BASE-T (&&= BIfR L7 BIfR L7 Tagged 1518 1500
#) , 100BASE-TX (- Untagged 1518
#H)
I=EIOYS RED Y BIfR L7ew Tagged  M1%1+18 M1
Untagged M1%1+18
RIERL RIEDH Y Tagged — M2%2+18 M27%2
Untagged M2%2+18
REMRL Tagged 1518 1500
Untagged 1518
interface ® mtu =~ R CRE L&
systemmtu 2~ > R CRE LTZME
2. A—KMTU & IP O MTU OFEEIZEL ST, VLANA V¥ 72— AD MTU (ZIKOERDO LBV I/ F
R
£ 14-7 VLANA >H 7 xz—RD MTU
MTU &% IP MTU &% VLANA VA2 7z —ZROMTU (X9 Fv )
B B 1500
REH min (1500, L2%1)
RIEDH Y B L1%2
RED Y min (L1%2, L2%1)
fe-g!
IP MTU i

A— bk MTU il (R — - CTHEPAER DG5S, R/ME)
3. VLAN bV 7T VLAN Tag 28 2 BAIZZ2 H3581E, 7LV —LoER P Xry NR+24 27T >
M L7V ESF, 1500427 7> bDIP /37 v N%&, VLAN Tag 32 Bl 58— M CTEZET 54
A, mtulZ 1504 L0 KREVWVEZHREL T ZE W,
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power inline
A FOBREARE LET, K b DL ICEABROB I A BET 5 2 LT, SERE— L TOES
Hed 2 RAET X E T
[AHRR]

THHRORIE « BHE
power inline {critical | high | low | never}
THEHOHIBR

no power inline

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

[T A—=4]
{critical | high | low | never}

R— b ZEICENIEOBEEERELET,

critical
IREEAR— N LTENMHEEZEI 0 Y TES, BRFENET 20BN H DR — MIREL T
7ZE0,

high

BAMGOELEEL T\ CBRELET, ARELZ LA — ML, BN RR LI L &I,
RN K] OFR—bLD bH e TEHEMFILSNET,

low

BAMGOELEL K ICBELET, ARELZ LA — ML, BN RR LI L &I,
HBRED Tm) OFR— b L0 bEICENERMEE S ET,

never

N— b PoE HREZ TEZNIC L4, BAMFERHNTIE, BtaThO®ES 251k LT PoE FEfE & 173 &
LEd, BdEENZEERETH-TH, EHemLEEA,

1 AT X — 2 H WG O YA
HIETEEEAL

2. EDORREM
2L

[a< > FERREFDENE]
high TEMEL £

[(BEE~NDFEE

L
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CEEZHHE]

1. MHPEEPHREBEEBEOLEIE, never Z3%E L CHIFRO PoE MEHEZ TN LT 72 &0,

220



14 A4—H2yt

power inline allocation

R—F DB L TENERELET,

[ABRH]

fEmoBRE « LH
power inline allocation {auto | autoclass | limit <threshold>}

TEHOHIER
no power inline allocation

[ABE—F]

(config—if)
=Ry hf v FTx2—2R

[IRZA—4]

{auto | autoclass | limit <threshold>}
EFTNZLOWEARENT A= ZROFITRLET,

R 148 ETILCEDIREARE/NT A —4

ETIL EEARE/INT A —4

AX2340S-24P4X auto

AX2340S-24PH4X limit

AX2340S-48P4X

AX2340S-16P8MP2X auto

autoclass
LRSS AKavwy FIEETEETA,
auto

SHEBOBE, B2 7 AONEETHBTEE LT, %4HK— FOBHRHY % T4 Class
N ATRELET
B HCBENY T AL RKHAEN ERORITLET,

K 149 BYLTHIBENVSRAERRHEHNES

BHI SR RAHAEAN
Class0 154 7 v bk
Class1 407 v b
Class2 707> b
Class3 154 7 > |k
Class4 3007 >
Class5 4507 v b
Class6 60.0 7 >
autoclass

S FEHEE DY Autoclass FEREICXTIS L TV DA, KBREEOEEOE N ZHEL T, WESN
BAHEED L TES,
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limit <threshold>
SEEBOBRE, BN I AONEECHBTERL T, Y E— FOE RSV Y T2 FHT
RELET,
R— hoOffEE )&, L ORI AT 2HBEENIZ 200 Y 7y MBI TRELET,
1. AT A — X AW O FIHE
AR TEEEA
2. (B EHEH
4000~30000 (I V7> 1)

[O7 2 FEREDENE]

auto CEMEL £,

LBE~DEE]

2L

[ERTEED Iz B 2244 ]

REMET %, +<ICERICKM S NET,

EEZEIE]

I FBEY S CICLAREL, ZEEBO~V=a T VEBRLT, BEROTLTEBL TS,

2. SEEBORKERENCL, D UARER - EEREL T E &,

3. REAEEASBELTHRSHRES LY bASREEFBTRET 5L, A= FERHL
T, REEE~OEABM AT D2 ERHY T, BT D L X, JEA 27 F activate power
inline 23T L TL 72 &0y,

4. autoclass /N7 A —H HRE, B, FLIFHIBRLELGAT, T TCICHYOR— FBRET THoTm &

Z1%, M =~ K inactivate power inline, activate power inline ZIJHZ AT L T 72 &V, 58
WO MEIELTHLHEATHZ LT, EEOEFV Y TENINEREINET,
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power inline delay

4L O PoE #SFEPAAGTFAE ] CREZEE X7 IFESE L T D, 2E@E 7S PoE #E &2 BT D £ TOFE
WEfH]) &, PoE AN— b OfaERRMHIE 23 E L £,

[ABRH]
THHRORIE « BHE
power inline delay system <seconds> port <seconds>
THHOHIBR

no power inline delay

[ABE—F]
(config)
[N A—4]

system <seconds>
Y D PoE #a FERR AR ] 2 B AL TROE L £ 77,
1 AT A — 2 B O YT
BT EEA
2. fEOREHA
0~3600 (75)
port <seconds>
PoE AN — h Difa R infllE 2 P AL TROE L £,
1. ARRT A —ZAEWE R O M1 E
AMETEEEA
2. EOREFPH
0~60 ()

(a7 > FEEREROBE]
S0 0 PoE AR EBRARFHRIFRTIE 0 B CEIEL £ 97, F72, PoE F— bOASEAAMHNG G 0 BCBiEL £

7,

[EE~OEE

L

[ERTEED Iz PR 5244 ]

REMEFK, a7 47— a rBRIELTLEES Y, B0 PoE A EIGSHIRIL, RIElOERE
DOFCENE F 7 IR B ICEA SN Ed, PoE N— b ORBBIERINGEIL, KEIORKRED AL S WA S
nE7,

CEEZEIA]

1. ZEE O PoE #ERAMAIHRFFTICAR o= REHIBRT 2 &, MEMAHHINIEIIMER I T, PoE
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ERBMGINE T,
2. Ra<wr R, PoEEHVR— T D2ETNATRETARNERD ET,
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power inline priority-control disable

TTITHRBLTWAR— MEEBELET,

[ABRH]
TH#OBE
power inline priority-control disable
THHROHIFR

no power inline priority-control disable

[ABE—F]

(config)

[INT A—4]

L

[O7 2 FERREFDENE]

N— N OESEERENEN /20 £,
LBE~NDEE]

L

[ERTEED /2 B 224 ]

RKaw U RERELEZBAIL, av 74 71— a v RELEZHE T, LPREBLZEEEH L TEE
WV, BIEEI LN E, BREMENAEAIC KB ENESY A,

CEEFE]
1. A3~y R, PoE &Y H— M 5EFATEIAME R £T.
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shutdown

R—barry MU REBIZLET,

[AHRH]

TR OBE
shutdown

TEWOHIER

no shutdown

[ABE—F]
(config—if)

A =Py bA 2 FT=—R
(/X5 A—4]

7L

[a7 Y FERREDOENE]
2L

BIE~DFE]

ZETLR— FEEH LEBERTE R R ET,

CEEFIA]

1. SNMP O SetRequest XL — g VEZEH LT, SNMP v RX—Y vy b ARKavy FERETEET,
SNMP @ SetRequest XL —v a3 VEHHL TARa~vy NERELEZSA, TOREFa 747
L—3 3 VIR EET,
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speed (gigabitethernet)

WISFRTA—Y Ry bV EZ T2 —ATR—FOEELEHR T LET,
e 10BASE-T/100BASE-TX/1000BASE-T

e 100BASE-TX/1000BASE-T/2.5GBASE-T

® SFP 7" — K% 1000BASE-T % 72/% 1000BASE-X Tff

[AARH]

HEWMORGE - BE
speed { 10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 2500 | 10 100 | 10 100 1000 | 100 1000 | 100 1000
2500 | 1000 2500} }

RO HIER

no speed

[AAE—F]
(config—if)
A =Py bA 2 FT=—R

(/85 A—=4]
{10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 2500 | 10 100 | 10 100 1000 | 100 1000 | 100 1000 2500 | 1000
2500} }

EIREE AR E LET,

[FIBRARR] & 4R E FTREZR /N T A — X OMAE DR ERORIZIRLET,

& [EFRRFER TR E FIRE/R /N T A — X DN EHEE LT 8iE, auto TEMEL ET,

& 14-10 EEFREG/NATA—4

B #RFE R IREAREIR /ST A —4

1000BASE-T auto
auto 1000

10BASE-T/ 10
100BASE-TX/ 100
1000BASE-T auto

auto 10

auto 100

auto 1000

auto 10 100

auto 10 100 1000

100BASE-TX/ 100

1000BASE-T/ auto

2.5GBASE-T auto 100

auto 1000

auto 2500

auto 100 1000

auto 100 1000 2500
auto 1000 2500
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[El#RFE R EERRER/INT A —4
1000BASE-X 1000
auto
auto 1000
10
[R5 % 10Mbit/s (2R E L £7,
100
[AI#5 A 100Mbit/s IZF%E L £,
1000
A8 % 1000Mbit/s (238 E LE T,
auto

auto {10 | 100 | 1000 | 2500 | 10 100 | 10 100 1000 | 100 1000 | 100 1000 2500 | 1000 2500}

BESNTEBEE CA— b x I —a U EITVWET, ARTICE - T, BXL2RWERRE
B, [RMERARN END L PR ET, BESNERBREE XTI T—2 3T
X TEBARITV I NT v T LER AL

I AT 2 —ZBUERE O HIHE
AETEEEAL

2. (EOFRE P
2L

(a7 FERREDOENE]
auto 720 F£7,

[BE~NDEE]
T RO R = MCHEE L7 a, WoltAR— bRF oL, —RICEEMFIELET, 20h L TH
EBLET,

BREMARER, T ICERICKmRENET,

CEFEFIA]
1. speed F721X duplex D EH H—FIZ auto £721% auto ZFTe/NT A— X HIBE LSS, £—bhxT
vIT—y g UEITVWET,
2. 10BASE-T/100BASE-TX/1000BASE-T THA— b I v m—3 3 VAMH L7254, speed & 10 721X
100 (I23 2 & & HIZ, duplex % full £7/21F half (T D2 MBENRH Y £,

3. 100BASE-TX/1000BASE-T/2.5GBASE-T TA— hpx T x— 3 U EHH LRWES, speed & 100 (2
T 5L L HIC, duplex % full £7213 half 12T 2 HEARH Y 97,

4. 1000BASE-X TA— hxIFvx=—va U Z2HEHLARWES, speed & 1000 1235 & & H1Z, duplex &
full ITTHHERH Y £77,

5. 100BASE-TX/1000BASE-T/2.5GBASE-T Ti&, 100Mbit/s ~D X 7> 7 NIRYHF— FTT,
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speed (tengigabitethernet)

WICFRTA—HV Ry MM A T2 — A TR—FNOFHEELRELET,
e SFP+/SFP #Lfl7R— k% 1000BASE-T F 7% 1000BASE-X 1 f

[AB#K]
HRORE « BE

speed {1000 | auto | auto 1000}
TEH O HIBR

no speed

[AAE—F]
(config—if)
A —=FRy bA 2 FT=—R

(NS A—=4]
{1000 | auto | auto 1000}
[l A 7 L E T
[EIRRFER] &5 E P RE/R /8T A — X DA G DLEEROFRITRLET,
B EISRFER CHRE FTREZR /X T A — 2 DS E L1234, auto TEIEL £,

& 14-11 HEEFIRRIG/NT A—4

[El#RE 5! REMRER/NNTA—%
1000BASE-T auto
auto 1000
1000BASE-X 1000
auto
auto 1000

1000
[E]55H EE 2 1000Mbit/s [CFRE L7,

auto
FfSEEZ A — hx T — g VICERELET,

auto 1000
HBESNZERRE T — b rdv o —a V2TV ET, ARTICE - T, B LAWERE
B, [ERMERARN END L PR ET, BEShERBREE XTI =—2 3T
ERDOTEBRIZV BT v T LER A,

1 AT A =2 B OAHHE
AMETEEEAL
2. AEOFREHRH

2L
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(27> FEARRBEOEE]
auto 720 F7,

BE~DEE]
EHFOR— MUEE LGS, WoltAR— "R FZ L, —IGREMELLET, TOHETH
EELET,

[ERTEED /B E2 44 ]
Ka<y FOFERICKMEET,

CFEFIA]
1. 10GBASE-R #3284, duplex & speed DR EIT N0 7,
2. speed F£721F duplex D EH H1—FFIZ auto £721F auto ZETe/NT A —F EBIEE LG, 4A— hxdA
vE—varETVET,
3. 1000BASE-X TA— hxrIvxz— a3 V&2 MH LARWVWEE, speed Z 1000 1295 & & 12, duplex &
full (2T DMERH Y FT,
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system flowcontrol off

=L

[

ML ET, AFREE, R—rEffO7o—ar ho—

EERNOLAR—NOT7a—ary ha—L
IRELVELINET,

[ABRH]
OB E

system flowcontrol off

THHROHIER

no system flowcontrol off

[ABE—F]
(config)

[N A—4]
L

[0 > FERREOENE]
ER—PHELEZ7o—ary ha—LEREICE> TEMEL X7,

LEE~NDEE]
ZFRE LT D EBINET T 5% TOM, AEBERNT 5EEIEIELES

ARAeiE
(B2 7E fE D I BR 2244 ]
B, Ar T4 7Ly a v ERFLELE T, AEBEFEHL T ZE,

REMEEE LTS
@#5& REEAEMIC K S ET,

PR

CEEZHE]

L

231



14 4A—HFxyk

system mtu

L2R—FOMTUZRHELET, AREICELST, V¥ ART7 L —2BEHTEX L1y, T—#iR
BEDOAN—T > haf EEEDHZETRy NI B0y MU — 7 (28 S =20 A2 m L
SHDLZENTEET,

[AHTH]
M OBRIE - LK
system mtu <length>
L E:HOLEES

no system mtu

[AAE—F]

(config)

(/85 A—=4]
<length>
R— DO MTU #4277 v FTEELE T, MTU T Ethernet V2 FER 7 L — L DT — X E* O K E
<7,
%
TL—uBRE Tar 747 b—va A K VollJ 2022 ZVL—AL74—<v | &5
BRLTLIEEN,
1. AT A—HHMEEOYIHE
A TEEEA
2. fEOREHMA
1500~9216 DET 2 D%k (A7 7w b)

[O7 2 FEREBDENE]
LR— RO MTU 8 1500 & 720 £,
LBE~DEE]
L
[ERTEED Iz PR 5244 ]
EEETR, T IGERICKBENET,

R

CFEEE]
1. A—F MTUBLOEZEER 7 L—21uFE (FCS #BR\ 7= Ethernet V2 T 7 L — A TOHR K7 L—
LAEH) X, ROROEEBY TT,

¥
TJL—aRIT Tav74 7 b—> 3 H A R Vol 2022 ZL—AT74—~v | 2%

LT ZEn,
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=& 1412 MTU B LK UEZEMREGE I L—LE

El#RFE 7l mtu E%3E system mtu 5% | EZEFEEIL—LEK R— k MTU
E FHF9R) CELAS
10BASE-T (& HE/}: " BIfR L7 Bk L7 Tagged 1518 1500
#) , 100BASE-TX (3 Untagged 1518
i)
ERELSE HEDY BAfR L 72\ Tagged M1%1+18 M1*1
Untagged M1%1+18
REMR L BEDHV Tagged M2%2+18 Mm27%2
Untagged M2%2+18
RERL Tagged 1518 1500
Untagged 1518

U

system mtu 2~ 2 N TIE

2

interface ® mtu =~ > N CTRE

L7-fE

L7 fi&

2. VLAN h> VU 7 CVLANTag 232 BRIZe D5A1E, 7LV —2EN P NTy NR+2 47T
b &720FEF, 15004277 v hOIP /347w b %, VLAN Tag 282 B¥iZ72 B R — F CTE%(E1 55
&, A— RO mtu P 1504 LD KEZVWMEIZZ2 D K 5 IT systemmtu Z5XET DAy, A— b mtu iZ 1504
LU REVEZHREL T IZEN,
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15 Vo7 TN —2ay
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channel-group lacp system-priority

Vo T ) F— g v DFSEF ¥ RN T N—T O LACP VAT MESERZELET,

[ABRH]
fEmoBRE « LH
channel-group lacp system-priority <priority>
THHOHIBR
no channel-group lacp system-priority
[ABE—F]
(config—if)

A= F¥ A ETz—R
[N A=4]
<priority>
LACP v A7 MEREZRELET, EINSWVIFEBEENES 2D 7
1. AT A —Z B ORHIE
A TEEEAL
2. fEOREHF
1~65535
[3v 2 FEEREFDENE]
lacp system-priority =~ > KORBREIZHENF T,
LBEE~NDFEE]
BEHFPOF ¥ XNV I N—TIZHRE LTEHE, WoltAT XY RINVITN—TRNE L, JBEELET,
[EXEED RBRE2HE]
EMEAEER, T ICHEAIC KBRS IET,

B

EEEIE]
. Ka<w  RNZLACPIZLAV v 27 A= g ORI TERTY,

2. BERLAN— NAHIRIEAE (max-detach-port) Z @i L CHALALE & 854 2 56, AMED LACP v A7
LMMEREEZES LTSN,

3. LACP VAT AMEREZET LIHE, UkT v RNV T —TICBEK SN TV D4R — 23 Block fRHE
GafZmr) 1272 9,

235



15 Yoo 7o)y—v3y

channel-group max-active-port

Voo 77V 5= a v OETF v XN T N—TNTERIERT 2R — FORKREEEELET,

[AARH]
THMORE
channel-group max-active-port <number> [no-link-down]
THHMOLE T
channel-group max-active-port <number>
channel-group max-active-port <number> no-link-down
THHROHIFR

no channel-group max-active-port

[ABE—F]
(config—if)
R—=FF¥ AL HT2—A

[T A—4]
<number>

Voo 77V F—=varOF v xNVI N—NTEERICHERT L R — FORKEEEELET, v
FINVTN—THNOR— F3Ra~y ROBERZBZ TCWDI5E, BEROR—FE2HHLTZEDIF
MOBR— MIUIAZ A Y I ¥fezEH LET,

L AT A — 2B WO Y E
AMETEEEA
2. fEORBEHIP
1~8
no-link-down

AP NRA N TR 7 Xy U THERT 5, RRXTA—FE2EBELET, HELRWES,
ABZNAN LTIV I F T LET, AZ L) T OBRFERFRO LB TY,

® lacp port-priority =~ > RIZ K DHEHLEDKNAR— K
o BRENFUHAITAL vTEKE, NIFEE, A— FEBORZVKR— |
1. AKRT A —ZEBURFOYIHE
AL NRAY 7 F ) I BT LET,
2. EDRREM
2L

(a7 2 FEEEFROBE]
BREUE 8 12720 £,

[BE~DEE]
AH UL I HRETHEAR— PAVEE SN, —BICBIER L 25 BANH Y T
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[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

CEFEFIA]

. Kavy RERAZT 4y 7RV 27705 —va r ORETETHENTT,

2.  max-active-port 8 E T 5 A 1, max-active-port, lacp port-priority DFE & Bt L DEE L AbE T
TZEW,

3. AREUALY = RD) I Z T ) I X NIERTEE A, ERT DG, AT
A—ZEHIBR LIch &IZ, HEANRTA—ZOREPLETT, Y 7 XU E— RTHR— Mix
EHET 584, no-link-down DFFENMLETT,

4, Ra<w U FEHRELT, V7 X7 LT aR— IR AZ U RL Y U 7RIS N 5E1T, BE
ERI st ER A LET, ZMUF— MIHT2ENETRT v IR R LER A,
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channel-group max-detach-port

Voo 77V —=va v OETF v XN N—T OB AR — MEHIRRZRE L £

[ABRH]
fEmoBRE « LH
channel-group max-detach-port <number>
THHMOHIER

no channel-group max-detach-port

[ABE—F]
(config—if)
A= F¥ A ETz—R

[INTA—4]
<number>
Voo B TV T 7 )= a rDF ¥ x NI NA—T ISR T 2 Z L 2R T 5K
R—FEEEELET, 0ZHELESEES, | R—FbIHAELLWED, VoI X TR ERNRET S
LM T o VT N—TNE T UET,
1. AT A—HEEREOPIHE

B TExEHA
2. B0 EHH
0FE72137
[av Y FERREOENE]

e AN — M EHIPRIT 7 12720 £

[BE~DZE]

BEML AN — PEHRIBRIEREIC K > T, T RV T N—TNE T 25808 H 0 £3,

[E%FE I8 D R BR 224 ]
BOEMAET SR, T IERIC RSN ET,

CFE=IA]
1. Ravwy RILACPIZE DV v 7T /U= a v OBEIETERHTT,
2. max-detach-port Z#§7E T 2 A 1L, max-detach-port DR E Z B OEE L EhE TN,

3.  max-detach-port 2~ K% 0 TAJ) L7ZA, on T— FD & &L max-detach-port 2 7 TAS L7=54E
(max-detach-port D A7 L) LFEEDE E L7220 £7,

4. BERRAR — MELHIBREERE (max-detach-port) ZERE L CUtLEERE L ¥t 9~ 5356, AEEED LACP v 27
LEEEEZE LTLEIN,

5. <number>% 0 ICEFE LIZBE, UV 7770V F—2a DF vy 3N I NA—TI28EIN TN D
A= b O—IHEHER, F¥ RN TI—TIBEESIN TV D LR — A3 Block IRHE GEBIEWT) &7V
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35_,9;40
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channel-group mode

Vo o7 7= arOF X mNTNA—T 2 ERLET,

[ABRH]
THMORE
channel-group <channel group number> mode { on | { active | passive } }
THHMOLE T
channel-group <channel group number> mode { active | passive }
TR O HIBR

no channel-group

[ABE—F]
(config—if)
A=V RXy " H Tz —A

(/X5 A—=4]
<channel group number>
Vo770 =2 a v OF x RVIN—THFGEHELET,
1 ART A — 2 B O YIHHE
AMETEEEA
2. fEORBEHIP
[RTA=ZIIRETEHE] 2R LTIIZEN,
mode { on | { active | passive } }

Vo T 7 F— g 0F— REEELET,

on

ABET AT I T TV = a U ETVET,
active

LACPIZ LD Y o7 7 = a & Tvy, MHFEEICERZ < HIZ LACPDU 255 L7,
passive

LACPIZ LDV o777V = a v &iT, MFEENDS LACPDU 2%(8 L7-GA720)
LACPDU {5 & BAtA L £ 7,

1. AT X — 2B DY E

AW TEEEA
2. AEORREHH
L
[O7 2 FERREDENE]

L
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[BE~NDFE

ERPOR— MIEE LSS, WoltAdElE Y £7,

CEESEIA]

. AET 4w IRV TV =2 a Db LACPIZK DY v o T 7 U F—va v ~OEHE, £120%
LACPIZR DV I T TV —=2a b ARABT 4w IRV T 7V =g v ~"EReT 54
A, VWoltARKavy REHIBRLTrS, i mode #4H L THREL T EINY,

2. channel-group mode ZF%ET 5 &, HHET ¥ KNI N—THESIZ LD port-channel DFRE % HB)ARK L
%9, 7 CIT port-channel DR ENTFET DHLEIEMH LEE A,

3. Ravwr FORERI, T TIRET v xNV 7 NV—T&E I X D port-channel DF%ENIFIET DHE
%, BHEA L E T2 —REBET Y RN TN —TFEZOR— N ¥ XN A BT 2 — A TR
Ty b—=varavy REREEZFCIZT 50, FEYSHUA - Z 7 =—ATE, EEha 7y
Jl—varavy REMbHEELTWRWLERS Y £7, Fpic T, ar7 47 1—va
A K Vol.lJ 2124 R—=FrF¥ LA ET2—ADHRE] BB LTSN,

4. Ko< REHIBRTAHE, Uikt ¥ 7 = — AT shutdown 2~ > & ETH, HIBRL T ZEW,

5. Ra~vr RZHIBRL TS, port-channel 227 4 7 L— a VFHIBRSNERA (Fr RV ITL—THN
DT RTOR— FZHIEEL TH port-channel 2> 7 4 7' L— a3 VFHIBRENETA), Ty s
N—TE&HIBRT 586, TEIT port-channel 2> 7 4 7 L— a VEBIBRT H2HENRH Y £77,
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channel-group periodic-timer

LACPDU OE{ERIkE A2 E L E T,

[ABRH]
fEmoBRE « LH

channel-group periodic-timer { long | short }
THHMOHIER

no channel-group periodic-timer

[ABE—F]
(config—if)
A= F¥ A ETz—R

(/8T A—=4]
{long | short }
XA E AL E IS A TEfE 95 LACPDU OkfEMkazfaE L £,
long : 30 b
short : 1
1 ART A — 2 B O YIHHE
AMETEEEA
2. fEORBEHIP

L

[O7 > FEAREBDENE]
EEMMEIE long (30 7)) 12720 £,
[BIE~NDEE]
2L
[EREMED IR 2HE]
EEAER, TIGEMAICKMmINET,

s

GEEZEIE]
. Ka<wy RNZLACPIZLAV v 27 A= g ORI TERTY,
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description

B EZBRE LET,

[AHRH]
HMOBE « LK
description <string>
TEROHIBR

no description

[ABE—F]
(config—if)

A= F¥ A ETz—R

[N A=4]
<string>

Vo7 7=y a O F ¥ xNV I NA—TICHEHERELET, A ¥ 7 =—RIZETD
AEELELTHERALTIZESW,
1. AT X —F B OFH
A TEEHA
2. fEOBEHPH
64 LFUNDLFINE XTI +— 1 (") THATRELET, ANATREARSTFIE, R &
BT T, ANLFINCAR—=RIR EORBRLTE2EERVGE, XFINEXLTNVT +—

(") THEZRS THORETES ET, L, [(NTA-FIHEETE 2 © TIEEDOLTFS)
ZZRLTIESN,

[O<7 2 FERREFDENE]
NULL (2729 7,

[BE~NDFEE]

CEEZFHE]

2L
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interface port-channel

A= F¥RNA v Z 72— AT L2HAZRELET, Kavr REANTHE, configlif £— NIZ
BITL, FYRNITN—TEGERET a0 747 b—varavy NERETEET, K- Fvx
A B 7 = — Al channel-group mode 1~ > REFRET 5 & HEWIZ/ER S E T,
[AARH]
THMORE
interface port-channel <channel group number>
THHOHIBR

no interface port-channel <channel group number>

[ABE—F]
(config)
[N A—=4]

<channel group number>
F X RNV T N—THEERELET,
1. AT A —Z B OFHIE
A TEEEL
2. EORREM
[RIA—ZIHRETEHHE] 2ZRL TSN,

(372 &R OEE]

L

[BE~NDFEE]

EEEIE]
1. AKavr FEHIBRT L8568, YETF v V7 L—7 D4R — MM shutdown 2~ > REF(TH%, HIFRL
TLIE&EW,
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15 Yoo 7o)y—v3y

lacp port-priority

RN— MEFEEZRELET,

[AHRH]
fEmoBRE « LH
lacp port-priority <priority>
THHOHIER

no lacp port-priority

[ABE—F]
(config-if)
A =Py bA 2 FT=—R

[R5 A—=4]
<priority>

R— NOBEEZIRELET, EIVNIWIZEEBEENE Y F7,

channel-group mode =~ > K Con Z#5E L1=H4E
max-active-port v NIZE DA KX LAY 7 OBPFUIFIAH L ET,

channel-group mode == > K active ¥ 7= i% passive & 572 L7854
LACP 7’12 k =2)L® Port Priority (Zi#H L £,

1. AT A —Z B OPIHIE
B TEEEA

2. fEORBEHIP

0~65535

[O<7 2 FERREFDENE]
R— MEJCEEIL 128 12720 £,

LEE~DEE]
channel-group mode active F 721 passive THAHF OR— MIEE LT2HE, WolcABREWE 20 97,
channel-group mode on TIEHF DR — MIFEE LIZHA, AZ AV VB THEAR— FBAER S
W, —RICEEW L RD5E3H Y £,

[EXEED RBRE2H]
EEETR, T ICERICKBENET,

B

CEFEFIA]
1. max-active-port Z 5 ET DA 1L, max-active-port DR E Z L OEE L EbE T I,
2. priority #ZEH L726A, %478 — b3S Block fRHE GEIEW 12720 £7°,
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lacp system-priority

LB ICH RN 7 LACP & AT MESGEARELET,

[AARH]
THMORE « BH
lacp system-priority <priority>
THHOHIBR

no lacp system-priority

[ABE—F]
(config)

[INTA—=4]
<priority>

LACP v AT MEREAZRELET, EN/NIWIEZEBEENREL R £77,
1. AKRTA—Z R OIIYE

B TEEEA
2. fEOBEHPH
1~65535
[av Y FERREOEE]

channel-group lacp system-priority =~ > K& 5% E L TV DEATE, O EICHEVET, channel-group lacp
system-priority =< > ROERENLWVEGAIE, 128 TEMEL £,

[BIE~NDEE]
HWHPOF ¥ XNV TN—FITHE LSS, WoltAF XY XN T N—FRnE oL, BiEdhLE1,

[ERFE IE D R R 224 ]
EMAER, + IERICKBShET,

B

EEEIE]
. Ka<wr RNZLACPIZLAV v 7 A= g ORI TERTY,

2. BERLAN— MEHIRIEEE (max-detach-port) Z @i L CHAEALE & 8554 2 56, AMED LACP v A7
LMMEREEZES LTSN,

3. LACP VAT AMEREZET LIHE, YT v RNV T —TICBEFEI N TV D4R — 23 Block fRHE
GafZmr 122 9,
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15 Yoo 7o)y—v3y

shutdown

Vo7 7N —2 g DN TF v VT N—T & FIZ Disable tRigE L L, @E4E1ELET,

[AHRH]

TR OBE
shutdown

THHROHIFR

no shutdown

[ABE—F]

(config—if)
R—=FF¥ AL HT2—A

(/X5 A—4]

7L
[a7 Y FERREDOENE]
2L

[BE~NDFEE]

EHPOF ¥ 2NV T NV—TIHEE LI G, Ty NI N—TRE T LET,

CEEFIA]

1. SNMP O SetRequest XL — g VEZEH LT, SNMP v RX—Y vy b ARKavy FERETEET,
SNMP @ SetRequest XL —v a3 VEHHL TARa~vy NERELEZSA, TOREFa 747
L—3 3 VIR EET,
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16 MAC7 FLRT—JIL

Fa4fm LANV2RAVYFUYT

16 MAC 7 KLRXT—TJJL
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16 MAC 7 FLRT—JJL

mac-address-table aging-time

MAC7 RV AT —7 N FNVICHT A == V& ERELET,

[ABRH]
THMORE « BH
mac-address-table aging-time <seconds>
THHOHIBR

no mac-address-table aging-time

[AAE—F]
(config)

[INFA—=42]
<seconds>

TV VAR TRELET, 0BERIIT=—Y 7L e ET,
1. AKRT A —ZBUEROYIHME

B TEFEA
2. EORREM

0, 10~1000000 (¥)

(a7 > FEERFROBE]
TPV IR % 300 e LET

[BE~DZE]

ROEEA R, T ICEMICKmSNET,

CEEZEHE]

1 AIEET, ==Y TR I L= AOZEEMR L ET, Leh->T, FE L= MY &2H|
BRI DETICRR TV ZIFM O 2 FORRIN N Z ERH Y 7,
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16 MAC 7 FLRT—JJL

mac-address-table learning

no mac-address-table learning =~ N{ZX > T, VLAN Z&ZH A F I v 77/ MAC 7 RLAEE Ik L
£7, MACT FLAEEZMIET D L, FEMIEOHGE LD VLAN TRELZTL—AD S b, AH
T4 v NUBRESNETL—LUNMIT T v T 4 7 LET,

[AARH]
fEORBE
no mac-address-table learning vlan <vlan id list>
T OEE
no mac-address-table learning vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}
THHROHIFR

mac-address-table learning vlan

[ABE—F]
(config)
[N A—=4]

vlan <vlan id list>
M IEORS E 725 VLAN @ VLAN U X b &5 L £ 7
1. AT A — 5 BHEHE O GG
A TEEEAL
2. fEORBEFHP

<vlan id list> DI EH 1, £72, EORTHIAICHOWTIE (RFA—ZITHHETE 5M] #BRL
TLIEZE,

vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

FEEHEHD VLAN U A M2 AR LET, add IFfEEHE D VLAN U 2 MIZBIT % VLAN ZHEE L,
F7- remove [TFETEF LD VLAN U 2 0B HIET 5 VLAN 28 L E T,

1. AT RA—Z B9 HE
B TExEHA
2. B0 EHH

<vlan id lis- O EFH1E, F72, ED
TLIEEN,

BHIZDWTIE [T A —=H |ZfRETE AME) 2B L

gt
i
peiny
=7

[O< > FEREOEE]
MAC 7 R L R0 2 Wik LER A,
LBE~NDEE]
L

[EXE B D RBREZH]
EMAER, +ICEAIC KRS ET,

2
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16 MAC 7 FLRAT—TJJL

CEEZHHE]

1. MAC7T RL AR 2MIEdT5L, 55 E72% VLAN THEEHLTWE-MACT RLAT—7 L ZHIB L
ijﬂo
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16 MAC 7 FLRT—JJL

mac-address-table static

ARTF 47 MACT RVATF— T NIEREZELET,

[ABRH]
fEmoBRE « LH
mac-address-table static <mac> vlan <vlan id> {interface <interface type> <interface number> | drop}
THHMOHIER

no mac-address-table static <mac> vlan <vlan id>

[ABE—F]
(config)

(/NS A—4]
<mac>

ALT 4y 72 N TEETDHMACT FLAZHELET,
1. AT A — 2 RHE RO Y

A TE EHA
2. EORREM

0000.0000.0000~ feff. fFff. fFff

72770, w/LFEF¥ARNMACT KL A (BEdEAA FOBFMEY BN 1OT FLR) (3R ET
XFEHA,

vlan <vlan id>
AZT 4 w722 U D VLAN O VLANID #48E L £,
1. ARRT X — 2 BEE RO P
B TEEEA
2. f[EORREHH
[RIA—ZIHRETEHHE] 2ZRL TSN,
{interface <interface type> <interface number> | drop}
AET 472 MV —H LT L—ADOWHkE IR A IEE LET,
interface <interface type> <interface number>
AZ2T A4y 2 NYDHAEA L F T == ABEELET,
drop
AEF AT N)T, T — AR BEETAEEAEELET,
1. AKRT A —ZEUFOYIHE
A TEEEAL
2. EDRREM

<interface type> <interface number>(Z1E, RIZRTA ¥ 7 = — AR T N—TIZxHET 5 A ¥
T2 —ALBLUOA VE 72— AR FEEETEET, HME, (X7 A-FIEETE5E ©
(WA Z 72— ADIFEHE] 2SR LT IZE0,

A=V Ry M F T2 —R
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7RLRT—TIL

R—F"F¥RNA L H T z—A

[O7 2 FEREDENE]
ABT 4y 7 NI ESILER A,

L&
L

[E%

£

Re

BE~DHE]

B RBRZZH ]
EEER, T ICEAICKRSNET,

AEEIE]

77 4/ k VLAN (VLANID=1) {ZXLCRAZT v 7 x> M) ZRETDHE, BAkA ¥
72— A LCHRIIZ Tvlan 1) ZREL T EEW,

interface Z8E L7=HA, SEEMAC T RLANR—HTEH 7 L—LZHBELIA VX 7 =—AIZHAIL
FF, F, BELMACT RLAR—HT AT L — A% EBELEA LV E 72— AUNNLZE LT
BIEBEELET,

drop ZH48E L7236, S8 MAC 7 RLAEITIEEILEMAC 7 RL AR —HTH7 L — L5 FERLE
ER

MV v B2 7 2= —AZF ¥ RV T N—T T 2R — N ERE LGS, BETERVWI L
BHVET, A¥T 4 v 27 MACT RLADHNEET v XNV T V—TIZ8ET H5E1E, port-
channel /3T A —X TIHRE L T IE &0,

HAEA v 27 2= RV A ¥ 2 BAEORIER— FEFRETE EEA,
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1 7 VLAN
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17 VLAN

down-debounce

VLAN WO HHERTREZR AN — b 2372 < 7R 572 L &IT, VLAN A ¥ 7 = —ARF T 2§ % E TORIERH %2
RELET
[AHRH]
HROBE « BHE
down-debounce <seconds>
THHMOHIER

no down-debounce

[AAE—F]
(config—if)
VLAN A V% 7 =— A

(/85 A—=4]
<seconds>
VLAN WO HHkAIREZR R — M3 Te o T2 & &EIZ, VLAN A V¥ 7 = —ANX T 2§ 5 F TORIERS
2R EAL CRRE L £ 4,
1. AR X —HEWERO Y E
A TEETA
2. fEOREHMA
1~180

[O7 2 FEAREBDENE]

VLAN NOHHERIBEZR R — MR 7oz & &2, EHBIZVLANA VX 72— ANRFT T LET,
LBE~DEE]

2L
[ERTEED Iz PR 5244 ]

EEETR, T <IGERICKBENET,

s

GEEZEIE]

1. RITRTEEE T VLAN WO R RE/R R — F 3 7e < e o 123 A0E, Ao~ RTOREMEICH 1D
P, FTICVLANA U EZ T 2 —ANE T LET,
® VLAN [ZFTET AR — F237e< Ip o 7o fF
® state X~ KT VLAN ORHEEN disable (272 - 7= B

2. VLANA UV Z 72— ADF 7 U RBIEFIZHEBEEL LIZEAE, £E LERAOOELZOFKEHE
45, VLAN A V& 7 = — ZADX 7 U PERIE L FE T,

3. VLANA VX7 2—ADF 7 L ARIEFIZREMEZHIR L-5E1E, HIFR L72FES T VLAN A ¥
Tx—ANRNZ T LET,
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17 VLAN

interface vlan

VLAN A v # 7 2 =25 RELET, Kavr FEAS$T5 L, configif E— NIZBITL, %4 VLAN A
VET2—RITIPT FLAREEZHRETEET,
[AB#K]
T ORE
interface vlan <vlan id>
TEH O HIBR

no interface vlan <vlan id>

[AAE—F]
(config)

(/8T A—4]
<vlan id>

VLANID Z{EE L 7,

1. AT A —Z B OPHIE
A TE EHA

2. EOREHPH

[RFGA—ZITHEETX A 2BBLTLEEN, 27701, HIBROBE, 57+ VLAN
(VLANID=1) 1IHEE T £t A,

(a7 FERREDOENE]
2L

[BE~NDFEE]

CEEFHE]

1. <vlanid>lZRFZED VLANID #45E9 5 &, VLAN BAER SN E T, £EfIsd VLAN [ZH— k
VLAN T7, 7’8 k=)L VLAN £72/X MAC VLAN i, H 5 U® vlan =<2 KT VLAN 24k L T
BLMERIHY 77,

2. FBEVLAN A > % 7 = —AZIHERERET 5951, interface range =+ > K T<vlan id list>% $57E T
=¥, 728, interface range =~ > R TR ED VLANID ZHEE LIZHEIXT T —I272 0, #HizlZ
VLAN 24875 2 LILTEERA,

3. interface vlan TAEL L 7= VLAN IZ%f L Cnovlan Z$5ET 5 &, VLAN IZHIBRS L E T, F72, vlan =
< RTCTHARL L7= VLAN (2%t L T no interface vlan =~ > RZIEET 5 &, VLAN BNHIBREN F1,
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17 VLAN

|I2protocol-tunnel eap

EAPOL 7+ U —7 4 U JHEREZ AN LET, HEEICH L TRELET,

[AB#K]

THRORIE
12protocol-tunnel eap

OB

no 12protocol-tunnel eap

[ABE—F]
(config)
[(INTA—4]
L
[O7 2 FERREFDENE]
EAPOL 7 4V —7 ¢ v 7 H¥RRIT I CF,
LBE~NDEE]
L
[ERTEED /2 B 224 ]

REMELE, T ITHEAICKBRENET,
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|2protocol-tunnel stp

BPDU 7 4 U —TF 4 V7R E AN LET, EEICH L THRELET,

[AB#K]
THRORIE
12protocol-tunnel stp
OB

no 12protocol-tunnel stp

[AAE—F]
(config)
[INT A—4]
2L
[0 > FERREOENE]
BPDU 7 # U —5 ¢ > 7 HSBEIT 8L T,
LBE~NDEE]
L
[EREMBED AR ]

REMELE, T ITHEAICKBRENET,
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mac-address

MAC VLAN % #5457 D MAC 7 RLAZREL 7,

[AARH]
THMORE
mac-address <mac>
THHOHIBR

no mac-address <mac>

[ABE—F]
(config-vlan) (MAC VLAN =1+)
[INT A—4]
<mac>

MAC VLAN [Z3ET 5 MAC 7 RLAZHE L ET, K< Fid#%d VLAN 28 MAC VLAN D354
PRUHRETEET,
1. AT A —Z R OIHE
A TEETA
2. B EHH
0000.0000.0000~ feff. ffff. ffff
FHE 1 N PR FME Y b (FAFF Y AEY b)) B 1 TRV &,

[O<7 2 FERREFDENE]
MAC 7 RLAZFEELEH A,

[BE~NDFEE]

EEEIE]
1. IZFD0DO VLANICRESNTWAS MAC T RLRAITHRETEETA, HIRLTOHOREL TS,

2. 1EEE802.1X, Web i83F, F721X MAC BRECTEIMIICERE SN TWVD MAC 7 KL AZIRE LIZBA,
INEOMREOREIIE E 72D, Ra<x >y RORENENADE 2D 97,
3. EREAHEZR MAC 7 KL RETIEE M7~ 0 64 (8T,
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name

VLAN 4 ¥z € LET,

[AARH]
THHRORE « BH
name <string>
THEHOHIBR
no name
[ABE—F]
(config-vlan)
[T A—=4]

<string>

VLAN O4#HZRE L E T, vlan 2~ R T<vlanid istZHE LT HAIIRETE EH A,

1. ART A —ZEWEE O Y1 iE
BT EEA

2. fEOBEHPH

N2 LFUNDOLFHN X TN T +—F (") THATRELET, ANARERCFIE, HETF L5
BT T, ANLFINAR=RR EORKRL TG LRGSR, XFINeF TNT +—h
(") THEZRS THORETES ET, T, [(NTA-FIHEETE 2 © TIEEDOTFS)

EZHLTIIZEN,

(272 RO EE]

PIEE L TVLANxxxx] T9, 727°L, Ixxxx] X VLANID #%E T 4 (7 7-0O¥FT, LHEHOO0EZEALE D

DTY,

[BE~DFE]
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protocol

7'\ b 2L VLAN T VLAN #3457 e harzZeE L £,

[ABRH]
THHROE
protocol <protocol name>
TEROHIBR

no protocol <protocol name>

[AAE—F]

(config-vlan)

(/X5 A—=4]
<protocol name>

Z7u ha)LVLAN O 7' a b a VA ERELE T, Ao~ FiEEEY VLAN 372 k=)L VLAN O
BAETHRETEET, —2O VLANIZEEO 7 v ba v 4ME#EAT 2854813, Aa~vr Ke7m
h A VEAFROEIZTHRE L ET,

1. AT A — 2B O YIH A
B TEEEA
2. (EORBEHH
vlan-protocol =¥ RCRE L2/ v b a /L4
[37 2 FEEREFDEIE]
T b aNREINES A,

[BE~NDFEE]

CEEFHE]

1. 7o ha )L VLANIZIPvA 7 RV AEZIEIPV6 7 RLAZHRE L THEHAT 2546, %% +57n b
NERa<w RTHRETHILERDH Y 7,

261



17 VLAN

state

VLAN OMREEZFRE L E T

[AARH]
THHRORE « BH

state {suspend | active}
THEHOHIBR

no state

[AAE—F]

(config-vlan)

(/X5 A—=4]
{suspend | active}
suspend
VLAN OiRfEZ disable IZ L, &7 L —ADEZEEFIELET,
active
VLAN DiRREZ enable IZ L, &7 L—ADXRZEZHBLET,
1 ART A — 2 B O YIHHE
AMETEEEA
2. fEORBEHIP

L

[O7 > FEAREBDENE]

VLAN OiRREIT enable T,
LBE~DEE]

2L

[ERTEED Iz PR 5244 ]
EEETR, T <IERICKBENET,

R

CEEZEHE]

1. SNMP @ SetRequest XL —3 a2 V&AL T, SNMP v X —Y ¥ b ARa~vy RERETEET,

SNMP @ SetRequest AL — a VEHEHA L TARa~y RERE LGS, TOREIEa 747
L—ya VTRBEE R ET,
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switchport access

T AR—=FOBERERELET, RELEIFERIIF LRI VIR —=+DT7 7 A VLAN I K S
9,

[ABRH]
THHRORIE « BHE
switchport access vlan <vlan id>
THHOHIBR

no switchport access vlan

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—4]
vlan <vlan id>

A B T —AEEEISNT VLAN (727 EAXVLAN) OF 7 EAR— MIHELET, FoxlU
TR—=b DT 7 A VLAN bL{EE S 7= VLAN 720 £,

1. AKRT A —ZBUEROYIHME
B TEEEA

2. EORRE
INTGA—ZITHRETE L) 2L TIZEN,

(272 BB EE]

JEVLAN b 77— KDL&, 574/l k VLAN (VLANID=1) O7 7 ¥ AR— IRV £7,
VLAN bV o 7E—FD L XL, YO VLANIZHFTBET, BEICHEHTE EE A,

LBE~DEE]
L

[EXE B RBRZZH]
TR, + <IEAICKRSUET,

B

CEEZFHE]

1. 3EVLAN Fo 3V 7 E— KTIL, Untagged 7 L — AL F 72137 7 A VLAN @ Tagged 7 L — L %%
ELEBE, 778X VLAN TAHE L, 7 27 & A VLAN LSO Tagged 7 L — L% 32(E L= 54135
FELET,

2. VLAN bR VU 7 F—RTIE, 7L —2AIZ VLAN Tag AWV TNENE I DL S, 778
VLAN T7 L—AZPHNET,
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17 VLAN

switchport dot1q ethertype

A— K T VLAN 7 L — A% #%53 % TPID (Tag Protocol IDentifier) fl%7%E L £7, 1EHELIS @ TPID fE
EHEALTWAS Ry NU—7 LB DHAICHELET,
[AB#K]
THMOBRE « BH
switchport dotlq ethertype <hex>
TEROHIBR

no switchport dot1q ethertype

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

[T A—4]
<hex>

ALEE D MFI1T D VLAN Tag O TPID fEAREL ET, Ka<v RCTR— DT 7 4+/V MEEZREL £
‘?—o

J—

ARRT A — 5 R WE D Y
B TE EHA

I D% E i
41F7= 16 Kk

N

(272 BB EE]

vlan-dotlqg-ethertype =~ > RAFRE SN TV DAL, TOREMEE TPID A& LEF, vlan-dotlg-
ethertype I~ > RARRE SN TV aWEATE, TPID fE% 0x8100 & LEd,

[BE~DZE]

BT - G, REBOU 7TV AFA— a7 L— AR EFEOR— MEY ST ERKBT A ETO
M, 7L —LADREFESLEHAR— DO DOR—7 L—LDRENEETLZENH Y £1,

[EXEMBED RBRZZH]
BEBEES, + ICEAICRKRSLET,

CEEZFHE]

1. ARa<wr FEHEELZA— FTIE, vlan-dotlg-ethertype O EEITHEA SN EH A,
2. TPID OfEIZEE T4 flEE THETE £,

264



17 VLAN

switchport isolation

AN— b PRk RE 2 B E L £,

[AHRH]

RO

—
AxX ke

switchport isolation interface <interface id list>
THHMOLE T

switchport isolation interface {<interface id list> | add <interface id list> | remove <interface id list>}
THHOHIBR

no switchport isolation

[ABE—F]
(config—if)
A=V RXy " H Tz —A

[INFA—=42]
interface <interface id list>

ik WS MBI —F (DU A b)) ZEELET, HESNER—FNEARAS U F T 2 —=Z~D
kA EIE LET,

1.

RN T h— B W D H)HIE
B TE EEA
IO 5 FE AP

<interface id list>DFEEH %, £7-, HOREHIAICOVWTIE, [RIA—F|TIRETE D] 2%
BLTLZEN,

interface add <interface id list>

kAR T 2 R— R &Y 2 MBI ET,

1.

ARNT h— B W D H)HIE
HIETE EEA
fIE o> % AE i PH

<interface id list>DF§E 1L, E7-, BEORTEHIAICHOWTIE, [NTA—FITIEETZLHE] 25
HLTLEEN,

interface remove <interface id list>

Pk WS SN — &2 Y A M BHIBRLET,

1.

AT A — 2 B W D AE
AMETEEEAL
fIE o> % AE i PH

<interface id list>DFg & Hi%, F£7-, HORERHIAIZOWTIL, [RTIA—H|IRETE 2] 2%
LT &N,
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17 VLAN

[27 > FERER D EIF]
AR — I P 2 T L A

[BIE~NDFEE]

CFEEE]

1. A— FEHHEINIEEREIL, switchport isolation =< > K interface THRE I NZEINS AN L, o~
Y RERELEERNASH NI END 7 L— L EFEHELET, WM CHMkE LT 285481, Ao~
¥ REMEGORBRICEE L T IEIW,

2. interface range THEEA v 4 7 = —RIZKET 2HAL, —2OYHAR— M2 BEETE ET,
ik Z W 2R — DU X MERETDHAIL, — DDAV F T 2 —ATEREL T EEN,
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switchport mac

MAC VLAN R— F OB HRAHELE T,

[ABRH]
TR oORBE
switchport mac vlan <vlan id list>
switchport mac native vlan <vlan id>
switchport mac dotlq vlan <vlan id list>
TR DL
switchport mac {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list> | native vlan <vlan id>
| dotlq vlan <vlan id list> | dotlq vlan add <vlan id list> | dotlq vlan remove <vlan id list>}
TR O HIBR
no switchport mac vlan
no switchport mac native vlan

no switchport mac dotlq vlan

[ABE—F]
(config-if)
A=V Ry "V HF T 2=, R—=FrF¥RIA LT z—A

(/NS A—=4]
vlan <vlan id list>

ZOKR— N THEE7 MAC VLAN R E L E9, ERRHIEZR 7 MACVLAN U X M EfEEINZU A
MIEEHZET,
1. AT A —ZBWEREO W)
B TxEHA
2. B0 EHH
<vlan id list>DF&EF 1, £72, HEORTHHIZOWTIE (RIA—-F|ITIRETE A #BRL
TL7EEW,
native vlan <vlan id>
E(ETC mac DARBEED 7 L — L EZ(ETDH VLAN ZHELET, %E L7 VLAN TY L— A% %E
T252EHTEET, BETE D VLAN [Z4HA— b VLAN T,
1. AT X —Z W O W HAE
B TEEEA
2. B0 EHH
[(RTA—ZZHETEXDHME] #2RLTLEE0,
dotlq vlan <vlan id list>
ARG A—H THELZVLAN Y A FD T L—2Ah% Tagged 7 L— LA TEFELET, £7-, KT A—
& Ci%iE L7z Tagged 7 L — LA Z R TE £, % & L7z VLAN LIS D VLAN T Tagged 7 L — L %%
FELBEEREELET,

267



17 VLAN

vlan /37 X — & TEE L7z VLAN IR ETE £/ A,
1. ARRT X — 2 HEREOPIHE

B TEEEAL
2. B EHPH

<vlan id list>D¥sEH1E, F7-, HDO
TLIEE,

EHPHIZHOWTIE T X=X | ZfRETE 5] 22 L

Re

vlan add <vlan id list>
ZOFR— FTHZE’: MAC VLAN % VLAN U 2 MZEBIL 7,
1. ARRT A — 2 BHE RO P
B TEEEA
2. fEORERMA
<vlan id list>D¥EF 1, £72, EOBREHIAICHONW T [T A—ZIIEETE 5 2B3BL
TLIEE N,
vlan remove <vlan id list>
ZDOAR— N THZ7: MAC VLAN % VLAN U A b2 HIER L £97,
1. ARNRT A —=ZHBIERFOYIHE
A TEEEAL
2. (B EHH
<vlan id list>-DFREF 1, £72, EOREHIHICONTIE T A—FITRETE5E) 238 L
TR,
dotlq vlan add <vlan id list>
ZDAR— T Tagged 7 L' — L3 HPHEATREZ: VLAN % VLAN U 2 MZBEMLET, vlan /87 A —H T
BRE L7 VLAN 1T ETE £8 A,
1. ARRZ A — 2 BHE RO PIHE
B TEEREA
2. EORREFH
<vlan id list>DIEEHE, £72, BEOREMIFICHONTIL I A—ZITRETX 2] 23R L
TR,
dotlq vlan remove <vlan id list>
ZDR— b T Tagged 7 L — LA HHERTREZ: VLAN & VLAN U 2 S B IR L £,
1. AT A—HEREIEOYIHE
HIETEERA
2. fEOREHMA

<vlan id list>OFEHE, Ei, BORERIICOVTIE 7 A—F ITHETE B 2B L
TLEEW,
[27 > FERERF D EIF]

72 L, switchport mode =¥ ¥ FIZ mac-vlan /X7 A —% Zf$i7 T MAC VLAN R — MIREL, Aa~v R
ERELRVES, 7740 VLAN TROBEL£T, 72720, RAMAE & OB L > TRERER
VLAN [ZHi/E S 4172 MAC VLAN TI3lfE C& £,
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[BE~NDFE

REMATS, T ICEMCKBSIET,

AEEIE]

1. A%h72 MAC VLAN B—2 {58 E SN TWRWIEE TS, RGEEEE LHEREFE VLAN IZHRE Sz
MAC VLAN Gi#lfg & %7,

2. A7 MAC VLAN 2% E SNT-56, WBilEREIC X A 78GE% VLAN IZfEE & 4172 MAC VLAN (3,
BESNTZMACVLAN & —&T 2 L &ZEETEET, 20D, A%72 MAC VLAN A—2 3%
Eéé’b’(b\iﬁb‘#jﬁ‘i‘éf(“ FREEE A & L CWEEEREE L CW A4, A%h7: MAC VLAN ZRET

UK ORI MR SN E T,
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switchport mode

LAV2A LB T 2—ADBEEZRELET,

[AHRK]
HRORIE - £H
switchport mode {access | trunk | protocol-vlan | mac-vlan | dotlq-tunnel}
TEHOHIR

no switchport mode

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A=4]
{access | trunk | protocol-vlan | mac-vlan | dotlq-tunnel}
LAY 2A 47 2= ADREZREL T,
access

AVET2—ReT JEAE—RIIHELET, EVLAN Fo RV U THHE, 778AE—RT
I%, Untagged 7 L — 2L % %ZE LET, VLAN F R U 7B, VLAN Tag OFMEIC L 5,
77 AVLAN T7ZL—AL&BEZELET, 77 ERAE— ROR— MI—DD VLAN 7Z1F T H
TXxFE7,

trunk

AVET =R NI 7 E—RNIRELET, M7 7F— T, Untagged 7 L— AL,
Tagged 7 L — L& EZELET,

protocol-vian
AV BT z—A% 7B Fa/LVLAN T— RIZEELET, 72 b2/ VLAN £— R Tl
Untagged 7 L — L% EZELET, 7L —LZERIL, 207 L —2a0D7 1 k3 VHEHNZESH
T VLAN ZE L E£d, Tagged 7 L —AITBEFL £,

mac-vlan

A 247 x—A% MAC VLAN E— RFIZi% & L %9, MAC VLAN E— K TlE, Untagged 7 L — 2
EEZELET, 7L—LAZERE, £O7L—LA0%EET MAC 7 FLAICHESWT VLAN %
RELET, Tagged 7 L—AIFBEFEL E£9, 772 L, switchport mac =~ > KT dotlq vlan /35
A—HEBRELTWDLEAIL, Tagged 7L —AEEZELET,

switchport mac 2~ > R Cvlan /37 A — & ZFE L TWRWIEGE, RAEHHE & O#EB)IZ ] - THE
% VLAN (ZHEE S 4172 MAC VLAN THlfE T £7°,

dotlq-tunnel

AVET2—RA% ho R T E—RIZRELET, PRV TE—RTE, ZELETL—
LD VLAN Tag DEEICHR/AR, 727 AVLAN TY7 L—LAZEZELET,

1. ARRT A — 48R O Y E
HIE TS EEA
2. fEOREHIPH
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[3

(&

L

Re
fi

L

< v N AR O BE]

E~DEE]

[EXE B D RBREZH ]
EEER, T ICEAICKRSNET,

CEEZHHE]

56, switchport trunk =1~ > K Callowed vlan Z§%E L T &V, FTF v

N7 UE—RIZERE LTS
7 E— NIZEREL, allowed vlan DRE SN TWARWES, ZYUR— M TITTRTOT L—LAREHES

nEJ,

7B k2L VLAN £— RIZE%E L7284, switchport protocol =~ > KT 1 | =2/l VLAN 7% /& L C
{TEEV, 7’8 F3L VLAN BARE SN TWRWES, ZYR— MIT 72— FEAFEO#EL
R0 ET,

Fox Y 7= RIZRELEZEAD, 72 A VLAN (T switchport access T~ R TREL £,
hoxV 78— RKOKR— ML, T74/ 5 VLANICEBMALEEA, 727 EAVLAN & LTT
7 #/V k VLAN 23 28558 T, B/RAYIC switchport access 2~ 2 R C7 7 & A VLAN %% /E L
TLEE, T7EAVLAN BEREINTWRWES, MU 7R — FTREBETEEEA,
HEENIZ—DOTH bR 77— FOR— BB ESNTWDEEIE, EESES VLAN hox Y
VIE—RIZIRY, access E— ROKR—bH Fo R 72— RERULEEL 2D 7,
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switchport protocol

71 k=)L VLAN R — FOFEREHE L1,

[ABRH]

THMORE
switchport protocol vlan <vlan id list>
switchport protocol native vlan <vlan id>

THHMOLE T
switchport protocol {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list> | native vlan <vlan
id>}

THHROHIFR
no switchport protocol vlan

no switchport protocol native vlan

[AAE—F]
(config—if)
A =Py hA VBT x2—RA, R—F"F ¥ RN BT 2 —2A

[INTA—=4]
vlan <vlan id list>
ZOR— P THMZRT 0 S 2L VLAN 23R E LET, BERIAZL7 7 b2V VLAN U X M & H8E
INfz A Mo@EE iz 9,
1. ARRT X —ZEEHR O HE
A TEEEA
2. MEOREHH
<vlan id list>DIEEFE, £72, BEOREMIAICHONTIL I A—ZITRETX L] 23R L
TLIEEN,
native vlan <vlan id>
Fabrarharg 4 S—art —HLRNWT L—hEEZET S VLAN 2R ELET, HET
& % VLAN |Z/R— k VLAN T,
1. AT A —2BWEREOWIHE
B TE LA
2. fEOREHMA
NG A—ZIZHETE L) 2SRLTIIZE0,
vlan add <vlan id list>
ZOR—FTHEZ/RF 1 F a2V VLAN Z VLAN U 2 MZBILET,
1. AT A —2BWEREOWIHE
B TE LA
2. (B EHEH
<vlan id list>D¥5E FH1E, F7-, HOBRERMIAICHOWNTIE 35 XA —F |[THRETE 5] #BHBL
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TSI,
vlan remove <vlan id list>

ZDOR— NTHE2 7 7 k2L VLAN % VLAN U 2 b 2sHHIBRL £9°,

1. AT A — X AW O FIH E
B TEEEA

2. (HOFE B
<vlan id list> D46 E 1L, £7-, EOREEHPAICHONTIE 5 XA —FITHEETE 5] #BHL
TSI,

(272 RO EE]

k VLAN CEIfEL £,

[BIE~NDFE]

[ERFE fIE ) SR R 224 ]
REMAES, + ICERICKRShET,

CEEEIE]

1. A&7 7a ha/L VLAN B—2O 8B E SN TWARWESIE, 727E8AR— N ERBEOEEL D F
ER

2. v hzL VLAN R— MIEH O 71 F 2/L VLAN 2R ET 584, 72 h=2L VLAN O 71 h o
IWIREB L7V K IR E L T &N,
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switchport trunk

M7 R—FDERERELET,

[ABRH]
TR oORBE
switchport trunk allowed vlan <vlan id list>
switchport trunk native vlan <vlan id>
(CEP Y
switchport trunk native vlan <vlan id>
switchport trunk allowed vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}
THHROHIFR
no switchport trunk allowed vlan

no switchport trunk native vlan

[AAE—F]
(config—if)
A =Py hA VBT x2—A, R—F"F ¥ RN BT 2 —2A

(/N5 A—=4]

native vlan <vlan id>

XA 7 47 VLAN (Untagged 7 L' — A% %E5%{59 5 VLAN) ##FHELE T, 8 TEX D VLAN (TR —
kN VLAN TF, A7 47 VLAN Z5%E€ L72WEA, T 74/ 5 VLAN 314 7 4 7 VLAN {2720

jzj—o
1. ARRT A —Z A8 O E
HIETE EEA

2. f[EORREHH
[RIA—ZIHRETEHHE] 2ZRL TSN,
allowed vlan <vlan id list>
T o R— b TEZET D VLAN 2R ELET,
EE SNV VLAN O 7 L— ATFEE L ET,

Untagged 7 L — L% EZETAH7-0I21E, *A4 T 47 VLAN 2 ETAHAVLENRHV 5, XA T 47
VLAN % allowed vlan (23 E L 72V A1E, Untagged 7 L— A ZFEFELE T,

1. AT X —ZEEHE O G
HMETEEEA

2. fEOREHMA
<vlan id list>DIEEHE, £72, BEOREMIAICHONTIL [RFA—ZITEETEX L] 23R L
TLFEEN,

add <vlan id list>
FEEWHE A D VLAN U R MMZ VLAN ZBI L £,
1. AT X —2 B OWHE
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A TEEEAL

2. [EOBEHH
<vlan id list>D¥FE 1L, £, HOBRERIAIZHONWTIE IRXTA—XIIBETE L] 25HL
TL7EEW,

remove <vlan id list>
FREH 5D VLAN U 2 kv VLAN ZHIBR L £ 9,
1. AR X —HEUER O Y E
B TEEEA
2. fHOREHIPH
<vlan id list>D ¥ E 715, £, EOBREHPICHONTIEL [RFA—FITHHETE HE] 23R L
TSI,

[3< 2 FEBREFDENE]

72 L, switchport mode trunk T F7 > 7 E— RIZRELTWT, Kavr REAKT 2 L@EETEEREA,
[BE~NDFEE]

L

[ERFE IE D J R 224 ]
EMAEE R, +<IERICKBShET,

Re

CEEZEE]

1. ;77— RIIRELESES, ¥7 allowed vlan Z5% € L CTL 72 &V, allowed vlan 235% € ST
RVEAE, BN VX T 2= AT L= AEZEETOE YA,
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switchport validation

BFEDT7 V— LEBEETIREZLET,

[AB#K]
HEW|ORGE - BE

switchport validation [vlan-tag] [ethernet-lic]

H AR Eb—2DORTA—FERETHILENHY T,
THE WO HIBR

no switchport validation

[AAE—F]
(config—if)
A —=FRy bA 2 FT=—R

(85 A—=4]
vlan-tag
WICRT 7 L — A EREELET,
o T L —AZft5 &N TWA VLAN Tag 28 2 LA E2>> 1 By H Tag @ VLAN ID 230
o 7L —AZft5 X3 TV VLAN Tag 28 2 LA 22 2 B¥k B Tag @ VLAN ID 230"

1. ARRT A — Z AW O E
PR R E LERA

2. EOREFPH
mL

ethernet-llc
WITTRT 7L —LAERELET,
e 802.3 LLC/SNAP JEX.» 7 L — AT, LENGTH 28 1501~1535

1. AT A —HHUER O E
BEFERI R E LERTA

2. fEOBEHPH
L

[a< > FERREDENE]
TL—AEREELETA,

[(BEE~NDFEE
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CEEZHHE]

. FAIAVITN—FIHBTEIR— MIRKa~y FERETLHE, ZSTF v 2NV NA—F BT 5
FTARTOR— MIFREZ LTI,
2. bFrRVUTR—=F~OREITIRYR— FTT,
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switchport vlan mapping

Tag ZHUAEH T R U ZRELE T,

[ABRH]
fEmoBRE « LH
switchport vlan mapping <vlan tag> <vlan id>
THHMOHIER

no switchport vlan mapping <vlan tag> <vlan id>

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]
<vlan tag>
LAN ECffifi9 % VLAN Tag DfEZFEE L £7,
1. AT 2 — BB WEHE O YIS
A TEEEAL
2. EOREHPH
1~4094
<vlan id>
7L —AL%# 5 VLAN © VLANID Z5E L £7,
1. AT A —Z M ORHE
A TEEEAL
2. fEORBEFHP
[RIA—ZIHRETE HME] 2ZRL TSN,

[a< Y FERREFDENE]
Tag ZH#2 L EH A,
LRIE~NDEE]
7L

[EXE B D RBREZH]
TR, + <IEAICKRSUET,

B

CEFEFIA]
1. Tag Bz T H7=8I121%, switchport vlan mapping enable Z$5ET D2 LENH D £,
2. Tag BHUT, BUR—FIR T 7E—ROLERETAHTT,
3. VLANTag, VLANID I, %A T 47 VLAN ® VLANID Z$5E L2 TL Z &V,
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4. Tag BEANAEZN 72K — N TIXL, switchport vlan mapping 235%7E S 4172 VLAN Tag 720 N iEZ(E C&
9, Tag BHERET HHR— N TlE, #E%157 2 VLANTag & VLANID 03— T 5545 TH
switchport vlan mapping Z 5% /& L T 723\,

5. A—FrIF7—=U 27 802.1QTag I 5HFEZMHEH L TWVWDHEY I a T, IT7—7F— MIEEIN
A— MZ Tag B AR ET 86, Ao~ RTHET D VLAN Tag 1213, 802.1Q Tag f+ 5-F&6E TFE
M9 % VLANID L B 5EAFEAL T ES 0,

6. MEEDAE Tag BHfEHRT > U IZOWT, 722 VLANID TR U VLAN Tag, F721%[F L VLANID
TH72% VLAN Tag ZfEi TX 8 A,

279



17 VLAN

switchport vlan mapping enable

Tag ZHax BT L ET,

[ABRH]
TR oORBE
switchport vlan mapping enable
THHMOHIER

no switchport vlan mapping enable

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]
AL

(a7 Y FEBROEE]

Tag 4T EL) T,

[BE~NDFEE]

CFE=IE]
1. Tag B4 57-8I21%, switchport vlan mapping ZFRET 2 MLENH W £,
2. Tag BT, ZUFR— BT 7 E—ROLEXETHEHTT,
3. Tag BHPARN72 AR — b TlX, switchport vlan mapping 2332 € & 4172 VLAN Tag 720 N kZfE T& &
T, Tag B aRET DA — FTlE, #5575 VLANTag & VLANID B —% 7T 2HATH
switchport vlan mapping % 3% & L T< 72 &0,
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up-debounce

VLAN A v % 7 = —AN—FEX 7 LT-db & HE VLAN PIZIBE fTEER AR — F 2334 L7- & %12, VLAN
AUHT 2 —ANT v 7T 5HETORBERFBZERELET,

[AHRH]

WHROBE - £

up-debounce <seconds>

THHMOHIER

no up-debounce

[AAE—F]
(config—if)

VLAN A & 7 = — &

(NS A—=4]

<seconds>

VLAN PIZHE ATREZ AN — RS REAE Lo & F1Z, VLAN A V¥ 7 = —ART v 7§ 5 F TORRIEFERH]
ERHALTRELET,
1. AR X —HEWERO Y E
A TEETA
2. EORRE
1 ~3600

[O7 2 FEAREBDENE]
VLAN PNIZ@{E ATREZR AR — h AR AE L= L &I, EBICVLANA U H 7 2—ART v 7 LET,

[BE~DZE]

L

[EXTE B D R BREZH ]

s

AR, +ICERICKMSNET,

CEEZEHE]

W9 T VLAN WIZBE e AR — M RAE LT=HE1E, Ko<y FTOREMITH DD
P, FTICVLANA U EZ 72— ANT v 7 LET,

o AL L EhE

e state =~ RNIZX - T, VLAN OYREE disable 7> enable (272 - 7= I

VLAN A U # 7 =—AD7 v TIIEFICH EEE AL LIZGAE, BRLULEKREAOOERZOKEE
4y, VLAN A > B 72— ADT v THEIE L F T,

VLAN A U # 7 =—AD7T v 7TIIEFIZEREE &2 HIBR L2 35A1%, HIBR U728 T VLAN o > ¥
Tx—ANT v 7T LET,

281



17 VLAN

vian

VLAN [ZBAF 2HHEZRELET,

[ABRH]
TH#OBE
vlan <vlan id>
vlan <vlan id list>
vlan <vlan id> protocol-based
vlan <vlan id list> protocol-based
vlan <vlan id> mac-based
vlan <vlan id list> mac-based
TR O HIBR
no vlan <vlan id>

no vlan <vlan id list>

[ABE—F]
(config)

(/NS A—4]
<vlan id>

VLANID 2§ L ¥ 9, Ka~v N& AJ1#, config-vlan E— NIZBEH L £,
1. AT A—HHMEOYIHE
A TEETA
2. fEOREHMA
[(RTRA—RIZIETEAHHE] 22 LTLLIES, 2720, HIBROEA, 774/~ VLAN
(VLANID=1) I[IfeECTE ¥ A,
<vlan id list>

B D VLANID 2 —fERELE 7, #IOTIHET D VLANID NEFENTWDLIHEA, %% 725 VLAN
ERORICER LET, Ra~vr K& AN, config-vlan T— RIZBEI L £ T,

1. AT A — 2 EWEER O P E
A CcExEEAL
2. B0 EHH

<vlan id list>DIEEF i, £72, EORTEHIIZHOWTIT (T A—ZITHETE 5] #BRL
TLEEW, 2L, HIROE, 5744 F VLAN (VLANID=1) [3EFETEEHA,

protocol-based
7'\ 2L VLAN OBSITHEE L ET,
1. AKRT A — 2R OYIHHE
AR— b VLAN L7290 %9,
2. ANRTA=FERAROEEFHE
- 7’1 k3L VLAN ZHET 5541, protocol-based #FRET HMENH Y £,
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« I CIZAR— F VLAN B L TUYMAC VLAN & L CIERL L7z VLAN [ZIZFRETE 8 A,
* VLAN bR U U THRE L [RIFFICRIA CE £ A,

mac-based

MAC VLAN OBEIZHE L 7,

1. ARRT X — 2 HEREOPIHE
A— N VLAN & 720 E9,

2. RRZA—HERAROEEFE

* MAC VLAN Z$EE7T 284 1%, mac-based ZfEETHMLENDH Y £3,
c T TIZAR— K VLAN BL O 2 =L VLAN & U THERL L7 VLAN ICITHRE TE 8 A,
* VLAN bR U U THERE L [RIFFICRIA CE A,

(272 B EE]

VLAN Z3%E LEH A,

[BIE~NDFE]

[EXE B RBREZH]
WML, T ICERIC KBS ET,

EEZEIE]
1. T 7%V VLAN (VLANID=1) IZ®IZHFEELET, £/, RETEHHEE Ll O VLAN & (3587
nES,

2. <vlanidlist>TYU A MEEZT D5 &, —EITHEEO VLAN ICHETSRENTEET, Lirl, avF
D—HITY A MEEDOH T (v Fa~vr FE—F) TEATEEEA, FMlicONTIE, RoEx
ZRLTSIZEN,

R 171 TILFAIXVKE—FTOaATY KAE

EHE av ok TILFAIY FE—FAIR
1 state {suspend | active} O
2 name X
3 protocol O
4 mac-address X

(L@ O : HTRE X : AR
3. F 7%/ VLAN ORE (VLANID=1) (Zar 747 b —> a7 7 A0 FITHEICEEL, HIRTE
FHA, 74/~ VLAN OFHNREEX, T R_XTOR—=FIRT 78 AR— L LTCHBLET,

4. T 74/ K VLAN TRETE L7 A—XDHEA, BXLOTFT 74V VLAN BEA OBEEIZ OV TKRIZ
RLULET,

vlan =<2 K
vlan =< RTlE, ROFXD L HITHRY ET,

& 172 T4k VLAN D/85 A —5 DL

EHE INTG A —4H 1I—YDHREAR T 4L k VLAN BB DEE

<vlan id> A (EEHE) HEEEBRFICRESNET,
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1HE INT A=A A—HOREASR T 7+ )Lk VLAN BB DO EE
M) @i, 28 EHIFRAT,
2 <vlan id list> -
3 protocol-based A—k VLAN
4 mac-based A — bk VLAN
(LB A BEEECTRERRE X : FEAA — S LN
config-vlan E— N2~ K
config-vlan E— R <> RCIE, ROEXKD L HITRY 7,
£ 17-3 T4k VLAN D/85 A —52 DKL
HE av v R INT A —A a1—H0 T 74U b VLAN
BREAE HAOEE
1 state {suspend | active} — O -
2 name <string> O -
3 protocol <protocol hame> X —
4 mac-address <mac> X -

O O

CRETRE X

CRERT —

R L

vlan =~ FC VLAN #4545 &, interface vlan =~ KT VLAN A > ¥ 7 = — A IR E 7]
HEIZ72 0 £, vlan =~ > R CTHARL L7= VLAN [Z%F L T no interface vlan =~ > K CHIfRCx £9, +
7=, interface vlan 2~ R CAR L7 VLAN IZ%t L Cnovlan =~ RTHIfRT 52 & HTEET,
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vlan-dot1g-ethertype

VLAN Tag @ TPID Z#%E L £7,

[ABRH]
fEmoBRE « LH
vlan-dotlg-ethertype <hex>
THHMOHIER
no vlan-dotlq-ethertype

[ANE— K]
(config)
[INFA—=42]
<hex>
AIEE DT D VLAN Tag O TPID AR E L ET, Aa~vr NCTEERLRDT 7 4L MEZRE L
E30
1. AT A —ZEHWREOFHME
A TEERA

2. [EOREHPH
4 1F7=-D 16 HEK

(372 &R OEE]

TPID fii & LT 0x8100 ZfH L£3, 7272 L, switchport dotlq ethertype 235% & S AL T WD EIFRIL, # D%
JEfEZ TPID fE L L CTHEMLET,

[BE~NDFEE]

E - BB, AEBOY 7TV —2a D7 L—AEEROR— MEV ST ERMTHETO
B, 7L —LADEESCHEHBR— I ODR—7 L —LDRERRETLIZENHY 1,

[EXE B RBREZH]
REMERS, ¥ CICEMcRBRShET.
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vlan-protocol

v ha/L VLAN o7 a havgf Rz 7 a bW EsHELE T,

[ABRH]
THHRORE « BH
vlan-protocol <protocol name> [ethertype <hex>...] [llc <hex>...] [snap-ethertype <hex>...]
THEHOHIBR

no vlan-protocol <protocol name>

[AAE—F]
(config)
[INFA—=42]

<protocol name>
7' b =L VLAN ORECMEM T2 7w b a v 2 a@E LET,
1. AT X — 2B WS O Y1 A

AMETEEEA
2. (EORBEHH
14 SCFLAN O LTS
ethertype <hex>

EthernetV2 JERX. 7 L — A0 EtherType {2 #8E L £7,
1. AT A — 2R O
L
2. f[EORREHH
4 F 7= 16 #EEKL
3. ART A= ORI
Z—PFREICLL > TRRIEFE A D EtherType EITfEE TE XA,
llc <hex>
802.3 JE=U7 L — A M LLC & (DSAP, SSAP) Z45E L £,
1 AT X — BRI O YA
2L
2. EDORREM
41F7=0 16 HEHL
3. AT A—HERAROEEFE
2—YPRIEICE > TREFAHD LLC HIFHEETE EE A,
snap-ethertype <hex>
802.3 JEzN7 L — LD EtherType &6 E L £,
1. ARRT X — 2B O P
2L
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4 15 7= 16 #HK
3. AT A—ZEREOFEFE
Z—PFREIZL o> TRHRIEFEH D EtherType EITFEE TE 8 A,

[a7 Y FERREDOENE]
el

BE~DFE]

7L

[EXEMED R BRI ]

ROEMAE R, +ICEMCKShET, 72721, 71 k=L VLAN O protocol v > R THRES T
WRWZ e b 3z oW T, protocol 2w RTHRIE I & T EET,

CEEZHHE]
L
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vlan-up-message

no vlan-up-message =~ > KC, VLAN ® Up 35 & O Down FEDFE A » &— 72 5 NI LinkUp,/ LinkDown
Ty T OEREEMIELET,
[AARK]
T ORE
no vlan-up-message
15D HIBR

vlan-up-message

[ABE—F]
(config)
(/8T A—4]
7L
[a7 Y FERREDOENE]
VLAN @ Up 3 X 0¥ Down HRIZIEA A ~ & — 72 6 ONZ LinkUp,/LinkDown + 7 v 7% %E L £,
BIE~DFE]
2L
[EXFEED RBRE2H ]

CEEZEIE]
1. VLAN [ZDWT® ifMIB 7 /b — 7@ ifLinkUpDownTrapEnable DfElX, Ko~ ROBEENRICHES
nEHA,
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instance

TINFTFNZINR= T Y —D MST A A ZIZFTET % VLAN 2R E L £,

[AARH]
THMORE « BH
instance <mst instance id> vlans <vlan range>
TEHOHIR

no instance <mst instance id>

[AAE—F]

(config—mst)

(/N5 A—=4]
<mst instance id>
MST A > AZ A ID #RELET,
1. AT X — 2B WS O Y1 A
AMETEEEA
2. (EORBEHH
0~4095
vlans <vlan range>

MST AV AX LV AZFTET S VLAN R ELET, —OD VLANID 2R ETEXBI1I0, """ (KA 7
V), " (mrw) AL THEEO VLANID O—fERES TEET,

1. ART A= 2RI OYIHME
HETEEEA

2. EOBREH
1~4094

3. ARNRT A= Z RO ESH

*MST A V' AHZ A ID0 IZ1X, 1E0D MST A ' AHX 2 AZ)E L TV VLAN T CTHFETE L
7

c WU MST U—2a U &RT 2720121%, MST A Y AX VA ID EARNRT XA —H TRET D
VLANID, B X Fname /37 A —HF OfHE & revision /X7 A —HX Ofix MST U — 3 VN T &
HHMERDH Y £9°,

[O7 2 FERREDENE]
T _RTODO VLAN N MST A A X A ID0 IZF)E L £,
LBE~NDEE]

spanning-tree mode =~ > R Cmst ZHE L TV 2O5EA, MrYORIHEIZE ST, bR YORM» K
TT2ETHEERERY ET,
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[ERTEED /B E24# ]
BEFE%, ¢ <IOERAICKmENET,

Re
fi

CEEZHHE]

I. MST A AKX AIDOIZRET 21EHIL, show 2~ RTIHFERLERA,
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name

SNTFINANR=Z T Y =DV =T a UEBNT 27O DX TFHNERE L ET,

[AHRH]
HMOBE « LK
name <name>
THHROHIFR

no name

[AAE—F]

(config—mst)

[T A—=%]
<name>

V—=a VEBT 27200 FHNEFHELET,

1. AKRT A —ZBUEROYIHME
B TEFEA

2. EORREM
32 XFLNDOLFFNE X TNV T 4+ — bk (") THATRELET, ATTHRRRICFEE, BEFELFE
BT CTT, ANLFINCAN— AR EDRRLTFHEERNGE, LFINEXTNVT +—

(") THEZRS THORETES ET, T, [(NTA-FIHEETE 2 © TIEEDOTFS)
EZHLTIIZEN,

3. ARNRT A= LR OEESH

[T MST U —"a BT H720121F, AR/NT A—H L revision /3T A —% OfE, 15X MST
AU AR AID & vlans /8T A —H THIET D VLANID 2 MST J —Y 3 VN T H ST A0
BH0ET,

[O<7 2 FERREFDENE]
name 7% NULL CEHIEL £,

[BIE~DFEE]

spanning-tree mode =~ > R Cmst ZHE L TV 25EA, MrYORIHEIZE ST, hMRaYOBM» K
TT2ETHEERERY ET,
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revision

YNTFINAR=Z TV Y =D =V a UEBNT 720D BV a v EBEFEHRELET,

[ABRH]
THHRORE « BH
revision <version>
TEROHIBR

no revision

[ABE—F]
(config—mst)

(/NS A—4]
<version>

V—a v ElT 57200 ey a v EBFERELET,
1. AT X — 2B O YA
A TEEEAL
2. f[EORREHE
0~65535
3. ART A= ORI

FICMST V—" g U EBERTH720I120E, AT XA —% L name /X7 A —X D, BIZOMST
AU AR AID & vlans /8T A —H THIET D VLANID 2 MST J —Y 3 VN T H ST A0
BH0ET,

[O<7 2 FERREFDENE]
revision 2% 0 TEIEL 97,

[BE~DFE]

spanning-tree mode 2~ R CTmst ZHE L TWA5EE, FPRrYOFEHFEICL-T, MRa POERAIHKE
T H5ETEREMERY ET,

CEEZFHE]

2L
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spanning-tree bpdufilter

MR — MIBPDU 7 4 WV AHEREARE L E T, Ao~y RiE, 3XTHORAR= 7YY — (PVST+, ¥
YINANRZ TN =, INFTNANR= T ) —) OEAR— MCEALET,
[ABRH]
THHR O E
spanning-tree bpdufilter enable
THEHOHIBR

no spanning-tree bpdufilter

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(NS A—=4]
L

[O7 2 FEREBDENE]
L

KR, $ICERICKBRSNET,

R
R
=

CEEZHE]

1. Ka<wy R&ERELEA, BPDU H— FESREITIER) L 72 0 £,
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spanning-tree bpduguard

YA — MZ, BPDU A— FHREZRE L E T, Ka~2 R, 3§ XCTORA= 7Y Y — (PVST+, ¥
VINANRZ T — v VF AR T Y =) O AR — NI L, PortFast HEREA SR E LT
A—FTEELET,

[AARH]
THMORE « BH
spanning-tree bpduguard { enable | disable }
THHOHIFR
no spanning-tree bpduguard
[ABE—F]
(config—if)
A=YV Xy M HTx2—A, "= "F ¥ RN ZT—A

[INT A—4]
{ enable | disable }
enable Z % L7284, BPDU H— FHSREZ @A L £9°, disable Z 7% E L7284, BPDU JH'— REERE

DiFIEZEA L E9,

1. ARRT A —ZAEWE R O E
BT EEA

2. EOBREH
L

[37 2 FEEREFDENE]
spanning-tree portfast bpduguard default =~ > KOEREIZHEVE T,
LBEE~NDFEE]

mL

[EXE B RBRZZH]
TR, + <IEAICKRSUET,

B

CFEEE]
el
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spanning-tree cost

YR —PFONRRa R NERELET, Kavr RiE, +XTOAR=F7Y Y — (PVST+, Y7L A
RE=v PV Y —, = VFFAASR= 7YY —) (A LET,

[AHRH]
fEMOBRE « Z£H
spanning-tree cost <cost>
THHMOHIER

no spanning-tree cost

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

ASF RN
<cost>
NAIAMEZRELET, 2 A MEWNNIWIEE, S T257 L — L%k THR— M LTHEA
T HARMERE L 2D £7,
1. AT A — 2 B OFE
A TEEEAL
2. (EORBEHH
spanning-tree pathcost method =~ > R C short Z g% & L 7= H&
1~65535
spanning-tree pathcost method =~ > K C long %% € L /=&
1~200000000

3. AT A— S RO R R
RAAA MENEDS Z LT hRu VEERRET HHARH Y £,
(a7 > FEEREOBE]

spanning-tree pathcost method =1~ > ROFREIZHEY, RAa X ME#EALET,

[(BEE~NDFEE

CEEFHE]

1. spanning-tree vlan cost =+ > I, spanning-tree single cost =~ > K, ¥ 721 spanning-tree mst cost 2~ >~

REBRELTWHEEIE, Ao~ ROEITEAL A,

2.  spanning-tree vlan pathcost method =~ > K& 72 (% spanning-tree single pathcost method =~ > R&ZFE L
TWBHAENE, Aa~vy FOMITEA L EEA,
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spanning-tree disable

FTARTDANR= TV Y — (PVSTH, YU ITNANANRZ TV — A FFNAR=Z 7 Y —) DA
=27V ) —HEOEIEERE L ET,
[ABRH]
THHR O E
spanning-tree disable
THEHOHIBR

no spanning-tree disable

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
AR= 7Y U —BEELE T,
LBE~DEE]
L
[ERTEED Iz B 5244 ]
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spanning-tree guard

A= M, T FERERELET, Ka~vr L, $IXTORR=07Y Y — (PVST+, 7L
AR Y Y =, v NFTNANR= 7Y Y —) OFSAR— M LE T,
[AARK]
THMORE « BHE
spanning-tree guard { loop | none | root }
THEHOHIR

no spanning-tree guard

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—=4]
{ loop | none | root }

loop R E L7cHfe, SR — M= — ML #EALES, vV TFIAAN= 7YY —T
FA—7 0 — RIFEIfEL EH A,

none Z X E LB A, YR — hOH— F¥RERZIELE T,
root R E LI E, 4R — Mob— b — Rz LE7,
1. AT A —Z B OPIHIE
B TEEEA
2. fEORBEHIP
L

[a< > FERREFDENE]
spanning-tree loopguard default =~ > KO EIZHEVE T,
[BIE~NDEE]

BPDU #Z(E LARAVWR— hOF ¥ R NA—T TN —TFH— RERELTRETR— B UPT5 &, 3%
R— N TOBIEN, Rl EZILEETE L FE CTHBDZEH» D HE1HD 3,

Ul

[EXTE B D R REZH ]

spanning-tree portfast default =~ > K% 72| spanning-tree portfast 2~ > KO EZHIFR L7254, spanning-
tree portfast default =~ >~ R & 72| spanning-tree portfast 2~ > R E SN TWRVIREETAEY Foa
T4 = a v e EETL L, $TICEEROMETERBMMBLLET,

CEEFHE]

1. spanning-tree portfast default =~ >~ K& 72X spanning-tree portfast 2~ > KRR E STV DA 1T
SNFEHA,

2. N—TH— FRER, EELE, K—FDOUP (Fxr XV ITN—TDUP HbERET), A= T
U—70 25 AORRE), A=Y ) —TF o haomEERER A ER LRSI, v—F
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T—RWREEL, K= BT vy s ShET, V—7T— RiE, Z0O% BPDU 2%A(59 % F TR
ShEtA,

3. AU IA L TN—TH—=RERELTEAA I LT TIHIN—THT—RIIEELEEA, T A THR
E LNV —T7 4 — RiX, BPDUDZEX A LT 7 BFAELZRHICEEL 9,
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spanning-tree link-type

FHER— POV 7 A THERELET, Kavr L, §XTORANR=7Y ) — (PVST+, 70
ANR=Z T ) —, v AFTNVANR= TV Y —) OfFYAR— MIEH LE 7, spanning-tree mode =~ >~
R C rapid-pvst F721F mst Z52E L7284, 35 XL U spanning-tree vlan mode =~ > N C rapid-pvst Zi%E L 72
W, @ hARr UEEET LI, TV v PRIEEHED Point-to-Point T2 4LIEe ¥ £ A, spanning-tree
single mode =1~ & RN T rapid-stp 3% E L7=8E, mll MR VAR AT 5121%, 7V v VBN Point-
to-Point T2 FAUER D FH A,

[ABR]
HmOBGE « BH
spanning-tree link-type { point-to-point | shared }
TR O HIBR

no spanning-tree link-type

[AAE—F]
(config—if)
A =Py A VBT x2—A, IR— " F ¥ RN BT 2 —2A

(/N5 A—=4]
{ point-to-point | shared }

point-to-point % 7% E L7=#a, U 7 Z A 71T Point-to-Point #ft 2@ A L 97, shared 3% E L7255
A, VYo XA shared i #A L £,

1. ARRT A — Z AW O M1 B
HETEEEA
2. EOBREH

L

[a< > FERREFDENE]
AT ER— b OE1E point-to-point, ¥ _EHAR— N OA 1L shared & LTEMEL £,
[BE~NDFEE]

7L

[EXE B RBREZH]
TR, + <IEAICKRSUET,

B

CEEZFHE]

1. point-to-point ZF%E L7=H4, STP A#E— FOHEME IBMEENENEL £9°, shared ZFRE L7255,
STP A#E— N BENME IHEERRIZENMEL 8 A,
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spanning-tree loopguard default

N—T W= LT 74V P TRELET, Aa~vy N, $XTOAR=7Y Y — (PVST+, ¥
TNANR=Z 7YY —) OFR— N THEMRY 7,
[ABRH]
OB E
spanning-tree loopguard default
THHMOHIER

no spanning-tree loopguard default

[ABE—F]
(config)
[N A—4]
L
[O7 2 FERREFDEIE]

spanning-tree guard 2~ & RZFE L TV DIEATE, EOREICHEVE T, spanning-tree guard =+ > RDFX
ENRONGEITEEL A,

[BIE~NDEE]
BPDU #Z{Z LWV — hRTF ¥ RN T N—TF 1NN —TFH— RERELTRETR— IR UPT5 &, Y
A= M TOBEN, AAEILBETE 5% CTHENEMNDEELHY £,

[EXEED R BREH]

spanning-tree portfast default =~ > N % 72| spanning-tree portfast 2~ > KO E & HIR L7-%4, spanning-
tree portfast default =~ > K & 72X spanning-tree portfast 2~ > KRR E I TWRVIRIETAE Y Lo a
T4 b—=varEaERTLHE, TSICEEROETENBGLET,

CEESE]
1. spanning-tree portfast default =~ > K& 72 |3 spanning-tree portfast 2~ > K23 E STV D GA I
SNEFEA,

2. =T — NRER, EEER), F—FDOUP (Fr RV N—TDUP bERET), A= 7Y
V—7ur/T AOERE, A=Y ) —TFu ha)VoRRIEER EEFEELESEE, v—7
H—RBEMEL, R—FRT7 vy 7 E&NnET, V—7H—FiL, £O% BPDU #3253 5 F CTIIAER
SNFEHA,

3. FAUITA TN A= RERELIEAA I VT TEIN—TH— RFEELEEA, T A Ti%
E LT —TH— Ri%, BPDU OZEX A L7 U SBFAE LTRRCEIEL £9,
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spanning-tree mode

=2 7YV —OEEE—RFERELE T, Ka~vr RiE, VoI AR =0 7Y ) —PAOTRTO
AR= 7YY — (PVST+, v AF T ANANR= 7Y Y —) (CHLET, PVSTHOEEE— KT
spanning-tree vlan mode 2~ > R&ZE L TV HLE1E, ETOREICHENET,

[ABR]
fEmoBE « LH
spanning-tree mode { pvst | rapid-pvst | mst }
THHOHIFR

no spanning-tree mode

[ABE—F]
(config)
[N A—=4]

{ pvst | rapid-pvst | mst}

FRT278 harzRELET, A= 7Y ) @A a ha e BT LGS, A=y
7Y — 2B LET, pust ZIRE LGS, TXTORANR= 7Y U —N PVST+EHH L E
R rapld—pvst ERELESGA, T XTCOAR= YU =@ PVST+& A LE 3, mst %%ﬁﬁb
72HE, T RXRTCOARR= TV Y =R L F TR Y ) — 2R LET, YT As=
7 ) AT D5A1L, pvst £7203 rapid-pvst ZRET HHLENRH D £,

1. AT A =2 BUEEF O XA

BT EHA
2. B0 EHH
L
[av Y FERREOEE]

ay 7 4 7 b— gk LTHRIIZ spanning-tree mode pvst 23a% € SVE T,
LBEE~NDFEE]

FRBRYOFEFHRICE ST, MR YOBEBK T T 5 ETEER L2 E7,
[BREMED RBRE2HE]

REMEEE%, T ITERIIKMENET,

CEEFEIE]

L
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spanning-tree mst configuration

SNFTINARZ TV V=D — a VERICGLERIERERET D720, config-mst E— NIZBITL
F, ARELZHIRLIESGS, TCTICRELTWD Y —¥ 3 VIBRICKLERE®RE T X THIBR L £,
[ABRH]
OB E
spanning-tree mst configuration
THHROHIER

no spanning-tree mst configuration

[ABE—F]
(config)
[N A—4]
L
[O7 2 FERREFDEIE]
L
RIE~DEE]
L
[EXFEED RBRE2H ]
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spanning-tree mst cost

Y NTTNVANR= T =D R— hDO/NRATa A N &

[ABRH]
THMORE « BH
spanning-tree mst <mst instance id list> cost <cost>
THHOHIBR

no spanning-tree mst <mst instance id list> cost

[ABE—F]
(config-if)

A=V Fy hAVFTz2—RA, K= hrF xR AH
[INTA—4]

<mst instance id list>

U

HELET,

T xz—RA

MST A vV AZ LV AID ZHRELET, —DODOMSTA LV AZ LA ID ZHEETELHIED, " (KNA 7

>,
1. AT A —ZEHF O E
B TEEEA
I D% E i
0~4095

<cost>

NAAA MEZRELET, T A MEXN/NSWIZE,

T 5 AREMER @< 220 F7,

1. AT A =2 BUEEF OXTHHE

B TE EHA
2. fEOREHMA
1~200000000
3. AT A—Z RO EFHE

NATR MEREDD Z & TR OERHNFEA
[a< > FERREFDENE]
spanning-tree cost 1~ > RO EICEVE T,

B2 488
o=

[BIE~D
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CEEZHHE]

1. interface range 2~ R THHEMEFRET 2L AL, BEHEOMST A U AX A D & —fERETE LY
boe —DODMST A LV AZ L AID ZFHELTLIZIN,
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spanning-tree mst forward-time

VIVFTNANR= T ) —ORBEBERICET HREZZELET,

[ABRH]
THMORE « BH
spanning-tree mst forward-time <seconds>
THHOHIBR

no spanning-tree mst forward-time

[AAE—F]
(config)

[INFA—=42]
<seconds>

A— R OVREEER IS SR A AL TRE L ET,

stp-compatible E— RDKR— MDA, VA= 7RHME, 7 —=2 7 REZFERF M2 IR LE T,
stp-compatible ‘E— NDR— M TRWHE, T4 AD—TF 4V 7REE, 7 —=0 7 IREEFRERRT21T
HEFFLET (2721, 24 ~IC KD RBERRHBELIZBEZT T,

1. AKRT A —ZBUEROYIHME
A TEETA
2. fEOREHMA
4~30
[3< 2 FERREDENE]
A— R OVREEER IS HREEIL 1S B CTEMEL £,

[BE~DZE]
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spanning-tree mst hello-time

~INF TN ANR= 7Y —0 BPDU O RGN Z & E LET,

[ABRH]
fEmoBRE « LH
spanning-tree mst hello-time <hello time>
THHMOHIER

no spanning-tree mst hello-time

[AAE—F]
(config)
[INFA—=42]

<hello time>
AIEE N EIAICE(E9 5 BPDU OX(EHEZ BN TRE L £,
1. RRT A —Z B O Y E
A TEEEAL
2. f[EORREHE
1~10
3. ART A= ORI
1 ZRETDE, PR IEERBELLTRY ET,

[O<7 > FEREOENE]
BPDU O%EIIEIL 2 TEIMEL 9,

[BE~NDFEE]

CEEZFHE]

2L
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spanning-tree mst max-age

<V NVFTINANR= T ) —Di%E(E9 D BPDU Ol KA IR 23R E L 9,

[AHRH]
fEmoBRE « LH
spanning-tree mst max-age <seconds>
THHMOHIER

no spanning-tree mst max-age

[AAE—F]
(config)

[INFA—=42]
<seconds>

ALEWE 3 EIET % BPDU DR REDIRH A B THREL ET,
1. AKRT A —ZBUEROYIHME
B TEFEA
2. EORREM
6~40
3. AT A—ZHEHREOIEEFIE
20 RIEDMEEZRET D L, PR VEFENREALLTL 2D ET,

[O<7 > FEREOENE]
{8 TX % BPDU D KA ZIRF#IE 20 B CEIfEL £9,

[BE~NDFEE]

CEEZFHE]

2L
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spanning-tree mst max-hops

VY INF TN ZNR= 7Y Y —0 BPDU O RA Y T h 7 MEAERELET,

[ABRH]
fEmoBRE « LH
spanning-tree mst max-hops <hop number>
spanning-tree mst <mst instance id list> max-hops <hop number>
THHOHIBR
no spanning-tree mst max-hops

no spanning-tree mst <mst instance id list> max-hops

[AAE—F]

(config)

[T A—4]
<mst instance id list>

MSTA LV ABZ L AIDEZRELET, —DOOMSTA L AZ L ZID ZHRETEHI1EM, " (NA7
V), " (mr=) AERALTEIEDOMST A > AZ 2 ID D—ERESL TEXE4,

1. AT X — 2B O YA
FTARTOMST A VAL U ABRKHRIZ/RY EF,
2. f[EORREHH
0~4095
<hop number>
REFBNERET 5 BPDU DK K Yy T A0 v MERELETS,
1. AT A — 2RI O
20
2. (EOF T
2~40

[T FEREBDENE]
BPDU O KAy 7 H 7 v MU 20 TEEL £,
LBE~NDEE]
L
[ERTEED Iz PR 5244 ]
EEETR, T IGERICKBENET,

s

CEEZEHE]

L

309



18 RIR=ZV5Y1)—

spanning-tree mst port-priority

SNFTNVANR= LTI ) —D, MSTA VAR AT E DL R— FOEEELZRELET,

[ABRH]
fEmoBRE « LH
spanning-tree mst <mst instance id list> port-priority <priority>
THHMOHIER

no spanning-tree mst <mst instance id list> port-priority

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A—=4]
<mst instance id list>

MST A vV AZ LV AID ZHRELET, —DODOMSTA LV AZ LA ID ZHEETELHIED, " (KNA 7
V), " (mr=) AERALTEIEDOMST A > AZ X ID D—EREDL TEXET,

1. AT A — 2R OYIHME

B TEEEA
2. fEORBEHIP
0~4095
<priority>

R— hOBLEEZHELET, 16 DEHER— MEJEEL UCHEALET, VNS0T EEREN
m< R0 ET,
1. AT A— 2 BHEREO KA
BT A
2. fEOREHMA
0~240
3. ART A—H RO E S
R— MERENEDLZ LIZE > T, MR YERRRATIHANH Y £T,

(272 F &R OEE]

spanning-tree port-priority I~ > KO EIZHEVVE T, spanning-tree port-priority I~ > KO ENRWNIGE
i, AR— MESEEA 128 L LCEIMEL £,

BIE~DEE]
L

[E%FE I8 D R BR 224 ]
EMAE, +IERICKBShET,

B

310



18 R/ H W1 —

CEEZHHE]

1. interface range 2~ R THHEMEFRET 2L AL, BEHEOMST A U AX A D & —fERETE LY
boe —DODMST A LV AZ L AID ZFHELTLIZIN,
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spanning-tree mst root priority

CIVFTRNANR=Z TV —DMSTA LV AZ AT DT » VBN EEZELET,

[ABRH]
fEmoBRE « LH
spanning-tree mst <mst instance id list> root priority <priority>
THHMOHIER

no spanning-tree mst <mst instance id list> root priority

[AAE—F]
(config)
[INFA—=42]

<mst instance id list>
MST A >V AZ U AID ZHELET, ~DOOMSTA L AZ LU AID ZRETEHIEN, """ (N7
V), " (av=) EHEALTEROMST A VA A DO FRELTEET,
1. AT A —Z B OPHIE

AMETEEEA
2. (EDRREHH
0~4095
<priority>

TV VEREABE L ET, EANSWIZEEEENEL R T, 4096 DfEEE T v OB
ELTHMLET,

1. AT A —Z B OPIHIE
B TEE A
2. EORRE
0~61440
3. AT AR OEEFHE
TV VBRENREDDZLIZE ST, MR VEERRETLILENHY £,

[O7 2 FERREDENE]
Ty DRI 32768 TEMEL £,
LBE~NDEE]

2L

[EXE B D RBREZH]
TR, + <IEAICKRSUET,

B

CFEEHE]
el
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spanning-tree mst transmission-limit

< IVF TN A= 7 ) —D hello-time 247 0 IZ2E TE 5K BPDU HAHEL £,

[AARH]
THMORE « BH
spanning-tree mst transmission-limit <count>
TEHOHIR

no spanning-tree mst transmission-limit

[ABE—F]
(config)

(/NS A—4]
<count>

hello-time 2§72 ¥ IZi4(8 T& 5/ K BPDU HEZHRE L £7
1. AT X —HEWEROYIHE
BT EEA
2. fEORERF
1~10
[3< 2 FERREFDENE]
HETE B/ A BPDU U 3 TEIEL £,

[BE~DZE]
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spanning-tree pathcost method

A—bhD/NZ X M 16bit fEEFEHT 22, 32bitfEEFEHTL20ERELET, Ko< N, v AF
TNAR= T ) —=PSND, T_RTCOANR= TV ) — (PVST+H, VI NANR= 7Y ) —) (ZiH

LET,

spanning-tree vlan pathcost method =~ > K ¥ 721 spanning-tree single pathcost method =~ > K& E L T

L1, Aavr FOMITEHN L EE A,

spanning-tree cost 7~ > R, spanning-tree vlan cost =~ > N, 72X spanning-tree single cost =~ > KD

EEME LTGE, NAI R MIA U HF T = — AME L spanning-tree pathcost method =2~ > RO EIZ L >

T, Tieoz@EmL £,
® spanning-tree pathcost method =~ > K C short Z 5% & L7 H&

10Mbit/s : 100
100Mbit/s : 19

1Gbit/s : 4
2.5Gbit/s : 3
10Gbit/s : 2

® gspanning-tree pathcost method =~ > R°C long Z % & L 7= 85E&

10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
2.5Gbit/s : 8000
10Gbit/s : 2000

[ABRH]
HHMORE « £H
spanning-tree pathcost method { long | short }
THHROHIFR

no spanning-tree pathcost method

[ABE—F]
(config)
(NS A—=4]

{long | short }
long % 7% E L7356, 32bit [HZMHH LE 7. short Z3%E L7354, l6bit HAHEHLET,
1. AT A —Z B ORIHIE
EHTEEEA
2. fHORBEFH
2L
3. AT A—ZEHROEESIE

«c RZRIARANDOFT 7 H/ MEREDLY 5,
XA MEREDLDHZE TR R PERRRETIRAENH Y £1,
« SRR A PMZ 65536 LLEDEZFHTE L TWDEEIE, short TEFETHZ LI TEERHA,

314



18 RIR=ZV5Y1)—

(27> FEARRBEOEE]
XA A hE— R short TEIEL £97,

[BIE~NDFEE]

CEEZHHE]

1. spanning-tree mode v > RCmst Zg%iE L7cHE, v/ TTINAN= 7 Y —73 32bit fECENMEL £
9", spanning-tree cost =~ > KT 65536 LA LD /X2 a2 MEZFHET H7-0I121E, A=< KT long
EHRELTBMLERDD 77,

spanning-tree mst cost 2 ¥ > N T/NZa A MEZRET 25E1EL, Ka~vy FOREIINEDH D £¢
Ao

315



18 RIR=ZV5Y1)—

spanning-tree port-priority

FUR—FOR— MEEEELZRTELET, Aa<wr R, 9XTORA= 7Y ) — (PVST+, ¥ 7L
AR VY —, AT T ARNR= YY) =) CEALEY,

[ABRH]
THHRORIE « BHE
spanning-tree port-priority <priority>
THHOHIBR

no spanning-tree port-priority

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

ASF RN
<priority>

R—FOEREEZFRELET, 16 DEKEFR— MELELE LTHEHALET, ERA/NIWIE EELEN
L7 EJ,

1. AKRT A —ZBUEROYIHME
B TEEEA
2. EORRE
0~240
3. AT A—ZHEHREOIEEFIE
R— MEEENEDLDZ LIZL>T, MR VERRRETLIHERH Y 7,

(272 &R OEE]

spanning-tree vlan port-priority =~ > K, spanning-tree single port-priority =~ > N, & 7213 spanning-tree mst
port-priority =~ > ROFEIHENET, Z IR LIZa~y ROBRENLRWEAE, R— MEELEZ 128
ELTEMEL £

[BE~DFE]

2L

[EREMED R BRI ]

EMAEER, TICERCKBENET,

B

CEEFHE]

L
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spanning-tree portfast

YA — M PortFast BEREARE L £ ¥, A~ N, §_XTOARAR=27Y Y — (PVST+, ¥ 7L
AR Y Y =, v NFTNANR= 7Y Y —) OFSAR— M LE T,
[ABRH]
THHRORIE « BHE
spanning-tree portfast [{ trunk | disable }]
THHOHIBR

no spanning-tree portfast
[ABE—FK]
(config-if)
A=Y Fy b A HZTz2—RA, R—brF ¥RV HTz—R
ASF RN
{ trunk | disable }

trunk ZRELTZHE, 7278AR—K, FTFv7R—)F, v hajrR—1, MAC &R— b T PortFast
MREZ WA L ET,

disable Z 3% E L 7= %54, PortFast ¥R {5 1E L7,
1. AT A — 5 BHEHE O GG

T AR—bF, Fu bR -1, MACHK— NCHZhE 74D, PortFast HREZ WA L £,
2. fEORBEFHP

(372 &R OEE]

spanning-tree portfast default =~ > RO EIZHEVET,

[BE~DFE]

[EXE B D RBREZH]
BEMEE Y, T ICERICKBSLET,

CFEEE]
el
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spanning-tree portfast bpduguard default

BPDU 4 — FHfEZ T 7 4V P TRELET, Ao~ NiE, 9 XTOAR=F7Y U — (PVST+, v
TNANR= IV ) —, = AFFNNANN= 7Y ) —) O PortFast EREZ R E LT T X TDOR— h THZ
IZ7e 0 £,

[AARH]
THMORE
spanning-tree portfast bpduguard default
THHOHIBR

no spanning-tree portfast bpduguard default

[ABE—F]
(config)
[N A—=4]
L
[07 2 FERREFDEIE]

spanning-tree bpduguard =< > FEZRE L TWAEEIL, TOKEITHVE T, spanning-tree bpduguard =<
Y ROBEDROGEITEEL EE A,

[BE~DFE]
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spanning-tree portfast default

PortFast §REZ 7 7 4 /L P TRIEL £ 3, Ka~ 2 NiE, §_XTOAAR=27Y U — (PVST+, v 7 /LR
Ry IV Y=, SAFTINAR= Y Y =) OF 7 BAR—F, Fahari—k, MACK— K TH
IR0 9,
[AARH]
OB E
spanning-tree portfast default
THHOHIBR

no spanning-tree portfast default

[ABE—F]
(config)
[N A—=4]
L
[07 2 FERREFDEIE]

spanning-tree portfast =~ > R&ZFHE L TWDHEEIE, FOREICHEVE T, spanning-tree portfast 2~ 2 N
DRENIZRNGEITEEL A,

[BE~DFE]

[ERFE IE D JR R 224 ]
REMAES, +ICERICRKRShET,

CEEFIA]
L
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spanning-tree single

VT NANRZ Y ) =D MR VEHRAEZRELET, A=07 ) —O@EE— R PVST+OHE
2, VLAN1 Z 3 v PN ANR= 70 ) =it RIC LET,
[AARH]
T ORE
spanning-tree single
15D HIBR

no spanning-tree single

[ABE—F]
(config)
[N A—4]
L
[O7 2 FERREFDEIE]
L
RIE~DEE]
L
[EXFEED RBRE2H ]

CEEFIA]

1. VLAN1 2 PVST+f& Th o724, VLAN1 O PVSTHIEIELE T, Yo T ARR= VY —%
HIBRT % &, VLAN 1L PVST+HIBIZA D £3, BIEE— R ALTF T NAR=2 7Y U —DE1E
ST NANR= T Y —TEMEL R A,
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spanning-tree single cost

VT NWANRZ T ) DS R — FDONRAT A NERELET,

[ABRH]
THMORE « BH
spanning-tree single cost <cost>
THHOHIBR

no spanning-tree single cost

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[IRZA—4]
<cost>

N2 MEZEFRELET, T2 MEBNDIWIEE, BB TEHT7 L —L%iEETHR— e LTHEM

T LHARMERE L 2D £7,

1. AT A — 2B O YIH A
B TEEEA

2. fEORRE
spanning-tree pathcost method =+ > RN'% 7213 spanning-tree single pathcost method =< > T short %
E LTS

1~65535
spanning-tree pathcost method =~ > K% 7213 spanning-tree single pathcost method =~ > R C long %

‘n‘Hﬂ €L 7’Li'7ﬁ =
1~200000000

3. ARNRT A= Z RO ESH
WNATAR MEPEDDZETIRuVEERRETLHERHD 7,

(272 BB EE]

spanning-tree single pathcost method 2~ > ROFREICHES T, "R X ME@#A L ET,
BE~NDFEE]
mL

[E% 3 IE D R BR 524 ]
REMAT R, T ICERICKRENET,

CEEFEIE]

L
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spanning-tree single forward-time

VT NANRZ 7Y ) —OREERICET SRR AR E L E T,

[ABRH]
THMORE « BH
spanning-tree single forward-time <seconds>
THHOHIBR

no spanning-tree single forward-time

[AAE—F]
(config)

[INFA—=42]
<seconds>

N— R ANIRIEER BT 2 W 2 B AL CRROE
spanning-tree single mode =2~ > K Cstp (802.1D
Z R ER 72 MERF L £ 97, spanning-tree single

BARAELESHAET T,

1 AT A 2RO
BUETX FHA

2. EORER
4~30

(372 &R OEE]

LET,

) BRELESGA,
mode ¥ > NC rapid-stp (802.1w) % XE L7255,
TAAN—=T 4 7WREE, T—= TREERERRTZTHRFLET (2720, ZA4-IC LD REE

A— FNREERICET SR % 1S ELTEMELE T,

LBE~DEE]
L
[ERTEED [ B 524 ]
REMEEFER, TITERICRIENE T,
EEEIE]
L
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spanning-tree single hello-time

U NANR= 7Y ) —@ BPDU OEERIEARELET,

[ABRH]
fEmoBRE « LH
spanning-tree single hello-time <hello time>
THHMOHIER

no spanning-tree single hello-time

[AAE—F]
(config)
[INFA—=42]

<hello time>
AIEE N EIAICE(E9 5 BPDU OX(EHEZ BN TRE L £,
1. RRT A —Z B O Y E
A TEEEAL
2. f[EORREHE
1~10
3. ART A= ORI
1 ZRETDE, PR IEERBELLTRY ET,

[O<7 > FEREOENE]
BPDU O%EIIEIL 2 TEIMEL 9,

[BE~NDFEE]

CEEZFHE]

2L
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spanning-tree single max-age

SUTNANRZ TV ) —DFEET D BPDU DR KA R 23 E LE T,

[ABRH]
fEmoBRE « LH
spanning-tree single max-age <seconds>
THHMOHIER

no spanning-tree single max-age

[AAE—F]
(config)

[INFA—=42]
<seconds>

ALEWE 3 EIET % BPDU DR REDIRH A B THREL ET,
1. AKRT A —ZBUEROYIHME
B TEFEA
2. EORREM
6~40
3. AT A—ZHEHREOIEEFIE
20 RIEDMEEZRET D L, PR VEFENREALLTL 2D ET,

[O<7 > FEREOENE]
{8 TX % BPDU D KA ZIRF#IE 20 B CEIfEL £9,

[BE~NDFEE]

CEEZFHE]

2L
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spanning-tree single mode

SUTNANR= TV —DEEE— RERELET,

[ABRH]
THMORE « BH
spanning-tree single mode { stp | rapid-stp }
THHOHIBR

no spanning-tree single mode

[AAE—F]
(config)
[INFA—=42]

{ stp | rapid-stp }
FERTL7e banERELET, A=Y ) —EARIC T w FavEER LGS, A=
7)) —HFAEE LET, stp ZRELIEBS, A= 7Y U—TEfEL £, rapid-stp Z 7% E L
7BE, BEAN= Y Y —TE{ELE T,
1 AT A — 2 B O YT
B TEEEA
2. fEOBEHPA
L

[O<7 > FEREOEE]
VT NAR= Y ) —DEEE— Ridstp TEEL £,

[BE~NDFEE]

spanning-tree single 2~ > RZFE L TW55E, MeYOBRGHREIZE ST, MMuePORMERKTT5
ECEEWLE D E9,

[EXE B RBREZH]
REMERS, ¥ CICEMcRBRShET.

CEEZEHE]
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spanning-tree single pathcost method

VU TNANRZ T ) —DR— hO/RZA 3 A MI 16bit [EAEEAT 57, 32bit fHEEHT 20 %% E L
S
spanning-tree single cost =~ ¥ RORELEME LG, /"A2 A MIA ¥ 7 2 —A#E L spanning-tree
single pathcost method =+ > ROREIZ L > T, TreOfEE#A L E T,
® spanning-tree single pathcost method =< > KT short # 3% E L7254

10Mbit/s : 100

100Mbit/s : 19

1Gbit/s : 4
2.5Gbit/s : 3
10Gbit/s : 2

® spanning-tree single pathcost method =< > KT long %% € L7=H4&

10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
2.5Gbit/s : 8000
10Gbit/s : 2000

[ABRH]
THRORE « BH
spanning-tree single pathcost method { long | short }
THHROHIFR

no spanning-tree single pathcost method

[AAE—F]
(config)
[T A—=4]

{long | short }
long 7% E L7356, 32bit A LE T, short ZF%E L7254, l6bit HAHEHLET,
1. AKRT A — 2R OYIHHE
AMETEEEAL
2. fEOREHPH
2L
3. ARNRTA—Z RO EFE

c RAITANDF 7 A MEREDLY 7,
c RX2Aa A MENEDLAHAZ ETCRARa I EENRAETILEENH Y F97,
« X2 A MZ 65536 UL EDEAFRE L TV DHEE, short ITITEFTE £/ A,

(272 F &R OEE]

spanning-tree pathcost method =2~ > RO EIZHEVE T,
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[BE~DEE
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spanning-tree single port-priority

VT NANR=Z T ) — DGR — FOBEEEERELET,

[ABRH]
fEmoBRE « LH
spanning-tree single port-priority <priority>
THHMOHIER

no spanning-tree single port-priority

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A=4]
<priority>

R— hOBEEZRELET, 16 DEHER— MEXEL L THEMALET, VNS WVIZEEEEN
L7 EJ,

1. AT A —Z B OPHIE
HBETEERA
2. EORRE
0~240
3. AT A— 2RO R FE
R— MEEENEDLZLICE->T, MR UEERRAETLEHARSH Y £,

(272 &R OEE]

spanning-tree port-priority 2~ > KO EIZHEVVE T, spanning-tree port-priority =2~ > KO ENR R WIGE
(T, A— MESEEA 128 L LTEMELE T,

[BE~NDFEE]

CEEFHE]

2L
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spanning-tree single priority

VT NANR=Z T ) —DT )y VEREERELET,

[ABRH]
fEmoBRE « LH
spanning-tree single priority <priority>
THHMOHIER

no spanning-tree single priority

[ABE—F]
(config)

[INTA—=4]
<priority>

TNy VBREERELET, EANISWVIEEBLRENELS R ET, 4096 OfEEE T v VELE
ELTHERALET,
1. AT A —Z R OIHE
BT EEA
2. B EHH
0~61440
3. ARNT A= ERIEOFEEFIE
TV PELRENEDD LIk o T, MRuYERERRETIHERH T,

[O7 2 FEREBDENE]

7Y DEEIEEEIL 32768 TEIMEL £,
[BIE~NDEE]

2L

[E%FE I8 D R BR 224 ]
EMAEER, +<ISERICKBShET,

s

CEEEIE]

L
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spanning-tree single transmission-limit

T IWVAINR= 7Y ) — hello-time 2472 D IZIEETE 5 AN BPDU # a2 & E L £7,

[AARH]
THMORE « BH
spanning-tree single transmission-limit <count>
TEHOHIR

no spanning-tree single transmission-limit

[ABE—F]
(config)
(/NS A—4]
<count>

hello-time 472 1) (2345 T & 2K BPDU H a4t L7,
spanning-tree single mode =~ > K C rapid-stp (802.1w) ZFE LB AT HN/R/T A —F T,
spanning-tree single mode =~ R Tstp (802.1D) ZFKE L7cHAIE, 1 MMM VITEETEIRK
BPDU %03 3 (HE) THY, AREMIZMLEEA,
1. AT A — 2 B OFE

A TEETA
2. fEORBEHPH

1~10

[O7 2 FEAREBDENE]

%ETE 5% K BPDU $3 3 TEIEL £7°,
[BIE~NDEE]

2L

[E%FE I8 D R BR 224 ]
EMAEER, +<ISERICKBShET,

s

CEEZEHE]

L
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spanning-tree vlan

PVST+% % E L ¥7, spanning-tree single =~ > N&FE L TV 2 HKHE T no spanning-tree vlan =~ > N& 3%
ETDHE, B4 VLAN 3y ZVANR= 2 7Y Y —% 0D VLAN & 72 0 BfEL £,
[AHRH]
MO E
no spanning-tree vlan <vlan id list>
O HIbR

spanning-tree vlan <vlan id list>

[ABE—F]
(config)
[N A—4]

<vlan id list>
FE L7Z VLAN @ PVST+OE ZBIE L E7,
1. AT A —Z B OPHIE
A TEEEAL
2. EOREHPH

<vlan id lise-DEEFIE, 7, EOBZEGFICHOWNTIE (RS A—FITIEETX A 228 1L
TL7EEW,

3. ARavr FERRFOEEHEHE
spanning-tree single =~ > & E L TV 554, VLANL (X PVST+TEMEL 8 A,

(a7 FEBROBE]
L

L

[EXE B D RBREZH]
BEMEE Y, T ICERICKBSLET,

CEEZFHE]

L

331



18 RIR=ZV5Y1)—

spanning-tree vlan cost

PVST+D# YR — hD/RRAa A M ERELET,

[ABRH]
fEmoBRE « LH
spanning-tree vlan <vlan id list> cost <cost>
THHMOHIER

no spanning-tree vlan <vlan id list> cost

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]

<vlan id list>

7 L7= VLAN O PVST+O#E & B LE T,

1.

<cost>

AT A — 2 B WE IR O P

BT EEA

it D RR E i DA

<vlan id list>D¥5EH1E, F7-, EOBREMIAICHOWNTIE 85 XA =R |[TEETX 5] #BRL
TLTE&E W,

N2 MEZBRELES, A MENNESWEE, YT 257 Lb— L&k T 28— & LTHA
T LR m <Y £,

1.

ARNT A — 2 B W D PIHE

A TEEEAL
2. (EORBEHH
spanning-tree pathcost method =~ >~ K & 72| spanning-tree vlan pathcost method =~ > KT short %
B LT E
1~65535
spanning-tree pathcost method =~ > K% 7213 spanning-tree vlan pathcost method =~ > KT long % &%
LG A
1~200000000
3. AT A—ZEHRFOIEEFE
A MEEENEDLLZ LICL-T, M YEERRETLILAERH Y £7,
[a< Y FERREFDENE]
spanning-tree vlan pathcost method =~ > ROFREIZHES T, /SR A MEHEHALET,
BE~NDFEE]
2L
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[EXEED R BREEH]

Re
fi

BEFE%, ¢ <IOERAICKmENET,
GEESEIE]

1. interfacerange =~ N THMEZHRET 2HG 1L, <vlanid listIIFETE EH A,
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spanning-tree vlan forward-time

PVST+DMRIEER I BT LM 2% E L E T,

[ABRH]
THMORE « BH
spanning-tree vlan <vlan id list> forward-time <seconds>
THHOHIBR

no spanning-tree vlan <vlan id list> forward-time

[AAE—F]
(config)
[INFA—=42]

<vlan id list>
X E L7z VLAN @ PVST+ORREZBAAA L £5,
1. RRT A —Z B O Y E
AMETEEEA
2. (EORBEHH
<vlan id lis-DIFEFE, £7o, EOREHFIZOWTIE RIA—ZITHRETEHH] #5RL
TLTEENY,
<seconds>
N— P VIRREERICE T S A AL THREL £,
spanning-tree mode =+ >~ R ¥ 72| spanning-tree vlan mode =~ > KT pvst (802.1D) Zi%E L7=%a,
VA= 7HREE, T—=0 ZREBERERHETHER LE T,
spanning-tree mode =~ > R & 723 spanning-tree vlan mode =~ > R C rapid-pvst (802.1w) Z&7E L7z
e, TAAN—=T 4 TR, T—=r ZIREEBERRI TR LET (2720, Y1 ~IlLD
WREEBB NI LT A 7200 T3,
1. AT A— 2B OHHHE
AMETEEEA
2. (EORBEHH

4~30

(27> FERREBEOEE]

AN— R AVRBEER IS E T DT 15 B CEMEL £,
BIE~NDEE]

L

[ERTEED Iz PR 5244 ]

THEEFER, T<ICERICKBENET,

B
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CEEZHHE]

L
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spanning-tree vlan hello-time

PVST+® BPDU OXEMMREZRE L £,

[ABRH]
fEmoBRE « LH
spanning-tree vlan <vlan id list> hello-time <hello time>
THHMOHIER

no spanning-tree vlan <vlan id list> hello-time

[AAE—F]
(config)
[INFA—=42]

<vlan id list>
FRIE L7Z VLAN O PVST+ORREZ G L ET,
1. AT A — 2 B OFE
A TEEEA
2. EORREM
<vlan id list>D¥5E i, £z, EOBREHMAICHOWTIE T A—F ITIHEETEHMH] 2L
TLIZ&EW,
<hello time>
ALEE N EHIRIIC 61595 BPDU OE R 2 BB TREL £,
1. AT A — X2 AR O FIHIE
A TEEEA
2. EORREFH
1~10
3. AT A—ZHEHREOEEFIEHE
1 ZRETDE, PRRIEENRBEELLT SRV ET,

[T FEREBDENE]
BPDU O%EMMEIZ2 TEMEL £,

[BIE~DFEE]

L

[E% 3 IE D R BR 524 ]
REMAT R, T ICERICKRENET,
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spanning-tree vlan max-age

PVST+D%{E9 % BPDU Dk KA B 2 5% E LE4,

[ABRH]
fEmoBRE « LH
spanning-tree vlan <vlan id list> max-age <seconds>
THHMOHIER

no spanning-tree vlan <vlan id list> max-age

[AAE—F]
(config)
[INFA—=42]

<vlan id list>
X7 L= VLAN O PVST+DKE % Bilit L £ 77,
1. AT X — 2B WS O Y1 A
AMETEEEA
2. (EORBEHH
<vlan id list>DIFEHFIE, £z, EORTEHFICONWTL [T 2A—FITHETE 5l 23R L
TLIEENY,
<seconds>
AELENEIE % BPDU O KA R 2 AL TRE L £ 7,
1. ART A= 2RI OYIHME
A TEEEAL
2. (EORRE B
6~40
3. ARNRT A= Z RO ESH
20 KD AR ET DL, MARUERRBELLT Y T,

[T FEREBDENE]
%{ETX % BPDU DI RKEZIRENIL 20 B CTEIMEL £,

[BIE~DFEE]

L

[E% 3 IE D R BR 524 ]
REMAT R, T ICERICKRENET,
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gy—

spanning-tree vlan mode

PVST+OENIEE— RERELET,

(A7

=]

fEmoBRE « LH

spanning-tree vlan <vlan id list> mode { pvst | rapid-pvst }
THHOHIBR

no spanning-tree vlan <vlan id list> mode

[AAE—F]
(config)
[INFA—=42]

<vlan id list>

FE L7 VLAN O PVST+OHRELFA L £,

1.

KRNT A — 2 W D HIHE

AMETEEEA
2. (EORBEHH
<vlan id list>DFEE ¥, £z, EOREHPAICOVWTIL [T A—FIRETE Al 22K L
TLIEENY,
{ pvst | rapid-pvst }
EHT 27 e baraRELET, A=Y —EATICT w b a e EE LGS, A=
7Y —EHPEE L E T, pvst ZERE LIZEE, PVST+TEIMEL £97, rapid-pvst % E L7255,
& PVST+CENMEL £,
1. ARRT A —Z R OHIHHE
A TEEEAL
2. (EORBEH
7L
(372 FEBROEIE]
PVST+D#E{EE— KX spanning-tree mode =2~ > RO EIZHEVE T,
[BE~DFE]

spanning-tree mode =~ > RO E T pvst F721% rapid-pvst ZHEE L TWAHE, MPARRYOBIHEICL-

T, FE

B ORAHET T % % CBENT L 720 £,

[EXEED R BREEH]

B

EMAEER, TICERICKBENET,

CEEFHE]

L
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spanning-tree vlan pathcost method

PVST+D 7R — kD32 =3 2 NI 16bit & AT 572>, 32bit HEMEMT 202 EL £,
spanning-tree vlan cost 7~ 2 RORELHME LT-HE, /RAATA MIAF#7 = — A & spanning-tree
vlan pathcost method =+ > FIZ K OREICL T, TREOELEMA L ET,

® spanning-tree vlan pathcost method =~ > R"C short Z# &% & L= %5

10Mbit/s : 100
100Mbit/s : 19

1Gbit/s : 4
2.5Gbit/s : 3
10Gbit/s : 2

® spanning-tree vlan pathcost method =~ > N C long # & L /e % &

10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
2.5Gbit/s : 8000
10Gbit/s : 2000

[ABR]
HmOBGE « BH
spanning-tree vlan <vlan id list> pathcost method { long | short }
TR OHIER

no spanning-tree vlan <vlan id list> pathcost method

[AAE—F]
(config)
[N A—=4]

<vlan id list>
FIE L7Z VLAN O PVST+OFE Z PG L7,
1. AT 2 — 2 AR O FIHIE
HIETEEEA
2. fEOREHMA

<vlan id list>DFEEF i, £72, EORTEHIIZHOWTIT (T A—ZITHETE 5MME] #BRL
TLIEEW,

{long | short }
long Z&¢E L7z, 32bitfEZ MM L %9, short Z5E L7zHE, 16bit fEZMIH L E9,
1. AKRT A —ZEUFOYIHE
EHTEEEA
2. EDRREM
2L
3. AT A—HERAROEEFIE
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c RATARNDF 74V MEREDLY 7,
e RRAARAX MENEDLAZ E TR PEERNRETIHEERHY £97,
« X2 3 A MT 65536 L EDEAREL TWHEE, short ICITEE TE 8 A,

(272 FERBEOEE]

spanning-tree pathcost method =2~ > RO EIZHEVNE T,

[BIE~NDFEE]
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spanning-tree vlan port-priority

PVST+DE MR — N DB ELZRE L E T,

[AHRH]

fEmoBRE « LH

spanning-tree vlan <vlan id list> port-priority <priority>
THHMOHIER

no spanning-tree vlan <vlan id list> port-priority

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]

<vlan id list>

7 L7= VLAN O PVST+O#E & B LE T,

1. AT A — 2RI OYIHME
A TEEEAL
2. fEOFEHPH
<vlanid lis>DFEEHF1E, F12, BOREHFICHONTIL [R5 A —X|ZIEETXAMH) 23R L
TLIEEWY,
<priority>

R FOELEEEZRTELET, 16 OEHKER— MELE L LCTHEA LI, mA/NSWIE EEREN
EmL 720 ET,

1.

AoRT A — 2 B O PIHHE

B TEEEA

fIE oD R3¢ i PH

0~240

KRT A — 2R OEEHIH

= MEEENREDDLZ LIZE T, MARVEEREETLIHERHD 7,

(272 F &R OEE]

spanning-tree port-priority I~ > KO EIZHEVVE T, spanning-tree port-priority I~ > KO ENRWNIGE
i, AR— MESEEA 128 L LCEIMEL £,

[BIE~DFEE]

L

[E%%E

EE D RBREEH]
EMAE, +IERICKBShET,

B
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CEEZHHE]

1. interfacerange =~ N THIMEZHRET 2HE 1L, <vlanid listIIFETE EH A,
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spanning-tree vlan priority

PVST+DO 7 U v VEHREZFRELET,

[ABRH]
fEmoBRE « LH
spanning-tree vlan <vlan id list> priority <priority>
THHMOHIER

no spanning-tree vlan <vlan id list> priority

[AAE—F]
(config)
[INFA—=42]

<vlan id list>
FRIE L7Z VLAN O PVST+ORREZ G L ET,
1. RRT A —Z B O Y E
A TEEEAL

2. fEOBEHPH

<vlan id lis>DFREF L, £z, EOREHFIZOWTIE RIA—F|ZTHRETE HHE] %

TLIEEN,
<priority>
TUy VBEEARELET, HINIWIZEEEENEL Y ET,
4096 DEEET Y v UBGE L L THER LET,
1. AT A — 5 BHEHE O YT E
B TEEEA
2. EORRE
0~61440
3. AT A— 2l RO R HE
TV VERENEDDZ EICL ST, MR VERRREETIHANH £,

[O7 2 FERREDENE]

TV DB 32768 TEMEL £,
LBE~NDEE]

2L

[EXE B RBRZZH]
TR, + <IEAICKRSUET,

B
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CEEZHHE]

L
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spanning-tree vlan transmission-limit

PVST+® hello-time 272 Y [Z1415 T& 5 K BPDU HA R EL T,

[ABRH]
fEmoBRE « LH
spanning-tree vlan <vlan id list> transmission-limit <count>
THHMOHIER

no spanning-tree vlan <vlan id list> transmission-limit

[AAE—F]
(config)
[INFA—=42]

<vlan id list>
X7 L= VLAN O PVST+DKE % Bilit L £ 77,
1. AT A — 2 B OFE
AMETEEEA
2. (EORBEHH
<vlan id list>DFEE ¥, £z, EOREHPAICOVWTIL [T A—FIRETE Al 22K L
TLTEENY,
<count>
hello-time 2472 V) (2345 T & 5K BPDU $ A& L7,
spanning-tree mode =~ > K ¥ 72X spanning-tree vlan mode =~ > FC rapid-pvst (802.1w) %% /& L7z
AT AN/ /XT A—&T9, spanning-tree mode =~ >~ N'¥ 7213 spanning-tree vlan mode =~ > KT
pvst (802.1D) %% L7=3A1E, 1 M%7 VITEETE AR K BPDU UL 3 (EE) THH, A%
EMIEZRLEEA,

1. ARRT 2 — 2 EEHR O HE
B TEEREA
2. fEOREHMA
1~10
[a< > FERREFDENE]
EET& D5 K BPDU 03 3 TEIEL £,

[(BEE~NDFEE
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CEEZHHE]

L
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1 9 Ring Protocol
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axrp

V7 1D 3% E LET, £/, Ring Protocol HRRIZ L EEMARET 5728, config-axrp £ — NIZBAT
LET, REBIZIZV 7 ID % 24 HETHRETEET,
ARREZHIBRLZHE, V7 IDICT TICRESN TS Y 7 ERITHIR S E T,

[AHTH]
TR OBE
axrp <ring id>
O HI R

no axrp <ring id>

[ABE—F]
(config)

(/8T A—4]
<ring id>

Vo7 IDEHEELET,
LY 7B T 2HEIIR—DY 7 IDZEELTEI, BRDV U 710E, Ry hT—7
WCTa2=—27 U 7 IDZREL T EE,
1. ARRT 2 —ZEEHROPIHE
B TEETA
2. (B EHH
1~65535

(372 &R OEE]

L
LBE~DEE]

L
[ERTEED /B 524 ]

REMAERRE, FIERICEET,
EEEIE]

L
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axrp vlan-mapping

VLAN ZL—FIZHH+2 VLAN v v B 7, BEXOVLAN v v B 72845 VLAN #3% € L £
7

[ABRH]
HROBE « BHE
axrp vlan-mapping <mapping id> vlan <vlan id list>
(CE P
axrp vlan-mapping <mapping id> {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list>}
THHROHIFR

no axrp vlan-mapping <mapping id>

[AAE—F]
(config)
[INFA—=42]

<mapping id>
VLAN v v B 7 ID 248 E L £ 7
1. AT X — 2 B WS O Y1 A
A TEEEAL
2. (EORBEHH
1~128
vlan <vlan id list>

VLAN = v B ZIZSMT 5 VLAN 2f8E LE79, VLAN #8HdeET 254613, @EEENTXE

T
1. ARRT A —ZAEWE R O M1 B
BT EEA

2. fHORE P

<vlan id list>DIEEF 1, £72, EORTEHIIZHOWTIT (T A—ZITHETE 5ME] #BRL
TLEEW,

vlan add <vlan id list>
fEEH 7D VLAN U A MBI 5 VLAN ZHE L £ 7,
1. AT A —Z B ORIHIE
HIETEEEA
2. EDRREM

<vlan id list>DIEEF i, £72, EORTEHIIZHOWTIT (RFA—ZITHETE 5ME] #BRL
TLEEEW,

vlan remove <vlan id list>
FREFHE D VLAN U X 22 HIBRT 5 VLAN ZHE L 7,
1. AT A —HBNERO P E
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A TEEEAL

2. [EOBEHH
<vlan id lis>D¥EEFE, £, HOREHMFAICHONWTIT (T A—FITIRETE L] 28R L
TLE&EW,

(272 RO EE]

L

CFEFIA]

1. —2® VLANIZx L THEEO VLAN v~ v B 2 IRETE £ A,

2. il VLAN (2 & T3 VLAN 2% L C VLAN ¥ v BV 7 2 EE TE 8 A,

3. ZHEBEEGHR VLAN A ST a5 VLAN IZH LT VLAN ~ v BV 2 HRETE L8 A,
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axrp-ring-port

Ring Protocol D U > 7' AR— F & L TEMET DA U X 72— RAERELET, HBEATRERA VX 7 =— A
A =YXy F L AT 2—RALR—= " F ¥ RN HT2—ATT,

[AHRH]
fEMOBRE « Z£H
axrp-ring-port <ring id> [shared]
EEHQLETIES

no axrp-ring-port <ring id>

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(NS A—=4]
<ring id>
Vo7 IDEHELET,
1. AT A — 2R OYIHME
AN TEEEL
2. EORRE
1~65535
shared

FIEEPLFY I NIMET D TPy b — RELTEEST 2581, YV o ehhd ) v
IR—FEEELET,

—2oD Y T IDIZKL 2 R— MEETAHAXLENDH Y £,
1. AT A —F B OFHE
BEOY TR —FELTEMELET,

EEEIE]
1. Vo R—=FiE, —20U 7 IDICH LT ORETEET,
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VY ZH=bME, FYRAVTNV=TIHRE LA =Y Ry b U H 72— AR L TRETE £
oo Eo, VT E— MERE LA —F Ky bV H T 2R, Fr RS A= T CRETE &
Hhy U IE— ML, S =Ry b ST 2= ADRT B H— hF ¥ FAA L H T = — AL

RLT, BELTIES,
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control-vlan

M VLAN & L CHEHAT 25 VLAN ZRELE T, Ko~ FTHEELZ VLAN 2 T, U7 RED
B 72 VAT O 7 L — A D% E R ElE LET,

oYy k) — RIZH LT, forwarding-delay-time ZF8ET 2 &, FIHIBERHCHIE VLAN 2 7 4+ 7 —
TAVYITREICEBT2ETCORMERETCEET, AREICELST, FIFVY Yy M/ —FRTOT7 Ty

Vatfilfly L — AR EERERGET 52 E CORMARFHEG T, vAX /) —RPREELLT T v afiliflz
L— L EERICZETEET,

[ABR]
HmOBGE « BH
control-vlan <vlan id> [forwarding-delay-time <seconds>]
TR O HIER

no control-vlan

[ABE—F]
(config—axrp)

(/8T A—4]
<vlan id>

il VLAN & LT % VLAN Z48E L £,
1. AT A —Z ORI E
HigTEEEA
2. f[EORREHH
[RIA—ZIHRETE D] 2ZRL TSN,
2L, Zmawy RTTF 740k VLAN (VLANID=1) IZHEECTE 8 A,
forwarding-delay-time <seconds>

rZ Py b — FTOEBEEENIR Ring Protocol 7' 12 7' AOFELEZ: L1, il VLAN & 7
T—F 4 7 RREICEE T 5 E CORMEZEMN THRELET,

1. AT X —Z B O Y E

VoI R—=bOT v 7th, HRT7+0—F v 7RIECES LET,
2. fHORBEFH

1~65535
3. AT A—ZEHROEESE

KRG A= 2T OHIBRET O BIE, AT A —H %EME LT control-vlan % FikEJ 5 Z & T,
NRT A= DHIBRE LTHRWET,

(372 F &R OEE]

L
BIE~NDEE]
L
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[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

CEFEFIA]

1. Y7 ID BER LT 5il#H VLAN @ VLAN #45E TE £8 A,

2. VLAN 7 — IR &N TS VLAN ZfEE T EH A,

3. ZEEEEM VLAN 28 L T\ % VLAN Zilffl VLAN I[CfRE TE 8 A,

4. Ring Protocol SEAHICAT, FIXHIBREITS &, AR —FFUICE L2 £9, 207D, K
HEer @A T2 xy NU—7 Ok (U 78D b, VT BRETIEERBRHDET, VT
R—=hFTHDHA ¥ 7 x2—R% shutdown IZFRET HRE LT, L—7RBHEAELRVIREIC L BT,
RKav s REATTLTLEEN,

5. forwarding-delay-time (XTI EEETHEIEL £9°,
o MHEEHE) ((EM 2~ Freload, ppupdate 732 & DFEITETe)
® Ring Protocol 7’1 7'F AOFIEE) GEH =~ > F restart axrp FE{TH &)
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disable

Ring Protocol #§REZ HEZHIZ L £,

[AHRH]
TR OBE
disable
THHROHIFR

no disable

[ABE—F]
(config—axrp)
(/NS A—4]

L

[a< Y FERREFDENE]
Ring Protocol BRRIZHZh & 720 F5,

LBE~NDEE]
L

[ERFE IE D JR R 224 ]
REMAES, + ICERICRKRShET,

CEEFIA]

1. Ring Protocol I HIZAR =~ REAJIT % &, RingProtocol #EEN IR L 720 £9°, Z DA, Ring
Protocol #fEZ @M T2 % v U —27 Ok (U 7HpD) b, V7 WBRETIBZENARH Y £7,
VI R=bThHDHA > F 7 =—A% shutdown ([ZEET D70 E LT, L—7NRRAELRVNKREEIZ L
kT, Ravwr REALTLLZEN,
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forwarding-shift-time

Ny b —ROEE, 77y afifill7 L—AOZE/FLEIT O REREREZHELET,
PRERFEDRR T2 L, 77 v afilifll 7 L—La%2ZEL TV RNWEAETH, V7R — R 7 yxy
TIREND T+ T—F 4 VTIRBIZER L ET,

[ABR]
fEmoBRE « LH
forwarding-shift-time {<seconds> | infinity}
THHOHIFR

no forwarding-shift-time

[AAE—F]

(config—axrp)

[INSA—4]
{<seconds> | infinity}
FIL Ty b= FOBA, 7T s a BT L A CORESI B CHE L T

linfinity)] Z8E L7 A XREREAERE 720, 77 v v a7 L—2 2% ET5ETIE, b
TPy M) —=FDY U TR—=MITH T —F 4 R R A,

1. ARRT A —ZAEWE R O B
BT EEA
2. EOBEH

1~65535 F£ 7213 infinity

(a7 > FEEREROBE]
FIUYY R = FOBRE, 7Ty v alilifily L— AOZIER BRI 10 B b 5
[BE~NDEE]

L

EEEIE]

. VAZ ) —RTONNATF =y 7 7L —LOX[EMER, FFYy N —RTO77 vyl
L— LADOZEHHORERH LD b REWEA, ~RA¥ /) — P EHZRIET2 LD LN
b/ —=RDUTHR—= IR Tx T =T 4 CTREIZRD ET, ZTOD, —FEICL—TRRA
TEHBENNRHY ET,

PRERR 2R ET DA, YAX ) —FTONNAT = v 7 OFREREE+HDICEE LTEEHE L
TL7EEW,
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mac-clear-mode

VS OEESRE EIARC, ZUTTH5MACT RLAT—7 1D MR ELE T,

[AB#K]
THRORIE
mac-clear-mode system
TEHROHIBR

no mac-clear-mode

[AAE—F]
(config—axrp)

(/NS A—4]
system

U7 ORERLE BRI, MACT RLAT—7LOExr F V27 YT LET,
1. AT A — 5B O YIHIE

B TE EEA
2. EORREM

L

[ FEREBDENE]
Uy ZR— NEAMIZMAC T RLAF—T L "N A2 27 U7 LET,

[BE~DZE]
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mode

U7 COAREBROBEE— FERELET,
Flo, Vo7HRELT, R Z7HVDOALTF Y A TH LSS, AEENERKLTWD Y 7
DIEME, BLOZEDY T TOREBEONESTZHELET,

[AHTH]
M OBRE - KK
mode transit
O HI R

no mode

[AAE—F]

(config—axrp)

(NS A—=4]
transit
cFovy b/ —RELTEIELET,
1. AT A —Z B OPHIE
HBETEERA
2. EORRE
2L

(27> FERREDOENE]
2L

[BE~NDFEE]

CEEZEIA]
1. Ring Protocol BHfEHIZE— REH, FITHIRZIT O &, AEN —FFIZEE 2 4, 20k
0, ARREZEAT Sy b7 O (V7R b, V=T RRETIBEANHY F9,
Vo IR —FMTHAHA X7 x—A% shutdown [ZERET D70 E LT, W—7BRELBRVIRIEZ LT
ET, KRa<wr FEAHLTLLEEN,
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multi-fault-detection mode

HHY 7GR T OLEEFEERE - FERELET,
ARawr g, V7BV ONTF ) o THRT, WA —FOIAY) 7 ERY 7 LR 7
DOV IR ELET,
[AARH]
THMORE « BH
multi-fault-detection mode transport-only
THHOHIBR

no multi-fault-detection mode

[AHE—F]
(config—axrp)
[T A—=4]
transport-only
SZEBELR 7 L — LOBEEITWET, ZEBEEOEMAIIITVERTA,
1. ART A — ZAE W O M1 iE
B TEEEA
2. fEORBEHPH
2L
[3~< 2 FERSRDENE]
HHV TR T OLEEEGHREITVEE A,

[BE~NDFEE]

[EREMBEA~ D R BRE2H ]
BEMEE S, T ICERICKBSLET,

CEEZFHE]

2L
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multi-fault-detection vlan

L HEEEERADO VLAN 2R ELET, Aax<r FTHRE L VLAN 240 LT, LEREEHREZIT O H
7 L— DG E T L £ T,
Ka<wr Rix, £FV L Z7H00<LF IV o THEROILFEY o 7ERY VIR ELET,

[AARH]
THMORE « BH
multi-fault-detection vlan <vlan id>
THHOHIBR

no multi-fault-detection vlan

[AAE—F]

(config—axrp)

(NS A—=4]
vlan <vlan id>
ZHEEGRICHEN T2 VLAN 248E L7,
1. AT 2 — R B WEHE O YIS
HBETEERA
2. EORRE
(TG A—HZHETEDLME) 2R L TLLIZEN, 2720, ZONTA—XTT 741 b
VLAN (VLANID=1) [IfEETEEEA,

[O7 2 FEAREBDENE]

HHY U TERY DL EREGRAEITOET A,
[BIE~NDEE]

2L
[ERTENEN D AR E24 ]

EEAER, TIGEMAICKMmINET,

s

CFE=IA]

. oV 7R L TV 2L EEEES VLAN O VLAN #8E TE 8 A,

2. ZEMEEEGHA VLAN I, #1# VLAN T#H LT\ % VLAN 25 E T& £H A,
3. VLAN <y B U7 SN TS VLAN ZfEETE £H A,
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name

Vo T EBNT DI DAHERELET,

[AHRH]
HMOBE « LK
name <name>
THHROHIFR

no name

[AAE—F]

(config—axrp)

[T A—=%]
<name>
VU T EBNT DT ODAHERE L ET,
1. AKRT A —ZBUEROYIHME
B TEFEA
2. EORREM
32 XFLNDOLFFNE X TNV T 4+ — bk (") THATRELET, ATTHRRRICFEE, BEFELFE
BT CTT, ANLFINCAN— AR EDRRLTFHEERNGE, LFINEXTNVT +—

(") THEZRS THORETES ET, T, [(NTA-FIHEETE 2 © TIEEDOTFS)
EZHLTIIZEN,

(272 RO EE]

NULL OXCFH R E LET,

[BE~DZE]

L

[EXE B RBREZH]
REMERS, ¥ CICEMcRBRShET.
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vlan-group

Ring Protocol T3 % VLAN 7 /b—7, BLOZED VLAN 7 L—71CHMT 5 VLAN v E 7 ID %
HELET,

—ODY IR K OO VLAN ZV—T7 R ETE £, 72, VLAN 7L —7% “OfEf$ 5 2 &1
£~T, VLAN Z L ICAMABETAET,
[ABRH]
fEmoBE « LH
vlan-group <group id> vlan-mapping <mapping id list>
THHROHIFR

no vlan-group <group id>

[AAE—F]
(config—axrp)
(/NS A—42]
<group id>

Ring Protocol CiEM 3% VLAN 7L —7 1D ZHEL 7,
1. AR X —HEWERO Y E
A TEETA
2. fEOREHMA
1~2
vlan-mapping <mapping id list>
VLAN Z V— 285 VLAN Y vy BV 7 ID Z2ELET, — 2D VLAN Yy BV 7 ID 23 E T

XB1EMN, " IS TY), " (are) EEALTEED VLAN Yy B 7 ID O—EREH TE E
‘g—O

1. AT A — 2 BRSO FIH &
EWTEETA
2. fEOBEHPH
1~128
[O7 2 FERREDENE]

2L

[(BEE~NDFEE
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GEEZEIE]
1. ®AAYU 7O VLAN ZLb—FIZE—D VLAN = v U I RBESNTWBEEES, ZnbnlY 7T

Fl—AR—1rZ2V 7R —NMIFEETEETA, 2L, WHEIV 7 THDY 7 HR— 1 (shared F5E
DY TR=F) OLEFIIEETEET,
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2 O IGMP snooping
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20 IGMP snooping

ip igmp snooping (global)

ALEE T, IGMP snooping HEREZ 1L L $ 9,

[AB#K]
THEW|OBIE
no ip igmp snooping
THE WO HIBR

ip igmp snooping

[AAE—F]

(config)

[INFA—=42]

L

[a7 Y FERREDOENE]

A%ERE T, IGMP snooping H#EREA A LET,
LRE~NDFE]
IGMP snooping #EEE/ME: 1 L F 9,

[ERFE IE D JR R 224 ]
EMETS, FIRBRShET,

B

CEEFIA]

1. noip igmp snooping =~ > R&FRE L7258, AHEE T IGMP snooping NN £, £D720,
VLAN A > # 7 =— AT ip igmp snooping 2~ > FEZRELTH, #&HA ¥ 7 x—ATIGMP
snooping N AT/ D EH A,
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ip igmp snooping (VLAN 4 >4 7 £ —X)

VLAN A > # 7 =— AT, IGMP snooping HERE & AN L £7,

[AB#K]
THEW|OBIE
ip igmp snooping
THE WO HIBR

no ip igmp snooping

[ABE—F]
(config—if)
VLAN A V% 7 =— A

(NS A—=4]
L

[0 > FERREOENE]
L

LBE~NDEE]
L

[ERTEED Iz B 5244 ]

1. Za—2 a7 47 b—3 3 %F— KTCnoipigmp snooping I~ > RERE LIGE, AEET
IGMP snooping 2AMERNZ/2 0 £3°, ZD7-%, Ka<wr FERELTH, #YA ¥ 72— AT IGMP
snooping N AN/ D EHA,
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ip igmp snooping fast-leave

VLAN A > 7 = — AT, IGMP Leave 3 & (N IGMPv3 Report (BEZER) %2315 L7254, T<IC#%Y
A= b ~O=VF X ¥ X NBEEFEEEILELET,

[AHRH]
fEORE
ip igmp snooping fast-leave
THHMOHIER

no ip igmp snooping fast-leave

[AAE—F]
(config—if)
VLAN A V% 7 =— A

(NS A—=4]
L
[O7 2 FEREBDENE]

IGMP Leave 3 & UV IGMPv3 Report  (BEEER) %5205 L7256, 4R — MIFA—~AFF ¥ X b7 L—
TDAUNPHFIEL RN L E2fER LT, AT R MEGEEELELET, Lo T, IGMP Leave 38 LT}
IGMPv3 Report (BfEfiiEER) Z2%(EL7zb e b, MRAHEOM GBM (F7 4L M) EvArTFFr 2
NEE D MR L E T

[BE~DZE]

CEEZHE]

1. AKa<y F&Ei#ELTIGMP Leave 33 L TN IGMPv3 Report (BERLBESR) 212 L7-5A, 3 <0y
R—= b ~D<LFF¥ A MNBEEZEILLET, TOED, ZUKR— MIFE—~LVFF¥r A T L—7
WKHIALTWA AU AREIET DHE, SU A A~DS LT Fr A MBRIEN—HRICEL LET,
ZOWE, EY AL INEO IGMP Report (MIAZER) #HEZETHZ LT, vALF X 2 MEFIX
HBLET,
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20 IGMP snooping

ip igmp snooping mrouter

VLAN A V% 72— AT, wLVFF v A M—HFR— b EEELET,

[ABRH]
TR oORBE
ip igmp snooping mrouter interface <interface type> <interface number>
THHMOHIER

no ip igmp snooping mrouter interface <interface type> <interface number>

[ABE—F]
(config—if)
VLAN A V% 7 =— A

[N A=4]
<interface type> <interface number>
YNF XY A DM —LZR—= bERET DA F T 2= AERELET,
1. AT A — 2B O YIH A
A TEEEAL
2. (EDRREHH
<interface type> <interface number>(Z1L, RIZRT A ¥ 7 = — AT N—TIZxHET DA ¥
Tx—2AABIOA V2 72— AFFZERBECTEET, BT, (RTA—FIHETEHME] O
(WA 27 == ADIEFE] 2ZRLTIIZEW,
A=V Xy b I T 2=
s R—= " F XY RNV H T 2—R
[3~< 2 FERSRDENE]

L

[BE~NDFEE]

CFE%E]
1. Y%A ¥ 7 = — AT ip igmp snooping FEED 2V GE, AHERRITEIEL 8 A,

2. BAR—=FrF¥RNA L EZT2—AD—EDR— o< /LFXy A ML—FR—MNIFETxXETAL, —
HOR— h &2 /LF X ¥ X M—FKR— MNUEE LGS, YA — NIz £,
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20 IGMP snooping

ip igmp snooping mrouter discovery

VLAN A U # 7 2 — AT, w/VFFXx¥ A M —FERATHEMR Ny NEJIZHELET, vV TF Xy
A RN —Z BRI UTZ5GEA, %495 VLANBRET SR — a2~ TFF v 2 hL—FR— K& LTEIC
HELET,

[AARH]
fEORBE
ip igmp snooping mrouter discovery igmp
ip igmp snooping mrouter discovery pim
THHROHIFR
no ip igmp snooping mrouter discovery igmp

no ip igmp snooping mrouter discovery pim

[AAE—F]
(config—if)
VLAN A % 7 =— A

[T A—=4]
igmp
IGMP /N7y M H BRI RICLET,
1. AT 2 — BB O Y E
B TEEEA
2. f[EORREHH
L
pim
PIM "y MEBERRRICLET,
1. AT 2 —Z B O Y E
B TEEEA
2. EDORREM
2L

[O7 2 FERREDENE]
IGMP /v b, PIM X7 v b & HICERRIZLEE A,

[(BEE~NDFEE
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20 IGMP snooping

CEEFE]
L Aavy REBIBRLEZSAE, %475 VLAN R 58— hTHREI L7Zv A F % ¢ 2 bb— 2 15#
VT LET,
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20 IGMP snooping

ip igmp snooping mrouter discovery extension

YT F X A D= ZERORFFFH OMF 2R E L ET,

[ABRH]
THMORE « BH
ip igmp snooping mrouter discovery extension <seconds>
THHOHIBR

no ip igmp snooping mrouter discovery extension

[AAE—F]
(config)

[INFA—=42]
<seconds>

A Lo~ T F v A bb— ZERORFER OB AR THRELE T,
1. AT X —HEWEROYIHE
BT EEA
2. fEORERF
1~86400 (7))
[3< 2 FERREFDENE]
TRFFIRERH O IR 0 1272 0 £77,

[BE~DZE]
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20 IGMP snooping

ip igmp snooping mrouter logging

no ip igmp snooping mrouter logging X ERF, v/ T F ¥ R ML—FBAICEAT LA A v =DM &M
ELES,
[AARH]
THHR O E
no ip igmp snooping mrouter logging
THHOHIBR

ip igmp snooping mrouter logging

[ADE—F]
(config)
(NS A—=4]
2L
[O7 2 FERREFDENE]
VT Xy A R—ZRANCETAEMA v E—V R LET,
LBE~DEE]
2L
[ERTEED Iz B 5244 ]
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20 IGMP snooping

ip igmp snooping querier

VLAN A % 7 =— AT, IGMP 7 =V 7Hte 2 AN L£9,

[AB#K]
THRORIE
ip igmp snooping querier
TEHROHIBR

no ip igmp snooping querier

[ABE—F]
(config—if)
VLAN A V% 7 =— A

(NS A—=4]
L

[0 > FERREOENE]
L

LBE~NDEE]
L

[ERTEED Iz B 5244 ]

1. %A ¥ 7 =—R|T ip igmp snooping DFFEN LWV E, ERILIP 7 RLAREZ L TWRN
7 THEERITEMEL £ A,
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20 IGMP snooping

ip igmp snooping query-interval

VLAN A V' &# 7 = — R T, HEENLEITEET 2 IGMP Query A v —VOREMBERE L 7

[ABRH]
THMORE « BH
ip igmp snooping query-interval <seconds>
THHOHIBR

no ip igmp snooping query-interval

[ABE—F]
(config—if)
VLAN A V% 7 =— A

[R5 A—=4]
<seconds>
Query * v & — Y ORI ZHEMA TIHEL £
1 ART A — 2 B O YIHHE
BT EEA
2. fEOREHA
1~300 ()

[O<7 2 FERREFDENE]
125 B CEMEL £97,

[BE~DFE]

IGMP 7 = U TH§BE & ERH IR~ REETET D L, TA—IHERNR—FERICEX A LT T RN THIE
BHYET,

CEEZFHE]

1. IGMPv2 CiEM L CW DA, fhlEE %24 3ei% Y VLAN N T, IGMP Query # v & — VU ERIMEZ2 A
o=y RCRH UEIZERE LTSN,
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21 MLD snooping

2 1 MLD snooping
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21 MLD snooping

ipv6 mld snooping (global)

AL, MLD snooping #EREZ #1E L ¥ 9,

[AB#K]
THEW|OBIE
no ipv6 mld snooping
THE WO HIBR

ipv6 mld snooping

[AAE—F]

(config)

[INFA—=42]

L

[a7 Y FERREDOENE]

A%ERE T, MLD snooping HEAEZ AN L £ 4,
LRIE~NDEE]
MLD snooping #$RE2M& 1 L E 7,

[ERFE IE D JR R 224 ]
EMETS, FIRBRShET,

B

CEEFIA]

1. o ipv6 mld snooping % F%7E L7=¥56, A%EE T MLD snooping 230272 0 £9°, £D7=%, VLAN A
VA7 x2—ATipv6mld snooping 2~ FEZRELTH, %A > ¥ 7 x— AT MLD snooping 23H %)
270 =¥ A,
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21 MLD snooping

ipvé mld snooping (VLAN 4 >R 7 —X)

VLAN A > % 7 = —AC, MLD snooping H§EEZ HN LE7,

[AB#K]
THEW|OBIE
ipv6 mld snooping
THE WO HIBR

no ipv6 mld snooping

[ABE—F]
(config—if)
VLAN A V% 7 =— A

(NS A—=4]
L

[0 > FERREOENE]
L

LBE~NDEE]
L

[ERTEED Iz B 5244 ]

1. Zu—sLar7 47 L—3 3 %F— KTnoipvé mld snooping 2~ > RERE LTI-HE, AREET
MLD snooping 2AMEZNZ /20 £, TD1-H, Ka<wr REREL TS, #%YUA 47 2—ATMLD
snooping N AN/ D EHA,
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21 MLD snooping

ipv6 mld snooping mrouter

VLAN A V% 72— AT, wLVFF v A M—HFR— b EEELET,

[ABRH]
TR oORBE
ipv6 mld snooping mrouter interface <interface type> <interface number>
THHMOHIER

no ipv6 mld snooping mrouter interface <interface type> <interface number>

[ABE—F]
(config—if)
VLAN A V% 7 =— A

[N A=4]
<interface type> <interface number>
YNF XY A DM —LZR—= bERET DA F T 2= AERELET,
1. AT A — 2B O YIH A
A TEEEAL
2. (EDRREHH
<interface type> <interface number>(Z1L, RIZRT A ¥ 7 = — AT N—TIZxHET DA ¥
Tx—2AABIOA V2 72— AFFZERBECTEET, BT, (RTA—FIHETEHME] O
(WA 27 == ADIEFE] 2ZRLTIIZEW,
A=V Xy b I T 2=
s R—= " F XY RNV H T 2—R
[3~< 2 FERSRDENE]

L

[BE~NDFEE]

CFE%E]
1. Y%A ¥ 7 = — AT ipv6 mld snooping DIFEN 72 WG, AEEIXEIMEL EH A,

2. BAR—=FrF¥RNA L EZT2—AD—EDR— o< /LFXy A ML—FR—MNIFETxXETAL, —
HOR— h &2 /LF X ¥ X M—FKR— MNUEE LGS, YA — NIz £,
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21 MLD snooping

ipv6 mld snooping querier

VLAN A % 7 = — AT, MLD 7 = U TIBeA AN L £,

[ABRH]
THMORE
ipv6 mld snooping querier [<ipv6 address>]
THHOHIBR

no ipv6 mld snooping querier

[ABE—F]
(config-if)
VLAN A V% 7 =— A

(NS A—=4]
<ipv6 address>
MLD 7 = ) 7HEFE TiX{E9 5 MLD Query X v E—YDRETL IPV6 7 FL AR EL £,
1. AT A — 2RI OYIHME
MLD 7 = U 7HREAEIE L ¥ A
2. fEOBEHA

IPv6 V27 a—hn7 RLAZan U itidECTRELET,

(27> FERREDOENE]
2L

BIE~DEE]

2L

[ERFE IE D JR R 224 ]
EMETS, FIRBRShET,

B

CEEZFHE]

1. Y%A ¥ 7 = — AT ipv6 mld snooping DIEENRWEGE, FILIPv6 7 L A ZRE L TV
@, MLD 7 = U 7ESHEIXEIE L £H A,
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22 IPv4 iBiE

$58 IPABT71I—2X
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22 IPv4 &fE

arp

ALT 47 ARP T —7 VEAER LET, ARP ZHAH— F LTRGBS TH 554, IPv4
T RUVALYET RLUADERPTEIRNED, HHNUDAZT v 27 ARP 7 — 7 VEAER L THEL L
EZRHYET,
[AARH]
THHRORE « BH

arp <ip address> interface vlan <vlan id> <mac address>
THHOHIBR

no arp <ip address> [interface vlan <vlan id>]

[ABE—F]
(config)
[N A—=4]

<ip address>
X7 ARKRYy T IPVAT FLAEIBELET,
1. ART A —ZBMEREO Y
A CTExEFA
interface vlan <vlan id>
VLANID ##8E L £,
L AT A= Z RO U
THRORE « A
B TEERHA
HE ORI
FCRI ARy T IPvET RLADAZT 4 v 7 ARP BWEEH L 5EITEE TE EE A,
2. EOREHE
<vlan id>{Z 1 interface vlan =~ K Ci% & L7= VLANID Zf5E€ L £,
<mac address>
BHREMAC T RLA (v /=h - 77—~ ) ZEELET,
1. AT A —ZEBWEREOYIHE
A TEEHA
2. (EOFXE I
0000.0000.0000 ~fftf.ffff. fff

(272 FEREOEE]

L
LBE~NDEE]
L
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22 IPv4 &fE

[EXEED R BREEH]

AN

BEFE%, ¢ <IOERAICKmENET,

Re
fi

[FEEHE]
el
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22 IPv4 &fE

arp max-send-count

ARP 2Ry b ORRIEEEEEFEL £,

[AARH]
THHRORE « BH
arp max-send-count <count>
THEHOHIBR

no arp max-send-count
[ABE—F]

(config—if)

VLAN A ' Z 7 = —RA
[N A—=4]
<count>
ARP RNy b DR KEEREZEE L ET,

L FRT A— 2R OYIHIE
BT EEA

2. (BB EHH
1~10 ([al)

[O<7 > FEREOENE]
ARP ZR Xy DO KREEREIX 1 B & 2D 7,

[BE~DZE]

L

[ERFE IE D R R 224 ]
REMAES, +ICERICRKRShET,
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22 IPv4 &fE

arp send-interval

ARP RNy bOEEY M T A HREEE L £,

[AB#K]
HRORIE « BHE
arp send-interval <seconds>
TEHROHIBR

no arp send-interval
[ABE—F]

(config—if)

VLAN A & 7 = — A

[N A—=4]
<seconds>
ARP EXR Ay hOEEY FTABERELET,

L FRT A— 2R OYIHIE
BT EEA

2. EOBEHH
1~10 (7))

(a7 > FEEREROBE]
ARP ZR/Y y L OEFY T A BRI 2 B &R0 £

[BE~DZE]

[ERFE IE D R R 224 ]
REMAES, +ICERICRKRShET,

CFEEE]
el
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22 IPv4 &fE

arp timeout

ARP X ¥ v aF—7 Nz —I 0 JIEMEEELET,

[AARH]
THHRORE « BH
arp timeout <seconds>
THEHOHIBR

no arp timeout

[ABE—F]
(config—if)

VLAN A & 7 = — A

[N A—=4]
<seconds>
ARP ¥ ¥ v aF—7 Lz — 0 S A E L ET,

L FRT A— 2R OYIHIE
BT EEA

2. fEORERDH
60~86400 (F)

(272 &R OEE]

ARP ¥ v v 2T —T7 DT — 0 ZIFRIT 14400 B (4 FFRE) & 720 £9,

[BE~DZE]

i

[ERFE IE D R R 224 ]
REMAES, +ICERICRKRShET,

CEEZFHE]
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22 IPv4 &fE

ip address

HIPv4 7 RLAZFRELET,

[ABRH]
THHRORE « BH
ip address <ip address> <subnet mask> [secondary]
THEHOHIBR

no ip address <ip address>

[ABE—F]
(config—if)
VLAN A V% 7 =— A

[N A=4]
<ip address>
HIPv4 7 KL AZHRELET,

L FRT A— 2R OYIHIE
BT EEA

<subnet mask>
TRy bR ERELET,

1 KT A= H RO HHHE
HIETE EEA

2. fEOBREHIH

BT %y b= A7 1 128.0.0.0~255.255.255.255 (B ML TWAHZ L)
secondary

< ILVFR—LDOBRHICE I X REERIEELET,

1. ART X —H AR HIHE
TIAVREL RV ET, AT HR—LDEAETYH, 774 VREELZ—DOHLTHREL TR
N,

2. (EOREHRH
L

[O<7 2 FERREFDEIE]
el

BIE~NDEE]
L

[E%FE I8 D R BR 224 ]
A%, F<IERIC S NET,

s
Fi
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22 IPv4 &fE

CEEZHHE]

1. IPvd 7 RLRAEZEET I, REFADIPvE T NLAZHIRLIZHE, HTLWIPVE T RL 2%
BHELTLIEEN,
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22 IPv4 &fE

ip mtu

AVHE T2 —ATOEEFEIPMTU EEZHELE7,

[AB#K]
HRORIE « BHE
ip mtu <length>
TEHROHIBR

no ip mtu

[ABE—F]
(config—if)
VLAN A V% 7 =— A

(/85 A—=4]
<length>
AL ET 2= ATOREIPMIU BZEELET, EERIZIER—F MITUBRTRELZT7 L—LaKE
ARG A—ZEELBL, NEWHOEEZZYA 2 72— AOPMTUKR L LTHEMALET,
7B, B—FMIUBRTRELLZ7 L —LoEiImu 3~ FEBRLTIEEN,
ERA L TW5A IPMTU £, #f=~ 2 K show ip interface THER L TL 72 &0,

1 KT A= HIEREOFHHE
BT EEA

2. EOREFH
128~9216 (Byte)

[a< > FERREFDENE]
R—F MTU S TRELZY L—A4FE (Byte) #IPMTUE & LT LET,

[BE~DZE]

L

CEEZFHE]

1. /=% %Xy bOIPMTIUEIE, R—F MTUFERTHRELZ7 L—LE L IPMTU Off & % g4 5 7=
o, A EIPMTU % 1500 £ 0 REVEICRET 5 & &1, ipmtu OREZT TR, A—F
MTU fEH O mtu OFFE LR L TS0,

388



22 IPv4 &fE

ip route

IPv4 DAZT 4 v 7 IREERELET,

[ABRH]
THHROE
ip route <ipv4 prefix> <mask> <nexthop address>
THEHOHIBR

no ip route <ipv4 prefix> <mask> <nexthop address>

[AAE—F]
(config)
(/NS A—4]

<ipv4 prefix>
SESEIPVA 7 R L AZSRELET,

1. AT A—ZEMEREOYIIE
A TEEEAL
2. fHORBEHH
IPv4 7 RLAZFRELET,
<ipv4 prefix>D<mask>FEPH/L O E > M0 I LTS ZE0,

<mask>
S IPVE 7 RLADFR Yy b~ A7 HHEELET,

1 KT A= HIEREOFHHE
BT EEA

2. fEOREFH
IPvd 7 RL A~ A7 2EELET,
T RULASAZ % 2 EEUTEB LTS, BOINC0 &5y FUKIZTRTO &A% L5 ICHEE
LTL7Z&EW,

<nexthop address>
FURBEDOR T A MRy T T RUAERRELET,

1 AT A— 2R ORI E
HETEEEA

2. (EOREHRH
IPv4 7 RL2AZFELET,

[T FEREBDENE]
IPv4 AZ T (v 7 #RBEEAR L EH A,

[BIE~DFEE]

L
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22 IPv4 &fE

[EXEED R BREEH]

AN

BEFE%, ¢ <IOERAICKmENET,

Re
fi

[FEEHE]
el
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23 IPv6 S

23
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23 IPv6 &fE§

ipv6 address

HIPv6 7 RLAZFREL £,

[ABRH]
THHRORE « BH
ipv6 address { <ipv6 address>[/<prefixlen>] | <ipv6 prefix>[/<prefixlen>] }
ipv6 address <ipv6 address> link-local
THEHOHIBR
no ipv6 address { <ipv6 address>[/<prefixlen>] | <ipv6 prefix>[/<prefixlen>] }

no ipv6 address <ipv6 address>

[ABE—F]
(config—if)
VLAN A V' Z 7 = — R

(/X5 A—=4]
<ipv6 address>
HIPv6 7 KL AZfEE L £,

1 ANRT A= Z B O HE
HETEEEA

2. fEOBREHIH
IPv6 7 —/ L7 RL A, IPv6 Vo7 a—i L7 RL2&xan U iETHRELET,
<ipvé6 prefix>
IPv6 L7 4w 7 AEEELET, A X 7x— A IDHEABHRELTIHRSICEELET, B
BETHHEIEL, BTV T7 4 v 7 ARICHAEZRELTITEEN,
1. AT A —ZHBWEEREO Y HE
B TExEHA

2. fEOREHAE
IPV6 7 RLADA v H 72— A—IDENTXTODIPV6 L7 4 v 7 AN THRELET, -
721, fe80::0 IXfgEART TI,

/<prefixlen>
TV 4 v I AREREELET,

1. ART A —ZBEREO Y
64

2. (EOREHRH
1~128 ZHHE L £ 7,

link-local
ipv6 enable TAEM SN D HEVERY v /v — % EEELET,

1 KT A= HEREOHHHE
I TEEEA
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(272 FERBEOEE]
% fED R BREZH ]

L

=]

[

IPv6 & {
L

23

MBS ET,

[

s
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23 IPv6 &fE§

ipv6 enable

IPv6 7 RV A ZHHT LA ICHELET,
ARawr RERBETDHEBHAERY V77 RLARERSINET,

[AHRH]
fEMOE

ipv6 enable
TEWOHIER

no ipvo6 enable

[AAE—F]
(config—if)
VLAN A V% 7 =— A

(NS A—=4]
L
[O7 2 FEREBDENE]

IPv6 7 FLAZMHTE EH A,
IPv6 7 KL A& 4 535412, ipv6 enable Z457E L TL 72 &,

[BE~DZE]
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23 IPv6 &fE§

ipv6 icmp error-interval

ICMPv6 =7 —DikFHREHRE LT,

[ABRH]
fEmoBRE « LH
ipv6 icmp error-interval <milli seconds>
THHMOHIER

no ipv6 icmp error-interval

[AAE—F]
(config)
[INFA—=42]

<milli seconds>

ICMP =7 — X vt —UROR/NEHZRELET, 0 2HET D & XERRICE D ICMP =7 — X
oy FEEORIBREI TV E R A,

L FRT A= EUEROYHE
BT EEA

2. fEOBREHAE
0~2147483647 (2 V)

[O<7 2 FERREFDENE]

ICMPv6 = Z — DO EFMMEIZ 1000 S VR E 220 £5,
LBE~DEE]

L

[ERFE IE D JR R 224 ]
EMAES, +IERICKBShET,

B

CEEZFHE]

1. FEEROFEMRL, ICMPve =7 — 2R ET 25 EDORKEOT VT 4 v 7 ARIZE T, BEMD 257

D15 16 5D 1 FREIZ2D5E808H0 £,
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23 IPv6 &fE§

ipv6 nd accept-ra

N—BREA Yy E—VEZELT, AT— LAY RLVAHBEREETLET,

[AB#K]
HEW|ORGE - BE

ipv6 nd accept-ra [default-gateway]
THE WO HIBR

no ipv6 nd accept-ra

[ABE—F]
(config—if)

VLAN A & 7 = — A

[N A=4]
default-gateway

ZELIENV—HFILEA Y=V ORIEILT RLAEZR I A MKy TT RLALE LET 740 MK E
BINLET,

1. AT A —ZEWEOWHE
T 7 4V MEREEBMLUEREA,

2. fEOBREHIHE
L

(a7 > FEEREROBE]
V=B EEA v —VRREC LB AT — LAT FLA BB & FHM L £ A,

[BE~NDFEE]

CEEZFHE]

. RavwU RERELTALZ T 2—AT, V—FREAvE—UNLEBAERINTIPV6 7 KL A
LXOT 740 MREEIL, Ka~vr FOREEET - IR LD E bAFHRNM T2 ETHELE
T, REEALEE - Bl LZEZICHEVER IPV6 7 RLAB LT 7 /L MR ZHIE L2 WA,
AVE T2 =R WVD L AF T SETHhD, BET v 7IHETLEIN,

2. default-gateway /N7 A — X B A X 7 = — A THE LILHE, X0 default-gateway /X7 A — & %
RELIA VE 72— RAEEEDNV—EZPFEEL, BEONV—ZIKEA v —VEZET L5E,
BEOT 7+ MEENMERSNET, BIRSNDT 7 40 MEEIE, BShEEFBLOFR7 2
Ry 77 FLZADL—Z OWREETHIREY £,

3. BEOALVHE T 2—ATERaAav Y REBELTC, TNENDOA U E T 2—A LOAV—2RE LT
T4 AMEREN—ZIEEA =D TEA L WIS, B4 U4 T 2= AR LTV
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23

IPv6 &15

T4y I ADIPV6 T RUANER SN ES, F£72, ipv6address 2~ R CFERE LI IPV6 7 KL
ADTVT 4y P ALE LT VT 4w 7 A&BMTON—FEEAvE—VaRETLHE, RLTL
T4 T ADIPV6 T RLUAPNEEEAET L Z NV ET, EHLH08AL, *y hU— 7 #kici
DBRT2NDy, N—BZREA v —UREAAT DN — X OFRELHERL T EEV,

ipv6 address T~ > RIZ X B FERRE, BIOL—ZKERA v —UZEICLY THHLLED IPv6 7 o —
SNNVT RUARAL VBT 2 —RAZEESNIREET, FHT VT 4 v 7 AEREEGLLV—ZREA ¥
t—TEZELTYH, TOTVLT 47 ADIPv6 7 KL ATHEAER SN E R A, ipv6 address =1~ >
RIZE D FEND IPv6 72— LT RUAREL, V—FIEEA v E—VICL2HBRET R A%
WP BT, A UF T =AY THEETHRETEET,
AET2—=AY0DOT7 RLAEO ERTEHER L7 v 7 AFEROT FLARNERENLRWEAT
b, BUTDIT VY 4 v AOEMRKITERSNET, ERZBL V=¥ EEA v —T 2l
LWL —FERELTLIEEN,
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23 IPv6 &fE§

ipv6 neighbor

AHT 47 NDP 7 —7 NVEMERLET, NDP ZHHR— |k L TWRWEERERE SN TV 558, IPv6
T RUALYET RUADEBHRNTERND, HHNLDAZT 4 v 27 NDP 7 —7 VAR L THE &
EZRHYET,
[AARH]
THMORE « BH

ipv6 neighbor <ipv6 address> interface vlan <vlan id> <mac address>
THHOHIBR

no ipv6 neighbor <ipv6 address> [interface vlan <vlan id>]

[ABE—F]
(config)
[N A—=4]

<ipv6 address>
X7 ARKRYFIPV6 T FLAEIEELET,
1. AT A —ZEREOHIHME
A TEEREA,
interface vlan <vlan id>
VLANID ##8E L £,
1. ART X —Z AR O H)
THRORE « A
B TEERHA
5 D HIl BRI
FLCX7 ARy T IPv6 7 RLADAZT 4 v 7 NDP B3 DG G ITEM TE EEA.
2. EOREHE
<vlan id>{Z 1 interface vlan =~ K Ci% & L7= VLANID Zf5E€ L £,

<mac address>
BHSEMACT RLA (fx /=) 74—~ ) BHELET,
1. AT A —ZEBWEREOYIHE
B TExEHA
2. (EOFXE I
0000.0000.0000 ~feff. ffff.ffff

L, wVFXYABRMACT R A GEEHAA ROKRTAE Y b3 1 O7 FLR) [ TRET
TEEA

(372 F &R OEE]

2L
BE~NDEE
L
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[EXEED R BREEH]

AN

BEFE%, ¢ <IOERAICKmENET,

Re
fi

[FEEHE]
el
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ipv6 route

IPV6 AXT 4 v 7R EERLET,

[ABRH]
fEmoBRE « LH
ipv6 route <ipv6 prefix>/<prefix len> <nexthop address> [<interface type> <interface number>]
THHMOHIER

no ipv6 route <ipv6 prefix>/<prefix len> <nexthop address> [<interface type> <interface number>]

[AAE—F]
(config)
[INFA—=42]

<ipvé prefix>
SRS IPV6 TV T v 7 ABRFRELE T,
1 AT A—ZBIEREOAHHE
A TEEEAL
2. fHORBEHH
<ipv6 prefix>IL IPv6 'L 7 4 v 7 A%RELET,
<ipv6 prefix>D<prefix len>THE L7ZLEOE > MI0IZ LT ZIW,
<prefix len>
TV 4 v I ARERELET,
1 KT A= H RO HHHE
B TEEEA
2. fHORBREHH
0~128 (10 %) Z4EEL £,
<nexthop address>
IPv6 X7 A PRy 7T RUAZRELET, IPv6 U7 m—UNT RLUARERIL, AT A—=Z0
HEIA VT 2 —AFBEL T EE,
1. AT A—ZAMREOYIIE
A TEEEAL
2. fEORBEHH
IPv6 7 v — L7 RLA, IPv6 A hE—H T FL A, E72idIPv6 U7 n—hLy RL A%
fEELET,
<interface type> <interface number>
FIANR Y TEFRRT DT2DDA 27 2 —AEELET,
<nexthop address>|Z IPv6 U >/ e —H /L7 RLRAZHRE LGS, RAXTA—H T X T2 — A%
fEEL TS,
1. AT A—ZAMREOYIHIE
FIANK Y TERRT DTDDA VBT 2 — A EELER A,
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2. (B E i
<interface type> <interface number>|Z1%, RITRTA ¥ 7 = — AR 7 )N —TITRIET DA &
72— AABLOA V72— RAFFEMETEET, FFMIT, T A—FITHRETE 5] ©
(WA 27 =—ADERE] 2SR L TIIEIN,
*VLAN A X 7 = — A
[3< 2 FEEREFDENE]
IPv6 AT 1 v 7 & AR L EH A,
BE~DEE
mL
[BREMED R BRE2H]
WEME TR, T IERIIKBSILET,

CEEZHHE]

1. RTARNKYyTT RLVRIZHRETE DD, REBOA LV F 72— RAIRELIZT FLAERLT L
T4 I ATHDLEET DEEDOT KL AT TY,
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24 IW—TNyv o423 —X
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=Ty 4287 —R

interface loopback

N—T Ny I A AT x—AEBICBELET,

[AB#K]
THRORIE
interface loopback 0
TEHROHIBR

no interface loopback 0

[AAE—F]
(config)

[INFA—=42]
0

N—T RNy I A4 BT x—AEELET,

1 KT A =2 IR OHHHE

BT EEA
2. fEOBREHIH
L
[O7 > FEREBDENE]

L
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ip address (loopback)

N—T Ny I A ETz2—ADIPT RLAZEELET,

[AB#K]
THRORIE
ip address <ip address>
TEHROHIBR

no ip address

[ABE—F]
(config—if)

N—T Ry P BT z—A

(NS A—=4]
<ip address>
N—T Ny I A BT 2—ADIPvd T RLAZEBELET, HETEXSIPv T RL AT —27EIFT
T, BEEEL TORBICIHELIZLORENIRY £7,
1. AT X —ZEREEOYHE
B CTEEHA
[av Y FERREOEE]

L
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ipv6 address (loopback)

N—T Ny I A B T2 —ADIPv6 T RLAZIEELET,
AKza< Ridipvbenable 2~ FOREICHPOOLTHETEET,

[AHRH]
fEMOE
ipv6 address <ipv6 address>
THHMOHIER

no ipv6 address

[AAE—F]
(config—if)

N—T Ry P BT z—A

[T A—4]
<ipv6 address>
N—=TNRy A BT =2—ADIPv6 7 FLAZELET,

1. AT A —FEIKEOHSE
B CcEEHA

2. fEOBREHIHE
IPv6 7 — ST RL A2 an BETIHELET, HETX A IPv6 7 RL A F—272 0 T,
BEBT L TCHORBICIEBELEZLONEMT/R0ET, IPv6 V7 u—0AT7 RLAIRETE
T A,

(272 &R OEE]

L
LBE~DEE]

L
[ERTEED /B 524 ]

REMEEFERS, TITERICRIENE T,
EEEIE]

L
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2 5 DHCP H—/\#gE
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client-name

IIAT Y MNIEAATAHRA NGA T v a v BRELET, SR MA TV a0E, BEIP T KL AR
TIIAT Y NBMERTHHRA N E L TEDIVET,
[AARK]
THEROBRE « BH
client-name <Host Name>
T D Hl b
no client-name
[AAE—F]
(dhcp-config)
[N A—4]
<Host Name>

IIAT v FNOLETERELET, ¥4 T 27 ZOHIRICOVWTIE, RFCI035 2L T FEW,

L FRT A= EUEROYHE
BT EEA

2. [HOBREHMA
R 14 LFDORA 4

(a7 Y FEBROEE]
L

[BE~DZE]

[EXEMED R BREH]

REMELS, TITHEAICKBRENET,

CEEZFHE]
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default-router

TIAT v NIRRT HDN—FF T a v BRELET, V=2 AT allE, 74TV IR T Ry
FrEOAL—2TP T FLRA (F74 NV hv—%) ELTHERFRERIP T FLADY X N TY,

[ABRH]
THHRORIE « BHE
default-router <IP Address> [<IP Address>...]
THHOHIBR

no default-router

[AAE—F]
(dhcp-config)

[T A—=4]
<IP Address> [<IP Address>...]

IIGAT Y OV TRy hEOAL—FIPT RLA (F7 4/ M—%) ZHRELET, A—F B
EDOEWSDOELENDIEICIEELET,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIH
WITRTT FLRITRIETE T8 A,
- 127.0.0.0~127.255.255.255
« 7T AA, B, CUSNDT KL A
[O<7 > FEREOEE]
2L (REEETIE, V=247 a w2800 b0, BATA2IPT FLALFEUEEZLV—Z4T
VA ICRELTIZ IAT Vv MIELET),

[BE~NDFEE]

CEEFHE]

1. FEFARERY— DT KL ZZDHCP 7 KL A/ — M7= 0 K 16 AT,
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dns-server

I IAT Y MCEARTT D RAA U R— L —N"F T a v EIRELET, RAS UV R—bY—"FT g
%, 7747 P THIMATEEZR DNS =D IP 7 KL 2 Y A R TT,
[ABRH]
THHRORIE « BHE
dns-server <IP Address> [<IP Address>...]
THEHOHIBR

no dns-server

[AAE—F]
(dhcp-config)

[T A—=4]
<IP Address> [<IP Address>...]

I AT MCRIARHREZR DNS 4 — "D IP 7 L AZRELE T, =7 KL A%, ERED
MWL OEENGIEICEEE LET,

L FRT A— 2R OYHIE
B TEEEA

2. fEOREFRH
WITRTT FLRITRIETE T8 A,
+ 127.0.0.0~127.255.255.255
« VT AA, B, CUSNDT KL X
[O<7 2 FERREFDENE]

L

CEEZFHE]

1. BREWHERY— DT RLVAZDHCP 7 KL A7 —147=0) K 16 6 CT7,
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domain-name

TIAT Y MNIEAAT D RAL A= F T a v BRELET, RAAS U F—LFTvaliX, 794
T2 N CEATIP 7 R L ACH T DEMENRE RAAL VR =LAV AT LA TITHIRAIL, 7T7A4T 2 bMED
RERNAAS U F—LELTHERAEINET,
[AARK]
THROBE « £
domain-name <Domain Name>
1EH O HI R

no domain-name

[ABE—F]
(dhcp-config)

(NS A—4]
<Domain Name>
RAAL VR —=IAV AT AL TEAIP 7 RLRITxHT R A N ERIR T A58, 7947
PfFE S RERAAL o F—LEHELET,
1. AT A= EWEEEOYIHE
B TEEEA
2. fEOBREHIHE
K253 XFDRAAL 4

(272 FERFEOEE]

L
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hardware-address

74Ty NEBEIZEED IP 7T RV AZEAT DR, G253 EDO MACT RLAZHELET,
AKa< RiZhost a~wr Kétvy hCEALET,

[ABRH]
THHRORIE « BHE
hardware-address <MAC Address> <protocol>
THHOHIBR

no hardware-address

[AAE—F]
(dhcp-config)

(NS A—=4]
<MAC Address>
DHCP 7 R LA — UIFHRIZHT 5 MAC 7 KL AERELET,

L FRT A= EUEROYHE
BT EEA

2. fEORERDH
134 oo 16 HETHT
(ANJI51) 0211.2233.4455

<protocol>
DHCP 7 R L A7 —/UERICH T 271 b a2 g€ LEd, fREHFIEITY AV 73 8E T E
T&EET,

1 AT A—ZEW RO RHE
HETEEEA

2. fEOBREHIH
ethernet (BEFEDOHEIL ) 720

[a7 Y FERBREOEE]
L
LBE~NDEE]
L
[ERTEED Iz PR 5244 ]
EMEERR, T ICERICKBENET,

s

CEESIA]
1. network =< RERIBFICATITA Z LT TEEHA,
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host

I IAT v MEBICEEDIP T NLAZEMTHEEC, FIOYETHIPT FLAZBEELET, Aavy
KiZ hardware-address =~ > N& vy P CHEALET,

[AARK]
THROBE « BH
host <IP Address> [ {<Mask> | /<Masklen>}]
THEHOHIR
no host
[AHAE—F]
(dhcp-config)
(I35 A—=4]
<IP Address> [{<Mask> | /<Masklen>}]

DHCP 7 RUAT — UIFHRIZHTHIP 7 RLAERELET, £z, AV EZEAKLI-GEETS TR
A, B, CITu L~ A NHRESNET,

= 251 9SATEDIPT7 RLREER

A8 IP7RKLZXR
77 AA (/8) 1XXX~127.X.X.X
7 7 A B (/16) 128.X.x.X~191.X.X.X
7 Z A C (24) 192.X.X.X~223.X.X.X
<IP Address>
1 AT A—ZHUER DYIHE
HlgTEEEA

2. EOREHDE
WITTRT T RLUAIRETE £ A,
+ 127.0.0.0~127.255.255.255
< ARA MRR2HEHTTRTOELIZ1IDOT KL
«JTJAA, B, CUSNDT FL A

{<Mask> | /<Masklen>}

1. ARRT A —XEBWEREOP)HE
77 AA, B, CIZaliz~AY

2. fHEOBRTHIAE
<Mask>1Z 255.0.0.0~255.255.255.255 O#iFHA HIEE L £,
<Masklen>% 8~32 DA HIE L £,

(272 FEREOEE]

2L

[(BEE~NDFE

L
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[ERTEED /B E24# ]
BEMHEFRR, T ICERICKREINET,
GEESEIE]

1. [Al— DHCP 7 R L A7 — L& EN T network i € & 1XFIFFICERETE ¥ A,

2. host BERFICF UY 7 % v ® network 3 X W host BREVBTFELE L72WGE, OV 7 %> b network
BEEEFRRICEDONE T, TORED, KKEHY 73Xy MEEBZ 2T 7 X%y MR 2 EE
DHCP 7 KL AT — L EHETHZ LITTEEYA,

3. host XEEAT-T2E, 77472 MIRAT D47 a 1EHR (client-name, default-router, dns-

==

server, domain-name, netbios-name-server, netbios-node-type) XX EIN/ZIP 7 KL A LR UV
F v kD network BRE&#1T -7 DHCP 7 RL AT —/LDA T a AEREME L ET,
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ip dhcp dynamic-dns-update

IP 7 RUAEAiIKE, XA 327 DNS H#EEZHENZ TN EINERELET,

[ABRH]
THHROE
ip dhep dynamic-dns-update
THEHOHIBR
no ip dhep dynamic-dns-update

[AAE—F]
(config)
[INFA—=42]
L
[a7 Y FERREDOENE]
DNS TH 2TV ER A,
BE~DEE]
2L
(R EMED Rk Z2H]

REMELE, T ITHEAICKBRENET,

414



25 DHCP H—/\##8E

ip dhcp excluded-address

network =<2 R TIRELZDHCP 7 KL A7 =L D5 H, BANENLRIETHIP T KL ADHIFHZ

fHELET,

[ABRH]
THHR O E
ip dhep excluded-address <Low Address> [<High Address>]
THHOHIBR
no ip dhep excluded-address <Low Address> [<High Address>]

[ABE—F]
(config)
[N A—4]

<Low Address> [<High Address>]

DHCP #— N DHCP 7 74 7 > MIE Y B TTIEWTRWIP 7 LA, F721XIP 7 R L RADHiFH

ZIELET,
L FRT A— 2R OYHIE
HIETE EEA

2. EOREHE
WIZRTT RLUAIBRETE EH A,
+ 127.0.0.0~127.255.255.255
VT AA, B, CLULOT KL

(272 &R OEE]

network 2~ RCHEINFHOEIP 7 KL ANE Y {¥THEETT,

[BE~DZE]

L

CEEZFHE]

1. BT FLAREZHIRTAZLI2X->T, DHCP 7 RL A —AEBBEREEZBL2 TLE H>HEEIC

X, BT FLARELZHIFRT 22 LidTEEEA,
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ip dhcp key

&v/])bj_‘: > 7 DNS '@EFHH%_’ DNS #F/\t@nunﬁf{%ﬂqj_éuuuﬂ;% %‘fﬁ&uﬁ::l_/i‘d—o

[AHRH]
fEROBE - ZLH

ip dhep key <Key Name> [secret-hmac-mdS <Key>]

THHOHIBR
no ip dhep key <Key Name>
[ABE—F]
(config)
[T A—=4]

<Key Name>
HAF v 7 DNS H— ORI LT HXF—DOLAMERTELET, ZOLARNIF AT IV
DNS #— TR ELIZF—D4FTE —HTHLERDH Y 7,
1. AT A —ZEEREOHIHME
A TEERA
2. (B E I
K 63 LT D4
secret-hmac-md5 <Key>
HAFI w7 DNS P— MUITCIERR L2 —2 B ELET, ZOLE, F—ZFTNVT 4 —T—
TarTHATLEEY, £/, REETHR—FLTHWSDIX HMAC-MD5 TAR SNZ%—721T

"C\\j—o
1L AT A= ZBUEREOXHE
L

2. (EOZEH
BTN 3 —F (7)) ZE&DTHRKIO LTFOLTH] (AR—=ADOLFINIANTEEHA)

[a7 Y FERBREOEE]

L

LBE~NDEE]

L

[ERTEED Iz PR 5244 ]

BREMEE R, T ICERICKBENET,

|

CEEZEHE]

1. ip dhep zone IZ key /8T A — X & 7% ELTU\éfBA , XD ipdhepkey REZHIBRT 5 Z LIXTEFE
A, ST ip dhep zone F%E & HIBR, élg)lpdhcpkey REZHIFRL T a0,
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ip dhcp pool

DHCP 7 KL A — L EREZRELET,

[AB#K]
THRORIE

ip dhep pool <Pool Name>
TEHROHIBR

no ip dhcp pool <Pool Name>

[AAE—F]
(config)
[INFA—=42]

<Pool Name>
DHCP 7 KL A7 — )UIEHOA KA E L £7

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
K 14 XEDOL T

(272 FEREOEE]

L

1 Aa<wy FEERRKEHY 7Ry MLERKREEIP 7 FLAROGFHEE TRIETE £,
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ip dhcp zone

XA F v DNSfEHEKE, DNS BHi&E4TH Y — v OFEREHELET,

[ABRH]
HMOBE « LK
ip dhep zone <Zone Name> [primary <IP Address>] [key <Key Name>]
THHROHIFR

no ip dhcp zone <Zone Name>

[AAE—F]
(config)
[INFA—=42]

<Zone Name>

EBEELITHBE FAAL L DIZHODDNS DY — U EREIEELET, ZDLx, V=40
TRy [ BRUETT,
1. AT A —FEIKEOHSE
B TExEHAL
2. fEORERDH
K 254 XFD Y — %

%l

Jo

primary <IP Address>
HERRET 5414 F Iy 7 DNSH—SDIP 7 FLAZHELET,

1L AT A—Z B ORI E
L

2. fHEOREFH
WIZARTT RLUAIBRETE EH A,
- 127.0.0.0~127.255.255.255
7T XA, B, CUHDT FL2

key <Key Name>
DHCP %A F X v 7 DNS F—fF# CRE SNz F—AHEEE L £ T,

1. ARRT X —HEWEEEOFIHE
L

2. fEOBREHIHE
K 63 LT DL

(272 FERBEFEOEE]

L

[BIE~DFEE]

L
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[EXEMBE D RBREZH]
REMETRS, ICERICKBRS L ET,

CEEZHHE]

1. ip dhep zone D key /XT A —F ZFRET HHAL, HH U ipdhepkey 2~ FTEREL T ME
BH ET,
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lease

54T MIEATTHIP T RLADFT 740 M) — 2B &2F5E LET,

[ABRH]
fEmoBRE « LH
lease {<time day> [<time hour> [<time min> [<time sec>] ] ] | infinite}
THHMOHIER

no lease

[ABE—F]
(dhcp-config)

(/N5 A—=4]
{<time day> [<time hour> [<time min> [<time sec>] | | | infinite}
U — ARl 2 E LETS
<time day> [<time hour> [<time min> [<time sec>] | |

U—2WfHa A/, B, 2, BOBLTHRELET, 72, 10 RHOMIIRETE EEA, 10
~365 HORM THEL T ZEN,

infinite
Y — AR & MR RIS E L ET,

1 KT A= H RO HHHE
B TEEREA

2. fHORBEH
<time day>i%, 0~365 OHFPH/NASIEE L, UKEEK T ET,
<time hour>i%, 0~23 OFFNLIEE L, LUBFEEEK TEET,
<time min>l%, 0~59 OFHNLIEEL, UBEEK T ET,
<time sec>lE, 0~59 OHPFANLIFE L T LIV,

[O<7 2 FERREFDENE]
U —ZBERIE 1 B &R £,

[(BEE~NDFEE

EEEIE]
1. U —AEFRA R Y — R (max-lease) ZH X D% E%E L72HA, AU —AMAELINE
—a—O

2. [EEIPT RVABREEITTZEANE, 7747 > MIEYET 24 B0 ) — 2B 2 b9 (27
L, [EEIP 7T KL A TEAZIT - 7 8E 1% show ip dhep binding =~ > RCTU —2HIRAZF R L EH
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Ao FTz, TOBEEIP T RLVALEI LY 7Ry bD network i E&1T->7- DHCP 7 KL A7 —/L )3
E58E1E, #ODHCP 7 RL A7 — DY) — AR BB SN E T,

3. BEEIPT NLAZEEITH>TWADHCP 7 R A — UEH Tl lease 2~ > NIZEHINET,

4. V2B LIeHE, 7747 2 MIRBEICY —2AOEH 21T 5 2, mHE LER S h
W—IFR72 IP 77 R L A7 EORE LI MEbSCit, U — AR 2wl 8 < LanTZawn, £
7o, WY —ARHTH 7 T4 7 FAEMERTRER Z L AR L T2 a0y,
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max-lease

IIAT PN —AEMERELTCIP 7 FLAZER LEZBIC, R &R — AR 2T L E
R

[ABRH]
HROBE « BHE
max-lease {<time day> [<time hour> [<time min> [<time sec>] ] ] | infinite}
THHMOHIER

no max-lease

[AHAE—F]
(dhcp-config)
(I35 A—=4]
{<time day> [<time hour> [<time min> [<time sec>] | | | infinite}
I IAT v NP LIFHOIRENR S o TG AEDORK Y — AR ZRE L E T,

<time day> [<time hour> [<time min> [<time sec>] | ]

RV — AWM %2 B, R, 2, ROBMTHEELET, £7/2, 10 RBOMITHETE EH
Ao 10 Fb~365 HOMTHEL T ZI WY,

infinite
BR Y — AEEM & EHIRICIEE LT,

1. AT A—ZAMREOYIE
A TEERA

2. EOREHPHE
<time day>l%, 0~365 OHIFHMNOIE L, LIKREZEKTE £,
<time hour>l%, 0~23 OFEFANHIEE L, LIEZER T E7,
<time min>l%, 0~59 OFHNLIEEL, UBEEK T ET,
<time sec>l%, 0~59 OHFIPHNHHE L T LIV,

[a7 Y FERBREOEE]

R — AT lease 2~ > RCRE LZIH & 720 97,
BIE~DEE]

2L
[ERTEED Iz PR 5244 ]

EMEERR, T ICERICKBENET,

s

CEEZEHE]

1. EEIPT FUAREEITSTHAE, 77472 MIERET 24 B OR K Y — AR 2B 9,
*72, TOBEEIP T RLALR LY 7%y h®D network iR E %1772 DHCP 7 KL A7 —/)LINED B
A%, #ODHCP 7 KLU AT — O K Y —AEMMBELEINET,
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2. BEEIPT FLAREXEITH> TS DHCP 7 KL X 7 — L& ClE max-lease =~ > RIIMEMHE I E
—a’_‘o

3. V—REFMZEL LIS h, 72747 2 MNIBHBIZU —AOEHEIT O 120, IR LEH S
W—BF22 TP 7 R L R EORE L= @A T, V—ABMZ2MaicEm< LTt Zawn, £
72, HWY —REMTH 7 747 bREMERTRE/ZR Z & 2B L T E &0,
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netbios-name-server

7 AT v MIERAT S NetBIOS F— LY — A7 5 U &2FEELET, NetBIOS X—LP—_"FF g
X, 7747 R CHIAFEEZ: NetBIOS *— A% —/ N (NBNS/WINS —23) O IP 7 KL AU R FT
—a’_‘o

[AARH]
THMORE « BH
netbios-name-server <IP Address> [<IP Address>...]
THHOHIBR

no netbios-name-server

[ABE—F]
(dhcp-config)

[T A—=4]
<IP Address> [<IP Address>...]

NetBIOS % — A% —% (NBNS/WINS #—X) O IP T RLAZFEELET, —D7 FL A%, &
FEEDBENSDEENGIEICEE LET,

1. AR A—ZHEREOYIHIE
A TEERA
2. fEOEHF
WITRT T FLRIHRETE £ A,
* 127.0.0.0~127.255.255.255
VT AA, B, CLULOT KL

(372 &R OEE]

L

[BE~NDFEE]

CEEFHE]

1. FEFARERY— DT KL ZZDHCP 7 KL A/ — M7= 0 K 16 AT,

424



25 DHCP H—/\##8E

netbios-node-type

7547 MIEATT 5 NetBIOS / — REZ A 747 a U EIBELET, NetBIOS / — K& A 7473
X, 7T AT 2 RS NetBIOS F—/3 TCP/IP TOL AR 21T 9 FiEZIRE L E T,

[ABRH]
THHRORIE « BHE
netbios-node-type {b-node | p-node | m-node | h-node}
THHOHIBR

no netbios-node-type

[AAE—F]
(dhcp-config)

[N A—4]
{b-node | p-node | m-node | h-node}

NetBIOS A —/STCP/IP 7 5 A 7> v®D /) — KZ A7 (NetBIOS 4 Hifitik 5ik) ZHMELET., ThE
NoOJ—RKEZATOERIIKRD EBY TT,

® bnode: 7E—RFy AL /—F

® p-node : Peerto Peer / — K (WINS % { /)

® mnode: IvZ A/ —F (Fr— ¥y A FTRONHRWVEEIZ WINS 2617 %)

® hmnode: A7 Uy K/—FK (WINS CRONLARWEEIZ, 7a— KRy 2 NEHT2)
1 AT A —H B MR ORI E

B TExEHA
2. fEOBREHIHE
L
[O7 2 FEREBDENE]

L

[E%FE I8 D R BR 224 ]
REMAT R, T CICERICKRENET,
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network

DHCP IZ X > CTEMIZIP 7 RL A ZEAT D%y hU—27 DY 73y bEEELET, EBIZDHCP 7 K
VAT =L ELTRESNDIDIIYT TRy b OB, IPT RLAKRAMIOE Y FRTRTOBIOT~
T1DOT7 RLAZBRWZHDTY,
[AHRRK]
FROFE - AH
network <IP Address> [{<Mask> | /<Masklen>}]
15 D 5

no network

[ABE—F]
(dhcp-config)

[IRZA—4]
<IP Address> [{<Mask> | /<Masklen>}]|

DHCP 7 RLVAT—NLDOFy NI —I T RLVAERELET, £2, ~AZEZHKELEHEAIZZ T A
A, B, CITu L~ A NHRESNET,

+® 252 9SATEDIPT RLREER

9 R IP7 LR
77 AA (/8) 1XXX~127 X.X.X
7 7 A B (/16) 128.X.X.X~191.X.X.X
7 F A C (/24) 192.X.X.X~223.X.X.X
<IP Address>
1 AT A—ZHUERDOYIE
BIETEEEAL

2. (EORREHEH
WITRT T FLRTHRETE LA,
* 127.0.0.0~127.255.255.255
< ARA MR 0 LS DT KA
VT AA, B, CLUDOT KL

{<Mask> | /<Masklen>}

1. ARRT A —ZEBWREOYIHE
77 AA, B, CIZaliz~AY

2. fEOBREHIHE
<Mask>1Z 255.0.0.0~255.255.255.255 O HIEE L £,
<Masklen>% 8~32 OFFH HIRE L £,

[O<7 2 FERREFDEIE]
el
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[BE~NDFE

CEEZHHE]

ABEEIToT28E, DHCP 7 RL AT — L& LTHER SN D DIE, ®GY 7%y hDOKR RNEEO
By hBRTRTOBLOARAR MEOE Yy BT RXT1IOT RLRERWZ, $XTOIP 7 KRk
V¥4, D7D, FANT ip dhep excluded-address 2~ > R CEAIR RN LRI LIZWT R LA EIRE
LTLEE,

[i]— DHCP 7 K L A 7" — L% EW T, host I X T hardware-address 7% & & 1Z[RIFFICFRETE FH A,
network F% €% &1 DHCP 7 KL A7 — Ui, I KEHEY 73y METIERTE E9, F72, host i
ERFIZF— DY 7 R > b ZFFD network/host i ENGFAE LR WGE, TOY TRy MZ2OWTH
network % EE & FIERICH DIV E T,
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service dhcp

DHCP =& f{NIT DA ¥ 7 = — A& BELET, KREEIT 7oA ¥ 7 =—A72F T DHCP /¥
Ty MEZELET,
[ABRH]
THHR O E
service dhep vlan <vlan id>
THEHOHIBR

no service dhep vlan <vlan id>

[ABE—F]
(config)
[N A—4]

vlan <vlan id>
IPvd 7 R L ANHRE ST VLAN @O VLANID #HEE L £7,

L FRT A= EUEROYHE
BT EEA

2. fEOFXERF
<vlan id>{Z 13 interface vlan =~ > K CiRE L7 VLANID T L £,

(a7 Y FEBROEE]
L

[BE~DZE]

L
[ERTEED Iz B 224 ]
BEMEFSL, TITERICKMENE T,

CFEEE]
el
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Fo6fm a3 - QoS

2 6 JO0—RBHE— F/70—81E
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flow detection mode

ZEMA L H T 2= AL, TA4H - QoSHEED 7 n— T2 E— RERELET,
Ka<wr RiE, "~ KU z=2T7F—T L TOREKRTY N VEOES % — 2 EH LET,

ERARRIE Ul Y — N EFT 28T, "—=KRU =TV =R LB T — 7 MMIEFSET
FEHTED L2120 £,

Kazwr P, N—FU=7 DEANRBERHELRET 20D TH L2, LTEREMEZRGT 25K
DEBETHREL T EI, EHATOEFTREO LEEA,
[AB#K]
HRORIE - £F
flow detection mode {layer2-1 | layer2-2 | layer2-3}
T OHIBR

no flow detection mode

[ABE—F]
(config)
[T A—4]

{layer2-1 | layer2-2 | layer2-3}
HOPLORDLNTeN— R 2T T =T N OB R > T D 7 e — T — FE2EEL £,

1 KT A— 2B SR OFHHE
HIETETEEA

2. fEOBREHIH

L

Jun—HHE—Fo@EHa~y REROFRITRLET,

& 26-1 JO—REE—FICEDBERITUF (T1L%)
JO0—RHEE—F BWHa<YER
mac access-group ip access-group ipv6 traffic-filter
infout in/out in/out
layer2-1 O X X
layer2-2 X O X
layer2-3 X O O
OLB) O :WEMRE X : REARH
£ 26-2 JO—REE—FICLPBEAITUF (QoS)
JO0—REE—F BAITUR
mac qos-flow-group ip gos-flow-group ipv6 gos-flow-group
in/out in/out in/out
layer2-1 O X X
layer2-2 X O X
layer2-3 X O O
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(LB O : BEWRE X : ERA]
F7a—HE—RIZoWCiE a0 7 b—2 a4 K Vol2) M13 7o—kHE— K]
Bl lavr s ZL—ya 054 K Vol2) 3.1.1 7o—fHmHE—F] 22 LT3,

[O< 2 FERREFDENE]
7 ua—RHE— FiE, layer2-1 TEMEL £7°,

[BIE~NDFEE]
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27 TOEA)R b+
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HETESHEME L UE

B0 raLEF (IPv4)

IPvd D7 a f a4 FRE LT, BETCZDAMERORITILET,

= 271 IBEFRELZ IO FOLEF (Pv4)

78 3L

HNETOLaLES

ah 51
esp 50
gre 47
icmp 1
igmp 2
ip TXTOIP Fa hajn
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

W70 L3)LEF (IPv6)

IPv6 D71 b2 L4 FRE LT, ETE DAMERDORIIFLET,

® 27-2 IBEAREL IO F3LETR (IPv6)

70 L LBFF HE IO FaLES

gre 47
icmp 58
ipv6 TRTCOIP Fu hajn
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 4
udp 17
vIrp 112

BHR— &% (TCP)

TCP THETZX 54K — "Na#E, ROFRITRLET,
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% 27-3 TCP TiEEMHELAR— ML

R— b & HER— BB LUVES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)
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BR— &% (UDP)
UDP CHETEZ 2R — M#HE, ROKRIZRLET,

% 27-4 UDP THEEREEHGER— LB (IPv4)

R— bR HER— P 2B LVES
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)

F& 27-5 UDP THEERIRERAR— F&FF (IPv6)

R— b & HER— BB L VES
biff Biff (512)
dhcpvé-client DHCPv6 client (546)
dhcpv6-server DHCPV6 server (547)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
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R— b & HER— FEBELUVES

radius-acct RADIUS Accounting (1813)
ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)

Wtos &7

FBETE D tos 4%, IROFITRLET,

+® 27-6 IBTEWEEEZ: tos BN

tos &% tos {&
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
Mprecedence £ ¥

F87E T X % precedence &4 ¥%, RORITRLET,

= 27-7 IETEFIREL: precedence &

precedence & #i

precedence {E

critical

flash

flash-override

immediate

internet

network

priority

routine

OR[N || w| o

BMDSCP &%
JEE T& 5 DSCP 4 %1%, WROFRITRLET,
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& 27-8 {EETFIHAE’E DSCP & #F

DSCP & #4 DSCP fi&

afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af3l 26
af32 28
af33 30
af4l 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
csd 32
cs5 40
cs6 48
cs7 56
default 0
ef 46

BA—HFRy F2 A TER

RETEDA =YXy NA TEE, RORITRLET,

® 279 BEFEELGA—YRy b3 A TEH

A=Yy b2 TEH Ethernet f& e
appletalk 0x809b
arp 0x0806
axp 0x88f3 Alaxala Protocol
eapol 0x888e
gsrp —* GSRP il Sy a7 4 V& LET
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600
AL TWERE A,
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M%E5% MAC 7 KL RXEFHR
FeETX B%4 MAC 7 R L 24 F%, IROFITTRLET,

& 27-10 IEEMHEELLIEL MAC 7 FL XA

SEET FLRIEE EET FLR BET FLAIRY
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310* 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
slow-protocol 0180.C200.0002 0000.0000.0000
%4213 IEEE802.1AB/D6.0 7 L — A 721F T3, IEEE Std 802.1AB 7 L — A& XHICT H5G61%, HTH
ELTLIZE,
BAYE—CRF (ICMP)
ICMP TIRETE 5 A v — VA%, ROFRITRLET,
& 27-11 ICMP THRERIRELZ A vE—T&F (IPv4)

Ay tE—T A AytE—TF 2A47 a—Fk
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 fRESR L
conversion-error Datagram conversion 31 BERL
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 fRER L
echo-reply Echo reply 0 fRER L
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16 fBERL
information-request Information requests 15 fBERL
mask-reply Mask replies 18 fBEZRL
mask-request Mask requests 17 fBEZRL
mobile-redirect Mobile host redirect 32 fBEZRL
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
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AytE—T A Ayt—TF 24T a—Fk
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 e L
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5 fBERL
router-advertisement Router discovery advertisements 9 BERL
router-solicitation Router discovery solicitations 10 BERL
source-quench Source quenches 4 BERL
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11 fREZR L
timestamp-reply Timestamp replies 14 BERL
timestamp-request Timestamp requests 13 BERL
traceroute Traceroute 30 BE L
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 fRER L

& 27-12 ICMP THREARERZ A v £—TAF (IPv6)

Ay tE—T A Ayt—Tf 247 a—Fk
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 fRER L
echo-request Echo request (ping) 128 fRER L
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 BERL
mld-reduction Multicast Listener Discovery Reduction 132 BERL
mld-report Multicast Listener Discovery Report 131 BERL
nd-na Neighbor discovery neighbor 136 BERL

advertisements
nd-ns Neighbor discovery neighbor solicitations 135 BERL
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 fBEZRL
parameter-option Parameter option problems 4 2
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AytE—T A Ayt—TF 2AT a—Fk
parameter-problem All parameter problems 4 BERL
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number reset | 138 255
router-advertisement Neighbor discovery router advertisements 134 e L
router-renumbering All router renumbering 138 e L
router-solicitation Neighbor discovery router solicitations 133 e L
time-exceeded All time exceeded 3 fBERL
unreachable All unreachable 1 BERL

W77 tR) R MMERER
TIRAY R MEKELEE, 727 8AU R MO LTHEATAFROHTT,

B3I —ANDHEEH
A VBT 2—A~NDREBENL, A FT2—RITRETEDLT7EAY X MOIEREK T,

B, ZEMWEEXEMIRNCEA TS, FIAE, FLT 28RV X M EEET 20 L 5 0IZBER2R
<, A=A 2 7 2=2DZEMEEEMOWGITHELHE, 2 VA MEHXET,

W70 ER)RAMEBEEA R T T —AADEREHDELH
FIERY A MERIE A L X T = — A~DREROEH %, KOFIELET,

= 2713 FOEARURMERBEA VA T T —RAADREHRDEHH

2% TE 15l HFRAYT % FAT S
TORRVRAMERK | 1 22T —R~D

T7EAVANAAAZERLT, A —¥Xy b FT7=2—2A 1U AR 1V Ak
1/0/1 @ inbound (ZF% &

interface gigabitethernet 1/0/1

ip access—group AAA in

ip access—|ist extended AAA

10 permit tcp any any

20 deny udp any any
TIEAVANAAA ZERLT, /=Ry b ¥ T=—2R 1Y Ak 2 A b

1/0/1 & 1/0/2 @ inbound |Z 7% iE
interface gigabitethernet 1/0/1
ip access—group AAA in

interface gigabitethernet 1/0/2
ip access—group AAA in

ip access—|ist extended AAA
10 permit tcp any any
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R E B

FAT 3
TR R MMERK
#

FRT S
A3 TT—A~D
BEH

20 deny udp any any

TI7EAVANAAA EERLT, A —VRy b FT7x—2R
1/0/1 @ inbound & outbound |Z3% &
interface gigabitethernet 1/0/1
ip access—group AAA in
ip access—group AAA out

ip access—|ist extended AAA
10 permit tcp any any
20 deny udp any any

1Y =A%

2URAb

TIEAYANAAAEERLLT, A —H Ry MM ETz—2R
1/0/1 @ inbound IR E
T7EAYANBBBEEKLT, £ —Y Ry hf X Tx—2R
1/0/2 @ inbound (ZF%E
interface gigabitethernet 1/0/1
ip access—group AAA in

interface gigabitethernet 1/0/2
ip access—group BBB in

ip access—|ist extended AAA
10 permit tcp any any
20 deny udp any any

ip access—|ist extended BBB
10 permit udp any any
20 deny tcp any any

2 AL

2U A

TIEAYANAAAEERLT, A —H Ry MM ETz—2R
1/0/1 @ inbound % E
TI7EAVANBBB #FRLT, A1 —H Ry hA U HTx—2R
1/0/1 @ outbound 2R E
interface gigabitethernet 1/0/1
ip access—group AAA in
ip access—group BBB out

ip access—|ist extended AAA
10 permit tcp any any
20 deny udp any any

ip access—|ist extended BBB
10 permit udp any any
20 deny tcp any any

2 AL

2U A}

TIEAYARNAAAEERLT, A&7 = —AT@#H LR
ip access—|ist extended AAA
10 permit tcp any any

1Y A%

00U A
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access-list

IPvd 7 4N HZ ELTEMET DT 78RV A REZRELET, IPVA 74 VX ELTEMET DT 78R Y R |
WITFEEN —2H 0 £, IPAT RLAT g F &, IPVA NSy R T4 VE T, IPVAT RLAT V&
TIE, IPv4 7 RLRIZESWT T 4V Z LET, IPVA Ny 87 4V Z TIE, HETLIPvE 7 FL A, 565E
IPv4 7 KL A, VLANID, =—W%EHE, ToS 7 4 —/L RKOfl, R— %5, TCP 777, ICMP ¥ A 7
BELOICMP =2— RIZESWT 7 4 X LET,
TI7RAVANO—2DID TEEMBDO 7 4 V2 FUEREETEET,

M- 1) [Pvd, IPv6, MAC DT 7 AU A N5 K 1024 U 2 MERCTX £,

IPvd 7 RLAT A VA BEOIPVA 787y b7 4 )V H ZEIZT 4 VB ik 2048 =0 b VAR CT& &
ER

remark (%, 77 ¥RV A FBEOQos 77—V 2 hEbET, EEYZVRKI1024EETEET,
TI7RAYAPNMZOWTE, R7 782V X MESER) 22BLTLEEN,

[ABRH]
HWMORE « £H

R DR E
access-list <access list number> remark <remark>

IPv4 7 RL AT 4 VX DRE
access-list <access list number> [<sequence>] {deny | permit} {<ipv4> [<ipv4 wildcard>] | host <ipv4> |
any}

IPv4 /30y b7 4 )V Z DFRGE
access-list <access list number> [<sequence>] permit {7 -r /L % 5:{f}
access-list <access list number> [<sequence>] deny {7 - /L & {1}

EERITE SIS

e {7 v k=LA TCP, UDP, ICMP B & N IGMP LIS DEE

{deny | permit} {ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>]

[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o bfirrwm k=Lis TCP DBE
{deny | permit} tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq
<destination port>] [ack] [fin] [psh] [rst] [syn] [urg] [{[tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan <vlan id>] [user-priority <priority>]

o {77 v k=LA UDP DE
{deny | permit} udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq
<destination port>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-
priority <priority>]

o L7711 k=i ICMP DA
{deny | permit} icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type>

[<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
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<vlan id>] [user-priority <priority>]

o [fii7Fu =z /LA IGMP DS
{deny | permit} igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>]

[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]
THHOHIBR

no access-list <access list number>

[ABE—F]
(config)
[INFA—=42]

<access list number>
TR A NEBINT D700 ERELE T,
AN T1ET 72 AV A NESBT DDV ET,

1. ART X —H AR HIHAE
B TEEEA
2. fHEOREHH
1~199 £7213 1300~2699 (10 #%) #4EEL 7
1~99 F721% 1300~1999 (10 #%0) 1%, IPv4 7 RL A7 4 V¥ HHA OB TT,
100~199 F7=1% 2000~2699 (10 #%) 1%, IPv4 7 v b7 4 VX BEHA O T,

remark <remark>
T7EAY A FORMEHBERELET,
—OD IDIZH LT ATREITRENETY, MEAANLLBRELEFZICR T,
1 AT A —ZEMEF ORI E
FHIEIZ NULL T,

2. fHORBE P

64 LFUNDOLFHNEFT TN +—F (") THATRELET, ANARRLTFE, BETF L&
BT T, ANLFINCAR—AR EORBRLF 2 EERWGE, XFNeF TNT +—
(") THERS THORETEET, FFlE, [RIA-FITHETE5ME] © TMEEDLFH]

EZRLTLLZEN,
<sequence>
T AN EEOBERIEFZRELET,

1. ART 2 —HHEREOYIHME
77 EAY A MNIZEER WSS, FIEE 10 T,
SMERELTCHIHA, RELTHIMEANEFORAMHE+10 T,
727171, TEHNER O KB 4294967284 & 0 KEVMEDBEAITAB TE £ A,
2. EOREFH
1~4294967294 (10 #%%) ZHEELET,

TAIVRAEHINT A=A

{deny | permit}
TANZE B LG 7 4 VAEEERRE L £,
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deny ZI5E LG, 77 BAEZERLET,
permit Zf5E L72GE, 7278 AZHALET,

1.

AT A —H B WO I HE
AW TEEEA

B O E HipH

L

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPv4 7 RLUAZEFRELET,
FTRTDIPvE 7 RLRAEIRET 2% G any ZHELE7,

1.

ANT A — 2B DY HE

A TEEEAL

B DR E #PH

<ipv4> [<ipv4 wildcard>] F 7213, host <ipvd>, any ZFE L £7,
<ipvd>|ZILIPv4 7 KL AZ$REL 7,

[<ipv4 wildcard>]IZIX IPv4 7 RL ZADOH THEREDEEZFFAITHE Y NEYVTIZUA NV R — K< A
7% IPvd 7 RL AKX THRE LT, B LESAI<pvdOme—8E 7 4 VA 5MEE LE
7

host <ipvd>% A L7285 A 1d<ipvd>D e —8%E 7 4 W Z & LET,

any ZIEETH L, IPVA T RLRAE 7 4 VEZEELIT LR A,

IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{ip | <protocol> | icmp | igmp | tep | udp}
IPv4 /3y O ERL7 m b a VR EIRE L £,
L, $TOT R havEMGg e T o581 ip ZEEL XY,

1.

ART A — Z B W O W HAE

AT EHA

TEOF EHH

0~255 (108 F-ix7u ha L L4BmEEELE T,
BEFRER 7 1 Fa/VARRE [ 27-1 fEEWREZR 7 r ha s (IPv4) ] 2R LTLIES
W,

{<source ipv4> <source ipv4 wildcard>| host <source ipv4> | any}
EETLIPvE 7 FLAZIELET,
TARTOKEITLIPVA 7 FLAZIRET D256 (T any ZHEL £

1.

AT A — 2 BRI ORI HE

B TEEEA

TE DR E i

<source ipv4> <source ipv4 wildcard>, host <source ipv4>F 7213 any ZHHE L £ 7,

<source ipv4>IZIXEE L IPvE 7 RL A EZHE L E T,

<source ipv4 wildcard>{Z1% IPv4 7 L ZAOH CEEOMEEAFHF A THE Y NESLTRI ANV RI—
R~ 227 % 1Pv4 T FL AR TREL£7,

host <source ipv4>% A I L 72556 id<source ipv4>D 52 E—E%E 7 4 V2 5L LET,

any ZIEETHE, FETIPVE T RLRAEZ T 4 VEZEMELIZLERA,

IPv4 7 RN b Z(nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <source port>

EETLAR—- MEFEREELET,
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A=
1.

F LN TCP B L VUDP FF A4 7> 3 T,

AT A — 2B D) HE

2L (&L LEEAL)

B DB E HiH

0~65535 (10 #4%) F721%, A— rAHERELET,

FEEFTREZR AR — M FRIT TR 27-3 TCP THEFBERA— M) BXLW [ 274 UDP Tif
ETTHE/R AR — MR (IPv4) | ZZM L T2 &L,

eq € L7=8HE 1%, <source port>D5ee—HE 7 4 VXKML LET,

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
5ac IPv4 7 L AZIREL £
FTARTOGEEIPvA 7 RV AZARET D58 1 any ZFRE L £ 7

1.

ART A —Z B WERED Y HE

AW TEEEL

T DR E i

<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4>%F 7= any Z5E L 7
<destination ipv4>|Z13565%E IPvd 7 KL A& HRE L £,

<destination ipv4 wildcard>|ZIX IPv4 7 L ZADO R TLEDEEAFF T 5y NESL T U ALK
B — R~ A7 % IPvd 7 RL AR THREL £7,

host <destination ipv4>% AJJ L7235A 1%, <destination ipvd>D5EE— & 7 4 W EZ KL LET,
any Z4RET D &, S IPVA T RL A&7 4 )V EZ ML IT LR AL

IPv4 7 K12 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <destination port>

SRR — hESERELET,

A=
1.

tos <tos>

k=LA TCP 35 X VUDP 720 047> =5 T,

ARIRT A — 5 B O YIHHE

L (BRHZRIEE LEEA)

T D R AE P

0~65535 (10 #¥0) FdA— MaFEfELET,

fRIEFTAEZ2 AN — MAFRIE T3 27-3 TCP THEE AIREZR AN — MR B LU [ 274 UDP THR
ERRE7RAR— bAAFR (IPv4) | B LT EEW,

eq € L7=881%, <destination port>D5ee—E %2 7 4 NV Z &ML LET,

BTG A—FF, ToS 74—/ RDOE Y h3~6D4Ey NThbHtosBEIEELET,

=15

Ny DTS 74—V ROE Y F3~6D 4y kLR LET,

Bit0 Bitl Bit2 Bit3 Bitd Bitd Bit6 Bit7

precedence | tos | - |

1.

Y NAS S S = SR

L &Mt LERA)

TEOFR EHHE

0~15 (10 #E¥) F/miTtosLFHEFEL £,

FEEFIHEZ: tos 4 FRIL T3 27-6 JEEFIAE/R tos 4R SR L T2 &0,

precedence <precedence>

ARRTG A —=H21X, ToS 7 4 —/V RO AL 3 B T D precedence HEFRE L £,
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ZAENRT Y D ToS 7 4 —/V R EML3 By MEKLET,

Bit0 Bitl Bit2 Bit3 Bitd Bitd Bit6 Bit7

| precedence | tos | - |

1. ART A — 2 AR ORI
7L (&L LERAL)
2. EOREB
0~7 (10 #%%) 7213 precedence L& HE L £,
FRIE FIRE7R precedence 4 PRI [ 27-7 FEEFIBEZR precedence k) ZBML T ZE W,

dscp <dscp>
ANRTGA—=H(%, ToS 74—V KDL 6 By N THD DSCPEEFRELET,
ZENT Yy PO ToS 74—V REML 6 By M LET,
Bit0 Bitl Bit2 Bit3 Bit4 Bits Bit6 Bit7
| DSCP | - |

1. AT A= EKREOYIHE
el (MHEEE LEREA)
2. fEOBEHIH
0~63 (10 #%#) F7/~1XDSCPL4MAIEEL £,
FEEFAEZ: DSCP 4 FRid 13 27-8 FEEWAEZ: DSCP 4%k 2R LT 7E 30,
ack
TCP ~y XD ACK 75 70 1 O/ FORHERRE LET,
7a Fa N TCP 2047 arTY,
1. ARRT A —XHBWEEREOY)HE
el (MHEEE LEREA)
2. fEOREHAE
2L
fin
TCP ~y XD FIN 75 781 D7 FOBHERRELET,
7 han TCP P oF 7y g T,
1. AT A= EWEEEOYIHE
7oL &ML LERA)

2. (EOREHRH
L

psh
TCP ~vyZDOPSH 7T VN1 DOy FOBEZEELET,
7'r VB TCP T OAT > a T,

1 KR T A= HIEREOXHHE
ML (BRHEEMEL LERA)
2. MEOFREHRH
7L

rst
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TCP ~y XD RST 75 7N 1 D7y FOBHEIRRELET,
7ua kAN TCP 2 D47y a T,
1. AT A —ZEMEEOYHE
el (MHEMEE LEREA)
2. fEOREHIA
2L
syn
TCP ~y XD SYN 7 Z 70N 1Oy hORHEERELET,
Zua kLR TCP DA77y a T,
1. AT A — X EBWEEO Q) HIE
el (MHSEEE LERFA)
2. fEOBREHIH
L
urg
TCP ~y XD URG 7T VMR 1 D3y hOBHEIEELET,
7a b a VN TCP T DAY a T,
1. ARRT A —XEBEREOYIE
el &L LERA)
2. fEOBREHIAE
L
<icmp type>
ICMP % A 7% ELET,
7u kLR ICMP i D47 g T,
1. AT A —XHBWEEREO P HE
el (MHEEE LEREA)
2. fEOBREHAE
0~255 (10 ) #HEELET,
<icmp code>
ICMP =— R&ZFEELET,
Zu ha N ICMP 20 D4 T a T,

1 KR T A= HIEREOXHHE
ML (BRHEMEL LEEA)

2. fEOBREHIHE
0~255 (10 %) ZHEELET,

<icmp message>
ICMP X v —U4FEfRELET,
7'v k3R ICMP 7204 > a T,

FEETHREZ ICMP A v —J 4T T8 27-11 ICMP THREMRER A v —J 4 (IPv4) | 251
LTLIEEN,

1 KR T A =2 HIEREOXHHE
ML (BRHEMEL LEEA)

2. (HOBREHP
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mL
vlan <vlan id>
VLANID Z#E L £,
ARG A—=2FIA =Ty M ¥ T =R LG AE T HED T,
1 AT A—2EUEFEOYIHE
ML (BRHEMEL LEEA)
2. (EOFREHA
[INTA=ZIHETE HHE] 2R L TIZS,
user-priority <priority>
A= PEEEERELET,

1 KT A= IR OHHHE
ML (BRHEMEL LERA)

2. fEOBREHAE
0~7 (10 #E%) ZFELET,

(272 BB EE]

L

[BIE~NDEE]

TIRAVANeA AT x2—AZHMALIRETCZ U N ZBMELIIEETEZE, = FUBRA X
T —RACHEAINAETOM, FYUA L F T2 —ATZE LIy MR —MICEEINIEANH
nES,

CEEZEIE]
1. IPvAT7 RLVATZ 4 NZ T, SIETAHIPHEARNT RLVRAEBIRET D L EIIYARATZEMETH &,
0.000 N~A7 L LTHEAISNET,

2. ip access-list standard CHEE L 7= 1-99 F 721% 1300-1999 D<access list number>& [F U U A M Z#ETE £
75

3. ip access-list extended THE/E L7z 100-199 F 7= 1% 2000-2699 D <access list number>& 6] U U A K & #ET
TET,

4., TPv4A7 RLAUA LRI —KRv A7, EEFELT RLATA NV R — R A7 BILO%EET KLAaT A
)b KB — R~ A 7|2255.255255255 L ALz & T any EERLET,

5 IPvd4 7 RFL X, EHEXLT FLABLU%E%ET F L AIZ nnnnnn.nnn.nnn 0.0.0.0 & A S L7 & %13 host
nnn.nnn.nnn.nnn & FoR LET,

6. <protocol>|Z7' 1 b 24 FRah 721 51 (10 #H) ZRMHEME Lz 7 o A2 BREIETE EHA,
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deny (ip access-list extended)

IPv4 X7y N7 4 NVETCOT VB ARESTHE5M4%2EELET,

[AHRH]

fEmoBRE « LH

e Efi7m k=LA TCP, UDP, ICMP 3 KU IGMP LS D54
[<sequence>] deny {ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class
mask>]]

e If\i7v k=L)X TCP DA
[<sequence>] deny tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination
port>] [ack] [fin] [psh] [rst] [syn] [urg] [ {[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan
id>] [user-priority <priority>] [class <class> [mask <class mask>]]

e If\i7v k=)L3 UDP D&
[<sequence>] deny udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination
port>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]
[class <class> [mask <class mask>]]

o [Lfr7m kL)t ICMP DA
[<sequence>] deny icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type> [<icmp code>] | <icmp
message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>] [class <class> [mask <class mask>]]

e L7 v k= IGMP DBA
[<sequence>] deny igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence <precedence>]
| dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

He IR

no <sequence>

[ARE—F]

(config-ext-nacl)

(/NS A—4]
<Sequence>

T ANV E OB RNIARF 2R E L E T,

1.

AT A — 2 B WO Y HIE

T 7 EAY A MNIZEER WSS, FIEE 10 T,
FHERELTHIEA, RELTHIHEMANERFOHRAME+10 T,

7272, AR O RAEAS 4294967284 L 0 KREWEDOEAIIEK TE A,
I D FRAE #iFH

1~4294967294 (10 #%H) #HEEL F7
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{ip | <protocol> | icmp | igmp | tep | udp}
IPv4 /3y D B m b a VG ka2 E LETS,
72720, T _ToOTe harEzReT o551 Tp 2HELET,

1.

RoNT A — 2 B W D PIHIE

AW TEEEA

TEDO EHH

0~255 (10 ) F-137 e a4 HEEELET,

BEFRER 7 1 FaVARRE (R 27-1 fEEWREZR 77 ha s (IPv4) ) 2ZRLTLES
A%

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
EETLIPvE 7 LA ELET,
TRTOKREITLIPVA 7 FLURAZERET 256 (T any ZHEL £,

1.

ANT A — 2B R DY HE

AW TEEEAL

I o> % AE At PH

<source ipv4> <source ipv4 wildcard>, host <source ipv4>F /=% any ZfE L £7°,

<source ipv4>IZIXEE L IPv4 7 RL A EZFRE L E T,

<source ipv4 wildcard>IZ{X IPv4 7 RL AOH EEDOEEFFAIT A8y NESTZUA N R —
R~ 227 % IPv4d 7T RL AR THREL £7.

host <source ipv4>% A1 L 7= 55E id<source ipvd>D7EE—EE 7 4 V2 5 LET,

any ZIEET D L, EEITLIPVE T RLAE T A VW EZFEEIILERA,

IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <source port>
EEILR— FESEEELET,
7'a kAR TCP B X NUDP 7213 DA 7+ a T,

1.

AT A — 2 B WERED W) HE

2L (&L LEEAL)

B DR E HEPH

0~65535 (10 40 F/idR— MaHEETE L ET.

FEEREZR AN — MAFRE T3 27-3 TCP THEEAREZR AN — MAFF) B LT [# 274 UDP TR
ERREZR AR — FEFR (IPv4) ] 2SR LT a0,

eq ZFEE L7=HE1E, <source port>D5e—8E 7 4 NV Z &ML LET,

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
5656 1IPv4 7 L AZHELE7,
TRTOMIEIPvE T RV AZIRES 250 T any 2 E L £ 7,

1.

AT A —Z B WERED Y HE

BT EEA

B DR AE i

<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4>F 7213 any ZF5E L £ 77,
<destination ipv4>(Z13565C IPv4 7 RL A& RE L £,

<destination ipv4 wildcard>|ZIX IPv4 7 RLAD R TLEDEAF AT 5y NESL T I ALK
=R~ A7 % IPv4d 7 FLAEATHREL 7,

host <destination ipv4>% A JJ L 72358 [T<destination ipvd>D7EE—F % 7 4 VX 5L LET,
any ZFRETDH L, S IPVAT KL A%Z 7 g L H LML IZLER AL
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IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255
eq <destination port>

SR — NESERELET,

71 kBN TCP BLUNUDP 047y a T,

1. ART X — 2 BWEEEO P
2L (&L LEEAL)

2. (EOR%EHH
0~65535 (10 #4%) T2 IR — v aHEfRE L7,
fRIEPTREZR AN — NG FRE TR 27-3 TCP THREAMHEZR AN — MR B XL TY T3 274 UDP Tif
ERHE/R AR — FAFR (IPv4) | 22 L T E &0,
eq € L7=8E1%, <destination port>D5e 22— % 7 4 W F R E LET,

tos <tos>
ARG A—H2E, ToS 74—/ ROE Y h3~6D 4y hTHD tosEEHELET
ZENTY RO TS 74—/ ROE Y F3~6 D4y FEHERLET,
Bit0 Bit1 Bit2 Bit3 Bitd Bits Bit6 Bit7

| precedence | tos | - |

1. ART X — B OFIHE
oL (MHEEE LERFA)
2. fEOFEHEH
0~15 (10 #%%) /T tos BFREFRELET,
TEEFTHEZS tos A FRIE [3R 27-6 FEEFHEZS tos 4R 2L TSV,

precedence <precedence>
AT A—H%, ToS 74—/ RO LN 3 v TS precedence A FEE L £7,
G/ RO ToS 7 4 —/V K L3 By h L ET,
Bit0 Bitl Bit2 Bit3 Bitd Bitd Bit6 Bit7

| precedence | tos | - |

1L KT A =2 IR OXHHE
ML (BRHEMEL LERA)

2. (EOR%EHFH
0~7 (10 #%%) £ 7213 precedence L& o E L £,
fRE W HE7R precedence 4 FRIL TR 27-7 FEEWHEZR precedence 47k #ZML T Z &,

dscp <dscp>
ANRTA—=HE, ToS 74—V KDL 6 By NThHo DSCPEEIRELET,
ZAERT Yy FDToS 74—/ R EML6 By FEHBLET,
Bit0 Bitl Bit2 Bit3 Bit4 Bits Bit6 Bit7
| DSCP | - |

1 KR T A= HIEREOXHHE
ML (BRHEMEL LEEA)

2. fEOREDH
0~63 (10 #3) /=12 DSCP &4HEfE L 7,
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fRE W HEZ: DSCP A4k 5% 27-8 FREFHEZR DSCP 4] ML T IZE W,
ack
TCP ~y & D ACK 77 73 1 O30y bORMEIRE LET,
72 3L TCP 2T 047 3 T,
1 ARRT A — BN OHE
7L (&L LERAL)
2. (EOFEHEH
L
fin
TCP ~vZDFIN 7T 7N 1 Oy SO EIRE LET,
Z'a h 3R TCP I DA T v a T,
1. RRT A—Z B OYHE
L (BRHEfEE LERA)
2. (O EHH
7L
psh
TCP ~vHZDPSH 77 7MW 1 D7y hOBEREL £,
7 VBN TCP R OA T 2 T,
1L AT A—2EBUEREORHE
L (SRS LERA)
2. EOREHE
7L
rst
TCP ~vZDRST 7T 7N 1Dy SO ERELET,
71 kAR TCP 12 DA T a L TY,

1L KT A =2 IR OXHHE
ML (BRHEMEL LERA)

2. fEOBREHAE
2L
syn
TCP ~y XD SYN 75 7081 D47y NOBHEIRELE T,
7ua k3L TCP DAY a T,
1. AT A —ZEBWEOYHE
7oL &ML LERA)
2. fEOBRTHIA
L
urg
TCP ~y XD URG 777081 O/ OB ERRE LET,
Za ha R TCP i oF 7y 3 T,

1 KR T A= HIEREOXHHE
ML (BRHEMEL LEEA)
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2. fEOREHIA
L
<icmp type>
ICMP ¥ A 7% ELET,
Zua ha N ICMP 720 DF T a T,
1. AT A —ZEMEEOYHE
el (MHSEMFE LEREA)
2. fEOREHIA
0~255 (10 %) ZIEELET,
<icmp code>
ICMP =— REZFEELET,
Za Fa AN ICMP 72 oF 7 g T,
1. ARRT A —XEBEREOYIE
oL (MHEEE LEREA)
2. EOBREHM
0~255 (10 #HEELET,
<icmp message>
ICMP #* v v —4EfE L £7,
71 b a LB ICMP ZiF 047 Y a T,
FEETHREZ ICMP A v — 48T [ 27-11 ICMP THRETRER X v —J 4 (IPv4) | 25 R
LTLEEN,
1. AT A= EMKEEOYIHE
el & LEREA)
2. fEOREFRH
2L
vlan <vlan id>
VLANID Z4E L £ 7,
KRG A—RFA—Y Fy A VX T =— R LSS TELS T,
1. AT A= EMEEEOYIHE
L &ML LERFA)
2. fEOBRTHIA
[RTA—ZIHEETEXHE] 2R LTI,
user-priority <priority>
a—PEEEERTELET,

1 KR T A =2 HIEREOXHHE
ML (BRHEEMEL LERA)

2. AEOFREHRH
0~7 (10 ¥ ZfEELET,
class <class> [mask <class mask>|
ARTG A—=ZITHAF 2 v 27 ACLIQoS 2T A0 nA4 7y a v T1,
A=Y TALY TAT AT HIRELET,
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<class mask>1Z Id<class>D I CHSHRICT L E Y "2 T 7 T A A7 ZIEELE T, <class
mask>Z AW LIS e v MRS ) £97,

1. ART A — ZAEW R O M1 E
mL (& E LEEA)

2. [EOBREHH
0~63 (10 #EH) ZHEELET,
[T FEREBDENE]

L

[BIE~NDFEE]

TIRAVANeA UV H T x2—AZHMALTRETCZ U M) ZBMELIIEETEZE, = FUBRA X
T —RCHEEINAETOM, BTUA L F T 2—ATZE LIy MR EEIN AN H
v Ed,

[E% % fE D [ BRE2H4 ]
REIMET R, & <ISEAIC KSR ET,

EEZEIE]
1. BEEILT RLARAUA NN R — R R BIO%ET NLAT A )V R — K< A 7|2 255.255.255.255 &
ANJjLTcb &iTany ERRLET,

2. FEETLT FLABIU%ESET KL A2 nnn.nnn.nnn.nnn 0.0.0.0 & A L7= & =X host nnn.nnn.nnn.nnn &
FrLET,

3. <protocol>IZ 7’1 h VAR ah £72i1E 51 (10 #3%) 2MHSGME L7 4 VA2 RHIZTE ERA,
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deny (ip access-list standard)

IPv4a 7 RL AT 4 VEZTCOT VB ARESTHEM4EEELET,

[AHRK]
HRORIE - £H
[<sequence>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
TEHOHIR

no <sequence>

[AAE—F]

(config-std-nacl)

[INT A—4]
<sequence>
T ANEEEOBANERERE L9,
1. AT A= EWEEEOYIHE
T 7B AY A NRIZEER WSS, VI 10 T,
S EFRELTCHIGE, ELTHDHuEAE/FOKKEF T,
72721, BAIER ORKIED 4294967284 LV KEUVWMEDBEAITEI TE 8 A,
2. fEOBREHIH
1~4294967294 (10 #%) ZHETL £,
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPvd 7 FLAZIREL X1,
TRTOIPv4 7 RV AZRET 2% A 1L any ZHE L E T,

1. AT A—ZAMREOYIE
B TEETA

2. EOBREHPH
<ipv4> [<ipv4 wildcard>], host <ipv4>F /=it any ZFE L £7,
<ipvd>|ZILIPv4 7 KL AZFEEL 7,
[<ipv4 wildcard>]IZIX IPv4 7 KL ZADOH T{EREOEEFFA[THE Y NEYVTIZUA NV R — K< R
J % IPvd 7 RLUAERTHRELET, B LB I3<ipvdOReE—8E 7 A V5L LE
7T
host <ipvd>% AJJ LIz HA1E<ipvd>D 58— a2 7 A NV ZFEE LET,
any ZFEETDH L, IPvd T FLAZ T 4 V24 E T LERA,
IPv4 7 KA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

(272 F &R OEE]

L
BIE~DEE]

TIRAVANEA U EZ 72— AZEHA LTOREB T Y ZBMEIIERT L L, = MURA 4
T2 —ACHEASNDETOM, YA L H T =2—ATZELI Ty MR —BMICEEINI AN H
nET,
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[EXEMBE D RBREZH]
REMETRS, ICERICKBRS L ET,

CEESEIA]
1. 7RVAUANKI—RK<AZI2255255255255 L ALz &idany EERLET,
2. 7 F UL A{Z nnn.nnn.nnn.nnn 0.0.0.0 & AJJ U7z & Z (3 host nnn.nnn.nnn.nnn & FR L E T,
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deny (ipv6 access-list)

IPV6 7 A NV HTDT 7 ¥ AL+ 550 2EELET,

[AHRH]

fEmoBRE « LH

e {77 m k=178 TCP, UDP 3 L UNICMP LS OHE
[<sequence>] deny {ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination
ipv6>/<length> | host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan
id>] [user-priority <priority>]

o 77w k= TCP DA
[<sequence>] deny tcp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>]
{<destination ipv6>/<length> | host <destination ipv6> | any} [eq <destination port>] [ack] [fin] [psh] [rst]
[syn] [urg] [ {traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o {771 k=73 UDP D4
[<sequence>] deny udp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>]
{<destination ipv6>/<length> | host <destination ipv6> | any} [eq <destination port>] [ {traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o [fii7u kLA ICMP DBL
[<sequence>] deny icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length>
| host <destination ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

THHROHIFR

no <sequence>

[ABE—F]
(config—ipv6-acl)
(/NS A—42]

<sequence>

T ANV SO RNARF 2 R E L E T,

1.

ANT A —Z B R DI HE

T 7R Y A MNICERER R WSGE, P 10 T,
FHERELTHIHA, RELTHI2HEMANERFOHRAME+10 T,

77120, WEANER O KRMEA 4294967284 L 0 K EVMEDEAITAK TE 8 A,
B DR & #EPH

1~4294967294 (10 ##) #HELET,

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 /37y b D BT | b a VR EREL £,
7ZL, IR TOT e havExRET L5 ipve #HEEELET,

1.

AT A — 2 B W D AE
HETEEEA

B EHH
1~42, 45~49, 52~59, 61~255 (10 #%) /1370 rar4HFaiEe L1,
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FREFREZR 7 1 b 2 VAFRIE TR 27-2 fREWREZR T 1 b agfr (IPve) | 22 LT 7EE
Uy,

{<source ipv6>/<length> | host <source ipv6> | any}
BEIETLIPV6 7 RL A& RE LET,
TNTOKIEILIPVe 7 R A ZfRET 256 T any 2 f6E L7,

1.

ART A — LB WEE DY) HE
R TEEEA
B DR EHiH
<source ipv6>/<length>, host <source ipv6>F 7213 any Z45E€ L £ 9,
<source ipv6>IZIXE(FIC IPV6 7 KL AEFRE L 77,
<length>(Z(X IPv6 7 R L ADH TS L 2 D83 % T KL ADEEN SO bit i CIRE L £
¥
host <source ipv6>% A1 L 7255 & id<source ipv6>D7EE—E % 7 4 V2 5L LET,
any ZFRET DL, EETIPV6 T KL AZE T 4 VX &ML ITLERA,
<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn)
0:0:0:0:0:0:0:0 ~ {Tff:-£1F: £ £ 1 £ £ £
<length>: 0 ~ 128

eq <source port>
EEIER— PR TERELET,
7'r bR TCP B LOVUDP EF DA 7> g o TT,

1.

AT A — 2 B WEREO Y HIE

L (RS E LERA)

i D% E

0~65535 (10 ) F/IFAR— baAHEIEELET,

fRE R R — M AR [ 27-3 TCP CTIREE R A — MMaFR) B 1% 27-5 UDP T
ERREZR AR — F&FR (IPv6) ] &ML T a0,

<source port>D5EE—E & 7 4 WV E KM E LET,

{<destination ipv6>/<length> | host <destination ipv6> | any}
GASIPV6 7 KL AZIEELET,
TRTOFEEIPV6 7 KL RAEEET 265 X any ZHELE T,

1.

ART A — 2 B O Q) HE
B TEEEA
fE DR PH
<destination ipv6>/<length>, host <destination ipv6>% 7213 any Z#+5E L £,
<destination ipv6>(Z13565C IPv6 7 R L A& FRE L £,
<length>Z{X IPv6 7 K L ADHF C—EGeff L 72 % T KLU ADIEHN D O bit L THEE L F
D
host <destination ipv6>% A 71 L 72354 Id<destination ipv6>D 582 —E & 7 4 V2 &b & LE T,
any ZHET DL, FEHEIPV6 T RL AL T 4 L E R LITLER AL
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) :
0:0:0:0:0:0:0:0 ~ Tt fiff £t ££ff: £ ff 7 £
<length>: 0 ~ 128

eq <destination port>

SR — MESEZRELET,
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7u haNTCP BLWUDP 2047y g T,
1. KT X —FEWEOYHE
el &L LERA)
2. fEOREHIAE
0~65535 (10 #%) F/-I13R—  aHmafEE L £T,
FEERREZe AR — AFRIL T5£ 27-3 TCP TIRERRERF— MR BLW 13 27-5 UDP T
EFHERR— Na#R (IPv6) ] BB LT &,
<destination port>D 52— % 7 4 VX Kb & LET,

traffic-class <traffic class>
KRGA=ZE, NTT 4TI TRAT4— VN EEREELET,
ZERTY NDNTT 4 I TFAT 4=V FEHBRLET,
L FRT A—ZEBIEROYHE
7L (BHEEE LEREA)
2. (HORRE A
0~255 (10 %) zfEL£7,
dscp <dscp>
KRNRGA=21L, "TFT 497 TFAT7 44—V RD N6y hThDDSCPEAIREELET,
ZENTYNDINT T4 v I I TAT 4=V 6By FEHELET,
Bit0 Bitl Bit2 Bit3 Bit4 Bithb Bité Bit7
| DSCP | - |

1. AT A= EMKEEOYIHE
el (MHEEE LEREA)
2. fEOBREHIHE
0~63 (10 #%#) F7~1XDSCPLHERTL £,
FEEAAE7: DSCP &4 FRiL 13 27-8 FEEFAEZ: DSCP &%k 25 LT 7EaW,
ack
TCP ~y XD ACK 75 7051 O/ FORHERRE LET,
7a NI /NTCP 72047 arTY,
1. ARRT A —XHBWEEREOY)HE
el (MHEEE LEREA)
2. fEOBRTHIAE
L
fin
TCP ~y XD FIN 75 781 D7y FOBHERRELET,
Za ha R TCP P oF 7y a3 T,
1. AT A —ZEMEEOYIHE
7oL &ML LERA)

2. (EOREHRH
L

psh
TCP ~vy XD PSH 75 7N 1 DOy OB EIEELET,
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7 kLR TCP IEF A7y a3 T,
1. AT A —ZEBWEOY)HE
el &L LERA)
2. fEOREHIAE
L
rst
TCP ~y XD RST 75 71 D7y FOBHEIRRE L £,
7 k3 )LRNTCP IEF A7y a3 T,
1. AT A —ZEWEO W HE
el (MHSEMFE LEREA)
2. fEOBREHIAE
2L
syn
TCP ~y XD SYN 75 70 1 D7y OB EIRELET,
71 f LR TCP 72T A7 a T,
1. ARRT A —XEBWREOHIE
oL (MHSEMEE LEREA)
2. fEOBREHIH
L
urg
TCP ~y XD URG 7T 7081 D7y FOBHEIEE LET,
7a Fa N TCP 2047 arTY,

1 KT A =2 IR OXHHE
ML (BRHEEL LERA)

2. EOREFH
7L
<icmp type>
ICMP % A 7% 45E L £7°,
7'a RN ICMP 720 OF 7 v a T,

1 KT A= H ISR OFHHE
ML (BRHEMEL LEEA)

2. EOBREHH
0~255 (10 80 ZFELET,
<icmp code>
ICMP 22— R&$EELE7,
7’2 h LB ICMP 721 DA 7 > 3 T,

1 KR T A= HIEREOXHHE
ML (BRHEMEL LEEA)

2. fEOBREHIHE
0~255 (10 %) ZHEELET,

<icmp message>

ICMP X v — 4 EfRELET,
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Zu ha N ICMP 720 DF T a T,
FETREZR ICMP A v —IU4FRT [ 27-12 ICMP THRETRER A v —4 % (IPve) | 251
LTLEEW,

1L AT A—Z B ORI E
mL (& E LEEA)

2. fEORE
L

vlan <vlan id>
VLANID ZH&E L 7
ARG A—=ZIA =Y Fy A V2T =— R WA LIRS T HES T,
1 AKRZ A—ZHIERDYIHE
L (BHEEE LEREAL)

2. EOBEH
[RIA=FIHRETE DE] 22 LTSN,

user-priority <priority>
A= PEEEEIRELET,

1 KT A =2 IR OAHE
ML (BRHEMEL LERA)

2. fEOBREHIAE
0~7 (10 #E%) ZFELET,
[O7 2 FEAREBDENE]

L

[BIE~NDEE]

TIRAVA N, VAT x2—A WA LIRECTCZ U N ABMELIIEETLE, = FUBRA X
T —RACHEAINAETOM, BYUA L F T2 —ATZE LIy MR —MICEEINIEANH
nES,

1. H¥EXLT FLABIUSEET R L A2 nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 & A L7z & & 1%
any R RLET,
2. FEETT FLARABIU%ESET R L AIZ nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 & A7 L7z & &1%

host nnnn:nnnn:nnnn:nnnn:nnnn:nhnn:nnhn:nnnn & &8 LE 97,
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deny (mac access-list extended)

MAC 7 A NVETOT 7B AZEETHEMEHRELET,

[AHRH]
fEROBE - ZLH

[<sequence>] deny {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>

<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | Ildp | oadp | pvst-plus-bpdu |

slow-protocol } [<ethernet type>] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]
TR OHIBR

no <sequence>

[ABE—F]
(config—ext-macl)
(/X5 A—4]

<sequence>

T ANV E SO RNARF 2R E L E T,

1.

ARINT A — 2 BRI O R HE

T 'AY R MNIZEER WIS, PIEMEIL 10 TT,
GHERELTHIEA, RELTH2HEMANERFORAME+10 T,

72720, WANEF ORI 4294967284 L 0 KEWVEOHSITE TE EHA,
B DR E HEPH

1~4294967294 (10 #%) #4EEL 7

{<source mac> <source mac mask> | host <source mac> | any}
FETMAC T FLAZRELET,
TRTOERFILMAC T KL RAEHEET 28 A X any ZHELET,

1.

ARINT A — 2 BRI ORI HE

B TEEEA

B DR A P

<source mac> <source mac mask>, host <source mac>F 72(¥ any ZHHE L £,

<source mac>IZITIEFEIE MAC 7 RV AZIEE L ET,

<source mac mask>lZ X MAC 7 RLADOHF TEEOEEZZHFTHE Yy &N T~ A7 % MAC 7
RFLUABATHELET,

host <source mac>% A JJ L7235A (I<source mac>D5EE—F %2 7 4 W Z &b & LET,

any ZHRET DL, BIFEILEMACT RLRAE T 4 VESEMELIZLERA,

MAC 7 KL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.fEAHE (16 50

{<destination mac> <destination mac mask> | host <destination mac> | any \ bpdu \ cdp | lacp | lidp | oadp |

pvst-plus-bpdu | slow-protocol}
SEEMAC 7 RLUAZIRELET,
TRTO3HEMAC 7 R AZIEET D58 X any ZfiE L £7,

1.

AT A —H B0 HE
AW TEEEA

462



27 7OERIYR b

B DR E HiH

<destination mac> <destination mac mask>, host <destination mac>, any, bpdu, cdp, lacp, lldp,
oadp, pvst-plus-bpdu, F 7=I3 slow-protocol ZF5E L £ 77,

<destination mac>{Z {3585 MAC 7 RV A ZELE T,

<destination mac mask>Z{Z MAC 7 KL ZAOH TEEDEEZHF Ty hEN T~ AT %
MAC 7 FLARATHREL 7,

host <destination mac>% A JJ L 7253 & I <destination mac>D5EE—H & 7 4 VX 5L LET,
any ZFEET D L, SLEMACT RLAZ 7 4 VEAFGMEIZILEREA,

bpdu Z+5ET 5 &, BPDU HIfHI N > hET7 4 VE &L LET,

cdp ZHEET D &, CDPHIEINT > a7 4 V25 LET,

lacp & 721 slow-protocol ZF5ET D &, slow 712 bRy Fa7 o M ZEMHMEE LET,
A4EE Cl3 LACP & IEEE802.3ah/UDLD #RE T slow 7'v1 b a3y R L TWE T,
lldp Z45E S % &, LLDP il /"7y ba7 4 V2L LET,

oadp ZF5ET % &, OADP HliHlNNT > ha7 4 VG MEE LET,

pvst-plus-bpdu ZEET 5 &, PVSTHHE A &7 4 L ZSEE LET,

MAC 7 F LA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff AT (16 XL

<ethernet type>
A—H%y M I TREEEELET,

1.

RoXT A — 2 BRERE O HIHME

2L &ML LERA)

B D% TE #iPH

0x0000~O0xffff (16 ##%) F/zidA —YVxy N A TELHERELET,
FBEFRERA =Y Ry b EA THFRT (£ 279 FBEAHERA —V Xy N A TL&H) 2R
TL7EEW,

vlan <vlan id>
VLANID #fiE L E7,
KRG RA—=RFA =Y Ry b Z 72— R LA TEZ T,

1.

2.

AT A —H B WD WIHE

7L (RHEME LEEA)

TEO EHH
[IRTA—ZIHBETEXHHE)] 2R LTI,

user-priority <priority>

A—PEEEEEELET,

1.

Y NAS S S = SR
7oL &ML LERA)

TEO EHFH

0~7 (10 #%#%) Z=HELET,

class <class> [mask <class mask>|
ANRTGA—=FIHZAF w27 ACL/IQoS i+ 2720047 a T,
A=W TRAL I FGAT AT BRELET,

<class mask>{Z i <class>DH THHEHRIZTAHE Y NEN Ty T A A7 ZEELE T, <class
mask>Z AW L7-S 32 v SRS 20 £97,

1.

AN T S — 2B W DO AIE
ML (BRHEMEL LEEA)
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2. [EOREHPH
0~63 (10 #HEELET,
[O7 2 FEREDENE]

L

[BIE~DZE

TIRRAY A A U H T 2 —ACEH LIDRE T Y ZBNEIER T 5L, v MRS v H
7= —ACHEAIND ETOM, HMUA 87 = —ATEE LI v M A—HICEES D BANH
D ET,

[EXE B0 RBREZH]
REIMET R, & <ISEAIC KSR ET,

CEESIA]
1. HEXT FLABXU%EET R L A2 nnnn.nnnn.nnnn T & A L7z Eidany ERRLET,

2. FEET RL AT\ b aAMEEEIIEETE L7 0 ha VA HOT RLAEZEE L TV L85G
F7e b al g e R LET, k7 FLRAICIRETE 271 FafA o7 FLUAE % 27-10
FBEFEE/R5E5E MAC 7 RL A4 R 2L T EE W, EFRUSADOEEILT FLABLU%ET
R L Z{Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L 72 & ¥ host nnnn.nnnn.nnnn & &R LE T,

464



27 7OERYR b+

ip access-group

A=Ky hA BT 2 —AETIIVLAN A V¥ 7 = —R 2 LCIPVA 7 72 AU A h&H L, 1Pv4
T A VEERRE AT LET, BNV, ip access-group, ipv6 traffic-filter, 33 & T mac access-group % A
VAT 2= AT L TR 540 U A PBRETE £7,

A BT 2= ANDRERIZONTIE, (WA F 72— A~ORER 22 TIEEW,

[ABRH]
THMORE
ip access-group {<access list number> | <access list name>} {in | out}
THHROHIFR

no ip access-group {<access list number> | <access list name>} {in | out}

[ABE—F]
(config—if)

A=V Ry hA LV HTx2—A, VLANA V' H T = —A

[T A—=4]
{<access list number> | <access list name>}
RET D IPVET RUAT A VB ETNLIPVA X N7 4 VB OB 72488 LET,

1 KT A= H ISR OFHHE
BT EEA

2. fHEOREFH
<access list number>MD A1, 1~199, 1300~2699 (10 #E4%) Z4EE L £,
<access list name>D A1, 31 LFLUNOLRIZFEE L E T,
RN, [T A—RITHRETE L) 2L TIEIN,

{in | out}
7 4 L& @ Inbound 7> Outbound # 87 L £,
in : 7 4 /L% ® Inbound (ZAFMOFEE)
out : 7 /L% @ Outbound GEFMHDFEE)

1L FRT A—2EUERE ORIHIE
I TEEEA

2. fEOBREHIHE
L

(272 F &R OEE]
2L
[(BEE~NDFEE

1= NI EEBRELET VBRIV AN R U Z 72— AT HES, =0 NI FZ T z—R
WCHEA SN ETOR], BUA VX 72— ATZELEZIP Ny bR —FICERESNE T,
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[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

GEESEIE]

1. FEELRWIPVE 7 A NV ZERE LIS FMLEELERA, IPv4 7 0 L Z OB T3 FE I E
7

2. A=V Fy MU ZT72—RZH LTIPVE Ny N7 4 VZ 2T 285681, 7 e —KRESMAIC
VLAN RTZ A= 03\b5 L&, @HTDIA—V %y b V¥ 72— ADFENRFIZ VLANID BNEFh
TWIUTRETE T,

3. VLANA UV H 7 x2—RACKLTIPVE X7y h 7 4 VEZ BT 2580, 72 —RHSHIC VLAN R
TA—=H NN EZITRETEET,

4, T —RBHEMEEIZ VLAN S5 A — 2 RWH AT 72 AU A NEEEMICRET AHEAE, EEOL—)
PRy FAUVE T 2= AR LT R R U ITR—=FORED —DO bRV E X ITRETEET,

5. 77EARAVYRALE VLANA V&7 = —ZADOEBEMANCHRET H5E, EEOA —F Ry A X T x—
WX LT R R Y T R— FORENR Db RN EXIIRETEET,

6. Z7u—HSIEIZ VLAN R A —EZ 03557 78 A X N EEEMICERET AEA1EL, Y1 %
7 = — ATk LT Tag BHOBEN RN E ZITRETEET,

7. T27EAUVAKNE VLANA VX7 =2 — ZAOEGBUNIHET 285G, VLAN A VX 7 = —RIZEENT
WDHA =Py hA U H T 2—RIHESNTND Tag BMOBREN — DL RN EXITRETEE
ER
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ip access-list extended

IPvd 7 4 NVEE LTEIMET AT 78R A MZRELET, IPv4 74V Z L LTEETAT 72U X b
WCIFEEN —oHVET, IPET RLA T 4B &, IPvA STy N7 4V T,

ZOawY RTIHIPVEA NNy R4 VFERELET,
IPv4 /Xy N7 4V EZTIE, EEITCIPVE 7 RLR, 565 1Pvd 7 KL A, VLANID, =—EEE, ToS

74—V RO, RN—+FEE, TCP 777, ICMP # A4 7B X WICMP =— RIZHESWTT7 4 0¥ LE
—a’_‘o

JEREM ) [Pv4, IPv6, MAC DT 7 AU R hEEK 1024 U A MEK T E9,

IPv4 7 RLATZ ANV EZBLIONIPVE Ty T 4V EZ LT 4V Z AR 2048 =0 M VB CTE £
7,

T7EAYANMIOWTIE, [R7 782U A MEEE] 2ZRLTIEIN,

[ABRH]
THEWOBE
ip access-list extended {<access list number> | <access list name>}
THHROHIFR

no ip access-list extended {<access list number> | <access list name>}

[AAE—F]
(config)
[INTA—=4]

{<access list number> | <access list name>}
RIET D IPVA X BT 4 W E DHBITEEE L £ T,

1. ARRT A —ZEWEREOYIHME
A TEERA
2. fEOEHFAE
<access list number>D 4 1%, 100~199, 2000~2699 (10 #$%) Z45E L £,
<access list name>D A1, 31 LFLUNOLRIZFEE L E T,
FEMIE, [NT A —HIZHRETE A 22U T IZ&EN,

(372 F &R OEE]

2L

[(BEE~NDFEE

CEEZFHE]

1. access-list THEE L 7= 100-199 F 7=1% 2000-2699 D<access list number>& Al UV A M & #fETE £9,
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2. {ERFELDIPVE T RL AT (VR LFR, IPv6 727 B AU X NFR, MAC T 27 AU X NAFRIZIEE
TEEHA,
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ip access-list resequence

IPVA4 T RLATZ 4 VEZBLIRIPVE Xy 8T 4V E DT 4 N EEERIER O —r o A B S BREL
9,

[ABRERK]

THEROBRE « BH

ip access-list resequence {<access list number> | <access list name>} [<starting sequence> [<increment

sequence>]]
[ABE—F]
(config)

[T A—=%]

{<access list number> | <access list name>}
RETDHIPVET VAT A VHETLIPVA Xy N7 4 VX ORI E2HELET,

1. AR A—ZHEREOYIHIE
A TEERA
2. EOREH
<access list number>D A 1L, 1~199 £ 7213 1300~2699 (10 i#4%) ZHRELE7,
<access list name>D A1, 31 XFLUNOLRIZFEE L E T,
FEANE, TR A—HITHETZ M) 2R L TLIEEN,
<starting sequence>
Bt —r VAFEERELET,
1. ART A —ZBEREO Y)W
MBI 10 T,
2. EOREHE
1~4294967294 (10 #%) #4EEL 7
<increment sequence>
V=V AAL Y A MEEBELET,
1. AT XA —ZEHEREOYIHME
IEMEE 10 T,

2. fEOBREHIHE
1~100 (10 #%) =HRELET,

(372 F &R OEE]

2L

[(BEE~NDFEE
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CEEZHHE]

L
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ip access-list standard

IPvd 7 4N HZ ELTEMET DT 78RV A REZRELET, IPVA 74 VX ELTEMET DT 78R Y R |
WCIFEEN —oHVET, IPET RLA T 4B &, IPvA STy N7 4V T,

ZDawy RTIHIPVE T RLAT 4V EZZRELET,
IPv4 7 LA 4 VX TiL, IPv4d 7 RLAIZESWNTCTTZ 4 VX LET,
M- 1) [Pvd, IPv6, MAC DT 7 AU A N& K 1024 U 2 MERTX £,

IPv4 7 RLATZ AL EZBLIONIPVE Ty T A NVEZ LI T AV EZ M2 2048 =0 MU ERTEX F
R
TIEAYZARMIOWTIE, (M7 27ERY 2 MEEE] 28R LTLIEEN,

[AARz]
RO E
ip access-list standard {<access list number> | <access list name>}
THHROHIFR

no ip access-list standard {<access list number> | <access list name>}

[ABE—F]
(config)
(/NS A—=4]

{<access list number> | <access list name>}
HETDIPVET RLAT 4 V2 OIFEZEELET,

1 KT A— 2B SR OFHHE
BT EEA

2. fEOBREHAE
<access list number>D A1, 1~99, 1300~1999 (10 #%) #HEELET,
<access list name>D AL, 31 WFELNOLAHIZFRE L £7,
PRI, [T A—HXIZHRETE D] 2L T 7E &0,
[O7 2 FEREBDENE]
L
LBE~NDEE]
L
[ERTEED Iz PR 5244 ]
EMEERR, T ICERICKBESNET,

R

CEESIA]
1. access-list THEE L 7= 1-99 F 721 1300-1999 D<access list number>& [7 UV A M &2 #{ETE £9,

2. {EREHLD IPVA 23 N7 4 )V RLTR, IPv6 727 B AU X MR, MAC T 27 AU X NAFRIZIEE
TEEHA,
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ipv6 access-list

IPV6 7 4 N2 & LTCEMET DT 78RV A REZRELET, IPV6 74X & LTEMET DT 78R Y R |
TlE, HETIPV6 7 RL A, 582 IPv6 7 LA, VLANID, o= —ELE, NF 74 vV 0 TAT 1 —
U RDfE, &A— R FKH, TCP 7572, ICMP Z A 7B LOICMP 22— RiIZES3WT 7 4 & LET,

L= 0 IPvd, IPv6, MAC DT 7 AU A F&E K 1024 U A MERTEET, 74 VX 52K K
2048 = M UfERRCX £ 9,
TI7RBAYZANMIOWTIE, TR7 78R R MEFE] 22 LTI,

[ABR]
THEWOBE
ipv6 access-list <access list name>
TR O HIBR

no ipv6 access-list <access list name>

[ABE—F]
(config)
[T A—4]

<access list name>
FIET D IPV6 7 4 LV OFHIT 2R E L E T,

1 KT A— 2B SR OFHHE
HIETE EEA

2. fEOBREHIHE
31 XFLINOARTZEE LET,
FERE, TRTA—=XIZHRETE BME] 2B LTI,
[av Y FERREOEE]

L

[BE~DZE]

GEEZEIE]
1. {ERREHRD IPVA Ny N T g VB LFR, IPvA T RL AT 4 VEZLFR, MAC 7 7t 2 U X N FREHE
ETEEE A,
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ipv6 access-list resequence

IPV6 7 4 V2 DT 4 )0 ZREMNAFE O > —r v A G fRE L ET,

[AHRH]
fEROBE - ZLH

ipv6 access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

[AAE—F]
(config)
[T A—=4]

<access list name>
RIET D IPv6 7 4V Z DR T EE L ET,

L FRT A— 2R OYIHIE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L ET,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

<starting sequence>
Pdhs — 7 ARG ELET,
L FRT A= EUEROYIHIE
ML 10 T,

2. fEOREFRH
1~4294967294 (10 #%) ZHETL £,

<increment sequence>
VAL ) A MEERELET,

1. AKRT X —ZEREEOYIHE
PMEIE 10 T,

2. fEOBREHIH
1~100 (10 #%) Z=HRELET,

(272 F &R OEE]

2L

[(BEE~NDFEE

CEEZFHE]
2L
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ipv6 traffic-filter

A=Y Ry hA v BT x2—A, EFIIVLANA LV Z 72— LTIPv6 77 AU 2 F&EHAL, IPv6
T4V ERRE AN LET,

HEEYT-V, ip access-group, ipv6 traffic-filter 33 2 UY mac access-group % A > % 7 = — A {Txf L TR 540
YA MRETEET,

AVHET 2 —ANOREBIZONTIE, TBA U E T 2—A~DOREK] 2L TLEE N,

[ABRH]
OB E
ipv6 traffic-filter <access list name> {in | out}
THHROHIFR

no ipv6 traffic-filter <access list name> {in | out}

[AAE—F]
(config—if)

A=V Ry hA LV HTx2—A, VLANA V' H T = —A

[T A—4]
<access list name>
HET D IPV6 7 4 L F DMAFE 48 E L ET,

1 KT A— 2B SR OFHHE
HIETE EEA

2. fEOEHF
31 XFLUNOA4RIERE L ET,
FEAINE, TR A—H|IZHETEZMHE) 2R LTI,
{in | out}
7 4 L% ® Inbound ¥ 7-1% Outbound Z+57E L 77,
in : 7 4/L%® Inbound (ZEMDIEE)
out : 7 4 /LZ @ Outbound GEEDIEE)

1L FRT A—2EUEREORIHIE
HETEEEA

2. fEOBREHIHE
L

(272 F &R OEE]
2L
[(BEE~NDFEE

1= NI EEBRELET VBRIV AN 2L B 72— AT HIHES, =0 NI FZ T z—R
WICHEAESND FTOR], 4, ¥ 72— ATZE L IPV6 /N7 v MR —BFICEESNE T,
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[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

CFrE%E]

1. IPv6 727 BA U A MIE[FE—A %7 x=—AT, Inbound & Outbound D7 4 V& & —D>F D HTE
T, TTIRRESNTODIHAE, Vot AHIBRLTHALRETDZ LI T,

2. FHELZRWIPVG 7 A VX ZRE LTZGAIIMbEEL %A, IPve 7 4 /L X ORI I3RS E
T

3. Tu—RHEEHFICVLAN NI A= BH oL X, MATHA—F Ry MU ¥ 72— ADFENRIC
VLANID A& FN CWVIUSRETE £,

4. VLANA 7 =— AT LTIPVe Ty b7 4 V2 2T 29581, 7 v —#HS&MFIZ VLAN X
TA—=ENRNEZIIRETEETS,

5. 7u—RHEMEIC VLAN T A —=E R8N HDT7 78 A ) A B EACERET A%, EEOA —
Ay bV E T2 —RHK L TR R VTR = FOBRER Db RNE XIIHRETEET,

6. T727EARAYRIEVLANA V' FZ 7 = —ADFEMIHRET 556, EEOA—VRy MV F T =—
2L TR RY VT R—= FORED—DbRNEZITHRETEET,

7. 7u—RHEEMEIC VLAN T XA —=ER8NHDT7 78 A ) X M EHEANCERETDHAIE, A4
72— AWK LT Tag BMORENR RNV E ZITRETEET,

8. T Z7EAURAINEZ VLANA B 7 =—ADEEMIHRET 596, VLANA L F 7 = —ATHEENT
WABA =P Ry M U BT 2 —RZEESNTND Tag BHOREN — DO bRV E ZIITRETEE
7
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mac access-group

A=Ky " BT 2 —AETUIVLAN A V¥ 72— A2 LTCMAC 7 722U A h&#EH L, MAC
T A VEERRE AT LET, BNV, ip access-group, ipv6 traffic-filter, 33 & T mac access-group % A
YHT 2= ATR L TRK 540 U A RERIETE ET,

AVHE T 2—ANOREBIZONTIE, TBA U E T 2—A~DREK] 2L TLEE N,

[ABRH]
THMORE
mac access-group <access list name> {in | out}
THHROHIFR

no mac access-group <access list name> {in | out}

[ABE—F]
(config-if)
A=V Ry "V HFTx2—RA, VLANA »HF T z—2R

[N A—=4]
<access list name>
BIET D MAC 7 4 /VZ OFAFEHELET,

1 KT A= H ISR OFHHE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L £,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

{in | out}
7 4 V4 @ Inbound 5> Outbound % $87E L £ 7,
in : 7 4/L%® Inbound (ZIFMOFEE)
out : 7 4 /L X ® Outbound GEHERIDOFET)
1. AT A—HEWEREO P E

B CTEEHA
2. fEOBRTHIA
L
[O7 2 FERREDENE]
L
LBE~NDEE]

1= MU EEBRELTET 7 BEAYV R N2V E 72— R ICHATAGE, =V NIBA BT 2—2R
WCHEH SN D ETOR], ZUA v H 72— ATZELEE2ry "A—EICEREINET,
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[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

CEEZHHE]

1. FEELBRWMAC 7 4 VE ERE LTEHEIMLEEL %A, MAC 7 4 V& OB FI3BE I E
7

2. A=V Ry U ZT7x2—RZH LTMAC 7 A VX Z#EHATHHEE, 70 —BRHESEMIC VLAN R
FSA—ENHBHEX, WHTHIALA—V %y b v E T 2 —ZADFREWNKIC VLANID BEENTWiUT
HETEET,

3. VLANA V¥ 7 x=—RIZxtLTMAC 7 4 VX AT 2561, 7a—MHSEMZ VLAN /8T 2 —
AN NE EXICRETEET,

4, To—RBHEMHIC VLAN NT A= RNHET7 7 A ) A M FEMICRET2E61T, #EEOL—
PRy FAUVE T 2= AR LT R R U ITR—=FORED —DO bRV E X ITRETEET,

5. 77EARAVYRALE VLANA V&7 = —ZADOEBEMANCHRET H5E, EEOA —F Ry A X T x—
AWK LT R R TR = FOBRENR DL RN E EIZHETEET,

6. Z7u—HSIEIZ VLAN R A —EZ 03557 78 A X N EEEMICERET AEA1EL, Y1 %
7 = — ATk LT Tag BHOBEN RN E ZITRETEET,

7. TI7HBAUVARE VLAN A U F 7 2 —ADEEMHET D2%HE, VLANA VX 72— R ZEENT
WABA =P Ry M U BT 2 —RZEESNTND Tag BHOREN — DO bRV E ZIITRETEE
7,
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mac access-list extended

MAC 7 A4 NVZ ELTENET DT 7 BAY A MEZRELET, MAC 74 L Z L LTEMET DT 7R R
FTIE, BETLMACT KL A, 5iEMAC T FL A, f—% %y & A 7%FKE, VLANID, BLP=2—H
BREICESW T 42 LET,

L= IPvd, IPv6, MAC DT 72 AU A F&E K 1024 U A MERTEET, 74 VX 52K K
2048 = M UfERRCX £ 9,
TI7RBAYZANMIOWTIE, TR7 78R R MEFE] 22 LTI,

[ABR]
THEWOBE
mac access-list extended <access list name>
TR O HIBR

no mac access-list extended <access list name>

[ABE—F]
(config)
[T A—4]

<access list name>
HETD MAC 7 4 V2 OB+ 2 ELET,

1 KT A— 2B SR OFHHE
HIETE EEA

2. fEOBREHIHE
31 XFLINOARTZEE LET,
FERE, TRTA—=XIZHRETE BME] 2B LTI,
[av Y FERREOEE]
L

[BE~DZE]

GEEZEIE]
1. {ERRFEHD IPvA N7 N7 4 VEZLFR, TIPvA T RL AT 4 VEZLFR, TPv6 77 A Y A NAFRIISE
TEEHA,
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mac access-list resequence

MAC 7 A VE DT 4 W Z KRN DO Y — 7 o AR 52 BRELET,

[AHRH]
fEROBE - ZLH

mac access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

[AAE—F]
(config)
[T A—=4]

<access list name>
BIET DH MAC 7 4 /VZ OFAFEHELET,

L FRT A— 2R OYIHIE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L ET,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

<starting sequence>
Pdhs — 7 ARG ELET,
L FRT A= EUEROYIHIE
ML 10 T,

2. fEOREFRH
1~4294967294 (10 #%) ZHEEL£7

<increment sequence>
VAL ) A MEERELET,

1. AKRT X —ZEREEOYIHE
PMEIE 10 T,

2. fEOBREHIH
1~100 (10 #%) Z=HRELET,

(272 F &R OEE]

2L

[(BEE~NDFEE

CEEZFHE]
2L
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permit (ip access-list extended)

IPv4 X7y N7 A NVETCOT VAT THEM4EEELET,

[AB#K]
HEW|ORGE - BE
[<sequence>] permit {7 « /L& {4}

RV L S

kA7 e k=73 TCP, UDP, ICMP 35 & OV IGMP LIS D4
{ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4>
<destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence <precedence>] |

dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

EAr7 | b 2 v TCP O84

tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>] {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination port>] [ack] [fin] [psh]
[rst] [syn] [urg] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>] [class <class> [mask <class mask>]]

Efr7 b 3LAs UDP O s

udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>] {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination port>] [ {[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask

<class mask>]]

7 e k2 ICMP D3BE

icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [{[tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class>
[mask <class mask>]]

Efz7a b 2L IGMP O35

igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}]

[vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

THHROHIER

no <sequence>

[AAE—F]

(config-ext-nacl)

(NS A—4]
<sequence>

T ANV E OB RIAF 2R E L E T,

1.

AT A — 2B WEREO W) HE

T 7B AY A NPUTEIER 2GS, PIEMEIR 10 T,

S EBRELTHIEE, #ELTHIEAIERFORKAMHEF0 T,

7721, WEANER ORI 4294967284 1 0 K EVMEDEAITAKB TE £HA,
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2.

B EHH
1~4294967294 (10 ##) ZHTE LTI,

TAIWEEWINTA—E
{ip | <protocol> | icmp | igmp | tep | udp}
IPv4 /35 > bD B 7w Fa VEBERRELET,
2L, $NToOT e haERRET 553 ip EELET,

1.

RoXT A — 2 BRERF O HTHME

B TEEEA

B EHH

0~255 (108 /2370 a4 FHRE2HREL £,

FRERRER 7 v b a V4T [ 27-1 fBEWRER e Fa 4 (IPvd) ] 22 LTLKEE
W,

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
EETIPVA 7 LA ERELET,
FTARTOREITLIPvE 7 RV RAZRET 258 L any Z4RE L £7°,

1.

ANT A — 2 B R DI HE

A TEEEAL

T R E i

<source ipv4> <source ipv4 wildcard>, host <source ipv4>F /=% any ZfE L £7,

<source ipv4>IZIXE(EIE IPVA 7 RLAERE L E 7,

<source ipv4 wildcard>{ZiE IPv4 7 L ZOH TEEDOMEEZFHAI T8y NESL TR T ANV RI—
R~A27 % IPv4d 7 RLABRTIRE L £7.

host <source ipv4>% A ) L7285 A (F<source ipvd>D e —8 & 7 4 VX &L LET,

any ZFEET DL, BIELIPVE T FLAE 7 4 VA EKELIILERA,

IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <source port>
EEILXR— PR ERELET,
7'a kAR TCP B X NUDP 7213 DA 7+ a T,

1.

AT A — 2 B WO Y HIE

L (Bt E LEREA)

B DR E HaPH

0~65535 (10 #4%) F72IIAR— "AaHEfREL T,

FEEFTREZ AN — M FRIT [3R 27-3 TCP THREFRERA— M) BXL O [ 27-4 UDP T
EARE/R AR — N&FR (IPv4) ] 2L TLZE0,

eq € L728E 1%, <source port>D5te—8HE 7 4 VE KL LET,

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
SESEIPVA 7 R L AZIRE L £,
FTARTOLEEIPvE 7 R AZRET 555 1L any ZfELET,

1.

AT A — 2 B W D AE
HIETEEEA

B DT E HiH
<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4>F 7= any Zf5E L £7,
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<destination ipv4>{ZI13565E IPv4 7 RV A ZFEE L £ T,

<destination ipv4 wildcard>(Z (% IPv4 7 KL ADOH TEEDOEEFAITH 8y hEMNTHY AR
B — R~ A7 % IPvd 7 L AR THREL £,

host <destination ipv4>% A JJ L 725G I3 <destination ipv4>D5ER2—E A 7 4 VX i E LET,
any Z4RET D &, SEEIPvA T RLRAE T 4 VA FRIE LI LER A,

IPv4 7 KL A (nnn.nnn.nnnannn) : 0.0.0.0 ~ 255.255.255.255

eq <destination port>

SESEAN— hEGZERELET,

7'
1.

tos <tos>

LN TCP BLXOUDP ZF DA F v a T,

RoXT A — 2 BRERE O HTHME

el (MHEMFE LEREA)

TEO E

0~65535 (10 #%) F/IER— r44Ha2fRELET,

FBEFRE A — FAFRIX TR 27-3 TCP TIRERRERF— MR BLV 13 27-4 UDP T
TEFRE/RAR— NAFR (IPv4) | 2B L T 72 &0,

eq € L7848 1%, <destination port>D5e 22— % 7 4 VW F R E LET,

NG A—Z1F, ToS 74— /L RDEY h3~6D 4ty hThHDtoslHEIEELET,

S4E]

N7y FDToS 74—/ FDE Y F3~6D 4y hEHERLET,

Bit0 Bitl Bit2 Bit3 Bitd Bitd Bit6 Bit7

precedence | tos | - |

1.

ARG A — Z B WO W HE

L &ML LERFA)

T D% E#H

0~15 (10 #E¥) E/miTtosL&HEFELET,

FREFRE: tos RT3 27-6 fREFHRER tos ) BB LTSN,

precedence <precedence>

RNXTGA—=E21F, ToS 74—V RO ELL3 By FTh S precedence IEZFEE L E T,

%7

Ry PO TS 74—V KREM3 By FEEEELET,

Bit0 Bitl Bit2 Bit3 Bitd Bitd Bit6 Bit7

precedence | tos | - |

1.

ANT A — & B R D HME

2L (&L LEEAL)

fIE o> % AE i PH

0~7 (10 #%%) £ 7213 precedence 4 & o E L £,

FBE FIBE7: precedence A FpIE (3R 27-7 FEEFIEEZR precedence AR ML T 72XV,

dscp <dscp>
ARG A—HE, ToS 74—/ RO LML 6 ¥y hThb DSCPEEIEELET,

=15

Ry DTS 7 4 —/VREL6Ey bEHLET,

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

DSCP | - |
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1. KT X —FEWEOYHE
el (MHEMFE LEREA)
2. fEOBEHIH
0~63 (10 #¥) F7-1%, DSCP 4MEIEE L £,
FEEFIHEZ: DSCP 4 FRiL 13 27-8 FEEWHEZ: DSCP 4#k] 2SR L T 7E 30,
ack
TCP ~vyZDACK 7F 7N 10Oy o EIRE LT,
7u k3N TCP 2 DA 7y a T,
1. ART X — B O FIHE
el (MHEMFE LEREA)
2. fEOBREHIAE
2L
fin
TCP ~yZDFIN 7F 7081 D7y FOEZ2iEELET,
Za ha N TCP P oF 7y g T,
1. AT A= EEEEOYIHE
oL (MHEFE LERFA)
2. fEOBREHIH
L
psh
TCP ~y XD PSH 75 721 D7y "B EIRRE L £,
7a h3 )R TCP 2047 3 T,
1. AT A= EWEEEOYIHE
L &ML LERFA)
2. fEOBREHAE

rst
TCP ~y XD RST 75 7N 1 D7 FOMHEIRRELET,
7a NI /NTCP 72047 arTY,
1. ARRT A —XHBWEEREOY)HE
el &ML LERA)
2. fEOBRTHIA
L
syn
TCP ~y XD SYN 75 7081 D47y NOBHEIRELE T,
Za ha R TCP P oF 7y a3 T,
1. AT A —ZEBWEREOYIHE
7oL &ML LERA)

2. (EOREHRH
L

urg

TCP ~vy XD URG 753 7N 10Oy NOBHERELET,
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7u k3N TCP 2 DA 7 a T,
1. KT X —FEWEOYHE
el &L LERA)
2. fEOREHIAE
L
<icmp type>
ICMP ¥ A 7% ELET,
Zua ha N ICMP 720 DF T a T,

1 KT A= HIEREOAIHHE
mL (& E LEEA)

2. fEOBREHIAE
0~255 (10 #%) #HEELET,
<icmp code>
ICMP =— R&FEELET,
Za ha AN ICMP 72 oF 7 g T,
1. ARRT A —XEBWREOHIE
oL (MHSEMEE LEREA)
2. fEORREHIE
0~255 (10X #HEELET,
<icmp message>
ICMP X v —V4ERELET,
7u kLR ICMP i D47 v g T,

FEERREZR ICMP A v — U4 FRIE (3 27-11 ICMP THREMHRER A v —T 4% (IPvd) | 22
LTLEEW,
1. ARRT A —XEBWREOYIE
el &M LEREA)
2. fEOREFRH
2L
vlan <vlan id>
VLANID Z4E L E7,
BNRGA—RFIA—Y Fy U F T 2 — XA LR TER T,
1. AT A —ZEBWEREOYIHE
L &Mt LERA)
2. (EORREHFH
[IRTA—ZIZHETEHMHE] 2L TLTEEN,
user-priority <priority>
a—PEEEERTELET,

1. AT A — X2 BWEEOHIHIE
L &Mt LERFA)
2. fEORREHH
0~7 (10 #%%) Z=HELET,

class <class> [mask <class mask>|
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ARG A —HIHAF I v ACLIQoS ZEMT H72bD A7 v a T,
=Y I TR TAT A ERRELET,

<class mask>{Z ld<class>DH THHEHRIZTHE Y NEN Ty T A~ A7 ZHEELE T, <class
mask>Z AWM LIS e y MRS ) £97,

1. AKRT A —Z B OPIHHE
ML (BRHEMEL LEEA)

2. EOBRERMA
0~63 (10 ) #HEELET,

[O7 2 FEREDENE]
L
LBE~NDEE]
TIRAVA N,V H T x2—AZWMALIIRECZ U N ZBMELIIEETDZE, = FUBRA X
T —RACHEAINAETOM, FYUA L F T2 —ATHE LIy MR —ICEREIN I BN H
DET,
[ERTEED Iz B 5244 ]
REMEERR, T ICERICKBENET,

CEEZHHE]

1. H#EXLCT FRLATUA NV R —FRAZBIO%NET FULAT AL R — K< A7 12 255.255.255.255 &
ASiLizt & any EFRLET,

2. EEXLT FLARBIO%ESET KL A nnn.annn.nnn.nnn 0.0.0.0 & A Jj L7= & &% host nnn.nnn.nnn.nnn &
E#RLET,
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permit (ip access-list standard)

IPv4a 7 RLATZ 4 VETCOT VAT THEM4EEELET,

[AHRK]
HRORIE - £H
[<sequence>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
TEHOHIR

no <sequence>

[AAE—F]

(config-std-nacl)

[INT A—4]
<sequence>
T ANEEEOBANERERE L9,
1. AT A= EWEEEOYIHE
T 7B AY A NRIZEER WSS, VI 10 T,
S EFRELTCHIGE, ELTHDHuEAE/FOKKEF T,
72721, BAIER ORKIED 4294967284 LV KEUVWMEDBEAITEI TE 8 A,
2. fEOBREHIH
1~4294967294 (10 #%) ZHETL £,
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPvd 7 FLAZIREL X1,
TRTOIPv4 7 RV AZRET 2% A 1L any ZHE L E T,

1. AT A—ZAMREOYIE
B TEETA

2. EOBREHPH
<ipv4> [<ipv4 wildcard>], host <ipv4>F /=it any ZFE L £7,
<ipvd>|ZILIPv4 7 KL AZFEEL 7,
[<ipv4 wildcard>]IZIX IPv4 7 KL ZADOH T{EREOEEFFA[THE Y NEYVTIZUA NV R — K< R
J % IPvd 7 RLUAERTHRELET, B LB I3<ipvdOReE—8E 7 A V5L LE
7T
host <ipvd>% AJJ LIz HA1E<ipvd>D 58— a2 7 A NV ZFEE LET,
any ZFEETDH L, IPvd T FLAZ T 4 V24 E T LERA,
IPv4 7 KA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

(272 F &R OEE]

L
BIE~DEE]

TIRAVANEA U EZ 72— AZEHA LTOREB T Y ZBMEIIERT L L, = MURA 4
T2 —ACHEASNDETOM, YA L H T =2—ATZELI Ty MR —BMICEEINI AN H
nET,
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[EXEMBE D RBREZH]
REMETRS, ICERICKBRS L ET,

CEESEIA]
1. 7RVAUANKI—RK<AZI2255255255255 L ALz &idany EERLET,
2. 7 F UL A{Z nnn.nnn.nnn.nnn 0.0.0.0 & AJJ U7z & Z (3 host nnn.nnn.nnn.nnn & FR L E T,

487



27 7OERYR b+

permit (ipv6 access-list)

IPv6 7 A VX TOT 7B AEFFAT 550 2BELET,

[AARH]
THMORE « BH
[<sequence>] permit {7 « /L& {4}
EERITE St

e L7 k=178 TCP, UDP ¥ L WNICMP LSt D4
{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> |
host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>]

o i1 k=L TCP DA
tep {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [ack] [fin] [psh] [rst] [syn] [urg] [ {traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o Lf77m k=78 UDP D4
udp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [{traffic-class <traffic class> | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]

o Lfir7u kL’ ICMP DH4E
icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length>| host <destination
ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [{<icmp type> [<icmp code>] | <icmp
message>}] [vlan <vlan id>] [user-priority <priority>]

D HIBR

no <sequence>

[ABE—F]
(config—ipv6-acl)
[/INTA—4A]

<sequence>

T ANV E OB RIAF 2R E L E T,

1. ART X —FBWEREOHIHIE
T 7 EAY A MNIZEER WSS, FIEE 10 T,
S EBRELTHIEE, #ELTHIEAIERFORKAMHEF0 T,
7272, EANEFE O RAEA 4294967284 L D KREWEDOEAIIEK TE A,

2. fEOBRTHIA
1~4294967294 (10 #%) #HREL 7,

TAIWRAEHINT A=A

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 /3y b D L7 w b A VAR ERE L E T,
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72720, ¥ _XToOTa harrEigltd 8551 ipve #HEELET,

1.

RoXT A — 2 BRERE O HTHME

AMECTExEREAL

TEOF EHH

1~42, 45~49, 52~59, 61~255 (10 #¥) F/id7'a rar4HEEELET,
FRERRE/R 7 1 b a /LR 15 272 FBEWREZR 71 barg#h (IPve) ] 2B LT EE
W,

{<source ipv6>/<length> | host <source ipv6> | any}
BEEITLIPV6 7 RLAZRE L E T,
TNTOKIEILIPVe 7 R A ZRET 256 T any 26 E L7,

1.

ANT A — 2 B R DI HE
A TEETA
TE DR E i
<source ipv6>/<length>, host <source ipv6>F 7=1% any Z+5E L £,
<source ipv6>IZIXE(EIL IPV6 7 KL AERE L 7,
<length>(Z(X IPv6 7 R L ADH TS L 2 D83 % T KL ADEN SO bit i CIRE L £
E
host <source ipv6>% A ) L7z A (T<source ipv6>D5EE—8 & 7 4 VX &b L LET,
any ZFRET D &, HEIETLIPV6 7 RV AZ T 4 VEFMELITLERA,
<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn)
0:0:0:0:0:0:0:0 ~ {fft: ftfe: fef: ££Ff: £ £t 7 £
<length>: 0 ~ 128

eq <source port>
EEILR— FESEEELET,
7'a kAR TCP B X NUDP 7213 DA 7+ a T,

1.

AT A — 2 B WEREO W) HE

2L (&L LEEAL)

i D% E

0~65535 (10 #4%) F72IdAR— FaHEfRE L £,

FREATRE/R AR — N4 FRIL TR 27-3 TCP TIREARE/R AR — MAFR) BX O 13 27-5 UDP T
ERREZR AR — F&FR (IPv6) ] 2SR L T a0,

<source port>DTER—EE 7 A N FEHEE LET,

{<destination ipv6>/<length> | host <destination ipv6> | any}
SE4EIPV6 7 R L A& 46E L £,
TRTOFEHIPv6 7 KL AERET %A T any ZHEELE T,

1.

AT A —Z B WERED Y HE

BT EEA

B DR AE i

<destination ipv6>/<length>, host <destination ipv6>% 7=1d any Z#5E L £,

<destination ipv6>(Z13565C IPv6 7 R L A& FRE L £,

<length>(Z{X IPv6 7 KL ADHF CT—H Gl L 2 DM 5% T KLU ADSEEHED S O bit L THE L F
D

host <destination ipv6>% A 71 L 72354 Id<destination ipv6>D 582 —E & 7 4 V2 &b & LET,
any ZFEETDH L, S IPV6 T KL A% 7 g L H L LIZLEEA,

<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) :
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0:0:0:0:0:0:0:0 ~ ftFfAFFY fef: £ £ £ef £
<length>: 0 ~ 128
eq <destination port>
SR — P ESEEELET,
7'm h 3R TCP B L OVUDP 7217 DA 7 v 3 T,
1 KT A= B IEREOAIHHE
L (BHEEE LERA)
2. fEOREHP
0~65535 (10 #¥0) FldR— MaBEEELET,
FREFREZR AR — hAFNT T3 27-3 TCP THIEARE/ARR— MAFF) BE T [3 27-5 UDP TR
EFRER AN — FAAFR (IPv6) ] 2B L TS ZE W,
<destination port>D5ER2—E % 7 4 VZ FE L LET,

traffic-class <traffic class>
KRG A=21L, VNG T4 I I TRAT 40—V NEEZEBELET,
SZENNTYy NONTFT 4w IV TAT 4 — /L REWEBLET,
1 AT A—ZBIERDYIE
2L (&L LEEA)
2. EORREHPE
0~255 (108 =fELET,
dscp <dscp>
ARG A=HE, NTT 4TI TAT 4= VDL 6y hTHD DSCPIEEEELET,
ZEAT Y IDRNT T4 9 I I TAT 4= R L6 By b EHBELET,
Bit0 Bit1 Bit2 Bit3 Bit4d Bith Bité Bit7
| DSCP | - |

1 KT A =2 IR OXHHE
ML (BRHEMEL LERA)

2. fEOBREHAE
0~63 (10 #%#) F7~I1XDSCPLMHERTL £,
FBEFHE7: DSCP 4 Fpix 13 27-8 $HEAHEZR DSCP A4 FF) L T &0,

ack
TCP ~y XD ACK 75 7081 D7 OB ERRE LET,
Za ha R TCP i oF 7y g T,
1. AT A —ZEMEEOYIHE
el &ML LERA)

2. (EOREHRH
L

fin
TCP ~vy XD FIN 757N 1Dy NOBEEZIEELET,
7u k3L TCP DAy a T,

1 KR T A= HIEREOXHHE
ML (BRHEEIEL LERA)
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psh
TCP ~y XD PSH 75 721 D7 FOBEIRE LET,
7 k3 )LRNTCP IEF A7 a3 T,
1. AT A —ZEWEO W HE
el (MHSEMFE LEREA)
2. fEOREHIA
2L
rst
TCP ~y XD RST 75 7N 1 D7y FOBHERRELET,
' ha N TCP P oF 7y g T,
1. ARRT A —XEBEREOYIE
oL (MHEEE LEREA)
2. fEOBREHIH
L
syn
TCP ~y ® D SYN 7 708 1 D7y SO ERE L £,
7a b a VN TCP T DAY a T,
1. ARRT A —XEBWREOHIE
L &ML LERFA)

2. fEOBREHAE
2L
urg
TCP ~y XD URG 77701 O/ OB ERRELET,
7a NI /VNTCP 2047 arTY,
1. ARRT A —XHBWEEREOY)HE
el (MHEEE LEREA)

2. EOBGEFH
L

<icmp type>
ICMP # A 7 Z4RE L ET,
Zu ha N ICMP 720 D4 T a T,

1 AKRT A= HIEREOXHHE
ML (BRHEMEL LEEA)

2. fEOBREHIHE
0~255 (10 %) ZHEELET,

<icmp code>
ICMP =— RZHELET,
7'v k3R ICMP 72 DA > a T,

1 KR T A= ISR OAHHE
ML (BRHEEIEL LERA)
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2. (EOFEHEH
0~255 (10 #EH) ZHEELET,
<icmp message>
ICMP A v E—UA4MEEELET,
71 kBN ICMP 047 v 3 T,
FEEAIRE/R ICMP X v E— VAL [ 27-12 ICMP THERRE/R A v B — V4 (IPv6) | # &R
LCLEEWN,

1 AT A—ZEMERE O X E
ML (BRHEMEL LEEA)

2. (EOR%EHH
L
vlan <vlan id>
VLANID Z#E L £7,
ARG A=ZFIA =Yy bV Z T 2—RTHEA LIERETETHES T,
1. AT A —ZEREOHIHME
L (RSt E LEREA)
2. fEORREHBH
[INFA—FIZHETE L) 2SR TIZEN,
user-priority <priority>
a—PEEELZRELET,
1. ART A —ZBEREO YW
L (RSt E LEREA)
2. (EOR%EHFH
0~7 (10 ) ZHEELET,

(a7 Y FEBROEE]

2L

LBE~NDEE]

TIRAVANeA VAT 2= AWM LIRETCZ U N ABMELIIEETDIE, = FUBRA X
T —RCHEEAINAETOM, BTUA L F T 2—ATELI Ay MR B EEIN I EANH
v ET,

1. EEILT RLUABLO%EET KL AZ nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 & A L72 & &%
any £ FRLET,
2. FEETT FLARABIU%ESET R L A2 nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 & A7 L7z & &%

host nnnn:nnnn:nnnn:nnnn:nnnn:nNnn:nnnn:nnnn & i‘%ﬂi\‘ L i ﬁ—o
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permit (mac access-list extended)

MAC 7 A VE COT 7B AT+ AHEMEEEELET,

[AHRK]

HWMOBE - KBH
[<sequence>] permit {7 o /L & i)
EERITE St

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac mask> |

host <destination mac> | any | bpdu | cdp | lacp | Ildp | oadp | pvst-plus-bpdu | slow-protocol } [<ethernet

type>] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]
THHOHIBR

no <sequence>

[AAE—F]
(config—ext-macl)
(/X5 A—4]

<sequence>

7 A NV RO RNARF 2 R E L E T,

1.

AT A — 2 B WG IRE ORI HE

T 72 AU A FNICEEN 2 WEE, FIFEIE 10 T,

FEBREL T DHGLE, HELTHIHEANERFORKAME+10 TT,

72720, WANEF OB KRN 4294967284 L 0 KEWVEOHSITE TE EHA,
B DR E #PH

1~4294967294 (10 #%%) ZHEEL £,

TAIWRAEHINT A=A

{<source mac> <source mac mask> | host <source mac> | any}
EEILMAC 7 RLAZIEELET,
FTARTOEFEILMAC T FLAZRET 55 G L any ZHEL 7,

1.

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lidp | oadp |

AN T A — 2 W D AIE

A TEEEAL

fE DR PH

<source mac> <source mac mask>, host <source mac>F 7= (% any ZfEE L £,
<source mac>lZITIE(FIE MAC 7 RLAZHE L LT,

<source mac mask>lZ X MAC 7 RLADOHF TEEOEEZZHF T HE Yy &N Tz~ A7 % MAC 7

LA THRELET,

host <source mac>% A JJ L7235& IZ<source mac>D5eE—8 % 7 4 V2 &L LET,

any ZHEETH L, FEILMACT RLAEZ T 4 VXS EIXLERA,
MAC 7 F L A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.fffff (16 X

pvst-plus-bpdu | slow-protocol }
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SUEMACT RLAZIRELET,
TNTDMEMACT FLRAEEET L5 6T any ZHEEL 77

1.

ARINT A — 2B R ORI HE

HRTEEEA

B DR EHiH

<destination mac> <destination mac mask>, host <destination mac>, any, bpdu, cdp, lacp, lldp,
oadp, pvst-plus-bpdu, F 721 slow-protocol ZFiE L £ 9,

<destination mac>|Z {3585 MAC 7 RV A ZELE T,

<destination mac mask>|Z1/EX MAC 7 KL ZOH CEEOMEF A THE Y NENL TR %
MAC 7 FL AR THEEL 7,

host <destination mac>% A JJ L 7253 A I3 <destination mac>D5EE—8 & 7 4 VX 5L LET,
bpdu Z5E$ 5 &, BPDU M NS v M & T 4 V2 (L LET,

cdp Z45ET D &, COPHIE ATy Y haT7 o VS ELET,

lacp ¥ 721 slow-protocol ZF5ET D &, slow 71 by a7 o M ZEMELET,
AZEE TIX LACP & IEEE802.3ah/UDLD ##HE T slow 7’1 ka3l "y &AL TWET,
lldp Z45E S % &, LLDP il "7y ba7 4 L Z &L LET,

oadp Z#$5ET %5 &, OADP [l \/ry baT7 4 VERIFLE LET,

pvst-plus-bpdu ZEET 5 &, PVSTHE A &7 4 L ZSEE LET,

MAC 7 KL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.fff (16 #E40)

<ethernet type>
A—HFy F I TREERELET,

1.

RoXT A — 2 BRERE O HIHME

el (MHEEE LEREA)

TED EHH

0x0000~O0xffff (16 %) F/=idA —V %y b¥ A TELHEFRRELET,
BEFRERA =Y Ry b EA THEFRT (£ 279 FBEAHERA —V Xy N A T 2R
TL7EEW,

vlan <vlan id>
VLANID #fiE L E7,
KRG RA—=RFA =Y Ry b EZ 72— RZHH LIEEETETEZ T,

1.

2.

AT A —H B WD WIHE

7L (RHEME LEEA)

B EHH
[RTA—ZIHEETEXDHE)] 2R LTI,

user-priority <priority>

A—PEEEEEELET,

1.

Y NAS S S = SR
7oL &ML LERA)

TEO EHFH

0~7 (10 #%#) Z=HELET,

class <class> [mask <class mask>|
ANRTGA—=ZTHZAF w27 ACL/IQoS i+ 272D+ 7 a T,
A=W TRAL I FAY AT BRELET,
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<class mask>1Z Id<class>D I CHSHRICT L E Y "2 T 7 T A A7 ZIEELE T, <class
mask>Z AW LIS e v MRS ) £97,

1. ART A — ZAEW R O M1 E
mL (& E LEEA)

2. [EOBREHH
0~63 (10 #EH) ZHEELET,

(272 FERBEOEE]

L
BE~DEE]

TIRAVANeA UV H T x2—AZHMALTRETCZ U M) ZBMELIIEETEZE, = FUBRA X
T —RCHEEINAETOM, BTUA L F T 2—ATZE LIy MR EEIN AN H
v Ed,

[E% % fE D [ BRE2H4 ]
REIMET R, & <ISEAIC KSR ET,

CFrEsE]
1. E#EILT FLABLUSEET N L A2 nnnn.nnnn.nnnn i & AT L7Z & (X any ERRLET,

2. FSET FL AT B b a W ARMEEERIIRETE 270 b a v AOT FLVAZFEL TS
7w b A AR EFRLET, 5T FLAHRETE 570 b ataBor R T# 27-10
FEERIRE/R5EE MAC 7 R L AAFR] 2B ML TSV, RS OREILT FLRBIO%E%ET
R L Z{Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L 7= & &1 host nnnn.nnnn.nnnn & Fx LE T,
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remark

TRV R NORIMAZIEELE T, 778X U X MILIPvE T RV AT 4 VX E1213 1Pv4 /3T
N7 4%, IPv6 7 4 V5, MAC 74 VEZHRHY EF, EEYSTZY, T/7EAV A MBI O QoS 71—
UA RMEDOETHRRKI1024 FRETEET,

[AHTH]
M OBRIE - LK
remark <remark>
L E:HOLEES

no remark

[AZE—F]
(config-ext-nacl)
(config-std-nacl)
(config—ipv6-acl)
(config—ext-macl)

(/85 A—=4]
<remark>
ANE—RCEDHELRDT 72 Y 2 FOWMERAERELET,
—ODT 7 AY A MK LT—FEIRETETT, HEAN LS LEX TR ET,

1. AT A — X BWEEOHIHIE
FIWEIX NULL T,

2. fEOEHF
64 XFLINOFHN & 4T No +— bk (") THATERELET, ANFRRRITE, BT L5
BT T, ANIFFNCAN—R R EORR T A2 B ERWEE, XFHNEF TN +— b
(") THERLS THRETEEI, HFEML, T 2A—XIfEETE 5] © TIHEE DT
EBRL TSN,
[O< > FERREFDENE]

L

[E%FE I8 D R BR 224 ]
REMAT R, T ICERICKRENET,

CEEZEHE]
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HETESHEME L UE

B0 a)LEF (IPv4)
IPvd D7 a f a4 FRE LT, BETCZDAMERORITILET,

* 28-1 IEERRELTO FILETT (IPv4)

=N =Pz Y HETA FaLES
ah* 51%
esp 50
gre 47
icmp 1
igmp 2
ip TXTOIP Fa hajn
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

7 hagFrah E7ET0 b AES 51, TR —REEHE LTHEEL THRETE EEA,
B0 Ra)LEF (IPv6)
IPv6 D71 b a4 fre LT, fRETED2AMERORITTRLET,

% 28-2 {EEEEEATA RILEF (IPv6)

PA=N =P %2 #HE IO FaLES
gre 47
icmp 58
ipv6 TRTCOIP 7 u hajy
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 4
udp 17
vIrp 112
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BR— &% (TCP)
TCP CHETEZ 5K — M#ME, ROKRITRLET,

= 28-3 TCP TiEERHEHAR— FEM

R— bR HER— BB LUVES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
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R— ~&H

HER— b BELVES

whois

Nicname (43)

WAR— &% (UDP)
UDP TIRAE T K — Mg, ROFRITRLET,

% 28-4 UDP THEEMAEHR— L2 (IPv4)

R— bR HER— 2B LVES
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)

#& 28-5 UDP THEEFRIAEREAR— F&FF (IPv6)

R— b & HER— FEELUVES

biff Biff (512)

dhcpvé-client

DHCPvV6 client (546)

dhcpv6-server

DHCPvV6 server (547)

discard Discard (9)

domain Domain Name System (53)

echo Echo (7)

isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
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R— b & HER— BB L UVES

nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)

Mtos &

FBETE D tos 4%, IROFITRLET,

3 28-6 IBTETEIHEZ: tos BN

tos & % tos &
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
Mprecedence £ ¥

F87E T X % precedence 4 ¥%, RORICRLET,

= 28-7 IETETWHEZR precedence &R

precedence &

precedence {E

critical

flash

flash-override

immediate

internet

network

priority

routine

O, |IN|O N |Mw|lu
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BDSCP &#5

fBETE 5 DSCP 4%, IROKITRLET,

% 28-8 $5XETIHEL: DSCP &#5

DSCP & #5 DSCP fi&

afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af3l 26
af32 28
af33 30
af4l 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
csd 32
csS 40
cs6 48
cs7 56
default 0
ef 46

WA —HFRy b2 TR

RETEDA =YXy NA TEE, RORITRLET,

& 28-9 EEFHEELGA—YRy FEATEH

A —Yry h2A TEH Ethernet f& e

appletalk 0x809b
arp 0x0806
axp 0x88f3 Alaxala Protocol
eapol 0x888e
gsrp —% GSRP #ll#l/ 7 v b &2 7o —fH L ET
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

AL TWEE A,
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W%k MAC 7 FLR&HH

FeETX B%4 MAC 7 R L 24 F%, IROFITTRLET,

% 28-10 IEEMHELLIEL MAC 7 FL XA

BT FLRIEE EHET FLR BHET FLATRY
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lidp 0100.8758.1310* 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
slow-protocol 0180.C200.0002 0000.0000.0000

%513 IEEE802.1AB/D6.0 7 L — A 721F T7, IEEE Std 802.1AB 7 L' — A& XIITT 5

ELTIEEN,

B4 YtE—2&F (ICMP)

ICMP THETEX DA vE—U4AME, IRORITRLET,

& 28-11 ICMP THRERIRELZ A vE—T&F (IPv4)

Ay tE—T A Ayt—THf 247 a—Fk
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 fRERL
conversion-error Datagram conversion 31 fBERL
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 HERL
echo-reply Echo reply 0 HERL
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16 fHERL
information-request Information requests 15 fHERL
mask-reply Mask replies 18 fBEZR L
mask-request Mask requests 17 fBEZR L
mobile-redirect Mobile host redirect 32 fBEZR L
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
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A ytE—T A Ayt—TF 2AT a—Fk
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 BERL
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect Al redirects 5 HERL
router-advertisement Router discovery advertisements 9 fBERL
router-solicitation Router discovery solicitations 10 fBERL
source-quench Source quenches 4 BERL
source-route-failed Source route failed 3 5
time-exceeded Al time exceeded 11 fRERL
timestamp-reply Timestamp replies 14 BERL
timestamp-request Timestamp requests 13 HERL
traceroute Traceroute 30 BER L
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 HERL

& 28-12 ICMP THRERAERE A v E—TAF (IPv6)

Ay tE—T A Ayt—Tf 247 a—FK
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 fRER L
echo-request Echo request (ping) 128 fRER L
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 BERL
mld-reduction Multicast Listener Discovery Reduction 132 BERL
mld-report Multicast Listener Discovery Report 131 BERL
nd-na Neighbor discovery neighbor advertisements 136 BERL
nd-ns Neighbor discovery neighbor solicitations 135 BERL
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 BERL
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4 fBEZRL
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Ayte—TaH Ayt—T4 2AT a—Fk
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number reset 138 255
router-advertisement Neighbor discovery router advertisements 134 BEZRL
router-renumbering All router renumbering 138 e L
router-solicitation Neighbor discovery router solicitations 133 e L
time-exceeded Al time exceeded 3 fRESRL
unreachable All unreachable 1 BERL

BMQoS 7O—1) X MER#K

QoS 7m—VU X MERHELIE, QoS 7r—U A FDHIT & LTHEMAT 4D TT,

[ L EEY NOE ¥ =~

AVET 2= ANDRER L, A X 72— ATHETE S QoS 71— U A FOIE~E T,

MQoS 70— R MEFEHEA VB T T —RAADEEHOELH

QoS 7u—V A MESREEA v Z T = — A~DORERDOELF %, ROFITRLET,

& 28-13 QoS 7A—YUR MEREEA VR TI—RAADREHDE LA

% E Bl FRY 5 FRYT S
QoS 7A—YR K | 41 VRATT—ARA
YERL R DFREH
QoS 7r—U X AAA Z{ER LT, A —H Ry b H Tz —2R 1UAB 1YL
1/0/1 @ inbound (ZF% &
interface gigabitethernet 1/0/1
ip qos—flow-group AAA in
ip qos—flow-1list AAA
10 qos tcp any any action replace-user-priority 0
20 gos udp any any action replace-dscp 0
QoS 7 —U A NAAA ZIER LT, A1 —H Xy MU ZTx—2R 1V %%k 2 U AL
1/0/1 & 1/0/2 @ inbound (23R E
interface gigabitethernet 1/0/1
ip qos—flow-group AAA in
interface gigabitethernet 1/0/2
ip qos—flow-group AAA in
ip qos—flow-1ist AAA
10 qos tcp any any action replace-user—priority 0
20 gos udp any any action replace-dscp 0
QoS 7u—U A b AAA Z{EK LT, /=¥y b X T == 2Y A b 2U AL

1/0/1 @ inbound {ZF% &
QoS 7u—VU A L BBB #/E LT, A=V Fy kA HTxz—2R
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R E B

ERAT 5
QoS 7A—Y R b
YRR

FRT S
A3 T T—AN
DEEREH

1/0/2 @ inbound (2 3% &
interface gigabitethernet 1/0/1
ip qos—flow-group AAA in

interface gigabitethernet 1/0/2
ip qos—flow-group BBB in

ip gos—flow—list AAA
10 qos tcp any any action replace-user—priority 0
20 gos udp any any action replace-dscp 0

ip qos—flow-list BBB
10 qos udp any any action replace-user—priority 0
20 gos tcp any any action replace-dscp 0

QoS 7u—U A N AAA BERE LT, A v # 7 =—ATHA LA
ip qos—flow-1list AAA
10 qos tcp any any action replace-user-priority 0

1V X+

0VU AP
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ip qos-flow-group

A= R hA Y Z T 2—AET L VLAN A ¥ % 7 =—A|2% LT, IPv4QoS 71— U 2 k%@ LT
QoS HREZ AN LE T, ZEEM72 1, ip qos-flow-group, ipv6 qos-flow-group, 5 & UF mac qos-flow-group
EAUH T 2= AR LTIRKS540 U A MRETE £77

A BT 2= ASDBRERIZHONTIE, (WA 27 2 —A~OREH 2R LTI EEN,

[ABRH]
THMORE
ip qos-flow-group <qos flow list name> in
THHROHIFR

no ip qos-flow-group <qos flow list name> in

[ABE—F]
(config-if)
A=V Ry "V HFTx2—RA, VLANA »HF T z—2R

[N A=4]
<qos flow list name>
IPv4 QoS 71— U A MAMERRE L E T,

1 KT A= H ISR OFHHE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L £,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

in
Inbound Z#57E L £ 7,
in : Inbound (ZEMIDIEE)

1 AT A—ZEW RO RHE
BT EEA

2. (EOREHRH
L

(272 FEREOEE]

L

[BIE~DFEE]
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AEEHE]
IPv4 QoS 72— Y Z NI, A&7 =—A® Inbound {Z—2OWMA TX £7,

FELRWIPVE QoS 71— A MM ERTE LIS A b EEL A, IPv4QoS 7u—1U X b4
Mg snE T,

Fl—DA 2 HT72—RAKH L TCIOa~y RCRESN TV IHEITHRETEETEA, WolzA, Hl
FRLTHBEREIZRY £7,

A—H Ry MM UZ 72— K LTHEATHAIE, 78 —RHEHIC VLAN XT A =235 5 &
X, WHTAHA—Y Ry b U F T2 —2ADORENEIZ VLANID BNEEN TOHIISHRETE £7°,
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ip gqos-flow-list

QoS D7 B — B LB E LR ET H72DD IPv4 QoS 7u— Y X M & LET, @YY,
IPv4, IPv6, MAC ® QoS 71— U A hZ &K 1024 U X MEKTE 4, 7o—MHB X OEEET 42 &
K2048 = P UMERRCTE E£ 77,

QoS 7 —U Z MZHOWTIE, THMQoS 7ru—VU X MEKE Z2BBL T EEW,

[ABRH]
THMORE
ip qos-flow-list <qos flow list name>
THHROHIFR

no ip qos-flow-list <qos flow list name>

[AAE—F]
(config)
[INFA—=42]

<qos flow list name>
IPv4 QoS 7 — U R NMAFREE L £,

1 ANRT A= ZHWER O ME
BT EEA

2. fEOBREHIH
31 XFUNOLRIZHRELET,
PRI, [T A—HITHRETE D) 2R LTIEEN,
[O<7 2 FERREFDENE]
L

[BE~DZE]

L
[ERTEED /B 524 ]
REMEFER, TICERICKBENET,

EEEIE]
1. {ERREHD IPv6 QoS 71— U A MBI MAC QoS 7 — U A MAFRIIIEETE £8 A,
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ip gos-flow-list resequence

IPv4 QoS 7 n— U A FNOWERIEF D — 7 o 2K 52 B E L ET,

[AHRH]
fEROBE - ZLH

ip qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] |

[AAE—F]
(config)
[T A—=4]

<qos flow list name>
ZEHET 5 IPv4 QoS 71— U X hAFRETE L ET,

L FRT A— 2R OYIHIE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L ET,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

<starting sequence>
Pdhs — 7 ARG ELET,
L FRT A= EUEROYIHIE
ML 10 T,

2. fEOREFRH
1~4294967294 (10 #%) ZHETL £,

<increment sequence>
VAL ) A MEERELET,

1. AKRT X —ZEREEOYIHE
PMEIE 10 T,

2. fEOBREHIH
1~100 (10 #%) Z=HRELET,

(272 F &R OEE]

2L

[(BEE~NDFEE

CEEZFHE]
2L

510



28 QoS

ipv6 qos-flow-group

A=V Xy b ET2—AFERIIVLANA U F 72— A LT, IPv6QoS 7 — U A h&i AL,
QoS HReZ AN L £,

g X720, ip qos-flow-group, ipv6 qos-flow-group 5 & OF mac qos-flow-group A > & 7 = — ATk} L Th
K540 VA MRETEET,

AVHET 2 —ANOREBIZONTIE, TBA U E T 2—A~DOREK] 2L TLEE N,

[ABRH]
OB E
ipv6 qos-flow-group <qos flow list name> in
THHROHIFR

no ipv6 qos-flow-group <qos flow list name> in

[ABE—F]
(config-if)
A=Y Xy A ZTx—A, VLANA L Z Tz —R

[T A—=4]
<qos flow list name>
IPv6 QoS 71— U A M FREHRE L £,

1 KT A— 2B SR OFHHE
HIETE EEA

2. fEOEHF
31 XFLUNOA4RIERE L ET,
FEAINE, TR A—H|IZHETEZMHE) 2R LTI,
in
Inbound Z#57E L £ 7,
in : Inbound (ZAZHIDFIEE)

1 KT A= H ISR OFHHE
HETEEEA

2. fEORREHH
L

[a< > FERREDOENE]
el
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AEEIE]
IPv6 QoS 7 —U A ME, A %7 =—AD Inbound T WHTEET,

FEIELRWIPV6 QoS 71— VU A MAAFRZRE LTIZH AT HEMEL 8 A, IPVv6QoS 7 —U R R4,
MBS NET,

Fl—DA 2 HT72—RAKH L TCIOa~y RCRESN TV IHEITHRETEETEA, WolzA, Hl
FRLTHBEREIZRY £7,

A—H Ry MM UZ 72— K LTHEATHAIE, 78 —RHEHIC VLAN XT A =235 5 &
X, WHTAHA—Y Ry b U F T2 —2ADORENEIZ VLANID BNEEN TOHIISHRETE £7°,
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ipv6 qos-flow-list

QoS D7 B — B LB E LR ET H72DD IPv6 QoS 71—V & M &R LET, @YY,
IPv4, IPv6, MAC ® QoS 71— U A hZ &K 1024 U X MEKTE 4, 7o—MHB X OEEET 42 &
K2048 = P UMERRCTE E£ 77,

QoS 7 —U Z MZHOWTIE, THMQoS 7ru—VU X MEKE Z2BBL T EEW,

[ABRH]
THMORE
ipv6 qos-flow-list <qos flow list name>
THHROHIFR

no ipv6 qos-flow-list <qos flow list name>

[AAE—F]
(config)
[INFA—=42]

<qos flow list name>
IPv6 QoS 7o — U R NMAFREEE L £,

1 ANRT A= ZHWER O ME
BT EEA

2. fEOBREHIH
31 XFUNOLRIZHRELET,
PRI, [T A—HITHRETE D) 2R LTIEEN,
[O<7 2 FERREFDENE]
L

[BE~DZE]

L
[ERTEED /B 524 ]
REMEFER, TICERICKBENET,

EEEIE]
1. {ERREHD IPv4 QoS 71— U A MAFHFB LU MAC QoS 7 — U A MAFRIIIEETE 8 A,
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ipv6 qos-flow-list resequence

IPv6 QoS 7 m— U A FNOWEMIAF D — 7 o 2K 52 BRE L ET,

[AHRH]
fEROBE - ZLH

ipv6 qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] |

[AAE—F]
(config)
[T A—=4]

<qos flow list name>
ZEHEF 5 IPv6 QoS 7 m— U A MREIREL £,

L FRT A— 2R OYIHIE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L ET,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

<starting sequence>
Pdhs — 7 ARG ELET,
L FRT A= EUEROYIHIE
ML 10 T,

2. fEOREFRH
1~4294967294 (10 #%) ZHETL £,

<increment sequence>
VAL ) A MEERELET,

1. AKRT X —ZEREEOYIHE
PMEIE 10 T,

2. fEOBREHIH
1~100 (10 #%) Z=HRELET,

(272 F &R OEE]

2L

[(BEE~NDFEE

CEEZFHE]
2L
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mac qos-flow-group

A=Y Fy b H T 2—AFEIEVLAN AV Z 7 =2 —AIZk LT, MACQoS 7u—VU A h&iEfA L,
QoS HREZ AN LE T, ZEEM72 1, ip qos-flow-group, ipv6 qos-flow-group, 5 & UF mac qos-flow-group
EAUH T 2= AR LTIRKS540 U A MRETE £77

A BT 2= ASDBRERIZHONTIE, (WA 27 2 —A~OREH 2R LTI EEN,

[ABRH]
fEORBE
mac qos-flow-group <qos flow list name> in
THHROHIFR

no mac qos-flow-group <qos flow list name> in

[ABE—F]
(config-if)
A=V Ry "V HFTx2—RA, VLANA »HF T z—2R

(NS A—=4]
<qos flow list name>
MAC QoS 7r—U X MMAFREFRE L E T,

1 KT A= H ISR OFHHE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L £,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

in
Inbound Z#57E L £ 7,
in : Inbound (ZEMIDIEE)

1 AT A—ZEW RO RHE
BT EEA

2. (EOREHRH
L

(272 FEREOEE]

L

[BIE~DFEE]
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AEEHE]
MAC QoS 72— YU A M, A 4 7 =—AD Inbound |Z WHTEET,

FEIELRVMACQoS 72— U A "NAFERE LeH I MbEEL £ A, MACQoS 712 —U A |
LIRS NE T,

Fl—DA 2 HT72—RAKH L TCIOa~y RCRESN TV IHEITHRETEETEA, WolzA, Hl
FRLTHBEREIZRY £7,

A—H Ry MM UZ 72— K LTHEATHAIE, 78 —RHEHIC VLAN XT A =235 5 &
X, WHTAHA—Y Ry b U F T2 —2ADORENEIZ VLANID BNEEN TOHIISHRETE £7°,
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mac qos-flow-list

QoS D7 E—HB L OBEEELRET D7D MAC QoS 72— U A M &ER L ¥4, HEY-D
IPv4, IPv6, MAC ® QoS 71— U A hZ &K 1024 U X MEKTE 4, 7o—MHB X OEEET 42 &
K2048 = F UERRCT&E £,

QoS 7 —U Z MZHOWTIE, THMQoS 7ru—VU X MEKE Z2BBL T EEW,

[ABRH]
THMORE
mac qos-flow-list <qos flow list name>
THHROHIFR

no mac qos-flow-list <qos flow list name>

[AAE—F]
(config)
[INFA—=42]

<qos flow list name>
MAC QoS 7 u—U A MFREFEE L £,

1 ANRT A= ZHWER O ME
BT EEA

2. fEOBREHIH
31 XFUNOLRIZHRELET,
PRI, [T A—HITHRETE D) 2R LTIEEN,
[O<7 2 FERREFDENE]
L

[BE~DZE]

L
[ERTEED /B 524 ]
REMEFER, TICERICKBENET,

EEEIE]
1. {ERREHD IPv4 QoS 71— Y A RAFFB L OVIPv6 QoS 71— U A M FRITIIEE TE £8 A,
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mac qos-flow-list resequence

MAC QoS 7 — VU X "NOMHNEFO Y —7r v AFZEHHELE T,

[AHRH]
fEROBE - ZLH

mac qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] |

[AAE—F]
(config)
[T A—=4]

<qos flow list name>
EHEF 5 MACQoS 71 —U A MFRERELET,

L FRT A— 2R OYIHIE
BT EEA

2. EOBEH
31 XFLINOAHTZ4EE L ET,
FEME, [RTA—ZIHRETE 2 22RLTIEEN,

<starting sequence>
Pdhs — 7 ARG ELET,
L FRT A= EUEROYIHIE
ML 10 T,

2. fEOREFRH
1~4294967294 (10 #%) ZHETL £,

<increment sequence>
VAL ) A MEERELET,

1. AKRT X —ZEREEOYIHE
PMEIE 10 T,

2. fEOBREHIH
1~100 (10 #%) Z=HRELET,

(272 F &R OEE]

2L

[(BEE~NDFEE

CEEZFHE]
2L
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gos (ip qos-flow-list)

IPv4 QoS 71— U Z hTO7u—mHEM:, BLUOEEREEZEELET,

[ABRH]
THMORE « BH
[<sequence>] qos {7 ©—FR I 5eAt) [BIERE ]
o TJDO—EHEH

Efi7m b =LA TCP, UDP, ICMP 5 X OV IGMP SOG4
{ip | <protocol> } {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4>
<destination ipv4 wildcard> | host <destination ipv4> | any}[{ [tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

EAr7 | b2 TCP O
tcp{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>]{<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}[eq <destination port>][ack] [fin] [psh]
[rst] [syn] [urg][{ [tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>] [class <class> [mask <class mask>]]

EfE7 b 3LA UDP O s
udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>]{<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}[eq <destination port>][{ [tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask
<class mask>]]

7 e k2 ICMP DB E
icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any}[{<icmp type> [<icmp code>] | <icmp message>}][{ [tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class>
[mask <class mask>]]

AL R I LA IGMP DS
igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any}[{ [tos <tos>] [precedence <precedence>] | dscp <dscp>}]

[vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

o E)MEIETE

action [cos <cos>] [replace-user-priority <priority>] [discard-class <class>] [replace-dscp <dscp>]
THHROHIFR

no <sequence>

[ABE—F]
(config-ip-gos)

[N A—4]
<sequence>
YERRB L OEET 25 QoS 7u—U A "NOBEHANEFZZELET,

1. AT A —ZEBWEOYHE
QoS 7 —U A FRIZEKER2WEE, WIHMERX 10 T,
SMEFZRELTHAHGE, &ELTHHHEAERFOKKEF T,
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2L, AT ORRED 4294967284 L D REWEEZRE LI2HAITEARKR TE EEA,
2. fEOREHH
1~4294967294 (10 #¥0) ZHELE T,
{ip | <protocol> | icmp | igmp | tep | udp }
IPv4 Ry b L7 b a R EEREE LET,
72720, T _ToOTe harEzReT o551 Tp 2HELET,
1. AT A—=ZEEREOYIHE
HRTEEEA
2. fEOEHF
0~255 (10:E%) /137w FarsaHefReElL£7,
FEFRER 7 1 ha VAL T3 28-1 $EETFRER T 1 b a4k (IPv4) | 2ZRLTLES
AN
{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any }
EIETCIPVE 7 FLAERELE T,
TRTOREILIPVE T FLAZEET 2% 61 any 2 E L E7
1. AT A—ZAMEREOYIIE
AN TEEEL
2. fHOREHPH
<source ipv4> <source ipv4 wildcard>, host <source ipv4>F /=% any ZfE L £7°,
<source ipv4>IZIXFEE L IPv4 7 RL A EZFRE L E T,
<source ipv4 wildcard>IZ{X IPv4 7 RL ADOH EEDOEEFFAITHE Y NESLTIZUA N R —
R<A27 % IPvd 7 FL AR THE LT,
host <source ipv4>% ASJ L7256 13, <source ipvd>D5e—E % 7 u—HHS5M & LET,

any ZIRETH &, RETIPVE T RL 2 &7 —RHGEMF LT LEEA,
IPv4 7 F LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <source port>

EETLR— N EFEEELET,

7 ka3 LR TCP BELWNUDP 247> a T,

1. AT A= EMEEEOYIHE
L &ML LERFA)

2. fEORREHPH
0~65535 (10 #H) FIR— ra&HmEETLET,
FEEAREZ AR — NPT 3R 28-3 TCP THREMEE/R KR — NMFR X 1% 28-4 UDP Tff
EARE/R AR — h4FR (IPv4) | BB L TLTZE W,
eq ZHEE L7=8HE1E, <source port>D5ee—HE 7 v —fHSEMHE LET,

{ <destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any }
5656 IPv4 7 L AZHE L £,
TRTOMIEIPvE T RV AZIRES 250 any 25 E L £ 7,

1 ANRT A—ZEHWER ORI E
HIETEEEA

2. fEOEHFE
<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4>F 7213 any ZF5E L £ 77,
<destination ipv4>(ZIX56 5 IPv4 7 R L 2 & 457E L £ 7, <destination ipv4 wildcard>lZ1% IPv4 7 K L
ADHTCHEEOEEHTATHE Y MESTREUYA N R — R~ A7 % IPvd 7 RUATBETHE L
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ijﬂo
host <destination ipv4>% A JJ L 7235& I3 <destination ipv4>D 52— % 7 v — RS L LE T,
any ZFEETH &, Sk IPvA T FL A% 7o —RiHE&t iz LA,
IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255
eq <destination port>
SR — NESERELET,
71 b aVBATCP BLUNUDP 047y a T,
1. ART X —ZBWEREO P
2L (Bt LEREA)
2. fHEOBTHIHE
0~65535 (10 %) FFFA—  EamERELET,
FREATRE/R AR — RAFRICDWTIE, 3% 28-3 TCP CTHEMRARFR— M BLO 3% 284
UDP THEFTRE/R AN — MaFR (IPv4) ] 2L T EE W,
eq ZFEE L7=8E1%, <destination port>D5g 42— % 7 v —MHSEMH & LET,
tos <tos>
ARG A—H2E, ToS 74—/ ROE Y h3~6D 4y hTHD tos EEHELET
EZAENRT Y D ToS 74—/ FOE Y F3~6D 4 By FEHEELET,
Bit0 Bit1 Bit2 Bit3 Bit4 Bith Bit6 Bit7

| precedence | tos | - |

1. AT A —ZEBWEOWHE
el (MHEEE LEREA)
2. fEOBREHAE
0~15 (10 ##) F/=iTtos LFREfEEL £,
FREFRETR tos BT DOV TIE, (38 28-6 FRETHRE/R tos &) 2 BML T IZ&EW,

precedence <precedence>
AT A—H%, ToS 74—V RO LN 3 v TS precedence A FEE L £3,
BEEAENT Y D ToS 74—/ REM3 By bEHEELET,
Bit0 Bitl Bit2 Bit3 Bitd Bitd Bit6 Bit7

| precedence | tos | - |

1. AT A—ZAMREOYIHIE
2L (&L LEEAL)

2. fEORE I
0~7 (10 #%%) £ 7213 precedence 4 & o E L £,
FEE AT HE 72 precedence 4 FRIZDUWNTIX, (3£ 28-7 FBEFHEZ: precedence 4 FF) ZZBML T2
Y AN

dscp <dscp>
AKRTA=HL, ToS 74—V FD N6 & FTHD DSCPEAEE LET,
ZAG/Nry RD ToS 74—V R EAL 6 By ke L £,

Bit0 Bit! Bit2 Bit3 Bit4 Bit5 Bit6 Bit7
| DSCP | - |

1 AT A— 2R ORI E
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el (MHSEMFE LEREA)
2. fEOREHIA
0~63 (10 #3%) F /=13 DSCP 4HEfEE L 7,
FEEAIHEZ: DSCP AFRI DWW TIE, 15 28-8 FRETHREZR DSCP 4] 2L T 7ZE0,
ack
TCP ~y XD ACK 77 708 1 O NOBRHEREELET,
7 kLR TCP IEF A7y a3 T,
1. KT X —FEWEEOYIE
el &L LERA)
2. fEOREHIA
L
fin
TCP ~y XD FIN 75 781 D7 FOBHERRELET,
7a b a VN TCP T DAY a T,
1. AT A —ZEWEOWHE
el (MHEMEE LEREA)
2. fEOBREHIAE
2L
psh
TCP ~y XD PSH 75 721 D7 v N EIRRE L £,
7 ha Rl TCP P oF 7y g T,
1. AT A= EMKEEOYIHE
el (MHEEE LEREA)
2. fEOBREHIHE
2L
rst
TCP ~y XD RST 75 71 D7y "B EIE L £,
7a NN TCP 72047 aTY,

1 KT A =2 IR OXHHE
ML (BRHEIEL LERA)

2. fEOBEHIH
2L
syn
TCP ~y # D SYN 77 71 O3y FORMEREL 7,
7'r h VR TCP T OAT > a T,

1 KT A= HEREOHHHE
ML (BRHEMEL LEEA)

2. (EOFEHH
2L
urg
TCP ~y XD URG 75 731 Oy hOBHEIRELET,
7a kR TCP E A7 Y a T,
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L AT A—Z B ORI E
mL (&L LEEA)

2. fEOBEHIH
L
<icmp type>
ICMP # A 7% EELET,
Zu ha N ICMP 720 DF T a T,
1. AT A —ZEBWEEOY)HIE
el &L LERA)
2. fEOREHIA
0~255 (10X #HEELET,
<icmp code>
ICMP =— R&FEELET,
71 b a LB ICMP 2047 > 3 T,
1. AT A —XHEEREOP)HE
el (MHEMEE LEREA)
2. fEOBREHIAE
0~255 (10 #%) #HEELET,
<icmp message>
ICMP X v —U4FEfeELE9,
Zu ha N ICMP 20 D4 T a T,

FEETHREZ ICMP A v — 4T T8 28-11 ICMP THREMHRER X v — 4 (IPv4) | 251
LTLEE,

1 KT A= H SR OFHHE
L (&L LEEA)

2. fEOBREHAE
L
vlan <vlan id>
VLANID #fiE L E7,
KRG RA—=RFA =Y Ry b Z 72— R LA TER T,
1. AT A= EMEEOYIHE
el &ML LERA)
2. fEOBREHIHE
[RTA—ZIHEETEXDHE)] 2R LTI,

user-priority <priority>
A—PEEEEHELET,

1 AKRT A= IR OXHHE
ML (BRHEMEL LEEA)

2. fEOBREHIHE
0~7 (10 #%#) Z=HELET,

class <class> [mask <class mask>|

ANRFGA—=FTHZAF I w27 ACL/IQoS #if+ 2720047 a T,
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=PI FTRET TAT AT ERELET,
<class mask>1Z Id<class>D I CHSHRICT L E Y "2 TH7 T AT A7 ZIEELE T, <class
mask>ZEME L2 ST v MRS R L2 97,
1. AT A —HEWERE O FHE
el (MHEMFE LEREA)
2. fEOBEHIH
0~63 (10 #H) % ELET,

EEIT A—4
action
BENRT A =2 2RE, BETDIHEIISLTANRT A=ZLEERT A —Z 2EOFBICHREL TS
Jk=LAN
1L AT A—ZEWEFOF)HE
7L (WEEEEZT 25T EB T EEA)
2. fHORBEHH
7L
cos <cos>
WENOBREEZRTA T v 7 A (Cos) ZHEELET,

1. ARRT A —ZHWEREOYIHIE
FI7 4N ED Cosflie 72V Fd, T 74/ FD CosflIZOWTIE a7 47—y arHA R
Vol.2 352 CoS fH « Fa—o U THEIEE] 2R L TLIZEN,

2. EOBEHPE
0~7 (10 #EH) ZHEELET,
Cos fEDISEICHOWTIX Tar 74 L—3 3 HA K Vol.2) 13.5.4 {ESCRERER RO
BFEE] 2L TZ30,

discard-class <class>
Xoa—A U TBEEEEELET,
ZAELTNTr Yy FOF o—A VTN 2 EE<class>ICAH L E T,

1. AT A — 2 BWEEOHIHIME
TIANEDOXa—A VTHERELRVET, T74NVEOFa—A  THEEEIZONTIE T2
VI 4T —a AR Vol.2) [3.52 CoSfH - Fa—A L THEEE] 2BBLTLEE
AN

2. fEOBREHIHE
1~3 (10 #%#%) =HELET,

replace-dscp <dscp>
DSCP £ & A EAHEE L 7,
ZfFE LIy RO DSCP 7 4 —/)V R%&, fEEM<dscp>IlEZHZ T,

1. AT A= EMEEOYIHE
7L (DSCPzEXHZIEHA),
2. fEOBRTHIA
0~63 (10 #%) F~1XDSCPLMEIREL £,
FEEAIREZ: DSCP 4 FMZ oW, 37 28-8 FBEAREZR DSCP 4] 2B L T ZEW,

replace-user-priority <priority>
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a—PEEEOEEXRIMEREELET,
ZAG LTe Ty N O — B & FRE l<priority> | Z H & #X £ 7,

1 KT A= HIEREOAHHE
mL (2= PEEELZESHRIEEA)

2. fEORERDH
0~7 (10 #%%) Z=HELET,

(272 FERBEOEE]

L

[BIE~NDFEE]

REMELE, TITHEAICKBRIIET,

CEEFIA]

1. HEXLT FLARAYA N KR —RvAIEBIOSEHLET FLAT ANV KA — R~ A 712 255.255.255.255 &
ANJjLTcb & T any ERRLET,

2. EETT FLRABLU%ELET F L AZ nnnannnannn.nnn 0.0.0.0 & A L7= & & 3 host nnn.nnn.nnn.nnn &
FRLET,
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qgos (ipv6 qos-flow-list)

IPv6 QoS 71— U A hTO7u—mHEM:, BLUOEEREEZHEELET,

[ABRH]
THMORE « BH

[<sequence>] qos {7 ©—FR I 5eAt) [BIERE ]

o T u—friigftE
7O b A TCP, UDP & U ICMP LISADIEE
{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> |
host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>]
Lt 7A b3LH TCP Oi5E
tcp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [ack] [fin] [psh] [rst] [syn] [urg] [ {traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]
Lfi70 bauh UDP Di5E
udp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [{traffic-class <traffic class> | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]
L7 O oA ICMP Di5E
icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> | host <destination
ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [ {traffic-class <traffic class> | dscp
<dscp>}] [vlan <vlan id>] [user-priority <priority>]

o BifEfEE
action [cos <cos>] [replace-user-priority <priority>] [discard-class <class>] [replace-dscp <dscp>]

RO Ml

no <sequence>

[ADE—F]
(config—ipv6—qgos)

[N A—4]
<sequence>
TERB L OEET 5 QoS 7u—U X MNOMAIERFZRELET,

1. ART X —ZBWEREOHIHE
QoS 7 r—U A NNIZEHB 2GS, #IHIfEIX 10 T,
SMERELTCHIHA, RELTHIEANEFORKMHE+10 T,
72720, EANERF O R KR 4294967284 L 0 KREVMEZRTE LB AITEKE TE $HA,

2. fEOBREHIHE
1~4294967294 (10 #%%) ZHRELET,

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 /3y b D EfL7w b A VAR ERE L E T,
L, $ToT e hare MRl T 5813 ipve 2EELET,
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1 ARRT A — R BN OHE
B TEEEA

2. EOREH
1~42, 45~49, 52~59, 61~255 (10 #H) F/iI7m b arsaHaefEEL£7,
FEFRER 7 1 h a VATRIZOWTIE, T3 282 FEEFEER T 1 F 2 /L4Fk (IPv6) ] ZZHL
TLTEE W,

{<source ipv6>/<length> | host <source ipv6> | any}

PETLIPV6 7 FLAZEIEELET,

TRTOEFILIPVG 7 L RAEET 2% A L any ZHELET,

1 ARRT A — BN OHE
A TEEEAL

2. fHOREHPH
<source ipv6>/<length>, host <source ipv6>, F7ziXany ZIFEL 7,
<source ipv6>IZIXEEIL IPV6 7 RL A EZFRE L E T,
<length>lZiX IPv6 7 KL ADH CT—E b & 2 5550 % 7 L ADFEEHN D D bit L THE L F
7
host <source ipv6>% A S1 L7256 13, <source ipv6e>D5ea—E % 7 u—HHS5M & LET,
any Z4RET D &, BIETLIPv6 7 RL 2% 7o —RKHEE L IZLEEA,
<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn)
0:0:0:0:0:0:0:0 ~ ffFf:fff: £Fef: £ £6FF £ £ef: £
<length>: 0 ~ 128

eq <source port>

EELR— P ESERELET,

7'm bR TCP BLOUDP 2 OA 7> a o TF,

1 AKRZ A—ZHUER DOYIE
7L (BHEEE LERA)

2. EOREHPHE
0~65535 (10 40 F/idR— MaHEETE L ET.
FREFREZR AR — PP T3 28-3 TCP CHIERRE/RA— MAFR) I5X U [ 28-5 UDP TH&
EATREZR AN — B (IPv6) ) 2B L T IEE W,
<source port>DTER—EE 7 A N FEHEE LET,

{<destination ipv6>/<length> | host <destination ipv6> | any}
5ae 1PV 7 L AZHRE L £,
TRTOFEHIPv6 7 KL AERET A% T any ZHEELE T,

1 AT A= BUEREORHE
A TEETA
2. fEOEHFE
<destination ipv6>/<length>, host <destination ipv6>, F7-i% any Z 5 L £, <destination ipv6>(Z
135855 IPv6 7 R L AZFEE L9, <length>|ZIX IPv6 7 KL ADH T—HSLM LB nET N
L ADYEFAN S O bit L THRE L £,
host <destination ipv6>% A JJ L 7235 & I3 <destination ipv6>D 52— % 7 v — St L LT,
any ZHEET DL, SELEIPV6 7 KL A& 7 o — MG IT L ER A,
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) :
0:0:0:0:0:0:0:0 ~ f{FEAFTY Ff: £ 7 £ £eF £
<length>: 0 ~ 128
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eq <destination port>

yadeR— hEGEZHELET,
71 k2L TCP BLUVUDP 2 047> 3 T,

1. ARRT A —ZEIEROYIE
2L (RSt E LEREA)
2. fEOEHFE
0~65535 (10 #H) FdR— M aHEEELET,
FREFRE/R AR — NPT T3 28-3 TCP THREFHRER A — MAFR BN 3£ 28-5
EFRE/R AR — NA&FR (IPv6) | 2B L T 72 &0,
<destination port>D 52— % 7 4 VX K& LET,

traffic-class <traffic class>

NoT7 4907 TAT7 40— REEEELET,
ZENRTY SNDNT T4 I T TAT 40—V REEELE T,
1. AT A= EWEEEOYIHE
L &L LERA)
2. fEOBREHIAE
0~255 (10 #HEELET,

dscp <dscp>

ack

fin

NG T4 I I TAT 4=V RDEM 6y b THD DSCPEZIEE L £,
ZERTYNDNT T4 I T TAT 40—V REML 6y bEHBELET,
Bit0 Bit! Bit2 Bit3 Bit4 Bits Bit6 Bit7

| DSCP | - |

1 KT A= HIEREOFHHE
mL (&L LEEA)

2. fEOBREHAE
0~63 (10 #%#) F7~1XDSCPA4MEIRE L £,
FEE AIAE7: DSCP &4 FRid 13 28-8 FEEFAEZ: DSCP &%k 2R LT 7EEW,

TCP ~y XD ACK 7Z7 7031 Oy hORHERELET,
a3 )LRTCP 2047 3 T,

1 AKRT A= HIEREOXHHE
ML (BRHEEIEL LERA)

2. AEOFREHRH
L

TCP ~yZDFIN 777N 1Oy FOMEEIRELET,
7'r h VB TCP T OAT > a T,

1 KT A= HEREOHHHE
ML (BRHEMEL LEEA)

2. (EORREHFE
L
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psh
TCP ~y XD PSH 75 721 D7 v FOBEIRE LET,
7a ha LN TCP 72T 047> g v CTd,
1. KT X —FEWEOYE
el (MHSEMFE LEREA)
2. fEOREHIH
L
rst
TCP ~y XD RST 753 7N 1 DO hOBRHERRELET,
7 kLR TCP IEF A7 a3 T,
1. AT A= EWEEEOYIHE
el &L LERA)
2. fEOBREHAE
L
syn
TCP ~v XD SYN 75 7N 1047y o EEELET,
7a b a VN TCP 2T DAY a T,
1. ART X — B OFIHE
oL (MHEEE LERFA)
2. fEOREHAE
2L
urg
TCP ~y XD URG 7770 1 O/ FOMRHERRE LET,
7 hann TCP P oF 7L a T,

1 KT A =2 IR OXHHE
mL (&L LEEA)

2. fEORREHA
7L
<icmp type>
ICMP % A 7" %45 E L £77,
7'a kAR ICMP T DA T a T,

1 KR T A= HIEREOXHHE
ML (BRHEEIELE LERA)

2. EOBREHH
0~255 (10 %) zfEL %7,
<icmp code>
ICMP 22— R&$EELE7,
7'a kAR ICMP T DA T a T,

1 KT A= HEREOHHHE
ML (BRHEMEL LEEA)

2. fEORE
0~255 (10 #HEELET,
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<icmp message>
ICMP A v E—VA4MEEELET,
78 N3 )VBICMP 720 DA > 3 »TY,
FREFREZR ICMP A v —U4FME 13 28-12 ICMP THREARER A v & — V4 (IPv6) | 25
LCLIEEN,

1 KT A= B IEREOAIHHE
mL (& E LEEA)

2. (EOR%EHH
oL
vlan <vlan id>
VLANID Z#E L £7,
KRG A= NIA =DV Xy MM U F 72— R EH LR E T2 A% T,
1. AR A—ZHEREOYIHIE
L (RSt E LEREA)
2. EOREH
NG A—ZZHRETE L) 2SR LTIIZEN,
user-priority <priority>
T —PEEEZEELET,

1 KT A =2 IR O A
mL (AL LEEA)

2. fEOBREHIH
0~7 (10 #%) ZFELET,

}EINT A —4

action
WERTA—FERE, BRTIHAIIULTARNST A—FZEENT A —FBEOHEHAICHE L TS
7ZEUN,

1 KT A =2 IR OXHHE
mL (BHEEEZ T 258 EKTE EEA)

2. fEOBREHIH
L
cos <cos>
HEENOBLELTTA T v 7 2 (Cos) HIEELET,

1. AT A —ZEMEEOYIHE
FI7FNVED Cos L0 E9d, T7+/LbD CosfliicoWTIX a7 47— ar AR
Vol.2] 352 CoSfl « F=—oA  THEE] Z2BLTIEIN,

2. MEOFREHRH
0~7 (10 #E#) ZfEELET
discard-class <class>
Fa—A U TEREEREELET,
SELERT Yy FOF a—A » JEIE LR EM<class>ITZAE L E T,
1 AT A— 2B ORIHE
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TIFNEDOXa— A TERELIRVET, TTIANIOFa—A VTEREIZOWTE T2
VT4 — g Hi AR Vol.2) 352 CoSfH * Fa—oA U JTHEIEE] 2L TLIES
U,

2. (EORREHA
1~3 (10 %) ZHREL £
replace-dscp <dscp>
DSCP E S fEZHHEL 7,
ZIE L7/ > @D DSCP 7 —/V K&, {REME<dscp>lZEZ#Hx £,

1. AT A —ZEBWEO W HE
7L (DSCPfEizEXHIETA)
2. fEORERDH
0~63 (10 #¥) F /=13 DSCP 4HEEE L £,
FEEAIRE: DSCP AFRZOWTIE, 3£ 28-8 FRETHREZR DSCP 4] 2L T 7EEW,

replace-user-priority <priority>
A—PEEEOESMAMEREL £,
SAE UTe N b O — WS 2 4R iE fE <priority>C H &2 £ 97,
1L AT A—ZEWERFOF)HE
7L (—VEEELZEIRIETA)

2. fEOREHAE
0~7 (10 #E%) ZFELET,

[av Y FERREOEE]

L

LBE~DEE]

2L

[ERTEED Iz B 2244 ]
EEETR, T ITERICKBENET,

Re

CEEZHE]

1. EEILT RLUABLO%EET KL A Z nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 & A L7z & &%
any £ &R LET,

2. FEETT FLARABIU%ESET R L A2 nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 & A7 L7z & &%

host nnnn:nnnn:nnnn:nnnn:nnnn:nNnn:nnnn:nnnn & i‘%ﬂi\‘ L i ﬁ—o
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gos (mac qos-flow-list)

MAC QoS 7 r—U X h TOZ u—iHZ&RM:, BLUEERELZEEL T,

[AHRH]
fEmoBRE « LH
[<sequence>] qos {7\ —HRHIZAF} [EhfFFEE]
o Tu—Ruhgm

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac mask>
| host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu | slow-
protocol} [<ethernet type>] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]
o WifEfEE
action [cos <cos>] [replace-user-priority <priority>] [discard-class <class>]
THHOHIBR

no <sequence>

[ABE—F]
(config-mac—qos)

(/NS A—42]
<sequence>

ERB LY, ZH$ 5 QoS 7a—U X M —7 U AR EZRIEE LET,
1. AT A — 2 BWEEOHIHIE

QoS 71— U A NNIZEMUR 72054, #IHEIE 10 T,

SMEFRELTCHIGE, ELTHHEANE/FOKKEF T,

72721, BRIER DR KIED 4294967284 LV KR VWMEAHRE LTIZEAIIEB T £ A,
2. fEOBREHIHE

1~4294967294 (10 #%) ZHETL £,

{ <source mac> <source mac mask> | host <source mac> | any }

EEIEMACT RLRAEZBELET, T XTOREEILMAC T RLRAEIRET %6 T any Z15E L E

‘a—o
1 AT A—ZENER ORI E
HETEEEA

2. fHORBREH
<source mac> <source mac mask>¥ 7= 1%, host <source mac>, any Z {5 L £, <source mac>|T|L
EEITLMAC 7 FLAZIEE L F9, <source mac mask>{Z X MAC 7 K L 2D H CIEE DB &3 Al
THE Y FEN T~ AZ % MAC 7 RL AN THEE LE 9, host <source mac>% A L7=3HE&
Id<source mac>D5ER—FH%E 7 v —iHEMF L LET, any Z#HET D L, HEILMACT LA
7 —RHEFFELIILET A,
MAC 7 KL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.fEAE (16 50

{<destination mac> <destination mac mask> | host <destination mac> | any \ bpdu \ cdp | lacp | lidp | oadp |

pvst-plus-bpdu | slow-protocol}
S MAC T RLAZARELET,
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TNTOMEMACT FLRAEEET L5 any ZHEEL 7,

1 ARRT A — R BN OHE
B TEEEAL

2. fEOREHP
<destination mac> <destination mac mask>, host <destination mac>, any, bpdu, cdp, lacp, lldp,
oadp, pvst-plus-bpdu, F 7213 slow-protocol ZF5E L £ 77,
<destination mac>{Z 1356 5C MAC 7 R L A Z#87F L £, <destination mac mask>{Z X MAC 7 K L
ADFHEEDEEZHATHE Y hEMNTH~Y A2 % MAC 7 RLABRTHEELET,
host <destination mac>% A 7 L 723534 I3 <destination mac>D 52— & 7 v —H &M L LET,
any ZHETDH L, SEMACT FLAZ 7 o—HEMtEL T LEE A,
bpdu Z#8ET D &, BPDU I/ > M &7 a—H&tb & LET,
odp Z48ET H &, CDPHlE AT > b&2 7w —RHEFEE LET,
lacp ¥ 721 slow-protocol ZFET S &, slow 71 hai 7y e 7e—RESEHE LET,
AHEE T3 LACP & IEEE802.3ah/UDLD H¥HE T slow 7'z ks 2Ly FEMEH LTV ET,
lldp Z#8ET % &, LLDP il N7y b &7 m—fitisf e LET,
oadp ZRET D &, OADP il N7 v M7 m—HEtEE LET,
pvst-plus-bpdu Z$5E T2 &, PVSTHEEI T v & 7o —ftigE s LET,
MAC 7 KL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffffAEAF (16 #E40)

<ethernet type>
A —H %y kA FlEREEELET,

L FRT A— 2R OXHIE
mL (&L LEEA)

2. fEORERH
0x0000~0xffff (16 #E4%), Fild A —HF v VA A T4HERELET, TR v hay
ZFRT T3 28-9 FREEAHERA —V X v NE A TL&F) 2B LT EE N,

vlan <vlan id>

VLANID Z4E L £ 7,

ARG A—HFA =T Fy h X T o—RCHBHA LA TELY T,

1. AT A — X BWEEOHIHIE
L &ML LERFA)

2. EOBREH
[RIA=ZIHRETE DE] 22 LTS,

user-priority <priority>
a—PEEEERELET,

1 AKRT A= HIEREOXHHE
ML (BRHEEIEL LERA)

2. AEOFREHRH
0~7 (10 %) ZfEELET
class <class> [mask <class mask>|
ARTG A—=ZITHAF 2 v 27 ACLIQoS AT 570D A4 7y a v T1,
2=y TRAL I FTAT AT BRELET,

<class mask>{Zd<class>D P THEEHRIZTAHE Y N2V T I TARAZZIEELET, <class
mask>%ZE Mg L7 GE 132y PRI SRE 2D £,

1. ART A —ZAEW R O M1 iE
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2L &ML LERA)
2. [EOBEHH
0~63 (10 #EH) ZHEELET,

BEINTA—4

action
BENRT A= EFHE, BERTIHHEIEIMLTANT A —FZEE T A —F 2RO EBRIZEHE LT
7230,

1 KT A= HIEREOAIHHE
mL (EHEELT 25 EIFAKRTE EEA)

2. fEOBGEFH
L

os <cos>
EBRBNOBLEEZRTA T v 7 A (Cos) ZHELET,

1. ART X — B O FIHE
FTITFNVEDCosfBEERVET, T74/NV D CosfEICOWTCIE Tav 74— a0 A4 K
Vol.2 352 CoSfE * Fa—A 7 HEE] 2L TIIEEN,

2. EOREHB
0~7 (10 #EH) ZHEELET,
discard-class <class>
Xoa—A U TBEEEEELET,
ZAELTNTr Yy NOF o —A VTN E R EM<class>ICAH L E T,
1. ART A —Z AR O H)
TIANDDOFa— A TEIELRDET, TT ANV EDOF a—A X TEIEEICOVTIE =

VI 4T —a AR Vol.2) [3.52 CoSfH « Fao—A L THEEE] 2BBLTLEE
AN

2. EOREHPHE
1~3 (10 #%) ZfHEL £
replace-user-priority <priority>
2= PEREDOHEEMAMAEE L ET,
A LIz v b oo — B B & R8T ffi<priority> | FH & X F 77,
1 AT A= BUEREORHE
L (= VPERELESWMAETA),

2. fEORREHH
0~7 (10 #%#%) =HELET,

(272 FEREOEE]

L

[BIE~DFEE]

2L
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[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

CEEZHHE]

EEILT FL 2B L U%ESET R L A2 nonn.nnnn.nnnn T & A L2 & Eldany ERAFLET

=

2. LT RLAIZT R FalAPEEEZITRETE LT r Fali BT FLAZEEL TWS5E
7 b a A RERRLET, LT FLRAIIRETE 270 b a4 Ho7 RLAiE TR 28-10
FREFRE/R5E5E MAC 7 FL 24 R 22 L T 7EEW, ERUSADOEEILT FLABLU%ET
R L Z{Z nannn.nnnn.nnnn 0000.0000.0000 & A7) L 72 & ¥ host nnnn.nnnn.nnnn & &R LE T,
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gqos-queue-group

AVETz—A (PEAR—F) IZQoS Fa—V X MEFRARKELET,

[ABRH]
THMORE
gos-queue-group <qos queue list name>
THHOHIBR

no qos-queue-group

[ABE—F]
(config—if)
A =Py bA 2 FT=—R

[N A=4]
<qos queue list name>
QoS Fa—U A MMERELET,

L FRT A— 2R OYIHIE
BT EEA

2. fHEOREH
i ATRB 722 SCFHINT BN 550D 31 SUFLUN O EHTTT,
(272 FERREFDEIE]
AP 2=V 7E— FIZPQ TEMEL £,
LR{E~NDFE]

QoS Fa—U A MERELCAF Va—l v /E— REEHE LSS,
RZIRIRR A ] U 72 @AE S — R ISR TN £ T,

CEEZFHE]

U RS FHEEIT 5 72,

1. QoS Fa—UARRERELCAY Va—U 72— ReLRLESA, BHLEA VH T2—X
WHER— 1) PEEBLET, ZELEEZCEREFa—CxXa—A VT LTy bR T
DG, TRTHEEHTOUHEEITNET, Ny borkEH UAEFE, Hi-237y hefa—d
VITEFERA, Ry NU—IRETE A UV L TWAEAIIIEELZE N,

2. QS Fa—URMEREL TRV a— Y v 7E— NREEZTORISTZHE,

F— R PQ TEMEL £,

Al Da—Y s

3.  qos-queue-group 2~ K THZN2 QoS Fa— VU A MERELESRA, A7rVa—V v r7E— ik

PQ TEWMEL %7,
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gos-queue-list

QoS Fa2—UAMERICAT V2= U 7EF—FeRELEY, HEENZVHRK12 U A MEKTEET,

[AHRH]
fEROBE - ZLH

qos-queue-list <qos queue list name> { pq | 2pq+6drr <queuel> <queue2> <queue3> <queued> <queue5>

<queue6>}
THHMOHIER

no qos-queue-list <qos queue list name>

[ABE—F]
(config)
[N A—4]

<qos queue list name>

QoS F=2—VU X MHERELET,

L FRT A= EUEROYHE
AMETEEEA

2. (HOFRE A
i ATREZ2 SCF AT SEEE N T D 31 SUFLUNOEET TY,

{pq | 2pq+6drr <queuel> <queue2> <queue3> <queue4> <queue5> <queue6>}

A Va—) I E— FeELET,

Pq
TEEETHELET, Fa B3R — 4720 8 Fa—[EETT,
BEOx 2= 7y EBMHET 254G, BREORWF2—FS5 B, 7, -, 1FFa—) 2
LTy MEHEICERELET,

2pq+6drr <queuel> <queue2> <queue3> <queue4> <queueS> <queue6t>
BB o —f&, EAH (A M) MHETTFobEy, Fa—I3mEHR— Y4720 8
X o —[EETT,
REHRDOF 2 =817y MRFET DHE, %47y PEaREBETEELET, ¥=2—71F
F o —8 ODWITHERINTFE Y ATy FEFELET, F2—8, Fa—T7(2 7y FBRFELARN
ey, ¥ a—6~1 O<queue>lZiE L7oNA MIULRIE U TNy MEEELET, 72,
<queue>DHEAHIfF L 1~6 DFFIL, Fa—F5EEHLET,

1 ARRZ A—ZRUER DOYIHE

BT EEA
2. (EOREHRH
1~254
(27> FERBREBEOEE]

L
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[BE~NDFE

qos-queue-group 2 ¥ RIZ QoS ¥ 2 — U A MBHEFREL TAT VY a—) U 72— REEE LSS, 4
IR TR T 572, Uz & L7 @E 083 — RIS R E 7,

CEEZHHE]

1. qos-queue-group 2 ¥ RIZ QoS Fa— U A MKHEREL CAFVa— V" FE—R2ER LS
&, BRLIEAVE 72— (WHEAR—F) PHEBLET, BERELEEZCHEEF2—ITFa—A
YT LTy RS TV AYE, TR THE T AITWET, X7y oM LA
W&, B2 ry beXa—A 07 TEERA, Xy NT—JRBATRI A U ENTHDHEEIXITHE
BLlEEw,
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28 QoS

remark

QoS 7u—U 2 FOffiRERRE LET,

QoS 7 —U A MIIEIPv4 QoS 7u—V A FE7213 IPv6 QoS 71— U A |, MAC QoS 7u—U & F 3%
DES, BEYZY, T78RVZAFBLIPQS 7r—V X FEAbETRKN 1024 H5ETEET,

[ABR]

HmOBGE « LK

remark <remark>
1EH O HI R

no remark

[ABE—F]
(config—ip—qos)

(config—ipv6-qgos)

(config-mac—qos)

(185 A—=4]
<remark>
A= RIZE D35 722 QoS 7 — U A hOMEFHHZHRELE T,
—2M QoS 7r—U A MIXLTIITRFHETEET, BEANLZEAIF EEZICRY £,

1.

AT A — 2 B WO Y HIE

WIHMEIX NULL T,

B DR E #PH

64 LFLUNOLFINE X TNT y—F (") THATRELET, ANARERIITIL, =BT &R
BRLFETT, ATILFINCAR—R I EORFR L F o G E WG, XFHEL TN +— |k
(") THERLS THRETEEI, HFEML, 92— IZfEETE 5] © TIHEE DT
EERLTLLIEE N,

(372 &R OEE]

L

[(BEE~NDFEE

CEEZFHE]

2L
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28 QoS

system queue-length-mode

KIEEOYHR— FOREEF 2 —RERELET,
AKavwr R, ER—FORKF2—EZEELET,
AKavr FiE, "= =7 OERNLREINERIEZRET 2D TH L0, RELEKITEEZ LS
TORENDHY T,

[ABRH]
THMORE « BH

system queue-length-mode <queue length>

THHROHIFR

no system queue-length-mode

[AAE—F]
(config)
[INFA—=42]

<queue length>
WA — FORKRF 2 —REHWELET,

1L ARG A—Z MR OXHfE
BT EEA

2. HOFEH
192, 768 F7-1% 1024

[O7 2 FEAREBDENE]

AIEBOKR— FOEEF 2 —FE, 192 TEEL £,
LBE~DEE]

AEE 2 HER L T OREINE T T2 ETOM, KEEZFEHATHEENELELET,
[ERTEED Iz PR 5244 ]

REMELELILGAE, ar 747 b—vareffF LD & TARKEEZHER T 5 2 & TRIEME
M EnET,

CEEZFHE]

L
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traffic-shape rate

A Z 72— WHFR— ) (- MERHIE 2 #RE L, SMEAE T LI HIR L £,

[ABRH]
fEmoBRE « LH
traffic-shape rate { <kbit/s> | <Mbit/s>M | <Gbit/s>G } [ <kbyte> ]
TEHOHIER
no traffic-shape rate
[ABE—F]
(config—if)
A =Py bA 2 FT=—R
[N A=4]
rate { <kbit/s> | <Mbit/s>M | <Gbit/s>G }
R— MR Z A U E T, AR EERT5 2 LT, BERASEROBERIRETE Lo i fiiR

l_/ij—o
L FRT A— 2R OYHIE
B TEEEA

2. fEOEHFA
WORITRLET,
EOHAIZITk (B, M, GHEETEET,
REHBIIIEBEELL FIZR 5 KO ICERE L TLIZEN,

& 28-14 R— bHEFIEOFREEHE (10/100/1000BASE-T, 1000BASE-X)

R EHA R # %7418
Ghit/s 1G —
Mbit/s 1M~-1000M 1Mbit/s
kbit/s 1000~-1000000 100kbit/s™2
64~-960 64kbit/s™

OB — &M%l

X
1G, 1M, 1k {ZZHZ4 1000000000, 1000000, 1000 & L THWET,
X2
BOEMEA 1000k 2L EOE, 100k A THE L £ (1000, 1100, 1200, -+, 1000000),
FREMEAS 1000k KIEDGE, 64k DA THELET (64, 128, 192, -, 960),
& 28-15 HR— bREKIEORTEEHRE (2.5GBASE-T)
Bral--R A % € #hE Zl B
Gbit/s 1G~2G 1Ghit/s
Mbit/s 1M~2500M 1Mbit/s
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28 QoS

RE BN RE R %+

kbit/s 1000~2500000 100Kbit/s*?2

64~960 64Kbit/s*3

OLB) — - &M%l

1G, M, 1k iZZ#£74 1000000000, 1000000, 1000 & L CTHW\ET,

X2
BEEA 1000k LA EDGE, 100k A THE L £ (1000, 1100, 1200, -+, 1000000),
FREMAY 1000k K5O EE, 64k LA THRELET (64, 128, 192, -, 960),

=& 28-16 R— +HEEHFIHOKREEEFH (10GBASE-R)

E5 T B K £% T #i Zl &
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~10000M 1Mbit/s
kbit/s 1000~-10000000 100kbit/s*2
64~960 64kbit/s*3
1G, 1M, 1k (ZZH 241 1000000000, 1000000, 1000 & L THWET,
BEEA 1000k LA EDBE, 100k A CHE L £ (1000, 1100, 1200, -+, 10000000),
BOEMEAS 1000k R DOBE, 64k ZN A THE L E7 (64, 128, 192, -+, 960),
<kbyte>
A= MFRHEE O N—=Z b YA X (N=Z s T 7 4 v 7 IZxT D) ZF e A MITHREL E
D
1 AT A—H B MR ORI E
32
2. fEORE
4, 8, 16, 32
[3< > FEBREFDBNE]
B EUTHIBR 2 2 E 8 A,
BE~NDFEE]
2L
[BREED RBRE2HE]

NI ENE L EE A,

3

1 A— MHEHIE ORERIRN R E 2 8B 2 25 E, R— b
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28 QoS

2. FyTOMERICE T, REMEFERHIT 25 I UBREDO A= MBENEELET,
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29 LAV 233t

29 LA 2385k

H7E LAV 2H@E
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29 LAV 233t

aAVI7400L—320av U REERT AL A2 BE0

LAY 2R85ECHB@ICER T 2 a v 74V L—varavr REHEATH LA Y 2B ROEFITRLE

R

£ 291 aAVI74YL—2avav o REERATHLAY 2588

ATV R4 BAYT DLV 2885
IEEE802.1X Web 23 MAC 23

authentication arp-relay O* O O
authentication auto-logout strayer X O
authentication force-authorized enable O O O
authentication force-authorized vlan O O O
authentication ip access-group O* O O
authentication logout linkdown O O O
authentication mac access-group O* O O
authentication max-user (global) O* O O
authentication max-user (interface) O* O O
authentication native vlan O O O
authentication radius-server dead-interval O O O

(A1)
O: A% x:EY

Ui AR A AEE— R CTHEMATE £,
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29 LAV2:&:

authentication arp-relay

PRAERTDUHEAR B IFFE SILDMIE T ARP /X7 v b &2 KB OIS EE T,

[AB#K]
THRORIE
authentication arp-relay
TEHROHIBR

no authentication arp-relay

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]

L

(a7 Y FEBROEE]

L

[BE~NDFEE]
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29 b{‘vzﬂbﬂ

authentication auto-logout strayer

Web FB7E % 7213 MAC FBREDFRIER H AR A, Web FBREE 721X MAC RBRERBER— MIBB L= Z L &M
HL7ze &I, RBRELMBRL £7,
[ABRH]
OB E
authentication auto-logout strayer
THHMOHIER

no authentication auto-logout strayer

[ABE—F]
(config)

[N A—4]
L

(a7 Y FEBROEE]

Web Aty uﬂzi 7:_ j: MAC EL‘ M nu uiE(%y?Li%jgﬁ\ Web Aicy thEi 7’:_ j: MAC ey thEif% /’JE—’Z‘—‘D‘_ ]‘ /\@@] Lf: Z (‘: %*ﬁ
HLTY, R HERLET A

[BE~DZE]

ROEEA R, T ICERICKmSNET,
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29 LAV2:&:

authentication force-authorized enable

LA 2R uET éz \—T'ﬁ_): b %ﬁ’@ﬁﬁbﬁ)%i L/fx_/ﬁl:l , Ao piE%:jE L7 uEXT%ﬁ%j{%f?@%”Eﬁ ZERRERT
AREE L LET,
® RADIUS #FEHRT, #%E SN2 RADIUS ¥ — b DIGEN L 7polo bt &

o 11— LFHREA . (Web F8REH LUV MAC G83E) T, #EENBOFRIET —4 0 1 b BRI TN
L

[ ] Web ey thE@b;E‘J‘E\, W}@ Web mqu DB Z1 {q:%)l_ﬁ-;ﬁf“%ﬁ)f@b\k %
o MAC FBIEDHA, Wik MACFRZEDB 12 1 % MAC 7 R L ZABEFENpNE &

[ABRH]
THEWOBE
authentication force-authorized enable
THHROHIFR

no authentication force-authorized enable

[AAE—F]
(config)

[INFA—=42]
L

(a7 FERREDOENE]
2L

BIE~NDEE]

2L

[ERFE IE D R R 224 ]
REMAES, +ICERICRKRShET,

1,

EEEIE]
AMEREIL, ¥X 2V T 4 EOMBELEZ22BZNRHY FTOT, HoBmito EEA L T a0,

2. VAV2FIEDHZ A F I v VLAN E— N CREFEREAE FhE L7256, #albftk VLAN & LT, %Y
BF—NDXA T 47 VLAN ZH|10 B TET, FED VLAN %, R VLAN & LTHID B Thng
&%, authentication force-authorized vlan =~ > R TIHEE L TL 72 &0V,

3. FNENOLAY 25 Aty nJ‘.E‘/CgﬁléﬁUnm uE@;@ﬁ@%?uﬁkﬁ—é 7':_&) khﬁ‘él)@mu uJ‘.E’f){g 75’3@%’5@%%%75@
LTdb, fthc igﬁfﬁUmuuﬂz%ﬁﬁm L2 73‘35)@357;—0

=
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20 LAY 28k

authentication force-authorized vlan

LAY 2BIEDZ AT v 7 VLAN £— R T, %4 R— b CTHHEIFEIEL EM L 723858 O#RZE% VLAN 2%
DU TETS,

[ABRH]
THHRORIE « BHE
authentication force-authorized vlan <vlan id>
THHOHIBR

no authentication force-authorized vlan

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(NS A—4]
<vlan id>
SR FRAERF I 24 C B 3GF% VLAN & LT, MAC VLAN ##5&E L %7,
1. ART X — AW OFHE
B CTEEHA
2. fEOBREHIHE
[RTA—ZZHETEXDHME] 22 LTLTEEN,
72721, Zha<wy RTF 74/ k VLAN (VLANID=1) I3fHETE ¥ A,

[O7 2 FEREBDENE]

A% VLAN & LT, %4 R — hDOFRA T (7 VLAN ZE| Y Y CTE4,
LBE~DEE]

2L
[ERTEED Iz B 5244 ]

BREMEE R, T ICERICKBENET,

CEEZEHE]
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20 LAY 28k

authentication ip access-group

AT DIARN S REENAMIETOIP Sy v, IPvAT 7 EA U X F2EHALTHRESNZ 7 v B
PEUAREBEOIR~H IS EET, 728, WebFBiEEHIP 7 KL AL, Aa<wr RCTRELEZT 4 VX%
ECHELESIEIP 7 RUADRBR LT FXH A,

[ABR]
fEORBE
authentication ip access-group {<access list number> | <access list name>}
THHOHIER

no authentication ip access-group {<access list number> | <access list name>}

[AAE—F]
(config—if)
A =Py "LV BT x2—A, IR— " F ¥ RN BT 2 —2A

[T A—=%]
{<access list number> | <access list name>}
AIEE DI~ SE D7D D IPv4 3y b7 4 V2 DRI 2 HE L E T,

1. ARRT A —ZHWEREOYIHIE
A TEERA
2. fEOEHF
<access list number>D 4 1E, 100~199, 2000~2699 (10 ##%) Z45E L £,
<access list name>D A1, 31 LFLUNOLRIZFEE L E T,
FEMIE, [XT A —ZIZHRETE A 2L T &N,

(372 &R OEE]

L

[BE~NDFEE]

CEEZFHE]

2L
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29 LAV2:&:

authentication logout linkdown

no authentication logout linkdown % &,

NEVVR

[ABRH]
THHR O E
no authentication logout linkdown
THEHOHIBR

authentication logout linkdown

[AAE—F]
(config—if)

A=V Ry hA UV HT2—R, R—

RAEE AR DFTRAR— b3 Y 7 X0 v LT b RREE R L £

FFx RV 2T x2—R

RAEFHIRARDOFTBAR— IR Y 7 F o35 L, RBIAEEMIRLET,

(NS A—=4]
L
[O7 2 FEREBDENE]
LBE~DEE]
L
[ERTEED Iz B 5244 ]
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29 LAV2:&:

authentication mac access-group

1

THTOW RN B EEENAIME T T L —2b%, MACTZEHAV A 2EHALCHREENEZT7 L—20F1T
EEOINT~H S ET,

El

[ABRH]
OB E
authentication mac access-group <access list name>
THHMOHIER

no authentication mac access-group <access list name>

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—4]
<access list name>
ARIEBDIME~H ST EF B2 D MAC 7 4 NV Z D F2HE L ET,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
31 XFLINOARTZEE LET,
FERE, TRT X=X |IZHEETE BME] 2B LTI,
[av Y FERBREOEE]

L
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29 LAV2:&:

authentication max-user (global)

IEEE802.1X 787, Web F8iEH L U MAC BFE% &b /- Sl AL O i KBFEM R AR E L E T,

[AARH]
THMORE « BH
authentication max-user <count>
TEHOHIR

no authentication max-user

[ABE—F]
(config)

(/N5 A—=4]

<count>

IEEE802.1X 787, Web FRiFH L U MAC #BiE% &b 7 5\ AL O i KBFEM R A E L £,

1 ANRT A= Z B O ME
BT EEA

2. fEOBGEHA
1~1024

[3< 2 FERREFDENE]
ﬁ:%%‘{\i@mu nﬂzjﬁgfgﬂij(ﬁf qu%ﬂ{%z , 1024 ﬁ#'ﬁj{ L 72 D iﬁ—o

[BE~DFE]

ROEEA R, T ICERICKmSNET,

CFEFIA]

1. @ﬁﬁ‘:}:‘ﬂf_, ?E%E(ﬁ%‘ 5'{%(::1: Dﬁij(muu j{ﬁ%/}\f£<wﬁb7’;7ﬁm, utqu(ﬁ@m 5'{ L% {gf
TETH, FHIRROBILLTE EHA,

2. HEEHALE A— P HEALOR KRR AR & AR ETE £,

o ERER HURABN AN — b AL OB KRFRAE AU E LG, SR — b T, DIBROFHRIEROE
FEIETE ¥ A,

o ﬁggﬁ?ﬁ?f X;&by{tgﬁ'fimﬂiknunﬁ)ﬁﬁj{ﬁ L/7L jtﬁ/lfl\; Z'K% <, LA ISEFG)*E%E DRFEIX T
TEHA,
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29 LAV2:&:

authentication max-user (interface)

IEEE802.1X #RZE, Web 87l LU MAC BilA2 &b E g R — F DR KB AR EZRE L E£7,

[AARH]
THMORE « BH
authentication max-user <count>
TEHOHIR

no authentication max-user

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]

<count>

IEEE8021X vy uﬂE Web Aicy uJ‘.E?D ct U MAC RIcy p %Ab’é‘f_ﬁé T ]\ @Hi‘j(mu thEJﬁﬁEEii %*E‘HKE_‘ L i —éﬂ

L FRT A— 2R OYIHIE
BT EEA

2. EOBGEHIA
1~1024

[O<7 2 FERREFDENE]

YR — N OFEREFTRE AR Ik KBRS RIS, 1024 Sk & 720 £97,
LBE~NDEE]

L

[ERFE IE D R R 224 ]
REMEE R, +ICERCRRENET,

i

CEEZFHE]

1. @ﬁﬁ‘:}:‘ﬂf_, ?E%E(ﬁ%‘ 5'{%(::1: Dﬁij(muu j{ﬁ%/}\f£<wﬁb7’;7ﬁm, utqu(ﬁ@m 5'{ L% {gf
TETH, FHREKOBIETITE £ A,

2. [EHAL & AR — N BN O R RIS & FIRFICRR ETE £ 7,
o BRI AR — DA O R KRB ABNGE LI HE, 4R — N T, LBFROFRmADOR
FEETEEE A
L] %E?E(ﬁ%‘ﬁﬁ”ﬁﬁ%l?ﬁ”t @{Lo)ﬁiﬁmuu 3'5%( ébfli}%/ﬁ\, 2&%%1, H%OD%ﬁﬁ j{@wuu IT
TEHA,
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29 LAV2:&:

authentication native vian

LAY 2RFEDZ A F I v 7 VLAN £— R, RADIUS J& ! Tunnel-Private-Group-ID (Zr 1 7 1 7 VLAN
BHE L E X, WMAROBEZTAILET,
[AARK]
T ORE
authentication native vlan
THEHOHIBR

no authentication native vlan

[ABE—F]
(config)
[N A—4]
L
[O7 2 FERREFDEIE]

LAY 2%EEDO X A F 3 v 7 VLAN £— K, RADIUS J&VE Tunnel-Private-Group-ID {2 %A 7 4 7 VLAN
EIRE LI &I, WMAROBIEEFTF L EE A,

[BE~DZE]
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20 LAY 28k

authentication radius-server dead-interval

LA ¥ 2 583ET, FMESE RADIUS r— L DBEFEFICL T, &ES RADIUS %— LS CRBGER L O
TAHTT 4 T aFERLTWDHEE, BUORES RADIUS — X TOFEMICEI Y B2 5 F CoORM %
ELET,
3% RADIUS H— "R FE o 72 Bl I ERFERGE %12, B OEESE RADIUS Y— 32 X 5 8GER
YO Ho T4 T EERLET,
[AARH]
HHRORE « B

authentication radius-server dead-interval <minutes>
i 2L ES

no authentication radius-server dead-interval

[AAE—F]
(config)

(/X5 A—4]
<minutes>

i f9 % RADIUS +— \REH, FFOURES RADIUS h— AR~ 7 7 & 2 & FEfi4 5 £ TOMRERM % 4
HANTHEELET, 0 2R ELEBAIL, &ES RADIUS 3 — LS~ T 7 & 24 RIS BT
RADIUS — "~D7 7 & A EHLFET,

1. KRT A —FEWEREO Y
BT EREA

2. fEOBREHIH
0~1440 (4y)

[O7 > FEREBDENE]
{135 RADIUS $— SJ7ER, 10 7352 2 OB St RADIUS — & H L E9,

[BE~DFE]

[EXTE B D R BREZH ]

ROEMEARR, +ICEMCKmSNET,

CEEZEHE]
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30 |EEE802.1X

3 O IEEEB02.1X
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30 |EEE802.1X

aaa accounting dot1x default

RE SNBSS ROT I v T 4 7E5RFZAT S G EICRE LE T, [EEE802.1X ORGEDT U T 4
LRI SRR ShE T
[AHRH]
fEORE
aaa accounting dot1x default start-stop group radius
THHMOHIER

no aaa accounting dotlx default

[ABE—FK]
(config)

[N A=4]
start-stop

FRFERRIIFIZIZ A X — N T H T T 4 TN, FREEERERCIIA Ny T h T T 4 v TN
THTT 4 o T —RNZEFEESNET,
1. AT A —XHEEREOP)HE
B CcEEHA
2. fEOREFRH
2L
group radius
RADIUS — KR L DT H U T ¢ TEREITWVE T,

1 KT A= H RO HHHE
HIETE EEA

2. fEOBREHIH
L

(a7 FERREDOENE]
2L

[(BEE~NDFEE

CEEZFHE]

2L
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30 |EEE802.1X

aaa authentication dot1x default

IEEE802.1X O —HBAE XA E L T,

[ABRH]
THMORE
aaa authentication dot1x default group radius
THHOHIBR

no aaa authentication dotlx default

[AAE—F]
(config)
[INFA—=42]

group radius
RADIUS #—/3Z & % IEEE802.1X #RFE & ATV £,
1. AT A= EWEEEOYIHE

BT EEA
2. fEOBREHIH
L
[O7 > FEREBDENE]

L

R
R
=
oy
=
\a¥
Yy
5
&
3
&
bl
b2
023
)
94k
=

CEEZEIE]
1. KEEMNMTHOIL TRV &, TEEE802.1X DFRGERIZ RADIUS — & fEH T& 8 A,
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30 |EEE802.1X

dot1x auto-logout

no dotlx auto-logout =~ > KC, IEEE802.1X THEAE S L7 A — ERF M S v Tua W REE A i L
CRAHRRZAT O REL BN L E T,
[AB#K]
T ORE
no dotlx auto-logout
THEHOHIBR

dot1x auto-logout

[ADE—F]
(config)
(NS A—=4]
2L
[0 > FERREOENE]
IEEE802.1X TFFF S NI- iR — ER R S TV AR UVREER R SN A12, Wil S
‘a—o
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30 |EEE802.1X

dot1x ignore-eapol-start

Supplicant 7> & ¢ EAPOL-Start 52{§FFlZ, EAP-Request/Identity # %17 L2V L S E L E7,

[AARH]
THMORE
dot1x ignore-eapol-start
THHOHIBR

no dotlx ignore-eapol-start

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]
L

[0 > FERREOENE]
L

LBE~NDEE]
L

[ERTEED Iz B 5244 ]

CFE=IE]
1. 9T IEEES02.1X IX, dotlx system-auth-control =~ > RZRET D Z & THMI2 Y 97,
2. dotlx port-control == RBWE SN TWRWNERI~< L FIFAEITRD /A,
3. A=< KNI dotlx reauthentication =< > RASEEE S 4L TUWTC, %> dotlx supplicant-detection =~ > K
? disable DIFENRIZNA ¥ 7 = — A TRETEET,
4.  dotlx supplicant-detection =~ > R disable Z45E L7z A > ¥ 7 = —ATlE, Kavwry REHRETEE
A,

5, Ko~y REEELEA VF 7 x2— AT, no dotlx reauthentication =~ > K CHFEGEL Efi L 72V V5%
FIZTHZ LT TEEHA,
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30 |EEE802.1X

dot1x logging enable

IEEESO2.1X BFEDOEER /' X v & —T %, syslog V— S CEITA—LT R 25T (E-Mail i) 12
BELET,
[ABRH]
T ORE
dotlx logging enable
THEHOHIBR

no dotlx logging enable

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
B/ A v —C 2 EE LI A,
LBE~DEE]
L
[ERTEED Iz B 5244 ]

CFE=IE]
1L #Er A ybE—V2RETLIHAE, ROavy FTaut ZEELTIEIVY,
® syslog ¥ — 3% T : logging event-kind =< > K

o A —/)L7 KL% T (BE-Mail /) : logging email-event-kind =~ >
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dot1x loglevel

IEEE802.1X DEMER /' X v — U TREHMT HA v =V LA ELET, MRIhicr /XAy k—v
IZi#EH =~ > N show dotlx logging TERRINE T,
[AARK]
THMOBRE « BH
dotlx loglevel {error | warning | notice | info}
THEHOHIR

no dotlx loglevel

[ABE—F]
(config)
[N A—4]

{error | warning | notice | info}
error
error LLOB T Ay —URF RS LET, Y7 My =T TR LET,
warning

error L'~UL & warning L-v 0 7 A v —U G LE T, RIEY L—AE#e &0 R R
RN S NET,

notice

error, warning, notice 33X (X normal L-~L D1/ A v —U %L ET, RAEA BRSO —
ANEERUE AR S ILE T,

info

error, warning, notice, normal 33X Ninfo L-~L D1 7 X v —I 2@k LE4, BIEBMEH

NitdkEh x4,

1. AT A —XHBWEEREO P HE
AT EHA

2. fEOBREHIHE
L

[O7 2 FERREDENE]
BER A v —VTRET DA v E—V L UlTinfo & 7320 F7,

[(BEE~NDFEE
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CEEZHHE]

1. §_T® IEEE802.1X I, dotlx system-auth-control 2~ REFRET 22 L THMZR D £,
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dot1x max-req

supp-timeout fifl & #8 X 72FE D EAP-Request FF ik DI REIE A HEE L £, HEEEBIAELEZ2HE, &
AERBLEHEL £ T,
[AARK]
THMOBRE « BH
dotlx max-req <count>
15D HIBR

no dotlx max-req

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—4]
<count>

EAP-Request Fik DR REIEAEE L 7,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
1~10

[O7 2 FERREFDEIE]
EAP-Request Fi% D i K[EIHIE 2 [ TF,

[BE~NDFEE]

CEFEFIA]
1. §_XT® IEEE802.1X I, dotlx system-auth-control 2~ REFRET D2 L THITRY 5,
2. dotlx port-control == RBRE SN TWRWNERIT~< L NI /A,
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dot1x max-supplicant

AT 7 E— FEWARRAEE — FICHE L2 L EOHIEA 7 7 = — ATHERTRE R I KIARER A8 E L
Y, AMEZBA TWMARZHER L &9 & LGS, EEa{ThRn Tk 2 flfR T £,
[ABRH]
THHRORIE « BHE
dot1x max-supplicant <clients>
THHOHIBR

no dotlx max-supplicant

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—4]
<clients>
FBEA VF 7 2 — R THER P RR R iR RS AR AR E L £

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
1~64
[O<7 2 FERREFDENE]
BEloe FTRE 2R e KRR IT 64 T,

[BE~NDFEE]

BUEHREA &2 7 2 — ATHAEESN TV DIHRE L W b/ SWEZIEE LTSRS, EA VX 72— AT
FBRES AV TUV 59T D Supplicant DFEFEIRENMEIR SN E T, HBFES D E THEARDREBIZZR Y £

¥
[EXE B D RBREZH]
BEMEES, T ICERICRKB S ET,

CEFEFIA]
9~_T IEEE802.1X 1%, dotlx system-auth-control 2~ > NZFHET H I & THII/R Y £,
2. dotlx port-control =~ FWHE SN TWRWERa~ Y RITHEIIRY EHA,

3. BUEEEA V¥ 7 = —ATRIESNL TV DALY b/NSVEEZIEE LT2BE, e v ¥ 7 =—
ZTHIEESN TV DT T D Supplicant DFRFEIREEN VN o 7= UREBR SN E T,

=
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dot1x multiple-authentication

IEEE802.1X DOFFEY 7F — FEUARGEE— NICHE L ET, WAk Z & ICHFEEITY, SSRGS U T
HUAAI G A RE LE T, BHORROBHENTTREIC 20 £5,

ALY T — FIC~ L F T — RELITMREIET— RBRRESN TOHARWES, Rt 72— N3y 7
= RIZRDET, U7 E— R, | BOWRKETEZRIL, BE2HT LEd, EHIRN B
SN xT, BEA LY 72— ANERIRE~BITLET,

[AHRH]
fHHRORBE
dotlx multiple-authentication
RTINS

no dotlx multiple-authentication
[AHAE—F]

(config—if)
A=Yy "B T2—RA, R—"F ¥ HIA L EZTz—2R

(NS A—=4]
L
[O7 2 FEREBDENE]

Y T E'— RiZy v ' — RIZR 0 £,

LEE~DFE]
wqu"j_7:{"“]‘€_’m_El/7i}ﬁD, ?‘ETE/f :/577::““}(0)1‘1“:&«5( i?ﬂﬂﬁﬂ:éﬂét utunﬂzfﬁﬁiﬂ’ﬁj{
RAEPMETT, FRAES D E THEARTREBIZZRY 7,

[BRE B R BRI ]
REEAER, TICGERC S ET,

i

CEFEFIA]
1. 9_XT? IEEE802.1X (¥, dotlx system-auth-control 2~ RZFRET S Z & THMI 2V £,
2. dotlx port-control I <> RBREIN TR ERI~ Y FIZATRD A,
3. RV T E— RELHELILHEE, HEA V¥ 7 = —RAOBIEREBIIWHIUL SN D720, FEEE oK

1T RBREDS L EE T,
4. dotlx multiple-hosts 2~ > R CRFEY 7E— &~V FE— RIZRET H &, Ka~vr FORTEITHILE
INET,
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dot1x multiple-hosts

IEEE802.1X DFBFFY 7 — RE~/LF T — FgmibiﬁoM&ﬁ%@%fiwﬂumﬁ%%#bt
KIZFTTR, ZOFEIENKITIIE, ZOIENOuRI BRI TERE u@@i#a@ﬁﬁf@@
BEMFTREIC R D £ 7,

FRREY 7 — FIZ< VT — RELITMKRBIEET— RBRRESN T RWES, Rt 7E— Rixv o7
NE—=RIZRYET, VU7 NE— R, | BEOMKETERBIEL, BEa il LEd, BERRI B
SN e XL, BEAVH T 2 — ANERIRRE~BITLET,

[ABR]
fEHOBE
dotlx multiple-hosts
T o HIl R

no dotlx multiple-hosts

[AAE—F]
(config—if)
A =Py hA VBT x2—A, R—F"F ¥ RN BT 2 —2A

(/N5 A—=4]

L

[O<7 2 FERREFDENE]
YT E'— RiZy v ' — RIZR 0 £,

[BE~DFE]

ntoutE']j"7{‘ ]‘ %TE L/ﬁ-%l:l, *E‘ﬁiﬂ/]’ /571—;(0).%;&«5( i*}j%ﬁ'ﬂﬁéﬂéﬁ_ ulhnﬁfﬁﬁjﬁ%j{ ﬁ:
Fioh pEﬁ‘M%VC@— ﬁutu nﬁéﬂéifﬁ T‘,Hj( 71‘@ n i@“o

[EXE B RBREZH]
REMAER, ICEMICRKBRSHET,

CEEZEIA]
1. §_XT® IEEE802.1X I, dotlx system-auth-control 2~ NEFRET 2 Z L THMITRY £,
2. dotlx port-control =¥ FAFRE INTWRWERT L RIZFEHTRY /A,

3. @ uIE'H_7 ET—F %ﬁﬁ ]\/f;ﬁl:l , 1: 7]?( VETz—RA @mu uﬂzflj( i*ﬂﬁﬁ'ﬂ:éﬂé Jt:9) uE?E?ﬁ%‘ﬁﬁ”%?E
iﬁnu nEﬁ)Z\g’Cj_

4.  dotlx multiple-authentication =~ > R CRRFEY 7 & — REZMKRBIEE— FIZRET D &, Ka~w Ko
RETHIBREAVE T,

5. Web F8iER L U MAC BEEDFRFER — MIIFRE LN TL ZE 0,
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dot1x port-control

fREA L Z 7 = —RITK LT, port-control IREEDFRELITWET, £z, ZOa~vr REANTHZ L
C, IEEE802.1X i@EMREZ FRNC L E T,
[ABRH]
THHRORIE « BHE
dot1x port-control {auto | force-authorized | force-unauthorized}
THHOHIBR

no dotlx port-control

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[N A=4]
{auto | force-authorized | force-unauthorized}
auto
IEEE802.1X FBAEZAT > T, FREMRICIE U THREA > ¥ 7 = — A UITHHE S N D IR O BUA D [ 17
ZHELET,

force-authorized

IEEE802.1X FBREZATHRNT, HEA V¥ 7 = — ATHR SN DR & FICHuE e L LE T,
force-unauthorized

IEEE802.1X FBREZATHORNT, HEA V¥ 7 = — ATHR SN DR & FICHuB R & LET,

1 KR T A= HIEREOFHHE
HIETE EEA

2. fEOBREHIH
L

(372 &R OEE]

2L

[(BEE~NDFEE

CEFEFIA]
1. §_XT® IEEE802.1X I, dotlx system-auth-control 2~ NEFRET 2 Z L THMITR Y £,

2. dotlx multiple-hosts =~ > R & 72 1% dotlx multiple-authentication =~ > RA3GEE S AV TV R WA,
WAEY 7 — FIZy v 70— RITR Y £9,
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3. 7 7EAE—RFEITIMACVLAN E— RAREI N TWVRNA U F T = —ZAERETE EE A,

4. Web i8FEE X Y MAC §RGEDFFEAR — MZIE, dotlx port-control force-authorized 3 & T dotlx port-
control force-unauthorized Z & L 72\ TL 72 &1,

5- Web [Ty ﬂEj;oJ:U MAC EA}L:!H I]‘LA HET ]\ ?X-hﬂijﬁéiﬂ/:l\ I]lL; HE‘H‘7:E ]\ 0) ﬂ{ﬂ‘b QE:E ]\ égrh,_._‘
LTLEENY,
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dot1x radius-server host

IEEE802.1X F2FFI2f# 9% RADIUS Y — OB EZ{TWVE T,

[AHRK]
HRORIE - £H
dot1x radius-server host {<ipv4 address> | <ipv6 address> | <host name>} [auth-port <port>] [acct-port <port>]

[timeout <seconds>] [retransmit <retries>] [key <string>]
THEHOHIR

no dotlx radius-server host {<ipv4 address> | <ipv6 address> | <host name>}

[ABE—F]
(config)
[N A—4]

{<ipv4 address> | <ipv6 address> | <host name>}
<ipv4 address>
RADIUS #—3D IPv4 7 KL A% K Ml CTHREL £,
<ipv6 address>

RADIUS #— D IPv6 /' 10—/ L7 RL A Zau L iiETRELET, IPv6 Vo7 a—h L7 R
L 2ZITFEE L ARWTLIZE N,

<host name>
RADIUS h— DR A M #%E 64 SCFUNTHEELE T,
HRAMEFRE LT TE AXLFICONWTHE, [T A—FIZEETEAE] 23R LTS

VY,
1L AT A—ZEW R ORHE
BT EEA

2. fEOREFRH
IPvd 7 KL A, IPv6 7 RL A, FHIEHRA NAHERELET,
auth-port <port>
RADIUS h— DR — b EEEZHELET,

1. ARRT X —H WO PIHE
R—FEE 1812 &ML ET,

2. (EOREHRH
1~65535

acct-port <port>
RADIUS =T h o7 4 v TR — MESERELET,

1. ARRT X —HEWEEEOFIHE
R—IEE 1813 AfFHLET,

2. (EOREHRH
1~65535

timeout <seconds>
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RADIUS H— "B DIRE X A L7 7 M () #ELE T,

1 AT A—Z B ORI E
5

2. fHEOBTHIE
1~30 (B)
retransmit <retries>
RADIUS H— Nkt U CERREER 2 A E T 2R E B E L ET,

1L AT A— 2B O X E
3

2. (EORREHA
0~15 ([=)
key <string>

RADIUS #—/3fif & 0i@fE DR 51k, R 35 RADIUS $##4 f5€ L 9, RADIUS $137 T4
7 v b k& RADIUS — R k& CRl—OHEEZRTTIHVLENDH Y £,

1L AT A— 2B ORI HE
radius-server key TRxE SAL TV 5 RADIUS #AMEA SN E T, EIN TV RWGE, %415
RADIUS #—/ N3 HEIZ 22 0 9,

2. fHOREHPA
1~64 XFOXFHNEL TNV +— b (") THATHELET, ANATRER UL, BET L
BRLFETT, ATTLFINCAR—R I EORFR L F o2 G E R WEE, XFHEHTNT +— |k
("M CTHEARS THERETXET, BT, [T A—XIBETELHE] © TREEOTTE
Hl) Z#BRLTIEEN,

[O7 2 FEREBDENE]
radius-server host =~ > R TH§k L7~ RADIUS — O ENMEMN S EJ, radius-server host =~ 2 K3

BEkSNTWRWEERIE, BRETE £HA,

[BE~DFE]

[ERFE IE D JR R 224 ]
REMAE R, +<IERICKBShET,

GEEZEIE]

1. Ka<wr FRETENTWAHEA, IEEES02.1X FBiETH T 5 RADIUS H— O EE#HIZ, radius-
serverhost 2~ R CRHREINTWAIERLY HELINET,

2. Az=y FTHETE D RADIUS — g, HfEXA72 0 Fk4 T,

3. ARa< FTHEED RADIUS ' —RBRESNTWIEA, a0 747 b—2a ORFERTHRD
Eiz2< % RADIUS V= WA OFBFECE A S E T,
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dot1x reauthentication

IEEE802.1X DFRFEM LN, Supplicant DFFBFEL AN T 2N E I MERELET, AREVPHENTRD
&, dotlx timeout reauth-period =~ > K Ca%E 3 5 D J& ¥ THFEFEH EAP-Request/Identity % Supplicant (Z
st LCHEH L, Supplicant O FFEFEEE L £ 97,

[AHTH]
TR OBE
dotlx reauthentication
L E:HOLEES

no dotlx reauthentication
[AAE—F]

(config—if)
A =Py "LV BT x2—A, IR— " F ¥ RN BT 2 —2A

[INFA—=42]

7L

(a7 FERREDOENE]
2L

BIE~NDEE]

2L

(R EMED Rk Z2H]

CFE%1E]
1. §_T®IEEE802.1X I, dotlx system-auth-control =~ > REFRET L Z L THMZR D £,
2. dotlx port-control =~ FWRE SN TWRWEARa~ Y RITHEIIRY EHA,

3. dotlx ignore-eapol-start =~ > REZHFE L7=A ¥ 7 =—ATIi¥, no dotlx reauthentication =~ > K TH
FRREE FHE LR WVEREIZ T D Z & IXTE A,
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dot1x supplicant-detection

nunE'*j_7:E Ri 7Lm§knuuﬁ{‘ ]‘;5_’* bf:&%@ﬁﬂ”’%iﬁ*ﬁﬂjiﬂ’ﬁ%%ﬁfbi@‘o

[ABRH]
fEmoBRE « LH
dotlx supplicant-detection {disable | full | shortcut | auto}
THHMOHIER

no dotlx supplicant-detection

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A=4]
{disable | full | shortcut | auto}
RAEY 7 — FICIARRAEE — FZE L7 & X OmAMmHEEE R E L £7,
disable
FREEE IR SFEET 618, EAP-Request/Identity &~ /L F F v & Fi%E L EH A, RIAEHTHE
R3E(E L= EAPOL-Start Z252{5 % Z & CRlAEATAR Z M L, BIEZBMA L £,

IO, KNRTA—=FEFE LS E, BFRIIZ EAPOL-Start #2515 L 72\ Supplicant /' 7 b
]7317%‘?1%)%?—5 k, Rt uEﬁﬁjﬁJﬁj{%*ﬁlﬂ:‘lf%iﬁh

full
AR SR BFET DA T, EAP-Request/Identity 2~ /LF & v A k5 L9, FRIEATH
KRZDT7b— LB UNET D L TRAEBBLET,
RAEHE IR Z DT L — L5 Z(ET 52 L THBIARB L ET, AT A= TiX, FRILE
%Lj%j{z})ﬁmunﬂzéfsﬁﬁ'&l/f_ﬁn, qu/“*b‘/X %é%bfﬁb\f%m Liﬂ_
FRRETE AU AR DN E I FERAET 5729, L'”?E'L‘%I CHBI LT AR ND £, ARTA—X
ZIRE LI2HE, AR OREZEBNT 5700, BRI YD OIKREHEEZ 20 BUTFICLTLES
VY,

shortcut
FRRLE AR A DIFIET DA T, EAP-Request/Identity < /LT F v 2 h#E L E7, FRFERTI
5'{73 (24 V‘—‘A%Xﬁj Lﬁ:\/ﬁﬁ‘é k’meE%EﬁﬁALi?‘
FRREFE AR S Z D7 L— b B ZETH 2 & THGEEZHE L E T, A7 A—2TiL, REEHF

HIRAR PRI L BARE Lo h, WREAEY — 7 o A% L TJ <IT EAP-Success %%{a?’é ¢
THRMEZERL £,

LU, —#5® Supplicant ¥ 7 N 7 =7 Ci¥, EAP-Success &3 <IZE(E T DEIEE R uiE%E&kﬁ
RUET, ZORR, ARFA—FEEE LGS, Bk T CICBEENEINLY, BAKK
INBET S TEENRIINTZY, FBRGEEZEVIEL CAMR ENR-7Z0 35208350 F7,

auto

EAP-Request/Identity Z~/LF % ¥ XA MEELERA, ZOMRDY, FIEADHRDERE LI TED
T U= L EZET 5 2 L CRRERTMAR ML L, RAEE S L £,
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1. AsRT A —ZRWEE O YIHHE
AW TEEEA

2. fEORE
L

(a7 > FERREROBE]
HEBIBHAME B shorteut 1272 1 £,

[BIE~NDFEE]

[EXEMED RREEH]
RUEMER S, +<ICEAICRB S RET,

CFEFIA]
$ T IEEES02.1X 1%, dotlx system-auth-control 2~ > REFRET D Z & THINZ /R £,
dotlx port-control 2= > KRR EIN TR EARa<wr Fidashicieh F¥A,
A=< FiZ dotlx multiple-authentication =2~ > K& 5% E LB A&7 T AN/ 0 £,

P w d e

dotlx ignore-eapol-start =~ > R&EFEE L7-A ¥ 7 = — AT dotlx supplicant-detection T~ > KD
disable ZFHET D Z LIFTE EH A,
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dot1x system-auth-control

IEEE802.1X Z AN LE T,

[AARH]
THMORE
dot1x system-auth-control
THHOHIBR

no dotlx system-auth-control

[AAE—F]
(config)
[INFA—=42]
L
[a7 Y FERREDOENE]
L
BE~DEE]
L
(R EMED Rk Z2H]

CFE=IE]
1. §_T®IEEE802.1X I, dotlx system-auth-control =~ RERETHZ &L THMZR D £,
2. EAPOL 7 #U—7 4 Y JHEENRE SN TV DHAL, Aa~vy NIz 7 —I27 Y IEEE802.1X 134
T2 EFH A,
3. aaa authentication dotlx default group radius =~ > R E STV 2 &, IEEE802.1X DOFRGEREIC
RADIUS #— "z T&E 8 A,
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dot1x timeout keep-unauth

BV 7= KRR TNT— ROA v H 72— AL 2 BU EOMRP S NBRIC, A 72—
DEUEANALRAE 2 PR FF 3 2 W 2 B AL CTHRE L £ 797, SBREFmARIC OV T, ARFHIRIE % FFREREDS &4
BT ET,
[AARH]
THMORE « BH

dot1x timeout keep-unauth <seconds>
THHOHIBR

no dotlx timeout keep-unauth

[AAE—F]
(config—if)
A =Py "LV BT x2—A, IR— " F ¥ RN BT 2 —2A

[INFA—=42]
<seconds>
RREY 7T E— KRR I E— RO L X2, BERRIEZ R 2R 2R EAL THRE L 7,

1 ANRT A= ZHWER O ME
BT EEA

2. fEOBREHIH
1~65535

[av Y FERBREOEE]
BB RS 2 AR RS D RN 3600 BT,
LBE~DEE]
L
[ERTEED Iz B 5244 ]
BOAARRLIRENFEAE LIz & &
CEESIA]
1. 9 XT@IEEES02.1X IX, dotlx system-auth-control 2~ > RZRETH Z & THMI 2D 9,

2. dotlx port-control == RBRE SN TWRWNERIT~< L NI /A,
3. RavrFoOREMEL, RiEY7E— KRV INE—ROA U Z 7 =2—RZETEHASNET,
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dot1x timeout quiet-period

IEEE802.1X DFEFERMEZDRLY A o F 7 = — A TOIHBALREBMREFEHM 2 HAL THRE L £ 7. AN
{Z, EAPOL /37 v hORMITITOT, 723>, %15 EAPOL /X7 v M AR L, FBIEAE ATV ER A,
[ABRH]
THHRORIE « BHE
dotlx timeout quiet-period <seconds>
THHOHIBR

no dotlx timeout quiet-period
[AHAE—F]

(config—if)
A=V Xy "V FTz2—A, K= F ¥ RN HFT2—R

[T A—4]
<seconds>

HEARAEIR IR I 2 B AL GO L £,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
0~65535

(a7 > FEEREROBE]
HERALRIELRFFIFRTIE 60 BT
[BIE~DFE]

L

[EXE B RBREZH ]
RALRIL CHRIERIBIC R o 72 & &

CEFEFIA]
1. §_XT® IEEE802.1X I, dotlx system-auth-control 2~ NEFRET 2 Z L THMITR Y £,
2. dotlx port-control == RBRE SN TWRWNERIT~< L NI /A,
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dot1x timeout reauth-period

IEEE802.1X DFBFERLEI#, Supplicant D FHFRBFEE T O AR HAL THE L 7, AMEDJEBI CHIRGEAH
EAP-Request/Identity % Supplicant (2%} L CiEHI L, Supplicant O FFBFEEE L £ 7,

[ABRH]
THHRORIE « BHE
dotlx timeout reauth-period <seconds>
THHOHIBR

no dotlx timeout reauth-period

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—4]
<seconds>
Supplicant DFEFRFEEAT O AH A EAL THE L 77,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
1~65535
[O<7 2 FERREFDENE]

Supplicant D FFEFEZ 1T 2 EHIIE 3600 BT,

[BE~NDFEE]

L

[BREMED RBRE2HE]
o BUEEMET DI ASREA LT UL, ZAEN0ITIRolob &
e #MH =~ N clear dotlx auth-state & 3247 L, FEREHNL F 7o 13248 BAL COFRAMERZ Il L 7= & &
o RALFIADAEIE LRV IRRE DO FRGEHNT CRARIER ORRGEA ) LTz & &

CEFEFIA]
1. 9XT@IEEES02.1X IX, dotlx system-auth-control 2~ > RZERETHZ & THMI 2D 9,
2. dotlx port-control =~ FWHE SN TWRWERa~ Yy RITHEIIRY EHA,

3. Az~ FiZ, dotlx reauthentication 2~ > NIZ K-> THIRIFEZITIRTEICR L RWEFHIAR Y £
/"/O

4, RTA—HZOFEEMEIX dotlx timeout tx-period 2~ > R THE LIEL Y KEREEHEL TS
AN
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dot1x timeout server-timeout

AL — N & OFEE E DI RROIGEFR DR 2R M CHE LET,

[ABRH]
THMORE « BH
dotlx timeout server-timeout <seconds>
THHOHIBR

no dotlx timeout server-timeout

[ABE—F]
(config—if)

A =YXy "B T2—R, R—"F ¥ HIA L EZTz—2R
[N A—=4]
<seconds>

INERF BRI 2 BALTHRIE L £ 7

L FRT A— 2R OYIHIE
BT EEA

2. fEOBEH
1~65535

[O<7 2 FERREFDENE]
ISEFEBRER L 30 #Y T,
LBE~NDEE]
L
[ERTEED /2 B 224 ]
o HEEIEFDOXA~NEXALT U RL, ¥ASENOIT/hoTo L&
o NFFALEENBALA LT & X
CEEZEIA]

1. §XT® IEEE802.1X I, dotlx system-auth-control 2~ REFRET 22 L THMTRY 5,
2. dotlx port-control ==Y RBRE SN TWRWNERIT~< L NI /A,
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30 |EEE802.1X

dot1x timeout supp-timeout

Supplicant ~2% 9% EAP-Request {Zxf L C, Supplicant 2> 5 O INEFFHEEM 2 R EN THRE L £9°,
WIS N2 G4, EAP-Request 5 L £7,
[ABRH]
HROBE « BHE
dot1x timeout supp-timeout <seconds>
THHOHIBR

no dotlx timeout supp-timeout

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[T A—4]
<seconds>
Supplicant 7> & O JEEHF LR 2 BN CTHRE L £9°,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
1~65535

(372 &R OEE]

Supplicant 7> & OB HREHEIL 30 T,
LRIE~DEE]
2L
[EXTEED RBRE2H ]
o HTEIMEFDXA~NIA LT T RL, FA~EROIZ/RoTo L&

o RARESBHIA LT L X

CEESE]
1. 9 XT@IEEES02.1X IX, dotlx system-auth-control 2~ > RZRETH Z & THMI 2D 9,
2. dotlx port-control ==Y RBRE SN TWRWNERI~< L FIFAEITRD /A,
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30 |EEE802.1X

dot1x timeout tx-period

IEEE802.1X &I, EAP-Request/Identity (D% H I & FP AL TIHE L £9,

[ABRH]
THMORE « BH
dotlx timeout tx-period <seconds>
THHOHIBR

no dotlx timeout tx-period

[ABE—F]
(config-if)

A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A—=4]
<seconds>
EAP-Request/Identity D% IR &2 FY AL THEE L £ 7,

L FRT A— 2R OYIHIE
BT EEA

2. fEOBEH
1~65535

[a< > FERREFDENE]
EAP-Request/Identity D% HE&IE 30 7T,
LRIE~NDEE]

L

[ |

ERTEED I B 524 ]
o HEEIEFDOXA~NEXALT U RL, ¥ASENOIT/hoTo L&
e j#EH =~ K clear dotlx auth-state & 51T L, FRFEEANL F 72 (358 E BN COMRGEMIMEREZ I L7~ & &

CEFEFIAE]
1. §XT® IEEE802.1X I, dotlx system-auth-control 2~ NEFRET 2 Z L THMTRV £,

2. dotlx port-control ==Y RBRE SN TWRWNERIT~< L NI /A,

3. NI A=K OBEEIL, dotlx timeout reauth-period 2~ > R CRE LML D /NS iz E LT 72
S0,
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3 1 Web BEIF
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31 Web ZZ5F

a4 L—Y 3 avy REHEE— FOXG

Web iD= 7 4 JL—v g rawy R

£ 311 avI445L—>a3ravr FE Web BEEOFHEE— K

HETED, Web BiLOEHEE— FERORITRLET,

av Y R4

Web FZFEDEEE— K

E % VLAN £— F

44+ 3v9 VLAN E—F

aaa accounting web-authentication default start-stop
group radius

O

O

aaa authentication web-authentication default group
radius

O

O

authentication arp-relay

authentication auto-logout strayer

authentication force-authorized enable

O|0|0O

authentication force-authorized vlan

authentication ip access-group

authentication logout linkdown

authentication mac access-group

authentication max-user (global)

authentication max-user (interface)

O|0|O0|0|0

authentication native vlan

authentication radius-server dead-interval

O

web-authentication auto-logout

web-authentication connection-pool level

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logging enable

O ICAICHICHICHICHICRICA IO IO ICRICRICAICH ICHIORIO.

web-authentication logout ping tos-windows

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

Ol0|O|0|O|0]O0|O|0|O0|0]0

web-authentication max-user

web-authentication port

web-authentication radius-server host

web-authentication redirect enable

web-authentication redirect-mode

web-authentication ssl connection-timeout

CICAICHICRICRIORI®)

web-authentication static-vlan max-user

web-authentication system-auth-control

O|0|O0|0|O0 |00

O
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31 Web i85

av U R4 Web ZBEEDEEE— K
E%E VLAN £— F A4+ 2vY VLAN E—F
web-authentication user replacement O O
web-authentication web-port O O

L)
O:a<wr FBERETE, RENADBRSNET,
— AT FERETTETD, RENFITBMENLEEA,

585



31 Web 525

aaa accounting web-authentication default start-stop group
radius

Web RAF CORIEREZ T DT T 47— \IT@F L ET,

[ABRH]
THHR O E
aaa accounting web-authentication default start-stop group radius
THHOHIBR

no aaa accounting web-authentication default

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
REREMTONIZWE T o T 0 v 77—\l L EE A,
BE~NDEE]
L
[ERTEED Iz B 5244 ]
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31 Web 525

aaa authentication web-authentication default group radius

Web FRZEHEHE T RADIUS — DAL R TE L £,

[ABRH]
TR oORBE
aaa authentication web-authentication default group radius
THHMOHIER

no aaa authentication web-authentication default

[AAE—F]

(config)

[INFA—=42]

L

[a7 Y FERREDOENE]

RADIUS H— 3% L7\ T, PNji Web Z83E DB % f# il L €2 — PR 21TV £,
LRIEADEE]
Lo — P OIS E T,

[ERFE IE D JR R 224 ]
REMAES, + ICERICRKRShET,

GEESEIE]
1. AKa<wr REANTHEEI2IE, RADIUS — O GFRENHIELEIZ /R0 4,
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31 Web 525

web-authentication auto-logout

no web-authentication auto-logout =< > N C, Web 87 TRAGIE S AL/ AR S — E R T 7RV iR EE
R U CRRREMRIR 21T O REZ HRNT L E T
[AARK]
T ORE
no web-authentication auto-logout
O HIbR

web-authentication auto-logout

[ABE—F]
(config)
[T A—=4]
el
[O7 2 FERREFDEIE]
Web #2RE nuuﬁéﬂﬁ_iﬁéj{ﬁ‘#ﬂiﬁﬁﬁﬁﬁ{ﬁﬁﬁ éﬂfb\fib‘ﬁﬁéﬁ‘i‘ﬁﬂj éﬂtfa/\ [N uunﬁﬁ‘ﬁ%ﬁ%énif
RIE~DEE]
el
[EXFEED RBRE2H ]
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31 Web 525

web-authentication connection-pool level

HTTP Dt v a v BEO S — N LN EBELET,

[ABRH]
THMORE « BH
web-authentication connection-pool level <level>
THHOHIBR

no web-authentication connection-pool level

[ABE—F]
(config)

(/NS A—4]
<level>

HTTP D& v ¥ a VEHGREFLDO LV EERIN L 97,

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
1~9
[O7 > FEREBDENE]
Y lg VRS LUV S TEMEL £,

[BE~DFE]

L

CEEZFHE]

1 level DRREMEA/NSWNE EHER O HRMNE S 220 9, 72720, AP &E< 7225 Lol
Z, Web iBiLBIHZF R TE RN LNHY £,

2. level OFREMWMNRKEWVIE EBFRAREITIN LIZ< <7 3, 72720, AMBPEWVEE T Web FRGEH
HE2FRTHECOELERNES D ZE08HV £7,
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31 Web 525

web-authentication html-fileset

R— b T EIZRRT LB Web BGEMIE O 7 7 A vty MaadELET,

[ABRH]
fEmoBRE « LH
web-authentication html-fileset <name>
THHMOHIER

no web-authentication html-fileset

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A—=4]
<name>
M =T~ | set web-authentication html-files TARIEE IZEHEK LT 7 7 A LBy NAERELET,

1. ART A — ZAE W O )4 fE
B TE EEA
2. fEORREH
16 XFLUNOITHITHE LT & W, fEEREZR L, #8T (RXT) T,

[O<7 2 FERREFDENE]
1A R HEAR Web SRREEIH # XK R LET,
LBE~NDEE]
L
[ERTEED /2 B 224 ]
REEAEF %, 2~ 2 K restart web-authentication web-server T Web ¥-— N ZFHEE) L7=H & 1T X
nNEJ,
EEEIE]
2L
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31 Web ZZ5F

web-authentication ip address

Web ZBFFBEHDIP 7 KL AEZFRELE T,

AKa<w RCRELEEMAIP 7 FLRALE - T, RBIEATRAKRND D1 7 A e, #BIEGRLO T 77 0
FMREEAIEBENE—IP 7 LA THRIETX £,

EE VLAN E— FB LR A F I v 7 VLAN E— RO EE S THEATIHEAICH, LTFHRELTLLEE
A%

F72, Web BFEEAD IP 7 KL RZ%IE$ % FQDN (Fully Qualified Domain Name) % 7% @& L £,
o8, Ra<wr RCRELZIP 7 RL AL, authentication ip access-group =2~ > KD 7 1 /L2 G THIE
L7258 IP 7 R L ADRR & 13720 8 A,
[ABRH]
HWMORE « £H
web-authentication ip address <authentication address> [fqdn <fqdn>]
THHROHIFR

no web-authentication ip address

[ABE—F]
(config)
(/NS A—=4]

<authentication address>
Web RFEHEFDIP 7 FL A &ZRELET,
1. ART A —ZBEREO YW
BT EHA
2. fEOBRTHIAE
<authentication address>(Z IPv4 7 R L2 (RN v hidik) #HRELET,
WIRTEITRE TE /A,
=T Ry I AR T 2= AEELIZIP T KL A
CFAVE T 2= RIRELET TRy MCEERDIPT RLA
fqdn <fqdn>
Web FBFEREH IP 7 N L 2%t % FQDN & L 7.
1. ARRT A —ZEBWEROY)HE
FQDN iR E SN TV oL LET,
2. (EORREHFE
1~255 LFOXTFHINE X T N7 +— K (") THATHEELET, ANFRRRICTIE, #5T, v
VAR () BTy () T, Zl, BEXFEFREFETEHNTCEET, B, XF
et TNy r—b (") THERS THLHRETETET,

[T FEREBDENE]
Web ZEFHEMDOIP 7 FL ATRESNEE A,
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31 Web ZZ5F

BE~NDEE
L

[ERTEED Iz B 2244 ]
EEEE#, #H 2~ F restart web-authentication |2 & % Web #8iE7 10 7T A DFERENIE I KM S E

GEEZEIE]

1. Ra< RTRELEZIPT FLRIL, EENTO Web REET7 7 A2AHA L LTHEREN D=0, EE
MTITEH S ER A,

2. Ravwr FORERIOHIERZIE, @R

i

EEPOL—PIIFEER 7 A HREZT> TIES 0,

Tl
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31 Web 525

web-authentication jump-url

FRAERL N F R R I HEIRYICFR R T2 URL 25 EL £7,

[ABRH]
fEmoBRE « LH
web-authentication jump-url <url>
THHMOHIER

no web-authentication jump-url

[ABE—F]
(config)

(/NS A—4]
<url>

07 A CRHEEE R %, fHE SN2 URL OFEEF R LET,
URL O ANTHRIELT (B 20E,” http://~7) IBIFELTLIEEW (TR GREN) 2L TL

7ZEW),
L FRT A— 2R OYHIE
B TEEEA

2. fEORBEHH
1~256 LFOXFEN LT NT +— b () THATRELET, ANWRERXTFE, AX—2%
B < SEHF L R LF T, ANSCFINTRBR L F 2 B £ 20 Ea, XFMN e TV +— b
(" CTHEHEARL THLRECEET, ML, T A —ZICEETXAE © [REBOXLT
) ZZRLTIIEEN,
B EH)
(config)# web-authentication jump-url "http://www.example.com/"

(a7 > FEEREROBE]
WAL OFRBITEL, RANEHE L FRT DT L7200 £F,

[BIE~DFEE]
2L

[EXE B D RBREZH]
TR, + <IEAICKRSUET,

B

CEEZFHE]

1. M =2~ F set web-authentication html-files CREGEAKDNE [ 2 AR 2 DB, AIVEE 2 D GRS |
7 74V (loginOK.html) _EIZFBFEKINZ DY v > 7% URL ® ¥ 7 (<!--Redirect URL-->) % Fe#id
5L, FRIERRINEICERE L7 URL ~HEIWIC T 7 2 &SN kT,
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31 Web 525

web-authentication logging enable

Web FBREDTNER 7' A v —T %, syslog — S0 TEITA =T FL A5 T (E-Mail fEH) ITEEL
=7,
[ABRH]
THHR O E
web-authentication logging enable
THHOHIBR

no web-authentication logging enable

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
B/ A v —C 2 EE LI A,
LBE~DEE]
L
[ERTEED Iz B 5244 ]

CFE=IE]
1L #Er A ybE—V2RETLIHAE, ROavy FTaut ZEELTIEIVY,
® syslog ¥ — 3% T : logging event-kind =< > K

o A —/)L7 KL% T (BE-Mail /) : logging email-event-kind =~ >
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31 Web 525

web-authentication logout ping tos-windows

Web F3iE CEE VLAN — FIZ X D&M 217 5 5h, BREE AR DR ST v b (ping) 2%F L7
EETFHENT D MAC T R L ADOFEIRIEZ FERT 256837 > b O TOS fEZ #E L £7
[ABRH]
THHRORIE « BHE
web-authentication logout ping tos-windows <tos>
THHOHIBR

no web-authentication logout ping tos-windows

[AAE—F]
(config)

(/8T A—4]
<tos>

Web iBGEH OFFER X >~ D TOS fEAZ % E L ET,

L FRT A= EUEROYHE
BT EEA

2. EOBEF
0~-255

[O<7 2 FERREFDENE]

¥k X RO TOSfEIE 1 TRRIEINET,
LBE~DEE]

L

[ERFE IE D JR R 224 ]
EMAES, +IERICKBShET,

B

CFEEE]
el
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31 Web 525

web-authentication logout ping ttl

Web F3iE CEE VLAN — FIZ X D&M 217 5 5h, BREE AR DR ST v b (ping) 2%F L7
EEITHAET D MAC 7 R L AORGERIEZ R D855 37 v F O TTL E&2 3% E L £ 7
[ABRH]
THHRORIE « BHE
web-authentication logout ping ttl <ttl>
THHOHIBR

no web-authentication logout ping ttl

[AAE—F]
(config)

(/8T A—4]
<ttl>

Web REREF] OFFR /7 > O TTL [HEZRE L E T,

L FRT A= EUEROYHE
BT EEA

2. EOBEF
1~255

[O<7 2 FERREFDENE]
¥k Xy RO TTLEIX 1 THRESNET,

[BE~DZE]

[ERFE IE D JR R 224 ]
BEMAE %, T <IERIC KRS N ET,

CFEEE]
el
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31 Web 525

web-authentication logout polling count

Web G8FE CEE VLAN T— NI X D@ 21T 9 56, S8REH 2R ORI E 2 IRICTF = v 7 3 58
BRI AT FOISET, BISEZRHRFICHEE T 2 XMEEROBREZITVET,
[ABRH]
THMOBRE « BH
web-authentication logout polling count <count>
THHOHIBR

no web-authentication logout polling count

[AAE—F]
(config)

(/8T A—4]
<count>

B 7 v Mk 2 BISE MR O H AR 235 L £

L FRT A= EUEROYHE
BT EEA

2. (B E I
1~10 ([al)

[O<7 2 FERREFDENE]

AR Ny FOBEENE KR 3 MIFEESHLET,
LBE~DEE]

L

[ERFE IE D JR R 224 ]
REMEAE T, OB DB S N ET,

|

1,

EEEIE]
1. AKa<r FiE, BEE VLAN E&— RRERICAZI T,

2. vZ77 U MEEEREIC X DR LY kIS, HRA—-t0) 72y ait LICGaE, AR
Bk shm 77 U bR FER S ET,

3. PRI KM ORREHBICE LS, 3% VLAN OBERIIEIE S £,

4, BISERBIBFFOFERME A ORISR E LIZHEIS, REGIREBZ RN T 5 & B5RE A= — Uz el
LCHERAAT v FORENEL D), EEBICAMEZNTDZ L1220 £7,
A=V IHMROBZE LT, WITRT S THREBWET,
<=V T EpE>
(A=Y 7RI > QFEME X Q)R
HESE RO S, 2EOR—Y VR Z2 B2 2VMETERE L TS (1E
DOAR—YV v J RN CTHEAEZ SEE ST 5720 TT),
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31 Web ZZ5F

(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count
o MM/ NS v P OEHRHRIZ 300 B X W /NS WEZRET 25601, MR & BxEEEET 7 +
WV MEZFALTIZE W,
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31 Web ZZ5F

web-authentication logout polling enable

Web FERECTEE VLAN E— NIC X D2EM 21T 9 58I, BAEFE DO i AR 2N Eefee S 11TV 2 0 A BRI
Fxv 7 L, REEHEHRH LI Il 77 0 bOBfEE T 2RELITVET,
no web-authentication logout polling enable @~ > R C, JAHF = > 7Ic L 2illn 77 v MREL BRI L
e atE, —ERENC XD ERITITVER A,

[A AR
THMORE

no web-authentication logout polling enable

THHROHIFR

web-authentication logout polling enable

[AAE—F]

(config)

[INFA—=42]

L

(a7 FERREDOENE]

WAEF AIFICK LT, WIS — A COBRETOET,
H— U o R -

web-authentication logout polling interval =~ > KT E L7z flE, AMERET 300 7,

LM
web-authentication logout polling retry-interval =~ > K TR & L 7=[El@. BRI 1 B,
FREEH

web-authentication logout polling count =~ > K CEE L7z [E#k, A MEIFT 3 [,

[BE~DFE]

[EXE B D RBREZH]
BEMEES, T IERICRKB S ET,

CERFHE]
1. Az~ RiE, BEE VLAN £— RRERICEZTT,
2. BEEROR—RY 7 XU LEREE, JHBHEROERITEFIEESN, K- o7 Xy itk
L2770 NREMINET,
3. AR KW O EHEN  (web-authentication max-timer =~ > R) IZE LTS, 3% 4R OERITE IR
LT, rZ7 U MBERISNET,

4, EMRNEOFER  (web-authentication logout polling interval =~ > K) Z/NMIZRE L7cGG, iGEE &
Z—FHUZ B L CERA Ny FOBEHNRSL 25720, EEICAEWMEZNTDH I L2k 7,
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31 Web ZZ5F

F7o, MISZHMHRE O %EEL (web-authentication logout polling count <> N) %I KfE, kMG
Ml (web-authentication logout polling retry-interval =~ > F) Z/MEIZERTET 5 &, FRERICERICA
D302 0 F97,
A=V THBOAZE LT, WRISRTHRETREBANET,
<A—=V U TEME>
(R=V 7 lE > QFxEEbE X @)Xk
HESA R R OB AN, BEOR—Y o VRHERR A B RVMETREL T ZSW (1H
DR—Y VRN THRLEL Z 5T ST 5720 T,
(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

o LM N » FOEHBIEIZ 300 XL D /NS WMEERET 285E 1, Ak & FEREILT 7
LV MEZFEA LT EEN,
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31 Web 525

web-authentication logout polling interval

Web BAECIHITE VLAN & — FIC X 2R 24T 5 558, WA HORAKIHERE S 1T 5 BT =

75 LM ATy S ORHEREOBREZITVET,

[ABRH]
THHRORIE « BHE
web-authentication logout polling interval <seconds>
THHOHIBR

no web-authentication logout polling interval

[ABE—F]
(config)

[N A—4]
<seconds>

By boEHERZRELET,
BB ITIEE AL & 72 0 £,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
60~86400 (Fb)

(372 &R OEE]

a /7 v MNER o~ K (web-authentication logout polling enable =~ > ) MR EFHDLETT,

BIRRICH LT, BB S bt 300 BRI CRIN S NET
[BE~NDEE]
L

[EXE B RBREZH]
B2 H %, WS DERIC KBS h T,

s
Fi

CEEZEHE]

Az~ FiE, EE VLAN E— RBRERICEL T,

=

R

iE

2. w7y NEREEEIC X 2 AMER LY I, HRR— b0 7 F T et Lchaid, R

BUFFlEshe 77 0 b RFEShET,
3. RERKFEFORBRERFFIZE LD, ZAMmADOERIXIFLEENET,

4. HEMHEORH Z f/NMNIBE LT25E, SERERE 22— FEUTIp] L TSNy FOREHAE <2

Lz, EEICAWMENTDHZ LT £,
A=V 7MEOBZE LT, WITRT R THREBNET,
<=V T pE>

(HAR—=V 7RI > QFEEEE X Q)R
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31 Web ZZ5F

HESA R R OB AN, BEOR—Y o VRHERH A B RVMETREL T ZSW (1H
DR—Y VRN THRLEL Z 5T ST 5720 TT),

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

o R Ao b OKRHMEIRIZ 300 B X 0 /NSWMEERET DA, FEEEE FEEETT 7 +
LV MEZFEHA LT E &N,
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31 Web 525

web-authentication logout polling retry-interval

Web G8FE CTEE VLAN &— NIZ L DA 21T 5 %y, WBaEH A R OBHOIRE & AN F = v 7 58
BRI AT FOISET, BIRERHIHC A 25 EHBORE LTV ET,
[ABRH]
THHRORIE « BHE
web-authentication logout polling retry-interval <seconds>
THHOHIBR

no web-authentication logout polling retry-interval

[ABE—F]
(config)

[N A—4]
<seconds>

Bt 7y bOBEEHEMEZEEL £,
BB ITIEE AL & 72 0 £,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIHE
1~10 (7))

(a7 > FEEREROBE]
By FOBRIT L BRHRE 20 £,

[BE~NDFEE]

EEEIE]
1. AKza~<r FiE, BEE VLAN E— FRERICEZI T,
2. g7 v NERESEICLABAMER I VIR, HRA— DY X o ERE LS ANE, BE
HIEIEEIN e 77 MRFEEINET,
3. WIFHR KO ERLENICE LD, U ROERITEILEESNE T,
4, FHEEEMRRORNZ R/ NIRRT LT-SE, SRR A — s L CERHE R v FOEHENS
BT, HEIZAMZNTHZ EIZRY ET,
A=V 7HROEZE LT, WITRTFUETHREBNET,
<K=V v T &>
(YAR=V 7Rk > Q)RR X G)FEREE
WA RO FRAHD, 2RO R—) o ZHRERZ B2 2 VVETREL T ESW (1E
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31 Web 525

DR—Y VRN THRLELZ TR ST 5720 T,
(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count
o MM/ NS v P OEHRHRIZ 300 B X W /NS WEZRET 2560, MR &L BxEEEET 7 +
v MEEEH LTS ZE0,
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31 Web 525

web-authentication max-timer

Web i v pJ:ET @Wﬁ*ﬁ‘f‘maﬂ?ﬁﬁ%mﬁf L/i‘j_o

[AARH]
THMORE « BH
web-authentication max-timer <minutes>
TEHOHIR

no web-authentication max-timer

[AAE—F]
(config)
(/NS A—4]
<minutes>

Web R8REY AT AT, 22— FWRRBIALEAT 5 e RBHIREH 2 0B CRIELET, 2—F e s/ (L
Tinb, Ra~vy FOFERMARE LS, BENICEIESAMRESNE T, b, REIN
f:H#FﬁﬁZP FimLThnb 1 \umfuunE@F@%TTb\iT

linfinity | & 57 L72 a3, SRR 2 MR & U, meoRfchriillc K 2R8REM R 21TV £ 8

Ao
1 KT A= H RO HHHE
HETEEEA

2. fEORERH
10~1440, %7213 infinity

[O<7 > FEREOENE]

F AT 60 S ICRESNET,
[BIE~NDEE]

L

REMAETRS, T ITEMCKBRSILET,

CEEZFHE]

1 RAREERRH 2B E 2 1UER L-S61E, SRR o —FITpiRE4 B E L, RERZ A
y%m%:y747v~y3/£ﬁ#ﬁﬂ_@Di¢o
2. Web BRETOHERFEMIL, EEORKLZHWTEERLTWET, 207, EH =~ Ksetclock T
HIFZ AT L%, %r’f\mﬁ?ﬁ"ﬂ TRENHET,
(1)
3 H#Fﬁ?"ﬁ DORFZN B A 2T L= Tﬁ‘fvuﬁéﬁ'ﬁﬁ) 3HFMRGE LIREBIC s T LEWVWET, &
7=, T 3 AT O REZIL Jﬁ%ﬁﬁ L7e%B6, RS 3 Héff"ﬁﬂiﬁ SNTLENVET,
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31 Web 525

web-authentication max-user

Web FRAMERED X A F 3 v 7 VLAN B — FCRIAFTX AR —FHEAEHREL £,

[ABRH]
fEmoBRE « LH
web-authentication max-user <count>
THHMOHIER

no web-authentication max-user

[ABE—F]
(config)

(/N5 A—=4]

<count>

Web FBGET, < —WREREEAT O k%

Moo

L FRT A= EUEROYHE
BT EEA

2. EOBEF
1~1024

[O<7 2 FERREFDENE]
FRREFTRE 2R fg K= — T,
[BE~OEE]

L

[ERFE IE D JR R 224 ]
EMAES, +IERICKBShET,

B

EEEIE]
1. RBREEIToT-HA,
TaVREPRENERY ET,

RELET,

1024 = —WIZ72 0 97,
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31 Web ZZ5F

web-authentication port

Web BFEAEIESHHAR— FEEELET,

RKa<r FEREL TWRWR— bk Tk Web FBFENEMEL £H A,

RSN =R — MIx LT, Web BiFasE LET,

TV EAR=RFBLIO N7 7 A= MIREINEEIE, BEE VLANE— RERY £7, £72, MAC
VLAN 3% E S ILTeR— FOGFEIE, ¥4 FIv 27 VLANE— RNER ) £7,

7272 L, MAC VLAN 23f%E &7z — I, Tagged 7 L — A %857 5 VLAN ORENH D5H, %4
VLAN (2% L CIZ#EE VLAN £— R CEifEL £ 7,
[AB#K]
HH OB E
web-authentication port
THHOHIBR

no web-authentication port

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z—A

[/INTA—4A]

L

(a7 > FEEREROBE]
MK b T Web RIEIC L BRAESTOILER A,

[BE~NDFEE]

CEEFHE]

2L
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31 Web 525

web-authentication radius-server host

Web ZFEIZfE 4% RADIUS 3 — ROREEITVET,

[ABRH]
THMORE « BH
web-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>} [auth-port <port>]

[acct-port <port>] [timeout <seconds>] [retransmit <retries>] [key <string>]
p p
&R OHIER

no web-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>}

[ABE—F]
(config)
[N A—4]

{<ipv4 address> | <ipv6 address> | <host name>}
<ipv4 address>
RADIUS #—3D IPv4 7 KL A% K Ml CTHREL £,
<ipv6 address>

RADIUS #— D IPv6 /' 10—/ L7 RL A Zau L iiETRELET, IPv6 Vo7 a—h L7 R
L 2ZITFEE L ARWTLIZE N,

<host name>
RADIUS h— DR A M #%E 64 SCFUNTHEELE T,
HRAMEFRE LT TE AXLFICONWTHE, [T A—FIZEETEAE] 23R LTS

VY,
1L AT A—ZEW R ORHE
BT EEA

2. fEOREFRH
IPvd 7 KL A, IPv6 7 RL A, FHIEHRA NAHERELET,
auth-port <port>
RADIUS h— DR — b EEEZHELET,

1. AT A= EMEEOYIHE
R—FEE 1812 &ML ET,

2. (EOREHRH
1~65535

acct-port <port>
RADIUS =T h o7 4 v TR — MESERELET,

1. AT A= EMEEOYIHE
R—IEE 1813 AfFHLET,

2. (EOREHRH
1~65535

timeout <seconds>
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31 Web ZZ5F

RADIUS H— "B DIRE X A L7 7 M () #ELE T,

1 AT A—Z B ORI E
5

2. fHEOBTHIE
1~30 (B)
retransmit <retries>
RADIUS H— Nkt U CERREER 2 A E T 2R E B E L ET,

1L AT A— 2B O X E
3

2. (EORREHA
0~15 ([=)
key <string>

RADIUS #—/3fif & 0i@fE DR 51k, R 35 RADIUS $##4 f5€ L 9, RADIUS $137 T4
7 v b k& RADIUS — R k& CRl—OHEEZRTTIHVLENDH Y £,

1. ABRT A —HHEROYIHME
radius-server key TRxE SAL TV 5 RADIUS #AMEA SN E T, EIN TV RWGE, %415
RADIUS H— 3272 0 £97,

2. EOREHB
1~64 LFOXLTHNELTNT +— b () THATRELET., AAFRERTIE, T L
BT TT, ANLFINCAN— AR EORR LT HEERWEA, XFHEHTNVT +—
(") THEHERS THLRETETET, ML, (ST A—FITETETEXAE] © [MEZOTTE
Fl| #5RLTLIIZEN,

[O7 2 FEREBDENE]
radius-server host =~ > R TH§k L7~ RADIUS — O ENMEMN S EJ, radius-server host =~ 2 K3

BEkSNTWRWEERIE, BRETE £HA,

[BE~DFE]

[ERFE IE D JR R 224 ]
REMAE R, +<IERICKBShET,

CEESIA]
1. Ra<r FRFETINTWDIEHE, Web B TEMRT 25 RADIUS — O EFHIL, radius-server
host 2> RTCRHREINTWABRI Y bELINET,
2. Az=y FTHETE D RADIUS — g, HfEXA72 0 Fk4 T,

3. ARa< FTHEED RADIUS ' —RBRESNTWIEA, a0 747 b—2a ORFERTHRD
Eiz2< % RADIUS V= WA OFBFECE A S E T,
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31 Web 525

web-authentication redirect enable

Web F8AETPD URL Y ¥ A L7 MEBROREEZITNET,
no web-authentication redirect enable =~ > KR E I NT2HE1E, URL U XA L7 FEEERITWER A,

[AARK]
THHRORE
no web-authentication redirect enable

THHMOHIER

web-authentication redirect enable

[ABE—F]
(config)
[N A—=4]

L

(a7 > FERREOBE]
Az~ MEBSREL URL U &4 L7 MRS AR L 720 £

BE~NDEE]
L
[ERTEED Iz B 5244 ]
REME W%, HEH =~ F restart web-authentication web-server & & 5 Web — O FEEZIC KM S
7,
CEEZEIE]

1. ARza<r PFiE, EEVLAN £— FBXO¥ A 53 v 7 VLAN £— FRFIZHEATT,
2. ARa<wr REFET HEEL, web-authentication port T~ FEFHE L TL IV,
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31 Web 525

web-authentication redirect-mode

Web FBAETOH URL U # A L7 MEREEMERFOR 74 VliEEZ R RSEL 70 ha vz ELET,

[ABRH]
THMORE « BH
web-authentication redirect-mode {http | https}
THHOHIBR

no web-authentication redirect-mode

[AHE—F]
(config)
[T A—=4]
{http | https}
http
URL U & A L7 MEREADEE, http [CX D0/ A VEEAERINET,
https

URL U 44 Lo MERERAIRE, hitps |2 &% 0 27 L BIE AR S UE T,

1 ANRT A= Z B O HE
HIETEEEA,

2. fEOBREHIH
L

[3< 2 FERREDENE]
Ao~ REIGKHT, https Tr 71 VHEEEFR LET,

[BE~DZE]

[EXTE B D R BREZH ]

REEEF%, B 2~ 2 F restart web-authentication web-server (2 & 5 Web V— O EEIZIC K S

CEEZFHE]

1. Az<2 R, no web-authentication redirect enable 2~ RNHREIN TV D & X (THERhE 720 5,
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31

Web F2:E

web-authentication ssl connection-timeout

SSLDOE Y a VRN DH A LT U MEZRELET,

[AHRK]
HRORIE - £H
web-authentication ssl connection-timeout <seconds>
TEHOHIR

no web-authentication ssl connection-timeout

[AAE—F]
(config)

[INFA—=42]
<seconds>

SSLDE v a VRS LDZ A LT Y N AR THRELE T,
1. AT A= EWEEEOYIHE

AW TEEEA
2. fEOBREHIH
1~60
[O7 > FEREBDENE]
SSL ¥ v a VERNEA A 2T U M 60 # T,
LBE~NDEE]
2L

[BREMED RBRE2HE]

REEA T, A 2~ N restart web-authentication web-server T Web T —/ % PR E) L7z & & 1T &S
ET,

CEFEFIA]

1L AKary747b—=a 39 ~TOHTTPS ZRIZEH SN E T,

2. ARPEWEE, SSL ORI HBICUIE N B EZNRHY 7,

3. FEBEOXA LT U RMERIL, K74 L —va THRESNIMELYVRES D2 ENHY ET,
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31 Web 525

web-authentication static-vlan max-user

Web FRAFMERE R [ VLAN T— R CRIETE 5, K2 —FHEZRELET,

[AARH]
THMORE « BH
web-authentication static-vlan max-user <count>
TEHOHIR

no web-authentication static-vlan max-user

[ABE—F]
(config)
(/NS A—4]
<count>

Web F23ET, [EE VLAN T— R Ca—HFEE21T O I KE AR ELET,
émﬂibfg&%%if@ﬂ- ']j-uuu if%i’ﬂ_/\/

1L ARG A— 2B DX
B TE EEA

2. OB EFIA
1~1024

[O<7 2 FERREFDENE]
FRRERAIBE /R e K= — ¥« 1024 = —H
LBE~NDEE]

L

[ERFE IE D R R 224 ]
REMAES, +ICERICRKRShET,

CEEZFHE]

1. ABEERToHE, BUERLETO2—FIZZOEETTR, KE S A NS T 4 7 L—
AV OREDADERY ET,
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31 Web 525

web-authentication system-auth-control

Web ntuuiET»—;E‘/@tib%’rTb\ Web nuthE%;ﬁ‘)‘jJ l—/i‘j—o
723, no web-authentication system-auth-control & 54T L 7= 5518, Web i@GFE7 —E v &1L LET,

[ABRH]
O E
web-authentication system-auth-control
THHOHIBR

no web-authentication system-auth-control

[ABE—F]
(config)
[N A—=4]
L
[O7 2 FERREFDEIE]

Web FEREZATWV EE A,

[BE~NDFEE]

no web-authentication system-auth-control % F4T L 72356, ALK A —F OFEFENER S E T,

o
A
i
S
3l
g
i
%

CEEFIA]

1. no web-authentication system-auth-control % 34T L7234 T%, Web #iE DB IZ &k S N7z 2 — P IEHIL
ZOEEREFEINET,

2. no web-authentication system-auth-control ¢ Web F8iF % {2 1E L7 & &, 7 <IZ web-authentication system-
auth-control T Web F8iE% &N T 2551, 10 UL EORRRE BV THLFIEITL T X0,
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31 Web 525

web-authentication user replacement

a—YEWEZAT v a v EAICLET,
1 BOMARZEE D2 —W ID THAT 256, ®AIO2—H ID TR ERITH]D 2 —H ID TREFEA T
EET,
[AARH]
THMORE
web-authentication user replacement
THHOHIBR

no web-authentication user replacement

[ABE—F]
(config)

(NS A—=4]

L

[27 > FEREE D EIF]
RBGEF H OUWAD B H 2 —F 4 TOR 7 A 2 ZFFAT LEE A,

[BE~DFE]

s
R
Tt
S
E
\a¥
7y
I
B
=
™
)
%
ke
=
b
N
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31 Web 525

web-authentication web-port

Web FBIEF O TCP AN — b & S EAEREOR— MEFITBMLET,
1, http=80, https=443 OF S TEIV Y THLNTWEHR— MEFIZ, FREIVUEEDOR— N 2B
fRETEET, #1731y 7 VLANE—F, EE VLANE—FOELLDE— FTHOHEATE £,
[AARH]
THMORE « BH
web-authentication web-port {http | https} <port> [<port>]
THHOHIBR

no web-authentication web-port {http | https}

[ABE—F]
(config)
(/85 A—=4]
{http | https}
http
http O TCP &R — hEFZBEML EF,
https

https F TCP R — hEEZ BN L £7,

1 KT A= H RO HHHE
HIETE EEA

2. EOREHPHE
7L
<port>
BN S http 71 b 3L E IS https 70 h I LOBEHR— FESERELET,

1 KT A— 2B SR OFHHE
HIETE EEA

2. fEOBREHIHE
832, 1024~65535
[O7 2 FERREDENE]
WIS R THIMEDO R — FEBIC L s ClfEshEd,

e http : 80

® https : 443
[BE~DFE]

2L
[EREMED R BRI ]
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31 Web ZZ5F

ijﬁo

DEEHE]
1 A=y FORER LOBIREIE, BIRHO2—PIFER 71 VHEET> TSRS,
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32 MAC 3L

32 wces
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32 MAC &t

a4 L—Y 3 avy REHEE— FOXG

MACRFED AL 7 4 7L —aravwy RBERETE D, MAC BFEOEHEE— REROERIRLET,

%321 avI445L—aravry Fé MAC REEDEMEE— K

avy kg MAC ZEEDEEE— F

EE VLAN E— F 4+ 299 VLAN E—F

aaa accounting mac-authentication default start- O O
stop group radius

O

aaa authentication mac-authentication default O
group radius

authentication arp-relay

authentication auto-logout strayer

0|00

authentication force-authorized enable

authentication force-authorized vlan

authentication ip access-group

authentication logout linkdown

authentication mac access-group

authentication max-user (global)

O|0|0|0|0

authentication max-user (interface)

authentication native vilan

authentication radius-server dead-interval

mac-authentication auth-interval-timer

mac-authentication auto-logout

mac-authentication dot1qg-vlan force-authorized

mac-authentication dynamic-vlan max-user

mac-authentication id-format

mac-authentication logging enable

mac-authentication login-failed-logging disable

mac-authentication max-timer

mac-authentication password

mac-authentication port

0|00
OXICAICAICAICAICRICRICRIC ICAICHICHICHICHIORICRICR IO IO ICRICHNC)

mac-authentication radius-server host

mac-authentication static-vlan max-user

mac-authentication timeout reauth-period

0|0

mac-authentication system-auth-control

O|010|10|0|0]0]0|O0|0|0O

mac-authentication vlan-check

(L)
O:a~vr FPRETE, RENANKMSNET,
— AT FERETEETH, RENFIRINEEA,
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32 MAC 3

aaa accounting mac-authentication default start-stop group
radius

MAC FBiE CORGRERE T H O T 4 7 —NiZBm L £,

[ABRH]
OB E
aaa accounting mac-authentication default start-stop group radius
THHMOHIER

no aaa accounting mac-authentication default

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
REREMTONIZWE T o T 0 v 77—\l L EE A,
BE~NDEE]
L
[ERTEED Iz B 5244 ]
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32 MAC 3

aaa authentication mac-authentication default group radius

MAC RFEHEHE C RADIUS — "D A EEZELET,

[ABRH]
TR oORBE
aaa authentication mac-authentication default group radius
THHMOHIER

no aaa authentication mac-authentication default

[ABE—F]
(config)
(/NS A—4]
L
[O7 2 FERREFDENE]
RADIUS H— & H L2\ T, B MAC #%FE DB 2/ L CRRIEEITWVE 9,
LBE~NDEE]
TJ\VC@;:LJ uEﬁ>ﬁﬁF|§?éﬂij—
[ERTEED /2 B 224 ]

|

REMARE, T ICERICKBISNET,

GEESEIE]
1. AKa<wr RERETHHE1E, RADIUS — "ORGFRENHIEMLIEIC 2V 97,
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32 MAC 3

mac-authentication auth-interval-timer

MAC FB3E CRBRERBE O MAC 7 R LR IZx L, ROFBIHMLEN TN 5 F TORMMERERE L9,

[ABRH]
THMORE « BH
mac-authentication auth-interval-timer {<minutes> | seconds <seconds>}
THHOHIBR

no mac-authentication auth-interval-timer

[AAE—F]
(config)
[INFA—=42]

{<minutes> | seconds <seconds>}
RRERI A IR OFBRED T AL D £ TORFHIFREZRE L £7,

1. ARRT A —XEBWREOYIE
B TExEHA
2. EOREH
<minutes>D AL, 1~1440 (HAL) ZERELET,
seconds <seconds>D A1, 2~86400 (FVEANT) ZREL F7,

[O<7 2 FERREFDENE]

WICFRAELVEE S 5 £ CORFMBENT 7 4L b O S FICRESNET,
LBE~DEE]

L

[ERFE IE D JR R 224 ]
EMAES, +IERICKBShET,

B

CEEZFHE]

1. BORE - BEEIT-T2HE, BUERGET O OICK L CIIARREEZ A2 E L, RODFELE)N S
AT 4T = a Y ORENEINIR T,
2. MAC BFECTOHFRRIL, EEORINEZHNTERLTWET, 207, EH=a< Ksetclock T
HIFZ AT L6, BRE LRI FE 9,
(%)
3HEM% ORSNCEA L FE L2BA, RE LD 3 A L-RBIcR>TLEVE
T Fiz, WIS 3 REMATORNICEEZ AT LGS, BE LIRS 3RMIEE SN TLEW
E3r
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32 MAC 3

mac-authentication auto-logout

no mac-authentication auto-logout =< > KC, MAC i CRGFE S 72 MAC 7 R L AR —ERFEH ST
WIRUREE & R U CRBREMRRR 21T O BRE 2 S L £,

F£721%, delay-time /37 A —4 T, MAC 7 RLABMEH S22 < 2o T LRBFEIRE & fRBR 32 £ Tolt
MEAEELET,

[ABRH]
THMORE
no mac-authentication auto-logout
TEWMOET
mac-authentication auto-logout delay-time <seconds>
TR O HIER

mac-authentication auto-logout

[ABE—F]
(config)
[T A—4]

delay-time <seconds>
MAC 7 F L AQME S 7a < 7o T BREBRERIE 2 f#ER T2 £ TORFR ZHE L £,

1 KT A— 2B SR OFHHE
HHROELRFIEME TS EEA

2. fEOZE#MA
60~86400 (F)

(272 &R OEE]

MAC #RFECRRFES 72 MAC 7 R L AN —ERF (3600 M) A S TunZey REEDS R S =454,
REDMEBR S IVE T,

[BE~DZE]

L

[E% 3 IE D R BR 524 ]
REMAT R, T ICERICKRENET,

CEEZEHE]
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32 MAC 3

mac-authentication dot1qg-vlan force-authorized

MAC VLAN 7R— h C, Tagged 7 L' — A Gl T DU RIcxt LT, §BiEEEME LW ClE+7 LE
R

[ABRH]
OB E
mac-authentication dotlq-vlan force-authorized
THHMOHIER

no mac-authentication dotlq-vlan force-authorized

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(NS A—=4]

L

(272 FERFOEE]

YR — T, Tagged 7 L— A THET DAL, EE VLAN E— R CRALEZ EE L £7,

[BE~DFE]

CFEFIA]
1. switchport mode =< > RiZ mac-vlan /X7 A —F ZFHF TRREL ThH DA — T, switchport mac =+ >
R dotlqvlan /X7 A — 4 THEE L7= VLAN ID % $§2 Tagged 7 L — L & E[E T D MRICH L CTHZ)
<9,
2. FFEEREM LRV THEE 2T LIZmRIE, MAC #FEORGMRE LTbhEd, 20k, K
BELTIEEW,

o CHEE BN KOV — b BLAL D i KRR RES A
o HMa~v U NIZkaRR
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32 MAC 3

mac-authentication dynamic-vlan max-user

MAC BFED X A F X v 7 VLAN T— R CRRRETCE D2/ KMAC 7 RL A EZRELET,

[ABRH]
fEmoBRE « LH
mac-authentication dynamic-vlan max-user <count>
THHMOHIER

no mac-authentication dynamic-vlan max-user

[ABE—F]
(config)
(/NS A—4]
<count>

MAC BFED X A F X v 7 VLAN T— R C, @BiEEITIRKEOBRELITVET, RE Lz #B X
TORIITTEEEA,

L FRT A= EUEROYHE
BT EEA

2. EOBGEHIA
1~1024

(272 &R OEE]

CEEZFHE]

1. AREZEIT-EHE, BEFETOLOEIFOEET, REn /A4 VENbary 747 L—2 a0
MENERhE 2D F3,
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32 MAC 3

mac-authentication id-format

RADIUS #FE S K2 A L TV BIEEIC, RADIUS B — ~GRIEA2 KT 5 L&D MAC 7 FL A%

RELET,
Ko<y FOREE, =—HID £/3ATU— K (mac-authentication password 2~ > RERERZR<) O
IRk S AUE T,

[AARK]

THMORE « BH
mac-authentication id-format <type> [capitals]
THHOHIBR

no mac-authentication id-format

[ABE—F]
(config)
(/NS A—42]
<type>

RADIUS #— R ~FBFEEZERTH L E D MAC T FL AR EZHEELET,

1 ANRT A= ZHWER O ME
A TEETA
2. fHORBREH
0~3 THRELET., THLZLDOHEERTE LA O MAC 7 RLABRITKRD LY TT,
0 @ XX-XX-XX-XX-XX-XX
1 @ XXXXXXXXXXXX
2 1 XXXX.XXXX.XXXX
3 I XXIXKIXXIXXIXX XX

capitals

RADIUS Y — _~FEEAH R T HEEDO MAC 7 KL 2%, 16 ERKCTFORRICTALEAICEELE
‘a—o

1. ART A —H ARG OFIHE
16 EH/ N LTI/ 0 £,

2. fEOBREHIH
L

(372 F &R OEE]

type 23 1 (xxxxxxxxxxxx), 7232 16 #EH/INLFDOEA T RADIUS H— "~FEREZ ER L E 7,

[(BEE~NDFEE
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32 MAC 3

CEEZHHE]

L
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32 MAC 3

mac-authentication logging enable

MAC RBREDEMER 7 A v v —T %, syslog h— BB TERITA—AT FL A5 T (B-Mail i) 1IZFFL
S

[ABRH]
THHR O E
mac-authentication logging enable
THHOHIBR

no mac-authentication logging enable

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
B/ A v —C 2 EE LI A,
LBE~DEE]
L
[ERTEED Iz B 5244 ]

CFE=IE]
1L #Er A ybE—V2RETLIHAE, ROavy FTaut ZEELTIEIVY,
® syslog ¥ — 3% T : logging event-kind =< > K

o A —/)L7 KL% T (BE-Mail /) : logging email-event-kind =~ >
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32 MAC 3

mac-authentication login-failed-logging disable

MAC FBE CRAGERIERF OB {Er 7 X v v — Y O 2MiE LE T,

[ABRH]
TR oORBE
mac-authentication login-failed-logging disable
THHMOHIER

no mac-authentication login-failed-logging disable

[ABE—F]

(config)

(/NS A—4]

L

[O7 2 FERREFDENE]

MAC F8RE CRGERIEOEER 7 A v —V 2 M LET,
LBE~NDEE]

2L

[ERTEED /2 B 224 ]

REMELE, T ITHEAICKBRENET,

CEEFE]
1 Kz FERE LB, MACRIAEORALMIR D b, BIAKKOBIER 7 A vt —
DA ZEMIELET,

1

2. Ko< REFHRELZHATEL, mac-authentication logging enable =< > REFHEL TNH L& TYH, B
AR DTMED 7 A v —Y O AL LET,

3. MACRBAETRRERIMBZ AT~ FZHIBRL T, HAZMIESATWEEERr 74 v —3H )
ShEtA,
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32 MAC 8%

mac-authentication max-timer

MAC FBFETO R KR OR EEITVET,

E=1T

[ABRH]
fEmoBRE « LH
mac-authentication max-timer {<minutes> | infinity}
THHMOHIER

no mac-authentication max-timer

[AAE—F]
(config)
[INFA—=42]

{<minutes> | infinity}

MAC FBREDSTBREZAT O S RIERLIFH DR E 2 0 AL TIT VW E S, SBRERIIR 0D, A=< FORE
Wrfl 25l L7 e, BERISEEREN MR S ES, 7l Eﬁfﬁ“éﬂtﬁ%ﬁlﬁ#fxﬁbfﬁ b 147N

uunﬂzﬁ#‘ﬁ}%‘ffj‘b\ij_
linfinity] &FEE LTEHEE, RAEERRFHIZHEIR E U, RAREERRFHIC & 2 RAHEREZITVES
oo
1. ARRT A—ZHEREOYHE
A TEEEA

2. fEORERH
10~1440, %7213 infinity
[O<7 > FEREOENE]
T RPEGE RIS X A RRGEHRR ATV E R A,

[BE~DZE]

L

[EXE B D RBREZH]
REMEER, T ICERICKBRESNET,

KGR O8N, TR ZI1To25A100E, BERET O L ORI EEZ A E L, KRIEFRGERS 2
V747V~ya/@§ﬁ#ﬁﬁtﬁbi#o

AEREIE]

1. MAC FRIECOBRGREIIE, EBOMRAZHWTEBLTCWEYT, Tz, EH 3~ Fsetclock T
ARFZ AT LI2GE, BRI EBRHE T,
(1)
3 RS ORLNME 2 A E U 5E, SHRRES 3 iRaE LRl s T LEVE Y, &
7o, BT 3 RERRTOREZNCE A ZEE U73hG, e 3 LR SN T LEVWET,
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32 MAC 3

mac-authentication password

MAC #RFET, RADIUS Y — NIZERFFER A H T L Ok —V CHEHAT LI RIZA U —FEHRELET,

[ABRH]
THMORE « BH
mac-authentication password <password>
THHOHIBR

no mac-authentication password

[ABE—F]
(config)

(/N5 A—=4]
<password>

MAC #FET, RADIUS H— NIZEBREERZHT L D —WFIFERNRAT — FEFRELET,

1 ANRT A= Z B O ME
BT EEA

2. (HEOFE B
I~ LFOLTINELTNT +— b () THATRELET., AAFRERTIE, T L
BT T, ANIFFNCAN—R R EORR T A2 B ERWGE, XFHNEF TN +— b
(") THEHERS THLRETETET, ML, (S5 A—FIETETEXAE] © [MEZOTT
Fl| #5RLTLIZEN,

[27 > FEREEF D EIF]

KREMTONARNE, PR ASAT— FE LT, BIAERGMAD MAC 7 LA ST,
[BE~NDEE]

L

[EXE B RBREZH]

ROEMEARR, +ICERICKMSNET,
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32 MAC 8%

mac-authentication port

MAC BFEZEES LR — hE2EELET,
Ka<wr REREL TWARWR— Tl MAC SREEAEIEL £8 A,

T AR FBIRIN T V7R — MIRESINT-HEIE, BEE VLANE— e F9, 72, MAC
VLAN W% E S Nizdh— hOGANE, #4147y 7 VLANE—RERD T,

7272L, MAC VLAN 3% E SN 72R— I, Tagged 7 L — L% EET 5 VLAN ORENH HHE, %Y
VLAN (25 L CIEEE VLAN &— R TEIMEL £7,

[AARH]
THHRDOHE
mac-authentication port
TR O HIER
no mac-authentication port
[ABE—F]
(config—if)
A =Py A VBT x2—RA, R— " F ¥ RN BT 2 —2A
(/N5 A—=4]
L
[3~< 2 FEBSRDENE]
YR — b T MAC FBREIZ K D FBREBTOILER A
LEE~DFE]

Zfi:l‘?/ ]‘ moutEXT%T F@ﬁ]“@%{]”)ﬁ_}ﬁm, }(‘%/lﬂf ]‘Tmntuuﬁﬁ>ﬁ4‘|§$éﬂij_

[ERFE IE D R R 224 ]
REMEE R, +ICERCRRENET,

i

CEEZFHE]

L

632



32 MAC 3L

mac-authentication radius-server host

MAC PREEIZfE A4 % RADIUS $— "OREXITVET,

[AHRK]
HRORIE - £H
mac-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>} [auth-port <port>][acct-

port <port>][timeout <seconds>][retransmit <retries>][key <string>]
THEHOHIR

no mac-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>}

[ABE—F]
(config)
[N A—4]

{<ipv4 address> | <ipv6 address> | <host name>}
<ipv4 address>
RADIUS #—3D IPv4 7 KL A% K Ml CTHREL £,
<ipv6 address>

RADIUS #— D IPv6 /' 10—/ L7 RL A Zau L iiETRELET, IPv6 Vo7 a—h L7 R
L 2ZITFEE L ARWTLIZE N,

<host name>
RADIUS h— DR A M #%E 64 SCFUNTHEELE T,
HRAMEFRE LT TE AXLFICONWTHE, [T A—FIZEETEAE] 23R LTS

VY,
1L AT A—ZEW R ORHE
BT EEA

2. fEOREFRH
IPvd 7 KL A, IPv6 7 RL A, FHIEHRA NAHERELET,
auth-port <port>
RADIUS h— DR — b EEEZHELET,

1. AT A= EMEEOYIHE
R—FEE 1812 &ML ET,

2. (EOREHRH
1~65535

acct-port <port>
RADIUS =T h o7 4 v TR — MESERELET,

1. AT A= EMEEOYIHE
R—IEE 1813 AfFHLET,

2. (EOREHRH
1~65535

timeout <seconds>
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32 MAC 8%

RADIUS H— "B DIRE X A L7 7 M () #ELE T,

1 AT A—Z B ORI E
5

2. fEORERH
1~30 ()

retransmit <retries>
RADIUS H— Nkt U CERREER 2 A E T 2R E B E L ET,

1L AT A— 2B O X E
3

2. fEORERDH
0~15 ([a])

key <string>

RADIUS #—/3fif & 0i@fE DR 51k, R 35 RADIUS $##4 f5€ L 9, RADIUS $137 T4
7 v b k& RADIUS — R k& CRl—OHEEZRTTIHVLENDH Y £,

1. ART A —ZBMEREO YW
radius-server key TR E 41TV 5 RADIUS @#AMEA SN E T, RESNTWRWES, #4775
RADIUS #— N3 B2 0 £,

2. EOREH
1~64 XFOXTFHNELTNVT +— b (") THATHELET, ADTRERUTIL, BT LR
BRLFETT, ATTLFINCAR—R I EORFR L F o2 G E R WEE, XFHEHTNT +— |k
() THEARSTHLRETEET, ML, (15 A—Z|ZBETE5E] © TMEEDOXTE
Fl| #5RLTLIIZEN,

(272 BB EE]

radius-server host =~ > R TH§k L7~ RADIUS — O ENMEMN S EJ, radius-server host =~ 2 K3
BRI TOW7RWgEEE, RIETEERA,

[BE~DFE]
2L

[ERFE IE D JR R 224 ]
EMAEE R, +<IERICKBShET,

Re

AEREIE]

1. Ka<wy RRFETENTWEEE, MAC RHIAFTEMRT 5 RADIUS Y — OREFHRIL, radius-server
host 2~ RCTRESN TWAIHFHRIL D bELINET,
2. Ko<y RTHEEHRE’ RADIUS r— HUTHEBE Y-V K4 T,

3. ARa< FTHEED RADIUS ' —RBRESNTWIEA, a0 747 b—2a ORFERTHRD
12< % RADIUS H— "I OFRGEICHEH S vE T,
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32 MAC 3

mac-authentication static-vlan max-user

MAC FBFED[EE VLAN £— R CilFECEX 2/ K MAC 7 L A AERE L FT,

[AARH]
THMORE « BH
mac-authentication static-vlan max-user <count>
TEHOHIR

no mac-authentication static-vlan max-user
[AAE—F]
(config)
(/NS A—4]
<count>

MAC FBZED[EE VLAN £— RN T, FFEE1T O R &R TE
TEFA,

L FRT A= EUEROYHE
BT EEA

2. EOBGEHIA
1~1024

[a< Y FERREFDENE]
FRIE Tﬁléffﬂij(uu nﬂzé‘& 1024

LBE~DEE]
L

[ERFE IE D JR R 224 ]
REMAES, +ICERICKRShET,

CEEZFHE]

RIE LT E B R TORFELT

1. AREZIToT-HA, BERMHETOLOIZFOEET, REn /A vERLary 7407 L—2 500

REDAN L2 £,
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32 MAC 3

mac-authentication system-auth-control

MAC F8GET —F v OB 21TV, MACBIEEZAE I L 7,

72¥3, no mac-authentication system-auth-control % %17 L7235&1%, MAC #FET —F L 2EIL L ET,

[ABRH]
THHR O E
mac-authentication system-auth-control
THHOHIBR

no mac-authentication system-auth-control

[ABE—F]
(config)
[N A—=4]
L
[O7 2 FERREFDEIE]

MAC FBFEZEITWE R A,

[BE~NDFEE]

no mac-authentication system-auth-control % F4T L 72355, T X CORIENRRINE T,
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32 MAC 3

mac-authentication timeout reauth-period

AORERCEIER, AR OFREREZAT O M 2R E L £,

[AHRK]
HRORIE - £H
mac-authentication timeout reauth-period <seconds>
TEHOHIR

no mac-authentication timeout reauth-period

[ABE—F]
(config)

(/N5 A—=4]

<seconds>

RO F

o

o
i

E2AT O A AR HEACHRE L E¥, 0 Z%E LB 3B 21T b I Lt £

[s?
Tl

- 4 oE

ARG A — F B W D W) HAfE
BT EEA

B D% E#iH

0, 600~86400 (F)

N

[O<7 2 FERREFDENE]
VAR D BERFEE AT O A HIE 3600 T3,

[BE~DZE]

L

[ERFE IE D JR R 224 ]
REMAES, +ICERICKRShET,

B ORE - BHEEIToT-84, BIERGEHRO L0 LRI EE AR E L, IROBEAFMERN S 2
T4 7= a VOBREDRENIRY ET,

GEEZEIE]

1. MAC FFECOBGRIEIL, EEORZAZHWTEHLTWET, oo, EHa~ 2 Nsetclock T
ARFZEW LI2GA, 3%E LRI ENH £,
(f511)

3B ORI Z LT Lcha, RE LIRS 3 REHRRE L 72 REBIC 2> TLEWVE
o Fio, W 3 RFHATORZNMEZ LT Lz, &RE LKL 3RMTER S TLEW
=7,
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32 MAC 3

mac-authentication vlan-check

MAC ZEFOEE VLAN E— RORAME T MAC 7 RL A ZBET B, VLANID & BE 51TV ET,

[ABRH]
fEmoBRE « LH
mac-authentication vlan-check [key <string>]
THHMOHIER

no mac-authentication vlan-check

[AAE—F]
(config)
[INFA—=42]

key <string>
MAC FFEDEE VLAN E— KT, RADIUS H— NIZRWE DR DEEOT A v > MIAHINT %3075

B LET, AMEE N MAC 2FFHEHE C RADIUS H— NIZEIWEDE BT I 7 v MM, MAC T
RLAXXFHERa<wr RCRELEZXFHE, VLANID XFHIERE L b D& HEHA L £,

1.

AT A — 2B WEREO Y HIE
XTI %VLAN” Z#dE LET,
D% E i
1~64 XFOXFHNELT NI —b (") THATRELET, ANARERXTIE, BT L8
BT TT, ANLFINCAN— R EORRLT R E ERWGEA, XFHEHTNVT +—
(") THEHERS THLRETETET, ML, (S5 A—FITEETEXAE] © [MEZOTTE
| 2L TS0,
() 7 @vlan” ZFRE L7=%E, mac 7 KL A 0012.e201.23ab,vlan id 10 D —V{EH %
RADIUS #— S~ T 5 & & O — P EHIT 0012e20123ab@vlanl0 & 72 5,

[O<7 2 FERREFDENE]
SREFALR T VLANID OF = v 7 (T EH A,

[BE~DZE]

2L

[EXEED R BREEH]

XA

1)

EE%, T<ICERIIKBRENET,

CEEFHE]

L
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33 TILFRTvY TR

33 <irarsven
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33 TILFRT Jjenn..n

authentication multi-step

ﬂf““ ]\ 0:7/1/9:;(7‘ D4 7 = uJ:E%anE L/i‘ﬂ_o

[ABRH]
THMORE « BH
authentication multi-step [ {permissive | dotlx}]
THHOHIBR

no authentication multi-step

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[T A—=4]
{permissive | dotlx}

permissive

1 B¥H D MAC ZEEAS L L 723123 LT, Web 5REE3 L OVIEEER02.1X Di 7 27 LE 7,

dotlx

1 BB OFREEE LT MAC #iiF3 L OV IEEER02.1X Z#FFf LEd, 1 BEH D MAC SREFE 7-1%
IEEES02.1X (2R L 723K 12I1E, Web sliE& & nl LEH¥ A,

1. ART A —H ARG OFIHE
1 Bt B O MAC FEREEN B U728 AR 12 1%, Web #8GE3 L OV IEEE802.1X O F & FF A L £ A,

2. fEORE
L

[O<7 2 FERREFDENE]
U TVERGER— R E LCEEL £,

[BIE~NDEE]
él_j‘ ]\O)jﬁéj{%mu uﬂzﬁ#‘ﬁ? Ljﬁj—

REMAETRS, +ITEMCKBRSILET,

GEEZEIE]

2L
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34 DHCP snooping

8w TXxaUT~g

3 4 DHCP snooping
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34 DHCP snooping

ip arp inspection limit rate

ALETE T DHCP snooping DEZNFIC, HEEYS7-0 D ARP /37 v FZEL— b (1 B2%72 0 ([23%(5 ATHEe
ARP /7y ) ARRELET, ZIEL— b&#BX 72 ARP N7 v MIFEEShLET, 2B, EBO%E
L— hMIA =z~ K& ip dhep snooping limit rate =~ > ROAHZE L — bAMERA SN, ZIEAHER 7 v
%% DHCP 2347 > k& ARP /$7 v FOEFHIR Y £,

[ABRH]
fEmoBRE « LH
ip arp inspection limit rate <packet/s>
THHROHIFR

no ip arp inspection limit rate

[ABE—F]
(config)
[T A—=4]
<packet/s>

1 FOM 72 D IZZIEFRE7R ARP N7y MEEREL T
1 KT A= IR OAHHE
BT EEA

2. EOBEHPHE
10~125 (packet/s)

[27 > FEREEF D EIF]

ZlEL— bEHIRL £ A,
[BE~NDEE]

L

[EXE B RBREZH]
EMAEE, T IERIC KBS ET,

s

CEEFE]
1L Ko~y FCHELEEE, ZE/ 7y MO ERMEZRET 2 b0 TH Y, HEME CHFRET
5HOTIRD Y £ A,
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34 DHCP snooping

ip arp inspection trust

ALEE T DHCP snooping DHEIFIC, 4 A L H T2 —A%H AT I v 7 ARP M4 FHE L 720> trust
R—hELTHRELET,

[AHRH]
fEORE
ip arp inspection trust
EEHQLETIES

no ip arp inspection trust
[ABE—FK]

(config—if)
A=V Xy "V FTz2—A, K= F ¥ RN HFT2—R

(NS A—=4]
L
[O7 2 FEREBDENE]

AT v/ ARP A ZEM L £,
7272 L, ip dhcp snooping trust 2= 2 RNFRE STV AEG1E, ARP AL FEE L EHA,

[BE~DZE]

[ERFE IE D JR R 224 ]
REMAES, +ICERICKRShET,

CEEFIA]

1. Ka<wl REBRTELIEA VX T 2—ATIL, A4 F v 7 ARP BRENERIC/: > T5 VLAN [ZIX
RENTWTSH, ARP /N7y hOME %3 L ¥ A,

643



34 DHCP snooping

ip arp inspection validate

AR TOLAF Iy 7 ARPREDOHRNE, 54T Iy 7 ARPBEDRE % 0 5 12BN 21k
HH &R E LET.

[ABRA]

WWROBE - B

ip arp inspection validate <item> [<item> [<item>]]

(R L2k

B

no ip arp inspection validate

[ABE—F]
(config)
[N A—4]

<item> [<item> [<item>]]

LT

TE A Z<item>lZHE L £,

<item>|ZIXK D src-mac, dst-mac, ip D9 H, —DOHL LT DZER, T TNTERELET,

[Fl—® item TR E T FH A,

src¢-mac
ZIE ARP X7y RO LAY 2~y ZIZEENDEFILMAC 7 FL A (Source MAC) &, ARP
Ny BIEENDEETTMAC 7 R A (Sender MAC Address) 3F—TdHhDHZ L ZHMELET,
ARP Request, ARP Reply Ofi 5% LCHhE L £7,

dst-mac
ZEARP X7y hD LA Y2~y ZIZEEND55 MAC 7 KL A (Destination MAC) &, ARP
~y BNZEEND5E0 MAC 7 R LA (Target MAC Address) 73[Rl —Th b Z &AL ET,
ARP Reply 1Zxf L CEMLET,

ip
{8 ARP /X7 v F D ARP ~v X\ ZEEND5E5EIP 7 R LA (Target IP Address) 73 FRiO#i[FHAMN
ThHEERELET,
e 1.0.0.0~126.255.255.255
e 128.0.0.0~223.255.255.255
ARP Reply |2k LT EML £ 7,

1. ARRT A —XEBWEEREOY)HE
END—2 IR ETHHENH Y £9, B LZHEBIIMREL EEA,

2. (EOREHRH
src-mac, dst-mac, ip

[O7 2 FERREDENE]
XA F w7 ARP REDBMREEZITWVERA,
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34 DHCP snooping

[BE~DEE
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34 DHCP snooping

ip arp inspection vlan

AZEE T D DHCP snooping DHRNREZ, # A F I v 7 ARP MADKAXSR VLAN 2K EL 7,

[ABRH]
TR oORBE
ip arp inspection vlan <vlan id list>
(CE Y
ip arp inspection vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}
TR O HIBR

no ip arp inspection vlan

[ABE—F]
(config)
[T A—4]

<vlan id list>
A F v ARP BEDOKRAE NS VLANID #%E L £,

L FRT A— 2R OXIHIE
B TEEEA

2. fEOBEHFE
<vlan id lis> DX EHE, Tz, HEOBRERMBICONTIE (T A—FITIBETE L] 25K L
TLIEE,

add <vlan id list>
HAF 3 v 7 ARP REDKRA RS VLANID % VLAN U 2 MZEML £7,

1L AT A—ZEW R ORHE
BT EEA

2. fEOEHF
<vlan id lis DR E FH#E, Fiz, EOBRTEHFAIZHOWTIL INRFG A= |IZIEETE 5] 2L
TL7EEW,
remove <vlan id list>

ZAF I w7 ARP HifE THE R4 VLANID % VLAN U Z 2> BHIBR L £,

1L AT A— 2B ORI HE
HETEEEA

2. fEOBEFH
<vlan id lis> DX EH1E, Tz, HEOBRERMBICONTIE IXTA—FITIBETE L] 25K L
TLTEE W,

[O7 > FERREEDEIE]
#4513 v ARP RENBIEL A,
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34 DHCP snooping

[BE~NDFE

CEFEFIA]
1. A=~ FiZi% DHCP snooping Z A4 L CW\5 VLANID 2R ETHLENH Y £5,
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34 DHCP snooping

ip dhcp snooping

A% C D DHCP snooping AN LE T,

[ABRH]
TH#OBE
ip dhep snooping
THHROHIR
no ip dhcp snooping

[ABE—F]
(config)

(/N5 A—=4]

L

[a< Y FERREFDENE]
DHCP snooping 2SEfE L £ A,

[BIE~NDEE]

L

[ERFE IE D JR R 224 ]
REMAES, + ICERICRKRShET,
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34 DHCP snooping

ip dhcp snooping database url

NA VT T TF—=BR—=2ZDRAFREFRELET,

[ABRH]
THMORE « BH
ip dhep snooping database url {flash | mc <file name>}
THHOHIBR

no ip dhcp snooping database url

[ABE—F]
(config)
(/N5 A—=4]
{flash | mc <file name>}
RIFEEIRE L £ T,
flash

W7 7 v a2 AEVIRGELET,
mc <file name>
MC IZfRfFLET,

1 KT A= HIEREOFHHE
BT EEA

2. EOBEHPE
<file name> : X K 64 LFENHETEE T,
MC EO7 7 ANV ERELE T, HHa~ FTMCIKT 4 L7 Y ZER LTV DS
X, T4V NI AEGH T LTFTETRETEET,

[O7 2 FEREBDENE]

NA VT AT T —=ER—=2REFE L EE A,
[BIE~NDEE]

L

[EREMED IR 2HE]
EEETR, T IGERICKBENET,

R

CEEZEHE]

1. ip dhcp snooping database write-delay =¥ > N TiRE L7c HZIALFF HIRFHIE, RO ENd & RIFRHE
LTEATEARAZ =L, ZAVDMTHRIINA VT 4 VI T—E_X=RAERFELET,

o FATFTIVIDNL LT 4 VI TF—ZR_R—ADREE, B, F 2 I3HIERE
® ip dhcp snooping database url =< > REXER (RFIEOEFT &5 L)

e &[] 1~ I clear ip dhcp snooping binding SE1TRF
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34 DHCP snooping

YA~ BT B RSB X S LIS, A VT 4 v T p R R R R TR E
A,

2. no ip dhep snooping database url =< > K% AJ) L7=35A 14, ip dhep snooping database write-delay =~ >
RCTRELIZFRERIOZ A ~PNAZ—FLTWTH, AT 4 I T—FR=2A%RFE LER A,
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34 DHCP snooping

ip dhcp snooping database write-delay

INA

YT AT T = AN AR O R RE S A B HR R AR E LE T,

[AHRH]

R

R

DRE « L
ip dhep snooping database write-delay <seconds>
DHIBR

no ip dhcp snooping database write-delay

[AAE—F]
(config)

[INFA—=42]
<seconds>

NA VT QT T — B R AR GFREOR K EZ ARG DM EZHELET,
1. KRT A —FEWERO Y

B TEEEA
2. fEOBREHIH

1800~86400 (F)

(272 FEREOEE]

CON

HZIABFFHEFHIDS 6 Bifd] (21600 7)) TEMEL £,

[BE~DFE]

L

E:

Re

£

B RBREZH ]
B H %, WIRORIFRHED HIEMIC K S E T,

CEEZHE]

AKavy RTRE LIEBEZIALRELIERIY, ROENNERERBELE LTS ~vERAZ—L, &4
YO TRICAA T 4 v T = _XR=2A % RELET,

o XATIVIDNA VT 4 VT T —HXX—ADRKE, TH, FIIXHIBRIEE

® ip dhcp snooping database url =< > REXER (RFIEOEFT &5 L)

e jEMH =~ I clear ip dhcp snooping binding 1 THF

YA~ T T DRNIEBERW 2 ERBE LGS, N T Ay T = RX— R RFTEE
B,

no ip dhcp snooping database url 2~ > K& AJ] L7cHE1E, Ra<wy RCRELIZFFHO X 4 <R3 A
F—=FLTWThH, N T T T = _R=AERFLEE A,

651



34 DHCP snooping

ip dhcp snooping information option allow-untrusted

FEINTWARVWAR— (untrust A— 1) TY L—x2—T = MEHRAT T 2> (Options2) EFF-7=
DHCP /~7 v b OZAZ &7 L £,

[ABRH]
THHR O E
ip dhep snooping information option allow-untrusted
THHOHIBR

no ip dhcp snooping information option allow-untrusted

[ADE—F]
(config)
(NS A—=4]
2L
[0 > FERREOENE]
Jl—x—Y v MERAT T a v &>/~ DHCP /N7 v FEFREFELE T,
BE~NDEE]
2L
[ERTEED Iz B 5244 ]
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34 DHCP snooping

ip dhcp snooping limit rate

EL 72D O, DHCP /N7 v bOZEFELV— b (1 Y72V IZZ(E I EEZ DHCP N7 v M) i L&
9, ZEL— MEMZ 72 DHCP X7 v MIFEEINET, 2B, EEOZEL— MIAa~<r e iparp
inspection limit rate =~ > FOGFEAZ L — FOMER 41, ZAEFTREZR /N7 v M b DHCP /X7 >~ & ARP
Ry ROFFHTRY T,

[ABRH]
fEmoBRE « LH
ip dhep snooping limit rate <packet/s>

THHOHIER

no ip dhcp snooping limit rate

[ABE—F]
(config)
[T A—=4]
<packet/s>

1 B 7- 0 IZ3Z{F A[AE72 DHCP /X7 v hEEHREL T,
1L AT A= EUEREORHE
B TEETA

2. EOBEHPHE
10~125 (packet/s)

[27 > FEREEF D EIF]

ZlEL— bEHIRL £ A,
[BE~NDEE]

L

[EXE B RBREZH]
EMAEE, T IERIC KBS ET,

R

CEEZEHE]

1. Kavry FCTHRELLEDL ZEAT7y MOEREZRET 260 THY, fREMEE CEERIET
LHDTEHY EEA,
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34 DHCP snooping

ip dhcp snooping logging enable

DHCP snooping DEIfER 7 A vt —U %, syslog V— M TERITA—AT FL A5 T (E-Mail fEH) 123
FELET.

[ABRH]
OB E
ip dhep snooping logging enable
THHOHIBR
no ip dhcp snooping logging enable

[AAE—F]
(config)
(/8T A—4]
L
[O7 2 FERREFDENE]
B/ A v —C 2 EE LI A,
LBE~DEE]
L
[ERTEED Iz B 5244 ]

CFE=IE]
1. BfFr 7 Ayt —U2RETLIHAE, ROa~ RTAn ZHEEL TIZEN,
® syslog ¥ — 3% T : logging event-kind =< > K

o A — /L7 KL% T (BE-Mail /) : logging email-event-kind =~ >
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34 DHCP snooping

ip dhcp snooping loglevel

DHCP snooping DENMER 7' A v & — U TREKT HA v E—VL_XAEBELET, EINlcn /Ay
t—%, @A =< K show ip dhep snooping logging TR SAVE T,
[AARH]
WHROWE - £
ip dhep snooping loglevel {error | warning | notice | info}
THHOHIBR
no ip dhcp snooping loglevel

[ABE—F]
(config)
[N A—4]

{error | warning | notice | info}
error
error LLOB T Ay —URF RS LET, Y7 My =T TR LET,
warning

error 3 L W wamning LD 7 A v —V &GS LET, REAST v MR EO R HEHRD
LS NET,

notice

error, warning 3 X W notice L'~ L D 7' A v b —UZFERLET, RIEY— SRR L& S
WET,

info

error, warning, notice 35X WNinfo Ll dDr 7 A v —T &G4k L 9, BIEEMME RS S
nNEJT,

1 KT A= HIEREOFHHE
HIETE EEA

2. fEOBREHIHE
L

[O7 2 FERREDENE]
HEr 7 A v =V Titdkd b A vE—T LUlid notice & 720 97,

[(BEE~NDFEE
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34 DHCP snooping

CEEZHHE]

1. v A yE—TY 08T ip dhcp snooping 2~ REFHE L TCWDHMZTAEIARY 5,
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34 DHCP snooping

ip dhcp snooping trust

AVE T 2= APERINTWVEIR— K (rust K — ) », FEINTWRWA— R (untrust A — ) 2
ERELET,
[ABRH]
THHR O E
ip dhep snooping trust
THEHOHIBR

no ip dhcp snooping trust

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(NS A—=4]

L

[O7 2 FEREBDENE]
FMA U E T e —RIEEINL TV ARWR— | (untrust A— k) & LTEMEL £,

[BE~DFE]

KR, $ICERICKBRSNET,

R
R
=

CEEZHE]

1. Kawr REBRELEA L H 7 x2—ATlE, DHCP snooping SE N7 > TV 5 VLAN ([ZIRAE ST
WT#, DHCP N7 hORAEZFEM L EHA,
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34 DHCP snooping

ip dhcp snooping verify mac-address

FHESNTHRWA = (untrust A — 1) 7225515 L7z DHCP /37 v R O%{E7C MAC 7 R LA &, DHCP
Ry NNDIFGAT L IN—Ry =277 RLAD—RET =y 7T DMLV ERELET,
[AHRH]
THHR O E
no ip dhcp snooping verify mac-address
THHMOHIER

ip dhep snooping verify mac-address

[ABE—F]
(config)

[N A—4]
L

[0 > FERREOENE]
BFEILMACT RLVARL I TGAT Y bN—RU =TT RLAR—ETINF =7 LET,

[BIE~NDFE]

CEEFIA]

1. Ka<wry FRRFTEDOHES, MACT RLADOF = v 7 ZE i+ 57-%, untrust A8— K2 DHCP VY
L—x—V xR TEARLARDET (DHCP V L—o—V = v MRERAOHEAIE, EETT MAC T
RLUANEEHBZ LN THET),
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34 DHCP snooping

ip dhcp snooping vian

VLAN T® DHCP snooping N L ET, Aza~< 2 FTRE L7254 13X DHCP snooping |3 M%) TY,

[ABRH]
TR oORBE
ip dhep snooping vlan <vlan id list>
(CE Y
ip dhep snooping vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}
TR O HIBR

no ip dhcp snooping vlan

[ABE—F]
(config)
[T A—4]

<vlan id list>
DHCP snooping # B2 3% VLANID #3%E L 7,
1. AT X —ZEREEOYHE
B CcEEHA
2. fEOREFRH
<vlan id lis>DFEHE, £z, EO
TLE&EW,
add <vlan id list>
DHCP snooping % HMZ % VLANID % VLAN U A2 MZBML £,
1. AT A= EMEEEOYIHE
BT EHA
2. fEOREFRH
<vlan id list>DFREH 1, £72, HORTHPHIZOWTIE (RTA—-FIIRETE A 253K L
TL7EEW,

EFPHIZOWTIE 8T X=X | ZfRETE 5] #8HL

et

remove <vlan id list>
DHCP snooping ZH%hZ3 5 VLANID % VLAN U X F 2B HEIBRL £,

1L AT A— 2B ORI HE
HETEEEA

2. fHOREHM
<vlan id list>DFREF 1, £72, EORTEHIAIZHOWTIT (T A—ZITHETE 5MME] #BRL
TLEEW,
[O< > FEREOEE]

DHCP snooping % #5512 L £,
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34 DHCP snooping

[BE~NDFE

CEEZHHE]

1. Ko< F&EFE LAV VLAN TiX, DHCP snooping 13485 T9,
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34 DHCP snooping

ip source binding

NRAVT LU T T —=HR—RIAXT 472 M) ERELET,

[ABRH]
TR oORBE
ip source binding <mac address> vlan <vlan id> <ip address> interface <interface type> <interface number>
THHMOHIER

no ip source binding <mac address> vlan <vlan id> <ip address> interface <interface type> <interface number>

[AAE—F]
(config)
[INFA—=42]

<mac address>
WARDOMAC 7 RLAZHRTELET,
1. ART A —Z AR H)

A TEEREA
2. (EOFREHIFH
0000.0000.0000 ~fftf.ffff. fff
<vlan id>

SR STV D VLANID Z3%E L £7,
1 AT A—ZEW RO RHE
A TEEEAL
2. fEOBEHH
[RIA=ZIHRETE HE] 22 LTS,
<ip address>
WRDIP 7 RLAZFELET,
1 AT A—ZEW RO RHE
A TEEEAL
2. fEOREHPH
1.0.0.0~126.255.255.255, 128.0.0.0~223.255.255.255
interface <interface type> <interface number>
SARDHER SN TNDA LV F T 2 —AFFERELET,
1 ARZ A—Z R DOYIHE
A TEEEAL
2. fEORBEHH
<interface type> <interface number>Z 1%, KIZRT A & 7 = —AFP TN —F 1T DA &
T2 —AABLOA 2 72— AFFERBETEET, M, (NTA—FHETELHME] O
(WA 27 == 2ADREHE] 22RL TS0,
A=Y Ry MU FT2—R
cR— R F A BT 2 — R
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34 DHCP snooping

(272 FERBEOEE]

L

CEEZHHE]

1. BERZ, XA T AT T—ERX=2ADT NIENFIA T I v Iz NI EEOTIRKRKT MY
BEBALBEIE, AT AT TF—F_R—R TR E SN ERE A,
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34 DHCP snooping

ip verify source

DHCP snooping /XA 7 4 VT T —H_X—A %I, WMRT7 AN ZE2E T HHAICRELET,
SR 4V H LI, BERENTHWRVEEILIP 7 RLALHEILMACT RLADNT Y NaT7 4 L4
HIERETT
[AARH]
fEmoBRE « LH
ip verify source [ {port-security | mac-only}]
THHOHIFR

no ip verify source

[AAE—F]
(config—if)
A—HBFy " VBT x2—A, R=hrFrFLA L HTx—2A

(/X5 A—=4]
{port-security | mac-only}
IR T 4 NV F R ERE L E T
port-security
BEEILIP T LR LIHEILMAC T RLATIRR 7 4 V¥ HFEMLET,
mac-only
FEILMAC Y FL R TR 7 4 v # 2 Fh L £,

1 KT A= H RO FHHE
EEICIP 7 FLRTZIT TR 7 4 L Z 2 FEH L E97

2. EOBGEFH
L

[O<7 > FEREOENE]
VAR T A VH BTV ER A,
LBE~NDEE]
WK T A NVEERE LA, N UT 4 v T T —F_R—= R TARBEEDAR NS D37 v ME, VLAN IZ
B < BEEINE T,
[EREMED IR 2HE]
REMAERRE, FIERIC s ET,
EEEIE]

1. trust K— FTiX, Aa<r FEFREL T THIET 4 LV Z T T,

2. DHCP snooping DB ZNRHIAGRE %17 5 %&, DHCP snooping 73572 VLAN THunK 7 1 V¥ BEH
T £,
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59 TIRICERICK D 5EHEEHEEE

35 TyIT)oo - )FUF R

664



36 FyTYLy - YFUFUE

switchport backup flush-request transmit

PV BRA2BLO0Y Y R LUEFIZ, EfLAAL v TFIZH LT, MM??&VXT~7N%&J7¢6t@@77/
Va7 L= B EETAREE LET, Ao N, YIA U R— NIRET DI ETHMIC
D \i—a’_‘o

[AARH]
THMORE « BH
switchport backup flush-request transmit [vlan <vlan id>]
THH O HIBR

no switchport backup flush-request transmit

[AAE—F]
(config—if)
A =P Xy " F T2 —A, R=bFX RS F T2 =R

[INT A—4]
vlan <vlan id>
7T vy afiliflz L—AEEET D VLAN O VLANID #HE L £ 7,
1. AT A= EWEREOYIHE
BET DA VBT 2—ANT JEAR—  OH, 77EAVLANIZXHLTTZ T v v aiilifl 7
L— A& EELET, FF 2R —k, MACVLAN R— FEB LU 2 k2L VLAN R— kD
G, FAT 47 VLANIZH LTT7 7y vl 7 L—ba &2 kE LET,
2. fEOREFRH
[T A —FZHRETE B 2R LTSN,

(a7 FERREDEE]
77y a7z V- bk RELER A,

[BE~NDFEE]

REMAETRS, +ITEMCKBRSILET,

GEEZEIE]

1. AKawr PR, 794~V FR=MIBEELTIESD, Bh &2V FR— MIEE L THAKEZAL)
12720 8 A,

2. AREEREIX, Y RN N—TIHRELIZA =Ry P U X 72— RAIK L TRETEEHA, F
t,K%% RELTEA—V Xy MM U HT72—R L, FY RN ITN—FITRETETEFE A, AHHE

%, BYA IRy b U F T2 —RADRBT IR N T ¥ RNANA L F T =2— A LT, RELTL
ﬁéwo
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36 FyTYLy - YFUFUE

switchport backup interface

ToTVo g - VEENOTIA~YR—b e h o FYR—F, BIOHBUYELEREZHREL
9,

[ABRH]
THHRORIE « BHE
switchport backup interface <interface type> <interface number> [preemption-delay <seconds>]
THHOHIBR

no switchport backup interface

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

[N A=4]
<interface type> <interface number>
ToFV ey e VEEIOED A F )R- ERELET, A FERET LM F T =—
ANTTA= Y R—= IR0 ET,
1 ANRT A= ZHWER O ME
A TEEEAL
2. fEOBEHH
<interface type> <interface number>(Z1%, KICRT A ' F 7 = — AR 7 NV —TITHRIET DA &
T2 —2AABLIOA V2 72— AFFZERBECTEET, BT, (RTA—FIHETEHME] O
(WA 27 2= 2DREFE] 2R LTIEEN,
A=V Xy b T 2=
cAR—=hF NS U HT =R
preemption-delay <seconds>
BEI R LI ZRELET, 0 BaEST D LAY R L 21TV E T,

1 KT A— 2B SR OFHHE
HEWIVRLEZITVWERA,

2. fHOREHM
0~300 (F)

[O7 2 FERREDENE]

ToTY s e YE R NIRRT,
LBE~NDEE]
2L

[EXE B D RBREZH]
EMAER, +ICEAIC KRS ET,

2
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36 FyTYLy - YFUFUE

EEREIE]

1. AEREZEHNCT 2L, A ASAREOR— N HBEWREE 2D, V=T BRETLBENNRH Y
F9, TIAVR—=bFERITEI L FVR— b DA F T =2— A% shutdown [IZRETH2E LT,
N—TNFAE LIRWIRRBIZ U7z BT, ABEREZ TNz L T 7280y,

2. FIAVAR—=FBILOEAI L ZVR— ML, FyrxnIZ—IHBE LA =Xy b X
Tz — AR L THRETEETA, T2, 774V FR— I BIPEI U HF U FR— MIRELEA —
PRy MM ET72—AL, FTYRNVITN—TICRETEEEAL, TTATIR—FBLIOEIH
UR—= ML, FEA =Xy MM BT 2= ADETDHR— FTF ¥ RNVA 2T == AX LT, &
EL TSN,
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36 FyTYLy - YFUFUE

switchport backup mac-address-table update exclude-vian

MAC 7 RV AT v 75— b7 L— AEERFICHEN GRS VLAN 2% E L E7,

[ABRH]
THMORE
switchport backup mac-address-table update exclude-vlan <vlan id list>
THHMOLE T
switchport backup mac-address-table update exclude-vlan {<vlan id list> | add <vlan id list> | remove <vlan id
list>}
THHROHIFR

no switchport backup mac-address-table update exclude-vlan

[ABE—F]
(config-if)
A=V Ry AV HF T 2=, R—=FF¥RIA LT z=—A

(NS A—4]
<vlan id list>
MAC 7 RV AT v 75— F7 L—AEERZ, RO LRIT S VLAN 28 E L £9, VLANID %
B ET 2L A I XEEEEN T ET,
1. AKRT X —ZEREEOYHE
AT EHA
2. fEOBREHIH
<vlan id lisDIEEHE, Fi7, BEOZEGFIZONTIE (RFA—X|ZEETXAHE] 258 L
TLIEEN,
add <vlan id list>
FEEWH#D VLAN U & MZ VLAN ZB L £9-,
1. ART A — 2 BWEEOHIHIE
B TEEEA

2. fEOBREHIHE
<vlan id lis>®D¥FEFE, £z, HO
TLEEW,

ERPFICOWTIE T X=X ZfRETE 5ME] #8L

gt

remove <vlan id list>
FEEHE D VLAN U A k75 VLAN ZHIBR L £9,

1 KT A= HEREOXHHE
HETEEEA

2. fEORREHH
<vlan id list> DI EF i, £72, EORTEHIIZHOWTIT [(RFA—ZITHETE 5MME #BRL
TLIEEW,
[O<7 Y FEREOEE]

TIAZIYR—PMIEENDBLEVLAN B MACT RLAT v FF— N7 L—AEEDORRE D FT,
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36 FyTYLy - YFUFUE

BE~ADTE
L
(5% D R BRE2H ]

%1
BEMEFR, TICEMCKIESNET, =720, <vlanid list2ZEF L1=5E
U0 RL 228 ICGER IS NET,

Tt

oul

X, ROUIYFEZ E7203

EEREIE]

1. ARa~=> R, switchport-backup mac-address-table update transmit =~ > NOFRETHR & 72D 7,

2. Ra<= o RFE7I7A4<UVAR—FTHRELTLIZZW,
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switchport backup mac-address-table update transmit

AL v FDOMACT RLAT =TV 5 HEH D, MACT RLAT v 77— b7 L—AkE & #EH
BaemELES,
[ABRH]
HROBE « BHE
switchport backup mac-address-table update transmit [count <count>]
THHMOHIER

no switchport backup mac-address-table update transmit

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(85 A—=4]

count <count>
MAC 7 RLAT v 75— h7 L—ADOXREREEHE L ET,
1. AT A—Z B OYIHE

[O<7 2 FERREFDENE]

MACT RL AT v 75— 7L —2bZEELETA,
LBE~NDEE]

2L

[ERTEED Iz B 5244 ]

EMAEER, TICERICKBISNET, 72720, count XT A—ZFUIV 2B LI R L 23
MBS L E T

B R

CEEFE]
1L A3~y FE7 T4~ U= MIREL TSRS,
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36 FyTYLy - YFUFUE

switchport backup reset-flush-port

A=t Uty MEESEET 2R - 2fELET,

[ABRH]
THMORE
switchport backup reset-flush-port
THHOHIBR

no switchport backup reset-flush-port

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

(NS A—=4]
L

[0 > FERREOENE]
L

LBE~NDEE]
L

[ERTEED Iz B 5244 ]

GEESEIE]
1. Ra< KR, 774~V FR—MIBRELTLIEIY, BO X UR— MIEREL THOARERIZAES)
12720 8 A,

2. AREEREIX, Y RN I NAN—TIHRELIZA — Ry FAA VX 72— R IH L TRETEEHA, F
72, AHREARELIA—F Ry M v Z T2 —A, FYRATN—TITHRETEEE A, SERE
L, BEA— YRy M F T2 RADET IR F X RNA L F 7 2—RAIX LT, BRELTL
720,
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switchport backup reset-flush-time

A= Uty MEREEMAROR— M T CRRERELET,

[ABRH]
THMORE « BH
switchport backup reset-flush-time <seconds>
THHOHIBR

no switchport backup reset-flush-time

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A—=4]
<seconds>
A=tV y MEREFERAKEOR— N7 T VI EREA CHRELET,

L FRT A— 2R OYIHIE
BT EEA

2. fEOBEH
1~10

[O<7 2 FERREFDENE]

A— M F U UERIE 3 BIc 97,
LBE~NDEE]

L

[ERFE IE D R R 224 ]
EMAER, + IERICRKBShET,

B

CEEZFHE]

1. switchport backup reset-flush-port 2~ > ROFENRH DHIHEIC, AL 0 7,
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switchport-backup startup-active-port-selection

EEEEGEOT 77 ¢ 7TR— FNEEBEELZ AN LET,

[ABRH]
THMORE
switchport-backup startup-active-port-selection primary-only
THHOHIBR

no switchport-backup startup-active-port-selection

[AAE—F]
(config)
[INFA—=42]

primary-only
EEEERFC, TI9A~V R NTET 7T 4 7R —MIERELET,

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
L
[O7 > FEREBDENE]
EEEEHE, v AV R— LTI T 4 TR — FOBIGI G L LTEHEL £9-,

[BE~DFE]

CEEZEIE]

1. Kavrz4r—varyazHRLTYH, BEEESEOT 77 4 7R — MNETHENEEL TWDL T v
TV HR—=NE, TIAIVR—= RV I T T THETT 7T 47T R— FRNEVIREEIZ/A2 D £
7,

2. HEEEESEFOT 7T 4 TR— MEEEENEEL CWAT v TV I R— R8T, 7277 4758 — b
TERSBEN R SN DR FRD &R0 T,

o YA~V IUR— DY IT v
o HEHa~v L NTT 7T 47 R— a2t h o X UR—MNIRE
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F10#R v bU—OEEREE

3 6 L2 JL— T4
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36 L2 )L— A

loop-detection

L2 V— 7 RABEREIC I T DR — MBI ZRRE L £ 7,

[AHRK]
HRORIE - £H
loop-detection {send-inact-port | send-port | uplink-port | exception-port}
TEHOHIR

no loop-detection

[ABE—F]
(config—if)

A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A=4]
{send-inact-port | send-port | uplink-port | exception-port}

send-inact-port
BINAEAZER - MIRELET, L2 A—THRI7 L—La%2EEL, HEENLD L2 V—7H
M7 L—2EZETDHE, B2 LAR— k% inactive IREEIZ L £ 7,

send-port
BEEER— MIEELET, L2A—TRI7 L—2%2%EL, HEBENLO L2 V—THRam7
L—AEZETDHE, nrEBHILET,

uplink-port
TyTY R MIRELET, L2A—THE7 L—ATEELEYA, AEENLD L2
N—TBIT7 L—L%&ZET0E, 7b—LRELTRZEZHAOLET, 7L — LR ETOR—
M ERI DR ENEE FZER — F DGEI, EEICHR— b % inactive REEIC L 7,

exception-port

L2 A—F RSB R— MR ELE T, L2 — TR 7 L— A% %E L THMLEERITW

FH A,
1. AT A —ZEHEREOYIHME
AW TEEEA
2. fEORREHH
L
[O7 2 FERREDENE]

BAAR— R LTEELE T, L2 A—7HAM7 L—AIZERE LAV T, HEENLO L2 V—T R~
L= EmZETDHE, nr el LET,

[(BEE~NDFEE

L
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36 L2 )L— A

[EXEMBE D RBREZH]
REMEER, T ICERIC KBS ET,

CEFEFIA]
1. R—PMENEEESTD &, RITRTHERDZ VT ShET,
e inactive IRREIZT D E TO L2 V—T W7 L— LZ{FH
o HBEIHE CORFRH
2. R—FEREZAEELTH, F—FIJTED L2V —THREAT L— AEZEOFHERILZ V7 ShEE
Ao
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36 L2 )L— A

loop-detection auto-restore-time

inactive IRAREIZ L7= AR — b & BHEIYIZ active IRFEIZT 5 F CORM 2 W EAL CHE L 9,

[ABRH]
THMORE « BH
loop-detection auto-restore-time <seconds>
THHOHIBR

no loop-detection auto-restore-time

[AAE—F]
(config)

[INFA—=42]
<seconds>

inactive dRAEIZ L7= AR — b & BHEIUIZ active IRFEIZT 5 F CORFM 2B CHRE L 9,

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
60~86400

[O7 > FEREBDENE]
inactive JRAEIZ L7z AR — MIBEEIIIC active IREEIZ/2 D T H A,

[BE~DFE]

ROEEA R, T ICERICKmSNET,

CEEZHE]

1. Ra<xr RERELZIRETRTI A—XE2EH LG4, BEINIZ active IRAEIZ 72 D F TORFHREH]
NS> TWIE, FVERZ —EZ VT LEb e, BHREOMEMNERIC KM ENET
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loop-detection enable

L2 V— 7R aRERE 2 AN LE T,

[AHRH]
fEW OB E

loop-detection enable

HH O HIFR
no loop-detection enable
[ABE—F]
(config)
[T A—=4]
2L

(a7 > FERREOBE]
L2 L= 7 B RE A S0 L E T

[BE~DEE]

=1

L

[ERFE IE D JR R 224 ]
REMAES, +ICERICKRS hET
[EEEE]

678



36 L2 )L— A

loop-detection hold-time

inactive IRREIZT D ETO L2 —T W7 L — LA ZEEORFEM 2 AL CHRE L E T, ®EZIC L2 Lb—

7ﬁﬂ7v LEZFELEDLE, L2 V—T BT L— 2% %5 LRV ORISR 2708 L7254,
v— N CLREF LTV inactive IREEIZT D ETO L2 V—T W7 L —A2ZEEIT 7 VT E3nE T,
[AARK]
THMORE « BH
loop-detection hold-time <seconds>
THHOHIBR

no loop-detection hold-time

[AAE—F]
(config)

[N A—=4]
<seconds>

inactive JREEIZT A FETO L2 L— T 7 L — A ER OB A2 W HEA CHEE LT,

L FRT A— 2R OYHIE
B TEEEA

2. f[HEOFEH
1~86400

[O<7 2 FERREFDENE]
inactive IREEIZC T B ETO L2 V—TREN 7 L — LG5 AR FF Listi £,

[BIE~DEE]

CEEZFHE]

D

1. Ravr RFERELERETRIA—ZEET LA, L2 V—7HRA7 L — A G5O REREE 2

o Tk, RuKMz—E27 V7 Lichb L, EEEZOENPEMIC KM ENET
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loop-detection interval-time

L2 V=77 L— LD EMRERELET,

[ABRH]
THHRORE « BH
loop-detection interval-time <seconds>
THEHOHIBR

no loop-detection interval-time

[AAE—F]
(config)

[INFA—=42]
<seconds>

L2 V=T R 7 L— A AERR e B THRE L £ 7,

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
1~3600

(272 FEREOEE]

L2 V— R 7 L— ADOEERREIZ 10 BT,

[BE~DFE]
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loop-detection threshold

A— k% inactive RHEIZ T A FETO L2 L—T RN 7 L — LS EHEHELET,

[ABRH]
THMORE « BH
loop-detection threshold <count>
THHOHIBR

no loop-detection threshold

[ABE—F]
(config)

(/NS A—4]
<count>

A— k% inactive IRHEIZ T A FETO L2 L—T RN T L — L [ZHEEELET,

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
1~10000

[O7 > FEREBDENE]
AR— k% inactive IREEIZT A E TO L2 —TFE7 L — A ZEIT 112780 £,

[BE~DFE]

ROEEA R, T ICERICKmSNET,

CEEZHE]

1. Ka<wr RERELZIRETRI A—Z BT LEGA, ZEFHD L2 V—TBM7 L — b e (RE
LWL, ZEHE—EZ VT Lzbe, ZEZOENERICKMENET,
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37 Ab—Larb+bA—)L
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storm-control

A h—bzarvbha— R ERELET,

[AARH]

THMORE « BH
storm-control broadcast level pps <packet/s> [ <packet/s 2> ]
storm-control multicast level pps <packet/s> [ <packet/s 2> ]
storm-control unicast level pps <packet/s> [ <packet/s 2> ]
storm-control filter-broadcast <packet/s>
storm-control filter-multicast <packet/s>
storm-control filter-unicast <packet/s>
storm-control filter-recovery-time <seconds>
storm-control recovery-time <seconds>
storm-control auto-restore-time <seconds>
storm-control action { inactivate | filter }

THEWOBE
storm-control action trap
storm-control action log

THHROHIFR
no storm-control broadcast
no storm-control multicast
no storm-control unicast
no storm-control action { inactivate | filter }
no storm-control action trap
no storm-control action log
no storm-control filter-broadcast
no storm-control filter-multicast
no storm-control filter-unicast
no storm-control filter-recovery-time
no storm-control recovery-time

no storm-control auto-restore-time

[AAE—F]
(config-if)
A=Y Fy b FTx—R
[INFA—=4A]
broadcast

TE—RKX¥Y AT L —L&EA—Lar he—OXNRIILET,
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37 RAb—Larbko—)L

1. AT A —Z B WEEOHHIE
TE—RF¥Y A NI L —L&F A h—Lbay ha— UEREORRIZLER A,

multicast
N FF Y AN T L —LEBA =Lz ha—LOFRIZLET,

L ARRT A= 2B OHIHE
YAFFXARNT L—LDEA R—Lay hr—UEBREDORHRIT LEE A,

unicast
=%y AT L —LEA—Lary ha—LOMRIZLET,

1. AT A —ZEWEO W HE
A=F YA RNTL—LEAR—Lay bo— UEEEORBIZ LEH AL

level pps <packet/s 1> [ <packet/s 2> ]

<packet/s 1>
A b—=bhay br— L EZ T HRET L= BDA b — LB E (LREE) 23RELET, A
M ABRHBMEZ B 27 L= NIEELEY, 0 ZRELLHEAE, dRETLT V-2 T
NTEEELET,

<packet/s 2>
A b—L0FAE LTz E, A M—L0EIE L LT 5 (X b—ARIERE) 2% ELE
T AT DL, A b—AERERMEIZ A b—ARHBIETEMEL 97,

1L AT A—ZEWERFOF)HE
B TEEEA

2. fEOBGEHA
RORITRLET,

® 37-1 R +—LBRHEE (LREE) S&UR b—LRERBEOREEHRE & XA E

EXERR (BT - packet/s) Z|#HfE (B4 - packet/s)
0~1500000 125%1
1500000~10000000 1250%2
X1
BE S 1500000 A OV 6y, 125 A2 THRE L ET (0, 125, 250, -, 1499875)
%2
BOEMEAS 1500000 LA EDBE, 1250 2 THEL £ (1500000, 1501250, 1502500, -
10000000) ,

action { inactivate | filter }

A N—LDOFREEHRHLIZEEOIEEZRELET,

inactivate
KR — b % inactive IRIBIZ L E 9, ®RF— MR F ¥ RV T A—TIZFB LT DA, Tv
FNTN—TIZFTE L CVD LR — M inactive IREEIC L ET, AT A—HEFHEL, A b—A
DAL L TAHR— b % inactive IRFEIZT % & X1, action log DR EICERR LT A v E—
THEM )1 DD T, action log DEXEIFAE T, SNMP EHIDE{E 1T action trap DEXEITIEVFE
7

filter
HNBR— I DPOEZETH7L—2E2HMEHRIBLET, IBRR— BT ¥ R2V T L—TIZFTE LT
WALETYH, SRFA— T EHIRLET,
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37 RAb—Larbko—)L

1 AT A—ZBWER ORI E

A M—=LDOFEERB LTS E, A N —AREBEZEAT 7 L —ADFEEL T 21TV, A— |
OIRBEIIEE L EH A,

2. (EOFRE A
2L
action trap
A RN—LOFAE, BEiEEBRE LIZ5EEIC, SNMP @M ARG LET,
1 ARRT A — R BN OHE
A b= ADREEB L7256, SNMP B2 %E LEEA,
action log
A M= LOFA, KAERRIE LIZSEI, ERAA v =V RN LET,
1. ARRT A—Z R OYIHE
A2 b= LOFREZBRL LTSS, BAA -2 LEEA,
filter-broadcast <packet/s>
Tu— Xy A N7 L—AEFEHRT D L&, FHIHIT7e— FEr 2 7 L—2HOHRERIE

il (FIREEME) ZRELET, MEHRELBAZ7 L—AIEELET, 0 2RELLLEEIE, Xt
RLTHT7VL—bETRTHEELET,

1. AT X —F B OFH
RERRR, 7o—R¥y A N7 L —A52 T _XCHEELET,
2. (EOREHPH

WORITRLET,

® 37-2 REFIRME (TREIE) DREEHRE & XAHE

EREERF (L : packet/s) Z|AE (B4 : packet/s)

0~-1500000 125

1500000~-10000000 1250

filter-multicast <packet/s>

TN F XY AT L—LERERRT D LI, PSS ATFr X T b— Ao RE
(TEREEME) Z2RELET, MEMREZEBXZ7 L—AIFEERLET, 0 2RELZEAE, &
LTV —L BT NTHEELET,
1. ARRT A — 2R OHIHHE
TEHIREE, v TFF ¥ AR T L — 2B TRTHEELET,
2. (EDORREHH
1% 372 VEMERE (NIREME) ORREMIELZE 2RI TIEaV,
filter-unicast <packet/s>
A=FX AT T T 4 T T L= R HERIRT D EIS, Pk 2 =R AT T T 4T
7 L— 2B o ESIRE (FHREIME) 250E L £, EbRE (TREIE) 282727 L — a3
FLET, 0 ERELTEELAIT, HRLETITLV—LE2TXTHEELET,
1. AT A— 2B OYIHME
TERIREE, 2=% Y 2R T T T 4 7T =T X TEELET,
2. (EDORREHH
(% 372 JREMIRME (FIREIE) OREMIALAHME] 2R LTI EIV,

filter-recovery-time <seconds>
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37 RAb—Larbko—)L

Z b=z L CRERIRZBEG L, ZIE7 L— 832 b — AREREIELL T2 72 o Th b it
MRZARERY 2 £ CORFRH (RS IRAFPREAIRR) Z2B0E L £

1. AT A — 2R OYIHME
MHEIE L () <7,
2. (EDRREH
1~3600 (7))
recovery-time <seconds>

AN —LZBRH L THEFIRERBL, ZET7 L—2EMBA b—AREBMEL FIZ/R>THBA b—
LMNEHE L7z EHIEr 5 £ CORE (X h—ARMEEERRE) 2% ELET,

1. AT X — 2B O YA
HIEE 30 (B) T,
2. fEORRE
30~3600 ()
auto-restore-time <seconds>
A N — A% L TAHR— N % inactive IRAEIZ L7 &, AR — b D inactive RIEZ FRERT 5 £ TORef] &
RIELET
1. AT A — 2 B OFE
A— b % inactive IREEIZ L= &, BEMEIHIZLEEA,

2. [EOBRERM
30~86400 (Fb)

[27 > FEREEF D EIF]
L

[BE~NDEE]
L

[EXE B D RBREZH]
EMET, + BRI KBS ET,

Re

CEESIA]

1. Ab—Ahaybe—WIZE7 L —AETH#ES, 71 —ARIZFEKRLERTA,

2. ZETV—ABRRELEZEV— NBAXTSGA, 7 v —AbEREINET, LB L—
ADBFEEIN2WVWE DT B0, BIEIS/NSUVVEZERE L2 T ZEN,

3. action inactivate |, A F—2AZBHLIZR— "N F ¥ XNV TN —TIZFB L TWAEE, Fy 3Ly
=TT B L TWD AR — M inactive IREEBIZLET, —F, A h—lbar hr—ARnREINL TN
RVWR—FTIEL, AP —2PBEAELTHT ¥y XNV NA—TIZFTE L TNAER—FTA h—ALar b
n—nEEHELERFA, LoT, F¥ AT NA—TZHE L TWVELHR—F~R h—Lhar ba—/L%
WETDHHENE, T AT N—FIZHRELTVHER— MIA M—bay ber—LERELTLLE
W,

4. storm-control broadcast, storm-control multicast & 7= 1% storm-control unicast T5{g L — F ZRTE L T\ 72
Wi5ATE, storm-control action THEE L7-EMENEI TSN EF A,

5. storm-control action inactivate Z 5% € L, A h—2XA%HH L TH— 2 inactive IRFE & 22 o 725 H, KR—
I % active JREEICT 5 7= OITITIEMN =~ o K activate 2 L £,
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38 R—rx5—1Y

Fl11Hwm Yy bI—ODEHE

38 #-rs5-s0s
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38 R—rx5—1Y

monitor session

[ABRH]
THMORE « BH
monitor session <session no.> source interface <interface id list> [{rx | tx | both}] destination interface

<interface type> <interface number> [encapsulation dotlq <vlan id> [ethertype <hex>]]

THHMOLE T
monitor session <session no.> { source interface add <interface id list> | source interface remove <interface id
list> }

THHOHIBR

no monitor session <session no.>

[AAE—F]
(config)

[R5 A—=4]
<session no.>
R—FIT7—=V kv varOfsaffELET,
1 ART A= ZHWER OB E
AMETEEEA

2. fHOBRTHIAE
1~4
source interface <interface id list>
AR—=hrIT7—=V 7 DE=F—FKR—1r+&UAMNEXTHEELET,
1. ART A —ZHEREO Y)W
B TxEHA

2. fHOBRTHIAE
(NI A—ZIZHETE DM 23R L TIIEEN,
source interface add <interface id list>
R—RrIT7—V 7 DE=F—KR—F &2 U R NMBMLET,
1. AT A—XEBWEEREOY)HE
B TExEHA
2. (EORREHFE
[(RZ A =R IZHRETE L) 2R TIZE,
source interface remove <interface id list>
R—=hrIT7—=V 7 DE=F—KR—1+2U X PLHIBRLET,
1. ARRT A —XEBWEREOY)HE
BT EHA
2. fEOEHFA
[RZ A =R IZHRETE L) 2R TIEEN,
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38 R—rx5—1Y

{rx | tx | both}
A= IT7—=V I FTH5 7747 OFAEHRELET,
rx
ZE7L—LEIT—V T LET,
tx
EETL—2E2IT—U T LET,
both
BEEETLV—LEI TV T LET,
1 AT A — 2 B RO A
both

destination interface <interface type> <interface number>
AR—=hrIT7—=D 7 DIF7—F—b&fEELE T, encapsulation dotlq /X7 A —F 8 E LR WGEE,
LAV2EREHFE LA — MIRETEERA,
<interface type> <interface number>
TR —bERET IS H T —AERELET,
L FRT A— 2R OYHIE
AW TEEEL
2. (HOFRE A
<interface type> <interface number>(21E, RIZRT A ¥ 7 = — R T N —T kST DA
VAT 2= ARBROA L F T 2 ARG EEETE LT, ML, NI A—ZIEETE
L) o TBA 27 == ZADEHE] 2L TIEIN,
A=V Xy b I T 2=
A= R FXYRNAFT 2 — A
encapsulation dotlq <vlan id>
RT7—Y I FBHT7L—AIC, FEE LT VLANID @ VLAN Tag 211 £9, vlan =<2 FE IO
interface vlan =~ > FCHiiE L7z VLANID [TFFETE £H A
1 AT A—ZEW RO RHE
VLAN Tag Z T £8 A,
2. AEOFREHRH
2~4094
ethertype <hex>
X7V 7957 b—AIZ, f5E L7z TPID fE®D VLAN Tag &7 £ 3,

ARIRT A — 2 AWK O YIHE
8100

=

2. fEOBRTHIA
4 HTD 16 HEEEKL

(272 FEREOEE]

L
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38 R—

[BE~DHE

EHATOBEZ
L7=% z

MIFEE LIS, ZORMTEETE R RV ET, T=F —KR— MNHEE

7=
A ESEE 2 L/i“li/u

@

REMELE, TITHEAICKBRINET,

FEEIE]

FTTICE=H—AFR— P LTHELTWAR— &, E=F—F— FELFEIT—F— MNIRETX
FH A,

TTIITFT—FR—F L LTHRELTVWAER— %, E=F—R— MNIRETZEEA,

encapsulation dotlq /N7 A —Z B EINTWAHE Yy a rTiE, E=F—F— MOEESLEBMNEZ Lz
Batb, 27—V 7Enb 7 L—AC LiVLANTagﬁ)H%iT

Tag ZHNEREINTNDLFR— M &I “— MIFEET DA, encapsulation dotlq /37 A — & THi
ETéWANDkﬁ,EgK@@VUWT@K% THMEE R D VLANID 2 H LT EEV,

Bty arTCH—I7—F— NERETHHE, 802.1Q Tag (52 AT 2y v a v &,
802.1Q Tag fT 5 HRELEH L7\ vE > & 3 VIKRBTETE EH A,

<interface id list>D 2>~ () TRUIBANIL, ~NA 7 v () OFWIZH1D LT HRK 24 HTF,
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39 sFlow ##st

3 9 sFlow ## st

691



39 sFlow ##&t

sflow destination

sFlow /X7 > hDSBHRTHDL AL I ZDIPT RLAEZRBELE T,

[ABRH]
THMORE
sflow destination {<ip address> | <ipv6 address>} [<udp port>]
THHOHIBR

no sflow destination {<ip address> | <ipv6 address>} [<udp port>]

[AAE—F]
(config)
[INFA—=42]

{<ip address> | <ipv6 address>}
sFlow N7y FDSEHETHLA LI ZOIP T FUAZIEELES, IP7 RLA L UDP A— FESO
MABDETRRAMERECTEET,
1 AT A—ZEMEEF ORI E
AMETEEEA

2. fEOBREHAE
IPv4 TR EFIZIPV6e TERDOIP 7 RLAZIRE L £,

<udp port>
sFlow /X7 v b5 THBHa L7 2D UDP R— FESEZRELET,

1L AT A—Z B ORI E
6343

2. EOBGEFH
1~65535

(a7 FEBROBE]
L

[BIE~DFEE]

EEEIE]
1. BRTFA—HIEENTEEEA, ~EHIRLEZHLITBEBML TS ZEV,
2. F—DIP7 RLARIZH LT, D UDP R— FEFOXREL TEET,

3. ILIHDIPv4, IPv6 7 KL AL LTTa— KXY ART RL A, v LFXyr AT RLURERET
XEHA,
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39 sFlow ##&t

sflow extended-information-type

Tu—Y TN DOEYILRT — A DR ERELIRE L £,

[AHRK]
HWMOBE - KBH

sflow extended-information-type { [switch] [router] [gateway] [user] [url] | none }
fEW OB

no sflow extended-information-type

[AAE—F]
(config)
[INFA—=42]

{ [switch] [router] [gateway] [user] [url] | none }
Ta—h o TNORPET — 2 TEROREEELEEL ET,

ZITHRETDIET — 2R EE, Ty MEEPLHWTE DAL vy FRONL— 22 LT 5
Xy N7 EROFLEVERLET, SO NTE, Tary 707 Lb—va A K Vol2)
M19.13Q2)c) HERT —#BRXy 2L TIZEN,

AT A= BB EN R TT, BEIEET 2HEICIE, AT A—F ERTA—XZDOMIZEAD
XD 2 AN THELTLTEZV, 72720, none 237 A —H LMD/ T A —H L[RIFFICHEECTE £
A,

switch
ZA v FIE#®R (VLAN R L) OFEETFAELET,
router
N—2 {5 (NextHop 72 &) DREEEZHAELET,
gateway
F—hr U= A1EHR (ASEERE) OXREELFELET,
user
2 —H%IE# (TACACS/RADIUS {F#72 E) OFREFEEFFAELET,
url
URL {5 (URL 72 L) OREGEEFAELET,
none
FTRCOPIRT — 2R E 2L 7 ZITEFELER A,
1. AT A—ZAMEREOYIHIE

BT ERA
2. (EOREHRH
L
(27> FERBREBEOEE]

TRTCOPERT —F Rz a L 7 XTEELET,
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39

sFlow #fst

[BE~NDFE

CEEZHHE]

1L ARavrRFNIRIREFZLEFEESNET, NTA—FEZEBLLENEGE, LERNRTA—ZEET
NRTANLTLIEEN,
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39 sFlow ##&t

sflow forward egress

BELER—FOREBE T 74 v 7 27n—H T A0V T ) o IR, FEBLIOZENZ 714>
JEATEY T VOERKGIZLET,
[ABRH]
OB E
sflow forward egress
THHROHIER

no sflow forward egress

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

(NS A—=4]

L

[O7 2 FEREBDENE]
L

ROEEA R, T ICERICKMSNET,

CEEZHE]

1. ¥EE L LT sflow forward egress ¥ 7213 sflow forward ingress ® & H 50 LIMEETE £ A, HE T
T4y ETa—Y T IVOBERRGIIT DAL, AR — MIEEE L7z sflow forward ingress % 3™
THIBR L T D, BEERA— RZ sflow forward egress Zix & L T &0,
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39 sFlow ##&t

sflow forward ingress

HELIEAR—FORE NI 74 v 770 —Y o TNOY T ) U ITHRIC, REBIORBENT 74y
JEATEY T VOERKGIZLET,
[ABRH]
OB E
sflow forward ingress
THHROHIER

no sflow forward ingress

[AAE—F]
(config—if)
A =Py bA 2 FT=—A

(NS A—=4]

L

[O7 2 FEREBDENE]
L

ROEEA R, T ICERICKMSNET,

CEEZHE]

1. ZEE L LT sflow forward ingress & 7213 sflow forward egress D EH LN UNEETE A, ZfE T
T4y ETa—Y T IVOERRGIIT H551E, AR — MIEEE L7z sflow forward egress % 3
THIBR L Th b, B — MZ sflow forward ingress Z 3¢ E L TL 7230,
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39 sFlow ##&t

sflow max-header-size

HARTFT — 2 (sflow packet-information-type =< > R 2~y XREFEH L TWD5E, o7 ax
oy POEEHNG A —INDmARYT A AEBELET,
[AARK]
THMORE « BHE
sflow max-header-size <bytes>
15D HIBR

no sflow max-header-size

[AAE—F]
(config)

(/8T A—4]
<bytes>

EART =2 B~y FREFER LT DEE, o7 A"y NOEENS at—sh DKo
K (A B) BRRELET,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIH
0~256

[O<7 2 FERREFDENE]
BTNy RO D A B — SN SRR A X1 128 /34 RMZRD £5,

[BE~NDFEE]

CEEZFHE]
2L
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39 sFlow ##&t

sflow max-packet-size

sFlow /37 > b DRV A ZERELET,

[ABRH]
THHRORE « BH
sflow max-packet-size <bytes>
THEHOHIBR

no sflow max-packet-size

[AAE—F]
(config)
(/NS A—4]
<bytes>

sFlow 237 DKV A X (R4 b)) ZFELET, KMEITZI LI Z~DEETA VX T = — AT
WTWDMTUE (S B) UTOEZBELET,

L FRT A= EUEROYHE
BT EEA

2. EOBEF
1400~9216

[O<7 2 FERREFDENE]

sFlow 77 > s DKV A RT3 1400 /S M2 0 £9,
LBE~DEE]

L

[ERFE IE D JR R 224 ]
EMAES, +IERICKBShET,

B

CEEZFHE]

L
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39 sFlow ##&t

sflow packet-information-type

Ta—Y I NVORERT -2 ERELET,

[AB#K]
THEW|OBIE
sflow packet-information-type ip
THE WO HIBR

no sflow packet-information-type

[ABE—F]
(config)

[INFA—=42]
ip

Ta—H% T NVOERT R EEELET,

ip FRERFE, 537w N IPv4 Xy N OBFEIL IPvA BT, IPv6 7 v FOEFAIF IPve BT L
AR LEY, JITHRET DEAT - ROV TR, T2y 74 7 b—va A R
Vol.2 [19.1.3Q)(b) HATFT—#EA] 2L T LIV,

1 ANRT A= ZHWER O ME
BT EEA

2. fEOBREHIH
L

(a7 > FEERFROBE]

N~y ARE N Ta Ly ZZEE LET,
[(BE~NDEE]

L
(B2 7E fE D I BR 2244 ]

EWETS, +ICERHICKRShET,

R

CEEZEHE]
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39 sFlow ##&t

sflow polling-interval

BRIV EaL s A ~RETHMBEREL T,

[ABRH]
THHRORE « BH
sflow polling-interval <seconds>
THEHOHIBR

no sflow polling-interval

[AAE—F]
(config)

[INFA—=42]
<seconds>

N EYF T NEaL s FEETHMBERATIHE L £, 0BERETLL, AU 5
YINMFAR VLT ZIZEEENEE A,

L FRT A= EUEROYHE
BT EEA

2. fEOBREHAE
0~2147483647 (=2 " 31—1)

[O<7 > FEREOEE]

B BY TNl B~ 20 R TEE LET,
[BIE~NDEE]

L

[ERFE IE D JR R 224 ]
EMAES, +IERICKBShET,

B

CEEZFHE]

1. 20 R— N EEFERT LSS, AEBICAMAENEZERNHY 3, 208451, B0y
R—FroREzBZHELTHRELTIEE,
(f5]) BRI R OWIERAR— 25 40 R— FOBE, 40 LLEARELET,
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39 sFlow ##&t

sflow sample

AEBICEHAT Y7V SR ERELET,

[ABRH]
THMORE « BH
sflow sample <sample count>
THHOHIER

no sflow sample

[AAE—F]
(config)
[INFA—=42]

<sample count>

AIEBICHAT ATV TRIREEELET B Ny M), FRELEY T U IRRT &
W LEANT y NERIZES>TH TV 7 LET BlxE, Yo7 o 7R E 512 1880E L2
Blx, Ny TR /R OWERTYH T Y o LET), JEH 2~ 2 K show interfaces C, sFlow
2T 2R — N OBREBIREDOZEETITEEDO PPS (X7 y ML) 29T _XCIRARTLE
IV, T3 39-1 BERETCOY 7Y RIROBE] @, GFFLIEPPSIZxNT D TBEEERD
TV M) BHERMEIC RV E3, P I MRBICHEIRMEL 0 b/ SR EERET D &,
CPU AMNE L RABENRH Y EF,

1 AT A — 2 BN O E
AT EHA

2. fEOEHFAE
256, 512, 1024, 2048, 4096, 8192, 16384, 32768, 65536, 131072, 262144, 524288,
1048576, 2097152
X 2 n) Onil8~21 ZANZMEERE LTIV, ZNHUADENRAD SNZHE, A
IMEIZR CCHBIMIZ Z N D DA E LEIMEL £3, 20540 BRN e AT L & EMORE
2% 5% 392 H o7V MY BIFER) IORLET,

£ 391 BREEBEETOYUTUIBREOER

AstL1=-PPS % BREGDBYUTY VIR BR &3 BRI
25kpps LA 256
50kpps LL T 512 | 100Mbit/s 4 —H F v kX1 K
100kpps LA 1024
200kpps LA 2048
400kpps LA T 4096 | 1Gbit/s f —H% 1 > kX1 K
800kpps LA T 8192
1.6Mpps LL T 16384 | 2.5Ghit/s A —HF > h X1 A
3.2Mpps LA T 32768
6.4Mpps LA T 65536 | 10Gbit/s £ —H % v K X1 K
13Mpps LA T 131072
26Mpps UL 262144 | 1Gbit/s £ — % v k X 48 K

701



39 sFlow ##&t

BitL71= PPS % BREBdH2T IR B& L HERHI
52Mpps 2 T 524288
100Mpps L1 F 1048576
200Mpps B T 2097152

= 392 HUTYUIREREY EIFR

ARV FARENY T VIR

ERICEMET BT VU RIR

256 256

257~512 512
513~1024 1024
1025~2048 2048
2049~4096 4096
4097~8192 8192
8193~16384 16384
16385~32768 32768
32769~65536 65536
65537~131072 131072
131073~262144 262144
262145~524288 524288
524289~1048576 1048576
1048577~2097152 2097152
2097153 LA |- 2097152

(1)

<sample count>(Z 1000 2 EE S N7 HEIEL, 1024 (=27 10) TEMELET,

(272 BB EE]

AREBEIEAT Y7V 7RI 2097152 (=27 21) 27320 £,

[BE~NDFEE]

CEEZEHE]

2L
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39 sFlow ##&t

sflow source

sFlow /X7 v hDOEET (=T =2 b)) KHESNDIPT RLAEZRELET,

[ABRH]
THMORE « BH
sflow source {<ip address> | <ipv6 address>}
THHOHIBR

no sflow source {<ip address> | <ipv6 address>}

[AAE—F]
(config)
[INFA—=42]

{<ip address> | <ipv6 address>}

sFlow X7 v FhOREET (=== F) OIPT RLAELTHEHATZIP T FLAZEELET,
IPv4 7 RV AL IPv6 7 FL A XENEN—DTORETEET,

L FRT A= EUEROYHE
BT EEA

2. fEORERDH
IPva TR EFIZIPV6e TEXRDOIP 7 RLAZIRE L £,

(272 &R OEE]

Aoy RERELRNSTZGE, WOBREIZIENTIP 7 RLAREESNE T, R, EELEZIP
7 R L A DS sflow destination 2> RTHRE LT RLAZ A T LR o THWDIEED, IROBEC
PENIP T RLARBRESNET,

B 1

N—T Ry I AL BT 2—ADIPT RLA (v 74— aravwy RCHRELTHWLES
B 2

AIEED VLAN A V' F 7 2 —RZRELTWAHIP 7 RL RO BB THRIE

LEE~DFE]

2L

[EXE B D RBREZH]
TR, + <IEAICKRSUET,

B

CEEZEIA]
1. sFlow X%y hOZ— =2 FIPT RLRAE LT, 7ue—REX¥y AT FLABION=LFFv R b
T RLRAIRETETERA,

2. ==V FIPT RLAELTHHATAIP 7 RLRIE, REBEBOLV—T Ry I A4 0 H T 2—AFT=
X VLAN A V% 72— AZE O fHF BN TWAIP T RLAEZRELTLZE, REEDUANADIP T
KLU RZIRE LT=HE, sFlow X7y MIEETEEEA,
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39 sFlow ##&t

sflow url-port-add

JEBRT — 2 C URL IHWRAEA T 235612, HTTP /37 v b LHWTT 5K — b &S 4% 80 LM BN
ELET,
[ABRH]
THHRORIE « BHE
sflow url-port-add <url port>
THEHOHIBR

no sflow url-port-add
[ABE—F]
(config)
[N A=4]
<url port>

PR T — 2 X C URL WA AT 28561, HTTP 7 v b EHIETT 58— &S % 80 LISMZIE
IFEEL £,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIH
1~65535

[O<7 2 FERREFDENE]
HTTP /37 > b T DR — FEEIL 80 B/ZEFIZ2 D 97,

[BE~NDFEE]

CEEZFHE]

2L

704



39 sFlow ##&t

sflow version

EET 5 sFlow X7y hONR—=Ta VERELET,

[ABRH]
THHROE
sflow version <version no.>
TEROHIBR

no sflow version

[AAE—F]
(config)
[INFA—=42]

<version no.>
EET D sFlow X7y hONR—Ua v ERELET, HBEINTZ/N—T 3 O sFlow 237 > &N
Talb s ZIZEEFELET,

L FRT A= EUEROYHE
BT EEA

2. EOBEF
2

(272 &R OEE]

sFlow /X7 > hoX—T 5 03412720 9,

[BE~DZE]

L

[ERFE IE D JR R 224 ]
REMAES, +ICERICKRShET,

CEEZFHE]
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40 |EEE802.3ah/UDLD

40 IEEE802.3ah/UDLD
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40 |EEE802.3ah/UDLD

efmoam active

IEEE 802.3ah/OAM HERE DB AR — b % Active B— NIZFRE L £,

[AB#K]
HRORIE « BHE
efmoam active [udld]
TEHROHIBR

no efmoam active

[ABE—F]
(config—if)
A =Py bA 2 FT=—R
(/X5 A—4]
udld

IEEE802.3ah/UDLD e DREA— ~ & L, R Y > 7 BEEREEEEZ AL ET,
1. ART X — B O FHE

SRR — N TIIRHFMY v 7 FEEREEZITOE R A,
2. fEOFEHEH
L
[O<7 2 FERREFDENE]
SRR — MIA @Y 7 BEERBEZITH/22N T, Passive T — FCTEIEL £,
LBE~NDEE]
KEREA N UG, [EIfREE 2R L7254, A — F % inactive IREEL L £ 7,
[ERTEED /2 B 224 ]
EMEEFR, T ICEHICKBENET,

B

CEEZFHE]

1 EER SN OR— FTudld 8T A—Z PHEESNRWGE, AEBRETO U o 7 EERH 2871
LT LEBTEEREA,
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40 |EEE802.3ah/UDLD

efmoam disable

4&{E & L C IEEE 802.3ah/OAM BEREZ AN T 2 N T 20 EREL £

IEEE 802.3ah/OAM HERE & HENIZ R ET 5356, efimoam disable 7~ > REZREL £,

IEEE 802.3ah/OAM #iE %2 FF VA 2029 5354, no efmoam disable 2~ > RZFE LT,
Passive &— N TlE, Active T— R 50D OAMPDU D5AE # EEIC A E 7o v 2 2 BB LT,

[AHRH]
TR OBE
efmoam disable
RTINS

no efmoam disable

[AAE—F]
(config)
[INT A—4]
2L
[0 > FERREOENE]
IEEE 802.3ah/OAM FREDSENE L £ 97,
LBE~DEE]
L
[EREMBED IR ]

CEEFIRE]
L

708



40 |EEE802.3ah/UDLD

efmoam udld-detection-count

IEEE802.3ah/UDLD HEREDREM /X » b Tdh D OAMPDU DIRE X A 57T 7 hWFAELTZGEIC, HEHELR
W OB ERELET,
[ABRH]
THHRORIE « BHE
efmoam udld-detection-count <count>
THHOHIBR

no efmoam udld-detection-count

[AAE—F]
(config)

(/8T A—4]
<count>

OAMPDU DIEE X A L7 7 MRV IRXINDIEEIZ, BIROEE L pWr- 2082 E L £, Bl
05 UT- RIS Y AR — b % inactive JRAE & L9,

L FRT A— 2R OYHIE
B TEEEA

2. fEOBREHIH
3~300

(a7 > FEEREROBE]
IS A LT T MHIBTERGE 30 FICRE SN E T,

[BE~NDFEE]

CEEFE]
L OMEL O NS VERERET D L, Y v BEEZBRRET S5 BE S H Y £
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41 CFM

41
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41 CFM

domain name

RAAL o THERT 28 EeRELET,

[ABRH]
fEmoBRE « LH
domain name {no-present | str <strings> | dns <name> | mac <mac> <id>}
THHMOHIER

no domain name

[AAE—F]

(config—ether—-cfm)

(/X5 A—=4]
{no-present | str <strings> | dns <name> | mac <mac> <id>}
RAL R T 2T A—FERELET,
no-present
AT A—H EBRETIUE, CCM N Maintenance Domain Name 7  —/L Rl S Ew A,
str <strings>
RAA 275 % 43 LFUNO LTI TIRE L 7
dns <name>
RAALCBFRUZ R AL = D= H 2 L ET,
mac <mac> <id>
RAAL AP MACT RLRE 284 O ID AL ET,

1. ART A —ZHEREO Y
B TEEREA

2. EOREHE
<strings>1Z1%, 43 SUFLUNOLFHNE X TN T +— bk (") THATHRELET, ADAIRERSITF
W, BT LR CT T, AJISUFINCAR—R e ORI T2 & £ WG, XF5E 4
TNrx—hk (") CTHERS THRETEET, FMIE, (RIA-FIRETELME © TIE
BOXFH|) #2RLTTIEEN,
<name>lZ1E, HRA M E 63 XFUNTHRELE T, HHTEX XTI WTE, (X 2A—=4(C
BETE LM 2L TIZE,
<mac>{Z{% 0000.0000.0000 ~feff.fff.{fff DEZHRELET, 727ZL, vLFF¥ A FNMACT KL
A (SEHEANA RO TALE Y R8N 1 OF KL R) [ ETEEEA,
<id>{Z1% 0~65535 DIEEREL £,

[3~< 2 FAEBSRDBNE]
no-present CEIE L £,

[BIE~DFEE]

2L
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41 CFM

[EXEMBE D RBREZH]
REMETRS, ICERICKBRS L ET,

CEEZHHE]

1. no-present IS D/XT A — % ZF8E L, maname 2~ > KT str<strings>/\7 A —H |2 43 LT % Bz D
FFNEAGE LI2E, B8 LTc/XT A—F OMEH 1 SUFD CCM I b E T,
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41 CFM

ethernet cfm cc alarm-priority

CC THRAT2MEL L ERELET, FELEEE LV EOBENRMGRIZRY £1,

[ABRH]
fEmoBRE « LH
ethernet cfm cc level <level> ma <no.> alarm-priority <priority>
THHMOHIER

no ethernet cfm cc level <level> ma <no.> alarm-priority

[AAE—F]
(config)
[INFA—=42]

level <level>
ethernet cfm domain =< > RTREFHD AL VLV EEELET,
1. ARRT A —XEBWREOYIE

BT EEA
2. fEOBREHIH
0~7
ma <no.>

ma name =¥ RFE 721X ma vlan-group 2~ > R TREFHD MA #NE S % FHE L £7, maname =
¥V RT, MA OX4WHZELCFH|ETZIZ VLANID THEL TV HETH, MARBIFR S ZHEL
‘3—0
1 KT A= H RO HHHE
B TEEEA
2. fHORBREHH
0~65535
<priority>
CC THARR L R D bIRWEEL VAR ELET,
1. ARRT A—ZHERE O HE
HIETEEEA
2. fHORBREH
0~5
BOEMICIS T D EENE L ROFITRLET,

= 411 [EMBELEFAR

REE [EEFE R av Y RThOERT [EERR
0 none - PR A fREn L72W
1 DefRDICCM RDI (&5~ < 77N ON @ CCM %
=ZAf5
2 DefMACstatus PortState {5 CCM NI, A—hET
WA VBT =— AYRREN Z
COERAE Y
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41 CFM
REE ==& av Y FTORT [EERR
3 DefRemoteCCM Timeout JE— K MEP 725 ® CCM 73
ZA LT T b
4 DefErrorCCM ErrorCCM MEP DAk Z —<°> CCM &
EHBEA—%D CCM % %15
5 DefXconCCM OtherCCM MA 138725 CCM %2 %15
[O7 2 FEREDENE]
FEEL~ L2 L EEBmm L ET,
BEE~DEE
2L
[ERTEED Iz B 2244 ]

BROEEA R, T ICEMICKmSNET,

CEEZHHE]
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41 CFM

ethernet cfm cc alarm-reset-time

CC TEfe L CHELZBRMT 254, FRmE Rzl e L Ed, BEERMEG, Ao~ RTHREL
7o EERIPNICH N U7 E XM & 72 L, SNMP @A 2258 L EH A,

2L, BREOBETS, BUERM L TV OREE LD bEE L ILREWEE 2R L7 & &1,
SNMP i@ %1% %15 L £,
[ABRH]
THMORE « BH
ethernet cfm cc level <level> ma <no.> alarm-reset-time <time>
TEROHIBR

no ethernet cfm cc level <level> ma <no.> alarm-reset-time

[AAE—F]
(config)
[INFA—=42]

level <level>
ethernet cfm domain =< > RTREFHD AL VUL EEELET,
1. ARRT A —XEBWREOHIE

BT ERA
2. fEOBREHIH
0~7
ma <no.>

ma name =¥ RE 721X ma vlan-group 2~ > R TREFHD MA #NE S % FHE L £7, maname =
v FTC, MAOAFHELFHNE/ZIZ VLANID THEL TV 2L HAETYH, MABBIEFSZHEL
‘a—o

1 KT A= H ISR OFHHE
HIETE EEA

2. fEOBREHIH
0~65535
<time>
FEEA RN L BT Z25%E LET, 500 I UVRHEAIZEY L7~ ETEfEL £,

1L FRT A—2EUEREORIHIE
HETEEEA

2. (EOREHRH
2500~10000 (3 V)

[22 > FERRBEDENE]
FRREn & R 729 RERIE 10000 X U BT,

[(BEE~NDFE

L

715



41 CFM

[ERTEED /B E24# ]
BEFE%, ¢ <IOERAICKmENET,

Re
fi

[FEEHE]
el
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41 CFM

ethernet cfm cc alarm-start-time

CC CHEEZMRML TN SNMP il %z L(ET 5 ETORMEHRTEL T,

[ABRH]
fEmoBRE « LH
ethernet cfm cc level <level> ma <no.> alarm-start-time <time>
THHMOHIER

no ethernet cfim cc level <level> ma <no.> alarm-start-time

[AAE—F]
(config)
[INFA—=42]

level <level>

ethernet cfm domain =< > RTREFHD AL VLV EEELET,

1. AT X — 2 BWEEOHIHIE
BT EEA
2. fEOBREHIH
0~7
ma <no.>

ma name =¥ RFE 721X ma vlan-group 2~ > R TREFHD MA #NE S % FHE L £7, maname =
v RTC, MA OAHELFHNE/ZIZ VLANID THEL TV HAETYH, MAFBBIEFSZHEL £

‘a—o
1

<time>

s

ARNT h— B W D H)HIE
HIETEEEA

TEO EHH
0~65535

FRAIRFIZ SNMP @ 2 5532 £ CORMZRE LT, 500 X VBHEAIZYI Y B 72l CEIE

LET,

1.

KoRT A — H B WO A
AW TEEEA

B EHH
2500~10000 (3 V)

[T FEREBDENE]
Pt 2 /%0 L C A5 SNMP i@ %2 25157 5 £ TORFEIX 2500 X VBT,

[BIE~DFEE]

L
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41 CFM

[ERTEED /B E24# ]
BEFE%, ¢ <IOERAICKmENET,

Re
fi

[FEEHE]
el
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41 CFM

ethernet cfm cc enable

RAA 2 TCCEMEMT D MA ZRELET,
ethernet cfimmep =~ & RNPREFAH DG, iZEH— F2vbH CCM OREZBHIA L £7,

[ABRH]
THHR O E
ethernet cfm cc level <level> ma <no.> enable
THHOHIBR

no ethernet cfm cc level <level> ma <no.> enable

[ABE—F]
(config)
[N A—=4]

level <level>
ethernet cfm domain =~ > R CREFHD FAAL LV EFBELET,
1. ART A —ZBMEREO YW

AMETEEEA
2. fHEOREHFH
0~7
ma <no.>

maname v > RE 7213 ma vlan-group 2~ > R THEFAD MA iBIEFE S %4 FE L £T, maname =
~ 2 KT, MA DAFREICFHNEZIL VLANID THEL TWAEHATH, MAMRBESZHEE L E
‘g—o

1 AT A—ZEW RO RHE
BT EEA

2. fEOBREHIHE
0~65535

(a7 > FEERROBE]
C I kD B2 Fhfi L £ Ao

[BIE~DFEE]

L

[E% 3 IE D R BR 524 ]
REMAT R, T ICERICKRENET,
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41 CFM

ethernet cfm cc interval

%4 MA O CCM #EHREZHELE T,

[ABRH]
THHRORE « BH
ethernet cfm cc level <level> ma <no.> interval {1s | 10s | Imin | 10min}
THEHOHIBR

no ethernet cfm cc level <level> ma <no.> interval

[AAE—F]
(config)
[INFA—=42]

level <level>
ethernet cfm domain =< > RTREFHD AL VLV EEELET,
1. ARRT A —XEBWREOYIE

BT EEA
2. fEOBREHIH
0~7
ma <no.>

ma name =¥ RFE 721X ma vlan-group 2~ > R TREFHD MA #NE S % FHE L £7, maname =
v RTC, MA OAHELFHNE/ZIZ VLANID THEL TV HAETYH, MAFBBIEFSZHEL £

‘g—o

1. KRT A —F B OGIHME
B TEEEA

2. fEOBREHIH
0~65535

{1s | 10s | 1min | 10min}

CCM #EMIRZREL £7,
1s

CCM #EHMR%E 1 BlcELE T,
10s

CCM (EHMRE 10 IR EL T,
1min

CCM #{EMRA 1 IR ELET
10min

CCM #EMRE%E 10 /7 icE L ET,

1 AT A—ZEMEF ORI E
HETEEEA

2. fEORE
L
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41 CFM

(272 FERBEOEE]

CCM EEMMEIX 1 43T,

[BIE~NDFEE]

CEEZHHE]
1.

CCM E MR E2OHWE X v BWERICERET D &
HRENNDHY 7,

HEED CPUHFHENEL 20, #BE

i 7

;E!/@ﬁs‘ﬂj
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41 CFM

ethernet cfm domain

RAAL UERHRELET, Ra~vy RETT, FAAL AR, MA Z3%ET 5 config-ether-cfm & — NIZHAT
LET,

[ABRH]
THHR O E
ethernet cfm domain level <level> [direction-up]
THHOHIBR

no ethernet cfm domain level <level>

[AAE—F]
(config)

[N A—4]
level <level>
RAAL L~V EIRELET,

L FRT A= EUEROYHE
BT EEA

2. fEOREHP
0~7
direction-up
ethernet cfm mep =~ > K Cup,down ZH/RIUIZERE L TV WS, AT A —F 2R ETL,
Up MEP T#EIMEL £

1. AKRT X —ZEREEOYHE
Down MEP TEIEL £,

2. fEOBREHIH
L

(272 &R OEE]

L

[(BEE~NDFEE

CFEEE]
1. Ra<wryRFTRELERFAASVEZROa~Y FTERLTVWDIEHS, Ao~y FIZHIRTEEEA,
® cthernet cfm cc enable

® cthernet cfm mep
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41 CFM

® cthernet cfm mip
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41 CFM

ethernet cfm enable (global)

CFM ZBta L E7,

[AHRH]
fEW OB E

ethernet cfm enable

THHROHIFR

no ethernet cfm enable

[ABE—F]
(config)

[INT A—4]
L
[0 > FERREOENE]
ENDCFM Do~y RERELTWTS, CEM IFEEL 8 A,

[BEA~DHE]

=1

L

[ERFE IE D JR R 224 ]
REMAES, + ICERICRKRShET,
[EEEE]
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41 CFM

ethernet cfm enable (interface)

no ethernet cfm enable FRERFIZ, %Y AR — FE/ZITFZY R — FF ¥ R/VT, CFMPDU FE3Z(F 0 445 114K
RBlZLET,
[AARH]
THHR O E
no ethernet cfm enable
THHOHIBR

ethernet cfm enable

[ABE—F]
(config-if)
A=V Ry "V HFT 2=, R—=FF¥RIA LT z=—A

(NS A—=4]

L

(272 FERFOEE]

CFM PDU #%Z {5 CX £,

[BE~DFE]

KR, $ICERICKBRSNET,

R
R
=

CEEZEIE]

1. AKa<= R, FY¥yrWINA—7IHEE LA =YXy FA U X 72— AR L TRETE £ A,
Fm, Ra<wr FIEELEA—VXy " v E 72 —RE, Fr LT —FITRETEEE A,
Kawy L, 8% A1 —HXy MMy EZ 72— ADBTHR—FNF¥RNAA 2 ZT7o—R T L TR
ELTLIZEN,
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41

CFM

ethernet cfm mep

CFM T4 % MEP #%E L £,

[ABRH]
THHROE
ethernet cfm mep level <level> ma <no.> mep-id <mepid> [{down | up}]
THEHOHIBR

no ethernet cfm mep level <level> ma <no.> mep-id <mepid>

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A—=4]
level <level>

ethernet cfm domain =~ > R CREFHD FAAL LV EFBELET,
1. ART A —ZBMEREO YW

AMETEEEA
2. fHEOREHFH
0~7
ma <no.>

ma name 2~ > KE72(d mavlan-group =~ > R CREFHD MA #AIESZHELET,

1 KT A— 2B SR OFHHE
BT EEA

2. EOBGEFH
0~65535

mep-id <mepid>
MEPID Z &% iE L %9,

1 ART A—=ZHWER OB E
BT EEA

2. EOBEFH
1~8191

3. AT A= EHRF ORI
MANT2=—7 RfiZ@E LT ZE,

{down | up}
RAAL OB mMERELET,
down
MEP %, [EI#0 A PR5Fxi 4 & 3% Down MEP (ZRE L £77
up
MEP %, VU L—fl GEEOWNMANZIITT) R4 &7 5 Up MEP IZERGE L £7,
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41 CFM

1. ART A —Z AR O R IE
ethernet cfm domain =~ > F"C direction-up 2388 & SN TW55A, UpMEP TEEL £7, RES
NTW2RWIES, Down MEP CEIfEL £7,

2. (EOR%EHH
2L

s

(272 RO EE]

L

[BE~NDFE

L

CFEEHE]

1. [Fl—A %7 =x—2RAIZ, ethernetcfmmip 2~ RAFHE SN TWHEE, ethernet cfm mip =~ 2 KEL
FORAAL D LVUIRETE EH AL

2. Ravwr R, F¥xVITN—TIHEELILA =Ty bV F 72— R L THRETE A,
T, Ka<l  RICHEELEA—V Ry b v X 72—, FY AT —FICHETEEEA,
Aa<wr R, BNA—F Ry MU 72— ADFTIHR—FF v RN A v F 72— LT%
ELTLEEN,
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41

CFM

ethernet cfm mip

CFM TEH4 25 MIP 3% € L £,

[ABRH]
TH#OBE
ethernet cfm mip level <level>
THHROHIFR

no ethernet cfm mip level <level>

[ABE—F]
(config-if)
A=V Ry AV HFT 2=, R—=FF ¥R LT z2—A

[N A—=4]
level <level>
ethernet cfm domain =~ > R CREFHD FAAL LV EFBELET,

L FRT A— 2R OYIHIE
BT EEA

2. fEOBEH
0~7

(a7 FERREDOENE]
2L

BIE~NDEE]
2L

[ERFE IE D R R 224 ]
EMAER, + IERICRKBShET,

B

CEEZFHE]

1. [F—A %7 x—A|Z, ethernetcfmmep 2~ > RNRE SN TV DA, ethernet cfmmep =~ > KLL

TORAAL L VUTHRETE A,

2. Ravwr R, F¥xrVIN—TIHEE LA — PRy b U F 72— R LT
Fi, Ravwr NBEELEA—Y Ry MMy E 72—, Fr NI NA—T|
Ka<wr R, 84— Ry MU EZ T2 —ADBTEIR— M F v RIA BT 2 — AR L TR

ELTIIES,
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41 CFM

ma name

ZY RAA L THERT 2 MADATRERELET,

[ABRH]
fEmoBRE « LH
ma <no.> name {str <strings> | vlan <vlan id>}
THHMOHIER

no ma <no.> name

[ABE—F]
(config—ether—-cfm)
(/NS A—4]
<no.>

MA #BE S EZEELET,

1. ART A —Z AR H)
A TEEREA

2. EOREH
0~65535

{str <strings> | vlan <vlan id>}

MA O£ Fr% LFHFE 7213 VLANID THRE L £7-,

str <strings>
MA O£ FRIZ<strings> T ET 5 X FHIEHEH L E 7,

vlan <vlan id>
MA D4 FRIZ<vlan id>THET S VLANID 2 H L E7,

1. ART A —ZBEREO Y)W
A TEERA

2. (EORREHFH
<strings>lZ1%, 45 XFLNOXLFH %X TNV +—F (") CHATERELET, ADAEERLT
I, BEEE L RO TTY, AJISUTFANC AR — R e E ORISR S E W, SR A
TNTF—h () THERS TOLRETEET, ML, IRT7A—ZITRHRETXHMHE] © TR{E:
BOXFH|) #2RLTEEN,
<vlan id>(2i%, 1~4095 OEZZHRE L E7,

3. AT A—HERHFOFEFIH
- domain name =~ > KC, no-present ASFD/XT A — X Z357E L T D854, <strings>T 44 37
P EOXFHNERET D L, 44 30FHLBEOSLTFS)IE CCM N @ Short MA Name 7 ¢ — /L RT3

HInEHA,
 [fl— R A A VN TEHRIEE A D<strings>F 72 [d<vlan id>IFHHETZ £t A,

(272 F &R OEE]

MA OA4FRIZIE, mavlan-group 2 v > RD<no>ZHH L £ 9,
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41 CFM

[BE~DEE
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41 CFM

ma vlan-group

RAA > THEHT2 MAICHTET % VLAN 2% E L ET,

[AHRH]

HMOBE « LK

ma <no.> vlan-group <vlan id list> [primary-vlan <vlan id>]
THHROHIFR

no ma <no.> vlan-group

[AAE—F]

(config—ether—-cfm)

(/N5 A—=4]

<no.>

MA @B S 2 HEE L E T,

1.

2.

KRNT A — 2 W D HIHE
BT EEA

TEO EHH
0~65535

<vlan id list>

YO MA TEAT S VLAN 2 8E L £,

1.

ARG A — Z B WO W HE

A TEEEA

B D% TE #iH

<vlan id lis>DIFEFH 1, £z, HOFREHPICHONWTIL (T A—FITIRETE L] #RL
TLIE&EW,

primary-vlan <vlan id>

%MD MA CTCFMPDU X592 L XI5 74~V VLAN ZHELE T,

L FRT A— 2 EUEROXIHIE
vlan-group <vlan id list>"C#§/E L 72 VLAN U X hOHMn D, HED VLAN 3774~ Y VLAN &
LT EnET,
2. fEOBGEHA
1~4094
3. ANRTA—ZMHRFOIEEFH
vlan-group <vlan id list>"C$5 & L 72 VLANID Z#5E L T 72 &0,
[3~< 2 FAEBSRDBNE]
L
LEE~DFE]
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41 CFM

[ERTEED /B E24# ]
BEFE%, ¢ <IOERAICKmENET,

Re
fi

[FEEHE]
el
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42 LLDP

4 2 LLDP
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42 LLDP

lldp enable

AR— K TLLDP OEMZBHME L 9,

[AHRH]
TR OBE
lldp enable
TEWOHIER
no 1ldp enable

[ABE—F]
(config-if)
A =Py bA 2 FT=—R

[N A—=4]

L

(27> FEARBRBEOEE]
2L

LBE~NDEE]

L

[ERTEED Iz B 5244 ]
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42 LLDP

lldp hold-count

AEENEFET D LLDP 7 L — Akt U TS E AR R T DR 2 fEE L 77,

[ABRH]
THHRORE « BH
11dp hold-count <count>
THEHOHIBR
no 1ldp hold-count

[ABE—F]
(config)

(/NS A—4]
<count>

AIEENEE T D LLDP 7 L— Akt LT, BEEEEEEDMREFT 5 % 1ldp interval-time 221~ > N THF
E LT EIC KT 2R THE LES, R 65535 2B 2 28581%, KKRETH D 65535 THE

LET,

1. AKoRT A — Z B DY
B TEEEA

2. fEOBREHIH
2~10

[0 > FERREDENE]
AIEE N EEFET D LLDP 7 U— ATk A Mgtk 7y, REFT AL 4 &0 £,

[BE~NDFEE]
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42 LLDP

lIdp interval-time

AEBMNEET D LLDP 7 L— LD EERREIEELET,

[ABRH]
THHRORE « BH
1ldp interval-time <seconds>
THEHOHIBR

no 1ldp interval-time

[AAE—F]
(config)

[INFA—=42]
<seconds>

ABEBNEET S LLDP 7 L — ADEEMIRE R EM CHE LE T,
1. AT X — 2 BWEEOHIHIE
B TExEHA

2. fEOBREHIH
5~32768

[O7 > FEREBDENE]
AMEBNEET A LLDP 7 L — A DO EMIBIT 30 b L 720 £,

[BE~DFE]
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42 LLDP

lldp management-address

LLDP D&Y RLAZHZELET,

[ABRH]
THMORE « BH
11dp management-address {ip <ip address> | ipv6 <ipv6 address>}
THHOHIBR

no 1ldp management-address

[AAE—F]
(config)
[INFA—=42]

{ip <ip address> | ipv6 <ipv6 address>}
FHT RLAZEELET,

1 ANRT A= Z B O ME
BT EEA

2. fEOBREHIH
IPv4 7 RV AE L IPV6 7 KLU AZFREL 1,

[O7 > FEREBDENE]
PREEE ST FL A Z WML EH A,

[BE~DFE]
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42 LLDP

lldp run

LLDP #REZ BN L ET,
[ABRERK]
TEHROFKE
1ldp run
1EHR O HI R

no 1ldp run

[ABE—F]
(config)

(/N5 A—=4]

L

(27> FERBRBEOEE]
LLDP #&REIT M & 72 0 97,

[BIE~NDEE]

L

(B2 fIE D R BR 524 ]
BOEMATR, +<IERICKBShET,
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Fl2fm V749 L—2 3 0IS—FAyt—

43 OV IJ74 00— 3 URERD

o~

Io—AvtE—>
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43 avIJ45L—

AVRERDIS—Ayt—3

43.1 32745 L—2 3 ViREBDIS— A vtE—2

43.1.1 &£@

® 431 HBOIS—AytE—2
Fyt—3 RE

<valuel> has already been set -- <value2>. <valuel>FE AT TICHE SN TVET, <value2>H R E T £8
ATLT,
<valuel>tEHRZHIBRT 52y, HIFFL CODIERAHRE SN TN D0
R LTI,

<valuel> has already been set. <valuel>EHRN T TICHES N TWET,
<valuel>HFHZHIBRT 52y, BIFEL TODIEMARE SN TN DH
Egmu LT~ =y Y

Can not change it because data is not —HTDHTF—HZNRNDT, EERTEXEREA,

corresponding.

BHEMBOPNAET D0ER L T 7ZE0Y,

Can not delete it because data is not

—ET LT —FN e, FEETEELTHRELTWDIOT, HIBRT

corresponding. XEHA,
HIBR R T — 2 B35 570y, ETLEFEBELTHEEL TORWLMERL
TLIEZEYY,
Can't delete this configuration referred by other | D> 7 4 7 L—v a U RE0DaLr 7 4 7 L— a U THES
configuration. NTWDHTOEETEER A,

BRLTWAary 74 7 Lb—arZHlR LT & CHEERKL T
<T2EVY,

Interface not found.

BELILA 72— ANRA2O00 £H A,
AR T == ADBRELHRLTIIZEUN,

Invalid IPv4 address. -- <valuel>

<valuel>iZ IPv4d 7 R L ZDO#iFAS T,
FPFHN OB TREL T EEW,

<valuel> : RIE7R Ml

Invalid line type.

BRI 23 R IE T,

Invalid port number. -- <valuel>

<valuel>|IR— &S O#FASNTT,
FFHARNOE THREL TS Z30,

<valuel> : RIE7R Ml

Invalid Mask. -- <valuel>

<valuel>|I V7 % v b~ X7 O T,
FFHN O CTRE L T X,

<valuel> : RIEZR i

Maximum number of entries are already
defined (config memory shortage). <valuel>

ay 74 b= arDEFEARY RS ENIC
R MY ZHIE
TZEV,

R0 FELE,
L, save a3~ REFITLIHETEMLT

<valuel>: = U4

Maximum number of entries are already
defined. <valuel>

IWKREEU FDary 7 4 7L—2a v ZRELELY E LTWAD,
INAEMHRROBETCary 74/ b—varE2EELELS LT
S
FEHLZ2Wa 7 0 7L —va U EHIBR
Wy,

LT HEEREL T

<valuel> : [NESHHR KO R4

Not found <valuel>.

FBE Lz<valuel>fFE RN Ao 1A,
<vlauel>TERMBFRE SN TV DR L T &,
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43 AV I L—LaviREBOIS—AyE—

Ayt—

RE

Syntax error -- <valuel>.

arv 74l —arD oy 7 AETIMENRETT,
ELWS o H v 7 AFIIMETHELTLEIN,

<valuel> : RIEZfE

The different name is already defined.

HIp B4R T TICRESNTHET,

The sequence number exceeded the maximum
value. Try "resequence” Command.

U AFGPRKNEEBZE L,
> b U OFREEIT HITIL, resequence 2~ REFEITLTMD,
BEZOTY M OEEEIT->TIIEEUY,

This configuration has already been set.

IDar 74— g VT T TIRBRER ST,

Too long value or illegal format (max
<valuel> characters).

AH U= SCHE 0 e Kfiti<valuel> 2 8 2 TV 57y, RIEARBRO ST
FRAS>TWET,
WRHLNTWD T+ —~ v FTRELTLEEV,

<valuel> : AJJATREZ2 SCFHK

Too long value or illegal format (max
<valuel> digit number).

AT LT Bl DN e Rt i<valuel>Z i 2 TW A 7Dy, RIERBRO L
FRAS>TWET,
RHLNTWD T+ —~y FTRELTLEEV,

<valuel> : AJJRIREZeMTEk

43123307459 L—2 a3 DmELEEER

R 432 AV T4 L—2avDRELBEDIS— A ytE—T

Ayt—U

<process> is starting. Please try again.

PR E AN L G B
R 2 B W THEFATL TS IE S,

<process> : 71 7T LA

A specified number of interfaces exceeds the
limitation.

AR T 2= ADEPRRMEEBRL TN eled, RETEEEAT

L7,

Can't execute config command, please try
again.

o AWM TEETT =R ELE L,
B 2 B W THEFATL TS IZ S0,

Configuration command syntax error.line <line
number> : "<error syntax>"

A — T ANDAL T 4 T —gravwy KRRV UE YT R
T7—7T17,

<line number> : 2 &°—7 7 £ L D174k
<error syntax> : =7 —xtRDOT L F v I A

Configuration data cannot temporarily delete.
Please try again.

ADENTar 74 7 L—2a URET LTWWRW=D, —FRgIz
HIprCT& R A,
R 2 BV THIATL TSN,

Configuration file is empty.

AT 4T —a VORENRH Y AL

Data transfer failed. (<reason>)

JE— " —R~par 7 4 S — a7 7 A MBI RR L E
L7
A DT debug /XT7 A —F 2T THIATL TATLZEN,

<reason> : < IIFH R

File format error.

T ANT =~y EBAIETT,
FBELE 7 7 ANLBIELODHERL T IEEW,

File name is a directory.

TA4VZ N ERETDHZEILITEERA,
T ANLERELTLIEIN,
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43 avIJ45L—

AVRERDIS—Ayt—3

Ayt—:

ES

File name too long.

BESNTEZT7 7 ANAPEBRETET,

T ANEEEL LTLLIEEN,

Filename or directory path is too long.

B DS AN il X
RADES#H L LTS,

Logical inconsistency occurred.

AT 4 T = a VICFERECTHET, RIZRT xS FHE
LTLZEN, FRUIIEY LARWEEE, FERZBWTHEETL
TLEEN,

BT CIRE L TV AEAE, M T davr RE— R~
%ﬁ?ézv/F#M%éhfwkwm,ﬁﬁ:vamm
running-config THEE L T 72 &0,

cend =< REXIEquit (exit) =~ K& [Cul] + [C] =v»
FCH L= L, a7 40— arasy REET LS
A, enda~vr RCTar 7 4l b—varavy RE— REK
TLTLEEN,

CEEOHREFIC T4 v arvavy REFETLEYS
%, BEBETRICHETLTIEE N,

No enough parameters.

WRIA—=ZPIEINTVEREA,
WMBRNT A—=FZHBEL TLEE N,

No such file or directory.

BESNET7ANVERETT L7 FUBRHY EHA,
ELWT 7 AN FEITT L7 FUVAERRELTLLIEE N,

Not enough memory, configuration file is too
big.

BT Bar 74 FL—va Y RRETE D0, FATT57200
AEVHHY EH A,

Not enough space on device.

BEIABFEDORENRY £H A,
REIRT7 7 ANVEHIBRL TS IZEW,

Now configuration data is changing. Please try
again.

ANNENTZary 74 7L —2 g UBR5ET LTV RN
XFEHA,
FEM 2B W THET LTI,

0, MwENT

Permission denied.

BB RO EZIABHMERD DV £ A,

Resource temporarily unavailable.

U Y —=AR—FFRICAR R L TWET,
R 2 B W THEFATL TS IE S,

The command execution failed, because
another command executing.

FITHOa~v REFEALIZRED, a~vr REETTEEHA,

The command execution failed, because
configuration file is editing.

AL T4 L= a U EREL WA, avr RE2FTTEE

T A,

The command execution failed, because
configuration file is saving.

a7 4V —va VRERICRE v RIZFETTEEEA,

The command execution failed, because
multiple commands can not execute
simultaneously.

B D a~ REFRBICETTE £ A,

The saving command is being executed, please
try again.

TR save =~ RREITENTWA D, BETE EHA,
FEMZ BWTHEFET LTI EEN,

This configuration is active.

oAy T4 7 b—a VFFEEZABLTWH D, AR TEE

T A,
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431304594 txa') T4 & RADIUS/TACACS+IE#R

% 43-3 OYA4 2 tE*x21) T4 & RADIUS/TACACS+DIS—Ayt—

Ayt—

RE

Maximum number of entries are already
defined. <valuel>

RREMUEL O MY ZBMLE S ELTWET,
ARElpx 2 b Y ZHIBRL TRHBML TS EEN,

<valuel>: = U4

Port Number is duplicate between auth port
and acct port.

auth-port & acct-port DR — MEZNEHEL TV ET,

43.1.4 SSH &%k

% 434 SSHOIZ—AytE—o

Ayt—

RE

ssh: '<file path>' file open error.(<reason>)

BEZ 7 ANNA—T L TEERA,

<file path> : ¥§ € 7 7 A /L
<reason> : T 7 —7#}I]

ssh: input file is bad format.

AT 7 A NVPARIEREATT,

ssh: Public keys are a maximum of 10 entries
per one user.

AR L 2 — Ym0 R 10 = R U T,

ssh: The number of bits of a public key is out
of range.

NHEEOE Y FEITHEHAN T,

ssh: The public key is bad format.

NN RNIERTEATT,

ssh: The public key is nothing.

NN DY A,

ssh: The public key is too long.

NN RIEBE ET,

ssh: Usernames are a maximum of 20 entries.

a—PFHITRKR 20 = U T,

43.1.5 7R X 4 & DNS &%k

= 43-5

KRR FBEEDNSDIS—AvtE—o

Fyt—U

RE

Same name <value> has already been set.

[ CA4Ai<value>3 7§ TIZRE S AL TWET,

43.1.6 EEBEDEIRIER

& 43-6

EBOEENIS—Ayt—U

Ayt—T

Cannot change the switch model.

WEOETNVIEETEEEA,
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43 AV I L—LaviREBOIS—AyE—

43172 yFIAOES a = ER

£ 43-7 EORYFITOESIZUIDIS—Avte—2

Ayt—

%

'system zero-touch-provisioning' and some IP
configuration cannot be set together.

system zero-touch-provisioning =< > K & —#80 1P f58IE, [FI#R

ETEEEA,

- 2L
— X

IP {2 HIBR L7=d &, system zero-touch-provisioning =1~ > K % g%

EL TSN,

43.1.8 SNMP 53R

% 43-8 SNMPDIS—Ayt&—o

Ayt—T

RE

Group information exceeded 50 entries.
<group name>

TN—THERN 50 = N EBRE L,
RER 7N —THEREZHIRL THHEBML T ZEW,

<group name> : 7 /L — "4

Informs is supported by only SNMPv2C.

A 27— LFEREIZ SNMPV2C THAR— K LTWET,

Uy,

A7 F— LHEREEE T 25513, SNMPV2C @R L T< 728

Invalid oid-tree. <oid tree>

<oid tree>DfE 3 ARIE T,

U,

<oidtree>(2i3 A7 V=7 Fakbll % Ky FRIETHRELTLEE

<oid tree> : 7 U —15FH

MIB view exceeded 50 entries. <view name>

MIBE2—M»R50x M) ZBLE L,
RE2MIB B2 —%HIBR L TOBHBEML T ZEE0,

<view name> : MIB £ = —44

RMON alarm rising threshold is less than
falling threshold.

EITRRfE A T T BEE AR T,
EBMER T ARBMEL EE D K9z LT ES 0,

Subtree of the same MIB view exceeded 30
entries. <view name> <oid tree>

Ffl—MIBEa2—0% 7Y =330 a2 E L,
RERY TV ) —ZHIFRL THLIBEMLTIZS,

<view name> : MIB £ == —%,
<oid tree> : 7V U —{FH

The number of SNMP manager entries exceeds
4.

SNMP =3 —2 vy 4 M) 2Bz E LI,
ARE72 SNMP v 32—V ¥ ZHIFR L TOHEBML T W,

43.1.9 EtEER 2 1) T MEHR

R 439 EHWERI YT FODIS—AvE—2

Aytw—

FS

The cron syntax is invalid.

cron DXy 7 ANIELL HY EFH A,
By AR LT TIEE N,

The event monitoring is already configured.

ARy FERIZ T TIIRESHLTWET,

The file name extension is invalid.

2V T N T 7 ANGLOPIETRIELL Y 8 A,
Fpyl [l.pyc]

[pyol O ENNOYEREFD T 7 A L EXEHE LT
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AVRERDIS—Ayt—3

Ayt—

ES

SV,

The specified script id is already configured.
(script id = <script id>)

FREDAZ Y7 M IDIFTTITHEHAENATHET,

FHEDAZ VT ID ORELHIBRL THZET D0,
<scriptid>Z & L CHERE LTIV,

REEHA D

<scriptid> : fEEINTZAZ U7 N ID

The specified sequence number is already
configured. (sequence = <sequence>)

WEDT 7 ary—r AR TTCIFEHESNTWET,

WEDT 7y arvr—r AR SORELHIRL THRET D0, K
i o <sequence> A F5E L TR E L TL 72 &0,

<sequence>: 7V T a i —l U AEK

The sysmsg syntax is invalid. (interface id =
<interface id>)

BAA v E—VHEROY Sy 7 ANELS B A, YTy
AERERL TSN,

<interface id> : f5/E& 7z X v & — JHERIFEM

The sysmsg syntax is invalid. (message text
= <message text>)

WBAA Yy E—VEROY 2y 7 APRELLS DY EEA, Y F v
AERERL TSN,

<message text> : FEESNT-A vE—VFF R b

43.1.10 4/ —H v MMEHR

R 4310 1 —H Ry bDIS—Fvt—D

Ayt—

RE

Cannot attach the interface specified as a
ring-port to the channel-group.

Uyﬁﬁwbmﬁi
LIITEERA,

? bt4/ﬁ71—X%T—F??Zw_£MéﬁéﬁAéi,U
BT AREEHIBRL TOBERL T EEN,

LizA v H 72— R %R — b F v R LIZBMEE

Cannot attach the interface that specified cfm
enable to the channel-group.

CFM D enable R E LToA & 72— A% R — b F ¥ RUIBIME
o2 LITITEERA,

BRELTAVH T 2— AR — b ¥ XSS E DY
CMMDm%h%M%LTﬁ%%mLT<téV

a2,

Cannot attach the interface that specified mep

to the channel-group.

MEP ZRELTZA V¥ 72— AR — FF ¥ R/UIBMEIEDH L
if%iﬁh

WELTeA UV F T 2— A% R— FF v FISMESEHHEITIT,
AEP%M%LTﬁ%%mLT<téw

Cannot attach the interface that specified mip
to the channel-group.

MIP ZRELTZA v H T 2— A& R— b F ¥y RUIBIMEED 2 E0T
TEEHA,

BE LAV H T 2— AR — hF ¥ RV SMESE 55
MIP ZHIBR L T B ML TS 2S00,

1Zi,

The specified port is not a PoE port.

NI A=ZTHRELIZAR— ML, POER—FTiEHY £EA,

this command is different from this one in
channel-group port.

R—=hF v FVOBENE LA T,
A= FF ¥ RNVOBRENTE —BHIETIEIN,

This command is not supported with this
model.

ZDa<wy REREFARTA—ZE, ZOETIATIERYAR— T,
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43 avIJ45L—

43111 ) O TF7 T )5 —

AVRERDIS—Ayt—3

V= ANT

x43-11 YO TITIVTF—=2avDIF—AytE—1
Ayt—3 AE
Can not change channel-group mode. F ¥ FNTN—TDE— NIEFTEXEHA,

EHRTIHEE, BEHR— MEETF v L—FDF— FEHIKR
%Iz, BEFY XNV ITN—TDF— RRENLIETT,

Can not delete interface of channel-group
because specified port status is up.

shutdown 3F%E SN TWRNWR— " RH D=0, H—
ZEiTTEERA,
aVT7 4 b—a YA — b & shutdown LTL 72 &0,

~ & HIERT D

Channel-group <valuel> has already been set -
- <value2> cannot be set.

— DDA BT 2 —AfL FCR—DF— RIFRETEEEA,

BEFHDT ¥ RNV T N—T
BIMRELE E LTy TNA—T

<valuel> :
<value2> :

Maximum number of channel-group port are
already defined.

TNLLER— FERETEEE A,

Relations between interface of channel-group
and tpid and jumbo_frame in port configuration
are inconsistent.

F v FNTIN—FHE- ) OR— MEEFHERL T IEEWN,

channel-group % 3% & L 7 interface &,
7z interface fHHMO BRI R —EH T,

tpid & jumbo_frame %% & L

The different kind of channel-group mode has
already been set -- <mode> cannot be set.

BEREINTNWAF ¥ RALTA—TDFE— RIEFRCTXFHA,

<mode>: HELLH>ELILE—F

this command is different from this one in
channel-group port.

Fl—F v XTIV —FHE LR — F TREAR
HoET,
Fl—F % F T N—TF
HIERL T 2 &0y,

DEIDHDON

WHRET 2R — MIRENEE I EL

%ﬂ-&
Ax A&

43.1.12 MAC 7 KL RAF—JILiEHR

£ 4312 MAC7 FLRAT—TILDIS—Ayt—

Ayt—3

e

Relations between vlan in mac-address-table
static configuration and switchport
configuration are inconsistent.

mac-address-table static ™ vlan ¥57& & switchport D= > 7 ¢ /'L —
va UIMR—E T, mac-address-table static THEE S 172 vian X
FBE S N4 % 7 = — A switchport access/switchport trunk
allowed vlan THE S L TWRITFIUEZR D 8 A,

The configuration cannot be set because the
specified VLAN ID has not been configured.
(VLAN ID = <vlan id>)

FEE SN2 VLANID IF@ESNTWEEA,
KGO VLAN BFTET DB LT 72 & 0,

<vlan id> : VLAN ID

43.1.13 VLAN 15%R

# 43-13 VLANDIS—AvytE—2

Ayt—T

RE

Can not change mode from <valuel> to
<value2>.

4 CIZ VLAN fERIZ<valuel>BfEE ST\ 5 71&5 <value2>|Z 28 i
TEFEHA, FHE L VLAN FERNICEFT 3 5121, *F%R VLAN %4l
FRLUTHOHBEFEL TSN,

<valuel>, <value2> : VLAN F&5I]
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AVRERDIS—Ayt—3

Ayt—

RE

- port-based : ’K— k VLAN
- protocol-based : 7'&= ~ =2/ VLAN
+ mac-based : MAC VLAN

Cannot change vlan configuration referred by
flow configuration.

FREVlan 2> 7 4 S b—3 a3 4 NV FEIE QS 2T 4
L—ya U TCTHRESNTWS I, BETXERA,

&€ vlan:1/7471/—°/a/%ﬁﬁﬁ”é X, FEEvlan =7 ¢
T—2a VIZREIN TS 7 4 NZEL QS a7 4 7 L—
va VEHIBRLTL E &N,

Cannot change vlan configuration referred by
QoS configuration.

VLAN 27 4 b=y a VIAERTCEETA, RELEA—V Ry
AV H7x2—RAT0E, QoS 7ue—VU A RFTVLAN bRV 7%
AT RTA—FORENDH DD, FN— FOMEHEZRECTEEE
o A=V Ry bA B Tx2—ZD QS 72—V 2 M EHIELTH,
HAR— hOREEEZHRE L T EI,

Cannot delete protocol referred by VLAN
configuration.

HIBRL LD & LTnWd 7 e kaig#Had VLAN O protocol =< > KT
HBELTWET,

protocol =~ o ROEZHIRZICT 1 s a v AHEHlRLTLZS
AN

Can't delete vlan <vlan id> configuration
referred by <valuel> configuration.

BESNIZVLAN (ZRloa 7 4 7 L—varyTHEASILTWA T
DHIBETE R A,

<vlan id> : VLAN ID
<valuel> : VLAN NERESNTWbH a7 4 Lb—va v

Can't set <valuel> which is not configured to
use vlan <vlan id>.

FBESNZ VLANID ITRESNTWERE A,

<valuel> : VLAN ID B EENT-ar 74 7 L—va v
<vlanid> : VLAN ID

Duplicate translated-tag or VLAN ID.

F§7 L7~ Translated ID 131%7°? VLAN ID THEA T T4, F721%, 46
£ L 7= VLAN ID [Z1Z %2 Translated ID & o T3,

WRDOZ L EMER LT3N,

- B D4 Tag ZEIEHR T LV IZOWT, 8725 VLANID TR
Translated ID % $57E L TUW 720y

< HEEOL Tag BREHRT RV ICOWT, AL VLANID TR S
Translated ID Z#57E L T\ 720 )

F8E L7- Translated ID i s 7 > 7 48— F® VLAN ID Z48E L T\ &
T, ZOHA, FTUIKR— O Tag BFEH - MY EZHELT,
Z®DVLANID ZI5ET 50BN H Y £9,

Maximum number of TPID value which can
be used is exceeded.

TPID DIEE SN EN LRI T,

Maximum number which can be used is
exceeded.

HEEKRTHEATLZ7a a2l (ethertype i, llc fE,
filf) 1THRKR12fETY, 122 TRETE A,

snap-ethertype

Mirror port and switchport are inconsistent.

A—hrIF7—V 7D 8021Q Tag fF 5H4EEEHEH Ly ra v
DIT—HR—hL LT, WIARTHEEOR— NEZITT ¥R I —
IR ETETERA,

T I RAR—= NUSOKR— N ETTF v x AT N—T

s Tag BB EHBRAR— N EEFTF v HZNAITN—T

*VLAN IZFTIE L CWAR— b ERITTF ¥ x T —7

c F X R TN—TIFHTRB LTV DA — b

F72, K= 17—V 77 8021Q Tag (M 5HfEZ# AT 2 v
arOIT—R—FrE LT, WIORTHEOR— FEITF v 1L
TN—FIIRETEETA, SHIT, TNHDOR—FEFITFrRIL
TN—TIZB#E L2 VLAN OREDH T EH A,
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AVRERDIS—Ayt—3

Ayt—T nE
«’a haR— b
« MAC R— h
Not found VLAN-ID <vlan id>. FEE SN VLANID 3% E SN EH A,

<vlan id> : VLAN ID

Relations between access-list and dot1g-
tunnel are inconsistent.

727 AY A % VLAN A > & 7 = —A® Outhound {252 E LTV

5, EI3BmHEMEIZ VLANID 2537 7 A U A % Outbound |2

RELTWAHT=D, HEEIZ F/Z\)/ﬁf—b% RETEEEA,

Fo RV TR—FOREE, WOREIZFRFFHZITEERA,

-7 EAY A ~E VLAN 4’ A7 = —A@ Outhound |ZJEH &1 %
Nl

- MR VLAN ID 28 8e 7 7 2 U 2 | % Outbound 1238 ] &+
HZ kb

Fo RV 7R — NOREEHIRT 50, BHEMIZ VLANID 25

i&w?ﬁtxij%4 PRy "B 72— AZHEALTL

X\,

Relations between access-list and vlan
mapping are inconsistent.

MM VLANID 2587 7 £ 2 U 2 k% ethernet > % 7 = —

A @ Outbound IZF%E L TV 5728, ethernet f > & 7 = — A|Z Tag &
WEBRETEEEA,

Tag Z#a L, BHSEMIZ VLANID 2887 7 & 2 Y % k% Outbound
WA SE D Z EIXFEIFFCTE A,

Tag ZHa % HIBRT 52, BRHEFMHFICVLANID 2E5 20T 78R

A RNERELTLIIZESN,

77 AU A K% VLAN A >4 7 = —A® Outbound IZ5%E L T\ 5
7-®, ethernet f > % 7 = — A2 Tag BMAEHE T EHA,

Tag &1L, 727 AV A % Outbound |2 X5 2 LIXFIFEC

TEEHA,
Tag 2 & B3 572>, Outbound IZ7 7RV R M &M SEARNT
<TEEW,

Relations between mac-based and vlan-
tunneling-enable are inconsistent.

MAC VLAN & VLAN koY U ZIEFFFICERE TE £ A,

Relations between protocol-based and vlan-
tunneling-enable are inconsistent.

7'v kAL VLAN & VLAN b ) o ZI3RRFICRRETE 8 A,

Relations between vlan in dotlq
configuration and default vlan are
inconsistent.

switchport mac dotlq vian \Z7 74V N VLAN 3 ETE EH A (rA
7 4 7 VLAN EEFRFZERS)

Relations between vlan in dotlq
configuration and mac vlan configuration are
inconsistent.

switchport mac dotlq vlan & switchport mac vlan @, [6 U VLAN % 87E
LTWHTEORETEEE A,

Relations between vlan in dotlq
configuration and native configuration are
inconsistent.

switchport mac dotlq vlan & switchport mac native vlan @, [F] U VLAN
EHRELTWAIORETEEEA,

Relations between vlan in mac-address-table
static configuration and switchport
configuration are inconsistent.

mac-address-table static @ vlan $§7& & switchport =227 ¢ 7' L— =
Y IRAR—$r 9, mac-address-table static CHEE S/ vian 1, FEES
NicA % 7 = — A D switchport access/switchport trunk allowed vlan T
BEINTORITIERD 8 A,

Relations between vlan-tunneling and IP

VLAN R R U 7 & IPEROBEBENPA—ETT, VLAN oV

configuration are inconsistent. TEERL, IPEREFETETERTA,
The VLAN cannot be set because it is BESNZVLAN IR — I 7—Y V7V THREIN TS 72, %
referred by port mirroring configuration. ETEEE A,
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The VLAN ID cannot be deleted because it is
referred by 'no mac-address-table learning'.
(VLAN ID = <vlan id>)

F8E & 7= VLANID 1 MAC 7 R L 2%
WA, HIBRTE 8 A,
ZRLTWbSar 74 7 L—arZHIB LS E THIYTLTLE
Xy,

Bk oFE CHEAESNT

<vlanid>: VLAN ID

VLAN is not MAC VLAN.

switchport mac vlan T#&/E& L 7= vlan 28 MAC VLAN TiZH W 8 A,
MAC VLAN Z45E L T 7280,

VLAN is not Port VLAN.

F8E S172 VLAN (378 — b VLAN Tiddh v 8 A
A—F VLAN ZIEE L T EEW0,

VLAN is not Protocol VLAN.

switchport protocol vlan TH§@&E L7= VLAN 23712 k =/ VLAN Tlidd
N FEH A,

7v Fa/LVLAN Z3E L T 7Z S0,

43.1.14 R/IN= 5 ) —IE$R

& 43-14 RNNZ2TYI)—DI5—

Ayt—

Ayt—

RE

Cost is over 65535, please set up in 1 to
65535 or set pathcost method to long.

cost DAY 65535 LI =C9, cost DA% 1 2>5 65535 DHEEFH TR ET
%7, pathcost method % long (2L T 72 &0y,

Maximum number of MST instance are
already defined.

MST A > A B AP T TR KRB E SN TNET,
MST A > A& v AR K 16 TF,

BETES

Pathcost method is short, please set up in 1 to
65535 or set pathcost method to long.

pathcost method 7% short ©9-, cost DfE% 1 2> 65535 OFIPH TR E T
% 7>, pathcost method % long (2 LT 7230y,

Relations between PVST+ and the protocol-
vlan or mac-vlan configuration are
inconsistent.

PVST+&, 7'm b2/ VLAN F721% MAC VLAN [Z[FIFFIZERE
A,

TEE

Relations between vlan-tunneling and
spanning-tree configuration are inconsistent.

VLAN ho R T avo 4 lb—yarb A=y 7Y —ay
T4 T —a OB A—KTT, VLAN hoRrY v ray
TAT—a VERETDHEIL, A= 7Y ) — 2T 505
BH0ET,

spanning-tree: maximum number of MST
instance are already defined.

MST A U AX VAN T TICRKREHE SN TWET, RETE D
MST A > A& o AT K 16 TT,

43.1.15 Ring Protocol 1&#R

% 43-15 Ring Protocol DT 53— A vt —1

Ayt—3

AR

axrp-<ring id>-<group id>: vlan-mapping
<mapping id> is already configured in
another vlan-group.

fBE SN VLAN = » B 73T CICE—Y 7 ORID VLAN 7
N—TIEREEINTWET,

1Z530 VLAN Z L — 7S HIRT 5 7,
ALTLEEN,

BID VLAN = > © o i

<ringid>: V> 7 ID
<group id> : VLAN 7 /L'—7"ID
<mapping id> : VLAN ¥ v £> 7" ID

axrp-<ring id>: cannot configure this

R—=FF¥XNVZEIMLTNWDEAL VHF T 2—RZ, U T R— I
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command to channel-group port.

ETEEE A,

<ringid>: V> 7 ID

axrp-<ring id>: maximum number of ring-id
are already defined.

EEERTHATED Y V7 IDIEIRK24ETT, 24281 TRE
TEEH A,

VU D &iBINT 55
AN

HlE, BEFHOY 71D HHIBLTLIEE

<ringid>: U > 7 ID

axrp-<ring id>: maximum number of ring-
port are already defined.

Vo ZR—1E, —oDV 7 IDIK LT ORELET,
BIDOR— R 2V 7R — MIRETHHEIL, HEFHDY T R—
FEHIBR LTS IE&E W,

<ringid>: U > 7 ID

axrp-<ring id>: this interface is already
defined as a ring port of other ring
configured the same vlan-mapping.

BESNTA LV E T 2—A1F, Ra<wr RTHRELLY Y 7IC@EA S
NTHWLVLAN~ BV ERICVLAN Yy BV 7 2EHA LT D
ErOV > TOY TR —ME LT, T TIHERESILTWHET,
WA LV E T 2= AEHEFY) CIRET D0, E2EBOA U F
Tz —AEFELTLEEN,

<ringid>: Y 7 ID

axrp-<ring id>: vlan <vlan id> is already
configured in control-vlan.

B S 72 VLAN IE, 3 TIZHIE VLAN IZRRE STV E T,
HIE VLAN 75 3% 2 VLAN ZHIFR3 %2>, Bl VLAN Zf#EH L T<
720,

<ringid>: U > 7 ID
<vlanid> : VLAN ID

axrp-<ring id>: vlan <vlan id> is already FEE SN VLAN i, 3 TIZiEno U > 7 ol VLAN IZBE Sh
configured in control-vlan of other ring. TWET,
E00 Y 7 Ol VLAN 7532 VLAN ZHIBR$ 525, Bl
VLAN ZfiHH L T< 7230,
<ringid>: U > 7 ID
<vlanid> : VLAN ID
axrp-<ring id>: vlan <vlan id> is already FHE ST VLAN I, T CIZZ EFEHER VLAN [CRES T TV E

configured in multi-fault-detection-vlan.

E
L ERBELS VLAN 5
HLTLZEW,

%Y VLAN ZHIBRd 57, BlD VLAN % fif

<ringid>: U > 7 ID
<vlanid> : VLAN ID

axrp-<ring id>: vlan <vlan id> is already
configured in multi-fault-detection-vlan of
other ring.

FEEEINT- VLAN IZ, 3 TIIEho ) v VDL EEERER VLAN 12
RESNTWET,
1IN0V T OLEREREN VLAN 05

BID VLAN ZfEH L T 72 &0,

7% VLAN Z B9 % 7,

<ringid>: U > 7 ID
<vlanid> : VLAN ID

axrp-<ring id>: vlan <vlan id> is already
configured in vlan-mapping.

FBEENTZ VLAN 1L, T TICVLAN = v BV IZHRESNTWE

j“o

VLAN = » ' 7253524 VLAN Z B35 7, Rl VLAN %46
LTLZE,

<ringid>: U > 7 ID

<vlanid> : VLAN ID

axrp-<ring id>: vlan-mapping <mapping id>

FRE SN VLAN ~ v B 7%, T TIUEAD Y 7D VLAN 7
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is already configured in vlan-group of other
ring.

N—TIEE SN TWET,
1Z7°0 VLAN 7 /L— 7581 % 75,
LTLIEEN,

B VLAN 7 v — 7 % fifi

V> 7 ID
<mapping id> : VLAN ¥ > &> 7" ID

<ring id> :

axrp-vlan-mapping-<mapping id>: vlan
<vlan id> is already configured in control-
vlan.

B S 72 VLAN IE, 3 TIZHIE VLAN IZERE STV ET,
il VLAN 20 53%4 VLAN ZHIBR9 57, Bl VLAN 25 L T<
77 a0,

<mapping id> : VLAN ¥ v £°> 7" ID
<vlanid> : VLAN ID

axrp-vlan-mapping-<mapping id>: vlan
<vlan id> is already configured in multi-
fault-detection-vlan.

FBE SN 7= VLAN 1L, T CICEEEEER VLAN [CRESNTVE
7,
L EEELA VLAN 72 D%

LT IZEN,

- ZJu
CHEXAE

2 VLAN ZHIBR9 272>, B> VLAN %

<mapping id> : VLAN ¥ v £°> 7 ID
<vlanid>: VLANID

axrp-vlan-mapping-<mapping id>: vlan
<vlan id> is already configured in other vlan-
mapping.

BESN VLAN 1L, T TIRIENDO~ vy B AR ESNTWET,
15D VLAN = » B2 7 v 5% Y VLAN Z IR %25, B VLAN
PEHL T,

<mapping id> : VLAN ¥ v £°> 7 ID
<vlanid> : VLANID

43.1.16 IGMP snooping &R

= 43-16

IGMP snooping D TS5 —* v t—:

Ayt—3

A&

Maximum number of VLAN are already
defined.

IGMP snooping CIHEETZ %
THETEEEA,

VLAN I8 K 64 fHTJ, 64 %%

Relations between igmp snooping and vlan
mapping are inconsistent.

igmp snooping % &% E L T\% VLAN T k> 7 R— hMZ vlan

mapping 5 E CTX £H A,

Relations between igmp snooping and vlan-
tunneling are inconsistent.

igmp snooping & VLAN kY v 7 & FRHZHEE TE A,

Relations between mrouter in igmp snooping
configuration and channel-group configuration
are inconsistent.

mrouter = ¥ FNV I N—TE S THRET 2 HEE, REFHDF x

INTN—TBEEREL T IEEN,

Relations between mrouter in igmp snooping
configuration and switchport configuration are
inconsistent.

mrouter THRE L7-AR— FE71EF ¥ x T N—71%
AL CWEREA,
FBLTCWAR— MERZET vy I T N—T%BEL T IEEN,

%24 VLAN |2

43.1.17 MLD snooping 1&g

% 43-17 MLD snooping DT S5—* v t—3

Ayt—U

3]
1}

FS

Maximum number of VLAN are already
defined.

MLD snooping TH&E CT& 5 VLAN |3k 32 8¢9, 32 fll&Bx T
BETEERA,

751



43 avIJ45L—

AVRERDIS—Ayt—3
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Relations between mld snooping and vlan mld snooping Z#% & LT 5 VLAN T k7 > 7 7" — KZ vlan
mapping are inconsistent. mapping Zf5E TE £ A,
Relations between mld snooping and vlan- mld snooping & VLAN k> R VU U 7 2 RFFIZIRETE $H A,
tunneling are inconsistent.
Relations between mrouter in mld snooping mrouter & ¥ R/ TN —TE S THRET 295G, REFHDOF ¥
configuration and channel-group configuration | */L 7 L —7FEZHEE L T 7E S0,
are inconsistent.
Relations between mrouter in mld snooping mrouter THR/E L7=R— F 7213 F v RV 7 A—7133% 4 VLAN 12

configuration and switchport configuration are
inconsistent.

IR L TCWER A
AL TSR — FERITTF ¥RV TN—T2BELTIEI N,

43.1.18 IPv4 @IE1E%R
* 43-18 IPABEDIS—AvtE—o
Ayt—T A
An IP address is duplicated in the interface and | IPfE#R CRE L7727 RL A LREEIEM CRE LT RLANREBE L

in a route.

TWET,
T RUAPREBELRVWE IITHEEL TS0,

Can not change IP subnetmask configuration
when NTP broadcast configuration has existed.

NTP broadcast DIEHMMNFE L TWET,
NTP broadcast [ # HIR L7=H &, PV 7 Xy MEREZEL TL
720,

Can not delete a primary IP address when a
secondary IP address is existing.

T H XV IPT FUARFEELTWET,
v FYIPT RLRAEHIBRLEZSE, 794~V IPT RLA%
BB L T 7Z& 0,

Can not delete IP configuration when NTP
broadcast configuration has existed.

NTP broadcast D& #HNTFE L TWET,
NTP broadcast fE# &z HIFR L7=&H &, IPHEWMEHIFRL T EEW,

Can not delete IP configuration with ARP
configuration.

ARP DIFHRNFEL TWET,
ARP EHRAZHIB L72H &, IPIFERZHIRL T ZE W,

Can not set a secondary IP address on an
interface which does not have a primary IP
address.

T34 <2V IPT RLADZEDRWNWA L Z T =2—R|T, EHHY
P77 RLAZRELLI ELTWVET,
IS4V IPT RLAZBRELTLFEEN,

Cannot delete static ARP because entry
assigned same IP address exists.

FUIPT RLVADAET v 27 ARP = ) BNFEET H72, Hl
RCTEEHA,

FUCIPT RLADZAET (v 27 ARP NEIET H5A1%, HIRIETE
TA LU AT 2—AETHRELTLLES N,

Inconsistency has occurred in a setting of IP
address and ARP.

IPEHRCTHRELEZT RLALE ARPIEHR T
FT—=2 7 RLAICFENELTOET,
Fy b= T RFLRZELLIEEL TSN,

RELET FLADR Y

IP address is duplicate between interface and
static ARP entry.

IPIEHMTRELTZT FL AL ARPIEITRELEZT RLANEE
LTWET,

T RUABRBEBELRZNE ) ITHEEL TSIV,

Some IP configuration and 'system zero-touch-
provisioning' cannot be set together.

—HRD IP I & system zero-touch-provisioning =~ > RIZ[RIFERIZE
ETEER A,

system zero-touch-provisioning =~ > RZHIBR L7=H &, IP
FELTLLEEN,

Tz

The following items conflict: address in the IP

nh

IP TRk L7z 7 N LR &S Ca% e L 72 nexthop D¢ v K
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information and network address in the route.

T—77 RLARZFERECTNET,
nexthop Z1E L <ERE LT 7ZE0,

The following items conflict: the IPv4 prefix
and the mask. Non-masked bits must be zero.

BETSVI 47 ADI VAT « By MZIBNBESNTHET,

BREEHIBRLTHLRELE LT EEN,

The IP configuration cannot be deleted because
the route configuration has been set.

PR FEL TV ET,
R EREHIBR LIcd &, IPIEREHIBRL TS0,

The routes destined for the same destination
network cannot be set.

[ USE2E% > N —27 O IPvA BRI HRE SN TWVET,
BREEHIBRLTHLRELE LT EEN,

43.1.19 IPv6 BIETER

* 43-19 IPVB BEDIS—Avt—o
Ayf—: RE
An IPv6 address is duplicated in the interface IPV6 [EHRTRE L7727 FL A LRBEER CHRELZT RUANER

and in a route.

LTWET,
T RUAPREBELRZWVE IITHEEL TS0,

Can not delete IP configuration with NDP
configuration.

NDP OIEHMMAEE L TWET,
NDP fEH A MR L= &, IPERAHIERL T E &,

Duplicate IP address.

FUCIPT RLARRESNTVET,
TRTOIPT RLANRZ=—TIZR D EIITREL T ZE N,

Duplicate prefix.

Fl—7L 747 ADIPT RLANRRESNTWET,
TV T 4 P AR =—TIZRBEIICHELTLEEN,

Inconsistency has occurred in a setting of IPv6
address and NDP.

IPIEFHRCRELET L AL NDP IEHRCRRE LT KLADT K
LA VT 4y 7 AT ERAELTWET,
TRUVATL T 4 v 7 AZELLIEELTLEED,

IP address is duplicate between interface and
static NDP entry.

IPIEHRCHRELEZT FL AL NDP IEHCRE LT RLANESE
LTWE,
T RUANREHLZOVEIITHEEL T IEE N,

Maximum number of IP address are already
defined.

UL, IPT RLAZHBETEERA,
X MU — 7R AR L TS0,

Maximum number of linklocal address are
already defined.

Ll Vs m—hAT RLAZRETEEE A,
Ty N — 7R EBHER LT EE0,

Relations between ip address and local address
are inconsistent.

IP7 RLALa—hLT KL ADBRAF—ETT,

IP7 RFLAFa—hLT RFLAERREZT FLAZHRELTLLEES
W,

The following items conflict: address in the
IPv6 information and network address in the
route.

IPV6 1 H CRRIE L7277 R L R &R AEH# TR E L 7= nexthop D% v
NT—2 7 RLRIZFEPRAELTNET,
nexthop Z1E L <RE LT 7ZE0,

The following items conflict: the IPv6 prefix
and the prefixlen. Non-masked bits must be
zero.

BES V74 v ADI AT « By MIIBNEEINTHET,

PR ZHIBR L TORELE LT EEY,

The IPv6 configuration cannot be deleted
because the route configuration has been set.

PEERAEMAFIEL TV E T,
R MAAIBR LT2b &, IPVE IEREZHIBRL TS 7ZE W,

The MTU of the interface using IPv6
configuration must not be less than 1280.

IPv6 2T 514 %7 2—ATITMTU % 1280 L /NS T&EE
A,
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MTU % 1280 LA BT LTS 7Z& 0,

The routes destined for the same destination
prefix cannot be set.

R UsEE% Y F T —27 O IPV6 fRIEAFRES N TWET,
KA HIBR LT DR E LIE L TL E &Y,

43.1.20 DHCP H—/\#4gE

% 43-20 DHCP H—/\DIS—Ayt—Y

AytE—

Rz

<The unique key> overlaps with other entries.

[Al— pool PN C network & host,”hardware-address % [FIFFIZERET 5 2
LiIFTEEE A,

EL LG aHIbRE, RELTIIESN,

Cannot delete the definition because referred
to by <value 1>.

DAy T 47— a iivalue ISIZB I TV D - DHEIBR T
FH A,
ZRLTCWAar 74 7 b—ya 2B Ld & THESEML T
&,

Exceeded the number of maximums that it
was managed with IP dhcp pool.

BREEY TRy MEEBAE LR,
network & host & Ex RE LT &0,

Host is already used.

[Bl—IP 7 FLA® host N9 TIZEH SN TWET,
BB IPT RLRAEZEELTLEIN,

Interface not found at '<Interface Name>'.

BEAVE T2 —ALROA 2T 2 —ARFA200 £d A,
BESNIA v H 72— ALHTHRELTLLEE N,

Invalid time value.

T2 2 e IR E T
EELWEHZEE L TS EE 0,

It exceeded maximum number of IP-address
pool.

IP7 RLAZ—LORKEEZBZE LT,
network & excluded-address #% & D RE L 217> TL 7280,

network conflicts.

Ky hU—Z 3 FELTOET,
FNDOFy NI — 7 FREL host FELZMER L CTELWWR Y hT—2 %
AN LTLIEE N,

The key name of the zone isn't found.

V= MEBNTHRES L —HFRA R RON0 £H A,
FlEWREMR L TSN,

43.1.21 7 0—BHE— K/70—8/EEH

£ 4321 JO—RBHEE—F/720—FHEODTIS—AvtE—T

Aytw—

RE

Cannot change the flow detection mode.

TV EAVARNEIZQS 7 —U A MRA &7 = —AIZHHA &
NTWa7ed, 7r—fRE— NELAETEERA,
Ta—BHE— FEETLIZWEAIE, A7 c—RZHEH S
TWVWBHU A RETRTHIFRL T ZEN,
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Cannot attach this list because flow detection
mode layer2-1.

7 u—RHEE— N2 layer2-1 DEIIE, 207 7 EA Y A MIEH
T&EEHA,

Tua—fE— RS layer2-2 DL X, IPv4A T 7 AU X M T
i—gﬁo

Woa<y RMEHTEET,

ip access-group 2~ > K
Cannot attach this list because flow detection | 7 7 —#HE— 23 layer2-2 DLEIZIE, ZO7 7 AU A ML
mode layer2-2. TEEHA,

7 a—RHE— K2 layer2-1 ® & &, MAC 7 72U A M5
TET,

WDa~y RMERTEET,

mac access-group 2~ > N

Cannot attach this list because flow detection
mode layer2-3.

7 a—HE— K2 layer2-3 O%EI2IE, ZO77®v A Y 2 MIEH
TEEHA,

7 a—RHE— K2 layer2-1 ® & &, MAC 7 7 &A1 A F)S5E M
TET,

WDa~y RMERTEET,

mac access-group 2~ > N

Over two entry as an address family cannot
be set.

ENOT 78 AU A MRTTISEAFEATT,
TI7RBAVAMEEALEZWSEAIZE, @HINTWAT 78R Y X
FOBAEHIRL TS, 7o TLIEE Y,

Relations between access-list and dotlq-
tunnel are inconsistent.

HEEICP RV VIR —=FE2RELTWAEED, T/7E8AV A%

VLAN A > % 7 =—Z® Outhound 125X ET 5 Z &, BILOMH M

IZ VLANID &7 7 & A Y A b % Outbound IZFRETE ¥ A,

Fo RV TR—FOEREE, WOBREIIFRFHITEERA,

« 7B RAY A KM% VLAN A % 7 =—A® Outbound |23 SH 5
¢t

- MHSEIC VLAN ID 28 8e 7 7 2 U 2 | % Outbound 1238 ] &+
5L

Fo 3V 7R — N OREEHIRT 50, MRS VLANID 25

FRNWT IV ERAY AN, =YXy b U F T =2—RZHALTLE

S,

Relations between access-list and vlan
mapping are inconsistent.

gthernet f > % 7 = — A2 Tag B EFHE L T\ D728, BRI
VLANID &7 7 AU A % ethernet £ > % 7 = —AD
Outbound IZFXETE 8 A,

Tag Z#a L, BHHSMHIZVLANID 2887 7 & A2 Y A k% Outbound
W S5 Z EIEFRIFFICTE FHA,

Tag Mz HIRT 52>, BRHEEMHFICVLANID &2 T 78 A
ZMEFELTLIEES N,

ethernet f % 7 = — R |2 Tag B ZHE L T\ D7, 77&8AY
xF%WAN4V&7i~x@mmwmh&ﬁf%iﬁh

Tag ZHal, 727 ®AY A k% Outbound |2 S ¥ 5 Z & IX[FIKFIC
T&EEHA,

Tag Z5#a% M9 %75, Outbound (27 7 2 U & h @M SHERNT
<TEEW,

The maximum number of entries are
exceeded.

s T ANE T N BEBNESREEBZ TOET,
BB, TOarT4 7L —ar 7y A LTOFERATY N BB X
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zZex T kU EITEM =2 < o K show system THER T& £,
. 75_@&::\3_ RTHR—=F LT\, 2o b 2R E
TEEHEA,
BELET Y PUBRRETE DL 7 —RHET— RiC
BERE LT AL,

IEFLTHD,

This list cannot be set to the outbound of this
interface because this list includes class.

ZOT7EAY A MIFHFEAIITEATEEEA,
TIEAYANNO T —HS ﬁ3 Class HEE SN TV D EHAIC
X, TOT7 7 AT A MIFERMITEHTEEEA,

This list cannot be set to this port.

DT IEAVAMIZOA =V Ry b U F T o—A LA TE
FH A,

A=V Xy MU E T 2—RT 7 A R NHEATHEEI21T,
T7EAY R MNOT v —RHEEO VLAN ID i35 14—

Ty b E T 2= ADBRENRICEEN TV DXLERH Y F7,

This list cannot be set to VLAN.

ZOTI7E®AYAZARMIVLAN A VX 7 =2 —RIZITEHATE £ A,
77'AY A NNO T v —RHSEMHFIZ VLAN ID BMEE SN TV 55
BllE, o778 AU ARMIVLAN A V¥ 7 = — R TIT@#EHA T
FHA, A=V Ry MU EZT72—RZHEHAT DD, BHESHEND
VLAN ID ZHIER L TS 72 &0y,

This list name is being used as other protocol
type by other definition.

ENDOT 78R A N THERBEROLHTT,
WENDOT 78 AY A NTHALTWARAWAREZITGRLERDT 7
AYARNERELTLEE,

43.1.23 QoS 15k

F: 4323 QSDIZT—AytE—Y

Ayt—:

RE

Cannot attach this list because flow detection
mode layer2-1.

7o —RHE— R0 layer2-1 OFE121E, 20 QoS 7r—U A MIiHE
AT EE A,

7 u—fHE— R layer2-2 DBAIZ, IPvAQoS 71— U A hSiE M
T&EET,

Woavy RPEHTEET,

ip gqos-flow-group =~ >

Cannot attach this list because flow detection
mode layer2-2.

7 v —iHE— RS layer2-2 D34
HT&EEEA,

7 u—iHE— RS layer2-1 D4
HATxxd,

WDa~vy RBEHTEET,

mac qos-flow-group =2~ > K

IZI%, 20 QoS 7r—U X M

12, MAC QoS 7z —1U & kA i

Cannot attach this list because flow detection
mode layer2-3.

7 u— T — RS layer2-3 DAL, 20 QoS 7 u—U X hMIjE
ATEEHA,

7o —RHE— R layer2-1 OF41Z, MAC QoS 71—V A k2%
HATxET,

WDa<y FRERATEET,

mac qos-flow-group =~ >

Over two entry as an address family cannot
be set.

{E2°0D QoS 7 u— U A kANl %ﬁﬁTT
QoS 7u—VU R FEHH LIZWEEID
n— U X MOHALZHIRLTHD,

WH X TW5 QoS 7
ﬁ?ff<ﬁéb\

Specified burst size of traffic-shape rate is

FEE LR — MR O X=X b Y A AR RIERMETH 55, F7o
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Ayt—

RE

incorrect, or it is out of range.

IIERERH A2 TOET,

Specified traffic-shape rate value is incorrect,
or it is out of range.

FEAE U 72 AN — NI O AR IR 5 T d 5 2,
EHATHNET,

F 7 IIRRERH

The maximum number of entries are
exceeded.

- QoS = M U HPINA R EZBL TWET,

BE, Z0ar74l—yvarToOAZC NV EBLOEE
v MU HUTER =2~ > R show system THER CTX £,
cZEMT e —RET— FTYHR—F LTV RND
ERETEEREA,

BELLE L P DBRETEDLZEMT v —HRHE— NIZEEL T
Db, BEHRELTIEIN,

2= NN

This list cannot be set to this port.

TP QoS 7r—URAMIZOA =YKy b ¥ T x— A2 5 A
TEXEHA,

A—=HFy MM HT72—A2Q0S 77—V X NEHATHHEIC
%, QoS 7ur—U A FNO 7 v —KHEMH® VLAN ID 25 2
A—H Ry MM UE T2 —ADOBRENRIZEEN TV DILERSH D F
D

This list cannot be set to VLAN.

ZPQoS 7r—Y A RMIVLAN A 4 7 2 —ATEHATEEE

oo

QoS 7ur—U 2 MNOT r—HEMHIC VLAN ID BMEE STV 5
AL, £ QoS 7u—U A MIVLAN A > % 7 = — AL H

f%i@ho4*%*y%4y&7:wzaﬁﬁ¢5m,@m%#w

5 VLAN ID ZHIBR L T 72 &0,

This list name is being used as other protocol
type by other definition.

{ED QoS 7 u—U A N CEREADAFTT,
ED QoS 7r—U A N THEH L TWARWARREZIIRNSRE 2D
QoS 7r—U R MEFELTLLEEN,

43.1.24 LA ¥ 2 ZELEHR

Fz 4324 LAYV2RIADIS—AvE—T

Ayt—:

RE

Maximum number of authentication access
list are already defined.

SRAEREFH T 72 AU 2 N OWNESRMEBEE L TWET,

Over two entry as an address family cannot
be set.

ENOT 78 AU 2 NREHELTT,
TI7RAVANEZHEALIZWEAIZIE, @HASNLTWD
FOEAEHIBRL TS, 1ToTLEEN,

TITERY A

Relations between the authentication force-
authorized vlan configuration and the dotlq
vlan configuration are inconsistent.

54’7‘ /7 VLAN 0)9§ﬁ%unuuﬁf :./7/]'71/‘_‘?‘/5 -/T[JALAD,[E?&
VLAN Z5ET 54, % ® VLAN ID i switchport mac dotlq vlan C
RELTHSD VLANID ZHETE EHA,

Relations between the vlan configuration and
the authentication force-authorized vlan
configuration are inconsistent.

54’7‘ /7 VLAN @aﬁﬁ;‘”nuu T :./7/]'71/‘_‘?‘/5 ./‘/CnthuJ‘_E?(ﬁ
VLAN ZF6ET 554, @ VLANID i MAC VLAN & L CTHH:L
THHRLERHD £,

The 'authentication ip access-group' cannot be
set because the authentication port
configuration is not set.

A — MIRIZRT EDOa~wr REREIN TV WD
authentication ip access-group a2 E T ¥ A,

+ dotlx port-control
+ web-authentication port
+ mac-authentication port
RO Oa v REZYR— B
CTEEWY,

WCRELTZH LT, FRELT
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Ayt—

RE

The "authentication mac access-group' cannot

be set because the authentication port
configuration is not set.

HEAR— NIRRT EDO I~y RHEBREINTWVRND
authentication mac access-group z i% & T& £t A,
+ dotlx port-control
+ web-authentication port
+ mac-authentication port

oo~y REZYR—MIRELEDET, HRELT
<TZE,
43.1.25 |IEEE802.1X &%R
& 43-25 |EEE802.1XNDIS5— A wt—?3
Aytr—3 A&

ChGr <channel group number>:
Inconsistency is found between the dot1x
port-control and the switchport mode
configuration.

IEEEB02.1X FFEZ B E LI F ¥ R/Z—7IZ, [ARFICRETE 72
VY switchport mode =2+ > ROE— RBRESNTNET, EHTED
switchportmode =~ > FOE— NI, 77 &8AE—F, F 72 7F—
F, F£72iZ MACVLAN E&— KT,

<channel group number> : & x V7 — 7K S

ChGr <channel group number>:
Inconsistency is found between the
reauthentication and the ignore-eapol-start
configuration.

F ¥ V7 —"7 D ignore-eapol-start & reauthentication & @ BELRNAR
—H T,
reauthentication 755
FH A,

reauthentication % 3 & L 7= & & C ignore-eapol-start Z7%E L T 72 &
AN

HTE SN TWRWEA, ignore-eapol-start [3F% E T X

<channel group number> : F ¥ %)L 7 —7 %K 5

ChGr <channel group number>:
Inconsistency is found between the
supplicant-detection and the ignore-eapol-
start configuration.

F ¥ RV T )V—TD ignore-eapol-start & supplicant-detection & D Ef%
BAR—ETT,

ignore-eapol-start 238% & S LTV 54854, supplicant-detection (Z disable
ERETEEE A,
supplicant-detection |Z disable 757
IR ETEEE A,

RE STV D, ignore-eapol-start

<channel group number> : F ¥ %)L 7 —7 %K 5

Inconsistency is found between the dot1x
configuration and the I2protocol-tunnel eap
configuration.

IEEE802.1X =2 7 4 /' L—ya v L EAPOL 7 4 U —FT 4 7 a
T4 = a v ORI —KTT,

dotlx system-auth-control & 12protocol-tunnel eap % [FIRFIZE%E
Hoo

TEEYE

port <switch no.>/<nif no.>/<port no.>:
Inconsistency is found between the dotlx
port-control and the switchport mode
configuration.

IEEE802.1X L& 5% E L 7o AR — MZ, [RIRFIZEE T & 721 switchport
mode =~ RDOE— RNPWEINTWET, HHTX 5 switchport
mode =<2 ROE—KRIX, 778 AE—F, hTFo7F—F, £/
1Z MAC VLAN £— R T,

<switch no.>/<nif no.>/<port no.> : A1 v FEHINIF FH/HR— N EH

port <switch no.>/<nif no.>/<port no.>:
Inconsistency is found between the
reauthentication and the ignore-eapol-start
configuration.

A — k@ ignore-eapol-start & reauthentication & @ BRI R —E TI,
reauthentication 233% & STV R WA, ignore-eapol-start [37% & T&
FHA,

reauthentication % & & L 7= & & C ignore-eapol-start Z 7% /€ L T 72 &
AN

<switch no.>/<nif no.>/<portno.> : A4 v FEFEINIF F 5N — FF =

port <switch no.>/<nif no.>/<port no.>:

AR — K @ ignore-eapol-start & supplicant-detection & OBIfRNA—E T
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Inconsistency is found between the 7
supplicant-detection and the ignore-eapol- ignore-eapol-start 235% & STV 534, supplicant-detection |2 disable
start configuration. ERETEXIEEA,
supplicant-detection (Z disable 233% & S 4L TV 5354,  ignore-eapol-start
ITRE T EHA,
<switch no.>/<nif no.>/<port no.> : A A v FFHFINIF F5/HR— hE=
Relations between interface in mac-address- | IEEE802.1X (2 2R — hEIZF ¥ RV I NV—T%, A

table static configuration and dotlx port-
control configuration are inconsistent.

T%/?MACTFVXT TIERBREOH N A V27 = — AT
54 ET%E@/\/D

Relations between MLD snooping and the
dotlx configuration are inconsistent.

IEEE802.1X ® =17 4 7' L—3 3 > & MLD snooping D=7 1 7
L—ya L OBRB AT,

dot1x system-auth-control & MLD snooping X [RIFFIZERE TE £ A,

The authentication port configuration cannot
be deleted because the 'authentication ip
access-group' is set.

authentication ip access-group 23i% & S 4L TV 5728, dotlx port-control

ZHIRTEX A,
authentication ip access-group ZHIBrR L7 d & T, FEFEHE L TS
AN

The authentication port configuration cannot
be deleted because the ‘authentication mac
access-group' is set.

authentication mac access-group 23i% & S AL TV 5728, dotlx port-
control ZHIRTE ¥ A,
authentication mac access-group Z Hilfx L7=d& & T, BEFEML T 72

Xy,

The 'switchport mode mac' and the 'dot1x
multiple-host' cannot be set together on the
same port.

MAC VLAN AR — NZ IEEE802.1X FRFED < /LT E— RiLk
/\/o

ETEEY

43.1.26 Web SREFIEER

% 43-26 Web BEIDIZ—Avt—o

Ayt—

ES

Duplicate IP address.

LT IPT RLARTTIEDLRTWET,
AVETz—RA, B—HNT FLAEDILTHNRWNIP T KL A%
ELTLEEND,

Duplicate network address. Web FBREEEFH IP 7 R L RIZ, A U H 72— AZHRELTEY 7R > b
WZEENDT RLABBEESNHTNET,
Duplicate web authentication port number. Web FBAEH AN — FESVEBE L TWET,
Web FRFEHI AN — FEZRHEBELRNE ST LTI EEI N,

Invalid max-timer . -- <value>

e KB R D3 RS T,
10~1440 F 721 infinity Z 5% E L T 2 &0,

<value> : Web F3GEf K IRFH]

Invalid max-user . -- <value>

B R P — PR FEA T,

<value> : Web #8GiE Kk~ —

Invalid vlan . -- <value>

VLAN ID H§aps ¢,
2~4094 ZREL TLEE W,

<value> : Web 283F# ® VLAN @ VLAN ID

Invalid VLAN ID <vlan id>, not MAC
VLAN

FE LT VLANID I273%24 4% VLAN 28 MAC VLAN TlidH 0 8
/Vo

<vlan id> : FFEH% VLAN @ VLAN ID
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Maximum number of web authentication port | Web F8ZEA R — h&Z & L CGEINATREZR 88k 50E, http A & https T

is exceeded.

AbEToETTY,

Web & thEﬂ%T F%F%Lbuj—éjﬁ/\
TOLNIZLTL EEY,

X, http AL https A TEDHET

Relations between interface in mac-address-
table static configuration and web-
authentication port configuration are
inconsistent.

Web SRR+ AR— &2, AZT 127 MACT RLAT—7 )L
ERBEOH N IA L H T 2 — AR ET D LT TxEHA,

Relations between the web-authentication
configuration and the VLAN mode
configuration are inconsistent.

VLAN E— RN b3V 72— RRE77=F 72 s =20 VLAN ©— FD
A— NI LT, Web BEEOREILTE EH A,

Relations between the web-authentication
logout polling configuration is inconsistent.

Web FRFEDR— U v 7 Hh
Tele, FITTEEREA

ERED a7 4 L — g VSFENEL

The 'web-authentication port' and the MLD
snooping configuration cannot be set
together.

$E[E NG, web-authentication port =~ > K & MLD snooping 1%, [RIFFIC
HETEERA,

The authentication port configuration cannot
be deleted because the 'authentication ip
access-group' is set.

authentication ip access-group 233% & S AL TV 5728, web-authentication
port ZHIBRTE 8 A,
authentication ip access-group ZHIbr L7=% & T, HEE

Uy,

ML TL7ES

The authentication port configuration cannot
be deleted because the 'authentication mac
access-group' is set.

RS

authentication mac access-group 23i%E S AL TW 572, web-
authentication port ZHIBR C& ¥ A,

authentication mac access-group ZHIR L72& & T, HEFEML TS
AN

43.1.27 MAC SREF1EHR

% 43-27 MACEIIDIS—Aytw—o

Ayt—3

RE

Relations between interface in mac-address-
table static configuration and mac-
authentication port configuration are
inconsistent.

MAC i 71ﬁﬂqj‘éﬂ€_ }\ii), AZT v 7 MACT KL AT—7
IVIEBREREDHIIFTA V5 7 2 — AR ETE EH A,

Relations between MLD snooping and mac-
authentication configuration are inconsistent.

JEE N T MAC 383 & MLD snooping 1Z[EIMHCFATTE £H A,

Relations between the mac-authentication
configuration and the VLAN mode
configuration are inconsistent.

VLAN E— F2X bV v 77— RKEEE7 2 b =2/L VLAN £— K
@ﬂ—\o‘—‘ }\ Glﬁb“(, MAC G0 uE@EQH/:E if% i'ﬁ‘/\/o

The authentication port configuration cannot
be deleted because the ‘authentication ip
access-group' is set.

authentication ip access-group 23g% & STV 572, mac-

authentication port ZHIBx CT& 8 A,

authentication ip access-group Z HlIkk L7=d & T, BEHE
/AN

L TL7EE

The authentication port configuration cannot
be deleted because the ‘authentication mac
access-group' is set.

En=—3

authentication mac access-group 23i% & I AL TV 5728, mac-
authentication port Z# HIBr CT& 8 A,

authentication mac access-group Z B L7=d & T, BEFEML T 7K
é l/ \O
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43.1.28 DHCP snooping &%k

& 43-28 DHCP snooping DI S—*vt—o

Ayt—

%

The VLAN target of the DHCP snooping and
ARP inspection is not suitable.

DHCP snooping & 1 73 v 7 ARP Hi# O %4 VLAN 23558 8) Tld &
D EEA,
HAF 2 w27 ARP ki#tid DHCP snooping %149 VLAN & 457E L T
<TZEv,

43129 7y FT) 2 - YE R MER

£ 4329 FyTIVLY - VEUEVRDIS— A ytE—D

Ayt—

FS

Cannot configure this command to channel-
group port.

R=FF¥RXMIBIMLTNEAL v Z T 2—RTITRETE EH A,

channel-group <channel group number> is
invalid.

BESNIEF ¥y RXNVTN—T1F, TTIZT v 7Y 7R — MEES
NTHET,

TIA=IR— BN F YR — FBE—A— M THREINTNE
7

<channel group number> : & )V 7 )L— 7&K 5

Port <switch no.>/<nif no.>/<port no.> is
invalid.

BEINEAR—NME, TTETy 7Y IR —MIBEESRTWET

FIGA U= hEEh L H Y R B E— FTEESRTOE
j—O

<switch no.>/<nif no.>/<portno.> : A1 v F&ESINIF F /R — F K5

Relations between flush-request transmit and
mac-address-table update transmit are
inconsistent.

7wy afflfllZ L—AFEELE MACT RLAT vy 75— 7 L—A
EEIIFRFICRETE EE A,

Relations between flush-request transmit and
reset-flush-port are inconsistent.

77y vafififilz L—ARE LR — Yty MERBIZRIFHIRE TS
E VR

Relations between reset-flush-port and mac-
address-table update transmit are
inconsistent.

B—TrUEy MEREE MACT RLAT v 75— k7 L— AEE LA
RRCRRETE EHE A,

Relations between uplink redundant and ring
protocol are inconsistent.

TNy e YEHE L har T 47 L— 3 & Ring Protocol =
V74 7=y a OBBRNA R T,

T vV vy - YF LK k& Ring Protocol (2[R UAR— k72135 ¥
RNVTN—TITRETEEE A,

Relations between uplink redundant and
spanning-tree are inconsistent.

ToFVr YR E Ny T T =g AR VY
—ar T4 L— g COBBRBRAR—E T,

ToTVor g e VDEE L NERR= 7Y ) — [ LRFHCHRETE £
A,
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43.1.30 R b—Lay FO—)LIER

% 4330 R b—LabA—ILDIT—HFyt—1

Ayt—

%

Filter-recovery-time must not be greater than
recovery-time.

R PREE AR AN 2 b — A EEERFR L 0 K& <o TW
7,

Vi PREE R 1 A b — AREERRFRUL FTOEEREL T
<TEEW,

43131 R—+FSS5—1) VT ER

£ 4331 R—+I5—U DI Z—Avt—:
Ayt—U NE
Mirror port and monitor port are inconsistent. T —AR—bhLE=F—F— MIFLKR— MIFEE Té“iﬁ“/u
17— T MTF ¥ RNV T N—T %R E#é%ﬁ U LTy
FNVTN—FIZFR L TWDHR— MY, E=F—FKR— MIRET
TEH A,

Mirror port and switchport are inconsistent.

R—=HrIT7—U 7 8021Q Tag fH5HEEMHH L2 vy >3
VDI T—R— LT, RITRTREEOFR— NEIFTF ¥ 1L
TN—TIITRETEER A,

TV EAR—= NUSDR— FNELITF v XN T N—T

- Tag BN ERR— b ERITF ¥ RV TN—F

*VLAN IZFTR L CWAR— b ERIETF vy 2T —7

c F X RNV TN—TIZFE L TN DR b

F/2, R—=hrIF7—V 7 ?8021Q Tag (T 5HfEE AT 5 v
yay@‘i A—hE LT, RIZRTEEOKR— MNELITTF v

KT —T &ﬁf%iﬁh EHIZ, ZNHOR—MEIZ
%%zwﬁw— IZBHE L72 VLAN O EH TE EHA,

S = N ) P l\

* MAC R— k

Monitor port can specify only in one monitor
session.

FoH—R— ML, —ODOEFE=F—t v a EIFICGRETEE
T,

Relations between the session with ‘encapsulation
dotlq' and the session without 'encapsulation
dotlq' are inconsistent within same mirror port.

[f—3 7 —R— T, 802.1Q Tag I 5HREAHEMT A a v
& 802.1Q Tag T 5HEREA R L2t v v a viE, RIERHIRET
TEHA,

The number of port mirroring ethertype exceeds
the maximum.

AR—=FIT7—VTICRETES TPIDEORKKREEZBEAEL
77

TPID {4 F 95 & &%, 802.1QTag [T HkEZ AL T\ 54
toialrE0n o AHBRL THhLERELELTLIEE N,

The number of port mirroring VLAN ID exceeds
the maximum.

R=FrI TV TR ETED VLANID Oig REE#BLZEL
77

VLAN ID 228 F 9 % & &%, 802.1QTag fTH5HEREAMHH L T\ 5
2y alrEVoAHIBRLTHALRELELTLEEN,

The port mirroring VLAN tag cannot be set
because it is referred by VLAN configuration.

R—=+rIF—=V 27 DVLANTag IZVLAN D=7 ¢ 7 L—
VarTHRESNTVWDIED, RETEEEA,
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43.1.32 sFlow #i5H1E#HR

% 43-32 sFlow#iztOITS—Avt&—T

Ayt—U nE

Maximum number of entries are already defined. | = L7 ¥ OREENHAEE B X TOET,
AL ZORERE 4BGUTICLTHALTIZEN,

Only either of the following commands "sflow 21 & LT sflow forward egress 7> sflow forward ingress @ £ % & 2>
forward egress" or "sflow forward ingress" canbe | 72} ZfRECTE £,
configured at a time on this device. EERNT 7 4 v I BERMEICLEWEA I, A — o sflow

forward ingress 8§ & T X THIBR L TH b, BEEBRAR— MIFHER
ELTIESN,

ZIENT T 4 v 7 BEHRBIC LI2WEAE, AR — b o sflow
forward egress 5 E & T X THIBR L THh b, BERR— MNIHEERE

LTLEEY,
43.1.33 CFM 1&#R
% 43-33 CFMOIS—Avyt—
Ayt—T NE
Cannot change cfm domain direction. RAA L TEETDH MEP OFMITAER TEEHA,
Cannot change cfm mep direction. MEP O FHIIAEE T EHA,
Cannot configure cfm enable to channel-group T MF¥RVUZBIMLTWDHA ¥ 7 =— A2, CFM O enable %
port. RETEETA,

Cannot configure c¢fm mep to channel-group R—=FF ¥ XVZBMLTNDA F 7 2—R T, MEP ZRETE
port. FH A,

Cannot configure cfm mip to channel-group A= FX¥RVIZBIMLTNDA U F T 2 =R, MIP ZRETE
port. FH A,

Domain level <level> is set with a value less FBELIZ RAAL L L~ULA MEP O EELL FOECTHREINTWVE
than cfm mep. R

<level>: A A 2 L~UL

Domain level <level> is set with values more FBELILERAAL LA MIP OREBEL EOETHRESINTVE
than cfm mip. 4,

<level>: FAA 2 L~UL

MA <no.> is already configured in cfm FREESNT MAGBRBIEBIZTTIZIENPD FAL VICHESNTVE
domain. 9,

<no.> : MA 535

MA name <name> is already configured in FBEINT MALFRTT TIZE—D FA A VIZTRESNTHET,

cfm domain. <name> : MA 45

Maximum number of cfm mep are already MEP D RKiREBZ B R TWET,

defined. AREie MEP REAHIBR L T 72 &0,

Maximum number of cfm mip are already MIP D KR EH ML TWET,

defined. RETx MIP REZHIFRL T 7230,

MEP 1D <mepid> is already configured in cfm | $§& & 4172 MEP ID {39 TIZiZA D MEP IZFXE SN TWET,

mep. <mepid> : MEP ID

Not found VLAN ID <vlan id> in MA. f5E 72 VLAN ID 3FAE L £ Ae MA TRIEH A D VLAN ID

FRRELTLEE N,
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Ayt—o AR

a

<vlan id> : VLAN ID

VLAN ID <vlan id> is already configured in FEE SN 7 VLANID 139" TIZIZN D MA A FRIZERE I TV E
MA name. R

<vlan id> : VLAN ID
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