AX2340S V7 Rz 7I=a7
aA>7147L—23>#1 K Vol

Ver. 1.0 Xt

AX235-5001

AlaxalA



B GRER
ZDO~vZ a7 id AX2340S ZRRICEEEH L TV ET, F/z, V7 b7 27 OS-L2N Ver.1.0 DBREICOWTEEH L TV ET,

B HHEROIE

AHBZHHSNHHEITE, SAEHE X OHEE Z RO % 5 CIOKE OB ERRA 2 E/EOEHBEEER 2 CHERO
DA, BELGFHREEZBISLESV, &b, FAAZEEE, BAEEIGEZIBHVWEDELEZE N,

B EFE—&

Cisco I%, >KE Cisco Systems, Inc. DKEB L UOMHOE % IZH 1T 5 EHEETT

Ethernet i, B+t o v 7 ARSI OBEREETT .

Microsoft 1&, >KE Microsoft Corporation OXKEHB & U2 DD EIC 1) 5 BRI E 12 13FEETT .
OpenSSL &, KEB L UZ Dt EICH T % KE OpenSSL Software Foundation DEREIE T o
Python(R)i%, Python Software Foundation OB %RE T 9,

RSA BL U RC4 1F, KEBLFEDMDEICH T 2KE EMC Corporation DEHHEIETY -

sFlow 1, KEB L FZOMOEICH T 2KE InMon Corp. DEREZETT .

ssh 1%, SSH Communications Security,Inc. D B$xREiIE T,

UNIX 1%, The Open Group OKE7% 5 MO EIC BT 5 BHREETT

Windows &, >KkE Microsoft Corporation OKEHB & U Z OO EIC BT 5 EHREEE 72 13RE T
£ —=HF%v M, ELPoy s 2aE&tossgmiEcd,

ZDIEDD ﬂﬁ@%ﬁ% BRZE, TNENOSHOBED L IIBREIETT .

[ | 7:17)11(3::;:(:.;1, {%ML}T<T“_‘§

BRAHRT 2R, 2 LOFHHEL2 LL<FEAR, TOEML TS0,
ZDT=aTIVE, WOTHBETESLLD, FERFIEEL TS,

—_——

. (& /E/u\
DR ZaTILOREIZODNTIE, MEDID, FERLEETREENIHVET,

W ET
20214 8A (B1hM) AX23S-S001

W =(FE
All Rights Reserved, Copyright(C), 2021, ALAXALA Networks, Corp.



(FC8IC

B SREBPIOCVINTIIT7N-3>

ZDOTZaTIUIE AX2340S #RRICETEH L TCWE T, £/, VI b7z F7 OS-L2N Ver.l.0 B F TS 3 >~
SAE VAL > TIR-MTBHEICOVWTEHEH L TWET,

BIERZITOENCIODY = 2T V2 ELFHEHA, EPNTVAIERPERZTDICHERBL L EZS W, &7z, 207
ZaTIVERELZEZICT BB TEALIFENRTVETICHEE LT &V,

B COYZa7I)DOEIEICDWVWT

COXZaTIVICRBORER, V7 b7 &g ftss [V -2/ — b BXU [vZ a7 LETIEER
TEET2BEPHD £,

B IR5GE
REBZFA LAY NIV VAT LE2BEL, ERTAVATLEEEOFEZNRELTVET,

7o, WIOTRTHBEZEBL TVWAZ EXFIRBELTWVET,
o Xy bNT—T T AT LEBOERN 2 A

B COYZa27)L® URL
ZOX=aT7I)VORNEFITTE URLICEBHLTBY £,

https://www.alaxala.com/

B Y17 )D5EEFIE

REBOEA, ¥y b7 v, HEEHAEITOEETU—IIH->T, TNFNOBEESIIBRIT E2v= a7 ILEIRIC
/—J—_\.l/i—é—o



[FC&HIC

O@/\— KD 7 DFRbREH, BRAEERND

N— Ry 7 E3REHEAEE

(AX235-H001)

OV by F7OMEELEOT R, Q@1 TJ45L—3>avrRm
AVIT4TL—2 a3 vDREEMY =L AADUEY DR, INTA—LFHH

[ZDULNTHIY =Ly
aAVvI249L—3vhHA4 K

Vol. 1 avI749L—v3y
(AX235-S001) av v kLI77LUR
Vol 2 (AX235-S003)

(AX235-5002)

OEHaAVYY FOAAL VA VIR,
INSA—RFEHIZOLTHIY =L

EBRavRYEFLI7LUR

(AX235-5004)

@A yt—LOdIZDONTHRARDS

Ayt—C-O5LIT7 LR

(AX235-S005)

OMIBIZDUL\THRARS

MIBLZ7 LR

(AX235-5006)

@ 5 JILRERORMAEIZDONTHY =L

FSINYa—F LT HAFR

(AX235-T001)

B COY=217 ) TOHXRE

AC Alternating Current

ACK ACKnow Ledge

AES Advanced Encryption Standard

ANSI American National Standards Institute
ARP Address Resolution Protocol

bit/s bits per second xbps&ERETHHBEELHYET,
BPDU Bridge Protocol Data Unit

CA Certificate Authority

CBC Cipher Block Chaining

CC Continuity Check

CFM Connectivity Fault Management

CIST Common and Internal Spanning Tree

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
CST Common Spanning Tree

DA Destination Address

DC Direct Current

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DRR Deficit Round Robin

DSA Digital Signature Algorithm



DSAP
DSCP
DSS
E-Mail
EAP
EAPOL
ECDHE
ECDSA
EEE
FAN
FCS
FDB
FQDN
GCM
GSRP
HMAC
HTTP
HTTPS
IANA
ICMP
ICMPv6
1D
IEEE
IETF
IGMP
IP
IPv4
IPv6
ISP
IST
L2LD
LAN
LED
LLC
LLDP
MA
MAC
MC
MD5
MDI
MDI-X
MEP
MIB
MIP
MLD
MSTI
MSTP
MTU
NAK
NAS
NDP
NTP
0AM
ouI
packet/s
PAD
PAE
PC
PDU
PGP
PID
PoE
PQ

PS
QoS
RADIUS
RDI
REJ
RFC
RMON
RQ
RSA
RSTP
SA

Destination Service Access Point
Differentiated Services Code Point
Digital Signature Standard
Electronic Mail

Extensible Authentication Protocol
EAP Over LAN

Elliptic Curve Diffie-Hellman key exchange, Ephemeral

Elliptic Curve Digital Signature Algorithm
Energy Efficient Ethernet

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name
Galois/Counter Mode

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Internet Assigned Numbers Authority
Internet Control Message Protocol
Internet Control Message Protocol version 6
Identifier

Institute of Electrical and Electronics Engineers,
the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

Internet Protocol version 4

Internet Protocol version 6

Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol
Maintenance Association

Media Access Control

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base

Maintenance domain Intermediate Point
Multicast Listener Discovery

Multiple Spanning Tree Instance

Multiple Spanning Tree Protocol

Maximum Transmission Unit

Not AcKnowledge

Network Access Server

Neighbor Discovery Protocol

Network Time Protocol

Operations, Administration, and Maintenance
Organizationally Unique Identifier

Inc.

packets per second xppsE RLT2HBEEHYET,

PADding

Port Access Entity

Personal Computer

Protocol Data Unit

Pretty Good Privacy

Protocol IDentifier

Power over Ethernet

Priority Queueing

Power Supply

Quality of Service

Remote Authentication Dial In User Service
Remote Defect Indication
REJect

Request For Comments

Remote Network Monitoring MIB
ReQuest

Rivest, Shamir, Adleman

Rapid Spanning Tree Protocol
Source Address

FU&HIC



FC&HIC

SFD Start Frame Delimiter

SFP Small Form factor Pluggable

SFP+ enhanced Small Form-factor Pluggable
SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

SNAP Sub-Network Access Protocol

SNMP Simple Network Management Protocol
SSAP Source Service Access Point

SSH Secure Shell

SSL Secure Socket Layer

STP Spanning Tree Protocol

TACACS+ Terminal Access Controller Access Control System Plus
TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security

TLV Type, Length, and Value

TOS Type Of Service

TPID Tag Protocol Identifier

TTL Time To Live

UDLD Uni-Directional Link Detection

UDP User Datagram Protocol

USB Universal Serial Bus

VLAN Virtual LAN

WAN Wide Area Network

Www World-Wide Web

B KB (FONTN) BEDERMRKREICDONT

IKB (FT34 1), IMB (A#/31 }), 1GB (¥454 1), 1TB (FI/54 k) E2N2H 1024 31 b,
10242 54 R, 1024334 &, 10244 54 R TF,



F1iR AREODHUZEENSFG

/

KEEDHE

1.1 FRENHER 2
2 REBAL 5
2.1 BRR— M EORBETIL 6
2.2 BETILORHH 7
23 N—ROTT7HER 9
24 ERAXEVUE 11
25 VYI7hkox7 12
3 INERHE 13
31 UE=KT7T7EX 14
32 U2o77IF—=3a> 15
33 LAY 2R1YF 16
3.3.1 MAC7RLZRF=T 16
3.3.2 VLAN 16
333 ZANZ2TVI— 17
3.3.4 Ring Protocol 19
3.3.5 IGMP snooping/MLD snooping 19

34 P1>971—2X 21
341 IP7RLAZHFHETESDT>ITIT—AH 21
342 TLFR—LDERRTTEY MK 21
343 IP7 RLARAEREH 21
3.4.4 RARBEFEREH 21
345 RITAVIN—T1VTRRIVMNIH 22
3.4.6 DHCP#—/N\ 22
35 71)L%9 QoS 23
351 TaLIIVRNUHE 23
352 QoSI>hU# 23

3.6 LAV 253 25
3.6.1 IEEE802.1X 25
3.6.2 MACE3: 25
3.7 DHCP snooping 26




3.8 TRILERIC L 3EEHEE 27
381 FyFUPT-UIIUR 27
3.9 Ry NTJ—TERKEE 28
3.9.1 L2 L—7A 28
3.10 Yy NT—TDEE 29
3.10.1 IEEE802.3ah/UDLD 29
3.10.2 CFM 29
3.10.3 LLDP 30
£2im ERAEE
4 KEANOOT 1> 31
4.1 ERRKICKIZERE 32
4.1.1 ERRAROEGIAE 32
4.1.2 ERWE 32
413 BREEEEOHE 34
4.2 KEfCE 35
4.2.1 iEEH SELEFE TORE 35
422 EBOER 35
423 EBEOFEL 36
43 O74>-0777hk 37
5 OV RRME 39
51 OYYRABE-—R 40
5.1.1 OvYR—E& 40
5.1.2 OYYRAHE—R 40
5.2 CLlI TOZE 42
5.2.1 fESTHERE 42
5.2.2 AT HkE 42
5.2.3 ANIZ—fiEiEiEkEE 42
5.2.4 37 REHEET 43
5.2.5 EXNUKEE 43
5.2.6 /81 THkE 44
527 UIILIK 45
528 ~N—I27 45
529 CUBEDHRITIR 45
53 CLI0FE=EHE 47




a>7«47L—>3> 49
6.1 A>747L—>3> 50
6.1.1 EFIFOI> 7L -3 50
6.1.2 EADOI>717L—Y3a> 50
6.2 SZ07aA0T7«47L—arORESE 51
6.3 747 L—3>avY RANLCHITEZE—RNER 52
6.4 A7 L—>a>DiRERE 53
6.4.1 Iv2R—E 53
6.4.2 configure (configure terminal) J<> K 54
6.43 A>T747L—23>NOFRR - R (show AT R) 54
6.4.4 IAVT717L— 3> 08N - EE - 4k 56
6.45 2747 L—23a>07 71 LADOKRE (save AY U R) 57
6.46 A>T7147L—23a>OREELT (exit AT R) 57
6.47 A>T 17L—¥a>OREERDIESEE 58
6.5 274 7L—>3>DORE 59
651 A>747L—>3>ONvI7vT 59
6.5.2 Ny I7yFaA 7147 L—23a> 771 IVOFEENDRIR 59
6.5.3 ftp AV REBRAULET 7 1 LEnE 60
6.5.4 MCZfERULEET 7 1 LEnX 61
6.55 Ny 77y FAVT17L—Ya> 771 VRBEDIESIAE 62
)E— NMERRRADSAXRENOOT 1> 63
7.1 fREH 64
7.1.1 BERKR— MNER 64
7.2 dYYRACR 65
721 OYYR—E 65
7.22 FEBEADIP7RLADHRE 65
7.2.3 telnet(C&3O079>%HTTS 66
7.24 ftplckBO7C>%&HTTS 66
o714 >t%a1')7 1 & RADIUS/TACACS+ 69
81 O7A4>tEFal)F«OIAYRACIR 70
8.1.1 OV KR—E 70
8.1.2 O71 HlHOHE 71
8.1.3 O7«1>I1—YDIEREHIRR 71
8.1.4 EEBEEEET—REED/NZAT—ROEE 72
8.1.5 UE—MEREHRNSOOT 1 > DHT 72
8.1.6 EEICO7T>TEZI—HFHORE 73
8.1.7 UE—NERERNSOOT A > EHTT S IP 7 KL ADHRE 73



8.1.8 O71YNF—DHE 73
8.2 RADIUS/TACACS+MDfEs 76
8.2.1 RADIUS/TACACS+DIE 76
8.2.2 RADIUS/TACACS+DiBFRIkEES L UEE 76
8.2.3 RADIUS/TACACS+% fEF L =585 82
8.2.4 RADIUS/TACACS+/O—A L %EEALEIT > K& 86
8.2.5 RADIUS/TACACS+&ERLET A>T 127 97
8.2.6 RADIUS/TACACS+& D 99
8.3 RADIUS/TACACS+M V> RHC R 100
8.3.1 OvYR—E 100
8.3.2 RADIUS #—/\IC & BREDRE 100
8.3.3 TACACS+H—/NIC & BREINHEE 101
8.3.4 RADIUS/TACACS+/O—HLICLZIY > REBDHRE 102
8.3.5 RADIUS/TACACS+(C k2071 - Q7 IRTHI>T 1 2T DRE 104
8.3.6 TACACS+H—NIC&BIATYRT7HIVT 1 VT DRE 104
SSH(Secure Shell) 107
9.1 R 108
2.1.1 #BIZE 108
9.1.2 SSH MEAHEEE 110
9.1.3 HR— MaE 111
9.1.4 SSHMt*1\)F 1 tdhe 113
9.1.5 SSH MMEAT B IESHIl 116
9.1.6 O7'1 UHIEEEEDHR— b 119
9.1.7 RADIUS/TACACS+DHHR— K 120
9.1.8 SSH ERD;FEEE 120
9.2 OVYRHATIR 121
9.21 OvYR—H 121
9.22 SSHH—NOEAXHE (/I27—REE) 122
9.2.3 IR BRI % ERY 5RE 122
9.2.4 SSHV2 H—NDOES7IL I XADREEE 125
9.2.5 YE—NEMMEKNSD SSH EHEEHTTS IP 7 RLADRE 125
9.2.6 RADIUS/TACACS+HHE & i U 7= SSH H —/\DSRTE 125
9.2.7 KA NABIROMESR 125
9.2.8 KA NRRT7OEE 126
BZIDERE L NTP 129
10.1 fEER 130
10.1.1 NTP #R— Mt 130
10.1.2 75407 > Mé&gE 131



10.1.3 H—/\kkgE 133
10.1.4 ANy TR 134
10.1.5 O—ANLIA LH—=N 134
10.1.6 NTP {EHEEOFREIA 134
10.1.7 BEHIZEEICET 3 FEEE 135
10.2 OYYRAAR 136
10.2.1 Ov>R—% 136
10.2.2 YZAFA70YV7T7DERE 137
10.2.3 T3407 > MEBEDRE 137
10.2.4 H—/\BEBEDERE 138
10.25 I UARND Y TEFEDOFRE 138
10.2.6 EREEDERTE 139
][ KA h%& DNS 141
11.1 FRER 142
11.2 YV RAAR 143
11.21 v R—E 143
11.2.2 RANBDEHE 143
11.2.3 DNS ORE 143

] 2 KENEE 145
121 YV RAAR 146
1211 a7 R—E 146
121.2 EFNEKCEO> 707 L—va> 147
12.2 BERBRONYIT7Y - UAKNT 148
1221 OX>R—% 148
12.2.2 backup/restore 17> R&AWL3FIE 148
12.3 EEROEIR 150
12.3.1 EEHAIEEBRS 150
124 ART YY1 XTINREROFEEIE 151
]3 MCERHE—R 153
13.1 #RER 154
13.1.1 B=E 154
13.1.2 MCIZIRESNB 7711 154
13.1.3 MCERT—RZFERUERFIE 154
13.1.4 EZEFOENE 155
13.1.5 MCERE— RERIEOIREIR 156
13.2 OYRAIR 157




13.2.1 JvUR—8 157

]4 vtovyFroeya=>7 159
14.1 #&EH 160

14.1.1 #1= 160

14.1.2 #EBE AX-Network-Manager & D&ESE 160

1413 €O09yFOESaZoTORKRT 71 161

14.1.4 ¥O9vFFOCYa=>7%EALLERFIE 161

1415 ¥O9yFFOEYa=> 7 ERROZTESEE 162

142 WY RHAIR 163

1421 v R—E 163

1422 €O09vyF7OEY3=07T0ORE 163

]5 V7RI I T7DERE 165
151 Y7 KhI9x77 v 77— NDEES 166

15.1.1 #= 166

15.1.2 7y 77— MOl 166

15.1.3 7y /77— NDFEEIE 168

15.2 7y 7FF—=MOOTYRAIR 169

15.21 Y R—B 169

15.2.2 7Y 77— N7 71 L D% 169

15.23 7y 7FF—MITYY ROFET 170

15.3 AP aro1tw2 AMEEH 172

15.3.1 HBIZE 172

1532 A7FY3>51 € RACHT B IEEE 172

15.4 A 234> AQAT U RACLR 173

1541 JTUR—8 173

1542 AT ars14tw>ANBRESE 173

15.43 #73>51 > ADYIRAE 174

] 6 HEIEE 177
16.1 EEBIIMEBEDESE 178

16.1.1 EAEBKEEOBIE 178

16.1.2 &HEJSIHEE 178

16.2 EBEIEEODITU RATR 179

16.2.1 OYYR—E 179

[ 7 O7' W /tkaE 181
17.1 #RER 182

Vi



17.2 XY RHACR 183
17.21 JIVR—8 183
17.2.2 O7® syslog HAIDEE 183
17.2.3 EAX v E—YOHAMIE 184
17.2.4 070 E-Mail HHDEE 184

SNMP 185

18.1 fiRSH 186
18.1.1 SNMP 5 186
18.1.2 MIB 5% 189
18.1.3 SNMPv1, SNMPv2C #RL—3 3> 191
18.1.4 SNMPv3 AL —> 3> 196
18.1.5 ~ov7/ 200
18.1.6 1> 7#4—A 201
18.1.7 RMON MIB 202
18.1.8 SNMP ¥ X—'+ &L DB DT ESBIE 205

18.2 OV RAAR 206
18.2.1 OV R—E 206
18.2.2 SNMPv1, SNMPv2C [C&3 MIB 77 £ XS] DRE 207
18.2.3 SNMPv3 [C& % MIB 77 £ XTI NRE 207
18.2.4 SNMPv1, SNMPV2C IC&3 k5w TREDHRE 208
18.2.5 SNMPV3 (LB RSy FEEDRTE 208
18.2.6 SNMPV2C [C& BT > 7+ — AREDHRE 209
18.2.7 U7 NSy 7Ok 209
18.2.8 RMON « —# %y hEZ MU F I —FO#IEIBEROERE 210
18.2.9 RMON [C& BHE MIB EOREF v 7 210

SHEEZX T U~ 213

19.1 #Est 214
19.1.1 = 214
19.1.2 EEaER 7 1) 7 N OERS 216
19.1.3 BHEEER 7)) 7 M DOitHE 217
19.1.4 X7 UF MERDEREIE 218

19.2 R7UNOEREET 220
19.2.1 JTVR—8 220
19.2.2 RT7UTFMOETOHEN 221
19.23 RTVTRT71ILOIER 221
19.24 Z7UT K771 LOESHERESR 221
19.2.5 RTUFRT71LDA YA R=)L 223
19.2.6 R7UTFNDIEE) 224

vii



19.3 FEB® Python #R— MRS 227
19.3.1 #Z# Python & DEHH L VIR 227
19.3.2 BES175Y) 227

19.4 Python #R3RS 1 75 ) DERAE 230
19.4.1 EEITY RETOHRE 230
19.4.2 ERXAvt—JHHOBRE 234
19.43 AN NESIREEEDRE 235
19.4.4 R7)7 NEEIZIEDRIS 238

B3R FYNT—T129T71—X

Gl = SVA 241

20.1 $EHT>I T T —ADES 242
20.1.1 A— NORESEE HHR— MgaE 242
20.1.2 10BASE-T/100BASE-TX/1000BASE-T 244
20.1.3 1000BASE-X 248
20.1.4 10GBASE-R 249

20.2 A—HZy MLBEORES 251
20.2.1 7Oo-—-3d>hkO- 251
2022 TL—AT7#—TvY K 255
20.2.3 PvrRTL—A 256

20.3 PoE MfiEsH 258
20.3.1 K— MOHIBEHOE) ST 258
20.3.2 BEHHHEDEICHIE 258
20.3.3 EEOEHBBROEE 259
20.3.4 POE {8EHEkEAE 259
20.3.5 PoE fERED;EEEIE 260

204 A< RATIR 262
2041 OIYYR—F& 262
2042 1—H2Y R VITT—ADHRE 263
20.4.3 EHA(2IT I —AD—ERE 264
2044 BEELTE/¥"BNRE 264
20.4.5 B8 MDI/MDIX EEEDRE 266
2046 7O-—1>hO-)DBE 266
2047 v rRTL—LDRE 267
20.4.8 U IIIUEHI 1T DRE 268
2049 U2I7yTBRHEI 1 TDRE 269
20410 7L —ARFHEIS—BAORE 269
20.4.11 POE MEBE 270

viii



2] Vo775 —=3a>

273
211 U2 7705 =3 3 D EAREEEDESE 274
2111 HE 274
2112 U2 I7TUS—2 3> OB 274
21.1.3 HR— Mg 274
21.1.4 FvRLTN—FOMACT7 KL R 274
21.1.5 7L —AREEOR— MEUSH T 275
21.1.6 V7775 = 3 ERKOEEEE 275
21.2 U770 =33 BAEgEOIT RATR 277
21.21 OvUR—% 277
2122 RIFAvIUDITTIF—2 3> DRE 277
21.2.3 LACP U2 I 77 )H—2 3> DRE 278
21.24 R—RFvRLAVITI—ADHRE 279
2125 Fv LI IN—TOHIK 282
21.3 V27775 = 3 HREERE DR 284
21.3.1 RIVINA VD THERE 284
21.3.2 iR — NHIBREEE 285
21.4 V27705 =3 a IREEEOIOY > KA R 286
2141 OYYR—E 286
2142 ZRIVNALI D IHEEOD> T4 TL—Y 3> 286
21.4.3 BB — NEBREEED D> T TL—Y 3> 287
FaAlwE LAV2RAYFT
22 L1 2 A1y FHIER 289
221 #iE 290
22.1.1 MAC 7 RL 233 290
22.1.2 VLAN 290
22.2 HR— N&EE 291
223 LAY 2 X1y FREEE MBEEEDHEFICDOWVT 292
23 MAC 77 KL 2ZHE 297
23.1 fEE 298
23.1.1 R{ETMAC 7 KL X%B 298
23.1.2 MAC 7 RL Z2ZEB0E&iEH 298
23.1.3 ¥BMAC7RLRADI—I>7 298
23.1.4 MAC7RLRICEBLAV 2RI YF>T 298



2315 RIFT1vII>RNIDER 299
23.1.6 MAC 7 RL ZZEHiE 299
23.1.7 MAC7RLZRAF=7TILDOT7U7 299
23.1.8 FE=FIAE 301
232 OAXYRHAIR 302
2321 OYUR—E 302
2322 I—I27941LDEE 302
23.23 RITAvIIYKNJDERE 302
23.2.4 MAC 7 RLZZBINIEDEE 303
VLAN 305
24.1 VLAN EXEEED RS 306
24.1.1 VLAN D& 306
24.1.2 R—bOELE 306
24.1.3 F7#J) N VLAN 307
24.1.4 VLAN OE%lERL 308
24.1.5 VLAN Tag 309
24.1.6 VLAN ERBDFEEIR 31
24.2 VLAN BEAXBEREO T RATR 312
2421 YU R—E 312
24.2.2 VLAN OFRE 312
24.2.3 FR—NDRE 313
2424 ~Z27TKR—NDERE 313
24.2.5 VLAN Tag ® TPID M:RE 314
24.3 R— b VLAN OfFsH 316
2431 FIERAR—KNENTDTR—K 316
243.2 %1717 VLAN 316
24.3.3 K— K VLAN EAEEOTEEIE 317
244 R—BMVLIANOQOIOTYRACR 318
2441 YV R—E 318
24.4.2 KR—K VLAN OFRE 318
2443 N2 TR—=BMDRAT 17T VLAN D 319
24.5 2O M3l VLAN OfEs 321
2451 H=E 321
24.5.2 Z7ORNILDOHER 321
2453 FORINLKR—RERTVTR-K 322
2454 ZFORINR—bOZRAT 17 VLAN 322
246 ZFORIJLVIAN OOV RATCR 323
2461 ATV R—E 323
24.6.2 70 K~3JL VLAN OfERL 323



2463 FORINR— MDA T 17 VLAN ORE 325
24.7 MAC VLAN ODfzsH 327
2471 HE 327
24.7.2 EBEOEFHE MAC 7 KL RRE 327
24.7.3 LA 2 FREEREE OEHE(CDWT 328
24.7.4 MAC R— b D VLAN RZE 328
24.8 MACVLAN OOv> KA1 R 330
2481 v R—& 330
24.8.2 MAC VLAN OBE 330
24.8.3 MAC R—hDZ1 T+ 7 VLAN ORE 332
249 VIANTA>971—2 334
249.1 P7RLAZRETZI>ITI—X 334
2410 VIANA>97x—AOIAYY RHAIR 335
24101 JTYYR—E 335
24102 LAY 34>971—Z&LTH VLAN DRE 335
2 5 VLAN #iaRHERE 337
25.1 VLAN k> T DR 338
25.1.1 #E 338
25.1.2 VLAN k22U 7% ERY 3= DHBERME 338
25.1.3 VLAN k> 2 > 7 EREOTESEIE 339
25.2 VLAN h>2)>7'0OaT> RAAR 340
25.2.1 v R—& 340
25.2.2 VLAN k> 21U > T DRE 340
25.3 Tag ZIROERS 341
25.3.1 H= 341
25.3.2 Tag ZRFERAKOTESE 341
25.4 TagZROIATY RACR 342
25.4.1 JYYR—E 342
25.4.2 Tag ZTHRDRE 342
25.5 L2 7O 7 L—LEBEREDRES 344
255.1 = 344
25.5.2 L2 7O0M3L7L—AEBKEEDEEEIR 344
256 L2 7O0RJN7L—LABBEEOIT RACR 345
25.6.1 Y R—& 345
25.6.2 L2 70NIL7TL—LEBEEEDRTE 345
25.7 R— NEHERTERED AR 346
25.7.1 #©=E 346
25.7.2 R— NEREREREE RO EEEIE 346
25.8 R— MNESHNERTERED O KA R 348

Xi



25.8.1 OIvYR—E 348
25.8.2 KR— METHSERTIREEDRE 348
25.8.3 BT B R— NDEE 349
25.9 VLAN debounce H8ED SR 350
25.9.1 H=E 350
25.9.2 VLAN debounce #8E & fth#%aE & DEE% 350
25.9.3 VLAN debounce HaeERBE DT EEIE 350
25.10 VLAN debounce #gED <> KA1 R 352
25.10.1 v R—B 352
25.10.2 VLAN debounce #BEDEZE 352
ANZTYN)— 353
26.1 ZRINZ2 TV —DEEEH 354
26.1.1 HIE 354
26.1.2 ZNZ>7V)—DiEE 354
26.1.3 ANZDTYU—EFGRRANZVTY) — 355
26.1.4 ZNRZ2YU— RO —-DEHER 356
26.1.5 ZNZ27Y -0 RO —8RET 359
26.1.6 STPHIRE—R 360
26.1.7 RINZ2 V) —HEQEEEIE 361
262 ZRINZ27W1)—DATY RACR 362
2621 OAYrR—E 362
26.2.2 EMEE—RDERE 362
26.3 PVST+HE#SH 365
26.3.1 PVSTHIC&KBZO—RNSZ Y27 365
26.3.2 77tRR—bOPVST+ 366
26.3.3 PVSTHERROIEEIE 367
26.4 PVST+OIIT RAAR 368
2641 AYUR—E 368
26.4.2 PVST+ODRE 368
26.4.3 PVST+0 MROY—HRE 369
26.4.4 PVST+DINS X —IHRE 370
265 JUTNWARNZTY)—fESR 372
26.5.1 BIE 372
26.5.2 PVST+&DHRA 372
26.5.3 YN RISZUTV ) —(EEEOZEEIE 373
266 UINANZTY)—OOTRACLR 374
26.6.1 OY>R—E 374
26.6.2 IUFWRINZDTV)—DERE 374
26.6.3 YN ANRZTVI)—0 ROV —HE 375

Xii



26.6.4 TN ANRZUTYI—DING A—IFRE 376
26.7 INFTIWRINZTD ) —fRE 378
26.7.1 BIE 378
26.7.2 RWFTWANZDTIY)—DFy NT—T58E 381
26.7.3 BFEHOANZFYI—EDEHRE 382
26.7.4 TNFFNRIS=Z>T V) —EREOTEEE 383
268 TIFFNANZD7Y)—OIAIY RAIR 384
26.8.1 OV R—E 384
26.8.2 YLUFTINRNZUTY)—DHRE 384
26.8.3 TIWFTNRNZDT7V)—ONROYV—RE 385
26.8.4 WNFTFNRINZDTV)—DINT A —IHE 387
269 RINZ27W) —HiErkRERESR 389
26.9.1 PortFast 389
26.9.2 BPDU 79 389
26.9.3 L—FH-K 390
2694 J—KH—R 391
26.10 ANZ27V)—HBEEOIY > RATR 393
26.10.1 OvRKR—E& 393
26.10.2 PortFast ME&E 393
26.10.3 BPDU 7 1 LY DEKXTE 394
26.10.4 W—TH—ROERE 395
26.10.5 I—KMH—ROERE 395
26.10.6 U791 OERE 396
Ring Protocol D& 397
27.1 Ring Protocol MOE 398
27.1.1 = 398
27.1.2 #E 399
27.1.3 HR— MMHE 400
27.2 Ring Protocol DEXRIE 402
27.2.1 v RNT—THK 402
27.2.2 @ VLAN 404
27.2.3 BEEEHAE 404
27.2.4 BIEEBEOTIVEZ 404
27.3 227N T OEEE 405
27.3.1 USTJIEEROENE 405
27.3.2 EERHEOEE 405
27.3.3 1EIBRHEEOEE 407
27.4 TWNFI 2T OEEHE 409
27.4.1 )7 IEREOEIE 409

Xiii



Xiv

2742 HBIDIBE - EIEBOBME 411
27.43 HBFVDJIEER) VT TOHERBY > I7UNOEE - €IHFOENIE 413
27.4.4 HBEUD TR DT TOHREBY D ILUNDEE - BIHFOBME 415
27.5 Ring Protocol M%EEEEREEE 418
27.5.1 HE 418
27.5.2 ZEEEHRRAEOESER 419
2753 SEREEROBHIEHE 419
27.5.4 ZEREEFREROE 420
2755 ZEBEEBEOEE 423
27.6 Ring Protocol %y k7 —75%5 427
27.6.1 VIAN Y v E> 7 OiERAE 427
27.6.2 #lf#l VLAN 0 forwarding-delay-time MRS 427
27.6.3 Ring Protocol MZEI-#ERY 428
27.6.4 ZEEEEHREIEEOREIER 428
27.7 Ring Protocol {ERAEM;T=EIR 429
Ring Protocol MEX7E & B 433
28.1 OV RAIR 434
28.1.1 OV R—E& 434
28.1.2 Ring Protocol EEMDFN 435
28.1.3 U>7'ID OFRE 435
28.1.4 ) VLAN ORE 436
28.1.5 VLAN v E> T DRE 436
28.1.6 VLAN 7' —FDHRE 437
28.1.7 E—REVITR-NCBETIRE 27N> TEHFI T UIILF) VT HER) 437
28.1.8 E—REVUVIR-NIEITIRE HEVIHUILFI) 2 THER) 439
28.1.9 BE/INSA—IDRE 441
28.1.10 SEREEIRMAENDRTE 442
IGMP snooping/MLD snooping DfEs 443
29.1  IGMP snooping/MLD snooping DHIE 444
29.1.1 TLFFv X MEE 444
29.1.2 IGMP snooping & U MLD snooping #1E 445
29.2  IGMP snooping/MLD snooping tHR— N i&gE 446
29.3 IGMP snooping 447
29.3.1 MAC 7 KL ZD%E 447
29.3.2 IPVARLFFvANST Y ROL A 2 chilk 448
29.3.3 TILFF¥RML—FEDER 448
29.3.4 IGMP 7 T!) 7H&4E 449



29.3.5 IGMP ENESEtRHEAE 450
29.4 MLD snooping 451
2941 MAC7 RLZDZEZH 451
29.4.2 IPv6 TIFF+ANNTYy NOLA Y 2 thflk 452
2943 TLFEvANI—TEDESE 452
29.4.4 MLD 7 I) 7¥8E 453
29.5 IGMP snooping/MLD snooping {ERIFD;EEEIE 455
IGMP snooping/MLD snooping Mi%7E &iEFH 459
30.1 IGMP snooping V> RA 1 KR 460
30.1.1 OvrR—E& 460
30.1.2 IGMP snooping ME&E 460
30.1.3 IGMP 7 I) 7H#EEDRTE 461
30.1.4 YAFFTAML—IR—FDORE 461
30.2 MLD snooping @< > RAA KR 462
30.21 OvR—E 462
30.2.2 MLD snooping ME&E 462
30.2.3 MLD 7TV 7¥BEDERE 462
30.24 TLFFvZXML—IR—NORE 463
H5® P1>97x—R
IP - ARP - ICMP 465
31.1 f#sH 466
31.1.1 7RLy> 27 466
31.1.2 A>9—=v  FOMILP) 467
31.1.3 ICMP 468
31.1.4 ARP 470
31.1.5 RIEE 471
31.1.6 IPvA fEREFDEREIA 472
31.2 aOAYYRHAIR 473
3121 OvR—E 473
31.22 42971 —ADFE 473
31.23 TLAFR—LDEE 474
31.2.4 loopback 1>9 7 1 —ADEE 474
31.25 X971 v 7 ARP DFRE 474
31.2.6 F7 A MREBOFE 475
31.2.7 RIT1 v IRRBOFRE 475

XV



DHCP  —/\t&gE 477
32,1 #ERER 478
32,11 HR— Mg 478
32.1.2 73172 MOBEMIER 478
32.1.3 F14F3 v DNS EH 479
32.1.4 IP 7 RLZADZERAMBAL 479
32.1.5 DHCP % —/\#REFERIFNDEEEIA 480
322 aAXURHAIR 481
3221 aAvrR—E 481
3222 73472 MNIIP ZEMT BHRE 482
3223 75472 NIEE IP #EM T HRE 483
32.2.4 1+ 3y DNS EERORE 485
(DE 457
fT5R A RS 488
{18 A.1  TELNET/FTP 488
482 A.2 RADIUS/TACACS+ 488
18R A3 SSH 488
18 A.4 NTP 489
18R A.5 DNS 489
f1## A.6 EEE 489
18 A.7 SYSLOG 489
{18 A.8 SNMP 489
A9 1—Hxvhk 492
HRAI0 UITIUS—ay 493
18 A.11 VLAN 493
A2 RNZ2TY)— 493
{38 A.13  IGMP snooping/MLD snooping 493
{482 A.14 IP - ARP - ICMP 494
f1## A.15 DHCP t—/\t&gE 494
?\g | 495

XVi



F1iR AREOHEEINERMY

AREDPIE

CDETIE, KREBORKREIIOWTHHELE T,



1 AREOHE

1.1 AREDHER

AIEFE X, RELCRIKEZEOEERESHAZ, FHEY MM PRy bRIEOLA Y2 AL v F
TTo AXVY—RELTO—BLI-BEEZ2EL, O—Z 0 ROALA—F XY PLATV 2RS4 FELT
Iy YD EIN—-LET,

REBEIL, RIRITREZHBATVET,
(1) AX 2 —XEDEH CHEEERMZ R
®L 1+ 20 VLAN BgE
« R—} VLAN, 70 k2 VLAN, MAC VLAN ##E% 52238
« FRICIE U7z VLAN HESE AT BE
OxX/N=>7v—=Ordl
« Z2)8=> 21— (IEEE 802.1D), &#A/8=> %) — (IEEE 802.1w), PVST+, wILF7
VA= 7YY — (IEEE 802.1s) #5E%
OVLAN K> T2k L2-VPN DEIH
@QoS (LK B BIERBEIRE
o N— KRz 7ICkBEMRER QoS A
o TOMMPLINT A= (L2/L3/L4~v ¥) HET, BWEED QoS A w48
« ZM7 QoS HItHKEE
L2-QoS (IEEE 802.1p, E4efilf, FEZEHI#2 L), 1P-QoS (Diff-Serv, E5EHIH, FEZEH|MH 4
L)
s HE - TIHAEXY VT TEESEL T —/HE
VoIP /87w N2, 7V T hEE Mg
OLIRLBTIR* Y N T —THBE
s EEEREETI0E

Vo775 — 3y (IEEE 802.3ad), m#EA/8=> 27" — (IEEE 802.1w, IEEE 802.1s)
s EOIEHERERE, GSRP aware  Autonomous Extensible Ring Protocol (BlF%, Ring Protocol
EMUET,) B EOMBEMET, IRILLEEES Y T — 7 2B, £/, A=Y
V=R LEWIIRBERAFRERT v )27 - )T U5y M.

(2) Bnf-zy N7—781E, R - EH
Q@USB X E1) h— R*$H
e AVT 4L —arDONyTT y TRBREBRFIDSES ICEITATHE
o [RSFEEOEERR(L AT BE

EX KV —=ADv=a7)LTlE, USBAEYH—RFROBEBIUOERHET [MC] EERE LTV
F95

OMCEHE—R

e MCADYV T+ 27 EEBRBRO—IEFRE, MCITRELEY T b7 EEERERY S ORKEEH
RS EITARE



(3)

(4)

(5)

(6)

1 AREOHE

etovyvyFroErys=>7
+ AX-Network-Manager™ & #i#9 % 2 & T, [EERZ EOBBEREEEZ I Y — )L MC RE TEE
A HE
H¥  AX-Network-Manager O{EPHEIZD N TIE, AX-Network-Manager D~ =27 L%
SIL TS 0,

10G 7y V) T3
@10G 7 v 71 > 75
« BRARY FT—TTAX VY —REMAEDEDE, NART 3 =<2 710G *v b7 —0 %5
Ho

e 10GA =YXy rDITI—=NELTIGE 110G DA —H 2w MIXSA[EEZ: SFP+ 2%,
SFP+/SFP #£HAR— LT, IGA =P 2w + 25 10G A —H 2w bAD AL — X2 BITHHE]
fEo

BERtEF 1) T 1 #EEE
Qtzxa177—HK

o KEBTHEET AV I b T2 T7ORSAZBHIL, RENH - 71-15E, BBOKE 2MIET 2EF 2
)T« EErEE

O53:EE - WEY ) a— 3>

o I/’rJVZ nunEﬁ% (IEEE8021X, Web uuuﬂz MAC & Fon ) L:J:OT, Iy “/@%fﬁﬁﬁio)gﬂﬂfg
ZRH525D, PClH1BZFIEL, VLANIZIIAS® 5 &R

o VERERIFE L —VEREDMHEAEDOE CHAISNZEEICE TRy VI =7 DERZHFT 3, <)
FRTy TR R— b

@IE%: DHCP #—/\/BIFE IP 7 R L REHERDHEERH TTBE
« DHCP snooping 12 &> T, RiEZ DHCP 3 =N EE [P 7 R L AHEOHERR A 6

POE ity

OIP EEEHE, HEIRLAN AP EDPD (REBESE) ZINE

s BARBEHRIEEZLZL, F—7VBICE2EDL LS Z2ES T ERIRFICEIREMRI A b ZHIRE L,
TEH O = FER

+ IEEE802.3af/IEEE802.3at #E#l
QEEIENIFD POE 5B A

« RERLE N S PoEMBEMIGE CORMRMZERE L C PoE aERMInZ nEISE, VAT L 24 TO
BAEREO Y — 7 2K

VNI N - BIEaEER - &7
@1 /N NIER

s BEIUYA XDy M2 ER
« 10BASE-T/100BASE-TX/1000BASE-T Z&K 48 R— MMYAFRELBEAR— NEE

OROHS ML DIRIZEEHKR % RI7



1 AREOHE

@EEE (Energy Efficient Ethernet)
A=V M EOBENVEVEEIC, BAREEERT S ETHENEZER
» IEEE 802.3az ##1



RIENEAK

COETIE, ARBOZETTIVERERZE, FEERFIIONTHALE
ERS



2 KEREM

2.1 BAR— MACEDOHIGET L

REBEIRY 7 AR —H 2y b 2L v F T,
BAR— M EDOHIGEFTLEZROBIRLET,

K2-1 BRAR— M EOMRETIL

RAR— MRS L B0%E

HMINET I

10BASE-T/100BASE-TX/1000BASE-T 24 K—h
1000BASE-T %7-1& I000BASE-X 2 HK—1
1000BASE-T, 1000BASE-X, %7:i% l0GBASE-R 4 HK—1

AX2340S-24T4X

10BASE-T/100BASE-TX/1000BASE-T (PoE) 24 K—h
1000BASE-T %7-1& I000BASE-X 2 HK—1}
1000BASE-T, 1000BASE-X, %7:i& l0GBASE-R 4 /K—1

AX2340S-24P4X

10BASE-T/100BASE-TX/1000BASE-T 48 K—
1000BASE-T %7-1& I000BASE-X 2 HK—1
1000BASE-T, 1000BASE-X, %7:i% l0GBASE-R 4 K—1

AX2340S5-48T4X

10BASE-T/100BASE-TX/1000BASE-T (PoE) 48 &A— b
1000BASE-T %7-1& I000BASE-X 2 HK—1}
1000BASE-T, 1000BASE-X, %7:i% l0GBASE-R 4 HK—1

AX2340S-48P4X




2 KEREM

2.2 BETILOREH

BANAFREEREZ I COETHEET VORMEZRITRLE T,

(1) AX2340S-24T4X KU AX23405-48T4X
AX2340S-24T4X B & U AX2340S-48T4X I21F, RITRTBEOR— b2 HD £T.
* 10BASE-T/100BASE-TX/1000BASE-T & — h
10BASE-T/100BASE-TX/1000BASE-T T T& 5K~ T3,

« SFPAR—1
1000BASE-X TIEFT& %A — T, £/, 1000BASE-T F SFP 2 K—hLTHD,
1000BASE-T & L THERTE SR — T,

« SFP+/SFP #FA— k

SFP+{#FHkEIE 10GBASE-R T, SFP {#FHKfiZ 1000BASE-X THEATZ 2K — T3, 7,
1000BASE-T A SFP ##KR—h L T8, 1000BASE-T & LTHHERATEA2R—FTT, 4B,
10GBASE-R &, 7v 7V » 7 10GITHIET 24T ar T4t AERRICFIATEE T,

R— b ORHE WA ERRE ZIROFITRLE T .
x2-2 mAUNBOIREOHREL (AX23405-24T4X KU AX2340S-48T4X)

H— hDIESE AX23405-24T4X AX23405-48T4X
10BASE-T/100BASE-TX/1000BASE-T A — k 24 48
SFP A& — } 2 2
SFP+/SFP $£H 4 — | 4 4

3

SFP+/SFP AR — b T SFP+%EHT 5121F, A7 a v T4t v R (Tv Y27 10G) PAETT.

(2) AX2340S-24P4X LU AX2340S5-48P4X

AX2340S-24P4X B & U AX2340S-48P4X I11d, IRICRIBHEHOR— I PHVET, /2, ThoDE

T )% PoE ETILEMUET,

« 10BASE-T/100BASE-TX/1000BASE-T & —

10BASE-T/100BASE-TX/1000BASE-T Tl T&Z 2+F— hTH513», PoE ICHIET ZHA—FT

TO

+ SFP #— k
1000BASE-X T T 24— 9, %72, 1000BASE-T I SFP #4R—hLTHD,
1000BASE-T & LTHEHTE 2K~ T

« SFP+/SFP #£HKR—

SFP+# s 10GBASE-R ¢, SFP {#K#id 1000BASE-X TERATEZ2KR—+FT9, £/,
1000BASE-T A SFP ##R— kL TH YD, 1000BASE-T & LTHHEATEAR—FTT, 4B,
10GBASE-R &, 7v 7V » 27 10GITHIET 24T 3 v T4 v AFERKICFHATEE T,

R— b O EINERFRE 2 RORITRLE T,



2 KEREM

* 2-3 RAUNBTTREOHREL (AX23405-24P4AX LU AX23405-48P4X)

HK— hDIESE AX23405-24P4X AX23405-48P4X
10BASE-T/100BASE-TX/1000BASE-T A — k 24 48
SFP A& — b 2 2
SFP+/SFP $tH K — k% 4 4

SFP+/SFP #£fAR— b T SFP+%EHT 5121F, A7 a v T4t R (Ty Y27 10G) BAETT.

F/z, ETILVIED POE BEEDAMREZIRDFRITRLE T,

& 2-4 PoE M1tk

PoOE Mtk AX2340S-24P4X AX2340S-48P4X
PoE WA — Mk 24 48
BAHIEEN EE(E 5357 v b 7857 v k
R—1+H70 307k 307w b




2.3 N—RO 7

ABEBORETINE, F— L7 —FF7F v CHREFLTVET,

N—=R7 7 OB EZROKIIRLET,

B 2-1 N—RIz70OERK

FEE
AL K=
e | o | Fa
[ v | Ps
i

(FL#1) MC : Memory Card
SW: SWitch processor
PHY : Physical Interface
PS : Power Supply

(1) =EBENR

i
o
i}
_E‘.
3
b
N
N
N
I
g
n
]
o>
z
3
o
Mt
>
fﬂ
o4t
o

(2) XAVHKR—R
AA

»AR—Fi& CPU &, SW &, PHY &2 5l NE 9,

« CPU (Central Processing Unit)

2 KEREM

CPU £ L, LE2MAOE®E, SW H/PHY HoHl#H, £#E7 0 bV 0E%2 Y7 b7 27 TTL

i@—o

V7 h7z7lE CPUBBICEEINZEBH AT IR SINE T,

« SW (Switch processor)

27 V—LDAAL Y F o T2TVET, SWEIIN—RTz7I12&b MAC 7 FLAREE/ -V
T,V T TN —= 3y, 7405 /Q0S T — 7R, B5/BFR/Nr Y hO DMA X TWE

ER

« PHY (Physical Interface)
BREAT 4 THIEDA V5T 2 —AEHTT,

(3) PS (Power Supply)

PS 34 ER AR EIR > o REBEN CHER T S EREREZEMR L L9,

5B, PSICBERAAN v F (TL—H) BPHDEEA. BIRF— 7Lz hE (BT HOIL)

952 ET, BIFEN ONOFF DREEZD T,



10

2 KEEM

(4) FAN
FAN 3ZEBANEZI5HT ST 7 2 TI,
(5) MC (Memory Card)

MCZERLT, Av 74 7L —2aronNvy o7y 7, BLOY Y TEROBMSTELZT, MC &LT
USBAEYH—REZEHTEET,



2 KEREM

24 ERXATUE

EREATVBBIUONE T 7Y Va2 XEVBERORITLET . ARETRIEEAET) BLUNET
FvTaAE)OEFRIITEEE A

xR2-5 RRAEVELEAR I IV a1XEUE

I5H £EFINHLE

FEEXAETVR 2GB

HEL7 ZvaXt)& 1GB

11



2 KEREM

2.5

VAV L 4

12

AREBOV T I 2T E2ROEBIIRLET,

x2-6 AREOVIMVIT7—E

VUANSE W71

RE

OS-L2N

L2 XA v FHfk, VLAN, ZR/X=> 27V —, SNMP, LLDP iZ7»»

AEBTHR—-—ILTWAF T304y RAEROFISRLET,

KR2-7 FXREOASYa>vS1E A&

AT 3> T4 &> R AE

OP-ULTG

7w 7o 10G
KIA LY AERET S &, SFP+/SFP #HHAR— % 10Gbit/s (SFP+) T
HTEZxd,




N

CDOETIE, NEFHFIZTOWTHHALET,

13



3.1 VE—h7TUER

REBAD) E— T VA TCONEBLEEZTLET,

(1 VE—MNOJA>TEB1I—HH

telnet # ssh iC& > TAEBAVE— b /A U TCEHL-—FORAIE, 2> 74 7L —Yarav R
line vty TEET S, U/ A Y TEBHL—PHTT, 4B, linevty avY FTRETEHU/ A T&ED
I—HHIE, BKT16TI,

(2) FAEBADI—HRNHEEOEF

SSHICk » TAREBAERT 21— FHRAHBRLEEZERIT 241, 2—FRE, Y1 -T2V
NEEEZBHR LT 2SSV, ARBERIEZ2EHA T 258ICBRTELI - HB L1 - ARBRE KR
DRIZRLET,

xR3-1 BERTEZI-TPHH IO —LFHEE

1RE RAH
BT E 2 AR — T 20 21— 1B
BHTE 51— YARE 108,/ 21—+

14



32 U770 5—=>3a>

VT4 7L =3 vil&oT

K32 U2I7TVT—2 3> ORNEFRN

BETER) VI TTVT =2 a v ONEFEGEERORITRLET,

o F 02T N—TE1= D EELL ) O
7 BAA— N BAF v 2N TN—TF
2ETIINIHLE 8 54

15



33 LAV2A1YF

331 MACZ7RLZX7T—7)L

L2 24w FHEEETIE, BHEESNIZRAMNOMACT FLAZY A FIvIIZEELTMACTY RL AT —
TNABFELET, /7, A¥TAVIZICMACT RLAT—TIUABHTHZELTEET,

MACT7 RLUAT—TINICBHTELMACT RLADOIY N OBREEZRODEISTRLE T,

&3-3 MAC7RLRAT—TNICERETED MACT7RLADI > NI

KEHY
EFN

BRI N 29Ty TI N)E

2ETINALE 16384% 2048

%
N=RT 7 DHIBIZE->T, WEFHEOBARETBETELZVWIEFHVET,
MAC 7 RUADINAEGABR 1288, 2HFEALY NIDBL—I 0 TSN BFTH-2 MAC 7 RL X

FEIITONELEA. LA >T, REFBDOMAC 7 FUASETD/NT v MEIFEEY %5 VLAN R XA VA
TI7I79 T4 TENET,

T/, REEBETIE, MACTRLATFT—TLOIY NIDOEEIV T4 7L —2a il&->TEET R L
BTEZEH A

3.3.2 VLAN

16

AT 47— aVil&>TERETEZS VLAN OB IROFITRLET,

& 3-4 VLAN OHR— Mg

=, R— N7 ST 1) K— ke

7 VLAN VLAN VLAN BOEBTOES
AX2340S-24T4X 1024 1024 30720
AX2340S-24P4X
AX2340S-48T4X 55206
AX2340S-48P4X

R— b+ Z& VLAN HOBEBTOEEE, R— MIREL TS VLAN 0%, BEDO2R— MTAHFL
TETT. FIZIE, 24 R—FOEBT, R—F 1 »565K—F 10 TIIHREL TW5 VLAN 2 1000, R—
N 112 56R—b 24 TIIREL TS VLAN H2' 1 058, A— & VLAN BOEETOAEHE
10014 &2V ET, 8B, FYyAINTV—TICFHBTHKR—FTH, FrINTVL—TTEELEDEDTIE
<, B—=PIZHEELTWA VLAN OB TCEHESNE T, A— b+ T& VLAN HOEE TOEHIINESE
HEBZIBE, CPUDHRERSEL Y, 20747 L—a>avy RPEHIV Y FOL ARV R
MWEL L2720, EfFTELRL LS/ 0TAHZENHDET,



(1) OM3JLVLAN

7a b 3L VLAN T, £ =% % v M 7 L =AW Ethernet-Type, LLC SAP, 8 & ' SNAP type 7 1 —
LVROEZEICTO N LVOBNZITVET, IV T4 7L —Ya Y ilkoTHRETCESTubal
VLAN ORBEMEZROFITRLE T,

% 3-5 7’O0MI3JL VLAN O7°0 kO OTESEE

=7 He N7 L)
LETFIHE 12 12

#3-6 FOMIJL VLAN #

EFIL R—hZHre KBS

LEF LI 100% 100

EX FIUIR-PMIRETZATObINVLANE, PO bV R—-MNIHRETES 70 b 3)L VLAN 1% 12
T9,

(2) MAC VLAN
MAC VLAN OIREZRHZ2IRORITRLE T,

& 3-7 MAC VLAN OFE# MAC 7 KL ¥

— J2T747b—2avcdkd | L2FEHEEICLPRAER ERSEREAMAC
RAER MAC 7 KL ¥ MAC 7 KL 2% 7 RLZ#
2ETINAE 64 1024 1088

(3) VLAN k>0 >7
AV T4 T =3 VICEoTHETES VLAN o2 )V TOBERDEISRLE T,

& 3-8 VLAN h>RUZT D

EFIL ®

I

1)

2ETIINE FLER— M- 1

(4) TagZi

AT 4T L—=2a Il o TRETE S Tag BBERT > NI HERDORITRLE T, Tag Bz
F X INTN—TICHELIFEE, Fr VTV —TICHBT 2 K- rZ&iczy M) RHELE T,

F3-9 Tag ZRERI> MU

EFN KEHRY

2ETINE 4096

333 ARNZTYI)—

ANRZ T —DINEEH#BEIEICROFRITRLET,

17



18

mB, A=Y —0 VLAN F— b uE, 28227y —2EEd 5 VLAN ICFIB T 28— MK
DENKTY o FyINTNV—TOFE, Fv XTIV —TH) OMER— MBI ET. 72720, Kk
® VLAN 28— g, VLAN R— bMICEDEH A

s IV 747 L—33ravy KN state Tsuspend /8T X =¥ BFESNTWAS VLAN

* VLAN b2 AUV TRFEELTVSKR— b

* BPDU 4— FEEZRE L TW575, BPDU 7 4 LY HERERFE L Tz LR — b

* PortFast ##E& BPDU 7 4 LY HREEXZBREL TV AT 7 AR —

& 3-10 PVST+ONBERM

EFI)I %5 VLAN 21 VLAN 7R— N3
2EFILILE 250 256%2

Exl
ANRZ T =R &% 544 VLAN ICERET 2R — MO EET (VLAN &R — M EOHE) o
Bz, 100 fd VLAN Z3EL, #NFND VLAN IZ 2 B#EAFIE L TWwWA5BE, KA— Mg 100x2 = 200
& DET,
VLAN b >3V V7 E DA, 772 AR—MIR—-MUIEARAEEA,
%2
PortFast BEEZ B E Lo R — MUIED EH A,

K311 POTNANZDTV ) —DOIREFRM

. . VLAN 7R— h#1
7 SR VLAN %1 VLAN 7R— R )
(PVST+{}FARE*2)
LT TIVHEE 1024%3 5000 1000

e
ANRZY TV ) =R L% 2% VLAN ICRGET 2 K — bHOAET (VLAN HER— M HDHE) .
Bz, 100Eo VLAN 287E L, #1Z2Nho VLAN IZ 2 BEEAFIE L TW554E, K— Mk 100x2 = 200
ERDET,
VLAN bt >3V 7 EOMRK, 727E2AR—-MIR-MUICEAEEA

2
PVST+DOMR N — b HHEEORAMEA 1000 LD £,
X3

PVST+RIFE{ERZ PVSTHMR VLAN 25\ EE LD £9,

x3-12 TIWFFLVRANRZUTV ) —DINEFM

- MR VLAN | VLAN #— k . MST 1 Y29 > X2 EDRF
RN - g1 MST 1 > 29 > 2% VLAN 542
SEFILILE 1024 5000 16 50

X1
AN TV =R ETL HF VLAN ICRET 2K — MO EET (VLAN &K — b D).
Bz, 100 o VLAN 28E L, #hZ2no VLAN 2 2 BEAFIE L TW55a, K— Mk 100x2 = 200
ERDET,
VLAN k>3 T EOMRR, 7272 AR— MIR—MUICEREEA.



3.3.4 Ring Protocol

(1)

(2)

3.3.5

%2

MST A VA& A0 3BREET. MST A Y AY A0 ONR VLAN #d 1024 &2 0 £9, b, EAPIGER

2~ F show spanning-tree port-count TR VLAN #& VLAN K — M xR TE £ 7,

Ring Protocol

Ring Protocol DAEZEM 2 ROFRITRLE T,

% 3-13 Ring Protocol MUY

I8

>4l

KBS

DI 3

24

VLAN v v ¥ 7#

128

VLAN 7 )L— 7%

2

48

VLAN 27 )L—7® VLAN #

1023%1%2

1023%13#2

) ¥R — N3

2

48

(LB — - BHz L
1

HELELTHET S VLAN OFKRETT .

U v 787 0Kl VLAN fi & LT VLAN 2—2HB 9 % 7:%, VLAN 7L — 71T & % VLAN Ofk#E
1023 &0 EF, 72720, VY THAPEINT 212060, VLAN ZV—FICfERTE % VLAN ORAHITED LE

EE
X2

%3

FrINNTN—TDBEE, FrrLTIL—THAT]I A—bEHXET,

ZEREEERKEE

ZEHREERREONERMF 2 RORITINLET,

xR 3-14 ZERZIEFHLEOINERM

ZEEEERMEEE, SEREER VLANHELTY V784720 VLAN 2—DiH&E T 57-®, VLAN ZL—7FIC
fFHT&% VLAN OFRRBIZEL LE T,

EEL-DOZEREERIREY » 7#

U > 74720 DS EREER VLAN #

BELDOZEREER VLAN

IGMP snooping/MLD snooping

IGMP snooping ODNAESEMEZIRDRITRLE T,

19



% 3-15 IGMP snooping DUNEH

JE[=] BRAK
%€ VLAN % 64
VLAN R— h g1 512
kx> SVRNDE - Rl 1024

HEx1
IGMP snooping #E{Ed %K — r 3 (IGMP snooping % &&7E L7z VLAN IZINE SN2 — hO#H) T3, flx
1, &4 10 K= MRAEL T35 16 D VLAN T IGMP snooping % BifE S ¥ 2154, IGMP snooping #{EA—
MIX 160 &2 D E T,

X2
BRI NBORREICIE, L—F 4 770 ralk ECHERTAHES Y hOTILFF ¥ A M7 RLADLE
HET FETHIY ML, FIHSr Y NS B —TSINER 2 ZELHEEICERLET. VLAN HTHE
RON—T 1 770 s aVERRICHERT 256, %592 70 L0y FPERT S YLFF+ 2 b
T RLAZFEFIY MY ZERLET,

X3
% VLAN TEEH LYV FF v A s MAC 7 RL ZORBITT,

MLD snooping DINESRMZIRDRITRLE T,

# 3-16 MLD snooping DUXERHE

158 BA%
E VLAN 32
VLAN R— h %1 512
BERT L b HOR2ES 500

eI
MLD snooping »&{Ed 54— +# (MLD snooping %8 E L7z VLAN IZIRE S5 H— b O#M) TF. filx
i, &4 10 R—FMRAEL T3 16 i VLAN T MLD snooping % BifE S & %35¢, MLD snooping EifEAR— b
iz 160 &£,

X2
BRIV PUBORABICE, V—T 1 770 baNRETHERT SHIE Y POTLFFr A7 FLAGE
AET. FUTHIY NI, HIESr Y M 5 7L —TBMEREZE LIS SICERLET. VLAN NTHE
HON—7 4 »77araVzRBIERT 256, #4925 70 ba Vol ry sPERT LFFr 2 b
7 RVAFREFIY M) 2FERALET,

X3
& VLAN TH#E L72v LT F ¥ 2 b MAC 7 FL ZOBM T,

20



34 PA42971—R

AEBTIIVLANICH LUTIP 7P RLAZHRELET, T, IP7RLREZRETES VLAN A ¥
Tz —ADBRKRE, RETZHIPT7FLRAORARY, BETCEA2HFEEBEORARLEIZOVWTHEALE
9, F72, DHCP ¥ —NOWRBEEHIZOVWTHHELET,

341 IP7RLAZEETCEDT>ITI—AH
AREBTHR— P T EIRAS VY T —AREROBITRLET,

xK3-17 BRT1VITT—R¥

EFN 10971 —AH (EEHE)

2ETIINALE 128

342 TAFR—LDRKT Ty N

LAN O2ILF AR —LBRTIEF—DDA ¥ T2 — AW LT, RO IPvA T FLAZHZELE T, <)
FR—LDOBRT Ty MIZROFRIIRLET,

K 3-18 VIFER—LDERAY TRy MY

INFR—L BTy MY

£
4 (1297 T—RB11))

2F7I)Lt

o

128

3.43 IP7 RLAFKETEE
EEL 0O T4 T —aVTRETZALHIPVEA T RLADBRREZIROFXIIIRLET,

KR3-19 d2T747L—Ya > CEBICHRETEDS IPVA 7 RLABRAE

EFIL IPv4 77 KL % (GXEHRY)
2ETIIIHE 128%
3%
VLANA V¥ T2 —RICHETEBIPVA 7 RLAKTT . V=T NI A7 72— RIRE LT R L AHIE
EHRERFA

3.44 EREFREH
FEESERT 2 BAEFEENERLE T, COBAOMTERIL—5ICRST, BALERET,

IPv4 TIX, ARPICE ST, EELLDET A7y hDFELT RLAICHET AN—RT2 77 RLA%
WELET, LA >T, ARPITY MIHICL > TRAHEFEERPREIDE T,

ARPZ YV NI REMICEET AL, A0 T4 7L —2a v il&oTRY T4 v ZIEETAZELT
xF9,

21



#£3-20 RKARPI> MUK

1971 —AYiEL) EELHR
T = = = = = =
2971 vIT 2971y IT
BATY UK RA ﬁ:é;7 > BAT UK RA 97&;7 2N
2FTIIIHE 4096 256 4096 256

345 RITAvIN—Ta12TRRKI> NI

AIEBEFHIN Y PORBIBRE L THHATEZRAY T4 v I L—T 4 VITOERIY NI REROEITR
LET, BB, ZREBTEIAYT A v IL—T 4 77 FPFHATE, RIPRSOSPF EDIL—F 4 >
ORIV R—PLTWEHA,

x3-21 RITAVIN—TFTA2TODRARIY NIH

EFIL IBH BRAT>NUE

2E T LA IPv4 1=% v 2 MEBTY L 128%

EX YA MRERIEIEAEE A

3.4.6 DHCP ty—/\
DHCP YU —NTHETCERZA VI T2 —ABBIOBAAREIP 7 FL ARG E2ROFISRLET,

& 3-22 DHCP #—/\D&\KE

158 RESZ DRAH
DHCP #—/3 1 > ¥ 7 = — 2% 128
DHCP 9 — /&Y 7% v b 1024
ECAR R RE IP 7 N L 2301 2000
BCAAATREREIE IP 7 F L 2 # 160
FCARBESL TP 7 N L A EEFEA0*2 4096

EX] EAAREEEIP 7 FLABEEAE T,
EN2 VT Aoy bED 1024 £TTY.

22



3.5 T1I)ILY - Q0S5

3.5.

7 4)L% - QoS DREHEMFIE, I> T4 L — 3> a7 N access-list B & U qos-flow-list TEE L
9, JITHE, RELLY RN EEBEABTHERTSER (T b)) IEBLZY P HOER%E
7 4% - QoS DINABFMFE L TRLET,

T4 LE QoS DHEMHIZE A )V —REDZRET 572012, 714 LI BLTQO0S, »OZERIB L
OXBRHOHBE—- N THAHAT7U—MEHE-FZERLET, Ju—HEHE—NE, a>74 71— 3>
a< > K flow detection mode THEL 9. BINTAHE—FICL->T, T MNIHKOLREZRET 2
EHEPREVET, B, ZEAIZTALYBLT QS %2, REMITA NI EZTFR—FLTVET,

1 749> NI

JO—BHE-NZED, BEALDICRETZHXEMT7 + LIyRART Y M, REMT 1 VI ERT
YRV, BRUORERT 2 V5 EEERT 4 LT OREMZRORIRLE T,

x£3-23 TALIRKIV NI

o SHEBIT 1 L9 EREHEET 1
es), 70— SIEA/ BAT> kB L9 DHEF
7 £k B
MAC &4 IPv4 &t MAC &4 IPv4 %44

2ETF)NH layer2-1 AAEH 256 - 256 -

Bz}
ZEH 256 -

layer2-2 M - 256 - 256

(& 256

(RLBI) —&HaL
T
T4 VYT b VB, B Yy b VYT 2 —RAEE VLAN £ 28 7 2 — I LT 7 B — KM

WCEIET AT MY (BEEEME) 2HBNICNELET. 2OLD, 74 LIBRRKIY NIBOTRTCERERHTEE
HFAhAe 74NV MN)DOEAFDOHIZIRIRLET

(1)

IVMIEGE A= X Y MUy T2—R1/0/1ICT TV NI

IVMIH CBREIVMIDEA—Y XY M FT72—=X1/0/1 OFEFELY M) ()OGEEF2 T MY %2 {#H
EX

BRIV MU 74 VBRI PUB—FRHLZZY MUK

(f512)

IVMNIEGE A =2y b T2—A1/0/11C2Z > Y, VLANIODA ¥ 72— RT3 TV MYRE
IR BREIVNIGO)EA—HRXY MY T72—R1/0/1 DFEEL MY (1)BXLU VLANIO DA ~
771 —ADEETLY MY (L)OFEET 7TV M) 2HERAT S

BRIV PUB: T4 LIBRI Y VUB—FRHLZTY U

3.5.2 QoSIKNU#

TU—MHE—RITED, EBHDIIHETEL QSEALY NI HEZRORITRLET,

23



F£3-24 QoSEARIZNUHE

RAIZ MUK
EFI 70—1&HE—NR ZHSHE (S
MAC &4 IPv4 %44
EETIVHE layer2-1 ZAS 128 -
layer2-2 Z(EMH - 128

(LB — - FHaL

24



3.6 LAV 233

3.6.1 |EEE802.1X

IEEE802.1X DINEFHMAFZRDRITTRLE T,

% 3-25 |IEEE802.1X DUNEFM

EFN R— NI ORASREEHAREL REEN DERASEEIRALL
2FTIVHLE 64 1024%

¥

IEEE802.1X & MAC fRiEZ FIRFICEIES ¥ HE 1R, TN ENORMARBOGEI TEEL-D 1024 FTERD

ESCae

3.6.2 MACERE
MAC BREDIERM ORISR LE T

#* 3-26 MAC SREIDERES V) DIREHRMY

I5H BRAH
RRFRAEEL EE VLAN £— K 1024%
¥4+ 3Iv 2 VLAN £—F 1024
M MAC 83k DB &% — Y4 1024
e
MAC 83t (EE VLAN €— F) BX U IEEE802.1X 2[R ICEES B HAHE, TN ZNORRERRBOEETT

FEEL-D 1024 $TEBDET,

25



3.7 DHCP snooping

DHCP snooping DNEFEAZROFITRLE T,

& 3-27 DHCP snooping DEB&AI> b1

NAOFA DT TF—INR—ZLY NJE*

ETII WAR71ILIT> MU
S1FIVI/RIT 1 v I DE5 2IF 1T
2T I)VHE 3070 256 200
3%
untrust K— FECROWREZD 1 T2 MY EZHELE T,
# 3-28 DHCP snooping M&A VLAN #
K VLAN #1

TN

DHCP snooping

F1F+Xv7J ARP &

1024

32

26



3.8 TR{EBMIC K DEEFEL

381 7y FU2T - DIUITUK

TYT) T )Ty MY ANEFRGEERORITRLE T,

x3-29 7y FIU2T - VIUIY NRERME

7Yy T TR—REWD

EFIL 7YY TR— N
7 g ’ B9 71— 2%

AX2340S-24T4X 15 2
AX2340S-24P4X

AX2340S-48T4X 7% 5
AX2340S-48P4X

EX FrRVTNL—TDFEE, FyINTV—THEAT]I K- EeHIET,

#&3-30 MAC 7 RLR7 v 77— MEREDINE R

EFI RAEEMAC 7 RLAI> MU

2ETINAE 3000

27



3.9 Xy NJ7—TEREKEE
3.9.1 L2 L—FigAl

L2 V—TRHIO L2 LV—THH 7 L —LEEL — P2 RORITRLE T,

x3-31 L2A—TBRHM7L—LZEEL—b

L2 L—THH7 L—LDEEL— b EBLY) *
TN
ANRZ2 T —%ERALTVRES ANRZZTI) == ERLTVBVES
BETIIE 30pps (ES(E) *2 200pps (ki) *3

o« L2 V—THET L—L%EL— NEHR
L2 V— 77 L — LEERRO VLAN B— =12 L— 7B 7 L —L0%FEL— b (pps) <EEME ()
7B, FyrWTL—T0HE, VLAN K—  MUIF v RV V=TT A— bR ET,

Ex1
REEV— M oA > T, BEIMIC 200pps N TEE L E T,

Ex2

A=Y TV) =% ERA LTV AHEIE, 30pps BLNIRE L TLZS W, 30pps &K D KREVWHE, R/=2 Ty
J—OEEEERRIETE LA

F%3

200pps ##B2 57 L—AIZRELEHA. BETEED 57T L—AICHYT 55— k% VLAN Tl L — FHE
EREITE L H DT, BT 200pps UFICEELTL A&,

28



3.10 Yy hT—TJDERE

3.10.1 |EEE802.3ah/UDLD

YRR — N TCOERZAREICLET, 1 K= I x5 ZFAIE T 2720, B—F— b S EHEBDOER
=ZEY 585G (BILER) T, RET BRI 1 £BEHZ1JTI, IEEE802.3ah/UDLD DA S
ZRDFITRLET

x3-32 BRI VERBHRE

£ BAY > T EIREEN
T ILIE BEBORAMIEA— P
3.10.2 CFM

CFM OINBZM#ROFISRLE T,

#* 3-33 CFM OIS

CFM R~ UE—h
7N PEP% MA %5 MEP % MIP 25 MERUETH MEP #a%*2
2 %3
SEFVIE 8/ BB 32/ %8 32/ %8 32/ %iE 256/%E | 2016/ %E
Exl
CFM A — Mg & ix, MADTFF14 <Y VLAN D> 5, CFEM D7 L —L%3%4(F9 % VLAN K—+ O

Down MEP 721} @ MA D154
Down MEP @ VLAN R— b 0%
Up MEP 24 MA 058
75 4<1 VLAN O£ VLAN R— h D5
3B, CFM A— MEEILER I~ > § show cfm summary THRTEZ£ 9,
e
CFM R— Ma#B L ') £— + MEP #31, CCM EEREREAT 7 4L MED & EDONEEBETT .

CCM #EHEREZEET 2L, CFM A — MEEBE L) £— b MEP BBONABFGEPEDD £,
CCM X EMEIC L 5 CFM A — MEKB LU £— b MEP O NEEAEZRORITRLUE T,

& 3-34 CCMXSERRIC K DINERM

TN CCM X 1EEkE CFM R— hME# IJE— bk MEP #8#%
2ETIIE 1 3Pk 256/ %E 2016/ %#&
10 % 128 /%iE 2016 /%#&
1% 50/ %&E 200/ %E&E

29



%3
JE— b MEP % &%, BEEDS D MEP ORI TI . MEP 750 CCM ZEMHREICHELE T,
) E— b~ MEP #%33EHH 2~ > N show cfm remote-mep THRTEEJ,

£3-35 CFM OUEA— hBEUF v 27— T ORSEY

7N MEP - MIP %R ERELRYIER— B KUF v RV I— T DR
&)L 8/ E
%
MEP * MIP Z[E—FR— MW L TERBRETEE T, FrRLTIL—TDEEE, FyRILTIL—TBAT] R—
FEKAET,

& 3-36 CFM OT—IN—RINERMHF

MEP CCM MIP CCM Linktrace
=) F—INR—2 F—INR—2 F—IN—2R
B ANIE A NE I N
LETILIE 63,/MEP 2048 /%18 1024,/ %8

TEx
1 V— 7D 256 BEDOIEREZ2RET 2B/, BRTAL— b2 EFELET (1024256 EE=41—b),

3.10.3 LLDP
LLDP OWUESMA 2 ROEISTRLE T,

& 3-37 LLDP OINESFM

BR RANEH
LLDP M2t & 53R IEEE 802.1AB Draft 6 108
IEEE Std 802.1AB-2009 108
Port And Protocol VLAN ID TLV T/ET % % VLAN % 100%
VLAN Name TLV T#ETZ % VLAN # 100%*
X
Port And Protocol VLAN ID TLV & VLAN Name TLV T&bhET 100l ELED ET, £/, EO/NSWEIZ
1008 &ERDET,

30



F2iwm EREHE

HEEAOOTS 1>

COETIE, BBEOREEEILL, BXus sy -as 7y, EHEEOMN
H O ERHNRKEZOERERICOVWTHBALE T,

31



4 BEAOOTT>

4.1 ERmRKICKDERE

AEBEBOEMICIEZI Y Y -V EFY E— MERRRPNETY ., 22V —ILIERS232C ITHERE T 5%

K, UE— MEAWMKIZIP 2y bV BHTERT AMATT. £/, KLEBIXIP Xy VT —JEHT
SNMP v A=Y+ I2&2B 3y hT—7BBHIZHHIELTVE T, IV =LY E— MERmRZ EALE
BOEABHAZITOWMAZERRREFUET,

4.1.1 ERImRODEGRE

Sl

IV —VIFAREBDO Y 7ILERER— 1 (CONSOLE) Ic#LET, 77, UE— MEAEERIZRIC
NI EREESENE T,

s BERN-IPERTZIP Ry FT—Ih oK T HIERE
EAmAROFERIER 2 ROKITIRLE T,

B 4-1 ERRROEGRRE

FEE

H S U7 LEFA— - (CONSOLE) |

| AEAR— |

s ——=6
) E— MERIER SNMPZ R —

(1) U7 )#EER— b~ (CONSOLE)

JUTIVEFHRA— (CONSOLE) I2avyy—LaxHERLET. 2074 7L —YaryERELTWERL
THRR— M EZRBHLTOTA U TES12D, HHEARICIIRR- N»6u0r14 > LT, HRENTE
9,

(2) BERAKR—HN
BERAR—NE2EHLT, BFEOYE— MERBERL S OXREBICHNT 2071 2 SNMP v 42—V v I
EBRY NT—IEENTEET. ZOFR— FEBHLUT telnet, ssh, fip ZEICK > TREE~NT T A

VEEEDICE, AEBOIV T4 L= a3y TIP7RULABIPIE— N T VL ADRER T DNE
BHDET,

4.1.2 EHim

aVY=)LE)E— MERAWKOEREE COMEBEBOBVWEROERIIRLET,

32



4 BEANOOTT>

F4-1 22V—=)IEUE- MNERAMKDERESE COERASEEDNEL

EFARRE a>y—i 1) E— MERIRR
EEronusA NG| Bl
AEED SEAWKRNOT T A A Bl
7 7t A L »H
a~v >y RAN aJ A
7 7 A VEEEFH R L ftp
1P @f8 KA} IPv4
SNMP 73— + 2 ARE] T
aVT74 7= avEE A= B

a>y—=)

a2 —)UIE RS232C 1B 9 AWK T, — R EEWR, BEY 7 bz 7 PMERTEEd, a2V —
IVHAREBEBETES LI, IROZBEVT-100 FREME (REBOT 7 4+ )L MREME) PEEYV 7 hrx
TICBRESN TSI EZERELTLIZE N,

o BEHE : 115200bit/s
« T—H¥E:8Ev

e YTV ML

e ARy TEY R IIEY R
e Ju—arybu—Jb:ZilL

B, BEEEZ 115200bit/s DI (2400/4800/9600/19200b1t/s) THRELTEALLZWEEI,
a7 47— arav N speed TAEBROBEREREEZEE L TLZS WV, 72721, %Bﬁ’% 128
ﬁﬁﬁ%éﬂé@@:yy—w#GmﬁthﬂfTWbbt%&ﬁ&@iﬁo

4-2 2V =) OBEEREDES

(config)#t Line console 0
(config-Lline)ft speed 19200

Sz
AR

VYV LEFATAESIIROEICER LTS,

o K% Efi://—wﬁkﬁ6m74/?éwg,ﬁﬁ% VT-100 OHI#EXF4%EHA L CEmY
ARXEZRE - HFHELE T, VI-100 I LTWiAEWI Y — LIHERTIE, RELZEXFHIRRES
Ny, B0 CLL7ary B ITNTERENSZD LT, HETA XHVEE - RETEZHA,
T, A VERBICF—ANILIES, VT-100 O XFEORNERSEEICRETE 20
ORBORRELZVETOTIEREL LSV, COBEAZ, BEOZ/A UV LELTLIEE Y,

s HEHEEORENKMINZDIE, a7 I LizhEllzDET, IV - 5Wo7-A0YT

TR LEHET, HALTOBERKPEEY T F7 7 OBEREORELEE LT LS
moﬁﬁﬁéiﬁii%ﬂ#TmaﬁmhabiT(m%mjfn/fb&t%

« BEEEZT 74NV MREEMICHREL GERLTWAIESA, BEXEE (HEH) 5L
VA A ;&%énéif@ﬁ,TE&Y%ﬂﬁﬁﬁéniﬁo

33



4 BEAOOTT>

(2)

1) E— MERIRAR
AEBICIP Xy VT —RBHATER LTI~y NREZTOIHEKD, VE— MERABKTI,. telnet 70

NIV EE ssh PO bavor 747 2 MEREPH HmARIL Y E— MERFKRE LCERTEET,

b

p=3;

¢

N

KEEBOD telnet ¥ —/\I, BITI—FELTCCRIZEBHBLET. —MOT T4 7> MHKRTIE, BT
- RELTICRIBEVILFIZHELE T, THO DKL ERLIEE, ZIFRRENLD, (v/
n) BRBICEF—ANDPCELDP>LDTEREDRENSBIVET. COLIRBEE, VI T
Y MEROREZTER L TS0,

4.1.3 EREEKEOBE

34

AEBIZLY b7y EESKTL, BBEOEE ON GERICAD £9 . AEE Rk L/SERBERTIE,
BRI YRR 747 —Yaravy REEFTL, ZEOREEZRANLY, Bty VT —J0EHE
WCHES TV T4 L= arvOREZER LD TEET, REEBETEHRT 2:EFEHOEEZ IROREIC
RLET,

x4-2 EREEOERE

EFArERE B

av > RATIREE AV RIAVICKBATTEZIMITET,

| = o I iy RIEF7 7E AWMk, /SAT—RFFzv 7 2iT0ET,

AT 4 T L= 3 ViREKEE EADZOOIAY T4 T L= a v ERELET. HESNIER
T ERICKBENE T,

v T —=2ravr N JE—MEEIT O FREEZYR—-FLET,

uz - fmEHER WEICRAE L-BERRS L OERERRL SOMeHERERTL
9,

LED 3 & UBREHRMLOER LED IC &k > TREBDOREEZERRLE T,

MIB BN SNMP v —Y v ic&kB %y b T =7 EEE2TNET,

FERFHERE EEEZRTFTHOORERT, BEBE Xy PT—TVOBEEYD

DI BH7OOMRE G DI FER/REET,

MC fR=5FHBE MCOD74—<v haERITVWET,




4.2 XREILH)

ZOEITIE, BEOEEEEILICOVWTHBALET,

4.2.1 EEIHSELFTOBES

4 BEAOOTT>

REBORLE P SELEETOMBE 70— 2 RORKUIRLET, N—F7x27ty b7y 7ORFICOVT

& IN= R TERHEAE] 22RL TS0,

X 4-3 EBHSELETORE O

(=4
MPEBEATTI?

N—F9zx7
Yy rTvT

REBOER ON | | REEOEE ON |

|
EAMBICRELREE
o4 X YT a4
- BFZITEER
- RR HER

(AYAY 4

A A

BEFNILE?

AEBEDER OFF

4.2.2 KEDEH
KEBOED, BEBOFELRORICRLET,
%43 2B, BEBOHE

B DB RE

BRIE75E

BIR ON IZ X 2 iEH) AEBOEIR OFF 50115 BIF T,

AEBEICRO T -EBREr—7
WEIrty MIELADLZE
TEEFEZONICLE T,

vy RICEAHES BERELZSICLD, AEEZY LY FLEZVES

WEJ,

I2fT | reload I~ REEFTLET,
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4 BBEAOOTT>

AEBE LY, HEHLAEZICSTI LED PBRITEL 72581, [Ty a—T4 »7HA K]
EZBLTLES W, 72, LED 7Y TRRABOFMIE, [N— Py = TEIRFHAZ] 2SBL T Zs
[/)O

AREBIL, V7 b7z TA A=V kimg EVIBMTEZRAALZMC 220y MIEAL TES L7285
&, MChoitgiLEd, MC » R BREHLIBE, THU VN, 20747V —Y 3 VIELIBHTE R
DOEREE 2D, RELTHORET A LI TEE VA, BEEARKRIIMC 25EEHLENTLEE W,

4.2.3 REDFILE

AEBOEFEZ OFF ICT 2581, 77 AROT 7 AAPENEZBEEZNTHHDOT, KEEBICOT A
LTWABI—FHPNEWIRETIT>TL 280, BRI~ Nreload stop TEBEZFEILSELHEICE
JR% OFFICT 522 L2 #RLET, REBICHDMIZER —TLxartry b otk< 2T, BR
% OFFICTE %9,
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4 BEANOOTT>

4.3 O7a0>-07779hk

(1)

(2)

(3)

ZOFITIE, arZArEul 7T MIOWTCHBLED,
o711

EBIELET L, 071 VEHEZFERLET, COBEETLI—FRENNAT—REZAALTLZE W, E
LLFESNGEE, vy R ar P h2RRLET. £/, FIEICRRLZEAIE Login
incorrect” DAyt —Y%FRL, A TEEHA, U VEEZIROKIRLET,

B, PIEEARRCIE, 1—34% operator /YA T — R LTOs/ A U TEET,

4-4 O741EEAR

login: operator
Password:
No password is set. Please set password! -2

—_

Copyright (c) 20XX ALAXALA Networks Corporation. All rights reserved.
LSAT = RBRESN TR WEEREITRETTa /A U TEET,
F7z, WAT—FOANLFEIRRLEH A

2ARBBICHELINRT — FRBEOT VA > 1—4 (operator &) THT AV LIZHBEICRRS
nEd,

3.avvR7ar S EFRRLET,

o777k

CLITO#EZKTLTas 77 b LizWFEIE logout A7 > REldexit av 2 REETLTL LS
Vo BT 7Y MEHEZIROKICRLET

®4-5 O777NEE

> logout
login:

BE07 77k

—ERE (F740 b 160%3) RICF—DATIN o725, BENICO 777 LET, &8, HFE
77y MERIIZI YT 2 LV — 3 av 2 K username, F72Ii3ER I~ 2 K set exec-timeout T
BTZET,
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a7 > RIBRME

COETIE, REETOIAYY FOEEFEIIOVWTHHALET,
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5.1

X RABDE-R

51.1 OVY>2R—§

I RANE—ROYVBZBEIPLI—T 4 VT ICEHT A EH IV F—EZ2ROFBITRLE T,

x®5-1 EROYR—E

JvU R A
enable Av Y FANE-FE—RI—FE- PP oEBEREET - NIIEELET,
disable IV FANTE-FEEBEHEE - Mo —YE-NICEELET,
quit BREOITY FANE—FEKTLET,
exit REOIV Y FANE-FEKRTLET,
logout EEN»PHTTTILET,

configure (configure
terminal)

a7y FANE—RZEBEHET -6V T4 7L —Yayav sy RE—RIE

FLTC, av74 27—y arOREXHBLET,

diff* BELEZDOOT7 A VELELEL, HEBESERRLET,

grep® BELLZT77AVERRLT, BELISY -V 250720 1LET,
more™ HWELE T 7 A VONE % —HEHESZITRRLET .

less* BELET 7 A VONEE—EHESZIFRRLET,

tail* HELLE T 7 A VOBESNIMEMEEHILET,

hexdump* NFYT U TERRLET,

EHa~v>RL77L v

2] [8 2=F14V)F 1] 22BLTLEZE,

5.1.2 Y RAHE—R

40

AEETIV T4 L= a OEBEEZERLZD, $-E3EEOREEZSR LD T 2556, @ilxa~
VRANE—RIZBBL, a 747 —Yayavy RPEHIYY REANTALENHVET, F

7z, CLI7arv7brcavy FANE—RZHNTEET,

AT Y RANE—RESO U rOREEZROFISRLET .

®5-2 OYRADE-—RETOT NORIG

AYYRARE—R

ETRERIT R pAn!

~

P

— g1 E—F

EH I~ > F (configure, adduser a<v> Kz L, —#o >

EEEHELT-F

a7y RIREBEEET— FOETEFURETT.)

avI747b—Yarvavry R A T4 L=y gravy KX (config)#

£
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o
AT 47— a yOREFIGEA I Y F2ETLZVWES, quit a7 PR exit a7 FiZk-»
TaIV Y FANTE—R2EBERET - NPV BALGLTY, BRIV FOEHEIC [$] 217
R TANNTHIETETTEET,
<fi>
aAyI747Vb—Yaryavy RE—-FCEMAI~ Y Nshowip arp 2179 554
(config)tt $show ip arp
E—-FBROBMELROKIIRLET,

®5-1 E—REBOHE

enable

disable v

HEBEEBEE—NK

A
configure

exit

end . .
avoJq4Lb—v3y
AT RE—F

(AL
— > . = FEBARA

T, CLI7uY7hELT, WIRTHBATH, TOREZERT H2XFAF 70 Y7 FOEBICERS N
ESCI

1.2>74 7L —Y3>a<> K hostname THhA FEMABRELTWVWAES, FA NEIROELED S
W0XFEHFEFTHA Uy MIRBENET,

2.9 =y 7aArv I 7V —=vavEREL, TONEERAY— Ty a7 47— a VIREL
TWiRWES, a7 hokEIC [ ] PfrEEd,

l.~2.070 >y 7 s FRHlZROKITRLE T,

®5-2 FO>7 h&RRAl

> enable

#f configure

(config)ft hostname “OFFICE1”
10FFICE1(config)#t save
OFFICE1(config)ft quit
OFFICE1# quit

OFFICET>
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5.2 CLI TO¥EIE

5.2.1 {f#H5cHEEE

av Y RIA4 2 ET [Tabl # AT A ET, a7y FAHEO IV Y REMR T 7 A VGO AN 5D
XFBIENTE, A7 FANPEEICED T, @MatliErERA LI~ FATO/EBLZIROKIC
RLET,

B 5-3 fsEBEZERLIZOY > RADOBEESE

(config)tt in[Tab]
(config)lt interface

[Tab] T CTHEATEBNIXA—IRT 7 INEBO—EDPRTINET,

(config)ft interface [Tab]

gigabitethernet port-channel tengigabitethernet
Loopback range vlan

(config)tt interface

5.2.2 AN THEE

vV RIAVET[?] AT AIET, ETESIAV Y RFLWENTA—YE2HETEET, £z,
ATV RPN TRA—YDERZHAZENTEET, IROKIZ [?] ANBOFRHEIZRLET,

®5-4 [?] AHBORRE]

> show vlan ?
vlan id Llist> 1 to 4094 ex. ”5”, "10-20" or "30,40”
channel-group-number Display the VLAN information specified by
channe l-group—-number

detail Display the detailed VLAN information

list Display the Llist of VLAN information

mac-v lan Display the MAC VLAN information

port Display the VLAN information specified by port number
summary Display the summary of VLAN information

<cr>

> show vlan

7B, ISTA—FDANEFTCAR—AXFEEZ ANLZNWT [?] ZANLEESIE, MEBESETEINE
o o, AXY RNRIRA=FTINFAEFRAT H5E1E, [Ctrl]l + [V] 2AN0%, [?] AL TLE
Wy,

5.2.3 ANI>—(iEiEHEEEE

42

ATV RELBNNTA—FEZREICANLLE, =5—u@E% [ "] THEEL, XTI —Xvt—
(MEAI~>Y L 77 L2 R] [ANZT—MNEBERBETERT A2 AvE—-V] 228) 28 RLET,
[Tab] AJIEEE [?] ANIBEBEIMEZD ET,

[ "] OHEFRELS— A vt —YDFHAICE ST, IVYRELIRISTIA—FYZRELTEEANILT
PFE WV, ANITT—UBEHOETRE% [K5-5 AL IXEL-EZOFERM] BLOP[K5-6 /%
F A= AIEPOERAF] 1ITRLET,

B 5-5 ANILIR%ZULiz&EEDRTB

(config)tt interface gigabitehternet 1/0/1
interface gigabitehternet 1/0/1

% illegal parameter at '~ marker
(config)tt interface gigabitehternet 1/0/1



5 v RigE

B5-6 /NTA—IASEPDRTHI

(config)ft interface gigabitethernet 1/0/1
(config-if)#f speed
speed .

1~y

% Incomplete command at marker

(config-if)#

524 VY2 RERERT

ATy RERIBIINTA=FZFEMRLUTANL, AHSNEP—BOIV Y FEZBNRNIA—F L LTHR
HTERHE, AV FEERTLET BEANDOIY Y FETHZROKIITRLET,

®5-7 SRAHOIT> RETH (show ip arp DEBAS)

> sh ip ar

Date 20XX/11/15 19:37:02 UTC

Total: 1 entries
IP Address Linklayer Address Netif State Type
192.168.0.1 0012. e240. 0200 VLANO100 STALE arpa

"B, [£6-1 a>747b—2aryavsy F—E| IIHsrI0 747 —a rORES L UEIEICHE
T2 R, avI4 L —YaryE—FOE—BEUIN CEEETTEEE A

o, "BONIRX-FRIEELIGERE, TNLEDO/NTA=FIIOWTEBETTEETA

525 EXMUKEE

X MIRERZERTSE, BRICAD LYY F2BBELIEETHEETLLD, BRICAN LIzav Y
FO—MEZEELTHETLLZDTEE T, b AMIKEZERLZAZ2ROKITITRLE T,

B 5-8 EXMUHEEZERLLZIY Y RADDBEEE

> ping 192.168.0.1 numeric count 1 =1
PING 192.168.0.1 (192.168.0.1): 56(84) data bytes
64 bytes from 192.168.0.1: icmp seq=0 ttl=31 time=1.329 ms

-—-192.168.0.1 PING Statistics ———

1 packets transmitted, 1 received, 0% packet loss, time 1ms
rtt min/avg/max/mdev = 1,329/1,329/1.329/0.000 ms

>

> ping 192.168.0.1 numeric count 1 -3
PING 192.168.0.1 (192.168.0.1): 56(84) data bytes
64 bytes from 192.168.0.1: icmp seq=0 ttl=31 time=1.225 ms

-—-192.168.0.1 PING Statistics ———
1 packets transmitted, 1 received, 0% packet loss, time 1ms
rtt min/avg/max/mdev = 1.225/1.225/1.225/0.000 ms

> .
> ping 192.168.0.2 numeric count 1 -5
PING 192.168.0.2 (192.168.0.2): 56(84) data bytes

-——192.168.0.2 PING Statistics ———
1 packets transmitted, 0 received, 100% packet loss, time Oms

1.192.168.0.1 I2xfLC ping Iv > FEEFLE T,

2.[1] =2 ANTAHIETHICAA LIz Y FERUHEE T,
ZofloBs, [t] F—% 1E#HT & [ping 192.168.0.1 numeric count 1] AR RSNBD T,
[Enter] F—DANFZITCRILa~Y R2HEEETTEET,

3.192.168.0.1 KX LT ping v > REZEFLET.
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4.[t] F—%ANTAHIETHICASALIza~vY REFUHL, [«] ¥—BXU [Backspace] ¥—%
HoTavy FXFIERETEET,
ZofloBE, [t] F—% 1E#ET & [ping 192.168.0.1 numeric count 1] #FRSNBDT, 1P
TRVZAD [1] O#s%z [2] ICEELT [Enter] ¥F—2 AL TWVET,

5.192.168.0.2 1Kt LT ping 27> REEFLET.

b A NYBSBEICIROFICTRT XEA A ER L-5E, Iv Y REFTHICBEICET LI Y RXREHICE
aL7-HEICavy FEETLET, 2B, A7+ 7L —23>av Yy RTE, vy RFHERITY
A—FLTWLERFA,

x5-3 EXANIDIVY RYFHIERTHERATESINF—E

LS EE A
1 1 BRICET LI~ RAEHBLUTETLET,
2 'n L2 MBS NROITY FAZBLUTETFLET,
3 I-n N[OOI~y FABBELUTETLET,
4 Istr CEF str TIRE 2BEICETLARH OIS FABHBUTETLET,
5 AstrlAstr2 BERICET LI ROXET strl % str2 ICE#RUTETLE T,

MR I~ > I show history TRRSN2ARINEFESD &

Fiz, BEICEFTLALIT Y RERUHELT, a7 FXFEH%HEE LD, [Backspace] F—% [Ctrl]
+ [C] F—THEHELLD LS L, BEIYY FZRUOHTE, FHIAY Y FOLA M) ZREELLDHE
ELZDTEET,

=3

AR
BEVIZ by 7IckoTHRMF— ([1], [1], [«], [=]) 2ZAHLTHa~y FARUHSNZ
WIEEDPHVET, FOBEIE, BEV I T T7TOT_ a7 ETHRETHERILTLIEE D,

5.2.6 V1 TigE

44

NATHREZFIAT 22 EICE-> T, a7 Y FOETHERZHO I NICFI SRS I TEET ., FEIT
MREF EHSTT U RiCgrep IV Y REESZLICE-T, AV FOETRERZ LD DPDRTLT
BIENTEET, 12720, ATV FRPETTERDP S IBELREICERSINDIEEA v -1, 5I&H#K
EELBEWVWT, FOYA IV TEHEICERSNET . [K5-9 show sessions I+ > FETHER] I
show sessions 2~ > FOETHER%Z, [K5-10 show sessions I v > FETHER% grep IV N T
7 4 &) 27 ]I show sessions v > NOETHERZ grep IV FTT ALY ) VT LIRHREZRL
7,

5-9 show sessions OV > RETHE

> show sessions
Date 20XX/01/07 12:00:00 UTC

operator console ---——- 0 Jan 6 14:16

operator pts/@  --——- 2 Jan 6 14:16 (192.168.3.7)
operator pts/1  -———- 3 Jan 6 14:16 (192.168.3.7)
operator pts/2 admin 4 Jan 6 14:16 (192.168.3.7)
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5-10 show sessions v > RETHER%Z grep AV RTTA NIV T

> show sessions | grep admin
operator pts/2 admin 4 Jan 6 14:16 (192.168.3.7)
>

527 USF4L7h

VFA LT MEREFIAT A2 &ICE-T, IV Y FOETHERE 7 7 A VICHATEE T, 72720, a7
YRPETTERD S TH/EREIIRRENDREA Yy —VF, 77 A VICHAILEZWT, 2051 IV
JTHEEICERSNE T, show ip interface I~ > ROETERZ 7 7 A LICH 19 262 ROKITTR
LET,

5-11 show ip interface OV > REITHRRZ 7 7 1 LICHAH

> show ip interface > show interface. log

528 R—I29

a7 Y FOETICEOHEASNDERIZONT, %ﬁ@“’\‘%‘%?ﬁﬁ#@ﬁt:@“/\“’(%ﬁ?b%ﬂ&b\%/ﬁli
I—FOF—ANEZZEII—EHEC L IR > TRRLET. 722L, V¥ LT M55 EEITIER—
VITERITFVWERA, BB, XR=Vr7Far T4V —yaravy Rusername, FoIEHaIC Y I\
set terminal pager TZDMEEZHMIC LI DENIC LD TEET,

529 CLEEDHRAITAX

BEa /7Y MRS CLIEREEDO—&RIE, CLIRBEBERE LTI —F T EIBEZ IR VA X TEET,
N AY <A XAfE7%e CLI#REE CLI BIRIEHZ IRORITRLE T,

&5-4 HRYT1XTRER CLI#BEE CLIRIZER

1eaE NRAITA ZARBENMREEARDT T # )L MERE
HEO 777 b HBO /7Y b 5ETORMERETEET,

MHEABOT 7 + )L M&REIX, 609 TT,

R=I7 — VT ABEPEINERETEET,
MHEARBDOT 7 4 L NREIX, R—V072LET,

NIV T HERE AT AV —ITERRTHIVY FO—BERETEET,
MHEAEDOT 7 5 )L FREIX, BHITY FOANLTA v —V%RFRT HEEIC, A
HARER T RTCDERAIV Y FO—E2FRLET,

Zhoo CLIBRERIE, 12—V &, av 747 —3>av >y R username, F723RITRT E
Ha~Y R TRETZET,

¢ set exec-timeout

+ set terminal pager

+ set terminal help

a2V 747 L—3ravy Rusername KX BHRER, BRIV RICESRELDOEBLEEINE T,
*’D@CLI?‘"&EF%&@’)B ENDP—D2OTHIAV T4 7L =23 a7y RTRELLES, FONRI—

Pizid, BRI Y ML 2R EEIIERSNE A, IV T4 7L —Yaravy ROF ﬁ{‘ﬁitiéﬂiﬁ
ROV HE CEIE bi@‘o
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46

EBHIOC Y RICKAHRER, av 747 L—YaryavryRick mﬁﬁﬁwFA‘ﬁ%éﬂiio:y
T4 7L—=2aryavy FTe—ob CLIBBEHRZZREL TWEWLWL—FE, EFI< Y NICXSREE
MEHINET, &8, BHITY FICKSFHETIE, REREBEZRR TSRV D, EHKH @%WR%T
LTS,

EHAIYY FICXAHRENRIZ, IvY RPEFEIN-EY Y3 v TCRETERY SEIEICRMEINET,
Fl—1— *J"C%)E'Jt//a/w i /klillﬂ?'f/ﬁt RMtsnEd, £/, 3747 —Y3>av
YRIZKBRETHELTWABAETYH, —BHNICETSNEE Ly v a vy TOHEER2EETEET,

7B, EHIYY NICEAHREDEE, adduser 2~¥ > FTno-flash /85 X — ¥ 2#EE L TEM LT H
A= aﬁ%ﬁijﬂbtté‘c:, CLI BIEEHRASVEIEAROT 7 + L FREICRED T,



5 v RigE

53 CLIOFEEI

’ N

(1) O7'9 > &ISERmANI D> UGS
07 A VBIGERBERSY TV LIZEE, ABBENTIIO A U LT EOREICZ>TWAZEPHD
I, COBE, BEHUI 7Y b 2EOD, BEUJA VY LUELT, 94V L EFDOREICZ>TWVWDS
I—YZER I Rkilluser THIBRLTL &0,

(2) CLl OY55%+—1REICBET 5 FREIA

[Ctrl] + [C] F—, [Ctl]l + [Z] F—, [Ctl]l + [¥] F—DEhpEMLEHEIC, I<Fhicay
TUNTBHEERHVET . TOHEE, BEOTA LTSN,

47






~ » Iy ~
A4 L —3 >
AIEEICIE, 7y NT—VOERABBICEDLE T, BB L UEESEGZED

AT 47— a3 ERELTBIMENHVET, COETIE, 074
TV —2aVERETHADITNELZRZ EICOWVWTHBELE T,

49



6 dA>7«47L—a>

6.1 d>7«47L—>3a>

6.1

EAMGRE ZIGERD, xy NI OEBERABRBICEDLE T, KBEBICERT 21y T -7 OBEB &
VBB R EDa Y 74 7L —2 a3 VARETHADENHVET, WHEAR, 271 7L - avid
BEINTVET A

g EFFEOI>TsL—3r

AREBOBE» ANSE, BENXTY LORY— Ty arv 747 —aryIrAlhHEaHESN

RESNI T4 L= a > CERZMBLET . ERIERENTWA I 74 7L -3
VRSV aAv I L —Y 3 vy ERUET,

BB, A= Ty TaAr T4 7L —Ya vy, BERETEEEA, S0 a0 T4 L=V arvE
WRELHEIZsave(write) A Y REFHTAZET, RY—b TPy ar T4 7L —va vy BEHEN
F9, EEK, BLXOEAFOI 747V - a v OMEZROKIINLET,

H6-1 E#, HIOCERFOIYT17L—3a>OBE

AEE

EBERAAE

Sv=vy
aAvIJ4JL—vay 2.
A

1. VS.

RE—rTv T
avI749L—3ay

| AEBEREESHTIE, BERNAEIDREI— 7y FarvIqdL—avhEatsh
Syv—yvdarviqadL—varvélLTca—FEh5,
SvZoFarvI4 S L—Ya v ORNETERERAT 5.

232749 L—2avEEBRLEGEE, S darviqdL—YavIicREh5,

SEEESNESUZ v FarvIq4 0 L—YavERE— Py Farv a4 L—avic
®RET 5,

6.1.2 ERDPOOA> 7147 L—3>

50

ERRICOV 74 7L =2 a v B RETAE, RELNEBR S Y=y 7ar 74 7L—2aryeElLTT
IGERICKBENE T, save(write) A~ Y REFEHTAIET, Iy 7ar747b—aryhHEE
WAXEVICHBAY— Ty AT 7= aVIURESNET, MELLABSZRELZVWTEE
PHEHTSE, MELLZHNBPRDONAEOTERL TS,



6 dA>7«47L—a>

6.2 S2_2722T7147L—> 3 OiREHE

MEEARRS Ry T — VR EEETABEE, S rar 74— arERELET, 28,
THHBAROT =277 4 7L —2a VOREII VY=L STHORENHVET, T2
AT 47— a VOREOHERNEZRORIIRLE T, #FMlico>0WTI, [64 I T74 7L —2ard
REHE] 2B2BLTLZ3 0,

H6-2 S>>/ 7147 L—a>DmREDHEN

| REBDEH |

T
HEEHEETORIT AV
(enablea< > K)

[
fmEehaA

(configurea < > k)

|<
[

WEFMOANBDRT - R
(showa< > K)
|
SyZuFarvIqaLb—arniEE
(B - BIE - HIBR)
|

WERDABDRR - R
(showa< > k)

(AYAY-4

AR—+T7vT
avIq4gL—v3y
7 A IVIZRE

(AYAY 4

ARRE—b7yFavIq4F -3
T 7 A ILA~DEHH
(savea<w > k)

l<

#®T
(exita<w > k)
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6.3 A>747L—>a3a>av>RADCHITDIE—

52

NS

aAYT 47 b—vavid, EAAELZIY T4 7L —YaryE—FTCRELET. E-REDa 747
L—arvaRETABEIE, Ju—NLar 74—y aryE—RTE_EBOa Y74 7L —Ya
E—RNIIBITT A0 IY Y REEFTLTE—FRERITLLLET, 2074 V=Y aryavy ReEFT
TE2REFHDET, A0 T4 7L —a>DE— RBBEOMEZRORIIRLET,

X6-3 A7147L—3a>OE— REBOHME

aAvI4PL—YavE—FK

Jgao—m\)LariqdL—vavE—F

(E—MERE)
A
top quit (exit), top E—FE®aTULR
\/
HITE—F
(EBE_RERB)
A
quit (exit), exit-xxx E—FB®avUFR
\i
HITE—F
(F=KEBE)

(L)

JarvJk

(config)

(config—xxx)
(xxx-config)

(conf i g—xxx-yyy)

—» E— FEBAM  xxX, YyY : BHFENA TUIZKBXFEF]



6 dA>7«47L—a>

6.4 2747 L—>a>OmERE

6.4.1 OV R—§

AT 4TV —2a VOREBLIOBREICET ST+ 7L —Yaravy F—EBEZRORITRLET,

x6-1 dA>7147L—¥3a>av>R—E&E

av>Y REZ SHEA
end aAYT74 7L —2aryavy RE-RFERTLCEBEREE-NIIRDET,
quit (exit) E—-F2—DORVET, Ju—NLar T4 7L —YarE— NTREFOHAE, I
Y747 V—Yaravry PE-RERT L CEBEEREE-NIREVET,
save (write) WEL-OY T4 —Ya vz AY— b Ty a4 L= a VIRELET,
show WEFADIY 74 7L —YarvEFRRLET,
status REFOIAL T4 T L= a Y OREEZFRRLET
top AVT 4=y araAv Yy RE-RFOE_BBUT»6 70— NLary 71+ 7L —

arvE—F (B8 KEVET,

AT 47— a3 yOREBIUCREICEAT 2RI~ Y F—E2ROFRITRLET,

®6-2 ERITVYR—E

avY R SHEA
show running-config Sy 7aAv T4 L= arvEFRRLET,
show startup-config A —=NTw S Ar T4 L= a v ERRLET,
copy a>747L—YaryEI¥—-LET,
erase configuration Sy TaAv T4 L= a Y ONBEMHBEABOLDICRLET,
show file O—ANERLRFVE- M —NEDT 7 A VORBEITHERRLET,
cd REDT+ L7 P BZBELET,
pwd AV ETF4 LI RO AZEFRLET,
Is T7AVBEIETA LI MU ERRLET,
dir B RN THIBR S N AEREBERO 7 7 A VO—EEZRRLE T,
cat BESNLET7ALVORNEZFRLET,
cp Tr7ANVEIE-LET,
mkdir FLOT A L7 MY RERLET,
mv T7ANOBEBLIT 7 A NVEZOEEL LET,
m HELLEZ7ALEHBLE T,
rmdir BELZT 2 LI M) ZHIRLET,
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6 dA>7«47L—ya>

dv>YRZ BT
delete KEBRHOT 7 A Ve BTl e s e CHIFR L £ J
undelete BT STER CHIRR S N AREBR D 7 7 A L EEITLE T,
squeeze BT R T CHIBR S N ARBEBEH O deleted 7 7 A LV ERRICHEELE T,

6.4.2 configure (configure terminal) Jv> R

aVT7 47— a v ERET DIHAEE, enable A7 Y REET L CEBEEET - FIIBITLTLZS
VW, BEEMEE— FT, configure <> NE /13 configure terminal I~ > K2 AHT (&, Fav
A [(configl#] 2%V, So=vT7ar 74— a v ORENIIRRELZVES, Fy=vray
74 7= 3y OmERBHZROKITIRLE T,

M6-4 S>Z27a2T717L—23>OiREREH

> enable -
#f configure -2
(config)tt

l.enable I<v > N CEBEEET - NIIBITLET,
2.5 =0 7aAvI4 L —Ya v ORERFBLET,

6.43 A2 747L—>3>0OFRT - #R (show OT > R)

(1)
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AI—KN7y A T14 7 L—>3y, SoZ27A0T7107L—3a>0ORE - R

EBEWHE T — N TEAH I~ > F show running-config,/show startup-config #{#EH4 22 & T, T~
=27 Ar T4 7=y aryBLORY - Ty AV T4 V-2 a VRN HERTEET, T2V
7arI7 47— 3 yOFRRMIZROKITRLET .

®6-5 S>>/ 7147 L—a>ORRM

OFFICE@1# show running-config e
fidefault configuration file for AX2340S-24T4
|

hostname ”OFFICEQ1”
switch 1 provision 2340-24t4x
|

Qlan 1

name "VLAN0OO1”
|

vlan 100
state active

vlan 200
state active

interface gigabitethernet 1/0/1
switchport mode access
switchport access vlan 100

!

interface gigabitethernet 1/0/2
switchport mode access

switchport access vlan 200
|

OFFICEQ1#

l.ov=vr7arvr747Vv—arvs2FRNLET,



(2)

6 dA>7«47L—ya>

> 71470 —>3>OFRT - R

a7 47b—>a3rE—RTshow a~v > F2#HT A2 LT, WER, WE/ROIV 7471 — 3
VEFN-MERTEET, AT 4 L= arvERTLEfE (R6-6 274 7L -3 ORER%R

ITARTCER] ~ [K6-9 A9 T1—AE—RTHEEDA VY 7 1 —AEREHER] |

B6-6 I>747L—2a>OREEINTHRR

OFFICEQ1(config)ft show -1
#default configuration file for AX234@S 24T4X

hostname "OFFICEQ1”
switch 1 provision 2340-24t4x
|
vlan 1
name “VLAN00O1”
|

vlan 100
state active

vlan 200
state active

interface gigabitethernet 1/0/1
switchport mode access
switchport access vlan 100

interface gigabitethernet 1/0/2
switchport mode access
switchport access vlan 200

OFFICEQ1(config)t
1SSRXR—FREELZVWESIEIS Yy ar 74 7L —3 a3 5B RLET,

6-7 HEBHFDINTDT YT 1—AERERT

OFFICEQ1(config)#f show interface gigabitethernet -
interface gigabitethernet 1/0/1

switchport mode access

switchport access vlan 100
|

interface gigabitethernet 1/0/2
switchport mode access
switchport access vlan 200

|

OFFICEQ1(config)#

.= 7ar747L—ra>055, BEBADINRNTDA VI Tz —RA%E2FRLET,

X 6-8 EEDT YT I—RABERERT

OFFICE@1(config)lt show interface gigabitethernet 1/0/1 e
interface gigabitethernet 1/0/1
switchport mode access

switchport access vlan 100
|

OFFICEQ1(config)#

l.ov=v7arvr«7Lr—arnds, A9 7x2—21/0/1 2R RLET,

H6-9 12971 —RE—-—RTEEDT I 7 1 —RABEREXRT

OFFICE@1(config)#t interface gigabitethernet 1/0/1
OFFICEQ1(config-if)#t show -
interface gigabitethernet 1/0/1

switchport mode access

switchport access vlan 100
|

OFFICEQ1(config-if)
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6 dA>7«17L—a>

l.ov=v7arr«7Lv—arnos, A% 7x2—21/0/1 ZRRLET,

6.44 A>T« 7L—a>OEN - ZE - HIFR

(1)
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dA>7«47L—>3>a79 2 ROAD

AT b—=aryavy RE2ERLT, a0 747 —YareiRELET, £/, IV T4 7L —
Yaroavwy REMATOHIRIZ, 2747 L—Ya3>avy ROEHEIC [no] #ET AT ETER
TEEd,

72720, BEREDOMIERH/ET ATV RTIE, 2> 747 Lb—a>avwy ROMLHEIZ [no] #FELT
HEL, WEOMIEZMERT 218413 Tnol 24 Lizar 747V —Yarav s REASALED,

VT4 L —arOREMNE [R6-10 > 747 L—3 3 ORREF] 12, BEEDINIES & U
OiREM%Z [M6-11 HEDOMIES X UBBRORER] ITRLET,

®6-10 Y71 7L —>3>DimEES

(config)ft vlan 100 -
(config-vlan)ff state active -2
(config-vlan)ft exit

(config)tt interface gigabitethernet 1/0/1 -3
(config-if)#f switchport mode access -4
(config-if)#f switchport access vlan 100 -5
(config-if)# exit

(config)tt

(config)ft vlan 100 -6
(config-vlan)ff state suspend -7
(config-vlan)ft exit

(config)tt

(config)tt interface gigabitethernet 1/0/1 -8
(config-if)#f no switchport access vlan -9

1.VLAN 100 2K —hk VLAN & LTHEL T,
2.VLAN 100 ZE#Ic LE T,

3A—VRY M VFT2—RA1/0/1ICE—FA2BBLET,

4. R=F1/0/1 T 7 AE—RERELE T,

5. 77+t AVLANIZ 100 2 EL £ 7,

6.VLAN 100 ICE— FE2 BB LET,

7.VLAN 100 2B 6B EELE T,

8A—VRY M V¥ T2 —RA1/0/1ICE—FA2BBLET,
Q.BEENTWVAT 7t X VLAN @ VLAN ID 100 ZHIBR L %9
6-11 HEEDINILES L URRIRDOIRES

(config)tt no ip domain lookup

(config)tt ip domain name router.example. com
(config)tt ip name-server 192.168.0.1
(config)tt ip domain lookup

ENFIY O

1.DNS ) VL NHEREZ BERIC L £ 96

2. R XA 4% router.example.com ICFE L X 7o
3. =LY —N% 192.168.0.1 IZFHEL £,
4.DNS ) VILKEREZ BRIIC L E 9



6 dA>7«47L—ya>

(2) AHNIXYROFIVY

AV T4 b—=2a3ravy R e ANTHE, ANSNary 747 L—2a VIR0 T I
FrvIENET, TT=DFEVEEE [K6-12 EFEANEOHA] ITRTESICT0 Yy 7 I HPERE
NT, AT FOANEBICRVET, S 7arT7 47— 3 v OREFOEBEEZ, ZELEAR
AT CIGERICERASNET,

I5—7H5EEF [K6-13 BEANKROILS —Avt—IVHEN] ITRT LI, AAALIZa<w > Ro
TORIZZT—DOAEERLIELIT =AY —IUPRRINET, OGS, AALary 747 —T 3
VIIRBENZ VDT, AJIOBOZELTHASBEATLTLILZS 0,

6-12 EBANEOEAN

(config)lt interface gigabitethernet 1/0/1
(config-if)#f description TokyoOsaka
(config-if)#

M6-13 EEANFOIS—XyvE—IHAH

(config)tt interface tengigabitethernet 1/0/1
(config-if)#f description
description

7~y

% Incomplete command at marker

(config-if)#

6.45 A2 T747L—3>07 71 IADHFEEFE (save I R)

save(write)Iv > R2HHT 22T, WELES Vo 7av 74— a vz A% — 7Py Sar
T4 7L =23y I 7 AIVIRETCEET, IV 74 7L — 3 v ORENZRORITRLET,

H6-14 7«7 L—3a>DFREH

#f configure e
(config)tt

. .2
!(confié)# save -3
(config)tt

l.ov=vZarvr4 7 L—Ya ORERFBLET,
2.2 747 —avEEELET,
32— 7w FaAr T4 L —a v I A NVICEELET,

6.46 A2>T747L—>a>0RERT (exitOT > R)

TV TAVT 4 T L= a v OREEKRTITAEAIL, Ju— N3 T4 L= a3 vE— FTexit
IV REEFTLET, IV 747 b—2arEFELLEHE, save AV FTEEBRONREZ XY — b
Ty AT 4 7L —=ar I 7 AMANRELTVWRWEE, exit 72 FEETT 2 EERORX Y £ —
INERENE T, A —+T o Tar 747 —2arI A VICEELRZWTCIY T4 L—Y a3y
a7 RE—RZRTITZHEE [y] AN LTSV, [yl B AhshsEar 74 70—y 3
VAT U RE—RERTCEZRA, IV T4 7L —2 a3 v OREKTHZ [M6-15 3074 7L —

TavORERTH] & K6-16 BERNREZRELZVWEEDIC 74 7L —a Y ORERTHI I
RALET,

®6-15 A>T 17 L—> 3> DiRERTH

I(config)# save
(config)ft exit -1
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6 dA>7«17L—a>

lLiREZHKTLET,

H6-16 BERNBFZREFELLEVZENDI> 717 L— 3> OiREETH

f configure e
(config)tt

!(confié)# exit
Ugsaved changes found! Do you exit "configure” without save ? (y/n): y ---3
!

1.2 7427 —Ya v OREXHEBELET,
2,AYT74 7L —YavEEELET,
3.ERA v —IPFREINET,

6.47 27«47 L—23a>OmERDIFEEIR

(1)

(2)
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BRETERI707L—3>0Iv> RYICET 2FEEIE

BESN/AV T AT L= aVEATVIRFEENS 12D, RECTCEHAY T4 T L—2arDaAv ¥
BIIATVRBICE>TREV ST RET STV T4 T L= 3 VICHRTARYEI DL 5720, HIR
BBABHEOBAY T+ T —Y a3 yEFHELLD L2EEE, [Maximum number of entries are
already defined (config memory shortage). <IP>] % 7z1& [Maximum number of entries are already
defined.<IP>] DA v —IHRRENET ., COLIREFE, TERIAV T+ L —2a UPRESH
TWRWPHERRL T ZS W,

A 747 L—2aradE—&N—ANTCAHNTRABOFEEIE

A7 47— aryEIA¥—&R—A NTANT 25E, —fTICANTZAXFHIZ 1000 XF, —EIC
AN TEAHXFHIL 4000 XFRiE (AR—=R, BfT2E&L) TT. 4000 XFLLE—FIZR—-ZX T2
EELL VI L= a v ERETELVIREBICESZDTEELTLZE W,

4000 XF %2 BA 5V T4 7L —2a Y EHRET H2HEIE, —17% 1000 XF, —EDOX—R k% 4000
SCFARME CERENCDIT TIE—&R—A M E2{T>TLZE L,



6 dA>7147L—a>

6.5 A7 7L—a3a> Nk

COHEITIE, AT« T L —=a ORI Ty S, TrANERLEEDEEICOWTHBALE T,

6.5.1 JI>7«147L—>3>ONvI77v7

EHAIYY Ncopy #FHTAIET, AV T4 7L —2arEYE—M—NPRBEELIINY I TV
TEHIENTEET, 7220, REBIINY I Ty THOIY 74 7L =23y 7 74 VEKAT 556
AY—=+TwTAY T4 T —=2arT 7 ALVOEMT « L7 ) (/config) BIEETEEHA. Nv Y
TYTHOAY T4 L= ar T 7 ANMEA T Y I—FDER—LT 4 L7 FVIZER L TLIEE 0,

Ny TPy T T&BAV T AT L= avid, AY— Py a4 7 v—vavesry=v7ar7q
TL—2arvO2EETT. EATICOY 74 L —Ya v EERELRELTLWARVWEAIX, A —h
T AT AT —arvENy Ty LTS, Ny 7y S Lizary I« 7L —ary I 74 ILON
BGERAFOIAY 74 7L —=2ayEBRDET, TNETNONY T 7y TRl ROKIIRLUET .

B6-17 RI—bN7yFA2T7147L—3>0INyT7 v 76l

> enable

it copy startup-config ftp://staff@192.168. 0. 1/backup. cnf
%onf;guration file copy to ftp://staff@192.168.0.1/backup. cnf?
y/n):y

Authentication for 192.168.0.1.

User: staff

Password: xxx e
transferring---

Data transfer succeeded.

lLUE— b —NEDZ—Hstaff O/)SZAT—RFRE2 AT LE T,

6-18 S>=>72T7«47L—>3>ONv 77y 7l

> enable

#f copy running-config ftp://staff@192.168. 0. 1/backup. cnf
%o;f;guration file copy to ftp://staff@192.168.0.1/backup. cnf?
y/n)y

Authentication for 192.168.0.1.

User: staff

Password: xxx e
transferring---

Data transfer succeeded.
LYVE—FY—NEDZ—Fstaff D/ISZAT—RKEZ AL E T,

6.5.2 Ny I7yFaA2T747L—3>T7 71 IOFXREZENDKIR

Ny 7w TaArIc 7L —ayI A IVEARY— Ty FaryiIqa 7 b—yarvEzigsy=rr7a
VI L=y a Y ICRMT 2541, AT Y R copy 2ERALET. TNETNOKBHGIERORITR
LZd,

®6-19 RI—KN7y AT L—> 3 AORIRE

> enable

# copy ftp://staff@192,168.0.1/backup.cnf startup-config
Configuration file copy to startup-config?

(y/n):y
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6 dA>7«47L—a>

Authentication for 192.168.0.1.

User: staff

Password: xxx |
transferring---

Data transfer succeeded.

lLUE— b —NEOaZ—Hstaff O/)SZAT—RKZ2 AT LE T,

®6-20 S>=—>7aA 717 L—3a>ADOKEHE

> enable

#f copy ftp://staff@192,168.0.1/backup.cnf running-config
Configuration file copy to running-config?

(y/n):y

Authentication for 192,168.0.1.

User: staff

Password: xxx -
transferring:--

Data transfer succeeded.

LLYVE—FS—NEDZ—Fstaff O/)SAT—FZ AN LE T,

6.5.3 ftp AV RZFERLIET 71 IEnX

(1)
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JE— MERAMREDOHTY 7 A VEEE T HEZ I ftp a~v Y FEFERALE T,
Ny I7y AT 7L —3arT7 70 Ve RKREICEHRXT 255

Ny 7y TaArT74 7L =237 74 VEEHT 5T+ L2 U (/ust/home/operator) /3y 7
Ty FAY T4 T L= ar Ty AIVERERE, A3 R copy ZBEALTCAY— Ty Far 747
L= a3 ila—=LEd, fipa~vy FEERAL TNy I 7y Far 74 7 v—2ar 7 74 Ve K%
BICEXT 202 RORITRLE T,

B6-21 NyI7vFA2T747L—3>T7 71 LOXEEANDT 71 LExfl (ftp <> K)

> cd /usr/home/operator

> ftp 192.168.0.1

Connect to 192.168.0.1.

220 FTP server (Version wn-2.4(4) Wed Jan 1 00:00:00 JST 1999) ready.
Name (192.168.0.1:0perator): test

331 Password required for test

Password:xxxxxx

230 User test logged in.

Remote system type UNIX.

Using binary mode to transfer files.

ftp> get backup.cnf e
local: backup.cnf remote: backup.cnf

200 PORT command successful.

150 Opening BINARY mode data connection for backup.cnf (12,345 bytes)
226 Transfer complete.

ftp> bye

221 Goodby

> enable

#t copy /usr/home/operator/backup.cnf startup-config 2
gonfiguration file copy to startup-config ? (y/n): vy -3

LN 7y FaAar 747 —aryI A LEEELET,

2.backup.ecnf O\ 77w FaAL T4 L= a vy T A NVEARAY— Ty SAV T4 L= 3 VI
HEALET,

BANBATEVWAED POIER T,



(2)

6 dA>7«47L—a>

NV IT7y AT 7L —>a3a>T7 710 )& ) T— MNERBAANIEXT DI85

REBICHRMA LN 77w ar 747 —3 > 7 74)0% ) F— MERBERAERET 4% ROX
ICRLET,

E6-22 NyI7yFaA>T147L—3a>T7 71O T— MERERAD T 7 1 )LEREH]

> cd /usr/home/operator

> enable

#f copy running-config backup.cnf -1

gonflguratlon file copy to /usr/home/operator/backup.cnf? (y/n)
exit

> ftp 192.168.0.1

Connect to 192,168.0.1.

220 FTP server (Version wn-2.4(4) Fri Jan 1 00:00:00 JST 1999) ready

Name (192.168.0.1:0perator): test

331 Password required for test.

Password:xxxxxx

230 User test logged in.

Remote system type UNIX.

Using binary mode to transfer files.

ftp> put backup.cnf -2

local: backup.cnf remote: backup.cnf

200 PORT command successful.

150 Opening BINARY mode data connection for backup.cnf (12,345 bytes)

226 Transfer complete.

ftp> bye

521 Goodby

ILERALTWAaY 74 7L =23 T 7A VBN Ty Ay T4 7L —3 >y T 74 AaE—
LET,

2N Ty Ay T4 L —va v I AN EERELET,

6.5.4 MCZERULLT 71 IIEX

(1)

(2)

MCIZT7 7 A VERiER A ESE cp A~V FEEHALE .

NIy A T4 T L =307 71 IV 2 REEICEET D55

NI F7wTaArT 47— ar7 7L VERNT ST+ L2 Y (/usr/home/operator) 1Z/¥y 7
T TaArT74 7L —ar 77 A% MC»oEXEE, EHIY Y R copy ZERALTCAY -7 v/
AT 47—y a ila—LEd, cp AV REFERHL Ny 7y S ar 747 —vary 774
N REBICIET P2 ROKITRLE T,

®6-23 NyI7yFaA>T747L—3> 771400 MCHSEKREADT 71 LEXf] (cp a7 >

S)

> c¢d /usr/home/operator

> cp mc-file backup.cnf backup.cnf e
> enable

#t copy /usr/home/operator/backup.cnf startup-config 2
gonfiguration file copy to startup-config? (y/n): y -3

LRy 7yFarviqa7L—rary7r7Al%x MCR2oEXLET,
2.backup.enf ONw I 7y FaAr T 4 L= a v 7y AVEERICERLED,
BANBRTEIVWIED PORERTT,

N7y A>T L—3>T 70 )% MC ([CEXT DIBE
AREBICRMA LNy 77y ar 7471 =37 74 )% MCICEZETAH2ROKISRLULET,
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6 dA>7«17L—a>

®6-24 NyI7yFaA>T147L—3>T 71O MCADT 71 IEEH

> cd /usr/home/operator

> enable

#f copy running-config backup.cnf -1

gonflguratlon file copy to /usr/home/operator/backup.cnf? (y/n)
exit

> cp backup.cnf mc-file backup.cnf -2

>

IEBALTWAIY 74 7L —2ar T 7ANENY 27y Ay 747 L—ary 77 Ad—
LET,

QN 7y FarTI 47 —2arT AN EMCANEELET,

6.5.5 Ny 277y FaA>T747L—3>7 71 IV RBEFNDFEEIE
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BRIV Fcopy 2FRHLT, Nv o7y Far74 7 —ayIyANVETI Y= T7aAVY T 47—
Yavicav¥—9 358, EHPOR—-NEESHLEITOT, 2V NI —UBHTE A Y LTWE5H
FERELTLEZS W,

N IT7yTaArT74 7L =3 v 77 A VORBPREBOBRE —B L TORWEEIEX, Ny Ty
aAYT747L—2arI 7 AVORBEZEBL T HEAI~V Y N eopy ZHERALTLZE VW, KEEBOD
BRE—HLTWEWNSNYy 7y AT FJL—arT7 74l copy AX > REEFTT S &, copy
ICYRPIS—KTT AP, copy IV RHPEEKRT L THERICRERICRBENZWI EAFHD
To ZOBIE, N o7y Tar747Lb—2ar7 7 AVONEZEELTH,S, BE copy A7 K%
EITLTLIEE W,



1) E— N
o710 >

ZDOETIX, JE— MNERWRDY OAREBEAD) E— 7 7L AIZTDWTEEHA
L9,

L

JifR D SR EAND
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7 VE— MERRRASEERBEAOOT T >

VA=

711 BERAR— MER

BEAFR—-NENLT, VE— MERWERPOREBENT T A VT BIC1E, KBEETVLANSRIP 7 FL
Al EOFBEMWIETT, 727200, IHHEARICIE, VLANRIP 7 FLALGEDOHRENTObNATVLEY
ho FDI=W, AVI)—LPpoufZ A2 LT, AV T4 7L —a v i2BETAREPHDET,

®7-1 UE—NMERBRERHISOAEBANOOT 1>

AEE

=1
—_—

)E— MERR ) E— MERIRR



7 VE— MERRRASEERBEAOOT T

7.2 AT RAACR

7.2.1 T R—E
ERABRKOTEREY T— MEEICETA IV 74— aravy RF—BE2ROFBIRLET,

x®7-1 A>7147L—>3a>avR—E&

I RE A
ftp-server UE— MERBAL?S fip 7O b LVEFERALALT VL AEFATLET,
line console IV =) (RS232C) DINT A=Y EFHELE T,
line vty EBAO)E- T/ ERAZHFALET,
speed aryv—) (RS232C) DBEEEEZHREL T,
transport input ) E— MERMEKLPSBE SO b aNEFER LT 7 ZAEHHLET,

ERmAROERE Y T— MEEICET 2RI F—E2ROFEIIRLET,
x®7-2 EROVYYR—E

IV RE =408
set exec-timeout HEBO V7Y MPETSNLETORMERELE T,
set terminal help ANLTAY L —DCEETHAYY RO—EEBELE T,

set terminal pager RV TOER/ REBERELE T,

show history BEICETUIGERIY Y FOBEERRLEY (I 74 7L —Yaryavy FOBERE
FEFRRLEEA)

telnet HESNZIP T FLADY E— MERAGR & UEHREBERLE T,

ftp REEE L TCP/IP THEFEESN TS E— MEREDBTT7 7 A VEEEZ LE T,

tftp REBLHERINTVE) E—MEKREOMTUDP T7 7 A VE#EE LE T,

SSH OEFEIZDOWTIE, [9 SSH(Secure Shell)] 22 L TL 721,

VLAN OFBE, BELPIPA V¥ 71— AOBEICHET I 74 7L —Yaravy RiZonTig, [24
VLAN] %7213 [31 IP-ARP:ICMP] #&BLTL &,

7.2.2 FEREANDIP 7 RKRLADHEE
FEEDAA > M
U E— MERSRS SEEEAT L AT BB, HEAUD, BT A YTz —AHLT
IP7 FLRARBRELTB REFB DT,
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7 VE—MERRRASEEBEAOOT T

7-2  )E— MERIRK & DA

I E— MERE
)= HERER IP7 KL R : 192.168.1.1 255.255. 255.0
VLAN 1D : 100

R— b :1/0/1

[O7 > RICKBERE]

1. (config)ff vlan 100
(config-vlan)f exit
VLAN ID 100 @K — » VLAN Z{ER L, VLAN 100 ® VLAN 2> 7 1 7L —% 3 »E— FICHAT
LET,
2.(config)# interface gigabitethernet 1/0/1
(config—if)i#t switchport mode access
(config-if)# switchport access vlan 100
(config-if)# exit
R=F1/0/1 DA —H 2y MV FTz2—RAAY T4 L —2 a3y E—RIIBTLET, A— L
1/0/1 # VLAN 100 D7 7 £ AR — MIREL E T,
3.(config)#f interface vlan 100
(config-if)4 ip address 192,168, 1.1 255, 255, 255, 0
(config-if)# exit
(config)it

VLANID 100 DA >4 72— 74 7 L— 3 E—FICBTLET, VLAN ID 100 iZ IPv4
7 FLZ192.168.1.1, 7% v b~ A% 255.255.255.0 %3 E L £7 .

7.2.3 telnet(C&kdO0710 %0193

[BREDRT >N
Ho LD, IPTRLAZRELTBLLIENHDET,
JE— MEAWREKD, SAEEIC telnet 7O b NICEBYE—b O TS v EHFATHAV T4 T L —
YarvavrNline vty ZBELE T,
ZDAVT AT L= arPBBESNTVEVES, IV VLo TAEBICOUY A TEXET,

[O7 > RICKBERE]

1.(config)ff line vty 0 2
(config-Lline)#

JE— MEAMEL OAEBAD telnet 70 FINVICEBYVE— T V7L AEZHFTLET, £/, BE
ICEIBICY E— O TS UV TERLI—TEERARIICKRELET,

7.2.4 ftplc&BO71 > ELHTTS

REDHA > 1]
BoMLD, IP7 FLRERELTEBENSDET,
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JE—MEAWEKPOAREBICp 7O M INICEBYE- NP IR RARFATEHA T4 T -V 3

va<w YR ftp-server #FEL £,
ZOAVT 4T L= arvEEBLTOWARVWES, ftip 70 NI LEAVWCAEBEANOT 7L AETE

FHA
[0V > RICKBEEE]

1. (config)lt ftp-server
U E— MERRERENSAREBAD fip 7O M INICEEZVE— MNPV RAEFAILET,
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CDETIE, FEBOUTA VEIE, a4 X VT 4, TATIT A
7, BXLU RADIUS/TACACSHIZIDWTHHAL E7,
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8.1 O791>t*xa)F+OAT>RHIR

8.1.1 OV R—§&

074 tFa )T ICET AT+ 7L —YaryaAvy R—E2ROBISRLET,

x8-1 A>7147L—Y3a>avrR—E&

av > RE

A

aaa authentication enable

HEEBEEHEET— FAOEE (enable 27> F) BHCHAT 258 EHEE L
ESCRS

aaa authentication enable
attribute-user-per-method

LEBEHEET— NMAOEE (enable v N) BORIEIERT 2148
MEEBELET,

aaa authentication enable
end-by-reject

KEEHEET— FAOEE (enable 37 F) BEOFRET, SRENHEIC
RAEEAET LE T,

aaa authentication login

VE—barA CRICHERATARIEAREEELE T,

aaa authentication login
console

IV —) (RS232C) 250U Y4 KT aaa authentication login 2~ >
FTHELRIESLZHERALE I,

aaa authentication login end-
by-reject

074 VEOFRET, BRENTHEICERIEERTLET,

aaa authorization commands

RADIUS ¥ —/NN& 7213 TACACSHY —NIZ LB a7 > FERRZ T 2B EICHE
ELET,

aaa authorization commands

a2V =)L (RS232C) 60 ua 74 > DiFEIC aaa authorization commands

console a2V RTEELLEZIY Y REARZITVLE T,
banner I—-HFoursA  viiBLta s U RICKRRTAAVE—IRRELE T,

commands exec

O—AN (A2 T4 7L —a ) Il&2av Y FERTHERATS IV FU R
M2, I FXXFEFEZEMLET,

Ip access-group

FEBAYE—bOTA CEFANELIZERT S E— MERRKRD [Pv4 7
FLAZEELLET 7EAV AR ERELE T,

parser view

O—Al (Av 747 —a>y)Il&bav Y FEARTCHERT A I RFY R
bMEERLET,

username

BEL-YIL, u—Ahl (v 747 b—Yay) il&sravy FEARTHET
537 RYRAMERIFITVRITIAZEBELE T,

Oy A4 eFa) T4 ICBTAEHIVY RF—EZ2ROBIINLE T,

x8-2 ERIVYKR—E

v R%E A
adduser RO - FHOT AT P EBMLE T,
rmuser adduser Iv Y RTEHFSNTWLE T Y I—FOT7H7 > M 2HIKRLET.
password Oy 1—FO)NSAT—FA2EBELET,
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Jv2RE A
clear password 074> 1—FD/)SAT— R2HIRLET,
show sessions AEBICOTA L TVHI—FERRLET,
show whoami REBICOTA Y LTWAI—YOHRT, ZOIAVY FEETLLOTS V-

FREUEFRLET.

killuser OyA RO I—-FEBEHNICO ST NSHET,

8.1.2 O71 > HlHOBE

AEBICIZO—HLa s Ay (U T7ILER) & Pvd 2y NI —7&HBEOY E—ba 1 e (telnet)
WHDET,

REBTIIO A VEBLTO T A Y HRICRICRT HIfAEZT>T0ET,

L.aZ4 YRICARET 72 A%M1ET 5720, 2—HIDICK2a~v Y FOMRAEGEDHIRPL/SAT — K
WCEBF v I7ZBRITITVET,

2EROERmRPOFRECIO AV TEET,

JAEEICOTA TEHVE-PI-PHEIFKRI6 I —YTT, &b, a7 7L—Yaryavy
Fline vty THZA Y CEH1—PHE2HIRTEE T,

4. KEBIZT7 7 ATERIPVAT RL AR Y7 4 7 L—3 3 >»a< > K ip access-list standard,
access-list, ip access-group CTHIRTZ £ 9,

5. R%BICT VL AT&E5u ba)l (telnet, ftp) #3274 7L —3 3> a< > K transport input
% ftp-server THIRTE X,

6.37 Y NETHERIZOTA Y LEmRLZFICERLE T, ERAAYvE—230 74 LTS TNRT
DEAMWHRICERSINET,

T ANUIca<w Y REZDIEEA Y E—VBIERAXA v V2 BRI LTNELE T, EFT
JIHERA I~ > N show logging TEBTE £ 7,

8. F—ANPEKR 60 pHLVEEIIEHBNICT 7T MLET,

O.df I~ Nkilluser 2R L C1—¥&mE /7Y b TE LT,

8.1.3 O7'1>a1—DOEREHER

adduser A< RZHWTABEBICO VA U TCEARI—FREHR LTSV, 7 A > 2—FDOIERH
ZIROKNIRLE T,

8-1 I—1% newuser Z{EmX

> enable
#f adduser newuser
User(empty password) add done. Please setting password.

Changing local password for newuser.
New password:kxkskkkekk

Retype new password:kkkkkkks . 2
#f quit

>

—_

LSZT—=RE2ANLET (ZBRICBANLFIIFRRSINEREA)
2HERDIOBENAT—FZ2ANLET (RBRICEIANLFRFREINIEA).
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T/, FHLZLS B>/ —Fidmuser I<v > FZHAWVLTHIBRTE XY,

RS, PIHIEARICERESNTWS U YA 2 —H” operator” ZERFOU /A 21— ELUTHEAL
TWESE, tXF 2T OETZHSHED, iLhway A > 21— 2ERL7-H &I tmuser I+ > R THI
BIBZLxzBBOLET, /2, T2 71— 3 >a< > N aaa authentication login T,
RADIUS/TACACS+ZFR Lz Z A VIRRENTEE T, I T 7L —2 3 YOREFNTOVTIE,
[8.3.2 RADIUS 4 —/NIZ K BFRIEDHRE] BLU [8.3.3 TACACSHY —NIZ K BFBILDOHRE] 25
LTL &0,

BB MERL7za A AR ENRT - FEIEN G VI DICEB LT ZEV, uF4 va—HFHrEN
AT =R 6t ds, REBENTTA LV TERLREZDOTERLTLLLES D,

8.1.4 REEEET—REEND/IZXT—ROKE

VT4 b—2aravy ReEFTHE0ICEenable a7y FTEBEEE T — NICEET 2 0HE
BHO LT, HHEARIC enable:l'?/l\’éiﬁbtfﬁm,/\xv RIFBRESNTWETAD TR
LCTEBEEEE-FNIIEELET, 2L, @BEERAFICITRTOI—YP/)NNAT — Fifitk L TEEE
HEE-NIEETZ201EtF2) T4 LBRTIOT, HEARICRZAT—REFRELTBNTLZ
Ve BB, BELIENNZT—=REIENLZVESIEBLTL LSV, NAT—=RPahonilnd s, O
V74— aryavy REETTERLEDE T,

ISAT — REEDETHIZIROKIIRLE T,

X 8-2 YHIEABROREEEET—REEND/NZAT—REE

> enable

it password enable-mode

Changing local password for admin
New password:

getype new password:

F7-, 27427 L—3>3av > K aaa authentication enable T, RADIUS/TACACS+%@ﬁFJ L7
SEENSTEFE T, AT 4L —T 3 /@ BERICOWVTI, [8.3.2 RADIUS % —NIZ & BFRIEDERE ]
BLUY [8.3.3 TACACSHY —INICKBEFEOHRE] 2B L TL7ZE 0,

8.1.5 UE—MNERmARHNSOOY 1> OFFA

72

a>747b—Yaryavy Rlinevty #%ETAHZET, VE- MERAMEKE,P OALEBAT T AV TE
&2 DET, ZOAVT 4T L= a yPRESNTVWEWVWES, IV - o2 AEEICO S
AV TEET, VE-MERAmELSOU T A VAT HRERMZROKUTITRLET

8-3 UE—NERWmAKH,SOOT 1 >z T BREH

(config)tt line vty 0 2

(config-Lline)#

¥/, VE-NMERAWKYS fip YU bINEHAVT, AEBIIT VL RATAHAICE, 3T 1L —
Yaravwrftp-server ERETIVLENH D ET . ARELEMLAVIES, ftp 7o b2 LzHV:
REBAOT 7L AT TEE A,

8-4 ftp 7O NINICK BT 7 AEFOIDRES]

(config)ft ftp-server
(config)tt
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8.1.6 EARFICOVT>TE31—HHOETE

V74 7b—=Yaryavy Rlinevty #%ET A2 LT, VE— MERAWMEKP OALEBAT TS U TE
XD ET, line vty I FO<num>/ST7 A—=4T, VE— POV A U TELHI—FHIHIRS
NET, 28, COREICLPDLOLT, AVY—LPEEEICTIA >V TEET, 2 AETHBICO S A >
AT AHRER ZRORITIRLE T,

®8-5 EEFCOTT>TERI—THOERESH

(config)ft line vty 0 1
(config-line)#

RO 7 A B 2BEEZ IR LE J .

o B A—YPEEICO YA VT BHRE, OFA Y LTVALI—FHEASFEEUT Ty A > TE LWV
ENHVET,

e FRICOZ AV TCERI—YHEZLEELCYH, §CICa/A L TWwWaI—HYDtyIaryiynsc
LEHVETA

8.1.7 UE—MERRARNSOOT I >ZHFTT S IP 7 RLADEE

JE— MERRERDP SARBEBAOU T AV 2HATEHIP 7 RUAZRETAIET, a1 V2FHBETE
F9, B, RERIXY T— MERBRRPOAREE~ANOT T A VOB ZHER L TS0,

BREDRA > N
BEDY E— MERWMAD» S 2, REBANOT VXL A%EFRTH5E1E, 2747 —Yarav
> R ip access-list standard, access-list, ip access-group TH56H» LT 7t A EZFHF T HHHHRD
[P7RLAZEBHRLTBIBENHDET, 77 RAZFATLHIPVAT FLAESF TRy bv AT
X, b TERI28FEOEFENSTEET, 2OAV T4 7L —2arz2EHLTWEVES, 3T
DY E— MERRRY SREBEANDT VL ADAREE LD £ T,

[OY > RICKBERE]
1. (config)# ip access-list standard REMOTE
(config-std-nacl)# permit 192,168,0.0 0, 0.0, 255
(config-std-nacl)# exit
v hT7—2 (192.168.0.0/24) »o2durA »a#FR[d57 7R X MEH REMOTE % &7E
LET,
2. (config)ff Lline vty 0 2
(config-line)# ip access—group REMOTE in

(config-Line)i

line €E— FIZB®L, 77tAY X MEHREMOTE z#AL, v b7—72 (192.168.0.0/24) i
H2HVE—MERWK,OZTOTA VEFAILET,

8.1.8 O749>N\F+F—DETE
IV 747 Vb—aravy Kbanner YA UNF—DEREZITD &, console » 5, 7213 E—h

ERERARD telnet R ftp 7 74 7> M ERPORBBICERE L&, ulA I 5HP0 71 Lcd
LR -V ERRTEXT,
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74

[BREDRAT > K]
JE— MEMWARD telnet ® ftp 7 54 7 b6 1y b T =7 ZH L TAEB D telnet % ftp ¥ —
NANEEfT AL E, VA4 VT 2HIICRDA v -T2 RRSEET,
e e

Warning!!! Warning!!! Warning!!!
This is our system. You should not login
Please close connection.

Bt R R S R R S R i
[O7 > RICEKBEETE]
1.(config)#f banner login plain-text
——— Press CTRL4D or only .’ Lline to end ——
HEHHA B HHRR H AR R ER H AR R
Warning!!! Warning!!! Warning!!!
This is our system. You should not login.

Please close connection.

HR R R R G S S R i A i

UL VRIAY =Y DRI )=V A A=V ATILET,
ANhw#o-7z6, " (EUFR) 20017 (£7213 CTRL+D) 2 A/JLE T,
2.(config)if show banner
banner login encode
"TyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjCLdhcm5pbmchISEGV2FybmluZyERISBXYX
JuaW5nISEhC LRoaXMgaXMgb3VyIHN5c3R LbS4gWW91IHNob3VsZCBub3QghGOnaW4uC LBsZWFzZSB jbGIzZSB jb25uZ
WNOaW9uLgo j IyMj TyMjIyMjIyMjIyMjTyMjIyMjIyMjTyMjTyMjIyMjIyMjIyMjIyNK”
ANSNIZA Y E—VIFEPNICI Y I—- RSN TRESINET,
3. (config)# show banner login plain-text
BEEURERHA B R REEB H H R U R B B A 0
Warning!!! Warning!!! Warning!!!
This is our system. You should not login.
Please close connection.
HEEHBR RS R B S R A S A
(config)it
show OFRIC plain- text /ST X =5 ZEE T2 &, TFAMNERTHEERETE X7,

BEMNFET LIS, VE— MERRAD telnet L7213 ftp 754 7> b OREBABER L £ 9, Bk,
T4 TV MIAvE—=IUDPRRSINET,

X 8-6 E—MERmKHISEARENERLULA (telnet TEHE L LIBE)

> telnet 10.10.10.10
Trying 10.10.10.10...
Connected to 10.10.10.10.
Escape character is ' "]

B ARG R R AR AR S R Rt
Warning!!! Warning!!! Warning!!!

This is our system. You should not login
Please close connection.

B ARG A R HARS A R R R A

login:
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X 8-7 UE—MERmRHISEAKENER LA (ftp TERLLIBE)

> ftp 10.10.10.10

gganected to 10.10.10.10.

B GESE
Warning!!l Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.

R R R R S
220 10.10.10.10 FTP server ready.

Name (10.10.10.10:staff):
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8.2 RADIUS/TACACS+DfESH

8.2.1 RADIUS/TACACS+D#IZE

RADIUS (Remote Authentication Dial In User Service), TACACS+ (Terminal Access Controller
Access Control System Plus) & 1%, NAS (Network Access Server) 125t UCEREE, &R, BLXETH
U4 v REMT B0 TV TT . NAS IE RADIUS/TACACSHD 7S A4 7> +& LTEIET 3
UE—FT7I7EAT =N, L= LREDEBOZ ETT., NAS IFHEESINTWS RADIUS/TACACS

+ =N LT —HEREE, A~V RERR, BLXETHI T4 0T hEDY - REZERLET,
RADIUS/TACACS+H—=NIZZDERICH LT, =N LICEESN-EEBRT — I RXR—RIZEDONT
ERICHT2RELZBELE T, AEBIXINAS OREEZTA—FLET,

RADIUS/TACACS+#%{#F 9 % &—20 RADIUS/TACACS+H —/N\721F T, B NAS TOI—H/SA
J— R EOFTREERL, a7 NERBRCT NI T« v ERE—TTEETES LS ICLDET, K
#£ETIE, RADIUS/TACACSHY — /NI LT —T5iE, I~V F&R, BLOTh T T4 VT %E
KT&EEJ,

RADIUS/TACACS+ERREDTHRN ZIRDRITR L E 9

X 8-8 RADIUS/TACACSH+EREED RN

RADIUS/TACACS+H—/\

1I—HT—E~—X
I—HX: NRT—F
A—HY: RT—F

NAS
U—%, 70X
H—iNIg E)

1. E— MERIRRD 5 1 —PXBAREEICtelnet £ ETT %,

2. REBFI YT 1Y L— 3 > THEE L F-RADIUS/TACACS+H —/NIT5xt L TEREE ZE R
5,

3. RADIUS/TACACS+H —/N\[EA—HF T—A X=X [CEDNTI—HFXEZEL, AEEIC
A—HXERFELI=C & ZBHT B,

4. ARZEE [FRADIUS/TACACS+EBFEICE D LVT, 2—HXD U E— MERTHAD 5 Dtelnet
BEER

5. AREBEFIV T4 L—>a0Tavy RERBEHRELIZHEE, RADIUS/
TACACS+H—/NIZEREL THSHIAY Y FYR M- T, 2—HHEAT HERITY
FEEFRIHIRT %,

8.2.2 RADIUS/TACACS+MEFAr&EES K UEEH

76

AEE T3 RADIUS/TACACS+%, ERWMKRPSOU /A VRGEE EBEHEE T — FMADEE (enable
aAvy R)EEOREE, A~ VAR, BELUOTHY T4 Y ZIERALE 9, £7-, RADIUS 13 IEEE802.1X
BELU Web SREEOHARITFEICHERA L £ 9. RADIUS/TACACSHHEBED Y R — MFZIRITTRLE T,
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(1) RADIUS/TACACS+MiEFEiH
RADIUS/TACACS+EREE% M T & 2 B(EZ IR L E T

o REEBEAD telnet

« REEAD ssh

« REEAOD ftp

o KIEEAOD sftp

o REBEAND scp

« OVV—)L (RS232C)» 500 T4

« BEEHEET— FAOEHE (enable Iv > K)
RADIUS/TACACS+I~v > FARZHEHTZ 2BEZRITRLE T,

o REBAO telnet

o RIEEAD ssh

« IV —) (RS232C) »H6pusA v
RADIUS/TACACS+7Hh o > T4 > 72 BATE 51 EZIRIRLE T,

« REEAOD telnet l2kB07 1> - 0777k

s REBAOsshickzrurs (> -ars77h

s REBAOftplckdurs(r-as 77 b

s REBEAOSftpIckdursAr -as 77 b

o AEBEADscpIckrursAy-urs7r b

« JYV—J)L (RS232C) »o0urA > -uZ77h

« CLITOa~> RAJ] (TACACSH7ZIFHKR—1)

(2) RADIUS Ot 7R— NEGEH
RADIUS #—/8icht LT, AEBEHYA— b2 NAS BEEZROEITRLE T,

# 8-3 RADIUS O R— NEGE

k| nBE
XEEE NAS IZB 9 B2 2 /RICLE T,
Ny WA S 0 sA VENEE, EEEHET— FAOEE (enable 27 FN) BOREE, v N&R
THERT RO AT

» Access-Request (i%(8)
* Access-Accept (%{8)
» Access-Reject (Z18)
THY YT A YT THERAT 2RO AT

« Accounting-Request (3%(8)

I

* Accounting-Response (%

)

pal]
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DR RE

0¥

B arA VEGEEEBEHEET— FADEE (enable av Y F) KOFEETHEAT KD
Bt

* User-Name

» User-Password

» Service-Type

* NAS-IP-Address

» NAS-Identifier

* Reply-Message

vy FERTHERT 2ROBMHE

» Class

» Vendor-Specific(Vendor-ID=21839)
THI VT 4 T THERATZROBME

» User-Name

* NAS-IP-Address

* NAS-Port

* NAS-Port-Type

» Service-Type

* Calling-Station-1d

» Acct-Status-Type

» Acct-Delay-Time

» Acct-Session-Id

» Acct-Authentic

e Acct-Session-Time

(a) fEAT % RADIUS BHEOHRE
9 % RADIUS BHEOHEZRDRITRLET .

RADIUS 4 —NZ2FHLTa~v > NERT 2561, FRIiEFRHCTORIITRYT L 7% Class % Vendor-
Specific 2R3 &£ 5 12H 55 U RADIUS ¥ — N2 FE L TBLMENDH D £9, RADIUS H—/NIC
&, RV ¥ —EHF B % B (dictionary 7 7 A Vs EICEE) LTL &V, Iv Yy FAROBEEEFEMICD
WTIZ [8.2.4 RADIUS/TACACS+H/Tu—H)LEER LI~y RER] 28BLTLZE W,

* 8-4 fERY % RADIUS BHEDOHRE

EitR BB NTy hNIALF AE
User-Name 1 Access-Request FREET A 1 — Y DEH.
Accounting-Request | T VEREDHBEIL, 0l I -—FHEXELE
ER

HEEHEELT— FADOEHE (enable av > F) BoD
RIEDH A, [£8-9 HETHI—TLBEME] I
HoTL—VPEERELET,

User-Password 2 Access-Request FREL—H DS T — N, RERICIESLanE
EE
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Elk =] BB NTy KNI F RE
Service-Type 6 Access-Request Login(fi=1), Administrative(fi=6, 7z72L/ %7 v
Accounting-Request =~ F#% A 774 Access-Request D& 72 EH).
Access-Accept B & U Access-Reject IZiRfT S iz
BRFERLET,
NAS-IP-Address 4 Access-Request FEBOIPT FL A, O—ALT RLUANRESH
Accounﬁng_Request TWw %)i?%’éfﬂi a—hIL7 F\ LA N a—hIL7 P LA fﬁ
BRESNTVAVWEHIEES VY T2 —ADIP T
RLZICRDET,
NAS-Identifier 32 Access-Request AEBOEBER, BEAPRESNTLARVERIZ
Accounting-Request FishEdh.
Reply-Message 18 Access-Accept P=NoDA =T, SN TLLHEZ, &
Access_Reject HuastLTHAShED,
Accounting-
Response
Class 25 Access-Accept arA 75, Av Y FEARCEALET,
Vendor-Specific 26 Access-Accept Oy YA, AvY FERTHEALET .
NAS-Port 5 Accounting-Request = Z—¥DEREN T2 NASOKR—- M ESEELE
T REETHE, tty F—MESEBRMLET, 272
L. ftp O8&1E 100 #HEMLE T
NAS-Port-Type 61 Accounting-Request | NAS IZ#Eft L7z SEZEL 9. ABRETIE,
telnet/ftp 1& Virtual(5), 2 >V —)Lid Async(0) % &
MLET,
Calling-Station-Id 31 Accounting-Request | FIFAZEO#A ID 2L £9 . REETII, telnet/ftp
7947 bOIPT7RVA, TVV—IZ
“console” &ML E T
Acct-Status-Type 40 Accounting-Request = Accounting-Request AED ¥ 1 I 7 TiEFES N
TehrELET. REETE, 2—Fouar4 VR
Start(1), @277~ MEIC Stop(2) &ML £,
Acct-Delay-Time 41 Accounting-Request = XET 2MEDH 2 A X FFLEN S Accounting-
Request 2% % E TITH - 7= Bl (7)) 2481 L
ESCRS
Acct-Session-Id 44 Accounting-Request & a v EHEIT 50O EINEELET. K
BETR, tvyaroSubAIDEEMHLET.
Acct-Authentic 45 Accounting-Request | T—HBED LI ICRIESNI22IELET K
ETI¥, RADIUS(1), Local(2), Remote(3)® 3 #&
HeMLET,
Acct-Session-Time 46 Accounting-Request = Z—¥2Y —ERZFHLLEEFE)ZELET. &

(Acct-Status-Type
7% Stop DFZBETZT)

EETIE, 1—-UPurABuIT7 T MNTEHETD
K (B = i8I L £ 9

* Access-Request /87 v b
REENPIEFET ANy ME, CORTRILUNOBERIRTLELA

» Access-Accept, Access-Reject, Accounting-Response /37 b
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CORTRIUANOBEDPFMNENTVHE, FEBTRENSOREZEHL I T,
(3) TACACS+®M1R— NEGE
TACACS+H =Mt LT, REEIY K — M35 NAS BEEZ IRORITRLET .

#* 8-5 TACACS+MDHR— NEiE

2% WS
A E uo A RIEE BEERE T — FAOZHE (enable 37> K) HORIET
AT 2RO 17

« Authentication Start (i%(8)

- Authentication Reply(%{8)

« Authentication Continue (%f8)
AV AR TEATLIROY AT

« Authorization Request (i%(g)

+ Authorization Response (3%15)
THYYT 4T TERTEZROYAS
« Accounting Request (%f8)

* Accounting Reply (%15)

=R G B  User
EEEREE— FAOZ + Password
¥ (enable a<w > K) B e priv-1vl
DFREE
I RAKR service * taclogin
B * class
+ allow-commands
* deny-commands
THhHIVT 4T flag » TAC_PLUS_ACCT_FLAG_START

+ TAC_PLUS_ACCT_FLAG_STOP

B - task_id
 start_time

* stop_time

+ elapsed_time
* timezone

* service

* priv-lvl

e cmd

(a) fEAT % TACACSHREMEOAE

A9 % TACACSHBMDOWNAEZRDRITRLE T,
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TACACSHY—NZ2FH LTI~y FERT 2i581E, 3R class ¥ 721& allow-commands % deny-
commands B & —EY A %2BT L1 TACACSHY —NHITHELE T, I REAZOBMEIEMIC
2T [8.2.4 RADIUS/TACACSHu—AhNLVZHHL-2~v> RA&AEE] IRLET,

*& 8-6 {FRT 3 TACACSHRMHEOAE

service B Bl
- User FREET B 1 —H DA
0sA VEREDB A, ul A v AT REREELET,
EBEWEEE— FADZLE (enable 2v > F) BOFEDBEIL, [F 8-
9 BREITLHI—VLEBHE] > T1I—TEEREEFELET,
Password FREL—Y DR T — K, EERICIEEESLINET,
priv-lvl ALY B 1 —FORHEL NI,
usA VOB, | #EALET. BBEEET - FNOEH
(enable v > F) BOFREDHE, 15 2HFHLET,
taclogin class aAvRII A
allow-commands HFAawr KUY AR
deny-commands #lRa<> FY R b

(LB — &FEm L

THI YT 4 TRIERT % TACACSH flag ZIROFITRLE T

x8-7 TACACS+7Hho>T1>7 flag—&

flag

nE

TAC_PLUS_ACCT_FLAG_
START

THho YT 427 START 87y b &RLET, 72720, aaaa»y 714 7L —¥ 3
> TEEEHEIC stop-only ZTEE L TWABEIE, TH7 5+« 2 START /¢
T MIBFELEEA.

TAC_PLUS_ACCT_FLAG_
STOP

FTHI VT4 STOP Sy bR LET, #2720, aaa I 74 7L —Y 3>
TRE(EEHEIC stop-only ZHEL TWABEX, TOTHT YT 1> STOP IS
o MR EREBLET,

THT VT4 v TEICERY 5 TACACSHEM (Attribute-Value) DB ZIRDFITR L E T,

#x 8-8 TACACS+7Hho>F 1 7 Attribute-Value —E

Attribute

Value

task_id

ARV PMZTEIEDETHNDID TY o REBTETAI VT4 Y TARY D
TutZID ZHEMLET,

start_time

ARY M EFBLIEEATY, REBTETHY VT4 v 74Xy MARash
TR Z ML E . COBEIRROANRY S TS NET,

o IX(FZ2M start-stop FEERE O T A VB, a2~ FEITHI
- R(FZH stop-only FEERED 3~ > NELTHT

stop_time

ANRY FERT LIZBITT, REBTRETHI YT A Y TARY MORT LIz
FZEEALE T, COBEIZROARY FTRIRSNE T,

o XS start-stop FBEROT V77 MR, IV FETHE
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Attribute Value

» IX(EM stop-only fEERO T 7T 7 MR

elapsed_time ARV LAY 5 OREBIE @) T, RBBTIETHY T4 T4V MO
B SR T ETORB@E) 2L ET. COBMIZIROA XY M TSN E
ER

- (2 start-stop fEERO T Z 7 M, v FETR
o (5328 stop-only IEEROT 77 7 M

timezone AL = XFHNEBHLET

service X “shell” #BHLE T,

priv-1vl AY Y RTAY YT Y TRERIC, ANShiza~ >y EERI~ Y FOBER
1, 3y 7471 —3yavy ROEAIE 15 2BMLET,

cmd ATV RT7HI T4 VTRERIC, ANENza~y RXFEY] (Bk 250 XF)
ERMLET,

8.2.3 RADIUS/TACACS+7%={ER U7=5%3

(1)

(a)

82

RADIUS/TACACS+% i L 7= BEEHEIC DLW THIEALE T
L —EZXD=ER

0rA VB L UEBEEET— FAOEHE (enable <72 R) BORIEIERT 5 — & AIEEIE
ETEET, BETESY —ERILRADIUS, TACACS+3 &0 adduser/password 27 > RiZ kB4
EEBATOUTA v EF ) T BETT,

INHOFAARNIIEMTHLRBTOLIRETEE T, FRICTEESNESICEICEESNI AR TERE
IR L 72 & ZOFREEY — E XA ORIREE%L, IRITRT end-by-reject #FET 5T 74 JL— 3>
YV RTEETEET,
urA VEREEDHE

aaa authentication login end-by-reject
EEEREE— PAOLE (enable Iv 2 F) KOFIEDHE

aaa authentication enable end-by-reject

Ea—]

end-by-reject REXERF

end-by-reject REFEREOFRILY — E ZADBIRICOWTEHAL £9, end-by-reject REFRER I, KICEE
SN AN TERRERICEBR L 72BEIC, TORBOBEICEFGZ L, RIBESNLAXTRIETE L7,

LT, 27427 — 3 TERIEARICRADIUS, TACACSH, BATHou /A4 tFa 540
JBEETIEE L, 2N ENORIEEED RADIUS 3 —/\@ERA], TACACSHY —N\EREFERR, ul/ A v+
F 2T 1 BEERRAER I & R BGOSR Y — 7 VR EROKITRLE T,
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8-9 FWEIARI—47 >R (end-by-reject REXEHT)
1) E— MERIRR REE RADIUSH—/X TACACS+H—/\

Y=

1—Fony gy | eINetRT

™ RADIUSSBEEE 3R
—
RADIUS;E{E AT

TACACS+RAEER

TACACS+ZBREAR &2

oy
¥l

S\ A
AV

OJ4 Ui [

CORTHED S L —TFHREEIC telnet Z2EITT 5 &, RADIUS U — NIzt LAZERE A, 5 RADIUS 72
FEA2ESR L £9, RADIUS H =N & DEERANIC & > T RADIUS ¥ —/NTOFEIE %Mﬁét,&s
TACACSHH =Nk LAREE D 5 TACACSHRIEZERK L £9 . TACACSHRIESRICL-T
TACACS+HH—NTORFEICRMT 5 &, WICAREBOU T A > F 2T+ BETORMEEITLET,
CCTREEICEINL, 2 —HPIEAREBADT T A VIZEIHLE T,

end-by-reject REHF

end-by-reject FEROFREY —E ADBRICOVWTHA L E 9. end-by-reject BERIE, FEICIEES
T AR CRRIEERSINIIGEIL, RIHEESNI AR TRIELZITVEFA. BRSISNIBETRIEEKT
L, —EHORESRBMELZ DT, BEAALEDEFEICL - CERIENPRBLIZIGRIZT, WITEES N
FRCRIETEE T,

BleLT, ar7 47— 3y TRIEARIC RADIUS, TACACSH, %%f@u74/t$1074@
JEFTHE L, ZNZNOFIEERD RADIUS ¥ —/VBEAT], TACACSHY —N\RRiESie &2 535
RAARY =7 Y AZROKITIRLET,

X 8-10 FREFAH—47 > X (end-by-reject ST

) E— MERmK AEE RADIUSH—/N TACACS+H—/3

. . telnetZ®E1T
1—Hoas(y =T,

RADIUSERZEZE K
e
RADIUSEIE A AT

TACACS+RAEER

TACACS+EREES &2

<
Rl

X

oo4y
X)) T 1 e
|

o474 VAR |-

Z O THIRD 5 I —FBAREEIC telnet 2FE(TT 2 &, RADIUS #—/3 ﬂbi EE > 5 RADIUS &%
FEEZSRLE9 . RADIUS =N EDBEANANICE - T RADIUS =N TORREEICKT 2 &, KIS
TACACSH+Y =N LAEE D 5 TACACSHRIEZZERK L £ 9. TACACSHERRESRICEL > T
TACACSHH —NTOFRERICEMT 5 &, ZOREST—EHORIEPERME LD, FEZEATLET, KRIC
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(2)

84

BESNTVWAREBOO /A vt 2 T A HBETORIELZETLERA, TOBR, T—FIIREBA
DUz A ICEBRLUET,

RADIUS/TACACS+H —/\MD5EIR

RADIUS #—/\, TACACS+H — NG EZNETNFEAUOE THETEET., —DOY—NEBEFETET,
WA —EAPRITSNZVHER, JRRINS DY —N"NOHERzHITLE T,

%7z, RADIUS ¥ —/\, TACACSHH#—N\ZARA METHELILEEIL, BEOT FLADFERTE 25
&lE, BEIERICHEY, 7 RV RAZ—D272IFHREL, RADIUS %+—/Y, TACACS+H—NEBELET,

BERIEFICOVWTOFMIE, 11 AZXFEEDNS 11.1 #fHl 2B L TS0,

DNS # —N%{E LTHAR MG 2B 558, DNS ¥ —1NEOBEICEBEEN 22 EH0 %
T TD7H, RADIUS H—/\, TACACSHH—NIZIP 7 RLATIEET A EZ2BHHOLET,

RADIUS/TACACS+H =N EBERF ZHMT 554 L7 7 MBI ZHRETEE T, 77 4L MEIXS
MTI. 72, FRADIUS H—NTHA LTV b LIHER, BEREZRITLET. COBRTERL R
ETE, 774NV MERF3ETY, 2Dk, ur1 »FHx& LT RADIUS PERATE 2L EHEd 2 %
TORKERIZ, 4477 MREEXY NI A EHEXRADIUS 4 —NREHICZDET. &8, &
TACACS+H—=NTH A L7 7 b LIZBEIR, BEREZHTLEIEA. 20O, uZAARELT
TACACSH+AMERTE 2 W EHIMTT 5 £ TORKRKMIZ, ¥ L7 7 MEEXTACACSHY —/N\EERIC
%0 %9, RADIUS ¥ —NEIRO Y —r Y A2 ROMITTRLE T,

8-11 RADIUS H—/\ZBERO>—7 >R

1) E— MERAIREK REE RADIUSH—/\1 RADIUSH—/\2
. R telnet®E4T
a—+vyoosg4r v
RADIUSEREEZ R
| BEEEHETLT
g Y47+

RADIUSEEEEZE R

\

A

54 VR [ RADIUSEREE 5 3h

ZONRTY E— MNERABRDY S L —THWEREREIC telnet 2E(TT 5 &, RADIUS 34—\ 1 I LAREEE »
5 RADIUS SR F#E R L ¥ 9, RADIUS U —NN 1 EBETE LD - 2BE1F, FVT RADIUS —/1\ 2
IZH LT RADIUS SR F# =T L E 9. T TEREEICAIIL, T—HIEAREBAOT T A VICHEIILE T,

TACACSHH —/\EIRO Y =7 V2% ROKIRLE T,
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X 8-12 TACACSHH—/\EIRD>—7 >R
B

) E— MERIRR N TACACS+H—/11 TACACS+H— /12
N . telnet3E4T
i—voos(4y > TACACS+E25
+EREEE R - AL
BALTI b
TACACS+ZBEEZE R
O45 4 VY [« TACACS+Z2RERL TS

ZORTY E— MNERABKDY S L —THPAREREIC telnet ZEITT 5 &, TACACSHT—/NN 1 It LAEE
75 TACACSHEREZE R LFEF, TACACSHY —NN 1 LBETE LR 85EEIE, W T TACACS
+H =N 212 LT TACACSHRREAFEITLE T T CRERICEKIIL, 1— ﬁi$ EEAOTO T A I

BRI LET,
(3) RADIUS/TACACS+H—N\DETRIEHR

(@) O741 Rk aERT 388
RADIUS/TACACSHY —NICZ—HEZBLUONAT—RF2EHF LTI, RADIUS/TACACS+H —/5~
BT AL —FLZITIZRITRT 2BEAH IV E T,
o KREREIC adduser v F2EH L TEBFREADLI—TH
AEBICBR SN I-PEREZFEH L O /1 VU ETVWET,

o REBIKRBHFOI-YLZ
WISRTHBEOL—FERTO 7 A VEEZITVWET,

« 1 —%# 1D : remote_user
e K"—=ALT 4 L2 Y :/ust/home/remote_user

REBICREROL—FTOIA Y LIBAOERREZTLET,

« 7Ty A LDEHE
T 7 ANVEER L72EE, 3XCremote_user B &> T, lOoL—TTh, fERLIT7 7 4 LDFE
HIAHBRUOEZRAADPTEET, BEEL T 7 AN fip B ETHEHICRET A4 E, 771 LVOEHE

ICERLTL S,
(b) BIEEET— RADZEE (enable IV R) ORI ZERT 3156

KEEEET— FAOKE (enable 27> F) AL, ROZI-—FEHEZBRL TILS L,
© I-TH

REBTIII-TLBEEELT, MOBIORTI—HVRET-—NIEELET, EETHL-VRKIID
V74— a3y AR Y RTEETEET, WETH2L—HLZE2F—NIERL TS0,
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&89 WEIZ1—TEREME

1—H%
v R%
RADIUS £25 TACACSHER3E
BEZ L admin admin
aaa authentication enable attribute-user-per-method $enabl5$ arA > a1—H4%4

« KL NI
FEHEL LI 15 TREETT

72U, =&k TR, EELEI-VEREICEFRR BEDLI—HE (flX1X$enabl5$) ZHH
TR25E0, RELNVOBFPAELRBERENHD T, FME, FAT LY —N"Ov= 27 )L ZHER
LTL7ES W,

8.2.4 RADIUS/TACACSH/O—A)lZERLAEOY > RIEER

RADIUS/TACACS+/u—hL (2> 74 7L —yay) Z2ERL-IYY RERFEICOVLWTHBALE
—g_o

(1) 37> REZEOHE

RADIUS %=\, TACACS+H¥—N, 72130 —hWISZAT = RICKBiEDO La v 1 > Lz —FIont
L, FHTE2ERAIY Y FOBELZHIRT A2 EA/TEET, ChEavy RERENFUET, FHTE
HEM a7 R, RADIUS ' —/\F 7213 TACACSHY —N\A» 6B d 5, av > Ry ABLTav
RURM E0330 74 7L =33y THRELEIATY RZIABLVTaY Y R X MIEWEIHEZITL
F9, 7z, FIRLAERAIY Y R, CLIOFTHRETHTTBEHE LTHRRLEEA. 4B, <option>
®<Host Name>7Z% ED, <>THENIZ/NTA—Y B OEPXES e EAZERAI~Y Y N%, FAlT5
T2y RYRMEELEAE, <OWATHEBEBELTERLETA.

8-13 RADIUS/TACACS+H—/NIC&LBO7 1 > 585F, O<7 > RiEER

avY kISR

RYy1> A — R ARUEYR b
D RADIUS#—/%
— T
[= 5]
—=% AEE
a7 FOFIR ATV ESSR YR B —

Y E— MEREE SR

TACACS+H—/N\
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M 8-14 O—ANICKkBO7 1886, I7 > RESR
. AEELD
R74> aAvI4GL—vay

av2RI35R
avYRURE

G
—% AEE
a7 FOHFIRE

) E— MERRR

AEEED gaa IV T4 7 L—a>rTcavy RERZRET 5L, RADIUS/TACACSHEERZ, 0
A VERREEREIBIC, =\ 5627 FURNZEBLET, 0—HIUIEERIE, 171 ViR & RIS,
VT4 7= aryTHRESNIT Y RVRANEZERALET, ABEBETIEIINSOIT Y R XM
EoTarA v OEHIY Y RE2HR/HRLET,

B 8-15 RADIUS/TACACSH—/NICKB AT REZRBD—4 >R

U E— MERR FgEE RADILS ThCAGS
/\
telnet®E1T

Ao »|  RADIUS/TACACS+ERE
2T FRRER

REA
avy RERRED

avYRYR b

HIFE="reload”

Og4 Ut

A

show interfaces
BRI RET

A

show interfaces
ERaTUR Ea)
L EAKR

reload
ERavY RET

CavUpmmax | MR
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(2)

88

8-16 O—AILIAVYREED>—T 2R

Y E— FERR REE
. telnet=E{T
a—Hoos4 >
FRRERCT
|
a7 Y RARBERI
= NV 7 QI
#HIPR="reload”

Og4 U

A

show interfaces
BRIV RET

show interfaces
ERa<TUFR B
ETHER

reload
EAITY RRT

CavuRmEBaR | MR

[K8-15 RADIUS/TACACS+H—NIZKB IV Y REGEDOY —F VR ] THARD O L —YPAREREIC
telnet #%E179 % &, RADIUS/TACACSHH —/NIZH UAKEDP 6F8GE, I~V FEFRZERLET, &8
FEAIIIREIC RADIUS/TACACSHH =N\ 5637 FYURX M ZEEL, 2I—FRAEEICO M LET,

K816 "W—ANLavy RERBDY—7 v A] THEDP S Z—YFHPKREREIC telnet 2ETTH &, O—
HNEEEITWET, BRIAERIEICT S T4 7L —arhrbavy RYXAMEEEL, 2—HFI3ARERBIC
uar7A4 > LET,

Oy A %, I—HFIIARERE CER I~ > F show interfaces % E 2 EfTTE F 9745, A I~ > F reload
FaAv Y RYRAMIESTHIBEN TS DICEFTTEE A

Sz
AR

RADIUS/TACACS+H—NDav > R A MDOREXZEELZGEE LG T4 7 —2ar0a
vV RURMEEELLGEEE, REOQ T A VBHR»SKMISNET,

RADIUS/TACACS+/O0—AI)N V> REGERETFIE

RADIUS/TACACSHIZ & B a~y REZR=HERHT 57-0121F, ROFNET RADIUS/TACACS+HH—N
PHREBTRELET,
l.a< Y RHEBEORY O —2RD 5,
HEL-FIIRHL, EHIYY FOFT, HIR-Frd253v 2 FOR) I —2RDET,
2.7 RY R NZIEET %,
av Y Ry ALSME, FR/HIRI~Y RYRMELT, IO~y REFIRaI~Y M2 22 hig
ETEET,
3.RADIUS/TACACS+H —N%ERET 5,
WEL/a<w Y REIERARY > —&2F1Z, RADIUS %7213 TACACS+® ) £— bEREFY—NNIZ, a7V
REIRD7-DDEREEITVET,
4 KEBDY E— FERIEEZHRET S,
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ZIK E&E T RADIUS #7213 TACACSHY —NNDa> 74 7L —YavEgEEE aaa Iy 747 — 3
BEXITVWET,
5.2 FEZEOEELHERT 5o
RADIUS/TACACS+%2ER L7-V £— MERWADP OAREBE~NT T A L, BREITVET,

O—A)a~ Y FRRBEZFERT 5720121, ROFIETAEEEZRELE T,

l.av >y RHIRORY ¥ —2RD 5,

FAL—FIINL, BRI~ FOHRT, HIR-FAIT52I7 FORY Y —2ROET,

2.2 Y R A MEERT %,
AV F7IALSNS, AT RUAELTHAIAT Y FERRITY FEZNEIEETS £,
WE LI~y FHEIRAY Y —2EI, av Y FUAMOAY T4 7L —2 a3 VEREZITVET,
B, AV NI FRALETEERT 2BERERAETT,

3.2—HICav Y I FREIZaAv Y R A MNE2EDHE TS,
BL—PIINL, a7 NI FRF/3a~v > YA +zE0E TS username 2> 7«4 ZL— 3 >
REZITTVET,
ZOHIZ, aaa IV T4 L= 3 VEBRERITVET,

4.3< Y NEAROEEZHERT 5.0

AREBAT—HIVFRIETH T A~ LHERZITVWE T,

(3) OV RHFBRDR ¥ —RE

HEL-FIIRHL, EBHIYY FOFT, IR -Frd53v FOR) Y —%2ROET, T T, £1—
PHAATA VL& &I, 572 FEBIFHFAL, ZhlAoa<y FEFIRT 22 E2HmOFET. AY
—1Z [(5) RADIUS/TACACS+/0—hLav REDOHRE] THRELE T,

av Yy RHIR - FRIONRELH0E, EHAIVY FTT, Y= a7 LRBEOT NNy Fa< 2 K (ps I
T REE) BRRAT, BICHRsNET (FaSBRELGEE, WRICHHET A2I~v>2 F7 5 AT root
EREELTIVY FEHIR AL LTLZEW), &8, logout, exit, quit, disable, end, set
terminal, show whoami, who ami I~ > NICBEL TIZEICHFAENZE T,

AERITIE, HE5ALD [ F7FR] LT, UFRORY Y —PEBEENTVET., HEOIT LR
IS AEEIRT B ET, FOUVITADR LAY REIRZTH>ZENTEET,

*#8-10 OVYRISR—E

OV RISR Fo v R FIERI~Y > R
root REBOIRTHOaAv R kL
&avy NEHIR 5 2 (v= a7 VKBEDOT /Ny

7avy Raeet)

allcommand TRTOEHAI~ > Rall" %L (v=a27LRBEOT
EHav Y FEHIRY 5 2 Ny 7% RIFARH)
noconfig HIRADEA T~ > R "config, copy, erase
AT L=y a VEEHRY S (2T 4 configuration”

JU—varyavry NEELHIBLET)

nomanage FHIRMSLOER <> R "adduser, rmuser, clear
IOy REIRZ S 2 password, password, killuser"
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(4)

90

aAY RIS R Foav >R flfRa< > R

noenable HIRDANADER I~ > R "enable"
EEEEELT— NIy FEIEY S 2

T/, av NI FALANS, FFAIa~v Y FY XA MERIBRIY Y FUA M ZZNETNIEET S LB TEX
ED

OV RURAMNDIBERZEICDOWVWT

Iy R FADAS, FFRI/HIRI~Y RYURMELT, FAla~v Y RERIRIY Y REZFNZFNIEET
EET. IV FEEETSHAR, EAV Y PR MIBRERNRO IV Y FXFH 2 AR—ZABEH L T
TBELET. BEIEEITABEEa V< () TRY > TENFE T, &H, u—hlavy REETIE, a7
VRXEFNEAYT 4 7L —Y 33 K commands exec T—2O3DORELET, AEBETI, TOD
RESNIY Y FXFSz2ay~ () TEE L DE2IY Y FYRMELTHEBEALED,

YRR NCIEES NI Y FCFFIE, 2—FHAA L T7 > FORBHS £, AHT o0
ShEHELET EH—B). 4B, BHAXFIELT, all #IEETEE T, all BRI FIAT
EEMLET

HERFIC, BRI~ RU X MEFIRI< Y FY X OB AICER UGS, A8 Lza~ Y NXXFEHN
ZWHOEEERALET (72720, all IBERXFHE 1 & LET). 20K, FFala~v> FU R~ EHIR
I RYRMIFELCI< Y RXZEFIPEESNTWEEX, FrlELTHEESNET,

Fiz, AVY R TAEEHFA/HIRI~Y FY R NERRRICIEE LIZIEAE, IV Y RV IRTEICHES
NTWBI<vYRYRAN ([£810 a7 RIIA—E] FD""THEN TS ITY R X M)
LEFRHIRa Y RY R M2 GDLETHEERITVWEDT, &8, IV K7 T RiZroot #EE LGS
HAHRIY Y RS ADREREN ERD, a7 VRBEOT Ny VA< 2 KN (psav >y Fied)
EELINRTCOAYY RPETTELLDIIEDET,

FI1~7IlHAHEAT Y NI R NEBRE LSS, REBTEDOL S LI~y RPHFR/FHIRES NS 2R
LET,
(1)

HA OV RYRNECHZRE LGS, RESNIY Y REUNETEZHFITSINET,

R8-11 T RUZKFN

avRURN BEIVR HIE

Ao~ > K X h="show ,ping" show ip arp 2]
FIRI<> YRS BESL sing 10.10.10.10 -
reload R

(51l 2)
FAa<v Y RYZAMEFIRIY FYUZMOWHFICEBLUZEEZ, &8 LEzavy RXEHPF BV
DEMEE LET (72720, alliBEIIXFER 1 ELFET),

x®8-12 OV RURKAI2

a9 RUZK BEIYR ¥IZE

FFE[a~ > K A b="show" show system FrE]
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av>RUZRK BEIYR HIZE

FIRIT~> K1) R h="show ip" show ip arp PR

(%1 3)

HAIaY Y RUZMERIRIV R A MOWGZHREL, WAICERLZWEEE, FFAE LU TCHE
ENET,

F8-13 OV RUZXKEI3

T RURBS BEIYR HIE

FFra~ > K1Y A b="show" ping 10.10.10.10 FFAI
FIRI~> K'Y Z h="reload"

reload FHIIBR

(51 4)

OOV RYRMNEERIYY RY R MRV Y RXEFASEESNTWAESIE, #FofELT
HESNE T,

F£8-14 OV RURKNGIA4

JYYRUR K EEITUR HIE
#FA[a~ > FY R +="show" show system B

B2~ > FY R b="show,ping"
FRa <> show.ping ping 10.10.10.10 IR

(511 5)
ATV RYVRMEE ST BE LG D - 2FEE, logout mEDa~ Y FUAMITRTHIRENE T,
£R8-15 IV RUZXKHS

JYRUZ K BEIYUR HIE

FAavy FYR S BESL GNT IR
BIRIwY FUZ N BEZL

logout, exit, quit, disable, end, set | #FA[
terminal, show whoami, who am i

(%1 6)

7IAELTroot ZIBELIHER, REBVDIRTOIAYY RAETAEE LD E T, 4B, 2
VY R IR root #IEE L5A, #A/HIRIVY RO I AOFIRITEH 2D, v =27 LK
BEOTNY Z7aAv YR (psaAvy Riz&) 28GR TOIAY Y RHPETAIREE LRV E T,

F8-16 AT RUZRKNI6

avRURN BEIVYUR HIE
a< > FZ7 5 2="root" ITART (Va7 VKRBEOT Ny 73 §al
v KEED)

(517)

BRI RYURA NPT ZBRELLEEZ, VANMIERLAVERIYY RITRTHATELZD
—a_o
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F£8-17 AT RURKNHI7

av>RUZRBS EEIVY>R HIE
HAavr FUX b BERL reload DA OER <> RIART B

I ~ \\] Z — n l "
HIfRI~> KUY R b= "reload reload .

RKe—27ILTE, FlELTREDOLS> LAY Y—Tavy RFIRZITVWET,

& 8-18 IV RHIBRDAR > —Hl

d1—H% AV RIS R Fojav >R HFERO<Y > R
staff allcommand BRI Y RFART =L
guest L IR OER I~ > N9 RTHA reload ---*
inactivate ---*
enable -+ ¥
test L show ip LXK Frar LAY, 9ACHIR

EX - IIEBONSTA—FEEWRLET (show ip ---I1& show ip arp % &),

(5) RADIUS/TACACS+/O0—A)3X > REGRDERE

[£8-18 Tv Y REIRORY —fFl] THREL-I<Y FHIERY > —%2EI2, RADIUS £7-13
TACACS+D Y £— bRET —NTIX, B¥EOQ T A VERIEOHRELNIC, UToBHE*ERL-a~<
Y RHEIROI-DDHREZITNET,

nB, Y=NATITY NEROREZIT> TWARWVES, 1—¥ARIEShas A > TETH logout,
exit, quit, disable, end, setterminal, show whoami, who am i MDD RTHO I~ > RAPFIRS
N, AvY RZEFTTEALAVEITOTIFEL LSV, ZOHEAIE, avV—Lhroul L2 LT~
S,

72720, av7 4L —3>»a< K aaa authorization commands console IZ&>Ta>ryY—)L$ 3
VY REBRONREGZ > TWVAIEEIE, IV —=ILTHIAY Y RPHIREINEZDOTIEELTLEZE N,

* RADIUS H—N\ZFERT 55

RADIUS #=NZFHLTa~v > FHIRT 251, BERICLITO LD BBEZIKT K518 —NTH
ELET,

&£ 8-19 RADIUS BEREIH—E

B NI —EEREE f&

25 Class - 77 A
ROXFHDOENP—DEIBELE T,
root, allcommand, noconfig, nomanage, noenable

26 Vendor- ALAXALA-Allow- Halawr RY A b
Specific Commands HAT a7y FORTG—HXFFN 23 < () TR ->T
Vendor-Id: 21839 | Vendor type: 101 BELET. ZHBEHILET,

EHav Y FIRTIRal"2EELE T,
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Bt N> —ERREE

&

HFAa<v Yy FYRMCTRELLGER, #Frfa~v 2 RUY X
MO a< > RIZITRCHIBRBEZD T,

(il : ALAXALA-Allow-Commands="show ,ping ,telnet
ll)

ALAXALA-Deny-
Commands

Vendor type: 102

#IRI<> FY X b

HIRT 23~ RORIA—EXFFE2 3>~ (,) TRE->T
HELET. ZHLXAILET,

BATvY FERTal' 2 EE LET .

IR RYUZAMERELZBER, HIRI< FY X
MOAME T RTCEFRI &2 D £ 9,

(il : ALAXALA-Deny-Commands="enable,reload,
inactivate")

(FLBI) — &L

RADIUS #—Nicix, EREOXRV Y —EFHEE%ZZES (dictionary 7 7 A L2 EIZERE) LTL 2S00,

8-17 RADIUS H—N\TOXR> T —EEREMD dictionary 7 7 1 L &5

VENDOR ALAXALA
ATTRIBUTE ALAXALA-AL Low-Commands
ATTRIBUTE ALAXALA-Deny-Commands

21839
101 string ALAXALA
102 string ALAXALA

[£8-18 I~ FHIROARY ¥ —fil] THRE LAY ¥ —%—fKi7% RADIUS 3 —NICBRET 2154,
DFD &S mERNCZD £,

8-18 RADIUS % —/\E&EH|

staff Password = "skksxkx”

guest

test

?;E sk

1.7 I A"allcommand" I~ > RIXRT%

Fhroawy I RTHIBERZDET,

=R

Class = "allcommand”

Password = "skskkkx”
Alaxala-Deny-Commands = "enable, reload, inactivate” -+ 2
Password = "skkskkk”
Alaxala-Allow-Commands = "show ip ” -3

H*OEAIFEL—FDNNAT—REZHRELET,

o KEETII Class T M) 2EHZELE

M BENEZD LT,

8-19 #E# Class T> NVEREM

Class = "noenable”

Class = "allcommand”

FALE T,
2.enable, reload, B &L Finactivate THHEZH IV FEHIRLET,
allow-commands BfEEENT WA W, 1 EFh0oa<y FIZFIEZDET,

JZEHOFENBEHR AL ET,
"show ip "OBAICZEANH A%, showip arp REDIAY Y FIFFRISNET,

=}
Ba,

1 E® Class #8283 L 2 HELF&ED Class T~
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94

1. REBTIE—DH® noenable Z3EEZ D FT,

o REEBTIIClass TV MNIICERO I I AZE2ER LGS, 1EEDY I A% #H L 2EE L
Do A3 ER D ET, Hl2lE, class="nomanage,noenable" & fEik L7254,
nomanage 72 BEMICLD £,

» ALAXALA-Deny-Commands, ALAXALA-Allow-Commands ® ZhZ BV, FH—EED
I M) EERZE LGS, —2DORBRMICDZI V() EEHLER 1024 XFETEFRHEL,
1025 XFLBEIZELCORBN LD ET., 28, FTRofloLS ICA—BEEERT > YR
L, ARBECT2MEBMUEOLY M) 2R FELABEIIZTY MY DOEHEICEFNICI V() 2RE

LE9d,

8-20 &% Deny-Commands T > ~1JE&TER]
ALAXALA-Deny-Commands = ”inactivate, reload” w1
ALAXALA-Deny-Commands = "activate, test,...eeeeeeee. " e

1. REBTIEI RO ZHET 1024 XFZETRBLE T,
L5 Deny-Commands # %5 L7:B&1E, FEROEDIC2HEOITY MY DEETH S
activate I< > FORNCI V< (| )PHBNICHEESNE T,

Deny-Commands = "inactivate, reload, activate, test,.........

* TACACSHH —NZFERT 285

TACACSHY —NZERALTa~Y Y FHIRZ T 55513, TACACSHY —NTHRIEBOFREEL LTLUTDOL
DB —EORT ZRELE T,

#F 8-20 TACACS+ERTERM—E

[

service B f

taclogin | class avYRIIA
RDOXLFFHND END ZHEE
root, allcommand, noconfig, nomanage, noenable

allow-commands HFRla<y R R b
HAT BV RORIA—EXFH IV <( ) CRY>THELE T, 2£H
HXHLET,
BRI FIRTIFall"2fEELE 9,
HA AV FYRMZHRELLEER, FHTa~vy FY R MISAOav sk
BIRTHIBEZD F T,
(1 : allow-commands="show ,ping ,telnet ")

deny-commands IR~ YR b
HIRT 53~ RORTA—RILEHNNE IV~ () TR > THELE T, ZEH
BXAILET,
BRIV FIRTEall'"2BELE T, #IBI~vY FYRAMIRE L
B, HRa<Y )X MU TRTHFIIELZDET,
(5] : deny-commands="enable,reload,inactivate")

[£8-18 IV RHIRORY > —fl] THRELLRY ¥—2—fi7% TACACSHY —NIZRET 515
B, UTFOEIBHRET 7 ANARA—JIHEDET,
8-21 TACACS+1H—/\DEEH

user=staff {
login = cleartext "skxkxx”
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service = taclogin { =1
class = "allcommand”

user=guest {
login = cleartext "skxkxx”
service = taclogin {
deny-commands = “enable, reload, inactivate” e 2

user=test {
login = cleartext "skxkxx”
service = taclogin {
allow-commands = "show ip ” . 3

}
e E I IO AT — REZRELE T,
1.service & taclogin &FELE T,
77 A"allcommand" CEHI~Y Y RIXRTZHFAILET,
2.enable, reload, B Winactivate ToE 227> RZHIBL £,
allow-commands BHEE SN TV Wo, 1Fhoa<y RIZEFr &N ET,

3. EADEESER AR S ET,
"show ip "OBAICZEANHZ7-%, show iparp 2EDIAV Y FIFFRISNET,
EArDav Y NRIRTHRELZD FT,

et

o AREEBTIEclass Ty MVICEBO I I ALZEZER LIEE, 1 HED Y 5 AL %#3#H L 2 [@HE L&
DT T AZIEE 20 £, iz 1F class="nomanage,noenable" & 5iib L 72154, nomanage
RINECRDET,

+ deny-commands, allow-commands DZNEFNIZENT, —DOORBMHIC>Ea < (,)&EZEAD
EH 1024 XFETERHL, 1025 XFLFIZELTCHEDELVET,

s O—ANITYY RERBEFEHT 3B

[£8-18 IV FHIROKRY & —fFl] TRELLARY Y—20—hLavr FERTRET 558, K
DEIHAV T4 T L= a VOREICLDET,

I

8-22 2747 L—>3a>DREH

username guest view guest view

username staff view-class allcommand e
username test view test view

|

parser view guest view

commands exec exclude all "enable” -2

commands exec exclude all ”inactivate” -2

commands exec exclude all "reload” -2
parser view test view

commands exec include all "show ip ” - 3

|
aaa authentication login default Llocal
aaa authorization commands default Llocal

1.2—¥"staff"icf L, 75 A"allcommand" &I~ RIRTZFALE T,
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2.enable, inactivate, B& U reload TiHES T~ RZ2HIBLE T,
commands exec include PHEESIN TV W-®, Fr0T< Y RIZEFRELRD ET,

JEHOEENBERZRSE T,
"show ip "OHAICEANH BH7-8%, show ip arp ZED I Y RIFFAISNE T,
EPDIT Y NIAIRTHIREZD T,

(@) O7—1>ULThHER

BEMNTET L7z, RADIUS/TACACS+H/u—Hh)Z2ERH LY E— MERRAR» SAREBAOT T A
ZITVWET, 01 %, show whoami I RTIT Y RYRAMPRESNTWSZE, 2TV K%
ETLTHIRE - AL TVAT ERZRERL TS0,

8-23 staff AOJ'1 > % DEESRHI

> show whoami
Date 20XX/01/07 12:00:00 UTC
staff ttyp0  ————- 2 Jan 6 14:17 (10.10.10.10)

Home-directory: /usr/home/staff
Authentication: TACACS+ (Server 192.168.10.1)
Class: allcommand

Allow: "all”

Deny : ———-
Command-list: ————-
>
> show clock
Wed Jan 7 12:00:10 UTC 20XX
> /bin/date
% Command not authorized.

8-24 guest O & DESRHI

>show whoami
Date 20XX/01/07 12:00:00 UTC
guest ttypd  -———- 2 Jan 6 14:17 (10.10.10.20)

Home-directory: /usr/home/guest
Authentication: RADIUS (Server 192.168.10.1)
Class: ————-
Command-Llist:

Allow: -—-—-

Deny : "enable, reload, inactivate”

> show clock

Wed Jan 7 12:00:10 UTC 20XX
> reload

% Command not authorized.

8-25 test AO7 1 DA

>show whoami
Date 20XX/01/07 12:00:00 UTC
test ttypd  -———- 2 Jan 6 14:17 (10.10.10.30)

Home-directory: /usr/home/test
Authentication: LOCAL
Class: ————-
Command-Llist:
Allow: "show ip ”
Deny : ————-
>
> show ip arp
*xx T Y REITINF §Hxx
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8.2.5 RADIUS/TACACS+ZERULET7ho>T1>T

(1)

(2)

RADIUS/TACACS+ %R L= 7 H7 YT 4 ¥ 7 HECOVTHALE .
THIUT 1 2T DIEE

AEEED RADIUS/TACACS+a > 7 4 7L —> 3 & aaa accounting > 74 7 L—>a>O7hY
VT VI ERBRETDHE, ERWADSSAREBEAOT T A V- a7y MEEIZ RADIUS £721% TACACS
FH=NATHI T4 TEREREEFELET . £, KREBAOI~Y Y FATIEIZ TACACS+HY —/3A
THAI YT 4 Y TEREEEFELE T,

FHI VT4 Y TDOHREX, a4 eal 7T hDARY b 2REETHIATA T HI VT 4 2 THEE
ATV RATIDARY v 2RETHAC Y RTHI VT4V TEENPHVET, IV RTHTI VT«
> 7E TACACSHZ T T R—=FLTVET,

ENTNDOT AT T4 IR LT, THh T4 7 START & STOP #MA%EET 5E— K (start-
stop) & STOP 72F %23iXf59 5E—F (stop-only) ZBIRTEEd, SHII, AR FTHAI T4 2T
WKRLTIE, AJIL72Iw Y REIRTEFBIAE—NEIV T4 T —2a VBT EREEFEITLHE—NEH
RTexFEd, £/, BESINE RADIUS/TACACSHY — NI LT, BEIIEZ PO —NTTHY
VFAVIHERINT AETIEISHELE TN, BT LR ES I h 6T ITRTOY =N ANBISEET
%5%E—F (broadcast) HEIRTEET,

TRHIDT 1 T DiRN

QA YTHAI YT 4 7EaARy RTHI T4 7Dl % START-STOP X{§€— FT TACACS
T —NANBETEIREZ LIZBAEDY =7 Y A2 ROKITRLE T,

8-26 TACACS+7HI>Ta>TDI—r>RX (A4 - XY RT AT T« 27O START-
STOP X{EE— RE)

ERmER REE TACACS+H—/\

g4y

——  Accounting Request (START) 3%({E ——»

- Accounting Reply 321 —
=N

——  Accounting Request (START) 2%{§ ——»]

avy R e4— Accounting Reply (& —
E{TH

I——  Accounting Request (STOP)3i%{E ——»

- Accounting Reply 321 —
aJ7ok >

——  Accounting Request (STOP)%{§ ——»

-—— Accounting Reply (& —_—

CORTERMWMEKR? OAREBICO T A UOEINT 5L, REBHNPS TACACSHT —NIx L —FFEHRS
Bl EOT7h I T VITERERELE T, £, IV FOANFIRBICOARERE D S5 TACACS
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(3)

98

+H NI LASA LT~y FERZEDTHY VT4 Y TEREZEEBLET, BRI, a7 7 NI
X, B4 LTV BB R EDBEREEFELET .

ar7A Y7 AT 47 E START-STOPRFE—FOEET, IV N7 HY VT4 72T %
STOP-ONLY #AfFE— F LT TACACSHY —NNREETIREZ LIBED Y =7 Y AZROKITR L
EX e

8-27 TACACS+7HhI>T 1> TDI—r>R (ATA>YT7HhI>T«>7 START-STOP, av >
R7H9>T 17 STOP-ONLY iX{EE— REF)

ERmER ZE TACACS+H—/\

o4y g

—— Accounting Request (START) i%{§ ——»]

l—— Accounting Reply Z{E —
=0
——  Accounting Request (STOP) :%({E ——»
Al L — Accounting Reply {5 —
E{TH
= arl

I——  Accounting Request (STOP)3i%{E ——»

-—— Accounting Reply 21 —

[K8-26 TACACSHTH I VT4 »IDY—r v A (A - aAv Y R7HhYI T 127D START-
STOPREEE— FW) | OflEkN2 &, urA Y - arZ 7y b TCOTAT VT 1 ¥ TEHEEZR LTI,
av Y RT7 AT YT 427 TSTOP-ONLY Z4EE L CWABH, a7 FOANENILETAEED S
TACACSHY = NICH LA LIc A<y RERBEEDT AT VT4 Y TIEHREZRFLE T,

THIDT 1T DEREIER
RADIUS/TACACS+:I‘/747°I/ 23, aaaaccounting A 74 L —a D7 HI VT4 VT

F7EX interface loopback 3> 7 4 7L —3 a VTIPVAEB 7 RLAR2EE LIZHE1E, EZERT
@%ﬁh@?ﬁﬁ/T{/74A/Ftﬁﬁﬁﬁi7U7éﬂ HLOWRETHELE T,

ZHOI—TN, I RE2ERLTCATILEZD, alA4> -arl 77 ba0R L0 LIZEE, 7hHY
VT4 TANRY NI RBICRET Z7:0, —EHOARYNTCTHIVT 4 VT TERWIENHVET,

ThHI VT4 VAR POREBRFEEICEBDRER - =N 2y hT—TIAOEEZETZ-DICY,
A9V RT7PHh T T 4> 71E STOP-ONLY TRET A LxzB8HLET, £/, EHEIGBETE WL
RADIUS/TACACS+H—NIZIEE LA WNTL S0,

A~ N clear accounting TT7 AT T« v UEHERE 7V 79 HH/A, clear accounting I >
ROANBEETET —NANDOREZERFOT NI T4V TARY NBHBEER, ZOARY NOEZF
KTHRIC, BV —NOREZEHEOHY >V P EFBLET,

DNS U —NZEH L THRA MR EZRIRT 255G, DNS T —NEOBFICREPE»LIENHDET,
ZD7z%, RADIUS +—NBEU TACACSHY —NEIP 7 FLATIHEET A L2 BEOLE T,
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8.2.6 RADIUS/TACACS+&E DIt
(1) RADIUS # —/\& D6

(a)

(b)

(@)

RADIUS #—/\TOEREEDHH

RADIUS 70 I L TIE NAS 2#RId5F —E LT, BERNF7 Y bORETIP 7 FLAZERT A LD
HESNTVWET, REEBETIIER Yy FORETLIP 7 RLAIZRIZRT 7 RLAR2FEHLE T,

e IVT7 47 L—3ravr Kinterface loopback 0 DT —H L7 RUADPHE SN TWVAHE,
O—AL7 RLAZFHETLIP 7 FLAE LTHERLED,

e U—HLT7 RLADPRESNTVEZWVEEE, EEA YT z—ADIP 7 RLARZFERHLET,

IO, G—HIT RUAFRESNTVSIEAEIL, RADIUS —NICAEBEEHT 5720120 —7
L7 RURATRELZIP 7T FLAZERT2RESH D E T, IhiZk->T, RADIUS ¥ — /\tﬁﬁa“é
AV TZ—APEETELVIEEIE, U—HLT7 FLAZERET S I & T RADIUS 3 — /N E2REEIZFHF]
TEAHRBEBEOER LB ﬁ“(%éé:’) IRDET,

RADIUS H—=/\D Xy -

RADIUS #—/NIZEEIC Reply-Message B2 /T L TERTICA v =T 2 M T 25805 0 &
T, ALEETIE, RADIUS ¥ —/\H 50 Reply-Message BHEONEZEH T 71271 LE T, RADIUS
P—NEDOFTWIITRRT 2581, EHU 7 2SBL TS0,

RADIUS #—/\DR— r&ES

RADIUS OFBEY —EADAKR— M EFIL, RFC2865 T 1812 LHESNTWE T, AREB TIIRFICEE
L7zWA»ED, RADIUS U —N\ADOERIZ 1812 DFR—  EBEFEHLET. LAy L, —&0D RADIUS
H—/NT 1812 T3 < IHDRERITHEA SN T2 1645 DR — hﬁﬁfzﬁ)ﬂbmxéi ando &
T, ZOEXFTYT 1 L —3 3 ¥ radius-server host @ auth-port /85 X —4 T 1645 ##5E LT <
728 W, 728, auth-port /87 A —4Tld 1~65535 DEEDENTEETEZ I DT, RADIUS —/1\H
EEOR— I NEETHEZITELA2EEICLHETEET,

(2) TACACS+HH—/N&E DR

(a)

TACACS+H—/\DERTE

o KERE L TACACSHT —NZ2EFHET B5E1F, Service EBEHLZ L EITERL L 7ZE W, TACACS
+H—NOBHICOWVWTIE, [8.2.4 RADIUS/TACACSH/u—hZ{FEHRLI-av > R&RE] #5818
LTLEE W,

« a7 4L —3av K interface loopback 0 DU —ALT FLADBHRESNTWAER
O—HL7 FLAZFETIP T FLAELTHERLEY,
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8.3 RADIUS/TACACS+(aY > RA—A R

8.3.1 OAV¥>K—

RADIUS/TACACS+, 7Hho T4 V7T 537471 —3a>avwy R—EZ2ROFIRLE
j_o

x£8-21 JI>7T74147L—>3>av> R—E (RADIUS)

Jv2RE A
radius-server host FE, AR, THAY YT 4 Y TIERAT A RADIUS U — N2 B ELE T,
radius-server key FURE, AFR, THU YT 4 Y UIERY S RADIUS 4 —NBEFRELE T,
radius-server retransmit FURE, &ER, THYU YT 4 v ZIERT % RADIUS ¥ —NANOFKOHK % #E L £
ER
radius-server timeout FORE, ARE, THT YT 4 TIERT A RADIUS Y —NDISESY 1 L7 7 Miz
BELET,

%K8-22 d>747L—Y3>av R—E (TACACSH)

JvUR%E A
tacacs-server host FEE, &R, THAY T4 Y TIERT A TACACSHY —NZERELE T,
tacacs-server key FRRE, AR, THI VT4 Y TIFERT B TACACSH —N\OREMERLHEL
i@'o
tacacs-server timeout R, AR, THU YT 4 v TIERY S TACACSHY —NDIREY A LTV ME
EHELET,

%8-23 A 7147 L—a>av>yR—& (7hH9>FT1>7)

v RZ Bz
aaa accounting AXYRTPAT T A VT RITDEEITHRELET,
commands
aaa accounting exec OUyAy -arl7I T HIVT 4 v TETIEZICHELE T,

832 RADIUS -lj-_/\“(:d:§nlunIEO)ErifE

(1) O74 »ERADFRES!

[BREDRT > N

RADIUS %=\, BLU0U0—HWFEE T O RER 2R L E T . RADIUS U —NEDBFEAR 2 ED
Eﬁ*otof?’z CRBUTBER IO — AR ZRITO IOICRELET . &8, Bkl k> TR
WCRLZBEICE, ZORRT—EOFHEEZK&TL, 0—NLEBHEZITVE A
HoPL®, BEDYE— N7 /L RAIRELRRELRT> TBIBENHD LT,

[O7> RICKBETE]

1. (config)# aaa authentication login default group radius Llocal
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074 VEIERT AR AR 2 RADIUS 88:iE, 10— AILEREEDIEICEHRE L £9,
2.(config)} aaa authentication login end-by-reject

RADIUS FEETER S NBEIIL, TORET—EORIEEZKT L, O—AIERIEETHLRNE DI
BELET,

3. (config)# radius-server host 192.168.10.1 key ”039fkLLf84kxm3”
RADIUS 83FICfHEHT 529 —/V 192.168.10.1 ®IP 7 RL A HERZHEL T,

(2) REEEEBET—RADZEE (enable 7Y R) FOSREIORESH
EREDRA > N
RADIUS #—/\, BEUO'T—HVRiE%F7HREFETRLET. RADIUS H—/\EQOBERA % ED

BEICL > TREEICKRRLIBEZT O —HEREZITO XD ICRELE . 4B, BRICK > TR
WCRBLHEICE, ZTORET—EOREEZKTL, O—NLFEIEEITVEEA,

%7z, RADIUS SRiER O L —HEZEIEE L CPenablS5§2RXET AL DICHELF T,
[O7 > RIZKBERE]

1. (config)# aaa authentication enable default group radius enable

EEEHET - M OXLHE (enable 27 V) RIZEM Y 253 % RADIUS 88iE, 1 — 77 )VESGE
DIFICEHEL LT,

2.(config)#f aaa authentication enable end—by—reject

RADIUS FRETHERSINBEITIL, ZORRT—EORIEEZKT L, O —AERRIEThRVWE DI
BELET,

3.(config)# aaa authentication enable attribute-user-per-method
RADIUS FBER D 1 — LB L L Tenabl5$EEET 2 LD ICHEL £ T,
4. (config)# radius—server host 192.168.10.1 key ”039fkLLf84kxm3”
RADIUS f23EICER T 55—,V 192.168.10.1 D IP 7 FLAEHEREZFHELE T,

8.3.3 TACACSH+HH—/NIC KB NHETE
(1) O7A9 > RELEDEER
[EREDRT > N

TACACS+H— /\:bJ:UU ANFREZITOREN 2R LE T, TACACSHI — N EDREEART 2L
DEHE _J:o’CE REEICKRE LB BT — AN ZITOLOICREL T BB, BianllL > TR
FEICRBIL G EICE, FORET—EHORIEZETL, a—WLFRERITVE A,

HoHNLD, BEOVE-INT 7L RAIIRBLRRELZIToTBLDEFSHDET,
[T > RICKBERE]
1. (config)# aaa authentication login default group tacacs+ local

a7 A VIIERT 2552 TACACSHERHE, U — W LEREDJBICERE L £,
2.(config)# aaa authentication login end—by—reject

TACACSHERBIECHERSINIHEICE, TORET—EOFLEZK T L, 0—ALRIEZITDRNED
IRELET,

3. (config)# tacacs-server host 192.168.10.1 key "4h8dLlir9r-w2”
TACACSHFEREICHERHT 29—,V 192.168.10.1 DIP 7 RLAEHLERZHZELE T,
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(2) EBEEET—RADZEE (enable Y R) BFOEREIORES!

EREDRT > M
TACACSHH —NB LT —HLFEEEITOREMMZTRLE T TACACSHY —NEDBEARA 45 E
DEHE| _ctofa‘ CRBUZBERZTU—NVRREZITO LDICHREL LT, &B, BRICE > TR
FEICREA L2 EICIE, FORET—HORIEZKRT L, U—HLFEBHEEITVET A

7., TACACSHERIFROI—TEZBEHE LT A v I—TEZE2EETHLIICHELE T,
[O7 > RICKBEETE]

1. (config)# aaa authentication enable default group tacacs+ enable
HEEHEET— FAOZEE (enable 2v > F) RICHERT 2% TACACSHERIE, v —H )L
AEDIRICERELE T,

2.(config)#f aaa authentication enable end-by-reject
TACACS—I—E GETERSNIZFEICE, ZORBRTEHOFRHEZKTL, U—ALFTE2ThEVED

ICBELE T,

3.(config)#f aaa authentication enable attribute-user-per-method
TACACSHRRIERO L —FEBELE LU /A v I—HEERETHLIICHELE T,

4. (config)ft tacacs-server host 192, 168.10.1 key "4h8dLir9r-w2”
TACACSHRIEICHER T 29—,V 192.168.10.1 DIP 7 FLAEHERZHELE T,

=111
(=2

8.3.4 RADIUS/TACACS+/O0—ANICELD V> RERDEE
(1) RADIUS #—/\I2 &2V > RERDZES
[REDHA > ]

RADIUS H—Nic kB av > REZBEZITOREFZRLE T,
HoN U, RADIUS BRiE#HFH T AREXITo TL S,

[O7 > RICKBERE]

1. (config)# aaa authentication login default group radius Llocal
(config)ff radius-server host 192.168.10.1 key "RaD{#001”
HoH» L, RADIUS 4—/NIiC RIEDREZITVWET .

2. (config)ft aaa authorization commands default group radius
RADIUS H—N%2EHLT, I~ NERBEITVET,

DFE=EEHE]
AERERICI—YDW RADIUS FBiE SN Ta /1 > L7z & &, RADIUS —N\flCca~ > NERD
b‘é?h’(bif;#oti% X, IV I IRCHIBRSNTEITTERL RV ET, BHE 3 172;3:’(:1:7
YROEFHTELRVE/F, IV V-6 A Y LTEBIELTLESW, 220, ar747
L' —3 3 >~ > K aaa authorization commands console IC&k->Ta >V —)Ld a7 NEROR
RERSTVBEEIE, T2V —LThaY Y RPEIRENZDTEELTLES L,

(2) TACACS+H—NICKBO7 > REBDERES

[EBREDRT > N
TACACSH+Y —NickBa~v > REEZTOREFZRLE T,
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HoH U, TACACSHRIERERTAHREEIT>TLEE 0,

[O7 > RICKBEE]

1. (config)#t aaa authentication login default group tacacst+ local
(config)#f tacacs-server host 192,168.10.1 key "TaC{{001”
HoMP U, TACACSHY —NIC K BEREDREFZITNE T,

2.(config)# aaa authorization commands default group tacacs+
TACACSHY —NZ2ERLT, a7 REREZITVWET,

LDF2EIE]
RERERZRICL—T N TACACSHRIESNTa A v Lz k&, TACACSHT—NAlTa~vy REZED
BEPSNTVEPSTZHEE, IV P ITRTHRENTETTELRLLEDET, EIALET
IV Y ROEFTHTELVERE, 2V —L»5ulA4 Y LUTEELTLES W, 272L, a7«
7'V —3 3 »a~< > K aaa authorization commands console IC&k>Ta >V —)LdH a7 RERRD
WREZS>TVBEEE, IV —LTHIATY RPFIRSNZOTEEL TS0,

(3) O—HNIT > REBDRES
[BREDRA > K]
=Nl avy RERETIREAERLET,

HOEMPLYH, I—FLREFNIIE LT~ K75 A (username view-class) f7zida~<w> K X
I (username view - parser view - commands exec) OFEEIT> TLZE W,

F7z, =AY — NREAEZERT HREZT > TS,
[O7 > RIZKBRE]
1. (config)# parser view Local_ 001
(config-view)# commands exec include all "show”
(config-view)ff commands exec exclude all ”reload”
a2 RYR N ERERTAEGEIE, HoPLHIVTY R R MNOREEZITVET,
5B, AYY RIIARFEFERT25E1E, IV NI ANOREIDEHD A
2.(config)# username user001 view Local 001
(config)# username user001 view-class noenable
EEL—PICaAT Y RIITRELEAT Y FYRMNORERITVET,
BB, AR FAREAT Y R A M RARICERETAZEBTEET,
3.(config)#f aaa authentication login default local
O—HNWSAT — RIZ X BRADHREEITVET
4. (config)lf aaa authorization commands default local
O—AVBHAFERALT, I~v 2 REREZITVLET,

BEI=€E ]|
U—HANIATY RERBEFRET AL, U—ALFEHETUTA VLI RTOLI—FIZHERAENET O
T, BEICRNDILZVED THEEL LS 0,
A9 Y RITRERETTY RYURXAMNDOERENENTWENWLI—HFIL, IV FPIXRTCHIBENTE
TTELRL D ET,
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BEIARETIACY ROEFHFTELZWVWESE, a2V VL6074 LTBELTLEZE WL, -
2L, 27427 L—33>3a< K aaa authorization commands console IZ&>Ta >V —ILd
2V REAROWMNREZS>TWBEEE, TIVV—ILTHIAT Y RPFHIBEINZOTEELTLEE
Uy,

8.3.5 RADIUS/TACACSHICKBO7H1>- Q7 I N7 HI T 1>
7 DEXTE
(1) RADIUS #—N(2&BO7 1> - QT 7 IRNTHIZ T 1 2T DREH

EREDRT > M
RADIUSH—=NNi2&kpul 4> -al 7 I N T ho T4 0T RTOFREZRLET. D51 LD,
ThHIT VT 4 T EEHEL S RADIUS U —NNAR A MADOEREZT>TLIZE W,

[O7 > RICKBEEE]

1. (config)#f radius-server host 192.168.10.1 key "RaD#001”
HHMPU®, RADIUS Y —NDBREZTVET,

2.(config)#f aaa accounting exec default start-stop group radius
ayAy -arl 7 I NThHI VT4V ITDREEZITNET,

DFE=EEIHE]
radius-server 2> 7 4 L —3 3 VORFREN SN TV WIKREE T aaa accounting exec % &€ L 7z
BE, 1—9rusA - ul 77 kL& EI System accounting failed & WD iEH T I ARRS
?KL?;E@“ {9 % radius-server 2> 74 ZL— 3 VEREL TS0,
(2) TACACS+H—NIC&BO710> - Q77O NT7HI T4 2T DEREH

EBREDRT > N
TACACS+Y—NNicksuar Ay -ars 7o b7 ho T« /7'?: %92 Bl RLET, oML
O, ThHo VT« v 7 EEHRER D TACACSHYF —NNAK X MDDk STLEE,

[O7> RICKBEE]

1. (config)# tacacs-server host 192.168.10.1 key "TaC{#001”
Ho» L8, TACACSHI—NDOHREZITVET,

2. (config)#t aaa accounting exec default start-stop group tacacs+
Oy A4y - arl 7 I NT AT T4 VT DREERZITVET,

CEREIA]
tacacs-server A2 7 4 L —3 3 YOFREN SN T Wi WIREET aaa accounting exec #87E L 7z

BE, I—YPursA > - as 77 kL& EIC System accounting failed & W HEHA T FFRRS
NFEI, FHIT S tacacs-server A 74 7L —a VERELTLES 0,

8.3.6 TACACSH+H—NICXDAVYRT7HI T4 2T DERTE

(1) TACACSHH—NICEKBATRT7ZHI T 1 27 DHREH

[EBREDRT > N]
TACACSHY —NICKBAY 2V RT7Hh I 0T 4 VTR TFOBREMFMEZRLET,
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HOEMLD, Tho T4 v IREHRELS TACACSHT —NARA MIDREZIT-TLIZE W,

[Ov7 > RICKBEEE]

1. (config)# tacacs-server host 192.168.10.1 key "TaC#001”

TACACS+Y —NOHFREZITVET,

2. (config)# aaa accounting commands 0-15 default start-stop group tacacs+
AX Y RTHI T4 VT RBELET,

CEREIE]
tacacs-server A2 7 4 L —3 3 YOBRENS SN TR WIRRET aaa accounting commands % &%

E LG E, 1—9HPavr RE2 AN L& &I System accounting failed &\ 2T 7 HFER S
NEd, FHT A tacacs-server A7 4 JL—2a VERELTL S,
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COETIX, SSH OfFFFHERIEHFRICOVWTHHLE T,
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9.1 RS
9.1.1 #IZE

SSHIZ, 7547 Y Mot —N~N, BETIdHWry hT—FET, X a7ICEHIT AHMETT,

SSHZ2ERT &, 7747 bEY—NIIMEEICERIEL, BEABAZESEL, XAy E—YREEICEL-
THEEABPEESINTWRNWC EZERLET, 20D, 2y b =7 LOBEHHE=FICLS57%D
TEL, B, ASAPLBEEZRETCEET. SSHEFEHAT A LT, telnet BROER (RELZD
T F LY —NAOBEER, ERBRORE, T—YOUSALE) PoRESNL, tFa T EREEY
ERTEET . telnet FHEICLHBREB LU SSHERICL S5t F 2 7 mEREEZROKITIRLE T,

9-1 telnet #E#RIC K DER

RETRGEVRY FT—7

1% telnet—/\

(RL1) TR DRN

9-2 SSHERICLDtF1T7LRERAESE

RETRAEVLRY D=2

=
Rt A ve—URIE -
. Ilﬁ;”

5478 BEARE LA
L §%$E>(
\
#$%81)=?
et S hi- &R ;
= T
[N,
BEOHIESE
(A1) L F—ADFHN
XA T7BRIER

SSH ¥ — N\~ T 2L —F ORI HEE LT, telnet  FTP THEAINTW/SAT — REBIEDIZH
12, RORELAMBRILZHERTEET., AFBREZEHTA2IET, YA T— RARE L TE 12|
HanasZ &ExEEd,
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SSHIZIX, N—=Y 3> 1 (SSHvl) &/N—2 3> 2 (SSHv2) #H D F9 . AEEIL SSHv] & SSHv2 D
mAzZYR—FLTVET,

LA2L, TEAJSSHV2 ICRE L CGERT A 2R L F9, EHIX, SSHv2 iX SSHv] 12Tt
Fa2UTFABAELTWASZOTT, SSHV2 TIX, XAvt—VERiFC &> CREIHUSAZEX T, £
7z, SSHv2 & SSHv]l &0 S L-BEESEME2HRALTWET,

AEEED SSH MR, [P Ay b T =7 THEATEET. AEEIZ SSH Y —/\HEgs SSH 2 147 > M
REOWMAZTA—hLTWVET,

REBED SSH Y =N HEEICE > T, EFa7@EFERKRLETY - MERARRY SAREE~AOT T A 20T 7
'f)bimi%%i%’(é‘i@“o U E— MERWRD O REEAND SSH O 2 IROMIR L LT,

9-3 UE—NERAmMAKRNS SSH 75147 > MNeERAUTEARENER T 261

Y E— MEREE Py FT—5
- REE
!ﬂ &2 7RIER - FEEEH B
— SSHH—/3

SSHO S47 2k
(FL5) L T2 DR

KEBEDSSH I 747 ¥ MEREICE T, tF 2 7BEBZHER L TAREEN S SSHY —N"~Nou /1 >~
RT 7T ANVEEERRTEET, K EEH 5 SSH ¥ =N OERH 2 ROKITITR L E T,

B 9-4 AREEDSSHT7Z17 > hH5TE—MNIHB SSH H— N\ T 251

PRy kD=2
KiEE /////”——_—_———_\\\\\\ Ea
.. A X2 7RER ;
SSHY SA4 7> b+ -~

(FL5) L T2 0RN

F7o, REBIISSHY—NESSHIZ A7 Y bOWAEZYAR—b LTS, Lo TEEKEHEH
L, AREDPSHIOREBEANDOT T A 20T 7 A VEEZERTE LT, REED S FIOKRIEEN OB
ZRORIIRLUE T,

K 9-5 ARENDSHIOEEEN SSH ZFER L TR T 561

PRy bT—%
- T A
'~ FEEE ¥ 17 BIER ;. CEEE
SSHO 54 72 b -~ o~ SSt#—

(FL5) I T—A2DRN
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9.1.2 SSH MOEZXKERE

(1)

(2)

(3)

(4)

110

tFXa7VE—NOTT>

SSH »RMT 2t F 2 7EBEREEVE— UM VIFERTAHETT. tFaT7VE—PO TS U %EH
Hds&, A7 —3v MEHRTO LRI, ERRK,PS SSHY —NAa s A &9, £/, BEA
AethFICRoN LW, RemEREE2ERATEEI,

AEEBOERICEF 27 E— PO TA U EERTAIET, A ¥ —2 v MEHTOLEAWKD 5 REE
~NEelcusA4  LERTEE Y,

X177 RET

SSH P#EMT 2t F 2 7EEREZFERALT, $—NETav Y F2ETTAHEETT., T —F AR
HIGEEFRA LB T X 2732 FETEZFERAT AL, VE— MEAWR» T A V98X T — K
ASELEWTERLICOY Y REEFTTEET,

REBOEAICEF 2737 FETRERT 22 ET, ARP 77— 7 )LORERS ping 12 & 2 BUBREE 2
L, Bz, B~ Y NICX2ERPEBICEDET,

B, SSHZIA T b oFar7avy FETEZERALTAREE LTav Y F2ETIT 258, RIS
R =ZD2DREBRPHDET,

s SSHZ 547> MITIERKRZE DL TEHESIHEET ADLESHDET, —RIAZSSHIZ 5S4 7
YIEOEETIE, sshIAT Y FOtTA—YEIFET S L TREMKZE DL TET, KEBOE
<>y RsshTbh, t/85XA—=FIl&-> TRIBERZE VL TET,

s EffTERIVUNE, BRIV E-FTEFTTEREAIVY FREUTT, BEEHET - FOE
Ha~> R e, av 74 70—y aryavy RIZETTEEEAS

o EfFHICF-ANPDERERIYY RIIETTEETA. FlZIE, BRIV Nreload 2ETT 5
L, ERAYE—UDPHENENTY/MN)DOANERENE T, LAL, TFaT7avr FEFTTIE, BER
Ayt —=UHPHITSINEVWTETLINET A
ZDEH A<y RIZOWTIE, BRBIOANDPAREIZEZ/837 A=Y PH2EEITIE, T0/87
A= REETHIETEF 27y RETHTEET,

t+21773E— (SCP)

SSH A RHT 2 F 2 7EEBEAZFALT, I¥—T7 7 M VREIC-ET 7 A VEEFEL, VT4
TYNEF—NETT 7 AINVEEERTDEETT, TR —NLEDT7 7 A VEEBET S &, =1\
57TAT Y IMAT 7 AV %EIE=LET, IE—FKIIY—NEDT 7 A IVEIEETHE, VT4 T2 M
S5 —NNT7A)LEIE-LZET,

AEBOERICEF 27 A —2EHTAET, AV T4 7L =3 DNy TT7 v Tz ERBEITET
TEEJ,

%27 FTP (SFTP)

SSH SRt 3 2t F 2 7EBEBZFEH LT, FTP LEBOEKFEREA ¥y 7z —2A2FHL, 7547 b
EH—NETT 7 ANZEET AHEEET T, 77 ANEEDIEINIC, 77 ANBZHER LD T 71 )L 2H]
RLAzDTEET,

REBOEAICEF 27 FTP 2FHT A2 LT, 7y 77— bVERROT v 77— b7 7 A VB &%
BRICETTEET,



9.1.3 R— MgE

9 SSH(Secure Shell)

REBPYR— T B SSHY—N"BLUPSSHZ 547> boi&E], SSH 7 uvaiN—I 3, SSHH#
BICFEATXA U NIV EROEISRLET,

K91 SSHHY—N/TISa47> - FONINMN=-V 3> - EFONINYR—N—E

HaER HR— NEE
SSH #—/\ O
SSHZ 47> b O
SSH Fu hauN—Y 3> N—Y 3> 1 (SSHv) O
N—=3 2 (SSHv2) O
SSH#EfICHEATESa hau [Pv4 O
IPv6 X
(LB O:H¥R—F X :1RKFR—F
SSH OEAMEEE T A — MREZRORITTRLE T,
& 9-2 SSHEAREREY R— h—E
taES Bl HR— N EE
tFaTUE—bOTA Y SSH Zff L) E— b oA ¥ O
t¥Fa7avr REFT SSH Z{F Liza~ > RET O
¥ 27— (SCP) SSH 2R L7774 LIt — O
tF* 27 FTP (SFTP) SSH 2 L7z 7 7 A LR% SSHv1 : X
SSHv2 : O
R R SV PRRET— x v MR X
HK— N TCP nixHRE X
X11 7o b a LV EBE% X11 % BBER% T 2 HHE X
T — % FEfE BEDOT—% & EMET 2H6E X
(LB O:HAE—F X :RKHFRE—}
SSHv1 Ot F 2 7 1 BEEDHRBIY A — MR ZRORITRLE T,
& 9-3 SSHv1 t* a7 1 #EEDHHRITR— h—E
Hae A HR— NER
AR A bEREE NFAERRELE RSA O
I —HRREE INBASEERAE RSA =0
747k X
INAT — FER O
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Hae AR HR— NG
RHOSTS 883k X
RHOSTS + RSA &ZE X
=t HERERE S 3des-cbc, blowfish-cbc O
ZDMDAHR X
(FLBD O ¥HR=F X :RKYF-b
SSHv2 Dt F 29 7 4 BEED AT A — PRILEZRORITRLE T,
& 9-4 SSHV2 a1 U7 1 #EEDHRIYR— hN—E8
HpeR B HR— NG
A b ERE INBASEERAE ECDSA, RSA, DSA O
FERAJERE AR IC & B ABASRERRAE X
PGP iEBHE IC & 2 ARASEGE X
I —YRRE NFASEERRE ECDSA, RSA, DSA VI ARO)
75347 b X
FERASREEBAE I & B A BASRERAE X
PGP iEHHE 1T & 2 ABIEERIE X
RA B — ZEBEE X
IS T — REREE O
AT ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2- O
nistp521, dh-groupl6-sha512, dh-groupl4-sha256, dh-
group-ex-shal, dh-groupl4-shal, dh-groupl-shal
ZOf DT X
HE RS aes128-ctr, aes192-ctr, aes256-ctr, aes128-cbc, aes192- O
cbc, aes256-cbc, 3des-cbe, blowfish, arcfour256,
arcfourl28, arcfour
ZDMDH R X
Avt—VFEI— | hmac-sha2-256, hmac-sha2-512, hmac-shal, hmac- O
K md5, hmac-shal-96, hmac-md5-96
ZDMDH R X
LS S HE S aes128-gcm@openssh.com O
aes256-gcm@openssh.com
ZDMDHR X

(LB O:HAE—F X :kKHR—F}

SSHY—nNou A »tF 297+ & RADIUS/TACACSHH GO Y R — MRIZRORITTRLE T,
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£9-5 SSHH—N\OOJT1 > X1 )F e R— N8

HereR HR— NEE

EEICO /A Y TEDZI—THROH O

UE— MERAWAKDIP 7 R L AKX 5HIR O
(W AV SR g oz A SSHv1 : X
SSHv2 : O

ovA % O

RADIUS/TACACS+ FREE O

av >y R&AR O

THhHIYT 4T O

(FLB) O:H¥R—F X :1RKGR—F

9.1.4 SSHOEF1V T rt&ae

SSHIZIE, ¥ F 2T« 2HERT 27-DICHEESRINZFERT AEESHAO2HD T,
1. A A NERRE

2. 1 —YF3E

3.ty vargEots

4. 851t

5. Xy —VRE (SSHv2 7217)

DR, SHEEEICOVTHBLET.
(1) RABEREE
AR NRIEX, SSH 254 7> A7 SSH ¥ — N\ % 3L 5 HHET Y

% SSHY—NIE, TNENELLHRAMERT ZRFELTCE T SSHvl TIE, AZX MAREEZEHALT
TIAT Y RO —NARHBESTHEEFEI LI EICE>T, Y—NZFIELE T, SSHv2 TIX, ¥—
INWRANERTT VY NEBLEIERL, 77472 MPHRANARBTELZHIRT A LICELHT,
Y—NZFELE T, REEPY A - T ERA MBRTORARBT LTI XL EH A XERORITRL

£9,
K 9-6 TEBNMR—NTBRANMNERTORER7ZILITVILESIX
SSH N BOGAZ
N—=Ya> TLTVZL SSH #—/% SSHIS17> k
SSHv1 RSA 1024bit 1024bit~2048bit
SSHv2 ECDSA 521bit (nistp521), 521bit (nistp521),
384bit (nistp384), 384bit (nistp384),
256bit (nistp256) 256bit (nistp256)
RSA 1024bit, 2048bit, 3072bit, 4096bit  512bit~5120bit
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SSH 13pggR MOG T2
FLTURL

N=23>

SSH H—/\ SSHTZ147 >k

DSA 1024bit 512bit~1536bit

ARIEE D SSH ¥ — /1 \BEEETIE, 77 # )L b T SSHv1 A RSA 1024bit & SSHv2 A RSA 2048bit & A k
BRT2EKLET. T7 4 NS ORRT 2HAT 255 PRRT2ERLETHAE, EFHav Y R
set ssh hostkey Z{EMH L T< 72& e SSHV2 OAREZT7ILTY XL DENRT %ﬁﬂﬁ%@“%%éli, EHa<
> I erase ssh hostkey #{HH LT 2& W0, %28, SSHvl @ RSA KA MERTIZHIRTEEF A,

SSHZ 547 hTR, BECER LY —NOFA NHBRZEFHELTVWET, SSHZSA4 7> bTIR
SSHY —NAIDTHEHRT AL ERT—NDHRRA NRHBIEESNZEEIL, REBOT 0V H—=TY)
YF Ny YafE) #FRRLT, I—HIRELLWARHED»E S PHEREZERLET, Hflci—FAEHL
T —NORANRFEBOT 4 =TV V&, =R LI EZICFRREINL T =TI b
AHEBTAZET, Y= DITELEHTET,

AREEBD SSH Y —NHEEEDOFR A NAFBBLIORANARHBO 7 4 V-7 > s 2HERT 51213, EH

I~ > F show ssh hostkey ZfHH LT 7210,

FTRINBERTEXEROFITRLET,

R 9-7 SSHH—/\HEREDFR R NRBEEH LU T« -7 > hRIER

SSHN— 3> RTINS RN
SSHv1 UNEf SSHv1 =
T4 vH—=TY b SECSH (MD5) &= (RFC4716)
T4 H=FTI b SHA256 J£3X
SSHv2 NECE:S OpenSSH
T4 H=FY b SECSH (MD5) f&=X (RFC4716)
T4y H=TY b SHA256 JE=

AEEBD SSH 754 7 > MERENS Y — N\FIEEREICERT 5, 74 0 A—7)2 bOFERERZIROE

IZRLET,

K9-8 SSHISA7~>

NEREORIARZ KT« > H—7F > hRTER

SSHN—Y3> RTINS R
SSHv1 T4 H=FU Tk SECSH (MD5) fxt (RFC4716)
T4 Y H=FI b SHA256 =
SSHv2 TAH=TI R SECSH (MD5) 3t (RFC4716)
T4 H=FU >k SHA256 Fzk
(2) 1—4%E8%

I —HEREE, SSHY =N\ SSH 27 J4 7 > h %ALY 2HMEETT . AEETIE, 2 —VEEEARELT
RICRT ZDDARETFAR—FLTWVET,

o NRASERRAE
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K EBD SSH Y —N\»MEFT 51— AR, 2> 71 ' L— 3> a< > Nip ssh authentication
BECTEET, 4B, AEBOSSHIZIA 7> M, WNAT—REFEL T2 Y R— ML TVET,

(a) ﬁs‘ﬁﬁwun

AMBET LTI AL EFERALTCL—Y2FTET H2BETT . F1—H, TNThERTEHBLED,

SSHH—NiZiE, 21—V OAMBZHRELTEEE T, SSHvl T, Y—N\D o KBRS CERFET A
LICE->TA—VRFEIELET, SSHV2 T, 75472 M- OMBERTT VY IVERZEIERL,

Y- N\DELZHRTHIETI—T2RELE T,

AIEETIE, SSH U —/ BRI PARBIRIEZ Y R— 1 LT, SSHZ T4 7 >~ MERIZAREITIEZ Y
R—bhLEEA KEEDSHOFIEE SSH TR I 258, TV AN ARMBRILEZERTE

BOWEICEERLTLEE W,

REBOD SSH Y — NP L —HERIETHR— 192, AFBT LIV XL EAFBOY A X2 RORITRL

£,
F9-9 AKEODSSH H—N\WHR—-KNFT2I—FREROT7ILITVILEFIR
H N
Nf;ay 7;§?iA TIRAROYIZ
SSHvl RSA 512bit~2560bit
SSHv2 ECDSA 521bit (nistp521), 384bit (nistp384), 256bit (nistp256)
RSA 512bit~5120bit
DSA 512bit~1536bit

REEE D SSH ¥ —N\TlE, -V AMBOBRFICI> T 1 7L — 3 »a< 2 R ip ssh authkey 2{#H L
9. BRTEL2AMBOEREZRORITRLET,

F£9-10 BEFTEZ3LHBOEK

SSHN—=3> E QN 5
SSHv1 SSHv1 EXDORF#ET 7 1 I
SSHv1 JEXDRF# % R I HF5
SSHv2 SECSH (RFC4716) EXDOARET 7 AV

OpenSSH FERDAB# T 7 1 )L

SECSH JE & 72 1& OpenSSH FER O /ARR# % 7R 9 3L F 7

(b) /XRXT—RERE

SSHZ A7 MBI —HFLZENRNZIT—REEEL, SSHY =N —NNHNOL—-F7H7 > MEREE
G957, £/2IE RADIUS/TACACSH+ 7% EIC L 2 CRRIEY — AL =Y R ENZAT—=RPEL LA ES
PREVWEDEZZET, 2—FRENAT—REHEZRELET, SSH TlF, 1—YRiIBEHRIIESLENnS
728, BEICK > T/SAT— RAIRERT 2EHRIEHD A
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REBTIE, SSHY —NBEBLUSSH I 9472 MEREDEE 52T — REBIEZ T AR— ML T0E
T 72720, REBOD SSH Y —NTIE, NAT—REHREL TR VI—FIZSAT — RFEENTEEE
Ao BREBEAD SSH HEHO L —HRIAHRE L TNSAT— REBHRZFEHAIT 2BE5E, 2—F7HT7 M
AT —REZRELTLIEE W,

3) tyvIarv#EOHEF

XA TEEROBSLP A vyt —VRICHERE LERT A2y a3 V#E, —NETITAT U b
THAET HHEETT . SSHv] Tl 7747"/ Sty T a VEBEIER L, KA MEREERFD RSA A BHERS

WCEoTIIAT oY=ty a V@2 LET, SSHv2 TIE, BRXEARICE>TY—
NETTAT Y VOMAICEI LY 3 VBEERLET,

AIEETIE, SSHV2 U —NDERT 2BIMAREZBINTE £, BRGEAR2BRT 21013, 207+
JL—33>avy Rip ssh key-exchange #H/H L T 2& 0,

(4) BESE
TF 2T EEREBSLT HRETT . BSLICALERIES 2 EA LI, SSHV2 TRERIET & HS
LEATEET.

AREBTIX, I 747V —3>av 2 Ripsshciphers 28%E9 5 Z & T, SSHvV2 H—N\DEES{bH
REHRTEET, £/, SSHIZFAT7 > MERDER IV FIZ-c NI A—¥Y%2HHAT 2L, SSHYV Z
A7 Y MERETHERT B LAREEETE LT,

(5) Xvt—IF%E

LF 2 THEHEDOT —F WAL HEET, SSHV2 ZFICHFERELE T, AvE—YRREETIE, Avt—Y
PRET— RZEALE T, &7z, BSLARCREEN EES 2 ER L2581, B EEsSTTr -7 2%
AELE T,

AEBTIE, a7 b—yaravy Ripsshmacs 28%ET S LT, SSHV2 4—1NDRAvt—
RAET— FEFIRTEE T, F7z, SSHV2 7747 > MEBEDER IV FIc-m /83T XA —¥ Z2{FHT 2
L, SSHV2 7547~ MEREPMERAT A A vt — VR 2EETE £ T,

9.1.5 SSH MEFHT B EESHilr

SSH TH, WICRIBEESRMZEALT, tF¥a7aBELZERLET,
o HEHEES

s Avt—URRFEI—F

o« RURE(T EHES

o AFHTILIT) XL

(1) HERES

REELZEECRUCE (HEBENSR) 2HEHLE T, HEERESE, REELZEELCHBERZ LS
L, BEBFEZTOHETESLL, ZEHEFOHRTESIAHEMN T, REBRESICL2ESLEEOHZ
WOKNTRLET,
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9-6 HBERIESICKIESLBEDH

FHCHBRERA ZEE
QY - e e > =9 >
HBRT @ AP T
B St HBRTHSLLET—4 Es

(L) L R

T EBEELTOWEWT—4

l% RS LET—4

(2) XytE—YFEIO—R

X/t VEREO— R, HEREHEAL T, BEENPRELLEET —INASASN TV RN L 2T
RIDEMTI . T/, ASASNTVANI L ZHERT HDIHATIEERDT DI EH, Ay
t VERREED— N EMFUE T,

REZIEBET -V EHBREZEAADE Ay —VRIFIT— FE2ERL, BET— 57&HH#L;19_%IJ§
T, FEECHLRET VY ELRABLEAEGDE A v —VFET— F2ERL, FELEAvE—UR
HFa—-REHBELET, HBELZERRLCTHONE, BET—IPRSASNTE W EHHER Té‘ia“o
Ayt =V T— NICEAWUSAHEROH 2 RORIIRLE T,

B9-7 Xvyt—TFE0— RICKBEATERDE

EEE 2EE
IS ERE LA
T s R
BIET—5 & BET—5 &
sER T smRT

a—ram O (MO IO T o kesem

AC%S

BE AL

(LB = © iR

MAC A ytE—UREEa—F

(3) EWEHITHES

PR S S, HEEES XA v — VRO — N laebE AT, HEREHERHL, B5L
Ayt —VREEEFRFICERLE I,

(4) RE#ER7ILITVXLA

NEBETILITY ALIE, ZREORTHHAHBENERE, RTTHEATLITILIT) ZLTT, RT7IE
LRFREMEROMEAGDOE ZRRT EHUET,
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(@) RHEEES

NHREESIE, AHBTHES(EL, WERTES T 2BSLEIN T ZEFHIZBRT Z2(EHRL T, AH#
RIzREENBMNLET. BEEIL, REEOAHBTT - 2BSELTERFLET, JOKSIL,
BRE2EFHTHIZEELPESTERVESLEGEZER LT, AMERSICXSESLEEOH 2R
DHITRLE T,

9-8 LHBIESICKXIESLEEDH

SRR S R smcammesy [ e
0 }ﬁm
=
BEED Eﬁ —
NEAS wEe
B2t SIEEQAMRT
St L7—4
(B 5= : s (REELIHNESTES)
'F@: N

CEEELTLENT—4

B ESELET—%

by FTIINLEE

TIVZNELZE, BET—IDPASASN TRV, EEENFEL VWA EZERT M TT,. HEF,
HoPULOARHBEZEENAHLTBE, BET Y ENERIPOBZEERLET. ZEHI, BE
T—5 EBLENFRENPS, BEPELWIEZERLET BESELUNE, BET—¥PRSASH
Tl & BET—YOREE), BLUREBEIUEROREETCHS L (ERFEEOFE) »HEET
EFET, TUVVLEBLZOFZROKITIRLET,

9-9 FTIILELOE

EEE ZEE
BRI A BT E
_______________________________________ .>
gy T & L
39 )
 EEEOLN
B
 BEF—4
- EB%
ZODFEB/M DS
BEF—4E B2 ERIT
TR D
E2 %K | SIGN | SIGN st

(B o= : RER
e CEPNH

CEBEELTOENT—4

SIGN | : TURILER
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(5) HER

AL, EEOWI A L ERZEICHERZERT 2R T T—NETITAT VML, ThT
NERT 2HERL, BWICAHBZAMNLET. BREOWERENMREOAFEBZGHT 2L, ¥—N
EVIA4T Y P TCRICHBREPER S NE T BEDHLIE=FNVEEL T —NET 47 s DRKHE
EAFLTCY, ARBLETTCREBRZER TS EEA. DD, Y—NETFAT 2 FOETREICH
BREHETZET, BZBOFIZROKITITRLET,

9-10 RHEDHI

BATIER BT
A A
S < S @D -l ARBERE - ® ¢ <
P e e S
L. - \/\I/ﬁﬁ - o9
&R B
B D
HBPRATED HBRATED
)(Qﬁﬁﬁﬁ?@
BRTERL
BEOHDIE=E

(A o= Q9: WER (S: 9—/%, C: 954TF 1)
) ABIE (S H—\, C: HSAT )

9.1.6 O71 »HIEEEED T R—k

(1)

(2)

(3)

UE— NERIBRENSOO7 T > OHTSLOERICOS 1 > TEB1—HH

AEBIIRLTCEF a7 VE— MU TS VT H5E50°FaT7av Y RETETHEEE, IV 71 7L —
YaravrNline vty ZBRETAIBENPHVET. 7z, tFa7VE—burAfretFaravy
FEMTE, VE-PETAVOI—FHELTAT Y FEN, T—TFHROFIBNRELDET,

)E— NMERmRARD IP 7 R L XICKBHIR

) E— MERAWMKDY SAREED SSH Y —NADT7 7L A, UE— MERWKAKRD IP 7 F LRI K5 HIRA
REBVET,

O79> Xy E—IKRR

Q74 YNF—2RET DL, UVE- MERARRDY SAREEN SSH T LHEICH, 074 VAERIC
U4 Ayt —IV%FRRLET,

arA VEIDOX vt =%, SSHV2 2T R—FLET, £ SSHEAEEZFHIT 2H5ETHRRNL
i@—o

Or A4 U BOAytv—1%, SSHvl & SSHV2 OlAFTHR—bLET, 4B, tFa7VE—basAa
VOBERTERL, EXFaF7avr RERF, SCP, BELUSFTP DFEICIIRRLET A
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9.1.7 RADIUS/TACACS+DHHR— k

AFEED SSH ¥ —/N1%, RADIUS/TACACSHIZ K 5585, a~v > FER, BLUOTHY YT+ T %Y
R—=bFLTWVWET, 7272 L, RADIUS/TACACSHIC L5 A VEREE2EATE 5DI3/ VAT — REREER
T, 5FMIE, [8.2.2 RADIUS/TACACSHOBERMEED K U#HiH] 2SR L TS,

9.1.8 SSH ERIFDEFREIAR
(1) BEFESSH IS 17> hOFIR

HARE R EO—HDZEEY 747 » b T, ASCII XFUNDOLF (HRFELE) TH—NALT—Ay
-V REMTHIENDHDET,

AEED SSHY —NTUTZ2RRTBE, /74T MPO6DITI—RAyE—IV%FRT HEHTIE, X
&N 7237 ASCI XFLSDHEIL, ASCIFRTEANFICT Yy a— FERMSNTRRLE T,

T&27F, ASCIXFTLI—Avt—VZEMTEZIITAT7 0 FRERALTIEZS W,
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9.2 OYRAHAR

B

9.2.1 OVYR—E

ZTI, SSHY —NHEEEICOWTEHBELE T, %8, SSHZ 47> MEREIZa > 71 7L —arv%
TETARHEEIHDEHA

SSHY—NRoarv74 27— 3>yavey F—E2ROFBIRLET,

®9-11 dA>7147L—>a>av R—E&

OV R%E

A

ip ssh

SSHY —Nz#fEs ¥ £7,

ip ssh authentication

SSH#— N1 —FRAFXZHIBL £

ip ssh authkey

SSH ¥ — NTRABBRIEIEHIT 21—V ARBEZERLE I,

ip ssh ciphers

SSHV2 #—NTHERT S AREHRLE I .

ip ssh key-exchange

SSHv2 H—NTHERAT 5B A R ZHIR L E 9

ip ssh macs

SSHV2 H—NTHEATZA vt —IRAEIT— FARZHBLE T,

ip ssh version

SSHHY—NDSSH Fa halnN—T a3 v 2HBLET,

transport input*!

JE— MERBRY OREBAOT 7L AEHATES S0 bV EEIRET 5701
ERLET.

ip access-group*2

U E— MERBRD SAREBADT 7L A%, WRD IPvA 7 FLAICK> THIRT 5
TeOIFERLET,

FExl

[Ar747b—varyavyNL77LrA] [2 ERWERER] 22RLTIEE 0,

F%2

[2v747V—2a>yavx L7777V ryR] [4 074 rEFa) 7+ & RADIUS/TACACSH] 25 LTL

72E

SSH ¥ —N\#EDER I~y R—EB42RISRLET,

*®9-12 EROVVR—E

v RE

A

show ssh hostkey

RANARBET o H—TV b ERRLET,

set ssh hostkey

RANRRT2EELET,

erase ssh hostkey

SSHAZ MERT ZHIBRLE T,

show ssh logging

SSHH—NO L —2uZ%2FRRLET,

clear ssh logging

SSHY—=NO ML —RTuZ%HELE T,

SSHZ 547> MEBEOER I~ F—EBZRIRLE T,
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F9-13 ERAIVYR-E

v RE B
ssh tF2TVE- MO UBREBRIOEF a7y FETHREZERLE T,
sftp F a7 FTPICE>TT7 7 A VEZERLET,
scp X227 AL TT7ANEEELET,

9.2.2 SSH % —/N\DOEXREZE (/XA — RKERE)

$ EE D SSH YV — N\KaEA2FIFHT 27 DICDBELRHREERNLET, L—FRIEARIL,

telnet E[F U/Y A
REBREZ AL £,

REOHT V]
SSHEEEIZ T 51— 7 717 ¥ bAD/SAT— FORGERE, SSHV2 ¥ — S & BfFS 5 RER

ZRULET, X2 T 1 D8 SSHv] PAELZEEL, B{ESHE 5 SSH O/N—Y 3 % SSHv2 I
HIR LT 720,

074 A=Y OEREICSAT — FE2BRETAEIICTEELTLEE VN, NSAT—FRZHRELTW
WL —HIE, SSHD/SAT — RERFETU T A > TERWVWEDTT, 7 A VI —FDOERICDONT
i, 1813 uZ 4 va1—voEmREHR] 22BLTIZE0,

SSHZSAT7 Y "DAREBANOCHEFETHEEZ, SSHZS5A4 7Y MIFRA NAEBEEO T 4 o H—F
VY F2FRULTCELWAED PHERZERLET, ARBORA NAFHBET A ATV D
FRAFFEIZONTIE, [9.2.7 FAMNAHBOMEE] 22BLTLIZE N,

[O< > RICKBERE]
1.# configure
(config)ff ip ssh version 2
SSH —N\»8{Eg 5/)N— 3 > % SSHv2 ICHIBRL £ 9,
2.(config)ff ip ssh
SSHY —NO#EZMIESEE I,
3.(config)lf Line vty 0 2

REBAD)E—OTA VE2HFAILET, COREFITIX, BT 0 TEBHI—FHZ= 3IHRELT
L)iha_o

9.23 11— -Ul:vl..\nIE(c_Aﬁ&wu\nﬁ%1§£ﬁa—éﬁglﬁf
(1) 1—Y HERZERXT 35S

7747 PTER LI —YRRXT OS5, T—PRAREEAEED SSH Y —N\AEHFL, ARERIE
29 HREHZRLET,

EEEDHA > N

HoEPLD, JIATY N TL—FAFET 7 A VEERKL, REBANEREL TBVLWTLZE N, 1—

PAMBOERICI fip ZFHTEETY, L0DEF 2V T ZHRTE S SCP %7213 SFTP % {#HH
THIEEBHOLET,

Z ZCld SECSH JER?® SSHv2 DSA O —HAR#E THEAL T X972, SSHv2 RSA  ECDSA @
2 —HR A%, OpenSSHIEHSP SSHv] EX DL -V AFBOFEROSTETERTE LI,
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[O7 > RICKBERE]
1. (config)# ip ssh authentication publickey
I—FEREEARE U CAMBERE ST 2FFr LE T,
2.(config)lf ip ssh authkey staff client-v2 load-key-file /usr/home/staff/id dsa 1024 a.pub

I— (staff) @ SSHv2 O —HAB#EZ, H5»UDHEXELIZT 7 1) (/ust/home/staff/
id_dsa_1024_a.pub) »55ARAET. CDEE, ZOROEH (T v 7 A4) % client-v2 &
LET, v 74 7L —Y3vidid, 2—ARBONAIBRESINE T,

CESZHIE]
BEL—HFDR—LT 4 L7 MUETIZ, [sshl EVSEFOT 4 LT M EERLEVTL SN, &
512, [sshl T4 L7 PURTICT7 7 AV EERE, a¥—, BIUOERLEZVTIEZS WV,

[.sshl 74 L7 bUI, REEOD SSH U — /N BEPBERNCERL, FRALET. 2—9PT7 7 AL
ZBEVSE, Hilkshiz EEZ S0 LET,

(2) SSHv2 21— B (SECSHR) ZERANT 356

NI E T 572010, 7 IAT7 Y P TERULIZI—FRX7 D55, 1—HAEEE AREED SSH ¥ —
INNBFRLE T,

47 NT, H55 L8 SECSHERO L -V /AB#EZER L £ 9, ip ssh authkey 2= > KT
SECSH ER O L -V RHEBONBZEBEAIT HHBEE, ~v ¥ (Comment:I X hzE), BFh~—
71, &Tv—H, BIUOBTI-FEBRV, BOBSEZTFE2ANLTLLEZSV, 22— AH#E (SECSH
) OANHESEZRORITTRLET

9-11 SSHv2 I—#/BA%E (SECSH fiZx) DASIERSD

———— BEGIN SSH2 PUBLIC KEY ——

Subject: staff

Comment: “1024-bit dsa, staff@clienti-pc, Tue Oct 22 20XX 16:21:35 +09¥
00"

AAAAB3NZzaG1kc3MAAACBAPQX4hU jicV2cuSbbOeYug3Zwelwdvel i xNACRX15dh8XDD1v1
drKW6LnxTDiM8wfsEPDo0COZwae9VOLgpBF XqdNAH | BSPeKVEUvSBah+romEWRuPgBHIkJ
Wg3FbzkHV8cYiQxzAZT87RunikN9 j2kg+ftodIs7IWR4gHXby/JTAAAAFQDT | 3fYwEZaZE
F1ZATkUeLsaBnn/wAAAIEAhy3mVaF87P j jbag+XY+12mj10ptqGb7KcTKvbfb2JZVscidx
z0aKnNWRMJtsZSyMXkpdE jaWNmQvbV6MDGn3PYX63CLomI sWUPxdo7bcOJFyx1GvZ4bef7
JTP9x048/ 1FSWQTL7bKeXZ9¢ i dgGXMmch8Tz15WSu8rP+t3m/yS7gAAACAZ/yWFB1r | 8Be
Nkvesmi lupce2hb2uaef/417ymPT9irDQsfRY3Rx i GEKOUh7g84 jOWFtx/y9KtFk46hUiz
NYnkkVcEwjo1uTbhtRpehFObUYPyQu+ZxFDHZ3vB100NOfa0U4xME18RC4CHax+Fm/OUMd
PzpzAD6FZHS+9zkdi Tk= *\\
——— END SSH2 PUBLIC KEY ——- AN B85

BREDRT > K

ZOFITIX, T-YAKET 7 A VONAE% ip ssh authkey 2> RTEBAN LT, 1A HE
EERLET,

C Z T3 SECSH xR SSHv2 DSA O —H /AR THE L T\ E 95, SSHv2 RSA £ ECDSA @
I—-YRMABRLEREOFETERTEET,
[O7> RICKBEEE]
1. (config)# ip ssh authkey staff client-v2 ”AAAAB3NzaC---S+9zkdi7k="

SSHV2 7547 NTHOD» LOMER L1 —H (staff) O1—V/A#E (SECSHER) ONE%,
BRTHITLEVWEDIZY T LI+ —b (") TEHATANILET, COEE, ZOI—YARBOETH
(A>T vy R4%) % client-v2 ELET,
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CEREIE]
SECSHER D Z—HARBICIZHUTI— FPEEN TS0, IXRTOBTEIMORVWT 11T70E
RICLTLES W, F7e, BMBROI Y ARBOTFICERZEOEVTLES WV, ZHDH LI,
X NERBENET,

(3) SSHv2 1—#H2F# (OpenSSH &) ZBEERANT 35S

NFBREEE T 272012, 7 F74T7 ¥ P TERLIcZ—FRRT DS 5, L —HAREEZAREED SSH ¥ —
INANEFRLE T,

7547 MT, H55 L8 OpenSSH RO L —HARMEEER L £ 9, ip ssh authkey I<> FT
SECSH ERX O L - ARBONE X EFEA T 55E1E, EHEICHS [sshrsal, [ecdsa-sha2-
nistpXXXJ, F7z1& [ssh-dss] ZEOBRWE5 %, BUTI— FEEDLVWTEDOEE 1 fTTANILTL
ZEV, I—HAH#E (OpenSSH #) OANTEFZROKITIRLET,

9-12 SSHv2 1—#RBH# (OpenSSH #) DAFIBRS

ssh-rsaAAAAB3NzaC1yc2EAAAABIWAAATEANVN20coFESc | TM4S5q8T6/ IN+ZzNpWE9qg+
mgpTB70AMy6n0Vho i 50vQKyAwn44E4n1Cr XY6dP 1BOHTHkwPOBK3F6xsPwu66rpQ8CNkZd
04TiAiAgJgORIUZsHZWi 1pcVg4eGY+R31fPFCmbGSxask97cCWCRwhNoffs jHRNnShE= s
taff@penSSH-Cl ient

\\Aﬁvéﬂﬁ

[BEEDRA > N
ZOFITIX, T-YAKET 7 1 LVONE% ip ssh authkey 2> RTEBANILT, 1T AHE
2EHRLET,
Z 2Tl OpenSSH @ SSHvV2 RSA 1 —H /A% TFA L TV E 945, SSHv2 DSA £ ECDSA ©.1—
YAMBLRROFETERTE XTI,

[O7 > RICKBRE]

1. (config)# ip ssh authkey staff client-0 ”AAAAB---n5hE= staff@0penSSH-Client”

HOPCOIER LT 2—H (staff) @ SSHv2 O 1—FAR# (OpenSSHER) %, ®HTHTLAE
WEDIZF TV 5=+ (") THATAALET., COEE, COI—FRABBOLH (VT v IR
&) % client-O & L9,

(4) SSHV1 I—HRHERZEEANT Z5HE

124

NERBIEZE T 57012, 774 T7 Y NTER LIz 2—TFRXT7 DS 5, 21— FHEE REED SSH —
NANBFRLET,

7472 RT, 57 L8 SSHvl Z—HREABZIERLET. T—IRFBOATED 2 ROKITIRL
£9,

9-13 SSHv1 I —HREEROASIES

1024 37 14753365671206614340722622503227471488584646058757413792657714
0628602620220480806600089818483300757634141208574301201727833325592608
7503938106389842066406013975523053044505527699048923555275901272201283
6123616490604038394743786667568819263434987971358724526026931841524048
7576907318347950529423020990314131397 staff@client

ANT B
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[BEEDRA > N
ZOBITIE, T—YRAH#ET 7 A LONE% ip ssh authkey 2v > FTEHEAN LT, T—FAK#
EEHRLET,

[O7> RICKBEEE]
1. (config)¥ ip ssh authkey staff client-vl ”1024 37 14753---31397 staff@client”

@aﬁuwwmbtl Y (staff) @ SSHvl 01 —TAREZ, &R ciTLEVE D ICY T LT 5 —
b (") TEHATANLEDT, 2OEE, ZOI-YARMBORF (1T v 7 R4E) % client-vl & L
9,

9.2.4 SSHv2 H—NDES7 I I XLDEELE

SSHv2 Ot F a2 5 4 #EETIE, NA MRIEE I —VEREEDITIC, #TH, Bk, Xvv—IVRiEz
FERLET, REEBED SSHV2 3 — EEETIE, 8BH, BEk, Xvt—IBEI>nWTd, EROEHE
DFNIT)ALEZTFR—FLTVET,

[BREDRA > M
FR-FLTOWREHDT VT ZLD 5505, HHATLZTILIT) ALZRELET,

[Ov> RICKBETE]

1. (config)# ip ssh key-exchange ecdh-sha2-nistp256 diffie-hellman-group14-sha256
SSHV2 ¥ — N #xH7 )L T XL & LT, ecdh-sha2-nistp256 & diffie-hellman-groupl14-
sha256 2 2RI AL IITRELE T,
2.(config)# ip ssh ciphers aes128-gcm@openssh. com aes128-ctr
SSHV2 = NOBESE7 LT XL ELT, RIETERESD aes128-gcm@openssh.com &, FHigE
S0 aesl28-ctr LI 2 AT AL IICRELE T,
3.(config)# ip ssh macs hmac-sha2-256 hmac-shal

SSHvV2 =D X vt —IFiFa— R7)ILTY XL E LT, hmac-sha2-256 & hmac-shal 7217 2 1{#
2L ICRELET,

9.2.5 VUE—MERWARHISD SSH ZiZsFa 93 IP 7 KL ADEEE

JE— MERBRIPODT 7 AZHATAHIP 7 FLAZBIRET 5 &, SSHICKAERLERSINET,
TIERABHATEIP T FLADORE[COVWTIE, [8.1.7 VE—NMERBEKIPSOT I AV 2HAT
BIP7RLADHRE] 2SI L TS,

9.2.6 RADIUS/TACACSH#gE &85 U7z SSH 9 —/NDERE

RADIUS/TACACS+%E7Ed 5 &, SSH ¥ —/V% RADIUS/TACACS+E#HE L TEIEL £,
RADIUS/TACACS+® a7 4 JL— a3 »iZD0Tid, [8.3 RADIUS/TACACS+D I~ Y KA
Rl 2L TLLEZS W,

9.2.7 KA MRFHEROMHEER

SSHZ7 547 M SSH Y —N2EZRTCZ5L51Z, % SSH ¥ — Aiﬁ&éﬁXh%«?%ﬁﬁbfw
9, SSHZ 547> MITIE, SSHY—NIZHO THERT BIHEL, SA MNAFHBPEEIN-E
FOY—NDT 4 VH—=T) 2 N2HERTAHEIITA vt — /#ﬁréniﬁo_mﬁg,@aﬁbmﬁﬁ
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BT —NDT 4 H=T) b (FEFANAHE) 2 AT LTBE, BaFICERERERETSA2ZETLD
RRIERTEET,

show ssh hostkey 7> KT, SSHV1/SSHvV2 DR A MABBE LI UZ0DT7 « V=7 ¥ MHHEGRTE
i‘a_o

K 9-14 KA NREROFRT

> show ssh hostkey

Date 20XX/01/20 12:00:00 UTC

sxkrkkk SSHV1 Hostkey sk

1024 65537 146987971773759596612099632123526290876813242218856178693006902279752499641505633273
74294515778228277627736937005824220192838922145093952246943786354524785835232009819519418410439
05657066855796690911797058967562169284131198788610748307323233604943076115695684771646338245359
75566336906750637684297547763208749 1024-bit rsal hostkey

Fingerprint for key:
SHA256: gb LxC3SCNJsZf jaV5BC6rcckTR+B/hYYTECBEQO0OMS
MD5:c9:d5:c0:4f:1b:2e:ff:b7:2e:9d:c3:66:ed:93:d3:4e

sk SSHV2 DSA Hostkey sk

ssh-dss AAAAB3NzaC1kc3MAAACBAJenCOVIXrB8ahy LD8fqpiAIYGwp joRgDosb9udd/bDkxicU5YAhwsKktXvh5 LPI+GDL
0JVB5hHOVmVCH45PAcoAx+xrEvL2wjoghhLVzDbTfyCCtehxvfcsVxoJSBhGggtWTml lytogGvE3us2vCgEybau8qIpUy+B
i A70NunIDpAAAAFQDZz1v9c2UBEN5XxNCApzCFL2ez48gwAAAIAOeAgtPewuIHY1Q32z00SawBa2xWrLx LydWcFrzfAja9GIRp
/+s3iJLu/6UZ5nyMy jSF10KAZUzFSG+HteGE/pLB1c+r4B2okzZVH1R7tnst/LAoDg3fQ0bTF74+j7cGMIwgEQi 1E8hciHg
9NmQ9RBe2uBxse j8crzXDTp L j fP/gQAAAIB3IWNKpTSvI4Rs491tzGY+SS5DTkSy+BKB1VFB1xoUr/DYFpT4Q4kA3RTuPFx
pjELEITUPS/+WET/iJSBizyfpwM/ lairBhWtSNyOc jeWLD9eYVhwiHgex QL L8BVTFQtICWWvsviYgNGUGFwTHORZ6BSHKK
05IVs6bh2VVHoq2A== 1024-bit dsa hostkey

Fingerprint for key:
SHA256: EH9axeEZ0+h j5qzBRax4fgyncb/J5BN4DTfD/my9tN8
MD5:21:b9:aa:78:66:df:02:67:01:48:86:88:cb:31:c4:da

*xkxkkk SSHv2 RSA Hostkey sskskskkkxk

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABgQDQOre6pudta2gqvyZwzWVqlJgxPuXo7EphTgyspdav+LaGYdiU2jYoQ66
E047592z412Q/yHtXJicaDMvIz3iNbBQTr01x4F/5m10R5UJS7XHThqc5pGNLKg LEalZo8dJkK0072xITHERY111CobKshhW
HpGP95WmrRIdXxBGUDZKBIKk8 iWQCeS5duMks rLI0OLML f1+NXKELmJBT/npMkHiZHBPJcKn1kPRiq5X8ig03THLKeYcPUZOP
OkUAUrIDT42s80JG2Fkw06CIewQcGK9zkCcqKPyFyZahDI80vwZ0507V0Qb3/sLNiFZTQLRqoGxpiGvNZae76Hb6kS3+c0J
+Yyu/Tbz5kKKOBz70dxb+4DqC LV7yYfquiTdues6h008+KAUt tNf/w3PNSy jFUFyRxcEDENvXDDq11/gA78VXWitrelZMin
9ybsSEZGzIS70zDd0I5/AosKcYNWGKLRrBdGF cB5mJ,/9haTALMOWsyxbF3R jXMvcCWVUpxbGKugs= 3072-bit rsa host
key

Fingerprint for key:
SHA256: LnaICZdvjFnmZoRCum+Xb LmhEmci lZhg15w4W8R3v0g
MD5:81:48:0e:52:a6:7f:64:d8:29:57:e8:fh:4b:34:bb:al

sxkkkkk SSHv2 ECDSA Hostkey ssksxkskskk
ecdsa-sha2-nistp384 AAAAE2VjZHNhLXNoYTItbmlzdHAzODQAAAAIbmLlzdHAZODQAAABhBNLBG8RhJWOBUSZ/e+c1wz6
qwZP+IHXMGiUINja2EMOi947VPI8/CA7ZK2INnUW7 LXagkeubL i hUN68wwz8G i sgx9sAPthB3VkNgBEsvK jxk2aSC1/neyg
mD5H/5W09Q06A== 384-bit ecdsa hostkey

Fingerprint for key:
SHA256: rnuan5f0rHpNP8IVbZgKNt+t+x/EVTXWKF3tF2CMRAO
MD5:69:5f:70:¢c3:a0:09:91:e8:70:12:fe:c5:52:21:fe:19

>

9.2.8 RARNERTDEE
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FEETIEIARZ MREXRT BAEORELZHFICEHBERS NS0, SSH Y —NE L TERT HICH20,
BEMLUTHRAMERT 2ERT2LEIHDEEA

AREBZHOHABRNEHT 5581, SSHOKRX MEXRTELEEIT LI L2 BEIOLET. SSHDOKR b
BT 2 EET H5E1X, set ssh hostkey v REETLET,



9 SSH(Secure Shell)

%72, SSHV2 DA A MEE L TT 7 4 )L b D RSA 2048bit LA DR A NRERT ZEHT BBEICDH, set
ssh hostkey <> RZFETLET, 77 4L b®D RSA KA MRART7 ZHFH L WEEIZIE, erase ssh
hostkey 3~ > FEZFEITLTRSA R R MERT ZHIBRL T ZE W,

9-15 RABMEART (SSHv1 RSA & SSHv2 RSA) DZEE

> enable
#f set ssh hostkey

WARNING!!

Would you wish to generate SSHvl RSA and SSHv2 RSA hostkeys? (y/n): y
Generating public/private rsal key pair.

The key fingerprint is:

SHA256: nxeQp jv+aQ0QXo6Wqg0Q9Bk LwosYJ7K3kkUCXgXwwBg
MD5:a6:7e:¢c8:3c:0a:d7:ae:e8:78:58:66:8e:9e:be:e8:3a

Generating public/private rsa key pair.

The key fingerprint is:

SHA256: fDIgAY5v/ybGewFybchsJ1r3gMCnYKGTdKJrOTwAtke
MD5:42:06:3d:06:50:3a:29:4a:2a:79:2f:3c:d4:cc:ea:48

The hostkey generation is completed.

9-16 SSHv2 ECDSA 7R R MEART DIERLEH KU SSHV2 DSA 7R M #ART DHIBR

> enable
#f set ssh hostkey ecdsa 521

WARNING!!

Would you wish to generate the SSHv2 ECDSA hostkey? (y/n): vy
Generating public/private ecdsa key pair.

The key fingerprint is:

SHA256: jTz5rFJ LAGoIrYrWKb6EueKvHcyCQOXA1jYUTN+orgag
MD5:0c:c1:c4:8a:38:0b0:46:66:2e:ff:2:44:3¢:57:88:4e

The hostkey generation is completed.
#f erase ssh hostkey dsa

WARNING!!
Would you wish to erase the SSHv2 DSA hostkey? (y/n): vy

The hostkey was erased successfully.
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10 BIDEREE NTP

10.1 f#ER

BN, REBOMEABARICERE L T3V, B, AEBOO JERCEET 7 1 )V OIERRERZ 72
EIMEESNAERTY . EFRMBRICIIERZRAZ REBICHEL TS0, EHIY Y R set
clock CHZI 2B ETEET,

7z, 20IEPIC, NTP 70 b aVEFERLT, *v F7—27 EO NTP 34— NERZORASTE LT,
AEEIZRFC5905 NTP N—=T 3 3 BLIT4ICEMLTVET, &b, KEBIINTPE—F6BLY
E—R70%ry MCEEELEE A

10.1.1 NTP HR— Mk

AEBTHR—FLTWVWANTP OBBEEZROEIRLET,

£ 10-1 AEBEBTHHE— NT 5 NTP ORae

fiaE N HR— K~
7547 v MERE I=F YA NI4T b RIEB O] %2 B NTP 3 — /N0 [F] O
- HLET,
TU—RF¥ A LTI T O
]\
TLVFFYANTISAT Vb X
A 1 IZF v A RH—N NTP 754 7> b, E£7IERAENTP H—N @)
- 2, REBEPORZZRELET,
70— RF ¥ A =N O
TLFF XA BTN x
22 AVEYS WA B TR FRSRLET. O
O—H L A L= E NTP H—NEBETE L Lo 5E O
12, RBBEAST— LY A LY —NE U THERE
L, KEBOEAZ NTP 7 54 7 >~ Migft
LE9d,
EREE BrOEBLRAIZEHT A25AIC, £F Y O
T4 EENE LERTEZLET. ChICE-
T, RIEZ NTP #—NC &k 2 B2 O 0E %55
ELET,

(RN O gR=F X 1 RYK—}

KREE & M NTP U —NE DR, BIUOAREEE NTP 7547~ bOfERE 2 ROKITIRLE T,
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10 BHZIDEREE NTP

10-1 NTP TO#=HAER

L GINTPH—

NTPY S5 4 7 bHgE

NTPH—/\#gE

(FL#D) | BRI

10.1.2 7547 > hige
(1) R
(@ IAZFYRARNITZATZH
FAINTP H—NABL=F v XA b —NOBE, I 74 7L — 337 Kntp server TR NTP

P—NZRETHIET, REBZI=_FYyANIISA4 T MELTEEL, Y—NOBZERBALE T,
(b) 7O0-R*x+XANTS17>hN

FENTP H—NAT0—RF v A M —NDFE, 2071 7L —3 33~ N ntp broadcast client
ERETAHIET, REBETHI—FFY AT IA4 7 PELTEEL, Y—NORZEFERHLET,
(2) BREE

REEPNTP V547 bELTERET A NTP Ayt —DIfTIF 2R EZRORITRLUE T,
F10-2 XEENMNTP 75172 N UTEMERICMTS

SREIHE
AERE DG RE AREH S DIXEE ARECDZRE
I=FvA+TIFA4T b arv747Vb—Yaryavy Ratp  EROZRE
server Dkey XTI A —F TREL (AEBOIL T4 L — 3 iC
EURL SR BESN TV HEREHE)
Ja—RF¥ AT 54F7 b

KERBVEEA
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10 BIDEEEE NTP

(3) _EfINTP H—/\D=ER

(a)

(b)

132

VAT LRI ELINTP Y = N\PEHEEET 558, KIORIFIE [(@) FRENEGOHE] ~ [() 7
FGAY—=FIIT)ZAL] IHE-T, BB NTPH—N"2BIRLET. BHRELTVWEENTP 3 —NOE)E
KRR8I, EF O~ > R show ntp associations THERTEZ£T,

BHARES OHIE
RITRTEHEDOENDIFEET S5 NTP =N\ %, FELERRONE NTP =125k LET,

x10-3 EHTNESHRHE

R EI=ESES B

NTP H—N\HREEATE 20 NTP ¥ —/\»FERIEPRAE
ZELENTP Avt—YDLI 750=3

NTP #—/\0 stratum EAEE
FZEL/ZNTP X vt —I0 stratum =16

NTP % —/NDFEHER 7 NTP =D)L — MNEEE*> | BH+R—1) v JRIETHRET BN
i

JL—7IREE (NTP 3 —N\DEHEAARERE)  NTP 4 —/ND Reference ID (ref id) #AAEBD P 7 FL A

B FIRE NTP #—/\?D reach = 0 (1B% 8 BIDEFET—ELZENZ )

prefer 785 X — & BSEE S N7z NTP 3 —N55%(F L7z X vt —I® Root Dispersion 1%, LR 500 3 U #IZH
[Ranfd,

129—t7>3a>7IVIVRA

HEMED [offset=)L— MERE] 7%, BB ZL OBEMHETELS MR (low) & ER (high) ko %
T, DB, offset % low~high OHFEANDEHE % truechimer (HEEI2EFE), @WENOBEHE %
falseticker (RuELIZ#MHE) & U, falseticker ZEWE P SR LE T, 72720, prefer /85 X —4 4
BESN/ NTP ¥ —/\&, #IZ truechimer &7 0D £9,

A=t 72 ary7LI) RLAOBREFIZROKITRLET . COFITIE, B EZLODBERMENSEZ AKX
Ri1x 10.5~12.2 T, f&fE 1 A falseticker &7z DRSS NZE T,

10-2 1>9—t72a>7)LT)XLDERG

i

1 1
10%1.4 :
° = ; :

1 1

BEHE2 11+1.2
¢—R—

EHEES 11.5x1
o——m— o

EEEL 12+1.2

:

1
1
| |
1 1
1 1
1 1
| |
1 1
1 1
1 1
1 1
9

e J

| ow high



10 BSZIDEREE NTP

(© I73RI—=T7NLTIVXA

BfEEOF T, offset DIEHFE (jitter) Z2RAHIET, 56122 D offset NEL > TWAEFICKD
A, BEVPSIHANTVEERHE (outlier) ZBRALTHEET,

RIEDOFREASE NTP 9 — N\, - H@EfmEofic BelE, WEORML NTP b —N\Z2EHEE LT
BRLET, 2hS0BE, Eo tﬁ%ﬁ%@ﬂlﬁb‘% stratum EAE/ (stratum EAE &3 L — k
FEBEN/ NS W) DEmEEZREBSTE LTEIRLED .

B, prefer /)85 X —¥ RIEESNIBERHENVAEEIL, BROAARIESNT, FOBRHEEZESETH
HREELET,

10.1.3 H—/\E&gE

(1) ERFErRE
(@) I=F+RARG—N

ABEBIZLI=_F Y AT —NELT, NTPVS5AT7 Y MBI FUNTP Y —NIZZS5A4 7> b/ =N
E—-RFTERL, RAZRBLET,

AEBED SR BT 272010, AEE%Z NTP 7547 > b& UTEAMNTP =N EEHRET 280E,
FFO—ANI ALY —NOFEEZ LT, BAPEHSNTWA2RENHD £,

(b) 7O0—-RFvXARH—/N

il

KEBERTO—RFvy A MF—NEFTBHE, T3> T7 47— 3>a< > Nntp broadcast #5%ET 2
Z&T, NTP27 547 P BXIUORLNTP ﬁ—/fllﬁﬁ%%%@\:bi@_o

B
i

REBD SGELZIBMT 272010, REBZ NTP V77347 & LT EANTP =N EEHET 5
FEO— NI AL LT —NOHRERZ LT, BHPREHSNTVWARESHD T,

(2) &%8
KREBENP NTP U —NELTEZET A NTP X vt —JIf T 2BERZIROFBISRLET,

F 10-4 AEKEN NTP H—/\N& U TENERF ST (T 2 EREEH

I DIEFEE REBH S DEE AEBETODZRE
Z=F v A RMY—N IZF YA NIIAT Y IPEZEL | EEOTIR
72 NTP 2 vt — Y OsRarg* (KEBOIV 74 7L — 3 Il

ESN TV S0ER)

TH—RF ¥ X b= av747Lb—Yaravy Ratp ZERIHVEETA
broadcast ® key /¥5 X — % TEE L
At
e
AZF v AN TAT Y M OREBERP 7 VNTP Xy b=V 2ZELLESE, TIEERELOBEA vy -
EEELET,
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10 BIDEREE NTP

10.1.4 > A NIy T

(1)

(2)

}g 1L /n_:\

AEEBE, a7 4T — /a/:!?/l\ntppeer’c BMESNIZIP T RVAQEBE, 77747/
VTE-RTY AP VERLES . 72, RESNTVWAVIP T RLARPSREFELIEZY YA MYy
JEROBEZNIEFEH L EH A

EAINTP =N EDEHREASTIM LZBETYH, YU A M) v 7EHFE LI NTP Y —N2EHT 52TV
AT LD EZFREHLET,

EAE
o\

YAy VRS AEBIN LT, AEBEPEZET S NTP A v —TIXfHF 2885 E# 2 IROFRITR
LEd,

K 10-5 FEENNTP 7517 & U TEMERHCT T ZEREEH

REBDEFRIAE KEEH S DXE KEECTHZRE
AZIWEY S aIv74ZL—varavy Fap ESEOEGEY
peer O key /85 X — % TIEE L7z 3R3E (KEBOIAL T4 L — a3 VICHE
i ENTWVAHREEE)

%
I=ZF ¥ AT TAT Y IR SFTEHERP LWV NTP Ayt -V 2ZEF L-HEE, REBRELOGEA Y-
EEELET,

10.1.5 O—ANLIA LTF—N

aAY747b—¥aravy Pntp master #RET D&, EAINTP F—NE@BFETE L 2> 12HEI,
AEBIO—HINT ALY —NELTEELE T,

AT LRICEROT— AT A LT —NDEET HHEE, AT LNORZINPEHSNZWBZEIDH
B720, YA Y TEROBKICL T IEE W,

10.1.6 NTP ERKOF=EIA
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 NTP IE, HEENVBREQOHFNTELVELEZRFELTVWAILEZRRELTVWET, 207, B
%9 HEBEOBRADOENPEEIIRKZWVWIEEE, BADVRHEhE A,

o REELFIHSE NTP Y —N\NORZDZEN 128 I U ML EICZ > 725513, R 5E1IC 900 B OHER
MNP RETT

o WIIRT &L, BV —NEOBZAOZEN 10008 (17 9) D ETHEZZFEHALE T,
o REEHR
 NTPICBd 53> 74 VL —3 3 VELERE
o BRI~ K restart ntp B & U set clock DFETHE

o BENSHEHINSE | WEEOBENIEELET, 200, EERLEHIY Y Freload 2 &I
J:O’CE%_@J Lizh&, EUNTP Y —NICERBHLUTMINTP 7547 MBI Z2IEMTEZ S &
WA ETICI0DEEZLEELET,



10 BHZIDEREE NTP

o KEEBEODNTP 754 7> M, dispersion 25 1 ¥&BX 5 LA NTP H—NICIEE#LE A, 7272
L, 3> 747 b= 3a>av> R ntp server T prefer /85 X — ¥ BSIEE S NGEL, BRE
dispersion =R L CRIHA L £ 9. dispersion 7% 1 # %82 % bl NTP —NICEAS - 0WIEE

13, prefer /NI XA =¥ ZIH/EL TS\,

s V=TT VF T2 —ATHEBOIP 7 RUASERESINTWVAES, NTP Vv MR EROREE
TLIP7RLARELT, =N I A4 Tx2—ADIP 7 RLARFERLET, 207-0, KEE%S
BHETE - 3EEEE T AL, IPTRLAELTL—TNY I AL ¥ T72—ADIP 7 FLA%4E
FLTLEEV, V=T Ny A4 T2—ADIP 7 RLADBEBM, TE, BIOHIKREIZIE, EH
J< > Rrestart ntp TNTP a5 22 FAHAL L TL 2 &0,

* NTPiZ& 325 5MWBAOBMICIE, ALEEIT “23:59:60” % “23:59:59” EFRRLET, KITRT

ROIEE 3 DRETT,
£ 10-6 S35MBARD UTC EEARBOIFZIFT
JEES uTc FEE

1 12/31 23:59:58 12/31 23:59:58

2 12/31 23:59:59 12/31 23:59:59

3 12/31 23:59:60 12/31  23:59:59

4 01/01 00:00:00 01/01 00:00:00

5 01/01 00:00:01 01/01 00:00:01

10.1.7 BAZEEICET 2F=ER

AEETREL T2 HEHERO CPU HARIZ, RAPEESNRETOICZ)TINET,
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10.2 OY>RAHAR

10.2.1

136

v R—E&

BAREBIONTPICET 23747 L—Yaravy F—E2ROBIRLET,

®10-7 J>7147L—>3a>avR—E&

av > RE

clock timezone

BALT—VEBFELET,

ntp access-group

T AT N—TE2EFL, IPvVAT RLAT7 4 L¥ICEk>T, NTPH—EZADT
Y R EHREIIHIRTEET,

ntp authenticate

NTP RiFeE = BE L £ 9,

ntp authentication-key

RALREZHRELE T,

ntp broadcast

AVFT2—ATEICTU—RFFHL A FTNTP /S vy hZREEL, EFLOBEHILK
EEICFHET A EHICHELE T,

ntp broadcast client

B Lcy 74y M LOEBPSONTP 70— FF+r A M A v —V&RIHFT 5
1HOREE LET,

ntp broadcastdelay

NTP 70— FF ¥ 2 b —NEREREBEM TR SN BERBZIEEL 7,

ntp master O—H A LY —NORELTEELET .
FARINTP 3= NDEFEE L WEEIC, REEPT—HLY A LT —NELUTHREL,
REBORZ%E NTP 7747 MCRHELET.

ntp peer NTPH—NIZ, YV AT - FTIT4T /8y TE-REERLET .

ntp server NTPH—NEI ATV FE—RFIREL, 7IAT7 Y M—NE—FZERLE

ED

ntp trusted-key

BEPOEBEERNLT 25, tF2) T+ BNORILEZ T 5 LD ICHESEE
LE,

RZIREB L NTP ICBId 2@~ F—EZ2RORITRLET,

®10-8 EAIVYYR-E

I RE S8R
set clock B, BHzRR, RELET,
show clock BERESN TSN, BH2FRRLET,

show ntp associations

BERSNTVD NTP Y —NOEEREEZFRRLE T,

restart ntp

O—AINTP Y —NZHIEEH L £,




10 BHZIDEREE NTP

10.2.2 >RFAL70v7TDEE
[REDHA > N

HARRBE U TRAZHET 28E81%, H6,-LHTV T4 7L — 3>3< > R clock timezone T
FA4 L —IZ]ST, UTCHh6DF 7ty b2+ ICHRETHAIRESH D E9,

[O7> RICKBERE]

1. (config)# clock timezone JST +9

HABME LT, ¥4 LY —IZ]ST, UTCHh6DF 7ty h2+0ICHRELE T,
2. (config)#f save

(config)f exit

BREL, AV 747 —2aryE—RPoEBEEHEET - NIBITLET,
3.4 set clock 0506221530
Wed Jun 22 15:30:00 2005 JST

2005 6 H22 HISH 30 DIckRAI = EL L7,
10.2.3 75472 MEBRDERE
NTP BB L T, ABBOBAE S A LY —AOBAICASHS LT,
10-3 NTPHHE (51 LY —/\AOEZOE)

B4 Lg—8 | BREERE

<,

192.168.1.100

192.168.1.1 <
T

REE

(1) AZFYARNTIZIT72H
FEBEI-Fr AL IAT Y FELT, EEINTP H—NERAORME LET.
[BREDART > N

av7«4b—¥aravyFnotpserver T, BHEIELESY ALY —NDIP T NV A%
[O7> RICKBEHRE]

RELET,

1. (config)# ntp server 192.168.1.100
[P7RLZ192.168.1.100 D% A LY —)NICAREBEZRHSIEE I,

(2) 70-RF+ZARNITSIT7>hH

AREBEZTUO—FFY AP ZIA4T7 2 bELT, BHuNTP Y —NEEGORBZ LET,
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[BEEDRA > N
a7+ VL— 33wy R ntp broadcast client T, 7% v b LOEBHN» S5O NTP 70— K
FYAMAVE -V ERIMILREZLET,

[Ov > RICKBETFE]

1. (config)}f ntp broadcast client
EPOEBPSDONTP 70— RFXF vy A N 2B L CAEB2ZRHSEE T,

10.2.4 H—/\EEREDE
REBEZTO—RFF XY AT —NELT, NTP 75472 FELIETNTP =N ICRZIZRELE 9,
[BEDHA > N

a7 47— 3ravy Fatpbroadcast T, f ¥ 71 —AZ&Il70— RFF+ X MTNTP /Y
Ty N REETHSREEZLE T,

[O7 > RICKBEETE]
1. (config)ff interface vlan 300
(config-if)ff ip address 192.168.1.1 255.255.255.0

(config—if)# ntp broadcast
BESNIZA YTz —AINLT, NTP 70— FF+ A OREEZ LE T, KEBOEZH NTP

H—NCAMT A&, Pv47 KL A 192.168.1.0, # 7% v b 255.255.255.0 D% v b 7— 212 NTP
TO—RFr A RSy bERELET,
10.25 22X KND Y TEHOERE

NTP #eEZERA LT, ABBEORZET VA M) v 78T 5 NTP Y —NORZZBEWICHEL 2D
5, RS EEI,

10-4 NTP#ERE (NTP #—/\& OBZIDEHER)

NTPH—/\

192.168.1.2
A

192.168. 1.1 <
= E B 71l 0D B A
O,

BREDRT > K
aArT7 47— aravry Rntppeer T, YA M)y IEGEHENTP H—NDIP 7 FLAZHE
LET,

[O7 > RICKBERE]

1. (config)#f ntp peer 192.168.1.2
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IP7RFLZ192.168.12 D NTP U —NEDEZEI YA M) v 7HfRELTRELE T,

10.2.6 SRELDEE

AEBEPNTP 7547 b, NTPH =N, BITI X MY v IERO EDBEGTEE TR T 2581
b, STHAREZRELE T, TR, FHILIERERBISCERELZ T HBRICEESZEELE T,

(1) SREHRMDETE

[BREDRT > N]
NTP A CEAT A2 BES ERBERELE T,
[O7> RICKBEEE]
1. (config)# ntp authenticate
NTP SRt E = BEIICLE T,
2.(config)ff ntp authentication-key 1 md5 NtP0O1
NTP 2RiFs & LT, #%S 11 [NtPOOL] 28BE L £,

3.(config)# ntp trusted-key 1
NTP FREICHAT 2BES 1 2HELET,

(2) 7717 MERE
AT Y MERETRIERERT ABEI, WIORTREE LET.
[BREDRT > K]

TIAT Y MERERET SV FOkey T A= T, FHRE L THREL/-BESZIEELE
T, ZITIE, Z=F ¥ AN IAT Vb 2HRET BHZRLET,

[OY > RICKBERE]

1. (config)¥ ntp server 192.168.1.100 key 1
ARLEBEORZ % B NTP ¥ —/N (192.168.1.100) ICEfis ¥ £d., 20, #FS 1 2FHALLR
HEET Bz, REBVREFI IRLHOBEFESZ 1 L LET (LMUNTPH—NIEZT T4 7> M5k
BLI-BESTIRELET),
B NTP 3= NSRRI NTP B2 RE L TL 2 &,

Ll

(3) H—/\kkgE

P— VR TRIEEZEAT 5581, RISRIRELZLET,

[EREDRAT > K]
TO—RF vy X M= BREEARTET 5TV RDkey 8T A—4 T, RiF#HE LTHRELHESZ
BELET,

[O7 > RICKBEE]

1. (config)# interface vlan 300

(config-if)ff ip address 192.168.100.1 255.255.255.0
(config-if)#f ntp broadcast key 1
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10 BIDEEEE NTP

TO—RFFvAPDNTP Xyt —V%KXETSHVLAN A V¥ 721 —AZEELET. RKEEH»S
'fnjéf’@%? i 1 T@—o

(4) YA NUY TR
[BEQHA > N

VURA Ny IEGEE ﬁ'@"éﬂ’?/l\@key/f?x 5T, A E L CREL-BESZIEELE
ER

[O7> RICKBETE]

1. (config)ff ntp peer 192.168.1.200 key 1

REBORZ 2 A N v ZHFEHR NTP 3—/V (192.168.1.200) ICFEHSEET, 20O, #EF

51 2R LCRIEE T 5708, REBNEETIRMRBOBES L 1 L LET, FEBEIT VA b

U ZERE LI NTP U — N\ EET HEES TRtz LEJ,

TUA MY Y ZESE NTP U — VIS FERRIC NTP 8REE 2 RE L T2 & W,

ARLERE D %{n?éﬁﬁﬁﬁ& VA NY Y TS NTP Y —N\EET 28ES 2, BELHBESIC

LTEET, FOHEI I, AT ORIERIC Iz, YA MY v TR NTP U — N\ DR ET 2HFZD
ZEMLTLEZE L,
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A BNBE DNS

COETIE, AA b4E DNS O EBIETIRICOVWTHBALE I,
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11

RANZE DNS

11.1 fEER

142

AEBTIE, Ay VT —7 FOREBEHAT H7-DICKA NEBREBETCEET, FEL-FX NEER
3, AREBOO BERGZEOT L T4 T L= a v ERETHEZIIAY N T—T EOIEIIPDEBIEET
BEMELTHERTEE T, KRB THEATA2HRA MBERIIKIRT FETRETEET,

e IY7 47—y 3>avy Rip host TREBNICIEET 5514
« DNS U YVINBEERERAL TRy b7 —27 D DNS ¥ —NicfuwEbt 25k

ary747b—varavryNiphost 2R LTRET 2HBEE, FHITLZRANEIEIZIP T RLA
EOXEEHRICRET AHENDHV E T, DNS UVINZERT 5EE1E, *v b7 —2_E®D DNS
P—NTEHISNTVA2EMEROWADETRRIT 570, ARBETSRISFAMNEITLICIPTRLR
ERETHLEN L ZDET,

aY7427L—33>a< > Riphost & DNS U VILNKEEEDT S AERE SN TWLWAIEE, ip host T
ESNTWARAMNEPEBELESNET,

AFEED DNS Y VL BEEEIL RFC1034 3 KU RFC1035 ICHERL TV E T,



1

11.2 AT RAALR

RANEZE DNS

11.2.1 Y R—E
AAL4 -DNSICRET 50 7471 —a>avwy R—E2ROFITTRLET,

®11-1 A>7147L—>a>avR—E&

JvU R A
ip domain lookup DNS U VL SHERE &2 BRI L - 1AL L £ 9
ip domain name DNS U VINTHEAT 2 FAA VEEBRELET,
ip host IPv4 7 RLRIET 2R A MEERERELE T,
ip name-server DNS U YNLNDBET B0 — LY —NEHELE T,

11.2.2 KRANBOERE

(REDHA > b
IPv4 7 FLAIZAST 54 MR ERELE T

[O7 > RICKBERE]

1. (config)# ip host WORKPC1 192, 168.0. 1
IPv4 7 R LA 192.168.0.1 DEEIZA X+ WORKPCL #BELF 7,

11.2.3 DNS D%
(1) DNS UYVILNDEE
[BEOHA > N

DNS VYV INTEHERT 2 XA Y ZB XL DNS U VINDPSIT 50— LT —NEZRELET,
DNS U YV LUNEBEIEZT 7 # )L N CEMZ 720, 2 —LT—N\DPRESNTRRDPSHELE T,

[O7 > RICKBEE]

1. (config)# ip domain name router.example.com
R X+ >4 % router.example.com ICFHE L £

2.(config)ff ip name-server 192.168.0. 1
F—LP—N% 192.168.0.1 IZHELET,

(2) DNS U VIL/N#EREDEMIL

[EBREDRT > N]
DNS U VL NHEEEZ EIC LE T,

[O7> RICKBETE]

1. (config)# no ip domain Lookup
DNS U VL NHEEEZ EICLE T,
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s 4
meEDEIE

CDETIE, REBEZEBALLE, BAXUOAEELEHT 5 L THNELREZEIC
DWTEHHALE T,
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12 ZBOEE

121 O<Y>RAHAR

1211 OY > R—8

WEASEETL ECONELAY T4 L —Ya3ryav R, BIONERH I Y F—BED—EE2ROEBITRL
F9,

£12-1 dA>7147L—>a3>av R—E&

v R%E A
system fan mode 77 VOEEE-FEFELE T,
system 12-table mode LAY 2N—RI 27 T—TLOBREAREZHELET,
system recovery no system recovery v > Nz ET 5 &, BEORENFE L

BRIC, MEMMOEIHNEEZITDEVWESICL, BEREDRICESE
B EEE L EFICLET,

system temperature-warning-level EEOARBESTHEEREL B > BEIGERAA vy — V% HT
LET,
switch provision KEBOETLEZRELE T,

XR12-2 BRIV R—E (VI M9z 7N\—T 32 EEBREDESR)

v RE SHER
show version AREBICHAAENTNEY T M2 T7RELEINTVAER—-FOBEREFRLET,
show system FEBOEAREEZRTLET,

clear control-counter REIC LA EEFLHEMB LR BHEHEHRE 07U 7 LET,

show environment Ehko7 7y, BR, REOREEZBHRERELZERLEI,

reload HEZHEHLET,

show tech-support FIZHNTR= P TCRBEELBZN-RT 2 7BLOY T b 27 OREICET 21ER
ERRLET,

x12-3 ERAIVYR—E EEAXTEE MC ORER

JvUR% A
show flash EEAX T OFERAREZERRLET,
show mc MC DR L fERIREZFRLET
format mc MC 2REBHRDO 7 + —~ v b THHELLET.

K 12-4 BAHIYYR—B (VV-RERET > TEROHER)

Jv2RE A
show cpu CPU FHEEZRTLE T,
show processes EBOREETFO IO AOEHREFRLE T,
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12 HEDOEIE

avRE

S&II

B

show memory

EBOBREMFEAFOXAEY OBERERRLET,

df TA AT DEIFHeRRLET,
du T4V PIADT 7 A VEBEFRRLET,

erase dumpfile

T T AN EHEELET,

show dumpfile

o TTFANET A L7 PIICBHENTWEY VT I 7 A LD—ER2FRLET,

121.2 EFMECRCEOI>T7107L—>3>

AEBICE, EBOETIVERET ST 17 L—3 3 >»a~v > N switch provision & 0 £7,

BEBEOETVIIHB TRESNET. REBIVHIRTEZEHA,

%3, switch provision OFEERIE, A I~ > N show running-config THERTE £,

® 12-1 switch provision MREIBERDIESD

#f show running-config

fidefault configuration file for AX2340S-24T4X
|

switch 1 provision 2340-24t4x
!
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12 ZBOEE

N =4 \
12.2 BRBEONYIT7Y TS - DANT
FEREF IR OERBEROERFIELZRLET,
IR [12.2.2 backup/restore v > FxHWASFIE] 2FEMEL TS0, IRTEFEETHEIE
THIEHTEFEITY, ROTESBRIERICHO-57-OEEPEMICZY, £/, ZRIEHTE W
O, BEIOLEEA.
1221 OYYR—E
N7y 7 DALTICHHAT2ERIY Y F—EZRORITRLET,

*®12-5 EROVYVR—E

v RE 18R

backup BEFOV T MY 7 BLUOREBEOBEREAB Y 7y 2 aXEY, MC, £723VE— 1D
ftp F—/NITRTFELE T,

restore WETZ Iy 2 XEY, MC, E£72I3UE— b ftp —/NITREL TV A EBEFH = A%
BICEBELET,

12.2.2 backup/restore A< > Rz=HWSFIE
(1) BRONYIT7VS

EEFEEICHRE L WA EEIL, backup a7y FEHAWTINY 77y FEERLTHBE £, backup
av Yy RNiE, BEOBRBICKNELROERE—D2DT7ANVICEEDT, ABT7 Iy aAEY), MC, &
T2AIANERD FTP = NICRELE T,

INSDBHRMICEENH > 7235E, backup A7 RIZKANY 77y TOMRERZ BEIO LE T,

- BEthov 7 U7

s X FvarIAEUA

s AF—tTFvSaArI4 L= ay

s I—HFHIF/ISAT—FK

« SSHHY—NDKA MRERT

» B Web 383k DB

« Web FREEEH

* Web REEDY —/\ZEEAE - MR - il CA SERE
« A MAC 83E DB

« MCEHE—F

« DHCP snooping N > T« ¥ 7T =9 RX—2 (REEXEAB 7 7 v ¥ 2 AT VIHELLHERZT)
s A YAN—NWEHDAZ )T NT 74

backup 2v ¥ FTRIRITRIERIFRESNZVOTERL TS W,

+ show logging v > RTERESNSHEHR T /EHZ L

148



12 HEOEIE

s BENIZBESNTWVERY VT 7 A Vi ¥ DBRERFHR
o I—HTFHTYNTEIRITONDZEF—LT 4 L7 NI PEEBEIORELL 7 7 AL

(2) BRDODUVAKNT

backup v RTERSNIZNY 77y T 7 74 L oERE2EIHT 554, restore I~ REEAL
9,

restore A° Y RZ2ETFT2E, N IT7 v T T 7AIVRIBRESNTWAY I NI 277y 75— A
Tr7AIVEFERLTEBOY I b7 27y 7 TF— b LET. 2OT7 v 75— MEER, BEIZHEIC
HEHLEd. FREE, BHINCRRICRDEDT,

B, restore Av Y RE2EFTLHEEIE, WOBICERLTLZE N,

o restore A7 RCHERZEIHT AEEIE, VAN TNROEBER UETNEHOEE CIER L -
N TTTT7AINEBFERHLTLEE N,

EEBOETINEZIRNE, show version Iv > RTERSINS Model THERE L TL 72 &0,
e NI TV T T7ANMMEBEDY 7 v 727 N—=V3 0, JANTRROBEBICEHLTWAZ L 2E
BLTLIEE L,

- 2

o BMBIIHREINZI—FTHI U E, X ITF7 v T I7ANCEENZI—FT7HT Y PRLC
(=GB LUOL—FOEM HRIEELSFEL) IKE25LDICLTL SV, I—F7HY Y PR
mBIGE, VANTRICZ ZANLDPEBIETEZ <2V ET,
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12 ZBOEE

12.3

fEERDEIH

REECIOERAPICREPRE LG EEESNICERLEZITVE T, BEBLICS U UEIRLEZF

Frfb LTIy, EIRABIC K 2 EBHEEZ RO 5 LIk o C, EFERARIPFIH LWL SICLET,

[ESEMIEEIBAE

12.3.1

FERER, BEONBICL > TEEBAEPELZD T, BEBLEEHABTZRORITRLE T,

x12-6

BEENICEIBAS

(e i)

FKEDI

EIBRE

REHEH

AR— b TR LEE

FEY 5 R— bOBEE
[HZ 6|1 BTV E
9. HEMEROREEN 6
ED & ZICEENFET
BEFIELET, 22721,
MEIDOEEFREEN S 1 K
ML &R 2 &, BEE

FE9 5 — hOEFHL
ZITVET,

FEITHR—bENT D
BEVHHShET,

[HoR#EDIE L £7,
XA VAKR—FEE (CPU BEEIHEITVET. B HETHAAVAR—FOHE ZEBHNOR2KR—-NENT
BEUSWHI) [H% 1 B LI I ER T 5 ML EITVET, HBEVPFMESNET,
&, BERRIEOEEENN | 6 @ELROEEEIHDE
fELgg, *2 &, sv=vrarvra
TV —ayEHEro
AR— hDIREEZ disable 12
BRELTCEELET,
XA K- REE (SW¥  BEEIHZ 6[,/1 K FBUTHAA v F IO BENOLER—-FENT

TWEY. BFEROME
B 6EDE S ICEEN
RETHEFLLET, X
2712, MEORERE
75 1 BEL ERT S
&, BEEIHOEEZ IH
fELEd,

Ty OBRMI LRIV E
ER

BHEENVTHENT T,

BEREE (PS)

KEOEMICNELE
LT R AR AR
IELET,

EEzFELET,

EBEA2KR—-FENT D
BEPTEHISNET,

BOO7yvEERICL
£,

BHEEERZH D EE A

77 U EREEE L E T
PEEICEEIHEE
Ao

FEX] SWIIBRENBICL > TEIHABPEZD X7,

X2 V74 L—3 3372 Fno system recovery CEIHMEEZITOEWVEEE LTWAHEICIE, BEEH

ZITVWERA
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12 HEDOEIE

124 A7 5 v aXETIANREEOFEEIA

(1)

(2)

AEBIVI VI T, VT4 b—Yay, uliERizy, BEBROBRELELT, AE7Sy>a

AEYZFEHLTVET,

W7 Ty a2 XAEBVIETNA AO—RI 255 L, W2 5N AEICERPH D 9, ZOEEZEB
ZATCEXBZIIEE, WE 7YY XTB)IRREBTLIBEFENIHDET,

KEBONB T TV V2 AT YANDEZRAREZMEIL, 20 T4 L —Ya v i2BRELEEE, BLIUEBIC
SUT—EOEAIVY Y REEFTL-EETT. INH5DOEIEE 100 Bl L7-154, 10 FEET

BEAHEREITETHZENHVET,

aA>7«7L—3>3av R

WET TV YA REYANDEEAAZMICAFE Iy T4 7L —Yayavey R, RISRLET,

* save (write)
+ ip ssh authkey
+ ip dhcp snooping database url flash

BERIOY R

W7 Ty Va2 XBI)ANDEIAAZBIC L HFERERIT Y RE, ROFBIRLET, &8, /075

LYy SaAwy RETHLEE LTI,

x£12-7 ABT7 Y2 aXEINOEZIAAZEICRZEERIVR

D%

BROY >R

aAvT74 7= arET A ILDORE

copy, cp, rm, delete, undelete, squeeze, erase
configuration

oA rt*a) 5+ & RADIUS/TACACS+

adduser, rmuser, password, clear password

SSH set ssh hostkey, erase ssh hostkey
EEOER reload, backup, restore

V7 b7 DER

ppupdate, set license, erase license

a7

clear logging

EEERA U T b

install script, uninstall script

IP - ARP - ICMP

show tcpdump (writefile /$5 X — & f57E )

Web 83k commit web-authentication, set web-authentication
html-files, clear web-authentication html-files
MAC %3k commit mac-authentication
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MCEHE—R

ZOETIX, MCERHE—RIZOWLWTHAHALE T,
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13 MCERE—R

13.1  f&SH
13.1.1 =

AREBIIBE, WE7S5 Y YaXEIDOV T by o7 ERBIEHCREE LETH, MCEHRE— R2HEHRT
BERIRTENEDS TEE T,

KB
V7 b7 EEBEREDL SN LORMULE MC 2FBAL, AEBLEEHITSE, MCHOV T b
V7 EEBBRCEELET, ANE7 Iy aXAE)EMCHOBRICEDDH HHEEE, WE7
Ty TaAREYNEHFINET,

ERAF O MC @A
EAFTICMC 2 AT E, BEITY 7 b7 7 EREBEBRI—HETMC IEESNET,
MC HAa—< > RETR

M 2~ > N update mc-configuration 25792 &, V7 bV 7 EEBERNP—FET MC ITREF
SNET,

MCEHE— FPED B EIL, WIIRT I Y NOETRIC, FHa~ Y FOFEICMA TCGERa~ > F
update mc-configuration DL HETETSNE T,

e AVT7 4 Vb—YaryavryRsave TAV T4 JL— 3 v 2 RER
« AV Y Ncopy CAV—RICAY =TTV T4 7= 307 7 A VETEER
« R I~ F ppupdate ®EITH

13.1.2 MCIICIRTFEESNZ 7710

MCERHE— FMERHEBIC MCIZRESNSE 7 7 A ILEIRISRLE T,

F£13-1 MCICIREFENB T 71

I5E NE MC [CIREFES N D EHR
V7717 BErov 7 vy axsroot/k.img
EEFR MEFA T~ > F backup M4 0B /axsroot/mc-configuration.dat

T
HROBEBEFRICOVWTIE [12.2 ERABHRONY 77y T - VA7) 2BBLTLIIES 0,
13.1.3 MCERHET— RZERUERFIE
MCERE— NI, YATLEA, BRAE, BESRLEQEBA VT V AEETHHATEZEI., 20
BRI, ISR FIETERL TS0,
(1) YATLEAEF
T.MCZT74—<YYy NUET,
ARIEBEICMC 2HAL, EHI~ > Fformat mc 2T LTL &0,
2.MCERE—RZERELEY,
#H O~ > N set mc-configuration 2T L TL7Z &,
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13 MCERE—R

3. AT LEREE, BREDV T M7 ERERHRE MC ICREFELET,
M o~ > K update mc-configuration #FE/T L T2 & W,

AMCZBALILEFERLET,
(2) PRATLEREEER
1.2 A7 LBEEE, SRKEDV 7 M1 7ERERRE MCICREFLET,
A 0~ > N update mc-configuration Z%E4T LT 72 & W,
(3) EEMREF

1.HULLWERBEZHARLE T,
2FUVEREICMCERE-—RZERELET,
EM O~ > N set mc-configuration 2T LT 7Z &,
3HULWERENDERZ OFF ICLET,
4FUVREIC, TBFIOREDY 7 MU 17 EREBREZRELIEMC ZEBALET,
5. ULLVEENERZ ONICLET,

(4) FAED MC {ERLEF

1.HLLMC ZHERLZE T,
2MCHA77EAPTRNVWC EZHEERLT, ERPOMC ZHELET,

JEEREICHLLMC ZHBALET,
BEOVT Y27 EERBRHRAP—FETMC ITREFEENE T,

13.1.4 EEROEE
MC JBAE — FAZIHC MC B & Heth L 1 B8 0B (E & ORISR L E T,

£ 13-2 MCERTE— RTMCESKRLFOEE

R I BESE i
B MC 5 M7 5 S 2 AT DY T b =75 L CRERET, BE
HEBLET.
MC ko R £, MC HOBEROEAAH LI LI 2 & 2T mf D 7
PARRENET .
MC BB MC & K280 MC 5B R T O 7 RIS E T
MC &% ABARR %7z, ST2 LED 7#&sUT*! LE 9,
MC ATy 152 MCFIER vy FEFLT—RRTIEA v - UHSRRSNET.
FTH MC %2 AB%EH
MC % S BETRE
FREMS DTy 1E MC KR MC B R T O 7 RIS NE T
S ETH MC B2 A B%H
MC 2 B5RTRE
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13 MCERE—R

Il

ST2LED PBERMILTWnAEEF, MC 2RO L GERB 7 2R L TS,
%2

R 2~ > I update mc-configuration 7SR T,
X3

WICRT AT Y RPWRTT,
avI74 =Y aravry Fsave TV T4 T L—3 3 v &2 RER

BHAIY Y Feopy TAV—HRICRY - Ty TaAr 74 L= 3 v 774 VA EER
- @M 2 < > N ppupdate D FE{TH

13.1.5 MCERE— RERRDFEEIR

(1) fEEE DHF
BB MCHERE— FE¥OY v F7OEY 2 20 YOMANEREHA, KEEAER, €0
5o FFUET 320 IHEME LD ET,

(2) MCIZRESNIET AL NUBLTT71IICDNT

A o~ > N update mc-configuration ®%EfT, 721 MC OfFAICL > T, [£13-1 MC

, IZRESN
%7 7 AN ITRTEAMTMC RICRES NV 7 Y 2 7R REFRIL, BN, £E, BXUHIKRZL
BVTLEE W, T, BMMBEELGNTLLZE N,

(3) MCmOikEELICDOWVT

EEEHRIE, MCHAOVT hy 7 EEREBRTEH TS0, MCIZT7EALTVWET, BED
HEENWTTIHETMC 2P HNTIZE N,

e MCZBALLEER, WEZSv I aXEUDY T b7 EXEBERS2 MCICEZXAATVET,
ST2 LED 7J“ﬁ"§,@ﬂ LTWAIE MC 20wt Zasn

e MCIZ7 7t AT AEHIVY FOETHIZ, MCOEZELEZ LEZWVWTLFEE W, MC ORkEEL %
FELLBHETERWCEPHDET,

(4) DHCP snooping N1 > T« 2T T—INR—ADFRFFEICOVT
DHCP snooping N\ > 7« ¥ 7T = RXR—=ADREFEFRZNET 7 v ¥ 2 AT VIHEE LHE, Ak

TMCICH T AHEEERICITEENETAH, DHCP snooping N1 ¥ T 1 ¥ 7 F—& X— 2D EH
FEBBHS MC ILRESNEYA, 20720, MCERT— R2EHAT 55

#H&1d, DHCP snooping
NAYT 42T T R=ADRERE MC ITHEET 5 2 L 2L £,
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13 MCERE—R

13.2 aAv>RAHIR

13.2.1 Av>R—E

MCERHE—FOIY 74 7L —Ya>yavwy R—E2»ROEFIIRLET,

#®13-3 dA>7147L—>a>av R—E&

av>RE BTl
save (write)® WELLaV 74 7 V—Ya v OWRNER, A¥— 7Tyl arr47L—yary7rAlL
NMEFELET . MCERE— ROEH AL, A 3~ > F update me-configuration
DML BB TETSNE T,

X
[ 747 L—32a<w Yy RL 77 LYy A [3 av74 7 b—YaryoiREeiafE] 2B LTSN,

MCERE—RFOEHIV Y F—E2RODFITRLE T,

x®13-4 ERIYR—E

YU RE A
set mc-configuration MCEHE—FZHRELE T,
update mc-configuration BEFOV T by 27 BRORBEOERE, MCICHAILET,
copy*1 HWELIZTZ 7 ANEEZT 4L M) 23— LEd, MCERE— FOER

BBEE, AP AY = Ty FAY T4 T L= ar T rAILDOEEI,
#EH I~ > ¥ update mc-configuration DAL HETETSNE T,

show system*?2 EAREEFRRLET,
MC ¥R £ — FOBEREEIZ, 2~ > Fo [MC Configuration mode| THe
BWTEET,
ppupdate®3 BELEY I 7277y FF—rLEd. MCERTE— RPEDRIBEIE,
¥EH I~ > F update mc-configuration OE L HETETSINE T,
Ex1
DEAZIVYRLI 7LV R] [4 avT747L—vared7 7 A VOEBE] 2B8BLTLIES 0,
X2
DEMAa~ Y FLT77LrZ] [9 BEBEOEHE] 2ZBL TS0,
HEX3

NEAI<vFLI77LYRA] (14 V7 b7z 70ER] 2B LT EE W,
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tovvyFrOoeEya=>7

COETIE, YuyyF/ueya= v Il oW THHALE T,
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14 ¥o9yFraeva=—>7

14.1 fE5R

14.1.1 BI=E
YuyyF7Fuvrya=>r7ik DHCPH—N, TFTP ¥ —/N, BRI —/\kE%2E&T AX-Network-
Manager SEEL, V7 MYz 7A2ECEERREEH CHELBICRELE I,

BEZEICI > TRBUI-EEOEREZ ON KT 2 &, BET AX-Network- Manager 5 HEFRAE
BEISNTHEBICRMSNET, ChICk-T, IYVY— LY MC2ERALELTH, EERHRELEER
DIYANTHTEET,

YuyyF7urya =y FOEEHERZROKIIRLET,
14-1 O9vFrOEY s =27 O EHE

AX-Network-Manager
« DHCPH—/3

< TFTPH— /<
B — 1
. ‘
2.
r —————————— :m [ EEFFFH BHEFH
TT HEE
V
> s g
Xﬁﬂj_ﬁﬂg BENRELEE

LR 5 REEBOBERZEHRT S
2.[EEMPFE LI EE T S

B IZEBEDEFEZ ON IZT B
AZBLUIEBICEBERRZYVA LTI S

BB, VAT LAOREBOEERERIE, AX-Network-Manager TNy 77 v T2EFLT7ALELT
EBEINTWET,

YuyyFrueya=r i, a7 47— a>av R system zero-touch-provisioning % 5%
BLOREFLRET, BEEEE Lo & ZICEEL £ 9, system zero-touch-provisioning 2~ > Rl
TR CTHEM T . ARELZFERLZWVWEAIE, I 7471 —3 337> Fno system zero-
touch-provisioning THIFR L T< 721,

14.1.2 &AEEE AX-Network-Manager & D&ERE

Yoy v FFueya=>rr T AX-Network-Manager E3BET 2121, ZEB P 7 FLARY—N\D 50D
77 AIVESESNETT, N6 OMIEIL, AEEICK> THBTETSNE T,

(1) =EIP7RKRLADEUS

LEBRERIC, YuyyF oy a=r7EHO VLAN ZI3PEETE 9. 2hllsto VLAN ©
BINRTOBFEZHERELET. 4B, FHIRETIZ VLAN 1 (F7 %)L VLAN) DPAREEERTY .
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14 ¥o9yFraeva=>7"

QAREBOYUY vF UL Y 3= Ik > T, AX-Network-Manager (DHCP #—/\) 7 5 A##E
BATHEHTAEEBEIP 7 FLAZEBLET,

BNV T TS TrAINEERBTS TFTPH—NDIP7RLA, BEXUO77ALVE%EEBLET,
2) NvI79 T T771INOBREBEJRANT

1.AZEBD TFTP 754 7 > MEREIC K - T, BUR L7z TFTP ¥ —2\0D IP 7 K L A T AX-Network-
Manager (TFTP #—/\) AL, NvI7v T 74 VEBUSLE T,

2R IT 9 TT e A NEEEL, B LB R AR EOREERICES NS - A, BEE
A LR LE T
14.1.3 OvF O S a=>70NET771I)L

YuyyFrurya=r ORI AX-Network-Manager 225 Y A b7 SNAEEFHRZ IROREIC
RLET,

#F 14-1  AX-Network-Manager h5 1) 2 N 7 EN3EBIER

NI 797714 IIiER RE

—HEEHR REBOV I MY 2T, AVT4TL—Vay, FRET—IR—R, 4t
AEH G EE2—DICE LD EBEW.
AX-Network-Manager 2%5&F 2+ > N backup THRE L7z b 0¥,

%
WROEBEHRICOVTIE [12.2 ERABHRONY 77y T - VR MT] 2B LTSN,

YuyyF7rurya=>rr7iF, AX-Network-Manager IC—FEBRONY 77 v T 7 A VHBEET ST
EDAEATT

14.1.4 €Oy F O 3= 7 %#ERUEE

tuyyF7/uey s v VREBOBEETHATEE T, OB, ORI FIETEREL T ES
l/)0

(1) IRFIE

RRTRIHUWEBZRHELE T,
AX-Network-Manager & O@F AT 2 VLAN 2%EL, YuyyFrueya=r 72 EFHIC
L7-EBEZHBLTLZE N,
2.5 LWVLEED MAC 7 RL X% AX-Network-Manager BINEERL T
AX-Network-Manager flI CEHEL TWAN\Y 77 v 7 714D MAC 7 R L ZEHY, #LWEE
DOMACT7 FLRICEESNE T,
BEENREUVERBEHUVWREZRIEL, LAN 7—7 g e TIEFEERICERLUET
4 FHUWVEEDERZ ONICLET,
5.HEI CEERROIVANT7ZBIBLET .

Zo &%, AX-Network-Manager & DEEICfEH T 2 VLAN 2 P@EETE, £hll4to VLAN T
BIRTOBEEHERELET,

DANTHPET L TCEBEOHESHNTETIHE, IXTO VLANPBETE LD ET,
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14 ¥o9yFraeva=—>7

(2) E@?&@ﬁmu\ﬁ/ﬁ

LERBBOMLE, EHI< 2 N show system BLOER T/ THRTEEI,
s YuyvyFrSueyas=r gt — NiEE)
HEIU X NTHETSNT, BEPEH LI EEZRLET,
o BEE— NiLH
HBEIU A NTHAETSNEZNT, ZABBEOREBRTEH LI E2RLET,

WEE— TS L-ERICE, AX-Network-Manager & OEREAKL, YA NTHTZ 74 VOFH»
ABRBLENHD LT,

1415 €O9vyF7OEY a2 7 FEREOFERER
(1) fgEE DHEF
€y yFFOEY 320 71, RIORTREEE FRICER TS $ A

« MCEHE—F

EELFKICYuY yF T uya=r e MCERE— ROmMADPEDEHEIE, MCERFE— D
Exh, AEENEEZDET,

s [PAVHT—R

Yoy F 7 ueya v I EMEEEE, VLANA VY 72— A IPERE2BRECE A, F
7, IPBHOBESNS VLAN 1 V¥ 7 1 —ADFEET HB41F, FAEEEZENICTEEEA,

(2) YO9vyFrO a7 ¢ERT S VLANICDWT

tayyF7ueya=r R0 VLAN &, REEHRO VLAN & LTREL T EE WV, KERETH
9% VLAN (%, #HREETIZ VLAN 1 (F7 %)L VLAN) PBESNTVET, fligEEEE L%
WEDIZ, AHEBEHEMO VLAN 28D TTL RS0,

YuyvyFrueyarrEERLZWESIE, T2 7 07— 3> a2 K no system zero-
touch-provisioning THIFR L T< 723\,
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14 ¥O9yF7OEva=>y

142 T RHAALR
1421 <> R—F

Yoy yFrTueya=rr/0arr47b—yaravy F—E2ROERITRLET,

x£14-2 2>747L—>3>a7 K-8

JvU R A
system zero-touch-provisioning YuyyFruaeya=rI7EEMILET,
system zero-touch-provisioning vlan YuyyF S ueya=r 7 cfRETS VLAN 2FRE LT,

YuyyF7rubya v roERAIvY F—EBE2RORIIRLET,

*®14-3 EROVVR—E

v RE SHEA

show system™ EAREEZRRLET,
TusyyFrIuey sy JEHEE—- FORKEIE, Ravr RO [Zero-touch-
provisioning status] CHEETZ £,

X
NERI~YYRL 77 L2 A] [9 EBOEMR] 2ZBL T 230,

14.2.2 £O9vyFOESa =27 DRTE

YuyyF 7oy a =y JE3PHRETERNTT. COBE, HHAT2 VLANIZ 1 &2DET,

(1) RT3 VLAN Z2ZET 355

YuyyF7uvyarICcEATS VLAN 2REL, YuyyFaya Vv r72B8MLET,

EREDRT > N]
Yoy F7aeya =/ TlERAT S VLANIC 4094 2R EL 9
[T > RICKBEEE]
1. (config)# vlan 4094
(config-vlan){f exit
VLAN 4094 Z8E L £ 9,
2.(config)}# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)#f switchport access vlan 4094
(config-if)#f exit
A—1F 1/0/1 12 VLAN 4094 %2 F%ELE 9,
3. (config)# system zero—touch-provisioning vlan 4094
YouyyF 7oy a=r 7 THERTS VLANIC 4094 ZREL £ 7

4. (config)# system zero-touch-provisioning

163



14 ¥o9yFraeva=—>7

YouyyF ueya v rEEmILET,
5.(config)ff save
BRENB=REFELE T,

CES=IE]

s RENBIROEBEHF P SEHSINE I,

&, YuyvyFSurys=— rx2F

AIEBD VLAN A ¥ 72— R [P EREZEL TS5
MCTEERA, AEREEEWICT AEEIE, VLAN A ¥ 72— 2Ah 56 [PEHEZEIBRLTL S
W

(2) EOo9vFOC a2 o0 =@\YcTBES

=

Yoy F 7 ubya v IR ERALZWESE, a7 47— a v EEIBRLUTENCILET,
[EBREDRAT > K]

YuyyF7/uyarrzHBRLET. RMEEIZTHRETE /-0, HHLRZWEEIZEIRL
TLEEN,
[Ov > RICKBEETE]

1. (config)# no system zero-touch-provisioning

YuyvyFFuryas =y rEENICLET,
2.(config)# save
BRENBEZRELET,
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COETE, V7 r7z7OEBIIOVWTHHALET,
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15 Y7 kD7 DEE

15.1 VI KNII77 v 77— NOgEeH

15.1.1 #1&

VI NIz T7OT7 Yy TTF— &, IBN=Va3 OV T T T7hoHN—=I3 > DV T Iz TN~
Varry ST EREBLET, VI N7 TET Y TTF— T A2, UT— MEREERS MC »56
T TTF— T A NVEREBICEXL, @A~ Nppupdate 2ETLET. 7y T — M, EE
BHOaO 74 7L —2aryBLUOL—HPER (T T7HT b, NSAT—FaE) ZEDOEE5| /D

ngd.
(1) VE—-MERERHISDT Y TT—h

PCED ) E— MERWAL ST v 77— T AWM ARDOKITRLE T,

®15-1 UE— MERREADS7 v 77— T BRN

) E— MERRR

1. ftp
2. ppupdate

IPv4/IPv6Ry k7 —%

TyvIT—h
274

1.7y 75— 774 % ftp TYE— MERMKD? 6L REBICEXELE T,

2LAREBICO A V%, Ty TFT—ha<v R (ppupdate) ZETLET.
(2) MCIZKBDT7Y I T—h

MC 2R LT7 v 77— b 2RNEZRORITIRLET

B 15-2 MCZ#ERLT7 Y FT— k3T BRN

] 7yvIT—1h
2. ¢cp TrAIL

3. ppupdate

n v
— ... EEEHEE
J—"0 SYTLT—T -

arvy—=I

L7y 7TF= 7 7 A UHBHESNTVS MC 2AEBICEALE T,

2.7V T T—=r 774 MC »5AREBICIY— (cp) LET,

JAEBICO S A V%, Ty TF—bha<v R (ppupdate) ZETLE T,
15.1.2 7y 57— b D%

7 FF— MEER T HBEICRONE TR LT B S0,
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(1) 7y 7FTF—NCHELEMG

REBAT Y TTF— NI 7 ALZEEL, T 7T — 1A Y REEFTE2012F, W OO %5
IREPHET, Ty T — MNIBELREHEZROFBITRLET,

15 VI RIIT7DEE

£15-1 79 /TF—NIHEBLREFE
BE KM XHLT5E

i W75y YaXEVIL, 7v7 AERROLEDTY FF— b7 7 A UDEETERVE
T— R 77 AINVERERETEERE | &1, [Q) WET7ITv Va2 XT)RERHEET S HIE]
RAAEBPHEREISNTVWSZ E, ¥ | 2BBLT, DEGRERBZEZHEMRL TILZI 0,
EHI< > Nenable TEBEHE | 7y /TF—bIv Y N2ETT BT enable 3w FT
EHEE— NAEEITLH7D0OERY  EBEHET - N EEITLI2URENH 570, BEEEE
HBHTE, E—-FOHEREFREL T ZS 0,

V) E— MERARER VE— MEAWRKIOAREEICH VU E—-MEAWKEZHABLC, AEEBELIPEENTES

PoEDT v TF— LTxy NT—VRRETIETE L5539y NT—JIZERLTLES N,

b BIRETHDH &,

JE—- MERMEKTHp 7547
YRV T NI THEEL, A%
BICHLTT7 74 VDOEEAA

(put) BTEBHZ &,

ftp 7947 b7 27 EARLTC, U E— MEAR
WARICA VA R=LLTLZE 0, %8B, Windows T
X, OSIfHELTWS fip 2EHATEE T,

JE— MERBER,»SOD ftp 71
FaNICEBYE— T IERE
REBTHFIT LTS &,

a>74 7= a>rav K fip-server #5%7E LT L
728\, 7z, config-line €— K (line vty) T7 7 A
YA NEEELTVWAEEICE, VE—- MNERMELSD
TURAZHFATHREE LTLLZ S,

)& — MERWARD SREEAD
TAUTEBT L,

V) E— MERMEKD S telnet T Z A VT BIBEEICIE, T
¥ 747 V—3 3w R line vty T telnet 70 + 2
WIZEB)E— T 7L RAEZHFATHRELZ LTLILE
W,

MCicka7v 7
F—

QY= oREBAT T A
TEHI &S

VY= VEREBEZHERLTLIES 0,

VY=LV TEEVI VI T7HMERTESLSI1ICLT
FEEV,

X

A <> F show system T, WEgK7 7 v ¥ a2 X €Y DL—VEE (user area) 12, IRIRTEM EOKREHAE
(free) PHAHZ =R LTSN,

T TTF—= T 7 AILDY A X+ 10MB

(2) AB7ZYYaXEVBEZHRIRT DA

WEL7 v Y a2 XBVEEBPARLTVAEAE, IR HETKRERAEEZHRL TS0,

o /usr/var/core/BERD 7 7 A IV EER I~ K m THIRT %,

« R o~ > ¥ erase protocol-dump % %£479 %,

« ERH I~ Fsqueeze ZEITT %,
o I-PHEBIRFELTWEL1—F7 74 LEHIET 2,
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VI Iz 7OER

15.1.3 7y 77— NOAREIR

(1)

(2)

(3)

168

7 7 1 IIVEXROERER

TvTT— b7 7 A, K%E"J:@/usr/var/update T4 L7 PIETICkIimg W57 74 LE T
ELTLEZV, TTIXT7AUDPFEELTVEHEEE, BBFEO7 7 AV EEELET, &8, 77 A
DT 7 AMEIC K- TIE, EHhD1— ﬁxﬂﬁmbtkmg774» CEBEXTEILRVWEEPHDET, £
DHER, b!ot/bk.lmg T7ANVEERIYY R THIRL T HERE LTSV, F/, EEES
FOT7 7 ANEERSTHER, BoleT7 7 A VZHRL TP SBEEEEL TS0,

HEx BRI Y Fmmuser THIRREADL—FBIER L7 7 A LDIGE, EH I~ N s THMERZ
BRLIEZIL, 77 MVFBEREEZHFETCRRILET,

MCHS5T7 70 e0E—9 3L ENDFREIE

e MC X, B8R AFHAL T &,

s HEICPCRERZFERLT, 7v/T—1+77A40%2 MCIZEMRLTBVLTLIZE,
7y TF— N7 RETROEEEIE

s Ty TF—hav Y RPEERT LEAIE, RO~ R2EFT LT, ppupdate.exec 7 7 1 LDFH
WMARER L TLIZE W,

Ls /tmp/ppupdate. exec
HEITATFANDEMLETAHEZE, BRI FmM THRT 7 A LEHIBRLTLEE 0,

s Ty STF—baT Y R, BROLI-FCRIBICETTEE A, ETLLHBE, X vt— [another
user is executing now| #FRL, BEKTLET,

e IV T4 L—33 ATy RE—FTR, 7Yy 7/ F—brav Y REETTCEEEA,

o kimg 7 7 A VIFHIBRLZWTL 2V, BERTRICT7 7ML 2EHTE 2 ZDET,

o T T —METHIE, BEE OFFICLAEWTLEE W, BIEN OFF Iz - 72541, BEHE, &
MHPET Y FTF— R 2EETLTLIZE Y,

s W77y VaXEBVIREESRTWAIY 740 b—2avid, 7y T— MON=Va VIZHA
BPF|EHPNE T, FESNTVEZAY T4 7L —2 3 VORERDPSZVWVIRETTY Yy 75— 1+9 5%
L, A7 L= a vOF|ERIICERPEIP B ENDHVET,

BB, N—=Var ¥ A, RYR—NMIGARIV T4 L —Yaridbor UDHIBRLTL
SV, REEBETIX, RUYR— I3 T7407L—a VidHIBRLCGERT 7290, EXILZWVWARAY
NI =T BRI EZBENNDDET,



15 VI RIIT7DEE

15.2 7Yy 77—bhOIYRHAAR

15.2.1 OV RKR—8
79— MY B EA Ty F—EARORICRLET,

F15-2 ERAIVYYR-E

OV RE H8A

ppupdate BELEY I 277y 75— LET,

15.2.2 7Y 5F—RN7 71 D%H
T TF—=MAFERT ATy T — T A LR ERBLET,

1. 32747 L—23>aF 051 REVEH EFFELTVLWAWVESEE, 7y F—MoRilcad>
J147L—3>av> Rsave ZFTLUTC, A7 L—>3a>zFREFELET,
AT T L= arvERFELRVE, Ty T MTROBREEICK > TRERMOI > 74 7L —
YavilRDET,

2.show flash v > RERTLET,
W7 T2 XEY DI—H4EE (user area) 12, IRITRIEL EORFEHER (free) PH5HT &
EHERLTLIZE 0,

Ty T T—=bT77ANDOYA X~ [/usr/var/update/kimgl O+ X+ 10MB

3.7VTTF=RN I 7 AV ERERBICERELT, kimg EWSERFITT 1 L7 M (/usr/var/update) (C
BEFET,
7 7 A VORI, FTP 2T 5 H%& MC 2 AT 555050 9. FTP 2HAT 25414,
NAFIE—-RTEELTLAEEVL, MC2EALTT v 75— b 7 7 1 LEERT 5012 RONIC
RLUET,

15-3 MC ZERLET Y 77— N7 7 1 L DOERXfA]

>ls me-dir

Volume in drive C has no label
Volume Serial Number is 0000-000D
Directory for C:/

k img 87436856 YYYY-MM-DD HH:MM
XX files XXX XXX XXX bytes
XX XXX XXX XXX bytes free
>cp me-file k. img /usr/var/update/k. img
>

>ls -l /usr/var/update

total 28952

-tW-r——r-— 1 operator users 87436856 Jun 18 17:57 k. img
>

THROEDFTT 7 ANV A REHRTEET,
4.ls -l /usr/var/update A<v > REETLE T,

kimg 7 7 A VH A W, BUBTLOT7 7 AVP A REFE LW E2HERLTLES W, HEERMKTL
725, [15.2.3 7oy 7F—Favy ROET] ICEATIE S,
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VI Iz 7OERE

15.2.3 7y F5F—RNITROFET

170

V7 M 2T7ON=T a3 VEROFIETIHN=Ya v P ofHfiN—Va ii7y 7= LET, 7y
ToMETIAE, BEVHE THES L LY. HEHHICIGEF, —RNICHHENns720, EELT
LIZEV, 7z, FRNCT Y ST 7 7 A VEREBAEEL TBLTLZE D,

1.enable v > RZEHTLET,

ITY RFOVT A B CEEShET.
2.cd /usr/var/update V> RERITUE T,
3.ppupdate kimg AV¥ > RERITLET,

A VAR=ILENBEY T T2 TON=Varveé, 77 TF—bARPERENET, 7V I TF— D
SETT A&, HECEBIHESHLEI,

4. BicEhk, BERECO7T1>ULET,

5.show version Y > RZETLT, 7Y T—MEON—-2 3> TEMELTVWAR ZEZERLET .
7y T T bOEFHEROKIIRLE T,

15-4 7 v 77— NDOETH

5 enable

g cd /usr/var/update/

#ls -1

total 28952

Erw—r——r—— 1 operator users 29603328 Nov 3 00:42 k. img

#f ppupdate k. img

Software update start

Broadcast message from operator@ (somewhere) (Wed Jul 14 15:32:20 20XX):
Tk kR kR koo kkok

s*x UPDATE IS STARTED. *%

Tk kR koo kskok

Current version is 1.0

New version is 1.1

Automatic reboot process will be run after installation process.

Do you wish to continue? (y/n) y

100% | sxkkssksrsskskrkkkkrkrktk | 28909 KiB 1.72 MiB/s 00:00 ETA
Update done.

Broadcast Message from operator@
(??) at 10:25 JST...

skekskskskskkskskokskskokskokskskokskokskskokskskekskokskkokskkekskokskkokskokskskokskkek

*% UPDATE IS FINISHED SUCCESSFULLY. *%
skl kkskskkok Rkl skl ok
#

login: operator
Password:

Copyright (c) 20XX ALAXALA Networks Corporation. ALl rights reserved.

> show version software
Date 20XX/11/03 18:07:46 UTC
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S/W: 0S-L2N Ver. 1.0
>
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15 VI hOI7DEE

153 F7> 3231t ADE:H
15.3.1 =

REBICIE, AT a v IA LV RAERETEET, AV a v IR, BBICEE N2 6NHEE
ZHERATA7-DICNEE LD T4 AT, (TIIKEC SICRELET,

15.3.2 #723a>S51 > RICET S FREHE

s AT avIA VAR, EBICHRLZLOERELTLLZS W,
c AT ar I AORERRIZ, EBEICRESNE I,

BEOZHLY) 7 F I 2 T7OHRA VA M—LEZIE, 73054 AOBREIDETT, V
Tz T7ON—Y a3 Ty TRICIE, AV ar IS4 RAOBREIIAETT,

e I avIA LU ARRE LGS, RELNMIT HICIIEBEZ?HEH T I2MNENHDE T,

s HAWREDT T arIA U ANRESNIRET, JIHEDL T a v I/ A%EBINT
xE9,

2
i
A
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154 A723>34E>AOIY RAAR

15.4.1 <> R—E
FTarIAty AICHEATAER IV F—E2ROFBISRLET,

x15-3 ERAIVYR-E

IR A
set license AT arI AU AEFRELET,
show license BRESNTVWALT S arIA Ly AE2FRRLET,
erase license HWELEA S arI4 ey ARHIBRLET,

15.4.2 F7F2a3a>31t2ADEERE
AT ars4t A, AL VAF—ZFERHLTCROFIETHRELE T, 4B, SV AF—-F [#
Ty ar oAty AERFFHEENER T A LAY — b ICRBREATVE T,
1.enable v RZEXRTLET,
2.show license AV RZFTLUT, REDA S>3 S51 > ADEERREERLET
3.set license key-code <license key>av > REETLT, 77/ a>S1t>RE/ELFT.
<license key>12id, BETHTA LV AF—ZEELTLLLZE W,
4.show license AV RZEHTLUT, BELEA TSV 3> IV ANKRRSINBZ L &HRALET,
BELITA L AF—DFRHE 16 IARRENET,
5.reload -f no-dump-image v > RZETL T, KEZBREEHLE T,
BELITAL UV AF—1F, EEVPHEFLI-HETENIEDET,
6. BicHE, BERECO71ULET,
7.show license AV RZFRTLUT, BELEF V3> I8 ANBHICHEO>TVS I L ZHERL
95
FTvar A AREOETHEROKITITRLET .
15-5 #7>a>51 > AREDETH
> enable
# show License

Date 20XX/11/03 10:35:39 UTC
Avai lable:

It set license key-code 1f00-1234-8000-0000-1234-5678-abcd-ef00
il

#f show Llicense
Date 20XX/11/03 10:36:07 UTC
Available:
Serial Number Licensed software
1f00-1234-8000-0000 OP-ULTG(AX-P2340-F21)

#f reload -f no-dump-image
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login: operator
Password:

Copyright (c) 20XX ALAXALA Networks Corporation. ALl rights reserved.

>
> show license
Date 20XX/11/03 00:27:05 UTC
Avai lable: OP-ULTG
Serial Number Licensed software
1f00-1234-8000-0000 OP-ULTG(AX-P2340-F21)
>

1543 F723a>S1 > AOHIBRAE

174

F T arsA4r ARROFIETHIRLET,

1.enable Y REERTLET,

2.show license AY > REEFTLT, BEDA > arI1t  A0ERERTZERELET .
HIfR g 247> a I ADV Y TLESEZEREL TSV, Y TLESIE 16 HTOEHFT
ER

3.erase license <serial N0.>aY > REFRITLT, #7723 >51t> A%zHBRLET .
<serial no.>12ix, HIRT A7 3> 5A4 ADT Y TILESZIEEL TS0,

4 HERA Yy E—IDHRRINES, Yy ZANUET,

5.show license ¥ > RZETUT, BELEA T3> IF1 ANEBRENTWS L ZHERELE
To

6.reload -f no-dump-image v > RZXR7L T, KEZHBEHLFT,
HIR L7t AF—1F, BEVHEE L/-HE TEYICEDET,

7. BicE®, BEXBCOST1ULET,
8.show license AV REEITUT, AT a>T1 AN EMNCHEO>TWBRZ EFERLET,

FTarsA4ty AEIBOETHZROKISRLET,

B 15-6 A a>S41 > REIBROETH
> enable

#f show license
Date 20XX/11/03 00:27:53 UTC

Available: OP-ULTG

Serial Number Licensed software

g 1f00-1234-8000-0000 OP-ULTG(AX-P2340-F21)
#t erase license 1f00-1234-8000-0000
This serial number enable OP-ULTG
grase 0K? (y/n): y

#f show license
Date 20XX/11/03 00:28:12 UTC
Available: OP-ULTG

#f reload -f no-dump-image

login: operator
Password:
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Copyright (c) 20XX ALAXALA Networks Corporation. ALl rights reserved.

>

> show license

Date 20XX/11/03 00:30:06 UTC
Avai lable:

175






N
v

S/ IRERE

BT, AERBOEBNHEICOVWTHIHALET,

Ml

y
N

177



16 HESIHHE

16.1 EHEFIREBEDHESN
16.1.1 EENHEEOHS

v b= OHEHEOEIMICHZ, AR — l\@%ﬁ%iﬁ@b’(b\é’f—xf‘bi, B L7oA— MR
DENLHEBELTVET, ARETIE, EENIREICE-T, AEITHEShA2BNhZMAONE T,

(1) BR—NT2EESIHEE

AEETIE, BENMES LRI IBEZYR—PLE T,
» EEE #ge

« K=+ OENLKE OFF

16.1.2 &EEFHRE
(1) EEE #%ge

EEE (Energy Efficient Ethernet) &I

, IEEE802.3az THEE(LEN TV A EBIMETT, T— X%
EN72 & ZI1CLPI (Low Power Idle)

—RZ%Y, A=Yy FOEBENZEEIEET,

RIEE S HFHEBOWITA EEE EEEICHIE L TWARELHY, T — 1T -3 >0 VLT
Ot 2T, WA EEEBEDT R— NREZIAETAZETENICRDET,

HRIEEIL, ROBEHEA Y 72— ATEEEKEZYR—FLET,

s F— PRI IT—3ick5 100BASE-TX &%

o F—bRIYIT—3I2&% 1000BASE-T 2%

7z72 L, SFP R— b B K0 SFP+/SFP #£H K — k% 1000BASE-T TERHT 55

FIEEAEE A
(2) R— bDOESHHSE OFF

HALTWZWLWR— hOBEMHEZ OFF 1L 2 &

, HBBENZHIETEZEd. ROFETH—- DB NH
#a% OFFICT&E £ 7,

e IVT 4L —a3ryaAv Y RTR—bZ2T vy M7 REEIC

178



16 &S

16.2 HEIHEOIT RHATIR

16.2.1 AY>R—E

BBEBIEEDa Y 74 7L —Y 3y av Y R—E2RODFBITTRLET,

x16-1 A>7147L—>a>av R—E&

v RE S48
eee enable R— 1D EEE #aEx*BMHELE T,
shutdown* A= NOBENHEE OFF ICERELE T,

peed
[av7427bv—Yaryav R NL77V>YA] [14 A—=%32v ] 22RLTILZS W,

BENKEDEH IV F—E2ROFBIIRLET,

x16-2 ERAIVYR-E

VY REZ A

show power EBEOBRRKHBENEHREZFRLET,

show port eee* R— hDOEEEE#HZERLET,

%
NEAIYYRLT7 7L YA 20 A1—%%y ] 28BLTLIES 0,
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O07 HFHE8E

CDETIE, REEBOUTHIMKEICOWTHHALET,
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T213h, EAUZE L TEBRNICRELET. COBRTEBOERRESEEORE 2 EHETEET,
ERO JIZEBERTICKELER (XYM 2REEICEH L0 7ERT, ERA Y -V LR
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* SetRequest CHEELMIBICEZBRELE T,

BIARL— 3 VIESNMP Y2 —S v 6% B (SNMP T —Y b)) ITHLTITbRET, 4L —
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WMOHTESIFERALET, COARL—T 3 v TlE, —DOFI3EKO MIB #5ET&£3. BEIH
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ES

snmp-server enginelD local

SNMP =YV IDERERELE T,

snmp-server group

SNMP ¥ 2 T4 VU —THEREZELET,

snmp-server host

SNMP @I ZEF T 5EDL Y T -7 EH
LET,

#E (SNMP vt —Vv) &

snmp-server informs

AT 4+ —LOBEREHEZRELE T,

snmp-server location

AEBETRET 2HMOBMeRELE T AR
WG L E S,

1Z RFC1213 @ sysLocation

snmp-server traps

SNMP BHIDEEEMERELET .

SNmMp-Server user

SNMP tF 27 ¢ 2—HEHREZHRELE T,

snmp-server view

MIB a2 —E®RERELE T,

snmp trap link-status

BHEEAY 7T v TEREYT TV LGS
LinkDown) OiEfFEIIIELET,

12, SNMP @#1 (linkUp %71

SNMP/RMON B9 2O~ F—E2RORITTRLE T,

185 ERAIVYR—E

v RE

show snmp

SNMP fE#ZFRLE T,

show snmp pending

EEZREFOAN T+ —LU T IZTAMERTLET,

snmp lookup

PR—FMBATV27 bEHBLOF TV M IDZRRLET,

snmp get

fEELZ MIBDEZFRRLET,

snmp getnext

BELZIRDO MIB DEEZFRRLE T,
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JvRE B
snmp walk BELZMIBY Y —%2FRLET,
snmp rget BELZYE-MEEDO MIBOEEZFERLET,
snmp rgetnext HELLYE— MEEORDO MIBOEEZFRRLE T,
snmp rwalk BELAZYE-MEBEOMIB Y —%2FRLET,

18.2.2 SNMPv1, SNMPv2C [CKD MIB 777 2 AFFO]DELTE

[EBREDRT > N]
SNMP v =Y v 5 AREBED MIBADT 7L AR2HA[TE-00BEEZ LET,
[Ov7 > RICKBEHE]
1. (config)# access-list 1 permit 10.1.1.1 0.0.0.0
IP7RLZX101.11 26077 R%2FT 2577 RA) X NOREZITVET,

2.(config)if snmp-server community "NETWORK” ro 1

SNMP 22—+ DI 2=F 41T AH5MBF7V7EAE—RBIPEHT AT 7R AN 2HE
L9,

e J3a2=7 44 :NETWORK
s TUEAYRXLL ]
« 727t X%E— K !read only

18.2.3 SNMPV3 [CL D MIB 77 & AEFOIMDEETE
[EBREDRAT > K]
SNMPv3 TMIBIC7 7 ¥ AT 57202, 778 A%2HFA[TAMBA 77 b0&EESE MIBY 21—
ELTREL, I—YFIEE S bEEDEHRE SNMP v+ 2T 22— ELTRELE T, T/,
MIBE2—& SNMP vF2YUF o 2—F2EDIT57-012, SNMPEF 2T 4 ZL—7%FREL
F9,
[O7> RICEKBEERTE]
1. (config)# snmp-server view "READ VIEW’ 1.3.6.1 included
(config)# snmp-server view "READ VIEW” 1.3.6.1.6.3 excluded
(config)#f snmp-server view "WRITE_VIEW” 1.3.6.1.2.1.1 included
MIBE21—%8ELET,
« ¥'a2—4 READ_VIEW IZ internet Z)L—7MIB (7Y —:13.6.1) 2&BHLF7,
« B 2—% READ_VIEW %5 snmpModules 7V —7 MIB (%7 —:1.3.6.1.6.3) xR}
LET,
+ Ya—%4 WRITE_VIEW IZ system TN—FMIB (7Y —:136.1.2.1.1) #EHL£9,

2.(config)ff snmp-server user "ADMIN” ”ADMIN GROUP” v3 auth md5 "ABCx 1234” priv des "XYZ/
+6789”

SNMPtF* 2574 2—HE2FHELET,
* SNMP &2V 7 21—%% : ADMIN
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* SNMP %2V 7+ 7 )L—7% : ADMIN_GROUP
e RRFE7 T b3 HMAC-MD5
o FEE/NAT— K 1 ABC*_1234
o 754N —7uataj : CBC-DES
o TITANY—=)SAT— K XYZ/+6789
3. (config)# snmp-server group ”ADMIN GROUP” v3 priv read "READ VIEW” write "WRITE_VIEW”
SNMP tF 2T« VL —T%2FELET,
* SNMP &2 5+ 7 )L—7%4 : ADMIN_GROUP
s EF2VTA LNV EREEH D, BELHD
* Read £ 2—4 : READ_VIEW
« Write ¥ 2—4 : WRITE_VIEW

18.2.4 SNMPv1, SNMPv2C [C& D NT v T XEDERTE
[EBREDRAT > K]
NS PEFRET S5O SNMP v+ —V v 2B LE T,
[O7> RICKBEERE]
1. (config)# snmp-server host 10.1.1.1 traps "NETWORK” version 1 snmp
SNMP v —J v ICIZ¥E NS v P2 RETHREXZLET,
o 21325414 : NETWORK
e« SNMP v x—Y+DIP7RFLZ:10.1.1.1

* X(E9 5 T v 7 coldStart, warmStart, linkDown, linkUp, authenticationFailure

18.2.5 SNMPV3 [C&LD NT Y EXEDHE

EREDRAT > K]
MIBVE 21— SNMPtF 254 1—HE2HEDE, SNMPEF2UF 4 VN —T2FEL, S6IC
SNMP bS5y FE—FRZHRELET,

[O7> RICKBERE]

1. (config)# snmp-server view "ALL_TRAP_VIEW” # included
MIBY2—%8%ELET,

e Y2—% ALL_ TRAP VIEW IZ&Y TV —2BH L7,

2.(config)# snmp-server user "ADMIN” ”ADMIN GROUP” v3 auth md5 "ABC¥_1234” priv des "XYZ/
+6789”

SNMPtF a2V 71 1—H2BELET,
* SNMPtF 2V 5 2—%% : ADMIN
¢ SNMP &2 7« 7 )L—7%4 : ADMIN_GROUP
o FEE 1 b))l HMAC-MD5
o BRE/YAT—F 1 ABC*_1234
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« 74\ =71 k3l CBC-DES
o TITANY—=)SAT—F : XYZ/+6789
3.(config)# snmp-server group "ADMIN GROUP” v3 priv notify “ALL TRAP VIEW”
SNMPtF 2V T4 N —T%2FELET,
e SNMP t& =2V 5«1 7 )L—74 : ADMIN_GROUP
s LX) T 4 LN RS, BESEHD
+ Notify ¥'2—% : ALL_TRAP_VIEW
4. (config)# snmp-server host 10.1.1.1 traps "ADMIN” version 3 priv snmp
SNMPV3IZ& 2T SNMP 4=V v ICIER T v TEEETHHRELZLE T,
* SNMP%4%—YvDIP7 LR :10.1.1.1
« SNMP ¥ 27 21—4%4 : ADMIN
s BF VT4 LNV TS, BELHD

¢ ¥EY 5 bT v 7 coldStart, warmsStart, linkDown, linkUp, authenticationFailure

=Jur=a

18.2.6  SNMPV2C [CK B 1 > T #+ — LXEDETE

EREDRT > N
AT+ —LEBFETBHAEDSNMP v x—I v 2BHE L £ T,
[O7 > RICKBERE]
1. (config)# snmp-server host 10.1.1.1 informs "NETWORK” version 2c snmp
SNMP ¥4 =V ¥ IZIZ¥ED A VT 4 —LEZRETHHRELZLE T,
e I3I2=7 1% :NETWORK
e« SNMPvXx—YvyDIP7RLX:10.1.1.1
« ¥EETBHA 7 +—4 :coldStart, warmsStart, linkDown, linkUp, authenticationFailure

18.2.7 V27 NSy 7TOHNE

AEBIZ, FTTIANVIEEE LTS =T XY M VI T2 —AB) o7y TERR) 78T Lize &
12, SNMP #@%1 (linkUp 721 linkDown) #%#ELEd. ChEV 7 Iy FERPET, £z, 3
VT4 T L= avilE o, AR Y MM UFTI—ATEIL, VI by TORBIMEZHRETE
9, A, - NEERTHEROIDICEEEOF W ELRIZT SNMP BAZEF L, 2013206
MOV NIy PORBENMLET A2 LT, AEE, xv FT—7, BLUSNMP v X —Y v DARER
WA HIHTE £,

EREDRT > K]
VYU by TORENBIE R Y T — T 2EOBAFFIIE> TRELE T,
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18-30 U27 h5vTOERHER

H—N 1/0/1 SNMPs& %0

1/0/12 KB

[ =1

= T =T
E—=C 0/10pYL s T v T/Us EY U IESNIPEMEEET B ¢
PC 1/0/1200 29 7y F/1) o9 89 UIENIPER £ £IE L gaup—3

22T, R—=11/0/1 1220\ TiE, SNMP@AIZEFETHDT, I T4 7L — 3 VOREIZHL
EHODFEFHA, R—b 1/0/12 1220 TIE, SNMP B #EEFELEVWEDICERELE T,
[O7> RICKBERE]
1. (config)# interface gigabitethernet 1/0/12
(config—if)# no snmp trap link-status
Vo o7y /)7 VBRI SNMP @il 5 LEt A
2. (config-if){ exit

18.2.8 RMON 1 —H% Xy NeXNUZIIL—OHIEHIEIEROERE
[EREDRA > N]
RMON (RFC1757) 4 —4% 3% » b OKEREOHIFHBREZHZELE T KIV Y FTIIHRAK32 TV
NIDRENTEET, HDOENPLDSNMP YA —T v 2B L TEBIMDEIHDET,
[OT > RICKBERE]
1. (config)# interface gigabitethernet 1/0/5
FHEY b A =YXy M V¥ T2—X1/0/5DA4 7T —RXE—NIZBBLET,
2.(config-if)# rmon collection history controlEntry 33 owner "NET-MANAGER” buckets 10

MEREOHIHIBEROEHRBAIES, REEOHAER, BIUOMEHERZBNT 2REL MU K%
BRELE T,

o HBHWFHEFES : 33
o ERBEWMOBEBIZ MY 110 RY
o HMEHEDHAER : 7 NET-MANAGER”

18.2.9 RMON [C&LB%E MIBIEDORHEF = v 7

[BEEDRA > N
FED MIB OEICHN L CEMICHET = v 7 21TV, BEZBA7Z5 SNMP v 42— ¥ I N2 b
ZEATAHEDICHELE T,
AN SETHEIC trap 2 TBET 2581, 5P LHSNMP +FF v FE— FOFRENNETT

[O7 > RICKBEETE]
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1. (config)# rmon event 3 log trap public
TI—LDPRELIZEZSIIETIDANY PERELE T,
« BEERIES 3
o ARV MNEITHIE log, trap
- SNMP #4153 3 =5 ¢ 4 : public

2.(config)ff rmon alarm 12 ”ifOutDiscards.3” 256111 delta rising-threshold 400000 rising-
event-index 3 falling-threshold 100 falling-event-index 3 owner ”NET-MANAGER”

RMON 7 7 — L7V —FOHIERZ ROFMHTHRELE T
* RMON 7 5 —4 7V —7O%IERENES : 12
s BEF v 7 %75 MIBDOF 7Y =2 M#AIF © ifOutDiscards.3
« BfET = v 7 2475 R : 256111 #
« MEFzy AR ZSEF vV (delta)
- A HEEDME - 400000
s FHREARBAT-EEDAXRY NHEOHRES 3
« NAHEDHE : 100
s THEEZBAT:EEDAXRY NHEO#ENES © 3
s AT 4 L= a YREEOHIEHR | NET-MANAGER
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SEEER T 1) 7T K

COETIE, BRERZ YT MOERAFEICOVTHALET,
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19 EHEITUTH

19.1 f&SH
19.1.1 =

EHEEZ 7 ) TN ER, ABBOO Y T4 7 L= a v ARV —YarvEk, BERNTIUSIIVTTE
BEDICT HREEETT . AKERIE, ROKD ZHARICEHATEE T,
e FRL—Y 3 rOBEHL
BIzx, ERXAYyv—Y0HhzEEE LT, I F2EHBTETTEET,
o EREDO N AY A X
BIZIE, T—TPERLIGERAXA vt —Y2HNTEET,
EHEREZ 7 ) T BT HEEMEE, BIUOFNFROBEEEZROKIRLET,
X 19-1 SHEEEX 7V T NEERT 2 T EHEAE

AR B 25 1) 7 FEEETHEE I DPAS Y.,
EFERORY Y T RIS —_—
. ARy B £
AR ,
1#4 AIYT « ) FovavEm
54751

7Ty ke

ARUF! FHLaY

ARUF! FHLaY
ARy B ! A1) T iEE
LRUR FHUIY

(1) A7) NSEBRITHEE

27 VTN, REEOIAY T4 T =2 aryed XL —2a VOFEETUTIIV L DT, X
)T NERBETHEESE, (ERLAERAZ ) T NE2ETTHHETT .
eB, REETIE, A7) NEFEIC Python ZfH L %9, Python ZRICRI R EROEFETT
o AlFmESE L
A—RTUv7EA VTV MNTEARRRE, BRAEER—THIET, BLAHEEREET,
c TNy TRTa NI THES

Python TR L7z A7) T MEA V7 TV I HART LTI DEFTTE S0, TNy 7 TubyA
Y OB BRE T,

© T4 77 ) REREOHEFMANES

Python Tl, A —JLREPAEBOEEMRIER L, KKFEHTAIRELZZ LD TIATITIVENIE
TEBLET, SAT75Y) TRMBSINBHEER, ATV T P64 T5) 2SRRI BT TEFTTE
F9, CNEHETAZET, FRICARLV—Va VB HAYYA A TEET,

(2) RTVFNT7T 3 kEE

ATV NT I a VBEREE X, REBADOIT Y REFLEDT I avE2 A7) T I 5ETT HH%EE
TTo IRICRTEDIBT I avidDET,
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19 BHERXTUT K

o Python RAE E B ICEASNIEET A TT) ZER L, XA—LREFR 7 7 ANVT 7RG ERIE
HEOBWEKOT IV ay

« REBEGOWET A TI)RMEHLE, IvY FETPEAA v L —VHNBEDT I a Y
o« I—WHIPERLIzTAT T EFERLE, MEOT V7Y 3y

055, REBEFOIERTA 7T ) TCEFTTEDRT ) MT 72 a v ERORITRLET,

x£19-1 AEBEEOILERS T TS UDRIV TS NT7Ia>—8
773> SHEA
vy RET

A7) ITIRELI IS REETLET,

EAX Yy E—VHA

BELIERONFINZERAA v —YELTHALET,

(3) AN hEEREERE

ANV PERBREE IR, BB Y P ORBLELZERT HMAETT . BERTROREEL (X

k) ZEREEE LT, WISRTAZY TR 7Ly MEBALUE T, BHLIE, BEHEANRY NOBFGEIC
EoTERVET,

o EfTHORAT )T RITANRY b EBEH

ERANRY P OBSEMRICIE, REBIPRET IR A 7T 2EHALET,
« 7Ly MIARY b xEH

ERARY FOBFIZE, 7Ly MEREPREBT 2T - a v EERALET,
BEHRANRNY PO—BEZRORITRLET,

x19-2 BRAINZNO—E

BRIk BT

HAOshERA Yyt —YVZEHRLE T,

ERA Yt —VER

5 A B YA 2ERLT, ROSNIREEZERLET,

TA2TIE, RO 2EEOEX CREZIEETEET,
» KRR %2 $5E (interval ¥ 1 <)
e BZ|ZIEE (cron ¥ 1<)

) 7L v MEE

Ty MEREEIE, ANV MERBRESEEL T, ANV MREEREBE L THINIBR LT Vv a3y
ZERITT HMEETT

ERARY NBLO TV avid, 30747 —2a v TBRLET., 48, YR—FLTWAT VI3
Vi, ATZVT N T 7 ALDREE (A X2 MNEEATYTN) 2T TI,
EEEX 7 ) T NDOERAE

EHEEZ 7 ) TN ERERTAEE, STARBOIY 74 7L —2a vy FRL—YaryE2A7Y S REL

TERLET. COLE, AV UT T a UHEE, A XY MERERE, BLUO7 7Ly MEREZBERIC
HAaHETERTEET,
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19 EHEIXTUTH

R LI2AZ7 )T N2 A7) S NEBEITHRETETIT AL, A7V MNIRERLZENEPETFSINE
o COXDIZ, BEEERAT Y S 2ERT AL, REBEDIV 74 7L —varedX—varzsn
TIIVIULUTCETTESLEDIHDET,

19.1.2 BEHEER 7 )T M OERSI

(1) EERH

27V T RERLT, BE (BE) MHEEHI AR — 5 AOBH & BITIBHO BEINE % T 552 kDK
IR LET, CONTITERAA Y -V ZEHLT, LRNIWVE7 OEBERAYyv—VHE2BE LS, 27
UT D6 X—LREEERIY Y REETFLET,

B 19-2 ERAXAYE—VERICLDA-ILXEBLIERIYY RET

ZESA4TSY
(A =
SR A v — SER ROYTRIFAL 4 * VLR
1. )
ERR 10/15 13:25:45:01S E7 SGRIPT | < T
3e03fedc 0000 000000000000 2. S 5. hIR7 A 27
. <D
E7rid BROY Y REF

LERAAYyE—VERANRV P E2BRLT, ANV FOREZFEET,

2.UN)WE7 OEFRAX v —VHNh B LS, ARV M 2@ERHLET,

3ARY b 2REFELET,

4 ARV bEZEFELZAZ) T ME, Python DFET A TI Y ZFEHLTARL —FIZA—)L2EFE L
£9,

S.HHETLEMRIVY F2ETLT, FREEROBITERZNEL LT,

(2) EHNGIY RRET

2TV Fr2ERLT, BN RZ2ETTEH2ROKIIRLET. CORTIEY A VERZ L
T, AV T4 7= ayavsy RBELUERIY Y R2ET LD E, EfAXA Y -2 LET,

B19-3 IAYERICEZ IV RETHIERA Y E—THA

fERk L 1= avI4TL—vay
RGYTrIT7AIL 2. avw >y REF
%)

3.
<O ERAVYYVERT

5.
- ERAYvE—Y
A

AN, FRISBICRET YA VERANV b E, ANV MRERIGES T 27 M7 710 %,
AVT74 7= a yTCEHLTBEET,

LARIS KSR D EANY MPRELT, AT IHPEHLET,
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2,2 747 L—a3ryavy REETLET,
3392747 a v ORBERPHER CE5EHAIY REEITLET,
4.3.0EFI~ Y FOHTIEREZ XFFBIT LT, EEELERLED,

19 BHERXTUT K

530747V =Y aryORMERZENLIGERA v -V 2HALT, ARV —FNBHILE T,

19.1.3 SHEER 7T b DItk
(1) R7IVThD5%E

27 TR EIEEBHEICE > TRO 3BEICHTIONE T,

K 19-3 EBFEICKBRT T MNER!

A7 7 NER!

%IIE

B8R

av Y RAZ YT H

EAI~Y Y Fpython #ETLTC, A7V T+ 2REHLET.

HEHZZ )Tk

RSO LELTAIY S 2EEILET,
R I~ > Finstall script T YA b=V L7z7 7 ()V%, 30747 L—ard

<~ N resident-script THEET 2 & THRE L X7,

ARV MEERZY T

ERANY OB EREE LAY S 2R LET,

R~ Ninstall script T7 7 AV A4 VA=) Lich&, BEHRANRY N EEE
WROT 7 A NOBEEDFET Ly MEREOI Y 70 FL—2a>a<y NTHEE

L&d,

(2) RT7)TNOEEALD
270 7+ OFEEAHAITK T 5 K~ FERORITRLET .

(3)

K19-4 A7V NOEEAEAICHT BHHR— K

2717 ~NERl BEAD BHEHH EETS—Hh
a2 RRAZ) T O O O
HEHZZ )Tk X X O¥*
ARy NEBZZ ) TN X X O

(LB O:H¥R—FFTH X:HgR—-FLAEL

A 2~ > F dump script-user-program CHEEETE £ 9,

A7) NERI-H

EHAZ )T INBLOARY MEBR VY SN, A7) S VERI-FOERTEELE T, X7 YT b
FHI-HIC OV TRORITIRLE T,

x®19-5 X7V ER1I—Y

IEH

1—1EsR

script
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19 EHEITUTH

I5H

a1 —HiER
R—LT 4 LT MY

/opt/script

(4) 7T tERHER

AREBTEITITAHRATZ) TSI, ABBEOTA L7 MBI T 7AINATILATEET, A7
NCTIXVATERT AL MNIBXUOT7 74 VOEHHEZIROFIIRLET,
K196 7IERATERTALIZNIBLUT 71 I OER

77 & RiEH|

S&II

A

av Y RRZY b ATV RAZ) P RZRE LI I—TRERICEVE T,

HEHZZ )T

A7V T MV ERAL-TFORERICENET,

AR MEGRAZY T b

(5) EEFICEITTETBRIUTNE

FREETIEHERA ) T ZEHSELIET, ARICEEDOAZ Y S N E2ETTEET, FARICETT
EBHATV T M HERDRITRLET

K 19-7 ERICEITTEBRTUT MK

R7) 7 ME5| BEFCEITTE 5 EREL
av Y RAZYUT b 4
HER ) S b 4
ARV MEERZY T 4

19.1.4 R7)7 MERKOIREIE
(1) AT BEET LI MICDONT

FEICT 7 AT IR AT BHAEE, RAM T4 27 (XEY) LICH2ROMEET+ LT MY %HERL
TLEE W,

®19-8 fEETrL7K

T1LI KU

o)

o
il

/opt/script®

16MB
s

EREBEBTHE, BFO7 74 VKBS NE T
(2) EBMFFREEICDOWVT

27V 2ERUERICYZ > TIE, EBREBETOFRZEELT, BHICCPURAEY REEED Y
V) —ZOHFPRIICEE L-BIERIE 2 LT 2 &0,
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(3) ERAOY > K show logging TORRICDOVT

27V T IBEFTHav Foua /7 %2EH I~ > R show logging TIEFRE LiGA, U7 2HERT 5
EEIEALEERE LI Y PO -2 BRI BENFHDET, 207D, RITRIMISEHERELE T,

s BELOT Y FEETITHEZF—RHNIIRTINRET S,
o AVYROEFERPLII -G o7 EZIIAvE—VEHNTE2AT) S N Z2EKT %,
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19 EHEITUTH

19.2 X7 VU7 NOEREREIT

19.2.1

220

OV R—E

EHEAZ) T 02y T4 L —Ya3ryav Yy F—EXROBISRLET,

x£19-9 I>747L—>a>avrR—8&

av > RE

A

aaa authorization commands script

action Ty MEBICEBRERARY MEHBEOT 73>y (A RV ME
A7) TN BEELET.
disable 7Ly MEBEDEMERZINIEL 9,

event manager applet

7Ly MERICET SEEEREEELE T,

event sysmsg

event timer

Ty MERICE 2V A VEROEREMEEZHEELE T,

priority

Ty POETEEELEELET.

resident-script

BEHZZ U7 ORHEREZEELET,

EHEEZ ) TN OB F—EZIRORIRLET,

x19-10 ERIOVR—E

av > RE

python

Python 2T L %9,

stop python

REFORT Y S M EELELET,

pyflakes

AIVT T ANOLEF 2y 7% LET,

install script

ER LA U N T 7 A NZREBICA VA= LET,

uninstall script

AEBIZA VAP LENTWVBAZ) LT 7 A ILZ2HIBRLET,

show script installed-file

ABEBICA VAR —LENTVWBRATZ) LT 7 A LOBEREFRLET,

show script running-state

2707 hOEHEREFRRLE I,

show event manager history

BERANY NOREBEEZFRLET,

show event manager monitor

ERANY Ml ERRLET,

clear event manager

ARy NEHICEET SMEMERERERELY 7T LET,

restart script—manager

A7V NER TSI LEBERELET,

A7) S IEBESOTITLE, ATV RRZ) SN BRUOERERZ ) 7 OIS

BREEHLET,

restart event-manager

ARV MNEET U LAEHEHLET,

ARV MNVEETOT T LG, ATV T I oBFRINIARY PEERBLIOR

HLUET,

AZVT B Ay FETROIY Y FARBELREL LT,

Ty MERBICK 2ERAA Y - VEROEREGHEEELE T,



19 BHEXTUT K

Jv2RE A
dump script-user-program HEHAZY T INBIOARY MEBAZY SN TCHASNAEEL S —2E5
LET,
dump script-manager 27V NEETUT T LTERBMLUTWAHIEERE T 7 A LAHTILET,
dump event-manager ARy NEETO TS LATHRELTWAHIEEREZ 7 7 A LAHEHLET,

19.2.2 RTVITFRMOETORN
REBETRA7 YL N2EFTTAHRNIOVTIRORKIIIRLE T,

19-4 RTVU T RETDFN

- 2. 853t
1 fER%
REE
3. EBERER
4. {BIE EEHY
¢Eﬁtb
5.4 VR F—IL
6. 217

LA PC TAZ U T 2B LE T

2B L7cAZ ) T b %, REBICEXLET,
BARBHNOKELFERALT, A7V T MOEEEZHRELE T,

427 ) T MNIREDHBHE, FHBPCTAZ Y FhZEBELET,

5. A7) MCREDPRVGE, AV) T NEREBIZA VA N—LLET,
6.4 VA M=V LIAZ) T NEETLET,

19.2.3 RT7VUTFRNT 71 ILOIERK

ATV T T 7 AN, PCEONEEBTIERL TS, ftp R EZHERL TAEBICEEL TS
Vo fERB L UEAROEREHRZRIORLE T,

o XFI—FIFUTF-8 (BOM L) ZERLTIEZS W,

o KEEAftp THEXTL2LEE, RTZV T M7 7 A VOERICAEDEZE-FZERLTIEZS VL,

TXFANDATZ )T N7 740 (JLERFD.py) OFE
TAF—F—RNTEELTLZE W,

AVINANEHDRAT YT b7 74 (FRERFH.pyc 7zid.pyo) DHFE
NAF)E=RTERELTLIZS D,

19.2.4 R7VJ)T7RN7 741 DOIER 4SS

B L2 A7 U T b7 7 A VOEFEE 2R T 2 HEZRORITRLE T,
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xK19-11 RTUFPRNT 71V DOIEREEHERT 3755

R St

3~ > K pyflakes PyPI (Python 4 77V QLAY A ) ICARShTWA3,
[pyflakes (pyflakes3k)| &MRIENACEF = v H—%FIFH L CHERR
LET,

pdb €Y a2 - Python OIF¥EZ (77 L LTREEN TV ST NNy HEFELT

HELET. TL—IRA YV PORER, AT v TETHTEET,

¥ 2~ > K dump script-user-program HWEAZ ) S CHASNABELS —2BE L CHERLE T,

(1) ERAOY > K pyflakes [C X DTSR

A I~ > N pyflakes #EfT9 25 &, #BE L7z 7 7 4 WITH L T pyflakes (pyflakes3k) 12 & 5 30#EF = v
7% LET, pyflakes I~ > FEEH LT, sample.py 7 7 A VDOIEF = v 7 %9 2612 IRORIR L
ESEIE

X 19-5 pyflakes 37> KDOETH

> pyflakes sample. py
sample.py:4: invalid syntax
for cnt in range(10) A

>
l.for XOKRBICEENHZHZEEZTRLTVRET,

(2) pdb :E\“ —)117&1§£H l/?‘L nlL.\

MR T <> K python © pdb £V 2 —LEHRT2E, HELET 7 ALEFNY FTBH0DT Ny H
vy RPFERTEE T, pdb €V 2 —LZHEHALT, sample.py 7 7 1 VOIEEEZHERT 5502 RD
BUIRLE Y,

19-6 pdb Y 1— L OERAB

#f python -m pdb sample. py e
> /usr/home/share/sample. py(1)<module>()

-> import os

(Pdb) b 4 -2
Breakpoint 1 at /usr/home/share/sample.py:4

(Pdb) r

> /usr/home/share/samp le. py (4)<module>()

-> for cnt in range(10):

(pdb) s o4
/usr/home/share/sample py (5)<module>()

-> if(ent == 9):

(Pdb) cl -5

Clear all breaks? y

Deleted breakpoint 1 at /usr/home/share/sample.py:4
(Pdb) r

--Return-—-

> /usr/home/share/sample. py (7)<module>()->None

-> sys.exit()

éde) q -6

l.-m* 7> 3> Cpdb €Y 2—)VEEHLT, sample.py A7V S +E2FETLET,
2.7y ffa< > K b(reak) T, sample.py ® 4{THICTL—2 KA > b E{ERLE T,
3. 7Ny HATY Rrun)T, AZ7UTMEETLET,
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4. TV =0 RA Y NTREDPEILE L2/, TNy HTIATY Rstep) TR U L2 ATy TETLE
a_o

5.5y Havr Rcllean T, 7L—28 A Y b 2HIBRLET,

6. 7N\ A< Rquit) T, TNy HEERTLET.

(3) ER3OY > KR dump script-user-program [ &k TR

A I~ > N dump script-user-program # 79 5 &, HEAZ Y 7N THASNAEEL T — 25
TEET, 12720, BEHNIEETCE A, BRIV ) S NOEELS - %2R 561% ROKIC
RLET,

B 19-7 BEIXTUTNOFRETS—HHH

#f dump script-user-program

#f cd /usr/var/scriptManager

#f 9zip -d smd_script_user.gz

#f cat smd script user

[resident tag 1 info]

sokkk 20XX/03/19 17:52:36 UTC sk
Script start filename=/usr/var/script/script.file/samplel.py pid=128

ENJILY S

sk 20XX/03/19 17:52:36 UTC stk
File ”/usr/var/script/script.file/samplel.py”, line 1
print a
SyntaxError: invalid syntax

sk 20XX/03/19 17:52:36 UTC stk
Script end filename=/usr/var/script/script.file/samplel.py pid=128

1.IEZETS—%7 7 )L (smd_script_user.gz) ~"HALET, D7 7 AL, /usr/var/
scriptManager/DBC MZ/ER S NE 9

2./usr/var/scriptManager/OE NZFEEI L £ 9,
3.smd_script_user.gz = f#E L £ 9,
4FRELI7 7 A NEFRRLET,

19.25 RTZUTFRT7ALDAARN=)

ATV T7ANEBAL VA=AV LET, BHAZY TP IBIFIA R MEBZA U T ME, A VA R —
WLIZAZ U T 7 AVERELET, £z, {VAM=LLELRAZY T +7 74L&, Python
Ja—LELTAVR—PITEET,

AVAR=ITEBAZYT N T 7ANICIE, ROFHEDSHDFT,

¢« A{VALN—LTEBZATZIYTL T 7 A LOIETIE, ROENDTT,
¢ .py
¢ .pyc
¢ .pyo

¢ AVAN—NWEARDAZ )T T 7 ANE, HRFIEZIDRZZATI) ST 7ANIE, A VA=)
TEEHA

ATVT T 7AILDA YA N—LTOEREZROFIRLULET,
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K19-12 RTUFPRT 7LD VX N=ILTOLBRIE

IS EBRfE
AYAP=LTEDT 74 100
BET 7 ANYA X 4MB
1774 VDHA X 512KB

ATVT N T 7 ANDA A M—)IZIF, EHI~ > Ninstall script #f#H L% 9, install script 2>
REMH LT samplepy 77 A L% A YA b—=LT 5F%RORNIRLET

B19-8 RTUTFRT71LDAYZA =)

#f install script sample.py e
#f show script installed-file w2
Date 20XX/01/15 20:32:35 UTC

Total: 1 files, 100 bytes

name: sample. py
size: 100 bytes

gDS: 1258123c2b0f4286cf6d607656207c3

l.sample.py 7 7 A Ve KEBEICA Y A F—)LLE T,
QARBEBICA VAN —VENTWARTZY TSN T 7 A IVETERLET .

19.26 RT7UTNDIEE

(1)

(2)

224

B LAY h&, A<y FAZU TN, BEAZ VT, $3AXRY MEGR Y T MELTES)
LEJ,

Y RRTUT NDEEE
ATV T N7 7 ANVBEIEELGER I~ Y R python 2E£{795&, v RRAZUTMSEHLET,

X 19-9 python O7 > ROETH (R7') 7 NDicE)
# python sample. py e

l.sample.py 7 7 A VEREE L £ 9
F7, WOMIIRT LD, A VAM—NLIERAZ) S rE2ET2—-LELTREEHTEET,

B 19-10 python Ov > RDETHI (€2 21— )L DFCE)

# install script sample.py e
# python -m sample )

l.sample.py 7 7 A L EZAREBICA VA b—)LLE T,

2.samplepy 77 A NVEETV 2 —VELTEELET, EVa—)L& LTRET 5L, IRTFE2EE
LE9d,

BEEX T 1) NDOES
HWEZ 7Y LN 2EHT AL, WOZOOBRESNKETT,

o KEBADATZYTS T 7ANLDA VA R—=)L
« AZYTL N T FAINDEERA YY) S NEER
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MBSO T #ZEE LT, BHAZ )T IPEHLET BEHAZ Y T FOREFEZROKITITRLET
B 19-11 EERX7 U7 NDERES

#f install script sample.py e
#f configure

(config)#t resident-script 1 python sample.py -2
(config)tt

l.sample.py 7 7 A L EAREBICA VA =)L LE T,
2.sample.py 77 A VEEHZX Y S rOR 7Y S ID LICERLET, BREFZEELT,
sample.py 2EEE) L £ 97,

AN NEENR T 1) T NDEEE)
AR MEBAZ Y L 2EET B2, ROZEDOHRENSNHETT,

o KEBADATYVT T 7ANLDA VA=)
o EEANRY NOBS
o ARV MEHBRICEBT AR TN T 7 A INBDE

INEOERE, ERARY POMEEEBELT, ARV MEBRZ ) T RPEEHLET,
BEHARY M EYAYERET 2580, ARV MNEERZ ) T NOFREFMEZRORUITTRLET

©19-12 1A NEBRT U T NORES (91 7EH)

#f install script sample.py LN
#f configure

(config)#t event manager applet INTERVAL100s -2
(config-applet)#f event timer interval 100 K]
(config-applet)#f action 1 python sample. py 4
(config-applet)#

l.sample.py 7 7 1 L& REEIZA Y A =L LE T,

2.7 7Ly P& INTERVALIOOs D7 FL v S Z{ER LT, 7Ly bDI Y74 7L —2 3 »E—F
ICBBITLE T,

3. 100 MEMTA Ry VERESHED, YA VEHREZBERLET,

4.samplepy 77 ANET 72 a Dy —r AES L ICBHRLET, BHEZEKE LT, 100 WESHT
sample.py PEEE L E T,

ERARY F2ERAX vt —VERETZHED, (XY MEBAT Y T MOBRE[EZROBKIIRLET .,

®19-13 1AY NEBRYUT NORER (EBAX v t—V8R)

#f install script sample.py -1
#f configure

(config)lt event manager applet PORT UP 2
(config-applet)#f event sysmsg message-id 25011001 ---3
(config-applet)# action 1 python sample. py o4
(config-applet)

07/07 12:00:00 01S E4 PORT GigabitEthernet1/0/1 25011001 1350:000000000000 Port up
(config-applet)#
l.sample.py 7 7 1 L& REEICA Y A =L LE T,

2.7 7Ly P PORT_ UPOF7 Ly h2EHRLT, 7Ly bpar 747 —YarE— Rl
TLEI,

3.4yt —V#AF2 25011001 OEAA v -V HAZERT 2, ERAXA Y -—VERZERLEI,
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4. samplepy 77 ANET 7 a Dy —r v AES L ICERLET,

S.EREM (X yE—T#AIF 25011001) ICEET 2EAA v —Y Ol 23K E LT, sample.py
MEE L ET,

(4) EER7U MO PID HEER

226

EEI L A7) 7 MiZiE, OSIZ&->TPID (Process ID) EMEENZEBAIFAE DL TCENET, AL
27T N REBEE LIBETYH, FRNENEXBTE5-0ICE LS PID SEIDYETHENET,

BAZ )L MEIDHE TSN/ PID X, EH 3~ > N show script running-state THRTE £9 . B
DA SE LAY ) T +ZEH L-HEO PID #Rfl2 ORISR LET,

19-14 #ER7 1) MO PID R

#f show script running-state -1
Date 20XX/02/05 18:17:40 UTC

[operation command] -2
command line args: python sample. py
PID: 2213
start time: 20XX/02/05 18:17:24 UTC

command line args: python sample. py
PID: 1968
start time: 20XX/02/05 18:17:26 UTC

[applet] -3
applet name: INTERVAL100s
action sequence: 1
command line args: python sample. py
PID: 11700
start time: 20XX/02/05 18:17:38 UTC

[resident] 4
script id: 1
command line args: python sample. py
state: Running
PID: 1977
start time: 20XX/02/05 18:17:29 UTC

LREEFHFHORT Y TP E2RRLET,
2% RRAZYTPELTEHLTVWARZ ) S MR TEE T,

ZOBITIE, PID #2213 £ 1968 DAY ) S M REHF THAHZ L E2HRETEET,
BARYMEFRAZ YT PELTEHLTWART ) S SHAHRTEET,

ZofITIE, PIDA 11700 DAZ Y F M HREFTH D E2HRTEET,
4EHATVTSNELTRELTWARY Y S NPHERTEET,

ZofITIE, PIDA 1977 DA77 ) T M EEFTH S E2HRTET XTI,



19 BHEXTUT K

19.3 AKEED Python H7R— NS

AR ICHEET 5 Python 1, N—Y 3> 323 TF. # U VF L0 Python EERIEES 1 75 1) OHAE
12D T, Python Software Foundation AR L TV A RF 2 XAV b Ro—REE L EZSHLTLE
SV, ZOMTIE, REBPYR—-FTHARICOVTHALET,

19.3.1 #1Z# Python &EDZERH L UHIER

AIEED Python ¥R — hAAE L, 1 Python EDZESB I UHIREZRITRLE T

(1) pythona<v >R

AEEBDERIYY Fpython Da<v >y R4 472 a viconT, fZ% Python 3.2.3 & DZEREZIRIC

RLET,

« BASYa iR R-FTT,

« -0(00)F 7> =2 Y IFRY K- T,

e uF ST IERIR—-FITT,

« ATUT NI 7 ANORERICEATE 257 A -5 HE, ®HK32 T,

¢« AV VTN T 7 ANORERHICHEHATE 2 —2D/8F7 A=Y ODXFHE, /K63 XFTT,

« BETZHHRNFHI, ZAXFZED TRA 1000 XFETT,

c XV N7 7 ANDOEEEHGERATE /837 A —7121%, IRORICTRITRHIHEXFERETCEEH Ao
xR 19-13 BRETETLHRUVIFRNF

XF DRI X7

FTIWNT +—h

YN x— b !

rIaur

Ny TRATy¥a ¥

Wy — b

(2) __pycache_ IR

AEETIX, Python 527U &4 VR—-FLTH, T4 L7 bJ_pycache_ ZERLEH A,

(3) R— bDOIERHIR

Python 2 L TREED KR — + &N >~ R 9 25818, [Pv4 £7213 IPv6 ICBR72 <, TCP, UDP D&
558 R — FES 49155~49166 Z{HA L T 723,

19.3.2 BES1T3)

BRETALTITVDOHFR—-FABZRIRLET,
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(1) BR-+Z1T73)-8
FAEEHREET S Python DS 1 75 ) ~EERORITRLET,

228

£19-14 EES1I7S5U—8

EVa-)#&
_ future__ _dummy_thread _thread abc aifc
argparse array ast asynchat asyncore
atexit audioop base64 bdb binascii
binhex bisect builtins cProfile calendar
cgi cmath cmd code codecs
collections colorsys compileall concurrent configparser
contextlib copy copyreg csv datetime
dbm decimal difflib dis distutils
doctest dummy_threading email encodings errno
fentl filecmp fnmatch fractions ftplib
functools gc getopt getpass gettext
glob hashlib heapqg hmac html
http imaplib imghdr imp importlib
inspect io itertools json keyword
lib2to3 linecache locale logging macpath
mailbox marshal math mimetypes mmap
modulefinder netrc nntplib numbers operator
optparse 0s parser pdb pickle
pickletools pipes pkgutil platform plistlib
poplib posixpath pprint profile pstats
pty pwd py_compile pyclbr pydoc
queue quopri random re rlcompleter
runpy sched select shelve shlex
shutil signal site smtpd smtplib
sndhdr socket socketserver stat string
stringprep struct sunau symtable sys
sysconfig tabnanny tarfile telnetlib tempfile
test textwrap threading time timeit
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V2%
token tokenize trace traceback tty
types unicodedata unittest urllib uu
uuid warnings wave weakref webbrowser
wsgiref xdrlib xml xmlrpc zipfile
zipimport zlib - - -

(LB - ==L

(2) os TV a—ILHIR

0s BV 2 —LEMT 5 —FOBEICIE, RITRIHIRAH D EJ,

(4)

(5)

o os.kill f#IFE

AREE T, Python @ oskill()B & oskillpg)ZERA LT, A7 UL ST T F N EREEFETEE

ﬁ/‘IO

« os.fork #IfR

AIEE T, Python @ os.fork()# & F os.forkpty()Ick > T, 47Ot A% ERTEEHA.

* os.system iR
AEEE T, Python @ os.system()ic k27075 L0

N

(3) socketserver €2 1

— LR

TV, B RiELERA. TUulss
LxETT AEEIZ commandline EY 2 — )LZHEHELTLEE 0,

socketserver £ 2 — VAR ET AR D 7 5 AL, HAR— bR TT,

+ ForkingMixIn

» ForkingUDPServer
» ForkingTCPServer

http.server €3 2 — LT 2RO 7 Z A1E, TR — FRRHNTT,

http.server €2 21— LlFR
+ CGIHTTPRequestHandler
1—HHIRR

ERETA T T VINEA—N L= TRIETTELTATTINBDETH, REBTIEA—/—2—H
TOETEIVR—-FLEHEA
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19.4 Python 3RS 1 75 ) OERGE

AIEEIZFEET S Python ICHIA T, KEBADFRL— 3 V2FIHIT 2-00IES (75 ) 2124# L
£9. COMTILILETATITVOFERABICOWTHBALET, BRIZEI2 LD XY v FOEK
OFfME, NEAa~>Y L7 7L A] [19 PythonfiiiES4 75U ] 2B LTI ZS 0,

19.4.1 EEIV > RETDERE

(1
@)

230

ZZ T, commandline EY2—VEFERLT, BELLIVY NE2EFTITE2HEEZHBELEI,

commandline €Y 22—, 30747 —Yayav Yy RBEINERIY Y F2 A7) T M 5EFT
9 % CommandLine 75 AA#» Y £9, CommandLine 75 AD AV vy R—EZROFBIRLET,

£ 19-15 CommandLine 75 XAMX*Y vy R—&

Ay RZ A
exec BIBICHEE L~ REEFLET,
exit HMA AT VAL BH AT Y NETERTLET,
set_default_timeout FEA LAY YR LAY Y FEAROT 7V YA LT MREBIEZRELE T,
set_default_logging U VAT AR SEFTT SV Fou s %, @HI~ Y N show logging DFR

WNRETBNEIDPOTFT I3 MEZRELE T,

RITVT N7 710N EIUEITRRDE
EFEXERITY RERTT 26
SESFELRATYFEFETITDATZIV T P77 A LOFIZIRITRLET

®19-15 RZUTFRT7741)L (samplel.py) SCHEHI

it samplel. py
#t -%- coding: utf-8 —%-

import extlib.commandline -1
obj = extlib.commandline.CommandLine() -2
8 72N LTI NDIRE

obj.set default timeout(180) -3

# I< > ROJ Dshow loggingT 7 # )L MIERTRIEE
obj.set default logging(extlib.commandline.DISABLE) w4

fa—YEEaLav Y R (ls)
print(”ls start”)

dict ret = obj.exec(’ls”) 5
if dict_ret[’result’] == extlib.commandline.OK:

print(dict ret[’strings’]) -6
else:

print("timeout.”)

t A—FREHY a7 R (filel, file2dHIRR)
print("rm start”)
dict ret = obj.exec("rm =i filel file2”, (”?7,7y"), ("?”7, ”y"),

logging=extlib.commandline.ENABLEj By
if dict ret[’result’] == extlib.commandline. OK:
print(dict_ret[’ strings’]) -8

else:
print("timeout.”)

ATV RISESA LT MEEEE (pingZ3MEREIT)
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print("ping start”)

dict_ret = obj.exec("ping 192.0.2.1”7, 3) -9
if dict _ret[’ result’] == extlib.commandline. TIMEOUT:

print(dict ret[’ strings’]) =10
obj.exit() =11

LLEYVa— L&A R—-—bFLET,
2.CommandLine 7 T ADA Y A¥ V AZERLET,

3. AV Y RREDT 74NV YA LT MR EZBEL 9,

4.2 RurZoO7T7 +)L O show logging FREZIEFRRICLE T,
S5.exec AV v RT, EfFT5av N (—Vie&iL) 2EELET,
6.2 FOETHERZHALET,

7.exec AV v RT, EfT92av > F (—HIg&EH V) £a~v > Fa s/ o show logging Fnak

Y B) ZEELET,
8.7V FOEMTHREHILET,
O.exec AV KT, ET95aAv > NEav Y RIEEDY A L7 MNERZIEELE T,
10. a7 FOETHERZHALE T,
1o~y FETREEZRTLET,

(F

A7 YT N7 7 A)samplel.py DEITHERZIRICRLE T, exec AV v RTEELIERIY Y R,

m, BLU ping ¥, ELLEFTESNTVWET,

B19-16 R7UFhK (samplel.py) E{THER

#f python samplel. py
ls start
filel file2

rm start

remove 'filel’? remove ’'file2'?

ping start

PING 192.0.2.1 (192.0.2.1): 56 data bytes

64 bytes from 192.0.2.1: icmp seq=0 ttl=63 time=0.377 ms
64 bytes from 192.0.2.1: icmp seq=1 ttl=63 time=0.545 ms
64 bytes from 192.0.2.1: icmp seq=2 ttl=63 time=1.349 ms
64 bytes from 192.0.2.1: icmp seq=3 ttl=63 time=0.578 ms

-——-192.0.2.1 PING Statistics——-
4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.377/0.858/1.385/0.445 ms

i
27V P NETRICIS—HRET S5
a7 Y RISEDY A L7 7 MRS, REREEIEELLHZRISRLUET,

19-17 RV FNT 741 (sample2.py) scEfHl

it sample2. py

#f -x- coding: utf-8 -—x-
import extlib.commandline
obj = extlib.commandline.CommandLine() 2

f O~y RISEYA L7 MNEBEEE (BEICA#EEE)
print("ping start”)

—_

dict_ret = obj.exec("ping 192.0.2.1”7, -3) -3
print(dict ret[’ strings’]) el
obj.exit() .5
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LEV2a—VEAVFR—-1PLET,

2.CommandLine 7 T ADA Y AY >V AEER L E T,

3.exeCc AV Y FT, EffT2I7 Y RETT Y RREDY A LT NEE (BE) 2EELET,
4. a7y FOETHERZHALE T,

5.7 FETREZETLET,

A7 YT N7 7 A sample2.py DEITEREZRIRLE T, ¥4 L7 7 MREEICHEE LZENSELL &
Wedh, TI—I2kDFE9,

19-18 RTUT N (sample2.py) EITHER

#f python sample2. py
ping start
Traceback (most recent call last):
File "sample2.py”, line 7, in <module>
dict ret = obj.exec("ping 192.0.2.1”7, -3)
File ”/usr/local/lib/python3.2/site-packages/extlib/commandline.py”, line 741, in exec
CNST. ERR TIMER INVALID))
ValueError: The timer value is invalid.

() AV RETERBOBINDRLET 6
exec AV Y FTaOv Y FETERBOFINDSFHE L EXIT, A VATV AZBERT A2H 2RISR LET,

19-19 RTUZFPKNT7 74 (sample3.py) EC&ifl

it sample3. py

#f —%- coding: utf-8 —%-

import extlib.commandline e
obj = extlib.commandline.CommandLine() w2

retry cnt = 0

fa—YR&ZaLavr R (ls)
print(”ls start”)
while retry cnt < 3:
try:
dict ret = obj.exec(”ls”) -3
if dict ret[’result’] == extlib.commandline.OK:
print(dict ret[’ strings’]) 4
print("success!!”)
else:
print("timeout.”)
break
except extlib, commandline. ExecuteCommandError:
obj.exit()
obj = extlib.commandline.CommandLine()
print("Regenerate the instance”)
retry cnt = retry cnt + 1

Lo d

obj.exit() .8
LLEV2a— VA VFR—-FLET,
2.CommandLine 7 7 ADA Y XY v AR ERLET,
3.exec AV Y RT, 9527 K (—Vin&iL) 2EELE T,

4. 0% FOETHEREZHALE T,

S.exec AV v FTOaAY Y FETRBMOFN R LT,
6.7 FETREEZVSTZAKRTLET,
7.CommandLine 7 ADA Y AV AEZHAEKRLE T,

232



(2)

(3)

(4)

19 BHEXTUT K

8.av Y FEMTHREEZKTLET,

A7 YT N7 7 A sample3.py DEITERZIRIRLE T, BINSRELTH, AV AY VARFERL
fz7c, BAICY RISHAELLEFTSNTVET,

19-20 R7UT N (sample3.py) EITHER

#f python sample3. py

ls start

Regenerate the instance
filel file2

success! |

12 R > RER

CommandLine 7 5 ADA VA% > Aid, —2O a0t AW L TERER TCEEEA. A VAT VA%
BAERT B E XL, £IC, BREOA VAT AU T exit AV RERTHLTLEE N,

exec XYy RTNHIIT RET

commandline E¥ 2 — )LD exec AV v REZFEHLTCIYY FE2EFTTIHEE, A7 MVEHI—Y
(=% script) ICE > THEHIAY Y FPEITENET, exec XV Y FEHER LIV FETITONT
WORITRLET,

F£19-16 exec XVvy REFERLEZITY RET

=] S| Bkl
M~ FAHE—R —fx1—¥E—-FK
o< R 279 P VERLI—YTIE, IRIGRTER I Y FOETICL BB ELEITES & 2
NEF,

¢ set exec-timeout
« set terminal pager

72, A7) P YERI-VFICNT AROAY T4 FL—Yaravy RidEME L
NEF,

* username v > F® logging-console /37 X —%
* username 27 > F® exec-timeout /¥ X —%

e username I ¥ F® terminal-pager /¥ X —%

a7 > REER

REBICOV Y FEARERELTOVRHE, AV VTIPS ETT Sy FICbavy FARSEAS N
£9,

27V TP BETTSHIaAYIRIE, I 7 427 L—3>a~< > K aaa authorization commands
script @ username /8T XA —& THE L I—FRZOERTERINET, 4B, bypass /87 X —¥ %15
EYAHE, IV RRBLZ LG WTEEMFICIY Y NEEFTEET,

a7 Y RERICOVTORRHEHZRIIRLE T,

* aaa authorization commands script 2~ > FZFEZFEL TS, Iv Y FERIILEE A, aaa
authorization commands Iv > Rz HbHETHREL TLZS W, 7272 L, RADIUSH—NNIZk5a
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SEER T ) T~

> FERIRY A~ b L7z, TACACSH — /N E 20— 1 £ 5 37 Y MRRORENUE
9

e JV—)l (RS232C) THEKELIERAmRLOAZY 2R LTIV REETLLEAEDOT
> R#&E213, aaa authorization commands console 27 > ROFREICKWE T,

aaa authorization commands console 2v > KOHREN D S5E
IV FERBOMNREDET, 72720, bypass /ST A—FHFHRESNTVIEHEHEIE, IV P&
BELEVWTIRTDIATY FAEFTTEXET,

aaa authorization commands console 2 > KDOFREH 7 ViFE
IV REBE LERA, IRTOIAVY RPEFTTZET,

+ aaa authorization commands 27> ROBRENH Y, I7 v FERER (I~ N7 5 RAF /i3
2V RURAN) ZEHEBTELRYPSZERIE, IRTOIATY RPEFTTEETA, I FERERE
BB TEHWAIZRISRLET,

* aaa authorization commands script I~ > FOBEH 72\
e FBEL/I—HEN, TACACSHY —NF/lda—AIIICEE LW
o TACACSHY—NIZF7 7L ATEH N
o IV RAREBR (v FZ7F5AF/Ea<w >y FY A M) 1, CommandLine 75 ADA Y AY >~ A
ERRRFICEELE T,
o IV Y NAGRZREL TWA5H, Python B¥ES 1 75 ) @ os.system() 7% L1 &5 70 7T LDIEEE)
IZOWTH, BEFHIEONRELZDVET, Tur/IL2BEHTE2DIE, RISRIBEEZTTT,
» aaa authorization commands I > ROFREN 2 W iGE
* aaa authorization commands 2~ > FOFEANH D, aaa authorization commands script 3
<> RO bypass /85 X —% DRENH 5155
* aaa authorization commands I~ > ROERENH VD, aaa authorization commands console
a7V ROBENZL, TV —) (RS232C) THEHKLIERmER» SEE LAY S TS
uro LERET D58

19.4.2 EAXYE—YHAODEE

(1)

234

ZZTIZ, sysmsg ®EVa—LEERLT, HELLXFIZERA Yy t—YE LTHIT 5 EZHHAL
ESr

sysmsg €Y 2 — VOB —EZROFRITRLE T,

F19-17 sysmsg X 1— /)L OREH—E

ke A

send ERXAvE—Y2HALET,

RITVTRT 71 LERUEITRRDHE
EAA Y=V REANTHAT )T LT 7 A LOBIRRISRLET

19-21 RTUTFKRT 71 (testl.py) ECEHI

it testl.py

#f -%- coding: utf-8 —x-

import sys

import extlib.sysmsg e



try:
print(”send success.”)
except extlib. sysmsg.MsgSendError:

print("send failed.”)
sys.exit()

LEV2a— V&AL VFR=PLET,
2.HANTHERAYE—V%, ROLDIEELE T,
o ARV FLNIVES
o A vt — YA 3e03fedc
o {ThN1E#R ba9876543210
e Xyt —TYFFX I “Script Start!!”
3GEAA v E-VHAKBOFIN 2L E T,

“extlib, sysmsg. send("E3”, Oxfedc, 0xbad876543210,”Script Start!l”) -

19 BHEXTUT K

-2

ATV T N7 74N testl.py OFEITRERBIOERARA v -V O IFIZRISRLUE T,

19-22 RTUTFKN (testl.py) EITHR

ff python testl.py
send success.

19-23 ERAXAYE—IHAH

EVT 07/07 12:00:00 01S E3 SCRIPT 3e03fedc 2600:ba9876543210 Script Start!!

19.4.3 AR MNEEIEREBEDERTE

Z ZTlE, eventmonitor €Y 2 —I)LEZFHHAL T, 1 X2 b 2EE, HiE BLUOREITLHIHEZHBEALE

ER

eventmonitor €Y 2 —JLid, EER XY T — 7 ONREEL EOER & EE L T, EENROREZL (1
Ry B)ZEEFORZ Y FICEAT AHEEER TR — P LE T, AN MEHMEEICRHET 2EK—E %

RDORITTRLET
& 19-18 AN NEEIRHKREICREET SRH—5

HERerER EoEE] Bl
A R MR regist_sysmsg BEHT2EAA v E—V%BRLET,
regist_cron_timer cron ¥4 v EEHFELET,
regist_interval_timer interval ¥ 4 v 2B L £9,
EEAPAN=l[5S event_delete BRRLIZANRY FEHIRLET,
AR NZF event_receive ARV IDPEELIZEZITARY FEZBELET,

(1) RTIVTFRT71ILOE
(@) BRAXYE—YEINY hEUTERT 26

BERAXAYE-V2A XY MELTERT S, XY MOEFRHIZRITRLET,

235



19 EHEITUTH

19-24 77 N1

import sys

import extlib.eventmonitor e
try:
event_sysmsg=extlib. eventmonitor.regist sysmsg(event level="E7”,
message_id=0xabcd1234, message _text="(Error|error)”) -2
except Exception as e: -3
print(" ERROR!! regist sysmsg()’,e)
sys.exit()
while 1:
dict = extlib.eventmonitor.event receive(extlib.eventmonitor.BLOCK ON, 0) -4
if dict[’event id J== event sysmsg: )

print (" EVENT OCCURRED!!”)

LEYV2a—VEAVFR—-1FLET,
2RV P ERLET, ROFH 2T ERAA Yyt —YOHNZERLET,

s ARV FLNIVET7

o A vt —THHIF abcd1234

o Ayt —YFFAMIXFES] “Error” F7:13 “error” &
BARYIPERSNIDPEDIPHERLE T, BRICKKRLIBE, n/72HALTRTLES,
4. 4RV MEZERBEFTHLET,
5RVEEZSRLT, BERLEIPEDPHERLET.

(b) cron9A1VICL>TAINRY NEEIRT D6
caon ¥4 JILL>TARY M2ERT S, ARV MOBFHZRIRLET,
X 19-25 X7 NEC&EHl 2

import sys
import extlib.eventmonitor |

try:
event_cron_timer = extlib.eventmonitor.regist cron timer(’0 23 % % %) 2
except Exception as e: -3
print (" ERROR!! regist cron timer ()’ ,e)
sys.exit()
while 1:
dict = extlib.eventmonitor.event receive(extlib.eventmonitor.BLOCK ON, 0) -4
if dict[’event _id ]J== event cron_timer: -5

print(" EVENT OCCURRED!I”)
LLEVa—VEALVYR=PFLET,
2.BH23RICHET ARV M 2ERELET,
BARYIPBRSINTPEI PR LET. BRICKHRLLGS, u/72HALTKRTLED,
44NV P EEEKEFOHLET,
S.RVEEZSELT, BRLUENPESPHERLET,
() interval 91 VICk>TINY NEEERRT 361

interval ¥ 4 ICE > TANY M 2ERT S, A XV MOBEFZRITRLET,
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19 BHEXTUT K

19-26 X7V ~ac#Efl 3

import sys

import extlib.eventmonitor e
try:
event interval timer = extlib.eventmonitor, regist interval timer(1800) -2
except Exception as e: -3
print(" ERROR!! regist interval timer()’,e)
sys.exit()
while 1:
dict = extlib.eventmonitor.event receive(extlib.eventmonitor.BLOCK ON, 0) -4
if dict[’event id’ ]J== event interval timer: )

print (" EVENT OCCURRED!!™)
.LEYV2a-LEZAR—=PLET,
2.1800 T EICHET HANRY FEBFELET,
BARY NPEBFESINTDPEIDPHERLET, BHRICERLEGS, a7 2HALTKRTLET,
4. ARy N ZEBREFCHLET,
5.RVEZSBLT, BEXILAEPES PHERLET,
(d) BERUEZEAXR> NZHEIBRT 36
BELIANRY M aHIRT A6 RIRLET,

19-27 A7V 7 &bl 4

import sys

import extlib.eventmonitor -
try:
event cron timer = extlib.eventmonitor.regist cron timer("0 23 * % %) 2
except Exception as e: -3
print(" ERROR!! regist cron timer ()’ ,e)
sys.exit()
try:
result dict = extlib.eventmonitor.event delete(event cron timer) Ry
print (" EVENT DELETE!!’)
except: -5

print("ERROR!! event delete()’)
LLEYV2a— xR —bLET,
24X P EEHRLET,
3ARY DB EINIDPEDPHERLE T, BRICKRLAEBS, /2B LTHRTLET,
4BRLIZARY POBERANRY NID #EELT, BERZELELET,
SAEILICRMUGA, a7 EHAILET,

(e) IRYKZZET 26
AR+ 2ZETHHZRITRLET,

19-28 R7V7F Bl 5

import sys

import extlib.eventmonitor |
try:

event _cron_timer = extlib.eventmonitor.regist cron timer(’0 23 % % %) 2
except Exception as e: -3

print (" ERROR!! event cron timer()’,e)
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19 EHEITUTH

sys.exit()

dict = extlib.eventmonitor.event receive(extlib.eventmonitor.BLOCK ON , 0) -4

if dict[’event id ]J== event cron_timer: -5
print (" EVENT OCCURRED!! ")

LEY2— L&A v R—-FLET,
2ARY M EBELET,
BANY PHBRSNLNEIPHRLET. BRICAMLLSS, 07 2HALTKRTLETY,
4ANY N REBREFOHLET, ZESALT7 Y M 2LOTO Y 7E—- RTEELET,
SREVEXSELT, BRLLENES PRELET.

(2) BHIRROBESRE

ERAXRY NORESHENEVES, XY MREEBHAAT Y L MOBHSNARNIBESINS Z LD H

DEF ANV MREBHIOBRNZXROKIIRLET, KHD 1.BLV 2.0BHZEF 2 —PHHICZ S
&, BREPRELTT,

19-29 AR MFELBHIDTN

T @ P
-1 : -1 ] -1 !

HIGH MID LOW LAST
€ € >
ATk Ay ) Th AT h
(FLEI) @ X a— AR MREBHORN

L. 2—d5sNEE, BREEIEIC1024 Ay -2
2.F 2 —HENHEIE, ATV T FTEIC1024 Xy E—

B, REOREEEZ, EHI <> N show event manager monitor TERE N5 A N> hFEEEE
(discard) CTHEZETEZE I,

19.4.4 R71)7 NEEIZZEEDEIS

Z ZTlE, eventmonitor €Y 2 —)L® get_exec_triggerBEEFERA LT, 8RR o) L a5, H
B LIZER (XY MEEATZY T FOBEEHEANV L) 2BUGT S5 HEEZFHALE T,
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(1)

19 BHEXTUT K

2TV TFNT 71 ILDOF
ARy MEBAT Y P NOREER (REANRNV L) ZEEBTEZAZ7) N7 7 LOHZRISRLE T,
B 19-30 RZUFNT 71 ILECEHI

import sys

import extlib.eventmonitor

dict = extlib.eventmonitor.get exec trigger ()
f dict[’ type ] == extlib.eventmonitor.APPLET :

VA

i f dlct[ applet’ J[' type’ ] == extlib.eventmonitor. TIMER EVT :
t 414 RY N

i
t

A D o

if dict[’applet’ ][’ condition’ J[extlib.eventmonitor, TIMER TYPE] ==
extlib, eventmonitor, CRON :
f cron¥14<

i cronBs RFEE DX FTI =R
print("[condition]”, file=sys.stderr)
print(dict[’ applet’ ][’ condition’ J[extlib.eventmonitor.CRON], file=sys.stderr)

elif dict[’applet’ ][’ condition’ J[extlib.eventmonitor. TIMER TYPE] ==
extlib, eventmonitor, INTERVAL :
ft interval¥ 4 <

i interval BERE DX FI %2 KRR

print("[condition]”, file=sys.stderr)

print(dict[’ applet’ ][’ condition’ J[extlib.eventmonitor. INTERVAL],
file=sys. stderr)

elif dic t[’applet J[’ type’ ] == extlib.eventmonitor.SYSMSG EVT : -5
P ERAA Y E—VA RV K

i ER Xy £ — VERRHORT

prlnt( "[condition]”, file=sys.stderr)

AR MNLRIL

print(”SYSMSG EVENT LEVEL:” + str(dict[ applet’ J['condition’]
[extlib.eventmonitor. SYSMSG_EVENT LEVEL]), file=sys. stderr)

M ANY MREBZROEBAA Yy E—JVEKT

print("[trigger system message]”, file=sys.stderr)

i FEREZ

print ("SYSMSG TIME:” + dict[ applet’ ][  trigger’ ]
[extlib.eventmonitor. SYSMSG_TIME], file=sys. stderr)

#t Ay tE—IHBAF

print(”SYSMSG MSG_ID:” + str(hex(dict[ applet’ ][’ trigger’ ]
[extlib.eventmonitor.SYSMSG_MSG_ID])), file=sys. stderr)

sys.exit()

LEV2—-VEAS VAP LET,

2EBER (REANVD) ZEUST 2B UHLET,

JIAZV TN ORBERDPT Ly MR (A XV MEBZRZ YT R) AEIPHELET,
4 BBERDP YA EROBEOERFMEZAUELE T,

S.EBERVERA vt - VEROBEOERSEN, BLORBBHERE Z-/EAX v -V OFRZE
BLEd,
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EF3R *YNIT—T129T1T—2R

204’—#?«‘/ N

COETIE, FEEDOA—T Xy MIOWTHHLET,
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20 1—Hxyh

20.1 #1297 T —ADEHEEH

RIEBEZHERH LI-RFENZA =2y bOBEFIZROKITRLET . FEIVE, Y — % 10GBASE-
RTEFEITAHIEICL-T, 10BASE-T/100BASE-TX/1000BASE-T # &£ OF 1000BASE-X £ O &4 —NN
BONT 3 —< o APEELET,

20-1 1 —9=xvy hOERHI

oo At == AIEEA

(|
(|
O T7 A= =
—

REE =SHIEDT
_ T EEE : H—i\
SW

Sw

25472 kPG

(LB SW - RA v F —— : 1000BASE-T
mm— : 0GBASE-R  ----- : 100BASE-TX

20.1.1 R— NOBREETR— MgEE
(1) R—hOEXE
R b OBEE, £— ST HE— N T B~V Ry MR RORIORLET,
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(a)

(b)

©

(2)

®20-1 R—rOBREHR-—NTB1 -2y MRE

20 1—Hxvyb

R—hDiEs

T—Hxy MRS

10BASE-T/100BASE-TX/1000BASE-T K — k

10BASE-T, 100BASE-TX, 1000BASE-T

SFP A—h

1000BASE-T, 1000BASE-X

SFP+/SFP #£HA— b

1000BASE-T, 1000BASE-X, 10GBASE-R

10BASE-T/100BASE-TX/1000BASE-T R— k

10BASE-T/100BASE-TX 1000BASE-T @YV A Z + X7 —7)L (UTP) #EHL£7,

SFP R— b

1000BASE-SX, 1000BASE-LX, 1000BASE-LH, # &7 1000BASE-BX @ SFP 4 AR —FLTWVET,

1000BASE-T T##ftd 555, SFP-T ZEHL X7,

SFP+/SFP #HAR— ~

1000BASE-T T##i 9 2455, SFP-T Z{EHLEJ,

1000BASE-X T#%:9 5354, 1000BASE-SX, 1000BASE-LX, 1000BASE-LH, # X7 1000BASE-
BX®DSFP #HAR—bhLTWVET,

10GBASE-R T##9 2354, 10GBASE-SR, 10GBASE-LR, & 10GBASE-ER @ SFP+% ¥ AR — b
LTWET, AIFETIE, 10GBASE-CUDF AL T v Fr—T NIRRT R— T B5FETT,

}guﬁ:E_ |\°<‘_’."j'7.|'$— h*%ﬁlé
B vy 72— AT EDBHRE— RETR— MEEZIRORITRLE T,

F20-2 BRI TI—ATEDEHRE— REHR— MkaE

EBRT1>971—2R ERt—R HR— NRE
10BASE-T $TEEE  HE) MDI/MDIX ##e
ETHEE e Ju—arbhu—J
FTEFLEFLATEOS - TV IV 3 Y
100BASE-TX FEEE « HH MDI/MDIX #%4E
£THEE e JUu—arbhu—)
ETEFLEZETEOA - MR IVI -V 3 e Uy ARTL—4
1000BASE-T ETEOF— XTIV 3V « H&j MDI/MDIX #&E
e Ju—arbhu—)
o Vy AT L—L
1000BASE-X 2" EEE . JUu—I» hu—)b
ETEOA—-bRITVI—Va v e Vv ARTL—4
10GBASE-R 2 "EEE e JUu—ar hu—)L

s Vv ARTL—L4
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20 1—Hxvh

20.1.2 10BASE-T/100BASE-TX/1000BASE-T

10BASE-T/100BASE-TX /1000BASE-T @Y A X s X7 —7) (UTP) 2#FHLAA V¥ 7 —A
IZDOWTHHALET,

(1) #ERI>971—2R

10BASE-T, 100BASE-TX, &0 1000BASE-T Ti&, #— b Ar I T —Ya v R—bLTVET,
F—bAITTT—Tavid, EREE, 2785 /F°FH, BLU7u—ar bu—LiIonT, HFEEL
ROEDEZ LU TCEEM CRBELEREEZRET HEETT . AEETIE, A— b XTI -2 3V THR
TELDPSIBE, VY I/BRESNAETHERIELEVIELE T,

1000BASE-T Tif, A— b1 IT T3 a3 VIl 22"EERILZTEZTR—-MLTVET,

10BASE-T & U 100BASE-TX T, A— XTI -2 a3 03P ICETEH F_HEEE R Y
R—=FLTVET,

AT 47— a Y TIRIRODE-RFEEETZET, HBRITL2H7Y PT—JIEDLETRELTLLES
Vo AEBDT 7 4L MBI, A—bxI>T—areBDET,
o F—hXxIVI—V 3y
100BASE-TX £ & @EFE
100BASE-TX ¢ = EE
10BASE-T £ HEE
10BASE-T ¥ _H[EE

(2) itk

AEBOIV T4 7 L—2 a3y TOREEEEFEEOEEEELLV, 2" ESLUE_EET— Nk
HEZRISRLET,

10BASE-T & U 100BASE-TX i3, HFEBICL>TA— PR TV I -2 a3 Y TIEIEBRTEZVIGEED
HB512D, TEBHRIHEFEBOA VY 72— RICHEDLELEEREICL TS W,

10BASE-T/100BASE-TX/1000BASE-T KR— b OB 2 IROERITRLE T

*20-3 #Ekefttk (10BASE-T/100BASE-TX/1000BASE-T)

EE= FEBORE
BE
*—h
HE TY97I—-2  0BASET  10BASET ' 00%’? BT OOE;\ B xdvI-vs
ap— = >
e = e
fElsE 10BASE-T 10BASE-T X x X 10BASE-T
H S o
10BASE-T x 10BASE-T x x x
L= TSt
100BASE-TX x x 100BASE- X 100BASE-TX
- X S
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20 1—Hxy b

HFRE REBOHRE
BE
F—h
=E T¥971=2  10BASET  10BASE-T 100%’?55 mofoSE' #Iv1-v3
o— - >
*_i =—% ¥TH 278
-
100BASE-TX X X X 100BASE- x
£TF TX
LTE
1000BASE-T X X x x X
FTE
1000BASE-T X X X X X
"=
7 — b 10BASE-T 10BASE-T X x X 10BASE-T
e S S -t
I—-v3
S 10BASE-T X x x X 10BASE-T
S 2TH
10BASE-T 10BASE-T X X X 10BASE-T
2TEBIUFYE FTHE o
100BASE-TX X X 100BASE- X 100BASE-TX
Et 1 X S )
S
100BASE-TX X X x X 100BASE-TX
Sy E— |
100BASE-TX x X 100BASE- X 100BASE-TX
STEBLUY_E X £TH&
FF
10BASE-T/ 10BASE-T X 100BASE- X 100BASE-TX
100BASE-TX M TX TN
2TEBIUFYE FTHE
1000BASE-T X X X X X
-
1000BASE-T X X x X 1000BASE-T
Sy E— |
1000BASE-T X x x X 1000BASE-T
LTEBIU¥YE 2TH
10BASE-T/ 10BASE-T X 100BASE- X 1000BASE-T
100BASE-TX/ g TX 1
1000BASE-T g
2TEBIUFYE
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20 1—H%xvh

(LB x tEERTcEL,
SFP R— b B L O SFP+/SFP AR — b T SFP-T 2 L - B & 0BG AREZIROFBITRLE T,

*20-4 Ak (SFP R— MBS KU SFP+/SFP #FH/R— KT SFP-T Z{EH)

BFERE TEBEDRE
RE 12971 —2R FA—bhxI>¥I—>3>
EE 10BASE-T ¥ "= X
10BASE-T &°= X
100BASE-TX *¥"H X
100BASE-TX &_H&H X
1000BASE-T "5 X
1000BASE-T &—"H&H X
AR S o7 S N2 10BASE-T = X
10BASE-T £"= X
10BASE-T 2"&EB L U¥_=H X
100BASE-TX ¥ "H# X
100BASE-TX &% X
100BASE-TX £"HEB LU} _H X
10BASE-T/100BASE-TX X
2TEBIU¥E

1000BASE-T "= X

1000BASE-T &—"%&% 1000BASE-T &—"&

1000BASE-T &"EB LU _&H 1000BASE-T 2%

10BASE-T/100BASE-TX/1000BASE-T 1000BASE-T £"%

2TEBIU¥E

(LB < - ExTEhn

(3) E&I MDI/MDIX #gE

BE& MDI/MDIX #El%, MDI & MDI-X # BRI 0 B2 AHEETT ., ChiCk->T, Zuzxsr—7
LVELEZA ML= =T LEELTHLRETZAEIICRVET, A—bFTPT—T 3 VELTY
RA—FLET, 2-EBAERIIMDI-X &4 0DET, MDI/MDI-X DYy ¥ 72 ROFITINLE
E

246



(4)

(a)

20 1—Hxvh
% 20-5 MDI/MDI-XQOE>IvE>T
RJ45 MDI MDI-X
Pin ' 1000BASE-T* = 100BASE-TX* = 10BASE-T = 1000BASE-T*  100BASE-TX*  10BASE-T
No. 1 2 %2 1 2 %2

1 BI_ DA + TD + TD + BI. DB + RD + RD +

2 BI_DA— TD— TD—- BI_DB— RD— RD—

3 BI. DB + RD + RD + BI DA + TD + D +

4 BI.DC + Unused Unused BI.DD + Unused Unused

5 BI_.DC— Unused Unused BIL.DD— Unused Unused

6 BI_ DB— RD— RD— BI_DA— TD— TD—-

7 BI. DD + Unused Unused BI. DC + Unused Unused

8 BI.DD— Unused Unused BI.DC— Unused Unused
X1

1000BASE-T Tl&, 8 EX I RTEH([FELREVFERENAE (bi-direction) #ET 57:0, EER/ERLVELDE
9 (BLLDx: MAAT—FES).
X2

10BASE-T & 100BASE-TX Ti&, #&f§ (TD) &% (RD) BHAI%DESHEHERALTVRET,

AT AN
T T MEREL, AR TVI -3 VERERICHEEL, A —brIYI - a VTRESNEHE
REGEE (BLEVEEEE) T v 7EESTERYP o EE FAR, A—- XTI -3 TR
1000BASE-T Bl s g E & E L7228, BERE DS b £k > T 1000Mbit/s TV > 7 #E T
W E)IL, A= 32TV I a3V ThEETA2RVBVEEZEDICREL, RIEWEETY >
B A HEET T,

CHRHEREDNEEEF

F— MR T IT = a B THRICY VY IERTERVWES, A— M 2T 3T— 3  ThRET AHEEHEE
2, 7x—R1, 7z2—R2, ~OJBEICTFTVWEET, BEREEVIREICZ>THY VI ERTE R WE
B, TR 1N RKRE->TY 7YY 7 b 2B0RLET, BREEORFEIEFZ, K— MOBEI LTk
DORITRLET,

#20-6 OHFREDZEE/ER (10BASE-T/100BASE-TX/1000BASE-T R— k)

2> 717 L—>3>a7 >R speed M/V5 A —IRERT
auto 1000%2
TI—RX o
auto auto 10 100 1000 auto 10 100 auto 100%2
or
auto 10%2
1 10 100 1000 10 100 1000 10 100 —
2 10 100 10 100 10 —
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20 1—Hxvh

32747 L—3>3a7 >R speed M/¥5 X —IREART ]

auto 1000%*2

JI—X foIr
auto auto 10 100 1000 auto 10 100 auto 100%2
or
auto 10%2
3 10 10 — —
(FLBI) — o7 bEER Lizn

Xl BUEIEREEE AR UE T, BALE Mbit/s TY,
EX2 U7 MEERSELBVWEEIE, JOFREELTLILEE L,

(5) EHEIFOFEEIE
o BEEE, BLUOL2TEBIUYET— FPHFEE LA —HOBE, BRTELVOTEERELTL
728,
R—HORETHEEZTOE, DBOBESMELTAZESHDET, ZOBE, HHER—MINLT
inactivate I~ > F, activate 3> RZETLTLEE W,
s T A —7IIDO0TIE, [N—F7 2 7EHGHAE] 2B LT 7230,

o 2TEAVH T ARV a VBHEL TNy ZEREEITDEWVWI EICE-STERLTVWET,
D7z, 10BASE-T ¥7-1% 100BASE-TX #&"F A ¥ 7 1 — ARECTHEHT 254, HFEERE
A—PMIRTRETEA YT —RCHELTERELTLEE N,

20.1.3 1000BASE-X

1000BASE-X OHT7 7 A NZERH LA V7 72— A OWTHHALE T,

1000BASE-SX, 1000BASE-LX, 1000BASE-LH, # &' 1000BASE-BX #HR—+rLTWET, [
L 1000Mbit/s £ " EEE TY
1000BASE-SX
GHEEER 2 B T A OIEALE T (RILFE—F, BA550m),
1000BASE-LX
HEEEER 2 6 B - OIERALET (U7 LE—F, BASkm/ VILFE—F, &K 550m).
1000BASE-LH
EHEMEZ2ERT2OICERLET (V> 7ILE—F, &K 70km).
1000BASE-BX
EZECEEORLAINEZHERATAIET, 1 BOXT 7 ANZHEN, KT 7ANOIXMETZ BT

ENTEEXT,
EZETELLIHRONZERT 270, Ty TRIET Y AITLINELD Ty — N2 HHLE
ER

AZEETIE, [EEE802.3ah THRE SN T % 1000BASE-BX10-D/1000BASE-BX10-U &, HMEFHE
@ 1000BASE-BX40-D/1000BASE-BX40-U 24 R— L7,
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20 1—H%xvyb

1000BASE-BX10-D/1000BASE-BX10-U

FEEEER 2 BT A OICERALET (YU 7LE—F, &K 10km),
1000BASE-BX40-D/1000BASE-BX40-U

EFESME2BHETA2-0IFRALET (VU ZILE—F, &Kk 40km).

a2 T4 L—=2aVTIERODE—RZIEETZIET, HHRI LAY FT—JIZEDBTHRELTLLES
Vo REBDOT 7 4L MEWL, A—bxIT>IT -3 ilz0DET,

o F—FXITTVIT—Ta v
+ 1000BASE-X £"E[EE
F—rFITVI—varid, @TEBLTT7U—a0 O —LZOnT, HFEEBERD ED &2 L TEER

TRBLEREMEZINET 2BEETT . AEBTE, A—MRITYT—2a Y CRIRTE LD S 125, )
YOBREND T TEREELRVELE I,

(2) Efefrr
AEBOIL T4 — 3 v TCOREEEMEFEBOGEEEB LN, 2 -EBXU¥E EE— FOER
A ROEICRLUET. &5, 1000BASE-X OWFRAREICOWTIE, [)N— R = 7EILSHAZE| #2018
LTL7ZE W,

& 20-7 R

HFERE

EE
RE

F—KhRI>IT—>3>
12971 —2R

1000BASE£" & 1000BASE £ &

& 7E 1000BASE *¥—= X X

1000BASE & 1000BASE £ "% X

F— b 1000BASE 3~ x X
r IV IT— 32
FAvETya s 1000BASE %= &

X 1000BASE "5

(LB X i gEfTcEmn

Q) ERIFOIEHIA

=A==

LDXKE[/T< ffél/)o
o IN=FRT7xT7ERFHHAE] IR b T Y= NN EERA LG EOEBERRIETE £ A

20.1.4 10GBASE-R

10GBASE-R DX 7 7 A N2 L7zA > 57 2 —RIZDONVT

o HFEEE (RA v FUINTRE) 2F— 12TV T -3 rE3L_BEEFHE

ul

AL ET,

10GBASE-SR, 10GBASE-LR, # &0 10GBASE-ER #%HR—FLTWE T, ERFEEIL 10Gbit/s &2
HEETY,

10GBASE-SR

SRR A B T A2 OICERA L E T (ZALFE—F, (ZXEER © &K 300m™*),
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3%
(EREEREIERT 57 — T NI E > TR LD ET, F— T VI EDEEEREL, [N— 7 7ER
FHAE] 2ZRLTZE 0,

10GBASE-LR
BRI 2 B AR LET (Y7 ILE— R, (EZiEEEE © &K 10km).
10GBASE-ER

REMMERET 5720IERALET (S0 /LE—F, (EXFERE  HK 40km).
(2) =R
FEBOWEARICOVTIE, [N—FYx 7EUEHBEE] 2SR T ESL,

(3) EmEFOIEHIR

o IN=FRT7 2 7EREHAE] IR T M T NN EER LGS OBEIRIETE EE A
s FAVLINTH v Fr—TMERRE, VU7 TETIIS~8BE,PDET,
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20.2 14—y phH

20 1—H%xvyb

LEDEEE

20.2.1

(1)

J0-3>b0O-)L

Ja—3Y AL, BEHNOZENY 7 7HEBETILV—LZEBELZVWEDIC, HEREEBICTIL—20
EEER=A)NVry MZE-> T, —BWNIZEIETERT AHEETT . BEEBNR—-ANry NZERIZ, EE
HE2TWET, CORERL2TELIFIIR—-PLET,

70—-3> MO I)LDEREEEE

REBNOZENY 77 PHBBLTRETI LV —L2ERET LI ENEVEDICTE2DITE, K=y
FEFEELUTHERBIOXERBZ2ERLET, /-, HERBRR-—ANNry + 2% MLTEEE%T%
BINENHDET,

HEPEBELPOSOR—INry v 2ZELEE, REBVEERHT 22 EDPITREIVET,

7z, 8 R—FETLOHE, F—F1~24BL0V49~50 &, A—F 25~48 BLUV 51~54 OO
BT, BEAOKR-FOBREILLZERMOR - PEDOR-Z%ry hOEFRILEEA,

JU—2 Y A=LDAY T4 T L= avid, EEERETENETN, B, BR), I rI—
VarviERICL o TEHERZRET A E—F2BIRTEET, AREBEHFRBEORER, BEEZET—H
SHTLEE N,

REBOR—ZANr Y NEEORELHFEBORELZHAGDELLEED 70— bu—LVEIEE, IR
DRITRLET,

£ 20-8 7O-—13> hO—-ILOEEEME

FERBED
K=y NRE
(send /IXT X —79)

HFRED

70-—3> hO—/LEnE
R—2/87 v NEHE g

on B HPEBIREREZITS
off Eli3ev)] HFEEPRERF 2TV
desired Desired HEFEBEIEEHE Z/TD

(FLBI) Desired : # T T— 3 VERICK > TEER2RET HE—F

AREBOR—-ZAT Y NZEORELAFEBORELZEAGDELEEOT7u—a bu—ILEIfE%, Ik

DORIRLET,

£20-9 70— MO OZHMEENME

TRED

K=\ NS
(receive /NS X—9)

HFRED
R=RINT Y MRS

J0-—3> hO—)LaE

on kil AEBEIREHRG 21T
off 5h REBESREGHG]ZTHn
desired Desired AREBPRERH ZITH

(FLI) Desired : x T —v 3 VIERICK > TEEZRET HE— KN
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F— bR ITYIT -3 UE, REBORTED off CHFEBEN Desired DIBEEB I OAREBOHRED
desired ®1F&, 7u—a> ba—LVE{EIIXA T I a3 VERIKEVWET,

(2 #A—bRIPI-2 a3 ERABOT7O0-2> MO—-LENE

AEBCIE, A— bR TV I3 a3 VB LIEA VY T2 —ATEH— 2TV IT—3 3 Y OFERKIC,
FERBER-ANT vy b E2EZEIZ2D0EIPERETEEI,

F— bR TV I—Y a3 MERBOT7O—aY O —LEIERROBITRLE T,

x20-10 A—hRI>I—>a3EREO70-3> MNO—ILEIE

(/\‘:ﬂfi) e REROTLZTITT So-aro-uee
K=y | K=y  K=AN7y  K=AN7y | K= K=Nry XRBEDO HEFEED
NX(E 25 NX(E NS TV NEE h2HE XS (SR
on desired B B on on 75 172
Fliz)] on off Th7izwn b
Desired on on 75 7
Hw2h B on on b 72
Fi3) on off Tbhiwn bz
Desired on on 75 75
Desired AR on on 179 72
3] on off fTh7zn bz
Desired on on 175 72
off B2 B on on 15 75
Fli3)] off on 172 Thiswn
Desired on on 75 72
Ei3) B on on fTbiwn 15
3| off off 1Thizn b7z
Desired on on 75 72
Desired B on on 175 72
Fi3) off on 175 bz
Desired on on 75 75
desired on B AR on on 175 75
3] off on 5 fThizwn
Desired on on 175 75
i3] B on on fThzw (ige)
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(foég) e REROTLZTITT So—avro-we
R=2ANGy | R=2ANgy | R=2AN5y | K=AN7vy K= RK=N\7ry  XTEED HEFEED
KiXfE N4 NiXfE hZ{E Ty NEE hZ{E X(ERH XIS
2 off on Thizw bz
Desired on on 15 75
Desired A% on on 79 72
Fi3) off on fibzwn b
Desired on on 15 75
off ESK) AR off off bz bz
Fi3) off off fTbizn bz
Desired off off b fThiwn
i3] AR on off fTbizn 175
i3] off off fTbzw bz
Desired on off bz 175
Desired AR off off bz bz
2 off off b b
Desired off off bz b
desired B LSk on on 79 72
MR off off bz bz
Desired on on 15 75
i3] AR on on fTbizw 175
Ei3) off off fTbizn bz
Desired on on 75 72
Desired AR on on 175 175
i3] off off fIbzw bz
Desired on on 75 175

(FLBI) Desired : 2 TY T —3 3 ViERICK > TEMERZRET HE—F

ROR—=PMTE—bRTV T3 V2ERT 2EE, =A% v MZEOFREN desired, F—A)¥

v MEFO

O—VOEENRLE SR — b EROBITRLE T,

BEH on OFAEDEOBAIIEY, 70— ba—LARETEET, 7a—3>
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(3)

254

£20-11 70-23> b O—ILOEENIELRZR— K

EFN R—hES
AX2340S-24T4X AR—1 25~30
AX2340S-24P4X
AX2340S-48T4X R— 1k 53~54

AX2340S-48P4X

IW—XE—R

Y= NNOEREET, 737y FOBRETELLETELLVERE, BEL7u—ar bu—LPFkD 5
NEJF. LIL, HECEEZELZ7o—a2> b a—LE2{T5 &, BENLZL—IREEZEZKE L TOROKIIR
TEICBHEVLWSEERII SN EEOREELEEZBENFHVET, 70— ba— LD —XE—
FiE, COEI2%FY bT—2T70—22 b= LZTIBEIGELEZE—FRTT,

B 20-2 HEEISXERHT 30

KEE] KEE?
T e | e
TEros| | aERTy | AR R—1/0/1 |
i N—THE
| A— 11/0/4 w—p1/0/4 |EEEYZ7
e N —————————————— | () () pm— j
RB) O: 17y bk AT 0¥ % (SEEEEES S S VAL Yob i (8

T 7 4 NEDFE, “R—2%ry MEERRESEEREIERE" &hb20, R—=Z%0y hoZEM
TIEREEPRRIELLET. T7ALNTOEEY —4 VAR RORITTRLE T,

20-3 FTIAINKNTOERES—T >R

AREEE REBE2
A=y b+ >
K=y MEERR < 115 #R il B3 1
Y A
K=y MEERR < AR HI RS
A=y b+ >

N—ZXE— RDBFHE, “F—AN7y MAERHRE>BERBIRE &a57:0, ARBRLOERTLIERE
PEBIFLE LTSI ENHVEEA L—AE— FTOFES—F VA2 ROKITRLE T,
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20-4 JL—XE—RTOEES—TVR

AEE ALE2
"—RRFy b _
e ok
KRS RIS < IR
! R—Zs8% v b |
KRS RIS < E RIS
L R—R 34y b _ )

20.2.2 TL—ALT7#x#—~v b
TU—LT 4=y b EROBICRLET,

20-5 TJL—AT7#4—TVY K

Preamble MACA~ - & x
. DATASS & TRPAD (46 ~9216%) Fes
# & USFD(8) [ Da(6) |SA(6) |TYPE/LENGTH(2)
Ethernet V2RZ | 1ypp=
T L—LE Ox05DD~ DATA (PAD)
LENGTH= LLCAy & SNAPA~ v &
802. 3 =t
- I/_ﬁ ztﬁ 0x0000~ DSAP [SSAP [controL| OUT | PID | DATA | (PAD)
0x05DC lmla~2]1 @ | @
Z0h TYPE=_E 32 L4454 DATA

OHRADEFIFT«—ILERETRY. B ATV )

X DATAB K UPADDIm KK (IEthernetV2is = 7 L — LBE 12 (49216,
802. 3R T L— LB IV ZDMDAXD T L—LIX1500,

AEETIE, Ethernet V2ERX7 L —A47F%2HKR—MLET, [EEE8023EXT L —AZHYR—-FMLT
WEHR A, 2720, REBTHR—-FLTVA L2 7O bV THERATAHE T L —L3REBLUEEL
ESCIS

(1) MACEBIB7L—A7#—<v bk
(@) Preamble KLU SFD

64y FED 2# T I1010.1011EFID 62y I 10EVEL, BEO2EY M3 11)] oF—%
T FBERBICTLV—LDEBIMMLET. CO4EY MY =D WT L —LIEZETEETA,

(b) DABKUSA

48y MEREHVR—MLET, 16 Y MERBIUVT—HLT7 RLRAREHYR—-—PLTWVWEHA,
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() TYPE/LENGTH
TYPE/LENGTH 7 « =)L FOF W ZIRDFRITTRLE T,

#*20-12 TYPE/LENGTH 7« —JL KDL

TYPE /LENGTH {& AEETOHRL
0x0000~0x05DC IEEE802.3 CSMA/CD ® 7 L —4LE
0x05DD~ Ethernet V2.0 D7 L —L4 %A

(d) FCS
328y hD CRCHEEZHERALEJ,

(2) LLC dDikLy
Ethernet V2 EFERICRVE T,
(3) BMETL—LDEERMK
IR ENDPOEBFICE>TRELILET L —L2FEELE T,

s JV—LENF Ty FOBEETRY

« ZE7V—LE (DA~FCS) W64 #4277 v bR, 72131523 F 277 v hELE

7220, Vv AT U8RI, BELLT7L—LY A A 2BA5E

« FCSTo5—
s Bl YT 2 —ANEEOBHIL, ZEFICEHESRELLZT L4

4) Vv ROEL

BE7V—LRNP 644277y MREOEE, MAC BIE T FCS DERTIS/SY RZMIMLET, /8y NOE

IARETT

20.23 v rRTL—A

Vv AT U—LiE, MACANY YD DA~T = 151847 T v F&2BAAH7L—LEFHT 5700
WHETT, IV 747 L—Yaravry Fipmtu® MTU B2 &b CEEGTLHZET, Py b &7

TR MET B0 A X2 RELTHIEBTEEHT,

Tagged 7 L —AI1ZDW T, [24.1.5 VLAN Tag] ® Tagged 7L —L4D7 x—<v hEHBLTL 2

SV, Vy AR T L —LDYR— MEEEZIROFBIIRLE T,

F20-13 Jv2RTL—LHR— ME&RE

7L —ARR
= AS
Ethernet V2 IEEE802.3
T —LE 1519~9234 X MAC~Nv %D DA~T—¥DES, FCSII&AFH
(F75Fv ) Ao
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7 L— AR
LB W
Ethernet V2 IEEE802.3
ZIEHEEE O X LENGTH 7 « —JL R{E» 0x05DD (1501 #2775 v
k) Bl kDA, Ethemmet V2O D7 L—L45 A 7 &
LTHRWET,
EEHERE O X IEEER02.3 7 L —AIZEEFE LEFH A,

(FLB) O:H¥R—F X :1RKGR—F

723, 10BASE-T, 100BASE-TX, 1000BASE-T Ti%, 100BASE-TX (£Z"%) B XU 1000BASE-T
(&°H) LUz FR—-FLFET,
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20.3 PoE Mf#sH

PoE (Power over Ethernet) &%, T—¥®BERO UTP r—7 I &2H->Txy bJ—7%BRICE 24t
T HIEET T, POE X, BIEZEDICK WIBFRICRKRET 23y b7 — B CHERALE I, EHOME
BIEZHBEE, EFEMZ2REBEEBLNUEI,

A2EE X IEEE802.3af/IEEE802.3at HAKICHEN I HAEGERETT . 4B, Pre.STD OXEEEDHEHIX
PR—FLTOVERA,

20.3.1 F— MOBHEEHNEL) HT

AEEIX, BFNICXBEREZRHL, XBEEVEKRITL2BENI/IAZ0HLT, BhZH#BELET. £
RENXBREC NI L EEOBNI FAERRENENZRORITRLE T,

7B, B S AONMEIE, IEEER023af R TIEA Ty a v k> TWET, SEBREBEIROESZ S
ZGFEICHIE L TW A WEEIE, ClassO IZoELET,

*20-14 XREBODENT S AERAENES

ENTISA RALNEN
Class0 1547 b
Classl 407 v b
Class2 707> bk
Class3 1547w b
Class4 30.07 v b

F/z, A 747 L= 3 >av >y R power inline allocation @ limit 785 X —4 T, K— bAOHIEE

NERETEET. RHEBNPBNI IATELOEID LTI B RBITNSWES, CORECENKEE
Lj-i—a—c

20.3.2 EHHEEOEITHE

258

aY 747 VL—3ravy N powerinline T, A— b+ JEICBNRBOBEELZRETCES T, T
BEANTRET 288, COREICK->T, BARKYRIET 28— FEFESEsH— 2 EETE X
o AVT 4 TL—Y 3 YOREHBVEE, T7 4L FOBEER [F] ©F. 7z, FUREIEH
HolHEE, K- ESONSVE-FEEELET,

HIEEIL, BELATR-FTECRELLEBEEIRST, BEEOBVR—-M2BELTENZMH®EL
$9, —f, 2747 L—33>av > R power inline priority-control disable % &7 L 7-35& 1%,
R— b ZELOBEEICHGEL, TTUERSNTVAR - MOKEEZBELET. COFETIE, LI
B SNLZEEBICBELTENZHMET 570, RIEBEE P ARBEORAMGE N 2B 12IRETE
FEOFBNR— MIZBEBEIERSINIHEG, TOREERBICIENZH®HEGLEEA

power inline priority-control disable 7+ > K& power inline I+ > ROEE &R — b DELEORGZ
EROFIRLE T,
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% 20-15 power inline priority-control disable 17> K& power inline 37> ROBEEKR— KD

BEEDRIR
power inline priority-control i%v;g;ﬁl};ﬂ;i?—;ggg £— N OENE
disable 37> ROFE =

FEZ L critical REER-PELTENEM/BLES,
high BEE Bl TEhz#RLET,
low BRE K] TBAOZHELEY,
never BhofkaxsELELET,

BEDH Y critical R TEDOBEEZERLET,
high
low
never BAOHBEEFELLET,

20.3.3 XKEDEIEEFOE

K= MBIV HTHBENOBMIL, ARBEORAMPHRENILUTICL S L5112, ROBFR 2z T & DI
ELTLES W,

HEOBRAMBEST (Tv ) =

ClassO DR — b EIXHHES (1547w ) +

Classl AR — M xHNESN (407w b) +

Class2 DR — M X HAESN (707w b)) +

Class3 DR — M xHNESN (15479 ) +

Class4 DR — b EIXHHES (3007w ) +

FHENE DL CHER— FOEEIEN

ZBEEBNOWEBENORHPEBOBAMBEN 24— N —F 254, F— MIHELEBEEIHKST

BNOWKEFEILELET, /2, BEOMBENENIRVDuL ko7&, SNMPBHMZEELE T,
20.3.4 PoE %88 78kae

KREED PoE MABE 7 BEE X, EEIRO PoE MREMMIMZ IS 22 LT, YATLAHNDOENERE
DY— 27 2R T HWMAET I« POE B DEIMAEDOEZRDKIIRLE T,
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20-6 POE #GE 7 ARREDIE
PoER— h#AERAE

HELEEH SEEELY
®
1
TR .
eSS
L

PoE

K— b
2
—————— ZEEE
2
L zEuE

1 : &1& DPob#E B FA ta T i B
2 : PoER— ~ DFAE BRI FR

1.22B D PoE #a &Rt
RERER, 2074 7L —Y 3 Y TRES N PoE MEBEMGRHERIERPEEY 2 X T, REMBZ
IELET,

2.PoE R — b DG ERRERE
IVT 4TV —=2a Y TRESNIABEMBRARICHE->T, K- bOEEZMBLET,

FEE, 3v 74 L= 3> av > K power inline delay TERETE £,

20.3.5 PoE EHKNEEEIA

(1)

(2)

260

power inline allocation limit (CKBEHEWZHTICDOWT

a>7 4 7 b—33>av N power inline allocation @ limit /87 X —% 7T, K=+ ZTEDENEED
LCZFHTRETHHEAL, TEEEBEOV_27LE2ZRBLT, BEFOBEETERL LIS,

SBEBORANHEBNCL, D LAREREEERREL T3V, SBEESLNE LT IREHE
BALODG/NSLBEEZFHTHRETSHE, T—N"—U0—FZHHL T, XBEEBNOBENHHEEZELETLZ
EWHDET, [EET S L EIE, EHI Y K activate power inline ZFE/T L TS,

Ei#RT A M ERTUIEBE

PoE R— M TEET A b (internal #87€) %2 EIT LGS, REZMELE I,
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(3) R—MNREEICKBHEEICDOWVT
o« Uy vy MY UREICR - 1-BE, BEEEIELET.
o inactive IEEICZ - 7-15E, BREBEZHMHELE I,
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204 OYRAHAR

20.4.1

A—HFxvbOaA> T4 L—Yaravy F—E2ROFBIRLET,

262

OV R—E

%®20-16 A>7«47L—>3>av 2 R—E

I RE A
bandwidth HEHEEZRELET,
description FRHHEZRELE T,
duplex duplex ZFEL £,
flowcontrol Ju—ay ba—LEHRELET,

frame-error-notice

TLV—ALZEIS—BIUO T L —LEEIT —REKRDOITS —D@ASE
HEHZELET,

interface gigabitethernet

ERRHE A A 1000Mbit/s DA —H %y b V¥ Tz —ADAV T 4
TU—varEEELET,

interface tengigabitethernet

EfEE A REA 10Gbit/s DA —F 32y b A V¥ T2 —ADAY T 45
L—a vEEELET,

link debounce

Vo8 R EZRELE I,

link up-debounce

Vo Ty THEREERELE T,

mdix auto

B MDI/MDIX a2 EL £,

mtu

A —=FF%y bOMTU ZRELZXT,

power inline

Kb TEICBORRBOBEEERELE T,

power inline allocation

R-PFTEICEIVYETEENZ Class N"—AZ - IZFHTHRELE I,

power inline delay

B D POE G EHIAAHERE & PoE K — F ORERMBERZREL
EE

power inline priority-control disable

FTTIHRBLTVWAR- M 2BELET,

shutdown

A=y 2T rvy b LET,

speed

HEEZRELET,

system flowcontrol off

EBNOLR— 70— ba—LEEMHICLET,

system mtu

=3y bOMTU DEBEE LTOEEARELET.

*20-17 EROVYR—E

A=Y xy bOERAITY F—EZRORIIRLET,

OV RE

show interfaces

=3 bOBEHEEETLET.
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v RE A
clear counters A —HFxy FOREHERAT 2T )T LET,
show port A =Ty bDOERE—ETRRLET,
activate inactive tREED A —H % v M % active REEIZ L £ 7,
inactivate active (REED A —H % v % inactive JREEICL £ 7,
test interfaces BT A P EETLET,
no test interfaces BT A bEEEL, BRERRLET.
show power inline EEBLUOR-MTEDPoEEREFRLET,
activate power inline BAMGEFHCHRALET.
inactivate power inline BhMEzFHTRELELET,

2042 1—HXY NI TI—ADERE

A—H2Ry MU T2 =R, BRI HA YT 2 —ARHET 237 FTHAETHE— FITBITLT
Mo, AT 47— a ERELET, K- FOBEINET H2E—- FBITav Y FZRORITRLE

ED
x20-18 AR—POEBEERDTZE—RBITITUR
R—hiEsE E—RBITIVYR
10BASE-T/100BASE-TX/1000BASE-T R— k interface gigabitethernet
SFP R— b interface gigabitethernet
SFP+/SFP #F A — 1 interface tengigabitethernet

(1) A297x—RCWITBIA>T17L—3>DERE

EREDRT > K]
A—=P2xy bOAYT 4 L =23 TlE, BROAY Y NTIAV T4 TV =Y a VERETAHIEN
HVET, TOELE, VT4 7= aVORENRT LTOWERWVWRETS =2y MY IT Y
TIRREIC B EHIE LBESTEEEA. LEDHST, BARKA—HY Xy b2y b7 LTH
5, AVIA4 T L —YarvORENT T LEDERXA =T XYy bV Yy NIV EBRT A L2
BLET,

[Ov> RICKBEEE]

1. (config)# interface gigabitethernet 1/0/10
A —H2Y My T7z2—R1/0/100a> 74 7L — a3 v E—RICBITLET,

2. (config-if)# shutdown
A—PVXY b UFT2—AZT vy NI LET,

3. (config-if)ff sk k % k%
A—PRY MUY T =AW T BRIV T4 L —a v w=HRELET,

4. (config-if)# no shutdown
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A—BVRY MUY TI—ADTV vy bV 2BHRLET,
2) 12971 —AD vy "NITI>

A—H3y bR vy MY UTAHICR, BUTH—V Ry MY FT—ADTY T4 FL—Yay
E— NIZBITLC, shutdown v REFETLET, FHLZVWA—Y 2y MI¥ vy b LTBL
TL7EZS 0,

778, BRI~ Finactivate T =% %y bOERZEILET A D TEET, /2721, inactivate I
~ > FTinactive )REEE L7235 E, BELAHEFH TS LM —P 2y M active REBIZEDET, 11—
2y hEYYyy YUY LEEER, BEYEREELTCHA —Y 3y M disable REEO E £ & 720,
active JREEICT B72DIC1ETa > 7 4 'L — 3 > Tno shutdown 2REL T vy MY U 2fEBT 5
WESHDET,

20.4.3 #B¥1>9I T 1 —AD—IEERE
EREDRT > M
A =2y bOAY T4 T L= arTlE, BEROA VY T2 —RAICRUERERET A ENVDHD F
o COKIREGH, BROA VY Tz —A% range IEET &, BHRE2—FBLHRETZET,
[O7 > RICKBEHTE]

1. (config)# interface range gigabitethernet 1/0/1-10, gigabitethernet 1/0/15-20,
tengigabitethernet 1/0/27

FHEY =Y A v b FT72—21/0/1 75 1/0/10, 1/0/15 75 1/0/20, BELL 10 FH
EY M —=HE2y b 2572 =R 1/0/27TDA>T 4 7L —2ayE-RNIIBITLET,

2. (config-if-range)# * sk %k % %k
BEOA VY T2—RAICELCAy 74 7L —2arva2—fLTHRELET,

20.4.4 FEELTE/F"EEDIRTE
WRIRTIBEIE, DB TER—MNIOEEEEL2"E F_E2»HELET,

» 10BASE-T/100BASE-TX/1000BASE-T R —
* SFP K— ¢ SFP-T %7zi% SFP (1000BASE-X) % f#H
» SFP+/SFP #tfA— » ¢ SFP-T & 7-1% SFP %{#H

TFT7ANPTCRA— PRIV a yEFEALET, A— bR ITTVIT—2 3 VEFERALLZVTEERE
TEEITHHA, OREEELTH Y HERELTT, BERETHERT 2B AL, speed 7
F& duplex 27> FOMABICEEREZ T A2MBENHV £, ELWHEAEDEPRESIN TV WV
ald, 77NV TEELET,

%8B, WIRITHEEA Y7 2 —AEFOEEES KU "EHEED/2®, REIIRETT,

» SFP+/SFP #f A — » T SFP+ % {#H
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(1) OHREEEE"E F¥"EZEEL THFRELERT 355
[BREDRA > K]
A= bRIVI—a Y EERLEVEAR, DREEES-E ECEAEELT, EERECRK

L9, ZZTi& 1000BASE-X A— T, 1000Mbit/s & _EEE THFLEE BT 255ORE
BlaRLEd,

728, BEHEE % 1000Mbit/s ICERET AIHEIE, DI ETEICRELTLIEE L,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/1

(config-if)# shutdown

(config-if)#f speed 1000

(config-if)# duplex full

A —=HPRXY b UFT2—R%ET vy b¥T LT, HFEEEL 1000Mbit/s & " EEE THER T 5
ExzLET,

2. (config-if)# no shutdown
L —F2Y M VI TI—ADT vy NIV REBELET,

(2) A—hFRTOI-2a2CHBUTVRVVEFRELERT 255
[BREDRA > N
10BASE-T £ & UF I00BASE-TX T, HFRBEICE > TR A - ATV I -2 3 Y TERTERVE

BEWHVET. TOHEIE, HFRBICEOECRREREELTE HFTEZIEELT, BERETHE
LET,

Z 2T, 10BASE-T #HEREE CTHFEEBE LRI 2HGOREFZRLET,
[O7 > RICKBERE]

1. (config)t interface gigabitethernet 1/0/10
(config-if)#f shutdown
(config-if)# speed 10
(config-if)# duplex half
A—HXYy " YFT2—-2A% vy bF T2 LT, HFRELE 10BASE-T ¥ ZHEE THtT 2%
EELET,
2. (config-if)# no shutdown
A=Y MUY T2—=ADTY vy bTT U EBRLET,

(3) A—hrRIVI-Ya>THLRENREZERAL THEFRELERT 555
[BREDRA > K]
AREBIE, A PRTVI—2 a3V TERTAHETS, EREEEZRECEIET, £— PRIV I

YaVIIMATERREZRE LI2BE, HFEEEA - MAITVI - a Y TERLTH, RESN
ERREEIC S 6 VEZIRZV Y INT Y S LERA. Z00, BRILGVERREE CHEES NS

LEMETEET,
T, A= bxTvIZ—-v a3 yEFERALTYH, EEEEIL 1000Mbit/s 72 THFEB L BRI 5
BEDOHREFERLET .

[O7 > RICKBERE]
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1. (config)#f interface gigabitethernet 1/0/10
(config—if)# shutdown
(config-if)}#f speed auto 1000
A—H2Y M F T2 —R%T vy T LT, HFEEBLOBERKICA— ATV T -2 3 V%2 fE
FALTY, EREEIL 1000Mbit/s 721 Tkt 2 EEX LET,
2. (config-if)#f no shutdown
A=Y XY MU T2—=ADY vy bTI U RBRLET,

20.4.5 H& MDI/MDIX #8EDELE

REBIZYA A NRT =T IVEFERT A2K— T, HE MDI/MDIX #EEZ2 I R—FLTVWET, ZD
o, A= bATTIT—2a VEIZ, =T NLOA ML —MEE7 a0 RI2&bE TEHENIC MDI 82E D
TOBDLVBETETET, £/, AEBIX MDI OEEHELZFF->TH D, MDI EERIZ MDI-X (HUB
%) &0 FET,

EBREDRT > N
H# MDI/MDIX ##88% MDI-X ICEE T 25&I1C, BELLWA VY T2 —XIIRELET,
[O7 > RICKBEEE]
1. (config)# interface gigabitethernet 1/0/24
A —HYR2Y AU ¥T2—RA /0240274 7L —3avE—RIIBITLED,
2. (config-if)# no mdix auto

(config-if)# exit
H# MDI/MDIX #ae %= i L, MDI-X BEEICLE T,

20.46 70O-—3>h O-)ILDOETE

FEETIE, 70— ba— L2 KR- M EMICHELLD, BENOL2KR—- b T7u—ar bu—L2E
MLV TEET, BERNOLR—FT70—a> ba— LEEHNIITAE, R— FMEMAOTO—3 2 b
O—LOHRRTEFIV T4 TL—2arTrANMIEDETH, BELIEA

(1) R—RNBAIOTZ7O—2> NO—ILOEE
[EBREDRAT > K]
Ju—ar ba—LORENFR, HFEBEETFELEVEIDITRELTLLES VL,
[O7> RICKBERE]
1. (config)#f interface tengigabitethernet 1/0/27
(config—if)# shutdown
=P 2 LI T2—A2Tvy b ¥ 7 LET,
2.(config-if)# flowcontrol send off
(config-if)# flowcontrol receive off
HPEBEOR-—ZAry bV EZEZELELET,
3. (config-if)#f no shutdown
L—H2Y M VI T2—ADT vy NIV 2ERLET,
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(2) £R—MLEO7Z7O0-3> MNO-ILDOERE
[EBREDRAT > N]
EBNOR2KR—FT70—a b a— LEENICLET,
[O7> RICKBEE]
1. (config)# system flowcontrol off
BER— N THFEEBEDOR—Z/)7ry VEZEOELZRELE T,
2.(config)ff save
(config)f exit
BRELT, 0747 L—2aryE—RpoBBEEHET— NIIBITLET,
3.4 restart vlan
VLAN 7u 7 L=Hicg) LEd, 2FR— M THFEBBEEOR-Zry VEREZELELET, T

RTOA =Yy b ¥ 7 2 —ZAPEFHLS N, VLAN ZBHEL TWEFR— ME—RNIIT—5 0
RZEPTE L ZDET,

3) 7O—a>bO-LDIL—RXE—REE
EREDRT > N
Ju—aY O —)LOL—RAE—RZHELXT,
[O7> RICKBEE]
1. (config)# interface tengigabitethernet 1/0/25
(config-if)#t shutdown
A—HFR2Y M T =A% vy 7 LET,
2. (config-if)#f flowcontrol send on loose
HFEEEBEOR—ANT v FEEEL—RAE—RIZLET,
3. (config-if)# no shutdown
A=V A2Y M UIT2—ADY vy NIV ZRBRLET,

2047 v 2RTL—LDHEE

A =YXy b V¥ T72—AO MTU IZHEE L 1500427 T T, REBILX, Vv A7 L —L%2EH
LTMTU ZIEL, —BREXETLIT—IYEBZ2RELLTAEIETCAL—Ty v 2ALTEET,

Dy YARTV—LZFERT AN - TIEMTU ZBEL 9. AREIE, BESNZ MTU IZ VLAN Tag
W=D TNET LV —LZRERETEHEIICEDET,

A= hO MTU OFFEM@IF, *v hT—/BIOHFEBEADETRELET. VLAN b3y v o7
YT, VLAN Tag 2O <IBAWE, TO7L—LEEZETEHL51C, MTU OfEIC 4 #INA - (E%
FELET.

(1) R— NEBRIO MTU DEE

EREDRA > M
R—F 1/0/10 DR —=FDMTU 2 8192 A 7T v MIBRELE T, TOFFEICE-T, 821047
TYNETOIY VAT V—LEZRERETEHEIIIZDET,
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[OY > RICKBERE]
1. (config)ff interface gigabitethernet 1/0/10
(config—if)# shutdown
(config-if)# mtu 8192
A=YV 2Y b FT2—=RA% vy bFT LT, R—rOMTU %8192 47T v MIFRELZE
ER
2.(config-if)# no shutdown
A—YXY MUY TI—=ADY Yy bTIVRBRLET,
BEI=EAE]
Y74 7Lb—=2aryTR=—FDOMTU ZFZELTWVTH, 10BASE-T THERT 2545 (F— b

I— 3 YOERD 10BASE-T I &> 7-BabasEd) &, K— D MTUIE 1500 427 F v b
ZDET,

(2) Z=AR—hLEO MTU OFEE

[BREDRA > K]
KEBORS - XY M V¥ T2 —ATR—FDOMTU 24096 27 F v MIBRELET, ZOH
FILEST, 4l14F 7T FETOIV Y VAR TIV—LBREZETELEIIIRDET,

[O7> RICKBEE]

1.(config)#f system mtu 4096
EEBDODER—NT, R—bDMTU %4096 4275 v MIBEELE T,

[E==EIE]
AT 4L =3 TR—PDOMTU ZBELTWTY, 10BASE-T TEFHIT AEE (F—b2rIY
I—3avDEEN 10BASE-T Xk -7 BEbE&AET) X, K—rD MTU X 1500 7 F v b
mDET,

20.4.8 V27T IUGHI 1Y DEE

v oEE %@mbfﬁ V2 OFI T BRETDY T U RHEERAEWES, HFREEBICK > T
VUV IDPABREILIGAZEDNDHDET COLIREE, VY IF I U BEY A% ﬁ?é &T JING
7ﬁ$§ﬁu&é;t%%<p&#fgi?o

EREDRT > K]
Voo UBHERIE, U VISR BEE LGS WHBETTEARTEWVMEICLET, YV oy Ty
@ﬁﬁﬁ%ﬂﬁb&<T%U>7ﬁ$§ﬁt&6&u%é@,Uy7ﬁﬁyﬁﬁﬁﬁéﬂibﬁwﬁ<
72&E W0,

[Ov > RICKBEEE]

1. (config)# interface gigabitethernet 1/0/10
L—F2y b A VFTz2—2A1/0/100D> T4 7L —Ya v E—FIZEBTLET,

2.(config-if)# link debounce time 5000
Voo F UBHEAY A <% 5000 S UMICERELE T,
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DFEEEIA]
Vo7 UHREERET S &, VY IPAREIL LD EESIENTEETY, BESHE
L7eBEIC) o505 TORBPRL ZDET, UV IBEELREBLTADY I T T
HETORMEREL LIZWEEIL, VI T U BHEIATERELLZVWTLIEE L,

20.49 U7y iBHBI 1 TDETE
Yy OBEQEEZBHEL TIPS VI Ty TTRETOY 77y TREEBPSEVES, HEEBICK -
TRy VT —=TREPRBEIC R DI EFHVET, COEIREE, UV IT vy THREYA T E2RET
BHZET, 2v NIT—UREPARLEIL B EEZHSIENTEET,
EREDRAT > K]
Uo7y THRHEERIE, 2y VT REPAREE LS HWEHTTES L TEWVEICLE T, U

YITy THRHEEEARELZLSTHERY NI =T REBIREEL 26 WVIEEIX, U I 7y THH
BEZRELZVNTL IS,

[O7 > RICKBEEE]
1. (config)# interface gigabitethernet 1/0/10
L—FF2Y b V¥ T7z2—A1/0/100Da> T4 7L —Y 3 v E—FIZBTLET,
2. (config-if)# link up-debounce time 5000
VYo7 y THHEY A <% 5000 S URMICHRELE T,
REF=EI]
VYo7 BB ATE2ELERET AL, VY I/BREREISBETCIAEITOREPEL 2D E

T, UV IBERENPSBETESETORMEZEL LIZVWESE, VI 7y THHY AV EREL
BNTL S,

20410 TL—LARXZEIS—@EHDFEE

BEOLT—DPRELTTV—LDOZEBEEITEFBIIRB LGS, ALBIX T L —LADEESINRER %
MMEHERE LTHRILEd. 3I0MEICHEL-Z S —DRME LT —DRET 2EEPHRBEEZBA 5
&, TI—DFHEIIOVT, S TEAL, TTAX—1+0O SNMP @BHZEFLET,

AEBTIE, HEELT —PRELLBEOBHICOVWTREN TEET, RENZWVIES, 30 BRI 15
ElLT—ARELZESICENO 1 ELZTE 7 2FRRLET,

(1) I5—7L—L8%=RIEICLTOEA

[EBREDRAT > K]
I —DBBMEHDS> S, TIT—OREEY (T5—-7L—2%) OBEZAREBICHRET 255,
frame-error-notice 2 < > KT error-frames Z8&E L £ 9,

[Ov> RICKBETE]

1. (config)# frame-error-notice error-frames 50
Io—DFRERYE (T5—T7 L —2%8) OMEZ S50 EICHELET,
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(2) I5—L—bhZEMBICLTOEA

REDRAL > K]
I —DBHEHEDSE, TI—DFREEE (LI7—L— ) OEZRKEBICHRET 51541, frame-
error-notice 2 v > KT error-rate 2% E L £ 9o

[O7 > RICKBERE]

1. (config)# frame-error-notice error-rate 20
I —-DOREEGORES 20%ICHKELE T,

(3) BHIEFDOOTRTETE

[BEEDRA > N

IS5 —DBHEHEDSOS, TI—DPRELLEZOUTORRNEZRET 5B AL, frame-error-notice
I~ > NT onetime-display, %713 everytime-display #&%E L £9, U7 2FRRLLZVEDICT S
ElE, off ZRELE T, CORER, T4 X—FrDSNMP EBHICIIBEZRLEE A

[Ov > RICKBETF]

1. (config)}f frame-error-notice everytime-display

IT—PRETLH-FICuZ2EHRLET,

(4) FHEOHEAEHEIRE

[EBREDRT > M
I —DEMEMHE2EHEAEDE THRET 215413, frame-error-notice Iv > KT, BROEM%
FIRFICERE LE 9. frame-error-notice 2~ > FANRNIERE L T W BHIEHIIEN E 2D ET D
T, 5IEHMEAUBHEMGZ2HRET 515413, frame-error-notice A< FTHEHRELEL LS
Vo

[O7 > RICKBERE]
TCRNLT—DRETH-NNCO T ERRTAHIERZREL TN, SHICTT—DORELHE (55—
L—b) OBEZRET 2HE0OREFERLET,

1. (config)}#f frame-error-notice error-frames 50 everytime-display
IT7—ORERY (ZTT7—T7L—24%) OBER SOENEREL, TI7—DRETLH-TICOTEER
L9,
CEE=EIE]
754 R— @ SNMP @ % HHT 58541, snmp-server host a7 RTT7 L—AZELT—FHE
B SNMP Bi1& 7 L —LEEL T — 5%?&53%0) SNMP BHIZIEET A EDICHEL TS,

20.4.11 PoE MEXE

(1) R—MEEEDRE

REDHA > b
BT 2REN POEXBRET, AREPSBN2MIE LA VES, 23K T 5HFEED PoE
BEEBOBAL, AARBOBIEERELET. ST, F— b 1/0/1 TRAEHRBLAL XL

RELE T,

270



20 1—Hxyb

[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/1
(config-if)#f power inline never
POE BEETEB N #MHME LWL ITRELE T,
2. (config-if)# exit

CEE=IA]
PoE A— b TN I 2 HFRBEPHBREEDOH AL, ARETHIEI 5K — MIBNIGOELZHRE
LT Zan, HFEREPHERET, BNMEOELZRELZVWEEIE, F—N—0o— F2®&HL
TAYE—=—V2HANTHIENHVET HFRETENMEZEILTEZ L2551, HFEETLEN
Mgz Elbd s 2 HERLET,

(2) BEHAEETR— NBSDOIBTE
R—MEREZEMNILT, T TIHKBRBELTWVAR-NR2EBELILES, HICERSN-ZEEERZELL
TBhEHBLET,

[EBREDRT > N
AEBTIV T4 L= a>avy R powerinline IC&k 2 R— MEEEREEZENICLT, 9T
HBBEBLTWLWAR—-+2EELET,

[O7> RICKBEEE]
1. (config)#f power inline priority-control disable
R—MNELEREZEDIILT, TTIHRELTWVWAR-N2EBETAEIIIHELET,

2. (config)ff save
(config)# exit
AYT4 V=2 arEREFELT, AV T4 b—Yaryavy RE- NP oEBEEEEE— NIIRD
S
3.# reload
AEBELHEHLET,

CEEEIA]
RKaAv Y F2REBLTHIBRLBEE, REREHRICERENEVPRRENET,
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)07 705 =3

COETIE, VI IT7 )= 3 VORSREBEREICOWTHHELE I,
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21.1 V277045 = 3 > BARKBEDERS
2111 =

VYO TN —a i, BEEELOMZEEROA -2y "R NTERL, ZhozEQT—o0
8 7 & UTHROBEET T, COEBY V72 F v XNV —TENROET, V77 7)F— 3
VKo THEREZEEROEB OIS IEE*HBETZ LT,

21.1.2 U2I77)5 =2 3> DR

Vo770 =2a OB ZRORKIIRLE T, ZOFTIEUSDOR—b2EHLTWET, EY
LTWBR—IDIED 1 AAPEEE L STBEEITIE, FYyRILTL—TD5HL, BODOR—NTF ¥
FINTN—=TE L THBEZ#MFELET,

B21-1 V277705 =23 >OERb)

AEEA AEES| X
K= P ERRILIY DI TY
Vr—vay
UL WERE LI
AEEA % AEEB | mEok—EMBLT, 3K— b
DULHTFIYF—ay
LLTEATS

21.1.3 HR— M
N U775 —-3>OEFE—R
REBOY V777V =3 i, E—RELTLACPBEURY T+ v 7D 2BHEZTR—MLE T,

s LACPUY YO F7 U —var
IEEE802.1AX #4#1c> LACP #FH L7z) > 777V 75— 3> T9, LACPICE A ATV T — 3
VB UIERICF IV TN =T LTOERZMIBLET . LACPICE - T, BEEE L 0BS
HEHEEESL )V VOIEEERENS TEE T,

C AF T4 I IT TS —=vay
AV TAT =2 aVEkBRYT 4w I ) I F7 TV =23 T9, LACP I3#{FsdE A,
Fr AINTN—=TE LTERELZR= PN 77y FLRETERL2MKBLED,

(2) OIRRE
FHINTN—TEHRT oA~ D> 5, BENPOR—EEOX— FEEHLET,

2114 FvxLTL—TOMACT7RL R

2= VY =0T b aLVBERT AERIC, Fr AL —TDOMACT RLAZERHLET., &
BEIX, FyRINLTIL—TDODMACTRLRAELT, ZIL—TICFETAR— DI ENLD MAC 7
RLAZFEALET,
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FYRNTIN—TFHBTAR— 25 MAC 7 RLAZFERHLTWAR—-2HIBRT 2L, FyrLT
L—TDOMAC T RLADPEHEINE T,

21.1.5 TL—AXEROR— MR T

Vo7 70— a NI V—LzEETHEE, EBEITLATL—LITEXR—b2BRLINS 710D
EER—IAGHSELIETEHOR- P ZHRICFALE T, REEBIL, FEEFETLH27 L —LHDORIC
RYIERAEIC, BB TEETAIR-bEBIRLTRO AT E T,

« SESEMAC 7 LR

« EFETLMACT RLA

FESEIP 7 KL A

« EFELIP T RLA

554t TCP/UDP R— h &5

- £fF7C TCP/UDP A— &S

2116 V277705 = a3 (ERBOEREIR
(M) V>I77)45 =23 > N ROIEEIRER

Vo7 TN —a UIBEIICE, EERTOREN—HLTWARENHDET, V2 ITTITr—
Ta UORATRE R 2RISR LE T,

®21-2 V277705 =23 A ANOREEERGI

OLERTE— FHELDEA

AREEA AEEB
LACP  =x&F 1 v

COEHEERERE L& EDEE
-LACPORTLT—2 3 MR LE W TRIEWIKEITE 5,

OEBR TF Y RILTIN—TNRAL Y b—ILFRA Y M2 TWBIHAE

AREEA AEEB
B

FEEA i
[FEEC|

COWRERIE L1 & EOBE
- REEAD BEE L1 T L— LA KEEBERE L TRS
L—THRICEERE, ERCHELLL,

2 V27775 —2a>OREFIE

V77— g VBRI, EERTOREN —BLTWARESHD T, —H LT VREE
THREZHBLEIETAEN—TERELLIBENDIHD LT, BTIXY 757 VRETITL, T(1)
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U IT IV =Y 3 YRR O &S BRI > TWR WS E R R LS ET, A—FEY
VITYTECHEEBHOLET,

(3) CPU B&fals

LACP Y » 777U sr— 3 »yE— MERKIC CPU PBER LRI > 12156, AEBVEZET S
LACPDU DFEREF /- 3N EESREL T, ¥4 LT bOA Y-V, —RBNZEBEHRICZ L

BH0ET, BAEKESEHKT 5581E, LACPDU OXEHBEZRL T3P, A¥T4v IV o777
UVr—varyzERLTIES W,
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21.2 U277V 5 =23 BAEEODIY>Y KT

R

21.2.1 aOAv>R—E

Vo7 TN F=a v BEARBEOI Y 7 4 L= aryavy R—EE2RORITRLET,

x®21-1 dA>7147L—>a>avR—E&

v RE

A

channel-group lacp system-priority

Fr I NI N—TTEICLACP Y AT LBRERZHRELE T,

channel-group mode

R—brE2F ¥ RINTIL—FICBFELET,

channel-group periodic-timer

LACPDU DiAEHIRZREL 9.

description

Fr AN TN—TORHREHAZHELE T,

interface port-channel

A= FrFrINA VYT —AZHELET,
FXINTN—=TDISGRA =T ER= N F vy RN AVF T2 — A2
VI4 T —varvE—RTHRELET,

lacp port-priority

LACP OR— MEEREEZHRELE I,

lacp system-priority

LACP Y AT LEBREDT 7+ )L MEZRELE T,

shutdown

Fr IV TN—TDOBELZEIELET,

Vo7 —aryOBHaIYY F—EBEE2ROEIRLET,

*®21-2 ROV R—E

v RE

A

show channel-group

Vo705 —=2aryOBmERTLET,

show channel-group statistics

VYo7V —y a yOfEHEREZERLE T,

clear channel-group statistics lacp

LACPDU OxZEMeHEREZ VT LE T,

restart link-aggregation

VYo7 r—=varySurss L xBEREEHLEd,

dump protocols link-aggregation

VoI T7 TV a YORMA XY b L= 2ERB L OHIET — T
BHRZE 77 AUANEHLET,

2122 RI9Fa4v IV I77 V5= 3>DEE

EREDRA > M

AT 4w )TN S=varid, A =YX b VY T—RA T4 L= 3 YE-FT
channel-group mode 2< > RZFHLTF v 2LV —TESE Ton] DE—RZHRELET. A
74w )77 = 3 id channel-group mode I v > REBRET 5 LICk > CEIER

L £9d.

[O7 > RICKBEBE]
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1. (config)#f interface range gigabitethernet 1/0/1-2
R—1r1/0/1, 17072 DA =Y 2w b4 VT2 —AE—RIIBITLET,
2. (config-if-range)# channel-group 10 mode on

R—1+1/0/1, 1/0/2 %, A¥ T4 v 7E—RDF ¥+ X LI L—F10ICEHRLET,

21.2.3 LACP U775 =3 > NEEE
(1) FYRILITIN—TDEE
EREDRAT > K]
LACPY o770 r—=Yarid, A—Yxv V¥ Tx2—RA2 7471 —3EF—NRT

channel-group mode <> RZFH L TF ¥+ X7 L—THE & [activel F7z1d [passive] DE—
REHRELET,

[O7> RICKBEERE]
1. (config)# interface range gigabitethernet 1/0/1-2
AR—r1/0/1, 17072 DA =Y 2w v A V¥ T2 —AE—RIIBITLET,

2. (config-if-range)# channel-group 10 mode active

A=t 1/0/1, 1/0/2 %2 LACP E— RFOF v+ X ULT)IL—F101CEK L £9 . LACP X active E— N
ELTRmMEEICEHRZ < LACPDU OXE%EFIB L £ 9, passive ZHEE LHEIE, WNHEED S
@ LACPDU 2%Zf5 L7 & &7213 LACPDU OXEZMIALE T,

(2) YRATLBEEDFE

LACP DY AT LBREZHELE T, AEBTIE, VAT LEBLEIILEMEEDBER AR — M HIRI%EET
FALXT, @, xS A—Y2EETLINRERIHDIEA

[EBREDRAT > K]
LACP Y AT LAEFLREIIENINSVIZEFVWELEE LD ET,
[O7> RICKBERE]
1.(config)#f lacp system-priority 100
REED LACP VAT LEBSEES 100 ICRELET .
2. (config)lf interface port-channel 10
(config-if)# channel-group lacp system-priority 50

Fy¥ 32N TIN—F10 D LACP Y AT LEBREZS0ICHEELE T, ARELZTORVESIIEED Y
AT LBERETHS 100 Z{EHLET,

(3) R—MNBEEDERE

LACP DR — MEEEEZRE LT, REETIE, F— MELEERILERERED XY VN1 » V7 HERETH
ALET, 8%, ANNTIA—FY2EETLUNREIHDEHEA

[EBREDRT > N]
LACP B— MEEEBRZEINNSVWIEEEWVBEELZDET,
[O7 > RICKBEETE]

1. (config)# interface gigabitethernet 1/0/1
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(config-if)# lacp port-priority 100
A—11/0/1 ® LACP R— NMBEE% 100 ICRELET,

(4) LACPDU X{EERDEEE

BEEDRA > N

AR E S AEBEIC AT TEET S LACPDU OfEZHREL LT, AREBIEIA/NT XA —F TREL
7-fEfE T LACPDU =%{EL %9,

LACPDU 0% {EkE1d long (30 #), short (1 #) &5 62 %EIRNLET. 77 4L M long (30
) TEELET. EEMRE%E short (1) IKEELALES, VY IOBREILZYALTY bzl
HL29< 20, BERIOGBE/ERBZSHMLEINZAZIENTEET,

[O7 > RICKBEEE]
1. (config)# interface port-channel 10

(config-if)# channel-group periodic-timer short
F ¥ 27N —7 10 ® LACPDU #(E/ifE% short (1 #) ICRELE T,

LDEFEEIE]
LACPDU %{ERifE % short (1) ICRET S &, BEXMALPT<%5—5T, LACPDU +7
T4 IPEBINTAIEICE>TI) Y IT7 TV —=varyarlsL0aRPEINLET, &85
A—%%short (18) ICTAZETHALTT MDA Y -V —HRLBERSERET 554X
F7 4 bDlong 308) KWRIPAYT v 7E—REZFHALTLIEZE 0,

21.24 R—FFvXNA19TT—ADETE

(1)

A= I FXINA VYT T—ATIE, FYyRILTN—TETHET AHEEZHRELET,

R=PF¥RNA YT T2—RIE, A2 T4 T =3 2AT Y RTHRETSD, 1 —VHv bfr¥
7z —AAY 747 L—3»E—FTchannel-group mode 2> RZFET AT LIZE > TEHEH
ICERSNE T,

R=RMFvRNAVITI—REA—HBRY M UITT—ADER

Kb F X INA I T2 —RE, Fr NI V=T ETEHET HMEEZHRELET. TNOIEA—FF Y
M YH 72—V T4 7L —aVE—RTHLRETHIENTEET, COLDLHEEHRET S
IV RER= P F RN VYT 2—REA—B XY M VI T2 —ATEHEELSH D, RET BRITIK
DEDICEELET,

e R—FF Y ANA VI TI—REA—VXY MM U Tz—ATHEEBEICY RORENF—BHLTVS
WERHDET,

¢ R=FF v HNA VT T 21— RAERBEDKRETA —F v bA ¥ 7 2 —RIT channel-group
mode IV REFET 2L, BENIIK—FF Y INA VI T2 —REZERLET, ZDEE,
channel-group mode 2<% > FERET A1 —HF v b V¥ T2 —ACHAEIY Y FPRESINT
WTIRWITEEA,

¢ R=FF YR A VT T2 —ANPTTIHEFAHODREBTA —H v b ¥ 7 2 —RIT channel-
group mode I v > R HRET 25HE, BHEIVY FP—HLTWHIRENHD T,

¢ F—bFrRNA Uy 72— ATHEIVY F2BRET 5 &, channel-group mode I~ > RTEHRE
NTVWBL =P 2y b VT T2 —ADREICHREURENRBESNE T,
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21 V2IF7TIF—=ay

R=bF v mNA VT T2—REAL YRV M VT T2 —AT—HLTVWAIREDHHF—MF v 1)

EEI~v FEROFBIRLET,

£21-3 R=—MNF+RLII9TT—AOEEITR

terE

v >R

VLAN

switchport mode

switchport access

switchport trunk

switchport protocol

switchport mac

switchport vlan mapping

switchport vlan mapping enable

A= TV —

spanning-tree portfast

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree guard

spanning-tree link-type

spanning-tree port-priority

spanning-tree cost

spanning-tree vlan port-priority

spanning-tree vlan cost

spanning-tree single port-priority

spanning-tree single cost

spanning-tree mst port-priority

spanning-tree mst cost

IEEE802.1X

dotlx port-control

dotlx force-authorize-port

dotlx multiple-hosts

dotlx multiple-authentication

dotlx max-supplicant

dotlx reauthentication

dotlx timeout reauth-period

dotlx timeout tx-period

dotlx timeout supp-timeout
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tae avUR

dotlx timeout server-timeout

dotlx timeout keep-unauth

dotlx timeout quiet-period

dotlx max-req

dotlx ignore-eapol-start

dotlx supplicant-detection

DHCP snooping ip dhcp snooping trust

Ip arp inspection trust

ip verify source

L2 )V— 751 loop-detection

(2) FYRILTN—TLTEET HHEBENRTE
[BREDRA > M
R—=bFrRNA 272 —ATIE, VLANRZAN=V V) =% E, Fy IV TL—T ETE#HET S
BREEZRELE T, JITR, MFYIKR-bERETHHZRLET,

[0 RICKBEE]
1. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)#f channel-group 10 mode on

(config-if-range)# exit

A=t 1/0/1, 1/0/2 # A% T4 v 7E—ROF ¥ 2NV TN—=F10I28FLE T, T/, FrHRILT
L—=T10DR—=F F ¥ XA ¥ T —APEHBERSINET,

2.(config)# interface port-channel 10

FrINTN—=T 10 DR= F X AINA YT T2 =AY T4 T L= a yE—RICBTLET,
3.(config-if)# switchport mode trunk

Fr XN TN—T10% bT 0 I7HR—MIHRELET,

(3) R—MFv¥XIA1>297TxT—AND shutdown

EREDRT > N
R=b F v 2 NA V¥ 7 x2—A% shutdown IZFRET B &, Fr RN TV—TIZBHEINTVETRT
DOR—POBEZELELET. Uo7y 7T LTWAR—MNIT Yy TREO E Z@EELREICZD
i@_O

[O7 > RICKBEE]

1. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)#f channel-group 10 mode on
(config-if-range)# exit
R—b1/0/1, 1/0/2 %A% T4 v ZE—FROF ¥+ HRNANITNL—T 10 LTEHRLET,
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2.(config)#f interface port-channel 10
(config—if)# shutdown

R—bFA¥RINA VI T2 —AAYT 47— 3 F— FIZB{TLT shutdown 2% EL £ 9,
R—1+1/0/1, 1/0/2 DBEIMEILEL, Fy XL TL—T 10 IHMEILREICZD T,

21.2.5 F+RILTIL—TOHIBR

Fx¥ 2T —=TDR= b R°F ¥ X INTN—TLE2HIRT ZIEEE, HIRTA2HROR—- 2H572 LD
A—HVA2Y M UFT2—ATYT 4L —3F—RTshutdown ICBREL TBLMLENHD FT,
shutdown ICBRET A LT, HIRTABICIL—THPRET L ERZHETET,

(1) F¥RILTL—TADKR— s DOHIFR

EREDRA > M

A= E2F v 2 VTN —TDPoHIBRLET. HIRLZAR—MEIF ¥y INTN—TEFFOR—-rEL
TEET B0, HIREEOIL—T%2E5ET 57 0IZE/TIC shutdown ICBRE L E 9,

HiIBR L 72K — M, BIFRETIC interface port-channel TEE L7-B#E I~ > F(F21-3 K—FF+
INA VI T AOBEIY Y R) 3EA7:0, HORARICERATABICIIERLTIEZS 0,

F v 1IN TIN—THADOTRTOR— b ZHIRLTH, interface port-channel OF%TE I B EIHIC IXHIBR
ENFRA. FYANTL—T2E0OHKRIE [2) FyILTL—T2E0 K] 25BLTLZS
Uy,

[O7 > RICKBERE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)# shutdown
A=t 1/0/1 #F v 2T N—THSHIRT 57912, FAC shutdown i LT o7 ¥ 7 S8 F
ER
2.(config-if)# no channel-group
R—=1 1/0/1 26F v INTN—TOHELHIRLE T

(2) FyRILTIN—T2EOHIFR
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[BEEDRT > N

F X RNV —T2EEHRLET. HIFRLEF ¥ 2L TV —FICERL TV R — MEZhZNE
BOR—bELUTENET 3728, HIREOIL—F%2[ERT 57025 shutdown ICHEL X7,
F ¥ 27— interface port-channel ZHI{R3 2 Z &Ik > T, 2FDHIBRSNET, ZOHIR
12> T, BELTWAEKR— b»5 channel-group mode I~ > RAHBICHIRSNE T, 7272
L, &AR— MIIZHIBRETIC interface port-channel TFRE L-B#EI<T Y F (£21-3 K—hrFr %
WA VT2 —AOBEEI Y N) 355720, HORRIERTABICIEERL TS0,

[O7 > RICKDEE]

1. (config)# interface range gigabitethernet 1/0/1-2
(config—if-range)#f shutdown
(config—if-range)#f exit
F X RN TN —T2EEHIRT 572012, HIRLZWF v 2T L —TFICBRIN TV EKR—FE2FTR
T shutdown ICBELY V7 ¥ v SHET,

2.(config)# no interface port—-channel 10



Fr 1INV TN—710 ZEIBRLE T, K—1 1/0/1, 1/0/2 IZFE STV 5 channel-group mode
avy ROEBICHIFRESNE T,
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21.3 D277 )5 —2 3 2 HisREEREDfEE

21.3.1 RI2VNT) > TR

(1)

(2)

f#EH

FrYINTN—TRICHEP» CORBADOR— b 2ABL B E, BHFOFR - N TEESPRELLEEIC
FRADOR— MYV BZ S LICE 5T, FV—TE L GERT 2R — MM T 2HEETT . O
REZHEAT S &, BERITHFROBD 2 ENTEET,

ZOMEEL, AT 4w o) o 7TV —=va B ERTEE T,
AIINA1) > T DEIRAE

AV T4 =2 a v TFr INTN—TE L CERTARAR-MIZRELE T, JL—TIET S
R— P EPIEESNIZBAR— N EBI-TOR— b DPFEAR—- MRV XT,

AR —MZE, £330 740 7L —2 a3y TRETHH— MBEEE, WIIA— M BSOIET, BFRELE
DEVIHICRESNE T, 2F 0, K- MEREAFFEUHEIE, A—NESTHELE 9. AR —- b
REEEZ, BRELEOSVIEICKIIRLET.

1. R— MBEE
BEEOEORENVR—-MPOFRAR- N LTERENET,

2. R— &S
A— P ESORZVIEICHFEAR - M L GERSNE T,

2 UNA) Vv IBEEDHIZROKIRLE T, COBITIX, JIL—TIIBT AR— iz 4, ERT 55
KR—PEE3IELTVRET,

B21-3 RI2INA > THEREDRERLGI

AEEA AREB | 4k— b OF v RLTIL—T
(=% L T3K— b OERAE
_______________ - EET
ULy BERE ARErAY YT
AEEA % AEEB| mEmiczaLA1ULoE
R L THEEELTY VY
FOUS—2a v EBRT S

3) RIZNALUTDE—R
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AE UNA ) Y BEREICIE, RITRT ZDODE—RPHDET,

s VU IUFIE—NR
AFTUNAN TR )V ITTREBIZLET AY VNA ) v IH#EER TR — h L TR L
BLHFEAR-MNITAHZENTEET,

s FEVVITIUE-R
AT UNAY IR T RBICLEWT, BELETEELLET, VI 7y PREDLO,
FRFOR—- N CLBELZERTEET. 72, FRFOR- MIRFELIEEFELLT, ZEITVE



To AFIUNAN IR T A - LT R WNEEEIR, V7T IBEDSRNIHAY N
AV ETCREREZMRLETY, TOLIGNMEBBEE bFERTEET,

Yo v E—REHRLTWAES, EFRFOR- I P—DDEE, ZOR—-NTERESFET DL,
BHERAOR— MY OBDLABICF vy RN TIL—TP 0o zAY T LET, Y VIV E—FDE
&, Y T ICHBAR—- N EFERLE I,

EAFDOR— MHF—DDREEIZ, RITRTEESPDIRETT,

e IVT7 47 L—aravy K max-active-port T 1 Z5E L T\ 2IRE,
 BEERAET- F2RRET, REEOR— I —27/21F, Z0EIHPOR— b2 —DD L 5IRE,

21.3.2 BEREAR— MHIPREERE

BB A — NEIFRMERE L, U U 7 ICEESTHE LR — 2B L TRY OR— F CERZRE T 2 HEE 21D
ELET. FyRILTN—=TOENDPDR— MIBEFRET D LTV —T2E2BEEAR LT, #Y
Fr 1IN TN—TOERAZELLET, JL—THOLER—-+PEIHTZETVL—TOERZHEMALET,

Ty TV T VTV N EOTE/MEREEEDE GERTAZET, FY AL TL—7RIZ ] R—
NEUBESRELBETYH, FV—THATREZVEBZIAZENSTEET,

COWEEIILACP Y > o7 75— a YIZFERTEE Y,

BEREARS — NEIRMSREDEIENEIL, FY AT —TTEET A EEBEM T, BEEOEVWEEY, HEES
FUORMEBOF v+ AN TN —THORKR— N TENRECREBE M TEGHICENLET., 257
BT ET, —HOR—FPEPIPENT R ENTVEDICLTED, EEEFLTVET,

BEREX 330747 —3 3 THRET S LACP VAT LEBEE, RICF ¥R ILTIL—T0D MAC
7 RUVADJETHMENE T, DFD, LACP VAT LABEENFRICESIZ, F¥RILTIL—TD MAC
7 RUATHIBLET,
F v FITIN—THOLR— N PENTREIPHET 2 EBEBOREEEL EIVBLEOFVWEICRIRLE
—5’-0

1.LACP ¥ AT LB5CEE

LACP ¥ 27 LEREOEI/ NS WEBIELEINE T,

2.F v 2T N—TDMAC 7 KL &

MAC 7 RLAD/NEWEBEPBELEEINT T,
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21.4 V27705 =23 AGREEOIT > RAA

S

2141 OV R—E&

Vo7 TN =2 g VRO 7 4 L= aryavy R—EE2RORITRLE T,

x21-4 2>7147L—>a>avR—E&

v RE B
channel-group lacp system- VAT LBEEEF Y AINTN—TTEICHELET . BERA