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[ABE—F]

(config)

(185 A—=4]

L

[3< 2 FEBREFDENE]

ftp 7’2 Fa L TOVE— T 7 EBEAZZIFHITEEA,

[(BIE~DEE

CEEFHE]

config-line E— RTT7 7 ERAY X MERE L TWDH5E, tp TREE~2 A VEFATEIIEST 2
VE— MNEMABRRKD IPvAT RLALR LT Z7E®AU X M- THIBRS IV ET,

[(BEaI< 2 K]

line vty

1p access-group

10



line vty

line vty

SEEA~D telnet VE— N7 7 AEFAILET, T2, BEICFRBIZYE— el A o T a2—VEK%
HIFRT A7-DICbEHA L E T

[AHRH]
fHMOBRE - £H
line vty <Start allocation> <End allocation>

THHROHIBR

no line vty

[AAE—F]

(config)
[INTA—=4]
<Start allocation>
VE—hr A VFRERELET,
1. AT A —H B UEREO I fiE
BT EHA,

2. fEOERMH
0 (FE7E)

<End allocation>
B TELA—TREFRELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. H 0% i
0~1 (/A TELaA—WHE 1~ 2ITRETEET,)

[2< > FEBREFDEIE]

telnet 7 v h 2L THOYE— T 7B RAEZZITHTEREA,

[BIE~NDEE]

L

[E%TE(E oD e i 224 ]

EHEFR, T ICERICKBEINET,

EEEIE]

AREEITH &, TXTOVE— MEABERENS O telnet 72 F AL TH Y E— N7 7 ¥ X522 T
F2E2120Ed, 77 vREHIRT D5A1L, ip access-group, transport input F%E% L CTL 72
Sy,

2. FBflCe /A v CEHa—YHEEELTYH, 9 CICrl A LTWbda—VDkryaryBUndz
LB FHA, ARTUKRIC) E— A o352 —PIIH L THEDEZRY £1°,

2

I

—

(BEEa~<> K]

transport input

11



line vty

1p access-group
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transport input

transport input

Ve — MERMADOFET v h LB LT 7w A ZHIRT S oI L ET
[AA#K]

DB « 23
transport input {telnet | all | none}

fE O HI

no transport input

[ABE—F]

(config-1line)
[185A—=4]
{telnet | all | none}

telnet
telnet 7’02 kAL TOYE— T 78R EZ T T ET,

all
TRTOTa harTHOYET— 77 BRAZZF T ET (RIE telnet 7217),

none
FTRTOTw AL TOYE— T 7B A 2T EEA,
1. AT A —Z BRI O HE
all (telnet TOVE— 77 ¥ AZZ T T ET)
2. EOREHB
telnet, all, F£72/% none

[2< 2 FERREFDENE]

telnet 72 2L THO Y E— b7 7 ERAEZIIHTET,
[BE~DEE

L

[EREMED R BREZH]

REMEER, T ITEMICKBSNET,
EEFEE]

1. ftp AT HIR T 25%A/1E, Fr— Uba 7 4 7 b—v a B — RO ftp-server T E L TK
7ZEW,

(B Ea~< > K]

line vty
ftp-server

1p access-group

13






a4 L— a3 DmELE
1%

end

exit

save(write)

show

top

15



end

end

arvI7 4 b—varavy RE—REKTLT, EEEHEEE— NIIREY 7,

[ANRR]
end

(/8T A—4]
L

[BEAvtE—Y]

end I ROJSE A v —TV2ROFITTRLET,

#£31 enda<T U RIEEAvtE—

Ayt—o

L

Unsaved changes would be lost when the machine goes to

sleep!

Do you exit "configure" without save ? (y/n):

Filavwr FERELTVWD LXIL, avy7 47—V
VOMREIREAREFEE IR TLEY L LTWET,

¢ schedule-power-control system-sleep

¢ schedule-power-control time-range

BHELI-ary 74— g 3R Y —FREBIOERT S
LA LET, "Y' TREREZKTLET, "n" Tend =
~  REHIELET, LR HE, save 2~ RTEF L
Frar 7 4 ZL—3a VEREFELTLLIEE N,

The machine is just going to sleep! Do you exit ? (y/n):

arvZ 4 —varavy RE—REKTT5EA)—
TIRRBIER LET,

"W'TAY—REBICER LET, AU —TREBICER L
<ZRWEAIE ™" Tend 2~ K& HIEL, "(config)# $set
power-control schedule disable" =~ K CEEIAT
Va— )V Z LT — RIZ L TL 72 &0,

16

CEEZEE]

1. a7 47— a3y 77 ANENET T2 AEVITREELR W T end 2v 2 RE - TR
av 74 71—y aryavwy RE—RERTTDHILENTEET, ZDLE, v L—vay
T 7 A MIIRERTOREDEFICR>TWETODT, a7 47/ b—3a rOffEE, REFELTLE

él/\o

2. Frv=vrarga v —varEmE L%, A7 7y a AT VIRFELRWTend 2w K
EFEITLESE, W77V a AT VDRI - NT v T arid L —vardyAfeor=7
AT 4 = a U RBERVET, ar T4 S L— g CORRER, RELTLEEN,

(E&Ea< > K]

L



exit

exit

EFT—RE—oRVFET, Fu—lar 74— g% — RCHREFOESIZa L 740 L —2 a3
v RE—RZRTLCEEEHET— NIIRYVET, F_BEL T CREL TWDIEAIT—> MR
BIZRED £79°,

[ABRH]
exit

[T A—=42]
L

[EEAvtE—]
exit AV RDOISERA v B —V B ROEFEITRLET,

£32 extav U RiEEAvE—

Ayt—2 A

Unsaved changes would be lost when the machine goes to TRavry FRERELTWH EXIZ, avI L —3s

sleep!

COMMEREBERFETICKTLEY ELTHET,

Do you exit "configure" without save ? (y/n): * schedule-power-control system-sleep

¢ schedule-power-control time-range

BHLI-ar 747 b—a IR Y —FREBICERT S
EHKRLET, "y TREREZK T LET, "n" Texit =2
<~ REHIELEY, LEZGIE, save 2~v 2 RTEHE L
Frar 74 7L —ya VERELTLIEE N,

The machine is just going to sleep! Do you exit ? (y/n): a7 40—y gravwy RE—RERKRTTLHE2)—

FIRBIER LET,

"Y' CAY =T REICEBELET, AU -7 REICEER LT
<7RWEEAIE " Texit 2~ F&HIEL, "(configh#
$set power-control schedule disable" =~ > K CHE A
Y a— VR AL T — FIC LT &,

[EEFE]

Jr—SVaAYT 4 F =g = RTexit 2~ 2 REMAT 2541, WIORTREEFHBH Y &
T

1. a7 47— ar 7 r7ANVENBT 7 vya AT VITEFELRNTexit 2~ K& T—FH
WZary 747 b—yvaravy FE—REKRTTLHZENTEET, Z0LE, av 747 b—vayr
77 A MIREBRPTOREOEFIZR - TWETOT, a7 47 L—ya Ok, RIELTIE
Sy,

2. Fr=rrarya S —arERE LR, WEZ 7 vy a AEVICRELZRWVW Texit 2w R
EFEITLIESE, WB7 7 vy arXTUDAS— R NT v T a7 4l b—varrZyAneT =7
a4 = arNRBRVES, arT 4 S L—va COWEE, BELTLIEE N,

(BAEa~<> K]

2L

17



save(write)

save(write)

18

WMELILary 74 7 b—2arONEE, AZ— N7y Farvigq7r—vary 77 AMRELET,

[ABRK]
save
write
[T A—=4]
2L

(& A vtE—T]
L

CEEFEIR]

1. a7 47 —var 774 VEREFELTCL AV 7 4 b—varavy FE— R T LERA, W
HERZDGR TN T exit 2~ FERFend a~ > REfE-Tar 74—y gravy RE—
REKTLTIIEEN,

2. MC#EHE— RBEYOLAICRa~ Yy REFIT LI & 1%, #H =~ N update me-configuration
DML HEIMICHE TSN E T, FD7=®, EMH =~ N update me-configuration (259 2 EH o
IR SNET, A OFME (1 Avte—Y - vl L7770 ZBBLTLIEIN,

708, EMH 2~ N update me-configuration DEC= T —NH IN7=HAETH, Ao~y RiXE
T LTHET, [AX2100S]

[(BEEav > K]

L



show

show

WEFOa L 74 VL —Ya VEEEICERLET,

[AARH]

show [ <Command> [ <Parameter>1] ]

[/8S5 A —%]
<Command>
ayv 74— gravy RERELET,

<Parameter>

FRHMBREREST DHBNANT A= fmELET,

CEEE1E]

1. a2y 747 b—varBEWgE, a~vy ROFITICRBAHN D Z 00 £,

2. Fm— N\ ar 74l L—aryE—RTE, ary74 70—y arE — R (B ERE) ~EB+T5a
~ ¥ FliZ%f LT <Command> [<Parameter>] 235 E C& 9, #isebe - ~NV7HERE - BRERI T2 L
HEFEHFTRE T,

3. AarI74Zb—var®—F B_HE) T, Fr—aryg7b—va - RERRRICE—
RZE BT 25 a~ 2 RiZx LT <Command> [<Parameter>] D¥FENTE 3723, Fi5ekge - ~L 7
HREZR KT TE £ A,

(B§Ea~< > K]

L

19



top

top

a7 4 b—Yaravy R E— RBITHRIE, Ka~vr FAHTe—Lar 747 L—3 g 0 F—
K (GFE—FERE) IR £7,

[AARK]
top

[T A—=%]
L
CEXEFEIA]
2L

[(BEaI< 2 K]

L

20



o4 t*%a1) 74 & RADIUS

aaa group server radius

aaa authentication login

aaa authentication login end-by-reject

ip access-group

radius-server attribute station-id capitalize

radius-server dead-interval

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

server

21



aaa group server radius

aaa group server radius

RADIUS 4 — 7 N—F %R ELET, A< K& AT 5L, config-group £— FITBITL,
RADIUS % — RV L —FER AR ETXET,

[ANRH]

THMORE « BHE
aaa group server radius <Group name>

RO HIFR

no aaa group server radius <Group name>

[AAE—F]

(config)
(NS A—4]

<Group name>

RADIUS —NRITN—TF L EHELET,

1. AT X —Z B O HE
A TCEEREA,

2. fHDFR EHiHH
32 SCFLIN DT TRIE L T IEE W, FREFREAR LTI AN T [RT A=FITRETE D
] » MEEOXFH] 22 LTI ZE0,
FEHASUTFUIIR SR AHELE L E 9,
7272 L, FROXFINIHRETE A,
- radius( B 5 — 8 E Idm e —8 L= 3075)
« tacacs+( B —H F 21— L= 30T

(2= Y FEEEFROEE]

2L

BE~NDEE]

2L

[ER%FE fE 0D JR B 22 ]

BOEWAER, TICEMCKBRESNET,
CEEFIE]

1. RADIUS H— 7 N —T1ZHF%N 72 RADIUS %r— 303 E STV WEEIE, BifEL EFH A,
2. REWHEZ: RADIUS — 7L —T 13K 4 TT,

22



[(BAEa< > F]

aaa authentication

dot1x authentication
mac-authentication authentication
web-authentication authentication

web-authentication user-group

aaa group server radius

23



aaa authentication login

aaa authentication login

Am,—l—;

UE—hrrA VRIERT BAEFRERE L ET, LICHRE LRI RM LIZ5E81E, RIC
72 CRIEEITVE T, 7208, Z OFBGERMEFEOH{EIX aaa authentication login end-by-reject =~ >

FCEECTEET,
[AAR]
EWOBE - ZH

aaa authentication login default <Method> [<Method>]

(GE2LEZS

no aaa authentication login

[ABE—F]
(config)
(/N5 A—=4]
default <Method> [<Method>]
<Method> (ZIZ&k # 7% E LE T, [Fl—® Method IZEHZETE A,

group radius
RADIUS #FEZHEH L £7,
M9 %5 RADIUS #— NZiAH RADIUS H—/3 T,

local
2—J )R AT— K mqu%'fﬁﬁH Lij_

group <Group name>

RADIUS #Eira#EH L E£9,
ff /45 RADIUS ¥ —/3% RADIUS #—/37 /L — 77, aaa group server radius =2~ R T
RELI T N—THERELTIEEN,
72720, TROXFINIRETE EH A,
- radius( BT F — B £ 721358 E —H L2 30551)
- tacacs+H( B —HE 21352 e — & L= 3075))

[O<7 2 FERREFDEIE]

_7\7/1//\}]7 I\utuuﬂzé.}'ﬁ‘b\i’&

[BIE~DEE]

el

[EREED R BRE2HE]

FEMETS, T ITERICKENET,

CEESIA]

1. #EEAH T "group radius" F 7213 "group <Group name>" #HET 54, RADIUS — R L@fER

A E721% RADIUS Yy — N TORFEICKRT D &, RERIZa /A TERIBVET, 207D
0 — R AT — RiBiEE —FEIZHET 2 2 L 288D LET,

24



aaa authentication login

2. group radius (YL RADIUS #— 3383E) & group <Group name> (RADIUS #— 37 /L — 7 3%GE)
1T, EH 58 RADIUS #EGE—E R E LTCHWETOT, WMHFZRFHIEECTCEEHA, EHHMN—
DL —H NIRRT — RRGEEAAADETIHEATZE N,

[B&Ea< > K]

radius-server

aaa authentication login end-by-reject

25



aaa authentication login end-by-reject

aaa authentication login end-by-reject

26

07 A VIRRORIETERINIZIEEIC, BAba T LET, @ERT (RADIUS EHE 72 &) 12X 2535
SR, aaa authentication logln < RCRICIBE SN TWOREET N CRIEL 7,

[ABRH]
TR DK E

aaa authentication login end-by-reject

(GE2LE]ZS

no aaa authentication login end-by-reject

[AAE—F]

(config)
(NS A—4]
el

v F RO EE]

=
PRECHRENTHAIL, ZOBEBIIN S 5T aaa authentication login =~ > F CIRIZHRE I LT
6H‘UHIEj§‘4tTuLJ DIEI_/ij—

[(BIE~DEE

L
BEMET,, T ICERICKBENET,

1. aaa authentication login =~ > R CIE L7Zi@iE /U T AR T,

(BgEa~y K]

aaa authentication login



ip access-group

ip access-group

AIEE~Y BT — ha A U EHFAERITELR T2 Y — MEHMRO IPvA 7 FLRAZHRELET 7 & X
VA RNERELET, KREIE, £YVET— 727 A (telnet / ftp) TI@EIZ/20 £,

16 =2 MV IZR D ECTHEEITRETEET,
[ABRHK]

THROFRE - BH
ip access-group <ACL ID> in

TE WO HIBR
no ip access-group <ACL ID>

[ABE—F]

(config-line)
[INSA—=4]
<ACL ID>
IPvd 7 KL A7 4 L F ORI (ip access-list standard ®iksl+) #EEL £,
1. RRT A —ZEBMR: O YA
BIETXERA,
2. EOFE P
3~B1XFLUNDT 7 EAY A MBERE LET, HHEARER LTI ONTIX T X —F|Z
BETXAME) 22 LTI,

[a< 2 FEREOBE]
FTRTOY T MEMMK»LOT 7 2 AZFFALET,

[BENDFE]

el

[E%7E B 0D = B 224 ]

BREMATS, T ICERICKBENET,

FEEIA]

1. RREE, &2VE—FT7 712 (telnet / ftp) TIHEIZRY 7,

2. ftp $E a7 ] T 28580, ftp-server ZFXE L TL 72 &\,

3. ip access-group WX E SN TWRWEA, T XTOY E— MNEHBRNOOT 78 A ZFHFAILET,
4, TI7ERRAEFATHIPT RLAEZEELTH, 7¢Il A LTnWbda—Fokyvarn’ind

TLFEHVERAL, AREURICYE— I A 0T 52— LTHEZIE R £7,

27



ip access-group

28

(A&Ea<w > K]

ip access-list standard
line vty

ftp-server

transport input



radius-server attribute station-id capitalize

radius-server attribute station-id capitalize

RADIUS #— S ~EERHCME T2 RADIUS @D MAC 7 RLRAZ RXFTHEELET, %4 T D
RADIUS BHAIFUU T D L0 TT,

e Called-Station-Id
¢ Calling-Station-Id

[AARH]

THHR O E
radius-server attribute station-id capitalize

RO HIER

no radius-server attribute station-id capitalize

[ABE—F]

(config)

[/85A—4]

2L

[a< > FEREFDENE]

RADIUS B MAC 7 KL A& /N UFTEELET,

[BIE~DFE]
2L

[EREMED IR E2HE]
BEMEFS, TITERICKMENET,

CEEEIE]

Aoy FERETRIEER, 7o o7 0 v 7 ERICKMENET,

2. j’:mh uﬂi (IEEE802 1X Web vy uﬂi MAC [ uﬂz) %VG@«

3. MAC 3ZFE T+ 5 RADIUS J&4: User-Name] [User-Password] ® MAC 7 KL A%
mac-authentication id-format =~ > KIZfEWE 1,

I

—

(B Ea~< > K]

L

29



radius-server dead-interval

radius-server dead-interval

30

UH RADIUS $—\3 77 o = VAL RADIUS = ~BEEIHT 5 E COERF A ~EHRELET,

H Ly " =N GEAF O RADIUS FBREERSE) MNAZZ2E 0 22 UYL RADIUS $— S ~E# L /- IF
W, FRIEEV— MERAARTRETER YA ~2 AX— ML, Kavr PNk 2R CHERB% (BERY
A~ 7)) 12, 774~V RADIUS r— A_"~EHIHLE,

[AARK]
THMORE « AR
radius-server dead-interval <Minutes>

TR O HIER

no radius-server dead-interval

[ABE—F]

(config)
[T A—=%4]
<Minutes>
T # UPLH RADIUS r—3006, 7 F 1 < U LA RADIUS r— "~HEEIH T 2 E TOERZ
AvEHRELET,
1. ART X —Z B ORI
A TEEREA,
2. B O R AE i B
0~ 1440 (%)
0 #E L72%A1E, RADIUS BBREERZ 4T 77 4 < UIALH RADIUS — 6B L £ 7,

(a7 FEBEROEE]

H Ly N B A 4 U YL RADIUS #— S~ LT 10 49, 75 A ~ U JLH RADIUS #— /3
CABEALET,

[BIE~DFE]

L

[EREED R BREEHE]

REMAER, T ICEAICKMEET,

1. B2 VA RADIUS — % h L2 hH—E L GEATICERY A ~EE2EE LTZGA, T0
IR AR CORGEIRIE A HIE LR A KB L E57,

2. A A ~H A X — MMEIIARa~ L RREZHIBR LGS, BERAA~OI T NIV By METITHE
WL, 774/ ME103E LTEMELET,

CEEZEIHE]

1. 3B EDOIHAH RADIUS — &R E L CWGa, R A ~& A ¥ — MDA RADIUS
P RAD L P —R"NE B LA TH, B A ~I1Z) vy TSR L E7,

2. HERAA <IN ST AAT— T EEARNTIHETTHETY Yy FLETAD, TRROZHTIIHI
LA rEdicykey hLET,



radius-server dead-interval

e K=z~ FTradius-server dead-interval 0 5% E L7z & &

o L Y= e U THEHAT O RADIUS H— Nif# %, radius-server host 2~ > N THIRL
e &

o M 2~ K clear radius-server # 3T L7z & &

3. WAL GIRARDRIEL — - o AR IR Y A ~ W T L2 B6 T, EMlihORRES — 7 AR5
TTH5ETT T4~ VI RADIUS H— _"~DEIRIIATRDIVET A,

[BEa~< > K]

aaa authentication

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

31



radius-server host

radius-server host

FRFEIC /9% LA RADIUS 4 — RO#E 2TV £ T,
[ABTRA]

THWMORE - BE
radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout <Seconds>]
[retransmit <Retries>] [key <String>]

RO HIFR

no radius-server host <IP address>

[AAE—F]

(config)
[1$5 A —%]
<IP address>
RADIUS — D IPv4 7 KL A& EELE T,
1. AT A — B WERE D FIEiE
BT ERA,
2. [l EHIPH
IPva 7 RV A (Ky bddk) 2 ELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

key <String>

RADIUS ¥ — 3] & OiEfE DK Bk, FRIEICME 95 RADIUS # 4 #& L ¥ 7. RADIUS #i37 7

A7 k& RADIUS $— N L ClH—O#ERET DLERH D 7,

1. ART A —ZHWEREORTHIE
radius-server key T E STV 5 RADIUS #MEH SN E T, REINLTWRWES, YiX
RADIUS H— 3270 0 £,

2. {EDFR E i
64 LFLUHNOLFHITHE L T EEW, FEARRLFICONTIE (RIA—FITHRETED
] © MEEOXFH] 22 L TIZS0,

auth-port <Port>
RADIUS H—_OHR— b EFEZRELE9,
1. AT R —ZH WSRO RIHE
A— hEH 1812 ZEH L £
2. fEOFRE L
1~ 65535

acct-port <Port>
RADIUS y— D7 h o7 4 v THR— NEBERELET,
1. AT 2 —Z B O HE
A= &EF 1813 A L £,
2. fEOFKE R
1~ 65535

32



radius-server host

retransmit <Retries>
RADIUS H— NZxt L CRRREE R A F R E T 2 A E L £7
1. AT A —Z BRI O HE
radius-server retransmit TR E SN TWAEHEMAER SN E T, BEINTWRNEGEOYIHIfE
X 3 [EITT,
2. fEOFE R
0~ 15 ([l

timeout <Seconds>
RADIUS h— b DIREX A A7 0 MEH (BY) 2HEELET,
1. AT A —Z BRI O HME
radius-server timeout TR E SN TWAHRFRAEHA SN E T, BHES N TV ARWSEEOYIHIEIT 5
T,
2. fEOF EFiPH
1~30 (M)

[2< > FEBREFDEIE]
RADIUS % — "R E SN2 T2, aaa T group radius 2% E L TH RADIUS @E LEH A,

[BIEE~DFE]

L

CEEEIE]

1. FEFREZR UL RADIUS H— U3 EE i AL Tk 20 T,

2. IPvAa 7 RL AL LTI27.%** R ETEEEA,

3. key /X7 A—HNEME STV, radius-server key 2~ RHEE I TV ARWEEIE, Uik
RADIUS H— N[ Zhi2 720 £,

4. B O RADIUS H— %23 E LI=%6, EH 2~ N show radius-server THANIFTRIND T
NUANT T A< JILH RADIUS y— 20 E9, BYOI Ly M—o3 (A O RADIUS 8
REELRE) 12X 7 T A < UYL RADIUS Y— "S03 M SivE 7,
77 A4~ UILH RADIUS Y — N ZREENREE LTIHE, 7Ly M — NIRICER 72 LH RADIUS
H—sN (BH o Z U PLH RADIUS H—N) ~ERB L ET, 774 < U ILH RADIUS H— 1~ HHE)
HBIHIZ 2\ T radius-server dead-interval 2~ FEZE L T 72 &0,

5. LA RADIUS ¥—3, F8REEA RADIUS #—%, E£721X RADIUS +— 7 L—T7ORET, IP T K
L AD—23 25 RADIUS — "\ BEICBER SN TV DAL, 6T _RTONRT A —F % BEHIZ
HLLAAL-a~vy FREICEEXIZ E7,
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radius-server host

34

(BAEa< > K]

aaa authentication
radius-server dead-interval
radius-server key
radius-server retransmit

radius-server timeout



radius-server key

radius-server key

L RADIUS H-—/8, F 721343055 H RADIUS Y— & OFBERICf# 9% RADIUS 4— o5
TANNEERELET,

[AHRH]
fHMOBRE - £H
radius-server key <String>

RO HIER

no radius-server key

[AAE—F]

(config)
[N A—4]

<String>

RADIUS #— /[ & O3 OrF 54k, BRI 52 RADIUS ##4f8€ L £9. RADIUS ##iX2 7

A 7> b kL RADIUS #— R ECRI—O#E2ZRETL2LERH Y FT,

1. AT A — AR O
B TE LA,

2. DR EHPH
64 SLFLINOSIFFTHRE L TL ZEW, FBEMBERLIFIZOWTL T A —X|THEETED
&) © HEBEOXTFH] 22 L T30,

[2< 2 FERSEFDENE]

7L

[BIE~DFEE]

L

[BREMED R BR 1]

REMAEER, TICEAICKBEET,
CEEFEIE]

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T? key i¥ & AR T L VEL L THEHLE T,

[BAEa~<> K]

aaa authentication

dot1x radius-server host
mac-authentication radius-server host

radius-server host
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radius-server key

radius-server retransmit
radius-server timeout

web-authentication radius-server host
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radius-server retransmit

radius-server retransmit

RAEIZAE T 200 RADIUS ¥—23, F7213AZBFEHH RADIUS Y — A~ OFEEE DT 7 4V k&%
ELET,

[AAFH]

WRORE - KT
radius-server retransmit <Retries>

RO HIER

no radius-server retransmit

[AAE—F]

(config)
[INTA—4]
<Retries>
RADIUS #— N2kt U CRBREER 2 EE T2 R EHEE L £T,
1. RXT A — X B OYHE
B CTXEHEA,
2. EOEHIPH
0~ 15 ([a])
[a< > FARFFDENE]
RADIUS ' — "~OFEREOT 7 4L MEZ 3B & 720 £5,
RE~DELE
2L
[EXTE(E D I B 224 ]
MEMEFHR, TIPS ET,
CEEFEIA]

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T® retransmit & & AR E L VEHL L THEH L X1,

[(BEa< > K]

aaa authentication

dot1x radius-server host
mac-authentication radius-server host
radius-server host

radius-server key

radius-server timeout

web-authentication radius-server host
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radius-server timeout

radius-server timeout

38

RAEIZAE T 200 RADIUS ¥—2N, F72i3AZBFE5 A RADIUS — A DIREZ A LT U MEDT 7 +

IV REBRELET,
[ABRH]

WRORE - KT
radius-server timeout <Seconds>

RO HIFR

no radius-server timeout

[AAE—F]

(config)
(/8T A—4]
<Seconds>
RADIUS =B DNEX A L7 U MR E L 9,
1. RRT A — 2 BWEREORHE
BT ERA,
2. [l EHIPH
1~30 (B)
(a7 Y FEREBDOENE]
RADIUS 4 —RDJEEX A LT T b OT 74V MEIZ S &0 £,
[BIE~DFE
2L
[EREMED Rk 52HE ]
REMEFRE, TIGERICKIET,
CEESIA]

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T® timeout X/ E % A% E L VB L THEHA L £,

(BEa< > K]

aaa authentication

dot1x radius-server host
mac-authentication radius-server host
radius-server host

radius-serve key

radius-server retransmit

web-authentication radius-server host



server

server

RADIUS #— "7 /L—7 0 RADIUS #—AHK R MEFRE L ET,

[ABRK]
THWMORE - BE
server <IP address> [auth-port <Port>] [acct-port <Port>]

TE O HI

no server <IP address>

[ABE—F]

(config-group)
[/85A—%4]
<IP address>
RADIUS — "D IPv4 7 KL A ZFRE L £,
1. ARRT A —H BN D FIHiE
AT EEA,
2. DR E i
IPva 7 FL A (FRy higlk) #EEELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS #— DR — hESEZHELE T,
1. ART X —Z KSR OYHE
A— hEF 1812 ZH L £ 7,
2. B O E il B
1~ 65535

acct-port <Port>
RADIUS 4y — D7 v o7 4 ZR— NEFEZRELET,
1. ARRT A —Z B RO
A= &EZ 1813 ZEMA L £,
2. DB EH
1~ 65535

[2< > FERSFRDE)E]

RADIUS #— \/337E & 72\ 72, RADIUS H—32 b—7 BEEELEE A,
[BIE~DFE]

L

[EXEfED R BREEHE]

REMARER, T ITERICKBRENET,

=

. BERE7: RADIUS H— 3/ v — 7B TR 4 TF,
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server

2. IPv4 7 RL A& LT 12755 * 2 ETE EH A,
3. Ra~vr FOREMIL, TiROFFEZTXTHIZLTWD LEEITHETT,
* radius-server host =~ K& FMETH 5 Z & (auth-port, acct-port HLFEIETHDHZ &)
e radius-server host I~ > NOBENEH THHZ & (key /3T A—HI5E, F 7L radius-server
key 2~ RIBREFHATHDHZ L)

4. [@— RADIUS ¥ —"7 N —7WNTHEED RADIUS — &% E L7354, EH =2~ K show
radius-server TE/RIN DT KL ANY% RADIUS — 7 )—70D7 7 A4 <1 RADIUS H#— 3¢
YV ET, ZOT T A~V RADIUS h— DD I L bh—s3 (RADIUS FEREZSRYE) (A &
NEJF, 774~V RADIUS — T L —THNDOKRIZER 72 RADIUS H— ~EK L £7,

728, 774~V RADIUS — "~ BEEIHIX, radius-server dead-interval =1~ > KOFREITNE
WET,

(BEEa<T Y K]

aaa group server radius

dot1x authentication
mac-authentication authentication
radius-server host
web-authentication authentication

web-authentication user-group
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Rzl DEXE & NTP

clock timezone

ntp client server

ntp client broadcast

ntp client multicast

ntp interval
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clock timezone

clock timezone

BA DS = TRELET,

ARBEE L, NEAYIZ UTC (Coordinated Universal Time) THEZREF L 9D T,
< R T % FrT 5 L &0, setclock THZIAZRET D & 72 EL £,

[ANRH]

FHROFE - AH
clock timezone <Zone name> <Hours offset> [<Minutes offset>]

RO HIBR

no clock timezone

[ABE—F]

(config)
(INTA—=42]

<Zone name>
A ALY — U EBRT 54015 RELET,
1. AT X —Z B O HE
B TEEREA,
2. fHOF E#HFH
7T TN O BT
(ZNPAOLTH AARETT S, LA CHREL T EEW)
<Hours offset>
UTC 2260478y N (10 #5) 2#RELET,
1. AT X —Z B O HE
B CTEEREA,
2. fHOF E#HH
-12~-1, 0, 1~12

<Minutes offset>
UTC o047y hERELET,
1. AT A — HBWERE D R
0

2. B DR EHiPH
0~ 59 (10 #%%)

(a7 Y FEREBDENE]

UTC & LCEMEL 9,
LBE~DEE]

L

[EREED R BRE2HE]

EEEFER, TICERICKBESNET,

%
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clock timezone

CEEEIA]
R CIE LTV 2RSSO CPU AR, 24 LY —  REESHEHATO 7 U7 SNET,

(BAEa~> K]

set clock
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ntp client server

ntp client server

44

AR W EZBGT 5 NTP — 7 FLRAZRELE T, K2 M) ZRETEET,
BONCRESNIZT RL 22774~ ), BPORESNLET FLR2® o FY ENFOES, I~
U @O NTP =37 F LR L TRABIRICRIM L2581, &7 ) O NTP H—37 F LRI L
TG # A ZR L ET,

[ABTRR]

THWMORE - BH
ntp client server <Server IP>

RO HIER

no ntp client server <Server IP>

[ABE—F]

(config)
(NS A—=42]

<Server IP>
AR A EGT 5 NTP — "D IP 7 L 2AEZRELET,

1. ART A — 2 AR ORI
B TEEEA,
2. DR EHH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

[O< > FEREFDEE]

2L

[BEE~DEE]

2L

[E%TEfE D S Bk 2244 ]

REEEER, T IERICKBENET,

CFE$EHE]

1. ntp client server &, ntp client broadcast X° ntp client multicast Z [FRFIZE%E L CH, ntp client

server DR ENANT/2 Y 7,
2. IPvA 7 RL AL LT I27*** 2R ETET EH A,

(BEEa<T Y K]
ntp client broadcast
ntp client multicast

ntp interval



ntp client broadcast

ntp client broadcast

NTP $— b7 v — Ry 2 [ THEE SNDRLAEREZ T OREELITNET,

[AARH]

THHROE
ntp client broadcast

E O Bk

no ntp client broadcast

[ABE—F]

(config)

[/85A—4]

2L

[a< > FEREFDENE]

NTP $— 367 r— FF v A MG SN ALEREZ T £ A,
[BIE~NDEE]

L

[EXTE(E D IR bR 224 ]

REMEFER, TICERICKENET,

CEEEIA]

ntp client server &, ntp client broadcast <° ntp client multicast % [RIFFIZFRE L T, ntp client
server DR ENANIRY 7,

[BEa~< > K]
ntp client server

ntp client multicast
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ntp client multicast

ntp client multicast

NTP % — "2 b~/ FF v X b THEESNDRLAEREZ T ORELITNET,

[ANRH]

THHROE
ntp client multicast

E o Bk

no ntp client multicast

[ABE—F]

(config)

(NS A—=42]

2L

[O< > FEREFDENE]

NTP — b~/ FF ¥ 2 MNEE SN DREZERE T EE A
BIE~NDEE]

L

(R EMED R RE2H ]

REMEFER, TICERICKMENET,

CEESEIA]

ntp client server &, ntp client broadcast =° ntp client multicast % [F#FIZ3%E L TH, ntp client
server DR ENHINT/RY F3,

(BEEa<7 > K]

ntp client server

ntp client broadcast
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ntp interval

ntp interval

NTP 4 — 3 b E RIS Rz & USG9~ 2 AT 2 i E L £

[AARH]

DR « 23
ntp interval <Interval>

E O Bk

no ntp interval

[ABE—F]

(config)
[INSA—=4]

<Interval>
NTP H— 30 b RZIEHRZ ST 2 FITRIB AR E LE T, RETWHAM (10 ) TRELET,
1. AR/8T A — 2 B ERED R
A CTEERA,
2. EOFE
120 ~ 604800 ()

[0< > FERFFDENE]

NTP H—/ 37 & ORI R EUG 0 FATHIRIL 3600 FHi720 £97,

[BENDFE]

L

[E%7E B 0D = B 224 ]

ntp client server 3% E STV AEE, REMETER, 3 ICEAIIKBINLET,
CFEEIE]

ntp client server W E SN TV DEEE, AL 720 7,

(B Ea~< > K]

ntp client server
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system fan mode

system function [AX1250S] [AX1240S]

system I2-table mode

system recovery

system temperature-warning-level

system temperature-warning-level average
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system fan mode

system fan mode

EE 7 7 L DOERE— RERELE T,
[AARR]

THHRORE
system fan mode <mode>

H OBk

no system fan mode

[ABE—F]

(config)
[INT A—=4]
<mode>
Ty rOEEE—RF1HLIFE2E5BELET,
1: FprEEHERE
2 MHBEHHE
1. AT A — B WERE D FI
BMETEEH A,
2. HORR EHiFH
1BLU2
[O<7 Y FEREDENE]
EEE— N1 (S ERRE) DRESNET,
LBE~ADEE]
AN
[EREED R BRE2HE]
REMEFH, TICERICKBENE T,
GEESEIE]

1. BEETLICL o TARa~ Yy FREBOENVENE LY 97,

£6-1 EBETIL LD systemfan mode 2 CHENETR) HEBDEME

ETIL 77 VENMETER AT Y FREROBE

AX22308-24T Ty LR T LD, Ko< FEBRELTHESE 2D 9,
AX2130S-16T

AX2130S-24T

AX21308-24TH

AX12508-24T2C

AX12408-24T2C

AX1240S-48T2C W5 LR WHIER % % EWE, system fan-control =~ R EX®ES (7 7
VIHEREE) e ET,
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system fan mode

ETIL 77 UEETERI Oy FERERDENE
AX22308-24P 7 7 VR FEEE I RAMERER X O S ERREZEE LG b A EAR T
AX12408-24P2C OEEEL Y £,
AX2130S-16P 7 7 R E g REMIER L OS BERRELZIETE LSA 3 E s ST
AX21308-24P ELTCEELET,

PoE #iEHIC L~ T, WA 7 VHIEATVET,

[B&Ea< > K]

system fan-control
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system function [AX1250S] [AX1240S]

system function [AX1250S] [AX1240S]

AX12508 + AX12408 1%, system function =~ > RRFRE TH EHEREZ 4 H PTRE T,

AX1230S a7 4 JL—va VEHOTZHIZ, AX12508 - AX1240S T system function =2~ K%
ADFREIC L TWET,
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system |2-table mode

system |2-table mode

LAY 2= =27 T —TILORBFRERELET,

[AARH]

THROBRE - BH
system 12-table mode <Mode>

MO HIBR
no system 12-table mode
[AAE—F]
(config)
[/ A —%]
<Mode>

N= KD =TT =T IR T BEEOT — T ARBRHF A BRI E,
1. AT X — 5 BWEREO WA fE

AR TEEE A,
2. (B0 % i

1~5
LAY 2N— R 2T TF—TNDOTF =T IBRFRERE L ETHRELET,

auto

HEEIRE— PR 23 E L E T,

HX HEERE— FIZoNT
IN=RT 2T T =TTy vaDBAICE DNy 2 Y A= N—R3FE L7254
HEICNN— R =27 T =T NVORBHFREEFELET,

[2< 2 FEREOBE]

77 RHES AT 1 TERIEL £

[BIE~DFE]
BEOFRBALEC/R ) ETOT, BRENET 5 E TARRE KT 5EEIHEELET,
HENERE— FOBEIE, 77 VREFANEES NI L FIC, 7 L—oiilk, X OCHSBIER—
I LS

[E%FE B D S BR 5244 ]

REMELEELEEGEIE, a0 747 b—va v 2RFLEHE T, AEEBLZHEH L TIEIV,
@J@“é&, WEEAERC R ENET,

72%, no system 12-table mode ICEH L7- L & b, EEAFENT L LT —T7 B HFA 1 3EH
INFET,

VANAd
(=]

&5

PR

IS
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system |2-table mode

CEEFIE]

1. Ravwry FASEE, FROAvE—VRERINETOT, hoar 747 —varavy REAT
THHNS, REZRAF LEBLZFEE L TIEEN,
Please execute the reload command after save,
because this command becomes effective after reboot.

(B&Ea< > K]

2L
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system recovery

system recovery

no system recovery 2~ RERET H I & T, EEMMHRC, ARIEEZFEEHLR2NT, BEREOE
FiCLET,

EEOMGEEIRICONWTIE (a7 47— 3 A RVol.1 10. EEOEH | 2B LTI EEN,

[AAFH]

THROBKE
no system recovery

RO HIBR

system recovery

[ABE—F]

(config)
[/8T5 A —%]

L

[3< 2 FERREFDEIE]
PRI, JEE L ARSI L ET,
[BE~DEE

L

1. VAT AU AR —EEE (no system recovery) (FHEEIH A EILRIEL 720, HEERE (FATAL
LUV OREE) BEAELTH, BEr JREZIIFESDZ EiiL E¥A, BBIEBELREIZONTO
FEIE T2 74 7 b—a A R Vol.1 10 HEOEFE ] #2M L T a0,

(BEEa~v > K]

L
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system temperature-warning-level

system temperature-warning-level

EEOANKIREN T ERE 2Bl LG AIE] A vy e—Y 2T LET,
[AARK]
OB E

system temperature-warning-level <temperature>

fE O Bk

no system temperature-warning-level

[ABE—F]

(config)
(NS A—=42]

<temperature>
R (BR) #RELET,
1 CHAAL CTREREETT,
1. ART X —ZH R ORI
BIETEER A,
2. EOFE
IBE ORERAZ R OFITRLET,

#* 6-2 REDRTEEHHE
ETIL EDER EEH

AX2230S-24P 25 ~ 50 (C)
AX2130S-16P

AX2130S-24TH

AX2130S-24P

AX12508-24T2C

AX2230S-24T 25 ~ 45 (C)
AX2130S-16T

AX21308-24T

AX1240S8-24T2C

AX1240S-24P2C

AX1240S-48T2C

[O7 > FABREEDEIE]
BEREOBBICEEHA vE—VEHILERA,
BE~NDEE

L

1. DUFEMEREER M2 SRV E LEARIRE L D bEWVEE T 7HAT 580350
T
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system temperature-warning-level

SRIZEE L, EERIZBM RN &

e BMEOHENEZZ LW &

o MEEXFHEEZ LAV &

o BFH LD XD ItEEDNT
E

2. EOANKIEENT T
[BEEa< > K]

2L

ITERE L7gnZ &
L7-EEER L TWAEAIE, BEICERA vy E—2 M LET,
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system temperature-warning-level average

system temperature-warning-level average

HEMBANOEERREN R EIREA B 25EICEAA v E—V &2 LET,
[AARK]
THHRORE

system temperature-warning-level average [<temperature>] [ period <days> |

H O HI

no system temperature-warning-level average

[ABE—F]

(config)
(NS A—=42]

<temperature>
PEPREE (R ZRELET,
1 CHAAL CTREREETT,
1. ART X —ZH R ORI
% 6-3 IEOREHI & HIEIRFOMEE] 22 LT Zan,
2. fEOFE
% 6-3 IR OREHMPA & FMRFOPHIE] 2L TIEIV,

*®6-3 REDRTHEE HEEOYNLAME

ETIN i 0D 3% 7 #i HERFF DA HAE

AX2230S-24P 25 ~ 50 (C) 38 (C)
AX2130S-16P

AX2130S-24TH

AX2130S-24P

AX12508-24T2C 25 ~ 50 (C) 43 (C)

AX2230S-24T 25 ~ 45 (C) 38 (C)
AX2130S8-16T

AX2130S-24T

AX1240S-24T2C

AX12408-24P2C

AX1240S-48T2C

period <days>
HRREZFNT 5 BERELET,
1. AT 2 —Z B O HE
30

2. EORBERPH
1~ 30

(27> FEREOEF]
R FEIRE ORIBIC X DEM A v — V&I LERE A,

LBE~DEE]
L
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system temperature-warning-level average

[EEEE]

1. DATEMERBE S 27 S 2 WA E LI FRE L ) SIRWEE e JHAT 285608360 £
RS
o MRICHLE L, EEFUICBNRZ b HRnT &
e EODHRNEZZ LW &
o MEEEFHEEZ LN &
s R LD KO MEEDOEITHRE LW &

2. BBO VIR T CIHIE LA BB L TOTh, ROBMHRITHNS £ TRAA v b — V%
HAOLERA,

(BEEa~v > K]

L
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ge [AX2100S]

system zero-touch-provisioning [AX2100S]

system zero-touch-provisioning vian [AX2100S]




system zero-touch-provisioning [AX2100S]

system zero-touch-provisioning [AX2100S]

TRy yFrueya = SEEEAHICLET,
[AARR]

THWORE
system zero-touch-provisioning

RO HIER

no system zero-touch-provisioning

[ABE—F]

(config)

(NS A—=4]

L

(a7 Y FEREFDENE]

Yoy Frurys = FHEREITEDTT,

AHEREV R — R FTIO Y 7 by =T D7 v 77— N DBA0OEMEL, a7 47—y a4 R
Vol.1 12.1.1 M| 2R LTI,

[BE~DEE

L

[EXEMED R BRZ2H]

REMEEE,, a0 747 b —varEZRIFLTLIIEEN, REOEEEEFRFCEHE S NET,
CEESE]

AREBE A L7223V A1E, "no system zero-touch-provisioning" THIB L TL 72 &\,

(E&Ea< > K]

system zero-touch-provisioning vlan

62



system zero-touch-provisioning vian [AX2100S]

system zero-touch-provisioning vian [AX2100S]

TuXyFraeya = TR THEMNT SO VLAN A V¥ 72— A ERELET,

[AARK]
WHDRE « 23
system zero-touch-provisioning vlan <vlan id>

o HI

no system zero-touch-provisioning vlan

[ABE—F]

(config)
[R5 A=5]
vlan <vlan id>
EuyyFruaeya = TR THENT S VLAN A V¥ 72— R EHELET,
1. RRT A —Z B OHHfE
AT EE A,
2. DR EHPH
[RTA—ZIHBETXHHE)] 2R LTLEIN,

[O<7 Y FEBREDENE]
VLAN £ > % 72— 2 1 AR TT,

BE~DEE]

2L

[E%7E {16 0D Sz B 5244 ]

REMEFWK, a7 47— a B RELTLSES Y, REIOEEREFNCET S ES,
EEEE]

L

(B Ea~<> K]

system zero-touch-provisioning
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power-control port cool-standby

schedule-power-control port cool-standby

schedule-power-control port-led

schedule-power-control shutdown interface

schedule-power-control system-sleep [AX1250S] [AX1240S]

schedule-power-control time-range

system fan-control [AX1240S]

system port-led

system port-led trigger console

system port-led trigger interface

system port-led trigger mc

65



power-control port cool-standby

power-control port cool-standby

66

Voo B8y R—sOEEBNEM AL ET,

[ANRH]

M ORE

power-control port cool-standby

H OBk

no power-control port cool-standby

[ABE—F]
(config)
(NS A—=42]
2L

(2= > FHRER DEIE]
W OWRE S T L ET,
[BIE~DFE]
WECHEBLRHY ET,

SR TEE D S B 2244 1
BEMEFS, TICERICKMENET,

CEEFIE]

1. Ra~vy REHE LzgE, Fastethernet R— bV 77 v 71K SRRE LD £97,
[AX1250S] [AX1240S]

2. ATV a—U K BEBIIREREOEES X, schedule-power-control port cool-standby =~ K®D
REICHEWEIE L £9°, [AX1250S] [AX12408]

3. Ra~ v FE®RE LA, Fastethernet 78— hO U U 7 REENEL L, BEICHELET,
[AX1250S] [AX1240S]

4, WEEETHRTE E 7213 8 5 MDIX #iE %) Fastethernet N — NMIBI L Tl , N— N EIHERRITH L)
IRV ERFA, ZOD, N— MNEENEREAENT L2581, A—bxadvz—ra (%), BE)
MDIX #¢#EH %) (mdix auto #XE ) T L C< téu\ [AX12508] [AX1240S]

5. 1000BASE-X (SFP-T &tr) F— ML, V27 XU R— MOFEIEEDPRYR— Dz, K=
~ U REHFRELTHEELETA,

[y |

I

(BEEa<7 > K]

2L



schedule-power-control port cool-standby

schedule-power-control port cool-standby

AV a—=) I K DEEINEBTOY 7 F Y AR— N OEEIEMIEERELET,
[ABRZA]

M ORE

schedule-power-control port cool-standby

fEE#R OBk

no schedule-power-control port cool-standby

[ABE—F]

(config)

[/85A—4]

2L

[a< > FEREFDENE]

AR—=hMV I X RS @EOEEETELLET,

[BIE~DFE]

—

I

PX

EEICHERDY 7,

BREED RBRE2H ]

AT, TICEMICKMmENET,

[EEFE]

1.

Ko<y REFRE LS4, Fastethernet K— hD VU 77 v FI2H 3 REREINY £,

[AX1250S] [AX1240S]

RKa~wr FERELTYA, Fastethernet 78— OV U7 REENZENL L, @EICHEL T,

[AX1250S] [AX1240S]

HEEERE F 7212 B 8) MDIX FEREHERN D Fastethernet A8— MBI L Tl , R— MNEEIIHEERIZ AR
W20 EXA, 0D, R— MEEIERELENT L2561, A—hxITvz— a3 A%, BE)

MDIX HREA %) (mdix auto & 7E ) THEA L T ZE 0, [Ax125081 [AX1240S]

AV a— 0 T OR— NEEIERRIL, A7 Y 2 — VEEEHIZ 72 5 & power-control port

cool-standby & I_H‘% Fastethernet "— b DU U ZHRENENL L E T, A7V a— VIZERBT DR

T— NEEIFEREICL D U v 7 REE 2L S H7= < 7oA, power-control port cool-standby =~

VRDHEREL TBWTL 7Z &V, [AX1250S] [AX1240S]

1000BASE-X (SFP-T &ip) A— ME, V7 ¥ vrRK—sORBENEERRYHR— ok, Ko

U REFRELTHEELERA,

[B&Ea< > K]

L
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schedule-power-control port-led

schedule-power-control port-led

AV 2= 72K HEEINERET O LED $ifE2i0E L,

[ANRH]

THMORE « AR
schedule-power-control port-led { enable | disable } [AX2200S] [AX2100S]
schedule-power-control port-led { enable | economy | disable } [AX1250S] [AX1240S]

(GE2LE]ZS

no schedule-power-control port-led

[AAE—F]

(config)
(NS A—%4]
enable

ALEE D LED 28 ERIEICIS U TRITL £

o

system port-led trigger =~ > KRR TEDLE
FERAEIC L P @ EIEE TR B LU L7,
system port-led trigger =~ RZREL TV H5HE
LITOZMTEIfEL £9. [AX22008] [AX2100S]
1. LED © BEEIEOZE CEREEE~BE L, SITBIOEHLET,
2. BEYENER T35 60 BZICTELT LET, ZOMICABEEOZEN R AT 2 &l g ~&
BL, RITBIOERELET,

LUFORMETEIEL £9°, [AX12508] [AX1240S]

1. LED ® A 8/#{EOSUE TRFIE~ER L, sUTBIUCRELET,

2. HEEMER 725 60 MRICEBNEE~ER L, RITBIURBELET,

3. HENEEZIZ/2->Thb, 100808 2 EHIT~ER LES, ORI ABIEIEOIREFE
BT D LBFEHE~NERL, AITBIURARLET,

economy [AX1250S] [AX1240S]
A2LE D LED ZEERBIC L O FEEEE TRATHB ORI L £,

disable
A2LE D LED ZE{ERBIZ L S FWHIT L ET,
ZoEE, STILED X TEWHIBOREAM L7220, HIRETHDLZ LEH@BITEET,
1. AT X —Z B O HE
A TEEREA,
2. fEDFR EHiH
enable, disable [AX2200S] [AX2100S]
enable, economy, disable [AX1250S] [AX1240S]

(272 FEREEOBE]
A8 LED Z BHERIEIC X & Tl TAUTS KOV L £
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schedule-power-control port-led

[BRIE~DEE

L

1. "disable"({H4T ) H1iX, ST1, ACC(AEV W — K7 7k X LED) I% EEIHEE] L7 F7,

[AX1240S] [AX1250S]
2. PWR LED 3FIiz @FRE] THRITLET,

[B&Ea< > K]

schedule-power-control time-range

69



schedule-power-control shutdown interface

schedule-power-control shutdown interface

70

ARV a— ) U I K BEEIIEREOEETIZY Yy v M T UREBICT DR — R &
VX M UIRREICTSZET, ENHEOFFICL THEEIRZ T oNnET,

[ANRH]

THEH O E
schedule-power-control shutdown interface <IF# list>

(CE2F Y

schedule-power-control shutdown interface [ add | remove ] <IF# list>

RO HIER

no schedule-power-control shutdown interface

[AAE—F]

(config)

(NS A—%4]

interface <IF# list>
Yy MEUVREBIZT AR -2 Y 2 MERTHRELET,
1. AT A —HBWEHRE D R

HIETE £ A,
2. EDFRE R

<IF# list> O EHFIE, HEOREHFIZOWTIE, 7 A —=F|ZHETE H1H)

Xy,

interface add <IF# list>
Xy MU UVRIBIZT 2R — MEY R MTBMLET,
1. AT X —Z B O HME
A TCEEREA,
2. fHDFR E i

L%,

ESRL T

<IF# list> OFRE 15, HORERIAICHONTIE, [RIA—FZITHETE 2] 2ZRLTE

Xy,

interface remove <IF# list>
VX v MU UVREBIZT AR —NEY R I HHIBRLET,
1. AT X —ZEWRE O HME
A TEEREA,
2. fHOFR EHiH

<IF# list> OFRET 15, HORERIAICHONTIE, [RIA—ZITHETE 2] 2L TE

S0,

(272 FEREEOBE]
R RMET % v N7 ARIEDA CEIEL S,

A— MIRREIE, A =~ N show port %7213 show interfaces # B L T 72 &0,

[BIE~NDFE]
2L



schedule-power-control shutdown interface

[ERFE (B O S BR 5244 ]
REMETRS, GBS ET,
[EFEHIE]

1. AT a—VZBRARL, R—=FE2EIZT ¥ v XU ARREIZ LT2WEETE, shutdown 22> R EAR
a<wy ROMGERTTIHENRH D 7,

(BAEa~<> K]

schedule-power-control time-range

7



schedule-power-control system-sleep [AX1250S] [AX1240S]

schedule-power-control system-sleep [AX1250S]
[AX1240S)

A 2 — VRIS 2 A U — IRREIC L E T,
PEEZ 2 ) —RIEICT D Z L CHEE N EZ T o Ed,
[AARR]

TR ORE
schedule-power-control system-sleep

E OBk

no schedule-power-control system-sleep

[ABE—F]

(config)

[INT A—=4]

2L

[O7 2 FERREFDEIE]

A Y —FWREIZLER A,

LBEANDEE]

R Y 2 — )VIEHIC 72 B TR TCOWBEMELE L FT,
SR TEE D S B 2244 1

EMAETH, +ICERICKmRENET,

CEEEIE]
1. a7 47 b—Yaravy RE— NTERIEFOSEIE, EEZ AV —7TREIESLEEA,

[y |

5

(E&Ea< > K]

schedule-power-control time-range
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schedule-power-control time-range

schedule-power-control time-range

ALY a— Y ZIC K BREIRENBIET 2 FATRM 2 E L £
[ABRZA]

THMORE « AR

schedule-power-control time-range <Entry number>{ HfJ457C | FEH T | B BI5E } action {

enable | disable }

o HAHEEDYE
date start-time <YYMMDD> <HHMM> end-time <YYMMDD> <HHMM>

s MEREEEDSLE
weekly start-time {sun | mon | tue | wed | thu | fri | sat} <HHMM> end-time {sun | mon | tue
| wed | thu | fri | sat} <HHMM>

s MAEDSLE
everyday start-time <HHMM> end-time <HHMM>

RO HIER

no schedule-power-control time-range <Entry number>

[ABE—F]

(config)
[/85A—4]

<Entry number>
FATHER Z B3 2 oo OB+ 2B ELET,
AT ETRMZ SRS D201V ET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOFR EHiH
1~50
FATRE (BAHEE, BERE, BREE) 724
{date | weekly | everyday }
FATHREM DO EFER & 3 E L E T
date
HftfEECTRELET,
weekly
BHEETRELET,
everyday
HARECRELET,
1. AT X — 2B R O Y HUE
BETETET A,

2. fEORE i
date, weekly, everyday

[date FeED /8T A —#]

start-time <YYMMDD> <HHMM>
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schedule-power-control time-range

Bilts HIRF A8 E L £ 7,

YY
FOT 2Hi%EELET (00 ~ 38),
#1 : 2000 472 51X 00

MM
AZEELET (01 ~12),

DD
HzEELET (01~ 31),

HH
ez 4EE LE3 (00 ~ 23),

MM
NERELET (00~ 59),

1. A/RT A — 2 BWERE O AT
B TEEEA,

2. fEOHEFM
<YYMMDD> 2% Hft%, <HHMM> |ZI3FfMZEE LET, HE TS 2EOHMAE, 2000 4 1
H1HOMO0,~20384 1A 17 H 23 I 59 43 T,

end-time <YYMMDD> <HHMM>
T AR ZFEE L £,
YY
FOT 2HizfREL £ (00~ 38),
1 : 2000 472 5 1% 00

MM
AZEELET (01~ 12),

DD
HafELET (01~ 31),

HH
ez 4EE LE3 (00 ~ 23),

MM
NEBELET (00~ 59),

1. ART A — 2 AR ORI
B TEEHA,

2. fEOHERFH
<YYMMDD> |Zi% Hft%, <HHMM> |ZI3FfZEE LET, BETE 2EOHAE, 2000 4 1
H1HOMO0%~20384 1 H 17 H 23 I 59 43 T,

[weekly HEED /T A —Z]

start-time {sun | mon | tue | wed | thu | fri | sat} <HHMM>
Bitaig H, RERZHEELE7,
sun
HIERZRELET,
mon

HERZBELET,
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schedule-power-control time-range

tue

KBHERELET,
wed

KIBHEZRELET,
thu

AIEHEZRELET,
fri

SR ERELET,
sat

THERERELET,
HH

R & E LET (00 ~ 23),

MM
FEEELET (00~ 59),
1. ARNT X —Z B O Y HME
B TEEH A,
2. fEOR EHiH
B2H (sun, mon, tue, wed, thu, fri, sat) Z 1 D% L, <HHMM> |[ZIZFMZHEELET,

end-time {sun | mon | tue | wed | thu | fri | sat} <HHMM>
KTRER, RHEEELET,
sun
HIgHZ®RELET,
mon
AMRERELET,
tue
KEHERELET,
wed
KEHEZRELET,
thu
ARERZHRELET,
fri
GRHERELET,
sat
THEAZBRELET,
HH
Rl &2 fEE LET (00 ~ 23),

MM
FEFEELET (00~ 59),
1. AT X —Z B O Y HME
B TEEH A,
2. fEOFR EHiH
B2H (sun, mon, tue, wed, thu, fri, sat) Z 1 D% L, <HHMM> |[ZIZFMZHEELET,
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schedule-power-control time-range

[everyday fEED /T XA —#]

start-time <HHMM>
BRI 28 E LE T,

HH
Iz feEL £ (00~ 23),

MM
DEEELET (00~ 59),
1. ARoRT A — AR ORI
AT EHA,
2. [l DR EHiFH
<HHMM> |[ZRef 2 e L ET,

end-time <HHMM>
MTRMEZIREELET,
HH
Rl 2 fE LE 7T (00 ~ 23),

MM
DEEELET (00~ 59),

1. ARoRT A — B ORI
AT EHA,

2. [l DR EHiFH
<HHMM> |[ZRf 2 e L ET,

action {enable | disable}

FATHRER O E N HEHEE R E L £

enable
ARy a—) U TR HABIKEDa L T4 VL —Varav s RCIRELLHREEY, Ko~
v RTCRGE LT TR, AN LET,

disable
AT a—=) IR EENERED I T4 T =Y arav sy FTHRELERERZ, A=~
v RTCRERE LI EATRRE, e LEd, LT, koary 74l b—raravy RORER
BMZLET,
¢ gystem port-led
* power-control port cool-standby

¢ shutdown

1. ART A —ZEWEREORTHIE
B TEEREA,

2. fEDFR EHiH
enable, disable

[ FERREFDEIE]
L
[BIE~DEE]
AN —FEFRELTWBEE, A7y a— LRI T X Co®BENELLET,
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(5%

pX

[

I

schedule-power-control time-range

B0 RBRE2H ]
HAE®, T ICERICKBRENET,

TEEIE]

F72 % action /3T A —X THATRMH N EME L TV D & XL, action disable ¥ EZEHL L F 7,
schedule-power-control system-sleep 2~ > FZFE L TWAEHAEIL, Till ZTHEEL LI,
[AX1250S] [AX1240S]

e O T4 Vb —varavy NE— FTEERICA S ¥ o — VETFRMWICR->TYH, AU —7IRKEE

WEBEBLEGA, a7 40— arvavwy RE— 2K TH (EBEEMEE— FNCERRKR), X
Y —REEIER L E T,

o AU —FWREBIZER LT- L XREFEINTW AW a Yy 70 7L — g URHEELET, 20D, av

T4 —varav FE—REKRTTDHE, TROAyE—VERRLET,

Unsaved changes would be lost when the machine goes to sleep!

Do you exit "configure" without save ? (y/n):

BRIFTHLEXEI™M" ZASILT, save v REFITLTL I,

A 2= o NI HEBHFITHEMEZRELTNTS, a7 47— gravw RERTL
TWank, AU —RIEIZER LERA,

—EEM (F7 40 b 1 309) F—ANBREEITTDARVWERBMNICE T Y N LES, 3T 4T
L—ya rOfREFRICEEIR 7T FL, AU —7REBIER LGS, RESITWRnwary 7y
JL—a UK LET,

AU —REEZS 20 AR 28T 5 &, 20 QI —EHE TR Y —FIRE A fifbk LEEE 2 Eh L £,
LEEEE%, HEAY—REL D E1,

(BAEa~<> K]

2L
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system fan-control [AX1240S]

system fan-control [AX1240S]

R NIR I K DM 7 kR N L E T
[AARR]

TR OEE
system fan-control

RO HIER

no system fan-control

[ABE—F]

(config)

(NS A—=42]

2L

(a7 Y FEREFDENE]

77 UNERFEIMEL £9,

BIE~NDEE]

2L

[EREE D Iz B 2244 ]

REMEFER, TITEAIIKB SN ET,

7272 L, no system fan-control =~ > REITRE, EHIIRKMR I D FE T HEH D L25E1H 0 £7,
CFEEHE]

1. Ko< FiE AX12408-48T2C EF A 72T M5 TY,

2. Aa<wr REFRELTNTYH, HEESEZOK 10 DRI TWHET 7 o RNEEL 9,
3 HEBEFNICL o TR~ FREBOEWEN R Y F4,

%81 HEBETIL LD systemfan mode 2 CHENELR) HEBDEME

ETIL 77 VENMETER ATy FREROBE

AX22308-24T Ty LR T LD, Ko< FERELTHESE 2D 9,
AX2130S-16T

AX2130S-24T

AX21308-24TH

AX12508-24T2C

AX12408-24T2C

AX1240S-48T2C W75 LR WHIER % % EWE, system fan-control =~ R EXES (7 7
VHEERE) Lm0 ET,

AX22305-24P 7 7 IR E v NEMIS KOS EELEE 2 HE L 726 b I R E R

AX12408-24P2C DOEEL D £,

AX21305-16P 7 7 VEERE v FERERRS L O S EHRE 28 E Lo E 135 R E

AX21308-24P ELTHELET,

PoE fERIC L - T, WEI7 7 VAT ET,
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[B&Ea< > K]

system fan mode

system fan-control [AX1240S]
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system port-led

system port-led

ALE[E D LED BifE i E L £

[ANRH]

THWMORE - BE
system port-led { enable | disable } [AX2200S] [AX2100S]
system port-led { enable | economy | disable } [AX1250S] [AX1240S]

(GE2LEZS

no system port-led

[AAE—F]

(config)
(NS A—%4]
enable

AZLED LED ZB/RIRREICIS U TRITLET,

o

system port-led trigger =~ > KR E DL E
FERAEIC L P @ EIEE TR B LU L7,
system port-led trigger 2~ FZRE L TWH5A
LITOZMTEIfEL £9. [AX22008] [AX2100S]
1. LED © BEEIEOZE CEREEE~BE L, SITBIOEHLET,
2. BEYENER T35 60 BZICTELT LET, ZOMICABEEOZEN R AT 2 &l g ~&
BL, RITBIOERELET,

LUFORMETEIEL £9°, [AX12508] [AX1240S]

1. LED ® A 8/#{EOSUE TRFIE~ER L, sUTBIUCRELET,

2. HEEMER 725 60 MRICEBNEE~ER L, RITBIURBELET,

3. HENEEZIZ/2->Thb, 100808 2 EHIT~ER LES, ORI ABIEIEOIREFE
BT D LBFEHE~NERL, AITBIURARLET,

economy [AX1250S] [AX1240S]
A2LE D LED ZEERBIC L O FEEEE TRATHB ORI L £,

disable
A2LE D LED ZE{ERBIZ L S FWHIT L ET,
ZoEE, STILED X TEWHIBOREAM L7220, HIRETHDLZ LEH@BITEET,
1. AT X —Z B O HE
A TEEREA,
2. fEDFR EHiH
enable, disable [AX2200S] [AX2100S]
enable, economy, disable [AX1250S] [AX1240S]

(272 FEREEOBE]
A8 LED Z BHERIEIC X & Tl TAUTS KOV L £

80



system port-led

[BRIE~DEE

L

1. "disable"( {447 ) H1X, ST1, ACC( AE Y h— K77+ A LED) i% "EENEE] L7320 F7,
[AX12408] [AX1250S]

2. PWR LED 132 D@EEBE)] TRITLET,

3. ATV a—U U TIZ L HEEIIEREOEEZT L, schedule-power-control port-led =< KD
WEIEL £97,

(BAEa~<> K]

2L

(ZHE

e
il
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system port-led trigger console

system port-led trigger console

oY= (RS-232C) #Htic L AEE~0on /(v - 0 /77 v LED © BEIEIEDLEIEM L %
j—o

[ANRH]

Wl oRE
system port-led trigger console

RO HIFR

no system port-led trigger console

[AAE—F]

(config)

(NS A—=4]

L

[O7 2 FERREEDEIE]

oY= (RS-232C) Il L AEB~D /(v - 0777 N HEEWESREE LERA,
BE~NDEE]

2L

EREED IR IR 524 ]

REMEFH, T ICERICKmRENET,
CEEZEIHE]

L

(BEEa<7 Y K]

system port-led

[ |
on
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system port-led trigger interface

system port-led trigger interface

BELIEMEAR— b DY 7T v 7 Voo Xy % LED © BHEEEOZREIZ BN L 7,

[AARK]
THROBRE - BH
system port-led trigger interface <IF# list>

E O Bk

no system port-led trigger interface

[ABE—F]
(config)
[INSA—=4]
<IF# list>
KGR — N ERELET,
1. RRT A — 5B OHHE

AT EE A,
2. HOFHEEFH
[RIA—ZZHETE D] 2L TLITEEN,
[O<7 Y FEBREDOENE]
WHEIR— DV T o7 s Vs By o BBEMESRMEE LEE A,
LBEE~DFEE]
L

[E%TE(E oD e i 224 ]

REEEER, T IERICKBENET,
CFEEIE]

2L

(B Ea~< > K]

system port-led
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system port-led trigger mc

system port-led trigger mc

MC Dffith % LED © HBiEIfEOLITEM L £,

[ANRH]

THHROE
system port-led trigger mc

E o Bk

no system port-led trigger mc

[ABE—F]

(config)

[INT A—=4]

2L

[O7 2 FERREFDEIE]

MC Offifk % BEEMESFE LER A,
LBEANDEE]

2L

[REMED RIREEHE]
FEMETR, T ITERICKBEENET,
CEEZEIE]

L

(BAEa~< > K]

system port-led
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F3IW RYEIT—DALA2T71—R

1—%xv kb

bandwidth

description

duplex

flowcontrol

interface fastethernet [AX1250S] [AX1240S]

interface gigabitethernet

link debounce

linkscan-mode [AX1250S] [AX1240S]

mdix auto

media-type [AX1250S] [AX1240S]

mtu

power inline [AX2200S] [AX2100S] [AX1240S]

power inline allocation [AX2200S] [AX2100S] [AX1240S]

power inline delay [AX2100S]

power inline priority-control disable [AX2200S] [AX2100S] [AX1240S]

power inline system-allocation [AX2200S]

shutdown

speed

system mtu
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bandwidth

bandwidth

86

EFRROFIBIRZ R E L ET, AREE, v MU — 7 EHEE CoRBMEAROFHICHEH S ET,

[AARK]
THMORE « AR
bandwidth <kbit/s>

R O BB
no bandwidth

[ABE—F]

(config-if)
(85 A—4]
<kbit/s>
[ElfR D H ke % kbit/s HAL CTREE L £,
AFREIL, Y% O ifSpeed/ifHighSpeed (SNMP MIB) fHIZ7ZF KM E DO T, WIFIC
BHY i”@f/uo
1. RRT A — 2B O YA
B TEERE A,

2. EDOFREHH
1~ 100000 (kbit/s interface fastethernet ®354) [AX1250S] [AX1240S]

1~ 1000000 (kbit/s interface gigabitethernet ®5F&
WL AR O EIREE & B X T H A 3R E L2 T2 &0,

(a7 2 FEREFEOBE]
IR O R AV & 72 0

[BEE~DEE]

2L

[ERFE B D JR BR 2 ]

REMEER, T IEMICKmSNET,
CFESEE]

7L

[BEa~< > K]

2L

i'ﬂ/



description

description

MRMHEZHRELET, BRRICET I AT L LCIERAWERZTET, 2B, AREEITH LiEHa~ >
K show interfaces <° ifDescr (SNMP MIB) TR T& £,

[ABRRA]
EMoOmBE « ZH

description <String>

RO HIER

no description

[AAE—F]

(config-if)
[/85A—%4]

<String>
A —HFy MU Z T — R ICHIERAZRELET,
1. ARoRT A — AR O YT
BIETEEH A,
2. fEOFEFF
64 CFLINOCFFITHE L T 230, REFARERCFITONWTEL INFA—F|ZHETE D
) © MEEOXFH] 2B LT3N,

[2< > FERER DB E]
Null Z#7E L £
[BIE~DFE]

L

ROEMAT#, F B S L ET,
CEEEIE]

2L

[(BAEa~ > K]

L
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duplex

duplex

A— bk ® duplex ZFHELET,

[ANRH]

THMORE « AR
duplex {half | full |auto}

E o Bk

no duplex

[ABE—F]

(config-if)
[INT A—=4]
{half | full | auto}

RN— hOHE— N2 " EEE, 2 B\EEELFA - PRI =g IRELET,

[EIHAFER] & BREFRE/R /8T A — X DA DEEROFITR LET, 100BASE-FX OBAIE, full Z#%E
LTLIZEN,
#9-1 BEMEELG/NATA—4
[E] 478 A EREMRE/INT A —4
10BASE-T/100BASE-TX half, full, auto
10BASE-T/100BASE-TX/1000BASE-T half, full, auto
100BASE-FX [AX1250S] full
1000BASE-X (SFP-T &ir) full, auto
half
A— a2 EHETEE— FNICRELET,
full
AR—r2E2"HBETET— NIZRELET,
auto
duplex 4 — h X I T—3 a o TIRELE T,
1. BT A — 2B ORHE
BT EHA,
2. fl DR EHIPH
(£ 91 FREARERNRTA—HF] 2L TIEEN,
[O<7 > FAREBFDOENE]
auto £ 720 £,
[BIE~DEE]
BEHPOR— MIRELEZEE, WoltAR—IRZ 7L, —RUIGEEMELELET, TOH L TH
EELET,
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(5%

pX

[

1.

I

® =N o o

duplex

B0 RBRE2H ]
HAE®, T ICERICKBRENET,

TEEIE]

speed £721% duplex D EH B — 512 auto £721% auto 2 ETe/RT A —H EHRELTZHE, 4— b*%
T —v g UETVET,

1000BASE-X O&, A —hxrIvm—r a3 »&HH L0 2bIiZiE, speed |2 1000 % ET 5 & &
%K,mmw%ﬁm_ﬁéwgﬂ%@ifoMMmanwmwm[mmm%]

1000BASE-X (SFP-T &1r) THA— b m—a A LARVEA, speed & 1000 1255 & &
H1Z, duplex Z full IZT 24 ENH Y £3°, [AX21008]

media-type # AT L7, Aa~<r ROFEXT 74/ MREEIZEDY £9°, [AX12508]
[AX1240S]

media-type auto % E LIz, Aa<w F %’“E’C“é" A, [AX1250S] [AX1240S]

UTP A — k (RJ45) ZHERE CTHEMATHHEGITIEMDIX &80 £7,
w%m&mX@ﬁm,mmw%ﬁm_mﬁbf<téw [AX12508]

half /%5 A —Z#& 1%, 10BASE-T/100BASE-TX OBATZIFRENED L2 £,

(B Ea~< > K]

speed

media-type
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flowcontrol

flowcontrol

Jo—ay ha—LERELET,
[AARR]

FROFE « BH
flowcontrol send {desired | on | off}f

flowcontrol receive {desired | on | off}

DI BR
no flowcontrol send

no flowcontrol receive

[AKE—F]
(config-if)
(I35 A—=4]

send {desired | on | off}
Zu—ay hr—LDR—=ANNTy FOREIEEZRELET, HEEHEFO7r—ar he—10,
A=A Ty NOZEEEEREELGDOE T &N,

desired
EET— FRERHIIR—A 7y hEEELET, AA— b3 ITvz—2 9 VRERNT, %
EDORYVEVIZE S THR—ARTr y FOREFEEZRELET,

Fl*ﬁ
i

on
A=Ay NeEFELET,
off
A=Ay NEEEFELERA,
1. AT A — X HAWERF O HIfE
A TCEEREA,
2. EOFE I

send desired, send on, send off

receive {desired | on | off}
Tur—ay hr—/LDOR—=ANRT Y bOZEENEEHRELET, BRAFOTr—ar fr—10,
K=y FOBRBEMELRTEEADLETIEE N,

desired
R—=ZANRry FEZIELET, — bR IT o o—3 g VRERT, SEEE L OV I
TR—=ANTry FOZEAEERELET,

on
W=y NaZELET,
off
R=ZNry FEZEFELER A,
1. AT X —ZEWRE O HME

AT ERA,
2. fH DR EHiFH

receive desired, receive on, receive off
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flowcontrol

[37 2 FEREOBE]
EHRFEAC £ > CR72 0 £,

* 10BASE-T/100BASE-TX/1000BASE-T D4
ZASEEIL off, X{EENEIL desired

* 1000BASE-X DA
ZAZEMEIL off, EEENEIX desired

* 100BASE-FX %4 [AX12508]
ZEBIEIL off, EEBEIL on

[BIE~NDFE]

EHPOR= MIRE LSS, WoltAR—MRF UL, —IIICEEMEFLELES, £20HE TH

1. EEA - ZERDOVTHHT floweontrol on Z5%E L7256 1E, #2557 & b flowcontrol on & 729

*9,
2. desired REINTZHE, F— bprIAvo— a3 URERIL, I vz—va UERICEVEMELET,

F— T — g VLA OERERIE, flowcontrol on [HE & 72V £,

3. 100BASE-FX 0#f, A—bhxIvz—a VKPR — b DD, A—Fhxdv=—T g V07
n—ay b —VEEIEH D T8 A, [AX1250S]

(B Ea~< > K]

2L
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interface fastethernet [AX1250S] [AX1240S]

interface fastethernet [AX1250S] [AX1240S]

10BASE-T/100BASE-TX IZHT 2HHEZREL £T. A~ FE2 AT 5L, config-if £— FIZBAT
L, JER— MIETERIBRETE ET,

[ANRH]

HHMORE « 2258
interface fastethernet <IF#>

[AAE—F]
(config)
(NS A—4]
<IF# >

AVHE T2 —AR—  NEEERELET,
1. AT A — X BAWERF O A HI
A TCEEREA,
2. B EHiPH
INFGA—ZTHEETE D) 2SR TIEEN,

(2= FEEEFROEE]

L

BE~NDEE]

mL
[BREED R BREZH]
2L

CEEFEIR]

1. R— FDLIL, 'fastethernet'+ £ % 7 = —AKR— b FEF ' L7220 £9,
il 0/1 DAR— - DLFT fastethernet 0/1 & 720 F97,
2. Ka<wr NIHIBRCTEERA,

(B&Ea< > K]

L
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interface gigabitethernet

interface gigabitethernet

10BASE-T/100BASE-TX/1000BASE-T, 100BASE-FX, 1000BASE-X |ZRHT ATHBE AR ELE T, A=
~ U RE AT DL, configif E— FIZBITL, A — MIETLERPHETEET,

[AAFH]

fHMOBRE - £H
interface gigabitethernet <IF#>

[AAE—F]
(config)

[N A—4]
<IF# >

A VBT 2—AR— "NEFERELET,
1. AT 2 —Z BRI O HE
B TEFERA,
2. fEOB TR
[T A—Z|ZHETE LM 2SR L TLLIZEN,

[2< 2 FERSEF D ENE]

L

[BIE~NDFE]

7L

[EX E (B D R BREZH]
2L

[EEFIE]

1. RN— FDAFRIL, 'gigabitethernet'+ A 4 7 = —AKR— FFEF ' L7200 £4,
il 0/25 DR — s DAFRIL gigabitethernet 0/25 & 720 £,
2. Ka<r NIHIBRTEEHA,

(BEEa~<> K]

L
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link debounce

link debounce

Vo BEZBHE L THB I 7 X T TOY 7 A iR ARELET, AREMEE KX
KTBL, BRI XU ERB LR 25720, VI BNREELRDZ EEHIFET,

[ANRH]

HHMORE « 2258
link debounce [time <Milli seconds>]

RO HIR

no link debounce

[AAE—F]
(config-if)
(/8T A—4]
time <Milli seconds>
TR AL < liE I VBEBEMTHRELET,
1. AT A — B WERE D FIEiE
3000 X U
2. {EDOF EHIFH
0 ~ 10000 OfET 100 Ok (2 V)

[O7 > FERREEDEIE]
2000 X U R CEMEL 9,

[BIE~DEE

CEEFHE]

1. Vo7 8y o RlEfERE LR THO I VI BRLEL RLRWVERIE, Uo7 ¥y Rt 43
ELRNTLEEN,

2. 10BASE-T/100BASE-TX/1000BASE-T I3 KK OfE (2000 I UEY) Rz TH L, U7 BRELE
WD ENHY ET,

(B&Ea< > K]

L
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linkscan-mode [AX1250S] [AX1240S]

linkscan-mode [AX1250S] [AX1240S)

AWEOY 7 RELERT 0BFE— FEREL £,
[ABRA]

RO E
linkscan-mode <Mode>

15 R DI B
no linkscan-mode <Mode>
[AAE—F]
(config)
[INSA—=4]
<Mode>

U v RREEEHAT 2EMEE— RERELET,
1. RoRT A —HBREEE O

AT EE A,
2. fEDREFE

1 (N—FRo=7TY U 7REBEEHLET)

[O<7 Y FEBREDOENE]
VI RN =TTY I RERFER L E T,

[BIE~NDFE]

Vo7 REEZERT 2EEE— FOLEFICLY, —FICEREE RS80350 £,

[E%TE(E oD e i 224 ]

RREMAEER, T ICEAICKB S ET,
CEEEIA]

2L

(B Ea~< > K]

L

i
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mdix auto

mdix auto

fE+ 2R — o MDI #/EZ R E L ¥ 9., nomdix auto ZFE T2 &, HE) MDIX #iEITERIZ /R0,
MDI-X (Z[EHE S ET,
[AHRR]
Wl oRE
no mdix auto

(GE2LE]ZS

mdix auto
[ABE—F]
(config-if)
[N A—=4]
el
(a7 Y FEREFDENE]
F—hxTm—3 g3 BZ, MDI & MDI-X ZB# TV &2 £,

[BIE~NDFE]

HEHPOR— MIRELESA, WoltAR— I RNF UL, —ENCEEMELELET, Z0ObL TH
EELET,

1. Ko<y Ridd—bxavz—ya VERHZAEZIE 2D £,

2. A=< FiZ 100BASE-FX/1000BASE-X Ti3E%h T4,

3. media-type 23 sfp DA, Aa~r NIEH L7220 £3, [AX1250S] [AX1240S]

4. media-type ZEHE LI-HE, Ka~r FOREETT 7+ MRIEBICE Y £7, [AX12508]
[AX1240S]

5. media-type auto ZRE L7125 A, Ka<wr NIERETEEHA, T 74V METITHEHLL &0,
[AX1250S] [AX1240S]

6. SFP R— h CiIAza~ > RIZER<J, (SFP-T EEERAFR<) [AX2100S]

7. SFP &R— k TlIA =z~ RiZERTY, [AX2200S]

(BEEa<7 Y K]

media-type
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media-type [AX1250S] [AX1240S]

media-type [AX1250S] [AX1240S]

10BASE-T/100BASE-TX/1000BASE-T(RJ45) & 100BASE-FX/1000BASE-X(SFP) % 4] v % x " RE 72 iR —
FC, HTAR—FEEIRLET,

[A D]
HRORE - £H

media-type {rj45 | sfp | auto}
T O HlR

no media-type

[AAE—F]

(config-if)
/85 A—=4]
media-type {rj45 | sfp | auto}
10BASE-T/100BASE-TX/1000BASE-T(RJ45) & 100BASE-FX/1000BASE-X(SFP) % 4] v % x "hE
R — T, HHTLIR— FEBIRLET,
1j45
RJ45 R— h&H L £,
sfp
SFPA— h&EHLET,

auto
HENEIN T,

1. ART R —Z KSR OYJHE
B TEET A,

2. EO TR
rj45, sfp, auto

[3< 2 FEEREFDEIE]

auto (HEHRI) ZHE L ET. 1000BASE-X TV 77 v 7R, sfp & LTEELET,
[BIE~NDEE]

HEAPORBUCRE LGS, WoltARBA X v L, RESNTZAR— N CTRERAFHESD L ET,
[BREMED R BR 1]

REMEER, 3 ICEMICKmSNET,

[EEFE]

XHE Y bA v Z 72— ALSMTITRETE A,
2. media-type #ZEH L= HEIT, TuE:l?/ ROFREILT 7 4 /v MREEIZE DY £,
duplex, mdix auto, speed
3. media-type auto ZF&E L7125/, Fiea~r RERRETE /A, T 74V METIHHLZE
W,

duplex, mdix auto, speed

I

=
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media-type [AX1250S] [AX1240S]

4. media-type auto % /€K, 1000BASE-SX2 & SFP %4f L C RJ45 2 H L TW 2541,
1000BASE-X 3V 77 v 7 LW O HEIRIZEI D B b 8 A, 1> T 1000BASE-SX2 DH4&
i, FRROWTINTIHEHALZE N,

e FHEAT 4 TRECTHEMNT S,
e T 7 AR —T L UTP(RI45) 7 — 7 V& ERFICHR S RV ER L 975,

5. media-type auto % €Mk L 0%, 10BASE-T/100BASE-TX/1000BASE-T(RJ45) B3V > 7 7 v 7 LT\
% RHET, 1000BASE-BX™ & SFP #4fA9 % &, 10BASE-T/100BASE-TX/1000BASE-T C— )
WV BT REAELETOTIEELEE N,

1000BASE-BX10-D, 1000BASE-BX10-U, 1000BASE-BX40-D, 1000BASE-BX40-U
RJ45 R OEH 255 5854, 1000BASE-BX 0 SFP Off AMIX Fre OV TEME L T 7280,
s HEAT 47 (RJ45) FRETSFP ZHfiAT 5,
o BEEEJH ON Al SFP AT 5,

6. 100BASE-FX ® SFP #f AT 536, TilORETIHALLIZE N,
¢ media-type sfp
e speed 100
¢ duplex full

F72, 100BASE-FX Zff /] L72#%, 10BASE-T/100BASE-TX/1000BASE-T, %73 1000BASE-X %
T 256, FTROMIMTREZREZ{T> Thb THHAIEE N,

@ no speed
@ no duplex

@ no media-type

(BEEa~ > K]
duplex
mdix auto

speed
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mtu

mtu

A—=FOMITU ZRELET, AREIZLST, V¥ R7 L —2RNMEHATEL L2112, T —Fikik
DAN—T» A LEEEZ L TRy N7 BLORy MU —Z IR SN - ioa Atz £ S
5z ENTEET,

[AHRH]
THEMOBE - BE
mtu <Length>

(GE2LEZS

no mtu

[ABE—F]

(config-if)
(135 4 —4]
<Length>
F—RrDOMTU #4725 v b CiE L£74, MTU %, Ethernet V2 B 7 L —ADF — & X 0%
KETT,
¥ 7r—2aBRXT a7 07— 354 FVol.l 15.1.3 MAC B X OVLLC lIfgHIE) 2%
LT ZEN,
1. AT A —Z B O ) HE
BT EREA,
2. 0D % T i
1500 ~ 9216

[2< > FERSEDE)E]
WOYMETENVEL £,

£ 92 R— D MTU OHEAE

systemmtu A< v REREHE PHE

s
R
Tk

BEHY system mtu

BERL 1500

[BIE~NDFE]

L

[EXEfE D R BRE2HE]
EMEER, T ICEMICKBRENET,
[EEEE]

1. YEAR— O MTU B LOEZEARER 7 L—2F (FCS %\ /- Ethernet V2 JER 7 L' — A Ty

K7ZL—2E X 13, kOBEO LB T,
EX ZL—2aBRT (a7 4071 —v 354 KFVoll 15.1.3 MAC B X O'LLC BlE#ld =%
BLTLEEN,

>

2
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mtu

®9-3 MIUBLUVERERARELIL—LR

[EI#RFE R mtu &% system mtu 5% EREAMEIL—LE (9 | K—b+MTU(FS
TYHR) Fy k)
10BASE-T (£&/— BEfR L7\ MR L7220 Tagged 1518 1500
&), 100BASE-TX (f Untagged 1514
—H)
LFRELASE WEDY BagR L7 Tagged M1%l+18 M1
Untagged M1%14+14
e L BED Y Tagged M2%2+18 M2*#2
Untagged M2%24+14
PRER L Tagged 1518 1500

Untagged 1514

¥ %1 interface ® mtu =~ > R CTHE L7
TE X2 system mtu 2 RCRE LE
2. vlan [ZINAE SN DA — O MTU [FF CEICL T 230, MTU BRR 556, WROBEL LD
7
o HAR— D MTU B AAR—FDOMTU L0/hE<, FfTH7 L—L2ERHNR—FTHEHETE
DERRZ7 L—LRERHEATZEEIE, MR- N TREINET,

(BgEa~<y K]

2L
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power inline [AX2200S] [AX2100S] [AX1240S]

power inline [AX2200S] [AX2100S] [AX1240S]

R—bOERELRELET, N— I EICENEROBEELZRET S22 LT, LERR—FTOES
AL RFETE £

[AHRH]
WHORE - £
power inline {critical | high | low | never }

5o B

no power inline

[AAE—F]

(config-if)
[/X5 A —%]
{critical | high | low | never}
A= R DB OB EZRELE T,
critical
REER— e LTEIMSEZR D Y TET, FREEIET 2LERH LR — MIREL TL
72EW,
high
BAMAGOEEEE TR THELET, ARELEAR— MNE, SEEHIRERIC K] &
NTnaR—rLVbbHET, BhOEMEIESNET,

1)

i)
0x

low
BAMKEOERE A MK TG LT, ARE LR — T, HGEHRRFIC
NTWER— Y b, B LS ET,
never
A— b @ PoE HREA HEZNC L ¥, B|AMGRICIE, #45Th 0B %4181k L PoE Fére % #5) &
LET, HEEENITEEE CH-o THENOMBITLETA,
1. AT A — 2 BUEREOHTHIE
BIETEEE A,

2. D ER
critical, high, low, never

[3< > FEEREDENE]
high TEMEL £7

Q‘;“
i
0x

[BIE~DFE]

2L

[ER7E B 0D = Bk 524 ]

REMATER, FIGERIC KBS ET,

CEEEIE]
1. PoE #EZ Y AR— P L TWAEF AL ITREAHETT,

I

101



power inline [AX2200S] [AX2100S] [AX1240S]

FIFEEE D FRBIEE OB AL, never 23 E L CHEIFROD PoE #fEA iz LT 7Z &0,

A= IR vy DU REETIE, ENEMELETA,

M =< 2 K inactivate/activate % FT L7236, B ITE S E T,

never % i%E L T\ DR — Ikt L CGEH =<2 K activate power inline % 34T L CHEIHEARITI I
¥ A,

R ENEEDH > 258 IIR— FEFO/NSWR— N2 EBELET,

7. EESEHIENE, REE 1, R 2 2T O THEBICENEL £, [AX22008]

oLk o

S0

(E&Ea< > K]

power inline priority-control disable
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power inline allocation [AX2200S] [AX2100S] [AX1240S]

power inline allocation [AX2200S] [AX2100S]
[AX1240S)

— FZEDENY YU TEHE Class N—AFZITTFEHTHRELET,

[ABRH]
THRORE - AR
power inline allocation {auto | limit <Threshold>}

fEwOHIR

no power inline allocation

[ABE—F]

(config-if)

[INSA—=4]

auto

ZEEEORE, BN T AOSEETHITITY, ZUR—hOENEEIY K TA Class N— AT
BRELET,

BB CHENI TAERRETENEZROFIIRLET,

‘ >4

)|

E

®9-4 BYLBTEIBEHNIVSRAERREANES

BHISR RRHENER
Class0 15.4W
Classl 4.0W
Class2 7.0W
Class3 15.4W
Class4 30.0W

BHEOKL, BH7 7 AOEETHHTITY, FEFR—FOBENEH VYT FHTRELE

<Threshold> [AX2200S]
A— NOUEE &, B LOEEHEE T 5B E 1% 200mW HAZ, F721% 400mW Hifi7Z
THRELET, AT A=, limit fEERFICEDE 720 FT,
1. RRT A — 2 HMgR O YA
B TEERE A,
2. AH DR E i B
WORITRLET,

®9-5 K—bIEDREHE L ZIAHE

R—F BRELEF (B : mW) W AHE (B mW)
0/1 ~ 0/4 4000 ~ 30000 200
30000 ~ 60000 400
0/5 ~ 0/24 4000 ~ 30000 200
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power inline allocation [AX2200S] [AX2100S] [AX1240S]

104

<Threshold> [AX2100S] [AX1240S]
F— hOHRENE, I OELESIENCHERT 2HEE % 200mW BALTRELET, AT
A—FL, limit IEERICEZNE 2D 5,
1. ARRT A —H B R OYIHE
B CTEFERA,
2. EOFRE
4000 ~ 30000(mW)

[O<7 > FERREFDEIE]

auto CEMEL £7,

LBE~DEE]

2L

[EREED R BREZHE]

FEMETS, T ICERICKENET,

DEEEHE]
L FEED S TRED, REEBEO=aTAE L THRO ) X, BEROBEICBOTTo TS

Wy,

2. XEWE DR RKIHEENETORB LRI EEZRE L TIESN,
L ZRERENLEETLOREHEBEN LY b/ S RME2 FEREST D &, A—"—n— 2R L T%E

LEA~OBIGEEILT 2560360 £9, BIET 5 & X%, #EH =~ R activate power inline =
YU REFATL TSN,

.0ﬂ~0M@f—%’hmnﬁ*fsmmmMnmgﬁwmmmD@M THRELF % LTI-BE, BIO
FREEHRIE T 300000mW) ZEEWEEE RN H - 2858, — N ~DFEN— BEIE Li?‘
[AX22008S]

(BEa~<y F]

power inline



power inline delay [AX2100S]

power inline delay [AX2100S]

4£{E D PoE #a BRI & PoE AR— F DR EBHBHIREA R E L £,

[AARK]
THROBRE - BH
power inline delay system <seconds> port <seconds>

o HI

no power inline delay

[ABE—F]

(config)
[T A—=42]
system <seconds>
4518 D PoE A BRI AT CEEEBI% 7> HILE DS PoE #HE 2 BitA T 2 £ TORMERH]) 2R HE
fLCHELET,
1. AT A —Z BRI O HME
A TEEREA,
2. D EHiPH
0~ 3600 ()

port <seconds>
PoE R— L OfaERAAEN CEEEEZICHE D PoE M ERMGIHRIFEZ BB L T, A— bR
PoE faEx B3 2 £ CoMR) ZRHEMATHRELET,
1. AT A —Z BRI O HME
AIETEEE A,
2. fEOFEHPH
0~ 60 ()

[2< > FEBREFDEIE]

EEEEI D, EED PoE KBELZ AT 2 £ TOREREMZ 0 P CEEL £7°,

F72, A—bFB PoEKELHBETL2ETOMBED 0 TEMELET,

LREA~NDEE]

L

[EX7E B 0D Sz Bl 2244 ]

REMEFH, a7 47— a v BRELTLEE N, REIOWEE BT SET,
Ko< FEHIRZIE T CICERICEHR S ET,

(EEFE)]

1. PoE #aEBRMAFEIFRITICA 2~ > F2llbRd 2 &, #GERAATHHRIR IR IR S 1 PoE #aE25PHAG S
nET,

2. PoE #a BRI TIcA =~ FONRNT A—ZEHIARETT A, WHIESERE]ER L 20
¥

3. PoE ¥R T, BIT D PoE B#ia~ 2 FEETTEEE A,
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power inline delay [AX2100S]

<aryrgg4rZl—varavry >

e power inline

¢ power inline allocation

¢ power inline priority-control disable
<Efa~wr kK>

¢ activate power inline

¢ inactivate power inline

rRRoa~r FEEITTIHEE, Ka~2 FZHIER (no power inline delay) L Th b, FEFEITL
TLEENY,

(B&Ea< > K]

power inline
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power inline priority-control disable [AX2200S] [AX2100S] [AX1240S]

power inline priority-control disable [AX2200S]
[AX2100S] [AX1240S]

BERSEAN— P EEELET.
[A B ]

TEMORE
power inline priority-control disable

THHOHIBR

no power inline priority-control disable

[ABE—F]

(config)

[R5 A—4%]

AL

[2= > FEEEEDENF]

K= FOBEERENAIARY £,

[BE~DFE

AR 2 TR LT D EBINTE T 2 £ COM, AEEZEMT 2BENMEELET,
(3% 7 18 D = BR 524 ]

BREMEEELESGEE, av 747 b—va 2R FELEHE T, REEZFHEDR L TSI, Fid
5 &, REMEPEMMmISNET,

[EEFHE]
L A3~y FANM, TROAyE—VRFRENETOT, BELRE LERZ TR L T2,

Please execute the reload command after save,
because this command becomes effective after reboot.

2. Ka<wr  ROBREIZLY, R 1, RH2, TNENOHRMANTEERER— MBI LR £,
[AX2200S]

[B&Ea< > K]

power inline
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power inline system-allocation [AX2200S]

power inline system-allocation [AX2200S]

108

Fit 1 CHbHRATRE AR IR R ) A FEI TRE L £ T,
REEORRKPAGFTREBNEN DS, A~y FOBREME 2T WIMED R/ 2 DR KENREL LY £,

[ABRH]
THEMORE - BE
power inline system-allocation limit <Threshold>

(GE2LEI]ZS

no power inline system-allocation

[AAE—F]

(config)
(NS A—=4]
limit
R 1 CHARFTRE R R KENEE FHTHRELE T,
<Threshold>
R 1 CHAR IR 72 Ik KEE 1 &% 400mW AL TRE L ET,
1. ARRT A —Z B R OYIHE
BIETEER A,

2. fEORR EHiFH
16000 ~ 240000 (mW)

(2= Y FEEEFROEE]

Fit 1 CHHR WTREZR I KRB/ &2 61600 (mW) ([TRESNET,

[BIE~NDEE]
R % TR LT D EBINTE T 5 £ TOM, ALEEZERT 2@IEMEELET,
[ERFEE D R BRE2H ]

REMEETLIZSAE, a7 7 b—va v 2R ELEDLET, AERZHRBL TS, B
5L, REMMERICKBENET,
CEESHE]

1. Ravr RANDEE, TROAvbE—URERINETOT, FELHRAF LAEELZFEEHL TLEX
AN
Please execute the reload command after save,

because this command becomes effective after reboot.

(BgEa~<> K]

power inline



shutdown

shutdown

R—barvy MU REBICLET, PoEMEMNS R -2y y MU 5 LENZFIELES,

[AARH]

RO E
shutdown

o HI

no shutdown

[ABE—F]

(config-if)

[T A—=42]

L

[2< > FABREFDEIE]

2L

[BIE~NDEE]

L

[E%7E B 0D =z Bk 5244 ]

EMHAEFR, T <ICEHICKBENET,

CEEEIA]

1. SNMP ¥~ %— %225, SNMP @ SetRequest 4L —3 3 > & il L T ifAdminStatus ¢ Set %5
ITLIEGA, ZORETRA~ S FOREIKMINET,

2. ATV a—U 7K BEBIIAEDOEIEF T schedule-power-control shutdown interface =~ K
DREITHEVEEL E7,

3. AV a— VTR, F—FEFEIZTVY v hE T UREIZLEZWEATE, schedule-power-control
shutdown interface 2~ R ARa~vr FOM T ERETHLENH Y £,

5

(BEEa~<> K]

L
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speed

speed

R—FOWEZHRELET,
[AARR]

fEMoOBE « BH

speed {10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }

H OBk

no speed
[AAE—F]
(config-if)
(NS A—=4]
{10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }
@%ﬁﬁfﬁ%a&ﬁbi?‘
[AHRFER & R ETRER N T A —Z OB EDEEROEFITT LET, 100BASE-FX 05413, 100 %
RELTLIEEY, auto TIEV v 7 7 v 7 LERA,

®O-6 REFREL/NTA—H

El#RFE A HERREL/NT A —4
10BASE-T/ 10
100BASE-TX/ 100
auto
auto 10
auto 100
auto 10 100
10BASE-T/ 10
100BASE-TX/ 100
1000BASE-T auto
auto 10
auto 100
auto 1000
auto 10 100
auto 10 100 1000
100BASE-FX [AX1250S] 100
1000BASE-X (SFP-T &) 1000
auto
auto 1000
10
[R5 & 10Mbit/s ICRRE L £,
100
[El#%5# FE & 100Mbit/s [Zf%E L £ 3,
1000
B8 % 1000Mbit/s 1238 E L £,
auto

FERREL F— T — g VICRELET,
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speed

auto {10 | 100 | 1000 | 10 100 | 10 100 1000}
BESNAREE TA— PRIz = a VEITOWET, AREICL - T, B LAWERSE
B2, ERFIHREN ERD &R ERIEET, HESNZEREE CTCRI2—2 3T
ERPoTEBAITV I NT v T LER A

1. AR/8T A — 2 B ERED R
B TEE R A,

2. fEDZ ﬁﬁl
(3296 FRMEWRRNRTA—F] ZBRL T X0,

[2< > FABREFDEIE]
auto & 720 £,

[BIE~DFE]

BEHFOR=MIRELESS, WolzAR—MRF L, —HICEEMEIELES, T0b L TH
EELET,

[ERFE(E O S BR 5244 ]
REWEES, 7GRS ET,

[EEHE]

1. speed £721% duplex O EH 51— FIZ auto £721d auto ZETe/NT A—X ERELT=HE, A— %
T —v g rETVET,

2. 10BASE-T/100BASE-TX/1000BASE-T TA— k3 I x—3 3 V& L2254, speed # 10 £
7212100 129 % & & b2, duplex % full £7-13 half 2354825 H 9, [AX2200S] [AX1250S]
[AX1240S]

3. 10BASE-T/100BASE-TX/1000BASE-T (UTP) TA— b} I x=—3 a3 U &@H LARWIEGE, speed
10 £721X 1001275 & & bIZ, duplex Z full £7-13 half I 54BN H Y £3, [AX21008]

4. 1000BASE-X THA— b Iy T— g VEHALRWEGA, speed & 100012795 & & 11T, duplex
Zfall lIcT 24808 H 0 9, [AX22008] [AX1250S] [AX1240S])

5. 1000BASE-X (SFP-T&%p) TAH— hxrdvm— g EHHALRWEE, speed & 1000 (295 & &
H1Z, duplex # full IZ 52 MR H Y £3°, [AX21008]

6. media-type #EH LI=A, Ra<wr ROREITT 7 +/0 MREBICREY £9°, [AX12508]
[AX1240S]

7. media-type auto ZRE L72HA, Aa~vy NIRETEERA, T 74V METITHEHAL ZEW,
[AX1250S] [AX1240S]

8. UTP A— k (RJ45) #[HERE CHMAT 2HAICITMDIX L7220 5,

9. 100BASE-FX |34 — hxrIv— a3 VRYKR— D78, speed & 100 [ZF%E L TL 7SV, auto
TRV 77 v LERYA, [AX12508]

(BAEa~<> K]

duplex

media-type
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system mtu

system mtu

E2R—FOMTU 2 ELET, AREILLST, VYo RT7L—aB3EATEL LR, T—Xig
EDOAN—Ty haB EESERZE TRy N7 By MU —7 ([ZE S s of Atz
IFEDHZENTEET,

[ABR]
THROFRE « £H
system mtu <Length>

(GE2LEZS

no system mtu

[ABE—F]

(config)
(NS A—4]
<Length>

2R~ KO MTU #4727 v b TiE LET, MTU 1T Ethernet V2 B 7 L— ADF— & 1 0k

KETT,
HEX 7Lr—uaRiT lar 7427 b—2 a8 4 FVoll 15.1.3 MAC B X O LLC BlfEH#E) 2%
LT &N,
1. AT A — XA WERF O A HIfE
BT EHA,
2. fEOREHIPH
1500 ~ 9216 (A7 7 v 1)

[O7 > FERREEDEIE]
£R— F® MTU 28 1500 & 720 £,
[BE~DEE

L

1. R—bF MTU B X OEZEFRER 7 L— A4 (FCS Z B\ 7z Ethernet V2 JE: 7 L — A TOHKR KT

L—2AEX) 1, koFEOLEBY T,
EX ZL—2aBERT T2 707 b—2 354 K Vol.l 15.1.3 MAC B X O LLC BlEHl#E, 2%
LTS ZEN,
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system mtu

£9-7 MTUBFUEZEMGEEEIL—LE

El#RFE A mtu BXE system mtu E = EREARETIL—LE FY  EHMIU
TV TR
10BASE-T (4/¥_H), BAfR L 720> BAfR L7 Tagged 1518 1500
100BASE-TX (¥-_1&) Untagged 1514
ERELE HEDHY BItR L7220 Tagged M1%1+18 M1
Untagged M1¥14+14
e L BIED Y Tagged M2%2+18 M2*#2
Untagged M2%2414
RRER L Tagged 1518 1500

Untagged 1514

7£ %1 interface ® mtu =~ K CRE LA
¥ X2 system mtu 2~ FCRE L7ZME

(BEEa~v > K]

L
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YUY THTYEF— 3

>

-~

channel-group lacp system-priority

channel-group max-active-port

channel-group mode

channel-group periodic-timer

description

interface port-channel

lacp port-priority

lacp system-priority

shutdown
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channel-group lacp system-priority

channel-group lacp system-priority

Vo T T FA—arDOYEF v 2N T N—70 LACP VAT MELEZELET,

[ANRH]

RO - £
channel-group lacp system-priority <Priority>

H o Bk

no channel-group lacp system-priority

[ABE—F]

(config-if)
(NS A—=4]
<Priority>
LACP v A7 MEEE AR E L ET, HIVNIWIEEEBEEREGL 2D 7,
1. AT A —HBWEIRE D FIEiE
AT ERA,
2. fHDRREHiPH
1 ~ 65535
[O7 2 FEREEDEIE]
lacp system-priority =~ > ROFREIZHENET,
BE~NDEZE]
BHPOF ¥ XNV I N—FITRELTESE, WolmAF v RV TNA—TRnNE T L, Hig#)LEJ,
[ER7E B 0D Sz B 2244 ]
REEAFER, +IERICKMENET,
EESEIE]
1. Ka<r FIZLACPIC LBV v o7 7 A= a  OBEETARTY,
2. LACP v AT AMBREZ LR LISHE, BT ¥ RV TN —TICRES T 54— 1~ 3 Block Ik
e GEfEWT) 1272 £9,
(BEEa<w> K]

interface port-channel
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channel-group max-active-port

channel-group max-active-port

Vo o7 7= a DS ETF v f T N—FNTERICHERT AR — hOBRREZERELET,

[AARH]

THWORE - BE
channel-group max-active-port <Number> [no-link-downl]

fE O HI

no channel-group max-active-port

[ABE—F]

(config-if)
[/85A—4]

<Number>
Vo277V = arOF vy x VI N —TNTEBRIERT 57— FoRREERELET, Fv
INTN—THNOKR— PRI~ ROREREBZ TOD5E, HEKOR—MEHHLTZDIZ
MOR— MIUFAZ A Y 7R Z R L E 7,
1. AT 2 —Z EREEF O Y HE
B TEFERA,
2. fEOFE R
1~8

no-link-down
AR UNRA YT HIEY 7y o TCHEHT %A, nolink-down Z3%E LET, 8% E LeWGA,
AR NAN U TFV I T LET, AX ALY 7 OBRGEZIRO EBY T,
* lacp port-priority =~ FIZ X AEE DKW AR — |k
o BHENFEUHAIFA X 72— AR — FEFORKINHF—
1. AT X — 2B O Y HUE
ABNA VTR 7 X LET,

2. DR EHH
no-link-down

[a< > FEREFDEIE]

BAREIT 81T £,

BE~DEE]

AL NA N T BERECHERAR— LRI, —RIEEE R GERH T,
[E%7E 18 0D Sz B 5244 ]

BREMAETS, T ICERICKBENET,

[EEHE]

Rawy RFAZT 4 w7777 5= ar THEALTIEIN,

2. max-active-port % i% /€T 5 ¥4 1E, max-active-port, lacp port-priority DF¥E & Hikidc DEEE & Ab
FTLEE,

3. REUNA VU I E=ROV I ZY L VI B EERT DL &L, AT A—FEAIRLE

I

=
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channel-group max-active-port

HLIZ, BERANRTZA—FEZHRELTLZEN, V7 Xy F— RTHR— MEETET A,
no-link-down O E N ME T,

(BEEa<T Y K]

interface port-channel
channel-group lacp system-priority
lacp system-priority

lacp port-priority
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channel-group mode

channel-group mode

Voo 7705 —varDF xRNV ITN—T2ER LET,
[AARR]

M ORE
channel-group <Channel group#> mode {on | { active | passive } }

THROLE
channel-group <Channel group#> mode { active | passive }

RO HIER

no channel-group

[ABE—F]

(config-if)
[/X5 A —%]

<Channel group#>
Voo 7TV =2 arDF vy XN N—TESERELET,
1. ART A —Z KSR OYJHE
B TETET A,
2. O E
[RTA—ZIHETEDME] 2BRLTIEIN,

mode {on | { active | passive }}
Voo T 7V F—arDE—FERELET,

on
ART 4 IV I T T = a VEITOET,
active
LACPIZ LDV v 7T 7V =y a &7, HFPEEICERZ < HIZ LACPDU #65 LET,
passive

LACPIZ LBV 7T 7V r—varzity, FEE)D LACPDU %5 LI=GE7T
LACPDU #E & Bia L E3,
1. AT X —Z BRI O HME
HAIETEEEA,
2. fEOFREHPH
on, active, F 72! passive
[3< 2 FERREFDEIE]
2L
[BE~NDFE

EHPOR— MIRE LSS, WolzABERE 2D 9,
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channel-group mode

120

CEEFIE]

1.

AAT A4 IRYV T IV =2 a b LACPICE D) v o T 7V —va vy ~0ER, £zt

LACPIZX DV 0T 7V =2 a DO RET 4y 2 RV T 7Y =y a U ~"ERET D54,

WoltARa v REHIBRL TH 5, B mode #AH L TRREL TLIZEL,

channel-group mode 5% ET 5 &, FHEET ¥ */V 7 /V—T7FKFIZ L 5 port-channel DFXE % H B4 L
L¥7, 3 CIZ port-channel DR ENFET 2HAITMH LEH A,

Ko< RORERIZ, T TIHEETF v 27— FIZ L D port-channel DR ENFEILET DG
1, BHA L H T 2= ALIETF ¥ RNV I N—TEEOR— N F ¥ fNVA 8 72— ATl = v

T4 b—varavy RIEREEZR CICT 50, ERIUFA ¥ 7 =—RF, E@garr 47
L—varavy FeMbRELTOWRVWLERD D 3, FMicOVWTE, Tar717b—var
HA FVol116.24R— hF ¥ RNA L F 72— ADRE] 2ZRLTITEI,

Ko< REHIBRT 284, Uik v ¥ 7 =— A2 shutdown 2~ R&ZFE(TH, HIFBL T &N,

5. Ko<= RZHIFELTH, port-channel 27 4 7' L— 3 ViFHIBRENFERAL (Fyx I n—7

NOTRTOR— FZEHIFRL T port-channel =227 4 7' L—y g ViHIBRSRERA), Fv RLT
N—T%HIERT 584, FEIT port-channel =27 4 7' L— a U AHIBRT D MLBENRH Y £,

(E&Ea< > K]

interface fastethernet

interface gigabitethernet



channel-group periodic-timer

channel-group periodic-timer

LACPDU O xfEHMEZBE L £7

[AN#K]
OB » EH

channel-group periodic-timer { long | short }

E O Bk

no channel-group periodic-timer

[AAE—F]

(config-if)

[N A—=4]

{long | short }
st A HEE S A EE B [T T41E 9% LACPDU O({ERIlRAZ % E L E T,
long : 30 &

short : 1 ¥
1. AT A — & B WERE O HIHE
A TEEHA,

2. fEDF E
long % 7213 short

[2< > FABREFDEIE]

E(EEMEIE long (B0F) 12720 £9°,

[BIEE~DEE]

L

[E%7E B 0D = B 224 ]

RREMAEER, T ICEAICKBSET,

CEEEIA]

1. Ka<wr RILACPIZL BV v o 7 7 A= a v OBEIETAE T,
[(BEEa~w > K]

interface port-channel

channel-group mode
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description

description

MiRBHERE LET,
[AHRH]

DB « 23
description <String>

H OBk

no description

[ABE—F]

(config-if)
(NS A—=42]

<String>

Vo770 F—va b OEET ¥ XNV T N—T IR ERELET, A ¥ 72— RIS

AEELTHEALTIEE N,

1. AT A — X AR O AHI
A TEERE A,

2. B EHiPH
64 SCFLUNOLFHITHEHE L T IZ3 0, REARRRLFITONTIE INFA—ZITIEETE D
] O HEEOXFH 22 LTI ZE0,

(3= FEEEFROEE]

Null (2720 ¥£7,

[BIE~DEE]

7L

[E%FE fE 0D JR B 224 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(BE&Ea~< > K]

L
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interface port-channel

interface port-channel

R Fr A X7 =Rl THEBEZRELE T, Ka~vr FEANTDH L, confighif T— NI
BITL, FYRNIN—TESERET I 74— aravry RERETEET, F—FFv*x
VA H 7 x— A% channel-group mode =~ F&RTT 5 & HEIIIER SN E T,

[ABDRH]

THROFRIE - £H
interface port-channel <Channel group#>

THHOHIBR

no interface port-channel <Channel group#>

[ABE—F]

(config)
[N A—4]

<Channel group#>
FXRNITN—TESEHRELET,
1. AR T A — 2 EURs OYHIE
B TEETA,
2. O E i
[(INTA—ZIZHETE DM 2R L TIIEEN,

[2< > FAEBREFDEIE]
2L
[BIEE~DFEE]

L

CEEEE]
1. Kavy FEHIRT A5G, YETF v A7 A—7 D4R — MC shutdown 2~ F&F(7%, HIRL
TL7EEW,

(BEEa< > K]
interface fastethernet

interface gigabitethernet
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lacp port-priority

lacp port-priority

124

R— MEREARE L ET,
[ABTRA]

THWMORE - BE
lacp port-priority <Priority>

H OBk

no lacp port-priority
[ABE—F]
(config-if)
(NS A—=42]
<Priority>
— FNOBEREEZRELET, EANSWIZEBEENFEL 2D ET,

channel-group mode =~ > K Ton ZiRE L=
max-active-port 2~ NIZ LD A Z LA ) 7 OFEPUTFIA L £ T,

channel-group mode =~ > KT active % 72| passive X E L7356
LACP 7' v | =1L 0 Port Priority (23 H L £,
1. ART X —ZH R ORIHE
BIETEER A,
2. B R AE i B
0 ~ 65535

(a7 Y FEREBDOENE]

- MBI 128 12780 E T,

[BIE~DFE

channel-group mode active ¥ 72 1% passive CIEHHF DR — MIRE LTZHE, Wolt ABERE 2D F

9, channel-group mode on TIEM DR — MIHE LTS, AX AU 7R THERAR— FRE
FEn, —RHICHERE 22560350 77,

[EREED S AR 2244 ]
BEMEFS, TITERICKMENET,
EEEIE]

1. max-active-port Z %€ 5 A1, max-active-port DR E & L DEERE &L HbETLEE W,
2. priority #EH L7=54, Y%A — b2 Block HREE GEIEN 12720 £,



[B&Ea~ > K]
interface fastethernet
interface gigabitethernet
channel-group mode

channel-group max-active-port

lacp port-priority
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lacp system-priority

lacp system-priority

HEEICH 72 LACP v A7 AMBRELZRTELET,
[AHRH]

DB « 23
lacp system-priority <Priority>

E o Bk

no lacp system-priority

[ABE—F]

(config)
[T A—=4]
<Priority>
LACP > A7 MEFREZHE L EY ., EAV/NSWVIEEEEENS 2D 9
1. AT X —ZEHWR O HME
AR TEERE A,
2. fEHOFR EHiPH
1~ 65535
[a< > FERREFDENE]
channel-group lacp system-priority 2~ > R E L TV DA, ZTOREITHENET,
channel-group lacp system-priority =~ KOENR72WGATEL, 128 TEHEL £,
[BE~DEE

EHPOF ¥ RV ITN—FITRE LTSS, WoltAF ¥ XTI N—FNE 7L, BEILET,

GEESEIE]

1. Ka< FIZLACPIC LBV v o7 7 A= a  OBEETARTY,

2. LACP v A7 MEHREZER LA, YT v RV TN—TICBEIN TS 2R — F 23 Block R
e GaiEW) o722 £9,

(B&Ea< > K]

L
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shutdown

shutdown

Voo 77— a DY EF ¥ XV T N—TF %52 Disable IREE & L, @2 1E L E9,
[AARR]

TH RO E
shutdown

E O Bk

no shutdown

[ABE—F]

(config-if)

[185A—=4]

2L

[3< > FEBREDENE]

L

[BIE~NDFE]

BHPOF ¥ XNV TN —TITRE LIS, FYAININ—TRET - LET,
[EXTE(E D R BRE2H ]

BEEEER, FICERACKMmINET,

CERSIE]

SNMP ~x— %225, SNMP @ SetRequest AL —3 3 &4 H L T ifAdminStatus @ Set % FEfT
L7I-E, FOHREITIAa~y FOREITKBEINET,

[BE&Ea~< > K]

interface port-channel
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MAC7 FLRAT—TJL

mac-address-table aging-time

mac-address-table static
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mac-address-table aging-time

mac-address-table aging-time

130

A==

MAC7 KL ATFT—T Ny NVICET 22—V 7 Ra2HRELET,

[ANRH]

THROBRE - BH
mac-address-table aging-time <Seconds>

E o Bk

no mac-address-table aging-time

[ABE—F]

(config)
(NS A—=4]
<Seconds>
TV IR ERHEATHRELET, 0 KE
1. AT A —HBWEIRE D FIEiE
AT ERA,

2. [EOHEHE
0, 10 ~ 1000000 (F»)

[O<7 Y FERREDOENE]
T—U U T A 300 B E LET,

1|

[BIE~NDFEE]
L

|_|

X E fIE D e BR 32K ]
REMERS, 7GRS hET,

CEEFHE]

BRI —o o 77 L ey £9,

1. AREBL, == VLI L —LOZERHELET, (toT, U
FTCIHRKRTE—V U THREO 2 (ORI N #HN D 2 ERH Y 7,

2. FTHROWTNILORENAN /L X, Aa<wr RTRELE 10 ~ 300 Ho#FHO = — o ZIRIX

300 b 72 £,

o IEEES02.1X AR — MHAL (H) F72idAR— MHEAL (#F)) % T, dotlx auto-logout H%)
o Web #BFEEE VLAN £ — R 72134 1+ 2 v 7 VLAN £— FEZIT, web-authentication

auto-logout H%h

o MAC #BFE[EE VLAN ®— RE 721344+ 2 v 7 VLAN £— FA%)T, mac-authentication

auto-logout A%}
(BEEa< > K]

L

Lz F Y ZHlBRT %



mac-address-table static

mac-address-table static

ABT 4 v MAC T KL RT—7 MERERELET,
[AARH]

Wl ORE « £
mac-address-table static <MAC> vlan <VLAN ID> interface {gigabitethernet <IF#> | port-channel
<Channel group#>} [AX2200S] [AX2100S]
mac-address-table static <MAC> vlan <VLAN ID> interface {fastethernet <IF#> | gigabitethernet
<IF#> | port-channel <Channel group#>} [AX1250S] [AX1240S]

15 R DI B
no mac-address-table static <MAC> vlan <VLAN ID>

[ABE—F]

(config)
(185 A—4]
<MAC>
AT 4y 72 MY TRETAMACT FLAZERELET,
1. AT X —Z B O Y HUE
B TEETA,
2. fEDORE i
0000.0000.0000 ~ feff ffff ffff
2L, vV FXxy A FMACT RV R (JEBEANNA RORTALE Y R23 1 OF7 LX) [IEETE
FHA,

vlan <VLAN ID>
ABT 472 YO VLAN ® VLANID 2% EL £,
1. ARoRT A —H AR ORI
B TE EHEA,
2. (B OFR E i
(NI A—ZIZHBETE L) 23R TLIIZEL,

interface { gigabitethernet <IF#> | port-channel <Channel group#>} [AX2200S] [AX2100S]

interface { fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} [AX1250S]
[AX1240S]
ABT 472 YDA BT 2= AERELET, RETE DA ¥ 7 =—RA1%, H#
R—NEFV T 7V =23 0 TT,
1. AT X — 2B O Y HUE
BMETETET A,
2. DR E i
<IF#>: [T XA —HIZIBETEDME) 22 L TIZEN,
<Channel group#> : [/X7 A =X |ZHRETEX M) 22 L TS0,

[a< 2 FEREOBE]
ABT 4y Iy P FRESNET A,
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mac-address-table static

132

[BE~DEE

L

. 774/ s VLAN (VLANID=1) IZ® L CAFZT 1+ v 7 x> N ZFRET HHE, kA%
7z — AR L CHIZRIDIC Tvlan 1) 3 EL T EIY,

. interface ZRE LA, SBEMACT RLAR—HTIHTL—LERELIA VX 72— AIZHT
LET, £/, FETLMACT RLAR—HTET7L—LERELIA VX 72— AL BZE LT
LA IEFELET,

AR RTRELEM A VX 7 2 —2 L VLAN 3, LA ¥ 2 7BFHEEED A 8) VLAN 24 CHEhfE
LTWaHE, MACT RLRRAZT 4w 7 MY TRET HZ LITTEERA,

(E&Ea< > K]

vlan



VLAN

interface vlan

I2protocol-tunnel eap

I2protocol-tunnel stp

mac-address

name

protocol

state

switchport access

switchport isolation

switchport mac

switchport mode

switchport protocol

switchport trunk

vlan

vlan-protocol
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interface vlan

interface vilan

134

VLAN A v % 72— AR ELET, VLANA U X T2 —AZHRETHZET, VLAN~IP 7 KL A7
EEBRETEET,

[AHRR]
HHMORE « 2258
interface vlan <VLAN ID>

T DI BR
no interface vlan <VLAN ID>

[ABE—F]
(config)
(N5 A—=4]

<VLAN ID>
VLANID %8 E L £7
1. ART X —ZH R ORI
A TCEEREA,
2. fEDFREHH
[RF7 A—H|ZHRETE A 2R LTSN, 2720, HIBRo%A, 7744 VLAN

(VLAN ID=1) IIRETE £¥ A,
[O<7 2 FERREFDEIE]
L
LBE~DEE]

L

[ERFE fIE D f Bk 524% ]
REMEES, +ICERICRKRShET,

CErExE]

1. <VLAN ID> |ZR#ED VLAN ID #3%E 7 5 &, VLAN kI ET, £S5 VLAN (T4 —
k VLAN T4, v b2/l VLAN F7213% MAC VLAN (%, H 522U vlan 2~ FCVLAN % 4%
LCBLLMERDH £7,

2. BFLVLAN A % 7 = — A TR EFHET DAL, interface range =~ > KT <VLAN ID list> %

HRETEET,
3. interface vlan T4k L 72 VLAN (2%} L C novlan Z&%E3 5 &, VLAN [ZHIBR S E T, F72, vlan
a2 R CAR L7z VLAN (2% LT no interface vlan =~ > R& % €9 5 &, VLAN NHIBRENnF

9,
(BEa< Y K]

vlan



12protocol-tunnel eap

|2protocol-tunnel eap

EAPOL 7 # U —7 4 ' Vi E AN LET, HEEISH L TRIELET,

[AARH]

THHROE
12protocol-tunnel eap

E O Bk

no 12protocol-tunnel eap

[ABE—F]

(config)

[T A—=4]

2L

[3< > FEBREDENE]

EAPOL 7 4V —7 4 » 7 HREITEL T,

LRE~NDFE]

L

[EREMED IR E2HE]

MEMEER, T ITEAICKMEINET,
CEEEIE]

L

(BAEa~> K]

L
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I2protocol-tunnel stp

|2protocol-tunnel stp

BPDU 7 4 V—F 4 JHREZ AN L ET, BEICHLTHRELE T,
[AARR]

THHROE
12protocol-tunnel stp

E o Bk

no 12protocol-tunnel stp

[ABE—F]

(config)

(/NS A—4]

L

[0 Y FERREDENE]

BPDU 7 U —F ¢ v JHEREIT RN T4,
LBEANDEE]

2L

REMELE, T ICEAICKBRIIET,
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mac-address

mac-address

MAC VLAN #2720 D MAC 7 L AZRELET,

[AARH]

THMORE « AR
mac-address <MAC>

E O Bk

no mac-address <MAC>

[AAE—F]
(config-vlan) (MAC VLAN7Z(})
[R5 A=5]
<MAC>
MAC VLAN [T ET D MAC 7 FLAZRELET, Aa~v Fid%E VLAN 28 MAC VLAN 0
BETHRETEET,
1. RXT A — X B OHHE
B CTXERA,
2. BT E Hi
0000.0000.0000 ~ feff.ffff ffff
FHAL AL PO FME Y b (RAFFr XA MEY b)) 1 TRV L,
[2< > FAEBREFDEIE]

MAC 7 RL A Z#ELEH A,

[BIE~DFEE]

2L

[E% 7€ B D S BR 224 ]

BEMETER, TICERICKBRENET,

[EEFIE]

1. 1350 VLAN [CRREL TS MAC 7 FLRFRETE EtA, HIBRLTHALHREL T ZEL,

2. I//])'Vzwuul‘ﬂ%é T@]E’j\—;ﬂ%éﬂf‘/‘éMACT}‘l/x% ﬁiﬂbf_)ﬁny 1/4“\’2;‘@&1%% 0)&}351

MNEL 70, KRa~v ROBRENENELE 20 ET,
3. ‘“““T HeZe MAC 7 R L 230, 28 AL T 64 6 T7,

[BE&Ea~< > K]

2L
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name

name

138

VLAN 2% E L £ 7,

[ABRH]
THRORIE « BHE
name <String>

E o Bk

no name

[ABE—F]

(config-vlan)
(RS A=5]
<String>
VLAN O4#HZRELE T, vlan 2~ FT<VLAN ID list> #iRE L2 AITRE T EH A,
1. RRT A — 2 BWEREOHHE
AT EHA,
2. E DR T HiH
32 LFLIHNO LTI THRE L T E IV, RE AR LFICONWTIE T A—HITHEETED
] O HEEOXFHI 2L T ZI0,

[O7 > FEBREEDEIE]

I IE TVLANxxxx] T9, 7277L, Ixxxx] X VLANID #%F4 4 7 7-0OHFT, %KHED 002G AT
HDOTT,

[BIE~DEE]

L

REMEFH, TICERICKBENE T,

1. Ko<= FTERET S VLAN 4%, RADIUS FBRE0R8:E#% VLAN & LT % & I3 TFREIciE
BELTLIEEN,
o VLAN 4723, ## o VLAN TEHHE LWL S ICHREL T EIV, VLANAHAEH L T D
L, BHELTWS D HTHRYH/INEW VLAN ID 78 RADIUS FRZEDFREE% VLAN & LTEIV Y THA

F7,
o VLAN &#DEEICH T2 FEE LW TL IZEW, LHOHF% VLANID & U TRk L, RIFICk

W 25E80H0 7,

(BgEa~<> K]

L



protocol

protocol

7w k2L VLAN T VLAN #5357 0 ha vz ELET,

[AARH]

THROBRE - BH
protocol <Protocol name>

E O Bk

no protocol <Protocol name>

[ABE—F]

(config-vlan)
[/85A—4]
<Protocol name>
7o ha)LVLAN 7o Fa V4R EHRELET, Ko< RiZ4i% VLAN A 71 k=20 VLAN O
LETETRETCEET, =D VLAN IZHEO Y 0 b a4 e EHT 25681, Ka~vr a7
Fa VAFROEKTIZTRE LET,
1. AT 2 —Z BRI O Y HE
B TEZEREA,
2. fHOR e
vlan-protocol =< > RTEE L7 1 b a/L4Fk
[2< > FAEBREFDEIE]
7a R aBEREINER A,
[BIEE~DFEE]
2L
[EXTE(E D I B 224 ]
FEMETE, T ICERICKENET,
CEEFEIA]
1. 7”8 b3 VLANIZIPv4 7 L AE 7713 IPv6 7 RV AZRE L CHEMAT 254, #4%T57n b2
NERa<w L NTHRETHILERDH Y 7,
(BAEa~> K]

vlan-protocol
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state

state

VLAN ORREZ #E L £
[AHRH]

WHDBE « 23
state {suspend | active}

E o Bk

no state

[ABE—F]

(config-vlan)
(NS A—=42]
{suspend | active}

suspend
VLAN ORFE% disable IZL, &7 L —ADXEZEEEIELET,
active
VLAN DJRAE% enable (IZL, &7 L —ALDEZEEZBEBLET,
1. AT A —H B WEHRE D FIHiE
AT ERHA,
2. (EDF EHFH
suspend F 7213 active
[a7 Y FEREFDENE]
VLAN OR#E1T enable T3,
BIE~NDEE]

L

SNMP =3 —Y ¥ 225, SNMP @ SetRequest 4L —3 3 %l L T ifAdminStatus ¢ Set % (T
L7256, TOREEFARI~ Y ROREICKMSNWET,

(E&Ea< > K]

L
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switchport access

switchport access

T EAR—FOERERELET,
[AARH]

DB « 23
switchport access vlan <VLAN ID>

fE O HI

no switchport access vlan

[ABE—F]

(config-if)
[/85A—4]

vlan <VLAN ID>
778 AR — O VLAN #3E LE T, s%EAEEZ VLAN (34— k VLAN £ 72/X MAC VLAN T
7, 71 b2/ VLAN IR ETE EHA,
1. AT A —Z BRI O HME
HIETEEEA,
2. fEOFEHPH
INFA—ZIZHETE L) 2SR LTIEZEN,

[O7 > FEREBEDEIE]
7 7 #/v k VLAN (VLANID=1) ®7 7 & AKR— M0 7,
LEE~NDEE

L

CEEE1E]
1. Untagged 7 L — A F 72134 — F VLAN @ Tagged 7 L — A% %(5 L7254, &— b VLAN TAHE L,
H—  VLAN B0 Tagged 7 L — 5% 215 L= 54T L £ 4

[BE&Ea~< > K]
switchport mode

vlan
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switchport isolation

AN— b AR RE 2 B E L 9
[AHRH]

e B2
5O E
switchport isolation interface fastethernet <IF# list> [AX1250S] [AX1240S]

switchport isolation interface gigabitethernet <IF# list>

THHODOLEHE
switchport isolation interface { gigabitethernet <IF# list> | add gigabitethernet <IF# list> | remove
gigabitethernet <IF# list>} [AX2200S] [AX2100S]
switchport isolation interface { fastethernet <IF# list> | gigabitethernet <IF# list> | add {
fastethernet <IF# list> | gigabitethernet <IF# list>} | remove { fastethernet <IF# list> |
gigabitethernet <IF# list>} } [AX1250S] [AX1240S]

o Bk

no switchport isolation

[ABE—F]

(config-if)
[T A—=4]
interface { gigabitethernet <IF# list>} [AX2200S] [AX2100S]

interface { fastethernet <IF# list> | gigabitethernet <IF# list>} [AX1250S] [AX1240S]

Rk Z T 2B —h (DU A N) ZERELET, KRXTA—FTHEE LA — M b YR —

F~OFHEZIIE L ET,

1. AT X —Z B O HHE
HIETEERE A,

2. {EDFX E i
<IF# list> OFREHIE, HOREMIEICONTIE, NI A—FIHETE LM 2R LT
S,

interface add { gigabitethernet <IF# list>} [AX2200S] [AX2100S]

interface add { fastethernet <IF# list> | gigabitethernet <IF# list>} [AX1250S] [AX1240S]
kAT AR — &2 Y R MIZBMLET,
1. AT X —Z B O HME
B TEERA,
2. B EHiPH
<IF# list> DFRE ST, MOFREHPHICONTIE, [NRIA—XIRETEHE) 2BHBLTLE
I,
interface remove { gigabitethernet <IF# list>} [AX2200S] [AX2100S]
interface remove { fastethernet <IF# list> | gigabitethernet <IF# list>} [AX1250S] [AX1240S]
Rk Z N 5 R — 2 U 2 RO BHIBRLET,
1. AT X —Z B O HME

B TE £ A,
2. E O E FH
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switchport isolation

<IF# list> DT, HEORTHICHOWTIE, [T A—=FIIRETE 5] 2R LT
0,

[2= > FEEEEDENF]
AR b kAT LA
[BE~DFE

L

EEFE]

1. A— MR EFEREIY, switchport isolation =~ K ® interface THRE LA — B AL, K
AT RERELIER— IO SND 7 L— 2 EBEFELET, MG TH#EZIIET 2561, &
av Y REMIFOR—MIBELTLEEN,

(BEEa~<> K]

L
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switchport mac

switchport mac

MAC R— b OfFREZREL £ T,

[ANRH]

THHROE
switchport mac vlan <VLAN ID list>
switchport mac native vlan <VLAN ID>
switchport mac dotlq vlan <VLAN ID list>

THRODOLETE
switchport mac tvlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list> |
native vlan <VLAN ID> }
switchport mac dot1q vlan{<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THHOHIER
no switchport mac vlan

no switchport mac native vlan

no switchport mac dotlq vlan

[AAE—F]

(config-if)
(NS A—4]

vlan <VLAN ID list>

ZOR— N THZ MAC VLAN %3 7E LE 3, ZRKRIAL7e MAC VLAN U X &3 E SN2 Y

A MIEEHRZET,

1. AT A —H AR O AT
B TEEHE A,

2. fHOFKE R
<VLAN ID list> D5 E H1E, HOBREHMIAICHOWNTIEL (/35 A —F [TIEETX 5] 23R LT
{IEEWY,

native vlan <VLAN ID>
EEITLMAC 7 RLARKBERD 7 L— L% 5T 5 VLAN % E L E T, &E L7 VLAN T7
L—LEFETHZ b TEET, REAGEZLR VLAN (3R — k VLAN T,
1. ART A — 2 AR ORI
B TEEH A,
2. fEOHERH
[(RTA—F|ZIRETEDE] 2BRLTIEIN,

dotlq vlan <VLAN ID list>
ARG A—ZTHRELIZVLAN U R FD7 L—2Ah% Tagged 7 L— L TRIELET, £/, AT
A —4% T L7z VLAN T Tagged 7 L — A% P2 T4, #%7E L7z VLAN LISho> VLAN ©
Tagged 7 L' — A ZZ(E LT HARITFEELET,
B EAHEZ: VLAN (2743 — F VLAN #7213 MAC VLAN T7, switchport mac vlan 2~ R Ti/E L
7- VLAN I ETE £/ A,
1. ART A —Z B ORTHIE
BIETEFEE A,
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switchport mac

2. O E R
<VLAN ID list> OFFETT1E, MOBEFRMIHIC OV TIT [T A—ZITRETE 2] 2ZML T

<TEEW,

vlan add <VLAN ID list>
ZDOR— N THZ7 MAC VLAN % VLAN U 2 MZiBMLE9,
1. ARRT A —H B UERO I fiE

AT EHA,

2. {EDO%EHFH
<VLAN ID list> Of5EH1E, MHOBREFIZOWNTIEL [RIA—F|IIEETX 5] 2B LT
<TE&EW,

vlan remove <VLAN ID list>
ZDOR— N THEZ7: MAC VLAN % VLAN U X B HIBEL £97,
1. AT A — B IERE ORI,

AT EHA,

2. [EDOEHFH
<VLAN ID list> Of5EFH1E, MHMOBREFIIZ OV T [RIA—F|TIEETX5ME) 2B LT
<TEEW,

dotlq vlan add <VLAN ID list>
ZOFR— T Tagged 7 L — AN kA REZ VLAN % VLAN U 2 MBI L £, #EATRE
VLAN (27" — F VLAN 7213 MAC VLAN T7, switchport mac vlan =~ > K Ci%E L7z VLAN |Z
BETEERA,
1. AT A — R BUEREOHTHIE
B TEEE A,
2. DR E R
<VLAN ID list> O E 15, EOBRERMIICHONTIE [T A =ZITHRETE 2l 2L T
<2V
dotlq vlan remove <VLAN ID list>
Z OFR— T Tagged 7 L — L3 H#kA[REZ: VLAN % VLAN U 2 h B HIBR L £

1. ARoRT A —HHMERE O
B TEEEA,
2. fHOEHIFH
<VLAN ID list> O EF 15, MEOREHHAIZOWVWTIE [NRIXA—F|TIRETE AH] 22H LT

<E,
[a< 2 FEREOBE]

72 L, switchport mode mac T MAC "— MIBREL, Ka<y RERELLRWES, 774/ VLAN
TRETEELET,

[BRIE~DEE

EHICRB S ETS,

2
i
=
B
I
\a¥
/\
B
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CEEEIE]
1. A%h72 MAC VLAN BR—2 LB EIN TV WEAIE, 7278 AR — b ERBEOEIEEL 2D £,

2. switchport mac dotlq vlan X EI%, switchport mode mac Z5%/E L= & &1, A&7 9,

3. WREMZRAR— FTh 2D MAC R— T LA ¥ 2 FEIEHRED AB) VLAN H24 TiZ kv, VLAN AHEIT
T HTHENEE, FiLa~y P27 L THRBREITMMRS LT A,

i~

e %% VLAN O switchport mac vlan <° switchport mac vlan add TO%E
* 3% VLAN O no switchport mac <° switchport mac vlan remove T® HIER

[(BEa~<> K]
switchport mode

vlan mac-based



switchport mode

switchport mode

LAY 24087 2= ADRME (K- o) Z@ELET,

[AARH]

THWMORE - BE
switchport mode {access | trunk | protocol-vlan | mac-vlan }

H O HI

no switchport mode

[ABE—F]

(config-if)
[/85A—4]

{access | trunk | protocol-vlan | mac-vlan}
LAY 2427 2—ADREMN (K— FOfE) 2% ELET,

access
WA LB T 2= AT JEAR— MIEELET, 727 AR — kT, Untagged 7 L — A
EXRELET, 778 AR—FI1 5D VLAN ZiF CEATE £,

trunk
WA LA T 2—R e b T 7R —MIRELEYT, 727K — Tt Untagged 7 L — A4

&, Tagged 7 L — L EEZELET,

protocol-vlan
Mg A v FT7x2—A% 70 haLR— MIRELET, 71 ba/LR— TiE, Untagged 7
L—LbEEZELET, 7 U—L0%ZEHE, 207 1L—207 1 b a @RIk VLAN %
HRELET, Tagged 7 L —LIFFEFEL £,

mac-vlan
WA BT 2 —R% MAC R — MIHEE L ET, MAC A— Tl Untagged 7 L — A% 155
FLET, 7V —LZEREY, £O7 L —ADKEFEILMAC 7 R L AIZESWT VLAN 2 37E L
F9, Tagged 7 L —MIFEFE LT, 727201, switchport mac dotlq vlan =2~ REFRE LT
WA AL, Tagged 7 L— L&k L E7,

1. AT A —Z BRI O E

B CTEERA,

2. BT E R
access, trunk, protocol-vlan ¥ 7213 mac-vlan

[2< > FEBREFDEIE]

access (77 BAR—1) ITHRELET,
LEE~NDEE

el

[E%7E B 0D = B 5244 ]

EMEAERR, T ICEHCKBENET,

Q‘p“

147



switchport mode

148

CFEFEHE]
1. ¥A v H T2 — A% T 7 KR— MIEE LG, switchport trunk =< > FC allowed vlan %

3.

HELTLIEEN, FT U788 — MIEEL, allowed vlan 23F%E STV WIES, i1 ¥
Tz ATEHTRTOT L—ABNEREINET,

WA v H T o—R %70 bR — MIFRE LT=%4A, switchport protocol 2~ R T r k)b
VLAN #E LT EEV, 71 h @b VLAN BRE SN TWRWEE, YA ¥ 72— 377
TAR— b ERBROEEEL 72D £T,

WHA L H T2 —ACTROA~VY RERELTVDIHE, Ra~vy RTOEFIITEEEA,

¢ dotlx port-control

¢ mac-authentication port

¢ web-authentication port

(BEEa<7 Y K]

2L



switchport protocol

switchport protocol

7u b anR— bOfFlRERELET,
[AARH]

THHRORE
switchport protocol vlan <VLAN ID list>
switchport protocol native vlan <VLAN ID>

THMDOIEHE
switchport protocol {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list>
| native vlan <VLAN ID>}

TH DI
no switchport protocol vlan
no switchport protocol native vlan

[ABE—F]

(config-if)
[INTA—=42]

vlan <VLAN ID list>

ZOR—FNTHERT T bV VLAN % E L E T, EERIAL7 72 b 2L VLAN U A b &%

EINY A MIEESHBIET,

1. ARXT A — & BREREO YT fE
BB TEET A,

2. B ER
<VLAN ID list> D5 E 5L, HORE@MIAICOWTIEL (35 A —F |THEETX A1) 23R LT
<TEEW,

native vlan <VLAN ID>
o harpnarZ 4 S —varb—H LRI L—hEEZETSH VLAN 2R ELE T, HEA
fe’Ze VLAN (34— k VLAN T3,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEO EHiH
INFGA=ZZHRETE L) 2SRLTIEZEN,

vlan add <VLAN ID list>
ZOR—FTHRR T 1 k3L VLAN % VLAN U 2 MBI L ET,
1. ARRT A — & BREREO YT fE
BB TEET A,
2. EOHERH
<VLAN ID list> D5 E 5L, HORE@MIICOWTIEL (35 A —F B TE A1) 23R LT
<TEEW,

vlan remove <VLAN ID list>
ZDOR— b THBAR T v k=L VLAN % VLAN U 2 R BHIRL £,
1. AT X — 2B RO Y HUE
B TETET A,
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switchport protocol

2. fl DR EHIPH
<VLAN ID list> O & H ik, flED
TEEW,

(3= FEEEFROEE]

72 L, switchport mode protocol T7' & h /LR — MIFREL, Ka~<vr FaEKds L, T 7416
VLAN TEIfEL £,

EFEPIZDONWTIE [T A= |ITHRETE 5] 2B LT

R

LBEANDEE]

L

[EREE D S AR 2244 ]

BEMEFS, TICEHICKMENE T,

CEEEIE]

1. 87272 b 2/L VLAN B—2O bR EINTWARWEAN, 7278 AR— M ERBEOEMEL 720 77,

2. ZFu bR — MIEE DT e h a2l VLAN 2% ET 584, 7o b=a/L VLAN O 7o b o L)y EE
L7Z2WVWE IR EL T E &N,

(B&Ea~v > K]
switchport mode
vlan protocol-based

vlan-protocol
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switchport trunk

switchport trunk

T R—TFDEREHELET,
[AARR]

THHRORE
switchport trunk allowed vlan <VLAN ID list>
switchport trunk native vlan <VLAN ID>

fHMOZER
switchport trunk native vlan <VLAN ID>
switchport trunk allowed vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THH DR
no switchport trunk allowed vlan
no switchport trunk native vlan

[ABE—F]

(config-if)
[R5 A—=%5]
native vlan <VLAN ID>
x4 7 47 VLAN (Untagged 7 L' — L% %5%(59 5 VLAN) ZREL£7, REWHEZ: VLAN X
R— bk VLAN T9, A7 47 VLAN Z# & L2254, 57 4/v h VLAN %A1 T ¢+ 7 VLAN
W20 £,
1. AT A — 5 BWERE O WA fE
B TEEE A,
2. fEOEFF
[T A—ZZIETEDLMH) 23R LTLIIZEN,

allowed vlan <VLAN ID list>

N7 AR— b TEZET D VLAN ZRELE T,

BESNRWVLAN O 7 L— AMIFEHE L 1,

Untagged 7 L — L& EZETH720101%, *4 T 47 VLAN R ETLHILERHY T3, R T4

7 VLAN % allowed vlan |Z3%E L7255 1%, Untagged 7 L— A& FEFEL £,

1. ARRT A —HHWERE ORI
BIETEEE A,

2. D E i
<VLAN ID list> Of8E 1k, EOFERPIZONWTIL 8T A =X | ZIFEETE 5] 25K LT
<TZ&EV,

add <VLAN ID list>
HEFEHD VLAN U 2 MZ VLAN #BnL £,
1. AT A —Z BRI O Y HE
BHETEER A,
2. D% EHipH
<VLAN ID list> O$5E 51E, MOREHMIAICHOWTIE (85 XA —F T ETE 5] #BBLT
<TE&EW,

remove <VLAN ID list>
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switchport trunk

152

HEFEHD VLAN U A 5 VLAN ZHIBR L £,
1. A/XT A — 2 BWERE O XA
B TEEEA,
2. DR E P
<VLAN ID list> O$8E 5L, HORERBIOWTIEL 37 A =X TRETE HH] 28R LT
<TE&EW,
[O<7 > FARREBFDOENE]

72 L, switchport mode trunk ThZ7 > 7R — MIFEELTWNT, Ka~vr F2HAK T LEETEEE
/‘/o

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

WAL H T2 =R N T 7 R— MR E LA, 7 allowed vlan #3%2E LT 72 &, allowed
vlan #RE LWV E, YA L H¥ T2 —ATT L—AEZERITOEE AL

%72, Untagged 7 L' — A b EZET2HE1E, Tiad/X7 A—Z il FIZFE U VLANID Z§%E LT 72
Uy,

¢ allowed vlan

e native vlan

HELTOWRWES, Ui%a1 ¥ 7 =—A0 Untagged 7 L— L ZFEHEL £7°,

(BEa< > K]
switchport mode

vlan



vlan

vian

VLAN [CE+ 2 HHEZRELET,

[AARH]

DB « 23
vlan <VLAN ID>
vlan <VLAN ID list>
vlan <VLAN ID> protocol-based
vlan <VLAN ID list> protocol-based
vlan <VLAN ID> mac-based
vlan <VLAN ID list> mac-based

i DHIBR
no vlan <VLAN ID>
no vlan <VLAN ID list>

[ABE—F]
(config)
[INTA—=42]
<VLAN ID>

VLANID 23 &L $9., Ka~v N& A, config-vlan E— FIZBEI L 3,

1. ART A — 2B ORHIE
B TEETA,

2. DO E i
[(RTRA—RIZHETEDHE] 2B LTI, 220, HIBROHE, 774/ k VLAN
(VLAN ID=1) I ETZ EH A,

<VLAN ID list>

DO VLANID #—ERE L E T, MO THRET S VLANID BNEENTWEIEE, %415

VLAN %2 HHU/ER LET, Ra~<r K& AJitk, configvlan E— RIZBEI L £7°,

1. ARXT A — & BREREO YT fE
B TE LA,

2. EOHERGH
<VLAN ID list> O$8EH1E, Fio, HOREHMAIZONTIE (R A—FIRETE HH) 25
BLTLEESW, 2L, HIROEBE, 5740 F VLAN (VLANID=1) (IR ETEX EH A,

protocol-based
7’1 k2L VLAN OBESICHRELE T,
1. AT X —Z B R O HE
A— K VLAN & 720 77,
2. RNRT A —ZERHEOFEFH
- 71 k2L VLAN Zi%ET 28613, protocol-based ZikET 2 LEMNH Y £7°,
+ 9 CIZA— h VLAN 5 X' MAC VLAN & U CfERK L7z VLAN IZIEaE T& FH A,

mac-based
MAC VLAN OEICHE L ET,
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vlian

1. AT X —Z BRI O HE
A— K VLAN & 720 £7,
2. AT A — SRR OEEFHE
* MAC VLAN %% E9 5341%, mac-based Zi%ET 2 HENH Y £9°,
« T TIZA—F VLAN B X O b a/L VLAN & L CfER L7 VLAN [ZIZfRETE 8 A,

(272 FEREFROBIE]
VLAN %7 L £ A
[BIE~NDTE

L

CFEEIHE]

1. 774V F VLAN (VLAN ID=1) 3#ICfFELET, £iz, RETE HHH @% O VLAN & 3574
DET,

2. <VLANID list> TV X F&RELXT D &, —EITHEED VLAN [T s ENRTEET, LarL, 3=
VRO—ERITY A RREOE T (v Favy RE—FR) CHATEEEA, FMICOVTE, KROE
B LTLEEN,

£121 TILFIATUFE—RTOIYY RAE

BE avy R TIILFAYY FE—FAE
1 state {suspend | active} O
2 name X
3 protocol O
4 mac-address X

OLB) O EMAAHE X« AW

3. 74/ F VLAN & (VLANID=1) lF2v 747 b—a v 77 AN FICHICEEL, YRt
¥¥ A, 74/ 5 VLAN OFHEREENY, T _XTCOR—FFRT 7 ERAR—FE LTHBLET,

4. 774/ h VLAN TRETE ST A—XDIHEB, BXLOTFT 74/ s VLAN EAH OEBHEIZ OV TKIZ
RLUET,

vlan 2~v > K
vlan =<2 R CiX, ROEXRDO X H 2720 9,

=122 T4k VLAN D/R5 A —52 DKL
EE RS A—4 A—HOBREAR F 74 )Lk VLAN BElE DB E

1 <VLAN ID> A (FEEH) LERBRCERTESET,
M1 FEE, 25 EHIBRAT,

2 <VLAN ID list> A ([EEfE) -
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vlan

HE T A5 A—YDREASR T 74U+ VLAN BE DO EE
3 protocol-based X A— b VLAN
4 mac-based X A— K VLAN
(FLBD) A [EEECRERRE X @ EERA — Y L2n

config-vlan € — Fa~ o |
config-vlan £ — Fa~< 2 RTiE, ROKRDOXH T2 7,

%123 F 74 k VLAN D/85 A —5 DKL

EHE avwUr INTHA—4H 1—HY 0% T 74Uk VLAN HEDOEE
EFE
1 state {suspend | active} — @) -
2 name <string> O —
3 protocol <Protocol name> X —
4 mac-address <MAC> X —

OLB) O : BERRE X REARA — G Lan

T
]

5. vlan =2~ FCTVLAN %47 % &, interface vlan =2~ R CVLAN A ¥ 7 = — X |TIEWRPHE
AHEIZ 72D 97, vlan 2~ RCAR L7z VLAN (2% L T no interface vlan =2~ R CHIfRCT& &£
9, F£7z, interface vlan =~ R CAEK L= VLAN IZ*% L Cnovlan =~ RCHIRT A Z L H T
e

6. novlan =~ N THE) VLAN 1% ® VLAN Z45& L7254, MAC A — MZHABEGE S 7= VLAN
HEIBL, UMW ARORBIELMERESNET,

[B&Ea< > K]

L
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vlan-protocol

156

7v fha )L VLAN o7 a F a4 ReE7a ha) VW is#%E LET,

[ANRH]

=5 e | R

EMORE « A8
vlan-protocol <Protocol name> [ethertype <HEX enum>] [llc <HEX enum>] [snap-ethertype <HEX
enum>]

RO HIR

no vlan-protocol <Protocol name>

[AAE—F]

(config)
(NS A—%4]
<Protocol name>
7'r a3/ VLAN OREIEHT 571 hatAHaRELET,
1. AT A —HBWERE D FIEiE
BT EHA,
2. [l EHIPH
14 CFUHROLTFHITRE L T EEN, RERRZRLTFIZOWVWTL RIA—X|ZHETZ D
] 2R LT 7EEN,

ethertype <HEX enum>
EthernetV2 J&.7 L — 4 ® EtherType & 7% E L £,
1. AT X —Z B O HME
2L
2. fEDFR E i
4 7= 16 LK

llc <HEX enum>
802.3 JERX.7 L— A ® LLCf& (DSAP, SSAP) #®&EL £,
1. AT X —ZH SR OYIHME
2L
2. fEOHEFG
4 7= 16 %K

snap-ethertype <HEX enum>
802.3 JTE.7 L — A ™ EtherType A% % E L £,
1. ART A — 5 B NG O X1 iE
L
2. EDFRE R
4 1F7-D 16 #EHK

(2~ FEEEROEE]

L



vlan-protocol

LBEE~DFE
L
[E%7E B 0D = B 5244 ]

REMEFRR, TIGERICMEET, 7272L, 7’1 k2L VLAN @ protocol =< K TiRE I
TR 7' e hauiZ oW T, protocol 2~ R TFu Fa VAR HEINTE & XIS ET,

CEEEIE]

1. EtherType 8 (4 7720 16 #¥0) 12 05ff L FOE A E L7261, 0000 TEMEL £9,

2. <HEX enum> |3 EtherType fE (4 (720 16 #¥0) % 1 % 7238 {ERRE T £97, BEERES
L%alE, ar~< () TRE-TIEIN,

3. ethertype, llc, snap-ethertype [FNEAFTA)TE 9725, #EMH =~ N show running-config T
%, ethertype, llc, snap-ethertype DJHIZE RSN E T,
1fTPIZH K 16 fE o> EtherType & 7% E TX £,
TTIZA L7 a b a /2R ETE /A, (5l : vlan-protocol xxx ethertype <HEX> llc<HEX>
ethertype<HEX>)

6. protocol Z~¥ > RTHELTWA Y 1 I VAFRIFHIBRTE £ A,

(B Ea~< > K]

protocol
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instance

name

revision

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree cost

spanning-tree disable

spanning-tree guard

spanning-tree link-type

spanning-tree loopguard default

spanning-tree mode

spanning-tree mst configuration

spanning-tree mst cost

spanning-tree mst forward-time

spanning-tree mst hello-time

spanning-tree mst max-age

spanning-tree mst max-hops

spanning-tree mst port-priority

spanning-tree mst root priority

spanning-tree mst transmission-limit

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree portfast

spanning-tree portfast bpduguard default

spanning-tree portfast default
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spanning-tree single

spanning-tree single cost

spanning-tree single forward-time

spanning-tree single hello-time

spanning-tree single max-age

spanning-tree single mode

spanning-tree single pathcost method

spanning-tree single port-priority

spanning-tree single priority

spanning-tree single transmission-limit

spanning-tree vlan

spanning-tree vlan cost

spanning-tree vlan forward-time

spanning-tree vlan hello-time

spanning-tree vlan max-age

spanning-tree vlan mode

spanning-tree vlan pathcost method

spanning-tree vlan port-priority

spanning-tree vlan priority

spanning-tree vlan transmission-limit
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instance

instance

~IVFFNANR= TV Y —D MST A v A Z L AZHET S VLAN 2R ELET,

[AARH]

THMORE « AR
instance <MSTI ID> vlans <VLAN ID list>

R O BB
no instance <MSTI ID>

[ABE—F]

(config-mst)
[/85A—4]

<MSTI ID>
MST A > A& A ID Z&ELE7,
1. AT X —Z WO Y HME
A TEERFA,
2. (DR EHF
0~ 4095

vlans <VLAN ID list>

MST A > A% 2R T % VLAN 2% E LE3, —>2? VLANID 2% ETE 5130, N~NA 7

(), v~ () ZEMLTHEHED VLANID O—ERES TXE7,

1. AT X —Z B O Y HME
AR TEEE A,

2. [l DR EHiFH
<VLAN ID list> O%EHE, £/, HO
LTSN,

3. RNRT A —ZERHREOFEEFIH
« MST o > A% > A2 ID0 21E, 1E020D MST A v A X 2 AIZJE LTV VLAN T _COETE L
3 I

AU MST V=3 U E#ERT 57201201, MST A VA X A ID EANRT A—Z CTHRETD

VLAN ID, XM name /37 A ~§70)1 L revision /X7 A —X Ofia MST V— 3 VN T—3
SHELZMERHY FT,

[O<7 Y FEBREDENE]
4 ~_TO VLAN 2 MST A v 2% > 2 IDO IZF/E L £,

EFRHIZOWTE R A=ZIIRETE 2E] &%

e

[BIE~DFE]

spanning-tree mode 2~ K CTmst T L TCWAHE, MaYOFHEAEICL-T, MR YO
DT T HETEER LD F9,

[ERFE (B D S BR 5244 ]
REMEER, T ICEMICKBRSRET,

i
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instance

CEEEIE]
1. MST A > A% > 2 IDO 23 5 1E#HiE, show =2~ FTIIERLERA,

[BEEav > K]

spanning-tree mst configuration
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name

name

YIVFFNANR= TV ) —D Y —2 g U ERBAT AT O0OFHZHELET,

[AA#K]
OB - ZH

name <Name>

fE O HI

no name

[ABE—F]

(config-mst)
[/85A—4]

<Name>
U= g U EHNT A0 FIERELET,
1. AT A — 5 BWEREO WA fE
A TEERA,
2. fEOKEFG
32 LFLINDOICFHNITHRE L T ZE, BEFRERLFIZONTIE (NTA—FIZIRETE S
) © EBEOXFES 2SR L TLIZEN,
3. AT A — X RO EE R
MU MST V—> 3 U EERT D7-0I11%, &R/XT A—4# L revision /37 A —X Offi, BLW
MST A > A% A ID & vlans /37 A —% TiXE$T 5 VLANID # MST V —Y a VN T—HH
BUENRD Y ET,
[a< > FARFFDENE]

name 7 Null TEMEL £9°,
LEE~NDEE

spanning-tree mode 2~ > RTmst ZiXE L TWAHHE, MrPOBHEICELIST, MArYORMR
DT THETHEWRE R E7,

[ERE 6O RBRE2H]

REMEES, +ICERICRKRShET,
[EEEHE]

2L

[B&Ea< > K]

spanning-tree mst configuration
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revision

revision

164

SNFTNANR=Z T Y —D) =V a v E#RNT A0 vV a U BSERELET,
[AARK]
THMORE « AR

revision <Version>

H OBk

no revision

[ABE—F]

(config-mst)
(NS A—=42]
<Version>
V=V a &l T a0l vrarFEaelELET,
1. RRT A — 2 BWEREOHHE
AT EHA,
2. E DR T HiH
0 ~ 65535
3. ARRTA—ZFEHREOEEFIH
FLUMST U—" a3 U EBRT 2720I101%, A8T A—F & name /X7 A —% OfE, XV MST
A AH A ID & vlans /N7 A—H TEET S VLANID % MST UV —V 3 VINT—HXH 544
FERHY ET,
[a7 Y FEREFDENE]

revision 73 0 TEIEL £,

[BIE~NDFE]

spanning-tree mode 2~ KT mst X E L TWHHE, M YORHAIZL-T, MRrYOERK
BT THETHIERERD ET,

[EREMED & BRE2H ]

REMEER, T CIGERIC KBS ET,
CEEFEE]

L

(BgEa~<y K]

spanning-tree mst configuration



spanning-tree bpdufilter

spanning-tree bpdufilter

MU AR— MZBPDU 7 4 VA BREARE L ET, Ka~vr NiE, PVST+, o I AAAN= 7Y —
<V IVFFNANR= I ) —DFYR— MCEA LET,

[AAFH]

WHORE
spanning-tree bpdufilter enable

RO HIER

no spanning-tree bpdufilter

[AAE—F]

(config-if)
[I85A—=%]

L

[3< 2 FEEREFDEIE]

L

[BIE~NDEE]

2L

[BREMED R BR 1]

EMAER, T ICEMICKBSILET,

[EEFEIA]

1. Ka~vy RERELESE, BPDU ¥ — FEREITES & 20 £7,

2

(BEEa~<> K]

L
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spanning-tree bpduguard

spanning-tree bpduguard

MR — MZ, BPDU — FigEAREL T, Ao~ RiE, PVST+, I NANR= 7Y ) —, <
WTFTNANR= 7Y ) =D R — MMIEA L, PortFast $fEZ 5% E LizA— M TEHEL £9°,

[ABRH]
fHMOBRE - £H

spanning-tree bpduguard { enable | disable }
TH DI

no spanning-tree bpduguard

[AAE—F]

(config-if)
(NS A—4]
{ enable | disable }
enable 3% & L7234, BPDU & — FiREZ @ H L £ 9, disable 2% E€ L7-%4, BPDU 4 — K%
REDEIEZEHLET,
1. AT 2 —Z B O HE
BMETEEH A,
2. O EHIPH
enable %7213 disable

(2= Y FEEEFROEE]

spanning-tree portfast bpduguard default =~ > RO EIZIENE T,

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEMAER, FICERIC KM ENET,
CEESE]

2L

(B&Ea< > K]
spanning-tree portfast default
spanning-tree portfast

spanning-tree portfast bpduguard default
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spanning-tree cost

spanning-tree cost

YR —FDONRRI R 2R ELET, Ka~v KL, PVST+, Yo IV AR= IV Y — < LF T )L
AN 7Y ) — (A L ET,

[AHRH]
fHMOBRE - £H
spanning-tree cost <Cost>

RO HIER

no spanning-tree cost

[AAE—F]

(config-if)
(185 % —4]
<Cost>
NAAAMEZBELET, A MEANNSWIZLE, YT 57 Lb—Lhaiikd 28—~ LTHA
T oA Em <R £7,
1. AT X — 2B O HE
B TEETA,
2. fEOFE R
spanning-tree pathcost method =~ > KT short Zi% /& L7=HE&
1~ 65535
spanning-tree pathcost method =~ KT long Z &% /€ L7=HE
1 ~ 200000000
3. RRT A —FEHREOFEFH
NRAIRAMENEDLDZ L TIRRUEEARRETLIHERH £7,

[3< 2 FEEREFDEIE]

spanning-tree pathcost method =~ > ROFERTEIIHE, NA a2 hZHEALET,
[BIE~NDFEE]

L

[BREMED BRI ]

EMAEEY, +ICERICKMENET,

CEESEIE]

1. spanning-tree vlan cost =~ > N, spanning-tree single cost =~ > K, F 721X spanning-tree mst
cost v REBRELTCWDEEIE, Ko~y ROMEITHEA L EEA,

2. spanning-tree vlan pathcost method =~ > R ¥ 72/% spanning-tree single pathcost method =~ > K
EHRELTWAEEIL, Ao~y ROEIT@EH L EEA,

B

[BEEa~< > K]
spanning-tree pathcost method

spanning-tree vlan pathcost method
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spanning-tree cost

168

spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost

spanning-tree mst cost



spanning-tree disable

spanning-tree disable

PVST+, LV I NANR= Y ) L FFNANR= T Y —D AR I ) — R DAE I % 38 E
L9,

[AAFH]

WHORE
spanning-tree disable

RO HIER

no spanning-tree disable

[AAE—F]

(config)
[N A—=4]
2L
[3< 2 FEEREFDEIE]
AN= 7YY —REELET,
[BIE~NDEE]
2L
EXTEMED R BR 2]
BAEER, TICERICKBSET,
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spanning-tree guard

spanning-tree guard

170

MR — M, H— FEREEARELET, Ao~ KL, PVST+, YU I NAR= Y ) —, < )LF 7
WANRZ T Y —DF%YS AR — MIEH L ET,

[ABRH]
fHMOBRE - £H
spanning-tree guard { loop | none | root }

RO HIFR

no spanning-tree guard

[AAE—F]

(config-if)
354 —4]
{loop | none | root }
loop : YA — M= — FERAHEHALES, AV TFINNAR= 7Y Y —TldA—7H—F
ITEME L 8 A,
none : YR — hDONL—T T — K « — hH— FEEREZEIELE T,
root : YR — MI— b — R x@EH L3,
1. AT X —ZEBWR O HME
AR TEEHE A,
2. fEH DR EHiPH
loop, none, 721X root

[3< 2 FEBRREFDEIE]

Jb—7F 77— FHHE : spanning-tree loopguard default =< > KOFEIHEVET,
Jb— A — FHERE  BEL £ A,

[BIE~DEE]

2L

[EREED /BR324 ]

N—T I — RERGE -
 spanning-tree portfast default =~ > K F£ 72| spanning-tree portfast =~ > KRR EIN TN D
e, V=7 — RREIIR®RINEE A,
 spanning-tree portfast default =~ > K, spanning-tree portfast 2~ NOREZHIERT D &, T
SEEN—TH— FO@ER BB L ET,

Jo— M — REE :
s REH, TITHEAICKBSILET,
CEXEFEIA]

1. spanning-tree portfast default =~ N % 7={Z spanning-tree portfast 2~ RAEEIN TV D%
G, V=T H— FREFIXMEINET A, V— b — FEREIIRMmEINET,



spanning-tree guard

[BEEa< > K]

spanning-tree loopguard default
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spanning-tree link-type

spanning-tree link-type

172

BUR— DV I A TE2FRELET, Kavr RiE, PVST+, Yo I AAR= 7Y ) —, v F T
WANRZ 7Y Y —D3%Y4 AR — MIH LEJ, spanning-tree mode =~ > R C rapid-pvst ¥ 7213 mst
ZPRE L1254, B XN spanning-tree vlan mode =~ > K C rapid-pvst 3% E L7=HA, @E bRy
EHETHIZE, 7V v PR Point-to-Point T2 iX72 Y £¥ A, spanning-tree single mode =
~ > R Trapid-stp @€ L72hey, @l bR w PEEZT 512, 7V v PR Point-to-Point T
RTFIUTR Y A,

[AHRH]

fHMOBRE - £H

spanning-tree link-type { point-to-point | shared }

E RO Bk

no spanning-tree link-type

[AAE—F]

(config-if)
[T A—=4]
{ point-to-point | shared }

point-to-point Z iR E L 7=H4A, U 7 ¥ A 7T Point-to-Point ##i % @ L £ 7, shared #5%E L

72854, Vo7 2 A 7T shared #fc 2w H L £ 9,

1. AR/NT A — 2 BRI D FIHE

B TEEREA,
2. fEDFR E i
point-to-point ¥ 72 1% shared
[a< > FERREDOEE]
4T HAR— FDOEAIL point-to-point, ¥ _HR— kDAL shared & L TEMEL £,
LRIE~NDEE]
2L
[EXEE D I Bl 224 ]
REMAERR, T ICEHICKBEET,
CrExE]
1. point-to-point 7%/ E L7=4, STP ATt — R HEME IREENEIEL £, shared 7% € L7123
&, STP H#E— N HEE IRHEEITEMEL A,

(BEav > K]
spanning-tree mode
spanning-tree vlan mode

spanning-tree single mode



spanning-tree loopguard default

spanning-tree loopguard default

N—T H— FEEET 7 4V P TRELE T, Ka~r Fig, PVST+, YU 7N A= TV —DR—
rTHMIR Y £77,
[ABRK]

WHORE
spanning-tree loopguard default

RO HIER

no spanning-tree loopguard default

[AAE—F]

(config)

[/X5 A —%]

2L

[0< > FERFFDENE]

spanning-tree guard 2~ > RZRE L TWDHEE, TOREIHNET,
spanning-tree guard =¥ REFRE L T WG, BIfELEHA,
[BE~NDFE

2L

[E%TE B IR BR 224 ]

* spanning-tree portfast default =~ > K% 721X spanning-tree portfast =~ RMRREIN TV 5
B, V=T H— FREIRMR S ER A,

* spanning-tree portfast default =~ > F, spanning-tree portfast 2~ ROFELHIRT D &, <
WN—7 0 — ROEAZBE L E T,

CFREIE]

1. spanning-tree portfast default =~ N %7213 spanning-tree portfast 2~ RFREIN TV 55

B, =T W= FREFKBR S EE A,

[BE&Ea~< > K]

spanning-tree guard
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spanning-tree mode

spanning-tree mode

174

AR TV ) —DEMEE— REZTELET, Ka~vr RiE, Yo7 Ax=2 27 ) —Pisko PVST+,
VT T NAR= 7Y ) — i LE T, PVST+ OEEET — K C spanning-tree vlan mode =~ K%
RELTWLHEIE, ZTORTEIHENET,

[ABRH]

MO E - AR

spanning-tree mode { pvst | rapid-pvst | mst }

THHOHIBR

no spanning-tree mode

[ABE—F]

(config)
(NS A—4]

{pvst | rapid-pvst | mst}

FRHT278 halzBRELET, A= 7YY —ERPICT e NaVEER LREE, A=y
7Y —EHYEUE L E T, pvst ZRE LTEHE, TXITOARR= 7Y =R PVST+ Ziifl L&
T, rapid-pvst ZERE LTHE, T XTOANRN= 7Y Y —23 G PVST+ ##H L E7, mst 5%
ELEEE, TR_RTORR= Y Y =RV FFNAR= 7Y ) —2HEALET, 7 AaR
=2 7Y ) —EEAT 5561, pvst T2l rapid-pvst ZERETHLENRH Y £,
1. AR/NT A — 2 BRI DO RIHE

B TEERE A,
2. fEDFR E HiH

pvst, rapid-pvst, F72/% mst

(3= FEEFROEE]

a7 4 7 b— g b L THRAYIC spanning-tree mode pvst 235%€ SN £,
[BIE~DFEE]

MR YOHEHFEICL ST, MR YOBRNKRT 5 E TEERE 20 5,
[EREMED BR324 ]

BB E Y, TICGERICKmENET,

CEXEFEIA]

L

(E&Ea< > K]

spanning-tree link-type



spanning-tree mst configuration

spanning-tree mst configuration

VIVF TN ANR= T Y —D U — ¥ a VBRI E R ERERET D7D, configrmst & — FIZBAT
L9, AREFHIBRLZEGS, TTICRELTNWD Y — 3 VIERICKNE R ERE T CHIBRL 9,

[AAFH]
OB E

spanning-tree mst configuration

RO HIER

no spanning-tree mst configuration

[AAE—F]

(config)
[N A—=4]

2L

[3< 2 FEEREFDEIE]

L

[BIE~NDEE]

2L

[BREMED R BR 1]

REMEER, 3 ICEMICKmSNET,
CEEFEIE]

2L

(BEa< Y K]

instance

name

revision
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spanning-tree mst cost

spanning-tree mst cost

YNFTNANR= T ) —D%E R — FDONAARX N ERELET,

[AARK]
THROBRE - R
spanning-tree mst <MSTI ID list> cost <Cost>

H o Bk

no spanning-tree mst <MSTI ID list> cost

[ABE—F]

(config-if)
(NS A—=4]
<MSTI ID list>
MST A > A Z 2 ZID ZRELET, —DOOMST A L AF L AID ZRETE HIED, ~NA T
(), v~ () ZHEALTEKDO MST A v A X A ID O—fEHFEDL T £1,
1. RRT A — 2B ORHE
BT EHA,
2. fHORR EHIFH
0~ 4095

<Cost>
NRAAA MEERRZRELET, TR MEWNNSWIEE, #4457 L —axiE%T 28— & LT
T B AR E L 220 T,
1. RRT A — LB ORI HE
BIETEEHA,
2. HORER
1 ~ 200000000
3. AT A — 2 ff O HIH
SNAAAMERE DD Z LT R VERRREET DHARH Y £
[O<7 2 FERREFDEIE]

spanning-tree cost 2 v ROREITHEVE T,

[BIE~NDFE]

2L

CEEFIE]

(B&Ea< > K]

spanning-tree cost
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spanning-tree mst forward-time

spanning-tree mst forward-time

CNFTNANR= TV ) —OREERICET M2 ELET,
[AARR]

DB « 23
spanning-tree mst forward-time <Seconds>

T O HIR
no spanning-tree mst forward-time
[AAE—F]
(config)
[N A—=4]
<Seconds>
A— MR EERICE T DM 2 AL CRE L E T,
stp-compatible €— FOKR— F DA, VA=V TREE, T —= 0 7R ER R U HERF L £

7, stp-compatible E— RDOR— FTRWEE, T4 AW —7 1 7KiE, 7 —=0 7REBEZRIERE
M7ZZTMEFFLET (72720, A I X AREEERNRAE LIGATE0 T,
1. ART R —Z KSR OYIHE
B TEET A,
2. O E
4~30 (B)

[a< > FEREOBF]
R b SRAEERICET HEHIE 15 B CEIfEL £

LRE~NDFE]

2L

[ERTEE D k5244 ]

EMETHR, T ITERICKBEENET,
CEEEIE]

L

(BEa< Y K]

L
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spanning-tree mst hello-time

spanning-tree mst hello-time

178

~WVFF N A= ) —@ BPDU OEERRERELET,

[AAR]
WRORE - LT
spanning-tree mst hello-time <Hello time>

E o Bk

no spanning-tree mst hello-time

[ABE—F]

(config)
(NS A—=42]

<Hello time>
ASEE N TR ER(ET D BPDU O EZ BB TRELET,
1. AT X —Z RO YIHME
B TEERA,
2. fEORR EHiH
1~10 ()
3. AT A —H OIS TIE
1ERETHE, MARBUEERRELLT LY ET,

(2= Y FEEEFROEE]

BPDU O*fEMIMRIZ 2 TEIEL £

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEWAER, TICEMCKBENET,
CEESE]

2L

(B&Ea~<v > K]

2L



spanning-tree mst max-age

spanning-tree mst max-age

<V IVFTNANR= TV ) —DE(ET D BPDU O KA R Z5%E LE T,

[AN#K]
OB » EH

spanning-tree mst max-age <Seconds>

E O Bk

no spanning-tree mst max-age

[ABE—F]

(config)
[/85A—4]
<Seconds>
AEEE N EET 5 BPDU O KA ZRFE 2B CRE L E T,
1. ARRT A —H B WEWRE D FIHiE
AT EE A,
2. DR EHPH
6~ 40 (F)
3. RNRTA—ZFEHEEOEEFIH
20 R DMEERET HE, "ARTIEEREALLTLS Y 9,
[a< > FEBREFDEIME]
X8 T& 5 BPDU O KA ZERNIE 20 B CTEHEL £,
LREA~NDEE]
2L
ERTEED IR AR 224 ]
REMETE, T ICERICRENET,
CEEFEIA]

L

—

(B Ea~<> K]

L
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spanning-tree mst max-hops

spanning-tree mst max-hops

~WVFTNANR= 7Y ) —0 BPDU O Kk Fhv Ly b gaRE LE T,

[ANRH]

RO - £
spanning-tree mst max-hops <Hop number>
spanning-tree mst <MSTI ID list> max-hops <Hop number>

TH DI
no spanning-tree mst max-hops
no spanning-tree mst <MSTI ID list> max-hops

[ABE—F]
(config)

(INTA—=42]
<MSTI ID list>

MST A v AZ L AID ZHRELET, —DOOMST A AX L AID ZRETE DI, ATV
(), 2r= () ZHEALTEEDO MST A > A Z A ID O—FEREL TX £,
1. AT X —Z B O HHE
FTRTOMST AV AF L ARKGITI 0 £,
2. {EDFX E i
0 ~ 4095

<Hop number>
AEEENRET D BPDU ORRFy 7T MERELET,
1. ART A — 2B OFTHIE
20
2. fEOFRE
2~40

[O<7 Y FEREDENE]
BPDU O KAy 7 H o FEE 20 TEMEL 97,

[BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEMAER, TICERICKMENET,
CEEFIE]

2L

L
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spanning-tree mst port-priority

spanning-tree mst port-priority

SNFTINANR=Z TV Y —D, MSTA VAL AT L DS R— FNOBEELPRELET,

[AARH]

WRORE - LT
spanning-tree mst <MSTI ID list> port-priority <Priority>

T O HIBR
no spanning-tree mst <MSTI ID list> port-priority

[ABE—F]

(config-if)
[/85A—4]

<MSTI ID list>
MST A v AZ L AID ARELET, —DOOMST A LV AX L AID ZRETE BI1Eh, ATV
(), ar= () ZHEHALTHEEDO MST A v A% > 21D O—fFREL T ET,
1. ARoRT A — AR O XTI
A TEEEA,
2. fEOB TR
0 ~ 4095

<Priority>
R—hOBEREEZFRELET, 16 OEHRER— MEERE L LTHEALE T, AN WIZEEEEN
m< 7R ET,
1. ARRT A —Z R DY
HIETEEEA,
2. fEOERH
0~ 240
3. AT A—ZFEHREOIEEFHE
Hm MERIENEDS - LIZh»T, MRE VEERRET HHANH Y £,

[2< 2 FERSEFDENE]

spanning-tree port-priority =~ > RO EIHEVVE T, spanning-tree port-priority =~ > KO ED 72
WAL, A— MESEE 128 L LTEIEL £,

[BIE~NDEE]

2L

[BREMED R BR 2]
REMAER, T ICEMCKBIIET,
[EEFEIA]

7L

[B&Ea~< > K]

spanning-tree port-priority
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spanning-tree mst root priority

spanning-tree mst root priority

CNVFTNANR= T I —DMST A VAL AT DT Y v BEEEZRELET,

[ABRH]
Wl ORE < £
spanning-tree mst <MSTI ID list> root priority <Priority>

E o Bk

no spanning-tree mst <MSTI ID list> root priority

[ABE—F]

(config)
(RS A—=4]
<MSTI ID list>
MST A > AZ 2 ZID ZRELET, —DOOMST A L AF L AID ZRETE HIED, ~NA T
(), ar~< () ZEMLTHEED MST A v A% A ID O—FEREDL TE £,
1. AT X —Z WO WA
AT EHA,
2. fHORREHIFH
0~ 4095

<Priority>
TV o VEREERELET, ENNIWVIEEEEENEL LD £9, 4096 O E T D » UEIE
ELTHALET,
1. AT X —F B W O WA
AT ERA,
2. B DR EHiPH
0 ~ 61440
3. AT A= ERFOIEEEHE
TV DEBEENEDLDZLICL ST, FRe UVEENRETIRANHY 7,
[O<7 Y FERREDOENE]
7 v VSR ET 32768 TEMEL £,
LBEANDEE]
L
SR TEE D S B 2244 1
EEEES, TIERICKR S ET,

CEEFIE]

L

[y |

5
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spanning-tree mst transmission-limit

spanning-tree mst transmission-limit

< IVF TN A= 7 ) —d hello-time 272V 2218 T& 55Kk BPDU 4 3&%E L £,

[AARH]

THRORE « BHE
spanning-tree mst transmission-limit <Counts>

E O Bk

no spanning-tree mst transmission-limit

[ABE—F]

(config)
[/85A—4]
<Counts>
hello-time %472 ¥ |Zi6(5 T&X 5K BPDU iz & LET,
1. ARRT A —H BN D FIHiE
AT EE A,
2. fEDFEHFH
1~10

[a< Y FEREFOBE]
EET& 55K BPDU %03 3 TEIEL £,

[BIE~NDFE]

&

[ERFE (B O S BR 5244 ]
EMEES, +ICERICRKRShET,
[EFEHE]

2L

2

(B Ea~< > K]

L
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spanning-tree pathcost method

spanning-tree pathcost method

184

A= bhDN_NZT R M 16bit EEFEHT 52, 32bit HEEHTL20ERELET, Ko< FiX, v LT
FNAN= T ) —=PsD, PVST+, U TNANR= 7 ) — A LET,

spanning-tree vlan pathcost method =+ > N'¥ 72|% spanning-tree single pathcost method =~ > K%
FHELTWDIELAIL, Ao~y FOFEITEHLET A,

spanning-tree cost =~ N, spanning-tree vlan cost 2~ > N, F72|% spanning-tree single cost =~
YV ROBREEEAW LGS, WA R MNIA X7 =—AHE L spanning-tree pathcost method =~ >
ROBREIZL - T, TRROEEZHEHLET,

* spanning-tree pathcost method =~ NC short Z&%E L= &
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

 spanning-tree pathcost method =~ KT long ##% /€ L7=%&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

[ASARH]
RO - £
spanning-tree pathcost method { long | short }

RO HIER

no spanning-tree pathcost method

[ABE—F]

(config)
(NS A—=42]

{long | short }
long #RRE L7c3E, 32bitfHAMEMA L EJ, short 3% E L%, 16bit HAHEHLET,
1. ARRT A — 2 AR ORI
B CEEHA,
2. fEOHERFE
long ¥ 7213 short
3. AT A—HFHAREOEREE
c NRRAIAANOT 74V MENEDLY 9,
cRZA R MENEDDZ L TRRu VEERRETIHANH Y £,
« XA A M 65536 LA EDOMEEHRE L CVWDHEEIE, short ICEE T2 Z LI TEERA,

[Ov7 2 FERREFDEIE]
/XA A NE— F|d short TEMMEL 97,
LBEANDEE]

2L



spanning-tree pathcost method

[ERFE (B O S BR 5244 ]
REMETRS, GBS ET,
[EFEHIE]

1. spanning-tree mode =~ > K Cmst Zi%E LI=HE, v /LT 7A=Y U —)3 32bit i THEHE
L ¥, spanning-tree cost 2~ KT 65536 LL LD/ XA A MEEZFRTET D011, Ka~vr FT
long 3% E L T LERH D 7,
spanning-tree mst cost 2 v R TR X MEAZRET H2%HA1E, Ka~vr NOREFILEH D £
o

[BEEa~< > K]

spanning-tree cost

spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method

spanning-tree single cost
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spanning-tree port-priority

spanning-tree port-priority

186

FUR—PFOR— MBEEEZRELET, Ka<r NiE, PVST+, I AR 7V ) — < LFF
WANR= 7Y —THEH LET,
[ABRH]

fHMOBRE - £H
spanning-tree port-priority <Priority>

THH DR
no spanning-tree port-priority
[ABE—F]
(config-if)
[/85 A—4]
<Priority>
A= FOEBEELRTELET, 16 OEHER— MESLEL LTEHLET, ER/NI W EEEEN
m< 22 ET,
1. ART A — 2B OFIHE
BIETEFEE A,
2. fEOFRE L
0~ 240
3. BT A—ZEREOEEFH
A= MERENEDLDLZLIZL ST, NARVERERRETLIHENHY 77,
[a< > FERREFDENE]

spanning-tree vlan port-priority =< K, spanning-tree single port-priority =~ > F, F72i%
spanning-tree mst port-priority =2~ > ROFEIENET, Z IR L3~y ROEENZWIGET,
A— MESEEA 128 L LTEMEL £,

BIE~NDFE]

2L

[E%TEfE D S B 3248 ]

BREMAET, T <ITERICKMENET,

CEXEFEIA]

2L

(BEa< > K]

spanning-tree vlan port-priority

spanning-tree single port-priority

spanning-tree mst port-priority



spanning-tree portfast

spanning-tree portfast

AR — MZ PortFast B§REA X E L 9, Ao~ N, PVST+, o7 NANR= 7Y ) —, <)LF

TNANR= TV ) —OYE R — MCEH LET,

[AAFH]

THHMOBRIE « BH

spanning-tree portfast [{ trunk | disable }]

RO HIFR

no spanning-tree portfast

[AAE—F]

(config-if)
[/85A—%4]

{trunk | disable }

trunk R E L7 E, 77 BAR—,

PortFast #6E 2 H L £ 7,

disable # 3% E L7-%4, PortFast #gEZ2 =1 L £,

1. KT A — 2 R ORI

cNS o 7R—K, Fua khaigiR—k, MACEK— KT

TR AR—=K, Fa bharrR—k, MACH—THZINE72D, PortFast ffe4 A L F T,

2. EOREH
trunk ¥ 7213 disable

[2< 2 FERSEFDENE]

spanning-tree portfast default =~ > F®

[BIEE~DEE]

L

[ERTEE D Bk 5244 ]

BEMEFS, TICERICKMENET,
CEEEIE]

L

[BE&Ea~< > K]

spanning-tree portfast default
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spanning-tree portfast bpduguard default

spanning-tree portfast bpduguard default

BPDU 4 — FEZT 7 AV P THRELE T, Ka~vwr RiE, PVST+, VU7 AR =TV ) — <)L
FITNANR= 7Y Y —@ PortFast BEZ % E L2 T X TOR— FTHZIZ/R Y £7,
[ABRH]

Wl oRE
spanning-tree portfast bpduguard default

(GE2LE]ZS

no spanning-tree portfast bpduguard default

[AAE—F]

(config)

(N5 A—=4]

2L

[a< > FERREFDENE]

spanning-tree bpduguard =~ > FZRE L TWAH AL, TOREICHKVE T, spanning-tree
bpduguard =< RORENRWGEITEIEL A,

[BE~DEE

L

[ERFEE D IR BR 22 ]

BOEMAER, +ITEMITKBRESNLET,
CEFEFEIAE]

L

(B&Ea~v > K]
spanning-tree portfast default
spanning-tree portfast

spanning-tree bpduguard
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spanning-tree portfast default

spanning-tree portfast default

PortFast AT 7 # /L P TREL 9, Ka~< Nk, PVST+, IR =07V ) — < )LF
TNAR=Z T Y —DT 7 AR—F, 7a hairi—k, MACH— MTHENIZRY 7,

[AAFH]

THHDOFRE
spanning-tree portfast default

RO HIR

no spanning-tree portfast default

[AAE—F]

(config)

[185A—=%]

2L

[a< > FEBREFDENE]

spanning-tree portfast 2> FEZFHE L TV DAL, ETOHREICHEVET, spanning-tree portfast =
~ Y RORENBRWVIGEITINEL EH A,

[BEE~DFE

L

(B Ea~< > K]

spanning-tree portfast
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spanning-tree single

spanning-tree single

ST NANR= Y Y =D MR DEHEEARBLET, 2= 7Y ) —08ifEE— F2 PVST+ 04
A2, VLAN1 %3V IV A= 7Y ) —Rp8BIc LET,

[ABRH]

TEMOBRE

spanning-tree single

RO HIFR

no spanning-tree single

[AAE—F]

(config)
[T A—=4]

2L

(37 FEBREFDBE]

L

[BIE~NDFE]

2L

[ERFE B D JR BR 21 ]

REMEER, 3 ICEMICKmSNET,

CEFEFEIA]

1. VLAN 1 2 PVST+ & TH 7284, VLAN1 O PVST+ (3fEILLEY, P IR AR=0 Y Y —

ZHIERT B &, VLAN 113X PVST+ 412 0 £F, BIEE— KR~ AT I NANR= 7Y Y —OE
W TNAR= 7Y ) — 38R L E8 A,

(BgEa~<y F]

spanning-tree mode
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spanning-tree single cost

spanning-tree single cost

VT NAR=Z TN = DY AR = FDORAaA N ERELET,

[AA#K]
OB - ZH

spanning-tree single cost <Cost>

fE O HI

no spanning-tree single cost
[AAE—F]
(config-if)
[INSA—=4]
<Cost>
NAIAMEZFRELET, T A MENNIWIEE, S T57 L — 2%k T AR — e LTHEM
TAHRREMENE L 72 £,
1. RXT A —Z B OHHE
B CTXERA,

2. B O E i
spanning-tree pathcost method =+ > N % 723 spanning-tree single pathcost method =~ > N
T short &% E L1256
1~ 65535
spanning-tree pathcost method =~ > F¥ 7213 spanning-tree single pathcost method =~ > K
Tlong %€ L=
1 ~ 200000000
. ARG A — 2 EHREOEEFIE
SNATAMEREDDZETRReVEERRETIHAERDH D £,

[3< > FEEREDENE]
spanning-tree single pathcost method =~ > KOBREII/E- T, NAT A ME2BWALET,
[BENDFE]

2L

[E%TEME D S Bk 2244 ]

REMAER, T ICEMCKBIIET,
CEEFEIE]

2L

[BEa< > K]

spanning-tree cost

spanning-tree pathcost method

spanning-tree single pathcost method
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spanning-tree single forward-time

spanning-tree single forward-time

192

VT NANR=Z T ) —OREEERICET SR ERE LE T,

[ABTRA]
OB » LT

spanning-tree single forward-time <Seconds>

H OBk

no spanning-tree single forward-time

[ABE—F]

(config)
(NS A—=42]

<Seconds>
A= P VIREEERIZE T DR Z MM THRELE T,
spanning-tree single mode =~ R Cstp (802.1D) %= E LG, VA=VI7RE, TF—=27
RRE &2 B ERFR 72 #EFF L £ 97, spanning-tree single mode =2~ > KT rapid-stp (802.1w) %iRE
LImE, TAAI—T 4 7R, 7 —=0 7REBEREFFMIZTHERFLET (2720, A<
X BREEER S HA LG E7E T T,
1. AT X —Z BRI HME
AR TEERE A,
2. fEOHEFM
4~30 ()
(a7 FERREFDENE]

RN— FRBERBICES Dz 16 L LTEEL £7,

[BIE~NDFEE]

[EREE 0D Sz B 2244 ]

RREMAEER, T ICEAIC KBS ET,
EEEIE]

L

(BEEa<7 Y K]

spanning-tree single mode



spanning-tree single hello-time

spanning-tree single hello-time

YT NANR= 7Y ) —@ BPDU OFRERIRARE LETS,

[ABRH]
WRORE - LT
spanning-tree single hello-time <Hello time>

E O Bk

no spanning-tree single hello-time

[ABE—F]

(config)
[/85A—4]

<Hello time>
AEEE DN EWINCIEE T2 BPDU OXGHRE R EA CHRELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fHOR EHiH
1~10 ()
3. RRT A —FEHREOFEFH
1ERETHE, PARBUEERRELLT Y ET,

[a2< > FERER DE)E]
BPDU O*EMHMRIE 2 B TEMMEL £,

[BIE~DFEE]

7L

[BREMED R BRE2H]

BEMELE, TICEAICKBENET,
[EEFIE]

2L

(B Ea~<> K]

L
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spanning-tree single max-age

spanning-tree single max-age

ST NAN= 7Y ) —DkfE D BPDU O KA 2% E L £ 7,

[ANRH]

DR « 23
spanning-tree single max-age <Seconds>

E o Bk

no spanning-tree single max-age

[ABE—F]

(config)
(NS A—=42]

<Seconds>
AEEEHEIET D BPDU O KA B A2 RN CRE L £
1. AT X —Z RO YIHME
HIETEERE A,
2. fEORR EHiH
6~ 40 (B)
3. RRT A —FEHREOEZ A
20 R DOMEEFHET D&, MR IEERRBELLT R E9,

(272 FEREEOBE]
15 TE 5 BPDU ORAA ML 20 B TEIEL £ 7,

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(B&Ea< > K]

L
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spanning-tree single mode

spanning-tree single mode

VT NANR= T ) —OEMEE— RERELET,
[AARR]

THWORE - BE
spanning-tree single mode { stp | rapid-stp }

fE O HI

no spanning-tree single mode

[ABE—F]

(config)
[N A—=4]
{stp | rapid-stp }
AT D70 havERELET, A= 7YY —@HRIC T e haVEEE LS, A=
I —E2B/YIUL L E T, stp ERE LTSS, A= 7YY —TEfEL£7, rapid-stp 4%
L7e%h, ElHANR= 7Y ) —TEfELET,
1. AR T A — 2B ORHIE
B TEER A,
2. DO E i
stp F 721 rapid-stp
[a< > FERRERFDENE]
ST NANZ Y Y —OBEE— Nid stp TEIEL £,
[BIE~NDEE]
spanning-tree single 2~ RZBRE L TWHHE, MRrYOFEHEICL ST, MR YOERBIKET
THETHERERD E7,
[EXTE(E D = BR324 ]
EMEAEFR, T <ICEHICKBENET,
CER$IE]
2L

[BE&Ea~< > K]

L

5
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spanning-tree single pathcost method

spanning-tree single pathcost method

VYT NANRZ L T Y — DR R OsSA TR BT 16bit B4 HT 55, 32bit AT D0 &7 E L
ij—o

spanning-tree single cost =~ RORELZEME LT-HAE, NATANIA LV F T 2 —AHE L
spanning-tree single pathcost method =~ > FOREIZL > T, Fredfiz@EH L E7,

* spanning-tree single pathcost method =~ FC short ##%E L 725 &
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

* spanning-tree single pathcost method =~ KT long ##% € L7=%&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

[AAR]
RO - £

spanning-tree single pathcost method { long | short }
THHOHIR

no spanning-tree single pathcost method

[ABE—F]
(config)
[INT A—=4]
{long | short }
long Zf%E L7254, 32bit & EfA L £ 9, short %R E L7254, 16bitEEHEHAL £,

1. AT X —ZEBWR O HME
AR TEEHE A,
2. fEOFR EHiPH
long ¥ 7213 short
3. AT A—HFEHEEOEEFH
c RRAIANDOT T 4V MEREDLY £7,
XA RAMENEDDLZETRER UVERNEETIHENRNHY T,
« XA A MZ 65536 LLEOMEEFRE L TV 584, short ITIFEETEEHA,

[a<7 > FEEREFDENE]

spanning-tree pathcost method =~ KOBREIZHENFE T,
[BEE~DEE]

2L

B D R BREZH]

EEEFE, FICERICRmENET,

[ |

2
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spanning-tree single pathcost method

CEEEIA]
2L
[(BEEa~w > K]

L
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spanning-tree single port-priority

spanning-tree single port-priority

SUTNANRZ T Y =D R — P OBEEERELET,
[ABRH]
WRORE - LT

spanning-tree single port-priority <Priority>

H OBk

no spanning-tree single port-priority

[ABE—F]

(config-if)
(NS A—=42]
<Priority>
A= FOBEEEEZRELET, 16 OfFEER— MBEEEL LTHERALE T, ERA/NIWIE EEREN
<720 9,
1. AT A — X AR O A HI
BT EHA,
2. fEORKEFH
0~ 240
3. AT A—HHHREOEEEH
R—=MBELENEDLL ZEIZE-T, MR PEERRETIHENHD 7,

(2~ FEEROEE]

spanning-tree port-priority =~ > KO EIZHEVVE T, spanning-tree port-priority =~ > KO EH 72
WAL, A— MESEE 128 L LTEIEL £

EE~NDEE]

2L

[ERFE B D JR BR 2 ]

REMAER, T ICEMCKBIET,
[CEFEFEIA]

7L

(BEEa<7 Y K]

2L
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spanning-tree single priority

spanning-tree single priority

SUTNARZ T Y —DT )y DEREERELET,
[ABRH]
THRORE « BHE

spanning-tree single priority <Priority>

fE O HI

no spanning-tree single priority

[ABE—F]

(config)
[/85A—4]

<Priority>
TV VBREERELET, EIAVNISWIZEEEENE R E7, 4096 OEHE TV v VEBEE
ELTHEHLET,
1. ARRT A —Z R DR
HIETEEE A,
2. fEOERH
0~ 61440
3. ANT A —ZFEHREOIEEFE
TV VERENEDDZ LIZE ST, MR UEERRATIHANH Y £7,

[O<7 Y FEBREDOENE]
7 v VSR ET 32768 TEMEL £,

LRE~NDFE]

2L

[ERTEE D Bk 5244 ]

REMETHR, T ITERICKBEENET,
CEEEIE]

L

(BEa< Y K]

L

199



spanning-tree single transmission-limit

spanning-tree single transmission-limit

200

N A= 7 ) —d hellotime 472 0 I0%E(E T 25k BPDU # %

[ANRH]

THRORIE « BHE
spanning-tree single transmission-limit <Counts>

E o Bk

no spanning-tree single transmission-limit

[ABE—F]

(config)
(NS A—=42]

<Counts>
hello-time %472 U |25 TE 2R K BPDU #zixE L £,

LET,

spanning-tree single mode =~ > RC rapid-stp (802.1w) ZHE LTGATETEN /T A—HT

7, spanning-tree single mode =~ K Tstp (802.1D) %% & L7z&HE 1,

&5 AKBPDU i3 3 (HE) THY, AREMIZHLEEA,
1. KT A — 2 WK ORI E

B TE £ A,
2. E O E FiH

1~10

[O<7 Y FERREDENE]
EETX 5K BPDU #4003 8 TEMEL £,
LBEEANDEE]

2L

CEEFIE]

[(BEa~<> K]
spanning-tree single mode

spanning-tree single hello-time

1RO %72 0 1R AR C



spanning-tree vlan

spanning-tree vlan

PVST+ %##%E L ¥ 7, spanning-tree single 2~ > K& E L TV 5 IREE T no spanning-tree vlan =~
VREBRETLHE, HMSVLAN RV V2= 7Y ) —%44:00 VLAN L2 0 BIfEL $7,

[AAFH]

fHMOBRE - £H
no spanning-tree vlan <VLAN ID list>

THH DI
spanning-tree vlan <VLAN ID list>

[AAE—F]

(config)
[/85 A —%]
<VLAN ID list>
& L7 VLAN @ PVST+ O E % Blsh L £ 7,
1. AT A —Z BRI O HE
B CTXERA,
2. B O E R
<VLAN ID list> O &5k, £, EOREHPHICOWTIL NI A-FIHETE HH] 2%
LT a0,
3. Ra~r MEHROEEFH
spanning-tree single =~ F& %€ L T\ 54, VLANL X PVST+ TE{EL £H A,

[2< 2 FERSEFDENE]

2L
[BIE~NDFEE]
L

[E%7E {18 0D Sz Bk 5244 ]

REEAFER, T IGERICKMENET,
CEEZEIE]

L

[B&Ea~< > K]

vlan
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spanning-tree vlan cost

spanning-tree vlan cost

202

PVST+ DY R— D2 a X MR ELET,

[ANRH]

RO - £
spanning-tree vlan <VLAN ID list> cost <Cost>

& HIER
no spanning-tree vlan <VLAN ID list> cost

[ABE—F]

(config-if)
[INT A—=4]
<VLAN ID list>
2H7E L7~ VLAN © PVST+ OZE4#BIE L E T,
1. AT A —Z B O HHE
B TEEEA,
2. (H DR E i
<VLAN ID list> OB EFHE, F£7o, EOREHMPAIZHOWVWTIEL NI A—ZIZHETE HH] &%
LTS,

<Cost>
N2AAA MEEZBRELET, TA MEDNIWIEE, BB TH7 L —L%EET AR —he LTHER
T HAREME E < 72 0 E£7,
1. ART X —Z B ORI
A CTEEREA,
2. B O R AE i B
spanning-tree pathcost method =~ > F& 7213 spanning-tree vlan < VLAN ID list > pathcost
method =~ KT short & E L7=%6H
1~ 65535
spanning-tree pathcost method =~ > R'¥ 72|% spanning-tree vlan < VLAN ID list > pathcost
method =~ FTClong 2% & L7-HE
1 ~ 200000000
3. ANRTA—ZFEHREOEEEE
A= MERENEDLDZLIZL ST, NARVERERRETLIHENDH Y 77,

[a<7 > FEEREFDENE]

spanning-tree vlan pathcost method =~ FOBREIZH ST, 23X b E@EHALET,
[BEE~DEE]

2L

[BREED R BRE2H]

EEAER, T IGERICKmINET,

2



[EEFEIA]

mL

[BSEa< > K]
spanning-tree cost
spanning-tree pathcost method

spanning-tree vlan pathcost method

spanning-tree vlan cost
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spanning-tree vlan forward-time

spanning-tree vlan forward-time

204

PVST+ ORIEERICES DR 23 E LT,

[ANRH]

RO - £
spanning-tree vlan <VLAN ID list> forward-time <Seconds>

E o Bk

no spanning-tree vlan <VLAN ID list> forward-time

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
FE L7 VLAN @ PVST+ OREZ BB L ET,
1. AT A —HBWEIRE D FIEiE
B TEERA,
2. fH DR EHiFH
<VLAN ID list> O E 5L, £717, HORERPFICONTIE (T A—FITHETE 5 2%
LT &0,

<Seconds>

A= P VIREEERIZE T DR 2B TRELE T,
spanning-tree mode =¥ N¥ 721X spanning-tree vlan < VLAN ID list > mode =~ > N C pvst
(802.1D) #HRELTHE, VA=V 7UREE, 7 —=  ZREBA R ERHZZ MR L E 9,
spanning-tree mode =¥ N % 721X spanning-tree vlan < VLAN ID list > mode =~ > KT
rapid-pvst (802.1w) % E LIZHE, T 4 AN—T 4 U 7IRRE, T —=2 ZREEA B ERE 72 HE
FFLET (2L, 24 I K DRBERPRAELIGATZIT T,
1. ART X —Z B ORIHE

HIETEERE A,
2. fE DR E HiH

4~30 (B

[3< > FEREEOEE]
A M AVRIEERIC T SR 15 B TEIEL £
[BE~DEE

L



spanning-tree vlan forward-time

[B&Ea< > K]
spanning-tree mode

spanning-tree vlan mode
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spanning-tree vlan hello-time

spanning-tree vlan hello-time

PVST+ ® BPDU D FEHIREARE L £7,

[ANRH]

WRORE - LT
spanning-tree vlan <VLAN ID list> hello-time <Hello time>

Tl O HIR
no spanning-tree vlan <VLAN ID list> hello-time

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
# 7 L7 VLAN @ PVST+ OB EZBG L ET,
1. A/RT A — 2 BWEREOFIHA
B TEEEA,
2. DR EHPH
<VLANID list> O EFE, £z, HEOREFHMAEAICOWTL [RTA—FITHETE 2H] &5
BLTLEEN,

<Hello time>
AREEE N EWICEET 2 BPDU OXEHBE BN CHRELET,
1. AT X —Z B O HME
HIETEERE A,
2. fEH DR EHPH
1~10 (7)
3. RRT A —FEHREOEZ A
1B ETDL, MERUBEERRAELDTL A2 ET,

(a7 FEEEFROEE]

BPDU OxfEMIMRIZ 2 TEIEL £

[BE~NDEE]

2L

[E%FE fE 0D Je BR324 ]

BEMAEYR, FICERICKMENET,
CEESE]

2L

(B&Ea~<v > K]

2L
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spanning-tree vlan max-age

spanning-tree vlan max-age

PVST+ O1%{E3 %5 BPDU O KA R AR EL £ 7.

[AARH]

DR « 23
spanning-tree vlan <VLAN ID list> max-age <Seconds>

E OBk

no spanning-tree vlan <VLAN ID list> max-age

[ABE—F]

(config)
[/85A—4]

<VLAN ID list>
ZR7E L7- VLAN © PVST+ ORELBLLET,
1. AT X — 5 BUERE O WA fE
BRETEEE A,
2. fEOERF
<VLAN ID list> OF%EHE, £/, HO
L TLIEEN,

EFRHIZOWTE R A=ZIIRETE 2E] &%

e

<Seconds>
AILE N EIE T H BPDU O KA R 2 AL TROE L £7,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEOFR EHiH
6~ 40 (B)
3. RNRT A —FEHREOFEFH
20 KEDMEARET HE, MR UEENFEELLTLL R ET,

[a7 2 FEREOBE]
{5 T& 5 BPDU ORAAIFHIL 20 B TEIEL £
[BIE~NDEE]

L

CEEFEIA]
L
(BAEa~> K]

L
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spanning-tree vlan mode

spanning-tree vlan mode

208

PVST+ OEMEE— REFHELET,

[ABRK]
RO - £

spanning-tree vlan <VLAN ID list> mode { pvst | rapid-pvst }
LRl

no spanning-tree vlan <VLAN ID list> mode

[ABE—F]

(config)
[T A—=%4]
<VLAN ID list>
P L7z VLAN © PVST+ O%EABIB L £,
1. AT X —Z B WSRO YIHME
AR TEEHE A,
2. fEOHEFM
<VLANID list> O E L, £, HOBREHIAIZOWTIE TNTA-FIBETEHHE] &5
HRLTL7ZEN,
{pvst | rapid-pvst }
FERTE27r barzRELET, A= 7YY —EAFICT e havEaEETE LGE, A=y
I — = H{AME LET, pvst ZXE L72%E, PVST+ CEIfEL £9°, rapid-pvst % E L7
&, @l PVST+ TEIMEL £,
1. ART A —ZHWEREORIHE
BIETEEE A,
2. fEOFRE L
pvst F 7213 rapid-pvst

(a7 Y FEREDENE]
PVST+ O#EEE— NiX spanning-tree mode =~ > KO EIHENFE T,
[BIE~DEE]

spanning-tree mode =~ > KO E T pvst F 7213 rapid-pvst Z5%E L TV 554, bARrPOFEFHHEIC
£oT, MR YORKRIKTT5ETCHEERD ET,

(B&Ea< > K]

spanning-tree mode



spanning-tree vlan pathcost method

spanning-tree vlan pathcost method

PVST+ OAR— hdD/3A2 A NI 16bit fEEHEHT 272, 32bit fEEFEHT L0 EHELET,

spanning-tree vlan cost 2~ ROREEZEME LI2HE, NAIRA NIA U F 72— RAHFE L
spanning-tree vlan pathcost method =~ > FIZ L 28 EICL > T, TiiOELZEH LET,

* spanning-tree vlan pathcost method =~ > KT short Zi% € L7=HE&
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

* spanning-tree vlan pathcost method =~ > R Clong %8 E L7=%H
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

[AARH]

THROFRE - BH
spanning-tree vlan <VLAN ID list> pathcost method { long | short }

T OHIBR
no spanning-tree vlan <VLAN ID list> pathcost method

[ABE—F]

(config)
[INTA—=42]

<VLAN ID list>
RE L7- VLAN & PVST+ O EL BB L E T,
1. ARRT A —Z B RO
B TEET A,
2. fEDORE i
<VLAN ID list> O ESHIE, Fio, HOREHMAIZONTIE NN A—FIRETE HH) 25
JRLTLES N,

{long | short }
long #FRE L7=54, 32bit A LE T, short ZFRE L7254, 16bit AN L ET,
1. AT X —Z B O Y HUE
B TEETA,
2. DR E R
long % 7213 short
3. AT A—HHHRFOEEFIH
e RAIAMDOT 7 4V MENEDY £,
c NRRAAMENEDDZ L TR PEERNRETLHANH Y £3,
« XA 3R T 65536 LL EOEEFHE LTV DE, short IIXAEFE TE EHA,

[2< 2 FERSEF D ENE]

spanning-tree pathcost method =~ > FORBREIZHEVE T,
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spanning-tree vlan pathcost method
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[BIE~DEE
L
[EREED R BRE21 ]

(BEa~y K]

spanning-tree pathcost method
spanning-tree cost

spanning-tree vlan cost



spanning-tree vlan port-priority

spanning-tree vlan port-priority

PVST+ O# 4R — N OEBEEARE L E7,

[ABRH]
THRORE « BHE
spanning-tree vlan <VLAN ID list> port-priority <Priority>

T O HIBR
no spanning-tree vlan <VLAN ID list> port-priority

[ABE—F]
(config-if)
[IXTA—4]
<VLAN ID list>
RE L7- VLAN 0 PVST+ ORELBIB L £,
1. AT X — 5 BUERE O WA fE
BRETEEE A,
2. EOFE R
<VLAN ID list> OFEFE, £z, HEOBREFEIZOWTL [RTA—FITHETE 26 &%
LT ZEW,

<Priority>
A— NOBEEEZRELET, 16 OfFKER— MELE L LTERLET, BRI WIE EEERER
m< 7R £,
1. AT A —Z BRI O HME
B CTEEEA,
2. DR EHiPH
0~ 240
3. AT A=z ORI
AR—MEBEENEDLDLZ LIZE ST, MNARYEERNRETLIHENRHY £,
[a< > FEREFDENE]
spanning-tree port-priority =~ > RO EIHEVVE T, spanning-tree port-priority =~ > NOFKED 72
WAL, A— MESREE 128 L LTEIEL £,
[BE~NDEE]
L
[E%7E B 0D = B 224 ]

RREMAE TR, T ICEAICKB S ET,
EEEIE]
L

[BE&Ea~< > K]

spanning-tree port-priority
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spanning-tree vlan priority

spanning-tree vlan priority

PVST+ D7) v PEEEEZBRE L £,

[ABRH]
WRORE - LT
spanning-tree vlan <VLAN ID list> priority <Priority>

Tl O HIR
no spanning-tree vlan <VLAN ID list> priority

[ABE—F]

(config)
[INT A—=4]
<VLAN ID list>
2H7E L7~ VLAN © PVST+ OZE4#BIE L E T,
1. AT A —Z B O HHE
B TE £ A,
2. EDRE&PH
<VLAN ID list> OB EHE, Fiz, EORERIAICONWTIE [T A—FITHETX 5] 25
LT &N,

<Priority>
T o VBEEARELET, EINNSWVIEEEEENEL LY ET,
4096 DfEHE 7V v UBEE L L TERLET,
1. ART X —Z W O W
BT ERA,
2. B DR EHiPH
0 ~ 61440
3. AT A —H{ERAFOEEHEIE
TV VBEENEDLDZLICL ST, FRe VEENRETIRANHY 7,
[O<7 Y FEBREDENE]
7y VSR ET 32768 TEMEL £,
LBEANDEE]
L
SR TEE D S B 2244 1
EEEEE, TIERICKR S ET,

CEEFIE]

L

[y |

5

(B&Ea< > K]

L
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spanning-tree vian transmission-limit

spanning-tree vlan transmission-limit

PVST+ @ hello-time %72 ¥ |25 T& 55K BPDU A REL £,

[ABRH]
THRORE « BHE
spanning-tree vlan <VLAN ID list> transmission-limit <Counts>

E O Bk

no spanning-tree vlan <VLAN ID list> transmission-limit

[ABE—F]
(config)

[/85A—4]
<VLAN ID list>

g% L7z VLAN @ PVST+ DR EZ B L E T,

1. AT X — 5 BUERE O WA fE
BRETEEE A,

2. EOFE R
<VLAN ID list> OFEFE, £z, HEOBREFEIZOWTL [RTA—FITHETE 26 &%
LT ZEW,

<Counts>
hello-time %472 V IZEE T 5 K BPDU # a4 8% E L £ 7,
spanning-tree mode =¥ > RN % 72{% spanning-tree vlan <VLAN ID list > mode =2~ R C
rapid-pvst (802.1w) % i%/E LG T HR/ /37 A — % T, spanning-tree mode 2~ RE 7z
1% spanning-tree vlan <VLAN ID list > mode =~ > F T pvst (802.1D) Z&XE L7-HE1, 1M1
YV ITKRETE 2K BPDU 0 3 (FE) ThHY, AREMITBRLEEA,
1. AT X —ZEW RO Y HME
AR TEEE A,
2. EHOREHH
1~10

[a< 2 FEREOBE]

REME T & ok BPDU 3 3 THIEL
[BIE~DEE]

L

[ERFE (B O S BR 524 ]

REWERS, 7GRS ET,
[EEHIE]

L
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spanning-tree vlan transmission-limit
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(BEa< > K]
spanning-tree mode
spanning-tree vlan mode

spanning-tree vlan hello-time



Ring Protocol

axrp

axrp vlan-mapping

axrp-ring-port

control-vlan

disable

forwarding-shift-time

mode

multi-fault-detection mode

multi-fault-detection vlan

name

vlan-group
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axrp

axrp

Vo7 ID #%ELEd, £72, Ring Protocol HEEIC MR EREZFRE T H7-9, config-axrp T— FIZHK
TLET, AEEITZY 7 ID % 4HETRECTEET,

REEZHIBR LSS, V7 IDICT TICRESN TS Y w7 ERITHIR S ET,
[ABR]
THHROBKE
axrp <Ring ID>
THHOHIBR

no axrp <Ring ID>

[AAE—F]
(config)
(INTA—=42]

<Ring ID>
Uy 71D #HELET,
FCY BT HEEICIEER DY 7 ID ZBEL T LI, B2V 072, *y hU—
IR Ta=—r) 7 IDZBEL TSN,
1. AR A — 2 BWERE ORI
B TE I A,
2. O EHH
1~ 65535

(272 FEBROEE]
L
[(BEE~DFE

L

216



axrp vlan-mapping

axrp vlan-mapping

VLAN
ﬁ—O

[AH

IGE: {2k

IN—TIZ#MHT 5 VLAN v v B 7, BEUVLAN v v E 2 781§ % VLAN #3808 L %

fizx1]

A=
X TE

axrp vlan-mapping <Mapping ID> vlan <VLAN ID list>

IR

KR

axrp vlan-mapping <Mapping ID> {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove
<VLAN ID list>}

R

HIl B

no axrp vlan-mapping <Mapping ID>

[AH

E— K]

(config)

(/N5

A—4]

<Mapping ID>
VLAN v v B 7' ID #HELET,

1.

2.

AIRT A —Z HWE R O X HE
B TEEEA,
{([EXoF e il

1~128

vlan <VLAN ID list>
VLAN v v B> 7123135 VLAN 2#88E L3, VLAN 28835 ET 2561, #iHEEN T
*7,

1.

2.

AT A — ZH MR D) E

B TEEEA,

TE DR E R

<VLAN ID list> OFFETE, £z, HOBRERMIAICHOWTT T A-XITIHETE HH) 25
LTZE0,

vlan add <VLAN ID list>
FEEFEHD VLAN U A MZBINT 5 VLAN ##5€ L ¥ 7,

1.

AIRT A —Z HWE R O X HE
B TEEEA,

. AE OB HH

<VLAN ID list> Of5E 51k, £, EOBREHPHCOWTIL NI A-FIHETE 5H] 25
LT EEn,

B HE % D <VLAN ID list> O

VLAN ®iENITVLAN U 2 hOEEHEL o754, VLAN U R k&55%| L CHEEITO Yaxrp
vlan-mapping” 2~ K& LCarv 747 b—a a2 R rt 5280850 F£d, £/, VLAN
DIBEMZIZ VLAN U 2 hOEIPEL RoToih, #E4TO "axrp vlan-mapping” =~ > KD
VIAN U A FEHELTCar 74 7 b—va v a2RrTh2 08B0 £9,
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axrp vlan-mapping

218

vlan remove <VLAN ID list>

FEEFH D VLAN U 2 R b HIBRT 2 VLAN 245E L £75

1. AT X —Z B O HME
BHETEEH A,

2. fEDFR E HiH
<VLANID list> OfsE G, £, HOBREMAIZONWTIE TNTA-FIBETE L] &%
L TLZEN,

3. BHE#% D <VLAN ID list> O3\
VLAN OHIETVLAN U A hDOEENEL o284, VLAN U X k& 453%| L CHEEATO Yaxrp
vlan-mapping” 2~ K& LCarv 74 /b —va 2K R-952 0860 £9, £/, VLAN
DHIER%IZ VLAN U R bR INEL 2o 28546, 54T “axrp vlan-mapping” 2 KD
VLAN V2 h&EFALCary 74 7 Lb—va v b2 RRTDHZER/HY T,

(2~ FEEEROEE]

L

1. —>®O VLAN IZX L THE D VLAN = v B V2 ETE F8 A,
2. Il VLAN IZfEH & T\ VLAN 12 LT VLAN v v B U VR IEETE 8 A,
3. ZEEEEMR VLAN IZHEH ST A VLAN IZH L C VLAN v v B U F 2 BETX FH A,

(BEEa<7 > K]

vlan



axrp-ring-port

axrp-ring-port

Ring Protocol DU > Z'AR—F & LTEMET DA 0 X 72— RAZRELET, FBEARERA VX7 2—AF
A =YXy A BT 2—RAER— " F ¥ NV E T =2— AT,

[AAFH]

HHMOBRE
axrp-ring-port <Ring ID> [shared]

RO HIER

no axrp-ring-port <Ring ID>

[AAE—F]

(config-if)
[R5 A—=4]

<Ring ID>
Uo7 ID#HELET,
1. AT A —Z BRI O HE
HIETEEE A,
2. fEOFEHPH
1~ 65535

shared
ARIEENREFY 7 RINET D N T7 Uy b/ — RELTEET 861, GV 7 Eb) v
IR—bERELET,
—oD V7 IDIZKL 28— MEETHAILENRH Y F7,
1. AT A —Z B OHIHE
WHEOV 7R — R LTEIELET,
2. EORE P
2L

[a< Y F AR DE)E]

2L

[BIE~NDFE]

2L

[BREMED R BRE2H]

BOEWAER, TICERICKBESNET,

U/ R— ML, 00U 7 IDICH LT ORETEET,

2. VoI HR—NMZE, FXRNVITN—TIHRELTIAA =T Ry bA U H 72— AR LTHRETE EH A,
77, Vo R—FIHBELEA—YV Ry b U EZ T2 —R L, FY LT N—FITRETE I A,
YU ZR— ML, Y%AV Ry Mo F T 2—ADBTHR—FF ¥ RN A ¥ T =2—R 2% LT,
HELTLIEEN,
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axrp-ring-port

(E&Ea< > K]

axrp
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control-vlan

control-vlan

fil# VLAN & LT % VLAN 2@ E L £7, A=~ FTRELZ VLAN 20T, U r 7 RED
AR ERITOMIBE T L — L DO%EZEEEm L E T,

forwarding-delay-time Z{5§E 3 2% &, FIHEERHZHIE VLAN 2 7+ U —F «  7REBICEB T 5 £ T
DM ERETEE T, AREILL-T, FTFU VY b/ —FTOT7 T v rafilifll7 L — AZ(FEHE % B
B2 ETORMEZREITE, ~2% /) —FREELET7 T v v aflifly L— b aRICZETEET,

[AARH]

THHMOE
control-vlan <VLAN ID> [forwarding-delay-time <Seconds>]

E o Bk

no control-vlan

[ABE—F]

(config-axrp)
[R5 A—=4]

<VLAN ID>
fil# VLAN & U T3 2% VLAN 248E L £7
1. ARRT A —Z R ORI
HIETEEE A,
2. B O FRE i B
INTA—ZITIHRETE L] BB L TIZEN,
7=7ZL, ZOa<wy RTTF 740k VLAN (VLAN ID=1) |[ZfEETX A,

forwarding-delay-time <Seconds>
FZ vV b/ — RTOREBEERENR S, HIH VLAN 27 4 U—F 1 > ZIRBIER T 5 £ TORER
ERENTRELET,
1. AT A —Z BRI O HME
VoI R—=bOT v 7%, B 4T —7 ¢ v 7REBICEB LET,
2. EO EHB
1~ 65535 (F))
3. RNRT A —ZERHREOFEFH
RoRT A= H 2T OHIBREIT O B, KR3T7 X —H% 2448 L control-vlan % FEtET 5 Z & T,
NTA—=ZDHIERE L THRWET,

[2< 2 FERSEFDENE]
2L
[BE~NDFE]

L
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control-vlan

CEEFIE]

flLy > 7 ID AME A LT 5 il{H# VLAN @ VLAN Z48E C& £8 A,

VLAN 7 —7 i & T 5 VLAN 28 ETE 8 A,

ZEEEZLG VLAN 2MEH LT\ 5 VLAN Ziil#l VLAN [ZfEETE ¥ A,

Ring Protocol 3 FIZET, F2IXHIBREZIT S &, AKEIZ MO 00 £9°, 207D, K
HReAWmHT 5y bV —7 Offik (V> 7HE) b, V=T BRETIBENANRSVET, VT
R—hTHDA 2 F 7 x2—Z% shutdown I[ZRETHRELT, L—7RHAELRVIREEIC L2 LT,
AKav s R AL TLEEN,

5. forwarding-delay-time IZRIZ/R T2 CTEME L £,

o HEpEiE) (GEM 2~ Kreload, ppupdate 7¢ & DEITE L)

s~ oW oo

(B&Ea< > K]

vlan
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disable

disable

Ring Protocol ##AE % ME2hZ L E 7,

[AARH]

TH RO E
disable

E O Bk

no disable

[ABE—F]

(config-axrp)
[T A—%]
L
[3< > FEEREDENE]
Ring Protocol #§REIZ A & 720 £,
[BIE~NDFE]
el
[EXTE B /e BR 21 ]
BREMAETER, T <ICERICKMEINET,
CERSIE]

1. Ring Protocol EEHH AT~ K& AT 5 &, Ring Protocol HREN N L 720 9, Z DA,
Ring Protocol REZ M 2% > b T —2 Ok (U 7R E, W—T7RRETHIBENARH Y
9, VI R—=bThHDA 7 x2—A% shutdown IZEXET DM E LT, L—T72BHAELRVIREE
WL kT, Ra<wr REANLTLEEN,

[EEa~v > K]

L
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forwarding-shift-time

forwarding-shift-time

FSo Py N —RTOT7T v afilfl 7 L — DS ERL (T ) (L2 HELE T,

RSB T DL, 77 v vaflfly L—22ZELTOWRVWEETYH, VI R—-rn7a vy
TR 7 4T —F 4 TREBIEB LET,

[ABRH]
TEMORE
forwarding-shift-time {<Seconds> | infinity}

THHOHIBR

no forwarding-shift-time

[ABE—F]
(config-axrp)
(INTA—=42]
{<Seconds> | infinity}
7T vy aiiliil 7 L— L5 CORERBZEMN THEELE T,
linfinity] Z{E LS A IXREREINERE 2D, 77 v a7 L—2E22ETHETIE, b
TV R )= KDY TR—= NI T T —F 4 U TRREIZR D F R A,
1. AT A — X HAWERF O HIfE
BT EHA,
2. fEOREHIPH
1~65535 (F) F721% infinity

[O7 > FEBREEDEIE]
7T v vailifll 7 L— AOZEHFHLAERBEIT 10 E R0 5,

[(BIE~DEE

CFEEHE]

1. SR ) —=RTONNVAF =7 7L —AORERRR, NF0Yy /) —RTOT7 7 v aflifl>
L—ADOZEHFHORERM LD b REWES, v AX /) — B EIRERHETI LD BRI T VD
) —=FRDV U TR—= NI+ T—F 4 TIREIT/I2 D 9, D7, —HFNICLV—T 0B ET DR
ENRH FET,

RENRERET DG, YAX ) —RTONATF = v 7 OEGBHFEEZ BB L EEZRELT
<TE&EW,

(BEa~<y K]

L
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mode

mode

U T TCOREEDOEIEE—FERELET,
[AARK]
RO E

mode transit

fE O HI

no mode

[ABE—F]

(config-axrp)
[INTA—=4]
transit
oYy b —RELTEMELET,
1. AT A — BN DFIHiE
AT EE A,
2. EDF E &L
7oL

[2< 2 FERSEFDENE]
2L

[BIE~NDFE]

[EEEE]

1. Ring Protocol BifEHIZE — FHIBRAZAT 5 &, RN E 2V £T, £DD, AEERZEHNT S
Fy MU= O (V> 78k B, VT BRETLIBENRHD ET, VI R—bTHDEA
H# 7 = — A% shutdown ([ZRETHREL T, V—RNEELBRWIREIZLIZET, Ka<vr FEAN
LTCTLEEN,

(B Ea~<> K]

L
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multi-fault-detection mode

multi-fault-detection mode

226

HEY UV IERY VDL EBEEERT— N2RE
[AARR]
THHR DR E

multi-fault-detection mode transport-only

H OBk

no multi-fault-detection mode

[ABE—F]

(config-axrp)
[T A—=4]

transport-only

1. RRT A — 2B OHHE
AR TEEHA,

2. E DR T HiH
L

(2~ FEBROEE]

2L

[BRE(E~ D RERE2HE]

BOEMAER, +ITEMITKBRSLET,
CERSFHE]

2L

[(BEa~< > K]

L

L%,

ZEEERNR Y L—2DBEEZTVWEY, ZEEFOEITOEEA,



multi-fault-detection vlan

multi-fault-detection vian

L HEEEEHAO VLAN ZRELET, Ko< FTHEE L VLAN 20 LT, £EBEEBERAEZITD
T L— b O¥R%E & i L £,

RKawr R, £HIV 7V OLTF VU THROEFY V7 BERY U 7ICERELET,
[AARK]
THEHORE

multi-fault-detection vlan <vlan id>

THHOHIBR

no multi-fault-detection vlan

[ABE—F]

(config-axrp)
[INTA—=42]
<vlan id>
ZHEEELH T L — LOREEZITWET, ZEEEOEFIIITWVET A,
1. AT X —Z B RO Y HUE
BMETEER A,
2. DO E i
[RTA—=RIZFRETEDHE] 2L TCLIEE N, 12120, 20T A—%TF 7 4/ s VLAN
(VLAN ID=1) I3 ECTZ £t A,
[0< > FERFFDENE]

AL
[BIE~DFEE]

L

[FRFEMEA D RBRELH]

EMEES, +ICERICRKRShET,
[FEFE]

1. oV ZMEH L TV D L EMEERLG VLAN @ VLAN 2f5E T ¥ A,
9. ZEREEEMRM VLAN IX, 4 VLAN T LT\ % VLAN # {5 E X 8 A,
3. VLAN = v B A ENTW5 VLAN #fE T 8 A,

2

(B Ea~< > K]

L
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name

name

Uo7 il 200 MERELET,
[AHRH]

RO E
name <Name>

H OBk

no name

[ABE—F]
(config-axrp)
(NS A—4]
<Name>
U T ET DDA ELET,
1. A/RT A — 2 BWEREOFIHA
AT EHA,
2. DR E P
32 SLFELINDIUFEFTHRE L TLZEW, EMRZRIFIZOWVWTL INTA—XIZIFETED
] © HEEOXFH 2L T ZI0,

[3< 2 FEBREFDENE]

NULL O35 &2 30E L £,
[BE~DEE

2L

[ER%FE fE 0D JR B 22 ]

REMEEE, T ITEHIIKMISNET,
CEXEFEIA]

2L

(BxEa<> K]

L
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vlan-group

vlan-group

Ring Protocol T#MH T % VLAN 7/ /L—7, BLUZ®D VLAN 7/ —71Z50% % VLAN v v £ 7 ID
ERELET,

—2D Y TR K 25D VLAN 1V —7F 2 RETE 1,

[AARZ]
THRORE - BH

vlan-group <Group ID> vlan-mapping <Mapping ID list>
T OHIBR

no vlan-group <Group ID>

[ABE—F]

(config-axrp)
[INTA—=42]
<Group ID>
Ring Protocol TiEM 95 VLAN 7 /L— 7 1D Z48E L £,
1. AT X —Z B RO Y HUE
BMETEERA,
2. fEDORE i
1~2

vlan-mapping <Mapping ID list>
VLAN Z v —712819 5 VLAN v v B 7 ID 248E LET, — 2D VLAN v v B 7 ID 23K E
T&E21E0, "M 72 (), ar~ () 2EMALTEED VLAN v v B0 7 ID O—fERES TE £ 7,
1. ART R —Z KSR OYHE
B TEET A,
2. O E
1~ 128

[3< 2 FERREFDEIE]

7L

[BIE~DFEE]

L

[BREMED BRI ]

REMEERE, TICEAICKBEET,

1. B7A0 27O VLAN Z—7ICR—D VLAN v v BV FRBEINTWAES, Fhbnl) v 7T
Fl—R—+Z2) o IPR—MABETEEA, 2L, HV 7 THDHY 7 R— b (shared & 7E
DY TR—1) OBREITIRETEET,
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vlan-group

(E&Ea< > K]

axrp vlan-mapping
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IGMP snooping

ip igmp snooping (global)

ip igmp snooping (interface)

ip igmp snooping fast-leave

ip igmp snooping mrouter

ip igmp snooping querier
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ip igmp snooping (global)

ip igmp snooping (global)

no ip igmp snooping % EHRF, AIEE T, IGMP snooping #EREZ Il L £,

[ANRH]

THHM O E
no ip igmp snooping

o Bk

ip igmp snooping

[ABE—F]

(config)

(NS A—=4]

2L

(27> FEREFDENE]
A fE T, IGMP snooping #REZ AN LET,
BE~DEE]

IGMP snooping BEREAME 12 L E T,
[EREE D Iz B 2244 ]
BREMATS, T<ICXBEnET,
EEEIE]

2L

(BEa< > K]

L
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ip igmp snooping (interface)

ip igmp snooping (interface)

VLAN A >4 7 =—AT, IGMP snooping HREZ AN L ET,

[AARH]

THHR OB E
ip igmp snooping

o HI

no ip igmp snooping

[ABE—F]

(config-if)
[INSA—=4]

2L

[3< 2 FERREFDEIE]

2L

[BIE~NDFEE]

L

[EXE B /e BR 21 ]
REMEEY, T <IIBENET,
[CEESEIE]

system function =~ REEHA T igmp-snooping 35%E SN TV WS, Ra~vr RIIRETE EE
Mo (system function =+ > FRRFREDHEIL, RETEET,) [AX1250S] [AX1240S]

[B&Ea~< > K]

2L
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ip igmp snooping fast-leave

ip igmp snooping fast-leave

234

VLAN A > % 7 = — R T, IGMP Leave #%f5 L7236, T <ICEYR— b~O LT Xy X MEFEE
ELET,

[ANRH]
OB E

ip igmp snooping fast-leave
THH DR

no ip igmp snooping fast-leave

[AAE—F]

(config-if)

(N5 A—=4]

2L

[a< > FERREFDENE]

IGMP Leave 2512 L7=484, FUR— MIFA—~<AF X ¥ A T IL—TDRAUNABIFEELRN L 5 HE
BLT, wAFRx 2 MEEEEIELET, Lo T, IGMP Leave 2% E L7=dH & b, MERLHOM (3
PR F 740 ME) ZvAF X 2 MBESHEEE L ET,

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]
ROEMAET %, F<ITmshET,
CEESE]

AKavy RaRELTIGMP Leave %15 L7256, T <SICHEYR— b ~OvALF X ¥ 2 MBELELL
F9, FORYD, HYR— MIFE—<FFv X NI A—TITMALTND A U ABNIFEET DA, %Y
AUNRAO VT Fx A MBES—HHIEIELEST, ZO%HE, %4 A 3\06 0 IGMP Report (IIA
HR) AFHESZETAILT, AT A MEEEEELET,

(BEa~<y K]

L



ip igmp snooping mrouter

ip igmp snooping mrouter

VLAN A VX 72— AT, w/LTFF¥AM—FKR—- b ERELET,

[AARH]

THWMORE - BE
ip igmp snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
[AX2200S] [AX2100S]
ip igmp snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} [AX1250S] [AX1240S]

THHOHIR
no ip igmp snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
[AX2200S] [AX2100S]
no ip igmp snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} [AX1250S] [AX1240S]

[AHE—F]
(config-if)
[INSA—=4]

{gigabitethernet <IF#> | port-channel <Channel group#>} [AX2200S] [AX2100S]

{fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} [AX1250S]
[AX1240S]
YNATFXY A RN—ER— FERET DA L F T2 —RAEHRELET,
1. AT A —Z BRI O HME
AIETEEE A,
2. fEOFE R
<IF#> : VLAN BT 5 A v 4 7 2 —AR— hESEEELET,
<Channel group#> : VLAN (LB T 5T ¥ XN TN —THBSERELET,
<IF#> ¥ & Of <channel group> OEOFHKEFFAIZOWTIL [RF XA —FHIZIBETEX 5] 25H
LTLZENY,

[O<7 Y FEBREDENE]

7L

LREE~NDFE]

7L

[EREMED IR E2HE ]

REMEFER, TS ET,

GEEFEIE]

1. Y%A ¥ 7 =— AT ip igmp snooping iR EN 2 WIGA, AEEITEMEL EE A,

2. YAF Xy A M—HR— MCAL v FE2EET 2581, #6000 24 v F D IGMP snooping HERE

ZHEIINCLTLIEE N,
3. R—=hrF¥FNMIBEBLTWNWAER— EEFEZ~LTFFy A M —FXR—MUHFEELTHLEELERA,
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ip igmp snooping mrouter

(E&Ea< > K]

1p igmp snooping
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ip igmp snooping querier

ip igmp snhooping querier

VLAN A >4 7 =—2ZT, IGMP 7 =V 7 & AN L ET,

[AARH]

THHROE
ip igmp snooping querier

E O Bk

no ip igmp snooping querier

[ABE—F]

(config-if)
[INSA—=4]

2L

[a< > FEREFDENE]
el

[BIE~DFE]

CEEFIE]
WA L H 7 = — AT ip igmp snooping DEENLWVEE, T IP 7 RLABREE L THARWVWIES,
7 T RERRITENME L EH A,

[BSEa~<> K]
ip igmp snooping

ip address
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MLD snooping

ipv6 mid snooping (global)

ipv6 mid snooping (interface)

ipv6 mld snooping source

ipv6 mld snooping mrouter

ipv6 mld snooping querier
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ipv6 mid snooping (global)

ipv6 mld snooping (global)

no ipv6 mld snooping i%EHF, AIEE T, MLD snooping F¥REZ 41k L £9,

[ANRH]

TR ORE
no ipv6 mld snooping

o Bk

ipv6 mld snooping

[ABE—F]

(config)

(NS A—=4]

2L

(27> FEREFDENE]
AEfE T, MLD snooping H#REZ A EC L 7,
BE~DEE]

MLD snooping #ReM& 1L L E T,
[EREE D Iz B 2244 ]
BREMATS, T<ICXBEnET,
EEEIE]

2L

(BEa< > K]

L
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ipv6 mld snooping (interface)

ipv6 mld snooping (interface)

VLAN A > % 7 =— A, MLD snooping ##fE% HZhZ LE7,

[AARH]

TR OEE
ipv6 mld snooping

o HI

no ipv6 mld snooping

[ABE—F]

(config-if)
[INSA—=4]

2L

[3< 2 FERREFDEIE]

2L

[BIE~NDFEE]

L

[EXE B /e BR 21 ]
REMEEY, T <IIBENET,
[CEESEIE]

system function =~ > REEH T mld-snooping 235% E SN TV WS, Ra~vr RIIRETEEE
Mo (system function =+ > FRRFEDHEIL, RETEET,) [AX1250S] [AX1240S]

[B&Ea~< > K]

2L
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ipv6 mld snooping source

ipv6 mld snooping source

242

VLAN A % 7 =— AT, f#f$ 2 MLD snooping #FEDEIE L IPV6 7 KL A ZRE L 7,

[ANRH]

DB « 23
ipv6 mld snooping source <IPv6 address>

E o Bk

no ipv6 mld snooping source

[ABE—F]

(config-if)
(NS A—=4]
<IPv6 address>
MLD snooping HREDE(E L IPv6 7 RV A& ELE T,
1. RRT A — 2 BWEREOHHE
AT EHA,
2. (EDF EHFH
IPv6 Vo Z7a—N7 RLAzaa  diECTHRELET,
[a7 Y FEREFDENE]
MLD 7 = U TN EEL £ A,
BIE~NDEE]
L
B0 R
BREMETS, T<IIXBEnET,
CEESEIA]
1. %A ¥ 7 = — AT ipv6 mld snooping F 72 IR EN 2GS, MLD 7 = U 7HRRIZEME L £+

[ |
on

2. B# A %7 =—R (interface range) REDNHAIL, Ka~v L REHRETEXEHA,

3. IPv6 V> 7 a—h LT RLAZBEL TSN, IPv6 72— L7 RLAERBET DL L, VAT A
ELTEELRWGEARHD £,

(BEa<> K]

ipv6 mld snooping

ipv6 mld snooping querier



ipv6 mld snooping mrouter

ipv6 mld snooping mrouter

VLAN A VX 72— AT, w/LTFF¥AM—FKR—- b ERELET,

[AARH]

THROBRE - BH
ipv6 mld snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
[AX2200S] [AX2100S]
ipv6 mld snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} [AX1250S] [AX1240S]

THH O HIBR
no ipv6 mld snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
[AX2200S] [AX2100S]
no ipv6 mld snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} [AX1250S] [AX1240S]

[AHE—F]
(config-if)
[INSA—=4]

{gigabitethernet <IF#> | port-channel <Channel group#>} [AX2200S] [AX2100S]

{fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} [AX1250S]
[AX1240S]
YNATFXY A RN—ER— FERET DA L F T2 —RAEHRELET,
1. AT A —Z BRI O HME
AIETEEE A,
2. fEOFE R
<IF#> : VLAN BT 5 A v 4 7 2 —AR— hESEEELET,
<Channel group#> : VLAN (LB T 5T ¥ XN TN —THBSERELET,
<IF#> ¥ & Of <channel group> OEOFHKEFFAIZOWTIL [RF XA —FHIZIBETEX 5] 25H
LTLZENY,

[2< > FEBREFDEIE]

2L

[BIE~NDEE]

L

[E%7E B 0D = B 224 ]

REMEER, I ET,

CEEEIA]

1. M3%A ¥ 7 = — AT ipv6 mld snooping DX ENRVEA, AMEEITEIMEL T8 A,

2. YNTFH Y A MN—FR— MIAL v FE2EHT 25E1L, #Hhied A1~ F 0 MLD snooping HHE

ZHEIINCLTLIEE N,
3. R—=hrF¥FNMIBEBLTWNWDER— EEFEZ~LTFFy A M —FXR— MUFEELTHLEELERA,
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ipv6 mld snooping mrouter

(E&Ea< > K]

1pv6 mld snooping
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ipv6 mld snooping querier

ipv6 mld snooping querier

VLAN A >4 7 =—AT, MLD 7 = U Ve x AN LET,

[AARH]

THHROE
ipv6 mld snooping querier

E O Bk

no ipv6 mld snooping querier

[ABE—F]

(config-if)

[IXTA—4]

L

[2< > FABREFDEIE]

2L

[BIEE~DEE]

L

SRTEMED RBRE2H]
BREMATR, T<ICXBEnET,

—

1. Y%A ¥ 7 = — AT ipv6 mld snooping DX EN2WE, F72iE MLD Query A v E— T DOEF T
IPv6 7 L RgREZ L TWe WA, MLD 7 = U TH#miZEfE L E£E A,

[(BEEa~w > K]
ipv6 mld snooping

ipv6 mld snooping source
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E5%m IPv4 /N7y hrhfk

IPv4 - ARP - ICMP

ip address

ip mtu

ip route
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ip address

ip address

248

HIPv4 7 RLAEZZELET,

[ANRH]

fEMOBE « BH

ip address <IP address> <Subnet-Mask>

E o Bk

no ip address <IP address>
[AAE—F]
(config-if)
[T A—=%4]
<IP address>
HIPvA T RLAZHELET,
1. AT X —ZEHWR O HME
AR TEERE A,

2. fHORRE fiPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Subnet-Mask>
TRy hRTEHRELET,
1. AT R —ZH WSRO RIHE
HIETEERE A,
2. 0D % T i
YT Ry b~ A7 :128.0.0.0 ~ 255.255.255.252 (B h2NHEHE L TW\D 2 &)

(27> FEREFDENE]
2L
BIE~NDEE]

T TIREDA X T 2 — AL, Ka~wy RTEEEITH &, BEgA ¥ 7 o— A%
HET v 7 LET,

Mo T, WOX I RRENFAELET,

o YAV H T 2 — ATEMHOBERHIE, Vol B LET,

o WA U E T 2 —RITERENTZ, FAFTIv 7 ARPO= MU BHIBREINET,
[EXEED R BRZ2HE]

REEEER, T ITERICKBENET,

CrExE]

1. IPv4 7 RL AL LTI1275** 2R ETXEHA,

i

(B Ea<w Yy K]

interface vlan

—Ex L,



ip mtu

ip mtu

AV HET2—ATOREIPMTU E2HELET,

[ABRH]
THRORE « BHE
ip mtu <Length>

E O Bk

no ip mtu

[ABE—F]

(config-if)
[R5 A=5]
<Length>
A BT 2—ATOHEEIPMTU EARELET, ERIIIA—FMTUFRTRELZTZ L—2o K
ERNTG A= fEEHR L, INSWHOEELFHA 2 72— ADIPMTU R E LTHEALET,
B, R—FMTUBHRTHRELE-7L—2ElT Imtul 22BLTLFEEN,
R LTV IPMTU 1%, &M=~ K show ip interface THEZE L TL 7E &,
1. AT X —Z B R O HE
B TEER A,
2. DO E i
128 ~ 9216 (Byte)

[O<7 Y FEBREDOENE]

A= MTU R THELTZ7 L—2E (Byte) #IPMTUE L THEALET,

LRE~NDFE]

L

SR TE 1B 0D Sz B 2244 1

REMETR, TCICEAIC KBS NET,

CEEEIE]

1. £ —%3x> hOIPMTU ElE, F— s MTUERTHELZ 7 L—AE L IPMTU OfE & %95

7=, EHAEIPMTU E% 1500 £ 0 KREVWEICERET D & &1E, ip mtu OFRELT TlEel, FA—
s MTU f§#H® mtu O E LB L T 720,

—

(BEEa< > K]
interface vlan

mtu

249



ip route

ip route

ART 4 VRO IPvA T RLAEZRELET,

[ANRH]

WHDBE « 23
ip route <IP address> <Mask> <Next hop>

E o Bk

no ip route <IP address> <Mask> <Next hop>

[ABE—F]

(config)
(NS A—=4]
<IP address>
ABZT 4 v I REO5aSE IPve 7 L A ZHELET,
1. AT A —H B WERE D FIEiE
BT ERA,
2. HOFTEHIFA
0.0.0.0 ~ 255.255.255.255

<Mask>
ABT 4 VRO IPvA T RLADFR Y b~ A7 B ELET,
1. ART A — 2 AR ORI
B TEEHA,
2. fEOHERFH
PTF v b=AZ7 :0.0.0.0 ~ 255.255.255.255 (v FAEFRE L TWDH I &)

<Next hop>
ART A IREDR I ANKRYy 7T RLAZRELET,
1. AT 2 —Z B O HE
B TEEHE A,
2. fHOFKE R
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

(2= FEEEFROEE]

2L

BE~NDEE]

2L

[E%FE fE 0D JR BR324 ]

BOEWAER, TICEMCKBRESNET,
CEEFIE]

2L
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ip route

[B&Ea< > K]

L
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FOo6Hwm 4% QoS

JO0—KEHE—F

flow detection mode
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flow detection mode

flow detection mode

254

T ANT - QoS HERED T n— T A E— RERELET,

ARa<wr Rix, "—RU=zT7T7—T7 N TORKEZY MNVEOB R\ Z— 0 2ERLET, EAFREIILL
BN —NIEETAHZET, "Ry =T VY —RENERT =T NVICEPFIETHEATEA L)
2 T, @Y= ORI Tar 7 4 7 b—Ya A FVoll 3 WESMN) 228 LTL
7ZEWN,)

Aa<wr NX, N—FU =T OEKRNREERFEZHRET 200 THD120, BETDGEITZEMA
72— AR L THRESNTWA TRO A~y RETXTHIRT 2LERSH D £,

* ip access-group

* mac access-group

* ip qos-flow-group

* mac qos-flow-group
WeoT, LTEEHERMLT HIRVIOBFETREL T LIV, HEHFOETIIBEID LEFA,

Zoawy RERE LRV, FREEREHIBR L L &idlayer2-2 37 7 4 /L MREEIZZ2 D £,

[ASBRH]
THWORE - BE
flow detection mode {layer2-1 | layer2-2}

THHOHIBR

no flow detection mode

[ANE— K]
(config)
[INTA—=4]
{layer2-1 | layer2-2}
Zu—HE—FERELET,
1. ART A — 5 BN DX iE
HIETEEE A,
2. EDRE R
L

Ja—RHEE—RFO@EHa~y REROKRITRLET,

*®181 JAO—RBHE—FKFIZ&KDEHEaTUKR

BRIV R
mac ip
J0—iEHE—F access-group access-group
gos-flow-group gos-flow-group
layer2-1 @) «
layer2-2 % O




ULl O : REHE

flow detection mode

HZ7o—HmHET—RiconwTix lavr 7427 b—ya vy FVol2 113 7o—RHEE—F] BIO Tav7 47

L—yarii4 RVol2 3.1.17r—RHEE—F] 2L TIEE0,

[a< > FEIREFDEIE]
7 u—fE— NiE, layer2-2 TEIEL £,

REMELE, T ITEAICKBRIIET,

[BIE~NDEE]
2L

[E%7E B 0D =z Bk 5244 ]
CEEEIA]

2L

[BEEa~< > K]
1p access-group
mac access-group
ip qos-flow-group

mac qos-flow-group
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TOEAJAXF

HETEHBM

deny (ip access-list extended)

deny (ip access-list standard)

deny (mac access-list extended)

ip access-group

ip access-list extended

ip access-list resequence

ip access-list standard

mac access-group

mac access-list extended

mac access-list resequence

permit (ip access-list extended)

permit (ip access-list standard)

permit (mac access-list extended)

remark
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BETZDEM

HE TS HRH

B0 kra)L&# (IPv4)
IPva D70 ha L &FiE LT, HECEXIAHERDEICTLET,

£ 19-1 1EEAAEL T A FOJLEFR (IPv4)

JobkaLgHh »&7TO0raLES
ah 51
esp 50
gre 47
icmp 1
igmp 2
ip FTRTHOIP Fu han
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

WR— & (TCP)
TCP TIRETE 5K — ME, RORISRLET,

% 19-2 TCP TIEEWAREMARAR— FRAFR

R— F & HER— P BB L UVES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
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BETEDHM

R— & HER— F BB LUVES
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacst Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

WAR— ~&F (UDP)

UDP THEETE 2R — Mz, RORITRLET,

% 19-3 UDP TiEEMRELAR— FEFR (IPv4)

R— & HER— BB L VES
biff Biff (512)
bootpe Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)

259



BETZDEM

R— +&# HER— F BB LUVES
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

Routing Information Protocol (520)

rip

snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)

sunrpc Sun Remote Procedure Call (111)

syslog System Logger (514)

tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)

talk like tenex link (517)

tftp Trivial File Transfer Protocol (69)

time Time server protocol (37)

who Who service (513)

xdmcep X Display Manager Control Protocol (177)

B TOS &%

RETE 2 TOS Afrz, WORITRLET,

% 19-4 I5EREE% TOS & 75

TOS &% TOS {E
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

B Precedence & i

R T& 5 Precedence &4 ¥i%, IOKICRLET,

& 19-5 $5EAIHEAL Precedence & #i

Precedence £&#i

Precedence B

critical

flash

flash-override

immediate

internet

network

<N | OO N A~ W] Ot
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BETEDHM

Precedence £ ¥

Precedence {E

priority 1
routine 0
B DSCP &%
fEETE 2 DSCP A&, IROFITRLET,
% 19-6 IEEFIHE’E DSCP & #5
DSCP £ #q DSCP f&
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46
WA—HRy b2 A TEH
BETEDA—F 2y ML TAHE, ROKITFLET,
®19-7 IEEAIRELGA —F v b EA TEH
A—YFy bB A TH] Ethernet fi& =&
appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp — % GSRP il > N7 4 V2 LET
ipvd 0x0800
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BETZDEM

A=Yy b2 A TEFR Ethernet {& 2]
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

HEX AL TWERA,

M3E5%E MAC 7 KL REFR

FRETE 555 MAC 7 R L A4 # %, IROFITRLET,

& 19-8 1EERIRELFESE MAC 7 F L REHR

BET FLRIEE B/ET FLR BET7 FLRAIRY

bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
1ldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000

262

B70ER )R MRIZDONT

TIRAVARNK, T4 NVEEFHEBOFHIZONTIE, BUTESBRLTIZEN,

B79t€R) R MEREK
77 AY A MEBSIE, BTFOa~vy ROBKTT,

* ip access-list standard
* ip access-list extended

¢ mac access-list extended

W7 ER)RREH
TR AY R RMREKIL, LTFDa~vy RTERILEZT7T 78R X OB T,

* interface fastethernet / gigabitethernet / vlan T @ ip access-group

* interface fastethernet / gigabitethernet / vlan T ® mac access-group
HEX UTOavy RTHRETLSZT 78RV A MY, ZZTWH7 78RV X FREBITHEE LEE A,

¢ line vty T @ ip access-group
* authentication ip access-group
* mac-authentication access-group

* snmp-server community

B7O9tEXR)R M
TIEAVANKIL, T27E2AURRREERE, KRBT 782U 2 MEREOEFTT,

KT 78RV X MERSEEIE, BT 782U X MERE) IZHZELTza~y RTERSNEZT 7|82
VAR S, (M7 7EAY R NRER (ZFFELzavy RpbeRan20nY 2 o T,



BETEDHM

| RO E I
T 4 VE ML, RO a~y ROBRETY,

* permit

¢ deny

¢ ip access-list standard™
e ip access-list extended™

* mac access-list extended™
EX URBMNEBEN RO deny) Z2&5T720 T,

B77ER YR, Z4NE3EHEOA T4 L—2a 0 TEREARERERI VMY
34
TIRRAD A MK

SEE AT, IPvd, MACOT7 7 AU A M&agK512 ) A |

PEVZE &
IPvda 7 KL AT 4 v, IPvA Ny b7 4%, MAC 7 4 V2 Z &1, 7 4V Z 5t ZdE@E AT
Kk 1024 = 1Y

Tr7EAY A NMIEALTIE, FEROENC (a7 47— a4 K Vol 8.2 WAL [Z5E#T 5
RN TFELET,

B77EX)X FHOEHH
TIEAY A NEOEMBE, WOFITRLET,

#£199 7HOHERAYR CHOEHHF

SREH FTHOEAYR FOEAYR  TFTHUEAYZR PEPI%
~ERCEK hEREH [~ S
TIEAYANAAA BZERLT, 4 —H% Ry A 1UAR 1Yk 1V AR 3 YAk

X7 = —A 0/1 ® inbound |ZF&E

interface fastethernet 0/1
ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

TI7EAYANAAA BERLT, A —FRy A 1UAFk 2 UK 2 UK 3UA R
X7 x—A0/1 & 0/2 D inbound (23 E

interface fastethernet 0/1
ip access-group AAA in

interface fastethernet 0/2
ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any
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BETZDEM

REH TOERYR TOERYR TOERYR 4143
e R ~EREH ~ %k LSSy
TIEAUANAAA BER LT, A —%Ry hA v 21U Ak
A7 x—A 0/1 ® inbound |ZF&E
727 ®AYARNBBB&Z{ERLT, =%y b1
A7 x—A 0/2 @ inbound |ZF&E

interface fastethernet 0/1
ip access-group AAA in

2 U A b 2 U R 6 U R b

interface fastethernet 0/2
ip access-group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

T EAUARNAAA BFR LT, A —%Ry bA 2 U &k 1U Rk 2 U A b 6 U AL
Z 7 = —Z 0/1 ® inbound (2% E

T2 AYALBBB EZ{ER LT, 4% 7 x—RA|C

S PR N

interface fastethernet 0/1
ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

TI7EAY AL AAA ZEKL T, A4 7 =—R1Z 1Y A b
W L7z

ip access-list extended AAA

10 permit tcp any any

0UAB 1UAbG PAUBZS
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deny (ip access-list extended)

deny (ip access-list extended)

IPva 7y N7 4N ETOT VB AREGTAELEEELET,

[AARH]

THWORE - BE

o Efz7m b=y TCP, UDP UADOHA
[<Seq>] deny tip | <Protocol> | icmp | igmp } 1<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4>
| any} {<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [{[tos <TOS>] [precedence
<Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

o B e kL TCP DA
[<Seq>] deny tep {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[leq <Src port>] {<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port> 1] [ack] [fin] [psh] [rst] [synl
[urg] [{[tos <TOS>] [precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority
<Priority>]

o b7 m k=) UDP OB4
[<Seq>] deny udp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[eq <Src port>] {<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [{[tos <TOS>] [precedence
<Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

TR O HIER

no <Seq>

[ABE—F]

(config-ext-nacl)
[R5 A=5]
<Seq>
7 4V EEOBAIERFEEE L ET,
1. AT A — 5 BWEREO WA fE
772 AY A RNIZEER WSS, FIEEIX 10 T,
FUERELTHIHEE, RELTHIEMNERFORAME+10 T,
72720, EHNEFE ORRIEDS 4294967285 L 0 K& WMEOHAIIEK TE £ A,
2. O ERP
1~ 4294967295 (10 #¥) #FEL £,

{ip | <Protocol> | icmp | igmp | tcp | udp}
IPv4 "7y RO BT w b a VG EE L E T,
7L, TRTOT e haradRe T 558l 2EELET,
1. ARRT A —ZHWERE ORI
AIETEEE A,
2. fEOFREHPH
e <Protocol> :
0~ 255 (10%%) £/mix7 v harsaHafEELE7,
(% 19-1 8T WHREZR Y 7 b aL4F (IPv4) ) 2B L TLESW,

{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}
EETIPVvA T FLAZHELET,
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deny (ip access-list extended)

FTARTORETLIPvAE T FLUAEZFRET 5561 any 4 ELE T,
1. AT X —Z B O HME
AR TEEHE A,
2. fEDFR E HiH
<Src IPv4> <Src IPv4 wildcard>, host <Src IPv4> F£721d any Z#HE L £
» <Src IPv4> <Src IPv4 wildcard> 5 & :
<Src IPv4> (TIZHE I IPvA 7 KL A ZHRE L £,
<Src IPv4 wildcard> (21X IPv4 7 RV ADOH CEEDOEEZFHFAITHE Y hENLTEUA VR
H—R&IPvda 7 FL AR THRE L7,
* host <Src IPv4> 57 :
<Src IPv4> O5EE—HE 7 A N EEHEE LET,
e any {E7E :
EEITLIPvA T RLRE T 4V E S E XL ERA,
IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EEIOR— MNESERELET,

Z7u ha /RN TCP BLOUDP 2047 v a »T9,

1. AT X —ZEWR O HME
2L (HEFE LEEAL)

2. D% E &P
0~ 65535 (10 #H) F/-idHR— MEmEEELET,
FREFREZR AR — FAFRIT TR 19-2 TCP THIEFRE/R AR — FFR) XL T 1% 19-3 UDP T
EFRER AR — AR (IPv4) | 2L T2,

{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any}
S5 IPva 7 RL A ELET,
FTRTOFEHEIPve 7 RLRAEEET 2855 1L any #HBEL 7,
1. AR/NT A — 2 WG D FIHE
B TEERE A,
2. AH DX E i B
<Dst IPv4> <Dst IPv4 wildcard>, host <Dst IPv4> £7-i% any #$5€ L £,
» <Dst IPv4> <Dst IPv4 wildcard> 5 :
<Dst IPv4> (2135650 IPve 7 R L A EFRE L 7,
<Dst IPv4 wildcard> IZ1Z IPv4 7 KL ADOH C{EEOEZFFAITH 8y NESLTUA LR
H— K% IPvd 7 RL A THELET,
* host <Dst IPv4> 57 :
<Dst IPv4> DEE—KE 7 4 VX2 &ML LET,
e any fi/E :
SESEIPvA T L AR T 4 VEGELITLER A,
IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
SR — MBS ERELET,
71 b aNTCP BLOUDP 047> a T,
1. AT X —Z B O HHE
L (S E LERA)
2. fHOFK E R
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deny (ip access-list extended)

0~ 65535 (103#%) F/midR— b EHEHRELET,
FEEFREZe R — MAFRIL 3£ 19-2 TCP TIHERERFA— MFR BLW 1% 19-3 UDP Tis
EA[RE/R R — TR (IPv4) | R L TLIZ&E 0,

tos <TOS>
AKNRTA—=21F, TOSZ7 44—V KDOEY F3~6D4tEy hTHD TOSHEFRELE T,
ZENRTY FOTOS 74—/ ROEY F3~60D 4y Mg LET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. ARoRT A — AR ORI
L (RS E LEEA)

2. (B OFR E i
0~ 15 (10 %) £7/1Z TOS 4#EHREL £,
FEEFTREZ: TOS 4 BRI 13K 19-4 FBEFTREZR TOS 4 Fk) ML T 7230,

precedence <Precedence>
KRFA—=21%, TOS 74—/ KD Ef7 3 B> N Toh 2 Precedence fEZFEE L ET,
ZE7 PO TOS 74—V R B3 By b &l LET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT X — 2B RO HUE
L (BHEtEE LEEA)
2. DO E i
0~ 7 (10 %) F721% Precedence £ #2458 TE L £,
FBEFTHE7: Precedence A PRI T3 19-5 $5E FIHEZR Precedence 4] #ZM L T 7230,

dscp <DSCP>
AR A—=21E, TOS7 4 —/FDO L6y N ThHo DSCPELFRELET,
ZERTYy FOTOS 74—V REfL6 By hEHELET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AT 2 —Z BRI O HE
2L (S E LERA)

2. EOE
0~ 63 (10%) £7-1L DSCPAMHERELET,
FRETTEEZ DSCP 4 FRiL T3 19-6 REFAEZ DSCP 4] 2L T &,

ack
TCP ~v XD ACK 77 7R 107y hOBRHERELET,
7a harBN TCP Ei 047y a T,
1. AT X — 2B O Y HUE
L (BHEEEE LEEA)
2. O EHFFHA
2L
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fin
TCP~yZDFIN 7F 708107y bl afE L £7,
7u harNTCP 247y 3 TY,
1. RRT X — 2 BWEREOHHE
el BRi&EE LEREA)
2. O E P
L

psh
TCP~yZDOPSH 7Z 708107y holtia2iEELET,
7u haLNTCP 247y a TY,
1. RRT X — 2 BWEREOHHE
oL BR&EEE LEREA)
2. O E P
L

rst
TCP~vZDORST 777N 10Oy bt EiEELET,
7u harNTCP 247y a L TY,
1. RRT X — 2 BWEREOHHE
7oL BR&EEE LEREA)
2. fHORREHIBH
2L

syn
TCP ~v#DSYN 75 7N 1D 7y Nt EEELET,
7u ha VN TCP 2047y a T,
1. AT A — X B WER O AIHI
2L (HEHE LEEAL)
2. fEDFE EHiPH
2L

urg
TCP~y#DURG 7T 7R 1Dy FOMHEREL X7,
7v b3S TCP EF D47y 3 ¢,
1. AT A — X BRI H
2L (HEHE LEEAL)
2. DR EHiPH
2L

vlan <VLAN ID>
VLANID #$5E& L £7
KRG RA—=HFA =V Ry b ¥ T 2 —AZ#EH LIZGATZTHESTT,
1. AT X —Z B O HME
2L (HEHE LEEAL)
2. fEDF EHiH
NG A—ZITHEETE D) 2L TSN,

user-priority <Priority>
a—PEEEEAEELET,
1. AT X —Z B R OYIHME
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deny (ip access-list extended)

2L (Bt E LERTA)
2. EORREHIH
0~7 (10EH) #HELET,

[2< 2 FERSEF D ENE]

L
LEEA~NDFEE]

1= FUBBREINTWARNWT IV ERY AN AL Z 72— A A LTZREET Y MY 28T 5 &,
T RNYUBA U E T 2 —RTHEHASINDETOR], BFH%A v F 72— ATZELEIP N7y h—FF
RIS NET,

[ERFE (B D S BR 524 ]
TR, + IEAICKRSUET,

CEFEEE]

1. EETLT FLATUANL RA— FBLUSELET RL AU AL Ri— RIT 255.255.255.255 & AJ)L7T- & %
IZany & FRRLET,

2. FELT FLABLU%HT F L A2 nnon.nnn.nnn.nnn 0.0.0.0 & A L7= & 13 host
nnn.nnn.nnn.nnn & #RLET,

3. tos L W precedence & dscp DRIFFREILTE FH A,

2

[BAEa~< > K]

1p access-group

ip access-list resequence

permit (ip access-list extended)

remark
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deny (ip access-list standard)

deny (ip access-list standard)

270

IPvAa 7 RLATZ A NETOT IV AREETALEEEETLET,

[ANRH]

THWMORE - BE
[<Seq>] deny {<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}

o Bk

no <Seq>

[ABE—F]

(config-std-nacl)
(NS A—=42]

<Seq>
T4 NEEEOERIBFERELET,
1. ARoRT A — AR ORI
T 72 AU A NNICEEDNRONGE, PIMIEIL 10 TF,
FUERELTHIHEE, RELTHIEMNEFORKAME+10 T,
72720, EHNERE DR RIED 4294967285 L 0 K& VMEOHAIZEK TE £ A,
2. fHOFKE R
1~ 4294967295 (10 #%H) #HREL T

{<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}
IPva 7 RLAEIEELET,
FTRTOIPvA T NLRAZIBET 2% G any ZHELET,
1. BT A — 2 HMgR O YA
B TEERE A,
2. fHDF EHiH
<Src IPv4> [<Src IPv4 wildcard>], host <Src IPv4> £7-i% any 24T L £7,
» <Src IPv4> [<Src IPv4 wildcard>] 5 7€ :
<Src IPv4> (21 IPv4 7 RL A ZIRE L £ T,
[<Src IPv4 wildcard>] 121 IPv4 7 RL ADH LR DEEFTFAITHE Y NESLTRTA VR
— R%&IPva 7 FLARXTHRELET, L5 A1E <Src IPve> OFEE—BE 7 4 V4
b LES,
* host <Src IPv4> {§7F :
<Src IPv4> D5 —E a7 4 VF RJFE LET,
e any fi/E :
IPva 7 RLAZ 7 4 VESEEIZLER A,
IPv4 7 R 2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

(27> FERREFDENE]
2L
BIE~NDEE]

1= P HEREINTWRWT IR R e U F 72— A A LIERETC= N ZBINT 5 &,



deny (ip access-list standard)

T NIBA BT 2= REASNDETOM, Y%A 2 72— ATZELEIP Ny MK
WCEEINET,

[ERTEE D k5244 ]

MEMEER, T ITEAICKMEINET,

CEEEIE]
1. 7 RV AT AL RAI— RIZ 255.255.255.255 L AJjL7-& Zidany EFRLFET,
2. 7 RV A{Z nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7z & ¥{X host nnn.nnn.nnn.nnn & #£/~LE 7,

[BAEa~< > K]

1p access-group

ip access-list resequence

permit (ip access-list standard)

remark
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deny (mac access-list extended)

deny (mac access-list extended)

MAC 7 A NVETOT 7 v AR EET M EHRELET,

[ANRH]

WO - A8
[<Seq>] deny {<Src MAC> <Src MAC mask> | host <Src MAC> | any} {<Dst MAC> <Dst MAC
mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu } [<Ethernet
type>] [vlan <VLAN ID>] [user-priority <Priority>]

THHOHIBR

no <Seq>

[ABE—F]

(config-ext-macl)
(NS A—=4]

<Seq>
T4 NEEEOEAIEFEZEELET,
1. AT A —H AR O AT
77 EAY A MNIZEHER WS, FIER 10 T,
SMEERE L CHDIEA, RELTHIHAIERFORKM +10 T,
72721, WHNERE O KEAS 4294967285 L W K& WEDBAIFEIE TE £ A,
2. fEOREHIPH
1~ 4294967295 (10 #%) Z4REL 7,

{<Src MAC> <Src MAC mask> | host <Src MAC> | any}
EEITMACT RLRAEZHEELET,
FTRTOREEITLMAC Y FLRAZFRET 556 1T any ZHELET,
1. AT X —ZEWR O HME
B TEERA,
2. {EDFX E i
<Src MAC> <Src MAC mask>, host <Src MAC> £ 7z any ##E L £,
e <Src MAC> <Src MAC mask> 5 /€ :
<Src MAC> (ZIFIXEIE MAC 7 FLAZFREL £,
<Src MAC mask> |IZIZ MAC 7 KL AOHF TEEDOMEEFTTHE Y NENVL T~ AT %
MAC 7 RL AR THRELET,
* host <Src MAC> 87 :
<Src MAC> OFEL—EE 7 4 NV E &ML LET,
e any f&/E :
REEILMACT FLAZ T A VAR EITILERA,
MAC 7 KL 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{<Dst MAC> <Dst MAC mask> | host <Dst MAC> | any | bpdu | cdp | lacp | 1ldp | oadp |
pvst-plus-bpdu}

5% MAC 7 L AZFRELET,

TRTOMLHEMAC 7 L REZIBET 258X any 2HELET,

1. AT X —Z B ORI HME
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deny (mac access-list extended)

BMETEEEA,
2. fEOFE R
<Dst MAC> <Dst MAC mask>, host <Dst MAC>, any, bpdu, cdp, lacp, lldp, oadp F7-1%
pvst-plus-bpdu T L 7,
e <Dst MAC> <Dst MAC mask> 5/ :
<Dst MAC> (213585 MAC 7 KL A EfEE LE T,
<Dst MAC mask> |ZIZ MAC 7 KL ZAOH TEEDOMEET A THE Y NENLTlh~vA T %
MAC 7 FL A THREL £,
* host <Dst MAC> 5 7€ :
<Dst MAC> D5ER—HE 7 4 VML LET,
e any fH7E :
5 MAC T RLA&ET7 4 VEFRMELITLERA,
* bpdu {57E :
BPDU Hil#Hi N7 h a7 4 V2 G L LET,
e cdp HHE :
CDP filffi N7y b a7 4 W Z L LET,
o lacp B :
LACP #l#H Ny b7 4 VEAGMHE LET,
e lldp 57 :
LLDP il 37 b &7 4 V2 (& LET,
e oadp BT :
OADP il <rv a7 4 VZEEE LET,
* pvst-plus-bpdu f57E :
PVST+ il v b 27 4 V2R E LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E%0)

<Ethernet type>

A=V Ry NATHESELTA YRy VA TEHERELET,

1. AT 2 —Z BRI O Y E
2L (&S LERA)

2. EOFE B
0x0000 ~ Oxffff (16 #¥) F-idA —VF x> hFA TLHERELET,
FEEFRERR A — Ry "NE A TARRT R 197 BEFMRRA —V Xy b A TEH 2501
TLIEE,

vlan <VLAN ID>
VLANID ##8E L £7,
RRFG A= NIA =Dy MM U F 72— REH LTZGE7E08%TT,
1. AT X —Z B O Y HME
L (BHEtEE LEEA)
2. DO E i
(NI A—=ZZHETE L) 23R TLIIZEL,

user-priority <Priority>
PR AT LET,
1. FRT A — 2B ORHIE
L (&S LEEA)
2. fEOF E R
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deny (mac access-list extended)

274

0~7 (10 #H) ZFHELET,

(2~ FEBROEE]

2L
[BIE~NDFE]

1 PV BREESNTWRNWT VI BAYV A N2, U H 72— A WA LTIRECZ N 2BINT 5 L,
T RNYUBAUE T 2= RTHEAIND ETOM, YA V¥ 72— ATRE L4/ v MR—FHIZ
BEEINET,

[ERFE B R BR 224 ]
BEMEES, + ICEAICRKBMESLET,

7a b algEBERRLET, 5%7 FLRICHETE L7 2 haE&o7 RLAE 1£19-8 #
FERRE/R565C MAC 7 FLAATR) 22 LT EEN, ERUAOREFILT RUABLIUSEET KL
A1Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7- & &% host nnnn.nnnn.nnnn & F/RL 9,

(BEEa~ > K]

mac access-group

mac access-list resequence

permit (mac access-list extended)

remark



ip access-group

ip access-group

A—HP Ry "V BZT2—AFIZVLAN A > F 72— R I L TCIPva 7 782U A N2 L, IPv4
T A NAEREERNCLET,

[AHRH]
WHORE

ip access-group <ACL ID> in
THH DR

no ip access-group <ACL ID> in

[AAE—F]

(config-if)
[I85A—=%]
<ACL ID>
RETDIPvAT RVAT 4 VZ FEIT IPvA Xy b7 4 VX2 ORI EZHE L E T,
1. RRT A —Z R DR
A TEEREA,
2. fEOFERM
3~ 31 XFLNDT 7B AU A M ERE LET, FEMRRRCFITOWNWTIE T A —=F(Z
BETE 2 22RLTIEEN,
in
Inbound Z#E L £,
in : Inbound (ZfEMDOFEE)
1. AT A— 2 B REREO R
BIETEEE A,
2. DO E i
L

[a< > FEBREFDEIME]

2L

LREA~NDEE]

1= MV ERERELIEZT VBRIV A NEA A 72— R CHEHATHE, =0 FIBRA U E T 2—RA

WA SNDETOR], Y%A ¥ 72— ATEZIEFELEIP 7y M —KRICEESNET,

[ERTEE D Bk 5244 ]

EMAETH, +ICERICKmRENET,

CEEHEIE]

1. system function 2~ R EH T filter NREIN T2 WA, Ko<y RIERETEEEA,
(system function =~ > RBRBEDH AL, FHETEE9,) [AX1250S] [AX1240S]

2. Fl—DA 2 H 72— AZK LTIPVE 7 4 NV H e —DOREFRRTT, /1 —P Xy b F T2 —X,

VLAN A > % 7 = — 22T 25813 K 128 I TF, T TICREINTWDIEAE, WoTlzAH
FRLCMHBRET D Z EIC2 £77,

5
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ip access-group

4.

EELRWIPVE 7 4 VX % E LTSI b EEL ¥ A, IPvd 7 4 VX OB I8N E
7,
ZEM7e—REE— NICL DR TEDOAHEEZROFITRLET,

#=19-10 ZEA7O0—RBREE— FIZLZBREDAE (IPv4)

TJO—BHEE—F BHAOLIES
2 N VLAN
layer2-1 X X
layer2-2 O

276

UL O : &RERRE X : BERTA

5.

A=Yy hA U H T 2—R XL TIPvA N7y b7 o VA ZEAT 561, 7 a—RHEEHIC
VLAN RT A= 03 HBH L&, WHATIA YRy b V¥ 72— ADOFENRIC VLANID BEEh
TV ETE £7,

. VLAN £ v Z 7 = — 2 LT IPvA 7y N7 4 WV EZ AT 25481%, 7 v —HHSc VLAN

INTG RA—=H RPN ZIRETEET,
—IDRry ME T 4 WERBEOX G TT, FEICOWTIE, a7 47— a4 FVol21
TANE ] ZBERLTIEIN,

(B Ea<w Yy K]

ip access-list standard

ip access-list extended



ip access-list extended

ip access-list extended

IPva 7 4 V2 ELCENET DT 78RV R M ERELET, IPvAa 74V Z ELTEMET DT 7R R
MZIFEEN —oHVFET, IPvAT LA T & &, IPvA Ny N7 4V ZTT,

ZOavwy RTEIPvA Ry N7 ANV Z ERELET,

IPv4 Ry 7 4 AV ETIE, 2EETLIPvA 7T FLU A, 584 IPva 7 KLU A, VLANID, = —EiLEE,
TOS 7 4 —/V FOfE, R"— FESRBLIOTCP 77 ZI2k3nWT 74 Z LET,

TI7BAVRANDO—2DID THEMBO 7 4 VX EMEREETEETN, /=Xy b F T 2—RB
FOVLAN A > & 7 = — A ZH#EHT DG AT K 127 H E2 0 5,

TIRAD AN, TAAZEECONTE, TRT7ERY R MUZOWT) 2R LTI,
[AHRH]
THROFRIE « £H

ip access-list extended <ACL ID>

THH DR
no ip access-list extended <ACL ID>

[AAE—F]

(config)
[N A—4]

<ACL ID>

RIET D IPvA Ty b7 4 VE ORI FHRELET,

config-ext-nacl €— F~EITLE T,

1. RRT A —H R DR
BIETEEE A,

2. DO E i
3~31 XFLNDOT 7 A Y R MBEHELET, HETRERLTIZHONWTIE [T 2 =%
FBETE 2] 22U TIEIN,

[2< 2 FERSEFDENE]

7L

[BIE~DFEE]

2L

[BREMED R BR 2]

REMEERE, TICEAICKBEET,
CEEFEIE]

VERBEHD IPvA 7 FL A7 4 VB L4F, MAC 77 2R ) A MAAFRIIIEETE £ A,

[BE&Ea~< > K]

1p access-group
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ip access-list extended

278

ip access-list resequence
deny (ip access-list extended)
permit (ip access-list extended)

remark



ip access-list resequence

ip access-list resequence

LET,
[ABRH]

THHMOBRIE « BH

ip access-list resequence <ACL ID> [<Starting seq> [<Increment seq>]]

[ABE—F]
(config)
[N A—4]
<ACL ID>

RETHIPvAT FLATZ A NEEIZIPvA N r o b7 4V Z OB+ 24 E L £7,

1. AT A — 2 RO XTHHE
HIETE A,
2. EOFE R

3~31 XFURNDT /AU R MHERELET, BEWTRERLFIZOWVWTIE [T A—4|C

FRETE 2 2L TEE,

<Starting seq>
Blhas — 7 L ABREHEEELET,
1. AR A — 2 B W ORHE
WA 10 T,
2. O ERP
1~ 4294967295 (10 #¥) #FEL £,

<Increment seq>
VALY Ay MEERRELET,
1. ART A —Z KR ORI
HIIEIL 10 TT,
2. B O FRE il B
1~100 (10 %) ZHEELET,

[3< > FEERREFDEE]

2L

[BE~DEE

L

[EREMED R BRE2H]

BOEMAER, +ICEMITKBRSNLET,
CEEFEIA]

2L
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(BEa< > K]
ip access-list standard

ip access-list extended

280



ip access-list standard

ip access-list standard

IPva 7 4 V2 ELCENET DT 78RV R M ERELET, IPvAa 74V Z ELTEMET DT 7R R
MZIFEEN —oHVFET, IPvAT LA T & &, IPvA Ny N7 4V ZTT,

ZDa<wy RTEHIPVA T RLATZ 4 NV EZ R ELET,
IPva 7 L A7 4 VZ T, IPvA T RLRIZESWCT7 4 & LET,

TI7RAVANO—2DID THEEDO 7 4 VEZEHEBBETEETN, A —F Ry M F T 2—RAE
FOVLAN A > & 7 = — A ZHEHAT G EITRK 127 HER D 5,

TI7RAY AN, TANEZEMEIZONTE, BT 72X Y R MIZONWT] 22RLTLEE N,

[AARH]

fHMOBRE - £H
ip access-list standard <ACL ID>

LRl
no ip access-list standard <ACL ID>

[ABE—F]

(config)
[/X5 A —%]
<ACL ID>
HWETDHIPvAT RLAT 4 LE OB FHIEE L ET,
config-std-nacl £— FK~BIT L £,
1. RXT A — X B OHHE
B CTEEHEA,
2. EOBEHIPH
3~ 31 XLFLHNDT 7 A A MFRERELE T, FBEARERIFICONTIL 7 2A—H{Z
BETEAME] 2L TLIZIN,
[a< > FEREFDENE]
2L
BIE~NDEE]
el
[E%7E B 0D =z Bk 5244 ]
REMEFER, TICERICKMENET,
CEEEIA]
EREH D IPvA T KL AT WV EZ 47, MAC 77 EA Y A MR ETE 8 A,
(BEEa< > K]
1p access-group

ip access-list resequence
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ip access-list standard

deny (ip access-list standard)

permit (ip access-list standard)

remark
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mac access-group

Mac access-group

A —FFy BT 2—AETEVLAN A > % 7 = — 2k LCMAC 772 U 2 b & L,
MAC 7 4 VA BEREE BRI LET,

[AHRH]
WHORE
mac access-group <ACL ID> in

RO HIR

no mac access-group <ACL ID> in

[AAE—F]

(config-if)
[IXTA—=4]
<ACL ID>
RET D MAC 7 4 VH OB HEE L ET,
1. ARRT A —Z R DY
A TEEREA,
2. fEOERMH
3~ 31 XFLNDT 7 AU A M ERE LET, FEMRRZRCFITONWTIE [T A —=F|Z
FHETE 2 2L TIEI,
in
Inbound Z#E L £,
in : Inbound (ZAEMIDOFEE)
1. AR T A — 2B OYHIE
HIETE A,
2. EOBREH
L

[a< > FEBREFDEIE]

L

LEEA~NDEE]

1= MV ERRELEZT VBRIV A NEA VA T 2—RACHEHATHE, =0 FIRBRA U E T 2—RA
WCHEAESNDETOM, YA v ¥ 72— ATERELLZENr Yy b —HICEFESNET,

(552 0D R bR 5244 ]

EMAETH, +ICERICKmRENET,

CEEEIE]

1. system function 2~ R EH T filter NREIN T2 WA, Ko<y RIERETEEEA,
(system function =~ > R RFEEDOHEIX, FETEET,) [AX12508] [AX1240S]

2. A=A HT72—R X LTMAC 7 4 V& 5 —DORERRETT, A —F Xy b F Tz —2X
VLAN A V% 7 = — AR T 25 AT RAK 128 I CF, T TIRBEEINTVDHEHE, Vo AHIER
LTHBRETDHZLIZ2DET,

5

283



mac access-group

3. EELBRWMAC 7 4 VH ERE LTZEAIXMTHEMEL A, MAC 7 4 VX OB I3 I N E
7,
4. 7o —RHET— RNICEX 2R EDAIHEEROFITRLET,

£19-11 JA—BHEE—FIZXZHRENAE (MAC)

TJO—BHEE—F HEDAR
2 N VLAN
layer2-1 O @)
layer2-2 X X

LB O : BEWHE X BERA

5, A—H% %y X7 =2—RAZx LTMAC 7 4V Z Z2HHT 285818, 7o —H4M2 VLAN /<
TRA—ENDHDLEE, BHTIA =Y %y b V¥ 72— ADFENAEIC VLAN ID &R CTWOHUE
RECTEET,

6. VLAN A > # 7 = — R (T LT MAC 7 4 V¥ AT 28HA41%, 7 a2 —MHSEMC VLAN 85 2 —
APIRNEXIRECTEET,

7. =IOy MET7 4 L FBEREORIGHN T, FHEMICOWTIE, 2747 Lb—va A FVol21
TANE ] BBRLTLIEEN,

(B Ea<w Yy K]

mac access-list extended
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mac access-list extended

MAC 74 V& L LCEET D7 78 AY A FE2FELET, MAC 74 V¥ & LTCEET T 712D X
FCIE, HETLMACT FL R, it MAC 7 KL A, f—% %y ¥ A 7&K, VLANID, BL=—
PR EIHE ST T 4 Z LET,

TI7EAVARNO—2DID TEEEO 7 4 VEZEHERBETEETN, A —F Ry MV E T2 —RE
FOVLAN A > ¥ 7 = — R ZH#EHT 25 A ITR KN 127 # & 720 57,

TIRRAY RN, TANEEEIZONTIE, BT 278X R MUZONWT] 28R LTLEEN,

[AARK]
RO E - AR
mac access-list extended <ACL ID>

THHOHIBR

no mac access-list extended <ACL ID>

[ABE—F]

(config)
(185 A —4]
<ACL ID>
HET DH MAC 7 4 VX OB T2 HE LET, configrext-macl E— F~BITLET,
1. AT 2 —Z BRI O HE
B TEERA,
2. fHOR EHH
3~ 31 XFTLNOT 7 A ) X NaFERELE T, BERERXTICONTE 8T A =4
BETE2ME 2L TIZ3N,

[2< 2 FERSEFDENE]

7L

[BIE~DFEE]

L

[BREMED S BRE2HE]

REMAEER, TICEAICKBEET,
CEEFEIE]

VERRTE A D IPv4 /3> N7 4 WE TR, IPvA T RV AT 4 VA LFRIFBETE TR A,

[BSEa <> K]
mac access-group

mac access-list resequence
deny (mac access-list extended)

permit (mac access-list extended)
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remark
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mac access-list resequence

MAC 7 4 NE D7 4 NESEMEERIEFF D — 7 o AT G2 /R ELET,

[AARH]

THMORE « AR
mac access-list resequence <ACL ID> [<Starting Seq> [<Increment Seq>]]

[AAE—F]
(config)
[/X5 A —%]
<ACL ID>

FETD MAC 7 4 VX OB+ ELET,

1. ARoRT A — AR ORI
BIETEEH A,

2. fEOB T
3~31LFLUNDT 7 EAY A MNFERE LET, HEARERLFIZONTIE T XA—F|Z
BETE2MH 2R L TSN,

<Starting-Seq>
Bt — o VAF S ERELET,
1. AT A — KA WER: O XTI
MHAfEIL 10 TT,
2. fEOERG
1~ 4294967295 (10 #%) 2T L ET

<Increment-Seq>
VAL T ) A MEERELET,
1. AT X —Z B O Y HME
BIAMEIE 10 T,
2. DR E i
1~100 (10 %) ZHEELET,

[Ov > FEREFDEIE]

L

BE~DEE]

2L

[E%7E 18 0D Sz B 5244 ]

REEAFR, +IGERICKMENET,
EEEIE]

L

[B&Ea~< > K]

mac access-list extended
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permit (ip access-list extended)

IPva Ry N7 A NETOT 7B AT+ A5&E2EELET,

[ANRH]

WHORIE - 20

o EAL7m ki TCP, UDP LS DOEE
[<Seq>] permit {ip | <Protocol> | icmp | igmp } {<Src IPv4> <Src IPv4 wildcard> | host <Src
IPv4> | any} {<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [{[tos <TOS>]
[precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

o B w kL TCP DA
[<Seq>] permit tcp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}leq <Src port>] {<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [ack] [fin] [psh] [rst] [syn]
[urg] [{[tos <TOS>] [precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority
<Priority>]

o Bfr7 v = UDP O%4
[<Seq>] permit udp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[eq <Src port>]
{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [{[tos <TOS>]
[precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

RO HIER

no <Seq>

[ABE—F]

(config-ext-nacl)
[T A—=%4]

<Seq>
T AN EREOERIAT 2 EELET,
1. ART A — 5 BN O AT iE
TR AU A SRR IRNES, ISR 10 T,
FMEREL T LOHE, BRELTHDHHEMIERF DKM +10 T,

77U, WRNERFORKNED 4294967285 LV KX WMEDOBRAIIEK T £ A,

2. B DR EHiH
1~ 4294967295 (10 #%%) A#¥EELE,

{ip | <Protocol> | icmp | igmp | tcp | udp}
IPva 7y v B e s a Va2 RELET,
L, IRTOT e haraxdRe T 558 Xip #HELET,
1. RRT A — 2 HMgR O YA
A TCEEREA,
2. fHDFR EHiH
e <Protocol> :
0~255 (10 £/ 7 e barsHaeiEeLEd,
[%19-1 feEniee 7 o b an4fs (IPvd) ] 2R T ZS0,

{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}
EETIPvA T RLAZEELET,
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permit (ip access-list extended)

TRTOFEEITLIPvE 7 FLAERET D561 any ZHELE7,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOFR EHiH
<Src IPv4> <Src IPv4 wildcard>, host <Src IPv4> 72/ any ZHE L £
e <Src IPv4> <Src IPv4 wildcard> f§ 7€ :
<Src IPv4> IZIZEFIL IPve 7 RLAEFRE L E T,
<Src IPv4 wildcard> (ZIZ IPv4d 7 RV ADOH CEEDOEEZFHFAITHE Y hENLTEUA LR
H— K& IPvd 7 FL AR THRE L7,
* host <Src IPv4> {87 :
<Src IPv4> DFEE—E T 4 NV F &ML LET,
e any f§7E :
EETIPVA T RV RAE T AV Z R LT LERA,
IPv4 7 LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EEILR— FNEFEZRELET,

7o hanun TCPBLOUDP 2047y a v T7,

1. AT X —Z WO Y HME
L (RS E LEEA)

2. fEO EHiH
0~ 65535 (10 #H) F/-idHA— MmEEELET,
FEEFTRE/ AR — MAFRIT TR 19-2 TCP THERRERA— M) BL O [ 19-3 UDP T
EFRER AR — R4 (IPv4) | 2R LT &0,

{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any}
565 IPva 7 FL AR RE L E T,
TRTO5EHIPvA 7 L RAEZIBET 2% G L any #HE L ET,
1. AT A — 2 RO RHHE
B TEEEA,
2. DO E i
<Dst IPv4> <Dst IPv4 wildcard>, host <Dst IPv4> 7213 any 2f8E L £,
o <Dst IPv4> <Dst IPv4 wildcard> 5 7€ :
<Dst IPv4> (2135850 IPv4e 7 RV A ERE L £,
<Dst IPv4 wildcard> (21X IPv4 7 KL ADOH C{EEOEZFFAITH 8y NESLTUA /LR
H— R%& IPv4 7 RLAERTHREL £,
* host <Dst IPv4> f57E :
<Dst IPv4> D5ee—8 a7 4 VH (L LET,
e any fH7E :
i IPvA T FL A% 7 4 VE LT LERA,
IPv4 7 KL A2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
SR — MBS ERELET,
7a Farn TCPBLWUDP Eido4 7y a T,
1. AT A —Z B ORI
72U (Bt LEREA)
2. O EHFFHA

289
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0~ 65535 (10 ) F/IIAR— MaFrEEELE T,
FREFRE AR — NPT TR 19-2 TCP THEFRERA— M) B [ 19-3 UDP T
ERRER AR — R4 (IPv4) | 2R LT 720,

tos <TOS>
ARTA—=21F, TOST74— LK KDEY F3~6D4Ey N THD TOSHEZRREL £,
ZEATY FDOTOS 74—V ROEY F3~6D 4y FEHEELET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. ARoRT A — B ORI
2L (HEME LEEA)
2. (B DFE E i
0~ 15 (10#%) F7/-1ZTOS 4MEFRELET,
FEEFTREZ: TOS £ PRI 58 19-4 FEEATREZR TOS 48k ML T 7230y,

precedence <Precedence>
ANRTGA—=21F, TOS 74—V FKOEM 3y N Th D Precedence fHZFEE L E 7,
ZESRr Y FDTOS 74—/ R L3 By F &k LE9,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT X —Z B O HHE
2L (HEME LEEA)
2. {EDFX E i
0~ 7 (10 %) F721% Precedence 4# %25 E L £,
FRETHE7 Precedence A PRI T3 19-5 #5/E FIHE7ZR Precedence 4 F7) #ZM L T 7230,

dscp <DSCP>
ARTA—=21F, TOSZ7 4+ —NVFD L6y N ThHD DSCPELFRELET,
ZENRTYy FOTOS 74—V R EfI6 By M EHELET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AT 2 —Z B O HE
2L (& E LEEA)

2. D EHH
0~ 63 (10#%%) £7-1%, DSCPA4MEIEEL £,
fRETTREZ: DSCP 4 FrIE T3% 19-6 REFAEZ: DSCP 4] 2B L T 7ZEW,

ack
TCP~v XD ACK 7778107y hOBRHERELET,
7a ha)VNTCP o473 T,
1. AT X —Z B O HHE
2L (S E LEEA)
2. fEOFKE R
L
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fin
TCP ~yZDFIN 7Z7 78107y bOBHERELET,
7o harunTCP 2o+ 7y a v T,
1. AT 2 —Z BRI O Y HE
U (Bt E LEEA)
2. O EHFFHA
2L

psh
TCP~yZDOPSH 7Z 7N 107y hoiZfREL£9,
7o havnTCP 2047y a T,
1. AT 2 —Z BRI O Y HE
2L (Bt LEEA)
2. O EHFFHA
2L

rst
TCP~yZDORST 757N 107y hoizfREL £,
7o haunTCP 2047y a T,
1. AT 2 —Z BRI O HE
72U (B E LEEA)
2. D E A
L

syn
TCP ~yZ D SYN 7Z 71107y b EfEL £,
7o haunTCP 2047y a T,
1. AT A —Z BRI O HE
L (RHEEE LEEA)
2. fEOB TP
L

urg
TCP~y#DURG 7T 7N 1Dy FOMHEZHEEL 7,
70 3N TCP 2047y a T,
1. AT A —Z BRI O HE
L (RHEEFEE LEEA)
2. fEOBEHP
L

vlan <VLAN ID>
VLANID #f5E L £,

permit

ANGA—=ZFA =Y Ry MM ET7 = —ACHH LG R 12T A TT,

1. ART A — 2 B OFHIE
L (ML LEEA)
2. [EOFEFFH
[RTA—=ZIHETE D] 2ZRLTIESV,
user-priority <Priority>

aA—PEEEERELET,
1. AT A — 2 IR ORI

(ip access-list extended)
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permit (ip access-list extended)

2L MBS LERA)
2. fH 0% i
0~7 (10#EF) #HELET,

(3= FEEEFROEE]

L
LBE~DEE]

1= FUBBREINTWARNWT VBRI AN AL Z 72— A A LT-REET Y MY 28T 5 &,
TURNUBA U E T 2 —RTHEASINDETOR], HBE%A v F 72— ATZE LI IP Xy N3 —F1
RSN ET,

[ERFE B R B 221 ]
TR, + IEAICKRSET,

EESEIE]

1. EELT FLRATIAL LRI — RBEUSEET RL AU AL RA— RIZ 255.255.255.255 & ASJ LT- & %
L any & RRLET,

2. 2.K(ELT FLAB XSS T F L AIZ nnn.nnn.nnn.nnn 0.0.0.0 & AJJL7= & %1% host

nnn.nnn.nnn.nnn & Fox LET,
3. tos B L W precedence & dscp DRIFFRTEIXTE FH A,

2

(BEa< Y K]

1p access-group

ip access-list resequence

deny (ip access-list extended)

remark
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permit (ip access-list standard)

permit (ip access-list standard)

IPva 7 RLRTZ 4 A ETOT VB ARHETHELEEREELET,

[AARH]

THMOBRE « AR
[<Seq>] permit {<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}

E o Bk

no <Seq>

[ABE—F]

(config-std-nacl)
[/85A—%4]

<Seq>
7 4V EEOBAIERFERE L ET,
1. AXT X — 5 BUEREO WA fE
77 AY A MNIZEER 2 WA, FIEMERE 10 T,
FUERELTHIHEE, RELTHIEMNERFORAME+10 T,
72720, EHNEFE ORRIEDS 4294967285 L 0 K& WMEOHAIIEK TE £ A,
2. EOE B
1~ 4294967295 (10 #%) ZfETLE7,

{<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}
IPvd 7 KL AERELET,
TRTOIPvA T RLRAEZET %A X any ZHE L £
1. BT A —ZHMKOHHE
B TEETA,
2. EO EHBH
<Src IPv4> [<Src IPv4 wildcard>], host <Src IPv4> £7-i% any 24 E€ L £7,
e <Src IPv4> [<Src IPv4 wildcard>] $57E :
<Src IPv4> 21X IPv4 7 FL AZREL £ T,
[<Src IPv4 wildcard>] IZ1Z IPv4 7 RL ADH LR DEEFTFAITHE Y AL TRTA LR
—R%&IPva 7 FLARATHRELET, Bl L72%HE 1L <Src IPve> OFEE—B &2 7 4 V4
FfE LET,
* host <Src IPv4> $57E :
<Src IPv4> D5 2—8KE 7 4 VEFHELET,
e any fH7E :
IPva 7 RL A% 7 4 VEKELIZLER A,
IPv4 7 R A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

[2< 2 FERSEFDENE]

L
[BIEE~DEE]

1= P HEEINTWRWT IR A MV F 72— A A LIEREETC= N ZBINT 5 &,
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permit (ip access-list standard)

TURIBA H T 2R A EINDETOR], HEA ¥ 72— A TEZIE LR IP X7y MR —REH
WCEEINET,

[EREE D [ BR 2 ]
REMA TR, TICEAICKMSNE T,
CEEFIE]

1. 7 VAU AL RH— RIZ 255.255.255.255 L AJjL7- & ZiTany EFERLET,
2. 7 RV AIZ nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7z & %13 host nnn.nnn.nnn.nnn & F/Rr LET,

[(A&Ea<> K]

1p access-group

ip access-list resequence

deny (ip access-list standard)

remark

294



permit (mac access-list extended)

permit (mac access-list extended)

MAC 7 A4 NVE TOT 7B A ZFHA+TH5582EELET,

[AARK]
THMOBRE « AR
[<Seq>] permit {<Src MAC> <Src MAC mask> | host <Src MAC> | any} {<Dst MAC> <Dst MAC

mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu } [<Ethernet
type>] [vlan <VLAN ID>] [user-priority <Priority>]

THHOHIBR

no <Seq>

[ABE—F]

(config-ext-macl)
[N A—4]

<Seq>
T4 NEEEOERIEFEEELET,
1. ART A — AR OYTHME
T 72 AU A NRIZEEDNRVES, PIHIEIE 10 T°F,
SMEERE L THDIEA, BELTHIHAIEFORKIE +10 T,
72721, JsEFERE O I RS 4294967285 L 0 K& WEOSEAIIER TE $H A,
2. fEOERG
1~ 4294967295 (10 #%) ZIHETL £,

{<Src MAC> <Src MAC mask> | host <Src MAC> | any}
EEITMACT RLRAEZHEELET,
TRTOFEEFEILMAC Y FLRAEHET 258 L any ZHEELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. DR E i
<Src MAC> <Src MAC mask>, host <Src MAC> £7-(% any ##5E L £,
e <Src MAC> <Src MAC mask> #§7& :
<Src MAC> (213 #FEE MAC 7 RL A ZHELE T,
<Src MAC mask> |ZIZ MAC 7 KL ZAOH TEEOMEEFTRTHE Y NENVTR~vRA T %
MAC 7 FL AR THEL T,
* host <Src MAC> i 7€ :
<Src MAC> OFEAL—EE 7 4 NV H &ML LET,
e any f5E :
EEILMACT FLRAZ T A NVERMEEITLERA,
MAC 7 KL 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{<Dst MAC> <Dst MAC mask> | host <Dst MAC> | any | bpdu | cdp | lacp | 1ldp | oadp |
pvst-plus-bpdu }

S5 MAC 7 RLAZELET,

TRTO5LHEMAC 7 FLRAEZIBET 258X any #HELET,

1. AT X —Z BRI O HE
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B TEERE A,
2. AH DX E i P
<Dst MAC> <Dst MAC mask>, host <Dst MAC>, any, bpdu, cdp, lacp, lldp, oadp F721%
pvst-plus-bpdu ##EE L 7,
* <Dst MAC> <Dst MAC mask> #5 /€ :
<Dst MAC> (213585 MAC 7 RL A EZRE LE T,
<Dst MAC mask> |ZIZ MAC 7 KL ZAOHF TEEOMEEZFFTHE Y NNV TR~vA T %
MAC T FL AR TRHRELET,
* host <Dst MAC> }5 & :
<Dst MAC> DZEE—EE T 4 VEZEMEE LET,
e any fi/E :
569 MAC 7 NL A% 7 4 VEGMELITLERA,
e bpdu 57F :
BPDU il N7 > b7 4 NV SEEELET,
e cdp fEE :
CDP filffi N7 v b a7 4 W Z L LET,
e lacp F57E :
LACP il 8 v b7 4 VB EIEE LET,
o lldp f67E :
LLDP /8> N7 o VA2 GEE LET,
e oadp F57E :
OADP il b a7 4 V2L LET,
» pvst-plus-bpdu F&7E :
PVST+ il v &7 4 VB &MEE LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E%0)

<Ethernet type>

A=V Ry NIATHEZELFA YRy VA TEHERELET,

1. AT 2 —Z B O HE
2L (S E LEEAL)

2. fEOFKE R
0x0000 ~ Oxffff (16 #¥) F/-idA —V x>y WA T4HERELET,
FEEFHRER A — Ry NE A TARRT R 197 BEWRRA —V Ry N1 TEH 25RL
TLIEEW,

vlan <VLAN ID>
VLANID #$5E L £
KRG A—=HNIA =DV Xy MM U F 72— REH LTZGETE08%TT,
1. AT X —Z B O HME
2L (S E LEEA)
2. {EODFX E i
(NI A—ZIZIBETE L) 2L T ZE 0,

user-priority <Priority>
a—PEEEERELET,
1. ART A — 2B OXTHIE
L (S E LERA)
2. AH R E i B
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permit (mac access-list extended)

0~7 (10 #%) ZFHRELET,

[2< 2 FERSEFDENE]

2L
[BIE~NDFE]

1 PV BBRESNTWRNWT IV BAY A N2 A U H 72— R WA LTIRECZ N 2BINT 5 L,
T RNYUBAUE T 2= RTHEAIND ETORM, Y%A ¥ 72— ATRE LIa/r v MBR—IZ
BEEINET,

[EREMED IR E2HE]

REMEFH, TICERICKBENET,

CEEEIE]

1. HEILT FLABLU%ESET KL A2 nnnn.nnnn.nnnn fiff L & A L7z E Eidany EERLE
ﬁ—o

2. FEET L AT m harBRREETITHETE D7 H haLvbHROT FLRAERE L TV DHEHAETT
7 haABEFR T LET, 58%ET RLAZRETE 57 7 ha Ao 7 RLAL 1 19-8 5
FEARE/25E5E MAC 7 RL AL FR) 22 L TS, ERUAOREE LT FLABIUGEET R
A {Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7z & &3 host nnnn.nnnn.nnnn & F R L E7,

(BEEa< > K]

mac access-group

mac access-list resequence

deny (mac access-list extended)

remark
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remark

remark

TI7EAYANOMBHAEZRELET, 778AV A MIFXIPvA T RL AT 4 L Z £7213 IPvd 47 >
M7 4%, MAC 7 4L EZ3HY £,

[ANRH]

HHMORE « 228
remark <Remark>

RO HIFR

no remark

[AAE—F]

(config-ext-nacl)
(config-std-nacl)
(config-ext-macl)

(NS A—=4]

<Remark>

ANE—RICEORIGERDT 78RV A MOMEFHPAZHRELE T,

—D2DT 7EAY A MK LTATETREREETT, BEANLEGAIE EEXIZRY £,

1. AT X —Z B O HE
FIHMEIE Null ©F,

2. fHOFKE R
64 SCFLUNDOIFHITHRE L TS 72 &0, RE AR FITONTIE (N A—Z|TIFETE S
] 2L TIEEN,

(2~ FEEEROEE]

2L

EE~NDEE]

L

[BREED R BREZH]

BEMAER, TICEMICKB®RSNET,
CEEFIE]

2L

[(BEa~<> K]
ip access-list standard
ip access-list extended

mac access-list extended
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QoS

HETEHEMBLUE

ip gqos-flow-group

ip qos-flow-list

ip gqos-flow-list resequence

limit-queue-length

mac qos-flow-group

mac qos-flow-list

mac qos-flow-list resequence

gos (ip qos-flow-list)

gos (mac qos-flow-list)

gos-queue-group

qos-queue-list

remark

traffic-shape rate

control-packet user-priority
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HETEEMBLUIE

HETESDEME L WE

B0 kra)L&# (IPv4)
IPva D70 ha L &FiE LT, HECEXIAHERDEICTLET,

% 20-1 {EEAAEZ T A FOJLEFR (IPv4)

JobkaLgHh »&7TO0raLES
ah 51
esp 50
gre 47
icmp 1
igmp 2
ip FTRTHOIP Fu han
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

WR— & (TCP)
TCP TIRETE 5K — ME, RORISRLET,

% 20-2 TCP TiEEWREMARR— FRFER

R— F & HER— P BB L UVES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
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HETEZBMB LB

R— & HER— F BB LUVES
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacst Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

WAR— ~&F (UDP)

UDP THEETE 2R — Mz, RORITRLET,

= 20-3 UDP TIiEEARELAR— F&FR (IPv4)

R— & HER— BB L VES
biff Biff (512)
bootpe Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
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HETEEMBLUIE

R— +&# HER— F BB LUVES

nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)

W TOS &%

RETE 2 TOS Afrz, WORITRLET,

& 20-4 $EEFRIAELR TOS &%

TOS &% TOS {E
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

B Precedence & i
R T& 5 Precedence &4 ¥i%, IOKICRLET,

& 20-5 $5EFIHEL Precedence & #i

Precedence & #5 Precedence &

critical

flash

flash-override

immediate

internet

<N | OO N A~ W] Ot

network
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HETEZBMB LB

Precedence £ ¥

Precedence {E

priority 1
routine 0
B DSCP &%
fEETE 2 DSCP A&, IROFITRLET,
£ 20-6 1EEFIHEYL DSCP & #5
DSCP £ #q DSCP f&
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46
WA—HRy b2 A TEH
BETEDA—F 2y ML TAHE, ROKITFLET,
+®20-7 IEEAIREEA —F v b EA TEH
A—YFy bB A TH] Ethernet fi& =&
appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp — % GSRP #ll#Hl > M 7o —kt LET
ipvd 0x0800
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HETEEMBLUIE

A=Yy b2 A TEFR Ethernet {& 2]
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

HEX AL TWERA,

M3E5%E MAC 7 KL REFR

FRETE 555 MAC 7 R L A4 # %, IROFITRLET,

& 20-8 1REFRIRELFESE MAC 7 F L REHR

BET FLRIEE B/ET FLR BET7 FLRAIRY

bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
1ldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
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B QoS 70— X FHIZDINT

QoS 77—V A+, 7u—RKRHBIOEMERETY MU BOBEHICHOWTIL, BUTFE2BRLTLES
AN

B QoS 7A—1) X MMERLHK

QoS 7 — Y & MEREKIL, UTFDa~r RokEcd,

* ip qos-flow-list

e mac qos-flow-list
B QoS 7A—Y R FEEH
QoS 7r— VU R MREHIL, LTOa~y FTRET 5 QoS 7u—U X ORI TT,

* interface fastethernet / gigabitethernet / vlan T ® ip qos-flow-group

* interface fastethernet / gigabitethernet / vlan T ® mac qos-flow-group

HQoS 7O0—1R MK

QoS 7r—VU A MLIE, QoS 7u—VU X FREH L, KM QoS 7u—U X MEEE O EETT, *&
M QoS 7 —U 2 MERMEEIZ, W QoS 7r—U X MEKE ¥ Liza~ 2y FTHERS I QoS
Zu—UZ2+DH5H, TRQoS 7u—U A MREH IZHZELa~vry RebBBEINARNnY 2 hOT

7,
BOO0O—RBREEFHESIUVBEEEIY FUH
7o — A L OEESET Y F U, UTFoa<y FORKTT,

* qos



* ip qos-flow-list

¢ mac qos-flow-list

M QS JA—YR MDAV T4 L—> 3 U CHREARELGRAIV MY

QoS 7u—U A M :

PEEAAET, IPv4, MACD QoS 7 —U X &K K512 RV

7 — &R LOBERE= > MY K

HETEZBMB LB

*

!

IPv4 QoS, MAC QoS Z &2, 7w —iti&fld L OBERRE M2 5@ 2R THRK 1024 = ~ Y

QoS 7 —V X MIELTIE, LEOENC lar 747 b— a5 K Vol 3.2 INAESM:) 1Z50#H

TOHIRPFELET,

B QoS 7A—Y R FDFEHH

QoS 7 —V A MO MBFIE, KORITRLET,

%209 QoS 7O—U R FHDOEHLSH

ERTEBHI QoS 7A—1) QoS 7A—1) 70—
R MEREH A+ BEEER
QoS 7r—U A N AAA Z{ER LT, 41 —H¥*y hA 1UAF 1URXhK 2 U XK
VA7 x—2A 0/1 ® inbound (2% T
interface fastethernet 0/1
ip gos-flow-group AAA in
ip gos-flow-list AAA
10 gos tcp any any action cos 5
20 gos udp any any action cos 4
QoS 7r—U A N AAA Z{ER LT, /A1 —H%*y bA 2 UK 2 U R b 2 YAk
VB2 7 x2—A0/1 & 0/2 ® inbound IZFXE
interface fastethernet 0/1
ip gos-flow-group AAA in
interface fastethernet 0/2
ip gos-flow-group AAA in
ip gos-flow-list AAA
10 gos tcp any any action cos 5
20 gos udp any any action cos 4
QoS 7r—U A N AAA Z{ER LT, 41 —H¥*y hA 2 UK 2 U R b 4 YAk
Y H7 2 —2A 0/1 @ inbound (2 7% E
QoS 7m—U 2 BBBAEEHK LT, A —% %y hA
VAT x—2A 0/2 @ inbound (2% T
interface fastethernet 0/1
ip gos-flow-group AAA in
interface fastethernet 0/2
ip gos-flow-group BBB in
ip gos-flow-list AAA
10 gos tcp any any action cos 5
20 gos udp any any action cos 4
ip gos-flow-list BBB
10 gos udp any any action cos 4
20 gos tcp any any action cos 3
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HETEEMBLUIE

REH

QoS 7@—1Y)
R MMEREK

QoS 7O—1)
R MEREH

QoS 7O—1)
2 b

JO0—#%
ENEfRE R

QoS 71—V & M AAA ZERLL T, A —V 2y
V' H 7 = —A 0/1 ® inbound |ZF%E
QoS 7 —U A NBBBAZEKLT, £ ¥ 7 x—2A
U@ L7

interface fastethernet 0/1

ip gos-flow-group AAA in

ip gos-flow-list AAA
10 gos tcp any any action cos
20 gos udp any any action cos

INNe)l

ip gos-flow-list BBB
10 gos udp any any action cos 4
20 gos tcp any any action cos 3

PR

1UAFb

PR

4 Y2k

QoS 7u—U A MAAA ZF LT, A FT7=—RA
W L7

ip gos-flow-list AAA

10 gos tcp any any action cos 5

1UAb

0UAB

1Y Ab

1V AR

306



ip qos-flow-group

ip gos-flow-group

A=Y Xy MU Z T2 —AFEIIVLAN A % 7 =2 — 2% LT, IPv4QoS 7 —Y A M&#EH LT
QoS tREEZ AT L £,

[AAFH]

THHDOFRE
ip qos-flow-group <QoS flow list name> in

RO HIR

no ip qos-flow-group <QoS flow list name> in

[AAE—F]

(config-if)
[/85 A —%]

<QoS flow list name>
IPv4 QoS 71—V A M BREHE L E 7,
1. AT A —Z BRI O HME
A TEEREA,
2. fEOFEHIH
3~ 31 XFUNTHELET, HEFRRZRLTICONTIL NI XA—Z|ZIRETX 5E] 22K
LTL7ZENY,
in
Inbound Z#E L £,
in : Inbound (ZAZMIDHEE)
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOF EHiH
L

[2< 2 FERSEFDENE]

2L

[BEE~DFE

1. system function 2~ FREA T qos WREINTWRWES, Kavr RIIRETEETA,
(system function =~ RRRFEDOH AL, FETEZET,) [AX1250S] [AX1240S]

2. F—A L HT72—R K LT—2ODIPv4 QoS 7 —U A MRRETEET, A1 —V Xy hA ¥
7 x—A, VLAN A % 7 = — ZA|Z# T 5356 13K 64 0T,

3. FEELRWIPvA QoS 7 u—U A A ERE LIS A I MLEEL £ A, IPv4 QoS 7u—U & |k
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ip qos-flow-group

LFMTERR SN E T,
4, 7 —RHHE—RIZLDHREDAHEEROEIIRLET,

#£20-10 JO0—RBRHEE—FIZLBHEDAE (IPv4)

JO—HEE—F BREDAE
{A—4%y b VLAN
layer2-1 X X
layer2-2 @) @)
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LB O : BEFMH X : ZERT
5. Al—DA L HF 7 2—RAIH L TIDaA~vy FTHESNNTWALEITHETEETA, WoTlzi, HIBR

LTHBREILRD £7,
6. A=V %y b ¥ 7 2—ACKH LTHEATHEAIE, 7o —HHEMHIC VLAN RT A= R1H5 &

x, WHTLA Xy b F 72— ZAORENFIZVLANID BNEENTWIUITRETE ET,
7. VLAN £ > % 7 = — A L CHEAT 384T, 7o —RHSEMEIC VLAN 285 A — X2 R WEEST71T

WETEET,
8. —HBD/N v ML QoS HEREDXZA T, FEMC O W TIE, Tarv 74 7L —v a4 KVol23 7

a—filil] 2R TTEEN,

[BEa~< > K]

ip qos-flow-list



ip qos-flow-list

ip gos-flow-list

QoS D7 v —HEHIB LR ELRET 270D IPv4 QoS 7 u— VU X M &E L £ 7,

QoS 7 r—U A M, 7u—RH&AfRS LUBEREE=Y U EKIZONTIE, TH QoS 7r—U 2 Mz
DNT] ZBML TSN,

[AAFH]

THRORE - BH
ip qos-flow-list <QoS flow list name>

THHOHIBR

no ip qos-flow-list <QoS flow list name>

[ABE—F]

(config)
[INTA—=42]

<QoS flow list name>
IPv4a QoS 7 — U A MAREZRE L E 7
1. AT X —Z B R O Y HUE
B TEETA,
2. DO E i
3~ 31 WFLINTHRELE T, HEMRARFTICONWTE NI A—XITBETX 5 258
LTSN,

[3< 2 FEERREFDEIE]

7L

[BIE~NDEE]

2L

[BREMED R BR 2]

REMAER, T ICEMCKBSIET,
CEEFEIA]

TERLHE 7D QoS 7 u— I X MEAFRITIEE CE EX A,
[BE&Ea~< > K]

ip qos-flow-group

ip qos-flow-list resequence

qos (ip qos-flow-list)

remark
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ip qos-flow-list resequence

ip qos-flow-list resequence

IPv4 QoS 7 v — U X NADEMNEFF D> —r v AF G HRELET,

[ANRH]

THWMORE - BE
ip qos-flow-list resequence <QoS flow list name> [<Starting seq> [<Increment seq>] |

[AAE—F]
(config-ip-qgos)
[T A—=4]

<QoS flow list name>
EHFT5HIPv4QoS 7u—U A NEMHERELET,
1. AT X —Z B O HME
A TCEEREA,
2. fHDFR E HiH
3~ 31 WFLNTIRE LET, HEARERLFEICONTIE [RIA—FTRETEHH] 251
LTL SN,

<Starting seq>
Bt — o VAF S ERELET,
1. AT X —Z B ORI HE
HIIEIL 10 TT,
2. fEHDFR EHiPH
1~ 4294967295 (10 %) Z#HEE L LT,

<Increment seq>
V=AY A MEERELET,
1. AT X —ZH SR ORI
WAL 10 T
2. fEOFRE L
1~100 (10 ) ZHEELET,

[O7 2 FERREEDEIE]

L

BE~NDEE]

2L

[EREE D Sz PR 2244 ]

REEAFER, +IGERICKMENET,
EEEIE]

L

(BREa<7 > K]

ip qos-flow-list
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limit-queue-length

limit-queue-length

YR — FORRKEEF 2 —REEEBRMTHRELET,
Ko~ FEME, EIREFREHFRLZE T, F2—K 32 TEMELET,

Kazwr i, N—FU=7 ORANREBERMELZRET 20D THL720, RELTHITHE 2 FEE
TOBENH Y ET,

[AARK]
THROBRE - BH
limit-queue-length <Queue length>

E OBk

no limit-queue-length

[ABE—F]

(config)
[T A—%]
<Queue length>

WHEAR— FDIRRF 2 —RERELET,
1. KT A — 2 IR ORI

AT EE A,
2. HOHEEFH

32, 128, 728 DW\T N nEIEiE
[O<7 Y FEBREDOENE]
FIEBEBOXKR— FOEEX2—EI, 32 TEHEL £,
LREE~NDFE]
AIEEOFREB N SLEICRY 9, REEOHEHNGE TT5E T, KREELZRATI@EIIEELET,
[ERTEE D Bk E2 4]

REMEEELIESHEE, av 747 b—varz2RFELEHE T, AEELZHEH L TIEI, Hil
9oL, WEMEMEMRICKBRSNES,

[EEEE]

1. Ra~vr FANKR, TROAyE—VRFRSNET, hoar 747 b—varas s FeANTS
ANC, REEZRSFELALEBZFESDH L TIZEW,
Please execute the reload command after save,
because this command becomes effective after reboot.

2. RKa<wr REHRETDHHIC, qosqueuelist 3~ RTAYVa—U U 7E—FPQERTELTLLES

c MDA F TV a—I v TE— FTIIHETET T A,

EEX2—RE R2ICEKELLLGEL, FKETT,

3. no A~y RTHIBRLZHE, A7 Va—Y 27— ROl 7,

4, Ka< K Tuif‘fn«*v:—ﬁé’ B2ITHRET D&, FEF2—RITRO LB L2 £T,
Faz—1~F=2—8:32

5. Aa~vry FTEFEF2—REZ128ICHRET DL, EEFa—RIEIROLEEY L0 7,
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limit-queue-length

Fa—1~F2—4:128
¥a—5~%=2—8:0
6. Aav U RTEEF2—RE 128 ICRET DL, REF2—RITIKOEBY &RV ET,
Fa—1:728
Fa—2:32
Fa2—3~%=2—8:0

(BEEa<T Y K]
qos-queue-list

flowcontrol
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mac qos-flow-group

mac qos-flow-group

A—H Ry MM U F T2 —RAFERILIVLAN A U # 7 =2— 2% LT, MACQoS 7u—U X h&i#H L,
QoS tREEZ AT L £,

[AAFH]

WHORE
mac qos-flow-group <QoS flow list name> in

RO HIR

no mac qos-flow-group <QoS flow list name> in

[AAE—F]

(config-if)
[/85 A —%]

<QoS flow list name>
MAC QoS 7u—VU X NEFREfRELET,
1. AT A —Z BRI O HE
A TEEREA,
2. fEOFEHPH
3~ 31 XFUNTHELET, HEFRRZRLTICONTIL NI XA —Z|ZIRETX 5E] 22K
LTL7ZENY,
in
Inbound Z#E L £,
in : Inbound (ZAZMIDHEE)
1. AT X —Z WO Y HME
AR TEEE A,
2. fEOF EHiH
L

[2< 2 FERSEFDENE]

2L

[BEE~DFE

1. system function 2~ FREA T qos WREINTWRWES, Kavr RIIRETEETA,
(system function =~ RRRFEDOH AL, FETEZET,) [AX1250S] [AX1240S]

2. Fl—A v H 72— X LT—2DMACQoS 7 —U A MRRETEET, A1 —V Xy b X
7 x—A, VLAN A ¥ 7 = — AT T 5356 13K 64 0T,

3. FEELRVWMAC QoS 77—V A MMHERE LEEBAIXMMLEEL EH A, MACQoS 7u—1U 2 |
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mac qos-flow-group

APRIRERSNET,

4, 7 —RHHE—RIZLDHREDAHEEROEIIRLET,

£20-11 JO—BHE—FICLEREDTAE (MAC)

ZEATJO—BEE—F T
4=y b VLAN
layer2-1 0 S
layer2-2 » »

314

LD O : BEmHE X RER
5. Al—DA L F 72— L TZDavy FTRESN TV O LBITRETE EHA, Wolzh, HIER

LTMHBEEILRD 7,

6. 1 —V Xy "MV T7x—RIx L THAT 2561, 72 —MHRIHGMHIC VLAN ST X =235 5 &
x, WHTLA Xy b F 72— ZAORENFIZVLANID BNEENTWIUITRETE ET,
7. VLAN A > #Z 7 = — 212 L CHEMAT 2 5HE81E, 70 —HRHESEMEC VLAN 85 2 —Z NRWEE 72T

RETEET,
8. —HRD/r v MiE QoS HEEED XA T, IOV TR, Tarv 747 L—v a1 K Vol23 7
o—ifilffl] 2SR TIEIN,

[BEa~< > K]

mac qos-flow-list



mac qos-flow-list

mac qos-flow-list

QoS D7 v —HEtI LB ELRET 570D MAC QoS 7r—Y A F&{ER L £,

QoS 7 r—U A M, T u—RH&fRs LUBEEE=Y U EIZONTIE, TH QoS 7r—U 2 Mz
DNT] ZBML TSN,

[AAFH]

THRORE - BH
mac qos-flow-list <QoS flow list name>

THHOHIBR

no mac qos-flow-list <QoS flow list name>

[ABE—F]

(config)
[INTA—=42]

<QoS flow list name>
MAC QoS 7r— U X NAFRERRELET,
1. AT X —Z B RO Y HUE
B TEETA,
2. DO E i
3~ 31 WFLINTIHRELET, HEMRARFICONWTIE NI A—XITRETX 5 258
LTLEEN,

[a< > FEREFDENE]

L

[BIE~NDFE]

L

[E%7E B 0D = B 224 ]

BREMAETS, T ICERICKBENET,
CFREIE]

1. fERHE 7D IPv4 QoS 7 m— Y A MAFRNIHEE TE A,
[(BEEa~w > K]

mac qos-flow-group

mac qos-flow-list resequence

gos (mac qos-flow-list)

remark
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mac qos-flow-list resequence

mac gos-flow-list resequence

MAC QoS 7 — U X FADEMNEF D> — 7 o AF S E2HRELET,

[ANRH]

DB « 23
mac qos-flow-list resequence <QoS flow list name> [<Starting seq> [<Increment seq>] |

[AAE—F]
(config-mac-qgos)
(/85 A—=4]

<QoS flow list name>
EHFT5HMACQoS 7r—U XA NEHERELET,
1. AT X —Z B O HME
A TEERE A,
2. fHDFR E HiH
3~ 31 WFLNTIRE LET, HEAMRERLFEICONTIE [RIA—FTRETEHH] 251
LTL SN,

<Starting seq>
Bt — o VAF S ERELET,
1. AT X —Z B O HME
HIIEIL 10 TT,
2. fEHDFR EHiPH
1~ 4294967295 (10 %) Z#HEE L LT,

<Increment seq>
V=AY A MEERELET,
1. AT X —ZH SR ORI
WAL 10 T
2. fEOFRE L
1~100 (10 ) ZHEELET,

[O7 2 FERREEDEIE]

L

BE~NDEE]

2L

[EREE D Sz PR 2244 ]

REEAFER, +IGERICKMENET,
EEEIE]

L

(BREa<7 > K]

mac qos-flow-list
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gos (ip qos-flow-list)

qos (ip qos-flow-list)

IPv4 QoS 7 r—U A hTO 7 u—fitsft, BIUBMERELREL £,

[AARH]

fEMOBE « BHE
[<Seq>] qos { 7 v — it Geft § [ EEHEIE ]
o 7 u—frhZ&Mt

A7 v k=L TCP, UDP LS OS5A
{ip | <Protocol> | icmp | igmp } {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | anyH<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [{ [tos <TOS>] [precedence <Precedence>]
| dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

Efr7 v k3’ TCP oa
tep 1<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any} [eq <Src port>] {<Dst IPv4> <Dst
IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [ack] [fin] [psh] [rst] [syn] [urg] [{ [tos
<TOS>] [precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority
<Priority>]

A7 m k2 UDP o4
udp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any} [eq <Src port>] {<Dst IPv4> <Dst
IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [{ [tos <TOS>] [precedence
<Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

o BIfEfEE

action [cos <COS>] [replace-user-priority <Priority>] [replace-dscp <DSCP>]

B O Bk

no <Seq>

[ABE—F]

(config-ip-qgos)
(/X5 A—=%]
<Seq>
TERB L OER T2 QoS 77—V X "ANOEHIEFZHE L ET,
1. AT A —Z BRI O HE
QoS 7 r— U A AIZEHR 720 GE, #FIHMEIE 10 TT,
FUEEBRELTHIYGE, RELTH AN ORKIE+10 TY,
72720, WA DR KRIEDS 4294967285 LV KX VMEZ T LG EITAIE TX EHA,
2. fEOFE R
1~ 4294967295 (10 #%) %#fELET,

{ip | <Protocol> | icmp | igmp | tcp | udp}
IPv4 "7y RO B 7w b a VG EE L E T,
7L, IRTOT e haradRe T 558l 2EELET,
1. ARRT A —HHWERE ORI
BIETEEE Ao
2. fEOFE R
¢ <Protocol> :
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gos (ip qos-flow-list)

0~ 255 (10#%) F/HII7 o haE4HaEREELET,
(% 20-1 fEEFHREZR 1 ha4fr (IPv4) | 2R L T ES,

{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any }
EETLIPvA 7 RLAZEEELET,
TRTCOEFETIPvA T RLAZIBET %G T any 2 ELE T,
1. AT X —Z B O HME
B TEERA,
2. fHDFR EHiH
<Src IPv4> <Src IPv4 wildcard>, host <Src IPv4> £7-{X any ##E L £,
» <Src IPv4> <Src IPv4 wildcard> {5 7E :
<Src IPv4> [ZIXEFIL IPvAe 7 RV AZHBELE T,
<Src IPv4 wildcard> 21X IPv4 7 RL ADOHF THEEDEEZFFAI T2 8y NESLTEY AN R —
K% IPv4 7 RL AR THREL £,
* host <Src IPv4> {§7E :
<Src IPv4> O5EL—F & 7 o —RSEMHEE LET,
e any f&7E :
EETLIPvA 7 KL A& 7 o —RHEF LT LER A,
IPv4 7 KL A2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EETXR— M EFERELET,

7v FalNTCPBLURUDP ZFoA v 3 T,

1. AT X —Z BRI O HME
2L (HEHE LEEAL)

2. B EHiPH
0~ 65535 (10 #4) F/IA— MaFrafaE L £,
FEEFRE/e AR — MAFRIT [5£ 20-2 TCP THRERRERA— M) B £ 20-3 UDP T
ERRER AR — R4 (IPv4) | 2R LT 7Z&E0,

{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any}
5645 IPva 7 FLAZFEE L £7,
TNTORSEIPvA T RV AEIRET S5 6 any ZHEEL £
1. AT X —Z B O HHE
HIETEERE A,
2. {EDFX E i
<Dst IPv4> <Dst IPv4 wildcard>, host <Dst IPv4> F£72/3 any Zf5E L £,
* <Dst IPv4> <Dst IPv4 wildcard> 5 :
<Dst IPv4> (T1350%: IPv4 7 R L A& $EE L £ 7,
<Dst IPv4 wildcard> (ZIX IPv4 7 RL ZAD P TEEDEEZ AT 5y &L TRU AV Rh—
F% IPvda 7 RL AR THRE L £ 7,
* host <Dst IPv4> 8 7€ :
<Dst IPv4> OFEL—EE 70— & LET,
e any f&7E :
SESEIPvA 7 R Az 7 n—HAMF LI L EEA,
IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
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gos (ip qos-flow-list)

LR — PEBEEIRELET,
7a haLBTCP BLOUDP Ziro4 7Y a T,
1. ARoRT A — MR O XTI
L (RHEFEE LEEA)
2. fEOERMH
0~ 65535 (10 #4) F/dA— MaFraEdEEL £,
FEEATRE/ 2 R — MAFRIC OV TIE, 15 20-2 TCP THEERRERR— FFR BLO 3 20-3
UDP THeEMRER AR — PR (IPv4) ] 2L T Z3 0,

tos <TOS>
ARFGA—=H1L, TOS7 4 —/LRDOEY F3~6D4tE >y hTHDTOSEAEFEELET,
EZEANTY FOTOS 74—V ROy F3~60D 4y Mg LET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT A —Z BRI O HME
L (RHEEFEE LEEA)

2. fEOF E R
0~ 15 (10 #%) £7/-1Z TOS 4#EHREL £,
FBERFEET: TOS AFRCOWTIE, #2204 $HEFEEZR TOS 4 H) 2S5 LTI 7Z30,

precedence <Precedence>
ARNRT A—=21%, TOS 74—V KO LA 3 By hToH D Precedence [EEFRE L 7,
WAy FDOTOS 74—V R EML3 By b EHERLET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT X —Z B O Y HME
L (RS E LEEA)
2. DO E i
0~ 7 (10 %) F721% Precedence Z#%&45E L £,
FRE A HE7: Precedence A FMZ DWW TIL, 2 20-5 $HEAIAE7R Precedence 4] #&M 1L TL
FEW,

dscp <DSCP>
ARFTA—=H21%, TOS 74—V KDL 6 By hTHD DSCPEEZREL £,
ZESYY FOTOS 74—V REMG6E Y M LET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | - |

L. A/ST A — 2 B O Y1 A
el (RS E LEEA)
2. fEORBEHH
0~63 (104 F7-1X DSCP AF&iREL £,
fREATAEZR DSCP A FRIC DWW T, [ 20-6 fEEAHEZR DSCP 48] 22 ML T 7280,

ack
TCP ~vy XD ACK 77 7N 1 D7y hOBHEIEELET,
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gos (ip qos-flow-list)

Za ha /RN TCP 247 v a T,
1. AT X —ZEWR O HME

2L (HEME LEEAL)
2. D% E &

L

fin
TCP ~vZDFIN 7Z 708107y bOBHERELET,
Za ha /RN TCP 2047 v a T,
1. AT X —ZEWR O HME
2L (HEEE LEEA)
2. D% E &P
L

psh
TCP~y XD PSH 777N 107y hoHERELET,
7u ha LN TCP D47 a3 TY,
1. AT X —Z B O HME
2L (HEFE LEEAL)
2. D% E &P
el

rst
TCP~yXDRST 777N 10Oy hOmHERELET,
7u ha LN TCP D47 a3 TY,
1. AT X —Z B O HME
2L (HEFEE LEEA)
2. {EDFX E i
el

syn
TCP~y XD SYN 7T 7M1y hOMHEERELET,
v ha LN TCP D47 aTY,
1. AT X —Z B O HHE
2L (S E LEEA)
2. {EDFR E i
L

urg
TCP ~vy#DURG 75708107y FoHE#RELET,
7u haLNTCP IEF D47y a 0TI,
1. AT 2 —ZBEOYIHE
oL (S E LERA)
2. fEOR EHH
L
vlan <VLAN ID>
VLANID ##5E L £
KRG A= FIA =Xy MM U H 7 2—REH LIRS T0A%TT,
1. AT X —Z B OYIHE
oL (S E LERA)
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gos (ip qos-flow-list)

2. fEOFE R
R A=—ZIHRETE HE] 2L TSN,

user-priority <Priority>
2 PEEEAEE LET,
1. ART A —Z RS ORI
L (LS LEEA)
2. B O FRE i B
0~7 (10X #fRELET,

BENS A4

action
ENRTA—FERE, BERTLHAITUTARNT A —FZEENT A —FBEOEHICEEE L TS
7230,
1. AT A —Z BRI O HE
L (MFEEEZ T 258 ITER TEELA)
2. fHOF EHiH
L

cos <COS>
HEENOBIEEEZ RTA T v 7 A (Cos) #RELET,
1. AT X — 2B R O Y HUE
F7HN D COSTHERVET, T 74/ D COSEIZONWTIE Tav 74 L—va A
FVol.2 3.7.1 COSfl] &ML TN,
2. (B OFR E i
0~7 (108 ZHEELET,

replace-user-priority <Priority>
I—PEEEOEIRMEEIEELET,
ZE LTy b O — B % FREE <Priority> IZEZ#ix 97,
1. AT X —Z B O Y HME
7L (—VPERELEXMIEEAL)
2. fEOR EHiH
0~7 (108 ZHEELET,

replace-dscp <DSCP>
DSCP H &z fEA+EE L £,
ZE LTy D DSCP 7 4 —/V K%, {8 <DSCP> ICEXX 7,
1. AT X —Z B O Y HME
72L (DSCPEZEXMHX EHA),
2. fEOFR EHiH
0~ 63 (10 #%#) F7IXDSCPAMEFRELE T,
fBE I EE7e DSCP A MRIC DWW T, 3K 20-6 FEEFEEZ: DSCP 4Fr) 2L TS X0,

[2< > FERSEDE)E]
L
[BRIE~DEE]

L
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gos (ip qos-flow-list)

s
Hl
[t
S
)
B
o
#

1. #ELT RLRATA NV RA— REBLUOSEET LAY AL R— RIZ 255.255.255.255 & ASJLTc & &

IZany & RRLET,
2. B67 FLAB L O%EET KL AIZ nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7= & %1% host

nnn.nnn.nnn.nnn & #RLET,

3. tos B L W precedence & dscp DRIFFRTEIXTE FH A,

4. action /X7 A—X# T cos & replace-user-priority % [RIFHIFRE L1=5E, —VHELEIT cos DREEE
ICHEEHL ONET,

[(BEa~< > K]

ip qos-flow-list

ip qos-flow-group

ip qos-flow-list resequence

remark
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qos (mac qos-flow-list)

gos (mac qos-flow-list)

MAC QoS 7 r—U A hTO 7 u—fitigft, BIUBMIERELHFEEL £,

[AARK]
Wl ORE « £
[<Seq>] qos { 7 = —HeHigef: } [ @hEHEE ]
o T —M&H
{<Src MAC> <Src MAC mask> | host <Src MAC> | any}{<Dst MAC> <Dst MAC mask> | host
<Dst MAC> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu }[<Ethernet type>] [vlan
<VLAN ID>] [user-priority <Priority>]

o EEREE

action [cos <COS>] [replace-user-priority <Priority>]

(GE2LEZS

no <Seq>

[ABE—F]

(config-mac-gos)
[N A—4]

<Seq>
ERB LY, ZHT5 QoS 7u—I X MY — 7 U 2AEBEFEELET,
1. AT A — AR OYTHME
QoS 7 — U X FNIZEMN WIS, FIHHMEIX 10 T,
SMEERE L THIEA, BELTHIMAIERFORKIE +10 T,
72720, wEANER ORI 4294967285 L W KEWMEEZRE LG A XA T £H A,
2. B ERH
1~ 4294967295 (10 %) ZHELE T,

{<Src MAC> <Src MAC mask> | host <Src MAC> | any}
EETLMAC T RLAZIRELET, TRTOREEFILMAC T FLAEZBET 2841 any ZIEE L

£7
1. KT A — 2 HIERE ORI
HIETE EE Ao

2. DR E i
<Src MAC> <Src MAC mask>, host <Src MAC> £7-i% any ## 5 E L £,
e <Src MAC> <Src MAC mask> & /& :
<Src MAC> (21X #FEE MAC 7 KL A ZHELE T,
<Src MAC mask> |ZIZ MAC 7 KL AOHF TEEOMEEFTTHE Y NENVL T~ AT %
MAC 7 FL AR THEL T,
* host <Src MAC> 57 :
<Src MAC> O5Ee—E % 7 —ti&t & LET,
e any fH7E :
EREITMAC T FL 2z 7 m—mHEfF LI LEE A,
MAC 7 KU 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{<Dst MAC> <Dst MAC mask> | host <Dst MAC> | any | bpdu | cdp | lacp | 1ldp | oadp |
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gos (mac qos-flow-list)

pvst-plus-bpdu }
SEEMAC 7 RLVAZELET, TXCOZEMACT RVAZEET 2% A T any ZFHELE T,
1. ART X —Z B ORI
A TEERE A,
2. B DR AE i B
<Dst MAC> <Dst MAC mask>, host <Dst MAC>, any, bpdu, cdp, lacp, lldp, oadp F7zi%
pvst-plus-bpdu Z45E L 9,
» <Dst MAC> <Dst MAC mask> {57 :
<Dst MAC> |Z13585E MAC 7 RL A ZFE LE T,
<Dst MAC mask> |ZIZTMAC 7 L ZAOH TEEOMEEZFH A THE Yy NESN TR~ AT %
MAC 7 FL AR THREL 7.
* host <Dst MAC> f57E :
<Dst MAC> O5Ea—H 4% 7 v —HtSth L LET,
e any f5iE :
SEdEMAC 7 RL A% 7 v —iGRE LI LERTA,
* bpdu &€ :
BPDU #il#l/ 37 v b &7 a—mH&tEE LET,
e cdp FRE :
CDP #ilfHl N r » b &7 o —HEEE LET,
e lacp 52 :
LACP #l# /3 %r » & 7o —RHEfFe LET,
e lldp f67E :
LLDP #l#H N v b &7 a—mHEt L LET,
* oadp F5/E :
OADP #ill# v N &7 a—i&M & LET,
e pvst-plus-bpdu f& & :
PVST+ &I v & 7o —mHEt & LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ fEEFFEEFEFF (16 %)

<Ethernet type>

A=V Ry NIATHEGELFTA =Ry NEATEHERELET,

1. AT X —Z BRI O HME
2L (S E LEEAL)

2. fHDFR EHiH
0x0000 ~ Oxffff (16 #EH) Fix, A —V x> NATHHERBELET,
FBEFRERA — YRy N A THAFRT TR 20-7 HBEFRRRA —F Ry b ¥ A TEH B L
TLES W,

vlan <VLAN ID>
VLANID Z48E L £,
ARG A—=2FIA =T Fy M ¥ 7 =R LG A T ED T,
1. ART A —ZHWEREORTHIE
2L (S E LERA)
2. AH DR E i B
[NF A—Z|ZIBETE HfH] 2R T EEN,

user-priority <Priority>

a—PEEEEFRELET,
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qos (mac qos-flow-list)

1. AK/RT A — 2 HIERE ORI
ML (BRHEMEE LERA)

2. fEOREHH
0~7 (10 #%) Z4EELET,

BENTA—4

action
FIENRT A —FERE, BETIHEEFLTARNT A—FEEENRT A —X 2RO FEICHE L TL
k=AW

1. AT X —Z BRI O Y HE

2L (WfEEEE T 258138 TEEEA)
2. DR EHA

el

cos <COS>

HENOEBREZTRTA T v 7 A (Cos) ZHELET,

1. AT A — 5 E WO FHE
FI7HNEDCOSIEERVET, T74/ D COSEIZONWTIE a7 47— a v biAg
FVol2 38.7.1 COSfH)] &ML T ZEW,

2. EOHERH
0~7 (1085 #FRELET,

replace-user-priority <Priority>
- PEEEOEIRMEEIEELET,
ZAF LTIy SO —PEIEE # FEE <Priority> ICEHES#x £,
1. AT X — 2B O Y HUE
BmL (2—VPEEELESHRIETA),
2. fEORE i
0~7 (10 ZHELET,

[3< 2 FEERREFDEIE]

7L

[BIE~NDFEE]

L

R EBD R L]

EEZEER, TIGEAICKBESET,
CEEFEIE]

1. F¥ELT FLABLU%EHLET R L A2 nnnn.nnnn.nnnn ffff . & A L7zE ZiFany EERLE
K

2. ST FL AT B P a AR EEITRETE L7 0 FarAhHEOT L AEZREL THL5EE
7a b agHERRLUET, 58T RLAICRECTE L7 2 ha o7 RLAE 1£20-8 7
FEFREZR 565 MAC 7 KL AL 2L T3, ERRUANOEEIILT RLABLU%ET KL
A|Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7z & Z (X host nnnn.nnnn.nnnn & xR LE T,

3. action /X7 A —# T cos & replace-user-priority % [RIFHIFRE L1=5HE, —VHELEIT cos DREEE
IZEEXRL ONET,

—
=]l

B
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gos (mac qos-flow-list)

4. Ka<wy RTRET DT A=21%, 1Ty MF L TORFEHLRD £3, E->T, RELEA
TA—ZITHEM - BEAT MR L TUIAERNE 20 £H A,

(BEEa<T Y K]

mac qos-flow-list

mac qos-flow-group

mac qos-flow-list resequence

remark
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gos-queue-group

qos-queue-group

AVETz—A (PEAR—F) IZQoS ¥=2—VU X MEFHRERELET,

[ABRK]
TR OEE
qos-queue-group <QoS queue list name>

E O Bk

no qos-queue-group

[ABE—F]

(config-if)
[IXTA—=4]
<QoS queue list name>
QoS ¥=2—U A MKERELET,
1. AT X —Z WO Y HME
AR TEEE A,
2. B O E i B
3~ 31 LFUNTIELE T, EEARERIFIZOWVWTL IRTA—XIZIRETZ AME] 25
LTLEEW,

[2<7 > FEARBEDEE]
R a— ) v 7 E— Rk PQ TEIEL £,

[BEE~DFEE

QoS Fa— VA MERELTAT Va— U v 7E— RELER LIZLEA, AEHROFEF2—ICFa—
AT LRIy RS TWAEE, $ T2 U T LET,

[ERE 6O RBRE2H]
BEMEES, +ICERICRKRShET,

CEEEIA]

1. QS F=2—UVAMHREREL TCAFrVa— ) 7= REEW LGS, BELEA VX T72—A
TEERF2—lFa—A T LIy RS TWBIEE, T XC7 V7 LET, 7V TP,
iy baXxa—A 7 TEFERA, XY NT—IRETEI AV ENTWAEAIXTHEEL
0,

2. QS Fa—URMIERELTAY YV a— ) 7 E— RREETORNSTZGE, APYa—0 v
E— NiZPQ TEIEL £,

3. gos-queue-group 2~ KT/ QoS F=—VU R MNLERELTESGE, ArYa—U v 7%F— X
PQ TEMEL E,
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gos-queue-group

(BEEa~ > K]
qos-queue-list
interface fastethernet

interface gigabitethernet
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qos-queue-list

gos-queue-list

QoS Fz— VR RMEMIIAFV2a— U v 7E—RFRERELET, HEBMTHRALS2 U X MEKTEET,
[AARR]

RO - £
gos-queue-list <QoS queue list name> { pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4>
<Packet5> <Packet6> <Packet7> <Packet8>] | wfq [ min-ratel <Min ratel>] [ min-rate2 < Min
rate2>] [ min-rate3 < Min rate3>] [ min-rate4 < Min rate4> ] [ min-rate5 < Min rate5>] [ min-rate6
< Min rate6> ] [ min-rate7 < Min rate7> ] [ min-rate8 < Min rate8>] | 2pq+6wrr < Packet1> <
Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }

H O Bk

no gos-queue-list <QoS queue list name>

[ABE—F]

(config)
[/85A—%4]

<QoS queue list name>
QoS ¥=2— VU A MMMEFRELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEDR EHiH
3~ 31 XFLINTIRELE T, HEMRAXTICONTE T A—XITRETE HH] 258
LTL7EENY,

{pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
| wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> ] [ min-rate4 < Min
rate4> ] [ min-rate5 < Min rate5>] [ min-rate6 < Min rate6>] [ min-rate7 < Min rate7>] [ min-rate8 <
Min rate8> ] | 2pq+6wrr < Packet1> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }
AV a—) - ReBELET,
1. AT X —Z B O Y HUE
B TEEE A,

pa
FERERETEELET, Fa—HIPHEA— MRM T8 X2 —FETYT, HEOF 2 -2 7y
MNAFIET 235G, BREEORH VWY 2 —F 5 (8>T>.>1FF2—) 1o ry MEFICEEL
ESr N

wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
ZUrRrErb LARFER N7y M) 70 Frer TEELEY, = —HidwmEt
AR— FHALT 8 % 2 —[EETY, <Packet> DIRELHM LI-HEIET v FrE TEIEL %
T, JEFICxF 2 —Z2 A RRN0"ry FZ2ERFELET, a2 —RIZL1bLT, 7y MIBHE
12725 £ OIZHIBE L9, <Packet> 3% E L= AITEAR (N7 y M) (&7 ey
TEMELET, HEROF 2127y FBRFEET D56, IHFECF 2 -2 AR oRELL
<Packet> D/ v NMIUZIS LTy hEEFLET, 728, <Packet> DEAIZMHL 1~8D
FglL, ¥a—FFEERLET,
1. ARRT A —ZEWEREORTHIE

<Packet> : A TE £H A,
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gos-queue-list

72721, & <Packet> OEMGILFIHET, AMFEHITZ UV Fu B TEEL £9°,
2. 0% &P
<Packet>:1~ 15

wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> | [ min-rate4 <
Min rate4> ] [ min-rate5 < Min rate5>] [ min-rate6 < Min rate6> ] [ min-rate7 < Min rate7>1] [
min-rate8 < Min rate8> ]
B & BRI, F 2 —KIIWEAR— NI T8 Fa—[EETT, F=—I L2 <Min rate>
TRE LT AR 0y 2/3r » MIZHME L E3, 708, <Min rate> D% A2 1~ 8D
FBEX, ¥a2a—FEBEZEWRLET,
1. KoRT A — 2 BWERE O YIHME
<Min rate> : 72 L (RIRRFEHIRZHE L EEA)
2. EORE
min-rate <Min rate> : IROFRI R LET,
EOHEAMIZITk (EIE), MAFRETETY,
{ <Min rate> | <Min rate>M }
<Min rate> D& FHEIXEFFHIR A B2 R VMEAZREL TSI,

& 20-12 EIEREEFE DR E EHH

SR B gy X R HEE LB
Mbit/s 1M ~ 1000M 1Mbit/s
kbit/s 1000 ~ 1000000 100kbit/s¥2
64 ~ 960 64kbit/s ™3

330

X1 1M, 1k (ZF 74 1000000, 1000 & L CTHWET,
X2 FEEA 1000k LA EDOSE, 100k A THE L £7 (1000, 1100, 1200, ..., 10000000),
7E %3 BREEDS 1000k KD A, 64k A THRELET (64, 128, 192, ..., 960),

2pq+6wrr < Packet1> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6>

BELEY 2 —ftx, BEH Ny M) (&I 00 FrbEY, o —HImEAR— MR TS
Fa—EHETT, HELEOX2— 8107y NBFIET 856, %4 Ty MEREBIETEREFL
9, Fa2— TEF=2— 8DRITELINHEY Xy FEERFLET, ¥=2—8, F=a2—T7I1IN
7y NBMFELZRWGA, Fa2— 6~ 10 <Packet> I[CRE L7237y MUIE LT 7 » M &
EELET, 2B, <Packet> DHEAIA 1 ~6DFFL, Fa—FFEZERLET,
1. ARRT A — 2B O AW E

<Packet> : AMETE E£HA,
2. fHORE R

<Packet>:1~ 15

(2= FEEEFROEE]

L
LBE~DEE]

gos-queue-group 2 ~¥ > RIZ QoS F a2 — VA MMEREL TAT YV a— I 77— F2ER LA,
YHEERROEEF 2 — X2 —A VT LTy RS TWAEA, 3 XC7 U7 LET,



qos-queue-list

[E% (B D e i 224 ]

REMAE TR, T ICEAICKBSET,

CIEEIE]

1. gos-queue-group 2> RIZ QoS F=2— U A MHEREL TR Va— v 7E— NEER LY

B, BRLIEAVE T2 —ATHEEF 2 —ICFa—A T LIENTy FRES TGS, T2 Y
TLET, ZUVTRERZ, Hlciery baFfa—A 7 TEETA, Xy PUV—7RATRY A
SNTVAEEILTHEELTES VY,

EIHRREED T — FOGE, WFQIZIERIZEEL A, 2 HE— FTHHALTIZS,

3. WFQ ZE L7z, &€ LTC i RRGEAFE & FZEROBMEIE TITHRA 10% ORENET D Z &8

HYET,

A— MEIEHIE & QoS F = — U A MEBRDAr P a—V v 7 ERKFIHERT 25468, Arva—1U v
TE—RIPQEHELTLIZIN,

AV a—r7E— NI wiq 2R LIZGE, AT 2% =2 —I2x L TiE, <Min rate> 2 %3 5RE
LTL7EEN,

iR 2 Mbit/s HAL (<Mbit/s>M) TRXE L7=%%, show running-config/show startup-config TiZ
kbit/s L TEREINET,

[BEZEa< > K]

gos-queue-group
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remark

remark

QoS 7 e —Y X FOMEHRHARELET,

QoS 7u—VU A MZIZIPv4 QoS 7 —VY XA FE/2IETMAC QoS 7 —VU X kA3 H Y £97,

[ANRH]

FROKE - AR
remark <Remark>

(GE2LE]ZS

no remark

[AAE—F]
(config-ip-gos)
(config-mac-gos)

(/85 A—=4]

<Remark>

ANE—RIZE D5 L7220 QoS 7r— V) A NOMEHPALRELET,

=20 QoS 7r— VU A MIXLTITETRETEET, BEANLELGAIT EEXICRYET,

1. AT A — X B WER O AHIfE
HIBMEIE Null T,

2. DR E P
64 SCFLINDSUFEFTRE L TLIZEW, BREARRZRILFIZONWTL INTA—XIZIFETE D
] 2ZBLTIIEEN,

(2= FEEEFROEE]

0|

2L

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

[(BEEa< > K]
ip qos-flow-list

mac qos-flow-list
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traffic-shape rate

traffic-shape rate

A8 T == (WEFR— b)) (CH— MR A RE L, RMERHAHEE LA IR L £
[AA#K]

THWORE - BE
traffic-shape rate { <kbit/s> | <Mbit/s>M }

fE O HI

no traffic-shape rate

[AAE—FK]
(config-if)
[/85A—4]
rate { <kbit/s> | <Mbit/s>M }
— MEEHIE A LS9, AEREA R AT D Z LT, [BIRREROBE TR E B E U7 iR

LET,
1. AT A — 2 B IERE ORI
B TEEEA,

2. fEORERMH
WORIRLET,
EOWAIZITk (B, MABAEETEET,
R ERIR I ERGEELL TIZ/2 5 X2 IR E L T2 &0,

+® 20-13 R— bl oK E #E

5 B X1 R E #H e
Mbit/s 1M ~ 1000M 1Mbit/s
kbit/s 1000 ~ 1000000 100kbit/s¥2
64 ~ 960 64kbit/s3

X1 1M, 1k EZ4£4 1000000, 1000 & L THRWET,

TE %2 BEEN 1000k LA EDOBA, 100k %A CHE LE$ (1000, 1100, 1200, ..., 10000000),
X3 BREMEA 1000k K DOGE, 64k A A THELET (64, 128, 192, ..., 960),
< FERREFDENE]

RIS IR 2 20 E - A,

[BIE~DFE]

[EEEE]

1. BOE Lo AN — NI IE & SEEROBEM TITiR R 10% ORRENE L L5815 £,
2. [HIRRIREE T EHORE, AN— MEEHIEEZ Y R—FLEEA,
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traffic-shape rate

3. AR— MFEHIEH L QoS F=2— VU A MERORAF V2 —Y V7 EHRMERT GG, A7 Va—U v
7E—RNIPQERELTIZENY,

4. HIENE %2 Mbit/s AL (<Mbit/s>M) Ti%E L7234, show running-config/show startup-config Clix
kbit/s B, CRRINET,

5. A— NETEHIE O SRR A ERGEE 2 1 7oA, R — hatskdlE e E L A

[(BEa~<> K]

interface fastethernet

interface gigabitethernet
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control-packet user-priority

control-packet user-priority

AEE N HIEENEETH 7L —LD VLAN Tag WIZh B2 —PEILEZIET LE T, Ko~ FRARE
FEEREHIBR Lz & &1L, ARNICEET 7 L—2 02 —EREIXT &0 5,

[AAFH]

WHORE - £
control-packet user-priority { layer-2 <User-priority> | layer-3 <User-priority> | layer-2
<User-priority> layer-3 <User-priority> }

THH DI

no control-packet user-priority

[ABE—F]

(config)
[INTA—4]
{layer-2 <User-priority> | layer-8 <User-priority> | layer-2 <User-priority> layer-3 <User-priority> }
ABEBENEBEIICEET I 7L —2Da—PEEEZEELET,
1. AT 2 —Z BRI O Y HE
BHETEEHA,
2. fEDOF E#FH
O~THIEELET, BELRDSTENRT A=A O2—FERETT L7320 £7,

[a< 2 FEREOBE]
AEBBEBOICEET 27 L— 2O —FEEEILT £ 720 T,

[BIE~NDFE]

2L

[EREMED R BRE2H]

BEMAER, TICERICKMENET,
[EEFIE]

2L

(BEEa~<> K]

L
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ET7THR LAYV2FEE

LA\ 2385 HaE

authentication arp-relay

authentication force-authorized enable

authentication force-authorized vlan

authentication ip access-group
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authentication arp-relay

authentication arp-relay

PAERTIRAR D B 259 2 ARP X7 v h&ftiAR— ML £,

1//1"\72;%:&4%% i&'fﬁﬁﬁﬁﬁ ORI H'J@Jﬁ'ﬁj{z))%%L: éﬂéfﬂ%”uﬁf ARP "7 v I\fd?wuuﬂzxj‘%%o)_jﬂ—
S EET,

Ko< NI FRORIE— R THEATE ET,

« IEEE802.1X : N— MHANIERAE (F1)), AN— MHEAFEGE (8hAY)
e Web #:E : @& VLAN £— R, X AF 3 v 27 VLAN £— K
o MAC #:F : [H&E VLAN E—F, #14F3I v 7 VLAN E—F

[ANRH]

TEHR O E
authentication arp-relay

RO HIER

no authentication arp-relay

[ABE—F]

(config-if)

(NS A—=42]

2L

[O< > FEREFDENE]

el

BIE~NDEE]

L

EREED R BR 24 ]

BREMATS, TICERICKBENET,

CEEFIE]

1. Kasy FERETLHE1E, HONLOYUER— M TFROVWTINEREL TIEEW,
¢ dotlx port-control

[y |

¢ web-authentication port

¢ mac-authentication port

2. IEEE802.1X 7R — MH(7Z8GE (F)) CHRGEHAIPvA 772XV A MR T 2 & &1, TRICER
LTL 7SN,
» system function =~ K&/ EA T extended-authentication 23X € SN TR WIS, Ka~w K
ITRETE WA, (system function =~ > RAPRBREDOHE AL, RETEET, ) [AX12508]
[Ax124os]

3. Ao~ NIIHTHEEERNNICRREFRER A X 7 = — ARRL Y 7,
o IEEES02.1X "R— MHNFEAE (BFHY) 1, /1 —V Xy FA v F T x2—R, R—b+F xR A ¥
72— ATREARTT,
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authentication arp-relay

« IEEE802.1X A" — MHAFRGE (B)i), Web #@GE, B XV MAC BIETA —F Ry A ¥ T x—2A
T RRERRE T,
[BEEa< > K]
dot1x system-auth-control
dot1x port-control
web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control

mac-authentication port
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authentication force-authorized enable

authentication force-authorized enable

340

2L AY2F AT uET /j{ \-TTh%ﬁ)%E l/fx_/ﬁflzl, w}guﬁg;k L72i8 uEXT%j%iﬁ%ﬁﬁﬁ?Uﬁ’J ZRRi u?ﬂ‘:{j{ﬁ_}%&
LET,

* RADIUS FRAES AT, #iE 4172 RADIUS #— \in b DIREN R g ol b &

[ANRH]

RO E

authentication force-authorized enable

THHOHIBR

no authentication force-authorized enable

[ABE—F]

(config)

[T A—=%]

L

[a<7 > FEEREFDENE]

L

(&

E~DFE]

L

4

EED R ]

REMEFH, TICERICKBENE T,
GEESEIE]

AHEREIE, EX =2 VT 4 LORMBLRIBZNNRHY ETOT, Fomido LTI ZEuy,

2. ¥4I v 7 VLAN &— FOHH, ik VLAN & L T#YFR— hDOXA 7 7 VLAN 2% 4T

jﬁ j‘o
HE D VLAN %, #iiF% VLAN & U CE Y 4 T4, authentication force-authorized vlan =

YU RTHELTLIEIN,

AKawr Rif, EEIZTRa~Y PR 1 O2THRESNTWAHEICE, RETEEEA,
¢ dot1x force-authorized

¢ dotlx force-authorized vlan

* mac-authentication force-authorized vlan

* mac-authentication static-vlan force-authorized

¢ web-authentication force-authorized vlan

¢ web-authentication static-vlan force-authorized

RADIUS G R E SIS A ICEIE L £ 3, BRORIEFNERE LG E1E, RHFEELEE
SIhEFA,

LA RADIUS $-— ME#H, £ 72133835 M RADIUS — NEf &2 88k L TL 72 &V, #Eic oW T
W, Tav 747 —va A KVol25. LA ¥ 2 BGHEREDOR ) 2R L T 7EEn,
SRIFIFRFED 77 A X — k Trap (%, snmp-server traps 2=~ RORTEICERRS EHENET,



authentication force-authorized enable

7. AHREIX L T Y —F— FARA T,
[BAEa~< > K]

aaa authentication dot1x default

aaa authentication mac-authentication default
aaa authentication web-authentication default
dot1x port-control

dot1x system-auth-control

dot1x radius-server

radius-server

mac-authentication port

mac-authentication system-auth-control
mac-authentication radius-server
web-authentication port

web-authentication system-auth-control

web-authentication radius-server
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authentication force-authorized vlan

authentication force-authorized vilan

342

Web 87L& MAC #BFED 4 1 F X » 7 VLAN E— F, 35 L0 IEEE802.1X FAL DK — h HLZRAE (B
T, MR- b CIREIRRGEZ E i L8 A OB VLAN 2% U TET,

[AARR]

EMoOBE « ZH

authentication force-authorized vlan <VLAN ID>

(GE2LE]ZS

no authentication force-authorized vlan
[ABE—F]
(config-if)
(NS A—4]
<VLAN ID>
SRIFIGRFERFIZEI Y Y C HE83E% VLAN & LT MAC VLAN Z#5E L 7,
1. RRT A — 2B ORHE
AT ERA,
2. AH O R AE i B
[RTA—ZIZHRETE HH] ZZH LTS,
7272L, 57/ s VLAN (VLANID =1) [ZIRETZE¥A,
(a7 Y FEREDENE]

WAEE VLAN & LT, #%%A— hDFRA T 47 VLAN 2E10 ¥ CTET,
BIE~NDFE]

2L

R TE(E D R BR 22 ]

REMAET S, +ITEMICKBISLET,

CFESHE]

1. A=< R, authentication force-authorized enable =~ > RERERHIZZITHRITT,
CARI U RERE, ERIFHIBRLZE &, BUERREEAOmAR—FIE, HATORE TIRE Sz
VLAN TEIfEL £3, AREMIE, FRIEEITREIOBIEN DA 2D 7,

3. AKEREIX L A o —F— R34 T,

[y |

(BEa~<y K]

authentication force-authorized enable

vlan mac-based



authentication ip access-group

authentication ip access-group

PFERIR AN D ZET D IP Ny MIAKa< L RTHRELZIPvA 7 72V A vE&2#EAL, A
(permit) L7z %7 v REEF AR — NP LET, Ka~vr RTRELZIPve 727 AU 2 MZEE
(permit) L7ZIP >34 > RiZ, URL U Z A L7 FORREZRY £HA,

2&1372/ F‘Li‘F%ﬂO)wuuﬂi"’E‘ }\T{%Fﬁ‘(% ij—

« IEEE802.1X : A— MHALFBAE (FfY), A— FHALERGE (Bhi)
* Web 2L : ./:E VLAN &— K, & A7 3w VLAN &— F
L4 MAC iy niE -ﬂ:_ VLAN £ ]\ 5/])+ b4 7 VLAN t— }\

[AARH]

WO E
authentication ip access-group <ACL ID>

RO HIER

no authentication ip access-group

[ABE—F]

(config-if)
[R5 A=5]
<ACL ID>
RRE BRI R — b~ E T 272D D IPvA X > b7 4 V2 ORI T EIBELE T, AT A—X
TRETEXDIPVA Ty F 7 4 VE OBIF-IXEET1 > TY,
1. ARRT A —H AR ORI
A TEERA,
2. EDFE I
3~31LFLUNDT 7 EAY A MNFERE LET, HEARERLFIZONTIE T XA =2
RETE M 2B LTI,

[3< > FEERREFDEE]
FRERTR AR HSAE LTz IPv4 X7y MRk L 8 A,
[BE~DEE
L
[EREMED R BR 2]
REMEAETER, T ICERICKBEET,
IEHEIE]

1. Ra<wy RCRETLHTZ7E AU A MITEBLAETLHETT,

2. Rav U RERETDIHEIL, HOLLDUHER— MITFRROWVTNUNERE L TIIEEL,
¢ dotlx port-control
* web-authentication port

¢ mac-authentication port
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authentication ip access-group

3. IEEE802.1X A" — h H{IFBiE (%) TRRAEHH IPv4 727 B A U X &5 & &%, FrllcikE
LTLEEE,
* system function =~ > Fi%EH T extended-authentication 233% & I TV WS, RKa<w i R
ITRETEEH A, (system function =~ > RARRBEDOHEIE, RETE T, ) [AX12508]
[AX12408]

4, Ko< RITiBGEHERERNC B ERIRE/2 A X 7 = — AR 0 97,
e IEEE802.1X AR— MHENFEGE (Fr)) 1, /1 —V Ry bV H T =2—RA, "= T ¥ xR A ¥
7z — ATHIEETT,
* IEEES02.1X " — MHANZRAE (Eh11)), Web i8iF, BLXOMAC BIEIA —V Xy A Vv F T = —A
TR EFRETT,

(BEa< > K]

dot1x system-auth-control

dot1x port-control

web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control
mac-authentication port

ip access-list extended
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IEEE802.1X

AV74590L—32a7 0 FEFRINE— FOXE

aaa accounting dot1x

aaa authentication dot1x

aaa authorization network default

dot1x authentication

dot1x auto-logout

dot1x force-authorized

dot1x force-authorized eapol

dot1x force-authorized vlan

dot1x ignore-eapol-start

dot1x max-req

dot1x multiple-authentication

dot1x port-control

dot1x radius-server dead-interval

dot1x radius-server host

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x timeout keep-unauth

dot1x timeout quiet-period

dot1x timeout reauth-period

dot1x timeout server-timeout

dot1x timeout supp-timeout

dot1x timeout tx-period

dot1x vlan dynamic enable
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346

dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic max-req

dot1x vlan dynamic radius-vlan

dot1x vlan dynamic reauthentication

dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout tx-period




AVT745L—230aX Y FERIE— FORIG

A4 L—320a7y REREE— FOXG

IEEE802.1X D=7 4 VL —vara~vy RBARETE S, IEEE802.1X ORFEE— FERDORITRL
ij—o

%221 aAvI7459L—Y3>av> KE IEEES02.1X MEREE— K

IEEE802.1X MEBEFE— K ¥4

AR— b B HEREE VLAN i 3B5E

avr k4 (F#89) (EhE) (EpE)

aaa accounting dot1lx O O

aaa authentication dot1x @) @)

aaa authorization network default

X|O|0O|0O

authentication arp-relayﬁ< 1

X

authentication ip z;mccess-groupi<1

dot1x authentication

dot1x auto-logout

dot1x force-authorized

dot1x force-authorized eapol

OO x|O| X

dot1x force-authorized vlan

dot1x ignore-eapol-start

dotlx max-req

dot1x multiple-authentication

dot1lx port'<:01r1tr01>:<2

dotlx radius-server dead-interval

dot1x radius-server host

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dotlx timeout keep-unauthﬁ< 3

dot1x timeout quiet-period

dot1x timeout reauth-period

dot1lx timeout server-timeout

dot1x timeout supp-timeout

OlO0]O0|O|0O] O]J]O|O|O|O|0O] O|O|O0|O|XxX|O|O|O|0O] O] O
O|0|O|O|O| O|O|O|O|O|O| O|O|O0|O]O|O|XxX|]O|O| O] O

dot1x timeout tx-period

dotlx vlan dynamic enable

dot1x vlan dynamic ignore-eapol-start — —

dot1x vlan dynamic max-req - _

dot1lx vlan dynamic radius-vlan — —

dot1x vlan dynamic reauthentication — —

0|0 O0]O0|0O]|0O

dot1x vlan dynamic supplicant-detection — —
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VT4 L—2aravy FERBEE— FORE

IEEE802.1X MIRFEE— K *4

R— MEAIEREE VLAN Efz85E
av VR4 (FH) (B8) (B8)
dot1lx vlan dynamic timeout quiet-period — — @)
dot1x vlan dynamic timeout reauth-period — — O
dot1lx vlan dynamic timeout server-timeout — — O
dot1x vlan dynamic timeout supp-timeout — — O
dot1x vlan dynamic timeout tx-period — — O

LA
O BENFIHE > TEMEL 7,
—avy RIATTEETN, BELEEA,
X avwy REANTEERA,

<y ROANER CEENE, 121 LA V¥ 23ardtlm) 23T FFawn,
%2
Ra<=r FOREL, RFIET— FOUIVRZITHEL T,
%3
Aa<r ROFREE, A— FEARE GR) BXOW— MEAFEIE (@89) oy 7 re— R20
WHALET,
%4
SEALE— RORILARLIHEMICHONWTIE, T 747 b—variA FVol.2) 28RLTLIEEN,
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aaa accounting dot1x

aaa accounting dot1x

IEEES02.1X DT h v T 4 V IITERET HO T 4 v T —R_~E G5 L ET,

[AARH]

THHROE
aaa accounting dot1x default start-stop group radius

E O Bk

no aaa accounting dot1x default

[ABE—F]

(config)
[/85A—4]

default
WEF TNV DT AT T 4 v T HRERELET,

start-stop
BRI NI A Z — b T AU T ¢ ZIBED, BIAEBRFFZIIA by T T A0 T ¢ v 7T @BER
THOT 4 T —rNCEFEENET,

group radius
THAY T 4T —3E LT RADIUS —_ZHH L 7,

[0< > FERFFDENE]

TAHYT 4T =Nl L ER A,

[BIE~NDEE]

2L

[E%7E B 0D = B 224 ]

REEEER, T IERICKBENET,

CEEEIA]

1. +Co» IEEE802.1X #% €%, dotlx system-auth-control =~ REZFRET D Z & THMIZZ2Y £,

2. Ko<y FRENIMEMRE L R DO5GEE— R, #2211 2v74 7 L—varavr e
IEEES02.1X OFRFEE— K] &ML T 7Z& W,

(BiEa~> K]
aaa authentication dot1x

dot1x system-auth-control

radius-server host ¥ 7213 dot1x radius-server host
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aaa authentication dot1x

aaa authentication dot1x

IEEE802.1X OFFEF T N —T%FHE L E T,

default f8EIX 1 = U, FRESFNY A MEEIIRK4 = N ETRETEET,
[ABRH]

FROKE - AR
aaa authentication dotlx default <Method>

aaa authentication dot1x <List name> group <Group name>

THHOHIBR

no aaa authentication dot1x {default | <List name>}

[ABE—F]

(config)
(NS A—=4]
default <Method>
ET T L FORBFEF R ERE L 9, <Method> |21 group radius Z#E L 7,

group radius
RADIUS #— N & % IEEE802.1X g8FEZ ATV £ 3, @45 RADIUS #— N3 IEEE802.1X
BH RADIUS $r— 37213, LM RADIUS #— 3T,

<List name>

AU A M ERELET,

1. AT R —ZH WSRO RIHE
A TEERE A,

2. 0D % T i
32 LFLINDOLFHITHE L T EEW, FHEARRLTICOWVWTIE INTA—FHEETED
] © MEEOXFH] 22 LTIZS0,
SEHSUTFUIR LT AR L E7,
72720, TROXFINIRETE EE A,
Ty hw—7 (@)
- default( Bi A — F 7213582 — K L= 30F5)

group <Group Name>
RADIUS #— N2 & % IEEE802.1X FEAE ATV E T, M7 % RADIUS #— 3Z RADIUS #—
7 N—"7"C9, aaa group server radius I~ R TXE L7 RADIUS — "7V —7Z % EE L T
<&,
1. AT X —Z B O HE
A TEEREA,
2. EOFE
32 CFLUNOLFHITHE L T Z3 0, EARRRCTFITONTIE INFA—ZITIEETE D
] » MEEOXFH] 22T ZS0,

(2= FEEEFROEE]

L

350



aaa authentication dot1x

[BIE~DEE
2&3"\7‘\/ I\‘OD&LE%EE LTC& % :i, ?/ﬁﬂid.)l j'é *mutuuﬁ%ﬁﬁﬁ%‘} Lijﬁ

e WET T /L NEBIMLEE X, FRIEEMERLEEA,
o MET T AN N, FRIFHIBRLIE L X, HET 7 4L b CRGE LR A SRR L E T,
o FREEHXY & ]\é‘fﬁjﬂ]bf\_k% VHHRRES Y A R ZRE LR ’_‘]\@”ﬂ‘ﬁj{%uuuﬁﬁ*ﬁ}biﬁ—

(F— MCRESRTODRISRY X bk~ RORREOHE, EET 74/ b CRITENE
-i;ﬁﬁ)xb%ﬁﬁ FFHIR L b &, URGRAHRY A b TRGE LR & SRR L T
[E%FE B D S BR 5244 ]

REMETR, FIGERIC KBS ET,
[EEHIE]

1. 9 XTCTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH Z & THMIRY 9,

2. Ra~y RERENSEMERTGEL R HF8FEE— NI, [£22-1 av 747 1b—varavr Re
IEEE802.1X OFBFEE— ] ML TIZE W,

3. KRENMTHOI TV e, IEEES02.1X DOFRGER:Z RADIUS — NZfffH T FH A,

[BEEa~< > K]

aaa authorization network
aaa group server radius
dot1x authentication
dot1x system-auth-control

radius-server host ¥ 7213 dot1lx radius-server host
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aaa authorization network default

aaa authorization network default

FORETT T L » TRRAE &7 VLAN fFHICHE > T, VLAN BAGERE (@hR) 2175 HalcE L £7,

[ANRH]

THHROE
aaa authorization network default group radius

E O HI

no aaa authorization network default

[ABE—F]

(config)
(NS A—=42]

group radius
RADIUS H#— 3|2 & % IEEES02.1X FHFE&E TV E T,

(2~ FEBROEE]

AL
[BIE~DFE]

L

[EREMED & BRE2H ]
REMEER, T CIGERIC KBS ET,
CEEFEE]

1. 7T IEEES02.1X #%/E¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Kawy RRENEARE R LHRIEE— NI, €221 arvr4r7Lb—varavr e
IEEE802.1X OFEFEE— K #Z2R L T 7Z&W,

3. REBENMTOIL TV E, VLAN BAEEFE B11) ZFEHTEERA,

(BEa~< > K]

dot1x system-auth-control

dot1lx vlan dynamic enable

aaa authentication dotlx

radius-server host ¥ 72 1% dot1x radius-server host
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dot1x authentication

dot1x authentication

A— FRRREF NOBFESLF XY 2 M EHELE T,
[AARK]
RO - LT

dot1lx authentication <List name>

fE O HI

no dotlx authentication

[ABE—F]

(config-if)
[/85A—4]

<List name>

aaa authentication dotlx =~ N THE LILRIEARY A MAEHEELET,

1. AT X —Z WO Y HME
A TEERFA,

2. fHDFR EHiH
32 LFLNOLFHITHRE L T EEW, BEWRRRLFICONTE [(RIA—FIBETE D
5] © MEEOXFH] 22 LTLL7EZan, (ZFEL, 7y h~—7 (@ %#Br<)
SEHSUTFHUIR ST AHERE L 9,

[O<7 Y FEBREDENE]
$EEST 7 3V & A LT IEEES02.1X #BFEZ 1TV £,

Az

[BIE~DEE]

RIS Y A N BZEE LI R— OB 2 AR L9,
[E% 7 1 O = BR 524 ]
BEMEES, + ICERICRKBESLET,

[EEEE]

1. T7XTo IEEE802.1X 3%/, dotlx system-auth-control 2~ REZFHET D Z & THMIRD £,
2. Kavwy FREVEEAREE ROBIEE— NI, 1F£221 ary 747 b—varavr e
IEEE802.1X OFFEE— K| 2B L T 230,
3. ALEBICTRRI~VY FR1OTHRESNTVDIHRANE, Ra~vr FERETEEHA,
¢ dotlx vlan dynamic enable
¢ dotlx vlan dynamic radius-vlan
* web-authentication user-group
* web-authentication vlan
* mac-authentication interface

¢ mac-authentication vlan

4. Ka< RTRE LT U X M4 aaa authentication dotlx 2~ > R TRE L3RR U =
MG E—BELBRWEEI, EET 74V hOREIEVEIEL E7,
5. Ra<  RidA—HVxRy b F 7 =2 —AETREAETT,
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dot1x authentication
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(E&Ea< > K]

aaa authentication dot1lx
dot1x port-control

dot1x system-auth-control



dot1x auto-logout

dot1x auto-logout

no dotlx auto-logout =~ K C, IEEE802.1X TREGEIN=IARN D —ERE 7 L— L EZ[FE L2 h-
TORBEA MR L7z & S ICERGE A BEVERR T 2R EL I L E T,
[ABDRH]

WHORE
no dotlx auto-logout

RO HIER

dot1x auto-logout

[AAE—F]

(config)

[I85A—=%]

2L

[a< > FEBREFDENE]

IEEE802.1X CTREFESINTZdiAN D, — TR 7 L — A% ZE Lo 7oA B Lz & 22 A#ERR
R L E9,

[BEE~DFEE

no dotlx auto-logout =~ > K% EH L, IEEES02.1X TRIEINIZMRNE, —ERM 7 L— 2% %3
LZeho ToREEA i LT b BERBGEAERR L 5 A,

[E%E B IR BR 224 ]

BEMAEFER, TICEMCKMENET,

CEEEE]

1. 7XTo IEEE802.1X 3%/, dotlx system-auth-control 2~ REZFHET D Z & THMIRD £,

2. Aavr RREVEMEAREL R HFFEE— NI, TR22-1 arr747b—varavr e
IEEE802.1X OFFEE— K| 2L TLZ&W,

[B&Ea< > K]

dot1x port-control

dot1x system-auth-control

mac-address-table aging-time
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dot1x force-authorized

dot1x force-authorized

RADIUS FRGES 2 g, #REEFEE 7 £ ¢ RADIUS ¥ — 854 % 72 13 RADIUS “‘j’“‘/\"\@ U7z
FEF=T —WRAE LIZGEAI, YUikA — b CERAEER U /2 RRER R & M I CRERERF ke & L &
j‘o

[ANRH]

RO E
dot1x force-authorized

(GE2LEZS

no dotlx force-authorized

[ABE—F]

(config-if)

[R5 A—=4]

L

[2% > FEREEDENF]

2L

[BIE~DEE

[EREE D & BRE2H ]
REMEER, T CIGERIC KBS ET,

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET LI & THIZRD £,
Aoy FRENSEERE L 2 AWFEE— KL, 1£22-1 arv 74/ Lb—varavr R
IEm%m1X®m£%wa%ﬂ%LT<%év
3. AHEREIXEX =2V T 4 LOMBERDFREERH Y T 0T, +oBRFo ETHEA SN,
4. Ka~<y FIIROEETEMERAICR D £,

e POV T4 7L —va VBT RTRESNTNSEZ &

¢ dotlx system-auth-control

v

¢ radius-server host F 7213 dot1lx radius-server host

« dotlx force-authorized™1

¢ dotlx port-control auto™!
¢ switchport mode access™1

« aaa authentication dot1x*2

« dotlx authentication™3

FUAH 72— RTHELTLIEE N,
e RADIUS — "~DEET, FiddOT AUy b 73RS N=546
No.=82
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dot1x force-authorized

WARNING:SYSTEM: (1% ) Failed to connect to RADIUS server.
Mg : IP
Ty hu L, #EH 2~ F show dotlx logging THER CTX £,

BEE T 7 x L b CHRHIGRAME L [default group radius] ZERE L TL 72 &EV,
A— b BIFRGEST A CHaIZE AR F 1L Taaa authentication dotlx <List name>] Z#&/E L TL 72
S0,

5. TRMHIFRGERT PLRIEIY, MEOHR ORGHER & HICiffR S E T,

6. FTRLOWVWTNONT TICHEINTWDIGE, Ravr REBRETEIEA,
e authentication force-authorized enable
¢ authentication force-authorized vlan

(BEEa< > K]

aaa authentication dot1x

dot1x port-control

dot1x system-auth-control

switchport mode

radius-server host ¥ 7213 dot1x radius-server host
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dot1x force-authorized eapol

dot1x force-authorized eapol

IEEE802.1X @9@%” it uEuXﬂi Lo TR uEﬂ%jﬂmﬁﬂ{%"gﬁﬁ%u E/j IZFER n?ﬂ‘qj{ﬁg Ll s o) nElﬂ‘ﬁj{ XL
TAEEE > EAPoL-Success & /37 v b EEELET,

[ABRH]
TR DK E

dot1x force-authorized eapol

TH DI
no dotlx force-authorized eapol
[ABE—F]
(config)
[N A—=4]
2L
[a< > FERREFDENE]
L
[B{E~ DR ]
2L

[EREED & BRI 4]
REMERS, 7GRS hET,

EEEIE]

1. 7T IEEES02.1X & /E 1%, dotlx system-auth-control =~ R&RET D Z & THIZR D £9,

2. zlijvj/]\gﬁﬁ::ﬁxﬁjﬂiﬂ &fiémhnm%'— Hi, ri“% 22-1 :/7/1)7]/‘_‘:/3 /3‘7/]\&
IEEES802.1X OFEFEE— FJ &L T E &0,

3. Z'K;j«\? VK j: Tua:’? VK E&Hﬂ; s 53@%”%‘ M #ﬁﬁ%e@iﬁf’lféi}iﬁﬂ%éﬂi?‘o
o JN— MNENEREE (F7H9) : dotlx force-authorized 7= authentication force-authorized enable

o AR— MNENFRGE (BIRY), VLAN BALFRFE (B)AY) : dotlx force-authorized vlan F 7213
authentication force-authorized enable
[BEEa< > K]
dot1x force-authorized
dot1x force-authorized vlan
authentication force-authorized enable

authentication force-authorized vlan
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dot1x force-authorized vlan

dot1x force-authorized vilan

RADIUS RRFEHF XA AR, RIEEE R & T RADIUS — NERE £ 7213 RADIUS — 1~ Y 7 = 2
]\%E:E?“—ﬁ?%é‘élz L7258, YR — N CRAEER U 7o RBRER SR & SR O RRGERF rlik B & L
alE#% VLAN %% éfi‘f

[AARK]
RO E - AR

dot1x force-authorized vlan <VLAN ID>
15 R DI B

no dotlx force-authorized

[AHE—F]
(config-if)
[R5 A—=4]

<VLAN ID>
TR FRRERT AIIRFIZ N 0 24 C H%GE% VLAN ID 23 E L £,

1. AT A —Z B ORI E
B TEEEA,

2. B O E Hi
[RIA—ZIHETE DM 2L TESW, L, 774/ F VLAN (VLAN ID=1) (3%
ETEERA,

[2< 2 FERSEF D ENE]

L
LRE~NDFE]
L

[E%FE B D S BR 524 ]
REMETR, FIGERIC KBS ET,

EEFE]

T IEEE802.1X f% €%, dotlx system-auth-control =~ RZERETH I L THEMZARD £7,

2. Ko~y FRENEERRRE R DFFEE— NIE, [R22-1 ar74 7 b—varavr e
IEEE802.1X OFBFEE— ] ML T ZE W,

3. vlan =¥ FC macbased (MAC VLAN) %3%&E L TW\5 VLANID Z3%E L TLE 30,

4, AHERIFEX 2V T 0 LOMBERDFRERH Y ETOT, +oReto ETHEHI SN,

5. Ra< v NIZROEMHETEERERI L 700 £97,

e TRDAV T 4T L —va BT RTHREINTNDHI &

¢ dotlx system-auth-control

—

* radius-server host ¥ 721% dotlx radius-server host
¢ dotlx port-control auto X4

« aaa authorized network default™?2
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dot1x force-authorized vian

360

¢ dotlx vlan dynamic enable™2

¢ dotlx vlan dynamic radius- -vlan*2%3

« vlan <VLAN ID> mac-based3

¢ switchport mac vlan ¥ 2H3H4

¢ switchport mode mac- -vlan’4

« dotlx force-authorized vlan’3%4

* aaa authentication dot1x*®

« dotlx authentication™®

1E %1
R— MHEAGERE (BH)) THEMT L L SICTREL TIZEW,
VLAN H{ZFERE (BIH)) TR & SITBREL T ZE W,

FIC VLANID #&%E LT EE0,
1 94
LA 72— RATHE LTI EIN,
¢ RADIUS #—/"~DHET, FTROTH VY Fr I RERINZEE
No.=82
WARNING:SYSTEM: ( £/ ) Failed to connect to RADIUS server.
R - IP
THUY ra s, #EA o< KN show dotlx logging THER T £,

1 %5
EE T 7 3L b CHRIRRAEE L [default group radius] ZERE L TL 72 &V,
AN— b BIFEREST TR ERFEM F 1L laaa authentication dot1x <List name>] #§% & LT 72
W,

6. g@fﬁ”nun nq:Tflj( él jﬁJﬁj{@ uEﬁﬁFlﬁék EHi \—ﬁ#‘lﬁééhié—

ﬂ@wfhbﬁff BESNTVWDIEE, Ravr RERETEIEA,
¢ authentication force'authorlzed enable

¢ authentication force-authorized vlan

(E&Ea< > K]

aaa authentication dotlx

aaa authorized network default
dot1x port-control

dot1x system-auth-control
dot1lx vlan dynamic enable
dot1x vlan dynamic radius-vlan
switchport mac

switchport mode



dot1x force-authorized vlan

vlan

radius-server host ¥ 7213 dot1x radius-server host
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dot1x ignore-eapol-start

dot1x ignore-eapol-start

362

Supplicant 75 O EAPOL-Start {52, EAP-Request/Identity Z#3{T L2V L2 ELE T,

[ANRH]

M ORE

dot1x ignore-eapol-start

E o Bk

no dotlx ignore-eapol-start

[ABE—F]

(config-if)

(NS A—=42]

2L

[O< > FEREFDENE]
el

BIE~NDEE]

2L

[y |

5

REBD KR ]
EMAEE, BB S ET,

CEEFIE]

. T XTo IEEES02.1X % &%, dotlx system-auth-control =~ REZRETDHZ L THNTRD F7,

ARoa< RRENEBMEARE & R HRIEE— FIE, %221 av 74—y aravwr R
IEEE802.1X OFFFE— ] #BML T E &V,

3. dotlx port-control =~ RNWEIN TV RWE AR~ RITEIT/D £ A,
4. K=< Fid dotlx reauthentication =~ > RAFRE STV T, 53D dotlx supplicant-detection =

~ 2 RO disable DFRENRNA V4 T 2 — AT HRETEET,

dot1x supplicant-detection =~ K® disable & EL7-A > ¥ 7 =—ATiE, Ka<wr K%
TFEHA,

ARKa<r RERELEZSHA, nodotlx reauthentication 2~ R CTHIRFEZFEM L2V EICT D &
ITTEETA,

T

Re

(B&Ea< > K]

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x port-control



dot1x max-req

dot1x max-req

supp-timeout % # % 72D EAP-Request F X DR RIEH A E L ET, HREEBOIAMEEEZ 25
&, AR EHE L E T
[ABDRH]

fHMOBRE - £H
dot1x max-req <Counts>

RO HIER

no dotlx max-req

[AAE—F]

(config-if)
[T A—=%4]
<Counts>
EAP-Request XD REHEEZEE L £7,
1. AT A —H B UEREO I iE
B CTXEEA,
2. O EFFA
1~10 ([A)
[a< > FARFFDENE]
EAP-Request #3602 [A T,
EE~DELE

L

CEFEEIE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Ra~wy RERENBERTFEL 2 2F85ET— NI, [#£22-1 27471 —varavr R
IEEE802.1X OFBFEE— K] 2L T 72 &0,

3. dotlx port-control =~ FMMBEINTWARWVWERIa~Y RIZANIRD A,

(BEEa< > K]

dot1x system-auth-control

dot1lx timeout supp-timeout

dot1x port-control
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dot1x multiple-authentication

dot1x multiple-authentication

IEEE802.1X OFEFEY 7 — REMARGEE— RICRE L E T, WK D & ICHIEEZITY, i FRITIG U
THEASEZRE LET, EEIRREOBERNRRICR Y 7,

FRREY 7 — NIRRT — RRERE SN TWRWEE, it 7E— Ny 7 vE— N2 £9,
VU NAE— R, 1 BEOMERTERIEL, Ba i LEd, BHERRN SR Iz L &1, HEAS
/5771“_‘;{75)3|5uuu 'lj( /\*&TTL/ij—

[AAR]
WHORE
dot1x multiple-authentication

E o Bk

no dotlx multiple-authentication
[ABE—F]
(config-if)
(NS A—=42]
2L

[O7 2 FERREFDEIE]
FEHY T B — NI e — RIZR D £,

[BIE~DFEE]

RAEY 7 — FEEE Liche, RES /57I“‘X@nunﬁﬁﬁf IR E N D7), FRRER AR I
AN LI TT, FHEFES LD E CHIBAALREBIZZ2 Y £,

[EREED & BRI 4]
REMEER, T CICEMICKBRShET,

CFrExE]
1. 7T IEEES802.1X % /E 1%, dotlx system-auth-control =~ R&RET D Z & THIZ/R D £9,
2. Ra<y FREVEERRE L RDWAEE— NIE, [£22-1 ar 747 b—varavr e
IEEE802.1X OFBFEE— | S L T ZE W,
3. dotlx port-control =~ KT auto BEEINTWRNE, Ra<wy NIIEDIRY /A,
4. WY TE— FEEEL LIZA, BEA VF 7 = — AORIEREIINEL SN 5700, RIEFEAIRAL
FRRRENMLEETT,
5. mac-address-table static 2~ > R T /E IR OIIELX TR E 20 £7,
. $:'<7/ RRBHE (VI VE— )
FRER R OMAR FRAEIC T L T Audsiu@m L Ew A,
o Ka<wy FRE (BARIEE—R)
dot1x port-control =~ > KM auto 2% E S A7 IREE CIXERGEREIZ 20 b b T ICBEATRE T,

1|
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dot1x multiple-authentication

[BEa< > K]
dot1x system-auth-control

dot1x port-control
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dot1x port-control

dot1x port-control

REA H 72— AWK LT, port-control IREEDREELITWET, F£7z, ZOa~vr FEANTHI L
T, IEEE802.1X 7R — h B iBREMaE 2 AN L £,

[ANRH]

fHMOBRE - £H
dot1x port-control {auto | force-authorized | force-unauthorized}

(GE2LEIZS

no dotlx port-control

[AAE—F]

(config-if)
(NS A—4]
{auto | force-authorized | force-unauthorized}

auto
IEEE802.1X FBAEZATVY, FRAERITIG U TRIEA & 7 = — RITHRE S 41D Ui AR O BIE O 7[5
ZHELET,

force-authorized
IEEE802.1X FBALZATIO/RNT, BREA LV F 7 = — ATHR SN DR L HICHE iR L LE
I, A— FHNGEGE ) L NE— RO L EETREWRETT,

force-unauthorized
IEEES02.1X #BAEZATHO/RNT, BEA V¥ 7 = —AHER SN DAL HICHE AR & LE
T, A— FHEAGREE (FF) U E— RO L EEITREIE T,

1. AT X —Z B RF ORI

AR TEERE A,
2. 0D % T i

auto, force-authorized, %7z force-unauthorized
[3< 2 FEERREFDEIE]
R— N HA ARG REI TS T,
[BE~DEE
2L
[EREED = BR2H]
REEEEE, T ITEPIIKMRISNET,

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,
2. Ao~ FRESEMERE L RDFEE— NI, %221 av7 47 1r—varavr Rt
IEEES802.1X @wu thE:E"‘ ]\J %%BE LT < 7L’ é AN
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dot1x port-control

3. A— NEAFEGE (FRAY) ZEEARRE, RIUCA ¥ 72— R TREHFRELTIZIN, (f—FxRy b
ABT2—R, R—=hF ¥ RNVA L HFT 2 —ATHREARETT,)
¢ dotlx port-control auto
e switchport mode access

¢ switchport access

4. R— MHEAGREE (BH) AL, TRz L T<Eaun,
 system function =~ R EH T extended-authentication 235% € SILTCWRWEE, Aa~w K
ITRETE EH A, (system function =~ RBRRBEDHGIE, RETEET,) [AX12508]
[AX12408]
s FICA U Z 7 2— AT FREREL TS, ((—FXRy b ¥ 72— AZTBEFRETT )
+ dot1x port-control auto

+ switchport mode mac-vlan

5. Ao~ FiX, %#%A— M authentication ip access-group =~ > K, F72(% authentication
arprelay 2~ 2 RBREINTND & X TROEMHCTHIBRTE £,

e web-authentication port ¥ 7213 mac-authentication port % &Ik &
6. dotlx multiple-authentication =~ > RFHE STV WA, BiEY 7 E— RiZv v 7 rE— R
2720 E7,

[(BEa< > K]

dot1x system-auth-control
dot1x multiple-authentication
switchport mode

switchport access

switchport mac
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dot1x radius-server dead-interval

dot1x radius-server dead-interval

368

IEEES802.1X #2iFE ] RADIUS Y— 037 F 1 <V IEEE802.1X L5 ] RADIUS Yr— " ~H#E A4
HETCOERIA~ERTELET,

H Ly b Y=o GEA T RADIUS BFEERSE) 0B et 4 ) IEEES02.1X #2iFE A RADIUS
P NAEBR LR, 3V — \EHARRECERY A ~E2AX— L, Ka<v 2 NIZLPRE
WrfREE (B Z A~ T#%) 12, 754~ U IEEE802.1X RFFH A RADIUS — _"~HH L ET,

[ABTRA]
W OBE - L H

dotlx radius-server dead-interval <Minutes>

E O Bk

no dotlx radius-server dead-interval

[ABE—F]

(config)
(/85 A—=4]

<Minutes>
74 Y IEEES802.1X fRFFEH A RADIUS V— 205, 7 F A ~ U IEEES802.1X 787ER f RADIUS
P — " ~HEEIHT DL TOERIA~EHRELET,
1. AT A — 2 BWERE ORI i
BT EHA,
2. DR E /i
0~ 1440 (%))
0 #%E L7256 1E, RADIUS @RFEER % /4§77 A ~ U IEEE802.1X §8FERfH RADIUS #—3
NHBMELET,

(2~ FEEROEE]

Ly " =Nt &) IEEES02.1X #&GERL A RADIUS ¥ — S~EH& L T 10 4 74 =
IEEES802.1X #BFEH A RADIUS — NICHEMEIR L £,

[BIE~NDFE]
L

REMEER, 3 ICEMICKmSNET,

1. ¥4 > %) IEEE802.1X #RZFH. ] RADIUS — & H L v b — "¢ L CGEATICERZ ( ~EE2E

T L7235, TORS TORBIREZHE URBRAE ML 9,
2. A A ~ " AX — FMRIIARa~ LV FEREZHIBR LGS, WA~y NIV vy METICHE
WL, T7ANMELI04E LTEIEL £,

CEEFEIR]

1. 7T IEEES02.1X #%/E%, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,
2. Ao~ FRENSEMERE L R DFEE— NI, %221 av7 47 1r—varvavr Rt



dot1x radius-server dead-interval

IEEE802.1X OFBFEE— ] ZZML T ZE W,

3. 3 AU LD IEEE802.1X FBFEH/H RADIUS #— & E L TWiehd, BtY A~ &2 A2 — M
» IEEES802.1X F87FH A RADIUS Hh— 3~B L > M — PR ER L2 HETYH, B A ~3Y &y
FEFICHE S L £

4. BRI ATVl AR — b T LA T T2FETY Yy P LEREADR, TiloRECIIpst
ELTHTETICYEY FLET,

e K=< KT dotlx radius-server dead-interval 0 Zf%/E L7z & X

o HL Y hY— ¢ L CEAYT® IEEES02.1X #RFEH H RADIUS Y— Nf$k %, dotlx radius-server
host =~ RCHIR Lz & &
o M =~ F clear radius-server # E{T L7z & &

5. FRAH SRR ARDIRIALS —7 v AEEPICER Y A~ T LIESATY, BT ORIEY —& v AN5E
TT2FECTTT74~V IEEES02.1X F8FEEH RADIUS — "~OERIIfTRbhE A,

[B&Ea< > K]

aaa authentication dot1x
dot1x port-control
dot1lx system-auth-control

dotlx radius-server host
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dot1x radius-server host

dot1x radius-server host

IEEE802.1X {ZfE 9" 5 LH RADIUS H— O EEITVET,

[ANRH]

RO - £
dot1x radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout <Seconds>]

[retransmit <Retries>] [key <String>]

(EE2LEZS

no dotlx radius-server host <IP address>

[AAE—F]

(config)
(/N5 A—=4]

<IP address>
RADIUS H— "D IPv4 7 KL AZHELE T,
1. AT X —Z B O HME
A TEEREA,
2. fHDFR EHiHH
IPva 7 FL &2 (Fy FiRiE) 2HELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS H—OFR— B SZHELET,
1. AT X —Z B ORI HME
A— &S 1812 A L E T,
2. fHDFR EHiH
1~ 65535

acct-port <Port>
RADIUS =T AT 4 TR — FEFERELET,
1. AT X —ZEWRE O HME
RA— hFF 1813 AL £,
2. fEH DR EHiPH
1~ 65535

timeout <Seconds>
RADIUS H— b DIRE X A L7 7 MR () Z2ELET,
1. AT X —Z B O HHE
radius-server timeout =¥ RCREINTWARHAEHEINET, RESNTHWARNEED
OIHEE 5 T,
2. D% E#PH
1~30 (B

retransmit <Retries>
RADIUS #— Mkt U CRBREESR 2 FEE T A HBE L E T,
1. RRT A —Z B O YA

370



dot1x radius-server host

radius-server retransmit =¥ R CHE SN TWDLEENEHINET, FHEINTWVRWVIEE
O 3 | T,

2. DO E i
0~ 15 (&)

key <String>

RADIUS H— [ & O@{E DK 51t FRAEICH AT 2 RADIUS #4f8& L $£7, RADIUS #3277

A7~ E& RADIUS — R EClR—O#EZHRET HLELDH Y 7,

1. ARXT A — & BREREO YT fE
radius-server key 2~ R CHEINTW5H RADIUS #2MEH S E T, HEIN TV W
A, M3% RADIUS H— N3 #shic 720 £9°,

2. fEOERG
64 SLFLINO LS THE L T ZEW, BEBRIFIZOWTL (T X=X |ZIBETE5
) © MEBEOXFES 2SR L TLIZEN,

[2< > FEBREFDEIE]

radius-server host =~ K CT¥4%k L7z RADIUS V— OB ENEH SN ET,
radius-server host =< FORBRFEI N TWRWEGETE, BFETXEHA,
LRE~NDFE]

2L

[ERE B 0D AR 524 ]
EMAEE, BB S ET,

[EEFE]

1. +_To» IEEES02.1X 3% /1%, dotlx system-auth-control =~ REFRETHZ & THEIRY 4,

2. Ra~vy FREVTIERREL R 2WFEE— RIE, [#£22-1 avr747b—varavr e
IEEE802.1X OFFEE— K| 2B LT EIVy,

3. Ra~vy RRREINTWEHY4A, IEEES0LX Bk TS T %5 RADIUS ¥ — O EF#IL,
radius-server host 7~ FTHEINTWAHEHR LY bELINET (radius-server host =+ K
REFEHA S ERA), JUH RADIUS ¥ — M, IEEE802.1X 58FEH M RADIUS H—/ M D5z
EBIZOWTIHE, Tavry4 7 Lb—ya v diA4 RVol2) 28R LTLIEEN,

4. RREFHEZ2 IEEE802.1X FRGERH RADIUS H— N3 2EE BT Thok 4 T

5. IPva 7 RL AL LTI27.%** R ETEEEA,

6. key /8T A —Z NEME I TV, radius-server key 2~ RHERE SN TV RWEANE, Y%
RADIUS #— NTHEZHZ 22 0 £,

7. #%t® IEEE802.1X §8iEH  RADIUS ¥ — %3 E L7-4A, A =~ K show radius-server CTht
PNCEREINDET RLANRT T A~V RADIUS — 720 9, mHIOA LY vy —oN GERFO
RADIUS 87K E) 121377 A ~ U IEEE802.1X 5%7E# ]l RADIUS H— 23l S g4,

774 <Y IEEE802.1X #FEH A RADIUS H— NIZEENFKAE LG, TLy M — NTRICER
72 IEEE802.1X #8FEH. A RADIUS — N (4% U RADIUS H—) ~&EBLET, 77914~V
IEEE802.1X 8FFHH RADIUS H—/3~D B #)E [HIZ-DV TiX dot1x radius-server dead-interval =
U REZHLTIEEN,

8. JLH RADIUS H#— 3, {hdFRGEH A RADIUS $—/ \F 721X RADIUS Yy — 7 V—T7DFET, IPT
KL A2ADO—%F % RADIUS — _"DBBEIZBGFE I N TV D HEIT, RO TRXTONRT A —X % HE

5

371



dot1x radius-server host

WH LA Lica~y FARICEESBX 7,
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dot1x radius-server host

[B&Ea< > K]

aaa authentication dot1x
dot1x port-control

dot1x system-auth-control
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dot1x reauthentication

dot1x reauthentication

IEEE802.1X OFRFEAKEhT%, Supplicant O FFEFEEZ AT HNE I NERE LT T, KRENAIIC
% L, dotlx timeout reauth-period =~ > K CRET D EO EH THFEFEH EAP-Request/Identity ff
Supplicant {Z%f L CEH L, Supplicant OHFEGEEIE L £,

[ANRH]

MO E
dot1x reauthentication

THHOHIBR

no dotlx reauthentication
[AAE—F]
(config-if)
(NS A—=4]
el
(a7 Y FEREBDOENE]

2L

[BE~DHE

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET LI & THIZRD £,

Ka~y FREVEERREL RDWFEE— NIE, [£221 ar 747 L—varavr e

IEEE802.1X OF8iEE— K #ZR LT é AN

3. dotlx port-control =~ > FMRREINTWARWERa~ Y RITAMIRY THA,

4. dotlx ignore-eapol-start =~ > RS E STV 5 &, no dotlx reauthentication =~ > K TGRS
EEBLRWVEEIZT D Z LIETEEEA,

v

(BEa~<y K]

dot1x ignore-eapol-start
dotlx timeout reauth-period
dot1x system-auth-control

dot1x port-control
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dot1x supplicant-detection

dot1x supplicant-detection

SRAEY 7 — FICHRRRIEE— RERE Lo kmHEifEE2fRE L £ 7,
[AARR]

THMORE « AR
dot1x supplicant-detection {disable | shortcut | auto}

fE O HI

no dotlx supplicant-detection

[ABE—F]

(config-if)
[N A—=4]
{disable | shortcut | auto}
R 7 — NIRRT — F 2R E LR HEEZ B E L £
disable
WK — b THRHEADOMENTFET 254613, EAP-Request/Identity 2~ /LF % ¥ 2 FE(F L
F A, REERTEAR D EAPOL-Start #4595 Z & CRAEEBTA L £,
IO, AT A—FERE LIS E, HREIZ EAPOL-Start % 2%{5 L 72\ Supplicant > 7
MU =T EBERTAGE, IR R E R TE EE A,
shortcut
FRAEE A DNFET D846 L, EAP-Request/Identity & ~/LF ¥ A FEE LE T, REEATH
%w D7 =L EZFEUNET D2 & TRIAEZ B L E T,
FRREE AR A D Z D7 L— L EZET 5 2 L THWREA HAA L E T, shortcut TIXFEAEE AR
DSFRRRE R BASA LT BB RRRE Y — 7 v A B AW LT EAP-Success Z BIRFIK ™ Z & THAM 2R
BLET,
L7, —&8® Supplicant ¥ 7 b7 = 7 Ti, EAP-Success % HIFFE ¢ EIEZ FRFERM & 77
LET, ZORER, ARXTA—ZEZEE LSS, Bk T SICBENSRUNTLY, RBAkEsy
NOEA S TEENBREINZY, FRGEERY IR L TARMDB LR T80 0 £7,
auto
PREER IR FET DAY, EAP-Request/Identity Z#~/LF %+ A hEELEHAL, TDOMNR
DY, FEEANHARDEE L7 ARP/IP 7 L— A% %555 Z & Tl ARE Mt L, F85E% B

HLFET,
1. AT A — B UERO I iE
BT ERA,
2. fEO E#PH
disable, shortcut, auto
[2< > FEBREFDEIE]
AR M ENEIT shorteut 1272V 97,
RE~DELE

L
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dot1x supplicant-detection

376

(5%

e
X KE

B0 & BRE2H ]
HAE S, T ICERICKBRENET,

EEEIE]
1. T IEEES02.1X %1%, dotlx system-auth-control =~ R&FHRETHZ & THRIIAR Y 4,

Zg:"?:/ ]‘\gﬁﬁiﬂﬁ\ﬁjﬁzﬂ &iﬁémuum%'—‘ }\&i, ri‘% 22-1 a7 4 7 L—yvagravwr R L
IEEE802.1X OFEFEE— FJ &L T E &,

3. dotlx port-control =~ RNWEIN TRV AR~ NIIEMIZ/ D EHA,
4. Ka< > RiE dotlx multiple-authentication =~ > R&ERE LIHE T EII/D £,
5. dotlx ignore-eapol-start =~ REZFHE L7-A ¥ 7 = — A T dotlx supplicant-detection =~ KD

disable ZERETHZ LILTEEHA,

(BgEa~<y K]

dot1x ignore-eapol-start

dot1x multiple-authentication

dot1x system-auth-control

dot1x port-control



dot1x system-auth-control

dot1x system-auth-control

IEEES802.1X # BN LE 7,

[AARH]

OB E
dot1x system-auth-control

E O Bk

no dot1x system-auth-control

[ABE—F]

(config)

[R5 A—%]

2L

[3< > FEBREDENE]

7L

[BIE~DFEE]

L

[EXE B /e BR 21 ]

REMETER, T ICHEAICKB S ET,

[CEESEIE]

1. Zti:l’\?/]\ /EZP@J{/ET ka?ZDuLnE;E““ Fli, ’—2‘%22'1 :l‘/7/]'7\1/““‘:/3 ‘/ZV:/FE
IEEES802.1X @mu uﬂ:.:E_‘ I\J %#%BE LT < 72 él/\

2. EAPOL 7 4 UV —7 4 > JRERENRE SN TV AEEIL, Aa~<w 2 Nk 272 Y TEEE802.1X 1367

TR0 A,
3. aaa authentication dotlx =< R2RE I N TV L, IEEES02.1X MERFEEFIZ RADIUS #—3

ZfEATEEE A,

[BEEa~< > K]
12protocol-tunnel eap

aaa authentication dot1x
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dot1x timeout keep-unauth

dot1x timeout keep-unauth

EREEH T E— R RV U TNV E— RDA L F T 2 — A2 2 B LOWENER SN-ERIS, A F2 T 2—R
OBGEARFDIRRE 2 R FFT DR 2 AL CRRE LE T, FREEmMAIC DWW T, AREFERGE % FRERED &4
g Lfé: D jij_‘o

[ANRH]
fEmOBIE - ZH

dotlx timeout keep-unauth <Seconds>

(GE2LEZS

no dotlx timeout keep-unauth

[ABE—F]

(config-if)
(/8T A—4]
<Seconds>
FRAEY T E— RNV VL — RO L X2, BUARFDIRIEZ REFT 2R 2 VAL CRRIE L 7,
1. RXT X — 2 BWEREOHHE
BRETE EH A,
2. fl DR EHIPH
1~ 65535 (B)
(a7 Y FEREDENE]
BRI A RLIRAE 2 R FF 9 D RERETIE 3600 BT,
[BIE~NDEE]
2L
[EREMED Rk E2HE ]
BOAAR ARRENFAE LT & &
AESIHE]

1. 7T IEEE802.1X 3% /€1, dotlx system-auth-control 2~ REHETH I & THMIRLD £,

2. Ka<r NREDEBMERREEL R HBFEE— ML, %221 a2y 7447 b—varav R
IEEE802.1X ODFFFEE— ] ZZML TIZE W,

3. dotlx port-control =< RNFEIN TV W ERIT~ 2 RIZEMMIRD A,

4, Ra<r FOBREMEII, RV 7E— RV U INE—ROA V¥ 72— AT EASNET,

(B&Ea~v > K]
dot1x system-auth-control
dot1x port-control

dot1x multiple-authentication
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dot1x timeout quiet-period

dot1x timeout quiet-period

IEEE802.1X DFRIFFME D UG A o F 7 = — A TOIHERILIRAEIREIR ] 2 B HA THRE L E4, 4K
WNi%, EAPOL /X% v bOSEHIIITHT, 7o, 315 EAPOL /X7 v F&8H L, FRAFLEEZITOET A,

[AHRH]
fHMOBRE - £H
dot1x timeout quiet-period <Seconds>

RO HIR

no dotlx timeout quiet-period

[AAE—F]

(config-if)
[T A—=%4]
<Seconds>

FEBFER R M 2 D HAL TR E L £,
1. K/RT A — R UEE O

B TEEE A,
2. [EOFE R

0~ 65535 (7))

[3< > FEERREFDEE]
}Entun 'lj( Ef?‘%%ﬁ#ﬁi j: 60 */Tj—

[BE~DEE

L

[EREMED R BRE2H]

PRI CHEFRRLIRRBIZ R o To & &
[EEFIE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Ra~wy RERENBERTFEL 2 2F85ET— NI, [#£22-1 27471 —varavr R
IEEES802.1X OFRFEE— K] &R LTLZ él/‘

3. dotlx port-control =~ FMMBEINTWARWVWERIa~Y RIZANIRD A,

[BAEa~<> K]
dot1x system-auth-control

dot1x port-control
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dot1x timeout reauth-period

dot1x timeout reauth-period

IEEE802.1X OFRFERKZh, Supplicant O FFRFEEAT 2 B Z P HEAL CHE L E 7, AMEOJE ] CH7EH

H EAP-Request/Identity % Supplicant (Z%f L CiEH L, Supplicant O FHFEIELZME L E T,

[AARR]
EMoOBE « ZH

dot1x timeout reauth-period <Seconds>

RO HIFR

no dotlx timeout reauth-period

[ABE—F]
(config-if)
(NS A—4]
<Seconds>
Supphcant DFERIEEAT O A EZ R THRELET,
. RRNT A —H B OFTHME
BT EHA,
2. [l EHIPH
1~ 65535 (F)

[O<7 > FERREFDENE]
Supplicant OFHFFEAZAT 5 JAHIE 3600 T,

BE~DEE
L

[E%E fE D I BR 2214 ]
o BUEBEF DS A ~BEA LT T ML, 44 <R 0IRoTzE &

o M =+ R clear dotlx auth-state %34T L, FBFEHANLF 72132 E AL CORBGEMRREZ FEME L2 & &

o BREF AR DAL L 72V ARIE O FERE AL CREGES R DREFED L) L7 & =

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ao~ RRENMEREL R HRFET— NIE, [#£22-1 av747Lb—vgravr R
IEEE802 1X @nuu — ‘ %#%BEL/VC< f:él/\
3. dotlx port-control =t~ ]\iP REINTWARNE ARy RIZASDTAD FHA,

4. Ko< KX, dotlx reauthentication 2~ RIZ L > CTHEIEEZITIRTEIZRLRWEFIIRD F

NS

5. XT A =X DO EMIT dotlx timeout tx-period 2~ FTHRTE LML D KEREEZREL LS

Uy,
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[(BAEa< > F]

dot1x timeout tx-period
dot1x reauthentication
dot1x system-auth-control

dot1x port-control

dot1x timeout reauth-period
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dot1x timeout server-timeout

dot1x timeout server-timeout

382

AL —N & OFEE B DI RROIGER DR M2 EAL CHEE LETS,
[AHRH]

WHORE - 20

dotlx timeout server-timeout <Seconds>

H OBk

no dotlx timeout server-timeout

[ABE—F]

(config-if)

(/85 A—=4]

<Seconds>

INERF LR Z B THRE L E T,
1. ARoRT A —HBAREHE O AT il

B TEEEA,
2. [EOFEH

1~ 65535 ()

(a7 2 FERREOBE]
IEERF BRI 30 BT

[BIE~NDFE]

L

[

REED R BRE2H ]

BEMERTOZ A ~NEA LT T RL, ZA~ER0ITRoTn b &
PRGEALEEDSBRAGE LT & &

CFrEsE]
1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

3.

Kawy RRENERE R HRIEE— NI, [¥£22-1 avr4/7Lb—varavr e
IEEE802.1X OFEFEE— K] #ZRL T 7Z&W,
dotlx port-control =~ > RNRRE SN TWRWERaT~ Y RIIAMIRY THA,

(B&Ea< > K]

dot1x system-auth-control

dot1x port-control



dot1x timeout supp-timeout

dot1x timeout supp-timeout

Supplicant ~%H3 2% EAP-Request (2%} L T, Supplicant 2> b DIGERE 6 REH &2 RV AL THE LE T,
BEMISEN WS, EAP-Request 2 Ffik L E 7,
[AHRH]

fHMOBRE - £H
dot1x timeout supp-timeout <Seconds>

RO HIR

no dotlx timeout supp-timeout

[AAE—F]

(config-if)
[T A—=%4]
<Seconds>
Supplicant 7> 6 DIEEFF B Z P EA THRE L ET,
1. RXT A — X B OHHE
B CTXEHEA,
2. EOEHIPH
1~ 65535 (F)
[2< > FERFFDENE]
Supplicant 7 & OIHERF HEFEIE 30 B CF,
RE~DELE
2L
[EXTE(E D IR BR324 ]
s BIEEMEFOX A ~NE A LT RL, XA<HENR0IT/oT- b &
o PRGEALEEABHAA LTz & &

CEFEEIE]

1. +_TCTo» IEEES02.1X 3% /&%, dotlx system-auth-control =~ R&FRET D Z & THZIZ/RD £,

2. Ka<y NREDEBMERRE L R R8T — NI, [#£22-1 avy 747 L—varavr RN
IEEES802.1X OFEFEE— K] &R L T &,

3. dotlx port-control =~ RMFEIN TV RWE R~ RIFADIRD FHA,

(BEEa< > K]

dot1x system-auth-control

dotlx max-req

dot1x port-control
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dot1x timeout tx-period

dot1x timeout tx-period

384

IEEES02.1X A%hiF?D, EAP-Request/Identity D% HEE % ENM CHRELET,

[ANRH]

RO - £
dotlx timeout tx-period <Seconds>

E o Bk

no dotlx timeout tx-period
[ABE—F]
(config-if)
(NS A—=42]
<Seconds>
EAP-Request/Identity O34 H R A B AL THE L £7
1. RRT A — 2B OHHE
AT EHA,
2. D% E i
1~ 65535 (f)

[O< 2 FARREFDEE]
EAP-Request/Identity @ 2% HEk@IX 30 #B>C¢9,

[BIE~NDFEE]
L

[ER7E B 0D Sz B 2244 ]
s BIEEET DX A~BIA LT T RL, FA~HEN ORIz L&
e JEM =2~ K clear dot1x auth-state #5347 L, FRRERALE 7o (32 E BAL CTORBEMIRZ L L7 & X

CEEFHE]

1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Ko<y FRENEWEAREL R DFGEE— NIE, [#£22-1 ar74/Lb—varavr e
IEEE802.1X OFBFEE— K| 2L CTLIZ&EW,

3. dotlx port-control =T~ > RMNREINTWARWERa~ Y RITAMIRY THA,

4. RT A =X DOFEMIE, dotlx timeout reauth-period =~ K CHELME LV /NS REEZHRTE LT
<IZ&EWND,

(BEEa<T Y K]
dot1x timeout reauth-period
dot1x system-auth-control

dot1x port-control



dot1x vlan dynamic enable

dot1x vlan dynamic enable

IEEE802.1X VLAN HAFEFE (B1H)) Z AL ET,

[AARH]

THW DR E
dot1x vlan dynamic enable

E O Bk

no dotlx vlan dynamic enable

[ABE—F]

(config)

[IXTA—4]

L

[2< > FABREFDEIE]

2L

[BIEE~DEE]

L

[E%7E B 0D =z Bk 5244 ]

REMAERR, T ICEHICKBENET,
CEEEIE]

1. 9 XTo» IEEE802.1X % E 1%, dotlx system-auth-control 2~ REZFHETH Z & THIMIR D £,

2. 2&:17:/ ]\\%m/r:iiﬂﬁs‘%bﬁzﬁf kfcﬁ%)ﬂlh uiE:E”— }\Li, ’—2‘5{ 22-1

IEEES02.1X OFBFEE— K] &ML T 72 &V,

En==3

a7 44—y gravr RE

3. dotlx vlan dynamic enable =~ > K& &R ET 5454, aaa authorization network default group radius

<V ROREZITORWEANTZY £ A,

4. zts:z«e/wb RE SN TWRNWE, FTo VLAN BEAEERFE (Bh19) FEREIEX, AR 8 A,
5, AREBICTRH I~V RN 1 OTHRESNTWAEAIT, Kavr FERETEEEA,

¢ authentication multi-step

¢ dotlx authentication

* mac-authentication authentication
* web-authentication authentication

¢ web-authentication user-group

[B&Ea< > K]

dot1x system-auth-control

aaa authorization network default
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dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic ignore-eapol-start

Supplicant 75 O EAPOL-Start {52, EAP-Request/Identity Z#3{T L2V L2 ELE T,

[ANRH]

THWORE
dot1x vlan dynamic ignore-eapol-start

E o Bk

no dotlx vlan dynamic ignore-eapol-start

[ABE—F]

(config)

(NS A—=42]

2L

[O< > FEREFDENE]

el

BIE~NDEE]

L

EREED R BRE2H ]

BREMATS, TICERICKBENET,

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ka< v NEREPMERAE L 2 H58GEE— NIk, [£22-1 =747 L —varavr R
IEEE802.1X OFBFEE— ] ZZML T ZE W,

3. dotlx vlan dynamic enable =< RBREINTWRNWE R~ FIFAIIRD FHA,

4. Az~ FiE dotlx vlan dynamic reauthentication =~ KW E S TCWT, 2> dotlx vlan
dynamic supplicant-detection =~ > K disable D& ENRNA X 7 = —RZTETRETEET,

5. dotlx vlan dynamic supplicant-detection =~ > K% disable [(CHE LTzA > ¥ 7 = —ATIL, Ao~
VU REBRETEZERA,

6. Ko~ FEHTE LA, nodotlx vlan dynamic reauthentication =~ > N CHFRIEE I L 72\
LOICRETHZ LIFTEERTA,

(B&Ea< > K]

dot1x vlan dynamic reauthentication

[y |

I

dot1x vlan dynamic supplicant-detection
dot1x system-auth-control

dot1x vlan dynamic enable
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dot1x vlan dynamic max-req

dot1x vlan dynamic max-req

supp-timeout % # % 72D EAP-Request F X DR RIEH A E L ET, HREEBOIAMEEEZ 25
&, AR EHE L E T
[ABDRH]

fHMOBRE - £H
dot1x vlan dynamic max-req <Counts>

RO HIER

no dotlx vlan dynamic max-req

[AAE—F]

(config)
[T A—=%4]
<Counts>
EAP-Request XD REHEEZEE L £7,
1. AT A —H B UEREO I iE
B CTXEEA,
2. O EFFA
1~10 ([A)
[a< > FARFFDENE]
EAP-Request #3602 [A T,
EE~DELE

L

CEFEEIE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Ra~wy RERENBERTFEL 2 2F85ET— NI, [#£22-1 27471 —varavr R
IEEE802.1X OFBFEE— K] 2L T 72 &0,

3. dotlx vlan dynamic enable =< RBREIN TV RN ERa< Y FFAEDTRD /A,

(BEEa< > K]

dot1x system-auth-control

dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic enable
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dot1x vlan dynamic radius-vlan

dot1x vlan dynamic radius-vian

IEEE802.1X DOFRFERHZ RADIUS #— 33 63%(F S5 VLAN F#IC L » T, #8972 VLAN #1024 T4
#FAl9 % VLAN Z57E L 7,

[ANRH]

Wl oRE
dot1x vlan dynamic radius-vlan <VLAN ID list>

THHDOLEE
dot1x vlan dynamic radius-vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

H RO Bk

no dotlx vlan dynamic radius-vlan

[ABE—F]

(config)
[T A—4]
<VLAN ID list>
IEEE802.1X ZREFRE &9 % VLAN & VLAN ID ##8& L9, LFEFIREKRHD VLAN %
FRE E4172 VLAN ICE &2 £97, ALEEICRKRED VLAN (T ETE £ A,
1. AT A — 2 BWERE ORI
BT EHA,
2. fEOKEFH
<VLAN ID list> O EFE, £z, HEOREHMEAICOWTL [RTA—FITHETE 2MH] 2%
LT EEW, 2720, Zoa~wr FTTF74/L h VLAN (VLAN ID=1) IZHEETZ ¥ A,

add <VLAN ID list>

IEEE802.1X FRERX E &M H 32 VLAN (280195 VLAN 2@ L E ¥, AREEITRKE D VLAN

ITHEETEERA,

1. AT 2 —Z B O HE
B TEEREA,

2. AH R E i P
<VLAN ID list> D& 1L, £z, HOREHIAIZOWTIL T XA—=FIHRETE 5] &%
LT ZEWn, 1272 L, Zoa~<wy RTTF 74/ b VLAN (VLAN ID=1) I3fEETX 8 A,

remove <VLAN ID list>

IEEE802.1X FRFERX E & % VLAN 225 HIBR 95 VLAN Z15E L9, AREEICRFED

VLAN (I EETE £H A,

1. ART A — 2 AR ORI
B TEEHA,

2. fEOHERG
<VLAN ID list> O$8E 5L, £, HOREHPAIZOWTIEL T A—FIRETE 5] 2%
LTLLEE W, L, Zoa<wy RTF74/0 k VLAN (VLANID=1) & T& £ A,

(2~ FEBROEE]

2L
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dot1x vlan dynamic radius-vlan

[BRIE~DEE

L

1. ¥ XCo» IEEES02.1X #%/E 1%, dotlx system-auth-control 2~ R&EFHETDHZ & THMIRY 7,
2. Ka<wy FRENIERE R HRFEE— NI, €221 a7/ b—varavyr e
IEEE802.1X OFEFEE— K| 2L TLIZ&EW,

dot1x vlan dynamic enable =¥ > R E STV eWE Ra~< >y RIFEICRY A,

T A—4 <VLAN ID list> I, #&E##H»D MAC VLAN @ VLANID [Z[RY R ETE £,

VLAN HA7F8GE (#hH)) TRETE 2K VLAN 3 256 T,

VLAN 2A#PHEEE OBA, T-3CToH VLAN AR EAETRTUET T —I122 0 £3,
AEBICTHAT RN I OTHRESNL TV LHEIE, Aavr RERETEEEA,

¢ authentication multi-step

N o ok

¢ dotlx authentication
¢ mac-authentication authentication
¢ web-authentication authentication

* web-authentication user-group

(B Ea~< > K]

vlan
dot1x system-auth-control
dot1lx vlan dynamic enable

switchport mac
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dot1x vlan dynamic reauthentication

dot1x vlan dynamic reauthentication

390

IEEES02.1X DOFEGEAEN%, Supplicant O FHRGEEZ BN T HMNE I DEHRE LT T, KRENHIZ
% L, dotlx vlan dynamic timeout reauth-period =~ > KT E T 2 O JEAH THEFEH EAP- Request/
Identity % Supplicant (2%} L C6H L, Supplicant O FHFEAEEE L ET,

[ANRH]

THMOBE

dot1x vlan dynamic reauthentication

THHOHIBR

no dotlx vlan dynamic reauthentication

[ABE—F]

(config)
(NS A—=4]

L

[

a7 Y FERREDE)E]

2L

[

BIEANDEE

L

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET LI & THIZRD £,

v

Ko< RREDBWEARE S R HWIEE— FIE, 1221 arv 74/ L—ygravwr R
IEEE802 ].X@wuuﬂi%"‘k] %?%BEL“C<7’:_§1/\

3. dotlx vlan dynamic enable =< RREEIN TV W AR~ RIFEMIRY T A,
4. dotl1x vlan dynamic ignore-eapol-start =~ > R E 41TV 5 &, no dotlx vlan dynamic

[

reauthentication =~ > N CHRIEZ T/ LR VEREICT D Z LIETE EHA,

BEa< > K]

dot1x system-auth-control

dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable



dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic supplicant-detection

SRR A IRE L £,
[AA#K]

THWORE - BE
dot1x vlan dynamic supplicant-detection {disable | shortcut}

fE O HI

no dotlx vlan dynamic supplicant-detection

[ABE—F]

(config)
[/85A—4]

{disable | shortcut}
ShARMHHEEEZRRE L E T,
disable
WK — b THRHEADOMENTFET 254613, EAP-Request/Identity 2~ /LF % ¥ 2 FE(F L
F A, REERTEAR D EAPOL-Start #4595 Z & CRAEEBTA L £,
RNRT A—25FEE LI E, BIEMIZ EAPOL-Start % %{8 L72\ > Supplicant YV 7 7 =7 %
T 2546, FIEAHRZ RN TE 8 A,
shortcut
FRAEE A DNFET D846 L, EAP-Request/Identity & ~/LF ¥ A FEE LE T, REEATH
RINZDT L—LEZBUSETH I L TRIELZRMG L £,
FRREE AR A D Z D7 L— L EZET 5 2 L THWREA HAA L E T, shortcut TIXFEAEE AR
DSFRRRE R BASA LT BB RRRE Y — 7 v A B AW LT EAP-Success Z BIRFIK ™ Z & THAM 2R
BLET,
L7, —&8® Supplicant ¥ 7 b7 = 7 Ti, EAP-Success % HIFFE ¢ EIEZ FRFERM & 77
LET, ZORER, ARXTA—ZEZEE LSS, Bk T SICBENSRUNTLY, RBAkEsy
NOEA S TEENBREINZY, FRGEERY IR L TARMDB LR T80 0 £7,
1. AT A —Z B O FHIE
B TEETA,
2. DO EHFPH
disable, ¥ 7-i% shortcut

[O<7 Y FEBREDENE]
U ASKR HEIEIE shorteut 1272 0 9,

[BIE~DFE]
2L

REE D [ BRERHE]
REMEER, T ICEMICRKBRShET,

CFE$IE]
1. 9XTo» IEEE802.1X #%E 1%, dotlx system-auth-control 2~ REZFHETH I & THIMIR D £,

—

I
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dot1x vlan dynamic supplicant-detection

392

L Rawr FRENEMERREL R DF8FEE— R, #2211 v 747 L—varavr Rt

IEEE802.1X OFEFEE— K] ML T &,

3. dotlx vlan dynamic enable =< RBREIN TV RNWE R~ RiFADTRD /A,
. dotlx vlan dynamic ignore-eapol-start =~ FEZFE L7 A ¥ 7 = — A T dotlx vlan dynamic

supplicant-detection =~ > K® disable #3%ET 5 Z L IXTTEX EHA,

[(BEa~<> K]
dot1x vlan dynamic ignore-eapol-start
dot1x vlan dynamic enable

dot1x system-auth-control



dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout quiet-period

IEEE802.1X DFBFERIL D% A v ¥ 7 = — A DIEFRALIRBER R 2 BV AL THE L E 7, AREEMMN
1Z, EAPOL /%7 v FOEHIFTHT, 2o, %15 EAPOL /N7 v AL, FREEAFEIFITOE R A,
[ABRK]

WHORE - £
dot1x vlan dynamic timeout quiet-period <Seconds>

RO HIR

no dotlx vlan dynamic timeout quiet-period

[AAE—F]

(config)
[/85 A —%4]
<Seconds>

FEBFER R M 2 D HAL TR E L £,
1. K/RT A — R UEE O

B TEEE A,
2. [EOFE R

0~ 65535 (7))

(37 REBREEDEE]

AR RELRIFIF R 1T 60 £ T,
[BE~DEE

L

[EREMED R BRE2H]

PRAERBUT & 2 IFERER RIS e o7 & &

[EEEE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Ra~wy RERENBERTFEL 2 2F85ET— NI, [#£22-1 27471 —varavr R
IEEES802.1X OFRFEE— K] &R LTLZ él/‘

3. dotlx vlan dynamic enable =~ FRREIN TV RWERI~ Y RIZADNIRY A,

[BAEa~<> K]
dot1x system-auth-control

dot1lx vlan dynamic enable
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dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout reauth-period

394

IEEE802.1X OFRFERKZh, Supplicant O FFRFEEAT 2 B Z P HEAL CHE L E 7, AMEOJE ] CH7EH

H EAP-Request/Identity % Supplicant (Z%f L CiEH L, Supplicant O FHFEIELZME L E T,

[AARR]
EMoOBE « ZH

dot1x vlan dynamic timeout reauth-period <Seconds>

RO HIFR

no dotlx vlan dynamic timeout reauth-period

[AAE—F]

(config)
[N A—=4]
<Seconds>
Supphcant DFERIEEAT O A EZ R TRE L ET,
. RRNT A —H B OFTHME
BT EHA,
2. [l EHIPH
1~ 65535 (F)

[O<7 > FERREFDENE]
Supplicant OFHFFEAZAT 5 JAHIE 3600 T,

BE~DEE
L

[E%E fE D I BR 2214 ]
o BUEBEF DS A ~BEA LT T ML, 44 <R 0IRoTzE &

o M =+ R clear dotlx auth-state %34T L, FBFEHANLF 72132 E AL CORBGEMRREZ FEME L2 & &

o BREF AR DAL L 72V ARIE O FERE AL CREGES R DREFED L) L7 & =

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ko~y RREDSEERTREL 72 2F8GEE— NIL, (#2211 v 74/ b—varavr e
IEEE802 1X @puu — ‘ %ZE‘BEL/"C< f:él/\
3. dotlx vlan dynamic enable =< RAREINTWRNE R~ IR FHA,

/4 > 4;1“—-—.

4., K=< RFiE, dotlx vlan dynamic reauthentication =~ > NIZ L > THIBFEZ1T 9 X EILR B2

EHIINIR ER A,
5. /N7 A —H O EMIL dotlx vlan dynamic timeout tx-period =~ > FCRE L7ofE LV K& 2 fli%
ELTLLEE N,



[(BEa< > K]

dot1x vlan dynamic timeout tx-period
dot1x vlan dynamic reauthentication
dot1x system-auth-control

dot1x vlan dynamic enable

dot1x vlan dynamic timeout reauth-period
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dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout server-timeout

396

AL —N & OFEE B DI RROIGER DR M2 EAL CHEE LETS,
[AHRH]

WHORE - 20

dot1x vlan dynamic timeout server-timeout <Seconds>

fE O Bk

no dotlx vlan dynamic timeout server-timeout

[ABE—F]

(config)

(/85 A—=4]

<Seconds>

INERF LR Z B THRE L E T,
1. ARoRT A —HBAREHE O AT il

B TEEEA,
2. [EOFEH

1~ 65535 ()

(a7 2 FERREOBE]
IEERF BRI 30 BT

[BIE~NDFE]

L

[

REED R BRE2H ]

BEMERTOZ A ~NEA LT T RL, ZA~ER0ITRoTn b &
PRGEALEEDSBRAGE LT & &

CFrEsE]
1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

3.

ARoa<r RERENEWERGE & R DBFEE— NIE, 15221 arv 747 Lb—varavwr R
IEEER02.1X DBFFE— K] B L T E&E W,
dot1x vlan dynamic enable =~ RO EIN TV RWE R~y RIXFAENIRY TR A,

(B&Ea< > K]

dot1x system-auth-control

dot1x vlan dynamic enable



dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout supp-timeout

Supplicant ~i%H 9% EAP-Request (2%} L C, Supplicant 75 DINERGHRFE 2B CRE L E T,
BEMISEN WS, EAP-Request O X Z{TWVE T,
[ABDRH]

WHORE - £
dot1x vlan dynamic timeout supp-timeout <Seconds>

RO HIR

no dotlx vlan dynamic timeout supp-timeout

[AAE—F]

(config)
[T A—=%4]
<Seconds>
Supplicant 7> 6 DIEEFF B Z P EA THRE L ET,
1. RXT A — X B OHHE
B CTXEHEA,
2. EOEHIPH
1~ 65535 (F)
[2< > FERFFDENE]
Supplicant 7 & OIHERF HEFEIE 30 B CF,
RE~DELE
2L
[EXTE(E D IR BR324 ]
s BIEEMEFOX A ~NE A LT RL, XA<HENR0IT/oT- b &
o PRGEALEEABHAA LTz & &

CEFEEIE]

1. TXTo IEEE802.1X 3% /€1, dotlx system-auth-control 2~ REZFHET D Z & THMIRD £,

2. Aavy RREVEMEARE L R HFFEE— NI, TR22-1 avrr747b—varavr e
IEEE802.1X OFFEE— K| #ZBL T 230,

3. dotlx vlan dynamic enable =< RAREINTWRNE R~ RFAhI D FH A,

[(AEa< > K]

dot1x system-auth-control

dotlx vlan dynamic max-req

dot1x vlan dynamic enable
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dot1x vlan dynamic timeout tx-period

dot1x vlan dynamic timeout tx-period

398

IEEES02.1X OFRFEAZIFED, EAP-Request/Identity & H B2 R EAMN CTHE L £,

[ANRH]

DB « 23
dot1x vlan dynamic timeout tx-period <Seconds>

E o Bk

no dotlx vlan dynamic timeout tx-period

[ABE—F]
(config)

(/85 A—=4]

<Seconds>
EAP-Request/Identity O34 H R A B AL THE L £7
1. AT X —ZEHWR O HME
AR TEERE A,
2. fEHOFR EHiPH
1~ 65535 (F))

[O< 2 FARREFDEE]
EAP-Request/Identity @ 2% HEk@IX 30 #B>C¢9,
BE~NDFE]

L

[ER7E B 0D Sz B 2244 ]
s BIEEET DX A~BIA LT T RL, FA~HEN ORIz L&
e JEM =2~ K clear dot1x auth-state #5347 L, FRRERALE 7o (32 E BAL CTORBEMIRZ L L7 & X

CFEEHE]

1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Kawy RRENEARE R LHRIEE— NI, €221 arvr4/7Lb—varavr e
IEEE802.1X OFEFEE— K #&RL T 7Z&W,

3. dotlx vlan dynamic enable =~ RO EIN TV Wb R~y RIXFAENIRY /A,

4. /T A—HF OFREMIL, dotlx vlan dynamic timeout reauth-period 2~ > R CTHE L/-E LV /&7
EEFHELTIIEEN,

(B&Ea~v > K]

dot1x system-auth-control

dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable



We b E:C.\ E

AV74590L—32a7 0 FEFRINE— FOXE

aaa accounting web-authentication

aaa authentication web-authentication

aaa authentication web-authentication end-by-reject

http-server initial-timeout

web-authentication authentication

web-authentication auto-logout

web-authentication force-authorized vlian

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logout ping tos-windows

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

web-authentication max-user

web-authentication max-user (interface)

web-authentication prefilter

web-authentication prefilter

web-authentication radius-server dead-interval

web-authentication radius-server host

web-authentication redirect-mode
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400

web-authentication redirect enable

web-authentication redirect ignore-https

web-authentication redirect tcp-port

web-authentication roaming

web-authentication static-vlan force-authorized

web-authentication static-vlan max-user

web-authentication static-vlan max-user (interface)

web-authentication static-vlan roaming

web-authentication system-auth-control

web-authentication user-group

web-authentication user replacement

web-authentication vlan

web-authentication web-port

default-router

dns-server

ip dhcp excluded-address

ip dhcp pool

lease

max-lease

network

service dhcp




AVT745L—230aX Y FERIE— FORIG

A4 L—320a7y REREE— FOXG

Web iBGED a7 4 Vb —Yara~wy RPRRETE S, Web BiEORGEE— RERORIIRL E T,

%231 aAVI7459L—232a72 KE Web BEEDREFE—F

Web SEEDFREIE— K X3

it

av Y R4

aaa accounting web-authentication

O|O| <

aaa authentication web-authentication

aaa authentication web-authentication end-by-reject

authentication au'p-relay>:< 1

X

authentication ip z;mccess-group>:<1

http-server initial-timeout

web-authentication authentication

O|O0|O| O] O|O|O|O| =

web-authentication auto-logout

web-authentication force-authorized vlan

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logout ping tos-windows

OO0l O0|O0|O0|O0]O]O|O| O] O|O|0O]|O

Ol Ol O] O xX|O|O| x|x

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

O|l0|]0O0|O0|]O| OO O] 0|0
\
\

web-authentication max-timer

web-authentication max-user —

O]l OO

web-authentication max-user (interface) -

web-authentication port>:<2

web-authentication prefilter

web-authentication radius-server dead-interval

web-authentication radius-server host

web-authentication redirect-mode

web-authentication redirect enable

web-authentication redirect ignore-https

0|0 0| O0|O0]O|0O| O

web-authentication redirect tcp-port

O|O0|O0|] O] O|O|O|O] OlO|0O|0O
OO

web-authentication roaming -

web-authentication static-vlan force-authorized

web-authentication static-vlan max-user

0|00
\
\

web-authentication static-vlan max-user (interface)
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VT4 L—2aravy FERBEE— FORE

Web BEEDRLE— K X3

av Y R4 g L

J|

web-authentication static-vlan roaming

web-authentication system-auth-control

web-authentication user-group

O|l0| O] O
O|l0| O

web-authentication user replacement

O|0| x| O

web-authentication vlan —

O

web-authentication web-port

default-router —

dns-server _

ip dhcp excluded-address —

ip dhcp pool —

lease —

max-lease —

network —

NG NCANCANCINCI RO NOR NG
G NCINCARCANCINCENORNG)

service dhep _

LA

: [EE VLAN £=— F

: ¥4+ v VLAN E— R

DL H—F— R
CRRENBIHE S TEEL £ 7,

AR RIFAANTEETS, BELEEA,
caAav Y REANTEERA,

Ox % H

X

X 1
A= FOANGRZR EFEMIE, 121 LAV 23RBEEHE] 22 LT ZE0,

X 2
Ko<y FORER, WiET— OO EXICEEBELET,

HEX 3
FRFEE— ROEF AR EFEMIOWTIE, a4 7 b—v a4 FVol2] 22 LT EEN,
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aaa accounting web-authentication

aaa accounting web-authentication

Web iBZEDT I T 4V IIERET AU T 4 v TP ="~ ELET,

[AARH]

THW DR E
aaa accounting web-authentication default start-stop group radius

E O Bk

no aaa accounting web-authentication default

[ABE—F]

(config)
[/X5 A —%]

default
WEEF T AN DT T T 4o P HREHRELET,

start-stop
0 JAVRHIIEAZ — N T IO T 4 THWMN, a7y MNRHIIA My T T O T 0 v T
W7 T 4 T =N ESNET,

group radius
THhOrT 4= L TCRADIUS — %2 H LET,

[O< > FEIREFDEIE]
THATLT A4 T — N ZBHM L ER A,

[BIE~NDFE]
L

[ERFE(E O S BR 5244 ]
REWERS, 7GRS ET,

CEEEIA]
1. T D Web #iERE (X, web-authentication system-auth-control =~ RZERETH Z & THZ
2720 E7,

2. zti:rv/b RENENERTRE & 7R DFRFEE— NI, 1231 v 744/ —yaravw KE Web i
NE@WLAHE:E’“]\J %7%!3@1/‘(<7':_él/\

(BEEa< > K]
aaa authentication web-authentication

web-authentication system-auth-control

radius-server host ¥ 7213 web-authentication radius-server host
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aaa authentication web-authentication

aaa authentication web-authentication

Web 78 umu nAou‘.Eji‘t&/l/“—7%f Hﬂiﬂbi‘j—

%culﬂfﬁ_’ L/?:_mu uJE %E& L/f:%/fl\ki (j( \—DXH/:E Lf;ﬁtfmh uﬂi}’d.—)??l/\iﬂd fcﬁk) Z Dt EE%E&E#ODEJ{/E
!X aaa authentication web-authentication end-by-reject T~ > NI LV EHTX E7,

default 7E1% 1 =2 b U, FAEHRY 2 MEEITRKA4 T2 MY ETRETEET,
[ABTRA]
W OBE - L H

aaa authentication web-authentication default <Method> [<Method>]

aaa authentication web-authentication <List name> group <Group name>

(GE2LE]5S

no aaa authentication web-authentication {default | <List name>}

[AAE—F]

(config)
(NS A—4]

default <Method> [<Method>]

HEET 74V FOFRFESF RN ZRELET, [F—® Method IFEHRE T EHA,
<Method> (21 group radius F£721% local Z%E L £ 7,

group radius
RADIUS #— M2 &k % Web @FEZ1TWE T, M2 RADIUS #— N3 Web 58FERH
RADIUS #— 3%721%, JLUH RADIUS $— 3T,

local
= 7:7/1/;111_4 thEicff’/f?b\iT Ij;]}ﬁ Web 3 [0 uIE DB %f'fﬁ)zﬁ Lij—

<List name>

HBAESF RV A M ERELET,

1. AT X —ZEWRE O YIHME
A TEERA,

2. D% E#iPH
32 SLFLINDUFF|THRE L T IZE W, HBEMRZRFIZOWVWTUL (XTI A—FIZIBETED
] © MEEOXFH] 22 L TIZS0,
SEHSUTFUIIR LT AR L £ 7,
7272L, TROXFINIRETE EE A,
Ty hw—7 (@)
- default( i A — E 7213582 —HK L= 30F5)
- end-by-reject( B — K F 72 IL7EE B L7 3CFF)

group <Group Name>
RADIUS #— N2 L% Web 8iEZ1TWE T, /M9 25 RADIUS % — 3% RADIUS #— /71—
T9, aaa group server radius 2~ N CTHE L7/ NV—TAEHFEL T EIN,
1. AT X —Z B O HME
B TEEH A,
2. fEOFE
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aaa authentication web-authentication

32 LFLINDOLFFITHEL TLIEE W, BEMRRILFIZONTL NI A —X|ZHRETE D
i) © MEBEOXTH] 25 LTLEE0,

[O7 > FEREBEDEIE]

RADIUS % — % H L2V, Wi Web #:E DB Zf#i ] L Ca—PRAEZ TV ET,
LBEE~DFE

EET 7V N EREEE L2 & X1, BET 74/ FOFEFET R CREE LTui K 2 3RG AR L £,
FRESFRY A MEREET L2 & &0, YU A b CRRiE Lo ui R & iBabr L £ 37,
[EREMED IR E2HE]

HEMEFR, T ICEMTKMmENET,

CEEEIE]

1. T_TD Web RiEZEL, web-authentication system-auth-control =~ RZERETHZ & THL
27220 ET,

2. Ka<y FRENEEARRE R DFFEE— NIE, [£231 a7/ bv—varavy e Web#
FAEDRIEE— F] 2L TIZEN,

3. Rawr FEHEHT H5E121%, RADIUS — 303G ”ﬁﬁ%"lﬁ%% TR ET,

4. Web FRFEOIRFIFRIEMEAEIY, RADIUS RAEE IR E S NGB AICEEL 3, EHOFEEF X EHE
L7eHE1E, mfilfdiridE S nEwEA,

[BAEa~< > K]

aaa authentication web-authentication end-by-reject

aaa group server radius

radius-server host % 72 (% web-authentication radius-server host
web-authentication system-auth-control

web-authentication user-group

web-authentication authentication
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aaa authentication web-authentication end-by-reject

aaa authentication web-authentication end-by-reject

406

07 A CIREOBIECER I N , REEEKT LT, W{EART (RADIUS LA 7R E) 12K HREE
SR IE, aaa authentication web-authentication =~ K CIRIZFETE SN TW A RGE A CTREEL F
j‘o

[AARR]
1 @O E

aaa authentication web-authentication end-by-reject

THHOHIBR

no aaa authentication web-authentication end-by-reject

[ABE—F]

(config)
(INTA—=42]
L

a7 Y FERREDE)E]

FFECEHERINTZHEIL, TOHEMBITHD D 5T aaa authentication web-authentication =~ > K C&kIZ
E éﬂf‘/‘émuﬁjﬁtfuméﬁbij‘o

E

LBE~DEE]

Web RN nE*%% mﬁﬁwﬁﬁ{%mu nﬁﬁﬁ#ﬁ% Lié_

[EREED R E2HE]

REWEEFRE, FIERICKIENET,

GEESEIE]

1. Ao~ RRENBEREL R 38— i, 1231 =747 —aravr e Web &R

BIE@HAU nJ‘.E:E’_“ ]\J %7%!3@ LT < 7L’ é AN
2. aaa authentication web-authentication =~ > K THE L7233 RIS T AR T,

(B&Ea< > K]

aaa authentication web-authentication



http-server initial-timeout

http-server initial-timeout

HTTP Y — O Z A L7 U MR EZETE L ET,

[AARH]

T

WOBTE « AH

http-server initial-timeout {<milli seconds> | inherent}

E O Bk

no http-server initial-timeout

[ABE—F]

(config)

[R5 A —45]

<milli seconds>

HTTP % — OGN Z A 57 7 MR %2 I UM CRELET,
1. AR/8T A — 5 B RERED R

B TEEE A,
2. EOFE

500 ~ 8000 DfET 100 D8k (X UH)

inherent

FEESH TP 7 R L 255 C HTTP*YHTTPS™ 2 U 7 = 2 N Wi % 4 57 % M 30 #, o

HTTP*2/HTTPS U 7 = A O Z A 5T 7 Mt 8 BT,
XL + 2RRBREBRENDY 77,
HEX2: + 1 PRERENDY 7,
1. RXT A —Z B OHHE
B TEEEA,
2. MEOEHIPH
inherent

[a< Y FEEF OB E]
HTTP/HTTPS U 7 = % kOH 5 A 57 7 ME 1B TT,

[BEE~DFEE

L

[EEEE]

[y

Ko< ROREE, &% =7 Wake on LAN ##E+5 L U OAN #fE % & o9~ T HTTP/HTTPS V

A MIBERSNET,

BARPEWEGES, EBREOZA LT U MERIIAa Y RTHRELZEL Y REL RO FRERSH Y £
W2 A 57 7 FRERDVES L 258, IAROMERIC X > TIE, Web @FED RIS 2 raettnid v %
To WIZ A LT U MFRIOZE R, Web FRAEHIE AR R SR WERNEAET 25618, 912 A
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http-server initial-timeout

L7 U MEHZRE L T ZSW,

(BEEa<7 Y K]

web-authentication system-auth-control
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web-authentication authentication

web-authentication authentication

H— MBS ROBFS A Y A b ZRELET,
[AA#K]

THMORE « AR
web-authentication authentication <List name>

fEE#R OBk

no web-authentication authentication

[ABE—F]

(config-if)
[N A—=4]
<List name>
aaa authentication web-authentication =~ R CRE LI-FIEHFR Y A M ERELE T,
1. AT X —Z WO Y HME
A TEERHA,
2. H 0D % i
32 SLFLUNDOLFFHNTHE L TS SV, FREMRRRLFIIONTIE (NI A-ZITHETE D
i) © MEBEOXTH] 25 LTLEZEn, (2L, 7Ty b~—7 @ %F&<)
SEHASUTFHUIR U FAHERE L 9,

[O<7 Y FEBREDENE]
HEET 7 4V b EFEH LT Web BIEEITWVET,

[BIE~NDEE]
LS A R LK b O % ISR L £ T,

[E%FE B D = BR 5244 ]
REMATER, FIGERIC KBS ET,

CEFESEHE]
1. T TD Web i&FEs%ElX, web-authentication system-auth-control =2~ N&ERETHZ & THR
27220 ET,
2. Ko<=y FRENIER L RDOFEIEE— NIE, 1£231 747 b—varavr e Web R
ﬁ@mﬁ%*ﬁj%%%bf<téb
3. AEEIZTRATV PR 1IOTHERESNTVDOEHAE, Aa~vr FERETEEY A,
¢ dotlx vlan dynamic enable
* dotlx vlan dynamic radius-vlan
* web-authentication user-group
* web-authentication vlan
* mac-authentication interface

¢ mac-authentication vlan

4. Ko< RTHRE LZRIESFR Y A 4473 aaa authentication web-authentication =< R TRE L
TBFEH Y R ML & B LARAWIEAE, EET 74V FORTEITHE > TEMEL £,
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web-authentication authentication

410

5. Ka<r KA —HVFy bA v Z 72— AR ITREAHETT,
(B&Ea~< > K]

aaa authentication web-authentication

web-authentication system-auth-control

web-authentication port



web-authentication auto-logout

web-authentication auto-logout

no web-authentication auto-logout =~ > K C, Web f8iE CRARE I ILIZiAR N D —ERE 7 L — A& %AF
LZpho o REBA R L7 & SICRGEEZ BEIn 77 U M 2R EX I LET,

[ABRK]
TR DK E

no web-authentication auto-logout

RO HIER

web-authentication auto-logout

[AAE—F]

(config)

[R5 A—=4]

2L

[3< 2 FEEREFDEIE]

Web F87E CRBAE S NVIZIR N G, —ERE 7 L — L %225 Lo 1REE A L7- & 2 ICREZ HEn

TT7T T RLET,

[BE~DEE

mw@mﬂmmwmnwmm@m:V/b RER L, Web 8FE CRlGEI Nk D, —ER 7 L—
ZELRoTREBARE LTS, RAZEHB 27T U FLETA,

[ERTENE D SR E2 4]
REMEFH, TICERICKBENE T,
EEEE]

1. TXTO Web BFEXE(L, web-authentication system-auth-control =2~ > RZRET HZ & THZD

12720 £,
2. ARa~ v FRENIVEFRE L R AWEFE— NIE, [#23-1 747 L—varavw R Web
nmg)nuu ’_‘]‘\\J %%%HEL/T<7L:SI/\O

o

k=11
%l

[BSEa~<> K]
web-authentication system-auth-control
web-authentication port
web-authentication vlan

mac-address-table aging-time
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web-authentication force-authorized vian

web-authentication force-authorized vilan

412

RADIUS FRGES 2 g, #REEFEE 7 £ ¢ RADIUS ¥ — 854 % 72 13 RADIUS 4)'“‘/§’\0) U 7 TR
]\Jié1517’_‘753%\é§£ L725AIT, YA — b CRBGEELR U 72 3RGERM SRR & SR 10 | GRAE RS rl IR e
LR VLAN #5510 él'(i@‘

[ABR]
THEMORE - BE
web-authentication force-authorized vlan <VLAN ID> [action trap]

THHOHIBR

no web-authentication force-authorized vlan

[ABE—F]
(config-if)
[185 A —4]
<VLAN ID>
IR FEREIC & DRERERF RIS, BV Y THREREH% VLAN ID 2% E L £7,
1. AR/NT A — 2 BRI D FIHE
HIETE £ A,
2. fEOFKE R
[RIA—ZIHRETEHME] 22 LTIEEN,
7272L, 774/ N VLAN (VLANID = 1) IFHETEEHA,

[action trap]
aﬁﬁ%”uuu 7cténun n$‘fﬁﬁﬂ‘: \—, 774/\“*T‘TI'ap ;dbf%\é I—/ij—o

1. AT A— ?éﬁ%ﬁiﬁ@?ﬂﬂﬁm
AR K VBRERF AT LT, 74—} Trap ERITLEE A,

2. [HD ﬁifiﬁl
action trap

[a7 2 AR DB E]

2L

BE~NDEE]

2L

BREED R BREZE]

BEMAER, FICERICKMENET,
CEEFIE]

1. TXTO Web #FEHEIE, web-authentication system-auth-control =~ > RZ®RETHZ & THZD

270 9,

2. Ko~y FERENBIERTREL 2 DFFE— RIE, #2831 ar 7471 —varavr FE Web
FEDFRREE— ) 2R LT EE 0,

3. vlan =~ KT mac-based (MAC VLAN) %% 7E L T\2% VLANID #%ZE L T ES 0,

4, AT EX =2V T 0 LOMBERDIFRERH Y ETOT, +oReto ETHEHI SV,

[y |

I



web-authentication force-authorized vlan

LR NIFROFETED L2 £,

e TREDaL 747 b —arRNERTHREINTWNWDL L
» radius-server host ¥ 721% web-authentication radius-server host
* web-authentication system-auth-control
¢ web-authentication port KIK4

 web-authentication vlan”2*3

+ vlan <VLAN ID> mac-based™3

+ web-authentication force-authorized vlan”3%4

e switchport mac vlan 2%

¢ switchport mode mac- -vlan™4

« aaa authentication web-authentication™?

« web-authentication authentication’®

%1
XA F Iy VLAN E— RTHEHAT 25 L IR EL TLIEEN,
L —F— RTHEHTLEEICHRELTIEIN,
[ C VLANID #8%E L T 7E &V,
1 %4
FUA =Ry bAR— MIBFEEL T ZIN,
* RADIUS #—~DHET, FiOTH vy b7 BRSNS
No=21:
NOTICE:LOGIN:( {+/1## ) Login failed ; Failed to connection to RADIUS server.
fHintE#H# : MAC, USER, IP, PORT Z7-1% CHGR, VLAN
THY L ha ZidiEH 2~ R show web-authentication logging THER TE £ 77,
%5
BEE T 7 L b CHRHIGRAEE L Tdefault group radius] 7% E L TL 7Z &0,
A— b BIRRRES ATk FRREE F FF1E [aaa authentication web-authentication <List name> |
EHRELTLIEIN,
. BREIFRGEFFRDIRREIY, Yo —Y ol T U hCERISET,
. 7T A4_— | Trap %173 58%E1%, snmp-server host 2~ > K C Trap DX[FHLIP 7 KL A &
"web-authentication" # 3% E L T LERH Y £9°,
TROWTNLRT TIZHESINTWELE, Aa~vy RERETXERA,
» authentication force-authorized enable

¢ authentication force-authorized vlan

(BAEa~<> K]

aaa authentication web-authentication

radius-server host ¥ 7213 web-authentication radius-server host

switchport mac

switchport mode
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web-authentication force-authorized vian

414

vlan
web-authentication port
web-authentication system-auth-control

web-authentication vlan



web-authentication htmi-fileset

web-authentication html-fileset

R— b T EIZFERT D085 Web GEREBIE OB A Z LT 7 A VA EZFELET,

[AARH]

WO - 28
web-authentication html-fileset <Name>

R O BB
no web-authentication html-fileset
[AAE—F]
(config-if)
[/NTA—%4]
<Name>
J#EH 2= K set web-authentication html-files TARIEBE|(ZEERK L= WA X LT 7 A VY N EFR
ELET,
1. RXT A — X B OHHE
B CTXEHEA,

2. EOR EHF
16 SLFLRAOCFHITHE L T E W, HBEFRERITFIE, T (RXF) T,
[a< > FEREFDENE]
17 A VIRFIZEEAR Web FBRERETH 2 &R LET,
[BE~NDFE
2L
[E%E B I BR 224 ]
BREMAETR, T <ITERICKBEINET,
CEEEIE]
1. TXTD Web #FEXE(X, web-authentication system-auth-control =2~ > K2R ET HZ & THZD
2720 E5,
2. Ka~y FRENEERRRE RDFFEE— NIE, [£231 a7/ bv—varavy L Web#
REDFERREE— F] 2ZRL T 7ZE W,
3. Ra~vr FERETHIHE, DO LO%Y AR — NI web-authentication port =~ K& E L T<
7ZEW,
4. Ra<  RigA —H Ry b ¥ 72— RETEEARETT,
[BEa~< > K]
web-authentication port

web-authentication system-auth-control
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web-authentication ip address

web-authentication ip address

Web FBAEHFHDIP 7 RV A& FAL A ERELET, AAav L FTRELZHEMIP 7 FL Rk -
T, FARERTRARND DO w7 A AR, SERERIARO B 77 U MEZENF —IP 7 FL A THRETSE
ijﬁo

[ABR]
THROFRE - £H

web-authentication ip address <IP address> [fqdn <FQDN>]
T OHIBR

no web-authentication ip address

[ABE—F]

(config)
(INTA—=42]

<IP address>

Web SBEEEEH D IP 7 FL 2R &R E L £,

1. AT A —H AR O AT
B TEEE A,

2. fHOFKE R
IPva 7 KL 2 (Ky bR @ LET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
AIEBICREINTZVLAN A L F 72— R EHE LN 7T Xy hOIP T KL R

fqdn <FQDN>
N A4 >4 % FQDN (Fully Qualified Domain Name : 5 2{&fifi KX 1 > 4) THELET,
1. AT X —Z B O HHE
<IP address> 72\ &2 H L £,
2. {EDFX E i
1~ 2565 LFOLFHITHEL TS EE, 1 XFRIFTEET, 2XFHURED, &5F, vUF
F O BEONAT7Y () TT,

(ZNESADITF B ANTHETT 2, R TREL T 2 &)
[2% > FEREE DENF]

FRERT VLAN O IP 7 R LA CTEIEL £9°,

[BIE~DEE

L

1. 9_TD Web §&iEi% €Y, web-authentication system-auth-control =~ > K%
(oA /=

It

i

U
X

0|

THZETHR
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web-authentication ip address

2. Ko<=y FRENIERR L RDOFERAEE— FIE, 1£231 747 b—varavr e Web R
AEDFBAEE— N ZZRL T 7ZE W,

3. system function =~ > FF%EH T extended-authentication 233 E I TV WgEE, Ka< 2 Fix
HETEEHA, (system function =~ RBRBEDLEAIE, RETEET,)

4, Ra<w  RTHRELEZIP T FLAL, EENTO Web iBGET7 7 B AFHE LTHERAESNS D, HEE
FMTITEE SN EE A,

5. AREEMAT DA, WAEAT VLAN IZK T IP 7 R L AZHE L TS0,

6. [ VLAN £— K, %A 7F v VLAN £— ROKR— h T Web 88 H [P 7 KL AZHEHT 2545
1%, #7 authentication arp-relay # i€ L T 7Z &\,

7. Ka<r ROREL LOHIBREZIT, RSP Ooa2—FIHEn 74 U EEZITo TS0,

[(BEa~<> K]
web-authentication system-auth-control
web-authentication port

authentication arp-relay
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web-authentication jump-url

web-authentication jump-url

AR B IR R, HERYICE R T S URL & URL B# % CORMARELET,

[ANRH]

THWMORE - BE
web-authentication jump-url <URL> [ delay <Seconds> |

E o Bk

no web-authentication jump-url

[ABE—F]

(config)
[185 % —4]
<URL>
REERRShEm# R %, FE Sz URL O EZ #rR LET,
URL O AMNISETASCT (FIZIE, "httpl/ ~ ") POHRELTLLEE W, (TR GRER) 2B L
TLTEEW,)
1. AT A —H AR O AT
B CTEFEREA,
2. fEOFEHIPH
1~2563€%®X%§U%&7zv7¢ b () THATHEELET, AJARERIFIEL (37 A—
IZIBETELME) © HEEOIFS) 2R LTI ZEN,
("“”“{ﬂ)

(config)# web-authentication jump-url "http://www.example.com/"

[ delay <Seconds> ]
BE L7 <URL> (CB8T 5 £ COMMEEELET, (Fito GER) 2ZRLTIEEN,)
1. AT X —Z BRI HME
5 IR E LTz <URL> I8 L £,
2. fED R EHiFH
0~60 (B
(FXEH)

(configl# web-authentication jump-url "http://www.example.com/" delay 20

[37 2 FERRERFDEIE]
Tith uJEEJZyJ?& :i E %ﬁi‘%ﬂ—‘ URL ﬂ%&ﬁgo) 7= wu EIEEEJ;J ﬁfiﬁ?%ﬂ? L iﬁ—o

LBE~DEE]
L

[REEDRILEEHE]
REMEFH, TICERICKBENE T,
CEEZEIE]

1. TXTD Web #FEXEIL, web-authentication system-auth-control =~ RZRETHZ & THZ
(R S/ S
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web-authentication jump-url

LR RREVLEERRE R OFEE— NI, %231 arvrq4rb—varavr RFE Web#
EMDME%# N #ZRL TSN,

M 2~ | set web-authentication html-files CFRAEKZNEIHE 2 ANVIE 2 DEE, ARz 2 38GEKS
i~ 7 AV (loginOK.html) FIZEREERIIE DY v 7% URL % 7 (<!-- Redirect_URL -->) &
AKavy ROBENFZFIRT D &, BIERIIEICERE L7z URL ~BEIICT 7 B A INET,

. %€ VLAN &— KT+ 5454, URLBEIE COREZ#EITAETTA, FRKFOMI Y HE W
BRI CURL # HEFR RS EZ VW E E TR EL T &N,

. XA+ v 27 VLAN T— FEF VA —F— R THEHAT 254, 58381 VLAN 7 5385E#% VLAN
~OEIV B LT, BEERADIP 7 RVAEENNEL 72570, URLBEIE TOREZK 20 ~ 30
*’/‘EWT“*T‘E LTLIEEN,

o JEENjE DHCP Y — S TRELRTOMGAKIZ IP 7 K L AFAT L TW DS (77 40 - U — XIKEfE] 10

) 1%, F8FE#% VLAN CTIEBL DHCP $— 225 IP 7 L AZBSF L £, 2072, RaEse T

SG, FREE VLANGBE A AREIC 2 D £ T, £920 ~ 30 DRRENMDHENH Y T3,

(B Ea~< > K]

web-authentication system-auth-control

web-authentication port

web-authentication vlan
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web-authentication logout ping tos-windows

web-authentication logout ping tos-windows

RAEFE AR 0 7T 07 M o857 L— LD TOS EAREL ET.

[ABTRA]
OB « EH

web-authentication logout ping tos-windows <T'OS>

E o Bk

no web-authentication logout ping tos-windows

[ABE—F]

(config)
[IN5A—=4]

<TOS>
D&?Whm%%7v LD TOSEERELET,
. ART A —Z B O Y E
B TEERA,
2. DR E &P
0 ~ 255

[O<7 Y FERREDENE]
¥k 7 L—20 TOSfHIZ 1 TEMEL £,

[(BEE~DFE

BOEMA R, T ICERICKRENET,

1. 9XTD Web i®iEs%ElX, web-authentication system-auth-control =~ REZHETH I & THZ

2720 F4,

2. Ko< RERENEMERE L R DIETE— RIX, 1£231 av74 /1L —vgravwy e Web ik

FEDFREE— R 22 L TLIZE W,

3. FROE&M 2T Tz L7 ping 7 b — A5 Z(E LGOI, RIFLMREE2 77T S LET,

o BEEE AMEARD D Web FBiEFHH IP 7 R L ASEIZEF Sz ping 7L —ATHDH Z &

e ping 7 L' — A ® TTL f&7% web-authentication logout ping ttl =~ > FCE L7z TTLE & —E L

TnWapZ e
e ping 7L —AD TOSERAR T~ RCHRELZTOSEE —HLTWHZ &

[(BEa~<> K]
web-authentication system-auth-control

web-authentication logout ping ttl
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web-authentication logout ping ttl

web-authentication logout ping ttl

RAEE AR Z 0 7T U T O T L — A0 TTLE AR EL 9,

[ABRH]
THRORE « BHE

web-authentication logout ping ttl <TTL>
MO HIBR

no web-authentication logout ping ttl

[AAE—FK]
(config)
/85 A—4]
<TTL>
a7y NS L—20 TTLEZZRELET,
1. AT A —H BN D FIHiE
AR TEEHA,

2. EORRERFE
1~ 255

[O<7 Y FEBREDENE]
¥k 7 L—20 TTLEIX 1 TEEL £,

[BEE~DFEE

BOEMA R, T ICERICKRENET,

1. 9XTD Web i&iEE%ElE, web-authentication system-auth-control =~ R&EHETHZ & THD

270 9,
2. Ra<y RRENBIERTREL 2R HF8FEE— NI, [£23-1 =747 L —varavr FE Web i
REDFEREE— F] Z2ZRL T EE W,
3. FTREOFEMETTHi7e Lz ping 7 V—2%&%1EF L1261, RilEAmAEER 77D FLET,
o PBREHE HIHAN D Web fRFEEH IP 7 F I/X%&C%@éﬂf: ping 7L —ATHDHZ L
e ping 7L — 2D TTLEAA=Z~Y FCRELZTTLEE —FHLTWD I &
e ping 7 L — A ® TOS fEA web-authentication logout ping tos-windows 2~ > KT E L 7= TOS
L —&HLTWHZ L

[BAEa~<> K]
web-authentication system-auth-control

web-authentication logout ping tos-windows
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web-authentication logout polling count

web-authentication logout polling count

422

RORIEDS 220 R DR RE 2 RIS F = v 7 T DM 7 L — LA DOIRE T, HISE 2RI HE T 5%
EEEEHRELET,

[AARR]
OB - ZH

web-authentication logout polling count <Count>

TH DI
no web-authentication logout polling count
[ABE—F]
(config)
[T A—=4]
<Count>

R 7 L—AZxtd 2 IS AR RO FREEZHELE T,
1. AT X —Z B O Y HE

BWTEEREA,
2. fEOR E P

1~10([H)

[3< 2 FERREFDENE]

B 7 v — L OF ke RR 3 M E THEME L £
[BE~DEE

2L

[ER%FE fE 0D JR Bk 224 ]

BROEMAE T %, IROBEISER RO EAIC KBS L E T,
CEXEFEIA]

. TRTO Web fBFER EIX, web-authentication system-auth-control =~ RZERETHZ & THR

2720 £,

R~ REREDNEMEFRE L R AWEET— X, 1#23-1 avrr747b—varavy e Web i

DEE@HALQE%~ ]‘ ;E%%H.E\ LT< f:él/\o

. PRORIERS AN AR OHGC R AR I L D I L 0 SEIS, B RImROR— B o X o LeREE

AGRDOERZIELRL, R—b) o7 X0 kb 7T 0 b eEEL £7,

. BeRPEFEREE (web-authentication max-timer =< F) ORERMICE LT25E, SR RKOEN

ZAFIELR T U b EELET,

 IESE R R OB SR RORICHRE L2356, RERCREZ M 2 & RBRER A= — P Lfl L T

ERATZ L—AORENEL 2570, BEICANERTAZ LT 7,
A=V MO EZE LT, /kuT?“*{ﬁF THELTLEEW,

<H—=V 2 I&MH>

(1) A=V 7> (2) FERR X (3) FEEK

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval



web-authentication logout polling count

(3) : web-authentication logout polling count

FRRREOBREITT 7 4V MEEZHERE L £,
PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO T RE <k

DGBENHYET,
[BEEa~< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling enable
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling enable

web-authentication logout polling enable

no web-authentication logout polling enable =~ > KT, —EEMIC X DA CRlGERE AR DK+
AR LI EXOAEe 7Ty NEBNIIRELET,

[ANRH]

Wl oRE
no web-authentication logout polling enable

RO HIFR

web-authentication logout polling enable

[AAE—F]

(config)

(85 A—=4]

L

[a< > FERREFDENE]

FRRERT A AN 3T LT FREIS R T A THERRE R 21TV, R A it Lo & &2, #bmkze B 7
T RLET,

o A—VU IR
web-authentication logout polling interval =~ > R CE LR, R THHI 300 B,

o HIEMIR
web-authentication logout polling retry-interval =~ N CT&E L7=[EFE, KX ERIE 1R,
o FREEHK
web-authentication logout polling count =~ > N Ca&/E L7z [E1$, Rk ERHT 3 A,
BIE~NDFE]
no web-authentication logout polling enable =~ > R E% L, —ERIC L 2BHEREZ LEEAD

T, WRNPKREFRICR > TCTHOHEBITe 7Ty hEhERA,

[EREED R BRI 4]
REMERS, 7GRS ET,

1. 9XTD Web i&iEs%ElE, web-authentication system-auth-control =~ REZHETH I & THZ
(oA L/R= 3 S

2. Ko<y FRENEEAREL R DFGEE— FIE, [£23-1 av 74/ b—varavy P& Web iR
FEORFEE— N 2L T < 7ZEW,

3. FRREWE Avin AR DOHERE BRI K D BB L 0 Sels, BERAGURROR— B3 Y vy X v LIS
IR AR OB AR L, T NI Foacksa Ty heEEBELET,

4. KGR (web-authentication max-timer 2~ F) OFRERMICE L-5HE, SRR DOER
EEILELr 7T U MEFERLET,

5. "—V » 7HFEOEEHE (web-authentication logout polling interval =~ R) (X, xR OFIFER v
Ko ARP Reply #5245 LR 6, ROR—V » JEHRE TORRE 2D 97,

6. MEIRER RO FR AR RIS E LTS, RERREEZ LT 5 &K A2 — PRI HE L <
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web-authentication logout polling enable

BT L—bORMMENEL 257, EBEICAREENT 5 Z L1220 7,
R—=U7HBEORZE LT, WIRTRETREL T ZENY,
<=V &M >
(1) A=V 7HE> (2) FERERE X (3) HiEEE
(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count

FREREEORETT 7 /v MEEZHERE L £,
BRI A R&E REICRE LTZSE, BEOBEEICE D R—Y VR BERBEO TR RE <7

2EENRHY ET,
[(BEa~<> K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling interval

web-authentication logout polling interval

FORIENT A AR ORIk R 2 ISR+ 5, BT L —20R =Y IR EZBE L £,
[AHRH]

THROBRE - R
web-authentication logout polling interval <Seconds>

H OBk

no web-authentication logout polling interval

[ABE—F]

(config)
(NS A—=4]

<Seconds>
EEH 7 L—20FR—) VIRRERELET,
1. AT X —Z BRI HME
A TEERA,
2. EDRE &P
60 ~ 86400 ()

(2~ FEBROEE]

AR L D HEIR 77 7 b2~ K (web-authentication logout polling enable =~ > K) 233 E
EHDOHETZT, FEREF HIRARI R U CEHA 7 L — 4723 300 B TAfE S k7,

BE~DEE
L

[ERTE fIE D f Bk 52 4% ]
REMAEE R, WOR—Y > Z R SIS ET,

CEEEIE]
1. T _TD Web BFEZE L, web-authentication system-auth-control =~ RZRETT D & THR
(R S/ S
2. Ko<y FREVEEREL RDFAEE— NiE, [$£23-1 a7 47— aravy Fe Web i@
ﬁﬁmﬁ%—bj%%%bf<téw
3. FRAEDS AR OHERTREAARSAEIC X A RIS L 0 e, Bl BRIEROR— MR Y 7 Xy v Lingha
IR RIR DR 2471 L, T~h)/7ﬁ7/ LdmrsT7Ty N EERLET,
4. B KRGS (web-authentication max-timer =~ K) OFRTEREICIE L7256, Y RO
EEIELa T U MNEEBLET,
5. AR—VU v ZRIRBOFMIZ, SROFEAEHAEAN S ARP Reply %15 LIZREfN D, KOKR—Y 7
Bl E CoRf & 720 9,
6. HEISERR RO FEEE A RRICERE LI2h G, REFOREBLZ R T 5 L8RS A= — P HIT e L T
BT L—20RENREL 05720, EEICAREZHNT D Z 1220 7,
A=V IHMEOHZE LT, & Lﬂ“?}kﬁif ZELTL7EE0,
<HW—=Y 7% Mt>
(1) A=V 7> (2) FERERE X (3) fFEEE
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web-authentication logout polling interval

(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count

FREREEORETT 7 /v MEZHERE L £,
BRI A R&E REICRE LTISE, BEOBEEICE D R—Y VR BERBEO TR RKE <7

DEENRH ET,
[BEEa~< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

web-authentication logout polling retry-interval

428

R Aol AR ORI 2 BRI R T 2B 7 L — A DISE T, MG E MR RS AT 5 #E MR

RELET,

[AARR]
OB - ZH

web-authentication logout polling retry-interval <Seconds>

(GE2LE]ZS

no web-authentication logout polling retry-interval

[AAE—F]

(config)
(NS A—=4]

<Seconds>

EHH 7 L— 2ol ERBERELET,
1. RRT A — 2 HBWERE ORI HE

B TE ER A,
2. fHORRE R

1~10 (B)

[37 > FEBREFDEE]

B 7 L— 2 ORI 1 RS 220 9,
[BE~DEE

L

[ER%FE fE 0D JR Bk 224 ]

ROEMEARR, ROFERIEOEI KBRS ET,
CEESE]

. TRTO Web fBFER EIX, web-authentication system-auth-control =~ RZERETHZ & THR

2720 £,

R~ REREDNEMEFRE L R AWEET— X, 1#23-1 avrr747b—varavy e Web i

HEE@HALQE%~ ]‘ ;E%QH.E\ LT< f:él/\o

. PRORIERS AN AR OHGC R AR I L D I L 0 SEIS, B RImROR— B o X o LeREE

IR RIRDOERZIFIEL, R—RF) o7 F i ourT7 0 b adEiLET,

. BeRPEFERE (web-authentication max-timer =<2 F) ORERMICE LT25E, Uik RO

ZAFIELR T U b EELET,

 IESE R R OB SR RORICHRE L2356, RERCREZ M 2 & RBRER A= — P Lfl L T

B 7 L= DORENL R 570, WEICAMEHT L Z L1220 £,
R—V o I7HEDORZE LT, /kuT?“*ﬁE TREL T EEN,

<HR—=U 7 HME>

(1) A=V 7Mk> (2) HEFEFE X (3) FEREK

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval



web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

FRRREOBREITT 7 4V MEEZHERE L £,
PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO T RE <k

DGBENHYET,
[BEEa~< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling interval
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web-authentication max-timer

web-authentication max-timer

430

BRG] 2 B8 L £
[ABTRA]

FROFE « BH

web-authentication max-timer { <Minutes> | infinity }

H OBk

no web-authentication max-timer

[ABE—F]

(config)
(NS A—=4]

{ <Minutes> | infinity }

Mﬁﬁﬁz—#®wﬁ%mﬁﬁ% SHEMACHRELET, 2—FRBe s/ LThb, Ravr Kok
ERFEARE L25E10E, BEin s 7y hanEd,
lnfinity | &€ b?”_ B, RREHER IR L 700 £9,
1. AT 2 —Z B O HME
B TEEREA,
2. fEOFEHIPE
10 ~ 1440 (43), F 7213 infinity

(a7 Y FEREDENE]
B RPERLRFEIE 60 IR ESINET,

(&

E~DFE]

L

[y |

2
ixX &

[

1.

I

REED R BRE2H]

EEEFER, TICERICKBESNET,
TEEIH]

T TP Web 8FE% €L, web-authentication system-auth-control =2~ REHET 5 Z & THZ)
2720 F£9,

Kawy REREVPIIERRE ROBIEE— i, 1£23-1 ary747b—varavy e Web#
FEDTRFEE— R 2L TIIZE N,

e REHGEIREE) 2 B £ 72 1B R L7235 8101, BIERGEFR O —FITRTREEL A &L L, REr 71 >~
RED» D B EMEBE N2 0 97,

Web 785 CO#ERRNIL, HEEOWRZZHEHN L TWERA, T, #EA =2~ K set clock THIFF
2T LT b il l%ﬁ%litﬂi—ﬁ:/\/o

(BEEa<7 Y K]

web-authentication system-auth-control

web-authentication vlan



web-authentication max-timer

web-authentication auto-logout

web-authentication port
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web-authentication max-user

web-authentication max-user

432

{La)ﬁi‘j(wu uJ‘.E:L““j—@%EQE Lij—o

[ANRH]

THMORE « AR
web-authentication max-user <Count>

H OBk

no web-authentication max-user

[ABE—F]

(config)
(NS A—=4]

<Count>
g 'Hnmuuﬁjff?fb %ﬁfi@ﬁij(muuﬁl‘—‘ﬁ-ﬁ%gm’Jﬂbi#
1. AT X —Z BRI HME
AT EHA,
2. 0D % T i
1~ 256

(a7 FEREDENE]
B BT CRRAE AT AR 2R B KARAE L — L, 256 = — 12720 £,

[BIE~DEE

1. 9XTD Web i8iEE%ElX, web-authentication system-auth-control =~ REZHETH I & THZ
(oA S/
2. A=y FREVIEATREL R DFGEE— FIE, 1#£23-1 2747 —varavr Fe Web i@
FEDFREE— R 22 L TIIZE W,
3. RBREEITHI2HA, BUERIETF O —F 2O EETTR, KBl T A VN LEREMPEDE 2D
x7
4. FEE BN & AR — B ORKRBIEL — PR EFRIRHCRET D5 Z & HAHETT,
o BREHE A — PR R — A ORRKBIEL— P BISE LI5S, Y%A — M CUBROFH#H—F O
FRREIL CE EH A,
o FRRERE A — PR R BN O fe KFBRE L — PRI L7356, ANEE CURO P —F ORGEIL
TEEHA,

5. EAHPIZR nﬁfﬁ%‘:‘"’“ﬂ_ﬁi U] Hij(wu HE:L’“‘H_%(%/}\KE < DTE L/fx—]ﬁl:l , o NE{%%L@:L’“‘H_ I %ﬁ@{
TX iﬁqz}‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #§iE% (fFH L TW 2 561E, Kk 246 = —FIZHIB S E T,

i



[B&Ea< > K]

web-authentication system-auth-control
web-authentication port
web-authentication vlan

web-authentication auto-logout

web-authentication max-user
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web-authentication max-user (interface)

web-authentication max-user (interface)

434

BT j_ F@Hiﬁﬂ‘hﬂﬁigﬁ—;k%&ibij—o

[ANRH]

THMORE « AR
web-authentication max-user <Count>

H OBk

no web-authentication max-user

[ABE—F]

(config-if)
(/85 A—=4]

<Count>
2 —YRRIEEAT ) A — P OR KB — P EHELE T,
1. AT X —Z BRI HME
AR TEEHE A,
2. fEOREHRIPH
1~ 256

[3< 2 FEBRREFDEIE]
é‘%ﬂ‘ }\ Tntu uETﬁEfcinj(um uElw“‘}';ﬁ 5 256 J“‘Hjéliﬁ D ij—o

[BIE~DEE

1. 9XTD Web i8iEE%ElX, web-authentication system-auth-control =~ REZHETH I & THZ
2720 £7,
2. A=y FREVIEATREL R DFGEE— FIE, 1#£23-1 2747 —varavr Fe Web i@
FEDFREE— R 22 L TIIZE W,
3. RBREEITHI2HA, BUERIETF O —F 2O EETTR, KBl T A VN LEREMPEDE 2D
x7
4. ﬂﬁﬁuk R— b BALO R RFBIEL — PR Z RIRFICRET D 2 L b ARE T,
o BREHE A — PR R — A ORRKBIEL— P BISE LI5S, Y%A — M CUBROFH#H—F O
FRREIL CE EH A,
o FRRERE A — PR R BN O fe KFBRE L — PRI L7356, ANEE CURO P —F ORGEIL
TEEHA,
5. HEAHICEERER A — P L 0 BRERIE — A D R K AT L2356, FRAEK A4 O = — W idikime

T%ijqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #§iE% (fFH L TW 2 561E, Kk 246 = —FIZHIB S E T,

T



[B&Ea< > K]

web-authentication system-auth-control
web-authentication port
web-authentication vlan

web-authentication auto-logout

web-authentication max-user (interface)
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web-authentication port

web-authentication port

436

A= MR — FERELET,
[ABTRA]

RO E

web-authentication port

H OBk

no web-authentication port

[ABE—F]

(config-if)

(/8T A—4]

2L

(27> FERREFDENE]

Web FIFARIE, Y AR— MIL T —F— R TE/EL £,

[BIE~NDFEE]

2L

[

REED R BRE2H]

a

REMELE, T ICEAICKBRIIET,

CFEFEHE]
1. 9XTD Web i&iEs%ElX, web-authentication system-auth-control =~ N&FRET 5 & THLY

4.

2720 E9,

Kavwy RRENIERE R HFFEE— NIE, [£231 ar747b—varavy e Web#
FEDFREE— N 22 L T2,

system function =~ > Ri¥EH T extended-authentication N E I N TV WA, Ka~<w Rk
RETEET A, (system function =~ ROKRBEDHEAIL, RETEET, )

AKawy FiEA—VFy bV H 72— AR FBRETHETT,

(BEEa<7 Y K]

web-authentication html-fileset

web-authentication system-auth-control

authentication ip access-group

authentication arp-relay



web-authentication prefilter

web-authentication prefilter

no web-authentication prefilter =~ > KT, Web i8iE/ L 7 4 V¥ ZHSHNIRE L E T,

[AARH]

OB E
no web-authentication prefilter

E O Bk

web-authentication prefilter

[ABE—F]

(config)

[INTA—=42]

L

[a< > FEREFDEIE]

Web FBFET L7 4 W Z B ERD £,
LRE~NDFE]

2L

[EREMED IR E2HE]

EMAETH, +ICERICKmRENET,
CEEZEIE]

5

F_T D Web 3HiFa% €L, web-authentication system-auth-control =~ R&ZRET D Z & THIZ /A

DETY,

(B Ea~< > K]

web-authentication system-auth-control
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web-authentication radius-server dead-interval

web-authentication radius-server dead-interval

438

Web #FEEH RADIUS H— R 7 5 A4 < U Web i&ZFEHH RADIUS — ~HEEIHT 5D F TOREAE ¥
A~ERELET,

jb P4 ]\'Tj‘v—‘/\\ (‘%:)EHEFIOD RADIUS v nmg;k%) 7j§ﬁ§_ﬁf£‘tﬁ ?/&\\ U Web ATy uIE%)EH RADIUS ']j"_‘/\/\
B LRA, £ — MEARTMRECEHRI A ~E2AZ— L, Kav NZ FX A IR ] ARl
#% (EARX A~ T1) 12, 774~V Web #IFHEH RADIUS — "~EIHL £,

[AARK]
HHMORE « 2258
web-authentication radius-server dead-interval <Minutes>

E O Bk

no web-authentication radius-server dead-interval

[ABE—F]

(config)
[T A—=4]
<Minutes>
T &Y Web FBFEEEH RADIUS r— 1\ 6, 7' J 1 < Y Web #iEFH RADIUS ¥— \~HE){E
HT2ETOERIA~ERELET,
1. ART A — 2B OXTHE
BIETEFEE A,
2. fEDFREHH
0~ 1440 (%)
0 #E L72%A1E, RADIUS BBREZERZ 4T 77 4~ U Web i8iEEH RADIUS H— 375 5
BLUET,

(3% FEREOIE]

v l\"j“_/\\ﬁi‘lfﬁ :/& U Web 3 D nﬁgﬁﬁ RADIUS ‘H"—/\/\ %LVC 10 703/1)'7 U Web 3 N nJ‘_EE
H RADIUS #— NIZHENEIH L £ 7,

[BE~DZE

mL

REED RBRE2H]

EEEER, T ITEMICKBRESIET,

Tl &) Web fRAEREAH RADIUS — % L Mh— b U CGHEAPICER Y A A2 EE L%

B, EORF R TOREKRIEEHE LR Z KL ET,
2. A A ~ " AX — FMRIIARa~ LV FEREZHIBR LGS, B4~y NIV vy METICHE
WL, 7N MELI04E LTEIEL £9,

CEEFEIR]

1. 9XTD Web i8iEE%ElX, web-authentication system-auth-control =~ REZHETH I & THZ
(oA 3

[ |

%“p“

—



web-authentication radius-server dead-interval

LRI FROEDEMERRE L R DREREET— R, [#£23-1 a7 4 Lb—varavy ML Web i@
EMDME%# N #ZRL TSN,

B LA ED Web GRAEH A RADIUS $— "% 30E L CWedhdy, B A~ & A% — MEICHo Web
nuuﬁiﬁrfﬁ RADIUS h— B L = R_"RER LA TH, B A ~T )y METICHER L
ESr N
B A RITN ST ARE = N T EEARMITH T T2ETY By FLERAN, TrROZRBETIIpFIst
ELTHlTETICV ey FLET,

e K=a< > R T web-authentication dead-interval 0 ZF%E L 7= & %

o WLy Y=L LTEMHF O Web #5EFH RADIUS $— 35l %, web-authentication
radius-server host =~ > N CHIR L7 & &

» iEH 2= K clear radius-server ZFE4T L7z & &

. uunEX{r%jﬁJﬁj{@ubuE/w&/X%mqj I ?ﬁy/])’*?z}){lj‘lﬁT [_/71" Tl(l'_) 9%%3'43@%&/*/7/275)
TTB5ETT T4~V Web @G5 A RADIUS r— A ~DE HIFfTobivERA,

(BEEa~<> K]

aaa authentication web-authentication

web-authentication port

web-authentication system-auth-control

web-authentication radius-server host
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web-authentication radius-server host

web-authentication radius-server host

Web FFEIZ{# /9% RADIUS H— SO E &7 £,

[ANRH]

RO - £
web-authentication radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout
<Seconds>] [retransmit <Retries>] [key <String>]

RO HIFR

no web-authentication radius-server host <IP address>

[AAE—F]

(config)
(NS A—4]

<IP address>
RADIUS H— "D IPv4 7 KL AZHELE T,
1. AT X —Z B O HME
A TCEERE A,
2. fHDFR EHiHH
IPva 7 FL A2 (Fy FiEiE) 2HELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS H—OFR— B SZHELET,
1. AT X —Z B O HME
A— &S 1812 A LE T,
2. fHDFR EHiH
1~ 65535

acct-port <Port>
RADIUS =T AT 4 TR — FEFERELET,
1. AT X —ZEWR O HME
RA— hFF 1813 A L £,
2. fEH DR EHiPH
1~ 65535

timeout <Seconds>
RADIUS H— b DIRE X A L7 7 MR () Z2ELE T,
1. AT X —Z B O HHE
radius-server timeout =¥ RCREINTWARHAEHEINET, RESNTHWARNEED
OIHEE 5 F T,
2. D% E &P
1~30 (B

retransmit <Retries>
RADIUS H— N2kt U CERREE R 2 R E T A ERE L £,
1. RRT A — 5B O YA
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web-authentication radius-server host

1|

radius-server retransmit 2~ R CTHEINTWDEIEMFHINE T, HEINTORWES
DOYIHEIE 8 B TT,

2. DB EHH
0~ 15 (&)

key <String>

RADIUS H— [ & O@{E DK 51t FRAEICH AT 2 RADIUS #4f8& L $£7, RADIUS #3277

A7~ E& RADIUS — R EClR—O#EZHRET HLELDH Y 7,

1. ARXT A — & BREREO YT fE
radius-server key 2~ R CHEINTW5H RADIUS #2MEH S E T, HEIN TV W
A, 43% RADIUS ¥ — N3 8E5hic 72 v £9,

2. EDFE I
64 CFLINOSCFFITHE L T 2 &0, BERRERCTFIZONWTIE T X=X |ZHRETE 5
) © MEBEOXFES 2SR L TLIZEN,

[2< > FEBREFDEIE]
radius-server host =~ K CT¥4%k L7z RADIUS V— OB ENEH SN ET,

radius-server host =~ FOBFR I L TWRWEGETE, RADIUS H— &M L7V C, Wk Web 383E
DB Zf#H L Ca2—VRBEEEITWVE T,

[BIE~NDFE]
L

[ERFE (B O S BR 5244 ]
REWERS, 7GRS ET,

[EEHIE]

1. T D Web #iERE (X, web-authentication system-auth-control =~ RZERETH Z & THZ
(e /R

2. ZIE:I'\?/ RERENENERTAE & 7 DFGEE— NI, R 231 a7 471 —varavwr K Web#
FEDTFEE— F] 22 L TIZE W,

3. Aa< FPEESINTWDHEE, Web BFETHMT 5 RADIUS — OREFHIL, radius-server
host 2> RTRHESNTWAHIERE Y bELEINFE T, (radius-server host =~ > NEEIT#EH S
NWEFEA), P RADIUS $— 3 F#H, Web iBiEHH RADIUS H— MEROEEICHONTIE, T2
T4 T = ar A FVol2] #2BL T 7EE0,

4. BREVREZ: Web FGEELAH RADIUS W — 3@ AL Tk 4 T,

5. IPv4a 7 RV A L L TI27*** R TECTEEHA,

6. key /3T A —HFNEME STV, radius-server key 2~ RHERE I TV ARWEAIE, Uik
RADIUS H— N30 £,

7. #5D Web #HGEEH RADIUS H— &2 3%E L7=¥A, @A 2~ K show radius-server THRUIIHE
RENDT RUANRT T A~V Web i@FEHH RADIUS Hh— &7 0 E5, HIOI L2 hh—3 (GE
HH @ RADIUS GERFEZERE) 121377 A ~ U Web iZGEE A RADIUS — "B fFEH I E T,
774~ Web iBif5H RADIUS Yr— ICBEENFRAE LGS, 7Ly M — N[ ZRICE R 7 Web
FRREEH RADIUS #— (B4 %Y RADIUS +— ) ~EBELET, 774~V Web iBiEEH
RADIUS #—/ 3~ HE#)E [HIZ DV TlL web-authentication radius-server dead-interval =~ > K%
ZRMLTIZS,
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web-authentication radius-server host

8. JLMH RADIUS ¥ —, #hioFBEEHH RADIUS #—/3, %7212 RADIUS — 7 L —F 0% ET, IP
7 KL ZADO—E$ 5 RADIUS — "D EEICRFE I N TV D HAIL, ZNHTRTONRT A —H & Hill)
BICE LS AN LIz a<wy RNAICE SR £,

(BEa~< > K]
aaa authentication web-authentication
web-authentication port

web-authentication system-auth-control
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web-authentication redirect-mode

web-authentication redirect-mode

URL VU %4 L7 NMEREA RN, WebiBiEon /4 VB2 F RS E57 e harzZE L1,

[AARH]

WHORE - 20

web-authentication redirect-mode {http | https}

E O Bk

no web-authentication redirect-mode

[ABE—F]

(config)
[/X5 A —%]

{http | https }

URL U %4 L7 MEREHEZIE, Web fBito a7 A Lz £ RIEE7 0 A/ VOBREEZITWVET,
1. AT X —Z B O Y HME

A TEERFA,
2. fEOR EHiH

http : http IC LB 71 VHEAERINET,

https : https IZ L 51 7 A VEEMAERSNET,

[a< > REREFDENE]

https IZL DR 74 VEENFRRSNET,

[BEE~DEE

2L

[E%TE B IR BR 224 ]

HEMAEFER, TICEMICKMENET,

CEFEEIE]

1. T_T» Web BFE#E (L, web-authentication system-auth-control =~ > RZRETDHZ & THZD
2720 E9,

2. Ka~y FRENEEARRE RDFFEE— NIE, [£23-1 a7/ bv—varavy e Web#

FEDFRREE— ) 2L T EE N,
A=< Ki%, no web-authentication redirect enable =~ RNRESN TV BEAITES L0

R

[B&Ea< > K]

web-authentication system-auth-control

web-authentication port

web-authentication redirect enable
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web-authentication redirect enable

web-authentication redirect enable

no web-authentication redirect enable =< KC, URL UV ¥4 L 7 MEREAZ MR ELET,

[ANRH]

RO E
no web-authentication redirect enable

E o Bk

web-authentication redirect enable

[ABE—F]

(config)

(NS A—4]

el

[O<7 2 FERREFDEIE]

URL U ¥4 L7 MERBRARIE 2D 7,

LBEANDEE]

no web-authentication redirect enable =~ > K& E%IE, URL U &1 7 L MEEIZEMEL A,
[REMED RIREEHE]

REMAETER, T ICHEAICKBE S ET,

CEEZEIE]

1. 9 3TD Web i&iEs%ElX, web-authentication system-auth-control =~ N&RET 5 Z & THLY

2730 £9,
2. Ao~ RRENIEFREL R HREFE—FIL, [#£231 av74/b—yaravr e Web #
nIEO)nAquEJE‘ }\J %#%EEL/VC<7131/\

(BAEa< > K]

web-authentication system-auth-control
web-authentication port

authentication ip access-group

authentication arp-relay
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web-authentication redirect ignore-https

web-authentication redirect ignore-https

HTTPS U 7 =X MZxf3 2% URL U XA L7 bk LET,

[AARH]

THHROE
web-authentication redirect ignore-https

E O Bk

no web-authentication redirect ignore-https

[ABE—F]

(config)

[/IXT A—4]

2L

[2< > FABREFDEIE]

HTTPS V7 = A MZxf34 5 URL VXA L7 haEHIELERA,

[BIEE~DEE]

L

[ERTEE D k5244 ]

BEMEFS, TITERICKMENET,
CEEZEIE]

L

[B&Ea~< > K]

web-authentication system-auth-control
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web-authentication redirect tcp-port

web-authentication redirect tcp-port

446

URL U #A L7 MEREAZIRE, AKETURL D ¥ A L7 bR ET DT L— A0 TCP SR — M &S
ZIEMEE L ET,
BH, http = 80 DF LS THV HTOLNTVHAR— MEHIC, EEOF— MEHZ 1HFBIEETE X7,

[AAR]
THROFRE - BH
web-authentication redirect tcp-port <Port>

THHOHIBR

no web-authentication redirect tcp-port

[ABE—F]

(config)

(/N5 A—=42]

<Port>
URL V & A L7 MEREARI, AEBECTURL VXA L7 M5B E 425 TCP sisei— MEES & BN
HELET, TCPeAR— hEEH 80 EARa~ Y RTERE LA — F&E5E2 http 7' v | =200 URL

VEA VT bRFRERD ET,
1. KT A — 2 WG D AIHE

B TEERE A,
2. B DR E HiH

1 ~ 65535
[O7 2 FEREEDEIE]
WA TR THEMED R — F&EBFD 7 L—LNURL VA A L7 et E 0 £7,
* http:80
e https:i443
LEEANDEE]
L
[ 3 0D R B 221
REMEFER, T ITEMITBESNET,



web-authentication redirect tcp-port

AESHE]

1. ﬁ““\'C@ Web #RFERZE 1%, web-authentication system-auth-control =~ > RZRETHZ & THL
27220 ET,
2. Ra~y RRENBIERREE R HFFEE— FIE, [£231 av 747 Lb—rvaravr Fe Web
FEDRFEE— R 2L TIIZE N,
3. Ao~ FCTHEEMER TCP sutR— ESIX 1 4T9,
4, Ra<w o RThttps 7r harx U F A LY MR ETHR— MNEZEZBNT LI LITTEERA,
5. A=< KNI, web-authentication web-port =~ K & [F@—8{ET,

20D a~y RCRLEDZR— NEEEBE LIRS, TNENORENEHE R FT,
£, 2200avy RCRI—F— MEFEHE LEHEORNEZRITTRLET,

web-authentication redirect web-authentication web-port
tcp-port

http https

web-authentication redirect http L LTU#A L7 b http L LTU XA L7 b

tcp-port (https f&ED R — FEEIX
HERL)

web-authentication http http & L CU XA L7 b FICASI LTza~<y REE
web-port BEL

https | http & LTU XA L7 | FICAST Lima~y FRE
(https IEEDR— FE S MNHZ
L)

[(BAEa< > F]

web-authentication system-auth-control
web-authentication port

authentication ip access-group
authentication arp-relay

web-authentication web-port
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web-authentication roaming

web-authentication roaming

HUB 72 &R H L TR LT-GER Ak E, Vo7 X LanWCh— MBEI L7
(B—=3v7) #FELET,

[AARR]
Mo E « ZEH

web-authentication roaming [action trap]

RO HIFR

no web-authentication roaming

[AAE—F]

(config)
(NS A—=4]
[action trap]
0—3 7L DR — NBEERIREZ, 75 A ~X— | Trap 8T LE 7,
1. AT X —Z B O HME
B—I VTR — NBEIEZHRHLTH, 7714 X— b Trap %17 L £ A,
2. fHDFR E HiH
action trap
a7y FERBEDOEE]
PREE AR DR — NEEN TR L EH A,
LRIE~NDEE]

2L
[ERTE fIE D f Bk 52 4% ]
BEMET R, T ICERICKRENET,
DEEEHE]

HEFFA]

1. 9TD Web i®iEs%ElZ, web-authentication system-auth-control =~ REFHET 5 Z & THZ)

_71'0@ V) ij—o

2. Ao~ FRENIEFRE L R AWEFE— NIE, 1#23-1 av74 7 L—ygarav RE Web iR

DIE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\

3. BEVERX A F X v/ VLAN £— Ff%AR— T, BEET&F— VLAN Ao & 720, B

ETY,
4. Kz~ REREIREE T DHCP snooping HEEEAEF IE, FRAEEAMROR— 2 BE+ 5 &,

P

utu i 'H(ﬁ‘“

BENVEOR—MIBEBELETN, XM UT AV T—F_R—RATEHIN2VZDEETEEEA,
5. 77 A ~_— | Trap #5179 B8%E1%, snmp-server host =~ KT Trap DEERIP 7T KL R &

"web-authentication" Z i E L CE LERH VY 97,
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web-authentication roaming

[BEEa< > K]

web-authentication system-auth-control
web-authentication port

snmp-server host
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web-authentication static-vlan force-authorized

web-authentication static-vlan force-authorized

450

RADIUS FRGES 2 g, #REEFEE 7 £ ¢ RADIUS ¥ — 854 % 72 13 RADIUS 4)'“‘/§’\0) Vo7xA
FEF=T —WRAE LIZGEAI, YUikA — b CERAEER U /2 RRER R & M I CRERERF ke & L &
j‘o

[AAR]
EWOBE - ZH

web-authentication static-vlan force-authorized [action trap]

THHROHIBR

no web-authentication static-vlan force-authorized
[AAE—F]
(config-if)
(NS A—=4]
[action trap]

aﬁﬁ%”ubu W2 X 558G n$“|‘ﬁ# iz, 7T A =] Trap ;dbf%\é L/ij—o

1. AT A— ?éﬁ%ﬁiﬁ@?ﬂﬂﬁm
RHIFSREIC K VBRERFATLCh, 74—} Trap ERITLEE A,

2. [HD ﬁifiﬁl
action trap

[3~ 2 FERRERFDEIE]

mL

BE~NDEE]

mL

R ED R BREZE]

BEMAEYR, +ICERIC KM ENET,
CEEFIE]

1. TXTO Web #RFEHEIE, web-authentication system-auth-control =~ > RZ®RETH I & THZD

2730 £9,

2. Ko~y NRENIEFRE L RAFET— RiE, 1#23-1 av74 71—y aravr R Web iR
nIEO)nAquEJE‘ }\J %#%EEL/VC<7131/\

3. AT EX 2V T 4 LOMBEERDREENRH Y FT0OT, +oMato LA ZE 0N,

[y |

I



web-authentication static-vlan force-authorized

4. Ra~<r FIFROFMHETHEE 720 7,
e Tl ar 747 —ya NI RTCERESNTWNWSEZ L

X1

radius-server host ¥ 7213 web-authentication radius-server host
web-authentication port>:< 1

web-authentication static-vlan force-authorized”*

web-authentication system-auth-control

aaa authentication web-authentication’2

web-authentication authentication™3

LA =%y bAR—MIRELTIIZEN,

7E %2

7E %3

RADIUS = "~DH%[ET, Fidd T h vy ha 7 BngERESnHE

No=21:
NOTICE:LOGIN:( f+/l1## ) Login failed ; Failed to connection to RADIUS server.
fHn{E# - MAC, USER, IP, PORT, VLAN

TAv Yy ka7 i3iEH 3~ R show web-authentication logging TR TE £97,

TEE T 7 4V b Tl FEGEE AR Tdefault group radius) 7217 5%E L TL 72 &0,

AN — FBIRRRE S 2 Chiiml RREM H FFlX Taaa authentication web-authentication <List name>]
ERELTLIEEN,
5. REIGEFEFF rIREBIL, Y%= —V o7 U M TMERINET,
6. 7T A ~— h Trap #3179 5%A1%, snmp-server host 2~ KT Trap DEELIP T FL R L
"web-authentication" #3%E L T LERH D £,
7. FROWTIADPART TICRESNTWDLHEE, Aavr FERETE EHA,

¢ authentication force-authorlzed enable

¢ authentication force-authorized vlan

(BEEa~<> K]

aaa authentication web-authentication

radius-server host ¥ 72 1% web-authentication radius-server host

snmp-server host

web-authentication port

web-authentication system-auth-control
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web-authentication static-vlan max-user

web-authentication static-vlan max-user

452

{La)ﬁi‘j(wu uJ‘.E:L““}—@%EQE Li‘j—o

[ANRH]

THMORE « AR
web-authentication static-vlan max-user <Count>

H O Bk

no web-authentication static-vlan max-user

[ABE—F]

(config)
(NS A—=4]

<Count>
I —YRRIEEAT O EE BN OR KR — VR ERE L E T,
1. RRT A — 2B OHHE
AR TEEHA,
2. EDRE &P
1~ 1024

[O<7 Y FERREDENE]
HEE AL CRRE AT RE 7 e KERAE - — VT, 1024 = —WI272 0 £,

[BIE~DEE

1. 9XTD Web i8iEE%ElX, web-authentication system-auth-control =~ REZHETH I & THZ
2720 £7,
2. A=y FREVIEATREL R DFGEE— FIE, 1#£23-1 2747 —varavr Fe Web i@
FEDFREE— R 22 L TIIZE W,
3. RBREEITHI2HA, BUERIETF O —F 2O EETTR, KBl T A VN LEREMPEDE 2D
x7
4. FEE BN & AR — B ORKRBIEL — PR EFRIRHCRET D5 Z & HAHETT,
o BREHE A — PR R — A ORRKBIEL— P BISE LI5S, Y%A — M CUBROFH#H—F O
FRREIL CE EH A,
o FRRERE A — PR R BN O fe KFBRE L — PRI L7356, ANEE CURO P —F ORGEIL
TEEHA,

5. EAHPIZR nﬁfﬁ%‘:‘"’“ﬂ_ﬁi U] Hij(wu HE:L’“‘H_%(%/}\KE < DTE [_/7]:_)51:[ , o NE{%%L@:L’“‘H_ I %ﬁ@{
TX iﬁqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #§iE% (fFH L TW 2 561E, Kk 246 = —FIZHIB S E T,

T



web-authentication static-vlan max-user

[B&Ea< > K]
web-authentication system-auth-control

web-authentication port
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web-authentication static-vlan max-user (interface)

web-authentication static-vlan max-user (interface)

454

BT j_ F@Hiﬁﬂ‘hﬂﬁigﬁ—;k%&ibij—o

[ANRH]

fEMoOBE « BH

web-authentication static-vlan max-user <Count>

H O Bk

no web-authentication static-vlan max-user

[ABE—F]

(config-if)
(/85 A—=4]

<Count>

2 —PFEIEEIT O Uik AR — hORKB L2 —VHE2RELE T,
1. AT X —Z B RF OYIHE

HIETEERE A,
2. fEDFR E R

1~1024

[3< 2 FEBRREFDEIE]
él‘zj_ k Twu thETﬁEfiﬁi‘j(utu uJ‘.E:L““‘}—gﬁ i 1024 :L“—“H— fcﬁ ) ij—o

[BIE~DEE

. TXTO Web BiEX €L, web-authentication system-auth-control 2~ F&EETH Z & THZ
(oA S/
LRI FRENIEREL 22 5F8GEE— NI, [#R23-1 ar7 47 b—varavr e Web i@
FEDFREE— R 22 L TIIZE W,
. RBREEATo 256, BUERIET O —FIZEOEETTR, KRET T A VFENOREMBERE 720
x7
. AEE BN & AN — NN ORKGEREL — PR A RRHCRET 2 2 & bARE T,
o BREHE A — PR R — A ORRKBIEL— P BISE LI5S, Y%A — M CUBROFH#H—F O
FRREIL CE EH A,
o FRRERE A — PR R BN O fe KFBRE L — PRI L7356, ANEE CURO P —F ORGEIL
TEEHA,
C IERAPRICERGEE A — P L KRR — A D S EE LTehh, 8GR A0 = —F iXikiem

T%ijqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
. DHCP snooping #fe % fH L TV 2551, &K 246 2 —FITHIB S E 9,

T



web-authentication static-vlan max-user (interface)

[B&Ea< > K]
web-authentication system-auth-control

web-authentication port
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web-authentication static-vlan roaming

web-authentication static-vlan roaming

HUB 72 &R H L TR LT-GER Ak E, Vo7 X LanWCh— MBEI L7
(B—=3v7) #FELET,

[AARR]
Mo E « ZEH

web-authentication static-vlan roaming [action trap]

RO HIFR

no web-authentication static-vlan roaming

[AAE—F]

(config)
(NS A—4]

[action trap]
a—I I LR — MBI R RIS, 7T A X— |k Trap Z8I{TLET,
1. AT A — R B O X E

n—I I EBR— FB#HERHELTY, 774 X— b Trap 21T LEH A,

2. fEOBERFH

action trap
a7 v FEBEOEE]
R AR DR — MEEREOBEZFTF T L EE A,
BIE~NDFE]
L
[FXE B [ BR 224 ]
ROEMAET%, + ITEMICKBRESLET,
CEXEFEIA]

HEFFA]

1. TXTO Web #FEXEIL, web-authentication system-auth-control =~ KZRETHZ & THZ

2720 £,

2. Ao~ FRENIEFRE L R AWEFE— NIE, 1#23-1 av74 7 L—ygarav RE Web iR

DE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\

3. BEEEE VLAN £ — FALAR— T, BEIEi&F— VLAN N & & 721, BEh#

j—O

4. Ra< Ri&ERRE T DHCP snooping #REOF AR, FIEFEAMROR— M EBEIT5 &, RIRREEX
BENVEOR—MIBEBELETN, XM UT AV T—F_R—RATEHIN2VZDEETEEEA,
5. 77 A ~_— | Trap #5179 B8%E1%, snmp-server host =~ KT Trap DEERIP 7T KL R &

"web-authentication" Z i E L CE LERH VY 97,
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web-authentication static-vlan roaming

[BEEa< > K]

web-authentication system-auth-control
web-authentication port

snmp-server host
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web-authentication system-auth-control

web-authentication system-auth-control

Web BrEZ AN LET,
7%, no web-authentication system-auth-control %z 31T L 7=#A&1%, Web iiEaE1E L 9,

[ANRH]

THROFRIE
web-authentication system-auth-control

(GE2LE]ZS

no web-authentication system-auth-control

[ABE—F]

(config)

(NS A—4]

el

[O<7 > FERREFDENE]
Web SRREZ TV ER A,
BE~DEE

no web-authentication system-auth-control % 54T L 7= 34, #iLFA2—WFiIu /7o hanEd,

1. Ra~vy NEREPEERRE L R 2WGET— RiE, [#£23-1 av7 4/ L —varavr K& Web i
AEDFEREE— K] ML T 7ZE W,

2. no web-authentication system-auth-control % 1T L7284 TH, P Web 583k DB IZB & X /-
Z2—PERITZEOET EREFESNET,

(B&Ea< > K]

L
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web-authentication user-group

web-authentication user-group

2 —ID HRRGES KE AN L E T,
AN ESnfex—HID 2 '@ THEIL, [2—HFID] & [FBIEHFRY X M4 ] & LTHRWET,

[AAFH]

TEH O E
web-authentication user-group

RO HIbR

no web-authentication user-group

[ABE—F]

(config)

[N A—4]

el

[a< > REREFDENE]

AN ENfz=2—H 1D % "@" THHE L TR EHA,

EE~DFE
EHELIGEE, SRRl £7,
[ERFE B D = Bk 521 ]

1. TXTD Web RiFE%E(L, web-authentication system-auth-control =~ > RZRETDH I & THZD
2720 9,
2. Ra<y RERENBIERTREL 2R HF8FEE— NI, [£23-1 =747 L —varavyr FE Web i
FEOFEREE— ) 2L T EE N,
3. ALEBICTRRI~ VY PR 1 OTHRESNTVDIHRAE, Ra~vr FERETEEHA,
* dotlx authentication
¢ dotlx vlan dynamic enable
* dotlx vlan dynamic radius-vlan
* mac-authentication authentication
* mac-authentication interface
* mac-authentication vlan
* web-authentication authentication

¢ web-authentication vlan

4. AN ENTZ2—VID 2 5H5E L= 0Y A M4 7Y aaa authentication web-authentication =~ >/
FORE LARGET Y A b & —E LAaVWRAE, EET 7 40 FOBREICHE > TBIFELET,
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web-authentication user-group

(E&Ea< > K]

aaa authentication web-authentication
web-authentication system-auth-control

web-authentication port
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web-authentication user replacement

web-authentication user replacement

a—YEEA T g v EAECLET,

1 BOWMKEEH O 2 —F ID THAT 54,
AREE 2D T,

[AHFRH]

TEMORE
web-authentication user replacement

THHOHIBR

no web-authentication user replacement

[ABE—F]

(config)

[INTA—=42]

L

[a< > FERRERFDENE]

FREE A DR P DRl —F A ToOr 7 A U E2FFRI LER A,
BIE~NDEE]

L

[EEEE]

BAO 2 —H ID TREFERN % IO 2 —3 ID TREFEN

1. TXTD Web #FEXE(E, web-authentication system-auth-control =~ > K2R ETHZ & THZD

12720 £,
2. Ra~ v RiRENIERTRE & 72 AFEGEE— NI,
REDFEBREE— R 22 LTI L&,

[#% 23-1

3. 2PN EXET o158, RALEMIRL T HRMOL—FICRD

(B Ea~< > K]

web-authentication system-auth-control

a7 4 b—gravw KE Web

o

E={11y
%l

ZiiIFTEEEA,
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web-authentication vlan

web-authentication vian

462

o —WERGEE%, BIICUIV 25 VLANID 2 EL £,
Ka<y FPRRESN TN, BRE% O VLAN 810 % 2 3 MThhv st A,

[AHRR]
RO E - AR
web-authentication vlan <VLAN ID list>

i DI Br
no web-authentication vlan <VLAN ID list>

[ABE—F]

(config)
(NS A—4]

<VLAN ID list>
2 —WEEAFEICE W 22 % MAC VLAN @ VLAN ID list Z#% & L £,
1. AT A —H AR O AT
B TEEE A,
2. fHOFKE R
<VLAN ID list> O ESHE, £z, HOREHIAIZOWTIL T A—=FIHRETE 5] &%
BLTLEEW, 2L, 740k VLAN (VLANID=1) (IR ETE ¥ A,

(a7 2 FEREEOBE]
AL D VLAN 61 B2 38T £ A,

[BIE~DFE]

Az~ FTVLAN ZHIBR L7254, BB L7z VLAN TH@% LT ea—FEn 77 v h&hET,
[EREED R BREEHE]

REMAER, T ICERICKMEET,

CEEFHE]

1. T_XT» Web REEZE L, web-authentication system-auth-control =~ RZRET 5 & THZ
W20 E9

2. Ka=y FRENIERRE L RDOFEREE— NIE, 15£231 a7 7 b—varavr L Web R
AEDFEREE— F] ML T 7ZE W,

3. WEINT=TXTPHVLANID 1%, MAC VLAN CTREINTWIXLENRH D T,

4. AEBICTRAY PR 1IOTHERESNTODIEEE, Aavr FERETE EHA,
¢ authentication multi-step
¢ dotlx authentication
¢ mac-authentication authentication
¢ web-authentication authentication

¢ web-authentication user-group



web-authentication vlan

[(BEa< > K]
switchport mac

vlan

web-authentication system-auth-control

463



web-authentication web-port

web-authentication web-port

464

URL VY ¥4 L7 MERERDINE, AREETURL VXA L Mgl 3571L—20 TCP AR — &R
ZIBINERE LET,

%, http = 80, https=443 ODFFTHV B THLNTVWAHR— FEFIL, TNEFIVEEDOFR— FEZZE 1
HEFoBIEETE £,

[ASARH]
THWMORE - BH
web-authentication web-port {http <port> | https <port>}

E O HI bR
no web-authentication web-port thttp | https}

[ABE—F]

(config)
(RS A=5]
{http <port> | https <port>}
http 7'v /L FE =T https 7’2 F a/VOEEHAR— FESEHELE T, 708, OAN LH#HFT2
BA, A— hEH 832 L 9698 X OAN TEA L £,
1. AT A —H B WERF O A HIfE
A TEEREA,
2. fHDFR EHiH
http /3T A —=Z OEFA 1 1~ 65535 (72721, 443 Z&R<)
https /3T A —% D4 1 1~ 65535 (72721, 80 k<)

[O<7 2 FERREFDEIE]

RITRTHIIEDOR— FEED 7L —LANURL VA A L7 Mt &R 9,
¢ http:80

e https:443

BE~NDEZE]

2L

ERTEE D IR AR 524 ]

BEMEERERS, TICERICRKBRENET,

EESEIE]

. TRTO Web FBEER E X, web-authentication system-auth-control =~ REFHETDHZ & THL
2720 £7,
2. A=y FREVIEATREL R DFGEE— FIE, 1#£23-1 a7 47—y aravr Fe Web i@
FEDFREE— R 22 L TIIZE W,
3. Ao~ RTEREWREZ TCP 56t~ — &5, http, https THEFNDNRT A—Z T1HFHTT,

[ |

[y



web-authentication web-port

4. K== Ri%, web-authentication redirect tcp-port =~ K & [A—&{ETY,

2oD A<y FCRRDZR—FNESEIBEELTGRE, TNTNORENED LR £9°,
F/2, 2o00a<vy RCRI—F— FEBEHRELEHEOWMNERIRLET,

® 232 RA—KR— B SERELEHEEOHL

web-authentication redirect web-authentication web-port
tcp-port

http https

http L LTU & A L7 | http L LTU A L7 |
(https FEEDR— FFE 51T
)

web-authentication redirect
tcp-port

FICAS Lima~y FERE
B

web-authentication http | http & LTUZA L7 b

web-port

FIZAN Liza~y RRE
AR

https | http L LTY XA L2 b
(https FRE DR — FF 1T
AL )

[(BEa~< > K]

authentication ip access-group
authentication arp-relay
web-authentication port
web-authentication redirect tcp-port

web-authentication system-auth-control
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default-router

default-router

TIAT v NIRRT HDN—F AT a ZRELET, V=2 AT vaid, 77947V BT Ry
FEDODLV—2TPT KL A (T74/ bb—4%) L L THARBERIP T FLATT,
[ABRH]

HHMORE « 2258
default-router <IP address>

o Bk

no default-router

[AAE—F]

(dhcp-confiqg)
(/8T A—4]
<IP address>
IIAT OV T Ry b EOL—ZIP T RLVA (F7 4V ML—4%) ZRELET,
1. RRT A — LB ORI HE
BT EHA,
2. [l EHIPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
WIRTT RLATRETE EFH A,
¢ 127.0.0.0 ~ 127.255.255.255
(a7 Y FEREFDENE]
2L
BE~DEE]
L
[EREE D Iz B 2244 ]
REMEFER, TICERICKMENET,
EEEIE]
1. BEFRERNAL—FZIPT RLZA (F7 4/ ML—&) 131 F—VEATRR 1T,
(BEEa~v> K]

ip dhep pool
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dns-server

dns-server

IIATV MIBATTD ALV R—b Y —=R_"F T a BB ELET, FAAL UV R—b P —1"F T g
N, 7747 NCTHRIAATEEZR DNS — "D IP 7 RL AT,

[AARR]

HHMORE « 228

dns-server <IP address> [<IP address>]

THH DR
no dns-server
[ABE—F]
(dhcp-confiqg)
[R5 A—=4]
<IP address>
7747 bCTRHHAREZR DNS =D IP 7 FLAZRELET, =107 FL A, BERED
WS DERITHRELET,
1. AT A — 2 RO RHHE
BIETEEE A,
2. EOBRE
1.0.0.0 ~ 126.255.255.2565, 128.0.0.0 ~ 223.255.255.255
WIZARTT RURITRETE EH A,
* 127.0.0.0 ~ 127.255.255.255

[2< 2 FERSEFDENE]

AL
[BIE~DEE]

L

[ERFE (B D S BR 5244 ]

REMARR, +ICERICKBSET,
[EFEHE]

1. REFEER DNSH— D IP 7 FL AL, 17— /VEATHRKRK2MTT,

Re

[BEEa~< > K]

ip dhep pool
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ip dhcp excluded-address

ip dhcp excluded-address

468

network 2~ R CHRELZIP 7T RLATF—=LD I b, BARENSRIT S IP 7 KLU 2O EZRE
LET,

[ANRH]

fHMOBRE - £H
ip dhcp excluded-address <Low address> [<High address>]

T O HIBR
no ip dhep excluded-address <Low address> [<High address>]

[AAE—F]

(config)
(NS A—4]

<Low address> [<High address>]

DHCP ¥—"23DHCP 7 74 7> MZEI D B TTIHRWTFZ2WIP T KL A, £FIP 7 FLADH
B &% E LET,
1. AT A —H AR O AT

B TEEE A,
2. fHOFKE R

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIRTT RUATERETEERA,

¢ 127.0.0.0 ~ 127.255.255.255

[a< > FERREFDENE]
network =~ N CEEINTFHAORIP 7 FLANREI Y YTHRHE T,

[BIE~NDFE]
L

[EREED R BRE2 4]
REMER S, § <RI ShET,

CEEFHE]

1. REEIL 64 T,
2. BT FLARELZHIRT L ZEICE T, IPT FLAT—AEBRRREABZTLE SBHEICIE,
BRIV T RURBREEZHIRT 2 Z LI TEERA,

i

(BEa< > K]
ip dhep pool

network



ip dhcp pool

ip dhcp pool

DHCP 7 FL AP — L IERERELET,

[AN#K]
OB » LT

ip dhep pool <Pool name>

RO HIER

no ip dhcp pool <Pool name>

[ABE—F]

(config)
[INT A—4]
<Pool Name>
DHCP 7 RV AT — /UEROLFREZ R E LE T,
1. RRT A —ZEBWR:OHHE
AT EE A,
2. DR EHLFH
14 PO TR TERE L TL SV, FBEARERSIFIZOWVWTL [T A—FITHETE S
filf] 2L T a0,
[2< > FERFFDENE]
L
RE~DELE
2L
[EXTE(E D IR BR324 ]
BEEE®, TICEMICRKBRSNAET,

—

i
[EEEE]

1. K 32 &l (network %7€ 32) HETE £,

e

[BEEa~< > K]
ip dhep excluded-address

network
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lease

lease

470

54T MIEATTHIP T FLADFT 74 /)L M) — R 2R ELET,

[ANRH]

THWMORE - BE
lease {<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

RO HIER

no lease

[ABE—F]

(dhcp-config)

[T A—=4]

{<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}
H, Fff, 42, OB T, V—RRHZHEELET, REROBENRRWGEEE, PIHEE LT
U—ZARFEN 10 E L TRESINET, £/, <Time day>/<Time hour>/<Time min>/<Time sec>
DEFHMEN 10 HARMOL TR ETE A, 10(8) ~365( H ) O THREL T EEW,

<Time day>
U — AR 2 A BEALICRE LE T,
1. fiE D% E i
0~365 (H)

<Time hour>
Y — AW 2 RER BLALICRR E L E T,
1. O EHFH
0~ 23 (W)

<Time min>
U — A Ref] & P AR E LE T,
1. B DR EHiPH
0~59 (43)

<Time sec>
Y — AR 2 R HEALICRE LET,
1. EORREHPH
0~59 (B

infinite

Y — AR 2 HIPRICERE L E T,
[O<7 Y FERREDENE]
U — 2RI 10 & 220 4,
BE~DEE

L



lease

[ERFE (B O S BR 5244 ]
REMETRS, GBS ET,

[EEHIE]

U — BRI R U — AREH (max-lease) #MB2 D% E% LIZHE, &KV —ARRAELSLE

7

2. V—ABMEEL LIS, 7747 2 MIEBEICY —AOEFHETH 12, R Lo S iy
—BFR TP 7 RL A7 EORE LIZ @A Tk, UV — R A2BiEIcE < LT &y, Fiz,
WY —ZEETH 7 T4 7 MREIMERBEZR Z L 2R L TSI E 0,

3. AR THESNZIEFTY — A Z A L TLZE W, <Time day> D AT 24 ~ 59 2 AT

+2% &, <Time min> LB SNE T, Z0%HE, [Enter] 2T 425L, AT —L720F9,

[

[BEa< > K]

ip dhep pool
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max-lease

max-lease

472

IIAT MR Y —ARFRERELTIP7 FUAZBER LB, AT oK) — AR & HRE L F
ﬁ—O

[ANRH]

HRORE - BH
max-lease {<Time day> [<Time hour> [<Time min> [<Time sec>]1] | infinite}

5o HI

no max-lease

[AAE—F]

(dhcp-confiqg)
(NS A—4]

{<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}
B, W, 4, BDORMCRMAZEET D LICE-T, 7747V b bRBOBER S - 256
DR Y — AR EBRE L E T, RIEROBEDRVGEIE, 7740 b — AR &R UfEIC2 Y
*9, F£72, <Time day> /<Time hour>/<Time min>/<Time sec> DA FHEA 10 AR OHE IR E
TEFEHA, 10(F)~365(H) ORI THREL T ZSW,

<Time day>
U — AW 2 B BEALICRE L ET,
1. EOFKEHFE
0~ 365 (H)

<Time hour>
U — AR 2 R LSRR E L E T
1. fEOFKEHFE
0~ 23 (FEMH)

<Time min>
U — AR 2 Sy BALICRRE L E T,
1. O EHiBH
0~59 (%)

<Time sec>
U — AR 2 R HEALICRE LE T,
1. O EHiBH
0~59 ()

infinite

U — AREM 2 IR E L E T,
[O<7 Y FEREDENE]
KU — ABFEIT lease 2~ R CR%E L7 & 720 97,
LBEANDEE]

L



max-lease

[ERFE (B O S BR 5244 ]
REMETRS, GBS ET,
[EFEHIE]

1. V=AM ZEL LIRS, 7747 MIBEBIZY —AOEH (T 720, B LEH SN
—FE72 IP 7 KL R EORRE LI AU T, UV — A2 MR ICE LARWTLEEW, £,
WY — A TH 7 74 7 MREMERBE/R 2 & 2R L T2 E 0,

2. ANMEXTREINTNEFTY — AR Z AL TL7ZEV, <Time day> D AJIt4IZ 24 ~ 59 & A ]
T 5L, <Time min> L@k SN ET, 084, [Enter]l #M T 2L, AT -0 ET,

(BEEa~<> K]

ip dhep pool
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network

network

DHCP IZ X > TEMICIP 7 RLAZRATDH XY NU—Z OV T3y bR ELET, FEBEIZCDHCP 7
RUAT =& LTEEENDIDIEIV T2y bDHH, IPT RLAKRAMEIOE Y b3 TRTOBIOT
RT1IDT RLAZBRW-ZHDTY,

[ANRH]

FROKE - AR
network <IP address> [ /<Masklen> ]

(GE2LEZS

no network

[ABE—F]

(dhcp-confiqg)
[T A—=4]

<IP address> [ /<Masklen> ]
DHCP 7 RL AT —LDRy hI—I T RLAEZRELET, £72, A7 2EABLTI-LEE, 77
A A, B, ClITSLI~ABNRESNET,

#233 UV9TRITLEDIPT RLREE

AW IP7RKLZR

77 A A (/18) 1.x.x.x ~ 126.x.x.X
77 A B (/16) 128.x.x.x ~ 191.x.x.x
77 A C (/24) 192.x.x.X ~ 223.X.X.X

<IP address>
1. RANT A —ZEHWKREOHHME
A TEEHEA,
2. EDFR E i
WITRT T RLRAIRETEET A,
+127.0.0.0 ~ 127.255.255.255
c IRA MRS 2SS TTRTO 2T TRTLIOT FLA
<233 Z77RAZLEDIPT FLAHPA) \RTHALADIP 7 KL2A
<Masklen>
1. AT A —H B OHE
(%233 Z75AZLDIPT FLAFH] ITRT 27T A, B, CIZGEUi-~vRA7
2. fEDF EFiH
8~ 32
K hEEEE (255.0.0.0 ~ 255.255.255.255) CTHRECTE £,

(2~ FEEROEE]

L
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network

[BRIE~DEE

L

[y

KRREEToT25E, IP7 FLAT =L LTHRRSND DI, [V 7 Xy FOKRZ MEOE y b
NTRTOBIOFEAMIOE Y FRT_XT1OT FLAZRWZ, §XTOIP 7 KL AT 7,
Z D=8, FHi ip dhep excluded-address =~ > R CEAIRI RN LERI L2 T FLRAEZRE L TL

7230,
2. ARIED DHCP »—N_"THEZ DLV 7T 3 v MIKK 32 FTHRDOT, network REE&GTe7—/L%& 32 LA

R T D LT TEERE A,

(B Ea~< > K]

ip dhcp excluded-address

ip dhep pool
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service dhcp

service dhcp

DHCP =& FGIITHA v EZ 72— AR ELET, KXEEITo72A ¥ 7 =— A2} T DHCP
Sy NERIELET,

[ABRH]
fHMOBRE - £H
service dhcp vlan <VLAN ID>

LRl
no service dhep vlan <VLAN ID>

[AAE—F]
(config)
/85 A —4]
vlan <VLAN ID>
IPv4d 7 R AR E ST VLAN ® VLANID #%EL 7,
1. AT A — B WERE D FIEiE
AT ERA,
2. {EDOF EHIFH
<VLAN ID> (Z{% interface vlan =~ R CR/E L7 VLANID 2 EL £7,

(272 FEBROEE]
L

[BIE~DEE

._.
I
il
I|
i
v
N
\
NS
N
H
f
N
%ﬁe
s
g
%
w
Do
A
o

(BEa~<y K]

interface vlan
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MAC 23

AV74590L—32a7 0 FEFRINE— FOXE

aaa accounting mac-authentication

aaa authentication mac-authentication

aaa authentication mac-authentication end-by-reject

mac-authentication access-group

mac-authentication authentication

mac-authentication auto-logout

mac-authentication force-authorized vlan

mac-authentication id-format

mac-authentication interface

mac-authentication max-timer

mac-authentication max-user

mac-authentication max-user (interface)

mac-authentication password

mac-authentication port

mac-authentication radius-server dead-interval

mac-authentication radius-server host

mac-authentication roaming

mac-authentication static-vlan force-authorized

mac-authentication static-vlan max-user

mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

mac-authentication timeout reauth-period
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mac-authentication vlan

mac-authentication vian-check
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AVT745L—230aX Y FERIE— FORIG

A4 L—320a7y REREE— FOXG

MACRFED a7 4 L —varavy RPRETE D, MACRAEDRIEE— FERDRITRLET,

®24-1 aAVIT4TL—32aT2 KE MAC BEFDREIE— K

MAC RIEDRIEE— K *3

av Y R4

Jiz]
9,

aaa accounting mac-authentication

O|0Of| <

aaa authentication mac-authentication

aaa authentication mac-authentication end-by-reject

X

authentication arp-relayﬁ< 1

X

authentication ip z;mccess-group>:<1

O

mac-authentication access-group

mac-authentication authentication

0|0 O] O] O]O|O|O

mac-authentication auto-logout

mac-authentication force-authorized vlan —

OOl O0|O0|O] O] O]J]O|0O|0O

O

mac-authentication id-format

mac-authentication interface — —

mac-authentication max-timer @)

mac-authentication max-user —

mac-authentication max-user (interface) -

OOl OO0l O0|0O|0| O] X

mac-authentication password

mac-authentication p01rt>:<2

mac-authentication radius-server dead-interval

o]0

mac-authentication radius-server host

Ojo| OO
OO0 O]O|O] OO
\

mac-authentication roaming —

mac-authentication static-vlan force-authorized

mac-authentication static-vlan max-user

mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

0|00l O0|0O|0O| 0O
\
\

mac-authentication timeout reauth-period

0|00
0| 0| O] O

mac-authentication vlan

mac-authentication vlan-check @) - -
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AVT45L—230avy RERIE— FOXE

R
: [E7E VLAN £— K
. X4+ 327 VLAN £— F
L v v—EF—F
O HENFIHE > THEL £ 7,
— = awy RIFANITEETN, BMELEHA,
X avwy REANTEERA,
gy ROANENZ EEENE, 121 LA v 238GE3EM) 22 LT Eawn,
2'.(:1‘7/ ]\ODEQ Lj: mqu;E‘_‘]\ODQJD%Z_ %Lij—o
7 %3

REFE— RORITREHEMIONWTIL, a7 47— a0 H4 FVol2] 28R LTLIEEN,
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aaa accounting mac-authentication

aaa accounting mac-authentication

MACFREEDT IO T 4 VT ERET IO T 4 v TP ="~ EELET,

[AARH]

THW DR E
aaa accounting mac-authentication default start-stop group radius

E O Bk

no aaa accounting mac-authentication default

[ABE—F]

(config)
[/X5 A —%]

default
WEEF T AN DT T T 4o P HREHRELET,

start-stop
mquEijJHj{: ix&'—‘}\Tﬁﬁ/T/f /7 %DZP mL‘nJ‘.Eﬁﬁ#IS%E# [=9ZS ]\/777317/744 /7 95[]75‘
THOT 4 T —rNCEFEENET,

group radius
THhOrT 4= L TCRADIUS — %2 H LET,

[O< > FEIREFDEIE]
THATLT A4 T — N ZBHM L ER A,

[BIE~NDFE]
L

[ERFE(E O S BR 5244 ]
REWERS, 7GRS ET,

CFEEIE]
1. T_XTO MAC F8FE% E L, mac-authentication system-auth-control =< R&Z&ETHZ & THZ
2720 E£7,

2. zti:rv/b RENINERTRE & 7R DFRGEE— NIL, (%241 av 7471 —vgravr K MAC R
NE@wou‘.E:E’_“]\J 7&7%!3@1/“(<7’:_é1/\

(BEEa< > K]
aaa authentication mac-authentication

mac-authentication system-auth-control

radius-server host ¥ 7213 mac-authentication radius-server host
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aaa authentication mac-authentication

aaa authentication mac-authentication

MAC i N nJ‘.EVC@pL‘pJ‘_EjiJ(‘Ay N—" %‘fﬂhr‘_’bij—

%culﬂfﬁ_’ L/?:_mu uJE %E& L/f:%/fl\ki (j( \—DXH/:E Lf;ﬁtfmh uﬂi}’d.—)??l/\iﬂd fcﬁk) Z Dt EE%E&E#ODEJ{/E
!X aaa authentication mac-authentication end-by-reject 2~ NIZ X WAL TX E T,

default #7E1% 1 =2 b U, FAEHAY 2 MEEITRKA4 T2 MY ETRETEET,
[ABTRA]
W OBE - L H

aaa authentication mac-authentication default <Method> [<Method>]

aaa authentication mac-authentication <List name> group <Group name>

(GE2LEZS

no aaa authentication mac-authentication {default | <List name>}

[AAE—F]

(config)
(NS A—4]

default <Method> [<Method>]

HEET 74V FOFRFESF RN ZRELET, [F—® Method IFEHRE T EHA,
<Method> (21 group radius F£721% local Z%E L £ 7,

group radius

RADIUS "j-‘—/{L:J: %) MAC Z oS EJ?E%//{?I/\?@‘ 4%)%#%) RADIUS 'H_—/\ X MAC mugﬂigﬁﬁ
RADIUS % — 3% 721%, LA RADIUS H—/3T9,

local
T —HIVEBREEITWVWE T, N MAC RRFEDB = L £,

<List name>

HAESF RV A M ERELET,

1. AT X —ZEWRE O YIHME
A TEERA,

2. D% E#iPH
32 SLFLINDUFF|THRE L TLIZE W, HEMRZRFIZOWNWTUL INTA—FIII/ETED
] O MEEOXFS|] 2ZRLTIZEN,
SEHSUTFUIR LT AR L £,
7272L, TROXFINIRETE EE A,
Ty hw—7 (@)
- default( i A — E 7213582 —HK L= 30F5)
- end-by-reject (RHIF—EFITFHER—FH LILFH)

group <Group Name>
RADIUS #— N2 L% MAC #iE21TWE T, 7 5 RADIUS #— 31X RADIUS #—~ 7 /1 —7
T9, aaa group server radius 2~ N CTHE L7/ NV—TAEHFEL T EI,
1. AT X —Z B O HE
B TEEH A,
2. EOFE
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aaa authentication mac-authentication

32 LFLINDOLFFITHEL TLIEE W, BEMRRILFIZONTL NI A —X|ZHRETE D
i) © MEBEOXTH] 25 LTLEE0,
[O7 > FEREBEDEIE]
RADIUS % — &M L72WT, B MAC #23F DB %/ L CRIEEITWVE T,
LBEE~DFE
EET 7V N EREEE L2 & X1, BET 74/ FOFEFET R CREE LTui K 2 3RG AR L £,
FRESFRY A MEREET L2 & &0, YU A b CRRiE Lo ui R & iBabr L £ 37,

[E%FE B D S BR 5244 ]
REMATER, F IGERIC KBS ET,

CER$IE]

1. +_To» MAC #R3ERE X, mac-authentication system-auth-control =~ R&RET D Z & TH%Z)
27220 E9,

2. Ra~y RERENEERREL R 2FFE— RIE, #2411 2747 —varavr RE MACR
FAEDRIEE— F] 2L TIZEN,

3. Ravr FEFHTT H5E121E, RADIUS — 303G “ﬁﬁ%"]ﬁ%% Tl 0 FET,

4. MAC RIAEOTRHIFRANEARIL, RADIUS §RAE/ZTRRE SN HEICEE L 9, BEEORIEF RN E R E
L7e%a, MBRRGHIER S LET A,

(BAEa~<> K]

aaa authentication mac-authentication end-by-reject

1

aaa group server radius
mac-authentication system-auth-control
mac-authentication authentication

radius-server host ¥ 72 1% mac-authentication radius-server host
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aaa authentication mac-authentication end-by-reject

aaa authentication mac-authentication end-by-reject

484

PRE TR EN T , PRAEEKT LE T, @EART (RADIUS E)5& 72 E) 12X DRI T
aaa authentication mac-authentication =~ > K CIRIZFEE SN TV D quiJE’C AEL £,
[ABRH]

RO E

aaa authentication mac-authentication end-by-reject

RO HIR

no aaa authentication mac-authentication end-by-reject

[AAE—F]

(config)

(N5 A—=4]

L

[a< > FERREFDENE]

PGECEHERINTZHEI, TOEAITH) DD 5T aaa authentication mac-authentication =< > K TRKIZ
BESNTVWARGESF XN TRAEL £77,

[BE~DEE

MAC # N uE*}I/& @j%ji%wu uEﬁ#‘—l‘? Liﬁq
[EREED R BR2H]

REEEEE, T ITEHIIKMISNET,
CEFEFEIAE]

1. Ko<y FREVPEERIEL R 2T — NIE, [£24-1 o747 —vgravwr RE MACER
FEORBFEE— K] 2L TSN,
2. aaa authentication mac-authentication =~ N C{E L7t S HER T,

(B&Ea< > K]

aaa authentication mac-authentication



mac-authentication access-group

mac-authentication access-group

MAC FBFEHAR— MZMAC T 72 AU A bl L, RIERERIAK « IR RE MAC 7 R LA TRE
L%,

[AHRH]
fHMOBRE - £H
mac-authentication access-group <ACL ID>

RO HIER

no mac-authentication access-group

[AAE—F]
(config)
[185 4 —4]
<ACL ID>
HMETLMACT 7RV X FO#ATFE2IEELET,
1. AoRT A — KA WER: O XTI
B CTXEHEA,
2. B O E i
3~31LFLUNDT 7 AV A MNFERELE T, HEARERCTIZONTIE T X2 —F |
BETEAME] 2L T ZIN,

[~ FERREFDEIE]

MAC R AR — M SN2 TR TOMAKP RIS SRR L 720 7,
[BIE~DFEE]

7L

[BREMED BRI ]

REMAETR, +ITEMITKBISLET,

CEEFEIE]

1. TXToO MAC BFERE X, mac-authentication system-auth-control =~ K& ET 5 Z & TH%)
27220 E9,

2. Ra~y RERENEERREL R 2FFE— RIE, [#£241 2747 L—varavr RE MACR
FEDOFRRGEE— K] 2L T EI N,

3. BREINTVWDEMACT Z AU A RZ iﬂﬁﬁ@ﬁ%ﬁﬁﬁfbi@“ HEARD MAC 7 R L AWGRE LT

MAC 7 7R Y X MIEY Lieholo35801E, KEROBEEICNE > TRAFERNROIKR L 720 £7,
4, EIELBRVMAC 7 7R R M %3 ﬁu‘_ M HEEL EHA, MAC 727 R Y X kDA T
IR ENET,

[BEEa~< > K]
mac-authentication system-auth-control

mac access-list extended
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mac-authentication authentication

mac-authentication authentication

486

AN— FRRRRE S ROBAES XY A M EREL LT

[ANRH]

THMORE « AR
mac-authentication authentication <List name>

H OBk

no mac-authentication authentication
[AAE—F]
(config-if)
(NS A—4]
<List name>

aaa authentication mac-authentication =~ K Ci&/E L=k Y A &2 eE L £,
1. AT A —HBWEIRE D FIHiE

AT ERA,
2. fH DR EHiFH

32 LFLUHNDOLFHITHRE L T IV, FEARRLFICONTIE [RIA—FITHETED
1 © HEEOIXFH) 2L TLIEsw, (EL, Ty h~—7 @ %#&<)
FEHSCFIIR L F R L £ T,

(2= FEEEFROEE]

BT 7 /v b EFEH L TMAC BAEEITWE T,

LEEA~
URRAL R Y A M AT Ui h ORR A RARR L 2T,

i

D]

1]II|I

(R EMED R E2H ]

REMAETER, T ICHEAICKB S ET,

CFESHE]

1. 7XTo MAC BFE# E X, mac-authentication system-auth-control =2~ > R&ZHET D Z & TH%)
27220 £,

2. Ra<y RRENBERREE R DFEE— FIL, [#£24-1 a7/ —varavr FE MACR
FEDFR uE% Kl #2B LT ES0,
3. AEEEICTRAYY PR 1OTHERESNTWDEAIE, Kavry FERETEEE A,
¢ dotlx vlan dynamic enable
¢ dotlx vlan dynamic radius-vlan
¢ web-authentication user-group
* web-authentication vlan
* mac-authentication interface

¢ mac-authentication vlan

4, Ko< FTRELERIEST AU 2 h4 7 aaa authentication mac-authentication =~ > K TR € L
7RG U R R & —F LA WATE, EET 7 4L hOREICHE> TEEL £,



mac-authentication authentication

5. ATy RIEA—¥X v b1 V4 7 = — AEURETRTT,

[(B&Ea~< > K]
aaa authentication mac-authentication
mac-authentication system-auth-control

mac-authentication port
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mac-authentication auto-logout

mac-authentication auto-logout

488

no mac-authentication auto-logout =~ K¢, MAC iBiE CRBRES N/MR NS —ERFH 7 L — A %%
1;:! L/foaﬁ")f_flj( %*ﬁﬂj Lz k—uqu%E@]ﬁ#‘ﬁ}ﬁ—é %%mfj L/i'é—o

72, delay-time g% ETH I & TRMAZZERE T ET2, FIEE— FICLVEWETE AR £5,

[AAR]
TEMORE
no mac-authentication auto-logout

(GE2F Y

mac-authentication auto-logout delay-time <Seconds>

(GE2LEZS

mac-authentication auto-logout

[ABE—F]

(config)
(NS A—=4]
delay-time <Seconds>

< [#%E VLAN ®— K, #A 7+ v 27 VLAN £— >

ARFBEEE — R TEEFHIZ, MAC 7 FLRF—7 U8 ER L7 MAC SREET > kU 235 T,
Aoy FORERMN (IREEEER) 288 L CTHMRNO 7 L—L2%2%Z(E Lo iRk
T 5L, MACT RLAT—T7 A0 6% MACBAE= > b U ZHIBR L CREREZ MR L &
R
0] ZF%ET 5 &, MEEEMAMMIET 740 ME (3600 ) TEIEL £,
1. AT A — 5 BWERE ORI

ARFEE — R CRAERICH S L7 MAC RBGE= > b U OBEEEARRM %2 3600 2 & LE T,
2. fE DR E R

0, 60 ~ 86400

<V H—F— K>
MAC7T RLVAT—TNVDHEAF Iy 72 YT, KRFEE— R TRFEFHDO MAC 7 KL
AL T,
MAC 7 RLVAT =T NT—=D 78 A4 LT 0 N R i, Ka<wy NOREMN TR 2%
L THHERFEINZWGAIE, %% MAC 7 KL 2AORBGEEMRER L3,
Kz — 0 ZWRIE mac-address-table aging =~ > ROREIC LY 3,
0] 28 ET D&, ==V T XA L7 U Malitk, RRHCGEREZ MR L 9,
1. AT A — 2B R O Y)HIE
TV THA LT Y Mg, 3600 BifiEd 5 £ TREEZFER L EH A,
2. fE O EHiPH
0, 60 ~ 86400

(2~ FEEEROEE]

<& VLAN £—F, #1473 >27 VLAN &— K>
ARFAEE — R CREGEZIZ, 3600 Bt L CHi% MACFREEZY R U OBERMNL 7 L— L& 25 L7



mac-authentication auto-logout

Mol REEEMRHET 2 &, BEIMICEEY MACREGETY R U %2 MAC 7 R L AT —7 0 SHIER Lk
AEfERR L E T,

<VH—F—F>
MAC 7 RLART—TNTZ—U v T XA LT 7 NEBRHLTHE 3600 kiR, BEINIZZY MAC
7 R L ADUKEBREER L 7,

[BIE~NDEE]

no mac-authentication auto-logout =~ > Rg&EH%IL, MAC BFE THRGE S V7SR 2 — EREM k7 L
@%F’Eé"*ﬁﬂj LT %) AN uﬂzé.) E @Jﬁ#‘-lﬁ‘) L/jz’@_/u

mac-authentication auto-logout delay-time % E#% 1L, X ERHE CEfEL 7,

[EXE B /e BR 21 ]

REMETER, IS ET,

[CEESEIE]

1. ﬁ‘f\f@ MAC F8ZER% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THRD
27220 E7,

2. Ao~ RERENIMEFREL RARIET— NIE, (#2411 v 747 Lb—varavr e MACR
uE@nqu:E‘“‘ }‘J %#%EE LT < f;él/\

3. [E®E VLAN £— R/ %1 53 v 2 VLAN &— RORGEF AR OMEBEERRRIT, FrRofREchH
e E9,

 MAC #BFE[EE VLAN ©— FE 721341+ v 7 VLAN £— FAE%Z)T, mac-authentication
auto-logout H%h
(BiEa~> K]
mac-authentication system-auth-control

mac-authentication port

mac-address-table aging-time
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mac-authentication force-authorized vian

mac-authentication force-authorized vlan

490

RADIUS FRGES 2 g, #REEFEE 72 £ ¢ RADIUS ¥ — 854 £ 7213 RADIUS 4}'“‘“‘/\0) VxR
]\%1513’_‘753%\&{95 L7=5% E'A Z él %R — }\Twuuﬁg;k bfuwquX{r% ﬁ%iﬁ’&ﬁ'ﬁﬁ%ﬂﬂ’] 12583 n$ﬂ‘fb§ﬁ.§k L
mu%WAN%ﬂDéTi?

[ABR]
THMORE - BE
mac-authentication force-authorized vlan <VLAN ID> [action trap]

(GE2LE]ZS

no mac-authentication force-authorized vlan

[ABE—F]
(config-if)
(INTA—=42]
<VLAN ID>
TR FERERT AT REIZEI 0 24 T 5 385E% VLAN ID 3% & L £97
1. AT X —Z B O HE
B CTEFEREA,
2. AH R E i P

[RIA=ZIHRETE D) 2ZRLTIESN,
7272L, 774/ VLAN (VLANID= 1) IIRETEEHA,

[action trap]
TRHIFERIEL DRBRERFRIREIZ, 7T A X— |k Trap ERITLET,

.$A7% ?é%ﬁ@@@m
AR K VBRERF AT LT, 74—} Trap ERITLERE A,

2. EDRK E%l
action trap

(2= Y FEEEFROEE]

L

[BIE~DFE]

L

[REEDRILEEHE]
REMEFH, TIOERICKBENE T,
CEEZEIE]

1. TXTo» MAC BFER E X, mac-authentication system-auth-control =2~ R&ZHET D Z & TH%)
(R S/ S

2. Ra~r RERENENERREL R DFFEE— R, #2411 arv 7471 —varavr FE MAC
AEDFEREE— F] 2ZRL T 7ZE W,

3. vlan =~ FT macbased (MAC VLAN) %%E L TW\5 VLANID Z%E LTI,

4, AT EX =2V T 0 LOMBERDIFRRERH Y ETOT, +oReto ETHEHI SN,

o

k=11
%l



mac-authentication force-authorized vian

LR NIFROFETED L2 £,

s TR T4 T —2a PRI RTHRESNTNDZ &
* radius-server host %7213 mac-authentication radius-server host
* mac-authentication system-auth-control
¢ mac-authentication portﬁém<4
* mac-authentication interface *2

* mac-authentication vlan*2*3

« vlan <VLAN ID list> mac-based™?

 mac-authentication force-authorized vlan*3*4

e switchport mac vlap ¥2X3%4

¢ switchport mode mac-vlan”

¢ aaa authentication mac- authentlca‘clon><5

+ mac-authentication authentication’®

%1

XA F v 7 VLAN E— RCHEAT 5 & IR EL T IEEN,

Lo —F— AT DL EITRELTIEZE N,

R L VLANID % E L T 72 &V,
1E X4

FUA =Ry PAR—MIFEELTIEI,

* RADIUS #—"~DE(FT, FROT AU b I REIRESNTSGE

No=21:
NOTICE:LOGIN( £{% 4 ) Login failed ; Failed to connection to RADIUS server.
& : MAC, PORT, VLAN

THhH vy ka7 i3iEH 2~ K show mac-authentication logging CHER CTE £,

1E %5
BEE T 7 L b CHRHIGRAEE L Tdefault group radius] 72 E L TL 72 &0,

1E %6

A— b BIERGEST A CoitIFEAEME F B 1L Taaa authentication mac-authentication <List name> |

FRELTIEEN,
. 9§ﬁ'ﬂjnun ﬁj«lﬁﬁf i J:_l j?ﬁj_i@mh uEﬁﬁkIﬁ;& & zé) »ﬁ*ﬁénij—
. 7T A4_— | Trap %173 58%E1%, snmp-server host 2~ > K C Trap DX[FHLIP 7 KL A &

"mac-authentication" Z#E L TE LERH Y 7,
TROWTNABT TILREIN TN DIEE, Ka~vr FERETEEEA,

¢ authentication force-authorized enable

¢ authentication force-authorized vlan

(BAEa~<> K]

aaa authentication mac-authentication

mac-authentication interface

mac-authentication port
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mac-authentication force-authorized vian

mac-authentication system-auth-control

mac-authentication vlan

radius-server host ¥ 7213 mac-authentication radius-server host
switchport mac

switchport mode

vlan
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mac-authentication id-format

mac-authentication id-format

RADIUS #@ uﬁﬁﬁ%{%ﬂ% H% RADIUS “‘j—“—/\AwL‘ uJ‘.E%:;kT%) IS%—O) MAC 7 K I/X}:F/J‘%f H/?E L/i‘é_

[ABRK]
RO - £
mac-authentication id-format <Type> [capitals]

o HI

no mac-authentication id-format

[ABE—F]

(config)
[N A—=4]
<Type>
RADIUS H— "~FHFEEREFO MAC 7 RV ATERZHE L ET,
1. AT A —Z RS ORI
A TEEE A,
2. fEORERPH
0~3
0 : XX"XX"XX"XX"XX"XX
1 XXXXXXXXXXXX
2 ! XXXX.XXXX.XXXX

3 I XXIXX'XX'XX'XX'XX

capitals
RADIUS — " ~FEFEERIF DO MAC 7 FL 2% 16 R LF O CEMT 55 ICRELET,

1. AT X —Z B O Y HHE
INCFTHEBLET,

2. DB EHFH
capitals

[2< > FEREOBE]

Type 0 (xx-xx-xx-xxxxxx), 16 EH/IN LT O T RADIUS H— S~FFEZR L £ 7,
[BIE~DEE]

AL

[E%FE B D S BR 524 ]

WEMEES, + ICEAICRKSLET,

[FEFE]

1. ﬁ‘f\f@ MAC F8ZER% ElE, mac-authentication system-auth-control =2~ K& ETH Z & THRD

2720 £,
2. Ka<wy RRENMERREL R AT — NI, [£24-1 arv74 71—y gravr e MAC#E
EEE@NLEIE%_ }\J %7%5@ L/T< fx_él/\

=l
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mac-authentication id-format

(BEa< Y K]
mac-authentication system-auth-control

aaa authentication mac-authentication
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mac-authentication interface

mac-authentication interface

MACRRIAEL T —F— RO RA LV F 72— AR — FERELET,

[AARH]

FROFE « BH
mac-authentication interface fastethernet <IF# list> [AX1250S] [AX1240S]

mac-authentication interface gigabitethernet <IF# list>

R O BB
no mac-authentication interface fastethernet [AX1250S] [AX1240S])

no mac-authentication interface gigabitethernet

[ABE—F]
(config)
[N A—4]
<IF# list>

MAC BFEOXGAR— FEHELET,
1. AoRT A — 2 B RO R
B TEERA,
2. EOBREH
[RTA—HIHRETE DM R L T &,

[a< > FEREEDEIE]
MAC 387 L & —F— FBBIE L £ A,

[BIEE~NDFE]

RKa<wy RTA U Z 7 2—AEHIRLESS, HIRLEZA VX 72— ATHE LWL T —F— R
AR ER S E T,

[E%FE B D = BR 5244 ]
REMAETER, FIGERIC KBS ET,

[CEESEIE]
1. ﬁ‘f\f@ MAC F8FER% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THR
27220 E7,
2. K=y FRENIERR L RDOFEIEE— FIE, 1R24-1 747 b—varavr FeE MACR
FAEDTRIEE— R 2L TIEEN,
3. AEEFEIZTRaI~Y RB 1 OTHERESNTWDHIHEIE, Ka~vr RERETEEHA,
¢ authentication multi-step
* dotlx authentication
* mac-authentication authentication
* web-authentication authentication

* web-authentication user-group
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mac-authentication interface

[BEEav > K]

mac-authentication system-auth-control
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mac-authentication max-timer

mac-authentication max-timer

BRG] 2 B8 L7
[AN#K]

WHORE - 20

mac-authentication max-timer { <Minutes> | infinity }

TR O HIER

no mac-authentication max-timer

[ABE—F]

(config)
[/85A—%4]

{ <Minutes> | infinity }

FRREE AU AR O g RKAERERF R & 0 B CRE L E 97, B AROFRIEREI%E D, Ka~vr FORE
RefE] 3Rl L7258, A EAICERAE MR S E T,
lnfinity ] &HEE L7cSaiE, RORKEERIRFIZIIR & 720 £9,
1. AT 2 —Z BRI O Y HE
B TEER A,
2. fEOFE R
10 ~ 1440 (43), 721 infinity

[a< > FEBREFDEIE]
RAEEfRRR L E8 A,
LEE~NDEE]

L

[EX E (B D RBREZH]

ROEMAER, +TIGERICKmEINET,
CFE$IE]
1. ﬁ‘f\f@ MAC F8FER% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THRD
2720 E5,
2. ZIK:IV/]\ /Eﬁ‘%j]ﬁzj kfcﬁ%)nmuiE:E”— }\Li, ’—2‘5{24'1 :'/7/(71/”—“/3 /:"?7/}\kMAC [
nmg)nuu ’_‘]‘J %%%HEL/T<7L:§1/\O
3. B REERER M A B £ 70 UE R L7561, BIfERRGE ORI EAEBE L, KBRS

BEMNENZR £7,
MAC AL COEFEFMIL, BEOHZAZMEHL CWEXHA, TOD, EH 3~ N set clock THFF
AR LT b B :%ﬁéﬁzituitf_m

[BE&Ea~< > K]

mac-authentication system-auth-control
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mac-authentication max-user

mac-authentication max-user

B HLAL D e RGEREI R AR E L £ T,

[ANRH]

DR « 23
mac-authentication max-user <Count>

RO HIER

no mac-authentication max-user

[ABE—F]

(config)
[IN5A—=4]

<Count>
SEE ENL O e KEBFFR AR 2 8% E L7,
1. AT X —Z B O HE
AT EHA,
2. DR E &P
1~ 256

(2~ FEBROEE]

LETE B DO FRAE ATRE A0 i KRR A EIE, 266 BiRIZ/2 D £7,

[BIE~NDFE]

REMAER, T ICEMCKBIIET,

1. 9 _XTo» MAC §8iEE% €Y, mac-authentication system-auth-control =2~ K&ZEETHZ & THR

2720 F4,

2. ZJK:I-?/FEQTEZEEJ{’ET EL R ARG E— NIL, 158241 v 7401 —vgravwr e MACR

DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT< 71:_31/\

3. RREEIT-12HE, BERETOWMKIZFDOEE TTHR, KREIOFIRIRDORIEEF) SR EE N AR

LD ET,

4, FEEHAL L AR — N HAL O R RBIEH A A FIRFIZHRET 22 &L b AR T,
o FRAEFE HIGAEN AR — NN ORRBILG AL E L2 GE, Y%A — F CTUUBEOFRLEG AR DR
TExEHA,

* E@%E(ﬁ%‘ X;ﬁz’y{t%ﬁ{iﬁﬁij{mun %*;ﬁﬁf—%bfl%/ﬁ\; K%%Tuﬁé@%ﬁiﬁ ﬁ{@mun if%i

A,

5. U FRAER A AR &V R KRR AR &2 D e KA L7y, FBRER A O AR I TGOS E T %

T, FHEARORIEITE EHA,

6. FRREW AR DMt R — N EABE) L5670 & ClE, EROESRREE ZRNE LD ENH Y E

B
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mac-authentication max-user

7. DHCP snooping #48EZ FH L TW A AL, MK 246 SiKICHIR S E T,

[(BAEa~< > K]
mac-authentication system-auth-control
mac-authentication interface

mac-authentication port
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mac-authentication max-user (interface)

mac-authentication max-user (interface)

BT j_ }‘o)ﬂi‘j(nmu jﬁmﬁj{@%ﬁﬁﬁbi#o
[AHRH]

DR « 23
mac-authentication max-user <Count>

RO HIER

no mac-authentication max-user

[ABE—F]

(config-if)
[IN5A—=4]

<Count>
WA — N ORI R AR E LET,
1. AT X —Z BRI HME
AR TEEHE A,
2. fEOREHIPH
1~ 256

[a< > FERREFDENE]

WELAR— N OFRE T RE 7R F RGRRES ALK IE, 256 FARIZR D £,
[BEE~DEE]

2L

BREMED RBREZH]
EMEAEER, T ICERICKBENET,

CEFEFEIE]

[ |

2

1. 9 _XTo» MAC §8iEE% €Y, mac-authentication system-auth-control =2~ K&ZEETHZ & THR

2720 F4,

2. ZJK:I-?/FEQTEZEEJ{’ET EL R ARG E— NIL, 158241 v 7401 —vgravwr e MACR

DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT< 71:_31/\

3. RREEIT-12HE, BERETOWMKIZFDOEE TTHR, KREIOFIRIRDORIEEF) SR EE N AR

LD ET,

4, FEEHAL L AR — N HAL O R RBIEH A A FIRFIZHRET 22 &L b AR T,
o FRAEFE HIGAEN AR — NN ORRBILG AL E L2 GE, Y%A — F CTUUBEOFRLEG AR DR
TExEHA,

* E@%E(ﬁ%‘ X;ﬁz’y{t%ﬁ{iﬁﬁij{mun %*;ﬁﬁf—%bfl%/ﬁ\; K%%Tuﬁé@%ﬁiﬁ ﬁ{@mun if%i

A,

5. U FRAER A AR &V R KRR AR &2 D e KA L7y, FBRER A O AR I TGOS E T %

T, FHEARORIEITE EHA,

6. FRREW AR DMt R — N EABE) L5670 & ClE, EROESRREE ZRNE LD ENH Y E

B
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mac-authentication max-user (interface)

7. DHCP snooping #48EZ FH L TW A AL, MK 246 SiKICHIR S E T,

[(BAEa~< > K]
mac-authentication system-auth-control
mac-authentication interface

mac-authentication port
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mac-authentication password

mac-authentication password

502

RADIUS FaE S Rz fiE, RADIUS Y— S~GREAFER T DD NRAT — FERELET,

[ABRK]
THWMORE - BE
mac-authentication password <Password>

o Bk

no mac-authentication password

[ABE—F]

(config)

(NS A—%4]

<Password>
RADIUS Y — S A~FHFFERIFOEZEDO/NRRA T — RERELET,
1. AT A —H B WEIRE D FIEiE

BT ERA,
2. fH DR EHiFH
1~ 32 CFLUNTHELET, HERARIFICONTIE (RTA—Z|THETX 5H] 238
LTL7Z&EW,
(a7 Y FEREBDENE]

mac-authentication id-format =~ > RZEEL TWAEAIE, FOa~vr NTRELZEROEIERTS
WRD MAC 7 RLARNAT—RERD £4,

mac-authentication id-format =~ > RZ & E L TWRWEATE, xxxxxxxx-xx-xx] (A~ F i3/
) BROBIEEIHRDO MAC 7 RLUARSAT — RE 09,

BE~DEE

L

ERTEE D IR AR 524 ]

BEMET,, T <ICERICKBENET,

[ |

. TXTO MAC FEREXEIL, mac-authentication system-auth-control =~ R&ZEETHZ L THR
270 E9,

2. Ra<wy FRENIERTREL R HFEFEE— NI, [£24-1 =274 7L —varavr e MACHR
FEDFFEE — bj%ﬁ%bf<téw

3. Ao~y RTRIELE/SAY— R, T3TO MAC #:F RADIUS #BaE6 AR THal & 72 ) £,

[y



mac-authentication password

[(BAEa< > F]
mac-authentication system-auth-control
mac-authentication id-format

aaa authentication mac-authentication
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mac-authentication port

mac-authentication port

A— MIRIEE— FERELET,
[ABTRA]

THWORE
mac-authentication port

RO HIER

no mac-authentication port

[ABE—F]

(config-if)
[IN5A—=4]

el

[O< > FEREFDENE]

MAC FBAEA 2R, MR — MILV T —F— FTEMELE T,

[BIE~DFE]

Ka~vy FTRIEARA— FOHIREZIT > 7256, Y%A — N CORENFRS N ET,
[BREED R BREZH]

REMETR, T ICERAICKBSNET,

CEEFIE]

1. 7XTo» MAC BFE#R E X, mac-authentication system-auth-control =2~ > R&ZHET D Z & TH%)

[ =

2. Ko< RREVDEERIRE L 2 DFRFFE— KL, [£24-1 v 7471 —varavwr e MACR

FEDOFBREE— F) 22 LT EEN,

3. system function =~ Ni%EH T extended-authentication 3% E SN TWRWHE, Ao~ KX

RETEEH A, (system function =~ RORFEDH AL, RETEFE T, ) [AX12508]
[AX1240S]
4, Ka<w  NEAf =Yy b2 72— AT TREAHTT,

(B&Ea~v > K]
mac-authentication system-auth-control
authentication ip access-group

authentication arp-relay
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mac-authentication radius-server dead-interval

mac-authentication radius-server dead-interval

MAC F8FEEEH RADIUS — 10175 A < U MAC BFEE A RADIUS — "~HENEIHT 5 E TOEHR
HA~ERELET,
H v hY—oN GEAH o RADIUS F8REERSE) ARl % U MAC FRGEEH RADIUS H—/3~

BB LUEA, £ — A MEAARTRECERY A ~2 A X — ML, Aa~<r FiC Xk 5EERRRE
% (BEHEZA~TTH) 12, 794 ~Y MAC #ifF& /M RADIUS #— "~EIHL £,

[AARK]
WHORE - £
mac-authentication radius-server dead-interval <Minutes>

5o Bk

no mac-authentication radius-server dead-interval

[ABE—F]

(config)
[INSA—=4]
<Minutes>
&Y MAC RBFEHH RADIUS — 3025, 77 A < U MAC 38iF5H RADIUS #— 3 ~HE)
BHT2ETOERLI A ERELET,
1. AT A — 2 B REREO R
BIETEEE A,
2. BT E i
0~ 1440 (%)
0 #E L72%A1E, RADIUS SRREZERZ 4T 77 4 = U MAC #FEEHA RADIUS $r— 306
BLUET,

(27> FERE O]

H Ly h =303k H &Y MAC #REF5 ] RADIUS $— S~Ef LT 10 0%, 771 ~ U MAC i
B RADIUS — NICHBNEIR L £,

LEE~NDEE

L

[E%7E B 0D S B 5244 ]

EEETR, T ITERICKBENET,

T &) MAC #REREH RADIUS h— & L b Y— & U CGEAPICER S A v HEZET LTz

Bh, TOREETORBIREEZ FIE USRE M L E T,
2. B A A~ " AKX — FMRIIARa~ LV FERELZHIBRLIZSGE, BHAA~Oh vy NIV vy METICHE
L, 74N MEL104E LTEMELET,

[EEHEE]

1. T XTCTo MAC FBEERE X, mac-authentication system-auth-control =~ R&F&ET 5 Z & THLD
270 9,

e

—
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mac-authentication radius-server dead-interval

506

L Ra~ s FRENIEFRE L R AREFE— RIX, [#24-1 av 74—y aravr e MACER

FEORBREE— R BB LT EEN,

3HLULED MAC F8FER A RADIUS — %2R E L TWEGE, BEfHY A ~%E 24— MEICHmO
MAC #FEE A RADIUS Hh— "B Lo =P8R LEHAETH, B~V &y M ETIC
Mkt LE 7,

CERAA TN ST AARZ = P LA T T2 ETY vy P LEREADR, FRROZEETITHEIS

ELTHTETICV Yy FLET,

* A=~ KT mac-authentication dead-interval 0 Z5#E L 7= & &

o DLy Y=L LTGEHAT O MAC REEHH RADIUS ¥ — 35 %, mac-authentication
radius-server host 2~ R CHIR L7z & &

e JEM 2~ I clear radius-server #FfT L7- & &

. R R R DFERES — 7 o A EPICEAR 2 A <250 T LTS8 Th, FERP ORI —7 o AN

TTL5ETT T4~ U MAC FGER M RADIUS % — A"~DOEHIFAT b EE A,

(B&Ea< > K]

aaa authentication mac-authentication
mac-authentication port
mac-authentication system-auth-control

mac-authentication radius-server host



mac-authentication radius-server host

mac-authentication radius-server host

MAC FBIEIZfEH T 2 RADIUS H— O EEITWVET,

[AARH]

WHDRE « 23
mac-authentication radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout
<Seconds>] [retransmit <Retries>] [key <String>]

H O Bk

no mac-authentication radius-server host <IP address>

[AAE—F]

(config)
[N A—4]

<IP address>
RADIUS — D IPv4 7 RV A ELET,
1. AT A —Z BRI O HE
AIETEEE A,
2. fEOFEHPH
IPva 7 FL2 (R FERE) 2HEELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS — O HR— b EZEEELET,
1. AT A —Z BRI O HME
A— &S 1812 2 H L E T,
2. fEOFEHPH
1~ 65535

acct-port <Port>
RADIUS y—_DT7 H v T 4 AR —  EBERELET,
1. AT X —Z B O Y HME
A— &S 1813 A L E T,
2. fEOFR EHiH
1~ 65535

timeout <Seconds>
RADIUS h— b DISE X A L7 v MM (BY) 2HEELET,
1. AT X — 2B O Y HUE
radius-server timeout =¥ RCREINTWARMAEHEINET, RESNTHWARNEED
VIHIEE 5 T,
2. fEDF EHiH
1~30 (B)

retransmit <Retries>
RADIUS H—/ Nk U CRRAEE R 2 A E T 2R AR EL £ 7,
1. AT A —HBWERE D HIHE
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mac-authentication radius-server host

508

radius-server retransmit 2~ R THEINTWAEIERFEH I ET, HEINTWRWGE
OFHMEI 3 [T,

2. 0D % T i
0~ 15 (&)

key <String>

[

RADIUS #—/3[i] & 0i@fE O 51k FRFEIC MM 9% RADIUS #4457E L £ 4. RADIUS #1327
A7 v k& RADIUS H— 1 ECl— DR ET HLENH Y £7,
1. AT X —Z B O HHE
radius-server key 2~ R CHEIN TS RADIUS #ERXEH SN ET, REIN TV RN
£, %% RADIUS Yr— N3 fshic7e v £97,
2. fEOREHIPH
64 SLFLINOSUFEFTHRE LT ZEW, BERZRIFIZOWVWTL INT A =X IZIFETE D
] © HEEOXFHI 2L T ZI0,

a7 Y FEREEDE)E]

radius-server host =~ > K CH$k L7z RADIUS YV — OB ENEH SN ET,

radius-server host =¥ ROEELI LTV WEETX, RADIUS —_ZHH L7722\ T, WK MAC 8

Wy

Tyl

‘iE DB ii)ﬁi)fﬁ qutu uE%?ﬁ‘l/\ij—

L&

E~DFEE]

L

(5%

B TE fE 0D Je BR324 ]

REMARER, T ITERICKBRENET,

[

1.

AEEIE]

T _T O MAC FFiFa% 1%, mac-authentication system-auth-control =~ RAEFRET S5 Z & THRY
2720 %7,

K:vxh REDNEIERIRE L 72 DRBFEE— RIE, 2241 2747 L —varavy e MAC#R

FEDFEREE— N ZZH LT EEN,

ARawy RRRESNTWDHEE, MAC FRIE TSI 5 RADIUS H— SO EHHIL

radius-server host I~ R TREINTWAHERL Y bELINFET, (radius-server host 2> K

FHEITEHENERA), LH RADIUS 4— 3fF#, MAC 58iEHH RADIUS H— MEHR O EIZD

WL, Tavro g7 b—va g RVol2) 22RLTEEN,

FEA[HE7: MAC #RFEH A RADIUS Y — U EEE BN Tk 4 T,

5. IPv4a 7 RL AL LTI27*** ZRETEEHA,
6. key /3T A —Z DNEM I TV, radius-server key 2= RHERE SN TWRWEAIE, Yi%

RADIUS H— N[3#Eshiz 20 £,

5D MAC FEAEEH RADIUS H— &% E L7=%f, #H 2~ K show radius-server CTHRUIZHE
IRENDT RUANRT T A~V MAC F8iEHH RADIUS h— & 720 £9°, RfIOH L hh—
GEHAH @ RADIUS §BFEERYE) 121377 A ~ U MAC #ERERE A RADIUS — "B fEH I ET,

7'Z7 4~V MAC i85 RADIUS Y— NICEENBAE LGS, Ly M — NIXRICED 72
MAC FBFEEHH RADIUS —N (7 % U RADIUS —\) ~#EB LET, 771~V MAC i3
B RADIUS $—/3\~® HEME IHIZ DV TlE mac-authentication radius-server dead-interval =~ >~
FESHRLTLTEEN,



mac-authentication radius-server host

8. JLMH RADIUS ¥ —, fhoFBAEHH RADIUS #—/3, %7212 RADIUS +— 7 VL —70FRET, IP
7 R Z20—E$ 25 RADIUS — A"DBEEICBE I N TV D ERIE, TNHTRTONRT A—Z & HH)
BICEH LS AN Liza<wy RNAICE SR £,

[(B:Ea< Y K]
aaa authentication mac-authentication
mac-authentication port

mac-authentication system-auth-control
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mac-authentication roaming

mac-authentication roaming

HUB 72 &R H L TR LT-GER Ak E, Vo7 X LanWCh— MBEI L7
(B—=3v7) #FELET,

[ANRH]

fHMOBRE - £H
mac-authentication roaming [action trap]

RO HIFR

no mac-authentication roaming

[AAE—F]

(config)
(85 A—=4]
[action trap]
0—3 7L DR — NBEERIREZ, 75 A ~X— | Trap 8T LE 7,
1. AT X —Z B O HME
B—I VTR — NBEIEZHRHLTH, 7714 X— b Trap %17 L £ A,
2. fHDFR E HiH
action trap
a7y FERBEDOEE]
PR IR DO AR — NEEIRFOBE 2T LEH A,
LRIE~NDEE]

2L

[ERTE fIE D f Bk 52 4% ]

BEMET R, T ICERICKRENET,
DEEEHE]

HEFFA]

1. 9 _To MAC §8FEE% ElE, mac-authentication system-auth-control =2~ K&ZHETHZ L THD

2720 £,

2. Ko< REREVPEERREL 2 238G EE— RiE, [5£24-1 v 7471 —varavwr e MAC#R

DIE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\

3. BEVERX A F X v 7 VLAN £— FOXZR— T, BH#hEiE F— VLAN N0 & & 7215 B E#

ETY,
4. Kz REREIREE T DHCP snooping HEEEAEF IE, FRAEFEAMROR— 2 BE+ 5 &,

b iEfE

utu i 'H(ﬁ‘“

BENVEOR—NMIBEBELETN, XM UT AU T—F_R—RATEHIN2WVZDEETEEEA,
5. 77 A ~_— | Trap #5179 B8%E1%, snmp-server host =~ KT Trap DEERIP 7T KL R &

"mac-authentication" #i%E L TEBL MLEXH D 7,
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mac-authentication roaming

[(BAEa< > F]
mac-authentication system-auth-control
mac-authentication port

snmp-server host
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mac-authentication static-vlan force-authorized

mac-authentication static-vlan force-authorized

512

RADIUS FRGES 2 g, #REEFEE 72 £ ¢ RADIUS ¥ — 854 £ 7213 RADIUS 4}'“‘“‘/\0) VxR
]\%1513“_‘75‘%\&{95 L/flj?g"f/ﬁ\cz, él %R — }\Twuuﬁg;k bfuwquX{r% ﬁ%iﬁ’&ﬁ'ﬁﬁ%ﬂﬂ’] 12583 NtFTJj( =L LE
j‘o

[ANRH]

THWMORE - BE
mac-authentication static-vlan force-authorized [action trap]

(GE2LE]ZS

no mac-authentication static-vlan force-authorized
[AAE—F]
(config-if)
(NS A—=4]
[action trap]

TRIFERIEL DRBRERFRIREIZ, 7T A X— |k Trap EIHITLET,

1. K/\7)‘ ?éﬁ%ﬁiﬁ@?ﬂﬂﬁm
AR K VBFERF AT LT, 74—} Trap ERITLEE A,

2. [EDF TE%EI
action trap

[a7 2 FERREF DB E]

2L

BE~NDEE]

2L

R ED R BREZE]

BEMAER, TICERICKMENET,
CEEFIE]

1. TXTo MAC BFE#R E X, mac-authentication system-auth-control =2~ > R&ZHET D Z & TH%)

27320 £9,

2. Ao~ FRENIIEFRE L R AWIFE— NIE, [#24-1 v 747 L—varavr RE MAC
uE@uAuthE:E“— ]‘J i&v;’%ﬂﬁb“(<7“_éb\

3. AHEEIX X2V T 4 LOMBEERDREERH Y T 0O T, +oMato LA ZE 0N,

[y |

o

k=1
%l



mac-authentication static-vlan force-authorized

Ka< FIFROFMETHEE 720 7,

e Tl ar 747 —ya NI RTCERESNTWNWSEZ L

X1

radius-server host ¥ 7213 mac-authentication radius-server host
mac-authentication por1:>:< 1

mac-authentication static-vlan force-authorized”!
mac-authentication system-auth-control

aaa authentication mac- authentlca‘clon><2

mac-authentication authentication’3

LA =%y bAR—MIRELTIIZEN,

7E %2

7E %3

RADIUS = "~DH%[ET, Fidd T h vy ha 7 BngERESnHE

No=21:
NOTICE:LOGIN: ( f1/11# ) Login failed ; Failed to connection to RADIUS server.
fHniE# : MAC, PORT, VLAN

TAv Yy ka7 iFiEH 2~ > R show mac-authentication logging TR CTX £ 97,

TEE T 7 4V b Tl FEEEE AR Tdefault group radius) 7217 5%E L TL 72 &0,

AN — FBIRRES 2 Chiiml FRREM H BFlE Taaa authentication mac-authentication <List name> |
ERELTLIEEN,
5. GRHFIFRGERT ALRIEIY, UMK OFRAMIR & & IR INET,
6. 7T A ~— h Trap #3179 5%A1%, snmp-server host 2~ KT Trap DEELIP T FL R L
"mac-authentication" # & E L TE LERH Y £7°,
7. FROWTIADPART TICRESNTWDLHEE, Aavr FERETE EHA,

¢ authentication force-authorlzed enable

¢ authentication force-authorized vlan

(BEEa~<> K]

aaa authentication mac-authentication

mac-authentication port

mac-authentication system-auth-control

radius-server host ¥ 72 1% mac-authentication radius-server host

snmp-server host
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mac-authentication static-vlan max-user

mac-authentication static-vlan max-user

514

B HLAL D e RGEREI R AR E L £ T,

[ANRH]

RO - £
mac-authentication static-vlan max-user <Count>

RO HIER

no mac-authentication static-vlan max-user

[AAE—F]
(config)
(N5 A—=4]

<Count>
SLIE AL D e RG22 3 E L E T,
1. AT X —Z BRI HME
AR TEEHE A,
2. fEOREHIPH
1~1024

(2~ FEBROEE]

LB BT DO FREE AT RE /R fe RERFEI AR HT, 1024 BRIC7R 0 £97,

[BIE~NDFE]

L

[EREMED R BR2H]

REMAER, TIGERICKmINET,

CEFEFEIE]

1. +_To» MAC LR 1%, mac-authentication system-auth-control =~ > K& iET 5 Z & THZ
2720 %7,

Z.KZV/Fﬁﬁb@WT EL R AFIEE—NIL, [F£241 v 747 —varavrFE MACR
FEDFEREE— N ZZ LT EENY,

3. ABREEITHEE, BUERGEFOMKRIZZOEE TN, KIEOHIHMRORGERE) O EESH 2D
LRV ET,

4, FEEHAL L AR — N HAL O R RBIEH A A FIRFIZHRET 22 &L b AR T,
o BREAE AIHARBN AR — N ENL O KBRS RIS E L7 85A, YikA— ~ CLIROFTIR G R OFRGE
TEEHA,
o FRRETE A A EL AN B BN O B KR AR SRS L6, AREE CLBOF B K ORGEIL T&
A,

5. U FRAER A AR &V R KRR AR &2 D e KA L7y, FBRER A O AR I TGOS E T %

TN, FHEAOFRILT TE A,
6. DHCP snooping BREZ R L TV B 3580E, HOK 246 SR ICHIR SN E T,



mac-authentication static-vlan max-user

[B&Ea< > K]
mac-authentication system-auth-control

mac-authentication port
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mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan max-user (interface)

BT j_ }\o)ﬂi‘j(nmu jﬁmﬁj{@%ﬁﬁﬁbij_o
[AHRH]

RO - £
mac-authentication static-vlan max-user <Count>

RO HIER

no mac-authentication static-vlan max-user

[ABE—F]

(config-if)
[IN5A—=4]

<Count>
WA — N ORI R AR E LET,
1. AT X —Z BRI HME
AR TEEHE A,
2. fEOREHIPH
1~1024

[a< > FERREFDENE]

WA — N OFRGEFTRE 7R B KEBRES AR SR IE, 1024 WiRIZ/2 0 £,
[BEE~DEE]

2L

R TE B RBRE2H ]

EMEAEER, T ICERICKBENET,

CEFEFEIE]

[ |

2

1. 9 _XTo» MAC §8iEE% €Y, mac-authentication system-auth-control =2~ K&ZEETHZ & THR

2720 F4,

2. ZJK:I-?/FEQTEZEEJ{’ET EL R ARG E— NIL, 158241 v 7401 —vgravwr e MACR

FEDFEREE— N ZZ LT EENY,

3. RREZIToGE, BERETOMAIZZOEE TR, KIEIOHHGADOBRERED S
LRV ET,

4, FEEHAL L AR — N HAL O R RBIEH A A FIRFIZHRET 22 &L b AR T,
o RREE IRARELD AN — NN O KGR AR E LT E, Y%A — F CUBROFBR KD
T&EEHA,
o FRRETE A ACKL A Ha 1 B O e KRR A S 2 L7456, AR CUARE O FrEli K ORq
A,

5. U FRAER A AR &V R KRR AR &2 D e KA L7y, FBRER A O AR I TGOS E T %

TN, FHEAOFRILT TE A,
6. DHCP snooping BREZ R L TV B 3580E, HOK 246 SR ICHIR SN E T,
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mac-authentication static-vlan max-user (interface)

[B&Ea< > K]
mac-authentication system-auth-control

mac-authentication port
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mac-authentication static-vlan roaming

mac-authentication static-vlan roaming

HUB 72 £ &% L CTHaRE L IBREF iR 2, Uo7 X0 LRWTHR— NEE) L7248 OIB{EFF Al

(B—=3v7) FELET,
[ABRH]

HHMORE « 2258
mac-authentication static-vlan roaming [action trap]

o Bk

no mac-authentication static-vlan roaming

[AAE—F]

(config)
(NS A—4]

[action trap]
0—3 7L DR — NBEERRIEEZ, 75 A ~X— | Trap 8T LE 7,
1. AT A — 2 BWERE ORI
n—I 7L BR— MBHERHELTY, 771 X— b Trap 21T LEH A,

2. fEDFREHH
action trap

a7 v FEBEOEE]

FORERT A AR DR — MEERFOEBE 27T L £ A,

[BE~DEE

L

[ER%FE fE 0D JR Bk 224 ]

BOEMAER, +ITEMITKBRSLET,
AEREIE]

1. TXTo MAC BFE# ElX, mac-authentication system-auth-control 2~ R&ZHET S Z & THZ)

2720 £,

2. Ka< o RREVEERREL 72 23T — RiE, [5£24-1 v 7471 —varavwr e MAC#R

FEDFIREE— R 22 ML TLIZE W,

3. BEVEAEE VLAN £— MR — T, BEIATL [F— VLAN WO & & 720, BBk blfEme T

R

4, Ko< NERERNE T DHCP snooping #EEIFH RE, RGEEAMRORN— M EBET5 &, #i
BENVEOR—MIBEBELETN, XM UT AU T—F_R—RATEHIN2VWZDEETEEEA,
5. 77 A ~_— | Trap #5174 5%E1%, snmp-server host =~ KT Trap DEERIP 7 KL R &

"mac-authentication" Z R E L TR LE X H VY F5,
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mac-authentication static-vlan roaming

[BEEa< > K]

mac-authentication system-auth-control

mac-authentication port

snmp-server host
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mac-authentication system-auth-control

mac-authentication system-auth-control

MAC i AN LE T,
723%, no mac-authentication system-auth-control % %47 L7234 1%, MAC iBiE%&E 1L L £,

[ANRH]

THROFRIE
mac-authentication system-auth-control

(GE2LEZS

no mac-authentication system-auth-control

[AAE—F]

(config)

(NS A—4]

el

(a7 FERREFDENE]
MAC BFEEITWER A,
BE~DEE

no mac-authentication system-auth-control % 31T L7254, FRAEEAMmAEDOTEIED RSN E T,

[EREMED & BRE2H ]
REMEER, T CIGERIC KBS ET,
DEEFEE]

1. Ko<y FREVNEERIREL R E— NIE, [£24-1 v 747 L —vgra<wr RE MAC @

FEDOFBREE— F) 22 LT &N,

2. no mac-authentication system-auth-control %34T L7235 T%, WE MAC %GE DB 2Bk iz

KIEHRITFOEFRESNET,
(BE&Ea~< > K]

L
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mac-authentication timeout quiet-period

mac-authentication timeout quiet-period

WAEREIEZ, F—imR (MAC 7 FLA) ORAELZ TR LWRH GRAEHBAM T # 1 ~) ZRELE
ﬁ—o ZIKE%EFEEW j:, uqu%ﬁ%??[/\iﬁ/u

[AAFH]

WHORE - £
mac-authentication timeout quiet-period <Seconds>

B Bk

no mac-authentication timeout quiet-period

[AAE—F]

(config)
[N A—4]
<Seconds>
AR T X A v A RHEALTHE LE T, el RIRFIC T ICRGFLE Z BB L7 WiEE1E, 0%
BRELTL &N,
1. RXT X —ZEBWEEOYIHE
B TEEREA,

2. fEDOF E#FH
0, 60~ 86400 (F)

[3< > FEBRREFDENE]
MAC 3 At HE%E&E# 300 *&Fﬂﬁ Liﬁéiﬁﬁiﬁo)wu uﬁmﬁ%??b\i’@:/\/

LEE~NDEE]
L

[EX7E B D Sz B 5244 ]

1. BREICKR LI & &

2. ﬁf@bﬁij@nuuﬁﬁﬁﬁZE%&/r"?z})&/f LT T RL, ZASEROIT/oT L &

3. EMf 2= K clear mac-authentication auth-state %z i L, FRAFENL F 7= 11 E BN CORAMERE %
Ehf L7 & &

CEEEIA]

1. T _To» MAC IR E X, mac-authentication system-auth-control =~ R&&ET 2 Z & THZ)
2720 £7,

2. Kavy FREVEEARERLIBIEE—NIX, [R24-1 2747 1b—varavy FE MACR
FEDOFSREE— R 2L TLIZE W,

3. WILFAT v TRFEEMERAT S & &1L, KREME O PLUAMIEEL T EE,

=i

(BEEa~<> K]

mac-authentication system-auth-control
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mac-authentication timeout reauth-period

mac-authentication timeout reauth-period

BALFRIN %, SHAROBRIEAT ) M ERE LT,
[ABTRA]

THWORE - BE
mac-authentication timeout reauth-period <Seconds>

THHOHEIR
no mac-authentication timeout reauth-period
[AAE—F]
(config)
[N A—=4]
<Seconds>
SR DO BRAEEAT O M E B THRELE T, 0 Z2RE LG EITHRIEE T O ICHm L
D
1. ART X —Z B ORTHME
A TCEERE A,
2. fEDFRE R
0, 600 ~ 86400 ()
[3< 2 FEBREFDEIE]

SR O FHFRREETT © A HIE 3600 F T,

[EREED & BRE2H ]
o BUEBEROMROFRIELAT 5 MBI 2 A A7 0 hL, &4 ~ER 0ol b &

e jEH =~ K clear mac-authentication auth-state % 317 L, FRGEHNL F 72 135 E BAL CORGEMERR %2

%mbtk%
o LD ASERDAFLE L2V IRIE O FEGEHAL CREGEIHBR OFRFEN R P L7z & &
CEEZEIA]

1. T _XTo MAC 3R E X, mac-authentication system-auth-control =~ R&HZET D Z & THE)

2720 £,

2. Ko< FRENTMERTRE & R AFRFEE— NIL, %241 av 7471V —varavr Keé MAC#R

FEOFGEE— R #ZH LT &N,

(E&Ea< > K]

mac-authentication system-auth-control
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mac-authentication vlan

mac-authentication vlan

L —%— FiBikt%, BIRCEID 2 5 VLANID 5% &E L £7,

Kawy RPRESNTORWESE, LY —E— R#GE#EO VLAN G0 B2 M ThiLER A,

[AARR]
MO E - AR
mac-authentication vlan <VLAN ID list>

(GE2LEZS

no mac-authentication vlan <VLAN ID list>

[AAE—F]

(config)
[N A—4]
<VLAN ID list>
FRFE Y0 B 2 5 MAC VLAN @ VLAN ID list #8E L £,
1. BT A —ZHMKOHHE
B TEER A,
2. fEOFE R
<VLAN ID list> O EFH L, F£iz, EORERPAIZOWVTIE T A—XIZHETX HE] 2%
LT E&E, 74/ K VLAN (VLANID=1) [IRETXEHA,

[O<7 Y FEBREOENE]
LA v —F— KRG O 72 VLAN 810 2z M Thh A,

[BIE~DFE]

Az~ RTVLAN ZHIBR L7286, HIBR L7 VLAN T8R4 L TW i R ORIEN RS E T,

[E%FE B D S BR 5244 ]
REMAETR, BRI KBS ET,

[CEESEIE]

1. T_To MAC #BFEs% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THRD
27220 ET,

2. Ko<=y FRENIER L ROFEIEE— FIE, 1R24-1 747 b—varavr Fe MACR
FAEDRIEE— F) 2L TIZEN,

3. MEINT=TXTPHVLANID %, MAC VLAN CTREINTWIXLENRH Y F7,

4, REBIZTRHRIATY IR 1 OTHEREINTVWEEEIE, Kavr RERETEERA,
¢ authentication multi-step
* dotlx authentication
* mac-authentication authentication
* web-authentication authentication

* web-authentication user-group
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mac-authentication vlan

(BEa< Y K]
mac-authentication system-auth-control

switchport mac
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mac-authentication vlan-check

mac-authentication vlan-check

FOREALEE T MAC 7 RL A2 AT 5%, VLANID bREZ1TWET,

RADIUS #FE S R0 EA 1, RADIUS — SA~FFEEREE O —HID & LT, MAC 7 FL A TS| &
Ko<y RTRE LTS (AL "%VLAN"), BEXOVLANID ##& L7-bo &ML £,

o — B VERAE T ROEA1E, PE MAC 32:F DB ~EA T MAC 7 FL 230551 & VLAN ID THRA %
TWET, (WNE MAC §85E DB IZ VLAN ID #2372 W55, MAC 7 R UV ASCFEFIIZ T THRE 2TV
*7,)

[ABRH]
THEMOBRE - BE
mac-authentication vlan-check [ key <String> ]

(GE2LEZS

no mac-authentication vlan-check
[AAE—F]
(config)
[INSA—=4]

key <String>

AR A—#1%, RADIUS @BiEFUCET#EA LE T,

RADIUS H— S ~GEAEERIFIC, =—W ID ICANT 5 XFHN 2% E L £7,
0 —DNVERRET ROGEIL, AT A — 2 | TEHTT,

1. RRT A— &éﬂlﬁﬁ%@%ﬂ,ﬂ;ﬁﬁ
LFHI "%VLAN" 2% & LET,

2. [l DR EHiFH
1~ 64 XFLUANTIRELE T, FHEARERLFTICOWVWTIE (RIA—F |ZRETE AE] © £
BEOXFH 2L TLLZIN,

(37 > RABRB DBE]
MAC FBREDORARFZ, VLANID 2L £8 A,
[EEADEE

L

EMEE, T IGEAIC KBS ET,
[EEEHE]

1. “9”/\“(0) MAC F8FER% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THR
270 9,
2. Ko<y RREVEMEFRR L RLBIEE— NI, [R24-1 2747 b—varavy FE MACR
REDFEREE— F] Z2ZRL T 7EE W,
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mac-authentication vlan-check

526

[BEEav > K]

mac-authentication system-auth-control

mac-authentication port

aaa authentication mac-authentication



TILFRTy JEREE

authentication multi-step
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authentication multi-step

authentication multi-step

< NVTF AT TRIAER— MIERELET,

[ANRH]

THWMORE - BE
authentication multi-step [{permissive | dot1x}]

H OBk

no authentication multi-step

[ABE—F]
(config-if)
[T A—=4]
{permissive | dotlx}

permissive

1 Bt H O MAC FBRED KB L 72 ii=R ISk L C, Web #FE, 3 L N IEEE802.1X FRFED M 5 27 7]

LET,

dotlx
1 BA OFEFEE LT MAC 323, BLOIEEE802.1X ##F "] L£9, 1B H® MAC #3
IEEES02.1X IZ R L7zt RITiE, Web FGEEZ A L EH A,

1. AT A — B WERE D FI

1 B¢ H » MAC FRFEA KM L 72imAR 1%, Web iBiE, LU IEEE802.1X O 5 ZFFF L £ A,

2. DR EHIPH
permissive F 7213 dotlx

[a<7 > FEEREFDENE]

U NVEBGER— R E LTEIMEL £,
[BIE~DEE]

él j_ }\o)jﬁwﬁj{%wuuﬁﬁ¢ﬁ$biﬂ_

[E%7E B 0D I BR324 ]

REMEEY, T ITERICKBENET,

CEESHE]
1L Aa~y R, EEICTRavY FRA 1O TORESN TV AHAIHE, RETE EHA,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan
* mac-authentication interface

* mac-authentication vlan

¢ web-authentication vlan

2. Ra<wry FEA =Yy b ¥ 7 == AZTHRETRETT,
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authentication multi-step

[B&Ea< > K]

L
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+ 3 21 7 Wake on LAN [OP-WOL])

http-server [OP-WOL]
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http-server [OP-WOL]

http-server [OP-WOL]

HTTP ¥ — REZ AN L £ T

[ANRH]

TR ORE
http-server

o Bk

no http-server

[ABE—F]

(config)

[N A—=4]

2L

[O< > FEREFDENE]

web-authentication system-auth-control =~ R&EH Y : HZh

web-authentication system-auth-control =~ RF&E L : HEL)

[BIE~DEE
L
[EREED /R E24 ]

1. Ko~y RORET, ¥ =27 Wake on LAN O —W3RGEHE I &, Web iZFED 1 7' A Vi DFRRN
BEhE 720 £7,

2. web-authentication system-auth-control =~ > FOFRETH, ¥ =7 Wake on LAN O —HFH3E
i &, Web #BiEDr 7 A VHHORRNDEZHE /20 5,

3. web-authentication system-auth-control =~ > FZET 5 &, Web ifiiEOBIEL AR £
T, #oT, ¥ =27 Wake on LAN HEEZ T2 THHO L &%, Kavr RETORELZBEIO L E
7

4. Rz~ K& web-authentication system-auth-control =~ > RZ&RIFHIFRE L TH, ¥ =T Wake
on LAN #$REOBMEIZITHEH D THA, a2 RREOMASDOHIZONWTIHKROERESH LT
S,

£26-1 AT FREDHEAEDLE

aVI4TL—2aVEE % 217 Wake on LAN Web 23
http-server web-authentication 1—HRER HeRE o454 UEE ]
system-auth-control
RERE RERE R ;ELERA HFER FELERA
RAE FoRAHE BELES FORWTHE }ELET
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http-server [OP-WOL]

aAYI749L—2 a3 VERE + % 217 Wake on LAN Web ZBEE
http-server web-authentication a—HRSIE T HaE o454 VEmE HHE
system-auth-control
RE KRR E FoRHHE BELE3 FR A HE EELEEA
RE R ATRE EL 7 R ATRE IELET

[B&Ea< > K]

L
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£8fm tXxaUT«a

DHCP snooping

ip arp inspection limit rate

ip arp inspection trust

ip arp inspection validate

ip arp inspection vlan

ip dhcp snooping

ip dhcp snooping database url

ip dhcp snooping database write-delay

ip dhcp snooping information option allow-untrusted

ip dhcp snooping limit rate

ip dhcp snooping trust

ip dhcp snooping verify mac-address

ip dhcp snooping vian

ip source binding

ip verify source
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ip arp inspection limit rate

ip arp inspection limit rate

536

A4LiE T DHCP snooping #§REZ AZIRFIC, Y%A — FTO ARP /N7 v FZEL—F (1 BH7ITEE
AR/ ARP N7y M) ARELET, ZELV— M E2BATZ ARP N7y MIEESNET,

[ANRH]

fHMOBRE - £H
ip arp inspection limit rate <Packet/s>

I

RO HIFR

no ip arp inspection limit rate

[AAE—F]
(config-if)
[N A—=4]
<Packet/s>
1E 7= 0 ICZIERE/R ARP X7 v MMRERE LT,
1. AT A —HBWERE D FIEiE
AR TEEREA,
2. {EDOFEHIFH
1~ 300 (Packet/s)

(a7 Y FEREBDOENE]
ZAE L — MIEESIR & 220 7,
BE~DEE
el
[EREED AR E24 ]
EMAE R, T ICERICKBENET,
CEESIA]
1. Ko~y RERELEZR— I, ip arp inspection trust 2~ RNRE SN TWBEAIE, Kavr

FOBREITERE 720, ARP /N7 v FOZ(E L — MIBEHIRE 720 £937,
2. Ka<r NTHRELER, ZEATy Mo FERRMEZFRET HHOTH Y, FEEME TEERIET 2

HLOTIEHY THA,
(B&Ea~< > K]

ip dhep snooping



ip arp inspection trust

ip arp inspection trust

AK4E(E T DHCP snooping HEEE A HRIFIZ, MHA v X 72— A& XA F I v 7 ARP i & ki L 720
trust "— & LCHRELET,
[AARR]

WHORE
ip arp inspection trust

RO HIR

no ip arp inspection trust

[AAE—F]

(config-if)

/85 A—4]

L

[Ov > FEREFDEIE]

ZA4F v ARPHEZFEE L E7,
BE~DEE]

2L

[E%7E {18 0D Sz B 5244 ]

EMEER, FIEHICEET,
CEEZEIE]

1. Ravwr REBREINTZA X7 2—ATlE, X475 v 7 ARP REMENF ML SN T\5 VLAN

IRAEENTWHWTH, #4572 v 7 ARPHEZE L £ A,
2. Kavw U RERELIEA LV ZT72—ZAD ARP R7 v FNZEL— MIERIBE 220 £,

2

[BEEa~< > K]
ip dhcp snooping

ip dhep snooping vlan
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ip arp inspection validate

ip arp inspection validate

538

AREETHA T v 7 ARP EKREZ A2, # AT X v 7 ARPREDHEEZ 5D 572 DITBNT 58
BIHEZRELET,

[AAR]
THRORE « BH
ip arp inspection validate <item> [<item> [<item>]]

(GE2LE5S

no ip arp inspection validate

[AAE—F]

(config)
(NS A—%4]
<item> [<item> [<item>]]
MAEEH % <item> [ZHELE T,
<item> (213K @ sre-mac, dstmac, ip P9 H—D2F I - O@IN, FLITTNTERELET, [H
— O item [IEEHETEEHA,
src-mac
Z{Z ARP /37 v b O{E7E MAC 7 K L% (Source MAC) &, %15# MAC 7 R L % (Sender
MAC Address) 2[El—TH 2 Z L A LEF, ARP Request, ARP Reply O 5%t L T3
LET,
dst-mac
%15 ARP 737 v h ®%555 MAC 7 K L 2 (Destination MAC) &, *f4:# MAC 7 K L A (Target
MAC Address) 23— Tdh 5 Z & ZRE L £7, ARP Reply (2% LT L £,
ip
Z{Z ARP /37 v b Oxt5# IP 7 KL A (Target IP Address) 728, TFRlO#BHANTH S Z & 2K

HELET,
¢ 1.0.0.0 ~ 126.255.255.255

e 128.0.0.0 ~ 223.255.255.255
ARP Reply (Zxf L CHEM L E T,
1. AT R —ZH WS OHIHE
END—DI IR ET DMERDH Y £3, B LZHEBIIMAELEFA,
2. fEOFRE L
src-mac, dst-mac, ip
[a<7 > FEEREFDENE]
2L
[BIE~DEE]

2L

REMELE, TITEAICKBREIET,



ip arp inspection validate

[EEFHE]
1 Koy BASE, 2372258+ 5 2 LETE A, WA 1 OB EREL T ZEW,

[(BEa< > K]
ip dhep snooping
ip dhcp snooping vlan

ip arp inspection vlan
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ip arp inspection vlan

ip arp inspection vilan

A41E © DHCP snooping #RE% A ZIRFIC, # A FX v 7 ARP MAAMRE DA RS VLAN 2% E L £7,

[AAR]
WRORE - 55

ip arp inspection vlan { <VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list > }
Tl O HIR

no ip arp inspection vlan

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
#4F 3 v 7 ARP RAEMEEORE SR VLANID Z3%E L £,
1. AT X —ZEBWR O HME
B TEER A,
2. D% E i
<VLAN ID list> O EH1E, £z, EORERPICONTIE [T A—FIRETE 5] 225
LT ZEN,

add <VLAN ID list>
XA F v 7 ARP MREMAEDOMRAEX S VLAN ID # VLAN U X MZBML ET,
1. ARoRT A —H B O A il
B TEEEA,
2. [EOFEH
<VLAN ID list> OB EFE, Fio, EOREFMPAIZONTIEL [NWRTA—ZIZHETE HH] &%
BRLTLZEW,
remove <VLAN ID list>
ZAF 2 v 7 ARP RAEHERE CTHMAS 4O VLAN ID % VLAN U 2 h2sHHIBR L £ 9,
1. RoRT A —FHREE O,
B TEEEA,
2. EOFEH
<VLANID list> O EFE, £z, EOREFMFEICOWTL [RTA—FITHETE 2H] &5
LTS,

(a7 Y FEREBDENE]
5453 v 7 ARP RAEMHESTIEL 1A,

[BIE~DEE
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ip arp inspection vlan

CEEEIA]

1. ip dhep snooping vlan =¥ RCEE L TW5 VLAN ID 23 /E L T 230,

2. Ra~wr RERE LEEANL, ip source binding 2~ RTEER LN, VT 4 VT —H_X—AT
FUh, AT v 7 ARPREDORR L2 7,

3. Ko~ FT®E L7 VLAN 23, ip arp inspection trust =~ R&ZRE L7ZAR— MBS TN D

BalE, 47 v ARP &I S v E A,

[(BE:Ea< Y K]
ip dhcp snooping

ip dhep snooping vlan
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ip dhcp snooping

ip dhcp snooping

AR4E# ¢ DHCP snooping #6iE 2 A LE T,

[ANRH]

TH RO E
ip dhcp snooping

Tl O HIR
no ip dhcp snooping

[ABE—F]

(config)
[N A—%]

2L

[3< 2 FERREFDEIE]

7L

[BIE~DEE]

L

[FXEED R BRE2H]

REMAEERE, TICEAICKBEET,
CEEFIE]

system function =~ > RE&EH T dhep-snooping 235% E I TWRWEE, Ra~vr FIZRETE Y
Ao (system function =+ > FRRFREDHEIL, RETEET,) [AX1250S] [AX1240S]

(BEEa<7 > K]

2L
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ip dhcp snooping database url

ip dhcp snooping database url

NA VT 4T T =B R=ZADRIFHEHE L ET,
[AARK]
DB « 23

ip dhep snooping database url { flash | mc <File name> }

fE O HI

no ip dhcp snooping database url

[ABE—F]

(config)
[INSA—=4]

flash
W7 T v a AT VITHRIELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOR EHiH
flash

mc <File name>

MC (ZfRfFL £,

1. ART R —Z KSR OYJHE
B TEET A,

2. fEORE i
<File name> : fx K 64 XFFE TRETEET,
R~ RFTMCIZT 4 L2 R ZERLTWBEAIE, T4 L7 MU AEZED TRK 64 LT
FTCRETEET,
REVRRIRLTE, T A—FITHRETE L] 4L TIEI W,

[~ FERREFDEIE]

RAVT A T T—=E_XR=2 % REFELET A,
[EE~DFEE]

7L

BREED RBRE2H]

EMEAER, TIERICKBRSIET,

—

%
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ip dhcp snooping database url

544

CEEFIE]

1.

ip dhcp snooping database write-delay =~ o N Ci&/E L - B ZAALIEERMIX, FrRROWTINELR
FRREE LTHA~E RS — L, IA~EMTRICNA T 4 T = N=2 e RIFLET,

o BAFIvTDNA T VT T =B R ADRG - T - HIbRRE

« ip dhcp snooping database url =~ NiXER (RFILOEFT &5 L)

e JEMH 22~ F clear ip dhcp snooping binding 5217k

A =%N T T HRNCEEEBRWE 2 ENRAELIZGEIE, MU T4y 7T —F_X— AR TEEE
oo

no ip dhep snooping database url =~ K& AJ) L7841, ip dhep snooping database write-delay
AV RTCRELEERIOZ A ~NAZ—FLTWTh, "M T4 T TF—ER—2A B RE L
Ao

(E&Ea< > K]

ip dhcp snooping

ip dhcp snooping vlan



ip dhcp snooping database write-delay

ip dhcp snooping database write-delay

N VT T BN ARAE O E AL IRERR 2 R E L £
[ABRZA]

RO - LT
ip dhep snooping database write-delay <Seconds>

fE O HI

no ip dhcp snooping database write-delay

[ABE—F]
(config)

[T A—=4]

<Seconds>
NA T 4 o TT == AFAFREO EZ AL ERM AR E L E T,
1. AT A — 5 BWEREO WA fE
A TEERA,
2. fEOKEFG
1800 ~ 86400 ()

[0< > FERFFDENE]
ip dhcp snooping database url 3% ERE, 1800 > CEIfEL £ 7,
[BENDFE]

L

1. Kavy FTRE LEHEZIALRERMIL, TROWTNrEZRFREE L TN ~vE2RAZ— L, ¥
ASEMTRIINA VT 4 VT T —ER—= 2 RF L ET,
c HATFT IV I DA UT 4 v I T = R—=ADXGk « TH - HIBREE
* ip dhcp snooping database url =~ > F&ER (PRIFEDOEE ZETr)
e &M 22~ K clear ip dhcp snooping binding FZ4THF

A~ T T DRNIEBERET 2 ENRBELIZEEIE, N T AV I T = R_R— R RFETEEY
oo

2. no ip dhcp snooping database url =~ K& AN LIZGAIE, Ko~ RTHELZRKHO X A <»
AB—=FLTNThH, N T 4T T—FR=2%RIFELEE A,

[BEa~< > K]
ip dhep snooping
ip dhep snooping database url

ip dhep snooping vlan
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ip dhcp snooping information option allow-untrusted

ip dhcp snooping information option allow-untrusted

fEEENTWARWVWAR—F (untrust R— k) TH 7T 3 v [82] A E -7~ DHCP X7 v N DOSZAZ & #A]
THPBITHEELET, KREZITORWERIE, +7 v a3 v [82] 15#H%EF -7 DHCP /X7 v k& BRI
LET,

[ANRH]

TEH O E
ip dhcp snooping information option allow-untrusted

THHOHIBR

no ip dhcp snooping information option allow-untrusted

[ABE—F]

(configq)

[T A—=4]

2L

[3< 2 FERREFDENE]
L

[BE~DEE

L

(BEa~<y K]

ip dhep snooping
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ip dhcp snooping limit rate

ip dhcp snooping limit rate

LH— b T, DHCP /8% v bORAEL— b (1472 0 ICZIE w87 DHCP 3% » M) %Rt L%
. ZIEL— b &@A 72 DHCP /<% v MIEES L ET,
[AB#RK]

fHMOBRE - £H
ip dhecp snooping limit rate <Packet/s>

RO HIR

no ip dhcp snooping limit rate

[ABZE—FK]
(config-if)
[/85 A —%4]
<Packet/s>

1Y 7- 023 578872 DHCP "7 v Mg ARE L E T,

1. AT A —H B UERO I fiE

AR TEEHA,
2. fE D% EHH
1~ 300 (Packet/s)

[2< > FEBREFDEIE]
ZAE L — MIEESIR & 220 7,
EE~DELE
el
[E%7E B 0D = B 5244 ]
REMAE R, T ICERICKBENETS,
CEEFEIA]
1. Ra<wy R&EHE LR — MM, ip dhep snooping trust 2~ > RRREINTWDHHEEIE, Ka~vr

ROREITES L 720, DHCP X7 v O FE L — MIERIRE 720 9,
2. Ka<y NTHRELER, ZEXTy Mo ERRMEZFRET HHOTH Y, FEEME CTEERIET 2

HOTIEH Y EFHA,
(BEEa< > K]

ip dhep snooping
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ip dhcp snooping trust

ip dhcp snooping trust

AVHE T2 —AREEINTWVAER— b (trust mN— ) », FBEINLTWHRNOA—F (untrust A— )
MERELET,

[ANRH]

1O E
ip dhcp snooping trust

THHROHIBR

no ip dhcp snooping trust

[AAE—F]

(config-if)

(NS A—=4]

L

[O7 2 FERREEDEIE]

WA R T 2 —AIEEEINTVWARWAR— (untrust A— ) & LTEMEL 7,

[BIE~NDFE]

[EREED & BRI 4]
REMERS, 7GRS hET,

CEEFEIR]

AKa<w RERE LAV H 7 =2—A T, DHCP snooping AN 72> TV 5 VLAN IZIUAE STV
T%, DHCP X7 v hOREZER L WA,

(B&Ea< > K]

ip dhcp snooping
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ip dhcp snooping verify mac-address

ip dhcp snooping verify mac-address

FHEINTWARWAR— bk (untrust F— k) 725515 L7 DHCP ~7r v hDEFETLTMAC 7 KL A &
DHCP X7y FND I IA T bN—F 72T T RLAD—HEF = v 7 THMENEHRELET,
[ABRK]

WHORE
no ip dhcp snooping verify mac-address

RO HIFR

ip dhcp snooping verify mac-address

[AAE—F]

(config)
[INSA—=4]

2L

[3< 2 FEEREFDEIE]

FEILMACTY RLRL I FA T bN—=Ry =T 7 RLAR—ET L0 F =y 7 LET,
[BIE~NDEE]

L

[BREMED R BRZ2H]

EMEAEER, T ICEMRICKBENET,

CEEFEIE]

RKa=y FRBREDHE, MACT RLADF = v 7 2EET 579, untrust 8— MMI DHCP U L —
TV hEERTE RV ET, (DHCP YV L—x—V = MREOEAIL, B#ETXMACT FL
ANEEWRZ LN TVET,)

>

2

[B&Ea< > K]

ip dhcp snooping
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ip dhcp snooping vlan

ip dhcp snooping vian

VLAN T® DHCP snooping # AN LET, Ka~vr FTRE L2V E X DHCP snooping X2 T
T, Ra~r FTHRETE 5 VLAN #idf K 32 fET9,

[ANRH]

fHMOBRE - £H
ip dhcp snooping vlan <VLAN ID list>

TH DI
no ip dhep snooping vlan <VLAN ID list>

[AAE—F]

(config)
(/85 A—=4]

<VLAN ID list>
DHCP snooping # H%hZ9 % VLAN ID Z3%E L £,
1. AT X —Z B O HME
B TEEH A,
2. fHDFR EHiHH
INFGA—ZTHEETE D) 2SR TSN,

(272 FEBROEE]

L
[(BIE~DFE

L

Ko< FERE LV VLAN TiX, DHCP snooping (35T,

(E&Ea< > K]

ip dhcp snooping
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ip source binding

ip source binding

NA T 4 o IF—H =R static FE L ET,

[ABRH]

THHROE
ip source binding <MAC> vlan <VLAN ID> <IP address> interface { gigabitethernet <IF#> |
port-channel <Channel group#>} [AX2200S] [AX2100S]

ip source binding <MAC> vlan <VLAN ID> <IP address> interface { fastethernet <IF#> |
gigabitethernet <IF#> | port-channel <Channel group#>} [AX1250S] [AX1240S]

OB
no ip source binding <MAC> vlan <VLAN ID> <IP address> interface {gigabitethernet <IF#> |
port-channel <Channel group#>} [AX2200S] [AX2100S]
no ip source binding <MAC> vlan <VLAN ID> <IP address> interface { fastethernet <IF#> |
gigabitethernet <IF#> | port-channel <Channel group#>} [AX1250S] [AX1240S]

[ABE—F]
(config)

[N A—4]
<MAC>

UWARDO MAC 7 RLAZHRELET,

1. AT 2 —Z BRI O Y HE
B TEEREA,

2. EOE
0000.0000.0000 ~ ffff.ffff ffff

<VLAN ID>
SRR STV D VLANID #3%E LE T,
1. ARRT A —Z R R DR
HIETEEE A,
2. fEOERMH
INTA—ZIHRETE D] BB L TLIEZEN,

<IP address>
WARDIP 7 RLAZRELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. O E i
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

interface { gigabitethernet <IF#> | port-channel <Channel group#>} [AX2200S] [AX2100S]

interface { fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} [AX1250S]
[AX1240S]
AP SN CNDA VX T 2 —AFEFERELET,
1. AR T A — 2B ORHIE
BIETEFERE A,
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ip source binding

2. fEDFRE R
IRTA=ZIHRETE HME] 2L TSN,

(37> FEBREFDEE]

2L

BEE~NDEE

L

BREED RBRE2H]
EEEER, T IOEMICKBRSILET,
CEESE]

REFRET L P U IR K 64T, 220, BREMCAS T4 v I F— 2 R—ADT o N YENE
AFTIvI L NI EEDTRRTY NV EEBX 55 EITRETEETA,

[y |

5

(BEEa~v> K]
ip dhcp snooping

ip dhcp snooping vlan

552



ip verify source

ip verify source

DHCP snooping /31 T 4 VI T —H _XR— A% LI, SRT7 4 NZ ZFE T L2H5AICRELET, (K
TANY BERSITWRVIREILIP T RLRALREITLMACT RLAD/T Y N7 4 V23 HHEE,)

[ABRA]
EMoOmBE « ZH

ip verify source [ { port-security | mac-only } ]

RO HIR

no ip verify source

[AAE—F]

(config-if)
[/X5A—=%]
{ port-security | mac-only }
SR T 4 NE G ERELET,
port-security
BEEIXIPT RLALEEFEILMACT RLVATHERY 4 V2 i L ET,
mac-only
EEILMAC 7 RL AT TR 7 4 WV Z EFELET,
1. ARRT A —HHWERE DR
REEILIP T RVAREIT TR T 4 V& 2 EE L ET,
2. EOFEHPH
L

[~ FERREFDEIE]

2L

[EIE~DFEE]

SR T A NE ERE LTSGR, ST 4 v I T —F_XR—RCRBEROEAK P S O3 v ME, VLANIZ
BfRe < EEINLET,

[BREMED BRI ]

REMETER, T ICEMCKBSET,

CEEFEIE]

L EEESNTHEAR— b (trust K— ) TIE, Ko~y RERELTWTHIHRY ¢ V2 HRET R ©
7T

2. DHCP snooping A ZNFICAKE %17 9 %6, DHCP snooping 232072 VLAN THimA 7 ¢ /L & BEHE
DHENCR D ETOTIEEL LS,

I
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ip verify source

554

(A&Ea<w > K]

ip dhcp snooping

ip dhep snooping vlan
ip dhep snooping trust

ip source binding



¥he

FFEImAR D Web 1B{E A AR
ge [AX21008]

access-redirect http port [AX2100S]

access-redirect http target [AX21008S]

access-redirect timeout [AX21008S]
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access-redirect http port [AX2100S]

access-redirect http port [AX2100S]

FrE AR~ Web 1815 N [ FoRERE T 9% TCP AN — MRS E2fEEL £ 7,

[ANRH]

THMOBRE « AR
access-redirect http port [<Port 1> [<Port 2>]]

o Bk

no access-redirect http port

[ABE—F]

(config)
(NS A—=42]
<Port 1> [<Port 2>]
FrEMAR ~D Web {5 R 7 2R~ HEHE CHEM T 5%8E TCP A— MBS EIEE LET, &Kk 2 E T
ETEET,
2MEFEET S & 1T H/2D TCP AR— hFEEL LTLIEEN,
1. AT A —H AR O AT
80
2. D EHH
0 ~ 65535

(27> FEREOENE]
i~ Web {5 R i £ SRS BIE L £ A

F

CEEZFE]

L

(BE&Ea~< > K]

1p access-group
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access-redirect http target [AX2100S]

access-redirect http target [AX2100S]

T AY A NOFFE deny =2 P VIZEEYS L= HTTP X7y ML TOIU XA L7 MMeaieELET,

[AARH]
RO - £

access-redirect http target <URL>
MO HIBR

no access-redirect http target

[AAE—F]
(config)
[R5 A=5]
<URL>
VALY Ned URL 248E L E9,
URL O AJNFIEFASCT (Bl 21E, "http// ~") MHOHHEELTLZE, (TR GREF) 258 L
TLIEEW,)
1. AR T A — 2B ORHIE
BIETEEE A,
2. DO E i
256 LFLINOUFFHITHE L T 7ZE W, ANFRARTFIL INTA—ZITHRETE HMHE] @
HEBDOLTH) #S5R LTI IEEN,
(B EH)
(configl# access-redirect http target "http://www.example.com/"

[2= > FEEEEDENF]
T/ EAY A OREE deny T2k VIS LT3y hOREREIEMARICH LT, Web @{E R I F R
EEBISE LET,

[EIE~DFEE]

7L

[EREMED R BR 2]

EMEAER, T IERICKBRSILET,
[EEFIE]

1. S EURLEZZDEE VXA LI Ml LTHEALET, LEIGCTURLTy a—7F 4 V72175
TLEEW, REZRURLZHEELTHT T =220 £ A,

%

[BEEa< > K]

access-redirect http port
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access-redirect timeout [AX2100S]

access-redirect timeout [AX2100S]

TCP #it%, HREFRFRILINIC HTTP R~y F OZENET LiaWiEAIZ, TCP ax7 ¥ a v &0y
LR EEE LET,
[ABRH]

WHOWE - £
access-redirect timeout <Milli seconds>

o Bk

no access-redirect timeout

[AAE—F]

(config)
(/85 A—=4]

<Milli seconds>
TCP %27 ¥ a L A9 24 I UM TRELET,
1. AT A — 2 BWERE ORI
BT EHA,
2. fEOKEFH
500 ~ 8000 DT 100 DFEE (2 V)

(a7 FERFEOEE]
TCP =% 7 2 2 > 2 YW LKL 1 BT

[BIE~DEE

L

(E&Ea< > K]

access-redirect http port
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F9fR TNMRILBEICKSEEHEILHEAE

ToTYoy - YEUE

switchport backup interface

switchport backup flush request transmit

switchport backup mac-address-table update exclude-vian

switchport backup mac-address-table update retransmit

switchport backup mac-address-table update transmit

switchport-backup startup-active-port-selection

559



switchport backup interface

switchport backup interface

560

TIA=Y v FYR— N BB R UK, F7238 A4~ R URHEHRELET,

[ANRH]

RO - LT
switchport backup interface {gigabitethernet <IF#> | port-channel <Channel group#>} [ preemption
delay <Seconds>] [AX2200S] [AX2100S]
switchport backup interface {{fastethernet | gigabitethernet} <IF#> | port-channel <Channel

group#>} [ preemption delay <Seconds>] [AX1250S] [AX1240S]

RO HIER

no switchport backup interface

[ABE—F]

(config-if)
[T A—=4]
{gigabitethernet <IF#> | port-channel <Channel group#>} [AX2200S] [AX2100S]

{{fastethernet | gigabitethernet} <IF#> | port-channel <Channel group#>} [AX1250S] [AX1240S]
EHF IR ERELET, Ka~v U FERET IR — IR T I~V R — MR ET, HE
CEHA LA T x— A, A —HFy FELEE— R F v RATT,

1. ART A — 2B OFTHE
B CTEEREA,
2. fHOFKE R
<IF#> : INTGA—FTHETE D) 2L TSV,
<Channel group#> : [/X7 XA —ZI|ZHHETX 5] 2L T 7E &0,

preemption delay <Seconds>
HEWBD Y R LK, 72134 A ~80 R URKMEZRELET,
B2 ET 522 CHEUIVREL, R~V RERLAAERE 2D £7,
1. AT X —Z B O HHE
EMH 2~ | select switchport backup interface (2 X 2 FEHI Y EL 720 £,
2. {EODFX E i
0 (B : BEILIVEL
1~300 (B) : A4~V REL

[a< > FERREFDENE]
TyTV e YEE Y NI TT,

[BIE~NDFE]
L



switchport backup interface

CEEEIA]

1. EiAAL v FTAR= Y U —%fHLTND E &L, V7 X nbERT % & [Listening)
F721% Learning) KL 72V, TITTERFTIZENTEERFA, TOX I RRFFFA <D R
UK Z 30 LA ETRIET HZ L2 BEIO LET,

(B§Ea< > K]

2L
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switchport backup flush request transmit

switchport backup flush request transmit

562

AL v FA~MACT RVAT—T A7 VT HERTDH 7T v afliflilz L — bk EGE2RELET,

[ANRH]

THWMORE - BE
switchport backup flush request transmit [vlan <VLAN ID>]

E o Bk

no switchport backup flush request transmit

[ABE—F]

(config-if)
[IN5A—=4]

vlan <VLAN ID>
77 v afififl 7 b— AT 5 VLAN Tag A HEE L 97,
1. AT X —Z RO HME
Untagged 7L —AT7 7 v ¥ afilfll 7 L—LEEEFELET,
2. fEOREHIPH
NG A—ZZHEETE D) 2R TIEEN,

(a7 Y FEBEDEE]
75y v alififl 7 L— sk EE LEEA,
[(BIE~DEE

L

REMEER, T CIGERIC KBS ET,
DEEFEE]

1. 77 v vatlifl 7 b — A% EE T VLAN Tag fE2faE L7z & & 13

L& b Tagged 7L —ATT7 7 v iafilffll7 L—2&2%ELET,
2. Ka<wr KN, 7794~ FR—-MIBELTLIEIN,

[(BEEav > K]

switchport backup interface
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switchport backup mac-address-table update exclude-vian

switchport backup mac-address-table update
exclude-vilan

MAC 7 RV AT v 75— 7 L— AR ERISEIRN ST 5 VLAN 2% & L £,

[ABDRH]
THWORE - B
switchport backup mac-address-table update exclude-vlan <VLAN ID list>

THHOHIBR

no switchport backup mac-address-table update exclude-vlan

[ABE—F]
(config-if)
[R5 A=5]
<VLAN ID list>
MAC 7 RLRT v 77— b7 L— AEERFICREN DRI T D VLAN U R MERELET,
HEAALESRAEE, EEEXLET,
1. AT A — 5 BWERE O WA fE
B TE LA,
2. fEOERF
<VLAN ID list> O EFE, £z, HEOBREFFEIZOWTL [NRTA—FITHETE 26 &%
BLTLEEN,

[3< 2 FERREFDEIE]
TIA~ YV R=FMIEENDIEVLAN S MAC T RLAT v 75— 7 L—LAEEORSR L0 £,
BEE~NDEE

L

[y

KR BRI D VLAN /N F A — & OFEHITHRK 200 T,

"4 " FRGE LTl

switchport backup mac-address-table update exclude-vlan 10-20,25-30

VLAN U R F & """ CHETIHEIL, ETofET25" A0 FLET,

2. Ka< > RiZ, switchport backup mac-address-table update transmit 2~ > RZRET D & THZD

L7 9,
3. Ka<wr NI, 7I7A4A~<VHR— P MIERELTIEZEN,

[BEa< > K]
switchport backup interface

switchport backup mac-address-table update transmit
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switchport backup mac-address-table update retransmit

switchport backup mac-address-table update retransmit

MAC7 FL AT v 75— b7 L— AOHERBERELET,

[ANRH]

DB « 23
switchport backup mac-address-table update retransmit <Count>

E o Bk

no switchport backup mac-address-table update retransmit

[ABE—F]
(config-if)
[T A—4]
<Count>
T4V R —=h - BHFVR—= OV EZRICMACT KLAT v 75— b7 L—AOHER%RE
BEEELET,
1. AT A — X B WERF O HI
A TCEERE A,
2. B EHiPH
1~3 ([a])
[O<7 > FERREFDENE]

MAC7 RLAT v 7T — h 7 L—AEFHEELETA,

BEE~NDEE

2L

[E%EfE D S B 3244 ]

BMEEAER, FICERACKMmINET,

CErExE]

1. MACT7 VAT v 77— b7 L—AREEHRICHREL LT LB G1E, IROEE %2 B3R M % Sk

LET,
2. Az~ KX, switchport backup mac-address-table update transmit 2=~ R&ZRET 5 Z &L THE)

L7 ET,
3. Ra< R, 774~V FR—MIRELTLLEE,

(BEEa<T Y K]
switchport backup interface

switchport backup mac-address-table update transmit
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switchport backup mac-address-table update transmit

switchport backup mac-address-table update transmit

AL v F~MACT RLAT—T N EFHFRIEDLMACT RLAT v 5T — 7 L—AEEEHREL
ij—o

[AAFH]

THHDOFRE
switchport backup mac-address-table update transmit

RO HIFR

no switchport backup mac-address-table update transmit

[AAE—F]

(config-if)

/S5 A—4]

L

[Ov > FEREFDEIE]

MACT7 RVAT v 7F—h 7L —A&EELEHA,
BE~DEE]

L

[E%7E {18 0D Sz B 5244 ]

EEEFH, T ITERICKBENET,
CEEZEIE]

1. RKa<=r RN, 774UV AR—RMIBELTLITEIV,

2

[B&Ea~< > K]

switchport backup interface
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switchport-backup startup-active-port-selection

switchport-backup startup-active-port-selection

566

EEEBOT 7T 4 7R — MNEEBEZ AT LET,
[ABRK]
fEw ok E

switchport-backup startup-active-port-selection primary-only

H OBk

no switchport-backup startup-active-port-selection

[ABE—F]

(config)
[N A—=4]
primary-only
EEEBNC, 7794~ VR— N ET 7T 4 7R — MIRELET,
1. A/RT A — 5 BN O AT iE
HIETEERE A,

2. fEDE
primary-only

(a7 2 FERREOBE]
BRI, L2 F YR R LT 2T TR OB G L LTBIELET,
[BE~NDEE

L

1. Karv 74 7 b—varzHlRLTH, BEEEBNOT 7T « 7R— FMNEEEESEEL TWDT v 7
VoI R—HNE, TI9A4AVR— IRV I T T THETTIT 47 R — FBREVDRREIZ/R D £,
2. WEEEBEFOT 7 T 4 TR — NETEHRESEEL TWET v 7V 7 R— KT, 7277 4 7K— MNEE
FBEREDMEBR SN D RIFITRD LB Y TY,
o IIAIAR— DI I T v
o JEM =~ F select switchport backup interface T7 27 7 4 7R — b &t h o ZVR— MO Y iz

[(BEEav > K]

L



B0 v bU7—VDEFREICKSEEHEL

IEEE 802.3ah/UDLD

efmoam active

efmoam disable

efmoam udld-detection-count
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efmoam active

efmoam active

568

IEEE 802.3ah/OAM HERE DB SN — F & Active E— NIZREL 7,

[ANRH]

FHROFE « BH
efmoam active [udld]

E o Bk
no efmoam active

[ABDE—FK]

(config-if)

(NS A—4]

udld
W AR — b % IEEE802.3ah/UDLD MREDEM AR — & L, FFMmY v 7 FEEREEEZ AN LE
7,

1. KT A — 2 H WS D RIHE

LA — M TR MY o7 EERHEEZITVEE A,
2. EDFRE R

L

[O7 > FEBREEDEIE]

YA — MIA MY 7 EEREZ{TH72\\ T, Passive T— R CTEIEL £,
BE~DEE

FRREA N L72RE R, BIMEEZRE L285E, Y%A — K% inactive IRFEE L E 7,
[EREED R E2H ]

EEEFER, TICERICKBENET,

CEESIA]

1. B SN =RITOR— R Tudld /N7 A —=Z PRIESNRWEE, ABETO Y v BEBRH 2808
HILENTEEREA,

I

(E&Ea< > K]

L



efmoam disable

efmoam disable

#£(E & L C IEEE 802.3ah/OAM HBEA N T D 0N T H 03 & E L E T,
IEEE 802.3ah/OAM #§RE % ik BT 5855, efmoam disable 2~ REZHEL £ T,
IEEE 802.3ah/OAM 482 %# FFOE 2023 5554, no efmoam disable =~ REZHELET,

Passive E— R TlX, Active E— K725 0 OAMPDU D55 2 I EE T v 2 2 BE L E 7,

[AAFH]

WHORE
efmoam disable

H o Bk

no efmoam disable

[AAE—F]

(config)

[INSA—4]

L

[O<7 Y FEBREDENE]

IEEE 802.3ah/OAM HREMENE L £7,
LREE~NDFE]

2L

TEE D 2 B 524 ]

BEATR, TGERICKmENET,
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efmoam udld-detection-count

efmoam udld-detection-count

IEEE802.3ah/UDLD #8e DB N~ F Toh D OAMPDU DILE X A AT U M RFAE LG4

LT DM ERELET,
[AHRR]
HHMORE « 2258
efmoam udld-detection-count <Count>

RO HIFR

no efmoam udld-detection-count

[AAE—F]

(config)
(NS A—4]

<Count>
OAMPDU DISEH A AT U MV IBRINDHHAIZ,
BT LRI 3% — R % inactive IREEE L E T,
1. ART A — 2B OXTHE
BIETEFEE A,
2. AH O FX E i P
3~ 300 (a))

(a7 2 FERREOBE]
A S A LT Y USRS 80 FICBE ShET,

[BIE~DEE]
2L
[EREE D Iz B 2244 ]

BEMAE R, < ICERICKMESLET,
CEESHE]

L EL /SR ERET D &, A 7 EEEZBRRET 28200360 £,

(E&Ea< > K]

L
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storm-control
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storm-control

storm-control

FEI#ROA h—ba v ba— R R E L E T, AR, REEBRZETI 7T vT 4 v IR 7 L—
LADOBMEZREL, 70— FF¥Y A MR M—LRERBELEEEICBBEL2BA 7T v T 4 v IR 7
LV— L EREETAHZLT, Xy NV BIOAREBOANRE FIFHZ ENTEET,

Ab—Lz LIz ST OBEZEETE £,

e XET7UL—2BOX h—2NEE (LREME), X M—ABEERE, REflRE (FREE)
o XRA— MDA, FHIFZET L—LADOMERIR

o it B2 ) PR A I B 1 g e

o SNMP Trap OFATPEH = 7 DOHI T

[ANRH]

THWMORE - BE
storm-control broadcast level pps <Packet/s 1> [ <Packet/s 2> ]
storm-control multicast level pps <Packet/s 1> [ <Packet/s 2> |
storm-control unicast level pps <Packet/s 1> [ <Packet/s 2> |
storm-control action { inactivate | filter }
storm-control action trap
storm-control action log
storm-control filter-broadcast <Packet/s>
storm-control filter-multicast <Packet/s>
storm-control filter-unicast <Packet/s>

storm-control filter-recovery-time <Seconds>

THH DI
no storm-control broadcast
no storm-control multicast
no storm-control unicast
no storm-control action { inactivate | filter }
no storm-control action trap
no storm-control action log
no storm-control filter-broadcast
no storm-control filter-multicast
no storm-control filter-unicast

no storm-control filter-recovery-time

[AAE—F]
(config-if)
(NS A—4]
broadcast

Tu— ¥y A RNTL—AEA =Ly ha—LOHRIZLET,
1. AR/XT A — 5 BRERE O AT E
A h—bhar bu—iEREEHRTE LEE A,

multicast
N FFY AN T L —LEBA—Lay ha—LOFRIZLET,
1. AT X —Z B O HHE
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storm-control

A h—bar ba—IEREEHRELEE A,

unicast
AZF Y RN T T T 4T T L—L A —bay b r—LORRICLET,

1. RRT X —Z B O YA
A b—bzay b — R ERE LEE A,

level pps <Packet/s 1> [ <Packet/s 2> ]
<Packet/s 1> : A h—2AL 3> b —/L&ITIZET7 L— 25D A b—2HEE (EREWE) 2iE

LET. A h—ARIEBIEA B 7 L— MBI L ET, 0 2WELEBAE, HRLTo71—
BETRCRERELET,
<Packetls 2> : A h—ABRAE Lok, A h—AMEE LIz S MW B0E (2 b — AEIERIE) %%
ELET, BT DL, A h— MBI A - S RHEECBIEL £,
1 AT A — 5 BRI D G

BT X E A A,

2. EOR EHIPH
0~ 10000000 (A k—2AEEEIE, A b—2BRHBEU FOMEZRE L T EEWN)

action { inactivate | filter }
ARN—LOFREERB L2 ZOBEEZRELET,
inactivate
KRB — N % inactive IREEIZ L £ 9, FIRKE— FRF ¥ 37 A —TIZFTE L T 5551,
F ¥ 2NV TN—TIFTR L TV DR — b % inactive IRIEIC L E T, AT A—FEZHEL, A
h—AOFEEHRE L TA— % inactive IRFEIZ T 25 & =1X, action log D% EIZERZR < 4T
A=%D THOT, action log DR EIIAE TH, SNMP trap DFITIL action trap O
BREITHENET,
filter
KBER— IO ZETE 7L —aEMaEdlRLET, HRBR— bR F ¥ XL T L—TIZFR LT
WAHHATYH, fRFR— T EHIRLET,
1. AT X —Z BRI O HE
A b= LOREEZRIE LSS, A M- ARHBEZ 82727 L — ADBERELT 21T, R— D
REBITIEFELEE A,
2. DR EHiPH
inactivate %7213 filter

action trap
A M= LOFA, #AEE BRI L2581, SNMP trap 2317 LET,
1. AT A —Z BRI O HE
A b —ADOFELZRE LT25E, SNMP trap 13317 L EE A,

action log
A h—LOFRE, KiEERE LEEAE, Eln s 2HLET,
1. ARRT A —HHJWERE ORI
A N—LOFRAEERL LGS, EHr 72 LETA,

filter-broadcast <Packet/s>
Ta—R¥y A N7 L —LERERIRT D L &I, FHTL 7 — REr 2 b7 L—2HOH IR
fE (FIREHME) ZRELET, MEGIREZEX -7 L —A3EELET, 0 2RELTEAE, Xt

LT T L — LT NTHERELET,
1. AT A —Z B E O ) HE
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storm-control

574

MEHIIRE, 70— ¥y 2 M7 =LA XTHEELET,
2. EORBERH
0 ~ 10000000

filter-multicast <Packet/s>
YNATF XX AT LA ERERIRT 2 &I, FETHYAT X v 2 N7 L— S5O b S FRAE
(TRREME) 2 ELET, MERIRMEEBI 27 L—AFEELET, 02X T LELEIT, 5L
TEHETL—LETRTHEELET,
1. AT R —ZH SR ORIHE
FERFIRK, <A FFY A N7 L—La T _XTHEELET,
2. {EDFX E i
0 ~ 10000000

filter-unicast <Packet/s>
=X XY ARNT T T 4 T =L ERERIRT S XL, PHT L2 =F XA NTT T 4T T
LU — A F oy aEGIRE (NREME) 2% E L ET, WaEHIRME (NREME) 2877 L— AI3BEE
LET, 0ZRELIEEAIE, AT 7 10— T NTEELET,
1. AT X —Z MR O HME
MEHIRE, 2=X YA NI T T 4 77— BT RTHEELET,
2. fEORR EHiH
0 ~ 10000000

filter-recovery-time <Seconds>
A M =L ZBH L THRERIBZBG L, ZET7 L —L80N A b—AREBREL FIZR o THh bk
[R& kR 5 £ CoORM (RESIRAFRESRRR) 28EL £,
1. AT X —Z B R ORI
PIMEX 1 T,
2. fEOFRE L
1~30 (B

(2~ FEBROEE]
2L

[BIE~NDFE]

L

[EREED & BRI 4]
REMETR, FICERICKBRSLET,

CFE$EHE]

1. Ab—bay b —/LIZE7 L—28THIEEN, 7L—ARIITERLEEA,

2. ZF7 L — LB A b—LRHBIEL B R 725G, HiET L—abEREINET, LERHET L— o8
BERINRWE T D700, M/ N SVMEZRE LN T ZE 0,

3. storm-control action TiRE L7-81{EIX, {7 L — A% storm-control broadcast, storm-control
multicast ¥ 721% storm-control unicast TR&E L7 A b —LAMEBMEZ B X 725AICA b—LA0KBH &
L, A F—LBRHEBIZZET L—28D A b —LRHBELZ TEI> 72 & 22 h—L0EE Lz &E
LEF, A b—2BHBEIEEZEE L TRV A storm-control action TREE L7ZBIENEITINE
A,

4. storm-control action inactivate ZF%E L, A h—AZMMH L THA— 23 inactive IRHE & 72 o 7o 556,



storm-control

A— M % active IREEIZT H7-0DIZITiEM a2~ RNactivate A LE T, £7-, A r—2&HmHLE

& XIZAR— MA inactive (RIEL 720, T L —ARZE LR RDHDT, A M —LOKENPRHITE 2
<7y ET,

5. SNMP Trap %9 234, snmp-server host =~ > KT Trap DX[EHRIP 7 L A &
"storm-control" Z K E L CEIMLENRH Y £,

(BAEa~<> K]

snmp-server host
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loop-detection

loop-detection auto-restore-time

loop-detection enable

loop-detection hold-time

loop-detection interval-time

loop-detection threshold

577



loop-detection

loop-detection

L2 V—T DR — MER AR ELET,

[ANRH]

THWMORE - BE
loop-detection { send-inact-port | send-port | uplink-port | exception-port }

H o Bk

no loop-detection

[ABE—F]

(config-if)
[N A—=4]
{ send-inact-port | send-port | uplink-port | exception-port }

send-inact-port
BEEEHERN— MIRELET, L2V —7 a7 L—Laz a3 L, AEENG O L2 V—7
M7V —LE%ETHE, vl LA— FNEMHIELET,
send-port
BEEER—MIEELET, L2 V—FRIA7 L—L %% E L, HEBENLO L2 L—7FHRin~
L—A%&ZETHE, vk LET,
uplink-port
Ty TV R—=MIRELET, L2 V=77 L— A3 E LEEA, BEBENLO L2
N—TF7 L—Lb5kZETH L, 7b—sFELTrI7EHALET, 7L —LEELOR—
MBI AIEFEAZER — FOGAEE, FETXR— MEAELET,
exception-port
L2 V— 7R IR — MCRE L E T, L2 V—7 M7 L—2%%E L THMbEfEZITW
FH¥ A,
1. ART A — 2B OFTHE
BIETEEE A,
2. AH 0D FX E i P
send-inact-port, send-port, uplink-port, exception-port

(2= FEEEFROEE]

BHAR—RE LTEWELE ST, L2 L— 77 L—ATEE LW T, BEENSO L2 V—FHm7
L—A%ZETDE, v/ LET,

[BIE~DRFE]

2L

[ERFE I8 D J= R 524 ]

REMET R, T ICERICKRSNET,

CEESHE]
1L K= MEBIOEEIC L > T, FROMENZ VT ShET,
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loop-detection

o R— FHZEE TO L2 — 7 HiEnEHK
o R— NEAZED D HENMEIN E TORH

2. R—FEJAZLEELTEH, R—FZTEDL2NL—THIMT L — A EZEDOREMERIZZ VT LEE A,

[BEEa< > K]

loop-detection enable
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loop-detection auto-restore-time

loop-detection auto-restore-time

PAZE L 7oA — M &, BBEIIIC active IREBIZ T D A3 E L £ 9,

[ANRH]

THROBRE - BH
loop-detection auto-restore-time <Seconds>

fEE# O HI

no loop-detection auto-restore-time

[ABE—F]

(config)
[IN5A—=4]

<Seconds>
FAZE L 7= — N %, HEIIZ active IRREBIZ T DI A RD AL CRROE L £ 7,
1. ARo8T A — 2 B WD FHE
AT EHA,
2. fH O E
60 ~ 86400 ()

[O7 2 FERREEDEIE]

FAZE L 7= — MI A BEIAYIC active IRTEIZZ2 D FH A,
BE~DEE

L

[EREED /R E24 ]

BEMEER R, T <ICERICKBENET,

CEEFHE]

1. Ka<wy RERELFERETRI A—FZ2EH LIZES, HEIMIZ active JREEIZ /2 5 F TOR B
PS> TWIIE, RV AZWST-AZ V7 LEEdh &, BEELOEMEMICKM I ET,

(BEa~<y K]

loop-detection enable
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loop-detection enable

loop-detection enable

L2 V—THAERINZLET,

[AARH]

THHROE
loop-detection enable

E O Bk

no loop-detection enable

[ABE—F]

(config)

[INTA—=4]

2L

[2< > FABREFDEIE]
L2 WV—T AL T,

[BIEE~DEE]

L

[ERTEE D k5244 ]

BEMEFS, TITERICKMENET,
EEEIE]

L

(B:Ea< > K]

L
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loop-detection hold-time

loop-detection hold-time

~

RN— MHZEE TO L2 /b— 7 HABE O RFFRH 23508 L £,

BRICL2 V—TRE 7 L— L% 5%, L2 V—7RM7 L— L %&5%5 LW CHRERE 2 08 L7255
, FOR—FTHREBLTWE L2 Vv —TamEaE 7 V7 LET,

o> Ao

[ANRH]

WO - £
loop-detection hold-time <Seconds>

RO HIBR

no loop-detection hold-time

[ABE—F]

(config)
(NS A—=4]
<Seconds>
L2 /V— T R ABIE O Pr e ] 2 PO AL TR E L £ 97,
1. AT A —HBRERE D YT
AT ERHA,
2. flORR EHiFH
1~ 86400 (#)
[O<7 2 FERREFDEIE]
L2 v— 7R E e i Lie T £77,
BE~DEE]
L
REMED RBREEH]
EMEFR, T <IEHRICEET,
EEEIE]
1. Ka<r RERELEREBTRI A—Z2EH LIZEES, L2 —7RAEEOEERmAE > T\
I, RO ZW-oT2AZ VT Lizdb e, ZHEEORERNERICKM S E T,
(BEEa<7 Y K]

loop-detection enable

[y |

5
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loop-detection interval-time

loop-detection interval-time

L2 V=77 L—aoXREMBE#ELET,

[AARH]

THROBRE - BH
loop-detection interval-time <Seconds>

5o Bk

no loop-detection interval-time

[ABE—F]

(config)
[/X5 A —%]

<Seconds>
L2 v—T g7 L— AR ERRE R TRE L ET,
1. ARNT X —Z WO Y HME
AR TEEE A,
2. fHOFR EHiH
1~ 3600 ()

[a< > FEBREFDENE]

L2 V— 77 L — A O%EMIFEIL 10 T,
[BEE~DEE

L

[EXEMED RBREZH]

BEME R, ICERICRMm SN ET,
[EEEE]

2L

(B Ea~<> K]

loop-detection enable
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loop-detection threshold

loop-detection threshold

A— FAEETO L2 V—7 A EZ R E LE T, REAEEDBERERILL L 2ol h, A— &
%Lij—o

[ANRH]

fHMOBRE - £H
loop-detection threshold <Count>

THH DR
no loop-detection threshold

[AAE—F]

(config)
(NS A—4]

<Count>
R— 2T HETO L2 V—THRAEREZHRE L ET,
1. AT X —Z B O HME
A TCEEREA,
2. fHDFR E HiH
1~ 10000

(a7 Y FEREBDOENE]
R—FMHAEETO L2 V—7 AR 11220 9,
BE~DEE

L

[EREED R E2H ]

FEMEFE, T ICERICRBENET,

CEEZFE]

1. Ka<y FEHRELZRETNRI A—F 2L LI5S, L2 /V— BB AFE L TOhE, B
E¥AE -T2 A 7 )T Lizdh &L, BEREZLOENERICKM I ET,

(E&Ea< > K]

loop-detection enable
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CFM

domain name

ethernet cfm cc alarm-priority

ethernet cfm cc alarm-reset-time

ethernet cfm cc alarm-start-time

ethernet cfm cc enable

ethernet cfm cc interval

ethernet cfm domain

ethernet cfm enable (global)

ethernet cfm enable (interface)

ethernet cfm mep

ethernet cfm mip

ma name

ma vlan-group
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domain name

domain name

586

M RAA THEMT 28 ERELET,
[AHRH]

DB « 23
domain name {no-present | str <Strings> | dns <Name> | mac <MAC> <ID>}

H OBk

no domain name

[ABE—F]

(config-ether-cfm)

(NS A—4]

{no-present | str <Strings> | dns <Name> | mac <MAC> <ID>}
RAAL VEHRIHEAT D RTA—FEFHELET,

no-present

AoRT A =2 ZRE+TIE, CCM WN® Maintenance Domain Name 7 ¢ —/L FI3fEf Sh £

/Vo

str <Strings>
KA A W% 43 SUFLNOTFHTRRE L TL I,

dns <Name>

RAAL R RAL R =LY =" F 2 LET,

mac <MAC> <ID>
RAA VBRI MAC T KL AL 234 b ID 2R LET,
1. AT X —Z B O HHE
B TEERE A,
2. {EDFR E i
<Strings> (21%, 43 LFLUHNO LTI TRE L T EI W, REMRRZR LFIZOWTE [RF
A—ZIZHETEDLMH) © HEEOXLFS 23R LTI ZE0,

<Name> [2(F, FA M & 63 LFURADOLFIITHRE L T IZEW, BE TR FIC OV TIX

[RIA=ZIHRETE 2] 2ZRLTIEE,

<MAC> (Z{3 0000.0000.0000 ~ feff ffff ffff DEZmEL £, 27ZL, v FFx XL MACT

RL 2 (ZBEEAA FORKFALEY R 1O7 RLA) IR ETEEE A,
<ID> (21X 0 ~ 65535 DiEARELE T,

[O<7 > FERREFDENE]
no-present THEIEL £,
BE~NDEE

L



domain name

CEEEIE]
L
(BAEa~> K]

ethernet cfm domain
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ethernet cfm cc alarm-priority

ethernet cfm cc alarm-priority

CC TRt DEEL VL E2RELET,
B LTo/RT A =2 LU EORE L~V it 8T,
[AATRK]

THEMORE - BE
ethernet cfm cc level <Level> ma <No.> alarm-priority <Priority>

RO HIR

no ethernet cfm cc level <Level> ma <No.> alarm-priority

[AAE—F]

(config)
(NS A—4]
level <Level>
ethernet cfm domain =~ R CREFALAD KAAL VLUV ERELET,
1. AT X —Z B O HE
A CTEEHA,

2. EORBERH
0~7

ma <No.>
ma 2 v R CREFHD MA#HIIFZFZHEELET, maname 2v 2 N T, MA O4FRE LFHIE
7ZIZVLANID THREL TV L HAETH, MAMIE S 2B EL £ T,
1. ARRT A —ZHWEREORTHIE
BIETEEE A,
2. AH 0D FX E i P
0 ~ 65535

alarm-priority <Priority>
CC TR L 2 DI bIERWEE L~V ERE LET,
1. AT X —Z B ORI HME
BT EH A,
2. fHDFR EHiH
0~5
CC THHT HEE L~V EEEAREZRORIRLET,

& 33-1 CCTRHETHIEFLALLEEFNE

HELARIL =R ATV RERER FEERAS
5 DefXconCCM OtherCCM RAALY, MADXERSD CCM 22E LT~
4 DefErrorCCM ErrorCCM MEP ID 72 (Z#EMBER#H-> TS CCM 2 %15 L7z
3 DefRemoteCCM Timeout CCM %5 La< o7z
9 DefMACstatus PortState FYEEEOR— FREETERWIREIZ o7
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ethernet cfm cc alarm-priority

BELAIL EEER ATy FRE BEENE
1 DefRDICCM RDI g fR @& D CCM %515 LTz

Remote Defect Indication

0 none - [ AN

[2< > FEBREFDEIE]
L ~L 2 L EZRE L £,
[BIEE~DFEE]

L

(BEEa~< > K]
ethernet cfm domain
ma name

ma vlan-group
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ethernet cfm cc alarm-reset-time

ethernet cfm cc alarm-reset-time

590

CC Tiifie L THEZMINT 25512, Bt & 22 d IR 230E LEd, MEERNEK, Aa~vr FTR
FE LR RIS LIcmE I EmRb e 272 L, BT v 73l L £ A,

L, BUERIL TOBREE L L0 bmOEEEZ BRI LIBAaR b7y T alm L £,
[AARR]

THRORE - AR
ethernet cfm cc level <Level> ma <No.> alarm-reset-time <Time>

THHOHIBR

no ethernet ¢fm cc level <Level> ma <No.> alarm-reset-time

[ABE—F]

(config)
(INTA—=42]

level <Level>
ethernet cfm domain =@~ o R CREEHD KA AL L LV EIEELET,
1. AT X —Z B O HHE
B TEERE A,
2. {EDFR E i
0~7

ma <No.>
ma name 2~ > KE 72X ma vlan-group 2~ > K CREFAD MA#HNESZHEETLET, ma
name 2~ KT, MA D&% XLTH E7-1X VLANID THREL TWAIHETH, MAGIES %48
ELET,
1. AT X —ZEWR O HME
B TEER A,
2. D% E &P
0 ~ 65535

alarm-reset-time <Time>
FEEA R & AT TORMERELET,
1. AT R —Z B ORIHE
HIETEERE A,
2. AH DR E i P
2500 ~ 10000 OAF T 100 DfE%H (T V)

[O<7 Y FERREDENE]
PR & A2 EERTIZ 10000 2 U BT,
LBEANDEE]

2L

REMELE, TITEAICKBEIET,



ethernet cfm cc alarm-reset-time

CEEEIE]
1. LD MA 2 AL~ D MAIZE 0SS, BEARMICAEIEANH Y T,

(BEa< > K]
ethernet cfm domain
ma name

ma vlan-group
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ethernet cfm cc alarm-start-time

ethernet cfm cc alarm-start-time

CC THEEZHRELTILD I v F2BAT 5 E TORMZRELET,

[ANRH]

RO - £
ethernet cfm cc level <Level> ma <No.> alarm-start-time <Time>

E o Bk

no ethernet c¢fm cc level <Level> ma <No.> alarm-start-time

[ABE—F]

(config)
[IN5A—=4]

level <Level>
ethernet ¢fm domain =~ R CREFHLD RAAL VLV ERELET,
1. AT X —Z RO HME
AR TEERE A,
2. fEHOFR EHiPH
0~7

ma <No.>
ma name 2~ R¥721% ma vlan-group =~ K CTREFEAHD MA #ESEEE L E£T, ma
name < R T, MA O4F%ZLFHEIZVLANID THEEL TWAHEAETYH, MA#BRE %2
ELET,
1. AT A —H AR O A HI
A TCEERE A,
2. fEDFE EHiPH
0 ~ 65535

alarm-start-time <Time>
BEZRH LTS N7 vy F2@EMmT 2 E TORMERE LET,
1. AT X —Z BRI HME
AR TEEHE A,
2. DR EHPH
2500 ~ 10000 O T 100 OfEdk (X V)

[a< > FERREFDENE]

EEARELCrD Ty T ElET 5 £ TORHIL 2500 X Y BT,
[BEE~DEE]

2L

[ERFE B D JR BRE2H ]

REEEER, T IERICKBENET,
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[EEFEIA]

mL

[BEEa< > K]
ethernet cfm domain
ma name

ma vlan-group

ethernet cfm cc alarm-start-time
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ethernet cfm cc enable

ethernet cfm cc enable

594

RAAL 2 TCCEMEMT D MAZRELET,

ethernet cfm mep =~ > RRREFAHDOHE, %S KR— b02DH CCM OXEEHB L ET,

[AHRR]
MO E
ethernet cfm cc level <Level> ma <No.> enable

(GE2LE]ZS

no ethernet cfm cc level <Level> ma <No.> enable

[ABE—F]

(config)
(NS A—4]
level <Level>
ethernet cfm domain =~ R CREFALAD RAAL VLUV ERELET,
1. AT X —Z B O HE
A CTEERHA,

2. EORBEFIFH
0~17

ma <No.>
ma name 2~ > R¥ 71X ma vlan-group 2~ > R CREFAD MA #HNEZZHEELET, ma
name 2~ KT, MA D4R L4 E 7213 VLAN ID THRE L TV A HATH, MA#BIES %
ELET,
1. AT X —Z B O HHE
B TEERE A,
2. {EDFX E i
0 ~ 65535
[O< > FEREFDENE]

CCIT kB EMA £ L £ A
[BE~NDFE]

2L

(BAEa< > K]
ethernet c¢fm domain

ma name



ethernet cfm cc enable

ma vlan-group
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ethernet cfm cc interval

ethernet cfm cc interval

%2 MA @ CCM {5 HMR 2R E L £ 7,

[ANRH]

FHROFE « BH
ethernet cfm cc level <Level> ma <No.> interval {1s | 10s | 1min | 10min}

fEE# O HI

no ethernet c¢fm cc level <Level> ma <No.> interval

[ABE—F]

(config)
[IN5A—=4]

level <Level>
ethernet ¢fm domain =~ R CREFHLD RAAL VLV ERELET,
1. AT X —Z RO HME
B TEERA,
2. fEOREHRPH
0~7

ma <No.>
ma name 2~ N¥ 7213 ma vlan-group =~ KR CREFLD MAFEHEZ2EELET, ma
name 2~ KT, MA D&% LTHE/-1Z VLANID THREL TWAIHEATYH, MAGSIIES %45
ELET,
1. AT X —Z B O HME
B TEEH A,
2. fEDFR E i
0 ~ 65535

interval {1s | 10s | 1min | 10min}
CCM =GR ERE LT,
1s
CCM =R E 1 IcsRE L £,

10s
CCM #EMkE%E 10 ICskE L ET,
1min
CCM #EMIRE 1 IR ELET,
10min
CCM %EMIR%E 10 IR ELE T,
1. ART A — 2B O AT E
BIETEFEE A,
2. fEOFKE R
1s, 10s, 1min, 10min
3. AT A—HFEARFOEEFIH
ANRTA—=ZDEHET 7 4V MELVIRWEIZERET 5 &, EEO CPU KRB mARIKEIZZRY
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HEICENHDARERDH Y £7,
[Ov > FEREFDEIE]
CCM =5 MMalE 1min T,

[BIE~DFE]

L

(3% 7 18 D = BR 524 ]
REHEER, T CIGERIC KBS ET,
[EFEHE]

L

(BiEa~> K]
ethernet c¢fm domain
ma name

ma vlan-group

ethernet cfm cc interval
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ethernet cfm domain

ethernet cfm domain

RAAL D EFBRELET, Kawr RFEITT, AL A, MA ZRET D configrether-cfm £— FIZHK
TLET,

[ABRH]
TR DR E

ethernet cfm domain level <Level> [direction-up]

T DI BR
no ethernet ¢fm domain level <Level>
[ABE—F]
(config)
[/85 A —4]
level <Level>
RAAL L ULERELET,
1. RRT A — 2 BWRE ORI HE
BT ERA,
2. B DR AE i B
0~7

direction-up
ethernet ¢fm mep =~ > R Cup / down ZH/RAICERE L TOWRWEES, AT A—ZERETI
£, Up MEP CEifEL £,
1. AT X —Z B O HME
Down MEP T#I{EL 9,
2. fHOFR EHiH
2L
3. RRT A —FERHREOERFIH
ARG A—HFERTEETAL, EFELEWVEARE, WoltAiiZba~y FEHIBL T b HRE
LTL7EEN,

[O7 2 FEBREEDEIE]

L

LEE~NDEE]

L

(R EED Rk E2H ]

BREMAETS, T ICERICKBENET,

EEEIE]
AR R TRELE RAAL VA2 RO A~y RTERLTWAEA, Ka<r RZHIBRTE EHA,
¢ ethernet cfm cc enable

¢ ethernet cfm mep

¢ ethernet cfm mip

598



ethernet cfm domain

[B&Ea< > K]

L
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ethernet cfm enable (global)

ethernet cfm enable (global)

CFM %Bita L £,

[ANRH]

RO E
ethernet cfm enable

o Bk

no ethernet cfm enable

[ABE—F]

(config)

[INSA—4]

L

[O<7 Y FEBREDENE]

FO CFM Do~ FEZRELTWTS, CFMIZEMEL £¥ A,
LBEANDEE]

L

[EREE D S AR 22 4 ]

REMETR, TCICEAIC KBS LET,
CEEZEIE]

L

(BEa< > K]

2L
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ethernet cfm enable (interface)

ethernet cfm enable (interface)

no ethernet cfm enable & ERFIZ, AR — M EIFEUR— FF ¥ 121 T, CFM PDU 555 4LEE %15
E:lj(,ﬁu‘?\ (- L/jzj—o

[AAFH]

HHMOBRE
no ethernet cfm enable

H o Bk

ethernet cfm enable

[AAE—F]

(config-if)

[N A—4]

el

[0< > FERFFDENE]

CFM PDU =%/ TX£7,
[BENDFE]

2L

[E%7E B 0D I B 324 ]

REMEER, T ICEAICKBSET,

[EEFE]

1. Ra<wr N, FyRVITN—TIH/ELIEA TRy A X T 2—RAZH L THETEEHA, £
7, Ravwy RIZEEELEA—H Ry "X T2 — A%, F¥RATNV—TICHETEETA, A2
< RIE, UA— VR M E T 2—ADETHR—=FF ¥ RN A L Z T 2— AR L THELT
<&V,

I

[B&Ea< > K]

L
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ethernet cfm mep

ethernet cfm mep

CFM THfEi7 % MEP &8 & L £7,

[ANRH]

=5 Enn=—s
{7 R D X
ethernet cfm mep level <Level> ma <No.> mep-id <MEPID> [{down | up}]

E o Bk

no ethernet ¢fm mep level <Level> ma <No.> mep-id <MEPID>

[ABE—F]

(config-if)
[IN5A—=4]

level <Level>
ethernet ¢fm domain =~ R CREFHLD RAAL VLV ERELET,
1. AT X —Z RO HME
AR TEERE A,
2. fEHOFR EHiPH
0~7

ma <No.>
ma name 2~ R£72(% ma vlan-group =~ > R CTREFEHD MA #ESE2EELET,
1. AT X —Z B O HHE
B CEEHA,
2. {EDFR E i
0 ~ 65535

mep-id <MEPID>

MEPID ##%E L £7,

1. ARRT A —ZHWEREORTHIE
B TEERE A,

2. AH 0O FX E i P
1~ 8191

3. AT A= RO EFIH
MANTaZ=—7REZHREL T IV,

{down | up}
RAA v DFmEREELET,
down
MEP %, [EI#8ZR5Fxi4: & 975 Down MEP IZRRE L £,

up
MEP %, U L—fAl GEEONMIZHTT) 255 L 3% Up MEP IZREL T,
1. AT X —ZEBWR O HME
ethernet c¢fm domain =~ > KN C direction-up N E I N TV 54, Up MEP TEMMEL £, &%
EEN TGS, Down MEP TEIfEL £7,
2. fEDFR EHiH
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ethernet cfm mep

down 7213 up

3. RRT A —FEHREOFEFH
KRG A—ZIFERCEERAL, EETDLHEHEIT, WolcAKary 74 71— a U ZHlRL TR
LEFHEL T IZEN,

[3< 2 FERREFDEIE]

2L

[BIE~DFEE]

L

[EXE B /e BR 21 ]

BEEEER, FICERACKMmINET,
CEEZEIA]

1. [Al—A ¥ 7 x=—A|Z, ethernetcfm mip =~ RNREINTWBEEA, ethernet cfm mip =2~

REALED RAAL v L~ULEESETEX E0 A,

2. Ka<w U N, FyRrVINA—TIHRELTA =Y F Y MM E 72— A L TRETEEA, £
72, Ra<wr RIEELIEA—Y Ry hA v 27 2—AF, FyRrxNIIL—TICRETEEEAL, Az
~ Y N, A=V Fy M U H T 2= ADRT 2R = FF v FA U F T 2= AT LTEREL T
TSV,

(BEEa~v > K]

ethernet cfm domain

603



ethernet cfm mip

ethernet cfm mip

604

CFM T 2% MIP #8%E L £ 7,

[AHRH]
f OB E

ethernet cfm mip level <Level>

E o Bk

no ethernet cfm mip level <Level>

[ABE—F]

(config-if)
[N A—=4]
level <Level>
ethernet cfm domain =~ > R CREFEHD KA AL VLUV EREELET,
1. RRT A — 2B OHHE
AT ERA,
2. E DR T HiH
0~17
[a< Y FEREFDENE]
L
[BE~ORE
L
[(REED Rk E2H ]
REMAE R, T ICERICKBENET,

[y

FUTD RAAL L~ UTHRETE A,

2. Ka<wr N, FYprVITNA—TIHELIEA =YXy MM U E 72— RAIXH L TRETEERA, £
7o, Ra<wy RIZBELIEA =Ry M X T =2—RF, Ty AT NL—T
U RIE, B IRy M BT 2 ADRT IR T XY RNAA L H T = — AR L TEEL T

<TEEVY,

(BEa~<y K]

ethernet c¢fm domain

[Fl—A > 7 =—R|Z, ethernetcfm mep 2~ RNFRE I N TWVDHIEE, ethernet cfm mep =~

TEXFEHA, A=



ma name

ma name

M RAA o THAT 2 MADOATREREL T

[AARH]

HROFE « BH
ma <No.> name {str <Strings> | vlan <VLAN ID>}

5o Bk

no ma <No.> name

[ABE—F]

(config-ether-cfm)
85 A —4]
<No.>
MA#RIFEFERE L ET,
1. ARNT X —Z WO Y HME
AR TEEE A,
2. B O FRE i B
0 ~ 65535

{str <Strings> | vlan <VLAN ID>}
MA O£ % LTS E7-1Z VLANID THEE L £,

str <Strings>
MA D4R <Strings> THET 2 U FFNEHERA L E T,

vlan <VLAN ID>
MA O£ #IZ <VLAN ID> CfgiE3 % VLAN ID Z{#EH L £7,
1. AT X —Z B O Y HME
A TEERHA,
2. fEOFR EHiH
<Strings> 120%, 45 LFLINOLFFITHREL T EE W, BEARERILFIZONTIE /37
A—ZIHETEDME] © HEEOXFHI 2L T ZI0,
<VLAN ID> (2}, 1~ 4094 D% #HE L E T,
3. RRT A —ZFERARFOEESIH
+ domain name =~ > KC, no-present LIS\ D /3T XA —Z Z58E L TV 554, <Strings> T 44
XFEU EOCFHNERET D &, 44 XFHLUEOSIFS1E CCM N @ Short MA Name 7 1 — /b
Nz S ET A,
s [Jl— R AA N TREF A D <Strings> F 7213 <VLAN ID> IR ETE FH A,

[a< > FEREFDENE]
MA O£ FIZ1E, ma vlan-group 2~ R® <No.> L £,

[BIE~DFE]
2L
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ma name

[EREED I BRE2H]

REEAFER, +IGERICKMENET,
EEEIE]

L

[BEa~< > K]

ethernet c¢fm domain
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ma vlan-group

ma vlan-group

M NAAL T2 MAIZETE T 2 VLAN 2#3%E L £75

[AARH]

THROBRE - BH
ma <No.> vlan-group <VLAN ID List> [primary-vlan <VLAN ID>]

fEW OB

no ma <No.> vlan-group
[AAE—F]
(config-ether-cfm)
[INSA—=4]
<No.>

MA #AIB T ERELET,

1. AT X — 5 BWERE O WA fE
AR TEEE A,

2. H 0D % T i
0 ~ 65535

<VLAN ID List>
MO MA TET 5 VLAN 2% E L E T,
1. ARRT A — 5 BREREO YT fE
EWETEET A,
2. D E R

<VLAN ID List> O¥EFE, £, EOFREHFHIZONTIE IXFZA—FIBETEHE) 25

LTSN,

primary-vlan <VLAN ID>

%24 D MA T CFMPDU #4535 & XIZEMT57 74~V VLAN 3% E L £,

1. ARST A — & BREREO YT fE
vlan-group <VLAN ID List> CHiE L7 VLAN U X hOH D, HEOVLAN AT Z7 A4~V
VLAN & LCERENET,

2. fEOKERGH
1~ 4094

3. AT A—HfFEHREOEEFIH
vlan-group <VLAN ID List> THE L7 VLAN ID Z#f5E L TL &0,

[2< 2 FERSEF D ENE]

L
LREA~NDEE]
L

ROEMAET %, + ITEMITKBRESLET,
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ma vlan-
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group

CEEEIE]
L
[B8Ea~w > K]

ethernet cfm domain



SNMP

£ 11

JE—FARy FO—V EH

hostname

rmon alarm

rmon collection history

rmon event

snmp-server community

snmp-server contact

snmp-server host

snmp-server location

snmp-server traps

snmp trap link-status
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hostname

hostname

ALEE OB 2 BE L ET,
[AHRH]

THMORE « AR
hostname <Name>

H OBk

no hostname
[AAE—F]
(config)
(NS A—=4]
<Name>
RIEBOBANLHTT, FHIT LRy NV NT2=— RA4AHERELTLZI, ZOFHRIL,
SNMP < %— v » 5 System 7 /L—7® [sysName] D4 HTHWEDEDL Z L TEHTE 9,
AT A =213 RFC1213 @ sysName (2%t L £ 97,
1. RXT X —ZBWEREOHHE
BHETE EH A,
2. fl DR EHIPH
60 LFLUNDOLFHTHEL T EEW, BEARERLFICONWTIE [T A—Z|dgETE D
) O EEOXFS| 23R L TIIZE,
(27> FEREFDENE]
WIHPIRRE VLGB A PR ARG E TT
BE~NDEE]
L

REBED RREZH]
EMAETR, 3 <ICEMCBENET,
CEEFIE]

1. SNMP ~*— ¥ )5 name, contact, location DIFH %= BT 54, snmp-server community =
< T SNMP ¥ % — v OB MLIETT,

[y |

5

(BE&Ea~< > K]

snmp-server community
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rmon alarm

rmon alarm

RMON (RFC1757) 77— A7 N—T7OHIEEREZZRE L ET, Aa~wr FTHxK 128 M 2%
ETEET,

[AAFH]

WHORE - £
rmon alarm <Number> <Variable> <Interval> {delta | absolute} rising-threshold <Value>
rising-event-index <Event#> falling-threshold <Value> falling-event-index <Event#> [owner

<Owner string>] [ startup-alarm { rising-falling | rising | falling } ]

RO HIER

no rmon alarm <Number>

[ABE—F]

(config)
(/NS A—=4]
<Number>
RMON 7 7 — A 7 —7 OHIfEROE AR E S5 E2RE L ET, K37 A—FZ L RFC1757 D
alarmIndex (2% L9,
1. RRT A —ZEBM R OHIHE
AR TEEEA,
2. DR EHPH
1~ 65535

<Variable>
BET =y 7 %75 MIBOAT7 V=7 MBIFERELET, £37 A—XIZRFC1757 ®
alarmVariable (Zxf5 L £,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEO EHiH
Ry MEXTMIBOA T Y =7 MBIl FA2 X7 V7 +#— b () CHATRELET, KK 63LF
TFROERERBER AT V=7 NI -T2/ TT,
¥, ANLFINS, BT, BLOEU AR () DSORBEITINEEERWIGEE, ¥ 71
74— h () CTHERS THANTEET,
o ATV M4
% 34-1 alarm B RoOA 7 V=7 MERITREHE ] 2L TIIZE0,
o A UAL AT
(% 34-1 alarm B ROA T V=7 Mgl FR0ERE] WO x 134 A ¥ ZF 5T,
MIB o ifIndex ##%E L £, iflndex OHEiFHIZHOWTIL, TMIBL 77 LA 2R TL
7ZE0,

% 34-1 alarm BEHRMEROF T ¥ MR FEREEE

AT H B (Y=L bDERTEERH) IS b 1D (SNMP RR~—T ¥ > DERTESH)
ifInOctets.x 1.3.6.1.2.1.2.2.1.10.x
iflnUcastPkts.x 1.3.6.1.2.1.2.2.1.11.x
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rmon alarm

AITTxzH rE (A Y—LHLDEREHE)

ISz 1D (SNMPIYR—T ¥ hibD

SR EERE)

ifInNUcastPkts.x

1.3.6.1.2.1.2.2.1.12.x

ifInDiscards.x

1.3.6.1.2.1.2.2.1.13.x

ifInErrors.x

1.3.6.1.2.1.2.2.1.14.x

ifInUnknownProtos.x

1.3.6.1.2.1.2.2.1.15.x

ifOutOctets.x

1.3.6.1.2.1.2.2.1.16.x

ifOutUcastPkts.x

1.3.6.1.2.1.2.2.1.17x

ifOutNUcastPkts.x

1.3.6.1.2.1.2.2.1.18.x

ifOutDiscards.x

1.3.6.1.2.1.2.2.1.19.x

ifOutErrors.x

1.3.6.1.2.1.2.2.1.20.x

etherStatsDropEvents.x

1.3.6.1.2.1.16.1.1.1.3.x

etherStatsOctets.x

1.3.6.1.2.1.16.1.1.1.4.x

etherStatsPkts.x

1.3.6.1.2.1.16.1.1.1.5.x

etherStatsBroadcastPkts.x

1.3.6.1.2.1.16.1.1.1.6.x

etherStatsMulticastPkts.x

1.3.6.1.2.1.16.1.1.1.7.x

etherStatsCRCAlignErrors.x

1.3.6.1.2.1.16.1.1.1.8.x

etherStatsUndersizePkts.x

1.3.6.1.2.1.16.1.1.1.9.x

etherStatsOversizePkts.x

1.3.6.1.2.1.16.1.1.1.10.x

etherStatsFragments.x

1.3.6.1.2.1.16.1.1.1.11.x

etherStatsJabbers.x

1.3.6.1.2.1.16.1.1.1.12.x

etherStatsCollisions.x

1.3.6.1.2.1.16.1.1.1.13.x

etherStatsPkts640ctets.x

1.3.6.1.2.1.16.1.1.1.14.x

etherStatsPkts65t01270ctets.x

1.3.6.1.2.1.16.1.1.1.15.x

etherStatsPkts128t02550ctets.x

1.3.6.1.2.1.16.1.1.1.16.x

etherStatsPkts256t05110ctets.x

1.3.6.1.2.1.16.1.1.1.17x

etherStatsPkts512t010230ctets.x

1.3.6.1.2.1.16.1.1.1.18.x

etherStatsPkts1024t015180ctets.x

1.3.6.1.2.1.16.1.1.1.19.x

ifInMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.2x

ifInBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.3.x

ifOutMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.4.x

ifOutBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.5.x

XA VAR AEK

<Interval>

BIET = v 7 217 5 FeElEllR (B) 2% ELET, AT A—# X RFC1757 @ alarmInterval (Z5%}f

JELET,
1. KTk — 2 WS D RIHE
HIETEEE A,

2. B DR EHiH
1 ~ 4294967295 (1)

{delta | absolute }

BT = v 7 A eBE LEY, delta D
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rmon alarm

L UE 9§, absolute D3GG, BUEEZ EHEBE S L ET, AT A —% X RFC1757 ©
alarmSampleType (ZX It L E 7
1. AT A —Z BRI O HE
B CTXEHA,
2. fEO E#PH
delta % 7213 absolute

rising-threshold <Value>
EHBEOM AR E LET, AT A —F X RFC1757 @ alarmRisingThreshold (255 L 9,
1. AT A — 5 BWERE O WA fE
BWTEEEA,
2. fEOF EFH
-2147483648 ~ 2147483647

rising-event-index <Event#>
LHEEEBEA T EDANY NHEOWMBE S ERELE T, A ML, rmon event 21w
RCERE L2 HlEHIEHR O EHRIEFE S TT, &A/NF A —H (X RFC1757 @ alarmRisigEventIndex (2
RS LET,
1. AT A —Z BRI O HE
A TEERE A,
2. BT E i
<Event#> IZ rmon event =~ o K TEE L 72 filf#IEF MO G #EZE S (1 ~ 65535)

falling-threshold <Value>
THBEEMEAZRE LET, A/$F A —% |3 RFC1757 ® alarmFallingThreshold (25t L £,
1. AXT A — 5 BUEREO WA fE
B TEEHEA,
2. D% E HiH
-2147483648 ~ 2147483647

falling-event-index <Event#>
THEEEZE ST & EDA N NHEOWMBEZERELET, A ML, rmon event =1+
R CRGE L 72 I MO Gz = T3, A7 X —# X RFC1757 ® alarmFallingEventIndex
Wi LET,
1. AT X —Z B RO Y HME
B TE EHE A,
2. B O E il P
<Event#> |Z rmon event =~ o K TeE L 72 filf#IEF M OE#EZE S (1 ~ 65535)

owner <Owner string>
KREDREE DOBAMNERERE LET, KREZHIT T EBANT 272 DOHERTT, AT
A —%1X RFC1757 @ alarmOwner (ZxfI& L 97,

1. AT A —H BN D FIHiE
Null

2. EOR EHiPH
24 LFLNOLFINTRHELE T, REARBRLTICONTT IRTA—XITIRETELHE] ©
MEEOXLTH|] 2B LTIV,

startup-alarm { rising-falling | rising | falling }
OOV TV T CHEF = 7 BT I XA I TR ELET, rising ZRE LIZEE, KOO
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rmon alarm

614

7Y 7 EEIE %ﬁ:iﬁzt 77— LET, falling 2% E LiLE, &0
Vo 7 CTHBEE A 5E1c7 7 — 5% LET, rising-falling D46, OOV 7V 7T
Lﬁ%ﬁiti?ﬁ%ﬁ%ﬁzt LT I7—bEHLET, AT A= L RFCL757 O
alarmstartUpAlarm (Zxt)& U E j_‘o
1. AT X —Z B O HHE

rising-falling
2. fEOR TR

rising, falling ¥ 72|13 rising-falling

(2~ FEEROEE]

L

(&

BIE~NDFE]

REMELE, T ITEAICKBRIIET,

SNMP ¥~ 2 — ¥ NHT T —AIN—TIZT 7B AT % & XX, snmp-server community =<2 KT
SNMP ~ % —3 ¥ OBFEFNLETT,

77— A7 )V—7 O rising-event-index, falling-event-index DfEILA > k7 /L— 7 CE LT 1FH
A i A B EL“C <&,

A= ANBRETDHHEE, T 47V M) THRELTLIEZY, £/, SNMP v % —

Vxnb (A7 MDD TRE LSS, 22 Y —/LTiEM 2+ K show running-config % 5

7958 (3702 M) TRRLET,

(BEEa<7 Y K]

snmp-server host

rmon event



rmon collection history

rmon collection history

RMON (RFC1757) A —H% % v M OMEERBEORIEEHREZRE LT, Aa~v FTEHEK32= LY
ERETEET,

[AAFH]

fHMOBRE - £H
rmon collection history controlEntry <Integer> [owner <Owner name>] [buckets <Bucket number>]
[interval <Seconds>]

THHOHIBR

no rmon collection history controlEntry <Integer>

[ABE—F]

(config-if)
[R5 A—=4]
<Integer>
FREHRAEE D HIEE RO RIRBNF 52 E L ET, AT A —Z L RFC1757 ® historyControllndex
WS LET,
1. AT X — 2B O Y HUE
HIETETET A,
2. fEDORE i
1~ 65535

owner <Owner name>

AREREDOREE OFINEREFELET, RRELZHEMT ST EHAT 272D DOFEHR TS, AT

A —%1Z RFC1757 @ historyControlOwner (Zxt)& L E 9,

1. AT X — 2B RO Y HUE
225

2. fEDORE i
24 LFLINDOLFHITHRE L T E IV, RERRRLFITONVTIE T A—HIHEETE D
i) © HEEOXFH] 2ZRLTIEIN,

buckets <Bucket number>
MG REEMNT o KRBT NV BERELET, A3 A—H L RFC1757 ®
historyControlBucketsRequested (25t L &7,

L. AT A —Z W O A E
50

2. EOREHE
1 ~ 65535
7  <Bucket number> (Z 51 ~ 65535 % E L7-%HA, 50 ZRELT-L & LRI UEMEIC/RY £
T,

interval <Seconds>
FEHE R NET 2 RRHIME () Z28&ELET, ANF A —H X RFC1757 D
historyControllnterval (Z%fii L £ 9,
1. AT A —Z BRI O HE
1800 (F)
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2. H D% E il
1~ 3600 ()

[O<7 > FERREFDENE]

el

[BE~DEE

2L

[EXEE D I Bl 224 ]

HEMAEFER, TICEMCKMmENET,

CrExE]

1. SNMP v 32— %0 b A —H% Xy he A MU T A—F2T7 78 AF % L &3 snmp-server community
a2 KT SNMP v — 2 ¥ ORGP LETT,

2. Ra<wy RCTxzy b ZBMELITHIERT S & SNMP ~ % — ¥ v % CHUS9 % EthernetHistory 7
N—T OIERB IR EREIC R D HENH Y £7,

(BAEa< > K]
interface

snmp-server community
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RMON (RFC1757) A X R N—7OhIEEREZFHELET, Ka~vr RCHHERK16 = b 2% E
TEET,

[AAFH]

HRORE - BH
rmon event <Event#> [log] [trap <Community>] [description <Description string>] [owner <Owner

string>]

RO HIBR

no rmon event <Event#>

[ABE—F]

(config)
[N A—4]

<Event#>
RMON A < b 7 N — 7 OfEE RO G RADNE T 2R EL £ T, AT XA —2({TRFC1757 D
eventIndex (2% L E 9,
1. AT X —Z B R O HUE
HMETETET A,
2. DO E i
1~ 65535

log
TT—h (AXUN) OFEERETDH/NNTA—HFT, 77—200 7%k LET, AT A—HX
RFC1757 @ eventType (2% L £ 9,
1. AT X —Z B R DY HUE
TI—hLOu T ERLERTA,
2. DR E i
L

trap <Community>
TT—5 (AR F) OFEEEET /37 A—4T, <Community> THE L2 I 2=7 1Tkt
LTSNMP D +7 v 7 &EEFELET, A7 X=X RFC1757 @ eventCommunity (Z5%f)i L £ 97,
1. AT X —Z B R O HE
N7 T EFITLET A,
2. DR E i
trapBLPaI2a=T 4 LERELET,
60 SLFLINOLFHNTHRE L TLIZE W, RIEWRERLFIIONTIE IRFA=ZITHEETE D
] © MEEOXFH] 2ZRL TS,

description <Description string>
AR NONEELFIITRELET, A XV MIFICETL2AEE LTHEAL TS &SN, AT
A —#1X RFC1757 @ eventDescription (Zxfhs L ¥ 9,
1. ARRT A —Z R OYHE
7%

2. fEO R E i
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79 LFLNO LTI THRE L TLEEW, FEARERTICONTL IRTA—ZITHRETED
fli] © HEEOIXTH #BBLTIES,

owner <Owner string>

A E DR EH OWHIMERERE L ET, KREZHEDMT ST &TNT 2720 DR T, AT

A —# X RFC1757 ® eventOwner (Z%f)i Liﬁ'o

1. AT X —Z B O HME
2R

2. B DR AE i B
24 LFLINOLFHITHRE L T E IV, RERBRLFICONWTIE INTA-FIIEETED
) O HEEOXFH 22 LTI ZE0,

(2= FEEEFROEE]

L
LBE~ADEE]
L

ROEMEARR, T ITEMICKMSNET,

1. SNMP v 32— ¥ oA XY "I NA—TIZT VAT HEEX, BERSNMP v 32—V X2 b7 v 7%
HEET 5 & &1, snmp-server community 2~ > N3 X OF snmp-server host 2~ K¢ SNMP ~
Fo— U OFERN NI TT,

2. SNMP ~%—U % 2 b7 v 7 ZEXETH7-HITIE, snmp-server host =~ K TEEHED SNMP ~
F—=Yx¥DIP 7 KL 2B L ’rmon” %’fﬁxﬁ?bf <TEEW,

3. SNMP v X —U ¥ BEDAI 2 =T A B ANV N NA—T DAl a=T AR —HLTZL&ET

NIy T REEFELET,

4. 77— L7 N—7® rising-event-index, falling-event-index DfE XA N> k7 —7 CRE L7 fFH
WAE T EREL TSN, ERE2>TWIIE, TT7—2BBAE L LI/ MIETENE
A,

[BEEav > K]

snmp-server host

rmon alarm
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snmp-server community

SNMP 22 2= 4IZHF 27 78 AV A PaRELET, Aa~vr FTERK4T M) ORENTE
ij—o

[AAFH]

fHMOBRE - £H
snmp-server community <String> [ {ro|rw} ] [<RACL ID>]

THH DR
no snmp-server community <String>
[ABE—F]
(config)
[N A—=4]
<String>

SNMP v 3*—V¥DaIa=T 4 LHeELET,

1. ARoRT A — KA WER: O XTI
B CTXEEA,

2. O ERP
60 SLFTLINO LTSRN B LT N7 +— b () THATERELE T, AJATREARSITIE, J8T L4
BLTTT, ANLFINCAR— R L ORI T 2 ERVEBE, XFHELTAT +— b (")
THEARS THORETE LT, ML, (RTA—FITHETE2E] © EEOXTI 23R
LTLEE,

{ro | rw}
RELZAI2a=T A ALHICBTIRELZIP T L AD R —Y v (Zxtd % MIB #{FOEEE—
RERELET, ro 2% EL7ZHA, Get Request, GetNext Request Z#Fr L, rw ZiRE L7=3
4, Get Request, GetNext Request, Set Request Z# A L £,
1. AT A —Z BRI O HE
ro
2. fHOF EHiH
ro £700E rw

<ACL ID>
KA a=T AT IHAMEZRELTZIPvA T RLVAT 4 VX ZARICE LET, <ACLID> A
B ESNIGEE, TXCOT78RAEF I LET, £/, #8E L7 <ACL ID> B E I TR
BAE, TRCOT7EAEHFATLET,
13I2=T 4K LTLITZ7E®RAY R NI £T,
1. AT A — AR OYTHE
Rl (TRTCOT 7 AZHTLET,)
2. EOREFPH
3~ 31 XFLUHRDT 7R X MIREEELET, HBERERTFIIONTIE 52 —FZ
BETE 2 22RLTIEEN,

[2< 2 FERSEFDENE]

L
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[BE~DEE

L

(BEa~y K]

ip access-list standard
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snmp-server contact

AL ORI £ HBELET
[AA#K]

WHROBE - £
snmp-server contact <Text>

T O HIR
no snmp-server contact
[AAE—F]
(config)
[IXTA—=4]
<Text>

AEEEBEERFOHER LR ELZRELET, ZOFHRIL, SNMP vx—Y x5 System 7 /L—7 D
[sysContact] DA4FRTRIVEDLELZ L TR TE LT,
1. RXT A —Z B OHHE
AT ERA,
2. D% EHH
60 SLTFLINOLFHITHRE L T ES, REARRRLFICONWTIE I A—FITIEETE S
] © MEEOXFH] 2B LTI,
[2< > FEBREFDEIE]
BIHME L Null o SCF3T1,
[BIEE~DFEE]
2L
[EXTE(E D I B 224 ]
REEEFRE, FIERICKENET,
CEEFEIA]

1. SNMP ¥ — ¥ 72>5 name, contact, location Df&#H % ST 5454, snmp-server community =
~ 2 FTSNMP v — ¥ DBEEPLETT,

(BEEa~<> K]

L
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snmp-server host

NIy TERRET Oy NU— s EHEEE (SNMP v X — %) RELET, Aa~v L FTHIRRK4T
PP ERETEET,

[ANRH]

THMOBRE - AH
snmp-server host <Manager address> traps <Community string> [version { 1 | 2c }] [snmp] [rmon]
[air-fan] [login] [system-msg] [temperature] [storm-control] [efmoam] [poe] [dot1x]
[web-authentication] [mac-authentication] [loop-detection] [switchport-backup] [cfm]

RO HIER

no snmp-server host <Manager address>

[ABE—F]

(config)
(INTA—=42]

<Manager address>
SNMP ~*—Y¥DIP T RLAEZEELET,
1. ART A — 5 BN O X1 iE
A TEERE A,
2. fEOFRE
<Manager address> (ZIPv4 7 FL 2 (Rv hitiE) 2RELE T,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Community string>
SNMPv1 3 L UV SNMPv2C O41%, SNMP v 32— ¥ D a3 a=F A AHERELET,
1. ART A — R AR ORI
B TEEHA,
2. fEOE FuH
60 SLFELANDSUFFTRE L TLIZEW, REARRZRLFIZONTL INTA—FITIRETED
) © MEEOXFES| #5RLTLLIZE,

version {1 | 2¢}
BELZaI2a=T A AHICBTIRELIZIPT RLADOY X —I v IZkT 25 b T v FiEFE—
ValrERELET, 1 2EELEES, SNMPvl A=V a D T v 7%, 2c ZHELTEHE,
SNMPv2C X—2a D T v 7 H#FEITLET,
1. AT A —H B WER O AHIE
1
2. fEDFE EHiPH
1, ¥FLiE2cDELLNERELET,

[snmp] [rmon] [air-fan] [login] [system-msg] [temperature] [storm-control] [efmoam] [poe] [dot1x]

[web-authentication] [mac-authentication] [loop-detection] [switchport-backup] [cfm]
BNRTA—BERETDHIEILLST, BFETDHI T v TEZBIRLET, 3T A —FEHE LT
ICEETAH NI v T E2ROFIRLET,
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snmp-server host

INTA—AH

snmp

coldStart

warmStart

linkUp

linkDown

authenticationFailure

rmon

risingAlarm

fallingAlarm

temperature

ax2230sTemperatureTrap [AX2200S]
ax2130sTemperatureTrap [AX2100S]
ax1250sTemperatureTrap [AX1250S]
ax1240sTemperatureTrap [AX1240S]

air-fan

ax2230sAirFanStopTrap [AX2200S]
ax2130sAirFanStopTrap [AX2100S]
ax1240sAirFanStopTrap [AX12408]

login

ax2230sLoginSuccessTrap [AX2200S]
ax2130sLoginSuccessTrap [AX2100S]
ax1250sLoginSuccessTrap [AX12508]
ax1240sLoginSuccessTrap [AX1240S]

ax2230sLoginFailureTrap [AX2200S]
ax2130sLoginFailureTrap [AX2100S]
ax1250sLoginFailureTrap [AX12508]
ax1240sLoginFailureTrap [AX12408S]

ax2230sLogoutTrap [AX2200S]
ax2130sLogoutTrap [AX2100S]
ax1250sLogoutTrap [AX1250S]
ax1240sLogoutTrap [AX1240S]

system-msg

ax2230sSystemMsgTrap [AX2200S]
ax2130sSystemMsgTrap [AX21008]
ax1250sSystemMsgTrap [AX12508]
ax1240sSystemMsgTrap [AX1240S]

storm-control

ax2230sBroadcastStormDetectTrap [AX2200S]
ax2130sBroadcastStormDetectTrap [AX2100S]
ax1250sBroadcastStormDetectTrap [AX1250S]
ax1240sBroadcastStormDetectTrap [AX1240S]

ax2230sMulticastStormDetectTrap [AX2200S]
ax2130sMulticastStormDetectTrap [AX2100S]
ax1250sMulticastStormDetectTrap [AX1250S]
ax1240sMulticastStormDetectTrap [AX1240S]

ax2230sUnicastStormDetectTrap [AX2200S]
ax2130sUnicastStormDetectTrap [AX2100S]
ax1250sUnicastStormDetectTrap [AX1250S]
ax1240sUnicastStormDetectTrap [AX1240S]

ax2230sBroadcastStormPortInactivateTrap [AX2200S]
ax2130sBroadcastStormPortInactivateTrap [AX2100S]
ax1250sBroadcastStormPortInactivateTrap [AX1250S]
ax1240sBroadcastStormPortInactivateTrap [AX1240S]
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NS A—=4

FSw D

ax2230sMulticastStormPortInactivateTrap [AX2200S]
ax2130sMulticastStormPortInactivateTrap [AX2100S]
ax1250sMulticastStormPortInactivateTrap [AX1250S]
ax1240sMulticastStormPortInactivateTrap [AX1240S]

ax2230sUnicastStormPortInactivateTrap [AX2200S]
ax2130sUnicastStormPortInactivateTrap [AX2100S]
ax1250sUnicastStormPortInactivateTrap [AX1250S]
ax1240sUnicastStormPortInactivateTrap [AX1240S]

ax2230sBroadcastStormRecoverTrap [AX2200S]
ax2130sBroadcastStormRecoverTrap [AX2100S]
ax1250sBroadcastStormRecoverTrap [AX1250S]
ax1240sBroadcastStormRecoverTrap [AX1240S]

ax2230sMulticastStormRecoverTrap [AX2200S]
ax2130sMulticastStormRecoverTrap [AX2100S]
ax1250sMulticastStormRecoverTrap [AX1250S]
ax1240sMulticastStormRecoverTrap [AX1240S]

ax2230sUnicastStormRecoverTrap [AX2200S]
ax2130sUnicastStormRecoverTrap [AX2100S]
ax1250sUnicastStormRecoverTrap [AX1250S]
ax1240sUnicastStormRecoverTrap [AX1240S]

efmoam

ax2230sEfmoamUdldPortInactivateTrap [AX2200S]
ax2130sEfmoamUdldPortInactivateTrap [AX2100S]
ax1250sEfmoamUdldPortInactivateTrap [AX1250S]
ax1240sEfmoamUdldPortInactivateTrap [AX1240S]

poe

pethPsePortOnOffNotification [AX2200S] [AX2100S] [AX1240S]

pethMainPowerUsageOnNotification [AX2200S] [AX2100S]
[AX12408]

pethMainPowerUsageOffNotification [AX2200S] [AX2100S]
[AX1240S]

dot1x

ax2230sDot1xFailureTrap [AX2200S]
ax2130sDot1xFailureTrap [AX2100S]
ax1250sDot1xFailureTrap [AX1250S]
ax1240sDot1xFailureTrap [AX1240S]

ax2230sDot1xEventTrap [AX2200S]
ax2130sDot1xEventTrap [AX2100S]
ax1250sDot1xEventTrap [AX1250S]
ax1240sDot1xEventTrap [AX1240S]

ax2230sDot1xSystemTrap [AX2200S]
ax2130sDot1xSystemTrap [AX2100S]
ax1250sDot1xSystemTrap [AX12508]
ax1240sDot1xSystemTrap [AX12408]

web-authentication

ax2230sWauthFailureTrap [AX2200S]
ax2130sWauthFailureTrap [AX2100S]
ax1250sWauthFailureTrap [AX1250S]
ax1240sWauthFailureTrap [AX1240S]

ax2230sWauthEventTrap [AX2200S]
ax2130sWauthEventTrap [AX2100S]
ax1250sWauthEventTrap [AX1250S]
ax1240sWauthEventTrap [AX12408]
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INSA—AH

FSw D

ax2230sWauthSystemTrap [AX2200S]
ax2130sWauthSystemTrap [AX2100S]
ax1250sWauthSystemTrap [AX1250S]
ax1240sWauthSystemTrap [AX12408]

mac-authentication

ax2230sMauthFailureTrap [AX2200S]
ax2130sMauthFailureTrap [AX2100S]
ax1250sMauthFailureTrap [AX1250S]
ax1240sMauthFailureTrap [AX1240S]

ax2230sMauthEventTrap [AX2200S]
ax2130sMauthEventTrap [AX2100S]
ax1250sMauthEventTrap [AX1250S]
ax1240sMauthEventTrap [AX1240S]

ax2230sMauthSystemTrap [AX2200S]
ax2130sMauthSystemTrap [AX2100S]
ax1250sMauthSystemTrap [AX1250S]
ax1240sMauthSystemTrap [AX1240S]

loop-detection

ax2230sL2ldLinkDown [AX2200S]
ax2130sL2ldLinkDown [AX2100S]
ax1250sL2ldLinkDown [AX1250S]
ax1240sL2ldLinkDown [AX1240S]

ax2230sL21dLinkUp [AX2200S]
ax2130sL.2ldLinkUp [AX2100S]
ax1250sL.21dLinkUp [AX1250S]
ax1240sL21dLinkUp [AX1240S]

ax2230sL2ldLoopDetection [AX2200S]
ax2130sL2ldLoopDetection [AX2100S]
ax1250sL2ldLoopDetection [AX1250S]
ax1240sL2ldLoopDetection [AX1240S]

switchport-backup

ax2230sUlrChangeSecondary [AX2200S]
ax2130sUlrChangeSecondary [AX2100S]
ax1250sUlrChangeSecondary [AX1250S]
ax1240sUlrChangeSecondary [AX1240S]

ax2230sUlrChangePrimary [AX2200S]
ax2130sUlrChangePrimary [AX2100S]
ax1250sUlrChangePrimary [AX12508]
ax1240sUlrChangePrimary [AX12408]

cfm

dotlagCfmFaultAlarm

snmp

coldStart, warmStart, linkDown, linkUp, authenticationFailure r7 v 7% %E L £9,

rmon

rmon D7 T —A2LD EHFEMEABIT-LERBIOFHFREMEEZ TRl EED N T v 2R ELE

‘a_o

air-fan

Ty UMA Ny T LTEEEIC RN T v T 2EELET,

login

07 A ORE, K, v 77U FORERI T v TR ELET,

system-msg

VAT AA =V EH L EEDO N Ty T EEELET,
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626

temperature
REREDOEND N T v T HEEFELET,
storm-control
A b—har br—UEREIC L 5T, A b—ADOREEZRI LG, EEA M—20bEE
Lt%ﬁﬂk?yi%%hbi#o
efmoam
RAEY 7 BERLEED T v T E2FEELET,
poe
EIRMASREN L LT hE, SR3EBORTHERENPEEZBA T2 5HEIC N T v T2k E
LET,
dotlx
IEEE802.1X §8AE T, FEDRHFET AV b TIZk425 T v 7 HEEFELET,

web-authentication
Web #BFETC, $FEDRIET AT bua kT 5 b7 v FEEELET,

mac-authentication
MAC ELEEET %E@uquTﬁ?/}\Dﬁ ;(‘TTZD ]\7/7% f{n L/i‘g—

loop-detection
L2 V=T RERED b7 v T HFELET,
switchport-backup
TyFVry  VEUE T, BREIEREAERIC T v T2 RELET,
cfm
CC CTHEFEMID M7 v 72X ELET,
1. AsRT A — 5 BN O AT iE
WNITA=ZIZHINT D N T v T HRITLER A,
2. BB E
snmp, rmon, air-fan, login, system-msg, temperature, storm-control, efmoam, poe,

dotlx, web-authentication, mac-authentication, loop-detection, switchport-backup, cfm

(272 FEBROEE]

2L
[(BE~DEE

L

1. ¥YR—=FMIBEBIOYHR—F 7y 70—EiZ IMIBL7 7L 2] 22BLTLIEEN,

B EDFRRET 1w v b 7 L KFEGEERE (IEEE802.1X, Web §8iE, MAC §8iE) ® 7 F A ~X— |k Trap
BITRMZOWTE, Tar 74 7 b—v a4 FVol2) OFFRIED [7h 7 MERE] 22 LT
TS,

3. airfan X7 7 V##EET T A1, poe 1% PoE #ERET "R — hE T L IE TR ETRE T,

4. <Manager address> (Z1%, IPv4 7 KL A& LT 1275 ** X ETX EH A,

ro



snmp-server host

5 HEELTRKED T v 7 B54ELESES, SNMP ~3x— V% 125t LT hT v FOERR T R4S 5
TEWHYET,

(B Ea~< > K]

L
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628

AEEE 2 RET DHITOAERELET,

[ANRH]

THROBRE - R
snmp-server location <Text>

RS
no snmp-server location
[ABE—F]
(config)
(NS A—=42]
<Text>

AILBELRET DHTOLHERE LET, ZOEHRIL, SNMP v Rr— ¥ 225 System 7 /L—7 D

[sysLocation] 4 CRIWGEbLE D Z L TERTEET,

1. AT X —Z B O EME
B TEEH A,

2. B DR AE i B
60 SLFLUNDOLFHNE X TN +— bk (") THATHEELET, ANATRERIITFIL, BT LR
BRLFTY, ANLFINAR= AR EORR L Faa £R0EE, XFNes T +—h ()
THERS THLRETEET, L, (NI A—HXIZIBETZLH © EEOXTH] 258
LTSN,

(272 FEREFEOBE]

WIMEIZ Null O 55 TT,
[BE~DFE]

L

B & BRE2H ]

REMER S, § <RI ShET,
CEEHE]

1. SNMP ~*— ¥ )5 name, contact, location DIE# % B9 54, snmp-server community =
~ 2 KT SNMP v % — 3 % OBEENMLETT,

[ |
nll

i

[BEa~< > K]
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snmp-server traps

b Ty T ORITEREERE L £,
[ABRZA]

WRORE - 55
snmp-server traps [{ limited-coldstart-trap | unlimited-coldstart-trap }] [link-trap-bind-info
{private | standard} ] [system-msg-trap-level <Level>] [agent-address <Agent address>] [dot1x-trap
{failure | all}] [web-authentication-trap {failure | all}] [mac-authentication-trap {failure | all}]

fEMOHIR

no snmp-server traps

[ABE—F]

(config)
[N A—4]

{limited-coldstart-trap | unlimited-coldstart-trap }
coldStart Trap ZFATT 2 KA RE L ET, KT A —FDFEEIZL D coldStart Trap DFEITHME
DOBEERDORIRLET,

% 34-3 /8T A—% T & O coldStart Trap F1T524%

NS A—A coldStart Trap $17524%
limited-coldstart-trap o MEREAEENL- L X CHEEERAY)
unlimited-coldstart-trap o MEEAEENL- L& (GEEERAY)

e IPOay 74 Vb —va rEBIMELITHBR L L &
e setclock 2~ RCHMAZZF L= & &

1. ART R —Z KSR OYIHE
limited-coldstart-trap

2. DO E i
limited-coldstart-trap % 7-(% unlimited-coldstart-trap

link-trap-bind-info {private | standard}
link up/down Trap & F179 HBATINT 5 MIB %, BIRTH72DOREE LET,
KRXT A —H OFEFEIZ L D link up/down Trap DFEITOREE, 142 MIB #ROFITRLET,

% 34-4 /T A—H T & O link up/down Trap FITEFZ{HH03 % MIB

INT A=A link up/down Trap F{THFIZ{fTh03 % MIB
private * SNMPv1/SNMPv2C k7 v 74&5@ ) ifIndex, ifDescr, ifType
standard e (SNMPv1 +7 v 7D#4 ) ifindex

e (SNMPv2C + 7 v 7®#4 ) iflndex, ifAdminStatus, ifOperStatus

1. AT A —Z B W ORI E

standard
2. fEOFE R
private ¥ 721 standard
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system-msg-trap-level <Level>}
VAT LAy E—U R Ty TOREEFELUL 10EH) ARELET, HBELLL LV ER UE
BNZ) To A Xy MBFELIEGAIL, N7y TIMRITINET, ARTA—ZTHELZLL
Lo TRITT VAT LA v E—V b7 v TOMEERORIR LET,

£345 JRTLAYE—V LI VTDOLARNILEEKMIB

LA B

1 HEAEEDEMICET 2 AT LA v E— R T v FEEFELET,

2 BEFHEEU EDOVAT AA v =T T v FEERFELET,

3 V7 N2 TEHREU LDV AT AA v =V T vy T ERELET,
4~5 BHELVANVU LDV AT AA =V b7 v T HEELET,

6 EAICET A X MEBRU LDV AT ARXA v =V T v T ERGELET,

1. KT A — 2 H W DO FIHE
1

2. fEDFRE R
1~6

agent-address <Agent address>
SNMPv1 JERD T v 7@ 7 L — LANO agent address (2 H 325 IPvda 7 KL AZHELET,
Trap-PDU HIZ agent-address 7 4 —/v K& FFoDL SNMPv1 X721 D728, Ko~y RTRE
L727 RLAZSNMPvl @ b7 v FIZiH S ET,
1. AK/NT A — 2 WG D FIHE
RNTGA—=EREESNTWRWGES, 7y 7lHT L—ANO agent address D& LT b
INEWVLANID @ IPv4 7 R ARMERH S ET,
2. {EODFX E i
<Agent address> (Z IPv4 7 K L2 (0.0.0.0 ~ 255.255.255.255) Z#iXE L £,

dot1x-trap {failure | all}
IEEE802.1X FFED T » FHERIZRE L £,
failure
PRERID N T v T ERITLET,
all
FRRERRED, FRREME L OGRAERERRD N T v T EFRITLE T,
1. AT X —Z B O HHE

failure
2. HOREH
failure ¥ 721 all

web-authentication-trap {failure | all}
Web #RFED b 7 v THRZHRE L ET,
failure
PRERILD N T v FRET ERITLET,
all
FRRERRED, FRREIE L OGRAHRERRD N T v T EFRITLE T,
1. AT X —Z B O HHE
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failure
2. fEDOEH
failure £ 7213 all

mac-authentication-trap {failure | all}
MAC RFED b7 v TR 2% E LE T,

failure

FRERIRD N T v TR 2 RITLET,

all
FRREAREN, FRRERIRE L UGEREEERD T v T ERITLET,
1. AT A — 5 B WO E

failure
2. fEDOEH
failure £ 7213 all

[a< 2 FERSEF D ENE]

KA~y FORTA—=Z P _RTHHHETEMEL £,
[BIE~DFE]

L

[EXTEMED R BREZH]

REMAES, TICERICKmRINET,

[EEFE]

snmp-server traps

1. Y R=FMIBBLOYR—F FF vy 7O IMIBL 77 L2 RA)] #ZBLTIEE0,
2. Kav s FANRE, BRIA—FEEWTLHILITTEEEA, WTRN T DU ERELTIESN,

(BEEa~v > K]

L
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snmp trap link-status

snmp trap link-status

632

no snmp trap link-status FXERE, FEIRRNY V7 7 v 7 E73 L U LEEGAIL,
—

7 v 7B L linkUp F7 v 7) OREEMIELET,
[AARR]

THHDOFRE
no snmp trap link-status

RO HIFR

snmp trap link-status

[AAE—F]

(config-if)

[IN5A—=4]

el

[a7 Y FEREFDENE]

FZ v 7 (linkDown 7 v 7B XN linkUp h7 v 7) OMIEEITOERA,
BE~NDEE]

L

REMED Rk ]

BREMMERR, T ICERICKBESNET,

[ |
on

rZ » 7 (linkDown »



O H HHEgE

logging event-kind

logging facility

logging host

logging syslog-header

logging trap
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logging event-kind

logging event-kind

syslog #—/NICREERG LT 5 1 S RO S MERIZRELET, A~ MEFIEERETE £
ﬁ—o
[AARR]

fHMOBRE - £H
logging event-kind <Event kind>

RO HIFR

no logging event-kind <Event kind>

[AAE—F]

(config)
(N5 A—=4]
<Event kind>

HAd+za 7o MERZRELET,

1. RRT A — 2B ORI HE

B TEEH A,
2. fl DR EHIPH
key, rsp, err, evt DFNHIEELET,
(a7 FARBBFDOENE]
ARy MERNT Tevt] BEW Terr) &720 F7,
[BIE~DFE
2L
(5% e B 0D I B 324 ]
BEMEERES, TICERICRKBIENET,
CFEEHE]
1. Ra<y RTEHEE LAY MERIE, logging host =~ > R THEINZT X TOHALITH LTl
HEnEd,
2. Ko<= RTARY MEJIZRELTZBE, T 74/ hDOA X2 MER] (evt, err) I3EMDIZARY, %
E LToA Xy MNETZ TR E R0 5,

(BE&Ea~v> K]

logging host
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logging facility

logging facility

0 JEWE syslog f VX 72— ATHATH0D0 77 ) T4 2FHELET,

[AARH]

WROWE - £
logging facility <Facility>

MO HIBR
no logging facility

[ABE—F]

(config)
[INSA—=4]
<Facility>
syslog D7 7> U7 4 ZHELET,
1. ARRT A —H BN D FIHiE
A CTEERA,
2. EDF E &
localO, locall, local2, local3, local4, local5, local6, local7 ® X —2>&4RELET,

(37 FEERREFDEE]

77 U7 41% MNocald) &720 F3,
[BIE~NDFE]

2L

[BREMED R BR 1]

EMAER, T IGEMICKBENET,
EEFEE]

1. Ra<wr RTHERELETZ 72U T 1%, logging host =2~ R THREINZTXTOH LT LTl
HEInET,

2

[BEa< > K]

logging host
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logging host

logging host

THEROENIEERELET, Ka~vy FTEIHEKRK4T S M) ORENTEET,

[ABRH]
THRORIE « BHE
logging host <IP address>

T OHIBR
no logging host <IP address>

[AAE—F]
(config)
[T A—=%4]
<IP address>
o 7O IPve 7 RV AZEE LET,
1. AT X —ZH SR ORIHE
AR TEERE A,
2. fEOHEFF
<IP address>
IPva7 FL A% Ry FEETHEELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

[O<7 2 FERREFDEIE]

2L

LBE~DEE]

2L

REED IR B2 ]

MEMEFR, TIPS ET,

CEESEIA]

1. syslog #fe 2 AT 5 7201C1E, 715 A A MAIT syslog 7 —E 7' 0 7 7 ABREEL TWT, 2D
AREEE D D syslog [HEMEZ TN LOICRESN TWDILERH D £7°,

2. IPva 7 L AL LT 1275 ** ZRETEEH A,
3. —EICKEDO R ZJIEWRBIE LTS, syslog IERICIKTBHET L2 LRH YD £7,

[y |

1

(BEa~<y K]

2L
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logging syslog-header

logging syslog-header

syslog 1 —NIZEET 5 A v & —I1Z HOSTNAME, TIMESTAMP, 35X UMEREEFZEAMAINLET,

LUTFDa~y NTOHDITITHEL £EA,

¢ show dotlx logging
¢ show logging
* show web-authentication logging

* show mac-authentication logging

[AAFH]

THWMORE
logging syslog-header

T OHIR
no logging syslog-header

[ABE—F]

(config)

(/85 A—=%]

7L

[3< > FEERREFDEE]
HERERY TT,

[BEE~DFE

[EEHE]

1. HEEE B3 BN H T 5 syslog A v —YOERICEDLEDL O ML TWET,

[BEEa< > K]

2L
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logging trap

logging trap

syslog h— NICEER SR LT o VEROBEEZHELET,

[ABRK]
THWMORE - BE
logging trap { <Level> | <Keyword> }

T OHIBR
no logging trap

[ABE—F]

(config)
(NS A—=42]

{<Level> | <Keyword> }
syslog A v B—YOEBEEZ LV ELIEF—U—FON, Ehor—2%BELET,
1. AT X —ZEHWR O HME
AR TEERE A,
2. D% E i
WETELZEEEIIROEXEZRL TSN, 28, L-YMEETRELLESLEAD, ¥—TJ—F
TRERBFRINET,

®35-1 IEECSHEEE

LARJL (Level) F—7J—F (Keyword) E5BA
1 fatal BIRESeH s 203 0B
2 critical 7 VT 4 VIREE
3 error T Z —IREE
4 warning AR HE
6 information BWHBRZTDOA =T
7 debugging TRy JHIZETEREIND A vE—
(a7 Y FEREFDENE]
BEEIL~L 6@ [information] &729 F9,
BIE~NDEE]
L
[EREE D Iz B 2244 ]
REMEFER, TICERICKMENET,
CEEZEIA]
1. Ko<y R CRELZEEEL, logging host 2~ RCTRESINZTXTOHILIIH L THEA S
ij‘o
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logging trap

[B&Ea< > K]

logging host
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LLDP

E 124

P 1%

4

S

B

lldp enable

lldp hold-count

lldp interval-time

lldp run
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lidp enable

lIdp enable

642

N— FTLLDP OEHZ B L £ 7.

[ANRH]

HROBE
1ldp enable

LRl
no lldp enable

[ABE—F]

(config-if)

(NS A—=4]

L

(27> FEREFDENE]
2L

BE~DEE]

L

RTEMED RBREEH]
EEETER, ¢ <IGERICKMENET,
EEEIE]

2L

(B&Ea~< > K]

lldp run

[y |

5



lldp hold-count

lIdp hold-count

ALEE N EE D LLDP 7 L— LT U CRERARE DS RFF - D R 2 30E L £

[AARH]

THROBRE - BH
lldp hold-count <Count>

T O HIBR
no lldp hold-count

[ABE—F]

(config)
[INSA—=4]
<Count>
ARIEENREIET D LLDP 7 L —AIZxt LT, BREEEE NSRRI 5] % 1ldp interval-time =2~ > N
THRE LIS T 2R CRE LT, REEM2 65535 22 55413, KAETH S 65535
TEELET,
1. ARRT A —HHWERE DR
B TEETA,
2. EOBREH
2~ 10

[~ FERREFDEIE]

AIEE PN EE D LLDP 7 L— DSR2 B E DS, (REFTDIFRMIT 4 & 72200 £,
[BIE~DFEE]

2L

[EXEME D R BRE24]

BREEER %, TICERCKMmINET,

CEEHEIA]

2L

[BEEa~< > K]

lldp run
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lldp interval-time

lIdp interval-time

644

ALEE N EET D LLDP 7 L— a2 0XEMEE#E L E T,

[ANRH]

DB « 23
11dp interval-time <Seconds>

E o Bk

no lldp interval-time

[ABE—F]

(config)
[INT A—=4]
<Seconds>
AMEEBNEET S LLDP 7 L— ADO K ER R AR EA CRELET,
1. AT A —Z B O HHE
AT ERA,
2. EORE &P
5~ 32768 (1)

[O<7 Y FERREDOENE]
AREERENEET S LLDP 7 L — 2O ERMEIZ S0 720 £9,

X E fIE D e BR 32K ]
REMEHHE, T ICERICKBRS L ET,
DEEFEE]

2L

[ |
on

(BEa~<y K]

lldp run



lidp run

lIdp run

LLDP féREZ AN L £,

[AARH]

TR OEE
lldp run

E O Bk

no lldp run

[ABE—F]

(config)

[INSA—=4]

2L

[a< > FEREFDENE]
LLDP #ei3f\sh & 72 0 £77,

[BIEE~DEE]

L

[ERTEE D Bk 5244 ]

BEMEFS, TICERICKMENET,
CEEEIE]

L
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E13fm R—+rI5—0UT

monitor session

switchport monitor dot1q tag [AX2100S]
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monitor session

monitor session

648

R b2 7—V o IR ERELET,
[AARR]

RO - LT
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface
gigabitethernet <IF#> [AX2200S]
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface
{gigabitethernet <IF#> | port-channel <Channel group#>} [AX2100S]
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface

{fastethernet <IF#>| gigabitethernet <IF#>} [AX1250S] [AX1240S]

5 o Bk

no monitor session <Session#>

[AAE—F]

(config)
(/N5 A—=4]

<Session#>
R—=rI 7=V Ty aroFsrEELET,
1. AT X —Z B O HME
A TCEERE A,
2. fHDFR EHiHH
1

source interface <IF# list>
R—=FrIT—V I DE=F—R— 2 ELET,
1. AT X —ZEWRE O HME
AR TEERE A,
2. fE R EHiPH
INFGA—=Z|ZHEETE D) 2R TIEEN,

{rx | tx | both}
R—=hrIF7—=V I FTH5bT7 747 OlMERELET,
rx

ZEZL—LEIT—Y T LET,
tx

both

EZET V-2 EI TV I LET,
1. AT X —Z B O HME

both
2. D% E &P

L



monitor session

destination interface gigabitethernet <IF#> [AX2200S]
destination interface {gigabitethernet <IF¥#> | port-channel <Channel group#>} [AX2100S]

destination interface {fastethernet <IF#>| gigabitethernet <IF#>} [AX1250S] [AX1240S]
AR—=hrIT7—V T DITFT—F—bEHELET,
RECEXDLA VX7 2 —AIPEFR— D EFFR— b F ¥ XA ¥ 7 =2 —2TT, [AX2100S]
LAY 2 WA RRE LA — MIFEE TE 8 A, [AX2200S] [AX1250S] [AX1240S]
1. AT X — 2B RO Y HUE
B TEEEA,
2. DO E i
<IF#>: [T XA —HIZIBETEDME) 2L TIZEN,
<Channel Group#> : [T A —Z |TIEETX HE)] 2R L T3,

[2< 2 FERSEFDENE]

2L
[BRIE~DEE

EHPOR#RE I T —R— MIRE LSS, TORMTEETERL RV ET, E=F—F— MNIRE
L7eSGIBEICEELEEA,

[EEEE]

1. FMICRETEDE=F—R— LI T—K— FOMEABEDLEIT1 TT,

2. TTILE=H—R—F L LTEHELTWVWAR— 2 I T —FR— MIRETETEEA,

3. EHEDOE=HF—KR—MIHLT—2DIT—FR—rERETEET, —DODOE=F—F— hxtLTHE
BOIT—FR— N E2RETEETA,

4, F—hrI 7=V 0/ Tat’—LE7 L—20EBREEREB -GS, 07 L —MIEEINE
R

5. ST —FR—MIRELEZR—FTIE, BHOT7 L —LAEZEFIXITEETA,

6. LAV2HERERELILFA—MEIT—A— MIBRETHZLIETEERA, I =747 1L—
YarHA RVol2 26.R—hIT7—U>7 ] EBRLTIEIN,

(BAEa~<> K]

2L

649



switchport monitor dot1q tag [AX2100S]

switchport monitor dot1q tag [AX2100S]

R—hIT7—V U THBE TSR — PRI T —R— MIUIBESNESE, 27—V v 7d8 7 L—aI28F
E L7z 802.1Q Tag {15 L TEE LT,

[AARK]
HRORE - BH

switchport monitor dotlq tag <VLAN ID> [priority <Priority>]
EEEl]S

no switchport monitor dotlq tag

[AAE—F]

(config-if)
(/85 A—=4]
<VLAN ID>
f+5.9% Tag ® VLANID #$5 € L £ 7,
1. RRT A — 2B OHHE
BT EHA,

2. {EDOF EHIFH
[RIA—ZIHBETX HME] 2B LTI,

priority <Priority>
153 % Tag D —WEFEELEELET,
1. A/RT A — 5 BN O AT iE
3

. EOBE
0~7
[O< > FEARRBFDEE]
STV U TRRT L — A2 802.1Q Tag 5 LEH A,

Eﬁ‘&]

?/E

LBEA
L
EREED IR IR 524 ]

BREMAETS, T ICERICKBENET,

CEEZEIHE]

1. K< FTiE, vlan, interface vlan T E L T2\ VLANID % 1 8T L TL 72 &V,

2. Ra<y FTHRET 22— FHEHEIT 802.1Q Tag NIZITIZREHRSND HDOTH Y, AIEEDKEE
—IERUSITR R L EE A,

i
1]||||

|_|

i

(BEa~<y K]

monitor session
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38. aAvI4UL—LaliREBOIS—AvE—

38.1

A4 =2 a3 imERODIS—AyE—D

38.1.1 &

£ 381 HBOIZ—Avt—D

Ayw—T

Access denied.

T RAPEE S E LT,

Ambiguous command.

@Y DICRIRCT& 2 a~ 2y DT BICBETE £HA,

Ambiguous data.

I8 NN TE DT — X RO T—RIFFETE EHA,

Ambiguous parameter.

A Y NIRRT E 28T A= F RO T—EICRFETE £ A,

Authorization error.

RRRET T — T,

Bad command.

av Y RANNRELLS B FHA,

Bad value.

BEAELSHY £HEA,

Cannot execute.

FATTEER A,

Cannot register this command in a range
mode.

ZOawry R rYE— R TCIIBRETE EEA,

Command chaining not allowed.

2o0awy REHIITTANTEERA,

Don't specify a <MSTI ID list>.

<MSTI ID list> D ATNIARETT,

Event not found.

AN EBRAONY EFHEATL,

File not found.

T ANDBRSHY EFFATLE,

Incomplete command.

2w FRRSERTT,

Inconsistent name.

HAIPFIELTVET,

Inconsistent value.

TERFELTWET,

interface: Invalid IPv4 address.

A BT xz—A :IPv4d 7 RLANRRIETT,

interface: Invalid Mask.

AV BT z2—R : RATBRETT,

Invalid parameter order.

NI A= FIRENRETT,

Invalid parameter.

AN ENTRT A =2 1THZ)TT,

Invalid value.

AT ENTEITEL T,

It will be logged out if it remains idle for
another <min> minutes.

IDLE $KfEA & <min> ke ebr 77 v F LET,

Log out by the system.

VATAZK YTy hLELE,

Login incorrect.

HBELEEA h~ou A R bnEEA,

Missing parameter.

NI A=ZBRRITTOET,

Missing parameter data.

RIA—HDT—=EZPNRITFTOET,

No Access.

TIREARDY £HA,

No help available.

NIVT MR T,

'no' is not applicable.

'no' I3fE X FH A,

No such name.

ZO XS RAFNIH Y EHA,

Not found:

ROy EEATL,

Not writable.

FiTEEA,

Out of range. Valid range is: <range>

AT, A7 A#FIX <range> T,

Please set parameter more than one.

NI A=HRIEBIFEESHTOEEA,
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38. AVITA4TL—LaviREBDIS— Aytw—

Ayt—o NE
Read only. FEAIAB B TT,
Resource unavailable. BIRN YT,

String must be more than 0 characters.

SCFHNE T XFLLE TR IR Y £ A,

String too long.

LFHNPRTEET,

The command execution failed, because
"xxx" is executing.

D2 —PFIZL > Ta~vy FEFHTT, LIS KRS TOBETT DD,

D2 —FREMEL TR DR L TL &0,
XXX : iD= —FEHR (console, vty0, vtyl 72 ENFERENFET,)

The number of the <HEX enum> exceeds a
maximum number.

o< RO <HEX enum> O/3F A —F FN R KEBZTHNET,

This command is not supported with this
model.

Ka<wr RIZZOEFT LV TIIRYR— KT,

This command uses the "no" prefix.

ZOa<wy R ’no’ 2~ FOHEHEETT,

Too big.

REFTEET,

Too many parameters.

NI A=BNRETEET,

Unknown user.

RE L= AR BRI THER A,

Wrong encoding.

T a—F 4 T REoTVET,

Wrong length. EINELIHY FHA,
Wrong type. TN > TWET,

Wrong value.

EAELLHY E£HA,

Invalid parameter 'xxx'.

2T A—H xxx' BERH T,

Some parameters are insufficient.

NIA=BPARRLTNET,

Cannot set TOS/Precedence and DSCP at
the same time.

TOS/Precedence & DSCP # [FFFIZRECTEX A, EHLOLNTHIET

LTL7ZEN,

-

3812 AJA > tFa) T+ & RADIUS

%382 OJ4txa1)T14ERADIUSDIS—HAytE—

Ayt—T

&

Can't delete it because data is not
corresponding.

BELEZary 747 b= a UINFELRWEOHIRTE 8 A,

radius-server: Cannot add new group ORI M UEBREGEINTWAYD, 2L ERETEEEA,
because the maximum number is already

set.

radius-server: Cannot add new radius-server Rz N UBMBEINTWATD, T EEETXEEA,

host because the maximum number is
already set.

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — FEFEFNEE L TNET,

38.1.3 HFzld

EXTE & NTP 15H

% 38-3 HZIDEEENTPOIT—AytE—

rAyt—T

RE

Entry count over

ZNLLENTP =7 FLAZRETE EHA, TTIERESNLTND

NTP %—"7 FL AR L T IES W0,
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38. aVvI4TL—LarviREBDIS—AyvE—

38.1.4 EEDEEFEHR

#:38-4 HEBEOBEODIS—Avyt—T

Ayte—T SES
dhep-snooping is in use. DHCP snooping #REN AN E SN TNDHYD, KRELZALTTEEE
A, ip dhep snooping FREZHIFR L TL 72& W,
extended-authentication is in use. TROEEOWTNINEDNIHREINTND-D, ARELLETEE
A,

o RAFHMPIPva 7 7R Y R |

o IEEE802.1X : "R— B FBFE (BhHY)

-W%mﬁ.lmWAN%HF,54*iy7WAN%~P,Wm%ﬂ
HEAIPT FL

o MAC i : IEWAN% F, #4753 v 27 VLAN £— K

TROBELZHIRL T EE0,

* authentication arp-relay

¢ authentication ip access-group
¢ dotlx port-control

¢ web-authentication ip address
¢ web-authentication port

¢ mac-authentication port

filter is in use. T ANVERERENANCHRESNTNWA TS, AREZETFTEEEA, ip
access-group, mac access-group ix & & HIfE L T &0,

igmp-snooping is in use. IGMP snooping #RER AR E SN TND D, KAREZELETEEYE
A, ip igmp snooping X E X HIFR L T 723V,

mld-snooping is in use. MLD snooping F&‘*bﬁﬁ;ﬁ IRESINTWDZY, KEEEAETEZER
A, ipv6 mld snooping FEEZHIBR L T 7E S0,

qos is in use. QoS HEEEN AR E SN TV B W), KRELEETEEHA, ip
qos-flow-group, mac qos-flow-group i EZHIFR L T 7Z2& W,

resource unavailable BELEY Y —2A0RHNTEZBZTWET, TUTFERDLIHFRELT
<TEIW,

38.1.5 HENHKEEFR

%385 HENEHENISI—Avt—3

Ayt—o NE
Can't execute. avy REFETTEERA, BEFETLTIESN,
Invalid time-range. FAHETE COIkA A & 0 6T B v T,

BRENBEDRE L ZFE[L T ZEN,

3816 A4—Hxv MEH

£386 A—HFy FOIF—Ayt—:

Ayt—T nE
Cannot attach the interface specified as a VU R—=NMIFBELIA LV E T2 — A5 R— N F ¥ RZIIBMEEDH 2
ring-port to the channel-group. LIXTEERA,

BELIEAVH 7 2—RER— b ¥ RUICSMSELHEEICIE, Voo
BT ORELHIRLTHLFEML T IEE W,

Cannot change it because "power inline PoE#RE 4 Btk hE BB G N ERIREE D - D EF X XA,
delay" is active. PoE#A 76 bR hafetk ”%E Fﬁ'j 7J37‘ W95 £ THF-O2, no power inline delay CFf
BERRE AR L TN FEFAT L T2 &0,
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38. AVITA4TL—LaviREBDIS— Aytw—

Ay—T

b

port:Relations between media type and
<command> configuration are inconsistent.

media-type auto X E D7, <command> [HFHRAELEE T FH A,
<command> : duplex, mdix auto, speed

this command is different from this one in
channel-group port.

A= b F ¥ FIVOBRENE ER—KTT,
A= FF ¥ XNVOBRENRE —HIFE T LN,

38.1.7

% 38-7

VO TTIT—Y

3 V&R

Yo TEH)E—30DI5S—AytE—

rAyt—T

RE

Can't delete port-channel configuration
referred by other configuration.

a7 47— ay THERAL TN DTZOHIBRTE EEA,

Cannot attach the interface specified as a
ring-port to the channel-group.

Vo ZR—=PMABELIEA LV Z T 2 — A R— FF ¥ RICBMEED 2
LiITEEHA,

HELIA U HE 72— A% KR — b F v RUIBMSE LA, Vo
IZBIT AR ELZHIBR L THHHEM LT EEWN,

dot1x(link-aggregation): The specified
ethernet <IF#> cannot add to the specified
port-channel(<Channel group#>) because
802.1X configuration is different.

Voo 7705 —varyT—8T & IEEES02.1X DR EMN R H 720,
ethernet <IF#> % 5 & 117z port-channel(<Channel group#>) (2 &k T
XFEHA,

<IF#>: A V4 7 = —AR— "EH

<Channel group#> : ¥ x V7L —TFKE

interface : Cannot attach the interface that
specified cfm enable to the channel-group.

CFM @ enable X E LA V¥ 7 =—A%KR— b TF ¥ FTNVICBMEED
ZEIETEERA,

RELIZA VZ T 2= A% R— M F ¥ XVIBMESEH5EC1E, CFM
® enable ZHIRL T 53 L T 7Z&E0,

interface : Cannot attach the interface that
specified mep to the channel-group.

MEP #RELIEA LV E T 2— AR — b F ¥ RILICBMEESLZLIET
ETEEA,

BIELTA Y H 7 2 — A% R — N F v RIS E555121%, MEP
ZHIFRL TMBEML T 7ZEW,

interface : Cannot attach the interface that
specified mip to the channel-group.

MIP 2 ELT=A VX T 2— AR — b F ¥ FICBMEEDH Z LT TE
FH A,

RE LA BT 2 —A%F— M F v RVICBIMERL5E5121E, MIP &
HIBR L T D E LT 7ZE0,

interface : Invalid authentication arp-relay
configuration.

authentication arp-relay X ENRR 5720, A— b F ¥ FVITIMATE E
A,

interface : Invalid authentication ip
access-group configuration.

authentication ip access-group X ENB/e 5728, R— N F v F2UTMA
TEEHA,

interface : Relations between authentication
configuration and channel-group
configuration within same port.

FRER— MRt E o~ RTHEAL TS0, R— b F v 1
ATEFEHRHA,

interface : Relations between the
mac-authentication configuration and the
channel-group configuration within same
port.

FRER— MIMACBRAERETHA L TV o7, R— FF ¥ R/MTMA
TEEEA,

interface : Relations between the
web-authentication configuration and the
channel-group configuration within same
port.

FEER— MX Web FBFERETHEA L TV D729, F— b F v FXUITMAT
XFEHA,

interface : this command is different from
this one in channel-group port.

a7 = a BB B0, R— Ty RUIMATE T8 A,

invalid datalchannel-group].

R b F ¥ RNFHEOFREPNIETT,

invalid datalethernet-if].

AV H—T 2 —AR— "NEBORENRFETT,
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Ayt—3

Maximum number of channel-group port are
already defined.

U ER—FEBRETETETA,
F ¥ NI N—THEALDOR— &R LT E &0,

Mirror port and port-channel are
inconsistent.

IT—AR=PrLLTHEALTWDOR— FF ¥ RVTMATE ER A,

Relations between ip dhcp snooping
configuration and channel-group
configuration are inconsistent.

$87 L7278 — hiX ip dhep snooping % E CHEH L TV AH 7= HHR—
JVZTIMATE £8 A,
ip dhep snooping i E & HIRE ICHHRE L TS0,

F vz

Relations between ip source binding
configuration and channel-group
configuration are inconsistent.

F87E U727 — M ip source binding & CHEHA L TV 570 R — FF v 3
JVITHIIATE 8 A,
ip source binding % & & IR IZHEHE L T Z &0,

FB8E L7 — b5 v /L1 ip source binding #% & T L TV % 7= O HIER
TEEHA,

ip source binding & & & HIBRZICHRE L T 723V,

Relations between ip verify source
configuration and channel-group
configuration are inconsistent.

F87E U727 — b ip verify source i% & T L TW 572 HHR— hF v %L
IZIMATE i“ﬁ:/v
ip verify source &

RE & HIBRZICHRE L T 7Z &V,

Relations between vlan in mac-address-table
static configuration and channel-group
configuration are inconsistent.

mac-address-table static TfEH L T\ 5
FIVTIMATE EHA,

A BT 2 —ADIZHIR— N F ¥

this command is different from this one in
channel-group port.

[ —F % K7 N—FIHRE LB — b TRENE DHONRHYF
ED

F—F % RNV T N—TIHET DR — MIRE —E S MHIBRL
TS,

vlan : Data(port-channel) is invalid.

R— b F ¥ RNVEZORENRIETT,

vlan : This command is different from vlan
configuration in channel-group port.

VLAN 22> 7 4 ' L—2a UIRBER STV, B— hF v 12U
TEFEHA,

38.1.8 MAC 7 KLRFT—TJILIER

%388 MAC7 FLRT—TILDIS—Ayt—2

Ayt—:

Pz

Can't set mac-address-table because of
port-channel nothing.

R— b F ¥ FVNTEE L7272, mac-address-table 235% € T& £H A,

Relations between vlan in mac-address-table
static configuration and switchport
configuration are inconsistent.

mac-address-table static @ vlan 7€ & switchport D27 4 7 L— 3
VIR —E T4, mac-address-table static THE /- vlan 1%, fEES

NicA v & 7 = —AD switchport access/switchport trunk allowed vlan/

switchport mac vlan/switchport protocol vlan CTHE S CW R IT UL
D EHA,
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38.1.9 VLAN 1&#R

%389 VIANDIS—Ayt—

38. AVITA4TL—LaviREBODIS—Ayvyt—:

AyE—13

b

ChGr <Channel group#>: Inconsistency is
found between the dot1x port-control and the
switchport mode configuration.

IEEE802.1X FZFE F 7213 switchport TEH L T\ 572 KR —
HIBRCTX EHA,
<Channel group#> :

A ) e

F ¥ TNV T N— T

Inconsistency is found between the dot1x
vlan enable or dotlx vlan dynamic
radius-vlan <VLAN ID> and the vlan
configuration.

}87E L7- VLAN (%, IEEE802.1X VLAN Hif7#%:

AL TWD7-DHIBRTEERA,
<VLAN ID> : VLAN ID

(#h#g) @ VLAN T

interface : Relations between the
mac-authentication configuration and the
vlan mode configuration are inconsistent.

FBELIEA—MIMACRIECTHEAL CWI7-DRELE T EHA,
mac-authentication port D% E & HIBRZ ICFRRE L T EE W,

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

?L‘ [/f_j— M % Web 3 Aty nJ‘.E’C@i)EH LTW3 7LC
A IE 2 HIlBRTE (T

RELHETEEEA,

web-authentication port MF BRELTLIZEEN,

Mirror port and switchport are inconsistent.

27— — bk & switchport [Z[AFRHZEE TE EHA,

port <IF#>: Inconsistency is found between
the dot1x port-control and the switchport
mode configuration.

F8E L72A— MIIEEES02 X B F CHEA L TV H 7120
<IF#>: A v HZ T = — AR — EKE

EHETEEE A,

Relations between vlan in access-group
configuration and switchport configuration
are inconsistent.

}§7€ L 7= VLAN [ ip access-group F721% mac access-group CTfEH L T\
LHI-ORELEETEERTA,

##@‘5 VLAN %’f 7]? L T\W% ip access-group ¥ 721d mac access-group
DREZHIFRRICHRE LTI ESV,

Relations between vlan in dotlq
configuration and mac vlan configuration
are inconsistent.

switchport mac dotlq vlan & switchport mac vlan G, [A] U VLAN %5 E
LTWDeORETEEEA,

Relations between vlan in dotlq
configuration and native configuration are
inconsistent.

switchport mac dotlq vlan & switchport mac native vlan C, [f U VLAN
ERRELTCVWAIEORETEERA,

Relations between vlan in ip source binding
configuration and switchport configuration
are inconsistent.

ip source binding 7% & Tt L“Cb‘?f) TOBRELETEEEA,
ip source binding #%/E & HIBRBZIZHHE L T2 &0,

Relations between vlan in qos-flow-group
configuration and switchport configuration
are inconsistent.

F87E L 7= VLAN i ip qos-flow-group % 721 mac qos-flow-group Tt L
TWAHTZORELHETEEREA,

%9 % VLAN %% & L T\ % ip qos-flow-group & 721 mac
qos-flow-group DX E & HIFRZIZHRE L T ZE 0,

vlan : Can't change mode from
{nothing | protocol-based | mac-based } to
{nothing | protocol-based | mac-based }.

F5E L7z VLAN £ — RF® VLAN fiBIAR—E T4, (VLAN &5 )

vlan : Can't delete vlan configuration
because of default vlan.

77 4V h VLAN O 7= OHIBRTE /A,

vlan : Can't setting port[<IF#>] because of
channel-group port.

FEE LA —
ETEETA,
<IF#>: A B 7 = —AK— " &EE

FEFIET ¥ XN T N—T IR L TN D TR — b bk

vlan : Data(mac-address) is invalid.

FEE L7- mac-address 2NEiPHANA D 7= 0B EFETE FH A,

vlan : maximum number which can be used
is exceeded.

VLAN B3k = > b U BEBA 72l ERTE A,

vlan : Not found protocol name.

vlan-protocol 23AKRFEE DT OHE TE EH A,

vlan : Some port's setting have been failed.

Channel 75 Port ~DOFRENRB L £ Lz,
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Ay—T

Rz

vlan : Some setting can't have been done
because of vlan unmatch.

FELRWVLAN 8 1 DLl EEFENTWAH T, 8 ETE 720 VLAN 8
HOFEL,

vlan[<VLAN ID>] : Can't change mode from
{nothing | protocol-based | mac-based} to
{nothing | protocol-based | mac-based}.

8E L 7= VLAN & — F® VLAN f5I 23R — % T4, (VLAN HAFEE)
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete it because
data is not corresponding.

F8E L7- VLAN BFEIE LW OHIBRTE T8 A,

87 L7z mac-address ITBEE STV RWEDHIBRTE £ A,
F87E L 7= mac-address-table |Z/FE L 72 W=D HIBETE /A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete port-channel
configuration referred by other
configuration.

a7 47— a THERAL TS 7OHIBRTE EEA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete vlan
configuration referred by other
configuration.

a7 47— a THERAL TS 7OHIBRTE EEA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set access-vlan
which is not configured to use vlan.

VLAN BFEE L7227 7 8 XA VLAN R ETE £t A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set
mac-address-table static which is not
configured to use vlan.

VLAN M fF4E L7220 7= % mac-address-table # % E T £H A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set native-vlan
which is not configured to use vlan.

VLAN BfFEL 722D R A 7 7 VLAN R ETE EH A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Data can't be set because
of not mac-based.

}§7E L7z VLAN X MAC VLAN T7Z2\ /=¥, mac-address # B #k T& 8
Ao
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Data can't be set because
of not protocol-based.

F87E L7- VLAN (X7 2 k =L VLAN T72\ 728 protocol % Bk T -+
Hoo
<VLAN ID> : VLAN ID

VLAN <VLAN ID> is already in use for
mirroring.

$87E L 7= VLAN % switchport monitor dotlq tag T L T\ % 7= D% E
THIELIXTEEREA,

vlan[<VLAN ID>] : mac-address has already
been set to other VLAN[<VLAN ID>].

1> VLAN CBEIZHE & mac-address [TH RSN TN DO TEHETE
Puo
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : maximum number which
can be used is exceeded.

VLAN #nf k= NV EZ BRI DAERTEETA,

gk mac-address NIRRT NV EEB X208 T EHA,

%4$% mac-address-table A KT U BABR-T-O8ETE EE A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Protocol
{ethertype | llc | snap-ethertype} <HEX>
duplicate at ChGr[<Channel group#>].

R UAR— N F v 20 BIZIEFE T 7 a b a2V ETi#lRBl3 2% VLAN (—> Lo
BRETEEE A,

<VLAN ID> : VLAN ID

<HEX>: 7o | 2L

<Channel group#> : F v /LI —TFK 5

vlan[<VLAN ID>] : Protocol
{ethertype | llc | snap-ethertype} <HEX>
duplicate at port[<IF#>].

R UAR— N EIZIEFEC 72 b2Vl CikBl4 5 VLAN 1Z—D L E T
FHA,

<VLAN ID> : VLAN ID

<HEX>: 7’1 b 2/

<IF#>: 4 —Hh % v hAR—  EF

vlan-protocol : Cannot delete protocol
referred by VLAN configuration.

protocol TR L TV 5 7-DHIRTE A,

vlan-protocol : maximum number which can
be used is exceeded.

EEARCHEAT S 7 FaLfi (ethertype fE, llcfi, snap-ethertype
fE) 1XHKR 16 HTT, 16 {HEZEBX TRETEETA,
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38. AVITA4TL—LaviREBODIS—Ayvyt—:

38.1.10 R/N\Z=2 5 W1 —iIER

#3810 RNV —DIFT—Ayt—3

Ayg—o

RE

Can not configure spanning-tree when Ring
Protocol is configured.

Ring Protocol BEREN G E SN TND T2, A=Y ) — 2R ETEE
A,

Cost is over 65535, please set up in 1 to
65535 or set pathcost method to long.

cost DA 65535 LL ET9 ., cost DfEE 1725 65535 O THET 5
7>, pathcost method % long |2 L CTL 72& W,

Maximum number of entries are already
defined. <STP_VLAN>

BRRZMIBUEDOT P EBIMLE S & LTWET, RERT b
UZHIBRLTHrbBIML T ESW,

Maximum number of MST instance are
already defined.

MST AV AH VAP T TR AEEE SN TNET, HETE5H MST
A VAR AT K 16 T,

Pathcost method is short, please set up in 1
to 65535 or set pathcost method to long.

pathcost method 73 short T3, cost Dffiz 175 65535 OFEIFH CTaxET
%7, pathcost method % long IZ L TL 7230y,

Relations between 12protocol-tunnel stp and
spanning-tree configuration are
inconsistent.

BPDU 74 U—T 4T a7 b—arybt A=Y ) —ay
T4 7= ar ORI A—ETE, BPDU 74V —F 4 a
T4 —a v ERETARIL, A=YV — A E LT ALER D
D ET,

Relations between PVST+ and the
protocol-vlan or mac-vlan configuration are
inconsistent.

PVST+ &, 7m | =L VLAN %72/% MAC VLAN (I[FFFZRETE 8
s

Too many parameters (VLAN-range of MST
Instance <MSTI ID>).

ATIRT A =2 EH R ¥ (200) A TOET, RREUNTHREL
TLEE N,
<MSTI ID> : MST A > A% > A ID

38.1.11 Ring Protocol {&#k

% 38-11 Ring Protocol DTS —* wv&—2

Ayt—:

b

axrp-<Ring ID>! cannot configure this
command to channel-group port.

A= FF ¥ RMZBMLTNEAL L Z T 2—RIZ, VT R— NIFKETE
EH A,

<Ring ID>: U > 7/ ID

axrp-<Ring ID>: Can't delete axrp
configuration referred by other.

FBELZY 7 ID X, axrpring-port 2~ RCTHEHAL TWHZOHIBRT
EFEHA,

<Ring ID>: U > 7 ID

axrp-<Ring ID>! maximum number of
ring-id are already defined.

HEERATHEMTE 2 ) 7 IDIFHRKR4HTT, 4HE2BATRETEE
A,
Uo7 ID BT 25813, BEFHOD 7 ID ZHIERL T ZEW,

<Ring ID>: U > 7/ ID

axrp-<Ring ID>! maximum number of
ring-port are already defined.

Vo ZR—=ME, —20) 7 IDICK LT ORELET,
WMOR—=F%) TR =MIRET 2HEE, REFHDY 7 R— |k zHl
LT 72&0y,

<Ring ID>: U > 2 ID

axrp-<Ring ID>: Relations between uplink
redundant and ring protocol are
inconsistent.

BEINIcA L E T 2—RE, Ty7T Vo y « UX U MERENRT TIZER
EEINTWET,

Ty TNy e DEUE Y MEREZEIRT 50, EEROL X T 2 —R
ZIEELTLIES N,

<Ring ID>: UV > 7' ID
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Ayt—3

Rz

axrp-<Ring ID>: this interface is already
defined as a ring port of other ring
configured the same vlan-mapping.

BESNIEA L Z 7 2—AE, Ra< FTHEELEZY V@M Eh Ty
HVLAN v BV 7 EEUVLAN = v BV 7 ZEA LT AIENrDY v 7
DY TR—FELT, TTRRESNTNET,

YHA VBT 2— A% B VIRBET D), FFHOA ¥ T 2 —R %
FBELTEEN,

<Ring ID>: U >~ ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in control-vlan.

fAE Sz VLAN i, 3 TICHI# VLAN ICBE S TOE TS,
4 VLAN 7> 5% VLAN ZHIER3 275>, Bl VLAN 2 H L T2 E
Wy,

<Ring ID>: U >~ ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in control-vlan of other
ring.

FBE &7 VLAN IE, 3 Cl2igno VU v 7 ol VLAN ICRE STV E
7

1EDD Y > 7 OFIE VLAN 7> 55%24 VLAN ZHIER4 57y, Blloo VLAN %4
JALTL &N,

<Ring ID>: U > 2 ID

<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in
multi-fault-detection-vlan.

%Eéntme@,#T’%E@iWﬁWAN_ﬁﬁénrwiT
% WEERAN VLAN 2> 5% VLAN 29 52>, B0 VLAN 2/ LT
<TZEW,

<Ring ID>: U > 2 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in
multi-fault-detection-vlan of other ring.

E SN VLAN 1%, T
nTHWET,

FND Y 7 DS EREE VLAN 7 5% VLAN Z 532 5,
VLAN Z{FH L T 2 &0,

ED Y > 7 DS EREEER VLAN ([ZRE &

B D

<Ring ID>: U > 7 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in vlan-mapping.

FBE &= VLAN IE, T CIZVLAN v v B IR ESNTHET,
VLAN ~ v ¥ 7 55%34 VLAN ZHIBR3 57, Bl VLAN 24 L <
FEW,

<Ring ID>: U >~ ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan-mapping <Mapping
ID> is already configured in vlan-group of
other ring.

8 &7z VLAN = » B> 71X, T CIENHD Y > 7O VLAN 7 v—71Z

BESNTHWET,

13730 VLAN 7 A — 7 in Sl % 73, 3100 VLAN 70— 7 26 LT <
7ZEW,

<Ring ID>: U > 2 ID

<Mapping ID> : VLAN = v 2.7 ID

axrp-<Ring ID>-<Group ID>:
vlan-mapping <Mapping ID> is already
configured in another vlan-group.

fAE &N 72 VLAN v v E 2 73T TIZE— Y » 7 D5ld VLAN 7 /v—71Z

WESNTVWET,
1E5 D VLAN Zv—7" 2 BHEIERT %205, Bl VLAN = v B 7 % L C
<TEEN,

<Ring ID>: U > 7 ID
<Group ID> : VLAN 7' L — 7 ID
<Mapping ID> : VLAN < v &°> 2 ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in
control-vlan.

fAE Sz VLAN (3, 3 T2l VLAN ICBE STV ET,
4 VLAN 7> 5% VLAN ZHIEx 3 272, Bl VLAN 2 L T< 72 &
0,
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Ayt—o

RE

<Mapping ID> : VLAN < > &' 7 ID
<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in
multi-fault-detection-vlan.

FBE SN 72 VLAN IE, T CICLEREEGH VLAN IZRESNTNET,
% HIEEREG VLAN 7> 5:3%4 VLAN %8I %%, Bl VLAN 28 LT
<TEEW,

<Mapping ID> : VLAN < > £°> 7 ID
<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in other
vlan-mapping.

BESNT VLAN 1L, T CIIEN0~ vy By ZICRESNTWET,
1F7°0 VLAN = v E' 2 7705 i% 2 VLAN #9572y, Bl VLAN % 4#
LTL7EEN,

<Mapping ID> : VLAN < v £°> 2 ID
<VLAN ID> : VLAN ID

Cannot configure Ring Protocol when
spanning-tree is configured.

AR= T ) —=RERE SN TV 5729, Ring Protocol #REZ X ETE £4
Aoe

38.1.12

% 38-12

IGMP snooping 1&%k

IGMP snooping DTS —* vt—

Ayt—T

b

Maximum number of VLAN are already
defined, <VLAN ID> igmp snooping can not
enable.

IGMP snooping & MLD snooping CiE CTX % vlan D& FHIHRK 32 A
TY, 2 EHATHRETETETA,
<VLAN ID>: VLAN ID

system function isn't set.

system function FX ENRNZOHETE EH A,
system function C igmp-snooping Z %€ L T 72 &\,

38.1.13 MLD snooping &R

# 38-13 MLD snooping DTS5 —AvE—

Ayt—T

s

Duplicate mld query message source
address.

AT MLD Query A v E—YDEETLIP 7 RLARERINTWHTZOK
ETEERA,

Maximum number of VLAN are already
defined, <VLAN ID> mld snooping can not
enable.

IGMP snooping & MLD snooping CHiE CTX % vlan D& FHIHRK 32 H
TY, 2 EBELTHRETEEEA,
<VLAN ID>: VLAN ID

system function isn't set.

system function FX ENR V2O ETEZ EH A,

Sy

system function ¢ mld-snooping ##%E L T 72 &\,
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38.1.14

% 38-14

IPv4 - ARP - ICMP 1&#R

IPv4 - ARP - ICMP DTS5 — A y+&—2

Ayw—T

a

A&

ip : Inconsistency has occurred in a setting of

IP address and route.

IPEHRCTHRELET R R &)b— MEHR TRIE L7 nexthop DRy h U —
I7 RVRICTHENRELTNET,
nexthop Z1E L < FE L T2,

ip : IP address is duplicate between interface
and nexthop.

IPEHRCTHRELLET RLR EL— MEBRTHE L7 nexthop D7 R L AN
HEHELTWET,
T RUANREFE LRI IICREL T IEEN,

ip : maximum number of route are already
defined.

IHRB A — MEREBRIETE EH A,
Ty b= e RE LTI EEN,

ip[<VLAN ID>] : Can’t delete IP
configuration with route configuration.

N— MEBRPIAELTOETS,
N— MERZHIBR L72%, IPEREZHIBRL T ZIW,
<VLAN ID>: VLAN ID

ip[<VLAN ID>] : Duplicate network address.

1> VLAN IZ, IRy hU—2 7 RLAZADIP 7 FLAREHRZSATY
7,

FR_RTOFRy NI =T RLANZ=— 10355 I2IP 7 L A2 RE
LT 7Zan,

<VLAN ID>: VLAN ID

Web s8iE8EH IP 7 KL AL, MUAY hU—27 KLADIP T KLAR
ERENTOVET,

Web i8GiEHA IP 7 RLADRy NU—7 7 RLALEHLRNVEL I IZ
IP7 FLAZREL TSN,

<VLAN ID>: VLAN ID

ip[<VLAN ID>] : maximum number of IP
configuration are already defined.

ZHALLEIP 7 FLAZRETEEEA,
Ty U= E RLE L TS 7ZE 0,
<VLAN ID> : VLAN ID

38.1.15 T O—#&HE— FIEH

£3815 JO0—FE—KDIS—Avt—2

Ayt—o

RE

Cannot change the flow detection mode.

UTFRREINTNDYD, 7a—RHE— FELETEETA,

A UHF T =R T VA A N

A UH T2 —RT QoS 7T r—U A N

- access-redirect http port

Tu— T — REEE LWEAIE, EROREEL T TCHIBRL T
S,
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38.1.16 77X X MEH

£38-16 FUVHERYRMDIS—Ayvt—

Ayg—o

Cannot attach this list because flow
detection mode Layer2-1.

S
7 a—HHE— 2 Layer2-1 OHAI21E, ZO7 27 ®AY A MI#EHAT
EFEHA,
7 —fHE— R Layer2-1 ®& %, MACT7 7 AV RXR F@ATEE

7
WD a< RpfERTEET,

mac access-group =¥ R

Cannot attach this list because flow
detection mode Layer2-2.

7 v — T — R Layer2-2 O%451201%, ZOT7 7 AV A MIEHT
TEHA,

7o —HE— R Layer2-2 D & &, IPva 727 AU X b3
R

WOz~ RPEHTEET,

ip access-group 2~ K

ECTEE

Maximum number of entries are already
defined. <valuel>

R MU EDOZ U R EZBIMLED ELTWET, RELRTY b
VEHIBRL TOHBEML T ZEN,

Over two entry as an address family cannot
be set.

FNOT 7 AY A MR TCICEAFEATT,
TI7RAVA N LTZWEEIZE, @HISTWST 78X Y X MO
BAHZHIBRLTHD, fTo T E&,

system function isn't set.

system function i EN R V2 ORETE T A,
system function T filter % f§E L T 72 &\,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BB O — 7 U AR GRRKEEBLE L,
resequence % FET LT 72X,

This list cannot be set to this port.

DT I7RAVANMIZOLA—Y Ry AV F 72— R ZITEHATEEE
oo

A=V XY "V EZT2—RAIT 7R Y A2 FZHEAT HEEI121T, 77
AU A MNO T v —RHSMO VLANID 2S#EH$T 54—V %> b

Z7 == ADBRENFICEEN TV DOLERHY £,

This list cannot be set to VLAN.

ZOT AV AMIVLAN A V% 7 x— R Zi3EHATE A,

77 AV A MO T B —RHFMHIZ VLAN ID 2BMHEE SN TV DHGAIC

1%, #0727 8AYZRMIVLAN A U F 7 = — A ZI3EATE 5 A,

A=Y Ry MU ET7 2 —RZWAT 55, M5 VLAN ID %4l
BRLCL7Z&E,

This list name is being used as other protocol
type by other definition.

ZOFMNAXENDOT 78 AV A N THAFHLOLFROT-ORETE EH
oo
ENDOT 78 AV A RNTHAL T RWARKHRZIEE L T EEN,

The maximum number of entries are
exceeded.

REARER T P UBEBAE Lic, REQR MU ZHIBRL THL AT
LTL7ZaEny,
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38.1.17 QoS 1&#k

#38-17 QoSDHDIS—Avyt—

Ayt—

%

Can not set command, because
limit-queue-length command is set.

limit-queue-length =~ > FREESN TN D720, PQLUAND A ¥ a—
Vo 7E— REIRETE i‘d’/uo

Can not set command, because scheduling
modes is not PQ.

PQUANDA Y a—Y v TE— RPRRESNTNDHD
limit-queue-length =~ > NIZRETE A,

Can not set half duplex because
traffic-shape rate is specified for the port.

BRI AR — MR E STV D729, duplex ICERETE 8 A,

Can not set half duplex because WFQ
min-rate is specified for the port.

[FIHRZ WFQ & — R ORAKRAERIRAHEE SN TN 5728, duplex IZFRE
TEEHA,

Can not set traffic-shape rate because of the
port is half duplex.

[E#RE RO D, AN— MERHEEEE TE A,

Can not set WFQ min-rate because of the
port is half duplex.

EI#EA Y " EO-D, WFQ T— FOKEKMIEHRAFEETE A,

Cannot attach this list because flow
detection mode Layer2-1.

7 v — T — R Layer2-1 D411,
TEEHA,

7 a—fRHE— K2 Layer2-1 ® & &, MACQoS 7ur—U A MM TE
E7

WOa~ RBRERTEET,

mac qos-flow-group =2~ > K

Z? QoS 7wu—VU R ki

Cannot attach this list because flow
detection mode Layer2-2.

7 v —fRHE— R Layer2-2 OH4121%, 2 QoS 7 v —1U & hdiEH
TExEHA,

70 —fRHE— R Layer2-2 ® & %, IPv4 QoS 71— U X F 3 T
Ex AN

MDA~ FRERTEET,

ip qos-flow-group 2~ K

Maximum number of entries are already
defined. <valuel>

ER=MIBUEOZ Y EBILES & LTWES, RERT b
UZHIBRL THLBML T ZENY,

Over two entry as an address family cannot
be set.

1F2D QoS 7 u—U A M TITHEAFEA T,
QoS 7r—VU X A LIZWEEICIE, EHISNATHND QoS 7e—U R
FOBEAZEIELTHD, ToTLEE,

system function isn't set.

system function FXENRWVZORETE EH A,
system function C qos Z#HE L T 7231,

The different name is already defined.

BEIZ queue-group MEAESINTWA I/FiZ=> FVBML LS & L2HAE

The Maximum number of entries are
already defined. <QOSFLOW_GROUP>

QoS 7u—U A D IF ~O/mKEMEEBEALTVET,

The Maximum number of entries are
already defined. <QOSFLOW_LIST>

QoS 7r—1U A b remark D KFHERZBLTNET,

The Maximum number of entries are
already defined. <QOSFLOW_MAC>

MAC-QoS 7u—U A D= b U EBRESRGEZBZTWET,

The maximum number of entries are
exceeded.

QoS = M UEPINAEEFEBZ TVET,
¥, T0ar74ZL—varyTOfAEs PV BB RIOEE = NY
$1% show system =~ R CHER T E T,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

HEhs—F VAR ENRERNELBIEB L E L7z, resequence =~ R FEIT
LTL7ZEN,

The total of min-rate exceeded bandwidth of
port.

FRE U e AR RAEA R O FI S M 2 2 TV E T,

R, TS 722 £ 9 IZRE L T2 80,
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Rz

This list cannot be set to this port.

IDQST7E—YANMIZOA =Yy b FT7=—AITEMNTE %
A,

A—HXy b FT72—AIC QoS 77—V X &M+ 5T,
QoS 7 —VU A FNDO 7 —itH%hd VLAN ID 258145 4 —H % >

A UH 72— AOBRENFIZHEENTODIRLERH Y 77,

This list cannot be set to VLAN.

ZD QoS 71— A MIVLAN A v ¥ 7 = —ATTHEATEE A,

QoS 7m— U A FND 7 m—HHFMEIC VLAN ID BHEE STV L 56
2%, 20 QoS 7 —Y XA MIVLAN A v 4 7 = —R|ZITEMATE £
o A =P Fy A FT7=—RTWEMT 50, HHSEMA»S VLANID %
HIBRL TS 728wy,

This list name is being used as other
protocol type by other definition.

1F0D QoS 7 —Y A N THAFEALDLHTY,
1D QoS 7u—VU A M THEHL TWRaWARREZITISE D QoS 7
n—UZ2 MEHEELTIEEN,

38.1.18 LA ¥ 23%

nIL,\

% 38-18 LA V2 HEENTS—

BIEER

Ayt—

Aytz—3

RE

interface : Invalid access-list ID for
authentication.

authentication ip access-group Ci#HHFH#DT 7 A Y A L R £7,
G ATRE ) A MARRIZ 1 2721 T, )
BECREFAHDT 78 AU A FEREL TS, 2, o1 4
T2 —ATHEHAEHIDOT 7EA) A M E2T_XCHIRE, BFRELTLEE
AN

interface : Invalid authentication arp-relay
configuration.

MR — MITRa~ Y RRERBERE STV RN 29, authentication
arp-relay ZiX ETE EHA,

¢ dotlx port-control

¢ web-authentication port

* mac-authentication port

W& LSRN — MCBRUER, MRELTIZIN,

interface : Invalid authentication ip
access-group configuration.

YR — M TFRa~v s R
arp-relay % ETX EHA,
¢ dotlx port-control

¢ web-authentication port

ENHERE SN TV 728, authentication

* mac-authentication port

W& LS RN — MCBRUER, MRELTIZEN,

interface : Over two entry as an address
family cannot be set.

FENOT 7 AY A RN TTITHEAFERTT,
HWHISN DT 722 ) 2 NOBAZHIBRE, HRE LTI,

interface : Relations between the switchport
mac vlan and authentication
force-authorized vlan are inconsistent.

F87€ L72 VLAN /X MAC VLAN T7Z2\ /=, authentication
force-authorized vlan ##%E CZ ¥ A,
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RE

interface : Relations between individual
force-authorized and common
force-authorized are inconsistent.

%D!LADJ‘.E)F,L @§§% uquﬁ’lﬂi‘kﬂTD\éf\_&) * '_./:E_J—C“_‘ Mz
authentication force-authorized vlan =~ > REZRE T EHA, Fid
BREZHIBRL T 7ZEW,

¢ dotlx force-authorized

¢ dotlx force-authorized vlan

¢ web-authentication force-authorized vlan

¢ web-authentication static-vlan force-authorized

¢ mac-authentication force-authorized vlan

¢ mac-authentication static-vlan force-authorized

Relations between individual
force-authorized and common
force-authorized are inconsistent.

KBRS RE DO BRFIFEAEA R E SN T 5728, authentication
force-authorized enable =~ > RZFHETETEHA, FLORELXHIFRL
TLEE,

¢ dotlx force-authorized

¢ dotlx force-authorized vlan

¢ web-authentication force-authorized vlan

¢ web-authentication static-vlan force-authorized

¢ mac-authentication force-authorized vlan

¢ mac-authentication static-vlan force-authorized

38.1.19 |EEE802.1X 15#k

% 38-19 IEEE802AX DI Z—AvtE—Y
Ayt—2 A
dot1x(xxxxx): Cannot set "dot1x interface xxxxx DA — F I F—BECR > TS T8, AF— AR
port-control" because monitor session mode EWETETEEA,
is set now. XXXXX

ethernet <IF#>: f — %Xy N f V' Z T =z —AR— 1 &%

dot1x(xxxxx): Cannot set " dot1x
authentication " command because
user-group or legacy mode configuration(s) is
set now.

interface xxxxx {22 —W% ID BIFRRES X, F7T LA —F— FREIC
72> TW5 728, dotlx authentication =~ REZHRETX EHA,
TRROBRELZHIFRL T ZIN,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan

¢ web-authentication user-group

¢ web-authentication vlan

¢ mac-authentication interface

¢ mac-authentication vlan

dot1x(link-aggregation): Cannot set the
configuration because the ethernet <IF#>
belongs to the port-channel

FRE D ethernet <IF#> (IR — b F v R/LICE L TW A 72, IEEES02.1X
nxif%i‘ﬂ‘/uo
<IF#>: A VX7 =—AKR— 5

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic ignore-eapol-start" because
supplicant-detection is disable-method.

VLAN HA7FRE (@JE’J) D¥mARRHENIEN disable TH 5728
AR RE A R E TE £ A

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic ignore-eapol-start" because
reauthentication mode is invalid.

VLAN‘W#EEHE(EJE’J)UDF'ﬂ‘umnE%‘&ZM%% ERANTIR- TWRWZD, i
RECRAHFEGEMIEERE 23 E TE XA,

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic radius-vlan" because the specified
vlan <VLAN ID> is not found.

FHE & 7= VLAN <VLAN ID> |35 (28GR STV RN 29
radius-vlan & L CHEKTX EHA,

<VLAN ID>: VLAN ID

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic radius-vlan" because the specified
vlan <VLAN ID> is not mac-vlan.

5 72 VLAN <VLAN ID> /X MAC VLAN TiI72\ 72, radius-vlan
LLTRERTEEEA,
<VLAN ID>: VLAN ID
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dot1x(vlan dynamic): Cannot set "dotlx vlan =~ VLAN B 323E (BIf) Ok BRI IFEEEN R E STV A0,
dynamic supplicant-detection disable" R EIE % disable I TX £H A,
because ignore-eapol-start is set now.
dot1x(vlan dynamic): Cannot set "no dotlx VLAN Hi{7 38 (EIHY ) DR Bkl 2RI RE N SR E SN T WD 0,

vlan dynamic reauthentication" because
ignore-eapol-start is set now.

FPIRRAESR B RE & I T & AL,

dot1x(xxxx): Cannot delete "dot1x
port-control" because authentication ip
access-group/arp-relay is set.

interface xxxxx |Z, authentication arp-relay, authentication ip
access-group M ax & SN T 5728, dotlx port-control Z HIBRT& £
Ao

XXXXX :

ethernet <IF#>: f —Hh Xy b £ ¥ 7 = — KR —  EH
port-channel <Channel group#> : " — s F ¥ Rr L EFE

dot1x(xxxx): Cannot delete "dot1x
port-control" because dotlx
force-authorized is set.

interface xxxxx |2, dotlx force-authorized =~ RNREINTWNB 7=
%, dotlx port-control #HIR T £+ A,

XXXXX :

ethernet <IF#>: f —V X v h A v HX T =2 —AKR— EF
port-channel <Channel group#> : ;"— hF ¥ 32 LFK =

dot1x(xxxx): Cannot set "dot1x
force-authorized"

because authentication force-authorized is
set.

interface xxxxx @ authentication force-authorized =~ > R E ST
W5 7=®, dotlx force-authorized 2~ FEFRETE T8 A,
ethernet <IF#> : f —H v b £ V¥ 7 =2 —AKR— "=

port-channel <Channel group#> : " — K F v X /L& 5

dot1x(xxxx): Cannot set "dot1x
force-authorized" because 802.1X auth mode
is unmatch.

interface xxxxx OFRFEET— RAER 5728, dotlx force-authorized =~
R fZ H/f“( é‘ i"t’l‘/\/o

XXXXX :
ethernet <IF#>: A —% Ry b f L F 7 = —AR— [ EH
port-channel <Channel group#> : " — s F ¥ Rr L EFE

dot1x(xxxxx): Cannot set "dot1x
ignore-eapol-start" because reauthentication
mode is invalid.

interface xxxxx @ﬁ?@%ﬁ%*%ﬁ‘éﬁ;ﬁ’;ﬂl o TR, VR R
PARE LR RE A R E T E EH A,
KXXXX :

ethernet <IF#>: A —H Ry h A V¥ T2 —AK— MEF
port-channel <Channel group#> : " — F F ¥ Rr L EFE

dot1x(xxxxx): Cannot set "dot1x
ignore-eapol-start" because
supplicant-detection is disable-method.

interface xxxxx OV A HEMEDS disable TH D729, i K E R FFEFEM
IEHEREZ R ETE A,
XKXXXX :

ethernet <IF#>: A —V Xy b AV FX T2 —AK— ' EE
port-channel <Channel group#> : " — F F ¥ Rr L EFE

dot1x: Cannot set "aaa authentication dot1x"
because the maximum number is already
set.

WA A MERAT Y ) B EN TS0
T A,

NP B TE

dot1x(xxxxx): Cannot set "dot1x
multiple-authentication" because
force-mode is set now.

interface xxxxx 75‘5 force-unauthorized ¥ 721 force-authorized & — KiZ
o TWDHTe®, WMARRIEE— FERETEEEA,

XXXXX

ethernet <IF#>: A —V Xy b AV FX T2 —AK— ' EE
port-channel <Channel group#> : " — F F ¥ RrLEFE

dot1x(xxxxx): Cannot set "dot1x port-control
force" command because sub-mode is
multiple-authentication.

interface xxxxx MU ARFRFET — RIZ/2 > TWA 728, force-unauthorized
% 7213 force-authorized € — FZ R ETE WA,

XXXXX

ethernet <IF#>: f —HV R v h £ V¥ 72— AK— hEH

port-channel <Channel group#> : ;K— hF ¥ 2 LFK =
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Rz

dot1x(xxxxx): Cannot set "dot1x
port-control" because switchport mode is not
access-mode.

interface xxxxx ¢ switchport mode 7% access T2V 2, A— hHALFE
AEERETEER A,

XXXXX :

ethernet <IF#>: f —V Ry b f VX T = —AFR—  F =5

port-channel <Channel group#> : A — hF ¥ X /L& 5

dot1x(xxxxx):Cannot set "dot1x port-control
force" because switchport mode is mac-vlan
mode.

interface xxxxx(ethernet <IF#> F 7-1Z port-channel <Channel group#>)
@ switchport mode 73 MAC VLAN (2725 TWA 72,
force-unauthorized & 7= (3 force-authorized €— K& HE T XA,
XXXXX !

ethernet <IF#>: A —V X v M AV H T = —AKR— EF

port-channel <Channel group#> : " — s F ¥ R /L& 5

dot1x(xxxxx): Cannot set "dot1x interface xxxxx O AR ERFRFEIN IEARTEN R E STV D728, SRt
supplicant-detection disable" because B{E% disable IZ TX EH A,
ignore-eapol-start is set now. —
ethernet <IF#>: f —Y% v b f VX 7 = —AKR— " F =
port-channel <Channel group#> : "— s F ¥ R /LEFE
dot1x(xxxxx): Cannot set "no dot1x interface xxxxx OIR FR M IEBEEN BT I N TN D0, i

reauthentication" because ignore-eapol-start
is set now.

FURBERE A M TE EH A,

XXXXX ©

ethernet <IF#>: f —% Xy h AV FX T = —AKR—  EE
port-channel <Channel group#> : " — s F ¥ R LEFE

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic enable" because authentication list
or user-group is set.

2—HID BIFEAES X, F73A— FERRES AR HE SN TWNDH =9
dotlx vlan dynamic enable 2~ REHETE XA,
TROBEZHIRL T ZEW,

¢ dotlx authentication

* mac-authentication authentication

¢ web-authentication authentication

* web-authentication user-group

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic enable" because authentication
multi-step is set.

VI T AT v TRIEDHE SN TN 5728, dotlx vlan dynamic enable =
YU RERETE LY A,
authentication multi-step =~ REREZHIFRL T 72 &0,

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic radius-vlan" because
authentication list or user-group is set.

2— ID BIRBGES X, FidA— MRERREF MHE SN TN 5729,
dotlx vlan dynamic radius-vlan 2~ FZRETE A,
TROBEZHIRL T EE0,
¢ dotlx authentication
¢ mac-authentication authentication
¢ web-authentication authentication
¢ web-authentication user-group

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic radius-vlan" because the
authentication multi-step is set.

TIVF AT TRRFENFRE I TV D72, dotlx vlan dynamic
radius-vlan 2 ~< > RERETEZ EH A,

authentication multi-step 2~ REREZHIFRL T 72 &0,

dot1lx: Cannot set "dotlx
system-auth-control" because
12protocol-tunnel eap configuration is valid
now.

EAPOL 7 #+ U —7 4 v 7 HBEN A TH S 72, IEEE802.1X ZFRE T
TEHA,

12protocol-tunnel: Cannot set
"I2protocol-tunnel eap" because 802.1X
configuration is valid now.

IEEES02.1X WA TH B 728
TEHA,

, EAPOL 7 4+ UV —7 1 v VT B§RE & RE T

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT Y MBS TS0, ZRAUERETEEEA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — FNEFNEEL TV ET,
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system function isn't set.

system function FZEN LV 2®d, Tila~y FEHETEEHA,
¢ dotlx port-control auto
* authentication arp-relay

¢ authentication ip access-group

xxxxx: Cannot set the command because of
internal error. (code=y)

WET 7 —MFEL, a~v 2 FERETEEEATLE,

xxxxx :dotlx/radius-server / 12protocol-tunnel / multi-step, y: 1, 2, 3, 4

38.1.20 Web 2ii1%E%R (DHCP ﬂ—/wﬁ#&ﬁt)

% 38-20 Web I IS—Avt—

Ayt—13

Conflicting port number.

Duplicate network address.

AE
Web BFEHAR— MEENREHE L TOET, Web FBEEAR— FESNEBL
VI Hlc LT 7Ean,
ffi> VLAN (2, RICF Y hU—2T7 RLADIP 7 RLAREFRSIN TN E
R

VLAN % v hU—27 7 FLALBEBELRWE I,
VAZREL T ZEN,

Web SBFEHM IP 7 K

interface : Invalid web-authentication
html-fileset configuration.

7% 7K — M IZ web-authentication port 2~ > RWFRE STV RN 728
web-authentication html-fileset 2~ > FAZHETZ XA,

interface : Invalid web-authentication port
configuration.

MR — MITRa~ Yy RRFRESNTNDH7, web-authentication
port =¥ RZHIBRTE 8 A,

¢ authentication ip access-group

* authentication arp-relay

¢ web-authentication html-fileset

interface : Relations between the
web-authentication configuration and the
channel-group configuration within same
port.

fRER—
TEHA,

M Web SBGERETHEA L TWS72D, R— FF v X ITIAT

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

ER— MITr FarR— bREDTD, Web Bila ik ETEEH A,

interface : Relations between the
web-authentication configuration and the
mirror configuration are inconsistent.

ER— MIIT—HR— FREDT=D, Web BIALEZHETE EH A,

i

interface : Relations between user-group or
legacy mode configuration(s) and
authentication list configuration(s) are
inconsistent.

2—FID BIRRGEA K, FEF LA —F—RRREINTNDDH
web-authentication authentication 2~ FEZFHETE FH A,
FREORREZHIFR L T Z &0,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan

¢ web-authentication user-group

¢ web-authentication vlan

¢ mac-authentication interface

¢ mac-authentication vlan

interface : Cannot set the command because
the specified vlan <VLAN ID> is not found.

i L7z VLAN 28 MAC VLAN T2\ /=,
<VLAN ID>:VLAN ID
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interface : Relations between individual A RE IR ORI FRGEN R ES N TWAH T2, FRER— M Fidoa~

force-authorized and common
force-authorized are inconsistent.

U RERETEET A,
¢ web-authentication force-authorized vlan
¢ web-authentication static-vlan force-authorized

TROBEZHIRL T EEW,
¢ authentication force- authorlzed enable
¢ authentication force-authorized vlan

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT L MVEBRE SN TWD2D, ZThU ERETE EEA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — FEFNEHE L TNET,

system function isn't set.

system function 2~ REENLRWZ, T~y RERETEEE
o

* web-authentication ip address

* web-authentication port

system function T extended-authentication Z#%E L T 72 &\,

web-auth : Cannot set the command because
the specified vlan <VLAN ID> is not found.

i€ L7z VLAN 78 MAC VLAN T2\ 72
<VLAN ID> : VLAN ID

BAETE EH A,

web-auth : Cannot set the command because
of internal error. (code=x)

WNERT 7 —FEL, avr FERETEERTA,

web-auth : Maximum number of entries are
already defined. <LIST-NAME>

WAEF Y A F O R=> MV BREBAE L,

web-auth : Relations between multi-step
configuration and web-authentication vlan
configuration are inconsistent.

’\7/]/3:%7‘ b4 7 ey nJ‘.Eﬁ’
U RERETEERA,

authentication multi-step =~ > Fi%

RE SN TUWA72%, web-authentication vlan =~

REEHIBRL T EE,

web-auth : Relations between authentication
list or legacy mode configuration(s) and
user-group configuration are inconsistent.

A= FRERGES N, FHFL A —F— FBREINTNDHZD
web-authentication user-group 2~ R&ZHE T XA,

TREOBEZHIERL T ZEW,

¢ dotlx authentication

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan

¢ web-authentication authentication
¢ web-authentication vlan

¢ mac-authentication authentication
e mac-authentication interface

¢ mac-authentication vlan

web-auth : Relations between user-group or
authentication list configuration(s) and
legacy mode configuration(s) are

2— ID BIRRFEA K, FidA— MERREFBHE SN TN D728
web-authentication vlan =~ REZ#FTE T A,
FReOREXHIFRL T Z &,

inconsistent. ¢ dotlx authentication
¢ web-authentication authentication
¢ web-authentication user-group
¢ mac-authentication authentication
% 38-21 Web BN I S—Avt— (NE DHCP Y—/38%%E)

Ayt—:

Rz

Can not delete it because data is not
corresponding.

FESNTERENTFLE L RWIZOHIBRTE EHA,

Interface not found.

VLAN £7203 IP 7 RLARRE ST EE A, VLAN & IP OFEL L
LT EEW,
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Invalid network.

Xy MU —7 OFEDRIETT,

ip [<VLAN ID>]: Can't delete IP
configuration with dhep configuration.

DHCP ¥ —/SiRETHEH L TW S 728 IP & HlER
<VLAN ID>: VLAN ID

RELIIEETEEEA,

It exceeded maximum number of IP-address
pool.

IP7 RLAT— VO KEZBZE L7, network LRIV T R L AR E S
RELTEEN,

Maximum number of entries are already
defined. <DHCP-EXCLUDED-ADDRESS>

BOEFTREZR RN T R L AR KREEZBA £ LT,

Maximum number of entries are already
defined. <DHCP-IF>

Maximum number of entries are already
defined. <DHCP-POOL>

RIEFRERA VB T 2 — ABDOEKREEZ B E LT,
REARER T — NV ORKIEEB L E Lz,

network conflicts.

Fy MU= OFENEELTNET,

vlan [<VLAN ID>]: Can't delete vlan
configuration referred by other
configuration.

DHCP #— "&ETHEH L T\ 5729 VLAN ZHIBRTE E8 A,
<VLAN ID> : VLAN ID

38.1.21 MAC FRELEIE#R

#3822 MACRRIDIZ—Avt—o

Ayt—2 HE
interface : Invalid mac-authentication port 7% 7" — BT authentication ip access-group, ¥ 721% authentication
configuration. arp- relay RENHHT-DHIRTEE A,
interface : Relations between the HER—RNMI7ae haLiR—FREDT-D, MACRIFARETEEHA,
mac-authentication configuration and the
vlan mode configuration are inconsistent.
interface : Relations between the FRER— MIIT—HR— FREDTD, MACFRIEARETE A,

mac-authentication configuration and the
mirror configuration are inconsistent.

interface : Relations between the
mac-authentication configuration and the
channel-group configuration within same
port.

FRER— MIMACRAERETHEA L T\ D 7e®, R— FF ¥ R1MITMA
TEEEA,

interface : Cannot set the command because
the specified vlan <VLAN ID> is not found.

u

fRE L7z VLAN 28 MAC VLAN TiX7Z2W=o, FETEEHA,
<VLAN ID>:VLAN ID

interface : Relations between individual PRI RE LB O RBFRIEN R E SN TWAH -8, FEER— M Fito=~
force-authorized and common VRERETEERA,
force-authorized are inconsistent. ¢ mac-authentication force-authorized vlan

* mac-authentication static-vlan force-authorized

TREOBRELHIFRL TS 7230,

¢ authentication force-authorized enable

¢ authentication force-authorized vlan
interface : Relations between user-group or a—H ID BIEREE T, F/I v Ay —F— RBRREESNTWDHTZD,
legacy mode configuration(s) and mac-authentication authentication =~ REZRETX A,

authentication list configuration(s) are
inconsistent.

TREOBRELHIFRL TS 7230,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan
* web-authentication user-group
¢ web-authentication vlan

¢ mac-authentication interface

¢ mac-authentication vlan
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mac-auth : Cannot set the command because

the specified vlan < VLAN ID> is not found.

mac-auth : Cannot set the command because
of internal error. (code=x)

Pz
f&7E L7z VLAN #»* MAC VLAN Ti37eW =, RETE EEA,
<VLAN ID>:VLAN ID

WET T —MFAEL, I~ FREZTE A,

mac-auth : Maximum number of entries are
already defined. <LIST-NAME>

PRES RV A FoR R N KEBLE L,

mac-auth : Relations between multi-step
configuration and mac-authentication
interface configuration are inconsistent.

< VT AT TREENEHE SN TV 5728, mac-authentication interface

av Yy REBRETEERTA,
authentication multi-step =~ > REREZHIFRL T 72 &0,

mac-auth : Relations between multi-step
configuration and mac-authentication vlan
configuration are inconsistent.

VIVTF AT TEEENERE SN TV D72, mac-authentication vlan =~

UV REERETEEEA,
authentication multi-step =~ REREZHIFRL T 72 &0,

mac-auth : Relations between user-group or
authentication list configuration(s) and
legacy mode configuration(s) are
inconsistent.

:L“_“ﬁ‘ ID )J”muuﬂijj#‘ FEAR— b )JIJmou‘.EjjJEﬁ‘DX/’?E = TV D
TiOa~vr REHRETEETA,

¢ mac-authentication interface

¢ mac-authentication vlan

NRLOREZHIFRL T I 0,

¢ dotlx authentication

¢ web-authentication authentication
¢ web-authentication user-group

¢ mac-authentication authentication

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT Y FVEEFR SN TS, AU ERETEERA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — FFEESNEHE L TWET,

system function isn't set.

system function &
A,
system function extended-authentication Z &% L T< 72 &\,

38.1.22 TILFRTv JTRIER

£ 38-23 VWILFRTYTRIIENDIS—Ay+E—

Ayt—T

S

interface : Relations between multi-step
configuration and legacy mode
configuration(s) are inconsistent.

LA —F— RBEMTA > T 5728, authentication multi-step =2~

VRERETEERA,
TROBEZHIRL T EEW,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan
* mac-authentication interface

* mac-authentication vlan

¢ web-authentication vlan

multi-step: Cannot set the command because
of internal error. (code=x)

—BEEL, Ay FERETEEHATLE,

W%KI
x:1,2
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38.1.23 DHCP snooping &%k

% 38-24 DHCP snooping DITS—*Awt—

Ayg—o nE

Can't delete it because data is not i VLAN @ DHCP snooping SHE N2> TWeW, EdfEELza

corresponding. VIS4 —a UIMEE L WEDHIRTE F R AL

Can't delete it vlan configuration referred by  ip source binding # & T VLAN Z{H L TWA=DHIBRTE 8 A,

other configuration. HIIBR#* % VLAN % 57 L T\ % ip source binding &% & % JGIZHIBR L T<
7EEW,

Can't set it because snooping is disable. §7E L7z VLAN /% DHCP snooping N AN > TWRWIZDIEETE E
A,
DHCP snooping # A %hZ L7z VLAN Z#57E LT 72 &0,

Can't set it because vlan doesn't exist. ip dhep snooping vlan THEE L7z VLAN BFEE L RWIZORE TE 4
Ho
ip arp inspection vlan T /E L7z VLAN 3MFE LW HORETE 8
Ao

Duplicate entry. RENEBFE L TWDIZORETEEEA,
FELTOOIRELHIR L%, HRELTIEIN,

Maximum number of entries are already ip dhep snooping vlan THEE L7z VLAN OF%E A i & Al e _F IR % 8 2 C

defined. WE,

ip source binding T® Config &% &, ¥ XU dynamic 35 ORI /SA
TATT—=EXR=2A M) D LREBZ - OBRETEETAL, RHE
7% Config i EX dynamic F=E ZHIBR L72#%, BRELTIEIV,

ip arp inspection vlan Ci% & L 7= VLAN i3 E Al LIRE 2 2 T\ E

7
Relations between ip dhep snooping FBUMR— FMNIF 2L TN —TF B L TWAT-DHRTETEXEE A,
configuration and channel-group R—= " F ¥ HNA L ET2—RTEELTLIETE N,
configuration are inconsistent.
Relations between ip source binding BELEAR— MIF¥RATNA—FIT@ L TWD, FRIFEEL-AR— K
configuration and channel-group F ¥ FIVITFE LR WO TETEEH A,
configuration are inconsistent.
Relations between ip source binding EE LAY Z 72— AT VLANICB L TWRWEORBRETXEH A,
configuration and switchport configuration
are inconsistent.
Relations between ip verify source HUR— MIF ¥ RN N —TICR L TWVWATDORETXERA,
configuration and channel-group R—= " F ¥ HNA L E T 2—RTEELTLIETEN,
configuration are inconsistent.
system function isn't set. system function X EN 2V ORETE EH A,

system function C dhep-snooping %% & L T 72 &V,

38.1.24 4HFEiHFEKD Web BIEF ol RHEREIFER

& 38-25 HFEIHAD Web BIERARTHENTI S — A vt—D

Ayt—o NE
Cannot change access-redirect because ip access-group 23a%E STV 5728, accessredirect #Z H T
access-group is set. Jo.
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aAVIA4 L= aviREBOIS—AyE—

AyE—T

Duplicated port numbers.

R—FEENELLTVET,
A= EENEELRZNEIICLTIEEN,

Incompatible flow detection mode.

o077 —HE— FTEHRETETEE A,
access-redirect ZFRXE « A X - HIFRT 2851, 7r—@HE—NIC
layer2-2 g% E LT &0,

38125 FTwT)2y - YEUE L MER

#£3826 FyITIo - YEUEY

FOTS— A yt—

Ayt—

RE

Can't set ethernet <IF#> because it is a
channel-group port.

RESNIA VZ T 2—AF, FYRIAVTA—TIFRLTNED, A
VAT 2 —ADRELENTEEHA,
<IF#>: A X T x—AR— &5

Ethernet <IF#> is already an uplink
redundant interface.

BESNIA LV EZT72—RL, ToT Voo - VEUZ MERENTTIC
BESHTVET,
<IF#>: A v Z Tz —AR— &5

Ethernet <IF#> Relations between uplink
redundant and ring protocol are
inconsistent.

FBESINT=A % 7 =— A%, Ring Protocol BEREN T CIZERE I N TV E
9, Ring Protocol HREZ HIMRT 22>, FEBDOA ¥ 7 = —AEFHEL
TL &,

<IF#>: AV H 72— AKR— +EE

Port-channel <Channel group#> is already
an uplink redundant interface.

BESNTALVETc—R L, Ty TV - UELUEY MERENRT TIC
BESNTNET,
<Channel group#> : "— b F ¥ 3 LEK =

Port-channel <Channel group#> Relations
between uplink redundant and ring protocol
are inconsistent.

FRE SN/ A v ¥ 7 =—A1%, Ring Protocol BEREN T TIZEE SN TV E
9, Ring Protocol HREZ HIFRT 22>, FITBIDOA ¥ 7 = —REFHE L
TLEEN,

<Channel group#> : "— b F ¥ 3 VEK =

Secondary interface is same as primary
interface.

TIA =Y b H Y ER—A— MIEELTHET,

this command is different from this one in
channel-group port.

AT 4 =y arPNRRBED, R—FF vy FVTIMATE £H5 A,

Too many parameters (exclude-VLAN ).

ANNIRT A= B RE (200) ZBZTWET, RRBUNTREL T
CTEEN,

38126 R bF—Lar FO—)LIEHR

#3827 Rb—LavbA—LOIZ—AytE—

Ayt—

RE

Please lower the recovery threshold than
the detection threshold.

A M= LRHBEEL Y b A b—ARERELZ RS VEICHEELE Lz, A
b= AEERMEIE A b — S BIELL T OMEICRE L T2 S0,
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38. AVITA4TL—LaviREBDIS— Aytw—

£ 3828 L2)IL—TREODIS—AvytE—T

Ayt—o

b

L2LD : Can't setting port[<IF#>] because of
channel-group port.

BELEA— FEFEXTF ¥y 3NV I NA—TIZHTR L T 5720,
loop-detection =<~ ROREELE T E A,
<IF#>: AV H T = —AR— +EK =

this command is different from this one in
channel-group port.

loop-detection FXENER D728, F ¥ R/ TL—FITMATE EH A,

38.1.28 CFM &%k

#3829 CFMODIS—AvytE—Y

Ayt—T

A&

ethernet : Can not delete it because data is
not corresponding.

WBELLEary 74 7 b=y a UINMEELRY, £RET—2ZREHEL T
L7129, HIFR T EHA,

ethernet : Cannot change c¢fm domain
direction.

RAA L THRETSH MEP O MITAETE EHA,
Wolt gl a~y FEHIBRL T ERE L T EEN,

ethernet : Can't delete this configuration
referred by other configuration.

ENDarT7 47— aryTERLTWAHTED, KAREFZAE T
oo
ZRLTCWEary 747 —va EHIBRLTHLERTELTLIEE N,

ethernet : MA <No.> is already configured in
cfm domain.

FRE Sl MA G BIE S 13T TITIEND KA AL NIHRESNTOVET,
<No.> : MA i#&5I% =

ethernet : MA name <Name> is already
configured in ¢fm domain.

FBESNZ MALRRIET TIZR—DO KA VICRESNTWET,
<Name> : MA £ #r

ethernet : Maximum number of entries are
already defined. <CFM_MA>

INAGHEU a7 4 7 —2 a0 2RELED ELTVAD, INAS
P RDBECar 7 4 VL —a VA FHEL LS L LTWET,
EHLRVWa 74 7=y a b EHIBRLCOLEEREL T EEN,

ethernet : Not found <Level>.

BELERAAL VLR EONY A, ALV L-ULBRERESINT
WADER L TL 2 &0,
<Level>: NA A L~YL

ethernet : Not found <No.>.

FEE Lz MA BB SN RO A, MABRIIEERRESNTWD
HERR L TL7Z2&E 0,
<No.> : MA i35

ethernet : Not found VLAN ID <VLAN ID>
in MA.

77 A~ U THE L7z VLAN ID % VLAN ID list IZf#fE L EH8 A, MA T
REFEHD VLANID ZH5E L T ZE W,
<VLAN ID> : VLAN ID

ethernet : Too many parameters

(CFM_VLAN).

AT d =2 EH R ER (256) wBA CWET, RARBLUNTRIEL
TS,

ethernet : VLAN ID <VLAN ID> is already
configured in MA name.

B 72 VLAN ID |3 TiTiEno MA A FRICERE SN TVET,
<VLANID > : VLAN ID

interface : Can not delete it because data is
not corresponding.

WHELLEary 74 7 b=y a UINMEHELRY, £RET—2BREHEL T
5720, HIBTE £HA,

interface : Cannot change c¢fm mep direction.

MEP O 5 MIFEETE £ A,
Wolt g av s FEHIBRL T L HEREL T ZEV,

interface : Cannot configure cfm enable to
channel-group port.

AR—=FF ¥ RMZEMLTWDHA & 7 = — AT CFM @ enable ##%E T
TEHA,

interface : Cannot configure cfm mep to
channel-group port.

R=FF X RUZBMLTNDHA v Z 72—, MEP ZRE T £H
oo
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Ayt—:

Pz

interface : Cannot configure cfm mip to
channel-group port.

R—=FF ¥ RMIBMLTND
Puo

AR T2—RA|T, MIP *RETXEH

interface : Domain level <Level> is set with
a value less than c¢fm mep.

FRELZ RAA > L~ULH MEP D%
<Level>: RAA L~

REMUL FOETHRESNTNET,

interface : Domain level <Level> is set with
values more than ¢fm mip.

FELEZ RAAL L L~UL)s MIP Of%EELL EDE TRESHTWET,

<Level>: NAA L~UL

interface : Exceeded the number of the
maximum port.

MEP & MIP Z&RECT& 5N — MUz AE LT,

interface : Maximum number of entries are
already defined. <CFM_MEP>

WAL EDary 7 4 VL —2a b BRFELEIE LTVAD, INAS
I RDBE a7 4 7 L—a 2 FHE L LS L LTVET,
AL VWa 747 L—va b EHIBRLTHLLHEREL T EEN,

interface : Maximum number of entries are
already defined. <CFM_MIP>

WERFHU EOa 7 4 7L —va VEBRELEL D ELTWED, IUES
HRROBETary 7 47—y a v EELLEI L LTOVET,

AL VWa 747 L—va b EHIBRLTHRLHEREL TN,

interface : MEP ID <MEPID> is already
configured in cfm mep.

fRE &7z MEP ID |33 Tl ICRESNTVET,
<MEPID > : MEP ID

1E7220 MEP |

interface : Not found <Level>.

BELIERAAL LR EON) FHA, FAL UV LALREE ST
WAMER LT Z &,
<Level>: RAA L~

interface : Not found <No.>.

FRE L7z MA BRIE SR RO EH A,
MA GBRBIFE S DR E SN TV DR L TS0,
<No.> : MA i#5E 5

38.1.29 SNMP &3k

#38-30 SNMPODIZS—AvytE—Y

Ayt—T

interface : Can not delete it because data is
not corresponding.

W
FAELRWVEANE T ZAIR L L9 & LE Lz, MBS Z B L <72
X,

interface : Maximum number of entries are
already defined. <RMON_HISTRY_CTR>

KRERZBATOET, AERZ FYZHERLTIZS,

interface : This configuration has already
been set.

rmon collection history % EHE, #kAIFEZ2MlA > ¥ 7 = — AT T
WET,

B OFRNF B EFET DD,
THhOLEHEELTIEIN,

fillA > 2 7 = — A D FFHHIF S F S 2 HIER L

rmon : Can not delete it because data is not
corresponding.

FAELZRWVEBRIESZHIRL LS & LE L, BAIEEEmMmAL TR

W,

rmon : Can't delete this configuration
referred by other configuration.

HIBRFEE L7z event =2 kU 1%, alarm =2 Y EEB#fHT N H D 7= OH|

FrCE £ A,

rmon : Maximum number of entries are
already defined. <RMON_ALARM>

RRRERZBATOET, TELx MY ZHIBRL TS ZE0,

rmon : Maximum number of entries are
already defined. <RMON_EVENT>

BRRARERZBATOET, TELx2 Y ZHIBRL T ZE0,

rmon : Can not delete it because data is not
corresponding.

FAELIRWEN B 2RI L L9 & LE Lic, MESEmMEL <<
S0,

rmon : Not found <event_no>.

rising-event-index ¥ 721% falling-event-index {ZfF1E L 72U A X2 Ml
FEERELE L,
rising-event-index ¥ 723 falling-event-index Z HfE#R L T< 23\, &

TAEREYS A N NRBIR S ORERICHZE L T IEEN,
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Ay—T

L

rmon : Not supported <variable>.

variable (VAR — h L7AaWA T V=7 b EIZFBEN DA AKX L RAFKS
ERELE L,
FT V2 PBIOAS VAL AR EEFMHR L TLLIEE 0N,

rmon : RMON alarm rising threshold is less
than falling threshold.

THBEMEN LB L Y RS> TWES, FHEMA LFBEUTE LT
{TEEW,

snmp-server: Maximum number of entries
are already defined. <SNMP_TRAP>

SNMP F 7 v FEE LB MOREP KRB EBAE L, FER T v
BEEFREZHFRL THHEBMLTIZEN,

snmp-server: Maximum number of entries
are already defined. <SNMP_VIEW>

SNMP = 2 2 =7 4 EHOBE N RAKEZBLE L, RERaI 2=
FAEBREHRL THALEML T FEEW,

38.1.30 R—FZ5—UUI1ER

= 38-31

R—hI5—YLIDIT—Ayt—S

Ayt—T

s

Mirror port and dotlx are inconsistent.

destination interface % dotlx CEH L TWA72HI 7 —AKR— MIRET
EFEHEA,

Mirror port and mac-authentication are
inconsistent.

destination interface % MAC @RETHA L TV H72H I T —FR— NI
ETEETA,

Mirror port and web-authentication are
inconsistent.

destination interface % Web #iE CHEA L T\ 57O I 7 —H— MIRE
TEFEHA,

Mirror port and port-channel are
inconsistent.

destination interface " — F F ¥ XAV THERA L TNAH7-HI T —HR— b
ICRETE EHA,

Mirror port and switchport are inconsistent.

vz

Z—i"— k& switchport [X[RIFFZEETE WA,

Port-channel <Channel group#> is not
configured.

I 7 —FR—MIRESNTZFA— b TFrRVEEE, F— b FrrA ¥
T —ANRREINTWHERA,

The specified VLAN ID is already in use.

fEE &7z VLAN 5 3B T
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Ju
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cu
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63

A

aaa authentication mac-authentication end-by-reject

484

aaa authentication web-authentication end-by-reject

406

aaa accounting dotlx 349

aaa accounting mac-authentication 481
aaa accounting web-authentication 403
aaa authentication dotlx 350

aaa authentication login 24

aaa authentication login end-by-reject 26
aaa authentication mac-authentication 482
aaa authentication web-authentication 404
aaa authorization network default 352

aaa group server radius 22

access-redirect http port 556
access-redirect http target 557
access-redirect timeout 558
authentication arp-relay 338
authentication force-authorized enable 340
authentication force-authorized vlan 342
authentication ip access-group 343
authentication multi-step 528

axrp 216

axrp-ring-port 219

axrp vlan-mapping 217

B

bandwidth 86

C

channel-group lacp system-priority 116
channel-group max-active-port 117
channel-group mode 119
channel-group periodic-timer 121

clock timezone 42

control-packet user-priority 335

control-vlan 221

D

default-router 466

deny (ip access-list extended) 265
deny (ip access-list standard) 270
deny (mac access-list extended) 272
87, 122
disable 223
dns-server 467
domain name 586
dot1x authentication 353
dot1x auto-logout 355
dot1x force-authorized 356
dot1x force-authorized eapol 358
dot1x force-authorized vlan 359
dot1x ignore-eapol-start 362
dotlx max-req 363
dot1x multiple-authentication 364
dotlx port-control 366
dot1x radius-server dead-interval 368
dot1x radius-server host 370
dot1x reauthentication 374
dotlx supplicant-detection 375
dot1lx system-auth-control 377
dot1lx timeout keep-unauth 378
dot1lx timeout quiet-period 379
dotlx timeout reauth-period 380
dot1x timeout server-timeout 382
dot1lx timeout supp-timeout 383
dot1lx timeout tx-period 384
dot1x vlan dynamic enable 385
dot1x vlan dynamic ignore-eapol-start 386
dotlx vlan dynamic max-req 387
dot1lx vlan dynamic radius-vlan 388
dot1x vlan dynamic reauthentication 390
dot1x vlan dynamic supplicant-detection 391
dotlx vlan dynamic timeout quiet-period 393
dot1lx vlan dynamic timeout reauth-period 394
dot1x vlan dynamic timeout server-timeout 396
dot1x vlan dynamic timeout supp-timeout 397
dotlx vlan dynamic timeout tx-period 398
duplex 88

E

efmoam active 568

efmoam disable 569

efmoam udld-detection-count 570
end 16

ethernet ¢fm cc alarm-priority 588
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ethernet ¢fm cc alarm-reset-time 590 ip igmp snooping (global) 232

ethernet cfm cc alarm-start-time 592 ip igmp snooping (interface) 233

ethernet cfm cc enable 594

ethernet cfm cc interval 596
ethernet cfm domain 598

ethernet cfm enable (global) 600
ethernet cfm enable (interface) 601
ethernet ¢fm mep 602

ethernet ¢fm mip 604

exit 17

F

flowcontrol 90

flow detection mode 254
forwarding-shift-time 224
ftp-server 10

H

hostname 610
http-server 532

http-server initial-timeout 407

instance 161
interface fastethernet 92
interface gigabitethernet 93
interface port-channel 123
interface vlan 134

275, 27
ip access-list extended 277
ip access-list resequence 279
ip access-list standard 281
ip address 248
ip arp inspection limit rate 536
ip arp inspection trust 537
ip arp inspection validate 538
ip arp inspection vlan 540
ip dhcp excluded-address 468
ip dhcp pool 469
ip dhcp snooping 542
ip dhcp snooping database url 543

ip dhcp snooping database write-delay 545
ip dhcp snooping information option allow-untrusted

546
ip dhcp snooping limit rate 547
ip dhcp snooping trust 548

ip dhep snooping verify mac-address 549

ip dhcp snooping vlan 550

680

ip igmp snooping fast-leave 234
ip igmp snooping mrouter 235
ip igmp snooping querier 237

ip mtu 249

ip qos-flow-group 307

ip qos-flow-list 309

ip qos-flow-list resequence 310
ip route 250

ip source binding 551

ipv6 mld snooping (global) 240
ipv6 mld snooping (interface) 241
ipv6 mld snooping mrouter 243
ipv6 mld snooping querier 245
ipv6 mld snooping source 242
ip verify source 553

L

12protocol-tunnel eap 135
12protocol-tunnel stp 136
lacp port-priority 124

lacp system-priority 126
lease 470
limit-queue-length 311

line vty 11

link debounce 94
linkscan-mode 95

lldp enable 642

lldp hold-count 643

lldp interval-time 644

ldp run 645

logging event-kind 634
logging facility 635

logging host 636

logging syslog-header 637
logging trap 638
loop-detection 578
loop-detection auto-restore-time 580
loop-detection enable 581
loop-detection hold-time 582
loop-detection interval-time 583
loop-detection threshold 584

M

mac-address 137
mac-address-table aging-time 130
mac-address-table static 131

mac-authentication access-group 485



mac-authentication authentication 486
mac-authentication auto-logout 488
mac-authentication force-authorized vlan 490
mac-authentication id-format 493
mac-authentication interface 495
mac-authentication max-timer 497
mac-authentication max-user 498
mac-authentication max-user (interface) 500
mac-authentication password 502
mac-authentication port 504
mac-authentication radius-server dead-interval 505
mac-authentication radius-server host 507
mac-authentication roaming 510
mac-authentication static-vlan force-authorized 512
mac-authentication static-vlan max-user 514
mac-authentication static-vlan max-user (interface)
516

mac-authentication static-vlan roaming 518
mac-authentication system-auth-control 520
mac-authentication timeout quiet-period 521
mac-authentication timeout reauth-period 522
mac-authentication vlan 523
mac-authentication vlan-check 525

mac access-group 283

mac access-list extended 285

mac access-list resequence 287

mac qos-flow-group 313

mac qos-flow-list 315

mac qos-flow-list resequence 316

ma name 605

ma vlan-group 607

max-lease 472

mdix auto 96

media-type 97

mode 225

monitor session 648

mtu 99

multi-fault-detection mode 226
multi-fault-detection vlan 227

N

228, 138, 163
network 474
ntp client broadcast 45

ntp client multicast 46
ntp client server 44
ntp interval 47

%5l

P

permit (ip access-list extended) 288
permit (ip access-list standard) 293
permit (mac access-list extended) 295
power-control port cool-standby 66
power inline 101

power inline allocation 103

power inline delay 105

power inline priority-control disable 107
power inline system-allocation 108
protocol 139

Q

remark 332
qos-queue-group 327
gos-queue-list 329

qos (ip qos-flow-list) 317
gos (mac qos-flow-list) 323

R

radius-server attribute station-id capitalize 29
radius-server dead-interval 30
radius-server host 32
radius-server key 35
radius-server retransmit 37
radius-server timeout 38

332, 298
revision 164
name 228
rmon alarm 611
rmon collection history 615
rmon event 617

S

save(write) 18
schedule-power-control port-led 68
schedule-power-control port cool-standby 67
schedule-power-control shutdown interface 70
schedule-power-control system-sleep 72
schedule-power-control time-range 73
server 39
service dhcp 476
show 19

109, 127
snmp-server community 619
snmp-server contact 621
snmp-server host 622
snmp-server location 628
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snmp-server traps 629

snmp trap link-status 632

spanning-tree bpdufilter 165

spanning-tree bpduguard 166

spanning-tree cost 167

spanning-tree disable 169

spanning-tree guard 170

spanning-tree link-type 172

spanning-tree loopguard default 173

spanning-tree mode 174

spanning-tree mst configuration 175

spanning-tree mst cost 176

spanning-tree mst forward-time 177

spanning-tree mst hello-time 178

spanning-tree mst max-age 179

spanning-tree mst max-hops 180

spanning-tree mst port-priority 181

spanning-tree mst root priority 182

spanning-tree mst transmission-limit 183

spanning-tree pathcost method 184

spanning-tree port-priority 186

spanning-tree portfast 187

spanning-tree portfast bpduguard default 188

spanning-tree portfast default 189

spanning-tree single 190

spanning-tree single cost 191

spanning-tree single forward-time 192

spanning-tree single hello-time 193

spanning-tree single max-age 194

spanning-tree single mode 195

spanning-tree single pathcost method 196

spanning-tree single port-priority 198

spanning-tree single priority 199

spanning-tree single transmission-limit 200

spanning-tree vlan 201

spanning-tree vlan cost 202

spanning-tree vlan forward-time 204

spanning-tree vlan hello-time 206

spanning-tree vlan max-age 207

spanning-tree vlan mode 208

spanning-tree vlan pathcost method 209

spanning-tree vlan port-priority 211

spanning-tree vlan priority 212

spanning-tree vlan transmission-limit 213
110

state 140

storm-control 572

switchport-backup startup-active-port-selection 566

switchport access 141

switchport backup flush request transmit 562

682

switchport backup interface 560

switchport backup mac-address-table update
exclude-vlan 563

switchport backup mac-address-table update
retransmit 564

switchport backup mac-address-table update
transmit 565

switchport isolation 142

switchport mac 144

switchport mode 147

switchport monitor dotlq tag 650
switchport protocol 149

switchport trunk 151

system fan-control 78

system fan mode 50

system function 52

system 12-table mode 53

system mtu 112

system port-led 80

system port-led trigger console 82

system port-led trigger interface 83

system port-led trigger mc 84

system recovery 55

system temperature-warning-level 56
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