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ip access-list standard IPva 7 RLATZ 4 VZ & LTIET 27 7 BERAY A MERELET,
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1. (config)# mac access-list extended IPX DENY
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mac access-list (IPX_DENY) Z{EfLET, AU R FEEHATLIZLICE-T, MAC 7 4 V% DHF)
EE— RIZBITLET,

2. (config-ext-macl)$# deny any any ipx

A =YXy FFATNIPX DT L —L&FEFHST L MAC 74NV FERELET,

3. (config-ext-macl)# permit any any

TRTOT7 L—2%FHT 5 MAC 7 4 VX EFHELET,

4. (config-ext-macl)# exit
MAC 7 4 VZ OEWEE— R b a— a7 4 7 b—3 g 0F— RICORED £9°,

5. (config)# interface fastethernet 0/1
R—=h01DA L HT2—AT— RIZBITLET,

6. (config-if)# mac access-group IPX DENY in
(config-if) # exit
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1. (config)# ip access-list standard FLOOR A PERMIT
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IPv4 7 RL AT 4 VEZ OEIEE— Kbl m—rar 74 7 Lb—v g 8 — RIIREY £75,

4. (config)# interface vlan 10
VLAN10 DA v % 7 =—ZF— RIZBITLET,

5. (config-if)# ip access-group FLOOR A PERMIT in
(config-if)# exit
ZAEMNC IPve 7 4 MV H BB LET,
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T L —LZERIZIP ~v & « TCP/UDP ~» #Z k> T 7 u—iH&217, 740 Fxr hUIZ—F
L7 L —L%BEELET,
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1. (config)# ip access-list extended TELNET DENY
ip access-list (TELNET _DENY) Z{ELET, KU X ME{ERKTHZ LIk - T, IPva 7 v b
7 4 NVEOEWEE— FIZBITLET,

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet DX M AFEFET 5 IPvA Ty P74 NV F ERGELET,

3. (config-ext-nacl)# permit ip any any
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4. (config-ext-nacl)# exit
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5. (config)# interface vlan 10
VLAN10 DA v & 7 = —AF— RIZBITL 1,

6. (config-if)# ip access-group TELNET DENY in
(config-if) # exit
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[BREDRA > K]
config-if-range € — R CHEDA —V Xy M U X T2 — AT A NFZ ERETEET,

10



[37 Y FIZKBERE]

1.

(config)# ip access-list standard HOST_IP
(config-std-nacl) # permit host 192.168.0.1

(config-std-nacl) # exit
AA R 192.168.0.1 2O F 7 L— L HfMTHIPvA T RLA T 4 VX R ELET,

(config)# interface range fastethernet 0/1-4
R—h014DA L HT2—AFE—RIZBITLET,

(config-if-range)# ip access-group HOST_IP in
(config-if-range)# exit

ZAEMNC IPvA 7 4 L Z Z BN LET,

1.

Z4ILA

11



1.

T4ILE

1.3 AXRXL— 32

J#EH 2= K show access-filter IZ X > T, RELTZHNEBKMIINLTWDEINE I NEMHERLET,
1.3.1 ERaOv v krK—E&

T4 NEZTHEATEH 2~ F—EE2ROEFITRLET,

#®1-8 EBHavTVK—E
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show access-filter 778 A7 N—F a3~ F (mac access-group, ip access-group) CRE LT 7 A Y &
I (mac access-list, ip access-list) DFEEFIHEMEF TR L ET,

clear access-filter 77 A7 N—TF a3~ K (mac access-group, ip access-group) CiXE L7=T 7 A Y A
I (mac access-list, ip access-list) D#EaHEREZ 7 V7 LET,
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K13 41—HRY P UETI—RIZTAINEZEREL-BEDEEHESR
> show access-filter 0/1

Date 20XX/09/19 15:11:21 UTC
Using Port: interface fastethernet 0/1 in
Extended MAC access-list: acl-mac
remark "permit of mac access-list extended"
10 permit host 001b.7888. lffa any
matched packets : 0
implicitly denied packets : 20

>
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> show access-filter interface vlan 1

Date 20XX/09/18 12:56:14 UTC
Using Port: interface vlan 1 in
Extended IP access-list: acl-ext
remark "permit of ip access-list extended"
10 permit tcp 172.16.89. 29 0.0.0.255 any
matched packets : 0
implicitly denied packets : 14

>

8 L7= VLAN ® 7 ¢ 412 [Extended IP access-list] #H& /<952 & 2R LET,
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ip qos-flow-list resequence
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mac qos-flow-group
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BRAaOYTYFRF—E
QoS HllEMmEDEH a2~ R~ EE2ROFITRLET,

%24 EfREa<TUF—%E

av Y R4&
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show qos-flow

QoS 7 r— 2 )L—F =< kN (mac qos-flow-group, ip qos-flow-group) T E L 7= QoS
7 u—1Y Z b (mac qos-flow-list, ip qos-flow-list) DFEFHEHRE TR L 7,

clear qos-flow

QoS 7 r— 7 L—F 2= K (mac qos-flow-group, ip qos-flow-group) T E L 7= QoS
7 u—1U Z b (mac qos-flow-list, ip qos-flow-list) OHFEFHEHRE 7 V7 LET,

show qos queueing

A=Y Ry b 2T == ADKEEF 2 —OFGHEREZR R LET,

clear qos queueing

A=Y Ry b U Z T 2= ADEEX 2 —OFGFHEHREZZ VT LET,
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3. TJo—Hil{H

3.1
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Tu—EH e, 7L—A0—EOHNTHL7a—% MAC ~v %, IP~v %, TCP ~v ¥ D5
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_ 5 1B ® |Ether
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(ii) VLAN Tag 2R 7+—< v +
B 5 1BB® | 2B8B® | Ether
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DSCP :TOS 74—V FD {7 6 £y hDETT,
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(5) aAYvI4TL—2 3 VEBEICESHIERIZOWNT
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WD DT NRBEICZE L7 L—2a0, EEO QoS = M) LITEAL 5z Y OFEHERIZE L
SNBHGERHY ET,

(6) fthigsE & o EIRF{E

(a) fthifak & RBSE A OHMEHFRICOLT
DTFOBETL—MIEELETE, A 7x2—AHLTQoS =y M) EZREL B LGS, —
L72 QoS = kU OFEHERBE LN E T,
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e DHCP snooping |2 L > CT7 L—ANEEINZHE
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32 JOo—RHarvI«q45L—>3y

321 JO0—R&REE—FDOHTE
QoS Hfil#d 7 v —kEt— FZHEET HHERLET,
[BREDRA > +]
7 —RHE— RIE, N— U =7 OERNRENESRMFEZRET D700, RIICRELET,
[av Y FIZkBEE]

1. (config)# flow detection mode layer2-2
7o —HE— Flayer2-2 # 5 LET,

322 #H¥A A TT—AD QoS HHDIETE
HEDOA—V Ry b ¥ 72— A2 QoS il = ET A0~ LET,

[(BREDRA > K]
config-if-range — NC QoS il Z AR ETHZ & T, HEDOA —F Xy M U F T = —R|T
QoS filfHl & F%ETE £,

[a7 Y FIZkBE%E]

1. (config)# ip gos-flow-list QOS-LIST1
IPv4 QoS 7 u—U A k (QOS-LIST1) Z#{ERLET., KU R FE{EKRT S Z &2k - T, IPv4 QoS
Tu—Y A FE—FIIBITLET,

2. (config-ip-qgos)# gos ip any host 192.168.100.10 action cos 6
192.168.100.10 D IP 7 KL A &%i4t & L, CoSE=6 D QoS 7u—VU A h&&RE L £7,

3. (config-ip-qgos)# exit
IPv4 QoS 7u—U X hE— Kb o a— a7 47— a e —RIIRY 7,

4. (config)# interface range fastethernet 0/1-4
R—h014DA 5T 2—AFE—RIZBITLET,

5. (config-if-range)# ip gos-flow-group QOS-LIST1 in

(config-if-range)# exit

ZAEMNC IPv4 QoS 7 —U A FEHIIZ L ET,
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3.3 J70—RREDANL—T 3

#EH 2~ K show qos-flow (L > T, RELTENENKESNTNDEINE I D EMHRBLET,

3.31 IPv4/Nry bETJO—BRHESEHE L= QoS HlEDEN{EfEER
IPv4 N7y ba7a—iHSRMt L Lz QoS filil OBEMER D HFiEEZROKIIR L ET,

3-2 IPv4 /N7y b E T O—RBRHSEH & LT QoS FlED EnfERERR
> show gos-flow 0/1

Date 20XX/09/18 18:47:48 UTC
Using Port: interface fastethernet 0/1 in
IP gos-flow-1ist:Q0S-LIST1
remark "cos 6"
10 gos tcp any host 10.10.10.2 eqg 80 action cos 6
matched packets : 0

>

FE L7127 — b D QoS #il##ic TP qos-flow-list] ZHFK R4 5Z & 2R L £,
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® VLAN Tag I D 2 —FEEE L HEEMZ F9, IROMIZ VLAN Tag M H L7 L — LT+ —~
FERLET,

3-5 VLAN Tag NE#HZ I L—LT7+—T v FOHIEER

(i) VLAN Tag 1RO T7+—< v
1B¥B® | Ether

MAG-DA MAG-SA VLAN Tag | Type Data FGS
(ii) VLAN Tag 2B Z7+—< v b
B 5 1BB® | 2B8B® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FGS

T PEEEESR 2 FEM L R2WEEIE, RORIORT2—PELRE LD 7,
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#34 TJL—LEEHOI—YVELE
T L—LRAEHEOI—YERE WNERELBTL—LA

3 VLAN Tag 72 L T%fE L, VLANTag Y TEETH7 L — A4

ZfE7 L—hOa— VPR VLAN Tag ¥ T%f5L, VLANTag Y TREETH 7L — A4

SRR TERRRE & RIRFICRUE L7236, EESEEEURERRAE TIRE L7z CoS MEICIE U CHEERIC - — P ESE
ERELET,

B ERERRRE L = — VB E S A2 RIRHICRE LIS 02— PEREZRORITRLET,

£35 BEEREMMEE I VEEEESRAMEZRARICHRELSAO1—YEBAE
BREREWEETRE L= CoS {E 1—HEEE

N | O O &~ W N
N[ O O | W] DN

342 DSCPEZH#Z

IPvd ~y XD TOS 7 4 —/L RO L6 £y s Th2 DSCP iz #HE iz HHMIETT. TOS 71—/ K
D7+ —~v FOXZRIZRLET,

B36 TOST74—ILKkDIT+—<T v b

IPVANYETH—T v b>

Ver | HLEN | Type Of Service Total Length
Identification t.lags Fragment Offset
Time To Live’ | Protocol \\ Header Checksum
/" Source IP Addregs
// Destination IP Addrégs
/ N\
/ N
/ N\
AY
DSCP RIEA
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BMHELE72—DTOS 74—V RO 6 By hEEXHZ E4,
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35 ¥—Hh—narIJq4L—3y

351 A—VEBAEZEMIDRE
FED7m—IZ L Ta—PEEEZEIMZILEITRELET,
[BREDRA > K]
7 L= LRERHISEIP 7 RV RIZ L > T =Rt 21T, 22— PEEEOES R 2REL X
j‘o
[ FIZKBEE]
1. (config)# ip gos-flow-list QOS-LIST1

IPv4a QoS 72—V &  (QOS-LIST1) ZAfERL %9, AV R FZ2fEf+ 2% 2 Lick - T, IPv4 QoS
7ra—U A ME—RIIBITLET,

2. (config-ip-qos)# gos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 D TP 7 RL- A& 4 & L, 2—PEILEL 6 ICHEEHX 5 [Pv4a QoS 7 r—U A b &
RIELET,

3. (config-ip-qgos)# exit
IPv4 QoS 7 — VU A hE— Kb u— a7 4 7 b—v gy E— RICRY £1,

4. (config)# interface fastethernet 0/1
R—=h01DA L FT2—RE— FIZBITLET,

5. (config-if)# ip qgos-flow-group QOS-LIST1 in
(config-if) # exit
ZfEM D TPv4 QoS 7 r—1Y X | (QOS-LIST1) =A% LET,

352 DSCPEZH|ZNDHKTE
FED 7 i —IZR LT DSCP % 1% e HHAICHRE LET,

[BREDRA > +]

T L— AZERIZSEIP 7 FL AL > T 7 e —RHEi7, DSCPEOEX L 2B ELET,

e

[ FIZ&BEE]
1. (config)# ip gos-flow-list QOS-LIST2

IPv4 QoS 7 =—VU A kb (QOS-LIST2) #/ERL 3, AV R FEEKT D Z L2k > T, IPv4 QoS
Tu—Y A ME—RICBITLET,

2. (config-ip-qos)# qos ip any host 192.168.100.10 action replace-dscp 63
192.168.100.10 ® TP 7 R L A% 45t & L, DSCP % 63 IZEH X 5 IPv4 QoS 7 v —U A h &k
ELET,

3. (config-ip-qgos)# exit
IPva QoS 71— VU R hE—FMblu— " Lar7 47—y a e — RICREY £3,
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4. (config)# interface fastethernet 0/3
R—=F0BDA L H T =—AE— NIIBITLET,

5. (config-if)# ip qgos-flow-group QOS-LIST2 in

(config-if)# exit
ZAEM D IPv4 QoS 77— U A | (QOS-LIST2) #HA#hz L £,
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36 ¥X—hH—DANL— 3>

#EH 2~ K show qosflow (CL > T, RELENENKMENTNDEINE I D EMHRBLET,

361 1—HBEEESHI DR

A= PEREE S MR ORI IEZROKITRLET,

B 3-7 1—YBEEESHRIDER
> show gos-flow 0/2
Date 20XX/09/18 18:55:30 UTC
Using Port: interface fastethernet 0/2 in
IP gos-flow-list: QOS-LIST10
remark "cos 4"

10 gos ip any host 192. 168 100.10 action replace-user-priority 6
matched packets : 0

QOS-LIST10 ® U A MMEHIZ [replace-user-priority 6] ZFK/R"T 5 Z L &R L E T,

3.6.2 DSCP ES#2 DR
DSCP # % # 2 0871k % K ORI LET,

K 3-8 DSCP EEHZ DR
> show gos-flow 0/3

Date 20XX/09/18 18:57:25 UTIC
Using Port: interface fastethernet 0/3 in
IP gos-flow-list: QOS-LIST20
remark "cos 4"
10 gos ip any host 192. 168 100.10 action replace-dscp 63
matched packets : 0

QOS-LIST20 » U A MEHIZ (replace-dscp 63 ZHFKRTH I L aMERLET,

31



3. TJo—Hil{H
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®3-8 BEERETEETERVWIL—L—E

7 L—LIER CoS &
ALLED A FERIRET 27— L4 %1
(IP /<7 > | : Ping, Telnet, FTP 7z &) %2
AIEBENAREOICEETH 7 L—A 7
P »%4 » LAk : BPDU, LLDP, LACP 7 k) *3
AIEBEPZETDH7 L =20 HROT L—A 7
o 2= 1) — (BPDU)
s VT TN =gy
« LLDP
* GSRP (GSRP aware)
« CFM
ARIEBERZETHTIL—LD I HIROT L— 4 6

o AMEE MACT FL R5ED T L— A

e Vv valiizv—n (T VT - VXX NH)
AIEENZETDH 7L =20 HLIROT L— A 5
¢ IGMP/MLD snooping

o MACFBFELH v —F— FOR— F 2 53%{5 Lz MAC #RiFEHED 7 L — A

+ EAPOL

sl
7 a—HENC X DB ERE CIIAEFE CXEEAN, 37 47 L— 33~ K control-packet user-priority
DOREICEIV~v BT EINET, fHlE%ED 1310 BEZL—A0a—VEREOMD] 2R LTS
W,

¥ 2
IGMP/MLD [ZAH CX ¥ A,

¥ 3
VLAN Tag » Y ® BPDU & L2 v —7#H, BEXOT v 7V 7 - VXX A7 T vy afilfililz b— A2 2
WS ET,

3.72 CoS<vEJHiE

CoS v v B VHREIE, 2 —VHIEE~ v B0 7 TIRIE L7z CoS fl, 72137 v —Hl oML ERE T
FE LTz CoSHIZHEADNT, HEF = —&2IRET HHMEET,

CoSEEEFEHF =2 —D= vy B T HRDFITIRLET,

%39 CoSfELZEEF1—DIVELY

CoS fi& REEBOX1—FS
EEXF21—FK:32 EEXa1—K: 128 EEF21—FK: 728
0 1 1 1
1 2 1 1
2 3 2 1
3 4 2 1
4 5 3 1
5 6 3 1
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CoS & EEROF1—FES
EEF21—FK: 32 EfEX1—FK: 128 EfE¥a1—FK: 728
6 7 4 1
7 8 4 2

EEF 2 —RIZOoVTIE, 412 HEXF=2—FEHEE bR LTIZEN,

3.7.3 EBEAEREFERBOIEEIE
(1) AEBT L—LOBEERE

ALEE T, PHET 27 L— A7 TR, AREBEHOT L—AH QoS 7 B —txRICy £9, fiE-o
T, IAREES 7 L—AOERE] 2 [R3-8 BEEERECAETERWVWI L—L—E] ITRTZET
L — A0 CoS B & A% F 72 1X@ VB EE AR ERF, AEEOZET L—2AMREL< 25 L, 7a b
AVHE T L— 2 EZETERLRDILENRHD T,

ZDOED BN REELTEGEIE, THREENE T L —LOEEELZ TIT ) L ERL T 7ZE0,
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3. Zo—#lE

BEEREIVI4L—2ay

3.8.1

CoS [EDERTE

BED7a—IZx LT CoSHERELET,

[BREDHRA > +]

T U= LZERIZFEHEIP 7 FLRAIZL > T7 e —Hil &7V, CoSEEZHELET,

[37 Y FIZKBERE]

1.

(config)# ip gos-flow-list QOS-LIST1
IPv4 QoS 7mr— VU A b (QOS-LIST1) ZAERk L E7, AY X M&ERKT 2 Z L2k 5T, IPv4 QoS
7a—U A ME—RIBTLET,

(config-ip-qos)# gos ip any host 192.168.100.10 action cos 6
192.168.100.10 ® IP 7 KL 2% %05t L L, CoSfli=6 D IPv4 QoS 7u— VU A FNEHRELET,

(config-ip-qos) # exit
IPv4 QoS 7u—U X hE— bl a— a7 47 b—va rE—RNIRY T,

(config) # interface fastethernet 0/1
R—=F01DA LV H T z2—AF— FITBITLET,

(config-if)# ip qos-flow-group QOS-LIST1 in

(config-if)# exit
IPv4 QoS 7= — VU %  (QOS-LIST1) #AzhzLET,
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3. TOo—#lE

3.9

BEEODAXRL— 3V

3.9.1

36

EBEREDHER
FRC N T 7 v 7 GEHRIP 7 KL A 192.168.100.10 D7 L—24) ZEALTHDIRET, #EHa~
> K show qos queueing I L > THa—A 7 EINTWNIELX 2 —F SR LET, HROA—V K> b
A VBT 2—AFAR—F 0/1 TY,

3-10 EBEEDOHER
> show gos queueing 0/1

Date 20XX/11/21 12:07:46 UTC
Port 0/1 (outbound)

Status : Active

Max Queue=8, Rate 1imit=10000kbit/s, QOmode=wfqg/tail drop

Queue 1l: Qlen= 0, Limit Qlen= 32
Queue 2: Qlen= 0, Limit Qlen= 32
Queue 3: Qlen= 0, Limit Qlen= 32
Queue 4: Qlen= 0, Limit Qlen= 32
Queue 5: Qlen= 0, Limit Qlen= 32
Queue 6: Qlen= 1, Limit Qlen= 32
Queue 7: Qlen= 0, Limit Qlen= 32
Queue 8: Qlen= 0, Limit Qlen= 32
discard packets
HOL1l= 0, HOL2= 0, Tail drop= 0

>

Qlen DER D T2 FEN TS DN, Queueb THDHZ & EMRLET,



3. Zo—#lE

310 BRI L—LO1—HYEEEDE:R

a7 47 b— a3 a~v K control-packet user-priority (2 LV, HFE T L — LD —VPEILE L TE
DEICEETEET, 2—PEEEIIAE I L —L2DLA T2, LA V3OHEMTIEETEET, BEL
Jra—PEREDL AV ERUELATDT L— AT T RXRCE— a2 —PEEEE CEEL 7,

AT 4 = a  RREOEE, BE T L —AO—PEIEEILT L0 7,
REEIL, REMANBEMEINETOT, EHEOHEHIAETT,
K70 bAoA T L— LR L 2 —PERERERAEROFRITTLET,

%310 BRI L—LENE I —FESLER T

control-packet user-priority @ £% % &

BHE I L—LER LAf4v A—YELEE A—HEEE A—YEEE
(TIAILE) BELAY 2% 7 &
BPDU *
L2 L—F ¥
7oy vafiliflizr—n (Fy TV r - UE 9 7 layer-2 0~17
v H v ) K

MACT7 RVAT v I F—rT7Lb—Lh (T v
Yoz - YR E L ) K
CFM *

ICMP

ARP

Telnet

FTP

NTP 3 7 layer-3 0~7
SNMP

syslog

IGMP

MLD

EZ#Ha~2 K (% =7 Wake on LAN ff])

ERIFRTLUSNO LAY 2 AR T L—L1F, VLANTag 2L D7 L—AThH ST, 2 —PEIEEHRT ORILHNT
7o

B, BRI L—202—TEEELZRE LGS, BE 7L —A0 CoSMHIITEDL Iy B 7 E
NET, BPDUL2 V—T W5 7o 7V vy « VXX D75 v 3 a8l 7 L— 2 [IGMP/MLD/
CFM IZ#1Z CoSTE T~ v B 7 &, FOMD 7 L—25D CoS o — DR EMITHE- T
~vErITENET,
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38

£3-11 BRERIL—LODA—FEBLERTEMEEL CoSTEOTVYELY

BH% 7 L—LE control-packet user-priority M %5 i IvEVTEN B CoSfE
BPDU
L2 v— 75
7Iyvatlllzv—n (T TV s - UH
E D layer-2 0~7 7
MAC7 RLRT v 7T TF—r7L—Lh (T v
NS ARNDI I EED
CFM
IGMP layer-3
MLD
ICMP 0 0
ARP 1 1
Telnet 2 2
FTP layer-3 3 3
NTP 4 4
SNMP 5 5
syslog 6 6
@ =~ K (%27 Wake on LAN H) 7 7




3. Zo—#lE

311 BERIL—LDA—YHEXEDa I« L—
3y

3111 BEIL—LOA—TELEDHRTE
[BREDRA > ]
LA VHAICHE 7 L— 20— ELEEERELET,
[a< Y FIZ&kBEE]

1. (config)# control-packet user-priority layer-2 5
LAY 2OA% T L—LOa—FEEEL 5ICRELET,
BELRPSTELVAY3OHART L— D2 —FEEHEIZT L0 5,

[BEDRA > k]

LAY2E LAY 3MMEDOHRET L— LD —FELEBELZHRELET,
[a< Y FITLBERE]
1. (config)# control-packet user-priority layer-2 5 layer-3 2

LAV2OERE T L — 2D —FELEELS5, LAVIOER T L —L2O—PFELEEL 2ICHELE
kD
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4.1 S x—/\fEEHR

42 Tx—/\@aAVI4H9L—>3>

43 Yxz—nROFRNL— 3>

41



4. EEHE

s

anh

41 <rx—I\fE

411 LAY—Sz—/\OHE

=N, 7 L—AOHAEFRCH A HE T 2 8E T, Z OB THIAT 5 Y = — SOALES
ERORNRLET,

41 L x—/OEEDIT

FEE AL EE

ittt 1 pmmmmmmm—me- T e m—————— " e T 1
v ®Emm ol ouEns b AR U HE R
: b o H o b :
2 L— g P R R N O ] Ve e
Howe 7 e vzms| § 4 227 (410 i % HIH S EHET
: P BEE TR L TN PR L Y i
| TR (R i
: b b o o :
iyt R Symyoyynyy———— [ I e 1 [ I -V ——

Awp[] : comTHRBTIIOY Y

L=y 2—XE, WOKIRT LI, EDOFa—lHr 7 L—AERICEETINERDD A7
Ca—J Tl YRy R F T2 — A E Y = — L VT AR — NI EIE SRR ST
WET, L= == O EEROKITT LET,

M4-2 LAS—Yz—1OHE

Ay oa—|| R"—F

Fao Ty | s

— =

(A1) @4:@%%!:%@’&’/1—5)7‘

42



4. EERIE

412 EFE¥X21—FEE
ABEETIE, v PT— I HRCEARRBICADE CEEF 2 —E2 AT T ET, HMEFa2—FE0LH
a7 4 7 L—v 3 va<y K limit-queue-length TRELET, #EF=2—E2ERTIZLICE-
T, "—AR T 74w I I 0LDF2—bSNERBRIELENTEET, 0B, RELLEEFX=2—
FEIAREEDOTXTOL—F Ry M U E T 2—R TR LTEMZRY £77,
EEF2—RERELRWVWES, ¥2—K 32 CEELET,

K41 EEF1—REBELLEZOEEFEF1—ROKE

*a1—&S EEFa—K:32 #EE¥a—FK: 128 EE¥Fa1—FK:728
1 32 128 728
2 32 128 32
3 32 128 0
4 32 128 0
5 32 0 0
6 32 0 0
7 32 0 0
8 32 0 0

EfEFa—RECS~vy 7T, 139 CoSHLAEF2—DvyE LT ZZRLTIZSN,

413 RHEDa—y Yoy

AV a—Y U7, BEXa—IIHENTZT L—20% LD L) RIEF CTRET 20 &HIET 28T,
AIEETIE, WIORTUODAT V2= U ITRPH D £9, A7V =2—Y 7 OMERBZROEIC
~LET,

x4-2 Ryoa—\ T DEEGHA

RrTa—1) iR EN1EEREA & 451
ViR

PQ FERMENE, BB DX —Ic T L— NT Ty BN
8§§— = ARFa—o VTSN TOEEHA,  NEZFERICHETT
Q5 & MEHEITEH LET,
Q4 —————
3 ——————
:7)
Q#1

WRR T (TL—2F) HETTUR | FTRTOLT
08— ) oy, HEOF -7 L—A 74 v 7 DEEN
W — PIEIET D44, IBEICx=—%  ZRkaShno, B
0#6 = RN E LTz y: x:w: FeF & T
0#5 .E.O . viu:t:s OER (7L —20%5) Tav s EEEL
o p LT, Fa—8~1 (e BLRITa7
o o Q8 ~ QL) b7 Lok PRELTOSE
o ——— LET. "
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44

RIS
AT a—1) Bax B {EEiEA &I
> 18R
2PQ+6WRR 08 B o — L EA (7 L—250) RS o —oht
BExE |B Hxgwrraey, BELEO f, %7, WRR
W —=—, ¥o—8 (ERQHES) 1E, HICR  *a—itF—r%
a6 BETTL—2EEHLET, KNFT 4w
0#5 & Fa—7 (EEQED 1E, Fa—
gﬁ‘s‘ 8 (10 QHS) DUIHEILHI 7
a2 L—AEEMLET, ¥2—87
01 DREMB7RNE XL, Fa2—6~
1 (KX QH6 ~ Q#1) 134 % 2—
RELEZTZL—LDEHR (z:y:
X:w:v:iw WKL TT7lL—240%
BHLUET,

WFQ BN X B, T FRTHO LT
a8 ¥ o —loht LCES GRIERAEN 71 v 21 Lk
a7 W) ABEL, BUDICFa—  (EESRRIESER
0t LICRARRAE S Y A R LE T, ShaBE
a#5
Q4
a3
a2

Q#1

Al 2= T OERRIZ OV TR OFEITR L E T,

R4-3 RHETa— 5%

15H %
Fa—H 8 Fa—
2PQ+6WRR Fa—1~6DELOHBEH 1~15
WFQ Fa—1~ 8 DEALOHEHH % 4-4 WFQ OREFM] #2HLTL

EV, FARGRGER D & E A3 Bl R AL
TR LOITHRELTIESN,

RARPRRERIR DTSR &L 705 7 L — L OHiH MAC ~v ¥ 5 FCS £C

WFQ O E#HB A2 RORITRLET, BFRRENEEHE— FOBHE, WFQ IXEFICEELEEA, &
TEHE-RTHEHALTIESN,

= 4-4 WFQ DEETEHHE

S B il %7 fiE
Mbit/s 1M ~ 1000M 1Mbit/s
kbit/s 1000 ~ 1000000 100Kkbit/s ¥ 2
64 ~ 960 64kbit/s * 3

%1

IM, 1k 12424 1000000, 1000 & LTV EF GEfl o~y RIckday 7 4 7 L—3 5 LV FRRE, k BT

TERLET).
% 2



4. EERIE

FEMEAS 1000k BL DA 100k 44 THE LE9 (1000, 1100, 1200, ---, 1000000),
FREMED 1000k A DIGE 64k A A THRELET (64, 128, 192, -+, 960),

4.1.4 R— b Hig il

A MR, A Va2 o ERER LIRS, FET AR MCEE LERERRIC Y = -
I oMEETY., ZoMEE#EMR LT, RS-y PP EANEERTE ET,

B Z 12, EIREHHEAY 1Gbit/s T ISP & OZFEHR Y 400Mbit/s D4, A— N HHREIRE 2 H L Th
57U #E A2 400Mbit/s A FICHI 2 T7 L — A& EE3T 52N TE £,

RN— M OBOERP 2 R OFRITR L EY, BREFILEROEELITIC 22 K5 ICBREL TIEEN,
FIRRAEAS ¥ " HE— NOBFE, RN— MEEHEITEEL A,

& 4-5 K— bEEHIED R E &R

B Toaall B il %7
Mbit/s 1M ~ 1000M 1Mbit/s
kbit/s 1000 ~ 1000000 100kbit/s ¥ 2
64 ~ 960 64kbit/s 3
1
1M, 1k (ZZHZ4 1000000, 1000 & LCTHRWET GEM=~r Nk ar7 4 7 b—va VERRRE, k B
THRRALET),
FEME2S 1000k LA_EDOEA 100k # A THEE L %9 (1000, 1100, 1200, ---, 1000000),
7% 3
FREM2Y 1000k K OB A 64k A THRELET (64, 128, 192, -, 960),

R— MR O R L 725 7 L — L OHFHIL MAC ~ v ¥ 725 FCS £TTY, A— b HEEHI# o % 54
PHEZROKIRLET,

4-3 R— MEEHE O R EE

SL—Lm . WAC~ v & —
w7 |20TZ7N N Tagzan) 7% Fs

i
)

A\ 4

R— Ml R EE

415 Yx—/\ERABDIEIESFE

(1) EEF21—REEHOIESEE

o EEF2—FEORTIIN— KT =7 ORKRKREMESEERET D720,
PLEIZR D 9,

o EEF—RORTEHNT, AT Va2a—VY o 7F—FPQERELTLIEEN, DAY 2—Y 7
E— FTIEHERETEETA,

e a7 47 L—aravy R limit-queue-length K% ERf L, A7V a2—V 7 E— ROHIRILH Y
FH A,

e E¥EXa—RT28FRETIHAIL, 2747 L—rvara<y R flowecontrol T [KR—X X% b

TEA HARIFALEE O FEE)

5
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4. EEHE

46

BFIEET D] HEELTLLEIN,
(2) INTy b\ D 7HIBEDORTZ 21— VT DEESRIE

HOERRORRE EED 77 4 v 7 B5ZAF LTc L &, REE DTy My 7 7 ORERIEAET 556
NHDFET, TORD, ZELE7L—22RNFa—lFa—A VT INTHEEINDZD, FBELZAT
Va—Y T ERBVICT L= AREEESRARVEARH Y £,

X7y Ry T 7 OFBIZ oW TIE, #H =~ K show qos queueing @ HOL1 £7-iX HOL2 h v > ¥
NAL T YA RENTWDZ L THERTEET,

Ny MRy 7 7 OBRERICHET 256, v NT— 7 &FOREBE LBLETT,



4. EERIE

>

\"
i

42 x—/NQDAVT4TL—

421 PQDEKTE
[BREDRA > K]
VA= === N2 PQ (Balf) #RELT QoS ¥=—V X MEREZIMEKL, %ET D
A= MIHEELET,
[a< Y FITLBEE]
1. (config)# gos-queue-list QUEUE-PQ pgq
QoS ¥ =—VY 2 b4 (QUEUE-PQ) DL H v — =— 3% — RE2lIc#E LET,

2. (config)# interface fastethernet 0/11
R—=F011 DA H T 2—AF— RIZBITLET,

3. (config-if)# gos-queue-group QUEUE-PQ
(config-if)# exit
QoS ¥ =—VU X (QUEUE-PQ) ZHCLET,

422 WRR DETE

[BREDRA > K]
LI —3=—/RE—RNIZWRR (A (7L —28) H&ET0Fuby) 2RELT QoS F=2—
U A MEBREZFERL, YT OR—MIRELET,
[a< Y FITKBERE]
1. (config)# gos-queue-list QUEUE-WRR wrr 1 2 3 4 6 8 10 12
QoS F =— VU A MFF (QUEUE-WRR) O UL H v —v =—3F— K& WRRIZHELET,

2. (config)# interface fastethernet 0/14
R—=h014 DAV HET z2—RAF—FIZBITLET,

3. (config-if)# gos-queue-group QUEUE-WRR
(config-if)# exit
QoS ¥ =— VU X | (QUEUE-WRR) Z#H#hZLET,

423 2PQ+6WRR DRE
[BREDRA > ]
Vv — 2 —3F— R 2PQ+6WRR (ElEFa—+EL (ZL—2>2%) T Frey)
EHRELTZ QoS Fa—U R MEREERL, MU THR— MIFRELET,
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4. EEHE

[37 Y RIZKBERE]

1.

(config) # gos-queue-list QUEUE-PQ-WRR 2pg+6wrr 1 2 4 4 8 12
QoS F = —V R FM4FF (QUEUE-PQ-WRR) DL H Y —3 = —/3%F— K% 2pq+6wrr IR E L 7,

(config) # interface fastethernet 0/16
R—=h 016 DAV H T 2—AF— RIIBITLET,

(config-if)# gos-queue-group QUEUE-PQ-WRR
(config-if) # exit
QoS ¥=—VU 2 (QUEUE-PQ-WRR) ZH#hZLET,

424 WFQ DHTFE

[BREDRA > k]

LAY w S K WRQ (4 & 5 IRGE) 2 BE LT QoS a— U % MiFl& L,
BH TR MCRELET,

[37 Y RIZKBERE]

1.

(config) # gos-queue-list QUEUE-WFQ wfq min-ratel 2M min-rate2 2M min-rate3 2M

min-rate4 4M min-rate5 10M min-rate6 10M min-rate7 10M min-rate8 20M

QoS ¥ =— U X ’MF (QUEUE-WFQ) DL H ¥ —3 =— 3F— K& wig IZRELET,

(config) # interface fastethernet 0/6
R—=F06DA L HT=—AE— NIIBITLET,

(config-if) # gos-queue-group QUEUE-WFQ
(config-if)# exit
QoS ¥=—VU X (QUEUE-WFQ) #HZhZLET,

425 R— FHEFIEIORE
BHT 5 R b O R A SRR OB X Y 5< T ABAIHE LET,

48

54

EDRA > +]
YT 5AR—F (100Mbit/s) ZxtL, A— MRS L 2RO E (20Mbit/s) ZiTWET,

[37 Y FIZKBERE]

1.

2

(config) # interface fastethernet 0/3
R—F08DA BT =—ZFE—FIIBITLET,

(config-if)# traffic-shape rate 20M
(config-if)# exit
A— N A 20Mbit/s [IZEE L E T



4. EERIE

4.3 L x—I\DAXRL— 3

EH =< I show qos queueing IZ L > T, A —H Ry A X T2 —RTRE LTV I —v = —3D
WARE R LET,

431 RHEDa—Y2TDMER
Zb‘:/:_“*) /7 @Eﬁmujﬁ?ﬁé’%{@czi\‘ L/ij—o

B4-4 RTa—1) T DR
> show gos queueing 0/11

Date 20xX/11/21 12:08:10 UTC
Port 0/11 (outbound)

Status : Active

Max Queue=8, Rate 1imit=100000kbits, QOmode=pg/tail drop

Queue 1l: Qlen= 0, Limit Qlen= 32
Queue 2: Qlen= 0, Limit Qlen= 32
Queue 3: Qlen= O, Limit Qlen= 32
Queue 4: Qlen= 0, Limit Qlen= 32
Queue 5: Qlen= 0, Limit Qlen= 32
Queue 6: Qlen= 0, Limit Qlen= 32
Queue 7: Qlen= 0, Limit Qlen= 32
Queue 8: Qlen= 0, Limit Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drop= 0

>

Qmode /XT A —% ONEN, Tpg/tail_drop) (278> TWND T & &MERLET,

4.3.2 ﬂ€ F'ﬂTj;EﬁﬂH&ﬂooiﬁEmm

AN— MK ORERR T A2 ROBUR LET,

4-5 R— FHEHIEORER
> show gos queueing 0/3

Date 20XX/11/21 12:15:23 UTC
Port 0/3 (outbound)

Status : Active

Max Queue=8, Rate 1imit=20000kbit/s, QOmode=pqg/tail drop

Queue 1: Qlen— 0, Limit Qlen= 32
Queue 2: Qlen= 0, lelt_Qlen— 32
Queue 3: Qlen= 0, Limit Qlen= 32
Queue 4: Qlen= 0, Limit Qlen= 32
Queue 5: Qlen= 0, Limit Qlen= 32
Queue 6: Qlen= 0, Limit Qlen= 32
Queue 7: Qlen= 0, Limit Qlen= 32
Queue 8: Qlen= 0, Limit Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drop= 0

>

Rate_limit /35 X —Z ODNEL, [20000kbit/s] 128> TWAHZ & 2R LET,
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5.1

LA 2 FREEHBREDBEER
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LA 2 BREEREE R DI RS IE
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LA v 2 SRREHRE DR
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5.1.1
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A (N Web §%GE DB), F7213—i%® RADIUS ¥— %A L CRIEEZITVY, MAC 7 R L RAHNALIZ
BE &7 VLAN ~D 7 7 & 2 A 51T 5 Hhe T,
Internet Explorer 2 EDOPH Web 77 U ROl R AR TE £9,
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BEWRNPOLZE L7 L—LAD MAC 7 RLAZANWT, WHEGET — % X—Z (N MAC 3
DB), F7id—fi%® RADIUS ¥— & H L CRFEEZTTVY, MAC 7 R L AHNIZHE & 7- VLAN
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— RATIDOTE VK DOFEFERFIRE T,

5 1 2 %’munE*ﬂ% u:L.\nIE:E_ I:

KRGEREIX, TEE VLAN E—F] (#4773 v 27 VLANE— K] [V —F—F] TEELET, &
Fon nJ‘.E*% o uiE:E‘ }\ O))d-[l:‘%{k@. Tbiﬁ_

X 5-1 £RIHEEERIITE— FOREER
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2. A RBREMERE DBOE
o AFRAEHERE T 21T, WREHL Y R R & RADIUS ¥ — "7 v—7 % B f )
o R—FT LI, ARIHETHMT LIS X M ERE
[ FIZKBE&E]
1. (config)# radius-server host 192.168.0.200 key AuthKey
(config) # radius-server host 192.168.0.201 key AuthKey
(config) # radius-server host 192.168.1.200 key AuthKey

(config) # radius-server host 192.168.1.201 key AuthKey
4 B4y OILAH RADIUS $r— AR E L E75
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2. (config)# aaa group server radius Office-A
(config-group) # server 192.168.0.200
(config-group)# server 192.168.0.201
(config-group) # exit
RADIUS H— 7 L—74 "Office-A" &, Z D7 NV—7THEATLILH RADIUS y— D IP 7 KL
Az LET,

3. (config)# aaa group server radius Office-B
(config-group)# server 192.168.1.200
(config-group)# server 192.168.1.201
(config-group) # exit
RADIUS H— 17 —7%4 "Office-B" &, ZDO 7 V—7"THEATZHH RADIUS — D IP 7 KL
AL ET,

4. (config)# aaa authentication dotlx DList-1 group Office-A
(config) # aaa authentication dotlx DList-2 group Office-B
(config)# aaa authentication web-authentication WList-1 group Office-A
(config) # aaa authentication web-authentication WList-2 group Office-B
(config) # aaa authentication mac-authentication MList-1 group Office-A
(config)# aaa authentication mac-authentication MList-2 group Office-B
- RARE = L ICFRAES Y A R4 &, RADIUS — 7 — 74 % B T L E 9,

5. (config)# interface range fastethernet 0/10-14
(config-if-range)# dotlx authentication DList-1
(config-if-range) # web-authentication authentication WList-1
(config-if-range)# mac-authentication authentication Mlist-1
(config-if-range)# exit
A=k 0/10 225 0/14 1ZxF LT, #AFEFEHERE CTREM 9 5R8RE5 WY X M4 DList-1, WList-1, MList-1
ERELET,

6. (config)# interface range fastethernet 0/20-24
(config-if-range)# dotlx authentication DList-2
(config-if-range)# web-authentication authentication WList-2
(config-if-range) # mac-authentication authentication Mlist-2
(config-if-range) # exit
R— 1 0/20 75 0/24 (2% LT, AREGERRE TN 0R8REST AU 2 b4 DList-2, WList-2, MList-2

RELET,

CEE=S1E]
1. A— MRRRGE A R ER L, #iET 7 4L M- TRRFEL £ 7,
2. ﬂf%b&;&ﬁbtmﬁﬁﬁ)xb%&, FRREF RN —T OFRFEL Y A MANRAR—F, FIER
FESF R N—TIAFAE LW E & 1E, BT 7 40 M- TRIAEL E T,
3. Web FBFF D= —4 ID BIFRE L=, kiUVﬁ/—%—kiﬁﬁ RECTEET A, fbilix [5.2.2
PAEF RV A R 22 LTLIEEN,

(3) 21— ID RIFBEAXDHREH

ZKIE:T %, :L‘_‘"j' ID RBIFE uﬂfjit%{i;ﬁ LT Web & ﬁ%%ﬁm?‘é’l‘%ﬁﬂﬂ%uﬂﬁﬂ L\ij—o Web 32 uﬂi)d‘%:‘_
P ID & RADIUS — 7 —7 4 X Froa i L%,

o —#% "tanaka" : "— b 0/10 T RADIUS ¥ —/\7 /L —7" "Group-A" % ] L Ti&i
« 2—% "suzuki" : F— k 0/10 T RADIUS #—/37 /L —7 "Group-B" Z{iif] L T
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FERLIAR D Web SREFERED 2 7 4 ' L—3 5 2O WTIE, 19 Web 3EEDa%E & EM [AX22008]
[AX12508] [AX12408)]] #ZBL T 7Z &V,

:L—'H_ ID /DJIJmL uiEjiJ:@*%Ek'fﬁJ%/k@. \—T Liﬂd

. 5 9 :L_"j' |D SIJ nnunEET*%m.ﬁ-u

a1- ﬁtamkaa:ﬁﬁijg’%ﬁnnlusﬁ M d—tF suzki TEATDRADIUS T—u1
nmmstr nfﬂl.r—}':s Enw-ﬂ” mmtr—;wnr—?ﬁ &WP-B" '
£ RADIUS H — /5 RRDILS t— 1 | OIS s L 3 i

: i D p: a0 B : 192188, 11,200
1Pz 192, 168, 10200 1PC 1. 168, 10,201 : i [Pe 18 16811200 i

L2 24w F
ot (]\
05
010 J
HUE
| |
: =
Web SFET Yhebs SRS
A V& NoA A ;
“tanakai lass- 1 E i “sueukiBClass—2" ;

[BEEDRA > K]
1. RADIUS #—/ D% E
o IRBRES XY A M) THEMS 50 RADIUS ¥ — MER AR E
* LA RADIUS S — w4 7 — 71k
2. Web FBFHEEE DL E
o Web RFEDOFRFES Y A b & RADIUS $— 37— % B {11 F
o Web #REIC>—H ID BIFEREST XY R b &3 E

(a7 FIz&kBEE]

1. (config)# radius-server host 192.168.10.200 key AuthKey
(config) # radius-server host 192.168.10.201 key AuthKey
(config) # radius-server host 192.168.11.200 key AuthKey
(config) # radius-server host 192.168.11.201 key AuthKey

4 B4y O RADIUS — \ERAHRE L ET,
2. (config)# aaa group server radius Group-A

(config-group)# server 192.168.10.200
(config-group)# server 192.168.10.201
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(config-group) # exit
RADIUS % — T —74 "Group-A" &, ZDO 7 NV—7THHAT3IH RADIUS — D IP 7 KL
Aa Bk LET,

(config) # aaa group server radius Group-B

(config-group)# server 192.168.11.200

(config-group)# server 192.168.11.201

(config-group) # exit

RADIUS H—"7 v —74 "Group-B" &, ZDO 7 Vv—7THEHT 5N RADIUS — D IP 7 KL
A aBELET,

(config)# aaa authentication web-authentication Class-1 group Group-A
(config) # aaa authentication web-authentication Class-2 group Group-B

Web S8REOFFESHTRY 2 4 &, RADIUS $— 70— 74 % BT LET,

(config) # web-authentication user-group

Web i REIZ = —V ID BIFRGE S R ek @ L £,

CEEEHE]

1. 2—4 ID BURRRE S ZURRERF L, HET 7 4V M- TRAEL E T,

2. — ID BIFRFEFHT RO TJ:_“%WELK A, & Web i8R AK Z iaEfRkR L £ 9,

3. ==Y ID OD@LIEICHE SN TR A M &, RBEHFR TN —TORGEF Y A FABRAR
—8, FRERESI NI N—TIHFE LN E XL, EET 740 M- TRAELE T,

4, R— FFERES K, ioctow‘a/~%~ FixOFHzE ET%&&/VO BT 15.2.2 FWIEHRY

M Z2ZRLTLEEN,
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5.3 RADIUS 23k

LA ¥ 2 FRAEMAED RADIUS FBGECTHEM %, LLTOHEBIZOWTHBILET,

o LA ¥ 2 FGEHERE TfEA 35 RADIUS H— N
RADIUS #— \i#{E D dead-interval ##E

o MEESTT 4L b Do — 7 /ViRGE L RADIUS BFEO B E
RADIUS H— D7 7 7 > MRE

531 l/'f )V 2 n:L.\n.i.E*ﬂé I:.-G{EFH-;-%) RADIUS -U-_/ <'I§$&
(1) REE THRETE S RADIUS H—/\[E#R
ARIEFETIE, Fitd RADIUS — NEF#REHRETE E7,

& 5-8 AKETHET S RADIUS H—/\1FH

RADIUS H—/\IE$RIERI R EER FRT
FH RADIUS W — 34 RADIUS H— 37k A ME#H a7 A R
HEEIHRE# (dead-interval KE[i#]) IEEE802.1X
Web #&i
MAC 783
IEEE802.1X #¥:ERE A RADIUS H— M&#H  RADIUS $—/ 3%k 2 ME#R IEEE802.1X
H Bh1& AEFH (dead-interval Hfi])
Web #ZGEE f RADIUS H— 3 # RADIUS H$—/ 3k 2 ME# Web &8
HEE AR (dead-interval FFRE)
MAC 7878 ] RADIUS #— 31 RADIUS #— 378 2 b8 MAC 383F
HEE AR (dead-interval FFRE)
RADIUS # =7 — 7 {i RADIUS #—/37 2 Mis™ " A R
IEEES802.1X
Web F8GIE
MAC 783
% E L7-ULA RADIUS H— 3 {f# (radius-server host) @725, RADIUS Y— 7 —7 128D B CTEJ,

LA RADIUS H—NEH EF—DIP 7 RV R, ¥ —"OBAR— FEE, r—oT7 o740 v 7HKR—K
FEEBELTIEE Y, Aok, HBVEIHEMIZILT RADIUS $— MEH O [ 8 HIFR (radius-server
dead-interval) FREIZHEVET,

% RADIUS — NEHRTIE, =D IP 7 FL R, h—R"OFGEHR— &S, —"DT7Hh T4
v 7 HR— +E5, RADIUS #, kR, IWEXA L7 U MEEZRE TE 9, RADIUS #, ik
FE, WEXA LT MNEROREZEK LIZE XX, Faoar 747 b—vara<wy RORTEITHE
WEJ,

* RADIUS #& : radius-server key
o L[4 : radius-server retransmit
o JRBEHXA LT U NEFRE : radius-server timeout

P — ROFFEHR— "B SIRECEEMB LI &1L 1812 T, ThHU LT 4V THR— FESREEZEMEL
=L &%, 1813 TEHMEL £9°,
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% RADIUS % — MEHMOREICHOWTIE, TRRaZRLTIESN,

o L/ RADIUS 4 —EHOBRE : a7 47— a0 A FVoll 8 vl AfrtxalF 4L
RADIUS|
o FRIEH M RADIUS H— A IEHRORE
« IEEE802.1X : [7.2.1 FIEH K V—F & RADIUS Y — EROHE |
o Web 58GE : 19.2.1 FBREH KT —7L RADIUS $— R HFH O E |
e MAC#BFE : 111.2.1 FBFEHF KT NV—7 & RADIUS Y — R [HFHROFRE |

e RADIUS V— I N—TFERORE : a7 47 —varHA KVoll 8 nr/AfrtxalTy
L RADIUS|

(a) BENEIAEERT (dead-interval BfE)

HENVE BRI O EIEX, o RADIUS 4— ME#HICK L CEMEL £7°, thOFEEELH RADIUS
F—FRITITHE LA,

HENE IR OB EIC W TiE, %k 15.3.2 RADIUS Y—/Ni@{E @ dead-interval #4iE] 22 L C
{TEEV,

(2) & RADIUS H—/\1EHEIDE—7 FL AZEDKLY

% RADIUS Y — " ERILIFRERFETT A, MUIP 7 RLAZRELZ L &1X, [[F— RADIUS ¥—
N ELTHWET,

6> C, [Al—RADIUS %— 3L OilfFI21E, [F— RADIUS #, [l —fkEs, F—jG&2 A LT U M
Mz M L9,

TOFE®H, a4l —varavy ROASRIC TR ZFEE L £ 5,

1. JUH RADIUS H— MEWMHI DR —IP 7 K L R FEE
IP 7 KL ANBEFO RADIUS — "ZRE L —HT 5L XL, T XTORTA—FEH LA Liz=
~ Y FAFICEES AT,
FLVa~r FOANTEME LT/ TA—=FIIT 74V MIRY £,
2. [\ UFEHOFRFER H RADIUS Y — MERE OF—IP 7 KL A fEE
LA RADIUS H— 3[4 & FEE T,
3. LJH RADIUS ¥ — 1 {E# & 385 RADIUS — IEH THE—IP 7 K L 25
LH RADIUS H— ME#®M & R T,
4, 7 5FEHO RADIUS Y— S CE—IP 7 K L A$5E
LA RADIUS $— M@ & R T,

o [H72 2880 RADIUS H— [ TF— IP 7 N L 2 &3 E L7 fi]
LA RADIUS — %3 E%, R UL IP 7 KL A2 TMAC FBREEH RADIUS r— 2R E L £ 7,
* (config)# radius-server host 192.168.7.7 retransmit 10 key aaaaa
JLH RADIUS Hr— o iE  [#1ikae]
e (config)# mac-authentication radius-server host 192.168.7.7 key bbbbb
MAC FRFEEH RADIUS H— D% E
EROIETAS Lz & &, H RADIUS % — SO FXEHL (retransmit) (X, HEINICT 7 4L ME (3
[[]) 12 Y, RADIUS # % MAC 8% A RADIUS #—/3CAJ) L7z "bbbbb" IZEH S E T,
HEVE®E Sz %Y, #H 2~ K show running-config IZ b XM SN E T,
e [#EH =2~ K show running-config ®# 7 F ]
¢ radius-server host 192.168.7.7 key bbbbb [BEEEFEHZONE]



5. LA 2R B

* mac-authentication radius-server host 192.168.7.7 key bbbbb
Z01%, MAC FFEFH RADIUS r— \ERAZHIFR L TH, LH RADIUS #— F@iE [#IHRGE
DA77 47— a IR ERA,

(3) % RADIUS ¥ —/\1EE|HARTE CTDEH

— ]\%IJEILHEﬁﬁifL X Web poutE@:L'_"]j- ID }DJImeEjiJQﬁVﬁ;dJ@J: % mL‘uJ‘.Ejigt:) A ]‘ ﬁéﬂf_
RADIUS % — 7 L —71HERCTHEM LE T,

R— FBIFEFE ST R E 72 1% Web RFED = — ID BIEEGE S RN E D & &1, HET 7 31 b :?iéu\g’s@“
HEEST 7 40 FTiE, WA RADIUS H— &8 E 7213 383F %/ RADIUS %w\rﬁ%&f@ﬁﬁ LET8,
M RADIUS #— 1§ & 335 RADIUS Y— MER A W TR E L & &1, %E@xﬁﬁ%@ﬁb@ﬁﬁﬂgfﬁ

RADIUS #— fF#HCHEA L E T

U RADIUS #— " & RFEH M RADIUS — " OEM R Z R ORITR LET,

% 5-9 LA RADIUS H—/\1E#R & FREEE A RADIUS H—/\EHRDE AR &

FREEE A RADIUS H—/\1E$R L RADIUS H—/\1E R B
1L ERBRER UL R EAR FAREREH RADIUS ¥ — 3\ T A
17F b B E M FREREH RADIUS - — 1\ T A
1 b R e I LA R EAR JLH RADIUS H— & T
1 RE M RADIUS #8FEFEAT A A]

LA RADIUS H—/ N & FHGESH M RADIUS Y — ~OEH R %2, MAC RAFZHICHA L EJ,

1. MAC #EFEEAH RADIUS H— NEHCIEAT 55
227 4 7 b— 3 3w K mac-authentication radius-server host % 1 fF THREL TV D & X
%, mac-authentication radius-server host T E L 7= MAC F8iEEH RADIUS H— 721 2 H L
SN
I b &, WEEERSE RADIUS — " OERCHENIEIH (dead-interval) LI, OFBFEHEREICE
BLEHA,

2. UM RADIUS % — ME@CHEAT 256
av7 4 7 b— 3 »a< > K mac-authentication radius-server host % 1 fFHF%E L TR & &
X, a7 47 b— a3 a~<y K radius-server host Ti%E L7{LH RADIUS r— & HL £,
I b E, WEEERSE RADIUS #— O RCHEEIH (dead-interval) AL¥HIE, YLAH RADIUS
YP—NEMHLTWD TR TORGEEETIEE 0D £,
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RADIUS #— MERHFARERFOEM 2 ROKITR L E T,

K 5-10 RADIUS H—/\1&RHF AR E R DIE

- FERE
11— 10 ERIEEEE

HEES IR
RFlDIUSU‘ H{J',Il.- _7'

RADIUS

BEFZAI 0
RADIUS 3BEE 7
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ZBEEEF R RADILS
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ek BT

(4) nlunIEE;kflﬁ RADIUS -U-_/\O)lg*R

LA RADIUS — N5, %3858 A RADIUS +— \ME#, RADIUS — 7L —7Tik, ThEThiE

% ® RADIUS % — "R A M EFRETEET, (RKEREHL, 2747 b —v 35 A KVoll 3.2 UL
B #BBLTLLIEEWN,)

—ODP—NLBETET, BIETF—EARZT ONRWVEEE, TBRENENTRE LIz — "~
FeadiTLET, RADIUS — IR > — 7 VA ZROKNR LET,

5-11 RADIUS H—/N\ZBRD—H 2R

SRETSHRIRER FEE RADILS H— 51 RADILS H— 5 2
7 l— LS i
RADIUS SAEFE S
AL =
Hig [— = IEFEE#EETLT L LTEMS
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RADI LS EEEEE
SEEEebTh RADI LS ZESEREED
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& L GERG

Z ORI TRBGEX BRI A D DAEICH RIS Y L— L% Z(ET 5 L, RADIUS — 3 1Tk LARMEE
RADIUS #8GEA4 Zk L£9, RADIUS #—/31 LiBETE ot BHEIE, K T RADIUS ‘H‘—/\ 21

%L C RADIUS SBREAEIT L Ed, T 2 TRRECHKENT D &, FEEHRAF Y U —7 ~lfF e L 72 Y
ij—o

F7o, WREESRIE L U GEM T @ RADIUS — & L M — LR E T,
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(5) RADIUS m.\uIEﬁFﬁT_Ii'CO)Tj(E#FHE]

RADIUS #— L @ERATZHWT DI0E S A LT U MM EZRETEET, 774/ MEZ 5B TT,
F7z, FRADIUS y—NTHZA L7 ¥V b LGS, FEREHITLEYS, ZOFERKMLRETE,
T 74N MEIZ 3ETY, 27w, FFEAFRAE LTRADIUS A TE 2w &I 5 £ ToReRy
L, ISEZA L7 0 MR X (RO 1 E+ FaxEE) X RADIUS % — SBERIZ2 Y £,

5-12 RADIUS SEiHFEARAIETHY—4 X (RADIUS H—/N\ERE#EZTEH)
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LTHEESRT

X
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X
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FREICER LTS RADIUS B —iam
UOTAFEGEMTIEIRES
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R L7- RADIUS ‘H‘*/\ﬁ)@ﬁ%TT@ké“ X, TREGEEEREREIC L VERRERF R A Z b CE E T, &ib
D 15.4.6 FEAELBOEHFEGE 22 L TIZEW,

5.3.2 RADIUS H—/\EB{E D dead-interval #£8E

A2EE D RADIUS #BRETIE, FRRERISHAN S O 7 L— A%Z(F12 & %5 RADIUS BREER % 28I F 20 7s
RADIUS #r— % L, PO KITE AR RADIUS — &l L3, 2ok Tik, #i
S5 ETORRMITE S 1E 923, RADIUS H— Nz QMo #ERk /2 £ T iy, RADIUS #— 2
BEENIEAET D LA ECRBICHEIMNICEIRTE 8 A,

AEEETIL, TD RADIUS — "~ HENEETE L LT, EBEHZ A <IZXL D dead-interval #E5E % -
AR—FLTWET, AEFETD RADIUS — % FR CTHEFLLET,

o 754~V RADIUS %— : DA %72 RADIUS #—
e &A%Y RADIUS H— 3 1 RIZH LN/ RADIUS H—3
o Ly b — N FRERERSE & L GEA T O RADIUS 9—°
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77 A<V RADIUS —_"~DEH—7 v AERORNRLET, Fio, BT MAC BAEEH
RADIUS — "o a~<> R4 TR LTWET,

K 5-13 F54 <) RADIUS H—/\~DEIRI— 2R (1)

+IEH RADINLS H— 51 FADIUS H— 252
[
FaA4wU
RADIUS H — 1%
pt )
Z l’_‘f"ﬁf_f RADIUS SHEEE = (D
Tthorau
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v £h A RADIUS
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P RADIUS H— »inilIH
7L-L8Ms RADIUS ZEFER ¢}®
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1. 774~V RADIUS —/% (3%1) Zh L v h¥—s3E LT RADIUS #BAFERZ BB L £97,

2. 774 <1 RADIUS % — NIZREENFEAE LT, KIZHEZR/ RADIUS —3 (&5 4 U RADIUS
P—=r) ~EBLET,

3. WLy b=t h &Y RADIUS —NICER LI R CERI A~ 2 A X — N LET,

4. % OFHZN: RADIUS H— S~GHREE RN TE e oo & SITFFERM (X2) L L, ZoREELD
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2> 7 4 7 L—3 3 »a~< > K mac-authentication radius-server host T E L 7= RADIUS
P—1F, UFOWTRIDOFRMENT- L TWDRENFR T,
* mac-authentication radius-server host ® key /X7 X — X OREH
* mac-authentication radius-server host ® key /37 A —# O EE/Z/3, radius-server key 7%
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72



TEX 4

ZDLEDERL AT T 5 ETIE, RADIUS H— ~GRAEER A EE LRV T,
RAERID) & LTHRWET,

K mac-authentication radius-server dead-interval 0 fR E D & 1%,
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nNoary 7471 —gravwy R, IPTRLREEBICRETEET, ko 1581 LAV 2R
FEFEAE CHEFH 92 RADIUS — 3MF#H ) 22 L T 7EE0,

F£72, RADIUS = ~D VY 7 = 2 MFEERMEITEIGERE L o7 b &, BFFHEETKROERITR
FTTAV ha T ERERLET,

#5-20 RBEAHEETREERT S T7HhU 0T
SRETHeRE FTHAYU AT A yE—

IEEE802.1X ¢ No=82
WARNING:SYSTEM: ({}/{#%## ) Failed to connect to RADIUS server.
i - 1P

ThT v hu Zi3ER 2~ > K show dotlx logging TR CTX £,

Web F2GlE e No=21
NOTICE:LOGIN:( £ l{&# ) Login failed ; Failed to connection to RADIUS server.
fHinf&E#E : MAC, USER, IP, PORT, VLAN
Thvr ka7 i3#EMH 2+ K show web-authentication logging TR TX £97,
MAC 3 el ¢ No=21

NOTICE:LOGIN: (/n{%#: ) Login failed ; Failed to connection to RADIUS server
f+hnE# - MAC, PORT, VLAN

Ty ka7 i3EH 2+ > K show mac-authentication logging CHERE CTE £ 97,

(2) BEIBEIAEET HF-bDaI VT4 TL—a Y
FRALEE O RARE Z BT D701, WERAE L AT 5 & & bic, TRICRT#REkhE
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86

LA v 2 SRREHRE DR

DALy T 47— g VERENKLETT,

& 5-21

EHIFREIDEMET HdDa T4 L—Pa Yy

FRRLHERE REEE—FK

RADTHEEDI VT4 L—2a Y

IEEE802.1X | IEEE802.1X i

¢ dotlx system-auth-control

BT 7 4L b
¢ aaa authentication dotlx default group radius
¢ dotlx radius-server host ¥ 723 radius-server host

FRAES Y R b, AR— MFRFES

« aaa authentication dot1x <List name> group <Group name> 1
¢ aaa group server radius <Group name>

e server

¢ radius-server host

AR— b HALFERE ()

¢ dotlx port-control auto
¢ switchport mode access

« dotlx authentication * 2

K N BAERAE (BIY)

¢ vlan <VLAN ID> mac-based
¢ dotlx port-control auto
¢ switchport mode mac-vlan

« dotlx authentication * 2

VLAN HA7F8GE (BhE )

X

Web 583E Web F8aELL 8

¢ web-authentication system-auth-control

BT 7 Lk
¢ aaa authentication web-authentication default group radius #1
¢ web-authentication radius-server host ¥ 72 % radius-server host

PREGR Y 2 N, R— MRIFERESG X, = —3 ID BIFEFES X

¢ aaa authentication web-authentication <List name> group
<Group name> 1

¢ aaa group server radius <Group name>

e server

¢ radius-server host

« web-authentication user-group * 3

[ E VLAN £— R

¢ web-authentication port
¢ switchport mode access

« web-authentication authentication * 2

#4733y 2 VLAN £—F

¢ vlan <VLAN ID> mac-based
* web-authentication port
¢ switchport mode mac-vlan

« web-authentication authentication * 2

LH—F—FR

X

MAC F83E MAC RS

¢ mac-authentication system-auth-control

BT 7 b

¢ aaa authentication mac-authentication default group radius *1

¢ mac-authentication radius-server host % 7= (% radius-server host

FRAES Y A N, AR— MFERES X

¢ aaa authentication mac-authentication <List name> group
<Group name> 1

¢ aaa group server radius <Group name>

¢ server

¢ radius-server host
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AL RE FELE— ERHEDa VT4 L—Pa Yy

& VLAN £— K * mac-authentication port
¢ switchport mode access

 mac-authentication authentication * 2

%A+ v 7 VLAN £— K | e« vlan <VLAN ID> mac-based
¢ mac-authentication port
¢ switchport mode mac-vlan

« mac-authentication authentication * 2
LB
X1 FRGEIETE ORI FRAE LI EA W]

HE T 7 )V b CHREIFRIEEE AR, [default group radius] 72178 @E L TL 72 &0,
A— FRRSGE S A E 721X = —% ID %'Jnh AE5 A HEEE, [<List name> group <Group name>| #5%/E L T 2 &
AN
EX 2
— FRRRREAF R ARFICRE L TS EE VN,
¥ 3
o— ID BIFERE AR AR E L T E S0,

(3) ERHFIFEEITOINE VLAN [ZDUVT

HAF w27 VLAN £— FOINA VLAN (T2 7 /' L—3 3 >~ K authentication
force-authorized vlan CTRE L F7,

Aawy FREZEM LI L &L, BUHRE AT 47 VLAN IZIRE LT, 20 L SR T
VLAN &— ROk s LTHRWE T,

F7o, Ko<y FOBREEEANIIRHIFEFET VLAN IZE L7oiiRlE, REAEEL bR OGN E TIX
% VLAN 28 L £ A,

(4) AthAe & HERAIEAED M FI I AE D 77

ABERE & A GRAEHEAE O TR GRS R X X E T A, ELONITHERAIZRZIZHIETEHELTL
7230,

%E 5-22 E % t %’uunl—t%lﬁgogﬁﬁugﬁnmgﬁi

gﬁ%ﬂuh u].—tn&i §§$‘J§,u§fl:ﬁ?f0)1|l"’§‘~ VLAN EQE %‘E-G\EIH:& a)gﬁfﬁ”ﬂh AL

authentication force-authorized enable authentication force-authorized vlan [3% 5-23 [EIRFERTEAR I DIAHIERE
avI49L—vav) 38

s

U

7
e
&t

E

g

R
[l

4
i
i
4
i
i
X | O X| X

B
it

L)

X O
Lu

.
& A
2 g
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& 5-23 FERREFAIOBKIZREI T4 L—23 Y
SRR RE aAvIq4YL—3rvavur
IEEE802.1X dot1x force-authorized
dot1x force-authorized vlan
Web 22 web-authentication static-vlan force-authorized
web-authentication force-authorized vlan
MAC Z2EE mac-authentication static-vlan force-authorized

mac-authentication force-authorized vlan

FOREF B OMBIFRIEZ BEH DO & 1, bflar 74 7 v—va v e ETE £ A,
%72, Laa@: VT4 T L= aryRENN T OTHREFAD L 1L, ik

ERETEEE A,

(5) BRFIZREITD TS A4 RN— | Trap

%B?E

Alk ®9§%U At uEZI)‘@JﬁE# HFEREE— K]

ﬁﬁfab& 00 FET,

%7z, IEEE802.1X DifiillFRiE%E TIL 7 7 A ~X— bk Trap HEERY R — b TT 3,
F&E T T A ~— | Trap T3 FIHEL

SBOREFIFREETIL, KA CTHEDT A7 ey (SYSTEM) HE %22,
Luié#émuuﬂi%_ N Tgﬁfﬁ”muuﬂiﬁﬁ@7oi/r’\'— k Trap N

;7’;;? D iﬁ—o

%524 7HhorhOb (SYSTEM) & TS5 4 R— | Trap 175K

LBOMEEFGE a7 4 S L— g v

[#%5-19 3R

FI‘LA‘F' @gﬁfﬁu IJ‘U‘FI

AR AR PEEE—F Trap RITICBHERIV T4 JL—2 3 VERE
av Uk INT A=A
IEEE802.1X AR— ~BALEREE (FEY) snmp-server host dotlx
authentication force-authorized enable
R— NEATEREE (FHH) snmp-server host dotl1x
authentication force-authorized enable
authentication force-authorized vlan ¥
VLAN HA7F8E (1)) — G4 DT, FURER)
Web 587E [ VLAN £ — K snmp-server host web-authentication
authentication force-authorized enable
%453 v VLAN £— K snmp-server host web-authentication
authentication force-authorized enable
authentication force-authorized vlan ¥
LA —E— R — (RSO, BURELE)
MAC 3 % VLAN =— R snmp-server host mac-authentication

authentication force-authorized

enable

XA F v 27 VLAN E— F

snmp-server host

mac-authentication

authentication force-authorized

enable

authentication force-authorized

vlan ¥

LA —F— K

— IR OID, BNRER)
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authentication force-authorized vlan K% ERHI[E E VLAN £— REB L 720 F97,

N4 VLAN (220 T 22 L T ZE0,

5.4.7
AL

n.unIESE iSOk

ci V{&ZHQBE%

EEEEE

R L 72

5. LA 2R B

o> T(3) silF

0
[s2:4
2

WREHZ, KR Y A h & LTMAC 7 KL REAfL

’C“Eij( 256 R E CHEH L 7, S’Eﬂ&uﬁ'ﬁﬂ{ U Z ML, M =2~ K show authentication fail-list T/

TEET,
R

ES XU)EWE%E&ZPE&E Lo i, REURARY 2 MIBELET,

"_‘j\]/I/m_, uIE RADIUS ity thE& IE) u/\ Tj—

FORERBREF O ARF MO LI A R ORI R L ET,

ARG IRE O ALBR

% 5-25 ERELRMBFDIHKIFHDNE
R HE FRBI R T ORI BRI TORIMRE
Reject Reject LIS+ TD Reject Reject LI} T®D
KEX %KBR
TEEE802.1X SR — 7 L (DEEY "HELD" "Connecting" "HELD" "Connecting"
MR AT — & A (quiet-period (ROBEFHED ) (quiet-period (RDOFFEL )
RO EF ) REEI R EF )
MAC 7 RLAF—7 1 - - Gl G5
DFZY AR T R UREE
KFHR Y A b (il list) KA R SRR SR
~DORERRE RITREE G RITREER g% RIIREER Gk RIIRER Gk
Web &3 PEEE T — 7 LV Di%Y FYE Y FYr Y "R " BRI
k27— 5 % Hl: HIR (=2 MV & (= ) &
L, BRI L, WeEREH
1) 1)
MAC 7 KL AT —7 )L — — BERRAED £ F BERRAEO £ F
DOFZYuR T b U RRE
KHHA Y A b (fail-list) | JHLEEIC FPUIRRI FHRIRF L FHEIRF I
~ORFEREE RITRE 88 g3k RITRE 2 g3k RITRp R g3k RIIRp gk
MAC FRFE FRAEE BT — T VD% "R "OREE "ORE "ORE
AR AT — & A (quiet-period (quiet-period (quiet-period (quiet-period
eI ) REFEI R EF ) R RFE ) IREE R )
MAC 7 RLAF—7 1 - - Gl G5
DEZYEAR T R UREE
SR Y A b (fail-list) quiet-period quiet-period quiet-period quiet-period
DRI il 7B B il 7% (B Tifi 72 RdR Tifi 7R R
LB

CHRFREE TR LD T, MACT RL AT —7/L|Z

TR AR D= Y
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55 LAYV2EIGEENDOV T4 L—3 Y

551 avI7449L—Yarvavr F—&
KRIETIE, LAY 2#IECHRBCTHEAT I a7 47—y a 2 OWCHALE9,

£526 LAV2RAEL@ENDOAV T4 L—2 30T RERIEE—F—

a<w v R4 Bl EEE—F
v 1%
authentication arp-relay FARERTIRIE DIGR D O 6E SN HMEZSE CARP 7L—2 O O

%, WARGSOE— bH) S ET,

authentication ip access-group FELRTIR RO ZE LI IP Ny MAa~ o RTEEEL O O X
FIPva 7782 Y A FEEMAL, A% (permit) L7-/%
7y NETEMA— MoPRELE T,

authentication force-authorized = Z8FEH:EOMREHIZRA 2 A5 LE T, O @) X

enable

authentication force-authorized = #%YR— sD& A1 F I v 7 VLAN E— F@ECINET 5, O O X

vlan WA VLAN 2 37E LE7,

name VLAN (Z VLAN £ &2 R ELE T, - O @)
(L)

i

: [#7E VLAN €— F

. ¥4+ v 7 VLAN £—

: I/jf:/_% N

RRENEIHE> TEMELE T

::7/F%Aﬁféiﬁb

— :15.4.2 VLAN 4T X 5U0% VLAN 82 OxIg4¢c3

X O T %

552 SREIFERAIPVAT7OERAYRFMDETE

ABITIL, Web iR3EHEE VLAN £— K CTHE DHCP — 2 AT 2H L LET, Web 3L E
VLAN E— Ko7 47 b—a it 193 EEVLAN E— Ko7 47—y ar] 28R LT
<TEEWN,
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520 FEHFERIPVA T ERY X LOFEAR

DNSU—J i
10.0.0.1 58 pHOP - —)

l IP: 10.0.0.100
L3 A1 o F E

PEHAC T oA TES
Gy kD=5

RADIUS H—2 4
IF: 192.168.0.200

O ;
: 020 :
; | et EEIHAF T FLR
E 0s3 VLAN 30 E 1o.10.10.1
"""""""" ?I @ s
HUB 192.168.0.1/24 DEEEEH%

Web PEEHE  HETULA
MAC @ 1234.5600.e001

[E’“E(J)#’i’fr v k]
FRRERT DU AR B AILE DML ~DEE ZFF AT 5, BAEFHIPva 72782 Y A & ARP 7 L— 4
DWW EHELET,
(ZOMOBFMNE R T LT 4 T L—3 g VTR EE A & L, AU CIERRERTRERH ORE T &7
WwLTnET,)
(a7 FIZ&BEE]
1. (config)# ip access-list extended L2-auth
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl) # permit ip any host 10.0.0.1
(config-ext-nacl) # exit
(config)# interface fastethernet 0/3
(config-if) # web-authentication port
(config-if)# authentication ip access-group L2-auth
(config-if)# authentication arp-relay
(config-if) # exit
FRRERTOMWAL D DHCP 7 L— 24 (bootp) & IP 7 KL% 10.0.0.1 (DNS ¥—/3) ~DO 7 7 & R %3
AT AR IPva 778 AU A M EFRELET,
A—F 0/31Z, FRFEE— Fi%E (web-authentication port) EFRFERIT 7 B ASLMEOT 72 AU A R4
(L2-auth) #&ELET,
EHIZ, ARP 7 L— A ALEE ORI EE S X ICREL £ T,

[FE=1E]
1. B—MCRIAHEHIPvA 7 72 2 FBLIOARP 7 L — A @BOREE LT AHNC, FIo
WD EREL T EIN,
* dotlx port-control auto
* web-authentication port

* mac-authentication port
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2. EAHEHIPvA T 7 AU XA FBLWRARP 7 L—2BEZHE L TWAHR— K DOFRIFE— NE
FHIBRT 2581, RICTFRRa~ Y REWGTE LSRR — M DHIBRL T &,

¢ authentication arp-relay

g

¢ authentication ip access-group

5.5.3 VLAN &#(Z &k BUVA VLAN I5F
AHITIE, Web iB3FE4 A 73 v 7 VLAN £— R&fE 4+ ARk LET,

5-21 44+ 3v% VLAN £E— F® VLAN &g EDHE R

RADIUS £ —/ Rl TR ATE D

Fy FO—%
2FF9A 1=

ShFHE =4
YLAN 800

)

FEE

HUB

]
EgLEgLEgL EATH1S:

{FREEE

[REDRA > K]

XA F Iy 7 VLAN E— REHEL, AT D VLAN [ZEHAFRZRE L ET, £/, RADIUS

P—NZERAERICINA TS VLAN 28 BAHRTRELET,

» VLAN 30 : 383[HT VLAN

e VLAN 50 : ¥ VLAN

* VLAN400 : FBFAH O A * v U —2

e VLAN410 : FRE##E O B * vy NV —7
ZDfth > Web iBAEICHEE 2R EIE, (9 Web sBiF0#% € &#EM [AX22008] [AX12508]
[AX12408]) &L T &0,

[a< 2 FIZkBEE]
1. (config)# vlan 30,800

(config-vlan) # exit

VLANID 30, 800 Z#%E L E T,

2. (config)# vlan 50 mac-based
(config-vlan) # name Keneki-Network
(config-vlan) # exit
VLAN ID 50 iZ MAC VLAN & 3% VLAN 4 M a s E LE T,
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(config)# vlan 400 mac-based

(config-vlan) # name GroupA-Network

(config-vlan) # exit

VLAN ID 400 {Z MAC VLAN & FEEZ O A R v F U —2 VLAN A& i E LET,

(config) # vlan 410 mac-based
(config-vlan) # name GroupB-Network
(config-vlan) # exit

VLAN ID 410 {Z MAC VLAN & Z8GER OFM B & v F UV —2 VLAN A& E L £,

(config) # interface fastethernet 0/5

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 30
A—h0B%EMACK—FELTRELET, £/, MACAH— FOXRA 7T 17 VLAN3O (FRFER
VLAN) Z##&EL ¥, G8iEfk VLAN |Z 15.4.3 MAC VLAN O H#) VLAN E2 | (2L 0 EIY 4T
bIET,)

(config-if)# web-authentication port
(config-if)# exit
A— bk 0/5 IZFBFEE— F (web-authentication port) Z#&E L £7°,

(config) # interface fastethernet 0/10

(config-if)# switchport mode access

(config-if)# switchport access vlan 800

(config-if) # exit

AR— b 0/10 Z VLAN800 ®7 7 E AR — b & LTRELET, Bakldbish3 2 0 CRIEE— FITRE
LEHA, BNO RADIUS — "R — MIEELET,

(config) # interface fastethernet 0/12

(config-if)# switchport mode access

(config-if)# switchport access vlan 50

(config-if)# exit

A— 1 0/12 % VLANSO OF7 7 EAR— F & UTRELE T, LIRS 5O TRIEE— FITRE L
FA, MNOBE Y — R — MIEELET,

RADIUS #— N2iE, TRAEREL TSN,

o % NG @ & % : Tunnel-Group-ID (Z "Keneki-Network"
s B OK » & &

o BP9 A DR
o P9 B OFGE% VLAN ~Y) 0 # % : Tunnel-Group-ID (Z "GroupB-Network"

#E#% VLAN ~Y) 9 ¥ % : Tunnel-Group-ID |Z "GroupA-Network"

it,vﬁv—%—F@FAﬁ [~  RICE2REIEs L [a~r FICX 2R E]IH6 OBREOMHD

WICTREREL T IZENY,

e [OTUFIZKBEHRE] 5 DOIbY

(config) # interface fastethernet 0/5

(config-if)# switchport mode mac-vlan
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(config-if)# switchport mac vlan 50,400,410
(config-if)# switchport mac native vlan 30

(config-if) # exit

¢ [ARUFIZLDEHRE] He DDY
(config) # web-authentication vlan 50
(config) # web-authentication vlan 400
(config) # web-authentication vlan 410
L v —F— ROGE% VLAN @ VLAN ID 50, 400, 410 ##%E L £7,

CEEEIHE]
1. 2747 b—Yara~vy KNname TRET 5 VLAN 4 #%, RADIUS §8FEOFFEH VLAN
ELTHERATA L EIITRICERE LTI EEN,
o VLAN 423, #4 VLAN THHE LRWE S ICHRE L T ZSW, VLAN AR ER LT
W3 e, BEELTWS S HTHREH/NEW VLAN ID 28 RADIUS #2iFDi%:E# VLAN & L CE|
DU THNET,
-WAN$ﬂ@%E’ﬁ$%%EL@wT<Eéw SO % VLANID & L Cilak L, #8
WCRIRT 2560 H Y £,
2. MAC VLAN @ B#E) VLAN F124 CiliE#% VLAN 2850 B TH & XX, TRIERLTIEZN,
e XA} 3 v 27 VLAN E— FOFEFE% VLAN Z BEjEI4S 5 L X1, av 747 Lb—vara
<~ K vlan mac-based © RADIUS #— b S 415 VLAN 23 E L TLIZ2E 0, (Zo
A1, MACAHR—hicar7 4 7 L—3 g a< 2 K switchport mac vlan (2 X 2R EIIRE
SERY)
e RADIUS #— 375 Accept %15 ¢, RADIUS J& 1 Bl VLAN B4 FEW 20 & X1, #%
M MAC AR — bDORAT 4 7 VLAN IR A IE L ET, Z0 & ZHRITEE VLAN £— K
OFFEF AR L L TR ET,
o LHV—EF—FRTIIEATEEFAL, MACR— NIz 747 b—varav R
switchport mac vlan T, FRiE#% VLAN 3% E L T 7Z 20,

554 |:m_,\ Lo)gﬁ ﬂ'ﬂ] I:IlLr\ E
FOREH I T 3 2 IR EIFRR SRR A TR L E T
[(BREDRA > K]
ZIKWIJTVJZ s <IVTF AT > 7% o uﬂz{i)ﬂ H#@gﬁfﬁ”muu E Ljﬁjﬁo
o KFRAEHEREDOFERE S RT, RADIUS BiE AR AR E L £7,
. ‘j—o“ ]“ 0/1 ?'\771/3:X§‘ 77NALEIE;)<EDX/:|3 LiTo
° 9@%’].:14&5%5 ”Iﬁ#é VLAN % &% Ebij—
FOMDNT AT v TRIUCME R EE, 112 AT AT v TR 22RLTIZEN,

[av Y FIZ&BEE]

1. (config)# vlan 40,600 mac-based
(config-vlan) # exit
VLAN ID 40, 600 {Z MAC VLAN ##E L 7,

2. (config)# vlan 20

(config-vlan)# exit
VLANID 20 3% T L £,
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3. (config)# aaa authentication web-authentication default group radius

(config) # aaa authentication mac-authentication default group radius

B RS RE OFERE T FUZ RADIUS #FE &2 #E L E T,

4. (config)# authentication force-authorized enable

?D?E %@5‘@%”;114 ui%ﬁ)‘j] szj_o

5. (config)# interface fastethernet 0/1

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 20

(config-if)# mac-authentication port

(config-if)# web-authentication port

(config-if)# authentication multi-step

R

h0/11Z MAC AA— bk, Web #BFEE— F, MACFRIEE— R, v TFR7T v 7RILE— NERT

¥4, £/, MACH— hDOxA T 47 VLAN20 (FFERT VLAN) 3% € L4, (GRIE% VLAN X
5.4.3 MAC VLAN 0 BH#) VLAN 224 ] [ckvE B THRET,)

6. (config-if)# authentication force-authorized vlan 600

(config-if)# exit

TRHIFRAERF DU VLAN 12 600 Z#58E LE7,
[EES1E]

1. ARGEERE DIRBIRRIEZ R E L T\ D &, FRIEIEOEHIFRiMEZ R ETE T A,
5% 5-23  [AIIRRRR ETT@%-:?EIJME: Y74 7 L—vay] aRLTHET a0 747 L—
va v EHIBRL TG, B EOMHFEREA R E LTI,

2. A iRiEAERE DFRIE S T, RADIUS FRRIETE LT 3% ﬁb“( <72&vy, RADIUS FFEE v — B VFERED
BERIEZRE L CWD &, TR IER) & 720 F9,

3. KlO<=NTF AT v FHIED & =%, RADIUS ¥— 3Miloo RADIUS JE M Filter-Id (2 PRt 2 7% &
LT<Eéw
o MAC FEFECTREEET 5 RADIUS H—\ : "@@Web-Auth@@"

4. ¥4 7> 7 VLAN E— RO®FEH VLAN # BBfEY 55 L &%, av 747 b—varavy
K vlan mac-based T RADIUS %— 32 Li@H S 415 VLAN Zi%E LT Z &0, (ZOHE,
MAC R— hizar7 4 7 L—3 a3~ R switchport mac vlan (& & 2% EITARETT,)

5. RADIUS #—/3/5 Accept %15 C, RADIUS EM:IZ H8) VLAN FRETFHA 20 & X 1E, 3%

MAC R— FDFA T 4 7 VLAN [THERZINA LT, 0L &KL EE VLAN £— FOFE;
FhdmAR L L THRWET,
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56 LAV2FAEBDARL—23Yy

56.1 ERAaOvYFK—E

REITIE, LAY 285BI 2EN a2~ NI THBALE T,

£527 LAY 2RILAOERIRY K-

av Y R4

Bl

show authentication fail-list

LA ¥ 2RRAEIC R Lotk A MAC 7 FLARIA TR R LET,

clear authentication fail-list

LA Y 2RI R LIt R IE#E 7 U 7 LET,

show authentication logging

B LAY 2R R L CW DB ER 7 A v £ — P2 RIEICR R L E T,

clear authentication logging

BREICR R LI2BEr 7 A v =V %7 VT LET,
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LAY 2

FaalL 1 BE D H 7 (5 A

5. LA v 2 REEMAEDHS:

A

L%, IEEE802.1X DOFEFEE —

TiE, EEE— % [EHEVLANE— K] (¥4I v 27 VLANE— K] [V —F—F] CTHiL

— MHALRREE (FHY) -

o AR— NHEAZFEEE (FhAY) -

« VLAN %"LL;:L‘;JE (@ja}j) :

5.7.1
Ll

WL —F— ROLENAH

FEMN

#*iF

WT, A— hOFEEIC K

[&7E VLAN £— K

FIETFREPHE LET,

5453 v 2 VLAN £— F

LAY R

V) RRREFERE D IL1F,
Tj—o

AFRE ] L BERT S 2 FRRioR LETS

5-22 HEFFERAGIEBEAR

=

EEXEEd

== EE=

L2 2w F

000

L2 24 = F

_ AEE
0o @ © o] 8 8 o @ oo
) Wﬂ I w T H
| I; | | [rezs v 7] HLE [ He | ;
Bsf mis| 222 Addl |2
a02.1% 'u'u'eh‘h'IﬁE‘ 1% Web MAC B02.1% Web MAC nz2 1}{'|'|'ebll'fl.'l'.[: a0z 1}:1

|u14w$

mes

a0z, 1¥

Web MAC

BLE YLAN

02,16 Web  WAC

X000 XXX

202,15 Web  WAC
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ZBRIA U725 B CRRRE Y — 7 v A &8s L C EAP-Success & BIFR 92 & CRAM AT L £9°,

L2L, —#BD Supplicant ¥ 7 b7 =7 Tli, EAP-Success % B¢ BIEA SRIER L A2 LET,
Z OD%% o thE’?’(XAj_< \—L{D z))L@Jﬂﬁ_ n , e uEfﬁiﬁ/\fJ %;&‘i_‘ L'fa ﬁ“ﬁ@]nfi ] , EE‘DEJ‘.E%;@% D
LCTARMBER->T=0 T 25508560 £7,

shortcut 5 € EAP-Request/Identity ® 3 —47 > A R DKIIR L E T,

6-9 shortcut @ EAP-Request/Identity ® > —%7 > X
Suppl icant Authenticator RADIUSH—/N

| EAPRea/1d (W) 1% 5K 12t FIEAP-Req/ 1d M2 1=

AL T L—L ) %ﬂﬁﬁijA

_EAP-Req/ld - EAP-Resp/Id (L27ILFF+¥ R kT L—L)
b - EAPOL-Start

EAP-Resp/1d
MDSZEDEEEE S — 7 VR
_EAP-Success

>
>

(EAP-Req/1d
EAP-Resp/Id I
v i FHSupplicantDIH A (F
<EAP-Success PRI — VR EER

EAP-xxxxx(M) : LA ¥2RILFHF ¥ XA T L—L
EAP—-xxxxx AN F v RFTIL—A

(4) IHERA~D EAP-Request 7 L—LHX

j{@nunﬂ:‘qj —, ZIK ﬁ’%%{nj‘é EAP Request (uou‘.E‘ﬁ-’_‘/\ﬁ\%@g;k)( /"IZ“‘“‘) 7;(A—J-L/VC, ‘J#Jﬁj{
MBISEDR RN ORI & R ERE L ET.

FEEMIZa 7 0 7 L—3 3 a3~ K dotlx timeout supp-timeout, FX&RIEIT= 7 4 /L —v 3
v a<y Kdotlx maxreq CERETEET,

(5) UmARM o DEFBIEERIZXR T HHN1IE#EEE
(a) THEILOHEZBITEROUIL

BAD B IEIE E41 5 EAPOL-Start %326 & 9~ 5 38GELER 2 113~ 5 BRE T, %iﬁl@ﬁﬁfﬁﬁﬁ) BV ‘F’Wr%
THWRIEERZ%1E Lz & %12, EAP-Request/Identity Z4E L2V E HIZT5Z & T, FRFEALHLIC
REEOAR D LA EZEET,

YRR NS OFFFEE R OIIEIE, a7 4 7L —3 3 a< 2 K dotlx reauthentication & =7 1 7
L —3 3 3= K dotlx ignore-eapol-start TR E T £,

B, AEREORERIL, Fioar 74 7 b—v g o THRE LB CESIICAEE NS
EAP-Request/Identlty EEET DI L THROBRGERI TV ET,

e a7 4 L— 3= R dotlx timeout tx-period
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e VT 4V L—ara~<y R dotlx timeout reauth-period
(b) EHIRRM 5 DRI EREFDBIEE

R— ]\E‘ JAEL; nIE@ //7/1/'1?*_‘ I*ﬁ)%b'ﬁ; L/Tl/\éhj_ ]\T @jﬂ@jﬂwﬁj{ﬁ\ga)nu nﬁgk%*ﬁm L/f_
HUAR— NOBEEZENTAREME T 4 L —va Y TRIETEET,

EE SR 2> 7 4 /L —3 3 > 3= K dotlx timeout keep-unauth TFRE TE £,

(6) unu\nﬁﬁﬁﬁﬂ#wmunﬁﬁﬁﬁi10)1##2“'3#'35

FRFEIC I U 720 RIS 63 2 3RGE B & CTORERIR 2, 27 4 /7 L—3 g 2= K dotlx timeout
quiet-period CRRETX £,

(7) nu..\nl—t-'j-_/ \FLT\KT#-B E#FEﬁ

PRRE — RO BRI T DINENR RNV EORF LM EZ, a7 47 L —Yara~ Rdotlx
timeout server-timeout T E TE F9, T L7232 &, Supplicant ~FRAEKM A w5 L F
T, a7 47 L—3arav R radiussserver TRE L TV D L& ORI & bl LT, B
J5 DEEH]C Supplicant ~FRFER A @ L £ 7,

(8) F&FIFREEAR— METE
SR FRAEFE E L 7o AR — MoHEskt SN 7k RADIUS #85EAS, #RKREE 72 £ C RADIUS h— "~ 7 =
Ak %1%9%,&&& 7= 61??%[5% & fcf o7 L ﬁcE , nE)d—%jﬁ'wﬁﬂi%uu M utFﬂ'leﬁE Iz L/ij—o

AHERE OFRIIFRRER I, FRAEMERE & REREERE Z L ORENH Y £, RIEHEREICHOWN T,
15.4.6 FRREIEIE D TREFIFIFE %"?BEL“C<7Zéb‘

IR A2 AT AR — Mo 7 4 ZL—3 3 a3~ K dotlx force-authorized 5% & L9, £7=,
SR FRAE & 77 7] L 725K~ EAP-Success J&E #E[FT 572Dl a 7 4 V' b—r g v a< 2 K dotlx
force-authorized eapol Z 5% E L 97,

7k, TREFEREL FREORM AR Lo & SITFFT & 220 £,

£ 6-6 SEHIEREEEF RIS
EH %

ar74 S —a v FRLDar 74 7L —va v RIRTREINTND L
« aaa authentication dot1x * 1
¢ dotlx radius-server host ¥ 72 1% radius-server host
¢ dotlx system-auth-control
¢ dotlx port-control auto x2
« dotlx force-authorized * 2
¢ switchport mode access H2

« dotlx authentication *3

Thyra s RADIUS #—"~OIALERFE T, FiOT7 AUy a7 BRI NZ5E
¢ No=82
WARNING:SYSTEM: ( £f/f&# ) Failed to connect to RADIUS server.
i - 1P

T hu Zi3ER 2~ 2 K show dotlx logging TR TX £,

X1
"*%ET 7 v N CHEHIFEAEM AR, [default group radius] R E L T 72EW,
V— N IRERE T 2 R T<L1st name> group <Group name>] %% E L T 7Z&0,
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A CAR—MIEREL T ES W,
EXS
v— FRIRRGE ST A FHRRIZER E LT < f;éb\

F 7);, gﬁﬁﬁjwuu TRERERF A L7y 3'{ D uﬁ(ﬁg 3'{ & H*% UN7p) [6.2.2 Gy uiEﬁ’%ﬁb (9) FORIE
ﬁ%‘—l%ﬁj Iz At uE'H{ ﬁ‘ﬁ*ﬁ?éﬂij—

2%, RADIUS W — NAGEREER B AR D B I RERERT 7] £ COEMEIL, Hil O TRHIFEAEE R HFRFE D
DOIRFIFEFEE R B R U T3, BIEDFEMIZ OV TIE, 5.4.6 Ak ﬁ@%ﬁfﬁum (1) RADIUS #%;
FURBAAED & SREIFGERF P CTOEME] 2L T7Za0,

BREIZEETE U720k 0 B 25E S5 EAPOL 7 L — AL, RO FEREFRMIC/e A5 CF_CEELE T,

(9) EIL\HIEﬁAFl}%
N— ]\E‘{Lg}gn (%%E@) T3, uoutEﬁ#‘lg%@q’:EX& L“CTuEZP&)UiT

. ﬁpwﬁﬁjﬁﬁ%‘@ﬁm/@ﬁ%%@m&ﬁ%@

o FRREF B AR O MEE(E BRI X 5 RRGEAERR

. *ﬁfﬁ*gﬁ#ﬁ%@ MAC 7 FL AT —F )N — 0 FEEI 1 25 38R
o FRREM A B A — %0)) VB NS K DGR R

* VLAN SREZEEIZ & 2 B

e o< Fick pquﬁﬁrl‘?

(a) ﬁEﬁ%ﬁ%*ﬁ#@%ﬁﬂ‘g sﬁwurb\nﬁﬁ*ﬁ

AN H > BT — 7 BT RITIAZEE ) HRRBFEZ RBR T E R\ 2, BIEE A ORIk L TR
EAL\EE%{/@L/ m/ﬁ@fib\jﬁdﬁkmmuui%ﬁ#ﬁbi#

PR — BT, BERIEAE T a7 4V L—3 3 3~ F dotlx reauthentication &, FFEREED KRR
&= 7 427 L—3 a2 K dotlx timeout reauth-period #7% € L £,

(b) FBEEFAIMRDIEBEEERIC & 5 RELAEMR
e 3 & ORRAER A IRIE DR DR G & 72 0 £47,
AHEREIE, FRRER A0 RN — ERF R B 72 - 7235 B I B ERICRRGE 2 iR L £,

MAC 7 RV A7 —7 1@ IEEE802.1X 8iE= > b U #2869 (1 MR CEH L, IEEES02.1X T
Bk Lo RIS AR N O D7 L — AZEAMAMRE L E T, BMAMEKN OO 7 b— A5 % — ERFH
(#11043) MH Lieh o7z &ZIZ, MACT RL AT —7 A0 6% IEEE802.1X #RGE— > ~ U ZHIkR L,
EADEJE%@#%‘): LET,

X 6-10 ERFEFAIMRDEBEERME

DL —LFER

IR SESEIART 10 4
l{ L]
:

27 L—LE R

LS5

FElERe “ESR 1 itk

IEEER0Z AKX TEESMAC 7 I LA E [EEER0Z 1K T
MAC 7 F L2237 — Al MAC 7 I Lo 22 T— 2L
TEEES0Z AKEEEET . 1 L& LT %Y IEEER02. 1K EFEET 2 b LYAIRR
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R AR D EEE AL, TROFFTEENAZIE 2D £7,

e IEEES802.1X HR— MEATFEGE (F) £ — MEAEEEE (BhA9) AT, dotlx auto-logout A%
a7 4 7 L—3 g 3w RTno dotlx auto-logout Z#%ET 5 &, HENTRIEZMELEEA,

(c) HMEREHRERD MAC 7 FLRT—IINI—T U JERICK 2RHHER

R ]\ﬁ{inun (E%E/]) TEEL Tz & X103, *ﬁfﬁ Ty‘kﬁéﬂfl/\éjﬂwﬁj{ﬁ)ff%& L)) i’“)‘— (*ﬁg"{kﬁg
WZDWTIHE, %o 16.2.3 NAPRE T AT A EDHEEIZONT] 2L TIZEN,)

AT MAC 7 RVAT—TADEAF I v 7z MU ZEMN G010 ([CERL, %47 5%
KOMACT RLARTZ = T ENTWENERLET, TOH, %4 T HiAKED MAC 7 KLARN
TP T HALT T RMIEY MAC T RLAT =7 ANBHEIBRENTOWAEAE, HEMICHKROBE
WREZMRER L7,

72720, BERROBET 2 EORBCTHEINTLEY Z 20, MACT RLAT—7 5 MAC
T RLUARHIBRES N T2 68 10 258 (ERRE TOMW TR T, 34T 2KRD MAC 7 KL AR,
MAC 7 RL AT — T ICBEE SN TR WERAIT, BRIEZRES R L E T,

E6-11 MACT7 FLRT—IJII—C U TERIZE HERBRIBE

MAC 7 LA T— IR
MAC 7 F LA T—F s
SELMAC 7 F LB

[
TR i

L
I

EiE]

BIERIZESIRS 1 SR

¥1 IL—30 A58 mac-address-table azing-tine TERE LIRS TESR
#2 TSR 01 08 (Ol T4 -3 EEL D
MAC 7 RVAT =7 NE—T v TR, TiORECEMEREE 2D 7,

e IEEE802.1X A~— MHALFEFE (F#PY) A2 T, dotlx auto-logout A%h
o BRI HE IR TE

a7 47— aravl RTnodotlx auto-logout % €T DL, =—T U7 XA LT U RFETHH
éﬁfuuuﬁ%ﬁ*@biﬁb

(d) FBEESRRIEHAR— DY V9 F D UIC & % REAERR

PREE IR DR — N TY 7 Z o BRI LRI, Y%A — o IEEES02.1X §RAEM A 2 H B
\—uunEﬁ¢ﬁ§Lij—

(e) VLAN BEZERIC & HER5FAER

Oy 74—y aravwy NCREERRNE £ 5 VLAN O EEET LI-H4, AF &hi- VLAN
B ENDUROBIEE R L E T,
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[ar 74 7 L—a v OBERNE]
e VLAN % HIBR L7-8%6&
e VLAN %1% (suspend) L7=%&

(f) Fﬁ:?/ Kz ct%)nnunIEﬁ‘Fl}%

1#E] =~ K clear dotlx auth-state T, IEEES802.1X BiEui R 2 F&) CiRakfiEkz L £97,

6.2.3 NAPRIESATLEDEEIZDINT

Network Access Protection (LT, NAP) #iES ZAF ATIE, Xv NU—2 28T AR1OHRICRH L >
AT AEFHEERGEL, X2 U T 4R Y U—ZHELL T RWEERE T 7 8 AR &%y FU—271C
fREECE £,

NAP i AT AT ROEX 2 VT 1 REZERT IEGREZ Ry hT—FKY o—%— (LUF
NPS), HARESN 58K %E NAP 7 T4 7 b LIPOVE$, KREEEIL, NPS & NAP 7 54 7 > b ORMIAE
ELET,

(1) BEHE

AEE T, N— MEAFRGE (8AHY) T NAP BE S AT A LB U E AN AIRE T, AN— M EARREE
(1Y) TiX VLAN 28R 2720 0T, NPSIZLLTO MkEE] TNAP 7947 FEEEHR L,
NAP 7 747 hd DREE)] ZAREEICEM L ET,

. FRARNTHIE
N
o WA LU A

AEEIINPS N OZELIERICEY, ¥X2VT 4RV O—IZAKLENAP 7 747 b GRIER &
ORRIEF ARIEDIAR) 720, TAT 7 e 2@ & dFl LET

ARN— HBAERE (F#9) TO NAP #HE S 27 MEHFEOMEZROMITR L ET,

6-12 R— FEGIFREE (F##9) TO NAP#&EZES EEHMER

DHOP +—s%  fEET—4 HPS ERRg—8

I:IL.ET_’—E.EH IP\"4
FOtAUR

EETE VLAN (NEP 95 4 7 1)

AEEE X, RADIUS #—3 (KN NPS 23HY) 225 DISERER TH D Access-Accept BIEICE F D
[Filter-Id) 2LV, MR KROT 7 & AR E £l L3, [Filter-Id) (ZIFFRFEFEH IPva 77 AU &
FRBEESNTNET,
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RADIUS % — 305 DIGEIC L D AR EDOEMEEZ RO EFITR L ET,

% 6-7 RADIUS H—/\ (NPS) Mo DIEEIZLDAREBEDHNE

RADIUS H—/3 {8l REBOHE 7 AEE
B #®#%E  RADIUS [Ei% Filter-ld DRZE = MAC7 KL R IHARAD
R R = F—TILAD *EE
ZHRnE
NG — Reject — FeFE S EAPoL-Failure S DFREE S & [AIEE
OK NG Accept Filter-Id = 223 H I EAPoL-Success = ke CHIRAT T 27 & &
ACL (FRFEA ACL o )
OK OK Accept  Filter-Id =0 ¥£7-13 S EAPoL-Success  F8FER L OEH A IREET
Filter-Id 72 L TINT I AF]
(I BRAR 5 )

(RW)
nu thEﬂ% ACL nugftfﬁ}‘ﬁ IPV4 77"EX U A I’\
M ORI & FRRD 72 05%4 54

AREEE T, RFEFEH IPvA 77 EAY X M THREY— 5807 7 B AR 5% E L, RADIUS #—/D
Access-Accept JEMED [Filter-Id) (CFEFEHH IPv4 77 B A Y A M EFHTE L TCIHHL S0,
RADIUS #— DB HEIZOWTIE, %o 16.7 FATHEMR) HZRLTIEIW,

(2) wARD MR NFREEE & IREFHRE] ORT

NAP WfE s A7 L ClE, THEIREE] (GBIBRNM 7 7 &= A FFA)) CIREE, [RRGER L OWEw4dkee) (7 v
7 U AFFR]) i))%ﬁébiﬁ' Z ONREENL, EH =< K show dotlx @nqu*f‘74ﬂ(ﬁfTﬁﬁE I CEET,
FHRNEOEMITERA I~ FL 77 LU X ESRLTLLIE &N,

% 6-8 |EEE802.1X DIREER T

SRE BiE RO < > K show dot1x DER= -3
R R
AuthState SubState
IR D FRAL AL ER K . EREEY JIREE
NG - FFEsE T LS FIEMTET LTWARWED, FRFERTIRE
FRFEY T IREEZ L
OK NG PRETE T HIRRAT 7 7 & A AT RN
OK OK SHSpsE T TINT I AFEA] RIS L OMRE i 2 fK T
(FL)

BH ORI E FRED T2 D% 45
(3) A#gexAHMITHarT749L—a Y

NAP #E S 27 AEEAF HINCT A0 ar 7 4 71— a VIdECh Y 8 A, IEEES02.1X DR —
NENLERFE (BRY) IR a7 4 7L —a U ERELTLEE Y, £/, BirEH IPva 77 & X
U A MIES—350DT 7 X AHFAEHREL T EEN,

o R— MHAFEFE FFHY) OFRE : 7.3 KR— FHEMEERE GF0Y) oar 747 Lb—var ] 28 LT
<TEEW,

o BAEFH IPva 7T 7 BAV XA FNORE : 15652 BiEHFEMHIPvA 7 78RV X MOFKE] 2R LTLE
Xy,
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6.3

7|_ I‘%LLnrunIE (E)JE’])

128

FRREDOHH 2 MAC VLAN IZFT BT 2B — MBS L TV AR ICx L TITWET, ZOGEE—F
T3 IEEE802.1Q VLAN Tag Oft 5 &7 EAPOL 7 L— 2 %4 5 Z L3 T& $+¥ A, IEEE802.1Q
VLAN Tag Oft5- &7 EAPOL 7 L — A %2555 L EE L ET,

SRARICHE) L2 RIE, BREEY—/ 3 Toh % RADIUS H— 375 d VLAN 13 (MAC VLAN & VLAN
ID) (ZHEVy, B VLAN o) Bz 247\ £,

AN— NEAFERE (FHY) ORERFIZ R ORI R LET,
6-13 /-R_ F%{-Lmh\nl—t (EHE’J) 0)*%5215']

_____________ =B
’ YLAN00 i
(A — | WLAND H

| @esssscosscssemnnzosmeza | RDIUS -
YLANZD YLAN4D

(MAC YLAN)

@

_________________

(MAC YLAN)

- b EEES LS
(1T, SHEHEIC YLAN t1)

H @iins—+

= (Ompigstt—

o

FRERTOMARIL, FFERKREIT 5 E THE CE EH A, A— MNEAERRE @) CTREEDREIT 5 &,
AEASRED L T2 ﬂ{@ MAC 7 KL & L385E#% VLAN ID % MAC VLAN & MAC 7 }\ VAT =TT
IEEE802.1X R — FB{FRRET > F U & L TR L CBEAIREIC R £3, (MAC 7 RL AT =7 L D%
SRIREEIX, M =~ N show mac-address-table CHER CX £7,)
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R 6-14 R— EAERGE (B189) OBEAS A —

 Ftnd
RAD I US'H'_/ \un. ul—l:%ﬁﬁ
REE |
! A |
| ) | RAD1US# —/<
|
| !
! !
|
| | BEEM ORI
L = i R— FVLANA IR ZS
" |
| |
o
RELATVLAN  GEEEAVLAN
(R— RVLAN)  (MAC VLAN)
| Ebnged AR IIARIZA Y &

VLAN{E#R (VLAN 1D) Z 4+

o

RAD [USH—/%

FREE AR ERAD IUSH —/ 3\
58T S 7-MAC VLANIZURE

FREEATVLAN FREEFVLAN
(FR— FVLAN) (MAG VLAN)

70k, FRRERT VLAN [SEE T 2561, BiEEHIPvAa 7 78X Y X FEFREL TN,

6.3.1 EREIYTE— Ptn.u.,rt% |~“7J-7°~>3>

ZIK'H: @ IEEE802.1X “Cbi, nuu ]‘ k%ODT \—noutE‘H-7% ém”—wcl/\iﬂ‘ mhuft:E'_‘ }\ , D}L?EIE
ﬂ?’“ﬁﬂ%ﬁ ) E‘{L%T L, o thE_]j‘7% K imu QEE‘{LW@jﬁlﬁj{Tﬁf}L% N ’E‘*E‘Hﬂiﬂbiﬁ‘o if:, %:E”— N
ET EfciuoutE:E‘ }\21‘7 v /ﬁlﬁ)bi‘j—

AT — R eV TE—F, BIOWIEE— N4 7> a VOBREROEITRLET,

§§6-9 r.m.n].—t"j'j:E l“tr.m.nl.—t:E |“7J-7°V3 /@Fﬁ{%

PELE—F S nIE'H'j:E N RELE— "j-j/ ER
R— }‘E{Lnun @JH,{]) U NE— R —
U AR AL E— I LR AR A 7 3 v
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(1) RBEAYTE—F

RN k%'fi%ﬁbgﬂz (ﬁ%ég) L [a‘*i(jdo r621 o uJE'H_7 £ I\ L i uJE:E— I\j—7 va (1) A“%J]E"j-j
T=F)] Z2RLTZEN,

8

(2) ZBEEE— KA T3>

(a) BEEMSMHERA T3

15?4V7MACTFVX BhgAE™ 1 35 L ' MAC VLAN HHE¥ 2 12 L > T MAC 7 R L ABRE S
UWERICOWTIRBEE AT & L, @EZ2H T4 72 3 VRETY, Supplicant #EEZ Fi=72 7V

VB IR E DEEESRY — N CEREENARE R R A, MR EAL CRRARH RN ORI Lt IR L ET,
UARRBAETE — ROLGE T ITER R AT > 3 T,

X1
a7 4 7L —3 3 a< K mac-address-table static T, MAC 7 KL A7 —7 /I MAC 7 KL
AL RIE

a7 47—y a3 a<w Kmacaddress TMAC VLAN (2 MAC 7 KL R &R E

RN— F BAGERE (B)) TORBRERRAMRAME RG] 2 K OIS L ET,
B 6-15 R— MEAEREE (BF) TOREERS M mERE RS

WLANTOD
Lo — | wLaN)

YLAMED
CHAC YLAN)

L

LA WAL 7 1 L2 ML 7
F L2 T —Zl& MAC YLANAD |2

BT e T, FEHAFICH -
b 0/20 TiBfEaTHE

6.3.2 FREEHEAE
(1 ) an.\nE;'c*%

— }\ EA’LLWL‘ M. (@]Eg) @;ﬁ‘%/—l—\o‘_‘ }\ 6:1’; Téﬂ(b\é j{ﬁ) rO, EAPOL'Start 7&‘%{% l/f: & g‘ k—mh uE%‘Q
’r%‘é LR ET,

1

(2) EAP-Request/Identity 7 L —LiEE

A— NEAFERE (BY) LRERTY, 16.2.2 FRGFERE  (2) EAP-Request/Identity 7 L —AE(F] 2%
RLTIEEN,

(3) MmARRHUEBMEUYEZA T3>
H— hHTERAE (F0) LABECT, 16.2.2 WAHMRE (3) WARMIBIEG Y M2 AT v 2BM
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LTL7EEN,
(4) HEA~D EAP-Request 7 L—LHEX

RN— FHEAGERE (FH9) L RBRTT, 6.2.2 FRAERKRE  (4) WK~ EAP-Request 7 L' — Afk] &%
LTS IZE0,

(5) BhRA D DBAERIZHT L HEEE
— NHAEREE (#FAY) CIAERTY. [6.2.2 RRAEMEAE  (5) AR/ D DORBFEELRICK T 5 MILEERE
7155@ LTI,
(6) un..\n %Eﬁﬂ#wmunﬁﬁrﬁi—cw1#%ﬁﬁfﬁ
A FHAZEERE (FEY) LT, 16.2.2 FRAEMERE  (6) FERERMUR OFEREFBH £ COMRFMER] %
ZRL TN,
(7) munl—l:"j'—/\ﬁﬁxﬁﬁﬁf'aﬁ
— b E‘{Lmun (%%E’:]) L Iﬁ"fifj‘o 16.2.2 it uE%‘éHL (7) B uE‘H“—/\FE/QﬁEHéFFﬁJ %;%BE L/T< bk
éb‘o
(8) sARHIFREIAR— METE
gﬁﬁ‘:ﬂjuu thEj: fE_’ L/7LC 71_\0“_‘ ]\ a:%ff‘%éﬂflﬁ%XOD RADIUS v thEﬁ), %XERIZ foﬁ ET RADIUS ‘b"“*/\"\ U 7 -
A ]\12159%5&35 f:&‘iﬁﬂf\% k fi@fl k % s o uEﬁ%jﬁéj{%wuu u$ﬂ*’j§ﬁ§5: Ljﬁjqo

AREEE OFEHIFRFER E L, AL ERE EBAEE S E OB ER D Y £77, FREILEH EIC OV T,
[5.4.6 FRFEIIEOIEHIFERE) %%%LT<7L_5U‘

R Z T AR — MZar 7 4 V' L—3i g a< L K dotlx force-authorized vlan Zi% & L £7°,
F 7z, WRAERREAZFF AT L72dAR~ EAP-Success 6B HEETHdlilary 74 L —vavyavw R
dot1x force-authorized eapol # &% € L £7°,

7¥, TREIGEREL FRCOSM A Lo & SITFFT L7220 £,

% 6-10 &EIFRFEEF Al S
B LS

avIZ 4 S L—vay TRROAL T4 7= a BRI RTREINTND I &
« aaa authentication dot1x !
¢ dotlx radius-server host ¥ 7213 radius-server host

¢ dotlx system-auth-control

« dotlx force-authorized vlan * 2

¢ dotlx port-control auto 3

« vlan <VLAN ID> mac-based 2

¢ switchport mode mac-vlan #3

« dotlx authentication * 4

TH 77:/1\1:(7 RADIUS 'H‘“_‘/\’\@nunﬁgjkji\qn <, I\uE@TjJ'j/l\Dyﬁ %Hﬂ*ﬂt E/\
¢ No=82
WARNING:SYSTEM: ({}/iif%## ) Failed to connect to RADIUS server.
g : 1P

ThAT v hu Zi3ER 2+ > K show dotlx logging TR TE £,
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PEE T 7 4V b CIREIFEAEE AR, default group radius] %% E L TL 72& 0,

A— b BIRRRE S 2t IR I, r<Llst name> group <Group name>] ZiXE L T ZEW,
¥ 2

[T VLANID 2% E L T 72 &W0,

X3
FCAR— MIREL T ZEN,
X4
A— NBIRRRES 2l FARFICERE LT &0,
E ﬂﬁfﬁﬂmw TRGERF AT L 72w AR I DFEFEFE AR & FERICRB D 16.3.2 FRIFMERE  (9) &3

ﬁ#‘lgf%J IZE VR uEflj( ﬁ‘ﬁ#@éﬂiﬁ—

725, RADIUS B — S~FRGEERBAAED> & 58 HIFRGER AT £ CO®MEN, Il o s FRGESE HRF & F8RE 2
OIRFFBREME AR B 7 T, BEOFEAMIC OV T, [5.4.6 FRAESE @@ﬁﬁmn()RAMU&m
BURBHAA D G RHIRREERF P E TOEME] 2L T7Z30,

BRIEREE L7280 R 2 HIEE S LD EAPOL 7 L — A Y, WROFFREEFRIC/A D E T _RCHERLET,

(9) un..\nIEﬁfFlﬁ
— MHALGERE (BhEY) T, FRREMEBROFELE LCTTRERH Y £,

. ﬁnwﬁgkﬁ*f@ﬂm/ﬁﬁﬂmﬁf@nwﬁﬁ#l‘?

. ELEE{%%L i A D HERAE B wquﬁ#l‘?

o RN AREERE AR — ]\ PRI/ 5 T R D AR RR
* VLAN BEZERIT K 2 7L

o Efaw M:iénwﬁﬁﬁ#ﬁ?

%mu uﬂEﬁ#‘[‘%%—:«EX :i N l\m'fl.mu uJE (H%H’J) L [a*%vc‘#o r622 %ﬁbgﬂzﬁ%ﬁg (9) O uJEﬁ*FI-S%J %#%HE LT
<TEEW,
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6.4 VLAN $1_LDIL\FIIE (E)JE’])

FREEDOHIE Z MAC VLAN ([ZATE ¥ 28R L TiTW £+, IEEES802.1Q VLAN Tag Off 5 &=
EAPOL 7 L — 2 %5 ZENTEETA, TOT7L—LEZE LTEHAITITEELET,

FHEIN/MACVLAN © 7 7 K= b BLOT 7 8 AR — MIFFERAR— & L THRDbIVET,

FRREICHCED LTkl RREEY—/3Td 5 RADIUS #—375 ® VLAN 1§# (MAC VLAN ¢ VLAN
ID) (ZfEvy, @I VLAN O B2 217\ ET, 7272 L, RADIUS ¥— 5 5{5 L7z VLAN {§#
A3, VLAN HAZFEGE (#17)) DOFEGE% VLANRE (2> 7 4 7 L—3 3 3= K dotlx vlan dynamic
radius-vlan) (28 ENRWIGAENE, RFERKE 2D £97,

VLAN H{ZF8GE (BhH9) OB & BifEA A — P 2 ROBITR L E T,

X 6-16 VLAN B{IERFE (BhRY) DRERLHI

KEE
e T TUVLANTGG T -
- (78— RVLAN) =~
- N RADIUSH—/%
S .
‘ =" VLAN10 TS VLAN20 T S
Ly A VLAN) ) (HAG VLAN) o~
B - N
[Km—— -~ [T | MAC
________________ - VLANZEARE L
1R E
[ [ ey e—
=i
. O;{’Jm%ﬂ‘ﬁ N
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X 6-17 VLAN BEGIE35E (BhE) DB)MEA A —

@ FZELRT
RADI US'H'—/ \un. ul—l:%ﬁﬁ
FEE |

| A i
: ) | RADIUSH—/3

[
| |
| |
|
| - ! TR (0L TS
| = i R— FVLANAIRZS
[ e— |
' |
U

FREEATVLAN SRS SEVLAN

(7FR— RVLAN) (MAG VLAN)

O:ZE RERMHRICHT B
VLANTESR (VLAN 1D) %344

o

RAD [USH—/%

FREE AR ERAD IUSH —/ 3\
58T S 7-MAC VLANIZURE

FREEATVLAN FREEFVLAN
(FR— FVLAN) (MAG VLAN)

641 B ITE—KFEFEE—FKA T3y
AEEE O IEEE802.1X T, #iEt— REZ DO FIZRGEY 7 — R&2FR T TWET, BEEE— FiL, &

24T 9 BALZ R L, F8REY 7 — RIS N ORI T — R ELEd, /2, £E— KT
REARERFIFET— RA T a v BdH v £7,

AREE— REFTE— R, BLORIEE— A7 v a VOBREKRORIIRLET,

5%6-11 n:L,\nE'H'j:E f‘tnru\nE:E f‘7.|_7°’/3 /@Eg{g

FRELE—F E%\EIE‘H’?EE_ N SREEE— I‘Tj’/ElJ
VLAN HA(ZE85E (H#Y) U ARRRRLE— N PREBRANGAR A T L a v

FFET 7 # v » VLAN
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(1) R TE—F

VLAN HALFSGE (B) ORFEY 7 E— NIX, WARIEE— K720 T,

(a) HARFBEEE—F

A— MEAGERE (F#1)) LT, 6.2.1 FIEY 7E— RERIEE— RATvay (1) Rkt~
EF—F (b)) WRBIEE—F] ZBRL TSV,

(2) BAE—FATay

(a) EREERRSMERA T3

MAC VLAN #RESI12 & > T MAC 7 R U AR E SNIMRICOWTIHRIELREL L, BELHFTT5
F 7 a VRETY, Supplicant #EEEZ /22N T Y X 7 E OSEE SO — g CTREEN R E R &
AR BN CRFER SN GERA LT & I L E T, WMREIEE— ROLARETHH iR A 7 v a v
-’C\‘jﬁo

a7 47 Lb—3 g a< 2 K macaddress T MAC VLAN (2 MAC 7 R L XA 2R E
VLAN HNZREGEE (BIAY) CORBRERRIMG ARG 2 R ORI R LE T,

X 6-18 VLAN B{IZREE (EhM) TORIERRIIHERAE R

TOoWLANID TS VLANED
(MAC VLAN} Y (MAG YLAM)
o =

e IS

| FUSADMACT LA

I EVLANDIZB 8T D

Y CETHERETIZ
VLANZO TR B AT HE

(b) FBEET 74U b VLAN #5E

FRET 7 4V b VLAN #fgl%, TIEEE802.1X IZKxtiin7e & OBEHIZ K - T MAC VLAN |[ZUUA T & 720 i
KA A — b VLAN ([ZIET H8RE T3, VLAN HAZAGE (889 ) I23%E LizAR — MIxk L TA— h VLAN
F721ET 7 4V b VLAN BPEE SN TV DHEE, £ O VLAN (IF8GET 7 4V - VLAN & L CEEL %
T, WITRT LD REA, WARITERAET 7 4+ /L » VLAN ([ZIUE L £77,

e IEEE802.1X AxHit DA

o FFERTO IEEES02.1X XIS DA

o FRRLEFE VX HRRREIC R L 7R

* RADIUS ¥ — )b 35E &7z VLAN ID 78 MAC VLAN TZRWEA

e RADIUS #— 3/ b357E &z VLAN ID 737K — MCEE SN TOVRWEA
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6.4.2 FREEHEREE

136

(1) nlL\nIEx*%

VLAN 7~— NHENFERE (BI1) OXFGAR— MIER SN TV DA D S, EAPOL-Start #%{F Lz & &
W CERGE S & 72 0 4,

(2) EAP-Request/Identity 7 L —Li%EE

HRANCFERE A BRLA L 72 W IERICK LT, REERMH A BT 5 7o OICARZEE D & E#IIZ EAP-Request/
Identity #i%{E 9 5 REEREEZ, 27 47 L —3 a3 a< 2 K dotlx vlan dynamic timeout tx-period
TRETEET,

(3) WERBRHEBEMVEBEZA T

ALEE CIIFBRER AR DNTEE L2 WIS, BEERNRRE R T A7-0icar 747 L—varavw K

dot1x vlan dynamic timeout tx-period wCiﬁa 7€ L7- @ T EAP-Request/Identity Z~/LF %+ 2 h&E L
F7, RV 7 E— ROEKRIEE — ROBRE, WREE AR & FRRERNHARDIRIET 5728, TR 5

KBFETIHETHIERENSLETT, LoL, EAP-Request/Identity #~/LF ¥+ A FEET 5 &
REE AR S ZIET D700, BARE A ARDO RN AET 22 EOMERH D £,

AIEE T, WERFRGET — ROLATT, BiEE AR NFET 2 5A OmRBRHEINEE 2 30 58N
TEET, FHROFEE ZHED &, @@L T7E3n, 2o, WmAmHEED FXiT=

V7 4 7 b— a3 a<w K dotlx vlan dynamic supplicant-detection TIRETE 9, fBE LALAWVWES
1% shortcut TEIEL £,

PLTIc& A EBB L ET,
(a) disable

R— NENIEREE (BrRY) L RBETY. 16.2.2 FREEHERE  (3) MERMMHEMEGIV Bz A7 a v (b)
disable] ZZRL T 7EEV,

(b) shortcut

A— MEAFERE (Br)) LRERTY, 16.2.2 WAEHEEE  (3) SRMMHEMEDI W B2 47 v a v (o

shortcut] ZZMWL T EE W,

(4) IHERA~D EAP-Request 7 L—LHX

lﬁﬁﬂf@quEF' T, RIEENGIEET S EAP-Request GRAEV—SINHDHRA »E&—) IR LT, iR
DINE N2 WGE ORI & FXERERE L ET,

FHEREfIL=a > 7 0 /L — 3 a3~ K dotlx vlan dynamic timeout supp-timeout, FEREIEIT =

7 4 7 b—3 3 a~<y K dotlx vlan dynamic max-req CTi¥/E CTX 9,

(5) AR o DFRFEEKRICx T SRR

(a) RS OBFRIMEROHNE

AR b IEF &4 D EAPOL-Start 2524 & 4 2 38REALBE 2 41 1L~ DHKRE T4, ZHDERAR D %@V‘F’?fﬁ
Tﬁmu uﬁg;k%x'fn L7z & &Il (- EAP- Request/Identlty %%'fn L/fcﬁl/\ X 9 j—‘é e T, @& EE&&@
AIEEDOARD LA ZEET,

AR D OFRRAEEROIEY, 27 4 7 L—3 g 3~ K dotlx vlan dynamic reauthentication &
v 7 47—y = a<y K dotlx vlan dynamic ignore-eapol-start TEXE CTX £7,
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B, AEORTEHIL, Tioar 747 b—y 3 THRE LERRE CEMAICAEENS
EAP-Request/Identity #5575 Z & THARDHFEEZITVET,

e AT 4 L—ara~<y R dotlx vlan dynamic timeout tx-period

e a7 47 L—ara~y R dotlx vlan dynamic timeout reauth-period

(6) nth\n.l.—t%ﬁ&ﬁ#@munrtﬁﬁﬁi—Go)?%*g%ﬁﬁﬁ

FPRREIZ R U7z din RIS %9 2 RGE AP £ COFRREIEM 2, =7 4/ L— 3> a~ 2 K dotlx vlan
dynamic timeout quiet-period TRHE TX £7,

(7) nu..\nl—t-'j-_/ \FCK1#-6 E:‘l-fFEﬁ

RREY — NSO FRIKI T DISER R OVBEORF B Z, a7 4 7L —3vara~vr R dotlx vlan
dynamic timeout server-timeout TERE TEX 7, & LR #E T 5 &, Supplicant ~FEik Ll %
WHLET, 3747 Lb—vaa~vy Rradiusserver Ta £ L TV D FIE %2 & O FREE & bl L
T, T O T Supplicant ~Z2FFARM A @E L E 4,

(8) WHIFRFEAR— MEE

9@%”;% uE* E Li=A— k K%ﬁ’*ﬁéi’bt 3'{@ RADIUS # ey uﬂfi)‘, 'rfj:ﬁézlz %7’5} F T RADIUS r—/ 3~ 7
A I %15 %E&i f:liﬁ%ﬁﬁ% L f;ﬁ oY % , e uEXj‘g%jﬁwﬁﬁ{%mu M uq:ﬂ‘ﬁﬁﬁ iz L/ij_o

K%L@gﬁ?ﬁ%m nJ‘.Eﬁ&uﬁ::&i NAZL??IE#\:L nu uE%ﬁE: ﬁ&uﬁ::ﬁ &) n ij—ﬁ) VLAN ﬁ'{inu nIE (ij]ﬁ/])
BREIERR E CIEEIEL £8 A, IEEES02.1X DI FRAEEREZ T H < 72 &0,

mm

REREE A ZF R[4 AR — MZar 7 4V L—3 3 > a< > K dotlx force-authorized vlan # %€ L £ 7,
F 7z, EAFRREE FF AT L7~ EAP-Success 6B H X 5T o dlcary 74/ L—varavw R
dot1x force-authorized eapol #i%E L £7°,

7¥, TREIGEREIL FRCOSM Ao Lo & SITFFT L7220 £,

F 6-12 @HIFRILEF IS4
EH %

aryr 4 —vayv TrRoary7 47 L—va mmrmf REINTNDHZ &
« aaa authentication dot1x *
¢ dotlx radius-server host ¥ 723 radius-server host
¢ dotlx system-auth-control
¢ aaa authorized network default group radius

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlan *2

« dotlx force-authorized vlan * 2

« vlan <VLAN ID> mac-based * 2

¢ switchport mac H2X3

¢ switchport mode mac-vlan H3

T '7\/“137‘\ RADIUS 'H_b_‘/\/\@uuuﬂig:kjfﬁjf TuEV)TjJ'?/]\Uﬁﬁ +7KH‘X§“7LLD{II\
¢ No=82
WARNING:SYSTEM: ( £ff&# ) Failed to connect to RADIUS server.
i - 1P
TAvy ka7 idEH 2+ K show dotlx logging CHERR C& £,
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138

PEE T 7 4V b CIREIFEAEE AR, default group radius] %% E L TL 72& 0,
X2
[T VLANID Z#38E L TL &0,
X3
A= MIRELTIIZEW,
72, ﬁﬁ%ﬂ AL CRGERF T L7 Id, B ORBAEE 2R L AERIC ik [6.4.2 FRIkkAE (9) ik
fiRBR] 2L VR uﬂj( ﬁ‘ﬁ%ﬁ?éﬂiﬁ‘

7213, RADIUS W — S~FEREERBAAE D> & 58 HIFRRERF Al £ COEMENY, Il oo 5@ FRREM H RF & 583 &
DOIRFIFEFEE R R U T9, BIEDFEMIZ OV TIE, 5.4.6 Ak @@%ﬁfﬁum (1) RADIUS &3
HORBALMG) G IRHIRRIEFF AT £ COEME] 2L T ZEW,

BREIZEEE L7200 B 2E S5 EAPOL 7 L — AL, RO FERIFRMIC/2 A2 CF_CEELET,

(9) u:unIEﬁ‘Fl}%
VLAN %{E%EJ‘.E (@jé‘,‘]) Tbi At nIEﬁ*B%@%EEXk LT‘FuBﬁ)&) ] ij—

o FIRRRIEZE SRR 0D ME R E b R D FRFEAR B

e MAC 7 FL AT —7 o — 0 FEERIC & % 3RS
-%ﬁ%f%ﬁﬁ~h®)y7ﬁ¢ymi 2 FRGTAR bR

e VLAN SR EATIZ K 2 BFEAER

¢ EHawy RITE M£MW

VLAN HZEEE (@) O MAC 7 RLAF—T Vo — U0 FERIL, WILFAMEN TR TS, =—
U REREMEIL AR — N EALRERE (B L REETTT, %®m®M£M@$&&Abﬁf [6.2.2 FRAFH%
A (9) FRGERER) 2L T 7E&W,
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6.5 EAPOL 74 7—T 4 29 H#4sE

ARIEE T IEEES02.1X ZEifEX 2 A2, EAPOL 7 L — A% ik 2HEE T, EAPOL 7 L — A
135056 MAC 7 R L 278 IEEE802.1D TTHI SN TWDT FLRATH D bBF ITHMWEITOETANR,
IEEE802.1X % ffi [l L TWARWEEIE Z OMREIZ L » THHEAS FEE T, 1E2>D Authenticator & SR D
DL2 AL v F & L TAEBRZENT 25 A8ICRELET,

KHEREDOREFNL, a7 47—y a5 4 FVoll 192 127w haiLry L —AGZESED =
T4 b—var] ERRLTLIEEN,
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6.6 7H bieE

140

IEEE802.1X OFFARFESRIL, DT h v MERECREESNE T,

o REEENOT I bua s

e RADIUS % — D7 717 > MERE~D ek
e RADIUS Y — N ~DRAEFHR O

e syslog b —"~DT7 H U hu A

(1) REBEARABOT7HH> 0T
IEEES802.1X DOFEGERE RCEEE S Fo8ifEr 71, REBENBOT Uy a2 ksnEd,

ARIEENEO T 17> va Y, IEEE802.1X OEFRFEE— ROGFH TR KA 2100 /7F Cradc TX £,
2100 fTH B2 72 %h, WWIEIZFEEDSHIBR S, &HOT7T vy ha ZERSBINRES N TWE ET,

B SNDT U ba ZERITROEH®RTT,

£6-13 7hor rnJER

Thor oyl RE

LOGIN ARREHREIC BT 2N (Ash - i)

LOGOUT R EIC BT 2N (Bl 72 &)

SYSTEM IEEE802.1X OEIEICBIT 2 NE (GRIFIFEGERF v & &)

®6-14 REBENBOTHY 2 bOTADENER

FhAHv O Bl IP MAC VLAN Port Ayt—
b4
LOGIN Ejiy] O X O OX 1 O Fr uEEEny v— v
%E& O X O OXI O uLniEg%Eﬂ(g.)( /'E‘—“‘“
LOGOUT O X O O¥1 O RRHRER A v —
SYSTEM O OX1xe O¥1 X O¥1 IEEE802.1X D #hi{EIZ [
THEA Y=Y

A1)

O:HhLET

X HAHLERFA
X1

AyE—VICLoTUIH A LRWEERH Y £7,
X2

T L—AFEEILIP T R LA FE I3RS RADIUS — 1P 7 KL &
A o=V OFEMIONTCE, NEfHa~ L7 7 L& 25 IEEE802.1X  show dotlx logging] %
ZRL TSN,

Fl, ERISNZT AT a7 OHIEREICOWTIEITRO LB Y T,

1. ARV T EDay ) —)LER
i =~ | trace-monitor enable % EfiFADEREEICB TS, THU Y haZidA Xy hgAET L

v —cEZ R LER A,



6. IEEE802.1X MfEsH

2. M a~vr FRR
M 2~ N show dotlx logging T, SN TWABT AUy ba Z OB HRNSFERLET,
3. syslog h— S~Hi7)
ik T(4) syslog V—"~OT7H T hus7Hl] 22 LT EE0D,
4. 77 A ~— |} Trap
IEEE802.1X FBFEDRFEA N> b DT B 7 v b v F R E BT 7 A ~— b Trap % %173 26
PR—KLTWET, 7T AX— b Trap BITAHE LOETHER =274 b—varav s RT
BIELTLIEEN,

%6-15 7HH> ka4 (LOGIN/LOGOUT) & 754 R— |k Trap #1T5&H

FThor hogiEsl T34 A=k Trap BITITRERIV T4 I L—2 3 VERE
av Uk NS A—4H
LOGIN %)  snmp-server host dot1x
snmp-server traps dot1x-trap all
J<f  snmp-server host dot1x
RBRE, FTFTROEELLNEHRE
snmp-server traps dot1x-trap all
snmp-server traps dot1x-trap failure
LOGOUT snmp-server host dot1lx
snmp-server traps dot1x-trap all

T ]7:/ [ = 7*@%' (SYSTEM) 6i, wuu 0)aﬁfﬁuuu uE@Hjﬂ?f\_ j’7 7/])“\“‘ K Trap %:‘%%TTT
T, RMHIFRGED 7T A X— |k Trap %éﬂ‘?hﬁ: IZoWTIE, 15.4.6 FRFEILIAOIEFIFEFE (5) FRHIFRAET
D7 T A X— |k Trap) ZZR LTI,

(2) RADIUS #—/\DT7 h 2w FHERE~DECER

oy 7 47 L—3 3 a~l K aaaaccounting dotlx C, RADIUS — 7 v MEREEZEHTE E
D

728, RADIUS Vh—_A~Th v T 4 o 7IEREFET D L &I % RADIUS BV T,
6.7 Fai¥Efii) 2L TLEIW,

(3) RADIUS H—/I\~DEILIEHD LR

RADIUS #EH DA 1L, RADIUS — "2 Ef o TV DHHEREIC L - T, FRIEAL),FREERI AN ToEk &
nE4, 72770, #HHT5 RADIUS ' — Nk o TR SNDERPELR D2 ZE0NH D £T0OT, M
X RADIUS — R DFiAEZ S L T E &,

(4) syslog H—N~ADTF7HH rOSTHA

a7 4 b—3 3 Tsyslog HEINTNDETRTOD syslog — 3, EEL2KOFEH o JFHREE
Y TIEEE802.1X DT I v ha ZEHRAEH I LET,
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6-19 syslog H—/\H AR

Fac A B 5% hostname [ES]1:480T B/B 858 18 O oz — 400
[(13]===C2) —==|-=(8)-— - 04)- |08 [--=-(B)--~ [ (7| ------ -~ (8)mmmmmmm e

M2 ei )T

(2ITIMESTAMP & svsloz ~ DB T & 055
{30 HOSTNAKE : F4EE kR &
(MRS

(B IEREH R - O A ER

(BB &FEFIFH]

(73 IEEER0Z. 1H # rd FREHEAETER

(80 iz — 2

syslog —"~Dw FHINZOWTEEMIL, %k 24 o 7HGERE] 22RL T7ES N,

708, AIEETIIIEEES02.1X D7 H v hua ZIERIZT 24 v JHJiHEE% syslog — "~ E 7
IEIERRET A Z & IXTE A,
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6.7 HRIE(R

RADIUS FBEEH REM AT 210h 72> TE, ROEHALETT,

e LT 4T L — a3 VDERTE
o RADIUS #— 0 #fji

1) avI7249L—a>DEE

IEEES02.1X #7572, ARIEIZ VLAN {F#<° IEEES02.1X DIf#HEz 2 7 4/ L—T a2
<~ RTHRELET, (7 IEEE802.1X OFHELEH ] #BHML T IFTEW)

(2) RADIUS H—/ 0%k
(a) $EF¥ % RADIUS Ri%
KA MET 5 RADIUS OBIEA 2 R ORITR LET,

% 6-16 I THEMAT 5EESL (£ 1 Access-Request)

Bt Type f& s
User-Name 1 RAES B 22— ID,
NAS-IP-Address 4 WEAFR LTS, AEEDOIPT FL A,

IP7 FUARBERSILTWD VLAN A # T7=— 2D 955, Fb/hEWN
VLANID D IP 7 L AZALET,

NAS-Port 5 o ARN— MHENFRGE (FFAY) : FBFE L TV 2 ERGEHAL O IfIndex
o ARN— MHENFRGE (FhAY) : FBFE L TV 2 ERGEHEAL O IfIndex
e VLAN HAFEFE (BIHY) : 4296

Service-Type 6 T —RZ AT,
Framed(2) &,

Framed-MTU 12 Supplicant ~ Authenticator D K7 L — LA X,

(1466) & 1E,
State 24 Authenticator & RADIUS #—/3[H @ State fHHORFF & A[EEIZT 5,
Called-Station-Id 30 AHEED MAC 7 RLA (UNCFASCILY, A~ 7 (=) KEIY),
Calling-Station-Id 31 Supplicant ® MAC 7 LA (/hCF ASCITH, a7 (=) XEID),
NAS-Identifier 32 Authenticator Z #5372 XF4 (KA M DOXFH),
NAS-Port-Type 61 Authenticator 28— FRFEIZHEHA LT\ 5, MEKR— DX A7,

Ethernet(15) & &,

Connect-Info 77 Supplicant @ =1 % 7 ¥ 3 > OR A R30S,
o A— NHAGREE (FFAY) -
LR — K ("CONNECT Ethernet")
F v V7 )L—FRK—F ("CONNECT Port-Channel ")
o R— NHEAFRRE (BHAY) -
WK — K ("CONNECT Ethernet")
o VLAN HAZREGE (8hHY) :
("CONNECT DVLAN")

EAP-Message 79 EAP 7 L— 2% 7' MLT D,
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Bt Type & R
Message-Authenticator 80 RADIUS/EAP 7 L — A &S D70+ 5,
NAS-Port-Id 87 Supplicant #7595 Authenticator DA — k Z 3BT 5 7= 8 O CFF

(x, yIZIFEFBAD ET),

o AR— MHNLFERE (F#HY) : "Port x/y", "ChGr x"
o A— NHAGREE (B1AY) : "Port x/y"

e VLAN Hif7F8GE (#h1Y) : "DVLAN x"

A4EE T, [Called-Station-Id] [Calling-Station-Id] ® MAC 7 KL AZ/NXFETHERALETH, a7 47
L —3 g 3= K radius-server attribute station-id capitalize {2 & ¥, MAC 7 KL AND "a" ~ "' DLF% K
LRI TEET,

£ 6-17 FRETHEMATLEMES (£0 2 Access-Accept)

B2 Type fE fEER
Service-Type 6 T 29— x24T,
Framed(2) [#7E,
Filter-I1d 11 Va2 S Ny = |

o Authenticator IZF8EERT 7 L — A D 7 ()L H % Elifi 8 5 BGEE A [Pv4
TIEAY R4
o YAF ATy SRR

Reply-Message 18 A PFIIEREND A vE—K2

Tunnel-Type 64 ]\ FL . g4» FH 3
— b Hi{\/ FiCh il (@Eg) VLAN Hi{\/ [0 nIE ( %ﬁ!ﬁ’] ) Ti&%%ﬁo
VLAN(13) I

Tunnel-Medium-Type 65 ]\ VRN EAER T HEEO T fa KB
v— }\ﬁ{inhn @JF“J), VLAN %—{Lnunﬂz(éﬂﬁfj) ’Cn%%—fﬁ/)
IEEE802(6) I 7E,

EAP-Message 79 EAP 7 L — L% 7 v MET 5,
Message-Authenticator 80 RADIUS/EAP 7 L — A& (R#T DI A4 5,
Tunnel-Private-Group-ID 81 VLAN % #8132 0751 4, Accept BilE, FRFFH %40 Supplicant 12%(

2 T2% VLAN # B+ 5,
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FREA K7 —7" L RADIUS H— 3t

B FEF, ZhZONTEL T~2ZRLTL
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o VLAN HAFRFE (BAY) OGE : 17.56 VLAN BAFERE (BH) oar 74/ L—a )

3. IEEE802.1X A%k
%12 IEEE802.1X # %X E L T, IEEE802.1X DR EITK T TI,
e [7.2.3 IEEE802.1X OHZIL]

BRIEFTE— RX Fitoary 74 7 b—a VRIETAEIE 20 £,

i 7-2 %nnunIE:E_ I“ﬁ)‘)] 14-'

SHEEE— R AVT4TL—a UEE

aaa authentication dotlx
¢ dotlx radius-server host ¥ 7213 radius-server
¢ dotlx system-auth-control

N

V33

fa
.

— MEALFERE  (FREY) ¢ vlan <VLAN ID list>
¢ dotlx port-control auto
¢ switchport mode access
¢ switchport access vlan

— NEAFEGE (BY) e vlan <VLAN ID list> mac-based
¢ dotlx port-control auto
¢ switchport mode mac-vlan

VLAN HAZFBEE (BhAY) ¢ vlan <VLAN ID list> mac-based
¢ aaa authorization network default
¢ dotlx vlan dynamic enable
¢ dotlx vlan dynamic radius-vlan
¢ switchport mode mac-vlan
¢ switchport mac vlan
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7.2 £FEIHE—FHEX@EOa>T745L— 3>

721 EFBEIAK T IL—T & RADIUS H—/\EHRDEE
(1) BEAXTIL—TDHEE
[BEEDRA > H]
IEEE802.1X ORBFES I N—T R E L £
IEEE802.1X il T T 2@ T 74V b2 1= MY, BRER— FTHEATHRAESRXY X &
2z FURELET,
1. EET 740 b
AHITIE, HEET 7 40 NI RADIUS #BREARE L £,
2. mmﬁjfi) A b
FRAEHF Y A MZEEET D RADIUS H— 37— 7 1#i1%, "Keneki-groupl" &
"Keneki-group2" # g% EiFH & LET,
AEST Y 2 MZonW TR 1522 FRRESAXY X b 2R LTSN,
RADIUS ¥ — 7 —FERIZONWTIE, [5.3.1 LA ¥ 2 BIEASHRE T HJ 5 RADIUS H—
B T2 74 71—y a4 KVoll18 /A %=l 7 4L RADIUS) BB L T2
0,
[O7 Y FIZKBERE]
1. (config)# aaa authentication dotlx default group radius
HEET 740 hOWFEHRIL, RADIUS SBREE R E L E 7,
2. (config)# aaa authentication dotlx DOT1X-listl group Keneki-groupl
FRES Y Xk "DOT1X-list1" 12, RADIUS $— 37 L—74 "Keneki-groupl" Z 5% & L7,
3. (config) # aaa authentication dotlx DOT1X-1list2 group Keneki-group2
FREHFA Y 2 b "DOT1XLlist2" 12, RADIUS #—/37 /L—74, "Keneki-group2" # % L £ 7,

CEEEIE]

RREAR T N—T ORELEER LI & &1L, BEEZZTDMROBILEZMERL 7,

e BETFT T AN MBI L &I, FBIEEMRLEEA,

o HEET T 4N NELEE, FIIFHIBRLIZ & XX, HEET 7 40 b CTHEE LTon R & R L E T,

o WEEHAY R ]\%ﬁﬂﬂbf_k%‘f %, élE?EfuiEjiJCJX 4G A FRE Lo AR — N OWER & AR L F
T, (F— MIRESNTWERRFESFXY X "2 7 ¢ 7' L—3 3 a3~ K aaa authentication
dotlx CREEDHE, HEET 7 +/V P TRIESNET,)

o WWREHAY A NELAT, FIFHIBR UL & &%, YUEZREFES Y A b CRREE L 728K 2 38REERR L
7

(2) RADIUS —/\1E$HNETE
(a) |EEE802.1X 2 RADIUS H—/N\Z{EHRT 5158

[(BREDRA > K]
IEEE802.1X 721 TfEM 3 578 &%ﬂ% RADIUS #— E#AEEL£T,
RADIUS — "EEEBINT H72D12iE, IP 7 KL A & RADIUS SO EN LI T, T 7 4
J'L— 3 a2 K dotlx radius-server host TIXIP 7 KL A OB E S AIHETT 2%, RADIUS
PAERET 5 FE CIERBIRCEA SN EREA,
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F72, ABITIEERRIREIZZ: 72 IEEES02.1X #BAEE H RADIUS $r— %, H#EWEIH I 2B
% A< (dead-interval Ffff]) HERTEL F7,

[37 Y FIZKBHERFE]

1. (config)# dotlx radius-server host 192.168.10.200 key "dotlx-auth"
IEEE802.1X 721 CTfEH 35 RADIUS +— "D IP 7 L A L ORADIUS 2R EL 7T, ZDY
4, auth-port, acct-port, timeout, retransmit |34 MEROFHIMEIEH S £,

2. (config)# dotlx radius-server dead-interval 15

FRE L72 IEEES02.1X #&FFEE A RADIUS Yr— "R AREEIC I o 72 & &
% A< (dead-interval FffH]) % 15 73 IZE%E L E T,

2, HENEIRE COEAR

CEE$IE]
o RIFHAZRERIL, YA RADIUS — MEHROZEICHVFE T, IEEES02.1X #FEH A RADIUS
P— EH L YL RADIUS H— MEHROM T AR ED & %1%, RADIUS 8k Fhi T 8 A,
» IEEE802.1X iBFE& M RADIUS H— ML, ALEELAETRRAT S NI ETRETEET,
-mmnm%,ﬁkﬁﬁ,mé&4A77k%%%%%bt&%@,%n%n:y74fv—v3y

2 R radius-server key, radius-server retransmit, radius-server timeout OF%EIZHEVE T,

(b) L RADIUS H—N\ZFHET HEE

LA RADIUS — O EIZHOWTE, a7 47 b—var A KVoll 8 urAfrtxalr gk
RADIUS| 2L T 7ZE0,

722 7hHooT4 VT EREEDERTE

[BREDKRA > K]
IEEE802.1X D7 1 v 7 4 v 7 H5#%E RADIUS r— " ~FET 2 L OBELET,

(392 RICKBERFE]

1. (config)# aaa accounting dotlx default start-stop group radius

RADIUS y— AT H U T 4 v TIEREEETHLIOIRELE T,

7.2.3 |EEE802.1X OEME
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[BREDRA > +]
sa—r\)var 74— g 0 — RTIEEE802.1X Z AN LET, Zoa~vy REET LRV
L, IEEES02.1X DD a~<y RMEMT A,

[a7 Y FIZ&BEE]

1. (config)# dotlx system-auth-control
IEEE802.1X #H I L £,
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71_3_ l‘ﬁﬁan\nIE (%%E’]) D24 7 L—oay

7. |EEE802.1X @

(7.1 IEEE802.1XD=ay 7 4 L— gy BLO (7.2 23EFE— Rt
THE> THR— NEMRERE (BF0Y) a7 47— a VER

IR ORREE L9 2T, ROKDOFIEIZ
ELTLIEEN,

®7-2 R— FEGEEEE (BH) OREFIR

| 17.3.1] B |

FEEE-FA T B
EELETRT

WBQJ%%‘

IRAEEETE Tl — 2D

FERRESRELETNL

IR D
.,L.,EE‘HIDJJ:%

W3315%\

S - AN ERBEE
EEELRTNT

SERISDEI R — b &
EELET T

‘ Wﬁﬁjﬁﬁ‘

DL HLB R 1es

mof BN E W EE
BELETRY

‘ [7.3.2) B ‘

EREIFA SR E SREET 5
7l omiESERE
EELETRY

[7.3.3) B

AP -Bequest =L —
BiEE
EREL T ‘

WBBJ%%‘

SHEFER [P 7 oE R
YA MEERELRETRY

HEERF DS
SRR E R R IEERRSE £
EELETRY ‘

WBBJ%%‘

%52J£%‘

DAL T 4T L—a ]
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FREOHML, TEREBBLTI S,

1. A— FEAFEGE (50) OFRE : 17.3.1 K— FEALERFE FF0) ORE)
2. WALE—RAT > a v ORE : [7.82 FILE— KA T2 a VORE]
3. BR~NEET D 7 L — A OREMEORE
o WIARMHEMED D B2 OFRE : [7.83.2 WIEE— AT a v ORE (2) SR EEOUIRER
iE |
o BAEBAMAE AR T H T L —LOEEHIE : [7.8.8 FWAMLIRICEET 2% E (1) WK ~RRERM% %25
KT DT L —LDOEEFRORE)
o FRREA BRI OHERE : 17.3.3 FRRFELICBT DRE  (2) SR~FIRRAEZ& ZoR 3 D RE O E
o EAP-Request 7 L —AF% : [7.3.3 REEALELICRET 27 € (3) ¥R~ EAP-Request 7 L — A H

{

EDORRIE
4. SEERN S OFFEMIEORRE : [7.3.3 FRAFELIZEET % E (4 SEN D ORGEER A2 1E3 2 HEHE
DFXIE

5. FRGEARANF ORIEALTEFIB £ COMMISMAE « [7.3.3 RIAWIICBT2RE  (5) RIERMIFOR
SEALFR L BR £ T ORI R 2%
6. PRFEV— NIRBEFDLEEN O E « [7.8.3 PRGFAERIZBIT 2T  (6) REE— NIRBEREDLEFW O X A

=L

~EXAE |

7. WREIRRGEAR — N ORRE : [7.3.3 FEELAAEICEIT ARRE  (8) MHIRRGEAR— N ORRE)

8. HEUHAD D OFRGEERIFOEE MW O E : [7.8.3 FWEHAFCBIT H5%E (7)) BEHEEN D
BRI R R 0D I 5 T IRE ] D % E

9. WFEHM IPvd 77 8 A Y A FOFKE : 1552 FRAEHHIPve 77 AU 2 NORE]

7.31 R— MEGIFEEE (§%0Y9) DERE
(1) FBEER— b &FBEEHA VLAN B8RO EE
MR — NE I TF ¥ JA TN — T ERITEORBITRELET,

®7-3 KR— MEGREE (FRR0) DB

YLAMID

(A — b YLAND -
RADIUS H—) 4

kel & —
FHIER -

[BREDRA > +]
T BAR—FNEREL, TOKR— K THR— MNEAFRIE (800) 2HCLET, By 75— %
HELET, BEY 72— ROBREEZEABETDE T AE—RIZRDET,
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[a7 Y FIZkBE%E]

1. (config)# vlan 10
(config-vlan) # exit

VLANID 10 #E L £ ¥,

2. (config)# interface fastethernet 0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 10

R—=hr01%ZT7 7 EAR—FELTHEL, VLANID 10 Z&%E L E7,

3. (config-if)# dotlx multiple-authentication
PRREY 7B — A ARFBIEE— FICRELET,

4. (config-if)# dotlx port-control auto
(config-if)# exit
R— F%‘{LELPE%%)‘)} L/j:\j—o

(2) R— rRIFREEAXDFTEEAX ) R B DERTE
[BREDKRA 2 k]
RN— FHRRRES OFBREST Y 2 b2 iE LE T

ALY 2 FOREIFRNRD 1721 RirHFX 7 L—7 L RADIUS — R [HRozRE (1) Rikl
RN —TDORE] 2R LTITEIN,

(a7 FIZ&kBEE]
1. (config)# interface fastethernet 0/1
(config-if)# dotlx authentication DOT1X-listl

(config-if) # exit
A— bk /1 IZFRIES Y 2 +4 "DOT1X listl" Zi% & L £,

[EES1E]
o AEWARERT, 1721 FIESLTXZL—7 & RADIUS — MEROHRE (1) FIEHFR 7L —
f@&ﬁj®ﬂ%77¢»hu%ofmﬁbiﬁ
o R— b_uﬁbtmﬁﬁﬁ)xb%& FRREF R N —T OFFESF A Y A AP AR—, FEER
AEFRIN—TIFAE LN E &1T, BET 7 40 M- CTRAEL E 7,
o Web FRFED 2 —¥ ID BIFEFES K, %iUWﬁNﬁumﬁ(EM)iﬁﬁmﬁf%i%hoﬁ%m
5.2.2 FRFFEARY A b 2L TIEEN,

732 FBEETE—FATLavDEE
(1) nu.\nl_l:[ﬁ%?]'j/zl JO)uXE

IEEES802.1X ZHi/=/aW k2 &, EEZITHORWVWTHELZFH AT 25MAD MAC 7 RLAZRELET,
ABICiE, 1731 A— NEAEERE (HH)) ORE] THRELEA—F01IZ, BIELARWTHET L
Vo Z (MAC 7 FL 2 : 1234.5600.e001) ##i L £,
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B 7-4 R— MEMEREE (F380) OFREIRRSDIERS

i WLANT0

(7 — | VLAN) .
RADIUS H—) ¥

@A I
OFEBIRMH -

gbg ﬁwﬂm WAC 7 F LA

1234.5600. 001

[REDKRA > M
AR— NEAEREE (B1Y) TlE, MAC 7 RLATF—T WA E T 4w 7= MY B8 LET,

[27 Y RIZKBERE]

1. (config)# mac-address-table static 1234.5600.e001 vlan 10 interface
fastethernet 0/1
A— bk 0/1 ® VLAN ID 10 {ZF8FE L 72\ Tiifg S 8720 MAC 7 R L2 (1234.5600.e001) 2 MAC 7
RLAF—T VIR ELET,

(2) ImARRHBMEDEIEERE

U AR O IR ZFHRT D721, AREEIL tx-period =~ & R THE L 7-HIRE T EAP-Request/Identity
Bl FRy A MEELET, DL E, EAP-Request/Identity (Zh2 L 7= REEH AR I kT4 2585
=l AMEERTELET, T 74 ML, RIALBEAEME L ET,

[BREDRA > +]
 shortcut |%, FERAFALELA AW L CAR%E A EE L ET,
« disable 1%, 4i%AR— b T*ﬁﬂj{ﬁ#@i%ﬂ{ﬁ)ff?‘é 56, EHF7Z: EAP-Request/Identity D 14(E
EITWER A,
o auto lE, HHHTARND D ARP/IP 7 L— L5Z{EK71C, EAP-Request/Identify % 4 i%imRIZ 721 %
fFLET,

[a< Y FIZ&kBE&E] (shortcut M)

1. (config)# interface fastethernet 0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# dotlx supplicant-detection shortcut
(config-if) # exit
A— b O/1 \ZFRFEHE AR D> 5 D EAP-Response/ldentity 3215 CTld, FadiELEE 241 L CRFERD)
LT DEIITHELET,

[ FIZT&KBERE] (auto Df)

1. (config)# interface fastethernet 0/1
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(config-if)# dotlx multiple-authentication

(config-if)# dotlx port-control auto

(config-if)# dotlx supplicant-detection auto

(config-if) # exit

A=k 0/1 TIE, FHREARNDH D ARP/AP 7 L — AZ(5HFIC, 34 5R 27217 EAP-Request/Identity
EFEETLEOICHRELET,

7.3.3 u:b\nmkfﬂleﬂj-éEXE

(1) WERANREFRZEFERT 57 L—LDEERHRDHRE

H S BNCRRREZ BAtA L 72 Wi RIS ) LT, FRREBRIA 27538 3 2 72 DI AREEE 1> & EHHIIZ EAP-Request/
Identity % %53 2R ZHE L £ T,

[(BREDRA > K]
ABEREIL, tx-period & A <IZFKE L Th 2R IE T EAP-Request/Identity & < /L F % ¥ X FE(E
LF9, BAEFEADOHARI S H EAP-Response/ldentity DIGE %15 L, HEEOAMWEE L T 5 Ak
HERHY EFFTOT, LTOHEXTREENDIEERE L TIIZE,

reauth-period > tx-period = (B CRALZEIT I HRImAE+-20)

tx-period DT 7 £V MEMN 30 W TH D 7=, 300 BLLEDOEK TIRIEEZIT O %A1, tx-period # A1
VEEEE LT EEN,

[a7 Y FIZkBE%E]

1. (config)# interface fastethernet 0/1
(config-if)# dotlx timeout tx-period 300
(config-if) # exit
A— MENGREEZBE L TV AR — b 0/1 |2 EAP-Request/Identity 2515 O e R %2 300 FVIZEXE L
£,

(2) IAR~NBREZERY DHEAEDKE

Fitn uﬂi?& }‘f‘ P4 cNU—2 75)‘53571‘“71‘:“”;'{ iziiﬂj: b’%nmuﬂié?ﬁ#‘-ﬁ%(%fxb\fu uE?E?§7%@ﬁ%3Eﬁ1ﬁ L/VCE:
er uE’E‘{E L/ XSK@iN \j—#ﬁE@mu uE’E‘ﬁﬁFl‘? Lij‘

[(BREDRA > k]
FRRER S DUFR Z £ 12, reauth-period % A < (TR E L T2 BERIREINE T EAP-Request/Identity Zik
f§ LE9, reauth-period # A ~ DR EfHIL, tx-period ¥ A ~DFREMEY b REVMEEZRE L TL
EEUN,

[A< Y FIZ&KBERE]

1. (config)# interface fastethernet 0/1
(config-if)# dotlx reauthentication
(config-if)# dotlx timeout reauth-period 360
(config-if) # exit
RN— b 0/1 TOFRIEERBEELANIREL, FRAEDORHMEREZ 360 ICRELET,
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(3) ik~ EAP-Request 7 L—LBEDHTE

AR DOREFIZ, AREEENDEET D EAP-Request GRRE— 3L DR A »E—) IZX LT, WAk
MO INEN 72 WA O AR & FRERIE AR E LET,
[(BREDRA > k]
FILRERI MR & Bt DB A, reauth-period % A < I|Z5%E L TV A EEH X 0 EOEERIZ 22 5
FIOICHEL T L&,
[A7 Y FIZKBHRE]
1. (config)# interface fastethernet 0/1

(config-if)# dotlx timeout supp-timeout 60
A— bk 0/1 TD EAP-Request 7 L — 2 D% %2 60 FIZERE L ET,

2. (config-if)# dotlx max-req 3
(config-if) # exit
A— bk 0/1 TD EAP-Request 7 L' — A DFE%EE# % 3 BIIHE L T,

(4) fmARH D DEBAEERZHNILET DHAEEDRTE

ﬁ%j{ﬁ) ‘jD D EAPOL'StaTt = I/'—A:L'1§ 7 ntu uﬂzkﬁé?ﬁﬂi L/jzjﬁ 2&*7%% /’_?.E_’ L/7]L 7if T, %ﬁ/{ﬂ‘wuu
B X OERGEY, £ Eh tx-period ¥ 1 <, reauth-period # A ~ OFEHIEE CIrbiuEJ,

[BREDRA > K]
ZE DA BB ORI CHEFEREER M Thon, EEOAMBEWIEAICREZITV, Atk
WLET, Ka<r FOFRERC dotlx reauthentication =~ > KRORENNIE TI,

[O7 Y RIZKBEHRE]

1. (config)# interface fastethernet 0/1
(config-if)# dotlx reauthentication
(config-if)# dotlx ignore-eapol-start

(config-if) # exit
A— |k 0/1 T EAPOL-Start 7 L — L2312 X HRGELE 2 4m1k L £,

(5) FREIRBERBFDERIINIEHBE TORFRKEMERE

FRREIZRER U720 Rk D R8RE R B £ CORMERF 2 E L E T,

[E"‘E@#’f*ffz ~]
ot %E&Lﬁ_ 5'575) %Db\ﬁéj‘:Fﬁ iR ufl:@ﬁikﬁ‘ﬁbﬂé Lk T @ﬁﬁ“z})% < A& ’E‘?mﬂ:
LET,
Z—FNID /XA T— ROANAVIZ Lo TREED KK LIZ5ATH, %E LR 208 L7
km&kﬁ%ﬁ%b&w®f,§ﬁﬁﬁ ITERE LT ZEN,

(a7 FIZ&BETE]
1. (config)# interface fastethernet 0/1
(config-if)# dotlx timeout quiet-period 300
(config-if) # exit
A— MHEAERREZ B E LTV D AR — b 0/1 ICFEREALEE B &£ C ORI 2 300 RIZERE L £ 7,
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(6) FEEY—/N\ICEFLRRED S A TEHE

PR — SO ESRITKT DIGE N2 WG E OFRFLREH 23 E LE T, 3%E LR T 5 &,
Supplicant ~FEFER A B L E T, 27 4 7 L—3 3 a3~ Kradiusserver TE L TV 5 ik
% O TSR] & il L CTAE W T ORE# T Supplicant ~FRFERM A @ E L E T,

[BREDRA > K]
a7 4 7 b—varavy Rradiussserver THEEOV—NEREL TV DLH5E, & — 1 OfFE
EE & O RISEF O LD ROV EZRET 5 &, I — "~ER L T 2EH T
Supplicant ~FBRERRZ @M L E T, FE LT X TORBGET — D BISER e & X (IR %
WAL AIE, Kawy FORERMERCREL TIESN,

[a<7 Y FIZKBEE]
1. (config)# interface fastethernet 0/1
(config-if)# dotlx timeout server-timeout 300

(config-if)# exit
R— MHMERREZ R E LTV D AR — b O/LIZRRGET — 30 b DIRERF bR 4 300 BIZERE L E T,

(7) BEHImARA D 285 Z K B D 8 {5 1 B ) D 3R E

N— NEAFRIED S 7V — RREIEL TWAR— b T, EEOMWANS ORGEERZ M L-5
ZOR— N TOBEZERT LR E2HELET,
[REDRA > k]
AR — N CHEBOMMARD BERIEER AR Lz & X2, R— FoilE 2 Ekr+ 2R 2% LT
7ZE0,

[a7 Y FIZkBE%E]

1. (config)# interface fastethernet 0/1
(config-if)# dotlx timeout keep-unauth 1800
(config-if) # exit
R— MRALREREZ R E L TV 2 A — b 0/1 [ZlIE MWk AE O 4 1800 FICRUE L £,

(8) F&FIFREIAR— b DEE
[EEE(DTI'(’/( v k]
— ]\g‘{l‘wuu (E%E’]) ODXT%T— kT, TREEERE A FF Rl 9 B AN — MMIER jﬁjqo
[ FIZ&BEE]
1. (config)# interface fastethernet 0/1
(config-if)# dotlx force-authorized

(config-if) # exit
A— 1 0/1 %aﬁﬁﬁuuu uEXT%T s L/i‘é—o

2. (config)# dotlx force-authorized eapol

FREH BRI AR Z SR FREEEF ALRAE & L7z & &, WRICxT L CAREEE & EAPol-Success & 7
L—LZXEFELET,
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168

(9) BENERLMEREMHORE
(a) RIEFHHFROEBIEEAREORE

A— NEAEERE GF) £ 72i3R— MEAEERE @I0) 2l &, ar 4 L—vara<w sy
dotlx auto-logout %% L72 < CTHAMAEIT AR E 2V 47, A— MEAFEIE (#H0) T, BERB IO
FFEE AR L C B EER A EE LT,

ek, a7 47 L—1 a3~ FTnodotlx autologout R ET 5 &, HENCRIEMRL T A,
(b) MAC7 FLRTF—ILI—J U TBEBROFZRTE

A— NHEAFRAE (8AY) E 721X VLAN HAZREE () BNERREE, av 747 L—vara<w R
dotlx auto-logout # &% € L7 < CHAMEEIT AR E 720 9, A— FNHEAGREGE (§) TiE, BERIREs
KIZKHLTMAC 7 RLAF—T N — 0 FEES A2 Efi LE T,

¥, a7 47— 33~ RTnodotlx auto-logout X ET 5 &, HENCRGEMERRL A,
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7.4 71_3_ l‘%‘inm\nm (EJJE’]) D24 7 L—> 3>

(7.1 IEEES02.1XDzar 747 L —ay] BLO 7.2 £3EE— NEoary 7471 —3 3 ]
IR ORREE L1292 T, ROKDOFNEIZHE » THR— FENEREE @RY) a7 47— a w2
ELTLIZE,

®7-5 R—MEGEE (BH) OREFIR

| (7.4.1) BIR |

FEEE-FA T B
EELETRT

[7.4.2] B \

RRERAZETE I LD
FERRESRELETNL

mof BN E W EE
BELETRY

‘ [7.4.2) % ‘

IR D
mjﬁﬁmi%

‘ 7.4.3] 2R ‘

TREIRAMSE SRET £
jkfh@ﬁﬁﬁﬁ%
BELETHY 7.4.3] B ‘

[7.4.3] 2R ‘

AP -Bequest oL —
BiEE
EREL T

‘ FTMM%%‘

SERISDEI R — b &
EELET T

‘ 17.4.3) 1 ‘ I

DL HLEFT fes

HEERF DS
SRR E R R IEERRSE £
EELETRY

‘ [7.4.3] BR ‘

DHER PATIER
VA VERELETD T

5.5.2] &R ‘
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FREOHML, TEREBBLTI S,

1. A— FHENFEEE (Bh)) OFRE : [7.4.1 KR— NEAGEIE (1) ORE]
2. WAFE— RA T2 a v ORTE 1742 HIFE— R4 72 a v ORE)
3. MERANEET BT L —LORERRORE

o UEARMRHEMEGI D X ORE : [7.4.2 RIEE— R4 7T a2 v ORE (2) wmARHEEOUERE )

o BIABRMLEFRET D7 L—LOREHIE : [7.4.3 FBIFAFLCETAHE (1) MR ~RIEBGEH
¥TD7 L —LDEEHIEORIE ]

o FRRGEAZRT HHEAE - [7.4.3 FRFLIIZBIT 28R E (2) SR ~FIRRREE ER T D BREDRR E |

* EAP-Request 7 L' — A F4 : 17.4.3 FRGEALERICRET 28 E (8) WA~ EAP-Request 7 L — AFf
EOBRGE ]

SRS ORGEIIEDRTE : [7.4.3 FEFHLEICET H3E (4 R D OFEFEER & 11k 3 5 e

DRE |

PRAF P O FRAF VT B £ TORMERFREIRRE « [7.4.3 FRFFUEICEIT 2% 0E (5) FRFFRBFOR

AFALEEFT R & C ORI R E

FRREY — NGB FRFGREH O E - [7.4.83 REFLEIZEHT 2R E (6) FBREY— NN EFF B R O % A

o=

~ X AE |

7. 9@%”11@:&51‘ k@;&ﬁiﬂ I—743 muuﬂzk@ E?'J?é&ﬁ ( ) gﬁ?ﬁ”muuﬂij‘_]\@&ﬁj
8. BHOHA© OFRFEERBEOBIS IR O E : [7.4.3 FRILPLUCEATL8RE () HEHER D

7.4.1

nu EIEE:J(H%O)L{DJEF%H%}F%@&%J
SREFHE A IPvA 77 B2 U 2 FORE : [5.5.2 FWAFHEH IPva 7 7 &2V X NORE)

7|_€— I‘i{-’-mh\nﬁ (E)JE’]) @E&E

(1) FBEER— b+ &FBEEH VLAN 1B DEE
ﬁf’@ﬁf ]\ %uu HIE@XT% \—E&}’_f L/j:\ﬁ—o

B 7-6 R— MEMEREE (B80) DOERHI

[E%

______________ FeE

1 YLANID

i (= b YLAN) =

| S e RADIUS H—) %

i HLAED YLAN400

i ERE A —
: CFERHSM A —

EDRA > F]
MAC VLAN & MAC R— FE2REL, FOR— b TR— NEMERIE (BH)) 2890 LEd, 3REE
YT E—RERELET, il 7E— RORELZEETHE I NVE— R0 7,

[37 Y FIZKBERE]

1.
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(config)# vlan 200,400 mac-based

(config-vlan) # exit
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VLAN ID 200, 400 {Z MAC VLAN %#8E L £,

2. (config)# vlan 10
(config-vlan) # exit
VLANID 10 8% E L £,

3. (config)# interface fastethernet 0/2
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
RAEZAT D SR BB SN TNDA— 1 0/2 % MAC A — R & LTRRE L, #RikAT VLAN1O Z3%5E L
F£9., (RiF% VLAN X 15.4.3 MAC VLAN O H#E) VLAN FY| I[C L 0RO ETHNET,)

4. (config-if)# dotlx multiple-authentication
RREY 7 — F R ARREEE — FICBRELET,

5. (config-if)# dotlx port-control auto
(config-if)# exit
ﬂ_\o‘_‘}\%’fimuum (@JH’J) %ﬁ&jﬂl LET,

(2) R—FRIFBEEARXDEEAX) X FRDERTE

[?Ewﬁ4>u
]‘}DJIJum qujgt@mL‘ nJ‘.EjjJEJ A ]\% %Am%bij_
mﬂﬁﬁ)xh®§ﬁiM@®TﬂM.mﬂﬁﬁ&wgfkRAMUS#MN%$®%ﬁfﬂ)%ﬁﬁ
KIN—TDORE] #ZRLTIIZEW,
[O7 Y RIZKBEHRE]
1. (config)# interface fastethernet 0/2
(config-if)# dotlx authentication DOT1X-listl

(config-if)# exit
A=k O/2 IZFFES YU A P4 "DOT1X listl" ik E L E ¥,

CFE=E1E]
o ARIFHARRTERIE, (721 FWAHFR I L—7 & RADIUS —E@moEe (1) RBarhXs1—
TORE|] DUEBT 7 4V M- TRAEL E77,
o R— MIRELIFIESRY A M &, BREFRTN—TOFFESLF XY A MR R—F, £33
AR N—TIHEE LR e &, BET 7 40 M- TRIEL £ 7,
o Web JWMfﬁﬂD% SAE S, ki@mﬂNaﬁﬁ&(@%)iﬁ%&%r%iﬁmoﬁwu
5.2.2 FWIEHAXIV A M) 22 L TSN,

742 BEE—FATLa BT

(1) u:unIEB#%ZI_ j‘/ | /@n&i

IEEE802.1X & ff/-/p\W iR 72 ¥, B2 iTbR VW CRIEEZF T 5 AKD MAC 7 RLAEZHRELET,
AEITIE, 1741 K— FNEMFEGE () ORE] THRELEZA—F 0212, FBIAELARWTHEET LT
V% (MAC 7 FL 2 : 1234.5600.e001) ##:5 LE,

171



7. |EEE802.1X MELE LEA

B 7-7 R— MEMEREE (B80) DFREERRS DR

______________ F=E
YLANTD -
(7 — F VLAN) i —
T Waeno T T e Voo ! RADIUS 1=
{MAC YLAN) (MAC YLAN]

@EDHISA— |
OFEBSH -

= <TUTEDHE 7 FLA
~ |1234.5600. €001

[(FBREDRA > +]
R— NEAFERE (@19) TiX, MAC 7 RL A7 —7 L MACVLAN IZAZ T (v 7 =2 hY &%
gL FET,
[A7 Y FIZKBHRE]
1. (config)# vlan 200 mac-based
(config-vlan) # mac-address 1234.5600.e001
(config—vlan) # exit

VLAN ID 200 IZiB{ER[BE L 35 MAC 7 R L % (1234.5600.e001) #Z&ZELEd, 7V ¥t
IEEE802.1X MO #FFGFE #1772 T VLAN ID 200 Ci{E T& £,

2. (config)# interface fastethernet 0/2
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 200
(config-if) # exit
FRAEAR — MIBRSMIEAR BT D MAC VLAN ID 200 Z3%E L £7,

3. (config)# mac-address-table static 1234.5600.e001 vlan 200 interface
fastethernet 0/2
A— 1 0/2 ® VLAN ID 200 |Z§83E L 722\ Cilifg S /720 MAC 7 R L2 (1234.5600.e001) % MAC 7
KLV ATFT—T VIR EL £,

[EEHE]
MAC 7 R L 27— 7 MIRBFAEMSMEARD MAC 7 F LA ZRET BRI, BASRRSHTR T 5 R —
RZ MAC VLAN o VLAN ID ##E L T< 72 &0,

(2) ImRBREEMEOVIERE

A— NHNEREE (FFM)) LRfETY, [7.8.2 FAEE— KA 7T a v ORE (2) WABRHEEIEOYIEG
] ZZRLTIEEN,
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743 FRRHLEICEAY HERTE

(1) j#Jﬁ;E/\nrunIEFaﬁybi %%Té JL— -L\a) 1:: FHE]BFHU)EQE

— NEAGERE (BF) LRBRTY, 7.83.3 FWEHWELCBET 280E (1) MRK~RABMhEHR T 57
L—LDEGFRIRORE] 2R LTI,
(2) MARANBRIZEKRT SEEDRTE

A— MHAEERE (FEY) LFEERTY, 17.3.3 FRREQBEICET 2RIE (2) WAKR~FREREZ ZRT L BRED
WE] ZZMRL TS,

(3) K~ EAP-Request 7 L—LBEZEDHET

— NEALRERE (§) R CY, [7.3.3 FERELBELICBET A3 E (3) #aA~ EAP-Request 7 L — A
HIEOHRE] 2SR LTIIZE0,

(4) IR DFEMERZINLET DHEEEDERTE

R— ]\E‘{LE}Sn (%%E@) &IZH:%T@— [7.3.3 ubuim E\‘EJTZD%H/E_’ (4) jﬂwﬁj{ﬁ‘g@nunﬁg*%ﬁﬂijﬂé
FEREDRR T #ZML T EEW,

(5) FRELARBABFDFERINIEEEE TORFHEEFRERTE

— MNHATRREE (B) CRBRCT, 17.8.3 WRGRAERICBET 25E (5) RFEAMRFOGRFHLELE B £ T

034%4%%%?? RE] EBRLTIIEE N,

(6) BIEY—/\SEFLHMNS 1 THE

_‘]\%‘{l‘uuu (ﬁ%é’]) &Eﬁtﬁfjﬁo 17.3.3 FOREALER F%ﬁé%ﬁﬁ (6) FREV— NISERHFHLEFR O & A
YRIE] ABZRLTIEEN,

(7) @*ﬂﬁﬁ*b‘bmun.&g*ﬁo) 1% &EB#FEﬁo)EQE

H— DR () LRBECT. (7.8 BAELIICHT ARE (7) EORAD bRIEERIFOIBE
W O E] 2L TS0,

(8) gﬁ%“nm\nﬁﬂ_{,_ I\ EQE

[E’“EG)/‘R’{ v k]
]‘ E"LLHLAIJ (@]E@) @;(Aj‘g%ﬂ—\o ]‘T aﬁﬁaﬂuu nEji"uq:T LT$| D él(%)uun VLAN 72 H/]::l/i
To

[a7 Y FIZkBE%E]

1. (config)# interface fastethernet 0/2
(config-if)# dotlx force-authorized vlan 200
(config-if)# exit
A— K 0/2 T, SEHFRFEZFFAT L CEIY Y THEGE% VLAN @ VLANID 3¢ E L £ 7,

2. (config)# dotlx force-authorized eapol

FRREX R R 2 SR A RRRERF ARRE & L7z & &, JaRICxT L TR E > 5 EAPoL-Success It 7
L—AEEELET,
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(9) BEIREIAEREHORE

(a) REEFAFROBBIELRBEDORE

FRALYE B AR DRI ST, MEB(E BARRE A — P EORAE (F) LFBETT, 7.3.3  FRALALEHICH
THOBE (9) HBRBAMBRELEORE (2) BALK LR O FEBEERHAEORE) £BML T2

U,
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7.5 \/Lf\bd-ﬂi1_Lnu»nﬂi (EQ]E{]) D>+« 47 L—r a3y

7.1 IEEES02.1XDzar 747 L —ay] BLO 7.2 £3EE— NEoary 7471 —3 3 ]
W OBREEZ LIZ 9 2T, ROKDOFNEIZHE> T VLAN BEAEREE (@) a7 47— g 0 %%
ELTLIEEN,

7'8 VLAN iLLmuan: (§JJE’J) 0)nQE$J|IE

[7.5.11 =K |
I

_,.,,I_F:E« FdTig %
EELR T

W52J§%‘

tes

WAESEETE Il L
FEhfRESRELERTRNE

CE L ildoRE-3

Hl
| Ne SELETNT
| 7.5.2] 2R |
B e fos
SEFERMEE
2 ‘
THMEERRETE Yes
FL A EEE R
SEELE TN ‘ 7.5.3] B ‘
> ‘
[7.5.3] &R ‘
SIS - N 1S B IS |
ERELET ‘ e ‘
LND | AP -Bequest = 1 —
Bigx
SEELE TN [7.5.3] MR
SEHEIEEN - b & ‘ - /m“
BELET |

TR
e |

BROEDFEMIE, TRREZZRLTIESN,

1. VLAN HAZ#EE (@19) of%E @ [7.5.1 VLAN HAZEEE (@) ORGE]
2. MIEE—RA T a vV ORE : 175.2 IEE— KL 7T 3V ORE]
3. WERAEET DT L — L DOEEMBORE
o MERMHBEIMEY O B2 ORE : [7.5.2 FRAFE— AT a3 v ORE]
o SRIEBRMGE B R T D 7 L— L OEHIM : [7.5.3 FEIFLIICHET A E (1) SAR~RIBGEZT
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T4 7L —LDOXRERRORE]
o FRAEAERT HMHE : [7.5.3 RAFLEICET 23RE (2) SR ~FRGEE ER T DB ORE
o EAP-Request 7 L' —Afi% : [7.5.3 3 pEﬁLL WZBET 5% E (3) MR~ EAP-Request 7 L — AF
EDFRIE ]

4. SRS ORGEMIEOHE : [7.5.3 AT 2HE (4) WKL D OFRFEE R Z M1k 3 5 HHE
DERTE ]

5. BRAFJCREIR DFRAFALBE B £ T O EIRRE ¢ [7.5.3 FRGEAMBICEET 5% E (5) RIFMEDE
FFALFL B £ C ORI E

6. FAFY — NGB BIFMORE : [7.5.3 BAEICRET2E (6) B — NNER/H LR O Z A
~ERE

7. PRHIFRAEAR — b ORRE : [7.5.3 FRALAFRICEAT ARRE (7) SEHIFRRER — N O E ]

7.51 VLAN i{imunﬁ (EJE’J) EQE

176

MAC VLAN [ZFTB T 2R 2785t 5 & LET,

X 7-9 VLAN BGIZEEE (BIR) DIERLH]

FIEE
ST wean 3
! (A — | YLAN) ! L.
E :, """ " -L-.'J.Fﬁﬁ[l““-::::::'-: ..... y T_;.MD-D"“\‘.E RADIUSHF—J4
; i (HAC WLAN) E (WAC YLAN) ii
¥ i H SRS -
H ; ¥ @t T
L I

[(BREDRA > K]
MAC VLAN #3%7E L, %@ VLAN T VLAN H(7385E (Bhf) A LE T,
FRAE L728#K & RADIUS H— ") B4R E &7 VLAN IZiE» TRER L Ed, F/2, av 747 L—
L g v 3= K dotlx vlan dynamic radius-vlan (Z & ¥ RADIUS — 22 638E &5 VLAN O U
A NERELET,

[a< 2 FIZkBEE]
1. (config)# vlan 300,400 mac-based

(config-vlan) # exit
VLAN ID 300, 400 (Z MAC VLAN #&% &€ L 7,

2. (config)# vlan 10
(config-vlan) # exit

VLANID 10 #&% & L £7,

3. (config)# dotlx vlan dynamic radius-vlan 300,400
VLAN ID 300, 400 % VLAN HAZFEFE (B119) OXMRICRELE T,
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4. (config)# aaa authorization network default group radius
RADIUS #— 0 BHEE S 417z VLAN IZHE > TEER L E T,

5. (config)# dotlx vlan dynamic enable
VLAN HENFRRE (B109) ZHcLE9,

7.5.2 DIL\I:IIE:E F\7.|_ 70:/ 3 ‘/O)E I'_E
(1) nn..\n.l.—tﬁ%j-jo/ 3 /@EQE

IEEE802.1X # Ffl= Wik &, SRAEEITOR W THlEZ 7328 KD MAC 7 RLAEZRE L £,
ABICiX, 17.5.1 VLAN BEAZFEGE (@00) ORE] Ti%E L7z VLAN ID 300 (2, FRFEL7RWClEd
A7V % (MAC 7 RL A @ 1234.5600.e001) A#i L £,

K 7-10 VLAN BifsiEREF (BhRY) DEREERRST DRERDG

g —

&
ST wano ~.
; (o — - VLAN] ; —
DO lamson gt Sotiimzmanan | PADISTN
' S (MAC VLAN) 1
; ¥ @S A -+

t\t U RO W 7 F LA
T |1234.5600.e001

[BREDRA > +]
VLAN HA7ZFEEE (8h89) Tix, MAC VLAN {2 MAC 7 FL A& &Gk L £,

[O7 Y RIZTKBEHRE]

1. (config)# vlan 300 mac-based
(config-vlan) # mac-address 1234.5600.e001
(config-vlan) # exit

VLAN ID 300 & MAC VLAN TE{EF[fEL 925 MAC 7 KL 2 (1234.5600.e001) #FZELEd, 7
U > %1%, IEEE802.1X DFRAFA# 17472\ T VLAN ID 300 T#l{E T £,

(2) ImRBRHEBEOUERRTE

IR OFERERMA ZFHRT D701, AREEITL tx-period =2~ 7 N THE L /=@ T EAP- Request/Identlty
LT Xy A REELET, DL &, EAP-Request/Identity (/% L 7-38iE R ARARICK 9 5 385
:/‘_‘b_‘/xibﬁz%gﬁﬁiﬂbij_o ?7?11/ MZ s munﬁkfi%éﬂlgbij—

[(BREDRA > ]
i ShOI'tCut V:t utu uﬁmﬁ%é mg‘ L/VCZ'—(/H: @ﬁﬁ: éi’ﬁ%i& Liﬁ‘o
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e disable i¥, %A — b THRIVEADIMKENTFET 2546, EHNV72 EAP-Request/Identity O &5
EITWER A,

7%, VLAN H{738GE (#HY) TIE, auto ZHETE FH A,
(37> FIZ&BEE]
1. (config)# dotlx vlan dynamic supplicant-detection shortcut

VLAN HE{7Z83E (Fh89) CTHRAEE KN 5 0 EAP-Response/ldentity 5215 Tid, FRRiEALH 241
TR E T DL IR ELET,

753 FREIANIB(ICEHT BERTE

178

(1) WARANRIRBZEFR TSI L —LOEEMBDHRTE
HRANCFEREA BRLA L 72 W IERICK LT, REERMAE BT T 5 7o OICARZEE D & E#IIZ EAP-Request/
Identity #5534 AR A R E L T,

[(FREDRA > +]
AHEEEI, tx-period ¥ A ~IZERE L TH 5 FEH[E I C EAP-Request/Identity Z~ /L F % ¥ X hikfF
LET, REEFEADHAKN S & EAP-Response/ldentity DJs&E %525 L, EEOAMEZE L 5 Al
HERHY FTOT, UTOFERTRESNDEEREL T EE,
reauth-period > tx-period = (HE&E TRGEET O RIRARE+-20) X
tx-period DT 7 4 /L MEM 30 W TH D728, 300 BLLEDUKR TRIEETT 9 HE 1, tx-period ¥ A
VEEER L TIIZEN,

[a7 Y FIZKBHRE]

1. (config)# dotlx vlan dynamic timeout tx-period 300

VLAN HAZFERE (#11) 12 EAP-Request/Identity 258 OREEIEE %2 300 IR E L £,

(2) MERANBEELEZERT HHEEDERTE
AL H > BT — 7 DDA RITIAZEE ) GRRBFEZ R T E R\ 2, RBIEE A ORIk L TR
uAou}.%{/@b m%@fib\ Xmumlﬂ}.%ﬁﬁ#l‘?biﬁ—

[(FREDRA > +]
FREEE A DIRR Z £ 12, reauth-period % A < IZF%E L T\ 5 KEERENE T EAP-Request/Identity ik
& L¥7, reauth-period % A ~ DX EfHIL, tx-period ¥ A ~DHEMEY b REVVEEZRE L TL
7EE0N,

[av > RIZkBER%E]
1. (config)# dotlx vlan dynamic reauthentication

(config) # dotlx vlan dynamic timeout reauth-period 360
VLAN HACFREE (B)HY) TOFRBRESEL A MITRIE L, HRAEDKHMEFEL 360 ICHREL £

(3) ik~ EAP-Request 7 L—LBEDHTE

R DOFRIEFIC, ARIEENS%ET D EAP-Request GRFEV— B OER A v —) (TR LT, HiR
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B IED IR O FF R & R R BOE L E T
[BEDKRA > F]
LRI & PR ORISR, reauth-period 4 1 I B L Cur 2 B & 0 U BSRELC 72 5
KO ICBEL TSRS,
(372 FIZ& HEE]

1. (config)# dotlx vlan dynamic timeout supp-timeout 60
VLAN HArF8GFE (#189) T EAP-Request 7 L — A D EREE %2 60 IR EL 7,

2. (config)# dotlx vlan dynamic max-req 3

VLAN %‘{quu (%JE/]) To EAP- Request 7 b= AO)E%E;&% 3 At g& Lijﬁo

(4) MHERMNSDREEERZHNILE T HHBEDRTE
RN DO EAPOL-Start 7 L — A5 512 X AF8GEALEE 2 ik U3, ABREZ S E L7256, Brlses
B I OEFEREL, TN EN txperiod # A ~, reauth-period ¥ 1 ~ OKEER TITHONET,
[BREDRA > +]
ZEDVHAD BB R F R CREFEREE R Toh, EEOAMBEWIGAEICREZITV, ALK
WLET, Ka<r FORERIIC dotlx reauthentication =~ > KDF Eﬁ)Z%T@‘O
(37> FIZ&BEE]
1. (config)# dotlx vlan dynamic reauthentication

(config) # dotlx vlan dynamic ignore—eapol—start

VLAN %‘{quu (%ﬁé’]) T EAPOL Start 7 V_A 1;:! mu uﬂiﬁ&ﬁ%#ﬂﬂ: Liﬁ—

(5) n:l..\n.l.—t%ﬁ&ﬂ#@mun.l.—tmiiﬁﬁﬁif@?%%ﬂ#r‘aﬁﬁﬁfﬂ

FAREIC RN U 7o SR kb3 2 8RB & CORMER 2R E L E T,

REDR S 1
oS %E&Lﬁ_ 5'575‘%, %Eb\ﬁ%‘:[aﬁ i BIEOER TN Z & T '/%\ﬁltz))% <Ilppz ’E‘jﬂ]ﬂ:
LET,
Z—HFRIDCNRAT— ROATJFAVIZ L > TRIEN KK LIZHE T, 3E LR 2% L2y
LSRR & BB L 72V o0 ¢, BRERFENICITER LT E S0,

[av Y FIZ&BEE]

1. (config)# dotlx vlan dynamic timeout quiet-period 300
VLAN HAZF8GE (BhY) (CREREALBERBE £ CTOfR 2 300 FIIRRE L £ 7,

(6) FEEY—/N\ILEFLRRED S A TEHE

FRRET — S ASOERITKE T DINE N R WIGE DR B AR E LET, RE LRRARE T2 &,
Supplicant ~FRIFRMZ WAL ET, =7 4 VL — ara< . K radius-server TiRE L TV 5 ik
% O TSR] & il L CTAEW T ORE# T Supplicant ~FRFERM A @E L E T,

[BREDRA > +]
a7 47 b—3 3 ra~wy Kradiusserver THEHEBD I —"EZRE L TCWDHHE, & — OFE%
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FE %2 & O RISEF O LD RV EZRET 5 &, it — "~ER L T HEH T
Supplicant ~FRFERIRZEA L E T, HE LI TN TORFET — "D GIRER 720 & SRR %
WEIL7ZWEATE, Ao~y ROBRTERMEZRESEREL TSN,

[a7 Y FIZkBE%E]

1. (config)# dotlx vlan dynamic timeout server-timeout 300

VLAN ﬁ{inun (%ﬁé’j) @)d'g%_j_ ]\T g@ﬁﬂnunﬁ%uq:jﬁﬂéj— k uiﬂﬁiﬂbiﬁ—

(7) SR&IFBELAR— b DERTE

[BREDKRA 2 +]
VLAN H{F8GE (BI) OxfGi— T, MHIFAREZ 77T L CHI D % T 5 387EH% VLAN Z30E L &
‘g—o

[av Y FIZ&BEFE]

1. (config)# interface fastethernet 0/3
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 300
(config-if)# dotlx force-authorized vlan 300
(config-if)# exit
A— b 0/3 T, MHIRFRFEAEFFAI L CHEIV YT 5585E% VLAN © VLAN ID 23 E L £,

2. (config)# dotlx force-authorized eapol

PRRERT R AR A RHI A ERREEF AR B & L7 & X, SRIcxt L TAREE D> & EAPoL-Success J&& 7
V“*-L\%Jiélfa Lij—o

(8) g@]mmnﬁﬁ*ﬁ%#ta) EQE
(a) MAC7 FLRT—IINI—V U JTERDERE
FOREE AN FERRI R T, ©— T VBB AR — M ERAGERE (FR0Y) SRR TT, [7.3.3 FEAEAL

BUCBET 280E (9) BHERERERIRAMEORE (b) MACT RV AT =T N =Y JEEHORE] 2%
HLT<7ZEn,
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IEEE8021X DAL —> 3y

7.6.1

7.6.2

EfRavY RK—E
IEEE802.1X O a~v > F—EEZKRORIIRLET,
=®7-3 BRavYYF—E
av Y R%& Bl
show dot1x FRAEHAT & & OARRECFRFERE 4 @ Supplicant [ #H A K R~ L £,

show dot1x logging

IEEES02.1X FBFECTEM L CWAEMER V' A v —V R F R L ET,

show dot1x statistics

IEEE802.1X 7

PP L HEHERE R R LET,

clear dot1lx auth-state

ARIE T 2 0D B

HHzes V7 LET,

clear dot1x logging

IEEE802.1X BFE TR L TV AEER /' X v —V% 7 U T LET,

clear dot1x statistics IEEE802.1X BRI o D fitE#®E 0l 7 V7 LET,
reauthenticate dotlx IEEES802.1X FBFFRAE A HA8FE L £ 97,

(1) ml..\n 'Ij(.._.\a)ﬁ_ﬁ
IEEE802.1X DR EEIT

(a) KEEADRERT

IEEE802.1X D %5

7-11  show dot1x DEITHER
> show dotlx

Date 20XX/10/28 10:24:10 UTC
System 802.1X : Enable

IEEE802.1X KEED R

#EH 22< > K show dotlx THER L T 7Z& Wy,

BRFRIE, EH 2~ K show dotlx ZFEITL THER L TLE &V,

AAA Authentication Dotlx : Enable
Authorization Network : Disable
Accounting Dotlx : Enable
Auto-logout : Enable
Authentication Default : RADIUS
Authentication port-1ist-DDD : RADIUS ra-group-3
Accounting Default : RADIUS
Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 0/1 -—= Auto Authorized 1
Port 0/4 (Dynamic) Multiple-Auth Auto - 1
ChGr 1 Multiple-Auth Auto -—= 0
>
(b) R— MEIEREE (F8RY) DREERT

R— }\E‘{Lntu\u (%%E@) e
LT TEEN,

LTEEHAU LT< fiéb\o

— EBEfRET L L, FRELLZR—

BIFBHHR— T L OIRRENH I, #EH =~ K show dotlx port & 1T L CTHe
F ¥ RN TN—T & DOWRERIE

j# M 2~ K show dot1lx channel-group-number % 31T

O HRERRLET,
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7. |EEE802.1X MELE LEA

o detail NT A —FEfRET D L, BIEARWMRKOHEREFRLET,

7-12 show dot1x port (detail /35 * — 2 I§EMKF) DEITHER
> show dotlx port 0/1 detail

Date 20XX/10/28 10:24:51 UTC

Port 0/1
AccessControl : --- PortControl : Auto
Status : Authorized Last EAPOL : 0013.20a5.24ab
Supplicants 1/ 1 ReAuthMode : Disable
TxTimer : 30 ReAuthTimer : 3600
ReAuthSuccess : O ReAuthFail 2
KeepUnauth : 3600
Authentication : port-list-DDD
VLAN(s): 4
Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time SubState
[VLAN 4] Port (Static) Supplicants : 1
0013.20a5.24ab Authorized Authenticated Idle 0
81 20XX/10/28 10:23:30 Full
>

(c) R— MEAGIEERE (BIMY) ODIREERR

A— NEAFEREIZE T 5 — b T & oREFRIL, EH =~ N show dotlx port %34T L THEE L T<
7ZEN,

s R—I’EFERETDH L, HELLA—FOERERSLET,

o detail NT A —HEIEET H &, RALKGURARDOFTE VLAN I L OSEREREZ R R LET,

7-13 show dot1x port (detail /35 * — 2 IEER) DETHR

> show dotlx port 0/4 detail

Date 20XX/10/28 10:25:15 UTC
Port 0/4 (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status HE Last EAPOL : 0013.20a5.3e4f
Supplicants : 0/ 1/ o4 ReAuthMode : Disable
TxTimer : 30 ReAuthTimer : 3600
ReAuthSuccess : O ReAuthFail 1
SuppDetection : Auto

Authentication : port-1ist-DDD
VLAN (s) : 4,40

Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time SubState
[Unauthorized] Port (Unknown) Supplicants : 1
0013.20a5.3e4f Unauthorized Connecting Idle 0
2 20XX/10/28 10:25:14 -—=
>

(d) VLAN E{ER5E (B)RY) DRRERE

VLAN HAZFRGE (Fh1) 12317 5 VLAN 2 & oikfiglE, #EMH =~ K show dotlx vlan dynamic THEsR
LTLEEN,

« VLANID ##§E+ 5 &, & L7z VLAN OERAEF R LET,
e detail XT XA —HF EZIRET D &, PRI RUEEROFTE VLAN B X OURRERE £ R LET,
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7. IEEE802.1X ME&E &EA

& 7-14 show dot1x vlan dynamic (detail /35 A —A IETERF) DEITHER
> show dotlx vlan dynamic detail

Date 20XX/03/24 19:58:47 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto
Status e Last EAPOL : 000a.799%a.ddfo
Supplicants 1/ 1/ 256 ReAuthMode : Disable
TxTimer : 30 ReAuthTimer : 3600
ReAuthSuccess : 0 ReAuthFail : 0
SuppDetection : Shortcut
VLAN (s) : 400
Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
[VLAN 400] VLAN (Dynamic) Supplicants : 1
000a.799a.ddfo0 Authorized Authenticated Idle 0
46 20XX/03/24 19:52:55
>

7.6.3 |EEE802.1X FRAPREEDLEE
(1) Dlh\n oh\o)*JJH\H{t

wuuﬂk EDOWHA 21T 5 121E, EH =~ F clear dotlx auth-state Z{#fl L £9, R— +&F5, VLAN
ﬁﬂﬁj{@ MAC 7 ]\ VX@&?{L#’E?E?ET% i'é—o {ﬂ‘zbj:‘é“fg [_/7I'£75‘O7LC j: ")‘—’\T@HAU‘HE'U( é’*}]
,ﬁﬁﬂﬁ L7,

a<r REFEITLESS, FREETO) T THENTERLL RO TEELTLEE N,

B 7-15 HERNT N TO IEEE802.1X FREERE £ MH LT B EITHI

> clear dotlx auth-state
Do you wish to initialize all 802.1X authentication information? (y/n):y

(2) sRH|8Y73 ABEREE

SR AR A 1T 9 121, M =~ I reauthenticate dotlx ZfifH L ¥4, &~"— &%=, VLANID,
AD MACT7 RLAD LY ﬂﬁ‘%?ﬁﬁf“% F9, FHENLRWEAIE, T X TORGEEAMmAICK L THR
AEEITVET,

o~ REFEITLTH, FRGEIZARE) L7z Supplicant OE{E BT H D THA,

7-16 EEBRNY N TO IEEE802.1X FBFEHR— bk, VLAN THIRIET HE174l

> reauthenticate dotlx
Do you wish to reauthenticate all 802.1X ports and VLANs? (y/n):y
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DT 7 AFEET I HRETT, Z ORI Web AEOBEEIC ST R
LET

8.1

M=

8.2

EE VLAN E— F

8.3

4+ 3v9 VLANE—FK

8.4

LAS—E—F

8.5

THh v e

8.6

ERTEER

8.7
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8.8

Web FZFEDTEEIR

8.9
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8. Web REEDfEER [AX2200S] [AX1250S] [AX1240S]

8.1

=

186

Web #Z7EIE, Internet Explorer 72 KDL Web 77 74 (LI, HIZ Web 7'F v L F£iE) #FIH
La—HID BLUOSRRAT — REF SRR L > T2 —YFEFEL, _@:L“**j“ﬁ)@iﬂqﬁ“éjﬂ'“ﬁﬂi@ MAC
T ]\l/xi&'fﬁﬁﬁ LTuAuu ’lj(ﬁéc:%?féﬁf, muuﬂi?&@Z‘/ ]\]7 7’\@77?2%5[@3;]\/35#0

AHEREIC X » T, SRRMNCE Y 7 v =T A v A M—NAT5Z 7L, Web 75 W72 13 CREAN
TEET,

ifl, Web mhuﬂi( IZ RSA SecurlD > A7 A kL#LTU/&{A/\XU m,_‘uﬂi%)‘[ VC\T;A A
DXAT— RERFECHONWTIE, (14 T Z A 52T — RFREE [OP-OTP]] BB L T E &V,

(1) DIU\DIE:E IN
Web # Fich i Cﬂiﬁﬁiﬁﬁ“ﬁ’géﬁ%* ]\‘753% ) iﬁ—o

e [E7F VLAN £— K
FREENREI L8 kD MAC 7 KLV 2% MAC 7 RVAT—7 VIR L, =27 47 L—1 a3 T
TS VLAN ~0idfE#nge L LET,

e ¥4F3 7 VLAN T K
SRREDSERE) L72iAR D MAC 7 KL 2%, MAC VLAN & MAC 7 KL AT —7 /U2 E LT, F8FERT
0);(\/ FU— 7&;}&4&?&0)?\/]‘7 77&‘ }Zﬂlﬁbiﬁ_

s LHI—EF—F
MAC VLAN (2L % VLAN 810 B 21 K 0, FFEAIOR Yy U —7 LGB OR Y MU — 27 2058 L £
TO

(2) BEARXIIL—T

Web 32 [ uﬂ;( j: /k L/j_"%*mu uJEjich - i& ﬁi”C% jﬁjq (%& L/fhwu uJ‘.Ejity b= j: Web 32 AN uﬂ;@
£mu uiE:E‘_ N T'fﬁﬁﬁ(% ij_ )

o MEMBF T 4Lk m— B NAHEF
AHEE IR L 7-F2GEH DB (PjEk Web 585k DB & MEOVET) CTREFET 5 5T,
o MES 7 3L b RADIUS 583FE5 3K
K v hU—27 RNICHE L7- RADIUS — % W CEREET 5 R TT,
o FREEHAX Y A b
BEESRICAB LZBRIC, B Y A MBS L 72EE D RADIUS H— 7 )L — 7% F CRRFET
55K TY,

(3) EI'L.\I!IIE*‘J kO—2

ALEE D Web 3RERTZ IPvA 7 RLU A ITICxHn L TWE T, HAFOXIER & 2 AR ZINET 5 VLAN A
VR T2— AL, IPvAT FLZEZRELTLEE,

(4) %'nu..\nIE:E_ F‘O)-U-TR_ l\*%ﬁg
%\mqu:E ]\@ﬂ-j‘— ]\% %‘Fﬁabzﬂt\‘ Ljﬁﬂdo



* 81 FHRIME—FOYR— MgaE—%

8. Web

REEDAREE [AX2200S] [AX1250S] [AX1240S]

HEE EE VLAN A4+ 32w VLAN LAS—
ETF T H Vb W& Web #&:E DB O O @)

v — 77 JVRREIE

8.2.1] &
[8.6.1] &

[8.3.1] &M
[8.6.1] &M

[8.4.1] &R
[8.6.1] &

o —% 1D 1~ 128 X+ 1~ 128 X7 1~ 128 X7
19.7.2] &R 19.7.2] &M 19.7.2] &R
SNAT — R 1~ 32 X7 1~ 32 7 1~ 32 ¢+
19.7.2) &R [9.7.2) &R [9.7.2) &
VLAN O O O
(FRFE#% @ VLAN) 19.7.2] R 19.7.2] &R 19.7.2] &R
WET 7 40 b IR — X @) O O

RADIUS 8k

+ Web G¥iEH ] RADIUS
P

* LA RADIUS H— \fE#

[5.3.1] &
8.2.1] &
[8.6.2) &M
[9.2.1] &R

[5.3.1] &M
[8.3.1] &M
[8.6.2) &M

9.2.1] &M

[5.3.1] &
[8.4.1] &R
[8.6.2) &M
[9.2.1] &R

o—4 ID 1~ 128 X5 1~ 128 X+ 1~ 128 X+
8.2.1)] &H& 8.3.1) &M 8.4.1) &
[8.6.2] &F& [8.6.2] &R [8.6.2] &R
INAT— R 1~ 32 X% 1~ 32 % 1~ 32 5
[8.2.1] &M [8.3.1] & 8.4.1] &
[8.6.2] &M [8.6.2] & [8.6.2] &

VLAN O O O
(R4 D VLAN) [8.2.1] &R [8.3.1] &R 8.4.1] &R
[8.6.2] &R [8.6.2] &R 8.6.2] &f&
[9.5.1] &%

SR R RIE O O O
r8.2.2%) zm r8.3.2°%) nm 18.4.2) 2R

FRGEFF A AR — FERE @) O O
9.3.2] &R 19.4.2] R [9.5.2] &R

TITARXR—=F T T O O O

[8.5) &

[8.5) &

[8.5) &

FRRESTEY 2 R AR Y— 3 O O X
* RADIUS #—1J L —7 [5.3.1] & [5.3.1] &
g [8.2.1] &R [8.3.1] &R
[8.6.2] & [8.6.2] &M
r9.2.1) &M 19.2.1] &M
AR— R BIRRGES O o «
[5.2.2] & [5.2.2] &7
[5.2.3] MR [5.2.3) &
o— 5 ID BIREGE S =X O @) X
[5.2.2] & [5.2.2] &7
[5.2.3] & [5.2.3] &7
WRIP 7 FL & Ajigk DHCP #—3 O O O
Bl AR 8.111 &M 18.11) &M 8.11) &M
[9.6) &R [9.6] & [9.6] &
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8. Web

REEDfEER [AX2200S] [AX1250S] [AX1240S]

HERE EE VLAN A4+ 2y VLAN LHS—
BRRBFEL—Y % A — NHEAL 1024 256 256
8.2.2) & [8.3.2) &R [8.4.2] &R
19.3.2) & [9.4.2] & 19.5.2] &
S AL 1024 256 256
8.2.2) & [8.3.2) & [8.4.2] &R
19.3.2) & 19.4.2] &M [9.5.2] &R
=/ VG Web FBFFEMAIP 7 F LA O O
18.2.2] &M 18.3.2) &R 18.4.2) &R
19.2.2] & [9.2.2) &R [9.2.2] &R
FRREATEAIE (FEREE A IPv4 O X
T7EAYRZAR) 5.4.1) &R 5.4.1] MR
[5.5.2] & [5.5.2] &R
URL V %1 L7 ke O X
8.2.2) &R [8.3.2] &R
9.3.2) &R 19.4.2) &R
URLUXA L7 b KUINR O @) X
4w h D TCP H— hEE [8.2.2] & [8.3.2] &M
9.3.2) &% 19.4.2) &R
| = L i T = =V % =] @) X
T [8.2.2) & [8.3.2] &M
19.3.2) & 19.4.2) &M
HTTPS U 7 =% @ URL O X
UEA L RIEEE 18.2.2) r8.3.2] =M
19.3.2) & [9.4.2) &R
FHFERTh#% © URL HEIFR O O
8.2.2] &H& 18.3.2) &R 18.4.2] &F&
19.3.2) & [9.4.2) &R 9.5.2] &R
a—WEREA T a v O O O
8.2.2] &H& 18.3.2) &f& 18.4.2] &F&
19.2.5] & [9.2.5] &R 9.2.5] &
Web $8FES L7 4 VX O @) X
8.2.2) &% [8.3.2] &R
9.3.2) &% 19.4.2) &R
HTTP ¥ — OF & A L O O X
77 N O TE 8.2.2) & [8.3.2] &M
9.3.2) &R 19.4.2) &R
v 77wk B RAfe e ) B O O O
[8.2.2] & [8.3.2] &M [8.4.2] &M
19.2.3) & 9.2.3] &M 9.2.3] &M
FRRIETE AU A O BB 5 AR O O X
8.2.2) &M [8.3.2] &R
19.3.2) & 19.4.2) &M
MAC 7 RV A5 —7 /Lo — X X O
OO %) 18.4.2 R
19.5.2] &R
TR -0t AS D B ot B 1A O X X
[ 8.2.2] &H&
19.3.2] &
FRAEE IR D D D FFR O O O
L— L% 8.2.2) &R [8.3.2] &R [8.4.2] IR
19.2.3] & 9.2.3) &R 9.2.3] &
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8. Web FREEDfEERE [AX2200S] [AX1250S] [AX12408S]

HERE EE VLAN f4+ 32w VLAN LAY—
wu uﬁj#dﬁﬂ{*f‘f/u N ] D U Ve O O X
7T 8.2.2] & [8.3.2] &R
VLAN % EEH O O O
8.2.2] &H& 18.3.2) &R 8.4.2] &H&
Web i #/F O O O
[9.7.12) &R [9.7.12) &R 9.7.12) &
HHa~ R O O @)
[8.2.2) M [8.3.2] &M [8.4.2] &
n—3v7 GEiE | A— MBI ARE @) @) X
HEAHIRR DR — K 8.2.2] & [8.3.2] &
®h) 9.3.2] & 9.4.2] &8
TIFGAR—F TS O @) X
8.5] &P 8.5 &
Thyytas ABEBNET WU ha s 2F— F&hE T 2100 17
8.5 &
RADIUS — 17 o 2% — F3hE
e [5.3.4) P&
8.5 &H
[9.2.4] &R
Web i@%ﬁ@m Web #2 o IWI/\EYL’SEZ’_ /Ji:&“_‘ ]\jj\:@
8.9 =&
19.7.7) &R
RN— kT & DA% Web 383 O O X
Wi e r8.2.2) &M r8.3.2] &M
9.3.2] &H& [9.4.2) &R
(AL
O : YiFR—F
X KPP HR—k

l5.x.x ] B 15 LAY 2RGHEROMD OBRILES
[8.x.x ] &M : RKEOSRILEFRE
19.x.x)] W : 19 Web #RiLD#&E &IEH [AX22008] [AX12508] [AX12408]) DBHEE S

REEILMOMBERFEA AT 5 L X1, [5.4.6 AL OMBIFEIE) Z22ML T3V,

Web RGEDBI A2 R ORITR LET,

%= 8-2 Web BRI EEEH

3| R—+D RERREA TL—L ElE VLAN FALFzvy LAS—
RE VLAN LWl Gl E—FK VLAN £— K E—FK
A— h OFERE VA native A—hk VLAN = Untagged @) X X
A— b MAC VLAN
N native A—h VLAN = Untagged O X X
A—h
allowed = A— bk VLAN Tagged O X X
MAC VLAN
A= N — — — X X X
VAR — R
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Web ZBFED#EER [AX2200S] [AX1250S] [AX1240S]

TR R—tD EREERELS TJL—AL E%E VLAN 14z vy LHY—

RE VLAN &3 R E—F VLAN £— K E—FK
B/{AC native ~ A— bk VLAN = Untagged OX X X
b mac MAC VLAN  Untagged X O O
dotlq R— k VLAN Tagged O X X

MAC VLAN

77 4 /v VLAN O X X
AHETxz—A fastethernet O O O
TR gigabitethernet O O O
port channel X X O
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O : e
X : BT
— RAEA— LTI, RERERS

AT 15.4.4 [Fl— MAC AR— M CTOHBERGEE— FINA 2L T EEN,

WHENHIL, [EEVLANE—FR] (#1453 v 27 VLANE—F] L —F— ] OJEICKRIFEE— R

DOWEEZHHL £, KFFEE— FCTH UG CR—BIEIC OV T,

WETOT, BAEIEBM LT EE,
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8. Web FREEDfEERE [AX2200S] [AX1250S] [AX12408S]

8.2 [E%E VLAN £E— F

FEFRTOW ALY, FBIEVRARN T A E CHE TEEH A, [HE VLAN £ — R CRIENEKT S &, MAC 7
KL AT =72 kKD MAC 7 KL A & VLAN ID 28 Web 3BGF— > b U & LTRSS L Cl{E il gE
DE94, MACT FL AT —7 /LO&GEINEEIL, EH =~ N show mac-address-table Tz 'C%i

7)
a7 A BMEICH T 5 TIE, Web BREFEH O IP 7 FLAEMEMT 5 451EL, URL U ¥ A L7 MEREAE
MTHHERHY T, ELH05AE, 1821 RILHFNINV—7 ) OFFELFAXNTHRIETEEST, 0

728, Web FBAEEMIP 7 N 1/7\2: URL YV %A L7 FOWS, 3 EH00E20TRELTIIZEN,

821 nu_,\nIEjj__tg“)l/_jo

Web wuu D uiEjiJ:y/l/”— i, %lﬁ?j7j‘/b ]\ ff Web FON uﬂi@ﬂimu uiE:E”— ]\#\: w}t?\thEjiitU A I\ fd.—)
EE VLAN E— e # A+ I v VLAN E— RCEHLE T, Tﬁﬂ%ﬁb”@“(;ﬁﬁﬁ LTLEENY,

e 15.1.3 AT N—7)

e 15.3.3 HEET 74/ DO u—H/LFEREE RADIUS FRREDOE SR E |
e 1522 FWFEHFXY A b

e [5.3.1 LA 2RGEHAE CEMA T %5 RADIUS #— \E#H

e 19.2.1 WFFSHFXZ NV—7L RADIUS H— IEHDOHE

(1) EET 74/ b O—hHILEEE
utuuﬂ’:ﬁ%l—'ﬁ—b)%@:’-_'ﬁ— ID BN RAT — }\TWE Web nALuiE DB ff*ﬁ"ﬁ wuuﬁjr%#
kR

H— j]/l/nm qucho)wu uﬁébﬁz%f{k@. R L/ij_

8-1 [E%E VLAN E— FIER (A—H)LEBEEA )

,
WLAN —
=

PIREweb $EE0R ||/

L9 4

1. HUB f&H T SN 72 PC D Web 77 UV 28 L, Web s8iEEH IP 7 KL A TAREREIZT 7 &
ALET,

2. Wik Web #FE DB MsRIFIC, FEFERISR—Y (KIND PC) 0GR — M £/ VLANID 2LV, &
FER SR — VTR 5 VLAN ID 245E L7,

3. 2—HID BL /AU — RiZ VLAN ID 58 % Il 2 T Web 85E DB #8545 Z & T, WA RHE
72 VLAN ZHIR9 2 Z E RN FREE 720 £9,
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8. Web REEDfEER [AX2200S] [AX1250S] [AX1240S]

4, FREERRBh CTHIE, FWAEEPEE % PCICR R LET,
5. FWEEH I PCIE, 6 S72 VLAN OV — TR TEX 5 X 9120 4,

(a) VLAN #ifR

o EEXT%J—'H_OD?%%JLT— ]\73)% VLAN ID %TEEII:H L/, ZD VLAN ID é”/\?b’@fflj\]}@i Web 0 uIE DB %*ﬁ
9 DH Z & THIE VLAN TORRGELHIRATREE L TWET,

(2) LET 74U+ : RADIUS 2L
RADIUS 877 OB EA R OBITR L ET

8-2 [EE VLAN E— FHIER (RADIUS S2iEA )

YLAN _ h
ﬁ
ReDIUS H—1 5 L L7
2.3 5

1. HUB ®HE CTHR SNz PC 25 Web 77 U &ilg@h L, fEE S/ URL TAEBICT 7 EALE
T

2. SN E 4172 RADIUS H— A~GRGREE R T A BRI, ikxtga—F (MO PC) Ok
F/ILVLANID I LV, FREEM R —VF2FTET 5 VLANID 245E L £7°,

3. 2—H¥ ID BLUVVIA Y — F|Z VLAN ID 1§ # % i 2 T RADIUS ¥ — _~GBFFER$ 5 Z & T, AT
*bfoa VLAN %ﬁ%ﬂfsﬁfré ZEMHREE R FT,

4. BWFERBCTHIVE, FHIERPEEZ PCIZERLET,

5. @ uﬂi(ﬁif PC g, Tﬁuéht VLAN O+ —NIZHHTED L HITR Y £7,

(a) VLAN #iFR

RADIUS BBGEICEBWT Y, a— B /VRRGE L FEED A T VLAN fF#i 4 Bifs L, RADIUS H—/ 3~
SREFELR 4 5 o RADIUS &4 "NAS-Identifier" (2, B3 L7z VLAN ID 3 (ZRIFERIF OISR ATE
3% VLANID) 3% & L CEE L 3,

RADIUS H— R\ EL LT, =2—HF ID BLOSRT— R Lz, BEFFFA45 VLAN Fif (FREEEk
DR FTE T D VLAN ID) % "NAS-Identifier" IZ5% €T 5 Z & T, WAFHEZ VLAN #H|R425 = &
MNTEET,

(3) BEEARYR K

Web ?E%E“C‘li, 7‘1—\0 ]‘ }%Umu uEﬁJ‘i 711_ j::L‘_‘"j‘ ID }DJIJnu uﬁﬁt%{ﬁﬂqu ij‘ T }\/DJIJHLJ thEjitiQ J:U
2 —H ID BFRRES KOBEIZ DN T, 15.2.2 FEIEHFRU A M) 2L T X0,
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8. Web FREEDfEERE [AX2200S] [AX1250S] [AX12408S]

E3.22.22 um»nIE1%E
(1) Web nrunIEﬁFH P77 KL X

RIEEIZRTE SN Web BEEFEHOIP 7 RLAZEHA LT 74 U #E BLIOw /70 MERTE
e

Web BGEHHICRESNTZIP T RL AL, HA VA 72 —RAIERKEENTZIP T RV AL TR Y, Web
PEEou F A U EBER L O VT o MEMER I A SN E T,

Web #BGEEH IP 7 KL RE, 27 4 7 L—3 g a3~ K web-authentication ip address TiXE CT&
ij—o

8-3 WebBBIEIERIP7 FLRIZKBRAT A UiEf

RADIUS H—J4 ﬁ = ﬁ

LA P2 LA 3w F

b ZHAHHIP FFLAESEELEY.
pommmmmmmmmmmmmm e 1= (BG IP P FLAESIECT£T.)

EE EE

PEH FC3 PC4

Teb ZHHHIP 7 F LAEFERHLEOS A HET
044 yami&rdnEd.

ETN

HE
i Web uou‘.Eg)zﬁ IP 7 ]\ LA %'fﬁ}zﬁj—éia/\ i Web llbll é ?IE 1] VLAN L:L[Z‘jﬁ IP 7 FI/X %;&hfﬁ_’
LTLZE&EN,
e Web iGFHAIP 7 FL AL, AMEEICRESNZVLAN A U X 72— AL EE LW T Xy b

@IPT}\T/X%’:Exﬁ?L“C<7L:éb\O

(2) URL Y%A LY MigaE

SRAERTOIRAR D S ALEE S ~D http BL O https 77 B A ZHH L, WAROBEEIZHEHIEICT 7'
ERRLTCRITA VEEESEDLZENTEET,

7%, URL Y XA L7 haRETHHEL, KR FTET 5 VLAN IZIP 7 RV A ZLTRIE L
TLIEENY,

(@) URLYFA LY bRYANTy b TCPR— FESDEM

URL V#A L7 b2FERHT D )T 47y M, TCP Osidei— &= =80 & 443 T, a7 4 /L —
varawy RTTCP AR — F&ESE 1 H720BMNARETY, REKLIEAD TCP sEiR— ME&E5
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T/\T{Fﬁtbt ImZ7vRLET,

o FRAEEAIHAKN D Web 8FEREH IP 7 R L ASEICE(E &z ping 7L —ATHDH I &
e ping 7 L—A®D TTLfiN =27 4 7 L—3 3 2~ K web-authentication logout ping ttl TiXE L
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2> K show mac-address-table TR T £7,)

LA v—E— RN, WGk VLAN 23 &35 Z & CTEIELE 92, ¥4 73 v 27 VLAN £— NiE, MAC
VLAN %Z3RE LIcBRAR— MIRET 5 Z & TEMELE T, 728, ¥ A7 I > 7 VLAN E— R CHRIER]
VLANWT 1|:|j_ i—EI/El\L 0 , mL‘nJ‘.EE)EH IPV47&’1Z7\J7\]\% ﬁbf<f:éb\o

B A AREIC 725 TiE, URL U XA L7 MEREZEMNT 2 51EL, Web BAEHFHIP 7 F L A& fEH
TLHLHERHY T, ELLD5EL, 18381 BIELIRINV—7) ORIESATRIETEET,

8.3.1 n.uniEjj"t’J“)l/ 7

Web SBREDOFIES X7 N —T1%, HEET 7 4V b % Web @BFEOEFFEET— FIL@E T, FBAEH XU X b &
[E7E VLAN £— K& %A )3 v 27 VLAN ®— FCEHALE7, Taa%é\bﬁfz,%ﬁﬁ LTL &N,

e [5.1.3 Eﬁaéﬁﬁﬁ%v—ﬂ

e [5.3.3 $E@EF 7 4L b v —H L EREEE RADIUS SREFOESLHRE

e 1522 FWFEHHXY R b

e 1531 LAY 2iE¥AE CHEM T % RADIUS H— 1 \{E#)

e 1921 FIEHKIL—7 & RADIUS Y — _IEHOHE

(1) EBF I+~ O—HILEEEE

FREH R =YD D2 —H ID BLUOVIRA T — KT Web 585E DB 2Rk L, BTHNA L ORE TR
EJ‘_Eﬂ‘IZII_{%*IJ}:E L/j:\ﬁ—o gﬁ bf:ﬁﬁ ci, W}E}(‘h Web Ev NE DB \—y&%éﬂfl/\é VLAN LIX/@‘ l_/ 'f;:l E$T
LET,

0 — B NVEREE S R OBEIEEZ KR OKIR L ET,

89 A+ 3wy VLAN E— FHIER (O—AIILRIEA)

SEEERT VLAN

gk Web S2EE DR

FEE

IDERE VLAN ICHRE L. MAC YLAN &
MAC 7 | L2 T — ZFIIZ PC O WA 7
Bl & FRERE YLANID + &5

MEARHAC 7 F L2 )BT
YLaN L U E T,
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1. HUB ®HE TR SNz PC 25 Web 77 U i@ L, fEE S/ URL TAREEIZT 7 EALE
T

2. Wi Web MEDB Wt > CTa2—PID BLUORAY — NI 5783217V ET,

3. WFERB CTHIVE, REEKPEE % PCICFRLET,

4. FRREW # PCILRRFEA O VLAN ITINVAE S, = NZHTE DL L DI ¥, $£7z, ik s4 PC
D MAC 7 FL & & VLANID %, MAC VLAN & MAC 7 RL AT — 7 /LC&ELET,

(a) DlL.\ﬂIET& VLAN A@”l@%{#’

5.4.3 MAC VLAN ® H&) VLAN %24 ] [5.4.4 [Fl— MAC R"— s TOHBRRIET— FINE] 22 LT
<FEEW,

(2) LEET 74U+ : RADIUS 823
RADIUS 877 OB EA RO BITR L ET

810 A4+ 3w%H VLAN E— FIEER (RADIUS Zif A=)

TELTE VLAN

R
z

PDERTE YLAN ICTUREE L. MAC WLAN &
MAC 7 F Lo 27— ZJAZ PC & MAC 7
LA & FREETE YLANID % &5

S (MAC 7 F L2 DB
VLAN AL B U £ 5,

1. HUB R TR Sz PC S Web 7 7 U WA ENL, $EE I/ URL TAIEEICT 7 A LE
7

2. SRR E ém‘_ RADIUS #—Zit» T, =W ID BLUOVIAY — FIZ L 5RFEEITVET,

3. WIEIh CTHIVE, FIERIIEEZ PCIZE R LET,

4. RADIUS 4%~A‘zb>2m 515 VLAN ID [F#ICHE > T, #BiEE 4 PC IX#BGE% O VLAN I[QNAF S,
P NZHHRTE D LI R D ¥, Fiz, BiEEAPC O MACT K2 & VLANID %, MAC
VLAN & MAC 7 RL AT —7 MIC B8k LET,

(a) ESREF#% VLAN NDIREEH

5.4.3 MAC VLAN ® H&) VLAN 24| (544 [Fl— MAC R— FTOBEBREE— FINE] 23R LT
<TZEV,

(3) FEEEARYR b

Web umuE'C&‘i N ]\?JIJuAu uJEjith 7= il'—'ﬁ- ID EIJnL‘ uEﬁﬁ%{%ﬁH(%iﬁ— N I\Eljnu uJ‘.Ejigth:U\
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832 EIL\DIE*}%E
(1) Web nrunIEﬁFH P77 KL X

@& VLAN &— R E[EER T, 18.2.2 FWiktaE (1) Web FWIEHEHIP 7 L 2] 2L T Z3 0,

(2) URLYUAA LY s

[ VLAN £— FE[RERTY, 18.2.2 7GR (2) URL U &A1 L2 MEREl 22 LT 7EEy,

(3) FREIFEDOBEFERT URLIEE

AL B 2R R 2 I HBIMIZ &R 9% URL %:1‘/74 Jl—a rTHRETEET, £/, Rk
VLAN 7> %muu &VLAN“@@JD%}%Z_T, muu ﬁ{@ IP7 ]\I/XTEZP‘ ‘gk fcﬁ%}f\_&b URL@E]&
TOR 2K 20 ~ 30 PREETHEL T EEN,

&P DHCP 9 — N CEFEATOMRICIP 7 FLARAT L TWAEE (F7 4L b U — K 10 )
li, FBFE#% VLAN TIEMi DHCP — "0 6 IP 7 RL A ZFUG L4, 20w, RIS TIRAND,
AF% VLAN @{E 8 Al EIC /2 D £ T, £ 20 ~ 30 PRLED DD HANH Y £7,

AR &R B IC HE1# 9% URL & URL BEiE CoORRIL, a7 44/ L—Yarav R
web-authentication jump-url CERETX £,

(4) BRFIFREIAR— MEXE

SR FRAEFR E L 7o AN — MCEERE S 72wk @ RADIUS F8GEAS, EEREE 72 £ ¢ RADIUS —/"~U 7 =
A NEERMETZIIIIRE & 7rofe & &0E, GRS R 2 G kBBl L7,

ZIK ®3§%Umu5 E&Eci PRGIF L mER /Ekuwﬂ‘%éﬁ‘é: %&EZI)‘&)V) jﬁjﬁo FRGIESm %& IZHOWTIE,
[5.4.6 FRREIHIEDIREFERE) 2SR L TS E 30,

AL AT DR — Mo 7 4 7/ L—3 3 >3~ K web-authentication force-authorized vlan %
RELET,

7k, SRHIFEREL FREO KMz Lo & SITFRFAT & 720 £,
& 8-7 MR &H
HE ESEs

av 74—y gy TR 74 7L —va v RT_NTHRES LTINS Z L
X1

¢ aaa authentication web-authentication
¢ web-authentication radius-server host ¥ 72 & radius-server host
¢ web-authentication system-auth-control

« vlan <VLAN ID list> mac-based * 2

¢ web-authentication port #3

« web-authentication force-authorized vlan 2 %3

¢ switchport mode mac-vlan H3

« web-authentication authentication * 4

« web-authentication user-group * 3

Thorhas RADIUS #—A_"~OFBFEREF T, FrOT7 I v r ha S BgEREGE
No=21
NOTICE:LOGIN:( f-}1&# ) Login failed ; Failed to connection to RADIUS server.
& : MAC, USER, IP, PORT, VLAN
Ty hu Zi3ER 2 < > K show web-authentication logging TR T £,
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F 7z, TREIFERE CRERERF A Lokl L%@nuuﬁ(ﬁyfﬁ#ﬁj{k FERICtRa > [8.3.2 FEGFEHERE  (6) FRGE
'lj( 75 %@D77]7 ]\J GLJ:D;:ALJHE'H( ﬁ)ﬁ%ﬁ%éﬂij_
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8.3.3 FRREENE

HA 53 v VLAN £— RIZU T OV —4 > A TRAFBEZ TV £ T,

8-12

RIEEE (Web RIEMA IP 7 K L R EAE)
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-

example.cojp ~FHE

ZSki% VLAN
N

N

209



8. Web REEDfEER [AX2200S] [AX1250S] [AX1240S]

84 LAHL—F—F

FORERT VLAN ORI, 7V —A%FICE Y MACT RLAT—TNWZH AT Iy 7= b ELT
MAC 7 R L A L383ERT VLAN ID 2388k S, FBAEAT VLAN WOBERARE T, LI —F— F TR
REARKZNT 5 &, MAC VLAN |2 MAC 7 K L & L§8GE#% VLAN ID 23 %$k 41, #85E#% VLAN NO#E(E
MNARBIZ 720 7,

07 A R, Web BFEEA IP 7 RV AEZITRFERT VLAN O IP 7 L AT /4 & Ed, £
Lo b — A VEHEF R KOV RADIUS #EGE =N CRRETE £,

8.4.1 nu..\nlEjj__t gn—7
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Web mun uL, quiJﬁﬁ JL—7 , %%?72’_/1/ ]\ %f Web AN niE@ﬂiuL nJ‘.E;EF_‘ ]\ij\: T{ﬁ)ﬂ Lij‘ (EL thEji
KU A NIV T —T— ]\'C“ﬁfﬁ LEHA), FitbabETERLTIEE N,

e 15.1.3 FWEEHHX I N—7)

e 1533 HEET 7 40 bOu—hLFEiEE RADIUS #RAFDOE LR E
« [5.3.1 LA -V 258GEHaE CEH T 5 RADIUS #— 3 #H)

e 19.2.1 FFEHK I NV—7F & RADIUS Y — _IFHOFE
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LET,
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1. HUB & THfe iz PC 6 Web 77 U ¥ 2B L, #RE S/ URL TAREEICT 7 A LE
T
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4. FRAEF 7 PC ITFEREH O VLAN [ZUAE S, — TR TE 58012k 7,
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(a) ESREF#% VLAN NDIREEH

P Web #83E DB O#Z Y 2 —HV D= MBI TS VLAN ID A3, LAY —F— NOEE#E
VLAN RE (27 4 Z'L—3 3 »a< 2 K web-authentication vlan) I28 SN2 WEATE, RIFRM &
D ET,

(2) EET 74U+ : RADIUS 523

FEESAOBIAE D K & 7ok CORRIEIZIE, ZMMICERE L7z RADIUS Y — % - 72 385E2NE L TV ET,
RADIUS &G F R OEEZ RO R L E T,
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7,

2. AMBIZERE Sz RADIUS — N2t » T, 22—V ID BLOSR Y — RIZ X 235217V E7,

3. a@aftﬁjzrjjf‘&m , REEREThEH Z PCICFR LET,

4. RADIUS —0253% 5115 VLAN ID [HE#HICHE - T, FRFEF A PC I3E8FE% @O VLAN [ZIUE i,
P—NCEHRE TE D LI R D ET,

(a) EREF#% VLAN ~DIREEH

RADIUS H— DY —HF DT b VICEEESIIN TS VLANID 28, LAY —%— FO#RiiE#% VLAN
RE(a7 47— 33w K web-authentication vlan) I8 £ 72 WIEA 1L, FRiFRME 20 £
7

8.4.2 FREIHLRE
(1) Web RIEAIP7 KL R

[67E VLAN £ — R & [AfRTF, 18.2.2 FUREMKAEE (1) Web FERERHIP 7 NL-A | Z2Z ML T2 &0,

(2) nnh\n.l.—tE‘X_.IjJ1£0) EEJ%T URL *

X433y VLAN £— FERIERTT, 1832 GFEiEMRE (3) WALk AEIFE R URLfEE] &%
RLTIIZEn,
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(3) SRMIEREEAR— MEXE

SRAFIFRREFS E L 7oA — M S cimR o RADIUS FEGEDS, ﬁ‘xﬁﬁﬁﬁiiﬁ ECTRADIUS #h—~J 7=
A I\Jié{aﬁ%ﬁﬁif:liﬁ%ﬁ%k fioflk % s mLuEX—J‘%Jﬁj{ffnuu ntFT'{j( Lij_o

AZEE OFRHIFRIER E T, WAELMRE L RIRE S L OBRENH Y FTA, LA —F— FIEFRIELE
ﬁX}HE_’T iéﬁﬁz L/ji'd‘/l/o Web uLuE@gﬁﬁﬂJuun 1%% %f»—'fﬁﬁﬁ < fiél/\o
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& 8-8 GATIFREEFRIEH

1HE &

arvI 4 S —vay TROa 74 = a U RTRTERESAH TSI E
« aaa authentication web-authentication * 1
* web-authentication radius-server host ¥ 72 |% radius-server host

¢ web-authentication system-auth-control

« vlan <VLAN ID list> mac-based * 2

- web-authentication vlan * 2

- web-authentication force-authorized vlan * 2 %3

2% 3
%3

e switchport mac vlan

¢ switchport mode mac-vlan

THAY ba s RADIUS #— _~ORBFFEREET, T 7 ATy hu 7 BSERENZHEE
No=21
NOTICE:LOGIN:( f-}/nf&# ) Login failed ; Failed to connection to RADIUS server.
fHinf&E#E - MAC, USER, IP, PORT %7-i% CHGR, VLAN
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LI —F— T, v 7Y bOFEELTTRADY 9,
o IREHRRHIERKEO R 7T T K
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LA —F—RTIE, e—3 v Hoar 747 b—3aiib b 84, HAKHOIR Y R— N BH)
LB Fito@feE L 720 £,
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85 T7Hhw hieE

Webauu wunE‘fd:% 5 &@777]7:/ }\%ﬁg ﬁaﬂéhij_o

o REBNBEOT AU ha s

e RADIUS % — D7 717 > MERE~D ek
e RADIUS Y — N ~DRAEFHR O

e syslog b —"~DT7 H U hu A

(1) AEERBO7HO > AT
Web FBAEORGLEICBER#72 & OB E R 713, ALEBRNEOT H Y bo Zici@isnEd,

AIEENBOT 17 > b a 7%, Web BIEORFRIALE — FOAF THRK 2100 17F Trodk T& £9, 2100
TEBATSE, TWIECEREDSHIRES N, o7 v ba ZfFERPBINGEHE I THWE ET,

B SNDT U b a JERITROE R T,

£89 F7horbOsiER

FAYY OGS RE
LOGIN 07 A CEMEICBIT DA (5 - i)
LOGOUT 077y MREEICET ORAE (Bhe L)
SYSTEM Web GEAEFERE DEHRIZBE T 5 WA

(m—X 7k, SREIRRGEF T b ETe)

®8-10 REBENBOTHY Y bOTADENER

FhYL RS  BE a4 P MAC VLAN  port %1 Ayt—3
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LOGIN k& O O OX2 O OX2 O 0O A URIA v E—
K O O O*3 O*3 O*3 O3 | B RIREIR A v
-y
LOGOUT O O¥3 O¥3 O¥3 O¥3 O¥3 nrZ7YNAyE—Y
SYSTEM o s 08 i s X O¥3  Web iBEitEDBIE

BT A vE—Y

(FLBI)
O:HhLET
X HAHLERFA
X1
E© VLAN £— K, ¥4 FIv 7 VLANE— K : f X 72— AFR— b FEEHAILET,
LH—F =R AV F T 2= AR—  NEBETEZTF vy NI N—TFEEHILET,
XA F v VLAN E— ROa 7 A UHFICERIND IP 7 KL A2, FBIREAO IP 7 KL ARFERENE
¥, 72, VLANID [ZIFF8FE#% D VLAN ID AR S g7,

Ay E—VIZ X TEH A ENRNGEERDH Y £7,
A=V OFFMIoONTIE, EfAa~2r L7712 26 Web #%iE show web-authentication logging| %
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ZHLTLEE,
Fi, BEEINET IV e ORI OV T TROEEY T,

1. ARV RNTEDa Y —VRR
M == > F trace-monitor enable & Efi i A DEEFEIZIBNT S, TAT L hrZidA Ny MEAT L
lZay Y — R R LERA,

2. EHa~<y FFR
&M 2~ > K show web-authentication logging ¢, TREINTWAH T H U a7 E2RFOFEHRND
FRLET,

3. syslog — S~Hi7)
%k T(4) syslog r—"~D7 v bur i) 22U TSN,

4. 77 A4 ~X— | Trap
Web FBEDORFEA XY NOT A7 s a JEREEEEIZ T T A ~X— |k Trap #3179 582 A — K
LTWET, T4 = | Trap BITAIER LORITHRITZ 74 b —vara<w s FTRELT
<FE&EW,
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Thor kagEsl TS3AR—F Trap HRTITRER IV T4 T L—2 3 VEE
av >k NG A—4
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snmp-server traps web-authentication-trap all
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REE, FEETROL S 5 hE R
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VLAN . - .
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8.6 FEnI#E(R
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KM 0 £4, FIEZLLTNIRLET,
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T LTWDOMENRDY 7,

* H#f] == I set web-authentication user T, = —¥#1E#H GRiEdGImAROL—HID, N2V — Ik

JOREEE#% VLAN ID) #BMmL %9,
o BEIFEHDNAT — NEERT H8561E, EH =<2 | set web-authentication passwd T{TWE 7,

o BERF S DOFERE% VLAN ID 228 3 55613, B 2~ | set web-authentication vlan TV &
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o BERE D —TIERAEHIRT 28E81%, #EH =~ F remove web-authentication user Tf7\ E£97,

o MRE LI —VIERIT, EH =~ K commit web-authentication ZEITIZ LV, WK Web 325 DB ~
S E i ET,

F7=, #EF =2~ F show web-authentication user C, #E =~ K commit web-authentication % 17

THETICRE LTca—T FLAFEREALDZENTEET,

2—HWID & /XA T — RCXFHEHE LA FEROFRITRLET,

® 8-13 XFHHEFH L EARREXF
1—4 ID XFHEHE INRT— FXFHEH ERATREXF
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Ty hw—7 (@)
AT ()
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819 1—HIEHROIEE & AN Web 35T DB ~0D Rk
Efa< R S
1 —FEHD B

set web-authentication user

set web-authentication passwd IRAT—FOEER |

set web-authentication vian —L p!sBsF#VIAN IDOEE

remove web-authentication user 2 —FIEROHIR |

P jEWeb SR EEDB

commit web-authentication — > PBNebEREE0E ~
i 5103 |
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\ s

(3) WE WebE2ZEEDBD/NY Y7y T

JEH =< N store web-authentication T, Wigk Web ZBFEDB DNy 7 7 v 7HWMAHZ ENTEET,

(4) WE Web an.\nIE DB 0)1§JTS

JEH =< > K load web-authentication ¢, /Xy 7 7 v 77 7 A L5 Nj&k Web #8:E DB Ot C& %
7

72721, ERIE CIZEM =<2 N set web-authentication user 72 & THifE R L OBk L7-NR IR X
N, BETESNERNRICESHEDY £+0T, EILOoERTIIEENLETT,

8.6.2 RADIUS FZFEDIZE
RADIUS #4751 5 12 do e o T, IR OMEI A L T,

s AVT 4L —a VORE
* RADIUS #— /> #fj

1) a>vI7249L—La>DEE

Web #BGE&2EHT 272912, ARIEEIZ VLAN [HFHS° Web iRGEOFHR A a7 4V L—v g v a<w 2 KT
FELET, (19 Web BiEniRE &EM [AX22008] [AX12508] [AX12408]) MWL TL 72 &EW,)

(2) RADIUS H—/ D%
(a) f£F9 % RADIUS EE
AEREDPMERT D RADIUS O BEMA ZROFITT LET,

%+ 8-14 FEITHMATHEMES (£D 1 Access-Request)
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User-Name 1 FRAEE N5 2 —H 1D,
User-Password 2 =P RAT— K,
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Bt Type & iR
NAS-IP-Address 4 FRAEZER L TN D, REBOIP T KL A, IP 7 RLAREE IR TWD
VLAN A >4 7 x2—ZAD5H, FbHb/NSWVLANID O IP 7 R L X %Al H
LET,
NAS-Port 5 * [EE VLAN & — F @ 583E L T 2 58GEHALO Ifindex
e XA+ w7 VLAN E— K : @FE L TV A RFEHALO IfIndex
o LFT—F— K : 4296
Service-Type 6 R’ET o —RH AT,
Framed(2) [,
State 24 T XA N ILFF,
Access-Challenge (2%}t 3% Access-Request O & %12, Access-Challenge
2% State 5 DOBA, ALEE THFFL T /- State [F#Z2 ML £,
Called-Station-Id 30 F— RO MAC 7 KL 2 UNCFASCILH, A 72 (=) KEID)
Calling-Station-Id 31 RO MAC 7 KL A (IXF ASCILY, ~g 7y (=) K1),
NAS-Identifier 32 e [ VLAN £— |
FRREERIE AR 3T IR T 5 VLAN @ VLAN ID,
VLAN10 O34 "10"
e ¥4+ 3w s VLANE—K
a7 47 b—3 3 a< 2 K hosthame Ti% i€ S iz L4,
s LHYV—E—NK
a2y 7 4 7 L—v 33~ N hostname THRE Sz 30551,
NAS-Port-Type 61 URRN L — PRI L CW DR — b X A,
Virtual(s)
Connect-Info 77 xRy v a DR E R CTE,
o [HE VLAN £— K :
WEEAR— kb ("CONNECT Ethernet")
e ¥47FIv 7 VLAN E— K :
WER— k ("CONNECT Ethernet")
s LV —F—K:
("CONNECT DVLAN")
NAS-Port-Id 87 A= NEWAT 57O FH (x, yIIFHFEBAY £T),
* [EE VLAN €— I : "Port x/y"
e X433 v VLAN £— I : "Port x/y"
e L —%F— K :"DVLAN x"
AHEECTIE, [Called-Station-Id| Calling-Station-Id) ® MAC 7 RV A Z/NCFTHEALETHR, a7 47

L—3 a3~ K radius-server attribute station-id capitalize |2 & ¥, MAC 7 KL AN "a" ~ "' DT % K
XrEHRiccEET,

£815 DAL LNRRI)—RRITHEAT 2EHESR (£D 2 Access-Challenge) [OP-OTP]

B4 Type f& iR 5
Reply-Message 18 F xR PR
U H A LRAT — RRBFETHAT 2 A v —% Reply-Message F/ H
HICFERLET,
State 24 T XA N IFEF,

T A LAY — RBFETHi AT % Access-Challenge C State 5D &

X, ARIEE T State [HEHRARFFLE T

Access-Challenge (2% 9% Access-Request @ & X2, AREEE TLREFL C
V7 State fE# AL £,
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Reply-Message O XFFNET v v ha s b UCTAREETRILL TWET,

% 8-16 FREITHEAT HEM®R (£MD 3 Access-Accept)

B2 Type & i)
Service-Type 6 BT 2V —e R H 1T,
Framed(2) [,
Filter-Id 11 T XA NLTH,
VNAF AT v FRIETHEAFL,
Reply-Message 18 Sefdi R 2
Tunnel-Type 64 ISR P 3
VLAN(13) &7,
Tunnel-Medium-Type 65 Ny R EVERT BBED 7 a ha s
IEEE802(6) & E,
Tunnel-Private-Group-1D 81 VLAN %333 2 S 4,

WIS CFBNBRIET 5.

()VLAN ID % 7" 3 3055

(2)"VLAN"+VLAN ID % /<3 3075
LFHNCAR—=REEATIENT 2 (EH 74 VLAN #1024 Tk
T5).

@) ar7 471 —vara<y Kname TVLAN A V¥ 7 = — R ICEE
&7z VLAN 4% 579 3CF5] (VLAN ID O/ S0 D %) 0

EEH)
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a7 4 L—3 g 3= K name : Authen VLAN
1) OFA "10"

(2) DA "VLAN1O"
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e, JEEA1 N4 B3 0x00 ~ 0x1f @D & & (X Tag & T2 Tag fEIIIIEHR L7,
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12 &5 VLAN AFE &IV TE, 15.4.2 VLAN 4 FRI2 K I VLAN

% 8-17 RADIUS 7H7W Y MERETHEAT SRS

Eits Type {8 g3
User-Name 1 HEFE 5= —H 1D,
NAS-IP-Address 4 AR LTS, AEEOIPT FL X,
IP7 RLABRHEEINTND VLAN A V4 7 2 —AD 5 b, Kb/hEIWn
VLANID ®IP 7 RV A& LET,
NAS-Port 5 e [EHE VLAN ©— R : 38%GF L TV 2 RGEEALO IfIndex
o XA F Iy VLAN E— R : 3G L TV 5 38FEHAL O IfIndex
o LH Y —F— K :4296
Service-Type 6 T —RZ AT,
Framed(2) & &,
Calling-Station-Id 31 RAMED MAC 7 LR (NLF ASCITH, oA 7 (=) KEI0),
NAS-Identifier 32 e [HE VLAN £— K
FRAEERIG AR 23T B9 5 VLAN @ VLAN ID,
VLAN10 %4 "10"
o ¥4+ v” VLAN £— K
a7 47 L—y 3 a< N hosthame TRE I N7 LFF,
e LHV—F—F
av 7 4 L—3 3 a~< K hostname TiRE S 7= XF5,
Acct-Status-Type 40 T T 4 v TR,
Start(1), Stop(2)
Acct-Delay-Time 41 TAHATT 4R GEERERR) ., ()
Acct-Input-Octets 42 T T 4 v IER ZEL7T Y VD,
(0) [E7E,
Acct-Output-Octets 43 TRV T4 TR REAZT v MO,
(0) E7E,
Acct-Session-Id 44 Th T 4 T EREHNT D 1D,
Acct-Authentic 45 FRAE S A
RADIUS(1), Local(2)
Acct-Session-Time 46 TATT 4 TEHR (B v a R .
(0) EE,
Acct-Input-Packets 47 T T 4 TR (ZEST Y MO,
0) [E7E,
Acct-Output-Packets 48 TATT 4 7R GEET Y MDD,
(0) E7E,
Acct-Terminate-Cause 49 ThHOT 4o IER (Bya U RTER),
[#% 8-18 Acct-Terminate-Cause TOYIKEK | % Z M,
NAS-Port-Type 61 SR NFREEIM ] L TV AR — h D Z A 7,
Virtual(5) [&iE,
NAS-Port-Id 87 A= N EHHITH72DOXTH (x, yIZIFEHTHAY ),

o [HE VLAN &— K : "Port x/y"
e X 47F v VLAN £— K : "Port x/y"
e L —%—F:"DVLAN x"
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AYEFETIE, Calling-Station-Id] O MAC 7 RLAZ/NXFTHEMALETN, 2747 L—varav R
radius-server attribute station-id capitalize 2L ¥V, MAC 7 KL AN®D "a" ~ "' O L F &2 K LFHNcTE F
7

% 8-18 Acct-Terminate-Cause TOYIMER

B4 Type {& fEER
User Request 1 Web FFEHIE C 1 77 7 b4 B3R S 7= 7= G L 7=,
AR A M Lz o bl L7z,
Idle Timeout 4 I (E REM S — E R W 7o T2 D BT L 72,
Session Timeout 5 Yo sa VIR T L bl L,
Admin Reset 6 f R ) BT LT,

o 7 4/ L—3 g9 T web-authentication port Z HIEx L7=354

ZTOMBIEM = 7 4 T L= a LV OETREN 2 < > FIC L DU
N zate,

Port Preempt 13 I EEEDOSNFIAEICT - RA TS 7-0Icty v a v EKT
L7,
2—PEYVBEZH-OICHO2—YEa 77y MLz, (ary7 47

L —3 3 a2 K web-authentication user replacement % &)

Port Reinitialized 21 R— ~ D MAC EAIHL E i,
e K=tV 7 Xy LG
e VT 4 L= g THR— 0D vlan ZHIFR L7254
e a7 47 L—3 3 T shutdown #ikE L72HE
o =< I inactivate & FE{T L7=3HE

(b) RADIUS H—/\IZEET BI5R

RADIUS et A& R T 512872 > TiE, RADIUS — A" CTa—# T &ica—¥ ID, RAT—F,
VLAN ID O EDBLE T,

723, RADIUS ¥ — \OFHMRRE T EICOWTE, 7 5 RADIUS —\OHHELZ SR L T2
éb\o

2 —H# 2 & D VLAN f5# D RADIUS H— R ER 2~ LET,

* [HE VLAN &— RDFE « FBFEERIER I PTE T 5 VLAN @ VLAN ID 20
e ¥4+ v/ VLAN T—F, LIV —F— FOHE : 38iE#% VLAN 400
e a7 4 L—varavwy R name D% E : [GroupA-Network |

% 8-19 RADIUS H—/\&&EHI

REEA RERE

User-Name SRS O — Y 1D,
SO 0 1~ 128 07
B ATRESCT: « 307 = — RFA 0x21 ~ 0x7E

Auth-Type Local

User-Password PRFEA R —F D/RAT — R,
SO 1~ 32 307
I IAESCF « 307 = — NP 0x21 ~ 0x7E %

NAS-Identifier [# & VLAN £&— KDHE
V|2OV|
FRGEEE R IR 3 AT 35 VLAN @ VLAN ID % #7305 TR T,
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REIEH BAARES
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Tunnel-Medium-Type IEEE-802 (fE 6)
Tunnel-Private-Group-ID #4533y 7 VLAN E— K, LH I —F— FOHEE
TROWTNIOHK
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FE#% VLAN ID % 407305 Cik i,
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a7 47— aravy K name TiE S 7z VLAN 4 Fr % =13 30750,
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Yo — REPICHIST D CRICHOWTIE, Tavr74 7 b—yaravwry RL7y7 LA Fa— K% %
ZRLTLZE,
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87 n'L,\nIEI7 )‘ ‘J‘t’ ~\\

PEET T —HEHIZR AT HRGET T — X v =V RO E RO LET,

8-20 n:L,\nEI S—Avt— ’/ﬁ?it

LI%—%%
IS—Avt—UFRX

FRAET T —ORABEZROFITRLET,

£820 BHIS—AvtE—CEIS—HRAEAMGE

IS—AytE—PRA I5— IS>—H4EHEMA
&5
User ID or password is wrong. 11 ol A4 ya—HFIDBEEINTOERA,
Please enter correct user ID and
password.

12 a7 A ya—FID PR KRCTFHEBLTOET,

13 NRAT— RBREEINTWVERA,

14 774 va—3 ID 23N Web #87E DB I8 &S TWERA,

15 PRAT — RRERLFREEBLZTVDH, FEBESNTVE

B,
22 10— VRBFEA AT, BRAEEAOARNDER 7 A BT o T2 BR

W2, mAT—=RB—FHLTWEFATLE,

RADIUS: Authentication reject. 31 RADIUS $— 3y BRBREF ATLISN (7 7 B ZHEGE 7217 7 7 R
FrlL oY) EZELELE,

RADIUS: No authentication response. 32 RADIUS +— B3GR 22 (E CEEHATLE: (ZEXA
LT v b, F£7213 RADIUS — RO EN SN TWRUVREET
7).

You cannot login by this machine. 33 TiOERNEZ GNET,

e RADIUS #— 2% E SN #BGE% VLAN 2%, Web G83ECE
FINT7= VLAN TiEdb v 8 A,

« ¥4F 2 v VLAN €— RO VLAN 73, MAC VLAN
THEHHY EH A,

© LWy —%— FO@RGEH% VLAN 3, 44— b o MAC VLAN
TiHY EE A,

e VLAN RA U2 72— AICRESNTVER A,

* RADIUS #—30 RADIUS &% T E S 4172 VLAN &, &
A HRAR— PO XA T 4 7 VLAN 2E2E LE LT,

* RADIUS #—-3?® RADIUS BT E S 7= VLAN & 2

7 4 7 L— 3 a~ K switchport mac dotlq vlan Ci¥ i
L7z VLAN 2328 L £ L7z,

35 TROERNEZLNET,

o WHAR— FMETE VLAN — RE 7213414+ v~ VLAN
E—RELTHESNTOERA,

o [6]—R— 12 IEEE802.1X/Web #8FE /MAC DX A F I v
7 VLAN F— R & LAY —F— FBNEELTWATD, LY
v —F— FCTRAETE £H A,

o VAR SN TV DRBIERNRA— ") 7 X o olRfE
RS
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I5—Avt—CRAE

I>—HAEER

FORE L 72 iR Z U9 % VLAN 78 suspend JRAEIZ 72> TV ET,

RADIUS i Aty nJ‘.Eji“t’C = 7 A /%(#HYJ(W 14:%1‘:]7&/%_71:7’:&501
PRECET EHATLIL,

41

Fl—MAC 7 KL ADMERND, Rippra—HFTorr 4 o HK
NHELE,

42

TROERNREZZ LNET,

o &k Web 58iFE DB IZERE S 4172 VLAN ID 73, Web #&GECE

FINTZ VLAN TiEbH Y £H A,

A F v 27 VLAN £— FO#@GE#% VLAN 28, MAC VLAN

TiIdH Y £,

o LY —F— ROFEGE% VLAN 28, x5 AR — k> MAC VLAN

TiEH Y FHA,

e VLAN ¥’ A X 72— AITRESNTWER A

o Pk Web 587E DB IZFRE S 417z VLAN &, BRERRA— b
XA 7 47 VLAN 78 @Iﬁ LE LT,

o N Web #BFE DB IZEE SN VLAN &, =207 4 7 L—
v a a2 K switchport mac dotlq vlan Ci%E L 7= VLAN
NEELE LT,

44

TROERNPEZLNET,

o HORFEHERE TR — R 2 BREE A DT ORI T E EH A,

e V7 47 L—y3ara~y K macaddress-table static T
KDOMAC T KL 2% MAC 7 KLU AT — 7 M EREH DT
ORBAETE EH A,

e a7 4L —arav K mac address THARD MAC 7
KL 2% MAC VLAN [ZBERF A DT DFRFETE /A,

45

FREOBERNB X LNET,

o KRR — FMEE VLAN £— RE 721344+ v 27 VLAN
E—RELTHREINTWVERA,

e [A—R— FZ IEEES02.1X/Web #2iE IMAC FRFED X A F 3 v
Z VLAN ®— K& LA —F—RFBNRELTWDLED, LY
V—F— R TRHIETE £ A,

o WRDPEERE SN TV DRBAERGRR— "NV 7 o v OIREET
R

46

FORE L 72 iR U 9% VLAN 73 suspend JRAEIZ 72> TV ET,

47

0 7oA BB ERRINE R BRI DICRAETCEEHATL
77

78

MAC 7 FL 2% MAC 7 KL AT —7 LS BERT D8, oA
RPN S B A TOET,

F2iE, N Ry =7 ORIKIT, MiRO MAC 7 N L2723 MAC
T RUVRAT =T CEGR T pipo o Rt o 0 £,

101

Web #RFEDR H/?E_‘ﬁ)ﬂ)‘)JTT

103

FRFEH (AUTHENTICATING) IZ[A— MAC 7 K L A DHERN 5
Hiciow 74 CERBHY £ LIz,

Sorry, you cannot login just now.

Please try again after a while.

51

0 s A VRO IP 7 RUANS MAC 7 KL A& TE 4
ATLTZ,

52

FEOBERNE Z SNET,
o T A ¥R D MAC RFE% 7213 IEEES02.1X ALk S 1
fw T, v AT ATy RN TE T A,

ORI T LTINS, v AF 2T v FRIENT
%iﬁho
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228

IS—AytE—PRR 35— I>—H4HA
55
The system error occurred. 64 RADIUS H—N"~T 7 A TEEHATL,
Please contact the system
administrator.
A fatal error occurred. 71 Web fBREONH =T —
Please inform the system (FRIRFIZ I KINE $ % 8 2 72 RADIUS Y — "~ OFEGEE RN L =
administrator. L)
72 MAC VLAN |[ZRBFEL 7= MAC 7 RL A ZRETEERFATLT,
Sorry, you cannot logout just now. 81 as7 g NERINTEHAEDIP T FLANS MACT KL A%
Please try again after a while. R cEx FRATLE,
The client PC is not authenticated. 82 0y ENTWARWERNSOr 7T NERTT,
IS—BELOXUAE

-m:ELwa—ﬁHDENXU—FTEWH74V@¢%ﬁoT<ﬁéwO

e 3x : RADIUS ¥— N L REEE D Web iBIEEHMOKEE AE L T 7EEW,

o 4x : Web RBiED a7 4 V' L—3ra r, BRUWIE Web iRFE DB OREL RE L T 7EE 0,

e 5x: LB B Ton, BEa A VEEEZITo TSN,

* 6x : AUEE O RADIUS ¥ — MEROBEZ RE L T 230,

o Tx: VAT MERRETER L TS EE W,

e 8x: URL #H#B LT, BERZT U MEEEITo T EIN,

e 9x: I— N 9x |X Web 5BRECTY > & A L/XA T — RRBGEE AR R R LE T, ARIZOWVTI,

ik 14 T X A 2)AT— REEFE [OP-OTP])] #&M L T Z &0,
101 : RADIUS H— 3 & ARLEE D Web BFEEHROFEE RE L T ZEW,
103 : D Web 77 UH 7 4 RUTEIZ A UBRET LTSI EEHERLTLIZE N,

VIVTF AT TR ONTNE, BikD 112 vV FRT v 7ERE) 22 LTSN,
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8.8 Web SifD;FTEEIA

8.8.1 Web ZB5E & B RED HFICDOUVT

Web FBGE & HERE D LAFIZ OV TIE, 15.9.3 LA ¥ 2 F8GEHERE & i RED IR 2L TS 23w,

8.8.2 FRNIE—FHEBEDIEEIE
(1) WebZBEIERIP 7 KLREURL YA A LY FgEEDFERIZDLNT
[HE® VLAN £— K] [# 473 v 27 VLAN £— K]

a7 A CETIE, Web #BAEHEMIP 7 RV AZMENT2H451EL, URL U XA L7 MERREEEMNT 5 5k
ﬁ‘&)@ij—o k%%@ T%D_ﬁ/VuALHEﬁJ‘kJ:URADIUSmquﬁﬁTmunﬂET%ij—

D0, Web#BfFEAIP 7 KL AL URL UV #A L7 O, £HIZELLNELTRELTIES
[

(2) URLYFA LY FEEEDFERIZDLNT

[[E%E VLAN £ — K] [# 1) v 7 VLAN £— F]

(@) IP7 FLADERE

URL UV &4 L7 FEEHT 56813, LTHEVLANICIP Y FLAZEREL TS ZE0,

(b) 7AFIRETHEAROHIR

T?ﬂ@%ﬁ:?“\‘fK?‘Z%’l@”éiﬁfﬁ'ﬂfmﬁ%‘? Fitn uJEX_J‘%j%X Web & N uIED 74 Ve ﬁﬁ‘i"%ﬂi\‘éhf, jﬁuﬁj{fd?
FRE CE EH A,

o Xy hU—I R 0k U BRIERE
« URL U XA L7 NE%)

(2> 7 4 7 L— a3 a~r K web-authentication redirect enable 7 7 4 /L MIKHE)
e URLU XA V7 FTOH Web iZiEa 74 Vi~ 1 b =2)L https &

(27 4 7 L— 3 a~ K web-authentication redirect-mode 7 7 # /L M IKHEE)

DElE, ALEEP LORERES SRR TR e e LTI 2 a0,

* 2&){1:%15” . Web RN nﬁgﬁﬁ IP 7 ]\ LA %Aﬂd,—.ﬂ
o FRAFERTGIARM  Web BFEHHIP 7 FL 2% [ f4h7 RL A L LTRE

(c) nnunEﬁ'JO)jﬁuﬁEEh\b httpS 1z J:éZF %71‘0) URL 7V 2 XIZDLVT

FRRERTOWA D https TURL ~T7 78 A L7- L &, REBEICERESN TWDIEAEZEDO AL 4 L —

K L72D oA, AAER—EKOEE X o —UNMERD Web 75 7 FIZERINET, BERA
T—UNEREINTY 1T BIEZRINT D L, Web il 7/ A VEEMNERIN G 7 A EfENA]
ElZ72 0 9,

(d) Web BBEIAD 7Y EAR— bk (TCPEHLZITHR—F) BEIZDONT
AIER TIE, Web RIEHDO 7 7 ¥ AR — FOEEIZHR—FLTHBY FHA.

v 74 7 b—3 3 a<r KN web-authentication redirect tep-port 33 & OY web-authentication
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230

web-port 1%, URL U %4 L 7 MERRTHEHAT 7DD ETT,

(3) DHCPH#—/\®D IP 7 FLARY) —RBFMEEEREICDINT

SR IERIZERALRT IP 7 R L 2% DHCP %— Sl 53834, DHCP 4 — D IP 7 RL XV —
AR ZETEZAREITHEIFEELTIEEN,

728, WiE DHCP — NIZBAL T, 10 WD ETEET, IWNSWEEZZREL, b, Fifx—
PEN LN IILEE AR 30T, BEISUTY —XRMOBRELZLEF LTSN,

(4) Wﬁ Web I:I'L.\FIIE DB (DZEEE#

)EHCJ‘T?/ ]\'CV\]}E!ZWeb ntuuﬂEDB’\@Lj}D %E%TTO?L%D, f/%?futuuﬂij@l‘—"f rﬁ}iﬁénj‘) Yk
Elo 7oA PO EDERD ET,

(5) ﬁtijﬂ- &Y Web urun].—lljéﬁi@j LT’iﬁA

B HEE LG, T O— PSR TORGENERSNE T, ZO5A, HEBRICHRNDLTF
%ﬁfﬁEu‘a\aE%??oT STEEWY,

(6) mAREMIFFMDEFEIZCDONT

a7 47 L—3y g avy K web-authentication max-timer T Kk OERME, EEZ1T-o7-5%
A, BERET O —FIZT@A ST, KEa 7 A VENOERENFEHE R T,

(7) n:unIE?%%JLH#FEﬁ %LE—;- él‘%’so)lif

At uEfﬁﬁ@fU( Tﬁ‘:’ 7/]) /%TTO 71 E'/\ U’_‘ﬁﬂ/ub pE (RADIUS iy nﬁ{ﬁﬂqﬁjﬂ‘: X RADIUS 2 Al ) T%ﬂtp
EIZ RS 2 & RERERF R 2 e R T & £, FAEICRNT 2 L RFERMIER TE £ H A,

(8) AT 7 FEDHKIP 7 FLRIZDUVT
[#14F v 2 VLAN — K] [V —F— K]

077y Mg (WebHHIZEDn 7T U b, IKEERNHZBEL CoOMKIn 77 Y ~, BLOUMACT K
VAT —TNT—T U T HA LT 7 N TOMEIe 77w R X, SROIP 7 KL AZFFERTOIP 7 KL
ICERLTLIEE N,

o FEIREDOHAIL, FEITHRDOIP 7 FLALZFIFRIOIP 7 FLAICHEL T EEW,

e DHCP —REZHEH L TWAHRE, WRDIP T RLAZWo7zAHIBRL Tond, & 672 T DHCP
Y= X~IP T R L ADEAHETREIT> TLZEW, (Bl : Windows DS, a~r K7 e 7 whb
ipconfig /release % 31T L 72#1Z, ipconfig /renew % 31T L T 2 &WY,)

(9) RHEFREER— FOFEAIZDONT

1. AT EX =2V 7 4 LOMBLERDIFRERH D 30T, +oReFo ETHEHIZ S0,

2. AHEREIX RADIUS #iE A0 AR —F L TWET,
TRHFRRE R ZE e B & &0, FRAESRUC RADIUS FRAEZ T 2% EL TLZ& 0, LTFD LI
a2 — 77 VEEAE - RADIUS FRREDO M F 23 E L7 & &1, MERREZRE L CHEEL £H A,
¢ aaa authentication web-authentication default group radius local

¢ aaa authentication web-authentication default local group radius

3. Z'KA y nuniE @3§%UEL uEk Web nunE@aﬁﬁ:}Uub thE*}%é 753% D iﬁ—ﬁ) [ﬁﬁﬁlﬁ]ﬂ% u;&;ﬁf%iﬁ
/uo I—546 FRE @9@%”11‘14:: ( ) 21:% k%nu uE% @éﬁﬁéljmh uﬂi*}% @ﬁ;ﬁj é’)?}jﬂﬁ L(:{%)EH
<TEEVY,
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(10) O— = > % & DHCP snooping i Fi B & il R

[[E7E VLAN €— K] [# 473 v 2 VLAN £— K]

227 4 /' L— 5 3~ K web-authentication static-vlan roaming, web-authentication roaming

&ﬁh & C DHCP snooping BSRE(FHIRE, FRAEEAMADOR— N E&BET 2 &, WEEREIIBEEZOFR—
WCEB LETN, XM UT AT —FRX—=RIEFIN2 N DBETEEEA,

(11) R— rBEERRBII—THIZDONT

[[E7E VLAN £— K] [# 17X v 2 VLAN £— K]

BKBIEL— T = v 713, FBRERGEO 22—k L TR EmR L ET,

- T, RBALFEHAT—VFOR— MNEBTIE, BEI®OKR— M CRABIEL—FHT = v 7 21TV EE A,

(12) REE LB RDImKBEICHER T HSEEIZTDONT
ARIEEOE TIZIZ T m o — "R —F 2 L2V TLE S,

ALEE LR AR L OB ORKE L2, 77470 MEROMAC T RLAZEZWMZ 50 (Fr¥xy
‘H_—/{“?‘)/l/—& féfk 75‘?—7_‘ L/T;EEI, Web & At uEﬁ‘i%*ﬁ‘x_ ‘52}17”_ MAC 7 ]\ LA %utuuﬂzxj-ﬁﬂ‘ j{&muu
LT L/i ﬁfl :jﬁwﬁﬁ{ &@munJ‘.EZJ)'C%i“@:/\/

F7o, ARIEEOR TIZA— b RELHEREEED 72 HUB MR LAN 28558 L, T PC nERi S
TWAHEE, BIEFEA TR THL PCRETEENTETCLEVWETO THERESLETT,

8-21 AEKIE & ImRE D
FEE Web I HEIE)

)L—é"#ﬁﬁ‘é@?\ﬁLAN

8.8.3 [ETF VLAN E— KERBDTEEIE

(1) EE VLAN E— FDHR— KIZDWT
[EE VLAN &— RREMERBEZR R — MIA —V Ry b U X T = — A2 TT,

7o, HEVLAN T— FIE7 7 £ 2K —k/ F 527 K=k, BLOMAC #— kT Tagged 7 L— At
Rl (27 4 7 L—3 3 > a~ 2 R switchport mac dotlq vlan) 238%E S 4L CW AR — b TP Tagged
7 l/‘—‘.ZAL:J: %) Web [T nIEﬁ)ih'f/ET /Cvj—o
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(2) HEMEEREAEIC DT

IE VLAN & — RIET 7 4 /b b CRRGER A3 K Ok B A 750%93 2o TWET, DARFH %‘b\
B, B 7L —AThD ARP N v FEEZFETETIC )/75’/1'A7’7]‘€'5%*’\Hj?’

TEZM% DEF, FOHAEIETaL T 4 7L — g a~< 2 K web-auhthentication logout polling

retry-interval O EMEZ KE < LTL 23, BiBHKEOEHN L WGE (100 BLULE) Xz 7 4 7

L — 3 a2~ K web-authentication logout polling retry-intreval % 10 FICRET 5 Z L A HELE L

j‘o

884 H#AFTIYYUVLAN /LAL—F— FERKOIEEE

(1) MAC7 FLREZEEI - VI BHERELDZE

MAC 7 RL AT =T NOx—V v M BRE LT REETHARAMEA SN TR WAL &,
EIICE 777 FLTLE S O THEENSKLETY, 23, BEMIIr 77U I RWEEE, =
V7 47 L—3 3 a2 K no web-authentication auto-logout Z#%E L T 72 &V,

(2) FBEEER VLAN ALY B ZRICIRKD 5 DBEAZGEE

FREE#E VLAN ~U) 0 B2 IR S DWMIEN T o 72< 2 e, MAC 7 RLAEEMTbhEtA, Z
DEf, WIEFEH ThH->Th MAC 7 KL AT —7 /LI MAC 7 K I/X#ﬁ%%éhfb\iﬁb\@f‘, SR
WZrZ 7y b LET, BARIISLTEEEITo TSI, 28, WENICE 77U b IFTL R0EGE
X, 2747 L— 33~ K noweb-authentication auto-logout Z#E L T 72 &0,

(3) LAY—FE—FETILFRTY TERIAOHEFEIZDOINNT

Ly —F— RE=LTF 2Ty FRIML, BENTHRETEETA, LTV —F— F&2dHT5 L x1T
Y NTF AT TERIAENBRESIN TWRNWI EAERL TN,
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8.9 Web BRIEImANE Z HERE

AL D Web FRIAEME AL ZEEETHEMN T2, 77 Aty MERI X ORIEMEFEDNNZOWTELTO
MR LET,
i’E 8-21 Web GO Bl ﬁ)\hﬁiﬁ%ﬁﬁ'@ﬁﬁﬁ?’éﬁﬁgg

% 5

77 ANk k

Web #RGE% Ffi 45 72 DIZ 4% 72 HTML 7 7 A /b (login.html,
logout.html 72 &) B ENT=2T 0 L7 b U O,

FTI7HNV T 7 Ay b

HEEIZH O UOPIHIRE TN SN TEBY, ¥XTo HTML 7 7
ANDBOHREOT L7 R,

HAZLT 74y bk

Z— R B R L2 Web ZEEH @ HTML 7 7 A VI S
TWbHT 4 L7 R,

iﬁ%ﬁ@rﬁ—l %2& Web E’E%JE [?ﬁ E#@ Web nunﬁéfﬁﬂ‘ L/f:_lz%" 717 *ﬁ(/%@ Web Al ?i—o

FoAR Web BGEHHE 1L, REBNICT 74V 77402y RBRHY,
HALZ LT 7 ANy N TANEZATHE
(Z‘K%IEEE@ Web F¥GIEILE Ti# %{iﬁﬁj_éuuu IFI)

{51 Web 58 FE i SMEENAZ LT 7 ANy NEBEMT L, FESMERSIRIZERR
9% Web 3&GEH i,
5] Web 5EFEM i 1X, AIEEIZT 74/ 877408y MIk<],
HAZ LT 7 ANty N TBIEEE
(REEFEDOR— F Z & OfflB] Web mﬁuﬁ# AT 2 FERE )

8.9.1 Web RFFEIE ANE Z e

Web SRFECEAT 20 74 Vlimen 77 v Ml 72 &, Web 77 UWICE R T 2B IER (LI,
Web F8FEHE & FEONE ) 1%, sMBEEE (PC L) TIERL, WAX L7740ty hELCEHa~
> K set web-authentication html-files TARIEEIZANKEZ D Z ENTEET,

ARV Z AT RE 7 B 2 ISR L&

®8-22 ANBAFEGELEEI7AI)L
77 A JLIER HTML 77 o L4 &
v s A login.html ANWERZEDO AR 8T 7 A T v NMIUE
=Ry AN logout.html
v 7 A R loginOK.html
v 7 A R loginNG.html
o 77 v ST logoutOK.html
v 77y R EE logoutNG.html
FARIE b loginProcess.html DB A ISR T — | IREE
TA Ay favicon.ico

T A LIRAY —
X T14 T %A LA T— R

A

W20,

[$% 821 Web &

RRRGEZ IR,

DLAI?

PRREH A ANEZ 7 7 ANV E LTCHRAE T, BFEFHEE 7 7 A L OFE
[OP-OTP]) #ZML T Z&0y,

TE T A VER 2 BERE TRE 2 AR (2R3 25K Web GRGIERM I & 155

Web nuuﬁﬁ‘ﬁ%ﬁzy-bx77/])/]/-t/ k& L“C}Qﬁ(%ij‘
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o JK Web SEFEBIE DA A X L7 7 A )LE v b
#H =2~ K set web-authentication html-files THiE L 7= RAMDISK ® 7 7 A /L& v b ZAREEE (2%
8L, BITEEIETOIA Web FifHiEE 7 7 ALy NOBEH 7 7 A MCEXWZ 3, F7-, Hm
T ANUINZ gif 77 A NI EDOEER T 7 A NG RIFFZEGTE ET,

o fE7 Web FBAEBEIE DA A X L7 7 A bty b
HAR Web 58FEME & FIERICIEH =2+ > N set web-authentication html-files CANIEE 2B Gk L F 37723,
html-fileset /X7 A —X THE L7 7 A V& v N TARIEBICMEHINZEE L £7,

CITRIFLIE A AL BT 7 A Nty hEER] Web S8aEEH & L CTRERT 5 FIHICOWTRORNI R LE
j_o 'ﬂﬂ%” Web [F0Y DEEE j: %2’{ Web G0N DEEE@ iﬁ j( 4 *i*:ﬁ@ = 7 /]) /I/—E P4 ]‘ éy—\tﬁj—é & 753
TET,

K822 HARALI7A Ity FEEEFIE

@ iFTAI :
FralEy b e
("
[(s) LT

set web-authentication html-files ramdisk defaulifile

RAKDISE
- b

=" defaultfile oy defaultfile

W hzas AT E e 2,
ZrAlktE vk : ZFralg b 2

- _—  Web ZESF
: — i
RG]
!lldllll-. HhH2A2 L4 E
FrAlEwk 3
(A

"
hARLT A IbEy bz 3|
EFTHULHM 77T &
- :

FILESETRAR

ek 1 el 1 P Tl o

Filezethif Filesetin :
@l hzm. copy B 254 sl aEr SNGH I EEET I?
etz aAvE FrAllEwkz Sepaane L EER R0
e 3. mnlllll..l ./ ool ook
\-\.._‘_________.___._,.-l

zet web-zuthent ication himl-files ramdizsk filesetAff himl-F ileset FILESETRAR

1. MCOHIAZ L7 7A40Ey b1 (defaultfile) %, EH =2~ N copy TAZE D RAMDISK ~=
v—LET,

2. defaultfile IZHA Web 385EHIEH & L CHEATH5DT, RAMDISK ~a2t—LTEBWWe7 7 A /LEv b
4 defaultfile Z+5E L £ 9, (set web-authentication html-files ramdisk defaultfile)
HAZ LT 74Nty FRIZEENRNT 740 (EROBEETB)NC) 1%, 7747741ty
MBI LET,

3. MAZ LT 7 ANty b2 (filesetAAA) %, EH 2~ K copy TAREEE O RAMDISK ~2&°— L &%
7T

4. filesetAAA 13fE%5] Web #8GEHE & L CHEHAT 2D T, RAMDISK ~a2t— L TEBWz7 7 A /LtEv b
4 filesetAAA ZARIEEA~BERT D7 7 A vty My (KT FILESETAAA) THEELET, (set
web-authentication html-files ramdisk filesetAAA html-fileset FILESETAAA)
HAZLT 74Nty PRICEENRNT 740 (EROEEITB) &, 774V 7740y b
PofiFELET,

7272, BERCS 7 7 ANDOY A XTF = 7 T EITY, 77ANVORNRIETT v 7 LEEADT,
VT EMEMERR 21T > CTnD HIML 7 7 A VRHR 7 7 A L ZBE LT E I,

B CTEDHAL LT 7 ANy NOREFIAXE T 7AW, [arvyT74 7 v—var AR
Vol.1 3.2 WESKM #2RLTLIZ3,
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BB, BEELIZHAXZ LT 740y MIERH =< K clear web-authentication html-files THIR T
F9, HIBRL7Z=B L, 7740877408y MTED £,

357]‘:, ri"% 8-20 nquEI7 A /'12‘—“/&3:7'—%$£$EEXTFL;§§J ;mﬁ‘?\d?ﬁi?—% ‘/'{Z_“‘/'?J, Web
TITIVORBRICAVICEKRTSHT A 2 (faviconico) b ANEZ D Z &N TE 7,

] 2= N set web-authentication html-files TH&k L7-HH, X vt—, BIXOT A 0%, EE
BRI SN E T,

H7 7 ANVOFMIL, 1810 Web iBGEBiEEMRT5& ) 22 LTI ZE0,

8.9.2 Web sEEIEIHmANE X hAEEAROEEER
(1) fERLLT= Web BEIEE 7 7 1 LOBRELEEICONT

PC 72 L CER L 7= Web FRAEEIE 7 7 A Vi, MBI ETHRE L TRBWTL 72 &, Web RGEEH
T ANVDERE, HOENPUDEE L TRV Web 3RGEMH 7 7 A LV AMRE L, AEEIZRELTLES
AN

728, M =~ K store web-authentication html-files (Z L ¥, A%EE CTEEF D Web FBFEEE 7 7 A
NERY T Z ENTEET, BD L7z Web @RGEHTE 7 7 4 /L%, RAMDISK (2 —FRFIZI S AL E
TOT, ftp TPC~T7 7 A NRET B0, EHITEHA T~ R eopy TMCITHEM L TS 7ZEV, (K3
&% 895 &, RAMDISK EO 7 7 A WiHIBRS L ET,)

(2) YERKLT=-Web FREIEIE 7 7 14 ILDEREIZDINT

VERR LU7= Web FREEME 7 7 A /WiE, A%E#E O RAMDISK (28t L £, 505 1E1E, ftp T7 7 A /Liinik
T50, FIEIMCHhHiEH I~ Reopy TabE—L TSI,

i 2~ K set web-authentication html-files CAZE |2 B 6% %, RAMDISK |ZHEDE L 7= Web 5RGEH
T AMIAREL R FTOT, HHa~ Fdel THIBRLTLZE, (KREEZHEHLZEHAD,
RAMDISK LD 7 7 A MFHIBREANLET,)

(3) N—CavTEHEBHOARZILI7Z7AILEY RZDWT

ARIEE % Ver.2.2 LED %Ver22c12‘9ﬁ“1/\/\—“/a/ IERLIZE &, F72 3 Ver,22 BTNy 7T v
FLl7 7 AN0% Ver2.2 L0 WA= g v odEEICY R M7 LI E 1T, W‘ﬁbtﬁx/}?.&774’/l/
Ty METRTHIBRLET, 6> T, A Web uuuﬁﬁﬁﬁxﬁl\774’/lfk/ k3 KL OMERI] Web 585
ARG LT 7 ANy METRTHIERL, 774V 77408y MCRELET,
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8.10 Web FREEEE{ERF5IE

Web FBREMEIE AR A MRE CAIVEZ N CTE DMHE L XHIET 27 7 A VA ERIRLET,

o n A VHiE (77 A /N4 : loginhtml)

e B 7 v NEHE (77 A /L4 : logout.html)

e TS A VAT (7 7 A V4 : loginOK.html)

v 7 A RIREE (7 7 A V4 loginNG.html)

e BT v RETHIE (77 A/V4 : logoutOK. html)
e BT v NRIHEIE (77 A V4 : logoutNG.html)

% Web FRFEEIHE 7 7 1 /L1 HTML JERTIER L T 72 &0,

357}1, T B A BINAYT — I\muuﬂzé)@iﬁﬁﬂjie , DLBIEEP ﬁ%]\ﬂﬁx_77/{/l/k LT*&Kiﬁ—o DLBIEEP
77 ANVOFEMT (14 U Z A 5320 — R#ZE [OP-OTP]] 2L T &0,

HTML EiZid, JavaScript L9127 T A 7 MR B2 CEWET 2 S3BIEEHFTRE T3, F—
AT T RATH LI BREHIMEATEETA, £, perl 7o XD CGL BIFE LT3y,

72720, vl A VEE, 277U MEE T, Web#iEE DA ¥ 7 = —Z2AHOFLBRBNMLETT, v A
VEE, B2 7 7 MEEIZOWTE, 18.10.1 v 4 »EiE (loginhtml) |, [8.10.2 w77 v hHEiHE
(logout.html) ] ZHML T ZE W,

*72, 1820 BT —Avb—VLax T —RAMBMNIGE] IRLERIEL T — A vk —VHEE
iz D2 N TEET, HHTELZ 7 7 A NVAITRDOERBY T, 77 A NVOIERFIEIZONTIE,
8.10.3 FWFELT—RA vE&—T7 7 A/ (webauth.msg) | ZZM L T XV,

e SRAETL T — A vE&—V (7 74 /L4 : webauth.msg)
EHIZ, Web 77UV DOBRICAVICRTTLHT A a2 b ANEZXD ZENTEET,
e Web 77 UV DBRICAVIZERTDHT A 2> (774 /V4 : favicon.ico)

AE
ANEZ AR BAEB L ORI LT —RA vt =D T 7 A 4L, BT ERIORLE T 7 AV L —
HEHETLIEE N,

8.10.1 A4S 4 VEE (login.html)
Web BEFIcn 7 A U F 58, 2—HID & XAV —ROANE T T4 T v MOkt LERT 20T,
(1) BEEH
0 s A EEO HTML 7 7 A VEERT DB, ROBIRTRBEZ LT AN T ZE 0,

%823 OJA4 VEEICHELRE

ERRU S B
<form name="Login" method="post" action="/cgi-bin/ o A EEE Web R3EICHRT D720 DT
Login.cgi"></form> T, ZOFRINTIETE Ly \’C <TEEW,
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RRUNAE

anl

Bk

<input name="uid" size="40" maxlength="128"
autocomplete="OFF" type="text">

2—HWID #IEET LD DFR T, size &
maxlength DS OFMRIIAEE LTS, |
it <form></form> OWNHHIZEE L T &0, &
72, maxlength [3#47 6 LA EO#T 23 EL T
TEEWN,

<input name="pwd" size="40" maxlength="32"
autocomplete="OFF" type="password">

INRAT — REBET 72O DOFLR TY, size &
maxlength VS OFERIIAEE LWL SN, |k
Fo <form></form> ODNHHIZERE L T 72 &0, &
72, maxlength [3#47 6 LA EOFF2HEL T
TEEWN,

<input value="Login" type="submit">

Web #BFEIZ B 7' A VEREZAT 5 72 DIZFR T,
ZOFRIFEE LN TL ZE, EFE <form></
form> ONEBIZERE L TL 7E S0,

nJgAy - u 77y NL@EEmE CERT 5B,
J AN

FE

(%824 w77 U MNEEIZHLERRE] bERLTL

loginhtml 7 7 A /T, 10D 7 7 A V& BEMT 5561, BEEMT 57 7 A4 V4D 17

(RFvva) Rl LTI EEN,
()  <img src="/image_file.gif" >
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(2) &
=874 Vg

REEDfEER [AX2200S] [AX1250S] [AX1240S]

15l
i (login.html) @Y —AFlEZRDOKIZARLET,

B Al

®8-23 A4S 4 UEE (login.html) @V —X4]

<Tan | warziore" 100 encod ing= e jpT e

< IMGTYPE htnl PUEL 16 T/ M3GDTD XHTHL 1.0 Strict//EN “http ffwan. o3 org! TR/ abtn 1 OT0 xhtn | 1=t ict. ded ™
<himi | an Ine="hetp oS S w2 org A9 shtnl ™ il lang="ja lahg=" ja™r

<head:

<meta http-equiv="Pragia contsnt="no-cache >

<meta httpequiv="GacheOontral™ mnbant="mo—cacha ™

<mata httprequiv="Expiras” comtent="Thu, 01 Dec 1994 15:00:00 ANT =
<title-dabep i <ftit e

< fhaad

<body oncoMtextenu="return falee Tr

41— === Body === -

Loentar:

b

<tab le width=" 1005

<thodyr<tre<td align="cantar” bgeolo="Rb 18727
<font color=" R T L0G | N b= font
<fede< S i ftbod i

< tablalr

br

Pleass anter your 0 and pazeaord. <bri
b

"t e Tnd T A5 R Wb STREICIRT T B it
 stdiuzar 105ed:

:<td>< input nane="uid” sizes 400 max lengthe 1287 asutoconp| st

<tre AT I EEDR DO

-
1
i

<tabls width=" 105> A0 72 #fE%E Web EEEEITIBT T 5 R MECH
<thody
<Erk
<td al igrm="center” bgoolor="¥2b18T2 <ot oo lor=" 81 17 >l 050U T b <f fort >
<fede
< by
< tablex
oriPlases push the folloning button, Corider>
! Simput values Logout™ typac subni ! Wb SEEEIC R F T FEFET S i
ifams T TTTTETEEEs
<hrx
<hrx
<hr:
<hr:
<br:
bk
< cantar:
41— == Footar === --»
<hr
<div align=right™=</div-
S body
<Shtnl
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(3) BT A vEEKRH
v A CEEOEFEROBICRLET, (n7A v en s Ty b EEE O TT,)

K 8-24 R4 EEDRTH

LOGIN

Pleaze enter vour ID and passwaord.

uzer 1D

pazsmord

Please push the following button

8.10.2 B4 7™ LEM@ (logout.html)
Web BAHEAECR /A > LTSI AT Y bRn /7y M ERT 50 OBiE T,

.

(1) BEEH
v 77 NEEO HTML 7 7 A VEERT 2880E, ROFIORTRBEZ LT AN TS ZEE W,

%824 OS7Y NERIZHELRRTE

ERRUNAES Bk
<form name="Logout" action="/cgi-bin/Logout.cgi" v 77 v MEEE Web SRAEICHR R T D720 ORI TY,
method="post" ></form> ZOFRMITILEEFE LN TLZEN,
<input value="Logout" type="submit"> Web f8FEC R 77 7 NERZAT ) 7o OIZFIHR T, O

WRIFEF LN TL &, ki <form></form> DN HE
ICRREL TLZ& W,

TE

=

logout.html 7 7 A /WIZ, 1Z0D 7 7 A V& BEAT 28561%, BEMIT 257 7 A V4 D5EEHEIC
(AT vva) itk LTLIES N,
() <img src="/image_file.gif" >
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REEDfEER [AX2200S] [AX1250S] [AX1240S]

(2) mEHI
o277 v ME#E (logout.html) @Y —AFZ KO LET,

®8-25 A4 7 FEE (logouthtml) @Y—Z4Hl

{Taml verzion="1.0" encoding="euc-jp" 7>

LIDOCTYPE html PUBLIC "-//M30/70TD KHTHML 1.0 Strict/7EH" "httpc/ Awww w3 org/ TR shtml 1/70TD xhtmli-str ict_ dtd">
<html smins="http:/ Awww w3 org/ 1999 xhtm!" smlZlang="ja" lang="ja">

<head:

{meta http-equiv="Pragma" content="no-cache">
meta http-zquiv="Cache-Contral" content="no-cache">
meta http-equiv="Expires" content="Thu, 01 Dec 1994 16100200 GMT">
<titlerénbsp;</titler
</head>

{body oncontextmenu="return falsze;">
{l-- ===== Body ===== -}
Loenter

<hr >

<table width="100%"> 04 7™ FEEF Teb BT i e
“tbody:

“trr
<td align="center" bglolor ="#2b1872">{font color="#FFFFF"><b>LOGOUT /B> </ Font>
<Htde
<Atr
</ thadys
{/tablex

1 - —
Form> Web SDEDCO S 7 FERETS kit
<br><br =br><br><br *br>
<fcentear:
{l-- ==

<hr

<div align="r ight" ></div>
L/bady>
<Shtml >
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3) BT 7Y rEEERTRH
a7 7y NEEORREE RO LET,

B 8-26 OJ 77 FEEDRKGI

LOGOUT

Flease push the following button.

8.10.3 FREETIS—AvtE—T T 74)L (webauth.msg)

AET T — A v E—T 7 7 A/ (webauth.msg) I&, WebiBiEn 74 » F721X Web BiEv 77 7 b D%k
RIS EBH CRRT DA v E—VHEBM LI 7 A L TT,

FIFIIREDHIETT — A v =2 ANEZ BT, ROFITTRT IITORA v —I 2 L=
AT T—RA o=V T7 7 A NVELERL T IS,

®825 FIAIT—AvtE—CITI7MILDETONE

1E5 RE
117H Dﬁ/(/ﬂjf :L_"j‘IDif_i/\xU—]\uE WEFRS 7256, b L <X Web #FE DB I L 23GE= T —

Lo BTN THIRA v E—T,
(774 I\ Ayt—v]
“User ID or password is wrong.<BR>Please enter correct user ID and password.”

217H Radius IC X 2FFE= T — L oL H{HRICHNITHA v E—T,
[(FT74N A yE—V]
“RADIUS: Authentication reject.”

317H a7 47— ark, Radius BAEDEIE & 72> T 503, Radius ¥—/N & AREE & OFEEN ST
LTWARWEEICH T A =,
[(F74N A yE—]
“RADIUS: No authentication response.”

49TH KEEEDO AT 4 7L —2a VORERD, ERIIMBERE L OBEOT-DICR A L TERWGAICH
NTBAYE—V,
[(F74N A yE—]
“You cannot login by this machine.”
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242

&5 RE

51TH 7ar T AOREORENKE LG EICHAIT A v E—,
[(F74N A yE—V]
“Sorry, you cannot login just now.<BR>Please try again after a while.”

61T H Tay g AOFEORENBE LG EICHNT A vE—,
(T4 Ay E—V]
“The system error occurred.<BR>Please contact the system administrator.”

74TH Tl T AOEEOREENREELZGESICHNTA vy,
[(F74N A yE—]
“A fatal error occurred.<BR>Please inform the system administrator.”

81TH 177y MLEET CPU BAMZREIZE ST, v 70 hBRRMLEGHEICHEITH A v =,
[(F7rn Ay E—V]
“Sorry, you cannot logout just now.<BR>Please try again after a while.”

917 H gy AL CWina—FRna s 7Ty R LIEGAICHE T A vE—,
(T74N A vE—V]
“The client PC is not authenticated.”

(1) HBEEH

s WITHEITDITRHSTFBE, TIANFDOTZT—RX v E—VhERLET,

o 77 AARERHE, BdTa— F&” CR+LF” £7213” LF” O L0 THRIFELTLIEEY,

s LTICHZIRAWD A v —VRIL, A 512307 (24 256 F) £TTT, TITRLTVDITH
IZiZhtml # 7, ®%f7# 77 <BR>" b EAHET, 28, PA 512 LF MBI CFITONTITEA L
£7

e WIELT—A v =V T 7 ANAN 10T EH-T-5E1E, 10TELUBEONFITHA L ET,

(2) BEIS—AvE—C T 74 IWEBDRA > b

e WFET T —RA v -V T AN EICRBLETFA ML, TOEFEFHTML 7 %2 & LTHEALET,
W-T, BIELT—A v E—Y EICHTML O X 72l d 25 L, TOX 7 OEBEEZITWVET,

e 1 A=V 1T TRBTAIMNENRHBTZD, TT—RA v EB—TDRRA A —VIZHITE AN\
A1, AT LI WEFTIC HTML 074 77 <BR>" ZA L TLIZ&W,

(3) &ZEH
FRAET T — A v EB—U 7 7 A (webauth.msg) DY —ABIZRKDOKNIIRLET,

8-27 BIAIS—Avyt—TT74J)L (webauth.msg) DY — R4l

I—HIDXE/SRT— KRRETT

NAT—FRRETY

B — /DR oMY FHEABRO VAT LABEEICHNEOETESY,
DATLOBEICRYABHY FTBROVRATLEEEICBNEOE T &L,
DATLEZEHELE minor) BROLIES LTALEEODS A VELTLEEL,
DATLEEHEE major) BROVATFLEBEEIZRLEHETESELY,
DATLEEHEE (critical) BROVATLEEEIZHLELETEEL,
DATLRBATRETIBROLESCLTALATPIRLTLESL,
OJ4 v LTWEEA
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(4) =B

FROFFEZT—A v =TT 7 A NVEHEHL, RAUV—FRAEIZLY, nr A kil Eon
T A REEIE D FRB A ROKITR L E T,

8-28 AU A UARBMEEORRG (RRT—FRFIE)

I —WFIDR LR T—FHFETT (12)

(eh pace ] (cse

8.10.4 Web FEIIEE S Y

(1) Web FZiEEA % J DIELE

Web #GEH E O HTML 7 7 A /W2 Web #8GEEA & 7 2 EXiATe Z & T, Web iEGEEA & 75 TE M
THMICEHR L £,

HTML 7 7 A L OFERAFIC L~ T, FRERIH Licw 7oA YRR 7 —A vt —Y 2 &R L), Web
75 9 ETBET HIEET 7Y r— v 3 VIS TR E IR B = & AT,

3+ 8-26 Web FRFEIEIH 2 V&R & BiRFR

Web ZEEEH 2 ¥ LR X F 5 DI LI5S
<!-- Login_Time --> "2008/11/20 19:56:01 UTC" = 2 A
<!-- Logout_Time --> "2008/11/20 20:56:01 UTC" YA
<!-- After Vlan --> "100" v 7 A k% O VLAN ID
<!-- Error_Message --> "2 ID I XA T — RRRIETT " TSR 2
<!-- Redirect_URL --> "http://www.example.com" WALk Thi% o @ #8132~ URL

A1 FREEICL > CTERARARY 9,
07 A VRIS KRN T L T Y N9 A T E DR,
v 77y NETHE : 27Ty NEWERTE T LR,

H¥2 nlArFEiidns 7y MRRR LSO 7 —HK,

REFNZHOWTIE, [8.10.5 ZFOfOBEEY 7] 2R LTSN,

% Web SBRER A & 7 & Ua% GO ZLHILEL S G2 & 72 Dl OB DE 2 RORITRLET,
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+ 827 WebRBFIEHS V LEENENE L HEERDBAEHE

ERBNENELIEE (RRARE

Web ZFEEH S ¥ =R agy7ok =k =R 7 ng7%k ay7ok
Em Bl BYEE KRB E 5t TEMm KEE
<!-- Login_Time --> — — @) _ _ _
<!-- Logout_Time --> — _ O _ O -
<!-- After_Vlan --> — — @) _ _ _
<!-- Error_Message --> — — _ 0) _ 0O
<!-- Redirect_URL --> — _ O o - —

(L)
O : HTML 7 7 A /VNIC Web #EFEEAT ¥ 7 BEEN TV DHEIC, YZERICERT D,
: HTML 7 7 A VNIC Web fBGEEH % 7 WG ETHTH, HEFRICER L,

(2) TEFHE
(8) WebBBEEDT 74/ k HTML 77 4 JLIZDINT

Web #BiEDT 7 /v 8 HTML 7 7 A VIZiE, H 610D Web FZGEEA Z 7R3 EENTE Y, Yi%lEFR%E
Web 75 7 H FIcFERLTWET,

FigkE LT, vrA vt d VLAN ID 2B 3 B EAF % 7 ("<!-- After_Vlan -->") 1%, T 7%/ k
HTML 7 7 A JVZ Fil DR THEHOIAEN TN E728, Web 77 ¥ RITITERLEE A,

(v 7 A U REEEICT 7 4 b TRtk ST 5 HTML(oginOK.html) ]
<meta name="vlan-id" content="<!-- After_Vlan -->" />
¥ AZ X TIEIMIMEROME ST O d—i%17 Web 77 7 FIZITER LERA,

Web 77 W Eicw 74 U pkEhtk VLAN ID 2R3 LI2WEEE, v 27 o VlShEmiE 7 7 A v
(loginOK.html 7 7 A V) ZEEICHERL L, [8.9.1 Web RFEMiH AYVER 2 BERE) (2T o i Lhik i
HIZKRRTDHIENTEET,

(b) RAR—R (EEHXF) DIFWIZDUT

%Web utqu.;ﬁ&ﬁ 7535“6%“_}6}1: ﬂ\: J— FF’?O)'IZ/\I/ & k L—Cutuﬁéhiﬁ 3\: J— ]\
IEANR—=ZREEETHHE L TORTNIENTETADR, ThENOF—T— RO AR—2F 1 052 E
ThIXEFIZE AL —Z L LT INET,

72721, Web fBAE[EA 2 7 2 il TRE R IR RSUTHUE, "< D > ETOXFSIT (U BLU>" 27
) 80 ILFLIN T,
[¥—7—F]

1. ll<!__7l
2. "Login_Time", "Logout_Time", "After_Vlan", "Error_Message"
3. ll__>ll

8.10.5 ZOOEEY > TIL
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(1) B4 UEYE®E (loginOK.html)
a7 A O Y — APk XL ORRFZ R ORI R LET,

829 OJ4 UEINEE®DY— X%l (loginOK.html)

CTnl verziorET1.07 encodings eue-jpT T

<htnl i lne="hitp:Arman, W2 orgf 199 bt ™ mllang=Tia lang="ia
<haad

<titlsdbrbip /it led L

<meta mame="vlan-id content="% I-- Aftar_¥lan —>J. o

............ a

< headr 04 -~ afiThs T VLAN 10 24T

<body oncorteste="return Tal =™
fl-= —= Body === —>
<oahtark
Login succez:
<brx
<brx
<table border="07
thid >
<t
<td al igre” left Aoz in_Tine< t
td aligeTleft™s — el
<t al iz |eFEHER— Login Tine ——4/kp-<red:

ey N4 VERIET A T
<t

<td al igre" left A ogout_Tined ftd:

<td al igre"left™> —I-__<.-"_l:d> _________

<td al g lef ki1 — Logout T ine —>:(.-'b>-<:-‘bd>

b e a

s Q7S FEIETR S
< fthobys

St el

<fam
<imput waluesTe lose” onclick="aindiom. ¢ los (7 tpes"button™>
Lfforni-br
<brx
<fom nane= Logout™ action="fezi-binflogout. cgi™ nethod="post™>
“tab e width="1005 >
thdy
<tri
<bd aligmecentar bgoolo =¥ 1872 <Font color="#F T =bL0G00 T b ot
<ol
e
< byl
< tablal
<brxPleaza push tha fol lowing button. <bri-br>
<imput walue="Logout™ typecmbnit™r
<fforn-
<brx
<foenters
<brx

i-— == Footer ===z —»
<hr
Ldiv align="right™>id v

Cfbodyl
Lthi x

CIOOCTYPE htnl PLBLIC "= WEC/F0T0 PHTHL 1.0 Strict//EN “hitp oA w3 org/ TR skt 1/ DTD shin [1-str iet. dbd ™

=3
SE =
IS

¢ loginOK.html 7 7 A VI, (ED7 7 A Va2 BMEMNT 25618, BEMT3 257 7 1 L4 0%k

W27 (AT v va) ERBRLTLLZEN,
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()  <img src="/image_file.gif" >
e X453y VLAN T— REHEF LA —F— FIZBWT, loginOKhtml 7 7 A /LiZ, 010
77 ANVEBEEMT LIZEE, n A BN ERICRRSNRWVGERH Y £,

8-30 OV A URIIEEDRRGI

Login success

Login_Time --- 2008412702 14:42:27 UTG
Logout_Time --- 200812702 15:42:27 UTG

close

LOGOUT

Please push the following button.

(2) B 79 FETEE (logoutOK.html)
277y NETHEHED Y —AFE L ORRFEZRORNR LET,

K 8-31 A7 FETEE®DY—XH (logoutOK.html)

Chaml wersion="1.0" encod ing="euc-Jp" 7>

<IDOCTYPE html PUBLIC "-//WSC/Z0TD XHTRL 1.0 Strict//EN" "httpo/dweew w3l or g/ TRAxhtml1/0TD/ <html 1-str ict. dbd">
<html wmins="htte o/ e v or f 1999 5html" sl lang="i3" lang="ja">
<head:

titlekdnbzp;dftitler

<¢fhead>

<body oncontestmenu="return false;">

<l-- ===== Body ===== -}

<oenter’

Logout success

<br

<bey e

Logout Tine ——- <bﬁ<L—— Legout_T ine ——>kfb>

<be ATFS HEBEET AT

<hr
<hr

<For m:
Linput value="close" onclick="window close()" type="button">
<fform>

<br
<br
<foenter

£1-- =z=== Fpoter ===== -3
<hr

<div align="r ight">< diws
</body =< html>
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=
SE =
s

logoutOK.html 7 7 A /W12, IO 7 7 A V& BEM T 25461, BT 3257 7 A4 4 O5EH

2 7 (AT yva) ERELTIES,

()  <img src="/image_file.gif" >

X8-32 AJ 7 rETEEDR A

Logout success

Logout Time --- 2008/12/02 14:43:24 UTC

cloze

3) BY14 > /897 FRBKE@E (loginNG.html / logoutNG.html)
ol Ay, a7y NEWREEO Y — AFE L OERB 2RO R L ET,

X 8-33 AY A UKMEE®DY—ARH (loginNG.html )

<twml wersion="1.0" encoding="euc-jp" %>

LIDOCTYPE html PUBLIC "-//M30/70TD KHTHML 1.0 Strict/7EH" "httpc/ Awww w3 org/ TR shtml 1/70TD xhtmli-str ict_ dtd">
<html smins="http:/ Awww w3 org/ 1999 xhtm!" smlZlang="ja" lang="ja">

{hezd:

{titlerdnbsp; </t it ek

<fhead>

<body oncontextmenu="return false;">
{l-- ===== Bpdy ===== --3

<oenter

<hr ¥

b T
cbrs IZ—HAat—Fmmiad
b
She s

{farm:

<input walue="login page" onclick="window. location href='/login.html’" type="button">
Linpot walue="vlose" onclick="window.close()" type="button">

LfFarmr

<hr ¥

<feenter>

{l-- ===== Fpoter ===== --}
<hr

<div align="r ight" ></div>
L/bady>

<Shtml >
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248

834 AF 7 FARKEE®DY—XHl (logoutNG.html)

<teml version="1.0" encoding="euz-jp" 7>

<LDOCTYPE html PUBLIC "-//W30CA/0TD XHTWL 1.0 Strict//EN" "https/Awwe wi org/ TRAxhtml 10T xhtm1-str ict_dtd">
<html =mlns="http:/Awww wi org/ 1999 xhtm " =ml-lang="ja" lang="ja">

<head:

<titlexdnbspsa/titler

<heady

<body oncontestmenu="return false;":
{l-- ===== Body ===== —3}

<oenter

<brx

<he > T
<bry IZ—HAytz—F/mAd
<he >
<he

< Ffor e
<input walue="back" onclick="history.back()" type="button">
<input walue="close" onclick="window.close()" type="button">
<FForm:

<brx
<Feenterr

<hr >

<div align="right"></ div>
<lbadyy

<Fhtml >

AE
loginNG.html, logoutNG.html 7 7 A /L2, 1E0D 7 7 A V& BEAHT 28581%, #5577
ANADKRIAZ 7 (AT v ia) ZFRB LTI EE N,

() <img src="/image_file.gif" >

8-35 O 4 VAMEEDRRG

I F—Xob—Z(xx}
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8-36 OJ 77 MRKEEDRTRS

TITF—AowE—2 (xx}
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8.11 Nk DHCP HY—/\HEgED 5N

RAEEOWE DHCP -— 3M#REILX, DHCP 7 7 A4 7> MK LT, IP 7 RLASA T v a R Y%
FEYZE Y M T H 72D DOEEE T,

8.11.1 HHR— hthk

AL O PN DHCP 4 — SHRED ¥ H— M A K ORICH LET, DHCP H—1~E 2 54 7o Mkt
%y kT —2 NORE TN ET,

% 8-28 W& DHCP ¥ —/\#REDH R— ~ 14k

HH AR
PR A DHCP 7 4 7 > k& EHEINEA
DHCP V L —=— = MEHE TITNAE R
BOOTP #— e FKHR—h
#4733 v 27 DNS i KHR—k
By IP 7 N L AFRAfHRE FAR—h
[EE IP 7 N L AR Aibkne RHFR—

8112 54T bADERIER

RIEE T AT > b~ ARERITER O —EEROFITR L ET, BAAAREREHROTTET > a 4K
WOREHIZOWTIE, REECHATHI4 7 a v B2HRELESBATH, 2779472 Mile A7y a v
FRY A ML TERLAWEARRAT —ZIZEDERA,

+£8-29 AEBETISAT7Y BRI BEROD—

EHH Tk
IP7 KL & AT MIMEAARERIP T RLAZRELET,
IP 7 R LAY — R B9 2 IP 7 RLADOY —ABMEZHEL T, AEETIX

default-lease-time/max-lease-time /X7 A —% L 7 747 ") HD
FRIC K > TESRE S E T, (Option No.51)

BTy kv RS KAFaFar7aZL—arTHRELER Y N —2E8RO
Y7 Fy b~ 27 EMEMEIN Y, (Option No.1)

N—BF T ar IIAT L OV THy b EICHHL—FD IP 7 RLAZEELE
@-o:@IP7’va75\7747’/b@7 7247 FLAE LT
HahFE7, (Option No.3)

DNS A7 a v TIAT YV IBRFIHTED RAAL v F =Y —DIPT KL A&FE
L %9, (Option No : 6)

8113 IP7FLADZEERAHL

AREEE DO DHCP %— 3%, ICMP =2 — {2 XA IP 7 KL AD —&EHEAMIEZ R —F L TWERFA, K
L N #EH =< > K show ip dhep conflict THF/RT 5 F#HIE, "decline" A v —TU%%(5F LK E#M T
j‘o
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8.11.4 DHCP H—/\{FRBDIEEIA
DHCP #— /S AR H I > TRl L E 5,

(1) AEBOT I+ 1) —REEH

ABEBEBOT 7 4V b —AFRIZ 10 BT, ZAUEELSERET A LIXTEEHRA, U —AERORE
#iPHIL 10 ~ 365 H T,

F7o, BATFTREARIR K IP 7 R L 2% 512 £ TTY,
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Web ik, LH Web 77 7% 2 W CRGES V7 = — P HALIZ VLAN ~
DT 7 v A ZAT O BEEE T, ZOFETIE Web @REDREE & EHIZOW
Tt L £,

91 WebZIHNDaAVI4FL—Y3y

9.2 2BHE—FHEDOaVIA4FTL—>3 Y

93 EEVLANE—FQaYI45L—2ay

94 HAFIVHVLANE—FKDaVI4HL—>3y

95 LAY—EFE—FOavI49L—3Y

9.6 M DHCP H—/\DHTE

9.7 WebZHNDARL— 3y
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9.1

FRELDRE L EA

Web

[AX2200S] [AX1250S] [AX1240S]

DOV T4 L—2a Y

9.1.1

>4 Lb—3>avy

F—g

Web ik a7 4 7 Lb—vgra~vy RERIET— F—E2ROFITRLET,

£9-1 VT4 L—23ravy REREE—F—
av v kg ELL REIE—F
B 4
aaa accounting web-authentication Web BFE DT T 4V IIERET O T 407 O O O
'H‘“_‘/\’\%L:l L ij_o
aaa authentication web-authentication Web JRFEDRFESF KT N—T 2R ELET, O O O
aaa authentication web-authentication a7 A VREORBIE CERB I NTZEAIL, @R nﬁi’f‘kT LE @) O O
end-by-reject ¥, WEARA (RADIUS #— NHISE AR L) 128 570
KB, =747 b —v g a<w Kaaa
authentication web-authentication CRIZHE LT
LAk F A CTREEL £ 77,
authentication arp-relay oy ]\“% JOREDFEMR SIcHo>VWTiE, 15 LA ¥ O O
PRRAASIE O 25,
authentication ip access-group o ‘/ F‘:;s FOBEDFEMREIZo>NTIE, 5 LAy @) O
RAEHERE DR ) 2 B,
http-server initial-timeout HTTP % — O # A4 L7 7 MR ZZEE L £, O O
web-authentication authentication R— MFRGESF ROFRGEF RV A MR ELE T, O O
web-authentication auto-logout no web-authentication auto-logout =~ KT, Web & O O
nJ‘.E’CnunJ‘.Eéhf' 5'573‘% /:EH%FFJ7I/ A%‘f;\{:bfﬁ
7)3’)71:_5( %*ﬁt’jbf”&g uuﬂLuJJ:%E@JH77'7 ]\@—5
BREE ML ET,
web-authentication force-authorized vlan RADIUS #REF A, R E /e ¢ RADIUS — @) O
"]L‘—‘/\“\O) U7 A }‘%E\&Hﬁ— Ly é _\T-‘—‘ }\,Curu nEE;k
L7=# uEXT%i%ﬂzé'g@%U E’j (273 n?jfﬂ( 5 e uJJ:Tﬁ
VLAN ##|9 4Tk,
web-authentication html-fileset AN— b T EIZEKRT BED] Web ZRGEBH DT AL LT 7 O @)
ANty MERELET,
web-authentication ip address Web #3FHHAIP 7 RL AL RAAL U4 E2FRTELET, O O O
web-authentication jump-url ALK o, BEANICE <95 URL & URL B O O O
B E CORMEZRELET,
web-authentication logout ping FRAEE SRR DR 7 L — 4 (ping) Z%AE L72HA, O O O
tos-windows %445 MAC 7 KU ADRIRIKEE & bR+ 5 Kikk 7
L—AD TOSfEE#FHELET,
web-authentication logout ping ttl PRAEE AN SRR T L— A (ping) %15 L7254, O O O
%495 MAC 7 R U A DOFRGEIRE & fiflbk4 2 Bk~
L—2D TTLEZHELET,
web-authentication logout polling count AR A R OEGRRE 2 JE A I BEERT A S @) — -
L— ADIRET, BISEZRHREICEET 255 B E
BRELET,
web-authentication logout polling enable no web-authentication logout polling enable =<> K¢, O - -

—TEFHINT I 2 HEee i Bl CRBAEFE 20 0 R 0D A Aie 2 i H
Ll EnaBR 77U M BICHRELET,
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av U F4E EEA FRELE—F
[ o L
web-authentication logout polling interval RALE R ORI 2 B IR 5, B~ O — —
L—LDOR— U TRRERE LET,
web-authentication logout polling SREETE IR DEEEIRRE & JE WA I BE T A S 7 @) - —
retry-interval L— ADIRET, BISEZRHRICEXT 25 E MR E
BRELET,
web-authentication max-timer R AR E L £, O O O
web-authentication max-user B A CRAE A RE A i RKERGF = — AR E L £, — O O
web-authentication max-user (interface) Wy R — N CERAERIRE N I KRR — AR E L E T, O O
web-authentication port * A— MERRIEE — FERE L E75 o o
web-authentication prefilter no web-authentication prefilter % &% &, Web iZiE~ O -
L7 gV H NI UET,
web-authentication radius-server host Web #REEH O RADIUS Y — ME#REZHRE L E7, @) O O
web-authentication radius-server Web FRFERLH O RADIUS Y— AR, 74~V O O O
dead-interval RADIUS h— ~H#EIAT 5 £ TOERY A ~ Z2#7E
LET,
web-authentication redirect-mode URL U %A L7 MEREAZIRE, Web #Biton 74 Viim | O @) —
ERRASEDL TR }~ :z/b%': RELET,
web-authentication redirect enable no web-authentication redirect enable =~ KT, O O —
URL U ¥ A L7 MEREZTNCRELET,
web-authentication redirect ignore-https HTTPS V 7 = A MZxf45 URL Y # A L7 hai-L @) O -
F7,
web-authentication redirect tcp-port URL V # A L7 MERER N, AMEECURL Y XA L O O —
7 MitB L4571 —AD TCP 3R — F&E B & BN
ELET,
web-authentication roaming HUB 72 E &% H U TR LTZGEE k%, Voo ¥ | — @) —
72 LW TAHR— MNEE) L2 G 0mEHe (m—I v
7)) ERELET,
web-authentication static-vlan RADIUS #ar H R & g, RIKE=E7r & ¢ RADIUS @) — —
force-authorized H—R~D Y 7 TR l\ﬁ%ﬂﬁzﬁ# I, YR — MBS
7= FRGER G R % R OIS RERERF AR RE & L E 9,
web-authentication static-vlan max-user WA CEREE R RE e e NG F e — P AR E L E 1, O — —
web-authentication static-vlan max-user WEER— N CEREFATRE /e fr REREF L — VA B/ E L £ 1, O — —
(interface)
web-authentication static-vlan roaming HUB 72 P& U Tk LT Rars 2 im k%, Voo X O — —
72 LW CAR— MEEY LTS 0@ (m—I v
7)) EERELET,
web-authentication system-auth-control Web Zir&EHN LET, O O @)
web-authentication user-group 22— ID BB R EF N LET, O O X
web-authentication user replacement EOMWREZE IO —F ID THEHT G, &0 O O @)
‘1’_‘"}— ID Twuuﬂiﬁkyjfﬁ /DJIJO):"FA'bL 1D Twhuﬂ‘]j T
0 ET,
web-authentication vlan 2—YERGEE%, BICEID B %2 5 VLANID #3%7E L % — — @)
7
web-authentication web-port URL V %A L 7 MEREAZIMR, ARIEETURLY XA L O @) —

7 b ETH T L—20 TCP 555K — & B & BNk
ELET,
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(FLA)

: [EE VLAN £— F

i #4F v 27 VLAN E— K

L HY—F—F

BRENFIH/E-> TEEL £
— Ay RIFANTEETA, BIfELEEA
X:avwry FaeANTEEREAL

e
Ko<y FORTEL, #EAE— PO L ICHEL £1,

Ox % H

Wik DHCP r— a7 4 VL —varavwy R—E2ROFITRLULET,

£92 HEDHCPH—NI T4 45L—>30av K-8

AT R4 e

3 2

aits .

FTE—F

g L

default-router TIAT v NIEAATDN—E AT a B RELET, V—F4 T

varik, VATV IR TRy P EOAL—=HIP T KLV R (T 74
VR —H) L LUTHAMRERIP 7 KLATY, 9.6 WK DHCP
P—NOFHFE] DEICTTAT Y EIMERTHAL—XDIP T KL A
ZRELET,

dns-server 5L T NMIEFT A RAAL v R—LY—_"F T a v ERELE

R

ip dhcp excluded-address network 2~ RCHRELZZIP T KLAT—1LD o b, EAXRNS

432 IP 7 RLAO#PHZRE L £, [9.6 WK DHCP %— 0
RE] DEHICHFY hT—27DIP 7 FLAHIFAD I S, 7547 b
~DORANSERITZHIP T RLAZHRELET,

ip dhcp pool DHCP 7 RV A — UIHHRZHRTE L E7,

lease I IGAT v MNCEATHIP T RLADT 7 40 U — AB ] 246 7E L

9, 9.6 P DHCP % — DT OL 7 T4 T v bOMEH
THIPT7 KLAD U — AR 2% E L ET,

max-lease VIAT RN Y —RREHERE L TIP 7 L AZER LIRS, #F

BYD/RY) —ARHEZEELET,

network DHCPIZ X > TEMICIP 7 RLRAEEATHH Y NT—T DY TRy

FERRELET, EBIZDHCP 7 FL AT — L& LTRESND D
X, Y7 Xy b0 H, IPT FLAKRRA MEOE Y AT TOB L
VT RT1IDOT RLAZRW-HOTY, 9.6 Pk DHCP ¥—/30
WE] DEOICDHCPIZLE>TIP 7 FLAZEAMMTH Ry U —2 %
BRELET,

service dhcp DHCP =& FNT 24 0 F2 72— R ERELET,

KREZAT>TeA 2 HT7 =— AT DHCP X7y &S E LET,
9.6 W& DHCP % — "D#E] D& 5IZDHCP 7 7 A 7 FdEEfe
SNTVWDVLAN A V¥ 7 =— AR ELET,

(L)

: [#7E VLAN €— F

: ¥4+ v 27 VLAN £— K

PV H—FE— R
BRENFIZHE - CTEEL 7

—: av Y NEIASTEETR, BELETA

O < % H

9.1.2 Web REEDEREFIE
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Web FEREIL, FREOFIETHREL TSV,

9-1 Web BFEDEE FIE

V2R - FHIED
iAW F AT L—a

EEEEHZE 7 i— 7 & RADIUS tF — /5
tEHOET

19.2.1) =M

Web 352 P AMERE
19.2.2] &M
1
BROT T FEHOERTE

19.2.3] 2

RADI LS H— m\,TI«‘:'J'fJ:J:T-ar AT
CEEIUEL

19.2.4) &R

- BEBE

* RADIUS HF — 25ig 3R

- TR R
EHRED L -LREREY

CBEFT AN
R AL

- Web 3BEFH A

1_

THEAT 3 OEE
19.2.5) &M

—FIDRIEEAREHE
wRALETmN

d - 10 RIEEEE /7 DR E

15.2.3] &R

H— FRIEEEISAE
BRLITHT

fi AL

Y OEHE- P
wA LT T e

o e R RN

BEF ‘Wil £— FOERE
9.3 &R

HAFZwTWA E—FOETE
9.4 &R

LHFa—%x-FoEE
19.5) &=

FIEE DHCP H — 29 %
wHLI T

F1dL

FIEE DHCP B — AT
19.6) &M%

Web FRSFEEE BEIE DER T
19.2.6] &R
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258

—_

RILE— @ ar 74 7L—va v

SRAFT— Fib@EO o 74 7L — g VERELET,

o WALHX T V—7 L RADIUS $— MERORIE : 19.2.1 LS L—7 L RADIUS H— 3
DFEE |

e Web FBFEEEH IP 7 KL ADRRE : 19.2.2 Web i8R IP 7 KL 2D E ]

o BIFET— NILBEOHEI 0 77 7 MEMEOKRE : 19.2.3 #IFT— NL@EOHE 0 77 7 o
iE |

o RADIUS —="~T AU T 4 THEREEORGE 1 19.24 ThU o7 4 o ZHERERED

o Z—WHEAT T a VORE 1925 2—VUEAT T a L ORE]

o 22—V IDBRERFESRNOEE : 1523 BIHFXV 2 hpar 74 7L—vay (3) =—H 1D IR
AE TR OFRE R

o R— MFRGESFRORE : [5.2.3 FWiFHFRV A boar 747 L— g (2) A— FREREFSF R
D EH

T
[

7E |

e

HIRFEE— FOBRTE

BERAE—RDa vy 7 47—y a v ERELET,

REHBIZL->TE, MOFEFEE— REHLBIRDIGENHY £3, Ziuz >0 Tt I~E2R L T<
FEWV, ] ERHBLTVETOT, FUEFEZSRLTIEE N,

o [EE VLAN E— FOFKE : 19.3 EHE VLANE—RFOar 747 Lb—v g )

¢ ¥4 FIv 7 VLANE—ROFEE : 194 A FIv 7 VLANE—RKODar 747 L—3 32

o LHV—F—FRORE: 195 LHV—F—FRDar747b—r=a]

Wi DHCP - — D% &

#4577 VLAN E—F, LV —E— FOGEEIE, AREBONEK DHCP ¥ — %A TEET,
o N DHCP — O E : [9.6 Pk DHCP ¥ — D% 7E )

Web FRAEASHE D A 2L

I #%12 Web FRGHHSAE 2 A% E LT, Web sBREORREIFK T TT,

* 19.2.6 Web FRHEREDH L

BT — NI FROar 74 7L — g VERETARINE 20 £,
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REE—F

aVI749L—3 VERE

\
/i
=

¢ aaa authentication web-authentication
e web-authentication radius-server host % 72 /% radius-server
¢ web-authentication system-auth-control

[ 7E VLAN £ —

77 e AR— N THERTA5AE
e vlan <VLAN ID list>

* web-authentication port

¢ switchport mode access

¢ switchport access vlan

N7 AR—NTHAT LG

e vlan <VLAN ID list>

¢ web-authentication port

e switchport mode trunk

¢ switchport trunk allowed vlan
¢ switchport trunk native vlan

MAC A— b CHEAT2HE

e vlan <VLAN ID list> % 721% vlan <VLAN ID list> mac-based
¢ web-authentication port

¢ switchport mode mac-vlan

e switchport mac dotlq vlan

XAF v 27 VLAN E— K

¢ vlan <VLAN ID list> mac-based
¢ web-authentication port
¢ switchport mode mac-vlan

LHv—E— R

¢ vlan <VLAN ID list> mac-based
¢ web-authentication vlan

¢ switchport mode mac-vlan

¢ switchport mac vlan
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9.2 énn..\nIE:E F JE@: 4 7 L— =

ARETIL, TRROREAMN L KICERILE— FOFELHH LET, RADIUS — N EFFEZE R Y U —
7}%@* F%F X 0/19, 0/20 é’{ﬂ& L'({f)zﬁ Lij—o uLuEXT%jﬁﬁ*%@%é—éT F%F j: %‘wuu
EF— FOREFESRLTIEIN,

H9-2 HEA#EK

I TR TE D
e

RADIUS HH—J) 3
IF: 192.168.0.200

Web FREFEEFH IP 7 I L2,

10.10.10.1
< /
0/19

0/20 /

- FBIEIEE2HE-FESR

FiRE

C

ERCT R -
(@EZTERE-L

Web FEFHE  HETD LA
MAC @ 12345600, e001

9.21 FREEAKYIIL—T & RADIUS H—/\EHRDHRE
(1) BEEARTN—TORE

[BREDRA > +]

Web BFEDOFBIESF R/ N—TEHRELET,

Web JBiEtE CHAT2HEET 740 b a2 1= N, GRIER— M CHEMATIBIEF XY A &2

YRURELET,

1. #EET 740k
AT, HEET 7 40 b (DpijiJE% RADIUS #BGE L v —H LGEGEE L, @547 (RADIUS
P — A7 ) 12X RADIUSFRREICRIR L7 & &3, m— I BREEFETTHLIOHREL
7
728, RADIUS #FEGBIC L » TRFEIZARR L7 HE121E, TORATRAEEARTL, a—h1
FREEITWE R A,
o B — VRS RULE Web F8FEDB 2 H L7, 19.7.2 P Web 7L DB 0%k %

B LT, AREE IR Web 387E DB 284 L T2 &0,

2. FAEHFAY 2 K
FRRE AU X MZHEET 5 RADIUS — 7 L —71E#IL, "Keneki-groupl" &
"Keneki-group2" # & EH & LET,
FRREF Y X MZoWTiE 1522 FERELFRY R b 2L TS E &0,
RADIUS H— 7 L—7HEHRICHOWTIE, [5.8.1 LA ¥ 2 BFEERE CfF A9 5 RADIUS H—/3
B a7 47 v—var A4 RVoll8us A4 &%= U7 4 & RADIUS) #2H LT
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S,
(a7 FIZ&kBEE]
1. (config)# aaa authentication web-authentication default group radius local
@\ T 7 40 FORGES R, RADIUS Ak X, m—H AR RONEREICRE LT,
2. (config)# aaa authentication web-authentication end-by-reject

RADIUS F8RE TER S NIH AL, TORRTHRAEZR T L, B —HARRGREEZITORN & 9 ITRE
LET,

3. (config) # aaa authentication web-authentication WEB-listl group Keneki-groupl
FRRESF AU X R "WEB-list1" |2, RADIUS #—/\7 /L —7 4 "Keneki-groupl" % E L 7

4. (config)# aaa authentication web-authentication WEB-list2 group Keneki-group2
FRRES AU Ak "WEB-list2" |Z, RADIUS $— 37 /L—74, "Keneki-group2" ##% &€ L £ 7,

CEEEIE]

e MET T /NN MNERELE LI L&, EET 7 40 b OFRGES A CRRGE L 72K & 8 iE gk L £
7T

o WGEHFAY A M ERELT L b X1F, Yikalib =Y X b CTHGE L 7R 2 385k L £ 97

* aaa authentication web-authentication & EA WKL 2 — W AFRAEAF N E 720 F9,

o SHAIGEREMEREZ 3% & 1%, EkFd=~ 2 RC ldefault group radius| 7ZIREL TS EE W,

o — VAR, $£721X RADIUS #3GE & v — W VEGREOERIEE % (FRRo L 5 2eskE) L

TR TEEEA,

* aaa authentication web-authentication end-by-reject Z i EL L L7= & X%, Web FEiEDEAER
FrUi A 2 SRR U E T,

(2) RADIUS H—/\{EHRDERTE
(a) Web :REF=EH RADIUS H—N\%2FHT 3154

[(BREDRA > K]
Web BFE/Z T T H 3 2 385EEH RADIUS — N\ ERARE LT,
RADIUS % — R EEZ AT H7-D121%, IP 7 L2 & RADIUS #ORENSLETT, a7 4
7' L—3 3 3~ KN web-authentication radius-server host TIXIP 7 KL AT OE S AIHET
9723, RADIUS #%5%ET 5 F CIIFEEICHEH S EE A,
FTo, ARBITIEIEHARTIREEIZ 22 > 72 Web RIAEEH RADIUS $-— "%, HEVMERT SEH L 1~
(dead-interval Ffff]) HF%E L ET,

[a7 Y FIZkBE%E]

1. (config)# web-authentication radius-server host 192.168.10.201 key "web-auth"
Web G20 TEAT 5 RADIUS — D IP 7 R L 2B L RADIUS 2 #E L £, ZOHA,
auth-port, acct-port, timeout, retransmit I3 REERFOMMENFEH SN E T,

2. (config)# web-authentication radius-server dead-interval 15
X L7z Web 8iEEH RADIUS % — A_"BEHARAIREIC R o7 & X112, BAEEIRE COBEHY A~
(dead-interval F§ff]) % 15 3ICERE L £,

CEE=1E]
o RIFWMARERL, LA RADIUS — NEROFREITHENE T, Web #BFEH A RADIUS H#—3\1F
& YL RADIUS B — NEROM AR ED & & 1%, RADIUS ¥iE4 £ T& ¥ A,
o Web 83EHH RADIUS ¥ — {F#i, REBESETRRK4Z M) ECTRETEET,
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* RADIUS #, TEREEL, ISEZ A L7 v MEMzEKBLIZL XL, thEhary 747 v—vay

2= K radius-server key, radius-server retransmit, radius-server timeout D% EIZHEVVFE T,

(b) LA RADIUS —N\%ZERT 558

LA RADIUS % — DR EIZHOWTIE, a7 47 b—var A KVoll 8 ur A rtxals gk
RADIUS| &ML T ZEW,

922 WebFRERAIP 7 FLADEERTE

[BREDRA > K]
Web muthE%ﬁH@ IP7 K LR & KX A /%%Eﬁﬁbiﬁ_o

[A< Y FIZ&KBERE]

1. (config)# web-authentication ip address 10.10.10.1 fgqdn ax1240s.example.com
Web fBFEE MO IP 7 KL (10.10.10.1) & KA A U AEBFRELET,

023 REE—FHBOBHOI T FEHDOETE
(1) BREGEEORT

[BREDRA > +]
RBRERT A — P OR R HEE R R 2 R E LR, ORI 2 EE 5 L, ABMICr 77U R LE
R

[a7 Y FIZ&BEE]

1. (config)# web-authentication max-timer 60

RORIE Zr —F D KAEe e ] &2 60 3 ICixE L £ 7

(2) BHHIL—LZEIZXBO057 9 FEEHDETE
[BREDRA > +]

PRREE A DUER NG OFFR 7 L — LB L v /7o "NRFERELET,
[A< Y FIZ&KBERE]

1. (config)# web-authentication logout ping tos-windows 2
(config) # web-authentication logout ping ttl 2
RE LT TOS B L TTL O MG —E LSS, HMiEMAC Y NLADKL BEim 77

024 THOUTAVIEREEDERTE

[BREDRA > +]
Web F8FEDT D T 4 v 7 1E#HE RADIUS — N~FEET DL IORELET,

(37> FIZ&kBEE]
1. (config)# aaa accounting web-authentication default start-stop group radius

RADIUS y— AT H U T 4 v TIEREEETHLIOIRELE T,
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925 A—YYEATL a3 DERE
[BREDRA > +]
1 D@jﬂwﬁjifﬁf*ﬂ@iﬁ# ID Tub uEﬁkyJ?(ﬁ —, %IJO):L“_“'H; ID Tuu thET k f@éj"*‘y_@%}ej—7‘jf/ =)
VEFRELET,
[av Y FIZ&BEFE]

1. (config)# web-authentication user replacement

WA T a v ERELET,

CEEEIE]
o 2 —WYPRCTIRGERTI Liz=2— ID 28GR L T, KHDO2—FIDICRED £ A,

9.2.6 Web sREEHEREDHZNIL
[BEDRA 2+
Web s8R0 a7 ¢ 7 L—v a VB ER, Web iiF2 A LET,
(37> FIZ&BEE]
1. (config)# web-authentication system-auth-control

Web i ity thE%ﬁ)‘jJ L i To

[5Iz$lﬁ]
Web FBAEORELZ TR THRT LTHhE, Kavry REHREL T ZIV, BHORIETHRILL A 21t
ﬁ—ék, quS'%E&@TjJW/Fﬂ7ﬁ>%ﬁéﬂ5%Aﬁ)%@iTo
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9.3 [EXE VLAN E—FnDaY

J49L—3Y

9.1 Web 3t
FLH O EE L1299 2T, ROKOFNEIZHE - TH

a0,

& 9-3 [E%FE VLAN E— KDOHREFIE

19.3.1) M

URL ) &7 L- & hlREE
ERELE TN

19.3.2) B \

19.3.2)

BEhw &7 fE
EELETIT

r9.3.21 M

BREE 2 ~EE
EELETHY

19.3.2] &M

SERETELR - M &
EELE TN

‘ 19.3.2) B \

|

Mo

DaryT7 47 b—yar] BIO 9.2

-
-

EFFEE— FEFO T 4 7 L— a2 |

FVLAN E— FDar7 4 7 L—3i g 2R ELTL

B3 AHE
SHELE TN

19.3.2) &M

ETEHRRAF R — b SRR
EHELRTHT

19.3.2)

{ER! Yeb SREFERmE
EELETI

19.3.21

SIS [P T B e R
FESELETT

5.5.2] & |

et
28

%

1. [E& VLAN £— Ko

EOMMIL, FEEBBLTZEW,

BOE : 19.3.1 [EE VLAN £— FD

Eun=—4

ax fE |

2. URL U & A L7 MEREDRE : 19.3.2 FEFFEAEICET 2% E (1) URL Y XA L7 MEREDRIE]

3. WFEFKEh#E O HE#E R URL Of%E : [9.3.2 FAFAEICE T 530E (2) A% O HEh% R URL
DFRRE |

4. HEh 770 MEMFEORRE : 19.3.2 RIEABEICET2HRE (3) HEIn ST v MO E)

5. RRFFL—EOHE : [9.3.2 FIFUBUCET D% E (4) mKBIAFL—VEDORE ]

6. MHIFRAEAR— FORRE : 19.3.2 WIFUEIZEIT HRE (5) HAIFRIER — N O E]

7. =7 ORE : 19.3.2 HIHLEICETHHE (6) v— 7 GEREAAMADR— MNEENEE
) DRRE
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8. FRAFFRANDERE : [9.3.2 FEFEUHLCEIT DERE (7) FRIERRIM DR E )

9. fER%] Web FRIEMAEIORE : 19.3.2 FRIFIICEAT H5kE (8) A— T & OEF] Web FRFEM T DX
iE ]

10.38FEH IPva 772 AU A NORRE : [5.5.2 FRAFHA IPve 727 AU 2 FDFRE ]
AT AICALE BN O DHCP $—/NF 7213508 DHCP % — 3506 IP 7 RV A ZFAA T 2% A1
FUGERTICHRI G & 72D DHCP H— Ll TE D L ) GERH IPve 7 72 A U 2 h D% ﬁ@%%f#
ST 15.5.2 FWAFHHA IPvA 7 7B RA Y X FOFRE] 2B LT EE N,

9.3.1 [EE VLAN E— FDHTE

X 9-4 [EE VLAN E— KD HI

PEHAC T oA TES
Foy FO=5

RADIUS H—2 4
IF: 192.168.0.200

AIRE i
: L :
' 0s20 ]
; | ety lleb EEEIHAIP TR LA
; 0/3 YLAN 30 : 10.10.10.1
HUE 192.168.0.1/24 (@HA IR

T L
-

2 = =
Web FEEENTER  HEFU LA
MAC @ 1234.56 00,2001

(1) Eﬁ‘?\%l—tﬂ_f_ I\ m.\nL—I:Fﬁ VLAN 'IH#E@;&E

[BREDRA > +]
[EE VLAN &— R CTHEHT 58— MZ, EE VLAN E— F&REEH VLAN HHRAREL £,

[A< Y FIZ&KBERE]

1. (config)# vlan 30
(config-vlan) # exit
VLANID 30 8% E L £,

2. (config)# interface fastethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 30
PREEAT D MR BB SN TVWDR—F 08 %27 7B AR— K LTHEL, idakH VLAN30 %72 7E L
7

3. (config-if)# web-authentication port

(config-if)# exit
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H— k 0/3 IC[HE VLAN £ — RZ45E L £,

(2) VLANA A2 7x—RIZIP7 RLRZEEFE

[(BEDRA > F]

Web fBFETH T2 VLANIZIP 7 FL A EZRELE T,
[a< > FIZ&BE%E]
1. (config)# interface vlan 30

(config-if)# ip address 192.168.0.1 255.255.255.0

(config-if)# exit
Web #83E T fH95 VLAN 30 ICIP 7 KL A Z#FELET,

(3) R—rAEBREARKDBIAEARX) X FREDHRE

[BREDRA > K]
RN— FRRGE T RORFE SN A A ERELET,
ARV X b oEiFEidRo 19.2.1 IS —F & RADIUS — MEHRORE (1) RS
R N—TDRE] B LT TEEN,

(272 RIZKBERE]
1. (config)# interface fastethernet 0/3
(config-if) # web-authentication authentication WEB-1listl

(config-if)# exit
R— b 0/ IZFEFEH Y A M4 "WEB-list1" # 5% E L £77,

CEE=S1E]
o AIEHRRERE, 19.2.1 FIEHRX T L—7 L RADIUS — NEHROKE (1) RiEHFK T L —
TORIE] OWEET 7 4V M- TRAEL £7,
o R— MIRE LRSI R M &, BEEFRITNV—TOFEHFX Y 2 MR —8, F7iT
FERFR TN =TI LW E &1L, FEET 7 40 M- TRIEL 3,
. Webnou‘_E@:-‘—_H-ID%IJnmuﬂEjjt ?oJ:Ul/iJ V—E— NI ETE £t A, T 15.2.2
WFEHFRY A b ZBRLTLLIZEN,

9.3.2 FEFEMEICEHT HERTE

266

[EE VLAN £&— ROFREHLHEIC T 28/ EEZHA L £ 7,
(1) URLYAA LY FEREDRTE
(@) kRYHIRSTY FO TCP 7R— FERTE

[BREDRA > K]
UEZAVZ bO ) HARTy bR ET D500 TCP R— MESERELET, 774/ F TCP =
80, 443 LAFRIED TCP N— b&FZD/T v MR LERD £T,
a7 4 7 b—v 3 av s R web-authentication web-port T http 35 & O https @ TCP &~ — &
FEA TETOBMRETHZ L b TEET,

[av Y FIZ&BEE]

1. (config)# web-authentication redirect tcp-port 8080
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TCP 7~ — F &5 8080 ZBMXE L7,
(config) # web-authentication web-port https 24000
TCP & — N & https ¢ 24000 ZBIHE L E T

CEEEIE]
2OoDa<wy RCRLZDBMNA— MNEFEHRE L L XL, EROFR—NEFELL&a~vr ROBEMN
A= FEERENAICTRY T, R—0BNA—  EFEZRE L E EOENED, 18.2.2 R
e (2) URLY XA L7 hME#E (a) URLY XA L2 h MYy N TCP AR— NEFOBMN %
ZHRL T &N,

(b) AT A U BEETR FOLERE
[BREDRA > +]

Web nuniE@ URL ) 54 v F*ﬂ% H# U74 /%f}";&ﬁzé"d‘é7\j ]\j/l/;dbf H/E_’L/ij—
[av Y FIZLBEE]

1. (config)# web-authentication redirect-mode http

Web ubuE@ URL ) 5’4 1/7 ]"*7%% Thttp %ﬁﬁb\i‘g—o

(2) REIRIZED BEFER T URL DERTE
[REDRA > R

PRI IR N T 7 2 245 URL 2% € L £,
[a< Y FIZ&kBEE]

1. (config)# web-authentication jump-url "http://www.example.com/"
FREEALTH# 1 http!//www.example.com/ Dl & FR S ET,

EEEIE]
av 74 b—varavy NCIEEE URL ~BET5ETORE (741 58) b EFTE
F973, [EE VLAN £— R CIERERE T, T 74/ MEFE L 0 EOERETHEE URL 2 F RS H
TonE XFEFE LTSN,

(3) BT T FEHDERTE

(a) mAEHRFRORE

KFENL, Web BiFDOEFEt— FCcdmcd, 9.2 @Rirt— Fmo=r 7471 —323229.2.3
FRREE— NLBO A 77 U FEHFORE] 2L T X0,

(b) FREEFAHImR D MBS EREAEDRE

Web #GEDEE VLAN € — RE721E4 45 v 7 VLAN E— RBREE oo b &, av 74 71—
v 3 3~ K web-authentication auto-logout Z 7% E L 72 < CTHAMBEIXEL &2 0 £,

2B, a7 47 L—3 3 a~<r FTno web-authentication auto-logout 5% &35 &, HEn /7o
FLEEA,

(c) FREEFE AR DERERMAEDRE

[EQE@?I’W v k]
FORIENT A1 AR DHse & Bl 2 PEf B S RE 2 AR E L £ 97
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[a7 Y FIZkBE%E]

1. (config)# web-authentication logout polling enable

B e 2 AN RRE L £
2. (config)# web-authentication logout polling interval 300

Bt 7 L — 2 OR—U 7R Z 300 FICRE LT,

3. (config)# web-authentication logout polling retry-interval 10
Pl 7 L — L OF LRI 10 ICRE L £7,

4. (config)# web-authentication logout polling count 5
R 7 L — A O PSR 5 [AICEE L £,

(d) ¥k IL—LZEFHOHRE

ZIK;QH/:E_’j: Web uLAuJ‘_E@ﬂE‘uL,uJ‘.E:E’_‘I\VC;E‘ Tj— r92 £nuthE;E’_‘]\ij5 D /7/]’71/“_“:/5/923
RAEE— FLBEOBEIR 77 U FEFORE] 2R LTI EIN,

(4) :E_kuu.,\nIE:L -'j-ﬂﬂl E&E
[BREDRA > +]
[EE VLAN & — N CRRGEF R iR R — VAR E L T,
ﬂ%imuf RETHES I e— a7 40 L —2 g 0 F— RTHREL, R— MNEATHRETD
BlIIYUER—rDary 74 L — g v E— R TRELET,

(392 RICKBERFE]

1. (config) # web-authentication static-vlan max-user 30
Web iGE nquTﬁEfﬁﬁikl_#ii%Jtlﬁﬁikf 30 . —H IRELET,

(5) gﬁﬂ'—ﬂ] an.\nIE#_f_ l‘ @E&lﬂi

[BREDRA > K]

H/:E VLAN &— ]\‘O);d‘%ﬂ{— ]\VC\\, 9§ﬁﬁ”muuﬂzé.}u$‘[jﬁé R— ]\ %’L jﬁjﬁo
(272 RIZKBEHRRE]
1. (config)# interface fastethernet 0/3

(config-if) # web-authentication static-vlan force-authorized

(config-if)# exit
T I‘ 0/3 %ﬁﬁfﬁﬂmwﬁﬂ‘*— }\ ﬁbi#o

EESIE]
TREIFEAE R ZHE IS/ 5 & X%, FRRESRUZ RADIUS #BREZE T 2R E L T3V, LTFD X 5T
U“‘jjfl/wunﬁ RADIUS wunﬁa)ﬁﬁ% ﬁbf;& % j: gﬁfﬁumun Hﬂ::le ?’E)ij]ﬁzbi“@.‘/\/o
¢ aaa authentication web-authentication default group radius local

* aaa authentication web-authentication default local group radius

6) A—3>4 (BIEFHEROR— FBBBEFT) OFE

[BREDKRA > ]
& VLAN £— R CIREFFE A DM RE, N—br U 7 Z 7 LARAVWTHOR— F~BE L THEER

268



9. Web PRBIIDEHRTE &ERA [AX2200S] [AX1250S8] [AX1240S]

CRELET
(22> FIz& B8]

1. (config)# web-authentication static-vlan roaming

RAEFE AR 2 N— PRI L2 5EE, WmEaik L9

GEE=3IE]
2= 7 OWERRERGIL RO LBV TH,
o BRI L OBENIES, EE VLAN £— Rxtgr— b
o BHRTl L OBEI4E2Y, [F— VLAN

(7) ERBEERRSN DERTE

[EE VLAN €& — P CTRRER G4 & F 2 R — PR ZHE L ET, ABITIE, ROKIRFTR—F 0/19,

0/20, BXOHATY v Z i8R E L TRELET,

& 9-5 ETFE VLAN E— KDREERI D5

I TR TE D
e

RADIUS HH—J) 3
IF: 192.163.0.200

FEE! i
: oy :
; 0/20 :
; | @—lpleb FEEFHAIP T F LR
i ?3 YLAN 30 i 10.10.10.1
HUE 192 168.0.1/24 Ot

Web RFHE ﬁ:ﬁﬁpﬂ(mﬁ)
Mac @ 1234.5600.<001

(a) FBEERRSMR— FDERTE

[BREDRA > +]
[ VLAN &— N CRIEZ BRI T D8 — Mkt LTlE, BEEE— FERELEFA,

[O7 Y FICKBERE]
1. (config)# interface range fastethernet 0/19-20

(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 30

(config-if-range) # exit

VLANID 30 ®AR— K 0/19 £ 0/20 %, 727 AR —FELTHELET, BiEE—F

(web-authentication port) 13#%/E L £t A,
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270

(b) FREERRSMIRRDERTE
[(BREDRA > K]
[EE VLAN £ — N CRAEZ BRAT DMK DO MAC T KL 2%, MACT RL AT —7 MCBGELET,
[av > RIZkBERRE]
1. (config)# mac-address-table static 1234.5600.e001 vlan 30 interface

fastethernet 0/3
VLANID 30 @A — k 0/3 TRIEZ AL THEIEZFFT 5mAKRO MAC 7 FL 2 (KNOILHT Y

XD MAC 7 R LA :1234.5600.e001) %, MAC 7 RL AT —T7 /I ELET,
(8) R— kT &L DEFRI Web FREIEIE DR E
[(BEDRA > F]
-/:F_VLAN:E“_‘]\@;:ALJHEXT%T ]‘T’fﬁﬂqj_é'ﬂﬂ%” Web muu ﬁ@ﬁxﬁ-&774ﬂ/t/ ]\%%P/‘Z
ELET,
1. (config)# interface fastethernet 0/3

(config-if)# web-authentication port

(config-if) # web-authentication html-fileset FILESETAAA

(config-if)# exit
A— b 0/3 THEMT D5 Web FBFEETE D H A F LT 7 A/ M "FILESETAAA" #3¢ & L E7,
(BAZ LT ANy M4, EH 2~ | set web-authentication html-files CAEEE (25 Hk L 7=

LR ERELET,)
BE==
1. Ka<=  RERETHR—MI, HonrLHar 747 L—3 g2 a~< 2 K web-authentication

port ZF%E L CTL 72 &0,
2. &3] Web FRFEBIIDH A X LT 7 A )ty ME, #H 3~ K set web-authentication html-files

TAEBEICRGF LT EE N,
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94 HAA4FZIVHVIANE—KDaYT445L—>3
>

9.1 Web#FiED a7 47 Lb—ray] BIO 9.2 2t — Ft@Eoary 740710 —v 30 (12
FHOBRELE L9 2T, WOKOFIEIZHE>THAF Iy 7 VLANE—RDa v 74 7L —a &Rk
FELTLZEN,

9-6 X4+ 3v4Y VLAN E— FDOHREFIE

19.4.1) B |

URL 1 A L& piligE%E
EELETHY

B~ 3nNE
SBELERTT

[9.4.2) B |

19.4.2) B |

B S el W
EERELETI

I_Nu:n

STERERRTATRD HEnsT UBL &
ERELE TN

19.4.2) B |

‘ 19.4.2) B \

TRIEH Vb STEEERE
SELETDY

HEho &7 o &4E
ERELETT

19.4.2) B |

19.4.2) B |

RASIEEL TR
EELETIN?

SEFEA [P 7 212 20
hEERELE T

19.4.2) B |

N

SERISESET — b &
EELETHY

| o4z mm |

(]

BREDFEAL, TrizZRLTlEZawny,

1. #1473 > 27 VLANE— KOHE : [9.41 #AF3I v VLAN T— FOFHIE)

2. URL VXA L7 MEREDORRE : 19.4.2 FRIEAAFRICEIT A3 E (1) URL Y #A L7 MEREDRIE]

3. BRAERKII% O A Eh#E R URL OF%E : 19.4.2 MMLL IR 23 (2) REERIh#E O H#E R URL
& URL B8 CORF O E]

L BEIR T Y NEBORRE  [9.4.2 FRAHAEICEAT 5EE (3) BEIR ST U MERHFORE]

5. IRRBFFL—EOHE : [9.4.2 FFFLUBICHET HE (4) RKBIAFL—VEDORE ]

6. PEFIFRAEAR— R OFRE : [9.4.2 WILFRICBET 25 E (5) MHIFEIER— b DR E ]
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7. =V ORE : [9.4.2
FFAD) DRWIE
8. WREFRADORE : 19.4.2 WFFLEE Béja“é%“ﬁé (7
9. {53 Web FBFEME D% E : [9.4.2 FHFFALEL
iE |
10383 H IPvA 7 7 2 U X FORGE : [5.5.2

FRAERTHE AR
FREERTICXRI SR & 725 DHCP H— 3 &
AT 15.5.2 FWEFHEA IPva 77 R Y Z |

A4+ vy VLAN E— FDHTE

®9-7 #4F+3v% VLAN E— FOHERE

9.4.1

I TR TE D
e

RADIUS HH—J) 3
IF: 192.168.0.200

RREALBIZ BT DR%E (6) m— v GRAEE AR DN — B Ed(E

FRREBRSF DR E |
BT 28 E (8) &— KT & DOfE%] Web 38

H [ D%

AT l?l

RFFEA IPv4A 772 AU A N DRRIE]
WCARZEE N D DHCP Y — /N 7213485 DHCP H— "\ 6 IP 7 KL 2R &3 54
WETEDLIRAHEMIPvA T 7 AU A FDORENLETT,
DRE] 2ZHRLTIEI N,

i,

YLANA00 €0
AN -
192.168.40.254

-
0720
VLAN 400 . 1m.10.10.1
_______________________ 4 [ Yoiclesed
[ HLE ‘ 192.168.40.1/24 OFEES

192.168.0.1/24

MAC: 1234.5600. 2001

(1) FBEER— b+ &EBEEH VLAN 1B DEE

[BREDRA > k]

45y 7 VLAN £— RTHEMAT LR — M, #1473 v 7 VLAN E— R L3RGEH VLAN i #%

BIELET,
(22> FIz& HHE]

1. (config)# vlan 400 mac-based

(config-vlan)# exit

VLAN ID 400 {Z MAC VLAN ##&EL 7,
2. (config)# vlan 30

(config-vlan)# exit

VLANID 30 ##% & L £7,

3. (config)# interface fastethernet 0/5
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(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 30

RAEZAT ISR SN TVWDH AR — b 0/56 % MAC A"— b & LTRRE L, #AEAT VLANSO #48E L
9., GEAE% VLAN (X [5.4.3 MAC VLAN O H& VLAN #14 ) [ckvE v 24<TonEd,)

4. (config-if)# web-authentication port
(config-if) # exit
AR—=Fr0BIZHAF Iy VLAN E— REHELET,

(2) VLANA VA7 —R[IZIP7 KLREZERE

[(REDHRA > K]
Web G8GE Tl 9% 58GERT VLAN & G8GE% VLAN (IZIP 7 FL A Z@GE L £ T

(272 RIZTKBERE]

1. (config)# interface vlan 30
(config-if)# ip address 192.168.0.1 255.255.255.0
(config-if)# exit
Web i E uET'@EﬁHj—énu nIEHIJ VLAN 30 (ZIP 7 KL & %f H/:F: Lij—

2. (config)# interface vlan 400
(config-if)# ip address 192.168.40.1 255.255.255.0
(config-if)# exit
Web 8L T 5387E#% VLAN 400 (IZIP 7 RL A AR E L £,

(8) R—rRERREARKDZBEAX) X FREDRE

[(FREDRA > F]
A= MIFERRESF ROBFEFRY A M EHRELET,
FAET Y A FoREFRIRD 19.2.1 FREEHFX I L—TF L RADIUS H— A EHROFE (1) RIS
RN —TDORE] 2R LTTEIN,

[av Y FIZ&BEFE]

1. (config)# interface fastethernet 0/5
(config-if)# web-authentication authentication WEB-listl
(config-if) # exit
R— b 05 IZRBFES A Y A 44 "WEB-list1" 25 E L £ 7,

CEE=S1E]
o RIFHARERL, [9.2.1 FEEHRINV—F & RADIUS —IEHROBE (1) BiEHFRT—
7@§EJ@&%T7iw%»%OTM£Li¢
o FA— | ;E&ffbtmiﬁﬁ)x b%&, FRREF RN —T OFFESF A Y A AP AR—, FEER
AEFRIN—TIFAE LN E & 1E, EET 7 40 M- CTRAEL £ 7,
o Web fRFED = — ID BIERFF =, %iUVﬁ/—% RIZOFHRETE A, FEMIT [5.2.2
PR AV A b 2ZRLTIEEND,
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9.4.2 FREINIEICEET HEETE

274

%4 F 3 v VLAN £ — FORERHLEICET oRELHHA L £

(1) URLYSA LY FEBEDRTE

[EE VLAN £— F ERIERTY, 19.3.2 FRAEELICET D E (1) URL Y ¥ A L7 MEREDORE] 25
LTS ZE0,

(2) RERMIZOBEIRTT URL & URL #E1FE TORBOEE

[BREDRA > K]
RRER 4IRS T 7 29 % URL & URL ICEET 5 £ TORMAZRE L £,
[ FITKBEE]
1. (config)# web-authentication jump-url "http://www.example.com/" delay 30

FREEARTHEE, 30 Bk L TH 5 http//www.example.com/ D[ % F/R S £,

CEE=S1E]
FREERT VLAN 7> HE23E#% VLAN ~DH) 0 B 2 C, WIEMKDOIP 7 FLALHERMLE L 5720
URL BE £ TORR %% 20 ~ 30 HRE TREL T IV,
BN DHCP H— N CRREERTOMRIZ IP 7 KL AEAT L TV DA (57 44 b Y — AR 10 B
H;HMMﬁWANTEﬁDHMH%vm@JP7hvx%m LET, 20, RGeS,
5, F8FE: VLAN BE S IREIC/R D £ T, 20 ~ 30 WERELDIGAENRH Y 7,

(3) BEIRY T FEHDRE
(a) BAREMGERIDRE

fogm'_._’i Web uoutE@ﬂiubthE%“_‘ ]\Tij\:LTj— r9.2 j”:‘nunJ‘_E;E““ i@ =2 /7/]’7 Lr—332923
RREE— RO B#Ie 77 U MNEFOBRE] R LT3N,

(b) FREEFAImARDBBIEERBAEDRTE

[EE VLAN £— R L FERTY, 9.3.2 FEFRLPICRIT2RE (3) BEn 77U MRMAOBRE (b) #RGE

EHIMADMREERMBEORE] 23 L T3,

(c) BHRIL—LZEEZHOHRTE

ZK;QH/:E_’ :i, Web mouE@ﬂimouE:E— NNEE: ST Tjﬁ r92 j‘:muuﬂi% FH@o = /7/]'7 L—329.2.3
FREE— NLEOHEI R 77 7 FRIFORE] 2R LTSN,

(4) :E_j(un.,\nl—l::l- -Uhﬂﬂl Eﬁi

[(BREDRA > K]
X4 F X v 7 VLAN &— R CRGEA IR R — PR AR E L £,
ﬂ%‘imu’c RETHERII 0 — a7 4 =g = R THREL, "— N TRET D
BARIINUYR— b Dary7 4 L—a ryE— R TRELET,

[a< Y FIZkBE%E]

1. (config)# web-authentication max-user 5

Web FBGE CRRAE AT RER I K — % 5 2 —FITREL 7,
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(5) EHIFREER— FDFRE

[BREDRA > F]
445X v 2 VLAN E— FOx K — T, MIFGEE # 7 L THI Y %4 T 5387E% VLAN % i
ES

[A< Y FIZ&KBERE]

1. (config)# interface fastethernet 0/5
(config-if) # web-authentication force-authorized vlan 400
(config-if)# exit
A— K 0/5 T, SERHFRFEZFFAT L CEIY Y THEFE% VLAN @ VLANID 3% E L £ 7,

[FE=1E]
1. a7 47 L— 3 2= Kvlan T macbased #E (MAC VLAN #%/E) LCTW\2% VLANID
ERELTLIEEN,
2. WEFRREAE I D & &%, FRAESRUZ RADIUS FRGEE T%Eﬁff LTL7EZEWn, UTD LD
2w — 71 )VERGE - RADIUS 7% pﬁﬁﬁﬁféf RE LT & XX, SEHEEREERE L CHLEMEL EH A,
¢ aaa authentication web-authentication default group radius local

* aaa authentication web-authentication default local group radius
6) A—=2y (RIAFHmARDKR— FBENRENT) DETE
[(BREDRA > k]
574'7“ v 7 VLAN &— N CRFEF A DR E, R—hV I F T LN TOR— h~BE) LT
1|:|TFJR: uiﬂﬁiﬂbiﬁ—o
(a7 FIZ&BETE]
1. (config)# web-authentication roaming

RAEF IR Z R— MNEE) L2580, BEEAE L ET,

CEE$E]

n— X 7 OBIETHER AT TRO LB Y T,

BB L OBBIHS, ¥4 )3 v/ VLAN £— FEGR— b
(7) FRREBRS DEXTE

#AF 3 v 7 VLAN & — R CRIES G4 & 35 R — MR 2 E LE T, ABITIE, ROKIRT R—
~0/19, 0/20, BLOHMT Y 2 Z3REFRS & LTROE L £

275



9. Web BRBEEDEHRTE &ERA [AX22008] [AX1250S] [AX1240S]

9-8 443 v% VLAN E— FOFEEERSN DRI

PEHHIT A TES
Fy o2

RADIUS H—J1
IF: 192.168.0.200

YLA400 T
ol b bz

D REEEEEEEEEn) SErEEE —.  192.188.40.254

o
0/20 !
| @ty lieh ST IP T F L2
VAN 400 10,1010, 1
192.168.0.1/24 [ HLE ‘192_133_40,1;24 @ Bt

Wb EEIHE  HETUL S EEER
HaC : 1234 5600. 001

(a) FBEERRSMR— FDERTE
[BREDRA > k]
RBREERINT DR — b 2T 7 BEAR— ML LTREL, BAEE— FERELEEA,
[37 Y FIZKBERFE]
1. (config)# interface fastethernet 0/19
(config-if)# switchport mode access
(config-if)# switchport access vlan 30
(config-if) # exit

VLANID 30 DR — K 0/19 %7 7 EAR— & LTCHELET, #iEE— K (web-authentication
port) IIFHE L EH A,

2. (config)# interface fastethernet 0/20
(config-if)# switchport mode access
(config-if)# switchport access vlan 400
(config-if) # exit
MAC VLANID 400 DR — K 0/20 27 7 EAR—FE L TRELET, GEE—F
(web-authentication port) (IF%E L FH A,

(b) FREERRSMERDERE
[BREDHRA > +]

PRREE R T DR D MAC 7 KL A%, MAC VLAN & MAC 7 KL AT —7 )W Z8E L E T,
[O< Y FIZKBEEE]
1. (config)# vlan 400 mac-based

(config-vlan) # mac-address 1234.5600.e001

(config-vlan) # exit

SREFABRANT S MAC 7 FL 2 (RIRNOIEH T Y 20 MAC 7 KL% : 1234.5600.e001) %, MAC
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VLAN ID 400 IZ5%E L £ 7,

(config)# interface fastethernet 0/5
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 400

(config-if)# exit
FRREAR— MMZBRAMRA N BT S MAC VLAN ID 400 2% E L 7,

3. (config)# mac-address-table static 1234.5600.e001 vlan 400 interface

fastethernet 0/5
MAC VLAN ID 400 ® 73— b 0/5 CRiE& o L CGRIEZFF A9 5KD MAC 7 K L2 (N DA

7Y 2D MAC 7 LA 1 1234.5600.e001) %, MAC 7 RL AT —T7 /WIHELET,

CEEFE]
MAC 7 RV AT =T /MIERIERIMNGER D MAC 7 R L AEZRET DRI, BRINGRDPFTET 2R —

MZ MAC VLAN @ VLAN ID Zg% & L T 7230y,

(8) 71_:_ ~ i&@{@ﬂ” Web &2 RO ﬁo)

[(BREDRA > k]
ﬁ’r 7 v 7 VLAN £— F‘@WL‘DEX—J‘%T\— ]\T'fﬁﬁﬁﬂdéﬂﬂgu Web F8REBHI DN A S N7 7 A )Lk v
MM ERELET,

1. (config)# interface fastethernet 0/5

(config-if)# web-authentication port

(config-if)# web-authentication html-fileset FILESETBBB

(config-if)# exit
A— bk 0/5 THEFT 2 fEH] Web FBAEBH DI A X L7 74 vt v 4 "FILESETBBB" Z#%E L £7°,

(BAE LT 7ANYE Yy A, #EH 2~ K set web-authentication html-files CTAEEE (28 &k L 7=
LHERELET,)
GEEEIAE]
1. Ka<=r FERETLHIR—NMNI, HorlLdar 707 L—3 g2 a< 2 K web-authentication

port ZiE LT 7ZEW,
2. &5 Web FRFEBE DI A X L7 7 A4 /vt v ME, EH 3~ K set web-authentication html-files

TALEEITRGE L TS,
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95 LAY—FE—F+tDaVI749L—3 Y

9.1 WebRifnzar 747 L—vay] B 192 £3IHE— Fgoary 747 —v a2 |

-
-

HHOBREEX LI 2T, WOMOFIEIES>TLH L —F—RDar 74 7L — g0 2RELTLE

éb\o

99 LAY—E—KFKDHXEFIE

| 19.5.1) %M |

SPEEmthidmBEhRT BLE
ERELETRY

19.5.2) &%

HEhe &7 7 b £H4E
ERELERTRY

19.5.2) &®

BRI ~HE
EELTTRT

19.5.2) /R

SEFEDEI R - b &
EELETRT

19.5.2) 2/

EREERRSA R — b SiRE
EEELETNNT

19.56.2) s

(]

EREOFMT, FREBMLTIES,

1. LAY —F—FOHRE: 1951 LAV —F— FOHRE]

2. WGERCE T O HE#R URL OBGE : 19.5.2 FERHALEICEIT 2808 (1) BiEmh# © A 8)2R URL

& URL & & TOREMOFRE)

BEIm 77 U MGEORE : 1952 RIHAHNIBET H50E (2) BEIR T U MGRAORE]
BRFBFEL—VHORE : 19.5.2 FRFFEABICETIRE (3) mAFFEL—VEDOBRE)
IRHFIFRAEAR — N ORRE - [9.5.2 FRAFLEICET 2% € (4) HEGER— h O E]
FRRERRAN O E : 19.5.2 FREEALELCRET 55 E (5) RRFEMRAORE )

o vk W
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9.5.1

9. Web BBEEDER

LALS—E—RFDETE
9-10 LAS—F— FOWHERMF

EHHTT S ATES
Fybo-2

RADIUS —4 4%
IF: 192.168.0.200

£ &IEM [AX2200S] [AX1250S] [AX12408]

YLANBOD D

L e e
192.168.50.254

FEE oA S ]
T T -y i
i : 0/20 :
; : | e—lpllch SR IP T E LA
i vian 30 /71 VIGN 500 | 10.10.10.1
B i s U S 4 @ inS
192.168.0.1/24 [ HUE I 192.168._50.1/24 OzErright
|| |
mw
B &
Web SR ETH S ﬂ%ﬁ IpL
M&C @ 1234.5600.e001
(1) EE\EIEﬁ_ I‘ u:L.\nIEm VLAN 'IH#EO)EQTE
[BREDRA > ]
LA —F— FCHEATLHR— MZ, RBFEH VLAN R 23#%ELET,

[a< > FIZ&BE%E]
1. (config)# vlan 500 mac-based

(config-vlan) # exit

VLAN ID 500 {2 MAC VLAN 23 E L £,

2. (config)# vlan 30
(config-vlan) # exit

VLAN ID 30 #&% & L £ 7

3. (config)# interface fastethernet 0/7
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 500
(config-if)# switchport mac native vlan 30
(config-if) # exit
RREZAT DB R B SN TWVWHAR— k 0/7 & MAC A — K
#% VLAN ID 500 ##87E L £,

(2) FBEL1E VLAN DERTE

[BREDRA > k]

ELTRIEL, REEAT VLAN ID 30 &35

VA —F— RTHEMT %, iE% VLANID 2% E L £T, LI —F— FTRIERDH%, A=~

v RTHRE L7 VLAN ICERIICEI D b b £,
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[O7 Y RIZKBEHRE]
1. (config)# web-authentication vlan 500
LY —E— FO#RGE#% VLAN @ VLAN ID 500 ##& € L £7,

CEEZEE]
KIERARED L &, LI —F— FTRIERR LD T OT, %2 VLANID 2 EL T 7ZE
VY,

(3) VLANA VB Tz —XRIZIP7 RLRZERE

[FREDRA > F]

Web #8GE TR 7 2 585EAT VLAN & 38GE% VLAN ICIP 7 L AZHELET,
[a< 2 FIZkKBEE]
1. (config)# interface vlan 30

(config-if)# ip address 192.168.0.1 255.255.255.0

(config-if) # exit
Web # S uiffiﬁﬁﬁﬂé (v thEHU VLAN 30 IZIP 7 RL- & i& H/:E Lijﬁ

2. (config)# interface vlan 500
(config-if)# ip address 192.168.50.1 255.255.255.0
(config-if) # exit
Web FRGETHEH - 5 385E#% VLAN 500 ([ IP 7 RLAZGRE L E7,

9.5.2 FEFEMIEICEHT HERTE

280

l/jJ =t ]\O)muuﬂ:ﬁﬂ‘ &jﬁé%&ig%gﬁﬁ Liﬁ—o

(1) RIEIRN%BDOBEERT URL & URL BEIE TORRBDETE

A4 F vy VLAN E— FERETY, 19.4.2 FEFFUELCET o%E (2) REAKIIZ D B #F R
URL & URL B# £ CORFHOKE] 2L T 7E I,

(2) BEIOT 7D FEHBEDOERE

(a) RREHREHEOHE

ZIKEQH/:E_’ j:, Web & IV uﬂz@ﬂimu uJI:.:E— ]\Tijx: Tjﬁ I—9 2 ﬂiutuuﬂiqz ]\;i: DT 4 7 L—3329.2.3
FREE— NLEOHEI R 77 U FRIFORE] 2SR L TIESN,

(b) MAC7 RLAT—TJII—C U HEEDBRTE

Web #BIED L H L —F— RBFRhE o7z &, a7 47 L —3 g a2~ K web-authentication
auto-logout 5% E L7 < THAMRRIIAZ L 20 7,

E, a7 47 L—3 3 a3~ KT no web-authentication auto-logout #5% €95 &, HE#In /7 v
FLEEA,

(c) ¥ IL—LZELHDERTE

ARREL, Webqu@aaqu—'E“*F“CiE <3, 9.2 £FEFE— @7 471 —29-92.3
FRREE— NLBO BB 77 U FEAFORE] 2L T X0,
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(3) Tknrh\nﬁl_ﬂsﬁ EQE

ZAF v 7 VLAN £— FEFBRTT, 19.4.2 FRAHABICET 280E (4) ROGEREL— P EOBRE
EZHLTLIZE N,

(4) SRHIFREEAR— FDRE

[BREDRA > H]
LAY —F— ROMGAHR— T, SREFEEZ 7Fr] L THIY % THRREE% VLAN 2308 L £,

(272 RIZTKBERE]
1. (config)# interface fastethernet 0/7
(config-if)# web-authentication force-authorized vlan 500

(config-if)# exit
A— b 0/7 T, WHFRFEEZFFAI L CEI Y Y CH%GE% VLAN @ VLANID #8%E L £ 7,

GEEEIAE]
1. 2747 b—y3ra< Kvlan T mac-based % E (MAC VLAN i%7E) L TV\2% VLANID

BERE LTSN,
2. WHERREE THHIC/ 5 & x1E, PR NUC RADIUS #GEZ T 23 E L T &, T L)
IZ e —H/VE8EE - RADIUS ubuiﬁﬁﬁ% YE LT & &1L, WMEEEIEA R E L CHEEL 8 A,
* aaa authentication web-authentication default group radius local

e aaa authentication web-authentication default local group radius

(5) RIS DERTE
LTy —F— R CRERRA L TR — FOlREZRE L9, ABITHE, ROKIIRTHAR—F 0/19, 0/
20, BXOHHT Y o ¥ B78GERAE LTHRELET,

X 9-11 LHI—E— FORIIKRS D&

PEHITORATES
Fy -2

RADIUS H—J 1
IF: 192.163.0.200

YLANBOD D
=k M el v E R
192.168.60.264

o lplieh FEIHR P 7 F L2
10.10.10.1

R R ——— -

S
(@

Veb PEEHE  EFTU 5 (TR
HAC : 1234.5600. 001

(a) nn..\nIEB%%-k_ ~ O)DEE

[(REDHRA > K]
RBALERAT DR — F&T 7B AKR— L LTRELET,
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282

[a7 Y FIZkBEE]

1. (config)# interface fastethernet 0/19
(config-if)# switchport mode access
(config-if)# switchport access vlan 30

(config-if) # exit
VLANID 30 DAR— K 0/19 %7 7 AR —brE LTHELET,

2. (config)# interface fastethernet 0/20
(config-if) # switchport mode access
(config-if)# switchport access vlan 500
(config-if)# exit
MAC VLAN ID 500 OAR— 1 0/20 47 7 AR — b E LTHELET,

(b) FRRERRIMRRDERTE
[BREDRA > H]
PEEZ BRI AR D MAC 7 KL A%, MAC VLAN 2% L 7,
(a7 FIZ&BETE]
1. (config)# vlan 500 mac-based

(config-vlan) # mac-address 1234.5600.e001

(config-vlan) # exit

BIEERANT D MAC 7 FL 2 (NOHEHA T Y %0 MAC 7 KL A @ 1234.5600.e001)

H

VLAN ID 500 (2% & LE9,

%z, MAC
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9.6 N DHCP H—/\DXTFE

Web #2FECDHCP 7 74 7 > b GREEXMZA) ([ZIP 7 KLU AZATHHRETT, AFlL, 9.4 #
AFIv I VLANE— RO 74 7 b—a ) ZREARERE LT, WE DHCP — O EF %8
ML TWETS,
[(REDRA > k]
DHCP 7 5A 7> F~EID Y TE LS BRWIP 7 RLZEZE| D Y TERAT FLAICRELET, F
72, DHCP 7 A4 7 MZxf LTIP 7 RLAZEEIICEATT 572D DHCP 7 KL A7 — /L &R E
L9,

9-12 M DHCP H—/\#ERif5l (#4 F w4 VLAN E— FD4l)

DM —) 4
IF: 200.0.0.1

PEHHAC T SEATES
REDIUS +—) ¥ S A=

IF: 192.168.0.200

VLANAOD 7
garaiwt N W el v
------------------------- 192. 16840, 254

(——
0/20 !
| e b PEFA P TF LA
\'LAI‘*WI] i 10.10.10.1
....................... s & =Iis
OFELHSM

192.168.40.1/24

[a7 Y RIZ&B%E]
1. (config)# service dhcp vlan 30
#87ERT VLAN3O < DHCP — &A% LE T,

2. (config)# ip dhcp excluded-address 192.168.0.1
(config)# ip dhcp excluded-address 192.168.0.200
AREEDVLAN 3O D IP 7 RL AL RADIUS H— D IP 7 RLAZERAFKELET,

3. (config)# ip dhcp pool POOL30
(dhcp-config) # network 192.168.0.0/24
7 RLAZF =14 POOL30 #%EL, 7 RLAT—LDFy hT =27 FLAEBRELET, GRIEAT
VLAN30 LA UARy hT7—2 T RLAZHREL T EIN,)

4. (dhcp-config)# lease 0 0 1
7 R 2D —2KH (14)) #RELET,

5. (dhcp-config)# default-router 192.168.0.1
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FBFEAT VLAN3O D IP 7 RV AXRT 7 4V ML—X & LTHRELET,

6. (dhcp-config)# dns-server 200.0.0.1
(dhcp-config) # exit
DNS =D IP T FLAEZRE L ET,

B VLAN THWE DHCP — %I 285480, FLBRELET,
[av Y FIZ&BEE]

1. (config)# service dhcp vlan 400
FBilE% VLAN400 © DHCP — &2 HMI L £,

2. (config)# ip dhcp excluded-address 192.168.40.1
(config)# ip dhcp excluded-address 192.168.40.254
REBDO VLAN 400 DIP T RL AL L3 AL v TF DT 74N N7 — b U= AT RLURAZBRARE L E
jﬁo

3. (config)# ip dhcp pool POOL400
(dhcp-config) # network 192.168.40.0/24
7 KU AT =14 POOL400 ZREL, 7T RVAT—NAOFRy hU—7 T RVAZRELET, G
% VLAN400 LRI Cxr Yy hY—7 7 RLAZFREL T EEW,)

4. (dhcp-config)# lease 1
T RLAOY =R (1 H) ZRELET,

5. (dhcp-config)# default-router 192.168.40.1
FRE% VLAN4OO D IP 7 KL A& T 7 4/ hb—F L LTRELET,

6. (dhcp-config)# dns-server 200.0.0.1

(dhcp-config) # exit
DNS #— 1D IP 7 L AEZRELET,
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9.7 Web FZEifODARXL— 3>

971 ERAaTY K-
Web #AEDHEM 2 v v F—B&RORITE LET,

£94 EBEHaAVTYVF—E

avUR%E Bl

set web-authentication user N Web ZREE DB I Web SRFFH O —HEH (=—+H 1D -
U— K - §8iF#% VLANID) #EMmLFd, (=—9 H%&O)ﬂ?ﬂ%)

set web-authentication passwd Wik Web #2iE DB O —H ID ORZA T — REEFE L ES, (=—W
TR OMmE)

set web-authentication vlan ANk Web #2GE DB &= —H ID OG54 VLAN ID 24T L £,
(2 —FEHROMEE)

remove web-authentication user Ak Web #GE DB 22 b 2 — IR EHIBR L £, (= —FHEROM
%)

commit web-authentication e Lo — Y 2 N Web 32EF DB ISR L £,

store web-authentication Wik Web #8GEDB Oy 77 v 77 7 A4 VEAERKR L £,

load web-authentication Ny 2T 77 A NN Web 3R3E DB #18c LET,

show web-authentication user PNk Web 323E DB OB N, FIodfmET O —VPIFREEFERL
7,

clear web-authentication auth-state PRREE S —YF OiEH e 7T U R BTV ET,

show web-authentication Web BGEOR EREEZ R TR LET,

show web-authentication login Web PRFEDFRGEIREEEZ F R LE T,

show web-authentication login Web BRAFDORIARKIEZ T AT a VA BIR L TFE R LET,

select-option

show web-authentication login summary AFE o — A FERLET,

show web-authentication statistics Web #HFEDOFEFHE R AT R LET,

clear web-authentication statistics HEtEHRAE 7 V7 LET,

show web-authentication logging Web fBAE CEHIL L CWAEIER 7 A v —V KR LET,

clear web-authentication logging Web #FGECEHB L TWAEIER 7 A v —T %7 U T LET,

set web-authentication html-files FEE &I Web ZEFHEH O N A X LT 7 A Lt v FZ AREE IO
LET,

clear web-authentication html-files AL TGk LT Web ZREFBHI O A Z L7 7 A Lty R ZHIRL
ES '3”0

show web-authentication html-files ARHEE (B L7- Web SRAEHIEI A A X L7 7 A )y hDT 7 A )L
4, 774’/&%4’% LR HRARRLET,

store web-authentication html-files AAEE CTEWED D Web 3REFH®E 7 7 ALty FEERVHL,

RAMDISK DIEEDT 4 V7 b UKL £7,

Wigk DHCP r— i a~ > F—E2KRDOEFITRLET,
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% 9-5 ANEDHCP H—/\OEAaTY F—&

av U R4 Bk

show ip dhcp binding DHCP ¥ — R EofEATEREF R LET,

clear ip dhcp binding DHCP H— D7 —F RX—=2An LA ERE IR L 5,

show ip dhcp conflict DHCP #— NIC Lo TR L7228 IP 7 R L AT E R LET,
2 IP 7 KL A &%, DHCP ﬁv—/\@7~ﬂ/ IP7 FLATIHZESE
Lo TWETD, TTCICFy U —7 EOERIZEID ¥ TH T
HIPT7 FLAZfELET,

clear ip dhcp conflict DHCP h— 0622 1P 7 F L AEREATW Y BRE £9,

show ip dhcp server statistics DHCP —R_O#EHE A FER L ET,

clear ip dhcp server statistics DHCP ¥ —o# it EHRz2z )V vy FLET,

9.7.2 A Web 525F DB D& %

286

0 — A NVRERESF R CTHRAT 5, BIEdgumRKoO2—V iR (=—F ID, AT — K, #fE#% VLAN ID)
Wik Web 3BGE DB ICB kL E3, FIEE LT, =—VIERORE GBI - £ - HIBR) &Pk Web #7&
AEDB ~DOKMAH D 9, LLNICEREGI 2R LET,

P, —FEROBMELITSFNT, Web R AT AOBRERERI a7 4 7L —2a v OBRES
SETLTWARERSHY F7,

(1) I—HIEHRDEMN

FFE RO 22— Z L2, EH 2~ N set web-authentication user ¢, =—V% 1D, RATU— K, #&i
#% VLANID #ZEMmLE5,

o [EF VLAN £— FOBA  FiEx SR — (k) OfEfidA— M2BFTE T 5 VLANID %5 7¢
e X4 F I v/ VLAN E—F, LV HL—F— FOBE it S —Y (5K) ZRaEgICNET 5
VLAN ID ##57F

WORFITIE, USERO1 ~ USERO05 ® 5 = —¥ /3 &%k L £,

[a<> FAA]

set web-authentication user USERO1 PAS0101 100
set web-authentication user USER02 PAS0200 100
set web-authentication user USER03 PAS0300 100
set web-authentication user USER04 PAS0320 100
set web-authentication user USERO5 PAS0400 100

e e e e

(2) A—YIEREE LHIBR

Bk 2 —HF O2A T — K, FBFEH% VLAN ID OZ T I L O —FOFIERIERO FIE TV ET,

(@) NRAT—FDEE

BERF L —HF DO/NNAT — KOEFH (X, #EH =2 N set web-authentication passwd TITWE T, KD

#ilciL, =—%#ID (USER01) O/SAT—REEHELET,

[av>Y FAA]
# set web-authentication passwd USERO1 PAS0101 PPP4321

2—H%ID (USER01) ®/3ATU— K% PAS0101 7>5 PPP4321 IZEF L £ 7,
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(b) FEI#EVLANIDZEERE

BRI A —Y DFREEH VLAN ID O H X, #EAH 2~ K set web-authentication vlan T{TW\WE 9,

o [E%E VLAN £— R4  3RAE G2 —3 (WR) Ok — M3FT/E 45 VLAN ID #457¢

e ¥4I v 27 VLANE— K, LAV —F— ROYGLE  BibxtRa—Y (fEK) 2% ICNAT 5
VLAN ID ##587€

nh

wOFHITiE, =—H% ID (USER01) Di8iE# VLANID #Z& % L 7,

[a<> FAA]
# set web-authentication vlan USERO1 200

2—H ID (USER01) ®#FGiE#% VLANID % 200 (28 ¥ L7,

(c) A—HIERDHIF
Bk —PIEROYIFRIE, HEH =~ F remove web-authentication user T{TW\ E 3, KROFITIL
2—H%ID (USER01) O —HIERAHIRL £,

[av Y FAA]
# remove web-authentication user USERO1
Remove web-authentication user Are you sure? (y/n): y

#
o—H# ID (USER01) #HIBRL ET,

(3) MK Web 52:E DB ~ =Bk

WaE L2 —VEH 4, EH 2~ F commit web-authentication TWjE Web #8FF DB ~K(bt L £,

[av Y FAA]
# commit web-authentication
Commitment web-authentication user data. Are you sure? (y/n): y

Commit complete.

#

9.7.3 HNEEWebZRIDBND/N\vH 7w TEET

NI Web Z8GEDB Oy 77 v TBIONY I T v T 7 7 A VL OB E R LET,

(1) AEWebFEEDB DNy O 7 v

Wk Web #23E DB 7> 5% =< > K store web-authentication TXv 77 v 77 7 A ) (RO TIL
backupfile) Z{Emk L £7,

[a< Y FAA]
# store web-authentication ramdisk backupfile
Backup web-authentication user data. Are you sure? (y/n): y

Backup complete.
#

(2) Wfﬁ Web &2 Aits IE DB o)ﬁ_

Ny 7T v 77740 (ROFITIE backupfile) 7>Hi#MH =+ K load web-authentication THE Web
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Wik DB 2t L £7,

[av<> FAAH]

# load web-authentication ramdisk backupfile

Restore web-authentication user data.

Restore complete.
#

9.7.4 Web BREEMDFZEIRRER R
1#EH =~ > F show web-authentication T,

9-13 Web nnun].—to)ngﬂ:_‘{k,ui_r

# show web-authentication

Date 20XX/02/23 06:45:42 UTC

Are you sure?

Web 8REDOREREEZ R R LET,

et

<<<Web-Authentication mode status>>>

Enable
Enable

Dynamic-VLAN
Static-VLAN

<<<System configuration>>>
* Authentication parameter
Authentic-mode

Dynamic-VLAN

ip address Disable

web-port HTTP 80 (Fixed) HTTPS 443 (Fixed)
max-user 256

user-group Disable

user replacement Disable

roaming Disable

html-files Default

web- authentlcatlon vlan
* AAA methods

Authentication Default RADIUS
Authentication port-list-AAA RADIUS ra-group-1
Authentication End-by-reject Disable
Accounting Default RADIUS
* Logout parameter

max-timer : 60 (min)

auto-logout Enable

logout ping : tos-windows: 1 ttl: 1
logout polling I
* Redirect parameter

redirect Enable

redirect-mode HTTPS

tcp-port 80 (Fixed), 443 (Fixed)
web-port HTTP : 80 (Fixed) HTTPS 443 (Fixed)
Jjump-url Disable
* Logging status

[Syslog send] Disable

[Traps] Disable

* Internal DHCP sever status

(y/n):

service dhcp vlan: Disable

<Port configuration>
Port Count 2
Port 0/6
VLAN ID 40
Forceauth VLAN Disable
Access-1list-No L2-auth
ARP relay Enable
Max-user 256
HTML fileset FILESETXYZ
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Port : 0/22

VLAN ID : 40

Forceauth VLAN : Disable
Access-1list-No : L2-auth

ARP relay : Enable
Max-user : 256
Authentication method : port-list-AAA
HTML fileset : FILESETXYZ

<<<System configuration>>>
* Authentication parameter

Authentic-mode : Static-VLAN

ip address : Disable

web-port : HTTP : 80 (Fixed) HTTPS : 443 (Fixed)
max-user : 1024

user-group : Disable

user replacement : Disable

roaming : Disable

html-files : Default

web-authentication vlan : -

* AAA methods

Authentication Default : RADIUS
Authentication port-list-AAA : RADIUS ra-group-1
Authentication End-by-reject : Disable

Accounting Default : RADIUS

* Logout parameter

max-timer : 60 (min)

auto-logout : Enable

logout ping : tos-windows: 1 ttl: 1

logout polling : Enable [ interval: 300, count: 3, retry-interval: 1 ]

* Redirect paramete

redirect : Enable
redirect-mode : HTTPS

tcp-port : 80 (Fixed), 443 (Fixed)
web-port : HTTP : 80 (Fixed) HTTPS : 443 (Fixed)
Jump-url : Disable
* Logging status

[Syslog send] : Disable

[Traps] : Disable
* Internal DHCP sever status
service dhcp vlan: -

<Port configuration>

Port Count : 3

Port : 0/5

VLAN ID : 4
Forceauth VLAN : Disable
Access-1list-No : L2-auth
ARP relay : Enable
Max-user : 1024
Authentication method : port-list-AAA
HTML fileset : FILESETXYZ
Port : 0/6

VLAN ID : 4
Forceauth VLAN : Disable
Access-1list-No : L2-auth
ARP relay : Enable
Max-user : 1024

HTML fileset : FILESETXYZ
Port : 0/22

VLAN ID : 4
Forceauth VLAN : Disable
Access-1list-No : L2-auth
ARP relay : Enable
Max-user : 1024

Authentication method : port-list-AAA
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HTML fileset : FILESETXYZ

9.7.5 Web REFDIKRER T

J#Ef =< > K show web-authentication statistics T, Web &FiEDIRAEFR L O RADIUS Y— 3 L 0 i@Ek

MERTLET,

9-14 Web BREID KR
# show web-authentication statistics

Date 20XX/10/29 03:05:10 UTC
Web-Authentication Information:

Authentication Request Total : 13
Authentication Current Count : 1
Authentication Error Total : 2

RADIUS Web-Authentication Information:
[RADIUS frames]

TxTotal : 15 TxAccReq : 14 TxError :
RxTotal : 12 RxAccAccpt: 10 RxAccRejct:
RxAccChllg: 0 RxInvalid

Account Web-Authentication Information:

[Account frames]
TxTotal : 19 TxAccReq : 18 TxError
RxTotal : 18 RxAccResp : 18 RxInvalid

9.713 Vvet)mun WUHEJ*LLﬁiéjﬁ
(1) RRA T aViEELLTERTR

oON -

o

=M 2= > KN show web-authentication login T, Web sBFEDRIEREL TR L F T,

9'1 5 Web uu.,\nIE@;:t.\nE'lk ﬁgﬁT
# show web-authentication login

Date 20XX/03/24 17:12:13 UTC

Dynamic VLAN mode total login counts (Login/Max) : 1/ 256
Authenticating client counts : 0
Port roaming : Disable
No F User name Port VLAN Login time
1 * USER20-all floor@example.com 0/20 200 20xXX/03/24
Static VLAN mode total login counts (Login/Max) : 1/ 1024
Authenticating client counts : 0
Port roaming : Disable
No F User name Port VLAN Login time
1 USER10-all floor@example.com 0/10 10 20XX/03/24
#

(2) ®"A T2 3 UIBESH Y THRR (select-option F55E )

#EH =2~ K show web-authentication login select-option ¢, Web FEFED LI AE

Limit
17:09:15 00:57:02

Limit
17:08:25 00:56:12

EXfEE Lt

v TFERLET, TS v ¥ 72— AR— FEEREROETHEZ R LET,
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9-16 FR— MEEROFEHRER TR
# show web-authentication login select-option port 0/10

Date 20XX/03/24 17:12:22 UTC

Static VLAN mode total login counts (Login/Max) : 1 / 1024
Authenticating client counts : 0
Port roaming : Disable
No F User name Port VLAN Login time Limit
1 USER10-all floor@example.com 0/10 10 20XX/03/24 17:08:25 00:56:03
#

(3) EREEFAImARE I+ TR (summary &R )
#EH =2~ K show web-authentication login summary T Web f8iEDRBFEH L — VAT R LE T,

9-17 uL.\I:lIEIﬁH:L 'U'%U‘LH‘U)Q%T
# show web-authentication login summary port
Date 20XX/03/24 17:15:42 UTC
Dynamic VLAN mode total login counts (Login/Max) : 1/ 256
Port roaming : Disable
No Port Login / Max
1 0/20 1/ 256
Static VLAN mode total login counts (Login/Max) : 1/ 1024
Port roaming : Disable

No Port Login / Max
1 0/10 1/ 1024

9.7.7 Web FRELEM@E 7 7 1 ILD&E X
(1) EARWeb BBAERNDRAZLIFAILEY FDBEF

B Web FBAEHIRI A A Z LT 7 A VE Y FOBEKITIROFIATITOVET,

1. & Web FRIEEED 7 7 A ILENEEE (PCHE) THERLET. (COT7AMLEDTALI M) %
EZFWeb Gits . Eﬁﬁoﬁng\77’f)l/t Vi l\tﬂ‘;— )

2. EAWeb ZBEIEENDHRAZ LT 7MLty % MCH D RAMDISK IO E—LFET,

3. RO < > F set web-authentication html-files TEAR Web REEEEDH R F LT 74 )Lty b EEE
Lij—o

X 9-18 EA Web RIAEEDARILI7A Ity bDEEK

# copy mc webfileset ramdisk webfileset

# set web-authentication html-files ramdisk webfileset

Do you wish to install new html-files ? (y/n):y

executing...

Install complete.
#

(2) ﬂﬁlﬂlj Web &2 At & ﬁjj X’)’l YN/ 7 1)Lt v l‘o)ﬁfi
A— M T EIZHEHT @5 Web BFEHET A A X A7 7 A bE v hOBEITIROFIETITVNET,

. B Web ZBEIEED T 7 1 LENBEE (PCIRE) THERLFET, (COT7MILEDTALIMIZE
&% Web u...nt'tﬁﬁd)bxﬁ_/.\77'f)bt v bEMT )
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2. @Rl Web REBEDHDRAALI 7Lty %EMCH 5 RAMDISK [CaE—LET,

B < v K set web-authentication html-files TIERI Web SREIBEED H A A LT 74 Lty b & &8k
l./ iﬂ-c

9-19 {EAI Web FREEEE 7 7 1 LD EEE
# copy mc filesetAAA ramdisk filesetAAA

# set web-authentication html-files ramdisk filesetAAA html-fileset FILESETAAA
Do you wish to install new html-files ? (y/n):y

executing...

Install complete.

#

CEEEHE]

o {ERB] Web SRREEH O A X L7 7 A vty MEREERT 5 L &%, BRI~ Nset
web-authentication html-files ¢ html-fileset /X7 A —# L WA X L7 7 A V&> NAEMTIRE
LTL &, RIBED & X FEA Web FBFEEEOH AZ LT 7 Ay M ELTEELET,

o ARHHE(RET D E5 Web SEREBIE O W A X K7 7 A )bt v b, SEERFRLFTRHRELTE
S,

o R— FZ LIZ{HB Web RBREHI I A8 ET 5 & XL, RKa~vr RTHRELEAIRZ L7 740y b
4 (Eieofl<ik "FILESETAAA") EFRELTLEIN, (KR— I & DE5] Web FRGER T OR%
ElE, 19.3.2 WEFAEIZBET HRE (8) A— T & OfER] Web BFEHME DR E] 2L TL
ZEW)

9.7.8 ZE#xL1-Web RREIEE 7 7 1 JLDIFEHER T
J#EH =< N show web-authentication html-files T, &k L 7- Web #AEE L 7 7 1 VOEFEREZF R L E
ﬁ—O
9-20 ZEEKLT-Web ZREIE@E 7 7 1 ILDIFHRERT
# show web-authentication html-files

Date 20XX/10/29 02:59:53 UTC

Total Size : 50,356

File Date Size Name

20XX/10/29 02:12 1,507 login.html cee]
20XX/10/29 02:12 1,307 loginProcess.html s
20XX/10/29 02:12 1,260 loginOK.html

20XX/10/29 02:12 666 loginNG.html

20XX/10/29 02:12 937 logout.html

20XX/10/29 02:12 586 logoutOK.html

20XX/10/29 02:12 640 logoutNG.html

20XX/10/29 02:12 545 webauth.msg

default now 0 favicon.ico eee3
20XX/10/29 02:12 17,730 the other files

< FILESETXYZ > eee]
20XX/10/29 02:14 1,507 login.html

20XX/10/29 02:14 1,307 loginProcess.html
20XX/10/29 02:14 1,260 loginOK.html

20XX/10/29 02:14 666 loginNG.html

20XX/10/29 02:14 937 logout.html

20XX/10/29 02:14 586 logoutOK.html

20XX/10/29 02:14 640 logoutNG.html

20XX/10/29 02:14 545 webauth.msg

default now 0 favicon.ico

20XX/10/29 02:14 17,730 the other files
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1. A Web #BFFBE O M A X L7 7 A Nty M EEE LR Z2ERLET,

2. loglnProcesshtml %, V&AL 2T— RRBEECHEH LET, EMIE®%Eo 114 T Z A4 LRR
it [OP-OTP]) #ZM L T2 &0,

3. T4 T\«Uﬁg@/ﬁu, " default now" ##£/R L E T,

4. B3] Web FBIEBHI DO T A X L7 7 A Ly NEBRELTWS L XICFRRLET,

979 FixLT-WebRBEEEARAZ LI 74t Y FDHIER

H =< K set web-authentication html-files T#&k L 7= Web BRAFR DI A X LT 7 A Lt v %,

JE
EH =< K clear web-authentication html-files THIBR L £,

X 9-21 HEAWeb SBHAEEDHAZ LT 74 IILE Y FDHEIKR

# clear web-authentication html-files

Do you wish to clear registered html-files and initialize? (y/n):y
executing...

Clear complete.

#

X 9-22 {ER Web SREIBEEDHARA A LT 74 Lty FDHEIBKR

# clear web-authentication html-files html-fileset FILESETAAA

Do you wish to clear registered html-files and initialize? (y/n):y
executing...

Clear complete.

#

9-23 BHELEIRTOAREZLIFZAILEY FDHEIKR

# clear web-authentication html-files -all

Do you wish to clear registered html-files and initialize? (y/n):y
executing...

Clear complete.

#

9.7.10 FEHFD Web FEERIEE 7 7 A4 /Lty FOERYEL

#{EF O Web 3RGEHE 7 7 1 V2 > M %, M 2~ K store web-authentication html-files T
RAMDISK ODEE DT 4 L7 F VKM L £, RAMDISK (2481 L 7= Web s8FEHIE 7 7 1 /L iX, EH
avy Reopy TMCIZaE—LTLE3V, GEEEZFERT S L, RAMDISK O 7 7 A /MWFHIER S iU E
7.)

Web #BGEHE 7 7 A /LBy MI—FECTHRYHENETOT, 77 A LVOEBIFEEIZTTE EEA,

[ 9-24 EZ‘KWeb Bt BEEROIZ77AILEY }‘a)HyUHjLz

# store web-authentication html-files ramdisk webfileset
Do you wish to store html-files? (y/n): y

executing...

Store complete.

#
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9-25 {ERA| Web FBEIEEDHRRZ LT 74/ I/ILty FOERYEL

# store web-authentication html-files ramdisk filesetAAA html-filset FILESETAAA
Do you wish to store html-files? (y/n): y

executing...

Store complete.

#
CEEFHE]

&5 Web FRFFBEH DO N A X LT 7 Ay bEEY H+ & &%, EHa~2 Kset
web-authentication html-files ¢ html-fileset /X7 A —% TIRE LTI A X LT 7 A V& v M & TR
FELTLIEE, RIEED & X 1TEEAR Web iBGEHEHO 7 7 A Ly FE L TRV EHLET,

9.7.11 DHCP H—/\D#ER
(1) BYSTHRER IP 7 KL AROHER

I TAT v MZEIY HCR[EEZ IP 7 KL ADE%I, #EA =~ K show ip dhep server statistics D%
TR Taddress pools] THERLET, ZOENRI T4 72 MIEHD Y THWHEID LW L E2MERL
TSN,

9-26 show ip dhcp server statistics DE{THER
# show ip dhcp server statistics

Date 20XX/04/13 09:31:14 UTC
< DHCP Server use statistics >
address pools : 252
automatic bindings 1
expired bindings
over pools request
discard packets
< Receive Packets >
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
< Send Packets >
DHCPOFFER
DHCPACK
DHCPNAK

=N o [oNeN

O > o

#
(2) BmLEIP7 FLADHER

EBZDHCP 7 74 72 b~EID S THENTZIP 7 RLUAIZOWTIE, #A =2~ K show ip dhep
binding THFR L T 723V, V=&l T LTWRWIP T RLAZERRLET,
9-27 show ip dhcp binding D E{T#E
> show ip dhcp binding
Date 20XX/11/26 09:29:33 UIC
No IP Address MAC Address Lease Expiration Type

1 192.168.100.1 0040.5909.7121 20XX/11/26 10:29:16 Automatic

>
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9.7.12 mKRH o DFREEFIE

ZKIE\'Cj: Web nmn jﬁ%}'{ﬁ 60)‘37/]’/ ]:’77‘7 ]‘QEJ”E%JE%Lij— Web mqu %‘gi—cﬁ:"/747
L=y a VOREBKT Lickh L, TROFIMTITo>TIEIVY,

(1) REIRIDEHARD IP 7 KLAERTE

SHARD IP 7 KL AZREIZ DHCP — &ALz & 201%, WREExI SRR 2 385501 VLAN (283 5 &,
UiAR7 5 DHCP #—/"~1IP 7 R L ABRAH Sk d°, DHCP % — N3, SnARickt U CRRAERTIP 7 R
L2ERMLET, ZHICE-T, Wikl Web @BRE~DT 7 B 2R3 FREL 2D £,

DHCP r— & H L7t &%, FEICREAICGEEHOIP 7 KL A (REEIZT 782357200 IP
T RUVR) ZRELTILEIN,

(2) Web IO Y 4 VEEKRTR

Web #GEEHH IP 7 R LA ZFRE L TV 72 WiEA1E, Web ifZEEAH O URL (http:/ #FERT VLAN O -1
7 x—AIP7 FL X [loginhtml) 17272 L%,

Web S8GEEHIP 7 KL AZRE L TWHIEAIEL, Webs8iERH IP 7 KL 2 URL (http://Web F87EHE:
TP 7 KL A floginhtml) 1277 AL%E9,

Web S8RED B 7' A VEEH AR R LET DT, B A VEEHNS2—FID L XAT— K2 AN LET,

ZOWEIFr A . Efﬁ“?’f? hILEEE & e o TV ET, FEME, 19.7.12 WKL OFGETFIE (7)
o4y -nrZ7y @ URLIEE] BLO 1(8) Dﬁ/f/EJZIjJ mcTon s 7Ty MNEE] 2SR LT
<TEEW,

X 9-28 O4 4 UEME

LOGIN

Pleaze enter vour ID and pazsword.

uzer ID
- A—HID E/RRT—F%E
passwaord L _:)U“.l LEY,

LOGOUT

Fleaze puzh the folloming button,

(3) A/ vERICAHhShEEA—HID, /SAT— FDEEE

ANEnlca—HFID ENRAT— RERKIZ, v — ORI ROEETINER Web F83E DB 28RS 1TV
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6l_f%%k*ﬁbfw6#%Iyﬁbif *7-, RADIUS ZEEH R DA 1E RADIUS H— 3238
gﬁg*%??b s nuu TT®9:I /?%bij—

(4) ERRERLDIE DERRERLNEIE R T

P Web 385E DB F 721X RADIUS r— NIZBER SN TV A 2 —VIER E —B LI=5E, v 7 A v kahm
Hx#FRL, VLAN N~EETEET, &5, 2—F T L& ST VLAN ID (2%t - T VLAN
DOIAEEEELET,

X 9-29 B A UEThEmE

Login success

Login Time ---2008/12/02 14:42:27 UTG
Logout_Time --- 2008/12/02 15:42:27 UTC

[close] R4 I Internet
Explorer ZI+8{EL £ T .

LOGOUT

Pleaze push the followine button.

Wi 2B U, EA%ICHETHE D Logout R ¥ & L CiliEfh 925 Z L b H[fETY, v s A
> EhE E O Logout R & ARIEIZOWTIE, 19.7.12 Wik OFBFETIE (8) v/ A VEKIhEE THOr
T MRME] R L TSN,

¥, a7 47— 3 avr K web-authentication jump-url TFEKZI%ZICT 7 & A5 5 URL A3
BEINTWDEAIE, BikliCw 74 URRIIBEIENRS SN2 H &I E SN2 URL ~O7 7 & AT
DIVET,

(5) DIUHIE%E&H#OD ﬁ

FRRERIL & 72 o T , WRET T —HmE R R LET,

oB, BEET T —HEICR AT 227 —OREBB %L, 187 WEF-T—AvE—V) ITRLET,



9. Web PRBIIDEHRTE &ERA [AX2200S] [AX1250S8] [AX1240S]

9-30 BAJ 4 VARKER

User [ or password is wrong. R
Piease enter correct user 1D and psssword. {15) I 7—HBRRENFET

PR ] [close ] %ﬂ’:s{f;ﬂ;’g 2I& Internet Expoler 21+

6 A7k

WAROBZT 7 ML, ROWTRNTITVET, REEORIEE— NCL-T, ABR7 7V FOFHR—

MDD £, FEAE, T8 Web iBREOMEH [AX22008] [AX12508] [AX12408]) #ZM LT

<TZEW,

o R FEERF O R 77 T b

o RAEFE AR OEBREHERIC L 20770 (LAY —E—FOLHAIE, MACT RLAT—7 Lo —
TR K Dn T T R)

o RREH R OB RKEEIC Lo /T T b

o BALF AN D ORI 7 L—bZF L0 7T U b

s BEEEABERA— OV I Xy AL sn Ty R

* VLAN REALHIZ L 20 7T U K

e Web HjifIZ L5277 K

s Efla~r NickrursTv b

70k, Web BiIiC Kk B5u 77 7 hME, BEOWeb FBRE0LifiHIcn 77 o s Sn5G4E, WAOIP 7
RUREFREERIDO IP 7 L AIZEF L CL &V, £72, DHCP — % L TWAEAIE, SR
5IP T RURAOHEAMFERZIT-> T TEIN,

(a) WebBEEIZ&LZO5F7Y +

YR D> 5 Web #8REICAEN L7z URL (http:// 387E% VLAN O A > % 7 = — A IP 7 F L A /login.html) |
77'[2} L/T ‘ 5'67\:[7\7'7 ]\@ﬁ’%?ﬁméﬁi’%} E‘ﬁi@ Logout ﬁy/i&ﬁj‘&, Web uthuﬂi@nm
FERREA R T M LET,

REENRREND L, VLANID #5560 VLAN ICIRAFZZER LT, ur/ 77 beETHmzERRrLET,
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9-31 AY7Y NEE

LOGOUT

Flease push the following button.

[Logout] K2 U ERMLET

9-32 OYJ 7Y FETER

Logout success

Logout Time --- 2008512702 14:43:24 UTC

] [close] 84 v (& Internet Expoler 21+

(7) B4 -0979 @B URLIEE

nrA4rEitn s 7y MEE bICHEO URL (http// 72FERTE 72 13785E% VLAN O A4 % 7 =— A 1P
T RUVRAN) ZRETAZENARETT, TP 7 KL ADKD login.html X° logout.html 5 E 1T RE T9,)

Logout R ¥ U HIEIZOWTIE, T 74NV NP — U = A ORENPHLETT, B 19.7.12 WENLLD
IETIE (8) mr A vkthlE coOr 7T v MafEl BB L T EEW,

A
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9-33 OJ4r-0J7Y MEEE

LOGIN

Pleaze enter vour ID and pazsword.

) B A VI, a—¥1D&
user I | | SRT—FEAALEY

password

LOGOUT

Fleaze puszh the following button,

AY7Y hEICHTLET

(8) AU A VEYBEETOOYT 7 MEE

SEER R — T DU RICERFE% VLAN A X 72— ADIP 7T RLAZT 74 )V o — b A & LT
,Eakg) Licky, 1:74'/EjzrjjﬁﬁmLogoutT&/ﬁﬂTf‘n77r7 D2 ENFRETT, (rF A
v e a2 7y GEEE T O Logout #AE S AR TT,)

o WARDIP 7 KL AFKEIL DHCP Y — &M HT 246, Bfi7 FLRIERICT 740 br—2 4T
Tar bt LTHIMFBE VLAN A v 2 72— ZDIP 7 FLAZHREL T IEEW,

e DHCP — &M LAaWIEEIE, FEICTHEIZT 74V 87— b7 oA & U CERGEH% VLAN 1 > ¥
Tx2—AZADIPT7 RLRAZHRELTLLIEE N,

Web itk 7 1 D URL (http:// 585E%% VLAN A 0 Z 7 = —ZDIP 7 FL A /) ZHEELTLLEE
A%

074 (K929 v/ A RBEEESR) #F R LA, JOEBEEHE UV CHEHRALET,
fdi 4% 12 H L o> Logout RN % > 24 U TR % = & W ATRE T,

(9) EREEFAIHERD IP 7 KLARIZDWLT

WARD IP 7 R U AREIC DHCP $r— "% L7- & &%, #iKD VLAN IRENEE Shi-t, DHCP
Y= "D ORRER D IP 7 N U ADEAT S, @iEROR Yy NI =227 7 B ATEET,

DHCP H— & L2 & XX, v J A VI kShlif % £oRkis, FETHRD IP 7 R L AKE % %Gk
BOXy NU—I T RLRIZERELTLEEN, T74NVNF— b U= ZHERTIHEAE, T 74101
HF— R 72,7 RLADRELLEELTL U,
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MAC ZEEE D fEER

MAC F8iEIX, MAC 7 R L A % HVCRERE S AL 72 R HALIZ VLAN ~0 7
72 AHIEEAT O TY, ZO®ETITI MAC RIEOMEIZS>WTHP L %
R

101 HIE

10.2 [E%E VLAN E—F

103 A4+ 32v%H VLAN E—F

104 LAP—FE—F

105 F7hor Mgse

10.6 HHT#fR

10.7 MAC ZEEEDEEEE
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10. MAC SBEEDfEsR

10.1 &

MAC BEEIX, MR OLEEIND 7L —L2DFETLMAC 7 R A% TR EZFRIE L, FRAEFE AR
MHEDT L— LT EEEFFTLET,

(1) FBEEE—F
MAC BRI RIS R TRRGEE— RAH D 7,

e [HE VLAN E— K
FREEN R L8R D MAC 7 KL A% MAC 7 RVAT—7)WIZEGRL, 27 47 L— 3T
E &7z VLAN ~Oifg & e LET,

o X473y VLANE—FR
FRREDSEREN LA D MAC 7 KL 2%, MAC VLAN & MAC 7 RL AT —7 L2 &E LT, F8AERT
@Z‘/ rD— 7&%;&?&@7\/ FD— 7%" %ﬁbij—

s LW —F—F
MAC VLAN 2 £ % VLAN 81V B 22 LY, SBFERIOR Y U —27 LEBGEEDOR v NT— 27 & 50HEL F
R

(2) BEAARTIL—T
MAC FBEETI, WISRTRGEF RN —T R ETE T, FE LIRIEFT N —71%, MAC %
RREE— RCHEHTEE9,)

e FEEF T 4V b 1 m—HVERFESK

AREEB PR L7-72FEA DB (B MAC #8:E DB L FEOVE$) CReGET 2 50T,
o MEEHS 7 )Lk RADIUS Z83E 52

F v FU—27 NIZH&E L7 RADIUS — % AWV CRGET 2 R TT,
o FHREFXYU R b

B EIC A B LIZBRIC, BAFFRY A MO LIZEE O RADIUS Y — 7 v —7F % W CRRGEFY
2HKTT,

(3) %nu..\nIE:E_ F‘O)-U-TR_ I\*%ﬁg
%ntuthE;E“_‘ ]\ @‘H-_j_ ]\*7%% E%Tiaﬁzﬂf\‘ LiTo

i’E 10-1 %unu\nl—t:E |“0)-U-7I-\ l“*}%ﬁg_

HERE BEE VLAN A4+ 32vY VLAN LAHY—
WEF T 30 b Wik MAC 783E DB O O O
0 — 7 JViRE 110.2.1) &M 110.3.1) &g [10.4.1) B
[10.6.1) &M [10.6.1) &g [10.6.1) &
MAC 7 KL & O O @)
[11.6.2) & M11.6.2) &R 111.6.2] &R
VLAN O @) @)
[11.6.2] W l1.6.2; M 111.6.2] &R
PNAT— R X X X
VLAN @) @) O
(FRFE#% © VLAN) 110.2.1) &M [10.3.1) &M [10.4.1) B
M11.3.2) & [11.4.1) B M11.5.1) B
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10. MAC

SRR DR

HERE E%E VLAN H4F+ 3 v VLAN LHY—
WEF T4 SN — O O O
RADIUS 3 * MAC #¥FET RADIUS M5.3.1) &M [5.3.1) &M 15.3.1)

B MEHR 10.2.1) M 10.3.1) &M r10.4.1) &M

+ UM RADIUS H— 1 #

[10.6.2] &M
M1.2.1; =M

[10.6.2) =M
l1.2.1; =M

[10.6.2] &4
M11.2.1] &

2 —4 ID 1~ 32 X5 1~ 32 ¢+ 1~ 32 ¢+
(MAC 7 KL A) [10.2.1) &g [10.3.1) & 10.4.1) &
[10.6.2] & [10.6.2) &R 10.6.2) &M
M11.2.4) &R M11.2.4) &R M11.2.4) &M\

VLAN O O O
[10.6.2] &g [10.6.2] & 10.6.2) &
NRAT— R 1~ 32 X7 1~ 32 ¢+ 1~ 32 ¢+
110.6.2) & 110.6.2) &R 10.6.2) &M
M11.2.4) &R M11.2.4) &R M11.2.4) &M\

VLAN O @) O
(FREE#% D VLAN) 110.2.1) &g 110.3.1) & 10.4.1) &
110.6.2) &g 110.6.2) & 10.6.2) &
111.3.2) &g M11.4.1) B} M1.5.1) &M\

TR FRAE O O O
[10.2.2%) %@ [10.3.2 %) %% [10.4.2) 2

FRRERF P AR — FERE O O O
M11.3.2) & M11.4.2) =8 M11.5.2] W

TITAR—=FNT T O O O

[10.5) &M

[10.5) &M

[10.5) &M

FRREZREF D MAC 7 R LA
B NRAT — R

O
110.6.2] &
M11.2.4) &R

O
[10.6.2) &R
M11.2.4) 2R

O
10.6.2) &M
M11.2.4) &1

RS A b

SRR — 3
¢ RADIUS $— 7 L—7
4

O
[5.3.1] &R
110.2.1) &
110.6.2) &R
M1.2.1) &R

O
[5.3.1] &R

[10.3.1) &R
[10.6.2) &R
M1.2.1) 2R

X

R — b BIREAE ST

O
5.2.2] &R
[5.2.3] &

O
[5.2.2] &R
[5.2.3] &R

e R AR RS AR

A— M HAL

1024
[10.2.2) &g
[11.3.2) &

256
[10.3.2) &R
[11.4.2) B

256
10.4.2] &
M11.5.2] &

AETE BT 1024 256 256
[10.2.2) &M [10.3.2) =M [10.4.2) &M
[11.3.2) & [11.4.2) B M11.5.2] &

UG - FRRA PR T & A ~ O O O
[10.2.2] &M [10.3.2) =M [10.4.2) &M
[11.2.4) &8 l11.2.4) =8 M11.2.4] W

TE I PR REZE R O O O
110.2.2) & 110.3.2) & r10.4.2] &R
M11.2.4) & [11.2.4) &R r11.2.4; &R

RFEREG: MAC 7 R L A Dl O O @)
B (MAC7Z7t&AYU A ) 110.2.2) & 110.3.2) & 10.4.2) MR
M1.2.2) W M1.2.2) &M M11.2.2] &R
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10. MAC FREEDfRER

HERE EE VLAN A4+ 2y VLAN LHS—
AL IPva 77 £ A Y 2 O O <
8 5.4.1) R 5.4.1) =M
[5.5.2) & [5.5.2] &
AL bR e K B e R O O
r10.2.2) &MH 110.3.2) &MH 110.4.2) &g
M11.2.3] &R M11.2.3) & M11.2.3) &R
FRRIETE i A D ST 1 B AR O X
[10.2.2] &R [10.3.2) &R
[11.3.2) &R [11.4.2) &R
MAC 7 RL AT —7/Lxt— X X O
OV <) 10.4.2) 2
M11.5.2] &R
PR AR A — h DU O O X
VA 110.2.2) & [10.3.2) &M
VLAN #EE T @) O O
[10.2.2) & 110.3.2) & [10.4.2) MW
HHa~< K O O @)
[10.2.2] &R 110.3.2) &M [10.4.2) &R
n—3r7 GEIE | A— FBEIFHRE O O X
F IR DR — r10.2.2) &M 110.3.2) &M
B [11.3.2) &R M11.4.2) &R
TITARXR—=KNT T O @) X
[10.5] &M [10.5] &M
Thyyhas ABEBNE T I ha s £F— KEh®T 2100 17
[10.5] &M
RADIUS — D7 H 7 2E— F@E
I FAE [5.3.4] &R
[10.5] &M
M1.2.5] 2R
(FLA)
O :H¥FR—1r
X o RYAR— b
l5.x.x] B 15 LAY 2RO OBRIEES
Mox.x | B8 REOZRILES
Ml.x.x] 28 : 111 MAC#@FEORE LEMR ) OSREERE
SRRESA D SRBIFRAE 2 5 & X 1E, [5.4.6 FAFMEOMEHEEIE] 2BM L T EEW,
MAC SBREOEMESM 2 IROFRIT R L ET,
% 10-2 MAC RSO ENEEH
&A1 R—tD ERE M RETE JL—A4 EE VLAN BALFZI9Y LAHY—
By VLAN F& 5 4| E—F VLAN £E—F ET—F
R— k DOFEHH T Uk native A— T VLAN | Untagged O X
A= MAC VLAN
N native A— bk VLAN  Untagged O X
R—k
allowed A — K VLAN Tagged O X
MAC VLAN
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10. MAC SBEDfRER

A R—tD AR JL—L E%E VLAN BLF2vY LhHY—
EE VLAN &3l Eal E—FK VLAN £—F ET—FK
7a ko — — — X X X
JLAR— R
MAC native A— K VLAN = Untagged O¥* X X
A—k
mac MAC VLAN Untagged X O O
dotlq R— k VLAN Tagged O X X
MAC VLAN
77 /v k VLAN @) X X
A BT —A fastethernet O O O
fevall| gigabitethernet ) o o
port channel X X X
(L)
O : BfEw
X BfEAR T
—  PRREAR— FTIE, BREXGS

FEMIE 15.4.4  [Al— MAC R— b TOHBEEIEE— FINA] 2B LTI ZEN,

WIEDH L, [EE VLAN £E— K] (#4753 v 7 VLANE—F] LTy —F— )] OJEICKRIFE—F
OMFEEZHALET, KBFEE— F TR UME TR 8B VT, [~E22MLTEE N, &LT
WETOT, AEFESRLTLIEEN,
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10. MAC SBEEDfEsR

10.2 [E%E VLAN £E— k

FEERTIOWARIL, FRIENK TS5 FTHEETCEEFH A, [EE VLAN £— RCTERIENKNTH &, MAC T
va?—~7“/v IZHAR D MAC 7 KL A & VLAN ID 28 MAC R8FE= > b U & L TG I N TG IhE

2 ET, MACT RLAT—T7/LOBEIREIX, EH =2~ N show mac-address-table CTHEFSE 'C% *
7,)

10.21 BREAXTIL—T
MAC %L‘H mL quichﬂ/‘_‘ j:y %E?77‘(‘/I/ ]‘ % MAC RICN piE@iu»u thE:E“— ]‘ <