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x ZEERE
E-E-IE-Z24ML B - EERAR

7 A—Y¥xv b TiROoa~vy NOFERFHALET LE L,
¢ flowcontrol

10 VLAN FReoa~y RONT A—FHMAEEET LE LT,
¢ switchport mode

14 MLD snooping TROa~vy FOFHEZEELE L,
¢ ipv6 mld snooping source
¢ ipv6 mld snooping mrouter

17 77%8AV AR TREOa = NMICEEHEZBMLE L.
e deny (mac access-list extended)
e permit (mac access-list extended)

18 QoS TROa~vy NCERFEEZBMLE L,
* gos (mac qos-flow-list extended)

20 Web 38GE Freoa~y ROFHAEER LE L,

¢ web-authentication ip address

B, HARLHET - e li3Bki R<FTELE L,

[Ver.1.4 (£ 9hR)]

= ZTHERERE
E-E-E-24ML B0 - EEANE
e OB TROa~vy NOFEBEFEEAETLE LT,
¢ system function
VLAN TROavy FOREFEZAERLELE,
* name
AR—=hrIT7—V 7 Fita~wy RONRTA—F ERBEFEALEELE LT,

* monitor session

7ok, W DTF - BF EIXBWI 0 2 <FTIELE L=,

[Ver.1.4 (£ 38R)]

x ZEERE
E-E-IE-Z2A4ML BN - EERAR
O =a T IVDOFEHRTT XFa—-F—HaZELELEL,
HEE DR TROoa~vy FOGHEEE LE L,
¢ gystem function
MAC 7 KL AT —7 )L TROa~y FICESHFEEZBMLE L,
* mac-address-table aging-time
VLAN TROavy ROEEFHAEL LE L,

¢ switchport mac
¢ switchport trunk




E-E-EH-Z ML B - ZEREAR

QoS FRtoa~y REBEMLUE LR,

¢ limit-queue-length

IEEES802.1X TRoa~vy REBIMLELE,
¢ dotlx force-authorized
¢ dotlx force-authorized eapol
¢ dotlx force-authorized vlan
TiOa~vr ROHGMHEET LE Lz,
¢ dotlx multiple-authentication
¢ dotlx port-control

Web &L Troa<wr KBl E L,
¢ web-authentication force-authorized vlan
* web-authentication roaming
¢ dns-server

Troa~vr FOGMHEET LE Lz,

* web-authentication auto-logout

¢ web-authentication ip address

* web-authentication jump-url

¢ web-authentication logout ping tos-windows
* web-authentication logout ping ttl

¢ web-authentication logout polling enable

¢ web-authentication max-user

» web-authentication max-user (interface)

¢ web-authentication port

¢ web-authentication redirect-mode

¢ web-authentication redirect enable

¢ web-authentication redirect tcp-port

¢ web-authentication static-vlan force-authorized
¢ web-authentication vlan

MAC 37k TRoOawr REEMLUELE,
* mac-authentication roaming

Nidoa~y ROGHELEE LE L,

¢ mac-authentication auto-logout

¢ mac-authentication force-authorized vlan

¢ mac-authentication interface

¢ mac-authentication max-user

* mac-authentication max-user (interface)

* mac-authentication port

* mac-authentication static-vlan force-authorized
* mac-authentication timeout reauth-period

* mac-authentication vlan

LA Y 2 R AEZBML, TrmOa~y K& Web iBiE b BB LE Lz,
¢ authentication arp-relay
¢ authentication ip access-group

AT 4 L=y a UiRERDOT T — o [LEEDOEPRIEW ) YOERIMEEO LT — X v —VONEE LR LE L,
Av—Y s (VI T 7V = asfill OAvE—VEERELE L,
e [QoS i |Z limit-queue-length DT — X vt —V%BEMLE L,
o LA ¥ 258RELE TS IC authentication arp-relay, authentication ip
access-group D7 — A v —U%BMLE LT,
o [IEEES02.1X ] (ZF8FEHE A IPv4a 77 A U A b, SBHIFEGE, system
function D=7 — X vE—TEBEMLE LT,
o [Web iBiEfEH#H] OFFEE— FOBM - BT, =T —X v E—TVOMRE
VLAN £— R, #¥47)3Iv 7 VLAN E— FOEEHELE L],
o MAC FRAEIE ) OFEFEE— FOBEM « BRI, =T —A vE—T O
EVLAN £— K, ¥ A7) 3> 7 VLAN £— RORZHALE LT,
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[Ver.1.3 (£ 7HR)]

& ZEERERE

E-H-IE-F4ML

B0 - EERE

Web 87

Fatda~<y R RT A= 5BINMLE Lz,
¢ web-authentication ip address

B, HARLET - e li3Bki R<FTELE L,

[Ver.1.3 (5 64R)]

® ZEERERE

=

E-E-E-24bM0L

B0 - EEANE

A —Hx> b TRLO A~ KIZ 1000BASE-BX @ SFP AR OFEEHEABMLE LT,
* media-type
VLAN TROa~vy FEBEMLE LE,

e protocol
* switchport protocol
¢ vlan-protocol

TrRuOa~ > Ric7 e haL VLAN fREDR 2B L L.
¢ switchport mode
e vlan

AN= T Y —

TROavy REEMLE LK,

* spanning-tree guard

¢ spanning-tree loopguard default

TioOa~vr N7 ae haR—hofgEkzEmL x Lz,
¢ spanning-tree portfast

¢ spanning-tree portfast default

DHCP snooping

TrRoa~vr ReBEMmLUE LR,
¢ ip dhcp snooping database url
¢ ip dhcp snooping database write-delay
FRtda~y RONRT 2 —2HAB LI OEEFHOGLBREZEE LE L,
¢ ip arp inspection validate

MAC 383 Tieoa~vr R&EBMLE L,
¢ mac-authentication force-authorized vlan
L2 /L— 7 s AREZBEMLUE L,
SNMP FROavr RIC L2 V=7 HRAREDTIRZBM L E L,

¢ snmp-server host

Ay 74— a URERFDOT T —
AvE—v

o Ml ITNRXTRA—HXANTT—RA -V EBIMLE L,

o I[VLANTE#H] (72 h a3/ VLAN D=5 — A v —I&BMLE L,

o (2= 7YY —1EH] O VLANIZBET 2T — A vt —V2EHELEL
77

o [Web #BFEE®H) 172 ha/ L VLAN DTS —RX v —V&BIMLE LT,

o MAC RFEEH) (72 b3V VLAN DT — A v —V%BMLE LT,

o L2 V—THIniEH) OWEAEZBMLE L,

7ok, WD T - BT EIXBWI 0 2 <FTIELE L=,



[Ver.1.3 (8B54R)]

* ZTERERE
E-Hi-IE-24ML B - EERE

1 2 FRedETNVEBIMLE Lz,
» AX-1230-24T2CA (AX1230S-24T2CA)
» AX-1230-24P2CA (AX1230S-24P2CA)

o274 k¥ =2Y7 4L RADIUS FRtoa~y REBMLUE LR,
¢ radius-server dead-interval
TiROa~vy NOFEBEHFEEZET L E LT,
¢ radius-server host

FEEOE L TROI Y NIRRT A= %ZBMLE LT,
¢ system function

VLAN FRio =z~ RICEEFEAZBINLE L,
¢ switchport mac

AR=Z TV ) — TROavy FIOEEHREAZBML X L,
¢ spanning-tree link-type

DHCP snooping TROa~vy FEBMLELE,
* ip arp inspection limit rate
* ip arp inspection trust
e ip arp inspection validate
¢ ip dhcp snooping limit rate

Web #GE TrROavy REBMLE LR,

¢ authentication arp-relay

¢ authentication ip access-group

¢ web-authentication ip address

¢ web-authentication jump-url

¢ web-authentication logout ping ttl

¢ web-authentication logout ping tos-windows

¢ web-authentication logout polling count

¢ web-authentication logout polling enable

¢ web-authentication logout polling interval

* web-authentication logout polling retry-interval
¢ web-authentication max-user

» web-authentication max-user (interface)

¢ web-authentication port

¢ web-authentication redirect-mode

¢ web-authentication redirect enable

¢ web-authentication redirect tcp-port

¢ web-authentication static-vlan force-authorized
¢ web-authentication static-vlan max-user

» web-authentication static-vlan max-user (interface)
* web-authentication static-vlan roaming
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B0 - EERE

MAC F87iE

FiLoa~» REBMmLUE Lk,

¢ mac-authentication max-timer

mac-authentication max-user

mac-authentication port

mac-authentication static-vlan force-authorized
mac-authentication static-vlan max-user
mac-authentication static-vlan max-user (interface)
mac-authentication static-vlan roaming
mac-authentication vlan-check

av 7 4 S b—a UREEFED T —
Ayl—v

T4 iE 0 B
['VLAN f&#t)

MR, switchport mode &7 27 ¥ A/ /—7"+ QoS 7u—2J )L—7

) ZEE VLAN E— FOx- T —A v —V%BIMLE LT,
\Z[E E VLAN & — R f{IRF D switchport mac dot1q vlan il

e,

X TEIZDOWT

DT —RAyv—THEBMLE L],

& VLAN £—
MAC FZFEH
L7z,

['Web 3B3LIE#H (DHCP — A 1F#ETe) | (2 Web

RAFEMIP 7 R LA,
REEAREOT T — A v —V&BMLE LT

) ICEE VLAN E— FEHBEOT S — A v —% B L E
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& ZEERERE

E-®H-IE-S4ML

B0 - EERE

AT 4 T L— g L OFRE & HE

Lo a~y RIRFA—ZZBIMLE LT,

¢ show

E OB REEBMLUE LT,

A —Hx> b media-type 2~ KiZ 1000BASE-SX2 ¥R — M FEEFHZBEMLEL
7o

VLAN Tioa~vr F2BmLE LA,

¢ switchport mac dotlq vlan

DHCP snooping

AREZBMLUE LT,

IGMP snooping

Tioavr R

HEHHZEBMLUE L,

* ip igmp snooping (interface)

MLD snooping

FROav> R

HEEFHABMLE L,

* ipv6 mld snooping (interface)

TI7EAY AR

Fitoa<> R

HEFHAZBMLUE L,

¢ ip access-group

* mac access-group

QoS

Fito <> R

HEFHABMLUE L,

¢ ip qos-flow-group

¢ mac qos-flow-group

TROavr FeBMLELL,

¢ control-packet user-priority

IEEES802.1X

FRoavr REBMLE L,

¢ dotlx supplicant-detection

¢ dotlx vlan dynamic supplicant-detection

=
23]

B
!
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¢ default-router

TRoavy KBl E L,




E-EH-EH-Z ML B0 - ZEEAR

MAC 783 Fieoa~<r REBMLE L,
¢ mac-authentication id-format
¢ mac-authentication max-user
¢ mac-authentication password

Apf—bzr br— TRONTA—ZOHMAETELE L,

* action inactivate

SNMP FTROTZ LV RIZTIFAR— b T v TR A= EBMLE LT,
e snmp-server host
* snmp-server traps

Al NN A NS4 HEEFHFEATIELE L,
av T4 S — g UREROT T — o (@] ITRTA—HIEERLDA v E—VEBMLE L,
Ayv—v o [EEEDOEPRIEW] OEZBEMLE L,

e (Vo7 7V =2 a EH] (2 DHCP snooping S EIZ LD =T — A v
t—UEBEBMLE L,

e [VLAN &# |Z DHCP snooping HEILL DT — A v —V%BMLEL
7=

» [DHCP snooping ] DEEZEIMLFE L7z,

» [IGMP snooping 1% #] |Z system function R EDT T — X v E—T % B

L¥E L7,

e [MLD snooping 1&#] |2 system function KX ED T T — A v —T % BN
L¥E L7,

o (77 RAY R MEH] 1T system function RKREDT T — A v —T % B
LE LT,

o QoS ] (T system function Ri¥ENDTT— A vt —TV%FBMLE L,

o [Web SBIFEEHR] 12 default-router 2~ ROTT— A v —IZBMLEL
7

¥, HRDHT - HER LITBk R<ETIELE L,

[Ver.1.1 (8 3R]

® EERE
E-EH-EH-Z ML B0 - EERAE
Ab—Lavbr—L FRLONT A—=H OFMZFTIELE Lz,
* action inactivate
N—=hrIT7—=V 7 EEFHEHEZTIELE L,

¥, HRDET - e LITBk R<ETIELE L,
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& ZEERERE

E-®H-IEB-S4ML

B0 - EERE

B
o
e
B

FReDET N ZBEMLE L,
» AX-1230-24P2C (AX12308-24P2C)
* AX-1230-48T2C (AX1230S-48T2C)

D=2 T NVDHRTT

Fatoa~<y RE—REZBIMLE L,
o IPv4 7 KL R 7 4 L% DHE (config-std-nacl)
o IPv4 v R 7 4 VX OF%TE (config-ext-nacl)
e MAC QoS ™% E (config-mac-qos)
e IPv4 QoS M E (config-ip-qos)
e DHCP #— 0% (dhcp-config)

T i R P

e linevty 2~ FORRKZ—PFHE 2ITEF L E LT,

aL T 4 T L— g v OfRE & BYE

TRoavy ReBmlE L,
» save(write)
* top

a7 4% =U7 ¢ & RADIUS

Fieoa~<r FEBMLE L,
¢ aaa authentication login
¢ ip access-group

TRo =z~ R% IEEE802.1X 7 b RFE~GLHE N #BE L E L=,
¢ radius-server host

¢ radius-server key

¢ radius-server retransmit

¢ radius-server timeout

A=Y xv b

e power inline =~ RZEMLFE LT,

IGMP snooping

 ipv6 mld snooping source =~ R&ZEMLE L7z,

ZJa—HE—F

o KREABMMLE LT,

TI7EAY AR

Fatoa~y REEBMLE LK
» deny (ip access-list extended)
* deny (ip access-list standard)
* ip access-group
* ip access-list extended
¢ ip access-list standard
» permit (ip access-list extended)
o permit (ip access-list standard)

QoS

o KREABMMLE LT,

Web B

o AREABMMLE L,

MAC Rt

o REABMMLE L,

O NN S N =

TRONRTA—=FEBMLUE L,
¢ action inactivate

¢ action log

e action trap




E-EH-E-Z ML BN - ZEREAR

SNMP Fieoa~<wr REBMLE LR
¢ rmon alarm
¢ rmon collection history
* rmon event

TROa<wy RIZTZ7'AY AT A= EZBMLE LT,

* snmp-server community

TROa~v U RZTITAR— R Ty TG A—=FEBINLE LT,
¢ snmp-server host

FRRDa~vy RIZTTARX—=F hT v T NTA—=FEBILE LT,
* snmp-server traps

av 74—y g URERO T T — o Tl ITETNVRYAR—bOAvyE—T&BEMLELE,
Ay—v e [MLD snooping {&#] & MLD query A v&—YkEmRIP 7 KL ADT T —
Ay—UEBMLE LR,
o QoS & PHEABMUE LT,
o [Web iBGEfEH#H) OBEABMLUE L,
o [MAC FEFERE®H) OEEZBMLE LT,
e [SNMP {&#] IZrmon 2~ > RKOZT— A ve—T%&BIMLE LT,

7ok, HWRDRAT - P e FITBMY R<FTIELE LT,
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QOEFAOTVFKFOAANYUEYHR,
NS A—REHIZHONTHEIY =1
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EBRaTUEFLTIF7LUR
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BCOT=a17I)ILTOHORE

AC Alternating Current

ACK ACKnowledge

ADSL Asymmetric Digital Subscriber Line

ALG Application Level Gateway

ANSI American National Standards Institute

ARP Address Resolution Protocol

AS Autonomous System

AUX Auxiliary

BGP Border Gateway Protocol

BGP4 Border Gateway Protocol - version 4

BGP4+ Multiprotocol Extensions for Border Gateway Protocol - version 4
bit/s bits per second *bps L RILTDHELH Y 7,
BPDU Bridge Protocol Data Unit

BRI Basic Rate Interface

CDP Cisco Discovery Protocol

CIDR Classless Inter-Domain Routing



CIR
CIST
CLNP
CLNS
CONS
CRC
CSMA/CD
CSNP
CST
DA

DC
DCE
DHCP
DIS
DNS
DR
DSAP
DSCP
DTE
DVMRP
E-Mail
EAP
EAPOL
EFM
ES
FAN
FCS
FDB
FODN
FTTH
GBIC
GSRP
HMAC
IANA
ICMP
ICMPvV6
ID
IEC
IEEE
IETF
IGMP
P
IPCP
IPv4
IPV6
IPV6CP
IPX
IS0
ISP
IST
L2LD
LAN
LCP
LED
LLC
LLDP
LLQO+3WFQ
LSP
LSP
LSR
MAC
MC
MD5
MDI
MDI-X
MIB
MRU
MSTI
MSTP
MTU
NAK
NAS
NAT
NCP

[FLHIZ

Committed Information Rate

Common and Internal Spanning Tree
ConnectionlLess Network Protocol
Connectionless Network System

Connection Oriented Network System

Cyclic Redundancy Check

Carrier Sense Multiple Access with Collision Detection
Complete Sequence Numbers PDU

Common Spanning Tree

Destination Address

Direct Current

Data Circuit terminating Equipment
Dynamic Host Configuration Protocol

Draft International Standard/Designated Intermediate System
Domain Name System

Designated Router

Destination Service Access Point
Differentiated Services Code Point

Data Terminal Equipment

Distance Vector Multicast Routing Protocol
Electronic Mail

Extensible Authentication Protocol

EAP Over LAN

Ethernet in the First Mile

End System

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name

Fiber To The Home

GigaBit Interface Converter

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Internet Assigned Numbers Authority
Internet Control Message Protocol
Internet Control Message Protocol version 6
Identifier

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers, Inc.
the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

IP Control Protocol

Internet Protocol version 4

Internet Protocol version 6

IP Version 6 Control Protocol
Internetwork Packet Exchange
International Organization for Standardization
Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Link Control Protocol

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol

Low Latency Queueing + 3 Weighted Fair Queueing
Label Switched Path

Link State PDU

Label Switched Router

Media Access Control

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Management Information Base

Maximum Receive Unit

Multiple Spanning Tree Instance

Multiple Spanning Tree Protocol

Maximum Transfer Unit

Not AcKnowledge

Network Access Server

Network Address Translation

Network Control Protocol
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NDP
NET
NLA ID
NPDU
NSAP
NSSA
NTP
OADP
OAM
OSPF
OoUI
PAD
PAE

PC

PCI
PDU
PICS
PID
PIM
PIM-DM
PIM-SM
PoE
PRI

PS
PSNP
QoS

RA
RADIUS
RDI

SFP
SMTP
SNAP
SNMP
SNP
SNPA
SPF
SSAP
STP

TA
TACACS+
TCP/IP
TLA ID
TLV
TOS
TPID
TTL
UDLD
UDP
UPC
UPC-RED
VLAN
VRRP
WAN
WDM
WFQ
WRED
WS

WHW
XFP

Neighbor Discovery Protocol

Network Entity Title

Next-Level Aggregation Identifier

Network Protocol Data Unit

Network Service Access Point

Not So Stubby Area

Network Time Protocol

Octpower Auto Discovery Protocol
Operations,Administration,and Maintenance
Open Shortest Path First

Organizationally Unique Identifier
PADding

Port Access Entity

Personal Computer

Protocol Control Information

Protocol Data Unit

Protocol Implementation Conformance Statement
Protocol IDentifier

Protocol Independent Multicast

Protocol Independent Multicast-Dense Mode
Protocol Independent Multicast-Sparse Mode
Power over Ethernet

Primary Rate Interface

Power Supply

Partial Sequence Numbers PDU

Quality of Service

Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB

Reverse Path Forwarding

ReQuest

Rapid Spanning Tree Protocol

Source Address

Secure Digital

Synchronous Digital Hierarchy

Service Data Unit

NSAP SELector

Start Frame Delimiter

Small Form factor Pluggable

Simple Mail Transfer Protocol

Sub-Network Access Protocol

Simple Network Management Protocol
Sequence Numbers PDU

Subnetwork Point of Attachment

Shortest Path First

Source Service Access Point

Spanning Tree Protocol

Terminal Adapter

Terminal Access Controller Access Control System Plus
Transmission Control Protocol/Internet Protocol
Top-Level Aggregation Identifier

Type, Length, and Value

Type Of Service

Tag Protocol Identifier

Time To Live

Uni-Directional Link Detection

User Datagram Protocol

Usage Parameter Control

Usage Parameter Control - Random Early Detection
Virtual LAN

Virtual Router Redundancy Protocol

Wide Area Network

Wavelength Division Multiplexing

Weighted Fair Queueing

Weighted Random Early Detection

Work Station

World-Wide Web

10 gigabit small Form factor Pluggable
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BEREFLUNDEFOERICONT
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¢ 58T (HT)

e ik (bTSE)

o W (H5H)

o IEE (D)

o HE(nE)

o fEFT (AL X))

o EER(ZLO72W)

o H1 (iF72)

e fg (&)

c M (L&)

e (LA)

c WED(I2F5)

o Gt (7240)

e WA (U»-T)

o TR (5<Z9H)

o P (~1EL)

o TR (AH 2 )

WKkB(/\A ) BEDEFMRKEIZDOWNT
1kB(F /31 k), IMB(AAA K), 1GB(XH /XA k), 1ITB(T 734 M) I1ZFHNZFh 1024 /31 |k
1024 234 &, 1024 354 1, 1024 454 N T,






F1fR OY=aT7ILOHEHA

CODR=_aAT7ILDHERMIA

avr FoEdER 2
av Y kRE—F—& 3
IRTA—BIIRETESE 4
XFa—F-§ 7
E2im HEDERLEHE
1 R i K $E ot 9
ftp-server 10
line vty 11
transport input 13
AVT749L—2 3 UDIREEBRE 15
end 16
exit 17
save(write) 18
show 19
top 20
AJ4 t%a) T4 & RADIUS 21
aaa authentication login 22
ip access-group 23
radius-server dead-interval 24
radius-server host 26
radius-server key 28
radius-server retransmit 29
radius-server timeout 30
%I DERTE & NTP 31
clock timezone 32
ntp client server 34
ntp client broadcast 35




ntp client multicast 36
ntp interval 37
EEQOEE 39
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[#8E]
o<y FOFEAMEEZTER L TVnET,
[ABRH]

AR FOANBREERZL TVET, ZOANERNL, ROBRANZIESWTRRIBE L TWVET,

ERLFINERET DT A—FL, <>THRET,
<STHENTWARAWVWIFEF—T—RT, TOEEANTLLFTT,
{A] B iZ, TAEFZIZBOELLNERIN 2EKLET,

[0 THENEATA—FRXF—U— NI [FIKTRE] 2E%LET,
T A=BDANTERZE, TRXTA—ZITIEETE L) ITRLET,

[ADE—FK]

SOy REANTEBANE— RE 707 MeERT B4 TIR LTWET,

(NS A—4]

Oy ROBRETEDLNRT A—FEHMCHALTVET, 35 A—% 2 LICEREOIBIE L O E

oUW

HPHEZHARL L TV ET,

[2% > FEREEDENF]

vy FEAN LA THAT =4 OPIESBIESRE SN AHAIL, ZONEEZTELTWET,
[BE~NDEE

vy ROBREIC LV BESRYING 22 LlEICHER D 5 5E, AMICRELTOET,
[ERFEMED R BRE2H ]

ARV b=y 7 v—ya AMEREER LSS, ¢ CICEAEROMETEMBMYT 52, £232EE
OFEEY e UIEM 2 — BRI E R L EEER KB E 20 e itk LTV ET,

GEESEIE]

av REMHT L2 ETOEBERICOWTRDR L TWET,
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< REBMESED1-DICRENMEL R a~y Featdk LET,



ARV RE—F—E

1. ZORZATILDHEAH

avy RE—FDO—E%, KOBITRLET,

£1-1 ATV FE—F—§

EHE ATV RE—F4A Ay RE— FEHA E—-FBTaTUR
1 (config) sa—s\arz 4 b—va sE'w—R > enable
# configure
2 (config-line) YE—hm s A DHRE (config)# line vty
3 (config-if) AR T 2 —ADKIE (config)# interface
4 (config-if-range) A VBT 2 — ADEEEETE (config)# interface range
5 (config-vlan) VLAN #7E (config)# vlan
6 (config-mst) T IVTF SN ANR= T Y —DERE (config)# spanning-tree mst configuration
7 (config-ext-macl) MAC 7 4V Z DFHTE (config)# mac access-list extended
8 (config-std-nacl) IPva 7 RLATZ 4 VE D% (config)# ip access-list standard
9 (config-ext-nacl) IPv4 N7 N7 4 VB DFRE (config)# ip access-list extended
10 (config-mac-qos) MAC QoS D E (config)# mac qos-flow-list
11 (config-ip-qos) IPv4 QoS DR E (config)# ip qos-flow-list
12 (dhcp-config) DHCP ¥ — D% E (config)# ip dhcp pool
13 (config-auto-cf) AUTOCONF D& (config)# auto-config
14  (config-netconf) NETCONF DO i (config)# netconf




1. COI=21T7IDEAE

INGA—RIZHEETZEAHIE

NRIA=ZIHFETE D%, RORITRLET, T A —=ZAIHIRB 22V EGE,

LTZEn,

£1-2 NIA—FITHEETESHE
INT A —ZFER B AH6l
fEEO3CFS epa— k) 220EE0, name "PORT BASED VLAN-1'

T BAY A NLFR
QoS 7 r— U X NFR
QoS ¥ =—U A N4FR

[XFa— -] 23BIEI0,

7B, REXTFIFETERETCEEEA,

F7z, avr FAERX L, AriEzida~r R
L e RTA—=H (F—TU—F) OELLTHIEET
XDHEHT, av KL - RXTA—F (F—U—
R) LR—DOARTZRIEE LIZEE, a~r R4 - 3
FA=H (F—U—F) NEESNZERLESNE
D

mac access-list extended list101

MAC 7 KL A, 214 hFo 16 R TRL, ZoME Ry b () 1234.5607.08ef

MAC 7 KL A< A7 TR EJ, 0000.00ff.ffff

IPv4 7 R L A, ANRS FE 1AL FFO 108K THRL, ZoM% 192.168.0.14

IPvd x v h~RA 7 Ky k() TREIY ET, 255.255.255.0

IPva 7 RLAU AL RH— | IPv4d T KL A LRBEDOASENXTT, FEOE Y 255.255.0.0

K NESLTH LA 2R L ET,

IPv6 7 R L A 214 hFo 16 R TRL, ZoMEzany () 3ffe:501:811:ff03::87ff:fed0:c7e0

T £,

A VBT = — REER

BEDA L H T 2= AT HIEREZRELET,
BETEHA X7 x— A%, fastethernet,
gigabitethernet, vlan, port-channel T3,
fastethernet & gigabitethernet Z R L CTHE/E 7
HTEITTEEREA,
ANERIFR D L B0 TH,
* fastethernet O &
interface range fastethernet <IF# list>
* gigabitethernet D&
interface range gigabitethernet <IF# list>
e vlan OFE
interface range vlan <VLAN ID list>
* port-channel D4
interface range port-channel <Channel group#
list>

interface range fastethernet 0/1-3

interface range gigabitethernet 0/
25-26

interface range vlan 1-100

add /remove 5 7€

BHIEE OB EF AERITI LT, BINE 72 IXHIBR
ZLET,

add FEEDHE, REFAOHERITEME LET,

remove fEEDGE, REFHOHE BRI HHIFRE L
E3 AN

add /remove fEEKRF, show 2~ R TERIND

TERNEE L TWDHEICE, EEL T I1EHRZ
HIbR L T ®ORELE 1TV E T,

BEIRE DO IEHRI I 2 e ol & ISR L&
7
o VY RATIHIOEH
switchport trunk allowed vlan 100,101
s Aja~wrk:
switchport trunk allowed vlan add 103
o vy RANBROER
switchport trunk allowed vlan 100,101,103

switchport trunk allowed vlan add
100,200-210

switchport trunk allowed vlan
remove 100,200-210

switchport isolation interface add
fastethernet 0/1-3

switchport isolation interface add
gigabitethernet 0/25-26

switchport isolation interface
remove fastethernet 0/1-3

switchport isolation interface
remove gigabitethernet 0/25-26

MEEDXTH &%
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<IF#> 8 & U <IF# list> DEFE
8T A —% <IF#> X "NIF No./Port No." DX THE L 7, AEED "NIF No." 120 EHETY,
<IF#> DEOFH Z R DOFI R LET,

£ 1-3 <IF#> B KU <IF# list> DIEDEE

BE ETI A —H %y MER BEDEFE
1 AX1230S-24T2C/AX12308-24T2CA fastethernet 0/1 ~ 0/24
AX1230S-24P2C/AX1230S-24P2CA
gigabitethernet 0/25 ~ 0/26
2 AX1230S-48T2C fastethernet 0/1 ~ 0/48
gigabitethernet 0/49 ~ 0/50

<IF# list> DIEE /A L5 EE D EEEH

RT A=HDANFERIT, <IF#list> L ENTWDEEE, <IF#> OFERTAA 72 (), =20~ ()
AL TEROR— 1 2EELET, £/, <IF#> LD ENTWAES LRBEIC—DoDR— N &2i5E
TEET, WBEMBOHAIL, ko <IF#> OFEHEIZEVNET,

["-" F 72T " I & D PR E O]
0/1-3,0/5

<VLAN ID> MR EED EH
<VLAN ID> OfEOFPH 2 IR DOFIR L E T,

%= 1-4 <VLAN ID> D {EDEGFH

HE [EXOF e

1 1~ 4094

<VLAN ID list> D57 /7% & X TE fiE D & B

INT A=K DATAUZ <VLAN ID list> L it STV B4, " 7> (), ar~ () #FEHLT
B VLANID 2% ETxF4., $£7-, <VLANID> LE#H I N TV BEEA & FAfEic—>D VLANID %
BETEET, REMHOPAIE, ARk <VLAN ID> O#FHICEVE T,

(" F 1L T & D HPRRE D]
1-3,5,10

<Channel group#> 0 % 7 {1 0 &5 B
<Channel group#> OEDOHFPHZ R DFITRLET,

% 1-5 <Channel group#> DIED & H

BHE ETL ED#FE
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<Channel group# list> D18 E Ak

T A= DO ANFEAIZ, <Channel group# list> EFLH I N TWDIEHEE, "M 7> () ,ar~ () %
R L CTEEOF ¥ %N I N— T &S EfE LET, £7-, <Channel group#> &SN TV EHAE &
FIERIZ—2DF ¥ XN T NV—TEEERETEET, REMOFMIE, 7k <Channel group#> i
WZREWE T,

[u_n i 7”: 1x ""' Iz & %)%ﬁ%&hﬁ::@@_d]
1-3,5
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ftp-server

line vty

transport input




ftp-server

ftp-server

UE— MEAWAKNS ftp 70 ha LA LET 7 v AR AT ALOICEA LET, 2k, AEE A~
0 JA R EITEGR TS ) = — MEMAWAKRO IPvd 7 R L 2 Z2HRET H8E1F, config-line £— K
Ttelnet 7 7 B R EMEDOT 7RV X FERELTLTEE N,

[AARRA]

THWMORE
ftp-server

T O HIBR

no ftp-server

[ABE—F]

(config)

(185 A—=4]

L

[3< 2 FEBREFDENE]

ftp 7’2 FaLTOVE— T 7 EAZZIFHTEEA,

[(BIE~DEE

CEEFHE]

config-line E— RTT7 7 AU X MERE L TWDE5E, tp TREE~2 A VEFATELIIEST 2
VE— MNEMABRRKD IPvAT RLALRLUT Z7EAY X M- THIBRS IV ET,

[(BEaI< 2 K]

line vty

1p access-group
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line vty

line vty

SEEA~D telnet VE— N7 7V AEFAILET, /2, BEICFRBZVE— el A T 2—VEK%
HIFRT A7-DICbEHA L E T

REREEITI E, TRTOYT— MEASEKI LD telnet 71 kAL TOY E— b7 78 2AEZITHT 5
LRV ET, T/ EAEHIRT 5861, ip access-group, transport input X E% L T ZSWY,

[ABRR]
WHDRE « 2
line vty <Start allocation> <End allocation>

TR O HIER

no line vty

[ABE—F]

(config)
[INSA—=4]
<Start allocation>
VE—bhasA UFAERELET,
o KNT A —Z B DO HHE
HUTE E A,
« EORE D
0 (FEE)
<End allocation>
nJA L TCELI—YRERTELET,
1. AT 2 —Z BRI O Y HE
B TEERA,
2. fEOFE R
0~1 (BrArTELa—PHKE1~2ICRETEET,)

[2< 2 FERSEF D ENE]

telnet 70 ha LV THOY ET— " T 7B AZZ T ERE A,
LRE~NDEE]

2L

EEITH &, TXTOYE— MERAMRKILD telnet 70 haLTHO Y E— b7 7 B RAEZITfT
22 Ed, T/ RAEHIBRT A1, ip access-group, transport input ix &% L TL 72
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line vty

(E&Ea< > K]

transport input

1p access-group

12



transport input

transport input

UE— MEMEWHANOEE T m Fa v E R LT 7 2R 572D LET,

[AHRR]

THWORE - BE
transport input {telnet | all | none}

fE O HI

no transport input

[ABE—F]

(config-1line)
[INSA—=42]
{telnet | all | none}

telnet
telnet 7’02 h AL TOYE— T 78R EZTTET,

all
TRTOTa harTHOYET— 77 BRAZZ £ (GRIE telnet 7217),

none
FTRTOTw AL TOYE— T 7 A2 T EEA,
1. AT A —Z BRI O HE
all (telnet TOVE— 77 ¥ AZZ T T ET)
2. fEOFE R
telnet, all, F£72/% none

[2< 2 FARSEFDENE]

telnet 71 2L THO Y E— b7 7 ERAEZITHTET,
[BIE~DEE

L

[EREMED R BR 2]

REMEER, T ITEMICKBSNET,
CEEFE]

1. ftp Bt & 7F Al HIRI H3A1%, config T— RO ftp-server THEL TLZ &,

[BEEa~< > K]
line vty

ftp-server

1p access-group
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end

exit

save(write)

show

top
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end

end

av 74 b —varavy RE—REKTLT, EEEFHET—RNIED T,

[AARR]

end

[R5 A—4]

L

EESEIE]

1. 747 —ar 77 ANVENBRT T v a2 AEVITRELRW T end 2v > K&~ T—MRHY
WZarv 747 b—varav  ReE—RERTTH22L0NTEET, 20L&, avy 747 b—vayv
T 7 AIRERFORED T FIZR>TNETOT, a7 47— g OfREEE, RIFELTLE
él/\o

2. Jrv=mvraryI4 sr—rvarEmELIER, WKZ 7 v a AT VIRFELR N Tend 2w K
ERITLIEGE, WKT7 7 v v a AR YDAZ—NT v Tarr 4 J—varv Iy negr=7
aVT 4T b= a yRNRRVET, ar T4 S L—va L ORES, RELTLIEE N,

(BAEa<7 > K]

L
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exit

E— R&—2RYET, config E— RTHEFDEAITay 77 —Yaravwry RE—REKTLT
HEEHEET—NIEVET, V7 a~vr FE— R TREL TV AEAIT > I BEIZREY £7,
[ABRH]

exit

[INTA—=42]

2L

(& A vtE—]

2L

CFEEIE]

config B— RTexit 2~ REFHEMATL2HEF, KIORTEEFERDH D 7,

1. a7 47—y ar 77 AVENET T vy a2 AT VICRIFELRVDTexit 2~ 2 RE - TR
WZarv 74 7 b—varavy RE—RERTTH2ENTEET, Z0LE, avr47b—vayv
T 7 A IAIRERTOREBOEFICR>TVWET DT, a7 4 7 b—a rOffER, MELTLE
S,

2. FJr=rrarvg v—varamE Lk, WKZ7 7 v a AT VIRFELRNW T exit a v N
EERITLEGS, WKT7 7 v v a AR YVDORE—NT v 7avi b —varvrZyAnesr=v7
Ay T4 b—vayRREVET, a7 4 Jb—va VOffER, REL TSN,

[B&Ea< > K]

L
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save(write)

save(write)

WMELILar 74 7 b—yarONEE, AZ— N7y Farigq7r—var 77 A MRELET,

[AHRH]
save
write
[T A—=4]
2L

[BEAvtE—T]
L
CEEEHE]

1. av 747 —ary 77 ANV RELT a7 L —Yaravwy RE— NIRRT LER A, R
22 H581T0T exit 2~ FE-iZend 2~ R&EFoTCary 74 b—y g ravwy RE—
REETLTLEEN,

[BEZEa< > K]

L
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show

show

WEFOa L 74 VL —Ya VEEEICERLET,

[AHRR]

show [<Command> [<Parameter>]]

[T A—=4]

<Command>

ay 74—y aravwy REEELET,

<Parameter>

FRHMBRERET 55 BT, <VLANID> X7 4 V2 iR+ T 5 <ACLID> 72 ED/RT A—F &45
ELET,

[EEHIE]

1.
2.

AT AT =2 a Y RENGEE, 37 FOETICHHEA#END ZE8H 0 7,

JH—R LA T 4 =g E— RO, av 747 b—va v E— R (F R ~EBT 52
< Fizxt LT <Command> [<Parameter>] 23EE T& £9, fHiseHieE - ~V7HERE - EMEERIT /R E
HEFEHFTRE T,
ary74Z—varE—F EIHEB) T, Se—rar g S —va B — REREBRICE—
R &2E#T 5 2~ Fiox LT <Command> [<Parameter>] OIFENTE £, M5EHEEE - ~1 7
HEREZR KT TE £ A,

(BAEa~<> K]

2L
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top

top

a7 4 b—Yaravy R E— RBITHRIE, Ka~vr FAHTe—Lar 747 L—3 g 0 F—
K (GFE—FERE) IR £7,

[AARK]
top

[T A—=%]
L
CEXEFEIA]
2L

[(BEaI< 2 K]

L
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o4 t*%a1) 74 & RADIUS

aaa authentication login

ip access-group

radius-server dead-interval

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

21



aaa authentication login

aaa authentication login

VE—bu s A AT OBRE T NARELET, LITRE
e AR TRIEEITVET,

[ABRH]
THRORE - BH
aaa authentication login default <Method> [<Method>]

RO HIR

no aaa authentication login

[AAE—F]

(config)
(NS A—=4]
<Method> [<Method>]
<Method> (ZIZR #7%E LE T, [Fl—® Method ITEHE

group radius
RADIUS #eEafEH L E T,

local
0— )R A T — ]\uou‘.E;gf'fﬁﬂq L/ij—

[O7 2 FEREFDEIE]
a—H NN AT — REFEEITVE T,
BE~NDEE]
L
[REMED RIREEHE]
REMEFER, TITEAIIKB SN ET,
EEEIE]
2L

(B&Ea< > K]

radius-server

22
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ip access-group

ip access-group

REEBEB~VE— b A V2R EITEST DY — MEAWKD IPvA 7 FLAZRELEZT 7 & A
VA REZRELET, KREIE, £YVET— 727 A (telnet / ftp) TI@EIZ/20 £,

ip access-group THREINTNWET 7 AV A hoOx> M) 2E5DET, 16 = VTR 5D £ TEELT
HETEET,

[AHRR]

THROBRE - BH
ip access-group <ACL ID> in

& O HIBR
no ip access-group <ACL ID>
[ABE—F]
(config-1line)
[INSA—=42]
<ACL ID>
1. AT X — 2B R O Y HUE
BMETEER A,

2. DO E i
FEHE jp access-list 44 Ff (ip access-list standard)

[2< 2 FERSEF D ENE]

line vty Z 8% & L, ip access-group 23i%E SN TV WS, 3TV — MEAMRNSDOT 7 & R
EIFRILET,

[BIE~DFE]

2L

[FRE B D R R 224 ]

REMET R, T ICERICKRSNET,

[EEHIE]

1. RgElE, 2V F— 727k A (telnet / ftp) TH@BIZZ2 Y £,

2. ftp ¥ A #2355, config %_}\’Cftp'server EHRELTLIEE,

3. line vty ZFRE L, ip access-group 2Ni%E SN TW WS, T3 T U T— MEMHMRNSDT 7 &
AEFALET,

[B&Ea~ > K]

ip access-list standard
line vty

ftp-server

transport input

23



radius-server dead-interval

radius-server dead-interval

24

T 4% RADIUS — 3n6, 754~ U RADIUS 4 —_"~HEEHT 2L TOERS A v E2REL
ij—o

AL r b= (EAT O RADIUS #RGEER ) AR 4 ) RADIUS $— S~EBf L7k R T
Bl A ~&2AZ—bL, Ravy N ooeRmmt RS ~m %) (2, 774~
RADIUS $—S~EIHL £,

[ANRH]

WHORE - £
radius-server dead-interval <Minutes>

TR O BB
no radius-server dead-interval
[AAE—F]
(config)
(NS A—%4]
<Minutes>
&) RADIUS H— N/, 774 <1 RADIUS — _"~HENEIHT 2 TOERY A <~ &R
FELET,
1. RXT X — 2 BWEREOHHE
BRETE EH A,

2. B E il
0~ 1440 (%))
0 #f%E L7261, RADIUS FEREE R 24777 A ~ U RADIUS — "ot L E T,
[O<7 Y FERREDENE]
H Ly b= h &Y RADIUS H— "~ LT 10 0%, 774~V RADIUS ¥— NIZHEE
HLET,
LEEANDEE]
L
[REMEDRILEER]
REMEFER, T ITEMITBESNET,
1. ®H %Y RADIUS — &2 Hh Lo b= E L GERAPICERY A ~lH2ZE L0E, TORN
TORRIEAHE RS RA M Lk,
2. BHAA~EAF— NMEICAR <~ FREZHIR LSS, BRI ~DOA T MIY &y M
L, T7ANLMEI0SE LTEMELE T,
CEEZEIHE]

1. 3BLLED RADIUS h—N%EEE L TWethd, Bl A ~v%& A ¥ — NI RADIUS H— 3~
FLYy M —RNEE LEHETYH, Bl A ~I1ZV Yy TS L 9,
2. BERAASII VST ARF — R T D EEAMTH T TH2ETY Y FLEFAD, TR Crifst



radius-server dead-interval

LT TETICY Y FLET,

e Kz~ FTradius-server dead-interval 0 Zf%/E L7z & X

o WL M= L L TEMT D RADIUS — %, radius-server host =< RN THIFR L7z &
x

e 2~ K clear radius-server 1T L 7= & &

3. WREXGUmROFRRE L — 7V AEMHIZER Y A =Nl T LI2BATYH, EMFORGEY —7 > AR5
TTAETTT74~Y RADIUS 4 — A_~DEIHIIIT R bIEE A,

4. Ver1.1 ~12A % THEHOYE, HL v M—NE7 74~V RADIUS —NICHEMEIH L /A,
(Ver.1.0 I[IABERER Y A — FTT,)

(BEa< > K]

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

aaa authentication
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radius-server host

radius-server host

RAEIZAE N 5 RADIUS Y — OB EZITWET,

[AARK]

THMORE « AR
radius-server host <IP address> [auth-port <Port>] [timeout <Seconds>] [retransmit <Retries>]
[key <String>]

T DI BR

no radius-server host <IP address>

[AAE—F]

(config)
(NS A—4]

<IP address>
RADIUS H— "D IPv4 7 RL A ZRELET,
1. AT X —Z B O HME
A TCEERE A,
2. fHDFR EHiHH
IPva 7 FL A (Fy FFEIE) 2RELETS
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

key <String>

RADIUS ¥ — 3] & Oi@EfE DK Bk, FRIEICHE 95 RADIUS # 43 & L7, RADIUS #i37 7

A7 k& RADIUS $— N EClH—O#ERET HLERH D 7,

1. ART A —ZHWEREORTHIE
radius-server key T E STV 5 RADIUS #MEH SN E T, REINLTWRWES, YiX
RADIUS H— 3270 0 £,

2. 0D % T i
64 LFUHNOLFHITHE L T EEV, BREATRRLFICONTIE [RIA-FITHRETED
] 2L TN,

auth-port <Port>
RADIUS — 1O HR— FEEERELET,
1. AT R —ZH WSRO RIHE
A— hEH 1812 ZEH L £
2. fEOR TR
1~ 65535

retransmit <Retries>
RADIUS H— 2% U CRGEE R Z HRET 2 AR E L £7,
1. RRT A — 2 HMgR O YA
radius-server retransmit TaxE SV TWDEHMAMEH SN E T, RE I TWRWEGEE OHIE
133 HTY,
2. fEOR TR
0~ 15 (&)
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radius-server host

timeout <Seconds>
RADIUS h— b DIREX A A7 0 MEH (F)) 2% ELET,
1. AT A —Z BRI O HE
radius-server timeout TR E SN TWARFRAEHA SN E T, BHES N TV ARWGEEOYIHIEIL 5
»Td,
2. fEOFE R
1~30 (M)
[a< > FEERREDENE]

RADIUS 4 —_OZEIFESNEEADT, aaa T group radius 3% E L TH RADIUS #1E L £ A,
[BIE~DEE]
el

X TE fIE O [ BRERHK ]
WEMEES, + ICEAICRKMESLET,

[
o

1. BXEFREZ: RADIUS H— " FUTLEE HL TR 4 TY

2. IPv4a 7 RL AL LTI27.%** R ETEEEA,

3. key NT A—ZNEMWEN TV, radius-server key bR E SN TV RWEAIL, Y4i% RADIUS ¥-—
PALES 1355) 1 Al Q=

4. %D RADIUS Y — %3 E L-Y6A, EH 2~ N show radius-server summary CiANIIFKR S
W57 RLANRTF A<V RADIUS #— L7220 £9, BHIOT L M—o3 (EAHH O RADIUS
FRREERSE) 12X 7T 4 < U RADIUS — MR S E 7,
7' 4~ Y RADIUS #— SICHEENRRAE LA, # Lo k49— SakIc A7 RADIUS % — /3
(74 U RADIUS #—/%) ~#H LEF. 771~ ) RADIUS #— S~0 B BEIRICOVTIE
radius-server dead-interval 2~ REZSMH L T 7Z X,

[(BEa< > K]
radius-server dead-interval
radius-server key
radius-server retransmit
radius-server timeout

aaa authentication
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radius-server key

radius-server key

FRREIC A 95 RADIUS Y — DT 7 4 /b b &R E L E7,

[ANRH]

THRORIE « BHE
radius-server key <String>

E o Bk

no radius-server key

[ABE—F]

(config)
[IN5A—=4]

<String>

RADIUS #— 5[] & DOi@E Ol 514k, IR A9 %5 RADIUS #4388 € L £7. RADIUS 837 7

A7~ L& RADIUS % — R LECRI—OHERETILERH D T,

1. AT A — XA WERFOAIHI
A TCEERE A,

2. EOFE
64 CFLUNOLFHITHE L T 7230, REFARRRCFITONTIE INFA—Z|TIEETE D
fli] 2L TLEEN,

[a7 2 FERREF DB E]

2L

[BIE~DEE]

2L

R ED R BRZE]

REMAETR, +ITEMICKBISLET,

CFEFEHE]
1. ARFFE LV radius-server host TD key iR E&#EH L CTHEHA L ET,

[y |

I

h

|

I,

(BEEa~ > K]
radius-server host
radius-server retransmit

radius-server timeout

aaa authentication
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radius-server retransmit

radius-server retransmit

PRAEIAEH T2 RADIUS Y — SO EEE DT 7 4+ v FERELET,

[AHRR]

THHORE - BH
radius-server retransmit <Retries>

E O Bk

no radius-server retransmit

[ABE—F]

(config)
[185A—=4]

<Retries>
RADIUS H— NZxt U CRRAEE R 2 R E T 2 AR E L ET,
1. ARNT X —Z WO Y HME
AR TEEE A,
2. fHOFR EHiH
0~ 15 (|a])

[2< > FEEEFDE)E]
RADIUS H— " ~OFEEE DT 7 44 MEIZ 3 [ & 720 £

[BEE~DEE

EEEIE]
1. ARFRE XV radius-server host T retransmit iX E &% L THEH L £,

(BEa< > K]
radius-server host
radius-server key

radius-server timeout

aaa authentication
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radius-server timeout

radius-server timeout

FFEICER T2 RADIUS —RDIGEX A LT U MEDT 7 4V M ERE LET,

[ANRH]

THMORE « AR
radius-server timeout <Seconds>

E o Bk

no radius-server timeout

[ABE—F]

(config)
[IN5A—=4]

<Seconds>
RADIUS H— 035 DIGE L A LT 7 MR Z28%E LE T,
1. AT X —Z RO HME
AR TEERE A,
2. fEHOFR EHiPH
1~30 (B

(2~ FEBROEE]

RADIUS —RDIGEX A LT T DT 74V MEIXZ 5B &0 £,

[BE~DHE

BOEEARRE, $ICEMICKmSNET,

1. AEE XY radius-server host TP timeout R E &L L THEHA L £,

(BAEa< > K]
radius-server host
radius-server key

radius-server retransmit

aaa authentication
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Rzl DEXE & NTP

clock timezone

ntp client server

ntp client broadcast

ntp client multicast

ntp interval
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clock timezone

clock timezone

32

BA LS = HHFRELET,

ARBEE L, NEAYIZ UTC (Coordinated Universal Time) THEZREF L 9D T,

~ 2 RTRZI AR R T 2 & &R0, setclock THRAIZRET D L ELETREL LT,

[ANRH]

FHROFE - AH
clock timezone <Zone name> <Hours offset> [<Minutes offset>]

RO HIBR

no clock timezone

[ABE—F]

(config)
(INTA—=42]

<Zone name>
BA L= EB T D4R ERE LET,
1. ARRT A —ZEREREORTHIE
BIETEFEE A,
2. fl O EHIPH
T CFLAN O FH T

<Hours offset>
IHC%B@%W%7?/F(N%§)% RELET,
. ART A —H BRI O W) fE
A TEEREA,
2. EOFE
-12~-1, 0, 1~12

<Minutes offset>
UTC oA 72y FERELET,

1. AT A —H B WEIRE D FIEiE
0

2. [EOHEEHE
0~ 59 (10 #%)

(a7 Y FEREBDOENE]

UTC & LCEIEL £,
BE~DEE

L

ERTEE D IR AR 524 ]

EEETR, T ITERICKBENET,

[ |

%



EEEIE]
2L
(B§Ea~< > K]

set clock

clock timezone
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ntp client server

ntp client server

RAERATAGT 2 NTP ¥ — 7 FLZZRELET, wRK2T= P ERETEET,

[ANRH]

THWMORE - BE
ntp client server <Server IP>

E o Bk

no ntp client server <Server IP>

[ABE—F]

(config)
(NS A—=42]

<Server IP>
B E2 ST 5 NTP 3 — "D IP 7 L AR E L ET,
1. AT A — 2 BWEREOFIHA
AT EHA,
2. [l DR EHiFH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

(2~ FEBROEE]
2L

[BIE~NDFE]

L

[EREED R BRE2 4]
REWERR, TGRS ET,

1. ntp client server &, ntp client broadcast <> ntp client multicast % [F/FFIZF%E L C%H, ntp client
server DR ENF N2 7,
2. IPVA T RL AL LTI27%** AR ETEEEA,

(BEa< > K]
ntp client broadcast

ntp client multicast

ntp interval
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ntp client broadcast

ntp client broadcast

NTP 4 —3%2 0 71— R x 2 b TE S oM REZ I 1 5
[ABRRA]
fFmoBE

ntp client broadcast

E O Bk

no ntp client broadcast

[ABE—F]

(config)

[INSA—=4]

2L

[a< > FERERFDEE]

NTP — )b 7 m— R¥x 2 NEE SN DR A T £ A,

[BIEE~NDFE]

2L

[EXTEE D R BR 21 ]

BREMAE TR, +ICHERICKBRENET,
[EEHIE]

ntp client server &, ntp client broadcast X° ntp client multicast % [F]FFIC
DETEDHIMZIR D E77,

[BEEa~< > K]
ntp client server

ntp client multicast

BRELTOET,

, ntp client server
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ntp client multicast

ntp client multicast

36

NTP % — "2 b~/ FF v X b THEESNDRLAEREZ T ORELITNET,

|

[ANRH]

THWORE
ntp client multicast

E o Bk

no ntp client multicast

[ABE—F]

(config)
(/N5 A—=4]
2L
[3< 2 FERREFDB)E]
NTP $— 22 b </ FF v X FiR(E SN HRFZE R Z ST £ 8 A,
[BIE~DEE]
L
[BREED R BREZH]
EMAER, T ICHEAICKBREIET,
CERSHE]

ntp client server &, ntp client broadcast <° ntp client multicast % [RIFFZFEE L T%, ntp client server
DETEDHIMZIR D E77,

[(BEa~<> K]
ntp client server

ntp client broadcast



ntp interval

ntp interval

NTP 4 — 3 b E RIS Rz & USG9~ 2 AT 2 i E L £

[AHRR]

DR « 23
ntp interval <Interval>

E O Bk

no ntp interval

[ABE—F]

(config)
[INSA—=4]

<Interval>
NTP H— 30 b REZIEH A2 ST 2 EITHIB AR E LE T, ETWEAM (108) TRELET,
1. AR/8T A — 2 B ERED R
A CTEERA,
2. EOFE
120 ~ 604800 ()

[a< > FERRFFDEE]

NTP H—/ 37 & ORI R EUG 0 FATHIRIL 3600 FHi720 £97,

[BE~NDFE]

L

(5% 7E B 0D I BR324 ]

ntp client server 3% E STV AEE, REMETER, 3 ICEAIIKBINLET,
FEEIE]

ntp client server W E SN TV DEEE, AL 720 7,

(BEEa~ > K]

ntp client server
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system function

system I2-table mode
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system function

system function

40

AKEEBDVAT LT 77 vary )Y —ARFERELET, AREITHEET DHEITTRROLBY TY,

5

e DHCP snooping

¢ IGMP snooping (7 7 # /v h TEMEFEE)

e MLD snooping (7 7 # /L k CEERHE

o T4NH (T 7 TEMERER)

* QoS (F 74/ hTEMEFHER)

eI | i AT

- PREESLE  RALEFEH IPv4 7 7R U R b

- IEEE802.1X : " — MHIZFRGE (BhfY)

+ Web #5E : [EE VLAN £— K, #47F 3> 7 VLAN E— K, Web #FLEHIP 7 KL A
« MAC §83E : [ VLAN £— K, #4147+ v 27 VLAN £— ]

Ko<y FFEEBNOVAT LT 77 vary)y—2 (BT, VATALY V=R LHRT) Ofdy/8
H— B BELET, ERARRBIOSUEES NN — B ETEZ LT, VAT LAY V=R e NBEheT—
TNVCERFSETHEHTE LI £,

Ka< NiE, VAT LAOEANLREERZRET DO TH LD, LTIREM LR 5 RIDE
PECTREL TS, EHTOLFITREO LEEA,

[ANRH]

THWORE - BE
system function [ filter | [ qos] [igmp-snooping ] [ mld-snooping ] [ dhcp-snooping ]

[extended-authentication ]

(EEL2LEIZS

no system function

[AAE—F]

(config)
(NS A—4]

VAT LY = AR RE = ERELET, BT OOV (a4 =g vl
A KVol.l 9. #EFEDOEH ] 2B LTI EEW,

filter
T4 EERRE L ET,
1. AT X —Z BRI HME
T 4NV FBREE R TE AL
2. {EDFX E i
2L

qos
QoS HREZfEFH L £,
1. AT 2 —Z B O HE
QoS HtER M C& WA,
2. fHOFK E R
2L



system function

igmp-snooping
IGMP snooping #re & H L £,
1. AT A —Z BRI O HE
IGMP snooping #EREZfEH CE £H A,
2. D E A
7L

mld-snooping
MLD snooping B&REZfH L £ 7,
1. AT X —Z B O Y HME
MLD snooping #&EZEH TEX /A,
2. fHO EHiH
L

dhcp-snooping
DHCP snooping #EZ 1 H L £ 9,
1. AT X — 2B O Y HUE
DHCP snooping BREZfEH CTE £ A,
2. DO E i
L

extended-authentication
PLARRRGERSRE 2 L £ 7
1. FRT A — 2B ORHIE
LR RE A E T E £ A,
2. (EOFER
7L

[2< 2 FERSEF D ENE]

7 4 V%, QoS, IGMP/MLD snooping #fEIXfE i T& £ 943, DHCP snooping #AE, JEIEFSFEMEREIX
ERTEEEA,

[BIE~NDEE]
EEOFRBNALEIC/R ) ETOT, HRENET 5 E CARR LKL 2BEIHFELET,

AR TE fIE D BR 24K ]

REMELELEFEE, av 747 b=y a VERFRICRERZFRB L T2 a8, HRBI%ICH
EMAEAIC RS N ET,

[EEHE]

1. Ra<vy FADEE, TROA =Y RERINETOT, thoar 747 —rvaravr ReEAN
T BRI, HEZRAG LHEEZFER L TEIN,

Please execute the reload command after save,

—

because this command becomes effective after reboot.

Ka<wy FANEE, ©2RTRA—FEHETDHZLITTEERAL, WTI 1 DL EFRELTZEN,
avy FRETHF Y VY —AER K 7Tl OB EZRETEET,

ARawy FEERR, AL/ EEZICE—HRRLRE LZBEIE, ROk S L E T,
AKawy RTHREZHIBR (EEZICEENOBREZRE LN 5E6 b ET) 755613, Lisizy
WD a7 4 7 L—a VEBIBRL T ZE W,

AN I
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system function

42

(BEa< > K]

mac access-group

1p access-group

mac qos-flow-group

ip qos-flow-group

ip igmp snooping (interface)
ipv6 mld snooping (interface)
ip dhcp snooping
authentication arp-relay
authentication ip access-group
dot1x port-control
web-authentication ip address
web-authentication port

mac-authentication port



system |2-table mode

system |2-table mode

LAY 2= =27 T —TILORBFRERELET,

[AHRR]

THROBRE - BH
system 12-table mode <Mode>

MO HIBR
no system 12-table mode
[ABE—F]
(config)
[/35A—=%]
<Mode>

N= KD =TT =T IR T BEEOT — T ARBRHF A BRI E,
1. AT X — 5 BWEREO WA fE

AR TEEE A,
2. (B0 % i

1~5
LAY 2N RO =TT —TNOT =T RBRFREEE LB THRELET,
auto
HERRIE— R 2R ELET,
HEX HERERE— RIZ>\T
IN=RT 2T T =TV TNy aDBEAICE DNy V2T B A= N—3 A LGRS,
HEIRICAN— R =7 T —T7 L OMBHFRELEFT L ET,

[a< > FERFOBE]
T—=7RFETAT 1L TEELET,

[@EfE~
BEOFRBALEC/R ) ETOT, BRENET 5 E TARRE KT 5EEIHEELET,
HERERE— FOBEIE, 7—7VREFAPLE SN L &S, 7L— Ak, 5L OEEIBES
I LS

[E% 7 B D = BR 524 ]

REMEEELGAE, ar747b—vareffFLIEHE T, KEBEZHEDHL TIEIV, Hi
@J@“é&, REMEPEMICBRE L ET,

723, no system 12-table mode IZEE L7z L & b, EEZFEEIT S &7 — T /VMREFR 1 8@k
INFET,

Eﬁﬂ]

'T'/E

1]||||
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system |2-table mode

CEEFIE]

1. Ravwry FASEE, FROAvE—VRERINETOT, hoar 747 —varavy REAT
THHNS, REZRAF LEBLZFEE L TIEEN,
Please execute the reload command after save,
because this command becomes effective after reboot.

(B&Ea< > K]

2L
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5% 3w

1—%xv kb

2y RI—OA4 2027 —R

bandwidth

description

duplex

flowcontrol

interface fastethernet

interface gigabitethernet

link debounce

mdix auto

media-type

mtu

power inline

shutdown

speed

system mtu
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bandwidth

bandwidth

46

[F O A7 g 2 3 e L £ 9

[ANRH]

fEMoOBE « BH

bandwidth <kbit/s>

H OBk

no bandwidth

[ABE—F]

(config-if)
(NS A—=42]

<kbit/s>
[EHR DA IME & kbit/s BT CRE L £ 9,
AFREIL, Y%l ifSpeed/ifHighSpeed (SNMP MIB) fEIC72F KBS D H DT, WEIC
BHY iﬁ/w
1. AR/NT A — 2 WG DO FIHE
B TEERE A,
2. AH X E i B
1~ 100000 (kbit/s interface fastethernet M5#)
1~ 1000000 (kbit/s interface gigabitethernet ®54)
WL AR O EIHEE A B X T H A 3R E L2V TL 2 &0,

(a7 2 FEREFEOBE]
LR D IR HE DS P IRIE & 720

[BIE~NDFEE]
L

[ERFE B D JR BR 2 ]

REMEER, T IEMICKmSNET,
[CEFEFEIA]

7L

[BEa~< > K]

2L

i'ﬂ/



descriptio

description

n

Am,_-_‘

MRMHEZHRELET, BRRICET I AT L LCIERAWERZTET, 2B, AREEITH LiEHa~ >
K show interfaces <° ifDescr (SNMP MIB) TR T& £,

[AHFRH]

fHMOBRE - £H
description <String>

RO HIER

no description

[AAE—F]

(config-if)
[INTA—4]
<String>
A —H Xy " Z 72— A TRERAEZHELET,
1. AT A —H B UEREO I fiE
AR TEEHA,
2. fEO E#PH
64 SLFLNOLFHITHRE L T E S, REARRRLFICONWTIE I A—XITEETE S
fiti] #8RLTLLIZEN,
[O<7 > FEREFDEIME]
Null ##%ELE7,
LBEA~NDEE]
L
[ER7E B 0D = Bl 5244 ]
REMEFH, TICERICKBENET,
EEEIE]

L

1

(BEa< > K]
interface fastethernet

interface gigabitethernet
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duplex

duplex

A— bk ® duplex ZFHELET,

[ANRH]

THMORE « AR
duplex thalf | full |auto}

E o Bk

no duplex

[ABE—F]

(config-if)
(NS A—=42]

half

full

R— 22 HEEE— FIC

auto

BELET

duplex %4 — h X I T—3 a o TIRELE T,
ERRFER & 3 E I AE7R /8T A — X OMAGLEERORITRLET,

El#RFE A HRERREL /AT A —4 HEEEF DR L
10BASE-T/ auto (speed auto/auto 10/auto 100/auto 10 100 &% EME) auto
100BASE-TX half (speed 10 % 721% speed 100 7% ERF7Z1F)
full (speed 10 % 72| speed 100 X ERF7Z1T)
10BASE-T/ auto (speed auto/auto 10/auto 100/auto 1000/auto 10 100/auto 10 = auto
100BASE-TX/ 100 1000 & &)
1000BASE-T half (speed 10 % 7213 speed 100 % ER721F)
full (speed 10 %7213 speed 100 & EH7Z1T)
1000BASE-X auto (speed auto/auto 1000 3% EHF) auto (W9 & ZEHENME)

full (speed 1000 &% iEHF)

48

1. ANT A —Z B OFHE

AR TcEEHA,
2. EOR EHH
half, full, auto

[a7 Y FEREFDENE]
auto & 720 F,

[BIE~NDFE]

HEHPOR— MIRELZBE,

EELET,

WolcAR—FRZ T L, —RICBEMFILLET, £0dH L TH



(5%

[E

1.

duplex

EED KRR ]
BEAER, T ICERICKBmENET,
]
speed T 7213 duplex D &5 57— F1T auto £721F auto 5T/ T A—X EFHE LA, 44— X%

Ty T— 3 VETVET,

1000BASE-X O¥56, A —hprdvxm—ra U EHER LARVWZDITIE, speed 12 1000 3 ET 5 & &
H1Z, duplex & full (ICT HHENH Y £3°, speed |2 auto 7213 auto 1000 ZHRET H &, 4— hX%
T —v g OFER duplex X full (2720 £,

3. media-type ZLE L72HEE, Ka<r FOREITT 7 4/ MREBICED £9°,
4. media-type auto # W E L12GA, Ravy RIIRETEETA,
5. EEHRE THATIHEITIEIMDIX &7 7,

[B&Ea< > K]

speed

media-type
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flowcontrol

flowcontrol

Jo—ay ha—LERELET,
[AARR]

FROFE « BH
flowcontrol send {desired | on | off}f

flowcontrol receive {desired | on | off}

DI BR
no flowcontrol send

no flowcontrol receive

[AKE—F]
(config-if)
(I35 A—=4]

send {desired | on | off}
Zu—ay hr—LDR—=ANNTy FOREIEEZRELET, HEEHEFO7r—ar he—10,
A=A Ty NOZEEEEREELGDOE T &N,

desired
EET— FRERHIIR—A 7y hEEELET, AA— b3 ITvz—2 9 VRERNT, %
EDORYVEVIZE S THR—ARTr y FOREFEEZRELET,

Fl*ﬁ
i

on
A=Ay NeEFELET,
off
A=Ay NEEEFELERA,
1. AT A — X HAWERF O HIfE
A TCEEREA,
2. EOFE I

send desired, send on, send off

receive {desired | on | off}
Tur—ay hr—/LDOR—=ANRT Y bOZEENEEHRELET, BRAFOTr—ar fr—10,
K=y FOBRBEMELRTEEADLETIEE N,

desired
R—=ZANRry FEZIELET, — bR IT o o—3 g VRERT, SEEE L OV I
TR—=ANTry FOZEAEERELET,

on
W=y NaZELET,
off
R=ZNry FEZEFELER A,
1. AT X —ZEWRE O HME

AT ERA,
2. fH DR EHiFH

receive desired, receive on, receive off
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flowcontrol

[O<7 > FEREDENE]

10BASE-T/100BASE-TX 7R — b : ZEEME, HEEEM ST &L off &7 0 £,
1000BASE-T/1000BASE-X " — b : Z{FEMEIL off, HEENEIX desired & 720 9,
[BEIE~NDEE]

HEHROR—MIRELIZLEE, WolcAR—FRF UL, —HRICEEMFILLET, £0H L TH
EELET,

Kia
i
B
S
A
E
e
®

1. EEA - ZEROWTHHT floweontrol on Z5%E L7256 1E, #2557 & b flowcontrol on & 729
7,

2. desired REINTZH|E, F— bprIAvo— a3 UERERIL, I3 vz—va UERICEVEMELET,
F— b RrIT— 3 LUSORTERIL, flowcontrol on [EE & 72D £,

(BEa< > K]

L
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interface fastethernet

interface fastethernet

10BASE-T/100BASE-TX FI#CBET2HE AR E LT, Ka~r FE AT DL, configif £— NI
TL, MREFIBETHERPRETE T,

[ANRH]

HHMORE « 2258
interface fastethernet <IF#>

[AAE—F]
(config)
(NS A—=4]
<IF# >

AVE T2 —AR— NEFERELET,
1. AT X —Z B O HE
B TEEREA,
2. fEORKEFH
[T A—RIZHETE LM 25RLTLIZEN,

(2= FEEEFROEE]

L
BE~NDEE]

7L
[EXTEME D R BRE2H]
2L

CEESE]

1. R— FDLFRIL, 'fastethernet'+ o v ¥ 7 = —AR— " EEF' 20D £,
il 0/1 DAR— - DLFT fastethernet 0/1 & 720 F97,
2. Ka<wr NIHIBRCTEERA,

(B&Ea< > K]

L
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interface gigabitethernet

interface gigabitethernet

10BASE-T/100BASE-TX/1000BASE-T, 1000BASE-X [EI#ZB4 A ZRELET, Aa~r K& A
F1+ 5L, configif F— NIZBITL, MREFRICEHTIERN/RETEET,

[AHFRH]

fHMOBRE - £H
interface gigabitethernet <IF#>

[ABE—F]
(config)
[N A—=4]
<IF# >

AHT2—AKR— b EFEHRTELET,
1. RRXT X —ZEBWEEOYHE
B TEZEREA,
2. EDFEFH
[T A—F|ZHRETE M) #22B LTS,

[2< 2 FERSEF D ENE]

L
[BIE~NDRFE]

7L
[EXEME D RBREZH]
2L

EESHE]

1. RN— FDAFRIL, 'gigabitethernet'+ A 4 7 = —AKR— FFEF ' L7200 £4,
il 0/25 DR — s DAFRIL gigabitethernet 0/25 & 720 £,
2. Ka<r NIHIBRTEEHA,

(BEEa~v Y K]

L
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link debounce

link debounce

Uo7 BEZRBLTNOY XU THETOY 7 X0 IR ZRELET, AREMEZRKE
KT2E, —WWR) 7 XU R LR D720, Vo VRREELRDZEESIENTEE
j‘O

[ANRH]

FROKE - AR
link debounce [time <Milliseconds>]

RO HIFR

no link debounce

[ABE—F]

(config-if)
(NS A—4]

time <Milliseconds>
TR ALA R I VBN TERELET,
1. AT A —H AR ORI
3000 2 U
2. fHOFKE R
0 ~ 10000 DAE T 100 DREE (T VD)
(2000 K DEZFRE L= & & 2000 TEHEL £3,)

[O<7 Y FERREDENE]
2000 T VR TCEMEL 7,
LBEANDEE]

2L

REMELE, T ITEAICKBINET,

CEEFIE]

1. Vo7 X i ERE LR TH Y U I BRREEERLRWEARIE, Vo7 X0 R 2%
ELZRWNWTLIEEN,

(B&Ea< > K]

L
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mdix auto

mdix auto

AT SR — O MDIREA R E L E T,

[AARH]
f OB E

no mdix auto

o Bk

mdix auto

[ABE—F]

(config-if)
[INSA—=42]
2L

[2< 2 FERSEF D ENE]

F— I m—3 5 UEC, MDI & MDI-X ZHE) IV &2 E4,

BIE~NDEE]

2L

[E%7E B 0D f= Bk 5244 ]

REMEFER, TICERICKMENET,

CEESEIA]

1. Ra~vy RidA—hbrIvm—ra VRHCAER L 720 57,

2. media-type 728 sfp DHFIX, Ko~ RixEHE 20 9,

3. media-type #ZH L7=84, Ao~y FOREILT 7440 MREBICRE D £3,

4. media-type auto # X E L725A, Ravy NERETEERA, 774V METIHEHIZE W,

(B Ea~< > K]

media-type
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media-type

media-type

10BASE-T/100BASE-TX/1000BASE-T(RJ45) & 1000BASE-X(SFP) # 4]0 # x AJRE/2 R — kT, 4
HR— MR L ET,

[ANRH]

HHMORE « 2258
media-type {rj45 | sfp | auto}

o Bk

no media-type

[AAE—F]

(config-if)
(NS A—%4]
media-type {rj45 | sfp | auto}
10BASE-T/100BASE-TX/1000BASE-T(RJ45) & 1000BASE-X(SFP) %1V £ x w[fig72 AR — hC, ff
AT HR— b ERIRLET,
1j45
RJ45 R— h&2HEHLET,
sfp
SFP AR— h&fEH L ET,

auto
H BRI T,

1. AT R —ZH WS ORIHE
B TEEEA,

2. 0D % T i
rj45, sfp, auto

[a<7 > FEEREFDENE]

auto (HEHRI) ZHE L £, 1000BASE-X TV 77 v 7R, sfp & LTEEL £,
[BEE~DEE]

HEAPORBUCEE LGS, Wolt ARIAR X UL, RESNIZAR— N TRRAHES L ET,
[ERFE B D JR BRE2H ]

REMEER, 3 IEMICKmSNET,

CEFEFEIA]

1. ¥HEY " U F 72— RLSMZITRETEEH A,

2. media-type #ZEE L72HEI1L, TnE:I‘V/ ROBEZXT 7 4V MREBIZEY £9,
duplex, mdix auto, speed

3. media-type auto & E L72HAIL, Fiia~>y FRERETEEHA, T 74NV METITHEHLLEZE
AN

duplex, mdix auto, speed
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media-type

4. media-type auto %€k, 1000BASE-SX2 ® SFP %4f L C RJ45 2 H L TV 55481,
1000BASE-X 23U 277 v F LW HEIIZHI D b D £8 A, 1> T 1000BASE-SX2 D4
%, FROWTINATIFERIZE N,

s HEAT 4 TRETHEMRT S,
e T 7 AN —T )L UTPRIL5) 77— 7 NV FFFHIR S WViER & 35,

5. media-type auto % &M L 08, 10BASE-T/100BASE-TX/1000BASE-T(RJ45) 3V > 7 7 v 7 LT\
kT, 1000BASE-BX *» SFP #4fiA3 % &, 10BASE-T/100BASE-TX/1000BASE-T G-
WV I B RRELETOTIEELSTZS N,

1000BASE-BX10-D, 1000BASE-BX10-U, 1000BASE-BX40-D, 1000BASE-BX40-U
RJI45 [lOEH 2 BT 554, 1000BASE-BX @ SFP O AL T2 DWW 1 THEbE L T 72 &0,
e HEAT 47 (RJ45) FXET SFP #HiAT 5,
o LEEEIH ON AIC SFP AT 5,

[BEEa~< > K]
duplex
mdix auto

speed
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mtu

mtu

A—=FOMITU ZHELET, AREIZLST, V¥ R7 L —2BMEHTEL LI, T —Fikik
DAN—T N ESHDZLETRy NT—IBIORy VT — 7 IZHER S NT-#ss 0 At m B X
5 ENTEET,

[ABR]
THEMORGE - BE
mtu <Length>

(GE2LEZS

no mtu

[ABE—F]

(config-if)
[185 A —4]
<Length>
R—HrDOMTU #4277 v hCi##E LE7d, MTU 1%, Ethernet V2 B 7 L —ADTF — 2 HED A
Equo
X 7L—aBRL (a7 47— a4 4 FVoll 11.1.3 MAC 5 L OV LLC glfEhl#E ] %
ZHLTLEEN,
1. ARRT X —Z W O WA
BT ERA,
2. EORE&PH
1500 ~ 9216

(272 FEBROEE]
WOYMETENVEL £,

systemmtu A< > REREHE WERE

e

;o)

I
A
=

system mtu

e

E
E

2L 1500

58

[BE~DEE

L

[ER%FE fE 0D Je B 22 ]

BOEMAER, +ITEMITKBRSLET,
CEESE]

1. Y%A — FO MTU B X OEZEARER 7 L— A K (FCS #R\V 7= Ethernet V2 B X7 L — A TOH

K7 L—AEXR) 11, koFEOLEBY T,
EX JLr—2aBRix a7 47— 344 FVol.l 11.1.3 MAC B L O LLC gljEifHE, 22
LTI &N,



mtu

[El#R7E I mtu X system mtu X E BEZEMAEIL—LE (XY K=+t MTU(FH
Ty R Tyhk)
10BASE-T (4&/%¥— BEfR L7\ BEMR L 72\ X 7ftE 1518 1500
), 100BASE-TX (3 277 1514
—H)
FELISH REDH Y BHIER L7220 27 4x M1¥1+18 M1 *¥1
771 M1¥1+14
B L WED Y s 7ftE M2¥ 2418 Mg % 2
277 M2%2+14
RER L X 7ft&E 1518 1500
X 77 L 1514

7E¥ 1 interface ® mtu =~ > K CRE L7-{E
HEX 2 system mtu 2 RCRE LME

2. vlan [ZINAE SN DK — O MTU (FFE CfEIC LTS ZE 0, MTU 372 548

ED

WROBEEL 72D F

o HAOR—=FDMTU BNANR—FDOMTU LO/hEL, BiETL7 L —ARN/HIR— FTRETE

DIRR7—LrRalBal-&id, HOR—FTRESNLET,

(BEa~ > K]

2L

59



power inline

power inline

60

RN—FOEEREZRELET, AN— I LITEIME
AL RFETE £

[ANRH]

THRORE - BH
power inline {critical | high | low | never }

oy
S
F
7
)

RETHZ LT, RERR—NTOEN

H o Bk

no power inline

[AAE—F]

(config-if)
(/NS A—4]
critical

IREZR— b & LTEAGZE 0 S TES, HRENIGT 28ENH LR — MIEELTEZS
U,

high
B OERES () THBLET, ARELER— M, EHRRHC K BREShT
WEE— LD bHET, BARKBELSHET,

low
WA OELEEZ TR CHBELET, ARELER— ME, EENDRERIC THE]) REINT
WhHR— NI ki, EOEMELESNET,

never
R— b @ PoE HEREZ MIC L £3, AT, e OE12{%1k L PoEHEREZ A & L %
T, HHCERENZEEE TH-o THOENOMBITLEEA,

(a7 FEBROEE]

high TEIFEL £7,

[BIE~DFE]

2L

PoE HfE A4 7K — b L CUN 5% F A 11 WTHE T,

FIFIE AR EIEE OHAIE, never Z 3% E L CEIFRD PoE #fE % iz LT Z &0,
F— "By N D URIETIE, EHEMHBLETA,

JEH 2= K inactivate/activate % F{T L7256, EBAMBITMR SN ET,

Ll

(BgEa~<y K]

L



shutdown

shutdown

R—barvy MU REBICLET, PoEMEMNS R -2y y MU 5 LENZFIELES,

[AHRR]

RO E
shutdown

o HI

no shutdown

[ABE—F]

(config-if)
[N A —%]

2L

[3< 2 FEERREFDEIE]
L

[EIE~NDFEE]

2L

SNMP v x— %225, SNMP @ SetRequest AL —3 3 &4 H L T ifAdminStatus @ Set % FEfT
L7-E, FOHREITIAa~y FOREITKBINET,

(BEa< > K]
interface fastethernet

interface gigabitethernet
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speed

speed

R h OB ERE LET
[ABTRA]

FROFE « BH
speed {10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }

H OBk

no speed

[ABE—F]

(config-if)

(NS A—=42]

{10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }
Bl A 3% E LE T,

10
[El# E 2 10Mbit/s IC3%E L £ 1,
100
[E 4 A 100Mbit/s ICFRE L E£97,
1000
B3 & 1000Mbit/s 125 E L £,
auto

FROEE A — bR A= a VIRELET,

auto {10 | 100 | 1000 | 10 100 | 10 100 1000}
RESNEEREE T — b Iz —2a VETVET, AREICEL-T, BRI LW ERRHE
BZ TV, ERFIAEN ERLZ R EEHEET, RESNERBHETRKI = — 3 T
ERDOTHARITY I BT v T LERT A,
[RIBRAE DI & BRE ATRE/R /R T A — X OMAEDEERORITRLET,

(B0 R4 Al RERRE/NT A —4 HERFF DR

10BASE-T/ 10 auto
100BASE-TX 100

auto

auto 10

auto 100

auto 10 100

10BASE-T/ 10 auto
100BASE-TX/ 100
1000BASE-T auto

auto 10

auto 100

auto 1000

auto 10 100

auto 10 100 1000

1000BASE-X 1000 auto
auto
auto 1000

62



speed

L. AR/8T A — S B O Y1 A
HETE LA,
2. fE DR EHPH
100, 100, 1000, auto, auto{10 | 100 | 1000 | 10 100 | 10 100 1000}

[O<7 > FEREFDEIE]
auto £ 720 F£7,
LRE~NDEE]

HEHAFOR— MIRE LGS, WoltAR— IR F UL, —HMIGRENEILELET, £0OHLE TH
EEILET,

REMETER, TIEMRICKM®INET,

[EEHEIHE]

1. speed £721% duplex O EH 51— FIZ auto £721d auto 2 ETe/NT A—H ERELT=HE, A— %
Ty T— 3 VETVET,

2. 10BASE-T/100BASE-TX/1000BASE-T CA4— hRx I x—v 3 » &2FH LW 4, speed # 10 F
72131001295 & & i, duplex % full £72iX half ICT X ERH D £,

3. 1000BASE-X TA— hxIdvx—a &Ml LARWEE, speed 2 10001272 & & 112, duplex
Al iZT 20BN H Y £77,

4. media-type #EE L72A, Ka~vr ROREITT 74/ MREICR Y £77,

5. media-type auto # X E L7256, Kavy RERETEERA, 774V METIHEHLIZE N,

6. FEERETHEMATIHAITIIMDIX &80 £,

[(BEEa~< > K]
duplex

media-type
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system mtu

system mtu

E2R—FOMTU 2 ELET, AREILLST, VYo RT7L—aB3EATEL LR, T—Xig
EDOAN—Ty haB EESERZE TRy N7 By MU —7 ([ZE S s of Atz
IFEDHZENTEET,

[ABR]
THROFRE « £H
system mtu <Length>

(GE2LEZS

no system mtu

[ABE—F]

(config)
(NS A—4]
<Length>

AR~ RO MTU #4277 v hCTi#& LE3, MTU 1T Ethernet V2 .7 L — ADF— & 58X D&

KETT,
EX ZL—aBRL (a7 47— a4 4 FVoll 11.1.3 MAC 5 L OV LLC glfghl#E %
S LT EEN,
1. AT A — X B WERF O A HI
BT EHA,
2. fEOREHIPH
1500 ~ 9216 (A7 7 v 1)

[O7 > FERREEDEIE]
£R— F® MTU 28 1500 & 720 £,
[BE~DEE

L

1. R—bF MTU B X OEZEFRER 7 L— A4 (FCS Z B\ 7z Ethernet V2 JE: 7 L — A TOHKR KT

L—AEX) 13, koD LB T,
Ex ZUr—aENL ar 747 b—v a4 FVolll 11.1.3 MAC B L OVLLC BIEHIH | =2
FRLTL7Z&0,

64



system mtu

El#RFE 5 mtu 5% 7E system mtu X E EZEFARETIL—LE (£ Elfg MTU (A%
TYH) Ty k)
10BASE-T (4/-_H), BAfR L 720 BfR L7 2 J7ft& 1518 1500
100BASE-TX () 277l 1514
NERINEIN BEDH Y R LA 2 7% M1% 1418 M1 %1
%277 L M1%1l+14
éﬁﬁfﬁb gﬁﬁ&)@ 57{#—% M2>:<2+18 M2>§2
7L M2 %2414
RER L X 7ft& 1518 1500
77 L 1514
7% 1 interface ® mtu =~ > RTEE LA
HX 2 system mtu 2~ R CRE L7ZME

(BEEa~v > K]

L
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oo TIN5 —2 3

>

-~

channel-group lacp system-priority

channel-group max-active-port

channel-group mode

channel-group periodic-timer

description

interface port-channel

lacp port-priority

lacp system-priority

shutdown
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channel-group lacp system-priority

channel-group lacp system-priority

Vo T T F—arDOYFF v 2N T N—70 LACP VAT MELEZELET,

[ANRH]

RO - £
channel-group lacp system-priority <Priority>

H o Bk

no channel-group lacp system-priority

[ABE—F]

(config-if)
(NS A—=4]
<Priority>
LACP v A7 MEEE AR E L ET, HIVNIWIEEEBEEREGL 2D 7,
1. AT A —HBWEIRE D FIEiE
AT ERA,
2. fHDRREHiPH
1 ~ 65535
[O7 2 FEREEDEIE]
lacp system-priority =~ > ROFREIZHENET,
BE~NDEZE]
BHPOF ¥ XNV I N—FITRELTESE, WolmAF v RV TNA—TRnNE T L, Hig#)LEJ,
[ER7E B 0D Sz B 2244 ]
REEAFER, +IERICKMENET,
EESEIE]
1. Ka<r FIZLACPIZ LBV o o7 7 A= a v OBEETARTY,
2. LACP v AT AMBREZ LR LISHE, BT ¥ RV TN —TICRES T 54— 1~ 3 Block Ik
e GEfEWT) 1272 £9,
(BEEa<w> K]

interface port-channel
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channel-group max-active-port

channel-group max-active-port

Voo T7 7= a DY ETF v f T N—FNTERICHERT AR — hOBRREZRELET,
[AARRK]

WHDBE « 23
channel-group max-active-port <Number> [no-link-downl]

fE O HI

no channel-group max-active-port

[ABE—F]

(config-if)
[INSA—=42]

<Number> [no-link-down]
Vo277V —arOF vy x VI N—TNTEBRIERT 57— OB REERELET, Fv
INTN—TNOR— BRI~ ROBREREZBZ TODBEE, BELOFR— AL TZEDIF
MOR— MITAZ N Y VR EHMALE T, RZ ALY V%Y I Xy TERT 2
Yy, nolink-down R ELET, RELRWES, AFZANAAL V7@V Iy LET, A
PRA Y 7 OFERITIEIIRD LB Y T,
e lacp port-priority =~ > RiZ L 2 ELE DKV F— |
o BRENFUHAIFA L F 72— AR—= b FEZDORKEVE— b

1. AT A — 2 B IERE ORI
B TEEEA,

2. fEOFE R
1~8

[Ov7 > FERBEEDEIE]
RENT 8127 £,

[BEE~DFEE

RGN IR TR — FAEE S, —RIICEREWT L R 5E08H 0 T,
[EREMED R BR 2]

BEMAEYR, FICERICKMENET,

CEESFE]

RKavy FEAZT 4w oV T 70—y a r THEMALTIEEN,

2. max-active-port # X ET %A 1L, max-active-port, lacp port-priority D% E = Bk L O E & &b
HTLTEENY,

3. A UNRA V= ROV I EZ T VI T EERET DL EEL, AT A—ZEHIBRLE

HLlZ, BEANRTA—ZEFRELTLLLEIN, FV I X0 F— RCR— MEEET 555,

no-link-down D E N MEETT,

—

[B&Ea< > K]

interface port-channel
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channel-group max-active-port

channel-group lacp system-priority
lacp system-priority

lacp port-priority
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channel-group mode

channel-group mode

Voo 7705 —varDF xRNV ITN—T2ER LET,

[AHRR]

THRORE « BHE
channel-group <Channel group#> mode {on | { active | passive } }

fE O HI

no channel-group

[ABE—F]

(config-if)
[INSA—=42]

<Channel group#>
Vo7 75— arOF xRNV N—TEEEHRELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. EDF E &L
INFGA—ZZHRETE L) 2SRLTIIEEN,

mode {on | { active | passive } }
Voo 77—y arDE— ReERELET,
on
ABT 4 IV T TN =g VEITOET,
active
LACPIZL 2 V77 7Y = a s &2ftvy, MFEEICBERR < EIZ LACPDU 245 L £,
passive
LACPIZ LDV o7 70—y a &7, HPEEND LACPDU 255 LIEHETET
LACPDU #E & Bha L E 3,
1. AT A —Z BRI O HE
A TEEREA,
2. fEOFE R

on, active, F 72! passive

[2< 2 FERSEF D ENE]

2L
[BIE~NDFE]
EHPOR— MIBRE LTSGR, WolcABERE D 7,
[EREMED R BR 2]
BEMAER, TICERICKMENET,
FEFHE]

1. ZAET 4w IRV T 7 VA= ar b LACPIC LA o7 7 ) A —y g V~DER, £i21%

7



channel-group mode

72

LACPIZ XD Y v I T V=2 avinbAET 4w IRV 077 ) A=y a V~EReT 554,
WolzARKa<y FEHIBRL TS, HE mode #EE L TRELTL IV,

. channel-group mode Zi&%E3 2 &, fHEFT v RV I N—TEEIZ L S port-channel DX E % H B K

L E9, 9 TIZ port-channel DR ENFIET LA 1IMH LEF A,

. AR~ RORERFIZ, T TIXRET v RNV IV — 7% 512 L 5 port-channel DR ENFET DHE

&, BHEA L EF T2 —REBET Y RN TN —TFEZOR— N ¥ XA F 72— A TR a
T4 b=y arawy FIEREEFCICT S0, £RINEA ¥ 7 2—R 20, @Eihar 747
L—yaravwy REMLREL TWRWLERS Y 9, FElc VW, avyrvy7b—var
A RVol.l 1224 KR— b F ¥ XNA U BT 2—RADFE] ZBMLTLIIZIN,

4. RKa<r REHIRT D56, Y% Af v ¥ 7 =— AT shutdown <> R&FETH, HIBRL T 7ZEW,
5. Ka< F&HIfRLTH, port-channel =7 ¢ 7' L—v a FHIBRSNERA (Frxnrsn—7

NOTRTOR— FZEHIFRL T port-channel =27 4 7' L— g VIFHIBRSRERA), Fv 3L
N—TZHIBRT 2%E, FBT port-channel =27 4 VL — a3 VEHIRT HDMLERH D 7,

(BAEa< > K]
interface fastethernet

interface gigabitethernet



channel-group periodic-timer

channel-group periodic-timer

LACPDU O xfEHMEZBE L £7

[AHRR]

RO - £
channel-group periodic-timer { long | short }

E O Bk

no channel-group periodic-timer

[ABE—F]

(config-1if)
[/35A—=%]
{long | short }
wF A1 2EE DAL 1) CE 9 5 LACPDU 0% {EMEZ % E L £ 7,
long : 30 B

short : 1 7

1. AT X — 2B O Y HUE
BMETETET A,

2. fEDORE i
long ¥ 7213 short

[O<7 Y FEBREDENE]

EEMRIL long (308) (2720 £7,

LRE~NDEE]

L

ERTE I 0D Sz B 5248 ]

REMWEFER, TICERICKENET,

CEEEHE]

1. Ka<w NIZLACPIC LAV 2T 7 ) —2 g VOB TEN T,

[ |
ha]l]

[BEEa~< > K]
interface port-channel

channel-group mode
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description

description

MiRBHERE LET,
[AHRH]

DB « 23
description <String>

H OBk

no description

[ABE—F]

(config-if)
[185 4 —4]
<String>
Voo T7 7= a v OSET v RNV A—T IR ERELET, A ¥ 7 o—RIZHETD
AEELTHEALTIEE N,
1. RRT A — 2 HBWREORHE
AT EHA,
2. fEORREHIFH
64 SCFLIN D ICFHITRIE L TS IEE W, BEFRERLFICON T NI A=FIRETE D
] ZZ2R LTI 7EEV,

(3= FEEEFROEE]

Null (2720 ¥£7,

[BIE~DEE]

7L

[E%FE fE 0D JR B 224 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(BE&Ea~< > K]

interface port-channel
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interface port-channel

interface port-channel

R Fr A X7 =Rl THEBEZRELE T, Ka~vr FEANTDH L, confighif T— NI
BITL, FYRNIN—TESERET I 74— aravry RERETEET, F—FFv*x
VA H 7 x— A% channel-group mode =~ F&RTT 5 & HEIIIER SN E T,

[ABRH]

THROFRIE - £H
interface port-channel <Channel group#>

THHOHIBR

no interface port-channel <Channel group#>

[ABE—F]

(config)
[N A—=4]

<Channel group#>
FXRNITN—TESEHRELET,
1. AR T A — 2 EURs OYHIE
B TEETA,
2. O E i
[(INTA—ZIZHETE DM 2R L TIIEEN,

[3< Y F AR DB E]

2L

[BIE~NDRFE]

2L

[EREMED R BR 2]
EMAER, - IGERICKBShET,
EESHE]

1. Kavy FEHIRT A5G, YETF v A7 A—7 D4R — MC shutdown 2~ F&F(7%, HIRL
TL7EEW,

I

(BEa< > K]
interface fastethernet
interface gigabitethernet

interface range
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lacp port-priority

lacp port-priority

76

R— MEREARE L ET,
[ABTRA]

THWMORE - BE
lacp port-priority <Priority>

H OBk

no lacp port-priority
[ABE—F]
(config-if)
(NS A—=42]
<Priority>
— FNOBEREEZRELET, EANSWIZEBEENFEL 2D ET,

channel-group mode =~ > K Ton ZiRE L=
max-active-port 2~ NIZ LD A Z LA ) 7 OFEPUTFIA L £ T,

channel-group mode =~ > KT active % 72| passive X E L7356
LACP 7' v | =1L 0 Port Priority (23 H L £,
1. ART X —ZH R ORIHE
BIETEER A,
2. B R AE i B
0 ~ 65535

(a7 Y FEREBDOENE]

- MBI 128 12780 E T,

[BIE~DFE

channel-group mode active ¥ 72 1% passive CIEHHF DR — MIRE LTZHE, Wolt ABERE 2D F

9, channel-group mode on TIEM DR — MIHE LTS, AX AU 7R THERAR— FRE
FEn, —RHICHERE 22560350 77,

[EREED S AR 2244 ]
BEMEFS, TITERICKMENET,
EEEIE]

1. max-active-port Z %€ 5 A1, max-active-port DR E & L DEERE &L HbETLEE W,
2. priority #EH L7=54, Y%A — b2 Block HREE GEIEN 12720 £,



[B&Ea~ > K]
interface fastethernet
interface gigabitethernet
channel-group mode

channel-group max-active-port

lacp port-priority

77



lacp system-priority

lacp system-priority

HEEICH 72 LACP v A7 AMBRELZRTELET,
[AHRH]

DB « 23
lacp system-priority <Priority>

E o Bk

no lacp system-priority

[ABE—F]

(config)
[T A—=4]
<Priority>
LACP > A7 MEFREZHE L EY ., EAV/NSWVIEEEEENS 2D 9
1. AT X —ZEHWR O HME
AR TEERE A,
2. fEHOFR EHiPH
1~ 65535
[a< > FERREFDENE]
channel-group lacp system-priority 2~ > R E L TV DA, ZTOREITHENET,
channel-group lacp system-priority =~ KOENR72WGATEL, 128 TEHEL £,
[BE~DEE

EHPOF ¥ RV ITN—FITRE LTSS, WoltAF ¥ XTI N—FNE 7L, BEILET,

GEESEIE]

1. Ka< FIZLACPIZ LBV v o7 7 A= a  OBEETARTY,

2. LACP v A7 MEHREZER LA, YT v RV TN—TICBEIN TS 2R — F 23 Block R
e GaiEW) o722 £9,

(B&Ea< > K]

L
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shutdown

shutdown

Voo T 7 )= a DY EF ¥ XV T —TF %52 Disable IREEE L, @32 E1ELE9,

[AHRR]

TH RO E
shutdown

E O Bk

no shutdown

[ABE—F]

(config-if)
[/35A—=%]

2L

[3< 2 FEERREFDEIE]

2L

[BE~NDEE]

HEHRDOF ¥ XN T N—TIRE LIS, Ty INITN—TRNE T LET,
[BREMED R BRE2HE]

EHEER, T ICEMICKBENET,

[EEFEIA]

SNMP ~x— %225, SNMP @ SetRequest AL —3 3 &4 H L T ifAdminStatus @ Set % FEfT
L7I-E, FOHREITIAa~y FOREITKBEINET,

5

(BAEa~<> K]

interface port-channel
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LA/ LANV2RAYFLY

MAC7 FLRT—TJIL

mac-address-table aging-time

mac-address-table static
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mac-address-table aging-time

mac-address-table aging-time

82

MAC7 KL ATFT—T7 Ny NVICET 2= 7 RE2HELET,

[ANRH]

THROBRE - BH
mac-address-table aging-time <Seconds>

E o Bk

no mac-address-table aging-time

[ABE—F]

(config)
(NS A—=4]
<Seconds>
TV IR ERHEATHRELET, 0 KE
1. AT A —HBWEIRE D FIEiE
AT ERA,

2. [EOHEHE
0, 10 ~ 1000000 (F»)

[O<7 Y FERREDOENE]
T—U U T A 300 B E LET,

1|

[BIE~NDFEE]
L

X E fIE D e BR 32K ]
REMERS, 7GRS hET,

CEEFHE]

|_|

1. AREEEL, ==V I L —bDOZEEHRLET, LA T,

BRI —o o 77 L ey £9,

TLETICHRATZ =V TREHO 2 ORI HND Z L3 DY 7,

2. FTHROWTNILORENAN /L X, Aa<wr RTRELE 10 ~ 300 Ho#FHO = — o ZIRIX

300 b 72 £,

e Web i8FE[EE VLAN £ — RE 7213414+ 3 v 2 VLAN £— FA%C, web-authentication

auto-logout H%h

 MAC #BFE[E € VLAN ®— RFE 72134 4+ 2 v 7 VLAN £— FA%)T, mac-authentication

auto-logout H%h

(E&Ea< > K]

L

=)

FHE Lz U IR



mac-address-table static

mac-address-table static

ABT 4 v MAC T KL AT —7 MERERELET,
[AARH]

=5 e | R

fEROFRE « BH
mac-address-table static <MAC> vlan <VLAN ID> interface {fastethernet <IF#> | gigabitethernet
<IF#> | port-channel <Channel group#> }

T DHI R
no mac-address-table static <MAC> vlan <VLAN ID>

[AAE—F]

(config)
[185A—=4]

<MAC>

ABT 47T N THEFETDHMACT RLAERELET,

1. AT A —Z BRI O HME
B CTXEEA,

2. DR E A
0000.0000.0000 ~ feff ffff.ffff
7272L, wATFF YA NMACT LA (GEEEANA FOFETE Y E2R31O7 FLR) IFEETE
FHA,

vlan <VLAN ID>
ABT 472 Y DVLAN ® VLANID 2% E L £,
1. AT A — 2 BRI O Y HE
B TEERA,
2. O EHFFHA
(INTA—ZIZHETE DM 2R L TIIEEN,

interface { fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#> }
22T 472 PYDHARA 72— AERELET, RETEDA 27 x2— A%, W
R—=F ERZV I T TV 55— a3 TT,
1. AR T A — 2 BURs OYHIE
BIETEEE Ao
2. fEOFEHPH
<IF#>: [IRFRXA—=ZITHETE D) 2L TIEIN,
<Channel group#> : ["XF7 A —Z |ZHETE 5] 2R LTI EE W,

[a< 2 FEEFROBIE]
ABT 4 vy N BRESHEEA,
[EE~DFE]

2L

REMELE, TITEAICKBIIET,
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mac-address-table static

CEESEIA]

1. 774/ s VLAN (VLANID=1) IZ® L CAZT 4 v 7> b 2RET DG, Bk 4
T 2 — AR LTCHRIIZ Tvlan 1) 2% E LT &N,

2. interface % E L7254, 5B MACT RLABR—HTHT7 L—LEBRE LA X7 = —AZHD
LET, F72, BEXLMACT FLAR—HTETL—LERELEA L Z 72— ALSNSLZ(E LT
GElIERELET,

(E&Ea< > K]

vlan
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VLAN

interface vlan

I2protocol-tunnel eap

I2protocol-tunnel stp

mac-address

name

protocol

state

switchport access

switchport isolation

switchport mac

switchport mode

switchport protocol

switchport trunk

vlan

vlan-protocol
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interface vlan

interface vian

86

VLAN A v % 72— AR ELET, VLANA U X T2 —AZHRETHZET, VLAN~IP 7 KL A7
EEBRETEET,

[AHRR]
HHMORE « 2258
interface vlan <VLAN ID>

T DI BR
no interface vlan <VLAN ID>

[AAE—F]

(config)
(/N5 A—=4]

<VLAN ID>
VLANID %3 &E L £7,
1. ART X —ZH R ORI
A TCEEREA,
2. B O R AE i B
[RF7 A—H|ZHRETE A 2R LTSN, 2720, HIBRo%A, 7744 VLAN
(VLAN ID=1) IIRETXEHA,

(2= Y FEEEFROEE]

L

BE~NDEE]

7L
[EXTEME D R B2 ]
2L

CEESE]

1. <VLAN ID> [ZHR#EED VLANID 2% ET 5 &, VLAN 3E S ET, Al &5 VLAN (TR —
I VLAN C9, 77 k=L VLAN F7213 MAC VLAN %, » 57 U vlan =~ FCVLAN % 45
LCBLLMERDH £7,

2. I VLAN A V¥ 7 = — AERERET 58E1L, interface range =2~ > KT <VLAN ID list> %
HETEET,

3. interface vlan T4k L7z VLAN (2%} L Cno vlan Zf%E 7 5 &, VLAN [FHIBRESNET, £z, vlan
o= RTCARK L7z VLAN (Z%f L T no interface vlan 2~ K& ET 5 &, VLAN BHIBRSLE
K

(BEEa<7 Y K]

vlan



12protocol-tunnel eap

|2protocol-tunnel eap

EAPOL 7 # U —7 4 ' Vi E AN LET, HEEISH L TRIELET,

[AHRR]

THHROE
12protocol-tunnel eap

E O Bk

no 12protocol-tunnel eap

[ABE—F]

(config)

[/ A—=%4]

2L

[a< > FEEEEDENE]

EAPOL 7 4V —7 4 » 7 HREITEL T,

[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

BEEEER, TICERACKMmINET,
CEFESEIE]

2L

[B&Ea< > K]

L
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I2protocol-tunnel stp

|2protocol-tunnel stp

BPDU 7 4 V—F 4 JHREZ AN L ET, BEICHLTHRELE T,
[AARR]

THHROE
12protocol-tunnel stp

E o Bk

no 12protocol-tunnel stp

[ABE—F]

(config)

(/NS A—4]

L

[0 Y FERREDENE]

BPDU 7 U —F ¢ v JHEREIT RN T4,
LBEANDEE]

2L

REMELE, T ICEAICKBRIIET,
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mac-address

mac-address

MAC VLAN #2720 D MAC 7 RLAZRELET,

[AARK]
THMORE « AR

mac-address <MAC>
R O BB

no mac-address <MAC>

[AAE—F]
(config-vlan) (MAC VLAN7Z(})
[R5 A=5]
<MAC>
MAC VLAN IZ8%E T2 MAC 7 FL22RELET, Ko~ Fid%i% VLAN 28 MAC VLAN 0%
BIETRETEET,
1. RRT A —Z R DR
HIETEEE A,
2. fH ORI
0000.0000.0000 ~ feff.ffff.ffff
FHH 1A PO TLE Y b (FAFF¥ A PEY b)) BR1TRNI L,

[a< > FERERDOEE]
MACT RLVAZFRTELEHA,
RIE~NDEE]
2L
EX TE (6 0D S Bk 224 ]
ROEMAER, +IGERICKmENET,
[CFEEIE]
1. 0D VLANICEREL TS MAC 7 RLARIZERETETEEA, HIFRLTHHRELTLEZEN,
2. LA ¥ 2 RGHERE CEIRIICERESN TWDA MAC T RLAERELTZHE, LA Y 2 RAHEREDOR T

MNEL 70, KRa~v ROBRENENELE 20 ET,
3. ‘“““T HeZe MAC 7 R L 230, 248 HALT 64 6 T7,

—

1

(B~ K]

2L
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name

name

VLAN 2% E L £ 7,

[ANRH]

THRORIE « BHE
name <String>

E o Bk

no name

[ABE—F]

(config-vlan)
(NS A—=42]

<String>
VLAN OA4HEHRELET,
1. AT A — 2 BWERE O AT
BWTEEEA,
2. DR E R
32 SLFELINDSUFEFTERE L T ZE 0, ETEEY%LOVT@FA7% HZIHETE D

fli] 2R L TL7EE, vlan =<2 RT<VLAN ID list> #3&H T L7~ RETZEHA,
[O7 > FERREEDEIE]
I IE TVLANxxxx] T9, 7277L, Ixxxx] X VLANID #%F4 4 7 7-0OHFT, KHED 0 ZEGAT
HDOTY,
[BIE~DEE]

L

REMBED BREEHE]
REMEER, T IEMICKMEINET,

CrExE]
1. Ko<= FTHRET S VLAN 4%, RADIUS FBRE0R8:E#% VLAN & LTI % & I3 TFRIcE
BELTLIEEN,
o VLAN 4723, ##o VLAN TEHHE LWL S ICHREL T EIV, VLANAHAEHE L TN D
L, BHELTWVS D B THRY/INEW VLAN ID 78 RADIUS FRZEDFREE% VLAN & LTEIV Y THA
3
o VLAN ZDLFHICH T HIRE LW T IE &, HiHOH T4 VLANID & LGBk L, BRIk
T 25503 H0 £,

[y |

1

(BEa~<y K]

L
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protocol

protocol

7w k2L VLAN T VLAN #5357 0 ha vz ELET,

[AN#K]
OB » EH

protocol <Protocol name>

E O Bk

no protocol <Protocol name>

[ABE—F]

(config-vlan)
[INSA—=4]

<Protocol name>
7'v AV VLAN O 7’1 b a vAfesE LET, Aa< s FidYi% VLAN 2371 b =L VLAN O
BAEPEIRETEET, 2O VLAN IO 70 Fav4FHE#EA+ 25481%, KAavr a7
ha VRO TRELET,
1. RRT A —HHWERE DRI
B TEFERA,
2. O EHPH
vlan-protocol =< > RTEE L7 1 b a/L4Fk

[3< Y F AR DB E]

7'u FAVPHESNEEA,
[BIE~NDRFE]

7L

REED RBREEHE]

BEMAER, TICERICKMENET,
EESHE]

1. 70 ha /L VLANIZIPv4 7 FLAEZZIPv6 7 KL A AR EL THATAEES, %4957 0 b=
NERa< RTRETLHILERDHY £,

—

1

(BEEa~v > K]

vlan-protocol
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state

state

92

VLAN ORREZFHE L ET,
[ABRK]
WHDBE « 23

state {suspend | active}

E o Bk

no state

[ABE—F]

(config-vlan)
(NS A—=42]
{suspend | active}

suspend
VLAN Ok fE#% disable (2L, &7 L —ADEZEEFELET,
active
VLAN OIRfE% enable IZL, &7 L —2ADEZEEHMBLET,
1. AT X —ZEWR O HME
AR TEERE A,
2. fEOFR EHPH
suspend F 7213 active

[O7 2 FERREEDEIE]
VLAN DIRFEIT enable T,
BE~NDEE]

L

SNMP =3 —Y ¥ 225, SNMP @ SetRequest 4L —3 3 %l L T ifAdminStatus ¢ Set % (T

L7=8a, FOHREITIAa~ Y FOREIIKBENET,
[(BAEa<7 > K]

L



switchport access

switchport access

T REAR—FOERERELET,
[AARH]

DB « 23
switchport access vlan <VLAN ID>

fE O HI

no switchport access vlan

[AHAE—F]
(config-if)
[R5 A=5]
vlan <VLAN ID>
7 7B AR— F®DVLAN Zi%E LET, ®REFREZR VLAN (34— h VLAN #72/X MAC VLAN T
7, 71 b2/ VLAN IR ETE EHA,
1. ARRT A —Z B DY
HIETEEEA,
2. fEOERMH
INTGA—ZITHRETE DM 2B L TLIZEN,

[2< > FEEEFRDEE]

7 7 #/v k VLAN (VLANID=1) ®7 7 & AKR— M0 E7,

[BREE~DEE

[FEE1E]
1. Untagged 7 L — A F 72134 — F VLAN @ Tagged 7 L — A% %(5 L7254, &— b VLAN TAHE L,
H—  VLAN B0 Tagged 7 L — 5% 215 L= 54T L £ 4

[(BEa~< > K]
switchport mode

vlan
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switchport isolation

switchport isolation

AN b PR RE 2 3 E L £
[AHRH]

THHRORE
switchport isolation interface fastethernet <IF# list>
switchport isolation interface gigabitethernet <IF# list>

THHDOLEE
switchport isolation interface { fastethernet <IF# list> | gigabitethernet <IF# list> | add {
fastethernet <IF# list> | gigabitethernet <IF# list>} | remove { fastethernet <IF# list> |
gigabitethernet <IF# list>} }

THHOHIBR

no switchport isolation

[ABE—F]

(config-if)
[T A—=4]
interface { fastethernet <IF# list> | gigabitethernet <IF# list> }
kA BT 2B AR —F (DU AN) ZRELET, AT A—FTRELZFR— b H YL
F~OFfk ik L x9S,
1. AT X —Z B O HHE
A TEERE A,
2. EORREHIFH
<IF# list> O EHE, EOBRERPIIONVTIE, T A—FXITIBETELHE] 22 LT
S,

interface add { fastethernet <IF# list> | gigabitethernet <IF# list> }
kA W oA — h & Y R MBMLET,
1. ARRT A — 2 AR ORTHIE

B TEEHA,

2. EDOFREHPH
<IF# list> ORESVE, HEOBRERMFIZONTIE, T A—FITHETEX L] 23BL T
W,

interface remove { fastethernet <IF# list> | gigabitethernet <IF# list> }
kAN 5 — R &2 Y X M OHIBRLET,
1. AT R —ZH MR ORIHE

B TEEEA,

2. EDOFREHH
<IF# list> ORESVE, HEOBRERMPIZONTIE, T A—F|THETEX L] 23BL T
W,

(272 FEREFEOBE]
AR I e ST L A
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switchport isolation

[BEE~DEE

L

[EEHEIHE]

1. A— Mk IEHEREIE, switchport isolation =~ R interface TR L7ZR— b BH AN L, &K
OV RERELIZAR— IO END 7 L— &R LET, W TH#EIMET 25481, &
g REMFOR— MIERELTLIEEN,

[BEEa<> K]

L
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switchport mac

switchport mac

MAC R— b OfFREZREL £ T,

[ANRH]

THHROE
switchport mac vlan <VLAN ID list>
switchport mac native vlan <VLAN ID>
switchport mac dotlq vlan <VLAN ID list>

THRODOLETE
switchport mac tvlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list> |
native vlan <VLAN ID> }
switchport mac dot1q vlan{<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THHOHIER
no switchport mac vlan

no switchport mac native vlan

no switchport mac dotlq vlan

[AAE—F]

(config-if)
(NS A—4]

vlan <VLAN ID list>

ZOR— N THZ MAC VLAN %3 7E LE 3, ZRKRIAL7e MAC VLAN U X &3 E SN2 Y

A MIEEHRZET,

1. AT A —H AR O AT
B TEEHE A,

2. fHOFKE R
<VLAN ID list> OFEH1E, HOBREHMIAICHOWNTIEL (/35 A —F [TIEETX A 23R LT
{IEEWY,

native vlan <VLAN ID>
EEITLMAC 7 RLARKBERD 7 L— %2525 VLAN % E L E T, &EL7 VLAN T7
L—LEFETHZ b TEET, REAGEZLR VLAN (3R — k VLAN T,
1. ART A — 2 AR ORI
B TEEH A,
2. fEOHERH
[(RTA—F|ZIRETEDE] 2BRLTIEIN,

dotlq vlan <VLAN ID list>
ARG A—ZTHRELIZVLAN U R FD7 L—2Ah% Tagged 7 L— L TRIELET, £/, AT
A —4% T L7z VLAN T Tagged 7 L — A% P2 T4, #%7E L7z VLAN LISho> VLAN ©
Tagged 7 L' — A ZZ(E LT HARITFEELET,
B EAHEZ: VLAN (2743 — F VLAN #7213 MAC VLAN T7, switchport mac vlan 2~ R Ti/E L
7- VLAN I ETE £/ A,
1. ART A —Z B ORTHIE
BIETEFEE A,
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switchport mac

2. fEOBEFIH
<VLAN ID list> O ETT1E, HOBERMIHIC OV TIE [T A—ZITRETE 2l 2Z2MLT

<TE&EW,
vlan add <VLAN ID list>
ZDOR— N THZ7 MAC VLAN % VLAN U A MZiBMLE9,
1. AT A —H B UEREO I iE

BT EHA,

2. [EDOEHFH
<VLAN ID list> O EFHIE, HOREFMIAICOWVTL [RI XA —X|ZIHRETX 5] 22| LT
TEEW,

vlan remove <VLAN ID list>
ZDOR— N THEZ7: MAC VLAN % VLAN U X B HIBEL £97,
1. AT A — B IERE ORI,

Ll TE EH A,

2. O EEFH
<VLAN ID list> OB EH1E, MOREFHBEIZHOWTIL [T A—F |TIEETXAH] 231 T
TEEW,

dotlq vlan add <VLAN ID list>
Z DR — T Tagged 7 L — AN A AEZ VLAN % VLAN U 2 MBI L £, #EATRE
VLAN (7" — F VLAN £ 7213 MAC VLAN T7, switchport mac vlan =~ > K Ci%E L7z VLAN |Z
BETEERA,
1. AT A — R BUEREOHTHIE
BIETETEE A,

2. DR EHA
<VLAN ID list> ORREF1E, HOREFHIAICHOWNWTIL [T A—Z|ZHRETE HH] 2B LT

<IN,
dot1q vlan remove <VLAN ID list>
Z DOAR— b T Tagged 7 L — AN FHEATREZ VLAN % VLAN U X k2B HIFR L £
1. AT A — R BUEREOHTHIE
BIETEFEE A,

2. fEDEHIFH
<VLAN ID list> O E 1L, EOFRERMPICOWTIE 8T X=X | ZIRETE 5] 258 LT

<TEEW,
[a< > FERRFFDEE]

72 L, switchport mode mac T MAC "— MIBREL, Ka<y RERELLRWES, 774/ VLAN
TRETEELET,

[BE~ DS

EHICRB S ETS,

2
i
=
B
I
\a¥
/\
B
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switchport mac

EEEIE]
1. fi%h72 MAC VLAN R—2 bR E SN TWRWEEIE, 778 AR — N EFERROBIEL 20D £77,
2. switchport mac dotlq vlan X EI%, switchport mode mac Z5%/E L= & &1, A&7 9,

(BEa~< > K]
switchport mode

vlan mac-based
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switchport mode

switchport mode

LAY 24087 2= ADRME (K- o) Z@ELET,

[ABRH]
RO - £
switchport mode {access | trunk | protocol-vlan | mac-vlan }

H O HI

no switchport mode

[ABE—F]

(config-if)
[INSA—=4]
access

MHA LB T2 —RA%T VJEAR—MIBRELET, 727 EAKR—FTIL Untagged 7 L — L&
ELET, 77 BAR—=MI1>5D VLAN 217 CHEATE 9,

trunk
UHA L H T z2— A% T U7 AR—MIEELET, b7 78— FTit Untagged 7 L— A&,
Tagged 7 L — A% %EZE LET,

protocol-vlan
UHA L H T xz—A% 7B haLR— MIERELET, 7o ha/bAR— b TiE, Untagged 7 L —A
EEZELET, 7L—LA%ERKE, TO7L—A07 8 b NSV T VLAN 230E L £
9, Tagged 7 L — AITEFEL £,

mac-vlan
WA o H 72— A% MAC A — MIERE L ET, MAC A— hTid Untagged 7 L' — L& EZF L
£, 7= LAXERL, £O7 L—LADEFEITLMAC T R L AZESWT VLAN Z23R7E L £7,
Tagged 7 L — NMIEFE L £4, 727201, switchport mac dotlq vlan =~ REZRE L TWAEAIT,
Tagged 7 L — A% Tk L ET,

[2< > FEEEFRDE)E]

access (77 BAR—1) ITHRELET,

[BEE~DEE

1. YA L X T 2— A% N T 7 R— MIRE LTYE, switchport trunk =~ K allowed vlan %
HELTLESVY, FT7U 7R —MIEEL, allowed vlan 3% E STV WS, Hi%A V¥
Tz —ATEFTRTOT L—AREEINET,

2. WAL AT 2— A%k 0 kAR — MIRE LSS, switchport protocol 1~ > K7 kL
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switchport mode

VLAN 3 E L T ZEW, 7'u b a/L VLAN BNRE SN THWRWEGE, BHE%A v F 72— A7 7
TAR— b EFEBROBEIEL 20 £,

Bi%A v H 7 2 — A% MAC A— MIFKE L7, switchport mac =< > KT MAC VLAN % 3% /&

X JE
LTL7EEW, MACVLAN NERESNTWARWES, UHA ¥ 72— R [ET 7B AR — b LREED
EEL 720 £,

(B Ea<7 Y K]

2L
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switchport protocol

switchport protocol

7u b anR— bOfFlRERELET,
[AARH]

THHRORE
switchport protocol vlan <VLAN ID list>
switchport protocol native vlan <VLAN ID>

THMDOIEHE
switchport protocol {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list>
| native vlan <VLAN ID>}

TH DI
no switchport protocol vlan
no switchport protocol native vlan

[ABE—F]

(config-if)
[N A—=42]

vlan <VLAN ID list>

ZOR—FNTHERT T bV VLAN % E L E T, EERIAL7 72 b 2L VLAN U A b &%

EINY A MIEESHBIET,

1. ARXT A — & BREREO YT fE
BB TEET A,

2. B ER
<VLAN ID list> ®FEHIE, HORE@MIICHOWTIL [R5 A—F ITEETE 5] #B3RLT
<TEEW,

native vlan <VLAN ID>
o harpnarZ 4 S —varb—H LRI L—hEEZETSH VLAN 2R ELE T, HEA
HE72 VLAN (4 — k VLAN T,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEO EHiH
INFGA=ZZHRETE L) 2SRLTIEZEN,

vlan add <VLAN ID list>
ZOR—FTHRR T 1 k3L VLAN % VLAN U 2 MBI L ET,
1. ARRT A — & BREREO YT fE
BB TEET A,
2. EOHERH
<VLAN ID list> O EHIE, HORE@MIICHOWTIL [R5 A—F ITETE 5] #B3RLT
<TEEW,

vlan remove <VLAN ID list>
ZDOR— b THBAR T v k=L VLAN % VLAN U 2 R BHIRL £,
1. AT X — 2B RO Y HUE
B TETET A,
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switchport protocol

2. fl DR EHIPH
<VLAN ID list> O & ik, flEo
TEEW,

(3= FEEEFROEE]

72 L, switchport mode protocol T7' & h /LR — MIFREL, Ka~<vr FaEKds L, T 7416
VLAN TEIfEL £,

EFEPIZDONWTIE [T A= |ITHRETE 5] 2B LT

R

LBEANDEE]

L

[EREE D S AR 2244 ]

BEMEFS, TICEHICKMENE T,

CEEEIE]

1. 87272 b a/L VLAN B—2O bR EINTWARWEAN, 7278 AR— M ERBEOEMEL 720 7,

2. ZFu bR — MIEE DT e h a2l VLAN 2% ET 584, 7o b=a/L VLAN O 7o b o L)y EE
L7Z2WVWE IR EL T E &N,

(B&Ea~v > K]
switchport mode
vlan protocol-based

vlan-protocol
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switchport trunk

switchport trunk

T R—TFDEREHELET,
[AARRK]

THHRORE
switchport trunk allowed vlan <VLAN ID list>
switchport trunk native vlan <VLAN ID>

fHMOZER
switchport trunk native vlan <VLAN ID>
switchport trunk allowed vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THH DR
no switchport trunk allowed vlan
no switchport trunk native vlan

[ABE—F]

(config-if)
[N A—=42]

native vlan <VLAN ID>
FA 7 47 VLAN (Untagged 7 L — A% %5%{59 % VLAN) %##% @& LEJ, #EFRE VLAN X
R— bk VLAN T9, A7 47 VLAN Z# & L2254, 57 4/v h VLAN %A1 T ¢+ 7 VLAN
W20 £,
1. AT A — 5 BWERE O WA fE
B TEEE A,
2. fEOEFF
[T A—ZZIETEDLMH) 23R LTLIIZEN,

allowed vlan <VLAN ID list>

N7 AR— b TEZET D VLAN ZRELE T,

RESNRWVLAN O 7 L—MIEF L £,

Untagged 7 L — L& EZETH720101%, *4 T 47 VLAN R ETLHILERHY T3, R T4

7 VLAN % allowed vlan |Z3%E L7255 1%, Untagged 7 L— A& FEFEL £,

1. BT A —ZHMEROHHE
B TEETA,

2. D E i
<VLAN ID list> O EHIE, EOREMFAICHONTIE [T A= |THETX 5] 28R LT
<IN,

add <VLAN ID list>
HEFEHD VLAN U 2 MZ VLAN #BnL £,
1. AT A —Z BRI O Y HE
BHETEER A,
2. D% EHipH
<VLAN ID list> OFEH1E, MORERMIAICHOWTIEL (5 A—F ITIRETE 5] #BBLT
<TE&EW,

remove <VLAN ID list>
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switchport trunk

104

FEHEHD VLAN U 2 + 75 VLAN #HI L £,
1. AT A —Z B O HHE

B TE £ A,

2. (EOHEHIF
<VLAN ID list> O EHE, HORERMIAIZ OV T [RTIA—X|ITIHRETE HE] 22T
<IEEW,

(272 FEBROEE]

72 L, switchport mode trunk ThZ7 > 7R — MIFEELTWNT, Ka~vr F2HAK T LEETEEE
/‘/O

BIE~NDFE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

WMHA VAT 2— AN T U R—FERELEZSRE, 47 allowed vlan 25 E L TL 72& VY, allowed
vlan ZRELRWE, YA LV Z T2 —ATT L—LEZEEITVER A,

%72, Untagged 7 L' — A b EZET2HE1E, Tiad/X7 A—Z il FIZFE U VLANID Z§%E LT 72
Uy,

¢ allowed vlan

* native vlan

HELTOWRWES, Ui%a1 ¥ 7 =—A0 Untagged 7 L— L ZFEHEL £7°,
(BEa< > K]
switchport mode

vlan



vlan

vian

VLAN [CE+ 2 HHEZRELET,

[AHRR]

DB « 23
vlan <VLAN ID>
vlan <VLAN ID list>
vlan <VLAN ID> protocol-based
vlan <VLAN ID list> protocol-based
vlan <VLAN ID> mac-based
vlan <VLAN ID list> mac-based

i DHIBR
no vlan <VLAN ID>
no vlan <VLAN ID list>

[ABE—F]
(config)
[N A—=42]
<VLAN ID>

VLANID 23 &L $9., Ka~v N& A, config-vlan E— FIZBEI L 3,

1. ART A — 2B ORHIE
B TEETA,

2. DO E i
[(RTRA—RIZHETEDHE] 2B LTI, 220, HIBROHE, 774/ k VLAN
(VLAN ID=1) I ETZ EH A,

<VLAN ID list>

DO VLANID #—ERE L E T, MO THRET S VLANID BNEENTWEIEE, %415

VLAN %2 HHU/ER LET, Ra~<r K& AJitk, configvlan E— RIZBEI L £7°,

1. ARXT A — & BREREO YT fE
B TE LA,

2. EOHERGH
<VLAN ID list> O EHE, Fio, HOREHMAIZONTIE R A—FIIRETEHHE) 25
BLTLEESW, 2L, HIROEBE, 5740 F VLAN (VLANID=1) (IR ETEX EH A,

protocol-based
7’1 k2L VLAN OBESICHRELE T,
1. AT X —Z B R O HE
A— K VLAN & 720 77,
2. RNRT A —ZERHEOFEFH
« 71 k2L VLAN Zi%ET 58 461%, protocol-based ZikET 2 LEMNH Y £7°,
+ 9 CIZA— h VLAN 5 X' MAC VLAN & U CfERK L7z VLAN IZIEaE T& FH A,

mac-based
MAC VLAN OEICHE L ET,

105



vlian

1. ARRT A — 2 AR ORI
A— K VLAN & 720 97,
2. AT A —H RO EEEIH
- MAC VLAN % E7T 554 1%, macbased ZiRETHSLENH Y £,
« T TR — F VLAN 3L O e f =L VLAN & L CERL L 72 VLAN (IR ETE £8 A,

[3< > FEBREFDEE]

VLAN %R E L £ A,

BEE~NDEE

L

[E%7E fE 0D JR BR324 ]

BOEMAER, +ITEMICKBRSLET,
CEESE]

1. &7 4/L F VLAN (VLANID=1) I¥ICFELE T, £/, RETE DA LilHE O VLAN & i3E2
nEJ,

2. <VLANID list> TV X F&RELXT D &, —EITHEED VLAN [T s ENRTEET, LarL, 3=
UV RO—EIFY A MREOET (wAFavwy RE—R) TEMATEEHA, FEHIZONTE, KkoxE
B LTLEEN,

BE =Ie N TILFAIY FE—FAIE
1 state {suspend | active} O
2 name X
3 protocol O
4 mac-address X

OLBl) O EMAHE X« AW

3. 74/ K VLAN 0#%E (VLANID=1) Iz 747 L — a7 7 AV FICEICIFEEL, HIRTX
FH¥ A, T 74/~ VLAN OFHNREEIL, +_XTOR— MR T 27 EAR— R LTHBLET,

4. 774/ h VLAN TRETE ST A—XDIHEB, BXLOTFT 74/ s VLAN EAH OEBHEIZ OV TKIZ
RLUET,

vlan =2~ K
vlan =<2 R T, ROEXRDO X H 2720 F9,

HE NG A—4 A—HOHREAR T 74 )Lk VLAN EH D EIE
1 <VLAN ID> A ([EEH) SEEEERFICRESIET,
M) BEE, ZHEHIBRAT,
2 <VLAN ID list> A (EEME) -
3 protocol-based X A— k VLAN
4 mac-based X A— h VLAN
(LB A BEEMECTEREARE X ERA — &Y LN
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vlan

config-vlan € — Kz~ K
config-vlan £— Fa~ 2 R TIE, IROKRD X HITRD F7,

EHE avv Rk NS A—4 1—H D% T 74k VLAN 55D EN1E
EAE
1 state {suspend | active} — O —
2 name <string> O _
3 protocol <Protocol name> X —
4 mac-address <MAC> X —

L) O : RE

o

X D REAR — G Laen

5. vlan =~ RTVLAN %453 % &, interface vlan =~ R T VLAN A > % 7 = — R THEFRBIRE
AHEIZ72 D £97, vlan =< R TARL L 72 VLAN (Z%F L T no interface vlan =< > R CHIBRTE F
4, F£7-, interface vlan =~ R TAR L7 VLAN IZ% L Cnovlan =~ RCHIRTAZ &b T
\iﬂ_‘o

(BEEa~v > K]

L
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vlan-protocol

vlan-protocol

108

7v fha )L VLAN o7 a F a4 ReE7a ha) VW is#%E LET,

[ANRH]

=5 e | R

EMORE « A8
vlan-protocol <Protocol name> [ethertype <HEX enum>] [llc <HEX enum>] [snap-ethertype <HEX
enum>]

RO HIR

no vlan-protocol <Protocol name>

[AAE—F]

(config)
(NS A—%4]
<Protocol name>
7'r a3/ VLAN OREIEHT 571 hatAHaRELET,
1. AT A —HBWERE D FIEiE
BT EHA,
2. [l EHIPH
14 CFUHROLTFHITRE L T EEN, RERRZRLTFIZOWVWTL RIA—X|ZHETZ D
] 2R LT 7EEN,

ethertype <HEX enum>
EthernetV2 J&.7 L — 4 ® EtherType & 7% E L £,
1. AT X —Z B O HME
2L
2. fEDFR E i
4 7= 16 LK

llc <HEX enum>
802.3 JERX.7 L— A ® LLCf& (DSAP, SSAP) #®&EL £,
1. AT X —ZH SR OYIHME
2L
2. fEOHEFG
4 7= 16 %K

snap-ethertype <HEX enum>
802.3 JTE.7 L — A ™ EtherType A% % E L £,
1. ART A — 5 B NG O X1 iE
L
2. EDFRE R
4 1F7-D 16 #EHK

(2~ FEEEROEE]

L



vlan-protocol

[BE~OHE

2L

[E%E B D IR BRE2H ]

REMEFRR, TIGERICMEET, 7272L, 7’1 k2L VLAN @ protocol =< K TiRE I
TWanr e kI DWW T, protocol 2~ KT a F A /LA E SN & XIS ET,
CFEEIE]

1. EtherType 8 (4 7720 16 #¥0) 12 05ff L FOE A E L7261, 0000 TEMEL £9,

2. <HEX enum> |3 EtherType fE (4 (720 16 #¥0) % 1 % 7238 {ERRE T £97, BEERES
L%alE, ar~< () TRE-TIEIN,

3. ethertype, llc, snap-ethertype [FNEAFTA)TE 9725, #EMH =~ N show running-config T
%, ethertype, llc, snap-ethertype DJEIZE RSN E T,
1fTPIZH K 16 fE o> EtherType & 7% E TX £,
TTIZA L7 a b a /2R ETE /A, (5l : vlan-protocol xxx ethertype <HEX> llc<HEX>
ethertype<HEX>)

6. protocol I RCTEHELTWA Y ha VARITHIBRCTE A,

(BEEa~< > K]

protocol
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instance

name

revision

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree cost

spanning-tree disable

spanning-tree guard

spanning-tree link-type

spanning-tree loopguard default

spanning-tree mode

spanning-tree mst configuration

spanning-tree mst cost

spanning-tree mst forward-time

spanning-tree mst hello-time

spanning-tree mst max-age

spanning-tree mst max-hops

spanning-tree mst port-priority

spanning-tree mst root priority

spanning-tree mst transmission-limit

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree portfast

spanning-tree portfast bpduguard default
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112

spanning-tree portfast default

spanning-tree single

spanning-tree single cost

spanning-tree single forward-time

spanning-tree single hello-time

spanning-tree single max-age

spanning-tree single mode

spanning-tree single pathcost method

spanning-tree single port-priority

spanning-tree single priority

spanning-tree single transmission-limit

spanning-tree vlan

spanning-tree vlan cost

spanning-tree vlan forward-time

spanning-tree vlan hello-time

spanning-tree vlan max-age

spanning-tree vlan mode

spanning-tree vlan pathcost method

spanning-tree vlan port-priority

spanning-tree vlan priority

spanning-tree vlan transmission-limit




instance

instance

~IVFFNANR= TV Y —D MST A v A Z L AZHET S VLAN 2R ELET,

[AHRR]

THMORE « AR
instance <MSTI ID> vlans <VLAN ID list>

R O BB
no instance <MSTI ID>

[ABE—F]

(config-mst)
[INSA—=4]

<MSTI ID>
MST A > A& A ID Z&ELE7,
1. AT X —Z WO Y HME
A TEERFA,
2. (DR EHF
0~ 4095

vlans <VLAN ID list>

MST A > A% 2R T % VLAN 2% E LE3, —>2? VLANID 2% ETE 5130, N~NA 7

(), v~ () ZEMLTHEHED VLANID O—ERES TXE7,

1. AT X —Z B O Y HME
AR TEEE A,

2. [l DR EHiFH
<VLAN ID list> O%EHE, £/, HO
LTSN,

3. RNRT A —ZERHREOFEEFIH
« MST o > A% > A2 ID0 21E, 1E020D MST A v A X 2 AIZJE LTV VLAN T _COETE L
3 I

AU MST V=3 U E#ERT 57201201, MST A VA X A ID EANRT A—Z CTHRETD

VLAN ID, XM name /37 A ~§70)1 L revision /X7 A —X Ofia MST V— 3 VN T—3
SHELZMERHY FT,

[O<7 Y FEREDOENE]
4 ~_TO VLAN 2 MST A v 2% > 2 IDO IZF/E L £,

EFRHIZOWTE [RIA—=ZITHRETE 2E] &5

e

[BIE~NDFE]
spanning-tree mode 2~ K CTmst T L TCWAHE, MaYOFHEAEICL-T, MR YO
DT T HETEER LD F9,

[ERFE (B O = BR 524 ]
REMEER, T ICEMICKBRSRET,

i
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instance

CEEEIE]
1. MST A > A% > 2 IDO 23 5 1E#HiE, show =2~ FTIIERLERA,

[BEEav > K]

spanning-tree mst configuration
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name

name

YIVFFNANR= TV ) —D Y —2 g U ERBAT AT O0OFHZHELET,
[AARRK]

THMORE « AR
name <Name>

fE O HI

no name

[ABE—F]

(config-mst)
[INSA—=42]

<Name>

U= g U EHNT A0 FIERELET,

1. AT A —H AR ORI
A TEERA,

2. fEOKEFG
32 LFLINDOICFHNITHRE L T ZE, BEFRERLFIZONTIE (NTA—FIZIRETE S
fE] 2L TEIN,

3. AT A — X RO EE R
FCMST V—2 3 v EHERT D702, AT A—4H L revision /37 A — % DfE, BIW
MST A > A% A ID & vlans /37 A —% TiXE$T 5 VLANID # MST V —Y a VN T—HH
LHVERDHY F£7,

[2< > FAEBREFDENE]
name 7 Null TEMEL £9°,

0|

BEE~NDEE
spanning-tree mode 2~ > RTmst ZiXE L TWAHHE, MrPOBHEICELIST, MArYORMR
DT THETHEWRE R E7,

[EREfE ) R BRE2H]

REMEES, +ICERICRKRShET,
[EEEE]

2L

[B&Ea< > K]

spanning-tree mst configuration
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revision

revision

116

SNFTNANR=Z T Y —D) =V a v E#RNT A0 vV a U BSERELET,
[AARK]
THMORE « AR

revision <Version>

H OBk

no revision

[ABE—F]

(config-mst)
(NS A—=42]
<Version>
V=V a &l T a0l vrarFEaelELET,
1. RRT A — 2 BWEREOHHE
AT EHA,
2. E DR T HiH
0 ~ 65535
3. ARRTA—ZFEHREOEEFIH
FLUMST U—" a3 U EBRT 2720I101%, A8T A—F & name /X7 A —% OfE, XV MST
A AH A ID & vlans /N7 A—H TEET S VLANID % MST UV —V 3 VINT—HXH 544
FERHY ET,
[a7 Y FEREFDENE]

revision 73 0 TEIEL £,

[BIE~NDFE]

spanning-tree mode 2~ KT mst X E L TWHHE, M YORHAIZL-T, MRrYOERK
BT THETHIERERD ET,

[EREMED & BRE2H ]

REMEER, T CIGERIC KBS ET,
CEEFEE]

L

(BgEa~<y K]

spanning-tree mst configuration



spanning-tree bpdufilter

spanning-tree bpdufilter

MU AR— MTBPDU 7 4 VW EBRe AR ELE T, Ka~v ML, PVST+, v 7A=Y ) —

VIVFTNANR= TV ) =D — M@ LET,
[ABRK]

WHORE
spanning-tree bpdufilter enable

RO HIER

no spanning-tree bpdufilter

[AAE—F]

(config-if)

[I8T A—4]

2L

[2< > FABREFDEIE]

L

BE~NDEE]

L

[EXTEME D I i 224 ]

BREMMERR, T ICERICKBEINET,
EEEIE]

1. Ka~wy R&ERELEEA, BPDU H— FEREIXES 7220 £,
[(BEEa~< > K]

L

117



spanning-tree bpduguard

spanning-tree bpduguard

YA — NI, BPDU V— FEEREZRE L ET, Kavwr ML, PVST+, YU I AANR= TV ) —, <
IWFTNANR= 7Y ) =D — M A L, PortFast $fEZ 5% E LizdR— S TEHEL £9°,

[ABRH]
fHMOBRE - £H

spanning-tree bpduguard { enable | disable }
TH DI

no spanning-tree bpduguard

[AAE—F]

(config-if)
(NS A—4]
{ enable | disable }
enable 3% & L7234, BPDU & — FiREZ @ H L £ 9, disable 2% E€ L7-%4, BPDU 4 — K%
REDEIEZEHLET,
1. AT 2 —Z B O HE
BMETEEH A,
2. O EHIPH
enable %7213 disable

(2= Y FEEEFROEE]

spanning-tree portfast bpduguard default =~ > RO EIZIENE T,

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEMAER, FICERIC KM ENET,
CEESE]

2L

(B&Ea< > K]
spanning-tree portfast default
spanning-tree portfast

spanning-tree portfast bpduguard default
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spanning-tree cost

spanning-tree cost

FUR—PDORRAaANERELET, Ka<wr RiE, PVST+, VoI NANR= Y ) — <= LF T
2= 7Y ) —lCEALET,

[AHFRH]

fHMOBRE - £H
spanning-tree cost <Cost>

RO HIER

no spanning-tree cost

[AAE—F]

(config-if)
[185A—=4]

<Cost>
NAAAMEZBELET, A MEANNSWIZLE, YT 57 Lb—Lhaiikd 28—~ LTHA
T oA Em <R £7,
1. AT X — 2B O HE
B TEETA,
2. DR E i
spanning-tree pathcost method =~ > KT short Zi% /& L7=HE&
1~ 65535
spanning-tree pathcost method =~ KT long Z &% /€ L7=HE
1 ~ 200000000
3. RRT A —FEHREOFEFH
NRAIRAMENEDLDZ L TIRRUEEARRETLIHERH £7,

[2< 2 FERSEF D ENE]

spanning-tree pathcost method =~ > ROFEEIHEY, NA X NEEALET,

[BIE~NDEE]
2L
[EXTEfE D R BR 221 ]

BEMAE R, < ICERICKBESLET,
[EEFHE]

1. spanning-tree vlan cost =~ > N, spanning-tree single cost =~ > K, F 721X spanning-tree mst
cost v REBRELTCWDEEIE, Ko~y ROMEITHEA L EEA,

2. spanning-tree vlan pathcost method =~ > R ¥ 72/% spanning-tree single pathcost method =~ > K
EHRELTWAEEIL, Ao~y ROEIT@EH L EEA,

[BEEa~< Y K]
spanning-tree pathcost method

spanning-tree vlan pathcost method
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spanning-tree cost
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spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost

spanning-tree mst cost



spanning-tree disable

spanning-tree disable

PVST+, S oI NANRN= TV ) — v ANFINAN=Z TV Y —D A= 7 ) —RE DR IR 2 R E
LET,

[ABRK]

HHMOBRE

spanning-tree disable

RO HIER

no spanning-tree disable

[AAE—F]

(config)
[N A—=%]

2L

[3< 2 FEERREFDEIE]
AR= TV —DREELET,
[BIE~NDEE]

2L

[ERTEMED R BR 1]

EMEAEER, T ICERICKBENET,
CEFEEIE]

2L

[BEEa~< > K]

2L

2
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spanning-tree guard

spanning-tree guard

122

MR — M, H— FEREEARELET, Ao~ KL, PVST+, YU NVARNR= Y ) — < F 7
WANRZ T Y —DF%YS AR — MIEH L ET,

[ABRH]
fHMOBRE - £H
spanning-tree guard { loop | none | root }

RO HIFR

no spanning-tree guard

[AAE—F]

(config-if)
354 —4]
{loop | none | root }
loop : YA — M= — FERAHEHALES, AV TFINNAR= 7Y Y —TldA—7H—F
ITEME L 8 A,
none : YR — hDONL—T T — K « — hH— FEEREZEIELE T,
root : YR — MI— b — R x@EH L3,
1. AT X —ZEBWR O HME
AR TEEHE A,
2. fEH DR EHiPH
loop, none, 721X root

[3< 2 FEBRREFDEIE]

Jb—7F 77— FHHE : spanning-tree loopguard default =< > KOFEIHEVET,
Jb— A — FHERE  BEL £ A,

[BIE~DEE]

2L

[EREED /BR324 ]

N—T I — RERGE -
 spanning-tree portfast default =~ > K F£ 72| spanning-tree portfast =~ > KRR EIN TN D
e, V=7 — RREIIR®RINEE A,
 spanning-tree portfast default =~ > K, spanning-tree portfast 2~ NOREZHIERT D &, T
SEEN—TH— FO@ER BB L ET,

Jo— M — REE :
s REH, TITHEAICKBSILET,
CEXEFEIA]

1. spanning-tree portfast default =~ N % 7={Z spanning-tree portfast 2~ RAEEIN TV D%
G, V=T H— FREFIXMEINET A, V— b — FEREIIRMmEINET,



spanning-tree guard

[BEEa<> K]

spanning-tree loopguard default
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spanning-tree link-type

spanning-tree link-type

124

BUR— POV 7 ZATHFRELET, Kaxr RiE, PVST+, Yo I AAR= 7YY —, v LFT
WANRZ 7Y Y —D3%Y4 AR — MIH LEJ, spanning-tree mode =~ > R C rapid-pvst ¥ 7213 mst
ZPRE L1254, B XN spanning-tree vlan mode =~ > K C rapid-pvst 3% E L7=HA, @E bRy
EHETHIZE, 7V v PR Point-to-Point T2 iX72 Y £¥ A, spanning-tree single mode =
~ > R Trapid-stp @€ L72hey, @l bR w PEEZT 512, 7V v PR Point-to-Point T
RTFIUTR Y A,

[AHRH]

fHMOBRE - £H

spanning-tree link-type { point-to-point | shared }

E RO Bk

no spanning-tree link-type

[AAE—F]

(config-if)
[T A—=4]
{ point-to-point | shared }

point-to-point Z iR E L 7=H4A, U 7 ¥ A 7T Point-to-Point ##i % @ L £ 7, shared #5%E L

72854, Vo7 2 A 7T shared #fc 2w H L £ 9,

1. AR/NT A — 2 BRI D FIHE

B TEEREA,
2. fEDFR E i
point-to-point ¥ 72 1% shared
[a< > FERREDOEE]
4T HAR— FDOEAIL point-to-point, ¥ _HR— kDAL shared & L TEMEL £,
LRIE~NDEE]
2L
[EXEE D I Bl 224 ]
REMAERR, T ICEHICKBEET,
CrExE]
1. point-to-point 7%/ E L7=4, STP ATt — R HEME IREENEIEL £, shared 7% € L7123
&, STP H#E— N HEE IRHEEITEMEL A,

(BEav > K]
spanning-tree mode
spanning-tree vlan mode

spanning-tree single mode



spanning-tree loopguard default

spanning-tree loopguard default

N—T — NEEE T 7 4V P TRELE T, Ka~wr Rk, PVST+, YU I AARR= Y Y —DR—

rCTHMIR Y £77,
[AARK]

WHORE
spanning-tree loopguard default

RO HIER

no spanning-tree loopguard default

[AAE—F]

(config)
[185A—=4]
el

[2< > FEEEFDE)E]

spanning-tree guard 2~ REZRE L TWDH5E, ZOREICENET,

spanning-tree guard =¥ REFRE L T WG, BIfELEHA,

BE~DFE
L

[EXTEfE D R AR 2R ]

* spanning-tree portfast default =~ > K% 721X spanning-tree portfast =~ RMRREIN TV 5

B, =T FREFRBRENEE A,

* spanning-tree portfast default =~ > F, spanning-tree portfast 2~ ROFELHIRT D &, <

V=7 H— ROEHZBB L ET,

[EEHIE]

1. spanning-tree portfast default =~ N %7213 spanning-tree portfast 2~ RFREIN TV 55

B, =T W= FREFKBR S EE A,

(BAEa~> K]

spanning-tree guard
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spanning-tree mode

spanning-tree mode

126

AR T ) —DEMEE— REZRTELET, Ka~vr RiE, Yo7 Ax=2 27 ) —Dsko PVSTH,
VNFTNANR= 7Y ) — (i L E T, PVST+ OEfEE— KT spanning-tree vlan mode =2~ > K%
FHELTODIHAE, FOREIENET,

[ABRH]

MO E - AR

spanning-tree mode { pvst | rapid-pvst | mst }

THHOHIBR

no spanning-tree mode

[ABE—F]

(config)
(NS A—4]

{pvst | rapid-pvst | mst}

FRHT278 halzBRELET, A= 7YY —ERPICT e NaVEER LREE, A=y
7Y —EHYEUELE T, pvst ZRE LIEHE, TXTOARNR= 7Y Y =R PVST+ Z @A L E
7, rapid-pvst ZRE LGS, TRTOANR= Y Y —23@dH PVST+ 258 L7, mst 23
ELEEE, TR_RTORR= Y Y =RV FFNAR= 7Y ) —2HEALET, 7 AaR
=2 7Y ) —EEAT 5561, pvst T2l rapid-pvst ZERETHLENRH Y £,
1. AR/NT A — 2 BRI DO RIHE

B TEERE A,
2. fEDFR E HiH

pvst, rapid-pvst, F72/% mst

(3= FEEFROEE]

a7 4 7 b— g b L THRAYIC spanning-tree mode pvst 235%€ SN £,
[BIE~DFEE]

MR YOHEHFEICL ST, MR YOBRNKRT 5 E TEERE 20 5,
[EREMED BR324 ]

BB E Y, TICGERICKmENET,

CEXEFEIA]

L

(E&Ea< > K]

spanning-tree link-type



spanning-tree mst configuration

spanning-tree mst configuration

YNFTNVAR=Z TV Y =D Y =V a VBRI BERIERAERET H72HD, config-mst T — NITBIT
LET, AEREZHIBRLZEA, T TIKEREL TS U —2 3 VIBRICKLE 2R Z2 T THIBR L £,

[AHFRH]

THHDOFRE
spanning-tree mst configuration

RO HIER

no spanning-tree mst configuration

[AAE—F]

(config)
[N A—=%]

2L

[3< 2 FEERREFDEIE]

L

[BIE~NDEE]

2L

[ERTEMED R BR 1]

REEEER, T IERICKBENET,
CEFEEIE]

2L

[BEEa~< > K]

instance

name

revision
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spanning-tree mst cost

spanning-tree mst cost

YNFTNANR= T ) —D%E R — FDONAARX N ERELET,

[AARK]
THROBRE - R
spanning-tree mst <MSTI ID list> cost <Cost>

H o Bk

no spanning-tree mst <MSTI ID list> cost

[ABE—F]

(config-if)
(NS A—=4]
<MSTI ID list>
MST A > A Z 2 ZID ZRELET, —DOOMST A L AF L AID ZRETE HIED, ~NA T
(), v~ () ZHEALTEKDO MST A v A X A ID O—fEHFEDL T £1,
1. RRT A — 2B ORHE
BT EHA,
2. fHORR EHIFH
0~ 4095

<Cost>
NRAAA MEERRZRELET, TR MEWNNSWIEE, #4457 L —axiE%T 28— & LT
T B AR E L 220 T,
1. RRT A — LB ORI HE
BIETEEHA,
2. HORER
1 ~ 200000000
3. AT A — 2 ff O HIH
SNAAAMERE DD Z LT R VERRREET DHARH Y £
[O<7 2 FERREFDEIE]

spanning-tree cost 2 v ROREITHEVE T,

[BIE~NDFE]

2L

CEEFIE]

(B&Ea< > K]

spanning-tree cost
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spanning-tree mst forward-time

spanning-tree mst forward-time

CNFTNANR= TV ) —OREERICET M2 ELET,
[AARRK]

DB « 23
spanning-tree mst forward-time <Seconds>

T O HIR
no spanning-tree mst forward-time
[AHAE—F]
(config)
[/ A—=%4]
<Seconds>
A— MR EERICE T DM 2 AL CRE L E T,
stp-compatible €— FOKR— F DA, VA=V TREE, T —= 0 7R ER R U HERF L £

7, stp-compatible E— RDOR— FTRWEE, T4 AW —7 1 7KiE, 7 —=0 7REBEZRIERE
M7ZZTMEFFLET (72720, A I X AREEERNRAE LIGATE0 T,
1. ART R —Z KSR OYIHE
B TEET A,
2. O E
4~30 (B)

[a< 2 FEREOBE]
R b SRAEERICET HEHIE 15 B CEIfEL £

[EIE~NDFEE]

2L

[EX E B D /R BRE2H ]

BEMAER, TICEMICKBmRSNET,
CEFESEIE]

2L

(BEa< > K]

2L
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spanning-tree mst hello-time

spanning-tree mst hello-time

130

~WVFF N A= ) —@ BPDU OEERRERELET,

[AAR]
WRORE - LT
spanning-tree mst hello-time <Hello time>

E o Bk

no spanning-tree mst hello-time

[ABE—F]

(config)
(NS A—=42]

<Hello time>
ASEE N TR ER(ET D BPDU O EZ BB TRELET,
1. AT X —Z RO YIHME
B TEERA,
2. fEORR EHiH
1~10 ()
3. AT A —H OIS TIE
1ERETHE, MARBUEERRELLT LY ET,

(2= Y FEEEFROEE]

BPDU O*fEMIMRIZ 2 TEIEL £

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEWAER, TICEMCKBENET,
CEESE]

2L

(B&Ea~<v > K]

2L



spanning-tree mst max-age

spanning-tree mst max-age

<V IVFTNANR= TV ) —DE(ET D BPDU O KA R Z5%E LE T,

[AHRR]

DB « 23
spanning-tree mst max-age <Seconds>

E O Bk

no spanning-tree mst max-age

[ABE—F]

(config)
[INSA—=4]

<Seconds>
AILE N EIE T H BPDU O KA R 2 AL TRROE L £ 75
1. AT X —Z B O Y HME
AR TEEE A,
2. fHOR EHiH
6~ 40 (B)
3. RRT A —FEHREOFEFH
20 KEDMEARTET DHE, AR UEENREELLTL D E7,

[37 2 FERRERDEIE]

K5 T % BPDU O KARIFMIL 20 P TEMEL £9,
[EE~DFEE]

7L

[EREMED R BR 2]

BEMELE, TICEAICKBENET,
EEHE]

L
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spanning-tree mst max-hops

spanning-tree mst max-hops

~WVFTNANR= 7Y ) —0 BPDU O Kk Fhv Ly b gaRE LE T,

[ANRH]

THROBRE - BH
spanning-tree mst max-hops <Hop number>
spanning-tree mst <MSTI ID list> max-hops <Hop number>

TH DI
no spanning-tree mst max-hops
no spanning-tree mst <MSTI ID list> max-hops

[ABE—F]
(config)

(INTA—=42]
<MSTI ID list>

MST A v AZ L AID ZHRELET, —DOOMST A AX L AID ZRETE DI, ATV
(), ar<= () ZEHALTEEDO MST AV AX A 1D O—FEREDL TE£9,
1. AT X —Z B O HHE
FTRTOMST AV AF L ARKGITI 0 £,
2. DR EHH
0~ 4095

<Hop number>
AIEENEETSH BPDU OFR KKy Ty MUERELET,

1. ART A —Z B O R HE
20

2. EOREFIPH
2~ 40

[O<7 Y FEREDENE]
BPDU O KAy 7 H o FEE 20 TEMEL 97,

[BIE~NDFEE]

L

ROEMEARR, T ITEMICKMSNET,

L
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spanning-tree mst port-priority

spanning-tree mst port-priority

~IWVFTNANR= TV =D, MST A LV AX AT L DN R— NOEREZRELET,

[AARH]
THRORE « BHE
spanning-tree mst <MSTI ID list> port-priority <Priority>

T O HIBR
no spanning-tree mst <MSTI ID list> port-priority

[ADE—FK]
(config-if)
[INTA—4]
<MSTI ID list>
MST A AZ L AID #BELET, ~DOOMST AL AX L AID %BETXBIEIN, AT
(), ar< () ZEALTEHEDOMST A 2% AID O—EREL TX X7,
1. AT X — 2 BREEE O 9]
B TEERA,

2. (EORBEHA
0 ~ 4095

<Priority>
A— NOBEEEZRE LET, 16 OfFKER— MELE L LTERLET, BRI WIE EEEER
m< 7R ET,
1. AT A —Z BRI O HME
B CTXEHA,
2. EO EHB
0~ 240
3. RNRT A —ZERHREOFEEFIH
A= MEBEENEDLDLZ LIZE ST, MNARYEERNRETLIHENH Y 7,
[a< > FERERFDEE]
spanning-tree port-priority =~ > RO EIHEVVE T, spanning-tree port-priority =~ > KO ED 72
WAL, A— MESEE 128 L LTEIEL £,
[BE~NDFE]

2L

BREBD RBRELE]

REMEER, 3 ICEMICKmSNET,
[EEFEIA]

7L

(BAEa~<> K]

spanning-tree port-priority

l_|
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spanning-tree mst root priority

spanning-tree mst root priority

CNVFTNANR= T I —DMST A VAL AT DT Y v BEEEZRELET,

[ABRH]
Wl ORE < £
spanning-tree mst <MSTI ID list> root priority <Priority>

E o Bk

no spanning-tree mst <MSTI ID list> root priority

[ABE—F]

(config)
(RS A—=4]
<MSTI ID list>
MST A > AZ 2 ZID ZRELET, —DOOMST A L AF L AID ZRETE HIED, ~NA T
(), ar~< () ZEMLTHEED MST A v A% A ID O—FEREDL TE £,
1. AT X —Z WO WA
AT EHA,
2. fHORREHIFH
0~ 4095

<Priority>
TV o VEREERELET, ENNIWVIEEEEENEL LD £9, 4096 O E T D » UEIE
ELTHALET,
1. AT X —F B W O WA
AT ERA,
2. B DR EHiPH
0 ~ 61440
3. AT A= ERFOIEEEHE
TV DEBEENEDLDZLICL ST, FRe UVEENRETIRANHY 7,
[O<7 Y FERREDOENE]
7 v VSR ET 32768 TEMEL £,
LBEANDEE]
L
SR TEE D S B 2244 1
EEEES, TIERICKR S ET,

CEEFIE]

L

[y |

5
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spanning-tree mst transmission-limit

spanning-tree mst transmission-limit

< IVF TN A= 7 ) —d hello-time 272V 2218 T& 55Kk BPDU 4 3&%E L £,

[AARH]
RO - £
spanning-tree mst transmission-limit <Counts>

E O Bk

no spanning-tree mst transmission-limit

[ABE—F]

(config)
[INSA—=4]
<Counts>
hello-time %472 ¥ |Zi6(5 T&X 5K BPDU iz & LET,
1. ARRT A —H BN D FIHiE
AT EE A,
2. fEDFEHFH
1~10

[a< Y FERFOBE]
EET& 55K BPDU %03 3 TEIEL £,

[BE~NDFE]
L
[ERFEME D R BR 221 ]
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spanning-tree pathcost method

spanning-tree pathcost method

136

A= bhDN_NZT R M 16bit EEFEHT 52, 32bit HEEHTL20ERELET, Ko< FiX, v LT
FNAIN= T Y —=Ls D, PVST+, S N ANN= 7Y ) —IZHHALE T,

spanning-tree vlan pathcost method =< > N'¥ 72|% spanning-tree single pathcost method =~ > K%
FHELTWDIELAIL, Ao~y FOFEITEHLET A,

spanning-tree cost =~ N, spanning-tree vlan cost 2~ > K, F72|% spanning-tree single cost =~
Y ROBREEEAW LGS, WA R MNIA ¥ 7 =—AHE L spanning-tree pathcost method =~ >
ROBRFEIZL T, TRROEEZHEHLET,

* spanning-tree pathcost method =~ NC short Z&%E L= &
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

 spanning-tree pathcost method =~ KT long ##% € L7=%H&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

[ASARH]
RO - £
spanning-tree pathcost method { long | short }

RO HIER

no spanning-tree pathcost method

[ABE—F]

(config)
(NS A—=42]

{long | short }
long #RRE L7c3E, 32bitfHAMEMA L EJ, short 3% E L%, 16bit HAHEHLET,
1. ARRT A — 2 AR ORI
B CEEHA,
2. fEOHERFE
long ¥ 7213 short
3. AT A—HFHAREOEREE
c NRRAIAANOT 74V MENEDLY 9,
cRZA R MENEDDZ L TRRu VEERRETIHANH Y £,
« XA A M 65536 LA EDOMEEHRE L CVWDHEEIE, short ICEE T2 Z LI TEERA,

[Ov7 2 FERREFDEIE]
/XA A NE— F|d short TEMMEL 97,
LBEANDEE]

2L



spanning-tree pathcost method

[ERFE B D S BR 524 ]
REMETRS, GBS ET,
[EEHIER]

1. spanning-tree mode =~ > K Cmst Zi%E LI=HE, v /LT 7A=Y U —)3 32bit i THEHE
L ¥, spanning-tree cost 2~ KT 65536 LL LD/ XA A MEEZFRTET D011, Ka~vr FT
long 3% E L T LERH D 7,
spanning-tree mst cost 2 v R TR X MEAZRET H2%HA1E, Ka~vr NOREFILEH D £
o

[BEEa<> K]

spanning-tree cost

spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method

spanning-tree single cost
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spanning-tree port-priority

spanning-tree port-priority

138

HUR— FOR— MEEEEABRELET, Ko< FiL, PVST+, VU I NAR= TV ) —, < F 7
NAR= 7YY —THHALET,
[ABRH]

fHMOBRE - £H
spanning-tree port-priority <Priority>

THH DR
no spanning-tree port-priority
[ABE—F]
(config-if)
[/85 A—4]
<Priority>
A= FOEBEELRTELET, 16 OEHER— MESLEL LTEHLET, ER/NI W EEEEN
m< 22 ET,
1. ART A — 2B OFIHE
BIETEFEE A,
2. fEOFRE L
0~ 240
3. BT A—ZEREOEEFH
A= MERENEDLDLZLIZL ST, NARVERERRETLIHENHY 77,
[a< > FERREFDENE]

spanning-tree vlan port-priority =< K, spanning-tree single port-priority =~ > F, F72i%
spanning-tree mst port-priority =2~ > ROFEIENET, Z IR L3~y ROEENZWIGET,
A— MESEEA 128 L LTEMEL £,

BIE~NDFE]

2L

[E%TEfE D S B 3248 ]

BREMAET, T <ITERICKMENET,

CEXEFEIA]

2L

(BEa< > K]

spanning-tree vlan port-priority

spanning-tree single port-priority

spanning-tree mst port-priority



spanning-tree portfast

spanning-tree portfast

MR — MZ PortFast BREA X E L E T, Ao~ RiE, PVST+, Vo I NANAR= Y U —, < /LT

TNANR= TV ) —OYE R — MCEH LET,

[AHFRH]

THHMOBRIE « BH

spanning-tree portfast [{ trunk | disable }]

RO HIFR

no spanning-tree portfast

[AAE—F]

(config-if)
[185A—=4]

{trunk | disable }

trunk R E L72HE, 77 BAR—,

PortFast #6E 2 H L £ 7,

disable # 3% E L7-%4, PortFast #gEZ2 =1 L £,

1. KT A — 2 R ORI

cNS o 7R—K, Fua khaigiR—k, MACEK— KT

TR AR—=K, a bhairrR—k, MACH—THZIE 72D, PortFast ffe4 A LF T,

2. EOREH
trunk ¥ 7213 disable

[2< 2 FERSEF D ENE]

spanning-tree portfast default =~ > F®

[BIE~NDEE]

2L

REMELE, T ITEAICKBREIET,

(BAEa~<> K]

spanning-tree portfast default
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spanning-tree portfast bpduguard default

spanning-tree portfast bpduguard default

BPDU 4— FEZT 74V P THRELE T, Ka~vwr RiE, PVST+, vV I NARNR=0 7Y ) — <)L
FINANR= 7Y Y —@ PortFast BfEZ % E L2 T X TOR— FTHZIZ/R D 7,
[ABRH]

Wl oRE
spanning-tree portfast bpduguard default

(GE2LE]ZS

no spanning-tree portfast bpduguard default

[AAE—F]

(config)

(N5 A—=4]

2L

[a< > FERREFDENE]

spanning-tree bpduguard =~ > FZRE L TWAH AL, TOREICHKVE T, spanning-tree
bpduguard =< RORENRWGEITEIEL A,

[BE~DEE

L

[ERFEE D IR BR 22 ]

BOEMAER, +ITEMITKBRESNLET,
CEFEFEIAE]

L

(B&Ea~v > K]
spanning-tree portfast default
spanning-tree portfast

spanning-tree bpduguard
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spanning-tree portfast default

spanning-tree portfast default

PortFast AT 7 # /L P TREL £, Ko~ Rk, PVST+, PV 7 AAR=0 7Y Y —, =LF
TNAR=Z T Y —DT 7 AR—F, 7a hairiR—k, MACH— MTHNIRY 7,

[AHFRH]

THHDOFRE
spanning-tree portfast default

RO HIR

no spanning-tree portfast default

[AAE—F]

(config)

[R5 A—=4]

2L

[a< > FEREDENE]

spanning-tree portfast 2> FEZFHE L TV DAL, ETOHREICHEVET, spanning-tree portfast =
~ Y RORENBRWVIGEITINEL EH A,

[BREE~DEE

(BEa~ > K]

spanning-tree portfast
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spanning-tree single

spanning-tree single

SUTNANR= TV Y —D MARe PEHEARBLET, A=Y U —0#EifEE— K23 PVST+ O3
A2, VLAN1 %3 2 IV A= 7Y ) —Rp8BIzc LET,

[ABRH]

TEMORE

spanning-tree single

RO HIFR

no spanning-tree single

[AAE—F]

(config)
[N A—=4]

2L

[a< > FERREFDENE]

L

[BEE~NDEE]

2L

[FXEED /R BRE2H ]

REMAER, T ICEMCKBIET,

CFESEE]

1. VLAN 1 7% PVST+ %% T - 72844, VLAN 1 0 PVST+ [HEILLET, S /A RR=L 7Y Y —

ZHIBRT 5 &, VLAN 11X PVST+ 4012720 £9°, BEE— KRB AT I N AR TV ) —DFA
I TR I Y — I TEEL £ A,

(BgEa~<y F]

spanning-tree mode
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spanning-tree single cost

spanning-tree single cost

VT NAR=Z TN = DY AR = FDORAaA N ERELET,

[AARK]
THRORE - BH
spanning-tree single cost <Cost>

fE O HI

no spanning-tree single cost

[ABE—F]

(config-if)
(/NS A—=4]
<Cost>
NRAaA MEZRELET, oA MEINNEWEY, 4 TH7 L —LEZHRETHR—FE L THER
THAREMENE L 22D £,
1. ARRT A —H B UEREO I fiE
BT ERA,

2. B O E i
spanning-tree pathcost method =+ > N % 723 spanning-tree single pathcost method =~ > N

T short &% E L1256
1~ 65535
spanning-tree pathcost method =~ > F¥ 7213 spanning-tree single pathcost method =~ > K
Tlong %€ L=
1 ~ 200000000
L ARG A= FfERREOEEFIH
SNATAMEREDDZETRReVEERRETIHAERDH D £,

[a< > FEEEEDENE]

spanning-tree single pathcost method =~ > KOBREII/E- T, NAT A ME2BWALET,
[BIE~NDEE]

2L

TENED Bk 24 ]

REMAER, T ICEMCKBIIET,

CEFEEIE]

mL

(BAEa~<> K]

spanning-tree cost

[ |
ﬂll

spanning-tree pathcost method

spanning-tree single pathcost method
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spanning-tree single forward-time

spanning-tree single forward-time

144

VT NANR=Z T ) —OREEERICET SR ERE LE T,

[ABTRA]
OB » LT

spanning-tree single forward-time <Seconds>

H OBk

no spanning-tree single forward-time

[ABE—F]

(config)
(NS A—=42]

<Seconds>
A= P VIREEERIZE T DR Z MM THRELE T,
spanning-tree single mode =~ R Cstp (802.1D) %= E LG, VA=VI7RE, TF—=27
RRE &2 B ERFR 72 #EFF L £ 97, spanning-tree single mode =2~ > KT rapid-stp (802.1w) %iRE
LImE, TAAI—T 4 7R, 7 —=0 7REBEREFFMIZTHERFLET (2720, A<
X BREEER S HA LG E7E T T,
1. AT X —Z BRI HME
AR TEERE A,
2. fEOHEFM
4~30 ()
(a7 FERREFDENE]

RN— FRBERBICES Dz 16 L LTEEL £7,

[BIE~NDFEE]

[EREE 0D Sz B 2244 ]

RREMAEER, T ICEAIC KBS ET,
EEEIE]

L

(BEEa<7 Y K]

spanning-tree single mode



spanning-tree single hello-time

spanning-tree single hello-time

YT NANR= 7Y ) —@ BPDU OFRERIRARE LETS,

[AHRR]

THRORE « BHE
spanning-tree single hello-time <Hello time>

E O Bk

no spanning-tree single hello-time

[ABE—F]

(config)
[INSA—=4]
<Hello time>
AREEE N ERNZE(ET D BPDU OEERIREZ B CTRE L £,
1. ARRT A —H B WEWRE D FIHiE
AT EE A,
2. DR EHPH
1~10 (B)

3. AT A= FEMROEEFER
12RETDHE, PRBIEERRELLT SR T,

[2< 2 FERSEF D ENE]

BPDU OxfEMMRIZ 2 B TEEL £

[EE~DFEE]

7L

[EREMED R BR 2]

BEMELE, TICEAICKBENET,
EEHE]

2L

(BEEa~v > K]

L
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spanning-tree single max-age

spanning-tree single max-age

ST NAN= 7Y ) —DkfE D BPDU O KA 2% E L £ 7,

[ANRH]

DR « 23
spanning-tree single max-age <Seconds>

E o Bk

no spanning-tree single max-age

[ABE—F]

(config)
(NS A—=42]

<Seconds>
AEEEHEIET D BPDU O KA B A2 RN CRE L £
1. AT X —Z RO YIHME
HIETEERE A,
2. fEORR EHiH
6~ 40 (B)
3. RRT A —FEHREOEZ A
20 R DOMEEFHET D&, MR IEERRBELLT R E9,

(272 FEREEOBE]
15 TE 5 BPDU ORAA ML 20 B TEIEL £ 7,

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(B&Ea< > K]

L
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spanning-tree single mode

spanning-tree single mode

VT NAR= T ) —DOEEE— RERELET,
[ABRH]
DB « 23

spanning-tree single mode { stp | rapid-stp }

fE O HI

no spanning-tree single mode

[ABE—F]

(config)
[INSA—=42]

{stp | rapid-stp }
AT b avERELET, A= 7Y ) —@APIC T e Fa v EEE LSS, A=
IV —EEAEME L ET, stp ERE LGS, A= 7Y ) —TEEL £, rapid-stp ZRE
L7city, @A NR= 7Y U —TE{fELET,
1. BT A —ZEMKOHHE
B TEETA,
2. DO E i
stp F 721 rapid-stp

[O<7 Y FEREDENE]
VY TNANRZ T ) —DEWEE— Rt stp TEMEL £,
BE~NDFE]

spanning-tree single 2~ FZRE L TWEHE, MAaYOBFHEICL->T, MARYOERIKET
THETHERERD E7,

[E% 7 B D S BR 524 ]
BEMEES, + ICEAICRKSLET,
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spanning-tree single pathcost method

spanning-tree single pathcost method

VYT NANRZ L T Y — DR R OsSA TR BT 16bit B4 HT 55, 32bit AT D0 &7 E L
ij—o

spanning-tree single cost =~ RORELZEME LT-HAE, NATANIA LV F T 2 —AHE L
spanning-tree single pathcost method =~ > FOREIZL > T, Fredfiz@EH L E7,

* spanning-tree single pathcost method =~ FC short ##%E L 725 &
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

* spanning-tree single pathcost method =~ KT long ##% € L7=%&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

[AAR]
RO - £

spanning-tree single pathcost method { long | short }
THHOHIR

no spanning-tree single pathcost method

[ABE—F]
(config)
[INT A—=4]
{long | short }
long Zf%E L7254, 32bit & EfA L £ 9, short %R E L7254, 16bitEEHEHAL £,

1. AT X —ZEBWR O HME
AR TEEHE A,
2. fEOFR EHiPH
long ¥ 7213 short
3. AT A—HFEHEEOEEFH
c RRAIANDOT T 4V MEREDLY £7,
XA RAMENEDDLZETRER UVERNEETIHENRNHY T,
« XA A MZ 65536 LLEOMEEFRE L TV 584, short ITIFEETEEHA,

[a<7 > FEEREFDENE]

spanning-tree pathcost method =~ KOBREIZHENFE T,
[BEE~DEE]

2L

B D R BREZH]

EEEFE, FICERICRmENET,

[ |

2
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spanning-tree single pathcost method

CEEEIE]
L
(BAEa~ > K]

L
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spanning-tree single port-priority

spanning-tree single port-priority

SUTNANRZ T Y =D R — P OBEEERELET,
[ABRH]
WRORE - LT

spanning-tree single port-priority <Priority>

H OBk

no spanning-tree single port-priority

[ABE—F]

(config-if)
(NS A—=42]
<Priority>
A= FOBEEEEZRELET, 16 OfFEER— MBEEEL LTHERALE T, ERA/NIWIE EEREN
<720 9,
1. AT A — X AR O A HI
BT EHA,
2. fEORKEFH
0~ 240
3. AT A—HHHREOEEEH
R—=MBELENEDLL ZEIZE-T, MR PEERRETIHENHD 7,

(2~ FEEROEE]

spanning-tree port-priority =~ > KO EIZHEVVE T, spanning-tree port-priority =~ > KO EH 72
WAL, A— MESEE 128 L LTEIEL £

EE~NDEE]

2L

[ERFE B D JR BR 2 ]

REMAER, T ICEMCKBIET,
[CEFEFEIA]

7L

(BEEa<7 Y K]

2L
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spanning-tree single priority

spanning-tree single priority

SUTNARZ T Y —DT )y DEREERELET,
[ABRH]
THRORE « BHE

spanning-tree single priority <Priority>

fE O HI

no spanning-tree single priority

[ABE—F]

(config)
[INSA—=42]

<Priority>
TV VBREERELET, EIAVNISWIZEEEENE R E7, 4096 OEHE TV v VEBEE
ELTHEHLET,
1. ARRT A —Z R DR
HIETEEE A,
2. fEOERH
0~ 61440
3. ANT A —ZFEHREOIEEFE
TV VERENEDDZ LIZE ST, MR UEERRATIHANH Y £7,

[O<7 Y FEBREDOENE]
7 v VSR ET 32768 TEMEL £,

[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

BEMAER, TICEMICKBmRSNET,
CEFESEIE]

2L

(BEa< > K]

2L
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spanning-tree single transmission-limit

spanning-tree single transmission-limit

152

N A= 7 ) —d hellotime 472 0 I0%E(E T 25k BPDU # %

[ANRH]

THRORIE « BHE
spanning-tree single transmission-limit <Counts>

E o Bk

no spanning-tree single transmission-limit

[ABE—F]

(config)
(NS A—=42]

<Counts>
hello-time %472 U |25 TE 2R K BPDU #zixE L £,

LET,

spanning-tree single mode =~ > RC rapid-stp (802.1w) ZHE LTGATETEN /T A—HT

7, spanning-tree single mode =~ K Tstp (802.1D) %% & L7z&HE 1,

&5 AKBPDU i3 3 (HE) THY, AREMIZHLEEA,
1. KT A — 2 WK ORI E

B TE £ A,
2. E O E FiH

1~10

[O<7 Y FERREDENE]
EETX 5K BPDU #4003 8 TEMEL £,
LBEEANDEE]

2L

CEEFIE]

[(BEa~<> K]
spanning-tree single mode

spanning-tree single hello-time

1RO %72 0 1R AR C



spanning-tree vlan

spanning-tree vlan

PVST+ %% E L £ 7, spanning-tree single 2=~ > KZ & E L T\ 5IKHEE T no spanning-tree vlan =2~
VRERETHE, BYVLAN B U I AR= L 7Y Y —%% D VLAN LR VEIEL E9,

[AHFRH]

fHMOBRE - £H
no spanning-tree vlan <VLAN ID list>

THH DI
spanning-tree vlan <VLAN ID list>

[AAE—F]

(config)
[185A—=4]

<VLAN ID list>
R L7- VLAN @ PVST+ O EX B L £,

1. AT X —Z BRI O HME
B CTEEHEA,

2. B O E i
<VLAN ID list> O EFHE, 72, HOREFPAIZOWTIE WRIA—XITHRETX HH] %%
LT EEn,

3. Ko~ MEHROEEFH
spanning-tree single =~ K& 5% E L T\ 54, VLANL X PVST+ CTEI{EL £+ A,

[2< > FABREFDENE]

2L

BIE~NDEE]

2L

[EXTEME D I i 224 ]

REEEER, T ICERICKBENET,
CEEZEIA]

2L

(BAEa~<> K]

vlan
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spanning-tree vlan cost

spanning-tree vlan cost

154

PVST+ O YR — FD/RZ2a A N 2R ELET,

[ANRH]

RO - £
spanning-tree vlan <VLAN ID list> cost <Cost>

& HIER
no spanning-tree vlan <VLAN ID list> cost

[ABE—F]

(config-if)
[INT A—=4]
<VLAN ID list>
X L7~ VLAN @ PVST+ OB E4 B L E 9,
1. AT A —Z B O HHE
B TEEEA,
2. (H DR E i
<VLAN ID list> OB EFHE, Fio, EOREFMPAIZHONWTIEL NI A—ZIZHETE HH] &%
LTS,

<Cost>
N2AAA MEEZBRELET, TA MEDNIWIEE, BB TH7 L —L%EET AR — b LTHER
T HAREME E < 72 0 £,
1. ART X —Z B ORI
A TCEEREA,
2. B O R AE il B
spanning-tree pathcost method =~ > F& 7213 spanning-tree vlan < VLAN ID list > pathcost
method =~ KT short & E L7=%6&
1~ 65535
spanning-tree pathcost method =~ > R¥ 72X spanning-tree vlan < VLAN ID list > pathcost
method =~ FTClong 2% L7HE
1 ~ 200000000
3. AT A—ZHEHAREOIEEEE
A= MEERENEDLDLZLIZL ST, NARVERERRETLIHENH Y 7,

[a<7 > FEEREFDENE]

spanning-tree vlan pathcost method =~ FOBREIZH ST, 23X b E@EHALET,
[BEE~DEE]

2L

[BREED R BRE2H]

EEAER, T IGERICKmINET,

2



[EEFEIA]

mL

[BEEa< 2 K]
spanning-tree cost
spanning-tree pathcost method

spanning-tree vlan pathcost method

spanning-tree vlan cost
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spanning-tree vlan forward-time

spanning-tree vlan forward-time

156

PVST+ ORIEER IS HREH 2 E L £,

[ANRH]

RO - £
spanning-tree vlan <VLAN ID list> forward-time <Seconds>

E o Bk

no spanning-tree vlan <VLAN ID list> forward-time

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
FE L7 VLAN @ PVST+ OFREX B L ET,
1. AT A —HBWERE D FIEE
B TEERA,
2. fH DR EHiPH
<VLAN ID list> O E 5L, £77, BORERPFICONTIE (T A—FITHETE 5 2%
LT &0,

<Seconds>

A= P VIREEERIZE T DR 2 B THRELE T,
spanning-tree mode =¥ > N ¥ 721X spanning-tree vlan < VLAN ID list > mode =~ > NC pvst
(802.1D) #HRELTHE, VA=V 7UREE, 7 —=r ZREBA R ERHZZ MR L E 9,
spanning-tree mode =¥ F% 721X spanning-tree vlan < VLAN ID list > mode =~ > KT
rapid-pvst (802.1w) % E LIZGE, T 4 AN—T 4 U 7IRRE, T —=2 7 REEA B ERE 72 HE
FFLET (2L, 24 I K DRBER P RAELIZGATZIT T,
1. AT X —Z B ORIHE

HIETEERE A,
2. fE DR E i

4~30 (B

[3< > FEREEOEE]
A M AVRIEERIC T SR 15 B TEIEL £
[BE~DEE

L



spanning-tree vlan forward-time

[BEa< > K]
spanning-tree mode

spanning-tree vlan mode
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spanning-tree vlan hello-time

spanning-tree vlan hello-time

PVST+ @ BPDU O EHIREEZHRE L £,

[ANRH]

WRORE - LT
spanning-tree vlan <VLAN ID list> hello-time <Hello time>

Tl O HIR
no spanning-tree vlan <VLAN ID list> hello-time

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
7 L7 VLAN @ PVST+ O EXBIE LET,
1. AT A — 2 BWEREOFIHA
B TEEEA,
2. DR E P
<VLANID list> O EFE, £z, EOREFHMEAICOWTL [RTA—FITHETE 2H] &5
BLTLIEEN,

<Hello time>
AREEE N EWICEET 2 BPDU OXEHBE BN CHRELET,
1. AT X —ZEWR O YIHME
HIETEERE A,
2. fEDFR EHiPH
1~10 ()
3. RRT A —FEHREOEZFIH
1B ETDL, MERUBEERRAELDTL A ET,

(a7 FEEEFROEE]

BPDU OxfEMIMRIZ 2 TEIEL £

[BE~NDEE]

2L

[E%FE fE 0D Je BR324 ]

BEMAEYR, FICERICKMENET,
CEESE]

2L

(B&Ea~<v > K]

2L
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spanning-tree vlan max-age

spanning-tree vlan max-age

PVST+ ® %59 % BPDU O KA R 2R E L 7,

[AHRR]

DR « 23
spanning-tree vlan <VLAN ID list> max-age <Seconds>

E OBk

no spanning-tree vlan <VLAN ID list> max-age

[ABE—F]

(config)
[INSA—=4]

<VLAN ID list>
i L7 VLAN @ PVST+ OB ELBELET,
1. ART X — 5 BUEREO WA fE
BRETEEE A,
2. fEOERFH
<VLAN ID list> O EFE, £z, HEOBREFHEIZOWTL [NRFA—FITHETE 2 &%
LT &N,

<Seconds>
AILE N EIE T H BPDU O KA RN 2 B AL TRROE L £
1. AT X —Z B O YT HME
AR TEEE A,
2. fHOR EHiH
6~ 40 (B)
3. RNRT A —FEHREOFEFH
20 KEDMEAERETHE, PR UEENEELLTLL R ET,

[a7 2 FEREOBE]
{5 T& 5 BPDU ORAAIFHIL 20 B TEIEL £

[BIE~NDRFE]

2L

[EREMED R BR 2]

BEMAER, TICERICKMENET,
CEEFE]

2L

(BEEa~v > K]

L
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spanning-tree vlan mode

spanning-tree vlan mode

160

PVST+ O8MEE— FAREL £ T,

[ABRK]
RO - £

spanning-tree vlan <VLAN ID list> mode { pvst | rapid-pvst }
LRl

no spanning-tree vlan <VLAN ID list> mode

[ABE—F]

(config)
[T A—=4]
<VLAN ID list>
P L7z VLAN @ PVST+ O E &AL £9,
1. AT X —Z RO HME
HIETEERE A,
2. fEORR EHiH
<VLAN ID list> OFREHE, £, EORERBICOVTIE (55 A—Z IIETE B8] 25
LT EENY,
{pvst | rapid-pvst }
FERTE27r barzRELET, A= 7YY —EAFICT e havEaEETE LGE, A=y
IV —EFEME L ET, pvst ZFRE L72HA, PVST+ TEMEL £9, rapid-pvst %€ L7-35
&, ol PVST+ TEIfEL £,
1. AT X —Z B O HHE
B TEERE A,
2. AH 0D FX E i P
pvst F 7213 rapid-pvst

(a7 Y FEREDENE]
PVST+ O #EfEE — FiX spanning-tree mode 2~ > ROFRTIZHEVE T,
[BIE~DEE]

spanning-tree mode =~ > KO E T pvst F 7213 rapid-pvst Z5%E L TV 554, bARrPOFEFHHEIC
£oT, MR YORKRIKTT5ETCHEERD ET,

(B&Ea< > K]

spanning-tree mode



spanning-tree vlan pathcost method

spanning-tree vlan pathcost method

PVST+ OAR— b D 3223 A MZ 16bit HEFEAT 22>, 32bit {HEEEHT 20 EREL E9,

spanning-tree vlan cost 2~ ROREEZEM L7z6, NAIRA NIA U F 72— RAHFE L
spanning-tree vlan pathcost method @~ > FIZ L 28 EICL > T, TiiOELZEH LET,

* spanning-tree vlan pathcost method =~ KT short Zi% € L7=HE&
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

* spanning-tree vlan pathcost method =~ > R Clong %8 E L7=%H
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

[AHRR]

THROFRE - BH
spanning-tree vlan <VLAN ID list> pathcost method { long | short }

T OHIBR
no spanning-tree vlan <VLAN ID list> pathcost method

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
RE L7- VLAN @ PVST+ OFREZBE L E T,
1. ARRT A —Z B RO
B TEXET A,
2. DR E i
<VLAN ID list> O EHE, Fio, HOREHMAIZONTIE [RIFA—FIRETEHHE) 25
FRLTLLEE N,

{long | short }
long #FRE L7=54, 32bit fHAMEM LE T, short ZFRE L7254, 16bit AN L ET,
1. AT X —Z B O Y HUE
B TEETA,
2. O EHFFHA
long % 7213 short
3. AT A—H RO EEFIH
e RAIANDOT 7 4V MEREDY £,
c NRRARXMENREDDZ L TIRa PEERNRETLHARNH Y £3,
< XA 3R T 65536 Lh EOEEFRE LTV DHE, short IIXAEFE TE EHA,

[2< 2 FERSEF D ENE]

spanning-tree pathcost method =~ > FORBREIZHEVE T,
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spanning-tree vlan pathcost method

162

[BIE~DEE
L
[EREED R BRE21 ]

(BEa~y K]

spanning-tree pathcost method
spanning-tree cost

spanning-tree vlan cost



spanning-tree vlan port-priority

spanning-tree vlan port-priority

PVST+ O R — FOBEBREALRELET,

[AARH]
Wl ORE « £
spanning-tree vlan <VLAN ID list> port-priority <Priority>

T O HIBR
no spanning-tree vlan <VLAN ID list> port-priority

[ABE—F]
(config-if)
[INSA—=4]
<VLAN ID list>
i L7 VLAN @ PVST+ OB ELBELET,
1. ART X — 5 BUEREO WA fE
BRETEEE A,
2. fEOERFH
<VLAN ID list> O EFE, £z, HEOBREFHEIZOWTL [NRFA—FITHETE 2 &%
BLTLIZEEN,

<Priority>
A— NOBREEZRELET, 16 OfFKER— MELE L LTERLET, BRI WIE EERER
m< 7R ET,
1. AT A —Z BRI O HE
B CTEEHEA,
2. EOR EHBH
0~ 240
3. RNRT A —FEHREOFEFH
A= MEBEENEDLDZ LIZE ST, MNARYEERNRETLIHENRSY £,
[a< > FERERFDEE]
spanning-tree port-priority =~ > RO EIHEVVE T, spanning-tree port-priority =~ > NOFKED 72
WAL, A— MESREE 128 L LTEIEL £,
[BE~NDFE]
L
(5% 7E B 0D I BR324 ]
BREMAETS, T ICERICKBENET,
CFREIE]

L

(BAEa~<> K]

spanning-tree port-priority
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spanning-tree vlan priority

spanning-tree vlan priority

PVST+ D7V »v VESEEZBRE L £,

[ABRH]
WRORE - LT
spanning-tree vlan <VLAN ID list> priority <Priority>

Tl O HIR
no spanning-tree vlan <VLAN ID list> priority

[ABE—F]
(config)
(/N5 A—=4]
<VLAN ID list>
FRIE L7z VLAN @ PVST+ O E& M L E T,
1. A/RT A — 5 BN O AT iE
B TEEEA,
2. fEDFE
<VLANID list> O EFE, £z, EOREFHMEAICOWTL [RTA—FITHETE 2H] &5
LTS EENY,

<Priority>
T o VBEEARELET, EN/NSWVIEEEEENEL Y ET,
4096 DfEHE7 ) v UBEELE L TERLET,
1. AT X —Z B W O WA
BT EHA,
2. E DR EHiPH
0 ~ 61440
3. AT A — A ERAEOEEHEIE
TV VBEENEDLDZLICL ST, FReVEENRETIRANHY 7,
[O<7 Y FEBREDENE]
7y VSR ET 32768 TEMEL £,
LBEANDEE]
L
SR TEE D S B 2244 1
EEEEE, TIERICKR S ET,

CEEFIE]

L

[y |

5

(B&Ea< > K]

L
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spanning-tree vlan transmission-limit

spanning-tree vlan transmission-limit

PVST+ @ hello-time 72 ¥ |Zi515 T& 2% K BPDU &4 E L £,

[AARH]
WRORE - 57
spanning-tree vlan <VLAN ID list> transmission-limit <Counts>

E O Bk

no spanning-tree vlan <VLAN ID list> transmission-limit

[ABE—F]
(config)
[INTA—=4]
<VLAN ID list>
i L7 VLAN @ PVST+ OB ELBELET,
1. ART X — 5 BUEREO WA fE
BRETEEE A,
2. fEOERFH
<VLAN ID list> O EFE, £z, HEOBREFHEIZOWTL [NRFA—FITHETE 2 &%
BLTLIZEEN,

<Counts>
hello-time 72 V (T3EET& 2k K BPDU #a i E L E T,
spanning-tree mode =¥ > RN % 72(% spanning-tree vlan <VLAN ID list > mode =~ R C
rapid-pvst (802.1w) % i%/E LI E LT HER/2/3F A — % T, spanning-tree mode 2~ RE 7
1% spanning-tree vlan <VLAN ID list > mode =~ > F T pvst (802.1D) Z&XE L7-HA1%, 1M1
MV ITEETE DR KBPDU i 3 (EE) ThV, AREMIISRLETA,
1. AT X —Z B O Y HME
AR TEEE A,
2. DO E i
1~10

[a< Y FERFOBE]
EET& 55K BPDU %0t 3 TEIEL £,

[BIE~DFE]

L

[ERFE (B O = BR 524 ]

REMETRS, FICERICKBRSET,
[EEHE]

L

165



spanning-tree vlan transmission-limit
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(BEa< > K]
spanning-tree mode
spanning-tree vlan mode

spanning-tree vlan hello-time



DHCP snooping

ip arp inspection limit rate

ip arp inspection trust

ip arp inspection validate

ip arp inspection vlan

ip dhcp snooping

ip dhcp snooping database url

ip dhcp snooping database write-delay

ip dhcp snooping information option allow-untrusted

ip dhcp snooping limit rate

ip dhcp snooping trust

ip dhcp snooping verify mac-address

ip dhcp snooping vian

ip source binding

ip verify source
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ip arp inspection limit rate

ip arp inspection limit rate

168

A4LiE T DHCP snooping #§REZ AZIRFIC, Y%A — FTO ARP /N7 v FZEL—F (1 BH7ITEE
AR/ ARP N7y M) ARELET, ZELV— M E2BATZ ARP N7y MIEESNET,

[ANRH]

fHMOBRE - £H
ip arp inspection limit rate <Packet/s>

I

RO HIFR

no ip arp inspection limit rate

[AAE—F]

(config-if)
[IN5A—=4]
<Packet/s>
1E 7= 0 ICZIERE/R ARP X7 v MMRERE LT,
1. AT A —HBWERE D FIEiE
AR TEEREA,
2. [l EHIPH
1~ 300 (Packet/s)
(a7 Y FEREBDOENE]
ZAE L — MIEESIR & 220 7,
BE~DEE
el
[(EREMED Rk E2H ]
EMAE R, T ICERICKBENET,
CEESIA]
Ko< REREL-HR— M, ip arp inspection trust 2~ FRRE SN TV DHHEEF, Ko~ Ko
BREIIES L2, ARP /N7y FOZ(E L — MIERIRE 720 £,
(BEEa< > K]

ip dhep snooping



ip arp inspection trust

ip arp inspection trust

AK4E(E T DHCP snooping HEEE A HRIFIZ, MHA v X 72— A& XA F I v 7 ARP i & ki L 720
trust "— & LCHRELET,
[AARHK]

WHORE
ip arp inspection trust

RO HIR

no ip arp inspection trust

[AAE—F]

(config-if)

(/85 A—4]

L

[O<7 > FEREEDEIE]

ZA4F v ARPHEZFEE L E7,
BIE~NDEE]

2L

[E%7E 16 0D Sz B 5248 ]

EMEER, FIEHICEET,
CEEEHE]

1. Ravwr REBREINTZA X7 2—ATlE, X475 v 7 ARP REMENF ML SN T\5 VLAN

IRAEENTWHWTH, #4572 v 7 ARPHEZE L £ A,
2. Kavw U RERELIEA LV ZT72—ZAD ARP R7 v FNZEL— MIERIBE 220 £,

2

[BEEa~< Y K]
ip dhcp snooping

ip dhep snooping vlan
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ip arp inspection validate

ip arp inspection validate

AREETHA T v 7 ARP EKREZ A2, # AT X v 7 ARPREDHEEZ 5D 572 DITBNT 58
BIHEZRELET,

[ANRH]

fHMOBRE - £H
ip arp inspection validate [ src-mac] [ dst-mac] [ip]

RO HIFR

no ip arp inspection validate

[AAE—F]

(config)
(/N5 A—=4]

src-mac
Z{5 ARP /37 v b D%E(E78 MAC 7 R L 2 (Source MAC) &, %{3% MAC 7 KL Z (Sender MAC
Address) NRI—THDHZ L 2MAE L F 9, ARP Request, ARP Reply O ilfi 5i1Zxf L CHhE L £,
1. RRT A — 2 HMgR O YA
Z{5 ARP /37 v b D%(F5C MAC 7 K L& (Source MAC) &, F{5%# MAC 7 K L A (Sender
MAC Address) N[F—THDINEHE L A,
2. {EDFX E i
2L

dst-mac
%15 ARP /%7 v b D55t MAC 7 K L A (Destination MAC) &, *f%:% MAC 7 K L A (Target
MAC Address) 23— CTd 5 = & A LE T, ARP Reply (Zxh LTI L £7,
1. ART A — 5 BN O X1 fiE
%15 ARP /37 v h @385 MAC 7 K L 2 (Destination MAC) &, %1435 MAC 7 K L A (Target
MAC Address) D[ —TH 20 EHRELEH A,
2. EDRE R
2L
ip
Z{5 ARP /37 v hOXG#H IP 7 R LA (Target IP Address) 78, FilOfHNTH D Z &2 HRAEL
£
* 1.0.0.0 ~ 126.255.255.255
* 128.0.0.0 ~ 223.255.255.255

ARP Reply IZxt U CTHEME L E9,
1. BT A — 2 HMgR O YA

ZIEARP v b OxRFEIP 7 KL A (Target IP Address) ZHELEHA,
2. AH DX E i B

»L

(2= Y FEEEFROEE]

L
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ip arp inspection validate

[BEE~DEE

L

1. Ka<sry FANE, BRI A—Z2HWET D LITTEE A, WINN1T OB EREL TIZSN,

[BEEa~< > K]
ip dhcp snooping
ip dhep snooping vlan

ip arp inspection vlan

171



ip arp inspection vlan

ip arp inspection vilan

A41E © DHCP snooping #RE% A ZIRFIC, # A FX v 7 ARP MAAMRE DA RS VLAN 2% E L £7,

[AAR]
WRORE - 55

ip arp inspection vlan { <VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list > }
Tl O HIR

no ip arp inspection vlan

[ABE—F]

(config)
[/INTA—=4]

<VLAN ID list>
#4F 3 v 7 ARP RAEMEEORE SR VLANID Z3%E L £,
1. AT X —ZEBWR O HME
B TEER A,
2. D% E i
<VLAN ID list> O EH1E, £z, EORERPICONTIE [T A—FIRETE 5] 225
LT ZEN,

add <VLAN ID list>
XA F v 7 ARP MREMAEDOMRAEX S VLAN ID # VLAN U X MZBML ET,
1. ARoRT A —H B O A il
B TEEEA,
2. [EOFEH
<VLAN ID list> OB EFE, Fio, EOREFMPAIZONTIEL [NWRTA—ZIZHETE HH] &%
BRLTLZEW,
remove <VLAN ID list>
ZAF 2 v 7 ARP RAEHERE CTHMAS 4O VLAN ID % VLAN U 2 h2sHHIBR L £ 9,
1. RoRT A —FHREE O,
B TEEEA,
2. EOFEH
<VLANID list> O EFE, £z, EOREFMFEICOWTL [RTA—FITHETE 2H] &5
LTS,

(a7 Y FEREBDENE]
5453 v 7 ARP RAEMHESTIEL 1A,

[BIE~DEE
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ip arp inspection vlan

CEESEIA]

1. ip dhep snooping vlan =¥ RCEE L TW5 VLAN ID 23 /E L T 230,

2. Ra~wr RERE LEEANL, ip source binding 2~ RTEER LN, VT 4 VT —H_X—AT
FUh, AT v 7 ARPREDORR L2 7,

3. Ko~ FT®E L7 VLAN 23, ip arp inspection trust =~ R&ZRE L7ZAR— MBS TN D

BalE, 47 v ARP &I S v E A,

[(BEa~< > K]
ip dhcp snooping

ip dhep snooping vlan
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ip dhcp snooping

ip dhcp snooping

AR4E# ¢ DHCP snooping #6iE 2 A LE T,

[ANRH]

TR O E
ip dhcp snooping

LRl
no ip dhcp snooping

[ABE—F]

(config)

(NS A—=4]

L

(27> FEREFDENE]

L

BE~DEE]

2L

[EREE D Iz B 2244 ]

REMEFER, TICERICKBENET,
EEEIE]

system function =< > FC dhcp-snooping N E SN TWRWEA, Ko~ RIERETE EHA,
(BEa< > K]

system function
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ip dhcp snooping database url

ip dhcp snooping database url

NA VT 4T T =B R=ZADRIFHEHE L ET,
[AARK]
DB « 23

ip dhep snooping database url { flash | mc <File name> }

fE O HI

no ip dhcp snooping database url

[AAE—F]
(config)
[R5 A=5]
flash
W7 7 v a AEVIRGFLET,
1. RXT A — 5B OHIHE
A TEERA,
2. DR EHLPH
flash

mc <File name>

MC (ZfRfFL £,

1. ART R —Z KSR OYJHE
B TEET A,

2. fEORE i
<File name> : fx K 64 XFFE TRETEET,
R~ RFTMCIZT 4 L2 R ZERLTWBEAIE, T4 L7 MU AEZED TRK 64 LT
FTCRETEET,
REVRRIRLTE, T A—FITHRETE L] 4L TIEI W,

[~ FERRFRDEIE]

RAVT A T T—=E_XR=2 % REFELET A,
[EE~DFEE]

7L

[EREMED R BR 2]

BEMELE, TICEAICKBENET,
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ip dhcp snooping database url

176

CEEFIE]

1.

ip dhcp snooping database write-delay =~ o N Ci&/E L - B ZAALIEERMIX, FrRROWTINELR
FRREE LTHA~E RS — L, IA~EMTRICNA T 4 T = N=2 e RIFLET,

o BAFIvTDNA T VT T =B R ADRG - T - HIbRRE

« ip dhcp snooping database url =~ NiXER (RFILOEFT &5 L)

e JEMH 22~ F clear ip dhcp snooping binding 5217k

A =%N T T HRNCEEEBRWE 2 ENRAELIZGEIE, MU T4y 7T —F_X— AR TEEE
oo

no ip dhep snooping database url =~ K& AJ) L7841, ip dhep snooping database write-delay
AV RTCRELEERIOZ A ~NAZ—FLTWTh, "M T4 T TF—ER—2A B RE L
Ao

(E&Ea< > K]

ip dhcp snooping

ip dhcp snooping vlan



ip dhcp snooping database write-delay

ip dhcp snooping database write-delay

N VT T BN ARAE O E AL IRERR 2 R E L £
[ABRA]

RO - LT
ip dhep snooping database write-delay <Seconds>

fE O HI

no ip dhcp snooping database write-delay

[ABE—F]
(config)

(/NS A—=4]

<Seconds>
NA T 4 o TT == AFAFREO EZ AL ERM AR E L E T,
1. AT A — 5 BWEREO WA fE
A TEERA,
2. fEOKEFG
1800 ~ 86400 ()

[2< > FEEEFDE)E]

ip dhcp snooping database url 3% ERE, 1800 > CEIfEL £ 7,

[BE~NDFE]

L

1. Kavy FTRE LEHEZIALRERMIL, TROWTNrEZRFREE L TN ~vE2RAZ— L, ¥
ASEMTRIINA VT 4 VT T —ER—= 2 RF L ET,
c HATFT IV I DA UT 4 v I T = R—=ADXGk « TH - HIBREE
* ip dhcp snooping database url =~ > F&ER (PRIFEDOEE ZETr)
e &M 22~ K clear ip dhcp snooping binding FZ4THF

A~ T T DRNIEBERET 2 ENRBELIZEEIE, N T AV I T = R_R— R RFETEEY
oo

2. no ip dhcp snooping database url =~ K& AN LIZGAIE, Ko~ RTHELZRKHO X A <»
AB—=FLTNThH, N T 4T T—FR=2%RIFELEE A,

[BEEa~< > K]
ip dhep snooping
ip dhep snooping database url

ip dhep snooping vlan
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ip dhcp snooping information option allow-untrusted

ip dhcp snooping information option allow-untrusted

fEEENTWARWVWAR—F (untrust R— k) TH 7T 3 v [82] A E -7~ DHCP X7 v N DOSZAZ & #A]
THPBITHEELET, KREZITORWERIE, +7 v a3 v [82] 15#H%EF -7 DHCP /X7 v k& BRI
LET,

[ANRH]

TEH O E
ip dhcp snooping information option allow-untrusted

THHOHIBR

no ip dhcp snooping information option allow-untrusted

[ABE—F]

(configq)

[T A—=4]

2L

[3< 2 FERREFDENE]
L

[BE~DEE

L

(BEa~<y K]

ip dhep snooping
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ip dhcp snooping limit rate

ip dhcp snooping limit rate

LH— b T, DHCP /8% v bORAEL— b (1472 0 ICZIE w87 DHCP 3% » M) %Rt L%
. ZIEL— b &@A 72 DHCP /<% v MIEES L ET,
[AN#eK]

fHMOBRE - £H
ip dhecp snooping limit rate <Packet/s>

RO HIR

no ip dhcp snooping limit rate

[AAE—F]

(config-if)
[185A—=4]

<Packet/s>
1B Y7- 0 IZZ{EFHE72 DHCP /X7 » MIERE L E T,
1. AT X —Z BRI O HME
AIETEEE A,
2. fEOFEHIH
1~ 300 (Packet/s)

[3< > FEBREFDBE]

ZAE L — MIERIR L 220 £,
[BIE~DEE

L

[EREMED R BR 2]

BOEMAER, +ITEMITKBRSNLET,
EESHE]

1. Ra<wy R&EHE LR — MM, ip dhep snooping trust 2~ > RRREINTWDHHEEIE, Ka~vr
ROREITES L 720, DHCP X7 v O FE L — MIERIRE 720 9,

[B&Ea< > K]

ip dhcp snooping

179



ip dhcp snooping trust

ip dhcp snooping trust

AVHE T2 —AREEINTWVAER— b (trust mN— ) », FBEINLTWHRNOA—F (untrust A— )
MEBRELET,

[ANRH]

Wl oRE
ip dhcp snooping trust

RO HIFR

no ip dhcp snooping trust

[AAE—F]

(config-if)
(/N5 A—=4]
el

[O<7 Y FERREDOENE]
WA R T 2 —AIEEEINTVWARWAR— (untrust A— ) & LTEMEL 7,

[BIE~NDFE]

2

CEEFEIR]

(BEEa<7 Y K]

ip dhep snooping
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ip dhcp snooping verify mac-address

ip dhcp snooping verify mac-address

FHEINTWARWAR— bk (untrust F— k) 725515 L7 DHCP 7 v hDEFETLTMAC 7 KL A &
DHCP X7y FND I FA T "bN—F 72T T RLAD—HEF = v 7 THPENEHRELET,
[ABRHK]

FEMORE

no ip dhcp snooping verify mac-address

RO HIFR

ip dhcp snooping verify mac-address

[AAE—F]

(config)

[INSA—4]

L

[O<7 Y FEBREDOENE]

BETMACT FLARLE I IGA TV hN—RU =277 RLAR—ETE0F =7 LET,

[BIE~DFE]

2L

[FRFEfE D R BRE2H ]

REMEE R, T ICERICKRSNET,
[EEEE]

RKa=y FRBEDHE, MACT RLADF = v 7 2EET 579, untrust 8— MMI DHCP U L —
TV hEERTE RV ET, (DHCP )V L—x—V = MREOEAIL, B#ETXMACT FL
ANEEWRZ LN TVET,)

[B&Ea< > K]

ip dhcp snooping
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ip dhcp snooping vlan

ip dhcp snooping vian

VLAN T® DHCP snooping # AN LET, Ka~vr FTRE L2V E X DHCP snooping X2 T
T, Ra~r FTHRETE 5 VLAN #idf K 32 fET9,

[ANRH]

fHMOBRE - £H
ip dhcp snooping vlan <VLAN ID list>

TH DI
no ip dhep snooping vlan <VLAN ID list>

[AAE—F]

(config)
(/85 A—=4]

<VLAN ID list>
DHCP snooping # H%hZ9 % VLAN ID Z3%E L £,
1. AT X —Z B O HME
B TEEH A,
2. fHDFR EHiHH
INFGA—ZTHEETE D) 2SR TSN,

(272 FEBROEE]

L
[(BIE~DFE

L

Ko< FERE LV VLAN TiX, DHCP snooping (35T,

(E&Ea< > K]

ip dhcp snooping

182



ip source binding

ip source binding

NA VT o T F—F_— 2| static HELE T,
[AARRK]

=3 1=

fff R D FXE
ip source binding <MAC> vlan <VLAN ID> <IP address> interface { fastethernet <IF#> |
gigabitethernet <IF#> | port-channel <Channel group#> }

RO HIFR

no ip source binding <MAC> vlan <VLAN ID> <IP address> interface { fastethernet <IF#> |
gigabitethernet <IF#> | port-channel <Channel group#> }

[ABE—F]
(config)
[N A—=4]
<MAC>

RO MAC 7 RLAZHRELET,

1. AT 2 —Z BRI O HE
B TEFERA,

2. EOFE
0000.0000.0000 ~ ffff.ffff ffff

<VLAN ID>
SRR STV D VLANID #3%E LE T,
1. ARRT A —Z R R DY
AIETEEE A,
2. fEOERMH
INFGA—ZITHRETE LM 2B L TIZEN,

<IP address>
WARDIP 7 FLAZRELET,
1. AT X —Z B O Y HME
AR TEET A,
2. fEOF EHiH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

interface { fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#> }
SARDER SN TNDEA U F T2 —AFGFERELET,
1. ART A — 5 ENEHRE O X iE
HIETEEE A
2. DR E R
[RIA—ZIHRETE HME] 2ZRL TSN,

[2< 2 FERSEF D ENE]

L
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ip source binding

[BE~DEE

L

RREARE= Y b U BIERK 64 1T, 7220, BREMICNAS T (VI T —F_R—AD= b U ERS
AF Iy sy N EEDTRRT Y ) BEBZHHAIRETE A,

(BEa~< > K]
ip dhcp snooping

ip dhcp snooping vlan
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ip verify source

ip verify source

DHCP snooping /31 ¥ T 4 VI T —H _XR— A% LI, SRT7 4 NZ ZFE T L2H5AICRELET, (K
TANY BERSIVTWRVIREILIP 7 FL A LREITLMACT RLAD/T Y N7 4 V23 HHEE,)
[AARK]

HRORE - £H

ip verify source [ { port-security | mac-only } ]

RO HIR

no ip verify source
[ABE—F]
(config-if)
[N A—=4]
{ port-security | mac-only }
SR T 4 NE G ERELET,
port-security
BEEIXIPT RLALEEFEILMACT RLVATHERY 4 V2 i L ET,
mac-only
HEEIEMAC 7 RLRTET TR 7 4 V2 & FEha L E 7,
1. ARRT A —HHWERE DR
REEILIP T VAT TR 4 V& 2 EE L E T,

2. HOFEHH
oL

[O<7 > FEREFDEIME]

2L

LBEA~NDEE]

2L

[ER7E B D fx B 5244 ]

MEMEFHR, TIPS NET,

CEEEIE]

1. BHEHINTWAR—bF (trust "— ) TiE, Ko< RERELTOTHIER Y 0 VX HEREIT ST

\n%.

2. DHCP snooping ARG ICARRE 21T 5 #A, DHCP snooping 23 %72 VLAN T H ¥R 7 1 /L & Bk
DAY T OTITEELZE N,
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ip verify source
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(A&Ea<w > K]

ip dhcp snooping

ip dhep snooping vlan
ip dhep snooping trust

ip source binding



IGMP snooping

ip igmp snooping (global)

ip igmp snooping (interface)

ip igmp snooping mrouter

ip igmp snooping querier
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ip igmp snooping (global)

ip igmp snooping (global)

ARIEE T, IGMP snooping #4REZ L L £,

[ANRH]

THHM O E
no ip igmp snooping

o Bk

ip igmp snooping

[ABE—F]

(config)

(NS A—=4]

2L

(27> FEREFDENE]

A fE T, IGMP snooping #REZ AN LET,
BE~DEE]

IGMP snooping BEREAME 12 L E T,
[EREE D Iz B 2244 ]

MEMETR, TICKMEnET,
EEEIE]

L
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ip igmp snooping (interface)

ip igmp snooping (interface)

VLAN A >4 7 =—AT, IGMP snooping HREZ AN L ET,

[AHRR]

THHR OB E
ip igmp snooping

o HI

no ip igmp snooping

[ABE—F]

(config-if)
[N A —%]

2L

[3< 2 FEERREFDEIE]
L

[EIE~NDFEE]

2L

ROEMAE R, IS ET,
[EEFHE]

system function =~ REEHA T igmp-snooping 35%E SN TV WS, Ra~vr RIIRETE EE
A, (system function =2~ > RBRREDL I, RETEET,)

(B~ K]

system function
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ip igmp snooping mrouter

ip igmp snooping mrouter

190

VLAN A/ VX 72— AT, w/LTFF¥AM—FKR— b eHELET,

[ANRH]

WO - 28
ip igmp snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#>}

fEE# O HI

no ip igmp snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#>}

[ABE—F]

(config-if)
(NS A—=42]

{fastethernet <IF#> | gigabitethernet <IF#>}
SNAFHRXYAPIN—ER—= P ERET DA T2 —AERELET,
1. ARoRT A — 2B ORI
AT EHA,
2. fEOREHIPH
VLAN (BT 54 v 4 72— AKR— "NEBERELET,

(2~ FEBROEE]

2L
[BIE~DFE]

2L

[ERE I8 D J= AR 524 ]
REMEL R, TICRKBSNET,
DEEER]

1. Hi%A ¥ 7 =— AT ip igmp snooping iR ENRVIGE, AHRRITEMEL A,
2. VIT Xy A M—F KR — MIAAL v T &R 5581%, BFILDAA » T2 IGMP snooping F4HE
EAHICL TS EEN,
3. WOETNVDHA, VLAN NOKR— MMkt L CRIFFZ mrouter Z7%E TE £ A,
¢ AX1230S-48T2C
0/1 ~ 24, 0/49 ~ 50 & 0/25 ~ 48 D HR— b

[BEEa<> K]

1p igmp snooping



ip igmp snooping querier

ip igmp snooping querier

VLAN A >4 7 =—2AT, IGMP 7 =V 7 & AN L E T,

[AHRR]

THHROE
ip igmp snooping querier

E O Bk

no ip igmp snooping querier

[ABE—F]

(config-if)
[N A —%]

2L

[3< 2 FEERREFDEIE]
7L

[EIE~NDFEE]

2L

==y

1. Y%A ¥ 7 = —A|T ip igmp snooping DR ENR VGG, F/2ITIP 7 RLAFEZ LTV
7 THERRITEMEL £ A,

[(BEa~< > K]
ip igmp snooping

ip address
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MLD snooping

ipv6 mid snooping (global)

ipv6 mid snooping (interface)

ipv6 mld snooping source

ipv6 mld snooping mrouter

ipv6 mld snooping querier
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ipv6 mid snooping (global)

ipv6 mld snooping (global)

194

ARIEE T, MLD snooping #REZ L L 97,

[ANRH]

TR ORE
no ipv6 mld snooping

o Bk

ipv6 mld snooping

[ABE—F]

(config)

(NS A—=4]

2L

(27> FEREFDENE]

AEfE T, MLD snooping H#REZ A EC L 7,
BE~DEE]

MLD snooping #ReM& 1L L E T,
[EREE D Iz B 2244 ]

MEMETR, TICKMEnET,
EEEIE]

L



ipv6 mld snooping (interface)

ipv6 mld snooping (interface)

VLAN A > % 7 =— A, MLD snooping ##fE% HZhZ LE7,

[AHRR]

TR OEE
ipv6 mld snooping

o HI

no ipv6 mld snooping

[ABE—F]

(config-if)
[N A —%]

2L

[3< 2 FEERREFDEIE]
L

[EIE~NDFEE]

2L

ROEMAE R, IS ET,
[EEFHE]

system function =~ > REEH T mld-snooping 235% E SN TV WS, Ra~vr RIIRETEEE
A, (system function =2~ > RBRREDL I, RETEET,)

(B~ K]

system function
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ipv6 mld snooping source

ipv6 mld snooping source

196

VLAN A > % 7 =— AT, f#f+ 2 MLD snooping #FEDEIE L IPV6 7 RL A ZRE L 77,

[ANRH]

DB « 23
ipv6 mld snooping source <IPv6 address>

E o Bk

no ipv6 mld snooping source

[ABE—F]

(config-if)
(NS A—=4]
<IPv6 address>
MLD snooping HREDEE L IPv6 7 KL A& ELE T,
1. RRT A — 2 BWEREOHHE
AT EHA,
2. (EDF EHFH
IPv6 Vo7 a—N7 RLAzaa  diETHRELET,
[a7 Y FEREFDENE]
MLD 7 =V TN EEL £ A,
BIE~NDEE]
L
B0 R
BREMETS, T<IIXBEnET,
CEESEIA]
1. %A ¥ 7 = — AT ipv6 mld snooping F 72 IR EN 2GS, MLD 7 = U 7HREIZEE L £+

[ |
on

2. B# A %7 =—R (interface range) REDNHAIL, Ka~v L REHRETEXEHA,

3. IPv6 V> 7 a—hNT RLAZBEL TSN, IPv6 72— LT RLAERBET DL L, VAT A
ELTEELRWGEARHD £,

(BEa<> K]

ipv6 mld snooping

ipv6 mld snooping querier



ipv6 mld snooping mrouter

ipv6 mld snooping mrouter

VLAN A/ V' H T7 2— AT, w/LTFF¥AM—FKR— b eHELET,

[AN#K]
OB » EH

ipv6 mld snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#>}

E O Bk

no ipv6 mld snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#>}
[AAE—F]
(config-if)
[/ A—=%4]
{fastethernet <IF#> | gigabitethernet <IF#>}
TNTF XY A RN—L R NeRET DA I T2 —AeRELET,
1. ART A —Z RS ORI
A TEEE A,
2. fEOFE I
VLAN IZJBT B4 04 72— AR — "NEFEHRELET,
[3< 2 FEERREFDEIE]
L
[EE~NDEE]
2L
[E%7E B D K BR 221 ]
REMAEERE, TS ET,

1. M3%A ¥ 7 = — AT ipv6 mld snooping DX ENRVEA, AMEEITEMEL ¥ A,
2. VT X ¥ A ML—F KR — MIAAL v T &I 554813, B DAA ~ T2 MLD snooping F#4iE
EAHIZL TSN,
3. ROETNLDOY4A, VLAN NOKR— Mkt L CRFFIC mrouter # 3R ETX WA,
e AX1230S-48T2C
0/1 ~ 24, 0/49 ~ 50 & 0/25 ~ 48 D H— b

[B&Ea< > K]

ipv6 mld snooping
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ipv6 mld snooping querier

ipv6 mld snooping querier

VLAN A > 4% 7 =—AT, MLD 7= U 72 AN L ET,

[ANRH]

THHROE
ipv6 mld snooping querier

E o Bk

no ipv6 mld snooping querier

[ABE—F]

(config-if)
[N A—%]

2L

[3< 2 FERREFDEIE]

7L

[BIE~DEE]

L

T B D R BREZE]
EMATER, IS ET,
CEEFIE]

1. Y%A ¥ 7 = — AT ipv6 mld snooping DFHEN 2V EE, F72E MLD Query A v E—OEF T
IPv6 7 N L AR EZ L TWRWES, MLD 7= U 7HGEIEEIEL A,

[y |

5

(BEEav > K]
ipv6 mld snooping

ipv6 mld snooping source
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IPv4 - ARP - ICMP

ip address

ip route

ip mtu
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ip address

ip address
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HIPv4 7 RLAEZZELET,

[ANRH]

fEMOBE « BH

ip address <IP address> <Subnet-Mask>

E o Bk

no ip address <IP address>
[AAE—F]
(config-if)
[T A—=%4]
<IP address>
HIPvA 7 RLAZHELET,
1. AT X —ZEHWR O HME
AR TEERE A,

2. fHORRE fiPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Subnet-Mask>
TRy hRTEHRELET,
1. AT R —ZH WSRO RIHE
HIETEERE A,
2. 0D % T i
YT Ry b~ A7 :128.0.0.0 ~ 255.255.255.252 (B h2NHEHE L TW\D 2 &)

(27> FEREFDENE]
2L
BIE~NDEE]

T TIREEDA X T 2 — AL, Ka~wy RTEEEITH &, BEgA ¥ 7 o— A%
HET v 7 LET,

L3> T, ROL SRR ELET,

o YAV H T 2 — ATEMHOBERHIE, Vol B LET,

o WA U E T 2 —RITERENTZ, FAFTIv 7 ARPO= MU BHIBREINET,
[EXEED R BRZ2HE]

REEEER, T ITERICKBENET,

CrExE]

1. IPv4a 7 RL AL LTI127*5** 2R ETXEHA,

i

(B Ea<w Yy K]

interface vlan

—Ex L,



ip route

ip route

ART 4 VRO IPvA T RLAEHRELET,

[AHRR]

THROBRE - BH
ip route <IP address> <Mask> <Next hop>

E O Bk

no ip route <IP address> <Mask> <Next hop>

[ABE—F]

(config)
[INSA—=4]
<IP address>
ABT 4 I RBEOSEIPve T FLAERELET,
1. RRT A —ZEBWROHHfE
AT EE A,

2. [l DR EHiF
0.0.0.0 ~ 255.255.255.255

<Mask>
ART 4w VRO IPvA T RUVADFR Y b~ AT BHRELET,
1. AT A — 2 B REREO R
HMETEEE A,
2. [EOREHH
P7Fy b~ A2 10.0.0.0 ~ 255.255.255.255 (v RS LT A 2 &)

<Next hop>
ABT A ITRBEDR I ARy T T RUAZRELET,
1. AT 2 —Z BRI O Y HE
B TEFER A,
2. EOFE P
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

[2< 2 FERSEF D ENE]

L
LBEA~NDEE]
L

[ERTEED RS2 ]
REMEFH, TICERICKBENE T,
CEEEIE]

L

1
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ip route

(E&Ea< > K]

L
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ip mtu

ip mtu

AV HET2—ATOREFEIPMTU B2 ELET,

[AARH]
THRORE « BHE
ip mtu <Length>

E O Bk

no ip mtu

[ABE—F]

(config-if)
[R5 A=5]
<Length>
A BT 2—ATOHEEIPMTU EARELET, ERIIIA—FMTUFRTRELZTZ L—2o K
ERNTG A= fEEHR L, INSWHOEELFHA 2 72— ADIPMTU R E LTHEALET,
B, R—FMTUBHRTHRELE-7L—2ElT Imtul 22BLTLFEEN,
fEA LT3 IP MTU £, show ip interface =<~ RTHERL T IZ&E W,
1. AT X —Z B R O HE
B CTEET A,
2. fEDORE i
128 ~ 9216 (Byte)

[O<7 Y FEBREDENE]

A= MTU R THELTZ7 L—2E (Byte) #IPMTUE L THEALET,

LRE~NDEE]

L

ERTEMED k225 ]

REMETR, TCICEAIC KBS NET,

CEEEIE]

1. £ —%3x> hOIPMTU ElE, F— s MTUERTHELZ 7 L—AE L IPMTU OfE & %95

7=, EHAEIPMTU E% 1500 £ 0 KREVWEICERET D & &1E, ip mtu OFRELT TlEel, FA—
s MTU f§#H® mtu O E LB L T 720,

—

(BEa< > K]
interface vlan

mtu
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E6#H 4% -QoSHiE

J0—&HEE—F

flow detection mode
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flow detection mode

flow detection mode

206

TANE - QoS HREO T u— T A E— RERELET,
Aavr R, N—Rou=zT 7=V TORKEY NV BOE G2 — B ERLET,

ARG Uy R — AN EETHZE T, "= 72T ) =R ENERT —T )V IEP ST
ERHTE AL £7,

ARa<wy Rix, N"— RO =T OERNREESREEZRET 200 THLID, BRI HEEICip
access-group 2~ > KN, mac access-group 2~ > I, ip qos-flow-group =~ > NE XU mac
qos-flow-group 2~ > RBHEEINTND & X ITXTHIBRTH2LERH D T,

Liemldo T, LT FEEMZGTARMOBEBE TREL T EE, HEAFTOLR TR LEFA,

ooy RERE LR, FREEREHIBR L L &idlayer2-2 37 7 4 /L MREEIZZ2 D £,

[ASARK]
THWORE - BE
flow detection mode {layer2-1 | layer2-2}

THHOHIBR

no flow detection mode

[ABE—F]
(config)
[T A—=4]
{layer2-1 | layer2-2}
Zu— R E—FERELET,
1. ART A — 5 BN DX iE
HIETEEE A,
2. EDRE R
L

Tan—HHE—Fo@EHa~r REROKRIRLET,

*®16-1 JA—BHEE—KFIC&KDEHa<T UK

BRIV K
mac ip
JO—HHEE—F access-group access-group
qos-flow-group qos-flow-group
layer2-1 e «
layer2-2 % o)

(FLBD) O : BERTRE X : BREARH
Er7on—HHE— ROk lavzs 77—y a4 FVol2 113 7e—HHE—F] B laryrz47
L— a4 FVol2 811 7e—iE—F] 28BLTIEEN,



[O< > FEREFDEIME]
7u—HE— N, layer2-2 TEMEL £9°,

[EE~DFEE]

7L

[EREMED R BR 2]

BEMELE, TICEAICKBENET,
EESHE]

2L

[(BEa< > K]
1p access-group
mac access-group
ip qos-flow-group

mac qos-flow-group

flow detection mode
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TOEAJAX K

FETH Ta4I1L3

HETEZSHEM

deny (ip access-list extended)

deny (ip access-list standard)

deny (mac access-list extended)

ip access-group

ip access-list extended

ip access-list resequence

ip access-list standard

mac access-group

mac access-list extended

mac access-list resequence

permit (ip access-list extended)

permit (ip access-list standard)

permit (mac access-list extended)

remark
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BETZDEM

HE TS HRH

O ra)LER (IPv4)
IPva D70 haV4fréE LT, HBETEDAMERORIRLET,

#£17-1 EEARELZTO FaILETE (Pv4)

JobkaLgHh »&7TO0raLES
ah 51
esp 50
gre 47
icmp 1
igmp 2
ip FTRTHOIP Fu han
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

R—b&#H (TCP)
TCP TIRETE 5K — ME, RORISRLET,

%+ 17-2 TCP TIEEWMAREMARR— FRFER

R— F & HER— P BB L UVES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
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BETEDHM

R—+E&HH HER— F BB LUVES
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

R— k&% (UDP)

UDP TIRETE R — ML, ROFITRLET,

F& 17-3 UDP THEEFHERAR— FBFR (IPv4)

R— ~&H#H HER— F BB LUVES
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)

211



BETZDEM

R— AT

HER— FEBLUVES

ntp

Network Time Protocol (123)

radius

Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

rip Routing Information Protocol (520)

snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)

sunrpc Sun Remote Procedure Call (111)

syslog System Logger (514)

tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)

talk like tenex link (517)

tftp Trivial File Transfer Protocol (69)

time Time server protocol (37)

who Who service (513)

xdmep X Display Manager Control Protocol (177)

TOS & #p

BETE 2 TOS AWz, WORITRFLET,

R 17-4 $5EFRETE TOS &%+

TOS &% TOS f&
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

Precedence & ¥

F8E CTX 5 Precedence #4#i%, ROFITRLET,

% 17-5 $5XEAIBE7ZL Precedence £ 1

Precedence £&#i

critical

flash

flash-override

immediate

internet

network

<N O DN s W] ot

priority

routine
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DSCP &1
fBETE 5 DSCP 4z, ROKITRLET,

& 17-6 $5EFIAELL DSCP & ¥§

BETEDHM

DSCP &% DSCP f&
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46
A=y h2 A TEH
BETEDA =Xy NIATHE, RORITRLET,
RAN7-7 EEARRGA—H3y b3 1 TEH
A=y ba4A TN Ethernet {& X
appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp ¥ GSRP il > b&T7 42 LET
ipv4 0x0800
ipv6 0x86dd
1px 0x8137
Xns 0x0600

X AL TWEREA,
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BETZDEM

585 MAC 7 K L X &FR
FRETE 2585 MAC 7 FLA4HE, RORISRLET,

= 17-8 IEEFHEASEE MAC 7 FLREH

58%7 FLRIETE EET FLR BT FLRAIRY
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
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deny (ip access-list extended)

deny (ip access-list extended)

IPva 7y N7 4 NETOT VB AREGTAELEHELET,

[AHRR]

FROFE « BH
e Bfr7m k2L TCP, UDP UUSDOEGE

[seq <Seq>] deny protocol <Protocol> src <IPv4> <IPv4 wildcard> dst <IPv4> <IPv4 wildcard> [{

[tos<TOS>] [precedence <Precedence>] | dscp <Dscp>}] [vlan <VLAN ID>] [user-priority

<Priority>]
e Efi7'v ki TCP O%E

[seq <Seq>] deny tcp src <IPv4> <IPv4 wildcard> [eq <Src Port>] dst <IPv4> <IPv4 wildcard> [eq

<Dst Port>] [ack] [fin] [psh] [rst] [syn] [urg] [{ [tos<TOS>] [precedence <Precedence>] | dscp

<Dscp>}] [vlan <VLAN ID>] [user-priority <Priority>]
o i Fa s UDP 4

[seq <Seq>] deny udp src <IPv4> <IPv4 wildcard> [eq <Src Port>] dst <IPv4> <IPv4 wildcard>
[eq <Dst Port>] [{ [tos<TOS>] [precedence <Precedence>] | dscp <Dscp> }] [vlan <VLAN ID>]

[user-priority <Priority>]

THHOHIBR

no seq <Seq>

[ABE—F]

(config-ext-nacl)
[N A—=%]

seq <Seq>
T AN EEOMEAIEF ERE L ET,
1. ARRT A —Z B ORI
T 72 AU A NRIZEEEDN R VES, IHIEE 10 T,
FEBRELTHIHEE, FELTHIEAIERORKAME +10 T,
7272, EANEFE DR KIEDS 4294967285 L D K& WMEOHAITEK T 8 A,
2. fEOEFG
1~ 4294967295 (10 #%) #REL £,

{protocol <Protocol> | tcp | udp}
IPv4a "y b EfL7a Fa V& EERELET,
72720, $_TOT e b avExtg s 458545103 protocol ip Zi%E L ET,
1. AT A —Z BRI O HME
AR TEEE A,
2. fEOR EHiH
¢ protocol <Protocol> :
0~5, 7~16, 18~255 (10 ¥ F/miI7m FarLHEHRELET,
[#17-1 feEvgER7 v b andfs (IPv4) ) 2ZR L T2,
e tcp: TCP 7’2 ka2 VDLAIZERE L ET,
e udp : UDP 7'u ha L OBPSITHRELET,

src <IPv4> <IPv4 wildcard>
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deny (ip access-list extended)

EETLIPvA T RLAEHZELET,
T RTCOEETLIPvE 7 RV AERET D86 1% "sre 0.0.0.0 255.255.255.255” #5% € L £ 77,

1.

AIRT A —Z B ORI HE
B TEEEA,

. fEOBEHFIA

<IPv4> <IPv4 wildcard> Z %€ L £ 7,

<IPv4> |ZITEE L IPva 7 RLAZHRELET,

<IPv4 wildcard> (/X IPv4 7 RV AOHFR HHEEDEZH Iy hE LTl IA NV RI— %
IPva 7 RLAEATRELET, VAL FA— RIZ"0.0.0.0" ZE LHEE, <[Pvd> OESR
—HETANEEME LET,

IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>
BAFER— MRS ERE L E T
7r 2R TCP B LV UDP 20047y 5 T,

1.

AT A — 5 B O RIHHE

L (RS LERA)

OB E R

0~ 65535 (10 %) F/ldAR— MHERELET,

BREFREIR AR — MAPRE [ 17-2 TCP THREEWRE/R R — MR L [£17-3 UDP T
TERTREZR AN — R4 FF (IPv4) ] 2L T ZE 0,

dst <IPv4> <IPv4 wildcard>
565G IPvd 7 RLAZRELET,
T RTCOFES IPvae 7 RV RAEZRTET H35E13 "dst 0.0.0.0 255.255.255.255" 3% E L £ 77,

1.

AT A — 2 B WK O Y HIE

A TEERE A,

TE R & #iiPH

<IPv4> <IPv4 wildcard> # & E L £ 7,

<IPv4> |2i358%: IPv4 7 KL AZRREL £ 7,

<IPv4 wildcard> (Z/Z IPv4 7 KL AOHF CEEDEZH 5y &L TRUYA NV FI— K%
IPva 7 RL AR TRELET., A/ FU—RI2"0.0.0.0" Z&E Li=Ha1E, <IPvd> D5E4
—BET AN R LET,

IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
AR — NEEEHRELET,
71 haBNTCP BLOUDP ZioA4 7y a T,

1.

AT A — B W DA
mL (RHSEEE LEEA)

. fEOREFIA

0~ 65535 (10#%) F/midR— MEHERTELET,
BEARE/R R — PAFRIL [5£ 17-2 TCP CTHEWRERAR— R BL W [£ 17-3 UDP T
ERRE/R RN — 4 Fs (IPv4) | 2R L TLIZ&E 0,

tos <TOS>
ARTA—=H21L, ToS 74—V FDOEY F3~6D4ty hThHD TOSMHEZRELET,
ZENRTY FDODToOS 74— /L FOEYy F3~6D4Ey FEHiELET,
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deny (ip access-list extended)

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT A — 2 B IERE ORI
ML (AL LERA)
2. fEOFRER
0~ 15 (10 ##) F7/2IXTOS AMARELET,
RRIEFTREZR TOS A FRIE TR 17-4 $REWREZR TOS 475 2L TS ZSW,

precedence <Precedence>
ARFG A—=H21F, ToS 74—V FD LN 3 ¥y hTh D Precedence fEZRE L £7,
ZA5/Nr FDToS 74— /v REML3 By b &L E T,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT X —Z B O Y HME
L (RS E LEEA)
2. fEOFR EHiH
0~ 7 (10 #%) F 7213 Precedence &M ai% T LE T,
% E FIHEZe Precedence £ FRid 3 17-5 FEE A/ Precedence 47 &ML TS 7E 3,

dscp <Dscp>
RNRNTGA—=21F, ToS 74—V ROEfL6 >y FTHDDSCPEEZHKELET,
ZENTy RO ToS 7 4 —/L KL 6 By FEEELET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. KT A — 2 HERE ORI
ML (BRHEMEE LERA)
2. EOREHH
0~ 63 (10#E%) F7-1X DSCPAMARELET,
RIERIGEZR DSCP A FRIE 132 17-6  fRERGEZR DSCPA4#F] #Z ML T 7ZE W,

ack
TCP ~y X DACK 7Z 78107y hOMHERELET,
v Fa BN TCP D47y a T,
1. AT X —Z B O Y HME
L (RHEEEE LEEA)
2. DR E i
oL

fin
TCP ~yZDOFIN 7Z 731Dy OB ERELET,
v Fa N TCP D47y a T,
1. AT X —Z B O Y HME
L (BHEtEE LEEA)
2. DR E i
L
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deny (ip access-list extended)

psh
TCP~y XD PSH 7Z 708107y hoiti a2 ELET,
7u harNTCP 247y a2 TY,
1. RRT X — 2 BWEREOHHE
el BR&EE LEREA)
2. O E P
L

rst
TCP~yZDRST 7Z 7N 107y hOMHZERELET,
7u harNTCP 47y a3 TY,
1. RRT X —ZEWEREOHHE
7oL BR&EEE LEREA)
2. fHOF E#H
L

syn
TCP~y#DSYN 75 731Dy FOBEEARELET,
7u harNTCP 247y 3 TY,
1. RRT X — 2B O HHE
7oL (BHEME LEEA)
2. (B D% E i
2L

urg
TCP~vy#DURG 7T 708107y FOBHERELET,
7v ha VN TCP ZiF 047y a T,
1. AT A — X B WERF O A HIfE
2L (HEHE LEEAL)
2. B EHiPH
2L

vlan <VLAN ID>
VLANID % E L E7,
KRG A—=HNIA =PV Xy MM U F 72— REH LTS E 72084 T,
1. RRT A — 2B ORI HE
el (S E LEEA)
2. fl DR EHIPH
[RTA—ZIZHRETE HH] ZZH LTSN,
user-priority <Priority>
a—PEEEERELET,
1. RoRT A — 2 BWROHHE
oL (BHEEE LERA)
2. (EDF EHFH
0~7 (108EH) #HELET,
[O< > FARRFFDEE]

2L
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[BEE~DEE

deny (ip access-list extended)

12 PV BREENTWARNWT V7 EBRY A M2 A L F 7 =2—R WA LRETZ MY 28B4 5 &,
TURNINBAH T 2R A EINDETOM], HEA ¥ 72— ATRE L IP X7 v MR —R

ICEFEINET,

[BREMED R BRE2HE]

REMEER, TICEAICKBEET,
[EEFEIA]

1. 7' b VATRIC FREOBREIZTE T A,
protocol tep, protocol udp, protocol 6, protocol 17
2. tos 3 L N precedence & dscp DRIFFREILTE FH A,

[BEEa~< > K]

1p access-group

ip access-list resequence

permit (ip access-list extended)

remark
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deny (ip access-list standard)

deny (ip access-list standard)

220

IPvAa 7 RLATZ A NETOT I AREET AL EHTELET,

[ANRH]

THMOBRE « AR
[seq <Seq>] deny src <IPv4> [<IPv4 wildcard>]

o Bk

no seq <Seq>

[ABE—F]

(config-std-nacl)
(NS A—=42]

seq <Seq>
T4 NZEEOEAIEFEZRELET,
1. ARoRT A — AR ORI
772 AY A NNIZEER WSS, FIEE 10 T,
FUERELTHIHEE, RELTHIEMNEFORKAME+10 T,
72720, EHNERE DR RIED 4294967285 L 0 K& WMEOHAIIEK T £H A,
2. fHOFKE R
1~ 4294967295 (10 #%H) #REL T,

src <IPv4> [<IPv4 wildcard>]

IPv4a 7 L 2&FHELET,

FTRTOIPvA 7 R A ERET 584 1E "sre 0.0.0.0 255.255.255.255" i E L £,

1. RRT A — 2 HMgR O YA
B TEERE A,

2. fHDF E i
<IPv4> [<IPv4 wildcard>] Z5%E L £,
<IPv4> (213 IPv4 7 KL AZFRE L £,
[<IPv4 wildcard>] (213 IPv4 7 RV ADF CIEEDEEFAITHE Y &N TEYA NV KI—FK
ZIPva 7 RLABKTHRELET, AR LIEHE, £LEV AL R — RIZ"0.0.0.0" 28 E L7
e, <IPvd> O%ER—HE T A VEFGMEE LET,
IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

[O<7 Y FEREDENE]

L

LBEANDEE]

1= P HEREINTWRWT IR R e V¥ 77— A A LIERETC= N ZBINT 5 &,
T RNUBA U E T 2 —RTHEHASINDETOR], B A X 72— ATZELLEIP Xy Mi3—FT
RSN ET,



[EEFEIA]

mL

[BEEa< 2 K]

1p access-group

ip access-list resequence

permit (ip access-list standard)

remark

deny (ip access-list standard)
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deny (mac access-list extended)

MAC 7 A NVETOT 7 v AR EETHEMERELET,

[ANRH]

Wl ORE < £
[seq <Seq>] deny { src <MAC> <MAC mask> | src-host <MAC> | src-any } {dst <MAC> <MAC
mask> | dst-host <MAC> | dst-string { bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu} | dst-any
} [ethernet-type <Type> | ethernet-type-string { appletalk | arp | eapol | gsrp | ipv4 | ipv6 | ipx
| xns } ] [vlan <VLAN ID>] [user-priority <Priority>]

THHOHIBR

no seq <Seq>

[ABE—F]

(config-ext-macl)
[T A—=%]

seq <Seq>
T4 NEEEOEANEFEHRE L ET,
1. ARRT A — 2 AR ORI
T 72 AU A NRIZEEEDN 2GS, IE 10 T,
S EHRE L THIHEE, &L THIMEAIEFORAME+10 T,
7272, WEHNER Of KIEDS 4294967285 L 0 K& WMEOHAITEK T 8 A,
2. fEORKEFH
1~ 4294967295 (10 %) &% E L7,

{src <MAC> <MAC mask> | src-host <MAC> | src-any}
FEETMAC 7 RLAZERELET,
FTRTCOBETLMAC 7 R REZFRET DEHEIT "sreany” F 7213 "sre 0000.0000.0000 ffff.£fff " %
HELET,
1. RRT A — 2B O YA
A TEEREA,
2. fHDFR EHiH
src <MAC> <MAC mask>, src-host <MAC> % /=% src-any Z#a% /€ L £,
* src <MAC> <MAC mask> %€ :
src <MAC> |[ZIFEEITE MAC 7 RLRAEZBRE L 7,
<MAC mask> IZIZ MAC 7 FL ZDOF THEEDEAFFATHE Y F&EIL T~ A7 % MAC T
RLAXTRELET,
<MAC mask> |Z "0000.0000.0000" % #% & L /=56 1% <MAC> O5E2—8hk 7 4 V2 ZfFE L
7
* src-host <MAC> &€ :
<MAC> DFEE—FE 7 4 VA EMHELET,
e srcrany i%E :
REEILMACT FL AR T 4 VAR EITILERA,
MAC 7 KL 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{dst <MAC> <MAC mask> | dst-host <MAC> | dst-string { bpdu | cdp | lacp | Ildp | oadp |
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pvst-plus-bpdu} | dst-any }
564 MAC 7 RLAZRRELET,
T RTCO5EIH MAC 7 R LR EFRET AT "dst-any" F 7213 "dst 0000.0000.0000 fFf.£FFF LR % 5%

E’ L/ij_‘o
1. AKRT A — 2 HERE ORI
HIETE EE Ao

2. DO E i
dst <MAC> <MAC mask>, dst-host <MAC>, dst-any, dst-string bpdu, dst-string cdp,
dst-string lacp, dst-string lldp, dst-string oadp ¥ 72i% dst-string pvst-plus-bpdu # %€ L 77,
e dst <MAC> <MAC mask> %€ :
dst <MAC> 11358 MAC 7 RLAZRELET,
<MAC mask> IZIZTMAC 7 RV ADOH TEREOEEZHF AT Y RENT~vAZ % MACT
RUABATRELET,
<MAC mask> (Z "0000.0000.0000" %% € L7-%HA1E <MAC> Oee—8H%E 7 4 VE L L
7
¢ dst-host <MAC> %€ :
<MAC> O5ee a7 4 VHRIEL LET,
o dst-any T :
5 MACT RLAZET7 4 VAERMELITLERA,
* dst-string bpdu % T :
BPDU #ilfi R r > b a7 4 V2 G L LET,
* dst-string cdp 7 :
CDP #lfHi v N7 4V Z 5L LET,
* dst-string lacp %€ :
LACP Hil#i/ 7y N&T7 4 VW EEMEE LET,
e dst-string lldp %€ :
LLDP il v &7 4 V2 &b LET,
* dst-string oadp X T :
OADP il 7 v b &7 4 V2R E LET,
* dst-string pvst-plus-bpdu %€ :
PVST+ #ilffl " r > b &7 4 V2 &ML LET,
MAC 7 KL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #4%)

ethernet-type <Type> | ethernet-type-string { appletalk | arp | eapol | gsrp | ipv4 | ipv6 | ipx | xns}
A —H Ry NIATESELITA =Ry A TEHRERELET,
1. AT X —Z B O Y HME
L (RS E LEEA)
2. fEO EHiH
0x0000 ~ Oxffff (16 #EH) F/oiTA—V Ry A TEHERELET,
72721, 0xO05ff LL T Off% 0x0000 TEIEL £7,
RERREIA — YRy NI A THFRT TR 17-7 IBEWRRRA —F Xy NFATaH) 2L
TLESW,

vlan <VLAN ID>
VLANID %8 & L E¥,
HRRXRG A—=2FIA =T Fy M ¥ 7 =R LGB A T ED T,
1. AT A— R BUEREOHTHIE
L (RHEEEE LEEA)
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224

2. fEDFRE R
IRTA=ZIHRETE HME] 2L TSN,

user-priority <Priority>
a—PEEEEHRELET,
1. AT X —Z BRI HME
2L (HEFE LEEAL)
2. 0D % T i
0~7 (108 ZHRELET,

[O<7 Y FERREDENE]

L

[BIE~NDFEE]

1 PV BBRESNTWRNWT IV BAY A N2, U H 72— A ZHALTIRECZ N 2BINT 5 L,

T RNYUBAUE T 2= RTHEAIND ETOM, Y%A V¥ 72— ATRE L4/ v MR—FHIZ
BEEINET,

[REEDRILEEH]
BREMAER, T ICERICKBEET,

CEEFIE]

1. FEILT FLRBLOSESET KL AT srerany, dst-any 2 3%0E L723541%, sre 0000.0000.0000
FEEEFE. £, dst 0000.0000.0000 ffff.££fF.ffff & FRom L ET,

2. K¥EILT RLABLUSEST KL AT sre-host nnnn.nnnn.nnnn, dst-host nnnn.nnnn.nnnn % #%E L
723341, src nnnn.nnnn.nnnn 0000.0000.0000, dst nnnn.nnnn.nnnn 0000.0000.0000 & #7/~ L &
7

3. srcrany, dst-any, src-host, dst-host OFEIE, Ver.1.0 A#tZ L Y mac access-list 2~ K
(permit/deny) 721} AIBETT,

4. KT FLRAICT R P aVARREEITIRETE L7 0 FIaAHOT FLAZHREL TV LEE
fu%:w%%%%mbiﬁom%?hvxbﬁﬁfééfm%:w%%@?vaiF%l%s?a
EF AR50 MAC 7 RL R4 2L T E a0,

5. KAy FTRET 237 A—=21F, Ty MIHLTRETAZERY £, > T, BELEA
TA—=FITH - BFEAT Y MR LTUIAR L 2D A,

[(BEa~<> K]

mac access-group

mac access-list resequence

permit (mac access-list extended)

remark
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ip access-group

A—HP Ry "V BZT2—AFIZVLAN A > F 72— R 2t L TCIPvAa 7 78R Y A N2 L, IPv4
T A NAEREERNCLET,

[AARR]
WHORE

ip access-group <ACL ID> in
THH DR

no ip access-group <ACL ID> in

[AAE—F]

(config-if)
[N A—=4]
<ACL ID>
BETDHIPvAT RLAT A NEEIZLIPvA Ry N7 4 M ZO#AT 2R E L ET,
1. ARRT A — AR O XTI
A TEEREA,
2. D E A
3~ 31 JLFLUN (EHSCFETUSN) THRELE T, BEARER LTIV TL [T A —%
ICHETE D) 23R L TIIEEN,
in
Inbound 7% E L £,
in : Inbound (ZEMOFHE)
1. A/RT A — AR O YT
B TEFERA,
2. DO E i
L

[a< > FEBREFDEIE]

2L

[BIEE~DEE]

1= NI EERELET 7 EAV A MRS X 72— RZHEHAT 56, =V FNIBA U FTz—R

WCHEH SN D ETOM, %A v ¥ 72— ATRELZIP X7y MR —REICBEEESNE T,

[ IEDRM2E]

EMEAEFR, T <ICEHICKBENET,

CEESEIA]

1. system function =~ R EH T filter iR E I N T2 WS, Ko~y RERETEEEA,
(system function =~ RRRBEOHEIL, FHETEET,)

2. FW—DA v F 72— LTIPVE 7 AV Z 2 —DOREARETT, A —VXRy b FT7xz—X,

VLAN A > % 7 = — 22T 25813 K 128 I TF, T TICREINTWDIEAE, WoTlzAH
FRLCMHBRET D Z EIC2 £77,

5
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3. EELBRWIPVE 7 4 WV E ERE LG AEIXMLEMEL ¥ A, IPv4 7 4 L OB 138 I E

T,
4. FEFHERR 7 0 — T — FiX Layer2-2 T, REDAHEZRDFITRLET,

£179 70—RBREE—FIZLZHZENTTE (IPv4)

JA—RHE—F HEDAR
M SN VLAN
Layer2-1 X X
Layer2-2 @) O

226

L) O : EHE X : @EART

5. A= %y b HT72—Rx LTIPvA 7y N7 4 VA AT 5560, 7o —RBHEMtic
VLAN "I A—=2Rnbb L%, MHATIHA— Xy bV ¥ 72— 2ADORENEIC VLAN ID BNEFEN
TWIUERETE E T,

6. VLAN A > % 7 = — 22 LCIPv4 37 v 7 4 W Z AT 25481%, 7 v —HtH44ic VLAN
INT A= PRNEZITRETETET,

(BEa< > K]
ip access-list standard
ip access-list extended

system function
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ip access-list extended

IPva 7 4 V2 E LCEHET DT 78RV R M ERELET, IPvAa 74V Z ELTEMET DT 7R R
MZIFEEN —oHVFET, IPvAT L AT g0 & &, IPvA Ny N7 4 VZTT,

ZOavwy RTEIPvA Ry N7 ANV Z ERELET,

IPv4 /7y b7 4 L Z T, H#ETLIPvA 7 KL R, 3655 1Pv4 7 KL A, VLANID, —=— 5L,
ToS 7 4 —/L RODflE, R—FBEBLOVTCP 77 ZI2E3WTT7 4 V% LET,

TIHEAYARD—2DID THEEDO 7 4 VA EUERFEETEETN, A~V Fy A ¥ T7=2—2E
FOVLAN £ v & 7 = — AT AESITER 12T HE 720 $3, EEEM T, IPvd, MACOT 7t
AYAPNEfHEAK1024 VA MERTEET, 74V Z5MERAK 1024 = MU ERRTE £,
[AARRK]

BHROFE « AH

ip access-list extended <ACL ID>

RS
no ip access-list extended <ACL ID>

[AAE—F]

(config)
[/I8T A—4]
<ACL ID>
RETDHIPvA Ny F 7 4 VXD FERELET,
config-ext-nacl €— F~EITLE T,
IPva 7 RLATZ 4 MV HZBIOMAC 7 4 VX TTTIHHIN TV DARITRETE A,
1. RRT X —ZEBWEEOYHE
A TEEHA,
2. fHOR EHPH
3~ 31 XFUWN (BT T LA TRELET, HEARERLFICONTIE RFxA—%
ICHETE 5fE] 22U T TEEN,
[a<7 > FEREFDEIE]
L
BIE~NDEE]
L
[E%7E 16 0D Sz B 5248 ]
REMMERR, T ICERICKBINET,

[EEHIE]
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(BEa< > K]

1p access-group

ip access-list resequence

deny (ip access-list extended)
permit (ip access-list extended)

remark
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ip access-list resequence

LET,
[AHFRH]

THHMOBRIE « BH

ip access-list resequence <ACL ID> [<Starting seq> [<Increment seq>]]

[ABE—F]
(config)
[N A—=4]
<ACL ID>

RETHIPvAT FLATZ A NEZEIZIPvA N r o b7 4 NV E OiBIF 2R ELET,

1. AT A — 2 RO XTHHE
HIETE A,
2. EOFE R

3~ 31 XTFUN (XTI TLSN) TRELET, §

IZHRETE 5] 2B LTI,

<Starting seq>
Blhas — 7 ARG EHRELET,
1. AR A — 2 B W ORHE
WA 10 T,
2. O ERP
1~ 4294967295 (10 #¥) #REL £,

<Increment seq>
VALY A MlERELET,
1. ART A —Z KR ORI
HIIEIL 10 TT,
2. B O FRE il B
1~100 (10 %) ZRELET,

[3< > FEBREFDBE]

2L

[BIE~DEE

L

[EREMED R BR 2]

BOEMAER, +ICEMITKBRSNLET,
CEEFEIA]

2L

eyl
He

723

=

FIZOWNTH

T (RF A—X
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(BEa< > K]
ip access-list standard

ip access-list extended
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ip access-list standard

IPva 7 4 V2 E LCEHET DT 78RV R M ERELET, IPvAa 74V Z ELTEMET DT 7R R
MZIFEEN —oHVFET, IPvAT L AT g0 & &, IPvA Ny N7 4 VZTT,

ZDa<wy RTEHIPVA T RLATZ 4 NV EZ R ELET,
IPva 7 L A7 4 VZ T, IPvA T RLRIZESWCT7 4 & LET,

TI7RAVANO—2DID THEEDO 7 4 VEFHERRETEETN, A —F Ry M F T 2—RAB
FOVLAN /£ v 2 7 = —AEAT H5EEIFRK 127 & /00 £3, EEHEN T, IPv4, MACOT 7 &
AYANERK1024 VA MEKRCTEET, 74V F5ME2RK1024 = MU ERRCTE ET,

[ASARH]
DB « 2

ip access-list standard <ACL ID>
&M O HIBR

no ip access-list standard <ACL ID>

[ABE—F]

(config)
[R5 A=5]
<ACL ID>
BWETDHIPvAT RLAT 4 VHOMAITERELET,
config-std-nacl T— K~BITL £,
IPva 7y h 7 4 VB BLOMAC 7 4 VZ TTTIEHSINL TV AARRIIHETE EHA,
1. BT A — 2 HM KO HHE
B CTXEEA,
2. EOR EHBH
3~ 31 XFLWN (GEBHCFITHFLSN) CTHRELET, BEAMRERLFICONTIE 7 2A—X
ICHETE D) 23R L TIIEEN,

[2< 2 FERSEF D ENE]

2L

[BE~NDEE]

L

[E%7E B D R BR 22 ]

BEMAER, TICEMICKBmRSNET,
[EEFEIA]

2L

(BEEa~v > K]

1p access-group
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ip access-list resequence
deny (ip access-list standard)
permit (ip access-list standard)

remark
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Mac access-group

A —FFy BT 2—AETEVLAN A > ¥ 7 = — 2k LCMAC 772 U 2 b & L,
MAC 7 4 VA BEREE BRI LET,

[AARR]
WHORE
mac access-group <ACL ID> in

RO HIR

no mac access-group <ACL ID> in

[AAE—F]

(config-if)
[R5 A—=4]
<ACL ID>
RET D MAC 7 4 VH OB 2R ELET,
1. ARRT A —Z R DY
HIETEEE A,
2. fEOERMH
3~ 31 XFLIN CRHSCFIIHTFTLNN) TRELET, REAMRERLFITONTIE [(RFA—%
WHRETE 2] 22 T<ZEn,
in
Inbound ZFE L 7
in : Inbound (ZAEMIDEE)
1. AR T A — 2B OYHIE
BIETEEE A,
2. EOBREH
L

[a< > FAEBREFDEIE]

2L

[BIE~DEE]

1= NI EERELET 7RV A MBS U H 7 c—RZHEAT 56, =V NIBA U FTz—R

WCHEHSNDETOM, Y%A X 72— ATZELEZE2XTry bR —IRICEEINE T,

[E%7E B 0D f= Bk 5244 ]

EMEAEFR, T <ICEHICKBENET,

CEESEIA]

1. system function =~ R EH T filter iR E I N T2 WS, Ko~y RERETEEEA,
(system function =~ RRRBEOHEIL, FHETEET,)

2. A=A FT72—ATHLTMAC 7 4 VE 2 —DOREARETT, A —HFy MM FT=—2,

VLAN A > % 7 = —ZZHEMT 25813 K 128 T, T TICHRESN T LHE, W olz AVHIER
LTORETDHI &R ET,

5
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3. EELBRWMAC 7 4 VH ERE LTZEAIXMTHEMEL A, MAC 7 4 VX OB I3 I N E

7,
4. FEFHERR 7 0 — T — FiX Layer2-1 T, REDAHEZRDFITRLET,

#£17-10 720—RBHE—FKRIZLZBEDAE

JA—RHE—F HEDAE
£ —HHy b VLAN
Layer2-1 @) @)
Layer2-2 X X

LB O : BEMTHE X : BERT
5. A—H% %y " ZT7x2—AZxtLTMAC 7 4 A AT 2861, 72 —HHS{Hz VLAN /<
TA=HERNSDHEE, WHTAZA—V Xy MM U H 72— ADFRENEIZ VLAN ID 2835 1 CT0uE

RETEET,
6. VLAN A > Z 7 = —AZX L TMAC 7 4 V& 2 25613, 7 v =S VLAN /37 X —
SARNE EFICRETEET,

[BEEav > K]

mac access-list extended

system function
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mac access-list extended

MAC 74 V& L LCEET DT 78 A A FE2FELET, MAC 74 V% & LTCEET BT 7R X
FCIE, HETLMACT FL R, it MAC 7 KL A, f—% %y & A 7&K, VLANID, BL=—
PR EIHE ST T 4 Z LET,

TIEAVANDO—2DID TEEEDO 7 4 VA FUERHETZTETR, A —V Ry b ¥ T7x2—RE
FOVLAN £ v % 7 = — R AT ABRSIIERK 127 HE 720 3, EEHA T, IPvd, MAC 77 &%
YA NERK1024 VA MERTEE T, 74 V2 ERMEERK 1024 = R UERTE £97,

[AARHK]
MO E - AR
mac access-list extended <ACL ID>

(GE2LE]ZS

no mac access-list extended <ACL ID>

[AAE—F]

(config)
[N A—=4]

<ACL ID>

BHET D MAC 7 4 VX OB #7%E LET, configrext-macl £E— F~BITLE T,

IPva 7 RV AT 4B, IPvA Xy 87 4V Z TTTIHEHEN T DAITHRETEERTA,

1. BT A —ZEMKOHHE
B TEETA,

2. DO E i
3~ 31 3LFLUN BT TUN) THRELE T, #EARERIFICOWVWTL [T X —#
WHETE M) 2ZRLTIZE,

[2< 2 FERSEF D ENE]

2L

[BE~NDEE]

L

[EXTEMED R BR 21 ]

REMAER, TICEAICKMm SN ET,
[EEFEIA]

2L

(BEEa~< > K]
mac access- group

mac access-list resequence

deny (mac access-list extended)
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permit (mac access-list extended)

remark
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mac access-list resequence

MAC 7 4 NE D7 4 NESEMEERIEFF D — 7 o AT G2 /R ELET,

[AHRR]

THMORE « AR
mac access-list resequence <ACL ID> [<Starting Seq> [<Increment Seq>]]

[AAE—F]
(config)
[185A—=4]
<ACL ID>

HETD MAC 7 4 VX OB+ ERELET,
1. AR X — 2 B W ORHE

BWTE LA,
2. EOFE R

3~ 31 CFLIN CGEBEXCFIRETUSN) THRELET, REFRERIFICONTIE (/85 A —4

WHRETE A 22 LTI,

<Starting-Seq>
Bt —r VAF S ERELET,
1. AT A — KA WER: O XTI
PIHIEIX 10 T,
2. fEDF T
1~ 4294967295 (10 #¥) T L £

<Increment-Seq>
V=l AL Y A MEEBRELET,
1. AT X —Z B O Y HME
BIAMEIE 10 T,
2. EOREHH
1~100 (10 #EH) ZRELET,

[2< > FEEEFDE)E]

2L
[BIE~DEE]
L

[E%7E 16 0D Sz B 5248 ]

BREMAETS, T ICERICKBENET,
EEEIE]

L

(BAEa~<> K]

mac access-list extended

i

237



permit (ip access-list extended)

permit (ip access-list extended)

238

IPvA Ry N7 A NETOT 7B AT+ AL EHELET,

[ANRH]

FROFE « BH
o Ffir7m k= TCP, UDP LS D54

[seq <Seq>] permit protocol <Protocol> src <IPv4> <IPv4 wildcard> dst <IPv4> <IPv4 wildcard>
[{ [tos<TOS>] [precedence <Precedence>] | dscp <Dscp>}] [vlan <VLAN ID>] [user-priority

<Priority>]
e Efi7v kaniy TCP OGE

[seq <Seq>] permit tcp src <IPv4> <IPv4 wildcard> [eq <Src Port>] dst <IPv4> <IPv4 wildcard>
[eq <Dst Port>] [ack] [fin] [psh] [rst] [syn] [urg] [{ [tos<TOS>] [precedence <Precedence>] | dscp

<Dscp> }] [vlan <VLAN ID>] [user-priority <Priority>]
o fir7m han) UDP 04

[seq <Seq>] permit udp src <IPv4> <IPv4 wildcard> [eq <Src Port>] dst <IPv4> <IPv4 wildcard>
[eq <Dst Port>] [{ [tos<TOS>] [precedence <Precedence>] | dscp <Dscp> }] [vlan <VLAN ID>]

[user-priority <Priority>]

THHOHIBR

no seq <Seq>

[ABE—F]

(config-ext-nacl)
[T A—=%]

seq <Seq>
T4 NEEEOEAEFEHRE L ET,
1. ART A — 2 AR O R
T 72 AU A NRIZEEEDN 2GS, IHE 10 T3,
S EHRE L THIHEE, &L THIMEAIEFORAME+10 T,
7272, WEHNER Of KIEDS 4294967285 L 0 K& WMEOHAITEK T £H A,
2. fEOREHRIPH
1~ 4294967295 (10 #¥) & E L7,

{protocol <Protocol> | tcp | udp}
IPv4a "y b BT a FaVEEERELET,
72720, T_ToOT e b aliExtg s 3 58613 protocol ip ZF%E LE T,
1. AT X —Z B O HME
AR TEERE A,
2. fE DR EHiPH
¢ protocol <Protocol> :
0~5, 7~16, 18~255 (10 ¥ F/miT7m FarLHEHRELET,
[F17-1 feEngER7 e b andfs (IPvd) ] 22 L T2,
e tcp: TCP 7' ha VOBFEIHETE LET,
e udp: UDP ¥u ha L OBESICHELET,

src <IPv4> <IPv4 wildcard>



permit (ip access-list extended)

EETIPvA 7 FLAEZRELET,
FTARTOREILIPVE T FLRAZRET 55813 "sre 0.0.0.0 255.255.255.255" i E L £ 7
1. ARRT A —Z R DY
AIETEEE A,
2. fEOERH
<IPv4> <IPv4 wildcard> Z &% E L £ 7,
<IPv4> |ZI3EfE L IPv4e 7 R L AR E L E T,
<IPv4 wildcard> (ZIZ IPv4 7 KL AOHP LEEDEZHFTHE Y hEL TR UA NV RI— K%
IPva 7 RLAEATHRELET, YA/ FH— RIZ"0.0.0.0" Zi%E LIzHE1X, <IPvd> D5EE
—HETANEEMEE LET,
IPv4 7 KL X (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

BETXR—- FPESFERELET,

7r harn TCPBLUUDP o473 v T1,

1. ARoRT A — AR ORI
L (RHEEE LEREA)

2. fEOF E R
0~ 65535 (10 #4) F/IA— MaFrEEL £,
REFREZR AR — NAFRT (R 172 TCP THEEA R/ AR — FMFR) B8X O £ 17-3 UDP Tl
EFREZR AR — h4FF (IPv4) ] 2L TL7Z& 0,

dst <IPv4> <IPv4 wildcard>

565 IPv4 7 KL AZREL £,

T RTCOEIHEIPv4A 7 RLUAZRET 55413 "dst 0.0.0.0 255.255.255.255" 3% E L £ 77,

1. AT X — 2B O Y HUE
B TEEEA,

2. fEDORE i
<IPv4> <IPv4 wildcard> ##%XE L £,
<IPv4> (21356856 IPv4a 7 RL AR E L ET,
<IPv4 wildcard> (21X IPv4 7 KL AO P CEREOEEZFFTHE Y &L TR YAV RI— K%
IPvd 7 RL AR TREL ET, VAL RI— RIZ"0.0.0.0" & E L72HEE, <I[Pvd> D742
—EETANIEMEELET,
IPv4 7 R A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>

iR — NEEEHRELET,

7r Fanum TCP BLWUDP 2047y a T,

1. AT X —Z B O Y HME
L (RS E LEEA)

2. fEDR EHiH
0~ 65535 (10 #E#) F/oIIAR— MHERELET,
REFRE/R AR — MAFRIT TR 17-2 TCP THEFRERA— M) B £ 17-3 UDP T
FEFRER AR — MFR (IPv4) ) 2L TS0,

tos <TOS>
KRTGRA—=HE, TOS 74—V FDOEY h3~60D4Ey hTHD TOSEZEELET,
ZENRXTY FDToS 74—/ RKOE Y F3~6D4 by ke LET,

239
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Bit0 Bit1 Bit2 Bit3 Bit4 Bitd Bit6 Bit7

| Precedence | TOS | - |

1. KT A — 2 WS D AIHE
L (RHEMEE LERA)
2. fE R E R
0~ 15 (10 %) F/IXTOS AMARELET,
REFREZR TOS A PR (R 17-4 $REWREZR TOS 4 FF) 2L T ZSW,

precedence <Precedence>
ARTG A—=H21F, ToS 74—V FDEAL 3 ¥y T D Precedence fEZRE L E£7,
ZAETy RO ToS 7 4—/V KL 3 By R e L ET,

Bit0 Bit1 Bit2 Bit3 Bit4 Bitd Bit6 Bit7

| Precedence | TOS | - |

1. AT X —ZEWRE O HME
2L HEFEE LEEA)
2. fEOREHIPH
0~ 7 (10 #%) F7=1% Precedence &M aik E LT,
X E FIRE7: Precedence & FRE T3 17-5 FEE AIHE/R Precedence ¥ ML T E X0,

dscp <Dscp>
ANRFGA—=21F, ToS 74—V ROEL6 Y FTHD DSCPEZHFELET,
ZAENRT Yy FDToS 7 4 —/V FEML6 By b &L ET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. ART A— R BUERE O AT E
2L (&S LEEA)
2. O EHIFH
0~ 63 (105 F/-1%, DSCPAHERELET,
RETTREZ: DSCP 4T 13 17-6 FREFHE’: DSCP 4 22 L T EE0,

ack
TCP~y X DACK 7T 7N 107y FOBMEZEZRELET,
Za ha /RN TCP 2047y a T,
1. AT X —ZEWR O HME
2L (HEFE LEEAL)
2. 0D % T i
2L

fin
TCP~y XD FIN 777N 1Oy FOBEEZRELET,
7u ha N TCP D47 a3 TY,
1. AT X —ZEBWR O HME
2L (HEME LEEA)
2. 0D % T i
2L



psh
TCP ~yZDPSH 7T 7N 107y hOitiZHELET,
7o haunTCP 2o+ 7y a T,
1. AT 2 —Z BRI O Y HE
U (Bt E LEEA)
2. O EHFFHA
2L

rst
TCP~yZDORST 757N 107y SOz ELET,
7o harnTCP 2ot 7y a T,
1. AT 2 —Z BRI O Y HE
U (B E LEEA)
2. O EHFFA
2L

syn
TCP ~v# D SYN 77 7B 1Dy hOHZE#RELET,
7o hanunTCP 2047y a T,
1. AT A —Z BRI O E
72U (B E LEREA)
2. fEOB TP
L

urg
TCP ~y#DURG 777N 107y hOMHZRELET,
7o harnTCP 2 o477y a T,
1. AT A —Z BRI O HME
L (RHEEFEE LEREA)
2. fEOB TR
L

vlan <VLAN ID>
VLANID #&E L E7,

permit

KRG A= B A= Ry M 2T = — AT LA AT,

1. AT A — 2 B WERE O X
MU (AL LERA)
2. fEDFE
NI A=ZIHRETE HE] 2L TSN,

user-priority <Priority>
a—PEEELRELET,
1. ARRT A —Z RS DY
L (S LEEA)
2. B O E i B
0~7 (10 #RELET,

[2< > FEEEFDE)E]

2L

(ip access-list extended)
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[BIE~DEE

12 PV BREENTWARNWT V7 EBRY A 2 A L F 7 =2—R WA LR MY 2B+ 5 &,
TURINRA H T 2R A EINDETOR], HEA ¥ 72— A TZIE LR IP X7 vy MR —REH
WCEFEINET,

[EREE D S AR 2244 ]

BEMEFH, TITEHICKMENE T,

CFESHE]
1. 78 haARICTROBREILITEEREA,
protocol tep, protocol udp, protocol 6, protocol 17
2. tos 3 L N precedence & dscp DRI EILTE £ A,

(BEa~< Y K]

1p access-group

ip access-list resequence

deny (ip access-list extended)

remark
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permit (ip access-list standard)

permit (ip access-list standard)

IPva 7 RLRTZ 4 AN ETOT VB ARHETHELEEHELET,

[AHRR]

THMOBRE « AR
[seq <Seq>] permit src <IPv4> [<IPv4 wildcard>]

o HI

no seq <Seq>

[ABE—F]

(config-std-nacl)
[INSA—=42]

seq <Seq>
T4 NZEEOHEAIEFEZRELET,
1. ARRT A —H R ORI
772 AY A RNIZEER WSS, FIEMEIX 10 T,
FUERELTHIHEE, RELTHIEMNERFORAME+10 T,
72720, EHNEFE ORRIEDS 4294967285 L 0 K& WMEOHAIIEK TE £ A,
2. EORE P
1~ 4294967295 (10 #¥) #RELE T,

sre <IPv4> [<IPv4 wildcard>]

IPvd 7 L 2&FHELET,

FTARTOIPv4 7 KL AZFET D5A 1L "sre 0.0.0.0 255.255.255.255" 3% E L £ 77

1. BT A —ZEMEROHHE
B TEETA,

2. EOR EHBH
<IPv4> [<IPv4 wildcard>] Z5% & L £,
<IPv4> 21X IPv4 7 RV AZEREL £,
[<IPv4 wildcard>] 1213 IPv4 7 KL ADOH TEEDOEEZFA[THE Yy hESNTIUA L FI—FR
ZIPva 7 RUAEATHRELET, A LESGE, FREVA LRI — RIZ"0.0.0.0" #3%E L7
BalE, <IPvd> D7e—BE7 A VERMEELET,
IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

[2< 2 FERSEF D ENE]

L
[BIE~DEE]

1= P HEREINTWRWT IRV R e U F 72— A A LIEREET= N ZBINT 5 &,
T RNIBAE T 2= AT SNDETOM, %AV F 72— ATZELEIP Ny F R
RIS NET,

[EXEMED REREZH]
ROEMET %, +<ICEAICRB S E T,
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CEEFEIE]

L

[BEEa< 2 K]

1p access-group

ip access-list resequence

deny (ip access-list standard)

remark



permit (mac access-list extended)

permit (mac access-list extended)

MAC 7 A4 NVETOT 7B A ZHA+T 52 ELET,

[AHRR]

Wl ORE « £
[seq <Seq>] permit { src <MAC> <MAC mask> | src-host <MAC> | src-any } {dst <MAC> <MAC
mask> | dst-host <MAC> | dst-string { bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu} | dst-any
} [ethernet-type <Type> | ethernet-type-string { appletalk | arp | eapol | gsrp | ipv4 | ipv6 | ipx
| xns } ] [vlan <VLAN ID>] [user-priority <Priority>]

THHOHIBR

no seq <Seq>

[ABE—F]

(config-ext-macl)
[N A—%]

seq <Seq>
T AN EEOMEAIEF R E L ET,
1. ARRT A —Z B RO
T 72 AU A NRIZEEEDN R VES, IHIEE 10 T,
FHERELTHLIEE, RELTHIHHEMANERF DKM +10 T,
7272 L, EANEFE DR KRIEDS 4294967285 L 0 K& WMEOHAITEK T 8 A,
2. fEOB T
1~ 4294967295 (10 #¥) #REL £,

{src <MAC> <MAC mask> | src-host <MAC> | src-any}
EETMACT FLAZHRELET,
FTRTCOBEETLMAC 7 R REFRET AT "sre-any” F 7213 "sre 0000.0000.0000 ffff.ffff " %
BELET,
1. AT A — 2 RO RHHE
A TEERE A,
2. EO EHBH
src <MAC> <MAC mask>, src-host <MAC> ¥ 7={% srcany #a% /€ L £,
e src <MAC> <MAC mask> %€ :
src <MAC> |[ZITIXEIC MAC 7 RV AZRELE T,
<MAC mask> (ZIZ MAC 7 KL ADOHF EBEDOEEFFAITHE Y N2 T~ A7 % MAC 7
R AR THRELET,
<MAC mask> |Z "0000.0000.0000" % 7% & L 7= #5601k <MAC> OFE2—8 % 7 4 VA GfhE L
7
* srcthost <MAC> & E :
<MAC> DFEE—FE T A NVFEHELET,
e srcrany i€ :
EEILMACT FLRAZT A VEERMEEITLERA,
MAC 7 KU 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{dst <MAC> <MAC mask> | dst-host <MAC> | dst-string { bpdu | cdp | lacp | Ildp | oadp |
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permit (mac access-list extended)

pvst-plus-bpdu} | dst-any }
504 MAC 7 RLZAZRRELET,
T RTCOFEHE MAC 7 R U R EHET HEHE1E "dst-any" F 7213 "dst 0000.0000.0000 fFf.fFFf " % 5%

E L/ij_‘o
1. ANT A —Z B OFHE
B TE A,

2. {EODFX E i
dst <MAC> <MAC mask>, dst-host <MAC>, dst-any, dst-string bpdu, dst-string cdp,
dst-string lacp, dst-string lldp, dst-string oadp ¥ 72!% dst-string pvst-plus-bpdu # %€ L 77,
e dst <MAC> <MAC mask> % /€ :
dst <MAC> (23585 MAC 7 RL AZRE L E T,
<MAC mask> {ZIZMAC 7 RLADOH TEREOEEZHFATHE Y RENT~vA7 % MACT
RLUABATRELET,
<MAC mask> (Z "0000.0000.0000" % & E L7z5A1E <MAC> O5ee—H%E 7 4 VHRMEE L
7
* dst-host <MAC> &% :
<MAC> DFHEE—FE T A NZFEMHE LET,
e dst-any %€ :
5 MACT RL A&7 4 VEEMELITLERA,
e dst-string bpdu %7€ :
BPDU il N> b &7 4 W Z R EE LET,
o dst-string cdp & E :
CDP il 7y &7 4 VEERE LET,
o dst-string lacp i€ :
LACP il r > a7 4 V2 &R E LET,
* dst-string lldp % :
LLDP il 8 v b& 7 g V2 &ML LET,
o dst-string oadp € :
OADP il v b &7 4 V2R E LET,
o dst-string pvst-plus-bpdu & E :
PVST+ #lifr v N7 4 V2 ERIEE LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %0

ethernet-type <Type> | ethenet-type-string { appletalk | arp | eapol | gsrp | ipv4 | ipv6 | ipx | xns}
A—H Ry NIATESELITA =Ry NEATEHRERELET,
1. AT X —Z B O HME
2L (HEME LEEA)
2. fE DR E HiH
0x0000 ~ Oxffff (16 #%y) F/=iFA—V>xy A TLAHEHRELET,
7272 L, 0xO5ff LA T fiiiE 0x0000 TEMEL £ 7,
REFREA —V Ry N A THFRT TR 17-7T BEARERA —VF Ry NP A T4 2L
TLEE,

vlan <VLAN ID>
VLANID %23 &L £7,
ARG A—=2FIA =T Fy M ¥ 7 =R LGB A T ED T,
1. AT R —ZH WS ORIHE
2L (S E LEEA)
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2. fEOFE R
R A=—ZIHRETE HE] 2L TSN,

user-priority <Priority>
a—PEEEEZRELET,
1. ART A —Z RS ORI
L (LS LEEA)
2. B O FRE i B
0~7 (10 #RELET,

[2< > FEEEFDE)E]

2L
[BIE~NDFE]

1 PV BEBRESNTWRNWT IV BAY A N2, U H 72— A WA LTIRECZ N 2BINT 5 &,
T RNYUBAUE T o= RTHEAIND ETORM, YA ¥ 72— ATRE LTa/T v MBI
BEEINET,

[EREfE ) R BRE2H]
EMAE, +IERICKBShET,
[EEEIE]

1. BHETT FLABIUSEHT R LR srerany, dst-any Z2i%E L7238 41%, src 0000.0000.0000
ffff£EF £, dst 0000.0000.0000 fEff.fEFf.ffff & FoR L FET,

2. EEILT FLABLUBEHLT KL AT sre-host nnnn.nnnn.nnnn, dst-host nnnn.nnnn.nnnn % 7% & L
723341, src nnnn.nnnn.nnnn 0000.0000.0000, dst nnnn.nnnn.nnnn 0000.0000.0000 & #7/~ L &
7

3. srcrany, dst-any, src-host, dst-host ®FEIE, Ver.1.0 AH#IZ X Y mac access-list 2~ K
(permit/deny) 721} AIBE T,

4. LT LA 270 ha AR EELITRETEDL v halbdHOT RLRAEREL TV L5HET
T b angHERRLET, 5T RLACRETE 577 havAHOT RLAE (%178 1
TEATREZ2585E MAC 7 RLALHR] # BB L T EE0,

5. Ka~y RTRET DT A—ZIL, T Ty MIHLTREIAEZ LY £4, ->T, BELLA
T A—=ZIEAM - ARy ML TIARI E 20 £H A,

(BAEa~<> K]

mac access-group

s

mac access-list resequence
deny (mac access-list extended)

remark
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remark

remark

TRV A NOMBHPAERELE T, 778 AV R NMILIPvA T RLRAT 4 VX2 7213 IPv4 X7 >
h7 4%, MAC 7 4 VEZ0RHY 7, HEEBNMN CHRASI2EETEET,

[ANRH]

HHMORE « 228
remark <Remark>

RO HIFR

no remark

[AAE—F]

(config-ext-nacl)
(config-std-nacl)
(config-ext-macl)

(NS A—=4]

<Remark>

ANE—RICEORIGERDT 78RV A MOMEHPAZHRELE T,

—D2DT 7 AV A MK LTATETREREETT, BEANLELGAIE EEXIZRY £,

1. AT X —Z B O HE
FIHMEIE Null ©F,

2. fHOFKE R
64 SCFLUNDOIFHITHRE L TS 72 &0, RE AR FITONTIE (N A—Z|TIFETE S
] 2L TIEEN,

(2~ FEEEROEE]

2L

EE~NDEE]

L

[BREED R BREZH]

BEMAER, TICEMICKB®RSNET,
CEEFIE]

2L

[(BEa~<> K]
ip access-list standard
ip access-list extended

mac access-list extended
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QoS

FE 8#wm QoS

HETEZHEMBELUME

ip qos-flow-group

ip gqos-flow-list extended

ip gos-flow-list resequence

limit-queue-length

mac qos-flow-group

mac qos-flow-list extended

mac qos-flow-list resequence

gos (ip qos-flow-list extended)

gos (mac qos-flow-list extended)

gos-queue-group

qos-queue-list

remark

traffic-shape rate

control-packet user-priority
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HETEEMBLUIE

HETESDEME L WE

O kra)Li¥F (IPv4)

IPv4 D7 v havgfre LT, HETE 2AMEROERITIFLET,

& 18-1 1EEAIAEA T A FOJLEFR (IPv4)

70 raLEH ®HE IO o LES

ah 51
esp 50
gre 47
icmp 1
igmp 2
ip TRCHOIP 71 hajn
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

R— b+ (TCP)

TCP THETE 2K — FMH%E, ROKRITRLET,

#& 18-2 TCP THEWREANR— B

R— F & HER— P BB L UVES

bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
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HETEZBMB LB

R—+E&HH HER— F BB LUVES
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

R— k&% (UDP)

UDP TIRETE R — ML, ROFITRLET,

& 18-3 UDP THEEHRELAR— L& (IPV4)

R— ~&H#H HER— F BB LUVES
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
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HETEEMBLUIE

R— +&# HER— F BB LUVER

ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)

TOS & #§

BETE 2 TOS AWz, WORITRFLET,

& 18-4 15EFIAELR TOS & #

TOS &% TOS f&
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

Precedence & #i
JEET& B Precedence &%, WOFITRLET,

% 18-5 IEXEAIBEZL Precedence £ 1

Precedence & Precedence {E

critical

flash

flash-override

immediate

internet

<N O DN s W] ot

network

priority 1

routine 0
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DSCP &1
fBETE 5 DSCP 4z, ROKITRLET,

& 18-6 1EEFIAELL DSCP & ¥§

HETEZBMB LB

DSCP &% DSCP f&
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46
A=y h2 A TEH
BETEDA =Xy NIATHE, RORITRLET,
& 18-7 IEEABEHA —HY Ry bR A TAFR
A=y ba4A TN Ethernet {& X
appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp % GSRP il )7y &7 m—RH L E+
ipv4 0x0800
ipv6 0x86dd
1px 0x8137
Xns 0x0600

X AL TWEREA,
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HETEEMBLUIE

585 MAC 7 K L X &FR
FRETE 2585 MAC 7 FLA4HE, RORISRLET,

% 18-8 IEEFHEASEE MAC 7 FLREH

5E%T7 FLRIEE EET FLR BT FLRAIRY
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000

FHATZS QS 7a—45 )L—Fa<w kR
EAT&E2 QoS 7n—sv—Fa<wr F—%%, ROFITRLET,

%189 {FATZES QoS 7O—4I)L—Tav v F—&

70— A=Yy b VLAN
ET—F

avI7445L—3ravy RiEsl

MAC IPv4 MAC IPv4
Layer2-1 O X O X
Layer2-2 X O X O

UL O : BERHRE X : REARH
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ip qos-flow-group

ip gos-flow-group

A=Y Xy MU Z T2 —AFEIIVLAN A % 7 =2 — 2% LT, IPv4QoS 7 —Y A M&#EH LT
QoS tREEZ AT L £,

[AHFRH]

WHORE

ip qos-flow-group <QoS flow list name> in

RO HIR

no ip qos-flow-group <QoS flow list name> in

[AAE—F]

(config-if)
[185A—=4]

<QoS flow list name>

in

IPv4 QoS 71— Y A N ER T LET,

1. AR A — 2 BWR O RHE
B TE LR A,

2. O ERP
3~ 31 JLFLUN (EHSCF LN THRELE T, BEARERITFIOVTL [T A —#
ICHETE 5] 22 TIEEN,

Inbound ZFE L 7,

in : Inbound (Z(FMIDOFHE)

1. AT X —Z B O Y HME
A TEERHA,

2. fEOF EHiH
L

[2< > FEEEFDE)E]

2L

[BEE~DEE

. system function =~ REEFA T qos BHE SN TOVRWEE, Ka~v FIHEETEEREA,

(system function =~ RRRFEDOH AL, FETEET,)

Fl—A 27 2= LT—2DIPv4 QoS 77— A MRRETEET, A —HV Ry A ¥
7 x—A, VLAN A > ¥ 7 = — 2T 2 HE 135K 64 T,

FIELRWIPVA QoS 7 — U A MAFERE LT-SHAIIMbEEL ¥ A, IPv4 QoS 77—V & |k
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ip qos-flow-group

256

APRIRERSNET,

L Ze—RHE—FRICko T, FHTE a4 b —vara~wy ROMERINEWVET, FEHIT

(%189 f(HHTX5 QoS 7u—r—Fa<wr F—&|] 28R LTIEEN,

LA DA T 2= RAIHK LTI Oa v FTRESN TV DOIHEEIBRETEEEA, WolzA, HIER

LThBREICRY £,

ARy M E T 2= R LTHEAT 2561, 7 —RERIIC VLAN ST A =2 B3 H 5 L

&, WHTAIA =YXy MM U F 72— ADOREARIC VLAN ID N EEFN TOIIEHRETE 97,

. VLAN o > 4% 7 = — Rkt L CTHEMAT 2561, 78 —KRHSEMHIZ VLAN /X7 X —Z B3 WA 72

RETEET,

(BfEa<7 > K]

ip qos-flow-list extended

system function



ip gos-flow-list extended

ip gos-flow-list extended

QoS D7 B — B L UOEERELRET H7-OD IPvda QoS 7 — U A M A/ERR L ¥4, EEHA T,
IPv4, MAC ® QoS 7u— VU X F&IE K 1024 V 2 MERTE %4, 7 —RHBLOEERE X KK
1024 = P UfERRCTE £ 9,

[AHRH]
THROFRE - £H
ip qos-flow-list extended <QoS flow list name>

THHOHIBR

no ip qos-flow-list extended <QoS flow list name>

[ABE—F]

(config)
[N A—=4]

<QoS flow list name>
IPv4 QoS 7 — U X NAFRZERELE T,
1. BT A —ZEMKOHHE
B TEETA,
2. fEOFE R
3~ 31 XFUN (Ge I TSN TRELET, HEFMRRILFITONTIE /T XA —X
WZHEETE 2E 22 TIZE,

[2< 2 FERSEF D ENE]

7L

[EIE~NDFEE]

2L

[BREMED R BRE2HE]

REMAEER, TICEAICKBEET,
[EEFEIA]

TERRE A D QoS 7 m— U A MAFRTERE TE £/ A,
[BEa~v > K]

ip qos-flow-group

ip qos-flow-list resequence

gos (ip qos-flow-list extended)

remark
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ip qos-flow-list resequence

ip qos-flow-list resequence

IPv4 QoS 7 u—VU X NNOERIEFFO v —7r v AF 52 HRELET,

[ANRH]

THROBRE - BH
ip qos-flow-list resequence <QoS flow list name> [<Starting seq> [<Increment seq>] |

[ABE—F]
(config)
(N5 A—=4]

<QoS flow list name>
EH$25IPv4d QoS 7u—U A MHERELE T,
1. AT X —Z B O HME
A TCEEREA,
2. ORI
3~ 31 FLN (CRHCFIIFLN) TRELET, REARERLFIIONTL [(RFA—X
WHETE 2 2R L T Ea,

<Starting seq>
Bt — o U AF S ERELET,
1. AT X —Z B ORI HE
WIHAfEIX 10 T,
2. 0D % T i
1~ 4294967295 (10 %) #HELET,

<Increment seq>
V=AY A MEERELET,
1. AT X —ZH SR ORI
WAL 10 T
2. 0D % T i ]
1~100 (10 ##H) Z#RELET,

[O7 2 FERREEDEIE]

L

LEE~NDEE]

2L

ERTEED R IR 524 ]

BREMAETS, T ICERICKBENET,
EEEIE]

L

(BREa<7 > K]

ip qos-flow-list

[ |

i
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limit-queue-length

limit-queue-length

YR — FORRKEEF 2 —REEEBRMTHRELET,
Ko~ FEME, EIREFREHFRLZE T, F2—K 32 TEMELET,

Kavy ik, n—FY =7 OBANBIIERIEERET 5O Th o0, RELTERITLER L HED
THRERHY ET,
[AN#K]

THROBRE - BH
limit-queue-length <Queue length>

E OBk

no limit-queue-length

[ABE—F]

(config)
(185 A —4]
<Queue length>
WEAR— FDIRRKF 2 —RERELET,
1. ART A — 5 BNEHE O X E
A TEEE A,

2. (EDOH EHIFH
32, 128, 728 DTN EF

[O<7 Y FEBREDOENE]

FIEBEBOXKR— FOEEX2—EI, 32 TEHEL £,

BIE~NDEE]

ALIEEOFRLEN MBI 2 T3, REBOHRLNETT2E T, AEELZRET2EEFIXEELET,
[EREED IR E2H#E]

REMEEELGEE, ar 747 b—va e RFRICRKEE ZHER L T ES 0, FRERICHR
FEMEANE L}iﬂﬂiéﬂi?‘o

[EEEER]

RKa<wr FATIHE, TRROAvE—URERINET, oz 747 v—varvavy ReE AT
AN, REEZRA LAREELZFED L TIZI0,

Please execute the reload command after save,

e
[l

1|

t

—

because this command becomes effective after reboot.

2. RKa<wr REHRETDHHIC, qosqueuelist 3~ RTAYVa—U U 7E—FPQERTELTLLES

o MDA P2 —Y v FE— R TIHFEETEEEA,

EEX2—RE R2ICEKELLLGEL, FKETT,

3. no A~ RTHIR LG, A7 Ya—Ur7E— ROHIRIERL 80 7,

4. ZIKHV/I\T%{D%:—E% B2ITHRET D&, FEF2—RITRO LB L2 £T,
Faz—1~F=2—8:32

5. Aawy FTHEEF2a—RZ 128ICHRET D&, BEFa2—RIIRDLEBY L0 £4,
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limit-queue-length

Faz—1~F=—4:128
Fa2—5~F%=2—8:0
6. Aavy FTEEF2—RZ T28ICRETLHE, BEFa2—RIIRDLEBY L7220 £,
F=—1:728
F=2—2:32
F=2—3~F=2—8:0
Zo kX, flowcontrol 2= KT [FR—XbFw FEEETDH] ZREL T LI,

(BEav > K]
qos-queue-list

flowcontrol
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mac qos-flow-group

mac qos-flow-group

A—H Ry MM U F T2 —RAFERILIVLAN A U # 7 =2— 2% LT, MACQoS 7u—U X h&i#H L,
QoS tREEZ AT L £,

[AHFRH]

WHORE
mac qos-flow-group <QoS flow list name> in

RO HIR

no mac qos-flow-group <QoS flow list name> in

[AAE—F]

(config-if)
[185A—=4]

<QoS flow list name>
MAC QoS 7 —VU X N EHRELE T,
1. AT A —Z BRI O HE
HIETEEE A,
2. fEOFEHPH
3~ 31 XFLIN CRHSCFIIHTFTLNN) TRELET, REAMRERLFITONTIE [(RFA—%
WHRETE 2] 22 T<ZEn,
in
Inbound Z&%/E L £,
in : Inbound (ZAEHIOE)
1. AT X —Z WO Y HME
AR TEEE A,
2. fEOF EHiH
L

[2< > FEEEFDE)E]

2L

[BEE~DEE

1. system function 2~ FREA T qos WREINTWRWES, Kavr RIIRETEETA,
(system function =~ RRRFEDOH AL, FETEET,)

2. F—A v H 72— K LT—2DMACQoS 7 —U A MRRETEET, A —V Xy b X
7 x—A, VLAN A % 7 = —ZA|Z# T 5356 13K 64 0T,

3. EELRVWMACQoS 7u—VU 2 MEHERE LEHAIIMLEELEHA, MACQoS 7u—U A k
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mac qos-flow-group

262

APRIRERSNET,

L Ze—RHE—FRICko T, FHTE a4 b —vara~wy ROMERINEWVET, FEHIT

(%189 f(HHTX5 QoS 7u—r—Fa<wr F—&|] 28R LTIEEN,

LA DA T 2= RAIHK LTI Oa v FTRESN TV DOIHEEIBRETEEEA, WolzA, HIER

LThBREICRY £,

ARy M E T 2= R LTHEAT 2561, 7 —RERIIC VLAN ST A =2 B3 H 5 L

&, WHTAIA =YXy MM U F 72— ADOREARIC VLAN ID N EEFN TOIIEHRETE 97,

. VLAN o > 4% 7 = — Rkt L CTHEMAT 2561, 78 —KRHSEMHIZ VLAN /X7 X —Z B3 WA 72

RETEET,

(BfEa<7 > K]

mac qos-flow-list extended

system function



mac gos-flow-list extended

mac qos-flow-list extended

QoS D7 B —HB L OEERELRET 570D MAC QoS 7u—U & M &ER L7, 2EEBAT,
IPv4, MAC ® QoS 7u— VU X F&Ix K 1024 V 2 MERTE %4, 7e—RHB LOEERE X KK
1024 => M UERRCTE £,

[AHRH]
THROFRE - £H
mac qos-flow-list extended <QoS flow list name>

THHOHIBR

no mac qos-flow-list extended <QoS flow list name>

[ABE—F]

(config)
[N A—=4]

<QoS flow list name>
MAC QoS 7u— U X MEHERELET,
1. BT A —ZEMK:OHHE
B TEETA,
2. fEOF E R
3~ 31 XFUN (Ge I TS TRELET, HEFMRRILFITONTIL /T XA —X
WZHEETE 2ME 22U TZEV,

[2< 2 FERSEF D ENE]

7L

[EIE~NDFEE]

2L

[BREMED R BRE2HE]

REMAEER, TICEAICKBEET,
[EEFEIA]

1. {ERHE A D IPvd QoS 71— U X MAFRITERETE EH A,
[BEEa~< > K]

mac qos-flow-group

mac qos-flow-list resequence

qos (mac qos-flow-list extended)

remark
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mac qos-flow-list resequence

mac gos-flow-list resequence

MAC QoS 7 — U X FADEMNEF D> — 7 o AF S E2HRELET,

[ANRH]

DB « 23
mac qos-flow-list resequence <QoS flow list name> [<Starting seq> [<Increment seq>] ]

[ABE—F]
(config)
(N5 A—=4]

<QoS flow list name>
EHFTHMACQoS 7r—U XA NEHERELET,
1. AT X —Z B O HME
A TEERE A,
2. fHDFR E HiH
3~ 31 XFUN UEBCFI LS THRELET, SEMRERSIFIZOWVTL [T A —%
IZHETE DME] 22T EEN,

<Starting seq>
Bt —r U AF S ERELET,
1. AT X —Z B O HME
HIIEIL 10 TT,
2. fEHDFR EHiPH
1~ 4294967295 (10 %) #HELET,

<Increment seq>
V=l AAL Y A MEERELET,
1. ARoRT A — B ORI
MHMEIE 10 T,
2. {EDFX E i
1~100 (10 %) ZREL LT,

[O7 2 FERREEDEIE]

L

BE~NDEE]

2L

[EREE D Sz PR 2244 ]

REEAFER, +IGERICKMENET,
EEEIE]

L

(BREa<7 > K]

mac qos-flow-list extended
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gos (ip qos-flow-list extended)

qgos (ip qos-flow-list extended)

IPv4 QoS 7 — U X N TO7 v —SEM, BLUOIEREELRELET,
[ABRHK]

HEHORE - BH
[seq <Seq>] qos { 7 v — 54 } [ BhERRE |
o 7 u—fH&Mk

A7 v k=L TCP, UDP LS OH5A
protocol <Protocol> src<IPv4> <IPv4 wildcard> dst<IPv4> <IPv4 wildcard> [{ [tos<TOS>]
[precedence <Precedence>] | dscp <Dscp>}] [vlan <VLAN ID>] [user-priority <Priority>]

AL R LA TCP Oa
tep sre<IPv4> <IPv4 wildcard> [eq <Src Port>] dst<IPv4> <IPv4 wildcard> [eq <Dst Port>]
[ack] [fin] [pshl] [rst] [syn] [urg] [ [tos<TOS>] [precedence <Precedence>] | dscp <Dscp>}] [vlan
<VLAN ID>] [user-priority <Priority>]

kA7 m b 2v7s UDP o84
udp sre<IPv4> <IPv4 wildcard> [eq <Src Port>] dst<IPv4> <IPv4 wildcard> [eq <Dst Port>] [{
[tos<TOS>] [precedence <Precedence>] | dscp <Dscp>}] [vlan <VLAN ID>] [user-priority
<Priority>]

o EIERRGE

action [cos <Cos>] [replace-dscp <Dscp>][replace-user-priority <Priority>]

THHOHIBR

no seq <Seq>

[ABE—F]

(config-ip-gos)
[INTA—=42]
seq <Seq>
ERRB L OEFS % QoS 77—V X hNOEMIEFF &% E L £,
1. AT A — AR O YT
QoS 7 — U X FNIZEMR WIS, FIHMEIX 10 T,
SMEERE L CHDIEA, BELTHIHMAIEFORKIE +10 T,
72721, i ANER O R AR 4294967285 £ 0 KEWMEEZRTE L7-HA XA T A,
2. fEOKERGH
1~ 4294967295 (10 #¥) #REL £,

{protocol <Protocol> | tcp | udp }

IPv4 "7y hO BT 0 ha VG FERE L ET,

=7 L, $_XTCHOTa halrEidsl 358461 protocol ip 7% E L 77,

1. ART A —Z RS ORI

AR TEEE A,
2. B O E il B
* protocol <Protocol> :

0~5, 7~16, 18~255 (10 F/=iT7m FarLHEHRELET,
(%181 feEngER~7 v b andfr (IPv4) ) 2R LT IZE0,
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gos (ip qos-flow-list extended)

e tcp: TCP 7' b a /L DBHIZHRELET,
e udp: UDP 7’1 F a L OGAICRELE T,

src <IPv4> <IPv4 wildcard> dst <IPv4> <IPv4 wildcard>

EETIPvA T FLAZRELET,

FTARTOREILIPvE 7 FLAZRET 55813 "sre 0.0.0.0 255.255.255.255" 7 E L £ 7,

1. AT X —Z B ORI
BHETEEH A,

2. fEDFREHH
<IPv4> <IPv4 wildcard> Z %€ L £,
<IPv4> |[ZIZEE IPvd 7 R L AZRE L ET,
<IPv4 wildcard> (/X IPv4 7 RV AOH HEEDEZH Iy E LTl IA NV RI— K%
IPva 7 RLAEAXTRELET, VAL FA—RIZ"0.0.0.0" ZXE LHEE, <[Pvd> OESR
—BET A NEERMEL LET,
IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EEILR— I EFERELET,

78 FaNTCPBLURNUDP 2047 3 T,

1. AT 2 —Z B O HE
2L (& E LEEA)

2. fEOFEHIPH
0~ 65535 (10 4 F/IA— MaFraEEL £,
REFHE/R AR — NAFRIT TR 18-2 TCP THEEARE/A AR — MMaFR) B8X O 1% 18-3 UDP T
ETATREZ R — B (IPV4) | 2B L T IZ&EWN,

dst <IPv4> <IPv4 wildcard>

SEEIPvA 7 RV AZRELET,

TARTOFEIPvA 7 R A ZET H5E1E "dst 0.0.0.0 255.255.255.255" 3% E L £ 7,

1. AT R —ZH SR ORHE
BIETEEEA,

2. O EHPH
<IPv4> <IPv4 wildcard> ##%E L £ 9, <IPv4>I|Zi3%E% IPv4a 7 RV RAEZRE LT, <IPv4
wildcard> (ZIZ IPv4 7 FLADO R TEEDEEAFFITHE Yy &L TR YAV R— F%& IPv4
T RUVABACTRELET, AL RH—RIZ"0.0.0.0" & E LIHAIE, <IPvd> DL —E%
TANZEREELET,
IPv4 7 R 2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>

WHAR— FNEFERELET,

7v ha LN TCP BL WU UDP 247y 3 T,

1. AT X —Z B O HHE
2L (HEME LEEA)

2. fHDREHiFH
0~ 65535 (10 #%) F/idA— M EHRELET,
BEFREIR AR — FAFRCOWTIE, (3£ 18-2 TCP THREARER R — M) BLO 5 18-3
UDP THERTRE/R AN — F4Fr (IPV4) | 22 L T ZEW,

tos <TOS>
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gos (ip qos-flow-list extended)

KNRTGA—=HE, ToS 74—V FDEY h3~6D4Ey hTHD TOSEEZERELET,
EZERTY FDTOS 74— L FDOEY h3~60D4Ey FEHIKLET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. KT A — 2 HUERE ORI
ML (BRHEMEE LERA)
2. fEOREHH
0~ 15 (10 ##) F/IXTOSAPRERE L E T,
BEFTREZR TOS AFRICOWTIE, [ 18-4 FREWHEZR TOS 4 F5) 2ZML T2,

precedence <Precedence>
RoXT A—H21E, ToS 74—V RO LAL 3 ¥y b TH D Precedence fEEFHE LT,
EZENTY FOToS 74—V REML 3By Mg LET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT 2 —Z BRI O HE
72U (Bt E LEREA)
2. O EHFFHA
0~ 7 (10 #%%) F 7213 Precedence £ ai%E L ET,
X E AHE7 Precedence MW CId, [ 18-5 F57E AIAE7ZR Precedence 4 %5 #2M L T<
7EEW,

dscp <Dscp>
RKIRFGA—=HE, ToS 74—V ROE6E Y NTHD DSCPEEZHELET,
ZAENRT Y D ToS 7 4 —/V R EML6 By b &g LET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AT A —Z BRI O Y HE
2L (& EE LERA)
2. fEOERH
0~ 63 (10 %) F7/-1ZDSCP4HaELET,
FREFHEZ: DSCP A BN DWW TIE, (£ 186 FEEFHBEZ DSCP 4k 22 L T EaWn,

ack
TCP ~y XD ACK 77 7B 10Oy NORHERELET,
v haVvPNTCP EFOA 7T 3 TY,
1. AR T A — 2 BURs OYHIE
U (B E LEREA)
2. fEOFE R
L

fin
TCP~y XD FIN 75 7R 1D 47y OB EZRELET,
7o ha)L)pSTCP 7oA77 a T3,
1. AR A — B RO FI
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gos (ip qos-flow-list extended)

7oL BRi&EEE LEREA)
2. HORR EHIFH
L

psh
TCP~yZDPSH 7Z 7N 107y SO ZERELET,
7u harNTCP 247y 3 TY,
1. RRT X —ZBWEREOHHE
7oL R E LEREA)
2. O E P
L

rst
TCP~yZDRST 757N 107y hoOMHZERELET,
7u harNTCP 247y 3 TY,
1. RRT X —Z B O HHE
7oL BRi&EEE LEREA)
2. fHOF E#HH
L

syn
TCP ~yZDSYN 7 7™ 10y boHERELET,
7u harNTCP 247y a TY,
1. RRT X — 2B O HHE
oL BR&EEE LEREA)
2. O E P
L

urg
TCP ~v XD URG 757N 1047y hOBHERELET,
7u haLNTCP 247y 3 TY,
1. RRT X — 2B OHHE
7oL (BHSEMHE LEEA)
2. (B D% & i
L

vlan <VLAN ID>
VLANID %3 &E L £7,
KRTGRA—=HFA =V Ry b ¥ T 2= R LIZGATTHEZ T,
1. AT X —Z B O HE
2L (HEHE LEEAL)
2. fEDF EHiH
INFGA—ZITHEETE D) 2L TSN,

user-priority <Priority>
a—PEEEEZRELET,
1. AT X —ZEBWREOYIHME
2L (HEMFE LEEAL)
2. fE DR EHPH
0~7 (1085 ZHRELET,

268



gos (ip qos-flow-list extended)

HENRS A —4

action
FVENRT A —F ERE, BETIHEEFLTARNT A—FEEENRT A —X 2RO MFEICHE L TL
k=AW

1. AT X —Z BUEHE O YIHE

72U (EEREE T 2B ITA TEEEA)
2. (B OFR E i

7oL

cos <Cos>
HEENOBIEELZRTA T v A (Cos) #RELET,
1. AT X — 2B R O Y HUE
FIFNED Cosflie 72V E£Y, T 74/ D Cos fHIZOWTIE a7 47— a AR
Vol.2 3.7.1 CoSfE)] &ML TIEEN,
2. (B OFR E i
0~7 (108 ZHRELET,

replace-dscp <Dscp>
DSCP H& iz AR ELET,
ZIELTE Ny RO DSCP 7 4 —v R%&, REfH <Dscp> [CEE# 2 9,
1. AT X —Z B O Y HME
72L (DSCPEZEXMHRX EHA),
2. fEOFR EHiH
0~ 63 (10 #%#) FIXDSCPAFEHRELET,
WEFHEZ: DSCP A PR DWW TIE, [#18-6 FREFBEZR DSCP 4%k 22 L T Z&W,

replace-user-priority <Priority>
- PEEEOEIRIEERELET,
ZRE LTy O — P EEE AR EME <Priority> IZEHEE# 2 £7,
1. AT X —Z BRI O HME
L (2—VEEELEERmI FEA)
2. fEO EHPH
0~7 (10 #H) Z&RELET,

[2< > FEEEFRDEE]
L

[BEE~DEE

CEEEIE]
1. 78 Fa AR TRROBEITE A,
protocol tep, protocol udp, protocol 6, protocol 17
2. tos 3 L W precedence & dscp DFRIFFREIT T A,
3. action /3T A —# T cos & replace-user-priority % [FIFFZRE LIZHA, < — LT cos D%
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gos (ip qos-flow-list extended)

EEICEERZONET,
(BEa< Y K]
ip qos-flow-list extended
ip qos-flow-group
ip qos-flow-list resequence

remark
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gos (mac qos-flow-list extended)

gos (mac gos-flow-list extended)

MAC QoS 7 r—U A hTO 7 u—fitigft, BIUBERELZREL £,

[AARK]
RO - £
seq [<Seq>] qos { 7 = — M5} [ @hERRE ]
o 7 —RuHS&MF
src <MAC> <MAC mask> {dst <MAC> <MAC mask> | dst-string { bpdu | cdp | lacp | lldp | oadp
| pvst-plus-bpdu } } [ethernet-type <Type> | ethernet-type-string { appletalk | arp | eapol | gsrp
| ipv4 | ipv6 | ipx | xns } | [vlan <VLAN ID>] [user-priority <Priority>]
o EIERGE

action [cos <Cos>] [replace-user-priority <Priority>]

(GE2LE]ZS

no seq <Seq>

[ABE—F]

(config-mac-gos)
[N A—=4]

seq <Seq>
ERB LY, ZHT 5 QoS 7u—I X MY — 7 U AFBEFHRTELET,
1. AT A — AR OYTHME
QoS 7 — U X FNIZEMN WIS, FIHHMEIX 10 T,
SMEERE L THIEA, BELTHIMAIERFORKIE +10 T,
72720, wEANER ORI 4294967285 L W KEWMEEZRE LG A XA T £H A,
2. B ERH
1~ 4294967295 (10 %) ZHELE T,

src <MAC> <MAC mask>
EFEILMACT RLAZBRELET, T XTORREILMAC 7 RLRAERET HHA 13 "sre
0000.0000.0000 ffff.ffff.ffff" Z7%E L F 7,
1. AT X —Z B RO Y HUE
BMETETET A,
2. fEDORE i
src <MAC> <MAC mask> ##&E L £,
<MAC> |ZIFEE T MAC 7 RLAZRELET,
<MAC mask> IZIZT MAC 7 FLADOH TEEDOEEH ATy 2SN Tlh~A 7% MACT R
VAR TRELET,
<MAC mask> {Z "0000.0000.0000" # % E L7255 15 <MAC> O —FE 7 A VA FEE LE
ER
MAC 7 KL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #4%)

{dst <MAC> <MAC mask> | dst-string { bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpduj}
SESEMAC 7 RLAZRELET, TX3CTO5EHE MAC 7 L RERET HE1E "dst
0000.0000.0000 ffff.ffff.fff" % g% E LET,

1. AT X —Z BRI O HME
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gos (mac qos-flow-list extended)

B TEEREA,
2. AH DX E i P
dst <MAC> <MAC mask>, dst-string bpdu, dst-string cdp, dst-string lacp, dst-string lldp,
dst-string oadp ¥ 721% dst-string pvst-plus-bpdu Z %€ L £ 7,
e dst <MAC> <MAC mask> i% /€ :
dst <MAC> (ZiF5E5E MAC 7 RL AZRE L E T,
<MAC mask> |IZIZT MAC 7 KL ZAOH TEEOMET T8y &L T~ A7 % MAC T
RLUABATRELET,
<MAC mask> (Z "0000.0000.0000" % & 7E L7z5A1E <MAC> O5ge—H%E 7 4 VHRMEE L
7
o dst-string bpdu & :
BPDU filffi N7 > b &7 4 L Z G EL LET,
e dst-string cdp & E :
CDP il Sy ha7 4 W Z ML LET,
o dst-string lacp &% & :
LACP /8 N7 o VB2 &L LET,
¢ dst-string lldp %7€ :
LLDP i~ b a7 4 V2 GEE LET,
o dst-string oadp € :
OADP i/ v b a7 4 VB2 &ML LET,
* dst-string pvst-plus-bpdu & E :
PVST+ #lfi by a7 4 V& &L LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ fEEFEEEETT (16 30

ethernet-type <Type> | ethernet-type-string { appletalk | arp | eapol | gsrp | ipv4 | ipv6 | ipx | xns}
A—H Ry A TEEHELET,
1. AT X —ZEWR O YIHME
2L (HEME LEEAL)
2. fE DR E HiH
0x0000 ~ Oxffff (16 #EH) Fix, A —V Xy NATEHEHRELET,
7272 L, 0xO05ff LA T O ffiiE 0x0000 TEMEL £ 7,
REFRERA — YRy N A THFRT (R 187 BEARERA — Ry NFA T4 2B L
TLESW,

vlan <VLAN ID>
VLANID %3 &L £7,
ARG A—=2FIA =T Fy M ¥ 7 =R LG A TR TED T,
1. AT R —Z B ORIHE
2L (S E LEEA)
2. AH X E i P
N A—Z|ZHEETE HfH] 2R T EEN,

user-priority <Priority>
2= PEREEARELET,
1. ART X —ZH R ORI
2L (BRHEfEE LEEA)
2. B R AE i B
0~7 (10 #H) ZxRELET,
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gos (mac qos-flow-list extended)

HENRS A —4

action
FVENRT A —F ERE, BETIHEEFLTARNT A—FEEENRT A —X 2RO MFEICHE L TL
k=AW

1. AT X —Z BUEHE O YIHE

72U (EEREE T 2B ITA TEEEA)
2. (B OFR E i

7oL

cos <Cos>
EENOBLEEZTRT AT v 7 A (Cos) ZHELET,

1. ARRT A —Z B RO R
FIFNED Cosflie 72V E£Y, T 74/ D Cos fHIZOWTIE a7 47— a AR

Vol.2 3.7.1 CoSf{H) #ZHL TLIZEV,
2. EDF E &
0~7 (10#EH) #HELET,

replace-user-priority <Priority>
I—PEEEOEZIRXEEHRELET,
ZAE LTy b O — B % 3% EE <Priority> 2 E X #ix 97,
1. AT X —Z B O Y HME
7L (a—VPERELEIMIEEA),
2. fEOR EHiH
0~7 (108 ZHRELET,
[a< > FEEREDENE]

L

[BE~NDFE]

2L

[5%7E B 0D I BR324 ]

BREMAETS, T ICERICKBENET,

CEEZEIA]

1. ZB5ET FL AT v Fa VAR EEZITRETE L7 0 FalbHROT FLAZRE L TV LHEAIE
T AN AEHEFRRLET, AT FLACRETE D7 0 haAhHoT LA [#£18-8 5
JEFATREZR5EE MAC 7 RL ALFR] 2L T EE0,

2. action /X7 2 —% T cos & replace-user-priority & [FRIRFZFRE L125A, T —WEIHLEIT cos DK EE

ICEEHMZ ONET,
3. RKavw U FTHRET DT A—ZIE, Ty ML TREIARIE R £7, EoT, RELA
FA—HZITAS - BEAT Y MIHLTITARIE 2D 8 A,

[(B&Ea~< > K]
mac qos-flow-list extended
mac qos-flow-group

mac qos-flow-list resequence
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gos (mac qos-flow-list extended)

remark
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gos-queue-group

qos-queue-group

AETz—A WEAR—F) IZ2QoS F=—V XA MERERELET,

[ABRH]
TR OEE
qos-queue-group <QoS queue list name>

E O Bk

no qos-queue-group

[ABE—F]

(config-if)
[INSA—=4]

<QoS queue list name>
QoS ¥ =2—U A MMERELET,
1. AT X —Z WO Y HME
AR TEEE A,
2. 0D % T i
3~ 31 L FUN (BT TUN) THRELE T, ®EARERIFIIOVTL [T A —%
IZHETE 5] 2L TS,

(37> REBEDBIE]

AP a—Y v rE— RiEPQ TEIEL £,

GEE~DEE

QoS F=2— VA RMERELCAY Va— v 7E— ReEE LY LUEES FREIT 5720, K
AR AR U7l g A — IR as i £ 37,

(RO R

HEMAEFER, TICEMCKMmENET,

EEEE]

L. QSFa—UAMERELCAYVa— ) U 7E— RELAR LIS, AELEA VX T7=2—2R
AR — ) PDHEHLET, EELZLZICERF2—ICFa—A T LTy ERE-sTWD
LA, TTHESHTLBEEITNET, N7y hOoEH UL, Hil-ry heXa—oa 7
T&EEHA, XY MV—IRBHETEIA VL TNDIEAFITEELIZZ N,

2. QoS Fa—URAMNEEREL ATV a— 7= RREEZITORNSTGE, A7 Va—V 7

FiEPQ TEMEL £

3. qosqueuegroupEV/F'CﬂﬁijfiQoSﬂ’r:L—)Xl\%é" RE LGS, Arva—Y 77— Rk

PQ TEMEL £,
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gos-queue-group

(BEEa~ > K]
qos-queue-list
interface fastethernet

interface gigabitethernet
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qos-queue-list

gos-queue-list

QoS Fz— VR RMEMIIAFV2a— U v 7E—RFRERELET, HEBMTHRALS2 U X MEKTEET,
[AARRK]

RO - £
gos-queue-list <QoS queue list name> { pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4>
<Packet5> <Packet6> <Packet7> <Packet8>] | wfq [ min-ratel <Min ratel>] [ min-rate2 < Min
rate2>] [ min-rate3 < Min rate3>] [ min-rate4 < Min rate4> ] [ min-rate5 < Min rate5>] [ min-rate6
< Min rate6> ] [ min-rate7 < Min rate7> ] [ min-rate8 < Min rate8>] | 2pq+6wrr < Packet1> <
Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }

H O Bk

no gos-queue-list <QoS queue list name>

[ABE—F]

(config)
[185A—=4]

<QoS queue list name>
QoS ¥a2— VU A MMMERELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEDR EHiH
3~ 31 WFLIN CREECFIIHFLSN) TRELET, REAMRERLFITONTIE [(RFA—F
IZHETE O] 2L T EE0,

{pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
| wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> ] [ min-rate4 < Min
rate4> ] [ min-rate5 < Min rate5>] [ min-rate6 < Min rate6>] [ min-rate7 < Min rate7>] [ min-rate8 <
Min rate8> ] | 2pg+6wrr < Packet1> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }
AV a—) - RERELET,
1. AT X —Z B O Y HUE
B TEEE A,

pa
FERERETEELET, Fa—HIPHEA— MRM T8 X2 —FETYT, HEOF 2 -2 7y
MNAFIET DG, BREEORH WY 2 —F 5 (87> >1FF2—) 2oy MEFICEEL
ES N

wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
ZUrRrErb LARFER N7y M) 70 Frer TEELEY, = —HidwmEt
AR— FHALT 8 % 2 —[EETY, <Packet> DIRELHM LI-HEIET v FrE TEIEL %
T, JEFICxF 2 —Z2 A RRN0"ry FZ2ERFELET, a2 —RIZL1bLT, 7y MIBHE
12725 £ OIZHIBE L9, <Packet> 3% E L= AITEAR (N7 y M) (&7 ey
TEMELET, HEROF 2127y FBRFEET D56, IHFECF 2 -2 AR oRELL
<Packet> D/ v NMIUZIS LTy hEEFLET, 728, <Packet> DEAIZMHL 1~8D
FglL, ¥a—FFEERLET,
1. ARRT A —ZEWEREORTHIE

<Packet> : A TE £H A,
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gos-queue-list

72721, & <Packet> OEMGILFIHET, AMFEHITZ UV Fu B TEEL £9°,
2. 0% &P
<Packet>:1~ 15

wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> | [ min-rate4 <
Min rate4> ] [ min-rate5 < Min rate5>] [ min-rate6 < Min rate6> ] [ min-rate7 < Min rate7>1] [
min-rate8 < Min rate8> ]
B & BRI, F 2 —KIIWEAR— NI T8 Fa—[EETT, F=—I L2 <Min rate>
THRE LI IRRGE R Iy 23 v MIZEE L9, 728, <Minrate> D%AITf[F< 1~8D
BirlL, ¥Fa—BFTEERLET,
1. AT A— 2 BWEREOHIHE
<Min rate> : 72 L (RIRRFEHIRZHE L EEA)
2. EORE
min-rate <Min rate> : IROKIR L E T,
fE1X, kbit/s B F 7= 1% Mbit/s HAL TR ERIHETT,
kbit/s AL : <Min rate>
Mbit/s ¥ : <Min rate>M
<Min rate> O FHEIXERREIREZ B X RWVVEEZ R E L TS,

& 18-10 mIERIEF DR E EHH

BE IR EE HigE 5% E # Zl A8

1 1Gbit/s 64kbit/s ~ 1Gbit/s M Hifiz 1M ~ 1000M IM K1
k Hifir 1000 ~ 1000000 100Kk %2

64 ~ 960 ak 3

2 100Mbit/s 64kbit/s ~ 100Mbit/s = M Hifir 1M ~ 100M ML
k HLAT 1000 ~ 100000 100K % 2

64 ~ 960 a4k 3

3 10Mbit/s 64Kkbit/s ~ 10Mbit/s M Hifir 1M ~ 10M 1M 1
k HAT 1000 ~ 10000 100k ¥ 2

64 ~ 960 dk ¥ 3

4  auto 64kbit/s ~ 1Gbit/s M Hf7 1M ~ 1000M M T

Negotiation

k Hifir 1000 ~ 1000000 100Kk %2

64 ~ 960 dk X3

X1 1M IZ 1000k & LCHWET,

A% 2 FREMEA 1000k LA EDOIE 100k %A CeEE L $£9 (1000, 1100, 1200, -+, 10000000),
WX 3 BREMEA 1000k KiEDGE 64k 2 A TELET (64, 128, 192, -+, 960),

2pq+6wrr < Packet1> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6>
X o —ftE, BAHA N7y M) FEF 0 ey, Fa—HIWEAR— NEALTS
Fa—[EETT, HELDOF 22— 81Ty FBFEET DA, #4137y MBI TEEL
FT, Fa— TIEFa2— 8 DRITELMTES NNy PERELET, ¥2—8, Fa— 7123
by MPFE LR WA, Fa2— 6~ 10 <Packet> [T E L7237 v MIUTIE LT v b &
FELET, ik, <Packet> DEAIN 1~6DFFIL, Fa—FFEERLET,
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qos-queue-list

1. RRT A —Z B O YA
<Packet> : HWETEEHA,
2. oD% T i
<Packet>: 1~ 15

[2< 2 FERSEF D ENE]

L
[BIE~DEE]

gos-queue-group 2 ¥ FIZ QoS ¥ 2 — U R MHERE L TCAS YV a—U 7 E— NEETLGEA,
MELEIEAFEBIT 2720, YHERR AR U72@E0N — Rt E 7,

[EXTEME D I i 224 ]

BEEEER, TICERCKmENET,

CEEFEIA]

1. gos-queue-group 2 ¥ RIZ QoS ¥ =2 — U A MM EREL TR Va— v I7E— ReEHE LY
G, BELEA 27 2—A (WA —F) PHEBSLET, BELELEXICEEFEF2—ICF2—oA
T LTy RS TV AYE, TN THEHTUEEAITWET, 7y hom& LA, #
72Xy FaeXa— AU 7 TEERAL, Xy FT—I7RATR AV ENTVDIBAIFIITEELIZE
l/\

2. [EIfRIEDS Y ZH D WFQ #5¢E L7=%E, WFQIZTEINMEL A, PQ TEIMEL £7,

3. WFQ 5 & L7-4a, % L7 SRR IS & R OBIEME TR K 10% OREENEL D Z &N
HOET,

4. R— MG E QoS ¥ 2 — VU A MEBROAr Va—I VI 2FKIERT 285G, Arva—U v
JE— RIEPQARE LT a0,

5, A7V a—Y 7 E— NI wiq #BRIRL725E, AT 2% 2—2x LTI, <Min rate> 209 73%0E
LTLEE,

6. ke 2 Mbit/s AL (<Mbit/s>M) T E L72%%, show running-config/show startup-config i3

kbit/s AL CERRINET,

(BAEa~<w> K]

qos-queue-group
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remark

remark

QoS 7 e —Y X FOMEHRHARELET,

QoS 7 —VY A MZiZIPv4 QoS 7u—U A FE/2IE MAC QoS 7u—U 2 " 3% 0 £, LE@EE7 Tl
KBI2EHETEET,

[ANRH]

THRORE - AR
remark <Remark>

RO HIBR

no remark

[ABE—F]
(config-ip-gos)
(config-mac-qgos)

(N5 A—=4]

<Remark>

ANET—RIZE D58 L72D QoS 7u—VU X FoOMfiditHEZ2RE LET,

—2PD QoS 7 —VUANMIXLTIFETRETCEET, HEAN LGS EEXIZRY 5,

1. AT A —H B WERF O A HIfE
HIHMEIE Null T3,

2. B EHiPH
64 SCFLNOLFHITHE L T 230, RE AR CFITONTIE INFA—Z|ITIEETE D
fli] 2L TLEEN,

(3= FEEEFROEE]

2L

EE~NDEE]

L

[BREED R BREZH]

BEMAER, TICEAICKBmRSNET,
CEEFIE]

2L

(BEa~< > K]
ip qos-flow-list extended

mac qos-flow-list extended
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traffic-shape rate

traffic-shape rate

AV F 7 == (EF— D) (CR— MR EBE L, RERHEE T LRI IR L E T
[AN#K]

THMORE « AR
traffic-shape rate { <kbit/s> | <Mbit/s>M }

(il

fE O HI

no traffic-shape rate

[AAE—F]
(config-if)
[INSA—=4]
rate { <kbit/s> | <Mbit/s>M }
— MEEHIE A LS9, AEREA M T D Z LT, [EIRREROBE TR A2 5% E U= iR

LET,
1. AT A — 2 B IERE ORI
B TEEEA,

2. D E A
WORIRLET,

= 18-11 R— FHiEHIEH DR EEEH

BE [E1R R E iR B& E #EEH 7| 7+1&
1 1Gbit/s 64kbit/s ~ 1Gbit/s M Hifir 1M ~ 1000M EE
k Hifr 1000 ~ 1000000 100Kk % 2
64 ~ 960 Gk 3
2 100Mbit/s 64kbit/s ~ 100Mbit/ | M HfL 1M ~ 100M 1M X1
S
k HLAL 1000 ~ 100000 100k ¥ 2
64 ~ 960 Gl %3
3 10Mbit/s 64kbit/s ~ 10Mbit/s | M Hi{r 1M ~ 10M 1M ¥ 1
A 1000 ~ 10000 100k ¥ 2
64 ~ 960 Gk 3
4 auto 64kbit/s ~ 1Gbit/s = M Hfir 1M ~ 1000M 1M ¥
Negotiation
k HAL 1000 ~ 1000000 100k %2
64 ~ 960 Gl %3
¥ 1 1M 1000k & LCHNET,
% 2 BREEA 1000k L EDHE 100k ZACTHEL £9 (1000, 1100, 1200, -+, 10000000),
% 3 BREMEA 1000k KiFDHE 64k A CRELET (64, 128, 192, -+, 960),
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traffic-shape rate

(a7 FEREOEE]

PR HARIC IR A 221 E A,

[BIE~NDEE]

L

[ERFEE D R BRE2H ]

WEMEES, + ICERICRKMESLET,
FEFHE]

. RRE L7z — MR & ERR OB EE TRk 10% OREENELLSLARH Y 7,
2. BEIRRIREENSEZEHOLE, RN— MFkSlIEZ VR — R LEEA,
3. A— MEEHIEHE QoS F 2 — U A MEROAT Y a— 1 VI ERFIERT G, A7Va—Y v
Z7E—RIPQEREL T ZENY,
4. IR 2 Mbit/s AL (<Mbit/s>M) TE L7234, show running-config/show startup-config Tl
kbit/s BAL CERRINET,
5. A— NEEHIE O SR A ERGEE A B X T A, AR — Mgl EE L A

o

(BEa< > K]
interface fastethernet

interface gigabitethernet
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control-packet user-priority

control-packet user-priority

ARSERN EHFMICE(ET 5 7 L — 20 VLAN Tag NICh 5 o —PEEEEZRE L ET, Ao~y FRRE
ERIERAHIR LTz & X1, ARMICRET 27 L— 202 —PEEEIET L0 £,
[ABRER]

WHORE - £
control-packet user-priority { layer-2 <User-priority> | layer-3 <User-priority> | layer-2
<User-priority> layer-3 <User-priority> }

RO HIR

no control-packet user-priority

[ABE—F]

(config)
[N A—=4]

{layer-2 <User-priority> | layer-3 <User-priority> | layer-2 <User-priority> layer-8 <User-priority> }
AIEENEBEMCEET 27— D2 —VERELZZELET,
1. ARRT A —HHWERE DRI
BIETEEE A,
2. EOBREH
O~THHRELET, RELBNoTNRTA—F O —FEREITT L7207,

[3< Y F AR DB E]
AEBERERINCHET D7 L — LD —PEEELT 720 5,
[BIE~NDRFE]

2L

REED RBREEHE]

ROEMARER, +IGERICKmENET,

EESHE]

2L

[BEEa<> K]

L

l_|
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IEEE802.1X

F£ofm LAYV2

e

AVT74450L—30av Y RERIE— KOG

aaa authentication dot1x default

aaa authorization network default

dot1x force-authorized

dot1x force-authorized eapol

dot1x force-authorized vlan

dot1x ignore-eapol-start

dot1x max-req

dot1x multiple-authentication

dot1x port-control

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x timeout keep-unauth

dot1x timeout quiet-period

dot1x timeout reauth-period

dot1x timeout server-timeout

dot1x timeout supp-timeout

dot1x timeout tx-period

dot1x vlan dynamic enable

dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic max-req

dot1x vlan dynamic radius-vlan
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dot1x vlan dynamic reauthentication

dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout tx-period




AVT745L—230aX Y FERIE— FORIG

A4 L—320a7y REREE— FOXG

IEEE802.1X D=7 4 VL —vara~vy RBARETE S, IEEE802.1X ORFEE— FERDORITRL
ij—o

#£19-1 avI7445L—Y3>av> K& IEEES02.1X MEREE— K

IEEE802.1X MERFEE— KX 4

R— MBI VLAN B f1zE5E

avr k4 (F#89) (EhE) (EpE)

aaa authentication dot1x default O O O

aaa authorization network default

- O

X

authentication arp-relay H1

ol O
X

authentication ip access-group H1

dot1x force-authorized

dot1x force-authorized eapol

O} NORIP

dot1x force-authorized vlan

dot1x ignore-eapol-start

dotlx max-req

dot1x multiple-authentication

dot1x port-control H2

dot1lx reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x timeout keep-unauth *3

dot1x timeout quiet-period

dot1x timeout reauth-period

dot1x timeout server-timeout

dot1x timeout supp-timeout

O|l0|O]O|O| O|O|O|O] O]|O|O|O|XxX|O]O| Of O
O|l0|O0|O|O| O|O|O0|O| O|O|O|O|0O|0O] X
|

dot1lx timeout tx-period

dot1x vlan dynamic enable

dot1x vlan dynamic ignore-eapol-start — —

dotlx vlan dynamic max-req — _

dot1x vlan dynamic radius-vlan — —

dot1x vlan dynamic reauthentication — —

dot1x vlan dynamic supplicant-detection — —

dot1x vlan dynamic timeout quiet-period — —

dot1x vlan dynamic timeout reauth-period — —

dot1lx vlan dynamic timeout server-timeout — —

dot1x vlan dynamic timeout supp-timeout — —

O|0|O0|O|O|0O|O|O|O|0O|0O

dot1x vlan dynamic timeout tx-period — —
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AVT45L—230avy RERIE— FOXE

FLAY
O RENEIE->TEELET,
— AT NFANTEETS, IELEEA,
X:avwry e ATEEEA,

EX1
g ROANENRZ EEENE, 122 LA v 23dGEdm) 22U T 7Ean,

X 2
AKawr ROREL, Bt — RO BRXICHELET,

% 3
ZIK:'V/ ]\@gﬁ Vct — }\E‘{Lmun (%E/]) kct()\j—‘_‘ }\E‘{Lmun (@]E@) :/:/7‘/1/:5‘_‘ ]‘f:bj-iﬁ
HLET,

X4

FRAEE— RORLAR LMWL, Tarv 747 L—v a4 FVol2] 22 LTLIEEN,
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aaa authentication dot1x default

aaa authentication dot1x default

IEEE802.1X O —HFRE X E%E LT,

[AHRR]

THHROE
aaa authentication dot1x default group radius

E O Bk

no aaa authentication dot1x default

[ABE—F]

(config)
[INSA—=4]

group radius
RADIUS #— N2 X 5 IEEE802.1X FBGEA TV E T,

[a< 2 FEREOBE]

AL

[BIE~DFE]

L

(3% B D = BR 524 ]

WA, T CIGERIC KBS ET,

1. ¥ XCo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIZARD £,

2. Ra<y RERENBIERFEL 2 F85ET— NI, [#£19-1 v 7471 —varavr R
IEEES802.1X OFRFEE— K] &R LT E él/\

3. RBRENMTHON TRV E, IEEES02.1X ORFERFIC RADIUS H— "% AT 8 A,

(BEa< > K]
aaa authorization network
dot1x system-auth-control

radius-server
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aaa authorization network default

aaa authorization network default

FORETT T L » TRRAE &7 VLAN fFHICHE > T, VLAN BAGERE (@hR) 2175 HalcE L £7,

[ANRH]

THHROE
aaa authorization network default group radius

E O HI

no aaa authorization network default

[ABE—F]

(config)
(NS A—=42]

group radius
RADIUS H#— 3|2 & % IEEES02.1X FHFE&E TV E T,

(2~ FEBROEE]

2L

ROEEARR, T ICEMICKmSNET,

1. 7T IEEES02.1X #%/E¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Ra<y RERENBERMFEL R HF85ET— NIk, [£19-1 v 7447 L —varavr R
IEEES802.1X @wu thE:E"‘ ]\J %%BE LT < 7L’ é AN

3. REBENMTOIL TV E, VLAN BAEEFE (B11) ZfEHTEERA,

(BEa~< > K]

dot1x system-auth-control

dot1lx vlan dynamic enable

aaa authentication dotlx

radius-server
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dot1x force-authorized

dot1x force-authorized

RADIUS FBFEST A &AL, #EEs
FEEE T —DRRAELTZHAEIL,

j‘o

[AHFH]

fEMoRBE

dot1x force-authorized

(GE2LEZS

no dotlx force-authorized

[ASE—

]

(config-if)

AP

L

—4]

[2< > FEEEFRDEE]

2L

[BEE~DEE

L

ROEEARR, T ICEMICKmSNET,

[ 72 & C RADIUS $r— \E5E & 7213 RADIUS — "~ U 7 = &
éﬁiﬂ‘ f‘ Tmu nﬁg;k L7272 [V nEXT%j%j{%gﬁﬁﬂJm IZF8 uEnq:Tflj( =L LE

1. ¥ XCo» IEEES02.1X #%/E 1%, dotlx system-auth-control 2~ R&FRET D Z & THEIZARD £,

ro

Ko~ FERENEIERRE & 72 HR8FEE— RiX

IEEE802.1X OFEFEE— R &ML T 72 él/\

3. AtRelxEX =T ¢ EOMEE 725 WH

4. Ra<r FIIROEMCEERAGNI 2D 7,
e Tl ar 7470 Lb—y g NI RTCERESNTWNWSLZ L

dot1x system-auth-control
aaa authentication dot1x default group radius
radius-server

dot1x port-control auto x

switchport mode access #

dot1x force-authorized *
FUAYH T 2= AIRELTLIEEN,

* RADIUS —"~OHEFET, TrROT ATy bu RS =5E
+ Failed to connect to RADIUS server (IP=xxxxXXXXX)
THhHU ha s, #EH < R show dotlx logging THERR TX £7°,
5. JRIFIFRGEFFALRIEIY, MEm R OFRGEAERR & LIRS E T,

[#£19-1 v 740 L—ygravwr Re

EMENRH Y £FTOT, HoRito LTS IZE N,
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dot1x force-authorized

292

(BAEa< > K]

dot1x system-auth-control

aaa authentication dot1x default
radius-server

dot1x port-control

switchport mode



dot1x force-authorized eapol

dot1x force-authorized eapol

IEEE802.1X DIBHIFRFERR E T &L > TRRAER iR &4 M A FRALRF rIRiE & L7z & &, FRARRICX L
TALEEE )5 EAPoL-Success & /37 v M aEE LET,

[AARHK]

TR DK E

dot1x force-authorized eapol

THHROHIBR

no dot1x force-authorized eapol

[AAE—F]

(config)

[185A—=4]

el

[a< > FERRFFDOEE]

L

[BE~NDFE]

2L

(5% 7E B 0D I BR324 ]

REME TR, T ICEAICKBSET,

[EEHIE]

1. +_TCo» IEEE802.1X #% €%, dotlx system-auth-control =~ REZFRET D Z & THMIZZ2Y £,
RO~y RERENEMERIRE L 72 2885 EE— RNiE, [5£191 av 747 b—varavwr RE
IEEE802.1X OFEFEE— K 2L T E &N,

3. 2& a< R j:, TEE a2 R E&Hﬂ; ) aﬁﬁ%”wu M ntFm‘H#@ibﬁE&:}i@% = ﬂi'ﬁ—o
o AN— NENIFEEE (§#RY) : dotlx force-authorized
o AN— NEANIFEEE (1Y), VLAN HALFERGE (818Y) : dotlx force-authorized vlan

[BEEa<> K]

dotlx force-authorized

dotlx force-authorized vlan
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dot1x force-authorized vian

dot1x force-authorized vian

294

RADIUS FRGES 2 g, #REEFEE 7 £ ¢ RADIUS ¥ — 854 % 72 13 RADIUS 4)'“‘/§’\@ U 7 TR
]\Jié1517’_‘753%§§£ L725AIT, YA — b CRBGEELR U 72 3RGERM SRR & SR 10 | GRAE RS rl IR e
AL VLAN 2% él'(i@‘

[AARK]
RO E - AR

dot1x force-authorized vlan <VLAN ID>
15 R DI B

no dotlx force-authorized

[AKE—F]
(config-if)
(185 A—=4]

<VLAN ID>
TR FRRERT AIIRFIZ N 0 24 C 5 %GE% VLAN ID #3%E L £,

1. RXT X —ZEBWEEOYIHE
B TEEE A,
2. fEOFKERM
[T A—H|ZHRETE D) 2BBLTLEEW, 7272 L, 74V b VLAN (VLAN ID=1) (3%

ETEE A,

(3= FEEFROEE]

L
BE~NDEE]
L

REMELE, TITEAICKBEIET,

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,
2. Ka~wy FRENEERRRE R DFFEE— FIE, [R19-1 a7/ bv—varavr R
IEEE802.1X OFBIEE— | #ZML T 230y,
3. vlan =< FT mac-based (MAC VLAN) %% E L T2 VLANID #3E L T2 &0,
4, AT EX =2V T 0 LOMBERDIFRERH Y ETOT, +oReto ETHEHI SN,
5. Ko<y NIXROEETIMEREZN L 20 7,
s TRDOAV T AT L —va BT RTHREINTNDHI &
¢ dotlx system-auth-control
e aaa authentication dotlx default group radius

¢ radius-server

¢ dotlx port-control auto HLXA4



dot1x force-authorized vian

« aaa authorized network default * 2

+ dotlx vlan dynamic enable * 2

+ dotlx vlan dynamic radius-vlan * 2 %3

e vlan <VLAN ID> mac-based %3

« switchport mac 3% 4

+ switchport mode mac-vlan * 4

« dotlx force-authorized vlan * 3 % 4
AN— FEAZFERE (@) TEEHT 5 L ITHEL T ZE N,
X 2
VLAN HfF8FE (BRY) CTHEAT2ESITHRELTIEI N,
X 3
[ U VLANID Z8%7E L T 72 &0y,
¥4
FLA S H 72— RTHRELTIIEIN,
* RADIUS #—/~DXET, FiLOT AUy b7 BRSNS
- Failed to connect to RADIUS server (IP=xxxxxxx)
TAUY hrJi, @A a3~ K show dotlx logging THER TX £97,
6. TRHIFRFEFTALREIY, UMK ORI & & IR INET,

[(BEa~<> K]

dot1x system-auth-control

aaa authentication dot1x default
radius-server

dot1x port-control

aaa authorized network default
dot1x vlan dynamic enable
dot1x vlan dynamic radius-vlan
vlan

switchport mac

switchport mode

295



dot1x ignore-eapol-start

dot1x ignore-eapol-start

296

Supplicant 75 O EAPOL-Start {52, EAP-Request/Identity 3T L2V L IR ELE T,

[ANRH]

M ORE

dot1x ignore-eapol-start

E o Bk

no dotlx ignore-eapol-start

[ABE—F]

(config-if)

(NS A—=42]

2L

[O< > FEREFDENE]
el

BIE~NDEE]

2L

[y |

5

REBD KR ]
EMAEE, BB S ET,

CEEFIE]

. T XTo IEEES02.1X % &%, dotlx system-auth-control =~ REZRETDHZ L THNTRD F7,

AKoa< RRENEBMEARE L R 2WIEE— FIE, %191 a7 4L —varavwr R
IEEE802.1X OFFFE— ] 2L T &V,

3. dotlx port-control =~ RNWEINTWRWEARI~ L RITEMIT/D FHA,
4. KRz~ Fid dotlx reauthentication =~ > RAFRE STV T, 53D dotlx supplicant-detection =

~ 2 RO disable DFRENRNA V4 7 2 — AT HRETEET,

dot1x supplicant-detection =~ K® disable & EL7-A >V ¥ 7 =—ATiE, Ka<wr K%
FEHA,

ARKa<r RERE LA, nodotlx reauthentication 2~ R CTHIRFEZ FEM L2V EICT D &
ITTEETA,

T

Re

(B&Ea< > K]

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x port-control



dot1x max-req

dot1x max-req

supp-timeout % # X 72D EAP-Request F X DR RIEA R E L E T, HREEBIARMHEEEZ 725
&, AR EHE L E T

[AARR]
fHMOBRE - £H
dot1x max-req <Counts>

RO HIER

no dotlx max-req

[AAE—F]

(config-if)
[R5 A—4]
<Counts>
EAP-Request FiE D REHEZHE L T,
1. RXT A — X B OHHE
B CTXEEA,
2. MEOBEHIPH
1~ 10 ([a])

[a< > FERRERFDENE]
EAP-Request #3602 [A T,
RIE~NDEE

L

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,
Ka~vy FREVPEIERRE L ROWFEE— NIE, [£191 ar747b—varavr R
IEEE802.1X OFEFEE— K| ZHH L TLIZ&EW,

3. dotlx port-control =~ FMMBEINTWARWVWERIa~Y RIZANIRD A,

v

[BEEa~< > K]
dot1x system-auth-control
dot1lx timeout supp-timeout

dot1x port-control
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dot1x multiple-authentication

dot1x multiple-authentication

IEEE802.1X OFEFEY 7 — REMARGEE— RICRE L E T, WK D & ICHIEEZITY, i FRITIG U
THEASEZRE LET, EEIRREOBERNRRICR Y 7,

FRREY 7 — NIRRT — RRERE SN TWRWEE, it 7E— Ny 7 vE— N2 £9,
VU NAE— R, 1 BEOMERTERIEL, Ba i LEd, BHERRN SR Iz L &1, HEAS
/5771“_‘;{75)3|5uuu 'lj( /\*&TTL/ij—

[AAR]
WHORE
dot1x multiple-authentication

E o Bk

no dotlx multiple-authentication
[ABE—F]
(config-if)
(NS A—=42]
2L

[O7 2 FERREFDEIE]
FEHY T B — NI e — RIZR D £,

[BIE~DFEE]

RAEY 7 — FEEE Liche, RES /57I“‘X@nunﬁﬁﬁf IR E N D7), FRRER AR I
AN LI TT, FHEFES LD E CHIBAALREBIZZ2 Y £,

[EREED & BRI 4]
REMEER, T CICEMICKBRShET,

CFrExE]
1. 7T IEEES802.1X % /E 1%, dotlx system-auth-control =~ R&RET D Z & THIZ/R D £9,
2. Ra~<y FREVEEARE L RDWIAEE— L, [£191 ar 747 b—varavr e
IEEE802.1X OFBFEE— N 2B L T ZE W,
3. dotlx port-control =~ KT auto BEEINTWRNE, Ra<wy NIIEDIRY /A,
4. WY TE— FEEE LTIZGA, BEA VX 7 = — AORTEREIINEL SN 570, RIEFEAIRARL
FRRRENMLEETT,
5. mac-address-table static 2~ > R T E IR OIIEILX TR E 2D 7,
. ZIK:"?/ RRBHE (T VE— )
FREX R ORI FRARIC T L T Audsiu@m L £ A,
o Ka<wy FRE (BARIEE—R)
dot1x port-control =~ > KM auto 2i%E S A7 IREE CIXERGEREIZ 2030 b T ICBEFTRE T,

1|
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dot1x multiple-authentication

[BEa< > K]
dot1x system-auth-control

dot1x port-control
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dot1x port-control

dot1x port-control

BREA X T = —AIZK LT, portcontrol IREEDFREZITWET, £z, ZOa~vr REANTLH
T, IEEE802.1X N—  B{\F8iERE 2 A 2c L £,

[ABRH]
fHMOBRE - £H
dot1x port-control {auto | force-authorized | force-unauthorized}

(GE2LEIZS

no dotlx port-control

[AAE—F]

(config-if)
[T A—=4]
{auto | force-authorized | force-unauthorized}
auto
IEEE802.1X FRAEZATV, FRALMRITIS UTREA 7 = — AITHHHE S 412 i AR O B O " 75
ZHELET,
force-authorized
IEEE802.1X FBAEAATRWT, REA V¥ 7 = — ACEFH SN DML FICH@m s LE
T, A— MEAGEREE FFH)) VU NE— RO L X TEITREFRE T,
force-unauthorized
IEEE802.1X AL A ITH/RWNT, BEA V¥ 7 = — ATEH SN DAL FICHE A & LE
9, BA— FENGERE ) L NAE— RO L EETRENETT,
1. AT X —ZEWR O HME
AR TEERE A,
2. fEOREHRIPH

auto, force-authorized, & 72(% force-unauthorized

(a7 FERREFDEE]

A=k E‘{Lmu thE*}l% iéﬂ{}dy’cj—

[BIE~DFE

2L

EX TE (B D S BR324 ]

EEEER, T<ICEHICRBENET,

CFEEHE]

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,
ARa<wy FREVSEEARE L 2AWFEE— KL, T£191 arv 7447 Lb—varavr R
IEEES802.1X @wu thE:E"‘ ]\J %%BE LT < 7L’ é AN

3. AN— NENEREE FFHY) ZEARRE, RUCA v X 72— A TFTRHRERTELTLEZEY, (=P xRy b
A BT x2—A, "= F ¥ RN A L Z 72— ATHRENHETT,)

[ |

e

v

300



dot1x port-control

¢ dotlx port-control auto
¢ switchport mode access

e switchport access

4. A— NEAFERE (@) ZEAFRL, FCA ¥ 72— R TFREBFELTLEIN, ((—FxRy b
AVH T 2= AP REFHETT )
¢ dotlx port-control auto
e switchport mode mac-vlan

¢ switchport mac

5. Y%A — M Z authentication ip access-group =~ K, F721% authentication arp-relay =~ K3
RESNTWD LE, Ravy RIXTROEMETHIBRTE T,

e web-authentication port ¥ 7213 mac-authentication port 7% &K

6. dotlx multiple-authentication =~ > RFHE STV WA, BiEY 75— RiZv v 7 E— R
2720 E79,

[BEEa< 2 K]

dot1x system-auth-control
dot1x multiple-authentication
switchport mode

switchport access

switchport mac
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dot1x reauthentication

dot1x reauthentication

IEEE802.1X OFRFEAKEhT%, Supplicant O FFEFEEZ AT HNE I NERE LT T, KRENAIIC
% L, dotlx timeout reauth-period =~ > K CRET D EO EH THFEFEH EAP-Request/Identity ff
Supplicant {Z%f L CEH L, Supplicant OHFEGEEIE L £,

[ANRH]

MO E
dot1x reauthentication

THHOHIBR

no dotlx reauthentication
[AAE—F]
(config-if)
(NS A—=4]
el
(a7 Y FEREBDOENE]

2L

[BE~DHE

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET LI & THIZRD £,

Ka~y FREVEERRE L ROWFEE— NIE, [£191 ar747L—varavr e

IEEE802.1X OFRFEE— ) #ZM L TL té AN

3. dotlx port-control =T~ > FRREINTWARWERa~ Y RITAMIRY THA,

4. dotlx ignore-eapol-start =~ > RS E STV 5 &, no dotlx reauthentication =~ > K TGRS
EEBLRWVEEIZTDZ LIXTEEEA,

v

(BEa~<y K]

dot1x ignore-eapol-start
dotlx timeout reauth-period
dot1x system-auth-control

dot1x port-control
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dot1x supplicant-

dot1x supplicant-detection

detection

AT 7 — FICIARRAEE — F&fRE LR ORI OBELHRE L £
[AARH]

THWORE - BE
dot1x supplicant-detection {disable | shortcut}

fE O HI

no dotlx supplicant-detection

[ABE—F]

(config-if)

[INSA—=42]

{disable | shortcut}
FREY 7 — RO RRGETE — FRERFOF AR OEELZHE L ET,
disable

FREHY 7 — FEUARREEE — NICERE L7z & E O F#lmARMR HH EAP-Request/Identity 215
BRZMIE L £, EEAMIEKKOIZOOFGEY — 7 » ADEMIZ L > T, REHIEL 2D

Supplicant Z @ L CWAGEICRE L TLIZEW,

HKNT A —H B RE LIGA, WA LEERREE IR TE /W4 A 7D Supplicant IL723F % B

ATEEHA,

shortcut

FREHY 7 — R R ARRIEE — NICERE LTz & & 0 F#lmAMR A EAP-Request/Identity % &
Bz~ TF X v 2 FEELET, £72, AMKRO 7 OICRIEHRHRROBIEY — 7 v X 2 E 1

LET, Al SF8REE BIA T X 72 4 A 7@ Supplicant ZfH L TW B EITRE
TEIu,
ARRT A =2 BFJE LG, —E80 Supplicant 2AEFIZEME L 72T, BN KA
LET,
1. ARRT A —Z R DY
AIETEEEA,
2. fEOFRERP
disable, shoortcut

[O<7 > FEREFDEIME]
G AR HEMENT shorteut (2720 F97,

[BIE~NDFE]

L

REMEFH, TICERICKBENET,
EEEIHE]

LT<

A5 IR

1. 7XTo IEEE802.1X 3%/, dotlx system-auth-control 2~ REZFHET D Z & THMMIRD £,

2. Ko~ NERENEERBEL RAFEEE— NIE, [£19-1 arv747Lb—vgravr R
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dot1x supplicant-detection

IEEE802.1X OFEFEE— K| &ML T IZEW,

3. dotlx port-control =~ RNWEIN TN RWEARI~ L RITEMIZ/D £ A,

4. K=< Fid dotlx multiple-authentication =2~ > REHE LI GATZ AN £9°,

5. dotlx ignore-eapol-start 2~ RZFHE L7z A > ¥ 7 =— AT dotlx supplicant-detection =< KD
disable ZFXETHZ LIFTEEHA,

[(BEa~<> K]

dot1x ignore-eapol-start

dot1x multiple-authentication

dot1x system-auth-control

dot1x port-control
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dot1x system-auth-control

dot1x system-auth-control

IEEES802.1X # BN LE 7,

[AHRR]

OB E
dot1x system-auth-control

E O Bk

no dot1x system-auth-control

[ABE—F]

(config)
[N A —%]

2L

[3< 2 FEERREFDEIE]

7L

[EIE~NDFEE]

L

[BREMED R BRE2HE]

REMAET R, + ITEMICKBESILET,

1. Ka<wy FRENBIEFR L L AWFEE— NE, [R191 ary74/b—varavr e
IEEE802.1X OFRBFEE— ] ML TIZE W,

2. EAPOL 7+ U —7 ¢ V' ZHREDRE SN TV D HAIE, Az~ P (272 v IEEE802.1X 134
M2 FH A,

3. aaa authentication dotlx default group radius 2~ RABFE I N TV &, IEEES02.1X D783
FFIZ RADIUS h—RZfEHTE EH A,

[BEEa~< > K]
12protocol-tunnel eap

aaa authentication dot1lx default
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dot1x timeout keep-unauth

dot1x timeout keep-unauth

EREEH T E— R RV U TNV E— RDA L F T 2 — A2 2 B LOWENER SN-ERIS, A F2 T 2—R
OBGEARFDIRRE 2 R FFT DR 2 AL CRRE LE T, FREEmMAIC DWW T, AREFERGE % FRERED &4
g Lfé: D jij_‘o

[ANRH]
fEmOBIE - ZH

dotlx timeout keep-unauth <Seconds>

(GE2LEZS

no dotlx timeout keep-unauth

[ABE—F]

(config-if)
(/8T A—4]
<Seconds>
FRAEY T E— RNV VL — RO L X2, BUARFDIRIEZ REFT 2R 2 VAL CRRIE L 7,
1. RXT X — 2 BWEREOHHE
BRETE EH A,
2. fl DR EHIPH
1~ 65535 (B)
(a7 Y FEREDENE]
BRI A RLIRAE 2 R FF 9 D RERETIE 3600 BT,
[BIE~NDEE]
2L
[EREMED Rk E2HE ]
BOAAR ARRENFAE LT & &
AESIHE]

1. 9XTo» IEEE802.1X #% 1%, dotlx system-auth-control =~ REZFHETH I & THMIR Y £,

2. Ka<r NREDEBMERREEL R HBFEE— ML, 1£19-1 2747 Lb—varav R
IEEE802.1X OFFFEE— ] ZZML TIZE W,

3. dotlx port-control =~ RNFEIN TV ERTI~ 2 RIZEMNIRD A,

4. Ka<r ROZEMEX, RAEPTE—RBV U INVE—RDOA 2 E 7 == AR FEHA S ET,

(B&Ea~v > K]
dot1x system-auth-control
dot1x port-control

dot1x multiple-authentication
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dot1x timeout quiet-period

dot1x timeout quiet-period

IEEE802.1X DFBFERME D Y%A v ¥ 7 = — A TOHRILINFEAREFIEM 2 A CRE L £, AR
Wi, EAPOL /{47 v hDEHIIITHY, 5o, {5 EAPOL N7 v M &ML, BB EITWERT A,

[AARR]
fHMOBRE - £H
dot1x timeout quiet-period <Seconds>

RO HIR

no dotlx timeout quiet-period

[AAE—F]

(config-if)
(185 * —4]
<Seconds>
FERRGER RER R RF) 2 DAL CRRE L E T,
1. AT A —H B UERE O I fiE
BT ERA,
2. EOEHIPH
0~ 65535 (7))

[2< > FEEEFRDEE]
IR RFFIE RIS 60 BT,

[BIE~DEE

L

[EREMED R BR 2]

PRI CHEFRRLIRRBIZ R o To & &
EESHE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Aa~y FRESBEIREL R DMAEE— ML, [£191 ar 747 b—varavr e
IEEE802.1X OFEFEE— K| ZHH L TLIZ&EW,

3. dotlx port-control =~ FMMBEINTWARWVWERIa~Y RIZANIRD A,

[BEEa~< > K]

dot1x system-auth-control

dot1x port-control
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dot1x timeout reauth-period

dot1x timeout reauth-period

308

IEEE802.1X OFBIEM N, Supplicant OFFFRIAEETT 5 A A HEA TRE L £, AMHEO Y CTHER
H EAP-Request/Identity % Supplicant (Z%f L CiEH L, Supplicant O FHFEIELZME L E T,

[ABRH]
fHMOBRE - £H
dot1x timeout reauth-period <Seconds>

RO HIFR

no dotlx timeout reauth-period

[AAE—F]

(config-if)
[IN5A—=4]
<Seconds>
Supphcant DFERIEEAT O A EZ R TRE L ET,
. RRNT A —H B OFTHME
BT EHA,

2. (B E il
1~ 65535 ()

[O<7 > FERREFDENE]
Supplicant OFHFFEAZAT 5 JAHIE 3600 T,

BE~DEE
L

(5% 7E B 0D = Bl 324 ]

o BIEBIEH DX A ~BHA LT T RL, XA~HENR0ICRolo b &

e JEM 22~ K clear dotlx auth-state #5347 L, FRRERALF 7o (32 & BAL CORBGEMEPRZ Eliti L7- & %
o AR AR DMEE L 72V IR RE O FRRE AL TREGEM AR DFBFEN LI LTz & &

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ka~wy FRENEERRRE RDFIEE— NIE, [R19-1 a7 bv—varavr R
IEEE802.1X OFBFEE— ] B ML T ZE W,

3. dotlx port-control =~ > }\fP RESILTCWRWERa~<> RIZEDCD ¥ A,

4. Kz~ Fid, dotlx reauthentication 2~ > RIZ L > THEEZIT IR EICR LRV EFNIRD F
A,

5. XT A =X DO EMIT dotlx timeout tx-period 2~ FTHRTE LML D KEREEZREL LS
W,



[(BAEa< > K]

dot1x timeout tx-period
dot1x reauthentication
dot1x system-auth-control

dot1x port-control

dot1x timeout reauth-period
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dot1x timeout server-timeout

dot1x timeout server-timeout

310

AL — N & OFEE B D REROIGER DR M2 EA CRE LETS
[AHRH]

WHORE - 20

dotlx timeout server-timeout <Seconds>

H OBk

no dotlx timeout server-timeout

[ABE—F]

(config-if)

(/85 A—=4]

<Seconds>

ISEFFHIER 2R CRELE T
1. ARoRT A —HBAREHE O AT il

B TEEEA,
2. [EOFEH

1~ 65535 ()

(a7 2 FERREOBE]
IEERF BRI 30 BT

[BIE~NDFE]

L

[

REED R BRE2H ]

BEMERTOZ A ~NEA LT T RL, ZA~ER0ITRoTn b &
PRGEALEEDSBRAGE LT & &

CFrEsE]
1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

3.

Kawy RRENEARE R HRIEE— NI, 1£191 avr47Lb—varavr e
IEEE802.1X OFEFEE— K #ZBRL T 7Z&W,
dotlx port-control =~ > RRRE SN TWRWERaT~ Y RIIAMIRY THA,

(B&Ea< > K]

dot1x system-auth-control

dot1x port-control



dot1x timeout supp-timeout

dot1x timeout supp-timeout

Supplicant ~%{H3 2% EAP-Request (2%} LT, Supplicant 2> DIGERE 6 REH &2 RV AL TERE LE T,
BREMISENI2NEE, EAP-Request Z ik L £,
[AARR]

fHMOBRE - £H
dot1x timeout supp-timeout <Seconds>

RO HIR

no dotlx timeout supp-timeout

[ABE—F]
(config-if)
(/85 A —%]
<Seconds>
Supplicant 76 DIEEFF B Z P EAL TRE L ET,
1. RXT A — X B OHHE
B CTXEHEA,
2. EOEHIPH
1~ 65535 (F)

[3< > FEBREFDBE]

Supplicant 7> & OIEFF HRFHIL 30 #TT,
[BEE~DEE

L

[EREMED R BR 2]

o BUEBMEFT DX A ~NEA LT U ML, ZA R0 ITholz b &
o RAELHENBIRLT- L &

CFEEIE]

1. +_TCTo» IEEES02.1X 3% /&%, dotlx system-auth-control =~ R&FRET D Z & THZIZ/RD £,

2. Ka<y NREDEBMERREE R DF8REE— NI, [£19-1 a7 47 L —varavr RN
IEEES802.1X OFEFEE— K] &R L T &,

3. dotlx port-control =~ RMFEIN TV RWE R~ RIFADIRD FHA,

(BEa< > K]

dot1x system-auth-control

dotlx max-req

dot1x port-control
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dot1x timeout tx-period

dot1x timeout tx-period

312

IEEE802.1X A%#hF D, EAP-Request/Identity D%k HERE A EAM TR ELET,

[ABRK]
RO - £
dotlx timeout tx-period <Seconds>

E o Bk

no dotlx timeout tx-period

[ABE—F]

(config-if)
(RS A=5]
<Seconds>
EAP-Request/Identity D% IR A4 # AL TROE L £ 7
1. RRT A — 2B OHHE
AT EHA,
2. E DR T HiH
1~ 65535 (B)

[O< 2 FARREFDEE]
EAP-Request/Identity @ 2% HEk@IX 30 #B>C¢9,

[BIE~NDFEE]
L

[ER7E B 0D Sz B 2244 ]
s BIEBET DX A~BIA LT T RL, HA~HEN ORIz L&
e JEM =2~ K clear dot1x auth-state #5347 L, FRRERALE 7o (32 E BAL CTORBEMIRZ L L7 & X

CFrEsE]

1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Ko<y FRENEEAREL R DFGEE— NIE, 1£19-1 ar74 7 Lb—varavr e
IEEE802.1X OFEFEE— K #ZBRL T 7Z&W,

3. dotlx port-control =T~ > RRREINTWARWERa~ Y RITAMIRY THA,

4. RT A —=H DOFEMEIE, dotlx timeout reauth-period =~ FTHE LEL W /NS 2%
<IE&EWND,

Re
i
i
A

(BEEa<T Y K]
dot1x timeout reauth-period
dot1x system-auth-control

dot1x port-control



dot1x vlan dynamic enable

dot1x vlan dynamic enable

IEEE802.1X VLAN HAFEFE (B1H)) Z AL ET,

[AHRR]

OB E
dot1x vlan dynamic enable

E O Bk

no dotlx vlan dynamic enable

[ABE—F]

(config)

[INSA—=4]

2L

[a< > FERERFDEE]
el

BIE~NDEE]

2L

REMELE, T ITEAICKBREIET,

1. T IEEES02.1X %1%, dotlx system-auth-control =~ R&FRET D Z & THZIZ/R D £9,

2. Ka~y FRENEERRRE R DFEE— NIE, [R19-1 ar747b—varavr e
IEEE802.1X OFFEE— K| 2B L T EIVy,

3. dotlx vlan dynamic enable =~ > K& &R ET 5454, aaa authorization network default group radius
A< ROREETORWVERDIRY EH A,

4. Ra<y RRREIN TV L, 97To VLAN B7RGE (B0) BEREIL, Ashicen ¢4,

[BEEa~< > K]
dot1x system-auth-control

aaa authorization network default
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dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic ignore-eapol-start

Supplicant 75 O EAPOL-Start {52, EAP-Request/Identity 3T L2V L IR ELE T,

[ANRH]

THWORE
dot1x vlan dynamic ignore-eapol-start

E o Bk

no dotlx vlan dynamic ignore-eapol-start

[ABE—F]

(config)

(NS A—=42]

2L

[O< > FEREFDENE]

el

BIE~NDEE]

L

EREED R BRE2H ]

BREMATS, TICERICKBENET,

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ka~wy FRENEERRRE RDFFEE— NIE, [R19-1 a7/ bv—varavr R
IEEE802.1X OFBFEE— ] 2B L T ZE W,

3. dotlx vlan dynamic enable =< RBREINTWRNWE R~ FIFAhIRD FHA,

4. Az~ FiE dotlx vlan dynamic reauthentication =~ KMWEEE S TCWT, 2> dotlx vlan
dynamic supplicant-detection =~ > K disable D& ENRNA X 7 = —RZTETRETEET,

5. dotlx vlan dynamic supplicant-detection =~ F#% disable [(ZHE LTzA > ¥ 7 = —ATIL, Ao~
UV REBRETEZERA,

6. Ko~ FEHTE LA, nodotlx vlan dynamic reauthentication =~ > N CHFRIEE I L 72\
LOICRETHZ LIFTEEREA,

(B&Ea< > K]

dot1x vlan dynamic reauthentication

[y |

I

dot1x vlan dynamic supplicant-detection
dot1x system-auth-control

dot1x vlan dynamic enable
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dot1x vlan dynamic max-req

dot1x vlan dynamic max-req

supp-timeout % # X 72D EAP-Request F X DR RIEA R E L E T, HREEBIARMHEEEZ 725
&, AR EHE L E T

[AARR]
fHMOBRE - £H
dot1x vlan dynamic max-req <Counts>

RO HIER

no dotlx vlan dynamic max-req

[AAE—F]

(config)
[R5 A—4]
<Counts>
EAP-Request Ffix D KEEEZFHELET,
1. RXT A — X B OHHE
BT ERA,
2. DR EHA
1~ 10 ([a])

[a< > FERRERFDENE]
EAP-Request #3602 [A T,
RIE~NDEE

L

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,
Ka~vy FREVPEIERRE L ROWFEE— NIE, [£191 ar747b—varavr R
IEEE802.1X OFEFEE— K| ZHH L TLIZ&EW,

3. dotlx vlan dynamic enable =< RBREIN TV RN ERa< Y FFAEDTRD /A,

v

[BEEa~< > K]
dot1x system-auth-control
dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic enable
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dot1x vlan dynamic radius-vlan

dot1x vlan dynamic radius-vian

IEEE802.1X DOFRFERHZ RADIUS #— 33 63%(F S5 VLAN F#IC L » T, #8972 VLAN #1024 T4
#FA[9 % VLAN Z#%E LET,

[ABRH]
THHR O IE
dot1x vlan dynamic radius-vlan <VLAN ID list>

THHDOLEE
dot1x vlan dynamic radius-vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

H RO Bk

no dotlx vlan dynamic radius-vlan

[ABE—F]

(config)
(/N5 A—=4]

<VLAN ID list>

IEEES802.1X ZREFRE &9 % VLAN & VLAN ID 2% & L9, LFEFIREKRHD VLAN %

RE ST VLAN [CE &R F7, REBICKRRED VLAN [ IRETE EEA,

1. AT A — 2 BWERE ORI
BT EHA,

2. O EHH
<VLAN ID list> OFEFE, £z, HEOREHMAICOWTL [RTA—FITHETE 2MH] 2%
BLTLEEW, 2L, Z2oa<> FTF 74/ b VLAN (VLAN ID=1) IR ETE 8 A,

add <VLAN ID list>

IEEE802.1X §8Ea% & % 1@ FH 92 VLAN (280195 VLAN Z§% & L £ 7, AREEICKHKED VLAN

IRETEERA,

1. AT 2 —Z B O HE
B TEEREA,

2. fEOFRE L
<VLAN ID list> OFRESIE, £, MOREMAICOWTIE T A—FITHBETE L] &%
LT ZEW, 72720, Zoa~wy FTTF74/L h VLAN (VLAN ID=1) & ETE EHA,

remove <VLAN ID list>

IEEE802.1X FRFERX E & 3% VLAN 225 HIBR 95 VLAN Z3%E L9, AREHICRFED

VLAN (IRRETE E£H A,

1. ART A — 2 AR ORI
B TEEHA,

2. DR EHFH
<VLAN ID list> O EHIE, £, HOREHPICOWTIL 3T A—F] ’?'“E'C“% i8] &%
LTLLEE W, L, Zoa<wy RTF74/0 k VLAN (VLANID=1) 3#ET& £ A,

(2~ FEBROEE]

2L
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dot1x vlan dynamic radius-vlan

[BEE~DEE

L

1. ¥ XCo» IEEES02.1X #%/E 1%, dotlx system-auth-control 2~ R&EFHETDHZ & THMIRY 7,
2. Ka<wy FRENMEARE RHRIEE— NI, 1£191 a7 7 b—varavr e

SIS S

IEEE802.1X OFEFEE— K| 2L TLIZ&EW,

dot1x vlan dynamic enable =¥ > R E STV eWE Ra~< >y RIFEICRY A,
T A—4 <VLAN ID list> I, #&E##H»D MAC VLAN @ VLANID [Z[RY R ETE £,
VLAN HA7F8GE (#hH)) TRETE 2K VLAN 3 256 T,

VLAN 2#PHRREDOBA, T3CTH VLAN AR EAETRTUET T —I122 0 £3,

[B&Ea< > K]

vlan

dot1x system-auth-control

dot1lx vlan dynamic enable

switchport mac
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dot1x vlan dynamic reauthentication

dot1x vlan dynamic reauthentication

318

IEEES02.1X DOFEGEAEN%, Supplicant O FHRGEEZ BN T HMNE I DEHRE LT T, KRENHIZ
% L, dotlx vlan dynamic timeout reauth-period =~ > KT E T 2 O JEAH THEFEH EAP- Request/
Identity % Supplicant (2%} L C6H L, Supplicant O FHFEAEEE L ET,

[ANRH]

THMOBE

dot1x vlan dynamic reauthentication

THHOHIBR

no dotlx vlan dynamic reauthentication

[ABE—F]

(config)
(NS A—=4]

L

[

a7 Y FERREDE)E]

2L

[

BIEANDEE

L

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET LI & THIZRD £,

v

Ko< RREDBEARE S R HWIEE— FIE, [£19-1 a7 4L —Ygaravwr R
IEEE802 ].X@wuuﬂi%"‘k] %?%BEL“C<7’:_§1/\

3. dotlx vlan dynamic enable =< RREEIN TV W ARKa<w» RIFEMIRY FHA,
4. dotl1x vlan dynamic ignore-eapol-start =~ > R E 4TV 5 &, no dotlx vlan dynamic

[

reauthentication =~ > N CHFRIEZ T LR VEREICT D Z LIXTE EHA,

BEa< > K]

dot1x system-auth-control

dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable



dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic supplicant-detection

FHURRBR M OBELRE LET,
[ABRH]
THWORE - BE
dot1x vlan dynamic supplicant-detection {disable | shortcut}

fE O HI

no dotlx vlan dynamic supplicant-detection

[ABE—F]

(config)
[INSA—=4]

{disable | shortcut}
MR OBEEZRTE L E T,

disable
SRR H H EAP-Request/Identity 255 LB 2 1L U 9, HEE AR O 72 OFRGEY —
7 ADEMGIZ L - TEFEME L 7225 Supplicant Z{#H L TWAHAITREL T EE W,
RXTG A =25 E LI E, MR BREFEE B CTX 72\ & A 77 ? Supplicant |XF3FE% B
A CEEHEA,

shortcut
HT LI A EAP-Request/Identity KEENFL T, AMEIRO 72 DIZFRAEE AR ORAE S — 7
VAEEMELUET, AR DREREE BAG TE 22 A 7@ Supplicant Z#HEH L TWAGAEIC
BELT RS,
AT A—=F EBFE LA, —HBD Supplicant 1T EFICEME L2V T, BIEN—RAJICfE 1L
LET,
1. AT X —Z BRI O Y HME
AR TEEE A,
2. O E
L

[O<7 > FEREEDEIE]

SR AR HEEIT shorteut T,
BIE~NDEE]

L

ERTE 1B 0D Sz B 5248 ]

BREMAETS, T ICERICKBENET,

[EEHIE]

1. +Co» IEEE802.1X #% €%, dotlx system-auth-control =~ REZFRET D Z & THMIZZ2Y £,
AR RRENEERRRE R HREEE— NI, [£191 ar 747 b—varavr N
IEEE802.1X OFRIEE— ) #ZML T E X0,

3. dotlx vlan dynamic enable =< RBREIN TV RNE R~ RiFAITRD /A,

l_|
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dot1x vlan dynamic supplicant-detection

4. dotl1x vlan dynamic ignore-eapol-start =~ > FZRE L7 A > ¥ 7 =— AT dotlx vlan dynamic
supplicant-detection =~ K™ disable #5%ET 5 Z L IXTE EHA,

(BEEa<T Y K]
dot1x vlan dynamic ignore-eapol-start
dot1x vlan dynamic enable

dot1x system-auth-control
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dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout quiet-period

IEEE802.1X DFBFERIL D Ei%A v ¥ 7 = — A DIEFRALIRBER R 2 RV AL CRE L E 77, ABRERMAN
1Z, EAPOL /%7 v FOEHIFTHT, 2o, %15 EAPOL /N7 v AL, FREEAFEIFITOE R A,
[ABRHK]

WHORE - £
dot1x vlan dynamic timeout quiet-period <Seconds>

RO HIR

no dotlx vlan dynamic timeout quiet-period

[AAE—F]

(config)
[N A—4]
<Seconds>

FEBFER R R 2 B HAL TREE L E T,
1. K/RT A — R UEE O

B TEEE A,
2. [EOFE R

0~ 65535 (7))

(37> REBEE OB

3'3wu M. 'U(ﬁgf%%ﬁ#laﬁﬁ Li 60 *&Tj—o
[BEE~DFEE

2L

[EREMED R BR 2]

o HE%E& J: _’:) }FEEEE%E%L: fcﬁ D fC <‘: %

[EEEE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Ra~wy RERENBERTFEL 2 F85ET— NI, [#£19-1 v 7471 —varavr R
IEEES802.1X OFRFEE— K] &R LTLZ él/‘

3. dotlx vlan dynamic enable =~ FRREIN TV RWERI~ Y RIZADNIRY A,

[BEEa~< > K]
dot1x system-auth-control

dot1lx vlan dynamic enable
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dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout reauth-period

322

IEEE802.1X OFRFERKZh, Supplicant O FFRFEEAT 2 B Z R BAL TR E L E 7, AfEOJE ] CH7EH

H EAP-Request/Identity % Supplicant (Z%f L CiEH L, Supplicant O FHFEIELZME L E T,

[AARR]
EMoOBE « ZH

dot1x vlan dynamic timeout reauth-period <Seconds>

RO HIFR

no dotlx vlan dynamic timeout reauth-period

[AAE—F]

(config)
[N A—=4]
<Seconds>
Supphcant DFERIEEAT O A EZ R TRE L ET,
. RRNT A —H B OFTHME
BT EHA,
2. [l EHIPH
1~ 65535 (F)

[O<7 > FERREFDENE]
Supplicant OFHFFEAZAT 5 JAHIE 3600 T,

BE~DEE
L

[E%E fE D I BR 2214 ]
« BUEBEF DS A~ BEA LT T RL, 44 <R 0IRoT2E &

o M =+ R clear dotlx auth-state %34T L, FBFEHANLF 72132 E AL CORBGEMRREZ FEME L2 & &

o BREF AR DAL L 72V ARIE O FERE AL CREGES R DREFED L) L7 & =

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ko~y RREDSEERTREL 2 2585EE— KIL, (#1911 v 74/ b—varavr e
IEEE802 1X @nuu . ‘ %ZE‘BEL/"C< f:él/\
3. dotlx vlan dynamic enable =¥ RAREINTWRNWE R~ IR FHA,

/4 > 4;1“—-—.

4. K=< RiE, dotlx vlan dynamic reauthentication =~ > RNIZ L > THIBFEZ1T 9 X EILL B2

EHIIIR ER A,
5. /NT A —H O EMIL dotlx vlan dynamic timeout tx-period =~ > FCRE L7ofE LV K& 2 fli%
ELTLLEE N,



[(BEa< > K]

dot1x vlan dynamic timeout tx-period
dot1x vlan dynamic reauthentication
dot1x system-auth-control

dot1x vlan dynamic enable

dot1x vlan dynamic timeout reauth-period
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dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout server-timeout

324

AL — N & OFEE B D REROIGER DR M2 EA CRE LETS
[AHRH]

WHORE - 20

dot1x vlan dynamic timeout server-timeout <Seconds>

fE O Bk

no dotlx vlan dynamic timeout server-timeout

[ABE—F]

(config)

(/85 A—=4]

<Seconds>

ISEFFHIER 2R CRELE T
1. ARoRT A —HBAREHE O AT il

B TEEEA,
2. [EOFEH

1~ 65535 ()

(a7 2 FERREOBE]
IEERF BRI 30 BT

[BIE~NDFE]

L

[

REED R BRE2H ]

BEMERTOZ A ~NEA LT T RL, ZA~ER0ITRoTn b &
PRGEALEEDSBRAGE LT & &

CFrEsE]
1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

3.

ARoa< RERENEWERGE & R DBEEE— RIE, 12191 av 747 Lb—varavr R
IEEER02.1X DFBIFE— K] B L T E&E W,
dot1x vlan dynamic enable =~ RO EIN TV RWE R~y RIXFAENIRY /A,

(B&Ea< > K]

dot1x system-auth-control

dot1x vlan dynamic enable



dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout supp-timeout

Supplicant ~i%H 9% EAP-Request (2%} L C, Supplicant 75 DINERH R 2 BEAL CRE L E T,
BEMIGE N2 NEE, EAP-Request O %EZITWET,
[ABRH]

WHORE - £
dot1x vlan dynamic timeout supp-timeout <Seconds>

RO HIR

no dotlx vlan dynamic timeout supp-timeout

[AAE—F]

(config)
(/85 A —%]
<Seconds>
Supplicant 76 DIEEFF B Z P EAL TRE L ET,
1. RXT A — X B OHHE
B CTXEHEA,
2. EOEHIPH
1~ 65535 (F)

[3< > FEBREFDBE]

Supplicant 7> & OIEFF HRFHIL 30 #TT,
[BEE~DEE

L

[EREMED R BR 2]

o BUEBMEFT DX A ~NEA LT U ML, ZA R0 ITholz b &
o RAELHENBIRLT- L &

CFEEIE]

1. TXTo IEEE802.1X 3% /€1, dotlx system-auth-control 2~ REZFHET D Z & THMIRD £,

2. Aavy RREVEMEAREL R LFFEE— NI, TR191 a4/ b—varavy e
IEEE802.1X OFFEE— K| #ZBL T 230,

3. dotlx vlan dynamic enable =< RAREINTWRNE R~ RFAhI D FH A,

[BEEa~< > K]

dot1x system-auth-control

dotlx vlan dynamic max-req

dot1x vlan dynamic enable

325



dot1x vlan dynamic timeout tx-period

dot1x vlan dynamic timeout tx-period

326

IEEES02.1X OFEFEA %D, EAP-Request/Identity D% HFEE D HEAL TRE L £,

[AAR]
THROBRE - BH
dot1x vlan dynamic timeout tx-period <Seconds>

E o Bk

no dotlx vlan dynamic timeout tx-period

[ABE—F]

(config)
(NS A—=4]
<Seconds>

EAP-Request/Identity D% IR A4 # AL TROE L £ 7
1. AT X —ZEHWR O HME

B TEERA,
2. D% E i

1~ 65535 (F))

[O< 2 FARREFDEE]
EAP-Request/Identity @ 2% HEk@IX 30 #B>C¢9,

[BIE~NDFE]
L
[EX7E fE D Je R 22 ]

s BIEBET DX A~BIA LT T RL, HA~HEN ORIz L&
e JEM =2~ K clear dot1x auth-state #5347 L, FRRERALE 7o (32 E BAL CTORBEMIRZ L L7 & X

CEEFEIR]

1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Ra~<y REENBERMREL R HF8FET— NIk, [£19-1 v 747 L —varavr R
IEEE802.1X OF8iEE— K #ZR LT é AN

3. dotlx vlan dynamic enable =< RREEIN TV W AR~ RIFEMIRD T A,

4. /NT A —HF OFREMIL, dotlx vlan dynamic timeout reauth-period 2~ R CTHE L/-E LV /&7
fEZFE LT ZE,

(BEEa<T Y K]
dot1x system-auth-control
dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic enable



Web ZZEE

AV74590L—32a7 0 FEFRINE— FOXE

aaa authentication web-authentication default group radius

web-authentication auto-logout

web-authentication force-authorized vlan

web-authentication ip address

web-authentication jump-url

web-authentication logout ping tos-windows

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

web-authentication max-user

web-authentication max-user (interface)

web-authentication port

web-authentication redirect-mode

web-authentication redirect enable

web-authentication redirect tcp-port

web-authentication roaming

web-authentication static-vlan force-authorized

web-authentication static-vlan max-user

web-authentication static-vlan max-user (interface)

web-authentication static-vlan roaming
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web-authentication system-auth-control

web-authentication vlan

default-router

dns-server

ip dhcp excluded-address

ip dhcp pool

lease

max-lease

network

service dhcp
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AVT745L—230aX Y FERIE— FORIG

A4 L—320a7y REREE— FOXG

Web BrED L7 4 JL—aravy RPRETE D, Web BilORBFEE— RERORITRLET,

+£20-1 aAYI745L—232aT2 RE Web BEEDRFE—F

Web SREEORIFE— FX3

it
c

av Y R4

aaa authentication web-authentication default group radius

authentication arp-relay #1

authentication ip access-group 1

Ol Ol O|O| &=

web-authentication auto-logout

web-authentication force-authorized vlan

web-authentication ip address

web-authentication jump-url

web-authentication logout ping tos-windows

\
O|lO0|O0|]O0|O| O] O] OO

OO O|0O|0]| O

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

(CINCINCI NG NO Ol O RO NG
I
|

web-authentication max-timer

web-authentication max-user —

web-authentication max-user (interface) -

web-authentication port *2

web-authentication redirect-mode

web-authentication redirect enable

0|0l 0| O

web-authentication redirect tcp-port

0|0l O| O] O]O| O] O
\

web-authentication roaming -

web-authentication static-vlan force-authorized

web-authentication static-vlan max-user

web-authentication static-vlan max-user (interface)

web-authentication static-vlan roaming

O|O0| 0| 0| O
I
I

O

web-authentication system-auth-control

web-authentication vlan - -

default-router —

dns-server -

ip dhep excluded-address -

ip dhep pool —

O|lO0l0|0O|0O
O|lOlO0|O]O|0O]| O

lease —
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VT4 L—2aravy FERBEE— FORE

Web SREEMEREIE— KX3

av Y R4 & ‘s L
max-lease — O O
network — O O
service dhep — O O

LA
[ : @& VLAN £— F
XA F v VLAN E— R
Vb H—F—F
O REAFICESTEELE T,

A FIZIANTEETN, BELERA,
X :awy ReAN)TEERTA,

EX1
g~ ROANENZR EEEE, 122 LAV 2@diEdm) 22U T Eawn,

PE 2
Koy FOREE, BAE— OG0B ICEBLET,

TEX 3
FREE— FORFLR EFpflc VWL, Tarv o7 b—v a4 FVol2) #2RLTLIESN,
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aaa authentication web-authentication default group radius

aaa authentication web-authentication default group
radius

Web puuiET@ RADIUS 'H‘_/\OD'@E)EH%‘%% H/:E_‘Lij_

[ABFH]

TEMORE
aaa authentication web-authentication default group radius

THHOHIBR

no aaa authentication web-authentication default

[ABE—F]

(config)

[/ A—=%4]

L

[a< > FEERREDENE]

RADIUS 'H_—/\é.‘)'ﬁgﬁﬁ Lfﬁl/‘f W}Eﬁ Web & [V uﬂE DB ;’i}ﬁﬁﬁﬁ LCz— 'H_utu uﬂzé.‘)’ﬁ*b\ijﬁ
[BIE~NDFE]

fLoa—Harsr7Ty NEnET,

[E%7E B D S BR 221 ]

REMETE, T ITEPIIKRSNET,

1

CEEEIE]
1. “9”/\“(0) Web F8GER%ElE, web-authentication system-auth-control =~ R&RETHZ L THD
2720 E5,
2. Ra~y FRENBERREE R HFFEE— NIE, [£201 a7/ Lb—rvaravr Fe Web
AEDFREE— ) %Z/%BEL/VC<7LC§1/‘

3. Ravr FEFMTT 55E121E, RADIUS Y — OFEEHE DR MLBIT /R D £77,

(B Ea~< > K]

web-authentication system-auth-control

radius-server
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web-authentication auto-logout

web-authentication auto-logout

332

no web-authentication auto-logout =~ > KT, Web iBiE CRiil SNk b —ERE 7 L— L %5217
Lgho7oRIBA B L7z & S ICEREZ BE e 77 U S ORREL BN L ET,

[ABRH]
THHROIE
no web-authentication auto-logout

RO HIFR

web-authentication auto-logout

[AAE—F]
(config)
(NS A—4]
el

(2~ FEBROEE]

Web 78 wuu wu thEéhfn_. jiﬁ)% *EH%FFEJ7 L— ‘A%,_L’,flil L/fcﬁﬁ)/) f;'fj{ %*ﬁﬂj L/7Ln_. & sc‘( \-wu thE%f E @]D
TT7T T RLET,

[(BEE~DFE

no web-authentication auto-logout =~ > K& E% 1L, Web iRiE CRGESNI=dRN 5, —ERM 7 L —
ZELERPoTREEZMHLTH, itz BEIe 77U R LERFA,

[REEDRILEEH]
REMEFH, TICERICKBENE T,
GEESEIE]

1. TXTO Web #FEXEIL, web-authentication system-auth-control =~ KZRETHZ & THZ
(R S/ S

2. Ra< v RREVPBIERIGE L R 5385 E— RiL, [£20-1 =747 b —varavy RE Web
FEDRFEE— R 2L TIIZE N,

3. MEVLAN £t— K/ XA FI v 27 VLANE—RKOMACT RLAZ—U U7, FTitO&RBTHR &
Y ET,
* Web #FLEE VLAN €— RE72134 A F I v 2 VLAN £— RE%)T, web-authentication

auto-logout H%h

Wy

p={1'y
al

(E&Ea< > K]

web-authentication system-auth-control
web-authentication port
web-authentication vlan

mac-address-table aging-time



web-authentication force-authorized vlan

web-authentication force-authorized vlan

RADIUS FRGES 2 FHRE, #REEFREE 7 & ¢ RADIUS — 5% £ 721X RADIUS — "~ Y 7 = X
]\ %15 7 **75)3%‘@5 L/f: & iz él Eﬁ“]‘ I CH [V nJ‘.Eg;k L7272 [V HIEXT% X%ﬁﬁ?ﬂﬂ"ﬂi%ﬂﬁﬁfﬂ(% L
k% VLAN 2410 éfi‘f

[AHFH]

THEWMORE - BE
web-authentication force-authorized vlan <VLAN ID> [action trap]

THHOHIBR

no web-authentication force-authorized vlan

[ABE—F]
(config-if)
[N A—=42]
<VLAN ID>
TRHIFEREIZ X DRRGERF RIS, B0 YT 5385E% VLANID #3%E L £ 7,
1. AT 2 —Z BRI O Y HE
B TEER A,
2. fEOFE R

[RIA=ZIHEETEDME) 2ZRLTIZSN,
7272L, 774/ F VLAN (VLANID = 1) IRETEEH A,

[action trap]
SR FRGEIC & 2 RRGEFFTREIS, 7T A X— b Trap 23T L E7,
1. AT A — & B W ORHE
PREIFEREIC K W BREFF AT L C Y, 774 X— K Trap %17 LEH A,

. EORBRE
action trap

[a< > FABREFDEIE]
2L

[BIE~DEE]

L

ERTEMED k225 ]
REMEFH, TICERICKBENE T,

—

1. 3 TD Web i8FEs%ElX, web-authentication system-auth-control =~ N&ERETHZ & THR
27220 E7,

2. Ko<=y FRENIER L ROFEIEE— FIE, 1£20-1 2747 b—varavr e Web R
FEDFSEE— N 2L T2,

3. vlan =~ FT macbased (MAC VLAN) %&%&E L TW\5 VLANID Z#3%E L TLE 3,

4, AHEREIFEX =2V T 0 LOMBERDIFRERH Y ETOT, +oReto ETHEHI SN,

333



web-authentication force-authorized vlan

334

L Ravr RIFROFEETHEE D 7,

s TRROAV T 4T L —a PRI RTHREINTND L
¢ aaa authentication web-authentication default group radius
* radius-server
¢ web-authentication system-auth-control
¢ web-authentication port 1M 4

 web-authentication vlan * 2% 3

e vlan <VLAN ID> mac-based %3

« web-authentication force-authorized vlan * 3 * 4

¢ switchport mac vlan HBH4

¢ switchport mode mac-vlan K4
X1

HAF Iy 7 VLAN E— FTHEHT2 L EITREL T EE N,
X 2

VA —FE—RFRTHEHTHEEICRELTIEIN,
EX 3

M T VLAN ID 23 E L TS IZ &0y,

TE% 4
FMUA =YKy bAR— MIBRELTIEE W,

* RADIUS #—"~DE[FET, FRROTH Uy e PRI NIZHE

No=21:

NOTICE:LOGIN:( /%% ) Login failed ; Failed to connection to RADIUS server.

Hn&# : MAC, USER, IP, PORT #7z/% CHGR, VLAN

No=258:

NOTICE:LOGIN:( f/01i5# ) Login failed ; RADIUS request send error.

O - MAC, USER, PORT %7-1% CHGR

TH Uy ka7 3EN 2+ R show web-authentication logging THERE TX £9°,

6. gﬁﬁmmn nq:j‘*b( &y, é j—'—"ji@m 777'7 h(ﬁ@[‘%éﬂi#o

7. 7T A X— | Trap ZRITT 585451, snmp-server host 2~ F T Trap DEEHLIP 7 KL 2 &

"web-authentication" Z i E L CEB LENRH VY 9,

(E&Ea< > K]

web-authentication system-auth-control
web-authentication port

web-authentication vlan

aaa authentication web-authentication default group radius
radius-server

switchport mac

switchport mode

vlan



web-authentication ip address

web-authentication ip address

Web fBAFEEEHOIP 7 RL AL RAL UAZRELET, Ravy RCRELEFEHIP 7 RLAIZLD,
AR B D1 7 A VARE, RIBMKRO B 7T 0 MRER RN 1P 7 FLACHIET 5 = &
PAHETT,

[AHRH]
THEWMORE - BE

web-authentication ip address <IP address> [fqdn <FQDN>]
B OHIBR

no web-authentication ip address

[ABE—F]

(config)
[N A—=%5]
<IP address>
Web ZBFFHHDIP 7 KL AZHFHELET,
1. ART A — AR O
B TEER A,
2. EOFE R
IPv4 7 KL A2 (Fy hliE) #FELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
REBICHRESNTZVLAN A L 2 72— R LEFELARNWF 7Ry hOIP T L&

fqdn <FQDN>
KA A >4 % FQDN (Fully Qualified Domain Name : 52 2{&#fi KA A 4) THRELET,
1. AT X —Z B R O Y HUE
<IP address> 72\ &= L £,
2. DB EHFH
256 LFLUNOILFHTHRE L TSN, REAEARLFIIONTIE IRTFA=ZIHEETE D
Bl #ZRLTIEEN,

[O<7 Y FEBREDOENE]

SREFRT VLAN O IP 7 F L XA TEIWE L £~
LEE~NDFE]

L

[ERFE (B O = BR 524 ]
REMEER, T ICEMICKBRSRET,

1. T _XTD Web B3EXEIL, web-authentication system-auth-control =~ REEET DI &L THR
(A /R
2. ZIE:lv/ RERENENERTAE & 7 238G EE— Rig, R 2011 27471 —varavwr K Web#
REDFRFEE— ) 2L TS0,

335



web-authentication ip address

3. system function =~ > K T extended-authentication 2% & SN TWRWEA, RKa~<r NIHRET
FEHA,

4, Ra<  FCTRELEZIP T FL AL, HEENTO Web BiET 7 B AEHE LTHEHIND =, 3
EAMITEE SN ET A,

5. KR EEMERT HEE, FBIEAT VLAN (C4T IP 7 RLAZREL TLIEE W,

6. [HE VLAN €— K, #A4F+3Iv27 VLAN E— FDOFR— T WebiBGEHHIP 7 FL A& HT 5546
1L, 77 authentication arp-relay # % & L T 72 &V,

7. Ra<r ROFER LOHIRET, FiERFO2—FIIFHERr 7 A VEEEZIT-> T30,

(B&Ea< > K]

system function

web-authentication system-auth-control
web-authentication port

authentication arp-relay
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web-authentication jump-url

web-authentication jump-url

AR BEF R, ABIICFRT % URL & URL B#yE TORMARE LT,
[AN#K]

THWMORE - BE
web-authentication jump-url <URL> [ delay <Seconds> ]

E O Bk

no web-authentication jump-url

[ABE—F]

(config)
[185 % —4]
<URL>
FREERRThE I #oR %, € L7z URL OWmZ &=L ET,
URL O AINFIEFACT (T2 & 20F, "http/ ~") MHFEELTLZE, (FRo GRES) 25K
LTL7ZEW,)
1. ART A — KA WERE OYTHE
B TEFER A,
2. EOFE L
1~2563€%®X%§U%5f7/w¢ b () CTHATERELET, AJARERIFIE (37 A—
WHRETE 5 23R TLIIZEN,
("““‘W)

(config)# web-authentication jump-url "http://www.example.com/"

[ delay <Seconds> ]
giE LTc <URL> IZBENT 2 £ CoORfZE L ET, (Tt REF) 2L T EEW,)
1. AT X —Z B O Y HME
5 R IR E L7 <URL> [ZB & L £7,
2. EDFRE I
0~60 ()
(FREH)

(config)# web-authentication jump-url "http://www.example.com/" delay 20

[O< > FEREFDEIME]

FRRERThE 1, HEIERR URL KRR ED 7= OFRGER IR 72T #R L E T,
LBEA~NDEE]

L

[EXTEE D R AR 2R ]

REMEFH, TICERICKBENET,

1

EFESEIE]
1. T_XT» Web RBEE#ZE (L, web-authentication system-auth-control =~ > RZ®RETHZ & THZD
2720 E5,
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web-authentication jump-url

338

L Ra~ L FRENIEFRE L R AREFE— RNiE, [#20-1 av 747 L—ygrav e Web iR

ufl:O)nwE‘E K] 2L T a0,

HEH =+ | set web-authentication html-files TRGEKZIHIT &2 AN % DB, AN 2 2 38FEKE)
Eif 7 74 /b (loginOK.html) EICERAFKDIE DY v 74 URL % 7 (<!-- Redirect_URL -->) &
AKavwy FOBRENEZTLIRT D &, FIERIZITHE L7 URL ~HBIIZT 78X ET,

. [H%E VLAN £— F AT 244, URL BB E TORMAZREITRETT A, BIERFOM I v HH

K CURL # AEIR R SEIENWE EZITREL TSN,

. 5747‘ /7 VLAN £ ]\if; iI/jJ v—F— ]\Tfﬁﬁﬁj—é )‘ifl:ly mhuﬂiﬁ” VLAN 75 %muuﬂi?& VLAN

~DHIY EQKVC, ﬁb\ﬁﬁﬁ%ﬂ{@ IP7 K I/X'Zjéﬁﬁn i fiéﬁ’_?f), URL %@]if@ﬁj{:%ﬁ%;ﬁ’ﬂ 20 ~ 30

@&Wfﬂﬁbf<ﬁém

o HERENKE DHCP Y — R CRIFFTOMEIZIP 7 FLAERA L TWAEAE (F7 40 U — AR 10
) 1%, 3REEH% VLAN TIEHL DHCP %— <05 IP 7 RL A ABUE L £, =~ 07, I T
)ﬂg\iﬁ)%, 2BELH VLANGGRIENA[EEIC A2 B £ T, £ 20 ~ 30 DR EM DA EA1H Y £9-,

(BgEa~<y K]

web-authentication system-auth-control
web-authentication port

web-authentication vlan



web-authentication logout ping tos-windows

web-authentication logout ping tos-windows

RAEFE AR EZ 0 7T 07 M 5857 L— LD TOS EARELE T,

[AARK]
THROBRE - BH
web-authentication logout ping tos-windows <TOS>

E O Bk

no web-authentication logout ping tos-windows

[AAE—F]
(config)
[/I8T A—4]
<TOS>

a7y MR L— L0 TOSEEHRELE T,
1. AT X —Z BUERE O Y HE
A TEERA,
2. fH DR E i
0~ 255
[2< > FABREFDEIE]

Frk 7 L— @ TOS fHIZ 1 TEIMEL £,
[BIE~DEE

2L

[EXTEMED R BRZ2H]

BOEMAER, +ITEMITKBRSNLET,

1. 9XTD Web i&iEE%ElE, web-authentication system-auth-control =~ R&EHETHZ & THD
270 9,
2. Ra<y RRENBIERTREL 2R HF8FEE— NI, [£20-1 =747 L —varavr FE Web iR
REDFEREE— F] Z2ZRL T EE W,
3. FTROFEMET i Lz ping 7 V—2%&%1EF LI2GEIC, RilEAmAEER 777 FLET,
'ﬁﬁ%#ﬁfﬁ%W&ﬁﬁ%ﬁ”PTFVX%’%Eéﬂkpmg7V~Af%5’&
e ping 7 L'— A ® TTL fE7% web-authentication logout ping ttl =~ > FCE L7z TTLE & —E L
TWHZ &
e ping 7 L—2 D TOSENAR A~ RTHRELZTOSEHE —HLTVWDHZ &

[BEEa~< > K]
web-authentication system-auth-control

web-authentication logout ping ttl
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web-authentication logout ping ttl

web-authentication logout ping ttl

340

RAEE AR 0 7T U N T O T L — A0 TTLE AR E L £,

[ABRH]
THRORIE « BHE

web-authentication logout ping ttl <TTL>
T OHIBR

no web-authentication logout ping ttl

[AAE—F]
(config)
(/8T A—4]
<TTL>

D&?Whm%%7v LD TTLEZE L ET,
. AT A —Z BRI O Y E
B TEERA,
2. HEOREHH
1~ 255

[O<7 Y FERREDENE]
¥k 7 L—20 TTLEIX 1 TEEL £,

[(BEE~DFE

BOEMA R, T ICERICKRENET,

1. 9XTD Web i®iEs%ElX, web-authentication system-auth-control =~ REZHETH I & THZ
270 E9,

2. Ra<y FiENERTRE L 2R HF8FEE— NI, [£R20-1 =747 b —varavy Fe Web iR
AEDFEREE— F] 2ZRL T 7EE W,

3. TRt E T Tz Lz ping 7 L—2%2%E LG EIC, RilEAmAEEe 7 7o b LET,
o FEEWE AR S Web A IP 7 F L ASEIEE Sz ping 7 L—A2THDHI &
e ping 7L —AD TTLEN A~ RCTRELZ TTLEE —HLTWBHZ &
e ping 7 L — A ® TOS fliA web-authentication logout ping tos-windows 2~ > KT & L 7= TOS

e —FLTWHZ L

[(BEa~<> K]
web-authentication system-auth-control

web-authentication logout ping tos-windows



web-authentication logout polling count

web-authentication logout polling count

RORIEDS 20 R DEERCRRE 2 RIS F = » 7 T DB 7 L — LA OJERE T, HISE 2RI HE T 5%
EEEEHRELET,

[AHFR]

THHMOBRIE « BH

web-authentication logout polling count <Count>

RO HIER

no web-authentication logout polling count

[AAE—F]

(config)
[N A—=4]

<Count>

B 7 L— A oxtd 2 SIS AR RO R EE 2R ELE T,
1. AT X — X BRSO YIHIHE

B TEEE A,
2. fEOFKERM

1~10([H)

[O<7 > FERBEEDEIE]
EHEH7 L—LA0OFEERK3IMEIETHEELET,
[BE~DHE

L

l_|

E

EED R BR 524 ]

BT, WO MILER D DERI KRS E T,
[EEEE]

1.

LRI FRGEVEIERRE L R DFEREE— NIE, [5£20-1 =747 b—varavr FL Web

$ T Web FBFER% €L, web-authentication system-auth-control =~ R&F%ET 5 Z & TH%E
2720 E5,

o

k=1
%l

REDFEREE— R 22 LT L&,

. PRREE AR OB R AE I K D A MIEE AL L VSIS, B RIROR— B v XU LeREE

IR GIRARDERZAFIEL, R—R ) oo ¥yl ou 70 b adEiLET,

. R (web-authentication max-timer =~ > F) OFRERMIGE LT-HE, SRR OELR

ZAFI L 77 U P EELET,

- ISR O FFIE A B RICBOE LTch e, REIRBZ RN 2 LRERER 2 — PRzl L T

ERATZ L—2ORENEL 2570, BEICANERTAZ L2 5,
A=V 7MEoEZE LT, &_Tf}‘*ﬁﬁ THELTLIEE,

<=V T EM>

(1) A=V 7> (2) FERREX (3) FEEK

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval

341



web-authentication logout polling count

(3) : web-authentication logout polling count

FRERREEOBREITT 7 4V MEEZHERE L £,
PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO TR E <k

DGBENHYET,
(B&Ea< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling enable
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling enable

web-authentication logout polling enable

no web-authentication logout polling enable =~ > KT, —EEMIC L 2 HEHi A CRRRERE I K O AR
AR LIZEEXOAEe 7Ty NEBNIIRELET,

[AARR]
THHDOFRE
no web-authentication logout polling enable

RO HIER

web-authentication logout polling enable

[AAE—F]
(config)
[N A—=4]
el

[2< > FEEEFDE)E]

FRRERT A AN X LT FREIS R T4 THE B 21TV, Rt L7c & &1, ke ABin 7
TUNLET,

o A—VU IR

web-authentication logout polling interval =~ > R T E L7-[M@, ARixERFIL 300 £,
o FIEMEIR

web-authentication logout polling retry-interval =~ N TRE L7-[HE, RRTHIT 18,
o FREEHK

web-authentication logout polling count =~ > K Ca% /& L7=[E1$, ReZERHT 3 [,

[BIE~NDEE]

no web-authentication logout polling enable =~ > R E% L, —ERMIC L 2BHEREZ LEEAD
T, WMARDKRERIC > THRABITRE T U hSnEE A,

[ERTEED R E2HE]
REEAFER, +IGERICKMENET,
EEEIE]

1. 9XTD Web i8iEE%ElX, web-authentication system-auth-control =~ R&EHETH I & THD
(A SL/R e

2. Kavr FREVEMEARRE RLOBIEE— NIE, [R20-1 2747 b—varav e Web R
FEOFGEE— K] 22 LT < 7ZEW,

3. FRFEE A AR OB AR K D IR L 0 SRS, BERAGURROR— B3 Y vy X v LIS
IR gR OB AL, T NI DAL BT M EERLET,

4. RG] (web-authentication max-timer 2~ F) OFRERMICE L725HE, AR RDOER
FEILLe 7T MEERLET,

5. R—1U 7RIk DOEERE] (web-authentication logout polling interval =~ K) 1%, X5 OFRGERE A
KMo ARP Reply #5(5 L7l A b, RORN—Y » FEHE TORME 22D 97,

6. MEIRERRILREO FE R R ORISR E LG, RERREEZ R 5 & REEE A — PRI HFl L <

|

i
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web-authentication logout polling enable

ERATZ L—AORENEL 270, BEICARERTAZ LI T,
R—V7HBEORZE LT, RIRTRETREL T ZE,
<K=V 7 %M>
(1) A=V 7HE> (2) FERRX (3) FEEK

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

FREREEORETT 7 4 /v MEEZHERE L £,
BRI A R&E REICRE LTESE, BEOBEEICE D R—Y VR BERBEO TR RE <7

2EENRHY ET,
[(AEa~<> K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling interval

web-authentication logout polling interval

FRRIENT A AR ORIk E 2 NS 2, B 7 L—20R =V U iR zs0E L £,
[AARH]

THRORE - BH
web-authentication logout polling interval <Seconds>

fE O HI

no web-authentication logout polling interval

[ABE—F]

(config)
[N A—=4]

<Seconds>
A7 L—20R—V U JHRERELET,
o AK/RT A — 2 B WEHEO L
AT EHA,
o EDFREHIPH
60 ~ 86400 ()

[2< > FEEEFDE)E]

AR L D HEIR 77 7 b2~ F (web-authentication logout polling enable =~ > K) 233 7E
WHOYEETIT, FRIEFE AR U CEHRA 7 L — 2423 300 A THE S E T,

BE~DFE
L

(3% B D = BR 524 ]
REMETR, ROF—Y v 7 WL OB KBS ET,

[EEEER]

1. T_XTD Web BEE#E(E, web-authentication system-auth-control =~ > RZ®RETHZ & THZD
2720 E9,

2. Ko<y FROEVEEREL R DFEREE— NiL, [$£20-1 =747 L —varavy Fe Web i@
FEDFRREE— ) 2R LTI EE N,

3. FRAEYS AR OHETREAARSAEIC X A B L 0 e, BRI ROR— MR Y 7 Xy v Linga
TR BIADERZZEL, "=tV o Fx v cisar7T7 v haEELET,

4. FE KBRS (web-authentication max-timer =~ F) ORERFMICE L725A, Sk RKOER
EIELa T MEEBLET,

5. Bm—VU 7RO, XIBROBFEFEH2uEARD S ARP Reply %45 L7 G, IROF—Y 7
B E CORM &Y £,

6. MEISERR RO FEEEE RRICERE LB, REFOREBLZ R T 5 &8RS A= — P HIT e L T
BT L—LDRENEL 05720, EEICAREZHNT D Z 1220 7,
ﬁ—uyﬁﬁ%@aikbf,&mﬁﬁxﬁf REL TS ESN,
<R—=V v r%&pE>
(1) A=V 7HRE> (2) FEFREX (3) fFkEHK
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web-authentication logout polling interval

(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count

FREREEORETT 7 40 MEZHERE L £,
BRI A R&E REICRE LS E, BEOBEEICE D R—Y VR BERBEO TR RKE 72

DEENRH ET,
(BEEa<T Y K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

web-authentication logout polling retry-interval

PR Al AR OGN E 2 FMIRICER T 2B 7 L — A 0ISE T, MISE MR RS 5 R E MR
RELET,

[AHFR]

HHORE « B

web-authentication logout polling retry-interval <Seconds>

RO HIFR

no web-authentication logout polling retry-interval

[AAE—F]

(config)
[N A—=4]

<Seconds>

EHH 7 L— 2ol ERBERELET,
o AIRT A — 2 BWERE ORI il

B TE EH A,
o EOFREHPH

1~10 (B)

[O<7 > FERBEEDEIE]
A7 L— A OFEMMREIE 1 PEEE 20 5,
BE~DFE

L

l_|

E

EED R BR 524 ]

REMAET, WORGEMEDEMIKRShET,
[EEEE]

1.

L ARA s FRENBERRE L 2 2FREE— NiE, 1£20-1 2747 b—varawy Fe Web il

T T D Web iBGEXEIL, web-authentication system-auth-control =2~ R&RETHZ L THL
2720 E5,

o

Tyl

REDFEREE— R 22 LT L&,

. PRREE AR OB R AE I K D A MIEE AL L VSIS, B RIROR— B v XU LeREE

IR GIRARDERZAFIEL, R—R ) oo ¥yl ou 70 b adEiLET,

. BRI (web-authentication max-timer =~ > F) O ERFENCE L-8E, MYnROER

ZAFI L 77 U P EELET,

- ISR O FFIE A B RICBOE LTch e, REIRBZ RN 2 LRERER 2 — PRzl L T

ERATZ L—2ORENEL 2570, BEICANERTAZ L2 5,
A=V 7MEoEZE LT, ﬁtuﬂ“f}‘*ﬁﬁ THELTLIEE,

<=V T EM>

(1) A=V 7> (2) FERREX (3) FEEK

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

FRERREEOBREITT 7 4V MEEZHERE L £,
PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO TR E <k

DGBENHYET,
(B&Ea< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling interval
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web-authentication max-timer

web-authentication max-timer

BRG] & B2 L7
[AN#K]

FROFE « BH

web-authentication max-timer { <Minutes> | infinity }

fE O HI

no web-authentication max-timer

[ABE—F]

(config)
[N A—=4]

{ <Minutes> | infinity }

mﬁﬁﬁz—#mwﬁ%mﬁﬁ% SHEMACHRELET, 2—FBe s/ LThb, Ravr Kok
ERFEARGE L2%a1ciy, BEn s 7o hanEd,
lnfinity] &# HEL?‘_ BE, ORI ER & 72 0 9,
1. AT 2 —Z BRI O HE
B TEFER A,
2. fEOFE R
10 ~ 1440 (43), 721 infinity

[O< > FEREFDEIME]

B RAEGRFRTIL 60 SRR E & E T,
LBEA~NDEE]

L

[EXTEfE D R BR 221 ]

2
ixX &

EMAEEE, T <ICERICKmINET,
2F1HE]

. T T D Web 8GE%ElE, web-authentication system-auth-control =~ N&ERETHZ & THD
27220 E7,
ZIS::IV\\/ ]‘E&ﬁiﬂﬁlaﬁzﬂﬁgk fcﬁéﬂ‘h uE%'_‘ }\“:t, (Z:E 20-1 = /7/{ 7 Lr—ygrravxwy }\ & Web Aty
nmg)nuu ’_‘]‘J %%%HEL/T<7L:§1/\O

BRI 2 M £ e R L2541, BEREFR O —FIdaitE2 a8 e L, KiEla 74 v
R DR EMBE I/ E3,
Web #RiETORRIRFEIL, HEEORKZZHH L CWERA, FDid, EH o~ K set clock TH

2 LT H R C%ﬁ%liﬂjiﬁ/\/o

(BAEa~> K]

web-authentication system-auth-control

web-authentication vlan
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web-authentication max-timer

web-authentication auto-logout

web-authentication port
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web-authentication max-user

web-authentication max-user

{La)ﬁi‘j(wu uJ‘.E:L““j—@%EQE Li‘g—o

[AHRR]

fEMOBE « BH

web-authentication max-user <Count>

fE O HI

no web-authentication max-user

[ABE—F]

(config)
[N A—=4]

<Count>

< 'H"mu quffﬁfb %ﬁfi@ﬁij(mu uﬁlﬁ'ﬁ-iﬁjfi#}hﬁbiﬁ_
1. ARRT A —Z KSR ORI

HAIETEEE A,
2. EOF E

1~ 256

[2< > FEEEFDE)E]

«{

E‘LLVCWLA uETﬁEiﬂHiﬁwu uE:L“‘V‘j—%( , 256 :L“‘*ﬂifi n ij_o

[BREE~DEE

L

. TRT D Web #BFEEF%E L, web-authentication system-auth-control =~ > RZRETDH I & THZD

2720 9,
Ko< FEREPIEFRE L R HWFEE— NIE, [£2011 207447 b —varavwy Re Web @
FEORFEE— F)] 2L TSN,
ARBEEATo 1256, BUERIEF O —WIZZOEETTR, KEIR T A VENLREENEHERD
£7

SEE BN & R — NN O R KFRIEL — VA IR ET 5 Z & b AlRETY,

o FRREE A —PES R — NN ORKGRIEL— U E LA, Y%A — h CTUBROFHH—F D
RRETTEEHA,

o FRREH o — PRV EE B O KEERE — P HUE L 735G, AR CUM OB —F O8GRI
TXEHA,

A FICREEE A — P L R RRFE— a2 D7 BT L, Bk A O = — Wik imt

T%i#ﬁ‘ ;Fﬁﬁ:b—qj_o)wuu i(%i’@:/vo
DHCP snooping #88E4 FH L TV 254613, &K 246 = —WIZHIR S E T,

il
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web-authentication max-user

(E&Ea< > K]

web-authentication system-auth-control
web-authentication port
web-authentication vlan

web-authentication auto-logout

352



web-authentication max-user (interface)

web-authentication max-user (interface)

BT j_ F@Hiﬁﬂ‘hﬂﬁigﬁ—;k%&ibié—o

[AHRR]

THMORE « AR
web-authentication max-user <Count>

fE O HI

no web-authentication max-user

[ABE—F]

(config-if)
[185A—=4]

<Count>
I —YREIEEAT ) %A — P ORKBGE L — P EHELE T,
1. AT X —Z WO Y HME
AR TEEE A,
2. EDF E &
1~ 256

[3< 2 FEERREFDEIE]
é‘%ﬂ‘ k Tntu uETﬁEfcinj(um uE:L‘—“V'@ i 256 :L‘—“V' 7ch ) ij—o

[BREE~DEE

1. 9XTD Web i&iEE%ElX, web-authentication system-auth-control =~ R&EHETHZ &L THD
2720 9,
2. Ra=y FREVPIEAREL R DFGEE— FIE, 1£20-1 2747 —varavr Fe Web i@
FEDFFEE— R 22 L TIZE W,
3. RBEEIT-I2A, BUERIETF O —F 32O EETTR, KBl T A VN LREMPEE 2D
ESr RN
4. “‘%%ﬂ&ﬂ‘“ BN DI KFBGEL — 2[RRI ET 2 Z & b A[HE T,
o WREHE A —FEN A — N M ORRBIEL—FEIE LG 6, Y%A — N TUREOFHH=—F D
FRREIX CE EHE A,
o FRREH o — PRV EE B O KEERE — P HUE L 735G, AR CUM OB —F O8GRI
TEEHA,
5. HAHIZERREE A — P L 0 BRERIE — A D R K AT LI25E, FRAEK A O = — Wi dikime

T%jﬁjdz)‘ ;Fﬁfﬁ:b—qj_o)wuu i(%i’@:/\/o
6. DHCP snooping #§AE% 1 FH L TW 2 5451F, ek 246 = —FIZHIRS v E T,

il
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web-authentication max-user (interface)

(E&Ea< > K]

web-authentication system-auth-control
web-authentication port
web-authentication vlan

web-authentication auto-logout

354



web-authentication port

web-authentication port

A= MIRIEE— FERELET,
[AN#K]

OB E
web-authentication port

fE O HI

no web-authentication port

[ABE—F]

(config-if)

[N A—=4]

2L

[3< 2 FEERREFDEIE]

Web LA IR, UigAR— MILV AT —FE— N TEMELET,

[BIE~NDEE]
2L

AR TE fIE D R BR 224K ]
REMETR, FIGERIC KBS ET,

CEFEEIE]

1. T_TD Web RiEZEL, web-authentication system-auth-control =~ RZERETHZ & THZ
2720 £,

2. Ka<y FRENEEARRE R DFFEE— NIE, [£20-1 a7 7bv—varavy e Web#
AEDOFBFEE— R 2L T a0,

3. system function =~ N T extended-authentication 235%E SN TV R WEE, Aa<r FIZRET
TFEHA,

4, Ka<wr REA—YFy b V¥ 7 = — AR FEEANHETT,

—

[BEEa~< > K]

system function

web-authentication system-auth-control
authentication ip access-group

authentication arp-relay
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web-authentication redirect-mode

web-authentication redirect-mode

356

L

URL V # A L7 MEREAZI, WebiRiEon /A4 Vil Z#FHREIEDE 70 ha iz ELE7,

[ANRH]

WHORIE - 20

web-authentication redirect-mode thttp | https}

E o Bk

no web-authentication redirect-mode

[ABE—F]

(config)
[IN5A—=4]

{http | https }

URL U %A L7 MEBEAZIME, WebiBilorn /A VHEZFHRIEH 72 haLOBREEITVET,
o RRT A — AWK ORI

AT EHA,
o DR E A

http : http IC LB 714 VHEARRINET,

https : https IZ L 51 7 A VEEBERINET,

[O<7 > FERREFDENE]

https IZ L D7 A VEEPERINET,

BE~DEE

2L

[EXE B 0D I Bl 224 ]

BREWAET, TICERICKMENET,

CFEEIHE]

1. TXTO Web #FEXElL, web-authentication system-auth-control =~ KZRETHZ & THZ
2720 £9,

2. Ka~wy FRENEMERRRE RDFFEE— NIE, [£20-1 a7 7 b—varavy e Web#®

FEDFRREE— ) 2R LT EE N,
AKza< > KiZ, no web-authentication redirect enable =< KRR E I N TWAIGEITEL L7 F

B

(E&Ea< > K]

web-authentication system-auth-control

web-authentication port

web-authentication redirect enable



web-authentication redirect enable

web-authentication redirect enable

no web-authentication redirect enable =< KT, URL U ¥4 L 7 MEREEZEMIERELET,

[AHRR]

TH RO E
no web-authentication redirect enable

E O Bk

web-authentication redirect enable

[ABE—F]

(config)

[/I8T A—4]

2L

[a< > FABREFDEIE]

URL U #A L7 MERPEDIE R E3,
[BIE~DEE]

no web-authentication redirect enable =~ > F& g E%IE, URL YV X4 7 L MEEIZEMEL T A,

[EREED k524 ]

FEMETHS, T ITERICKBEENET,

CEEEHE]

1. 93TD Web i&iEs%ElX, web-authentication system-auth-control =~ K& RETHZ & THZY
2720 7,

2. Ra~wr RRENIMIEFTRE L 2 AF8EE— Fi, [£2011 2747 Lb—varavy FE Web #
REOFRFEE— K] 22 L T 7ZE0,

[(BAEa< > K]
web-authentication system-auth-control
web-authentication port

authentication ip access-group

authentication arp-relay
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web-authentication redirect tcp-port

web-authentication redirect tcp-port

358

URL VY ¥4 L7 MERERDINE, AREETURL VXA L Mgl 3571L—20 TCP AR — &R
ZBIERE LET,

[ABRH]
fHMOBRE - £H
web-authentication redirect tcp-port <Port>

RO HIFR

no web-authentication redirect tcp-port

[AAE—F]

(config)
(NS A—4]
<Port>
URL UV %A L7 MEREREZIRE, ABEECTURL VXA L7 bxlgE 35 TCP iR — &S %8
HRELET, TCPHeR—bES 80 LA~ RTCRELZR—FESMNURL V& A L7 hil4
L E9,
o RNT A —HEHMEEOHIHE
ATcEEHA,

o fE DR E P
1~ 65535

[ Y FERREDENE]

TCP iR — FEEH 8O D7 L —LNURL Y ¥ A L7 bt &0 £,
LBEANDEE]

L

[REMEDRILEER]

BEMAETH, T ITERICKBENET,

CEEEIE]

1. T D Web BFF# &%, web-authentication system-auth-control =~ > FARETH = & THR
2720 £7,

2. Kawr FRENEARE RHRILE— NI, [£201 274 7b—varavy e Web @
FEDFRIEE— R 2L TIIZEN,

3. Ka<y FTREMER TCP LR — FE X 1 4T,

4. SSL (TCP%u%eaR— hEH5 443) TRV R — FTT,



[BEEa<> K]

web-authentication system-auth-control
web-authentication port
authentication ip access-group

authentication arp-relay

web-authentication redirect tcp-port
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web-authentication roaming

web-authentication roaming

HUB 72 &R H L TR LT-GER Ak E, Vo7 X LanWCh— MBEI L7
(B—=3v7) #FELET,

[AARR]
Mo E « ZEH

web-authentication roaming [action trap]

RO HIFR

no web-authentication roaming

[AAE—F]

(config)
(85 A—=4]
[action trap]
0—3 7L DR — NBEERIREZ, 75 A ~X— | Trap 8T LE 7,
o KRT X —H MO HME
2= IR — MBI EZHRHLTH, 7714 X— | Trap 31T L £ A,
o B 0D R AE i B
action trap
a7y FERBEDOEE]
PREE AR DR — NEEN TR L EH A,
LRIE~NDEE]

2L
[ERTE fIE D f Bk 52 4% ]
BEMET R, T ICERICKRENET,
DEEEHE]

HEFFA]

1. 9TD Web i®iEs%ElZ, web-authentication system-auth-control =~ REFHET 5 Z & THZ)

_71'0@ V) ij—o

2. Ao~ FRENIEFRE L R AWEFE— NIE, [#£20-1 v 747 L—yarav RE Web 3R

DE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\

3. BEVERX A F X v 7 VLAN £— Ff%AR— T, BEETEF— VLAN Ao & 720, B

ETY,
4. Kz~ REREIREE T DHCP snooping HEEEAEF IE, FRIEEAMROR— &2 BET 5 &,

P

utu il 'H(ﬁ‘“

BENVEOR—NMIBEBELETN, XM UT AT T—F_R—RATEHIN2VWZDEETEEEA,
5. 77 A ~_— | Trap #5179 5¥%E1%, snmp-server host =~ KT Trap DEERIP 7 KL R &

"web-authentication" Z i E L CE LERH Y 97,
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web-authentication roaming

[BEEa<> K]

web-authentication system-auth-control
web-authentication port

snmp-server host
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web-authentication static-vlan force-authorized

web-authentication static-vlan force-authorized

362

RADIUS FRGES 2 g, #REEFEE 7 £ ¢ RADIUS ¥ — 854 % 72 13 RADIUS 4)'“‘/§’\0) Vo7xA
FEF=T —WRAE LIZGEAI, YUikA — b CERAEER U /2 RRER R & M I CRERERF ke & L &
j‘o

[AAR]
EWOBE - ZH

web-authentication static-vlan force-authorized [action trap]

(GE2LEZS

no web-authentication static-vlan force-authorized
[AAE—F]
(config-if)
(NS A—=4]
[action trap]

aﬁﬁ%”ubu W2 X 558G n$“|‘ﬁ# iz, 7T A =] Trap ;dbf%\é L/ij—o

o KT R ﬁébé %H#@?ﬂﬁﬁm
AR K VBRERFATLCh, 74—} Trap ERITLER A

s HDRX TE%EI
action trap

[3~ 2 FERRERFDEIE]

mL

BE~NDEE]

mL

R ED R BREZE]

BEMAEYR, +ICERIC KM ENET,
CEEFIE]

1. TXTO Web #RFEHEIE, web-authentication system-auth-control =~ > RZ®RETH I & THZD

2730 £9,

2. Ko~y NRENIEFRE L RHFET— RiE, 1#£201 a2v7471b—varavr e Web iR
FEDFRFEE— R 2B LT EEN,

3. AHEEITEX 2T 4 EOMBELE 2B /REMERH Y T O T, +omito BT EE 0,

[y |

I



web-authentication static-vlan force-authorized

4. K=y FIZROFMETHEM LR £,
e FTROAV T AT L —va BT RTCHREINTNDHI &
¢ aaa authentication web-authentication default group radius

¢ radius-server
¢ web-authentication port *

« web-authentication static-vlan force-authorized
¢ web-authentication system-auth-control
FLTA =Ry PAR— MIFEELTIEIN,
* RADIUS —"~OEFET, TRROT ATy ba RSN 5GE
No=21
NOTICE:LOGIN:( f+/115# ) Login failed ; Failed to connection to RADIUS server.
fHinf& 4 : MAC, USER, IP, PORT, VLAN
No=258
NOTICE:LOGIN:( f/11i%# ) Login failed ; RADIUS request send error.
& : MAC, USER, PORT
TH Uy ha ZxEH 2+ R show web-authentication logging THERE TX £9°,
5. BRIEIFEGEFF rIRABIL, Y%= —V o7 U M CMERISNET,
6. 7T A ~— h Trap #3179 2%A1%, snmp-server host 2~ KT Trap DEERXLIP T FL R L
"web-authentication" Z & E L TH BLENXH Y £7,

[(BAEa< > K]

web-authentication system-auth-control
web-authentication port

aaa authentication web-authentication default group radius
radius-server

snmp-server host
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web-authentication static-vlan max-user

web-authentication static-vlan max-user

364

{La)ﬁi‘j(wu uJ‘.E:L““}—@%EQE Li‘j—o

[ANRH]

THMORE « AR
web-authentication static-vlan max-user <Count>

H O Bk

no web-authentication static-vlan max-user

[ABE—F]

(config)
(NS A—=4]

<Count>
I —YRRIEEAT O EE BN OR KR — VR ERE L E T,
1. RRT A — 2B OHHE
AR TEEHA,
2. EDRE &P
1~ 1024

[O<7 Y FERREDENE]
HEE AL CRRE AT RE 7 e KERAE - — VT, 1024 = —WI272 0 £,

[BIE~DEE

1. 9XTD Web i8iEE%ElX, web-authentication system-auth-control =~ REZHETH I & THZ
2720 £7,
2. A=y FREVPIEATREL R DFGEE— FIE, 1£20-1 2747 b —varavr Fe Web iR
FEDFREE— R 22 L TLIZE W,
3. RBREEITSI2HA, BUERIETF O —F 2O EETTR, KBl A VN LEREMPEDE 2D
£
4. ZEEBNL & AR — B ORKRBIEL — PR ERIRHCRET D5 Z & HAHETT,
o BREHE A — PR AR— MM ORRKBIEL— P BISE LI5S, Y%A — M CTUBROF#H—F D
PRI CE EH A,
o FRRERE A — PR BN O e KFBRE L — PRI L7356, ANEE CURO P —F ORGEIL
TEEHA,

5. EAHPIZR nﬁfﬁ%‘:‘"’“ﬂ_ﬁi U] Hij(wu HE:L’*‘H_%(%/}\KE < D‘FE [_/7]:_)51:[ , Ao NE{%%L@:L’*‘H_ I %ﬁ@{
TX iﬁqz}‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #§iE% (fFH L TW 2 4561E, Kk 246 = —FIZHIB S E T,

T



web-authentication static-vlan max-user

[BEa< > K]
web-authentication system-auth-control

web-authentication port
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web-authentication static-vlan max-user (interface)

web-authentication static-vlan max-user (interface)

366

BT j_ F@Hiﬁﬂ‘hﬂﬁigﬁ—;k%&ibij—o

[ANRH]

fEMoOBE « BH

web-authentication static-vlan max-user <Count>

H O Bk

no web-authentication static-vlan max-user

[ABE—F]

(config-if)
(/85 A—=4]

<Count>

2 —PFEIEEIT O Uik AR — hORKB L2 —VHE2RELE T,
1. AT X —Z B RF OYIHE

HIETEERE A,
2. fEDFR E R

1~1024

[3< 2 FEBRREFDEIE]
él‘zj_ k Twu thETﬁEfiﬁi‘j(utu uJ‘.E:L““‘}—gﬁ i 1024 :L“—“H— fcﬁ ) ij—o

[BIE~DEE

. TXTO Web BiEX €L, web-authentication system-auth-control 2~ F&EETH Z & THZ
(oA S/
L ARF s FRENIETRE L 2 HF8GEE— NI, [#£20-1 ar 747 b—varavy FE Web i
FEDFREE— R 22 L TLIZE W,
. RBREEATo 2856, BUERIET O —FIZTOEETTR, KET T A VENOEREMPERE 720
£
. AEE AL & AN — NN ORKGEREL — PR A RRHCRET 2 2 & b ARE T,
o BREHE A — PR AR— MM ORRKBIEL— P BISE LI5S, Y%A — M CTUBROF#H—F D
PRI CE EH A,
o FRRERE A — PR BN O e KFBRE L — PRI L7356, ANEE CURO P —F ORGEIL
TEEHA,
L IEAPRICERGEE A — P L R RFERE— P E D SEE LTehh, 8RR A0 = —F iXikiem

T%ijqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
. DHCP snooping #fe % fH L TV 2561, &K 246 2 —FITHIB S E 9,

T



web-authentication static-vlan max-user (interface)

[BEa< > K]
web-authentication system-auth-control

web-authentication port
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web-authentication static-vlan roaming

web-authentication static-vlan roaming

HUB 72 &R H L TR LT-GER Ak E, Vo7 X LanWCh— MBEI L7
(B—=3v7) #FELET,

[AARR]
Mo E « ZEH

web-authentication static-vlan roaming [action trap]

RO HIFR

no web-authentication static-vlan roaming

[AAE—F]

(config)
[T A—=4]
[action trap]
0—3I Ik DR — NBEEREEEC, 7T A X— | Trap #%8iTLET,
o FRT R — B EWERE ORI
=3I I EHR— MEEIZRH LT, 7T A4 ~— | Trap 2T LETA,
o fEDFRE I
action trap
a7 Y FAEBBEOEE]
PR IR DO AR — NEEIRFOBE 2T LEH A,
BIE~NDFE]

2L
[ERTE fIE D f Bk 52 4% ]
BEMET R, T ICERICKRENET,
DEEEHE]

HEFFA]

1. TXTO Web #FEXEIL, web-authentication system-auth-control =~ KZRETHZ & THZ

2720 £,

2. Ao~ FRENIEFRE L R AWEFE— NIE, [#£20-1 v 747 L—yarav RE Web 3R

DE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\

3. BEEEE VLAN £ — LA — T, BEIEi&F— VLAN N & & 721, BEh#

j—O

4. Ra< R&ERRE T DHCP snooping #REOF AR, FIEFAMROR— M EBEIT5 &, RIRREET
BENVEOR—NMIBEBELETN, XM UT AT T—F_R—RATEHIN2VWZDEETEEEA,
5. 77 A ~_— | Trap #5179 5¥%E1%, snmp-server host =~ KT Trap DEERIP 7 KL R &

"web-authentication" Z i E L CE LERH Y 97,
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web-authentication static-vlan roaming

[BEEa<> K]

web-authentication system-auth-control
web-authentication port

snmp-server host
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web-authentication system-auth-control

web-authentication system-auth-control

Web BrEZ AN LET,
7%, no web-authentication system-auth-control %z 31T L 7=#A&1%, Web iiEaE1E L 9,

[ANRH]

THROFRIE
web-authentication system-auth-control

(GE2LE]ZS

no web-authentication system-auth-control

[ABE—F]

(config)

(NS A—4]

el

[O<7 > FERREFDENE]
Web SRREZ TV ER A,
BE~DEE

no web-authentication system-auth-control % 54T L 7= 34, #iLFA—WFiIu /7o hanEd,

1. Ra~vy FERENSEERRE L R 2WGET— RIE, [£20-1 207471 —varavr RKE Web il
AEDFEREE— F] 2L T 7ZE W,

2. no web-authentication system-auth-control % E{T L723& T, Pk Web 785k DB IC Bk S 7z
Z—PERITZOET EREFESNET,

(B&Ea< > K]

L
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web-authentication vian

web-authentication vlan

T V‘j—wuuﬂiﬁ %bé’j @JD*EZ_%) VLAN ID %‘fﬁhr‘_’bij_

Kavy FPRESNTWRWEEIE, RE% O VLAN 10 B2 M ThbhER A,

[AARHK]
FROKE - AR
web-authentication vlan <VLAN ID list>

i DI BR
no web-authentication vlan <VLAN ID list>

[ABE—F]

(config)

[N A—=4]

<VLAN ID list>
T ‘H_utunJ‘.E?(ﬁ @J@*RZ_ZD MACVLAN@VLANID hSté’ fE_’l_/iﬁ—
1. AT 2 —Z BRI O HE

BIETEEE A,
2. fEOFE R

<VLAN ID list> O EFH L, F£iz, HEORERPIZOWVWTIE (RITXA—XIZHETXHHE] 2%
BLTLE&W, 7277, 7+~ VLAN (VLANID=1) IR ETXE A,

[a< 2 FEREOBE]
AL D VLAN 810 B2 8 TbN £ A

[BIE~NDEE]

Az~ RCTVLAN ZHIBR L7254, HIBRL72 VLAN T84 L CWea—HF a7y hahEd,

[E% e B D S BR 524 ]
REMATER, FIGERIC KBS ET,

[EEHIE]

I

1. TXTO Web #RFEHEIE, web-authentication system-auth-control =~ > K%

2720 £,

RETHZ & THZ

2. Ko< REREDEWERIRE L 2 BERFFE— RIL, [5£20-1 =747 —vara<w K& Web iR

piE@nu uIE:E'_ }\J %%EE L/T < fx_él/\

3. RESNTZTXTHVLANID i%, MAC VLAN TRHEIINLTWALENRS Y E7,

[B&Ea< > K]

web-authentication system-auth-control
switchport mac

vlan
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default-router

default-router

TIAT v NIRRT HDN—F AT a ZRELET, V=2 AT vaid, 7794 T BT Ry
FEDODLV—2TIPT KL A (T 74/ bb—%) L L THARBERIP T FLATY,
[ABRH]

HHMORE « 2258
default-router <IP address>

o Bk

no default-router

[AAE—F]

(dhcp-confiqg)
(/8T A—4]
<IP address>
IIAT Y OV T Ry b EOL—ZIP T RLVA (F7 4V ML—4%) ZRELET,
1. RRT A — LB ORI HE
BT EHA,
2. [l EHIPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
WIRTT RLAITRETE EFH A,
¢ 127.0.0.0 ~ 127.255.255.255
(a7 Y FEREFDENE]
2L
BE~DEE]
L
[EREE D Iz B 2244 ]
REMEFER, TICERICKMENET,
EEEIE]
1. BEFRERNAL—FZIPT RLZA (F7 4/ ML—&) 131 F—VEATRR 1T,
(BEEa~v> K]

ip dhep pool
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dns-server

dns-server

II7ATV MIBAGTD AL v R—b Y —=R_"EF T a BB ELET, FAAL UV R—b P —1"F T g
N, 7747 NCTHRIAATEEZR DNS — "D IP 7 RL AT,
[AARHK]

HHMORE « 228
dns-server <IP address> [<IP address>]

THHROHIBR

no dns-server

[AAE—F]

(dhcp-confiqg)
[T A—%]

<IP address>

7747 N CRIARERDNS =D IP 7 FLAEZRELET, =0T FL AL, BRED
BObOERITEELET,
1. AT 2 —Z BRI O Y HE

B TEER A,
2. EORE P

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIZRTT RLVAITERETET ERA,

+ 127.0.0.0 ~ 127.255.255.255

[~ 2 FERSEFDENE]

L

[BIE~NDFE]

L

[EXEED R BRE2HE]

REMAE R, T IERICKRENET,

1. BEFRE2 DNS H— O IP 7 RL &AL, 17— HITHRK2ETYT,

(BAEa~<> K]

ip dhep pool
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ip dhcp excluded-address

ip dhcp excluded-address

374

network 2~ R CHRELZIP 7T RLATF—=LD I b, BARENSRIT S IP 7 KL 2O ZRE
LET,

[ANRH]

fHMOBRE - £H
ip dhcp excluded-address <Low address> [<High address>]

T O HIBR
no ip dhep excluded-address <Low address> [<High address>]

[AAE—F]

(config)
(NS A—4]

<Low address> [<High address>]

DHCP ¥—"3DHCP 7 74 7> MZEI D B TTIHRWTFZ2WIP 7 KL R, £FIP 7 FLADH
B &% E LET,
1. AT A —H AR O AT

B TEEE A,
2. fHOFKE R

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIRTT RUVAIIERETEERA,

¢ 127.0.0.0 ~ 127.255.255.255

[a< > FERREFDENE]
network =~ N CEEINTHFHAORIP 7 RLANEI Y YTHRIHETT,

[BIE~NDFE]
L

[EREED R BRE2 4]
REMER S, § <RI ShET,

CEEFHE]

1. REEIL 64 T,
2. BT FLAREZHIRT L ZEICE T, IPT FLAT—AEBRRREAEBZTLE SBEICIE,
BRIV T RURBREEHIRT 2 Z LI TEERA,

i

(BEa< > K]
ip dhep pool

network



ip dhcp pool

ip dhcp pool

DHCP 7 RL AP — L IERERELET,

[AARK]
THROBRE - BH
ip dhep pool <Pool name>

RO HIER

no ip dhcp pool <Pool name>

[ABE—F]

(config)
(185 A —4]
<Pool Name>
DHCP 7 RV AT — /UEROLFREZ R E LE T,
1. RRT A —ZEBWR:OHHE
AT EE A,
2. DR EHLFH
14 PO TR TERE L T SV, BERRERSIFIZOWVWTL [T A—FITHETE S
filf] 2L T a0,

[2< > FEEEEDEE]

L

1|

[BEE~DEE

L

[EEEE]

1. K 32 &l (network %7€ 32) HETE £,

[BEEa~< Y K]
ip dhep excluded-address

network
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lease

lease

376

54T MIEATTHIP T FLADFT 74 /)L M) — R 2R ELET,

[ANRH]

THWMORE - BE
lease {<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

RO HIER

no lease

[ABE—F]

(dhcp-config)

[T A—=4]

{<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}
H, Fff, 42, OB T, V—RRHZHEELET, REROBENRRWGEEE, PIHEE LT
U—ZARFEN 10 E L TRESINET, £/, <Time day>/<Time hour>/<Time min>/<Time sec>
DEFHMEN 10 HARMOL TR ETE A, 10(8) ~365( H ) O THREL T EEW,

<Time day>
U — AR 2 A BEALICRE LE T,
1. fiE D% E i
0~365 (H)

<Time hour>
Y — AW 2 RER BLALICRR E L E T,
1. O EHFH
0~ 23 (W)

<Time min>
U — A Ref] & P AR E LE T,
1. B DR EHiPH
0~59 (43)

<Time sec>
Y — AR 2 R HEALICRE LET,
1. EORREHPH
0~59 (B

infinite

Y — AR 2 HIPRICERE L E T,
[O<7 Y FERREDENE]
U — 2RI 10 & 220 4,
BE~DEE

L



lease

[ERFE B D S BR 524 ]
REMETRS, GBS ET,

[EEHIE]

U — BRI R U — AREH (max-lease) #MB2 D% E% LIZHE, &KV —ARRAELSLE

7

2. V—ABMEEL LIS, 7747 2 MIEBEICY —AOEFHETH 12, R Lo S sy
—BFR TP 7 RL A7 EORE LIZA@RUA TIE, UV — R A2BiRIcE < LT &y, Fiz,
WY —ZEETHL 7 T4 7 MREMERBEZR Z L 2R L TSI E 0,

3. AR THESNZIEFTY — A Z A L TLZE W, <Time day> D AT 24 ~ 59 2 AT

+2% &, <Time min> LB SNE T, Z0%HE, [Enter] 2T 425L, AT —L720F9,

[

[BE&Ea< > K]

ip dhep pool
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max-lease

max-lease

378

IIAT IR Y —ARFMERELTIP 7 FUAZER LB, AT oK) — AR & HRE L F
ﬁ—O

[ANRH]

HHMORE « 2258
max-lease {<Time day> [<Time hour> [<Time min> [<Time sec>]1] | infinite}

5o HI

no max-lease

[AAE—F]

(dhcp-confiqg)
(NS A—4]

{<’I‘ime day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}
, W, 4y, BOBALT, UV —RARHEZRELET, REROBRENLWEEIL, WIFMES LT
) ARFRIN 10 7P & LCR 7£ SNnFET, 72, <Time day> /<Time hour>/<Time min>/<Time sec>
DAFHMEN 10 RO AITHZETE A, 10(F) ~365(H) DM THREL T ZEW,

<Time day>
U — AW 2 B BEALICRE L ET,
1. fEORREHF
0~365 (H)

<Time hour>
Y — AW 2 RERR HLALICRR E L E T,
1. fEORRE A
0~ 23 (K¢ )

<Time min>
U — AR 2 S LIS E L E T,

1. EDFHR E i
0~59 (%)
<Time sec>
U — AR 2 EALICRE LE T,
1. EDFH E i
0~59 ()
infinite
U — A REE 2 BRI RIS E L E T,
(a7 Y FEREBDOENE]
R — AT lease 2~ RCRE LK E 20 £,
LBE~DEE]
2L



max-lease

[E%7E 16 0D Sz B 5244 ]

REEAFER, TIGERICKMENET,

CEEEHE]

V— 2B ZEL LT2BE, 7947 MIEBEICY —2OEFZITH 720, SR LUMER Shan
—RAY72 TP 7 R L R 72 EOMRE LI HEESN T, U — AR ZMmIc < LN T Ean, £,
WY — 2R TH 7 T4 7 2 DREMERTRER Z L 2R LTI EW,

2. ANERTREENTZIEFTY —ZAB#Z AN L TL 2 &V, <Time day> D AS1#%IC 24 ~ 59 # A
95 &, <Time min> ¢ SN E T, ZOHA, [Enter] W FT2L, AT —LebEd,

[

(BEEa~v > K]

ip dhep pool
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network

network

DHCPIZ L > TEMWIZIP 7 RLAZBATDH XY NU—Z OV T3y bR ELET, FEBEIZCDHCP 7
RUAT =& LTEEENDIDIEIV T2y bDHH, IPT RLAKRAMEIOE Y b3 TRTOBLIOT
RT1IDT RLAZBRW-ZHDTY,

[AARR]

BHMORE « BH

network <IP address> [ /<Masklen> ]

(GE2LEZS

no network

[ABE—F]

(dhcp-confiqg)
[T A—=4]

<IP address> [ /<Masklen> ]
DHCP 7 RL AT —LDRy hT—I T RLAEZRELET, £72, A7 2EABLTI-LEE, 77
A A, B, ClITSLI~ABNRESNET,

#2022 V9SRITEDIPT RLREE

AW IP7RKLZR

77 A A (/18) 1.x.xx ~ 127.x.x.x
77 A B (/16) 128.x.x.x ~ 191.x.x.x
77 A C (/24) 192.x.x.X ~ 223.X.X.X

<IP address>
1. AT A — 2B DY) HIE
B TEERE A,
2. EORE P
WIRTT RLAFBRETE A,
e 127.0.0.0 ~ 127.255.255.255
o RA RN 2HEHMTTRCOEITTRTIOT KL &
e (%202 Z7T7AZTLDIP T NUAHH] (CRIHRBELSOIP T KL A

<Masklen>
1. AT A — 2 BHE R ORI HIE
%202 77RAZLDIP7 FLAHEMA) IZ7”T 277 A A, B, ClIZilie~vAy
2. EOFEHPHE
8 ~ 32
K btk (255.0.0.0 ~ 255.255.255.255) THRETE £,

(2= FEEFROEE]

L
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network

BE~NDFE
L
[ER7E B 0D fx B 5244 ]

[y

KRREEToT25E, IP7 FLAT =L LTHRRSND DI, [V 7 Xy FOKRZX MEOE Y b
NTRTOBIOFEAMIOE Y hRTRXT1OT RLAZRWZ, §XTOIP T KL AT 7,
Z D=8, Fi ip dhep excluded-address =~ > R CEATRI RN LERI L2 T FLAEZRE L TL

7230,
2. ARIED DHCP »—N_"THEZ DLV 7T 3 v MIKK 32 FTHRDOT, network REE&GTe7—/L%& 32 LA

R T D LT TEERE A,

(BEa~ > K]

ip dhcp excluded-address

ip dhep pool

381



service dhcp

service dhcp

DHCP =& FGIITHA v EZ 72— AR ELET, KXEEITo72A ¥ 7 =— A2} T DHCP
Sy NERIELET,

[ABRH]
fHMOBRE - £H
service dhcp vlan <VLAN ID>

LRl
no service dhep vlan <VLAN ID>

[AAE—F]
(config)
/85 A —4]
vlan <VLAN ID>
IPv4d 7 R ARERE ST VLAN ® VLANID #%EL£7,
1. AT A — B WERE D FIEiE
AT ERA,
2. {EDOF EHIFH
<VLAN ID> (Z{% interface vlan =~ R CR/E L7 VLANID 2 EL £7,

(272 FEBROEE]
L

[BIE~DEE

._.
I
il
I|
i
v
N
\
NS
N
H
f
N
%ﬁe
s
g
%
w
Do
A
o

(BEa~<y K]

interface vlan
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MAC E3EIE

AV74590L—32a7 0 FEFRINE— FOXE

aaa authentication mac-authentication default group radius

mac-authentication access-group

mac-authentication auto-logout

mac-authentication force-authorized vlan

mac-authentication id-format

mac-authentication interface

mac-authentication max-timer

mac-authentication max-user

mac-authentication max-user (interface)

mac-authentication password

mac-authentication port

mac-authentication roaming

mac-authentication static-vlan force-authorized

mac-authentication static-vlan max-user

mac-authentication static-vlan max-user (interface)

mac-authentication static-vian roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

mac-authentication timeout reauth-period

mac-authentication vlan

mac-authentication vian-check
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VT4 L—2aravy FERBEE— FORE

24 00L—232aTy REREE— FOXIE

MACFGEO a7 4 Vb —Yara~wy RRRETE S, MAC BIEOFRGEE— REROFRITIRLET,

®211 aAvI45L—23>avy RFE MAC FBEEDEREE—F

MAC SBEEDRIEE— K3

av U R4

]
3,
c

aaa authentication mac-authentication default group radius

O

%1

X

authentication arp-relay

X

authentication ip access-group H1

mac-authentication access-group

O|0o0| O] O|0

mac-authentication auto-logout

mac-authentication force-authorized vlan —

O|0| 0| O] O] OO

mac-authentication id-format O

mac-authentication interface — —

mac-authentication max-timer O

mac-authentication max-user -

mac-authentication max-user (interface) -

OlO0| 0|00l 0|0] 0|0

mac-authentication password

o| 0O

mac-authentication port H2

Ol OOl 0|00

mac-authentication roaming —

mac-authentication static-vlan force-authorized

mac-authentication static-vlan max-user

mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan roaming

mac-authentication system-auth-control

0|00l 0] 0|0
\
|

mac-authentication timeout quiet-period

O|l0| 0O

mac-authentication timeout reauth-period

0|0l 0| 0O

mac-authentication vlan — —

mac-authentication vlan-check @) - —

LA

: & VLAN £— K

: ¥4+ v VLAN E—F

LV H—F—F
CRENEICE > TEMEL £7,

AR RIFANTEETS, BfELERE A,
Ay REANTEEEA,

O % H

X
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AVT745L—230aX Y FERIE— FORIG

o<y ROANBRR T, 122 LA v 23BGEE] 22 LT 7EE0n,

Ko~y FOBER, Wikt — FOGYFRAEELET,

X3
SREEE— ROEFAR FEHEMICOWTIE, Tarv 4 b—y a4 RVol2] 22U TLEEN,
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aaa authentication mac-authentication default group radius

aaa authentication mac-authentication default group
radius

386

MAC F8FETo RADIUS — DA LR E L ET,

[ANRH]

TEMORE
aaa authentication mac-authentication default group radius

THHOHIBR

no aaa authentication mac-authentication default

[ABE—F]

(config)
[INTA—4]

2L

[a<7 > BB DENE]

RADIUS % — & L7 T, P MAC 38:F DB 2/ L CHiRiiE 2T £ 3,
BIE~NDFE]

IR ORI R S I E T,

[ER%FE fE 0D JR B 22 ]

BEMELE, TICEAICKBENET,

CEXEFEIA]

1. TXTo» MAC BFE# ElX, mac-authentication system-auth-control =2~ R&ZHET D Z & THZ)

270 9,
2. Ao~ RRENMEREL RHWIET— NIX, [#£21-1 av747b—varavr e MACER
uE@uAuthE:E“— ]‘J %%%LVC<7L31/\
3. 2&:'\7‘/}\%%)‘}] uj_ j:EI/\L Li RADIUS “‘j—“—‘/\@muuﬂ; H/:E_‘ﬁ)%” gi:iﬂ@iﬁ—o

(BgEa~<y K]

mac-authentication system-auth-control

radius-server



mac-authentication access-group

mac-authentication access-group

MAC ZIEAR—FMIMAC T 272U X Ma2@MA L, WIS R « FEFRERKE MAC 7 L 2 THRE
LET,

[ABRR]
W OBE - L H

mac-authentication access-group <ACL ID>

RO HIER

no mac-authentication access-group

[AAE—F]

(config)
[N A—=4]
<ACL ID>

HETD MAC 7 4 VX OB+ 2R ELET,

1. AoRT A — KA WER: O XTI
EWTE LA,

2. fEDFE R
3~ 31 PN CEHESCFIIETLAN) THRELE T, SEMRERLTICOVWTIE [T A—X
ICHETE A1) 22 TIEE,

[a7 2 FEREOBE]
MAC F8FEMI AR — MBS =T S C ORI RAR QA L 720 £

BE~NDFE]
1= FNIBLERRELEZET 7B AVRA N2 A 27 2—RCHAT 548, = NIBRA L F T 2—A
WHEAESNDETORM, BNA v X T 2—ATZELEZET7 L—2aRN—HRICEEINE T,

[EXTEME D /e i 224 ]

REWMEFER, TICERICKMENET,

CEEZEIA]

1. 9 3TCTD MAC i&FEs% ElE, mac-authentication system-auth-control =~ KZ&ZETH Z & THR
2720 7,

2. Ka<y FREDIEARRE RO — ML, [£21-1 ary 747 1L—varavy e MACH
E,EEO)NLA thE:E‘“‘ }‘J %?%EE L/T < 7131/\

3. BErENTWAHMAC T 7R Y A MIIIEROFEENEFEELET, WMRKOMAC T FLARRELT-
MAC 727 B2 Y X MIEMS LA 81E, WEROFEEICIE > TRIAERNZ DMK L 20 £7,

4. EEELZVWMACT 7RV R MERE LIZHEIXMTHEMELEEA, MAC 727 AU A ORI

RS ET,

[(BEa~ > F]

mac-authentication system-auth-control

mac access-list extended
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mac-authentication auto-logout

mac-authentication auto-logout

388

no mac-authentication auto-logout =~ K¢, MAC iBiE CRBRES N/MR NS —ERFH 7 L — A %%
1;:! L/foaﬁ‘/)f_flj( %*ﬁﬂj Lz k—uqu%E@]ﬁ#‘ﬁ}ﬁ—é %%ﬁfj L/i'é—o

72, delay-time g% ETH I & TRMAZZERE T ET2, FIEE— FICLVEWETE AR £5,

[ANRH]

WO E
no mac-authentication auto-logout

THRODOLETE
mac-authentication auto-logout delay-time <Seconds>
THH DR

mac-authentication auto-logout

[ABE—F]

(config)
(NS A—4]

delay-time <Seconds>
e [HE VLAN ®—F, #47+ 3> 7 VLAN £— K
ZREFE— R CREFZIZ, MAC 7 RL AT — 7 /LC B4k L= MAC 3EE= 2 b U Axt&Cd,
Ao~ RORERERF (BOBEEGRRER) 26 L ChmRNb 7 L —A&%ZE Lo iokiE
BT 5 &, MACT RLAT—7 Um0 5Hi%Y4 MAC RBRE= > kU Z BBk L CRBREZ iRk Li#
M0) 2F/ET D&, WMBEEHERMIZT 7 40 ME (3600 ) TEIMEL ET,

. AT A= Z MR O X fiE

AFBREE — N CRBRER (288 L7z MAC RBRE= > I U O SEFEIHFH 2 3600 B & L £,
2. EORBERFH

0, 60 ~ 86400

e LY —E—F
MAC7T RLAT—TNDHAFT Iy b T, KBEGEE— R THRIEE LD MAC 7 R AR
RGBT,
MAC 7 RV AT =T A= v 784 KT 0 %, Ka<wy FOREHHE PR 266 L
THHEBRRINRWIGEIE, %Y MACT RLUAORFELfFERLET,
¥ . =— 3 JHEIX mac-address-table aging 2~ FOBREIZL D £7°,
0] #RETDHE, ==V T XA LT 7 Malith, MRHCEIEE MR L £
1. AT X —Z B O HHE
TV T EA LT U M, 3600 BIRET D E TRALEZ MR L EH A,
2. fEOR TR
0, 60 ~ 86400

[O< > FEREFDENE]

. IEVLAN:E— R, #4753 v 2 VLAN £— F
AFBFEE — N CHRGEAIC, 3600 o L CHa%X MAC BRE=> MU Ok b 7 L— A& Z{F L7272
75>o7‘:4ﬁ'§§%‘f*ﬁu“ﬂ‘6 L, HEIIZHEY MAC REFF= > b U & MAC 7 KL AT —7 L G HIER Lidd



mac-authentication auto-logout

fEER L £ 7,

e LV —F—F
MAC 7 RL AT =T Nx—D0 7 X A4 LT 7 F&BHELTHS 3600 OfGBE#E, HEIRICHEY MAC 7
KL 2 DOWMR & RBIEMRRE L 9,

RIE~NDEE]
no mac-authentication auto-logout =~ > Rg&iE%IL, MAC FBFE THRGE S AV iR 2 — EREE 7 L
OIRREZ R L CHREGEE BEMEBR L £ A,

mac-authentication auto-logout delay-time % 5% E% 1%, X ERFM CEMEL £9,

[E% E B D K BR 221 ]

WEMETER, T ICERIIKBEET,

[EEEIE]

1. 9XTo» MAC §8FEE% €L, mac-authentication system-auth-control =~ K&ZEETHZ & THR
270 E9,

2. Ko~ RRENINMERIRE &L R DFREEE— NI1L, [%£21-1 av 7471 —vgravwr Keé MAC R

FEOFRIEE—F) 2L T a0,
3. [EE VLAN E— K/ # 4 F 3 v 7 VLAN & — RO HE AR OMEBEERERIL, TR0t

) Rt/ S
o MAC F8FEEE VLAN € — RE /21241 F I v 7 VLAN £— FH%)C, mac-authentication
auto-logout %)
[BEEa~< > K]
mac-authentication system-auth-control

mac-authentication port

mac-address-table aging-time
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mac-authentication force-authorized vian

mac-authentication force-authorized vlan

390

RADIUS FRGES 2 g, #REEFEE 72 £ ¢ RADIUS ¥ — 854 £ 7213 RADIUS 4}'“‘“‘/\0) VxR
]\%1513’_‘753%\&{95 L7=5% E'A Z él %R — }\Twuuﬁg;k bfuwquX{r% ﬁ%iﬁ’&ﬁ'ﬁﬁ%ﬂﬂ’] 12583 n$ﬂ‘fb§ﬁ.§k L
mu%WAN%ﬂDéTi?

[ABR]
THMORE - BE
mac-authentication force-authorized vlan <VLAN ID> [action trap]

(GE2LE]ZS

no mac-authentication force-authorized vlan

[ABE—F]
(config-if)
(INTA—=42]
<VLAN ID>
TR FERERT AT REIZEI 0 24 T 5 385E% VLAN ID 3% & L £97
1. AT X —Z B O HE
B CTEFEREA,
2. AH R E i P

[RIA=ZIHRETE D) 2ZRLTIESN,
7272L, 774/ VLAN (VLANID= 1) IIRETEEHA,

[action trap]
TRHIFERIEL DRBRERFRIREIZ, 7T A X— |k Trap ERITLET,

.$A7% ?é%ﬁ@@@m
AR K VBRERF AT LT, 74—} Trap ERITLERE A,

2. EDRK E%l
action trap

(2= Y FEEEFROEE]

L

[BIE~DFE]

L

[REEDRILEEHE]
REMEFH, TIOERICKBENE T,
CEEZEIE]

1. TXTo» MAC BFER E X, mac-authentication system-auth-control =2~ R&ZHET D Z & TH%)
(R S/ S

2. Ra~r RERENENERRE L R DFFEE— Rig, 1#£21-1 arv747L—varavr FE MAC
AEDFEREE— F] 2ZRL T 7ZE W,

3. vlan =~ FT macbased (MAC VLAN) %3%&E L TW\5 VLANID Z%/E LTI,

4, AT EX =2V T 0 LOMBERDFRERH Y ETOT, +oReto ETHEHI SN,

o

k=11
%l



mac-authentication force-authorized vian

5. Ra~ v FIFROFMHTHEE 720 7,
e Tl ar 747 —ya NI RTCERESNTWNWSEZ L

aaa authentication mac-authentication default group radius
radius-server

mac-authentication system-auth-control
mac-authentication port 1N

mac-authentication interface * 2

mac-authentication vlan * 2 %3

vlan <VLAN ID list> mac-based 3

mac-authentication force-authorized vlan * 3 %4

switchport mac vlan HBAA

switchport mode mac-vlan H 4

EX1
X AF v VLAN E— RCHEAT 5 & IR EL T EEN,
TEX 2
LA —F— NTHHTHEEICREL T EEN,
e ]
[f U VLAN ID 3% & L CL 72 &0,
TEX 4
FUA =Ry bAR— MIBFEEL T EEN,

e RADIUS —R~DEET, FTieOT AU ho ZR"gREn=54
No=21:

NOTICE:LOGIN( A% ) Login failed ; Failed to connection to RADIUS server.
g : MAC, PORT, VLAN

TH U hu 7 3EH =<2 R show mac-authentication logging CHER CT& £77,
6. FRIHIFRGERFALRAEIY, UMK OFRAMIR & & IR INET,
7. 7T A X— | Trap ZEIT7T 5% 451L, snmp-server host 2~ N T Trap DEEHLIP 7 KL R &
"mac-authentication" # & E L T LERH Y £7°,

[B&Ea< > K]

mac-authentication system-auth-control

mac-authentication port

mac-authentication interface

mac-authentication vlan

aaa authentication mac-authentication default group radius

radius-server

switchport mac

switchport mode

vlan

391



mac-authentication id-format

mac-authentication id-format

392

RADIUS FBiES &R, RADIUS #— "~FRAEERT DB D MAC 7 FLAJER AR EL £ 7.

[ABRK]
RO - £
mac-authentication id-format <Type> [capitals]

o Bk

no mac-authentication id-format

[ABE—F]

(config)
[T A—=4]
<Type>
RADIUS H— _S~GRAEZERFFD MAC 7 R LA ZHE L ET,
1. AT X —Z B R OYIHE
HIETEERE A,
2. fEDFE
0~3
0 : XX"XX"XX"XX"XX"XX
1 : XXXXXXXXXXXX
2 | XXXX.XXXX.XXXX
3

I XXXX XX XX XX XX

capitals
RADIUS #— " ~FEAEFERFEDO MAC 7 KL 2% 16 #EH AKX TFORRTEMT IHEITRELE T,
1. AT R —ZH WSRO RIHE
INICFTHERMLET,
2. 0D % T i
capitals

[O< > FEREFDENE]

Type 0 (xx-xx"xx"xx"xx"xx), 16 #EH/NLFOFA T RADIUS H— S~GBIEER L £,
BIE~NDEE]

2L

(R EMED R E2H ]

REMARER, TIGERICKmENET,

CEEZEIA]
1. TXTo MAC BFE# E X, mac-authentication system-auth-control =2~ R&ZHET D Z & TH%)
127220 £,

2. Ko< RRENEERREL R AT — NI, [£21-1 arv74 71—y aravr e MACH
DIEO)HAL;IJIE;E‘ }\J %%EEL/T< fuéb\



mac-authentication id-format

[BEa< > K]
mac-authentication system-auth-control

aaa authentication mac-authentication default group radius

393



mac-authentication interface

mac-authentication interface

394

MAC #FEDORGRA v Z 72— AKR— M EFHELET,

[ANRH]

FROFE « BH
mac-authentication interface fastethernet <IF# list>

mac-authentication interface gigabitethernet <IF# list>

R O BB
no mac-authentication interface fastethernet

no mac-authentication interface gigabitethernet

[ABE—F]
(config)
(NS A—4]
<IF# list>

MAC 3 N thE@XTg%T k %;&}HE’ L/j:\ﬁ—o
1. ART A — 2B OXTHIE

BT E EH A,
2. fEOB AP
3T A—SITHRETE Bl #BML TS,
(a7 > FEREEOBE]
MAC FBIFEREIE L £ A
[BIE~NDEE]

Ka<wy RCA U7 =2—RAEHIBR LTS, HIBRLICA > ¥ 7 = — A THE L T B KSR E D R S
nEJ,

[BREE D [ BRE2H ]
REMA TR, TICEAICKMSNE T,
CEEFIE]

1. 9 XTo MAC #BFEs% ElE, mac-authentication system-auth-control =2~ K&ZEETH Z & THL

2720 £,
2. Ko< RRENEMERREL R AT — NI, [£21-1 arv7471L—yaravr e MACHR
thEO)uAL‘uIE;E‘ }\J %{f?%ﬂﬁbf<7‘;él/\

(BEa~<y K]

mac-authentication system-auth-control



mac-authentication max-timer

mac-authentication max-timer

BRG] 2 B8 L7
[AN#K]

WHORE - 20

mac-authentication max-timer { <Minutes> | infinity }

TR O HIER

no mac-authentication max-timer

[ABE—F]

(config)
[185A—=4]

{ <Minutes> | infinity }

FRREE AU AR O g RKAERERF R & 0 B CRE L E 97, B AROFRIEREI%E D, Ka~vr FORE
RefE] 3Rl L7258, A EAICERAE MR S E T,
lnfinity) &ERE L7201, EREGERFITER S 720 $9,
1. AT 2 —Z BRI O Y HE
B TEER A,
2. fEOFE R
10 ~ 1440 (43), 721 infinity

[2< 2 FERSEF D ENE]

FRREZ FERR L E A

RIE~NDEE]

2L

[E%TE B IR BR 224 ]

ROEMAER, +TIGERICKmEINET,

CEFESEIE]

1. ﬁ‘f\f@ MAC F8FER% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THRD

2720 E5,

2. ZIK:IV/]\ /Eﬁ‘%j]ﬁzj kfcﬁ%)nmuiE:E”— }\Li, ’—2‘5{21'1 :'/7/(71/”—“/3 /:"?7/}\kMAC [
nmg)nuu ’_‘]‘J %%%HEL/T<7L:§1/\O

3. B REERER M A B £ 70 UE R L7561, BIfERRGE ORI EAEBE L, KBRS

BEMNENZR £7,
MAC AL COEFEFMIL, BEOHZAZMEHL CWEXHA, TOD, EH 3~ N set clock THFF
AR LT b B :%ﬁéﬁzituitf_m

(B~ K]

mac-authentication system-auth-control
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mac-authentication max-user

mac-authentication max-user

B HLAL D e RGEREI R AR E L £ T,

[ANRH]

DR « 23
mac-authentication max-user <Count>

RO HIER

no mac-authentication max-user

[ABE—F]

(config)
[IN5A—=4]

<Count>
SEE ENL O e KEBFFR AR 2 8% E L7,
1. AT X —Z B O HE
AT EHA,
2. DR E &P
1~ 256

(2~ FEBROEE]

LETE B DO FRAE ATRE A0 i KRR A EIE, 266 BiRIZ/2 D £7,

[BIE~NDFE]

REMAER, T ICEMCKBIIET,

1. 9 _XTo» MAC §8iEE% €Y, mac-authentication system-auth-control =2~ K&ZEETHZ & THR

2720 F4,

2. ZJK:I-?/FEQTEZEEJ{’ET EL R BRREEE— NIL, [$£21-1 v 7401 —vgravwr e MACR

DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT< Py VY,

3. RREZIT-T2HE, BERETOWKIZFDOEE TTHR, KREIOFIRIRDORIEEF SR EE N AR

LD ET,

4, FEEHAL L AR — N HAL O R RBIEH A A FIRFIZRET D 2 & b AR T,
o PRAEFE HIAEN AR — NN ORRBILGAENCE L2 GE, Y%A — F CTUUBEOFRLEG AR DR
TEEHA,

* ?S\%E(ﬁ%‘ X;ﬁz’y{t%ﬁ{iﬁﬁij{muu %*;ﬁﬁf—%bfl%/ﬁ\; K%%Tuﬁé@%ﬁiﬁ ﬁ{@muu if%i

A,

5. I FRAER A AR &V R KRR AR &2 D 7a KA L7, FBRER A O AR I THFHEE T £

T, R ARORIEITE EHA,

6. FRRER AR DMt — N EABE) L7567 8T, EROESRREE ZRENE LD DY E

B
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mac-authentication max-user

7. DHCP snooping #48EZ FH L TW A AL, MK 246 SiKICHIR S E T,

[BEEa~< > K]
mac-authentication system-auth-control
mac-authentication interface

mac-authentication port
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mac-authentication max-user (interface)

mac-authentication max-user (interface)

BT j_ }‘o)ﬂi‘j(nmu jﬁmﬁj{@%ﬁﬁﬁbi#o
[AHRH]

DR « 23
mac-authentication max-user <Count>

RO HIER

no mac-authentication max-user

[ABE—F]

(config-if)
[IN5A—=4]

<Count>
WA — N ORI R AR E LET,
1. AT X —Z BRI HME
AR TEEHE A,
2. fEOREHIPH
1~ 256

[a< > FERREFDENE]

WELAR— N OFRE T RE 7R F RGRRES ALK IE, 256 FARIZR D £,
[BEE~DEE]

2L

BREMED RBREZH]
EMEAEER, T ICERICKBENET,

CEFEFEIE]

[ |

2

1. 9 _XTo» MAC §8iEE% €Y, mac-authentication system-auth-control =2~ K&ZEETHZ & THR

2720 F4,

2. ZJK:I-?/FEQTEZEEJ{’ET EL R BRREEE— NIL, [$£21-1 v 7401 —vgravwr e MACR

DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT< Py VY,

3. RREZIT-T2HE, BERETOWKIZFDOEE TTHR, KREIOFIRIRDORIEEF SR EE N AR

LD ET,

4, FEEHAL L AR — N HAL O R RBIEH A A FIRFIZRET D 2 & b AR T,
o PRAEFE HIAEN AR — NN ORRBILGAENCE L2 GE, Y%A — F CTUUBEOFRLEG AR DR
TEEHA,

* ?S\%E(ﬁ%‘ X;ﬁz’y{t%ﬁ{iﬁﬁij{muu %*;ﬁﬁf—%bfl%/ﬁ\; K%%Tuﬁé@%ﬁiﬁ ﬁ{@muu if%i

A,

5. I FRAER A AR &V R KRR AR &2 D 7a KA L7, FBRER A O AR I THFHEE T £

T, R ARORIEITE EHA,

6. FRRER AR DMt — N EABE) L7567 8T, EROESRREE ZRENE LD DY E

B
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mac-authentication max-user (interface)

7. DHCP snooping #48EZ FH L TW A AL, MK 246 SiKICHIR S E T,

[BEEa~< > K]
mac-authentication system-auth-control
mac-authentication interface

mac-authentication port
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mac-authentication password

mac-authentication password

400

RADIUS FaE S Rz fiE, RADIUS Y— S~GREAFER T DD NRAT — FERELET,

[ABRK]
THWMORE - BE
mac-authentication password <Password>

o Bk

no mac-authentication password

[ABE—F]

(config)

(NS A—%4]

<Password>
RADIUS Y — S A~FHFFERIFOEZEDO/NRRA T — RERELET,
1. AT A —H B WEIRE D FIEiE

B TE £ A,
2. (EOHEHiIF
1~32 LFUNTHELET, RETRERLFICONWTIE T A= ITHRETE 5] =5
LTLEEN,
[O7 > FERREEDEIE]

mac-authentication id-format =~ > RZEEL TWAEAIE, FOa~vr NTRELZEROEIERTS
WRD MAC 7 RLARNAT—RERD £4,

mac-authentication id-format =~ > RZ & E L TWRWEATE, xxxxxxxx-xx-xx] (A~ F i3/
) BROBIEEIHERDO MAC 7 RLARSAT = REp 09,

BE~DEE

L

ERTEE D IR AR 524 ]

BEMET,, T <ICERICKBENET,

[ |

. TXTO MAC FEREXEIL, mac-authentication system-auth-control =~ R&ZEETHZ L THR
270 E9,

2. Ra<wy FRENIERTREL R HF8FEE— NI, [£21-1 20747 b —varyavr e MACHE
FEDFFEE — bj%ﬁ%bf<téw

3. Ao~y RTRELE/SAY— R, T3TO MAC #:F RADIUS #BE6 AR THam & 72 ) £,

[y



mac-authentication password

[BEa< > K]
mac-authentication system-auth-control

mac-authentication id-format

aaa authentication mac-authentication default group radius
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mac-authentication port

mac-authentication port

A— MIRIEE— FERELET,
[ABTRA]

THWORE
mac-authentication port

RO HIER

no mac-authentication port

[ABE—F]

(config-if)
[IN5A—=4]

el

[O< > FEREFDENE]

MAC FBAEA 2R, MR — MILV T —F— FTEMELE T,

[BIE~DFE]

Ko<y RCRIEXNG AR — N OHIBREIT - 12858, YE%A— F CORERMEBRENET,

[EXEMED Rk ]

REMAER, T ICERICKMEET,

CEEFIE]

1. T_To MAC BFE%E L, mac-authentication system-auth-control =~ > R&RETHZ L THZ)
27220 £,

2. Ra~y RRENEMETGEL 2 DF8GEE— NIL, (#2111 v 747 b—varavr e MACR
AEDFEREE— F] ML T 7ZE W,

3. system function =~ > KT extended-authentication N E I N TV RWGA, Ka~< FIIHEET
TEHA,

4. Ka<x FEA =Py b 72— ATZTREAHRTT,

(BEa< > K]

system function

mac-authentication system-auth-control
authentication ip access-group

authentication arp-relay
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mac-authentication roaming

mac-authentication roaming

HUB 72 &R H LT LTiRGEl Ak d, Vo7 X LanCh— MEEI L7285 BT
(m—=3v7) #FELET,

[AARR]
fHMOBRE - £H
mac-authentication roaming [action trap]

RO HIER

no mac-authentication roaming

[AAE—F]

(config)
[N A—=4]

[action trap]
n— I L BAR— NI EREERC, 77 A4 X—F Trap #%/TLET,
o AIRT R — 2 BWERE ORI
n—I 7L BR— MB#FERHELTY, 771 X— b Trap 2517 LEH A,
o fEOF EHFH

action trap
v Y RARREOEE]
LS HIRR O — BB OBIE 27 LA,
EEADSE]
el

[EREED RS2 ]
REMEFH, TICERICKBENE T,
EEEIE]

1. TXTo MAC 8FE ElX, mac-authentication system-auth-control =~ R&ZHET 5 Z & TH%)
2720 E5,

2. Ra<y FREDBERMGEL 2 5385 E— FIE, [£21-1 =2v7 47 —varavr Fe MACR
FEDFRREE— ) 2R LT EE N,

3. BEENF A ) I v 7 VLAN £ — FOxGFA— T, BER & F— VLAN A0 & 72108 & iEE

BT,

4. Ra< > FEEIREET DHCP snooping #EREDF RS, FFEEAMRKOR— N2 BEIT 5 &, FRFEKEE
BEEOR— MIBBLETH, XM UT 27T —F_X—RFEH IR oOBETE iﬁ“/uo

5. 7T A ~_— | Trap #5179 58E1%, snmp-server host =~ KT Trap DEERIP 7 KL & &
"mac-authentication" # % E L TH I LERH Y £,
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mac-authentication roaming

(BAEa< > K]
mac-authentication system-auth-control
mac-authentication port

snmp-server host

404



mac-authentication static-vlan force-authorized

mac-authentication static-vlan force-authorized

RADIUS GRGEH & R, fREEEE 7 & C RADIUS ¥ — )R £ 721X RADIUS h— 1~ U 7 = X
FMEF=T —DRAE LIGEAIS, MUikA— b CRlAEE R L 72 i8GER R R & di il pI S RERERF iR RE & L &
j‘o

[AHFRH]

THMORGE - BE
mac-authentication static-vlan force-authorized [action trap]

(GE2LE]ZS

no mac-authentication static-vlan force-authorized

[ABE—F]

(config-if)
(NS A—=42]

[action trap]
TRFFEREIC K D RERERTAIREIS, 5 A X — |k Trap 1T L E T,
o KRT A— é?éﬂl%ﬁj%@%ﬂﬂmﬁ
REFRREIC L VRRERFAI LT, 7 F A4 X— |k Trap 21T L £ A,
o fHDF fE%EI
action trap

[3< 2 F AR DB E]

L

[BIE~NDFE]

7L

BT B D IR BR 224 ]

REMAEY, TICHEAICKBSNET,
[EEFEIA]

1. T _To MAC #BFEs% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THRD

Lfcﬁ@iﬁqo

2. Ko~y FRENIIEFRE L R AWEFE— NIE, [#£21-1 o747 Lb—varavwr FE MACR
FEDOFREE— K] 22 L T &N,

3. AHBEITEX 2T 4 EOMBELE 2B REMERH Y T O T, +omito ETHHEE 0,

—
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mac-authentication static-vlan force-authorized

406

RKa<y FIFROFMETHE E 720 7,

s FTRLDaALy 747 b —va v PTIRTHRESNTND I E

aaa authentication mac-authentication default group radius
radius-server
mac-authentication port *
mac-authentication static-vlan force-authorized *
mac-authentication system-auth-control

FILTA =Ry bAR— MIFEELTIEIN,

e RADIUS #—"~DEET, Fit®OT7 H vy ba ZRngEREN=5HE
No=21:

NOTICE:LOGIN: ( f}/n1%# ) Login failed ; Failed to connection to RADIUS server.
fHmfEsR : MAC, PORT, VLAN

T vy ka7 i3EH 2~ 2 R show mac-authentication logging TR CTX F£ 97,
5. FRHIFRRERT ALIRAEIY, MWK ORI & & IR INE T,
6. 7T A ~X— h Trap #3179 2HA1%, snmp-server host 2~ T Trap DEERXRIP T FL R L
"mac-authentication" Zi%E L TH LERH VD £,

(B&Ea< > K]

mac-authentication system-auth-control

mac-authentication port

aaa authentication mac-authentication default group radius

radius-server

snmp-server host



mac-authentication static-vlan max-user

mac-authentication static-vlan max-user

B HLAL D e RGEREI R AR E L £ T,

[AHRR]

WHORE - 20

mac-authentication static-vlan max-user <Count>

RO HIER

no mac-authentication static-vlan max-user

[ABE—F]

(config)
[185A—=4]

<Count>

e AL O KABFEm R 2% E L7,
1. RoRT A —H B O
AT EE A,
2. fEDREFE
1~ 1024

[2< > FEEEFDE)E]

L{ij:

B AL OFERE PTRE AR e RABREIR A SR, 1024 Sikic 72 £97,

[BIE~NDFE]

REMAER, T ICEMCKBIIET,

. TXTO MAC §8GEE% ElE, mac-authentication system-auth-control =~ R&ZEETHZ & THRD

2720 9,
Aoy RERENINERBE L R HWAEE— NIE, [#£21-1 avr747b—varavr e MACR
FEOFREE— R 2L TI2E 0,
ARBEEATo 1256, BIERIET OMRIZZ DO E T TTA, KRIEIOF AR OFRER S EMA AR
LR ET,
BB AL & R — N AL O S KRR AR & RIS RET 5 2 & AT,
o FRREE AUHAEL R — N AL ORISR AT E L2556, MUi%dR — b CLURROH B R OFEGE!
TEEEA,
o FRGIEVE AR A ER AN I I B O e KERAFSR AR BT 2 L2356, AREE CLMOFHRm R ORGRI T £
A,

TEH HIZRRGEE AR L 0 I KRG AR 2 D 7 S AT L h, WRREE A OARITMLEE TX £
T, FHSAROEILT TE A,
DHCP snooping #fE% FH L TV 28581F, &K 246 WiRICHIBR S E 9,
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mac-authentication static-vlan max-user

(BEa< Y K]
mac-authentication system-auth-control

mac-authentication port
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mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan max-user (interface)

e

j_ }\o)ﬂi‘j(nmu jﬁwﬁjiék%f fF:LiT

[AHRR]

WHORE - 20

mac-authentication static-vlan max-user <Count>

TR O HIER

no mac-authentication static-vlan max-user

[ABE—F]

(config-if)
[185A—=4]

<Count>

B4R — P ORKFRIER AR ZBE L E T,
L. ART A — 2B W O YIHIE

B TE £ A,
2. DR EFIA

1~1024

[2< > FEEEFDE)E]

T

[:&

j_ ~ DR DIETﬁEfCEHij(ﬂAL uJ‘_Ej#JﬁiEék ¥, 1024 VAN 72 Y ij—o

E~NDFE]

L

REMEER, 3 ICEMICKmSNET,

T D MAC §BFEE%E X, mac-authentication system-auth-control =~ REZFHET S Z & THZ
270 9,

AKa~wy RBEPBENREE RDIBFEE— R, [F21-1 ar7 47 b—varavr FE MACR

REDFRFEE— ) 22 LTI EE N,

RREEAT o IcE, BUERGET OMERITZ DO E E TT R, REIOFHRIEEROFEIER ) O EMBNE R

LR T,

A B & RN — b AL O R RRBRES AR & [RIRFICEET 5 2 & b AlgE T,

o REE AMERID R — N HEALO R KBRS AEUTE L1256, Y%A — b CLBOFHUSER ORGE
TEXEHA,

o FRREWE AIMAEL AN IE E AL O i KERAESR AU L1256, AREE CUBROFHIRRORIIITE £
A,

TEH HIZRRGEE AR L 0 I KRG AR 2 D 7 S AT L h, WRREE A OARITMLEE TX £
T, FHSAROEILT TE A,
DHCP snooping #fE% FH L TV 28581F, &K 246 WiRICHIBR S E 9,
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mac-authentication static-vlan max-user (interface)

(BEa< Y K]
mac-authentication system-auth-control

mac-authentication port
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mac-authentication static-vlan roaming

mac-authentication static-vlan roaming

HUB 72 &M U T L7-RGEE AR %, Vo7 X7 LW THR— NEEILT-58 OmEE ]
(B—=3v7) FELET,

[AHFRH]

HHMORE « 2258
mac-authentication static-vlan roaming [action trap]

H o Bk

no mac-authentication static-vlan roaming

[AAE—F]

(config)
[N A—=4]

[action trap]
2= 7LD R— MBI AR, 7T A ~— |k Trap # 81T LE 7,
o ART A — 2B OFTHIE
=3I I EHR— MEEIZRH LT, 7T A4 ~— | Trap ZFHITLEE A,
o f[EDOREFPH
action trap

a7y FEREFDEIE]
FORIERT A AR DR — MEERFOEE 27T L £ A,
[BIE~DEE
2L
[E%7E B D S BR 221 ]
REMAE, T <ICERICKmENET,
CEEEIA]
1. +_T» MAC FBFER% €L, mac-authentication system-auth-control 2~ > KZ§%ET 5 Z & THZ)
2720 £9,

2. Ka~y FRENEERRRE R DFFEE— NIE, [£21-1 a7 7 b—varavy Fe MAC#
REDFEREE— F] Z2ZRL T 7EE W,

3. BEVYENEE VLAN £— Mt — T, BEAiE A— VLAN Ao & 721, BEi% b@ETFRET
D

4. Kz~ NERERNE T DHCP snooping #AEIFH R, REFEAMROF— M EBEIT 5 &, FiEREIX
B OR— MIBBLETH, XM UT 40T T—F_X—AFEHF IRV TOBETETERA,

5. 77 A ~_— | Trap #5179 58E1%, snmp-server host =~ KT Trap DEERIP 7 KL &R &
"mac-authentication" Z &% E L THE LERH Y £7°,
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mac-authentication static-vlan roaming

[BEEav > K]

mac-authentication system-auth-control
mac-authentication port

snmp-server host
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mac-authentication system-auth-control

mac-authentication system-auth-control

MAC #FEE2 AN LE T,
7%, no mac-authentication system-auth-control % 3217 L 7235418, MAC i8iEZ2{51E L E 9,
[AARK]

TEH O E
mac-authentication system-auth-control

(GE2LEZS

no mac-authentication system-auth-control

[AAE—F]

(config)

[N A—=4]

el

[a< > FERRFFDEE]
MAC FREEZ TV EH A,
BIE~NDEE

no mac-authentication system-auth-control % 317 L7254, FRALEAMmEDOTEIEN RSN E T,

(3% B D = BR 524 ]
REMEER, T CIGERIC KBS ET,
[EEHER]

1. Ko<y RRENEEFREL 2 A ET— NI, [£21-11 av 7471 —varavwr e MACR
AEDFEFEE— ] 2B LTI 7Z3 0,

2. no mac-authentication system-auth-control %34T L7-3#5T%, WE MAC RFFE DB (25 6k J 72 i
KERIIZTOEERESINET,

(BEEa~v Y K]

L
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mac-authentication timeout quiet-period

mac-authentication timeout quiet-period

414

WAERIIFZ, F—iR (MAC 7 FL-A) ORIELEHR LAWK GRIAEEBMTZ 1 ~) 2RELE
ﬁ—o ZIKE%‘:FEEW j:, uqu%ﬁ%??[/\iﬁ/u

[ANRH]

HHMORE « 2258
mac-authentication timeout quiet-period <Seconds>

E RO Bk

no mac-authentication timeout quiet-period

[AAE—F]

(config)
(/NS A—4]
<Seconds>
FORER R T # A ~ E RV EA CRE LE T, RIS ISR 2 BB L 7= WiEa1E, 0%
RELTLEZEN,
1. RXT X —ZBWEREOHHE
BRETE EH A,

2. HDREEH
0, 60 ~ 86400 ()

[3~7 2 FERRERFDEIE]

MAC FERERIRE, 300 FPMIZIE — R OREIELE 21TV ¥ A,
[BIE~DEE]

7L

[ER%FE fE 0D JR B 22 ]

1. WEEZRE Lz & &

2. BIEBETORAEFBEMT 2 A ~NF A LT U ML, A4 ~fER0ICR-T- L&

3. M =~ K clear mac-authentication auth-state % Efifi L, FEFEHNLE 72 135585 AL T OFRIERER %
FhE L7z b &

EEEIE]
1. T _XTo» MAC R E X, mac-authentication system-auth-control =~ R&Z&ZET D Z & THE)
2720 E9,

2. Ko< FRENTMERTRE & R AFGEE— FiL, 1#£21-1 av74 71—y aravr Keé MAC#R
DJ‘-E@HAL‘HJ‘.E;E’_“]\J %%BEL“C<7’:_§1/\

(B&Ea< > K]

mac-authentication system-auth-control



mac-authentication timeout reauth-period

mac-authentication timeout reauth-period

BALFRIN R, RO HRIEAT ) M ERE LT
[AN#K]

THWORE - BE
mac-authentication timeout reauth-period <Seconds>

THHOHIER
no mac-authentication timeout reauth-period
[AAE—F]
(config)
[N A—=4]
<Seconds>
SR DFFRAEZ T O AW Z MM TRELET, 0 2RE LICGAITHRGEEZI T o3 I8k Lkt £
R
1. RRT A —Z R MR DY
A TEEREA,
2. fEDOFRERP
0, 600 ~ 86400 ()
[3< 2 FEERREFDEIE]

SR O FFRREE AT O A HIE 3600 F T,

[ER7E B D f=x B 5244 ]
o BIEEMEF OMEROBERIEEAT ) AN A4 L7 7 b L, 54’ ~fENR 0ot b &
e jEH =2~ K clear mac-authentication auth-state 317 L, FRGEHEANL F 72 1335 1E AL C O FEGEARER &

Ehifi L7z & &

o PRRER AIHAAMFLE L 72\ HREB O GRAE RN CRRAEM R OFEFEN Y LTz & &

EEEIE]

1. +_To» MAC IR E X, mac-authentication system-auth-control =~ R&&ET 2 Z & THZ)
2720 E7,

2. Ko<y RERENIMERRE L R DRFEE— RIX, T£21-1 v 747 L—varavwyr FE MACH#R
AEDFRGEE— R 28 LT &0,

[B&Ea< > K]

mac-authentication system-auth-control
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mac-authentication vlan

mac-authentication vlan

U AR, EAIICEIV 22 VLANID #3%EL £,

Ka<y FPRRESNTWRWEEIE, RE% O VLAN 81 B 2 M Thh st A,

[AHRR]
RO E - AR
mac-authentication vlan <VLAN ID list>

(GE2LE]ZS

no mac-authentication vlan <VLAN ID list>

[AAE—F]

(config)

(NS A—=4]

<VLAN ID list>
FFER IV B 2 5 MAC VLAN @ VLAN ID list Z5% € L £,
1. AT 2 —Z B O HE

HIETE £ A
2. fEDOE R

<VLAN ID list> O EF1E, Fiz, EOBREHEAICHOWTIE [T A—HXITHETX5H] =5

LT ZEW, 774/ 5 VLAN (VLANID=1) I ETEEHA,
[a< > FEEREFDENE]
s ;ﬁ@@]lﬁ/}fi VLAN @J n %Kﬁ)’ﬁibﬂi“@f/\/
BIE~NDFE]
K=z~ FTVLAN #HIBR L7256, HIFR L7z VLAN TH&Z L T 2K ORGES R S N E T,
(R EMED R E2H]
REMAETER, T ICHEAICKBE S ET,
CFEFEHE]

I

1. TXTo MAC BFERE X, mac-authentication system-auth-control =2~ R&ZHET D Z & TH%)

27320 £9,

2. Ko<y FRENBIEREL 72 2FEE— MY, [£21-1 av 747 b—varavy e MACH

FEOFFEE— R 22 L T 7E&EW,
3. REINZZTCTHVLANID iZ, MAC VLAN TREEINTWAHMLENDH Y £9°,

(BEa< > K]
mac-authentication system-auth-control

switchport mac
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mac-authentication vlan-check

mac-authentication vlan-check

FOREALEE T MAC 7 L A2 WA 5B8C, VLANID & LE T,

RADIUS #FE R0 EA1E, RADIUS — SA~FFEEREE O —HID & LT, MAC 7 FLAXLFH| &
Ko<y RTRE LTS (AL "%VLAN"), BEXOVLANID ##& L7-bo &ML £,

n— A VERFE T A DBEEIE, PE MAC 25 DB ~BAH#HZ MAC 7 FL A X545 & VLAN ID THRA& L
*9, (PE MAC #iF DB (2 VLAN ID {58232 WAL, MAC 7 RLAXLFHE T TRAELET,)

[ABRH]
HRORE - BH
mac-authentication vlan-check [ key <String> ]

(GE2LEZS

no mac-authentication vlan-check

[AAE—F]

(config)
[N A—=4]

key <String>
AKoXZ A —4 1%, RADIUS FEGE sz mA L 9,
RADIUS H— S ~FFFERERC, = —F ID T 2305752 #%E LET,
0 — W NVEIEFROGEIE, AT A —Z [T T,
1. RST A — & BREREO YT fE
LFH"BVLAN" 258 L £ 7,
2. D E R
1~ 64 LFLNTHRELET, REABERLFICONWTIE (TG A—Z|IBETE 5] 2BR
LTCLEEN,

[a< Y FERFOBE]
MAC BRI AREZ, VLANID &AL £t A,

[BE~NDFE]

REMAER, T ICEMCKBSIET,

1. 9_XTo? MAC §8FEE% €%, mac-authentication system-auth-control =2~ K&ZEETHZ & THRD

12720 9,
2. Ko<y RERENIMERRE L R DRFEE— RIX, T£21-1 v 747 L—varavwr FE MACH#R

NE@wu uJ‘.E:E’_‘ ]\J %%BE LT< P AN

417



mac-authentication vlan-check

418

[BEEav > K]

mac-authentication system-auth-control

mac-authentication port

aaa authentication mac-authentication default group radius



LA\ 2 3858

authentication arp-relay

authentication ip access-group

419



authentication arp-relay

authentication arp-relay

LA 23 DIE*% %{%ﬂ%aﬁ o thEHIJ@j#Jﬁj{ﬁ)B%{D éhéﬂﬁ%%&?ﬁ‘( ARP X7 v I\;c,{fnu EEXT%%@‘T“‘
F~HHEEET,

ZK:‘V/ ]\ iTua@utqu:E_ ]‘ T{iﬁﬁfgij_

e IEEE802.1X : AA— MENIFEGE (§rY), A— MNHEAFERE (hRY)
e Web #23F : [E/&E VLAN =— K, #4+ 327 VLAN £—F

o MAC #%3F : #E VLAN £— K, #A 73 v 2 VLAN £— F
[AARR]

TEMOBE

authentication arp-relay

THHOHIBR

no authentication arp-relay

[ABE—F]

(config-if)
(INTA—=42]

L

[O<7 > FERREFDENE]
2L

BE~NDEE

L

CEXEFEIA]

1 Kavy FERETHHAI, oo UnSHH— M FROVFRNAZRIEL T EEW,
¢ dotlx port-control
¢ web-authentication port

* mac-authentication port

rmtb

2. IEEE802.1X ""— N HNIFEAE (§7H0) CRRAERA IPv4e 727 ¥R U A M &I & &%, Tl

LTL7EENY,
o R— NHENEERE (FrR0) 72U CHEHAT D EX1E, H 520> U® system function =2~ KT

extended-authentication D% E & Fi& O FELE) A3 M ECF,

3. ARa~=r NIIGGEHERERNC R B RIRE/R A ¥ 7 = — AR 0 57,
e IEEES02.1X ""— MENFRAE (FFH0) 1, /1 —V Xy F AV F T x2—R, R—brFy¥r FA ¥

72— ATREARRTT,
-mm%m1xf~%¥umﬁ(%%)\wbmﬁ BIOMACRREIA —YV Ry b ¥ T2 —R

VTR EFTRET Y,
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[(BAEa< > K]

system function

dot1x system-auth-control

dot1x port-control

web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control

mac-authentication port

authentication arp-relay
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authentication ip access-group

authentication ip access-group

422

LA Y 2 FRFEAEEE 2 (8 R, FEFERTOMR S EE SN OMHEEE COIP X7 v &, IPvda 7T 7 A Y
A NEWMAH L CHREINT/ Ny METERIER BRI DR — v ~H D& F T,

ZK:"V/ ]\ iTua@utunE:E_ ]‘ ’C{iﬁﬁfgij_

e IEEE802.1X : A"— MEAIFEGE (#AY)), A— MNEAFERE (BIRY)
o Web #23F : [E/&E VLAN £— K, #A4+ 327 VLAN £—F
o MAC #%F : [ VLAN £— K, #A 73 v 2 VLAN £— F

[ABR]
THROFRIE
authentication ip access-group <ACL ID>

THHOHIBR

no authentication ip access-group

[ABE—F]
(config-if)
X5 *—%]
<ACL ID>
FEFRI G AR — P~ EEBTODIPvA T RL AT 4 V2 OB FEBRELET, £35 A —%
TRETELIPvA 7 RL AT 4V Z OB FIXEE T T,
1. AT X —Z B O HHE
HAIETEERE A,
2. DR EHPH
3~ 31 LT BT TFUS) THRELET, KERARERSIFIZOWVWTL [T A—X
WHETE 5] 2R LTI ZIN,

(a7 FEREDEE]
* Web ZALH M IP 7 FLADFES LTV B 541, RAMTHBE LET,
* Web #4472 v 7 VLAN %— R CHi7 %, P DHCP %— 350 DHCP /37 v MMEF8FERTT

bHimmwmLET,
e URL U XA L7 MERENHRESNTWDHEEIE, http SO MIT_RCEESNET,

o BFRLMSND RSy MIBEFESNET,
[BIE~DEE]
2’-(1372/ Fg&hﬁgﬁ?ﬂ{ NRVIR b%j— Tna inuthEHIJT%) I—/ij_o

* Web WLEIEE)EH IP 7 }\ I/xﬁllo) IP /\b‘ b4 ]\
o Web #BiE4# 1 X v 27 VLAN £— R CTfEfA3 5, WR DHCP ¥— 3580 DHCP /%47 v k

ZOMDIy ML, Ka<w RTRELET 72 AU A FOFKHTHEWET,

[EREME D R BRE2 4]
REMETR, FICERICKBRSET,



authentication ip access-group

GEEEHE]
1. Ka<wy RCHETHT /AU R MNAITEBESKC1HTT,

»

ARa<wy RERETHHEIE, HOPUDHEER— MITFROWVTNNEZREL T EEW,
* dotlx port-control
* web-authentication port

* mac-authentication port

3. IEEE802.1X N— F B{\F8aE (§#Y) TRREHM IPvae 727 XU A b &5 & &%, TRl
L 'C <TEEWN,
— MHALGERE (FRF0Y) 7 CHEMT 5 & X1, H 50U system function =~ KT
extended-authentication DX E & HEE O FEEN D VLE T,

4. Ko~ FIIRFEEEERCRR EFIRE/e A > ¥ 7 = — AN/ 0 7,
« IEEER02.1X &R— %%ﬂﬂ%(ﬁ%)i A—PFy "B T2—RA, B—"F¥RNA X
73:‘—2( Hﬂgj‘ Tj‘o

. IEEE8021X ﬂ<’_‘ T\%ﬁ?ﬁx?ﬁ (@JE,‘]), Web nquE %J:U\MAC muu ZM' -H‘Z‘ b4 ]\4’ /&71‘—‘X

FEITREFRETT,
[BEEa<> K]
system function
dot1x system-auth-control
dot1x port-control
web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control
mac-authentication port

ip access-list extended
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B0 v bU7—VDEFREICKSEEHEL

Ab—LarbrAO—JL

storm-control
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storm-control

storm-control

F#RDOA h—Ahzay ba—USREA R E LE T, AEEIL, AREEPZETLI 77 v T4 v IR T7 L—
LOBEEZHEL, 7RB—RFFy A NAM—LRENBAELLEESICHEEZBAD 7T v T 4 v I5% 7
V—LaBERETHIET, Xy PV — BIUOAKBOARZ TFHZ &N TEET, MEZBAL Y
L—2%Z[ELTCAM—LZMmH LE X, A— % inactive JREEIC L7V, SNMP Trap #¥1T7L720,
ARV MAyE—UEFRLIEZDTEET, £, A FP—2BHERICZE L7 V—20HE% Flal-> 72
LIS TA F—20REEEBRHEL, SNMP Trap #¥{TL7=0, A XV A vE—VRFRLIED T
XET,

[ANRH]

THROFRIE
storm-control broadcast level pps <Packet/s>
storm-control multicast level pps <Packet/s>
storm-control unicast level pps <Packet/s>
storm-control action inactivate
storm-control action trap
storm-control action log

FEW O HI bR
no storm-control broadcast
no storm-control multicast
no storm-control unicast
no storm-control action inactivate
no storm-control action trap

no storm-control action log

[AAE—F]
(config-if)
(NS A—=4]
broadcast

Ta—RFY AT —bERA =L hr—LOKRIZLET,
1. AT A —Z B O HHE
A h—bar ha— VEEREEHRE LEEA,

multicast
“INFFXF Y AN T L —L B A =Ly ha—LOXFRIZLET,
1. AT X —Z B O HME
A b—bay br— U BEREEHRELEEA,

unicast
A=X XY AT T T 4T T L—bEA =Ly br—)LORRIZLET,
1. ANT X —Z B O HHE
A h—hay ha— VEREE R E L EE A,

level pps <Packet/s>
Abh—bary b= ETOZET7 L— L BOMEEARELET, BMELBAT 7 L—AITHEFELE
T, 0 ZRELLGEAIL, MBETEHTL—2ETNTHEHRLET,
1. AT X —Z RO HME
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storm-control

BT EE A,
2. EORBEF
0 ~ 10000000

action inactivate
A h—LOFEERE LIZSEI, MR A— % inactive SREEIC L E T, RFRFR— FRF ¥R
N—TIZHTE L CW DAL, T Y XAV TNA—TIZFHE L T 5428 — M inactive JREEBIC L £ 7,
RNRNFGA—=BEZFHEL, A M—LDOFREZKRH L THA— K% inactive IRIEIZT 5 & X, action log
DOFTENBHRR L MT A v =V E2 1T 5D T, action log D% EIEIARETT, SNMP trap OFIT
1% action trap DR EIZHEVE T,
1. AT X —Z BRI O HE
A M= LOREERIE LTS A, BEEZBA 7 L— AOREERLT 21T, R— FOREITEE L
FHA,

action trap
A R—LDORAE, ikt L25A12, SNMP trap 2 %17 L7
1. AT X — 2B O Y HUE
A b —ALOFREERE LI25E, SNMP trap 13517 LA,

action log
A M—=AOFAE, EREERBLIESEEIL, ARV M AyEe—U2HALET,
1. AT X —Z B O Y HME
AR —=LOREELBIH LGS, ANV M AyE—VEHLEEA,

[2< 2 FERSEF D ENE]

L
LBEA~NDEE]
L

X TE fIE O [ BRERHK ]
BEMEERS, + ICERICRKMESLET,

CFE$IE]

1. Abh—Ahzar br—LEZET7 L—2HTHIEEN, 7L —2RIZIIEKRLEEA,

2. ZE7 L —ANBELBI5HE, 7 L —AbEEINET, LERHIET L—ARBEEINLR D
LT BT, BRI NS UVMEZ R E LN TL 7230,

3. storm-control action Ti% /& L7=EifEIX, Z{E 7 L — A% storm-control broadcast, storm-control
multicast ¥ 7213 storm-control unicast TEXE L7ZBEEZ B X 2 HEICA b—20fHE L, A h—2A
BHBICZE 7 L— 2 BB E Tl o7- L ZICAX h—AREE L2 L HELET, BEEZRELTWH
72V 51T storm-control action TR E L 7=BMENFIT SN EH A,

4. storm-control action inactivate X E L, A h—AZfH L TH— k2 inactive RHE & 72 o 12354,
A— F % active IRFEIZT 2 7-DIITEH =2~ R activate ZfEH LE 93, £/, A F—2ZHmHLE
& EITHR— FA inactive REEL 72V, 7L —LZZELRRLDT, A b—LOKMPIRHTE 2
<Y ET,

5. SNMP Trap Z{#H 3 5354, snmp-server host =~ K C Trap DEEHLIP 7 KL A &
"storm-control" ZF%E L CTHE LERH Y £7,

[
ol
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storm-control

(E&Ea< > K]

snmp-server host
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IEEE 802.3ah/UDLD

efmoam active

efmoam disable

efmoam udld-detection-count
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efmoam active

efmoam active

430

IEEE 802.3ah/OAM HERE DB SN — F & Active E— NIZREL 7,

[ANRH]

FHROFE « BH
efmoam active [udld]

E o Bk
no efmoam active

[ABDE—FK]

(config-if)

(NS A—4]

udld
W AR — b % IEEE802.3ah/UDLD MREDEM AR — & L, FFMmY v 7 FEEREEEZ AN LE
7,

1. KT A — 2 H WS D RIHE

LA — M TR MY o7 EERHEEZITVEE A,
2. EDFRE R

L

[O7 > FEBREEDEIE]

YA — MIA MY 7 EEREZ{TH72\\ T, Passive T— R CTEIEL £,
BE~DEE

FRREA N L72RE R, BIMEEZRE L285E, Y%A — K% inactive IRFEE L E 7,
[EREED R E2H ]

EEEFER, TICERICKBENET,

CEESIA]

1. B SN =RITOR— R Tudld /N7 A —=Z PRIESNRWEE, ABETO Y v BEBRH 2808
HILENTEEREA,

I

(E&Ea< > K]

L



efmoam disable

efmoam disable

#£(E & L C IEEE 802.3ah/OAM HBEA N T D 0N T H 03 & E L E T,
IEEE 802.3ah/OAM #§RE % ik BT 5855, efmoam disable 2~ REZHEL £ T,
IEEE 802.3ah/OAM 482 %# FFOE 2023 5554, no efmoam disable =~ REZHELET,

Passive E— R TlX, Active E— K725 0 OAMPDU D55 2 I EE T v 2 2 BE L E 7,

[AHFR]

T DR E
efmoam disable

H o Bk

no efmoam disable

[AAE—F]

(config)

[INTA—4]

L

[O<7 > FEREEDEIE]

IEEE 802.3ah/OAM HREMENE L £7,
BIE~NDEE]

L

[EXTEMED R BR 21 ]

REMAER, T ICEMCKBIIET,
[EEFEIA]

7L

[BEEa~v 2 K]

L
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efmoam udld-detection-count

efmoam udld-detection-count

IEEE802.3ah/UDLD H8e DB N~ F Toh D OAMPDU DILE X A AT U M RFAELT-HE

LT DM ERELET,
[AHRR]
HHMORE « 2258
efmoam udld-detection-count <Count>

RO HIFR

no efmoam udld-detection-count

[AAE—F]

(config)
(NS A—4]

<Count>
OAMPDU DISEHX A AT U MRV IRINDHHAIZ,
BT LRI 3% — R % inactive IREEE L E T,
1. ART A — 2B OXTHE
BIETEFEE A,
2. AH O FX E i P
3~ 300 (a))

(a7 2 FERREOBE]
A S A LT Y MHIBTREE 80 FICBE ShET,

[BIE~DEE]
2L
[EREE D Iz B 2244 ]

BEMAE R, < ICERICKMESLET,
CEESHE]

L EL /SR ERET D &, A 7 EEEZBRRET 28200360 £,

(E&Ea< > K]

L
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L2 JL— T840

loop-detection

loop-detection auto-restore-time

loop-detection enable

loop-detection hold-time

loop-detection interval-time

loop-detection threshold
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loop-detection

loop-detection

L2 V—T DR — MER AR ELET,

[ANRH]

THWMORE - BE
loop-detection { send-inact-port | send-port | uplink-port | exception-port }

H o Bk

no loop-detection

[ABE—F]

(config-if)
[N A—=4]
{ send-inact-port | send-port | uplink-port | exception-port }

send-inact-port
BEEEHERN— MIRELET, L2V —7 a7 L—Laz a3 L, AEENG O L2 V—7
M7V —LE%ETHE, vl LA— FNEMHIELET,
send-port
BEEER—MIEELET, L2 V—FRIA7 L—L %% E L, HEBENLO L2 L—7FHRin~
L—A%&ZETHE, vk LET,
uplink-port
Ty TV R—=MIRELET, L2 V=77 L—A3E LEEA, BEBENLO L2
N—TF7 L—Lb5kZETH L, 7b—sFELTrI7EHALET, 7L —LEELOR—
MBI AIEFEAZER — FOGAEE, FETXR— MEAELET,
exception-port
L2 V— 7R IR — MCRE L E T, L2 V—7 M7 L—2%%E L THMbEfEZITW
FH¥ A,
1. ART A — 2B OFTHE
BIETEEE A,
2. AH 0D FX E i P
send-inact-port, send-port, uplink-port, exception-port

(2= FEEEFROEE]

BHAR—RE LTEWELE ST, L2 L— 77 L—ATEE LW T, BEENSO L2 V—FHm7
L—A%ZETDE, v/ LET,

[BIE~DRFE]

2L

[ERFE I8 D J= R 524 ]

REMET R, T ICERICKRSNET,

CEESHE]
1L K= MEBIOEEIC L > T, FROMENZ VT ShET,
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loop-detection

o R— FHZEE TO L2 — 7 HiEnEHK
o R— NEAZED D HENMEIN E TORH

2. R— FMEJAZLEELTEH, R—FZTEDL2NL—THIMT L — A EZEDOREMERIZZ VT LEE A,

[BEEa<> K]

loop-detection enable
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loop-detection auto-restore-time

loop-detection auto-restore-time

PAZE L 7oA — M &, BBEIIIC active IREBIZ T D A3 E L £ 9,

[ANRH]

THROBRE - BH
loop-detection auto-restore-time <Seconds>

fEE# O HI

no loop-detection auto-restore-time

[ABE—F]

(config)
[IN5A—=4]

<Seconds>
FAZE L 7= — N %, HEIIZ active IRREBIZ T DI A RD AL CRROE L £ 7,
1. ARo8T A — 2 B WD FHE
AT EHA,
2. fH O E
60 ~ 86400 ()

[O7 2 FERREEDEIE]

FAZE L 7= — MI A BEIAYIC active IRTEIZZ2 D FH A,
BE~DEE

L

[EREED /R E24 ]

BEMEER R, T <ICERICKBENET,

CEEFHE]

1. Ka<wy RERELFERETRI A—FZ2EH LIZES, HEIMIZ active JREEIZ /2 5 F TOR B
PS> TWIIE, RV AZWST-AZ VT LiEdh &, BEELOENEMICKM I ET,

(BEa~<y K]

loop-detection enable
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loop-detection enable

loop-detection enable

L2 V—THAERINZLET,

[AHRR]

THHROE
loop-detection enable

E O Bk

no loop-detection enable

[ABE—F]

(config)
[N A—=4]

2L

[3< 2 PR DEIE]

L2 V— 7 R R T,
[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

REMEER, TICEAICKBEET,
CEFEEIE]

2L

[BEEa~< > K]

2L
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loop-detection hold-time

loop-detection hold-time

~

RN— MHZEE TO L2 /b— 7 HABE O RFFRH 23508 L £,

BRICL2 V—TRE 7 L— L% 5%, L2 V—7RM7 L— L %&5%5 LW CHRERE 2 08 L7255
, FOR—FTHREBLTWE L2 Vv —amEaE 7 V7 LET,

o> Ao

[ANRH]

WO - £
loop-detection hold-time <Seconds>

RO HIBR

no loop-detection hold-time

[ABE—F]

(config)
(NS A—=4]
<Seconds>
L2 /V— T R ABIE O Pr e ] 2 PO AL TR E L £ 97,
1. AT A —HBRERE D YT
AT ERHA,
2. flORR EHiFH
1~ 86400 (#)
[O<7 2 FERREFDEIE]
L2 v— 7R E e i Lie T £77,
BE~DEE]
L
REMED RBREEH]
EMEFR, T <IEHRICEET,
EEEIE]
1. Ka<r RERELEREBTRI A—Z2EH LIZEES, L2 —7RAEEOEERmAE > T\
X, RO ZW-oT2AZ VT Lizdb i, ZHEEORRNERICKM S ET,
(BEEa<7 Y K]

loop-detection enable

[y |

5
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loop-detection interval-time

loop-detection interval-time

L2 V=77 L— s 0XREMBE#ELET,

[AHRR]

THROBRE - BH
loop-detection interval-time <Seconds>

5o Bk

no loop-detection interval-time

[ABE—F]

(config)
[185A—=4]

<Seconds>
L2 v—T g7 L— AR ERRE R TRE L ET,
1. ARNT X —Z WO Y HME
AR TEEE A,
2. fHOFR EHiH
1~ 3600 ()

[~ 2 FERSEFDENE]

L2 V— 77 L — A O%EMIFEIL 10 T,
[BEE~DEE

L

[EXTEfE D AR 24 ]

BEME R, ICERICRMm SN ET,
[EEHIE]

L

(B Ea~< > K]

loop-detection enable
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loop-detection threshold

loop-detection threshold

A— FAEETO L2 V—7 A EZ R E LE T, REAEEDBERERILL L 2ol h, A— &
%Lij—o

[ANRH]

fHMOBRE - £H
loop-detection threshold <Count>

THH DR
no loop-detection threshold

[AAE—F]

(config)
(NS A—4]

<Count>
R— 2T HETO L2 V—THRAEREZHRE L ET,
1. AT X —Z B O HME
A TCEEREA,
2. fHDFR E HiH
1~ 10000

(a7 Y FEREBDOENE]
R—FMHAEETO L2 V—7 AR 11220 9,
BE~DEE

L

[EREED R E2H ]

FEMEFE, T ICERICRBENET,

CEEZFE]

1. Ka<y FEHRELZRETNRI A—F 2L LI5S, L2 /V— BB AFE L TOhE, B
EAEWN-T=AZ7 )T Lizdh &, BERZLOENERICKM I ET,

(E&Ea< > K]

loop-detection enable
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SNMP

£ 11

JE—FARy FO—V EH

hostname

rmon alarm

rmon collection history

rmon event

snmp-server community

snmp-server contact

snmp-server host

snmp-server location

snmp-server traps

snmp trap link-status
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hostname

hostname

AIEEOWRNAHERE L ET,
[AARK]
THMORE « AR

hostname <Name>

H OBk

no hostname

[ABE—F]
(config)

(/85 A—=4]

<Name>
AEEOWANLFHFTT, HFHT LR Y NUV—I NT2=— I REMEREL T EE, ZOfFHRIT,
SNMP < %— v » 5 System 7 /L—7® [sysName] D4 HTHWEDEDL Z L TEHTE 9,
AT A =213 RFC1213 @ sysName (2%t L £ 97,
1. AR/NT A — 2 BRSO FIHE
B TEEREA,
2. A R E i B
60 LFLINDLFHITRE L T 7EEW, RERRERLFIIONWTIEL T A—FIHEETED
] #ZRL T 7EEN,

(a7 2 FEREEOBE]

YR LR 4 PR SRR AE T
[BIEE~NDEE]

L

R EE D [ BR R ]

EMAEE, BB S ET,
CEEFEE]

1. SNMP ~*— ¥ )5 name, contact, location DIFH %= BT 54, snmp-server community =
< T SNMP ¥ % — v OB MLIETT,

it

[y |

5

(B&Ea< > K]

snmp-server community

442



rmon alarm

rmon alarm

RMON (RFC1757) 77— A7 N—T7OHIEEREZZRE L ET, Aa~wr FTEHkK 128 M &%
ETEET,

[ABRR]
W OBE - L H

rmon alarm <Number> <Variable> <Interval> {delta | absolute} rising-threshold <Value>
rising-event-index <Event#> falling-threshold <Value> falling-event-index <Event#> [owner

<Owner string>] [ startup-alarm { rising-falling | rising | falling } ]

RO HIER

no rmon alarm <Number>

[ABE—F]

(config)
(NS A—=42]

<Number>
RMON 7 7 — L 7 b —7 Ol R O Sk E 52 R E L ET, A37 A—% L RFC1757 O
alarmIndex (Z%f)& L E T,
1. AT X —Z B O Y HME
AR TEEE A,
2. H 0D % i
1~ 65535

<Variable>
BET = v 7 2175 MIB DA 7 Y= 7 Ml Fa2RELET, AT A—=FITRFC1757 D
alarmVariable (Zxf5 L £,
1. AT X —Z B O Y HME
AR TEEE A,
2. H 0D % T i
Ky MERTMIB O4 7 V=7 NEBIT 5K 63 LFETHELET, FiORERRER AT
Vs MNERTFIETAEDTT,
o TV N
(%% 26-1 alarm BB OFT P =7 FEBITRERH] 22 LTI EEN,
o fURARHK U AEH
% 26-1 alarm BEfGROA T V=7 MERBITRREHE ] NO x (34 Vv A¥ U AF ST,
MIB @ ifIndex #7% & L9, iflndex OFPHIZ FREDO LBV TT,
fastethernet : AN — FEFIC 9 ZINE L 7=
gigabitethernet : 58, 59
VLAN : VLAN ID (Z 200 % N L 72 f&
Voo T 7Y F—vay FyrIn—"7F5IZ 60 & INE L8
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rmon alarm

+ 26-1 alarm BEfR & DA T 5 BRI FEREEEH

AITTxzH bE (A Y—LHLDEREEHHE) ATTxH k1D (SNMP IR —S v b DEREEFE)

ifInOctets.x

1.3.6.1.2.1.2.2.1.10.x

ifInUcastPkts.x

1.3.6.1.2.1.2.2.1.11.x

ifInNUcastPkts.x

1.3.6.1.2.1.2.2.1.12.x

ifInDiscards.x

1.3.6.1.2.1.2.2.1.13.x

ifInErrors.x

1.3.6.1.2.1.2.2.1.14.x

ifInUnknownProtos.x

1.3.6.1.2.1.2.2.1.15.x

ifOutOctets.x

1.3.6.1.2.1.2.2.1.16.x

ifOutUcastPkts.x

1.3.6.1.2.1.2.2.1.17.x

ifOutNUcastPkts.x

1.3.6.1.2.1.2.2.1.18.x

ifOutDiscards.x

1.3.6.1.2.1.2.2.1.19.x

ifOutErrors.x

1.3.6.1.2.1.2.2.1.20.x

etherStatsDropEvents.x

1.3.6.1.2.1.16.1.1.1.3.x

etherStatsOctets.x

1.3.6.1.2.1.16.1.1.1.4.x

etherStatsPkts.x

1.3.6.1.2.1.16.1.1.1.5.x

etherStatsBroadcastPkts.x

1.3.6.1.2.1.16.1.1.1.6.x

etherStatsMulticastPkts.x

1.3.6.1.2.1.16.1.1.1.7.x

etherStatsCRCAlignErrors.x

1.3.6.1.2.1.16.1.1.1.8.x

etherStatsUndersizePkts.x

1.3.6.1.2.1.16.1.1.1.9.x

etherStatsOversizePkts.x

1.3.6.1.2.1.16.1.1.1.10.x

etherStatsFragments.x

1.3.6.1.2.1.16.1.1.1.11.x

etherStatsJabbers.x

1.3.6.1.2.1.16.1.1.1.12.x

etherStatsCollisions.x

1.3.6.1.2.1.16.1.1.1.13.x

etherStatsPkts640ctets.x

1.3.6.1.2.1.16.1.1.1.14.x

etherStatsPkts65t01270ctets.x

1.3.6.1.2.1.16.1.1.1.15.x

etherStatsPkts128t02550ctets.x

1.3.6.1.2.1.16.1.1.1.16.x

etherStatsPkts256t05110ctets.x

1.3.6.1.2.1.16.1.1.1.17.x

etherStatsPkts512t010230ctets.x

1.3.6.1.2.1.16.1.1.1.18.x

etherStatsPkts1024t015180ctets.x

1.3.6.1.2.1.16.1.1.1.19.x

ifInMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.2.x

ifInBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.3x

ifOutMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.4.x

ifOutBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.5.x

XA VARB AT

<Interval>

BIET = v 7 217 5 ReEIElR (B) 2R ELET, AT A—# X RFC1757 @ alarmInterval (2%}

J/_E“L/ij—o

1. AT A — B WERE D FI

HIETE £ A
2. HORE R
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1~ 4294967295 ()

{delta | absolute }
MET = v 7 HREBRELET, delta DG, BUEELFIEIOY 7Y > FREOEO S % BifE &
g UEd, absolute D3GE, BUEHZ EHEBE S L ET, AT A—% X RFC1757 D
alarmSampleType (ZX it L E 7
1. AT X —Z BRI O HME
B CTXEHA,
2. fEO E#PH
delta % 72 (% absolute

rising-threshold <Value>
EHBEOM AR E LET, AT A —F X RFC1757 @ alarmRisingThreshold (255 L £,
1. AT A — 5 BUERE O WA fE
B TE LA,
2. fEOFEFH
1~ 4294967295

rising-event-index <Event#>
FHEEEBEA T EDANY NHEOWMBE S ERELE T, A FFEIE, rmon event 21w
RCERE L2 HlEHIEHR O EHRIEF ST, &A/NF A —H X RFC1757 @ alarmRisigEventIndex (2

KIS LET,
1. KT A — 2 H IR O X
B TEEEA,

2. EDF EHiFH
<Event#> |Z rmon event =~ > KT € L 72 HiliEE @ OEHRHLIEF S (1 ~ 65535)

falling-threshold <Value>
THBEOEARE LET, A/$F A —% |3 RFC1757 ® alarmFallingThreshold (25t L £,
1. AT X — 5 BUERE O WA
B TEEHEA,
2. fEOF EFH
1~ 4294967294

falling-event-index <Event#>
THEEEZ TR/ L &DA X MHEO#MBESEZRELE T, A Mk, rmon event =1+
¥ R TCRGE L7 il i O ff Saknl 25 5 T, AT A=K T RFC1757 D
alarmFallingEventIndex (2% L £ 9,
1. AT X —Z BRI O HE
A TEERE A,
2. B O E i B
<Event#> IZ rmon event =~ o K TEE L 72 filfIHF M OE#wEZE S (1 ~ 65535)

owner <Owner string>
AR E DR EH OWAIMERERE L ET, KREZEDMT T E T 2720 DR T, AT
A—% X RFC1757 @ alarmOwner (Zxfi L £ 7,
1. RRT A —Z R MR DY
Null

2. EOR EHiPH
24 LFLNOLFINTRHRELE T, REARBRLTICONWTUT IRTFA—XITHRETEDHE] &
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rmon alarm

ST ZEN,

startup-alarm { rising-falling | rising | falling }

BHIOY ) I TCHRET = v 7 21T A I 2R ELET, rising ZRELEHE, &OO
o) ST EIBEEBASEAICT 7—2 2 LET, falling R E LHA, OO
Vo S TR AR AR AT T — 2% LE T, rising-falling DHE, BHOFL T UL IT
EHBEE I T A ABA S EIC T 7 -2 LET, AT A—FITRFC1757 D
alarmstartUpAlarm (ZxH)& LE T,
1. AT X —Z B O HHE

rising-falling
2. {EDFX E i

rising, falling ¥ 7213 rising-falling

(2~ FEEROEE]

7L

[BIE~DEE]

L

[FXEED /R BRE2H ]

REMEER, TICEAICKBEET,
CFESEE]

1. SNMP ~ %= ¥ BT =L N—TI27 7 A3 5 & XL, snmp-server community 2~ > KT
SNMP ~ % — ¥ DB M T,

2. 77— L7 —7 D rising-event-index, falling-event-index OfEII 1 <> k7 /—7 T E L7
HAFFEZHEL T ZI 0N,

3. ALY —ANLRETLIHEE, LT (7Y =7 M) TREL TS, E7z, SNMP v 1 —
Uxnh (A7 MDD TRE LSS, 22 Y —/LTiEM 2+ K show running-config % 5
79208 727 V4 TERLET,

[(BEa~<> K]
snmp-server host

rmon event
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rmon collection history

RMON (RFC1757) A —H% % v M OMEERBEORIEEHREZRE LT, Aa~v FTEHEK32= LY
ERETEET,

[AHFRH]

fHMOBRE - £H
rmon collection history controlEntry <Integer> [owner <Owner name>] [buckets <Bucket number>]
[interval <Seconds>]

THHOHIBR

no rmon collection history controlEntry <Integer>

[ABE—F]

(config-if)
[T A—=%4]
<Integer>
FREHRAEE D HIEE RO RIRBNF 52 E L ET, AT A —Z L RFC1757 ® historyControllndex
WS LET,
1. AT X — 2B O Y HUE
HIETETET A,
2. fEDORE i
1~ 65535

owner <Owner name>

AREREDOREE OFINEREFELET, RRELZHEMT ST EHAT 272D DOFEHR TS, AT

A —%1Z RFC1757 @ historyControlOwner (Zxt)& L E 9,

1. AT X — 2B RO Y HUE
225

2. fEDORE i
24 LFLINDOLFHITHRE L T E IV, RERRRLFITONVTIE T A—HIHEETE D
B 2L TEEN,

buckets <Bucket number>
MG REEMNT o KRBT NV BERELET, A3 A—H L RFC1757 ®
historyControlBucketsRequested (25t L &7,

L. AT A —Z W O A E
50

2. EOREHE
1 ~ 65535
7  <Bucket number> (Z 51 ~ 65535 % E L7-%HA, 50 ZRELT-L & LRI UEMEIC/RY £
T,

interval <Seconds>
FEHE R NET 2 RRHIME () Z28&ELET, ANF A —H X RFC1757 D
historyControllnterval (Z%fii L £ 9,
1. AT A —Z BRI O HE
1800 (F)
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2. H D% E il
1~ 3600 ()

[37 > FEBREFDEE]

2L

BEE~DEE

L

[EXEMED R BRE2H]

REMAL,, T ITERICKMEINET,
CEESE]

1. SNMP v 3% —Y ¥ b A —H% Ry he A MU T A—F2T7 78 AT % & &3 snmp-server community
A R TSNMP ¥ % — 2 v ORGP LI T,

(BEEa<> K]
interface

snmp-server community
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rmon event

RMON (RFC1757) A X R N—7OhIEEREZFHELET, Ka~vr RCHHERK16 = b 2% E
TEET,

[AHFRH]

HRORE - BH
rmon event <Event#> [log] [trap <Community>] [description <Description string>] [owner <Owner

string>]

RO HIBR

no rmon event <Event#>

[ABE—F]

(config)
[N A—=4]

<Event#>
RMON A < b 7 N — 7 OfEE RO G RADNE T 2R EL £ T, AT XA —2({TRFC1757 D
eventIndex (2% L E 9,
1. AT X —Z B R O HUE
HMETETET A,
2. DO E i
1~ 65535

log
TT—h (XN OFEERET DT A—HFT, 77—200 7%k LET, AT A—HX
RFC1757 @ eventType (2% L £ 9,
1. AT X —Z B R DY HUE
TI—AOu T ERLERTA,
2. DR E i
L

trap <Community>
TT—=5 (AR b)) OFEEEET /37 A—4T, <Community> THE L2 I 2=7 1kt
LTSNMP D +7 v 7 &EEFELET, A7 X=X RFC1757 @ eventCommunity (Z5%f)i L £ 97,
1. AT X —Z B R O HE
N7 T EFITLET A,
2. DR E i
trapBLPaI2a=T 4 LERELET,
60 SLFLINOLFHNTHRE L TLIZE W, RIEWRERLFIIONTIE IRFA=ZITHEETE D
i) 2L TSN,

description <Description string>
AR NONEELFIITRELET, A XV MIFICETL2AEE LTHEAL TS &SN, AT
A —#1X RFC1757 @ eventDescription (Zxfhs L ¥ 9,
1. ARRT A —Z R OYHE
7%

2. fEO R E i
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450

79 LFLNO LTI THRE L TLEEW, FEARERTICONTL IRTA—ZITHRETED
fili] 22 LTLIEEN,

owner <Owner string>

A E DR EH OWHIMERERE L ET, KREZHEDMT ST &TNT 2720 DR T, AT

A —# X RFC1757 ® eventOwner (Z%f)i LiTo

1. AT X —Z B O HME
2R

2. B DR AE i B
24 LFLINOLFHITHRE L T E IV, RERBRLFICONWTIE INTA-FIIEETED
fli] 2R T7Z30,

(2= FEEEFROEE]

L
LBE~ADEE]
L

ROEMEARR, T ITEMICKMSNET,

1. SNMP v 32— ¥ A XY M NA—TIZT VAT HEEX, BEORSNMP v 32—V X2 b7 v 7%
EETH & &1E, snmp-server community =2~ > K3 L O snmp-server host =~ K¢ SNMP ~
Fo— U OFERN NI TT,

2. SNMP ~%—U % 2 b7 v 7 ZEXETH7-HITIE, snmp-server host =~ K TEEHED SNMP ~
x—=2%DIP T FL 2B LY rmon” %EQT‘ELT< 7ZEW,

3. SNMP v X —U ¥ BEDAI 2 =T A B ANV N NA—T DAl a=T AR —HLTZL&ET

NIy T REEFELET,

4. 77— L7 N—7® rising-event-index, falling-event-index DfE XA N> k7 —7 CRE L fFH
WAE T ERE LTSN, ERE2S>TWIIE, TT7—2BBAE L LI/ MIETENE
A,

(E&Ea< > K]

snmp-server host

rmon alarm



snmp-server community

snmp-server community

SNMP 22 2= 41T 27 7 AV A PaRELET, Aa~vr FTERK4T M) ORENTE
ij—o

[AHFRH]

fHMOBRE - £H
snmp-server community <String> [ {ro|rw} ] [<RACL ID>]

THH DR
no snmp-server community <String>
[ABE—F]
(config)
[N A—=%]
<String>

SNMP v~ %=V ¥ DA a=7 (AeELET,

L. ART X — 2 WO YIAE
HigCE £ A,

2. OB EHIFA
60 SLTLINOILFHN THRAE L TS IZEW, RIEABERLTFIZONTIE NRF7A=ZITHETE D
fif] Z#BMLTIES,

{ro | rw}
RELEAI2=T A ARICBETDRELZIP 7 RLAD~F— v |(2k4 5 MIB f{EO@h{EE—
REERELET, ro % E L72HA, Get Request, GetNext Request #FFr L, rw ZiRE L7=;
4, Get Request, GetNext Request, Set Request Z#FA] L £,
1. AT X —Z B R O HE

ro
2. EOREHH
ro £7713 rw

<ACL ID>
KA a=F AT DA EHRE LIEET 722 ) A M E4RTCHRE LE T, <ACLID> B4EH
ENFEHEE, TRXTCOT 7 A& HFATLET, £/, BE L <ACLID> B E ST nHs
X, ¥ COT7 7 AEHFTLET,
1332=2FT 4K LTLIT7Z7ERY R MIARY £,
1. AR X — 2 B W ORI HE
Bl (TRTCOT 7 REHFTLET,)
2. fEOKERG
3~ 31 JLFUN (BT TUN) THRELE T, BEARERIFIIOWNTUL [T A—%
WHRETE A 22 L TEEN,

[2< > FEEEEDEE]

L
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[BE~DEE

L

(BEa~y K]

ip access-list standard
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snmp-server contact

AREEOEAR /R EERELET,

[AHRR]

THRORE « BHE
snmp-server contact <Text>

T O HIR
no snmp-server contact
[AAE—F]
(config)
[/35A—=%]
<Text>

AILEREERFOHERKLER EERELET, ZONMIEL, SNMP v *— %5 System 7 /L—7 D
[sysContact] DA4FRTRIVEDLELZ L TR TE LT,
1. AT A —Z BRI O HE
B TEERHA,
2. fEOFEFF
60 LFLUINDOILFFITHE L T 7230, REFARERICFITONWTUL INFA—Z|THETE D
flf] 2L TLIZE,
[a< > FERERDOEE]
HIHME L Null O SCF50 T,
RIE~NDEE]
2L
EX TE (6 D S Bk 224 ]
ROEMARER, +IGERICKmENET,
CEEEIE]
1. SNMP ¥ — ¥ 72>5 name, contact, location Df&#H % ST 5454, snmp-server community =
~ Y RTSNMP v R — ¥ DRGNP NIETT,

—

1

(BEEa~v > K]

L
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snmp-server host

NIy TERRET Oy NU— s EHEEE (SNMP v X — %) RELET, Aa~v L FTHIRRK4T
P ERETEET,

[ANRH]

fHRORE - £H
snmp-server host <Manager address> traps <Community string> [version {1 | 2¢}] [snmp] [rmon]
[air-fan] [login] [temperature] [storm-control] [efmoam] [poe] [dot1x] [web-authentication]
[mac-authentication] [loop-detection]

TR O HIER

no snmp-server host <Manager address>

[ABE—F]

(config)
(INTA—=42]

<Manager address>
SNMP ~*—Y¥DIP T RLAEZEELET,
1. ART A — 5 BN O X1 iE
A TEERE A,
2. fEOFRE
<Manager address> (ZIPv4 7 FL 2 (Rv hitiE) 2RELE T,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Community string>
SNMPv1 £ L TNSNMPv2C O#41%, SNMP ~ 3% —Y v D2 a=7 4 4HeRELET,
1. AT R —ZH MR ORIHE
HIETEERE A,
2. fEOFRE L
60 LFLINDLFHITRE L T EEW, RE AR LTFICOWNWTIEL INTA—FIHEETED
] 2L T I,

version {1 | 2c}
BRELIZAI2=T A AHICBTIRELZIPT RLADOY X —I v kT 5 b T v T EEF/S—
TarERELET, 1 2RELEES, SNMPvl N—Y a2 D 7 v 7P %, 2 2RELTEES,
SNMPv2C X—2a D T v 7 H#FEITLET,
1. AT A —H B WER O AHIE
1
2. fEDFE EHiPH
1, ¥FLiE2cDELLNERELET,

[snmp] [rmon] [air-fan] [login] [temperature] [storm-control] [efmoam] [poe] [dot1x]
[web-authentication] [mac-authentication] [loop-detection]
BENRTA—BERETLHZEILL ST, ERETDN I TEZHRLET, ERTA—FERTE LI
WIZIEET DRI v 7B ROFRITRLET,
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£26-2 INTA—BEFSYTORE

snmp-server host

NS A—4H A

snmp cold Start

warm Start

link Up

link Down

authentication Failure
rmon risingAlarm

fallingAlarm
temperature ax1230s TemperatureTrap
air-fan ax1230s AirFanStopTrap
login ax1230s LoginSuccessTrap

ax1230s LoginFailureTrap

ax1230s LogoutTrap

storm-control

axsBroadcastStormDetectTrap

axsMulticastStormDetectTrap

axsUnicastStormDetectTrap

axsBroadcastStormPortInactivateTrap

axsMulticastStormPortInactivateTrap

axsUnicastStormPortInactivateTrap

axsBroadcastStormRecoverTrap

axsMulticastStormRecoverTrap

axsUnicastStormRecoverTrap

efmoam axsEfmoamUdldPortInactivateTrap
poe pethPsePortOnOffNotification
pethMainPowerUsageOnNotification
pethMainPowerUsageOffNotification
dotlx ax1230sDot1xFailureTrap

ax1230sDot1xEventTrap

web-authentication

ax1230sWauthFailureTrap

ax1230sWauthEventTrap

ax1230sWauthSystemTrap

mac-authentication

ax1230sMauthFailureTrap

ax1230sMauthEventTrap

ax1230sMauthSystemTrap

loop-detection

axsL2ldLinkDown

axsL21dLinkUp

axsL2ldLoopDetection

snmp

coldStart, warmStart, linkDown, linkUp, authenticationFailure b7 v 7% XEL £,

rmon
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456

rmon DT 7 —LD FHBEZHBATLEEBLOTHEEL TR EED N T v T2EELE
D
air-fan
FANBA My LT XIC T v TR EFLET,
login
arArORY), K, a7 T FORERC T v T ERELET,
temperature
REREOEND T v T EEELET,
storm-control
AR—Larybhao—HEREICE T, A N—20REEZRIB LGS, £EA M= bEE
L7 LF7/7%%ELE?
efmoam
RG®Y v 7 BEEREEDO T v PR ELET,
poe
EIRMADREN L L2 HE, £ EORTERENPBEEZBAT-HAIC N7 v 72K E
LET,
dotlx
IEEE802.1X #8FE T, BEDWRFET B U bua i34 d N7 v 72 XELET,

web-authentication
Web thﬂiET %/:E@ﬂtbﬂﬁ?ﬁrj/ ]\\37 ;(‘d‘j‘é ]\‘3\)70%%15 L/ij_‘o

mac-authentication
MAC mquT #jieﬂ:_@nuuﬁ777’7/}\7:'7 'S e IS ]\5/70;2%{§l/ij‘0

loop-detection
L2 V—7 D kT v 7 aEE LET,
1. AT X —Z BRI HME
T RA=BIZHIET D N7 v T ERHITLERE A,
2. 0D % T i ]

snmp, rmon, air-fan, login, temperature, storm-control, efmoam, poe, dotlx,

web-authentication, mac-authentication, loop-detection

[3< > FEBREFDBE]

2L

[BE~DEE

L

[EREED /BR324 ]

REMAETR, T ICERIIKBESET,

CEXEFEIA]

1. ¥AR—FMIBELOYAR—r 7o 7O—EiL IMIBL 77 LA LTI,

2. %E@uuuﬂz?ﬁ '7/ ]\ s 7 k%uunﬂz% (IEEE802 1X WEb nunIE MAC uun ) 0)703/1)/\“_‘ ]\
Trap BITHRIFICOWTIE, Tar 74 7 L—v a4 FVol.2) OFFBIAED [7H Y MRl 25
LTS IZE,



snmp-server host

3. air-fan IX FAN #£#,€ 5 /L 721F, poe I% PoE #fEV R — T /LT R E R HE T,
4. <Manager address> (Z1%, IPv4 7 RL A& LT 1275 ** R ETX EH A,

(BEa~v > K]

2L
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snmp-server location

AEEE 2 RET DHITOAERELET,
[AHRH]

THROBRE - R
snmp-server location <Text>

RS
no snmp-server location
[ABE—F]
(config)
(NS A—=42]
<Text>

AILBELRET DHTOLHERE LET, ZOEHRIL, SNMP v Rr— ¥ 225 System 7 /L—7 D
[sysLocation] D4 TRIWEDLED Z L TEHBTEET,
1. AT X —Z B O EME
A TCEEREA,
2. fHDFR E HiH
60 LFLINDLFHITHRE L T EEV, RERBRLFITONVTIE INTA-FIIEETED
fili] #2H LT a0,
[a< > FEREDOEE]
HIHME L Null 30750 TF,
LRIE~NDEE]
2
[EXEE D I Bl 224 ]
BREMAETR, T <ITERICKBEINET,
CErExE]
1. SNMP ~3*— ¥ 75 name, contact, location DfF#H %4 BT 54, snmp-server community =
¥ RTSNMP v R — ¥ ¥ DRGNP LIETT,
(BEEav > K]

L
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snmp-server traps

b Ty T ORITEREERE L £,
[ABRA]

THWORE - BE
snmp-server traps [{ limited-coldstart-trap | unlimited-coldstart-trap }] [link-trap-bind-info
{private | standard} ] [agent-address <Agent address>] [dot1x-trap {failure | all}]
[web-authentication-trap {failure | all}] [mac-authentication-trap {failure | all}]

fEMOHIFR

no snmp-server traps

[ABE—F]

(config)
[R5 A—4]

{limited-coldstart-trap | unlimited-coldstart-trap }
coldStart Trap ZFATT 2 KA RE L ET, KT A —FDFEEIZL D coldStart Trap DFEITHME
DOBEERDORIRLET,

% 26-3 /85 A—% T & O coldStart Trap F1T524%

NS A—4 coldStart Trap 17524
limited-coldstart-trap o MEEAEE)L- L X (GEEERAY)
unlimited-coldstart-trap o MEAEEN L X (EEEERA V)

s PO T4 L—varEBMERITHIRLEE &
e setclock 2~ FCHEMZEFE Lz L &

1. ART R —Z KSR OYIHE
limited-coldstart-trap

2. DO E i
limited-coldstart-trap % 7-(% unlimited-coldstart-trap

link-trap-bind-info {private | standard}
link up/down Trap & F179 HBATINT 5 MIB %, BIRTH72DOREE LET,
KRXT A —H OFEFEIZ L D link up/down Trap DFEITOREE, 142 MIB #ROFITRLET,

%+ 26-4 /8T A—% T & O link up/down Trap FITEFZ#HH03 % MIB

NS A=A link up/down Trap F{THFIZ{Th03 % MIB
private * SNMPv1/SNMPv2C k7 v 74t ) ifIndex, ifDescr, ifType
standard e (SNMPv1 k7 v 704 ) ifIndex

e (SNMPv2C 7 v 7O4 ) iflndex, ifAdminStatus, ifOperStatus

1. AT A —Z B W ORI E

standard
2. fEOFE R
private ¥ 721 standard
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agent-address <Agent address>
SNMPv1 JEXD b T v 77 L — LD agent address (95 IPvd 7 FL A ZREL £,
Trap-PDU WIZ agent-address 7 1 —/L K& FOD X SNMPvl BRI IT D70, Ka<w RTHE
L727 RLZZSNMPvl @ b7 » FIHEH S ET,
1. AT R —ZE MR OYIHE

ARG A=A MREINTWRWEGS, N7y 7l 7 L— AN agent address DfE & LT d
INSWVLANID @ IPv4 7 RLUARFEHEINET,
2. 0D % T i

<Agent address> (Z IPv4 7 FL- 2 (0.0.0.0 ~ 255.255.255.255) & E LE7,

dot1x-trap {failure | all}
IEEES02.1X #BFED ~ 7 » FFRZ R E L £ 7,

failure

PRERILD T v FTET ERITLET,
all

FRRERKED, FRRERRIS L ORREEERRD kT v T EFRITLE T,
1. AT X —Z B OYIHME

failure
2. fH DR EHiFH
failure ¥ 721 all

web-authentication-trap {failure | all}
Web muuﬂio) 1\7/7%@5”% Ebjﬁﬂd

failure

FRRERELD N T v TR ERITLET,
all

FRRERRED, FRRERRIS L ORREEHERRD T v T ERITLE T,
1. AT X —Z B R ORIHME

failure
2. [l DR EHiFH
failure 721 all

mac-authentication-trap {failure | all}
MAC FBRED kT~ 7 FER % 5% Hﬂiﬂbijﬁ

failure
FRER D T v TR ERIT L ET,

all
FRRERRTH, FRAEARENE K OVERERERRD 7 v B IEIT L E T,
1. RRT A — 2 BWEREOHHE

failure
2. fH DR EHiFH
failure ¥ 721 all

(a7 FEREDENE]
KAy RO/ST A2 3 F STHHIECBIEL £
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snmp-server traps

[BEE~DEE

L

L ¥AR—=bFMIBBLOYVAR—-F b7y 7O MIBL 77 LR Z2ZRLTIZE0,
2. Ka<wr FASME, BANTA—ZE2EMT LI LT TEEEAL, WINPT DL EREL T EEN,

(BEEa~ > K]

2L

461



snmp trap link-status

snmp trap link-status

EFRBRY 7T v 7 ERFF U LESEIE, P77 (linkDown b7 v 78 KXW linkUp F 7 v 7) @
WKEEMIELET,

[ANRH]

Wl oRE
no snmp trap link-status

RO HIFR

snmp trap link-status

[AAE—F]

(config-if)

(/N5 A—=4]

el

[a< Y FEREFDENE]

FZ v 7 (linkDown 7 v 7B XN linkUp +7 v 7) OMIEEITOERA,
BIE~NDEE]

L

(R EED Rk 521 ]

BREMMERR, T ICERICKBENET,
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07 H Aae

logging event-kind

logging facility

logging host

logging trap
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logging event-kind

logging event-kind

syslog #—/NICREERG LT 5 1 S RO S MERIZRELET, A~ MEFIEERETE £
ﬁ—o
[AARR]

fHMOBRE - £H
logging event-kind <Event kind>

RO HIFR

no logging event-kind <Event kind>

[AAE—F]

(config)
(N5 A—=4]
<Event kind>

HAdsa 704 MERZRELET,

1. RRT A — 2B ORI HE

B TEEH A,
2. fl DR EHIPH
key, rsp, err, evt DFMNLIEREL T,
(a7 FARBBFDOENE]
ARy MERNT Tevt] BEW Terr) &720 F7,
[BIE~DFE
2L
(5% e B 0D I B 324 ]
BEMEERES, TICERICRKBIENET,
CFEEHE]
1. Ra<y RTEHEE LAY MEIE, logging host =~ R TREINIZTXTOHALITH LTl
HEnEd,
2. Ko<= RTARY MEJIZRELTZBE, T 74/ hDOA X2 MER] (evt, err) I3EMDIZARY, %
E LToA Xy MNETZ TR E R0 5,

(BE&Ea~v> K]

logging host
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logging facility

logging facility

0 JEWE syslog f VX 72— ATHATH0D0 77 ) T4 2FHELET,

[AHRR]

WROWE - £
logging facility <Facility>

MO HIBR
no logging facility

[ABE—F]

(config)
[INSA—=4]

<Facility>
syslog D7 7 VT 4 ZRELET,
1. ART A —Z KSR ORI
B TEEREA,
2. B O E i B

local0, locall, local2, local3, local4, local5, local6, local7 @ EN—2>%FRELET,

[O<7 > FEREEDEIE]

77 U7 41% Tlocal0] 720 F9,
BIE~NDEE]

L

[E%7E 16 0D Sz B 5248 ]

REMEFRYE, FIOEAICENET,

[EEHIE]

1. Ra<w RTHERELEZ 72U T (1%, logging host 2~ R TREINIZTXTOHALITH LTl

MEnEd,

(BEEa~ > K]

logging host
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logging host

logging host

THEROENIEERELET, Ka~vy FTEIHEKRK4T S M) ORENTEET,

[ABTRA]
OB « EH

logging host <IP address>

T OHIBR
no logging host <IP address>

[AAE—F]
(config)
[T A—=%4]

<IP address>
a7 MO IPva 7 RV AZRELET,
1. AT X —ZH SR ORIHE
AR TEERE A,
2. fEOHEFF
<IP address>
IPva7 FL A% Ry FEETRELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
[a<7 > BB DENE]

ML

[BIE~DFE]

ML

TEED [ BR 221 ]

BEMAER, TICERICKMENET,

CEEFIE]

1. syslog HREZ HUHT 2 7200121, Ak A MUT syslog 7—% > 702 7 ABEIELTOT, 55

KHED D D syslog HMAEZITIMALD LI ITRESNTWDLERH Y 7,
2. IPva 7 L AL LT 1275 %% ZRETEEH A,

—
nllll

(BEEa<7 Y K]

2L
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logging trap

logging trap

syslog ' —NICEERRET I VEROBEELZHELET,

[AARK]
THROBRE - BH
logging trap { <Level> | <Keyword> }

MO HIBR
no logging trap

[ABE—F]

(config)

[T A—=4]

{<Level> | <Keyword> }
syslog A v E—VOEHEELZ LNV ELEF—T— RON, Enr—22RELET,
1. AT X —Z WO Y HME

FETEEEA,
2. iﬁ@ 5 A it [

RETEDLEHEEIIROREZRLTLIZIN, 28, LYULRETRE LGS *F—U—F
TREWMBERINET,
LARJL (Level) F—7J—F (Keyword) %BA
1 fatal BB SH RS 23 A T
2 critical 7 VT 4 HIVIREE
3 error = F—IRHE
4 warning LR RE
6 information WAHNZT DA vyE—
7 debugging FRy FPICEFFRREND A vE—Y
[a< > FABREFDEIE]
HEIEE L~V 6 @ linformation] &720 £97,
[BIE~DEE]
L
[E%7E B 0D f= Bk 5244 ]
REWMEER, TICERICKMENET,
CEEZEIA]
1. Ko<y FCTHRE LIZEEEIL, logging host 2~ RTHREESNTZTXTOHIEICH L CHEASH
*9,
(BEa< > K]
logging host
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LLDP

E 124

P 1%

4

S

B

lldp enable

lldp hold-count

lldp interval-time

lldp run
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lldp enable

lIdp enable

470

N— FTLLDP OEHZ B L £ 7.

[ANRH]

HROBE
1ldp enable

LRl
no lldp enable

[ABE—F]

(config-if)

(NS A—=4]

L

(27> FEREFDENE]
2L

BE~DEE]

L

RTEMED RBREEH]
EEETER, ¢ <IGERICKMENET,
EEEIE]

2L

(B&Ea~< > K]

lldp run

[y |

5



lldp hold-count

lIdp hold-count

AREEENEFET 2 LLDP 7 b— ANk U TS E DR T DR 2R E L E T,
[AARRK]

THROBRE - BH
lldp hold-count <Count>

T O HIBR
no lldp hold-count

[ABE—F]

(config)
[INSA—=4]
<Count>
AEENENEET D LLDP 7 L— AZH LT, BEEEIEE AR T 5 F5# % 1ldp interval-time =< > N
TRIE LB T DR THRE L ET, RFFRERID 65535 22 25 81E, RKRETH S 65535
THEELET,
1. RXT X —ZEBWEEOYIHE
B TEEREA,
2. EOFE LA
2~10
[a< > FEBREFDEIE]
AEEEPEEFET D LLDP 7 L — Ak D BEEEE S, RETDRMIT 4 &2 0 £,
[BIE~DEE]
2L
EREMED R E2H]
B ER, TICERICKBENET,
FEEE]

L

—

(BEEa~v > K]

lldp run
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lldp interval-time

lIdp interval-time

472

ALEE N EET D LLDP 7 L— a2 0XEMEE#E L E T,

[ANRH]

DB « 23
11dp interval-time <Seconds>

E o Bk

no lldp interval-time

[ABE—F]

(config)
[INT A—=4]
<Seconds>
AMEEBNEET S LLDP 7 L— ADO K ER R AR EA CRELET,
1. AT A —Z B O HHE
AT ERA,
2. EORE &P
5~ 32768 (1)

[O<7 Y FERREDOENE]
AREERENEET S LLDP 7 L — 2O ERMEIZ S0 720 £9,

X E fIE D e BR 32K ]
REMEHHE, T ICERICKBRS L ET,
DEEFEE]

2L

[ |
on

(BEa~<y K]

lldp run



lidp run

lIdp run

LLDP féREZ AN L £,

[AHRR]

TR OEE
lldp run

E O Bk

no lldp run

[ABE—F]

(config)

[INSA—=4]

2L

[a< > FERERFDEE]
LLDP #ei3f\sh & 72 0 £77,

[BIE~DEE]

L

[ERTEED k524 ]

BEMEFS, TICERICKMENET,
CEEEIE]

L
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E13fm R—+rI5—0UT

mN—r235—D29

monitor session
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monitor session

monitor session

R—hIT—V o R RE L ET,
[ABTRA]

DB « 23
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface
{fastethernet <IF#>| gigabitethernet <IF#>}

RO HIR

no monitor session <Session#>

[AAE—F]

(config)
(/N5 A—=4]

<Session#>
R—=hrIT7—=V 07y varORFFERELET,
1. AT X —Z B O HE
A TEERE A,
2. fHDFR E HiH
1

source interface <IF# list>
A—=FIT7—=V T DE=H—FR—baeHELET,
1. AT X —Z BRI HME
A TEEHE A,
2. fE R EHiPH
NG A—=Z|ZHEETE D) 2L TIEEN,

{rx | tx | both}
R=FIT7—=V o IFTH T 74y 7DOFAEZRELET,

rx

EZET V=2 EIT—V T LET,
1. A/RT A — 2 BWEREOFIHA fE

both
2. fEOREHIPH

el
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monitor session

destination interface {fastethernet <IF#>| gigabitethernet <IF#>}
R—=F I T7—=V I DOIT—FR— 2R ELET, LAV 2HERERE LR - MNIRETEEY
Ao
1. AT A — 5B W O E
B TEFERA,
2. EOBRE
[(INTGA—ZIZHETE DM 2R L TIIEEN,

[a< > FEBREFDEIE]
2L
[BIEE~DEE]

HEAPOERE I 7 —R— MIRE LTSS, ZORMTHEETERI RV ET, T=F—=F— MIRE
LG al3dfEIic 2B L EE A,

[E% 7 B D = BR 524 ]
REMATR, FIGERIC KBS ET,

[EEHIE]

FIFHCRETE A E=F—R— b & 2T —R— FOMAEDLEIL 1 TT,
2. T TILE=ZA—R—F L LTHRELTWVWAR— 2 I T—R— MIRETEXEHA,
3. BEOE=F—R—MIHLT—2DIT—KR—rERETEET, —DOOEF=F—FK— MIxLTHE

I

—

ﬁ@:7 R—REHRETEEEA,

4. F—FrI 7=V v/ Cabt—Lt7 L—2ORNEMEREE X156, 2O7 b —NIFEEINE
ﬁo

5. X7 —R— MIFEELIZAR—FTIX, BHEOT7L—LEZEIXTEEEA,

6. LAV2HMERELIEA—FEIT—FA— MIEETHZLIEITEETA, TTITLA Y 21EHRE

REFHDOR— "I T7—FK— b & LU THATIHAE, ZU1 ¥4 72— ADL AT 2FERTHIRL
THIT7—F— MIRELTL I,
7.%E7V—A@:* V7T, N—RU=T7 TH#TE 7L —0EIT—U S LET, HEY
L—AFI 7=V 7 LETH, MO E7L—2FI 7V I LERA, sElliE a7 47
v~ya/ﬁ4hv&2m FIZ—=U 7] #BRLTIEZN,
ZETL—ADIT—I T TIE, HE I L— AR T _RTCOZETL—A2%E2IF5—V 7 LET,
8 EET7VL—LDIT—V I THEE=F—FR—F2REL, TOTRTEEEFHOR— M7 L—
LT TTF A TTHEE, 37—V T 57 L—MIRDE IR T,
o M BR— RN 0/1~ 0/24 BLTN0/49, 0/50 &, 0/25 ~ 0/48 (DT> TWABEA, 2D~
L—bh%&IT7—U 7 LET,
o FELSNDBE, 1HOT7L—2%FIF—Y 7 LET,
9. EET7L—LDIFT—VU 7T, Untagged 7 L— L ZEETIHETH, %E7 L —240 VLAN
® Tag %> Tagged 7L — 1% I 75—V 7 LET,
10. 2 7 —R— N CRMBRENEIR, I 7 —F— bRl L —2%2RELET,
o LLDP : LLDP 7 L — &
» IEEE802.3ah/UDLD : UDLD 7 L — A
o A=Y —:BPDU 7 L —4
B, AN YY) =T 74V NTHEZTY, BPDU 7 L— AR EEEIE LIz &%, =2
7 4 7 V—3 3 3~ N spanning-tree disable Z3E T 572y, 721X I 7 —4+R— MIBPDU 7 ¢
JVEKERE (a7 4 7L —3 3 <> K spanning-tree bpdufilter) Z#E L T 7EEW,
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monitor session

11.Ver.1.4.B UL, TE=HFR—hMNIT77—A M —V Ry hEXHE Y b —VF v FOIRIEFRENT]
T,

(BgEa~<y K]

2L
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T4 274 9L—23vIS5S—Ayte—o

vI4 9 L—LarmEBDT

301 AYI4 T L—>aviRERODIS—AvE—
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30 avI4 L= aliREBOIS—AyvE—

30.1

A4 =2 a3 imERODIS—AyE—D

30.1.1 i@

£ 30-1 HBOIZ—Avt—D

Ayw—T

Access denied.

T RAPEESE LT,

Ambiguous command.

@Y DICRIRCT& 2 a~ 2y DT BICBETE £HA,

Ambiguous data.

I8 NN TE DT — X RO T—RIFFETE EHA,

Ambiguous parameter.

A Y NIRRT E 28T A= F RO T—EICRFETE £ A,

Authorization error.

RRRET T — T,

Bad command.

av Y RANNRELLS B FHA,

Bad value.

BEAELSHY £HEA,

Cannot execute.

FATTEER A,

Cannot register this command in a range
mode.

ZOawry R rYE— R TCIIBRETE EEA,

Command chaining not allowed.

2o0awy REHIITTANTEERA,

Don't specify a <MSTI ID list>.

<MSTI ID list> D ATNIARETT,

Event not found.

AN EBRAONY EFHEATL,

File not found.

T ANDBRSHY EFFATLE,

Incomplete command.

2w FRRSERTT,

Inconsistent name.

HAIPFIELTVET,

Inconsistent value.

TERFELTWET,

interface: Invalid IPv4 address.

A BT xz—A :IPv4d 7 RLUARRIETT,

interface: Invalid Mask.

AV BT z2—R : RATBRETT,

Invalid parameter order.

NI A= FIRENRETT,

Invalid parameter.

AN ENTRT A =2 1THZ)TT,

Invalid value.

AT ENTEITEL T,

It will be logged out if it remains idle for
another <min> minutes.

IDLE REA H & <min> 53f b 7707 FLET,

Log out by the system.

VATAZK YTy hLELE,

Login incorrect.

HBELEEA h~ou A R bnEEA,

Missing parameter.

NI A=ZBRRITTOET,

Missing parameter data.

RIA—HDT—=EZPNRITFTOET,

No Access.

TIREARDY £HA,

No help available.

NIVT MR T,

'no' is not applicable.

'no' I X A,

No such name.

ZO XS RAFNIH Y EHA,

Not found:

ROy EEATL,

Not writable.

FiTEEA,

Out of range. Valid range is: <range>

AT, A7 A#FIX <range> T,

Please set parameter more than one.

NI A=HRIEBIFEESHTOEEA,
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30.

AT L= aviREBOIS—AyE—

Ayt—o NE
Read only. FEAIAB B TT,
Resource unavailable. BIRN YT,

String must be more than 0 characters.

SCFHNE T XFLLE TR IR Y £ A,

String too long.

LFHNPRTEET,

The command execution failed, because a
command was executing by another user or
other operation.

fDT—FIZL > Tavy FEFHTT, LIES KRS TOBETT DD,

D 2 —FREAEL TR NMEE L T IEE 0,

The number of the <HEX enum> exceeds a
maximum number.

a< 2 RO <HEX enum> O/3T A — X BB HEREBZTHET,

This command is not supported with this
model.

AKa<=r Rz oEFLTIERYFR—FTT,

This command uses the "no" prefix.

ZOavy RiE no” avy ROPEEFTY,

Too big.

RETEET,

Too many parameters.

WRIA=BNELTEET,

Unknown user.

BE LI — AR BRI THER A,

Wrong encoding.

Ty a—F 4 T RESTVET,

Wrong length. ESINRELLHY FHA,
Wrong type. FUIRFES TWET,

Wrong value.

ERELLHY EEA,

30.1.2 HBFZIDERTE & NTP 1H#R

£30-2 BAUDBZEENTPOIS—AvtE—

Ayt—T

&

Entry count over

ZHLLENTP =7 FLAZRETE EHA,

NTP 4 — 7 FL RAEMHER LT EE0,

I T

(R}

auk
Xa

it

INTnd
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30, AVIATL—YarviRERDIS—Ayvt—3

30.1.3 ZHEDEEIFHR

#:30-3 HEBEOBEODIS—Avt—T

Ayg— SES
dhep-snooping is in use. DHCP snooping HREN AN EINTNDH D, KRRELZLET TEEHE
/s, 1p dhep snooping % E ZHIBRL T 72 &0,
extended-authentication is in use. TROBEONTNIADRAEDNCRESNTNAEZD, AREEZETTEE
A,

o FRAFHMPIPva 7 7R Y R |

o IEEE802.1X : "R— B FBFE (BhHY)

o Web #87F : [6E VLAN £— F, #4732 VLAN &—F, Web #&iF
HAIP7 FL &

o MAC #GE : & VLAN £— K, #1473 v 27 VLAN £— K

TROBELZHIRL T EE0,

* authentication arp-relay

¢ authentication ip access-group
¢ dotlx port-control

¢ web-authenticaiton ip address
¢ web-authentication port

¢ mac-authentication port

filter is in use. T AV BREBEDICRESN TN S0, AREZLEETEETA, ip
access-group, mac access-group %/ & & HIFR L T &0,

igmp-snooping is in use. IGMP snooping MEEN AR ESINTNE®H, KREELLELT TS EHE
A, ip igmp snooping X E X HIFR L T 723V,

mld-snooping is in use. MLD snooping +&‘“b75§7ﬁfjj IRESINTWDIZ, KBRELEETEEE
A, ipv6 mld snooping EEZHIFR L T E S0,

qos is in use. QoS HEREN AR E SN TND T, KREXZEAETEEF A, ip
qos-flow-group, mac qos-flow-group R EZHIFR L T 72E W,

resource unavailable BELEY Y —2A0RHNTEZBZTWET, TUTFERDLIHFRELT
<TEIW,

30.1.4 A4 —Hxv MEHR

£304 A—HFy FOTF—A yt—:

Ayt—o NE
port:Relations between media type and media-type auto i E D 7=, <command> H#HE AL E T A,
<command> configuration are inconsistent. <command> : duplex, mdix auto, speed
this command is different from this one in — FF ¥ FIVDORENE E AR —EHTT,
channel-group port. ‘J‘ v RV OBRENKE —HIETIIEEN,

3015 Yo T7TUHE—2 3 IER

£30-5 Voo TF7HTIVEF—=2a30DIT5—HAytE—T

Ayg— AE
Can not change channel-group mode. F¥ RZNITN—TDF— RIILEETEEHA,

ERTLH5E, BEAR— MEETT ¥ RV 7 N —TDE— REHIRKI,
FETF v R T —F OF— RREDLETT,

Can not delete interface of channel-group shutdown BN E SN TWVANWE— MR H B0, F— hallkcx 48
because specified port status is up. Ao

Ay T4 b—v a3 CEY AR — & shutdown L TL 72 &0,
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30, AT L= aviREBDIS—Ayvt—:

Ayt—3

b

interface : Relations between the

FRER— MME MAC FEFERE CTHHA L T\ 5729, port-channel [ZIMAT

mac-authentication configuration and the X FHA,

channel-group configuration within same

port.

interface : Relations between the FEE AR — ML Web #BFEXE CTHEH L T\ 572, port-channel [ZIIAT

web-authentication configuration and the
channel-group configuration within same
port.

TEEA,

Maximum number of channel-group port are
already defined.

TNLER— P ERETEEE A,
F X RNV T N—T B OR— MEEFMHERL T EE0,

Mirror port and port-channel are
inconsistent.

R —A— L LUTHEMHLTWA 7 port-channel IZMATE /A,

Relations between igmp snooping and
channel-group configuration are
inconsistent.

EENTY 77 7Y — a L IGMP snooping/MLD snooping (% [A]
BHZFEITTE £ A,

Relations between ip source binding
configuration and channel-group
configuration are inconsistent.

8 L7=R— Mg ip source binding & E CHEHA L T\ 5
WZIMATEER A,
RE & Ml BRI

ip source binding 7

72 % port-channel

HRELTIEEN,

}87€ L 7= port-channel |3 ip source binding % & CTHEMH L T\ 2%
TEEHA,
ip source binding 7% i€ & HIER# |

% 7= S HIER

THRELTIIESN,

Relations between vlan in mac-address-table
static configuration and channel-group
configuration are inconsistent.

mac-address-table static CTHEA L TN 5 A4 ¥ 72— AD=®D
port-channel (ZMATX EHA,

this command is different from this one in
channel-group port.

Fl—F v F VT N—TIHRE LR — F CHRENEORZ DI LONRH Y £
7
Fl—F ¥ XNV T N—TIHET DR —

TLEEW,

RENKZ—HSE LML

30.1.6 MAC 7 KLRFT—TJILIER

£306 MAC7 KLRTF—TILDIS—+vt—3

Ayt—T

S

Can't set mac-address-table because of
port-channel nothing.

port-channel 23F/E L 72\ 728, mac-address-table 23i%E TE A,

Relations between vlan in mac-address-table
static configuration and switchport
configuration are inconsistent.

mac-address-table static @ vlan /& & switchport D> 7 4 7 L— 3
VIR —ETH, mac-address-table static THE 7= vlan 1%, fEES
Ni=A & 7 = —AD switchport access/switchport trunk allowed vlan C
BEShThRITUERY A,

30.1.7 VLAN 1E3R

#%30-7 VLANDIS—AytE—Y

Ayt—3

E

ChGr <Channel group#>: Inconsistency is
found between the dot1x port-control and the
switchport mode configuration.

IEEE802.1X #FE ¥ 72 1% switchport T L TV % 72 port-channel %
HIBRCE £/ A,

<Channel group#> : ¥ x /L7 L—7FKE

483



30 avI4 L= aliREBOIS—AyvE—

Ayt—T

Rz

dot1lq vlan and authentication : maximum
number which can be used is exceeded.

switchport mac dotlq vlan Ta&iE L 72 B $k VLAN 03 e KB EREL 2 8 %
TWET, Web iGER LT MAC #EET, BE VLAN £— FEARE L
= FBHLRTT,

(Verl.4 LARIEHIRRE L £ As)

Inconsistency is found between the dotlx
vlan enable or dot1lx vlan dynamic
radius-vlan <VLAN ID> and the vlan
configuration.

fR7%E L7z VLAN /1, IEEE802.1X VLAN H{7#8GE (/) » VLAN T
HEAL TS DHIRTE EEA,

<VLAN ID> : VLAN ID

interface : Relations between the
mac-authentication configuration and the
vlan mode configuration are inconsistent.

FHELERN—-MIMACHEIETHREL TWD®, 7'u b a/bR— MIZE
BETEEEA,

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

FEE LR — MI Web BAETREL TWH2D, 7'r halR— MIER
TEEEA,

port <IF#>: Inconsistency is found between
the dot1x port-control and the switchport
mode configuration.

FBE L7 — MI IEEESO2.1X BiF CHA L CTWAHI-OEE TE 8 A,

<IF#>: A v H 7 =—AKR— 5

Relations between vlan in access-group
configuration and switchport configuration
are inconsistent.

}§7€ L 72 VLAN [ ip access-group & 7213 mac access-group TfEA L T\
LHI-ORELEETEETA,

%95 VLAN %% L T\ 5 ip access-group ¥ 72 1% mac access-group
DOFEZHIBRBICHHRE L T IEEW,

Relations between vlan in dot1lq
configuration and mac vlan configuration
are inconsistent.

switchport mac dotlq vlan & switchport mac vlan G, [A] U VLAN #{8&E
LTNAORETEEREA,

Relations between vlan in dot1lq
configuration and native configuration are
inconsistent.

switchport mac dotlq vlan & switchport mac native vlan C, [f U VLAN
ERRELTVWDLIZORETETEEA,

Relations between vlan in ip source binding
configuration and switchport configuration
are inconsistent.

u

s
& f

THAL WSO ELETE A,
ZHIBRRICHRE L T EEW,

ip source binding
ip source binding %

Relations between vlan in qos-flow-group
configuration and switchport configuration
are inconsistent.

$87E L 7= VLAN X ip qos-flow-group % 7213 mac qos-flow-group Tt L
TVWAHTDHEERTEER A,

%49 % VLAN %% & L T\ % ip qos-flow-group & 7= mac
qos-flow-group DX E & HIFRBZIZHHRE L TS0,

vlan : Can't change mode from
{nothing | protocol-based | mac-based } to
{nothing | protocol-based | mac-based }.

F5E L7z VLAN £ — K@ VLAN fi5I AR —E T, (VLAN &l f5E)

vlan : Can't delete vlan configuration
because of default vlan.

7 7 4/~ VLAN O 7= DHIBRTE /A,

vlan : Can't setting port[<IF#>] because of
channel-group port.

BELEA—FEBFET Y RNV —TICHB L TN LI R— R bHik
ETEEE A,

<IF#>: A4 ¥ 7 = —AK—  &EF

vlan : Data(mac-address) is invalid.

F87E L 72 mac-address A D 7= DB GFETE A,

vlan : maximum number which can be used
is exceeded.

VLAN B2 kT b VEEBZ T2 Io AR TE £ A,

vlan : Not found protocol name.

vlan-protocol ZAARFREDTZOFHE TE EH A,

vlan : Some port's setting have been failed.

Channel 7»5 Port ~DOFRENKB L £ Lz,

vlan : Some setting can't have been done
because of vlan unmatch.

FAELZRWVLAN 1 DL EEEFNTWS 8, ETE 7220 VLAN 23
HY FE LI,
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vlan : This command is different from vlan
configuration in channel-group port.

VLAN 2o 7 4 L —a U NER - TWH 128, R— FF ¥ R/UIIA
TEEHEA,

vlan[<VLAN ID>] : Can't change mode from
{nothing | protocol-based | mac-based} to
{nothing | protocol-based | mac-based}.

FE L7 VLAN £ — F® VLAN f5I 23R —# ¥, (VLAN HAHEE)

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete it because
data is not corresponding.

FEE L7z VLAN BNEE L2 WD HIBRTE 5 A,
B L7 mac-address 3B I N TWVRWZDHIBRTE /A,
F87E L 72 mac-address-table |Z7F/E L 72 W 7= O HIBRCT&E £H A,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete port-channel
configuration referred by other
configuration.

hoar7 47— a U THRAL TS 7OHIBRTEEEA,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete vlan
configuration referred by other
configuration.

a7 47— a U THRAL TS 7OHIBRTE I A,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set access-vlan
which is not configured to use vlan.

VLAN BFTE L7e\Web T 7 2 A VLAN B ETE £/ A,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set
mac-address-table which is not configured to
use vlan.

VLAN M7E(E L7272 % mac-address-table 7% & CT& T8 A,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set native-vlan
which is not configured to use vlan.

VLAN MFFTE L2z A T 4 7 VLAN 23 ETE £ A,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Data can't be set because
of not mac-based.

F87E L72 VLAN | MAC VLAN T72\ /=%, mac-address & 5k CT& £
Ao

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Data can't be set because
of not protocol-based.

i L7 VLAN (377 | =L VLAN T72\ 7= 8 protocol % BHkT& £
Ao

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : mac-address has already
been set to other VLAN[<VLAN ID>].

1> VLAN TBEEIZHEE mac-address 138 SN TWVWAS D THEETE T8
Mo

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : maximum number which
can be used is exceeded.

VLAN #dfg k> VA B TR TE WA,
4k mac-address MR KT MU EBI -2 OBETEERE A,
% ¢k mac-address-table A KT P BAEABR =08 TE EE A,

<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Protocol
{ethertype | llc | snap-ethertype} <HEX>
duplicate at ChGr[<Channel group#>].

[A U port-channel EIZIX[F U7 " b 2 /UE Tkl 4 % VLAN (Z—> L 2>
RETEEEA,

<VLAN ID> : VLAN ID
<HEX>: 7'm | 2/
<Channel group#> : ¥ RV I N —T%KE
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vlan[<VLAN ID>] : Protocol
{ethertype | llc | snap-ethertype} <HEX>
duplicate at port[<IF#>].

R UA— N EIZIEFEC 72 b a V@ cikBl4 2 VLAN 1Z— D Lt E T
EH¥ A,

<VLAN ID> : VLAN ID
<HEX>: 7’1 b 2/)UfE
<IF#>: 4 —Hh % v hAR— &

vlan-protocol : Cannot delete protocol
referred by VLAN configuration.

protocol THEA L TV 57 DHIRTE A,

vlan-protocol : maximum number which can
be used is exceeded.

EEARCHEAT S 7 FaLfi (ethertype fE, llcfi, snap-ethertype
) 13/ K 16 HTT, 16{HEZEBX TRETEEEA,

30.1.8 R/N\=2T V) —1EHR

R30-8 RGPV —DIS—AvytE—

Ayt—o

A&

Cost is over 65535, please set up in 1 to
65535 or set pathcost method to long.

cost DAEA 65535 LL LT, cost D% 1 75 65535 OHEIFH THET D
7>, pathcost method % long |2 L CTL 72& W,

Maximum number of entries are already
defined. <STP_VLAN>

BRRZMIBUEOT P EBMLES & LTWET, RERT b
UZHIERL THrsBIML T ZEw,

Maximum number of MST instance are
already defined.

MST AV AH VAP T TR ARERE SN TNET, ZETE S MST
AV AE L ATHRK 16 TT,

Pathcost method is short, please set up in 1
to 65535 or set pathcost method to long.

pathcost method %% short T4, cost D% 145 65535 O®iPH Tk Ed
%7, pathcost method % long IZ LT 7230y,

Relations between 12protocol-tunnel stp and
spanning-tree configuration are
inconsistent.

BPDU 74V —FT 4 rarv7 4 b—yvarbtAR=y 7Y ) —ay
T4 7=y arORRRA—ETYE, BPDU 74V —F 4 a
T4 T L= a v ERETLHEE, A=Y — R ETONERD
D ET,

Relations between PVST+ and the
protocol-vlan or mac-vlan configuration are
inconsistent.

PVST+ &, 7w k2L VLAN %7213 MAC VLAN /IRIFFICRETE £
Mo

Too many parameters (VLAN-range of MST
Instance <MSTI ID>).

ATRT A =2 D RE (200) @2 TWET, RAREUANT
TLEEWY,

e
Fit
i

<MSTIID>: MST A > A% % ID

30.1.9 DHCP snooping &%k

% 30-9 DHCP snooping DI S—*vt—

Ayt—T

RE

Can't delete it because data is not
corresponding.

i & VLAN ¢ DHCP snooping BN 72> TWMewy, FFEE L=
VT4 T L=y a U FEE LRV DHIBRTE A,

Can't delete it vlan configuration referred by
other configuration.

ip source binding #% & T VLAN Zffif] L T\ 5 7= OHIFRTE £ A,
HiIBR* % VLAN % $57E L T\ % ip source binding 7% & % JGIZHIBR L T<
72 &0,

Can't set it because snooping is disable.

f87 L7= VLAN (% DHCP snooping 23 HZNI72 > TWRN-DIEETE £
A,
DHCP snooping # A L7z VLAN ZH5E L T 7Z S0,

Can't set it because vlan doesn't exist.

no ip dhep snooping vlan CFEE L7z VLAN 23 F/E L 72 W= OHIBRCT& £
REW.UR
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Ayt—o RE
no ip arp inspection vlan THE L7z VLAN NFE(E L2 W= OHIBR T £
A,
Duplicate entry. BRENEE L TWVDHTZOBRETEERA,
E%E LTV 2 &RE & HIlkR L?’J& BRELTIEEN,
Maximum number of entries are already ip dhep snooping vlan THiE L 7= VLAN Ok E235% & vl e LRI A B 2 T
defined. WET,

ip source binding "C® Config & &, 3 & O dynamic FE OREN /A
TA T T—=ER=2 N O EREBX-T-ORETEEE A, RE
7% Config % E=<° dynamic 78 # HIkR L 7=, ik TEL’C< 7ZEW,

ip arp inspection vlan Cix & L 7= VLAN 3% E AlRe LRI 2 2 TV E

¥
Relations between ip dhcp snooping 7% 7R — b X channel-group I L CWAH 72D ETE A,
configuration and channel-group port channel AV BT 2—ATHELTL I,
configuration are inconsistent.
Relations between ip source binding F87E L7-A— bMiX channel-group 12/ LT\ 5, FidHE L
configuration and channel-group port-channel IZfF1E L7220 ECTE 8 A,
configuration are inconsistent.
Relations between ip source binding FBELEA LV H 7 2—A T VLANICBE L TWARWE=ORETE A,
configuration and switchport configuration
are inconsistent.
Relations between ip verify source 7% 7R — b X channel-group I L CWAH 72D ETE A,
configuration and channel-group port channel AV HT 2 —RZBELTLEE N,
configuration are inconsistent.
system function isn't set. system function X EN RV HORETEEH A,

system function ¢ dhcp-snooping % %€ L T 72 &\,

30.1.10 IGMP snooping &%k

5% 30-10 IGMP snooping DI Z—H* vt—23

Ayt—o e
Maximum number of VLAN are already IGMP snooping & MLD snooping T & C& 2 vlan OAFHIRK 32 |
defined, <VLAN ID> igmp snooping can not T, 32 AL CRETETEEAL
enable. <VLAN ID> : VLAN ID
Relations between igmp snooping and HWENTY 77 7Y F— a2 & IGMP snooping [EFIFHZEITTE F
channel-group configuration are A,
inconsistent.
Specified mrouter is out of range when AX12308-48T2C DA 1L, [Fl— VLAN T 0/1-24, 49-50 & 0/25-48 D
mrouter already configured. A— MIXF LT, [FIIFIC mrouter ZfEETE 8 A,
system function isn't set. system function X EN LN ORETE EH A,

system function C igmp-snooping %% E L T 72 &\,
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30.1.11 MLD snooping &%k
% 30-11 MLD snooping DTS5 —* vt—
Ayt—3 AE

Duplicate mld query message source
address.

[T MLD Query A v —YD%EETIP 7 KL ANE

ETEEE A,

T/INTNDIZOE

Maximum number of VLAN are already
defined, <VLAN ID> mld snooping can not
enable.

IGMP snooping & MLD snooping THijE T &
2 A THETE ERA,

<7,
<VLAN ID>: VLAN ID

% vlan OAFHIRK 32 |

Relations between mld snooping and
channel-group configuration are
inconsistent.

ENTY > 7 7 7Y 7 —3 3 & MLD snooping [ [RIFEIC

Ao

FTCEEYE

Specified mrouter is out of range when
mrouter already configured.

AX12308-48T2C OA1%, [A— VLAN T 0/1-24, 49-50 & 0/25-48 @
— MZX LT, [ mrouter Z$FE T A,

system function isn't set.

system function FX ENRWVZORETE EH A,
system function ¢ mld-snooping ##% & L T 72 &0,

30.1.12 IPv4 - ARP -

% 30-12 IPv4 - ARP -

ICMP 1&#R

ICMPDIS—Avyt—o

Ayt—T

ip : Inconsistency has occurred in a setting of
IP address and route.

PASETRE LT N L2 L — P CRE
FEMELTOET,

77%&7\

L7z nexthop ® % v b U —

nexthop Z1E L < &E L TLIZEW,

ip : IP address is duplicate between interface
and nexthop.

PIERCRELET RL R EA— MERTHRE

%@LTviTc
T RUAREE LN K S

L7z nexthop ®7 KL AN

ICRELTLEE,

ip : maximum number of route are already
defined.

Zhl bE— b

HHaeRETEEEA,

Ry MU= HERE RE LTSI,

ip[<VLAN ID>] : Can’t delete IP
configuration with route configuration.

o= MERBFELTOHET,

Jb—
<VLAN ID> : VLAN ID

~ME#EHIER L 721%, IP

THRZHIERL T 72&E0y,

ip[<VLAN ID>] : Duplicate network address.

fitho> VLANIZ, RICEXy hU—2T7 RLADIP T R L ADGE

£

TRTOFY NU—27 T KL AP =—

LTL7EEn,
<VLAN ID>: VLAN ID

‘I

WD EDICIP T RURAERE

Web FRREELAH IP 7 K L &
ERINTWVET,

2, MRy hU—2T7 RLZDIP 7 KL AR

Web BFEHEAIP 7 KLADR Yy hU—7 7 KL AL BEELRWE ST,
IP7 FLAZRELTLIIESN,

<VLAN ID>: VLAN ID

ip[<VLAN ID>] : maximum number of IP
configuration are already defined.

ZHALLEIP 7 RLAZRETEERE A,
Ty U= E RE LT EEW,

<VLAN ID>: VLAN ID
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30.1.13 7 A—i&HE— FIEH

#%30-13 Z2O8—EFE—FKDIS5—Ayt—2

Ayg—o

RE

Cannot change the flow detection mode.

TI7RAVAPNELIZQoS 7 —U A MNA U F T = —A A ST
L7280, 7a—RBE—-FEERETEEEA,

T —RHE— RFEEELZWIEAICE, MAS b Y X hoiH %z
FTRTHIBRL TL 72 &0,

30.1.14 7€ X1 X MEHR

%3014 7OERBRVRFDIZ—AyvE—D

Ayt—2 HE
Cannot attach this list because flow 7 v — R — R23 Layer2-1 DFAICIE, ZO7 78R Y 2 MIEAT
detection mode Layer2-1. XEHA,
7 a—RHE— R Layer2-1 0& &, MACT7 7 AV X F\lEHACE £
@—\

Kpa KM CE £,

mac access-group 2~ R

Cannot attach this list because flow
detection mode Layer2-2.

7 v —HE— R Layer2-2 A2, 207 78AU A MIEHT

XFEHA,
7 —fRHE— K2 Layer2-2 DL &, IPva 77 AV XA MR EHATEE
-a—

KO~ TR T,

ip access-group 2~ K

Maximum number of entries are already
defined. <valuel>

R MUK EOZ U R EZBILED ELTWET, RERTV b
UZHIBRL CThoBML TS ZEW,

Over two entry as an address family cannot
be set.

1ENOT 72 AU A MR TTITHEAEARTT,
TIRAVANE#EALEZWEAICE, RS TWLET7E8AY A D
WHEHIFRLThD, {ToTLEE,

system function isn't set.

system function B ER RV ZORETE EH A,
system function C filter Z5§& L T 72 &\,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BB — 7 U AE SRR KB E L,
resequence ¥ EIT LT 7ZE\,

This list cannot be set to this port.

DT I7RAVANMIZOLA—Y Ry AV H 7 o—RAZITEATEEY
oo

A=V Xy MU T2—RIT 7 AV R NEWEATHHAICIE, T2
T2 Y X NANDO T o —RBHEMED VLANID RNEf T 54— %y bAoA >
27 2 —ADERENFICEENTVWDOIMENRD Y 7,

This list cannot be set to VLAN.

ZOT 7 EAYAMIVLAN £ % 7 = — R ZI3EATE A,

77 8AU A MADOT v —RHSMIZ VLAN ID 2345 E SN TV AHEAIC
1%, ZO7 278 AU XA MIVLAN A >4 7 = — X JFEHATE 8 A,
A=V Fy b U ¥ 7 =—RZWRAT 50, BHGEE) S VLAN ID % Hl
BrLTL7ZE0,

This list name is being used as other protocol
type by other definition.

ZOFANFIXEDLDOT 7 A Y A N THRAFAOLFROT-DIFETE £
oo
FENDOT 78 AV A RNTHEHAL T RWARKRZIEE L T EEN,

The maximum number of entries are
exceeded.

RETRER T MY BB E Lie, RERx b Y ZHIERL T b 3T
LTL7ZEny,
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30.1.15 QoS 1&#k

#30-15 QoS DI T—HAvt—

Ayt—

i

Can not set command, because
limit-queue-length command is set.

limit-queue-length =~ > FRFEES N TN, PQLUIID A ¥ a—
Vo7 E— RIFERETEEHA,

Can not set command, because scheduling
modes is not PQ.

PQUANDA T V2 —Y) v 77— RRREINTNDD
limit-queue-length =< > NIIFRETE EH A,

Can not set half duplex because
traffic-shape rate is specified for the port.

FIHRIC AR — MR E SN TV 5728, duplex ICERETE £H A,

Can not set half duplex because WFQ
min-rate is specified for the port.

[BIHRZ WFQ & — R ORAKRFEATIR A E SN TN 5728, duplex IZFRE
TEEHA,

Can not set traffic-shape rate because of the
port is half duplex.

[E#RE RO D, AN— MERHEEEE TE A,

Can not set WFQ min-rate because of the
port is half duplex.

[EFRAEZEDTZD, WFQ E— FORIKRERFHAEE CE A,

Cannot attach this list because flow
detection mode Layer2-1.

7 v —HE— K2 Layer2-1 A1,
TEEHA,

7 —fRHE— K2 Layer2-1 ® & &, MAC QoS 7ur—VU X MM TE
E3 AN

Woa~<y RRERTEET,

mac qos-flow-group =~ > K

Z?D QoS 7u—U & kL

Cannot attach this list because flow
detection mode Layer2-2.

7 v —fRHE— R Layer2-2 O45121E, Z® QoS 7 u—U X il
TEEHA,

70 —fRHE— K2 Layer2-2 ® & %, IPv4 QoS 72— U X F @A T
Ex AN

WO== RR™ERTEET,

ip qos-flow-group 2~ K

Maximum number of entries are already
defined. <valuel>

ER=MIBUEOZ Y EBILES & LTWES, RERT b
UZHIBRL THLBML T ZENY,

Over two entry as an address family cannot
be set.

1F2D QoS 77— U A M3 TITHEMAFEA T,
QoS 7r—VU X &M LZWEEICE, EHISNTHND QoS 7e—1U X
r D EHAEZHIERL T D, 7o TLIEE,

Specified traffic-shape rate value is
incorrect, or it is out of range.

i)

BT L7 — ARG OB AR IERE T 50,
ZTWET,

F LR E R A B

system function isn't set.

system function R ENRWZOHRETE EH A,
system function T qos ZIHE L T 7Z S0,

The different name is already defined.

BEIZ queue-group WX EINTWD UFIZ=2 MUBEML KD & LGS

The Maximum number of entries are
already defined. <QOSFLOW_GROUP>

QoS 7ur—VU A MDIF ~OK#EAHE B2 THET,

The Maximum number of entries are
already defined. <QOSFLOW_LIST>

QoS 71—V A b remark D K% EHZ B2 TWET,

The Maximum number of entries are
already defined. <QOSFLOW_MAC>

MAC-QoS 7u—U A Dz b U EBRESRMZBZ TWVET,

The maximum number of entries are
exceeded.

QoS =¥ N VHMBINALRMEZHMZ THET,
nE, Zoarz4Zr—rar ol PV B IoEET MY
$X show system =~ RCHERTEET,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BEhs— 7 U AR ENRKXEEZBIELE L7z, resequence =~ K& 3T
LTLZEN,
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Ayt—3 NE
The total of WFQ min-rate exceeded WFQ & — N ORARIRFE S ORFI, R— Mgkl o 4w 28z TvE
bandwidth of traffic-shape rate. 4,
WFQ £ — K ORARREERHk ORF, R— MHH&HIE oML Fick s &

IITREL T ZE N,

This list cannot be set to this port.

ZDQoS 77— RAMIZDOA—Hh Ry b ZT7x—R LA TE E
A,

A=Y Fy b HT72—AZ QoS 77— X N&#EAT 2581

QoS 7u—U 2 NND 7 m— 4o VLAN ID A#A 5 A — ﬁz
MU ZT7 2= ADRENFICEEN TN DILENRDY 7,

This list cannot be set to VLAN.

D QoS 71 —YRAMIVLAN A > & 7 = — R |ZITlEATE EH A,
QoS 7r— U X MDD 7 m—it4fFIZ VLAN ID 23 MEE STV 256
123, %@Qﬁ7u~)x]iWAN4/§7mﬁX s TE
o A=Y Ty " F 72— ZWMAT5h, H%EMH»S VLANID %
B LT 72 &0,

This list name is being used as other
protocol type by other definition.

135D QoS 71— U A M THERFEHDHFRTT,
END QoS 7r—U A NTHEAL TWRWEARREZITHZR E725 QoS 7
m—U 2 FEREL TSN,

30.1.16 |EEE802.1X &%k

% 30-16 |IEEES802AXDIS—Avt—o
Ayt—3 NE
dot1x(xxxxx): Cannot set "dotlx interface xxxxx DR — bk I T —NEMT /> TWD T2, H— FHENLERE
port-control" because monitor session mode FWETETETA,
is set now.
XXXXX
ethernet <IF#>: A —H Xy b £ ¥ 7 = — K —  EE
dot1x(link-aggregation): Cannot set the }87E ® ethernet <IF#> |3 port-channel (ZJ& L T\ 5728, IEEE802.1X

configuration because the ethernet <IF#>
belongs to the port-channel

DRETE EE A,

<IF#>: A4 V¥ 7 = —AKR— "N

dot1x(link-aggregation): The specified
ethernet <IF#> cannot add to the specified
port-channel(<Channel group#>) because
802.1X configuration is different.

Vo277V —va T8 & IEEE802.1X DRRENRR D720,
ethernet <IF#> % {5 € X #17= port-channel <Channel group#> |2 % &k T
T A,

<IF#>: A VX T =—AKR—  FE
<Channel group#> : ¥ x V7 NL—TFKE

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic ignore-eapol-start" because
supplicant-detection is disable-method.

VLAN HALFRG
PR GRS LB RE

(BRY) OuERBRHEED disable THh 5
BRETEERA,

I AR B SR

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic ignore-eapol-start" because
reauthentication mode is invalid.

VLAN HLAZE8RE (B ) o FREREEsRIERE S A 2D
REGKARRREML B A B E CE £/ A,

222> TWRWTZY, i

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic radius-vlan" because the specified
vlan <VLAN ID> is not found.

FEE &7z VLAN <VLAN ID> |33 |2
radius-vlan & L TEERTE EH A,
<VLAN ID>: VLAN ID

IZHER I TR TS

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic radius-vlan" because the specified
vlan <VLAN ID> is not mac-vlan.

FBE &7z VLAN <VLAN ID> X MAC VLAN Tl72\ /=, radius-vlan
L THEETEERA,
<VLAN ID>: VLAN ID

dot1x(vlan dynamic): Cannot set "dot1x vlan
dynamic supplicant-detection disable"
because ignore-eapol-start is set now.

VLAN %{l‘wh GE (BIRY) O ARZREE LREF L FERE
AR HENEA disable ICTE EH A,

NEESN TS,
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Rz

dot1x(vlan dynamic): Cannot set "no dotlx
vlan dynamic reauthentication" because
ignore-eapol-start is set now.

VLAN HA7383E (B)H9) O R TR A RAEM LB RE S 3 E ST D128,
FIRRAESR B RE & NI T & E AL,

dot1x(xxxx): Cannot delete "dotlx
port-control" because authentication ip
access-group/arp-relay is set.

interface xxxxx |Z, authentication arp-relay, authentication ip
access-group iX E ST 5728, dotlx port-control Z HIBRTx £
Ao

XXXXX :
ethernet <IF#>: f —Y% Ry b f VX T = —AKR— " F =5
port-channel <Channel group#> : " — s F ¥ R /LEFE

dot1x(xxxx): Cannot delete "dot1x
port-control" because dotlx
force-authorized is set.

interface xxxxx {2, dotlx force-authorized =~ FARREIN TN\ 57
%, dotlx port-control ZHIRTE £+ A,

XXXXX :
ethernet <IF#>: 4 — %Xy N [V Z T =z —AR— 1 &=
port-channel <Channel group#> : &x— s F ¥ r /L& 5

dot1x(xxxx): Cannot set "dot1x
force-authorized" because 802.1X auth mode
is unmatch.

interface xxxxx OFEAEE— RN/ 5728, dotlx force-authorized =~
VRERETEERA,

XXXXX :
ethernet <IF#>: A —V X v b A VX T = —AKR—  &EH
port-channel <Channel group#> : &x— s F ¥ x /L& 5

dot1x(xxxxx): Cannot set "dot1x
ignore-eapol-start" because reauthentication
mode is invalid.

interface xxxxx O FFFRFEEREBED AN > TRV, MK ERF
FRAEM B RE A R E CE E /A,

XXXXX :
ethernet <IF#>: A —H Ry b £ V¥ 7 =2 —AKR— b=
port-channel <Channel group#> : &x— s F ¥ r /L& 5

dot1x(xxxxx): Cannot set "dot1x
ignore-eapol-start" because
supplicant-detection is disable-method.

interface xxxxx DA HEIEN disable TH D728, uiiA B R A FEFEM
e A R ETCE EH A,

XXXXX :
ethernet <IF#>: A —V X v b £ VX T = —AKR—  &EH
port-channel <Channel group#> : &x— s F ¥ r /L& 5

dot1x(xxxxx): Cannot set "dot1x
multiple-authentication" because
force-mode is set now.

-

interface xxxxx 7 force-unauthorized ¥ 72 (% force-authorized & — RN{Z
o TWNWABTY, WMKBIFE— REZRETEEEA,

XXXXX
ethernet <IF#>: A —V X v b A VX T = —AKR—  &EH
port-channel <Channel group#> : A — hF ¥ X /L& 5

dot1x(xxxxx): Cannot set "dot1x port-control
force" command because sub-mode is
multiple-authentication.

interface xxxxx M AFEE — RiZ72 > T\ 572, force-unauthorized
% 7213 force-authorized £ — FZHR T TE £H A,

XXXXX
ethernet <IF#>: f —% X v h AV FX T = —AKR—  EE
port-channel <Channel group#> : 78— s F ¥ F /L& 5

dot1x(xxxxx): Cannot set "dot1x
port-control" because switchport mode is not
access-mode.

interface xxxxx @ switchport mode 73 access T72\U 7=, HR— NHNFE
FEERETEER A,

XXXXX
ethernet <IF#>: f —% X v h A Vv FX T = —AKR—  FEE
port-channel <Channel group#> : 78— s F ¥ F /L& 5
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dot1x(xxxxx):Cannot set "dot1x port-control
force" because switchport mode is mac-vlan
mode.

interface xxxxx(ethernet <IF#> F 72 1% port-channel <Channel group#>)
@ switchport mode 7% MAC VLAN (272 > TW A7,
force-unauthorized & 7213 force-authorized €— KZHETX EHA,

XXXXX :
ethernet <IF#> : f —H% x> b
port-channel <Channel group#> : " —

AR T z—AR— &S
v R E S

dot1x(xxxxx): Cannot set "dot1x
supplicant-detection disable" because
ignore-eapol-start is set now.

interface xxxxx D Wi AR ERBFEMIEBEEEN R E SAILTND T2, Hakfkl
#{E% disable I TX XA,

XXXXX :
ethernet <IF#>: A —H Ry h £ V¥ T2 —AK—  EF
port-channel <Channel group#> : " — F F ¥ Rr L EFE

dot1x(xxxxx): Cannot set "no dotlx
reauthentication" because ignore-eapol-start
is set now.

interface xxxxx 0D Vi A TR FFE RN 1L FERE
FURIEREZ T CE EH A,

MREINTWST2®, FHRGE

XXXXX :
ethernet <IF#>: A —H Ry h A ¥ T2 —AK—  EFH
port-channel <Channel group#> : " — ¥ Rr L EFE

dot1x: Cannot set "dot1x
system-auth-control" because
12protocol-tunnel eap configuration is valid
now.

EAPOL 7 # U —7 1 v VRN A Th 5 7=, IEEE802.1X Z & E T
EFEEA,

12protocol-tunnel: Cannot set IEEES02.1X NH%h TH 5728, EAPOL 7+ VUV —7 4 THFER R E T
"12protocol-tunnel eap" because 802.1X XFEHAL

configuration is valid now.

radius-server: Cannot add new radius-server = radius-server host (Tfx kT v F UEEGEINTWA =0, Ll &gk

host because the maximum number is
already set.

TEEEA,

system function isn't set.

system function FXENLVW2®, Tila~vy FEHRETEETA,
¢ dotlx port-control auto

¢ authentication arp-relay

¢ authentication ip access-group

xxxxx: Cannot set the command because of
internal error. (code=y)

WNERT T —0REL, a~<r FERETEEFFATLE,

xxxxx : dotlx/radius-server /12protocol-tunnel , y: 1,2, 3, 4

30.1.17 Web REE1E$R (DHCP —/\IEHRET )

£ 30-17 Web BN TS —H+vt—
Aygr—s A&
Duplicate network address. 1> VLAN IS, RICRy hT—2 T RLADIP T RLARERINTVE
KRS

VLAN D%y hU—277 RLZLEELARWVWE ST
VAZBREL TSN,

, Web GEGESEH IP 7 K

interface : Invalid web-authentication port
configuration.

MR —

arp-relay #%

K Z authentication ip access-group, % 7213 authentication

ED DD T2DHIFRTE £ A,

interface : Relations between the
web-authentication configuration and the
channel-group configuration within same
port.

FRER— M3 Web FBIERETHEM LTV D
TFEEA,

72, port-channel I[ZMAT

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

FRER— MI7m FarR— FREDTD, Web Bila ik ETEEE A,
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interface: Cannot set the command because
the specified vlan <VLAN ID> is not found.

fHE L7z VLAN 28 MAC VLAN T2\ =, RETEEH A,
<VLAN ID>:VLAN ID

system function isn't set.

system function FXEN 22, Tila~y FERETEEHA,
¢ web-authentication ip address
* web-authentication port

system function T extended-authentication Z % L T 72 &0,

web-auth: Cannot set the command because
dot1q vlan over.

switchport mac dotlq vlan Tl 7fE7: VLAN &8 1 TWET,
switchport mac dotlq vlan Ci% & L7z VLAN £ 5 LT 72 &0,
(MAX=32)

(Verl.4 LARIEHIRRE L £ As)

web-auth: Cannot set the command because
the specified vlan<VLAN ID> is not found.

fHE L7z VLAN 28 MAC VLAN T2\ =, RETEEHA,
<VLAN ID>: VLAN ID

web-auth: Cannot set the command because
of internal error. (code=x)

N T —NRAEL, a<vr RERETXEHA,

< 30-18 Web FBEIND IS —Avt—

> (N DHCP ¥ —/\8%%E)

Ayt—3

RE

Can not delete it because data is not
corresponding.

FESNTERENTFLE L RWI-OHIBRTE EA,

Interface not found.

VLAN 7213 1P 7 R L AHF
ELTLZEN,

HE SN TWEEA, VLAN & IP ORE %

Invalid network.

X FU—7 ORENPRIETT,

ip [<VLAN ID>]: Can't delete IP
configuration with dhep configuration.

DHCP % —/SiRETHEH L TV 728 IP & Hlbk
<VLAN ID> : VLAN ID

RETIIEHTEEEA,

It exceeded maximum number of IP-address
pool.

IP7 RLVAT— VO KIEZBZE L7z, network LRIV T R L AR E %
AELTIEEN,

Maximum number of entries are already
defined. <DHCP-EXCLUDED-ADDRESS>

BEFRETRBRIN T R LA ORREE B E LT,

Maximum number of entries are already
defined. <DHCP-IF>

RIERRERA ¥ 7 = — AROREKEEBAE LT,

Maximum number of entries are already
defined. <DHCP-POOL>

RIEARER T — N DR KIEEB A F LTz,

network conflicts.

Xy U= ORENEELTOET,

vlan [<VLAN ID>]: Can't delete vlan
configuration referred by other.

DHCP #— " ETHEH L T2 728 VLAN ZHIBRTE £8 A,
<VLAN ID> : VLAN ID

30118 MAC DlL\DIElﬁ*E

% 30-19 MACEINDIS—Avt—

Ayt—:

A&

interface : Invalid mac-authentication port
configuration.

7% 7" — M IZ authentication ip access-group, 7213 authentication

arp-relay "“niﬁ‘%é?i?fblé]' FrReEEHA,

interface : Relations between the
mac-authentication configuration and the
vlan mode configuration are inconsistent.

BER—MI7 e hari— b EREDTH, MACFRIEZRETEEEA,
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interface : Relations between the
mac-authentication configuration and the
channel-group configuration within same
port.

fEEAR— ME MAC 3k
ETFEEA,

FRETCTHA LT\ 728, port-channel (ZAIAT

interface: Cannot set the command because
the specified vlan <VLAN ID> is not found.

fi%E L7z VLAN 75 MAC VLAN TiI7Z2W\7z o
<VLAN ID>:VLAN ID

RETE £,

mac-auth: Cannot set the command because
dotlq vlan over.

switchport mac dotlq vlan CTEFHAIREZ: VLAN &8 2 TWE T,
switchport mac dotlq vlan T E L72 VLAN ZJ5H LT 72 &0,
(MAX=32)

(Verl.4 IFEITHIR LEHA,)

mac-auth: Cannot set the command because

the specified vlan < VLAN ID> is not found.

fRE L7z VLAN 23723 MAC VLAN TiX722\\ 2o,
<VLAN ID>:VLAN ID

RETEEEA,

mac-auth: Cannot set the command because
of internal error. (code=x)

W=7 —nAEL, a~vr NREEXZTEEHA,

system function isn't set.

system function % EM 72V /2%, mac-authentication port X E CT& £

A,
system function extended-authentication # & & L T 723\,

30.1.19 LA+ 258G @

#30-20 L1+ 2%t

&#R

HBOIS—AyvtE—

Aytz—3

P

interface : Invalid access-list ID for
authentication.

authentication ip access-group CHEAEADT 7 AV X N EFEpD T,
CGEAFTREY A2 RARRIZ 1 272 T, )

BEL ;Eﬁﬁ{§ﬁ0)77'k7\ 7SN %Eﬁib’(< &V, F£721%, o1 ¥
T2 —ATHEAEHLDOT 7 A A M ETXCHIRE, BFRELTIES
AN

interface : Invalid authentication arp-relay
configuration.

HEAR— MITFfRRa~y R ENHRE STV TZ®, authentication
arp-relay ZiX ETE EHA,

¢ dotlx port-control

¢ web-authentication port

¢ mac-authentication port

WP EIRSR— MORER, BRELT RS,

interface : Invalid authentication ip
access-group configuration.

MR — MITRa~ Y RRERBERE STV RNT2®, authentication
arp-relay ZiX ETEX EHA,

¢ dotlx port-control

¢ web-authentication port

¢ mac-authentication port

WP E Y AN — MIRER, BREL TSN,

interface : Over two entry as an address
family cannot be set.

FENOT 7 AY A RN TTICHEAFERTY,

BWHINTWET7 722 Y 2 No@EAZHIBRE, BRELTIEIN,
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30.1.20 L2 )L— THE01EHR

% 30-21

L2 IL—TRIODIS—+*vt—

Ayt—:

Pz

L2LD : Can't setting port[<IF#>] because of

channel-group port.

FBELIER=FEFIT v RV A—TICFTR L TS0
loop-detection =~ ROREAEALEFE T A,
<IF#>: A LV H 7 =2 —AKR—  EE

this command is different from this one in
channel-group port.

loop-detection B ENE 72 5729, F ¥ XTI N—TIZNMATE EHA,

30.1.21 SNMP &%k

#30-22 SNMPODIZS—AvytE—Y

Ayt—1 RE
interface : Can not delete it because data is TFELAWVENEEZYEBRLEY L LE L, BUNEEAFEMRREL TP
not corresponding. =,
interface : Maximum number of entries are BERBRERABZTWET, FEAT P EHIBRL TSN,

already defined. <RMON_HISTRY_CTR>

interface : This configuration has already
been set.

rmon collection history iX €W, #BIFEEB/MA ¥ 7 = — AT T
WET,
B OFERNF B EFET DD,

THBHHRELTLIESN,

fillA > 5 7 = — XD FFHHIF S F S 2 HIER L

rmon : Can not delete it because data is not FELRWENEE YR LE Y E LE L, BAEEAFMHREL T
corresponding. S\,
rmon : Can't delete this configuration HIFRFEE L7- event =2 F U 1%, alarm =2 bV & BIEAHT 2 H B 7= O HI

referred by other configuration.

FrTE £ A,

rmon : Maximum number of entries are
already defined. <RMON_ALARM>

RBEBEBATOET, A= P ZHIBRLTIZE W,

rmon : Maximum number of entries are
already defined. <RMON_EVENT>

BRRKRERZBATOET, FELx FYZHIBRL TS ZS0,

rmon : Can not delete it because data is not
corresponding.

FELRVEBIESZHIBRLE S L LEL,
S0,

A 2 R LTS

rmon : Not found <event_no>.

rising-event-index ¥ 7213 falling-event-index |ZAF(E L 72\ A 2 Ml
BEEEEELE L,
rising-event-index ¥ 72 falling-event-index # i L C< 723\, &%

TIERES A N NiRBIR S ORERICHZE L T IEEN,

rmon : Not supported <variable>.

variable IZV AR — ks L2AWA T V=7 M EITHFASN DA A K v 2AFE
ERELE LR,
TVl PBEOAS P AX U AFFEFHER L TIIZEN,

rmon : RMON alarm rising threshold is less
than falling threshold.

NRIED LGB L 0 LEEl> Tk, FHBMELZ EREMU L LT
{TEEW,

snmp-server: Maximum number of entries
are already defined. <SNMP_TRAP>

SNMP 7 v 7EEREROBREDRIEEBAE LT, RERFT v
eS|

snmp-server: Maximum number of entries
are already defined. <SNMP_VIEW>

HHRZHIERL THLBML T EE0,
SNMP =X = =7 ¢ {FROBEN R KB A B £ LT,
TAEREHIFRL TOHEML T ZEN,

REHpaI o=
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30.1.22 R—FrSIS5—1Y 2T EH

#30-23 R—b+bEI5—U2IiDIS—Ayt—

Ayt—2 HE
Mirror port and dotlx are inconsistent. destination interface % dotlx CHEA L T\ 57 I T —FR— MIFEET
FEHA,
Mirror port and mac-address-table are destination interface % mac-address-table T L T\ 572 I 7 —
inconsistent. R—MIRETEEREA,
Mirror port and port-channel are destination interface % port-channel CHEMA L T\ 572H I 7 —AHK— hMC
inconsistent. JETIFHA,

Mirror port and switchport are inconsistent. ST—THHLTWAT-OERTEXEEA,
destination interface 7% VLAN=1 [Z&F £ T 72V, 72X VLAN =1
PAMZEENTNATDH I T —FR— MIRETEEHA,
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A

aaa authentication dot1x default 289

aaa authentication login 22

aaa authentication mac-authentication default
group radius 386

aaa authentication web-authentication default
group radius 331

aaa authorization network default 290
authentication arp-relay 420

authentication ip access-group 422

B

bandwidth 46

C

channel-group lacp system-priority 68
channel-group max-active-port 69
channel-group mode 71
channel-group periodic-timer 73
clock timezone 32

control-packet user-priority 283

D

default-router 372

deny (ip access-list extended) 215
deny (ip access-list standard) 220
deny (mac access-list extended) 222
description [ —H x> K] 47
description (V27 77U —1a ] 74
dns-server 373

dot1x force-authorized 291

dot1x force-authorized eapol 293
dot1x force-authorized vlan 294
dot1x ignore-eapol-start 296
dotlx max-req 297

dotlx multiple-authentication 298
dot1x port-control 300

dot1x reauthentication 302

dot1x supplicant-detection 303
dot1x system-auth-control 305
dot1x timeout keep-unauth 306
dot1lx timeout quiet-period 307
dot1lx timeout reauth-period 308
dot1x timeout server-timeout 310

dot1x timeout supp-timeout 311

dot1lx timeout tx-period 312

dotlx vlan dynamic enable 313

dot1lx vlan dynamic ignore-eapol-start 314
dot1lx vlan dynamic max-req 315

dot1x vlan dynamic radius-vlan 316

dotlx vlan dynamic reauthentication 318
dot1x vlan dynamic supplicant-detection 319
dot1x vlan dynamic timeout quiet-period 321
dot1x vlan dynamic timeout reauth-period 322
dot1lx vlan dynamic timeout server-timeout 324
dot1lx vlan dynamic timeout supp-timeout 325
dot1x vlan dynamic timeout tx-period 326
duplex 48

E

efmoam active 430

efmoam disable 431

efmoam udld-detection-count 432
end 16

exit 17

F

flowcontrol 50
flow detection mode 206
ftp-server 10

H

hostname 442

instance 113

interface fastethernet 52

interface gigabitethernet 53
interface port-channel 75

interface vlan 86

ip access-group [7 7 AU A K] 225
ip access-group (2 7' A &% =2 U7 4 & RADIUS]
23

1p access-list extended 227

ip access-list resequence 229

ip access-list standard 231

ip address 200

ip arp inspection limit rate 168

ip arp inspection trust 169

ip arp inspection validate 170
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ip arp inspection vlan 172

ip dhcp excluded-address 374

ip dhcp pool 375

ip dhcp snooping 174

ip dhcp snooping database url 175

ip dhcp snooping database write-delay 177
ip dhcp snooping information option allow-untrusted
178

ip dhcp snooping limit rate 179

ip dhcp snooping trust 180

ip dhcp snooping verify mac-address 181
ip dhcp snooping vlan 182

ip igmp snooping (global) 188

ip igmp snooping (interface) 189

ip igmp snooping mrouter 190

ip igmp snooping querier 191

ip mtu 203

ip qos-flow-group 255

ip qos-flow-list extended 257

ip qos-flow-list resequence 258

ip route 201

ip source binding 183

ipv6 mld snooping (global) 194

ipv6 mld snooping (interface) 195

ipv6 mld snooping mrouter 197

ipv6 mld snooping querier 198

ipv6 mld snooping source 196

ip verify source 185

L

12protocol-tunnel eap 87
12protocol-tunnel stp 88
lacp port-priority 76
lacp system-priority 78
lease 376
limit-queue-length 259
line vty 11

link debounce 54

1ldp enable 470

11dp hold-count 471

1ldp interval-time 472
1ldp run 473

logging event-kind 464
logging facility 465
logging host 466

logging trap 467
loop-detection 434
loop-detection auto-restore-time 436
loop-detection enable 437
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mac-address 89
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mac-authentication force-authorized vlan 390
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max-lease 378
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monitor session 476

mtu 58

N
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R

radius-server dead-interval 24
radius-server host 26
radius-server key 28
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radius-server timeout 30
remark [QoS] 280

remark (727 &AYU A K] 248
revision 116

rmon alarm 443

rmon collection history 447
rmon event 449

S

save(write) 18

service dhcp 382

show 19

shutdown [ —¥>xv R~ 61
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snmp-server contact 453
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