AlaxalA

AX S)—-X
NAP JV)a—arA4(R
(IEEE802.1X RIS

t .
LJ

Windows Server:2008

55 8 hi

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. AI axa IA




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

[XLC®HIZ

AH 4 Fl&. Microsoft $t DIRIEF % Network Access Protection(NAP)RE AT LET 0S4y
F7—4 %M AX 1) —X (AX1200S / AX2400S / AX3600S) TH7R— k L TLV% IEEE802.1X 525
HEEZRAV =R T LEBEIZE LT, RADIUS H—/N [ Windows Server 2008 % U Windows Server
2008 R2, 7 54 7 > FImEKIZ Windows 7. Windows Vista & U Windows XP #{EH 3 5585 DHREA

EERLEYT

BEEH
cAX D) —=RFBEEY ) a—avhA R
s AXD Y —XEE T =2 7))L (http://www.alaxala.com/jp/techinfo/manual/index.html)

AHA FERALDOEESA

AHAA FICRBEORBRIE., AR EOREBICEWVNT, EXEFECEGHFEFEZRELEZIOTHY.
TARTDRETHEE - e - EEMZRIMTSEDTEHY FEA, BHEKEFRAWV VX TLEED
—BE LTV EHDLDE BBV ZTET L SBRLWVLET,
Windows E &R T BEMIEIT A OV 7 FERASHO FF 1A FEESBET I,

AAA FERBEDOS VI FIIT7N=23 VEUTOLSICTHE-THYET,

AX1230S Verl.4.F
AX1240S Ver2.2
AX2400S / AX3600S Verll.2.A

EHA FORBIE. RRD=OFELGLKERTIEENHYFET,

EHROIEE
A FEBRESNDEEICE. NEABSIUNEEZEG S VICKENRHEERELIRGTED
RHZz CHRDOL, DEGFHRESEEMY TS,

ER—E
- Ethernetl, KEXerox Corp.DEREMTT,
A =YXy bE, BEEEOVIR (B OBEREHTT,
- MicrosoftlZ. kXEH L UVZDMDEIZFH I+ % KEMicrosoft Corp.DEEXEIETT
- WindowslZ. KEE LUV ZDDEIZF 15 KEMicrosoft Corp. DEEZFEIZTT .
- ZDEIDRBORULA. HRBIE. TAZTNOSHOEZES L TEHZEHETT,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 2


http://www.alaxala.com/jp/techinfo/manual/index.html

AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

RS —E
AX1230S (Verl.4.F)
AX1240S (Ver2.2)

AX2430S (Verll.2.A)
AX3630S (Verll.2.A)

Windows XP SP3
Windows Vista SP1
Windows 7
Windows Server 2008 Standard
Windows Server 2008 R2 Standard

ET B
MR8 rev. Bt ZHEAR T EERT
IR — | 2007.10.10 | #hRFEIT —
%2R — | 2007.10.26 | Windows Server 2008 (RC fr) ORBICE LE X 5.2.1
BERY FT—OBBERICLLT ZEM 3.1.1
BHRAYFTVRRP £ T4 LAY VY 312
QTR YFEISULITIYLF—La v ERE g;f
3.2.3
fT8x A
AX1230S IZinRigE#EEEEILET 500705 L—> 3 | 3.1.3.1(3)
v #EEM T8 A
Windows Server 2008 DT 74k KA AL VR —D 4.3
ETEAEZENM
NAP V SAT7 2 hDRy D=9 79 RIKEDHER 5.3.2
/féLjJD
REBLUVRBAEZLABICELE -
£ 3R — 2008321 | F¥Xa AV NBRER —
HR— FABEEH 2E
Windows Server 2008 (B @&iR) ODARIZELEZ 3.1.4.1
3.2.4
%F 4 hR — 2008.5.21 | Windows Vista (SP1)IZxth& -
NAP 9 54 7 > kI~ Windows XP SP3 %3&/n 3.6
Active Directory & MEH#E F & U4 £ FiRE N 1.4
1.5
SEEEAT VLAN M S Windows KA A v(cASA L TE 548 3.2
RICEE 3.3
3.4
NAP ¥ 547V FEEFIEZBEREICER 3é562
RADIUS —/N\REAIZET 5 FEEEZFREY ) 12— 6F
avhi4 Rl IZBE
Windows XP SP3 IZB8§ ;X EFEIEZEM
Windows @ |IEEE802.1X FREEICRE 9 % EBIE £ BN
% 5 ik — 2008.9.16 | AX1200S(Verl.4) THHR— kSN -AEE R 2E
IEEE802.1X FREE(EIRY VLAN E— R)DF 2T 45 3.3.1
L—LavICER 34.1
RIAHEAT I LAY R R EYR— ‘5‘-‘1‘-1
Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 3




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

% 6 hR — 2009.3.9 | #FriRMTE AX1240S IZXFIG ZL &Iz
IRA BN 2E
AX1230S & DENMEEDELEL 3.3.1
DATLIFa )Y —REERE 34.1
J4LADAV T4 L— 30 av R 6.3
NAP & EER[EE SR A —E B 2E
EE VLAN E— FTO NAP EEHHR— FORBFEM 1.3
CBRERY NIV DBEERLF)OLM FILEMEE 3FE
VLAN #RE)ICERE. (i-FA#R)HEIR L(EE VLAN )% 45
FIRE N T8k A
TJIL—TR) O—DEREANBTEE 3.5.2
IP7 FLAYY & ZBREOEE A EDHAELRE 6.1.1
£ 7R — 2009.07.16 | AX2400S/AX3600S THHR— k& h = W?S%ELHH& 13
- E%E VLAN E— R0 NAP &% HR— 2FE
- IEEE802.1X SBEIMERIER IPv4 74 tx R hEY 3.3
F— k 3.4
4F
IEEE802.1X IimRiRHEED AUTO HiR— k& RBR 3.3
3.4
4.3
4.4
RADIUS #—/\M 1 B THERENDILRXTLTD 3.3
AX1200S ZRHR A v FICLI-BEDEERS > FEE 3.4
hn
Windows Server D%y kT —9R1) —DERK TR 3.5
Z—DIRKEHRE ZEN
AX D) —XDERIY Y FRTRBIZEH 5.1
iR & rev. B EEASR EEE
55 8 kit — | 2010.2.17 | Windows Server 2008 R2 kR DN Z BN _
NAP 9 54 7 > FIZ Windows 7 Z3&/0
[1.6 ARL—Y 3 VY RTFLIZKDERIZDONTI 2B 16
ho '
AX D) —ZXDEERSA L (1) IZLA¥V 21N —FDzx 331
TFT—7IDBEAXZEM -
AX ) =D T4 L—L 3 EEH 3.4
AN 2N—FRx7T—TJIILOBRRARXZFEM 4.4
AEEEERH 6
6.21 DNED—H % 8 EHEE/ I/ 182 aVEa— 8.2
AEREEICDULNTY IZF8E)
4

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

B R
O NV 2 - F R 8
I -2 S B N Ry 2 = SRS 8
1.2 NAP (NetWork ACCESS PrOtECHION) .. ..uuuuuuueeuieeiieeiieeiieetreeeueereerererrrerererreeerrerrrererrerrrrrrnrrrrrrrnrrnnrrne 9
L2, BB ettt bttt ettt et et et e e beereere et 9
1.2.2  NAPEBEZ T3 3 2 ettt 9
123 NAPEREREEF AT ABREIER e, 10
1.3 AXENAPD B ..ottt ettt ettt ettt an s 11
1.3.1  IEEESO2.IXENEIVLANTE — F ..ottt en e s s ananens 11
1.3.2  IEEE802.IXETEVLANTE = F oottt ee ettt en e n s ananens 14
1.3.3  IEEE802.1XENHIVLANE— FEBETEVLANE— FDFEED oo 17
1.4 ACtive DIreCtory & MIEHE .......ovieeieeeeeeeee ettt an 18
141 WIndows R A A UIREEE D EE TR oo, 18
142  TL—TR)I—FRAWENAPI SA T Y FEBIERIE oo 18
1.5 AXENAPTRIE DA oottt ettt ettt 19
151 NAPTRIE DI ...ttt en e 19
152 AXV)—XERWENAPRE DR T LD oo, 19
16 FARL—=U a3V AT AIZEBED T DUV T ettt 21
16.1 Windows Server 2008 R2 & Windows Server 2008 MZEJD ..ocvveeceeeieee e 21
1.6.2  Windows 7. Windows Vista, WIiNdOWS XP(SP3)MDZEF3 ...cceeeeieeeeeiieceeeeeee e, 21
2. AXI Y =ZDUIRBRGEHE ...ttt 22
3. BERYFT—IDEBE (BIFIVLANBEEL oo 23
T - 23
IV <4 S Ny Ly & -3 4 RO 24
R 27 (0 5 RO 26
331 AXICEE T BABETRA L B e 26
3.3.2  Windows Server 2008 [SEE T BREERA 2 B oo 28
B4 AXD ERTE ceeoeeeeee ettt ettt ettt ettt et ettt e et et et et et ae et et reetenens 29
341 AXI200SD AU T AT LU T2 et 29
342  AX2400SM AU T AT LU T Y et 32
343  AX3600SD AU T AT LU T Y et 35
3.5 WINAOWS SErver 2008 DI ERTE ....cviiueeeeeeee et eeeeeee et e ee et et e et e et ee et e et e e eeete et e saeeeeesessaneeaeseee s 38
T B - 11 X - OO 39
KT R B e b (0 I () 1 &= 40
353, A= T T D BB i 49
354, RADIUST T A 7 2 R OERTE oottt ettt ettt anas 51

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 5



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

RT3 o 7 N () 1 R 52
356. YRATLEEBMBRIEY—IL (SHY) DEXTE...ccoiiiiiiiiseie s 55
T A =5 7 S St/ 1 = OO 57
358, R RT IR S D ERTE oottt 60
I X R o (o oy e AN 1 4 OO 65

3.6 NAPT S A T L RDERTE oottt e ettt s e 68
B.8. L. AR T U T oottt 68
3.6.2.  WINAOWS KA A B MDIERTE .oeveeeeeeeeeeeeeeee ettt ettt ettt a e nanes 69
IR T 4=/ = RO 72

4, BERY FT—UDEE (BETEVLANERL) oot 73
A L BB ettt e bt e et ettt et et et e et et teareeneas 73
42 FRIERY RT—=DRERE ..ot 74
R 2 0 G ORI 76
431  AXITEE T BIRBETRA L B e 76

B4 AXOD BRI oottt ettt ettt ettt et ettt ettt ettt et et te et enteaeeaennas 78
441  AXI240SD AU T AT LU T Y et 78
442  AX2400SD AU T AT LU T Y et 80
443  AX3600SD AU T AT LU T et 82

45  WINAOWS SEIVEr 2008 DI ERTE ....ooeeeeeeeeeeeee et et eee et e e st e et e s s st e e st e st e e e s st e e tesetesteetesreeeeeaaeeas 85
451 BRY RTmIR1 S D ERTE oottt 85

T/ L= O 91
5.1 AXT U =R DB T T U R oot 91
5.1.1 SHOW dOtIX LA .....ceeiiiii e e e et e e e e e e e e et as 91

Eo 0 7 ] o 1LY 0 o] i 5l [ To o 1o 93
5.1.3 Clear dotlX QUIN-STALE..........ccoi i e e 93

5.2 NPSDRBRYW Il cooeieeeeeeeeeeeeee ettt en e 94
o R 0 N e T OO 94

53 NAPTSA T U RDEBRY Il 96
53.1 Netsh Nap ClIeNt SNOW SEALE ... 96
532 AU RT=I 7 0 R R D D oo 97

LT - ¢~ RO 99
(o R 1< AV W NN == B == 5 £ RO 99
6.1.1  Windows XP DIP7 FLRAYIYBZRRE ....cocooiii s 99
6.1.2 IP7 FLRYIYE R R RED MR ..ot 102

6.2 VLANE— F#i# (BBIVLAN, BEEVLAN) OGFEEEIE ..o 104
6.2.1  JEREEIR A R BRI D ER T IS D UN Tttt 104

VAR S A ) = R o L AR 105

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 6



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

7.1 WINAOWS B A A B T B T N oottt eee e 105
VAV -1 < a2 1 O P NSRS 105
7.3 IEEE8O 2. AX R B E 1T A0 LN oot 106
8. BB B TN I e 107
8.l TN R BNAPY S A T R o o oot ettt 107
8.1.1  WINUOWS 7. WINUOWS VISt B T e neeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeaeeeeees 107

o T R VLY [T o [0 VT I SRS =R WD 1 = 112

I A I e Tt & 11 Falhen 1 1 Gl TSROSO 117
fHEEA. = Py A Uy T SRS 118

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 7



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1. vaP e

1.1 BERY FI—H &I

BERY FO—2 L1E, #A LAN [CEHET S0 E2—RI2EXaYTF4a0TSATURICHS
REZTV. BENDI L SNz Ea1—42 %R LAN Ao Shiz®y FT—2(2IRE
L. FENEOEHE SNV E2a—3DAHAHRDRY FT—001) Y —X~DEGEHFAT 5114
HNDZETT,

BREFY FT—VEEICUTOIERTHERAINET,

- RRIEEE

FYRI—VICHEBELES ELTLAWMKRIZOVWTOEFa ) T REBERET HHEE
Bt RE

BREICE D THRERESNTHRICOVNT, EBRORY FT—0 EDRESE DHEE
- IBIRIEEE

Rt S nf-im RIS L TaRZzRLEX 1) T REBZERCEES B S8,

BRERY FTI—9(12&Y, HANSELRATNI=DASILRIZEELI-/ —F PCOEHFOEXTIY T
ANYTFERAGEEICEDEF2) T4 RARBT+HRHBIHEKREFR, AREZESHVOVBEYHRORY LD
—JIZEHBETELLED, HALANDEX 1) T 2@ETH2ENTETET,

o WEFINT—Y ST ]

FUNI—SBREF RS I-FEEEREOAEEBIFTTS i T

#INT— I mEoRES. BEs - RECES
F: TELKEL G >TAMMEIILET.

¢ WEIVNI-U : 94 0b AZHE 7ROV ersion, Firewalle
FUNI— S EBEOED It E TR~ IS AR T AR ENLE ORMIE. tF V7 FOREE)

BRNETARVNT—2

S \ FRE AL |

V| BENGE G MR ERBRINTI—IHS
0K . . HRELET,

BE i oH] VLANIC B RRRE. ACLICEBMRE)
NG

BIE R —— i

e A :
| fAEER 270 L\\ ;ﬁﬁmgg "

Pl ERRE T — T

Hags 8021XAT0F \} REEhi-REEEEL. BREICEHTES
* / KEICLET
B AFER Y ATL i A T -
o AR — 1 ! Windows Update®®EfT, 21LAME /TR
DEME

1.1-1 BERYNI—IDESR

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 8



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1.2

NAP (Network Access Protection)

121 #ME

Network Access Protection (ELF NAP) &ld. Windows 7. Windows Vista. Windows XP SP3 £ &

U Windows Server 2008 DEARL—T 4 VT VR T ALIZHARAENTZRY O—R—XDBET5 v
24 —LTY, NAP TlE, v b=V ICERT SN Ea—2(I L, YRATLEEMHZRAE
FTEHIELICEST, X2 TARYS—IZERLTOWEWIVEL—4 27V XFIRAERY b7
—VICIRBET HENTEET, oo EXF2U TR O —DERFRHTHI LT, 3R LAN P
Yy hI—=9 ) Y—RDOREEBRIELLET,

1.2.2 NAP=EMA T3>

NAP ¥ I 5K ELELT. 5 20F T avhAESATVET., ChE NAP EfiFToarvé

W WFRA L DEBIRT IVELAHY FT, £, BROEAELELAEETT . NAP Efe4 T
F3VDEX21YT A LRNLOREFEIENENERGY . NAP ZBATHREICEDLETERLET,

NAP EjiiA T a v &#LUTIZRLET,
% 1.2-1 NAP AT ay

5 ST a > EHERA b 75+ ZHIR - FAOH

1 | DHCP (B/#J7R X hERL 7’0 | DHCP H—/\ BREHERICIEC T, IP 7 FLRZEE|Y
kL) HTH,

2 |4V —xy k7O bal | EEHEZEME Web ¥4 ~ | RIEERICH L TGIAZEZRTT 5,
&2 1) T 1 (IPsec)

3 | IEEE802.1X 25 IEEE802.1X F v b T —¥ | RAFERICIG L T, EHAR— bABW

HE3R W VLAN ZEIY HT 5,

4 | RETSA4XR—rFxy kT | VPN H—N BREERICIECLT, Ny T4 L4
— 7% (VPN) )T %1T5,

5| 4—SFIY—ERT—F | 2—SFILY—ERF—+ | RIEKBRIZIELT, F—FILHY—N

oA

A H—Nn

~NDPBEIT I,

TS5SHOYSHy FJ—4 XTI, IEEES02.AX EfgA T 3 VD NAP #HE L TULVET,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1.23 NAPERMEFREtEF1UT+HBEEE

(1) NAP #HE%X
NAP [EUTOHBICEIVEBRINET,
o Ry RIT—URY—H—/(NPS)
> NAP 95470 DX ) TARKEBERIEL, X2 ) TR O—ITERL TR
BEE. FIRESNzRy hD—0 TV RXZHEAT 5,
e NAP 347>k
> IPsec % IEEE802.1X BRI E#FRA Lt X a7 HEBEEZ Y R— T 53 Ea1—4,

(2) YRTLEEHaIVR—RV b+
NAP [FLLTF 2 DDV RTLEEEIVR—R MMI&Y ., POV ERBRICHLTEF2 )T 47K
O—IZERLTVENES I ERRELET,
o JVATLEEMI—I I F(SHA)
> Windows 7, Windows Vista, Windows XP SP3 [Z{& &
o  JRTLIEEMRILY—IL(SHV)
> Windows Server 2008 [Z#5 &

(3) E¥a1UT+REIER

Windows Server 2008 IZI2###H SN TV 5 SHY (Windows ¥ 21 1) 57 4 EEMHRIEY—IL) T
E. UTOEEHR) O —FHETDHIENTEET,

e Windows 774 7 A —ILBEXDEHR

o BIEHEDEMN

o TXAUTAEHFIOUSLOBERIKTDAEN

o TIAILARGEDENR

o ARNA T TXREKDEH

SHV 8X U SHA 2D T, RFAFHD APl £ BT 5 —F—T+®HOVY T+ T &
HEERT A LICKY., EEHERY O—DILREAREICLTVET,
AHA KFTIE. Windows Server 2008 1Z# M SHV R RICV AT LEBEZ L TLET,
HEMICOEFELTIX., TiE Microsoft D R—LR—UESBLTT S,

e Windows Server 2008 Dy kJ—9 72X TOT4Y L 3 2 (NAP)

http://www.microsoft.com/japan/windowsserver2008/network-access-protection.mspx

e  Microsoft TechNet Network Access Protection (&

http://technet.microsoft.com/en-us/network/bb545879.aspx

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 10


http://www.microsoft.com/japan/windowsserver2008/network-access-protection.mspx
http://technet.microsoft.com/en-us/network/bb545879.aspx

AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1.3 AX & NAP EHE

AX 1) —RX® IEEE802.1X FBIEE NAP %EH#T 5F T, W LAN [THERT DImRKDEREESH & UK
BEMNAEEETT . AX 1) —X(&, NAP LEHERTEEL: IEEE802.1X EifY VLAN E— K& & U IEEE802.1x
EE VLAN E— FEZHR—FLTWLET,

IEEE802.1X EjfYJ VLAN £— FTlX, 2 —HEIZ VLAN DREMNARET. FTET S VLANEIZT V&
REFT] - EETNAIRERE VA T LMEEET T, F/=. IEEE802.1X EE VLAN E— FTIX. BEEV AT LA
DVIANBREZEFET S L4, BEIPRETREVATLEEET 5 LATARETT.

1.3.1 |IEEE802.1X B)# VLAN E—F

(1) ®HBE
IEEES02.1X B VLAN E— FTIXZFDREFKERIZK YIHEKRAFIET 5 VLAN ZEME|Y HTRHEN
TEET, AXVY—XENAP VAT AIZEITABRES I UVURMEFOMELE TRIZRLET .,

/ XHY—N v kI—=9 R =4 —/\ (NPS) BEYy—N \

”»
AJ
: : Windows Server 2008 :

FHERFINA R
AX:/'J_X ®

Q SREE VLAN Q % VLAN Q SREEAT VLAN
FIFAE BT .OK FIFE 2T -0K FIFERE - NG
\ bEal T A - OK TEaU T BB - NG bEL YT BB - — /

1.3-1 AX V—RXE NAP S RTALIZEZREBE(BIB VLAN E—F)

AX ) —ZXDHHR— +F 3 IEEES02.1X FBEEE NAP [T& Y BESRY FIT—Y DERITILUTOHIC
BYES,
-FRAEAEAE : IEEE802.1X FREEIC & 5 1 —HEREE (EAP-PEAP) #1775,
FRIEHEEE - NPSD SHY ENAP Y SA 7YV D SHAICK DV R TLEEEDHEREZTS,
-FRBEEEE - MERBREEB L. BMICIHAZEE VLAN NFTESE 5,
B  FREE S NIRRT L. NPS OB BIMEEMKEEIC L 588 E1T.

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 11



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR5L#w (5

(2)

BRES—H VR

8 hix)

IEEE802.1X FREEFHERA L= NAP TIZ. NAP UV S A 7> FOBRERBREZDBIA S —4 > XFD EAP /N

vy bk (PEAPDTLY A yt—2) [TTH—NEXBLET, FD=D

<7,

LTFIZ—E®D

NAP 4S54 7> k

EAP over LAN

o
o

AX1200S / AX2400S / AX3600S

AL - REV T ADPIE. BREEROHMEEZRLET,

EAP over RADIUS

~ ml..\ nIE *ﬁr 0) %JLE:M’E 75\_.[

r
4
Windows Server 2008

DHCP #—3

OE MR R 7
R &mEI—X

A EAPOL Start

Ll

EAP Request

A\ 4

EAP Response

RADIUS Request

~

BREFIvIEK
FREI# VLAN (VLAN100)

A

EAP(Response,Request)

L. RADIUS (Request,Challenge) N

EEHRE

EAP Success

ﬁA'Nloo

RADIUS Accept (VID: 100)

d

%

nunﬁ&@rjl X

NAP 25472 IZT
XU TARKEEE
E—g—é&s un.ul—t *ﬁf—/

1

EAP Request

v gyscT /7
DHCP Request \\_/ N
DHCP I2& % _ DHCP Ack -
IP7 KL RE%H - VLAN100
\\ IP 7 FLRER
/ A EAPOL Start -
@R L —EREE "

EAP Response

RADIUS Request

ERN
BREFIVITEE
#®JE VLAN (VLAN30)
EERE

EAP(Response,Request)

_ RADIUS (Request,Challenge) N

A

EAP Success

m

30 BADIUS Accept (VID: 30)

G

%

—URAMEREN S, v 2y
DHCP Request K -
DHCP [2& % . DHCP Ack '
IP7RLRE# | |©  VLAN3O @D
IP 7 FLAESH
A EAPOL Start N
@EBEE -

RELeRET T —X

NAP V547> kIZT
XU T RKEAE
BYoL. BERML-B&
BE—f AL S
nd,

EAP Request

+«
EAP Response

RADIUS Regquest

<

BEFI VI EHK
SREE% VLAN (VLAN100)

EAP(Response,Request)

L, RADIUS (Request,Challenge) R

EHRE

A

EAP Success

DHCP Request

mmoo

RADIUS Accept (VID: 100)

BT

<

\ 4

DHCP 2k 3 P DHCP Ack
IP7 FLRE#H h VLAN100 O
v IP 7 FLREER
XO—F R E—BMEBINTVET,

1.3-2 NAP —4 > X (B VLAN E—F)

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

12



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

A) FREIHEHEE -
7x—RXD. Q. @& TTEE,
IEEE802.1X FBEE (EAP-PEAP) IZ&Y. Ry FD—VICT7 VU RTH51—HDRIAEZEITI,
Tz —RXDTIER Y FT—VEGRICNAP U 54 7> hH 5 EAPOL-Start AN {E S h. 325
= U RERBT B,

B) #REiAE
7x—RXD. Q. @& TTEE,
NAP 2 54 7 > & IEEE802.1X FBEERF. PEAP D TLV * vt —CRICREFERE AN TiE
1§95, NPSIEtEFa2 TR —ICEBLTWSHIERERT S,

C) [=afrkae -
7 1 —XQIZTEE,
NAP 7 547 hTFal) TAHRKRENEILIZEE. NAP V5472 bMET CICRRIES —
FUORERKBL, BEDEX 1) T 4REZ NPS IZIEZ %,
NPS [EtEFa T4 RYS—ICEHRLTLSIIZHREL. EFXa TR —FFH=-LTL
TWMEEIE. TDONAP U547 b%&#&E VLAN (VLAN3O) IZFIESH %,

D) AEHEEE
7 —XQIZTENE,
NPS [CTEBEERENEMNLGIEE. EX1UT AR S—ZHE=ILLNAP IS4 T+
DEF1) T4 REZBFHMCBESEDIIENTE D,
72x—RA@D NAP 547> FTIXBEHMICEX L) TARENEESh, BERIE>—4
DRAERBT B, REAMEMIT S L. REEE VLAN [CHIVEDH S,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 13



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1.3.2 |EEE802.1X B VLAN €—F

(1) =

IEEE802.1x EZE VLAN E— R TI&., BEHEETHR Y S—ICEBLImEKRDAIILT VLR EEZEH
AL, ERZHEE L-mKE. REAEA IPV4 792XV R FTHRELZEEOAT I CREHAILE
E

AX D) =X ENAP YR TLICE T 5RES L UIRHEEEOBMEEZ TRICRLET,

/ EBY—N v b= R o—H—/\ (NPS) BsEY—N \

f o
aJ
Windows Server2008 .

77-!:7\7‘-*/01’7\@

AXT 1) —Z
THIR

*”Fﬁ%nun 10K *”m%nuu :0OK *'JFFJ%‘E@EL—I: : NG

\ £X1UFBRE :OK £X1UFABE NG X1 YT BE O — /

1.3-3 AX V1J—X & NAP S RT LICE 28 EB{E(EE VLAN T—F)

AX 1) —ZDYR— T3 IEEES02.1X FBEEE NAP [T&K Y, BRESRY FT—U DERITLUTOH#IZ
BYET,
-FREEMERE | IEEEB02.1X FREEIC & 5 1—HEREE (EAP-PEAP) %175,
FRIEHEEE - NPSD SHY ENAP VS A7V FDSHAICK DV R TLEEHDHEREZITS,
-FRBEEE  RERRLETL., 7V L REEZHIRT 5,
CREMEE  REE S IIRRICK L. NPS O EHENEEMAEIC K D88 E1TS

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 14



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

(2) ®E—7VR

|IEEE802.1x El7E VLAN ZE A7 5155 NPS [CIRET SHEEFITEINT 5 Filter-1d B4 (- FREEE A IPv4
TOERAYRAMEEHRELET, AX L NPS M o@EI SN D RADIUS Accept * \yt—y‘mo) Filter-ld
BHEZHEL NAP U SA 72 MIHAT 570t REEFHELEST . UTICT—EDORIT - RES—
TUORDBIEBREERDEEEZRLET,

Py

A
Q q - Windows Server 2008
NAP 547>k  AX1240S/AX2400S/AX3600S NPS
EAP over LAN EAP over RADIUS DHCP H#—/\

..............................................

/ A EAPOL Start \

OESRNEE: 55
ZHaBBEII—X | EAP Request e M ok

EAP Response RADIUS Request Filter-1d % 83 L 7L

A\ 4

EAP(Response,Request) L. RADIUS (Request,Challenge) -

A

EAP Success INTHERTT RADIUS Accept (Filer-1d: 7 U

e ~
EAPOL Start
okys—axm | = > RET >y Ao
gﬁ&wﬁjl‘_x L EAP Request REERIPVA 7O R
e = R R%& % Filter-ld 12

EAP Response RADIUS Request

> ®E
NAP 75472 T | EAP(Response,Request) RADIUS (Request,Challenge)
XAV TAREEE . >
By de, FBEL-wEY EAP Success 7RI o RADIUS Accept
— R N L o X
ToANRIES NS v \\‘ﬁfﬁ (Filter-Id: REHERIPVATI+ERUA b
A EAPOL Start ~
@BEHEER “1
RiELBETT—X | M EAP Request BT 0 &l
EAP Response RADIUS Request Filter-1d 255 L 7L
NAP 75472 T | EAP(Response,Request) RADIUS (Request,Challenge)
X T RKELNE B >
HTBE. BESSE R EAP Success 7»77“_1 RADIUS Accept (Filer-1d:% L
F =R h F?ﬁ yA é v
ns,
\

Ko—r o RAF—BEBRENTUVET,

1.3-4 NAP Y—4 VX (B VLAN £E—F)

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 15



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

A) FREIHEHEE -
7x—RXD. Q. @& TTEE,
IEEE802.1X FBEE (EAP-PEAP) IZ&Y. Ry FD—VICT7 VU RT 51— DRIAEZEITI,
Tz —RXDTIER Y FT—VEGRICNAP U 54 7> hH 5 EAPOL-Start AN {E Sh. 25
= R ERBT B,

B) #REiAE
72x—XD. @. @& TTEE,
NAP 2 54 7 > & IEEE802.1X FBEERF. PEAP D TLV * vt —CRICREFERZE AN Tt
1§95, NPSIEtEFa2 TR D—ICEBLTWEHIERERT S,

C) [=afrkae -
7 1 —XQIZTEE,
NAP 7 547 hTFal) TAHRKRENEILIZEE. NAP V5472 bMEIT CICRRIES—
FUoRERBL, BEDEX 1) T 4REZ NPSIZIEZ %,
NPS [EtEF 2T 4RYS—ICERLTLSINZHREL. EFXa TR —FFH=-LTWL
BWMEEIFX. TONAP V547V MIRAER IPVA 7RV X MERHML, AXIET7 V&
AEEEHIRT B,

D) AEMEE
7 —XQIZTEE,
NPS [CTEEEERENEMNLGIEE. EX1UT 4R S—FHEILWONAP I SAT b
DEF21) T RELZBHEMICBESEDLIENTES,
7x—XQ@D NAP U 5472 FTIEEHIMICEX ) T IKELAERESh, BEDRIS—4Y
DRAERBT B, REPEUTHE. RAEILT I EREHATT S,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 16



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

133

IEEES02.1X Bif9 VLAN E— F £ EE VLAN E— FDFEEH

NAP ;E#RE D IEEES02.1x E1fY VLAN E— K& EE VLAN E— FENhFhOMEEE TRICRLET,

£ 1.3-1 B VLAN E—FEEE VLAN E—FD NAP E#E#Ef g

IEH 89 LAN E—F EE VLAN E—F
VLAN &5 MAC VLAN 7R— k VLAN
RBEBLURED |[NAP V5472 MaRDFFET S | NAP U547 2 MGRDT IR
%Hc EDYIYEZ | VLANZHIYEZ 3, #HEEUIVEZ D,
Ak
RADIUS m 5 D&% | VLAN ID REEERIPVATOERAYR LA
HERIEEN (Tunnel-Pvt-Group-1d) (Filter-1d)
DHCP & DEH#E WhZA FE (BEIPTHM)
HR— FHEE AX1200S/AX2400S/AX3600S AX1240S
AX6300S/AX6700S AX2400S/AX3600S

BRETONAP HSA 72 MERDFAIE VLAN BL U7V XA A[gEEEZ FRICRLET,

£ 1.3-2 ERETO NAP Y547V MakOFTE VLAN 8&U 7 A aTRESEH

NAP 25472k

89 VLAN E— F

E%E VLAN E— F

iR D AK RE Fi/E VLAN | 7 & X el ge&i B Ffi/E VLAN 7t R AR E

SREE NG O AT | REERIPATIEXR BEEAIPVATIER
VLAN 1) R+ DERTE 6 A — ') R DERTE $i

®E NG ®JE VLAN | #&%& VLAN DR ESEF | VLAN FEIERIPVA 7O ER

1) R b DERTE

1% OK A —H 8| FILT7YEAATRE*L) TILT Y AAEE(*L)
» R i
VLAN

(*1)

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

- FTET A VLANIZ T4 JLARELTWWSESIE. TDT71L73

ES LI JAY: 36

17




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1.4 Active Directory & D&

1.4.1 Windows FAAL VIBELDHE

(1) %D Windows KA AL U8MDL L&A
Active Directory @ Windows KA A »IZSML TSV E1—4%I(E.0S &89 5 & . Windows
KAL) Y—RADTHEABIEEEITL, Windows FA AL oAOTFH T EENTEDELSIC
BYET, Windows KA IZATA T B E, Windows KAS VRD Y Y —ZAANDT Y AT
BEICHRYFET, £, EHOI—F POV Ea—FICHBOREZTIENTED Y IL—TRY >
—ZBERATEHIENTEET,

(2) IEEE802.1X BBRE#HE S5 /A D Windows FA A i
WE. Active Directory D RAA 222 b A—F ¢, 547 baREDREIZIE, BHEDRA VvF
NEHINETTN, TNO55M 158% IEEES02AX BARA v FELTEHRELET,
Windows K X4 VIR & IEEES02.1X FAHRIEZ# HES DS, 21— O T+ 09 BRI,
AVEA—RDLANLTRAM AV MA—SERENTELIRENHYF T FRIITF A Y
FO—ZELBENTEHVE, UTOBRELEELET,
AVEL—RITERAINDTIL—TRY O—1FHR (L4.288) =, EBOBATERAT S
EMTERLY
—E{ZYUaEa—FcOF AU L2 e, FEABIFERNIVEaL—FITF vy
TAINTWEWILI—HTHIL FTORTAUNTERL
HFLWOAVE1—4% Windows FAAS VIZBMEEE T ENTELRL

AX D )—XTlE, BERTIVLAN ZAHWNS 2 ET, A O rO—FLDEGEZHERT S
ENTEFET,

142 FTIL—TRYS—FAWVNE=NAPHISA T FNEEBBRTE

Active Directory DJ IL—T R O—ZFFAWNS &, B - BREZTORNDIAVEL—F~ANAP Y S A
TURREZ—RELTITISZENTEFT, ThiTkY. NAPHIBANBSICHYET,

Windows 7. Windows VistaTI[&GUI % 5 TNAPEXE 1T E A, Windows XP SP3 TIENAPELE
3 5=HDCGUINRAESINTLERA, (B.15H) CDf=H. NAPOMBIZREEX T HICIEaT U RS
AUDLDHRENDEIZHEY, A—HDHREIR FAKELLAHY EFF, Active Directory®d F' )L— TR 1Y)
V—FERAWNSE, EHEN—RIINAPISA T U FDREEZTSIENTE, A—HOHREIRXMEE
BCEET,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 18



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

15 AX & NAP BRED S

1.5.1 NAP BEDEH
NAP BREDHFHMELTICTRLET,

(1) VT8 AoF ohalkE
Windows ~M A4 4 2iEER. Windows KA AL oADOF A UERELUR Y FD—9 REIERE
HBIETEHDT, A—FIDENRRT—FH# 1EBAAT S+ T, ZEE - REFT TEEFIEHAATRE
2 Y ET,

(2) FEREREDRTEM
IEEESO02.1XFHIVLANE— K TIX, DHCPY 54 7 MREL EENT 571-6. HERDEIFVLAN
DBIZLIPT FLADUIBNRELTEMELE T, (B _1.3-28H8)

(3) WMHBANES
Active Directory [Z&k % Windows FA A VEBEHHATEHIIET. NAP IV SA 7V MEEEZ—1E
LTITS5CENTEET,

152 AX I Y—XZRALV:-NAP BRES X TLOREE
AX 1) —X & NAP REDEHBEUTIZRLET,

(1) IEEES02.1X BRfI%# L LI-BREICL S, 1 —FEOEX1 T+ EHE
1 R—FZEHDOFERINEHR SN TNDIRETH, PC BEDFIEMATREIZEY FT,

(2) BBRL-BERY NT—I~OBTRIEDOR#H
AX 1) —XTl. IEEE802.1X FRBiLimAR. Web FRFEIHAH & U MAC FRBELimR ZHR— FARAX(ER
— MR TRETESDT, NAP [CRIE L TWAIHKR ERIEEDHDIHRKR EDEEMNAGETT,
[T&Y. BIZIE, SEHEMTOD NAP REL R T LOBANTREIZHAY FF,

(3) 7399530 0TMYA0F oY )a—ay

AXD ) —=ZXDHR— kL TWBEERIVLANZ A WS Z &2 & Y, IEEES02.AXEEEEICK B %Y b
'7—7uu.nl—|:o)ﬁllks I*)"f/:IJ FD—5|:$677thmnl—tE'ﬁ5 - t?ﬁ‘f%ﬂfﬂ'o (141%,&@)

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 19



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

(4) B89 VLAN £E— FEESE VLAN E— FOmAR Z12#
AX 1) —XI&, HEEDER VLAN E— RIZIZ TERE VLAN E— F&HR—FLFE LT
£HKXDERA

- B89 VLAN E— F : 2—H&E(Z@AIIZ VLAN OFREMNARET. FTET % VLAN &EIC
Y—I~DT7 Y R - BEHERENTEET,

BIZIET I ERERDES I —YHNEET IRETTHEMGAR
T9,

- BE VLAN E— F:BEVRATLADOVIAN REZEERT 5L BRESVATLDE
ENTEET, F-. EBE IPRETHATTETT,
BIZIE7OT7EICT I ERAHENRLELIZRET CAMEAKXTT,

INIZEYBEHR - —XICEOEEREVATLEZRRICEBET S ENTEET,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 20



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

1.6 ARL—2 a3V RTALIZKBERIZDONT

CCTIIARAA FTHERTANAPRESATLIZTARL—L 3 VO R T ALICK BEEFIEOE
ERBICENLHIERE—BICLTRLET,

1.6.1 Windows Server 2008 R2 & Windows Server 2008 D&%

Windows Server 2008 R2 & Windows Server 2008 TIEEREEED TH A VOB EAHEN—E
BYET,AKHA Kl Windows Server 2008 R2 R—X Titih LA EEELHEENBICEN N HSHHE
FRIICDOWTIEMADREAEZZLBLTVET, UTIZKAA FRTHREICEMDHIERETRL
9,

® (3520 W—THRYL—OFEI O (3). (4). (5) OFHEEMT
® [354RADIUSY A7 FDFETE] DEREEE

® 355 #EHEERRYS—DHRTEI OOUNEBIEFNDER
[ J
[ J

[3.5.6 VATLEEMRIIY—IL (SHY) OBRFEI ORTEE
357 FEHER) O—DHRE] DHRTEEE

1.6.2 Windows 7. Windows Vista, Windows XP(SP3)DZ%

AHA4 KTIENAP 454 7> k& LT Windows 7. Windows Vista, Windows XP(SP3)D % E
FIEZRLTWET, AHA FRTEISA T DARL—L a3 VP RTALAICK DR EER®
BENBRUIEICEMDHSEMEUTITRLET,

® (356 YATLEEMKRIEY—IL (SHY) DFEFE] OWindowstF 1Y) T« IEE MR Y —
JLIZTWindows XP(SP3)D & TR/INA Dz 7xEK]l DF vV EHHR—FLTULEFA,
Windows 7 &Windows Vistald TR/XA1 Dz 7xK] OFz v EHR—FLTLET,

® [1.1.36.2Windows FXA >SN EEE]IZTWindows XP(SP3)D# K * A VSIS EEE
M2 EHETT, Windows 7 &Windows Vistald 1 BIOBREE THRENTET LET,

® [6.1.1Windows XP @DIP7 FLAYIY EZREE] [ TWindows XP(SP3)D#AIP7 K L X4
UEBEZDEZEMNERLD-ORMKNIBETY . LB Windows 7 &Windows VistalFE L4k T H
YIDRRETIDEIHY FHA,

o [8.1FHLBNAPY S AT FEEE1IZTWindows XP(SP3)DAGUINREIZMZ AT >
FFarv7rTchavy REANBETY, Windows 7 &Windows VistaldGUIN A TAREE
EFRETTEET,

° 82 AVEaA—ARHICOVTIICTYIZIAT7 U MaRMb AV Ea—2RiEFLT 515
A. Windows 7 DH# AV E1— 2 BAEDEFEILFEGUITHRTET 5 Z EAATEETT ., Windows
Vista& Windows XP(SP3)IXFRE 77 M ILDA ViR— b ETS5BENHY FT,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 21



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR5L#w (5

2. AX /1) — I DURES.

R

8 hix)

AAA FOBERY FT—9 TlE. AX OV )—X® IEEES02.AX BRI AKZFERALTLVET, AX V)
P BRAE— FEORKZPIHARBEUTICRLET,

— XY H—

NAP &EHERTRELL AX D —XDREARXZLUTIZRLET,

#2-1 NAP LEMETTREA R A R

s . AX2400S AX6300S
=35
REEAK PEFE— K AX1230S AX1240S AX3600S AXGT700S
IEEES02.1X | EE VLAN — O O —
SREE A VLAN O @) O O
e E*E VLAN — — — —_
Web 23
eb 5ak B#) VLAN — — — —
= ElE VLAN — — — -
SHE
MAC &2 FHY VLAN — — - -
(Rl O : HEEETEE A REERAETE —  REEERT

BRESY FT—0DHZEERT HBEEF. ARTRLEBIEEFTHREZRET S ENTEET,

F 2-2 BIE—FEORAFEEREE

BRI f ot i”ilE AX1200S AX2400S AX6300S
L —F AX1230S AX1240S AX3600S AX6700S
IEEE802.1X ,-|-i’— N 64/ &5 64/ axt | sante o5t 256/ &5
R mhy | R— —p | A R {—
; *E m— b ff%’ A (P59 1024/ LNk ‘ﬁ?
E%E X == x #E | 256/ VIAN | EE | 256/vLAN | =E
VLAN
ngi?\l 256/%E 256/%E 256/&E 4096/% 8
—_ oy = o
MAC 883 e 1024/% 8 1024/% & 1024758 4096/%=18
VLAN
)] e , x x
= =
VLAN 256/%&1& 256/%& 18
= d+ PEa
Web 55z v AEN 1024/ 1024/%8 1024/ 4096/%=18
k (*1) i+
B 256/ E 256/4%E 256/ 8 4096/
VLAN
(L) x : RKYKR—
(DAX3640S Tl 1024/2B EH Y ET,
Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 22




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

3. Ry FTO— DB (&6 VILAN 4858)

AETRH, XV —XZRAVEBRESRY FT—V OBERIERLET.

31 HME
BELRY FT—UDHH VLANBHZ. LTOLSICERELES .

IFRAYF |

iz s vF | BEE——
= Windows Server 2008 R2
- EREY—N
- EHBY—N

ﬁ b NAP U 54 7 > MR

3.1-1 BELRY FI—9 O (EIEY VLAN 1EEL)

a7 AA U FIZIE AX3600S ZEEEL. VRRP ZAWVWTEEZRARILLFET, F=-. EERIEY D
TV —=avERVTRBRERRIELET,

NPS & L T#EE19 % Windows Server 2008, #&ZEIC & YRt SN -imRE BB T HBEY—/\. B&
URERICTV CRAARBELGEBY— /NI, a7 XMy FRETICERLET, 374 v FRLTOFEK
BIZIE. OSPFEDIL—T 45 7O MILEFERALET,

FREER A v FIZIEX AX2400S # & U AX1200S ZE2E L . IEEE802.1x EIfI VLAN E— K TEREEZ4TLY.
ANR=ZTY)—F#AVWTREELET,

BEZTH WmRE. BERA Y FICEEFEENTENLTERELET,

AAA FTEALEY—NEYFAT7 U MERELUTIZRLES,

£ 311 Y—nREVSATUN—E

Windows Server 2008 NAP ﬁﬁ%; 7l BEY—N EHBY—N
RAq4YarbR—3 Windows 7 VANAREY Tk | TTAIHE
*DNS H#—/\ Windows Vista NEFHO—FKHA H—/\
«DHCP "j‘—/\ Windows XP SP3 -H-_/(

*NPS (Network Policy Server)

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 23



AX 2 1)—X NAP Y1) 21—

32 ®RERY FI—UHEEE
BESRY b7 — 7 BEREN VLAN BR)EUTISRLET.

3254 F IEEE802.1X :B5it#m (&

8 hix)

10.15.0.0/24

0124
VLAN15

coretti

172.16.0.1

VLAN10.30.100.1000 .

OSPF
1.3

0/24
VLAN25

10.25.0.0/24

FREIHET VLAN

192.168.10.254

NAP 4 54 7> hifi%k

*ﬁr VLAN 192.168.30.254
FR5Ef# VLAN 192.168.100.254
EIEA VLAN 172.16.0.254
STP i \ |
0/47~0/48 0/25~0/26
VLAN10,30,100,1000 d VLAN10,30,100,1000 edged
6.0 AX2400 5.0 A 00
MAC VLAN30,100 MAC VLAN30,100
Native VLAN10 Native VLAN10
0/1~0/10 0/1~0/10
%"’m -

NAP & 54 7> kiR

0/24
VLAN25

0/23
VLAN15 COFG#3

VLAN50 | VLAN5S1 [VLANS2
[oi1~02] 03 [ 04 |

Windows
Server
2008

| + IEEE802.1Q1) ¥ % '

RAL D% -
example.co.jp

i
r

EIL\I:IIEX A4 9"0)1‘

3.2-1 BERVNT— IR B (BRI VLAN #Rk)

FELUTOESICERELET,

® 3.2-1 BRERYFOR—EE
oA . == . FORERT | RIE D&
" & — = — I =i a % Fiet]
24y | AR FES hiE eyt VLAN | VLAN | VLAN
MAC VLAN AX BB
WA | 01~0/10 ;Y IEEE8O2.IX &83k | 4 30 100
R—+ (Eh#9 VLAN)
AX2400S - =
XAy F 0/47 ~0/48 kS0 . . . .
DBEIEAR R—
MAC VLAN Bt
FBREF 0/1~0/10 o IEEE802.1X 32 10 30 100
w (289 VLAN)
AX1200S = —
LIRSy F 0125 ~0/26 cS2Y . . . .
DBEIEAR R— b
Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 24




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

& VLAN DFE

EH IV VLAN EH—/\HBEDRAIEZEZUTORIZTLET,

% 3.2-2VLAN ODEE

VLAN | Y kT7—% X - .
VLAN % D P 7 ELX Fi& HEY—N
(%Y —/1\H 50 10.50.0.0/24 REZICEERRREY—N\DFET S | £HH—N
VLAN VLAN,
Windows Server 51 10.51.0.0/24 NPS., FAASA>va>r kO—5, DHCP % Windows
2008 A VLAN EDH—EZRAERHLTLVS Windows | Server 2008
Server 2008 HFif&@9 % VLAN,
E®EYy— /A | 52 |10.52.0.0/24 BREICKYRHEIN-IGREZEET D | BEY—AN
VLAN DY —I\HFET 5 VLAN,
SREIAT VLAN 10 | 192.168.10.0/24 |imEKRA Ry b —O BEEZFIT S RIICAT -
B9 % VLAN, FREEIZKREMLI=ZE LK
VLAN IZERET 5,
& VLAN 30 [192.168.30.0/24 | FBEEIIAN L=, BEIZK YRRt h —
ImRAFTE T % VLAN,
ﬂkﬁ'ﬂ'—/\@}}&ﬁhjﬁbo
FREE% VLAN 100 |192.168.100.0/24 | B25EH K UHREL I L F-in KA FTE -
9 % VLAN,
EIEA VLAN 1000 | 172.16.0.0/24 ERHEHFEET SH-H0D VLAN, —
& 3.2-3VLAN—H—/\BEEDAE
EEL Windows
EIET £ —N Server BEY—N
2008
SBEEHT VLAN 10 X O X
#ﬁr VLAN 30 X O O
FREE# VLAN 100 O O O

Windows RA A VR E, ZDRAA I2i#E

£ 3.2-4 Windows FASV&ET N—TRYS—

A5 NL—TR)—ZUTORIZTRLET,

Windows FA A >4

example.co.jp

TN—FRY o —

1| SRTFLY—ERDER

NAP V547 bELTREGY—EXZBHREYSE D,

2| 2y bT—=9R) —DHEK

EAP DERPI VI A VAV DERELZERT S,

3INAP US4 7> DR

NAP U 54 7> NWEMT 5EHE% IEEES02.1X FREEIC
BET 5,

Al EFa T4 2 —DE

X )T E—ZFAMT S,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

25




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

3.3 HERIVEF
E 32-1DBERY FT—HERERIZONT, BEORS Y FEUTIZSRLET,

331 AXICEAT5HEERSIVH

BARAVFEIVIATRAA VFOREICOVT, RABEBEHEBREEZRLET . HREBRITRE
ZT5 L TRELIER., HEEBRERY bV EZBETLHILTIBEIRESEREL>TVET,

WAEE
(1) ERAOERREZITD
-AX1230S D #H
ERRICVRTLI7Z a0 ) V—RABAEEE LTI 1 LA HEEE L HLREBIHERE T B3N
ICLET, REEFRIIEEOHEHNIVDETT,
-AX1200S
MACVLAN 2#FBT 3BARA Y FIZLANY2N— K9z 757—JILOBEAKXEAF— I
ELFET, FELEFRIEEOFBEHILETT,
- AX2400S
MACVLAN 2FAT 3BHARA Y FIZLAN2N— K9z 757—JILOBREAKXELF— IR
ELET, RELFRIZVLAN 705 S LOBRFHAVLETY,

(2) EBEIATVLAN 27 v FU 2 EOR—~ZEMT S,
aA—HEREERIIC Windows KA A oAOdF 23 5718, FBEERT VLAN A5 Windows Server
2%&F%4J3/FD—ﬂALEﬁT§é$D\mJWVMNE7J7UJ7M®$ k2B
mLEI,

(3) BER—FMZZ4ILEEZHRET S,

REIDBREZEITol=7R— ME. RIAFTDIT R TOBENEHINET, FIAAICBEZETLV:
WEEIE., RAEFERA7 V7RV R M EERLTR—MIBERALET, £z, ARPYL—DEED
DHETY,

AAA KT, & 323ITRTEEITRLGBIAFERAT IV X)X FEERL T, RBEEAR— kI
BRALTWET,

(a) Windows Server 2008 10.51.0.1] ~D@E%HAIT 5

(b) DHCP B{EZEFRIT %

(4) #EVLAN £R6 5,
&% VLAN (&, IEEE802.1X FRRECEIMIICEIY B4 5 VLAN [T/ Y 9, FB5EE VLAN L 8181
YUEBEHD VLAN TTH, REVLANIZT 4 LA EHRTET S & TREE VLAN ERBILET,
AFA FTIE, VLAN3O ##&%& VLAN & LTLFET,
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(5) BEVLANIZT AR ERET S,

#& 3.2-3ITRT &SI, BWEVLANIZFIE I SimK (EWindows Server 2008( KA 4 > > kA—
NELMMEEY—/NEBIERIRETT, COMIC. IP7 FLRZRET 51-6HDHCPEE %Y
BLENHYFET,

AKAAFTIE ROT7IVER) R FEERL T, RBIEERA v FO#E VLAN3O ITEA L TULVE
ED

(@) Windows Server 2008 10.51.0.1] & DB@EZHAIT D

(b) &Y —/\ 110.52.0.1] LDBIEFHAT S

(c) DHCP @IE# &R T 5

(6) BBEIRA v FEWMKREDBINTERET HIHE.EAPOL 74+ T—F 1 VT HREDHB/\T
AW,
|IEEE802.1X FREEZ# 1T 1= . BRFR A v F LImK L DREIZERE T 5/\TIZIL EAPOL 7+ T —
TAVTHEENBRETYT, AX1200S [ZIX EAPOL 74 7 —F 4 VI BMEENEE I TLET,

(7) TIH+INEMIL—FEERET D,
Windows Server 2008 &BIEZITI 1=, RBIHARA Y FICTIAILMIL—FEERELET,
HEZIEH
(8) EBRERA v F D IEEES02.1X KR HitEE % auto ICERTET B,
SR A v F D IEEE802.1X k& HHAE auto [TERTE LE T, =15 L. AX1230S DIF4 . auto
HEER Y R— FD 1= disable(fFIE) ERELTT S, (GEMIK. MBEEV ) a—2 3 >H4 Kl
EBHBLTTFSL, )

(9) FERERA v FOIFERINREBRIFFHEZRAET S,

IEEE802.1X5REI e = BRI R E L f=Windowsifik (X, #2EBFIZa > E 21 —4% DIEEES02.1X
BREEEITL., A—Y 05 A UBICA—DIEEES02. IXFEEEZI1TWET . AHA FOBRESRY k7
—JTlE, AVE2—2DRIALNEKRT DEHDH. ROA—YRBIANMTADLIICHEDET
JEREEREE R (T4 ME: 60F) MDY ET, TIA4IIL MEDFEFE TIEA—FERIEN
KRBT HHEENHLIDT, WIMEICERELFET . KA« FTIE. FFREDKEBEFREMZ 5 IS
ELTWEY, FEREIEEE 6.2 1FEFIRERFEMOBEEICDOLNT] 258H)

(10) RADIUS ¥—/\&1E dead interval Bl Z %I 5, (AX1200S)

RADIUS H—/N\ADRBEENZ A1 LT b LIHBE. 2 & BLURICERE S Nfz RADIUS H—/3in
NBAFET, TOREU 1 EBO RADIUS H—/\% &R 5 F TORE(dead interval)® 7 7 #+
JU MEIX 10 5 TY . RADIUS H—/\N 1 EDHTHEREIND VAT LIZELT, RADIUS H—
INDAA LT bEBRET 5 & dead interval IZERTE Sz BfE RADIUS H—/\~D 7V £ XA %17
WEHALRADIUS H—/\N 1 B THEM SN SIHE . dead interval ZFEULMEIZERE L TS,
AHA FTIlE dead interval Z 0 M IZERTE L TLVET, HdH. AX2400S/AX3600S 0) IEEE802.1X
REETIEEIC1IEBBICHRE LI RADIUS Y —/N\ K YRBIIZEHEDHET,
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(11) BERAMYFTVRRPZIA4NRYLHT B,

VRRP %{# /M9 % & . VLAN BIC VRRP lli#l/ 7y FMNAP UV 5S4 TF7 U FETEEEINFET,
VLAN #0MEM LB E. *y ROV ICATFIIDLDIDERHCTzH. KAA FTIE. 78X
DR FZERAWTERRIER A v FIZHITSH VRRP i/ Ny bE T4 LR YT LTUWET, 2
&Y. A7 Ry FHIOERICEENEEZIHEE. VRRPAF TILTRRITHEHEITEELTT
LY,

(12) AZ7RA v FHOERIZI O T7ITVF—2a v &RET 5.
AF7RA v FEDOEBRERRILT 6O, YO 7TV 5—2avEaRELET, ZAA KT
FRET4vIE—FERAVLTLET,

(13) TIFTNRIR=ZVHY)—%FERAT D,
AX 1) =X TIET 74 )L T PVST+HOEIYEL TLVET A, MAC VLAN TIE PVST+Z&ERAT %
SENTERWEZO, DUTNLRNRZUTY)—H LLEILFTILRN=Z VTV ) —%#FRAL
F9 . AHA FTIE. VLAN EAEM LB ICREELATVIIILF TILRNR=V YY) —%ERA
LTWET, £z, BIHERM v FORERAR— I, RNRX=Z2FTV)—RENELFET,

(14) VRRPDTRA, STPOIL—+TY YT ERET B,
AKHA ETIE, core#tl DRI —2BEEZ [200]. core#2 DEFLEZ 1005 & L T. core#l
ERRBICEELTWET, £z, core#l DT v DEFEEZ 140961, corer2 DT v &Sk
E# 18192 &L T, core#tl #)L—h T v DICRELTLET,

(15) EBEIt£? DHCP DE/REZET .
REE%. DHCP H—/\M5 IP 7 RLRAZEGET 7=, A7 XA Y FITDHCP ) L—I—
TV MIKBEELRET FLADEEZLES, Ff-. DHCP H—/\fHIDEKET. EE*ET%)T??J’
WESF—b+9 x4 % VRRP DREIL—FT7 FLRICERET DBHELHY FT,

3.3.2 Windows Server 2008 [ZB8d 2#EERAL > +

Windows Server 2008 MEFEIZDWNT, FEITRZFTEHEZRLET,

HEZIEH
(1) TL—TR)—%EKT 5.
NAPY ATV hEREEZ—FELTITSROIZ. YIL—TR)o—2FRALET, REAEEE
WD 3520 NW—TR)S—DFEFI 25BLTLLIEEL,
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3.4 AXDBE

3.4.1 AX1200S@Qav7445L—3Y

AX1200S &) —XDEZREHERLET,

(1) EATRE

AX1230S DHBFE

DRTLI79a )V —REZTORE

(config)# system function filter extended-authentication

T« LA L HRREREIMRE A R T A, VAT
L7903 ) YV—RBREEELET,
MAREEL AX1230S DAHBLETRERIE. EBDE
EENBETY,

> BERA4VF_(1)

AX1200S V) —XDEXTE

LAYV 2N\—FY9z7T—TILDOBE

(config)# system |2-table mode auto

LAV 2N—FOz7T—TILOBREAREL— kIS
HRELET., XBERE., EEOFESNABETT,
> BER4VF (1)

(2) EXHZ|E

AX1200S V) —XDERTE

R— F VLAN O&E

(config)# vlan 1

(config-vlan)# state suspend
(config)# vlan 10

(config—vlan)# name BeforeAuthVLAN
(config)#t vlan 1000

(config—vlan)# name ManagedVLAN

VLANL [ZER LWL =6, ESZLET,

SHEEAT VLAN & LTVLANIO 2. BEAVLAN &L T
VLAN1000 =R L £,

MAC VLAN DE&5E

(config)# vlan 30 mac—based
(config-vlan)# name QuarantineVLAN
(config)# vlan 100 mac-based
(config-vlan)# name OkVLAN

1% VLAN & LT MAC VLAN30 %. 585F# VLAN & L
T MAC VLAN100 Z/ER L £,
> BER4VF _(4)

ANRNZTY—DERTE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration

(config—-mst)# name NAP

(config-mst)# revision 1

(config—mst)# instance 1 vlans 100, 1000
(config—mst)# instance 2 vlans 30
(config—-mst)# instance 3 vlans 10

(config)# interface range fastethernet 0/1-10
(config—if-range)# spanning-tree portfast

IVFINRNR=ZDGYY—FFHMZL, V=32,
AR VRERELET,
J—<3 V4 : NAP
JECavES 1
MST 4 ~ X4 > & 1: VLAN100. 1000
MST 4 X4 > X 2 : VLAN3O
MST 4 >~ X4 > X 3: VLAN10

SHEERR— b 0/1~0/10 12 LT, R/S=Z2 5V —D
PortFast #eEZERAL. R/ V) —xt&5n e LE
3-0

> EERAF (13)
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MER— FDORE

OZEE

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport mode mac-vlan
(config—if-range)# switchport mac vlan 30, 100
(config—if-range)# switchport mac native vlian 10

>

R— k 0/1~0/10 . MACVLAN R— FELTEHRELE
-d—o

MAC VLAN 7R— FIZ VLAN30 8 & T 100 %. Native
VLAN & LT VLANIO #8BFLE 9,

BERIUF_(4)

OLLiRA v FLDEEH

(config)# interface range gigabitethernet 0/25-26
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk al lowed vlan 10, 30, 100, 1000

R— b 0/25~0/26 2., LERA v FLBETD S
VOR—FELTHRELET,

k5 29 7R— k(2 VLAN1O, 30, 100 $ & U 1000 %
BELFET,

> BER4VF (2)

AVBITT—ADBE

(config)# interface vlan 1000
(config—if)# ip address 172.16.0.12 255.255.255.0

EIEH VLAN100O 24 B 7z —RIP 7 FLREHRE
LFET,

RADIUS H—/\DHE

(config)# radius—server host 10.51.0.1 key alaxala

(config)# radius—server dead-interval 0

RADIUS H—/AD IP 7 FLAB L UF—%H%TE
AHA FTIEF—% lalaxalal] & LTWLWET,
RADIUS #—/\® dead interval # 0 IZERE L F T,
BERIVF (10)

LET,

AETAVIIL— FDEE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 254

>

Windows Server 2008 E BIEZE1TS =6, T7AIL FIL
—bEEELET,

BERIVEF _(7)

(3) PFVERYRXFDERE

AX1200S DEE

RAFRAT I LAV X FORE

(config)# ip access—|ist extended JoinDomain
(config—ext-nacl)# permit protocol ip src 192.168.10.0
0.0.0.255 dst 10.51.0.1 0.0.0.0

(config—ext-nacl)# permit udp src 0.0.0.0 255. 255. 255. 255 dst
0.0.0.0 255. 255. 255. 255 eq bootps

79 tRX1) Rk [JoinDomain] Z/ERKLET,

+ FBELAET VLAN10 A5 Windows Server 2008
r10.51.0.1] ~MDBEZHALET,

* DHCP H—/\@IEZFHFILE T,

> BERIVF _(8)

»

BEVLANBH7 2R X FOKRE

(config)# ip access—|ist extended Quarantine

(config-ext-nacl)# permit protocol ip src 192.168.30.0
0.0.0.255 dst 10.51.0.1 0.0.0.0

(config—ext-nacl)# permit protocol ip src 10.51.0.10.0.0. 0 dst
192.168.30.0 0.0.0. 255

(config-ext-nacl)# permit protocol ip src 192.168.30.0
0.0.0.255 dst 10.52.0.1 0.0.0.0

(config—ext-nacl)# permit protocol ip src 10.52.0.10.0.0. 0 dst
192.168.30.0 0.0.0. 255

(config—ext-nacl)# permit udp src 0.0.0.0 255. 255. 255. 255 dst
0.0.0.0 255. 255. 255. 255 eq bootps
(config—ext-nacl)# permit udp src 0.0.0.0 255. 255. 255. 255 dst
0.0.0.0 255. 255. 255. 255 eq bootpc

(config)# interface vlan 30
(config-if)# ip access—group Quarantine in

79+t A1) Xk Quarantine] #ERELET,

- #&4% VLAN30 A 5 Windows Server 2008110.51.0.1]
~DBEEEHFALET,

- Windows Server 2008 10.51.0.1] 5 &5 #&#% VLAN30
~NDBEEEHFALET,

- #RJE VLAN30 M 518185 —/\ 110.52.0.1] ~D@EIE
=HALET,

EEHY—/N 110.52.0.1] H 5#E VLAN3O ~DEIE
EHAILET,

* DHCP Y—/N\@IEFHALFET,

*DHCP V547V FBEZEHFALET,

BEVLANOIZZ7Y+ER YR FEBEALET,
> BERAVF (5)

»
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VRRP 24 WA YVGRATI R X FDERTE

(config)# ip access—|ist extended VRRPstop
(config—ext-nacl)# deny protocol vrrp src 0.0.0.0
255. 255. 255. 255 dst 224.0.0.18 0.0.0.0
(config—ext—nacl)# permit protocol ip src 0.0.0.0
255. 255. 255. 255 dst 0.0.0.0 255. 255. 255. 255

(config)# interface vlan 100
(config—if)# ip access—group VRRPstop in
(config)# interface vlan 1000
(config—if)#t ip access—group VRRPstop in

79t AX) R+ IVRRPstop] ZERLZET,
» [224.0.0.18] 58T®H VRRP BIEFHESFLET,
T RTOBIEFHFALET,

AEF{% VLAN100 3 &K UEIEHE VLANI00O 27 £ R
JRMEERLET,

\

> BERIUE _(11)

(4) |EEE802.1X BREEMH/E

AX1200S DERE

RADIUS MDER5E

(config)# aaa authentication dotix default group radius

RADIUS H#—/\T IEEE802.1X SREF£1T5 L B/ F
L/ij—o

IEEE802.1X FRREDERTE

(config)# interface range fastethernet 0/1-10
(config—if-range)# dotl1x port-control auto
(config—if-range)# dotix multiple—authentication

(config—if-range)# dotix reauthentication
(config—if-range)# dotix timeout reauth-period 300

(config—if-range)# dot1x timeout quiet-period 5

(config—if-range)# dotix supplicant-detection disable

(config—if-range)# authentication ip access—group JoinDomain

(config—if-range)# authentication arp-relay

(config)# dotl1x system-auth-control

R— b 0/1~0/10 I=xf L T. IEEES02.1X R % H
MZLFET,

PRIV JE— FZEWmFKRBIEE— FICLET,
HT)hY COBERIMEAICL.ZOE#ZE 300
MICRELES,

IR R BRI E S ICRELE T,

> BERIVF (9)

i R#H®H E— K % disable IZ L T,
EAP-Request/Identity DiX{E ZHME L F T,
AX1240S ZERT 515E(d auto ITERELTTF S
LY,

> BERsIVF (8)

uL.\n].TZFH_t—\ l\ 0/1""0/10 l:Eﬂ.:LT:@Fﬁ77tZ'JZ
k lJoinDomainl] @A LET .

SREIRTID ARP 1) L—%RELET,

> BERIVF ()

IEEES02.1X BBSE%# AL E T,
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3.42 AX2400SDaA V7445 L—3Y

AX2400S DEEFERLET,

(1) ZEATRE

AX2400S DEE

LAYV 2N\—FY9z7T—TILDOBE

(config)# system |2-table mode auto

LAV 2N—K9z75—JILERRAXEA—FIZ
BELET. XBEEIE. VLAN 705 S5 LOBERE
BBETT,

> WERAUF (1)

(2) EXHZ|E

AX2400S DEE

R— F VLAN DORE

(config)# vlan 1

(config-vlan)# state suspend
(config)# vlan 10

(config—vlan)# name BeforeAuthVLAN
(config)#t vlan 1000

(config—vlan)# name ManagedVLAN

VLANL [ZER LWL =6, ESZLET,

SBEIRT VLAN & LT VLANIO %, &3 VLAN & LT
VLAN1000 =R L £,

MAC VLAN DE&5E

(config)# vlan 30 mac-based
(config-vlan)# name QuarantineVLAN
(config)# vlan 100 mac-based
(config-vlan)# name OkVLAN

% VLAN & LT MAC VLAN30 #. 325F#% VLAN &
L T MAC VLAN100 Z4ERLE Y,
> BER4VF _(4)

ANRZTY—DERTE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration

(config—-mst)# name NAP

(config-mst)# revision 1

(config—mst)# instance 1 vlans 100, 1000
(config—mst)# instance 2 vlans 30
(config—-mst)# instance 3 vlans 10

(config)# interface range gigabitethernet 0/1-10
(config—if-range)# spanning-tree portfast

ILVFINRNR=ZGY ) —EF/HMZL. =23,
AR VRERELET,
J—<3 V4 : NAP
JECavES 1
MST 4 ~ X4 > & 1: VLAN100, 1000
MST 4 >~ X4 >R 2 : VLAN30
MST 4 >~ X4 > X 3: VLAN10

SBEEAAR— b 0/1~0/10 [T LT, RARAZ2 TV —
O PortFast #EeZF @R L. RANXZ2 V) —xfga &
LET.

> BEER(F (13)

MER— FORE

@IEEE802.1X FREE(EhEY VLAN)HA
(config)# interface range gigabitethernet 0/1-10
(config—if-range)# switchport mode mac-vlan

(config—if-range)# switchport mac vlan 30, 100
(config—if-range)# switchport mac native vlian 10

R— bk 0/1~0/10 #. MACVLAN /R— & L TEREL
7,

MAC VLAN R— kIZ VLAN30 8 &£ U 100 %. Native
VLAN & LT VLANIO #8E L E T,

> BERAVF (4)

O@LLiXAMvFLDBEEH
(config)# interface range gigabitethernet 0/47-48
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk al lowed vlan 10, 30, 100, 1000

R— bk 0/47~0/48 %, ERRA v FEBIET S+
SUHR—rELTHELET,

k5 >4 7R— FIZ VLAN1O. 30. 100 # & U 1000
ERELET,

> BERAVF (2)

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 32




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

AR ITT—RDEE

(config)# interface vlan 1000
(config—if)# ip address 172.16.0.11 255.255.255.0

EIEA VLANI00O 24 2 7 —R IP 7 FLR%EK
ELET,

RADIUS Y—/\DE&E

(config)# radius—server host 10.51.0.1 key alaxala

RADIUS H—/ D IP 7 FLABLUX—%BELE
T, AHA FTIEF—% Talaxala)] & LTWVET,

FI+I MIL—FDHBE

(config)# ip default-gateway 172.16.0. 254

Windows Server 2008 L BIEZE{T5 1=, T4k
L—FEHRELET,
> WERIV _(7)

(3) 79€RVRXFDEKE

AX2400S DERE

7I9ER)X DHRE

@ :ZEERT VLAN A

(config)# ip access—|ist extended JoinDomain
(config—ext-nacl)# permit ip 192.168.10.0 0.0.0.255 host
10.51.0.1

(config—ext-nacl)# permit ip host 10.51.0.1 192.168.10.0
0.0.0.255

(config—ext—nacl)# permit udp any eg bootps any
(config—ext-nacl)# permit udp any eq bootpc any

7t RX1) Xk [JoinDomainl Z{ERKLET,
« PR EE AT VLAN1O A 5 Windows Server 2008
r10.51.0.1] ~DBAEZHALET,
- Windows Server 2008 [10.51.0.1] A5 2 EE#i
VLAN1O ~DBEEZHFAILET,
- DHCP H—/N\@EZ#HLET,
“DHCP V347V FBIEEHAILET,

@#%%E VLAN A

(config)# ip access—|ist extended Quarantine
(config—ext-nacl)# permit ip 192.168.30.0 0.0.0.255 host
10.51.0.1

(config—ext-nacl)# permit ip host 10.51.0.1 192.168.30.0
0.0.0.255
(config—ext—nacl)# permit ip 192.168.30.0 0.0.0. 255 host
10.52.0. 1
(config—ext-nacl)# permit ip host 10.52.0.1 192.168.30.0
0.0.0. 255

(config—ext-nacl)# permit udp any eq bootps any
(config—ext—nacl)# permit udp any eg bootpc any

(config)# interface vlan 30
(config—if)# ip access—group Quarantine in

79+t A) Xk Quarantine] #ERELET,

- #%%& VLAN30 H 5 Windows Server 2008710.51.0.11
~DOBREEHILET,

* Windows Server 2008 [10.51.0.1] m 5 #& %% VLAN30
~DBREEHIALET,

- #&JE VLAN3O h 8185 —/\ 110.52.0.1] ~Di@E1E
FEHFRILETS,

- &8 Y —/\ 110.52.0.1] M S#E VLAN3O ~D&EE
FEHFRILETS,

- DHCP H—/N\@E#HaLET,

*DHCP V547 FBETHALET,

BEVLANO IZ7 R YR MEBEALET,
> BERA4VF (5)

O®VRRP 74 LAV H

(config)# ip access—list extended VRRPstop
(config—ext-nacl)# deny vrrp any host 224.0.0. 18
(config—ext-nacl)# permit ip any any

(config)# interface vlan 100
(config—if)#t ip access—group VRRPstop in
(config)# interface vlan 1000
(config-if)# ip access—group VRRPstop in

7Y+t AY R+ IVRRPstop] R LET,
+ [224.0.0.18] 5ET®H VRRP BEEFHEBELFT,
I RTOBEEFHTLES .

SHEI# VLAN100 £ K UEHE A VLAN1000 IZF7 V£ R
DX +EBEALET,
> WER(VF_(11)
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(4) I|EEE802.1X BRI DT

AX2400S DEE

RADIUS DE&5E

(config)# aaa authentication dot1x default group radius

(config)# aaa authorization network default group radius

RADIUS #—/\T IEEE802.1X SRSF %175 T &L /T
LET,

RADIUS 4—/\T IEEE802.1X B ()M VLAN) 1T 5
CEEBRELET,

IEEE802.1X BRI MR E

(config)# interface range gigabitethernet 0/1-10

R— bk 0/1~0/10 12 LT, BEEARAT7IV AU R

(config—if-range)# authentication ip access—group JoinDomain k TJoinDomain] %EELET,

(config)# dotl1x vlan dynamic radius-vlan 30, 100

(config)# dotl1x vlan dynamic enable

(config)# dotl1x vlan dynamic reauthentication
(config)# dotlx vlan dynamic timeout reauth—period 300

(config)# dotl1x vlan dynamic timeout quiet-period 5

(config)# dotl1x vlan dynamic supplicant-detection auto

(config)# dotl1x system-auth-control

> WERIVF (3)

SREIRBMICYIY B S VLAN #. VLAN3O0 H&
U100 £LFET,

> HEERIVF_(4)

IEEE802.1X FREE(ENM VLAN)Z BRI LE T,

-Ij-jl) hy F@ﬁnnunE%ﬁ)‘)ﬂ- L. %o)ﬂﬁﬁ’é 300
MIZRELES,

eI R Z S ICRELET,

> WERIVF _(9)

W AR B EET— F % auo [ L T.
EAP-Request/Identity DX {EZBEILF 9,

> HWERAV L _(8)

IEEEB02.1X FEEEHMICLF T,
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3.43 AX3600SDav7445L—3Y

AX3600S DEEHFERLET,

(1) HEBEOHRE

AX3600S DEE

R— F VLAN DOE&E

(config)# vlan 1

(config-vlan)# state suspend
(config)# vlan 10

(config—vlan)# name BeforeAuthVLAN
(config)# vlan 30

(config—vlan)# name QuarantineVLAN
(config)# vlan 100

(config-vlan)# name OkVLAN
(config)# vlan 1000

(config—vlan)# name ManagedVLAN

VLANL (ZER LW =86, ESIZLET,

SBEERT VLAN & LT VLAN1O Z. #J%E VLAN &L T
VLAN30 #. 525f# VLAN & LT VLAN10O %, &8
A VLAN & L T VLAN1000 #ERELET,

ANRZTY—DERTE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config—mst)# instance 1 vlans 100, 1000
(config—-mst)# instance 2 vlans 30
(config-mst)# instance 3 vlans 10
(config—mst)# name NAP

(config-mst)# revision 1

(config)# spanning-tree mst 0 root priority 4096
(config)# spanning-tree mst 1 root priority 4096
(config)# spanning-tree mst 2 root priority 4096
(config)# spanning-tree mst 3 root priority 4096

RVFINRNR=ZVGTY—FFHMZL. V=230,
AVREVREHRELET,
J—3 2% : NAP
JEYavE&E: 1
MST 4 > X4 X 1: VLAN100, 1000
MST 4 X4 2R 2 : VLAN3O
MST 4 > X4 X 3 : VLAN10
> HEERIVF_(13)

TN CEBEEEZRELES.
> HBERAVF _(14)

MER— FORE

(config)# interface range gigabitethernet 0/1-4
(config—if-range)# media—type rj45
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vian 10, 30, 100, 1000

R— bk 0/1~0/4 %, TRIRA Y FEBIETH LTV
OR—bFELTHRELET,

kS >4 /R— kIZ VLAN1O, 30, 100 # & T 1000
ERELET,

YO TF7ITVTF—2a v ORE

(config)# interface port—channel 1
(config—if)# switchport mode trunk
(config—if)# switchport trunk allowed vlan 10, 30, 100, 1000

(config)# interface range gigabitethernet 0/3-4
(config—if-range)# channel-group 1 mode on

R—FFYRILAVATI—R1E RSV R—E
LTHEmL. 35 >%7/KR—FIZVLANLIO, 30, 100 $
KU 1000 #HRELET .

R—F0B3~0/4%. RAT A VI E—FDFvRILY
W—TLIZRELET,
> BERSIUF (12)

AR T —ADHRE

(config)# interface vlan 10

(config—if)# ip address 192.168.10. 1 255. 255. 255. 0
(config)# interface vlan 30

(config-if)# ip address 192.168.30.1 255. 255. 255. 0
(config)# interface vlan 100

(config—if)# ip address 192.168.100. 1 255. 255. 255.0
(config)# interface vlan 1000

(config—if)# ip address 172.16.0.1 255.255. 255.0

VLAN10, 30, 100 & U 1000 (2, 41 ¥4 Tz —R IP
7 RLREZNENRELET .
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(2) VRRP DFHE

AX3600S DEEE

VRRP DEETE

(config)# interface vlan 10
(config=if)# vrrp 10 ip 192. 168. 10. 254
(config=if)# vrrp 10 priority 200
(config—if)# no vrrp 10 preempt
(config—if)# vrrp 10 accept

(config)# interface vlian 30
(config=if)# vrrp 30 ip 192. 168. 30. 254
(config=if)# vrrp 30 priority 200
(config—if)# no vrrp 30 preempt
(config—if)# vrrp 30 accept

(config)# interface vlan 100
(config=if)# vrrp 100 ip 192. 168. 100. 254
(config=if)# vrrp 100 priority 200
(config—if)# no vrrp 100 preempt
(config—if)# vrrp 100 accept

(config)# interface vlan 1000
(config—if)# vrrp 1 ip 172.16.0. 254
(config—if)# vrrp 1 priority 200
(config—if)# no vrrp 1 preempt
(config=if)# vrrp 1 accept

VLAN10, 30, 100 £ & U 1000 [Zx LT, L TDHRE
ETWET,

ARBEIL—EDIPT7 RLRZHRELET,
REIL—FDOEBEEZRELET,
-EEMYRLEILELES,
cTHOETEE—FREFEDIZLET,

> BERAVF (14)

(3) DHCP Y L—®DRE

AX3600S DEBE

DHCP ') L—MDERE

(config)# interface vlan 10
(config-if)# ip helper-address 10.51.0. 1

(config)# interface vlan 30
(config-if)# ip helper-address 10.51.0. 1

(config)#t interface vlan 100
(config-if)# ip helper-address 10.51.0. 1

VLAN10. 30 & U100 (2% LT, DHCP I) L—I—
DTV MIKBEEET FLREERELET,
> EERAVF (15)
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(4) OSPFDOHRFE

AX3600S DEE

R— F VLAN DOE&E

(config)# vlan 5
(config-vlan)# name OSPF
(config)# vlan 15
(config-vlan)# name OSPF

OSPF @{ERAIZ. R"— F VLANS 8L U 15 e L E
j—o

MER— FORE

(config)# interface gigabitethernet 0/24
(config—if)# switchport mode access
(config—if)# switchport access vlan 15
(config—if)# spanning-tree portfast

R—br024%27H0AKR—FELTHRELET,
7Ot AR—FIZVLANIS #/ELET,

RIRZ W) —OD PortFast #égex BAL., X/3=>
gV —xtga LET,

YOO TF7T) =23 VDRE

(config)# interface port—channel 1
(config—if)# switchport trunk allowed vlan add 5

R—FFr RIS 2B TT—R 1T VLANS ZEML
Y,

AR ITT—RDEE

(config)# interface vlian 5
(config—if)# ip address 10.5.0.1 255.255.255.0
(config)# interface vlan 15
(config—if)# ip address 10.15.0.1 255.255.255.0

VLIANS 8L U152, A V2 T7x—RIPT7 FLR%EH%
ELET,

OSPF MEFE

(config)# router ospf 1

(config-router)# router—id 10.5.0. 1
(config-router)# maximum-paths 4

(config-router)# network 10.5.0.0 0.0.0.255 area 0
(config-router)# network 10.15.0.0 0.0.0.255 area 0

(config-router)# redistribute connected

OSPF #&#L 9,
L—2 IDEHRELET,
OSPF A#NET B4y FI—V EHRELET,

connected BB E=HFEELET,
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3.5 Windows Server 2008 D& 5E

AETIE. NAP [ZREH I VR—F > k% 1 A0 Windows Server 2008 [C2THELTWLWSEHD &
LT. RREERDYTIL—TRY —DERFIEX Network Policy Server (LI T NPS) DREHEZETRL
FT, HFAVR—FU ME, FREFNAHOH—NT LU THERL TGEESIESET NAP BREV AT LA
ZHEITSHELEETT,

BEICDELGRZEIAVKR—RY MIBRICA VX F—ILEATHDH ZEMNFIHRTT, OS Lo VITRLER
REICEAL TODA >R b—ILFIEZ(E Microsoft DFR—LR—CESBLTT S,

AH 4 FTIE Windows Server 2008 R2 R—X Tigit L TLVET, AETIL Windows Server 2008
& Windows Server 2008 R2 TEREITEWVLWA HSHI5E. REBEACEEFIEDEDERRICOVTEAD
BREAZERABRLTLVET,

F 7= NPS DERFE(F IAS (Windows Server 2003) DEEIMBOCEBRNHIAEHMRELTVET,

LLTFIZ Windows Server 2008 DA Ty TH#i&H; LET,

(1) EnrEfRE
AAA RICTEEEERT SRNCBELKREZRLET,
(2) TL—THRYL—mEEE (Active Directory)
ABRERAOIIL—TR) O—FERLET,
(3) a—%. J)IL—T e (Active Directory)
BT 51— OTIL—TDEFEETVET,
(4) RADIUSOSA T2 LDERE (NPS)
NPS [Z Authenticator (FRBEER A YF) DIP 7 FLRZEHLET,
(5) BEHERKYS—DEE (NPS)
NPSA RADIUS UV TR F&ZELI-GEDNEZEELET,
(6) SRTLIEEMBIEY—I (SHV) DFEE (NPS)
NPSICVRTLDEF2YTAR)—%FELET,
(7) EEHRYS—OHE (NPS)
XAV TAR)O—ICHT HHEREEZERLET,
(8) 2y rI—9R)L—DEE (NPS)
RADIUS ) 7 TR FOABRICT—HT 2FHOEREELEDEY FEERLET,
(9) DHCPHY—/I\DE&TE (DHCP)
& VLAN 23453 % DHCP Ra—JF# R LET,
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3.5.1. ERTER

AHA KTIE. Windows Server 2008 IZT T2 EENZFEALET,
Windows Server 2008 IZLL FDEEIAEHR N TWAINEERL . BEICGCTEMNAS VR F—ILEST
S2TTF&LY,

&l

1. Active Directory KA V3 —EX
AHARFTREFAAVICTRID RAC a0 bO—FELTERELTWET,
AEICTIL—TR) O —DOHREABTZEZRLET,

2. Active Directory fIBAZEHY—E X
AAAFTEIVA—TS4XADIL—FCAELTHERALTWLET,

3. DNSH—N
CDY—NETZ4T)DNS ELTEELET,

4. NPS
AEICTHRERNETETLET,

5. DHCP H#—/\
AEICTHRERNETETRLET,

Ko
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3.5.2. FI—TRY) O—DERTE

AH4A FTIE, Active Directory D IL— TR o—ZFRAWT, ROV E1—42 % —EEELT
WET, Ik Y., Windows FAALUIZSMLIZEHRKRIZ. NAP V5472 &L TOERYP
IEEE802.1X FRAINHREX BBMICEASIE S LT, MHHEAROAEZERIT LI ENTEET,

TL—TRIYS—DREZTHHEWVEE., OVE1—2BIINAPYSAT7URELTOERY®
IEEEB02. IXRINHREEFHTHERT ILENHYET, VIL—TRI O—DRELTHLEVGEF.
BAEESHBLTT U,

TIN—TR)O—DRENBCHERERIE VAT LEERDEXF L) TAIZKESEEEEZFITOD
T. BARBOtEFX 21U TR O—IZR L THEHULBHREZT>TTIW, BH. €XaUT1s71)
ANBEERTHIET. HENIAVE 21— 2 DA ITHEARNRERY AL LEELTEET,

AAA FTEETDIIL—TRY—DRBEZLUTIZRLES,

£ 351 FIL—TRI)L—DHEEANE

e i o—% RENE 55
1 | Network Access Protection Agent BEEEE | Y547 h,avEa—4SLEDRYy NTI—4H
T RARE (NAP) HEEZEMIILET,
2 | Wired AutoConfig BHERE | 41 —Y %Ry bA >4 T —RXLETIEEES02.1X
FREALEERITLET,
3| #FHLLVWistaTAV¥—F (H#R) =g HS54TF7ohavEaL—42 LD EAP BEFIE
Y kD= KR)— BLET,
4 | EAP &KV S A4 T7 > b ¥Ry EAP R—XX D&l & NAP [ZIRIELF T,
5| Fa)TatEA—%F2IZTH A% KA EDaAVEaL—RIZTEX2Y T«
(FASAVEDaAVEL—3DH) oA —ZEHRHBIEET,

LUTFIZTI—TR) O—DERR Ty TEERBELET,

(1) HLWIL—TRYI—FTIx Y LR
(2) LRTLY—ERDERK

(3) 2y rIT—UKR)—DRERK

(4) NAPOSAT > FDIEEL

(5) EXaUT1st>2—DHEK

(6) FL—TR)—DBEEDEE

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 40




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

(1) HLWITL—TRYL—FTSzH FOER

@

RAA RTHEATEIN—TRYO—FTPx) bEERT 2FIEEZRLET,

[RH— k1 — T&ERORIE] IZ Tmmel & AH L TMMC (Microsoft Management Consol) % #2

B}g 5,
aAVY—IIL1OEEIZT. 72741 > [ RFyTALAUDEMEHIR] £29)voT 5,

_ At a7 emismE e x|
A j- v 70 ’f / 0) 7:"] & Ié!'] B% ﬁ '\ —C .~ ;ﬁ«:’éizmmmg&mu--m:wmrﬂwtmm.mu) PP LAMPRLENT AR T, MIRFTREGA S 771 LT,
F7)l«— jﬂ_\ 'J ‘/_#EQEEI%'I' gJ %E 'Iﬁﬁjﬁjlﬁﬁ ':ﬂ ] % MRRING
. Erewen M . JE .
RL NEmM1 25909995, Qo i
s Rt
e :
; =3 w;-ﬂ:m M
PR ] M FEABIT )

%2R
F?}\."?‘H T Active Drectory 0 b, P =, BIRAIE (0] (002 Ve, Sl Ea ~ PR R Ve A= o = A3 920 4]

[+13 Fotl
351 HLWTIL—FTRIS—F TSz oD ERD

T~ RS- FTIh SR 21
RAf L0l |ij»{|~ | #~ |

TW—TR)O—FT2x) FOBERE

AICTISRIZ7) v L TRASLY B [ emomiororn 5l 2 & E-
. . o ok, OU. BEVIBENEDI—T AU~ 4TI D
ZOUI 2 TDTEHFHLWIIL—TR) o— Zii [Fiz |

71 Domain Gontrollers examplecojp
JDsfault Dumaln Pullcy

FIOzY bR TAVEI Y
LT THLWIL—TRY)S—+T
T bl EERT S,

[ ok | #et |
352 HLWTIL—TRIYS—F TSI DERQ

FLLERLIEZIN—TRYS—F Tz ) bOLRIEEEL. TOKI 29 U9 T 5,
(XA 4 KETIX Nap Test Policy])
GL—TRY>—A4TozH bORBIRE@EICT IET1 20Uy Y LTEEEZRAL S,

x j_ ‘y j’r > 0) ﬁ}]u & ﬁu lﬁ@ﬁ (: —C ~ ig ?Igl{gr: A= LR E et L SR, ﬂmi"‘&;"f)!"ﬂmm‘hﬁ“ﬂwﬂ.ﬂ'ﬂ";ﬁ‘ﬂ.ﬂ
RENE=ZRF v T4 oDHIZERLEY e | Earam © wncans |
SN N = Web PRI R - LU |
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EERRELIOKI 25 )y LTEERE B m- e, =
BL 5., o0 e
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%”{;‘w. Aetrve Drectory R4 |, AL, DL " £l =2 A= ¥ 35 1DH
x|
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Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 41




AX 2 1)—X NAP Y1) 21—

(2) YRATFLY—ERDER

3254 F IEEE802.1X :B5it#m (&

8 hix)

NAP 2 S5A4 72 FDWERELTRELRTRE 2 DOY—EXRIZDWNT, Y547 MnkREERIZH
BFMICBARIRREEE B D KSR TET HFIEEZRLET,

I'Network Access Protection Agent]
I'wired Auto Configl

@ avy—I)L 1 OEEAEIZT, avy—
JLIL— k1 — TNap Test Policy] — '3
vEaA—SDEEI - TRYY—] -
'Windows DE&E| — (X2 T4 D
BEL - [VRTLY—ER] Z#iRT
%, AEmE® I Network Access Protection
Agent] ZHVUwsLTTanNT1 %
<o

@ Network Access Protection Agent ® 7’0
INTAE@EIZT, Y—EXRDRZ—+7
v7E—F%& B8 (HEL. TOK]
7y  LTEEZHL %,

® OnFxEmLY wired AutoConfig) %
BoUvo LT I7O/RTa1 ZHE.
Y—EXRDRE2— 7y TE—F% TH
Bl ICERET D, mERICTOKI 20w
P LCEEZRAL S,

- e k- FYKap Tast Policy [DG axample co.in] #9%-¥00 2 - SEARISNRY 2 ~WWindows OEEVE =120 %
@ 7M’.v(f} Jm EFD hM’J@ DR AANH =181 %
| X < | HIr
Tt d ) ) 'J'Elﬁ | L |’m 1 =] | Wy
e e il v -
= 1 s Hi 15050 Witiatar Service FER FEW T '

J Micremolt Satewars Shadow Copy Provi. REN FEN

u‘::ll"z s Sk FEN R
Tk (24

rarp bAILY

=Pt

% Natwork, Cornestions

£ Metwer. List Service FER N
B Mtk Lol Amarmness. IR LW
i Hatwork Policy Server #FR ATR
L Network: Store Interface Service *ER FER

FEN FEN
F=ER =ER
» Lo *IH *TW
g 3 Phag and Play #FR ATR
3| 5 PriP=3 1P Bus Enumerator *ER FER
£ Portabde Device Enumerster Servce REM FEN
v e R
T
ATR
FER
' FEN

K Romots Packet Caphure Protoced vl (e W FER —
() Remate Procedare Call (RPCH #FR ATR
3 Remote Procedure Call (RPC) Locator W FER
£ Remate Regitry FER FEN
v anil St ol Pabey Provide F=ER R
*IH T
#FR ATR
73 Secure Socket Tunneling Proboccd Serv_ FEW TR
K Security Accounts Manager FER FEN
By Server TR Ee
Skl Hardharn Datecticn *IW T
5L Ul Netification Service #FR ATR

1 ]| §3 Smart Gard FER ER |

Hetmoek, Access.. «

i v

3.5-4 YRFLY—EROEED

Metwork Access Protection Aeent®? 0T+

AT AU —DRE |

21l
;{‘i‘ Metwork Access Protection Agent

v Zits —DERTERERT DD
H—EAQAR—FPT - FEERLTES .

= FEhiM)
o EEFH(S)

AT DiREE).. |

oF ] e |

i)l |

355 YRTLY—ERDERD

Wired AutoConfied?0M 7+

T AU —DERE |
31%,' Wired AutoConfie

g |

v St —DEREREZ=RTSD)
Y —EAQAR—Pod £ FEEHRL TEE:

O EIHIS)

U T DiRE(EY |

O |  #eben | mmm |

3.5-6 YRATLY—ERDERR

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 42




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

(8) Y FI—=UR)—DIERK
954 7F 2 MHERD IEEE802.1X AP VI INYA oA VU ERETSHFIEERLET, Windows
Server 2008 R2 & Windows Server 2008 TERAHAEFIZCDVWTIETHTRLTLET,

D TIo4¥—FK (B#) ®*v k7—% (IEEE802.3) ) —]

Ty B [T e e FYMap Tost policy [do sxample oo nl U —¥12E 2~ 8~ GREEEY & ~¥Windows @RV =k
. =] = - - -
W| ndOWS Server 2008 RZ a)iﬁé &= :nﬂu:: nmin ﬁmﬂ\n f:m':mw AW ARTH =181 %
LA —F ] [1==R

aVvy—I)L 1 OEBE®EICT, Tarvy—
JLIL— k] — [Nap Test Policy] — 'ax
Ea—208k - TRYUY—] -
f'Windows D& E] — MEF2 1) 74 DK
El - J4Y—F (R *v +0—2
(IEEEB02.3) KU L—1 &#HI Vv L

P T e aneiecois] 7% CREI-GEATTAB AR e

V)
CCAMHIRLL YL P
WLOSZD e FRTT)
BAETARIE )

T _I'Windows Vista LAED Y Y —XBADF o
LLWIAY—FEBR)RY ET—OKRY S
— DRI EFEIRT S, . Y

Windows Server 2008 Dig& o
9V Y— 1 OEEEI-T. Tay e e
—JLJL— k1 — Nap Test Policy] — 0
vEaA—SDEEI - TRYY—] - :
IWindows DFFE] — EF21 )T 4D e
HEI - T4V —F (B *vy 7 : S
—7% (IEEE802.3) RS —| &HY Y i =

w49 LT T# L LY Windows Vista 7R 1) &
—DERK] ZEIRT S,

3.5-8 RykI—URYS—D @A (Windows Server 2008 YD

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 43



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

@ |EEE802.1X BRIINERTE
LU WVista 74 ¥—F (B *v b7—9/RYS—EEICT, MEFa)T11 2 TEERL
r7ams41 2009995,
RESNT- EAP OTANT A E@EICT, EFESINTz)L— FEEAKE—BICA VX b—JL LTz CA
DERNHLIELZHELTFz v I TS, (KAA FTIE Texample-DC-CAJ)

Windows Server 2008 R2 DiF& E— S e
T | IR

V=i =SR]

RybI-h ez IEEE 802,14 375 aTa- 9 3(E;
W kD=5 PHZAQER i RT3 3(E) F A RO

- A - DR RDERTY
;X 2. r* ybEI—O0F70EX 1%5% % gﬁ | Micrasot REE712 EAP (FEAF) x| Foit54p) !

FEHE-HUx

ﬁ%u T é J ': a—_ Ty 7 T é o |1 gL -R-02E | O Primary Certification Autharity

example-DC-CA

- =x= : —_ - SRS ORI 1 = Oexample-DC-CA
Eai?ﬁ I\ ~ ﬁ%’\ ﬁIEﬁlﬁ & L/ —C I—t :¥' a U T 'f —G - . ) . _I [ Microsoft Roat Autharity
v E%&yg)mm@ﬁ(ﬁmmrgm Y-t [ Microsoft Raot Certificate Authority
‘f% E% é ;hu 1': / \'D Z |7 J— l: S [ Thawte Timestamping GA
GHIER -
(EAP-MSCHAPV2) | WNBIREh TLVS I Lt == TR PR A L9 LR LP)

¥ EREEREAITNF)

I Ab0-h P S REEE0)

I - ERILI 2FD LV i 54 K350
o | smby | mEe || T DIHE-EERIE0

[eF T/ TIREENE AT (EAP-MECHAR v x| HRERLC).

)

3.5-9 FwbkI—URS—DERE(Windows Server 2008 R2)Q

Jd B3|l FENL EAP DIONT( 3

. = £ PFUTc HEMEthORREE R
W|ndOWS Server 2008 a)iﬁé - | 7 S e
ty )= 7 7-4bLZ IEEE 8021 225 TR T 3(E:
W Ab0=8 PREAMEDL T (£ RE T (E) [ k(0]

b —ADEEETRDER(TY |

[Microsoft. {REE2HUE EAP (PEAP) x| JoKFR.

{SRRENAE) - MTBRISRRRY

RIZ, BREQDF v I EHHZT 5]

O Glass 3 Public Primary Gertification futharity

PR A
le-DC-CA
MFIT VI ENTWBELERT S, T ORAH(L = Dloame 2604 j
. _ o CO3NT-DADS ORI, 1-- R S el
Eai?ﬁ I: ~ EEEIEﬁ;ﬁ & L/ —C I—t :¥' pu IJ T ’f —G * I [ Microsoft Raot Autharity =
rR #&#8 c nh = /XN X T — F T e )
(EAP-MSCHAPV2) | MEREN TS )
= - EREE e e M )
EEHRL. (Bl 27Uy %, Py rewd ECEe

v BEDFIvreahiI5)
™ =R E 2 RO TLY 03 S (LT 43(0)

3 Fetl s |

el

3.5-10 FwkI—YRYS—D#ERL(Windows Server 2008 )@

3¥E 0 Twindows Vista LIED 1 ) —ZRBEOHFLWNTAXY— RER)®*Y hT—9R)>—1 & T#H
LUy Vista 74 ¥— K (B#R) *v bT—2 K1) o —1& Windows XP SP3 ICHEHINET,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 44




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

® EAP-MSCHAPV2 @ 7O/\T 4 BE@AIZT.

T'Windows A4S A 2 E/IRRT—F (B
KU RALUDHIGEFRALY) &
BEIMICES ] NFzv I IhTWEHE
ZHERL. TOKl 22 )y Y LTEEZ
L%, S5ICTOKI #0) vy LIRE
SNEEAPOTONT A EEZRAL S,

@ REATZ—DRXEOHMEHAEE1TT,
RADIUS #—/\, BBEER A v F & & Wi
RKADEFHEETHY Y FOXMNEEL
IGEEEEL. KACMFTIE 5] &
LTWET . Fz, [TORY FT7—OA~
DEEDERDI-OH. 1 —F—FHRE ¥
Yuaddl ITFzvIT 5,

©® TEMERE] €0 v o LEMGEF
T4 REEBEBDL VIV 144D
oy bI—=2I121F 50Ty
AVAERNNT DI EFzvI L,
oKl #2)vy Y LTEEZMHL %

E&P MSCHAP¥2 OFOXT1 x|
EEThMERE R

[ Windows OO JA e AL - F BLU A LGS
SlEFA L0 EEEEN{EIA)

S |

3.5-11 RYrT—HRYS—DHERR

(L1 Vista O~ F GB180) 9H0=35 05 Framats ETF;

W | TRUT |

R e b= POEAMERE IEEE 8021 K EIERIRARTRRCTRE)
3 FO =D R T

[Microsott (RBEETLE EAP (PEAF) =l FanFan. |
EIEE~FA
|2 -4 - =|
ERET S - L F— 4
W SO3AL0-DADHBGIRDLN, 1~ Mt
| L ]
T E et

al’s u ¥ Al
L [ | et | am |_

3.5-12 RYrT—HR)—DEBR@

Sl X1V T 55E

—IEEE 80213

[T 8021 K (DEHRBEREESE I SE)
EAPOL Rl ot —D AR, {8 (R2(H

= T

RIS EARS (32)(D) SREIEHEARS (32U
=] 18 :
Eapol BRAS Astz -0

[EEE szt EEELTEE TS =l

ST s 0y Y
|t o e o = L W W R

& 31— DA OERHIZETIS

O 3—%— 0iFME#HIETIS

HERDEAERE (F5) [io =
e R e P S 1) 1 B B el e o) e

i Ay RI=ATE, Tk — R - —(EE R AL
.,E.JFH[LE'J(D VLAN BERES

ok | #Feut |

3.5-13 RYrT—HR)—DEBRHG

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 45




AX S 1)—X NAP YV )a—3a>#4 K IEEEB02.1X 2R (5

(4) NAPYSAT72 FDER

NAP EiiA T avEBELET. AHA FTIE,
Server 2008 R2 & Windows Server 2008 TENH 5 &

D NAPYSA 7Y DB

Windows Server 2008 R2 DiH&
aVY—I)L 1 OEE@RRIZT, avy
—JLJL— k1 — Nap Test Policy] — 'a
YEai—42DEKl —
I'Windows DE&E | —
®RE] —

rRy>—1 -
X2 T714D
INetwork Access Protection]

- INAP 2 547> bR — [5&%

D953AT7 2 bIEZFRL. GEER® [EAP
BERIHISATUR ZE2Y O L
T IE&E#H 2T 5,

Windows Server 2008 DiF&
UY—IL1DEEM@IZT., vJ)—

JLIL— k] — Nap Test Policy] — o
Ea—520% K] - TRYY—] —
[Windows DFRE] = EFa)T14D
%% 1 — ['Network Access Protection] —
TNAP 7 547> bDHER] —_[EiEY
A7 b1 ZFRL, AEED [EAP
BEREI AT MIZEED )Y LT
(%) 295,

8 hix)

IEEE802.1X
ST )

= ay—)b1 - VY~ J—F¥Nap Test policy [deexampleco.jpl] Y3 —¥35 P31 —2—0O K5 ¥ARY > —¥Windos

l:llL.\l:IEo)}}‘ ’E*ﬁﬁk L gzj— Windows
WTIETHTRLTWLET,

=Tk
@ 7P OME BPHAL BT BREADD) St LI [IRETES]
e 2EIdE \
]:"J“b b=t E=108 &E
5 5] Nap Test policy [dcmxampleco jp] U3 — ™, 0GP RGPS T e
Ef R W, 1Peec SESAR IR -
B P Ll el 4

s 5
| ABI o P T ren 0
TFalF
= H

5 HIEREDIEY -
A AThH-ER
B LIAR

Frdlh YATh

IIIHHIIL&I[
i
N
>
N
15
a
=

o DAY= (HRR) oy PO -2 (EEE 802.3) YW —
| B 2N AN EEN Windows DA Pl -l
b= WAk T == A=
O LA b0 -0 (IEEE 802.11) UL —
i 5

Femmry; Mo Vista QUE-F PO
B windows ¥P 0L EAPOL SERIISS T -

k1|

ALFHH)

Y POHIERDA 2 —
O AwbO-d POEARE
Bl 8] NAP B35 PLs MR
o BERISA T

[ORCRERE

, EAP IREESINSA P2 b

b

14— ASR=TAADEE & EAP REEERIZSA TE
it oA Foh-D POUAIRHOBME 9021
o ISR, 10
A Micrasaft Gorparation
e o
| | | K |

79623

BRI EA(F) -
FoATR)

@l BEROEIRCES

[E Zoi7s
H ~z7

Hih

HHZTD

P - = -

W OTAAME) 1A RO BEUIANDD SO AgRH)
e =>[m Hm

e 3
Mo Test Palicy [DGemample e o] 75 —
9‘ Tk 1 =TI,
Y=
B
ke

i) S RO (BEEE B2 e
b wms FrEPI=l
3 HYLE Th=De

oy z» )h’;(lkuwz Ao

=15 x|
=l x|
WP
bt 1R MBS Pk -
W UHGE TRAE SR WITS Pt mal BT f
W UE—F POULMREENI Tk R P

B 1PEee KEONETIMIS
P‘)x i&'ﬁs&’lf‘hﬁ "

Q?,w' 2

3.5-14 NAP 547 O (Windows Server 2008 R2)D

b Jb- F¥Hap Tazt Policy DG axample ca jn] 05 —¥ 1P 1 ROER YA 22— WWindaws OEENE

MIGORIBIERGF) LT

TR
PULIH)
4| |x]
N, EAP TS VL
[+ THETT
| EAR LW Pt
LU AP A=205E0FE MAP (CHRLEY,
15-Yate 1]
<l Micracalt Gorporation
T man

G REDTREEL
JONFS

H ~r

4 il |
WRRSLH
3.5-15 NAP 7547 DR (Windows Server 2008)D

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

46



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

(5) EFaUTsEUVE—DER
Windows RFAA VIZHIBLTWAEHERD X1 T4 4 —2FHTEFIEELUTICTRLET,
CORENRERDIGZEE. Windows FALVIZHIBLTWAEWMEKRDEF ) T4 222 —IFEMIC
7Y £9, Windows Server 2008 R2 & Windows Server 2008 TEX N H A ERTIZ DLW TIE TR TT
LTWLWEY,
O EFXxalT14E2—DERK

=1 - FU—I K~ FiNap Test polh ] 415 74— — R ) 5

Windows Server 2008 R2 DF4& -
@ PriHE BTEA RV BRIADION e AN =181%|
Y—IL1OEE®IZT, layy— =2 . @z«

PR w1+
)l/)l/_ l“J - rNap Test PO“CyJ - r:l > i i T8 S ﬁ*ﬂhn‘mummuum&—m: I % L EﬁL mOs b
DAk 74 beh— ki 0D (FAA e LT A=) ~ oiw
|:°:L— 0) Fl — FTRI S)— | > FMIE “‘#:J?'r t A Tﬁcx-rrw; -]
] v—l B =
A7 FL—kl — TWindows 3 > H— Lol I
*
* ‘/ I~J —_ rt‘#l IJ 7_- 4 —t ‘/9 —1 % CRMD o enzi-za :mwm Windows Server 3003 F7EU. ERE j
ATa: AT

BIRY 5, EEED (X1 TF1E2%
— %4 UITFH(FAL Y EDIVE 21—
2D#H) ) RV )y LT wE) && i
R FHLCEREN: (X2 YT oy £ | ' ,M
UB—EAVITTH(FAC LD | P, |

e.._-a Active Directory 1A 2 i@mULTY

A—4520MA)] EE®D (HH ITFz vy TSRS s T a———
8420 ela o ”Tml

ERON

3.5-16 Fa)TrE2—DERM(Windows Server 2008 R2)D

Windows Server 2008 DiF&

Y=L 1DEE®EIZT, Taryy—
JLIL— k1 — INap Test Policy] — > : 3
Ex—420#E - TR)S—) - TEE g _ i : —':':" S
A5 FL— k] — [Windows 3 ¥ R— :
Frob > TEXayT—tVE—] %
BRT S, FEED X2 T4
—FFUICTB(RAMEDOaVEa—
AOH) I EEV Yy LTITaNT 1)
ZRE. B Z2Fx909 %,

urs B aduiwe s MNE
LR 5 BTy o - RA LW B (P 5 BB — ) il

[EOEU T
e .

4= % X x|
L MR peem | s

o R~ Dt
Micrisasntt Wirsbomms, HE Priess el Wiesbors Sorver S8 7p00. BELTERLL
]

|
[ — L )

3.5-17 EFal)TFT1EoE—DER(Windows Server 2008 YD

@ ToKl #7Uvysy LEmEZHALS, avY—IL1EELEAL S,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 47



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

Windows Server 2008 D&

NAP 554 P MDIRER e

ZTOBRRTEINBINAPUSATULD
¥l BmIcT MEWn) #2910y o LT
NAP U547 rDEREYTIL—TKRY
U—FTTxH MEREIETTELY,

ﬁﬁﬂ)ﬁ}bh?’ AL AT Lk (GPO) (ERENERN TG . SRERERLE

()

Loz |

3.5-18 XTI 5—DERQ
(6) TL—TRY—DEEXEDEE

ERLEzTL—TRY—FTP - + (Nap Test Policy) % Windows K * 1 > Texample.co.jp]
Ty SEBFEERLET,

Windows K44 > Texample.co.jpl ISIEBRFED Y IL—THRY) >—A4T x4 b+ (Default Domain
Policy) MU VO SNTWVWETDT, BEEDANBZEITLET,

@ TRE—Ft] — TBRFEOBEE IZ Tgpme.msec] EAALTIL—TRY O—EBa Y —ILEkE
g9 5,
@ T—THY S —DEROEETI=T. . i s e
#% 2= 0|0 BEr
rﬁ‘}l/— jﬂ_{) I) :/_O)QE:IEJ g rj 7}' l/ ,,r - nx;:;{:@-gma-uﬁm|g,;_7p,r,-w¢a\|;g|
Z k1= TRAL 2] — Texample.co.jp) T S h -
ZERT B, o
| |
3519 FIL—TR)S—DBEEOEED
. . _ 101
@ TIL—TRY)S—DODEEOABEEIZT S 7HD B ERY UMW A FEE
LG ElE =

M)V DIERF] OLTRENZZEMEL.

2 -7 R - ) Allexample.co.jp
# L <{ERL L 7= Nap Test Policy DIERF E%gmjﬁ“‘mm BN M= AT | -0 | 24 |
N . . N B 5 exanplecojp VA0S« | GO [ :oaashit | GPO (iRsE
H T1]. Default Domain Policy M2 ﬁ-,' Dea Do Py N L ; W LAMEHE | S0 Tl

| Hap Test Policy
4| Domain Controllers
R FKU‘J‘ﬂf/jj - | | 0
1 3

\ \ \
3.5-20 FIL—THRIO—DBEEDEEQD

LB B ESITRET B,

@ YLUHIDBEFEEFR, TIL—TR) S —DEBETmEHAL S,

ULETERAA FHDOTIL—TRY O—DBREFET T,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 48




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

3.5.3. aA—4, FIL—TDER

Active Directory [ZFREI G 51 —H LT IL—TH#ERT 2FIBZLUTICRLET,

KA FTIE,

lELTLET,

® TR&E—Fbk]—TEEY—)L] — lActive
Directory 1—H—,avEa—4% ] &8
<
EEEMERENASAEERMAL.
fUsers] #H%9 1) vo LT THBIER
> 1—H%—] BRI DL, V15—
NVANESE Ry (W

@ 4=

@ TRE—Fk]—TEEY—)L] — lActive
Directory 1—H—, a2V Ea—4% ] &8
<o
EEEMNGEZEBENAASA EREEAL.
fUsers] #6562y LT T#RER

> TV—T) 2B8RTDE. V15—
FABHtR S B,

@ 4 HF—FHREIEESNI=S,

B Active Directory 2—H#—FIuFa—8 =10l x|
FrAFY  BRPEAY S AULTHH] ‘
€97md0XDosBmlearas \
_ Active Directory 2 —H—rT2F1 | B8] [ 55 B
| IRTEENESTY ’_, Administrator 72—+ — TP =2 B EsE
1 5 seamplssoip 52, Allowed ROD.. £HUF4 b COBL—TORE, [
7 Builtin 2,0ert Fublishe... £5215¢ 81} 1
" Gomputers 2, Denied ROD.. {75271 2}
5| Domsin Controllers 53 DHOP Admin.. 5 Ust HI
| ForeignSecurityPrincipale | 52 DHOP Lsers {31074 M)}
B s mnEED sAdmine  HFIUTC SN
a0 o AT Ik DHOP H—) iR DI
e S 1
: P A AT —52T
20 s FA A ATD A 1
_ETW M retdrePerson EADEFAL
BFOREERF) | MSMOF1- TU7A frf oo
ZEOTAAR— ML) IUR-F31ADERE
i i OB DAL T
FONTRY COE DA T E A
T : T el
oS and 65, BFIUTA Db COPL—TOH -
8, Fead-only D.. EFAUT4 ke COHL—TOAUEL FA
82 Schema Admi.. £23F1UT1 Ml Ax-wisFEEN e
T |
LA 0 PR I [
3521 1—% FL—TDERD
B Active Directory 2—#—¥J%Fa1—4 =loj |

FrUMFY  BRPEA RO ANTH)

OBl ENz6, —F IDELUVNNRT—RERELTLI—YE2ERT 5,

@EM’:H@’EI\KD e =l

Eil RT3

] Active Directory 3 —H—rTwPa | a1 1E28

[ EHER

B RIS
=] 5ﬂ examplecojp

B

HIEIDEEIE
&0,

armxcm

rePerson

R EERLCE R ()
—HOLaAH-kL)

JoKF(R)
AJLFHD

L Adminictrator 1 —H—
82, Allowed ROD_ 475205 £

~| Builtin 2, Gert Publizhe.. {75105 ..
| Gomputers 2, Denied ROD.. 472U S
51 Domain Gantrollers

52, DHCP Admini.. £%1971 2.
| ForeignfecurityPrincinels | 53 DHOP Users {22074 ).,
rsdming T4 AL

2T

MSMG F1- I{UFA

- T
82, Read-only D.. {23%10F ¢ )1
82 5chema Admi.. 7E1UT¢ AL
2 user0l ==

JoE1—REA A DERR
COEN—F DA, B
SOOI T 1 L

DHGP 4 —} = qiE
P B

B ADFTARTEI-AT
st D FATORA Y 3
R0
[0 R
LA-J3AnERE
COEN=TDAINE, T
COEN= DDA B
TR BEA LD A
SNt
COEN=F AN, B
AF-TOEESNIERE

[FRLOA T DR ERRLE S,

3522 A—H FIL—TDEHR

TN—TRBEADLTIIN—TEERT %,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

49



AX =X NAP Y1) a— 3 >f4 K IEEES02.1X S25it#R (£ 8

® R Lfza—HYZEJIL—TISmEE 5,
QIZTHEFRLELI—Y (KAA KTIX
fuser0ll) #HV Ywo LTTANT
1 EZRE. JONRTAE@EICT TFEY
B29IW—T1 BT EERL. QITTHER
LizdL—T%#EmMT 5,

® TOKJI #/)ws L TCEEZHLS,

hiR)

B Active Directory 1—H-—FauE1-4 =10fx|
FrAIUF) BRPEA) R ANTH) ‘

=1 F B s - = —ea T i
$$| ’—ml 4 DlRD userWJjI]K:T’{ 2]x|

| Active Directary 1-H-FT0t1
| f#EEhEITY
= 3 napalaxalacom
| Builtin
| Computers
2| Domain Gontrollers
| ForeignSecurityPrincipals
| Users

Bl
-

2 Gert Publist PR TR (M)

52, Denied ROC s

[ Active Directory Fof2s #-E2 2414

83,DHOP Adn Damain Users
FLDHCP User Sales

2, DnsAdmins
.:iansUpdalEF
2, Domain Adr
S‘iDomain Cor
2 Domain Cor
2 Domain Gue
52 Domain Use
82 Enterprise ¢

napalazalacom/sers
nap alaxalacom/sers

52 Enterprise f HIFR(RY

2, Graup Palic

T Admrienat | B | il | UE-RBE | B-3h H-EROF07400 | COM- | SUMT |
82 Aloned RO M (R | AR | T00eda | R | PIEERAL-T St

?_‘ Guest A0 - Domain Lsers
HLRAS and 18
52 Resd-only | b e | Macintosh B34 T bER(E POSIX HITOT
oo IR D) | S, SoiRU Bl EEE T
2 FEEEE o
82 Schema Ad
2 userll
L - - I

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

B 3.5-23 21—, FIL—TDERER

50




AX 2 1)—X NAP VY 1)a— 324 K IEEE802.1X

3.5.4.

RADIUS 2 54 7> FDERTE

At EIEﬁ (

8 hix)

NPS [ZEBEER A v F & EEHRT HAFIEEZLUTIZRLET,

@

LT T#H#1 €8RS,

[(RA—k)] - TEEBY—)] —
EE@E® RADIUS 9547 &Y —in—] ZEREL.

[y FD—o1R) O—H—/\—] <,

@ #FHHERADIUS Y SA4 7> FEMEIZT., FiE3EHZAALT IOKI 9 vH ¥ 5,

-2y
"FRLR:
HE—O LYk

urL.\nIEX’r YFIZT

K& : 28 (AHA4 FTIE TAX2430S))
FEHRAYFDIPF7RKLA (74:73«( KTl& 172.16.0.11))
Lizy—9 Ly bF—

-Windows Server 2008 R2 () 5% 5E &

[RADIUS 9 5A4 7> bl #HO YYD

(RHAHA FTIL Talaxalal)

[ ortnim e wmos -

L RADIUS h54 Pk

&= |=HE

B ] RADIUS 554 P bt —) -
3z RADIUS 534 Pt
5 UE—F RADIUS H—)i—
w =) A —
m W FubO—0 PHEAIREE
i
iy T L DEIR

j——

[@nesm—an

HE | SRR |
% 20 RADIUS 55 For baashiz 3 30ED
| BRrqisy s L bt

=T

ZEE. HLURBRER

R TFELL
2L BU(F):

IRXZ#SUS

FELA (P iz(d DNSHD):
|1?2 16011

HEERO.

FEEY =Lk

BRFQESY —D vk T2 - FEEERIM)

[#=L

A DLy FEEH A S5
[ESR AR Wl =i o)
AR IS R ENENT T, oA

=1
RADIUS H5 12
= blubttlki{+): | R

& FaEh(L)

HHY—DLwkE)
[oeosese
AL =0 Ly FOFEER A0

[sssssss

" AERRIG)

I= |

L [Fan] ELuubl, BENTE R asB sl
—Dlu k%, (&0

IJE:

i o

et

| E—

3.5-24 RADIUS 9547 E(Windows Server 2008 R2)D

-Windows Server 2008 ()&% EEIE

Lt B ) li5dE RADIUS BS54 Pk

FrAF)  IREA) FETOO
e | > [m E
@ MNPS (0—h)l)

= [ RADIUS 954 Fu bt —)
2 RADIUS 531 Tk
= 'J{ I RADIUS + -/
@ Ef -I“‘
3] g ?Jl‘"j D POTAIREE
B FhOLTL

I
B ET.

W C RADIUS 251 P bEEICESE)
FAREEF LA

T BUELFY:

[ErET]

TELA (P Fd DHSIDE

[T7216071 RO

B
— 8% RADIUS 551 72 LA RADIUS {E8EEIETEI DM,
DS T b NSRRI,

AHEM)
[RADIUS Standard

— /8 RADILS

=
~HED =B

ok
S by EEIE AT RIRAT (28] &DU /Db Eiﬁtiﬁi@‘%ﬁﬁ*ﬂ L
Rl wAlnhlde, CoIEE Y b 5 551 7 OB
?ubi’éma‘ét§ﬁ‘aﬁﬂia‘ - awrttsm‘ﬁt I SeFHEERIENS

= FEp ©EFRIG)
Hagz by kE)
|. i
HE ¥ MW ANIO):
538989
[IENIAFa

[™ Access-Request Hub—(E Message-Autherticator BIHELEEF SR

I RADIUS 251 P b NAP (2305 LTLSIN)

Frtl

=10l x|

A - RleETEE .

| —

—

3.5-25 RADIUS 547D E(Windows Server 2008)D

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

51



AX 2 1)—X NAP Y1) 21—

IE

3254 F IEEE802.1X :B5it#m (&

EBMA TS 32® IRADIUS 54 72 A NAP IZxth LTULVA] (& VPN AR EEE

D=H, FrvIT2REFIHY FHA

RADIUS ¥ 54 7 > FDiER

Efij—%) RADIUS 77'{7/ ~ (unu\nmz’f “J?) ét':ﬁ L/—CIE.IJ:O)

8 hix)

E

10—

nlﬂié,?a o

ki Pl e A
JPME R FR AN

=10/ x|

NPS MOAEmIZ. YER L 1= RADIUS ¥

= HEHED

ATV D FET DEEHRT D

@ W
W reowssoomb |

B[ RADILS 551 P et =)=
o s S RADIUS 2317 Mad, fbI-AAOFA AR M I D400 -0 PHUR H-)-HEETEET.
5 VR~ RADIS H-1i- i!
L= A=
B ob0-h phta iR 2LFEE [P PELD [FRAOSET [ NAP 6 [ 178 [
b T T AW 17216000 RADILS Stendard Mo HH
oy 5 - o AKI2405 17216001 RADIUS Standsrd  Wo i
< I b

BEGERAR) O—DRE

NPS IZRADIUS U TR +&21{E

3.5.5.

® ®y bI—=9R) —H—/—

3.5-26 RADIUS 517U FDFRED

LIS EDREBZERET SFIRELUTIZRLEY,

EEIZT, KEEOHFOD KR o—) ZREL MERERKY o—)

RV LT HR €8RI D&, 4 — DRSNS,

@ #HLVMEHERARY S—E@EIZT, R
—%& (KAA KTIX TNAP #&5%&]) %
AAL /A FH 1)V 0F 5B,

Copyright © 2007-2010, ALAXALA Networks Corporation. All ri

Th 3y bI=D L= Y=li= = = P [=] 7|
JPIMF) IRHAL EBRO AN
e A il * Hay
[@ NFs (-0
’1"2!3,[’; r;f-t: % I ﬁnmﬁt‘&gﬁi usmit‘t]!&auf-i- HADIUS"!-J\—{ m«vmms‘rnv Na#
5 -t raons v - [P =
L T a— BATERAE — BESHORERON
1 Fob0=0 M- ‘1" HANE AL -DENELRD - SR TR T T 22T,
R s

AR
¥ Ny Fal0-0 PORLEN
B PILF AT

Lo

ghts reserved.

R LAY

MNAFTNR

1;31«)% x'E -0 PO, 4= DML TR 70 b0 -0 Poba 4o ledirT e, [

NP5 |, o T 4=t o i

A R LA, Y ohite h

 Foh0=D POt =) -OHINS
l?:'ﬂ.'L.

ATV

|

o | A ]
3.5-27 EHERR)L—DORED

| _Feidn |

52




AX =X NAP Y1) a— 324 K IEEES02.1X 25 R

Q) FHOIEE
#FLUOMERERARY >
Z0Vv09 %,
EHOERETAICT TNAS R— FDiE
HIZERLTIEBIMEY UV IT D,
&EIC NAS R— FOEEE@ICT
[Ethernet] #F v 2 LT TOKJ %%
w2 L, RNED,

EmEZThEm)

B EREE DR E
[R~1 &0 vY LTED,

RELAEDIETE

FLLERERARY C—EEICT, TR
Y kD=9 R)—DBIARELY HLE
%951 ZFTvy L. EAP OEHIC
Microsoft: {RE#E St 1= EAP (PEAP)]

ZEMY 5,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

(% 8 hR)

FHLOESERMD -

‘.

— |

ST OREE
BEERCOUTORERR A EF I ERR I A

EH0FR J :

CORYY - IDNCBERTREA AT FOMEEEEELTT.

£

ELET SR{ED 1 DORENLE

X

ESEE) . BB . : i
w RETBA{TITYIBAT VPN K AOTERD)
i a
Vi NS g [ e Hodem) Hech L
T iS5 []Sync (T1 Line)
'_(P‘—l NASTPd P | Virtual (VPN)
van NS TEL gt 000 nOIERER A OTEEN) P Ayha=5
HEETES
¥ Ethernet
g NsmeZ o0 ;
| NAS PP [T Token Ring T IPus
HER LR | Wireless - IEEE 021
ZOHET)
[] ADSL-CAP - deymmetric D3L Carrierlese Ampliude Phaze Modulation ﬂ
[] ADSL-DMT - Asymmetric DSL Discrete Multi-Tone
[ Async (Madem) L! =

i)l

). | Faf) |

| T |
3.5-28 EHERR)L—DRED
x|

FHEOEE

‘ | EEERACOM Y - ORAERCT INCERRITRINEE, 1 JLLLIEE L IR0y, EAP FEEEC, EAR @
i %g%@%@&%@ﬂ%ﬂiio NAP EERIT5 B0LTK F =N

fhakEnE EAP Emﬁ‘i@‘%

¥ Fako=h A ELNHEEB0)
] i ) L) SEREMILON, LITOSFEEEAERERLET, VPN 3. B0 NAP RIERTS 80215
FeiF &L, PEAP 53 IE U
EAP (DFEZAIL. WPS E551 P HEOREIT. ZTENTOBIERTAI VI - FENET.
EAP OfEZA(T):
Microsaft: (REEENE EAR (PEAP) )]
TFertBehin)
BnE. | w5 | 4kE |
T LROIENZEE S &
[~ Microsoft BESL —32s 2 (MS-GHAP v2)(\)
[ GA = FOEBRA LI, 3= =B8N = P E el i)
[ Microsaft EEE1L MS-CHAPIY)
il N s A AR P o )
[~ BES{ESNTLROEEEE (PAP, SPAR)S)
| oo S P e e e WA N e T e B
L I O e e |

3.5-29 EHERR)L—DRES

53




AX S 1)—X NAP YV )a—3a>#4 K IEEEB02.1X 2R (5

PEAP @ 7 O/\T 1

EAP DFEFE(ZiBM L 1= TMicrosoft {R:#
Sz EAP (PEAP)] Z#IRL. MEE
0w d bR ESINIZEAP DT
INT 4 DERE@EICT, (IAZEOHRTE
& TREDFI VI EAMT LI BF
IV EINTWS I EEHELT TOK]
Z0Vv09 %,

8 hix)

fFFENL EAP OFOXT 1S

57 M LT, =20 10 OEIBRE I B MEIBREEEIRL T4 RS COEE
HEF%%[%U{% FHEA AL —(ZH0T. (FEE0 EAP DRilSEERLEEIIRE L0185t

EIBREMEITHE: 4 example co jp
e I

HiTH: example-DC-CA
HhERRE: 2011701422 9:46:32

v EnESREREENIERE

[T BEE{ R B RS P e R SRR S S(C)
v Fob0=8 POE 2 {FEERREHIT N

EAP (DFEXR(T

{73511 T TIFEESA L AAT — F (EAP-MSCHAP 1)

ey |
SR |

gy | EED | EEE | o | meetn |
3.5-30 ERERFII—OHRED
@ BEDHER. TR~ 20 v I LTED,
TT1HREVEIVY I L. D4 —FEHRTT 5,

© WNBIEFOEE

Winodows Server 2008 R2 D&

Windows Server 2008 R2 TIXEFR THER LR O—RT 74 I FTREBIEFT11EBYET,

Winodows Server 2008 D5&

ERLLT=RY) o— (NAP1&Z) 2BV Vv LT TEABE] ZRRL. REBIEFA T1] £45

&I ITEET S

e b R e L
FeAIF) BRPEA) FE) AAHH)

=10l x|

| IJ. | B &

€ NPS (0—h)
=[] RADIUS 454 For b th—i—

X VPN S 202 1X RS,
5 RADIUS 534 P -

CERERAL T, EREREN
tecee IS 77> 0.

UE— |- BADIUS H— (T EFBEIEE TEET, NAP
TAFEENO)

35 UE—F RADILS - H1l.
SRETEE
|5 mER Y —
A bn=h AU —
] EREA -
W, o O—h PHUAREE
B ATl

‘‘‘‘‘

EIhCFE(D)
AIBRIL)

g BEIOEE(M
UL —(DFERIG)
FORT1(R)

AJLITH)

3.5-31 EHERRIS—DHREOD

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

54




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

3.5.6. AT LEEERIEY—IL (SHY) DORE

NPS IZVRTLDEFY TR —%E

RETAHFIEZELTFICSRLET ., Windows Server 2008
R2 & Windows Server 2008 TEANDHABEMICDOVWTIEITHRTRLTULET,

D X2 T4EEHBRIEY—IL

windows Server 2008 R2 DiZ&
Windows ¥ a1 1) 7« IEEMRIEY—IL

Y b= R O—Y—N—EEIZT, EEEOHD [y bT—0F7 VA RE - VX T

LIEEMRIEY—)L] - TWindows ¥ 1 1) 74 IEEMBREEY—IL] ERFAL TIERE] 28R L.
LE@ECREN: REOERI 262 v LTIANT 4 ER<,

BA7h0—5 RIS Hfi

TAME) R EF ANTH)

_(olx=
&= 5w
| RADIUS D34 P bt =)o
L5 - LT L IFRE RS —ILOERE T, S = AR D05 Pl b by —A—DEREFEELET. B0
o L—h T 5 BRERE A, T, SHY THEOSREDREAHA - FEN TSRS, BN — TR T 2EN0HE
E % Gy b= PO RS PR
= 8M YAT LIE#EEETY—)| °
B = Windows £ 10711
o ERTE
28 I3- 2-F
5 fEEt == N
B AT
- T - T BT
HIlBIL
Jq [ » AN
[Zoizs [

3.5-32 AT LIEBHREEY—IL(SHV)D R E(Windows Server 2008 R2)D
Windows Server 2008 D&

Windows ¥ a1 1) 7« IEEMHRIEY—IL

*ry b= KR O—H—N—E@EICT, EEEOFD Iy hT—0 70 A RE] #EEHLT
TR TLEEHERIIY—IL) 28R, AE@EICEN TWindows X2 T« EEMSRIY—

L1 EFES2 )y LT TANT 4 Z58IR, Windows ¥ 1) 74 EEMBRIEY—ILD TO/NT 4 HE
mICT, ¥ 20y 09 %,

e e e

2rMF) BREA) FEO ANTH)

) ol
@ 2E B

[@ nPs(o—A) B R :

] RADILS 557 bt - S B T ER DAY e

L] -

05T TS BRI AEE TR T, SHY 2FRITE
= Wy Fwbo-h ot
M A LEREREEY -1
3 iEE - A
5L P

AJbAH)

s P T F R IERRE R -

3.5-33 LYRATFLEREHERIEY—IL(SHV)DEEE(Windows Server 2008)D

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

55



AX 2 1)—X NAP VY 1)a— 324 K IEEE802.1X

At EIEﬁ (

8 hix)

Windows XUy (EEREIEY - INLO0F0T

L AT LIEE AR —ILERAC TR F (T [ERR] EoUwhlEd .

| FBEAAC). i

%:5*— O— kDR

D5 o by —h PO EER LSS, Cd AT LIEREESE

WL R TS AT LIE T — 2 1 Mo DRSS S e THE TEAS

IS — JI— Rk iEEiERLE T .

SHW HLEEG T —E AR T EEE AE) [EEZ =l

SHA HLEEG T — R TSR AHD [EEEE =l

SHA Hi NAP 254 P MIEELTL SR AN TR B

SHW MRS LTS A0) EE= =]

MHBEIROLS - O-FERELELER) EE= =]
oK | =t | mEE |

3.5-34 YRATLEEEBRIEY—IL(SHV)DHRED

@ Windows &2 !) 7«4 EEEMERIEY—IL
ARERENREF Vv VEBDERELLYET, 753472 FOREBIZEHE THEYIL
K&V, BEEXRHA FTIIETHDEREZF v I T 5hERLTUVET,

N—rl-
- B E

EZ1T-oT

Windows Server 2008 R2 D&
AEMEIZ T, 'Windows 7/Windows Vista] Z:#R LEEADFREFRICF v INA->TWSI L
T 5, RHRIC TWindows XPJ IZHEFMIBRICF = v IDNA-DTWVWS I L #MRT 5,

Windows 115107 EXEEIEY—)) Windows XP

Windows 7,Windows Vista inlx

Windows {517+ ERHRIIY )L
13

B /indows 7/
. Windows }(P

LT MEE AT, Wirdows 5207 RS- LA - SES 3T, R —
LEREIL & T, Ao b= BRI I TP T -2 0Br e nET.

ST R R TR R
I AFIA—NEE

7 2 bO=D4RE T LT P P — )L R E)
DANATEOSE

[V 4 L ATHERY T MIIP A
[ o LA RO T

Windows 7/Windows Vista
e

1T ERITE

LT OREREALT, Windons 13107+ EXUEEI—I0RS —5ES |49, B  —

LEPBE ST, 2o M- BR TR Vol T -A- OB ERENE T,
a7 B A SRR TR R
I7AFIA-NEE

[V oy b =hAERR T LT v 7 = HENED
I1NAFEOSE

W s MAHER 7 P A
¥ oA VS REROIRE D)

AAILTREOEE REEROSE
[ AN T FEEP M- ) ¥ aghEFAHL
W AR RIROIRED) 1T+ ERT OIS LOBE
. [»||| BEEHAOSE Al [ [+ [ 5205 (B FI3L 0 A T RIS T M OPI AR MR TR«
n_| =t _o | ]
3.5-35V AT LIEHEMERREY—IL(SHV)DERE (Windows Server 2008 R2)®
Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 56




AX 2 1)—X NAP VY1) a—2 324 K IEEE802.1X

Windows Server 2008 D&

ek (5 8 hR)

I'Windows Vistal @ FDHEEMIFERICF T Vv IMNA- TSI L ZHRET S, [EHRIZ Windows XPJ
BTHLEMBRICFIVINADTWNDS I EZHERT 5,
¥Windows 7 I& T'Windows vistal W% JORNBTEMELE T,

Windows. 1527 (EAHEREEY ) Windows 7,Windows Vista

Windows Vists | wirons 4P|

SAFOREEERUT, Windows 227 ERERSEY-)) R -FERLET, COURRUAPRBLL. 2vhD-DEERTBIFPU L JuL1 -A0BHIESEN

BB [wincows 5107 (ERHEBEY—) Windows XP

Windows Vista Windows XP |

|

;[Fwéﬁﬂffﬁbt Windons T2 20 T ERHEEEEY - ) MU -ERLE E. COTRIRLAPIBILN. 2o MI-D R 503 Pub 2P - RO MHTESE

2

)
-
7747%% AT M
[I’MMW LTI D MERE) ‘ (ra;wagmmwmawm‘ﬂsm |
BORHE B
(r B E DI ¥ SAHEREORED ‘ (I? S W AR ‘
AT ]
(rv' AT ) F AU O RSORED) ‘ (w BEEH AL |
BREH ok a7 (BRI LL3 T
[IV CELE ) ‘ I 5T E DY SAO AL M S5 P T A BB 3R
T BRI EEE E
i el O R L)
s AR AR 5P MRS T BTN 1o B A S: 7
EEDLOEIL 5
BTN RID 5 B0 507 o B RS = BRI, Moottt PEERT(RTOToLAARTESS, RRCERITO LRI BRE, Aot 1 2
r%%rg ?;gwu Mierosaft Update D5t 7 BT 045 LERRA T A% T, RGBT OV LIS BB S, AROUTI 1 J3EEE i er Lt e ¢ ilindone Undste
I Windows Server Update Services ¥ Windows Update
oK Footh | mEe | ok | ke | mEe |

3.5-36 YATLEEMERIEY—IL(SHV)DHRES

3.5.7. EEHRY) O—DHRE

NPS IZEFa)FaRY:

DI T RHEREERETAFIRELUTISRLET, KHA FTIE,

BEAKREDORY S—|EBELXBBORY O —|&FHK L TULET, Windows Server 2008 R2 &

Windows Server 2008 TEH M H B H

@ HLWEEHERY O—DER (RE

&i8)

HRRIC DWTIE TR TRLTULET,

2y bI—=OR)O—H—N—EEIZT, EEEOFD (KR P—] ZEMLT IEEMHRY

U—1 EAV Y YO L THR £8RT S, FLOEERR) O —OERERIC

BE&RELT IOKI 29V v09 %,
Windows Server 2008 R2 DiH&
=R —%&  FE (KHAA KT TOKD)
9S4 TFVFSHVDF v IRER :
$ARTOD SHVY FTyVITNARLEI 54
Tk
-COEEHMHRY) O —THEASATLS
SHV :
Windows &2 ') 71 EEMEKRIEY —IL
[BEE DB Z IR

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

T. RD3E

SRy b —b RIS — -

EIFOFATH SHY ERALERS, 13-

COER A —TIEASNTLS SHUV)

S [=1]
TrAIMEY HRCEAN SRR ANIH)
LA a7 Has
@ NFS (D=L} R — HLOERHERYZ —OFER x|
RADIUS Do P betf—)i- o =
[EREIE U ERERY -0 b0 —h POAIR £
54 s TR O O B |
T yb—h A — 3 E#!ﬁtﬂ/: ﬁﬁi‘&ﬁﬁib?? E#lit;“ —HEAERIFHEL 10k
R R = XT=, Iyt TR DR R A EnLE.
= %, ob0—h FhEIRE
B PALT I BRRF L = R BT
o 0L -
I I
U =24
Jox
D5 T b SHY (AT LIES HEEEY— L) OF TolHRiLy
_ [FAT@ SHY FoBAALESS P =1

[ —
HE 6T

- FeA

B 3.5-37 IE.%Ti-kUv—waQE(Wmdows Server 2008 R2)®

57



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

Windows Server 2008 DIBA e s

e ILFY  BRPEAY SV AJLTHH)

cRYS—& B (KA FTE TOK) (G B0

€ NPs (Ol — dE=i
_ . = raows psrmbene | R e A R R i e et
9S4 F Y FSHVDF v IRR : EEL
= ’fﬁf*j_{nj .,
. o _ O A= A —
~N " Z - iz IR — sa
TARTD SHY Fr v DIZRRLIZY 547 = W, 2yko—h PhbAREE = | 5
L e TR S AR LE T, RS — BRI B, 1 Dl
>k SEDZSF T A ORISR — R COERTEN 5
- s, PN D~
- COEEHMHRY O —THEASATLS fox
H5A Tk SHY DF 1o HISIL):
SHYV : [F7T@ SHY Frobld LS T |
- SRR —TERSN TS SHVW):
Windows ¥ 2T A4 IEHE EEY—IL i |
¥ T« ERAERGEY Windows 1% 107 1 E P TEAREEY )
L] | >l . :
T ok | wetn | EEA
TR

3.5-38IEHE MR —DERTFE(Windows Server 2008)D

@ HLWEEHERY O—DER (RELXKR)
DOERBRIZR) O—FFHMER L., T IWEHZHRELT ITOKY 29V vwv T 5,

; PN —lol %]
Windows Server 2008 R2 D358 THME) B ERWD AMAH
R TR 2 e L L D —
PSS . . ) - RADILS bw‘»%tﬂ—ﬁ-f E
74T SHV DT = v IR Y | SRR |
. - = 5 dohg-n - A -
1DUEDSHVF T vV ICRBLIZV 54 et [Fis Ly e el e e E R
® iy b |ox
Tk i B 073 = RS
° | =l
COEEBAYS-—THEAEATLS o
SHV :
I G S LER R ) 0 rE
Windows €% a1 Y 74 EEMRIIY—I/L p————— [T2LLED SHY FohRBLEDS A Forb =
BEE D@ ZER
1 » -
B & 2 x|

3.5-39 EEMHARYS—DHE(Windows Server 2008 R2)@

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 58



AX 2 1)—X NAP Y1) 21—

Windows Server 2008 DIF&
- RYS—2  FE (KHA KT TNGD)
" DFATFUFSHYDF v IRR
12U EDSHVF vV ICRELI=I 54
Tk
-COEEMHRY) I —THEASATILS
SHV :
Windows %2 ') 7 1 EEEHE&EEY —IL

Q@ LEEMRY > —DHER
NPS OAEBE@EIZT. R LT=2 DDR
O—INEFEET SHEEERT D,

344 K IEEE802.1X

At EIEﬁ (

5o hO—b MU —

8 hix)

H—)5i—

TrAILFY  FRUEAD

FW) AULTHHD

&= |z=Hm

(& MPS (Ol
EREE
o IEER AR

W, GobO—h Fht
e S

O RADIUS 554 Fre bt —p -

O HERRERA L —
A b= A —

o IERTERRU D~ RO -0 PO {REE (NAP) T{REE S, IENEE
1 -5y b D P b ER TR L E AR E TS E T T .

T =,
- NG HOF0NAT 1

AIREE

SAFE I

A S —SE e AR L T BRI 2 —asER g B, 1 Dbl

ﬁ i =4 AR — B S AR 2 —Zi3 L, EIER AR 3 —%=iE

U2 — R N

NG

BS54 T SHY MF 1d 5L

[1 DLAED SHY Frodc kB LS5 Tk =

SONEE RS —TIEREN TS SHW:
E=501 |
Mindows P10 rE RSy =)

«| [ »]
I [ ok | =stn | mmw |

3.5-40IEE MR —DEETFE(Windows Server 2008)@

ek T e e

rOME) RIEA R L)
R e e el
@ s -nn . - TR~ NI =0 TSR (NAF) THEFENES, ERIHRD —EEMT5E NAP
3 iﬁmus D3 T b =i FIEIZ Pk T LSt AP AT P E s E C st T,
3 = A J
| EEERA —
Y- _—
& EUs = i
®, dubo-n POEARE ||
S, FirF s
T SHY DtED 1 JFEBULEES, 55472 MICORIY —DRHERELET:
1 Windows 21T EREREEY b
N —

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

3.5-41 EEEHERI—DHEER

59



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR5L#w (5

3.5.8.

*y FIT—=9 R —DERE

8 hix)

FREL1& VLAN EHRJE VLAN DR O —Z1E T 5 FIBZE L TIZRLET,

(1) &85 VLAN QR Y o —4ERK

@

@

©)

@

v b= R —H—N—EEIZT

BEEOFD K1) —) #EBAL X
Y hI—=OR)—1 EHEI)YILT
M#i#R1 #BIRT B L. 71— FHE
BmEINd,

FLORY FD—9 R O—E@AIZT
RYL—% (KRAA4 FTIk TRIE#&
VLAN100]) Z#AHALT IR~ &5 Y
Y79 B

EHoEM (A—Y—JI)L—7)
FLOWRY FD—9 KR —E@EIZT
Nem) 229v99%,
FHOERE@ICCIA—Y—YIL—T]
ZBIRL MBI 20 Uv99 5,

A—H—=S)L—TE@EIZT [FIL—TD
By #0995,

B
Fuh0) =D RE Bt EROEER OIEE
‘“ AubO-p L —OEFBEURYY —E AT AT T8,

—

AU —&(A):
B

SRR

NPS [HEEEREH TR N0 At $— /- OIESERRL T, Ao b0 -0 PAER B/ - DfESmERT DM, [
A HER] RiEETHCNTEE T,

@ FybD-8 PO - -OHEREE)
[iEmEnlL =~

 AUHERR(W):
0 =

I | e |

3.5-42 EBEE#& VLAN QRS —EED

S OtETE
‘ R HLTIO A kDb A RIS B R R AN S LA, S KD 1 DR
= - =0T,

2 OEIR —Tl x|

ZEHBEIRL. e EAalLdd.

Hl= £

Windors )1 —F
\_;,- ggdn‘;u%mbz;%%#(s 1 Y- 2 EER DL L1 - ASERENE S - OOFN N CRIE LTS 2B

] P20 s
P i]JEJ_Q ‘5)%7@31’#(3 BETD I - ERLE L - T OOFNME B LTO S LENES IR IEE LS

=3 -7

jé‘:ﬁ‘i HGAP I]E)‘TJ A B =R COA — [L—ﬁ@'éf'&bh I HGAP (Host Gredential Author zation
Protogol) 05 —ay Bl —FHEIEE LT, HOAP TOFILE, NP5 P64 —F =T &lnyb=h 7htR,
YR (NA) S PRDie E TR RN A, ;@ﬁf#"&fiﬁi?ém[g NAS @b%li)l‘ﬁé‘ﬂn LT &

Ear
3.5-43 B2 VLAN QRS —EREQ

24— 2h=F x|

COAU L — (= EEF DR BTG = A ST RTETE(S)

=2

S-Fois. |

[ 1

BB |

ot |

3.5-44 BBfE# VLAN ORYS—EFEG

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 60




AX S 1)—X NAP YV )a—3a>#4 K IEEEB02.1X 2R (5

® JIL—TOERE@EIZT, HAOEEN
BERASAUTHIEEHREL., 3.5.3IC
THERLEINL—TR (KHAA FTIE
[Sales]) ZANT %, TOKI &0 1)
yLTcEEBEHALS.

® &H0EM (EEHERYS—)
HFLWOWRY FIT—HKRY S —
NHeml #90vo99%,
SHOBIREGEICT TEEHERY o—|
ZERL BN 20Uv995,
EFEMEARY) —BEmICT, 3.5.7THERL
ERESKEEBORY) Oo— (KHAA FTIE
FTOKJl) #:&#ERL. TOKI 20 Uwo T
B, REICIR~N1 &) v I LTHED,

BmEICZT

@ THOERLFADIEE
TR~ #01) vy LTHED,

8 hix)

S—7 OFEIR 2l x|

A0 1o OFEREER L TSNS,

Ifj','la‘j’ AU o MOFEERID)... |
BPTEEEL TR E:
Iexa mple cojp IRERIL). |

ERF A IV D BEASILTHEE (HE:

Sales R OHEETIC) |

SHHERE(R). o | wem |
y
3.5-45 FBFE# VLAN ORYS—ER@
i L0y KO —h s — = |
FHFOrEE
J ! BEERCOCTOO R MI—h UL RIS BT RE TR AR EIEE LT, SR 1 D0 s
g BT,
ZPEFOER |

ZMEEIRL. GEM] 0V raldd.

- D GF
@ 1 FROEMHE, NAP IEMSEAT — AL b (SoH) GlUHETE LTS TR T &0 51 Pu baHc AU —EHFRLE

"' M5 *:" l:}‘\ 0 7\@*1’*(1 BRI DI L5 GERLEFO PP LB —E TS DHOP 2075 P FRLA U-2

= SRR LT e B b e o T

pd gty b U [ o Y

AP HI TP

A N e T iy, BT 1 = Bl AP (LS ITE RIS TE ST o COMEE, 55Tk T

D P R RS (TR AT o A BT B ST RENE Fe

gy AL —TCAF _ _ _

s Mﬁf%’fv’ﬁ{?oﬁéﬁg T D SOy~ BT BENLBRAN =T SAF
il B .- 5112 S —

B HIE A L —EEIRLE . BLOES AR D — R R B
iRl =2 LET .

IE S A 2 —(H)
T |

FRERO).

ES IR
3.5-46 EBEE# VLAN ORY—EREG

FHLOvEz D -8 KU —

J ) POUASFEIOEE

— HRERAOAND - C—HTIHSL. Fob0—0 FOEAGFI oML ES TR HRLET.

@ FOEAEFEITD
A5 P MOBEEATT I COA S — DRI B TSRS, FOTAEFATLES .

© PhEARIES TS
D54 P MOBEEAIT I COA S — DRI BT S, POTARESLES.

T 2=t 2wl JORTr (NPS UL —HO0IREEND) [CL-TPIERARTIRE S
DA T HOIRESATTAC DA D — DRI — B 2ds S . 3 —H— H v J0T R LT PO E el i ES L F.

LRGHIIEET|

=0 | xest |

3.5-47 BBEE# VLAN ORY—ERE®

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 61




AX =X NAP Y )a—S3V0A4 K

AL EDIER

(R~ &)y Y LTED,

Q@ FHHIDIERL
TR~ &)y Y LTED,

REDHER (BHEEM)

FwLORY FT—YRY —EEIZT,

EEEOHRO MFE] 28R, AEE
B 2OV %

Copyright © 2007-2010, ALAXALA Networks Corporation

IEEE802.1X

. All rights reserved.

FREk#R (5 8 ki)

LU b AU —
B o453
‘ | BRERNCORY O R EL TR, EAP EEEIL.
el L T e S BEEiAD - e
iR AR A RENZoHEEN
EAP DEBEIL, NPS 05 P heORIT. Fomaf| T SIBRFTA YT - hands.
EAP DFEFE(P):
N )
TR

e | | wmEEn | AR |
BF2YTo LANOENSTES T
[¥ Microsoft F§ 32 2 (MS-GHAP »200)

P MAT- ORI, 2~ A0 - FOEE TS 3(H)
¥ Microsoft 1575 (EZZSE (MS-CHAP)()

P HAD- FOEFRAINETES. 2 —00 - FOEEHTI00

(GHAPMLY
(PAP. SPAPYT)
EHEERTVT -5 P Mo BT T 3 5(0)
I IvE1-OEREF T 0BERTIE)
gine) [[Cmam | =7 | sk |
I o
3.5-48 EBEL# VLAN ORYS—ERD

Eiliplnisa

*\ﬁ’](} }3’(‘§3‘<‘h‘—ﬂ@‘
S (TIEREREQa '.l[

!‘ ,

!

o Al )
EELET.

A D —TEEN A SA AT HEER AR e~ L 38
REIEAT L a0 TF, SR EMRR LGRS, DRATEM 22 LT

Mooy I — A — Il TR L o
3&(@*'J¥7ﬂ‘?§ﬁ§2€[;—i?bmtﬂgA Frb=8 PHZASIESENE T

SIEIE)
AP R T ST SR TR IR S P TISELS
w3, ot A LTh I AT R R LS 45000
I Galled-Station-D [E—=]
BILes IR
T NAS H— g
G T e O T
=gy =4 °
3.5-49 EBiL# VLAN ORYS—ER®

FLivky O —8 AU — =]

SoEDHERY,
‘J‘\' AU — DT ATOHY FD—8 AU 2l 5 LU RN — B S, NPS (SIS (05 LT milA Lt .

Mo ROI— AT ‘mun)‘é{iﬁﬁibi@‘

‘%H‘t*‘ﬁ‘]h‘ﬂﬂ‘Q*[ TP aTEnaHe. ComEMEREnE.

ERFE(S):

SEMETEE RADIUS 'ijﬁ/k (ZU3. AB%E RADIUS F5

EEEIRL. RE]

FNLALE T, BIEETHLN RADIUS DA T HOEEENFHE Ao 0
BRTE DR, RADIUS ’:‘71“’/ X7 F*«‘l}/ FESERL TS
) AEEE
BT
&ohO—b PO TR = & |
W, NAP 3B Framed-Protocol FFP
JEa IR Service-Type Framed

le“?{ﬂt‘}{‘ +Pa

5 T B LU RS
%IJ"J HTFORIIL

o T DL
o L

s ) HIBECRD
1P s B

mAP | seAmn | =T | Eenen |

3.5-50 EBEE# VLAN ORY—EREOQ@

62



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR5L#w (5

W)

®

R4 RADIUS B DEME@EIZT, 72
T ADEEE F802.1XJ l:EQE L. F&
3DONEMZEEMYT S,
-Tunnel-Medium-Type = “802”
-Tunnel-Type = “VLAN”
-Tunnel-Pvt-Group-1d = “100” (FFE@9
% VLAN ID)

EMEEDOHERR

PRI VIR B AR L
ZO0)v09 %,

Z Z T . T Framed-Protocol | ¢&
lService-Typel [FHIBRL THRLY,

P/ 2N

ET1 270y LTEEZHLC %,

(2) #BEVLAN DR o—ER

@

Ty RI—=9KR) o—H—N\—DEHEI

EEOFD IR >—) ZEMAL
Ry bT—=OR)—) RV VY
LT M1 #BIRT H&. w14 ¥—F
MR EN D,

wLORY FT—YR) —EEIZT
RS —% (KAA4FTE TEE
VLAN30]) ZAALT IR~ 9y
79 %,

8 hix)

£2HE RADIUS EHEOEN
BHEESESENT B, BHEEIRL. GENN £0U 2L TS
IHE A AEEOERFFBIEEEINT RO, SO PO Ao ARRALT L HEE] EERL. GB
D0 EAN LTS
O ADEERT):
[B0271x =1

BB
BET ~|
Termination- Action

Tunnel-#Assignment-10

Tunnel-Client-Auth-10

Tunnel=Clisrt-Endpt

Tunnel-Passward =
O I |_’|_I

EHER:
tﬁgﬁé@ AR - FEERATEST0 R (L2TP &E) ORI E R BEECED ML AR — F AT FEIEE

IBN0CAD.. BAL(C)

3.5-51 EBEE# VLAN QR —ERED

HiLLks F—d RS — [x]
SBOEDFEEY,
..‘“ RIS - OFATORY M= U2 SLUMRIN —FIULIHE, NPS (HIEFREER (071 TSR 2i8F LT
PR b P ol ot S _
A EAREEE R — AL PN TENBRE. COEERENET,
HES):
RADLE Bt SEMB R RADIUS H34 P2 MIRES5(0L, 124 RADIUS BIEHERL, [RE]
R SN Dy P e R
oy LBAESUTE. RADIUS 55475 MR 1 el LT 8,
Ly
“ BT
A9bI-0 PAS
_b NAP 3EH]

Service-Type
Tunnel-Type Virtual LAHs (VLAN)

Tunnel-Medium=Type 802 (includes all 807 media plus Ethernet canonic
Tunnel-Put-Grovg=ID 100

18RI
}Iu-}f‘jJt'JT:*l- Pz

& FhEIUREE
?UU;UD Fan

0P 7S
o R

PEE s | ). | EBRR |

sk | s |[[Ere | wet |

3.5-52 EBEE# VLAN ORY—ERED

HiLl o F 1 RYS— x|
Sk =D R -BHEREOEE OEE
‘ﬁ' RobD=h A -OREBLUAY 2 BT BROEE SR TET,

—

Y —RlA)
[remvLANz

bR

NPS (HERE R 2 d 50y b0 -0 PAEA 4 - —ORERREIRL TORED, Ry b -8 PAEA Y- i-0fEimiERTa. [
SAER] HEETRCITER .

& 3o bO=h THEA -/ -DIEEE)
[feERL =

© ALAEREL)
10 =

e LA |

Eed O T |

3.5-53 #E VLAN OR)—ERHD

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 63



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

LWk RO b AU —
STOHEE
BEBRCONTIOF2 17— AU £ BHCIMERT ISR BIE LS. DD T ODRALL

Q) FHOIEE
(1) ®R~®&EEIZ Ta—H—
—TJ1ETEERRY O—1 #BMNT 5,
TEEMARY O—1 1220 TIX, 3.5.7T
ERL LB R DR Y — (KAHA
FTIE TNGID) #FIRT B, mEIC TR
~1 Y ) vy LTHED, e

o R
NAPEIE TP 1 — AT, R0 E -2 NAP (ST S 2%
¥ 1B NPS (CIEEAT — A MR R IR N s T R3S,

S AR —T AT 2T
A X

g

ZHHOER E3
ZHEERL. GEM EoUvhlad.
Fubd=h FOzARGE

D QI;F
,@ 1D DREERDZEFHT, NAP ERTEAT — bl b (SoH) e (I E LB TRRIT #2051 P MR —ERERLE

a1

- *J‘—I:R 5:7\ 2L B IR0 1 - A SERLEP0 77 BIE—EdD DHOP A0-J0105 IP FELR V-2 J

’iﬂ?(ébtméz§ﬂ‘&éc_t§1 b#?

TELET. AT, P O

— b BB ML T VAT

il

SR HIEE A — R LE o LR A Y R PR B,

GiR] EhUsHLES,
A ~(HD s | wEE. | ERRE) |
I =] ).

I % O

3.5-54 #5E VLAN QR —ERE@

TR RAHEDIEE. BEAAEDER. FHOBHEETNEN TR~ TEDH D,

REDHER (BB

%ﬁLL\*‘y FO—O R —E@EIZT,
EEOHRO MEE] Z:ERL. EE@A

Hlivky FO—h Rz — [x]

SOEDHERL
’Jﬂ' AU - DINTOAY NI Ry B ST R —BULIBE. NFS IREER L TR E BEMALET,

e brI—h L — MR EERR LS T,
ZOARIHERERC— WL CromaRr TSNS 8E. COSREERENET.
- B
rﬁﬂDJ 7w 9 %, B% RADIUS Hls)

ABMEEE RADIUS 251 P MRS 2. 2% RADIUS BIEEEIRL, [RE]
wwLEd, WiEEeh LA E, B RADIUS D547, ..J_inéﬂi‘e‘fu B
GEELCO0TIE. RADIUS D24 P bW b LT,

BHEOEBME®EIZT, 779 ADIEE%E

EH FRIHT)
r802.1XJ IZ®E L. FRE3IDDEKZE YT E— !

Service-Type

Framed

10 IR
Jb“?{)ﬂt‘Jf— (e

BT 5,

PN Vrtual LA C7LAN)
E.Iné 70kl

8P oks
o 1Bl
1P 287

-Tunnel-Medium-Type = “802”
-Tunnel-Type = “VLAN”
-Tunnel-Pvt-Group-Ild = “30” (Ff/@9 % VLAN ID)

oL | REE. | ERRR |

RGHIIEZTN|

s | et |

3.5-55 1% VLAN OR)—ERHR

WiLL Az D5 AR~
SOEDHERK
J A -0 RTDAE I R - BT~
- =
GDAapI=h s

oG Es 2

NAP & (BBMEEEL
¥J?L,L\:?~‘y FD—2KY ’/—EEIZ’C
EEDOHRD [NAP &1 #:EIRT 5,

Uiz iHE. NPS (HERER A LTSRESERALET.

AT L

F,
—Z L CPIEANTATENSIAE . CORENERSNE T

SRRE(S):
- =, RADLS Bt O A ARDE LUt Ay =0 PO AR al 32N “
EEE&TFHEN%T?tZ%ﬁﬂT o E R A e
AT SN —DDBRNET .
B1&EFzvo L. TABEEI OF Ty O B e

2

P S
8 ERAE
JJI:‘—i'{YJtU{k FFhte

@ RERfTETHz2EFETI B0
., BT 5 PP T EROE. B 0SS0 RCHREN LRy -
DENLT IR~ ZV)VIT % i

EIEY =M= H—FE RS AL —F 80 URL

IS =)= =3, b —T0 URL, SRR RSB [
BRI B Al TR

& TP DB LR

e,JVJ Ereislsi RN
0 P2k &8s
Fald [ 534 Pk T 208 shigiEREhT o)

IF 3 O - TEEIN TS EREOE R LTORO T E1 - 5588
E FICIETRLES,

wne) |[Cant |
3.5-56 #E VLAN OR)—EH@

=70 | st |

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 64



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

FEE CNPS (X774 FTHEMBERESE L >TWWET A, AHA FTIERE VLAN (ZfmE
SNT=NAP O SA T CDAFHTEBEZTOIZELEEEELTLWSDTEMIILTULET,
BEEERETEVNDETERET HI58IE. COFIEBZEBRLTT LY,

@ TxT1 %2y LTCEEZHLS, LUETNPS DEHREIIRTTY,

3.5.9. DHCP H—/\D&E

SREE2 VLAN, 189E VLAN B K UEREIRTI VLAN DRy b7 —4 IP 7 FLRA%EfWI % DHCP H—/\
NDHEEFIEERLET, AHA FTHRETHELXZUTORIZRLET,

% 3.5-2 DHCP DBERE

FARE#% VLAN100
7 KL REEH 192.168.100.50~192.168.100.100
HIXRy YRS | 255.255.255.0
TI74IE
F—rkozA
&% VLAN30
7 KL REHE 192.168.30.50~192.168.30.100
Y IRy kYRS | 255.255.255.0
T4+
F—bkozA
SREERT VLAN10
7 KL REH 192.168.10.50~192.168.10.100
IRy kYRS | 255.255.255.0

192.168.100.254

192.168.30.254

T4
. 192.168.10.254
Fg—roxzA
DNS H—/\
10.51.0.1
@ RA—F)1—-TEEY—)L]—TDHCP] —iol x|
FrTIKE) PR F|O) AULZHY
w#H<, N EIEEC
5 Sy R BDonee E
Eﬁﬁb\bﬁié l“)"f‘/igﬁlﬁb~ Badc.example.co_jp
=] | e
fEHEERmFT(S). AJD-7DiEm
MPva) %454 1) w5 LT T#LIVR T 3 P 9

LT FRrAR AT |AgZEE, B IP PR ASER DA — Ao HTE

—7) EEBRT DLV F— FHBHIAS 1t ST Eey i
L Y= ] %L%EE?%’EHD%[ i BPE] A2 -0 ERLGAT-H

- - e ¥

*1’ é o A0 M%D - P 4= O Y BEELCVIERRLL. A5 ALTE
Er=A T2 MERECE). &ﬁﬁb((?‘;émg
Fn(y) b
B EERCE R
F0HTAR)
AILTFH)

LA TEFESLET, [ \

3.5-57 DHCP H—/\DEED

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 65



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

@ 4 —FMRRREIhEE, Ra—T4%
(KA 4 FTIX MNEEE#% VLAN100)) %
AAL A1 20w o9 5,

® IP7 FLRADEH
FLOWROI—Tos¥—FEG@ICT A
FE#&VLAN100] ICEEfY HIP7 FLAD
g (£ 3.52) ZAAL TR~ &5
Vv o ¥ %,

HLOAI—F TeHF—F _ 1

Aa—75 ~
BT DENORAT PR RIS E TR EN ST, SHIABNI T BT SR T,

=R AT AERE A DL TRE D, COEEREA NS RIET. Fy MO —BTIMAD—FHIE
0);9 fiﬁﬁéﬂéﬂ\t?ﬁ I HETE S EATTER T,

S )
SHBRADY:

<EaE [ menn> | Feitk |

3.5-58 DHCP H—/\DHFED

FLOAT—T —F i

1P PEL-AOS:R =
AEELE P PRELADE PERBILT, AD-7 PELAOREEESELET.

AD-INENSTDT L ADEEEEEL TR,
R P P LA [m2 ee 000
FAT P PRLAE | 192 . 168 . 100 . 210]

Hlggh AR TP PELAOE ORI ER 04 P 1D (O, ENEERAL
DEshEERELE T $ ek AL, RE0lA P "I*I/J‘\Effoti ECERT.

£ EN= |
HH Rk FAAU) I W5 ./ W0

<EaE [ rems | smesb |

3.5-59 DHCP H—/\DHER

@ BRSDEM TR 20U 9 03 %, TDR)—AHEL TR~ 27 v 0T %,

® DHCP#A 7L armiEmk

[SITCATLavEBRT D] (TI4HILE) ZERL TR~ 29w 0T 5,

® W—F— (TIAILETF—FzA)
TI74IWRT—ED A DIP7FLR (
£ 352) FAAL. TRA1ZD YYD
ERGR

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

HLOAI~F FF—F 3

== AFF2NF F—b21A) Lo
COAT-FHEN Y BN —R—FRET 7 - PO HEE T ST E RS,

B34 P BT S -2 =0 [P PELAEEI SIS, 20T FLAE FoA D LTI

IF PELAE)

| BN

1827166100 254 BB
En
B

I

<EsE | mamwr | Eeb |

3.5-60 DHCP H—/\DHFED

66




AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

A2 B U DNS #—ri— e
@ }\ A ’f > % ?5 c‘: UDN SH—, \— I mbe D51 (ONS) (8 2 kD= EDS P S S ot 0 PR
. o hD—DEDHFATUb T —RA1 DNS BORRROEDICER A AR Tac A TES .
DNSH—/\D1E#| (F 3.5-2) ZAAL "
= Wby
[ ;x/\ ] ;& 7 IJ v 7 j— 6 o i% 5?53%5% B0 H— R EETDLICAT T I3 T PSR T R, TNEDH—1—D 1P FEL

H =S IF PELAEDN.
|dc example cojp | . JE0 |
_mmp | [0S S
sy |
_FAIO) |

<EBE) | mai> | b |

3.5-61 DHCP H—/\DEEG

WINS H—/\DxE
TR~ Z9V90T 3,

@ Ra—TOT7U 7471t
(ST CTIT4TIT S (TITHILE) ZBIRL TR~ 20V v 0T 5,

TT1E02)y s LTEEEZRALS,

@ D~a&REHIZ THEEVLAN] B LU MEREFFTVLAN] DR I—T4E/KT %,
=10] x|

FrEY IBPEAY FETON ATH
L EEEEN I

Do I

= g E)BME.CD.]D TR T

S [1231—7 [192168100] E22EETVLANID e

—7 [192168100] ZETETVLANIO z
g ig—g E19216830D% *ﬁéanusn [023-7 192168300] R VLANS0 wk POT(S w
1 292 [H921681000] FEEEvLANon | AT [1921681000] SREHEVLANIOD s PhF(0f
Ca =i Ao CH%-1- 4723w
8 P

«| | 0|

3.5-62 DHCP H—/\DEFE®

LI_E T DHCP H—/\DHBFEITRTTT,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 67



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

36 NAPYSA T FrDERTE

3.6.1. BARTY S

AKHA RIZBIFANAP O SAT7Y FOWMPABADTNEZLUTIZRLET,
CCZT. Y54 7> MEXIE Windows 7. Windows Vista £ & U Windows XP SP3 & LE 9,

(1) AYVE1—420EBREEBROHDII—YTHRIZATF T 5,

(2) IHEK%Z Windows RA A USMEE 5,

(3) WEREBEHTEHE, FIL—TRYI—[Z&Y, NAP V5472 FREABBMICER S A
%

(4) Active Directory [C&ER L F-2—HYTHRKRIZATF 2T 5,

VHEABICERRATYTZER LS4 7Y MaKIE, UL OIS A A RO NAP &
AT MELTHRRTAHENTEET,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 68



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

3.6.2. Windows KA 4 USIMDRE

9 S5A4F7 2 FiiERZE Windows FAAL VIZBMEEBFIEZUTICSRLET AH A4 FTIEWindows 7
ZFEALEBETEFIEEZRL TULET A, Windows Vista, Windows XP [ZE8 L T+ RZ D FIIET Windows
RALIZSMEEHIENTEET,

@D Administrator £ LL(ZavEa1—4®D
BEEEROSHS 1 —FIZTIHRIZOS
95,

Q@ MHKRZERRIERA v FDR— MIZHERHEL.

av Y R7A Y7 M TEREERT VLAN

P 7 FLRXR (KHAA4 FTIE

1192.168.10.0/24]) ZWMHB LTS

E. FAL2 Y FA—5APING &%

TLTRIEFRETH S L &HERT S,

F71-. DNS OfER& LT, DNS [ZERE

SNTULYS Windows KA A RHY—N
~D PING X179 %,

R <lms TTL
y BFE] <Ims TTL

3.6-1 Windows FASYEMDBEED

@ #HERAY Windows 7 / Windows Vista DiHFE. TRAA—r] — Tar rO—JLARIL] = T RF L)
YO LTURTLDOEEZHEE. OV EF1—424, FAMUBEUVT—9 5 IL—TNDHRE]
2T, BAEQAVELA— NIV IN—THERATHIEZHEREL RELLEFH 2V Uvv 95,

IXE1—28, FAZBIUI—20)—TOFE

p e B PC1

L dxEa—&E: PC1
JE1—SmaHRH:

D=L~ WORKGROUP

3.6-2 Windows FASYEMDEBEER

@ kN Windows XP DIBE. TRE4—k] - Ay kA—JLSRIL] = TORFL] EH Yy
HLTURTLOTaANTF EHEZRAE. OVF1—428 1042 JICT . BEaIVELI—4N
D=9 IN—THERTHHPELZHERT 5.

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 69



AX 2 1)—X NAP VY1) a—2 324 K IEEE802.1X

6 LYRFLOTONTF«EH@IZT, TEH,
=91)wo9 5,

® AIYE1—3&/IFAA VEAOERER
2T RODANIZ TRAAL 2] 78R
L. /9% Windows KAAL &% A
h 4+ %5, (KA A4 K TIEF
lexample.co.jpl)
RIZ, TE##) 22 vo L. DNS 42
£y RE NetBIOS AV E1—4LH
EIZT. ICOaIYEa—420T54%
1) DNSH 7 4 %9 X1 [ZDNS H—/3\4
FANT B, (KAA4 FTIE
lexample.co.jpl)

ek (5 8 hR)

et

AT LDTOIT

Ivk1=5—8 [n-korp | spEsE [ 2T L0198 [UE-L|
Ay ROEERE COTURa-S- R DD LTEBIH RN EONE T,

-

TP -H-OFHEAD:

LU S W e e Sl = Y2 W Rt
b 1R PC3
=887 AGC

EA -0 - S md R — FEER
FHIE o b2—0 D] BA0A LTS,

Aub-4 DN

L1 — R REE LD FA LTEMLEN F503 B
E] & el LTSN,

EEIC)

[ oK I )

3.6-3 Windows FASEMDEER

B9 —F FAT VEOES . L=
L1 — R —DREIE A =S TR TEET, I, Fovb R
D=8 =A@ P AR ETLIRSIE0E T, SEiREE
Q1 —R—H&iC)k g

PC3
2N T —R—E
PC3
SERM(M).. @
FiEgadL -7
@ FALADY
example cojp E
(0 3=08 )L =0
ACC
[ oK | [ Az |

DNS H7 w4ZA & NetBIOS O3 E1 &% [
COT 1 =8 —DF 54 7Y DNS HreDAPx
examplecojp
A DA =Ty P EENDEE (LT S37TY DNS 2D ARIE T DIC)
MNetBIOS i1 —H—&(N):

PCa
ZMEEE, BT — Rl - A DFE R ERIZERENET .

( Ok | [ Fet |

3.6-4 Windows FASUSMDBE®

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 70



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

@ TOKI 27 Vvys LTEEZRALS L.
A4 T7ATHRRREND,
353ICTEFLEAI—FEEIU/IR

JT—FZAAL,. TOKIZZ VYU T %,

Windows KA A viZEmMmant=-2¢%
R AvE—UARTENS,

FE

©)

=

Windows 21 U7

OvE1—FE FAAVEDEE
FAA BT B00OF oA aA0ES PHTy MG EI TR
J—FEADLT RSN,

1l |userDl |

| |oooooooooooo |
B A2 example.co.jp

[ ok || #r>en |

3.6-5 Windows ALV S MDEEG

|

(Do Pa—sE/ R DTS

CDAYE—UNRTINGVNFEL,

3.6-6 Windows ALV S MDBEEG

BREEHLI—ERELTTS, (LIFESE)

oK) 20 vy LTEEZMAL. mXEBEHT D,

WindowsO 4 4 VEEIZT, B4 2VEN @ TSMLI=Windows KA A V& THBHZ & EMHEREL.,
@TAALIEza—YTOad4 095, (KAA4 KT Tuser0ll)

XWindows XP # NAP 9 SA 7V FELTREBRLEGEAODOFIEICT KA O AU LR, BE

OS BEFHZITVLODFIEEZEHEL TLESLY,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved.

71



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

3.6.3. BREDHER
NAP 9 S A 7V MDERENTET LI EZHRTHIAEEZUTICRLET .,

Davo R7OV T rERE. NAPOSAT U MRAT—ARZHRET ST FEETT 5,

netsh nap client show state

EAP #®E&EHIV 54 7 > FOIRET THEEEA =LV 4> TWLWSH T &, Windows 251
TAEEEI—2 Y FOIRET THMEEFEHF=IEV] EHE-oTWAE I L £MERT 5,

3.6-7 ZEDOHERED

@avrRk7Rar T rDipconfiglZTIP 7 RLRAZ#HERT 5,
ulu\nmb*ﬁgo)%ﬂ:%' rLT\L,T_*‘y kD — 7'\7 7’(7./ [ *b{FﬁE L—CL\6$§EEDIUT60
(TRIOEZE. BEF#E VLAN10O : 192.168.100.0/24 [ZFRE L TLV5S,)

E==F>oor o=

3.6-8 BREDHERED

IP7 FLAMNEREIRIVLANDEEFZERE LA WMES(X, 7.30AEEHALTATT LY,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 72



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

A. o5y FO—DDIEE (BE VIAN 858

41 BE
BELRY b —U DEE VLIAN B Z. ULTOLSICERELES .

IFRAYF |

BERAvTF | ':E;l———“\

= Windows Server 2008
- EEY—
| - EHH—NL

CEHY—/2

ﬁ b NAP 554 7 Ml

E 4.1-1 BERY FI7—9OEFXRER(EE VLAN HERK)

A7 AA Y FI2IE AX3630S ZEEE L. VRRP ZAWVWTEEZRARILLFET, F=. EERIEY D
TOVF— 3 vERAVTCERERRIELET,

NPS & L Ti#EE19 % Windows Server 2008, #&ZEIC & YRt SN -imRE BB T HBEEYT—/\. B&

URERICTV CRAARBEGEBY— /NI, a7 XAy FERETICERLET, 374 v FRLTOFEK
BIZIE. OSPFEDIL—T 45 7O MILEFERALET,
FBEER A v FIZIE AX2430S, AX1240S #EEiE L. IEEES02.1x EE VLAN E— K CEREEEITLY. R/X
=V —F#RAVTRELLET,
BEZTHOWmKRE., BERM Y FICEEFELENTENLTEKELET,

Tz, -1 La—HF2(25F. RASLVBRERNET V ERAELGEBY—N\E21HFET,

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 73



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

42 BERY FI—

7R

BESRY T —JEBER(EE VLAN BR)ZUTISRLET,

10.15.0.0/24

A
0/24
VLAN15

172.16.0.1

coretti

10.5.0.0/24

2
0/24
VLAN25

172.16.0.2

OSPF
13 3

10.25.0.0/24

0/24

VLANS0 | VLANS1 | VLAN52

example.co.jp

A—H2FHNAP V547 > Mk

VLAN100.200.1000 1 A VLAN100,200.1000
~Q/2 0/3~0/4 | J 0/3~0/4 on~o02 |
1 1 VRRP 2 2
# —
s RAEIL—4
25472 FAVLANT | 192.168.100.254
STP 25472 FAVLAN2 | 192.168.200.254
EIEMA VLAN 172.16.0.254
H—/\#1
— T
e
0/47~0/48 0/25~0/26 H— )\
VLAN100,200,1000 VLAN100,200,1000
edgett edgett? p
172.16.0.11 AX2400S 172.16.0.21 AX1200S + IEEES02.1Q1 ¥4
VLAN 100 VLAN 200 VLAN 100 VLAN 200
0/1~0/10 0/11~0/20 0/1~0/10 0/11~0/20
KAAL D%

4.2-1 RybI—OEEE(EE VLAN #K)

REERA Y FDR—FELUTOLSIZRELFET,

£ 4.2-1 BRRMYFDOR—IETE
24 9 F P& R— &S | K— il BRRE T T VLAN
BRI 0/1~0/10 | 7Y £&RKRK—+ 'EE%;%)ZVT_);N? 100
AX2400S 0/11~0/20 | 7V ERAHKR—Fk I‘?EI(EIEI%)Z\/:IL_);\I:I?)'\ 200
REM | 01~010 | 7oEAHK— k| DEEOEUE | 100
AX1240S 0/11~0/20 | 79 £ AR—F I'EEI(EIEIBTEC*)Z\/lL);N? 200
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ZBVLAN DEEH LUV VLAN EH—NBBEDAETZUTORIZELET,

3 4.2-2 VLAN DEE
VLAN | Ry +kT—2 ) - .
VLAN £ D P 7 ELX & HEY—N
£#% Y —/NH| 50 |10.50.0.0/24 BRERICBEMTRELY—/I\DFE | £ —/\#1
VLAN 9 5 VLAN, EHEY—/\#2
Windows Server | 51 |10.51.0.0/24 NPS, FAqS o ta—F, Windows
2008 F VLAN DHCP B EDH—E RS LT | Server 2008
LV% Windows Server 2008 Hh\Fi /&
9 % VLAN,
E®Y—/NA| 52 |10.52.0.0124 BRECIYRBEIN-IEREBE | BEY—N
VLAN T2 —NHAFRET S
VLAN,
254 7> EA| 100 |192.168.100.0/24 | A—HHFIET B VLAN, -
VLAN 1
55472 ME| 200 |192.168.200.0/24
VLAN 2
S VLAN 1000 | 172.16.0.0/24 REBASET B-5HD VLAN, —
& 4.2-3 VLAN—H—/\BEEDTE
EEX VLAN X7 X7 Windows 1BiE
EET 100 200 H—/\#1 H—/\#2 | Server 2008 | H#—/\
100 FRRE R B X X X O O
EIETI X X X O O
BERTh X O O O O
VEAN 200 | marak | x x x O o
EIETI X X X O O
DR X O X O O
Rl O @Ea x @BIESRH

A—H1EA—H2TT7 IO RARARELGRAY FID—0ZZEEFTBIZE, 21— 1 Ea—F2H4FET S
E#EHB LUV VLAN 29 H T, FNENFABT A VLANIZC DA IR EZB/ETT A ETERTEET,
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43 HEERSAVF
B 42-1D8ERY FT—EERICDOLNT, BERSA YV FEUTIZRLED,

431 AXIZBTHHERS b+

BEERA Y FEIVATRAA Y FOREICDONT, HABEREHEERZRLET, HAEBRITHRE
ZT5 L TRELIER., HEEBERERY bV EZBET LI LTIBEIREEREL >TVET,

WAEE
(1) 9347 FHEVLANZT7 v Y U BIOR— FZEMT %,
O —HEREERTIC Windows R A A UABTF 2T 516, V547> LA VLAN H 5 Windows
Server 2008( KA >y FA—S)ANBENTESELI3. 9547V FAVLANET Y T VY
fBlOR—FIEBMLES,

(2) BREIAMTBLUVEEHARY S—EBRBICTIERAHFATI 70V 2 EHEHTETT S,

REIDREFToz7/R— M, BRI R TOBENEHSNET, & 4.2 3ITFRFT K5I,
IR B K UVEEHRY O—BRODIHERIEIWindows Server 2008( KA A >vay kO—35)EEE
H—NEBEMEEE LET, COEREL. RAFAPE 7R YR FEERLTR— MIERA
LET, £/=. ARPYL—DRELVLETYT ., COfIZ. DHCP%ERT 51548 EDHCPE(E £ 5F
ATALENHYET,

AAAKFTE, ROTIVERA VAR MEERLT, RBERS v FITEALTVET,

(a) Windows Server 2008 10.51.0.1] & D@EZEHFAIT S

(b) &1EH—/\ 110.52.0.1) LDBEZHAT S

(c) DHCP B&{EZEFRI T %

(3) BBRIRA wFELEmREDMBITNTERET HHE. EAPOL 74+ T—T 1 VT HEDH BT
#AWL5,
IEEE802.1X FREEZ 1T 3 1= . BRAER A v F LImKR & DREIZEKET 5/\JIZIX EAPOL 74T —
T A UTHEENBRETYT, AX1200S [CIX EAPOL 747 —F 4 VI HEENERE I TLET,

(4) TI2AILBFIL—FZEERET S,
Windows Server 2008 L BIEZE1T5 1=, BERA YFIZTT IHILMIL—FZEERELET .

(5) VLANIZZ7A4LAZRET B,
= 4.2-3ITRIVLANEBEDRIEZ. T4 I3 ZRAVWTERLET,
KAA RTIE, RO 2 D2DF7 VRV AMEERL. TNENRAERAIPVA TRV R +E
S U VLAN20O [SEAT A ETERLTLET,
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<PBAEARIPVATIER)R >
(@) DHCP BIEZEFAI T %,
(b) Windows SERVER2008 [10.51.0.1/24] ~M&EZHAT 5,
(c) BEY—/\ 110.52.0.1/24] ~DBEEZHFTT 5,

<VLAN200 772X X k>

(@) VLAN100 192.168.100.0/24] ~D@E%EEET S
(b) EFHEH—/#2 [10.50.0.2] ~DBIEFIEERT S
() IRTOBEELHAT D

HZIEE
(6) EBRERA v F D IEEES02.1X KR KA % auto IZRET S,
R A v FD IEEE802.1X IR R HI#4AE auto [TERE L F T, GEMIE. MBIV 21— a3y
A4 KRl Z8BLTTEL, )

(7) BBEERA v FOFEZBEPREBRFFMEZHAET S,

IEEE802.1X R #AE & B3N IZERE L F=Windowsifi R (X, #EEFFIZa > E 1 —4% DIEEES02.1X
FREEEITL, A —HO5 A UBICA—Y DIEEES02.IXEI Z1TWLET ., AHA FOBRERY ~7
—JTlE, AVEL—2DRIANKRKRT DBHED-D. ROA—YRIAMNMTRADLSICHEDET
JESREPIRAE R RS (T 7AW ME: 60F) MMV ET, T4 MEDEFETIFA—HERIEN
KT DGEENHLIDT, BIMEICERELFT . AA4 FTIE, ERELREBREFREZ 5 BICEK
ELTWEY ., FEMTIEFEE (6.2 1 FFIIRERFEMOHKEICDONT] 25H)

(8) RADIUS H—/\i#1E dead interval BefiZ 8% I 5. (AX1200S)

RADIUS H—/N\ADRBIENZ 1 LT b LI-BE. 2 & BLURICERE S iz RADIUS H—/3in
UEBAFET. TORBU 1 8HO RADIUS —/\%EIRT 5 F TOfFE(dead interval)D 7 7 +
JU MEIF 10 7 TY . RADIUS H—/ A\ 1 EDHTHEEEINES VAT LIZE T, RADIUS ¥—
INDRAA LT bEBRET 5 & dead interval IZERTE S 1= BFfE RADIUS H—/I\~D 7V £ X %17
WEHALRADIUS H—/\MN 1 B THER SN SHE . dead interval ZFEULMEIZERE L TS,
AHA FTlE dead interval & 0 S IZERTE L TLET, AdH. AX2400S/AX3600S 0) IEEE802.1X
RILTIXEIC1IEHICRELZ RADIUS H—NKYBIIFROET .

(9) BEERSAYFTVRRPZ2I740LEYVTT 3,

VRRP Z{#fH3 % & . VLAN EIZ VRRP #lfEl/34 sy FMNAP ZSA 7Y FETEESNET,
VLAN BN L=5E. Ry FT—VICERLSMIDNIDEHSCTZH. KAA KT, 79X
VR FERWTRIRAS v FITHEITSH VRRP &/ y bET 4L ) VT LTWET, ChiC
FY. A7 XA FRDERICEENEEHEE. VRRPBIE TILIRFITHEBHEITEELTT
&Y,
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(10)

[TRETF4 v E—FZHAVLTLETD,

A7 XA Yy FHOBRICY YO TF7 TV 5= a v ERET B,
A7 RAA Y FRDOERRERRILT 510, YO TITVT—a VERE

LES. £AA KT

(11) VRRPDIRAE, STPOIL—F+TY YT ERET D,
AKHAA4 FTIL, core#l DRIEIL—2BFEER 200, core#t2 NDBFEZ 100] & L T. core#l

I RAITEE

4.4 AX DERE

441 AX1240SMavI745L—>3 Y

AX1240S DEEFERLET,

(1) EXHZE

LTWET, £f=. core#tl DT ) v DBEE% [4096]., corer2 D T) v DESE
% 8192 £ LT, core#l £IL— kT v IZEHTE

LTWET,

AX1240S DEE

R"— F VLAN DOERE

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# state active
(config)# vlan 200
(config-vlan)# state active
(config)# vlan 1000
(config-vlan)# state active

VLANL [XfER LWL =6, ESIZLET,

254 7> A VLAN & LT VLAN100, 200 A
VLAN & L T VLAN1000 #ERLET,

RINZV TV —DERE

(config)# spanning-tree single

(config)# spanning-tree single mode rapid-stp
(config)# spanning-tree mode pvst

(config)# no spanning-tree vlan 100, 200, 1000

(config)# interface range fastethernet 0/1-20
(config—if-range)# spanning-tree portfast

DUGWANRZUTY ) —EFHZLET,
BEE— FEEESTPICHRELET,

VLAN1 00, 200B8&LUT1000%L VT ILARN
ZUTY)—HRIZLET,

SHEERAR— b 0/1~0/20 IZR LT, R/8=ZVFY ) —
O PortFast BEEZFBRAL . R/N= 25V 1) —w &2
LES,

MER— FDRE

@2

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlan 100
(config)# interface range fastethernet 0/11-20
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlan 200

SRELAR— k 0/1~0/10 1=, VLAN100, 0/11~0/20 (=,
VLAN200 #%ELET,

@LLiRA v FEDBEH

(config)# interface range gigabitethernet 0/25-26
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk al lowed vian 100 200 1000

LAy FEDBERR—F 0/25~0/26 1I2. 954
7 > FF VLAN100, 200 & &M VLAN1000 %% E
LET,

> BER/42F (1)

A3 T T—RDEE

(config)# interface vlan 1000
(config—if)# ip address 172.16.0.12 255.255.255.0

EHMA VLAN100O IS4 2 71 —X IP 7 FLR %
ELES,
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RADIUS Y—/\DE&E

(config)# radius—server host 10.51.0.1 key alaxala

(config)# radius—server dead-interval 0
r

RADIUS H—/\®D IP 7 KLRAB L UVF—%BELE
¥, KHA KTlEF—% lalaxala] & LTWWET,
RADIUS H—/\® dead interval # 0 1258 L £ 9,

BERIVF _(8)

ABTA4YIIL—FDERTE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 254

WindowsServer 2008 L BIEZ1T5=T 74 kL
—rERELET,

BERIUF _(4)

(2) POV ERIYXFDOERE

AX1240S DEBE

RELEMH IPv4 7R Y X FDERE

(config)# ip access—I|ist extended JoinDomain

(config—ext-nacl)# permit ip 192. 168. 100. 0 0. 0. 0. 255 host 10. 51. 0. 1
(config—ext-nacl)# permit ip 192. 168. 100. 0 0. 0. 0. 255 host 10. 52. 0. 1
(config—ext—-nacl)# permit ip 192. 168. 200. 0 0. 0. 0. 255 host 10. 51. 0. 1
(config—ext-nacl)# permit ip 192. 168. 200. 0 0. 0. 0. 255 host 10. 52. 0. 1

(config—ext-nacl)# permit udp any any eq bootps
(config—ext-nacl)# permit udp any any eq bootpc

(config)# interface range fastethernet 0/1-20
(config—if-range)# authentication ip access—group JoinDomain

BREIERA IPv4 7+ XY X+ [JoinDomain] Z{ERL
LET,

* VLAN100 A 5 Windows Server 2008 10.51.0.11
~DBEEEHFALET,

- VLAN100 M 51EEHY—/\ 110.52.0.1] ~D&EEZE
FALET,

= VLAN200 A 5 Windows Server 2008 10.51.0.1]
~DBEEEHFALETS,

- VLAN200 M S1EEH—/\ 110.52.0.11 ~DEIEZF
FALET,

* DHCP H—/\@iEFHALET,

“DHCP Y547 hBIEZHALET,

> BERIVL _(2)

SREIAAR— b 0/1~0/20 It LT, SREEER IPv4 745
ERAYREFEALET,

> BER142bL (5)

VLAN200 FR7 22 RA Y X FDERTE

(config)# ip access—I|ist extended VLAN200

(config—ext-nacl)# deny ip 192.168.200.0 0.0.0.255 192. 168. 100. 0
0.0.0.255

(config—ext-nacl)# deny ip 192.168.200.0 0.0.0.255 host 10.50.0. 2
(config—ext-nacl)# deny vrrp any host 224.0.0. 18
(config-ext-nacl)# permit ip any any

(config)# interface vlan 200
(config-if)# ip access—group VLAN200 in

7HEA) A+ IVLAN200] #ERLET,

* VLAN200 /v 5 VALN100 ~DBEFHEELZET,

- VLAN200 M HE#EH—/32 10.50.0.2] ~DFEE
#EELET,

- [224.0.0.18] 580 VRRP BIEZHEBELEYT.
CITRTOBEFHATLET,

VLAN200 277 €AY R FEERALEY,
> HEERAVF (5)

VRRP 24 WA YV HTRAT7H9 A X FDERTE

(config)# ip access—Ilist extended VRRPstop
(config—ext-nacl)# deny vrrp any host 224.0.0. 18
(config-ext-nac|)# permit ip any any

(config)# interface vlian 100
(config—if)# ip access—group “VRRPstop” in
(config)# interface vlan 1000
(config-if)# ip access—group “VRRPstop” in

752+t AY R IVRRPstop] #ERBLET,

+ 1224.0.0.18] 38D VRRP BIEZEBLET .
I RTOBEFHALET,

VLAN100. 1000 75 R YR FEFEALET,

BER/I/F _(9)
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(3) |EEE802.1X BREENHRE

8 hix)

AX1200S DEEE

RADIUS MDER5E

(config)# aaa authentication dotix default group radius

RADIUS H—/\T IEEES02.1X BREF & {TS5> Z &L % &
LET,

IEEE802.1X FREEMDERTE

(config)# interface range fastethernet 0/1-10
(config—if-range)# dotl1x port-control auto
(config—if-range)# dotix multiple—authentication

(config—if-range)# dot1x reauthentication
(config—if-range)# dot1x timeout reauth-period 300
(config—if-range)# dot1x timeout quiet-period 5

(config—if-range)# dotl1x supplicant-detection disable

(config—if-range)# authentication ip access—group JoinDomain

(config—if-range)# authentication arp-relay

(config)# dotl1x system-auth-control

AR— bk 0/1~0/10 [=xt L T.
IZLEY,
Y JE— FZEHKRE
YT AY FOBRE
ICERELET,

BE—FIZLET,

FERRAIR BB RIFFHME S HICHRELET,
> BWER12H (7)
i R B H £ — K # disable [
EAP-Request/Identity Mi%{E ##ME L £ 9,
> BWERsIVL _(6)

L T

SEEAR— b~ 0/1~0/10 IZCREAEAT7 IV ERXY R b

[JoinDomain] #&ERALZEY,
SREIHID ARP Iy L—%H%RELET,
> BWERIVF _(2)

IEEE802.1X ZBEE =A% LF T,

442 AX2400SDaAvI745L—>3y

AX2400S ) —XDHEFERLET,
(1) EXHRE

AX2400S DEE

R— k VLAN DB E

(config)# vian 1
(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# state active
(config)# vlan 200
(config-vlan)# state active
(config)# vlan 1000
(config—vlan)# state active

VLANL (ZERA LA =O., EMIZLET,

4254 7> VLAN & LT VLAN100, 200 &2
VLAN & LT VLAN1000 4R L £,

ANRZVTYY) —DRE

(config)# spanning-tree single

(config)# spanning-tree single mode rapid-stp
(config)# spanning-tree mode pvst

(config)# no spanning-tree vlan 100, 200, 1000

(config)# interface range fastethernet 0/1-20
(config—if-range)# spanning-tree portfast

SOGNWARNZUGY ) —EBYIZLET,
BHEE—FEE&ESTPIZRELET .

VLAN10O0., 2008&U1000%L 2T ILARK
SOV —HRICLET,

SBEEAAR— bk 0/1~0/20 IZxf LT, R/=2 5 Y1) —
O PortFast e EAL . R/X= 5V ) —d R4
LEY,

WER— FOBRE

@A

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlan 100
(config)# interface range fastethernet 0/11-20
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlan 200

SAELAR— bk 0/1~0/10 1=, VLAN100, 0/11~0/20 [Z.
VLAN200 #E%E L £,
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AX2400S DEBE

Q@LHiRA v FELEDBEEH

(config)# interface range gigabitethernet 0/47-48
(config—if-range)# switchport mode trunk
(config—if-range)# switchport trunk allowed vlian 100 200 1000 | -

LEHRA v FEDBEERR— b 0/47~0/4812. 954
7 > A VLAN100. 200 & &#E A VLAN1000 %R E
LET,

»

BERIUF (1)

A3 T T—RDEE

(config)# interface vlian 100

(config-if)# ip address 192.168. 100. 11 255. 255. 255.0
(config)# interface vlan 200

(config-if)# ip address 192. 168.200. 11 255. 255. 255.0
(config)# interface vlan 1000

(config-if)# ip address 172.16.0. 11 255. 255. 255.0

254 7> A VLAN100. 200 & &R VLAN1000
2428 7xz—RIP7RLRZERELET,

RADIUS Y—/\DE&E

(config)# radius—server host 10.51.0.1 key alaxala

RADIUS H—/\®D IP 7 KLRAB L UF—%BELE
¥, AHA KTlEF—% lalaxalal] & LTWWET,

AT 49— FDOERE

(config)# ip default-gateway 172.16.0. 254

WindowsServer 2008 L BIEZ1T5=OT 74 RIL
—rERELET,

BERIUF _(4)

(2) PV ERIYXFDORE

AX2400S DEBE

PRELEMH IPv4 7Y R Y X FDERE

(config)# ip access—|ist extended JoinDomain

(config—ext—-nacl)# permit ip 192. 168. 100. 0 0. 0. 0. 255 host 10. 51. 0. 1
(config—ext-nacl)# permit ip 192. 168. 100. 0 0. 0. 0. 255 host 10. 52. 0. 1

(config—ext-nacl)# permit ip 192. 168. 200. 0 0. 0. 0. 255 host 10. 51. 0. 1
(config-ext—nacl)# permit ip 192. 168.200. 0 0. 0. 0. 255 host 10. 52. 0. 1

(config-ext-nacl)# permit udp any any eq bootps
(config—ext-nacl)# permit udp any any eq bootpc

(config)# interface range fastethernet 0/1-20
(config—if-range)# authentication ip access—group JoinDomain

SHEIEMA IPv4 7Y+t R 1) R k [JoinDomainl Z1EAL
LES,

= VLAN100 H 5 Windows Server 2008 10.51.0.1]
~DBEEZHFALET,

* VLAN100 M 5188 H—/\ 110.52.0.11 ~D@EE%
HFRILEY

* VLAN200 A5 Windows Server 2008 10.51.0.11
~DBEEHFALET,

- VLAN200 M 51E8EHY—/\ 110.52.0.1] ~D&EE%E
HFEILEY

*DHCP —/N\@EZHATLET,
“DHCP 9547V hBIEZHTILET,
> BERIVF (2)

BREEANR— bk 0/1~0/20 It LT, REEEA IPVA 7Y
TRAYRFEERALET,
> HBERAVF (5)

VLAN200 FR7 2 2 RA 1 X FDERTE

(config)# ip access—|ist extended VLAN200

(config—ext-nacl)# deny ip 192.168.200.0 0.0.0.255 192. 168. 100. 0
0.0.0.255

(config—ext-nacl)# deny ip 192.168.200.0 0.0.0.255 host 10.50.0. 2
(config—ext-nacl)# deny vrrp any host 224.0.0. 18
(config-ext-nacl)# permit ip any any

(config)# interface vlan 200
(config-if)# ip access—group VLAN200 in

7HEA) A+ TVLAN200] H#ERLET,

* VLAN200 5 5 VALN100 ~DBIEZEEFTLET,

- VLAN200 HSE#EH—/32 10.50.0.2] ~DEE
#EELET,

- [224.0.0.18] 580 VRRP BIEZ#EBELET .

S TRTCOBEEHFALET,

VLAN200 277 €AY R FEERALEY,

> BERAVF (5)
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VRRP 24 WA Y GRATIEAY A D

BE
(config)# ip access-Ilist extended VRRPstop
(config—ext—nacl)# deny vrrp any host 224.0.0.18
(config-ext-nacl)# permit ip any any

(config)# interface vlan 100
(config-if)# ip access—group “VRRPstop”
(config)# interface vlan 1000
(config—if)#t ip access—group “VRRPstop”

in

in

75+€ X1 R+ IVRRPstopl ZHERBLET,

- [224.0.0.18] 38M VRRP BIEZEBELET .

I RTOBEEEHFTLET,

VLAN100. 1000 277 €AY R FEERALET,

BERIUL _(9)

(3) IEEE802.1X BENRTE
AX2400S DEHRE
RADIUS DE&RE
(config)# aaa authentication dot1x default group radius RADIUS H#—/\T IEEE802.1X i #T5 2 & %
BRELET,
IEEE802.1X FBEE DR E
(config)# interface range fastethernet 0/1-10 R— k 0/1~0/10 2%t L T. IEEE802.1X FREE % H

(config—if-range)# dotlx port—control auto
(config—if-range)# dot1x multiple—authentication

(config—if-range)# dotlx reauthentication
(config—if-range)# dot1x timeout reauth-period 300
(config—if-range)# dotlx timeout quiet-period 5

(config—if-range)# dotlx supplicant-detection disable

(config—if-range)# authentication ip access—group JoinDomain

(config—if-range)# authentication arp-relay

(config)# dotl1x system-auth-control

?JJI: LET,

REY JE— FEHARDBIE— FICLET,
STUhY COBRIAEEMZL.ZOREL%F 300
BITEELET,

JEFREEIK BB R FERER & 5 IS
> BERIVEF (7)

i KRB H E— K % dsable IZ L T,
EAP-Request/ldentity D2 {EZHIE L ET,

> BERIVE (6)

SEEEAR— b 0/1~0/10 ICERSIEAT7 VR Y R
k TJoinDomain] Z@ALZEI,

SEEIRTOD ARP ) L—ZRBRTELEY,

> BERIVF _(2)

IEEE802.1X FREEZEMICLF T,

BRELFET,

443 AX3600SDaAvI744L—>3ay

AX3600S DEEFZRLET,

(1) HBOHRE

AX3600S DEBE

R— F VLAN DORE

(config)# vlan 1

(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# name userVLAN100
(config)# vlan 200
(config—vlan)# name userVLAN200
(config)#t vlan 1000
(config—vlan)# name ManageVLAN

VLANL (XER LAW =86, ESIZLET,

547> A VLAN & LT, VLAN100, 200 &

F VLAN & L T VLAN1000 #4ERLLE T,
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RINZ VTV —DERE

(config)# spanning-tree single
(config)# spanning-tree single mode rapid-stp
(config)# no spanning-tree vlan 100, 200, 1000

(config)# spanning-tree single priority 4096

CUTNRIRZDTY) —EFMILET,
BEE—FZEESTPIZHRELEY.

VLAN100, 2008&KU1000%> VT IILAN
SOV —HRIZLET,

TV OBEEERELET,

MER— FORE

(config)# interface range gigabitethernet 0/1

(config—if)#media—type rj45
(config—if)#switchport mode trunk
(config—if)# switchport trunk allowed vlan 100, 200, 1000

TRV FEDBERR—F UL E RS VIR—F
ELTHRELFES,

ATATRATERELET,
VLAN100, 200 $ & U 1000 #RELFT,

YO TF7ITVTF—2a v DRE

(config)# interface port—channel 1
(config—if)#switchport mode trunk
(config—if)# switchport trunk allowed vlan 100, 200, 1000

(config)ttinterface range gigabitethernet 0/3-4
(config—if-range)#tchannel-group 1 mode on

R—FFYRILAVATI—R1E RSO R—E
LTHERLET,
VLAN100, 200 $ & T 1000 ZEBMLFET,

R—F0B~0/4%, RAT A VI E—FDFvRILY
W—T1IZHRELET,
> HEERAVF (10)

AR T T—ADHRTE

(config)# interface vlian 100

(config—if)# ip address 192.168.100. 1 255. 255. 255. 0
(config)# interface vlan 200

(config—if)# ip address 192.168.200. 1 255. 255. 255. 0
(config)# interface vlan 1000

(config—if)# ip address 172.16.0.1 255. 255. 255.0

VLANS, 100, 200 & U 1000 DA v BTz —R IP
7 RLREZNENRELEFT.

(2) VRRP D®E

AX3600S DEE

VRRP DE&5E

(config)# interface vlian 100
(config=if)# vrrp 100 ip 192. 168. 100. 254
(config—if)# vrrp 100 priority 200
(config—if)# no vrrp 100 preempt
(config=if)# vrrp 100 accept

(config)# interface vlan 200
(config=if)# vrrp 200 ip 192. 168. 200. 254
(config—if)# vrrp 200 priority 200
(config—if)# no vrrp 200 preempt
(config=if)# vrrp 200 accept

(config)# interface vlan 1000
(config=if)# vrrp 1 ip 172.16.0. 254
(config—if)# vrrp 1 priority 200
(config—if)# no vrrp 1 preempt
(config=if)# vrrp 1 accept

VLAN100. 200 $ &1 1000 I LT, UTDHREZ
TUWFET,

REBIL—EDIPT RFLREERELET,
REL—SDEEEERELET,
-BEUIYRLEINLELES,

TR TFE—REEDICLET,

> WERIUF (11)
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(8) DHCP Y L—®DE&RE

AX3600S DEEE

DHCP ) L—DRE

(config)# interface vlan 100
(config-if)# ip helper-address 10.51.0. 1

(config)# interface vlan 200
(config-if)# ip helper-address 10.51.0.1

VLAN100 & U 200 [Z® LT, DHCP ') L—I—¥

IVMIKBEEET FLRAZERELET,

(4) OSPF MEE

AX3600S DEEE

R— F VLAN DORE

(config)# vlan 5
(config-vlan)# name OSPF
(config)# vlan 15
(config-vlan)# name OSPF

OSPF@{ERIZ. R— F VLANS 8L U 15 KL F

?—o

MER— FDRE

(config)# interface gigabitethernet 0/24
(config—if)# switchport mode access
(config—if)# switchport access vlan 15
(config—if)# spanning-tree portfast

R—b 02457 RKR—FELTHEELET,

7Ot AR—FIZVLANIS Z5RELET .

RINZ UG Y1) —® PortFast #EEZF &R L, R/ =Y

T —mREHELET,

YO TF7TVT—2a vDRE

(config)# interface port—channel 1
(config—if)# switchport trunk allowed vlan add 5

R—FF¥RILA22TT—RX 1 TVLANS ZEML

£Y,

A3 T T—RDEE

(config)# interface vlan 5
(config—if)# ip address 10.5.0.1 255.255.255.0

VLANS 8LV 152 A3 T7x—RXIP7 FLAR%EK

(config)# interface vlan 15 ELET,
(config—if)# ip address 10.15.0.1 255. 255.255.0

OSPF MEE5E

(config)# router ospf 1 OSPF Z#&EHLET,

(config-router)# router—id 10.5.0. 1
(config-router)# maximum-paths 4

(config-router)#t network 10.5.0.0 0.0.0.255 area 0
(config-router)# network 10.15.0.0 0.0.0.255 area 0

(config-router)# redistribute connected

L—2 IDEHRELET,
OSPF AEIET 5%y FI—U #RELFET,

connected SRR EH/EELET,
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5. grmz
AETIHE BRERYFI—ODREFAAVYF . NPSBELUNAPYSA T MBI+ HBEEEDTER
HRIZDODWTRLET,

51 AXYY—XDERHAavVVUFR

5.1.1 show dotlx detail

AX V1) —X (BBEERA v F) TOIEEE802.1X R AXDKERFOATY FTT,
NAP 7 5472 DRI L TWAMNE SO EHRTHIIENTEET,
Ftr=. TOMELTLS VLAN BRI S, BEBNILTVWANE I NEZHERT S ENTEFT,
AX1200S Di5E (&, show mac-address-table A< > FEBRALTLEEELY,

edgeft1#t show dot1x port 0/3 detail

Date 2010/01/30 14:00:07 JST
Port 0/3 (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status D Last EAPOL : 0019. b97d. 46¢7
Supplicants c1/1/ 64 ReAuthMode > Enable

TxTimer 0 30 ReAuthTimer : 300
ReAuthSuccess : 1 ReAuthFai | : 0

SuppDetection : Auto
VLAN(s) : 10, 30, 100

Supplicants MAC F Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

[VLAN 100] Port (Dynamic) Supplicants : 1

0019. b97d. 46¢7 Authorized Authenticated Idle 1
113 2009/06/22 13:58:14

edge#tl# show mac—address—table

Date 2010/01/30 14:00:46 JST
Aging time : 300

MAC address VLAN Type Port-list
0000. 5e00. 010a 10 Dynamic 0/26
0019. b97d. 46¢7 10 Dynamic 0/3

0000. 5e00. 011e 30 Dynamic 0/26
0000. 5e00. 0164 100 Dynamic 0/26
0012. e228. f5fe 100 Dynamic 0/26
0012. 238. 2268 100 Dynamic 0/26
0019. b97d. 46¢7 100 Dot1x 0/3

0000. 5e00. 0101 1000  Dynamic 0/26
0012. 228. cd62 1000  Dynamic 0/26
0012. e228. fbfe 1000  Dynamic 0/26
0012. 238. 2a68 1000  Dynamic 0/26

5.1-1 AX1200S MiKREFR = HI(EIHI VLAN)
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edgeft1#t show dotl1x port 0/3 detail
Date 2010/01/30 16:11:40 JST

[VLAN 100]
0019. b97d. 46¢7

Port (Static)
Author ized

Supplicants : 1
Authenticated
101 2010/01/30 16:09:59

Idle

Port 0/3

AccessControl : Multiple-Auth PortControl . Auto

Status D= Last EAPOL 2 0019. b97d. 46¢7

Supp | icants 1 /1/ 64 ReAuthMode : Enable

TxTimer - 30 ReAuthTimer : 300

ReAuthSuccess : 1 ReAuthFai | : 0

SuppDetection : Auto

VLAN(s) : 100

Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time SubState

@K\ INTIRRER]

5.1-2 AX1240S MOIREFRRFI(EE VALN)#RE OK

edgeft1#t show dotl1x port 0/3 detail
Date 2010/01/30 16:10:24 JST
Port 0/3
AccessControl : Multiple-Auth PortControl . Auto
Status D= Last EAPOL : 0019. b97d. 46¢7
Supp |l icants 1 /1/ 64 ReAuthMode : Enable
TxTimer : 30 ReAuthTimer : 300
ReAuthSuccess : 0 ReAuthFai | : 0
SuppDetection : Auto
VLAN(s) : 100
Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time SubState HE-O>=E
[VLAN 100] Port (Static) Supplicants : 1 _
0019. b97d. 46¢7 Authorized  Authenticated Idle 0 & TItREFTI
26 2010/01/30 16:09:59
5.1-3 AX1240S MOIREFRRHI(EE VALN)IRE NG
dist#1# show dotix vlan dynamic detail
Date 2010/01/30 14:02:39 JST
VLAN (Dynamic)
AccessControl : Multiple-Auth PortControl . Auto
Status D= Last EAPOL 2 0019. b97d. 46¢7
Suppl icants 1/ 1/ 256 ReAuthMode > Enable
TxTimer (s) c— /30 ReAuthTimer (s): 269 / 300
ReAuthSuccess : 0 ReAuthFai | : 0
SuppDetection : Auto
VLAN (s) : 30, 100
Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
[VLAN 100] VLAN (Dynamic) Supplicants : 1
0019. b97d. 46¢7 Author ized Authenticated Idle 0
33 2010/01/30 14:02:07
dist#1#
5.1-4 AX2400S/AX3600S MDIREER R (BHAT VLAN)
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dist#1# show dot1x port 0/5 detail
Date 2010/01/30 16:06:22 JST
Port 0/5
AccessControl : Multiple-Auth PortControl . Auto
Status D Last EAPOL : 0019. b97d. 46¢7
Supp| icants :1/1/ 64 ReAuthMode . Enable
TxTimer (s) T — /30 ReAuthTimer (s): 178 / 300
ReAuthSuccess : 3 ReAuthFai | : 0
SuppDetection : Auto
Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
0019. b97d. 46¢7 Authorized Authenticated Idle 0
122 2010/01/30 16:04:19
disthT# NINFheRes Al
[Supplicant @ MAC 7} LADRIIC * BRF S hEL, |

5.1-5 AX2400S/AX3600S MIREERTH (EIFE VLAN) ##E OK

dist#1# show dotlx port 0/5 detail
Date 2010/01/30 16:08:33 JST
Port 0/5
AccessControl : Multiple-Auth PortControl . Auto
Status D Last EAPOL : 0019. b97d. 46¢7
Supp |l icants 1 /1/ 64 ReAuthMode > Enable
TxTimer (s) — /30 ReAuthTimer (s) : 48 / 300
ReAuthSuccess : 4 ReAuthFai | : 0
SuppDetection : Auto
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time
@)1 .b97d. 46¢7 Authorized Authenticated Idle 1
R 254 2010/01/30 16:04:19
dist#i# -
HIBR T ETHEAF A (R E )
[Supplicant ® MAC 7} VADRIIZ * ZR7T S, |

5.1-6 AX2400S/AX3600S MDIKEER A (EE VLAN)#RE NG

5.1.2 show dotlx logging

IEEES02.1X IO I RTOAT Y KT,
NAP U SA 72 kAN L=h. WOBRMZT o FE2HRTHIENTEFET,
Ft-. FHEAKMBOBRERIZOWCHLEET A EATEET,

5.1.3 clear dotlx auth-state

IEEE802.1X FRiHiKEEZ* ¥t 52a<v Y K TY,
NAP U SA 7Y hERHEMIZOT T FSEDBEICERALET,
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5.2 NPSOERY—

521 ARV IMEa1—T7—

NPS IZk BER5E. mEOOVZEZRTLET,

RAIRESEOY . BELKRKER.

DEBEERT D ENTEFT,

LUTFIZ, ARV FEa—

ek (5 8 hR)

T—DRE, WEAEETLEYS,

DATLDEEMER, RADIUS YU TR by FORBLHES

D TRE—p] > TEBY—)L] > [ RUVME2A—TF—]1 #0)V9IFT 5, AXNVIE2L—T—
DEBE@AIZT THhREALEa2—] - TH—N—0DKE|] > TRy rD—OR)O—ETFHRRY
EX] #8RL T, 72RO T%#HET 5,

@ BEMMOTRTE

IEEES802.1X FREEA XD NAP TlX, REKREDOJ IR T RIARNOT ERTIZHYFET,

mELUTIZRLET,

4RV KID: 6278 ﬁﬁ&m
AR MID: 6272 EFREERLYN

JE 1P} |

BALBIC)

B Ah Ba~F— =10l
FrfIMFY HEPE(R) FTOD ALHH)
= | 7 =
AAUh Ex=P— (D= Z3h0—h #US-ETHER H-E2 i
EIET N : :
= 4= -0iEl S AR 6T
% Qc:lve g\rectury ;;[)é LAl [ Bftess V=2 | TAUE D | AREahs ) T = T97EEN.
T vt [T 2010/01/27 132507 Microsoft Winda.. 8278 RobD-b A F oAk .
T ONG {H‘l / 2010/01/27 132507 Microsoft Windo. 6272 FobD-H A . SxhL
T iieb i (I5) 2000/01/27 18:24:22 Microsott Windo 6278 FpbO-b Ay 2
F b T—h iz = 2010/01/27 13:2:22 Microsaft Windo.. 6272 AybO-h . T RiEDh
T oAb 2010701427 132410 Microzoft Winde.. 6278 Fph-b s S
m [ Eniws u))‘/ 2010/01/27 13:24:10 Microsaft Winda 6272 wbo-h s = 7t
GRSl T S S i) 201WI12T 132526 Micrasoft Winda. BITE b A o e
SRR eV 201070127 13:2526 Microsatt Windo 6272 Gupb-h s I hzan
2010701727 15905 Microsaft Windo 6976 hwhT=h s hd
= HAAL .
x|
E — hiak .
22 |z | Cohas
s LOEFRE: -] e FT >
BRERA Y —E NAPTEZ |G B
0= i —&: SZEHEVLANI00 ;
S0/ Windlows: - H ~z7o o
=i dezxamplecojp
FELOIEEE: PEAP ]
EAP (IR M it L T TIREEENEAAD - (EAP- ERELYIS
e b2 icroso 11T 5 ﬁl g 70):
LE1IrSUE EaN
DA R BT
By - 3
U=2(3) Microsoft Widows security ¢ ON@BHHD: 201001427 18.25:07 LI = ?B .
AR H ID(EX 278 SABOATIIOE Arho—h Ry — i el H
LACbLy [&HR =Rk FINmESE o B0
2=+l MAH Juta—2—(Rr dcexampkcojp H ~uz 3
AR} &%
SEUMIRAD: A b pABALT

H 5.2-1 #EFERRIODS
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Q@ RBREXMAJVRFTEBZUTISRLET,
IEEE802.1X FREEA XD NAP Tld. REBROOJ I TRIEMIAT ERTIZHEY FET,
ARV MID: 6276 BELRK
AR LID: 6272 EFREERLIN
=lolx]

rIME) BEREA FROG ANLTH
&= s[ml @
& Ak Brp- (0-hm
B 3 ARkh P1-
B ] H=-miREl
\g fotmn Drecior 1 [ el [V=2 [ b ID] 520l | - R
O ey @ 2010/01/27 13214 Microsoft Windo.. 6276 FubD—2 RV |7 nran.
% P ﬂg,--l 2010/01/27 132014 Microsoft iindo... 6272 FRyhD—g A P
F tieh ﬁ_”‘_ () 2010/01/27 13:20:04 Microsaft Winda.. 6278 Aabo—b AU
T Aeb0—h Ay - 2010701427 13:20:04 Microsoft Winda... 6272 Ay bO—h A T HEDH
T B 010/01/27 131920 Microsoft Windo.. 8278 Rabo-o A BB
o Windaws 04 2010701427 151820 Microsaft Windo 6272 Fubl—o Ay
& PR —ugE Y —-EA 0 2010701427 151645 Microsaft Windo 6278 ubl—d Ay & um
o HFRFa 2010/01/27 12 16:45 Microsoft iinda 5272 Fabo—h iy [ R Y-TA
1B i i ny R —h )3 =
2010/01/97 131616 Microsnit Windo £278 iy b—h ) .
B A<k 08T - A X 6276, Microsoft Windows security auditine. x| i3 Ak
24 | | ZONAA.
IO | - Fro b
EEERAL - HAPHERE o B
Aoy b= AU — FREVLANID
ZhlAue-u Windows i ~n7 »
)= deezamplecojp — = : -
PEEOIEEE: FEAP =
EAP iESH: Microsoft: 5207 TIREESHILIAT— [ (EAP- [ Aruh
MSGHAP w21 =l il o) coin
[ Erl=t i BELIT
5 ae- »
V=S Microsaft Windows security = 04DBE (D} 2010/01/27 13:20:14 LI ;: e
A% b ID(E) 6275 ARAMATINCN o bO—0 D — H-p5- | - b
LA L = FO-RK AOEE & &0
(1) N/ JsE1—8—(Rk  deexamplecojp H sz 14
FAT—F0): E%R
SELBIEER(D: gk nAgaLT
(P} FRLBIC

5.2-2 W®EHREMROOS

@ BEEEBLE (NPS DRy FT—HKY S—c—BLEMo1) BE. REF T vy EEHS
NTRIELKRO T DHERENET,
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53 NAPYSA47>2 FDERY—IL

5.3.1 netsh nap client show state

NAP 9 S A 7V MDART—RRERRT HAY KT,
NAP 2T 2BEHFEDAT—R XL, SHA D/NN—2 3 ViEHR, KO EF1 ) T4 REFHEDR
BIENTEET,

av ROV T ARy REERITLEHERFAEUTISRLET,

5.3-1 NAP 9S54 7R T—RRAKR A
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532 Ry R I—=9F7HAREDHR

NAP U 5470 hERIARA Y FICERTHE, v FT—UT7 7+ RIKEA Windows BIED % X
I N—IZBBIZRTENETS,

NAP V5472 b REICKERLIEBE., UTOAYvE—URARTENETS,

) COIZE1-FE. TORY RO—ISHERLULTVERA X
W v hT—4 PHERGIRENET.

b

5.3-2 BREXBEOAVE—D

Ayt—CEIVYITEHE, REBREERITHIENTEET,

EEDCER ol =S

| @' avEa—%l. COFy FO—SEFICERLTVWERA
b VP21 —FHEHENBET. Fv M0 PoEAGERENET. [B
HiT) EhlE [EEEE] ZoUv I LTIRESL.

> |

@ windows EFa1UFsESET—ST>H &R
Microsoft Corporation
Windows 1 UFsEEMT - Mt SEEHESLERUZ—
2. OrPa—45ERLTLSNEINEFTvILET.
J—==32. 1.0, ID 79744

m

windows F1UFsEEET -T2 M. CcoOrEx—FDtEFay ||
T REOERICERLELE.

AEEEE: 5

[@mws) | mamEw) | [ #0s

5.3-3 BRELBEBFOER

T NAPYSA 7V MERDBEZZBELTRY FIT—VEHICENSE I L. BERENER
SNFET, NAPIYSA T MDBREICHRILIEGE. UTOEL S A vtE—UH Windows BEIED 7
ARG N—IZRFRESNZFET,

i) coOEa—Sk. CoRy FD—IEfERIILTVET X
Y Fw - OEER TP A AT,

e T e
} A % g @ I:-_'\ KAHA -u!-

5.3-4 BRERIEEDAVE—D
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Aot—UEIVYITHE, REBREERTHIENTEEY,

Y hI—5 PHEARE

|@ aVFa1—%lk. COFY FI—SEHCERLTVWET
Ry R I—HADESLT I AN AETT.

¥ windows tfaUFsE8ET—TT b FHTT-.-100%
Microsoft Corporation
windows EF1UFs EERT—Tr M EEESFERLEMUZ—T.
OvEa1—SHERLTVSMEShEFTwHLET.
Ji—==20 1.0, 1D 79744

Windows FF1UF«EEET - bTIE R UTREOERTE
TLFELE-

5.3-5 RERKTIEEDER
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0. zxzmE
6.1 B89 VLAN EREOTEEE

6.1.1 Windows XP @ IP 7 KL XEIY %z BH%E

AX 2 1J—ZXM MAC VLAN ZARWE=RERY FT—9 X T LIZHE LT, Windows XP % NAP 9 5
A7 RELEBAE. IPFRLANYYBDLSGOVEIENRELET ., 4H. Windows Vista TITHRLE
LEEA,

Windows XP AX (BEERA 9 F) T BRAvF DHCP H#—3
(FI2A4IETF—FroxA)

6.1-1 IP PRLAREIYEZBRBEDORSDR VT —IEK

B 6.1-1I12B LT, WEFHDOWindows XPH, ¥ TR >—ERGEEIZKYRET HVLANA
YYEHDE. Windows XPIEET T 7+ 7 — k2 =45 TIZPING (ICMP-Echo Request) #i&1§
TEEAREMZHEELET ., TIAIIL FS— b 4 H5DICMP-Echo Replyld, AX (GEEER 1 v F)
MDMAC VLANDE#RIZ & Y Windows XP & BRik S 4 F= 8, Windows XPIEDHCP/Y 7w h & EEET .
HOTIP7 FLADYIYEBEDLDUYLNREELEFEA, AEEOFHIZDONTIE, 6.128ZSBLTTEL,
CCTlIk. AMEZEMT 25 EZ 3BERLET . UTANAIDEREAHZEZFALTTFIL,

(1) FI2#IEF—Fr9zA4 (L3RS YF) IZTVRRP 2T 5,
VRRP #&XEJ 5 & VLIAN BIZCEL - E={REMAC 7 RLANFERESNS =, T4 F5—
7 = 4 [% Windows XP h 5@ ICMP-Echo Request IZIELE R A, BL. COHXETI74IL T
— ;oA NRCERICIRE L zEE#AETT,
AKHAA FTIE, VRRPEZFERLEZEBRZRWLTWSSH. IP7 FLRAYYEDLY OREFREI Y F
HA, VRRPOEREAEIZCDOVWTIEIIZEZSHELTT S,

(2) FI24ILIMSF—b9z4 (LBRAYF) IZTVLANBIZHERTSMACT RLRZEET S,
AX V) —XTlE, av272459L—>32a<3 2 K (vlan-mac-prefix) ZFELVT VLAN BIZEL
HBMACT7 FLREERET DI ENTEET . CNITK Y (18E VLAN L E25EE VLAN TEZL S MAC
7 RULADMEREINE =6, TIA4IL b5 — b7z 4 [ Windows XP A5 D ICMP-Echo Request [Z
RETHIEEHY FEA
AVI4 L= 3 DBERERISRLET,

# 6.1-1 VLAN EIZfEH3% MAC 7FLREEEHI
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AX3600S

vlan-mac-prefix 0012.e208. 6277 ffff. ffff. 0000
|

vian 10
vlan-mac
]

vian 30
vlan-mac
]

vian 100
v|an-mac

(3) BERAYTFIZTANEEHRET S,
BEERA Y FICTOEARY R MEERALT.VLAN ZE#IZEE SN S Windows XP WD T 7 #+
IS — A% ICMP-Echo Request # 7 4 LAYV LET, AV T4 L— 3> DBSEH
L TDREHREUTITRLET,

& 6.1-2 ICMP 24JLAREEEH

AX1200S

interface vlan 30
ip access—group “XP-ICMP30” in
]

interface vlian 100
ip access—group “XP-ICMP100” in
]

ip access—|ist extended “XP-ICMP30”

seq 10 deny protocol icmp src 192.168.10.0 0.0.0.255 dst 192.168.10.254 0.0.0.0
seq 20 deny protocol |cmp src 192.168.100.0 0.0.0. 255 dst 192.168.100.254 0.0.0.0
seq 30 permit protocol ip src 0.0.0.0 255.255.255. 255 dst 0.0.0.0 255. 255. 255. 255  (3%1)
|p access—|ist extended “XP-ICMP100”
seq 10 deny protocol icmp src 192.168.10.0 0.0.0.255 dst 192.168.10.254 0.0.0.0
seq 20 deny protocol icmp src 192.168.30.0 0.0.0.255 dst 192.168.30.254 0.0.0.0
seq 30 permit protocol ip src 0.0.0.0 255.255.255. 255 dst 0.0.0.0 255. 255. 255. 255
AX2400S
interface vlan 30
ip access—group XP-ICMP30 in
|nterface vian 100
ip access—group XP-ICMP100 in
!
ip access—|ist extended XP-ICMP30
10 deny icmp 192.168.10.0 0.0.0.255 host 192.168. 10. 254
20 deny icmp 192.168.100.0 0.0.0.255 host 192.168. 100. 254
30 permit ip any any (3%1)
|
ip access—|ist extended XP-ICMP100
10 deny icmp 192.168.10.0 0.0.0.255 host 192.168. 10. 254
20 deny icmp 192.168.30.0 0.0.0.255 host 192. 168. 30. 254
30 permit ip any any
# 6.1-3 ABEHIDE VLAN [2DVT
VLAN-ID VLAN Y RIT—UF7ELR | T4 ETF—bzA
10 SRELHET VLAN 192.168.10.0/24 192.168.10.254
30 #&JE VLAN 192.168.30.0/24 192.168.30.254
100 SR5E% VLAN 192.168.100.0/24 192.168.100.254

EEDT V2R R +TIXEREEAT VLAN &EREEE VLAN BB ZENEND VLAN DT T+ )L b7 —
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b2 1 41192.168.10.254] &£1192.168.100.254 ]~D PING Z3EHET 57V X 1) X FXP-ICMP30]
Z{ERL L. #J% VLAN3O [T L TUWVET, RHRIZ. FREERT VLAN &i&9E VLAN Do ZhEhD T
THIL ST — ko4 1192.168.10.254] & 192.168.30.254] ~M PING #EETEHT7 VR R
b TXP-ICMP100) #4ERC L. EBEE# VLANI1OO [TEAL TWLVET,

FE-LREOSEGTEABEZRBT SLOD T IILE) D ITEEELEGE>TULET ., BEIT VLAN
X LT7 7RV R RDAEESNTVWEEEEBREDT IV XY RA MIEMLTTEV. BEERSSE
fHITIEHEE VLAN (VLAN3D) IZHL 2 TOBIEZHFAITHIEE (K1) NEFLTVFET, BILT D
REEICIE CTHRE VLAN OB ErTRESEF ZE L KEEL TTF S,
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6.1.2 IP7 FLARYYE X HRED MRS

Windows OS MK, IEEE802.1X BB —7 Y RATETHRT 74N T — oA ~DBIEHRE
IO, IEEMNETNILDHCP /N7y FEFEELTIP 7 FLAOERBEZTVET,

Windows XP & Windows Vista TIET 74 ESF— b 24 ~DBEERHENEL D26, EEIC
ENNELTVET, TNENOBES—7 U XITDVWTRISRELET,

(1) Windows XP QEMEL—4 VR

Windows XP (. IEEE802.1X F25E# VLAN Mt U EH % &, ICMP-Echo Request T 7+ /L +
FT—b Iz AITEELTRERREMZHRLET ., T4 M7=z A&, BEIZ Windows XP
HERDETET 5 VLAN I Y BEH > TH>TH. ICMP-Echo Reply ##1E LFEF ., MAC VLAN
AL TWLWAERILR A v F (AX2400S / AX1200S) TlL., #® ICMP-Echo Reply 8% 9 51-8.
Windows XP [T 74 I b — b A IZEZFEAGETHS EFIBTLTDHCP /Ny FEEELFEE
Ao

Windows XP D IP 7 RLRYYBEZ O —7 VAR ZEUTICRLET,

Q q - HWl ndows Server 2008
NPS

Bholn

Windows XP AX1200S / AX2400S AX3600S
77479+ —1|_| eapoL start R DHCP #—/\
% 4EShi—d A ”1 RADIUS Request o
ulb\uIEkEE *ﬁ&'lk O)? vy
EAP Success | RADIUS Accept

TILHILRT—F BE VLAN [

) =4 ~PING#(E myYEbLS
———————===_{| ICMP-Echo Request

P ICMP-Echo Reply

DHCP /47 vy b & MAC VLAN 7%

EELAN DTEET D
— ——=_| DHCP Request

IP 7 FLRAMHY r

6.1-2 Windows XP @ IP PFRLAREIYEZDL— R
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(2) Windows 7 & Windows Vista O8> —4 >R
Windows 7 & Windows Vista (&, IEEE802.1X $23E#% ARP-Request T 74 k5 — oz A

EE

LCEIEmaett B LES. C T,

FREIR A v FTIE VLAN BgIYEbhL-TW5=86H. T

THILET— o4 (AX3600S) (X ARP /8y FEBEZELIEE LEH A Windows 7 & Windows
Vista ldT 74 I S — b AIZEETELRWVEHIBILTDHCP /Xy FEZEIELET,
Windows 7 & Windows Vista® IP 7 FLAYIYEZ L —4 VAR ZLUTIZRLET,

r.
LT

o - Windows Server2008
Windows Vista AX1200S / AX2400S AX3600S NPS
7747“7*—)I/L EAPOL Start DHCP H—/%

LEThI-d A

\ 4

RADIUS Request

\ 4

RALLE, REREOF VY

EAP Success

A

RADIUS Accept

ARP Request % z
d ! #®J%& VLAN [Z
Jo—FXxvy X+
L
o Y EDLS
ARP Request
ARP Request ARP /84w
INT Y
ARP Request x EWRT S
DHCP /X7 v k% "X
*EE
DHCP Request
. DHCP NAK
DHCP Discover >
’ DHCP Offer
HLWIPF7RFLR DHCP Request
TWFY S g
DHCP Ack

<
al

6.1-3 Windows 7 & Windows Vista @ IP ZRLAYIYEZ D —F 2R
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6.2 VLAN E— F#@E (B89 VLAN, BEE VLAN) OIEER

6.2.1 JFFRAPREBERFEMOKEICONT

IEEE802.1XFREF A # AN/ E L I=WindowsitiR &, BRI T2 Ea—42 51 #4T0).
Windows A 7 #4 U B§IC T2—H—8R8E1 £1TWVET. AHA FTIEa Y E1—2 DIEEES02.1XFREE A
DAY EIT—=IR) O —ZFB/ELTWNVEW =V E1—42BEEEKRLET, TDE. 21— —325E
NiThonExErd., (B 6.2-158)

AVEaA—SFENERRT HEAXRA YFDHRBEVLANA V4 7 2 —RIFEBEPREL LY EFT,
C KRB IEREDIR B R FIME (T 740 MEX 60 #) #iE. TOMISRMVEZITOERA, R
AEREREFRERNICHERN LR E2RATERERT S L. TORBIALELZEFELLTLESHEN
HBYET, TORH. AX R4y FDAVT 45 L—2320a72 FEAVTERIERBRIFEME
(quiet-period) Z5sECERELTTELY,

— MM, AVE L — A RAERBA S I —FRIAZHBT HSFTH~BTIEELLLOD. K
A FTIXERERBREREZ S MITHELTVWET, CBL4EEXSER)

Py

J
Windows Server 2008

e
=

NAP 25472k AXRA Y F
. EAP over LAN EAP over RADIUS
\Windows OS ##Z &} g @rrrrnmssmassznmsnnnnnnn > e >
(B Er—5 B I
EAPOL Start ~
¢ EAP Request
EAP Response RADIUS Request S —
> aYEa—4285L
| EAP(Response,Request) L, RADIUS (Request,Challenge) N K B
EAP Failure RADIUS Reject

3FDL HIE'lk
K — RIFHFRE j
@a1—Y5—ER3T EAPOL Start X \

EAPOL Start (% )

v Yy

Ay 4 VEmICT
A—HID, /SR — K
=ANh

EAP Request
i q

EAP Response RADIUS Request aA—H—FBEERTN

EAP(Response,Request) _RADIUS (Request,Challenge) .
)l Ll

A

EAP Success RADIUS Accept

)

6.2-1 Windows 0D IEEE802.1X FBRiF—7 VR

Copyright © 2007-2010, ALAXALA Networks Corporation. All rights reserved. 104



AX =X NAP V1) a— 3 >H4 K IEEES02.1X SR:E#H (5 8 iR)

(. FSTL2 =51
AETIE. BEAEEBIZHELEWVW RS JILAREL-BEORNAEERLET,

7.1 Windows FAAL IZBMTEHL

3.6.2EMNAPY 54 7 > FhDOWindows KA A4 USMMNTELMEES., UTHEERALTT LY,

(1) FA(YaY hO—5EBETETOEL,

254 7> hEED SWindows Server 2008~ DPINGHERE K UARIBRNTE TSI L&H
BLTTFELY,

ZRIARRIZKEKT 515 & (EWindows Server 2008[Z TDNSH—/ DY —ERMNEMEL TLVD T &
THERLTLEEL,

(2) 2—¥ID, RNRT—FARE->TWLS,
3.5.3F MActive Directory[C TR LIz —HFIDE L UV/NNRT—FZAALTTFELY,

(3) Ry bI7I—H#EHEOTO/NRTFT 212 TMicrosoft 2y FIT—O BS54 72 b1 DL,
BEHEOTONRTAEYS VA R=ILL, Fz I ZEDIFTEDIZLTTELY,

7.2 BEIZERILAN
NAP 9 SA 7Y FAREIZCHRI LEBEWNGS., UTZHELTTIL,

(1) NAPOSATZ U bDEFI) T4V Z—DEMTGE>TLEL,
5.3.10 lnetsh nap client show state] A< > FIZTHERELTTEWL, EXaUTF1 2 2—2EH
(S > TULEWMES, 8.1.1. (2) F=1X8.1.2 (2) OFIETHMZLTTEL,
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#Last modified by operator at Wed Jul  1 14:18:53 2009 with version 11.1.A

!

hostname "core#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 15

  name "OSPF"

!

vlan 30

  name "QuarantineVLAN"

!

vlan 100

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NAP"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

spanning-tree mst 0 root priority 4096

spanning-tree mst 1 root priority 4096

spanning-tree mst 2 root priority 4096

spanning-tree mst 3 root priority 4096

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.1 255.255.255.0

!

interface vlan 10

  ip address 192.168.10.1 255.255.255.0

  vrrp 10 ip 192.168.10.254

  vrrp 10 priority 200

  no vrrp 10 preempt

  vrrp 10 accept

  ip helper-address 10.51.0.1

!

interface vlan 15

  ip address 10.15.0.1 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.1 255.255.255.0

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 200

  no vrrp 30 preempt

  vrrp 30 accept

  ip helper-address 10.51.0.1

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 200

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 200

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.1

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.15.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


core#2# show ru

#Last modified by operator at Wed Jun 17 17:49:08 2009 with version 11.1.A

!

hostname "core#2"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 25

  name "OSPF"

!

vlan 30

  name "QuarantineVLAN"

!

vlan 100

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NAP"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

spanning-tree mst 0 root priority 8192

spanning-tree mst 1 root priority 8192

spanning-tree mst 2 root priority 8192

spanning-tree mst 3 root priority 8192

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.2 255.255.255.0

!

interface vlan 10

  ip address 192.168.10.2 255.255.255.0

  vrrp 10 ip 192.168.10.254

  vrrp 10 priority 100

  no vrrp 10 preempt

  vrrp 10 accept

  ip helper-address 10.51.0.1

!

interface vlan 25

  ip address 10.25.0.2 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.2 255.255.255.0

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 100

  no vrrp 30 preempt

  vrrp 30 accept

  ip helper-address 10.51.0.1

!

interface vlan 100

  ip address 192.168.100.2 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 100

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.2 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 100

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.2

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


#Last modified by operator at Wed Jun 17 17:44:08 2009 with version 11.1.A

!

hostname "core#3"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 15

  name "OSPF"

!

vlan 25

  name "OSPF"

!

vlan 50

  name "Intranet"

!

vlan 51

  name "NPS"

!

vlan 52

  name "Repair"

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode access

  switchport access vlan 51

  spanning-tree portfast

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode access

  switchport access vlan 52

  spanning-tree portfast

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 15

  ip address 10.15.0.3 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.3 255.255.255.0

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

router ospf 1

  router-id 10.15.0.3

  maximum-paths 4

  redistribute connected

  network 10.15.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.1 version 3

!




hostname "dist#1"

clock timezone JST +9

system l2-table mode auto

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NAP"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

interface gigabitethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 30

  ip access-group Quarantine in

!

interface vlan 100

  ip access-group VRRPstop in

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

  ip access-group VRRPstop in

!

ip default-gateway 172.16.0.254

!

ip access-list extended JoinDomain

  10 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1

  20 permit udp any eq bootps any

!

ip access-list extended Quarantine

  10 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1

  20 permit ip host 10.51.0.1 192.168.30.0 0.0.0.255

  30 permit ip 192.168.30.0 0.0.0.255 host 10.52.0.1

  40 permit ip host 10.52.0.1 192.168.30.0 0.0.0.255

  50 permit udp any eq bootps any

  60 permit udp any eq bootpc any

!

ip access-list extended VRRPstop

  10 deny vrrp any host 224.0.0.18

  20 permit ip any any

!

dot1x vlan dynamic enable

dot1x vlan dynamic radius-vlan 30,100

dot1x vlan dynamic reauthentication

dot1x vlan dynamic timeout reauth-period 300

dot1x vlan dynamic timeout quiet-period 5

dot1x vlan dynamic supplicant-detection auto

!

dot1x system-auth-control

!

radius-server host 10.51.0.1 key "alaxala"

!

aaa authentication dot1x default group radius

aaa authorization network default group radius

!

line vty 0 2

!

ftp-server

!

ntp server 10.51.0.254

!


#configuration list for AX1230S-24T2C

!

hostname "edge#1"

clock timezone "JST" +9 0

system function filter extended-authentication

system l2-table mode auto

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree disable

spanning-tree mode mst

!

spanning-tree mst configuration

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

  name "NAP"

  revision 1

!

interface fastethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/11

  switchport mode access

!

interface fastethernet 0/12

  switchport mode access

!

interface fastethernet 0/13

  switchport mode access

!

interface fastethernet 0/14

  switchport mode access

!

interface fastethernet 0/15

  switchport mode access

!

interface fastethernet 0/16

  switchport mode access

!

interface fastethernet 0/17

  switchport mode access

!

interface fastethernet 0/18

  switchport mode access

!

interface fastethernet 0/19

  switchport mode access

!

interface fastethernet 0/20

  switchport mode access

!

interface fastethernet 0/21

  switchport mode access

!

interface fastethernet 0/22

  switchport mode access

!

interface fastethernet 0/23

  switchport mode access

!

interface fastethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/26

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 10

  ip address 192.168.10.12 255.255.255.0

!

interface vlan 30

  ip access-group "Quarantine" in

!

interface vlan 100

  ip access-group "VRRPstop" in

!

interface vlan 1000

  ip access-group "VRRPstop" in

  ip address 172.16.0.12 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254

!

ip access-list extended "JoinDomain"

  seq 10 permit protocol ip src 192.168.10.0 0.0.0.255 dst 10.51.0.1 0.0.0.0

  seq 20 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq b

ootps

!

ip access-list extended "Quarantine"

  seq 10 permit protocol ip src 192.168.30.0 0.0.0.255 dst 10.51.0.1 0.0.0.0

  seq 20 permit protocol ip src 10.51.0.1 0.0.0.0 dst 192.168.30.0 0.0.0.255

  seq 30 permit protocol ip src 192.168.30.0 0.0.0.255 dst 10.52.0.1 0.0.0.0

  seq 40 permit protocol ip src 10.52.0.1 0.0.0.0 dst 192.168.30.0 0.0.0.255

  seq 50 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq b

ootps

  seq 60 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq b

ootpc

!

ip access-list extended "VRRPstop"

  seq 10 deny protocol vrrp src 0.0.0.0 255.255.255.255 dst 224.0.0.18 0.0.0.0

  seq 20 permit protocol ip src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.

255

!

dot1x system-auth-control

!

radius-server host 10.51.0.1 key "alaxala"

radius-server dead-interval 0

!

aaa authentication dot1x default group radius

!

line vty 0 1

!

ftp-server

!

ntp client server 10.51.0.254

!


#configuration list for AX1240S-24T2C

!

hostname "edge#1"

clock timezone "JST" +9 0

system l2-table mode auto

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

spanning-tree mst configuration

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

  name "NAP"

  revision 1

!

interface fastethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/11

  switchport mode access

!

interface fastethernet 0/12

  switchport mode access

!

interface fastethernet 0/13

  switchport mode access

!

interface fastethernet 0/14

  switchport mode access

!

interface fastethernet 0/15

  switchport mode access

!

interface fastethernet 0/16

  switchport mode access

!

interface fastethernet 0/17

  switchport mode access

!

interface fastethernet 0/18

  switchport mode access

!

interface fastethernet 0/19

  switchport mode access

!

interface fastethernet 0/20

  switchport mode access

!

interface fastethernet 0/21

  switchport mode access

!

interface fastethernet 0/22

  switchport mode access

!

interface fastethernet 0/23

  switchport mode access

!

interface fastethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/26

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 10

!

interface vlan 30

  ip access-group "Quarantine" in

!

interface vlan 100

  ip access-group "VRRPstop" in

!

interface vlan 1000

  ip access-group "VRRPstop" in

  ip address 172.16.0.12 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254

!

ip access-list extended "JoinDomain"

  10 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1

  20 permit udp any any eq bootps

!

ip access-list extended "Quarantine"

  10 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1

  20 permit ip host 10.51.0.1 192.168.30.0 0.0.0.255

  30 permit ip 192.168.30.0 0.0.0.255 host 10.52.0.1

  40 permit ip host 10.52.0.1 192.168.30.0 0.0.0.255

  50 permit udp any any eq bootps

  60 permit udp any any eq bootpc

!

ip access-list extended "VRRPstop"

  10 deny vrrp any host 224.0.0.18

  20 permit ip any any

!

dot1x system-auth-control

!

radius-server host 10.51.0.1 key "alaxala"

!

aaa authentication dot1x default group radius

!

line vty 0 1

!

ftp-server

!

ntp client server 10.51.0.254

!


#Last modified by operator at Mon Jun 22 14:48:29 2009 with version 11.1.A

!

hostname "core#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 15

  name "OSPF"

!

vlan 100

  name "OkVLAN"

!

vlan 200

  name "userVLAN200"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode pvst

!

no spanning-tree vlan 100

!

no spanning-tree vlan 200

!

no spanning-tree vlan 1000

!

spanning-tree single

spanning-tree single mode rapid-stp

spanning-tree single priority 4096

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.1 255.255.255.0

!

interface vlan 15

  ip address 10.15.0.1 255.255.255.0

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 200

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 200

  ip address 192.168.200.1 255.255.255.0

  vrrp 200 ip 192.168.200.254

  vrrp 200 priority 200

  no vrrp 200 preempt

  vrrp 200 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 200

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.1

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.15.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


#Last modified by operator at Mon Jun 22 14:36:10 2009 with version 11.1.A

!

hostname "core#2"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 25

  name "OSPF"

!

vlan 100

  name "OkVLAN"

!

vlan 200

  name "userVLAN200"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode pvst

!

no spanning-tree vlan 100

!

no spanning-tree vlan 200

!

no spanning-tree vlan 1000

!

spanning-tree single

spanning-tree single mode rapid-stp

spanning-tree single priority 8192

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.2 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.2 255.255.255.0

!

interface vlan 100

  ip address 192.168.100.2 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 100

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 200

  ip address 192.168.200.2 255.255.255.0

  vrrp 200 ip 192.168.200.254

  vrrp 200 priority 100

  no vrrp 200 preempt

  vrrp 200 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.2 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 100

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.2

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


#Last modified by operator at Wed Jun 17 17:44:08 2009 with version 11.1.A

!

hostname "core#3"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 15

  name "OSPF"

!

vlan 25

  name "OSPF"

!

vlan 50

  name "Intranet"

!

vlan 51

  name "NPS"

!

vlan 52

  name "Repair"

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode access

  switchport access vlan 51

  spanning-tree portfast

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode access

  switchport access vlan 52

  spanning-tree portfast

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 15

  ip address 10.15.0.3 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.3 255.255.255.0

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

router ospf 1

  router-id 10.15.0.3

  maximum-paths 4

  redistribute connected

  network 10.15.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.1 version 3

!




hostname "dist#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

!

vlan 200

  state active

!

vlan 1000

  state active

!

spanning-tree mode pvst

!

no spanning-tree vlan 100

!

no spanning-tree vlan 200

!

no spanning-tree vlan 1000

!

spanning-tree single

spanning-tree single mode rapid-stp

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/13

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/14

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/15

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/16

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/17

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/18

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/19

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface vlan 1

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

  ip access-group VRRPstop in

!

interface vlan 200

  ip address 192.168.200.11 255.255.255.0

  ip access-group VLAN200 in

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

  ip access-group VRRPstop in

!

ip default-gateway 172.16.0.254

!

ip access-list extended JoinDomain

  10 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  30 permit ip 192.168.200.0 0.0.0.255 host 10.51.0.1

  40 permit ip 192.168.200.0 0.0.0.255 host 10.52.0.1

  50 permit udp any any eq bootps

!

ip access-list extended VLAN200

  10 deny ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

  20 deny ip 192.168.200.0 0.0.0.255 host 10.50.0.2

  30 deny vrrp any host 224.0.0.18

  40 permit ip any any

!

ip access-list extended VRRPstop

  10 deny vrrp any host 224.0.0.18

  20 permit ip any any

!

dot1x system-auth-control

!

radius-server host 10.51.0.1 key "alaxala"

!

aaa authentication dot1x default group radius

!

line vty 0 2

!

ftp-server

!

ntp server 10.51.0.254

!


#configuration list for AX1240S-24T2C

!

hostname "edge#1"

clock timezone "JST" +9 0

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

!

vlan 200

  state active

!

vlan 1000

  state active

!

spanning-tree mode pvst

no spanning-tree vlan 100,200,1000

spanning-tree single

spanning-tree single mode rapid-stp

!

interface fastethernet 0/1

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/2

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/3

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/4

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/5

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/6

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/7

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/8

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/9

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/10

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/11

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/12

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/13

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/14

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/15

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/16

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/17

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/18

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/19

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/20

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/21

  switchport mode access

!

interface fastethernet 0/22

  switchport mode access

!

interface fastethernet 0/23

  switchport mode access

!

interface fastethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/26

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface vlan 1

!

interface vlan 100

  ip access-group "VRRPstop" in

  ip address 192.168.100.12 255.255.255.0

!

interface vlan 200

  ip access-group "VLAN200" in

  ip address 192.168.200.12 255.255.255.0

!

interface vlan 1000

  ip access-group "VRRPstop" in

  ip address 172.16.0.12 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254

!

ip access-list extended "JoinDomain"

  10 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  30 permit ip 192.168.200.0 0.0.0.255 host 10.51.0.1

  40 permit ip 192.168.200.0 0.0.0.255 host 10.52.0.1

  50 permit udp any any eq bootps

!

ip access-list extended "VLAN200"

  10 deny ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

  20 deny ip 192.168.200.0 0.0.0.255 host 10.50.0.2

  30 deny vrrp any host 224.0.0.18

  40 permit ip any any

!

ip access-list extended "VRRPstop"

  10 deny vrrp any host 224.0.0.18

  20 permit ip any any

!

dot1x system-auth-control

!

radius-server host 10.51.0.1 key "alaxala"

radius-server dead-interval 0

!

aaa authentication dot1x default group radius

!

line vty 0 1

!

ftp-server

!

ntp client server 10.51.0.254

!

