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................................................................................................
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INTEREF (MAC E85F) 952 &L TRSASecurlD DY SA 7 hSA U REBEE
FTELEGLKVARTLEEETDHIENTEET,

(4) TIVFRTY TRBIALEDHRAMTIEE
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123 AX V=DV INII T AT arS514t2XIZDLT

RSASecurlD IZ1%, R 1.2-1IZRT K5I b—Y o FFRALIE-T VAL

/\le [\*%ﬁbs

New PIN E— K., Nexttoken E— F®D 3 DD#EELAHY ET, ch o> 3 DDHREE AX V1) —X

@ Web DIL\HIEEL*Eéﬁ%)T’&)l (j: AXV'J X@UJ’)"’(A

/\le I\D'L\ﬂ *&

DYz T7HTLavI A REBEALEETEMICTILELHY FT,

E. RSASecurD D b—9 U &FERALF-T %24 L -

(OP-OTP)

INATT— F#ge s AX 1)) —X D Web

A EEIEREFEL, VI RIzT7H T avsA4 e REESHTEHELET,
£ 121 T84 LRI — FRIEHEE (OP-OTP) DY R— 9 ¥ aEEE
VI TF7H T avs4twUR
FRENE (OP-0OTP)

% 39
A4 O M= >a—FK, PIN AB O O
New PIN E— K @) —
Next token €— F @) —

(FLBl) O : HR—

AXVY—XTEDERKY I b9z T7A T arvSA4E o RADYR—

RSA SecurlD:&HR—
/\Z'j FEIL\HE%

- RYR—

1.2.4 New PIN B—Fx&—S2 R

MRRIE2.1.1IAXD ) — XD
FRRESHBLTTEIW, U, AHA FTIRAXV ) —X[ZT V8 A L -
(OP-OTP) MY I bz 7H T a4 ANEMH->TWE I EE
ARICEMTIVET,

B 1.2-2 [ZTAXS ) —XDWebEREE & RSA SecurlDDNew PINE— RAVGEET BEOEES —
TUORERLEY, T759Y TOXRBROEEER & BEFIEXAL.3New PINE— FEEDFEFEFIEZF

SBLTTFEL,

IS5HHTO
1—F—D AN

UseriD [
PassWord 1

9347 2 MEXR

—
FRMAERKF., 2 —Y—ID &

NRAT—RKAARIZ b—2
va—FR#ANT S,

—

—

I—H—ICTEEDPIN £  eeereeeeeennes PINDAT eereeeenen »
ANT 5,

_ X RPN A A S L TET T
PIN #BANT 5. }PIN@M ............... s
— e JRHEERT
( > o >
A—Y—ID ERRT—F A ATYDRLSRATEEAN..,)
AHEIZ/ARa—F (PIN
(_+FF—7v3—K) £ih o BREEROEART (Y KK |

FEDOhtp 7O R

RERA VT
AX1240S. AX2430S

A—H—ID & h—Y oa— RZik(E

................................................ >
DR PINDEX s

21—4H—ID & PIN D#(E >
o PNOBER

21— —ID & PIN D#1E >
PR IRATEPEX
Lo L TIRER DT R EER.L )
PR BEERROEE e

B 1.2-3 New PIN £— FEI{EHIE
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[EZZBLTTSL,

I39HTH
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UseriD [
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— FAORICR -
NRAA—FREANT
%, 3 ELEREREEIC K
5 R

9347 MEXR

—
1—H—ID E/XRT—FK

ABRZELLVIRO—
FEANT S,

\—

4 .

INAT— RKAHAMIZEL
LWIRa—F (RODIRR
a—FER) 2AAT 5,

N—

AL

AX1240S. AX2430S

ALY TF

FEEDhttp 7V R R
8 . . . . . e N
ATEIR SR REAA LG ATEID SR AT RERE
P RENCEERT ... e SR EEENG
AmFobEszamREAR L ATYIDESRITEREE )
R RANGEEERT ... eenenennn INSAATERENG
AT ESRATREAA, L AT e AT RoRE |
RS REINGEERT ... erneneennnens NRITERRAENG
o —
L ATYDRASRATEEAN LA TR SR I R ERE. L))
ST EE R {2 o — REEs

4.“"““uﬁ§_r ................ <I\ZZIF§;R ..................
............ RATEEMicpl e AR ATEER R
¢ DERROEERT (B K |aireirenennd RAEERES. e
B 1.2-4 Nexttoken E— FEIMEHE
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AX D) —=XBEEY ) a— 320 H4 F  (RSA SecurlD #&)

1.2.6 AX V=X DBFEE—F

AX Y —=ZXDAy D=9 BEEZXI 547 2 MnERMBIERIERBET 5 VLAN (v b7
—2) IZIEL T, AT 2B E— FNFELET ., RSA SecurlD a@’é#ébf\t%b@
RELE— FCTHEENTEETT, RIAME— FOFMAGHRBAICOETELTIE TAX D) —XFREEV Y
A—2a3VHAKR] OAX VY —XDITZaF7ILESEBLTTIL,

(1) IEIE VLAN —F
RERNEL IS4 T7 Y MaRMAFTET 5 VLAN BNEE LA VORI E— K,

AX :/U _X*bﬁ-'j-ﬂ_s h?énunﬁﬁ”?gtx UX }‘%%L\—CDLHIE_IT( JTL:\ L’CL{E%
FEILES, VLAN(RY FT—2)OIP7 RLADEENARLE LGN -OEMARY
FO—ORBEMNAETT. TOROBFEOREICEALDTVGEEDAY v kHHY
FY,

= XA FIRICTVRATLBEREREBELTVET,

(2) §’JE‘JVLAN=E K

RELRIIEE RADIUS H—/\DIETRIZK Y IS4 7Y MaRDMET 5 VLANKEET
LHEEE— K,

AX 2 1)—ZXMD MACVLAN ZARWNTA—H—TCIZATET 5 VLAN ZHIET 52 &M
BETY, F-FBT A VLANBEEICT OV ERAYR MEBRETHIETEY EHHEHM
L\ni’nIE* y RO — HEEREETY,

= B8 VLAN E— FE#HBET B35BT EK M4 FD 3.5.4 RSA RADIUS Server @
BTl D (2) RYS—DERIZT TEM VLAN E— FE2FERAT 385811 288
L TRADIUS H—/N\DHBREZEMLTLEZIL, F-AX D) —XDEREELT
v b= RBEREKICELTIE TAX D Y—XBEEY ) a—arhA4 F1 @ 33
BB VLAN E— FDORY FI—HBEH) 28BLTTFIL,
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AX 1) =X

nlL.\nE/ 1) a—i3 /73’( I‘

(RSA SecurlD #&)

2. H— R IRESR I

2.1

2.1.1 AX 1)—X M RSA SecurlD EiEHHR—

HR—

AX 1) —XIZT RSA SecurlD &EET HFRICBEIET HHEED Y R—

hRi5

783

FRRELUTICSRLET,

+&2.1-11ZRSASecurlD &EEET RRMAKEV I T7A T arS54E2 X (OP-OTP)

DY HR—MRREAX VY —XTEIZRLET,
& 2.1-1 EEAEER AX V) —X
s . AX2400S AX6300S
=R ~ -~
SREEA K AX1230S AX1240S i i e
802. 1X 8% — — — _
Web 525 A [e) O A
MAC irui - - - -
(L) O : EH#ERRE, VI b zF7ATLarI422R (OP-OTP) MBALNBE,
A4 VEOR—2>2a—FK, PIN ANDOHMEEREE,
—  BIERT
2.2 WNBEH

AX 1) —X|ZT RSASecurlD £ EET LHRICEHET HNEBEHEELUTIZRLET,

2.2.1 AR E
AX 1) —XDYR—
EDEEIZE L TIEFZTEAT Web

I‘Té%ununE:E l“ t@ﬂ_ﬁnlun

DIL\HIEEEE;E LT < T— é L\

AR ELITIZ;RLET . RSA SecurlD

£ 221 BHE—FIZEDBEKRIBIREKS
REEE—F FEEAR AX1200S AX2400S. AX3600S AX6300S. AX6700S
EE VLAN | IEEE802.1X | 64/7R— &%t 1024/ | 64/1R— &35t 1024/ | 256/7R— &%t 4096/
E—FK | &RGE 256/% & EE 256/VLAN ZE 256/VLAN ZE
Py
MAC E2:EF 1{5924/352 1024/ & 4096/ E
PES
Web 583 1%924/ = 1024/ 8 4096/ B
=R
E1#9 VLAN | IEEE802.1X , &5t 256/ & &t
o | == 256/% & _
T— K | =2 | oseisEE | (1) 256/4 B
oy *
MAC 83 256/ & (2*51?/ =B 1) — —
A
Web SB5F | 256/ (2*51?/ =5 —
(LBl — : KUY R—
(*1) AX3640S Tl& 1024/ EBEERYET
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AX 1) —

mL.\nEJ Ja—<3 ./73’( N

(RSA SecurlD #&)

3. IXFLEEL (EEVIAN E—F)

KETIFAXD ) —XDWebsRiE (EEVLANE—FK) ERSASecurlDDIT 2B A L= 1INAT— K%
EBEISEERIEVATLOBENEZL EICAXD ) —XDa2T7 45— 3>, RSASecurlD¥®4
SA T2 MRERD

=1 —1

3 >:&I-u2i£

21—

X /&

HEEMEELTLET, % HRSA SecurlD Appliance D%
FEEBHELTWET, FHT %/3—2 3 UHRSA SecurlD Appliance 2.0 Di5& 1

EICELTIEN—D

3.5E % . RSA SecurlD Appliance 3.0 D& F3.6EEZSHBL T ZaLY,

3.1 RBBEVATLER#SR—%
UTICAEICTHRET IRV ATLOERNGRY P —VERBE L EBRESRE —ERERLE
ERS
ATFRAYF |
\ I
.ii;ﬂl..i? lE;Z lEf
LIS e - RSA SecurlD Appliance
- DNSH—/\FH—/\&Eim=K
- EBY—N
e 4 J
9547 hER Tk 7747/!\%*
K 3.1-1 BEESATLEXRER

ARV ATLEERT PEBORAREHRBRVERAN-—D 3 VEUTORIZRTLET,

£ 311 BERATLEAME—E
] WA NnN—3y &%
RSAS ID Appli 100 2.0 . .
@ eedr :gAla:c; Y 573 RSA SecurlD Appliance [F/8A—2 3 V2
: P uthentication Manager Ak CTHEATHIHBNEDLY FET,
RSA SecuriD /7F7=7  "RSARADIUS Server 6.1
Appliance ® RSA SecurlD Appliance 130 3.0 RSA Authentication Manage7.1 ,5 RSA
RADIUS S ALTWL o
VIboz7 RSA Authentication Manager 71 over E#EAL =7
N—Foz7 RSA SecurlD SID700 .
. [— =Y VIZDOWTIEHLLA =S U ESRBL
VI2bkoz7 RSA SecurlD Token for 40 TTFELY,
=52 Windows Desktops .
N AX3630S MAA | KYRFLTEAT S DHCP 4 —/3
J— AX1240S 2.1 J— - =
SR E RS hJ SR %
REHRA VF AX2430S TR Web FREEZ1T S
¢ FREEICRRILIZ Y 547> MRERDOAHEE
*B—A - L
RADIUS H—/\ MAC 23 RADIUS H—/\
DNS H#—/\ oS Windows Server 2003 SP1 KIRTLTHEMAYT S DNS H—/\
H—/\EEImER RSA SecurlD Appliance #2{EimFR
_ Windows XP SP2
7547~ MR | OS Windows Vista SP1
PP, — — — MAC REE£E1T S
(FLBI) — 4FICHEELAEVE LLIEEENENSEEZRLET,
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AX DY —XZBEEY ) a—2 3> H4A4 K (RSA SecurlD )

3.1.1 Ry —OE R E (FE4)

AX 2 1J—ZX®M Web FB3E (BEE VLAN E—FK) & RSASecurlD DI VB A L= 1ISRT— K%EE
LR ATLOERGERY FO—UBRERZUTISRLETS,

254 | 254

0/1 0/2~0/3
VLAN50 | VLAN51 core#tl

10.51.0.3 10.51.0.2 10.50.0.1
172.16.0.254

VLAN100,1000
0/47~0/48 AX3630S

RSA SecurlD Appliance
<Y DNSH—/\%

RADIUSH—/8, FHY—N

RARZAY: S (ST ES

0/23~0/24
VLAN100,1000

0/25~0/26
VLAN100,1000

172.16.0.12 AX1240S
VLAN 100 VLAN100

172.16.0.11 AX2430S
VLAN 100 VLAN100

-J - IEEE802.1QU ¥ %
O - BEIRA b

o/t ~f)/1 0 0120 o/t ~TO/1 0
HUB HUB
7547 v MER Fyra 7347 > MR Fyra
@ @5 wvacrrizx @ FE @ FE  macTrLz
0011.0022.0033 0044.0055.0066
=Y b—bY =Y b—HY

3.1-2 Ry b I—O#/EE (GEH)

3.1.2 R YFDR—MERK
T BRI Y FDR—FZUTOLSICKRELET KEEFITETY V2B EL—D Y

EFERATEROVSBIIMACEIZTOBREELE LTWET . MACRRIINEEICE L TIX3. 28 ERA
VrEBBELTTEL,

£ 3.1-2 BHRA YFODR— MERK

SREERA Y F A& R— ~FEH VLAN el = REEAR
1~10 Web F23E
iR 7R K~ k 100
AX2430S " 20 MAC B:E
TyTY Uy ERE FSUHR—F 100, 1000 23~24 —
1~10 Web 2k
SBELA 7R K~k 100 —
AX1240S . 24 MAC ZR3E
FyTULoEE | FSUoR—+ 100, 1000 25~26 —
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AX D) —=XBEEY ) a— 320 H4 F  (RSA SecurlD #&)

3.1.3 A1 yF D VLAN B

KAIBEHIZTHERAT S VLAN DERFEHREZR 3.2-312. 7547 2 MaROREPIREIZIE C =@
EREE&R32-4I1TRLET,

% 3.1-3 VLAN E&

v bI7—=9 2 o @
VLAN £ VLAN-ID P7ELR Fi& HEY—N
e AU LR & RIEFREG Y —/\ A FTR T e
7Y —/3VLAN 50 10.50.0.0/24 VLAN. (A% kD—5 1 &) EBY—N
SREY—/\ VLAN 51 10.51.0.0/24 RSA SecurlD AFTEY % VLAN, RSA SecurlD
FREE VLAN 100 192.168.100.0/24 9347V MERHIFEY % VLAN,
EHEMA VLAN 1000 172.16.0.0/24 BEREEZEET 520D VLAN,

% 3.1-4 9547 FMaROEMKREIZIL CH-BERS

. DHCP. DNS
BTN H
AR IR R ©) ©)
I:IL.I'-IIEHIJ &Uuunﬁiﬁﬁjﬁi X A
(FLBI) O : EIETTARE c BEFRT A:—#F0 k3L (DHCP. DNS) DA @EIEAAE

3.2 HmERAVE
B3120%ry FIO—YUBRERICTAXDaAY I« L—2a Vv THREDRA YV FEUTIZSRLET,

(1) #F2av514 0 ADFEE

AF4 RTIE New PIN E— K& Nexttoken E— FEFALET,
AX 1) —XD#show license(EAAT U R)ICTY I b0z 74+ T avs4tUR

(OP-OTP) NEAMTHAS EZHRBLTTELY,

(2) EBEEAT ACL DYERL

77’{7/ I“jﬁuﬁx@uun HIJ&UDLEE%E&E#( uTZ’JU)ﬁ{: E#EIT%)T:&) uunl.—tx’r W FIZ
ATV ERYURMEEELET .
D RALAKTIEHEISATUPERDIP 7 KLRAEZDHCP H—N&YEBHLTWET, F0D
=547 FRERMSD DHCP /N7y FEHFRAILET . (VT4 7Y MmRD IP 7 K
LAZEET A BRETCIEAERIEIFTETT,)
@ EBIIRIICOSA T2 MR LDBBIRRZEZAREICLET, V54 7 > Mimkh S DNS
H—/\5E, DNS U T )Ny bZ#HLET,
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AX D) —=XBEEY ) a— 320 H4 F  (RSA SecurlD #&)

(3) F—YUERLENRRT—FANRTELORE (T2 4E) 0K

=D UEFERLENRRT—RAANTELRMER (TYEGE) OEREAEICITLUTD 2
BEHYFET, REICELETERLTT I, GEAXRAA FTIIOD MAC BEE&ERT 5%
EREHELTLET,

DOMAC RBEI&ERT 5 A%
k—o UEFERATELWLTY U474 E% RSA SecurlD & (X510 RADIUS H—/\ T
(MACZBEE) LET, 33AXVY—XDaArI745L—LavITMACEIENDa T 44
L—2 3 B LTVET,

QRBEIRRNMRERERES A&
=Y VEFERTELRWT ) VAL EEBARNGRE LTRELETRERS vFITU

TOATU FEHRELTLIESELY,
(config)# mac-address-table static (#HEXMMACT KL X) vlan 100 interface fastethernet 0/24
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AX O 1)—RFBEEY ) a— 3> H4 K (RSA SecurlD #7)

3.3 AXIY—XDaro45L—3y

AERIZBFE, AXD)—XDAV 745 L—> a3 OBRRETRICRLET, £aVI7445
L—2 a3 iETHFR I 7AIIICTHRMAFLTNWVET, [FFESBELTTIL,

3.3.1 AX2430S Oar 745 L—3ay

edge#1 (AX2430S)MDERE

BEAIRGE

(config)# hostname “edgettl”
(config)# clock timezone “JST” +9 0

RAMERDREELEY,
BALT—VDREELEYS,

VLAN DESH

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100, 1000
(config-vlan)# state active

VLANTIEER LA =6. BHICLET,

FREEVLANE L TVLANT00Z ., BEXEAVLANE LT
VLAN1000Z 1R L &E T,

AINZVTY)—DERTE

(config)# spanning-tree disable

ANRZDTY)—EEBHILET,

AB—TTLADHBE

MBAR—DEEE

. EIID\ EE Fﬁ

(config)# interface range gigabittethernet 0/1-10

(config—if-range)# switchport access vlan 100

(config—if-range)# web-authentication port

(config—if-range)# authentication ip access—group
“WebAuth”

(config—if-range)# authentication arp-relay

(config)# interface gigabitethernet 0/20
(config—if-range)# switchport access vlan 100
(config—if-range)# mac—authentication port
(config—if-range)# authentication arp-relay

o7y I I

(config)# interface range gigabitethernet 0/23-24

(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vlan
100, 1000

BIR—bORTE
R— #(_)4{1~10’E77-|z7\71'3— R OVLANTO0I= 583 L
i o
WebEREEMZAR— FOBREELET
PEFTT VR Y R b “WebAuth” £BELET,
DEFRTDHHRD SEIE S MBI TARP /847y b %
BAHENDAR— bAEASEETS,

HK— 10/20% 7 & £ R R— R DVLANI00I= 3% 5E L &
-a;—

MACREE R — F DS LET .
AR R 53EE SN HHILTARP /35w k%
BEHRADK— F AN EEET,

TV OR—bDRE
R—10/23~24% + 5 VU R— MIEREL.
VLAN100. 1000%z%EL %Y,

LAN 18—z A RADEE

(config)# interface vlian 100
(config-if)# ip address 192. 168. 100. 11 255. 255.255.0

(config)# interface vlan 1000
(config-if)# ip address 172.16.0. 11 255. 255. 255.0

FREEFAVLANIOOIZA 2 T 2 —RIP7 FLREERE
L/ij—o

EIBAVLANIO00IZ A 2 71 —XIP7 KLREHRTE
L/ij—o

TIHIVEIL—DRE

(config)# ip default-gateway 172.16.0. 1

RADIUSH—/NEBIEEITI 28, TIHIMIL—K
EFRELET,
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AX =BV ) a—> a3V hHA K

(RSA SecurlD #&)

TR A DIER

ip access—|ist extended “WebAuth”
10 permit udp any any eq bootps
20 permit udp any any eq domain

RAM7 I LAUAELTERT 5 NebAuth” %
ERLET,

DHCP/ %y R DR A ZBRE LET

DNS/ % DA ERE LFET

Bk (2)

IEBEFRI7 7 A Y R FDRE]

Web BREEDERTE

(config)# web—authentication
(config)# web—authentication

(config)# aaa authentication
default group radius

system—auth-control
ip address 1.1.1.1

web-authentication

WebZREE#=HMIZLET,

WebPREIERIP7 FLRAERELET, AHA FTIX
M.1.1.1] £LTWWED,

RADIUSH —/\TWebsREEZ1TO S L ERELET,

MAC EREEDERTE

(config)# mac—authentication

(config)# mac-authentication
10.51.0. 2 key “alaxala”

(config)# aaa authentication
default group radius

system-auth—control
radius—server host

mac—authentication

VMACEREE#H®NI-LFET,

MACEEEIE FIZRADIUSH— /D IPT7 KL R EL—4
Ly hF—%#AHDLET,

RADIUSH—/NTMACEREEZ1TS C 2B/ ELET,

BRERA L (3)

TMACEREE D ERE |

RADIUS H—/\DE&E

(config)# radius—server host

10.51.0. 3 key “alaxala”

RADIUSH—/\DIP7 FL R, BBiER— FESE LU
*—ERELET.
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AX D) —RBEEY ) a—2av A4 K

3.3.2 AX1240S Qav 747 L—3>

(RSA SecurlD #&)

edge#1 (AX1240S)DERE

ERIERE

(config)# system function filter
extended-authentication

(config)# hostname “edgettl”
(config)# clock timezone “JST” +9 0

T4 LA HEE S TRRRETA AR E BT A=, VR
;A?7>9>3>UV—XE%E§EL$
XWERIE. EEOBENNABETT,

KA FEDREELFET,
BALT—VDHREELES,

VLAN DEZE

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100, 1000
(config-vlan)# state active

VLANTIEER LA LN =6, EHICLET,

SEEEVLANE L TVLANT00%, EIRFVLANE LT
VLAN1000Z ER L £,

ANRZVTI)—DERE

(config)# spanning-tree disable

ANRZVTY)—EENZLET,

A B—DILRDEE

WER—DERE

O@:2LH

(config)# interface range fastethernet 0/1-10

(config—if-range)# switchport access vlan 100

(config—if-range)# web—authentication port

(config—if-range)# authentication ip access—group
“WebAuth”

(config—if-range)# authentication arp-relay

(config)# interface fastethernet 0/24
(config—if-range)# switchport access vlan 100
(config—if-range)# mac—authentication port
(config—if-range)# authentication arp-relay

e7vJ) VI H

(config)# interface range gigabitethernet 0/25-26

(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vlan
100, 1000

ZBEAAR—FDRTE
HR— ~0/1~0/10% 7 2 £ A HR— DVLANI00IZ R E
LET,
WebSREEEHR— FOBREELET,
BEFRTI7 7 2R Y X b “NebAuth” ZBELET,
SREIRT DR HEESNBHMFETARP /7y b &
IR ENDR— FAHASEET,

R— R0/24% 7 & £ RK— FOVLANIOOIZHE L&
?—

MACEEGERI R H— FDREE LET .,
BIRIDBERN HEIE SN BT TARP /7 v F %
BARRNDE— FAHHSEET,

TyFTIOR—FDERTE
R—10/26~0/26% 5 2V R— kI
VLAN100, 1000Zz&EL %Y,

11— L
N

- EXE

VLAN £ 8—D1 4 ADERE

(config)# interface vlan 100

(config-if)# ip address 192.168.100. 12 255. 255. 265. 0

(config)# interface vlan 1000
(config—if)#t ip address 172.16.0.12 255.255.255.0

SEEEAAVLANIOOIZA 2 D2 —XIP7 FLREHRE
LES,

EIEAVLANIOOO[Z A 2 T T —RIP7 FLREHRTE
LES,

FIF+ILML—FDEETE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 1

RADIUSH—NEBIEZITI D, TIAIL FIL—F
ERELFET .
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AX O 1)—RFBEEY ) a— 3> H4 K (RSA SecurlD #7)

TR A DIER

ip access—|ist extended “WebAuth”
10 permit udp any any eq bootps
20 permit udp any any eq domain

RAM7 I LAUAELTERT 5 NebAuth” %
ERLET,

DHCP/ %y R DR A ZBRE LET

DNS/ % DA ERE LFET

Bk (2)

IEBEFRI7 7 A Y R FDRE]

Web BREEDERTE

(config)# web—authentication system-auth—control
(config)# web—authentication ip address 1.1.1.1

(config)# aaa authentication web—authentication
default group radius

WebZREE#=HMIZLET,

WebPREIERIP7 FLRAERELET, AHA FTIX
M.1.1.1] £LTWWED,

RADIUSH —/\TWebsREEZ1TO S L ERELET,

MAC BREEDERE

S’&II

(config)# mac—authentication system-auth—control
(config)# mac-authentication id-format 1

(config)# mac—authentication radius-server host
10.51.0.2 key “alaxala”

(config)# aaa authentication mac—authentication
default group radius

MACREEZ BRI LETS .,

RADIUS #—/S~ZBEIERT HHEDMAC 7 KL R T
RENSHRELET,

MACEREEE FHTRADIUSH— /D IPT7 KL R &S —4
Ly h¥—%AHNLET,

RADIUSH —/NTMACEREEZ1TS C &L ERELFY S
BERSAUE (3)

TMACEREE D ERE

RADIUS H—/\DE&E

(config)# radius-server host 10.51.0.3 key “alaxala”

RADIUSH—/\DIP7 FLR, 8&LUL—Y Ly k¥
_EEQE Li‘a—o
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AX D) —RBEEY ) a—2av A4 K

3.3.3 AX3630S Qv 745 L—3v

(RSA SecurlD #&)

core#1 (AX3630S)MERTE

EAIRE

(config)# hostname “coreftl”
(config)# clock timezone JST +9 0

RAMEDREELFET
BALT—VDBREELFET

VLAN DEZE

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 50, 51, 100, 1000
(config-vlan)# state active

VLANT [FER LG W=, BHIZLET,

% VLAN50,51,100,1000 Z4ERL L £ 9

RIRZVTY)—DERTE

(config)# spanning-tree disable

ANRZVTY)—EENZLET,

A28—TzLRAD

ﬂl‘!:

E

MEBER—LDEE

QXY —/\H
(config)# interface gigabitethernet 0/1
(config—if-range)# switchport access vlan 50

@:25FH—/\ (RSA SecurlD) FB
(config)# interface range gigabitethernet 0/2-3
(config—if-range)# switchport access vlan 51

@R vTFHA

(config)# interface range gigabitethernet 0/47-48

(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vlan
100, 1000

EHBY—/\AR—FDRE
R—b01%79ERK— D VLANSO [ZERELFT .

2|Ef4—/8 (RSA SecurlD) AR—FDOERTE
R—F 0/2~0/3 %7Vt AR— D VLANST [CERELE
TO

BRRMYyFRR—IDHRE
R— b 0/47~0/48 % + 5 >4 R— FIZERE L. VLAN100,
1000 #/ELET .

VLAN A2 58— A ADEERE

(config)# interface vlan 50
(config—if)# ip address 10.50.0.1 255.255.255.0

(config)# interface vlan 51
(config—if)# ip address 10.51.0.1 255.255.255.0

(config)# interface vlan 100

(config-if)# ip address 192.168.100.1 255.255. 255.0

(config)# interface vlan 1000
(config=if)# ip address 172.16.0.1 255.255. 255.0

¥ Y —/\AVLANSQ IZA V2 Jx—RIP7 FLRZH
ELET,

2 —/3 (RSA SecurlD) A VLANST 24 >4 T
—XIP7FRFLREERELET,

FESEA VLAN100 [/ 82 7 —RIP7 FLREHREL
Eﬂ-o

EIAVLAN1000 24 V8 D1 —XIP7RFLARAEZHREL
ij_o

DHCP H—/\D&E

(config)# ip dhcp pool VLAN100
(dhcp—config)#t network 192.168.100.0/24
(dhcp-config)# lease 0 8 0 0

(dhep-config)# dns-server 10.51.0.2
(dhop-config) # default-router 192.168. 100. 1

(config)# service dhep vlian 100

DHCP 7 KL X 7—JL “VLAN100” #BELZET,
BEHTE24rY hI— IP7RFLRAZHRELET,
) —XBEfE % S BFMICERELF T,
BE#HTADNSH—N\DIP7 FLREZHRET S
BHATETIHILML—FERELET,

VLAN100 T DHCP H—EXZR#ELET
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3.4 DNSHY—/\DETE

AAA RTIEDNS H—/N\DEEAZDEBEEZENTVET ., BERETUTOEEL LS L SIS
DNS H—/\Dty b7y TELTLEZELY,

FEEPITIEAX ) —ZXD Web FBEETHTTP YA A LY FMEREZFERLTWES, 75347

MERNODEED Web 7 £ X IZx LEBFIEEZR TS E 5=, RERINY 547 2 MaRH
B RAFRRARMNT HTRBICL TS,
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3.5 RSA SecurlD Appliance 2.0 DE&E

ARIBEEHEHEET 5 1-0IZRSA SecurlD Appliance 2.0 THEHRFREZLUTND 3 DORXT v FIZH
TEREFEZIBIBNLET ., ZBRSA SecurlD Appliance 3.0 #FA L TARIREZ1BE T 5158
[£3.6RSA SecurlD Appliance 3.0 DEREZSHBLTT LY,

(1) PEE
FAERADENY ETOIVRTLALIZEAT H2HHRE. DNS H—/\DEREZFZTLET,

(2) RSA Authentication Manager D& 5E
KI_F_CWLHIEI ﬁﬁﬁ?él -U- ;&fib I‘ 7/0)§ %I?L\gzj-o

(3) RSA RADIUS ServerMs&5E
Knlbnl—t* V) }"7 7' T RADIUS 'U'—/\a)nQ}:EET Li?’

3.5.1 WHARE

» RSA SecurlD Appliance 2.0 DEEF T 5-DICIEEFTHHARENBETY . FHAKET Y —/ 2
{EFIm* % RSA SecurlD Appliance 2.0 IZHE# L. TS0 M5 Web BEIE ZF1g{E L TLUTDHRE
FTWET, REFIEIE RSA SecurlD® Appliance 2.0 A —+— HA R TE2E : vy h7yvTE
¥Rkl @ TAppliance Dty b7y 7] #8BLTTELY,

BF%IER E

&I8#& (administrator) M/NX T — KE&E
Y FI—YEROERE
SAEVRITFANLDOT Yy TA—FK
f—o>oLa—FnA ok—

EI2E (administrator) ~ k—9 VEIY KT
RSA RADIUS Server DA > X —JL

SICIGICI®AOIC)

@DIzDT
E'ff;'_'] SEICEALTARBRTEHA V2 —32y MERZEELTWWEWNA NTP ZERALTLWWEE A
BETHNIE time.nist.gov B EDA U2 —y FEIA LY —NZRATEHILEZREOLET,

®IzDU\T
AEEFHDRY P T—I R EEFRISLICRLET EBETIREBICEDLDETEREEZLTTEUL,

% 3.5-1 RSA SecurlD Appliance ®*v k7 —49 B¢

BE HH REE eSS
1 IP7FLXR 10.51.0.3 RKEBEOIP7ZFLR
2 IRy FIYRY 255.255.255.0
— . AEEFTIE LI RA4 v
3 TI24ILES—Froz4 |10.51.0.1 FOIP? FLZ
4 DNS H-—/\ 10.51.0.2
5 RRA R4 Securid. example.co. jp | FEDHKRRX L4
@DIZDWT

AP TIE RADIUS H+—/\ & L T RSA SecurlD Appliance 2.0 [Z RSA RADIUS Server 4
DAR=ILLTWET, 1 VA F=ILAEIZEALZFELTIE TRSARADIUS Server 6.1 EEEH
14 K] 5% 2% IRSARADIUS Server DA YA b—JL] SHBLTLESLY,
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3.5.2 RSA Authentication Manager ME&5E

ARIEEEET 51z DAuthentication ManagerCITIREFLUTIZRLET . AHA FTIE
3.6. 1WA E & RARICIBEERIRERD 75 25 H 5RSA SecurlD Appliance2.0 [Z!) E— TR Y k
v TWebiE#EICTH—/N\DBREEIT>TLET,

e (1)Agent HostD &%
SHEER A v F % AgentHost & L T&ELET,

o (EBREA—Y—DIERL
REIA—Y—%BHRLFET,

. @ F—HLDEYNT
WEEL—H—IC h—H U EBYETET,

e (4)Agent HostDEIY HT
FREI1—4—I(Z Agent Host &Y HTET,

o (B)FRFEA—Y—DPINESR
BEEA—Y—®DPIN &85 LET,
¥ NewPIN E— FZFERLTRIEL——DPIN 2B T 2B EAREEZTOIHED
CEWVER A, Bl E#E RSAAuthentication Manager DR E FESHTT LY,

(1) Agent Host D&%

DigEAImRD 5 RSA SecurlD Appliance2.0 [Z!) E— FTAY kv 7 Web E#iZ1TL). RSA
SecurlD Appliance2.0 £ ® Windows Server 2003 [ZT X4 — k| — 'RSA Authentication
Manager Host Mode | ##E8ILE 3, A1 A =a—h5 [AgentHost] #EBL [Add Agent
Host] #%2 1) v %o L%9, [Add Agent Host] BIEICTER 3.4-2 2SR LTIEBEDOAN. F=l&
BRLET,

Name: [ax1230s
AX1240!
Network adress: |« v

Site: | Select

Agent type: [UNDX Agent
Communication Server

Single-Transactlon Comm Server =l
Encrypiion Type: ¢ 501 & DES

[© Node Secret Created

[+ Dpen to All Locally Known Users

I~ Search Other Feslms for Unknown Users

" Hequires Name Lock

 Enable Offline Authentication

F Enable Windows Password Integration

[" Create Verifiable Authentications

Group ACHVATIons.. User Activations...

Secondary Nodes...

Edit Agent Host Extension Data... Configure HADIUS Connection...

Assign Acting Servers... Create Node Secret Flle...

3.5-1 RSA Authentication Manager ME&5E 1
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5 3.5-2 Agent Host MERE

B
AX1240S

I5H o

EEDAHE
AR AYFDIPF7 FLRA

1 Name
2 | Network address 172.16.0.12

3 | Agent type Communication Server
X EE0ERE & B CFIET AX2430S £ EML TL 2L,

QFDMDEBIFT 74 LDEE TOK] RE22ES v LEALEY,
(2) BEEA—Y—DERL
DA A=a—m5TUser] #EBELIAddUser1 249 w4 LEJ,TAdd User] EIE@ T IFirst

and Last Name:] & [Defailt Login:l MIEBEZ#AALTTFELY,
(REEHTIEE 3. 42D &SI Tuser01] lalaxalal #Z8 L TULVET,)

Add User
First and Last Name: !userm |a|axa|a
Default Login: |useru1|
Default Shell:
@ Local User C Remote User
Serial Number Token TypejAuth With Staty
Tokens: =

0: Original token R: Replacement for previous token

Role: <none>

Assigned Profile:

™ Temporary User

Start Date: 81/81/1986 09:00 End Date: 81/81/1986 B9:08

¥ Allowed to Create a PIN

Assign Token...

I Required to Create a PIN

Edit Assigned Token...

Administrative Role...

Group Memberships...

Agent Host Activations...

Edit User Extension Data...

Set/Change User Password...

Remove User Password

Edit Access Times...

Assign Profile...

Remove Profile Assignment:

Delete User

View LDAP Source...

View Emergency Passcode...

Clear Windows Password

Cancel | [Anply L5 Changes| | Setall s |

3.5-2 RSA Authentication Manager M E&5E 2

Help |

B) =V DEYHT

@ TAdd User] BEI@EIZTA—H—8& % AAN% lAssign Token] RAH#H v LTTFELY,
THET—EAR—RIIKNT 51— —BROBEREEANKRREINEIDT IOK] Vv oI LT
T&Ly,

Confirmation

This user will be added to the database. Do you want to
continue?

Yes |

B 3.5-3 RSA Authentication Manager M &€ 3
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@®XI< TSelect Token] BEIEmMARRENET, Select Token from List] "2 &2 1) v o L TKL
&L,

Select Token

Serial Number: ||

Select Token from List... |

— Auto Select:

Unassigned Token | Sorted by: @ Token Import Date

" Token Serial Number
¢~ Token Expiration Date

0K I Cancell Help I

B 3.5-4 RSA Authentication Manager ME&5E 4

QT TH L L) ISelect Token] BIEMNKRREINET, YR FRRSIATWS =Y ohiba—
HP—[CEIYHTEH—I oD ) 7ILESEZERL TOK) K2 2&I YV I LET,
Serial Number: |000053844786
Algorithm: WJ

[" Assigned Tokens

¥ Unassigned Tokens

Serial Number [Expiration [Auth With [~
000053844786 06/30/2010 Pa ode
000053644788 06/30f2010 Passcode
000053644789 06/30f2010 Passcode
000055580485 06/30f2009 Passcode
000055580486 06/30f2009 Passcode

-

Ok I Can[:EIl Help I

3.5-5 RSA Authentication Manager M &5 5

@R % & TEditUser] EEICHESTWLWET, dRD Mokens : | [THEIRLI-F—o UHEIY Y
Tohf-CEZHRELET,

First and Last Name: [user01 [ataxala
Default Login: I“SEfm
Default Shell: |
@ Local User I Remote User
Serial Number Token TypefAuth With Status
Tokens: | 990053844786 Key Fob/Passcode Enabled;New PIN Hode =]
-]
0: Original token R: Replacement for previous token
Role: <none>
Assigned Profile:
I~ Temporary User
Start Date: 81/01/1986 09:80 End Date: 81/01/1986 09:080
¥ Allowed to Create a PIN " Required to Create a PIN
Edit Assigned Token... Administrative Role...
Group Memberships... Agent Host Activations... Edit User Extension Data...
Set{Change User Password... Remove User Password Edit Access Times...
Assign Profile... Remove Profile Assignment. Delete User
View LDAP Source... View Emergency Passcode... Clear Windows Password
0K | cancel | ApplylsChanges| Setaniss | Heip |

3.5-6 RSA Authentication Manager D& 5E 6
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(4) Agent Host DEIY LT

Dr—=2 > DEIYLTHATET Lo TEditUser] BIE®D Agent Hosts Activations] R4 > %%
1) w4 LET,Agent Hosts Activations | EIE £ [Z(1)Agent Host D& &&= THERL L 7zAgent Host
% %3®R L T lActivate On AgentHost] R2 22 1) w2 LTTELY,

(REBEHITIE “AX1240S” &£ LVS5 ARID Agent Host &Y BTET)

User: userll alaxala

Available Agent Hosts
ALAXALA-RSA

Agent Hosts Directly Activated On

AX12405

4 >

{Activate On Agent HnSts...?'
Filter

Edit Activation Data...

Edit Agent Hosts...

Exit Help

3.5-7 RSA Authentication Manager ME&5E 7

@ lActivate User] BEIE® MLogin: | [TEIY HTHA—H—MERINTWVESEEZHE L TIOK]
RE2EVVYI LET, (REEHITIE “User01”)

T~ |
lAgent Host: 412405

' User: user01 alaxala

| Login: |@IIII

Shell: |

0K I Cancel | Help | Deactivate Userl

B 3.5-8 RSA Authentication Manager M &€ 8

@ TAgent Hosts Activations] DAEEIZ Agent Host hVBMENTWS Z E#HELTETD
FExit] "4 > CTRBALFE T, lEditUser] EEHL AT TOKl R UTHLTL &L,

First and Last Name: |userd] [ataxala

Default Login: 1u€cr|]l

Default Shell:
Y - |

User: userl] alaxala

At Husts Direclly Activated On

A1 2405

<

.

Edit Activation Dala... |

Edit Agent Haostsi...

[ lel |

o i Yoy

e | | Hew |

113 Cancel | A||||I\rlj'.‘€l:llmlgmi| Setall s | Help |

B 3.5-9 RSA Authentication Manager M &€ 9

Copyright © 2009, ALAXALA Networks Corporation. All rights reserved. 30



AX O 1)—RFBEEY ) a— 3> H4 K (RSA SecurlD #7)

(5) PREEA—H—O PIN Z8%

o F=OUFEBAYLUTERELI—Y—ICHLTPINDEEZEETVET, KAA FTEHBIEL—Y
—DPINDERAEZUT 2EERLTVET ., BEIIRFECERIL—IICKH L TERAEE
BIRLTT S, PINDEEHFOA T 3 VIZE L TIE TRSA Authentication Manager 6.1 BIE&E
A F] OEG6E IPINICETH AT av) 28BLTTIL,

(1) SRTFLEBEEMBIEI—HF—DPIN 2Z283T 545
(2) NewPINE—FZFEALTRIIL—Y—HLNBEETPIN Z8&T 55%
(1) YRATLEBENREIL—Y—D PIN &4 55%

EEENI—HF—DPINEBRT S LICLY., b=V vEESNA—H 3T CIZEREEZ
TTI3TENTEEY ., NewPINE—FZFERATELVRETRHIOAELZRRL TS,
LUTFICEREFIEZRLES,

DA A =—a—Ttoken] ZERI L TIEdit Token1 %2 ') w9 LTL W lTTH L L[ Select
Token] EEMNRTENFET, JRAMRTEINTWS =2 M5 PIN &89 51— —(ZE|
YETHERF—= DY) TILESEEIRL TOKI R22Z29 U9y LET,

Select Token

Serial Number: |I]l]l]l]53344?35
Algorithm: |AIIAIgorithms 'I

[T Assigned Tokens

¥ Unassigned Tokens

Serial Number [Expiration [Auth With [«
0000 844786 06/30§2010 F de
000053844788 06/30/2010 Passcode
000053844789 06/30/2010 Passcode
000055580485 06/30/2009 Passcode
000055580486 06/30/2009 Passcode

-

Cancell Help |

3.5-10 RSA Authentication Manager M E&5E 10
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@ TEdit Token] BEEARITENT=5 [Set PIN to Next Tokencode...] 4 ) v 4o LTTF&ELY,

Key Fob with 6 digits, changing every 60 seconds. Algorithm is AES.

Serial Number: 000053844786
Assigned to: user01 alaxala

Next Tokencode Mode: Off

Lost Status: Not Lost

Last Login Date (UTC): 83/18/2009

Token Start Date: 83/23/2007

Token Shutdown Date: 86/38/2018

Token Assignment Date [UTC): 83/18/2009
Offline Auth. Expiration [UTC): 01/01/1986
User Authenticates With: © Passcode

Resynchronize Token...

08:41 ¥ Enabled
09:00

09:00 ¥ New PIN mode
07:28

00:00

 Tokencode Only

Clear PIN

Set PIN to Next Tokencode...

Edit Assigned User...

Assign Token...

Unassign Token

Delete Token

Edit Lost Status...

Edit Token Extension Data...

Assign Replacement Token...

Re-lssue Software Token...

View Emergency Tokencode...

Cancel Help

3.5-11 RSA Authentication Manager MF&XE 11

@ T'Set PIN to Next Tokencode] EIE®M AAMEIZ ) ZILNO [ZZETH—H D —4 O
—FKZAALTIOK] RE2UZEHV Yy LTTFELY,

Set PIN to Mext Tokencode

Serial Number: 000053844786

Enter the code displaying on the token.

|53552ﬂ

0K I Cancell Help |

3.5-12 RSA Authentication Manager D& 12

@PIN DEHFEMNTT LUTOEENIRTENES, BREINEZPINFEF—I VIZRREAEIROD
=9 2a2—FORAD 4 HTOBFTY,
(ffl. RD k—% >a— KA “032843” THMNIE “0328” A1—H—DPIN LG YFET,)

Set PIN ko Next Tokencode

Serial Number: 000053844786

Enter the code displaying on the token.
685623

The PIN will be the first 4 digits of the next tokencode.

Cancel | Help |

3.5-13 RSA Authentication Manager M &XE 13

GOULETREIEAL—F—DPINDEFIEITZTT T, OK] K2 U TEEZBEALTTEL,
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(2) NewPIN E—F#@EALTEIF1L—HF—IABEETPIN 22853 345

AORTLTE b= oMREYLETOENA—F—IET T4 T INewPINE—F] &4 Y
F9, NewPIN E— FZER L TR ——HMBH®D PIN 2&48%3 5154 RSA Authentication
Manager TIEHFRIGEEFX S SVERA,

—4.3New PINE— FEEDRZEIIFIEEZSE L TA—F—BE TPINZEHLTT LY,

HBE—EPINEZZHELELI—H—HNNewPINE—FEZFERALTPINOBZEEZITOICIZLTNOSE
EEZITHO>TTF&ELY,

DA A =a—Ttokenl] ZEBE L TIEdit Token1Z42 ) v o LTL S HITTH L UL Select
Token] BEMNRTEINET, JURFRERINTWLWS =2 UHh 5 PIN #&ERkT 51— —IZF|
YETHERF—=2 DY) TILESEERL TOKl R22ZF9 vy LET,

Select Token

Serial Number: |000053844786
Algorithm: |All Algorithms T

[T Assigned Tokens

¥ Unassigned Tokens

Serial Number |Expiration |Auth With |~
0000 544786 06/30f2010 P e
000053844788 06/30{2010 Passcode
000053844789 06/30{2010 Passcode
000055580485 06302009 Passcode
000055580486 06/30/2009 Passcode

-

Cancel | Help

3.5-14 RSA Authentication Manager D &5E 14

@ TEdit Token] BEEMARFTEIMNT =5 NewPINmode] DF v oI RN TNEI EEFERALT
[Clear PIN] 2 1)y LTT&Y,

Edit Token
Key Fob with 6 digits, changing every 60 seconds. Algorithm is AES.
Serial Number: 000053844786
Assigned to: user01 alaxala

Next Tokencode Mode: Off

Lost Status: Not Lost

Last Login Date [UTC): 63/18/2089 10:35 Emabled
Token Start Date: 93/223/20087 09:00
Token Shutdown Date: 86/3872618 09:00 | MNew PIN mode
Token Assignment Date (UTC): 83/18/2089 07:28
Offline Auth. Expiration [UTC]): 91/681/1986 00:00

User Authenti With: & P: de " Tok de Only
Resynchronize Token... Clear PIN
Set PIN to Next Tokencode... Edit Assigned User...
Assign Token... Unassign Token
Delete Token Edit Lost Status...
Edit Token Extension Data... Assign Replacement Token...
Re-lssue Software Token... Yiew Emergency Tokencode...

Cancel Help |

B 3.5-15 RSA Authentication Manager ME&E 15

Copyright © 2009, ALAXALA Networks Corporation. All rights reserved. 33



AX O 1)—RFBEEY ) a— 3> H4 K (RSA SecurlD #7)

@ lClearPIN] M5 L4 79 k. INewPINmode] [ZTFTVvINAYTLATIFLTWERES
HELT IOK] RE2 UTHULTTEL, CORETI—H —[EINew PINE— KZ{EHE L TPIN®D
BEBMNAEEETT, 4.3New PINE— FEEDEITFIEESHBLTT S,

Edit Token [<]

Key Fob with 6 digits, changing every 60 seconds. Algorithm is AES.
Serial Number: 000053844786
Assigned to: user01 alaxala

Next Tokencode Mode: Off

Lost Status: Not Lost

Last Login Date (UTC): 83/18/2689 10:35 ¥ Enabled
Token Start Date: 83/23/2807 09:00
Token Shutdown Date: 86/30/2618 09:00 17 Mew PN mode
Token Assignment Date [UTC): 83/18/200% 07:28
Offline Auth. Expiration (UTC): 01/81/1986  00:00

User Authenti With: = P: d " Tok de Only
Resynchronize Token... Clear PIN
{ Set PIN to Next Tokencode... | Edit Assigned User...
Assign Token... Unassign Token
Delete Token Edit Lost Status...
Edit Token Extension Data... Assign Replacement Token...
Re-lssue Software Token... View Emergency Tokencode...

0K Cancel Help

B 3.5-16 RSA Authentication Manager DE&E 16
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3.5.3 RSA RADIUS Server D FE

AHEEHITD RSARADIUS Server DEEEZ LU TIZRLE T . RSA SecurlD Appliance 2.0 [Z7
2+ X LT RSARADIUS Server DBREETLVET,

(RADIUSY 54 7~ FDEHF
RERA Y FHERADIUS Y SA T hELTEELET,

(2)FBEER Y > —DIERL
RKORATLTERYT SR O—ZERLETS,

QFBRER) >—DEY ST
R L 1R Y S~ 1 —F— 2By B TET

(1) RADIUS V54 7Y b &

@ TR % — k1 — TRSAAuthentication Manager Host Mode| Z#2&), A4 A =1 —m5
TRADIUS] #®EBIL Manage RADIUS Server] #% 1) w4 . TRSARADIUS| FJREE@E%E X

~LZET, ZEE TRADIUS Clients] #:BIRL LEIZHZBEA=a—m5 TAddl 50 ) v
LEX343DEHREADNLET,

M psa RADIUS -- Power

File Papel Web Hslp

=101%|

QRefresh QFrint QO add WDEdt @ Cut @ Copy @ Pasic €3 Delete

EFREA RADIUS Server Administration
L]

Advanced

Harme * IP Address akeMode!
- Stan acii

@ Profiies %2430% 17216011 - Standard Radius

@ Regplication

@ Statistics

Edit RADIUS Client x|
i I AX1240S =
Description: I
IP Address [r72.18.012
Shared secret [ elidate
I™ Unimizsk

Makemmorel |- Standard Radius - | | ekt |

I use differert shared secret for Accounting Edit;

™ ssume down it no keepslive packets after seconds

Save Cancel

B 3.5-17 RSA RADIUS Server D&K€ 1

% 353 RADIUSYSA 7Y FHRE

HE IHH ] &=
1 Name AX1240S FEEDATI
2 IP Address 172.16.0.12 AR LMYFDIPF7EFLR
3 | Shared secret alaxala —o Ly bE—

RFDMNERIEITIAILEDEE TOK] RE22EH ) vy  LRADIUS US4 7Y rAEMESH
TWAZ EEHERLET,
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(2) EBEERY —DERL

M TRSARADIUS] EZEBEE® Profiles] Z##IRL , #EA =2 —TAdd1Z 2 ) v L. Namel
[ZIXFEEDAFT (RFITIE “VLAN100”) #AALET, Attributes IEBD lCheck list] 2 7%
ER, TAddl #2') w2 L TUser-Name] %:EIR. Value [ZI& Tuser01] AN, TOKI %2
v LEBMLET,

M RSA RADIUS —- Powere d by Steel-Belt: =1ol x|
File Panel Web Help
@Refresh Qprint © Acdd WD Edt @ Cut @ copy @ Fasis €8 Delte
[E-RSA RADIUS Server Administration | Mame - Description I
@ RADIUS Clierts FOR_WLANIO staticvian
L ]
@ Replication
i X
@ stotistics Add Profile _I
(2]
Narme: fvLanoo
De=cription: I

- Atributs

Check list | Retun st |

Attribute Walue Default
T —r— 9|
o

Edit | Delete |

oK | Cancel |

3.5-18 RSA RADIUS Server MER5E 2

@ TOK] %4 > T TAdd Profile] BIEZBCER L7074 IAEBMENTWNS I L
BALFET

EXE‘E %ﬁhu L-C-F é ll\o

HAX V) —ZXDRBIE— FIZEH VLAN T— FZFERA LB EIEDOD Check list] DEREIZ
LT D%

Returnlist] 2 7% %2 )y 2 LTUTOD7 ) Ea—Fr#EBMLTTSELY,
(LT DT TIXEIR VLAN300 2B L=1BE8DHITY,)

-Attribute : Tunnel-Medium-Type, Value : “802”"
-Attribute : Tunnel-Type, Value : “VLAN”

Attribute : Tunnel-Private-Group-ID, Value : 300
=
©

Narme [vLanz0n

De=cription: I

- Attribute:
Checkist Retumlist |
Attribute Value | Echo |
Turinel-wedium-Type 802 r o |
Turinel-Private-Group-D 300 r
Tunkel-Type WLAN - O |
A | Edit | Delete: |
Save | Cancel |

3.5-19 RSA RADIUS Server DEE 3
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(3) EBEERY) —DEYHT

® TRSARADIUS| BFEBEEZFALA M v A=a—MmM5 TRADIUS] #ERL lAdd Profile] %

21 v%9 LEYT, [Profile Name] IZ RSARADIUS @ Profile TEE LF=&RZANLET, (K
HBEHITIE “VLAN100") AAk TOKl THLZEY,

% RSA Authentication Manager 6.1.2 Administration RSA-ALAXALA.
Fle System User Ioken Goup AgentHost Ream Ske RADIUS Log Report Help

Add Profile x|
Enter a profile name. The name must match the profile name in your
RADIUS server database and may contain up to 48 characters,

including letters, spaces, and symbols.

Profile Name: IVLM“ [il1]

Cancel Help

P S

3.5-20 RSA RADIUS Server DR 4

Q@RIZAA A =a— TUser] #EHAL lEditUser] 7YYy o LET, BICEREADILI—
H (KBTI “user01”) ZEE L lEditUser] BEEZRKLFET, EEAE TN [Assign Profile]

Vv L, ZRERLEZTEI74)L (RHITIE “VLAN100”) %FBIRLI=5 TOKI TH
LET.

x|
First and Last Name: IF\SA IAIaxaIa
Default Login: [user01
eectprafie
Default Shell: |_ srertpuome x

Name

& Local User © Remote

Serial Number

LAN1 00
Tokens: annnsansssﬁu
o Onglnal token |
Role: <none>
Assigned Profile:
I” Temporary User

Start Date: B1/81/1986

¥ Allowed to Create a PIN
Cancel Help

Assign Token...

Group Memberships... Agent Host Activations... Edit User Extension Data...

Set/Change User Password... Remowve User Password Edit Access Times...

Assign Profile... Remove Profile Assignment Delete User

View LDAR Source...

Yiew Emergency Passcode... Clear Windows Password

oK | cancel | Apply LS Changes| = Setanns | Help |

K 3.5-21 RSA RADIUS Server DE&E 5

QOULTHREIZRTTT,
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3.6 RSA SecurlD Appliance 3.0 DE&TE

KRIBE#E9 51-HIZRSA SecurlD Appliance 3.0 THELREZLTD 3 DO T v FIZH
FTEREFEZIBICEBNLET . HBRSA SecurlD Appliance 2.0 #FA L TARREZ21BE T 51548
[£3.5RSA SecurlD Appliance 2.0 DEFREFSHBL TT LY,

(1) WHEAZTE
FAERADENY ETOIVRTLIZEAT 2HHARE. DNS H—/\DEREZFTLET,

(2) RSA RADIUS ServerME&5E
ARy FD—4 2T RADIUS H—/\DBEEFTRLET,

(8) RSA Authentication Manager M 8%
ARECRIICHERAT I —H—EHO I VOERELTVET,

3.6.1 WHARTE

RSA SecurlD Appliance3.0 DR EZE T D =OICITEF TR ENDBETT , MEAREFH—N
12 1EF IR % RSA SecurlD Appliance3.0 [Z#E# L. TS50 5 Web BIEZ12E L TUTDERE
FTWET, REFIEIE RSA SecurlD Appliance 3.0 #—7— H4 K 5 3 ZE : Appliance 75 A
TDHREAEKI #SB LT Quick Setup U TDO~DIZY) 2ETLTTELY,

® SAEYRIFAILOTyFA—FK

© mZIERE

M ARL—TFT AT VRTLINRT— RER—/IN—EBED/INRAT— FHF
@ Fv FIT—YIEROBTE

@ ARy bT—5XTLRADDNS H—/DBFE

D EXa)TFsa2V—IAQOTFUAEIZDONT

@IzD\T

FZIREICEA L TARBRTEA 2 —32y MERZEEL TLEWANTP ZE#ALTLVEE
Ao ATEETHNIS time.nist.gov L EDA U2 —3y b3 A LY —NEZFRAT LI L2 HEDH

LEY,
@IzD2LT
AEEFDORY FI—VREEKR34LICRLET . BETIRBICEDETHREEZLTTS
Ly,
% 3.6-1 RSA SecurlD Appliance v kD —%45&5%E
IHE IHE REE e
1 IP7FLX 10.51.0.3 REBEDIP7RFLR
2 HITHy kIRY 255.255.255.0
— . AEBEHTIE L3 XMy
3 TI24AILET—Fro x4 | 10.51.0.1 FOIP? FLZ
4 DNS H—/\ 10.51.0.2
5 |RR M4 Securid. example.co. jp | FEDHKRR L4
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®GIz2W\T
AHAA FTIEDNS H— I\ DEREFIEDEZHEZENVTUVET, UTOEHZH-THELTo
TTFELY,
Quick Setup SE T #. IR{EAIHERD T 5 ¥ h 5 RSA SecurlD Appliance3.0 DEEI > Y —
JUIZ SSL TEMLTEHEZITVET, RIEMAIHAED 5 RSA SecurlD Appliance3.0 DR ~4
DERNTELLSITAIRTLRDDNS H—NEHRELTLEELY,

FABEFITIIAX DY —XDO Web BBEETHTTP YA A LY MgREZFERALTULET,
D347 MERMODEED Web 77 X2t LEBGIEE R TS 5186, FRILHEIICA
BIFRRAERERIRIRE LA L SITEREL TL &L,

®lz2WL\T
Quick Setup SET#%. AZ TI& RSARADIUS Sever & RSA Authentication Manager M %7€ &
TS5 =-OBERAEERD TS oHhH 5 RSA SecurlD Appliance3.0 DtEF 1) Fsa>Y—)LIC
SSL TEMLTEREZITLWET, EFa) T30V —IL~DERHAZEIL RSA SecurlDe
Appliance 3.0 #7—+— A4 F TEA4ERSABTEHI VY —LOEREFERI #5BLTTS

LY.

SA S e Administrator - Microzoft Internet Explorer =] E3
FrILE REE #Ff BRIEADE =D AT | H
Q 55 - ) - Iﬂ E‘I ) ‘ /_' JaE o BRCA £ ‘ ”|7’FWJQ) [ nttps://securidexample co p7004/console-ims/ Home.do = B s
b &) [fitScom] 2] C5EWeb &) NAVITIME (&]SNB-SHOP EJULF7 E|UE-F T4k S|RE 2| ESkE 21757 2] Fkths 2] §Renity

Logged on as: nks001 [y Permissions | Iy Preferences | Log OFF ‘:J
Security Console Reain; SystemDomain | Confiouration
Home | | Identity « | | Authentication = | | Access * | | Reporting ~ | | RADIUS = | | Administration > | | Setup = Help =
a W Y [&] Help on this page ~
‘Welcome nts001. ¥ou logged on: Monday, June 15, 2009 5:43 PM .
My Console About Console
* My Permissions * oll Help Topics
¥ My Preferences * Online Suppart at RSA SecurCare Orline
¥ Software Version Infarmation
* Check License Status
Copyright @2007 - 2008 RSA Security Inc. Al rights reserved.
& [T Bedswr

B 361 EXa)F4avy—IiLO by TEHEA
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3.6.2 RSA RADIUS Server D FE

RSARADIUS Server DEREZUTIZRLET ., BERWHERD T Z2H & Y RSA SecurlD
Appliance Dt ¥ F 43>V —JLIZ7 5+ R LT RSARADIUS Server DBREE{TLET .

e (1)RADIUSY ZA4T7 > FDEER
REERAM YFERADIUS V547 bELTERLET,
EBFIZ AgentHost & L TOEFELHITLVET,

e (2 RADIUSTOZ77AIILDER
AOATLTHEATARADIUSOTO 774 ILEERLET,

(1) RADIUS V547> FDO&ER

OtFa)TsarV—iLO by JEEM S TRADIUS] — IRADIUS Clients] — Add New]

7 )v I LTTFELY,

Security Console Reslm: SystemDomain | Conficuration

Home | | Identicy ¥ | | Authentication ¥ | | Access ™ | | Reporting ™ | | RADIUS ™ | | Administration ™ | | Setup ™ | | Help =

-
Logged in as: nks001 My Permissions | My Preferences | Log GFF j

RADIUS Servers
\\, RADIUS Clients

Authentication agents provide a secure bwo-way communication py RADILS Profiles

viskng |
| Bdd kew !
agent receives the authentication request and submits it over a sg

| RADIUS User attribute Definitions ¥ |

[ cancel E4 [ save HJ RADIUS Statistics v

I =
|.§ https./securid example.co,jp: 7004/ console-amsRadiusGlient dofaction=rnv Pre Add l_ ’_ l_ l_ Fg|@ AeA=Faub o

3.6-2 RADIUS Client ME&E 1

| [E Help on this page

ker attempts to gain access to & network resaurce, the

@ TAdd RADIUS Client] E®EIZT lClient Namel . TIP Address] . [Shared Secret] #

R334 EZSRLENTNANLTTELY,
ANE&IEETD [Save and Create Associated RSA Agent] 42 1)y LTTFELY,

> [E] Help on this page ~
Add RADIUS Client. Remember to create associated RSA Agent when RADIUS praxy is set.
* Reguired field
| RADIUS Client Settings
[3] client Mame: |axz4305
[ ANY Client: [T abY RADIUS Client (It does not require an associated agent)
[3] 1P Address: [t7z. 160,10
[E] Make | Model: !- Standard Radius - |
[E] Shared Secret: !r
[E Accounting: [T Use different shared secret For Accaunting
[&] Client Status: [ assume down if no keepalive packets are sent in the specified inactivity time.
Motes: =
=
cancel 4| [ Save without RSA Agent B3| Il Save and Create Associated RSA Agent B I

K 3.6-3 RADIUS Client ME&5E 2
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% 3.6-2 RADIUSClient &5

REERA Y TF Name IP Address Shared Secret
AX2430S AX2430S 172.16.0. 11 alaxala
AX1240S AX1240S 172.16.0. 12 alaxala

KAHA FTRBIARAS vF 2 EDOEFETVET,

 'Add New Authentication Agent] BIEAR RSN ZDEF [Savel R &V ) v LET,
IConfirmation Required ] BEIEA RS- 5HAT lYes,Save Agent] R2 %0 1y LI—o
IV RRAMDEFREETSEFT,

Confirmation Required

The hostname or IP address you have entered cannot be resolved,
IF Address: 172.16.0.11
Hostnarne: AX24305

Are you sure you want ko save the agent?

| Mo, Go Back & Edit Agent | I ‘Yes, Save Agent a

3.6-4 Agent Host M &gk

(2) RADIUS 7R 77 A ILD¥ER

DtxayTFqsary—IiLO by TEEA S TRADIUS] — TRADIUS Profile] — TAdd New ]
#7%1) w42 LT lAdd RADIUS Profile] BEfE#%*~x L TT LY, Profile Name:] [CEED 4
Bl (KAA FTIEX “WebAuth” Z{#ER) Z#AHL Sevel] RE2UFH ) v LTTFELY,

» )

Add RADIUS Profile Properties.

| Cancel I_l Save

Required field

[E Help on this page ~

RADIUS Profile Basics

[3] Profile Mame: IWEbAuth

Motes: | =

Return List Attributes

These attributes are returned by the RADIUS server to the RADIUS dlient in an accept message when the server authenticates the user, You may select Echo far an attribute if
wou do not want ko specify a particular value but want to make sure the attribute value in the request is echoed to the RADIUS client.

[£] Return List Attribukes: attribute [Service-Typs &l [ add [ update

Yalue ,—;l
3.6-5 RADIUS Profile ®{ERL 1
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(QRADIUS Profiles EIEIZ TYERL LF=“WEBAUTH" &£ WS BABID TA T 7 A LA EEFRINA TS
CEEHERT D, (KBEREOTOITFAIINBEIRIFRREGY FT )

aits

[E] Help on this page ~

T S T

RADIUS profile is used ko customize a user *s session and authentication requirements,

1 items found.

Show I25 vI per page

Profile Name

@: WEBAUTH »

| Notes

Profile Name | Notes

Show ! 25 = I per page

1 items found.

B 3.6-6 RADIUS Profile M{ERK 2

KAXD ) —XOBIEE— FICBIKVLANE— FEERA LB E&EOD TAdd RADIUS Profile]
BEEMR® Checklist] SREICUTDHREZFEMLTT I, AXD) —XDOFREEE— FIZEEL
TIF1.2.6 AXD)—XDBAE—FESRBLTTELY,

(LT DERE TIEEIM VLAN3OO % {EA L=1ZE&DHITY )
-Attribute : Tunnel-Medium-Type, Value : “802”
-Attribute : Tunnel-Type, Value : “VLAN”
-Attribute : Tunnel-Private-Group-ID, Value : 300

Return List Attributes

These attributes are returned by the RADIUS server to the RADIUS client in an accept message when the server authenticates the user, You may select Echo for an attribute if
wou do not want: to specify a particular value but want to make sure the attribute value in the request is echoed ko the RADIUS client.

=1 [ add [ updats

[f] Return List Attributes: Attribute [Service-Type

Down

Femove

B 3.6-7 RADIUS Profile M{ERK 3
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3.6.3 RSA Authentication Manager ME&5E

KRIBEZHEET 5 1-HD Authentication Manager TITSBREFZLUTIZRLET,
3.6.2RSA RADIUS ServerMi%5E & BHRICIREARAD 75 7Y & Y RSA SecurlD Appliance3.0
DEFx2)T432Y—LIZT Y XL TRSARADIUS Server®REZITLET,

e WHF=YrLa—FnA4rR—F
Authentication Manager IZ k—% > La— K1) &4 viRk— LT =Y U2 FERAT
EHREICLET . (%1 = 0ERARBIN: XMLBERO T 71 L)

o (QFHA—Y—DER
f—o EFERTH 1 —FERLET,

« @F—H DBYHT
RE1——ICb—o U ERYHTES,

e (4RADIUSTRI7AILODEYHT
BAL1—Y—I[CRI AT LATHEMAT S RADIUS TR I 7 A ILEEYHTEY,

(1) k—H>La—KonA k—Fk

OEFxaUT4a0Y—0L® by TEEM S [Authentication] — 'SecurlD Tokens| — lNmport
Token Job] — TAddNew] 21 v LTTELY,

Logged on as: nksO01 1My Permissions | My Preferences | Log Off ]
Security Console Realm: SystemDomain | Confinrarion

| Home: | | Identity = | | Authentication = | | Access = | | Reporting = | | RADIUS > | | Administration = | | Setup > | | Help =

_ Policies L

[T Help on this page ~

S SecurID Tokens * | Manage Existing

Welcome nks0g On-Demand Tokencadss ¥ | statistics

Software Token Device Types ¥ | Import Tokens Job H Manage Existing

Token Attribute Defiritions ¥ | Distribute Software Tokens Job ¥ add New

My Conso onsole

3.6-8 Token Import1

@ T'Add New Import SecurlD Tokens Jobl BEE® [lmportFile:] IZ b—% > La—F (XML 2
RDT74I) v kL Submitdobl] REUEH 1) v o LTTRELY,

m) ‘Add New Trmp

Select an XML token file ko import, specify options, and dlick Import.

T
Cancel B4 [ Submit Job g @

Redquired field

[E Help on this page =

| Import Job Basics

(2] Import Job Name: [tmportTokens_zoos0s16_1837M

Administrative Control

(2] Security Domain: SystemDomain v

| Import Options

[&] Import File: I|n:¥§¥mﬁ¥m§§§§ FE ¥R adius¥RSASecUrID¥ADplian (FIE. I(‘D
4] File Password: (Required only i file is password-protected.)
[E] Import options: & Ignare all duplicate tokens

1 overwrite all duplicate tokens

3.6-9 Token Import2
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@r—=V 2 La—FARELLA VR—FEN-FEHELFET,

[E] Help an this page ~

retesh

B >

J In Progress || Completed

List of import koken jobs in progress that you can cancel, When an import token job is complete, vou can view the resulks summary From the Completed tab,

1 items found.

0 selected: Cancel Job

Where:

IName hd I

Showe I25 - I per page

Istarts with - I
I [ | Job Name Status Submitted On | Submitted By % Complete
o ImportTokens_20090616_1637PM In Progress 6f16/09 4:39:33 PM 15T nks001 u]
Search s 1 1 1
[ | JobName Status Submitted On Submitted By % Complete

Dselected: | Cancel Job

1 items found.

Show I 25 | i per page

Cnnvrinhb @20NT - 2NNR RSA Secorite Toe. All vinhts reserved.

X 3.6-10 Token Import3

X b= DA UR— FAEIZ DL TODEMIE RSA SecurlDe Appliance 3.0 A —+— H4 K
ES5EI—H—L =V DNEE] #BBLTTSIL,

(2) BEEA—Y—DERL

QXU T4a>Y—0LOky TEEMNS ldentity] — Users] — TAddNew] #451) v ¥
L TAdd New User] EEi# &= LZE 9, User Name:J. UserID:J. MPassword:|. Confirm
Password:] #AAL lSavel R2 &2 1)y LTTFELY,

(RIBEFITIXE 3.4-11 D & 51 TUser Name:] & [User ID:] IZ“user01”, Password:] (<
(X”alaxala_abc1” & 5% E., F71= Force Password Change] DF v %5 LET,)

FD Acdnew!

A user represents a person or 8 syskem with & unique account within this realm,

‘ Cancel | | Save ‘ | Save & Add Another |

Required fisld
Administrative Control

[E] Identity Source:

= ilnterna\ Database =

[E] security Domain:

!SystamDomain hi I administrators manage this user

User Basics
First Name; IuserDl
Middle Mame: I
Last Marne: IuserDl
[E] User I [oserot
Email: I

[E] Certificate DN:

Notes:

|
|
i
Password
[E] Password: I------------ what's & valid password?

Corfirrn Passward:

[E] Force Password Change:

[eesneennnans

rRequira user ko change passward at next logore

E 3.6-11 Add Userl
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@ TUsers] BEARTENER LF-2—HF— (KBITIE “User01”) BERIN TSI L ZHE
RBLET,

Q Add New [E] Help an this page =

A user represents & person or a syskem with a unique account within this realm,

Search v Added 1 user(s). Search again to get an updated list,

Security Domain: 1 iterns Found.

I SystemnDormain = I

Identity Source:

0 selected: IAdd to User Groups... _vJ Go Showe |25 i l per page

IInternaI Database = I r | User ID Last, First Name Disabled Locked Security Domain Identity Source
For: r” 9 userll - user0l, userdl T SystemDornain | Internal Database
IP.II Users - I :

[ | User ID Last, First Name Disabled Locked Security Domain Identity Source
Where: -

lLast Marne = i 0 selected: IAdd ko User Groups. .. ;‘ Go Showe |25 - l per page

I starts with =1

1 items found.

B 3.6-12 Add User2
) F—=o nEYHT

@ TUsers] BEIEMNSEIBER LT TUser01] 20Uy s LIgtEA -1 —FRZET,
I'SecurlD Tokens] 2 1w LTTF&LY,

Logged on as: ntsDO1 My Permissions | My Preferences | Log Off

Security Console v Radkn: Systembomain | Confiaration
Home | | 1dentity = | | Acthentication + | | Access & Edit fation ~ | | Setup ¥ | | Help ¥
P Users e, (3 User Group Membershin 8 Help on this page ™
ndd Mare...
£ User represents & person of & system with
L itemns . Achinistrative Roles
[search | g
0sele Go Show (25 =] per page
Security Domain: - -
Systembomain [ | | Bl SecurtD Tokens I Disabled Locked Security Domain Identity Source
Identity Source: o Assign More... S R Internal Database
Internal Database =
"/ |1 Assign Next Avalable SecurlD Token Disabled Locked Security Domain Identity Source
For:
Manage Emergency Offline Access. ..
Al Users B 0 select a ey Go Show (25 =] per page
Where: 1items Authentication Settings
Last Hame -
starts with - I View Bssociated Policies
st
I Mare criteria... DlCtpicete
Search X pelete
——— = = = T e T T T T TS e e

H 36-13 b=V UDEIYETI

@ TAssigned SecurlD Tokens] EBEIEMARFTINI=HZDFEFE [Assign Token] R2ZET 1y
JLTTFEL,

@ ‘ User; user0l - [ Help on this page

Wiew SecurlD Tokens assigned to the user and enablefdisable user For On-Demand Tokencodes,

Assigned SecurID Token

Currently there is no token assigned to the selected ussr.

i PR RS REA S Tae Al et v el

K 3.6-14 b= DEYHT?2
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® TAssigned SecurlD Tokens| DEIEMNEHY. 41 viR— bz b= V—BARTINFE
T RA—HY—MPERT D=V D) TFILFUoN—DEIZF v I %EL VI TAssign] R2 >
91w LTLIEEEL,

[} | User: user0l =

Imported and unassigned tokens are listed below, Select tokenis) to assign to the selected useris).

5 found. Showing 1-5.
Search
1 selected: I Assign I @
Security Domain:

Isystamogmam vl " | serial Number Token Type Algorithm Requires Passcode Disabled E
For: (1 ) g 204265260 » | Key Fab AES-TIME o o i
PR re o =l || zmooozodzeszer « | keyFob | ags-TME | v [ e
Wheres Key Fob AES-TIME
gy 000204265262 ey Fol - z
I Setial Mumber = Lf| ca h | # | | v | v <
Istarts with - | (000204265263 - Key Fob AES-TIME v v H
[ | G oooeesszed v | Key Fob AES-TIME v » E
MM teria,.. — i ; ! }
Bl [ | serial Mumber Token Type Algorithm Requires Passcode Disabled E

Search

1 selected:

5 found. Showing 1-5.

Cansriahb @30T - 2008 PS4 Sarwibe Tne Al viahke racarued

B 3.6-15 b= >DEIYHTS3
@UETA—HF—([ZxTBH =Y UDEIY ETIEETTY,
(4) RADIUS 7AZ77M4ILDEIY LT

@ TUsers] BEIEMN S EEBEM LTz TUser01] 20U v LEBEA -1 —%AEFET,
[ Authentication Settings] %2 ') v %2 LTTF LY,

D) Users Iz

A user represents & persan or & system with & unique account within Ehis realm.

1 ikems Found.
Search

0 selel 3] view | Go

Security Domain:

SyskemDomain = I

| o Edit Name Disabled

Identity Source: = o1
= LI% User Group Membership | |

Internal Database 'i ' ¢ o
L] Add More... Name Disabled

For:

All Users - 0 selec Ga

Q:'L'D Administrative Roles

Where: 1 ikemy

Last Name - l Assign Mare...
starts with -

(2 SecurID Tokens
useril

Assign More...
" More criteria. .

Assign Next Available SecurlD Token
Search
Manage Emergency Offline Access...
Advanced Search

1 1
l Authentication Settings ;i:yright ©2007 - 2005 RSA Security Inc. &l rights re

ﬁ Wigw Associated Policies

[ Duplicate
# Delste

B 3.6-16 RADIUS Profaile DE|Y #T 1
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@ lUser01] @ lAuthentication Settings | BIEIASR RSN f= 5 TRADIUS | 5k EDIER 2T lNUser
RADIUS Profile:] % “WEBAUTH” [CERELTCEE FIZHS Savel RE2 V&9 vy LTTF
AW

RADIUS
[3] User RADILIS Profile: I
[3] RADIUS User Attributes: Attribute Walue
[z0- Calback-1d =
[[add & [ update B4
Remove
Cancel Ed| [ Reset [OJ] [ Save B

B 3.6-17 RADIUS Profaile D&Y H#T 2

AULETaA—H—IZxtd 3 RADIUS 7O 774 IILDEIY UTIEET T,

MAHA FTIEA—Y—HEAICRADIUS 7O 74 LEEYLBTLTLETH, 2—H—H
BT 54— JHAIZRADIUS A7 7AILEEIYETHIELARETY .
MRS E A AIE TRSA SecurlD® Appliance 3.0 A—3— A4 K1 8B LTTF LY,

3.7 MAC 25 HF RADIUS H—/\DERE

AEEPTIEC—I VEFRALIZ/IART—FAANTERLESR (T o273LE) OERIZ MAC
AL EFEA L TLET, RADIUS H—/\EE 4 K(Windows Server 2003 #&)®D 5 & MAC F2EED
BE] ESRLT. RNRERICTMAC BRBEEERA®D RADIUS H—/\DBEEEITo>TLFZELY,

3.8 IS4 TUMNRKRDETE
AEEFTODISA T MERIZDELGEEZLTIZRLET,
3.8.1 /\—Fhx 75>

KORTLTN—F7x7 k=% > (RSASecurlD SID700) ##ERT 5&HE. V5347 > b
RIHANGEELTOLEFIES =Y U ZFERLT- Web RBEEZTOENARETT,

3.82YI7box T 0V
YVILD 7 b—U U EFERALIz Web BEEZ1TS5HEIEV A4 7Y MRKRICY I F D7 b
—JEA VA M—LTEIRENRHBYET VI LIIT =IO 0DA VR F—ILICEAL T
RSA SecurlDe Appliance 3.0 +—3— HA K IE5E1—H—L =Y DEE] 25HBEL
TR
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A. o517 FEEFFIE

KETEHIVFAT7 Y MaRTr—=O VERAW=T U84 L - IXAT— FIZ& % Web FBEEFIEZE L
-F0)4O/{9_>—G7T_\L/$TO

(1) 41N—FOz7 b= &ERALI-RBAFIE
N—FK9 7 +k—% > (RSASecurlD SID700) #{ERLTAX > 1J—X® Web FE:F
FITO5FIEBZELUTICSRLES, I —Y—0O PINZEEMNTET LTLVEWNESIE
4.3New PIN E— FEFDFRBEEFIEZEITSBL T &L,

(2) 4292 F9z7 b—Y % ERALREFIE
Y 7 b2 7 b—7% > RSA SecurlD Token for Windows Desktops Ver4.0 % % {# /A
LTAXD)—XD Web BREEZTIFIEZUTITRLET REE1I—H—D PIN &%
MET LTWRLWMEE(E 4.3New PIN E— FEEDORIIFIEZ LEICSEL T ZELY,

(3) 4.3New PINE— FEFDEEIEFIE
N—F 7 +—% > (RSASecurlD SID700) #{ERHL TAX > 1J—X® Web FEiE
TNewPIN E—REFTI3FIBZEUTICRLET VI 7 b=V U EFERALE
ELEEEFXRLC T,

(4) 4.4Next token®— FErDFREEFIE
N—FK9 7 k—% > (RSASecurlD SID700) Z#{#FALTAX > 1)—X®D Web 25
T Nexttoken E— FZ#{T5FIEZLUTICRLES, VI D7 =9 V% FEHR L,L
BAELEMEIIRLTY,

41 N—FIIT+—Y &FERAL-RBAFIR

@7747/ I*iﬁ"ﬁ*’émnIEX'f VF (AX D) —=X) IZEKEL. T30 2EBILET. T5HL AX
D) —RAD Web BBEEY 4 LY MEREICK Y REEEENIRTEINET,

e W A

IFAI(E) #|EE) FTRN) BRICADA) Y—IT) ~ILF(H)
w & |@ [ BB v @& [Ga-s@y Gy’

LOGIN

Flease enter vour ID and password.

uzer [D

m

password

Login

LOGOUT

Please push the following button.

Logout |

~ReTHERRENELR [ @ 129 —Fvh | BEE-F: BER

411 N—Foxz7 =9 8851
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@UserID IZERSEA—H—ID & (KREEF| TIX “user01”) password [ZIXFRF1—H —D/XRX O
—F (PIN+ b= VIZRREINT-6 HIDHTF) ZANL Tlogonl REVEHV Yy I LTFE
LY,

k=Y VIZRTFTS
hi-6 Hin#=F

E ~ Windowe Internst Explarar

AN BN 2| http://1.1.1.1/login.htm|
S T

IrAILE) |E(E)

=5
w o @

SRICAD(A) W—IT) ~ILF(H)

LOGIN

Please enter yvour ID and password.

user [D uzer0l

password esssssssss

LOGOUT

Flease push the following button

Logout

[@ @ 125 v | REE— B

413 N—Foz7 =9 VT3
@BEER LB IE Login success BEMRRENET,

@ - Windows Internet Explorer

B
@u + |g. https://1.1.1.1/cgi-bin/Process.cgi - f& |&,| ® | | Live Search o v|
“ o |8 [ IR S I I R R RSN R
Login success

Login_Time -— 2000/06/22 17:49:39 JST
Logout Time —— 2000,/06 /22 18:49:39 JST

close

LOGOUT

Flease push the following button

B 4.1-4 Login success [EIE
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4.2 VI )T O % ERL-REEFIE

D% 54 7 > FHEEKIZT RSA SecurlD Token #EEHLET,
(F7#4J FTILC:/Program Files/RSA Security/RSA Secur D Software Token 24 X k—ILEhET,)

Q@VI b7z T7 F—U D EnterPIN[CREA—HF—DPINZAANLEAZ1DEREVEI ) Y

9%, )
000055580485 | Options +| & E2
/[Pm ANBZIOD j
= It b U
Enter PIN:“—‘__ W ) K2 EIV VY

(=70 SecurlD”

B 42-1 YIbr9xzT7 =9 851

@YIrIYTF7 =Y VOEETIEPINAAIZKY Sz RL— a1 Ra— KAKRTEA
B
000055580487 | Options v| &= £2

%

Pagscode:

8250 4994
Re-enter PIN] | Gopy |

SecurlD’

B 42-2 YIbr9xzT7 b—49 BEF2

@A77 MaRERERMVvTF (AX D) —X) [ZHEKEL., T3V E2EBLET., T5H&
AX 1) —ZX D Web B5EY) &4 LU MEREICK Y REIBEARTEINET,

e g - Windows Internet Exlorer L E@E‘

':ﬁ . - g, http://1.1.1. 1;‘ - Live Search L -

I7ILE) ®|EE) FTRV) BRICADA) YT ~LTH) | J70UE) mEE) BRY) BECADE@) VoD ALTEH 0

W ok & | B B - @ RSy Gy v

»

Flease enter vour ID and password.

user [D E
password
LOGO uT

Flease push the following button

LOGIN

Logout
N—ThERReNELE (8 @ 1>4—xw b | BEE—F: B #100% -

B 423 YIbH9xT7 b—H VB3
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®UserlD IZFRE1—H—ID & (REBEHFITIL “user01”) password [ZIEY T b7 b= >
[CRTEINI=Z/NRXO—F (8#1) #ZAAL llogonl REZVZEH )Y LTTFEL

€ - Windows Internet Explorer

QO &) hetp://1.1.1.3/ v|-> | x |f Live search

IFAI{E) |EE) FRN) BRICADA) Y—ILI) ~LFH)

W @ [ BB v & Baser Gy-ue v

LOGIN

Flease enter yvour ID and password.

uger ID Lser01

m

password eessssesss

LOGOUT

| Please push the following button.

Logout

@ @ >o—xvh | #EE—F EH

g‘u\u‘g
:':_:|_|||
ENN

B 424 YO T =02

®FREEA UIBE(F Login success EIEARTENET,
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4.3 New PIN E—FEDEIFIE

DU A7 v MEREZIERA v F (AX /'J—7\°) [CHEFL. IV Z2REBLET, $5H&
AX ) —ZX D Web F23E") 4 LY HHaE YREEEARTEINET,

75 - Windows Internet Explorer

€ ® Rt EER « |45 [ 5l Live sSearch o~
o s

FFAI(E) E|EE) TR(N) BIUCAQA) Y—ILI) ~ILF(H)

[ - B - & ey Gy

s

LOGIN

Flease enter vour ID and password.

user [D

password

LOGOUT

Please push the following button.

AeSRFENEUR [ @ 19 —Fwh | REE—F: B

B 4.3-1 New PIN E— Fi25F 1

@UserID IZERSEA—H—ID % (KREEHF|TIX “user01”) password [ZIE bh—H >a—F (/\—
Foz7 b—Y UIZRREINT-6 HTDEHF) #AAL lTLogonl REUEV ) v o LTTFELY,

r; - Windows Internet Explorer |_L
€® - DLCIGEERY «| 44 | % [l Live Search B
F7TILE) |EE) FT() BRCAQA) YIKT) ~ILF(H)

I| ¢ # O [ Lo~ B - & v [3R-30) v GY-IL) v

LOGIN

Please enter vour ID and password.

L

m

user D Lser01

password eesees

LOGOUT

Please push the following button.

#FH#: http://1.1.1.1/cgi-bin/Login.cgi ... (3 @ 1295w | BEE—F B H100% -

B 4.3-2 New PIN E— Fi25F 2
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Ba1—H—IDEAAENE F—H 2 a— KAELLMEE New PIN E— RIZBTRIELI—Y—D
PIN B2 EEARTINET, BELFLPINZAALT lEnter] #42Yvo LTFELY,

E’ Wmdows Internat Explorer

3 £ http://1.1.1.1/egi- bm,l’Lo-gm cgi

v |4y Live Search

77’|;JI;[_] BEE) ==V E:‘ﬁi-.l'ﬂ[_) W=JUT) ~ILF(H)

w & |8 [ | o v i v G A=DE) > GuU—{o) vy

Reply Message

Enter a new PIN having from 4 to 8 digits:

[§ @ 125 —=whb | ®BEE—F: &3 F 100%

B 4.3-3 New PIN E— FER3E 3

@PIN DBAANERENETOTEL PINEBUAAL lEnter] 22U vo$ 5,

E- Windowsr—ntemet Explorer
2“‘ Q & http://1.1.1.1/cgi-bin/Process.cgi
Z7IE) BWEE) F=I) BIRCADA) YILUT) ~LFH)

*iw [ | fom v oo [ R-SE) Y G Y- v

- [ 4 Live Search

Reply Message

Please re-enter new PIN:

(3 @ (o—=y | BEE—F: B 100%

B 4.3-4 New PIN E— FERAE 4
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GPIN DEHFMNZETLEEDA vE—UARFTEN, BT T/HRRA—FKOANZTVET, 20D
BQTAALEF— 2 a—Fho 60 EBLTRD F—2 Va—FIZEBELTWARENH

YET,
BHELIPIN+ =2 >a—F (641 ZAAL TEnter] RE2ZV U VI LET,

rﬁ - Windows Internet Explorer

@" = €] http:}fl.l.L:;‘ogin,fP.ogi =————

IFAI{E) #|EE) FTRN) BRCAA) Y—ILI) ~ILF(H)
| ==

w ok |@ |

Reply Message

PIN Accepted.
Wait for the token code to change,
then enter the new passcode:

*eseBRBREN

[ @ v—Fy b | BEE—F: B3R #100% -

NThERENELE

B 4.3-5 New PIN ®— FE25F 5

XEE-VYI LDz T7 b—O o %=FERALGE., B LE-PIN+ =2 >a—F (8#) %#/3X10
—FIZAALTHEAICERILFERA, BT VI I TFT =Y VIZPINZAALD T

FL—FENENARO—FEFALTT LY,

©®REERTIBS T Login success BEMRRENET,
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4.4 Next token E—FEDEREIFIE

DR CLA—Y—T3E (¥HAE) EHTELEICEKRT 5 EFD1—H—(F Next token E— K &

Y EJ, Nexttoken E— FOIREET., K 4.1-1 ITRTELEAND SREEICHINIT 5 &K 4.4-1

(2779 Nexttoken ANBEMNRTRINET, 2D Nexttoken AANBEEK)DNSANT S b—4

va—KRI&, FERMEICERLE =Y va—RTREL.HLWLW =Y va—RIZRY FT

DT, b—YVERT, ENXYBb-ZELEZHBELTAALTLESL, b= >va—F
DR IIERIE., X 4.1-4 D Login sucess BIAMNRTENET,

- KANBETRE M2 3= FRUNRI—FELELTHANTEETT .

[ @ “Windows Intarnet Explorer

’(:-"‘ . 0| & | http://1.1.1.1/cgi-bin/L ogin.cgi

I7(IUF) E|EE) ==(V)

P

SRICADA) W=IWT) ~ILF(H)

Reply Message

Yait for token to change,
then enter the new tokencode:

A—THERENELR

(@ @ 45— v | RET—F: BN #100% -

B 4.4-1 Next token AAEE

@Next token AHE@EN S, BET-b—Y2>a—FKZAALTLELBEE. K4.4-2I17F
9 Pass codeBANBEENRTINET, RE@EICTELWNRI—FZAHNT S EX4.4-1
2R 9 Next token ANEEIZCEY ET . ODDHBADESYELW =Y v FAALTTFEL

& - Windows Internet Explorer

@u - |é. https://1.1.1.1/cgi-bin/Process.cgi
Wk @

[ B
0o

i ﬁ |*r|x‘|LiveSearch

[ f~ B - @ v [EASE) T G Y0

Reply Message

Access Denied

Enter PASSCODE:

Enter

B 4.4-2 Passcode BANEE
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S. grrEss
51 AXIY—XI[ZBITRAERAE

AX 1) —ZXD Web FREEICET 5ROV FEUTICSRLET,

5.1.1 #show web-authentication login

REAEAHALI—TO—ENERTEET, £z, A —HFTLICRIHEADMAC 7 FLR, BY A
VK, O 7O FETORYBRHAGENHEETEET,

5.1.2 #show web-authentication logging
Web BBFED AT RRIY Y KFTY,
5.2 RSA Authentication Manager 2115532 A%
5.2.1 Y7ILA4L0O% (RSA SecurlD Appliance 2.0)

A—HONRa— FRERR. RIHER. RIRKEFO KEIEH % RSA Authentication Manager
THRT IEEFIEZLTITRLET,

@ TR A2 — k] — RSAAuthentication Manager Host Mode | ##2EILET, A1 A Za—h
5 lLogl #EREAL TEdit Log Extension Data] %3 &R L [Activity Log Extension] =% ') v ¥
LFEY,

#3 RSA Authentication Manager 6.1.2 Administration RSA-ALAXAI (=3}
Eile Syskem User Token Group AgentHost Realm Site RADIUS | Log Repork  Help

Log Skatistics. ..

Delete by Percentage...
Delete Before a Date..,
Automate Log Mainkenance. ..

Exception Log Extension...,
Incident Log Extension...

Edit System Log Parameters. ..

v Log to System Log

Log Eiltering

B 5.2-1 RSA Authentication Manager B4 1

@]Log Entry Selection Criteria]E#&I<T [OK] K2 >Z&5 ) v  LET,

x|
Specify Log Entries by:
 Days Last: 1 day(s]
€ Entire
 Date
From Date: 86/10/2608 60:00:98
To Date: 87/10/20088 23:59:59
Filters:
Current Login: [* Select
Affected User: |* Select
Affected Token: [ Select
Agent Host: [© Select
Group: [ Select
Server: [*
Site: [* Select
0K I Clear | Cancel | Help |

B 5.2-2 RSA Authentication Manager B4 2
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RN H R TEET,

#» RSA Authentication Manager 6.1.2 Administration R! =100 x|
File Swstem User Token Group AgentHost Realm Sike RADIUS Log Repork  Help

Select Log Entry
From: Start of Log To: End of Log

Please Select a Log Entry:
UTC Time |Luca| Time |Cunenl User|Message
07410/2008 11:00:18 07110f2006 20:00:15 ALM deleted logs
07110/2008 11:00:17 07110f2008 20:00:17 —— ALM archived logs
0741042006 11:00:15 07H0}2008 20:00:15 Administrato Exited log monitoring
071072008 10:59:09 0710}2008 19:59:09 user0?2 Passcode accepted
07410/2008 10:59:09 0710f2008 19:59:09 userd?2 Ext-auth check
07410/2008 10:58:49 07110£2008 19:58:49 Administrato RADIUS administration stopp
071 0/2008 10:57:55 07110f2008 19:57:55 Administrato RADIUS administration started
07110/2008 10:57:47 07H0}/2008 19:57:47 Administrato Exited log monitoring
0741042008 10:57:07 0711072008 19:57:07 userd2 Passcode accepted

Edit Log Extension Data... |

K 5.2-3 RSA Authentication Manager B4 3

5.2.2 Y7 IJILE4.L0O%4 (RSA SecurlD Appliance 3.0)

A—HD/NRRD— FREHR, RAHR. RAERBBFORKERZE ) 7L A LIZRSA
Authentication Manager CHERR T DIEEFIEZ U TFIZRLET,

DX T4arY—ILO kv TEEM D Reporting] — Real-time Activity Monitors |
lAuthentication Active Monitor] %2 1) v %2 LTT &L,

Logged on as: nks0O01 My Permissions | My Preferences | Log OFF

Security COI‘ISO'E Realm: SystemDomain | Configuration

[ 1 T ] T 1
1 Home: ‘ | Identity = | | Authentication = | } Access ¥ | Reporting : RADIUS « ‘ | Administration = ‘ | Setup = | ! Help = |
|

Reports 3

_E] Help on this page ~
Scheduled Report Jobs 4 2 B0

welcome ntsDOL, You logged on: Wednesday, | Report Qubput N

“E Real-time Activity Monitors W Authentication Activity Monitor
My Console . - le
System Activity Monitor

Administration Activity Monitor

|
B 5.2-4 RSA Authentication Manager 04 1

* My Permissions

@ZEL® TStart Monitor] R2>E0 ) v o LT, 95347 MaROZBEHEEZITVET,

DEUTORICERGT) TILEA LATHERTEET,

L 1elp on this page =

T x|

[ Fause Manmor B3
Time Activity Key Description Reason User | Agent Serwer | Client e (=
Dhsplay Results 1 ode 1P
[ aucenssid everts 1 T r = T T r =
§ ooy | Prncosl User "ugeril il ugerll | seourid.example.codp | 10.51.0.3 | 105103
T2 Wrarring evests eiEane | suthentication autherkicator “SecurlD_Hatte”, The user belongs | succesded in nest
I Fadurs everts il b ety cosmain "SysbamDomain® teknende modk
Liser “userti] =, el | AXEMOS 10.51.0.3 1051.0.3
Mumher of Re-ailts aullreriticaton “SecurlD_Native” The user bekrgs | method faded,
T . 4 wror
| M Lobermde ks axtivatendfor toben sevid | NjA | wserdl | Axizeos 105103 | 105103
NperID numhes 4 el
[t E in secunity domain “SysteniConsin from Trkemel
I Datsbase” denthy source
User “user 1" sttsmplen Lo suthenticate usig Fabentication userll | AXIZH05 10,5103 | 10.51.0.3
Authentication Agent suthenticator “SecurlD_Wativs”, The user bekngs | method Falied
|.- t5 with 'i b seririty domain “SyshemDoman™
I €3 20090617 | Principal Liser "userfil ", userlll | AXI0S 05103 | 105103
L5528 sutheitication autherkticator “SecurTh_Wative”, The Lser belongs | mesthod Lsiied
Token Serinl Mumber o security domain SystemDoman”
Rutswkh I§ § z009-05-17 | Prinipal Usier “ser 1" stlmpten Lo suthenticate usig Faibrntication wserdl | secridesanpl.cop | 10.510.3 | 105103
| 11ip 17 808 authentication sutherticator “SecurlD_Native”. The user bekongs | surcendad in next
to secunty doman “SystesDonan” Lok s

s - [l e ] v N e

B 5.2-5 RSA Authentication Manager B4’ 2
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0. zezE

6.1 YIrIITATLarS4t X (OP-OTP) EXIFDTEERIF

A—YHNEIGENRRT—FZADLTERKIEA ST 1 VIZKELT-5HBE. RSA SecurlD Appliance
TIET I+ b TI—H—D Nexttoken E— FAFHMEBRYET AX D) —XIZVY T ko T7HT
varvs4t2R (OP-OTP) NEMESATUWEWVWRIIRY F7—VBRETEI—YV—BFTHY
AT B ENHEFELCHRY EEEIZNexttoken E— KOEMLEITOTELLIBEAHYET,

1188 >0 L —>3>

AHA FIZTBNLEZEBRODa Y745 L—2 3 6T,

BFE VRATLEEF] Oy FIT—IBRIZETP2EEBNDI VT4 L—2avETXRME
XKDT7AINELTERAA FIZHFLTEYET(RITT7 7ML EF 9 512X . Adobe Acrobat 5.0
LIF%E 3 L < (X Adobe Reader 6.0 LIEARETY, )
FAVITATL—2aVITOWTIHKUTISRT I 7ML BERLCARIDRT I 7 M ILESET LY,

EERAERREE HNEI7AIL
L3 XA YyF core#1(AX3630S) core#fl_config. txt
REERAYTF edge#1(AX2430S) edge#tl_config. txt
edge#2(AX12408S) edge#2_config. txt
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#configuration list for AX1240S-24T2C

!

hostname "edge#1" 

clock timezone "JST" +9 0 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 100 

  state active 

!

vlan 1000 

  state active 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  web-authentication port 

  authentication ip access-group "WebAuth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode access 

!

interface fastethernet 0/12 

  switchport mode access 

!

interface fastethernet 0/13 

  switchport mode access 

!

interface fastethernet 0/14 

  switchport mode access 

!

interface fastethernet 0/15 

  switchport mode access 

!

interface fastethernet 0/16 

  switchport mode access 

!

interface fastethernet 0/17 

  switchport mode access 

!

interface fastethernet 0/18 

  switchport mode access 

!

interface fastethernet 0/19 

  switchport mode access 

!

interface fastethernet 0/20 

  switchport mode access 

!

interface fastethernet 0/21 

  switchport mode access 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication arp-relay 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface vlan 1 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.1 

!

ip access-list extended "WebAuth" 

  10 permit udp any any eq bootps 

  20 permit udp any any eq domain 

!

mac-authentication system-auth-control 

mac-authentication id-format 1 

mac-authentication radius-server host 10.51.0.2 key "alaxala" 

!

web-authentication system-auth-control 

web-authentication ip address 1.1.1.1 

!

radius-server host 10.51.0.3 key "alaxala" 

!

aaa authentication mac-authentication default group radius 

aaa authentication web-authentication default group radius 

!

line vty 0 1 

!




#Last modified by operator at Wed Jun 17 11:57:02 2009 with version 11.1.A

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 50

  state active

!

vlan 51

  state active

!

vlan 100

  state active

!

vlan 1000

  state active

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 50

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 51

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 51

!

interface gigabitethernet 0/4

  switchport mode access

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface tengigabitethernet 0/49

  switchport mode access

!

interface tengigabitethernet 0/50

  switchport mode access

!

interface vlan 1

!

interface vlan 50

  ip address 10.50.0.1 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.1 255.255.255.0

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

!

service dhcp vlan 100

!

ip dhcp pool VLAN100

  network 192.168.100.0/24

  lease 0 8 0 0

  default-router 192.168.100.1

  dns-server 10.51.0.2

!

ftp-server

!




#Last modified by operator at Wed Jun 17 14:02:41 2009 with version 11.1.A

!

hostname "edge#1"

clock timezone JST +9 0

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

!

vlan 1000

  state active

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 100

  web-authentication port

  authentication ip access-group WebAuth

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 100

  mac-authentication port

  authentication arp-relay

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface gigabitethernet 0/24

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface vlan 1

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.1

!

ip access-list extended WebAuth

  10 permit udp any any eq bootps

  20 permit udp any any eq domain

!

web-authentication system-auth-control

web-authentication ip address 1.1.1.1

!

mac-authentication system-auth-control

mac-authentication radius-server host 10.51.0.2 key "alaxala"

!

radius-server host 10.51.0.3 key "alaxala"

!

aaa authentication web-authentication default group radius

aaa authentication mac-authentication default group radius

!

line vty 0 2

!



