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T2V IRRmOY TN a7 4 TRBLHBAEOTFINEE R T, b LY T ar T g FRBEWGET
(7. [BEBIRTA—=Z L — EHWEHRE] ITHEATLIEE N,

NRIGA=R— b OTZ 7% IR L THYVET Y L TINar 74 ea~v RIA A X7
—Z(CLI) LY VPN L—HIZEALTLZE W, oI a7 40 70—FlE TERIIRLET,

ike proposal ike-prop encryption aes hash sha group 1024-bit
|
ike policy ike—policyl peer B.B.B.B key M3V. JyliYP51WUZ9CQEpFb. _G6XrHL51 ike—prop
ike keepalive ike—policyl 10 3
|
ike policy ike—policy2 peer C.C.C.C key jIZ3qiKF1kkOfD5BjWNamWNrYOLuCl2¢ ike—prop
ike keepalive ike—policy2 10 3
|
ipsec autokey—proposal ipsec—prop esp—aes esp-sha lifetime time 3600
|
ipsec autokey—map ipsec—mapl sec—list peer B.B.B.B ipsec—prop pfs 1024-bit
|
ipsec autokey—map ipsec—map2 sec—list peer C.C.C.C ipsec—prop pfs 1024-bit
|
watch—group watch_tunnel_1 10
event 10 ip unreach—host D.D.D.1 TunnelO. 0
action 10 ipsec clear—-sa TunnelO. 0
|
network—monitor watch_tunnel_1 enable
|
watch—group watch_tunnel_2 10
event 10 ip unreach—host E.E.E. 1 Tunnell.O
action 10 ipsec clear—-sa Tunnell. O
|
network—monitor watch_tunnel_2 enable
|
router bgp 65000
neighbor D.D.D.1 remote—as FFFF
neighbor D.D.D.1 timers 10 30
neighbor E.E.E.1 remote—as GGGG
neighbor E.E.E.1 timers 10 30
address—family ipv4 unicast
originate—default always
|
interface TunnelO. 0
tunnel mode ipsec
ip address D.D.D.2/30
ip tcp adjust—mss auto
ipsec policy tunnel ipsec—mapl df-bit ignore pre—fragment out
no shutdown
|
interface Tunnell. O
tunnel mode ipsec
ip address E.E.E.2/30
ip tcp adjust—mss auto
ipsec policy tunnel ipsec—map2 df-bit ignore pre—fragment out

no shutdown
|
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VPN V—HDa~w RT A4 A% 7 x2—A(CLI) £V AX-Network-Manager |Z ping =~ N CEEMERZ L

FT, FBRIINRNT A== DOT Z 7 TRAMICEH L TH Y 9 AX-NetowrkManager @ IP 7 KL &
MAEZRL TN,

| AX-NetworkManager ® IP 7 R L- X | 172. 16. 2. 30/27 |

ISBENENGE . LU OMREMER 2~ > FEFIH L CRIEEFT ORE 21T > TS 7ZE 0,

« show ipsec sa

IPsec SA WNIEBICHEN. L CWD 2 L 2Rt Ao~ RT3, SA KN L TR E X 1T, BioFIET
FXE L7z IPsec/IKE /3T A — X OFXEIZRR D ITEO )R L TS 7230,

« show ip bgp summary
BGP B°7 & OMHEBRN IEWICHENL L CWD Z L 2R T 52~ RTY, IPsec SA BIEFITHEN. LT
WAHIZH P B3, BGP B 7 ASHENL L7 W41 (ESTABLISH BIAN) . BT FIETEHIE L 7= BGP O EIC
R IO ER L T EE N,

<AX620R U — X T® show ipsec sa FEF74]>

1X2215(config)# show ipsec sa

IPsec SA — 2 configured, 6 created

Interface is Tunnel0. 0

Key policy map name is ipsec—mapl

Tunnel mode, 4-over—4, autokey—map
Local address is A.A.A.A
Remote address is B.B.B.B
Outgoing interface is GigaEthernet0.0
Interface MTU is 1438, path MTU is 1500
Inbound:

ESP, SPI is 0xb6eca893(3068962963)
Transform is ESP—AES-128-HMAC—-SHA-96
Remaining lifetime is 3584 seconds

ESP, SPI is 0x4b8585cf (1267041743)
Transform is ESP—AES-128-HMAC—-SHA-96
Remaining lifetime is 456 seconds

Replay detection support is on

Outbound:

ESP, SPI is 0xc4b83b01(3300408065)
Transform is ESP—AES-128-HMAC—SHA-96
Remaining lifetime is 3584 seconds

Replay detection support is on

Perfect forward secrecy is 1024-bit

Interface is Tunnell. O

Key policy map name is ipsec—map2

Tunnel mode, 4-over—4, autokey—map
Local address is A.A.A.A
Remote address is C.C.C.C
Outgoing interface is GigaEthernet0. 0
Interface MTU is 1438, path MTU is 1500
Inbound:

ESP, SPI is 0x7d9c¢9d2b(2107415851)
Transform is ESP-AES-128-HMAC-SHA-96
Remaining lifetime is 3398 seconds

ESP, SPI is 0xd79a37c (226075516)
Transform is ESP-AES-128-HMAC-SHA-96
Remaining lifetime is 298 seconds

Replay detection support is on

Outbound:

ESP, SPI is 0xcd84d9d8 (3448035800)
Transform is ESP—AES-128-HMAC-SHA-96
Remaining lifetime is 3398 seconds

Replay detection support is on
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| Perfect forward secrecy is 1024-bit

<AX620R > U — X T® show ip bgp summary FEF741] >

Neighbor
D.D.D. 1
E.E.E. 1

1X2215(config)# show ip bgp summary
BGP router ID A.A.A. A,
2 BGP AS-PATH entries

local AS number 65000

v AS MsgRevd MsgSent Up/DownTime

4 GGGG 22991
4 GGGG 22989

Total number of neighbors 2

22991  2d15hb1m28s
22991  2d15h51m27s

State
ESTABLISHED
ESTABLISHED

IREBRLFO LI TWIVUTRIERH D A, RIERZ2TE 5. AX620R vV —XIZBES X v
MU —7 ~ORREEE B ITHEA T IEEN,

5. AX620R V'V —X|IZBEIFE Xy U —7 ~DORHE % B8k

VPN W—H#Da<w R4 A7 2—ACLD) KVEBEIEXRY NT—7 OfRK%E VPN L—Z 128 L

TLZE W, 2o

U

ix fE

IHESBIE AT D a7 4 ZIZHOVWT TR, FRIRLET,

AX-Network-
Manager

VPN

Gateway

VPN /L — %

172.16.200.0/24

Ty hU—2
s

X hNU—7
s

DI S AX-Network-Manager 7°H X v U — 7 Hige~FETCE ¥ A, Xy U —

10.0.0.0/8

198.51.100.0/24

ip route default 172.16.200.1 GigaEthernet0.0
ip route 10.0.0.0/8 172.16.200. 3
ip route 198.51.0.0/16 172.16. 200. 2
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7. [BEITA—F T — NEHWTRE
VPN /L— % (T AX620R + U —RZFIFT D5 E D VPN k20188 LUVBCP DRE FHMRIZ W TRE L £

[VPN k> LD ETFIE]

IRFGRA—=H = DT Z 7Y TZRAMNCEH L THY 9 IPSec VPN b R/L 1 DfFHREa~ KT A4 4
VA7 x2—ACLD) LY VPN  —FIZBALTLIZE W, ATHRaL T 4 T RF A= — FDHEIZD
WTTFRIRLET, 28, ZFIHD VPN —H |2 L > THRER /T A —Z 3870 ) F975, AR Tl AX620R
VY —ADOFEICMLEREHOATLI L TEBY £7°,

ike nat-traversal
|
ike proposal ike—prop encryption aes hash sha group 1024-bit
|
ike policy ike—policyl peer (@B.B.B.B key (DBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBEB ike—prop
ike keepalive ike—policyl 10 3
|
ipsec autokey—proposal ipsec—prop esp—aes esp—sha lifetime time 3600
|
ipsec autokey—map ipsec—mapl sec—list peer @B.B.B.B ipsec—prop pfs 1024-bit
|
watch—group watch_tunnel_1 10
event 10 ip unreach-host @D.D.D.1 Tunnel0. 0
action 10 ipsec clear-sa Tunnel0. 0
|
network—monitor watch_tunnel_1 enable
|
interface TunnelO. 0
tunnel mode ipsec
ip address @D.D.D.2/30
ip tcp adjust—mss auto
ipsec policy tunnel ipsec—mapl df-bit ignore pre—fragment out
no shutdown

HRT2 A #E(Pre-Shared Key) BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
©)

IPSec #fG#56 IP 7 KL A BBBB ®

Bie BGP T D IP 7 L& D.D.D.1/30 ---®

Ao A B T2—ADIP T KL A D.D.D.2/30 ---@

VPN L—ZZary 7 4 T2 HATEE LS IPSec VPN ko w/b 1 L [EAEIZ IPSec VPN kb 2 OIF#H %
a<w R4 A2 T7x2—A(CLI) LY VPN —Z AL TLEZEWN, ATIHIa L T 4 T LT A —
B — NOEIZOWT FERICRELET,

ike policy ike—policy2 peer @)C.C.C.C key (DCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC ike—prop
ike keepalive ike—policy2 10 3
!
ipsec autokey—map ipsec—map2 sec—list peer @C.C.C.C ipsec—prop pfs 1024-bit
|
watch—group watch_tunnel 2 10
event 10 ip unreach-host @E.E.E.1 Tunnell. 0
action 10 ipsec clear—-sa Tunnell. O
!
network—-monitor watch_tunnel_2 enable
!
interface Tunnell. 0
tunnel mode ipsec
ip address @E.E. E. 2/30
ip tcp adjust—mss auto

ipsec policy tunnel ipsec—map2 df-bit ignore pre—fragment out
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no shutdown
|

E A #(Pre-Shared Key) Cccccecececececeeceeececceececececccecee @
IPSec #fwst IP 7 KL X ccccec @

Bl BAP E7 D IP 7 KL A E.EE.1/30 ---®

NN A B T2—ADIP T RL2A E.EE.2/30 @

[BGP D% E FIE]

NG RA—=H o — OTZ 7 TRAMICEH L THY 9 IPSec VPN b /L1 & IPSec VPN b R/ 2 D
Bz a~w R4 A F 72 —A(CLD) LY VPN L—ZITHEALTLEE N, AT DHar 7 4 7 Lx
T A=K — FDOEIZOWT FRIRLET,

router bgp 65000
neighbor (D.D.D. 1 remote—as @FFFF
neighbor MD.D.D.1 timers 10 30
neighbor @E.E.E. 1 remote—as @GGGG
neighbor @E.E.E. 1 timers 10 30
address—family ipv4 unicast
originate—default always

IPSec VPN k> /b 1 B BGP ETOIP 7 KL & D.D.D.1/30 @D
Bl BGP 7 D AS &5 FFFF ---®

IPSec VPN k> /L 2 B BGP 7 D IP 7 RL-* E.EE.1/30 --®
Befewsl: BGP 7 @ AS K & GGGG @

VPN L—Z 2o 7 4 ZEFATEELES 4. JREHR) ICHEATIEE N,
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