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edge#1 (AX2430S)MDERE

BEAIRGE

(config)# hostname “edgettl”
(config)# clock timezone “JST” +9 0

RAMEZDREEZLEYS .
BALT—VDREELEYS,

VLAN DESH

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 30, 100, 1000
(config-vlan)# state active

VLANTIZER LG8, BHIZLET,

SRELFAVLANE L TVLAN3O, 100%. EEAVLANE L T
VLANT000Z/ERL L £

AINZVGTY)—DERTE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# name NOSiDE

(config-mst)# revision 1

(config—mst)# instance 1 vlans 1000
(config-mst)# instance 2 vlans 30, 100

(config)# interface range gigabitethernet 0/1-20
(config—if-range)# spanning-tree portfast
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WEAR—DERE

(config)# interface range gigabitethernet 0/1-4
(config—if-range)#fmedia—type rj45

WebZR5E A

(config)# interface range gigabitethernet 0/1-10
(config—if-range)# switchport access vlan 30
(config—if-range)# web-authentication port
(config—if-range)# authentication ip access—group “Auth”
(config—if-range)# authentication arp-relay

(config)# interface range gigabitethernet 0/11-20
(config—if-range)# switchport access vlan 100
(config—if-range)# web-authentication port
(config—if-range)# authentication ip access—group “Auth”
(config—if-range)# authentication arp-relay

MACEREEFH
(config)# interface gigabitethernet 0/1
(config—if-range)# mac—authentication port

7yvFUTHR

(config)# interface range gigabitethernet 0/47-48
(config—if-range)# switchport mode trunk
(config—if-range)# switchport trunk al lowed vlan 30, 100, 1000
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VLAN £ 8—J x4 ADHE

(config)# interface vlan 30
(config-if)# ip address 192. 168.30. 11 255. 255. 255.0
(config=if)# ip access—group Facultyl in

(config)# interface vlian 100
(config-if)# ip address 192. 168. 100. 11 255. 255.255.0
(config=if)# ip access—group Faculty? in

(config)# interface vlan 1000
(config=if)# ip address 172.16.0.11 255.255.255.0

SHETFAVLAN3OIZA 2 Dz —RIPP RLREBELET,
72X ) Xk TFacultyll] =& LEY,

SRSEAVLANIOOIZA 2 Dz —RIPF FLRZHRELET,
7R R+ TFaculty2] @& LET,

EEMAVLANIOOOIZA > 2 T —RIP7 FLRZHRELE

o

FIHILMIL—FDERTE

(config)#t ip default-gateway 172.16.0.254

RADIUSH—/NEL@IEZETTS
L/i?—o

=8, T2+ FIL—FEHRE

FOER)ADIER

(config)#t ip access—list extended “Auth”

(config-ext-nacl)# 10 permit udp any any eq bootps
(config—ext-nacl)# 20 permit udp any any eq domain
(config—ext-nacl)# 30 permit ip 192.168.30.0 0.0.0. 255 host
10.50.0. 1

(config—ext-nacl)# 40 permit ip 192.168. 100.0 0. 0. 0. 255 host
10.50. 0. 1

(config-ext-nacl)# 50 permit ip 192.168.30.0 0.0.0.255 host
10.51.0.1

(config-ext-nacl)# 60 permit ip 192.168. 100.0 0. 0. 0. 255 host
10.51.0.1

(config)#t ip access—I|ist extended “Facultyl”
(config—ext-nacl)# 10 deny ip 192.168.30.0 0.0.0. 255
10.53.0.0 0.0.0. 255

(config-ext-nacl)# 20 permit ip any any

(config)# ip access—I|ist extended “Faculty2”
(config-ext-nacl)# 10 deny ip 192.168.100.0 0.0.0. 255
10.52.0.0 0.0.0. 255

(config—ext-nacl)# 20 permit ip any any
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HEORICDEEOY—NZBETELNLSIZT ST
H4 R R+ TFaculty?] Z1ERKT %,

Web SREEDERTE

system—auth-control
ip address 10.10.10.10

(config)# web-authentication
(config)# web—authentication

(config)# web—authentication redirect-mode http

(config)# web—authentication max—timer 1400

(config)1# aaa authentication web—authentication default group
radius

WebZREE#=HEMIZLET,

WebFREIERIP7 FLRAEZHRELET, AHA FTIX
110.10.10.10] &L TWET, @HERIUN(4)
WebSREIERIP7 FLRZBET S

URLYFA LY FDYFA LY FE— REHTTPIZRELE
T, ORERIUN(2)
TURLY A4 LY FEEED ) ZA LY FE—FEZEET S

@ ERAN(5)
MWebZBFED HAEBFFR ZHET D)

WebEREEA%BE TORADIUSH—\DERBEREEZHRELF T,

MAC SZEEDERE

(config)# mac—authentication system-auth—control
(config)# mac—authentication password macpass

(config)1 aaa authentication web—authentication default group
radius

MACEREEZ=B®IZLET,
MACEREE T, RADIUSH —/NICEREEERZFH T & TDIHEKRI—
HTERTEHIRT—KZHBELET,

MACEREEHEHE TORADIUSH —/N\DEREELHRTE
OEERA 2V F (1) TRERSMERORE]

LET,

RADIUS H—/\DE&E

(config)# radius-server host 10.50.0.1 key “alaxala”
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¥, @FBFEARAIUF(6) TRADIUSH—DBEEET 5]
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edge#2 (AX1240S)DERE

ERIERE

(config)# system function filter extended-authentication

(config)# hostname “edge#t2”
(config)# clock timezone “JST” +9 0

T4 IV AR L MR E AT 5. VRATLT
FoHIAV)Y—REREEELET,
MERERT. EEOFEINVLETT,

KRR MBRDHREELET,
BALY—VDHEEZLET,

VLAN DEZE

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 30, 100, 1000
(config-vlan)# state active

VLANTIEER LA L=, EHICLET,

FREEVLANE L TVLAN3O, 100%., EIERAVLANE L TVLANTO00
EERBLET,

ANRZVTI)—DERE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# name NOSiDE

(config—mst)# revision 1

(config-mst)# instance 1 vlans 1000
(config-mst)# instance 2 vlans 30, 100

(config)# interface range fastethernet 0/1-20
(config—if-range)# spanning-tree portfast

IIWFTINRN=ZTY ) —EF/HML, V=3, A
VRABURAEHRELET,

1)—< 3 24 : NOSiDE

JE a vES 1

MSTA > XA > &1 : VLAN1000

MST > X4 > X2 : VLAN30, 100

SBREFAAR— F0/1~0/20I2xf LT, R/X=Z TV —D
PortFastiége AL, R/N=Z2F V) —xdg4 LT,

A B—DILADETE

MBAR—DEE

SRELEFA

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport access vlan 30
(config—if-range)# web—-authentication port
(config—if-range)# authentication ip access—group “Auth”
(config—if-range)# authentication arp-relay

(config)# interface range fastethernet 0/11-20
(config—if-range)# switchport access vlan 100
(config—if-range)# web—authentication port
(config—if-range)# authentication ip access—group “Auth”
(config—if-range)# authentication arp-relay

MACEREEFH
(config)# interface fastethernet 0/1
(config—if-range)# mac—authentication port

7yvFUroR

(config)# interface range gigabitethernet 0/25-26
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vlan 30, 100, 1000

PEIR— FOETE

— FO/1~0/10’&77‘&X#’3— FDVLANIOIZEREL ET,
W%EE?%* DEEEZLET,
nnun HIJ77tZ 1) X ~ “Auth” EDQE ngs_d-o
SRELRTD IR 5EE SN B I TARP/ Sy + % ERFER
ZHOR—b~AEHSEFEFT,

— k0/11~0/20% 7 ¥ £ AR— F DVLANT00IZERE L &

j—o
WebZBEER R HR— FDEREZELET,

REIRI 77 EAU R+ “Auth” #EBELET,
nnquﬁ']o)jﬁﬁ*h\ bﬁ{n éhéﬁ’.?ﬁfARP/ \AVE S éulu n].—tJ-j’
EHDKR— bAHASEET,

BERIMRE DR E
-I-\_ "O/]( *ﬁrlﬁ-%iﬁ"ﬁ*ﬁﬁ( MACan nQIEé Li?’

7v7U>7$—F®EE
— 10/25~0/26% b5 >4 R— RIZERE L. VLAN3O. 100,
1000%_‘— SELET,

VLAN £ 82— 4 ADERE

(config)# interface vlan 30
(config—if)# ip address 192.168.30. 12 255. 255. 255. 0
(config=if)# ip access—group Facultyl in

(config)# interface vlan 100
(config-if)# ip address 192. 168. 100. 12 255. 255. 255.0
(config=if)# ip access—group Faculty? in

(config)# interface vlan 1000
(config-if)# ip address 172.16.0.12 255. 255. 255.0

SREERAVLAN3OIZA V4 Dz —RIPF FLRAZEERELET,
7R R b TFacultyll & LET,

SREFAAVLANIOOIZA 2 D2 —RIP7 KLRAZHRELET,
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TIHIVEIL—DRE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 254

B

RADIUSH—/NEBIEZITS =, T4 FIL— FZERE

L/ij—o

TOEAR)ADER

(config)#t ip access—list extended “Auth”

(config—ext-nacl)# 10 permit udp any any eq bootps
(config—ext-nacl)# 20 permit udp any any eq domain
(config-ext-nacl)# 30 permit ip 192.168.30.0 0.0.0. 255 host
10.50. 0. 1

(config—ext-nacl)# 40 permit ip 192.168.100.0 0. 0. 0. 255 host
10.50.0. 1

(config—ext—nacl)# 50 permit ip 192.168.30.0 0.0.0.255 host
10.51.0. 1

(config—ext—-nacl)# 60 permit ip 192.168.100.0 0. 0. 0. 255 host
10.51.0. 1

(config)#t ip access—I|ist extended “Facultyl”
(config—ext-nacl)# 10 deny ip 192.168.30.0 0.0.0. 255
10.53.0.0 0.0.0. 255

(config-ext-nacl)# 20 permit ip any any

(config)# ip access—I|ist extended “Faculty2”
(config-ext-nacl)# 10 deny ip 192.168.100.0 0.0.0. 255
10.52.0.0 0.0.0. 255

(config—ext-nacl)# 20 permit ip any any
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(config)# web—authentication system-auth—control
(config)# web—authentication ip address 10.10.10.10

(config)# web—authentication redirect-mode http

(config) 1 aaa authentication web—authentication default group
radius

WebzBEEZAMIZLFET

WebFZEIFAIP7 FLRZRELET . AHA FTIE
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MWebZBFEEAIP7 FLRAZRET S
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RADIUSH—/NTaA—HFREEZE4TS = LFET,

MAC S2EEDERE

(config)# mac—authentication system-auth—control
(config)# mac—authentication id-format 1

(config)# mac-authentication password macpass

(config)# aaa authentication web—authentication default group
radius
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(config)# radius—server host 10.50.0.1 key “alaxala”
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AX2430S Dav 249 L—>3y

edge#1 (AX2430S)MDERE

BEAIRGE

(config)# hostname “edgettl”
(config)# clock timezone “JST” +9 0

RAMEZDREEZLEYS .
BALT—VDREELEYS,

VLAN DESH

(config)# vlan 1
(config-vlan)# state suspend

(config)# vlan 10, 1000
(config-vlan)# state active

(config)#t vlan 30, 100 mac-based
(config-vlan)# state active

VLANTIZER LR, ERICLET,
SREEATVLANE L TVLANTOZ ., EIHERVLANE L TVLAN1000%
ERLET,

FARAVLANE L TVLAN3OZ ., F&EMAIVLANE L TVLANT00Z% 1%
J‘jzl./ia-o

RINZVTY ) —DERTE

%{H

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# name NOSiDE

(config—mst)# revision 1

(config—-mst)# instance 1 vlans 100, 1000
(config-mst)# instance 2 vlans 30
(config—-mst)# instance 3 vlans 10

(config)# interface range gigabitethernet 0/1-10
(config—if-range)# spanning-tree portfast

RILFINRR=ZVGY)—EFHIZL, Y—2ar, A
VARARAVRERELET,

1J—< 3 >4 : NOSiDE

JEDa &S : 1

MST+ > X% > &1 : VLAN100, 1000

MSTA > X2 > X2 : VLAN3O

MSTA > X% > R3 : VLAN10

ORFERIUL(8)
[RNRZVTY)—DE—FEEET B

SREERAR— RO/1~0/10I2xt LT, R/S=Z2 Y1) —D
PortFastiégeZBRAL. R/N=Z2 59V —xg4 ELET,

AB—TTLADHBE

MBAR—DEE

WebZR5E A

(config)# interface range gigabitethernet 0/1-10
(config—if-range)# switchport mode mac-vlan
(config—if-range)# switchport mac vlan 30, 100
(config—if-range)# switchport mac native vlan 10
(config—if-range)# web—-authentication port

(config—if-range)# authentication ip access—group “Auth”

(config—if-range)# authentication arp-relay

MACZRSEF
(config)# interface gigabitethernet 0/1
(config—if-range)#f mac—authentication port

7yvFUroH

(config)# interface range gigabitethernet 0/47-48
(config—if-range)# switchport mode trunk
(config—if-range)# switchport trunk allowed vlan
10, 30, 100, 1000

ET* NOE'$ S
— F0/1~0/10%BEEHR— FZERELET .
MMWM$ MIERELET,
MACVLAN30, 100%%E L E T,
A T4 TVLANI0OZSRELFET,
WebPREE R AR— FDREZLET .
IR 77X YR b “WebAuth” #B/ELET,
SRELRTDIHRD 51XIE SN S MFETARP /X4 v k% EB5Ext
ZNDKR— bAHASEFT,

BERSMRERDHRE
-I-\_ "O/]( *ﬁrlﬁ-ﬂiﬁ"ﬁ*ﬁﬁ( MACan nQIEé Li?’

FvITY Y R—FDERE
Ty T) oy R— FDRE

— ~0/47~0/48% 5 7 R— FIZERTE L. VLANTO0, 30,
100, 1000Z=E2ELEY
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VLAN £ 8—J x4 ADHE

(config)# interface vlan 10
(config—if)# ip address 192.168.10. 11 255.255. 255. 0

(config)# interface vlan 30
(config-if)# ip address 192. 168.30. 11 255. 255. 255.0
(config=if)# ip access—group Students in

(config)# interface vlian 100
(config-if)# ip address 192. 168. 100. 11 255. 255.255.0

(config)# interface vlan 1000
(config-if)# ip address 172.16.0. 11 255. 255. 255.0

SREFRIVLANIOIZA 2 7z —XIP7 FLRZRELET,

SAEBRVLANOIZA 2 D —RIPP RLRZEHRELET .
7R Xk IStudents] Z&EELET,

EERAVLANIOOIZA 4 D —RIPP RLRAZHRELEY,

EIRAVLANIO00IZA 2 71 —RIP7 KFLREZBELE
j—o

T 24 IVEIL—hDRRE

(config)#t ip default-gateway 172.16.0.254

RADIUSH—/NEBIEZITS =, T4 FIL— FZERTE
L/ij—o

TR A DIER

(config)#t ip access—|ist extended “Auth”

(config-ext-nacl)# 10 permit udp any any eq bootps
(config-ext-nacl)# 20 permit udp any any eq domain
(config—ext-nacl)# 30 permit ip 192.168.10.0 0.0.0. 255 host
10.50. 0. 1

(config—ext-nacl)# 40 permit ip 192.168.10.0 0.0.0. 255 host
10.51.0.1

(config)# ip access—I|ist extended “Students”
(config-ext-nacl)# 10 deny ip 192.168.30.0 0.0.0. 255
10.52.0.0 0.0.0. 255

(config—ext-nacl)# 20 permit ip any any

?Eﬁﬁ?’]txux FELTESET S “Auth” £ERLE
DHCP/4y F DA ZRELET

DNS/R4w FDHFRIZRELET
BREY—N\BIPEELHFITLET
BES—N\EIPEIEEHFTLET

O ERAUN(3)

BRI 72 R U R FDOBE]

FHERVLANICEERAY—NICBIETEHWNKIIZTEHTY
X 1) R bk lStudents] #EMT 5,

Web SREEDERE

system—auth—control
ip address 10.10.10.10
redirect-mode http

(config)# web—authentication
(config)# web—authentication
(config)# web-authentication

(config)# web—authentication max—timer 1400

(config)1 aaa authentication web—authentication default group
radius

WebzBEEZAMIZLFT

WebFEIFAIP7 FLRAZRELET . AHA FTIE
r10.10.10.101 &ELTWEY ., @FFERAF)
MWebZBFEEAIP7 FLRAZERET S

WRLYFA LY FDYEALY FE—RFEHTTPICEREL &
T, OFERIUF(2)
TURLY 1 LY FEEEDUFA LY FE—FZEEET D)

@HER A (5)
MWebEESED R KEEFM ZHET D)

RADIUSH —NTaA—HREEZTOIEERELET,

MAC EREED R E

(config)# mac—authentication system-auth—control
(config)# mac—authentication password macpass

(config)1 aaa authentication web—authentication default group
radius

MACEREEZ AL ET,
MACEREE T, RADIUSH —/NICEREEERZFH T & TDIHEKRI—
HTHERATEHIRT—KZHBELET,

MACERET#EE TDRADIUSH —/\DEREEERELET,
OERA >+ (1)
MR PRI MmR DB RE |

RADIUS H—/ D& E

(config)# radius-server host 10.50.0.1 key “alaxala”

RADIUSH—/\DIP7 FLR, =9 Ly FF—%HRELE
9., @RERSUH(6)
TRADIUSH—/DEEEET B
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edge#2 (AX1240S)DERE

BEAIRE

(config)# system function filter extended-authentication

(config)# hostname “edge#t2”
(config)# clock timezone “JST” +9 0

T4V B R EHRRREIM AR E AT S =, YA TLT
7oAV V- ABRNEEELEY,
KEERE., FEOHEINLETY,

KA FEDREELFET,
BALT—VDREELEYS,

VLAN DB

(config)# vlan 1
(config-vlan)# state suspend

(config)# vlan 10, 1000
(config-vlan)# state active

(config)#t vlan 30, 100 mac-based
(config-vlan)# state active

VLANTIZER LG =86, BHIZLET,
FREEATVLANE L TVLAN10Z, EIEAVLANE L TVLAN1000Z
ERLET

FARAVLANE L TVLAN3OZ ., F&EMAVLANE L TVLANT00 % 1%
BLET,

ANRZTI) —DEHRE

%13

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# name NOSiDE

(config—mst)# revision 1

(config-mst)# instance 1 vlans 100, 1000
(config-mst)# instance 2 vlans 30
(config—-mst)# instance 3 vlans 10

(config)# interface range fastethernet 0/1-10
(config—if-range)# spanning-tree portfast

TIWFINRNRZDGY Y —FF/HL, V—=2av, A
VAR UREHRELET,

1)—< 3 24 : NOSiDE

JE aVvES 1

MST4 > X4 > &1 : VLAN100, 1000

MSTA > R4 > R2 : VLAN3O

MSTA >R %4 > X3 : VLANTO

OETERAIUN(8)
[RIN=VFY)—DE—FELEETS]

SREEAR— R0/1~0/10I2 LT, R/INZ2 TV —D
PortFastiége £ MAL. R/N=Z2F V) —xdg4 LT,

A B—DILADETE

MBAR—DEE

WebZ2EEA

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport mode mac-vlan
(config—if-range)# switchport mac vlan 30, 100
(config—if-range)# switchport mac native vlan 10
(config—if-range)# web—authentication port
(config-if-range)# authentication ip access—group “Auth”
(config—if-range)# authentication arp-relay

MACZRZEF
(config)# interface fastethernet 0/1
(config—if-range)# mac—authentication port

7yvFULOH

(config)# interface range gigabitethernet 0/25-26
(config—if-range)# switchport mode trunk
(config—if-range)# switchport trunk allowed vlan
10, 30, 100, 1000

BEER— FDERE

R— ~0/1~0/10&FBEER— FIZRELET

MACVLANAR— MIZERE L F T,

MACVLAN30, 100 8% E L ¥ 9,

A T4 IVLANIOZRELFE T,

WebFBEEXRZRAR— FDEREELFET

REEAT7 22X X~ “WebAuth” #FBRELFET,

SREERT DI R AN 53R 1E SN ST TARP /34 v b & FREER
ENDR—bAHASEET,

RERABEROBSE
R— R0/1IHRBEIRS ER I MACEREE e £ LE T,

7y I R— rORE )
R— 0/25~0/26% k5 >4 K— hIZ3E L. VLANIO, 30,
100, 1000%FE LT .
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VLAN £ 8—J x4 ADHE

(config)# interface vlan 10
(config—if)# ip address 192.168.10. 12 255. 255. 255. 0

(config)# interface vlan 30
(config-if)# ip address 192. 168. 30. 12 255. 255. 255.0
(config=if)# ip access—group Students in

(config)# interface vlian 100
(config-if)# ip address 192. 168. 100. 12 255. 255. 255.0

(config)# interface vlan 1000
(config-if)# ip address 172.16.0. 12 255. 255. 255.0
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(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 254
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(config)#t ip access—|ist extended “Auth”

(config-ext-nacl)# 10 permit udp any any eq bootps
(config-ext-nacl)# 20 permit udp any any eq domain
(config—ext-nacl)# 30 permit ip 192.168.10.0 0.0.0. 255 host
10.50. 0. 1

(config—ext-nacl)# 40 permit ip 192.168.10.0 0.0.0. 255 host
10.51.0.1

(config)# ip access—I|ist extended “Students”
(config-ext-nacl)# 10 deny ip 192.168.30.0 0.0.0. 255
10.52.0.0 0.0.0. 255

(config—ext-nacl)# 20 permit ip any any
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system—auth—control
ip address 10.10.10.10

(config)# web—authentication
(config)# web—authentication

(config)# web—authentication redirect-mode http

(config)# web—authentication max—timer 1400

(config)1 aaa authentication web—authentication default group
radius
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(config)# mac—authentication system-auth—control
(config)# mac-authentication id-format 1

(config)# mac—authentication password macpass

(config)1 aaa authentication web—authentication default group
radius
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(config)# radius-server host 10.50.0.1 key “alaxala”
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0. ZrmErs
6.1 AXI)—=XIZHITBHERH*

6.1.1 show web-authentication login

PEERA v FO Web BIEDRIPRERRaOTUR
BEISATU RN AXRIRA v FD Web FREFICEI L TLVAMFEREHEE T,

edge#t2#t show web—authentication login

Date 2009/04/24 16:08:56 UTC
Dynamic VLAN mode total login counts(Login/Max): 1 / 256
Port roaming : Disable
No F User Name Port VLAN Login time Limit
1 user100@7, kO, 1 0/3 30 2009/04/24 16:00:02 23:11:05

X EERIEL AX1240S DRRFIEGE>TUVET,
6.1.2 show web-authentication logging
FBEER A v F D Web BBIEDOEMEO T RRa< 2 K (EZE VLAN E—F)

@&7747/ l“b\ll\oﬁmunmé‘h'oT’h\%gﬁmuj—é tb\tﬂ*ij— if_ ulL\uE%E&ﬁwﬁ.
[CDOVWTHHERT D EMNHRFET,

edget2#f show web—authentication logging

Date 2009/04/24 16:09:06 UTC

AUT 04/24 16:00:02 WEB No=1:NORMAL:LOGIN: MAC=0019. b97d. 4bfa USER=user100@7, k0, 1 1P=192. 168. 10. 50 PORT=0/3
VLAN=30 Login succeeded

AUT 04/24 16:00:01 WEB No=264:NORMAL:SYSTEM: USER=user100@7, k0, 1 IP=192. 168. 10. 50 Received login request.

¥ EERIE AX1240S DRTHIEHE>TVET,
6.1.3 clear web-authentication auth-state

BEERS v F D Web B —F—ZBHMWICAST 7Y rEEHaT2 FTT,
BEISAT7 Y N EREMIZOST 7Y FESEI3BEICERALEY,

1—HIEE

clear web-authentication auth-state user <1 —#H %>

£a—+

clear web-authentication auth-state user -all

MAC 7 KL RIETE

clear web-authentication auth-state mac-address <mac 7 K L X>
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7.1 Web BILERROIEEIE

7.1.1 BEERAMYFHEHIZDNT

AX D) —ADEBEERA Vv F TlE Web BBEEICFERT BRIER—CDT7 FLANREFFKE—H

TUWLWET ., NOSIDE #EY—/\OFXRTE TITFZEEER 1 v FFEHIIZ TAlaxalA (AX2430S)] #ERALT
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7.1.2 Nas-Ip-Address DEFEIZEALT

A4+ YHOVLANE— FEFEAT 5154, NOSIDEREY —/NZTRIERM v FOERITNAS-IP
(BBEER A vy FDIPF7 KL R) %5& El,ia“o BREEIE4.3.5%y T — Y BREBARTEDVLAN
BEESHBELTTSL,
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	付録


sh ru

#configuration list for AX1240S-24T2C

!

hostname "edge#2" 

clock timezone "JST" +9 0 

system function filter extended-authentication 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 30 

  state active 

  name "Faculty1" 

!

vlan 100 

  state active 

  name "Faculty2" 

!

vlan 1000 

  state active 

!

spanning-tree mode mst 

spanning-tree mst configuration 

  instance 1 vlans 1000 

  instance 2 vlans 30,100 

  name "NOSiDE" 

  revision 1 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 30 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/21 

  switchport mode access 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 30,100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 30,100,1000 

!

interface vlan 1 

!

interface vlan 30 

  ip access-group "Faculty1" in 

  ip address 192.168.30.12 255.255.255.0 

!

interface vlan 100 

  ip access-group "Faculty2" in 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "Auth" 

  10 permit udp any any eq bootps 

  20 permit udp any any eq domain 

  30 permit ip 192.168.100.0 0.0.0.255 host 10.50.0.1 

  40 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1 

  50 permit ip 192.168.30.0 0.0.0.255 host 10.50.0.1 

  60 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1 

!

ip access-list extended "Faculty1" 

  10 deny ip 192.168.30.0 0.0.0.255 10.53.0.0 0.0.0.255 

  20 permit ip any any 

!

ip access-list extended "Faculty2" 

  10 deny ip 192.168.100.0 0.0.0.255 10.52.0.0 0.0.0.255 

  20 permit ip any any 

!

mac-authentication system-auth-control 

mac-authentication id-format 1 

mac-authentication password "macpass" 

!

web-authentication system-auth-control 

web-authentication max-timer 1400 

web-authentication ip address 10.10.10.10 

web-authentication redirect-mode http 

!

radius-server host 10.50.0.1 key "alaxala" 

!

aaa authentication mac-authentication default group radius 

aaa authentication web-authentication default group radius 

!

line vty 0 1 

!

edge#2# 


sh ru

#Last modified by operator at Tue Apr 28 01:49:33 2009 with version 11.0.A

!

hostname "core#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  state active

  name "OSPF"

!

vlan 15

  state active

  name "OSPF"

!

vlan 30

  state active

  name "StudentVlan"

!

vlan 100

  state active

  name "TeachersVlan"

!

vlan 1000

  state active

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NOSiDE"

  revision 1

  instance 1 vlans 1000

  instance 2 vlans 30,100

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.1 255.255.255.0

!

interface vlan 15

  ip address 10.15.0.1 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.1 255.255.255.0

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 200

  no vrrp 30 preempt

  vrrp 30 accept

  ip helper-address 10.50.0.1

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 200

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.50.0.1

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 200

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.1

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.15.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!

core#1# 


sh ru

#Last modified by operator at Fri Mar 31 06:41:42 2000 with version 11.0.A

!

hostname "core#2"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  state active

  name "OSPF"

!

vlan 25

  state active

  name "OSPF"

!

vlan 30

  state active

  name "StudentsVlan"

!

vlan 100

  state active

  name "TeachersVlan"

!

vlan 1000

  state active

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NOSiDE"

  revision 1

  instance 1 vlans 1000

  instance 2 vlans 30,100

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.2 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.2 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.2 255.255.255.0

  no vrrp 10 preempt

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 100

  vrrp 30 accept

  ip helper-address 10.50.0.1

!

interface vlan 100

  ip address 192.168.100.2 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 100

  no vrrp 100 preempt

  ip helper-address 10.50.0.1

!

interface vlan 1000

  ip address 172.16.0.2 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 100

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.2

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!

core#2# 


sh ur  ru

#Last modified by operator at Tue Apr 28 02:13:13 2009 with version 11.0.A

!

hostname "core#3"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 15

  state active

  name "OSPF"

!

vlan 25

  state active

  name "OSPF"

!

vlan 50

  state active

  name "NOSiDEServer"

!

vlan 51

  state active

  name "Repair"

!

vlan 52

  state active

  name "Faculty1Server"

!

vlan 53

  state active

  name "Faculty2Server"

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 51

  spanning-tree portfast

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 52

  spanning-tree portfast

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 53

  spanning-tree portfast

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface gigabitethernet 0/48

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/49

  switchport mode access

!

interface tengigabitethernet 0/50

  switchport mode access

!

interface vlan 1

!

interface vlan 15

  ip address 10.15.0.3 255.255.255.0

  ip ospf priority 3

!

interface vlan 25

  ip address 10.25.0.3 255.255.255.0

  ip ospf priority 3

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

interface vlan 53

  ip address 10.53.0.254 255.255.255.0

!

router ospf 1

  router-id 10.15.0.3

  redistribute connected

  network 10.15.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.1 version 3

!

core#3# 


#Last modified by operator at Sat Apr 26 17:27:42 2008 with version 11.1

!

hostname "edge#1"

clock timezone JST +9 0

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 30

  state active

  name "Faculty1"

!

vlan 100

  state active

  name "Faculty2"

!

vlan 1000

  state active

  name "ManagedVlan"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NOSiDE"

  revision 1

  instance 1 vlans 1000

  instance 2 vlans 30,100

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/13

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/14

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/15

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/16

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/17

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/18

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/19

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 30,100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 30,100,1000

!

interface vlan 1

!

interface vlan 30

  ip address 192.168.30.11 255.255.255.0

  ip access-group Faculty1 in

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

  ip access-group Faculty2 in

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended Auth

  10 permit udp any any eq bootps

  20 permit udp any any eq domain

  30 permit ip 192.168.100.0 0.0.0.255 host 10.50.0.1

  40 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1

  50 permit ip 192.168.30.0 0.0.0.255 host 10.50.0.1

  60 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1

!

ip access-list extended Faculty1

  10 deny ip 192.168.30.0 0.0.0.255 10.53.0.0 0.0.0.255

  20 permit ip any any

!

ip access-list extended Faculty2

  10 deny ip 192.168.100.0 0.0.0.255 10.52.0.0 0.0.0.255

  20 permit ip any any

!

web-authentication system-auth-control

web-authentication max-timer 1400

web-authentication ip address 10.10.10.10

web-authentication redirect-mode http

!

mac-authentication system-auth-control

mac-authentication password "macpass"

!

radius-server host 10.50.0.1 key "alaxala"

!

aaa authentication web-authentication default group radius

aaa authentication mac-authentication default group radius

!

line vty 0 1

!

ftp-server

!

edge#1# 


sh ru

#configuration list for AX1240S-24T2C

!

hostname "edge#2" 

system function filter extended-authentication 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 10 

  state active 

  name "BeforeAuth" 

!

vlan 30 mac-based 

  state active 

  name "StudentsVlan" 

!

vlan 100 mac-based 

  state active 

  name "TeachersVlan" 

!

vlan 1000 

  state active 

  name "ManagedVlan" 

!

spanning-tree mode mst 

spanning-tree mst configuration 

  instance 1 vlans 100,1000 

  instance 2 vlans 30 

  instance 3 vlans 10 

  name "NOSiDE" 

  revision 1 

!

interface fastethernet 0/1 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  web-authentication port 

  authentication ip access-group "Auth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode access 

!

interface fastethernet 0/12 

  switchport mode access 

!

interface fastethernet 0/13 

  switchport mode access 

!

interface fastethernet 0/14 

  switchport mode access 

!

interface fastethernet 0/15 

  switchport mode access 

!

interface fastethernet 0/16 

  switchport mode access 

!

interface fastethernet 0/17 

  switchport mode access 

!

interface fastethernet 0/18 

  switchport mode access 

!

interface fastethernet 0/19 

  switchport mode access 

!

interface fastethernet 0/20 

  switchport mode access 

!

interface fastethernet 0/21 

  switchport mode access 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 10,30,100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 10,30,100,1000 

!

interface vlan 1 

!

interface vlan 10 

  ip address 192.168.10.12 255.255.255.0 

!

interface vlan 30 

  ip access-group "Students" in 

  ip address 192.168.30.12 255.255.255.0 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "Auth" 

  10 permit udp any any eq bootps 

  20 permit udp any any eq domain 

  30 permit ip 192.168.10.0 0.0.0.255 host 10.50.0.1 

  40 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1 

!

ip access-list extended "Students" 

  10 deny ip 192.168.30.0 0.0.0.255 10.52.0.0 0.0.0.255 

  20 permit ip any any 

!

mac-authentication system-auth-control 

mac-authentication id-format 1 

mac-authentication password "macpass" 

!

web-authentication system-auth-control 

web-authentication max-timer 1400 

web-authentication ip address 10.10.10.10 

web-authentication redirect-mode http 

!

radius-server host 10.50.0.1 key "alaxala" 

!

aaa authentication mac-authentication default group radius 

aaa authentication web-authentication default group radius 

!

line vty 0 1 

!

edge#2# 


sh ru

#Last modified by operator at Fri Apr 24 22:56:13 2009 with version 11.0.A

!

hostname "core#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  state active

  name "OSPF"

!

vlan 10

  state active

  name "BrforeAuth"

!

vlan 15

  state active

  name "OSPF"

!

vlan 30

  state active

  name "StudentVlan"

!

vlan 100

  state active

  name "TeachersVlan"

!

vlan 1000

  state active

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NOSiDE"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.1 255.255.255.0

!

interface vlan 10

  ip address 192.168.10.1 255.255.255.0

  vrrp 10 ip 192.168.10.254

  vrrp 10 priority 200

  no vrrp 10 preempt

  vrrp 10 accept

  ip helper-address 10.50.0.1

!

interface vlan 15

  ip address 10.15.0.1 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.1 255.255.255.0

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 200

  no vrrp 30 preempt

  vrrp 30 accept

  ip helper-address 10.50.0.1

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 200

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.50.0.1

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 200

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.1

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.15.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254




sh ru

#Last modified by operator at Tue Mar 28 03:46:15 2000 with version 11.0.A

!

hostname "core#2"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  state active

  name "OSPF"

!

vlan 10

  state active

  name "BeforeAuth"

!

vlan 25

  state active

  name "OSPF"

!

vlan 30

  state active

  name "StudentsVlan"

!

vlan 100

  state active

  name "TeachersVlan"

!

vlan 1000

  state active

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NOSiDE"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.2 255.255.255.0

!

interface vlan 10

  ip address 192.168.10.2 255.255.255.0

  vrrp 10 ip 192.168.10.254

  vrrp 10 priority 100

  no vrrp 10 preempt

  vrrp 10 accept

  ip helper-address 10.50.0.1

!

interface vlan 25

  ip address 10.25.0.2 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.2 255.255.255.0

  no vrrp 10 preempt

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 100

  vrrp 30 accept

  ip helper-address 10.50.0.1

!

interface vlan 100

  ip address 192.168.100.2 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 100

  no vrrp 100 preempt

  ip helper-address 10.50.0.1

!

interface vlan 1000

  ip address 172.16.0.2 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 100

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.2

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!

core#2# 


sh ru

#Last modified by operator at Fri Apr 24 22:59:34 2009 with version 11.0.A

!

hostname "core#3"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 15

  state active

  name "OSPF"

!

vlan 25

  state active

  name "OSPF"

!

vlan 50

  state active

  name "NOSiDEServer"

!

vlan 51

  state active

  name "Repair"

!

vlan 52

  state active

  name "TeachersServer"

!

vlan 53

  state active

  name "StudentServer"

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 51

  spanning-tree portfast

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 52

  spanning-tree portfast

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 53

  spanning-tree portfast

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface gigabitethernet 0/48

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/49

  switchport mode access

!

interface tengigabitethernet 0/50

  switchport mode access

!

interface vlan 1

!

interface vlan 15

  ip address 10.15.0.3 255.255.255.0

  ip ospf priority 3

!

interface vlan 25

  ip address 10.25.0.3 255.255.255.0

  ip ospf priority 3

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

interface vlan 53

  ip address 10.53.0.254 255.255.255.0

!

router ospf 1

  router-id 10.15.0.3

  redistribute connected

  network 10.15.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.1 version 3

!

core#3# 


sh ru

#Last modified by operator at Wed Apr 23 13:51:29 2008 with version 11.1

!

hostname "edge#1"

clock timezone JST +9 0

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  state active

  name "BeforeAuth"

!

vlan 30 mac-based

  state active

  name "StudentVlan"

!

vlan 100 mac-based

  state active

  name "TeachersVlan"

!

vlan 1000

  state active

  name "Managedvlan"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NOSiDE"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  authentication ip access-group Auth

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 10

  ip address 192.168.10.11 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.11 255.255.255.0

  ip access-group Students in

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended Auth

  10 permit udp any any eq bootps

  20 permit udp any any eq domain

  30 permit ip 192.168.10.0 0.0.0.255 host 10.50.0.1

  40 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1

!

ip access-list extended Students

  10 deny ip 192.168.30.0 0.0.0.255 10.53.0.0 0.0.0.255

  20 permit ip any any

!

web-authentication system-auth-control

web-authentication max-timer 1400

web-authentication ip address 10.10.10.10

web-authentication redirect-mode http

!

mac-authentication system-auth-control

mac-authentication password "macpass"

!

radius-server host 10.50.0.1 key "alaxala"

!

aaa authentication web-authentication default group radius

aaa authentication mac-authentication default group radius

!

line vty 0 2

!

edge#1# 






自動的にジャンプしない場合はここをクリックしてください。

