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hostname "AX1240S" interface vlan 100

! ip address 192.168.100.12 255.255.255.0

vian 1 !
name "VLANOOO1" interface vlan 200

! ip address 192.168.200.12 255.255.255.0

vlan 30 !

! interface vlan 1000

vlan 100 mac-based ip address 172.16.0.12 255.255.255.0

! 1

vlan 200 mac-based ip route 0.0.0.0 0.0.0.0 172.16.0.254

! 1

vlan 1000 Mip access-list extended "auth”

! W10 permit udp any any eq bootps

spanning-tree disable W20 permit udp any any eq bootpc

spanning-tree mode pvst W30 permit udp any host 192.168.1.2 eq domain

| 1

interface fastethernet 0/1 @dotlx system-auth-control
switchport mode mac-vlan !
switchport mac vlan 100,200 A mac-authentication system-auth-control
switchport mac native vlan 30 A mac-authentication id-format 1
@dot1x port-control auto A mac-authentication password "alaxala"
@dotlx multiple-authentication !
@dotl1x supplicant-detection auto B web-authentication system-auth-control
B web-authentication port B web-authentication ip address 1.1.1.1
A mac-authentication port !

BMauthentication ip access-group "auth”
Mauthentication arp-relay
|

~KEAS I —T oA RTEE~
!
interface gigabitethernet 0/25
media-type auto
switchport mode trunk
switchport trunk allowed vlan 30,100,200,1000
I

interface vlan 1
!
interface vlan 30

ip address 192.168.30.12 255.255.255.0
!

M service dhcp vian 30
Mip dhcp pool "V30"
Enetwork 192.168.30.0/24
Mlease 000 10
B default-router 192.168.30.254
]
* radius-server host 192.168.1.2 key "alaxala"
* radius-server dead-interval O
]

@aaa authentication dotlx default group radius
1

A aaa authentication mac-authentication default group radius

M aaa authentication web-authentication default group radius
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reauth-period, dotlx vlan dynamic timeout reauth-period)Z®%EL-B&TH. BEL
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Oo7#yF3Rtfic. I0BER0EREEEERT3R
OETIATWVEWNRYRI-T FIEAIIA- 9T TR

EIOSED)...

Foll

[ Zmy /- ISE5EF 3 (Fl: srvl. sni2, “sr3¥.com)(0):

ERShi)- ISR
[ Microsaft Root Authel
[ Microseft Root Certifid
[ Microscft Root Certifid
[] Microsoft Root Certis

JL— NMIRBEBRRUEY

tarfield Services Root Certificate Authority
[[] Symantec Enterprise Mobile Roct for Microsoft
[ Testca v
< >
BREADEAT):
i) \-& SERI-HALH SHEESNGAEEESCI-Y-CRALET ~

EA A EEERTIS:

| EFaUFTHRESNR/IIAT-F (EAP-MSCHAP v2)
EEEEEEEACT AR

[ #-EEE S 2 ED TLV ARG ST 3(D)
Op F5Ata-e5 53 50)

OK

FIvOZIFTY

RLZERAIRLET .

L

EAP MSCHAPvZ D70/(F1 >

BROLOOZELTE

§\DWindows DOIAEEIAT-F (BEFRA H535E
ElFFAY) EEERIESA)

vl

RO SAT UM —TIIVEEG T HE AU AV IO ANBENRRESNDIDT, —HF—% &
NAT—RZE#ADLET,

Windows #2%2U7 |
d1—4Y—-2%=AH : () user01

U5 B )

luser01 7 SR~ REAS

2 =
|osceeee — |
A
*rel

Copyright © 2007,2017, ALAXALA Networks Corporation. All rights reserved

22



RADIUS H—/\—%FE 1 K NetAttest EPS #& (55 3 iiR)

@ BREEICRRITILI=CE%E. T DAHETHRELEY,
(1) NetAttest EPSOERFERNY THESR
NetAttest EPS Tl [RADIUSH—/3—] — [RADIUSH —/\—& ] — [REEAY] - [RR]|T
LUTD&SHEATHRRSNET,
<RADIUSEREERY D FRR>

BHEF g: 3l Priority b
Feb 27 11221224 radinsd[8550] notice 2 7 11:21224 Login OK: [user01] (from client AX12408 port 10 cli 00-01-8e-b7-88-11)

Feb 27 112124 radiusd[8550] aotice. | 2 121224 Login OK- [user01] (from client AX12408 port 10 cli 00-01-8e-b7-88-11 via proxy to virfual

2 IRV FDEHAITURTHESR
ALAXALADFREER AV F(AX1240S) Tl BRIV VR CRIRT—FREHRTEET,
munEZ’f“Ja:'ca)ﬁT>

AX1240S# show dotlx port 0/1 detail

Date 2017/02/27 11:21:32 JST
Port 0/1 (Dynamic)

AccessControl : Multiple-Auth PortControl  : Auto

Status 5 == Last EAPOL : 0001.8eb7.8811
Supplicants :1/3/64 ReAuthMode : Disable

TxTimer 130 ReAuthTimer  : 3600
ReAuthSuccess :8 ReAuthFail 16

SuppDetection : Auto
VLAN(s): 30,100,200

Supplicants MAC F Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time SubState

[VLAN 100] Port(Dynamic) Supplicants : 1

0001.8eb7.8811 Authorized Authenticated Idle 0
8 2017/02/27 11:21:24 Full
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3.2.3. TLS MRE & BAIFER

D YTV AVCTCHERATATLSORFEEHHVET,
[A—HRyrDTONTA|DERIE2T MO UTHREESCHELNET,

0 —#x9b2070/iF1 x AT+ A-FEiREOROFRS0 0/

BRI DR T EZRTE

sulg-y BE =z BMCITD BEDEDOBASE
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@ Z0IVE-5-0ERSEEI0
I04-Hxub FITI-[CEEFHDFYNT/ Lt AERET B BT ; 3 (i
i, ZOATIAVEERLTCE R, - R e
[RX—bhH—RERE
TDMDIEAE | =38R

| pasEs |

AEASERELTY /-0 ID BT 3V

[ EEE 62X BAEERCTAN) |

LDy =i (~(CEET 3 (Fl: sl sn2, ¥srv3.com)(0):

FYbI-IDZEFZDERM):

[Microsott: AV~ n-FaklizokodhAs v| | BEQ & - ~-|- - - -~ >

EReh - ARER):
[ Microsoft Root Aps A

[ MicrosoftRoet Y )L — NEBAZZBIRUET

[] Microsaft Reat C

[ Microsoft Ro: uthority 2011
OEEEh TRy FI-2 POEAIIA-LI( 73 3(F) [
Starfield Services Root Certificate Authority

[ Symantec Enterprise Mobile Root for Microsoft
[ EMOBREO). 0 Testca

L 1 SO SR S}

O o7AvEarvic. CoBEsR0EEEEEERT 3R

]
>

| @mzezsizn |
CI3LI IS E B PR BT 54515 R ALP)

Oz mEETRl01-F-2EE5(0)

ok || vt |

ok || swuen |

@ PRELERMIBLET .
REEVSAT UM —J IV EER T H&. BRI RIASNET

@ RELICARINLI=CEE LITOAZTHALET,
(1) NetAttest EPSDERFEOY THER
NetAttest EPSTIZ. [RADIUSH—/3—] — [RADIUSH—/\—&EH] - [BEEOJ] - [RR]T
LUTD&SHEATHRRSNET
<RADIUSERFERY DFR = >

E‘iﬂ RADIUSEERFO Y OFT

HEF i Priority =k

Feb 27 11:38:51 15 5 notice 2017 11:38:51 Login OK: [user(1] (from client AX1240S port 10 cli 00-01-8e-b7-88-11)
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(2) BEERAMYTFDERITRTHER

T2 SDEREERAYF(AX1240S)TlE, BHIAT VR CRIRT— 2 RAZHERTEET,

<FBERERAYFDRT>

AX1240S# show dotlx port 0/1 detail

Date 2017/02/27 11:41:00 JST
Port 0/1 (Dynamic)

SuppDetection : Auto
VLAN(s): 30,100,200

Supplicants MAC F Status AuthState BackEndState

SessionTime(s) Date/Time

[VLAN 100] Port(Dynamic) Supplicants : 1
0001.8eb7.8811 Authorized Authenticated Idle
273 2017/02/27 11:36:28

AccessControl : Multiple-Auth PortControl  : Auto

Status D Last EAPOL : 0001.8eb7.8811
Supplicants :1/1/64 ReAuthMode : Disable

TXTimer 130 ReAuthTimer  : 3600
ReAuthSuccess :9 ReAuthFail 07

ReAuthSuccess

SubState

Full
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4. Web ZBEF

4.1. NetAttest EPS DR5E

NetAttest EPS D#HARE Z ML TLVELMEE (X, 5LICT2E  NetAttest EPS O HIHAERE
ZEBELTHL, UTEEH-TLFEEL, 4 E NetAttest EPS D#EARE (L. RBIEARK
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411 A—Y—EFROEH
Web BBIEECTHEAT 52— —1FHRIEZ. UTDOHELFET, ZHIZHEL NetAttest EPS [ZZEkL
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TLEEELY,
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BEDERNEREHZELET, £z IS4 74T L] 2 TTIE. [VLAN ID|IZFREERICFIET

VLAN ID 2B F L T, <OK>FF=II<BAARL >4 1) v LET,

= alaxala_local
o 2T hEE
AT LEM
SEAAERRA
DHCPH —i—
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RADIUS J —1i—
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B ARk
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e

PIEEL ) B

= alaxala.local
VAT hERE
VRTLER
ﬁ;‘:g?f . 21— 1536 {54y | UTSAFAT L | SRELEICFIE 9 D VLAN
ey —
A EEQUISATAT L [VLAN ID] (#l1) 200
RADIUS Y —s8— SessionTimeout
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L i B e
m TR} Filter ID

= ik —F EGUIS —
B 2RI R — =i
FHIE 2t AL —B—
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STMATTRTOY T CN I o

VLANID

otz pii]
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RBLFET,
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FREEY AT FDERE

4.2.1. Web EBREDERE & FBRERER

@ BEDREEHBNES,

RADIUS H—/\—REH A K NetAttest EPS #F (% 3 hR)

[ —H Ry bDTANTADEREE ST MO UTEREEZS CHNET,

W 1-#xuh 207071

Foho-7 ZA  #£F
Z04-4Fot PITI- BB B OFNI-F PIEAERET B
. ZOATyaVEERLTCERL.
[]IEEE 802.1X A EEHITT 3(N)

s

rre

FITVINAD TLIIBE.
Fryvo%E(FTT

_

@ RELERIRLES

TS99 oWebREEAIPFRLRX(1.1.1.1)IZHTTP7Zt€RX%ZLT O /VEERARTENT =S,

A—H—IDE XY ISRAT—FEZAHLET,

@ & hip//111.0 L~-c|8

FPlease enter yvour ID and password.

- O x

d1—Y—-%%=AH : (Hl) user02

IKRD—RZEAS

user ID  |user02

|

passwortd |uuoo.|

LOGOUT

<Login>M&>&I v

Fleazse push the following button.
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@ REIMEIT BEMLogin success IBIEMNERRENET,

— O *
e 51| @ httpi/£1.1.1.1/cgi-bin/Legin.cgi P~ @ * . e & @
Login success

Login_Time -——2017/03/02 154552 JST
Logout_Time ——— 2017/03/02 164552 JST

chsze

LOGOUT

Please push the following button.

@ BELICARINLI=CEE LITOAETHALET,
(1) NetAttest EPSOEREEOY THEER
NetAttest EPSTIZL. [RADIUSH—/\—] — [RADIUSH—/\—E ] - [BFEQY] - [RR]|T
UTFOL3ATHNRRINET
<RADIUSEREERY D &R >
@R

. RADIUSEZREO 4 D Fo

HEF FERI Priority A~

Feb 27 152547 radiusd[8550] notice  2017/02/27 152547 Login OK: [user02] (from client AX 12408 port 10 cli 00-01-8e-b7-88-11)

(2) nnunIEZ’r“Ja:a)LFﬁ:|7/}‘—CEEmu
TSI SDERIERAYF(AX1240S)TlE, BRIV R TRIART—RREERTEET,
< nnunIEZ’r J?"G)ﬁT

AX1240S# show web-authentication login

Date 2017/02/27 15:27:01 JST
Dynamic VLAN mode total login counts(Login/Max): 1/ 256
Authenticating client counts : 0
Port roaming : Disable
No F User name Port VLAN Login time Limit
1 user02 0/1 200 2017/02/27 15:25:47 00:58:45
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5. MAC B8

5.1. NetAttest EPS MDE&5E

NetAttest EPS D#HARE Z ML TLVELMEE (X, 5LICT2E  NetAttest EPS O HIHAERE
FEBELTHL, UTEEH->TLFEEL, 4 E NetAttest EPS D#EARE (L. RBIEARK
THHEDHRENT=®. 1AREITNIIBERETILEEIHY FHEA,

51.1. aA—Y—IFHRDZ6H
MAC FREICHERAT 21— —IFMIX. UTOHE LFET ., ZHIZHLY NetAttest EPS [Z&ER L

TLEEEL,
% 51-1 MACRITHEAYT 1—Y¥ I8k
a1—4%—ID (MAC) | /SR —FK REEEICFTIE 9 % VLAN
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= FI4LF 1 —IO27 (I

@ Ta—4—it58) 2 I T, [2—HF—ID]. /SRT— KR EDREEER. LU [#]. [4&]. [E-Mail]
HEDEREFERERELET., £ Y TS5474TL) 2 TTIL, [VLAN ID|IZEREERICFAET %
VLAN ID #BTE L T, <OK>FE(F<@HARE > ) v o LET,

L v

BEHE: WM

-1l Fx

ERNEE

o

&

E-Mail
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<FEFEFHE>
A—H—IDE/XRT—RD A AFRIZDT
AX1200S, AX2200S, AX2500S>!)—XTClE, TI7AILEDMACTRL X 5% € 2 2. A300-11-22-33-44-55
ORXERYFT A, O3V T4F L — 3> <R (mac-authentication id-format) ©001122334455 4>
00:11:22:33:44:553 EDH AR UVEFORXF/NXFENEEAIRELE>TWVET, £/XXT—R(EFar 7
14 L—Y 3% R (mac-authentication password) CEBC&IZ#E— T 2EMNAIBETY,

= alaxala.local ; a3 -—5F
AT LERE -
AT LB et

o FEORRREA . e AR | =o=pse(c7
5 DHOPH 15— = = DT AT UFSITATL SRE#% (CPTE 9 2 VLAN

LDAPY — 53— BEQYIFH7AT L [VLAN ID] (#l1) 200

RADIUSH —1i— SessionTimeout
)RR R
. VLANTD 200] =5 R

T wEANRE
FRIE AL =

= T &
TR — O N o -

il

@ YATLEEBR—UT [2—¥—] - [2—F——ECEBMLIz2—F—HDERIhTNEILE
HERELET,

047421 admin

(hoy  CEERE | oA

= . -
naeps.local ; SR

[ EECTEOPA (N EREST

AT LEEE

S RT LER
GEEAGER
DHCPY —i—
LDAP Y )%
RADIUSH — 18—
|

Al
e T user01 ser0 [ "EE | mE
B THAR—} ser2 TEE | AR
B LAR—k
B 2 —RT—FiRy— 001865788 000 EE | MR
B 324 )b 20271
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5.2. MAC ZEID#ER

MACEREIE &R LIt RE 7 — D L CHERL T RELICRILI-CEE UTO AR THIELET,

(1) NetAttest EPSDEREERY THESR
NetAttest EPSTI&. [RADIUSH—/3—] — [RADIUSH—/\—& &) — [(REEQ4] - [RR]TUTF
DES3HEAT NRREINFET,

<RADIUSEESERY DR R>

Eﬁ RADIUSEZEE O 4 D Fem

(5]iz3 =5 Priority A Xk
Feb 27 17:25:50 radinsd[8550] notice  2017/02/27 17:25:50 Login OK: [00018eb78811] (from client AX12408S port 10 cli 00-01-8¢-b7-88-11)

2) IRy FDERIT N THERR
777"5‘70)nquEZ'f J?(AX].Z“-OS)TU: Fﬁ:l7/|~'Cn.unIEXT—91’éﬁEEE'C§$To
<FREERAYFDFRER>

AX1240S# show mac-authentication auth-state

Date 2017/02/27 17:26:13 JST
Dynamic VLAN mode total client counts(Login/Max): 1/ 256
Authenticating client counts : 0
Hold down client counts : 0
Port roaming : Disable
No F MAC address Port VLAN Login time Limit Reauth
1 0001.8eb7.8811 0/1 200 2017/02/27 17:25:49 infinity 3575
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1% 1. TIFRXTv TRELE

777#7@;:&=EZ’(‘/9:—C'3: TILFRTY jnlh‘ﬂIE%‘U-ﬂ_s_

FLTWEAEEAHYFET, YL

FRTy TREFIE., WBERDBAFE1—F B % 2 BETERT E-0. KYREHBIEIRATL
EHEEST L ENTEET,
CZTlE., —flELT @ imEKREE : MAC B5F = @ 1—H—E8EF - Web FRIEIOfAEDHE

DRILFRTY TRADZRES L VUFIBIZDOWVTHENLET,

(1) RLFRTY TRBIREEHRTE
;u:.\nIEX’r Y :)"U)nu.\n 7|_€
ATV 7n,unE€B CHEWEH A,

LUTOHREX, MN.21 FAKKF—ELAXaVI705L—

MZRILFRTY TRIADEZREFEMLET, TIAILRTIETILF

vav] ~OEMEREELEBTYET,

ZOMDEREE, I T1 T L—2a UBREFHESRIEESL,

(config)# interface fastethernet 0/1
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 100,200
(config-if)# switchport mac native vlan 30
(config-if)# dotlx port-control auto
(config-if)# dot1x multiple-authentication
(config-if)# dotlx supplicant-detection auto
(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication ip access-group "auth"
(config-if)# authentication arp-relay
(config-ify# % authentication multistep

NILFRT W TREEDRTE

(2) RADIUS H—/N\—DHRE
O YRTLEBA-—IT[A—¥—]-[1—HF——
AOa—5—hmi <EBE>RF2E9 ) v I LET,

== maeps.local
AT hTEE
LRTLEM
SEEAHER
DHCPH —/3—
LDAPH —)i—
RADIUS Y —1i—
|

O —3f @ =

£l

user01

s THR

[ e

B 1 —HF— 2R —

B 72 bk - —F0rr 1L

user(2

00018eb78811

BlZ8RLT. 12— ——§&

75\ b MAC I:HL.\I'-l

Theds—y | el | v 05AD

su— I -+

1 BB
SRS
=

I—~1D

user01 TxE | mE

"H@RE | ZE | mE

nser(2

00018¢b78811 Tma | xE | MR

MAC ZBEEAD1—H—ID

<EE>SRIZ=ZT I
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@ T)ITSAT7ATL] BTDMEED) TSAT7ATLWMET., 7~ E1— kI TFilter-1dJ

ZEIRL. {EIC T@@Web-Auth@@1] ZAA LT <OK>RA Y, EEIE<BA>REZVZE9 )
v LET,

} I8

RS 00018eb78811

by WISAFPAT I

BREQUISAFAT A

SessionTimeout 1800

VLANID 200 4245 [

HEOYISA7 AT A
PHJE 2 —F e T

) B oy

[Filter-1d | Z&3&4R [@@Web-Auth@@] A

YT

() RIFRT vy TRIDHER

@ MAC RREEZ &8 LIinKRICHr— T ILIERHT 5 &, InREBIL(MAC SREDA RS hET, 2
EEICRRMILI-C & EERaVY Y FTHALEY,

@ FS59HEY, Web BEIERIP 7 KLRIZHTTP 72X LT, 2—%—85F(Web 231
B LET, BROTUREY., RILFRTY TEIFICAHYLECEZREELET,

AX1240S# show authentication multi-step

Date 2017/03/02 15:56:20 JST
Port 0/1 : multi-step
< Supplicant information > <Authentic method>
No MAC address State VLAN F Type Last (first step)
10001.8eb7.8811 pass 200 multi web (mac)
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18 2. §47F+ 2w % ACL/QoS

TS99 SDEBIEERA v F AX2500S 1) —XTlE. #4732 v 9 ACL/QoS #aeFRE L TLY
T3, ¥14F 3y ACL/QoS #REIL., FREIFFIC RADIUS H—/N\—I2& 39 5 RIEHEMmE 5
SNV SRABREFEAL T, 7V ERHI{HZ ACL(T 1 JLAR)/QoS HEETEHRLFT,
CCTIE—HIELT, 4+ 399 ACLDORE. BLUFIEIZDLTHENMLET,

(1) ACL DYERE
TRIZET—HlE. VSREBIZRELIZVLWRY NT—V ZEET HHITY, 12— —5REE&IC
22DV FRIZHITTERENESTERY FT—VITIRY D ITET,

x %21 H¥4F Iy ACL THIEHT SRy FT—2

BELRY FT—2 vy kA v kB ZFDith
(192.168.5.0/24) | (192.168.6.0/24) | (ANY)
BIERIEEXL Y S R Class 1 Class 2 95 R

FA4 5299 ACLDEREFZUTIZRLET . UTODHREX, [1.2.1 FEHMBE—EL AXaY
T4 0Lb—23v] ~OENREELEHLRYET, TOMDHREF. avT0FL—a VEREH
ESBLESIWD, BH. ¥14F 3 v ACL/QoS #AREIL. AX2500S V) —XDHDHEEEE 1L L)
9,

(config)# ip access-list extended DynamicACL

(config-ext-nacl)# 10 permit ip any 192.168.5.0 0.0.0.255 class 1
(config-ext-nacl)# 20 deny ip any 192.168.5.0 0.0.0.255
(config-ext-nacl)# 30 permit ip any 192.168.6.0 0.0.0.255 class 2
(config-ext-nacl)# 40 deny ip any 192.168.6.0 0.0.0.255
(config-ext-nacl)# 50 permit ip any any

(config)# interface vlan 100
(config-if)# ip access-group DynamicACL in
(config)# interface vlan 200
(config-if)# ip access-group DynamicACL in
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(2) RADIUS H—/N\—DHRE
O YRATLEBEAR—UT[A—Y—] - [2—F——E|FZERLT. 2—F——EMLEKETD
A—H—ID<EFE>REIEV UV I LET,

= alaxala local
o AT LENE
AT LER
ERET LG
5 DHOPY —1i—
LDAPTF =18~
o RADIUS S — i —

xE Al B

TE | AR

@ TYTFSATATL] 3TDEED) T54 74 TLMET. 7 Y Ea— kI TFilter-1d]
#R#IR L. {EIC [/Class=F 5 (1-63)] ZAALT <OK>RE2 >, FE<BER>KEZEI Uy
2LFEY.

E%5E®I : Tuser0ll : Class 1, Tuser02]: Class 2 ZIBE

® [user01]

} i

iRt R userfl

 UISAPAT A

SessionTimeont
VLANID
Filter ID

EE@) A7 AT A
FHIE 2} AL —8—

Filter-ld =+ M /Class=1

[Filter-1d] #3&iR [/Class=1] &AA]

® [user02]

X v
WS userd2
L UDSAFAT L
BEQYISAFAT A
VLANID 200 245 [

EBEOY ISP AT h
FHIE 2 —F e, —da— i

Filter-Id , =+ W /Class=2

[Filter-1d] Z3&iR [/Class=2] &AA]
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Q) F4F v ACL DFERR
:L_-U: nn..\n].TZfJ\J'ET1£ 5@5‘[’.*‘/ kD — ol\ﬁﬁﬁﬁmuj&&) 70\ Class ﬂtL'Cﬂiﬁ’T%)ﬁn‘HJ
rjyg t@?fb‘é:tiﬁimbid—o

AX2530S# show access-filter

Date 2017/03/06 16:40:12 JST
Using Interface:vlan 100 in VLAN100 : luser01] |
Extended IP access-list:DynamicACL

10 permit ip any 192.168.5.0 0.0.0.255 class 1

| class 1 @i, class 2 FEE

————

Matched packets : 4

20 deny ip any 192.168.5.0 0. 0 0.255
Matched packets : 0

30 permit ip any 192.168.6.0 0 0.0.255 class 2
Matched packets : 0

40 deny ip any 192.168.6.0 0. 0 0.255
Matched packets : 4

50 permit ip any any
Matched packets : 153

Implicitly denied packets : 0

Using Interface:vlan 200in | VLAN200 : [user02 | |
Extended IP access-list:DynamicACL | Class 2 i@, class 1 e
10 permitip any 192.168.5.0 0.0.0.255class 1 __—

Matched packets : 0

20 deny ip any 192.168.5.0 0. 0 0.255
Matched packets : 4

30 permit ip any 192.168.6.0 0 0.0.255 class 2
Matched packets : 4

40 deny ip any 192.168.6.0 0. 0 0.255
Matched packets : 0

50 permit ip any any
Matched packets : 120

Implicitly denied packets : 0
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