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show white-list address
[ {port | channel-group-number} ]

TRURYAMESRERRLET, £LHEHERERRLET,
BEELIZ7RURYRNEFER T 2IRICERLE T,

oAWK show white-list packet

[ {port | channel-group-number} ]

TN AMERERTRLEY FMETERERTLET,
BRI/ TN AR T BB EALET,

show white-list miss-hit

ROANRDERRETRIELEREZ /T MERERTLET,

clear white-list statistics

show white-list address <K, show white-list packet aA<RT
FRRTBMEEHREVVTLES

)7 [8IRa< R clear white-list miss-hit

ROANRDERRETRIELEREZB T IMEREVITLET,

erase white-list [ {address|packet} ] {all |
port | channel-group-number}

IRDANIZANE LYRN R—NEAL/F v IV B TRIRLEIBRLES,
FFarc)AMEREDIEENTEET,

set white-list packet entry-timer
source <ip address> expire <seconds>
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show white-list packet entry-timer
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# show white-list address

Date 20XX/08/06 20:56:18 UTC
White-list status : Applying

Total learning count : 4
Port change count : O
Invalid mac address : 7536
Address list overflow - O

Total

Total entry / Max entry :| 9 / 2000

inspected packets : 217027

Port VLAN MAC address

0/1 4000 0012.e2aa.0000
0/3 4000 0012.e2cc.0000
0/5 4000 0012.e2dd.0000
0/7 2048 0012.e2aa.0001
0/7 2048 0012.e2aa.0002
ChGr:64 1 0012.e202.0251
ChGr:64 1 0012.e202.0252
ChGr:64 4000 0012.e211.0000
ChGr:64 4000 0012.e222.0000

Total miss-hit packets :| 304623
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# show white-list packet

Date 20XX/06/06 20:55:59 UTC

White-list status : Applying

Total learning count : 9

Port change count : O

Invalid mac address : 7536 PRy N ARORERHE R (2R—FEFH
Invalid ip packets : 5889

Invalid arp packets : 7810

Unsupported packets : 0

Packet list overflow : O

Total inspected packets : 205994

Total entry / Max entry :[ 19 / 32000 | #7037y N AME e Ko ML
Port VLAN Type

Matched packets |

0/3 4000 other smac=0012.e2bb.0000 dmac=0000.ffff.0000

0/5 4000 ipv4 sip=192.168.254.101 dip=192.168.254_.254 °
os7 2048 ipv4 sip=192.168.254.102 dip=192.168.254_.254 16
0/7 2048  ipv4 sip=192.168.254.103 dip=192.168.254_254 18
ChGr:64 1 other smac=0012.e202.0251 dmac=0180.c200.0002 10
ChGr:64 1 other smac=0012.e202.0251 dmac=0180.c200.000e °
ChGr:64 4000 other smac=0012.e202.0252 dmac=0180.c200.0002 °
ChGr:64 4000 other smac=0012.e202.0252 dmac=0180.c200.000e Z

Total miss-hit packets :| 281885 I R ARDARFEZ R N AZ 5K

0/1 4000 arp smac=0012.e2aa.0000 sip=192.168.100.100 S N AN — B LT )
0

& REH o ME#R ORRH

# show white-list miss-hit

Date 20XX/06/08 17:25:28 UTC
White-list status : Applying

Total entry / Max entry :|404 / 2000 RFEH TN RN
Port VLAN Last detection time iirst detection time Count

0/1 2000 20XX/06/08 17:25:28 20XX/06/08 16:57:00 8308
[a] mac=0012.e278.0007
0/1 1000 20XX/06/08 17:25:28 20XX/06/08 16:57:03 8274

[a] mac=0012.e234.0008

[p] type=arp smac=0012.e234.0008 sip=192.168.254.108

0/9 2000 20XX/06/08 17:25:28 20XX/06/08 16:57:01 8824

[a] mac=0012.e278.000a

[p]1 type=ipv4 sip=110.110.110.119 dip=120.120.120.129 proto=tcp sp=56806 dp
=61175

0/10 400 20XX/06/08 17:25:28 20XX/06/08 16:57:00 9679

[p] type=ipv4 sip=110.110.110.112 dip=120.120.120.122 proto=51 Unsupported
0/3 1 20XX/06/08 16:15:20 20XX/06/08 16:15:18 3

[a] mac=00eb.f009.0001
o/5 1 20XX/06/08 16:15:19 20XX/06/08 16:15:19 1

[a] mac=0012.e272.12ac
[p] type=other smac=0012.e272.12ac dmac=0180.c200.0000

[l 72T FRR: TRLRYRNRZEE /4 yMESR
[Pl TR /N RNRZER /4y MERR
[a]l [P1@AA RN TRLURYRR - /X yN) ANE 5 TORFEE /7 yNER
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white-list data "a <mac> v <vlan id> p <IF#=>"

TR R AR ) ) )
white-list data "a <mac> v <vlan id> ¢ <channel group=>"

white-list data "p <IF#> v <vlan id> ip <src ip><dest ip> [<protocol> [s <src port>]
2y R AR [d <dst port=]]"

(1Pv4) white-list data "c <channel group> v <vlan id> ip <src ip><dest ip>
[<protocol>[s <src port>] [d <dst port>]]"

2y R AR white-list data "p <IF#> v <vlan id> arp <src mac> <src ip>"
(ARP) white-list data "¢ <channel group> v <vlan id> arp <src mac> <src ip=>"
INTYN) R white-list data "p <IF#> v <vlan id> <src mac> <dst mac>"
(IPV4/ARP LI4Y}) white-list data "c <channel group> v <vlan id> <src mac> <dst mac>"

F—7—R: a,p,c Vv, ip, s, d, arp
HREE  <>THRRLTWNDB/ISTA—EE

[FEE=EHE]

R—IEFENIT Y RNV N —TFGNERDGET, Yo NN EEEXSNET,
THRERDL By I AT =7 AHGEHERE, ~L TR BRIEE S EE A,

AT NI 3= NOERIL, FRROWTNLDERTANENLZEZRHRELET,
F—U—RRPLREMDANNERAERIG AT, FEEICEL SN2 WGARHYET,
F =T —REGTHEMITT I TUNCFTTANLTLIEEN,

F =T —REFREMDOBNIAR =R L T2 AL TLTEEN,

ok wbhE
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