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hostname "AX1240S"

!

vian 1
name "VLANOOO1"

!

vlan 30

!

vlan 100 mac-based

!

vlan 200 mac-based

!

vlan 1000

!

spanning-tree disable

spanning-tree mode pvst

!

interface fastethernet 0/1
switchport mode mac-vlan
switchport mac vlan 100,200
switchport mac native vlan 30
@dotlx port-control auto
@dotlx multiple-authentication
@dotlx supplicant-detection auto
B web-authentication port
A mac-authentication port
M authentication ip access-group "auth”
Mauthentication arp-relay

|

~REAAMVE—T A REEE~
!
interface gigabitethernet 0/25
media-type auto
switchport mode trunk
switchport trunk allowed vlan 30,100,200,1000
!
interface vlan 1
!
interface vlan 30

ip address 192.168.30.12 255.255.255.0
!

interface vlan 100

ip address 192.168.100.12 255.255.255.0
!
interface vlan 200

ip address 192.168.200.12 255.255.255.0
!
interface vlan 1000

ip address 172.16.0.12 255.255.255.0
|

ip route 0.0.0.0 0.0.0.0 172.16.0.254
!

Mip access-list extended "auth"

W10 permit udp any any eq bootps

W20 permit udp any any eq bootpc

W30 permit udp any host 10.51.0.1 eq domain
1

@dotlx system-auth-control
!
A mac-authentication system-auth-control
A mac-authentication id-format 1
A mac-authentication password "alaxala"
!
Eweb-authentication system-auth-control
B web-authentication ip address 1.1.1.1
!
W service dhcp vian 30
Mip dhcp pool "V30"
Enetwork 192.168.30.0/24
Hlease 000 10
B default-router 192.168.30.254
Bdns-server 10.51.0.1
!
* radius-server host 10.51.0.1 key "alaxala"
* radius-server dead-interval O
|

@aaa authentication dot1x default group radius
|

A aaa authentication mac-authentication default group radius
I

W aaa authentication web-authentication default group radius

OI|EEES02.1X FRRIEa >V 74 L—> a3y
AMAC BEIEa Y7145 L—2 3
BWeb ZFIEEa Y7145 L—2 3
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