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HICREBEINDEEHE., & A2 EB T 2EDOM, STPIVRRP 2 DIEHE(L X 7= 35 E TR 7 =L fl
HARE T, ZNOEEREDFEMICT AT MMEZE O FIEFITOW T, FBUTIS U TH A Web ~—I % (T
THFEREETARERIZ COETOTIIEALIZE N,

—J7 . a7 LRy RT =7 A PA 2 —RIZE VT, HA (High Availability : TR AR BEREIC XD, 7T
FEHER DV AT DR DN TEET, TITAT I T EINIT 2T 4717 77 47 8 al koW
NP AR—REN, By ar BROREDRMLEREDL SEIHIN TOET, HA BERETIL, £o7<FItIZ
RESNT 2 BOEBEM T/ N—I"—h ax7iarNELILTWATZD, EEICEERRA LGS THY
— DL RIRT 2 A NVA— =PRI TEINET,

() TITA7 187 E— R B 5

> TITA47HEEIL HA A2 —T oA AN LR EERE v a G E v 7 E ik I R E
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> TUTATHEETREENBETLE, Ny v T HENN—E— OB R AR H LU CTHBMICT 7T 44—
TaranEd,

> 1 OO HA A F—T o ARIEERHELTH, FBVDOA L H—T AR TRIAZFAT T ALK ED /IHE
T, ZRBIRBEEFEE Ao (HA2 Vo) kbbbl IRENFEHISH ARV ET, & E R H O
e (HALV> )R kbinbdl, BRENRIMENLR0, EHICHA EEM O NN— e — R LET, 20
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(i) 72T 4717 7T 47— N ERE
TITATIT 7747 F—RTIELL T D 3 DOBEZ BRI TEET,

> Static interface IP
HA ZA D AW OIEE T RARLFHFHIIP TRV AE R D | IR —T (27 DAa— L AAh= /L F /325
ZHWTLAY 3NN T T4 7% L TR 5012 5 F—R T,

> Floating IP
ZOE—RIE, HA ZHEa 3225 E O EIZEIfR/2< Ll D IP 7RV AEME A FTREIC T2 ENH L&
72& . VRRP (Virtual Router Redundancy Protocol) D SO 7e S EEN LB/ Al L 97, £ 3@ CTrddt
W22 P TRLV AR TEAINC, BEDA L H—T AR 2 DO7a—T 47 IP TRLAZHRELE
T

> ARP load sharing
ZDOFE—NRIL, ARP (Address Resolution Protocol) Z LT 2 SOEEM THRANT 7 47 DATE
DT HEXTHEHLET

LUF ., 248 CHAST LT X 2 7 RAR R N — 2 O B A TURAERLE LT B2 LA T ISR U E T, Fm PRy
IRARERRIET Y 2.4-2 X TRV MY — 2 OamPAERL | LD EE A,

(1) FTRAYF+/887 L RYRT—HRAPALY) —XHAE R

FEBH RIS 2T T, L3 27 DAAYTF A AX6000S 7 7IVEED S v — HIL 72 B85 FT Rkl L
TV PIVICE RS AT LR TAZ LN TEF T,

TFOERARALYF
(448 FA)

--------------------------------------

DMZ/ ;
%ﬂﬁﬁﬁ—ﬁ;

---------------------------------------

TFOERARAYF
(RERY—/\F)

—HA1/HA2
AR TT—R
— U VHEZR) Y

s ER

------------------

---------------------------------------------

......................

A5 (RE) B —N

P A A | e P
#379 B e e

--------------------------

L (oK AR)

. o
-------------------------

25-1 FT R4 v F+PA L 1)—X HA K

FT AAYFLESDAAF OEHeI T 7T VA — 2 a TOHRENEARA TN, 2Sa 7 /LRy NI —7 &
PA S — XL DEEGICBWTCE AR T AT E—RDY 7T IV — a Al AR L7 T,
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(2) REYHER +/3OF7 LRy —HRAPAL)—XHAKERR

HF/NFAED Y AT LT, L3 a7 Ay F & AX3650S ZED Ry AR CHERL T D W75 1F . AX v 7k

BEIC & DAL IR A B LUF DI E T DT LN TEET,

-----------------------------

TOECRRAYF
(5158 ) 2

-----------------------------

TFORRRAYF
(REH—/3A) —HA1/HA2

AR Tx—R
— O HOEZR)Y

ﬁ ﬁ — . R EH

A4S (RER) gomm— < SR .
H—/\ : — : Y . TOERR(YF
P (EmERA)

------------------------------------

25-2 RA YV +PA LY —X HA R

ZORERRIZBWTH, 2Sa 7 LRy T —7 A PA SV —REDBEGIIAZ T A0 IV T TV —as &k

AREL TR T DL HEREL £,
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3. S RFNIEEL)

INETOMROMEY , TTIFTDOFY T —2 =T 422 LA RAR TRy M — 2 LoSa 7 Lk Sy kY
—IAPAVY—A(LL T PATY—R)DIIEL AT L(EL T VSYSNEEDART 7 AT 74—V &AL /MR
DA B DT TR For N — 7 LT 7L AR S BT C% ) 74 FFE > b — 2B G
i‘a_o

AFTHL, 24 BT LIzfZ b eic

o FT 21T & PA U —X HA HERL CTORE R
o AXIRERELTZAR Y7 A AL T L PA L U—X HA % TORE R

ENENEEFES DE B OV TIRGRLET,

31 SE2VATLADEEROBERA FTRAYF+PAL)—XHAERK)

ARy hY =21 ZESHMSE LT DY AT LU TEE T, LTI, BECBEE T o8icry N — 2%
RABF Y b =27 ELTNA T 2856 DEESN SOV TRLET . MERIC :i DDYVAT L TH-Th, AR
AR =N TCESTKMSL A BEL T2 R FT — 7 LT T2 | B RS0 — S ORREI LN E TORY R —
LR ERE S DL T HIENATRET T,

A& VLAN ID IP 7RLR

St A SMERIEREA [ 1000 [ 10.10.1.0/24 (5}8R)
it A H—/3A 1o [io000/16
£4t A PC

=%t B 4\ & &R 1000 10.20.2.0/24 (4+&R)
=t B —/\HA 20 20.0.0.0/16
=%t B #m*K PC B 100-101 192.168.0-1.0/24

B1-12DDMII LRy FT—9

TR UL ED IS 2 oD EHD ARSI Fy N — 7%%1% IEZFT, OB A LS B DO xR
T —D%—DDFy NI —F VAT MR T HI 2B 256 FHAEO SRy T — 7 R & e F212 5 B
TDTANADEREDVIAETHSTZ0, 41 _ﬁiﬁétﬂ’rzjfm“) B DWW EN T AT AL
IZENTNMLETH ST, FobELEN AT L2 Ry NI — 2 THH=OM LTS IP TR RN E
BT HZENHDHRE  FOFE—DDI AT NIFEETHOIIREEEE b ET,

ZDIHIRr—RATBWC, X a T IR R N — ) 2 — a3 i T,
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QT
e, ; A7 RAYF IPLT 94—l
: : AX6600S PA-5060

B 31-2 By FI7—IC& 2Lt ABFEE VAT LD

X T AR T — I a—a Tl MBI EDOIHITH—D Ry NI —T LI EAEE DB
VR EZR0E T, Ry " — V1 FT AT LD TR W AT M Z LR L, 7 7 AT 74— /U DWW T,
PASNN—XET 074717307 O HA R THEAL TRy NI —2Oa 7 5 A B F T,

ZL T, AV T =R =T 42 a AL DRy NI — 2 & VSYS GZJ:?Z){EL BT 7 AT 04— /LTRSS
AP AT LL T 0@ Ly 24t AL 2L B TNEND Ry M — 7 &5 BTN B L TIA 5B L720
\i—g—o

......................................................

4'8—/3)L P & NAT

A5/ AR —1 (7 ﬁ(A** G \ / ﬁ(A*i B
o LB
] VRF10 VRF20
: e :
wire || omm  wmm
o viaviooo L VLANZO0201,
\ 2 AB*IbI— ) \ 21t BAxvbI—2 )

31-3 £ttt AB VR TLDRMEBER

HARBIZIE, Ry NI —7 <R3 —F 4 a (VR E DR R N — 22Ttk A, 248 B OWNER Y vy —
TENENEWE L, TN R NI — DT 7 AT T4 — WD ThH, VSYS ICEDRAE T 7 AT 74— /b
WZCENEND RN —7 DI R 7 7 AT 74—V LU THERET DI IRk L £,

ZHUZED, &t ASEE B D RADEA E TR Ry b — BB WEL) /2 — DD Ry NI — 7| I
THIENTEET,
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ESANE /4t

=t A &% B
H—/ =N

BIFD, A

=%t A

\

J 7/

2% B
shEREEeE  SHERERE

JE—NEEH 172.255.010 (F T THIEE

T TORMBAERRIILL T O IR0 ET,

I

D A

DFH)

FW1: PA-5060

N

HA
(Active/
Passive)

AT LEBIRER

172.255.0.200

0/1-4 | 0o/5-8 | 0/20 | 0/22 VSYS: VSYS2:
VLANTOIVLANZO 7 VLAN1031  VLAN2032 0 AN20
= 5 | vsyso:vLAN? [l Ay HA2 VSYS9:VLAN2
VLAN2,10,20,31-32 VLAN2,10,20,31-32 HA1 HA1 VLAN2,10,20,31-32
0/25-26 \ 1/23-24 1/12 1/12 1/23-24
LAG1 ael ael
<
LAG10
| LAG1 LAG2

1/1,2/1

1/3,2/3

1/4,2/4

VLAN2,10,20,31-32

C1: AX6604S
HIHA 172.255.0.1

VRF31:VLAN31

VLAN2,10,20,31-32

VRF32:VLAN32

CSu1,2: CSU-1B
NIF1,2: 10G-4RX

|

VLAN10,100-101 | VLLAN20,200-201
VLAN2,100-101 VLAN2,200-201
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LAG11 LAG12
-l | (|
LAG1 LAG1
0/25-26 0/25-26
VLAN2,100-101 smm VLAN2,200-201| e 3mpm
Al: AX1240S 172.255.1.1 B1: AX1240S 172.2552.1
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0/1-12 | 0/13-24 0/1-12 | 0/13-24
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Y |% G T
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31.0.0.0/24 (54 &RV —4: .254)

| &
=41 A S ER RS

%2t A H—/\/Uplink FH
£t AR PC
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%%t B H—/\/Uplink F 20.0.0.0/24
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DRATLREERR VSYS9 global 2 172.255.0.0/16

(*1) IRARFZRLR xxx.1 [ZZEE C1 T xxx.10 [LEE FW1/FW2 TESED ET 5,
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R ABHE AT L WMEREFH
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311 VATLEBEREORSAUM
A ORER AR EH T BRI HRAL M L FIRLUE T,

D) a7z49F . I747 91— L OBRIEBECINEER I TR T LAEERLESHBE,

BEDORY NI — 7% Z 1V E TRAER Y N — 7 LU TRV BRI T O L D ORI T 086 . DRV R
U — 7 TR BIMERECINAE A DTN A R D IERECUIN A RE DS E L2V E T,

Mo TR T 22 EOREICHAL TE, bEDORY R —ZZ LT L T AEE O B RELIUA 51
DipfnE B ZETITRVWTLLY,

Jo TmttoRREIr—ILI FLSUMFDBRT, I747 94— LIEHABR T,

AEIDIHIT2TIT AX6700S/AX6600S/AX6300S LU oTrS v —I FID AL T Z FIWAEE TIiE, EEO A
PEREIRIZIZ 7 A — Ve LT MBRLCEB N E Y 2 — LA TR E LI ZHEE L 3, £-7 747 U4+ —LTh
BT VR RNT —7 Z PA L —RZHOWTCIE 2 BB T HA MRELET,

B3 a7249FET7 479UV S7 TS —2 a0 THET B.

AT AAyF LT AT I — VEE M OB OV X, V7T 7V =g (PA VY —X Tl Aggregate
Ethernet > &7 = —ALFEONET) & H O TEIFRO 7 HIEZ R L ET,

b0 #EBr9rI—5EA BRI~ IO TFAT 9+ —LIZRETZAT 94— VISTERENERT 5.

BEAFED R NI =0 HINET D56 bEDFR YNNI — I TRi> Qe a— L IP TRLAZZDFEF| &S
— AN NE R b ET,

W TENEND R NI —7 TONEA~DEERFNIENE DR NT—7IZEIN Y TH VSYS ZHWTE
AT HINCRELE T, VSYS TIERY NI — 7 7 RLAEBEOHFRITLHAA . NAT & VSYS Z L2zl
THEREL £,

B PALU—RIBAU 58— or EBHTEDARERIT S,

PAL U —ADTA L AEFLCK T T A )VARERE TSN F =0 T 7 AV T R TF YD BB 81358
WZHAHEP—R_ElmL TBIARNWET, (5T PA SV —XF A F — Ry M CEAEE FTICESMLERHY E
KR
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312 RAYFAXI)—=X)ERERDORSLUM
aL T4 Tl BER DR EDBEDORA L M LU FIRLET,

) ov—o B2 49T (AX6700S/AX6600S/AX6300S) CVRFE ST S8 A . E—FEBET 5.

T —BIDE T L (AX6700S/AX6600S/AX6300S) TRy kT —7 « X—F 42 (VRF) &1 35354 . VRF
DOEEE—REZRETHOLENDHNET, AR EDBRZIIAA YT 7 HRE(BSU, CSU, MSU) S FRiL B S iU E
7T

B2 viAN( 8712 TOREIBAICHBVRFOBESNSHEILES.

VLAN A2 27 = — AT, TR VRF DR EL IP TR AOZR ENRLETT A, 7B VRF O EILIP TRL A
DR ERNCBIRIMLERHVET, (IP TRUADREESILTWDIREE TITFTE VRF O EITTEEEA, )
TT DT, VLAN A2 X7 = —AD%E TIETE VRF O EZ NI 0> TITEENY,

B PALU—RLESBTBR—MDVWTERETAVIDYLHT TS —VavtT B,

PA 2V —RX LD Aggregate Ethernet (2% 7 = —2Z U TBIRWET, ZHUTWDWHAZT 4w 7 DY
L OT IV = ar EREORSRED T . AX AL T RITIEAZ T 40 7 DV 0T 7V = Rk LT
ij—o
313  IFPATIA—NUIATILERYET—ORPAU) =) EBEDRI+
[FARIZ, PA SV — XD EICBITHRAL M LU FITRLET,
B 2ot £ BRESOBREERETIT(IEBOHHLTHEIHZIER.

LT @) THI_ET A, HA 2T B E R O EN BRI ELZ LN/ FETY, /> T HA 275
VAT AT TR EDEFFEL IO commit 137 7T 47 HIOEEITSHL CORRBIRZIZRWTT,

@ vammey 282, RERHAI RTEREGERE,

PA U —X|ZT HA R Z T4 2 B O3EE I T Control-Link(HA1) 3 X O Data-Link(HA2)(7 27747 -
TITATRERLDG G HA3 b))V DA 2T = — ADHHGE DI T T, AIREThiLiL HALHA2,HA3 &V 7 &80
BHHETOIENRBLEELNTT N, ZER—NIRENENGE72E | HA AR =M+ ICHE TER W
AIFAARIR HAL 721 TH LR A B T 02 &2 HEREL £,

Contorl-Link T®H2 HAL 1 ZEEE B CELEEZRDD(T 7T 47 -3 TRERRDYGGET 77 4 7 a6 D) 15 H
ERVEVLTEY, HAL B I Z 75800055 7 VT 7 MREEICHEY £9,

7235 HAL, HA2 (25Tl EATEERE(PA-4000 U — 2 PA-5000 2 U —R) D4, B DHE— b0 £,

—f% D Ethernet N — kb HA A2 #7 = — 2L T HAL~HA3 JIZEIN Y TAHZENTE D20 HA A E 5%
BIROGEIT %D Ethernet A2 ¥ 7 =— A% HA AL X7 =— A ZHEHIV Y CCUERKEZEBMUET,

B3 HATTOT1TET 2T RDEBE. TSI TAREMEET I+ EYIENMEET B,

2 AU EDEETT 7747 Iy 7 @A HE(HAWE R E T 256 77T 47 13y 7 LI b3 E OB e
ELTTIAF VT 4R ELET, T IV T IR EMEO/ NSRRI ET,

TITAT IS0y T TO HA WA A —7 L ELTZAEE R T Control-Link(HAL) 2SHESL D&, 7 IAA VT 1%

FEEO/NSUWMAIDIEE N T 7T 47 LI0FET, 2O TITA4T ELTWEBE O T TAF VT 13T 7 4V IOME
(F100) L0/ NESSERTET DI EEHELE L F7,
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0 vammeEmBLESI (S ERBEESIL.

HA 23255 . Ry b =2 OB F G D72 N X5 74 7 FE O ED HA #EROEE M T8¢
TEIMLENHYET M, PA ) —XTlE HA #Epk O EE I Tar 742 %Hﬂ;ﬁéﬁé% ENRHVET,

TP LEDOar 747 RN B EBIIIEB b ERAD T, ar 747 2 RIS LI T 774 7 A E (=
Y747 REEEE) O GUI ka7 1/ RIFFE R (Dashboard %~ -High-Aveilability 71— kF1 D sync to

PEEr) surctopeer bt 27YUY2)BLLIE CLITORMIZ~ I RELT, HHVME commit B TE2I8T73o TS,

I (5) AX&EHEfFET DR—MIRAL ATz —R)ILAggregate Ethernetf 271 —ARET 5,

PAT Y —XD EATHEFECIE, [BIFRA L # 7 =—A|Z Aggregate Ethernet (> % 7 = —ALMESAK T 4 IV I T T
U7 —Ta FG OBSREN BV ET, AX VU —XAA T ~DOEgE L, 20 Aggregate Ethernet A2 %7 =—A|ZLY)
BIRORELLET,

B #vro—smETEI—PHmBYSYS. FEIL—SSEORELENTIC,

PA U —ZXTOFy T —27 2T 5% E T, Ethernet /247 =— 22, VLAN % 95840 VLAN &
BREREDMIZ, 77 AT 74— N ORI —RELETHHTH) — OFENMETT, IHIZ VSYS 295 HA
IZPTIE 3% VSYS, F7- Layerd DAL 7 = — A TIIXfIGSE DAL —F DR EREDULEELRDET, 2D A
RESNTORWGS, ELGBEZBIZRIZENTEEEA,

728, GUILIZEITDY — R VSYS, AL — XD TE 1L Ethernet 1247 = — A VLAN OF% EHH D
a)’z“ﬁzW)r?%/N?%UHjﬁéio T TWVET,

B PALY—RIZTI4 LM Cldpingl B LA EHEE.

VAT IERORR, Ry N — I OEEMEMER O T2 ping Al > TEBfEEZ B 272\ ol V7~7\%%575)& EE'b\
FI 0, PATY—XD Layer3 {7 =—A(IP 7 R A% > Ethernet -8 — <2 VLAN)% ping D%6 /e L7z
Ky N = ZEEMD B> ThEDEE T ping ITIEE L EE A,

PATY—ADALHT7 2—AZT ping JeE % SHTZWGA L, ping INEZFFAI 95 Layer3 A2 47 = —AIZXKL
&L Management Profile (2T ping Z7F 7] ok E & L7 7 07 7 ANV AT 2 LERHD ET,

[FERIZ, & LR — R LIS C telnet ° Web-GUI (http/https) 12 L5 %E & O F Bl A B 27258 6% . [AIEKIZ Management
Profile (IZTEH DT m77AVERMEL, A 47 2 —AZHEHT2LERHVET,

lo® sBmlcsrvrI—BOERI—YERETS.

F 73N CTHESH TWDE L2 — (admin) Tl, & VSYS OREITLEH A, T4 B AE R0 7 RF v D
T T —NpE PA V) —REESROEE BT/ LN TEETN, HilllcE e — 2 ET BRI
H—F- 13 E D VSYS ol BT AHIPHARETHIENTEET,

TITOT, FHEN O LA R Y NI — 22T VSYS 24 T 2B121E, Ry N —27 TN U= E FE
ZENETHNDED, HERVNT—2(K VSYS) AT OE B —F AR ETHILEHRLET,

o BEOBBICIIBTTCommitizHIHIL,

PA VU — XD ETIE, FRECTOKIZERL THRELK TLTH, EITH D27 17 (Running
Configuration) ~IFV 7 /L Z A LIRSV ER A, GUNZEDRRE TH CLIC KSR ﬁzf%ﬂf%éﬁ AU E
ZIEE I X5 (Candidate Configuration % Running Configuration ~BEEH5))729 (213 Commit =<2 KD
FATIMMETT,

F7- HA ZHERL CWAIBE . 77747 3EE TD Commit FATNELLBIbNbsE, ZDEE Sy 735 HE
~Dar 77 AL B I bivET,
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314 22«45 L—L3

KKERR DL 747 —a Ol TR LET,
(1) A7RAYF (AX6600S)DERTE

C1 (AX6604S) DE%E
A=V T Y)—0HIE

(config)# spanning-tree disable

AX D)—XTIEXTIAHILET PVST+HINEMIZHES>TEY . FT
BRETDEEICIETNEINLELET,

VRF OF%E

(config)# vrf mode 12protocol-disable

All CSU will be restarted automatically when the
selected mode differs from current mode.

Do you wish to change mode (y/n): y

(config)# vrf definition 10

(config)# vrf definition 20

(config)# vrf definition 30

VRF % L2 7AFaLHRELTHRELET,
FBERAR31.2-(1)>
(CSU BB FRERINET DT, OKEDYEAN)

VRF10 Z{E 352 EERELET .
VRF20 Z#{E 352 ¢ERELET .
VRF30 ZE AT B EEHRTELET,

VLAN D&

(config)# vlan 2,10,20,31-32,100-101,200-201

ERT 5 VLAN DEREEHHLET,

VLAN /2371 —ADERTE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.1 255.255.0.0

(config)# interface vlan 10
(config-if)# vrf forwarding 10
(config-if)# ip address 10.0.9.1 255.255.0.0

(config)# interface vlan 20
(config-if)# vrf forwarding 20
(config-if)# ip address 20.0.0.1 255.255.0.0

(config)# interface vlan 31
(config-if)# vrf forwarding 31

(config)# interface vlan 32
(config-if)# vrf forwarding 32

(config)# interface vlan 100
(config-if)# vrf forwarding 10
(config-if)# ip address 192.168.0.1 255.255.255.0

(config)# interface vlan 101
(config-if)# vrf forwarding 10
(config-if)# ip address 192.168.1.1 255.255.255.0

(config)# interface vlan 200
(config-if)# vrf forwarding 20
(config-if)# ip address 192.168.0.1 255.255.255.0

(config)# interface vlan 201
(config-if)# vrf forwarding 20
(config-if)# ip address 192.168.1.1 255.255.255.0

VLAN2 [TV R T LEBHAIC global TERALET .
VLAN2 [ZIP PRLAZERELEY,

VLAN10 [XVRF10 TERALET . <HEZERA 2 13.1.2-(2)>
VLAN10 [ZIP PRLRZFHRELE T,

VLAN20 [VRF20 CTERLET . <HEZERA 2 13.1.2-(2)>
VLAN20 [ZIP PRLRZFHRELE T,

VLAN31,VLAN32 [ FNZF N VRF31 VRF32 CEALET M.
IP7RLRIFFRELEE A,

VLAN100 [ZVRF10 THEALEY . <HEERAF8.1.2-(2)>
VLAN100 [ZIP 7RL RERELET,

VLAN101 [ZVRF10 THEALEY . <HEERAF8.1.2-(2)>
VLAN101 [ZIP PRLRERELET,

VLAN200 [$VRF20 TERLET . <HHZERAF3.1.2-2)
VLAN200 [Z IP 7RL RERELET,

VLAN201 [EVRF20 TERLET . <HHZERAF3.1.2-2)
VLAN200 [Z IP 7RL RERELET,
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C1 (AX6604S) D&% TE
MER— 271 —ADRE

R—FDEE

(config)# interface gigabitethernet 4/24
(config-if)# switchport access vlan 2

(config)# interface range tengigabitethernet 1/1,
tengigabitethernet 2/1

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 10 mode on
(config)# interface range tengigabitethernet 1/3,
tengigabitethernet 2/3

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 1 mode on

(config)# interface range tengigabitethernet 1/4,
tengigabitethernet 2/4

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 2 mode on

(config)# interfacel range gigabitethernet 3/1,
gigabitethernet 4/1

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 11 mode on

(config)# interface range gigabitethernet 3/2,
gigabitethernet 4/2

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 12 mode on

h—hk 4/24 [T AT LEEEIZVLAN2 D7 IR R—REL
I

R—k1/12/1 [FFEE S1 EKGAICFrRILTL—T 10 %248
RLET .

R—k 1/3,2/3 IZFWT EERIZFrRILTIIL—TF 1 ZHEEL
F9, <HEERAUH3.1.3-(3)>

R—k 1/4,2/4 [ZFW2 3EGERICF Y RILT IL—T 2 Z218RL
FI . <HEERAUH3.1.3-(3)>

R—k 3/1,4/1 [EE Al BERICFvRILIL—T 11 &4
MLET,

R—k 3/2,4/72 I$EE A2 BHERIZFYRIILT IL—T 12 %4
BLEY,

R—FF¥RILDERTE

(config)# interface range port-channel 1-2
(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
2,10,20,31-32

(config)# interface port-channel 10
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,31-32

(config)# interface port-channel 11
(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 2,100-101

(config)# interface port-channel 12
(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 2,200-201

R—bFrIL 1 &2 [FhF2H7R—REL VLAN2,10,20,31-32
DERREEFHALET .

R—FFr2JL 10 (TS5 9R—REL VLAN2,10,20,31-32 D
Bk EEFAILET,

R—bFrI)L 11 XS H7R—bEL VLAN2,100-101 D EREE
HHEILET,

R—bFrIL 12 (XS5 H7R—bEL VLAN2,200-201 DRk
HHEILET,

FIAILMIIL—FDERTE

(config)# ip route vrfl1l0 0.0.0.0 0.0.0.0 172.16.0.254

(config)# ip route vrf20 0.0.0.0 0.0.0.0 172.16.0.254

VRF10 TOT 74 ILML—FERELET,

VRF20 TOT I74IILML—FERELET,

FEQVE—LEHICEHTIRE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog IEREVARRAMEIEELET .
telnet [ZkBOT AU EHALET,

(2) HJ—/\AF7ITERARLYF (AX2530S)DE&TE
S1 (AX2530S-24T4X) Os%E
RIN=H5 Y —DHIIE

(config)# spanning-tree disable

AX D)—XTIEXTIAHILET PVST+HINEMIZHES>TEY . FT
BRETDEEICIETNEINLELET,

VLAN D& E

(config)# vlan 2,10,20,31-32

| AT VAN DREEBAVNET,
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S1 (AX2530S-24T4X) OEE
VLAN /2871 —ZADKRE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.5 255.255.0.0

VLAN2 [TV R T LEBHAIC global TERALEY .
VLAN2 [ZIP PRLRAZHRELET,

MBAR— 27— ADERTE

R—FrDEE

(config)# interface range tengigabitethernet 0/25-26
(config-if-range)# link debounce time ©
(config-if-range)# channel-group 1 mode on

(config)# interface range gigabitethernet 0/1-4
(config-if-range)# switchport access vlan 10

(config)# interface range gigabitethernet 0/5-8
(config-if-range)# switchport access vlan 20

(config)# interface gigabitethernet 0/20
(config-if)# switchport access vlan 31

(config)# interface gigabitethernet 0/22
(config-if)# switchport access vlan 32

R—b 0/25-26 [$EE C1 EHERIZFYyRIILTIL—T 1 %4
mLET,

R—b0/1-4 [T54E A5 —/\EFRIZ VLANIO O 7 72 RK
—RELTHRLETS.

R—k0/5-8 [F&#t B Y—/\$E#H I VLAN20 D7 VXK
—hELTHERBLEY.

R—k 0/20 [F&%t A SV ERIEHTAIC VLAN3T DT U RKR—
FELTHERRRLET,

R—k 0/22 [3£%t B S ERIEHLAIC VLAN32 DT Ut RHKR—
FELTHERRLET,

R—FF¥RILDERTE

(config)# interface port-channel 1
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,31-32

R—kFrIL 1 IESO7R—REL VLAN2,10,20,31-32 DR
EEHFALET,

FEQYE—MEEICE Y HHTE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog VAR AL EIEELET .
telnet [CkBOT AV EHALET,

3) IWKRPCAH7ZIEARAYF (AX1240S)DEXTE
A1 (AX1240S-24T2C) Ds%E
RIN=H5 Y —DHIIE

(config)# spanning-tree disable

AX V) —XTIETIHILLT PVST+ANE I EHZ>TLET
MOFT R ET RIEEEINEMELET,

VLAN D& E

(config)# vlan 2,100-101

| AT VLAN DREEBAVET,

VLAN A>3 71—RADEE

(config)# interface vlan 2
(config-if)# ip address 172.255.1.1 255.255.0.0

VLAN2 ZL AT LEBAICERT S0 EBDIP 7RLR
BELET.

MER— 271 —ADRE

R—rD®E

(config)# interface range gigabitethernet ©/25-26
(config-if-range)# link debounce time ©
(config-if-range)# channel-group 11 mode on

(config)# interface range fastethernet 0/1-12
(config-if-range)# switchport access vlan 100

(config)# interface fastethernet 0/13-24
(config-if-range)# switchport access vlan 101

R—k 0/25-26 [XEE C1,02 #EHERIZFyRILTIL—T 11
EHERLET,
VLAN2,100-101 DrSUOR—rELTHERLET,

R—bk 0/1-12 [Z£4 A $HK PC O+EFT AV 1 #EHRBIC
VLAN100 D77t AR—rELTHERLET,
R—bk 0/13-24 [E£%t A K PC D15 Ak 2 ##RIC
VLAN101 D77t A R—rELTHERLET .

R—FF¥RILDERTE

(config)# interface port-channel 11
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 2,100-101

R—bkF )L 11 [FhF9R—REL VLAN2,100-101 D ERE
HAILET,

FEDYE—MEEICE T HHE

(config)# logging host 172.255.0.200
(config)# line vty @0 1

syslog FREVARRAMEIRELET,
telnet IZkBOT AU EHALET,

TEE Bl O EITE AT 5 VLAN ID S3EE T RL AN LISMNIEEE Al OFELFE T,
(VLAN:100-101—200-201, %£& 7K1 A:172.255.1.1—172.255.2.1)
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Q) F7PAT9+—)IATF ILERYET—HXPAL—X)DEEE

PA S U—XTHA RSk AT oIS . T/ T 47 e B CHAR EL B> THBXET,

FW1 (PA-5060:72717fll) HERE
CLI

GUI

HACTT R R) DERE

HA1 T EE&RICEthernet/ > 47— RIZTHAM VR DI—RZRTE GEERAUR3.1.3-2)

# set network interface ethernet
ethernetl/12 ha

[Network] > [Interfaces] >[Ethernet] 2 7 H &
Interface — ethernet1/12 #1R T Ethernet Interface
[Interface Type] HA

<OK>

REIAVED

HA Z&%%E

# set deviceconfig high-availability
enabled yes

# set
group

deviceconfig high-availability
1 mode active-passive

# set
group

deviceconfig high-availability
1 peer-ip 1.1.1.2

# set
group

deviceconfig high-availability
1 peer-ip-backup 2.2.2.2

# set deviceconfig high-availability
group 1 configration-synchronization
enabled yes

# set deviceconfig high-availability
group 1 election-option device-priority
10

# set deviceconfig high-availability
interface hal port dedicated-hal
ip-address 1.1.1.1 netmask
255.255.255.0

# set deviceconfig high-availability
interface hal-backup port ethernetl/12
ip-address 2.2.2.1 netmask
255.255.255.0

# set deviceconfig high-availability
interface ha2 port dedicated-ha2

[Device] > [High Availability] >[Generall# J &I E
“Setup FREVAUED

[Enable HAlIZFTv%

[Group ID] 1

[Mode] Active Passive

[Peer HA1 IP Address] 1.1.1.2

[Backup Peer HA1 IP Address] 2.2.2.2

[Enable Config Syncl]IZFxv%

<OK>

“Election SettingsSXE AR <HEZERA13.1.3—3)>
[Device Priority] 10
<OK>

- Control Link(HA1) - Primary 584K

[Port] dedicated—hal(Dedicated out of band HA1 interface)
[IP Address] 1.1.1.1

[Netmask] 255.255.255.0

<OK>

*Control Link(HA1) — BackupEsREE AR <HEERA 2 F3.1.3-(2)>
[Port] ethernetl/12

[IP Address] 2.2.2.1

[Netmask] 255.255.255.0

<OK>

Data Link(HA2)E%E - Primary B84

[Port] dedicated—ha2(Dedicated out of band HA2 interface)

<OK>
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1

active-passive
1312
2222

[ Enable HA
GroupID 1
Description
Mode () Active Passive () Active Active
Peer HAL IP Address 1,1,1.2

Backup Peer HAL IP Address | 2,2,2,2

[ Enable Config Sync

V=BT DHRE

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX interface [ ethernetl/23
ethernetl/24 ]

#set deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX enabled yes

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX failure-condition all

[Device] >[High Availability]>[Link and Path Monitoring] 42 E H&
*[Link Group]IZT[Add] - Link Group 28 A >FK™

[Name] toAX

[Enabled]ZFxvs

[Failure Condition] all

[Interfaces A] ethernet1/23, ethernet1/24 % Add

<OK>

all

Add

Hame | tad%_IF

[ Enabled

Failre Candition  al

Interface a

=
[ "ethernetif23

@ Methermetijze

Karme Type

Add Virkual Wire (-)Add VLAN (4] Add Virt

(+add [-)Delete

=B

N—=F )P RTL(VSYS)ERADRE
N=F v RATLOFERZEREL. commitL TREZE KRB HHERAF3.1.3-09)>
X—BHquitLARL—>3FIILE—FKYEE |[Device]>[Setup]>[Management] 2 JE &
7E ) ) -General Settings SREI AR
> S .System setting multi-vsys on [Multi Virtual System Capability][ZFxv%
> configure

<OK>
# commit

BEAL & Commit 45yl
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commit (XCZT

bt (el 25 727

LB ITI—ADETE

Aggregate Ethernet/> 47z —RERELY

BRE <HEFERAVM8.1.3-(6)

#tset network interface
aggregate-ethernet ael

#tset network
ethernetl/23

#tset network
ethernetl/24

layer2

interface ethernet
aggregate-group ael

interface ethernet
aggregate-group ael

[Network] > [Interfaces] > [Ethernet] %7 EH

-[Add Aggregate Group] T AggregateGroup SRXEI AR
[Interface name] ae 1

<OK>

*Interface — ethernet1/23 #1R T Ethernet Interface ERTEV A K™
[Interface name] aefl

[Interface Type] Aggregate Ethernet
<OK>

*Interface — ethernet1/24 #{R T Ethernet Interface ERTEV AV K™
[Interface name] aefl

[Interface Type] Aggregate Ethernet
<OK>

A5 tEL> 27— (Layer2 Subinterface)fEf e & UERTE

#tset network interface

aggregate-ethernet ael layer2 units

ael.1 tag 10

#tset network interface
aggregate-ethernet ael
ael.2 tag 20

#tset network interface
aggregate-ethernet ael
ael.31 tag 31

#tset network interface
aggregate-ethernet ael
ael.32 tag 32

#tset network interface
aggregate-ethernet ael
ael.9002 tag 2

layer2

layer2

layer2

layer2

units

units

units

units

[Network] > [Interfaces]> [Ethernet] 2 J'EI E

-[Add Layer2 Subinterface] T Layer?2 Subinterface 5XxE 711K
[Interface name] ael 1 (Interface £=ael.1 £74B)

[Tag] 10

<OK>

- B E[Add Layer?2 Subinterface] T Layer2 Subinterface EXE AR
[Interface name] ael 2 (Interface £=ael.2 t7453)

[Tag] 20

<OK>

- B E[Add Layer? Subinterface] T Layer2 Subinterface iXEI AR
[Interface name] ael 31 (Interface £=ael.31 t743B)

[Tag] 31

<OK>

B E[Add Layer2 Subinterface] T Layer2 Subinterface EREI AR
[Interface name] ael 32 (Interface £ =ael.32 ,73)

[Tag] 32

<OK>

- B E[Add Layer?2 Subinterface] T Layer2 Subinterface iXE AR
[Interface name] ael 9002 (Interface £=ael.9002 £7:3)

[Tag] 2

<OK>
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VLAN 1280z —ADERERTE

#set network interface vlan units vlan.1 |[Network]>[Interfaces]>[VLAN]Z D H &

ip 10.0.0.10/24 -[Add] T VLAN interface 31 K™
Config 27
[Interface Name] vlan 1 (VLAN Interface £=vian.1 £743)

IPv4 20
[Type] Static

<OK>

#tset network interface vlan units vlan.2 i N
ip 20.0.0.10/24 Config 37
[Interface Name] vlan

IPv4 20
[Type] Static

[Add] T IPv4 7KL X 10.0.0.10/24

-EHE[AdJd] T VLAN interface SR EIAK™

2 (VLAN Interface £=vian2 t745B)

[Add]T IPv4 7KL X 20.0.0.10/24

<OK>
#set network interface vlan units - B E[Add] T VLAN interface X AR
vlan.31 ip 31.0.0.10/24 Config 27
[Interface Name] vlan 31 (VLAN Interface Z=vian.31 L753)
IPv4 20

[Type] Static

[Add]T IPv4 7KL X 31.0.0.10/24

<OK>
#set network interface vlan units B E[AJd] T VLAN interface SBEY AR
vlan.32 ip 32.0.0.10/24 Config %7

[Interface Name] vlan
IPv4 270
[Type] Static

<OK>

#set network interface vlan units - ;
vlan.9002 ip 172.255.0.10/16 Config 47
[Interface Name] vlan

IPv4 20
[Type] Static

<OK>

32  (VLAN Interface & =vian.32 ,7B)

[Add]T IPv4 7KL X 32.0.0.10/24

B E[Add] T VLAN interface XA/ K™

9002 (VLAN Interface £ =vian.9002 &743)

[Add] T IPv4 7L R 172.255.0.10/16

Irterface Mame.

Medflons Prodile | Mere
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VLAN DO ERL

#tset network vlan VLAN1@s interface
ael.l virtual-interface interface
vlan.1l 13-forwarding yes

#tset network vlan VLAN2@s interface
ael.2 virtual-interface interface
vlan.2 13-forwarding yes

#tset network vlan VLAN31ls interface
ael.31 virtual-interface interface
vlan.31 13-forwarding yes

#tset network vlan VLAN32s interface
ael.32 virtual-interface interface
vlan.32 13-forwarding yes

#tset network vlan MGT-VLAN interface
ael.9002 virtual-interface interface
vlan.9002

[Network] >[VLANs]%#7 EE
-[Add] T VLAN S EV AR
[Name] VLAN10s

[VLAN Interface] vlan.1

[L3 Forwarding Enabled]IZFxv%
[Interfaces A] ael.1 % Add

<OK>

‘B E[Add] T VLAN BREI AR
[Name] VLAN20s

[VLAN Interface] vlan.2

[L3 Forwarding Enabled]ZFTv%
[Interfaces A] ae1.2 & Add

<OK>

-BE[AJd]T VLAN REIA VR
[Name] VLAN31s

[VLAN Interface] vlan.31

[L3 Forwarding Enabled]ZFxv%
[Interfaces A] ae1.31 Z Add

<OK>

‘B E[Add]T VLAN BREI AR
[Name] VLAN32s

[VLAN Interface] vlan.32

[L3 Forwarding Enabled][ZFxv%
[Interfaces A] ae1.32 & Add

<OK>

*BE[Add]T VLAN REIA VR
[Name] MGT-VLAN

[VLAN Interface] vlan.9002
[Interfaces A] ae1.9002 % Add
<OK>

Name | VAN
AN Tnterfacn | vian, 20|
4 L3 Formardng Enstied
Sabic MAC Configueation

Intesl aces & MAC Auddress. Irkeatace

i
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Layer3 41> 27x—ARAEBIOT7MIVDERTE <HBERCF3.1.3-7)

EEQOYE—NMEERTOI7MIVORE

#tset network profiles
interface-management-profile
remote-mgmt ping yes telnet yes http yes
https yes

#set network interface vlan units
vlan.9002 interface-management-profile
remote-mgmt

[Network]>[Network Profiles]-[Interface mgmt] EHE
-[Add] T Interface Management Profile XA K™
[Name] remote—-mgmt
Permitted Services N [Pingl[Telnet][HTTPI[HTTPS}&.
WERIERIZFIVY
[Permitted IP Address] HEIZIELT, BFRI T SRR MEIE
FYRI—=OFRLREEBM

' L LT - sl
€ 2 C ©172285011/% red et 1 v A
Interface Management Probke @

[ pr—
permated services o
[T —

B
Teret
5
Hr
WS
P
Resmonse Fapes =

[ad [
-
ala 1 XEN1-1 - sl 120806331 (1) - ala 1001331 - 3 ITOITA-FERE X

[Network] > [Interfaces] > [VLAN]Z 7 &l &
*[Interface] LA vlan.9002 %:#4R T VLAN interface SRE T AR
Advanced %7 -OtherInfo 27

[Management Profile] remote—mgmt

Femie e
€« QD 172255011 /% " ' . A

Interface iyme

Fledfirm Prufie hone

Other Tk

Ty

2l 190996-3-1-1 - e, 170606-3-3-1 (1} r ala, 170876331 - § 1GI0I0-FERT X

Layer3 /227 x—R% ping G BRI LT H/TE WEIZKLT)

#tset network profiles
interface-management-profile
ping _allow ping yes

[Network]>[Network Profilesl-[Interface mgmt] E[i&
*[Add] T Interface Management Profile s AR
[Name] ping_allow
Permitted Services D [Pingl[ZFTvs
<OK>
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Taan |
'S

C  D172255010 \ sharm o nat r P ‘ A

Interface Hansgement Profile ®
Pare | pryg_slkon
Permatted Services
Fermitted IF Addresses
Prg
Teinet
851
e
WITes
e
bgrn b
SR (Flade (= oesie
o]

CDHBTFLIFE. Layer3 ELT=A AT —AMD[Advanced]-[Other Info] 3T
LU C[Management Profile] T ping_allow AV:EIRTEBELIIZH 5716,
ping IS ESE =LY Layer3 /A7 —ACEEEIRT 5,

(vlan.31~MDREH)

#set network interface vlan units
vlan.31 interface-management-profile
ping allow

S
@m | Aitvanced
[T ——— !i""‘:_'t'a""il?“f"-‘f'-‘"q
Lo oo ]

VSYS1 (&4t A o747 04—IL)DRTE
VSYS Z#1ERK
t#tdelete vsys vsysl import network [Device]>[Virtual Systems] EIE
interface ethernetl/12 [Add] T vsys EZEYIAUR™Y
#tset vsys vsysl import network interface [ID] 1
[ ael.ly ae1¥31 Vlgn.l vian.31 ] Sgr}gral K27 - [InterfacesA] ael.1, ae1.31, vlan.1, vlan.31 % add

REI—FERTE HEER1F3.1.3-6)>
#tset network virtual-router sysl rt [Network] > [Virtual Routers]
intir“faci kElVl?n.ltv%?n'Bl 1]: default -[Add] T Virtual Router X FE VA K™
routing-table ip static-route defau ;

destination 0.0.0.0/0 nexthop General 57
ip-address 31.0.0.254

[Name] sys1.rt
[Interfaces A] vlan.1, vlan.31 % Add
Static Routes 47 - IPv4 27

[Add] T Virtual Router — Static Route — IPv4 REI AR
[Name] default
[Destination] 0.0.0.0/0
[Next Hop] IP Address Z#ZE{RL. FTMD1TIZ 31.0.0.254 A A
<OK>
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#set network virtual-router sysl_rt
routing-table ip static-route A-TERM1
destination 192.168.0.0/24 nexthop
ip-address 10.0.0.1

#set network virtual-router sysl_rt
routing-table ip static-route A-TERM2
destination 192.168.1.0/24 nexthop
ip-address 10.0.0.1

#set vsys vsysl import network
virtual-router sysl_rt

BE [Add]T Virtual Router — Static Route — IPv4 R4 K™
[Name] A-TERM1
[Destination] 192.168.0.0/24
[Next Hop] IP Address Z2#4RL. TD1TIZ 10001 AH
<OK>

BE [Add]T Virtual Router — Static Route — IPv4 ERED A K™
[Name] A-TERM2
[Destination] 192.168.1.0/24
[Next Hop] IP Address Z#iRL. TMD{TIZ 100.0.1 AH
<OK>

<OK>

Virtiaal Ronster - Satic Rote - IPvd

[Device]l >[Virtual Systems] EE

-vsys1 ZiER

General #7 - [Virtual RoutersA] sys1_rt % add
<OK>

J—UBRE GEERAUH3.1.3-6)>

#set vsys vsysl zone vsysl_ trust network
layer3 vlan.1

#set vsys vsysl zone vsysl untrust
network layer3 vlan.31

[Network] >[Zones] EimH
[Add] T Zone BREVA R
[Name] vsys1_trust
[Location] vsys1

[Type] Layer3

[Interfaces A] vlan.1 % add
<OK>

B E[AJJ]T Zone BREIA RS
[Name] vsys1_untrust
[Location] vsys1

[Type] Layer3

[Interfaces A] vlan.31 % add
<OK>

Location | vept] -

Inteetaces o

Sor Protection Profle | nire
Lo St | one

Frisbie Unes foerification
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X 1UT4(T1IVR)ERE

#set vsys vsysl rulebase security rules
any_allow from any to any

#set vsys vsysl rulebase security rules
any_allow source any destination any

#set vsys vsysl rulebase security rules
any_allow application any service any
action allow

[Policies]>[Security] B[ — [Virtual System] vsys1 3R
*[Add] T Security Policy Rule 52712 K™
General 27
[Name] any_allow
Source 27
Source Zone H LU Source Address D _ED[AnylIZFTvH
Destination #7
Destination Zone M _E[Any]:E#iR
Destination Address @D _E[Any]IZFTv5
Actions 47
Action Setting [Action] allow
<OK>
P ———

* ¢ Drzssmo « VIR N

NAT 7RI > —mDign

#tset vsys vsysl rulebase nat rules
A-ext_nat to vsysl untrust from
vsysl trust

#tset vsys vsysl rulebase nat rules
A-ext_nat source any destination any
service any

#tset vsys vsysl rulebase nat rules
A-ext_nat source-translation
dynamic-ip-and-port interface-address
interface vlan.31

[Policies]>[NAT] EIE - [Virtual System] vsys1 ZER
-[Add] T NAT Policy Rule EX ARk
General 47
[Name] A-ext_nat
Original Packet 27
[Source Zone] vsys1_trust & Add
[Destination Zone] vsys1_untrust
[Service] Any
[Source Address] Any [TFTv9
[Destination Address] Any [ZF w9
Translated Packet 27
[Translation Type] Dynamic IP and Port
[Address Type] Interface Address
[Interface] vlan.31
[IP Adress] 31.0.0.10/24
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VSYS2 (&4t B AI7A7 04— IL)DERE

VSYS Z4ERL

#tset vsys vsys2 import network interface
[ ael.2 ael.32 vlan.2 vlan.32 ]

[Device]>[Virtual Systems] TEH

-[Add]T vsys BREVAUFY

[ID] 2

General #7 - [InterfacesA] ael.2, ae1.32, vlan.2, vlan.32 % add
<OK>

R —E2ERTE <HEERA2F3.1.3-6)>

#tset network virtual-router sys2 rt
interface [ vlan.2 vlan.32 ]
routing-table ip static-route default
destination 0.0.0.0/0 nexthop
ip-address 32.0.0.254

#tset network virtual-router sys2 rt
routing-table ip static-route B-TERM1
destination 192.168.0.0/24 nexthop
ip-address 20.0.0.1

#tset network virtual-router sys2 rt
routing-table ip static-route B-TERM2
destination 192.168.1.0/24 nexthop
ip-address 20.0.0.1

#set vsys vsys2 import network
virtual-router sys2 rt

[Network] >[Virtual Routers] ETE
*[Add] T Virtual Router EREIA K™
General 27
[Name] sys2_rt
[Interfaces A] vlan.2 vlan.32 % Add
Static Routes 47 - IPv4 27
[Add]T Virtual Router — Static Route — IPv4 ERE A K™
[Name] default
[Destination] 0.0.0.0/0
[Next Hop] IP Address Z#ZE{RL. FTMD1TIZ 32.0.0.254 A A
<OK>
HJE [Add]T Virtual Router — Static Route — IPv4 ZXEIA/ K™
[Name] B-TERM1
[Destination] 192.168.0.0/24
[Next Hop] IP Address Z:#3RL. TDITIZ 20.0.0.1 AJ
<OK>
HJE [Add]T Virtual Router — Static Route — IPv4 R E A K™
[Name] B-TERM2
[Destination] 192.168.1.0/24
[Next Hop] IP Address Z:&3RL. TDFTI< 2000.1 A%
<OK>
<OK>
[Device]>[Virtual Systems] [HHE
svsys2 ZER
General #7 - [Virtual Routers A] sys2rt % add
<OK>

V—UBRE GEERAUH3.1.3-6)>

#set vsys vsys2 zone vsys2_trust network
layer3 vlan.2

#set vsys vsys2 zone vsys2_untrust
network layer3 vlan.32

[Network] >[Zones] EimH
[Add] T Zone BREVA KR
[Name] vsys2_trust
[Location] vsys2

[Type] Layer3

[Interfaces A] vlan.2 % add
<OK>

- BE[AJd]T Zone REIAVKR™
[Name] vsys2_untrust
[Location] vsys2

[Type] Layer3

[Interfaces A] vlan.32 % add
<OK>

EXAVT1OV R EERTE

#set vsys vsys2 rulebase security rules
any_allow from any to any

#set vsys vsys2 rulebase security rules
any_allow source any destination any

#set vsys vsys2 rulebase security rules
any_allow application any service any
action allow

[Policies] >[Security] EIE - [Virtual System] vsys2 ZEiR
*[Add] T Security Policy Rule s AR
General 27
[Name] any_allow
Source 47
Source Zone H &V Source Address D ED[AnylIZFTvH
Destination #7
Destination Zone M _E[Anyi#iR
Destination Address M _E[AnylIZFxTvo
Actions %7
Action Setting [Action] allow
<OK>
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NAT RYS—miam

#set vsys vsys2 rulebase nat rules
B-ext_nat to vsys2 untrust from
vsys2_trust

#tset vsys vsys2 rulebase nat rules
B-ext_nat source any destination any
service any

#tset vsys vsys2 rulebase nat rules
B-ext_nat source-translation
dynamic-ip-and-port interface-address
interface vlan.32

[Policies]>[NAT] EBIE - [Virtual System] vsys2 ZEiR
-[Add] T NAT Policy Rule R/ R
General 37
[Name] B-ext_nat
Original Packet 27
[Source Zone] vsys2_trust % Add
[Destination Zone] vsys2_untrust
[Service] Any
[Source Address] Any [TFTv9
[Destination Address] Any [ZFTv%
Translated Packet 27
[Translation Type] Dynamic IP and Port
[Address Type] Interface Address
[Interface] vlan.32
[IP Adress] 32.0.0.10/24
<OK>

VSYS9 (L RTLEEH VSYS)DERE

VSYS Z4ERL

#set vsys vsys9 import network interface
[ ael1.9002 vlan.9002 ]

[Device]>[Virtual Systems] TEHE

-[Add]T vsys BREV AR

[ID] 9

General 27 - [Interfaces A] ae1.9002, vlan.9002 % add
<OK>

RIEIL—RER/TE <EERA2H3.1.3-6)

#tset network virtual-router sys2 rt
interface [ vlan.9002 ]

#tset vsys vsys9 import network
virtual-router mgt_rt

[Network] >[Virtual Routers] TH M
*[Add] T Virtual Router ZZE 71K
General 27

[Name] mgt_rt

[Interfaces A] vlan.9002 % Add
<OK>

[Device]>[Virtual Systems] [EHE

svsys9 ZER

General #7 - [Virtual Routers A] mgt_rt % add
<OK>

V—UBRE GEERAUH3.1.3-6)>

#set vsys vsys9 zone mgt-zone network
layer3 vlan.9002

[Network] >[Zones] EimH
-[Add] T Zone BXEVA UK
[Name] mgt—zone

[Location] vsys9

[Type] Layer3

[Interfaces A] vlan.9002 % add
<OK>

EXAVT1OV R EERTE

#tset vsys vsys9 rulebase security rules
any_allow from any to any

#tset vsys vsys9 rulebase security rules
any_allow source any destination any

#tset vsys vsys9 rulebase security rules
any_allow application any service any
action allow

[Policies] >[Security] EIE - [Virtual System] vsys9 ZEiR
*[Add] T Security Policy Rule s AR
General 27
[Name] any_allow
Source 47
Source Zone H &V Source Address D ED[AnylIZFTvo
Destination 247
Destination Zone M _E[Any;#iR
Destination Address M _E[AnylIZFTvo
Actions %7
Action Setting [Action] allow
<OK>
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VSYSEEI—HYDEM WEITHLT) <EERSH3.1.3-6)>

VSYS1 B a1—HDEmMN

#tset mgt-config users sysl-admin [Device] >[Administrators] [E[E
permissions role-based vsysadmin -[Add]T Administrator ZEH LK™
localhost.localdomain vsys vsysl [Name] sysi—admin
#set mgt-config users sysl-admin password [Passl"wrd] syg_adm'h_ﬁ/\x?_/\ .
Enter password : sysi-adminfg/VvXx7—f | [Confirm password] &5—&/VXT—FA%
Confirm password : #5—/&/YXT—FAKN [Virtual system administrator]Z#1R
[Virtual System] vsys1 % Add
<OK>
CT- -7 ]
L Q0172255010740 " " " oA
[Elacd e
adn Y AA-1-1 = & TALDITO-FERT X
RENBDORIR <HEFERA131.3-(9)>
# commit EEEL &, commit DN
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FEWNT, oo 7 ELTE T 2B O B2~ AXIEE L T AR L FOIINCER ELE T,

FW2 (PA-5060:/3v 7 ffl) DR
CLI

GUI

HA O E

HA1 R A< Ethernet 1230 x1—RIZHA AU 8D —RERE

# set network interface ethernet
ethernetl/12 ha

[Network] > [Interfaces] > [Ethernet] %7 EH
Interface — ethernet1/12 ;#R T Ethernet Interface
[Interface Type] HA

<OK>

BED (KD

HA Z&%%E

# set deviceconfig high-availability
enabled yes

# set
group

deviceconfig high-availability
1 mode active-passive

# set
group

deviceconfig high-availability
1 peer-ip 1.1.1.1

# set
group

deviceconfig high-availability
1 peer-ip-backup 2.2.2.1

# set deviceconfig high-availability
group 1 configration-synchronization
enabled yes

# set deviceconfig high-availability
group 1 election-option device-priority
10

# set deviceconfig high-availability
interface hal port dedicated-hal
ip-address 1.1.1.2 netmask
255.255.255.0

# set deviceconfig high-availability
interface hal-backup port ethernetl/12
ip-address 2.2.2.2 netmask
255.255.255.0

# set deviceconfig high-availability
interface ha2 port dedicated-ha2

[Device] >[High Availability] >[Generall% 7 E &
-Setup FRETAVED

[Enable HAlIIZF w9

[Group ID] 1

[Mode] Active Passive

[Peer HA1 IP Address] 1.1.1.1

[Backup Peer HA1 IP Address] 2.2.2.1

[Enable Config Syncl]IZFxv%

<OK>

Election Settings ZXEAF™
[Device Priority] 10
<OK>

- Control Link(HA1) - Primary 584K

[Port] dedicated—hal(Dedicated out of band HA1 interface)
[IP Address] 1.1.1.2

[Netmask] 255.255.255.0

<OK>

- Control Link(HA1) — Backup 51V K™
[Port] ethernet1/12

[IP Address] 2.2.2.2

[Netmask] 255.255.255.0

<OK>

*Data Link(HA2)EX%E - Primary SREI AR
[Port] dedicated—ha2(Dedicated out of band HA2 interface)
<OK>

V=BT DRTE

#set deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX interface [ ethernetl/23
ethernetl/24 ]

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX enabled yes

#set deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX failure-condition all

[Device] >[High Availability]>[Link and Path Monitoring]%J T &
+[Link Group]IZT[Add] - Link Group SXEI AR

[Name] toAX

[Enabled][ZF v

[Failure Condition] all

[Interfaces A] ethernet1/23, ethernet1/24 % Add

<OK>

REANEDRIR

# commit

EBEmAL |§I Commit =99y

VU EDRBRER TR, 77T 47 SEE A~ LET,
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Ry TROIEBITHONTUX, 77T 47 RIOEEE TR IR oo R EA B IR MBI, T/ T 17 408
LT 7 DRSS A OK T

FW1 (PA-5060: 727717 fll) DERE
CLI GUI

HADREIHR <iEFEARA13.1.3-(5)>

RTaAv 71T DREH

> request high-availability [Dashboard]#7 >[HighAvailability]™2 1wk
sync-to-remote running-config [Running Config]DI&. sync to peer {& D Sync bo peer ﬁl EH1)wh

HA OMRBEREZRIZLL T Oy T,

GUI DA
[Dashboard] >[High Availability]

B paloalto

MNETWORKS

| Dashboard Monitor Policies

Layaut: n YWidgats Last updated;
High Availability SH

Objects NetworH

Logged In Admins

Mode Active-Passive M E % DAT—AHR |'om Client  Session Stal
| Lacal Q active EGIn] Console CLI 08/07 17:05:
Pewr (172.055,220.2) () passive H BEEBDRT—AR [ \255,20.13 web 0807 12:42;
Rurring Config O synchronized pe
oo vesion @ Maeh )'\{ 32747 QEMRE [
Threat Version O Match Mo data available,
Antivirus Version () Match
GlobalProtect Yersion O Match Description
Al DMS Prowey cache entries were cleared
General Information L2 User admin accessed Monitor kab
Failed to connect to Brightcloud update server
Device Mame  PA-S060-1 service brightcloud, com, initiated by 172,255,220,1
IO e R Rl ] = =~ e Tu B § Tl b b b e loid e b

¢[Dashboard]IZ[High Availability]” (> = F DN EWES 1T,
[widgets]n>5[System] > [High Availability]2-324R)

I8 paloalto

Hetiorio | Dashboard Monitor Policies Objects

[scome |~ T P
Application b
General Information L oo

‘ [E] System General Information

Device Mame  PA-S060-1

& Logs P | E SystemResources
1P Address  172,255.220.1 1
Tt e i | BB High Availability
Default Gateway | & Lods
1Pvts Address € Logged In Admins
IPvé Default Gateway Mo data available.,
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CLI D36
# show high-availability state

Group 1:
Mode: Active-Passive
Local Information: BHEBOHR
Version: 1
Mode: Active-Passive
State: active HHRBORF—4ER
Device Information:
Management IP Address: 172.255.0.10; Netmask: 255.255.0.0
Jumbo-Frames disabled; MTU 1500
HA1 Control Links Joint Configuration:
Encryption Enabled: no
Election Option Information:
Priority: 10
Preemptive: no
Version Compatibility:
Software Version: Unknown
Application Content Compatibility: Unknown
Threat Content Compatibility: Unknown
Anti-Virus Compatibility: Unknown
VPN Client Software Compatibility: Unknown
Global Protect Client Software Compatibility: Unknown
State Synchronization: not synchronized; type: ethernet
[Peer Information:
Connection status: down BEEEBOEGKR ESRORR
Connection down reason: Never able to connect to peer
Version: @
Mode: Unknown
State: unknown pEEREEOZF—4R
Device Information:
Management IP Address:
Connection down; Reason: Never able to connect to peer
Connection down; Reason: Never able to connect to peer
Election Option Information:
Priority: 100
Preemptive: no
Configuration Synchronization:
Enabled: yes
Running Configuration: unknown 237445 OFEIHREE
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32 fBHEAMICHBERSTIBHEOEAN (REIVIBERHAPAL)—XHAER)

WHERE | BECRY N =0 % — DO RELREALTHE AL TWDTr—A T, 1 ETOMRDOINTEF 2T+
EHARIET D720 Ry N =7 OB AR LIS b T 2B SV THFRRL L 97,

R ET—y

—_——

FOERRAYF
(5hERFA)

POERAAVF ﬁ DMZ/5h884—

s F (PaBB—7 3 FR)

) N

TFAT 4=

............. S
He + 3:2)

------------------

FAFEER
B 3.2-1 #AARER Y b7 —2 MEER
WEAE AT L, EDIDNTH — DU AT LR LTI E LIZE A EEDLIRNER LR E T, L LRDi5,

RAB R NI — 7 2 & O T BRI 72 2y T — 7 RRIZ LA F OV 720 £, 77 AT 74— /LT DOV T,
PA-5060 Z T ERE R THE L%y NI — 2 DOa 7 ST A T TG0 £,

 [Fa=rwED NAT

-----------------------------

DMZ/5VEBA  : 8
xobo—y i VLANSO RS iotapy—s

.}b—j_-,{ya'ﬁs%ﬂ: .............................. ')lz—'T"r‘/O'EWﬁﬂ:
TR e 1 T .......c.e e, . . s
a;':;g%ﬁ“% CUUUVOANST G OVRF30 G VLAN32 i | JrTFLAEMEE
g g prseed 7 S s 22— O1=8D NAT
s [ VSYST | [vsysa T — < =
e e [BE]
e i pmnm U ennm
AP —/N | - 5
teeerenee VEANTO .G | L VLAN20 ...
e R0 | e VRF20 moo e
[ oy | -y G| [EERET—2
.. JLANToo101 . YLAN200:201. ..

\Faﬁ%%ﬁﬁﬁ*‘yhv—b Y, \eHBATILT—Y )

B 32-2 SMARERY b7 —2 REREK

F NI =27« 8 =T 2 a (VRN E DA R N — 212, BZEHR . SBE TN E AL L3 Ry
FT—2LL, E7-DMZ &L T 2005815 Fl DB 7 A MO IREE R R — 7 L LT MSE L= Ry Ry — o L
LET, ZLTENENEEE T 7 AT 74— L(VSYSHZ THBIEL T2 I L £ 97,

ZHUCEY, BRI B I OB T NN LT vy N — 7 TORERRETRY | 725 O & i E #(7
CYFUANANPS, BFET 4NV B DT T 7B AE G A VSYS TN L TR IRIZEN A REL RV E T,
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FTo BEEE B OB E A M LT B AL T Ol L7 E9,

£EBH—N

e 9
@ ﬁ ﬁ 7’ JE—NEIER 172.2550.10 (P o7 T BIEBED#)
DA 060 PA 060

SERH—N

0/1-4 | o/5-8 | 0/9-12 0/20 VSYS2: | vsyss: vsYs2: | vsyss:
)| vLAN20[vLAN30| 1000 0 20,32 | 30,1000 0 20,32 | 30,1000 HA
0S % 0 VSYS9:VLAN2 HA2 — HA2 vsyso:vLAN2 [ (Active/
VLAN2 2,10,20,30,1000 2,10,20,30-32,1000 HA1 — HA1 210,20,30-32,1000| Passive)
0/24 0/25 | 0/26 1/23 | 1/24 1712 = 1/12 1723 | 1/24
LAG1 el —ae1
5 LAG10
([ 1/0/25 1/0/27[1/0/28 2/0/25 2/0/27(2/0/28 )
o257 nmmEsk | | 2102030,1000 2,10,20,30-32,1000 2,10,20,30,1000 2,10,20,30-32,1000
172.255.0.200 AX3650 1/0/29-30 2/0/29-30 V&)
stack stack
RF10 VRF20: VRF30: RF10 VRF20: VRF30:
oo 1011] 20,200-201 | 30-32,1000 ol o[ 101H] 20,200-201 | 30-32,1000
VLAN2,100-101 VLAN2,200-201 VLAN2,100-101 VLAN2,200-201
L 1/0/1 1/0/2 2/0/1 2/0/2 )
LAG11 LAG12 &IEF 172.255.0.1
LAGT <] —LAG1
0/25 | 0/26 0/26
VLAN2,100-101 smm VLAN2,200-201 | egmpm
A 172.255.1.1 A2: AX1240S 172.255.2.1
AN100 0 VLAN200 | VLAN201
0/1-12 | 0/13-24 0/1-12 | 0/13-24
s "
L L = c,___’ o = = e
VRF10: BAFERImK VRF20: #%5ERimK
& VSYS VRFID VLANID IP Z7RLA(*1)
Si RS A VSYS3 30 1000 100.0.0.0/24 (4+ERIL—%: .254)
30 30.0.0.0/24

RS -s BB A
BESEERH—/\/Uplink FA
B ERIHZK PC
WRE-s AR
#aF5ER—/\/Uplink BB
5 ERRR PC A
DRTLMEEER

VSYSH

VSYS2

VSYS9

10
30
20

global

31

10 | 1000.10/24
100-101 | 192.168.0-1.0/24

32

20
200-201
2

31.0.0.0/24

32.0.0.0/24
20.0.0.10/24
192.169.0-1.0/24
172.255.0.0/16

(*1) IRARFZRL R xxx.1 [ZZEE C1 T xxx.10 [LTZEE FW1/FW2 TESEDET S,

B 3.2-3 #MARERY FT7—9 REREFM
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321 YATLEBEREORSAUF
A ORER AR EH T BRI HRAL M L FIRLUE T,

B 972197 7717 94— LOBRMERCINEES L, LDV AT LATHAOEBLASETAL,

ABEIOMERR DI, b7 D Ry T —27T VLAN IZTES AT L TNV S % ARy T — 7 T &
iz BV ST e T AL G R NI — 7 BB OIUESFMITHLEDO R NT — T LZEAEE DLW 272D E T,
P TR+ HEBEOREICHEL T, bEDRY I — 7 THAL TV B OINA SRS LEZ HZENT
&F7,

b2 TRttomBEREYIBREERLL, 7747 94— ILPALY—X)EHARRE T B,

a7 AL v T3 AX3650S THHGA . BEEREICH T 58] FiEOERDT-DIZ 2 BEAX v IHEREL THREELE
9, PA VU —XG[RIERIC 2 UL EEZHEL ., HETTEMBEOMEE THD HA ZHWET,

BB a7zx19FET7 479 —LBRRET 1 PUL HT TS —Lav IS TERT 5.

AT A F T AT I A — VORI DN T, V7T 77— a(PA ' U—XTld Aggregate Ethernet
A HT 2= AL ET, )& AW TIEERO AT AR L £,

H@ #vsysTNATZERT AL PTELADEEL AL,

VSYS IIMARD 7 7 AT 74— /L ELUTHEREL F9°73, 4 VSYS TIE NAT b4 &2 N L THEREL £7°, D72,
BT TS IP TRL A2 BHES A LN A RETT,

Fi, I EORAER Y N — 2 (VRF10,VRF20) A3 Efe S i 2 s fe H O RAE %~ b — 7 (VRF30) N T /L
—T AT T =T NHEMAL T D LN ATHE T,

72771, [FC PA 2 U—XT NAT ZEIEREVIR T L2720 S AT ARREL TRIZEXOHEEMERED IR
INSKIRD VAT UV IIRELIRDINE VAT ABIRD /RT3 —< AT ERH DD EE DB LETT,

b6 PASU—RiEAo5—F b LEHTEDARERIT S,

PAT U —ADT A AEERKFE T 4 VAR TSI/ NI =2 T 7 AV VT 2T Y EEDO T B 72 E 135858
WZHDHEA— " ZEL TRBIRWET, 55T PA VU —XRF A Z— Ry MR CEDBREE FICEIMLENRHYE
j—O

Copyright © 2013, ALAXALA Networks Corporation. All rights reserved. 43



AX& RSB T NV FR Y NI =T A PA LY —R X aT AR T =7 ) a—ay VAT IERETAR (FIR)

322 RAYFAXI)—=X)ERERDORSLM
aL T4 Tl BER DR EDBEDORA L M LU FIRLET,

B Revomuessmy 3.

AX3650S TV —R|ZTCaAT ALy F a5 6 i CEAMERE/RE BFFSNDIRY , A¥ 71T O
EHESE L F4, AX IR ET DL T, Ry IAZL v F T FT A, v F LRI 2E ol A E OV AT A a4
DHIENTEET,

AX LU —RTDAZ Y IRER DT TERA L MR E S EIZOWTUE, TAX S U —R AZ 78 AT AR IZFELN
72D AF I DRERIZHT-> CUIFHELL — SN A e HELE N =L FT,

B HyyzE(AX36505)CVRFEERT 2BE. T FORERIFE

AX3650S T VRF #AE% i 3554 . VRF E—R DR EIFIARETT, ¥/ VRFE—RFRREI AT L7
BEOFEISELHVER A,

I3 VAN(U T2 TOREIBAICHBVRFOBENSHEILES.

VLAN A2 %7 = — AT, FiE VRF OB EL IP TR ZAOR ENLE T, 7B VRF O EILIP 7TRL A
DO EANCBIRIMERHVET, (IP TRUADRESIVTWADIREE TILFTE VRF O EIXTEEEA, )
TT DT, VLAN 247 2 —ADFETE TIIHTE VRF O EZ RO I 8-> TS,

B PASU—RingHt L o7 IS~ ar TEI

PA 2 U—X DT Aggregate Ethernet (2 %7 = — A% @ TR IR2WET, ZHUIW bW DEAZT (7 DY
YIT IV —ar LA OBRED T D AX Ay FAUTIIARZ T A7 DV 7 77— a iR L TRl
ij—o

323 IPATI9+—ILPAU)—X)EBERDORAU
[FIERIZ, PA SV —XDREITBITDHRAL ML FIORLET,

B oot 4 ERESOBERLETIT(IEBOHHLTHEIHZIZR,

PLUF@)THRARFET 2, HA 2T D E R O ENRITF ST LN ATRE T, 6> T HA 2435
AT LA TIEIB R E DL FEEEB IO commit 137 27T 4 7 ROLERE I L TOHBIRZITRWNTT,

@ vammey 282, BERHAI RTERESERE,

PA U —X|ZT HA B Z T4 2 B O 3EE I T Control-Link(HA1) 3 L O Data-Link(HA2)(7 277+~ -
TIT AT DY E HAZ B)eWIA BT = — ZADHEHEDNLE T, AIRETHIVL HALHA2HA3 &V 7L T
FEHeT2ZENRDEELNTT R, ZER—MNIRENENG AL HA AR -+ I HE TE R0
BIFAARIR HAL 721 TH LR A E e T 02 L2 HEEL £,

Contorl-Link Té& 5 HAL 1 ZEEE R CEELE A RO L(T 7T 47 -3\ TRERR DG AT 77 4 7% 36D D)1
ERLDEVLTED, HAL BRI I X 7T HL0bpAH 7V T ZMREEIZRED E97,

7285 HAL, HA2 129\ Tl N (PA-4000 + U — X PA-5000 2 U —R) D4, B OHE— R Sd0 £33,

— %D Ethernet I — b HA A2 Z7 = — 2L THAL~HA3 IZEIN Y TAHZENTEX A0 HA IS EEri%
BIROBGA1T—MRD Ethernet /247 =— A% HA AL X7 = — A ZHEEV Y CCUERKEZEBMLUET,
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B HATPHT1TLT BT EDEBIZ. FSAAVTAREMET IH LY DEVMEET B,

B EOIEECT 7747 1787 8 ] é(HA)ff%ﬁj‘z&Téb%é\ TIT AT IRy T LI B A5 OB AT
kL“C7 TAFVT 45 HELET, T TAF VT AT EME D/ NS T MBS IVET,

TIT ATy 7 TO HA KR A 1 — 7 L ELTZALE T Control-Link(HAL) 23N 5L, 7IAA VT A%

EMED/NSVMADIEENT 7T 4T LIR0ES 2D T I T 47 ELIEWEED T IAF VT 4137 7 4 /V O fE
(=100) L/ NSSRIET DT EAHERL £,

0 vammeEmBLESI (S ERBEESIL.

HA ZH 3 256 . Ry N — 2 OB F JE D72 W K9m0 7 E DR GES HA fER OB T—BS¥
TEMERHVET S, PA TV —X Tl HA B OEE I Ty 747 %H,ﬂﬁé*’ééﬁ% ENBHVET,

722 EDar 747 AT A BIRIZIZBIRONETAD T, ar 747 Z RS ELBET 77 47 2 E (=
747 AT EEE) T GUI L@:I/7‘4’7 [F 1 F6 7~ (Dashboard % ~7'-High-Aveilability 7+~ =~ sync to
PEEr) surctopeer bt 27YU¥2)BLLIE CLITORMIZ~ I RELT, HHVME commit A T2 Z73o TS,

I (5) AX&EHEfFET DR—MIRA ATz —R)IEAggregate Ethernetf 271 —ARET 5,

PAT Y —XD EATHEFECIE, [BIFRA L # 7 =—A|Z Aggregate Ethernet (> %7 = —ALMESAK T 4 IV I T T
U7 —Ta FL OBSREN BV E9, AX VU —RAAL T ~DOEgE L, 20 Aggregate Ethernet A2 %7 =— ALY
BIRORELLET,

B #vro—smETEI—PHmBYSYS. FEIL—SEORELENTIC,

PA 2V —XTORy NI — 7|29 5% E TlL, Ethernet 12 %7 =—2Z, VLAN ZfE 425854 VLAN O
RIERE DM, 77 AT T4 — VDRV —H EHETHH T — O ENMLETT, IHIT VSYS 2284
‘iFﬁ@:Té VSYS, &7z Layerd OA ¥ 7 2 — AT IS AR —F O EREN MLV ET, ZhbH)

RESIL TV 2WGE ., IELEEERBIRIZENTEET A,

728, GUILIZEITDY — R0 VSYS, AL — XD TE 1L Ethernet 1247 = — A VLAN OF% EHH DD
a)’z“ﬁzW)r?%/N?%UHjﬁécto T TWVET,

B PASY—XIETI4 L Tldpingl S E L=

VAT DEFEOES, Ry 8T — 7 OEFEMEMERR D72 ping 26 > THUBMERZ B 2720 e r—Ab o E
F9 08, PATU—XD Layer3 A 27 =—A(IP 7R A% Fi-> Ethernet 78— <2 VLAN) % ping D% Jc & LT=354 .
F NI —Z 2RIV B> THE D EETIT ping ITIGELEE A,

PA SV —XDALHT 20— AT ping I B a2 S T2WGE 1, ping JEEEFF A 35 Layer3 A 77 = —AIZxL,
&AL Management Profile (2T ping Z7F 7] ok E & L7 7 v 7 ANV a2 NERHD ET,

[FIARIC, & LR — R EAALC telnet <° Web-GUI (http/https) 12 L 235 (8 O B A 35 272554 | [AIARIZ Management
Profile ICCEEHO T 77 ANVEHEL, A2 72— R TEHTH2ULERHVET,

o BEBLTERINI—VEOERI—TERET S,

FIFNVITHESN TWAE 2 —H (admin) T, & VSYS O EITHHAA. '7/1’*12/1”3@%"/77\?’(03
ToT T —NpE  PA V) —REESROEHEBIHZENTEET A, FiICEH—VERETIHEIC
H—F 3R ED VSYS 728 BHI CEAHPHE R ETHIENTEET,

TTOT, BN O, LI R Yy NI — 22T VSYS 2 T ABI2IE, &Ry N — 27 TN L= P
ZEVYTHNDED Ry T —7(& VSYS) AT OF B —FERETH LA HERL £,
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o #roB#IEBTTCommiiEBETHIL,

PA V) —XDOFETIE, HFXECTOKIZERL TRELZKTLTH, EITH D=7 17 (Running
Configuration) ~1ZV 7 /LZ A LIRSV ER Ay GUHIZE DR E TH CLIC L DR ECTH R KA AT LR E
ZAEE | T X H 5 (Candidate Configuration % Running Configuration <~ MREH25))7-®(21% Commit 2~ KD
33??7?%\%’6@—0

72 HA 2L COWAERE . 77T 47 3B TO Commit EITNIELLBIRbNDLE, FOEE Ry THEE
~Oar 747 LB RbIET,
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324 Y745 L—L3
KKERR D= 747 —arOflE FiloRLET,

(1) AT RAYF (AX3650S 2 BERAVI)DERE

¢ RFVFT7AY = RAY) BITETOHRTE HEERAUF3.22-(1)>
XIAA7F Alswitch 1) (ZREAvF @D OBE

A&V DR

(config)# stack enable

After this command execute, please save configuration
editing now in startup-config, and please reboot a
device.

Do you wish to continue ? (y/n): vy

ARV IREERMICRELET .
AVTAT =LAV DERERBEEENDBEBHZR T Avt
—UNRRENET DT IVIZAALES,

(config)# save
(config)# exit

# reload

VT4 L—3 FRBELT, av 74P L—avav U R E
— KOS EEEEEE—FIZCEYET,
EBEZFHTHEILET,

ARIYDRE

(config)# interface range tengigabitethernet
1/0/29-30

(config-if-range)# switchport mode stack
(config-if-range)# exit

HBEDAVNZRAYF ARAYFES )DL —HRyb(2 5D
I—RIZRBYIR—FERELET,

(config)# switch 1 priority 20

BEDAVNZAAYF ARMIF BB NDIRVELELES
20 [ZERELFETS

(config)# switch 2 provision 3650-24t6xw

AVNRAYF B DEBETILERELET,

(config)# interface range tengigabitethernet
2/0/29-30

(config-if-range)# switchport mode stack
(config-if-range)# exit

AVNRAYF BRAVFEE 2)DA—FRIbA0BTT—R
[CRAYIR—FERELET,

(config)# switch 2 priority 10

AUINAAYF BRRAYFEES 2JDTALEHELEE 10
HRELET,

(config)# save
(config)# exit

VT4 L—3 FRELT, av T4 L—arvav R E
— KOS EEEEEE—FICREYET,

AV INRALYF B (switch 2) KINYOTITARLYF (&) Y DRE

ATIVFBEDHTE

# set switch 2

The switch number was changed to 2.

When device restart, the change in the switch number
is reflected.

RAyFESE 2] ITHRELET,
AAVFESE EETHEBL-FEICRBRENET,
AITURITERATURTY . REEEBEET-FTRALW
&L,

A&V DR

(config)# stack enable

After this command execute, please save configuration
editing now in startup-config, and please reboot a
device.

Do you wish to continue ? (y/n): y

ARV BT EMITRELET
AVTAT =LAV DERRBEEENBESHZR YT Avt
—ONRRENFT DT, [VIZEAALET,

(config)# save
(config)# exit

# reload

VT4 L—3 FRELT, OV T4 L—arvav R E
— KL EEEEEE—FICREYET,
HEBEFYTHEHLET.
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AVINARLYF B (switch 2) INVOTITRALYF (1&Hl) ) DT

ARV DHE

(config)# interface range tengigabitethernet
2/0/29-30

(config-if-range)# switchport mode stack
(config-if-range)# exit

HBEDAVNRAYF BRAYFES 2)DA—H R ybf2 5D
I—RIZRAYIR—IERELET,

ARV DRE

(config)# switch 2 priority 1

AUNZRAYF BRAVFEE 2DIAZBREBEEE 11258
ELET,

(config)# save
(config)# exit

aAVI4TL—3 FRBELT, av 74P L—avav U R E
— KOS EEEEEE—FICEYET,

LIET A2y 7BATOREITTE T TT,

WIZ, A INAA T A LR INAAL T B DAK IR — a5 LTSN, AN AA T B SHEN CHEZEIL

T2 BDOAZy RS SN E T,

& RAVIRERIVIEREH)RDHE

C1 (AX3650S8-24T6XW) MOEEE
VRF DERFE

(config)# vrf definition 10
(config)# vrf definition 20
(config)# vrf definition 30

VRF10,20,30 Z{# 9 5 LEHRELFET,
<HEFERA13.2.2-(2)>

VLAN D& E

(config)# vlan 2,10,20,30-32,100-101,200-201,1000

AT S VLAN DREEZHHENET,

VLAN /2871 —ADERE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.1 255.255.0.0
(config-if)# exit

(config)# interface vlan 10
(config-if)# vrf forwarding 10
(config-if)# ip address 10.0.0.1
(config-if)# exit

255.255.255.0

(config)# interface vlan 20
(config-if)# vrf forwarding 20
(config-if)# ip address 20.0.0.1
(config-if)# exit

255.255.255.0

(config)# interface vlan 30
(config-if)# vrf forwarding 30
(config-if)# ip address 30.0.0.1
(config-if)# exit

255.255.255.0

(config)# interface vlan 31
(config-if)# vrf forwarding 30
(config-if)# ip address 31.0.0.1
(config-if)# exit

255.255.255.0

(config)# interface vlan 32
(config-if)# vrf forwarding 30
(config-if)# ip address 32.0.0.1
(config-if)# exit

255.255.255.0

VLAN2 [Z> AT LS EAIC VRFEZR TR FHFERALET,
VLANZ [ZEB®D IP PRLREHRELET,

VLAN10 [ZVRF10 TERALEYT . <tEERAF3.2.2-3)>
VLAN10 [ZIP PRLRZRELET,

VLAN20 [VRF20 CTERLET . <HEZERA > 13.2.2-3)>
VLAN20 [ZIP PRLREHRELE T,

VLAN30 [VRF30 TERALET . <HEZERA > 13.2.2-3)>
VLAN30 [ZIP PRLREHRELET,

VLAN31 [ZVRF30 TEALEYT . <tEERAF3.2.2-3)>
VLAN31 [ZIP PRLRZERELET,

VLAN32 [XVRF30 TERALET . <HEZERA > 13.2.2-(3)>
VLAN32 [ZIP PRLREHRELE T,
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C1 (AX3650S-24T6XW) DEE

(config)# interface vlan 100

(config-if)# vrf forwarding 10

(config-if)# ip address 192.168.0.1 255.255.255.0
(config-if)# exit

(config)# interface vlan 101

(config-if)# vrf forwarding 10

(config-if)# ip address 192.168.1.1 255.255.255.0
(config-if)# exit

(config)# interface vlan 200

(config-if)# vrf forwarding 20

(config-if)# ip address 192.169.0.1 255.255.255.0
(config-if)# exit

(config)# interface vlan 201

(config-if)# vrf forwarding 20

(config-if)# ip address 192.169.1.1 255.255.255.0
(config-if)# exit

(config)# interface vlan 1000
(config-if)# vrf forwarding 30
(config-if)# exit

VLAN100 [ZVRF10 THEALEY . <HEFERAF3.2.2-(3)>
VLAN100 [ZIP 7RL RERELET,

VLAN101 [EVRF10 TERLET . <HHZERAF3.2.2-3)
VLAN101 [ZIP PRLARZRELET,

VLAN200 [£VRF20 THALEY . <HEFERAF3.2.2-(3)>
VLAN200 [ZIP PRLRZRELET,

VLAN201 [EVRF20 TERLET . <HHZERAF3.2.2-(3)
VLAN201 [ZIP PRLRERELET,

VLAN1000 (& VRF30 TERALET A, IP PRLRFHZRELE
HA,

WER— 71— ADRE

R—FDEE

(config)# interface range gigabitethernet 1/0/1,
gigabitethernet 2/0/1

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 11 mode on

(config)# interface range gigabitethernet 1/0/2,
gigabitethernet 2/0/2

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 12 mode on

(config)# interface range tengigabitethernet 1/0/25,
tengigabitethernet 2/0/25

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 10 mode on

(config)# interface range tengigabitethernet 1/0/27,
tengigabitethernet 2/0/27

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 1 mode on

(config)# interface range tengigabitethernet 1/0/28,
tengigabitethernet 2/0/28

(config-if-range)# link debounce time ©
(config-if-range)# channel-group 2 mode on

R—k1/0/1 £R—b 2/0/1 (FEE A ERBIZTFYRILT L
—7 1 E#ERLET,

R—k1/0/2 £7R—b 2/0/2 (FEE A2 R ABIZF YR ILT L
—T 12 #HERLET,

R—k 1/0/25 ER—k 2/0/25 IFEE ST EERICF Yy RILY
IW—T10EBRLET,

R—k 1/0/27 ER—b 2/0/27 IEFW1 SR RIZF v RILT L
—TJ 1 EERLET, HEERAV3.2.2-(4)>

R—F 1/0/28 &R—k 2/0/28 I£FW2 HEERIZF ¥R ILT L
— 1 ZEHELET  <BERIU13.2.2-(4)>

R—FF¥RILDERTE

(config)# interface range port-channel 1-2
(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
2,10,20,30-32,1000

(config)# interface port-channel 10
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,30,1000

(config)# interface port-channel 11
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 2,100-101

(config)# interface port-channel 12
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 2,200-201

R—FFrvRIL 1 &2 FrSVsER—FEL
VLANZ2,10,20,3-32,1000 (DEE¥XEFRILET

R—kFx2JL 10 (L5 97R—kEL VLAN2,10,20,30,1000
DIRREEHTALET .

R—kFr )L 11 [FhS9R—REL VLAN2,100-101 D ERE
EHAILET,

R—FFrIL 12 (XS5 H7R—bEL VLAN2,200-201 DRk
EHAILET,
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C1 (AX3650S-24T6XW) DEXE
FIFILML—FDERE

(config)# ip route vrfle 0.0.0.0 0.0.0.0 10.0.0.10
(config)# ip route vrf20 0.0.0.0 0.0.0.0 20.0.0.10

(config)# ip route vrf30 0.0.0.0 0.0.0.0 30.0.0.10

VRF10 TOT 74 ILML—FERELET,
VRF20 TOT 74 IILMIL—FERELET,

VRF30 TOT 74 ILMIL—FEERELET,

EEQYE—MEEICE T HHTE

(config)# logging host 172.255.0.200
(config)# line vty © 1

syslog BEBARAREIBELET,
telnet [CkBO5 AV EHALET,

(2) J—/\AF7ITERARLYF (AX2530S)DE&TE
S1 (AX2530S-24T4X) Os%E
RINZDTY)—DERTE

(config)# spanning-tree disable

AX V)—XTIETIAILET PVST+ONERIIZH->TLNS T
H.INELELFETS,

VLAN D&

(config)# vlan 2,10,20,30,1000

| RT3 VLAN DREEBAVNET,

VLAN A28 71—RADERE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.5 255.255.0.0

VLAN2 (I AT LEBRAICERLET,
VLAN2 [ZIP PRLRZRELET,

MER— 271 —ADRE

R—FDEE

(config)# interface range tengigabitethernet 0/27-28
(config-if-range)# link debounce time ©
(config-if-range)# channel-group 1 mode on

0/1-4
10

(config)# interface range gigabitethernet
(config-if-range)# switchport access vlan

0/5-8
20

(config)# interface range gigabitethernet
(config-if-range)# switchport access vlan

0/9-12
30

(config)# interface range gigabitethernet
(config-if-range)# switchport access vlan

(config)# interface gigabitethernet 0/20
(config-if)# switchport access vlan 1000

(config)# interface gigabitethernet 0/24
(config-if)# switchport access vlan 2

R—k 0/27-28 [TEE C1 EHEAICFYRILINL—T1 %
BRLET,

R—k 0/1-4 [ZBAFERO—HILH—/ N EHAIZ VLANIO D
FTHORAR—,ELTHBLET .

R—k 0/5-8 [ZHEFEER O —HILH—/ NEH R IZ VLAN20 D
FHORAR—FELTHRLET .

R—bk 0/9-12 (L5 ERABAY—/ \$EKEAIZ VLAN3O D75
TRR—hELTHERLET .

R—b 0/20 (F4VERFEHE RIS VLAN1000 D7 RAR—b&
LTERLET,

R—h 0/24 (FPRT LEE PC #EHAIC VLAN2 D79
AR—bELTHRLET,

R—FF¥RILDERTE

(config)# interface port-channel 1
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,30,1000

R—FFr2IL 1 (XS5 97R—R &L VLAN2,10,20,30,1000 D
Bk EEFAILET,

FEQVE—LEHICEHTIRE

(config)# logging host 172.255.0.200
(config)# line vty @0 1

syslog IEEVARRAMEIEELET .
telnet [ZkBOT AU EHALET,
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(3) IWKRPCH7ZIEARAYF (AX1240S)DEXTE)
A1 (AX1240S-24T2C) DixE
ARINZDTI)—DHLE

(config)# spanning-tree disable

AX V) —XTIXTFIAHILLT PVST+RBEEL>TWET
MNOFT R ET BGE X ENMELET,

VLAN D&

(config)# vlan 2,100-101

| T3 VAN DBREESHVET,

VLAN /2871 —ADERE

(config)# interface vlan 2
(config-if)# ip address 172.255.1.1 255.255.0.0

VLAN2 # R T LEBRAICERT SO ZEEDIP PRLX
ERELET,

MBAR— A2 T7T—ADERTE

R—FDEE

(config)# interface range gigabitethernet 0/25-26
(config-if-range)# link debounce time ©
(config-if-range)# channel-group 1 mode on

(config)# interface range fastethernet 0/1-12
(config-if-range)# switchport access vlan 100

(config)# interface fastethernet 0/13-24
(config-if-range)# switchport access vlan 101

R—h 0/25-26 (B C1 THFAICF v RIILTIL—T 1 248
BLET,

R—b 0/1-12 (X%t A THK PC DT AU 1 KRS
VLAN100 D7t A R—rELTHERLET,

R—bk 0/13-24 [T£%t A IR PC DT AUk 2 #EHERAIC
VLAN101 D7t RAR—rELTHERLET,

R—FFrRILDETE

(config)# interface port-channel 1
(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 2,100-101

R—FFrIL 1 [FFS297R—REL VLAN2,100-101 DERE
EHAILET,

FEDYE—FEHICEY HRE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog IREVARRAMEIEELET
telnet [CkBO5 AU EHALET,

TEE Bl O EITEHAT5 VLAN ID SEEE T RL AN R LISMNIEEE Al OFELFETT,
(VLAN:100-101—200-201, #&{& 7 RL-2:172.255.1.1—172.255.2.1)
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4) FPAT9+—IL (PAL)—X)DHRE

PA S U—XTHA Rk Z TS . T/ T 47 L4 AR I CHAR EL B> THBXET,
FW1 (PA-5060:727717 ) D%E

CLI

GUI (BEE DO FI13.1.44)%FSEIZELY)

HACTT R R) DERE

HA1 TRE&AIZ Ethernet 12201 —RICHA 1801 —REERTE

# set network interface ethernet
ethernetl/12 ha

[Network] > [Interfaces] >[Ethernet] 2 7 H &
Interface — ethernet1/12 #1R T Ethernet Interface
[Interface Type] HA

<OK>

REIAVED

Irtmef e Natem

Interface Type WA -
Commert

Al aneed

Lindk Enfo

HA Z&&3E

# set deviceconfig high-availability
enabled yes

# set deviceconfig high-availability
group 1 mode active-passive

# set
group

deviceconfig high-availability
1 peer-ip 1.1.1.2

# set
group

deviceconfig high-availability
1 peer-ip-backup 2.2.2.2

# set deviceconfig high-availability
group 1 configration-synchronization
enabled yes

# set deviceconfig high-availability
group 1 election-option
device-priority 10

# set deviceconfig high-availability
interface hal port dedicated-hal
ip-address 1.1.1.1 netmask
255.255.255.0

# set deviceconfig high-availability
interface hal-backup port ethernetl/12
ip-address 2.2.2.1 netmask
255.255.255.0

# set deviceconfig high-availability
interface ha2 port dedicated-ha2

[Device] >[High Availability]>[General]#J & &
-Setup BRE VAR

[Enable HAIIZFzv%

[Group ID] 1

[Mode] Active Passive

[Peer HA1 IP Address] 1.1.1.2

[Backup Peer HA1 IP Address] 2.2.2.2

[Enable Config SynclIZFx w4

<OK>

*Election SettingsSXREI AV R™ <HEEARA213.2.3-3)>
[Device Priority] 10
<OK>

: Control Link(HA1) = Primary 52> Ry

[Port] dedicated—hal(Dedicated out of band HA1 interface)
[IP Address] 1.1.1.1

[Netmask] 255.255.255.0

<OK>

*Control Link(HA1) — BackupER AR R4 F3.2.3-(2)>
[Port] ethernet1/12

[IP Address] 2.2.2.1

[Netmask] 255.255.255.0

<OK>

*Data Link(HA2)EZ7E - Primary RED AR

[Port] dedicated—ha2(Dedicated out of band HA2 interface)

<OK>
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1

active-passive
1112
2222

GroupID 1
Description
Maode (® Active Passive
Peer HAL IP Address 1,1,1.2

Backup Peer HAL IP Address | 2,2,2,2

[ Enable HA

[ Enable Config Sync

) Active Active

VOEZZYT DRTE

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX interface

[ ethernetl/23 ethernetl/24 ]

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX enabled yes

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX failure-condition all

[Device] >[High Availability] > [Link and Path Monitoring] 4~ E H&
*[Link Group]IZT[Add] - Link Group 28 A >F™

[Name] toAX

[Enabled][ZF v

[Failure Condition] all

[Interfaces A] ethernet1/23, ethernet1/24 % Add
<OK>

Enabled

all

Group Falure Condtion

HAdd Link Group ®
Hae | toaX_IF
[ Enabled
Failure Condition | all -
Interface &
¥
[T " ethernet1j2s
[2] "ethernet 24
Harme Type
Add virtual wire [T Add WLAN (7] Add vird
[Fladd (=)pelete

Interfaces

Dastin

N=F v AT L(VSYS)ERADRE

N—FI)ILORATLOFEAZRTEL. commitL TREE R GEEAR113.2.2-(9)>

X—BHquitLARL—>3FILE—F&LY
RE

> set system setting multi-vsys on
> configure

# commit

[Device] >[Setup]>[Management] 27 &l &
*General Settings XREI AR

[Multi Virtual System Capability]|IZFxv%
<OK>

BEAL & Commit  %41)ws
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& 4 O Bt amsmzng A

commit (FCZT

cclcFzvy

ABDT—ADHRE

Aggregate Ethernetf A7t —REHE L URTE <HEEAR A 13.2.2-(5)>

#tset network interface
aggregate-ethernet ael

#set network
ethernetl/23

#tset network
ethernetl/24

layer2

interface ethernet
aggregate-group ael

interface ethernet
aggregate-group ael

[Network] > [Interfaces] > [Ethernet] 27 EIE

-[Add Aggregate Group] T AggregateGroup 3XE MK
[Interface name] ae 1

<OK>

-Interface — ethernet1/23 1R T Ethernet Interface EXEI MK
[Interface name] ael

[Interface Type] Aggregate Ethernet

<OK>

-Interface — ethernet1/24 Z{R T Ethernet Interface BXE VAR
[Interface name] ael

[Interface Type] Aggregate Ethernet

<OK>

A5 FEA > 27x—RX(Layer2 Subinterface)fEREH L U ERE

#tset network interface

aggregate-ethernet ael layer2 units

ael.1l tag 10

#set network interface
aggregate-ethernet ael
ael.2 tag 20

#set network interface
aggregate-ethernet ael
ael.30 tag 30

#tset network interface
aggregate-ethernet ael
ael.31 tag 31

#set network interface
aggregate-ethernet ael
ael.32 tag 32

#set network interface
aggregate-ethernet ael
ael.1000 tag 1000

#tset network interface
aggregate-ethernet ael
ael.9002 tag 2

layer2

layer2

layer2

layer2

layer2

layer2

units

units

units

units

units

units

[Network] > [Interfaces] > [Ethernet] 27 EIE

:[Add Layer2 Subinterface] T Layer2 Subinterface EXE 1K™
[Interface name] ael 1 (Interface F=ael.1 t7B)

[Tag] 10

<OK>

B E[Add Layer? Subinterface] T Layer2 Subinterface SR A K™
[Interface name] ael 2 (Interface £F=ael.2 *743)

[Tag] 20

<OK>

B E[Add Layer2 Subinterface] T Layer2 Subinterface XE A K™
[Interface name] ael 30 (Interface £=ae1.30 £7538)

[Tag] 30

<OK>

- B E[Add Layer2 Subinterface] T Layer2 Subinterface s E A K™
[Interface name] ael 31 (Interface £ =ael.31 L74B)

[Tag] 31

<OK>

B E[Add Layer2 Subinterface] T Layer2 Subinterface XA K™
[Interface name] ael 32 (Interface £=ael.32 £7538)

[Tag] 32

<OK>

- B E[Add Layer2 Subinterface] T Layer2 Subinterface EXE A F™
[Interface name] ael 1000 (Interface £ =ael.1000 L78)

[Tag] 1000

<OK>

- B E[Add Layer2 Subinterface] T Layer2 Subinterface i E7 A F™
[Interface name] ae1l 9002 (Interface £ =ael.9002 t7:3)

[Tag] 2

<OK>
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VLAN 1230 —ADEREETE

#tset network interface vlan units
vlan.1l ip 10.0.0.10/24

#tset network interface vlan units
vlan.2 ip 20.0.0.10/24

#tset network interface vlan units
vlan.30 ip 30.0.0.10/24

#tset network interface vlan units
vlan.31 ip 31.0.0.10/24

#tset network interface vlan units
vlan.32 ip 32.0.0.10/24

#tset network interface vlan units
vlan.1000 ip 100.0.0.10/24

#tset network interface vlan units
vlan.9002 ip 172.255.0.10/16

[Network] > [Interfaces]>[VLAN]#7 E &
:[Add] T VLAN interface ZRE 7/ K™
Config 7

[Interface Name] vlan 1
IPva 50

[Type] Static

[Add] T IPv4 7KL X 10.0.0.10/24

(VLAN Interface £=vian.1 £7%3)

<OK>
* B E[Add]T VLAN interface SREAF™
Config 270
[Interface Name] vian 2 (VLAN Interface £=vian.2 L73)
IPv4 57

[Type] Static

[Add] T IPv4 7KL X 20.0.0.10/24
<OK>
B E[Add] T VLAN interface ERED AR
Config 27

[Interface Name] vlan
IPv4 2T

[Type] Static

[Add] T IPv4 7KL X 30.0.0.10/24
<OK>
* B E[Add]T VLAN interface SXEAF™
Config 27

[Interface Name] vlan 31
IPv4 57

[Type] Static

[Add] T IPv4 7KL X 31.0.0.10/24
<OK>
B E[Add] T VLAN interface ERED AR
Config 7

[Interface Name] vlan
IPv4 57

[Type] Static

[Add]TIPv4 7KL X 32.0.0.10/24
<OK>
B E[AJd] T VLAN interface ERED AR
Config 27

[Interface Name] vlan
IPv4 2T

[Type] Static

[Add] T IPv4 7KL X 100.0.0.10/24
<OK>
* B E[Add]T VLAN interface SRE MK
Config 27

[Interface Name] vlan
IPv4 57

[Type] Static

[Add] T IPv4 7KL X 172.255.0.10/16
<OK>

30 (VLAN Interface £=vian.30 t7438)

(VLAN Interface £&=vian.31 t73)

32  (VLAN Interface £=vian.32 t748)

1000 (VLAN Interface & =vilan.1000 t753)

9002 (VLAN Interface & =vlan.9002 +7:3)
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VLAN Interface

Eterfuce Nara

Nt Frafle Hore -

TR

VLAN D 1ERL

#tset network vlan VLAN1@s interface
ael.l virtual-interface interface
vlan.1l 13-forwarding yes

#tset network vlan VLAN2@s interface
ael.2 virtual-interface interface
vlan.2 13-forwarding yes

#tset network vlan VLAN3@s interface
ael.30 virtual-interface interface
vlan.30 13-forwarding yes

#tset network vlan VLAN31ls interface
ael.31 virtual-interface interface
vlan.31 13-forwarding yes

#tset network vlan VLAN32s interface
ael.32 virtual-interface interface
vlan.32 13-forwarding yes

#tset network vlan VLAN10©9s interface
ael.1000 virtual-interface interface
vlan.1000 13-forwarding yes

#tset network vlan MGT-VLAN interface
ael.9002 virtual-interface interface
vlan.9002

[Network] >[VLANs]4 7 E &
-[Add]T VLAN BREVA K™
[Name] VLAN10s

[VLAN Interface] vlan.1

[L3 Forwarding Enabled]IZFxv%
[Interfaces A] ael.1 % Add

<OK>

- E[Add] T VLAN
[Name] VLAN20s
[VLAN Interface] vlan.2

[L3 Forwarding Enabled]IZFxv%
[Interfaces A] ae1.2 % Add

<OK>

- E[Add] T VLAN
[Name] VLAN30s
[VLAN Interface] vlan.30

[L3 Forwarding Enabled][ZFTv%
[Interfaces A] ae1.30 % Add
<OK>

- E[Add] T VLAN
[Name] VLAN31s
[VLAN Interface] vlan.31

[L3 Forwarding Enabled][ZFTv%
[Interfaces A] ae1.31 & Add
<OK>

- B E[Add]T VLAN
[Name] VLAN32s
[VLAN Interface] vlan.32

[L3 Forwarding Enabled]IZFxv%
[Interfaces A] ae1.32 % Add
<OK>

- E[Add] T VLAN
[Name] VLAN1000s
[VLAN Interface] vlan.1000

[L3 Forwarding Enabled]IZFxv%
[Interfaces A] ae1.1000 % Add
<OK>

- E[Add]T VLAN
[Name] MGT-VLAN
[VLAN Interface] vlan.9002
[Interfaces A] ae1.9002 % Add
<OK>

REIAVRD

REIAVRD

REIAVRD

REVAVED

REIAVRD

REIAVRD

Copyright © 2013, ALAXALA Networks Corporation. All rights reserved.




AX& /BT VAR NI —T A PA VY —X X a7 R NI —I Y ) a—vay VAT AMEGEITAR (FIK)

e O]
\‘.Hllltr::: ::\N:
S e
[F)Add [~ wdetn [F)Add. [~ il
w—rm—
Layer3 4242 1—RARABERBRIO77MILDERTE <SR F323-(1)
EEOUVE—IMEERTOI7MILORE
{#set network profiles ) [Network] >[Network Profiles]-[Interface mgmt] EIE
interface-management-profile -[Add] T Interface Management Profile XA K™
remote-mgmt ping yes telnet yes http yes [Name] remote-mgmt
ITEES H25 Permitted Services FIM[Pingl[TenetHTTPIHTTPSIZE.
WELBEBICFIYY
[Permitted IP Address] WE(ZIGU T, HFrl 9 HRAME=(X
IR —OFRLR%EEMN
<OK>
Faivam TEresm ——— e
& & @ Do ; r o A

e NR211 . o HE-331 1) NG ] . # ISIOETO-FRNE X

[Network] > [Interfaces]>[VLANIZ T EH

. . *[Interface] LA F vlan.9002 Z3E4R T VLAN interface B¥E VAR
#tset network interface vlan units Advanced 27 -OtherInfo 475

vlan.9002 interface-management-profile

remote-mgmt [Management Profile] remote—mgmt

[ T s
L DTSN o A

e V0H-311 -] wla 10031 1) g e 1B & 8 WIHVTO-FIRT X
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Layer3 /227 x—R% ping b EFAI LT H/TE WEIZKLT)

#set network profiles
interface-management-profile
ping _allow ping yes

(vlan.30~MD&REH)

#set network interface vlan units
vlan.30 interface-management-profile
ping allow

[Network]>[Network Profiles]-[Interface mgmt] EHE
-[Add] T Interface Management Profile XA K™
[Name] ping_allow
Permitted Services NMD[Pingl[CFTvs
<OK>

e

CDHBFELIFE. Layer3 ELT=A AT —AMD[Advanced]-[Other Info] 3T
LU C[Management Profile] T ping_allow AVEIRTEBELIIZH 5716,
ping IS ESE =LY Layer3 /A7 —ACEHEEIRT 5,

VSYS1 (RAFEM AT LRIZAT 24— IL)DERTE

VSYS Z4ERk

#tdelete vsys vsysl import network
interface ethernetl/12

#tset vsys vsysl import network
interface [ ael.1 ael.31 vlan.1
vlan.31 ]

[Device]>[Virtual Systems] EIH

[Add] T vsys REVA R

[ID] 1

General #7 - [InterfacesA] ael.1, ae1.31, vlan.1, vlan.31 % add
<OK>

RAEIL—E2ERTE GBERA13.2.3-6)>

#tset network virtual-router sysl rt
interface [ vlan.1 vlan.31 ]
routing-table ip static-route default
destination 0.0.0.0/0 nexthop
ip-address 31.0.0.254

[Network] > [Virtual Routers] TEITE
«[Add] T Virtual Router EXEIA K™
General 47
[Name] sys1_rt
[Interfaces A] vlan.1, vlan.31 % Add
Static Routes 47 - IPv4 270
[Add] T Virtual Router — Static Route — IPv4 EXEI AR
[Name] default
[Destination] 0.0.0.0/0
[Next Hop] IP Address Z:&RL. TDT1Z 31.0.0.254 A
<OK>
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#set network virtual-router sysl_rt
routing-table ip static-route A-TERM1
destination 192.168.0.0/24 nexthop
ip-address 10.0.0.1

#tset network virtual-router sysl rt
routing-table ip static-route A-TERM2
destination 192.168.1.0/24 nexthop
ip-address 10.0.0.1

#set vsys vsysl import network
virtual-router sysl rt

BHE [Add]T Virtual Router — Static Route — IPv4 SR/ K™

[Name] A-TERM1
[Destination] 192.168.0.0/24

[Next Hop] IP Address Z3&{RL. FTMDTIZ 10.00.1 AA

<OK>

HJE [Add]T Virtual Router — Static Route — IPv4

[Name] A-TERM2
[Destination] 192.168.1.0/24

REIAUED

[Next Hop] IP Address Z:&RL. TDFT1Z10.0.0.1 AH

<OK>
<OK>

[Device]l >[Virtual Systems] EIE
-vsys1 ZER

General #7 - [Virtual RoutersA] sys1_rt % add

<OK>

V—UBRE <HEERAH3.23-(6)>

#set vsys vsysl zone vsysl trust
network layer3 vlan.1

#set vsys vsysl zone vsysl untrust
network layer3 vlan.31

[Network]>[Zones] EIE
*[Add] T Zone FEIA KD
[Name] vsys1_trust
[Location] vsys1

[Type] Layer3

[Interfaces A] vlan.1 & add
<OK>

B E[Add] T Zone BREIAED
[Name] vsys1_untrust
[Location] vsys1

[Type] Layer3

[Interfaces A] vlan.31 # add
<OK>
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X 1UT4(T1IVR)ERE

#set vsys vsysl rulebase security rules
any_allow from any to any

#set vsys vsysl rulebase security rules
any_allow source any destination any

#set vsys vsysl rulebase security rules
any_allow application any service any
action allow

[Policies]>[Security] [EJ@ - [Virtual System] vsys1 3#EiR
:[Add] T Security Policy Rule B2 E7 1K™
General 27
[Name] any_allow
Source 27
Source Zone XU Source Address D ED[AnylIZFT v
Destination 27
Destination Zone M L [Any]i#iR
Destination Address M _E[Any]IZFTvY
Actions %7
Action Setting [Action] allow

<OK>
CEC- ]

- C D 72ss010/e -

NAT 7R —migm

#tset vsys vsysl rulebase nat rules
A-ext_nat to vsysl untrust from
vsysl_ trust

#tset vsys vsysl rulebase nat rules
A-ext_nat source any destination any
service any

#set vsys vsysl rulebase nat rules
A-ext_nat source-translation
dynamic-ip-and-port interface-address
interface vlan.31

[Policies]>[NAT] E@E - [Virtual System] vsys1 FEiR
:[Add] T NAT Policy Rule XA K™
General 27
[Name] A-ext_nat
Original Packet 27
[Source Zone] vsys1_trust % Add
[Destination Zone] vsys1_untrust
[Service] Any
[Source Address] Any [ZFTv9
[Destination Address] Any [ZF T4
Translated Packet 27
[Translation Type] Dynamic IP and Port
[Address Type] Interface Address
[Interface] vlan.31
[IP Adress] 31.0.0.10/24

<OK>
.- |

* ¢ Drzssmo ' oA
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VSYS2 (BFHE AT LRIZATI4—IL)DERTE

VSYS Z4ERL

#set vsys vsys2 import network
interface [ ael.2 ael.32 vlan.2
vlan.32 ]

[Device] >[Virtual Systems] EIE

[Add] T vsys BREVAFD

[ID] 2

General A7 - [Interfaces A] ael.2, ae1.32, vlan.2, vlan.32 % add
<OK>

R —E2ERTE GBERA13.2.3-6)>

#tset network virtual-router sys2 rt
interface [ vlan.2 vlan.32 ]
routing-table ip static-route default
destination 0.0.0.0/0 nexthop
ip-address 32.0.0.254

#tset network virtual-router sys2 rt
routing-table ip static-route B-TERM1
destination 192.169.0.0/24 nexthop
ip-address 20.0.0.1

#tset network virtual-router sys2 rt
routing-table ip static-route B-TERM2
destination 192.169.1.0/24 nexthop
ip-address 20.0.0.1

#set vsys vsys2 import network
virtual-router sys2 rt

[Network] > [Virtual Routers] TEITE
*[Add] T Virtual Router R/ K™
General 47
[Name] sys2_rt
[Interfaces A] vlan.2 vlan.32 % Add
Static Routes 47 - IPv4 270
[Add] T Virtual Router — Static Route — IPv4 SR/ K™
[Name] default
[Destination] 0.0.0.0/0
[Next Hop] IP Address Z:&RL . TMDT(< 32.0.0.254 A%
<OK>
BJE [Add]T Virtual Router — Static Route — IPv4 5 EI 1K™
[Name] B-TERM1
[Destination] 192.169.0/24
[Next Hop] IP Address Z:#4RL. TD1TIZ 200.0.1 AH
<OK>
B [Add]T Virtual Router — Static Route — IPv4 ZRTEI AR
[Name] B-TERM2
[Destination] 192.1691.0/24
[Next Hop] IP Address Z:#4RL. TDITIZ 200.0.1 AK
<OK>
<OK>
[Device]>[Virtual Systems] EIH
svsys1 Z3EIR
General #7 - [Virtual Routers A] sys2rt & add
<OK>

J—UBRTE <HEERA1H3.23-(6)>

#set vsys vsys2 zone vsys2_trust
network layer3 vlan.2

#set vsys vsys2 zone vsys2_untrust
network layer3 vlan.32

[Network] >[Zones] T
-[Add] T Zone FREVAUED
[Name] vsys2_trust
[Location] vsys2

[Type] Layer3

[Interfaces A] vlan.2 % add
<OK>

- B EE[Add] T Zone BREIAVKRY
[Name] vsys2_untrust
[Location] vsys2

[Type] Layer3

[Interfaces A] vlan.32 % add
<OK>

EXAVT1OV R EERTE

#set vsys vsys2 rulebase security rules
any_allow from any to any

#set vsys vsys2 rulebase security rules
any_allow source any destination any

#set vsys vsys2 rulebase security rules
any_allow application any service any
action allow

[Policies]>[Security] EIE - [Virtual System] vsys2 &R
-[Add] T Security Policy Rule 57 A K™
General 47
[Name] any_allow
Source 27
Source Zone B LU Source Address D ED[AnylIZFT v
Destination 27
Destination Zone 0 _t[Anyl;#iR
Destination Address M _E[Any]lIZFTvH
Actions 27
Action Setting [Action] allow
<OK>

Copyright © 2013, ALAXALA Networks Corporation. All rights reserved.

61




AX& RSB T NV FR Y NI =T A PA LY —R X aT AR T =7 ) a—ay VAT IERETAR (FIR)

NAT RYS—miam

#set vsys vsys2 rulebase nat rules
B-ext_nat to vsys2 untrust from
vsys2_trust

#tset vsys vsys2 rulebase nat rules
B-ext_nat source any destination any
service any

#tset vsys vsys2 rulebase nat rules
B-ext_nat source-translation
dynamic-ip-and-port interface-address
interface vlan.32

[Policies]>[NAT] ®E - [Virtual System] vsys2 R
-[Add]T NAT Policy Rule X7 AR
General 47
[Name] B—ext_nat
Original Packet 27
[Source Zone] vsys2_trust % Add
[Destination Zone] vsys2_untrust
[Service] Any
[Source Address] Any [ZFTv9
[Destination Address] Any [ZTF T
Translated Packet 27
[Translation Type] Dynamic IP and Port
[Address Type] Interface Address
[Interface] vlan.32
[IP Adress] 32.0.0.10/24
<OK>

VSYS3 (S ERIEBED TFA T I4—IL)DER

[—]

3

VSYS Z4ERL

#tset vsys vsys3 import network
interface [ ael.30 ael.1000 vlan.30
vlan.1000 ]

[Device]>[Virtual Systems] EIH

[Add] T vsys REVA R

[ID] 3

General #7 - [Interfaces A] ae1.30, ae1.1000, vlan.30, vlan.1000 % add
<OK>

RAEIL—E2ERTE GBERA13.2.3-6)>

#tset network virtual-router sys3 rt
interface [ vlan.30 vlan.1000 ]
routing-table ip static-route default
destination 0.0.0.0/0 nexthop
ip-address 100.0.0.254

#tset network virtual-router sys3 rt
routing-table ip static-route A-INTRA
destination 31.0.0.0/24 nexthop
ip-address 30.0.0.1

#tset network virtual-router sys3 rt
routing-table ip static-route B-INTRA
destination 32.0.0.0/24 nexthop
ip-address 30.0.0.1

#set vsys vsys3 import network
virtual-router sys3_rt

[Network] > [Virtual Routers] [E[mE
:[Add] T Virtual Router ERE MK
General 47
[Name] sys2_rt
[Interfaces A] vlan.30 vlan.1000 % Add
Static Routes #7 - IPv4 27
[Add] T Virtual Router — Static Route — IPv4 ZREIA K™
[Name] default
[Destination] 0.0.0.0/0
[Next Hop] IP Address Z3#4RL ., TM4TIZ 100.0.0.254 A7
<OK>
B [Add]T Virtual Router — Static Route - IPv4 BREI /R
[Name] A-INTRA
[Destination] 31.0.0.0/24
[Next Hop] IP Address Z:#4RL. TD1TIZ 30.00.1 AA
<OK>
BE [Add]T Virtual Router — Static Route — IPv4 ERE AR
[Name] B-INTRA
[Destination] 32.0.0.0/24
[Next Hop] IP Address Z#RL. FTD1TIZ 30.00.1 AA
<OK>
<OK>
[Device]>[Virtual Systems] EIH
-vsys1 ZER
General #7 - [Virtual RoutersA] sys3_rt # add
<OK>

J—UFBRE <HESERAVH3.23-(6)>

#set vsys vsys3 zone vsys3_trust
network layer3 vlan.30

[Network]>[Zones] EIE
*[Add]T Zone BXEIAF
[Name] vsys3_trust
[Location] vsys3

[Type] Layer3

[Interfaces A] vlan.30 # add
<OK>
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#set vsys vsys3 zone vsys3_untrust
network layer3 vlan.1000

B EE[Add] T Zone FREIAKRY
[Name] vsys3_untrust

[Location] vsys3

[Type] Layer3

[Interfaces A] vlan.1000 % add
<OK>

X aUT1(T1ILR)EERTE

#set vsys vsys3 rulebase security rules
any_allow from any to any

#set vsys vsys3 rulebase security rules
any_allow source any destination any

#set vsys vsys3 rulebase security rules
any_allow application any service any
action allow

[Policies]>[Security] EIE - [Virtual System] vsys3 &R
-[Add] T Security Policy Rule 57 A K™
General 47
[Name] any_allow
Source 27
Source Zone B LU Source Address D ED[AnylIZF v
Destination 27
Destination Zone M _E[AnyliEiR
Destination Address M _E[Any]lIZFTvH
Actions 27
Action Setting [Action] allow
<OK>

NAT RYS—mDiam

#tset vsys vsys3 rulebase nat rules
Ext_nat to vsys3 untrust from
vsys3_trust

#tset vsys vsys3 rulebase nat rules
B-ext_nat source any destination any
service any

#set vsys vsys3 rulebase nat rules
Ext_nat source-translation
dynamic-ip-and-port interface-address
interface vlan.1000

[Policies]>[NAT] ®E - [Virtual System] vsys3 R
-[Add] T NAT Policy Rule X7 K
General 47
[Name] Ext_nat
Original Packet 27
[Source Zone] vsys3_trust % Add
[Destination Zone] vsys3_untrust
[Service] Any
[Source Address] Any [ZFTv9
[Destination Address] Any [ZFxTv%
Translated Packet 27
[Translation Type] Dynamic IP and Port
[Address Type] Interface Address
[Interface] vlan.1000
[IP Adress] 100.0.0.10/24
<OK>

VSYS9 (L RTLEHMA VSYS)DE&TE

VSYS Z4ERk

#set vsys vsys9 import network interface |[Device]l >[Virtual Systems] EIE

[ ael1.9002 vlan.9002 ]

*[Add] T vsys BREDA K™

[ID] 9

General #7 - [Interfaces A] ae1.9002, vlan.9002 % add
<OK>

RIEIL—E2ERTE <HEERA213.1.3-6)>

#tset network virtual-router sys2 rt
interface [ vlan.9002 ]

#set vsys vsys9 import network
virtual-router mgt_rt

[Network] > [Virtual Routers] ETE
*[Add] T Virtual Router EXEV A K™
General 37

[Name] mgt_rt

[Interfaces A] vlan.9002 % Add
<OK>

[Device] >[Virtual Systems] EIE

-vsys9 ZER

General #7 - [Virtual Routers A] mgt_rt % add
<OK>
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V—UBRE GEERAUH3.1.3-6)>

#set vsys vsys9 zone mgt-zone network
layer3 vlan.9002

[Name] mgt-zone
[Location] vsys9
[Type] Layer3

<OK>

[Network]>[Zones] [EmE
*[Add]T Zone EREV AR

[Interfaces A] vlan.9002 % add

X 1UT4(T1IVR)ERE

#set vsys vsys9 rulebase security rules

[Policies]>[Security] M - [Virtual System] vsys9 3E1R

any_allow from any to any *[Add] T Security Policy Rule sX AR
#set vsys vsys9 rulebase security rules Gen[e'\;’al 9]7 I
any_allow source any destination any ame/ any_aflow

Source 27

#set vsys vsys9 rulebase security rules
any_allow application any service any
action allow

Source Zone B &V Source Address @D ED[Any]IZFT VS
Destination 47

Destination Zone M _E[Any]i#EiR

Destination Address M _E[AnylIZFTvo
Actions %7

Action Setting [Action] allow

<OK>

VSYSEEI—HYDiEM (BEITHLT) <HERS3.23-0)>

VSYS1 EEI1—HDEM

#set mgt-config users sysl-admin
permissions role-based vsysadmin
localhost.localdomain vsys vsysl

#set mgt-config users sysl-admin password
Enter password : sysl-admin/H/VX'T—R
Confirm password : &5—F/VXT—FAZ

[Device]l >[Administrators] [EIMH

:[Add] T Administrator XTI
[Name] sys1—-admin
[Password] sys7-admin FH/ VX T—F
[Confirm password] &5 —/ZF/YX T—FA L
[Virtual system administrator]Z&1R
[Virtual System] vsys1 % Add

<OK>
Faw=  C———————
- ¢ D17225850107% + : A

Tare
Susthariteater Brofis | Nene
Lty et exvifieste ausheriidate, (e
Fasmerd | siassens
Confrm s | coaesss
Use Pubic Wy Authencation (551}
sl () Dynaesc () e Raeed

Vet sptrre adkenret

Virtual Syssem o

ala 1311 4 ¥EI0FLO-FERT X

BRENABDORM <EFERSF3.2.3-(9)>

# commit

EmAL Igl Commit =9y
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fe VT 7 U 225 E D
FW2 (PA-5060:/vv7fll) OERE
CLI

ME=3
VL

- L

RE"~ AL AEE L T RN LA T OINCRELE T,

GUI

HA O E

HA1 Tt R4 (< Ethernet 12471 —X

ITHA A28 01— RERTE

# set network interface ethernet
ethernetl/12 ha

[Network] > [Interfaces] > [Ethernet] 27 EIE
Interface — ethernet1/12 jZE{R T Ethernet Interface
[Interface Type] HA

<OK>

REIAVED

HA Z&%%E

# set deviceconfig high-availability
enabled yes

# set
group

deviceconfig high-availability
1 mode active-passive

# set
group

deviceconfig high-availability
1 peer-ip 1.1.1.1

# set
group

deviceconfig high-availability
1 peer-ip-backup 2.2.2.1

# set deviceconfig high-availability
group 1 configration-synchronization
enabled yes

# set deviceconfig high-availability
group 1 election-option
device-priority 10

# set deviceconfig high-availability
interface hal port dedicated-hal
ip-address 1.1.1.2 netmask
255.255.255.0

# set deviceconfig high-availability
interface hal-backup port ethernetl/12
ip-address 2.2.2.2 netmask
255.255.255.0

# set deviceconfig high-availability
interface ha2 port dedicated-ha2

[Device] >[High Availability]>[General]2 7 & &
“Setup FXETAUED

[Enable HA]IZFTvs

[Group ID] 1

[Mode] Active Passive

[Peer HA1 IP Address] 1.1.1.1

[Backup Peer HA1 IP Address] 2.2.2.1

[Enable Config SynclIZF vy

<OK>

-Election Settings 3XxE A F™
[Device Priority] 10
<OK>

- Control Link(HA1) - Primary 2™ A K™

[Port] dedicated—hal(Dedicated out of band HA1 interface)
[IP Address] 1.1.1.2
[Netmask] 255.255.255.0
<OK>

- Control Link(HA1) - Backup SRE 1K™
[Port] ethernet1/12

[IP Address] 2.2.2.2

[Netmask] 255.255.255.0

<OK>

-Data Link(HA2)5%%E - Primary BREV AR

[Port] dedicated—ha2(Dedicated out of band HA2 interface)
<OK>

V=BT DRTE

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX interface

[ ethernetl/23 ethernetl/24 ]

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX enabled yes

#tset deviceconfig high-availability
group 1 monitoring link-monitoring
link-group toAX failure-condition all

[Device] >[High Availability]>[Link and Path Monitoring] 4~ &I &
*[Link Group]IZT[Add] - Link Group ZEV AR

[Name] toAX

[Enabled][ZF v

[Failure Condition] all

[Interfaces A] ethernet1/23, ethernet1/24 % Add

<OK>

RERNED KB
# commit EBEmAaL &, commit =JUvy
VI EDRREK T, T T4 7 B~ LE T,
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P TRNDIEBENZDOWTUL, T/ T4 7 OEEE TR I o>T-R B IHMB I T T 47 HEE
Lar 747 OREB I/ 213 OK T,
FW1 (PA-5060: 7951474 OXE

CLI GUI
HA O REI#A
EiTar 2147 OEH
> request high-availability [Dashboard]4 7 > [HighAvailability] 74 vk
sync-to-remote running-config [Running Config] DIA, sync to peer #D sync ta peer By #9Uvy

HA OREFRIZLL T D) T9,

H_/\
GUI DA
[Dashboard]>[High Availability]
paloalto S
NETWORKE Dashboard Monitor Folicies Objects NetworH
Scoumns |~
High Availability

Mode Active-Passive ﬁ gﬁwx.}_gz |'0m Client  Session Stal

| Local () active Sdmin Console CLI 0807 17:05:

Peer (172,255.220.2) () passive e BEEEORT—4R |20 Weh  DB/O7 12:42;

Rurring Confia () synchronized p&]
b rson @ Mt 2747 OFAHRE [
Threat Version O Match Mo data available,
Antivirus Version O Match
PaM-035 Yersion O IMatch System Logs
GlobalProtect Version O Match Description
Al DS Procey cache entries were ceared
General Information L3 User admin accessed Monitor kab
_ Failed to connect to Brightcloud update server
Device Mame  PA-S060-1 service brightcloud. com, initiated by 172,255.220.1
ool 1 = =4 Tl | Eaoilocl L, ok L =L ok,

¢[Dashboard](Z[High Availability]™7 ¢ =~ b3 WA 1T
[widgets]?>5[System] >[High Availability]Z2-324R)

paloalto

METWORKS

Dashboard Monitor Policies Objects.
8
General Information == - "

General Information

Device Mame  PA-5060-1 B Logs » Byt R
1P Address  172.255.220.1 . 4
Metmask  255,255,0,0 admin - B High Availability

Default Gateway Locks

=]
1Pvé Address €, Logged In Admins ‘

TPk Default Gateway Mo data available.

Copyright © 2013, ALAXALA Networks Corporation. All rights reserved. 66



AX& RSB T NV FR Y NI =T A PA LY —R X aT AR T =7 ) a—ay VAT IERETAR (FIR)

CLI D36
# show high-availability state

Group 1:
Mode: Active-Passive
Local Information: BHEBOHR
Version: 1
Mode: Active-Passive
State: active HHRBORF—4ER
Device Information:
Management IP Address: 172.255.0.10; Netmask: 255.255.0.0
Jumbo-Frames disabled; MTU 1500
HA1 Control Links Joint Configuration:
Encryption Enabled: no
Election Option Information:
Priority: 10
Preemptive: no
Version Compatibility:
Software Version: Unknown
Application Content Compatibility: Unknown
Threat Content Compatibility: Unknown
Anti-Virus Compatibility: Unknown
VPN Client Software Compatibility: Unknown
Global Protect Client Software Compatibility: Unknown
State Synchronization: not synchronized; type: ethernet
[Peer Information:
Connection status: down BEEEBOEGKR ESRORR
Connection down reason: Never able to connect to peer
Version: @
Mode: Unknown
State: unknown pEEREEOZF—4R
Device Information:
Management IP Address:
Connection down; Reason: Never able to connect to peer
Connection down; Reason: Never able to connect to peer
Election Option Information:
Priority: 100
Preemptive: no
Configuration Synchronization:
Enabled: yes
Running Configuration: unknown 23745 OFEIHKEE
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A, rmaE g Y — L

FAMES NIy MY — 2132 ORERR DS ELEY 22 B WD D T2 B ORERRE 72 5 2 L3 %720 | iEH]
EHOE TARENKEIRINELTT,

TIIHTDRYNT =7 e 3—=T 4 a 0307 )Ly N —7 A PA U — X Tk, IAMEIZ L > T
RO BIe kNI — 7 OiERZFIT T4 — b HESITONET,

41 AX-Networker's Utility ({RZE R vk —4a[1RIEY—IL)

AX-Networker’s-Utility ({8 % b7 — 7 w1 4L — L) 1, Ry T —7 BICIFEETH3EED VRF/VLAN =
IV ar BTN, —EERRL, ZORENFET =/ TELY—/LTT,

F2, Xy —7 IR AR IS SN B SR O (LA T, VY —AE#) 28 I,
—HFRL, B TEET,

o MEED VRE/VLAN 2 747V —a UEL, JEE MO VRF/VLAN 22 74 7 L —a afiggs, M
KBIOEGET =7 § 52N TEET,

o HEEDVY—AHFMREINEEL, £ DILELERF FCIE ITHET S TV OB U AR DI A MR T
F9, U —RERELTUE, EE IR L QODEE IR DB, HEECHARD MAC 7]\*1/%
Web FBFERY AL AIHAD 1P TRV A, Web @8Rk AL Ao —H 4, fmBi4s, Web/MAC F8RE
T AR, Web/MAC FREERY A FRIRFR], ZEE Ui ARSIV TV DIEE M DR — F%’éﬁ
—EFRRNLET,

o MM VRE/VLAN 22 747 L —3a3 00— AEHOINEESE, GUT 28 L T I EfTXFET,
r“sz ST DINE X RIEE DO BN L NG EIC, (EEFEOAMERETEET,

ZAUTED, EED VRE/VLANZ 74 7L —a BT HBRT VRF/VLAN 2 7 4 7 L —a DFEE T
T IEATHIE, EWEOVY—AEFRAIE L T, EE IS QWA E PHE KA VRE R° VLAN 2856t
INTWBEEEL THEELZY, FFED) Y —AF RO —T =R BNR G AT DHIT0FES,

B 584 b —herigiby— ) - CEEE iR csv o [=] 3}
T FTA AL-FE) EEW SR fmy BEE AL
=25 81 OmEERX | B8 oy | BEe ok BEL 00X |
O an-74 Tl
TR EALINE MACTELA | #Em | wRFD | vieND | MacyEmEl | f-bEE |
- 5315 2 ! 1 | | l | roveaeER
Iszwssua@REA) ey
=0 dL-Je o
o - E)E 1sz1Ee1 1B ToHE: 6
hE E‘ e R MACT LA #ER VREID | WIANTD | MACEEGERI #-1ES
T B 19218031 aEE) 001252485000 20 10 Static 1410
001224296633 20 10 Static 1410
00226423198 elobal 1000 Dynamic 14
0009.4151.dc28 20 10 Dynamic 1/21-22
0009.4151.dc29 20 10 Dynamic 1/21-22
001262444070 20 10 Dynamic 1724
F- TN EiER F-JniiE |
Bt w53 PPELA St
2011 /02/03 45740298 19218811 =R ARSI 3 =1
2001,/02/03 14:57:48.390 19216812 N AR RRBS L3S,
2001./02/03 1457653812 192.168.1.1 U LSRR SRS T L LE . =
2001,/02/03 145753906 19216812 U= LSRR EAE 8 T LELE . LI
S o s o ocer e s Fe s e S

4.1-1 AX-Networker's Utility(R#E = v FJ—2 A[fR1LY—IL) SBEEH
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42 Panorama((htF 1) T BEHIRATL)

a7 LRy "I —Z A0 Panorama 1%, 7 — LR AR AR LI D T 7 A T 7 — L Ol A ]
RRICTDER X2V T A F L AT LTY, —DODT IV r—ab BB O7 7 AT 7+ —/VEEFER. b
LT ANAAMERNZT TV —area—H | Xy NI —2ICfiinbdT —FETEBTEET,

ZHUTNZ  EHRARV—EF B 77 AT U+ — VORGIRENET 7T —h EHaX o 7RO R—T7
g7 AT AN =V EE R R L DR RO R B ST TVET,

4.2-1Panorama fEfAA » —

Panorama Cfti H CEX A E 7 EREZ W OB L E T,

Application Command Center (ACC): "I —7 L7 U r—arDi@gattyiarZe AN, A—
INE5 . BROFER QR EREZE 27 VAL LES, HEH IV AL TR RICRETEDY
AN —ERE AR H T DL Lo TRy NI =T TR TOIL CWDDNE B fiF T HZ e TEET,

paloz.to

[ashbeard

1 4
Agpkcation Command Cenier — Last SGMnates et -0
& -
applcatinne | Applieatone L]
Hish Appialien | [ — Byhes Threats
I he-"\-t-*:w'sn:l | o
([ 0w |

L P T LET OB RS

vimers: [Tl seme & ARGk &« =

Combiaraiion

M b
F
- m o e v-‘a‘n‘vw\i_rﬂ‘? “":'..‘.'l- wwa-n::-u
h- h reinnd fatrel m.mmn e e wedvie corfernng I s cirted
h--mu-. s uhian uum 3 i of =t divaien Baad T, Baon.
ool ey .

Seiwn,
gy e S wn.nu-uuhw oA UL g s ke o e &
e g B Sy e B U b 1

. Eatequry:  haasan
Charnd sk Bortim o [ reis, 15 mim

Lol i rarales: 7 !Im’l'“: e
Lol by Mabaares yr e EN
Wrintrs Mol : iy widkby el e
e 713
G r [T P

Prans by o (a

Addtional infomsataore whneds oo vihoo —_— - e

Top Seercis

iy el maen L
Lo, pheil FeBsEd e B [ 308 5 I
Threal Freventisn Heoer?  bobarginigde ksl » e il
Hhemanies  phemrsSthigdiand | T 1 s
| Beveily | Theest e ] e O
DT (s Login [T p— | et oA L e T gl 0 [ 7m0z B
i |MatEIoE chfstat o ey i themdretStipdios | 0 0 L2 il
T | elsts Labw |2 it 1 T bigechilod B 1 s |
o 1iltmarch Asustert Patksd el 112 witrin LS EE(S ] a5 M3
T |HITR CPTIONS Mothat o bt chetraibotpdasat 0 samame B
= TR oo OFC Sestendcilesried 3046 |sbershiby | &6 |

4.2-2 Application Command Center
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FIVr—2avIS50Y: TV r— a7 I EMES LEME T TV —var o T2 AR,
BITOLEIN, EREMEORHEIRE DRR 2 2 G BIS AT Iv 2T 7 v AT HIENTEET,

HERYS— HRI—I2L0 FEE T — I — LD LT _R—RER LRI — %R ETE, B
55 FHOHNEER) > —D—BE DB EIC 27 52 ENTEET, ARV —I1F, JVRERn— LR —20D
BRI eSS E T,

.
ﬂ aloalio
p | nasnuoar u Ac s Copuc Putr puvica & cogum B ooawe T Log
e zyien [N M ek CILITTS
Rudlehases Seruty Rules
e Sowrce fane | Desieaban Zone | Saurce Addrese Sawece lisey Dt inab Rddress Aaplication Service Artise Profie Wpkian:
1 Modnfra-zone Dz ¥ ppr i oy -y -ty L Ll -y L =
& Dot Trafic Log [ YN [— o a [~ - e ey & |nona nwn
& DioMct URL Lng Pl ap e ¥ capoone an L S Locaiemmk Hay oy -] | ] @&
= b -brovrrg
o | Mot AL P bgeore PR caqona L L any ™ ay S gRIPE =25
5 | Dbk Fap any [ an Tt any Epzr g | Y B |none Ir]
& Hebnal - hepsatwents ey 1 i it L ame 5 wotmall amy S |3 @
CENYoTiba v [ an B pancack nofhoskindi any B outube o | @
5 zaming |
& | Bk High Rek Hocks any [ - oy ar any 5 bigh Fisk Hecks | 3T & e E]
§ | Alkie TT vencbe Aosees 8 st 19 gz Lo D pneadinciodrinetaon | 9 T pamote Motee | o LI Br | @
i@ Doy and Log Subbnurd e [ i ar ang at any & e P
11 Dery 2nd Leg Irbound 0wzt 1 e L Lud anr e oy G none ir|

42-3 £FR) o—

OX Y FMRa I3ENEND T 7 AT I+ — L TCHRELET, FNENDT 4 — LRI T DT 42—
RAEB DN — <y F I ROERN T HZENFHETT,

LiR—T427: 30 Ll LD PO ERSNILR—T A THEREEEI ZLb TEET L, WA~ AR T DL
AIRETY, VAN —NT PDF JEUS S L, EHIANICA— /WL TR T2 2L ATRE T,
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. Bz

(1) Aggregate Ethernetf 871 —RIXRBTF VG T T F— a8

NaT VIR NI — T A PA U — XD Aggregate Bthernet /2 X7 = —AIAXT A IV 0T TVF—g
VY OBRETHY, LACP E—RIIV R —FSNER A, 65T AX VY —REV I T IV T —arwffioT
Bt T DGR IAZ T 4o 7B —REEHL TTIZS0,

(2) VSYSERBDIPFRLA{FEIZDINT

a7 VR NI —7 A PA VY — X281 H Layer3 g% E DA% 7 =—A(Ethernet, VLAN 25)/3, %725
VSYSIZEL QW THHRANT RLAZTRLFEIUHED IP 7RL A% 5.2 52 L3 TEER A, (HLBRARNTRLAS
RBIUL, Fl—D T RLATry 7 (Ry NI —7 T RLR) T 52 LT ARET T,

ffil: VLAN10 (Z 10.0.0.10 / VLAN20Z10.0.0.10 — A~*]
VLAN10 (2 10.0.0.10 / VLANZ20(Z 10.0.0.11 — OK

(3) HAREDaL 4T RIZDNT

BHAEEICID IR, WD HA HERRET 256 SnBRIC T G DL 74 75O ED %
B TS TEIMERHVET D, a7 LRy NI —F A PA LU — ATl HA #R O 2EE I T2
T4V E RS ORERE N BV F T,

i Lar 74 7 FEIZHBICB IR bNEEAD T, a7 7 Z RIS EREIEIT 7T 1 7 ML E (=
747 RIHATTEEE) T Web D=7 47 R ~E LLIE CLI TORIFAa~ RELT, HDV T commit 3247
BB TIEEN,

@) A7 IIERYET—HZAPAV)—XTCOAV T4 T BREFIZDLNT

ST VIR NI =7 A PA LN —RTDOaALr 747 DERAFEIEL, GUI IZI1TH1{F T[Device] > [Operation] />
HTEET D, MESNADIRIFE(EXport) 2 I 220 IRMFESND(F Vo m—REND)7 7A /WL xml DT
FANTIRIFSNET, CLI #AETOWDWLIRUIAMT G LT T 7 A VD3B3 21E, CLI #AREIZ T
lset cli config-output-format set) =~ R 324714 D show |2~ R H D 2R 1FTHEBWTLLED,

admin@PA-5060 (active)# show *set cli config-output-
deviceconfig { format set o> J 13
system { ST 4T R TD
ip-address 172.255.0.10; show 2=~ RFERIZ
netmask 255.255.0.0; wHSLET,

update-server updates.paloaltonetworks.com;
update-schedule {
threats {
recurring {
weekly {

admin@PA-5060(active)> set cli config-output-format set
admin@PA-5060(active)> configure

Entering configuration mode

[edit]

admin@PA-5060(active)# show

set deviceconfig system ip-address 172.255.0.10

set deviceconfig system netmask 255.255.0.0

set deviceconfig system update-server updates.paloaltonetworks.com
set deviceconfig system update-schedule threats recurring weekly
day-of-week wednesday
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RITARIZTHEI LIABRRLDO= L T4 7L — v a BT,

3 DKV —IHERICBIIAFEBDO LI T4 7L —2aNIONWT, TXRAMERD 77 AL EL
TRZ 7 AMTIRM L TRV ET, (A7 74295121, Adobe Acrobat 5.0 LAREHL<IX Adobe
Reader 6.0 LARERS M ECT, )

Har 747 L= aAZOWTL, LUNISR T 7 7 A VA ERICARTOEAT 7 7 A VA BRIV,

3.1 FTRAYF + PAL)—XHAWE R D i

HEBRLEMNGEE HEIT7AIL
L3 a7 RAvF C1 (AX6604S) 3-1_AXPA-guide_FT_C1. txt
T7ATI4—IL(*1) FW1 (PA-5060) 3-1_AXPA-guide_FT_FW1. xml
L2 POERRAYF S1 (AX2530S-24T4X) 3-1_AXPA-guide_FT_S1. txt
A1 (AX1240S-24T2C) 3-1_AXPA-guide_FT_A1.txt
A2 (AX1240S-24T2C) 3-1_AXPA-guide_FT_A2. txt

GOFW DAV IATIEHA DT ITAT D DHTY 1\ TRIDAL 745 & HA BB T OT47 EREASE TSI,

3.2 X499 + PAVY)—XHAER DI

HEBRLEMNGEE HEIT7AIL
L3 a7 RAYF RAEyHFEITHE) | (IA4A49F:AX3560S-24T6XW) MST_AX36S. txt
(W 9h7y7" 2{9F: AX3560S-24T6XW) | BAK_AX36S. txt
RARAYOFEITE C1 (AX3650S-24T6XN 24v4) 3-2_AXPA-guide_STK_C1. txt
T7AT 24— IL(*2) FW1 (PA-5060) 3-2_AXPA-guide_STK_FW1. xml
L2 POERRAYF S1 (AX2530S-24T4X) 3-2_AXPA-guide_STK_ST. txt
A1 (AX1240S-24T2C) (x3) (3-1_AXPA-guide_FT_A1. txt)
A2 (AX1240S-24T2C) (x3) (3-1_AXPA-guide_FT_A2. txt)

FDRAYIERRT 2T R VFTlE. REVVIZBITTRRIOIL T4 L—2aVT7 (IR B/ 1\ 9 Ty T
BARAYFRABRMAFLTNET,

x2)FW DAV TATIE HA DT ITATRDHTY o /v TRIDAL T4 T & HA BRET VT4 LRSS E TS,

(LB A1 BIUP A2 DAV TAT X, 3.1 FT RAYF+PA L —X HA B OB I DEDEXBEERVET,
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#configuration list for AX1240S-24T2C

!

hostname "A1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 100 

!

vlan 101 

!

spanning-tree disable 

spanning-tree mode rapid-pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 101 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 101 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

  channel-group 1 mode on 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

  channel-group 1 mode on 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.1.1 255.255.0.0 

!

interface vlan 100 

!

interface vlan 101 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!




#configuration list for AX1240S-24T2C

!

hostname "A2" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 200 

!

vlan 201 

!

spanning-tree disable 

spanning-tree mode rapid-pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 200 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 201 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 201 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

  channel-group 1 mode on 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

  channel-group 1 mode on 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.2.1 255.255.0.0 

!

interface vlan 200 

!

interface vlan 201 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!




#Last modified by operator at Wed Aug  8 10:32:49 2012 with version 11.7

!

hostname "C1"

clock timezone JST +9

fwdm prefer default extended

fldm prefer default extended

upc-storm-control mode upc-in-and-storm-control

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

spanning-tree disable

spanning-tree mode pvst

!

vrf mode l2protocol-disable

!

vrf definition 10

!

vrf definition 20

!

vrf definition 31

!

vrf definition 32

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface port-channel 2

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface port-channel 10

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface port-channel 11

  switchport mode trunk

  switchport trunk allowed vlan 100-101

!

interface port-channel 12

  switchport mode trunk

  switchport trunk allowed vlan 200-201

!

interface tengigabitethernet 1/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 10 mode on

!

interface tengigabitethernet 1/2

  switchport mode access

!

interface tengigabitethernet 1/3

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 1/4

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 2 mode on

!

interface tengigabitethernet 2/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 10 mode on

!

interface tengigabitethernet 2/2

  switchport mode access

!

interface tengigabitethernet 2/3

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 2/4

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 2 mode on

!

interface gigabitethernet 3/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 100-101

  channel-group 11 mode on

!

interface gigabitethernet 3/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 200-201

  channel-group 12 mode on

!

interface gigabitethernet 3/3

  switchport mode access

!

interface gigabitethernet 3/4

  switchport mode access

!

interface gigabitethernet 3/5

  switchport mode access

!

interface gigabitethernet 3/6

  switchport mode access

!

interface gigabitethernet 3/7

  switchport mode access

!

interface gigabitethernet 3/8

  switchport mode access

!

interface gigabitethernet 3/9

  switchport mode access

!

interface gigabitethernet 3/10

  switchport mode access

!

interface gigabitethernet 3/11

  switchport mode access

!

interface gigabitethernet 3/12

  switchport mode access

!

interface gigabitethernet 3/13

  switchport mode access

!

interface gigabitethernet 3/14

  switchport mode access

!

interface gigabitethernet 3/15

  switchport mode access

!

interface gigabitethernet 3/16

  switchport mode access

!

interface gigabitethernet 3/17

  switchport mode access

!

interface gigabitethernet 3/18

  switchport mode access

!

interface gigabitethernet 3/19

  switchport mode access

!

interface gigabitethernet 3/20

  switchport mode access

!

interface gigabitethernet 3/21

  switchport mode access

!

interface gigabitethernet 3/22

  switchport mode access

!

interface gigabitethernet 3/23

  switchport mode access

!

interface gigabitethernet 3/24

  switchport mode access

!

interface gigabitethernet 4/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 100-101

  channel-group 11 mode on

!

interface gigabitethernet 4/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 200-201

  channel-group 12 mode on

!

interface gigabitethernet 4/3

  switchport mode access

!

interface gigabitethernet 4/4

  switchport mode access

!

interface gigabitethernet 4/5

  switchport mode access

!

interface gigabitethernet 4/6

  switchport mode access

!

interface gigabitethernet 4/7

  switchport mode access

!

interface gigabitethernet 4/8

  switchport mode access

!

interface gigabitethernet 4/9

  switchport mode access

!

interface gigabitethernet 4/10

  switchport mode access

!

interface gigabitethernet 4/11

  switchport mode access

!

interface gigabitethernet 4/12

  switchport mode access

!

interface gigabitethernet 4/13

  switchport mode access

!

interface gigabitethernet 4/14

  switchport mode access

!

interface gigabitethernet 4/15

  switchport mode access

!

interface gigabitethernet 4/16

  switchport mode access

!

interface gigabitethernet 4/17

  switchport mode access

!

interface gigabitethernet 4/18

  switchport mode access

!

interface gigabitethernet 4/19

  switchport mode access

!

interface gigabitethernet 4/20

  switchport mode access

!

interface gigabitethernet 4/21

  switchport mode access

!

interface gigabitethernet 4/22

  switchport mode access

!

interface gigabitethernet 4/23

  switchport mode access

!

interface gigabitethernet 4/24

  switchport mode access

  switchport access vlan 2

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 10.0.0.1 255.255.255.0

!

interface vlan 20

  vrf forwarding 20

  ip address 20.0.0.1 255.255.255.0

!

interface vlan 31

  vrf forwarding 31

!

interface vlan 32

  vrf forwarding 32

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

!

interface vlan 200

  vrf forwarding 20

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 201

  vrf forwarding 20

  ip address 192.168.1.1 255.255.255.0

!

ip route vrf 10 0.0.0.0 0.0.0.0 10.0.0.10

ip route vrf 20 0.0.0.0 0.0.0.0 20.0.0.10

!

line vty 0 2

!

ftp-server

!




#configuration list for AX2530S-24T4X

!

hostname "S1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 10 

!

vlan 20 

!

vlan 31 

!

vlan 32 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,10,20,31-32 

!

interface gigabitethernet 0/1 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/2 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/3 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/4 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/5 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/6 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/7 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/8 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/9 

  switchport mode access 

!

interface gigabitethernet 0/10 

  switchport mode access 

!

interface gigabitethernet 0/11 

  switchport mode access 

!

interface gigabitethernet 0/12 

  switchport mode access 

!

interface gigabitethernet 0/13 

  switchport mode access 

!

interface gigabitethernet 0/14 

  switchport mode access 

!

interface gigabitethernet 0/15 

  switchport mode access 

!

interface gigabitethernet 0/16 

  switchport mode access 

!

interface gigabitethernet 0/17 

  switchport mode access 

!

interface gigabitethernet 0/18 

  switchport mode access 

!

interface gigabitethernet 0/19 

  switchport mode access 

!

interface gigabitethernet 0/20 

  switchport mode access 

  switchport access vlan 31 

!

interface gigabitethernet 0/21 

  switchport mode access 

!

interface gigabitethernet 0/22 

  switchport mode access 

  switchport access vlan 32 

!

interface gigabitethernet 0/23 

  switchport mode access 

!

interface gigabitethernet 0/24 

  switchport mode access 

!

interface tengigabitethernet 0/25 

  link debounce time 0

  switchport mode trunk 

  switchport trunk allowed vlan 2,10,20,31-32 

  channel-group 1 mode on 

!

interface tengigabitethernet 0/26 

  link debounce time 0

  switchport mode trunk 

  switchport trunk allowed vlan 2,10,20,31-32 

  channel-group 1 mode on 

!

interface tengigabitethernet 0/27 

  switchport mode access 

!

interface tengigabitethernet 0/28 

  switchport mode access 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.0.5 255.255.0.0 

!

interface vlan 10 

!

interface vlan 20 

!

interface vlan 31 

!

interface vlan 32 

!

line vty 0 1 

!

ftp-server 

!
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#Last modified by operator at Wed Sep 19 00:16:01 2012 with version 11.9

!

hostname "STK1"

stack enable

switch 1 provision 3650-24t6xw

switch 2 provision 3650-24t6xw

switch 1 priority 20

switch 2 priority 10

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

vlan 1000

!

spanning-tree disable

spanning-tree mode pvst

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

!

interface port-channel 2

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

!

interface port-channel 10

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface port-channel 11

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface port-channel 12

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface gigabitethernet 1/0/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 1/0/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode access

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

  channel-group 10 mode on

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  channel-group 1 mode on

!

interface tengigabitethernet 1/0/28

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  channel-group 2 mode on

!

interface tengigabitethernet 1/0/29

  switchport mode stack

!

interface tengigabitethernet 1/0/30

  switchport mode stack

!

interface gigabitethernet 2/0/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 2/0/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 2/0/3

  switchport mode access

!

interface gigabitethernet 2/0/4

  switchport mode access

!

interface gigabitethernet 2/0/5

  switchport mode access

!

interface gigabitethernet 2/0/6

  switchport mode access

!

interface gigabitethernet 2/0/7

  switchport mode access

!

interface gigabitethernet 2/0/8

  switchport mode access

!

interface gigabitethernet 2/0/9

  switchport mode access

!

interface gigabitethernet 2/0/10

  switchport mode access

!

interface gigabitethernet 2/0/11

  switchport mode access

!

interface gigabitethernet 2/0/12

  switchport mode access

!

interface gigabitethernet 2/0/13

  switchport mode access

!

interface gigabitethernet 2/0/14

  switchport mode access

!

interface gigabitethernet 2/0/15

  switchport mode access

!

interface gigabitethernet 2/0/16

  switchport mode access

!

interface gigabitethernet 2/0/17

  switchport mode access

!

interface gigabitethernet 2/0/18

  switchport mode access

!

interface gigabitethernet 2/0/19

  switchport mode access

!

interface gigabitethernet 2/0/20

  switchport mode access

!

interface gigabitethernet 2/0/21

  switchport mode access

!

interface gigabitethernet 2/0/22

  switchport mode access

!

interface gigabitethernet 2/0/23

  switchport mode access

!

interface gigabitethernet 2/0/24

  switchport mode access

!

interface tengigabitethernet 2/0/25

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

  channel-group 10 mode on

!

interface tengigabitethernet 2/0/26

  switchport mode access

!

interface tengigabitethernet 2/0/27

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  channel-group 1 mode on

!

interface tengigabitethernet 2/0/28

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  channel-group 2 mode on

!

interface tengigabitethernet 2/0/29

  switchport mode stack

!

interface tengigabitethernet 2/0/30

  switchport mode stack

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 10.0.0.1 255.255.255.0

!

interface vlan 20

  vrf forwarding 20

  ip address 20.0.0.1 255.255.255.0

!

interface vlan 30

  vrf forwarding 30

  ip address 30.0.0.1 255.255.255.0

!

interface vlan 31

  vrf forwarding 30

  ip address 31.0.0.1 255.255.255.0

!

interface vlan 32

  vrf forwarding 30

  ip address 32.0.0.1 255.255.255.0

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

!

interface vlan 200

  vrf forwarding 20

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 201

  vrf forwarding 20

  ip address 192.168.1.1 255.255.255.0

!

ip route vrf 10 0.0.0.0 0.0.0.0 10.0.0.10

ip route vrf 20 0.0.0.0 0.0.0.0 20.0.0.10

ip route vrf 30 0.0.0.0 0.0.0.0 30.0.0.10

!

no service ipv6 dhcp

!

line vty 0 2

!

ftp-server

!




#configuration list for AX2530S-24T4X

!

hostname "S1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 10 

!

vlan 20 

!

vlan 30 

!

vlan 1000 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,10,20,30,1000 

!

interface gigabitethernet 0/1 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/2 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/3 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/4 

  switchport mode access 

  switchport access vlan 10 

!

interface gigabitethernet 0/5 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/6 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/7 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/8 

  switchport mode access 

  switchport access vlan 20 

!

interface gigabitethernet 0/9 

  switchport mode access 

  switchport access vlan 30 

!

interface gigabitethernet 0/10 

  switchport mode access 

  switchport access vlan 30 

!

interface gigabitethernet 0/11 

  switchport mode access 

  switchport access vlan 30 

!

interface gigabitethernet 0/12 

  switchport mode access 

  switchport access vlan 30 

!

interface gigabitethernet 0/13 

  switchport mode access 

!

interface gigabitethernet 0/14 

  switchport mode access 

!

interface gigabitethernet 0/15 

  switchport mode access 

!

interface gigabitethernet 0/16 

  switchport mode access 

!

interface gigabitethernet 0/17 

  switchport mode access 

!

interface gigabitethernet 0/18 

  switchport mode access 

!

interface gigabitethernet 0/19 

  switchport mode access 

!

interface gigabitethernet 0/20 

  switchport mode access 

  switchport access vlan 1000 

!

interface gigabitethernet 0/21 

  switchport mode access 

!

interface gigabitethernet 0/22 

  switchport mode access 

!

interface gigabitethernet 0/23 

  switchport mode access 

!

interface gigabitethernet 0/24 

  switchport mode access 

  switchport access vlan 2 

!

interface tengigabitethernet 0/25 

  link debounce time 0

  switchport mode trunk 

  switchport trunk allowed vlan 2,10,20,30,1000 

  channel-group 1 mode on 

!

interface tengigabitethernet 0/26 

  link debounce time 0

  switchport mode trunk 

  switchport trunk allowed vlan 2,10,20,30,1000 

  channel-group 1 mode on 

!

interface tengigabitethernet 0/27 

  switchport mode access 

!

interface tengigabitethernet 0/28 

  switchport mode access 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.0.5 255.255.0.0 

!

interface vlan 10 

!

interface vlan 20 

!

interface vlan 30 

!

interface vlan 1000 

!

line vty 0 1 

!

ftp-server 

!




#Last modified by operator at Fri Jun 22 01:59:39 2012 with version 11.8.A

!

stack enable

switch 1 provision 3650-24t6xw

switch 2 provision 3650-24t6xw

switch 2 priority 1

!

vlan 1

  name "VLAN0001"

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 1/0/1

  switchport mode access

!

interface gigabitethernet 1/0/2

  switchport mode access

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode access

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  switchport mode access

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  switchport mode access

!

interface tengigabitethernet 1/0/28

  switchport mode access

!

interface tengigabitethernet 1/0/29

  switchport mode access

!

interface tengigabitethernet 1/0/30

  switchport mode access

!

interface gigabitethernet 2/0/1

  switchport mode access

!

interface gigabitethernet 2/0/2

  switchport mode access

!

interface gigabitethernet 2/0/3

  switchport mode access

!

interface gigabitethernet 2/0/4

  switchport mode access

!

interface gigabitethernet 2/0/5

  switchport mode access

!

interface gigabitethernet 2/0/6

  switchport mode access

!

interface gigabitethernet 2/0/7

  switchport mode access

!

interface gigabitethernet 2/0/8

  switchport mode access

!

interface gigabitethernet 2/0/9

  switchport mode access

!

interface gigabitethernet 2/0/10

  switchport mode access

!

interface gigabitethernet 2/0/11

  switchport mode access

!

interface gigabitethernet 2/0/12

  switchport mode access

!

interface gigabitethernet 2/0/13

  switchport mode access

!

interface gigabitethernet 2/0/14

  switchport mode access

!

interface gigabitethernet 2/0/15

  switchport mode access

!

interface gigabitethernet 2/0/16

  switchport mode access

!

interface gigabitethernet 2/0/17

  switchport mode access

!

interface gigabitethernet 2/0/18

  switchport mode access

!

interface gigabitethernet 2/0/19

  switchport mode access

!

interface gigabitethernet 2/0/20

  switchport mode access

!

interface gigabitethernet 2/0/21

  switchport mode access

!

interface gigabitethernet 2/0/22

  switchport mode access

!

interface gigabitethernet 2/0/23

  switchport mode access

!

interface gigabitethernet 2/0/24

  switchport mode access

!

interface tengigabitethernet 2/0/25

  switchport mode access

!

interface tengigabitethernet 2/0/26

  switchport mode access

!

interface tengigabitethernet 2/0/27

  switchport mode access

!

interface tengigabitethernet 2/0/28

  switchport mode access

!

interface tengigabitethernet 2/0/29

  switchport mode stack

!

interface tengigabitethernet 2/0/30

  switchport mode stack

!

interface vlan 1

!

no service ipv6 dhcp

!




#Last modified by operator at Fri Jun 22 02:00:03 2012 with version 11.8.A

!

stack enable

switch 1 provision 3650-24t6xw

switch 2 provision 3650-24t6xw

switch 1 priority 20

switch 2 priority 10

!

vlan 1

  name "VLAN0001"

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 1/0/1

  switchport mode access

!

interface gigabitethernet 1/0/2

  switchport mode access

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode access

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  switchport mode access

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  switchport mode access

!

interface tengigabitethernet 1/0/28

  switchport mode access

!

interface tengigabitethernet 1/0/29

  switchport mode stack

!

interface tengigabitethernet 1/0/30

  switchport mode stack

!

interface gigabitethernet 2/0/1

  switchport mode access

!

interface gigabitethernet 2/0/2

  switchport mode access

!

interface gigabitethernet 2/0/3

  switchport mode access

!

interface gigabitethernet 2/0/4

  switchport mode access

!

interface gigabitethernet 2/0/5

  switchport mode access

!

interface gigabitethernet 2/0/6

  switchport mode access

!

interface gigabitethernet 2/0/7

  switchport mode access

!

interface gigabitethernet 2/0/8

  switchport mode access

!

interface gigabitethernet 2/0/9

  switchport mode access

!

interface gigabitethernet 2/0/10

  switchport mode access

!

interface gigabitethernet 2/0/11

  switchport mode access

!

interface gigabitethernet 2/0/12

  switchport mode access

!

interface gigabitethernet 2/0/13

  switchport mode access

!

interface gigabitethernet 2/0/14

  switchport mode access

!

interface gigabitethernet 2/0/15

  switchport mode access

!

interface gigabitethernet 2/0/16

  switchport mode access

!

interface gigabitethernet 2/0/17

  switchport mode access

!

interface gigabitethernet 2/0/18

  switchport mode access

!

interface gigabitethernet 2/0/19

  switchport mode access

!

interface gigabitethernet 2/0/20

  switchport mode access

!

interface gigabitethernet 2/0/21

  switchport mode access

!

interface gigabitethernet 2/0/22

  switchport mode access

!

interface gigabitethernet 2/0/23

  switchport mode access

!

interface gigabitethernet 2/0/24

  switchport mode access

!

interface tengigabitethernet 2/0/25

  switchport mode access

!

interface tengigabitethernet 2/0/26

  switchport mode access

!

interface tengigabitethernet 2/0/27

  switchport mode access

!

interface tengigabitethernet 2/0/28

  switchport mode access

!

interface tengigabitethernet 2/0/29

  switchport mode stack

!

interface tengigabitethernet 2/0/30

  switchport mode stack

!

interface vlan 1

!

no service ipv6 dhcp

!



