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T — I HIDET L (AX6700S/AX6600S/AX6300S) T T — 2 « 13— F 32 (VRF) &4 I 35534 . VRF
DOEEE—REZRETDUENRHVET, FARREDEITITAA YT 7 HHE(BSU, CSU, MSU) S F LS i1 %
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RBILRAV I T 2= ATT VT4 T LIRDR— DT IAF VT AIZEE TES | FHDPHOR— IR HIZ B
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314 V2147 L—arfl
AR DaL 74— g OflE TR UET,

(1) AP RAYF (AX6600S)NE&E

C1 (AX6604S)DERTE

RIN=TY)—0HE

(config)# spanning-tree disable

AX V) —XTIEXTIAHILET PVST+INEMIZHE>THEY . FT
BRETDGEEICIETNEINLELET,

VRF D}E

(config)# vrf mode 12protocol-disable

All CSU will be restarted automatically when the
selected mode differs from current mode.

Do you wish to change mode (y/n): y

(config)# vrf definition 10

(config)# vrf definition 20

(config)# vrf definition 30

VRFZL2 7Ok AELTHRELE T GBER/UM)
(CSU BREFHZMRINET DT, OKELYEAR)

VRFI0 ZF AT HIEERTELET,
VRF20 Z# AT B EERTELET,
VRF30 Z{F T 5 EEHRELET .

VLAN D%5E

(config)# vlan 2,10,20,31-32,100-101,200-201

| AT VLAN DBREEBAVNET,

VLAN /247 1—ADRSE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.1 255.255.0.0

(config)# interface vlan 10
(config-iH)# vrf forwarding 10
(config-if)# ip address 172.16.0.1 255.255.0.0

(config)# interface vlan 20
(config-if)# vrf forwarding 20
(config-if)# ip address 172.16.0.1 255.255.0.0

(config)# interface vlan 31
(config-if)# vrf forwarding 30
(config)# interface vlan 32
(config-if)# vrf forwarding 30

(config)# interface vlan 100

(config-if)# vrf forwarding 10

(config-if)# ip address 192.168.0.1 255.255.255.0

(config)# interface vlan 101
(config-iH)# vrf forwarding 10
(config-if)# ip address 192.168.1.1 255.255.255.0

(config)# interface vlan 200
(config-if)# vrf forwarding 20
(config-if)# ip address 192.168.0.1 255.255.255.0

(config)# interface vlan 201
(config-if)# vrf forwarding 20
(config-if)# ip address 192.168.1.1 255.255.255.0

VLAN2 (I AT LEER(C global THEALET,
VLAN2 [ZIP PRLRZHRELET,

VLAN10 [VRF10 TERLET . FEERA 2 H2)
VLAN10 [ZIP PRLRAFHRELET,

VLAN20 [ZVRF20 TERLET . FEERA 2 H2)
VLAN20 [ZIP PRLRZRELET,

VLAN31,VLAN32 (& VRF30 TERALETH.IP TRLRIEER
ELFEE A,

VLAN100 [£VRF10 TERLFET . GEERA 2 M2)
VLAN100 [ZIP PRLREHRELET,

VLAN101 [£VRF10 TERLFET . GEERA M)
VLAN101 [ZIP PRLREHRELET,

VLAN200 [£VRF20 TERALET . FEERA 2 M2)
VLAN200 [ZIP PRLRZERELET,

VLAN201 [£VRF20 TERALET . GEER A M)
VLAN200 [ZIP PRLREHRELET,

MER— B3I —ADHRE

R—rDHRE

(config)# interface gigabitethernet 4/24
(config-if)# switchport access vlan 2

(config)# interface range tengigabitethernet 1/1,
tengigabitethernet 2/1

(config-if-range)# link debounce time O
(config-if-range)# channel-group 1 mode on

h—k 4/24 [T AT LEEEIZVLAN2 D7 A R—REL
9,

R—r1/12/1 [FEE S1EKERICF vV IL—T 1 &8k
LET,
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C1 (AX6604S)DEEE

(config)# interface range tengigabitethernet 1/3,
tengigabitethernet 2/3

(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
2,10,20,31-32

(config)# interface range tengigabitethernet 1/4,
tengigabitethernet 2/4

(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
2,10,20,31-32

(config)# interfacel range gigabitethernet 3/1,
gigabitethernet 4/1

(config-if-range)# link debounce time O
(config-if-range)# channel-group 11 mode on

(config)# interface range gigabitethernet 3/2,
gigabitethernet 4/2

(config-if-range)# link debounce time 0
(config-if-range)# channel-group 12 mode on

R—k1/3,2/3 [ UTM1 $#5 FIZ VLAN2,10,20,31-32 D+ 5>
Oﬂ-\o_}‘t[/sz-d_o

R—h1/4,2/4 (£ UTM2 #4852 VLAN2,10,20,31-32 D b5
77ﬁ_l~&bi¢o

R—bk3/1,4/1 (FEE A1 ERAICFYRILTIL—T 11 &4
Iﬁbi?—o

R—b3/24/72 [FEE A2 BHERICFYRILTIL—T 12 %4
MLES,

R—FF Y RILDERTE

(config)# interface port-channel 1
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,31-32

(config)# interface port-channel 11
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,100-101

(config)# interface port-channel 12
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,200-201

R—kFrIL 1 IESP7R—REL VLAN2,10,20,31-32 DR
EEHFALET,

R—bkFvRIL 11 XS 97R—R &L VLAN2,100-101 D ERiE
EHAILET,

R—bFrRIL12[E+5297R—k &L VLAN2,200-201 D ERiE
EHAILET,

FTIHILMIL—FDERTE

(config)# ip route vrfl0 0.0.0.0 0.0.0.0
172.16.0.254

(config)# ip route vrf20 0.0.0.0 0.0.0.0
172.16.0.254

VRF10 TOTI7A4ILML—FEBRTELET,

VRF20 TOT IAILML—FEBRTELET,

EEDE—FEEICEHTIRE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog IEVRARAMEHRELET .
telnet [C&kBOT AU %HAILET,

2 H—IBAT7IERARSYF (AX2430S)DERE

S1 (AX2430S-24T2X)D R 5E

RIN=25 ) —n ik

(config)# spanning-tree disable

AXV)—XTIET I+ I TPVST+NEMIZE->THY . FT
LT RABEICEIhEELET, HBERAURD)

VLAN DE&5E

(config)# vlan 2,10,20,31-32

| AT 5 VLAN DREEBAVET,

VLAN /2487 —ADERE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.5 255.255.0.0

VLAN2 (I AT LEBRIC global THEALET,
VLAN2 [ZIP PRLREHRELET,
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S1 (AX2430S-24T2X)D R 5E

MER— I —ADHRE

R—rDERTE

(config)# interface range tengigabitethernet
0/25-26

(config-if-range)# link debounce time 0
(config-if-range)# channel-group 1 mode on

(config)# interface range gigabitethernet 0/5-8
(config-if-range)# switchport access vlan 10

(config)# interface range gigabitethernet 0/9-12
(config-if-range)# switchport access vlan 20

(config)# interface gigabitethernet 0/20
(config-if)# switchport access vlan 31

(config)# interface gigabitethernet 0/22
(config-if)# switchport access vlan 32

R—h 0/25-26 (FHE C1 EHAICF Y RILTIL—T 1 %18
Iﬁbi?o

R—bk 0/5-8 [T&%t A U —/\EHAIZ VLANIO DT U RR
—hELTHEMmLET,

R—k 0/79-12 [F&%t B Y—/ &K AIC VLAN20 DT IR
R—rELTRERLET .

R—b 0/20 [Z5=%t A SMEMEHAIZ VLAN3T D7 U RKR—
FELTHERRLET,

R—b 0/22 (3%t B 4M &M EH I VLAN32 D7 U RAR—
FELTHERLETD,

R—FFrRILDERTE

(config)# interface port-channel 1
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,31-32

R—bFrRIL 1 IEFS2I7R—bEL VLAN2,10,20,31-32 DEER
EEHFALET,

REDUE—MEEICEYIIRE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog HREVARAMEIRELET .
telnet [CKBAT AU EHAILET,

(3) Wk PC A7VEARAYF (AX1240S)DE&E

A1 (AX1240S-24T2C)DEX5E

A=) —0HE

(config)# spanning-tree disable

AX V) —XTIEXTFIAHILET PVST+HREREL->TWLNET
MOFTH#EBETBIGEFIhEMELET,

VLAN DE&5E

(config)# vlan 2,100-101

[ AT 5 VLAN DBREESHVET,

VLAN £ 247 1—ADEE

(config)# interface vlan 2
(config-if)# ip address 172.255.1.1 255.255.0.0

VLAN2 22 R T LEBRICERT 5720 FED P 7L R
FELFET

MER— I —ADHRE

H—F DR

(config)# interface range gigabitethernet 0/25-26
(config-if-range)# link debounce time 0O
(config-if-range)# channel-group 11 mode on

(config)# interface range fastethernet 0/1-12
(config-if-range)# switchport access vlan 100

(config)# interface fastethernet 0/13-24
(config-if-range)# switchport access vlan 101

R—bk 0/25-26 [ZEE C1,02 EFEAIZFYRILTIL—T 11
EHERLET,
VLAN2,100-101 DS O R—tELTRERLET .

R—bk 0/1-12 [I=%t A 3K PC OEF AU+ 1 #E#HKEAIC
VLAN100 D7 VR R—rELTHERLET .
R—k 0/13-24 (T4t A IR PC Q&5 AV 2 #EHEAIC
VLAN101 DF7 9 RR—rELTHERLET .

R—FFrRILDERTE

(config)# interface port-channel 11
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,100-101

R—bFrIL 11 XS O7R—REL VLAN2,100-101 D ERE
EHAILET,

EBO)E—FERICBITIHTE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog IREVARAMEIEELET .
telnet ICkBAT AU EHAILET,

IE Bl O EIIFE TS VLAN ID S3EE T RL AN ERARD VISMNIEEE Al OFRELFETT,
(VLAN:100-101—200-201, & 7K1 2:172.255.1.1—172.255.2.1)
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(4) UTM (FortiGate) D&% 5E

FortiGate |ZC HA f k& TG, ~AX LT DI E I CTHAN R EE B> TREET,

UTM1 (FortiGate-3950B)( 5% 5E

HA(T®)V SRS DEETE

CLI

GUI

config system ha
set mode a-p
set group-name axfgclusterl
set password secretl23
set hbdev portl 50 port2 50
set priority 130

DRTLS>ERTE>HA

[(B—F] 7OT49-1%9> T
[FINARDTZ4F) 741130
[Z'IL—T 4] axfgclusterl
[/SRAT—K] secret123

REDIZ1T ) T1(KEOTHEEE)
HEEDIIL—TF
HEDHEIHIZLV /Y T—F

end [N\—FE—kA2572—X]
[port1] HEFvY [F544)T4150
[port2] HE#EFIVY [FTF44)T4]150
<OK>
=F [Foza7-ra7 =
FHAZNTZAA izg
[~ 95280 5| TR - E T8 IWT]
RS AARE
T-FE |axfotelustary
H20-F |
e P T )
r
mgmtz Il r
portl — i~
portz I Ird
port3 - -
portd I -
portS - -
ports - r
VDOM Si—F1ia— 104
H=FR 581 S-S RE2
root ;I == ;I
-l -l
oK Ty el
VDOM D¥ERL

config system global
set vdom-admin enable
end
You will be logged out for the
operation to take effect
Do you want to continue? (y/n)y

O RAFL>H v aiR—K > Status
[ARTLART—RR 4P T YN
IN—F % )LRALY [B$EDvD

T RAFTAAF 2R

A3 388 axfgtclusteri
M= FllI7 A1 FEEKS BRI R i R i ety (¥ 39—
FG2KIBS PR AR (AL -
DUFIES FGaK S ey
HAZT—323A FaFcA = [BE]
) 27 L Tue Jun 14 17:57:16 2011 [¥HE]
e b A v4.0,buildD441,110318 (MR3)
| R |
T AF LI T T L= g BiEMAwIT T A
[iuF7e?] [UAF]
RTEDEIEH admin [A127—FX®E] /1 in Total [EE0]
SR 08 17 B 1 4
il | ] | (B
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config vdom
edit VDOM1
next
edit VDOM2
end

2 XF L >VDOM>VDOM > 3R VERL
[4 #i] VDOMI1

[ RL—3avE—KR]NAT

<OK>

F#kI1Z VDOM2 /3 5.

# @ Hoafi-f
o @ voom " vpom1
" vpomz NAT

ss.VDOM1
ss.vDOM2

=0 - A2 7 root NAT
=5 Fub0-h
P {R71-2

» sslroot , toax1

/]

mgmti . mgmt2 , modem , porti , port2 , port3 , port40

T ——

AVBTI—ADHRE (MERAVPT7T—R)

config global
config system interface
edit toaxl
set vdom root
set type redundant
set member port5 port6
end

DARATLS>FYNT—=I>ARAT—R > FRIERL
[A237x—RA] toaxl

41471 REAV4271—R

S—F v JLREAL] root

MBS AT —RAVNIGEIRSN =422 T —X] port5 portb
<OK>

end BWIRAYR7x— R
R Y fromet
247 [REtra7z-= =l
Fm T lLE A [roct =
BB RFx— R
FIMTIHERL A7 - A BRI A7 A
mamtz | - [perts -
deo
part4 o
FF L2 T E-F
® 2zarl. Couce  C eeRoe
1P/ Fub 33 [0.0.0.0/0.0.0.0
™ Connect FortiaP to this interface
r Explicit Web ProsxyE&H
[ szanruruiagisoys bas 1500 Lh)
BRI 22 Cyrres T e [ rve7oe
PING 2
Fssw r
SNMP  TELWET
BT A o
FEN A== Alwiad- lF o kbit/s
I s ereLz
R |write = comment 4063
OK v El aili

config global
config system interface
edit vlanio
set vdom VDOM1
set ip 172.16.0.254/16
set allowaccess ping
set interface toaxl
set vlanid 10
next
edit vlan20
set vdom VDOM2
set Ip 172.16.0.254/16
set allowaccess ping
set interface toaxl
set vlanid 20
next
edit vlan31l
set vdom VDOM1
set ip 10.10.1.254/24
(ZO0—/YJLFRLX% 10.10.1.254,
10.20.2.254 &L THIF)
set interface toaxl

DRATLS>RYNT—I > AT —R > HHRER
(MR TT—RZ] vlan10

[447] VLAN

[A2R2T7x—XR] toaxl

[VLAN ID] 10

[/NA—F ¥ ILKASL2] VDOMI

(IP/yh<TRY] 172.16.0.254/16
[(BEEHERT7IEX] PING [TFzvy

RI##1Z VLAN20,VLAN31 VLAN32 /e 3 5.
(Za—/SJLFPRLXZ 10.10. 7254 10202254 £ THIF)

HRIERE -

@ dovatiof mgmt1 192.168.42.10 / 255.255.255.0 HTTP,HTTPS,PING,S5H ©
| gome B e e vocn /0000 .
- vDOM T ports root 0.0.0.0/0.0.0.0 ©

B0 -2 T portz ot 0.0.0.0/ 0.0.0.0 o
] T portz t 0.0.0.0/0.0.0.0 o
. [T porta root 0.0.0.0/ 0.0.0.0 ©

[~ v teaxt root 0.0.0.0/0.0.0.0 o

o BE O vanio VDOML 172.16.0.254 / 255.255.0.0 PING 10 )
0 G IR M vianz0 vDOM2 172.16.0.254 / 255.255.0.0 PING 20 o
® o] aEeE © van3 VDOM1 10.10.1.254 / 255.255.255.0 31 [+]
v 8 F TR [ vanzz  voomz 10.20.2.254 / 255.255.255.0 32 °

[+l

oo o000

||':1m|:

g
hiB
ig
hiB
ig
hiB
s =
VLAN
VLAN
VLAN
VLAN
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set vlanid 31
next
edit vlan32
set vdom VDOM2
set ip 10.20.2.254/24
set interface "toaxl"
set vlanid 32
end
end

VDOM1 DE85E

T IHILRIL—FERET 49D IL—FDERTE

config vdom
edit VDOM1
config router static
edit O
set device vlan31l
set gateway 10.10.1.1 ZO—/v
NTFRLXZ 10.10.1.1 £L THIF=
next
edit O
set device vlanl0
set dst 192.168.0.0/24
set gateway 172.16.0.1
next
edit O
set device vlanl0
set dst 192.168.1.0/24
set gateway 172.16.0.1
end
end

IH7ED VDOM>VDOMT

W—B> BT 499> RABT49T I—k > FHRER

[38% IP/%vyh<X4] 0.0.0.0/0.0.0.0

[T/81R] vlan31

[F—bkHz4] 101011 ZO—/NJLFRLXZF 10.10.1.1 £L THIF
<OK>

BONTES—E
IW—BE>RETA9I>RBT497IL—k b FIRER
[585% IP/fyb<R5] 192.168.0.0/24

[7/81 X] vlan10

[(7—bkDx4A] 172.16.0.1

<OK>

F#E(Z. 192.168.1.0/24 ~DRAZTA4vI IL— EEBINT B,

o FRiEs [ L

I T S 7 272N

0.0.0.0/0.0.0.0 10.10.1.1 vlan31

DRAT A

== 2502 192.168.0.0/255.255.255.0 172.16.0.1 vlanio

=

172.16.0.1 vlan1o
= ALk ik

r
r
r

192.168.1.0/255.255.255.0

T7A4T 24— ILERFEFINAT RS DIEM)

config vdom

edit VDOM1

config firwall policy

edit O
set srcintf vlani0
set dstintf vlan3l
set srcaddr all
set dstaddr all
set action accept
set schedule always
set service ANY
set nat enable

end

end

IRFE G VDOM>VDOMT

T7AT IA—IL >R —>KRYS—>FRER
EEFTAETT—R/J—2] vian10
LEETTRLA] all

(BEEA B TT—R/J—2] vian3t
[5EELET7FLA] all

[R7 P a—)L] always

[4—E X] ANY

[79<3av] ACCEPT

[Enable NAT] Fxv% [Use Destination Interface Address 4 7K4>] ON
<OK>
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)z —EM
BT AT A [vian1o =l
e e [=i e
SRS AT A= [“lanz1 =l
sESETE L3 [=i e
Arsia-k | alvays ;I
H—tE2 [any =
TS [accerT =
I sk 57romens
¥ Enable naT
o Use Destination Interface Address
o Use Dynamic IF Poal
I ey T 2= -
l_ Resclve User Names Using FS50 Agent
[ utm
[ bszrwmoz—puy [GERLTEaL ] =l
I e sz wmz— g [GERLTEaL ] =
7 per-1p b5z — s [ERL TR ] =l
I ok aut+ s —aam [GERLTEaL ] =l
[ azmmeamors
B4
EEEN IR
R TREN  m
Bl o |write a comment sy
oK FrEl
VDOM2 D& E
T 24 ILRIL—bFERBTAYD L —FDERE
config vdom IHFED VDOM>VDOM2
edit VDOM2 i V=8> RET A9 > RET 499 Jb—b > FHRIER
conf_lg router static [524 IP/Fwh< XS] 0.0.0.0/0.0.0.0
edit O — s
set device vlan32 [7:/ Y] vian32 . . . —
set gateway 10.20.2.1 £0—/7 (F—bkoz4A] 102021 ZO0—/V)LFFLXE 10202.1 £L THIF
WFRLRE 102021 EL THIF <OK>
next
edit 0 HBWTES— &
set device vlan20 IW—R>ZRETAVI > RAET49TIL—bk s FFRIERK
set dst 192.168.0.0/24 [ IP/Ryh<RY] 192.168.0.0/24
set gateway 172.16.0.1 [T/54R&] vlan20
next .
edit O E’TK oz 4] 172.16.0.1
set device vlan20 oK>
set dst 192.168.1.0/24
set gateway 172.16.0.1 B4RIZ. 192.168.1.0/24 ~DRATAYIIL— EENT S,
end =y O Wi [+
o (W ipMask | y-bod | 7/AA]
0.0.0.0/0.0.0.0 10.20.2.1 vlan32

192.168.0.0/255.255.255.0
192.168.1.0/255.255.255.0

172.16.0.1 vlanzo

r
r
M=k r

172.16.0.1 vlanzo
=k

= LR =

T7A4T 24— ILEREFINAT RS D1EM)

config vdom

edit VDOM2

config firwall policy

edit O
set srcintf vlan20
set dstintf vlan32
set srcaddr all
set dstaddr all
set action accept
set schedule always
set service ANY
set nat enable

end

end

IRFE D VDOM>VDOM2

T7AT IA—IL >R —>KRYS—>FHRER
EETAETT—R/J—2] vian20
EETTRLA] all

(B A B TT—R/J—>2] vlan32
[5EELET7FLA] all

[R5 a—)L] always

[4—E X] ANY

[74<3>] ACCEPT

[Enable NAT] Fxv% [Use Destination Interface Address 4 7K4>] ON
<OK>
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EH VDOM NDZEHE WEIZIELT)

config global IHED VDOM>F A—/\)L

config system global 225 1s>VDOM>

set management-vdom VDOM # &I2 VDOM IZL7=L) VDOM B EBDF v IRv I REF VY
end [RACANEYYBRIT AV EI VY

BEDNYITYT

config global [WED VDOM> 45 O0—/3)L

exec backup config ftp VAT LSy R—F > Statusd YV AT LRAT—EXI4 D 1yk

master-confﬁ VNP TREA 2= [ 25 Lav 4T L— a0y Ty TS Y
—ID NXT—H

FENT ATy 7 EUTE A DB O EL ~ A E L T DAL F OISR ELET,

UTM2 (FortiGate—3950B) M) 5% &

HA(TR)I SRS DERE
cLl GUI
config system ha DATLSEE>HA
SEE TS G [£—K] 7974T-1897F

set group-name axfoclusterl | (s, S(zpT5q4UT41100  UTMI IZRELAELYNEC
set password secretl23

set hbdev portl 50 port2 50 [Z'IL—T 8] axfgclusterl UTM1 [ZERELT=0 /L —TEZEEICED
set priority 100 [/SZT—F] secret123 UTMT [ZREL =/ VR T—FERILED
end [N—FE—rA2BT1—2ZR]

[portl] BENEFVY [F5A4FVT4150  portl &
[port2] HE#NEFVY [FTA4FVT4150  port?2 #&/H
<OK>

NI Ty THAETOLL EORRERR T ~ AFPHE A~ i\ TRy M — 21T L £,

HA OREFBIZLL T D@l T,
ELEMEL TWBIRE . ~AZH, o7 7ol EHH0EE T R UA BN SO ET,

=WAN
~ — EN=—2
VAT L>EE > HA
HAZIS 2R HAdEE & T
= &) Humadi-F - -
= Status
g Fob o
= ey BE
FGIKIEHHAETHEGR  TAR— 128 g £ &
* SNMP =)
EEAE-Y FLIATINET, MGMTL L 3 5
« RTEIE FortiGate 2950Ej [ @
& I SR S
[ [£5] ZEHRE MGMTZ 2 4 &
& Tua
W £
=) P _ "
=) FG3KaBA TR, AL—-F 100 g & &
FIATINET. MEMTL L = 5
FortiGate 3950E[l B B
[
MGMTZ 2 4 &
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CLI ¥4

# config global

(global) # get system ha sta
Model : 3950

Mode: a-p

Group: 32

Debug: O

ses_pickup: disable
Master:128 FG3K9B3X00000001
Slave :100 FG3K9B3X00000002
number of vcluster: 1
vcluster 1: work 169.254.0.1
Master:0 FG3K9B3X00000001
Slave :1 FG3K9B3X00000002

tus

FG3K9B3X00000001 0O
FG3K9B3X00000002 1

N7 T T OIEBEIZDONWTE, ~ A2 DO E TR I -7

=Lt

REZRBIOVEITHVET A, HA DR

I T T LRSI T, v AZ TRELIZNAENFDOEEAA I Ty A a —SET,

T, ~ A OSEE 2B L . HA BEARAR—F o

REZLET, RET 77y 7RI RIS ET,

HABStRAR—IERTE (BEARA @)

config global

config system ha
set monitor toaxl

end

end

e

SRATL>ERTE>HA
RRGREDEBENRE £ 7132 50vs
[(R—FEZ=4] toax1 ZF TV
OK>&EHD) vy

£-F [Foza7- i =]
FHAADI AT 128
[~ 25220 5| BB -FE T3 I"'“QTZ
I AAEE
=78 |axfotelusters
SEAD—F |

T By =

memts [ B
mem2 [ FT
port1 r v o
port2 Il Ird |5|3—
port3 - Il Ig—
portd Il Il In—
toaxl I~
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32 {BHEMICHBEETHIHEDEAR (STP+VRRP + FortiGate HA)

R BRI R YN — I % — DD RERBN THEHAL QWD —A T, 1 BBCTOMRDOINTEF2) T4
AR T DO, Ry v —F DN 2T LI b T A0 W TR L £97,

LSEBRYET—Y

TOERARAYF
(5+EBFR)

TFOERRAYF
(RERY—/ )

EZa

S DMZ/5MERH—\

UTM
FortiGate-3040B
AT RAYF

AX3650S

-------------

P PHORRRIYF
E(HRA)

------------------------------------

BASE 5 L
3.2-1 BFMARESR Y b7 —0 MEER

WEAE I LD I — DU AT AERER LI A ST EAE B DOV /R F I, L LR s,
AR N — 7 & D - B2 Ry N — 7R RIZ LA F D@0 L0 E4, 77 AT 74— WO T,
FortiGate Z TLEAER THE L 2y NI — 2D 7 AT IA T TG & 720 F9,

' SFa—/3LED NAT
VDOM3 | ===

-----------------------------

DMZ/5MBR :
xobo—5 i LEGLEY ﬁ;ﬂ%w—m

.)|,_7—-,f>7'ﬁ§m§1t Sessssssssssssssssssnsnnnnanat® -)L—v‘-r/fﬁmﬁ{t
PR Shos errnrerensarenann e RTINS o arasatantanaransanans, 2 . =
w’?f‘l:&l)/ax)%ﬁn*é : VLAN31 E VRF30 E VLAN32 E '7"1/Z§EE‘F§
= [ N FRFRRRA R %0)1’:&)0) NAT
— | VDOM1 | | VDOM2 |’='l=
(o LN [(amurnnnnees J\
L= .| (BAFEER ) : : (##EA)
A5 —N H § H : H
Lo JEANIO L AN
===y VRF10

-------------------------

| [RERIET—2
. aes . AWl
VLAN100-101  : i VLAN200-201

------------------------------------------------

\ Bg#mioro—s )\ @BBARvtT— )

B 3.2-2 #MABMRER Y b7 —0 REEK

Fy "I =7 8 —=F 4 a2 (VRN KD AE A T — 21T, BIRHER, e N a ML L7z L3 Ry
N7 —ZEL, E72DMZ LTl T 2588k H 027 A M RB R N — 27 L LT NE LT Ry N — 27 &
LET, ZL TENENERBET 7 AT 74—/ (VDOMIZ THEIEL T~ DI 12k L £,

ZHIUCED, BB LU E N VIS LT Ry N — 7 TORERR LR | E & O a2
YTFUANANPS, BT AN BT T 7B AE S VDOM THNLL TR I/e) LM AlREE e £,
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o FEE B DOFR E 2 R LT

%“B'U'—N SERY—N

l T T 7/—/ EHEM 172.255.0.10

(FIhs0)

i EEAR K LA T O3l L7 E

0/5-8 | 0/9-12 [0/13-16] 0/20 0 040B [ UTM2: FortiGate—30408 -

W[viLan20[vLAN3o[ 1000 DO VDOM2: | vDOMS: \ol0] V| VDOM2: | VDOMS:

P 5 : 0 20,32 | 30,1000 i 2032 | 30,1000 | HA
VLAN2 2,10,20,30,1000 *.12,10,20,30-32,2000 . . I 10,20,30-32,1000 f - - - ----
0/24 0/1 | or2 port! | port2 ffport17-18

| e—— |
) 1/0/13 1/0/29]1/0/30) 1/0/13 1/0/29{1/0/30)
LR LEEER 2,10,20,30,1000 2,10,20,30-32,1000 2,10,20,30,1000 2,10,20,30-32,1000
1722550200 VELENSED 10,20,30-32] 1/0/25 1/0/25 |2,10,20,30-32| 7RV VETLI ) E
N W |100-101,200-201, 00-101,200-201, 1000 ¢ 0= RE 2R ) VRRP
: RF10 VRF30: VRF20: VRF10: VRF20: 2
. Jul (1] 30-32,1000] 20,200-201 | ()il 20200201 {30-32,1000| :
VLAN2,100-101 VLAN2,200-201 VLAN2,100-101 VLAN2,200-201
1/0/1 1/0/2 1/0/1 1/0/2
: STP
0/25 | 0/26 0/25 | 0/26
VLAN2,100-101 T VLAN2,200-201 T
40 172.255.1.1 40 172.255.2.1
AN100 AN10 VLAN200 | VLAN201
0/5-12 | 0/13-24 0/5-12 | 0/13-24
Eig_ |
VRF10: BAZERInAR VRF20: #7#ERinR
A& VDOM  VRFID VLANID IP7RLR
S &R A VDOM3 30 1000 10.10.1.0/24 (4}&B)
30 172.16.30.0/24
BASE-4L ER R AR VDOMT 172.16.31.0/24
B &8+ —/\/Uplink F _ 172.16.10.0/24

FAFERIm K PC A

- AR VDOM2 30 172.16.32.0/24
#RFEERH—/\/Uplink A 20 20 172.16.20.0/24
s Ebim>R PC A - 200-201 192.169.0-1.0/24
AT LREEER - global 2 172.255.0.0/16

100 101 192.168.0-1.0/24

3.2-3 #MARERY U —4 HREBRTEEEM
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321 PYRTLEERORIUE
AP T BB BT AR AL ML, FICRLET,
B 972197 UTM ERBOBERME S CREER . LEOLVATLATHAOEBLAS TR,

AEIOHERDO I, LD 2y T —27T VLAN [ TEZ ARSI LTS % RAE Ry N — 7 T &
Wz DEVSTE R ET D6 Ry N — 7 2IKOINESRMITLEDO RN =T LIFEAE B DL/ L0 ET,
BT AT HEBEOREICEAL T DRy NI —7 THE L T EEB DI S LR ZE X HZENT
=FT,

B2 wmtromEE STPVRRP HEEALT 355, UTM(FortiGate)lk HAGTESS X DR .

a7 AAvFH AX3650S 72 ETR 7 AR TH LY BEERE T 5 A M OMEROT20I1Z 2 BEFL TAR
=27 V) —EVRRP A B DR T E AL THEZELFT, FortiGate bFIARIZ2 5L EEZHBELETAIH
DI RIEEE OFF DI E T EAE R OKERE THD HA ZHVWET,

I(3) AP AL vF & UTM filIE FortiGate DL EA VBT — A% EA,

a7 A1 vF & UTM(FortiGate) Bl ORI DUV T, A3=0 7Y —Cl37< FortiGate DEFOMRE TH A ILE:
AL BT 2 —R% W CIEEO /TR L E T,

B4 & vDoMm T NAT 2ERTHIL P ZFLRDEHLAEE,

VDOM [ IRAIED T 7 AT 7+ — /LU THEBEL £33, VDOM TiZ NAT BIS7 U THEREL £3-, 07 . &I
FAICHET2 IP 7TRL AZ EESEAZENARETT,

o BMZEOER Y N = BRSO OB N — N TON—T 42 7T =7 Vbl
WAL DL ATRET T,

7272L. [FIU FortiGate T NAT Z4E XA 2212720 S AT L TOREEMRED ERREN/ NS B LA
TUVNRKRELIRDIRE | VAT DERDIRT =~ AT LO THEERLETT,

D6 FortiGate [F2 58—y L BHTES/SRERITS,

FortiGate DT At AEHLRCEFET ANV HIERE T ESNE RE—0 T 7 A VT R F YD T FH7a L1358
1285 Fortinet OB — EBLTEBI/RWET, 16T FortiGate (3142 — Ry MEF CXABREE FICE LI
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322 RAYFHBAXV—X)BEHDORIE
gL T4 TR E | BEER DR E DFEDRAL M LA FIRLET,

J) KyorzEU(AX3650S)T VRF 2EHTRHE. T HORERITE

AX3650S T VRF #&REZ 32855 VRF E—ROREITIARETT, £/2 VRF E—REEIHIAN T 7
OB ELHYEE A,

l(z) STP [ rapid-pvst ¥ 3,

AX SV —RADAAF TlE, T 74/ T PVST+D STP NEIEL TWOET S, FEERD Z U & H72 Rapid
PVST+TOfli HAHELIL £,

I3 VAN 12471 —2TORERBAIHE VRF ORENDHTHS.

VLAN A 57 2—ATiX, FTJE VRF D% EE IP TRV ADRENRNVLETT A, ArE VRF O EIX IP TRLA
DR ERNCBIRIMERHVET, (IP TRUADREESIVTWDIREETILFTE VRF O EIXTEEEAL )
TT DT, VLAN AL F7 = —ADa% E TIIPTE VRF D% EL FANCIB 28> TIZENY,

|(4) FortiGate &¥EfE T H7R—kME STP &4 ET B, PC OH—/\ZEHKR T HR—MDWTEHEH

FortiGate L9 A EIFE D 7] FHPERELRICIZ ., FortiGate DIERE THLNEA L 27— A% HEH T 570,
FortiGate &45#5t 95 AX AA T DR —MIXFL Tl STP x4 Dax & (portfast 52 )L £,

5 Pcoy—/EBHTHR—MDLITH STP HESET S,

PC o — 3728 STP (TR G- L7\ B 2 825§ DR —MZ DWW T, STP %54k D% & (portfast 7% E)EL %
T #7fFHE VLAN 2O N7 7R — R OBE 1 trunk FEE A B2 N IDICL TLTES Y,

323 UTM #38(FortiGate) SR EBF DAk
[FEEIC, FortiGate DFREICIITHRAL ML FITRLET,

) mBE 57— 20BEPREERDISEIHES.

FEEA 27 2 —A(VLAN)X® VLAN (ZBE 3 2% EIL, WA 27 = —ALF-DWNTEY | fai A ¥ 7 = — R
B ELTRICERA L H T 2= ADFH DK EL LT TEER A, (VLAN O EEFKLIZEE, £D VLAN ZED
FFBMERA L 2T 2 —AE BT HEVHZ LT TEER A, — BZOYFA L HT7 2—A ED VLAN R E %4 CHl
BRLCD, BRIEOYIRAL ZT7 20— 25 EFRL, T O LIZHE VLAN 252 ELREBT 28100 ET,)

ZD7=% . FortiGate (2R3 2R FHORREIL, ET AN ERA L F 7 2 — ADOHARZ R D THHIBIRHTE
HESEL 4,
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B @ HA 0R2EEFPEBIE TSAAVTAREBEETIHFLYAEHBEET B,

FortiGate % 2 AL EAEL T HACGEE LRI AN ERER T D56 ~ AZ Iy 7T o7 Lln B 58 OB e ff
TFELTTIAFNTAZRELET, TIAMF VT AR EMBEDO KREN G MBS ET,

Flo, TIAFVTADIRNEEE (=N 7T 7 Le 5358 )2 HARERITINZ 723556 . 2 OB ORGEIT BB
TIAFVT 4 DHHELEWIEE (=~ A OLO LRICIZEHISE T, 207D, v AXELIZWEEBEO T T4
T AT 7 ANVEOfE(=128) LV KESRETHI LA HELEL £,

R, AN E A HA MRS Z 7235 B O ENR O KED T £,

J® o005t £ERESORTEHEEIRIEBOHHLTEILAERL,

ER D@D N T TS DIE (T TAA VT A DRI E) 2 HAIDINA D8, TOHEEDORENRIT~AX
DOIEELFRLHOICHBRYICEREL TSI, ~ AX DB THRRBAE DR E A WAL THRIL TIF
IR E R BB BT iebiET,

P T, BB DR T HA 2L CWA 7 —ATh, FFER EDOE FEEIT v AFDOEEIZH L TOLEBD
RZIEE VT,

B HA CEER—FEEATIRE HA OB ELKEATHORET ST,

HA TliIZAR—RDU L 7IRRE T AZZ O R X HZEH FRETHY , EDERD HA B R B DA G L7e B — M
HA BEHAR— ROV RS, S E AW Y | v AZ LSO E T OBERR— MR ETHEIL FioWnFhns
DIFETHREL TSN,

o FHLZ HA ZHEE T HLEIE, HA 77 AZOEEE L HA DNIELKENMEL WD I EAMEEL T HA
BN — DR EET 5,

o BT HIEEIC, Dieltb v AFIEE LRI AR — MY EEZ L DY AZEE ICH 5, (T3
IT T L TRWERTESZ, BT 2EBICVANT LI, HA 7T7AX~Z)INEEH)

o VAKIEE|ZHEGET DRINC, v AXEEED HA BEARR— IR T R CT v IRETHLZ LA MR T D,

5 BEFHTHENL COETH, EELHKE RS CHEZBRIEREOSS . BEEA T Oa 7470
ERLTULEIBZENLHNET,

b6 Ax ST sR— B 57— REREIVETI—RET B,

FortiGate D SREEL L T, WHR— WAL Z 7 = — )R T D TUEEENRHY . TTRA L X T = — AL
IENET, AX V=X A F ~DOHEERHT, ZOTNEALZT7 2—ACIDBIRIFEELET,

BRBINRAVHAT 2= ATTITAT ERDBR—=I DT ITAF VT AIIETTET, FmDEH VR =M BT
TIAFVT 4 E720FET,

B BECHLTERVOOM DEELTEE

T XTF DT 7T — IR snmp trap DEH L, FortiGate RO EFRIC 5 VDOM Z&F VDOM ERE(R,
T 7V Tl root S —=F ¥ LR AL HBEFL VDOM L7225 CVNVET,

SEOFITIE, VAT AEEROEBIZME RO VRE EISL L7 31y h —7#E (7 a— 3L VRE i) EL T
Y, FortiGate RIEDEIEZDH TII/RIIINTL TNDIZ® | root /3—F /LR AL AT m— 3L VRF HIZ
HHETELELTOET,

TENEELVDOM 2 F 4 4UZE. root LASFD VDOM T FortiGate £ARDEFFUZ b AR EIZF-E 5241

TXFET, 21T, VDOM1 OEBIE = 27 ARROETE 728 Tho7-0 358413, %2 VDOM % VDOMI1
LTAILLRETY,
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324 V7147 L—a il
AR DaL 74— g OflE TR LUET,

(1) AP RAYF (AX3650S)DE&E

C1 (AX3650S-24T6XW)(D 58 5E

A=V TI)—DERTE

(config)# spanning-tree mode rapid-pvst RIRZ Y ) —DE—K% Rapid PVSTHIZERELE T,
(BERAIUMN2)

VRF DR E

(config)# vrf definition 10 VRF10,20,30 #{f AT A EERELFET . FEEAR A1)

(config)# vrf definition 20

(config)# vrf definition 30

VLAN DE&5E

(config)# vlan 2,10,20,30-32,100-101,200-201,1000 | AT S VLAN DEBEEEBILHLET,

VLAN £ 247 1—ADEE

(config)# interface vlan 2 VLAN2 [TV AT LEERAIZVRF 2R EESTHEALET.
(config-if)# ip address 172.255.0.1 255.255.0.0 | y| AN [2£BD IP FRLREBRELET,

(config)# interface vlan 10

(config-if)# vrf forwarding 10 VLANT0 [ZVRF10 TEALEY , (R HQ)
(config-if)# ip address 172.16.10.1 255.255.255.0 | VLAN10IZIP PRLRZERELFET .

(config-if)# vrrp 10 ip 172.16.10.1 VLAN10 [Z VRRP DRI IP PRLRAZHRELET,
(config)# interface vlan 20 VLAN20 [£VRF20 CHERILET . (HEEH A Q)

(config-if)# vrf forwarding 20 _ . e
(config-if)# ip address 172.16.20.1 255.255.255.0 | VLAN20 [ZIP PRLAZRELET

(config-if)# vrrp 20 ip 172.16.20.1 VLAN20 [Z VRRP DRI IP PRLRAZHRELET,
Eggz::g)ff;zt\e/gaggrx;?giﬁg 20 VLAN100 [FVRF10 TERALET . FEER 1 HQ3))
(config-if)# ip address 172.16.30.1 255.255.255.0 | Y-AN100I= IPT""XEEQ’EL%T’L" e
(Config-if)# vrrp 30 ip 172.16.30.1 VLAN100 [Z VRRP O{RF8 IP 7RL RZHRELET .
(config)# interface vlan 31 VLAN101 [£VRF10 TERALFET . FEER1M3))
(config-if)# vrf forwarding 30 VLAN101 [ZIP PRLRZERELET .

(config-if)# ip address 172.16.31.1 255.255.255.0 | v AN101 [Z VRRP DRI IP 7RLREHRELET .
(config-if)# vrrp 31 ip 172.16.31.1

(config)# interface vlan 32 VLAN200 [&VRF20 TERALFEY , (EERA Q)
(config-if)# vrf forwarding 30 VLAN200 [ZIP PRLRZEZRELET .

(config-if)# ip address 172.16.32.1 255.255.255.0 | VLAN200 [Z VRRP D{R38 IP PRL A& ELET,
(config-iH)# vrrp 32 ip 172.16.32.1

(config)# interface vian 100 VLAN201 [£VRF20 TERALFEY . FEEARAR3))
(conFig-if)# vrf forwarding 10 VLAN201 [ZIP PRLARZERELET

(config-if)# ip address 192.168.0.1 255.255.255.0 | VLAN201 IZ VRRP DR IP 7RL RZEHELFT .
(config-if)# vrrp 100 ip 192.168.0.1
VLAN1000 [& VRF30 TEALFETH . IP PRLRIZEELFE
(config)# interface vlan 101 A,

(config-iH)# vrf forwarding 10

(config-if)# ip address 192.168.1.1 255.255.255.0
(config-if)# vrrp 101 ip 192.168.1.1

(config)# interface vlan 200

(config-if)# vrf forwarding 20

(config-if)# ip address 192.169.0.1 255.255.255.0
(config-iH)# vrrp 200 ip 192.169.0.1

(config)# interface vlan 201

(config-iH)# vrf forwarding 20

(config-if)# ip address 192.169.1.1 255.255.255.0
(config-iH)# vrrp 201 ip 192.169.1.1

(config)# interface vlan 1000
(config-iH)# vrf forwarding 30
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C1 (AX3650S-24T6XW)D & E

MER— I —ADHRE

R—rDERTE

(config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,100-101

(config)# interface gigabitethernet 1/0/2
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,200-201

(config)# interface gigabitethernet 1/0/13
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,30,1000

(config)# interface tengigabitethernet 1/0/25
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan
2,10,20,30-32,100-101,200-201, 1000

(config)# interface range tengigabitethernet
1/0/29-30

(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
2,10,20,30-32,1000

(config-if-range)# spanning-tree portfast trunk

h—k 2/24 [T AT LEERBIZVLAN2 D7 A R—REL
i?—o

R—k 1/0/1 (FEEE A1 HEHRIZ VLAN2,100-101 %S5+
VHOR—KET i VLAN ZiRSHR—REERLET,

R—k 1/0/2 (FEEE A2 8 RIZ VLAN2,200-201 %55
U IR—MAS F VLAN ZiR5R—RNEERLET .

R—k 1/0/13 (& S1 ## < VLAN2,10,20,30,1000 %1k
SESUOR—MEY 1t VLAN 25K —ME#ERLET,

R — bk 1/0/25 [F & E C &L o #E # A IC
VLAN2,10,20,30-32,100-101,200-201,1000 Zi%S+S5>R—
RMAT {F VLAN 35 R—REBRILET

AR —Fk 1/0/29 & 1/0/30 & UTM @ $# % A I
VLAN2,10,20,30-32,1000 ##%5+S52 U R—MA 5 {4 VLAN %
WOR—MEERLET,

BLRNRZUT V) =D RN R—ET B8 portfastE’k
FELTHEET . BEBERIUMD)

FI+ILMIL—DEETE

(config)# ip route vrfl0 0.0.0.0 0.0.0.0
172.16.10.254

(config)# ip route vrf20 0.0.0.0 0.0.0.0
172.16.20.254

(config)# ip route vrf30 0.0.0.0 0.0.0.0
172.16.30.254

VRF10 TOT IAIMIL— ERELET .
VRF20 TOTIAILMIL—FEBRELET,

VRF30 TOTIAIMIL—FEERELET,

EBO)E—FERICBITSHTE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog IREVRARAMEIELET .
telnet ICkBAT AU EHAILET,
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4 C2 1%, VLAN 12525 IP TRV AR ALIAMIEERE CL TORELFERLTT,

C2 (AX3650S-24T6XW)DERTE (EE C1 LDHEERDA)

VLAN /247 1—ADERSE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.2 255.255.0.0

(config)# interface vlan 10

(config-iH)# vrf forwarding 10

(config-if)# ip address 172.16.10.2 255.255.255.0
(config-if)# vrrp 10 ip 172.16.10.1

(config)# interface vlan 20

(config-iH)# vrf forwarding 20

(config-if)# ip address 172.16.20.2 255.255.255.0
(config-if)# vrrp 20 ip 172.16.20.1

(config)# interface vlan 30

(config-if)# vrf forwarding 30

(config-if)# ip address 172.16.30.2 255.255.255.0
(config-iH)# vrrp 30 ip 172.16.30.1

(config)# interface vlan 31

(config-iH)# vrf forwarding 30

(config-if)# ip address 172.16.31.2 255.255.255.0
(config-iH)# vrrp 31 ip 172.16.31.1

(config)# interface vlan 32

(config-iH)# vrf forwarding 30

(config-if)# ip address 172.16.32.2 255.255.255.0
(config-if)# vrrp 32 ip 172.16.32.1

(config)# interface vlan 100

(config-if)# vrf forwarding 10

(config-if)# ip address 192.168.0.2 255.255.255.0
(config-iH)# vrrp 100 ip 192.168.0.1

(config)# interface vlan 101

(config-iH)# vrf forwarding 10

(config-if)# ip address 192.168.1.2 255.255.255.0
(config-if)# vrrp 101 ip 192.168.1.1

(config)# interface vlan 200

(config-iH)# vrf forwarding 20

(config-if)# ip address 192.169.0.2 255.255.255.0
(config-if)# vrrp 200 ip 192.169.0.1

(config)# interface vlan 201

(config-if)# vrf forwarding 20

(config-if)# ip address 192.169.1.2 255.255.255.0
(config-iH)# vrrp 201 ip 192.169.1.1

(config)# interface vlan 1000
(config-iH)# vrf forwarding 30

VLAN2 [ZS R T LERAICVRF 28T FEALET,
VLAN2 [ZEEBD IP PRLREHELET,

VLAN10 [EVRF10 TERLEYT . FEERA 2 H3))
VLAN10 [ZIP PRLRZFHRELET,
VLAN10 [Z VRRP DR IP 7RL REERELET,

VLAN20 [EVRF20 TERLET , FEERAE3)
VLAN20 [ZIP PRLRZFHRELET,
VLAN20 [Z VRRP DRI IP 7RL REERELET,

VLAN100 [XVRF10 TERLET , GEERANE3))
VLAN100 [ZIP PRL RERELET,
VLAN100 IZ VRRP DR IP PRLREHRELET,

VLAN101 [£VRF10 TERALET , FEER A M3))
VLAN101 [ZIP PRLRZRELET,
VLAN101 [Z VRRP D% IP PRLRAEHRELET,

VLAN200 [£VRF20 TERALET . FEZER A M3))
VLAN200 [ZIP PRLRZERELET,
VLAN200 [Z VRRP D% IP PRLRAZHRELET,

VLAN201 [XVRF20 TERLET , GEERANE3))
VLAN201 [ZIP PRLREHRELET,
VLAN201 [Z VRRP DR IP PRLREHRELET,

VLAN1000 & VRF30 TERLET A, IP PRLRIIFRELE
‘A,

2 Y—I\BAT7IERRLYF (AX2430S)D&E

S1 (AX2430S-24T)DER5E

RIRZVTI)—DEE

(config)# spanning-tree mode rapid-pvst

| RINZ I —DE—KR% rapid-pvst [ZERELET .

VLAN D%5E

(config)# vlan 2,10,20,30,1000

| AT 5 VLAN DREEBAVET,

VLAN /2487 —ADERE

(config)# interface vlan 2
(config-if)# ip address 172.255.0.5 255.255.0.0

VLAN2 [T R T LEBRIC global TEALET,
VLAN2 [ZIP PRLREHRELET,
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S1 (AX2430S-24T)DER5E

MER— I —ADHRE

R—rDERTE

(config)# interface range gigabitethernet
(config-if-range)# switchport mode trunk

0/1-2

(config-if-range)# switchport trunk allowed vlan

2,10,20,30,1000

(config)# interface range gigabitethernet
(config-if-range)# switchport access vlan
(config-if-range)# spanning-tree portfast

(config)# interface range gigabitethernet
(config-if-range)# switchport access vlan
(config-if-range)# spanning-tree portfast

(config)# interface range gigabitethernet
(config-if-range)# switchport access vlan
(config-if-range)# spanning-tree portfast

(config)# interface gigabitethernet 0/20
(config-if)# switchport access vlan 1000
(config-if)# spanning-tree portfast

(config)# interface gigabitethernet 0/24
(config-if)# switchport access vlan 2
(config-if)# spanning-tree portfast

0/5-8
10

0/9-12
20

0/13-16

30

R—k 0/1-2 [FEE C1,02 ##HHIZ VLAN2,10,20,30,1000
DSV IR—RELTHERLED,

R—k 0/5-8 IZBAFEO—HIL Y —/\EEHAIZ VLANTO D
FOEAR—rELTERBLET,
Y—/\EHRAD=8H. STP Xt F S (portfast FXFE)ELET .
R—k 0/9-12 (FFEERO—HILH—/\$EHRIZ VLAN20
DT IR KR—FELTERLET,

IhR PC A D 1= STP Xt R 5 (portfast FBE)ELET
R—b0/13-16 [V ERARAY—/ R AIZ VLAN3O DT Y
TFRR—NELTHERLET,

IR PC 8t A D 1= STP % & 4} (portfast FRTE)ELET S
R—k 0/20 (FHERHEFERIZ VLAN1000 D7 IR R—k&
LTHRLET , F1= STP &5 (portfast FRE)ELET .

R—k 0/24 [T RTLEIE PC E#HAIZ VLAN2 D77+
AR—hELTHERLET,
15K PC A D =8 STP 3t & 41 portfast

BREELFT,

EEDE—FEEICEHIIRE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog BREVRARAMERELE T,
telnet [C&kBOT A% HAILET,

(3) 8k PC A7 EARRAYF (AX1240S)DERSE

A1 (AX1240S-24T2C)DE&5E

RIRZVTI)—DERE

(config)# spanning-tree mode rapid-pvst

| RINZT V) —DE—K% rapid-pvst ITERELET .

VLAN D%5%E

(config)# vlan 2,100-101

| RT3 VLAN DBREEBAVET,

VLAN £ 247 1—RADRSE

(config)# interface vlan 2

(config-if)# ip address 172.255.1.1 255.255.0.0

VLAN2 [T R T LEBRAIC global TEALET,
VLAN2 [ZIP PRLREHRELET,

MIBR—r A7 —ADETE

R—rDERE

(config)# interface range gigabitethernet 0/25-26

(config-if-range)# switchport mode trunk

(config-if-range)# switchport trunk allowed vlan

2,100-101

(config)# interface range fastethernet 0/1-12

(config-if-range)# switchport access vlan
(config-if-range)# spanning-tree portfast

(config)# interface fastethernet 0/13-24
(config-if-range)# switchport access vlan
(config-if-range)# spanning-tree portfast

100

101

R—b 0/25-26 [$EE C1,02 #EHAIZ VLAN2,100-101 Dk
SUR—bELTHRLET,

R—k 0/1-12 [XEARER IR PC DI AV 1 #HEAIC
VLAN100 D79t AR—rELTHERLET .
PC #E#H D=8 . STP Xt & S (portfast FRTE)ELET,

R—b 0/13-24 (XBHFEERIHR PC DT A 2 EHEAIC
VLAN101 D7t R R—rELTHERLET,
PC #EH A D=8, STP xt & S (portfast FXE)ELET S

EBO)E—FERICBITIHTE

(config)# logging host 172.255.0.200
(config)# line vty 0 1

syslog FREVARAMEIEELET .
telnet [ICkBAT AV EHAILET,

IE A2 OFREILHE 42 VLAN ID SEEE 7 RLU AN R ALIAMTEE AL ORELFERETT,
(VLAN:100-101—200-201, & 7K1 2:172.255.1.1—172.255.2.1)
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(4) UTM (FortiGate) D&% 5E

FortiGate |ZC HA f k& TG, ~AX LT DI E I CTHAN R EE B> TREET,

UTM1 (FortiGate-3040B) 5% 5E

HA(T®)V SRS DEETE

CLI

GUI

config system ha
set mode a-p
set group-name axfgclusterl
set password secretl23
set hbdev portl7 50 portl8 50
set priority 130

DATLSERE>HA
[E—K] 7OT4T-1893T

[TIRARDTSAFITA1130 REDTZ17 T4 KXEVGHEESE)

[F' IL—T 4] axfeclusterl HEDIINL—TE

[/SRJ—K] secret123

HEDHEIHIZLV /YR T—R

end [N\—hE—FA242T7x—2R]
lport17] HNEF vy [F51441T4]150
[port18] H¥EFI VY [FT5144)T4]50
<OK>
E-F [Fozr7—rtwe? =]
FHAAAQT AT 128
[T 2328 kI CEBH - T8 I‘HQTZ
O RAREE
Hl-7a |zxfatelustart
HAD—F |
M pemowmrursamcrs
E F(0-
mamet [ o
mamz T T
port1 O O {Co—
portz r - "
port3 - | Ig_
portd r - I
port O O {Co—
portii - - C
portiz r - Ig—
port13 r r "
port14 r - F
port15 - - o
portis r r Ig_
porti7 r v o
port18 r v 5
VDOM D{ERk

config system global
set vdom-admin enable
end
You will be logged out for the
operation to take effect
Do you want to continue? (y/n)y

AT LSy 2 R—K > Status
[ARTLART—RRI4D YN
IN—F % )LRA Y [B$EI)YY

TRATLAT 2R

N3 328E axfgtclusterl

320005 FGIKS

PUFIES ekl lnt e pe il

Filo—2 g E-F NAT [FHE]

HAZF =223 TRFT T [BE]

A5 L Mon Jun 20 15:52:05 2011 [¥FE]

EEEFRE ST e v4.0,build0441,110318 (MR3)
[FodF—F]

DAF LT Z0T L—2gy REDAWITUT NA
[+ 7ud] [UAT]

T IR admin [A20-F#E] /1 in Total [F#H]

EREHE 0B 28R 10 4%

e L = (5]
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config vdom
edit VDOM1
next
edit VDOM2
next
edit VDOM3
end

2 RF L >VDOM>VDOM > 3R VERL
[4 #i] VDOMI1
[ARL—2a>vE—KR]NAT

<OK>

E4%1Z VDOM2, VDOM3 £1ER T 5,

ﬁiﬁ.f’ﬁﬁh

|
= @& v aki-f — (4
Jaj G e
- Status |~
= & vDOM [ vDoMi nNAT ssl.VDOM1L ]
[T wvDomMz naT ss.VDOMZ o
s TR A [~ vDOMZ NAT ==l VDOM2 c) o
® g8 Fub0-2 mgmti , mgmt2 , modem , portl , port2 , port3 ,
L BE portd , portS , ports , port? . portd , portd , portll, 4
= I root  nar portll , portiZ , porti3 , portid , portls . portis, 2 2
w1 EIEH porti? , portls , ssl.root

AVBTI—ADHRE (MERAVPT7T—R)

config global
config system interface
edit toaxl
set vdom root
set type redundant
set member portl port2

DARATLS>FYNT—=I>ARAT—R > FRIERL
[A237x—RA] toaxl

41471 REAV4271—R

S—F v JLREAL] root

MBS AT T—RAVNIGEIRSN A2 T —X] portl port2

end <OK>

end HRA AT — 2
AETI— A5 Jroas1
a4z [ERm7z-2 =l
o Ikt [raat =l
WA RTF— AL
FIFETRES 72— 3 B ThiA 872
mgmt2 - -, |portl -
port3 j @
port4
portS 3
- © -
FE L d E—F
®2zar, CoHce ©ppeoE

IR/ Fok- TR |o.0.0.0/0.0.0.0
[ Connact FortiaP to this interface
| Explicit Web ProxyEHH
[ s2rlbMTUB(S00) e LEs 1500 (4)
BIREIRT IR Curres Teme Murre [ eme-7oe2
Mssw Tsume Trener
LA IU
FEI A== Alwi ot ILE |o kbit/s
™ sy vk L2
S |write 2 comment. Aojez
OK Fr2El it

config global
config system interface

edit vlanl0
set vdom VDOM1
set ip 172.16.10.254/24
set allowaccess ping
set interface toaxl
set vlanid 10

next

edit vlan20
set vdom VDOM2
set Ip 172.16.20.254/24
set allowaccess ping
set interface toaxl
set vlanid 20

next

edit vlan30
set vdom VDOM3
set ip 172.16.30.254/24
set allowaccess ping

DRATLS>RYNT—I> AT —R > HHRER
(MR TT—RZ] vlan10

[447]1 VLAN

[A2R27x—XR] toaxl

[VLAN ID] 10

[/NA—F LK ASL2] VDOMI

[P/ yh<RY] 172.16.10.254/24
[(BEEHERT7IEX] PING [TFvy
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set interface toaxl
set vlanid 30

next

edit vlan31l
set vdom VDOM1
set ip 172.16.31.254/24
set allowaccess ping
set interface toaxl
set vlanid 31

next

edit vlan32
set vdom VDOM2
set Ip 172.16.32.254/24
set allowaccess ping
set interface toaxl
set vlanid 32

next

edit vlanl1000
set vdom VDOM3
set ip 10.10.1.254/24 20—y

ITRLRZ 10.10.1.254 £L THI~

set allowaccess ping
set interface toaxl
set vlanid 1000

next

edit vlan2
set vdom root
set ip 172.255.0.10/16
set al lowaccess ping https ssh
set interface toaxl
set vlanid 2

A7 x— 2AERE

A R7z— A8 Jvlanio

247 [Vian =l
APHFL- 3 | toasx1 =i
VLAN ID o

Fe= F L st [vDom1 =l

FF Lo T E-F

® 227 Cower
1R/ Fuub- 720
1Pve FF LA

 pppoE
[i72.16.10.254/255.255.255.0
[::/0

7 Connact FortiaP to this intarface

r Explicit Web Proxy& G

BIBHEIRT D €A Cwrres Moems [arre [rvs-roez

Mssn Csume T rener

1Pve WIEHTIEA Curres Tome Murre Meve-rotz
Mssn Csume T rener

LA |0

A== Alewieadi—LF |c| kbit/s

I sy erkL 2

o Write a co
w T o CHT g

WIEAT-RA

#0/63

RI#%1Z VLAN20,VLAN31,VLAN32 VLAN1000,VLAN2 Z{ERX T %,
TO0—/NJLFRLXF 10.10.1.254 £L THI~

- toaxl 0.0.0.0 / 0.0.0.0
172.255.0.10 /255.255.0.0

172.16.10.254 / 255.255.255.0

root

root
VDOM1
voomz

HTTPS,PING,SSH
PING
PING

vlan2
10
20

vlan10

vlanz0 172.16.20.254 / 255.255.255.0

end vlan30 VDOMZ2 172.16.20.254 / 255.255.255.0 PING 20
end vlan31 vVDOM1 172.16.21.254 / 255.255.255.0 PING 31
vlanz2 vDomMz 172.16.32.254 / 255.255.255.0 PING 32
vlan1000 VDOoM3 10.10.1.254 / 255.255.255.0 PING 1000
VDOM1 DEEE

T IR —FERETAYIIIL—FDERTE

config vdom
edit VDOM1
config router static
edit O
set device vlan3l
set gateway 172.16.31.1
next
edit O
set device vlanl0
set dst 192.168.0.0/24
set gateway 172.16.10.1
next
edit O
set device vlanl0

IRFED VDOM>VDOMT

W—BR> AT 499> RET499 L—k>FHBREK
[3E5¢ IP/#v < ZX%] 0.0.0.0/0.0.0.0

[T/8€4RX] vlan31

[(F—bkoxz4] 172.16.31.1

<OK>

HANTEI—E
IW—E>REATA99 > AT IL—k Do FRIER
[BE5E IP/ Ry k< AY] 192.168.0.0/24

[T/3(R] vlan10

[ —koz4] 172.16.10.1

set dst 192.168.1.0/24 <OK>
set gateway 172.16.10.1 BIHRIZ. 192.168.1.0/24 ~DRAATA4 Y7 IIL—rZEBINT %,
end SR5 b O FRIERE - [ HSLET ]
end W e/mak | bl [ FadA [ 3ot
l_ 0.0.0.0/0.0.0.0 172.16.21.1 vlanz1
l_ 192.168.0.0/255.255.255.0 172.16.10.1 vlan10
l_ 192.168.1.0/255.255.255.0 172.16.10.1 vlan10
HC R St}
I7AT 74— ILEEBINAT 7R DiEm)
config vdom IR D VDOM>VDOMT
ed"]g_VDng " ool TFAT A= S>RYS—>KRYS—> R
cdip g | rwall pofuey GEETAL 4 TT—R/J—2] vian10
set srcintf vlani0 [’3157':\7H/7‘] all
set dstintf vlan31l [5EEA>HTx—R//—>] Vian3l
set srcaddr all [FEETFLX] all
set dstaddr all [R5 1—)L] always
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set action accept
set schedule always
set service ANY

set nat enable

[—E X] ANY
[7933>] ACCEPT

[Enable NAT] Fxv% [Use Destination Interface Address 574 7R3> ] ON

end <OK> .
end T
ESTAVRTT A0 [¥lanio =l
EETTFLA [=in o =
FAk AT T A= [vlanzt =l
SEFFLR [=n =] =
Aia—l [alvays =
H-ER [any T E g
FaL T, [accerT =
I ssaks7ropany
' Enzble naT
& Use Destination Interface Address
€ Use Dynamic IP Pool
[ pizus s il —SEMICT S
I Resolve User Names Using FSSO Agent
™ utm
I T [EERL <] I
I e ar5aqunwn—ewr = =
7 par-1p 1571wy z- 1l [EERL T =
Ittt als—sam = =
I sxmasanizes
E2]
R h AR
S miED |
e Jwrite @ comment sy
oK *roeil
VDOM2 D& 5E

T IR —RERETAYIIIL—FDERTE

config vdom
edit VDOM2
config router static
edit O
set device vlan32
set gateway 172.16.32.1
next
edit O
set device vlan20
set dst 192.169.0.0/24
set gateway 172.16.20.1
next
edit O
set device vlan20
set dst 192.169.1.0/24
set gateway 172.16.20.1
end
end

IHFED VDOM>VDOM2

W—BR> BT 499> RAT499 L—k>FHBRERK
[38%% IP/#vb<ZX%] 0.0.0.0/0.0.00

[7/314R] vlan32

[(F—bkox4] 172.16.32.1

<OK>

BLTES—E
IW—B>ZABTA9I > AT IL—k o e
[BE5E IP/ Ry k< RAS] 192.169.0.0/24

[T/31R] vlan20

[ —bkoz4] 172.16.20.1

<OK>

B4R, 192.169.1.0/24 ~DRAZT 497 IL—+EEBINT S,

- 5 FiRiEet

[

e | T S = A IEZYEY
l_ 0.0.0.0/0.0.0.0 172.16.22.1 vlan32
» k l_ 192.169.0.0/255.255.255.0 172.16.20.1 vlan20
l_ 192.169.1.0/255.255.255.0 172.16.20.1 vlan20

T7AT7 A —ILEREFINAT RS D1E70)

config vdom

edit VDOM2

config firwall policy

edit O
set srcintf vlan20
set dstintf vlan32
set srcaddr all
set dstaddr all
set action accept
set schedule always
set service ANY
set nat enable

end

end

IH{ED VDOM>VDOM2

T7AT IA—IL >R —>KRYS—>FHRER
LEETAATT—R/J—2] vlan20
LEETTFERLA] all

(BB A 2 TT—R/J—>] vlan32
[BESET7FLR] all

[RF T a—)L] always

[H—E X] ANY

[743>] ACCEPT

[Enable NAT] Fxv% [Use Destination Interface Address S A4 421 ON

<OK>
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VDOM3 DE&5E

T IR —FERETAYIIIL—FDERTE

config vdom
edit VDOM3
config router static
edit O
set device vlan1000
set gateway 10.10.1.1 20—V
IFRLXZF 10.10.1.1 L THIF
next
edit O
set device vlan30
set dst 172.16.31.0/24
set gateway 172.16.30.1
next
edit O
set device vlan30
set dst 172.16.32.0/24
set gateway 172.16.30.1
end
end

IHFED VDOM>VDOM3
IW—E>RBT 499 > RAT 499 IL—b > FiRIEK

[38%% IP/#vb<Z%] 0.0.0.0/0.0.00

[7/34X] vlan1000

[F—bk9z4] 101011 20—/ JLFRLXZF 10.10.1.1 EL THIF
<OK>

BLNTEI—E
IW—E>ZABZTA9I > AT IL—k o e
[BE5E IP/ Ry k< AY] 172.16.31.0/24

[7 /8314 X] vlan30

[ —bkoz4] 172.16.30.1

<OK>

B4R, 172.16.32.0/24 ~DRABZT 497 IL—rEIEBINT S,

£ BEIE - [ N3isliE |
T N T I T

T7AT 24— ILERTEFI(NAT 7R S DiE )

config vdom

edit VDOM3

config firwall policy

edit O
set srcintf vlan30
set dstintf vlanl1000
set srcaddr all
set dstaddr all
set action accept
set schedule always
set service ANY
set nat enable

end

end

IH7ED VDOM>VDOM3

T7AT A= >R —>FKRI—>FHRER
EETAETT—R/J—2] vlan30
LEEFTFRLA] all

[BESEA R TT—R/Y—2] vian1000

BT FLA] all

[RF T a—)L] always

[H—E X] ANY

[7933>] ACCEPT

[Enable NAT] Fxw% [Use Destination Interface Address 574 R4>] ON
<OK>

EHE VDOM DEE WEIZIKHLT)

config global

config system global

set management-vdom VDOM
end

end

/D vDOM>4S O—/\)L

AT L>VDOM>

&2 VDOM [ZLTzL) VDOM B EfRDF VIRV IREF vy
[RRDAVNEYYBRIT AV ED )Y

BEDNHTYT

config global

exec backup config ftp
master.conf #— IP 7FL-X 2z—3
—ID NXU—N

IRFED VDOM> 4 O—/\)L
AT LS Y aR—K > Statusd)V AT LAT—RRA4 Tk
[VATFLAVTAT =23V 1D Ty T1E)vs
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FEWT AT 7T LT IR EDRE L v AF LB LR T DRI L FOIITRELET,

UTM2 (FortiGate—3040B) D §% &

HA(TLR) VSRS DEHRE

CLI

GUI

config system ha
set mode a-p
set group-name axfgclusterl
set password secretl23
set hbdev portl7 50 portl8 50
set priority 100

DRTL>EEE>HA

[E—F] 7OT4T7-139T

[(TNARDTZAF)TA1100  ZEDTZ1F Y T1(NE FHEEEIR)
[Z'IL—T 48] axfgclusterd UTMT [ZEREL /=0 N—TE EELED
[/SAJ—K] secret123 UTMT [ZEREL =7 X T—REFLED

end [N—hrE—hrA2471—X]

<OK>

[port17] BENEFT VY [FS544)T4150
[port18] B®NEFvY [FS5A4A)T4150

port17 &
port18 Z(&E/H

Ny 7T THETOLLEORRER T, ~ AFEE A, it TRy M — 2Rt L £,

HA NIELSHER SN T OMERITLL F D@ T4,
GUI D4
AT L > FRE>HA

HAZ 5 AR

= © Fopafi-F
= Status
-G FopT-0
= oy BE
:SNMP g % FG3KSE 128 E 2
P ESAE-Y FiATINET, MGMT1 1 3 5
- T FortiGate 39508 @ © @
I e S
i+ [e7] SEERE MGMTZ 2 4 &
T TR
- £
% FGEKIBHA 100 it 22
FIATINET, MGMTL 1 3 5
FortiGate 2550E[l [ @ @
5 e
MGMTZ 2 4 &
CLI D4
# config global
(global) # get system ha status
Model : 3950
Mode: a-p
Group: 32
Debug: O
ses_pickup: disable
Master:128 FG3K9B3X00000001 FG3K9B3X00000001 O
Slave :100 FG3K9B3X00000002 FG3K9B3X00000002 1
number of vcluster: 1
vcluster 1: work 169.254.0.1
Master:0 FG3K9B3X00000001
Slave :1 FG3K9B3X00000002
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N7 T OIEEIZ DN TIE, v A DIERE TR I/ EA B IOV EIEIHVEE A, HA O
DI T T LRBRENT I E T, v AZ THRELIZNENEDEEA I Ty Al ar —ShE1,

R T AZUDIEBITHRE L HA BER — bR EE L E T, REIT Ny 7y 7RI RS ET,

HABSfRAR—IERTE (BERAA4)

config global

config system ha
set monitor toaxl

end

end

DATLSERE>HA
YRAKEDEBORE “ 7142299y
[FR—FE=4] toax1 ZFxT Vs

OK>EYY Y
£-F IT”J‘:T"(?'— ST 'I
FHARAMF S |L28
[ 55 R0 S| EE - a2 [ ]
93 AREE
=745 |axfatclusters
HAAD-F

portl6
porti? O W o
portig Il =2 o
toax1 I~
VDOM R—Fx3a” 4
L= Fell7 381 1= Fell05AR2
VDOM1 al => N
vDoMz =l == B
\vDOoM3
root

= =

DK B2
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A, spsmpsEmy—L

Xy NI =2 ZARBE T DL ARSI BLRY 7R WD WT- B &R 528270570 B E PO
THHEPRELZRVAHTT,

TIIHTD XTI —7 28— 433X FortiGate Tlk, oW oA LEN =Ry NI — 7 DIER 2 F
B ay—nbHEINTWET,

41 AX—Networker's Utility {RE RV —20R[fRI{EY—IL)

AX-Networker’s-Utility (A8 % h7 — 27 w44 — ) 1%, Ry b —27 EICAEETH3EE D VRF/VLAN =
YIAT V=T ar BEPIICIUE, —BERRL, ZORENEET =/ TELY—/LTT,

F77, XTI —7 BT E T A IS | S ST 2 ESOu R DTG (LA T, VY — &) 28 th g I g,
—BERRL, B TEET,

o AE{E D VRF/VLAN 2 747 L —a ZIEEL, 2EE D VRE/VLAN 2 7 4 7L —a Zfigad, i
RBIOEGETF =2y 7§ 52N TEET,

o IEEDYY —AEREIIEL, T OIER R CTHEEIHH SN TODEE I R O & #ERE T
F97, VY —AFHREL TR, FEICHERL TODEE LI AR DB, EECmAD MAC TR l/x
Web nAunED7 /T)/{ﬁ:y%jﬁ”%j{@ IP 7]\ ]/X Web # O nEDy /])/{ﬁ@:’-“—ﬁ‘%, uﬁﬁﬁ% Web/MAC 0 n
T AR, Web/MAC SBRERY A L FRMF(H], 2 iE Ol R ARSI CODIRE R OAR — b%‘éa—

—HEFRLET,

o ZEE D VRF/VLAN 2 747 L —a o)y —AEMONES, GUT ZFH L CHEHICEm TXxET,
SR LA BT DUEE X SEEE DO BN L WA, (EEF OAMER TEET,

iz, EEOVRF/VLANZ 747 L —3 a2l P ABRICVRF/VLAN 2 7 4 7L — gy DA M F
TV EATHTZN, FEDOVY — AEWREUNNEL T, EE IR SN TODEEE I A% VRE <2 VLAN 4828568
INTWBHEEEL THERLEY, FFEDY Y —AEFR DX —T —RIZ LD BRI R FH A T2 DI92700F T,

B (384 Lo Sergiby— ) - CEEE M csv -0l x|
FrLE FBTW HL-TE EBN ETR BERY BTG ALTH
=% E ORI | SE1 0V -AEX | SE2 omiEsEx HE2 O ATEE |
=0 f’.JLEjF\ STt
: 1o218801 4= - B =
e - MACT EL2 b WRF 1D WLANID | MAGKEERI | -1EE .
=® B020=E0) || = 1 I‘ I‘ 1 = 1 LN
- EE) 19215504@@54) =
0 78 X
- EIE)1sz16811 GEEYD TH# 8
o Cl]eziserzasme MACF L2, e VRFID | VAN | MAGEEiERI s
Ty 0112 s248 5000 0 i Sitati A0
- C)E] 19218831 =B = latic
0112 5429 653 0 i Static 1AD
0022 6423198 elabal [1000 Dymsnic A
0008 4151 425 20 i Dumarmic 1/z-22
0009 4151.4628 20 i Dumarmic 1/m-z2
0012.6244.1070 20 i Dymarmic 1724
F-INEER F AR |
it w5l PPELA Sy
2011/02/03 [1457:49.296 19216811 ) - ATEERER R L o =]
2011,/02/03 [14:57:45.300 192.168.1.2 - AR R L .
o11/203 145753512 19216811 AR T L. 4
211/02/03 145753 905 19216812 AR E R T Lt =l
s Fremes e LI eghe S

X 4.1-1 AX-Networker's Utility({R# % v 7 —2a[fR{L Y —IL) SEREERH
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4.2 FortiManager & FortiAnalyzer

FortiGate (ZBL ClX. FortiGate (23T HE MR EREEBEZFDOLOOE B FortiGate (21257 7 & AHil
N E o THROND K O EZ T 2T 7 74T L ARHNET,

ZDORIFNZHT=5D 7 FortiManager T3,

FortiManager Ci&, #3® FortiGate &, I DIRAARN A (VDOM) % | e T E B DO DT 7 T7A47T
Z B9, FortiManager 2528 T, F TEXHEF 2T 4R 245D FortiGate ° VDOM (23 L
7Y, FortiGate D7 7—AL=7 DEFHEZE PN RIKE M TEE T, £, /- F—Ry N —F v 7 /LT
W FortiGate (IZXIL T, 7o FUANAR IPS DT R F ¥ T —FN—A% BT 52LHTEE T, ZOM, 5%
TE TR 754y D PIESREL i 2. TV 3, FortiManager © XML APl OF| ¢, HEMEIZH IS ATRE T,

FortiManage

S —FEh

Pt e (2} » ¥ NTOFortiGate

THAAZHF P+
= l-_ ’
'“{E‘Jjﬂ/gj (5) = FET3002605500906 FErthate 10.130.230.16 FortiGate 4.0 Interim © Fri Jun 17 B
GV Alert Devices (4) | Fortica
[#14m Tools

&1 e
root [#I2] NAT EHLILE

i —] E
K-

not defined

VPNDsr—A

UPNATLE=R

FortiClientz%—3 ¢ T | »

B 4.2-1 FortiManager 5% 5€ i@ @& 5l

— )5 u B ET DT T TAT AL LT FortiAnalyzer AAHVET,

FortiAnalyzer (3, #5® FortiGate °#2 %D VDOM 7350k § 507 28 B4 5720 DT T I7AT L ATHY,
FortiAnalyzer ZfE5Z&C, v/ OB, v OEG, %ﬁ%%f’ﬁﬁi&i&i%@iﬂ\‘m fHIA T2 ET, A
Y a— U ZHERRIC R i A I A 8IFIZ, VDOM (2 PDF JE 20D — I [E D BRI D35 E A VERLL
VDOM D E HLH (e HA B A— L TN T 5, SV ZENHE TTEET,

FortiAnalyzer 800 ==RTINET

®T [272 =l = [EEiE B asa& Q [aEE
]
# L T EGERL | v SR S v Lol | RE L v R |y R | S
Log & Archive 2011-06-28 16:43:37 FG300B3308601708 traffic notice  accept  192.168.150.119 208.91.113.43 7588 335B
2011-06-28 16:43:37 FG300B3308601708 traffic warning  deny 192.168.150.8 116.58.208.44 0B 0B
4 2011-06-28 16:43:37 FG300B3308601708 traffic warning  deny 192.168.150.8 209.222.147.36 0B 0B
oy ’ 2011-06-28 16:43:37  FG300B3908601708 traffic warning  deny 192.168.150.8 69.20.236.182 0B 0B
- |[ 6 20110828 35:43:37  FG30083908601708 traffic warning  deny 192.168.150.8 62.200.40.74 08 08
i [| 7 2011-06-28 16:43:36  FG300B3308601708 traffic notice  accept  192.168.150.117 192.168.42.19 1208 1768
8  2011-06-28 16:43:35 FG300B3908501708 traffic warning  deny 192.168.150.8 62.200.40.74 08 08
e 9 2011-06-28 16:43:35 FG300B3808501708 traffic warning  deny 192.168.150.8 69.20.236.182 08 08
o 7})‘;'34”’7\ |10 20110628 16:43:35  Faaoom3s0ss01708 traffic warning  deny 192.168.150.8 209.222.147.36 0B 0B
gt 11 2011-06-28 16:43:35  FG300B3908601708 traffic warning  deny 192.168.150.8 116.58.208.44 0B 0B
A 12 2011-06-28 16:43:35 FG300B3908501708 traffic warning  deny 192.168.150.12 129.6.15.28 o o8
" AL 13 2011-06-28 16:43:33  FG300B3908501708 traffic warning  deny 192.168.150.10 132.163.4.102 0B 0B
o b D= GA% LD 14 2011-06-28 16:43:33  FG300B3I908501708 traffic notice  accept  192.168.150.8 80.85.69.40 928 648
- EE 15 2011-06-28 16:43:33  FG300B3908501708 traffic notice  accept  192.168.150.8 62.200.40.72 928 B4B
=M 16 2011-06-28 16:43:33  FG300B3908601708 traffic notice  accept  192.168.150.8 80.85.69.41 928 64B
= Syslag 17 2011-06-28 16:43:33  FG300B3908601708 traffic notice  accept  192.168.150.8 62.209.40.73 928 648
=204 18 2011-06-28 16:43:33  FG300B3908601708 traffic notice  accept  192.168.150.8 80.85.69.37 928 648
857 P IR 19 2011-06-28 16:43:33 FG300B3508601708 traffic notice  accept  192.168.150.8 216.156.209.26 925 64B
=) eDiscovery 20  2011-06-28 16:43:33 FG300B3908601708 traffic notice  accept  192.168.150.8 80.85.69.38 928 648
B Avvay 21 2011-06-28 16:43:33  FG300B3908601708 traffic notice  accept  192.168.150.8 208.91.112.198 92B 645
5 R _f]=2 -=011-052816:43:33  Fe300B3008501708 traffic notice  accept  192.168.150.8 208.91.112.194 92B 645 |
e AR =|||23 =2011-06-28 16:43:33 FG300B3308601708 traffic notice  accept  192.168.150.8 69.20.236.179 928 648
e 24 2011-06-28 16:43:33  FG300B3908601708 traffic notice  accept  192.168.150.8 69.20.236.180 928 648
BEsetEER LLENG
Fn |30 (N—m) 1 5 FmA e E
b D

42-2 FortiAnalyzer &5/ 0% SRBEEH
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5.mzzE

(1) AX 2—ZX& FortiGate 2 OF ) —Sa g T D1 LACP 23 5.,

FortiGate O¥FRA L HT7 2 —AIV 7T TV —2 a2 Al A TLERERS AT HE T 23, Wb DDA AZT (7
DT —RFPR—FENFRHA 1o T AX V=RV I T TV —ar sl > TR T AN ENDH DG
1T LACP E—RZFEHL TTZSNY,

(2) FortiGate 1>#7x—XTA DHCP 9547V MERIZDLT

FortiGate Clt, AXL K7 THHL CWODGAIZRYA L HT7 2—ATD IP TR AR EIZ DHCP 771
TUMIEDRELFIZLENAIRETT A, HA FEpkE L CWBERIZ AL Z 7 =— A~ DHCP 7947 M2 L5
IP 7RUVAEEITTEER A,

(3) FortiGate M HA BEtfR-R—FEREDFIE

HA O EBIOEHAR - ORENINT HA <~ AIEBE R R — RO Z 7 2L COBIREE T,
VAR LRI DT T4 T R OB E AR — NOR ER NS, v AZEEE ITHEE (HA 7T A2~ T 5&,
~ABDAL T 47 PR L ET, IBINSNIZEE N HiT e~ AR LR v T 7 bbb GRS
BEOLOIZERIT 5720 T, GEMNT 22 E CIXERR—FORENTNE EER - T L L2
RENET,)

~ AT, THHIFRIERY < A5 L RARDRELF DR BABRET HLEO FIBE F ROV
DI AL ET

o FHIZ HA ZHEEE 35X, HA 77 RAZORHEEE L HA DIELSEMEL TWAZEZMERRL Thvb
HA BERR — DR EE T 5,

o BT HEEEIT, Db AFEEE LA U AR — N EEZ L Thb~ A E [T 5,

o VAKIEEITHEHG T HRNT, v AXEEE D HA BEHAR—NR T _XTT v S IRETHHZ L2 MR T D,

RBEARR = OZ 7 AR R ILL CLI T R0 IR L £,

FG3K9B3EOO000001 (global) # dia sys ha dump 1

HA information.

vcluster id=1, nventry=2, state=work,

digest=4.3f.6e.62.a.40. ..

ventry 1dx=0,id=1,FG3K9B3EO0000001,prio=128,-50,claimed=0,override=0,
flag=1, time=0,mon=0

0 IR—RE o a7 L

BnlE R EFoU&HbHY

X ZDFITIE. FG3KIB3EO0000001 A EERA—RD
WIFhDDFIUEBRIMLTNDIREERLET,

(%) N—RU=TEEOMIAEL, TONNI Ty T L TBWERELY . @ ICUANT LI,
HA V5 AR ~BINEFAZL T, 2 747 DO EESITAIENTEXET,
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(4) FortiGate M HA BRICH(THTRIEBRZEHIZDOLNT

HA #RLEL CODEERE T AX Llp o TSN Y Tt ERIALIZSE A ICRILZ DB~ RS
REEICR B RED) A B ET,

HA ~CiZ override &% & (CLI TOARRE AIRE, 7 74/V Tl disable)?’ disable THY, 73> HA fE kD%
& [l LD T2 FERBIRF I (X)) D 2228 300 FPLL Lo D556 A7 SIBIRED R Wb DU RN 3 LS
NET, HA TOREBEIATIRIEA L DLGEZOFRMITE L T 5720, —KANITTRV DAL EEAD,
override X &£ 7% enable, & L<IXZEBENRFH D 2273 300 P LL FOBLGEIEL, TIAF VT 1 DmWEEE D~ AZ
IRV ET DT, TV AZE ST EE DB IR L LI~ A2 L AT AW RED)IREN AT IHEENHY
E3a8

()2 ERRBINF [ : FortiGate MR ICREBRL7ZBEHRAR — RV 72 7 inh (b LI EID DR AR —
DY 27 PNEET IS DO REIF ], HA 1 RR O LEE [ T E B R O£ 2 MRS 451213, CLI
[Z TR DINATNET,

FG50012205400050 # config global

HA information.
vcluster id=1, nventry=2, state=work,
digest=fe.21.14_b3.el.8d...

flag=1,time=0,m n=0. :;;:__?’
mongev:mafo— ARUFRITLEZEETOEIXEIC0ELS,

flag=0, time=194,mon=0.

W avUREFEEAN DR, COMTEECHTZR BB O E, (B4 1/10 B)
FDETHNIE, REBRHEREIEaV U RETLEEE > HFEE
BDETHNIK. 7 ORVREFTFLEEE<HBFEE
X DOFITIEIT U RETLI=&EE (FG50012205400050)D A HY, 19.4 PRI EEZRLTULVET .

override % E=disable THNIL. HFEBEICRTINS time DIEH
3000 LA ETHEIEBNIRALLEYET
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{ViR

KITARIC TR LTI Rk D= 7 47— a5 T,
3 BOXK RN —IHERRICIBIT AR EE D LI 747 L — a1l ONWT, TXRAMNER DO 7740 L
TARZ 7 AN L TBYET, ORI 7 7 A V2 3 5121%, Adobe Acrobat 5.0 LLFEHLLIE Adobe

Reader 6.0 LABEDNAEET, )

HAL T4 L= aAOWTE, L FIORT 7 7 A4 ERICARIORMN 7 7 AV ZSZ TS,

3.1 FTRAAFaF + FortiGate HAIERE D

FERLHREE HEI7AI
L3aA7RAYF C1 (AX6604S) 3-1_AXFG-guide_FT_C1. txt
UTM(*1) UTM1 (FortiGate-3950B) | 3-1_AXFG-guide_FT_UTM1. conf
L2 7OERRAYF S1 (AX2430S-24T2X)

A1 (AX1240S-24T20)

3-1_AXFG-guide_FT_AT1. txt

A2 (AX1240S-24T20)

3-1_AXFG-guide FT_ST.txt )
3-1_AXFG-guide FT_A2. txt [k

(*1)UTM(FortiGate)D AL T4 [F HA DR AR DH T , AL—TRIDAL T4 [F HA BRI TRALRIHILE S,

3.2 STP+VRRP + FortiGate HA¥E i ) i

HEERLMREE SR I7A I N
L3 a7 RAYF C1 (AX3560S-24T6XW) 3-2_AXFG-guide_STP_C1. txt “

C2 (AX3560S-24T6XW) 3-2_AXFG-guide_STP_C2. txt
UTM(x1) UTM1 (FortiGate-3040B) | 3-2_AXFG-guide_STP_UTM1. conf H
L2 POERRARAYF S1 (AX2430S-24T) 3-2_AXFG-guide_STP_S1. txt n“

A1 (AX1240S-24T20)

3-2_AXFG-guide_STP_A1. txt “

A2 (AX1240S-24T20)

3-2_AXFG-guide_STP_A2. txt

(*1)UTM(FortiGate)D A2 T4 [F HA DR AR DH T , AL—TRIDAL 745 [ HA BRI TRALEIHILET,
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#Last modified by operator at Mon Jul  4 08:13:50 2011 with version 11.4.E

!

hostname "C1"

fwdm prefer default extended

fldm prefer default extended

upc-storm-control mode upc-in-and-storm-control

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

spanning-tree disable

spanning-tree mode pvst

!

vrf mode l2protocol-disable

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface port-channel 11

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface port-channel 12

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface tengigabitethernet 1/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 1/2

  switchport mode access

!

interface tengigabitethernet 1/3

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 1/4

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 1/5

  switchport mode access

!

interface tengigabitethernet 1/6

  switchport mode access

!

interface tengigabitethernet 1/7

  switchport mode access

!

interface tengigabitethernet 1/8

  switchport mode access

!

interface tengigabitethernet 2/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 2/2

  switchport mode access

!

interface tengigabitethernet 2/3

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 2/4

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 2/5

  switchport mode access

!

interface tengigabitethernet 2/6

  switchport mode access

!

interface tengigabitethernet 2/7

  switchport mode access

!

interface tengigabitethernet 2/8

  switchport mode access

!

interface gigabitethernet 3/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 3/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 3/3

  switchport mode access

!

interface gigabitethernet 3/4

  switchport mode access

!

interface gigabitethernet 3/5

  switchport mode access

!

interface gigabitethernet 3/6

  switchport mode access

!

interface gigabitethernet 3/7

  switchport mode access

!

interface gigabitethernet 3/8

  switchport mode access

!

interface gigabitethernet 3/9

  switchport mode access

!

interface gigabitethernet 3/10

  switchport mode access

!

interface gigabitethernet 3/11

  switchport mode access

!

interface gigabitethernet 3/12

  switchport mode access

!

interface gigabitethernet 3/13

  switchport mode access

!

interface gigabitethernet 3/14

  switchport mode access

!

interface gigabitethernet 3/15

  switchport mode access

!

interface gigabitethernet 3/16

  switchport mode access

!

interface gigabitethernet 3/17

  switchport mode access

!

interface gigabitethernet 3/18

  switchport mode access

!

interface gigabitethernet 3/19

  switchport mode access

!

interface gigabitethernet 3/20

  switchport mode access

!

interface gigabitethernet 3/21

  switchport mode access

!

interface gigabitethernet 3/22

  switchport mode access

!

interface gigabitethernet 3/23

  switchport mode access

!

interface gigabitethernet 3/24

  switchport mode access

!

interface gigabitethernet 4/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 4/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 4/3

  switchport mode access

!

interface gigabitethernet 4/4

  switchport mode access

!

interface gigabitethernet 4/5

  switchport mode access

!

interface gigabitethernet 4/6

  switchport mode access

!

interface gigabitethernet 4/7

  switchport mode access

!

interface gigabitethernet 4/8

  switchport mode access

!

interface gigabitethernet 4/9

  switchport mode access

!

interface gigabitethernet 4/10

  switchport mode access

!

interface gigabitethernet 4/11

  switchport mode access

!

interface gigabitethernet 4/12

  switchport mode access

!

interface gigabitethernet 4/13

  switchport mode access

!

interface gigabitethernet 4/14

  switchport mode access

!

interface gigabitethernet 4/15

  switchport mode access

!

interface gigabitethernet 4/16

  switchport mode access

!

interface gigabitethernet 4/17

  switchport mode access

!

interface gigabitethernet 4/18

  switchport mode access

!

interface gigabitethernet 4/19

  switchport mode access

!

interface gigabitethernet 4/20

  switchport mode access

!

interface gigabitethernet 4/21

  switchport mode access

!

interface gigabitethernet 4/22

  switchport mode access

!

interface gigabitethernet 4/23

  switchport mode access

!

interface gigabitethernet 4/24

  switchport mode access

  switchport access vlan 2

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.0.1 255.255.0.0

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.0.1 255.255.0.0

!

interface vlan 31

  vrf forwarding 30

!

interface vlan 32

  vrf forwarding 30

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

!

interface vlan 200

  vrf forwarding 20

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 201

  vrf forwarding 20

  ip address 192.168.1.1 255.255.255.0

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.0.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.0.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!



L3ｌコアスイッチ
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#config-version=FG3K9B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=2812342446287211267
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 5
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst enable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fmc-xg2-load-balance disable
    set fwpolicy-implicit-log disable
    set fwpolicy6-implicit-log disable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 disable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile disable
    set hostname "FG3K9B3E10700042"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "root"
    set num-cpus 0
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 8
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 15
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 04
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
        set type physical
    next
    edit "port2"
        set vdom "root"
        set type physical
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
    next
    edit "port6"
        set vdom "root"
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port5" "port6"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 10.20.2.254 255.255.255.0
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 10.10.1.254 255.255.255.0
        set interface "toax1"
        set vlanid 31
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 18000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
end
config system ha
    set group-id 23
    set group-name "axfgtcluster1"
    set mode a-p
    set password ENC YbpiO81LQsnDqgXPV62LBUWmoCopZYbQtb+fTK02gAueobIsxMY+BpDZ4+9EC1qVTgFr5+dMPnXwltuypzWa/HQj4axDRxjue4qPQQvaLWyJr09D
    set hbdev "port1" 50 "port2" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system dns
    set primary 208.91.112.53
    set secondary 208.91.112.52
    set domain ''
    set ip6-primary ::
    set ip6-secondary ::
    set dns-cache-limit 5000
    set dns-cache-ttl 1800
    set cache-notfound-responses disable
    set source-ip 0.0.0.0
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    unset preferences
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync enable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC G9rtCC6bC0hweX4VNE5bLRBYKhKxu2GnosVSHs3+Ae5iQkbl+H2+iRFLvW6sfDck/3mqofYEkRNv6xd35dpOTtQkk+PasHVevMlrnSXlBgN5FPuI
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 10.20.2.1
    next
    edit 2
        set device "vlan20"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan20"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end
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#Last modified by operator at Sat Jan  1 01:21:02 2000 with version 11.5.A

!

hostname "S1"

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 31

!

vlan 32

!

spanning-tree disable

spanning-tree mode pvst

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface gigabitethernet 0/1

  switchport mode access

!

interface gigabitethernet 0/2

  switchport mode access

!

interface gigabitethernet 0/3

  switchport mode access

!

interface gigabitethernet 0/4

  switchport mode access

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 31

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

  switchport access vlan 32

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface tengigabitethernet 0/25

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 0/26

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.5 255.255.0.0

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!
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#configuration list for AX1240S-24T2C

!

hostname "A1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 100 

!

vlan 101 

!

spanning-tree disable 

spanning-tree mode rapid-pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

  channel-group 1 mode on 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

  channel-group 1 mode on 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.1.1 255.255.0.0 

!

interface vlan 100 

!

interface vlan 101 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!
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#configuration list for AX1240S-24T2C

!

hostname "A2" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 200 

!

vlan 201 

!

spanning-tree disable 

spanning-tree mode rapid-pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

  channel-group 1 mode on 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

  channel-group 1 mode on 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.2.1 255.255.0.0 

!

interface vlan 200 

!

interface vlan 201 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!



L2アクセススイッチ(A2)
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#Last modified by operator at Mon Jun 27 02:56:51 2011 with version 11.5

!

hostname "C1"

switch 1 provision 3650-24t6xw

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

vlan 1000

!

spanning-tree mode rapid-pvst

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface gigabitethernet 1/0/1

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface gigabitethernet 1/0/2

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  switchport mode access

!

interface tengigabitethernet 1/0/28

  switchport mode access

!

interface tengigabitethernet 1/0/29

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface tengigabitethernet 1/0/30

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.10.1 255.255.255.0

  vrrp 10 ip 172.16.10.1

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.20.1 255.255.255.0

  vrrp 20 ip 172.16.20.1

!

interface vlan 30

  vrf forwarding 30

  ip address 172.16.30.1 255.255.255.0

  vrrp 30 ip 172.16.30.1

!

interface vlan 31

  vrf forwarding 30

  ip address 172.16.31.1 255.255.255.0

  vrrp 31 ip 172.16.31.1

!

interface vlan 32

  vrf forwarding 30

  ip address 172.16.32.1 255.255.255.0

  vrrp 32 ip 172.16.32.1

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

  vrrp 100 ip 192.168.0.1

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

  vrrp 101 ip 192.168.1.1

!

interface vlan 200

  vrf forwarding 20

  ip address 192.169.0.1 255.255.255.0

  vrrp 200 ip 192.169.0.1

!

interface vlan 201

  vrf forwarding 20

  ip address 192.169.1.1 255.255.255.0

  vrrp 201 ip 192.169.1.1

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254

ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!



L3コアスイッチ(C1)
3-2_AXFG-guide_STP_C1.txt


#Last modified by operator at Sat Feb 12 02:12:20 2000 with version 11.5

!

hostname "C2"

switch 1 provision 3650-24t6xw

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

vlan 1000

!

spanning-tree mode rapid-pvst

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface gigabitethernet 1/0/1

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface gigabitethernet 1/0/2

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  switchport mode access

!

interface tengigabitethernet 1/0/28

  switchport mode access

!

interface tengigabitethernet 1/0/29

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface tengigabitethernet 1/0/30

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.2 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.10.2 255.255.255.0

  vrrp 10 ip 172.16.10.1

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.20.2 255.255.255.0

  vrrp 20 ip 172.16.20.1

!

interface vlan 30

  vrf forwarding 30

  ip address 172.16.30.2 255.255.255.0

  vrrp 30 ip 172.16.30.1

!

interface vlan 31

  vrf forwarding 30

  ip address 172.16.31.2 255.255.255.0

  vrrp 31 ip 172.16.31.1

!

interface vlan 32

  vrf forwarding 30

  ip address 172.16.32.2 255.255.255.0

  vrrp 32 ip 172.16.32.1

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.2 255.255.255.0

  vrrp 100 ip 192.168.0.1

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.2 255.255.255.0

  vrrp 101 ip 192.168.1.1

!

interface vlan 200

  vrf forwarding 20

  ip address 192.169.0.2 255.255.255.0

  vrrp 200 ip 192.169.0.1

!

interface vlan 201

  vrf forwarding 20

  ip address 192.169.1.2 255.255.255.0

  vrrp 201 ip 192.169.1.1

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254

ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!



L3コアスイッチ(C2)
3-2_AXFG-guide_STP_C2.txt


#config-version=FG3K0B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=3959817565617232739
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config vdom
edit VDOM3
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 480
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst disable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fwpolicy-implicit-log enable
    set fwpolicy6-implicit-log enable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-client-reputation disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 enable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile enable
    set hostname "FG3K0B3I10700185"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "VDOM3"
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 2
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 3
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 60
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
        set wanoptgrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
    next
    edit "port2"
        set vdom "root"
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
        set type physical
    next
    edit "port6"
        set vdom "root"
        set type physical
    next
    edit "port7"
        set vdom "root"
        set type physical
    next
    edit "port8"
        set vdom "root"
        set type physical
    next
    edit "port9"
        set vdom "root"
        set type physical
    next
    edit "port10"
        set vdom "root"
        set type physical
    next
    edit "port11"
        set vdom "root"
        set type physical
    next
    edit "port12"
        set vdom "root"
        set type physical
    next
    edit "port13"
        set vdom "root"
        set type physical
    next
    edit "port14"
        set vdom "root"
        set type physical
    next
    edit "port15"
        set vdom "root"
        set type physical
    next
    edit "port16"
        set vdom "root"
        set type physical
    next
    edit "port17"
        set vdom "root"
        set type physical
    next
    edit "port18"
        set vdom "root"
        set type physical
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "ssl.VDOM3"
        set vdom "VDOM3"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port1" "port2"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.10.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.20.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan30"
        set vdom "VDOM3"
        set ip 172.16.30.254 255.255.255.0
        set allowaccess ping http
        set interface "toax1"
        set vlanid 30
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 172.16.31.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 31
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 172.16.32.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan1000"
        set vdom "VDOM3"
        set ip 10.10.1.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 1000
    next
    edit "vlan2"
        set vdom "root"
        set ip 172.255.0.10 255.255.0.0
        set allowaccess ping ssh http telnet
        set interface "toax1"
        set vlanid 2
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
                edit 4
                    set name "demo"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set view-type historical
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
                edit 8
                    set status close
                next
                edit 9
                    set tab-id 10
                    set status close
                next
                edit 10
                    set status close
                next
                edit 11
                    set status close
                next
                edit 12
                    set status close
                next
                edit 13
                    set status close
                next
                edit 2511194056
                    set name "ÈÇ­�*"
                next
            end
        set gui-detail-panel-location side
    next
    edit "vdom3_admin"
        set accprofile "prof_admin"
        set vdom "VDOM3"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set time-period 0
                    set chart-color 0
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
        set password ENC AK1D3R+CiuIC3I1NP5wvGDJmUTZrBNl2hJJ8lyMVmzPoak=
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 5000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
    edit "VDOM3"
        set description "property limits for vdom VDOM3"
    next
end
config system ha
    set group-id 0
    set group-name "axfgcluster1"
    set mode a-p
    set password ENC 9fgkQ/xgnmzl8+Gyp9DMHU1K8Pm9R0zikmzods0sgWmFGjsxF61wlq8CipoLKEZ/wbSVjjeqdD1VOq6DiZYye+JTfqFHAJ+YsRmMxV+kYCATyJN+
    set hbdev "port17" 50 "port18" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>�E�C���X�ð���m�µ�Ü�µ�½!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system snmp community
    edit 1
        set events cpu-high mem-low log-full intf-ip vpn-tun-up vpn-tun-down ha-switch ha-hb-failure ips-signature ips-anomaly av-virus av-oversize av-pattern av-fragmented fm-if-change ha-member-up ha-member-down ent-conf-change power-supply-failure faz-disconnect
            config hosts
                edit 1
                    set interface "vlan2"
                    set ip 172.255.0.200/255.255.255.255
                next
            end
        set name "public"
    next
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    set preferences "YWRtaW4JRkZGRkZGCTAwMDAwMAltb25vc3BhY2UJMTBwdAkxMDAJMAo="
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync disable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC /i28ds2TLp72bbt94/4KDUFwGWBZzq+IVLga+qGIwWMpzd3/IWwKogNnPGx/Hy8pFvFq80RcLf/60QJbncU2CFZBgRQPaM27ngLvbrIANEaaEJBv
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
    edit 1
            config entries
                edit "www.fortinet.com"
                    set action block
                next
            end
        set name "url_demo"
    next
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
    edit "wf_demo"
            config web
                set urlfilter-table 1
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
    edit "www.fortinet.com"
        set rating g04
    next
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
    edit "Enforce_FortiClient_AV.list"
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set application-detection enable
        set application-detection-rule-list "Enforce_FortiClient_AV.list"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 172.16.31.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.10.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.10.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 172.16.32.1
    next
    edit 2
        set device "vlan20"
        set dst 192.169.0.0 255.255.255.0
        set gateway 172.16.20.1
    next
    edit 3
        set device "vlan20"
        set dst 192.169.1.0 255.255.255.0
        set gateway 172.16.20.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM3
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
    edit "ips_demo"
            config entries
                edit 1
                    set action block
                    set location server 
                    set os Windows 
                    set protocol TCP ICMP HTTP FTP DNS 
                    set severity low medium high critical 
                next
            end
    next
    edit "ips_demo_all"
            config entries
                edit 1
                    set action pass
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
    edit "test"
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan30"
        set dstintf "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
    edit 1
        set interface "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
            set service "ANY"             
        set ips-DoS-status enable
        set ips-DoS "block_flood"
    next
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config ips custom
    edit "FTP.GET.TEST.DEMO"
        set signature "F-SBID( --name \"FTP.GET.TEST.DEMO\"; --attack_id 8639;  -- protocol tcp; --dst_port 21; --flow from_client; --pattern \"RETR\"; )"
    next
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan1000"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan30"
        set dst 172.16.31.0 255.255.255.0
        set gateway 172.16.30.1
    next
    edit 3
        set device "vlan30"
        set dst 172.16.32.0 255.255.255.0
        set gateway 172.16.30.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end
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#Last modified by operator at Thu Jan 13 04:57:56 2000 with version 11.5.A

!

hostname "S1"

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 1000

!

spanning-tree mode rapid-pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 0/3

  switchport mode access

!

interface gigabitethernet 0/4

  switchport mode access

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/13

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/14

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/15

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/16

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 1000

  spanning-tree portfast

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

  switchport access vlan 2

  spanning-tree portfast

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 2

  spanning-tree portfast

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.5 255.255.0.0

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!
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#configuration list for AX1240S-24T2C

!

hostname "A1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 100 

!

vlan 101 

!

spanning-tree mode rapid-pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.1.1 255.255.0.0 

!

interface vlan 100 

!

interface vlan 101 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!
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#configuration list for AX1240S-24T2C

!

hostname "A2" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 200 

!

vlan 201 

!

spanning-tree mode rapid-pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.2.1 255.255.0.0 

!

interface vlan 200 

!

interface vlan 201 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!
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#config-version=FG3K9B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=2812342446287211267
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 5
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst enable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fmc-xg2-load-balance disable
    set fwpolicy-implicit-log disable
    set fwpolicy6-implicit-log disable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 disable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile disable
    set hostname "FG3K9B3E10700042"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "root"
    set num-cpus 0
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 8
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 15
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 04
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
        set type physical
    next
    edit "port2"
        set vdom "root"
        set type physical
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
    next
    edit "port6"
        set vdom "root"
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port5" "port6"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 10.20.2.254 255.255.255.0
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 10.10.1.254 255.255.255.0
        set interface "toax1"
        set vlanid 31
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 18000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
end
config system ha
    set group-id 23
    set group-name "axfgtcluster1"
    set mode a-p
    set password ENC YbpiO81LQsnDqgXPV62LBUWmoCopZYbQtb+fTK02gAueobIsxMY+BpDZ4+9EC1qVTgFr5+dMPnXwltuypzWa/HQj4axDRxjue4qPQQvaLWyJr09D
    set hbdev "port1" 50 "port2" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system dns
    set primary 208.91.112.53
    set secondary 208.91.112.52
    set domain ''
    set ip6-primary ::
    set ip6-secondary ::
    set dns-cache-limit 5000
    set dns-cache-ttl 1800
    set cache-notfound-responses disable
    set source-ip 0.0.0.0
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    unset preferences
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync enable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC G9rtCC6bC0hweX4VNE5bLRBYKhKxu2GnosVSHs3+Ae5iQkbl+H2+iRFLvW6sfDck/3mqofYEkRNv6xd35dpOTtQkk+PasHVevMlrnSXlBgN5FPuI
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 10.20.2.1
    next
    edit 2
        set device "vlan20"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan20"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end



#configuration list for AX1240S-24T2C

!

hostname "A1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 100 

!

vlan 101 

!

spanning-tree mode rapid-pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.1.1 255.255.0.0 

!

interface vlan 100 

!

interface vlan 101 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!




#configuration list for AX1240S-24T2C

!

hostname "A2" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 200 

!

vlan 201 

!

spanning-tree mode rapid-pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.2.1 255.255.0.0 

!

interface vlan 200 

!

interface vlan 201 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!




#Last modified by operator at Mon Jun 27 02:56:51 2011 with version 11.5

!

hostname "C1"

switch 1 provision 3650-24t6xw

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

vlan 1000

!

spanning-tree mode rapid-pvst

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface gigabitethernet 1/0/1

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface gigabitethernet 1/0/2

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  switchport mode access

!

interface tengigabitethernet 1/0/28

  switchport mode access

!

interface tengigabitethernet 1/0/29

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface tengigabitethernet 1/0/30

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.10.1 255.255.255.0

  vrrp 10 ip 172.16.10.1

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.20.1 255.255.255.0

  vrrp 20 ip 172.16.20.1

!

interface vlan 30

  vrf forwarding 30

  ip address 172.16.30.1 255.255.255.0

  vrrp 30 ip 172.16.30.1

!

interface vlan 31

  vrf forwarding 30

  ip address 172.16.31.1 255.255.255.0

  vrrp 31 ip 172.16.31.1

!

interface vlan 32

  vrf forwarding 30

  ip address 172.16.32.1 255.255.255.0

  vrrp 32 ip 172.16.32.1

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

  vrrp 100 ip 192.168.0.1

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

  vrrp 101 ip 192.168.1.1

!

interface vlan 200

  vrf forwarding 20

  ip address 192.169.0.1 255.255.255.0

  vrrp 200 ip 192.169.0.1

!

interface vlan 201

  vrf forwarding 20

  ip address 192.169.1.1 255.255.255.0

  vrrp 201 ip 192.169.1.1

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254

ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!




#Last modified by operator at Sat Feb 12 02:12:20 2000 with version 11.5

!

hostname "C2"

switch 1 provision 3650-24t6xw

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

vlan 1000

!

spanning-tree mode rapid-pvst

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface gigabitethernet 1/0/1

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface gigabitethernet 1/0/2

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface gigabitethernet 1/0/3

  switchport mode access

!

interface gigabitethernet 1/0/4

  switchport mode access

!

interface gigabitethernet 1/0/5

  switchport mode access

!

interface gigabitethernet 1/0/6

  switchport mode access

!

interface gigabitethernet 1/0/7

  switchport mode access

!

interface gigabitethernet 1/0/8

  switchport mode access

!

interface gigabitethernet 1/0/9

  switchport mode access

!

interface gigabitethernet 1/0/10

  switchport mode access

!

interface gigabitethernet 1/0/11

  switchport mode access

!

interface gigabitethernet 1/0/12

  switchport mode access

!

interface gigabitethernet 1/0/13

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 1/0/14

  switchport mode access

!

interface gigabitethernet 1/0/15

  switchport mode access

!

interface gigabitethernet 1/0/16

  switchport mode access

!

interface gigabitethernet 1/0/17

  switchport mode access

!

interface gigabitethernet 1/0/18

  switchport mode access

!

interface gigabitethernet 1/0/19

  switchport mode access

!

interface gigabitethernet 1/0/20

  switchport mode access

!

interface gigabitethernet 1/0/21

  switchport mode access

!

interface gigabitethernet 1/0/22

  switchport mode access

!

interface gigabitethernet 1/0/23

  switchport mode access

!

interface gigabitethernet 1/0/24

  switchport mode access

!

interface tengigabitethernet 1/0/25

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000

!

interface tengigabitethernet 1/0/26

  switchport mode access

!

interface tengigabitethernet 1/0/27

  switchport mode access

!

interface tengigabitethernet 1/0/28

  switchport mode access

!

interface tengigabitethernet 1/0/29

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface tengigabitethernet 1/0/30

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30-32,1000

  spanning-tree portfast trunk

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.2 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.10.2 255.255.255.0

  vrrp 10 ip 172.16.10.1

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.20.2 255.255.255.0

  vrrp 20 ip 172.16.20.1

!

interface vlan 30

  vrf forwarding 30

  ip address 172.16.30.2 255.255.255.0

  vrrp 30 ip 172.16.30.1

!

interface vlan 31

  vrf forwarding 30

  ip address 172.16.31.2 255.255.255.0

  vrrp 31 ip 172.16.31.1

!

interface vlan 32

  vrf forwarding 30

  ip address 172.16.32.2 255.255.255.0

  vrrp 32 ip 172.16.32.1

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.2 255.255.255.0

  vrrp 100 ip 192.168.0.1

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.2 255.255.255.0

  vrrp 101 ip 192.168.1.1

!

interface vlan 200

  vrf forwarding 20

  ip address 192.169.0.2 255.255.255.0

  vrrp 200 ip 192.169.0.1

!

interface vlan 201

  vrf forwarding 20

  ip address 192.169.1.2 255.255.255.0

  vrrp 201 ip 192.169.1.1

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254

ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!




#Last modified by operator at Thu Jan 13 04:57:56 2000 with version 11.5.A

!

hostname "S1"

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 1000

!

spanning-tree mode rapid-pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,30,1000

!

interface gigabitethernet 0/3

  switchport mode access

!

interface gigabitethernet 0/4

  switchport mode access

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 10

  spanning-tree portfast

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 20

  spanning-tree portfast

!

interface gigabitethernet 0/13

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/14

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/15

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/16

  switchport mode access

  switchport access vlan 30

  spanning-tree portfast

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 1000

  spanning-tree portfast

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

  switchport access vlan 2

  spanning-tree portfast

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 2

  spanning-tree portfast

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.5 255.255.0.0

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!




#config-version=FG3K0B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=3959817565617232739
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config vdom
edit VDOM3
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 480
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst disable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fwpolicy-implicit-log enable
    set fwpolicy6-implicit-log enable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-client-reputation disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 enable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile enable
    set hostname "FG3K0B3I10700185"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "VDOM3"
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 2
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 3
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 60
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
        set wanoptgrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
    next
    edit "port2"
        set vdom "root"
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
        set type physical
    next
    edit "port6"
        set vdom "root"
        set type physical
    next
    edit "port7"
        set vdom "root"
        set type physical
    next
    edit "port8"
        set vdom "root"
        set type physical
    next
    edit "port9"
        set vdom "root"
        set type physical
    next
    edit "port10"
        set vdom "root"
        set type physical
    next
    edit "port11"
        set vdom "root"
        set type physical
    next
    edit "port12"
        set vdom "root"
        set type physical
    next
    edit "port13"
        set vdom "root"
        set type physical
    next
    edit "port14"
        set vdom "root"
        set type physical
    next
    edit "port15"
        set vdom "root"
        set type physical
    next
    edit "port16"
        set vdom "root"
        set type physical
    next
    edit "port17"
        set vdom "root"
        set type physical
    next
    edit "port18"
        set vdom "root"
        set type physical
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "ssl.VDOM3"
        set vdom "VDOM3"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port1" "port2"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.10.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.20.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan30"
        set vdom "VDOM3"
        set ip 172.16.30.254 255.255.255.0
        set allowaccess ping http
        set interface "toax1"
        set vlanid 30
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 172.16.31.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 31
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 172.16.32.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan1000"
        set vdom "VDOM3"
        set ip 10.10.1.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 1000
    next
    edit "vlan2"
        set vdom "root"
        set ip 172.255.0.10 255.255.0.0
        set allowaccess ping ssh http telnet
        set interface "toax1"
        set vlanid 2
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
                edit 4
                    set name "demo"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set view-type historical
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
                edit 8
                    set status close
                next
                edit 9
                    set tab-id 10
                    set status close
                next
                edit 10
                    set status close
                next
                edit 11
                    set status close
                next
                edit 12
                    set status close
                next
                edit 13
                    set status close
                next
                edit 2511194056
                    set name "ÈÇ­�*"
                next
            end
        set gui-detail-panel-location side
    next
    edit "vdom3_admin"
        set accprofile "prof_admin"
        set vdom "VDOM3"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set time-period 0
                    set chart-color 0
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
        set password ENC AK1D3R+CiuIC3I1NP5wvGDJmUTZrBNl2hJJ8lyMVmzPoak=
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 5000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
    edit "VDOM3"
        set description "property limits for vdom VDOM3"
    next
end
config system ha
    set group-id 0
    set group-name "axfgcluster1"
    set mode a-p
    set password ENC 9fgkQ/xgnmzl8+Gyp9DMHU1K8Pm9R0zikmzods0sgWmFGjsxF61wlq8CipoLKEZ/wbSVjjeqdD1VOq6DiZYye+JTfqFHAJ+YsRmMxV+kYCATyJN+
    set hbdev "port17" 50 "port18" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>�E�C���X�ð���m�µ�Ü�µ�½!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system snmp community
    edit 1
        set events cpu-high mem-low log-full intf-ip vpn-tun-up vpn-tun-down ha-switch ha-hb-failure ips-signature ips-anomaly av-virus av-oversize av-pattern av-fragmented fm-if-change ha-member-up ha-member-down ent-conf-change power-supply-failure faz-disconnect
            config hosts
                edit 1
                    set interface "vlan2"
                    set ip 172.255.0.200/255.255.255.255
                next
            end
        set name "public"
    next
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    set preferences "YWRtaW4JRkZGRkZGCTAwMDAwMAltb25vc3BhY2UJMTBwdAkxMDAJMAo="
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync disable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC /i28ds2TLp72bbt94/4KDUFwGWBZzq+IVLga+qGIwWMpzd3/IWwKogNnPGx/Hy8pFvFq80RcLf/60QJbncU2CFZBgRQPaM27ngLvbrIANEaaEJBv
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
    edit 1
            config entries
                edit "www.fortinet.com"
                    set action block
                next
            end
        set name "url_demo"
    next
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
    edit "wf_demo"
            config web
                set urlfilter-table 1
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
    edit "www.fortinet.com"
        set rating g04
    next
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
    edit "Enforce_FortiClient_AV.list"
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set application-detection enable
        set application-detection-rule-list "Enforce_FortiClient_AV.list"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 172.16.31.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.10.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.10.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 172.16.32.1
    next
    edit 2
        set device "vlan20"
        set dst 192.169.0.0 255.255.255.0
        set gateway 172.16.20.1
    next
    edit 3
        set device "vlan20"
        set dst 192.169.1.0 255.255.255.0
        set gateway 172.16.20.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM3
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
    edit "ips_demo"
            config entries
                edit 1
                    set action block
                    set location server 
                    set os Windows 
                    set protocol TCP ICMP HTTP FTP DNS 
                    set severity low medium high critical 
                next
            end
    next
    edit "ips_demo_all"
            config entries
                edit 1
                    set action pass
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
    edit "test"
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan30"
        set dstintf "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
    edit 1
        set interface "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
            set service "ANY"             
        set ips-DoS-status enable
        set ips-DoS "block_flood"
    next
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config ips custom
    edit "FTP.GET.TEST.DEMO"
        set signature "F-SBID( --name \"FTP.GET.TEST.DEMO\"; --attack_id 8639;  -- protocol tcp; --dst_port 21; --flow from_client; --pattern \"RETR\"; )"
    next
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan1000"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan30"
        set dst 172.16.31.0 255.255.255.0
        set gateway 172.16.30.1
    next
    edit 3
        set device "vlan30"
        set dst 172.16.32.0 255.255.255.0
        set gateway 172.16.30.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end



#configuration list for AX1240S-24T2C

!

hostname "A1" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 100 

!

vlan 101 

!

spanning-tree disable 

spanning-tree mode rapid-pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 101 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

  channel-group 1 mode on 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,100-101 

  channel-group 1 mode on 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.1.1 255.255.0.0 

!

interface vlan 100 

!

interface vlan 101 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!




#configuration list for AX1240S-24T2C

!

hostname "A2" 

!

vlan 1 

  name "VLAN0001" 

!

vlan 2 

!

vlan 200 

!

vlan 201 

!

spanning-tree disable 

spanning-tree mode rapid-pvst 

!

interface port-channel 1 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/22 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/23 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface fastethernet 0/24 

  switchport mode access 

  switchport access vlan 201 

  spanning-tree portfast 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

  channel-group 1 mode on 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 2,200-201 

  channel-group 1 mode on 

!

interface vlan 1 

!

interface vlan 2 

  ip address 172.255.2.1 255.255.0.0 

!

interface vlan 200 

!

interface vlan 201 

!

logging host 172.255.0.200

!

line vty 0 1 

!

ftp-server 

!




#Last modified by operator at Mon Jul  4 08:13:50 2011 with version 11.4.E

!

hostname "C1"

fwdm prefer default extended

fldm prefer default extended

upc-storm-control mode upc-in-and-storm-control

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

spanning-tree disable

spanning-tree mode pvst

!

vrf mode l2protocol-disable

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface port-channel 11

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface port-channel 12

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface tengigabitethernet 1/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 1/2

  switchport mode access

!

interface tengigabitethernet 1/3

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 1/4

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 1/5

  switchport mode access

!

interface tengigabitethernet 1/6

  switchport mode access

!

interface tengigabitethernet 1/7

  switchport mode access

!

interface tengigabitethernet 1/8

  switchport mode access

!

interface tengigabitethernet 2/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 2/2

  switchport mode access

!

interface tengigabitethernet 2/3

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 2/4

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 2/5

  switchport mode access

!

interface tengigabitethernet 2/6

  switchport mode access

!

interface tengigabitethernet 2/7

  switchport mode access

!

interface tengigabitethernet 2/8

  switchport mode access

!

interface gigabitethernet 3/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 3/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 3/3

  switchport mode access

!

interface gigabitethernet 3/4

  switchport mode access

!

interface gigabitethernet 3/5

  switchport mode access

!

interface gigabitethernet 3/6

  switchport mode access

!

interface gigabitethernet 3/7

  switchport mode access

!

interface gigabitethernet 3/8

  switchport mode access

!

interface gigabitethernet 3/9

  switchport mode access

!

interface gigabitethernet 3/10

  switchport mode access

!

interface gigabitethernet 3/11

  switchport mode access

!

interface gigabitethernet 3/12

  switchport mode access

!

interface gigabitethernet 3/13

  switchport mode access

!

interface gigabitethernet 3/14

  switchport mode access

!

interface gigabitethernet 3/15

  switchport mode access

!

interface gigabitethernet 3/16

  switchport mode access

!

interface gigabitethernet 3/17

  switchport mode access

!

interface gigabitethernet 3/18

  switchport mode access

!

interface gigabitethernet 3/19

  switchport mode access

!

interface gigabitethernet 3/20

  switchport mode access

!

interface gigabitethernet 3/21

  switchport mode access

!

interface gigabitethernet 3/22

  switchport mode access

!

interface gigabitethernet 3/23

  switchport mode access

!

interface gigabitethernet 3/24

  switchport mode access

!

interface gigabitethernet 4/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 4/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 4/3

  switchport mode access

!

interface gigabitethernet 4/4

  switchport mode access

!

interface gigabitethernet 4/5

  switchport mode access

!

interface gigabitethernet 4/6

  switchport mode access

!

interface gigabitethernet 4/7

  switchport mode access

!

interface gigabitethernet 4/8

  switchport mode access

!

interface gigabitethernet 4/9

  switchport mode access

!

interface gigabitethernet 4/10

  switchport mode access

!

interface gigabitethernet 4/11

  switchport mode access

!

interface gigabitethernet 4/12

  switchport mode access

!

interface gigabitethernet 4/13

  switchport mode access

!

interface gigabitethernet 4/14

  switchport mode access

!

interface gigabitethernet 4/15

  switchport mode access

!

interface gigabitethernet 4/16

  switchport mode access

!

interface gigabitethernet 4/17

  switchport mode access

!

interface gigabitethernet 4/18

  switchport mode access

!

interface gigabitethernet 4/19

  switchport mode access

!

interface gigabitethernet 4/20

  switchport mode access

!

interface gigabitethernet 4/21

  switchport mode access

!

interface gigabitethernet 4/22

  switchport mode access

!

interface gigabitethernet 4/23

  switchport mode access

!

interface gigabitethernet 4/24

  switchport mode access

  switchport access vlan 2

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.0.1 255.255.0.0

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.0.1 255.255.0.0

!

interface vlan 31

  vrf forwarding 30

!

interface vlan 32

  vrf forwarding 30

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

!

interface vlan 200

  vrf forwarding 20

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 201

  vrf forwarding 20

  ip address 192.168.1.1 255.255.255.0

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.0.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.0.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!




#Last modified by operator at Sat Jan  1 01:21:02 2000 with version 11.5.A

!

hostname "S1"

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 31

!

vlan 32

!

spanning-tree disable

spanning-tree mode pvst

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface gigabitethernet 0/1

  switchport mode access

!

interface gigabitethernet 0/2

  switchport mode access

!

interface gigabitethernet 0/3

  switchport mode access

!

interface gigabitethernet 0/4

  switchport mode access

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 10

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 20

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 31

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

  switchport access vlan 32

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface tengigabitethernet 0/25

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 0/26

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.5 255.255.0.0

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!




#Last modified by operator at Mon Jul  4 08:13:50 2011 with version 11.4.E

!

hostname "C1"

fwdm prefer default extended

fldm prefer default extended

upc-storm-control mode upc-in-and-storm-control

!

vlan 1

  name "VLAN0001"

!

vlan 2

!

vlan 10

!

vlan 20

!

vlan 31

!

vlan 32

!

vlan 100

!

vlan 101

!

vlan 200

!

vlan 201

!

spanning-tree disable

spanning-tree mode pvst

!

vrf mode l2protocol-disable

!

vrf definition 10

!

vrf definition 20

!

vrf definition 30

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface port-channel 11

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

!

interface port-channel 12

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

!

interface tengigabitethernet 1/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 1/2

  switchport mode access

!

interface tengigabitethernet 1/3

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 1/4

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 1/5

  switchport mode access

!

interface tengigabitethernet 1/6

  switchport mode access

!

interface tengigabitethernet 1/7

  switchport mode access

!

interface tengigabitethernet 1/8

  switchport mode access

!

interface tengigabitethernet 2/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

  channel-group 1 mode on

!

interface tengigabitethernet 2/2

  switchport mode access

!

interface tengigabitethernet 2/3

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 2/4

  switchport mode trunk

  switchport trunk allowed vlan 2,10,20,31-32

!

interface tengigabitethernet 2/5

  switchport mode access

!

interface tengigabitethernet 2/6

  switchport mode access

!

interface tengigabitethernet 2/7

  switchport mode access

!

interface tengigabitethernet 2/8

  switchport mode access

!

interface gigabitethernet 3/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 3/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 3/3

  switchport mode access

!

interface gigabitethernet 3/4

  switchport mode access

!

interface gigabitethernet 3/5

  switchport mode access

!

interface gigabitethernet 3/6

  switchport mode access

!

interface gigabitethernet 3/7

  switchport mode access

!

interface gigabitethernet 3/8

  switchport mode access

!

interface gigabitethernet 3/9

  switchport mode access

!

interface gigabitethernet 3/10

  switchport mode access

!

interface gigabitethernet 3/11

  switchport mode access

!

interface gigabitethernet 3/12

  switchport mode access

!

interface gigabitethernet 3/13

  switchport mode access

!

interface gigabitethernet 3/14

  switchport mode access

!

interface gigabitethernet 3/15

  switchport mode access

!

interface gigabitethernet 3/16

  switchport mode access

!

interface gigabitethernet 3/17

  switchport mode access

!

interface gigabitethernet 3/18

  switchport mode access

!

interface gigabitethernet 3/19

  switchport mode access

!

interface gigabitethernet 3/20

  switchport mode access

!

interface gigabitethernet 3/21

  switchport mode access

!

interface gigabitethernet 3/22

  switchport mode access

!

interface gigabitethernet 3/23

  switchport mode access

!

interface gigabitethernet 3/24

  switchport mode access

!

interface gigabitethernet 4/1

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,100-101

  channel-group 11 mode on

!

interface gigabitethernet 4/2

  link debounce time 0

  switchport mode trunk

  switchport trunk allowed vlan 2,200-201

  channel-group 12 mode on

!

interface gigabitethernet 4/3

  switchport mode access

!

interface gigabitethernet 4/4

  switchport mode access

!

interface gigabitethernet 4/5

  switchport mode access

!

interface gigabitethernet 4/6

  switchport mode access

!

interface gigabitethernet 4/7

  switchport mode access

!

interface gigabitethernet 4/8

  switchport mode access

!

interface gigabitethernet 4/9

  switchport mode access

!

interface gigabitethernet 4/10

  switchport mode access

!

interface gigabitethernet 4/11

  switchport mode access

!

interface gigabitethernet 4/12

  switchport mode access

!

interface gigabitethernet 4/13

  switchport mode access

!

interface gigabitethernet 4/14

  switchport mode access

!

interface gigabitethernet 4/15

  switchport mode access

!

interface gigabitethernet 4/16

  switchport mode access

!

interface gigabitethernet 4/17

  switchport mode access

!

interface gigabitethernet 4/18

  switchport mode access

!

interface gigabitethernet 4/19

  switchport mode access

!

interface gigabitethernet 4/20

  switchport mode access

!

interface gigabitethernet 4/21

  switchport mode access

!

interface gigabitethernet 4/22

  switchport mode access

!

interface gigabitethernet 4/23

  switchport mode access

!

interface gigabitethernet 4/24

  switchport mode access

  switchport access vlan 2

!

interface vlan 1

!

interface vlan 2

  ip address 172.255.0.1 255.255.0.0

!

interface vlan 10

  vrf forwarding 10

  ip address 172.16.0.1 255.255.0.0

!

interface vlan 20

  vrf forwarding 20

  ip address 172.16.0.1 255.255.0.0

!

interface vlan 31

  vrf forwarding 30

!

interface vlan 32

  vrf forwarding 30

!

interface vlan 100

  vrf forwarding 10

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 101

  vrf forwarding 10

  ip address 192.168.1.1 255.255.255.0

!

interface vlan 200

  vrf forwarding 20

  ip address 192.168.0.1 255.255.255.0

!

interface vlan 201

  vrf forwarding 20

  ip address 192.168.1.1 255.255.255.0

!

ip route vrf 10 0.0.0.0 0.0.0.0 172.16.0.254

ip route vrf 20 0.0.0.0 0.0.0.0 172.16.0.254

!

logging host 172.255.0.200

!

line vty 0 1

!

ftp-server

!



