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はじめに 
 
セキュア仮想ネットワークソリューションは、アラクサラ AX シリーズによるネットワークパーティションと、

Fortinet 社 FortiGate シリーズによる仮想ファイアウォール(VDOM)とを組合せて構築できる、高度なセキュリティ

管理を備えた仮想ネットワークのソリューションです。本ガイドは Fortineｔ,inc.およびフォーティネットジャパン

(株)との共同評価など相互の協力のもと、セキュア仮想ネットワークソリューションの考え方や一例を紹介し、ま

た同システム構築の際の一助となることを目的として書かれています。 
 
 

関連資料 

・AX シリーズ ネットワークパーティション ソリューションガイド [基本編] [認証編] [応用編] 

・AXシリーズ製品マニュアル（ http://www.alaxala.com/jp/techinfo/manual/index.html ） 
 
・Fortinet 各種資料のダウンロード(http://www.fortinet.co.jp/download/)  
・Fortinet Technical Documentation (http://docs.fortinet.com/) (英文サイト) 
 
 

本資料使用上の注意事項 

本資料に記載の内容は、弊社が特定の環境において基本動作を確認したものであり、機能・性能・信頼性

についてあらゆる環境条件すべてにおいて保証するものではありません。弊社製品を用いたシステム構築の

一助としていただくためのものとご理解いただけますようお願いいたします。 
本資料作成時の OS ソフトウェアバージョンは特記の無い限り以下となっております。 
 
AX シリーズ 

 AX6700S/AX6600S/AX6300S       Ver. 11.4.E 

 AX3600S,AX2400S               Ver. 11.5.A 

 AX1200S                       Ver. 2.3 

 

FortiGate シリーズ 

 FortiOS                       Ver. 4.0 MR3 

 

なお本資料の内容は、改良のため予告なく変更する場合があります。 
 

 

輸出時の注意 
本資料を輸出される場合には、外国為替および外国貿易法ならびに米国の輸出管理関連法規などの規制

をご確認の上、必要な手続きをお取りください。 
 

商標一覧 
・アラクサラの名称およびロゴマークは、アラクサラネットワークス株式会社の商標および登録商標です。 
・Fotinet®、FortiGate®は Fortinet,inc.の登録商標、その他本書で記載されているフォーティネット製品は 
 フォーティネットの商標です。 
・Microsoft Excel は米 Microsoft 社の商標又は登録商標です。 
・Ethernet は、米国 Xerox Corp.の商品名称です。 
・イーサネットは、富士ゼロックス（株）の商品名称です。 
・そのほかの記載の会社名、製品名は、それぞれの会社の商標もしくは登録商標です。 
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1. 仮想ネットワークによるセキュリティレベルの向上 
 
1.1 重要度を増すシステムのセキュリティ対策 

 
昨今、企業の持つ個人情報の漏洩からそのユーザらに莫大な損害が発生したり、国家の機密情報の漏洩

が世界的な社会問題になったりするなど、企業や行政団体、教育機関など社会組織において各種情報の取り

扱いが厳しくなっています。 
 
一方で、情報管理のためのツールとして一般的な存在となった IT システムですが、こちらもウイルス感染や

スパムメール、インターネットからの攻撃などシステム外部からの要因以外にも、組織内に持ち込まれた PC から

のウイルス感染、マルウェアによる情報漏洩、さらには悪意を持つユーザの組織内部からの意図的な攻撃や機

密情報の漏洩操作など、守るべき情報に対する脅威の内容も高度かつ多種にわたっています。 
また、ノート型 PC に加えタブレット端末やスマートフォンなど、個人が持てる情報端末に多様性が増している

ことも、各種情報にアクセスできる機会を増やしています。 
 
このような背景から、これからの IT システムにおいては、組織内の各部門で持つさまざまな情報に対し、その

情報をアクセスすべき権限を持つユーザーにのみ適切なアクセス権限を与え、またその情報に直接関係しな

いユーザには不必要にアクセスさせないような環境を作る必要があります。 
 
つまり、IT システムにおけるセキュリティ管理は会社、行政団体、教育機関などといった単位から、部門や省

庁、学部といった、より細かい単位でのセキュリティ(脅威)管理が重要となるでしょう。 
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今後は社内の情報管理も重要に！
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1.2 システムに求められる課題と 2 つの「仮想化」がもたらす解決策 

 
情報それぞれに適切なアクセス権限を与えることを考えると、以下の施策が考えられます。 
 

 ネットワークの分離 

ネットワークを組織単位で完全に分ける（物理的にアクセスできないようにする）。 
 ユーザ認証 

認証機能を取り入れることで、不正なユーザを排除。 
 アクセス制御 

URL、アプリケーションフィルタ等で必要な通信の許可、不要な通信の禁止を制御。 
 アクセスログの記録 

サーバ、ネットワーク等への不正アクセス等を監視。 
 
さらにセキュリティをより効果的なものとするには、システムと運用の両面から複数の対策を実施する必要が

あります。しかし以上のような施策を導入する場合、システムにおいてはネットワーク機器装置の増加や、それ

に伴う各種設定(フィルタ等)の追加が必要です。また運用においては運用・管理の煩雑化など初期投資や運

用のためのコストが増加します。これらが大きな阻害要因となり現実にはなかなか導入に至らないケースが多い

かと考えられます。 
 
「ネットワークやアクセス制御は組織毎に細分化してセキュリティを強化したいが、それに伴う装置や運用の

増加にかかるコストは抑えたい」－これらの相反する課題を解決するソリューションが、以下に示す 2 つの仮想

化技術の組み合わせによるソリューションです。 
 

 ネットワークの仮想化 

単一の物理ネットワークを複数の仮想ネットワークに分離することで組織間のセキュリティを確保 
 ファイアウォ－ルの仮想化 

仮想ネットワークごとに仮想ファイアウォール（FW）を割り当てることで組織単位に最適な 
セキュリティポリシーを運用 

 
そしてこのソリューションをより現実的なものとするため、このたびアラクサラネットワークスと Fortinet が手を結

び、「セキュア仮想ネットワークソリューション」として提案いたします。 
 

 

 
 
 
 

内部ネットワーク 

組織2 組織3組織1 

外部 

ネットワーク

物理的には単一の

ネットワークだが・・・

※ FW ：Firewall(ファイアウォール) 

  UTM：Unified Threat Management(統合脅威管理) 

AXシリーズ FortiGateシリーズ

 論理構成 

 

 

 

組織3

VDOM3

VRF30

ネットワーク・パーティション(VFR機能)によって、

仮想的に分割したネットワークに対し、 

仮想ファイアウォールを割り当てる 

物理構成 

 

組織ごとに 

仮想FWを割り当て
組織ごとの

ネットワークを

仮想的に分離

仮想FW(組織)

 

 

 

組織2 

VDOM2 

VRF20 

 

 

 

組織1

VDOM1

VRF10

外部 

ネットワーク 

 

 

 

共通 

VDOM4 
仮想FW(共通)

ネットワーク 

パーティション
VRF40 

Copyright © 2011,  ALAXALA Networks Corporation. All rights reserved.                                         5



AX＆FortiGate セキュア仮想ネットワークソリューション システム構築ガイド （初版） 

 
1.3 セキュア仮想ネットワークソリューション概要 

 
セキュア仮想ネットワークソリューションとは、2 つの仮想化技術の組み合わせによって、組織ごとに高度にセ

キュリティ管理されたネットワークシステムを必要最小限の機器で提供するソリューションです。 
 
2 つの仮想化をどのように組み合わせて実現するのか、それぞれの仮想化の概念を踏まえながら、セキュア

仮想ネットワークソリューションの概要を紹介します。 
 
 

1.3.1 ネットワークの仮想化 
 
組織間のセキュリティを確保するためには、それぞれの組織で独立したネットワークとしてしまうことが最もシ

ンプルかつ簡単な方法です。そこでアラクサラのネットワーク・パーティションで組織ごとに独立したネットワーク

構成を作ります。 
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図 1.3-1 ネットワーク・パーティションによる仮想ネットワーク概念図 

 
ネットワークごと組織単位に分離するため、組織間の通信を完全に遮断することができます。 
しかし、ネットワーク自体はネットワーク・パーティションによる仮想ネットワークで構成されるため、実際のスイ

ッチ機器は最少の構成で済み、機器や運用コストの増加を抑えます。 
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1.3.2 ファイアウォールの仮想化 

 
ネットワーク・パーティションによって組織毎に分けられたネットワークそれぞれに対する、外部からの脅威の

防御や内部からのアクセス制御、管理、監視については、やはりそれぞれのネットワークにファイアウォールを

配するのがシンプルでわかりやすい構成でしょう。 
そのネットワークそれぞれに渡るいくつものファイアウォールを、Fortinet の FortiGate シリーズによる仮想ファ

イアウォール(VDOM)が担います。 
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図 1.3-2 仮想ファイアウォール適用の概念図 

 
ネットワーク・パーティションによる仮想ネットワークで構成された組織毎のネットワークそれぞれに対し、仮想

ファイアウォール(VDOM)をそれぞれ配することで、組織毎のアクセス管理や監視を、同じく最小限の投資で済

ませることが可能です。 
 
また VDOM は単なるファイアウォールとしてだけではなく、URL フィルタや IPS 検知、ウイルスチェックなど、

高度な脅威管理機能を備えています。このため組織毎の詳細なアクセス制御でその組織自体を守るだけでな

く、万が一の組織内部からの攻撃やウイルス感染の脅威をその組織内など局所的に留め、他の組織への影響

を防ぐ、といった高度なセキュリティを実現します。 
 
このように、アラクサラのネットワーク・パーティションと、Fortinet FortiGate の VDOM の組み合わせにより、

組織毎に独立して高度なセキュリティ管理をそなえたネットワークを最小限の装置機器構成で構築することが

できます。 
 

  システム全体として高度なセキュリティ環境を実現しながらも、機器の構成と運用管理コストについては最小

化の両立を図ったシステムを作ることを可能にする。それが「セキュア仮想ネットワークソリューション」です。 
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2. キーテクノロジ 
 
ここでは、先に述べた「2 つの仮想化」それぞれについて、より詳細に解説します。 
 

2.1 ネットワーク・パーティション (VRF 機能) 
 
アラクサラが提供する、ネットワークにおける仮想化技術がネットワーク・パーティションです。 
 
ネットワーク・パーティションとは、レイヤ 3 機能を論理的に分割する『VRF(Virtual/VPN Routing and 

Forwarding)』と呼ばれる機能に、レイヤ 2 の論理ネットワーク技術である VLAN を組合せ、複数の論理的なネッ

トワークをシンプルな物理構成によるシステムで実現する技術です。 
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図 2.1-1 ネットワーク・パーティション概念図 

 
 
VRF では、レイヤ 3 ネットワークでの基本情報であるルーティングテーブルや ARP テーブルなどを、扱う複

数のネットワークそれぞれで独立して制御および管理をおこないます。この VRF によって分けられた論理的な

レイヤ 3 ネットワークと VLAN によって分けられた論理的なレイヤ 2 ネットワークを、分割されたネットワーク単位

でまとめたものを「パーティション」と呼びます。 
 
これにより、レイヤ 3 のネットワークが論理的にいくつもあるようなシステムを 1 台で構成することが可能となる

ため、組織単位で独立したネットワーク構成とすることも簡単にできます。 
 
ただし、VLAN およびルーティングテーブルや ARP テーブルは、装置の持つ全体のリソースを各 VRF で分

けあって使用します。従って VRF によって装置の収容条件等が拡張されるものではありません。 
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VRF を扱う装置内では、VRF-ID と呼ぶ VRF 毎にユニークな識別子を各パーティション内の VRF や VLAN

に付与して区別しますが、システム全体の管理用などに VRF-ID を持たないパーティションによるネットワークも

存在します。これをグローバルネットワークと呼び、グローバルネットワークでは telnet や FTP、syslog などシステ

ム管理に関する機能が一般の VRF より広くサポートされます。 
 
 
AX シリーズにおいて VRF 機能をサポートする機種および設定可能な VRF 数は以下の通りです。 
 
 
 

L3スイッチ
(ボックス)

性
能
・機
能

拡張性(収容ポート数)

AX2400S

L3スイッチ
(シャーシ)

AX7800S

AX6300S

SWITCHSWITCH

AX6600S

L2スイッチ
(ボックス)

AX2500S

AX3600S

AX3640S

AX6700S

AX3650S

AX1200S

AX1240S

AX1250S

AX3800S
(10G多ポート)

ネットワーク・パーティション対応の
大規模システム向け
シャーシ型スイッチ

ネットワーク・パーティション対応の
中小規模システム向け

ボックス型スイッチ

L3スイッチ
(ボックス)

性
能
・機
能

性
能
・機
能

拡張性(収容ポート数)拡張性(収容ポート数)

AX2400SAX2400S

L3スイッチ
(シャーシ)

AX7800S

AX6300SAX6300S

SWITCHSWITCH

AX6600SAX6600S

L2スイッチ
(ボックス)

AX2500SAX2500S

AX3600S

AX3640S

AX6700SAX6700S

AX3650S

AX1200S

AX1240S

AX1250S

AX1200S

AX1240S

AX1250S

AX3800S
(10G多ポート)

AX3800S
(10G多ポート)

ネットワーク・パーティション対応の
大規模システム向け
シャーシ型スイッチ

ネットワーク・パーティション対応の
中小規模システム向け

ボックス型スイッチ

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 2.1-2 ネットワーク・パーティション対応の AX シリーズ 

 
 

表 2-1 VRFサポート状況

シャーシ型 ボックス型 VRF サポート機種 

AX6700S AX6600S AX6300S AX3830S AX3650S 

VRF 設定可能数 
(グローバル含まず) 

63/124/249 

(*1) 

63/124/249 

(*1) 

63/124/249 

(*1) 

31 31 

(*1)同時に使用する L2 冗長プロトコルの有無や種類によります。 

 
 
ネットワーク・パーティションのさらに詳しい内容については、「AX シリーズ ネットワークパーティション ソリュ

ーションガイド [基本編] [認証編] [応用編]」に記載しています。こちらも合わせてご利用ください。 
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2.2 仮想ファイアウォール(VDOM)と FortiGate シリーズ 

 
FortiGate がそなえる仮想ドメイン（VDOM）は、物理的な FortiGate 装置を複数の仮想装置（セキュリティドメ

イン）に分割する機能です。各 VDOM は、ネットワークやファイアウォール、セキュリティなど各種の設定を個別

に設定でき、また管理者も個別に分けることが可能など、各々が全く独立した FortiGate 装置として振る舞いま

す。以下に概念図を示します。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

仮
想UTM

仮想UTM
ファイアウオール
IPS
IPsec-VPN
SSL-VPN
アンチウイルス
Webコンテンツフィルタ
アプリコントロール

組織毎に独立したセキュリ
ティポリシーの設定と運用、
管理者の設置が可能

仮
想UTM

仮
想UTM

仮想UTM
ファイアウオール
IPS
IPsec-VPN
SSL-VPN
アンチウイルス
Webコンテンツフィルタ
アプリコントロール

組織毎に独立したセキュリ
ティポリシーの設定と運用、
管理者の設置が可能

仮
想UTM

図 2.2-1 仮想ドメイン(VDOM)の概念図 

 
この VDOM では、ファイアウォールとしての機能も充実しています。一般的なファイアウォールの機能(アドレ

ス/ポートによるフィルタ、NAT 等)から、VPN、IPS 検知、アンチウイルス、Web コンテンツフィルタ、アプリケーシ

ョンコントロールなどの統合的なセキュリティ機能（UTM）までを備え、またそれらは各 VDOM 個別に設定する

ことが可能です。 
 
またネットワークに VDOM を加える場合、各 VDOM は以下の 2 つの動作モードのいずれかで構成すること

ができます。これらのモードについても各 VDOM 毎に独立して設定が可能です。 
 

• TP(トランスペアレント)モード： 
同一ネットワークセグメント(VLAN)内でファイアウォールとして機能します。 

• RT(ルータ)モード： 
異なるネットワークセグメント(VLAN)にまたがりゲートウェイ的に動作可能です。 
NAT などを使う場合はこちらのモードで使用することが前提となります。 

 
 
このように省スペース、省消費電力、柔軟性と簡素な管理を提供し、FortiGate の根幹をなす VDOM は以下

のような用途で広く利用されています。 
 

 データセンタにおける、顧客別の独立したネットワークセキュリティサービス。 

 事務、教員、学生などセキュリティレベルの異なるネットワークそれぞれに対する、独立したネットワークセキュ

リティゲートウェイの提供。 

 プライベートクラウドサービスにて、独立したネットワークセキュリティゲートウェイオプションサービス。 

 同じプライベートアドレスを持つネットワーク同士のアドレスの変更を伴わない統合。 
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また、FortiGate シリーズはシステムの用途や規模に合わせ、豊富にラインアップを揃えています。 
 

FortiGate-200B

FortiGate-1240B
FortiGate-3140B

FortiGate-3950B

FortiGate-620B/621B

FortiGate-3016B

FortiGate-3810B

FortiGate-3600A

FortiGate-310B

VDOM数（Max）
0 25 25010

Firewall Througtput
(Gbps)

0

10

20

50

100 エンタープライズ・アプライアンス

ハイエンドモデル

ミッドレンジモデル

（＊）拡張カード有り

FortiGate-200B

FortiGate-1240B
FortiGate-3140B

FortiGate-3950B

FortiGate-620B/621B

FortiGate-3016B

FortiGate-3810B

FortiGate-3600A

FortiGate-310B

VDOM数（Max）
0 25 25010

Firewall Througtput
(Gbps)

0

10

20

50

100 エンタープライズ・アプライアンス

ハイエンドモデル

ミッドレンジモデル

（＊）拡張カード有り

 
 
FortiGate-50B シリーズ以上の FortiGate では、オプションライセンス等の追加無しに最大 10 の仮想ドメイン

を構成できます。FortiGate-1240B ではオプションを追加することで最大 25 まで、FortiGate-3000 シリーズ以上

では同様にオプションの追加で最大 250 まで拡張することができます。より上位の大規模エンタープライズシス

テムに対応するシャーシ型製品の FortiGate-5140 なら 14 枚の FortiGate ブレードを使用することにより最大

3,500 個の VDOM が構築できます。 
 
また、FortiGate-3000 シリーズ以上では 10Gbps のインタフェースを備えており、大規模かつ大容量なスルー

プットが要求される構成にも耐ええる構成となっております。 
 

2.3 仮想化テクノロジーの組み合わせによるメリット 
 
以上、アラクサラのネットワーク・パーティションと、Fortinet の仮想ドメイン(VDOM)を組み合わせることで、次

のようなメリットが得られます。 
 

 ミニマムな物理的制約 

  物理構成(装置台数)の最小化により、導入コストや電力/スペースなどを低減。また管理対象も少なくなり、運用

コストも低減。 

 自在な論理構成 

論理構成は自在なので物理構成はシンプルなまま、高度なネットワークを構成することが可能。 

 システム変更への柔軟な対応 

仮想ネットワークは他への影響無しに追加削除が自由。組織の統合や部署の新設など、柔軟な対応が可能。 

 IPv6 Ready 

AX シリーズ、FortiGate シリーズとも IPv6 Ready Logo 取得済み。IPv6 マイグレーションにも対応可能。 

 ネットワーク認証とも連携 

AX シリーズのネットワーク認証機能と連携することで、ロケーションに縛られずに自分のリソース(仮
想システム)へアクセスすることが可能。 
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2.4 セキュア仮想ネットワークの具体化イメージ 

 
以上、2 つの仮想化技術によって提唱されるセキュア仮想ネットワークソリューションを、実際のシステムとし

て適用し構築するとどのようになるのか、どのようなメリットがあるのかについて解説します。 
 
まず、会社などで使われるネットワークは、一般的には以下のようなイメージで考えられます。 

 

FW DMZ/ 

外部公開サーバ 

 
 

図 2.4-1 一般的なネットワーク構成 

 
 
このような会社ネットワークを、アラクサラと Fortinet の仮想化技術を用いたセキュア仮想ネットワークとして再

構成すると、 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 2.4-2 セキュア仮想ネットワークの論理構成 

 
図 2.4-2 セキュア仮想ネットワークの論理構成のように、組織ごとにネットワークとアクセス制御が分離され

た、高度なセキュリティを備えるネットワークとすることができます。 
 

部門 A 

アクセススイッチ 

(端末用) 

アクセススイッチ 

(内部サーバ用) 

イントラ(内部)サーバ 
・部門 A 用 

・部門 B 用 

L3 コアスイッチ 

ファイアウォール

外部ネットワーク 

アクセススイッチ 

(外部用) 

部門 B 

部門 A ネットワーク 部門 B ネットワーク

DMZ/ 

外部サーバ

部門Aサーバ

FW1 FW2 

DMZ/外部用

ネットワーク

仮想 FW 

仮想 L3 コアスイッチ 

部門 A の 

アクセス制御 

および監視 

外部からの防御 

FW3 

部門 B の 

アクセス制御 

および監視 

部門 B サーバ

組織間をネットワークレベルで完全に分離
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しかしながら、このネットワークを実現する装置の構成は以下図 2.4-3の通りとなり、最初に提示した図 2.4-1

の単一ネットワーク構成とほとんど変わらない構成となります。このように両社の仮想化技術によって、最小限の

装置機器およびその管理でネットワークを運用できることがわかります。 
 

DMZ/ 

外部公開サーバ 

アクセススイッチ 

(端末用) 

アクセススイッチ 

(内部サーバ用)(*1) 

イントラ(内部)サーバ 
・部門 A 用 

・部門 B 用 

外部ネットワーク 
アクセススイッチ

(外部用)(*1) 

FortiGate シリーズ

AX シリーズ 
(ネットワーク・パーティション対応) 

部門 B 部門 A 
 

(*1)実際は VLAN でわけられているため、サーバ用スイッチは外部用/内部用でまとめても良い。 

 

図 2.4-3 セキュア仮想ネットワークの物理構成 

 
 
 
 

2.5 装置の冗長化 
 
さらに、実際に運用されるシステムでは、装置機器や回線の障害などに対応できるよう可用性を考慮した構

成とするケースが一般的ですが、複数のネットワークが同一の装置上に構成される仮想ネットワークでは、より

高い信頼性が要求されるため、システムとして冗長構成は必須です。 
 
アラクサラの AX シリーズでは、FT スイッチ（AX6700S/AX6600S/AX6300S）や、リング、GSRP 等に代表され

る高信頼、高可用を実現する機能の他、STP/VRRP 等の標準化された装置冗長プロトコルも利用可能です。 
こちらについても、構成に応じて当社 Web ページ等にて各種構築ガイドを揃えていますのでご活用くださ

い。 
 
 
一方、Fortinet の FortiGate シリーズにおいても、HA（High Availability：冗長化構成）機能により、冗長構成

のシステムを構築することができます。FortiGate の HA 機能は、独自のプロトコル FGCP（FotiGate Clustering 
Protocol）により、装置の２重化を実現し、Active－Active、Active－Passive の各モードに対応します。 

 
（１） Active－Passive モード動作概要 

ホットスタンドバイ・フェイルオーバ保護機能を提供。 
 トラフィックを処理する Primary Unit と Subordinate unit から構成。 
 Subordinate unit はネットワークと Primary Unit に接続されるが、トラフィックは処理しない。 
 Subordinate unit は通常スタンドバイ状態で待機。 
 Primary Unit が故障等により、“Cluster State Information”メッセージを受信すると、スタンドバイ状

態から Active 状態に移行し、トラフィックを処理。 
 リンクのフェイルオーバ保護機能を提供。 
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（２） Active－Active モード動作概要 

ロードバランシングならびにフェールオーバ保護機能を提供。 
 すべてのクラスタユニット間でネットワークトラフィックを負荷分散。 
 トラフィックを処理する Primary Unit と１台以上の Subordinate unit で構成されます。 
 Primary Unit は、全トラフィックを受信し、処理します。 
 Primary Unit は、ウイルススキャンのトラフィック、またはオプションで全 TCP およびウイルススキャン

のトラフィックを複数のクラスタユニット間で負荷分散します。 
 Active－Passive クラスタ同様にリンクのフェイルオーバ保護機能を提供。 
 Primary Unitに障害が発生した場合、Subordinate unitがPrimary Unitになり、残りのすべてのクラス

タユニット間でTCPセッションを再配布します。 
 Subordinate unitに障害が発生した場合、Primary Unitは残りのすべてのクラスタユニット間で全

TCPセッションを再配布します。 
 
この他、詳細につきましては、FortiOS Handbook v3 - High Availability 等を参照願います。 
 
 
以下、2.4節で紹介したセキュア仮想ネットワークの物理構成を冗長構成とした例を以下に示します。論理的

な構成は「図 2.4-2 セキュア仮想ネットワークの論理構成」と変わりません。 
 

(1) FT スイッチコア＋FortiGate HA 

 
比較的大規模なシステムで、L3 コアのスイッチが AX6700S シリーズ等のシャーシ型となる場合、FT 構成と

して、シンプルに高信頼なシステムを構成することができます。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 2.5-1 FT スイッチ＋FortiGate 冗長構成 

 
FT スイッチと周辺スイッチの接続はリンクアグリゲーションでの接続が基本ですが、FortiGate との接続にお

いては、LACP モードのリンクアグリゲーションまたは FortiGate でサポートされる冗長インタフェース機能による

接続となります。回線の帯域を有効に使いたい場合はリンクアグリゲーション(LACP)による接続を、回線障害

時の系切替時間を優先させる場合は冗長インタフェースによる接続とすることを推奨します。 

FortiGate HA 構成

AX  FT スイッチ 

アクセススイッチ 

(端末用) イントラ(内部)サーバ 
・部門 A 用 

・部門 B 用 

部門 A 

アクセススイッチ

(内部サーバ用)

DMZ/ 

外部公開サーバ 

アクセススイッチ

(外部用) 

ハートビート 

インタフェース 

冗長インタフェース

(+HA 監視ポート)

部門 B 
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(2) STP+VRRP ＋FortiGate HA 

 
中小規模のシステムで、L3 コアスイッチを AX3650S 等のボックス型で構成するといった場合は、一般的な

STP+VRRP 構成と組み合わせ、以下のような構成とすることもできます。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 2.5-2  STP/VRRP 構成 + FortiGate 冗長構成 

 
この構成においても、FortiGate との接続は FortiGate の冗長インタフェースを基本として接続することを推奨

します。なおその際、スイッチ側で FortiGate と接続するポートに対しては STP の設定は不要です。 
 

アクセススイッチ 

(端末用) 

部門 A 部門 B 

STP+VRRP 

アクセススイッチ

(外部用) 
DMZ/ 

外部サーバ 
イントラ(内部) 

サーバ 

アクセススイッチ 

(内部サーバ用) 

FortiGate 

HA 構成 

ハートビート 

インタフェース 

冗長インタフェース

(+HA 監視ポート） 
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3. システム構築例 
 
これまでの解説の通り、アラクサラのネットワーク・パーティションによる仮想ネットワークとFortiGateのVDOM

による仮想ファイアウォールを使うと、最小限の装置機器の運用で複数のネットワークとアクセス制御による高

度なセキュリティを持つネットワークを構成できます。本章では、2.4節で紹介した構成をもとに、 
 

• FT スイッチと FortiGate HA 構成での構成例 
• ボックス型スイッチによる STP+VRRP 構成と FortiGate HA 構成での構成例 

 
それぞれを構築する場合について解説します。 
 
 

3.1 完全システム分離構成の適用例 (FT スイッチコア+FortiGate HA) 
 
仮想ネットワークは全く独立した複数のシステムを収容できます。以下に、既に稼動中の複数ネットワークを

仮想ネットワークとして扱う場合の構築例について示します。仮想ネットワークにてまったく独立分離したネット

ワークを扱うため、端末やサーバの設定はこれまでのネットワークと設定を変更することなく利用することが可能

です。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

FW FW

会社 A 会社 B

用途 VLAN ID IP アドレス 

会社 A 外部接続用 1000 10.10.1.0/24 (外部) 

会社 A サーバ用 10 172.16.0.0/16 

会社 A PC 用 100-101 192.168.0-1.0/24 

会社 B 外部接続用 1000 10.20.2.0/24 (外部) 

会社 B サーバ用 10 172.16.0.0/16 

会社 B 端末 PC 用 100-101 192.168.0-1.0/24 

 

図 3.1-1 2 つの独立したネットワーク 

 
 
ここでは、以上のように 2 つの会社の全く独立したネットワークを例に考えます。この会社 A と会社 B のネット

ワークをまとめて扱うネットワークの再構築を図ると、もともとが互いに独立したネットワークであるため使用して

いる IP アドレスが重複するなど、そのままでは再構築は困難かと思われます。 
 
このようなケースにおいて、セキュア仮想ネットワークソリューションが最適です。 
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AX6600S FortiGate-3950B 

会社 A 端末 会社 B 端末

会社 A,B のサーバ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 3.1-2 仮想ネットワークによる会社 A,B 統合システムの物理構成 

 
 
物理構成は以上のように単一のネットワークとほとんど変わらない構成となります。ファイアウォールについて

は、FortiGate を冗長構成で使用しネットワークのコア部分に組み込む形となります。 
 
しかしながら、仮想ネットワークと仮想ファイアウォールによる論理的なネットワーク構成は以下の通りとなり、

会社 A、会社 B それぞれのネットワークは完全に独立分離した形で以上のネットワーク構成に収容する形となり

ます。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 3.1-3  会社 A,B システムの論理構成 

 
具体的には、ネットワーク・パーティション(VRF)による仮想ネットワークにて会社 A、会社 B の内部ネットワー

クそれぞれを収容し、また外部ネットワークとのファイアウォールについても、仮想ファイアウォール(VDOM)に
てそれぞれのネットワークの外部接続用ファイアウォールとして機能するように構成します。 

これにより、会社 A,会社 B から見ると今まで同様なネットワーク環境が、物理的な一つのネットワークに収容

することができます。 

会社 A 用ネットワーク 会社 B 用ネットワーク

イントラ/外部公開サーバ 

VLAN100-101

VLAN10 

VDOM1

VRF10

VLAN200-201

VRF20

VDOM2

VRF32 

VLAN31 

(会社 A 用) (会社 B 用)

VRF31 

仮想 FW 

仮想ネットワーク 

端末 PC 

グローバル IP と NAT 

実態は 

L2 でスルー

VLAN32 グローバル IP と NAT 

VLAN20 
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このネットワークにおける、各装置ごとでの論理構成は以下のようになります。 
 
 

 

A1: AX1240S 

VLAN2,100-101 

0/25-26 

0/5-12 

VLAN100 

0/13-24 

VLAN101 

 

B1: AX1240S 

VLAN2,200-201

0/25-26 

0/5-12

VLAN200

0/13-24

VLAN201

LAG11 

システム管理端末 

172.255.0.200 

HA

UTM1: FortiGate-3950B

VLAN2,10,20,31-32 

port5 port6 port1-2

VDOM1: 

VLAN10,31

VDOM2: 

VLAN20,32

会社 A 

サーバ 

会社 B 

サーバ 

LAG1 

LAG12 

CSU1,2: CSU-1B 

NIF1,2: 10G-4RX 

NIF3,4: 1G-24T 

会社 A 端末 PC 会社 B 端末 PC 

会社 A 

外部接続 

管理用 172.255.0.10

管理用 

172.255.1.1 

管理用 

172.255.2.1 

 

 

C1: AX6604S 

1/1, 2/1 

VLAN2,100-101 

VLAN2,10,20,31-32 

3/1, 4/1 

VRF10： 

VLAN10,100-101

VRF20： 

VLAN20,200-201

VLAN2,200-201

3/2, 4/2 

1/3

VLAN2,10,20,31-32 

VRF31：VLAN31

2/3 1/4 2/44/24

VLAN2

管理用 172.255.0.1

VRF32：VLAN32

 

S1: AX2430S 

VLAN2,10,20,31-32 

0/25-26 

0/5-8 

VLAN10 

0/9-12 

VLAN20 

0/20 

VLAN31 

管理用 172.255.0.5 

0/22 

VLAN32 

会社 B 

外部接続

UTM2: FortiGate-3950B 

VLAN2,10,20,31-32 

port5 port6 

VDOM1: 

VLAN10,31 

VDOM2: 

VLAN20,32 

port1-2

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

用途 VDOM VRF ID VLAN ID IP アドレス 

会社 A 外部接続用 31 31 10.10.1.0/24 (外部) 

会社 A サーバ/Uplink 用 

VDOM1

10 172.16.0.0/16 

会社 A 端末 PC 用 - 

10 

100-101 192.168.0-1.0/24 

会社 B 外部接続用 32 32 10.20.2.0/24 (外部) 

会社 B サーバ/Uplink 用 

VDOM2

20 172.16.0.0/16 

会社 B 端末 PC 用 - 

20 

200-201 192.168.0-1.0/24 

システム総合管理用 - global 2 172.255.0.0/16 

 

図 3.1-4 会社 A,B 統合システム 論理設定詳細 
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3.1.1 システム構築時のポイント 

 
本例の構成を設計する際におけるポイントを以下に示します。 
 
 

(1) コアスイッチ、UTM の要求性能や収容条件は元システムを集約した分が必要。 
 
複数のネットワークをそれぞれ仮想ネットワークとして扱い物理的にはひとつの構成に集約する場合、もとのネット

ワークで必要な性能や収容条件の和を超える性能や収容能力が必要となります。 
従って使用する装置の選定に関しては、もとのネットワークそれぞれで使用していた装置の必要性能や収容条件

の総和を目安とすれば良いでしょう。 
 
 

(2) 可用性の確保はフォールト・トレラント(FT)構成で。UTM(FortiGate)は HA 構成で。 
 
本例のようにコアに AX6700S/AX6600S/AX6300S といったシャーシ型のスイッチを用いる場合では、装置の可用

性確保にはフォールト・トレラント構成(装置内モジュールを冗長とした構成)を推奨します。また UTM については HA
構成とします。 

 
 

(3) コアスイッチと UTM 間は FortiGate の冗長インタフェースを使用する。 
 
コアスイッチと UTM(FortiGate)間の接続については、回線帯域が許すのであればリンクアグリゲーションではなく

FortiGate の持つ機能である冗長インタフェースを用いて回線の可用性を確保します。 
 
回線の帯域もリンクアグリゲーションで確保したい、という場合は LACP によるリンクアグリゲーションを使用します。 
 
 

(4) 各仮想ネットワークの VDOM をそれぞれ外部とのファイアウォールとして構成する。 
 
既存のネットワークを収容する場合、もとのネットワークで持っていたグローバル IP アドレスをそのまま引き継ぐケ

ースが多いと思われます。 
 
従ってそれぞれのネットワークでの外部への接続はそれぞれのネットワークの持つ VDOM を用いて直接外部と接

続するように設定します。VDOM では IP アドレス重複の許容はもちろん、NAT も VDOM ごとに独立して機能しま

す。 
 
 

(5) FortiGate はインターネットと接続できるパスを設ける。 
 
FortiGate のライセンス管理や各種フィルタ機能で使用されるパターンファイル、シグネチャ等の更新などは外部

にある Fortinet の専用サーバを通しておこないます。従って FortiGate はインターネット接続できる環境下に置く必要

があります。 
 
 

Copyright © 2011,  ALAXALA Networks Corporation. All rights reserved.                                         19



AX＆FortiGate セキュア仮想ネットワークソリューション システム構築ガイド （初版） 

 
3.1.2 スイッチ機器(AX シリーズ)設定時のポイント 

 
コンフィグなど、機器の設定の際のポイントを以下に示します。 
 

(1) シャーシ型スイッチ(AX6700S/AX6600S/AX6300S)で VRF を使用する場合、モードを設定する。 
 
シャーシ型のモデル(AX6700S/AX6600S/AX6300S)でネットワーク・パーティション(VRF)を使用する場合、VRF

の動作モードを設定する必要があります。また本設定の際にはスイッチング機構(BSU、CSU、MSU)が再起動されま

す。 
 
 

(2) VLAN インタフェースでの設定は最初に所属 VRF の設定からおこなう。 
 
VLAN インタフェースでは、所属 VRF の設定と IP アドレスの設定が必要ですが、所属 VRF の設定は IP アドレス

の設定前におこなう必要があります。(IP アドレスが設定されている状態では所属 VRF の設定はできません。) 
ですので、VLAN インタフェースの設定では所属 VRF の設定を最初におこなってください。 
 
 

(3) ForiGate と接続するポートについては特に設定不要。(リンクアグリゲーションしない) 
 
FortiGate との接続は、FortiGate の冗長インタフェースを通じておこないます。このため AX スイッチ側では、

FortiGate と接続するポートでの冗長設定等は不要です。 
 
 
 

3.1.3 UTM 機器(FortiGate)設定時のポイント 
 

(1) 物理インタフェースの設計や設定を最初におこなう。 
 
論理インタフェース(VLAN)や VLAN に関連する設定は、物理インタフェースと紐づいており、論理インタフェース

を設定した後に物理インタフェースのみの設定変更はできません。(VLAN の設定を残したまま、その VLAN を割り

付ける物理インタフェースを変更するということはできません。一旦その物理インタフェース上の VLAN設定を全て削

除してから、変更先の物理インタフェースを定義し、その上に再度 VLAN を設定しなおすことになります。) 
 
このため、FortiGate に関する構成設計や設定は、まず最初に物理インタフェースの仕様を決めてからおこなうこと

を推奨します。 
 
 

(2) HA(冗長クラスタ)のマスタとする装置は、プライオリティ設定値をデフォルトより大きな値とする。 
 
装置を 2 台以上用意して、HA(装置冗長クラスタ)を構成する場合、マスタ/バックアップとなる装置の優先付けとし

てプライオリティを設定します。プライオリティは設定値の大きい方が優先されます。 
 
また、プライオリティの低い装置(=バックアップとなる装置)を HA 構成に加えた場合、その装置の設定は自動的に

プライオリティのもっとも高い装置(=マスタ)のものと同じに同期されます。このため、マスタとしたい装置のプライオリ

ティはデフォルトの値(=128)より大きく設定することを推奨します。 
これにより、新規に装置を HA 構成に加えた場合の設定内容の消失を防げます。 
 
 

(3) コンフィグ他、各種機能等の設定作業はマスタ装置のみに対しておこなえば良い。 
 
上述の通り、バックアップとする装置(=プライオリティの低い装置)を HA に加えると、その装置の設定内容はマスタ

の装置と同じものに自動的に設定変更され、マスタ装置において各種機能の設定変更が発生しても同期して同時

に設定変更がおこなわれます。 
 
従って、複数台の装置で HA を構成しているケースでも、各種設定の変更作業はマスタ装置に対してのみおこな

えば良いです。 
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(4) HA で監視ポートを使用する際は HA の構成が正しく済んでから設定すること。 
 
HA ではポートのリンク状態でマスタを切り替えることも可能であり、その際の HA 系交替の監視対象となるポートを

HA 監視ポートと呼びます。装置交換時など、マスタ以外の装置でこの監視ポートを設定する際は下記のいずれか

の方法で設定してください。 
 

• 新規に HA を構築するときは、HA クラスタの構築をし、HA が正しく動作していることを確認してから HA
監視ポートの設定をする。 

• 追加する装置に、少なくともマスタ装置と同じ監視ポート設定をしてからマスタ装置に接続する。(予めバッ

クアップしておいた設定を、追加する装置にリストアした後に、HA クラスタへ参加させる) 
• マスタ装置に接続する前に、マスタ装置の HA 監視ポートがすべてアップ状態であることを確認する。 

 
5 章の留意事項でも解説していますが、装置交換時などで方法を誤ると最悪の場合、現在運用中のコンフィグが

消失してしまうおそれがあります。 
 
 

(5) AX と接続するポート(物理インタフェース)は冗長インタフェースとする。 
 
FortiGate の持つ機能として、物理ポート(物理インタフェース)に対する冗長機能があり、冗長インタフェースと呼

ばれます。AX シリーズスイッチへの接続は、この冗長インタフェースによりおこなう設定とします。 
 
なお冗長インタフェースでアクティブとなるポートのプライオリティは変更できず、番号が若いポートが常に上位の

プライオリティとなります。 
 
 

(6) 必要に応じて管理 VDOM を変更する。 
 
シグネチャのアップデートや snmp trap の送出など、FortiGate 全体の管理に関わる VDOM を管理 VDOM と呼び、

デフォルトでは root バーチャルドメインが管理 VDOM となっています。 

今回の例では、システム全体の管理用は個別の VRF と独立したネットワーク構成(グローバル VRF を使用)として

おり、FortiGate 本体の管理もその中でおこなうようにしているため、root バーチャルドメインはグローバル VRF 内に

ある設定としています。 

 

ですが管理 VDOM を変更すれば、root 以外の VDOM でも FortiGate 全体の管理に関わる役割を持たせることも

できます。例えば、VDOM1 の管理者=システム全体の管理者、などであったりする場合は、管理 VDOM を VDOM1

とすることも可能です。 

Copyright © 2011,  ALAXALA Networks Corporation. All rights reserved.                                         21



AX＆FortiGate セキュア仮想ネットワークソリューション システム構築ガイド （初版） 

 
3.1.4 コンフィグレーション例 

 
本構成のコンフィグレーションの例を下記に示します。 
 

(1) コアスイッチ (AX6600S)の設定 

C1 (AX6604S)の設定 

スパニングツリーの抑止 
(config)# spanning-tree disable AX シリーズではデフォルトで PVST+が有効になっており、FT

構成とする場合にはこれを抑止します。 

VRF の設定 
(config)# vrf mode l2protocol-disable 
All CSU will be restarted automatically when the 
selected mode differs from current mode. 
Do you wish to change mode (y/n): y 
(config)# vrf definition 10 
(config)# vrf definition 20 
(config)# vrf definition 30 

VRFをL2 プロトコル併用無しで設定します。(構築ポイント(1)) 

(CSU 再起動を確認されますので、OK なら'y'を入力) 

 

VRF10 を使用することを設定します。 

VRF20 を使用することを設定します。 

VRF30 を使用することを設定します。 

VLAN の設定 
(config)# vlan 2,10,20,31-32,100-101,200-201 使用する VLAN の設定をおこないます。 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.0.1 255.255.0.0
 
(config)# interface vlan 10 
(config-if)# vrf forwarding 10 
(config-if)# ip address 172.16.0.1 255.255.0.0 
 
(config)# interface vlan 20 
(config-if)# vrf forwarding 20 
(config-if)# ip address 172.16.0.1 255.255.0.0 
 
(config)# interface vlan 31 
(config-if)# vrf forwarding 30 
 
(config)# interface vlan 32 
(config-if)# vrf forwarding 30 
 
(config)# interface vlan 100 
(config-if)# vrf forwarding 10 
(config-if)# ip address 192.168.0.1 255.255.255.0
 
(config)# interface vlan 101 
(config-if)# vrf forwarding 10 
(config-if)# ip address 192.168.1.1 255.255.255.0
 
(config)# interface vlan 200 
(config-if)# vrf forwarding 20 
(config-if)# ip address 192.168.0.1 255.255.255.0
 
(config)# interface vlan 201 
(config-if)# vrf forwarding 20 
(config-if)# ip address 192.168.1.1 255.255.255.0

VLAN2 はシステム管理用に global で使用します。 

VLAN2 に IP アドレスを設定します。 

 

VLAN10 はVRF10 で使用します。(構築ポイント(2)) 

VLAN10 に IP アドレスを設定します。 

 
VLAN20 はVRF20 で使用します。(構築ポイント(2)) 

VLAN20 に IP アドレスを設定します。 

 
VLAN31,VLAN32 は VRF30 で使用しますが、IP アドレスは設

定しません。 

 

 

 
VLAN100 はVRF10 で使用します。(構築ポイント(2)) 

VLAN100 に IP アドレスを設定します。 

 

VLAN101 はVRF10 で使用します。(構築ポイント(2)) 

VLAN101 に IP アドレスを設定します。 

 
VLAN200 はVRF20 で使用します。(構築ポイント(2)) 

VLAN200 に IP アドレスを設定します。 

 

VLAN201 はVRF20 で使用します。(構築ポイント(2)) 

VLAN200 に IP アドレスを設定します。 

 

物理ポートインタフェースの設定 

ポートの設定 
(config)# interface gigabitethernet 4/24 
(config-if)# switchport access vlan 2 
 
(config)# interface range tengigabitethernet 1/1,
tengigabitethernet 2/1 
(config-if-range)# link debounce time 0 
(config-if-range)# channel-group 1 mode on 
 

ポート 4/24 はシステム管理用に VLAN2 のアクセスポートとし

ます。 

 

ポート 1/1,2/1 は装置 S1 接続用にチャネルグループ 1 を構成

します。 
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C1 (AX6604S)の設定 
(config)# interface range tengigabitethernet 1/3,
tengigabitethernet 2/3 
(config-if-range)# switchport mode trunk 
(config-if-range)# switchport trunk allowed vlan 
2,10,20,31-32 
 
(config)# interface range tengigabitethernet 1/4,
tengigabitethernet 2/4 
(config-if-range)# switchport mode trunk 
(config-if-range)# switchport trunk allowed vlan
 2,10,20,31-32 
 
(config)# interface1 range gigabitethernet 3/1,
 gigabitethernet 4/1 
(config-if-range)# link debounce time 0 
(config-if-range)# channel-group 11 mode on 
 
(config)# interface range gigabitethernet 3/2, 
gigabitethernet 4/2 
(config-if-range)# link debounce time 0 
(config-if-range)# channel-group 12 mode on 

ポート 1/3,2/3 は UTM1 接続用に VLAN2,10,20,31-32 のトラン

クポートとします。 

 

 

 

ポート 1/4,2/4 は UTM2 接続用に VLAN2,10,20,31-32 のトラン

クポートとします。 

 

 

 

ポート 3/1,4/1 は装置 A1 接続用にチャネルグループ 11 を構

成します。 

 

 

ポート 3/2,4/2 は装置 A2 接続用にチャネルグループ 12 を構

成します。 

 

ポートチャネルの設定 
(config)# interface port-channel 1 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,10,20,31-32 
 
(config)# interface port-channel 11 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,100-101 
 
(config)# interface port-channel 12 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,200-201 

ポートチャネル 1 はトランクポートとし VLAN2,10,20,31-32 の転

送を許可します。 

 

ポートチャネル 11 はトランクポートとし VLAN2,100-101 の転送

を許可します。 

 

ポートチャネル 12 はトランクポートとし VLAN2,200-201 の転送

を許可します。 

 

デフォルトルートの設定 
(config)# ip route vrf10 0.0.0.0 0.0.0.0 
172.16.0.254 
 
(config)# ip route vrf20 0.0.0.0 0.0.0.0 
172.16.0.254 

VRF10 でのデフォルトルートを設定します。 

 

VRF20 でのデフォルトルートを設定します。 

 

装置のリモート管理に関する設定 
(config)# logging host 172.255.0.200 
(config)# line vty 0 1 

syslog 採取用ホストを指定します。 

telnet によるログインを許可します。 

 
 
 
 
 
 
 
 
 

(2) サーバ用アクセススイッチ (AX2430S)の設定 

S1 (AX2430S-24T2X)の設定 

スパニングツリーの抑止 
(config)# spanning-tree disable AXシリーズではデフォルトでPVST+が有効になっており、FT

構成とする場合にはこれを抑止します。(構築ポイント(2)) 

VLAN の設定 
(config)# vlan 2,10,20,31-32 使用する VLAN の設定をおこないます。 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.0.5 255.255.0.0

VLAN2 はシステム管理用に global で使用します。 

VLAN2 に IP アドレスを設定します。 
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S1 (AX2430S-24T2X)の設定 

物理ポートインタフェースの設定 

ポートの設定 
(config)# interface range tengigabitethernet 
0/25-26 
(config-if-range)# link debounce time 0 
(config-if-range)# channel-group 1 mode on 
 
(config)# interface range gigabitethernet 0/5-8
(config-if-range)# switchport access vlan 10 
 
(config)# interface range gigabitethernet 0/9-12
(config-if-range)# switchport access vlan 20 
 
(config)# interface gigabitethernet 0/20 
(config-if)# switchport access vlan 31 
 
(config)# interface gigabitethernet 0/22 
(config-if)# switchport access vlan 32 

ポート 0/25-26 は装置 C1 接続用にチャネルグループ 1 を構

成します。 

 

ポート 0/5-8 は会社 A サーバ接続用に VLAN10 のアクセスポ

ートとして構成します。 

 

ポート 0/9-12 は会社 B サーバ接続用に VLAN20 のアクセス

ポートとして構成します。 

 

ポート 0/20 は会社 A 外部接続用に VLAN31 のアクセスポー

トとして構成します。 

 

ポート 0/22 は会社 B 外部接続用に VLAN32 のアクセスポー

トとして構成します。 

ポートチャネルの設定 
(config)# interface port-channel 1 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,10,20,31-32 

ポートチャネル 1 はトランクポートとし VLAN2,10,20,31-32 の転

送を許可します。 

装置のリモート管理に関する設定 
(config)# logging host 172.255.0.200 
(config)# line vty 0 1 

syslog 採取用ホストを指定します。 

telnet によるログインを許可します。 

 
 
 

(3) 端末 PC 用アクセススイッチ (AX1240S)の設定 

A1 (AX1240S-24T2C)の設定 

スパニングツリーの抑止 
(config)# spanning-tree disable AX シリーズではデフォルトで PVST+が有効となっています

が、FT 構成とする場合はこれを抑止します。 

VLAN の設定 
(config)# vlan 2,100-101 使用する VLAN の設定をおこないます。 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.1.1 255.255.0.0

VLAN2 をシステム管理用に使用するため、装置の IP アドレス

を設定します。 

物理ポートインタフェースの設定 

ポートの設定 
(config)# interface range gigabitethernet 0/25-26
(config-if-range)# link debounce time 0 
(config-if-range)# channel-group 11 mode on 
 
(config)# interface range fastethernet 0/1-12 
(config-if-range)# switchport access vlan 100 
 
(config)# interface fastethernet 0/13-24 
(config-if-range)# switchport access vlan 101 

ポート 0/25-26 は装置 C1,C2 接続用にチャネルグループ 11

を構成します。 

VLAN2,100-101 のトランクポートとして構成します。 

 

ポート 0/1-12 は会社 A 端末 PC のセグメント 1 接続用に

VLAN100 のアクセスポートとして構成します。 

ポート 0/13-24 は会社 A 端末 PC のセグメント 2 接続用に

VLAN101 のアクセスポートとして構成します。 

ポートチャネルの設定 
(config)# interface port-channel 11 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,100-101 

ポートチャネル 11 はトランクポートとし VLAN2,100-101 の転送

を許可します。 

装置のリモート管理に関する設定 
(config)# logging host 172.255.0.200 
(config)# line vty 0 1 

syslog 採取用ホストを指定します。 

telnet によるログインを許可します。 

装置 B1 の設定は使用する VLAN ID と装置アドレスが異なる以外は装置 A1 の設定と同様です。 
(VLAN：100-101→200-201、装置アドレス：172.255.1.1→172.255.2.1) 
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(4) UTM (FortiGate)の設定 

 
FortiGate にて HA 構成を組む場合、マスタとする装置にて基本的な設定をおこなっておきます。 

UTM1 (FortiGate-3950B)の設定 

HA(冗長)クラスタの設定 

CLI GUI 
config system ha 
set mode a-p 
set group-name axfgcluster1 
set password secret123 
set hbdev port1 50 port2 50 
set priority 130 

end 

システム＞設定＞HA 

[モード] アクティブ-パッシブ 

[デバイスのプライオリティ] 130  装置のプライオリティ(大きい方が高優先) 
[グループ名] axfgcluster1     任意のグループ名 

[パスワード] secret123         任意の推察されにくいパスワード 

[ハートビートインタフェース] 

[port1] 有効をチェック [プライオリティ] 50 

[port2] 有効をチェック [プライオリティ] 50 

<OK> 

 
VDOM の作成 
config system global 
set vdom-admin enable 

end 
You will be logged out for the 
operation to take effect 
Do you want to continue? (y/n)y 

システム＞ダッシュボード＞Status 

[システムステータスウィジェット] 

バーチャルドメイン [有効]をクリック 
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config vdom 
edit VDOM1 
next 
edit VDOM2 

end 

システム＞VDOM＞VDOM＞新規作成 

[名前] VDOM1 

[オペレーションモード] NAT 

<OK> 

同様に VDOM2 を作成する。 

 

インタフェースの設定 (冗長インタフェース) 
config global 
config system interface 
edit toax1 
set vdom root 
set type redundant 
set member port5 port6 

end 
end 

 

システム＞ネットワーク＞インタフェース＞新規作成 

[インタフェース名] toax1 

[タイプ] 冗長インタフェース 

[バーチャルドメイン] root 

[物理インタフェースメンバ][選択されたインタフェース] port5 port6 

<OK> 

 
VLAN の設定 
config global 
config system interface 
  edit vlan10 
    set vdom VDOM1 
    set ip 172.16.0.254/16 
    set allowaccess ping 
    set interface toax1 
    set vlanid 10 
  next 
  edit vlan20 
    set vdom VDOM2 
    set ip 172.16.0.254/16 
    set allowaccess ping 
    set interface toax1 
    set vlanid 20 
next 

  edit vlan31 
    set vdom VDOM1 
    set ip 10.10.1.254/24  
(グローバルアドレスを 10.10.1.254、
10.20.2.254 として例示) 
    set interface toax1 

システム＞ネットワーク＞インタフェース＞新規作成 

[インタフェース名] vlan10 

[タイプ] VLAN 

[インタフェース] toax1 

[VLAN ID] 10 

[バーチャルドメイン] VDOM1 

[IP/ネットマスク] 172.16.0.254/16 

[管理権限アクセス] PING にチェック 

 

同様に VLAN20,VLAN31,VLAN32 を作成する。 

(グローバルアドレスを 10.10.1.254、10.20.2.254 として例示) 
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    set vlanid 31 
next 

  edit vlan32 
    set vdom VDOM2 
    set ip 10.20.2.254/24 
    set interface "toax1" 
    set vlanid 32 
end 
end 

VDOM1 の設定 

デフォルトルートとスタティックルートの設定 
config vdom 
edit VDOM1 
config router static 
  edit 0 
    set device vlan31 
    set gateway 10.10.1.1 グローバ
ルアドレスを 10.10.1.1 として例示 
  next 
  edit 0 
    set device vlan10 
    set dst 192.168.0.0/24 
    set gateway 172.16.0.1 
  next 
  edit 0 
    set device vlan10 
    set dst 192.168.1.0/24 
    set gateway 172.16.0.1 
end 
end 

 

 

現在の VDOM＞VDOM1 

ルータ＞スタティック＞スタティックルート＞新規作成 

[宛先 IP/ネットマスク] 0.0.0.0/0.0.0.0 

[デバイス] vlan31 

[ゲートウェイ] 10.10.1.1 グローバルアドレスを 10.10.1.1 として例示 

<OK> 

 

続いてもう一度 

ルータ＞スタティック＞スタティックルート から 新規作成 

[宛先 IP/ネットマスク] 192.168.0.0/24 

[デバイス] vlan10 

[ゲートウェイ] 172.16.0.1 

<OK> 

 

同様に、192.168.1.0/24 へのスタティックルートを追加する。 

 
 

ファイアウォール設定例(NAT ポリシの追加) 
config vdom 
edit VDOM1 
config firwall policy 
edit 0 
set srcintf vlan10 
set dstintf vlan31 
set srcaddr all 
set dstaddr all 
set action accept 
set schedule always 
set service ANY 
set nat enable 

end 
end 

現在の VDOM＞VDOM1 

ファイアウォール＞ポリシー＞ポリシー＞新規作成 

[送信元インタフェース/ゾーン] vlan10 

[送信元アドレス] all 

[宛先インタフェース/ゾーン] vlan31 

[宛先アドレス] all 

[スケジュール] always 

[サービス] ANY 

[アクション] ACCEPT 

[Enable NAT] チェック [Use Destination Interface Address ラジオボタン] ON 

<OK> 
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VDOM2 の設定 

デフォルトルートとスタティックルートの設定 
config vdom 
edit VDOM2 
config router static 
  edit 0 
    set device vlan32 
    set gateway 10.20.2.1 グローバ
ルアドレスを 10.20.2.1 として例示 
  next 
  edit 0 
    set device vlan20 
    set dst 192.168.0.0/24 
    set gateway 172.16.0.1 
  next 
  edit 0 
    set device vlan20 
    set dst 192.168.1.0/24 
    set gateway 172.16.0.1 
end 
end 
 

現在の VDOM＞VDOM2 

ルータ＞スタティック＞スタティックルート＞新規作成 

[宛先 IP/ネットマスク] 0.0.0.0/0.0.0.0 

[デバイス] vlan32 

[ゲートウェイ] 10.20.2.1 グローバルアドレスを 10.20.2.1 として例示 

<OK> 

 

続いてもう一度 

ルータ＞スタティック＞スタティックルート から 新規作成 

[宛先 IP/ネットマスク] 192.168.0.0/24 

[デバイス] vlan20 

[ゲートウェイ] 172.16.0.1 

<OK> 

 

同様に、192.168.1.0/24 へのスタティックルートを追加する。 

 

ファイアウォール設定例(NAT ポリシの追加) 
config vdom 
edit VDOM2 
config firwall policy 
edit 0 
set srcintf vlan20 
set dstintf vlan32 
set srcaddr all 
set dstaddr all 
set action accept 
set schedule always 
set service ANY 
set nat enable 

end 
end 
 

現在の VDOM＞VDOM2 

ファイアウォール＞ポリシー＞ポリシー＞新規作成 

[送信元インタフェース/ゾーン] vlan20 

[送信元アドレス] all 

[宛先インタフェース/ゾーン] vlan32 

[宛先アドレス] all 

[スケジュール] always 

[サービス] ANY 

[アクション] ACCEPT 

[Enable NAT] チェック [Use Destination Interface Address ラジオボタン] ON 

<OK> 
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管理 VDOM の変更 (必要に応じて) 
config global 
config system global 
set management-vdom VDOM 名 
end 
end  

現在の VDOM＞グローバル 

システム＞VDOM＞ 

管理 VDOM にしたい VDOM 名左隅のチェックボックスをチェック 

[マネジメントを切り替え]アイコンをクリック 

 

 

設定のバックアップ 
config global 
exec backup config ftp 
master.conf サーバ IP アドレス ユーザ
ーID パスワード 

現在の VDOM＞グローバル 

システム＞ダッシュボード＞Status>システムステータスウィジェット 

[システムコンフィグレーション]の[バックアップ]をクリック 

 
 
続いて、バックアップとして使用する装置の設定をマスタ装置と接続する前に以下のように設定します。 

UTM2 (FortiGate-3950B)の設定 

HA(冗長)クラスタの設定 

CLI GUI 
config system ha 
set mode a-p 
set group-name axfgcluster1 
set password secret123 
set hbdev port1 50 port2 50 
set priority 100 

end 

システム＞設定＞HA 

[モード] アクティブ-パッシブ 

[デバイスのプライオリティ] 100    UTM1 に設定した値より小さく 

[グループ名] axfgcluster1        UTM1 に設定したグループ名と同じもの 

[パスワード] secret123          UTM1 に設定したパスワードと同じもの 

[ハートビートインタフェース] 

[port1] 有効をチェック [プライオリティ] 50    port1 と 

[port2] 有効をチェック [プライオリティ] 50    port2 を使用 

<OK> 

 
 
バックアップ装置での以上の設定終了後、マスタ装置へ接続、続いてネットワークに接続します。 

 
HA の確認は以下の通りです。 
正しく動作している場合、マスタ側、バックアップ側、どちらの装置でも同じ結果が得られます。 
 
GUI の場合 
システム＞設定＞HA 
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CLI の場合 
 

# config global  
(global) # get system ha status 
Model: 3950 
Mode: a-p 
Group: 32 
Debug: 0 
ses_pickup: disable 
Master:128 FG3K9B3X00000001 FG3K9B3X00000001 0 
Slave :100 FG3K9B3X00000002 FG3K9B3X00000002 1 
number of vcluster: 1 
vcluster 1: work 169.254.0.1 
Master:0 FG3K9B3X00000001 
Slave :1 FG3K9B3X00000002 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
バックアップ側の装置については、マスタ側の装置でおこなった設定をおこなう必要はありません。HA のバ

ックアップと認識された時点で、マスタで設定した内容がそのままバックアップ側にコピーされます。 
 
続いて、マスタ側の装置に接続し、HA 監視ポートの設定をします。設定はバックアップ側に同期されます。 

HA監視ポート設定 (構築ポイント(4)) 
config global 
config system ha 
  set monitor toax1 
end 
end 

 

システム＞設定＞HA 

マスタ状態の装置の編集 アイコンクリック 

[ポートモニタ] toax1 をチェック 

<OK>をクリック 
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3.2 組織単位に分割管理する場合の適用例 (STP+VRRP + FortiGate HA) 

 
企業など、既にネットワークを一つの大きな単位で使用しているケースで、1 章での解説のようにセキュリティ

管理を強化するために、ネットワークの単位を組織ごとに細分化する例について解説します。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

アクセススイッチ 

(端末用) 

開発部 総務部 

コアスイッチ 

AX3650S

アクセススイッチ 

(外部用) 
DMZ/外部サーバ 内部サーバ 

UTM 

FortiGate-3040B 

アクセススイッチ 

(内部サーバ用) 

外部ネットワーク 

図 3.2-1 部門別仮想ネットワーク物理構成 

 
物理構成は以上のように単一のシステムを構成した場合とほとんど変わらない構成となります。しかしながら、

仮想ネットワークを含めた論理的なネットワーク構成は以下の通りとなります。ファイアウォールについては、

FortiGate を冗長構成で使用しネットワークのコア部分に組み込む形となります。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 3.2-2 部門別仮想ネットワーク論理構成 

 
ネットワーク・パーティション(VRF)による仮想ネットワークにて、開発部、総務部それぞれを独立した L3 ネッ

トワークとし、また DMZとして使用する外部接続用のセグメントも仮想ネットワークとして、独立したネットワークと

します。そしてそれぞれを仮想ファイアウォール(VDOM)にて橋渡しするように構成します。 
これにより、開発部および総務部それぞれ独立したネットワークでの構成となり、また各部門の脅威管理(ア

ンチウイルス、IPS、各種フィルタ)を含めたアクセス管理も各 VDOM で独立しておこなうことが可能となります。 

開発部用ネットワーク 総務部用ネットワーク

外部サーバ

イントラサーバ

VLAN100-101

VLAN10 

VDOM1

VRF10

VLAN200-201

VLAN20 

VRF20

VDOM2

VRF30VLAN31 VLAN32 

VLAN30 

(開発部用) (総務部用)

グローバルとの NAT

VDOM3

DMZ/外部用 

ネットワーク 

・ルーティング簡略化 

・アドレス重複許容 

のための NAT 

・ルーティング簡略化 

・アドレス重複許容 

のための NAT 

仮想 FW 

仮想ネットワーク 
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また、装置個別の設定を反映した論理構成は以下の通りとなります。 
 
 
 

STP

VRRP

HA

VRF10: 開発部端末 

 

A2: AX1240S 

VLAN2,200-201 

0/5-12

VLAN200 

0/13-24 

VLAN201 

0/25 0/26 

VRF20: 総務部端末 

各部サーバ 外部サーバ 

 

S1: AX2430S 
2,10,20,30,1000 

0/1 

0/5-8 

VLAN10 

0/2 

0/9-12 

VLAN20 

0/13-16 

VLAN30 

0/20 

1000 

 

 

C1: AX3650S 

1/0/13 

VLAN2,100-101 

2,10,20,30,1000 

1/0/1 

VRF10： 

10,100-101 

VRF20：

20,200-201

VLAN2,200-201 
1/0/2 

VRF30： 

30-32,1000 

1/0/29
2,10,20,30-32,1000 

1/0/30

2,10,20,30-32, 
100-101,200-201,1000 

1/0/25

 

 

C2: AX3650S 

1/0/13 

VLAN2,100-101 

2,10,20,30,1000 

1/0/1 

VRF10：

10,100-101

VRF30： 

30-32,1000 

VLAN2,200-201 
1/0/2 

VRF20：

20,200-201

1/0/29 
2,10,20,30-32,1000 

1/0/30 

2,10,20,30-32 
100-101,200-201,1000 

1/0/25

UTM1: FortiGate-3040B

2,10,20,30-32,1000 

port1 port2 port17-18

VDOM1:

10,31

VDOM2:

20,32

VDOM3:

30,1000

0/24 

VLAN2 

 
 
 

管理用 

172.255.1.1 

管理用 

172.255.2.1

管理用 172.255.0.1 管理用 172.255.0.2 

管理用 172.255.0.5 

管理用 172.255.0.10

 
UTM2 : FortiGate-3040B 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

用途 VDOM VRF ID VLAN ID IP アドレス 

1000 10.10.1.0/24 (外部) 外部接続用 VDOM3

30 172.16.30.0/24 

開発-外部接続用 

30 

31 172.16.31.0/24 

開発部サーバ/Uplink 用 

VDOM1

10 172.16.10.0/24 

開発部端末 PC 用 - 

10 

100-101 192.168.0-1.0/24 

総務-外部接続用 30 32 172.16.32.0/24 

総務部サーバ/Uplink 用 

VDOM2

20 172.16.20.0/24 

総務部端末 PC 用 - 

20 

200-201 192.169.0-1.0/24 

システム総合管理用 - global 2 172.255.0.0/16 

 
 

図 3.2-3 部門別仮想ネットワーク 論理設定詳細 

 

システム管理端末 

55.0.200 172.2

2,10,20,30-32,1000 

port1 port2 

VDOM1: 

10,31

VDOM2: 

20,32 

VDOM3: 

30,1000 

port17-18 

0/25 0/26 

 

A1: AX1240S 

VLAN2,100-101 

0/5-12 

VLAN100 VLAN101 

0/13-24 
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3.2.1 システム構築時のポイント 

 
本例の構成を設計する際におけるポイントを以下に示します。 
 

(1) コアスイッチ、UTM 各装置の要求性能や収容条件は、もとのシステムで使用の装置と同等で良い。 
 
今回の構成のように、もととなるネットワークで VLAN にてセグメント分けしていた部分を、仮想ネットワークで置き

換えるといった構成とする場合、ネットワーク全体の収容条件はもとのネットワークとほとんど変わらないこととなります。

従って使用する装置の選定に関しては、もとのネットワークで使用していた装置の収容条件と同等と考えることがで

きます。 
 
 

(2) 可用性の確保は STP+VRRP 構成を基本とするが、UTM(FortiGate)は HA(冗長クラスタ)構成。 
 
コアスイッチが AX3650S などボックス型である場合、障害などに対する可用性の確保のために 2 台使用してスパ

ニングツリーと VRRP を組み合わせた構成を基本として構築します。FortiGate も同様に 2 台以上を用意しますがこち

らは同装置の持つ装置冗長構成の機能である HA を用います。 
 
 

(3) コアスイッチと UTM 間は FortiGate の冗長インタフェースを使用。 
 
コアスイッチと UTM(FortiGate)間の接続については、スパニングツリーではなく FortiGate の持つ機能である冗長

インタフェースを用いて回線の可用性を確保します。 
 
 

(4) 各 VDOM で NAT を使用すれば、IP アドレスの重複も可能。 
 
VDOM は仮想のファイアウォールとして機能しますが、VDOM では NAT も独立して機能します。このため、各部

門で使用する IP アドレスを重複させることが可能です。 
 
また、部門ごとの仮想ネットワークが接続される外部接続用の仮想ネットワーク内でのルーティングテーブルも簡

略化することが可能です。 
 
ただし、同じ FortiGate で NAT を複数回繰り返すことになり、システムでの転送性能の上限値が小さくなるとかレイ

テンシが大きくなるなど、システム全体のパフォーマンスに影響するので注意が必要です。 
 
 

(5) FortiGate はインターネットと接続できるパスを設ける。 
 
FortiGate のライセンス管理や各種フィルタ機能で使用されるパターンファイル、シグネチャ等の更新などは外部

にある Fortinet の専用サーバを通しておこないます。従って FortiGate はインターネット接続できる環境下に置く必要

があります。 
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3.2.2 スイッチ機器(AX シリーズ)設定時のポイント 

 
コンフィグなど、機器の設定の際のポイントを以下に示します。 
 

(1) ボックス型(AX3650S)で VRF を使用する場合、モードの設定は不要 
 
AX3650S で VRF 機能を使用する場合、VRF モードの設定は不要です。また VRF モード設定に伴うスイッチング

機構の再起動等もありません。 
 
 

(2) STP は rapid-pvst を使用する。 
 
AX シリーズのスイッチでは、デフォルトで PVST+の STP が動作していますが、障害時の系切替が高速な Rapid 

PVST+での使用を推奨します。 
 
 

(3) VLAN インタフェースでの設定は最初に所属 VRF の設定からおこなう。 
 
VLAN インタフェースでは、所属 VRF の設定と IP アドレスの設定が必要ですが、所属 VRF の設定は IP アドレス

の設定前におこなう必要があります。(IP アドレスが設定されている状態では所属 VRF の設定はできません。) 
ですので、VLAN インタフェースの設定では所属 VRF の設定を最初におこなってください。 
 
 

(4) FortiGate と接続するポートは STP 対象外とする。PC やサーバを接続するポートについても同様 
 
FortiGate と接続する回線の可用性確保には、FortiGate の機能である冗長インタフェースを使用するため、

FortiGate と接続する AX スイッチ側のポートに対しては STP 対象外の設定(portfast 設定)とします。 
 
 

(5) PC やサーバを接続するポートについても STP 対象外とする。 
 
PC やサーバなど、STP に関与しない装置を接続するポートについても、STP 対象外の設定(portfast 設定)としま

す。タグ付き VLAN を扱うトランクポートの場合は trunk 指定を忘れないようにしてください。 
 
 
 
 
 
 
 
 
 
 
 

3.2.3 UTM 機器(FortiGate)設定時のポイント 
 
同様に、FortiGate の設定におけるポイントを以下に示します。 
 

(1) 物理インタフェースの設計や設定を最初におこなう。 
 
論理インタフェース(VLAN)や VLAN に関連する設定は、物理インタフェースと紐づいており、論理インタフェース

を設定した後に物理インタフェースのみの設定変更はできません。(VLAN の設定を残したまま、その VLAN を割り

付ける物理インタフェースを変更するということはできません。一旦その物理インタフェース上の VLAN設定を全て削

除してから、変更先の物理インタフェースを定義し、その上に再度 VLAN を設定しなおすことになります。) 
 
このため、FortiGate に関する構成設計や設定は、まず最初に物理インタフェースの仕様を決めてからおこなうこと

を推奨します。 
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(2) HA のマスタとする装置は、プライオリティ設定値をデフォルトより大きな値とする。 

 
FortiGate を 2 台以上用意して、HA(装置冗長クラスタ)を構成する場合、マスタ/バックアップとなる装置の優先付

けとしてプライオリティを設定します。プライオリティは設定値の大きい方が優先されます。 
 
また、プライオリティの低い装置(=バックアップとなる装置)を HA 構成に加えた場合、その装置の設定は自動的に

プライオリティのもっとも高い装置(=マスタ)のものと同じに同期されます。このため、マスタとしたい装置のプライオリ

ティはデフォルトの値(=128)より大きく設定することを推奨します。 
これにより、新規に装置を HA 構成に加えた場合の設定内容の消失を防げます。 
 
 

(3) コンフィグ他、各種機能等の設定作業はマスタ装置のみに対しておこなえば良い。 
 
上述の通り、バックアップとする装置(=プライオリティの低い装置)を HA に加えると、その装置の設定内容はマスタ

の装置と同じものに自動的に設定変更され、マスタの装置において各種機能の設定変更が発生しても同期して同

時に設定変更がおこなわれます。 
 
従って、複数台の装置で HA を構成しているケースでも、各種設定の変更作業はマスタの装置に対してのみおこ

なえば良いです。 
 
 

(4) HA で監視ポートを使用する際は HA の構成が正しく済んでから設定すること。 
 
HA ではポートのリンク状態でマスタを切り替えることも可能であり、その際の HA 系交替の監視対象となるポートを

HA 監視ポートと呼びます。装置交換時など、マスタ以外の装置でこの監視ポートを設定する際は下記のいずれか

の方法で設定してください。 
 

• 新規に HA を構築するときは、HA クラスタの構築をし、HA が正しく動作していることを確認してから HA
監視ポートの設定をする。 

• 追加する装置に、少なくともマスタ装置と同じ監視ポート設定をしてからマスタ装置に接続する。(予めバッ

クアップしておいた設定を、追加する装置にリストアした後に、HA クラスタへ参加させる) 
• マスタ装置に接続する前に、マスタ装置の HA 監視ポートがすべてアップ状態であることを確認する。 

 
5 章 留意事項でも解説していますが、装置交換時などで方法を誤ると最悪の場合、現在運用中のコンフィグが

消失してしまうおそれがあります。 
 
 

(5) AX と接続するポート(物理インタフェース)は冗長インタフェースとする。 
 
FortiGate の持つ機能として、物理ポート(物理インタフェース)に対する冗長機能があり、冗長インタフェースと呼

ばれます。AX シリーズスイッチへの接続は、この冗長インタフェースによりおこなう設定とします。 
 
なお冗長インタフェースでアクティブとなるポートのプライオリティは変更できず、番号が若いポートが常に上位の

プライオリティとなります。 
 
 

(6) 必要に応じて管理 VDOM の変更も可能 
 
シグネチャのアップデートや snmp trap の送出など、FortiGate 全体の管理に関わる VDOM を管理 VDOM と呼び、

デフォルトでは root バーチャルドメインが管理 VDOM となっています。 

今回の例では、システム全体の管理用は個別の VRF と独立したネットワーク構成(グローバル VRF を使用)として

おり、FortiGate 本体の管理もその中でおこなうようにしているため、root バーチャルドメインはグローバル VRF 内に

ある設定としています。 

 

ですが管理 VDOM を変更すれば、root 以外の VDOM でも FortiGate 全体の管理に関わる役割を持たせることも

できます。例えば、VDOM1 の管理者=システム全体の管理者、などであったりする場合は、管理 VDOM を VDOM1

とすることも可能です。 
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3.2.4 コンフィグレーション例 
 
本構成のコンフィグレーションの例を下記に示します。 
 

(1) コアスイッチ (AX3650S)の設定 

C1 (AX3650S-24T6XW)の設定 

スパニングツリーの設定 
(config)# spanning-tree mode rapid-pvst スパニングツリーのモードを Rapid PVST+に設定します。 

(構築ポイント(2)) 

VRF の設定 
(config)# vrf definition 10 
(config)# vrf definition 20 
(config)# vrf definition 30 

VRF10,20,30 を使用することを設定します。(構築ポイント(1)) 

VLAN の設定 
(config)# vlan 2,10,20,30-32,100-101,200-201,1000 使用する VLAN の設定をおこないます。 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.0.1 255.255.0.0
 
(config)# interface vlan 10 
(config-if)# vrf forwarding 10 
(config-if)# ip address 172.16.10.1 255.255.255.0
(config-if)# vrrp 10 ip 172.16.10.1 
 
(config)# interface vlan 20 
(config-if)# vrf forwarding 20 
(config-if)# ip address 172.16.20.1 255.255.255.0
(config-if)# vrrp 20 ip 172.16.20.1 
 
(config)# interface vlan 30 
(config-if)# vrf forwarding 30 
(config-if)# ip address 172.16.30.1 255.255.255.0
(config-if)# vrrp 30 ip 172.16.30.1 
 
(config)# interface vlan 31 
(config-if)# vrf forwarding 30 
(config-if)# ip address 172.16.31.1 255.255.255.0
(config-if)# vrrp 31 ip 172.16.31.1 
 
(config)# interface vlan 32 
(config-if)# vrf forwarding 30 
(config-if)# ip address 172.16.32.1 255.255.255.0
(config-if)# vrrp 32 ip 172.16.32.1 
 
(config)# interface vlan 100 
(config-if)# vrf forwarding 10 
(config-if)# ip address 192.168.0.1 255.255.255.0
(config-if)# vrrp 100 ip 192.168.0.1 
 
(config)# interface vlan 101 
(config-if)# vrf forwarding 10 
(config-if)# ip address 192.168.1.1 255.255.255.0
(config-if)# vrrp 101 ip 192.168.1.1 
 
(config)# interface vlan 200 
(config-if)# vrf forwarding 20 
(config-if)# ip address 192.169.0.1 255.255.255.0
(config-if)# vrrp 200 ip 192.169.0.1 
 
(config)# interface vlan 201 
(config-if)# vrf forwarding 20 
(config-if)# ip address 192.169.1.1 255.255.255.0
(config-if)# vrrp 201 ip 192.169.1.1 
 
(config)# interface vlan 1000 
(config-if)# vrf forwarding 30 
 

VLAN2 はシステム管理用に VRF を設定せず使用します。 

VLAN2 に装置の IP アドレスを設定します。 

 

VLAN10 はVRF10 で使用します。(構築ポイント(3)) 

VLAN10 に IP アドレスを設定します。 

VLAN10 に VRRP の仮想 IP アドレスを設定します。 

 
VLAN20 はVRF20 で使用します。(構築ポイント(3)) 

VLAN20 に IP アドレスを設定します。 

VLAN20 に VRRP の仮想 IP アドレスを設定します。 

 
VLAN100 はVRF10 で使用します。(構築ポイント(3)) 

VLAN100 に IP アドレスを設定します。 

VLAN100 に VRRP の仮想 IP アドレスを設定します。 

 

VLAN101 はVRF10 で使用します。(構築ポイント(3)) 

VLAN101 に IP アドレスを設定します。 

VLAN101 に VRRP の仮想 IP アドレスを設定します。 

 
VLAN200 はVRF20 で使用します。(構築ポイント(3)) 

VLAN200 に IP アドレスを設定します。 

VLAN200 に VRRP の仮想 IP アドレスを設定します。 

 

VLAN201 はVRF20 で使用します。(構築ポイント(3)) 

VLAN201 に IP アドレスを設定します。 

VLAN201 に VRRP の仮想 IP アドレスを設定します。 

 

VLAN1000 は VRF30 で使用しますが、IP アドレスは設定しま

せん。 
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C1 (AX3650S-24T6XW)の設定 

物理ポートインタフェースの設定 

ポートの設定 
(config)# interface gigabitethernet 1/0/1 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,100-101 
 
(config)# interface gigabitethernet 1/0/2 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,200-201 
 
(config)# interface gigabitethernet 1/0/13 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,10,20,30,1000 
 
(config)# interface tengigabitethernet 1/0/25 
(config-if)# switchport mode trunk 
(config-if)# switchport trunk allowed vlan 
2,10,20,30-32,100-101,200-201,1000 
 
(config)# interface range tengigabitethernet 
1/0/29-30 
 (config-if-range)# switchport mode trunk 
(config-if-range)# switchport trunk allowed vlan 
2,10,20,30-32,1000 
(config-if-range)# spanning-tree portfast trunk
 

ポート 2/24 はシステム管理用に VLAN2 のアクセスポートとし

ます。 

ポート 1/0/1 は装置 A1 接続用に VLAN2,100-101 を扱うトラ

ンクポート(タグ付 VLAN を扱うポート)を構成します。 

 

ポート 1/0/2 は装置 A2 接続用に VLAN2,200-201 を扱うトラ

ンクポート(タグ付 VLAN を扱うポート)を構成します。 

 

ポート 1/0/13 は装置 S1 接続用に VLAN2,10,20,30,1000 を扱

うトランクポート(タグ付 VLAN を扱うポート)を構成します。 

 

ポ ー ト 1/0/25 は 装 置 C2 と の 接 続 用 に

VLAN2,10,20,30-32,100-101,200-201,1000 を扱うトランクポー

ト(タグ付 VLAN を扱うポート)を構成します。 

 

ポ ー ト 1/0/29 と 1/0/30 は UTM の 接 続 用 に

VLAN2,10,20,30-32,1000 を扱うトランクポート(タグ付 VLAN を

扱うポート)を構成します。 

但しスパニングツリーの対象外ポートとするため、portfast設

定としておきます。(構築ポイント(4)) 

デフォルトルートの設定 
(config)# ip route vrf10 0.0.0.0 0.0.0.0 
172.16.10.254 
 
(config)# ip route vrf20 0.0.0.0 0.0.0.0 
172.16.20.254 
 
(config)# ip route vrf30 0.0.0.0 0.0.0.0 
172.16.30.254 

VRF10 でのデフォルトルートを設定します。 

 

VRF20 でのデフォルトルートを設定します。 

 

VRF30 でのデフォルトルートを設定します。 

 

装置のリモート管理に関する設定 
(config)# logging host 172.255.0.200 
(config)# line vty 0 1 

syslog 採取用ホストを指定します。 

telnet によるログインを許可します。 
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装置 C2 は、VLAN に与える IP アドレスが異なる以外は装置 C1 での設定と同様です。 

C2 (AX3650S-24T6XW)の設定 (装置 C1 との相違点のみ) 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.0.2 255.255.0.0
 
(config)# interface vlan 10 
(config-if)# vrf forwarding 10 
(config-if)# ip address 172.16.10.2 255.255.255.0
(config-if)# vrrp 10 ip 172.16.10.1 
 
(config)# interface vlan 20 
(config-if)# vrf forwarding 20 
(config-if)# ip address 172.16.20.2 255.255.255.0
(config-if)# vrrp 20 ip 172.16.20.1 
 
(config)# interface vlan 30 
(config-if)# vrf forwarding 30 
(config-if)# ip address 172.16.30.2 255.255.255.0
(config-if)# vrrp 30 ip 172.16.30.1 
 
(config)# interface vlan 31 
(config-if)# vrf forwarding 30 
(config-if)# ip address 172.16.31.2 255.255.255.0
(config-if)# vrrp 31 ip 172.16.31.1 
 
(config)# interface vlan 32 
(config-if)# vrf forwarding 30 
(config-if)# ip address 172.16.32.2 255.255.255.0
(config-if)# vrrp 32 ip 172.16.32.1 
 
(config)# interface vlan 100 
(config-if)# vrf forwarding 10 
(config-if)# ip address 192.168.0.2 255.255.255.0
(config-if)# vrrp 100 ip 192.168.0.1 
 
(config)# interface vlan 101 
(config-if)# vrf forwarding 10 
(config-if)# ip address 192.168.1.2 255.255.255.0
(config-if)# vrrp 101 ip 192.168.1.1 
 
(config)# interface vlan 200 
(config-if)# vrf forwarding 20 
(config-if)# ip address 192.169.0.2 255.255.255.0
(config-if)# vrrp 200 ip 192.169.0.1 
 
(config)# interface vlan 201 
(config-if)# vrf forwarding 20 
(config-if)# ip address 192.169.1.2 255.255.255.0
(config-if)# vrrp 201 ip 192.169.1.1 
 
(config)# interface vlan 1000 
(config-if)# vrf forwarding 30 
 

VLAN2 はシステム管理用に VRF を設定せず使用します。 

VLAN2 に装置の IP アドレスを設定します。 

 

VLAN10 はVRF10 で使用します。(構築ポイント(3)) 

VLAN10 に IP アドレスを設定します。 

VLAN10 に VRRP の仮想 IP アドレスを設定します。 

 
VLAN20 はVRF20 で使用します。(構築ポイント(3)) 

VLAN20 に IP アドレスを設定します。 

VLAN20 に VRRP の仮想 IP アドレスを設定します。 

 
VLAN100 はVRF10 で使用します。(構築ポイント(3)) 

VLAN100 に IP アドレスを設定します。 

VLAN100 に VRRP の仮想 IP アドレスを設定します。 

 

VLAN101 はVRF10 で使用します。(構築ポイント(3)) 

VLAN101 に IP アドレスを設定します。 

VLAN101 に VRRP の仮想 IP アドレスを設定します。 

 
VLAN200 はVRF20 で使用します。(構築ポイント(3)) 

VLAN200 に IP アドレスを設定します。 

VLAN200 に VRRP の仮想 IP アドレスを設定します。 

 

VLAN201 はVRF20 で使用します。(構築ポイント(3)) 

VLAN201 に IP アドレスを設定します。 

VLAN201 に VRRP の仮想 IP アドレスを設定します。 

 

VLAN1000 は VRF30 で使用しますが、IP アドレスは設定しま

せん。 

 
 
 
 

(2) サーバ用アクセススイッチ (AX2430S)の設定 

S1 (AX2430S-24T)の設定 

スパニングツリーの設定 
(config)# spanning-tree mode rapid-pvst スパニングツリーのモードを rapid-pvst に設定します。 

VLAN の設定 
(config)# vlan 2,10,20,30,1000 使用する VLAN の設定をおこないます。 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.0.5 255.255.0.0

VLAN2 はシステム管理用に global で使用します。 

VLAN2 に IP アドレスを設定します。 
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S1 (AX2430S-24T)の設定 

物理ポートインタフェースの設定 

ポートの設定 
(config)# interface range gigabitethernet 0/1-2 
(config-if-range)# switchport mode trunk 
(config-if-range)# switchport trunk allowed vlan 
2,10,20,30,1000 
 
(config)# interface range gigabitethernet 0/5-8 
(config-if-range)# switchport access vlan 10 
(config-if-range)# spanning-tree portfast 
 
(config)# interface range gigabitethernet 0/9-12 
(config-if-range)# switchport access vlan 20 
(config-if-range)# spanning-tree portfast 
 
(config)# interface range gigabitethernet 0/13-16
(config-if-range)# switchport access vlan 30 
(config-if-range)# spanning-tree portfast 
 
(config)# interface gigabitethernet 0/20 
(config-if)# switchport access vlan 1000 
(config-if)# spanning-tree portfast 
 
(config)# interface gigabitethernet 0/24 
(config-if)# switchport access vlan 2 
(config-if)# spanning-tree portfast 

ポート 0/1-2 は装置 C1,C2 接続用に VLAN2,10,20,30,1000

のトランクポートとして構成します。 

 

ポート 0/5-8 は開発部ローカルサーバ接続用に VLAN10 の

アクセスポートとして構成します。 

サーバ接続用のため、STP 対象外(portfast 設定)とします。

 

ポート 0/9-12 は総務部ローカルサーバ接続用に VLAN20

のアクセスポートとして構成します。 

端末 PC 接続用のため STP 対象外(portfast 設定)とします。

 

ポート 0/13-16 は外部公開サーバ接続用に VLAN30 のアク

セスポートとして構成します。 

端末 PC 接続用のため STP 対象外(portfast 設定)とします。

 

ポート 0/20 は外部接続用に VLAN1000 のアクセスポートと

して構成します。また STP 対象外(portfast 設定)とします。 

 

ポート 0/24 はシステム管理 PC 接続用に VLAN2 のアクセ

スポートとして構成します。 

端末 PC 接続用のため STP 対象外(portfast 設定)とします。

装置のリモート管理に関する設定 
(config)# logging host 172.255.0.200 
(config)# line vty 0 1 

syslog 採取用ホストを指定します。 

telnet によるログインを許可します。 

 
 

(3) 端末 PC 用アクセススイッチ (AX1240S)の設定 

A1 (AX1240S-24T2C)の設定 

スパニングツリーの設定 
(config)# spanning-tree mode rapid-pvst スパニングツリーのモードを rapid-pvst に設定します。 

VLAN の設定 
(config)# vlan 2,100-101 使用する VLAN の設定をおこないます。 

VLAN インタフェースの設定 
(config)# interface vlan 2 
(config-if)# ip address 172.255.1.1 255.255.0.0

VLAN2 はシステム管理用に global で使用します。 

VLAN2 に IP アドレスを設定します。 

物理ポートインタフェースの設定 

ポートの設定 
(config)# interface range gigabitethernet 0/25-26
(config-if-range)# switchport mode trunk 
(config-if-range)# switchport trunk allowed vlan 
2,100-101 
 
(config)# interface range fastethernet 0/1-12 
(config-if-range)# switchport access vlan 100 
(config-if-range)# spanning-tree portfast 
 
(config)# interface fastethernet 0/13-24 
(config-if-range)# switchport access vlan 101 
(config-if-range)# spanning-tree portfast 

ポート 0/25-26 は装置 C1,C2 接続用に VLAN2,100-101 のト

ランクポートとして構成します。 

 

ポート 0/1-12 は開発部端末 PC のセグメント 1 接続用に

VLAN100 のアクセスポートとして構成します。 

PC 接続用のため、STP 対象外(portfast 設定)とします。 

 

ポート 0/13-24 は開発部端末 PC のセグメント 2 接続用に

VLAN101 のアクセスポートとして構成します。 

PC 接続用のため、STP 対象外(portfast 設定)とします。 

装置のリモート管理に関する設定 
(config)# logging host 172.255.0.200 
(config)# line vty 0 1 

syslog 採取用ホストを指定します。 

telnet によるログインを許可します。 

装置 A2 の設定は使用する VLAN ID と装置アドレスが異なる以外は装置 A1 の設定と同様です。 
(VLAN：100-101→200-201、装置アドレス：172.255.1.1→172.255.2.1) 
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(4) UTM (FortiGate)の設定 

 
FortiGate にて HA 構成を組む場合、マスタとする装置にて基本的な設定をおこなっておきます。 

UTM1 (FortiGate-3040B)の設定 

HA(冗長)クラスタの設定 

CLI GUI 
config system ha 
set mode a-p 
set group-name axfgcluster1 
set password secret123 
set hbdev port17 50 port18 50 
set priority 130 

end 

システム＞設定＞HA 

[モード] アクティブ-パッシブ 

[デバイスのプライオリティ] 130  装置のプライオリティ(大きい方が高優先) 
[グループ名] axfgcluster1     任意のグループ名 

[パスワード] secret123         任意の推察されにくいパスワード 

[ハートビートインタフェース] 

[port17] 有効をチェック [プライオリティ] 50 

[port18] 有効をチェック [プライオリティ] 50 

<OK> 

 
 

VDOM の作成 
config system global 
set vdom-admin enable 

end 
You will be logged out for the 
operation to take effect 
Do you want to continue? (y/n)y 

システム＞ダッシュボード＞Status 

[システムステータスウィジェット] 

バーチャルドメイン [有効]をクリック 
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config vdom 
edit VDOM1 
next 
edit VDOM2 
next 
edit VDOM3 

end 

システム＞VDOM＞VDOM＞新規作成 

[名前] VDOM1 

[オペレーションモード] NAT 

<OK> 

同様に VDOM2、VDOM3 を作成する。 

 
 

インタフェースの設定 (冗長インタフェース) 
config global 
config system interface 
edit toax1 
set vdom root 
set type redundant 
set member port1 port2 

end 
end 

 

システム＞ネットワーク＞インタフェース＞新規作成 

[インタフェース名] toax1 

[タイプ] 冗長インタフェース 

[バーチャルドメイン] root 

[物理インタフェースメンバ][選択されたインタフェース] port1 port2 

<OK> 

 
 

VLAN の設定 
config global 
config system interface 
  edit vlan10 
    set vdom VDOM1 
    set ip 172.16.10.254/24 
    set allowaccess ping 
    set interface toax1 
    set vlanid 10 
  next 
  edit vlan20 
    set vdom VDOM2 
    set ip 172.16.20.254/24 
    set allowaccess ping 
    set interface toax1 
    set vlanid 20 
  next 
  edit vlan30 
    set vdom VDOM3 
    set ip 172.16.30.254/24 
    set allowaccess ping 

システム＞ネットワーク＞インタフェース＞新規作成 

[インタフェース名] vlan10 

[タイプ] VLAN 

[インタフェース] toax1 

[VLAN ID] 10 

[バーチャルドメイン] VDOM1 

[IP/ネットマスク] 172.16.10.254/24 

[管理権限アクセス] PING にチェック 
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    set interface toax1 
    set vlanid 30 
  next 
  edit vlan31 
    set vdom VDOM1 
    set ip 172.16.31.254/24 
    set allowaccess ping 
    set interface toax1 
    set vlanid 31 
  next 
  edit vlan32 
    set vdom VDOM2 
    set ip 172.16.32.254/24 
    set allowaccess ping 
    set interface toax1 
    set vlanid 32 
  next 
  edit vlan1000 
    set vdom VDOM3 
    set ip 10.10.1.254/24 グローバ
ルアドレスを 10.10.1.254 として例示 
    set allowaccess ping 
    set interface toax1 
    set vlanid 1000 
  next 
  edit vlan2 
    set vdom root 
    set ip 172.255.0.10/16 
    set allowaccess ping https ssh 
    set interface toax1 
    set vlanid 2 
end 
end 

 
 

同様に VLAN20,VLAN31,VLAN32,VLAN1000,VLAN2 を作成する。 

グローバルアドレスを 10.10.1.254 として例示 
 

 
VDOM1 の設定 

デフォルトルートとスタティックルートの設定 
config vdom 
edit VDOM1 
config router static 
  edit 0 
    set device vlan31 
    set gateway 172.16.31.1 
  next 
  edit 0 
    set device vlan10 
    set dst 192.168.0.0/24 
    set gateway 172.16.10.1 
  next 
  edit 0 
    set device vlan10 
    set dst 192.168.1.0/24 
    set gateway 172.16.10.1 
end 
end 

 

 

現在の VDOM＞VDOM1 

ルータ＞スタティック＞スタティックルート＞新規作成 

[宛先 IP/ネットマスク] 0.0.0.0/0.0.0.0 

[デバイス] vlan31 

[ゲートウェイ] 172.16.31.1 

<OK> 

 

続いてもう一度 

ルータ＞スタティック＞スタティックルート から 新規作成 

[宛先 IP/ネットマスク] 192.168.0.0/24 

[デバイス] vlan10 

[ゲートウェイ] 172.16.10.1 

<OK> 

同様に、192.168.1.0/24 へのスタティックルートを追加する。 

 

ファイアウォール設定例(NAT ポリシの追加) 
config vdom 
edit VDOM1 
config firwall policy 
edit 0 
set srcintf vlan10 
set dstintf vlan31 
set srcaddr all 
set dstaddr all 

現在の VDOM＞VDOM1 

ファイアウォール＞ポリシー＞ポリシー＞新規作成 

[送信元インタフェース/ゾーン] vlan10 

[送信元アドレス] all 

[宛先インタフェース/ゾーン] vlan31 

[宛先アドレス] all 

[スケジュール] always 

  172.255.0.10    / 255.255.0.0 
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set action accept 
set schedule always 
set service ANY 
set nat enable 

end 
end 

[サービス] ANY 

[アクション] ACCEPT 

[Enable NAT] チェック [Use Destination Interface Address ラジオボタン] ON 

<OK> 

 
 

VDOM2 の設定 

デフォルトルートとスタティックルートの設定 
config vdom 
edit VDOM2 
config router static 
  edit 0 
    set device vlan32 
    set gateway 172.16.32.1 
  next 
  edit 0 
    set device vlan20 
    set dst 192.169.0.0/24 
    set gateway 172.16.20.1 
  next 
  edit 0 
    set device vlan20 
    set dst 192.169.1.0/24 
    set gateway 172.16.20.1 
end 
end 

 

現在の VDOM＞VDOM2 

ルータ＞スタティック＞スタティックルート＞新規作成 

[宛先 IP/ネットマスク] 0.0.0.0/0.0.0.0 

[デバイス] vlan32 

[ゲートウェイ] 172.16.32.1 

<OK> 

 

続いてもう一度 

ルータ＞スタティック＞スタティックルート から 新規作成 

[宛先 IP/ネットマスク] 192.169.0.0/24 

[デバイス] vlan20 

[ゲートウェイ] 172.16.20.1 

<OK> 

 

同様に、192.169.1.0/24 へのスタティックルートを追加する。 

 
 

ファイアウォール設定例(NAT ポリシの追加) 
config vdom 
edit VDOM2 
config firwall policy 
edit 0 
set srcintf vlan20 
set dstintf vlan32 
set srcaddr all 
set dstaddr all 
set action accept 
set schedule always 
set service ANY 
set nat enable 

end 
end 
 

現在の VDOM＞VDOM2 

ファイアウォール＞ポリシー＞ポリシー＞新規作成 

[送信元インタフェース/ゾーン] vlan20 

[送信元アドレス] all 

[宛先インタフェース/ゾーン] vlan32 

[宛先アドレス] all 

[スケジュール] always 

[サービス] ANY 

[アクション] ACCEPT 

[Enable NAT] チェック [Use Destination Interface Address ラジオボタン] ON 

<OK> 

Copyright © 2011,  ALAXALA Networks Corporation. All rights reserved.                                         43



AX＆FortiGate セキュア仮想ネットワークソリューション システム構築ガイド （初版） 

VDOM3 の設定 

デフォルトルートとスタティックルートの設定 
config vdom 
edit VDOM3 
config router static 
  edit 0 
    set device vlan1000 
    set gateway 10.10.1.1 グローバ
ルアドレスを 10.10.1.1 として例示 
  next 
  edit 0 
    set device vlan30 
    set dst 172.16.31.0/24 
    set gateway 172.16.30.1 
  next 
  edit 0 
    set device vlan30 
    set dst 172.16.32.0/24 
    set gateway 172.16.30.1 
end 
end 

現在の VDOM＞VDOM3 

ルータ＞スタティック＞スタティックルート＞新規作成 

[宛先 IP/ネットマスク] 0.0.0.0/0.0.0.0 

[デバイス] vlan1000 

[ゲートウェイ] 10.10.1.1 グローバルアドレスを 10.10.1.1 として例示 

<OK> 

 

続いてもう一度 

ルータ＞スタティック＞スタティックルート から 新規作成 

[宛先 IP/ネットマスク] 172.16.31.0/24 

[デバイス] vlan30 

[ゲートウェイ] 172.16.30.1 

<OK> 

 

同様に、172.16.32.0/24 へのスタティックルートを追加する。 

 

ファイアウォール設定例(NAT ポリシの追加) 
config vdom 
edit VDOM3 
config firwall policy 
edit 0 
set srcintf vlan30 
set dstintf vlan1000 
set srcaddr all 
set dstaddr all 
set action accept 
set schedule always 
set service ANY 
set nat enable 

end 
end 

現在の VDOM＞VDOM3 

ファイアウォール＞ポリシー＞ポリシー＞新規作成 

[送信元インタフェース/ゾーン] vlan30 

[送信元アドレス] all 

[宛先インタフェース/ゾーン] vlan1000 

[宛先アドレス] all 

[スケジュール] always 

[サービス] ANY 

[アクション] ACCEPT 

[Enable NAT] チェック [Use Destination Interface Address ラジオボタン] ON 

<OK> 

 

管理 VDOM の変更 (必要に応じて) 
config global 
config system global 
set management-vdom VDOM 名 
end 
end  

現在の VDOM＞グローバル 

システム＞VDOM＞ 

管理 VDOM にしたい VDOM 名左隅のチェックボックスをチェック 

[マネジメントを切り替え]アイコンをクリック 

設定のバックアップ 
config global 
exec backup config ftp 
master.conf サーバ IP アドレス ユーザ
ーID パスワード 

現在の VDOM＞グローバル 

システム＞ダッシュボード＞Status>システムステータスウィジェット 

[システムコンフィグレーション]の[バックアップ]をクリック 
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続いて、バックアップとして使用する装置の設定をマスタ装置と接続する前に以下のように設定します。 

UTM2 (FortiGate-3040B)の設定 

HA(冗長)クラスタの設定 

CLI GUI 
config system ha 
set mode a-p 
set group-name axfgcluster1 
set password secret123 
set hbdev port17 50 port18 50 
set priority 100 

end 

システム＞設定＞HA 

[モード] アクティブ-パッシブ 

[デバイスのプライオリティ] 100    装置のプライオリティ(小さい方が優先度低) 
[グループ名] axfgcluster1        UTM1 に設定したグループ名と同じもの 

[パスワード] secret123          UTM1 に設定したパスワードと同じもの 

[ハートビートインタフェース] 

[port17] 有効をチェック [プライオリティ] 50    port17 と 

[port18] 有効をチェック [プライオリティ] 50    port18 を使用 

<OK> 

 
 
 
バックアップ装置での以上の設定終了後、マスタ装置へ接続、続いてネットワークに接続します。 
 
 
 
HA が正しく構成されているかの確認は以下の通りです。 
GUI の場合 
システム＞設定＞HA 

 

 
 
 
CLI の場合 
 

# config global  
(global) # get system ha status 
Model: 3950 
Mode: a-p 
Group: 32 
Debug: 0 
ses_pickup: disable 
Master:128 FG3K9B3X00000001 FG3K9B3X00000001 0 
Slave :100 FG3K9B3X00000002 FG3K9B3X00000002 1 
number of vcluster: 1 
vcluster 1: work 169.254.0.1 
Master:0 FG3K9B3X00000001 
Slave :1 FG3K9B3X00000002 
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バックアップ側の装置については、マスタ側の装置でおこなった設定をおこなう必要はありません。HA のバ

ックアップと認識された時点で、マスタで設定した内容がそのままバックアップ側にコピーされます。 
 
続いて、マスタ側の装置に接続し、HA 監視ポートの設定をします。設定はバックアップ側に同期されます。 

HA監視ポート設定 (構築ポイント(4)) 
config global 
config system ha 
  set monitor toax1 
end 
end 

 

システム＞設定＞HA 

マスタ状態の装置の編集 アイコンクリック 

[ポートモニタ] toax1 をチェック 

<OK>をクリック 
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4. 効率的な運用ツール 
 
ネットワークを仮想化すると、構成が物理的な構成、いわゆる見た目と異なることになるため、運用管理の面

で負担が大きくなりがちです。 
 
アラクサラのネットワーク・パーティションや FortiGate では、そういった仮想化されたネットワークの運用を手

助けするツールも用意されています。 
 

4.1 AX-Networker's Utility (仮想ネットワーク可視化ツール) 
 
AX-Networker’s-Utility（仮想ネットワーク可視化ツール）は，ネットワーク上に存在する装置の VRF/VLAN コ

ンフィグレーションを集中的に収集，一覧表示し，その設定内容をチェックできるツールです。 

また，ネットワーク上に存在する装置に接続された装置や端末の情報（以下，リソース情報）を集中的に収集，

一覧表示し，検索できます。 

 

• 装置の VRF/VLAN コンフィグレーションを収集し，装置間の VRF/VLAN コンフィグレーションを確認，検

索および整合性チェックすることができます。 

 

• 装置のリソース情報を収集し，その収集時点で装置に接続されている装置や端末の情報を確認でき

ます。リソース情報としては，装置に接続している装置や端末の台数，装置や端末の MAC アドレス，

Web 認証ログイン済み端末の IP アドレス，Web 認証ログイン済みユーザ名，論理名，Web/MAC 認証ロ

グイン経過時間，Web/MAC 認証ログイン残時間，装置や端末が接続されている装置側のポート番号

を一覧表示します。 

 

• 装置の VRF/VLAN コンフィグレーションやリソース情報の収集を，GUI を利用して簡単に実施できます。

広域・多拠点に分散する収集対象装置の台数が多い場合に，作業者の負荷を軽減できます。 

 

これにより，装置のVRF/VLANコンフィグレーションを更新する際にVRF/VLANコンフィグレーションの整合性チ

ェックを行ったり，装置のリソース情報を収集して，装置に接続されている装置や端末を VRF や VLAN 毎に接続

されている台数として確認したり，特定のリソース情報のキーワードによる検索が容易に行えるようになります。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 4.1-1 AX-Networker's Utility(仮想ネットワーク可視化ツール) 参照画面例 
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4.2 FortiManager と FortiAnalyzer 

 
FortiGate に関しては、FortiGate における各種設定など装置そのものの管理と、FortiGate によるアクセス制

御によって得られる各種ログ監視の両面を助けるアプライアンスがあります。 
 
その前者にあたるのが FortiManager です。 
FortiManager では、複数の FortiGate と、複数の仮想ドメイン（VDOM）を、集中管理するためのアプライアン

ス製品です。FortiManager を使うことで、共有できるセキュリティポリシを複数の FortiGate や VDOM に適用し

たり、FortiGate のファームェアの更新を集中的に効率よく実施できます。また、インターネットリーチャブルでな

い FortiGate に対して、アンチウイルスや IPS のシグネチャデータベースを更新することもできます。この他、設

定履歴や差分の管理機能も備えています。FortiManager の XML API の利用で、自動化にも対応可能です。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 4.2-1  FortiManager 設定画面例 

 
一方、ログ管理を助けるアプライアンスとして FortiAnalyzer があります。 
FortiAnalyzer は、複数の FortiGate や複数の VDOM が記録するログを管理するためのアプライアンスであり、

FortiAnalyzer を使うことで、ログの検索や、ログの集計、報告書作成と報告書の送付が簡単に行なえます。ス

ケジューリング機能により、毎週月曜日８時に、VDOM 毎に PDF 形式の一週間の攻撃状況の報告書を作成し、

VDOM 毎の管理者に報告書を電子メールで送付する、といったことが自動でできます。 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

図 4.2-2  FortiAnalyzer 設定/ログ参照画面例 
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図 4.2-3  FortiAnalyzer 自動生成レポート例 
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5. 留意事項 
 

(1) AX シリーズと FortiGate をリンクアグリゲーション接続する際は LACP を使用する。 

 
FortiGate の物理インタフェースはリンクアグリゲーションによる冗長構成も可能ですが、いわゆるスタティック

のモードはサポートされません。従って AX シリーズとリンクアグリゲーションを使って接続する必要がある場合

は LACP モードを使用してください。 
 
 

(2) FortiGate インタフェースでの DHCP クライアント使用について 

 
FortiGate では、スタンドアロンで使用している場合に限りインタフェースでの IP アドレス指定に DHCP クライ

アントによる設定を使うことが可能ですが、HA 構成としている際はインタフェースへの DHCP クライアントによる

IP アドレス設定はできません。 
 
 

(3) FortiGate の HA 監視ポート設定の手順 

 
HA の設定および監視ポートの設定がされた HA マスタ装置が監視ポートのダウンを検知している状態で、

マスタと異なるコンフィグを持つ装置を監視ポートの設定なしに、マスタ装置に接続（HA クラスタへ参加）すると、

マスタ側のコンフィグが消失します。追加された装置が新たなマスタとなり、コンフィグもあわせて追加された装

置のものに同期するためです。(追加する装置では監視ポートの設定が無いと、監視ポートダウン検知無しとみ

なされます。) 
 
マスタ装置に、工場出荷状態などマスタと異なる設定を持つ装置を接続するときの手順は下記のいずれか

の方法を推奨します。 
 

• 新規に HA を構築するときは、HA クラスタの構築をし、HA が正しく動作していることを確認してから

HA 監視ポートの設定をする。 
• 追加する装置に、少なくともマスタ装置と同じ監視ポート設定をしてからマスタ装置に接続する。 
• マスタ装置に接続する前に、マスタ装置の HA 監視ポートがすべてアップ状態であることを確認する。 

 
なお監視ポートのダウン検知状況は CLI で下記のように確認します。 
 
 
 
 
 
 
 
 
 
 
 
  （※） ハードウェア障害の機器交換時は、予めバックアップしておいた設定を、新装置にリストアした後に、 
       HA クラスタへ参加させることで、コンフィグの消失をさけることができます。 
 

0      ポートダウン検知なし 

負の値  ポートダウン検知あり 

※この例では、FG3K9B3E00000001 が監視ポートの 

いずれかのダウンを検知している状態を示します。 

FG3K9B3E00000001 (global) # dia sys ha dump 1 
HA information. 
vcluster id=1, nventry=2, state=work, 
digest=4.3f.6e.62.a.40... 
ventry  idx=0,id=1,FG3K9B3E00000001,prio=128,-50,claimed=0,override=0, 
flag=1,time=0,mon=0                                             
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(4) FortiGate の HA 構成におけるマスタ装置交替について 

 
HA 構成としている装置でマスタとなっていた装置がダウン後、再度復旧した場合に同じその装置がマスタ

状態に戻る(切戻る)場合があります。 
 
HA では override 設定(CLI でのみ設定可能。デフォルトでは disable)が disable であり、かつ HA 構成の装

置同士の「安定稼働時間(※)」の差が 300 秒以上ある場合、メンバ追加時の系交替、いわゆる切戻りが抑止さ

れます。HA での装置復旧ではほとんどの場合この条件に該当するため、一般的には切戻りが発生しませんが、

override 設定が enable、もしくは安定稼動時間の差が 300 秒以下の場合は、プライオリティの高い装置がマスタ

になりますので、元マスタだった装置の復旧とともにマスタ交替も発生する(切戻る)状態が発生する場合があり

ます。 
 
(※)安定稼動時間：FortiGate が最後に経験した監視ポートのリンクダウンから、もしくは起動から監視ポート

のリンクダウンが無ければ起動からの経過時間。HA 構成の装置間で安定稼動時間の差を確認するには、CLI
にて以下のように行います。 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

override 設定=disable であれば、相手装置に表示される time の値が 

3000 以上である装置がマスタとなります。 

※この例ではコマンド実行した装置(FG50012205400050)の方が、19.4 秒長いことを示しています。 

  負の値であれば、      〃      コマンド実行した装置＜相手装置 

FG50012205400050 # config global 
FG50012205400050 (global) # diagnose sys ha dump 1 
HA information. 
vcluster id=1, nventry=2, state=work, 
digest=fe.21.14.b3.e1.8d... 
ventry idx=0,id=1,FG50012205400050,prio=128,0,override=0, 
flag=1,time=0,mon=0. 
mondev=port5,50 
ventry idx=1,id=1,FG50012204400045,prio=128,0,override=0, 
flag=0,time=194,mon=0. 
 

 

コマンド実行した装置での値は常に'0'となる。 

  正の値であれば、安定稼動時間はコマンド実行した装置＞相手装置 

コマンド実行装置から見た、この相手装置に対する安定稼動時間の相対値。(単位 1/10 秒) 
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付録 
 

本ガイドにて紹介した構成のコンフィグレーション例です。 

3 章の各ネットワーク構成における各装置の全コンフィグレーションについて、テキスト形式のファイルとし

て本ファイルに添付しております。(添付ファイルを抽出するには、Adobe Acrobat 5.0 以降もしくは Adobe 

Reader 6.0 以降が必要です。) 

各コンフィグレーションについては、以下に示すファイル名と同じ名前の添付ファイルを参照下さい。 

 

 

3.1 FTスイッチコア + FortiGate HA構成の例
 装置名と対象装置 対象ファイル 

L3 コアスイッチ C1 (AX6604S) 3-1_AXFG-guide_FT_C1.txt 

UTM(*1) UTM1(FortiGate-3950B) 3-1_AXFG-guide_FT_UTM1.conf 

L2 アクセススイッチ S1 (AX2430S-24T2X) 3-1_AXFG-guide_FT_S1.txt 

 A1 (AX1240S-24T2C) 3-1_AXFG-guide_FT_A1.txt 

 A2 (AX1240S-24T2C) 3-1_AXFG-guide_FT_A2.txt 

(*1)UTM(FortiGate)のコンフィグは HA のマスタ分のみです。スレーブ側のコンフィグは HA 構成時にマスタと同期します。 

 

 

3.2 STP+VRRP + FortiGate HA構成の例
 装置名と対象装置 対象ファイル 

L3 コアスイッチ  C1 (AX3560S-24T6XW) 3-2_AXFG-guide_STP_C1.txt 

 C2 (AX3560S-24T6XW) 3-2_AXFG-guide_STP_C2.txt 

UTM(*1) UTM1(FortiGate-3040B) 3-2_AXFG-guide_STP_UTM1.conf 

L2 アクセススイッチ S1 (AX2430S-24T) 3-2_AXFG-guide_STP_S1.txt 

 A1 (AX1240S-24T2C) 3-2_AXFG-guide_STP_A1.txt 

 A2 (AX1240S-24T2C) 3-2_AXFG-guide_STP_A2.txt 

(*1)UTM(FortiGate)のコンフィグは HA のマスタ分のみです。スレーブ側のコンフィグは HA 構成時にマスタと同期します。 
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#Last modified by operator at Mon Jul  4 08:13:50 2011 with version 11.4.E
!
hostname "C1"
fwdm prefer default extended
fldm prefer default extended
upc-storm-control mode upc-in-and-storm-control
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
spanning-tree disable
spanning-tree mode pvst
!
vrf mode l2protocol-disable
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface port-channel 1
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface port-channel 11
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface port-channel 12
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface tengigabitethernet 1/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 1/2
  switchport mode access
!
interface tengigabitethernet 1/3
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 1/4
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 1/5
  switchport mode access
!
interface tengigabitethernet 1/6
  switchport mode access
!
interface tengigabitethernet 1/7
  switchport mode access
!
interface tengigabitethernet 1/8
  switchport mode access
!
interface tengigabitethernet 2/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 2/2
  switchport mode access
!
interface tengigabitethernet 2/3
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 2/4
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 2/5
  switchport mode access
!
interface tengigabitethernet 2/6
  switchport mode access
!
interface tengigabitethernet 2/7
  switchport mode access
!
interface tengigabitethernet 2/8
  switchport mode access
!
interface gigabitethernet 3/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
  channel-group 11 mode on
!
interface gigabitethernet 3/2
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
  channel-group 12 mode on
!
interface gigabitethernet 3/3
  switchport mode access
!
interface gigabitethernet 3/4
  switchport mode access
!
interface gigabitethernet 3/5
  switchport mode access
!
interface gigabitethernet 3/6
  switchport mode access
!
interface gigabitethernet 3/7
  switchport mode access
!
interface gigabitethernet 3/8
  switchport mode access
!
interface gigabitethernet 3/9
  switchport mode access
!
interface gigabitethernet 3/10
  switchport mode access
!
interface gigabitethernet 3/11
  switchport mode access
!
interface gigabitethernet 3/12
  switchport mode access
!
interface gigabitethernet 3/13
  switchport mode access
!
interface gigabitethernet 3/14
  switchport mode access
!
interface gigabitethernet 3/15
  switchport mode access
!
interface gigabitethernet 3/16
  switchport mode access
!
interface gigabitethernet 3/17
  switchport mode access
!
interface gigabitethernet 3/18
  switchport mode access
!
interface gigabitethernet 3/19
  switchport mode access
!
interface gigabitethernet 3/20
  switchport mode access
!
interface gigabitethernet 3/21
  switchport mode access
!
interface gigabitethernet 3/22
  switchport mode access
!
interface gigabitethernet 3/23
  switchport mode access
!
interface gigabitethernet 3/24
  switchport mode access
!
interface gigabitethernet 4/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
  channel-group 11 mode on
!
interface gigabitethernet 4/2
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
  channel-group 12 mode on
!
interface gigabitethernet 4/3
  switchport mode access
!
interface gigabitethernet 4/4
  switchport mode access
!
interface gigabitethernet 4/5
  switchport mode access
!
interface gigabitethernet 4/6
  switchport mode access
!
interface gigabitethernet 4/7
  switchport mode access
!
interface gigabitethernet 4/8
  switchport mode access
!
interface gigabitethernet 4/9
  switchport mode access
!
interface gigabitethernet 4/10
  switchport mode access
!
interface gigabitethernet 4/11
  switchport mode access
!
interface gigabitethernet 4/12
  switchport mode access
!
interface gigabitethernet 4/13
  switchport mode access
!
interface gigabitethernet 4/14
  switchport mode access
!
interface gigabitethernet 4/15
  switchport mode access
!
interface gigabitethernet 4/16
  switchport mode access
!
interface gigabitethernet 4/17
  switchport mode access
!
interface gigabitethernet 4/18
  switchport mode access
!
interface gigabitethernet 4/19
  switchport mode access
!
interface gigabitethernet 4/20
  switchport mode access
!
interface gigabitethernet 4/21
  switchport mode access
!
interface gigabitethernet 4/22
  switchport mode access
!
interface gigabitethernet 4/23
  switchport mode access
!
interface gigabitethernet 4/24
  switchport mode access
  switchport access vlan 2
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.1 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.0.1 255.255.0.0
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.0.1 255.255.0.0
!
interface vlan 31
  vrf forwarding 30
!
interface vlan 32
  vrf forwarding 30
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.1 255.255.255.0
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.1 255.255.255.0
!
interface vlan 200
  vrf forwarding 20
  ip address 192.168.0.1 255.255.255.0
!
interface vlan 201
  vrf forwarding 20
  ip address 192.168.1.1 255.255.255.0
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.0.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.0.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!


L3ｌコアスイッチ
3-1_AXFG-guide_FT_C1.txt


#config-version=FG3K9B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=2812342446287211267
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 5
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst enable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fmc-xg2-load-balance disable
    set fwpolicy-implicit-log disable
    set fwpolicy6-implicit-log disable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 disable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile disable
    set hostname "FG3K9B3E10700042"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "root"
    set num-cpus 0
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 8
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 15
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 04
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
        set type physical
    next
    edit "port2"
        set vdom "root"
        set type physical
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
    next
    edit "port6"
        set vdom "root"
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port5" "port6"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 10.20.2.254 255.255.255.0
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 10.10.1.254 255.255.255.0
        set interface "toax1"
        set vlanid 31
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 18000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
end
config system ha
    set group-id 23
    set group-name "axfgtcluster1"
    set mode a-p
    set password ENC YbpiO81LQsnDqgXPV62LBUWmoCopZYbQtb+fTK02gAueobIsxMY+BpDZ4+9EC1qVTgFr5+dMPnXwltuypzWa/HQj4axDRxjue4qPQQvaLWyJr09D
    set hbdev "port1" 50 "port2" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system dns
    set primary 208.91.112.53
    set secondary 208.91.112.52
    set domain ''
    set ip6-primary ::
    set ip6-secondary ::
    set dns-cache-limit 5000
    set dns-cache-ttl 1800
    set cache-notfound-responses disable
    set source-ip 0.0.0.0
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
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"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    unset preferences
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync enable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC G9rtCC6bC0hweX4VNE5bLRBYKhKxu2GnosVSHs3+Ae5iQkbl+H2+iRFLvW6sfDck/3mqofYEkRNv6xd35dpOTtQkk+PasHVevMlrnSXlBgN5FPuI
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 10.20.2.1
    next
    edit 2
        set device "vlan20"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan20"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end
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#Last modified by operator at Sat Jan  1 01:21:02 2000 with version 11.5.A
!
hostname "S1"
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 31
!
vlan 32
!
spanning-tree disable
spanning-tree mode pvst
!
interface port-channel 1
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface gigabitethernet 0/1
  switchport mode access
!
interface gigabitethernet 0/2
  switchport mode access
!
interface gigabitethernet 0/3
  switchport mode access
!
interface gigabitethernet 0/4
  switchport mode access
!
interface gigabitethernet 0/5
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/6
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/7
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/8
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/9
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/10
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/11
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/12
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/13
  switchport mode access
!
interface gigabitethernet 0/14
  switchport mode access
!
interface gigabitethernet 0/15
  switchport mode access
!
interface gigabitethernet 0/16
  switchport mode access
!
interface gigabitethernet 0/17
  switchport mode access
!
interface gigabitethernet 0/18
  switchport mode access
!
interface gigabitethernet 0/19
  switchport mode access
!
interface gigabitethernet 0/20
  switchport mode access
  switchport access vlan 31
!
interface gigabitethernet 0/21
  switchport mode access
!
interface gigabitethernet 0/22
  switchport mode access
  switchport access vlan 32
!
interface gigabitethernet 0/23
  switchport mode access
!
interface gigabitethernet 0/24
  switchport mode access
!
interface tengigabitethernet 0/25
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 0/26
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.5 255.255.0.0
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!
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#configuration list for AX1240S-24T2C
!
hostname "A1" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 100 
!
vlan 101 
!
spanning-tree disable 
spanning-tree mode rapid-pvst 
!
interface port-channel 1 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
  channel-group 1 mode on 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
  channel-group 1 mode on 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.1.1 255.255.0.0 
!
interface vlan 100 
!
interface vlan 101 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!
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#configuration list for AX1240S-24T2C
!
hostname "A2" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 200 
!
vlan 201 
!
spanning-tree disable 
spanning-tree mode rapid-pvst 
!
interface port-channel 1 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
  channel-group 1 mode on 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
  channel-group 1 mode on 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.2.1 255.255.0.0 
!
interface vlan 200 
!
interface vlan 201 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!


L2アクセススイッチ(A2)
3-1_AXFG-guide_FT_A2.txt


#Last modified by operator at Mon Jun 27 02:56:51 2011 with version 11.5
!
hostname "C1"
switch 1 provision 3650-24t6xw
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 30
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
vlan 1000
!
spanning-tree mode rapid-pvst
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface gigabitethernet 1/0/1
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface gigabitethernet 1/0/2
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface gigabitethernet 1/0/3
  switchport mode access
!
interface gigabitethernet 1/0/4
  switchport mode access
!
interface gigabitethernet 1/0/5
  switchport mode access
!
interface gigabitethernet 1/0/6
  switchport mode access
!
interface gigabitethernet 1/0/7
  switchport mode access
!
interface gigabitethernet 1/0/8
  switchport mode access
!
interface gigabitethernet 1/0/9
  switchport mode access
!
interface gigabitethernet 1/0/10
  switchport mode access
!
interface gigabitethernet 1/0/11
  switchport mode access
!
interface gigabitethernet 1/0/12
  switchport mode access
!
interface gigabitethernet 1/0/13
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 1/0/14
  switchport mode access
!
interface gigabitethernet 1/0/15
  switchport mode access
!
interface gigabitethernet 1/0/16
  switchport mode access
!
interface gigabitethernet 1/0/17
  switchport mode access
!
interface gigabitethernet 1/0/18
  switchport mode access
!
interface gigabitethernet 1/0/19
  switchport mode access
!
interface gigabitethernet 1/0/20
  switchport mode access
!
interface gigabitethernet 1/0/21
  switchport mode access
!
interface gigabitethernet 1/0/22
  switchport mode access
!
interface gigabitethernet 1/0/23
  switchport mode access
!
interface gigabitethernet 1/0/24
  switchport mode access
!
interface tengigabitethernet 1/0/25
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000
!
interface tengigabitethernet 1/0/26
  switchport mode access
!
interface tengigabitethernet 1/0/27
  switchport mode access
!
interface tengigabitethernet 1/0/28
  switchport mode access
!
interface tengigabitethernet 1/0/29
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface tengigabitethernet 1/0/30
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.1 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.10.1 255.255.255.0
  vrrp 10 ip 172.16.10.1
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.20.1 255.255.255.0
  vrrp 20 ip 172.16.20.1
!
interface vlan 30
  vrf forwarding 30
  ip address 172.16.30.1 255.255.255.0
  vrrp 30 ip 172.16.30.1
!
interface vlan 31
  vrf forwarding 30
  ip address 172.16.31.1 255.255.255.0
  vrrp 31 ip 172.16.31.1
!
interface vlan 32
  vrf forwarding 30
  ip address 172.16.32.1 255.255.255.0
  vrrp 32 ip 172.16.32.1
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.1 255.255.255.0
  vrrp 100 ip 192.168.0.1
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.1 255.255.255.0
  vrrp 101 ip 192.168.1.1
!
interface vlan 200
  vrf forwarding 20
  ip address 192.169.0.1 255.255.255.0
  vrrp 200 ip 192.169.0.1
!
interface vlan 201
  vrf forwarding 20
  ip address 192.169.1.1 255.255.255.0
  vrrp 201 ip 192.169.1.1
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254
ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!


L3コアスイッチ(C1)
3-2_AXFG-guide_STP_C1.txt


#Last modified by operator at Sat Feb 12 02:12:20 2000 with version 11.5
!
hostname "C2"
switch 1 provision 3650-24t6xw
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 30
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
vlan 1000
!
spanning-tree mode rapid-pvst
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface gigabitethernet 1/0/1
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface gigabitethernet 1/0/2
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface gigabitethernet 1/0/3
  switchport mode access
!
interface gigabitethernet 1/0/4
  switchport mode access
!
interface gigabitethernet 1/0/5
  switchport mode access
!
interface gigabitethernet 1/0/6
  switchport mode access
!
interface gigabitethernet 1/0/7
  switchport mode access
!
interface gigabitethernet 1/0/8
  switchport mode access
!
interface gigabitethernet 1/0/9
  switchport mode access
!
interface gigabitethernet 1/0/10
  switchport mode access
!
interface gigabitethernet 1/0/11
  switchport mode access
!
interface gigabitethernet 1/0/12
  switchport mode access
!
interface gigabitethernet 1/0/13
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 1/0/14
  switchport mode access
!
interface gigabitethernet 1/0/15
  switchport mode access
!
interface gigabitethernet 1/0/16
  switchport mode access
!
interface gigabitethernet 1/0/17
  switchport mode access
!
interface gigabitethernet 1/0/18
  switchport mode access
!
interface gigabitethernet 1/0/19
  switchport mode access
!
interface gigabitethernet 1/0/20
  switchport mode access
!
interface gigabitethernet 1/0/21
  switchport mode access
!
interface gigabitethernet 1/0/22
  switchport mode access
!
interface gigabitethernet 1/0/23
  switchport mode access
!
interface gigabitethernet 1/0/24
  switchport mode access
!
interface tengigabitethernet 1/0/25
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000
!
interface tengigabitethernet 1/0/26
  switchport mode access
!
interface tengigabitethernet 1/0/27
  switchport mode access
!
interface tengigabitethernet 1/0/28
  switchport mode access
!
interface tengigabitethernet 1/0/29
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface tengigabitethernet 1/0/30
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.2 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.10.2 255.255.255.0
  vrrp 10 ip 172.16.10.1
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.20.2 255.255.255.0
  vrrp 20 ip 172.16.20.1
!
interface vlan 30
  vrf forwarding 30
  ip address 172.16.30.2 255.255.255.0
  vrrp 30 ip 172.16.30.1
!
interface vlan 31
  vrf forwarding 30
  ip address 172.16.31.2 255.255.255.0
  vrrp 31 ip 172.16.31.1
!
interface vlan 32
  vrf forwarding 30
  ip address 172.16.32.2 255.255.255.0
  vrrp 32 ip 172.16.32.1
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.2 255.255.255.0
  vrrp 100 ip 192.168.0.1
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.2 255.255.255.0
  vrrp 101 ip 192.168.1.1
!
interface vlan 200
  vrf forwarding 20
  ip address 192.169.0.2 255.255.255.0
  vrrp 200 ip 192.169.0.1
!
interface vlan 201
  vrf forwarding 20
  ip address 192.169.1.2 255.255.255.0
  vrrp 201 ip 192.169.1.1
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254
ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!


L3コアスイッチ(C2)
3-2_AXFG-guide_STP_C2.txt


#config-version=FG3K0B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=3959817565617232739
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config vdom
edit VDOM3
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 480
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst disable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fwpolicy-implicit-log enable
    set fwpolicy6-implicit-log enable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-client-reputation disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 enable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile enable
    set hostname "FG3K0B3I10700185"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "VDOM3"
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 2
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 3
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 60
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
        set wanoptgrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
    next
    edit "port2"
        set vdom "root"
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
        set type physical
    next
    edit "port6"
        set vdom "root"
        set type physical
    next
    edit "port7"
        set vdom "root"
        set type physical
    next
    edit "port8"
        set vdom "root"
        set type physical
    next
    edit "port9"
        set vdom "root"
        set type physical
    next
    edit "port10"
        set vdom "root"
        set type physical
    next
    edit "port11"
        set vdom "root"
        set type physical
    next
    edit "port12"
        set vdom "root"
        set type physical
    next
    edit "port13"
        set vdom "root"
        set type physical
    next
    edit "port14"
        set vdom "root"
        set type physical
    next
    edit "port15"
        set vdom "root"
        set type physical
    next
    edit "port16"
        set vdom "root"
        set type physical
    next
    edit "port17"
        set vdom "root"
        set type physical
    next
    edit "port18"
        set vdom "root"
        set type physical
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "ssl.VDOM3"
        set vdom "VDOM3"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port1" "port2"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.10.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.20.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan30"
        set vdom "VDOM3"
        set ip 172.16.30.254 255.255.255.0
        set allowaccess ping http
        set interface "toax1"
        set vlanid 30
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 172.16.31.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 31
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 172.16.32.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan1000"
        set vdom "VDOM3"
        set ip 10.10.1.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 1000
    next
    edit "vlan2"
        set vdom "root"
        set ip 172.255.0.10 255.255.0.0
        set allowaccess ping ssh http telnet
        set interface "toax1"
        set vlanid 2
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
                edit 4
                    set name "demo"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set view-type historical
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
                edit 8
                    set status close
                next
                edit 9
                    set tab-id 10
                    set status close
                next
                edit 10
                    set status close
                next
                edit 11
                    set status close
                next
                edit 12
                    set status close
                next
                edit 13
                    set status close
                next
                edit 2511194056
                    set name "ÈÇ�*"
                next
            end
        set gui-detail-panel-location side
    next
    edit "vdom3_admin"
        set accprofile "prof_admin"
        set vdom "VDOM3"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set time-period 0
                    set chart-color 0
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
        set password ENC AK1D3R+CiuIC3I1NP5wvGDJmUTZrBNl2hJJ8lyMVmzPoak=
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 5000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
    edit "VDOM3"
        set description "property limits for vdom VDOM3"
    next
end
config system ha
    set group-id 0
    set group-name "axfgcluster1"
    set mode a-p
    set password ENC 9fgkQ/xgnmzl8+Gyp9DMHU1K8Pm9R0zikmzods0sgWmFGjsxF61wlq8CipoLKEZ/wbSVjjeqdD1VOq6DiZYye+JTfqFHAJ+YsRmMxV+kYCATyJN+
    set hbdev "port17" 50 "port18" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>�E�C���X�ð���m�µ�Ü�µ�½!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system snmp community
    edit 1
        set events cpu-high mem-low log-full intf-ip vpn-tun-up vpn-tun-down ha-switch ha-hb-failure ips-signature ips-anomaly av-virus av-oversize av-pattern av-fragmented fm-if-change ha-member-up ha-member-down ent-conf-change power-supply-failure faz-disconnect
            config hosts
                edit 1
                    set interface "vlan2"
                    set ip 172.255.0.200/255.255.255.255
                next
            end
        set name "public"
    next
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    set preferences "YWRtaW4JRkZGRkZGCTAwMDAwMAltb25vc3BhY2UJMTBwdAkxMDAJMAo="
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync disable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC /i28ds2TLp72bbt94/4KDUFwGWBZzq+IVLga+qGIwWMpzd3/IWwKogNnPGx/Hy8pFvFq80RcLf/60QJbncU2CFZBgRQPaM27ngLvbrIANEaaEJBv
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
    edit 1
            config entries
                edit "www.fortinet.com"
                    set action block
                next
            end
        set name "url_demo"
    next
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
    edit "wf_demo"
            config web
                set urlfilter-table 1
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
    edit "www.fortinet.com"
        set rating g04
    next
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
    edit "Enforce_FortiClient_AV.list"
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set application-detection enable
        set application-detection-rule-list "Enforce_FortiClient_AV.list"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 172.16.31.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.10.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.10.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 172.16.32.1
    next
    edit 2
        set device "vlan20"
        set dst 192.169.0.0 255.255.255.0
        set gateway 172.16.20.1
    next
    edit 3
        set device "vlan20"
        set dst 192.169.1.0 255.255.255.0
        set gateway 172.16.20.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM3
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
    edit "ips_demo"
            config entries
                edit 1
                    set action block
                    set location server 
                    set os Windows 
                    set protocol TCP ICMP HTTP FTP DNS 
                    set severity low medium high critical 
                next
            end
    next
    edit "ips_demo_all"
            config entries
                edit 1
                    set action pass
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
    edit "test"
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan30"
        set dstintf "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
    edit 1
        set interface "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
            set service "ANY"             
        set ips-DoS-status enable
        set ips-DoS "block_flood"
    next
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config ips custom
    edit "FTP.GET.TEST.DEMO"
        set signature "F-SBID( --name \"FTP.GET.TEST.DEMO\"; --attack_id 8639;  -- protocol tcp; --dst_port 21; --flow from_client; --pattern \"RETR\"; )"
    next
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan1000"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan30"
        set dst 172.16.31.0 255.255.255.0
        set gateway 172.16.30.1
    next
    edit 3
        set device "vlan30"
        set dst 172.16.32.0 255.255.255.0
        set gateway 172.16.30.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end
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#Last modified by operator at Thu Jan 13 04:57:56 2000 with version 11.5.A
!
hostname "S1"
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 30
!
vlan 1000
!
spanning-tree mode rapid-pvst
!
interface gigabitethernet 0/1
  media-type rj45
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 0/2
  media-type rj45
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 0/3
  switchport mode access
!
interface gigabitethernet 0/4
  switchport mode access
!
interface gigabitethernet 0/5
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/6
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/7
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/8
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/9
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/10
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/11
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/12
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/13
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/14
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/15
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/16
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/17
  switchport mode access
!
interface gigabitethernet 0/18
  switchport mode access
!
interface gigabitethernet 0/19
  switchport mode access
!
interface gigabitethernet 0/20
  switchport mode access
  switchport access vlan 1000
  spanning-tree portfast
!
interface gigabitethernet 0/21
  switchport mode access
!
interface gigabitethernet 0/22
  switchport mode access
!
interface gigabitethernet 0/23
  switchport mode access
  switchport access vlan 2
  spanning-tree portfast
!
interface gigabitethernet 0/24
  switchport mode access
  switchport access vlan 2
  spanning-tree portfast
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.5 255.255.0.0
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!


L2アクセススイッチ(S1)
3-2_AXFG-guide_STP_S1.txt


#configuration list for AX1240S-24T2C
!
hostname "A1" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 100 
!
vlan 101 
!
spanning-tree mode rapid-pvst 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.1.1 255.255.0.0 
!
interface vlan 100 
!
interface vlan 101 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!


L2アクセススイッチ(A1)
3-2_AXFG-guide_STP_A1.txt


#configuration list for AX1240S-24T2C
!
hostname "A2" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 200 
!
vlan 201 
!
spanning-tree mode rapid-pvst 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.2.1 255.255.0.0 
!
interface vlan 200 
!
interface vlan 201 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!


L2アクセススイッチ(A2)
3-2_AXFG-guide_STP_A2.txt
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#config-version=FG3K9B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=2812342446287211267
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 5
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst enable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fmc-xg2-load-balance disable
    set fwpolicy-implicit-log disable
    set fwpolicy6-implicit-log disable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 disable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile disable
    set hostname "FG3K9B3E10700042"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "root"
    set num-cpus 0
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 8
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 15
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 04
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
        set type physical
    next
    edit "port2"
        set vdom "root"
        set type physical
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
    next
    edit "port6"
        set vdom "root"
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port5" "port6"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 10.20.2.254 255.255.255.0
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.0.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 10.10.1.254 255.255.255.0
        set interface "toax1"
        set vlanid 31
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 18000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
end
config system ha
    set group-id 23
    set group-name "axfgtcluster1"
    set mode a-p
    set password ENC YbpiO81LQsnDqgXPV62LBUWmoCopZYbQtb+fTK02gAueobIsxMY+BpDZ4+9EC1qVTgFr5+dMPnXwltuypzWa/HQj4axDRxjue4qPQQvaLWyJr09D
    set hbdev "port1" 50 "port2" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system dns
    set primary 208.91.112.53
    set secondary 208.91.112.52
    set domain ''
    set ip6-primary ::
    set ip6-secondary ::
    set dns-cache-limit 5000
    set dns-cache-ttl 1800
    set cache-notfound-responses disable
    set source-ip 0.0.0.0
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    unset preferences
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync enable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC G9rtCC6bC0hweX4VNE5bLRBYKhKxu2GnosVSHs3+Ae5iQkbl+H2+iRFLvW6sfDck/3mqofYEkRNv6xd35dpOTtQkk+PasHVevMlrnSXlBgN5FPuI
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 10.20.2.1
    next
    edit 2
        set device "vlan20"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.0.1
    next
    edit 3
        set device "vlan20"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.0.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end



#configuration list for AX1240S-24T2C
!
hostname "A1" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 100 
!
vlan 101 
!
spanning-tree mode rapid-pvst 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.1.1 255.255.0.0 
!
interface vlan 100 
!
interface vlan 101 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!



#configuration list for AX1240S-24T2C
!
hostname "A2" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 200 
!
vlan 201 
!
spanning-tree mode rapid-pvst 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.2.1 255.255.0.0 
!
interface vlan 200 
!
interface vlan 201 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!



#Last modified by operator at Mon Jun 27 02:56:51 2011 with version 11.5
!
hostname "C1"
switch 1 provision 3650-24t6xw
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 30
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
vlan 1000
!
spanning-tree mode rapid-pvst
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface gigabitethernet 1/0/1
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface gigabitethernet 1/0/2
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface gigabitethernet 1/0/3
  switchport mode access
!
interface gigabitethernet 1/0/4
  switchport mode access
!
interface gigabitethernet 1/0/5
  switchport mode access
!
interface gigabitethernet 1/0/6
  switchport mode access
!
interface gigabitethernet 1/0/7
  switchport mode access
!
interface gigabitethernet 1/0/8
  switchport mode access
!
interface gigabitethernet 1/0/9
  switchport mode access
!
interface gigabitethernet 1/0/10
  switchport mode access
!
interface gigabitethernet 1/0/11
  switchport mode access
!
interface gigabitethernet 1/0/12
  switchport mode access
!
interface gigabitethernet 1/0/13
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 1/0/14
  switchport mode access
!
interface gigabitethernet 1/0/15
  switchport mode access
!
interface gigabitethernet 1/0/16
  switchport mode access
!
interface gigabitethernet 1/0/17
  switchport mode access
!
interface gigabitethernet 1/0/18
  switchport mode access
!
interface gigabitethernet 1/0/19
  switchport mode access
!
interface gigabitethernet 1/0/20
  switchport mode access
!
interface gigabitethernet 1/0/21
  switchport mode access
!
interface gigabitethernet 1/0/22
  switchport mode access
!
interface gigabitethernet 1/0/23
  switchport mode access
!
interface gigabitethernet 1/0/24
  switchport mode access
!
interface tengigabitethernet 1/0/25
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000
!
interface tengigabitethernet 1/0/26
  switchport mode access
!
interface tengigabitethernet 1/0/27
  switchport mode access
!
interface tengigabitethernet 1/0/28
  switchport mode access
!
interface tengigabitethernet 1/0/29
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface tengigabitethernet 1/0/30
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.1 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.10.1 255.255.255.0
  vrrp 10 ip 172.16.10.1
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.20.1 255.255.255.0
  vrrp 20 ip 172.16.20.1
!
interface vlan 30
  vrf forwarding 30
  ip address 172.16.30.1 255.255.255.0
  vrrp 30 ip 172.16.30.1
!
interface vlan 31
  vrf forwarding 30
  ip address 172.16.31.1 255.255.255.0
  vrrp 31 ip 172.16.31.1
!
interface vlan 32
  vrf forwarding 30
  ip address 172.16.32.1 255.255.255.0
  vrrp 32 ip 172.16.32.1
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.1 255.255.255.0
  vrrp 100 ip 192.168.0.1
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.1 255.255.255.0
  vrrp 101 ip 192.168.1.1
!
interface vlan 200
  vrf forwarding 20
  ip address 192.169.0.1 255.255.255.0
  vrrp 200 ip 192.169.0.1
!
interface vlan 201
  vrf forwarding 20
  ip address 192.169.1.1 255.255.255.0
  vrrp 201 ip 192.169.1.1
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254
ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!



#Last modified by operator at Sat Feb 12 02:12:20 2000 with version 11.5
!
hostname "C2"
switch 1 provision 3650-24t6xw
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 30
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
vlan 1000
!
spanning-tree mode rapid-pvst
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface gigabitethernet 1/0/1
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface gigabitethernet 1/0/2
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface gigabitethernet 1/0/3
  switchport mode access
!
interface gigabitethernet 1/0/4
  switchport mode access
!
interface gigabitethernet 1/0/5
  switchport mode access
!
interface gigabitethernet 1/0/6
  switchport mode access
!
interface gigabitethernet 1/0/7
  switchport mode access
!
interface gigabitethernet 1/0/8
  switchport mode access
!
interface gigabitethernet 1/0/9
  switchport mode access
!
interface gigabitethernet 1/0/10
  switchport mode access
!
interface gigabitethernet 1/0/11
  switchport mode access
!
interface gigabitethernet 1/0/12
  switchport mode access
!
interface gigabitethernet 1/0/13
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 1/0/14
  switchport mode access
!
interface gigabitethernet 1/0/15
  switchport mode access
!
interface gigabitethernet 1/0/16
  switchport mode access
!
interface gigabitethernet 1/0/17
  switchport mode access
!
interface gigabitethernet 1/0/18
  switchport mode access
!
interface gigabitethernet 1/0/19
  switchport mode access
!
interface gigabitethernet 1/0/20
  switchport mode access
!
interface gigabitethernet 1/0/21
  switchport mode access
!
interface gigabitethernet 1/0/22
  switchport mode access
!
interface gigabitethernet 1/0/23
  switchport mode access
!
interface gigabitethernet 1/0/24
  switchport mode access
!
interface tengigabitethernet 1/0/25
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,100-101,200-201,1000
!
interface tengigabitethernet 1/0/26
  switchport mode access
!
interface tengigabitethernet 1/0/27
  switchport mode access
!
interface tengigabitethernet 1/0/28
  switchport mode access
!
interface tengigabitethernet 1/0/29
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface tengigabitethernet 1/0/30
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30-32,1000
  spanning-tree portfast trunk
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.2 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.10.2 255.255.255.0
  vrrp 10 ip 172.16.10.1
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.20.2 255.255.255.0
  vrrp 20 ip 172.16.20.1
!
interface vlan 30
  vrf forwarding 30
  ip address 172.16.30.2 255.255.255.0
  vrrp 30 ip 172.16.30.1
!
interface vlan 31
  vrf forwarding 30
  ip address 172.16.31.2 255.255.255.0
  vrrp 31 ip 172.16.31.1
!
interface vlan 32
  vrf forwarding 30
  ip address 172.16.32.2 255.255.255.0
  vrrp 32 ip 172.16.32.1
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.2 255.255.255.0
  vrrp 100 ip 192.168.0.1
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.2 255.255.255.0
  vrrp 101 ip 192.168.1.1
!
interface vlan 200
  vrf forwarding 20
  ip address 192.169.0.2 255.255.255.0
  vrrp 200 ip 192.169.0.1
!
interface vlan 201
  vrf forwarding 20
  ip address 192.169.1.2 255.255.255.0
  vrrp 201 ip 192.169.1.1
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.10.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.20.254
ip route vrf 30 0.0.0.0 0.0.0.0 172.16.30.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!



#Last modified by operator at Thu Jan 13 04:57:56 2000 with version 11.5.A
!
hostname "S1"
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 30
!
vlan 1000
!
spanning-tree mode rapid-pvst
!
interface gigabitethernet 0/1
  media-type rj45
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 0/2
  media-type rj45
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,30,1000
!
interface gigabitethernet 0/3
  switchport mode access
!
interface gigabitethernet 0/4
  switchport mode access
!
interface gigabitethernet 0/5
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/6
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/7
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/8
  switchport mode access
  switchport access vlan 10
  spanning-tree portfast
!
interface gigabitethernet 0/9
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/10
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/11
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/12
  switchport mode access
  switchport access vlan 20
  spanning-tree portfast
!
interface gigabitethernet 0/13
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/14
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/15
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/16
  switchport mode access
  switchport access vlan 30
  spanning-tree portfast
!
interface gigabitethernet 0/17
  switchport mode access
!
interface gigabitethernet 0/18
  switchport mode access
!
interface gigabitethernet 0/19
  switchport mode access
!
interface gigabitethernet 0/20
  switchport mode access
  switchport access vlan 1000
  spanning-tree portfast
!
interface gigabitethernet 0/21
  switchport mode access
!
interface gigabitethernet 0/22
  switchport mode access
!
interface gigabitethernet 0/23
  switchport mode access
  switchport access vlan 2
  spanning-tree portfast
!
interface gigabitethernet 0/24
  switchport mode access
  switchport access vlan 2
  spanning-tree portfast
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.5 255.255.0.0
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!



#config-version=FG3K0B-4.00-FW-build441-110318:opmode=0:vdom=1:user=admin
#conf_file_ver=3959817565617232739
#buildno=0441
#global_vdom=1

config vdom
edit root
end

config vdom
edit VDOM1
end

config vdom
edit VDOM2
end

config vdom
edit VDOM3
end

config global
config system global
    set access-banner disable
    set admin-concurrent enable
    set admin-https-pki-required disable
    set admin-lockout-duration 60
    set admin-lockout-threshold 3
    set admin-maintainer enable
    set admin-port 80
    set admin-scp disable
    set admin-server-cert "self-sign"
    set admin-sport 443
    set admin-ssh-grace-time 120
    set admin-ssh-port 22
    set admin-ssh-v1 disable
    set admin-telnet-port 23
    set admintimeout 480
    set anti-replay strict
    set auth-cert "self-sign"
    set auth-http-port 1000
    set auth-https-port 1003
    set auth-keepalive disable
    set auth-policy-exact-match enable
    set av-failopen pass
    set av-failopen-session disable
    set batch-cmdb enable
    set cfg-save automatic
    set check-protocol-header loose
    set check-reset-range disable
    set clt-cert-req disable
    set csr-ca-attribute enable
    set daily-restart disable
    set detection-summary enable
    set dst disable
    set endpoint-control-fds-access enable
    set endpoint-control-portal-port 8009
    set explicit-proxy-auth-timeout 300
    set fds-statistics enable
    set fgd-alert-subscription advisory latest-threat
    set fwpolicy-implicit-log enable
    set fwpolicy6-implicit-log enable
    set gui-ap-profile enable
    set gui-central-nat-table disable
    set gui-client-reputation disable
    set gui-dns-database disable
    set gui-dynamic-profile-display disable
    set gui-icap disable
    set gui-implicit-id-based-policy disable
    set gui-implicit-policy enable
    set gui-ipsec-manual-key disable
    set gui-ipv6 enable
    set gui-lines-per-page 50
    set gui-object-tags enable
    set gui-policy-interface-pairs-view enable
    set gui-voip-profile enable
    set hostname "FG3K0B3I10700185"
    set http-obfuscate modified
    set ip-src-port-range 1024-25000
    set ipsec-hmac-offload enable
    set ipv6-accept-dad 1
    set language japanese
    set ldapconntimeout 500
    set log-user-in-upper disable
    set loglocaldeny disable
    set management-vdom "VDOM3"
    set optimize antivirus
    set phase1-rekey enable
    set policy-auth-concurrent enable
    set proxy-worker-count 2
    set radius-port 1812
    set refresh 0
    set registration-notification enable
    set remoteauthtimeout 5
    set reset-sessionless-tcp disable
    set revision-backup-on-logout enable
    set scanunit-count 3
    set send-pmtu-icmp enable
    set service-expire-notification enable
    set strong-crypto disable
    set tcp-halfclose-timer 120
    set tcp-halfopen-timer 120
    set tcp-option enable
    set tcp-timewait-timer 120
    set timezone 60
    set tos-based-priority medium
    set udp-idle-timer 180
    set user-server-cert "self-sign"
    set vdom-admin enable
    set vip-arp-range restricted
    set wifi-ca-certificate "Fortinet_Wifi_CA"
    set wifi-certificate "Fortinet_Wifi"
    set wimax-4g-usb disable
    set wireless-controller-port 5246
    set fds-statistics-period 60
end
config system accprofile
    edit "prof_admin"
        set admingrp read-write
        set authgrp read-write
        set endpoint-control-grp read-write
        set fwgrp read-write
        set loggrp read-write
        unset menu-file
        set mntgrp read-write
        set netgrp read-write
        set routegrp read-write
        set sysgrp read-write
        set updategrp read-write
        set utmgrp read-write
        set vpngrp read-write
        set wanoptgrp read-write
    next
end
config system interface
    edit "port1"
        set vdom "root"
    next
    edit "port2"
        set vdom "root"
    next
    edit "port3"
        set vdom "root"
        set type physical
    next
    edit "port4"
        set vdom "root"
        set type physical
    next
    edit "port5"
        set vdom "root"
        set type physical
    next
    edit "port6"
        set vdom "root"
        set type physical
    next
    edit "port7"
        set vdom "root"
        set type physical
    next
    edit "port8"
        set vdom "root"
        set type physical
    next
    edit "port9"
        set vdom "root"
        set type physical
    next
    edit "port10"
        set vdom "root"
        set type physical
    next
    edit "port11"
        set vdom "root"
        set type physical
    next
    edit "port12"
        set vdom "root"
        set type physical
    next
    edit "port13"
        set vdom "root"
        set type physical
    next
    edit "port14"
        set vdom "root"
        set type physical
    next
    edit "port15"
        set vdom "root"
        set type physical
    next
    edit "port16"
        set vdom "root"
        set type physical
    next
    edit "port17"
        set vdom "root"
        set type physical
    next
    edit "port18"
        set vdom "root"
        set type physical
    next
    edit "mgmt1"
        set vdom "root"
        set ip 192.168.42.10 255.255.255.0
        set allowaccess ping ssh http
        set type physical
    next
    edit "mgmt2"
        set vdom "root"
        set type physical
    next
    edit "modem"
        set vdom "root"
        set mode pppoe
        set type physical
    next
    edit "ssl.root"
        set vdom "root"
        set type tunnel
    next
    edit "ssl.VDOM1"
        set vdom "VDOM1"
        set type tunnel
    next
    edit "ssl.VDOM2"
        set vdom "VDOM2"
        set type tunnel
    next
    edit "ssl.VDOM3"
        set vdom "VDOM3"
        set type tunnel
    next
    edit "toax1"
        set vdom "root"
        set type redundant
            set member "port1" "port2"             
    next
    edit "vlan10"
        set vdom "VDOM1"
        set ip 172.16.10.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 10
    next
    edit "vlan20"
        set vdom "VDOM2"
        set ip 172.16.20.254 255.255.0.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 20
    next
    edit "vlan30"
        set vdom "VDOM3"
        set ip 172.16.30.254 255.255.255.0
        set allowaccess ping http
        set interface "toax1"
        set vlanid 30
    next
    edit "vlan31"
        set vdom "VDOM1"
        set ip 172.16.31.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 31
    next
    edit "vlan32"
        set vdom "VDOM2"
        set ip 172.16.32.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 32
    next
    edit "vlan1000"
        set vdom "VDOM3"
        set ip 10.10.1.254 255.255.255.0
        set allowaccess ping
        set interface "toax1"
        set vlanid 1000
    next
    edit "vlan2"
        set vdom "root"
        set ip 172.255.0.10 255.255.0.0
        set allowaccess ping ssh http telnet
        set interface "toax1"
        set vlanid 2
    next
end
config system admin
    edit "admin"
        set accprofile "super_admin"
        set vdom "root"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
                edit 4
                    set name "demo"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set view-type historical
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
                edit 8
                    set status close
                next
                edit 9
                    set tab-id 10
                    set status close
                next
                edit 10
                    set status close
                next
                edit 11
                    set status close
                next
                edit 12
                    set status close
                next
                edit 13
                    set status close
                next
                edit 2511194056
                    set name "ÈÇ�*"
                next
            end
        set gui-detail-panel-location side
    next
    edit "vdom3_admin"
        set accprofile "prof_admin"
        set vdom "VDOM3"
            config dashboard-tabs
                edit 1
                    set name "Status"
                next
            end
            config dashboard
                edit 1
                    set tab-id 1
                    set column 1
                next
                edit 2
                    set widget-type licinfo
                    set tab-id 1
                    set column 1
                next
                edit 3
                    set widget-type jsconsole
                    set tab-id 1
                    set column 1
                next
                edit 4
                    set widget-type sysres
                    set tab-id 1
                    set column 2
                    set time-period 0
                    set chart-color 0
                next
                edit 5
                    set widget-type sessions
                    set tab-id 1
                    set column 2
                next
                edit 6
                    set widget-type sysop
                    set tab-id 1
                    set column 2
                next
                edit 7
                    set widget-type alert
                    set tab-id 1
                    set column 2
                next
            end
        set password ENC AK1D3R+CiuIC3I1NP5wvGDJmUTZrBNl2hJJ8lyMVmzPoak=
    next
end
config system resource-limits
    set session 0
    set ipsec-phase1 10000
    set ipsec-phase2 10000
    set dialup-tunnel 0
    set firewall-policy 100000
    set firewall-address 20000
    set firewall-addrgrp 10000
    set custom-service 0
    set service-group 0
    set onetime-schedule 0
    set recurring-schedule 0
    set user 0
    set user-group 0
    set sslvpn 0
    set proxy 5000
end
config system vdom-property
    edit "root"
        set description "property limits for vdom root"
    next
    edit "VDOM1"
        set description "property limits for vdom VDOM1"
    next
    edit "VDOM2"
        set description "property limits for vdom VDOM2"
    next
    edit "VDOM3"
        set description "property limits for vdom VDOM3"
    next
end
config system ha
    set group-id 0
    set group-name "axfgcluster1"
    set mode a-p
    set password ENC 9fgkQ/xgnmzl8+Gyp9DMHU1K8Pm9R0zikmzods0sgWmFGjsxF61wlq8CipoLKEZ/wbSVjjeqdD1VOq6DiZYye+JTfqFHAJ+YsRmMxV+kYCATyJN+
    set hbdev "port17" 50 "port18" 50 
    set route-ttl 10
    set route-wait 0
    set route-hold 10
    set sync-config enable
    set encryption disable
    set authentication disable
    set hb-interval 2
    set hb-lost-threshold 6
    set helo-holddown 20
    set arps 5
    set arps-interval 8
    set session-pickup disable
    set link-failed-signal disable
    set uninterruptable-upgrade enable
    set ha-mgmt-status disable
    set ha-eth-type "8890"
    set hc-eth-type "8891"
    set l2ep-eth-type "8893"
    set ha-uptime-diff-margin 300
    set vcluster2 disable
    set override disable
    set priority 130
    set monitor "toax1" 
    set pingserver-failover-threshold 0
    set pingserver-flip-timeout 60
end
config system replacemsg-image
    edit "logo_fnet"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fguard_wf"
        set image-base64 ''
        set image-type gif
    next
    edit "logo_fw_auth"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fnet"
        set image-base64 ''
        set image-type png
    next
    edit "logo_v2_fguard_wf"
        set image-base64 ''
        set image-type png
    next
end
config system replacemsg mail "email-block"
    set buffer "Potentially Dangerous Attachment Removed. The file \"%%FILE%%\" has been blocked.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header 8bit
    set format text
end
config system replacemsg mail "email-virus"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\".\"%%VIRUS_REF_URL%%\""
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp"
    set buffer "This email has been blocked.  The email message appeared to contain a data leak."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-subject"
    set buffer "Data leak detected!"
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban"
    set buffer "This email has been blocked because a data leak was detected.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-dlp-ban-sender"
    set buffer "This email has been blocked because the sender has sent a data leak.  Please contact your admin to be re-enabled."
    set header 8bit
    set format text
end
config system replacemsg mail "email-filesize"
    set buffer "This email has been blocked.  The email message is larger than the configured file size limit."
    set header 8bit
    set format text
end
config system replacemsg mail "partial"
    set buffer "Fragmented emails are blocked."
    set header 8bit
    set format text
end
config system replacemsg mail "smtp-block"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-virus"
    set buffer "The file %%FILE%% has been infected with the virus %%VIRUS%% File quarantined as %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg mail "smtp-filesize"
    set buffer "This message is larger than the configured limit and has been blocked."
    set header none
    set format text
end
config system replacemsg http "bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you requested has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "url-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>The URL you requested has been blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>The URL you requested has been blocked</h1><p>The page you have requested has been blocked, because the URL is banned.<br /><br />URL = %%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "urlfilter-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Web Page Blocked</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Web Page Blocked</h1><p>%%URLFILTER_ERROR%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "infcache-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>The URL you requested was previously found to be infected.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\"<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>�E�C���X�ð���m�µ�Ü�µ�½!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to download the file \"%%FILE%%\" because it is infected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The file \"%%FILE%%\" has been blocked.  The file is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The transfer attempted appeared to contain a data leak!<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-dlp-ban"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Your user authentication or IP address has been banned due to a detected data leak.You need an admin to re-enable your computer.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-archive-block"
    set buffer "<HTML><BODY>  <h2>Attention!!!</h2><p>The transfer contained an archive that has been blocked.</p><p>URL = %%PROTOCOL%%%%URL%%</p> </BODY></HTML>"
    set header http
    set format html
end
config system replacemsg http "http-contenttypeblock"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>Content-type not permitted<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "https-invalid-cert-block"
    set buffer "<html><head><title>Untrusted Connection</title></head><body><font size=2><table width=\"100%\"><tr><td>%%FORTIGUARD_WF%%</td><td align=\"right\">%%FORTINET%%</td></tr><tr><td bgcolor=#ff6600 align=\"center\" colspan=2><font color=#ffffff><b>This Connection is Untrusted</b></font></td></tr></table><br><br>A secure connection to %%HOSTNAME%% cannot be established.<br>
Normally, when you try to connect securely, sites will present trusted identification to prove that you are going to the right place. However, this site\'s identity can\'t be verified.<br>
<table><tr><td>Site:</td><td>%%HOSTNAME%%</td></tr>
<tr><td>Certificate CN:</td><td>%%CN%%</td></tr>
<tr><td>Certificate Authority:</td><td>%%AUTHORITY%%</td></tr>
<tr><td>Certificate Authority Validity:</td><td>Not Before: %%START_VALID%%<br>Not After: %%END_VALID%%</td></tr>
</table>
</font></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You are not permitted to upload the file \"%%FILE%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-virus"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>High Security Alert!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>High Security Alert!!</h1><p>You are not permitted to upload the file \"%%FILE%%\" because it isinfected with the virus \"%%VIRUS%%\".<br /><br />URL = %%PROTOCOL%%%%URL%%<br /><br />File quarantined as: %%QUARFILENAME%%.<br /><br />%%VIRUS_REF_URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-filesize"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>You request has been blocked. The request is larger than the configured file size limit.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-bannedword"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>The page you uploaded has been blocked because it contains a banned word.<br /><br />URL = %%PROTOCOL%%%%URL%%</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-post-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Attention!!</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Attention!!</h1><p>HTTP POST action is not allowed for policy reasons.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg http "http-client-archive-block"
    set buffer "<HTML> <BODY> <h2>High security alert!!!</h2> <p>You are not permitted to upload the file \"%%FILE%%\".</p> <p>URL = %%PROTOCOL%%%%URL%%</p> </BODY> </HTML>"
    set header http
    set format html
end
config system replacemsg webproxy "deny"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denied</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denied</h1><p>The page you requested has been blocked by a firewall policy restriction.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "user-limit"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Access Denined</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Access Denined</h1><p>The maximum web proxy user limit has been reached.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-challenge"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>You must authenticate to use this service.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-login-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authentication</h1><p>Authentication Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "auth-authorization-fail"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>Firewall Authorization</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>Firewall Authorization</h1><p>Authorization Failed</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg webproxy "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}div.msg{display:block;border:1px solid #30c;padding:0;width:500px;font-family:helvetica,sans-serif;margin:10px auto;}h1{font-weight:bold;color:#fff;font-size:14px;margin:0;padding:2px;text-align:center;background: #30c;}p{font-size:12px;margin:15px auto;width:75%;font-family:helvetica,sans-serif;text-align:left;}</style><title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title></head><body><div class=\"oc\"><div class=\"ic\"><div class=\"msg\"><h1>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h1><p>The webserver for %%PROTOCOL%%%%URL%% reported that an error occurred while trying to access the website.  Please click <u><a href=\"javascript:history.back()\">here</a></u> to return to the previous page.</p></div></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg ftp "ftp-dl-infected"
    set buffer "Transfer failed.  The file %%FILE%% is infected with the virus %%VIRUS%%. File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-blocked"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-filesize"
    set buffer "File size limit exceeded."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp"
    set buffer "Transfer failed.  Data leak detected \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-dlp-ban"
    set buffer "Transfer failed.  You are banned from transmitting due to a detected data leak.  Contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg ftp "ftp-explicit-banner"
    set buffer "Welcome to Fortigate FTP proxy"
    set header none
    set format text
end
config system replacemsg ftp "ftp-dl-archive-block"
    set buffer "Transfer failed.  Archive \"%%FILE%%\" has been blocked."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-infected"
    set buffer "Dangerous Attachment has been Removed.  The file \"%%FILE%%\" has been removed because of a virus.  It was infected with the \"%%VIRUS%%\" virus.  File quarantined as: \"%%QUARFILENAME%%\"."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-blocked"
    set buffer "The file %%FILE%% has been blocked. File quarantined as: %%QUARFILENAME%%"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dl-filesize"
    set buffer "This article has been blocked.  The article is larger than the configured file size limit."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp"
    set buffer "This article has been blocked.  It appears to contain a data leak."
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-subject"
    set buffer "Data leak detected!"
    set header none
    set format text
end
config system replacemsg nntp "nntp-dlp-ban"
    set buffer "this article has been blocked.  The user is banned for sending a data leak.  Please contact your admin to be re-enabled."
    set header none
    set format text
end
config system replacemsg fortiguard-wf "ftgd-block"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Violation</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p>
       %%OVERRIDE%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
    <p>%%OVERRIDE%%</p>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "http-err"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>%%HTTP_ERR_CODE%% %%HTTP_ERR_DESC%%</h3><div class=\"notice\">The webserver for %%URL%% reported that an error occurred while trying to access the website.Please click <a onclick=\"history.back()\">here</a> to return to the previous page.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-ovrd"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Filter Block Override</h3><div class=\"notice\">If you have been granted override creation privileges by your administrator, you can enter your username and password here to gain immediate access to the blocked web-page.  If you do not have these privileges, please contact your administrator to gain access to the web-page.</div> <div>%%OVRD_FORM%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-quota"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Quota Exceeded</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked</h3><div class=\"notice\">    <p>Your daily quota for this category of webpage has expired, in accordance with your internet usage policy.</p>    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg fortiguard-wf "ftgd-warning"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Web Filter Block Override</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fguard_wf%%) 0 0 no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"authenticate\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGuard Web Filtering</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">authenticate</h2>
    </div>
    <div class=\"main\">
<h3>Web Page Blocked!</h3>
<div class=\"notice\">
    <p>You have tried to access a web page which is in violation of your internet usage policy.</p>
    <p>
        URL: %%URL%%<br />
        Category: %%CATEGORY%%
    </p>
    <p> To have the rating of this web page re-evaluated <a href=\"%%FTGD_RE_EVAL%%\">please click here</a>.</p>
</div>
<div>
   <form>
       <input type=\"button\" value=\"Proceed\" onclick=\"document.location.href=\'%%WARNINGLINK%%\'; return false;\">&nbsp;
       <input type=\"button\" value=\"Go Back\" onclick=\'history.go(-1); return false\'>
   </form>
</div>
    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg spam "ipblocklist"
    set buffer "Mail from this IP address is not allowed and has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-dnsbl"
    set buffer "This message has been blocked because it is from a DNSBL/ORDBL IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-feip"
    set buffer "This message has been blocked because it is from a FortiGuard - AntiSpam black IP address."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-helo"
    set buffer "This message has been blocked because the HELO/EHLO domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-emailblack"
    set buffer "Mail from this email address is not allowed and  has been blocked."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-mimeheader"
    set buffer "This message has been blocked because it contains an invalid header."
    set header none
    set format text
end
config system replacemsg spam "reversedns"
    set buffer "This message has been blocked because the return email domain is invalid."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-bannedword"
    set buffer "This message has been blocked because it contains a banned word."
    set header none
    set format text
end
config system replacemsg spam "smtp-spam-ase"
    set buffer "This message has been blocked because ASE reports it as spam. "
    set header none
    set format text
end
config system replacemsg spam "submit"
    set buffer "If this email is not spam, click here to submit the signatures to FortiGuard - AntiSpam Service."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-block"
    set buffer "Transfer failed.  You are not permitted to transfer the file \"%%FILE%%\"."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-name"
    set buffer "Transfer %%ACTION%%.  The file name \"%%FILE%%\" matches the configured file name block list."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-infected"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is infected with the virus %%VIRUS%%.  File quarantined as %%QUARFILENAME%%."
    set header none
    set format text
end
config system replacemsg im "im-file-xfer-size"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" is larger than the configured limit."
    set header none
    set format text
end
config system replacemsg im "im-dlp"
    set buffer "Transfer %%ACTION%%.  The file \"%%FILE%%\" contains a data leak."
    set header none
    set format text
end
config system replacemsg im "im-dlp-ban"
    set buffer "Transfer %%ACTION%%.  The user is banned because of a detected data leak."
    set header none
    set format text
end
config system replacemsg im "im-voice-chat-block"
    set buffer "Connection failed.  You are not permitted to use voice chat."
    set header none
    set format text
end
config system replacemsg im "im-video-chat-block"
    set buffer "Connection failed.  You are not permitted to use video chat."
    set header none
    set format text
end
config system replacemsg im "im-photo-share-block"
    set buffer "Photo sharing failed.  You are not permitted to share photo."
    set header none
    set format text
end
config system replacemsg im "im-long-chat-block"
    set buffer "Message blocked.  The message is longer than the configured limit."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-virus"
    set buffer "Virus/Worm detected: %%VIRUS%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% %%VIRUS_REF_URL%%"
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-block"
    set buffer "File Block Detected: %%FILE%% Protocol: %%PROTOCOL%% Source IP: %%SOURCE_IP%% Destination IP: %%DEST_IP%% Email Address From: %%EMAIL_FROM%% Email Address To: %%EMAIL_TO%% "
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-nids-event"
    set buffer "The following intrusion was observed: %%NIDS_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-crit-event"
    set buffer "The following critical firewall event was detected: %%CRITICAL_EVENT%%."
    set header none
    set format text
end
config system replacemsg alertmail "alertmail-disk-full"
    set buffer "The log disk is Full."
    set header none
    set format text
end
config system replacemsg admin "admin-disclaimer-text"
    set buffer "W A R N I N G W A R N I N G W A R N I N G W A R N I N G 
This is a private computer system. Unauthorized access or use 
is prohibited and subject to prosecution and/or disciplinary 
action. All use of this system constitutes consent to 
monitoring at all times and users are not entitled to any 
expectation of privacy. If monitoring reveals possible evidence
of violation of criminal statutes, this evidence and any other 
related information, including identification information about 
the user, may be provided to law enforcement officials.
If monitoring reveals violations of security regulations or
unauthorized use, employees who violate security regulations or
make unauthorized use of this system are subject to appropriate 
disciplinary action.
W A R N I N G W A R N I N G W A R N I N G W A R N I N G
"
    set header none
    set format text
end
config system replacemsg auth "auth-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg auth "auth-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-success-msg"
    set buffer "Welcome to Fortinet Firewall
Authentication is successful, please connect again"
    set header none
    set format text
end
config system replacemsg auth "auth-challenge-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%USERNAMEID%%\" value=\"%%USERNAMEVAL%%\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value=\"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%USERGROUPID%%\" value=\"%%USERGROUPVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value=\"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-keepalive-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication Keepalive Window</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><h2>This browser window is used to keep your authentication session active.</h2>
<h2>Please leave it open in the background and open a <a href=\"%%AUTH_REDIR_URL%%\" target=\"_blank\">new window</a> to continue.</h2>
<p>Authentication Refresh in <b id=countdown>%%TIMEOUT%%</b> seconds</p>
<p><a href=\"%%AUTH_LOGOUT%%\">logout</a></p>
<p>%%QUOTA_TABLE%%</p>
<script language=\"javascript\">
var countDownTime=%%TIMEOUT%% + 1;
function countDown(){
countDownTime--;
if (countDownTime <= 0){
    location.href=\"%%KEEPALIVEURL%%\";
    return;
}
document.getElementById(\'countdown\').innerHTML = countDownTime;
counter=setTimeout(\"countDown()\", 1000);
}
function startit(){
    countDown();
}
window.onload=startit
</script>
</form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-fortitoken-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">FortiToken Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-email-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">Email Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg auth "auth-sms-token-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"%%AUTH_POST_URL%%\" method=\"post\"><input type=\"hidden\" name=\"%%REQUESTID%%\" value= \"%%REQUESTVAL%%\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SMS Token Code Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"tc\">Token Code:</label> <input name=\"%%TOKENCODE%%\" id=\"tc\" style=\"width:245px\"><br></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-1"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><input type=\"hidden\" name=\"%%ANSWERID%%\" value=\"%%DECLINEVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Terms and Disclaimer Agreement</h1><p>You are about to access Internet content that is not under the control of the network access provider.  The network access provider is therefore not responsible for any of these sites, their content or their privacy policies. The network access provider and its staff do not endorse nor make any representations about these sites, or any information, software or other products or materials found there, or any results that may be obtained from using them. If you decide to access any Internet content, you do this entirely at your own risk and you are responsible for ensuring that any accessed material does not infringe the laws governing, but not exhaustively covering, copyright, trademarks, pornography, or any other material which is slanderous, defamatory or might cause offence in any other way.</p><h2>Do you agree to the above terms?</h2><div class=\"fec\"><input type=\"submit\" value= \"Yes, I agree\" onclick=\"sb(\'%%AGREEVAL%%\')\"><input type=\"submit\" value= \"No, I decline\" onclick=\"sb(\'%%DECLINEVAL%%\')\"></div></form></div></div><script>function sb(val) { document.forms[0].%%ANSWERID%%.value = val; document.forms[0].submit(); }</script></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-2"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-disclaimer-page-3"
    set buffer ''
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-reject-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Disclaimer Declined</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Disclaimer Declined</h1><p>Sorry, network access cannot be granted unless you agree to the disclaimer.</p><div class=\"fec\"><input type=\"submit\" value= \"Return to Disclaimer\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Required</h1><h2>%%QUESTION%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg captive-portal-dflt "cpa-login-failed-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01//EN\">
<html><head><style type=\"text/css\">html,body{height:100%;padding:0;margin:0;}.oc{display:table;width:100%;height:100%;}.ic{display:table-cell;vertical-align:middle;height:100%;}form{display:block;background:#ccc;border:2px solid red;padding:0 0 25px 0;width:500px;font-family:helvetica,sans-serif;font-size:14px;margin:10px auto;}.fel,.fer,.fec{text-align:center;width:350px;margin:0 auto;padding:10px;}.fel{text-align:left;}.fer{text-align:right;}h1{font-weight:bold;font-size:21px;margin:0;padding:20px 10px;text-align:center;}p{margin:15px auto;width:75%;text-align:left;}ul{margin:15px auto;width:75%;}h2{margin:25px 10px;font-weight:bold;text-align:center;}label,h2{font-size:16px;}.logo{background:#eee center 25px url(%%IMAGE:logo_fw_auth%%) no-repeat;padding-top:80px;}</style><title>Firewall Authentication</title></head><body><div class=\"oc\"><div class=\"ic\"><form action=\"/\" method=\"post\"><input type=\"hidden\" name=\"%%REDIRID%%\" value= \"%%PROTURI%%\"><input type=\"hidden\" name=\"%%MAGICID%%\" value=\"%%MAGICVAL%%\"><h1 class=\"logo\">SSID \"%%CPAUTH_SSID%%\" Authentication Failed</h1><h2>%%FAILED_MESSAGE%%</h2><div class=\"fer\"><label for=\"un\">Username:</label> <input name=\"%%USERNAMEID%%\" id=\"un\" style=\"width:245px\"><br></div><div class=\"fer\"><label for=\"pd\">Password:</label> <input name=\"%%PASSWORDID%%\" id=\"pd\" type=\"password\" style=\"width:245px\"></div><div class=\"fer\"><input type=\"submit\" value= \"Continue\"></div></form></div></div></body></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-login"
    set buffer "<html><head><title>login</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table width=\"100%\" height=\"100%\" align=\"center\" class=\"container\" valign=\"middle\" cellpadding=\"0\" cellspacing=\"0\"><tr valign=middle><td><form action=\"%%SSL_ACT%%\" method=\"%%SSL_METHOD%%\" name=\"f\"><table class=\"list\" cellpadding=10 cellspacing=0 align=center width=400 height=180>%%SSL_LOGIN%%</table>%%SSL_HIDDEN%%</td></tr></table></form></center></body><script>document.forms[0].username.focus();</script></html>"
    set header http
    set format html
end
config system replacemsg sslvpn "sslvpn-limit"
    set buffer "<html><head><title>Already Logged In</title><meta http-equiv=\"Pragma\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"no-cache\"><meta http-equiv=\"cache-control\" content=\"must-revalidate\"><link href=\"/sslvpn/css/login.css\" rel=\"stylesheet\" type=\"text/css\"><script type=\"text/javascript\">if (top && top.location != window.location) top.location = top.location;if (window.opener && window.opener.top) { window.opener.top.location = window.opener.top.location; self.close(); }</script></head><body class=\"main\"><center><table class=\"container\" height=\"100%\" cellspacing=\"0\" cellpadding=\"0\" align=\"center\" width=\"100%\" valign=\"middle\"><tbody><tr valign=\"middle\"><td><table class=\"list\" height=\"180\" cellspacing=\"0\" cellpadding=\"10\" align=\"center\" width=\"400\"><tbody><tr class=\"dark\"><td colspan=\"2\"> <b>Already Logged In</b></td></tr><tr><td colspan=\"2\"><p>You already have an open SSL VPN connection. Opening multiple connections is not permitted.</p><p>If you proceed, your other connection will be disconnected.</p><p>Please contact your administrator if you blevieve there is a problem.</p></td></tr><tr><td style=\"text-align:center\">%%SSL_LOGIN_ANYWAY%%</td><td style=\"text-align:center\">%%SSL_LOGIN_CANCEL%%</td></tr></tbody></table></td></tr></tbody></table></center></body></html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-download-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-recommendation-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The use of this security policy requires that the latest FortiClient Endpoint Security software and antivirus signature package are installed.<br><br>Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have FortiClient installed.<br><br>The installer may be downloaded using the following link:<br>%%LINK%%</div><div><h4>Installation instructions:</h4><ul><li><span style=\"font-style:italic\">For Internet Explorer:</span></li><ol><li>Click the above link to download the installer</li><li>When Internet Explorer asks what action you would like to take, click \"Run\"</li></ol><br><li><span style=\"font-style:italic\">For Firefox:</span></li><ol><li>Click the above link to download the installer</li><li>Save the installer and note the location it is saved to</li><li>Open the folder containing the installer and run it</li></ol></ul><p>FortiClient installation may take a few minutes. Thank you for your patience.<br><br></p><p><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></p></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">The security policy requires the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-block-portal"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">The security policy recommends the endpoint to be compliant in order to gain network access. Please check your FortiClient software for details.<br /><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Required</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Required</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%</div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg ec "endpt-rmd-ec-block-page"
    set buffer "<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 4.01 Transitional//EN\">
<html>
<head>
    <title>Endpoint Security Recommended</title>
    <style type=\"text/css\">
        html, body { margin: 0; padding: 0; font-family: Verdana, Arial, sans-serif; font-size: 10pt; }
        h1, h2 { height: 82px; text-indent: -999em; margin: 0; padding: 0; margin: 0; }
        div { margin: 0; padding: 0; }
        div.header { background: url(%%IMAGE:logo_v2_fnet%%) 0 0 repeat-x; height: 82px; }
        div.header h1 { background: url(%%IMAGE:logo_v2_fw_auth%%) 15px 10px no-repeat; }
        div.header h2 { background: url(%%IMAGE:logo_v2_fnet%%) 0 -82px no-repeat; width: 160px; float: right; }
        div.sidebar { width: 195px; height: 200px; float: left; }
        div.main { padding: 5px; margin-left: 195px; }
        div.buttons { margin-top: 30px; text-align: right; }
        h3 { margin: 36px 0; font-size: 16pt; }
        .blocked      h3 { color: #c00; }
        .authenticate h3 { color: #36c; }
        h2.fgd_icon { background: url(%%IMAGE:logo_v2_fnet%%) 0 -166px repeat-x; width: 90px; height: 92px; margin: 48px auto; }
        .blocked      h2.fgd_icon { background-position: 0 -166px; }
        .authenticate h2.fgd_icon { background-position: -89px -166px; }
        form { width: 300px; margin: 30px 0; }
        label { display: block; width: 300px; margin: 5px 0; line-height: 25px; }
        label input { width: 200px; border: 1px solid #7f9db9; height: 20px; float: right; }
    </style>
</head>
<body class=\"blocked\">
    <div class=\"header\">
        <h2>Powered By Fortinet</h2>
        <h1>FortiGate: Endpoint Control</h1>
    </div>
    <div class=\"sidebar\">
        <h2 class=\"fgd_icon\">blocked</h2>
    </div>
    <div class=\"main\">
<h3>Endpoint Security Recommended</h3><div class=\"notice\">FortiClient security check failed due to the following:<br />%%FEATURE_BLOCK_REASONS%%<br><a href=\"%%DST_ADDR_LINK%%\"> Continue to %%DST_ADDR_LABEL%% </a></div>    </div>
</body>
</html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-virus"
    set buffer "<html><head><title>Virus Quarantine</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of virus</b></font></td></tr></table><br><br>A virus was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dos"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of DoS Attack</b></font></td></tr></table><br><br>A DoS attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-ips"
    set buffer "<html><head><title>Attack Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of IPS attack</b></font></td></tr></table><br><br>An attack was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg nac-quar "nac-quar-dlp"
    set buffer "<html><head><title>Data Leak Detected</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Blocked because of data leak</b></font></td></tr></table><br><br>A data leak was detected, originating from your system. Please contact the system administrator.<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system replacemsg traffic-quota "per-ip-shaper-block"
    set buffer "<html><head><title>Traffic Quota Control</title></head><body><font size=2><table width=\"100%\"><tr><td bgcolor=#3300cc align=\"center\" colspan=2><font color=#ffffff><b>Traffic blocked because of exceed session quota</b></font></td></tr></table><br><br>Traffic blocked because of exceed per IP shaper session quota. Please contact the system administrator.<br>%%QUOTA_INFO%%<br><br><hr></font></body></html>"
    set header http
    set format html
end
config system snmp community
    edit 1
        set events cpu-high mem-low log-full intf-ip vpn-tun-up vpn-tun-down ha-switch ha-hb-failure ips-signature ips-anomaly av-virus av-oversize av-pattern av-fragmented fm-if-change ha-member-up ha-member-down ent-conf-change power-supply-failure faz-disconnect
            config hosts
                edit 1
                    set interface "vlan2"
                    set ip 172.255.0.200/255.255.255.255
                next
            end
        set name "public"
    next
end
config vpn certificate ca
end
config vpn certificate local
end
config antivirus service "http"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "https"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "ftps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "pop3s"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imap"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "imaps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "smtps"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "nntp"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config antivirus service "im"
    set scan-bzip2 disable
    set uncompnestlimit 12
    set uncompsizelimit 10
end
config system session-sync
end
config wireless-controller global
    set name ''
    set location ''
    set max-retransmit 3
    set data-ethernet-II disable
    set discovery-mc-addr 224.0.1.140
    set max-clients 0
    set rogue-scan-mac-adjacency 7
end
config gui console
    set preferences "YWRtaW4JRkZGRkZGCTAwMDAwMAltb25vc3BhY2UJMTBwdAkxMDAJMAo="
end
config system session-helper
    edit 1
        set name pptp
        set port 1723
        set protocol 6
    next
    edit 2
        set name h323
        set port 1720
        set protocol 6
    next
    edit 3
        set name ras
        set port 1719
        set protocol 17
    next
    edit 4
        set name tns
        set port 1521
        set protocol 6
    next
    edit 5
        set name tftp
        set port 69
        set protocol 17
    next
    edit 6
        set name rtsp
        set port 554
        set protocol 6
    next
    edit 7
        set name rtsp
        set port 7070
        set protocol 6
    next
    edit 8
        set name rtsp
        set port 8554
        set protocol 6
    next
    edit 9
        set name ftp
        set port 21
        set protocol 6
    next
    edit 10
        set name mms
        set port 1863
        set protocol 6
    next
    edit 11
        set name pmap
        set port 111
        set protocol 6
    next
    edit 12
        set name pmap
        set port 111
        set protocol 17
    next
    edit 13
        set name sip
        set port 5060
        set protocol 17
    next
    edit 14
        set name dns-udp
        set port 53
        set protocol 17
    next
    edit 15
        set name rsh
        set port 514
        set protocol 6
    next
    edit 16
        set name rsh
        set port 512
        set protocol 6
    next
    edit 17
        set name dcerpc
        set port 135
        set protocol 6
    next
    edit 18
        set name dcerpc
        set port 135
        set protocol 17
    next
    edit 19
        set name mgcp
        set port 2427
        set protocol 17
    next
    edit 20
        set name mgcp
        set port 2727
        set protocol 17
    next
end
config system auto-install
    set auto-install-config enable
    set auto-install-image enable
    set default-config-file "fgt_system.conf"
    set default-image-file "image.out"
end
config system ntp
        config ntpserver
            edit 1
                set server "ntp1.fortinet.net"
            next
            edit 2
                set server "ntp2.fortinet.net"
            next
        end
    set ntpsync disable
    set source-ip 0.0.0.0
    set syncinterval 60
end

end

config vdom
edit root
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set status enable
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config firewall shaper traffic-shaper
    edit "high-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "medium-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority medium
    next
    edit "low-priority"
        set maximum-bandwidth 1048576
        set per-policy enable
        set priority low
    next
    edit "guarantee-100kbps"
        set guaranteed-bandwidth 100
        set maximum-bandwidth 1048576
        set per-policy enable
    next
    edit "shared-1M-pipe"
        set maximum-bandwidth 1024
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?\\d{4}[ \\-]?){3}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
                edit "All-NNTP"
                    set filter-type advanced-rule
                    set rule-name "All-NNTP"
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user local
    edit "guest"
        set type password
        set passwd ENC /i28ds2TLp72bbt94/4KDUFwGWBZzq+IVLga+qGIwWMpzd3/IWwKogNnPGx/Hy8pFvFq80RcLf/60QJbncU2CFZBgRQPaM27ngLvbrIANEaaEJBv
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
    edit "Guest-group"
            set member "guest"             
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall service explicit-web
    edit "webproxy"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "mgmt1"
        set gateway 192.168.42.254
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM1
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
    edit 1
            config entries
                edit "www.fortinet.com"
                    set action block
                next
            end
        set name "url_demo"
    next
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
    edit "wf_demo"
            config web
                set urlfilter-table 1
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
    edit "www.fortinet.com"
        set rating g04
    next
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
    edit "Enforce_FortiClient_AV.list"
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set application-detection enable
        set application-detection-rule-list "Enforce_FortiClient_AV.list"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan10"
        set dstintf "vlan31"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan31"
        set gateway 172.16.31.1
    next
    edit 2
        set device "vlan10"
        set dst 192.168.0.0 255.255.255.0
        set gateway 172.16.10.1
    next
    edit 3
        set device "vlan10"
        set dst 192.168.1.0 255.255.255.0
        set gateway 172.16.10.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM2
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
    edit "ap_demo"
            config entries
                edit 1
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config web
                set safe-search google
            end
            config ftgd-wf
                set options error-allow
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                        edit 3
                            set action warning
                            set category 42
                        next
                    end
            end
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan20"
        set dstintf "vlan32"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan32"
        set gateway 172.16.32.1
    next
    edit 2
        set device "vlan20"
        set dst 192.169.0.0 255.255.255.0
        set gateway 172.16.20.1
    next
    edit 3
        set device "vlan20"
        set dst 192.169.1.0 255.255.255.0
        set gateway 172.16.20.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end

config vdom
edit VDOM3
config system replacemsg-group
    edit "default"
        set comment "default"
    next
end
config firewall address
    edit "all"
    next
    edit "SSLVPN_TUNNEL_ADDR1"
        set type iprange
        set end-ip 10.0.0.10
        set start-ip 10.0.0.1
    next
end
config firewall address6
    edit "all"
    next
end
config ips sensor
    edit "default"
        set comment "prevent critical attacks"
            config entries
                edit 1
                    set location client 
                    set severity high critical 
                next
            end
    next
    edit "all_default"
        set comment "all predefined signatures with default setting"
            config entries
                edit 1
                next
            end
    next
    edit "all_default_pass"
        set comment "all predefined signatures with PASS action"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "protect_http_server"
        set comment "protect against HTTP server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol HTTP 
                next
            end
    next
    edit "protect_email_server"
        set comment "protect against EMail server-side vulnerabilities"
            config entries
                edit 1
                    set location server 
                    set protocol SMTP POP3 IMAP 
                next
            end
    next
    edit "protect_client"
        set comment "protect against client-side vulnerabilities"
            config entries
                edit 1
                    set location client 
                next
            end
    next
    edit "ips_demo"
            config entries
                edit 1
                    set action block
                    set location server 
                    set os Windows 
                    set protocol TCP ICMP HTTP FTP DNS 
                    set severity low medium high critical 
                next
            end
    next
    edit "ips_demo_all"
            config entries
                edit 1
                    set action pass
                next
            end
    next
end
config ips DoS
    edit "all_default"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set status enable
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set threshold 2000
                next
                edit "udp_scan"
                    set status enable
                    set threshold 2000
                next
                edit "udp_src_session"
                    set status enable
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set status enable
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set threshold 250
                next
                edit "icmp_sweep"
                    set status enable
                    set threshold 100
                next
                edit "icmp_src_session"
                    set status enable
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set status enable
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
    edit "block_flood"
            config anomaly
                edit "tcp_syn_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "tcp_port_scan"
                    set threshold 1000
                next
                edit "tcp_src_session"
                    set threshold 5000
                next
                edit "tcp_dst_session"
                    set threshold 5000
                next
                edit "udp_flood"
                    set status enable
                    set action block
                    set threshold 2000
                next
                edit "udp_scan"
                    set threshold 2000
                next
                edit "udp_src_session"
                    set threshold 5000
                next
                edit "udp_dst_session"
                    set threshold 5000
                next
                edit "icmp_flood"
                    set status enable
                    set action block
                    set threshold 250
                next
                edit "icmp_sweep"
                    set threshold 100
                next
                edit "icmp_src_session"
                    set threshold 300
                next
                edit "icmp_dst_session"
                    set threshold 1000
                next
                edit "ip_src_session"
                    set threshold 5000
                next
                edit "ip_dst_session"
                    set threshold 5000
                next
            end
    next
end
config application list
    edit "default"
        set comment "monitor all applications"
            config entries
                edit 1
                    set action pass
                next
            end
    next
    edit "block-p2p"
            config entries
                edit 1
                    set category 2
                next
            end
    next
    edit "monitor-p2p-and-media"
            config entries
                edit 1
                    set action pass
                    set category 2
                next
                edit 2
                    set action pass
                    set category 5
                next
            end
    next
end
config dlp filepattern
    edit 1
            config entries
                edit "*.bat"
                next
                edit "*.com"
                next
                edit "*.dll"
                next
                edit "*.doc"
                next
                edit "*.exe"
                next
                edit "*.gz"
                next
                edit "*.hta"
                next
                edit "*.ppt"
                next
                edit "*.rar"
                next
                edit "*.scr"
                next
                edit "*.tar"
                next
                edit "*.tgz"
                next
                edit "*.vb?"
                next
                edit "*.wps"
                next
                edit "*.xl?"
                next
                edit "*.zip"
                next
                edit "*.pif"
                next
                edit "*.cpl"
                next
            end
        set name "builtin-patterns"
    next
    edit 2
            config entries
                edit "bat"
                    set filter-type type
                    set file-type bat
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "exe"
                    set filter-type type
                    set file-type exe
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "elf"
                    set filter-type type
                    set file-type elf
                    set active imap smtp pop3 http ftp im nntp
                next
                edit "hta"
                    set filter-type type
                    set file-type hta
                    set active imap smtp pop3 http ftp im nntp
                next
            end
        set name "all_executables"
    next
end
config dlp rule
    edit "All-Email"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field always
    next
    edit "All-HTTP"
        set protocol http
        set sub-protocol http-get http-post
        set field always
    next
    edit "All-FTP"
        set protocol ftp
        set sub-protocol ftp-get ftp-put
        set field always
    next
    edit "All-NNTP"
        set protocol nntp
        set field always
    next
    edit "All-IM"
        set protocol im
        set sub-protocol aim icq msn ym
        set field always
    next
    edit "HTTP-Visa-Mastercard"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "HTTP-AmEx"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "HTTP-Canada-SIN"
        set protocol http
        set sub-protocol http-post
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "HTTP-US-SSN"
        set protocol http
        set sub-protocol http-post
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "HTTP-Post-Not-Webex"
        set protocol http
        set sub-protocol http-post
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Email-AmEx"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)3[47]\\d{2}([ \\-]?)\\d{6}\\2\\d{5}(\\W|\\b)"
    next
    edit "Email-Visa-Mastercard"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\W|\\b)(4\\d|5[1-5])\\d{2}([ \\-]?)\\d{4}(\\3\\d{4}){2}(\\W|\\b)"
    next
    edit "Email-Canada-SIN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "(\\b|\\W)[1-79]\\d{2}([ \\-]?)\\d{3}\\2\\d{3}(\\b|\\W)"
    next
    edit "Email-US-SSN"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "\\b(?!000)([0-6]\\d{2}|7([0-6]\\d|7[012]))([ -]?)(?!00)\\d\\d\\3(?!0000)\\d{4}(\\b|\\W)"
    next
    edit "Email-Not-Webex"
        set protocol email
        set sub-protocol smtp pop3 imap
        set regexp "WebEx"
        set regexp-negated enable
        set regexp-wildcard enable
    next
    edit "Large-Attachment"
        set protocol email
        set sub-protocol smtp pop3 imap
        set field attachment-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-FTP-Put"
        set protocol ftp
        set sub-protocol ftp-put
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
    edit "Large-HTTP-Post"
        set protocol http
        set sub-protocol http-post
        set field transfer-size
        set value 5120
        set operator greater-equal
    next
end
config dlp compound
    edit "Email-SIN"
        set comment "Emails containing canadian SIN but are not WebEx invites"
        set protocol email
        set sub-protocol smtp pop3 imap
            set member "Email-Canada-SIN" "Email-Not-Webex"             
    next
    edit "HTTP-Post-SIN"
        set comment "Posts containing canadian SIN but are not WebEx invites"
        set protocol http
        set sub-protocol http-post
            set member "HTTP-Canada-SIN" "HTTP-Post-Not-Webex"             
    next
end
config dlp sensor
    edit "default"
        set comment "summary archive email and web traffics"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
            end
    next
    edit "Content_Summary"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive summary-only
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive summary-only
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive summary-only
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive summary-only
                next
            end
    next
    edit "Content_Archive"
            config filter
                edit "All-Email"
                    set filter-type advanced-rule
                    set rule-name "All-Email"
                    set archive enable
                next
                edit "All-FTP"
                    set filter-type advanced-rule
                    set rule-name "All-FTP"
                    set archive enable
                next
                edit "All-HTTP"
                    set filter-type advanced-rule
                    set rule-name "All-HTTP"
                    set archive enable
                next
                edit "All-IM"
                    set filter-type advanced-rule
                    set rule-name "All-IM"
                    set archive enable
                next
            end
    next
    edit "Large-File"
            config filter
                edit "Large-Attachment"
                    set filter-type advanced-rule
                    set rule-name "Large-Attachment"
                next
                edit "Large-FTP-Put"
                    set filter-type advanced-rule
                    set rule-name "Large-FTP-Put"
                next
                edit "Large-HTTP-Post"
                    set filter-type advanced-rule
                    set rule-name "Large-HTTP-Post"
                next
            end
    next
    edit "Credit-Card"
            config filter
                edit "Email-AmEx"
                    set filter-type advanced-rule
                    set rule-name "Email-AmEx"
                next
                edit "Email-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "Email-Visa-Mastercard"
                next
                edit "HTTP-AmEx"
                    set filter-type advanced-rule
                    set rule-name "HTTP-AmEx"
                next
                edit "HTTP-Visa-Mastercard"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
            end
    next
    edit "SSN-Sensor"
            config filter
                edit "Email-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-Visa-Mastercard"
                next
                edit "HTTP-US-SSN"
                    set filter-type advanced-rule
                    set rule-name "HTTP-US-SSN"
                next
                edit "Email-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "Email-SIN"
                next
                edit "HTTP-Post-SIN"
                    set filter-type advanced-compound-rule
                    set compound-name "HTTP-Post-SIN"
                next
            end
    next
end
config webfilter content
end
config webfilter urlfilter
end
config spamfilter bword
end
config spamfilter emailbwl
end
config spamfilter ipbwl
end
config spamfilter mheader
end
config spamfilter dnsbl
end
config spamfilter iptrust
end
config voip profile
    edit "default"
        set comment "default VoIP profile"
            config sip
                set log-violations enable
            end
            config sccp
                set log-call-summary enable
                set log-violations enable
            end
    next
    edit "strict"
            config sip
                set malformed-request-line discard
                set malformed-header-via discard
                set malformed-header-from discard
                set malformed-header-to discard
                set malformed-header-call-id discard
                set malformed-header-cseq discard
                set malformed-header-rack discard
                set malformed-header-rseq discard
                set malformed-header-contact discard
                set malformed-header-record-route discard
                set malformed-header-route discard
                set malformed-header-expires discard
                set malformed-header-content-type discard
                set malformed-header-content-length discard
                set malformed-header-max-forwards discard
                set malformed-header-allow discard
                set malformed-header-p-asserted-identity discard
                set malformed-header-sdp-v discard
                set malformed-header-sdp-o discard
                set malformed-header-sdp-s discard
                set malformed-header-sdp-i discard
                set malformed-header-sdp-c discard
                set malformed-header-sdp-b discard
                set malformed-header-sdp-z discard
                set malformed-header-sdp-k discard
                set malformed-header-sdp-a discard
                set malformed-header-sdp-t discard
                set malformed-header-sdp-r discard
                set malformed-header-sdp-m discard
            end
    next
end
config vpn ssl web host-check-software
    edit "FortiClient-AV"
        set guid "C86EC76D-5A4C-40E7-BD94-59358E544D81"
    next
    edit "FortiClient-FW"
        set guid "528CB157-D384-4593-AAAA-E42DFF111CED"
        set type fw
    next
    edit "FortiClient-AV-Vista-Win7"
        set guid "385618A6-2256-708E-3FB9-7E98B93F91F9"
    next
    edit "FortiClient-FW-Vista-Win7"
        set guid "006D9983-6839-71D6-14E6-D7AD47ECD682"
        set type fw
    next
    edit "AVG-Internet-Security-AV"
        set guid "17DDD097-36FF-435F-9E1B-52D74245D6BF"
    next
    edit "AVG-Internet-Security-AV-Vista-Win7"
        set guid "0C939084-9E57-CBDB-EA61-0B0C7F62AF82"
    next
    edit "CA-Anti-Virus"
        set guid "17CFD1EA-56CF-40B5-A06B-BD3A27397C93"
    next
    edit "CA-Internet-Security-AV"
        set guid "6B98D35F-BB76-41C0-876B-A50645ED099A"
    next
    edit "CA-Internet-Security-AV-Vista-Win7"
        set guid "3EED0195-0A4B-4EF3-CC4F-4F401BDC245F"
    next
    edit "F-Secure-Internet-Security-AV"
        set guid "E7512ED5-4245-4B4D-AF3A-382D3F313F15"
    next
    edit "F-Secure-Internet-Security-AV-Vista-Win7"
        set guid "15414183-282E-D62C-CA37-EF24860A2F17"
    next
    edit "Kaspersky-AV"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
    next
    edit "Kaspersky-AV-Vista-Win7"
        set guid "AE1D740B-8F0F-D137-211D-873D44B3F4AE"
    next
    edit "McAfee-Internet-Security-Suite-AV"
        set guid "84B5EE75-6421-4CDE-A33A-DD43BA9FAD83"
    next
    edit "McAfee-Internet-Security-Suite-AV-Vista-Win7"
        set guid "86355677-4064-3EA7-ABB3-1B136EB04637"
    next
    edit "McAfee-Virus-Scan-Enterprise"
        set guid "918A2B0B-2C60-4016-A4AB-E868DEABF7F0"
    next
    edit "Norton-360-2.0-AV"
        set guid "A5F1BC7C-EA33-4247-961C-0217208396C4"
    next
    edit "Norton-360-3.0-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV"
        set guid "E10A9785-9598-4754-B552-92431C1C35F8"
    next
    edit "Norton-Internet-Security-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Symantec-Endpoint-Protection-AV"
        set guid "FB06448E-52B8-493A-90F3-E43226D3305C"
    next
    edit "Symantec-Endpoint-Protection-AV-Vista-Win7"
        set guid "88C95A36-8C3B-2F2C-1B8B-30FCCFDC4855"
    next
    edit "Panda-Antivirus+Firewall-2008-AV"
        set guid "EEE2D94A-D4C1-421A-AB2C-2CE8FE51747A"
    next
    edit "Panda-Internet-Security-AV"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
    next
    edit "Sophos-Anti-Virus"
        set guid "3F13C776-3CBE-4DE9-8BF6-09E5183CA2BD"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-AV-Vista-Win7"
        set guid "479CCF92-4960-B3E0-7373-BF453B467D2C"
    next
    edit "Trend-Micro-AV"
        set guid "7D2296BC-32CC-4519-917E-52E652474AF5"
    next
    edit "Trend-Micro-AV-Vista-Win7"
        set guid "48929DFC-7A52-A34F-8351-C4DBEDBD9C50"
    next
    edit "ZoneAlarm-AV"
        set guid "5D467B10-818C-4CAB-9FF7-6893B5B8F3CF"
    next
    edit "ZoneAlarm-AV-Vista-Win7"
        set guid "D61596DF-D219-341C-49B3-AD30538CBC5B"
    next
    edit "AVG-Internet-Security-FW"
        set guid "8DECF618-9569-4340-B34A-D78D28969B66"
        set type fw
    next
    edit "AVG-Internet-Security-FW-Vista-Win7"
        set guid "34A811A1-D438-CA83-C13E-A23981B1E8F9"
        set type fw
    next
    edit "CA-Internet-Security-FW"
        set guid "38102F93-1B6E-4922-90E1-A35D8DC6DAA3"
        set type fw
    next
    edit "CA-Internet-Security-FW-Vista-Win7"
        set guid "06D680B0-4024-4FAB-E710-E675E50F6324"
        set type fw
    next
    edit "CA-Personal-Firewall"
        set guid "14CB4B80-8E52-45EA-905E-67C1267B4160"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW"
        set guid "D4747503-0346-49EB-9262-997542F79BF4"
        set type fw
    next
    edit "F-Secure-Internet-Security-FW-Vista-Win7"
        set guid "2D7AC0A6-6241-D774-E168-461178D9686C"
        set type fw
    next
    edit "Kaspersky-FW"
        set guid "2C4D4BC6-0793-4956-A9F9-E252435469C0"
        set type fw
    next
    edit "Kaspersky-FW-Vista-Win7"
        set guid "9626F52E-C560-D06F-0A42-2E08BA60B3D5"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW"
        set guid "94894B63-8C7F-4050-BDA4-813CA00DA3E8"
        set type fw
    next
    edit "McAfee-Internet-Security-Suite-FW-Vista-Win7"
        set guid "BE0ED752-0A0B-3FFF-80EC-B2269063014C"
        set type fw
    next
    edit "Norton-360-2.0-FW"
        set guid "371C0A40-5A0C-4AD2-A6E5-69C02037FBF3"
        set type fw
    next
    edit "Norton-360-3.0-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW"
        set guid "7C21A4C9-F61F-4AC4-B722-A6E19C16F220"
        set type fw
    next
    edit "Norton-Internet-Security-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW"
        set guid "BE898FE3-CD0B-4014-85A9-03DB9923DDB6"
        set type fw
    next
    edit "Symantec-Endpoint-Protection-FW-Vista-Win7"
        set guid "B0F2DB13-C654-2E74-30D4-99C9310F0F2E"
        set type fw
    next
    edit "Panda-Antivirus+Firewall-2008-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Panda-Internet-Security-2006~2007-FW"
        set guid "4570FB70-5C9E-47E9-B16C-A3A6A06C4BF0"
        set type fw
    next
    edit "Panda-Internet-Security-2008~2009-FW"
        set guid "7B090DC0-8905-4BAF-8040-FD98A41C8FB8"
        set type fw
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW"
        set guid "0786E95E-326A-4524-9691-41EF88FB52EA"
    next
    edit "Sophos-Enpoint-Secuirty-and-Control-FW-Vista-Win7"
        set guid "7FA74EB7-030F-B2B8-582C-1670C5953A57"
        set type fw
    next
    edit "Trend-Micro-FW"
        set guid "3E790E9E-6A5D-4303-A7F9-185EC20F3EB6"
        set type fw
    next
    edit "Trend-Micro-FW-Vista-Win7"
        set guid "70A91CD9-303D-A217-A80E-6DEE136EDB2B"
        set type fw
    next
    edit "ZoneAlarm-FW"
        set guid "829BDA32-94B3-44F4-8446-F8FCFF809F8B"
        set type fw
    next
    edit "ZoneAlarm-FW-Vista-Win7"
        set guid "EE2E17FA-9876-3544-62EC-0405AD5FFB20"
        set type fw
    next
end
config vpn ssl web portal
    edit "full-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
        set page-layout double-column
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 2
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 3
                    set name "Connection Tool"
                    set type tool
                    set column two
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set column two
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
    edit "web-access"
        set allow-access web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Bookmarks"
                    set allow-apps web ftp smb telnet ssh vnc rdp citrix rdpnative portforward
                next
            end
    next
    edit "tunnel-access"
        set heading "Welcome to SSL VPN Service"
            config widget
                edit 4
                    set name "Session Information"
                    set type info
                next
                edit 1
                    set name "Tunnel Mode"
                    set type tunnel
                    set tunnel-status enable
                        set ip-pools "SSLVPN_TUNNEL_ADDR1"                         
                next
            end
    next
end
config user group
    edit "FSSO_Guest_Users"
        set group-type fsso-service
    next
end
config webfilter profile
    edit "default"
        set comment "default web filtering"
        set options https-scan
        set post-action comfort
            config ftgd-wf
                set default-action monitor
                    config filters
                        edit 1
                            set action block
                            set category 26
                        next
                        edit 2
                            set action warning
                            set category g02
                        next
                    end
            end
    next
    edit "test"
    next
end
config webfilter override
end
config webfilter override-user
end
config webfilter ftgd-warning
end
config webfilter ftgd-local-rating
end
config endpoint-control app-detect rule-list
    edit "Block_P2P_application"
            config entries
                edit 1
                    set category 15
                    set status running
                next
            end
        set comment "deny access from endpoints running P2P applications"
        set other-application-action allow
    next
    edit "Monitor_Microsoft_Office"
            config entries
                edit 1
                    set category 31
                    set vendor 53
                    set action monitor
                next
            end
        set comment "monitor installed Microsoft Office applications"
        set other-application-action allow
    next
    edit "Monitor_game"
            config entries
                edit 1
                    set category 20
                    set action monitor
                    set status running
                next
            end
        set comment "monitor running games"
        set other-application-action allow
    next
    edit "Monitor_Internet_browser"
            config entries
                edit 1
                    set category 12
                    set action monitor
                next
            end
        set comment "monitor installed Internet browsers"
        set other-application-action allow
    next
end
config endpoint-control profile
    edit "Recommend_FortiClient"
    next
    edit "Enforce_FortiClient_AV"
        set feature-enforcement enable
        set recommendation-disclaimer disable
        set require-av enable
    next
    edit "P2P_application_detection"
        set application-detection enable
        set application-detection-rule-list "Block_P2P_application"
    next
end
config antivirus profile
    edit "default"
        set comment "scan and delete virus"
            config http
                set options scan
            end
            config https
                set options scan
            end
            config ftp
                set options scan
            end
            config imap
                set options scan
            end
            config imaps
                set options scan
            end
            config pop3
                set options scan
            end
            config pop3s
                set options scan
            end
            config smtp
                set options scan
            end
            config smtps
                set options scan
            end
            config nntp
                set options scan
            end
            config im
                set options scan
            end
    next
end
config spamfilter profile
    edit "default"
        set comment "malware and phishing URL filtering"
    next
end
config firewall schedule recurring
    edit "always"
        set day sunday monday tuesday wednesday thursday friday saturday
    next
end
config firewall profile-protocol-options
    edit "default"
        set comment "all default services"
            config http
                set port 80 
                set options no-content-summary
                unset post-lang
            end
            config https
                set port 443 
                set options no-content-summary
                unset post-lang
            end
            config ftp
                set port 21 
                set options no-content-summary splice
            end
            config ftps
                set port 990 
                set options no-content-summary splice
                unset post-lang
            end
            config imap
                set port 143 
                set options fragmail no-content-summary
            end
            config imaps
                set port 993 
                set options fragmail no-content-summary
            end
            config pop3
                set port 110 
                set options fragmail no-content-summary
            end
            config pop3s
                set port 995 
                set options fragmail no-content-summary
            end
            config smtp
                set port 25 
                set options fragmail no-content-summary splice
            end
            config smtps
                set port 465 
                set options fragmail no-content-summary splice
            end
            config nntp
                set port 119 
                set options no-content-summary splice
            end
    next
end
config firewall policy
    edit 1
        set srcintf "vlan30"
        set dstintf "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
        set action accept
        set logtraffic-app disable
        set schedule "always"
            set service "ANY"             
        set nat enable
    next
end
config firewall local-in-policy
end
config firewall policy6
end
config firewall local-in-policy6
end
config firewall interface-policy
    edit 1
        set interface "vlan1000"
            set srcaddr "all"             
            set dstaddr "all"             
            set service "ANY"             
        set ips-DoS-status enable
        set ips-DoS "block_flood"
    next
end
config firewall interface-policy6
end
config firewall sniff-interface-policy
end
config firewall sniff-interface-policy6
end
config wanopt rule
end
config ips custom
    edit "FTP.GET.TEST.DEMO"
        set signature "F-SBID( --name \"FTP.GET.TEST.DEMO\"; --attack_id 8639;  -- protocol tcp; --dst_port 21; --flow from_client; --pattern \"RETR\"; )"
    next
end
config wireless-controller wtp-profile
    edit "FAP220A-default"
            config platform
                set type 220A
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "FAP220B-default"
            config radio-1
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
            config radio-2
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
    next
    edit "FAP210B-default"
            config platform
                set type 210B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
    edit "FAP222B-default"
            config platform
                set type 222B
            end
            config radio-1
                set band 802.11n
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set band 802.11n-5G
                    set channel "36" "40" "44" "48" "149" "153" "157" "161" "165"                     
            end
    next
    edit "11g-only"
            config platform
                set type 30B-50B
            end
            config radio-1
                set band 802.11g
                    set channel "1" "6" "11"                     
            end
            config radio-2
                set mode disabled
            end
    next
end
config log disk setting
end
config router rip
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ripng
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router static
    edit 1
        set device "vlan1000"
        set gateway 10.10.1.1
    next
    edit 2
        set device "vlan30"
        set dst 172.16.31.0 255.255.255.0
        set gateway 172.16.30.1
    next
    edit 3
        set device "vlan30"
        set dst 172.16.32.0 255.255.255.0
        set gateway 172.16.30.1
    next
end
config router ospf
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router ospf6
        config redistribute "connected"
        end
        config redistribute "static"
        end
        config redistribute "rip"
        end
        config redistribute "bgp"
        end
        config redistribute "isis"
        end
end
config router bgp
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "static"
        end
        config redistribute "isis"
        end
        config redistribute6 "connected"
        end
        config redistribute6 "rip"
        end
        config redistribute6 "ospf"
        end
        config redistribute6 "static"
        end
        config redistribute6 "isis"
        end
end
config router isis
        config redistribute "connected"
        end
        config redistribute "rip"
        end
        config redistribute "ospf"
        end
        config redistribute "bgp"
        end
        config redistribute "static"
        end
end
config router multicast
end
end



#configuration list for AX1240S-24T2C
!
hostname "A1" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 100 
!
vlan 101 
!
spanning-tree disable 
spanning-tree mode rapid-pvst 
!
interface port-channel 1 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 100 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 101 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
  channel-group 1 mode on 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,100-101 
  channel-group 1 mode on 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.1.1 255.255.0.0 
!
interface vlan 100 
!
interface vlan 101 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!



#configuration list for AX1240S-24T2C
!
hostname "A2" 
!
vlan 1 
  name "VLAN0001" 
!
vlan 2 
!
vlan 200 
!
vlan 201 
!
spanning-tree disable 
spanning-tree mode rapid-pvst 
!
interface port-channel 1 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
!
interface fastethernet 0/1 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/2 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/3 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/4 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/5 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/6 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/7 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/8 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/9 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/10 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/11 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/12 
  switchport mode access 
  switchport access vlan 200 
  spanning-tree portfast 
!
interface fastethernet 0/13 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/14 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/15 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/16 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/17 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/18 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/19 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/20 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/21 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/22 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/23 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface fastethernet 0/24 
  switchport mode access 
  switchport access vlan 201 
  spanning-tree portfast 
!
interface gigabitethernet 0/25 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
  channel-group 1 mode on 
!
interface gigabitethernet 0/26 
  media-type auto 
  switchport mode trunk 
  switchport trunk allowed vlan 2,200-201 
  channel-group 1 mode on 
!
interface vlan 1 
!
interface vlan 2 
  ip address 172.255.2.1 255.255.0.0 
!
interface vlan 200 
!
interface vlan 201 
!
logging host 172.255.0.200
!
line vty 0 1 
!
ftp-server 
!



#Last modified by operator at Mon Jul  4 08:13:50 2011 with version 11.4.E
!
hostname "C1"
fwdm prefer default extended
fldm prefer default extended
upc-storm-control mode upc-in-and-storm-control
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
spanning-tree disable
spanning-tree mode pvst
!
vrf mode l2protocol-disable
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface port-channel 1
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface port-channel 11
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface port-channel 12
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface tengigabitethernet 1/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 1/2
  switchport mode access
!
interface tengigabitethernet 1/3
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 1/4
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 1/5
  switchport mode access
!
interface tengigabitethernet 1/6
  switchport mode access
!
interface tengigabitethernet 1/7
  switchport mode access
!
interface tengigabitethernet 1/8
  switchport mode access
!
interface tengigabitethernet 2/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 2/2
  switchport mode access
!
interface tengigabitethernet 2/3
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 2/4
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 2/5
  switchport mode access
!
interface tengigabitethernet 2/6
  switchport mode access
!
interface tengigabitethernet 2/7
  switchport mode access
!
interface tengigabitethernet 2/8
  switchport mode access
!
interface gigabitethernet 3/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
  channel-group 11 mode on
!
interface gigabitethernet 3/2
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
  channel-group 12 mode on
!
interface gigabitethernet 3/3
  switchport mode access
!
interface gigabitethernet 3/4
  switchport mode access
!
interface gigabitethernet 3/5
  switchport mode access
!
interface gigabitethernet 3/6
  switchport mode access
!
interface gigabitethernet 3/7
  switchport mode access
!
interface gigabitethernet 3/8
  switchport mode access
!
interface gigabitethernet 3/9
  switchport mode access
!
interface gigabitethernet 3/10
  switchport mode access
!
interface gigabitethernet 3/11
  switchport mode access
!
interface gigabitethernet 3/12
  switchport mode access
!
interface gigabitethernet 3/13
  switchport mode access
!
interface gigabitethernet 3/14
  switchport mode access
!
interface gigabitethernet 3/15
  switchport mode access
!
interface gigabitethernet 3/16
  switchport mode access
!
interface gigabitethernet 3/17
  switchport mode access
!
interface gigabitethernet 3/18
  switchport mode access
!
interface gigabitethernet 3/19
  switchport mode access
!
interface gigabitethernet 3/20
  switchport mode access
!
interface gigabitethernet 3/21
  switchport mode access
!
interface gigabitethernet 3/22
  switchport mode access
!
interface gigabitethernet 3/23
  switchport mode access
!
interface gigabitethernet 3/24
  switchport mode access
!
interface gigabitethernet 4/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
  channel-group 11 mode on
!
interface gigabitethernet 4/2
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
  channel-group 12 mode on
!
interface gigabitethernet 4/3
  switchport mode access
!
interface gigabitethernet 4/4
  switchport mode access
!
interface gigabitethernet 4/5
  switchport mode access
!
interface gigabitethernet 4/6
  switchport mode access
!
interface gigabitethernet 4/7
  switchport mode access
!
interface gigabitethernet 4/8
  switchport mode access
!
interface gigabitethernet 4/9
  switchport mode access
!
interface gigabitethernet 4/10
  switchport mode access
!
interface gigabitethernet 4/11
  switchport mode access
!
interface gigabitethernet 4/12
  switchport mode access
!
interface gigabitethernet 4/13
  switchport mode access
!
interface gigabitethernet 4/14
  switchport mode access
!
interface gigabitethernet 4/15
  switchport mode access
!
interface gigabitethernet 4/16
  switchport mode access
!
interface gigabitethernet 4/17
  switchport mode access
!
interface gigabitethernet 4/18
  switchport mode access
!
interface gigabitethernet 4/19
  switchport mode access
!
interface gigabitethernet 4/20
  switchport mode access
!
interface gigabitethernet 4/21
  switchport mode access
!
interface gigabitethernet 4/22
  switchport mode access
!
interface gigabitethernet 4/23
  switchport mode access
!
interface gigabitethernet 4/24
  switchport mode access
  switchport access vlan 2
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.1 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.0.1 255.255.0.0
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.0.1 255.255.0.0
!
interface vlan 31
  vrf forwarding 30
!
interface vlan 32
  vrf forwarding 30
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.1 255.255.255.0
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.1 255.255.255.0
!
interface vlan 200
  vrf forwarding 20
  ip address 192.168.0.1 255.255.255.0
!
interface vlan 201
  vrf forwarding 20
  ip address 192.168.1.1 255.255.255.0
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.0.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.0.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!



#Last modified by operator at Sat Jan  1 01:21:02 2000 with version 11.5.A
!
hostname "S1"
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 31
!
vlan 32
!
spanning-tree disable
spanning-tree mode pvst
!
interface port-channel 1
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface gigabitethernet 0/1
  switchport mode access
!
interface gigabitethernet 0/2
  switchport mode access
!
interface gigabitethernet 0/3
  switchport mode access
!
interface gigabitethernet 0/4
  switchport mode access
!
interface gigabitethernet 0/5
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/6
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/7
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/8
  switchport mode access
  switchport access vlan 10
!
interface gigabitethernet 0/9
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/10
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/11
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/12
  switchport mode access
  switchport access vlan 20
!
interface gigabitethernet 0/13
  switchport mode access
!
interface gigabitethernet 0/14
  switchport mode access
!
interface gigabitethernet 0/15
  switchport mode access
!
interface gigabitethernet 0/16
  switchport mode access
!
interface gigabitethernet 0/17
  switchport mode access
!
interface gigabitethernet 0/18
  switchport mode access
!
interface gigabitethernet 0/19
  switchport mode access
!
interface gigabitethernet 0/20
  switchport mode access
  switchport access vlan 31
!
interface gigabitethernet 0/21
  switchport mode access
!
interface gigabitethernet 0/22
  switchport mode access
  switchport access vlan 32
!
interface gigabitethernet 0/23
  switchport mode access
!
interface gigabitethernet 0/24
  switchport mode access
!
interface tengigabitethernet 0/25
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 0/26
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.5 255.255.0.0
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!



#Last modified by operator at Mon Jul  4 08:13:50 2011 with version 11.4.E
!
hostname "C1"
fwdm prefer default extended
fldm prefer default extended
upc-storm-control mode upc-in-and-storm-control
!
vlan 1
  name "VLAN0001"
!
vlan 2
!
vlan 10
!
vlan 20
!
vlan 31
!
vlan 32
!
vlan 100
!
vlan 101
!
vlan 200
!
vlan 201
!
spanning-tree disable
spanning-tree mode pvst
!
vrf mode l2protocol-disable
!
vrf definition 10
!
vrf definition 20
!
vrf definition 30
!
interface port-channel 1
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface port-channel 11
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
!
interface port-channel 12
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
!
interface tengigabitethernet 1/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 1/2
  switchport mode access
!
interface tengigabitethernet 1/3
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 1/4
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 1/5
  switchport mode access
!
interface tengigabitethernet 1/6
  switchport mode access
!
interface tengigabitethernet 1/7
  switchport mode access
!
interface tengigabitethernet 1/8
  switchport mode access
!
interface tengigabitethernet 2/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
  channel-group 1 mode on
!
interface tengigabitethernet 2/2
  switchport mode access
!
interface tengigabitethernet 2/3
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 2/4
  switchport mode trunk
  switchport trunk allowed vlan 2,10,20,31-32
!
interface tengigabitethernet 2/5
  switchport mode access
!
interface tengigabitethernet 2/6
  switchport mode access
!
interface tengigabitethernet 2/7
  switchport mode access
!
interface tengigabitethernet 2/8
  switchport mode access
!
interface gigabitethernet 3/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
  channel-group 11 mode on
!
interface gigabitethernet 3/2
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
  channel-group 12 mode on
!
interface gigabitethernet 3/3
  switchport mode access
!
interface gigabitethernet 3/4
  switchport mode access
!
interface gigabitethernet 3/5
  switchport mode access
!
interface gigabitethernet 3/6
  switchport mode access
!
interface gigabitethernet 3/7
  switchport mode access
!
interface gigabitethernet 3/8
  switchport mode access
!
interface gigabitethernet 3/9
  switchport mode access
!
interface gigabitethernet 3/10
  switchport mode access
!
interface gigabitethernet 3/11
  switchport mode access
!
interface gigabitethernet 3/12
  switchport mode access
!
interface gigabitethernet 3/13
  switchport mode access
!
interface gigabitethernet 3/14
  switchport mode access
!
interface gigabitethernet 3/15
  switchport mode access
!
interface gigabitethernet 3/16
  switchport mode access
!
interface gigabitethernet 3/17
  switchport mode access
!
interface gigabitethernet 3/18
  switchport mode access
!
interface gigabitethernet 3/19
  switchport mode access
!
interface gigabitethernet 3/20
  switchport mode access
!
interface gigabitethernet 3/21
  switchport mode access
!
interface gigabitethernet 3/22
  switchport mode access
!
interface gigabitethernet 3/23
  switchport mode access
!
interface gigabitethernet 3/24
  switchport mode access
!
interface gigabitethernet 4/1
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,100-101
  channel-group 11 mode on
!
interface gigabitethernet 4/2
  link debounce time 0
  switchport mode trunk
  switchport trunk allowed vlan 2,200-201
  channel-group 12 mode on
!
interface gigabitethernet 4/3
  switchport mode access
!
interface gigabitethernet 4/4
  switchport mode access
!
interface gigabitethernet 4/5
  switchport mode access
!
interface gigabitethernet 4/6
  switchport mode access
!
interface gigabitethernet 4/7
  switchport mode access
!
interface gigabitethernet 4/8
  switchport mode access
!
interface gigabitethernet 4/9
  switchport mode access
!
interface gigabitethernet 4/10
  switchport mode access
!
interface gigabitethernet 4/11
  switchport mode access
!
interface gigabitethernet 4/12
  switchport mode access
!
interface gigabitethernet 4/13
  switchport mode access
!
interface gigabitethernet 4/14
  switchport mode access
!
interface gigabitethernet 4/15
  switchport mode access
!
interface gigabitethernet 4/16
  switchport mode access
!
interface gigabitethernet 4/17
  switchport mode access
!
interface gigabitethernet 4/18
  switchport mode access
!
interface gigabitethernet 4/19
  switchport mode access
!
interface gigabitethernet 4/20
  switchport mode access
!
interface gigabitethernet 4/21
  switchport mode access
!
interface gigabitethernet 4/22
  switchport mode access
!
interface gigabitethernet 4/23
  switchport mode access
!
interface gigabitethernet 4/24
  switchport mode access
  switchport access vlan 2
!
interface vlan 1
!
interface vlan 2
  ip address 172.255.0.1 255.255.0.0
!
interface vlan 10
  vrf forwarding 10
  ip address 172.16.0.1 255.255.0.0
!
interface vlan 20
  vrf forwarding 20
  ip address 172.16.0.1 255.255.0.0
!
interface vlan 31
  vrf forwarding 30
!
interface vlan 32
  vrf forwarding 30
!
interface vlan 100
  vrf forwarding 10
  ip address 192.168.0.1 255.255.255.0
!
interface vlan 101
  vrf forwarding 10
  ip address 192.168.1.1 255.255.255.0
!
interface vlan 200
  vrf forwarding 20
  ip address 192.168.0.1 255.255.255.0
!
interface vlan 201
  vrf forwarding 20
  ip address 192.168.1.1 255.255.255.0
!
ip route vrf 10 0.0.0.0 0.0.0.0 172.16.0.254
ip route vrf 20 0.0.0.0 0.0.0.0 172.16.0.254
!
logging host 172.255.0.200
!
line vty 0 1
!
ftp-server
!


