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FBEE VLAN 100 |192.168.100.0/24 | # S 4 7> + PC AFiET L
VLAN,
EEAVLAN | 1000 172.16.0.0/24 | FEREZEHET 57-HD VLAN,
® 323 RERRLEY—/\HOBETE
g EEE | jemy— L — s —i
570
BEREK ©) X
BRERTN ©) ©)

AREVATLTHRET 5EF2 T4 RYS—ZUTITRLET.
% 3.2-4 £FXaUF1RYS—

HIERY) O—

WRIIL—T

X )T 4RI O—DERA

EXAICAET S PCIIIEESNI=V A IILAX KA A

DA R F=ILENTWT. ZFDIAILAEET 7
AIVEBEHLTWLWAREAHY T,

A JL AR KB B DEIE HEER

KA LA RBAMDFER) O—2BHEH T HHSE)E— FEBY—N\ORENVBETT,
EXTEAiElE TIPI/NETM/Client Security Control fi#85% - F51 - #EE1 D 16.4.6 V4 LA REGZD
HIFER)O—%BE - FEHTEHTSH] 2SBLTTELY,
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33 BWERS2F

H 3.2-1

(1)

@

@

©)

(2)

(3)

Copyri

DRFERY FT—I[ZDNWTHEBERS Y FEUTIZRLED,

RRERI7 V2R )X FEEET b,
247>k PC a)nnunl.—tﬁll&-()‘nunmg&ﬁ&ﬁ;fl 1/1?@ ®®ﬁ1= ntFEIj—éT:&bs nn..nl_tx’r Yy F

[CEBSIRI 79 RV R MEEELET

JP1DBRE VAT LTIEIRERIADAEICEHT IS4 T2 FPCEREY—/I\DEHGEZERT
BLERHYET, V5472 FPC EREY—/\BOEEHTDEEFITVET,

BREICKBLEZI AT CPCHMEBZITSIHYVSA4T7 2 FPC EEBEY—N\DERKEE
BRI IVEAHYET, V54 F7 FPC ERBEY—/N\BOBELFTDEELTITLET,

AHARTIEYSAFTURPCOIP7 FLRZEDHCP H—N&KYEBHLTWET, TD1=8®H
54T RPCHSDDHCP /Ny FBIEEFFAIOERZITLVET,
(D547 FPCOIP7 FLRZEET ABRETCREHAERIIFTETT,)

IEEE8S02.1X RN ERILMBERTET 5.
IEEE802.1X FREEZ A L F-ABE L X TLTIE AX R4 vF D IEEES02.1X FREF D H R

BEIZV AT b PCOBREFZBRIZIEC-BEOAEEZTVWET ., KN4 FTIXBERIMR
HTHRELTLET,

MAC B DR K EHIFRIZRET 5o

MAC SR ZFALE-ABE AT LTIEAX R4 v FDO MAC REID & KIEHEEEIC ’7 7»{

72k PCDBREFLRICIE L-BEOABZITVET . AHA FTIXERKEGHER 10 5

ELTWWET,
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3.4. AXDEBE

3.4.1. AX1200SDaAv 2445 L—2a Y
AX1200S DEEEFIZRLET,

(1) EEATERE

AX1200S DEBE

VRATLIF7Ha ) V—RARITDHRE

(config)# system function filter
extended-authentication

T 4 LA HERE EPRAREREI M RE AT 5=,
DRATFLITOY AV —REREER
LET. (AX1230S DIBEDH)
XKBERT. EEOHEBSLETY,

(2) HBORE

AX1200S DEE

R— F VLAN O&E

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100,1000
(config-vlan)# state active

VLANL (ZfERA LA, EHIZLET,

EBSF VLAN & L T VLAN100 %#. &EIEA VLAN
& LT VLAN1000 ¥R LE T,

VLAN & DEE

(config)# vlan 100

(config-vlan)# name AuthVLAN
(config)# vlan 1000

(config-vlan)# name ManagedVLAN

VLAN100 [Z VLAN & “AuthVLAN” %EFE L

x9,
VLAN1000 [Z VLAN & “ManagedVLAN” %%

ELFET,

ANRZVTYY) —DRE

(config)# spanning-tree disable

ANZVTGYY—FEHZLFET,

MER— FOHRE

@A
(config)# interface range fastethernet 0/1-21
(config-if-range)# switchport access vlian 100

R— bk 0/1~021 %, FOEAKR—LELT
VLAN100 5% LE T,

OLFIRA vy FLDBEER

(config)# interface range gigabitethernet 0/25-26
(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vian
100,1000

R— b 0/25~0/26 &%, L RA vy FEBIET
Br500R—FELTERELET,

kS >4 7FR— FIZ VLAN100. 1000 2B L F
ED

AVBITT—ADBE

(config)# interface vlan 1000
(config-if)# ip address 172.16.0.12 255.255.255.0

EHEAE VLANIOOO 24 V42 7 —RIP7 KL
AERELFET,

RADIUS H—/\DHE

(config)# radius-server host 10.50.0.2 key alaxala

RADIUS H—/A\D IP 7 FLAB LUV F—%E%
EFELET, AHA KFTIEHY—I LY FF—%
falaxalal] & LTLVET,

FI+I MIL—FDHBE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0.254

FTIAILMIL—FEEZRELET,
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(8) IEEE802.1X REEMNEEE

AX1200S DERFE

RADIUS MDER5E

(config)# aaa authentication dotlx default group
radius

RADIUS H—/\TIEEE802.1XB5f 417> =
#RELFET,

IEEE802.1X FRREDERTE

(config)# dotlx system-auth-control

(config)# interface range fastethernet 0/1-10, 0/21
(config-if-range)# dotlx port-control auto
(config-if-range)# dotlx multiple-authentication

(config-if-range)# dotlx reauthentication
(config-if-range)# dotlx supplicant-detection auto

(config-if-range)# dotlx timeout reauth-period 300

UTDEREF. REICEHLETITLET,
(config-if-range)# dotlx timeout quiet-period 5

IEEES02.1X BREEZAMICLET,
R— bk 0/1~0/10.0/21 I=%t L T.IEEE802.1X
nnmnIEE;ﬁ)‘jﬂh Li—d_
RV T E— FZImRIBEEE— FICERELE
..d—
*f?o') jj ~ I‘o)ﬁnrunﬁéjﬁ)‘ﬂ(- Li—d_
ImRRHE—FZ auto IZLET .
(AX1230S Tld disable LT EELY)
ﬁ?" A FOBREEE % 300 #/(5 7)<
BRELET,
> BERIVF _(2)

nnunﬁiﬁﬁﬁngmunE'{k 1%?#%'55 j& 5 *’J\

EFLET,

(4) MAC BREIDERTE

AX1200S DEE

MER— FDRE

(config)# interface range fastethernet 0/11-0/21
(config-if)# mac-authentication port

R— k0/11~0/21 Z MACEREEARAR—FE LT

BELEI,

MAC BREDEETE

(config)# aaa authentication mac-authentication
default group radius

(config)# mac-authentication system-auth-control
(config)# mac-authentication max-timer 10

LTOEREF. REICELETITLES,
(config)# mac-authentication id-format 1

(config)# mac-authentication password macpass

RADIUS —/IN\TaA—HBEFITO5_ &
ELEY,

MAC an.\nIE*% j&;ﬁ)‘jﬂv Li—d_

"j'; Jh o FDORXERERREZ 10 22K E
£9,

> BERSAF (3)

RADIUS H—/\A~EREEERT HED MAC 7 K
LABHKERELET,

MAC munEo)/ AW 4 J— l‘ j‘éﬁ TéiﬁA(:EQE
LET. CcOBITIEH—/\RT—F%
macpass] &ELTWET,
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(5) EBEERI7VERXYR FDOETE

AX1200S DERFE

REAI7 VR YR FDERTE

(config)# ip access-list extended BeforeAuth

(config-ext-nacl)# permit protocol ip src
192.168.100.0 0.0.0.255 dst 10.50.0.1 0.0.0.0

(config-ext-nacl)# permit protocol ip src
192.168.100.0 0.0.0.255 dst 10.52.0.1 0.0.0.0

(config-ext-nacl)# permit udp src 0.0.0.0
255.255.255.255 dst 0.0.0.0 255.255.255.255 eq
bootpc

(config-ext-nacl)# permit protocol ip src
192.168.100.0 0.0.0.255 dst 10.50.0.2 0.0.0.0

(config)# interface range fastethernet 0/1-21
(config-if-range)#authentication ip access-group
"BeforeAuth"

(config-if-range)# authentication arp-relay

u-F 1q:o)nlanEﬁ|J77+_'XUZ |“
[BeforeAuth] Z/EBLET .
(DFBEE VLAN H 5 i&EH—/8 110.50.0.1) ~
DBEEFHTAT 5,

(@2 VLAN H H{E1EH—/8 110.52.0.1] ~
DBIEZEHTTT 5,

@49 54 7> kH 5D DHCP-Discover /34
v M EHFAIT S,

EIL\HIE VLAN H'i5 DHCP -U-_l\ rlO 50.0.2]
~DBIEZFHFAT B,
> RBERAUL (1)

R— b+ O0/1-021 IZEREERI 7V AR R b %3#
BALEY.

7R— b 0/1-0/21 [ arp-relay @A LT,
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3.4.2. AX2400S Dav 749 L—>ay
AX2400S DEEFMERLET,

(1) HBOHRE

AX2400S DEE

R— F VLAN O&E

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100,1000
(config-vlan)# state active

VLANL (R LWL =6H. BHIZLET,

SREERET VLAN & LT VLAN100 2. BEA
VLAN & L T VLAN1000 R L E9 .

VLAN & D% 5E

(config)# vlan 100

(config-vlan)# name AuthVLAN
(config)# vlan 1000

(config-vlan)# name MnagedVLAN

VLAN100 [Z VLAN & “AuthVLAN” %E&E L

9,
VLAN1000 [Z VLAN & “ManagedVLAN” %%

ELFET,

ANRZVTY) —DRE

(config)# spanning-tree disable

ANZVTGYY—FEHLET,

WER— FOBRE

@A
(config)# interface range gigabitethernet 0/1-21
(config-if-range)# switchport access vlian 100

R— bk 0/1~021 %, FOEAKR—LELT
VLAN100 5% LE T,

QLIRS yFLDEREH

(config)# interface range gigabitethernet 0/47-48
(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
100,1000

R— b 0/47~0/48 %, ERIRA v F LBIET
BrSUHOR—FELTEHRELET,

kS >4 7FR— FIZ VLAN10O. 1000 B E L F
T,

AVBITT—ADBE

(config)# interface vlan 1000
(config-if)# ip address 172.16.0.11 255.255.255.0

EHEAVLANIOO A V8 7 —RXIPF7 KL
AERELET,

RADIUS H—/\DHE

(config)# radius-server host 10.50.0.2 key alaxala

RADIUS H—/A\D IP 7 FLAB LUV F—%E%
EFELET, COHFITIEH—I Ly FX—%
falaxalal] & LTLVET,

FI+IMIL—FDHBE

(config)# ip default-gateway 172.16.0.254

[T oA FIL—FERELET,
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(2) IEEE802.1X SRBEENERE

2 hiv)

AX2400S DEBE

RADIUS DER5E

(config)# aaa authentication dotlx default group
radius

RADIUS #—/\T IEEE802.1X FBEE & 175 C &
ERELET,

IEEE802.1X FREEMDERE

(config)# dotlx system-auth-control

(config)# interface range gigabitethernet 0/1-10,
gigabitethernet 0/21

(config-if-range)# dotlx port-control auto
(config-if-range)# dotlx multiple-authentication

(config-if-range)# dotlx reauthentication
(config-if-range)# dotlx supplicant-detection auto
(config-if-range)# dotlx timeout reauth-period 300

LUTOREIL, BEICEDLETITVET,
(config-if-range)# dot1x timeout quiet-period 5

IEEE802.1X BRSFE AL ET .
R— k 0/1~0/10. 0/21 IZxf L T. IEEE802.1X
uruniE%ﬁ)‘j”& ng:-—;_

E;.JE*#?E FEIHRZBIEE—FIZEKELE
"j'7°') jJ ~ F@ﬁurunﬁ%ﬁ)‘ﬂ[& L,i'é’
mRBEHE—Fauto ITLET,

Y7 A COBEEERE % 300 #(5 49)I5%
ELET,

> BERAVE (2)

nrh\nEiE&ﬁo)gEulh\nIE'lk 1%?#%?&% 5 *Ij\ —_rb
ELFT,

(3) MAC FEEIDERE

AX2400S DEE

MER— FORE

(config)# interface range gigabitethernet 0/11-21
(config-if)# mac-authentication port

R— F 0/11~0/21 % MAC SZEE R+~ —
HRELET,

FELT

MAC BEEDETE

(config)# aaa authentication mac-authentication
default group radius

(config)# mac-authentication system-auth-control
(config)# mac-authentication max-timer 10

LUTOHREE. BRICEDETITVET,

(config)# mac-authentication password macpass

RADIUS H—/N\TaA—HEIHZITOI & 5%
EFLET,

MAC EREEHREZX AN L E T,

YT A FPORKEGRBZ 10 2I25REL
x9,

> BERAF (3)

MAC B2BSED/NR T — R &##i—F BB EITHTE
LET, COBITIEHFE—/IRT—F%
macpass] & LTWET,
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(4) RERIT7I LA X FDOERTE

AX2400S DEBE

TO9EA)X FDEKTE

(config)# ip access-list extended BeforeAuth

(config-ext-nacl)# permit ip 192.168.100.0 0.0.0.255
host 10.50.0.1

(config-ext-nacl)# permit ip 192.168.100.0 0.0.0.255
host 10.52.0.1

(config-ext-nacl)# permit udp any any eq bootpc
(config-ext-nacl)# permit ip 192.168.100.0 0.0.0.255
host 10.50.0.2

(config)# interface range gigabitethernet 0/1-21
(config-if-range)#authentication ip access-group
"BeforeAuth"

(config-if-range)# authentication arp-relay

LTO75 X X+ BeforeAuth] Z/ER L

*9,

DEBEE VLAN H &Y —/\ 110.50.0.11 ~
DBEEZEEHFATT 5,

QFBEE VLAN H 1818 % —/8 110.52.0.1] ~
DBIEZHAT 5,

®%Y 54 7 > kHh 5D DHCP-Discover 734 v
hEHAIT S,
EXSE VLAN S5 DHCP H—/\ 110.50.0.2]
~DEIEEHAT S,
> BERI2F (1)

R— b 0/1-0/21 IZEREERI 7V R R b %3&E
ALEY.

R— bk 0/1-0/21 IZ arp-relay Z@RAL Y,
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3.4.3. AX3600S DaAv 72445 L—>ay
AX3600S DEEHFERLET,

AX3600S DEEE

R— k VLAN DB E

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# state active
(config)# vlan 50,51,52
(config-vlan)# state active
(config)# vlan 1000
(config-vlan)# state active

VLANL [ZER LA, EMIZLET,

SBEE VLAN & LT VLAN10O R L E T,
ﬁ'—/\Fﬁ VLAN & L T VLAN5O, 51, 52 %4k
BLET,

EIEAVLAN & L TVLAN1000 Z4ERE L E T,

RINZ VTV —DERE

(config)# spanning-tree disable

ANZVGY) —FEHLET,

MER— FDORE

(config)# interface range gigabitethernet 0/1-2
(config-if-range)# switchport mode access
(config-if-range)# switchport access vian 50

(config)# interface range gigabitethernet 0/3
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlian 51

(config)# interface range gigabitethernet 0/4
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlian 52

(config)# interface range gigabitethernet 0/23-24
(config-if-range)# switchport mode trunk
(config-if-range)# switchport trunk allowed vlan
100,1000

R— bk O01~02 %, FUOEAKR—FELTEE
ELET,

7Ot RAR—FZVLANSO #HELET,
R"—FrOB3% . 7OEAKR—FELTEHRELE
T,

7Ot AR—FZVLANSL ZBFELET,
R"—br04%E . TOEAKR—FELTEELE
T,

7Ot RAR—FZVLANS2 #BFELET,

R— b 0/23~0/24 %, THRRA vy FELBIET
5500 R—FELTERELET,

k5 >4 FR— FIZ VLAN100, 1000 285 F L F
T,

AR ITT—RDEE

(config)# interface vlan 100
(config-if)# ip address 192.168.100.254 255.255.255.0

(config)# interface vlan 50
(config-if)# ip address 10.50.0.254 255.255.255.0
(config)# interface vlan 51
(config-if)# ip address 10.51.0.254 255.255.255.0
(config)# interface vlan 52
(config-if)# ip address 10.52.0.254 255.255.255.0

(config)# interface vlan 1000
(config-if)# ip address 172.16.0.254 255.255.255.0

ZBVLANIZA VA TJI—RIP7 RLREFN
FhERELET,

DHCP | L—MDERE

(config)# interface vlan 100
(config-if)# ip helper-address 10.50.0.2

VLAN100 23 LT, DHCP Y L—TI—Y T ¥

MKk BEELXET FLRAZRELFT,
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35. H—/\DEE

AETEHAXRA v FEEHE LI IPLOREV AT LERBET SRCBLBLGY—N\OREICTERL
KAV bZEEYI T TLREARERHELTLET,
UTFICKAA FTREL TV EY—/1DBREETRLET,

3.5.1FEH#EE
ABLA FIZH->T IP1 OBREVRTLEZEBET HEICERICIT>TEDLENHSIREEZRLT
WEY,

3.5.2RADIUSH—/ EHEHR T
RADIUS H—/I\DT 54 T7 2 b PC OBREFERICZIE C=RAREEITS=-6HD JPL/NETM/CSC -
Agent ~® RADIUS H—/VEEDREFIEEZRLET,

353 Ry —EHEHETE

ABEVATLTHERAT X2 ) T4KR) O—%FKET 5 JPL/NETM/CSC - Manager DR &
—EEEEOEREFIEERLET,

3.5.1. ERTEE

AREVATLEZBET H-OICHERICT > TERENHIREZUTICTRLET . 3.5.2RADIUS
H—/EIBERTE. 353 R V—EEREEERET DRI —/NITTUTO~QDH/EMNTT LTS
CEEHRELTTEL,

D Y —nNavR—RVFDL VR
AHA KTl BEY—/\ & RADIUS H—/ 2L D Windows Server A ViR—A% > k& JPL O VR

— R FEAVRM—ILLTIPLOBREVATLEZHEELTLET,
BH—NZTTRROIVR—FR DA VA R—ILARTLTWA I EZHERELTTELY,

£ 351 BEY—/I\OaAVKR—RILE

BEY—/\  (Windows Server 2003 & 7=I% Windows Server 2008)

aAVR—R2 &2 aAviR—3x 2 MER
1118 Web —/\ (BIER) Windows Server
aAVER—x2k
2 | JPI/NETM/DM Manager VI bz T7EM - BEEEE
3 | JPL/NETM/AIM MEeEEERE JPLaVR—%2 k
4 | JP1/NETM/CSC - Manager DS5ATF7 X)) T 4EH

% 352 RADIUS H—mDayviR—xR2 bR

RADIUS H—/\  (Windows Server 2003 Z 7=l Windows Server 2008)

aAVR—RU R ] aR—3 > MER
1 | Active Directory FTA4LY FUHY—ER Wind
2 | Network Poricy Server & U IAS RADIUS H—/\ naons sever
| aAViR—x b
3 | DHCP DHCP H#—/\
4 | JPI/NETM/CSC - Agent 9247 bEF2) T+ ER JPLaVR—%2k

H—NNA VA F=ILAEIZDVWTIEUTOEREZSHBLTT S,
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- [JP1/NETM/Asset Information Manager %7 - BEHA K1 O 5FE 24 BER

- TJP1/NETM/DM EA - 5%EtH 4 F(Windows(R)F)1 @ 3 BAN SERBIRE TOHRN

- TIP1/NETM/Client Security Controlfiiit - F51& - ##EE] O 41 VR =)Lty b7 v T

+ Windows 3 Y/ R—R > FZDULVTIE Microsoft D rk—LR— T4 RADIUS H—/\REHA K
(Windows Server 2003 #F. & U Windows Server 2008 #7) ZZFNhEFNSELTT &L,

@ HEEEEEONRE

HEEEEE (JPLUNETM/AIM) ST 54 F7 2 PCHOFMBET 2HEFERDREEITOTT SN,
MEEEEEDRELHEBRBOMER. REAEICODVTIIUTOEHRESELTTIL,

KA FOHITIE TEEE) #ZHFLTHERALTLET,

- [JP1/NETM/Asset Information Manager i RA A K1 @ 1.4 ZEBEDRN ]

® RADIUSH—NDEY Ty T

AXRAYFDRY FD—HBEEEITS5=HIZ RADIUS H—\Dty 7y TEZLTTELY,
WELRREZUTORIZRLET,

£ 3.5-3 RADIUS Y—\Dtyh7yTEIE

RADIUS H#—/\  (Windows Server 2003 % =& Windows Server 2008)

& HENE JVR—R2 bk | RADIUS H—/N\REHA FTHREER
1 1—HOERK Active Directory 2 Z Windows Server 2003 D1&RL |
2 FI— T DER 2 Z Windows Server 2008 D& AL |
3 RADIUS 5S4 7> FDEE | NPS B IAS 3 & IEEE802.1X FREEDERE 1.
4 Foy |~'7—77|'€U Q_G)EQE I_Sﬁ MAC EEEEO)EQEJ

RADIUS H—/\Dty 7 v THEIZDDWTIIUTOERZ2SBLARESRY FO—0DREIZED

ETREZETSETTSL,

* RADIUS H—/\&BFE HA K (Windows Server 2003 # & U Windows Server 2008 #&)
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3.5.2. RADIUS H—/ VEKSRTE

RADIUS H—/\INI 54 7> k PCOREFRICKE CE=RILEFT 51=6“IPI/NETM/CSC - Agent ”
Dty hT7YTETVET,

(1) T—Czo bty b7y T

@ R4 — ] — TIP1I/NETM/Client Security Control] = TT—S x> b2y b7y T #9Uv oL
HEEEZRRLET,

QEXRJEZ IO T+ —Tr—BREREFHRI ZRFAL NP7 FLX] 2B R, BETOAARICEK
BEH—I\DIP7RLRAEANLET, (KA FTIX10.50.0.1)
F T2y bO—0HIEHERER] O TEF) % [IP1/NETM/Network Monitor) A5 llinternet
Authentication Service] [ZZEBELTT LY,

.. JP1/NETM/Client Security Control — Aeent 25 Fpa x|

EHHE |Ias |

HHE | & |
B Q7+ Py —IBISIRIRIEER
IPFELA 105001 |
B A S 22340
B T3z B SRR
af-rEs 22346
Bl [ F b D=l
E¥F Internet Authentication Service |
Bl 5

A w2 1024

A& 7 LA 10

B (7SR

PIASIRE R

HALAL

=
=
ok | #evel |

3.5-1 JP1/NETM/CSC - Agent EXRERTE
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@ TNAS) 2 J&ERL TREREEDERFER & HERTEEDOERFER ZThth IFREEAT IS

BRLZFET,
NNAS] 2 TDZEDMDRERFEET 2LEETHY FEA,

. JP1/NETM/Client Security Control - fAeent £3FPst |
FAsRE 145 |
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¥JP1/NETM/CSC - Agent D& > FDEHMFEIL “IJPLU/NETM/ICSC - Agent DA X b—)LEk T+
JL 3 ¥radius¥bin” IZ2HY ET,
I RAR— bEIE “IPL/NETM/CSC - Agent DA R b—JL5E 7+ JL & ¥radius¥dat” T,

@DTHRAR—FLI=CSV I7AINERETEERIZK > TREBRNT 9547V FPCD TMAC 7
FLR] & TEHKE] ZEBMLTTILY,
MIBGREEIL 1=1EF. 2=#alLHGVYET. 2LBRLTTILY,
XIFAT7RPCOIP7 RLADNBEEDHZEIP 7 FLABEMLTTFELY,

BEHHIEY R FOEKX  MACT7 FLRJIP 7 FLR EHEIREE{1] 2}

B cscrexport.csy — AFHE
IrbE REE FNOQ R ANTH

02:00:54:55:4e:01,,1
00:1e:c9:6h:cf:he,192.168.100.107,
00:le:c9:6h:dd:62,192.168.100.100,
18:87:20:52:41:0%,,2

1
1

eeicd:20:52:41:53,,2
26:54:20:52:41:53,,2
B6:78:20:52:41:53,,1
38:d7:20:52:41:53,,1
00:1e:c2:0c:0d:ed, 1
00:le:c2:ial:de:da,, 1
00: 1 :5k: 73:db: 40, ,1
24:39:20:52:41:53,,1
1a:94:20:52:41:503,,2
44:a6:20:52:41:53,,2
f0:e9:20:52:41:53, 1

€6:54:20:52:41:53, .2 MAC7 FLR&E

S B | Y B T T s Lok =
o 30120:52: 41153, .2 EHREEXEAT S,
00+ 10-b0: 7d-4b+ Fa, 182, 168 100.103,2

22:64:20:52:41:53,,2
£0.of.00.F0. 4152 ]

I Ta:Be:20:52:41:53,,1 I
il

3.7-1 HEHIE) AR
Bcscrimport AT 2 FZE4TL cscrexport AY Y FTIVAR—FLRELE-EGHEY X b&E

JP1/NETM/CSC - Agent |24 YiR— kL ZET,
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®JPL/NETM/CSC — Agent DEEFEIFUELETT , BBV T4 72 FPCHAX XA v FD MAC FREEIZRL
WeBHZLZHRBLTTIL,

BERHIE ) R FOREICOVTOFMIILUTOERICEHSIATHES,

- JP1/NETM/Client Security Control &t - F5| - #EE1 O TE6#H V77 L2 Rk
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4. BMERERRAE
RETIE., BESRTLICETZREBEORESACOVTRLET,

4.1. AXI[ZHIT2BN1EFEE

4.1.1. show dotlx detail

IEEE802.1X FREINIKRERRATU RTY, V547>~ PCHEBEICHIIL TWLWAHE S M EHER
FTARZENTEET, AX1200S DB E (L. show mac-address-table A< FEGFRALTTELY,

edgett!> show dotix port 0/1 detail

Date 2008/11/04 16:35:03 JST

Port 0/1

AccessControl : Multiple-Auth PortControl : Auto

Status L Last EAPOL : 0019. b97d. 46¢7
Supplicants 1 /1/ 64 ReAuthMode : Enable

TxTimer (s) c— /30 ReAuthTimer (s): 140 / 300
ReAuthSuccess : 3 ReAuthFai | o

SuppDetection : Disable

Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

0019. b97d. 46¢7 Authorized Authenticated Idle 2
781 2008/11/04 16:22:02

edge#1> show mac—-address—table

Date 2008/11/04 16:35:14 JST

MAC address VLAN Type Port-Iist
0012. €208. 4a71 100 Dynamic 0/48
0012. €208. 4a71 1000 Dynamic 0/48
0019. b97d. 46¢7 100 Dot1x 0/1

B 4.1-1 AX1200S DIKEE TR TH

4.1.2. show dotlx logging

IEEES02.1X FRIDHERNSIRTATUFTYT, BREI—Dzr AV DATA/4 Lz, WDOER
uEié{Tof'b\%éﬁmud—é t?ﬁ‘f%i?’ if' nnu\nmgiﬁ&ﬁo)ﬁll OL\—C:EJEEDIL\Té &75\(%35
ES

4.1.3. clear dotlx auth-state

IEEES02.1X FRELIRAEZ#MHAILT Ha<T U RTY, REI—D FEBENICOTTO FSEDG
BIZERLET,

I
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4.1.4. show mac-authentication login

MAC SREEMDIREERROAY Y KT, MACEREEICRRIILI=9 547> F PCDERIPIRREHERT S
EMNTEET,

edgettl# show mac-authentication login

Date 2008/11/04 18:58:58 JST
Dynamic VLAN mode total client counts(Login/Max): 1 / 256

Authenticating client counts : 0

Hold down client counts ) 0

Port roaming : Disable

No F MAC address Port VLAN Login time Limit Reauth

1 001e.c965.ea0c 0/1 100 2008/11/04 18:55:23 infinity 3384

B 4.1-2 AX1200S DIKEE TR 45
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42. BEY—NIZE 1T LEERER

AIMIZCTO 54Tk PCDBRERZRERY FI—V ERIKEEZHERTETET, £LU95347>FPC
BETHREFREOMIC., REICKBRLEBEORRCRESEDERL EEERIHENTEET,

DT 594 T Thitp:/] “BEH—/ND IP 7 KL R” [jplasset/login.htm] 277 R $ 3 & FREEEK
RENFET,
A—HID, NRT—FZAALBTAVLET,

3 Asset Information Manager Login ~ Microsoft Internet Explorer =1o] x|
LD REE FTW BRONE U-LD AT | 2

U -0 M @ e PeE e @ s B

TELAD? [&) http://localhost/ipl assetloginhtm

_,@ JPTs

JP1/NETM/Asset Information Manager

2410 |
R |
Wz |
B Ul ETENELE [T R s v

B 4.2-1 AIM A5 A4 EE

@OTA4 U EAMODIBFEERETD BEEXK| —ENS V5S4 70 X2 T 11 ZEEL TPC
BRLALEE] #9) v LET,
AAVEEAULTOE@IZER LS BE] R4V20 )y o LET,

3 Aztel Infurmation Manager - Microsoll Interne! Explarer 3 ozl
FeiME ERE R BRCAE 7-AD ATl | &
QM -0 - (12 @ em Rz 8| el 3 .
bl T L P R — e ——] x| B te U
Asset I'nfcn.'}_h-am:lger

(&= | [csv] [FoF

= ¢ ] (] (257 (2]
®THE [ 200

5 fka U T MR

D T2 =
o

FEe——t I B 7
K 4.2-2 AIM B{EEE
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QA VEHEIZEELLTEEINTWEYSA 7Y FPCO—ERRFTENET . V547 FPC
DPCEELARNIL GREFR) &xy FIT—VEGKRREERTEET,

A Azzat Information Managar - Micrazaft Intarnat Exploear ] =101
rNE BRI REW ARADE P-MD AT |
Q-0 - X @ G| S e @ 3

pa L P Ty S ey me— = B o w

Abset Inft mhati

[t [se] (7]
BT HIJ

2,
e

g 1~ 8

IPF7FL2 PORML-~< A FabT7-THEUE
T lonoanoans =& 192, 168,100,100 e EE
T 1000000005 +istalbl 192,108, 100,102 Ed L]

a | |
S| rsaw

e LA EEiRE  [FobO-SHE |t UTRR| ME- PR a L HE
T B
P TE— HE Ave-Y h?l'] EE Wb | | M WECY
) RT3

o

K 4.2-3 AIM PC B LRIV EREE

@FE-I54T7 2k PCOH#EMLEERERTLEWVEAEIZUTEISAT U MPCOEERESEY )
T EHEEMERERTT D PCRIELALEM EBEmELYET,

2 PCIEB& L-A)L5E4: 1000000005 - Microsoft Internet Explorer =] 3]

+2 & wistalld

S T S
00:19:b8:7d:46:c7
33:50:6:46:30:30
20:41:53:68:4exff
00:1h:77:2d:b2:73
oo:00:00:00:00:00
50:50:54:50:30:30
02:00:54:56:4e:01
aail8:20:62:41:63

192.168.100.102 00:19:b8:7d:46:c7

PCEBR L-~< ) T
o QPR TR PSRl 2008/ 11/13 16:29:08

Fu b - DRE

SREABICEY S>AESR

MR

BEHIOST L fIZEEBE AL
DA RS HIEEB L
TRV T T

BB/ I LD T HIZEEBE AL
PC A UTAEFE FIZEEBE B L
2-FES FfIZEEBE &L

| #2755y vEE |ym|ym|;
B 4.2-4 AIM PC &% L X)L EEAE
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® TPC BIRL AL BED MHE-T7IOVa VBRI RE2VEV VI THEHRETEII147
v PCOBRERRDBEEZEZETEET,

3 i P2 M 1000DDOOUS - Microrolt Internet Explarer

A Lot b U IR k] 2008411413 18:29:08 [s] &

B VR ] T 0001010 14:59:51 o e}

A el b U IR ' 2008/10/13 18554188 [o] O

EAERT =T 2000711712 20:30:47 o »

oA 252 b U IRERIY B 20071012 200207 fe] ®

A U i1 200R/I/12 1906240 o £}

oA Lol b U RIRRRIY e 0081112 1808280 Le] ®

A e P USRS mm 200R/11/12 18212218 L=} *

ﬁ-ﬂlu-’f- ®i | ® _-j:'l

[ (HEE ]
=

B 4.2-5 AM 7Y > avBE

®E5IZ TPCRIRLAJLEM) EmEo T#E35M REVE2I0 v 0355489595472 FPC
DHMIEREHEDRT HENTEET,

a HESSFE- 1000000005 - Microsoft Internet Explorer

—
e ce—

T —
CECHNNNN A
pme  lmmmmo
omwe | —
COTTR | s S

T -

4.2-6 AIM BB
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5. ZEBEIE

51. BERYI—DOEEIZDOLNT

FREVATLTER, —BEREXRBMEHEENTI 54T 2 FPCABEZIT o1&, XHBRY FT—2
SRR HICIEZ LA MY FET, GFEME 124BERBICOVNTESR) £BRY FT—IA~
DEGEHRT S X2 TR O—RERF. BEXRFBICXESHGVESICEF2 T4 LERG
HENATEREL., BEWCERICEHALTRIESA vE—VICBO-ERZEBOHLET.

LUTFICEERY O—0flZRLET,
EHErY FI—O~DOEREHRT NEREEB N

D YAILAREY T FEA VR F—=ILLTLELMES
@ ZikYIrOFER

ZHICEDHSEAN

D HYALRNRE—VDEFHFEN
@ EXaUT4NNYFOEEHFLN

& JPI/NETM/DM TIlEX Windows Dt F 2 !) T4 /Ny FICBEAL CTIIEEBELNRFMNICEEEHZED
2T BFLAETHY WSUS H—NTIL—TAB|Y LT TRy FOEREAZEZIL FO—I)LTEHENTE
ij—o

5.2. RADIUS H—NTREIEIZDOUT

AXDEREZEIZCRADIUSH — N\ ZEHEEZTIETCRARILT HIENTETE I, 3.7BERNMGRDE
A ECRE L-BRERNGRODEZHZL EITZTNTNORADIUSH—NIZFH TR T ILENHY F
I, BRE - BEEEY—/N\ORAEIIZDOVTIX, IPLT=a7ILTHERELTTELY,

5.3. JP1/NETM/DM Client ®E&SEIZDUNT

K1) L TRMOREEIL 10 HTT, K—U L TRBAPSETEB LI 51 T7 Y b PC ~AOBRERED
Ay E—URRNK— LT EREMAN BN S ISR Y ET, Erok— ) VI ESE 5 AURICRE
LEBEY— A~OEEEREHEADT D, 2517 > b PC D CPU FREM LM 1Y, Az -
TREBMNE < 555 EREOBANTRES BTN D Y ET .

5.4. |EEE802.1X BRIMOBERKICDOINT

KigErY bT7—2 (BEFE VLAN E—F) TIEBREIZKELIZV54T7 2 FPCIEAX XA v FD5RE

ICHXRBLET., BEKEIT ISRTABRZITVREICRYIL. ZO%RY FIT—3BEICRUNT IHE
NHYFET, BIAARXIZT MAC BRIEIZFEAL TLSBEIEBRERIEZBEMNIC MAC RN EREINE
B SNETH. IEEES02.1X RBEIZFERA LIV 547> k PC TIXBRERINZR. BERIMZEET S
HUTORNIDRENVLETT,

PCIZEMLTLARY NI—07—TJILEREELT B,
Y b=V ERE-EENCLBEAMNICT S,
PC ZBEZY 5.

¥ KAAF 353RYS—BEEFED TAvE—TCBHDARFITAX (RE)] RETIFR
BHNEROA v E—VICTERANDDOREEZI—FICHERLTULET,
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5.5. EBRER A v FDBEFEERREDHREIZDONT

BREICHILEZISAT7 U MPCIZEFAU T ERERRLIZBE. 2y b=V EGHLRNT D
=812 RADIUS 4 —/N\~DEM G BRI ZRET ILENHY ET,
BIRGIRRIEEVEERAELI—TOUYBLARS AV LX) T IEE R Y FTH, BiFICELE
RASIUS H—/\DERNEN>TLEVWET DT, MBLI—THLGEEEEELTERELTLEZELY,
BRIRFEOHREZLUTIZRLES,

% 55-1 RBIEAXBOBEILFRHERE

FREE AR HER(E
IEEE802.1X 2§ 54> (300 #)

av74%5L—> 32372 K : dotlx timeout reauth-period 300
MAC ZB3iE 105 (&/ME 10 7D Tf=8)

a>274%9L—Y 3237 K mac-authentication max-timer 10

A 374 L—2a Yy

B 3.2-10%y FIT— O #ERIZBIT3REBEDEAVI4 0 L—avE, TXIRAMeRDORANT 7
ANLNTRLET, AV T L—230FSBTEEEIE. UTICSRT 77408 ER CARID RN
T77A4ILERWNTTEILY,

A.l. AX1200SDa> 27«44 L—>3y
AX12308S.txt
AX1240S.txt

A2. AX2400SDav7449L—23Y
AX2400S.txt

A.3. AX3600SDav749L—3Y
AX3600S.txt

¥ PDF XZIZTHRAF 774 I E<BEIL. Adobe Reader 7 LI EZFEHA L TT &L, Adobe Reader
AZa—N—0RFRI = TFESF—=2aunR\R] - TH AT 741 V)OI THRHAT7A4IL—
BEARTEINET,
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sh ru

#Last modified by operator at Tue Dec  2 09:55:47 2008 with version 10.7.C

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 50

  state active

!

vlan 51

  state active

!

vlan 52

  state active

!

vlan 100

  state active

!

vlan 1000

  state active

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 50

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 50

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 51

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 52

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface gigabitethernet 0/24

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

interface vlan 100

  ip address 192.168.100.254 255.255.255.0

  ip helper-address 10.50.0.2

!

interface vlan 1000

  ip address 172.16.0.254 255.255.255.0

!

# 

# 

# 


#configuration list for AX1230S-24T2C

!

system function filter extended-authentication 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 100 

  state active 

  name "AuthVLAN" 

!

vlan 1000 

  state active 

  name "ManagedVLAN" 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface vlan 1 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "BeforeAuth" 

  seq 10 permit protocol ip src 192.168.100.0 0.0.0.255 dst 10.50.0.1 0.0.0.0 

  seq 20 permit protocol ip src 192.168.100.0 0.0.0.255 dst 10.52.0.1 0.0.0.0 

  seq 30 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootpc 

  seq 40 permit protocol ip src 192.168.100.0 0.0.0.255 dst 10.50.0.2 0.0.0.0 

!

dot1x system-auth-control 

!

mac-authentication system-auth-control 

mac-authentication max-timer 10 

mac-authentication id-format 1 

mac-authentication password "macpass" 

!

radius-server host 10.50.0.2 key "alaxala" 

!

aaa authentication dot1x default group radius 

aaa authentication mac-authentication default group radius 

!

# 

# 

# 


#configuration list for AX1240S-24T2C

!

system function filter extended-authentication 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 100 

  state active 

  name "AuthVLAN" 

!

vlan 1000 

  state active 

  name "ManagedVLAN" 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 100 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/21 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 300 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface vlan 1 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "BeforeAuth" 

  10 permit ip 192.168.100.0 0.0.0.255 host 10.50.0.1

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  30 permit udp any any eq bootpc

  40 permit ip 192.168.100.0 0.0.0.255 host 10.50.0.2

!

dot1x system-auth-control 

!

mac-authentication system-auth-control 

mac-authentication max-timer 10 

mac-authentication id-format 1 

mac-authentication password "macpass" 

!

radius-server host 10.50.0.2 key "alaxala" 

!

aaa authentication dot1x default group radius 

aaa authentication mac-authentication default group radius 

!




#Last modified by operator at Wed Feb 16 08:16:53 2000 with version 10.7.B

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

  name "AuthVLAN"

!

vlan 1000

  state active

  name "ManagedVLAN"

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/13

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/14

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/15

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/16

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/17

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/18

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/19

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 100

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/21

  switchport mode access

  switchport access vlan 100

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 300

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface vlan 1

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended BeforeAuth

  10 permit ip 192.168.100.0 0.0.0.255 host 10.50.0.1

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  30 permit udp any any eq bootpc

  40 permit ip 192.168.100.0 0.0.0.255 host 10.50.0.2

!

dot1x system-auth-control

!

web-authentication system-auth-control

no web-authentication redirect enable

!

mac-authentication system-auth-control

mac-authentication max-timer 10

mac-authentication password "macpass"

!

radius-server host 10.50.0.2 key "alaxala"

!

aaa authentication dot1x default group radius

aaa authentication mac-authentication default group radius

!

# 

