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% 3-3VLAN DEE

VLAN Y k7= . - .
VLAN £ D P7 ELZ & HEY—N
(#% Y —/VH| 50 |10.50.0.0/24 BRBERICEEUELGY—N\DFET D | EHEYI—N
VLAN VLAN,
Windows Server 51 10.51.0.0/24 NPS., KA >a>r kA—5, DHCP % | Windows
2008 A VLAN EDH—EXAEE LTS Windows | Server 2008
Server 2008 H\FF/@9 % VLAN,
E®Yy—/NH| 52 |10.52.0.024 REICEYRBEINI-IGREEBET S | BEY—N
VLAN DY —/I\HFTET 5 VLAN,
SREIAT VLAN 10 | 192.168.10.0/24 | imERM Ry D —Y BEEZE 1T S RIICAERT -
B9 5 VLAN, FBEEICEKBM LGS E K
VLAN IZFRIE T 5,
&7 VLAN 30 [192.168.30.0/24 | FEEEIXRIIL 1=, BEICK VRS h —
—imRAFTE T % VLAN,
BEY—/I\DH EFBIETTHE,
AL VLAN 100 |192.168.100.0/24 | BBEE & & UREMNEY L =R HNFTE —
9 % VLAN,
EIEMA VLAN 1000 | 172.16.0.0/24 RIEEBAEET 51-5HD VLAN, —
£ 3-4 VLAN—H—/\MEEDOTE
EIEE Windows
EIET E¥HEY—N Server BEHY—/N
2008
SRELRIT VLAN 10 X @) X
& VLAN 30 X O O
FREE% VLAN 100 O O O

Windows KA V& &, EDRAA VITERAT ST IL—TR) O—ZUTORITRLET,

% 3-5 Windows KAV & ET IL—TRYS—

Windows FA A >4

example.co.jp

FIL—FRY)o—

1| DRTLY—EZXDER

NAP U SA 7 hELTREGY—ERZBEHEBSE S,

2| 2y b= K1) —DIERK

EAP DRI VT A VAV DBREEEBRT 5,

3INAP V5472 FDHERK NAP 2547 > bhERT H4&%EHiE%E IEEE802.1X FREEIC
BET D,
4l X )T4EU3—DEE | EX2) T4 F—FFMZT S,
Copyright © 2007-2014, ALAXALA Networks Corporation. All rights reserved. 26




AXS)—ZX NAP YY) a—< 324 F IEEE802.1X 5w (565 9 k)

33 BERIUPF
H 32-10BERY FIT—HEEEIZDONT., BEORASA Y FEUTIZRLUET,

331 AXICEAT 2HERSIVH

BEERM VFEEIVATRAA Y FOEREICDONT, HEBREHRERERZRLEY ., HAEBRITRE
ZIT5LTRELGER, HERBEFRY NI -V EZBETHLTIERIANEEBLLG>TVET,

WIETHE
(1) ERMMOFEFHREZITI
- AX1230S D H
BRARNCVRATLI 723 )Y —RBREER LTI 1 )L2HEEE L HRREBIIMEEZ BN
[CLFET, AEEFRIIEBEOFBEHIVLETT,
-AX1200S
MACVLAN ZERAT BRARA Y FIZLANY2N—FO9z7TF—TILOBREAREA— MK
ELET, AEEFRIEEOBEINVLETT,
- AX2400S
MACVLAN ZERAT BBARA Y FIZLANY2N—FKO9z7TF—TILOBREAREA— MK
ELFET, RELFXRIEVLAN 7055 LOFEHINVLETT,

(2) BBEIATVLANZ7v 77U VO BlOR—KZEMT S,
I—HEREERIIC Windows KA A A0S F o9 B1=8. REEHET VLAN » 5 Windows Server
2008(FAA Y FA—F)NBENTEDE LS. RBEATVLAN Z7 v T U DO R— ME
mLEI,

(8) BRER—FzZI74ILA2EHRET S,
RDBFEETo=R— ME., BEHFOTRTOBENEHmINET, BEMBEZTULE
WEEIX, BHERAT7I7 LRV A FEERLTHR—MIERALET, £=. ARPJL—DERED

WETY,
AKHA RFTIE, & 32-3TRTBENARELGRAERT7 IR ) A F&FERL T, FBEER— kIS
WAHALTWET,

(@) Windows Server 2008 10.51.0.1] ~D@EZFHFAIT S
(b) DHCP BEx&FaI 9 5

(4) #®EVLAN ZRD 3B,
e VLAN (&, IEEE802.1X FREETEIMICY] Y #4 5 VLAN 272 Y £9 . FREEE VLAN £ E1RIC
YIYEHD VLAN TETH, BEVLANICT A ILFERET S & TRI® VLAN ERAILET,
AHA FTIE, VLAN3O Z#&%E VLAN & L TWVET,
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(5) BEVLANIZD IR ERET S,

#F 3.2-3I2RT & 312, #JE VLAN IZFRIE 3 B iR (& Windows Server 2008( KA 4 >a > +O
—I)BLCEBEY—/NEEETEETT ., COMIS. IPT7 FLRZRFT 57-6 DHCP EIE%5F
AT IBRENHY ET,

AKAA RTIE ROT IV ER) R FZEERB LT, BEERA v FOEE VLANIO [TERAL TLVE
ED

(@) Windows Server 2008 10.51.0.1] £ DBIEZHFAT 5

(b) 8EY—/\ 110.52.0.1] LDBEFHAT S

(c) DHCP @{E#&FrI 9 5

(6) BBRIRA vFEMREDRBICNTERET HEE. EAPOL 7+ V—T 1 VT BEEDHD/\T
AW,
IEEE802.1X FREEZ 1T 3 1= FRAER A v F LIHKR & DMEICERET 5/ TIZIE EAPOL 74 T —
T4 VTHREENBETY, AX1200S [SIXEAPOL 7+ 7—F 4 VU BEENRE SN TUVET,

(7) TN FIL—FEERET S,
Windows Server 2008 &EBIEZFITO 1=, BERA YFICT I MIL—FERELET,

HRIFR
(8) FBEERA v F0 IEEES02.1X inRiktH#¥EE % auto [CERET B,
SREER A v F D IEEES02.1X iRk H#EE auto [TERTE LF T, =1 L. AX1230S MIBA. auto
HEERYR— LD 1= disable(fFLL)ERFELTT S, (ML, MBIV Y a—a A Ky
EFBBLTTSL, )

(9) BRRERA v FOIBIPREBRFRMZHET S,

IEEE802.1X ERFF#AE = A XN ERE L 1= Windows K (X EEBIFF 120 > E 2 —42 D IEEE802.1X
REAZETL., 1 —HFO5F VI —HD IEEES02.1X B EITVWVET ., AHA KOBRESRY b+
T—9TlE, AVE2L—3DFANKRT HBHD-D. ROL—YRIAMNTADSLIICLHDEFE
TIEREDIRBREFRME (TIAIME:607) DAY ET, T4 MEDFFETIEI—HEEE
DERBTHEENHDIDT, BIMBEITHRELET, AAHA FTIE, FEFIDRBEREFHEZ 5 7
BELTVWET., GHIEIEEE 6.2 1 FFMERERREROEEICOLT] 258)

(1 0) RADIUS ¥—/3\81E dead interval BRI ZH¥J 5, (AX1200S)

RADIUS H—/N\ADZBEENZ A4 LT b LIzHE. 2 8 BURIZEE Shiz RADIUS H—/n
MEBAFET., TOEBU 1 5B® RADIUS H—/\%FIRY 5 F TOREfE(dead interval)dT 7 +
JU MEIX 10 5 TY . RADIUS H—/\D 1 BEDAHTHEBRINS VX TLIZE LT, RADIUS H—
INDEA LT hZERHET 5 & dead interval [CEXTE S =B RADIUS H—/IADT7 VX %17
WEHARADIUS H—/\MN 1 B TEE SN SIHEE . dead interval Z5FEULMEIZERE L T ZELY,
AH A KTl dead interval & 0 M IZERTE L TLVET, HH. AX2400S/AX3600S 0) IEEE802.1X
BREITIIEIC1IABIZHE L RADIUS H—/\N & Y SEEE 1RO E T,
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(11) AZ7RAYFREOEKRIC) VO TF7ITVHF—=L a3 VEERET S,
A7 R v FBOEEERRILT B0, Vo975 )5 —2avERELET, A4
FRETF4vOE—FZHWLTULET,

(12) RILFTLARNR=VHTYY)—%FERT S,

kT

AX D) —XTIET I 4IL L TPVST+AEI{E L TULVET A, MAC VLAN TIX PVST+ZEHET 3
CERTELRNED, VUTNLRIRZUGTY)—=H LLERILFTILARNRZ UGV ) —%FRL
F9 ., AHA FTIX, VLAN #AEMLE=BIZERHENSWVIILF TILANRZ VTV ) —%FEA

LTWFET, Tz, RBERA v FORBEAR— MME, RNRZU TV —R/ENELFT,

(13) VRRPDTRE, STPDOIL—,TYYTEBRET S,

AHA FTIE. corettl DRIEIL—RBEEZ [200]. core#2 DIBELEZ 100] & L T. core#l
FYRBICERELTWWET, £, core#l DT v SEBHREZ 14096]. core#2 DT v %k

E#x 18192] & LT, core#l #IL—hTY wDICERELTLET,

(14) BR#DDHCP DEREEZT S,
FREL%. DHCP —/ M5 IP 7 RLRZEET 5=, Aa7AAYFIZDHCP ') L—I—

1/%L£é%%ﬁ7FbX®$E§L$TOit\mmPﬁ—AM®EET~EﬁTéT7T

WS —bF9124%VRRP DIRBEIL—2 7 FLRIZERET DVHENHY ET,

3.3.2 Windows Server 2008 B89 AHEERC >

Windows Server 2008 MEXFEIZDULNT., FEIREFEEHZRLET,

HERIEER
(1) TGL—TRYS—EET S,

NAP U SA 7V FREZ—FELTISOIC, FL—TRY—%FERALFET, REHEZTE

BD 3520 IW—TRY L—DE&EE] ZSRLTLEZEL,
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3.4 AX DEBSE

3.4.1 AX1200SQaAv7«445L—v3y

AX1200S o) —XDEHEEFZERLET,

(1) ZEHIRE

AX1230S OHB5E

DRATLIFYav) V- REBHTOERE

(config)# system function filter extended-authentication

T 4 LA R LHRREREIMRE A R T A, VAT
L7003 ) YV—RBEBREEELET,
MARE (L AX1230S DHBETRHRERIE. EBOE
EBNBETT,

> BERA4VF (1)

AX1200S 1) —XDEKE

LAY 2NnN—FKY9xz75—TILDHRE

(config)# system |2-table mode auto

LAV 2N—FOz7T—TILOBREFAREF— kIS
HRELET., XBERE., EEOFEBNADBETT,
> HBERAVF (1)

(2) EXHEE

AX1200S 1) —XDEXE

R"— k VLAN DQE&5E

config)# vlan 1

config-vlan)# state suspend
config)# vlan 10

config-vlan)# name BeforeAuthVLAN
config)# vlian 1000

config-vlan)# name ManagedVLAN

o s s s s

VLANL [XER L6, EHIZLET,

SHEFAT VLAN & LT VLANIO 2. BEEAVLAN &L T
VLAN1000 #ER L £,

MAC VLAN DE&5E

(config)# vlan 30 mac-based
(config—vlan)# name QuarantineVLAN
(config)# vlan 100 mac-based
(config—vlan)# name OkVLAN

& VLAN & LT MAC VLAN30 %. 585F# VLAN & L
T MAC VLAN100 L £,
> HEERAVF (4)

RIRZVTY ) —DERE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration

(config—mst)# name NAP

(config—mst)# revision 1

(config-mst)# instance 1 vlans 100, 1000
(config-mst)# instance 2 vlans 30
(config-mst)# instance 3 vlans 10

(config)# interface range fastethernet 0/1-10
(config—if-range)# spanning-tree portfast

RLVFTLRNR=ZUGTYY—FFHMZL, V=230,
AVREVRERELET,
J—< 3% : NAP
JECavESE 1
MST 4 X4 > X 1: VLAN100, 1000
MST 4 > X4 X 2 : VLAN30
MST 4 >~ X4 X 3: VLAN1O

BEEAR— b 0/1~0/10 IZR LT, A=Y —D
PortFast #ge#MRAL. R/3= 45V —xga e LE
ElR

> HWERAUF (12)
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YER— FORE

OF2EEA

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport mode mac-vlan
(config—if-range)# switchport mac vlan 30, 100
(config—if-range)# switchport mac native vlan 10

7R— bk 0/1~0/10 %, MACVLAN R— k& LTEHRELE
ER

MAC VLAN R— kIZ VLAN30 £ & U 100 %. Native
VLAN & LT VLANIO #E8ELET,

> HEERSAU (4)

OLLiRA vF LDBER
(config)# interface range gigabitethernet 0/25-26
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk al lowed vlan 10, 30, 100, 1000

R— bk 0/25~0/26 %, LERA v FLBIETH S
VOR—bELTEHELET,

k5 >4 HR— kIZ VLAN1O, 30, 100 £ & U 1000 %
Enﬁbi?-o

axX ;&
BERIVF (2)

A

r

AT —ADHRE

(config)# interface vlan 1000
(config—if)# ip address 172.16.0.12 255.255.255.0

=1 —]

EEA VLAN1I00O (24 2 T —RX IP7 FLRAZRE

Lij—o

RADIUS 4 —/\DRE

(config)# radius—server host 10.51.0.1 key alaxala

(config)# radius—server dead-interval 0

RADIUSH—/\D IP7 FLRABLUF—%H/ELET,
A4 FTIEF—% lalaxala] £ LTLET,

RADIUS H#—/\() dead interval # 0 ICERELE T,
WER/1VF (10)

AETA4YIIL—FDERTE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 254

Windows Server 2008 L BIE#1TS51=6. TIAIL kL
—rEHRELET,
> WER4VF (7)

(8) ZUOEARAVRMDERE

AX1200S DB5E

PHER77EAY R FOERE

(config)# ip access—|ist extended JoinDomain
——AX1230SDiZE—

(config—ext-nacl)# permit protocol ip src 192.168.10.0
0.0.0.255 dst 10.51.0.1 0.0.0.0

(config—ext-nacl)# permit udp src 0.0.0.0 255. 255. 255. 255 dst
0.0.0.0 255. 255. 255. 255 eq bootps

——AX1240SDiZEE—

(config—ext-nacl)# 10 permit ip 192.168.10.0 0.0.0. 255 host
10.51.0. 1

(config—ext-nacl)# 20 permit udp any any eq bootps

74X X+ [JoinDomain] MR LET,

----AX1230S DB E----

- SAZIAT VLAN1O A 5 Windows Server 2008
r10.51.0.1] ~OBEEZHALFET,

* DHCP 4 —/\@EZFaLET,

----AX1240S DB E----

- SAZIAT VLAN1O A 5 Windows Server 2008
r10.51.0.1] ~OBEEFHALFET,

* DHCP 4 —/\@EZFaLET,

BERAVF (3)

A

r

BEVLAN A792€RX) X FORE

(config)#t ip access—list extended Quarantine

AX1230SD5E

(config—ext-nacl)# permit protocol ip src 192.168.30.0
0.0.0.255 dst 10.51.0.1 0.0.0.0

(config—ext—nacl)# permit protocol ip src 10.51.0.10.0.0.0 dst
192.168.30.0 0.0.0. 255

(config—ext-nacl)# permit protocol ip src 192.168.30.0
0.0.0.255 dst 10.52.0.1 0.0.0.0

(config—ext-nacl)# permit protocol ip src 10.52.0.10.0.0. 0 dst
192.168.30.0 0.0.0. 255

(config—ext-nacl)# permit udp src 0.0.0.0 255. 255. 255. 255 dst
0.0.0.0 255. 255. 255. 255 eq bootps

(config—ext-nacl)# permit udp src 0.0.0.0 255. 255. 255. 255 dst
0.0.0.0 255. 255. 255. 255 eq bootpc

—AX1240SD 5 E—

(config—ext-nacl)# 10 permit ip 192.168.30.0 0.0.0. 255 host
10.51.0. 1

(config—ext-nacl)# 20 permit ip host 10.51.0.1 192. 168. 30.0

7Y+t R1) R+ Quarantine] ZEMLZET,

- 18 VLAN30 A 5 Windows Server 200810.51.0.1]
~DBREEHALET,

- Windows Server 2008 [10.51.0.1] » & # %% VLAN30
~DBREEHALET,

- ¥ VLAN3O0 » S8 H—/3 110.52.0.11 ~DRE{E
EHALET,

- EEY—/N 110.52.0.1] M 5 VLAN3O ~DREIE
EHALET,

* DHCP H—/\@iEFHALET,

*DHCP Y SA4 7Y bBIEZHAILET,

—---AX1240S D&

- #J& VLAN30 H 5 Windows Server 2008710.51.0.1]
~DBEEEHFALET,

 Windows Server 2008 10.51.0.1] H & #&# VLAN30
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AX1200S DB5E
0.0.0. 255 ~DBIEEHFALET,

(config—ext-nacl)# 30 permit ip 192.168.30.0 0.0.0.255 host
10.52.0. 1

(config—ext-nacl)# 40 permit ip host 10.52.0.1 192.168. 30.0
0.0.0. 255

(config-ext-nacl)# 50 permit udp any any eq bootps
(config—ext-nacl)# 60 permit udp any any eq bootpc

(config)# interface vlan 30
(config—if)# ip access—group Quarantine in

- &JE VLAN3O H &8 H—/\ [10.52.0.1] ~D@EE

EHRLET,

- BEY—/\ 110.52.0.11 M 54&HE VLAN3O ~DBE(E

EHRLET,

* DHCP H—/N\@IEZHALET,
*DHCP Y SA4 7Y hBIEZHAILET,

BEVLANIO IZ7 VR YR FEBEALET,
> HEERAUF (5)

(4) |EEE802.1X BRSIDRSE

AX1200S DB5E

RADIUS MERE

(config)# aaa authentication dotix default group radius

RADIUS H#—/\T IEEE802.1X FRSE %175
LEF,

EERTE

IEEE802.1X BRREME&E

(config)# interface range fastethernet 0/1-10
(config—if-range)# dotl1x port-control auto
(config—if-range)# dot1x multiple-authentication

(config—if-range)# dotlx reauthentication
(config—if-range)# dot1x timeout reauth—period 3600
(config—if-range)# dot1x timeout quiet-period 5

(config—if-range)# dotl1x supplicant-detection disable

(config—if-range)# authentication ip access—group JoinDomain

(config—if-range)# authentication arp-relay

(config)# dotl1x system—auth-control

AX1240S #{FR9 515E(L auto IZERELTT S

R— bk 0/1~0/10 =X L T,
MZLET,

PEY JE— F&#mRBIE—FICLET.
'U'j'JjJ‘/FGJﬁuunE?f;ﬁxﬂl-L %@J—Jﬁ\ﬁE
3600 FHZERELFET .

IEEE802.1X SR % H

JEERELIR BB R IFESRE & 5 BIC
> BERIVF_(9)
KRB HE— K % disable IZ L T .
EAP-Request/Identity DX{E ZHME L F T,

RELFET,

LYo
> HEERSAUF (8)

SHEERAR— b 0/1~0/10 IZEESEEAT IR U R
k [JoinDomain] Z@ALEI,

SEEIRIOD ARP ) L—ZRELET,

> BERSAUE (3)

IEEE802.AX SRFFH#H®MIZLET,
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3.4.2 AX2400SQaAV 7445 L—L3Y

AX2400S DEREHNZEZRLET,

(1) ZEHIRE

AX2400S DBSE

LAY 2NnN—FKY9xz757—TILDHRE

(config)# system |2-table mode auto

LAY 2N—FOz7T—JIERRAKXELA—FIC
BELET, XBERE, VLAN 705 S LOERE
KBETT,

> HEER/A4VF (1)

(2) EXHEE

AX2400S DBE

R"— k VLAN DQE&5E

config)# vlan 1

config-vlan)# state suspend
config)# vlan 10

config-vlan)# name BeforeAuthVLAN
config)# vlian 1000

config-vlan)# name ManagedVLAN

o s s s s

VLANL [XER LEL=6, EHIZLET,

SBEIAT VLAN & LT VLANIO %, &3 VLAN & LT
VLAN1000 #ER L £,

MAC VLAN DE&5E

(config)# vlan 30 mac-based
(config—vlan)# name QuarantineVLAN
(config)# vlan 100 mac-based
(config—vlan)# name OkVLAN

& VLAN & LT MAC VLAN30 #. 251 VLAN &
L T MAC VLAN100 # L £,
> HBERAVF (4)

RIRZVTY ) —DERE

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration

(config—mst)# name NAP

(config—mst)# revision 1

(config-mst)# instance 1 vlans 100, 1000
(config—mst)# instance 2 vlans 30
(config-mst)# instance 3 vlans 10

(config)# interface range gigabitethernet 0/1-10
(config—if-range)# spanning-tree portfast

RLFTILRNR=ZUG VY —F/HIL V=30,
AVREVRERELET,
J—< 3% : NAP
JECavE&S 1
MST 4 X4 > X 1: VLAN100, 1000
MST 4 X4 >R 2 : VLAN3O
MST 4 >~ X4 X 3: VLAN1O

SBEEAR— b 0/1~0/10 I LT, RARAZ2 TV —
@ PortFast #BEZBAL . R/X=0 V) —d R &
LET,

> BER/AVF (12)

YER— FDORE

@IEEE802.1X FREE(EN8 VLAN)F
(config)# interface range gigabitethernet 0/1-10
(config—if-range)# switchport mode mac-vlan

(config—if-range)# switchport mac vlan 30, 100
(config—if-range)# switchport mac native vlan 10

R— bk 0/1~0/10 %, MACVLAN 7/R— k& L TEREL
F9,

MAC VLAN 78— kIZ VLAN30 & & T 100 #. Native
VLAN & LT VLANIO #/ELET,

> BERAU (4)

OLLiRA vF LDBER
(config)# interface range gigabitethernet 0/47-48
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk al lowed vlan 10, 30, 100, 1000

R— bk 0/47~0/48 %, ERIRA Y FEBIET D+
SUOR—FELTHELET,

k5> % AR— FIZ VLAN1O, 30, 100 & & U 1000
HELET,

> BER/AVEF (2)
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AV ITI—RDBE

(config)# interface vlan 1000
(config—if)# ip address 172.16.0. 11 255.255.255.0

EEA VLAN1000 [T 2 Tz —R IP 7 FLAEHK
ELET,

RADIUS 4 —/\DERE

(config)# radius—server host 10.51.0.1 key alaxala

RADIUS H—/\D IP 7 KLAE L UVF—2RTELE
T, AHA FTIEF—% Talaxala] £ LTULVET,

FIX4ILFIL— FDEE

(config)# ip default-gateway 172.16.0. 254

Windows Server 2008 L @IEZE1TS51=6H. T4k
L—+rEHRELET,
> WERAVF (7)

(8) ZFUVEARAYRMDERE

AX2400S DBE

T tERIVRFDEE

@ S23ERT VLAN A
(config)# ip access—|ist extended JoinDomain

(config—ext-nacl)# permit ip 192.168.10.0 0.0.0. 255 host
10.51.0. 1

(config—ext-nacl)# permit ip host 10.51.0.1 192.168.10.0
0.0.0.255

(config—ext-nacl)# permit udp any eq bootps any
(config—ext-nacl)# permit udp any eq bootpc any

742 E€&X1) Xk [JoinDomain] ZERLET,
- BB EF AT VLAN1O A 5 Windows Server 2008
r10.51.0.1] ~DBEEFHALFET,
« Windows Server 2008 [10.51.0.11 A & SR EF@T
VLANIO ~DBIEZHALET,
* DHCP —/\@EZHALET,
*DHCP V547V FBIEZHRAILETD,

@i2% VLAN A

(config)# ip access—|ist extended Quarantine

(config—ext-nacl)# permit ip 192.168.30.0 0.0.0. 255 host
10.51.0. 1

(config—ext-nacl)# permit ip host 10.51.0.1 192.168.30.0
0.0.0. 255

(config—ext-nacl)# permit ip 192.168.30.0 0.0.0. 255 host
10.52.0. 1

(config—ext-nacl)# permit ip host 10.52.0.1 192.168.30.0
0.0.0. 255

(config—ext-nacl)# permit udp any eq bootps any
(config—ext-nacl)# permit udp any eq bootpc any

(config)# interface vlan 30
(config—if)#t ip access—group Quarantine in

749+ X1 X b lQuarantine] ZEBLET,

- #J& VLAN30 A 5 Windows Server 2008710.51.0.1
~DREEHFILET,

- Windows Server 2008 [10.51.0.1] A 5 %% VLAN30
~DREEHALET,

* #RJE VLAN30 » 518185 —/3 110.52.0.1] ~D&EE
=EHFAILET,

- B8 Y —/\ 110.52.0.1] M 5#&%E VLAN3O ~D&EfE
A LET,

* DHCP H—/\BIEZHALFET,

DHCP V547> FBEZHAILEY,

BEVLANIO IZ7 7R YR FEEALET,
> HEERSAU P (5)
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(4) |EEE802.1X BTN HRSE

AX2400S DBE

RADIUS DER5E

(config)# aaa authentication dotix default group radius

(config)# aaa authorization network default group radius

RADIUS 4 —/\T IEEE802.1X SREE %175 L /T
LET,

RADIUS 4 —/\T IEEES02.1X B (818 VLAN) 1T 5
CEERELET,

IEEE802.1X FREEMERE

(config)# interface range gigabitethernet 0/1-10

R— bk 0/1~0/10 12 LT . BEEERT7 IV AU R

(config—if-range)# authentication ip access—group JoinDomain k TJoinDomain) %@ELET,

(config)# dot1x vlan dynamic radius-vlan 30, 100

(config)# dotlx vlan dynamic enable

(config)# dot1x vlan dynamic reauthentication
(config)# dotlx vlan dynamic timeout reauth-period 3600

(config)# dotlx vlan dynamic timeout quiet-period 5

(config)# dot1x vlan dynamic supplicant-detection auto

(config)# dotl1x system—auth-control
(config)# dotlx logging enable

> HWERSIVE (3)

REIABMICETIYE S VLAN #. VLAN3O &
U100 £ LFET,

> HEERSAVF_(4)

IEEE802.1X FREE(EMI VLAN)Z BRI L E T,

#lejj/l“o)ﬁmbnE%;ﬁ)‘j”-Lz %(DJ_]HH’E
3600 #HZERELE T,

IR R M S ICRELET,

> HEERSAVF (9)

i KRB HE— K % auo IZ L T.
EAP-Request/Identity DiXEZBEILE T,

> WERSAU (8)

IEEE802.1X FREEEZHA XL FT,

IEEE802.1X (BEEA 5 % syslog [CHALET,

syslog DERE
(config)# logging host 192.168.0. 1 syslogH—/A\D IP7 FLRZHRELZET,
(config)# logging event-kind err, evt, aut syslog N EHIZREOS aut ZEMLET .
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3.4.3 AX3600SDaAv7445L—L3ay

AX3600S DEREHNZERLET,

(1) HBEOHTE

AX3600S DBE

"— k VLAN DQE&5E

config)# vlan 1

config-vlan)# state suspend
config)# vlan 10

config-vlan)# name BeforeAuthVLAN
config)# vlan 30

config-vlan)# name QuarantineVLAN
config)# vlan 100

config-vlan)# name OKVLAN
config)# vlian 1000

config-vlan)# name ManagedVLAN

L s s S S s e o s

VLANL (XER LWL =6, ESZLET,

SBEERT VLAN & LT VLAN1O Z. #J%E VLAN &L T
VLAN30 #. i25F# VLAN & L T VLAN10O %, &i&
A VLAN & L T VLAN1000 #ERE L £,

ANR=ZVTY)—0

%gl

E

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# instance 1 vlans 100, 1000
(config—mst)# instance 2 vlans 30
(config-mst)# instance 3 vlans 10
(config-mst)# name NAP
(config—mst)# revision 1

(config)# spanning-tree mst 0 root priority 4096
(config)# spanning-tree mst 1 root priority 4096
(config)# spanning-tree mst 2 root priority 4096
(config)# spanning-tree mst 3 root priority 4096

RLVFITNRNR=ZVGTY—FFHMZL. V=230,
AVREVREHRELET,
J—< 3% : NAP
JECaUEE 1
MST 4 X4 X 1: VLAN100, 1000
MST A4 X4 >R 2 : VLAN3O
MST A4 X4 > & 3: VLAN1O
> BERIUF (12)

TV OBEEERELET,
> BERAUF_(183)

YER— FORE

(config)# interface range gigabitethernet 0/1-4
(config—if-range)# media—type rj45
(config—if-range)# switchport mode trunk

(

R—k01~04 %, TRRA v FELBETH LT
YR—FELTEELET,

config—if-range)# switchport trunk allowed vlan 10,30, 100, 1000 | 2> 7R— FI= VLANIO. 30, 100 &&U 1000

ERELFET,

VOO FTIT—a v DEE

(config)# interface port—channel 1
(config—if)# switchport mode trunk

(config—if)# switchport trunk allowed vlan 10, 30, 100, 1000

(config)# interface range gigabitethernet 0/3-4
(config—if-range)# channel-group 1 mode on

R—FFYRILAVATTI—R1ERSUIR—E
LT L. 35 >%7/KR—FIZ VLANLIO, 30, 100 &
KU 1000 #HELET,

R— bk 03~0/4 %, RATAYIE—FDFvRILY
L—T1IZHRELET,
> BERIVF (11)

AV TI—RDBE

(config)# interface vlan 10

(config-if)# ip address 192.168.10. 1 255. 255. 255.0
(config)# interface vlian 30

(config-if)# ip address 192.168.30. 1 255. 255. 255.0
(config)# interface vlian 100

(config—if)# ip address 192.168.100.1 255.255.255.0
(config)# interface vlan 1000

(config-if)# ip address 172.16.0.1 255. 255.255.0

VLAN10, 30, 100 5K 1000 (2, £ B2 Tz —RXIP
FRLREEFNFNHRELET,
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(2) VRRP DERSE

AX3600S DB5E

VRRP DE&5E

(config)# interface vlan 10
(config—if)# vrrp 10 ip 192.168.10. 254
(config=if)# vrrp 10 priority 200
(config—if)# no vrrp 10 preempt
(config—if)# vrrp 10 accept

(config)# interface vlian 30
(config—if)# vrrp 30 ip 192. 168. 30. 254
(config=if)# vrrp 30 priority 200
(config—if)# no vrrp 30 preempt
(config—if)# vrrp 30 accept

(config)# interface vlan 100
config—if)# vrrp 100 ip 192.168. 100. 254
config—if)# vrrp 100 priority 200
config—if)# no vrrp 100 preempt
config—if)# vrrp 100 accept

Py

(config)# interface vlan 1000
(config—if)# vrrp 1 ip 172.16.0.254
(config=if)# vrrp 1 priority 200
(config—if)# no vrrp 1 preempt
(config—if)# vrrp 1 accept

VLAN10, 30, 100 & 1000 IZ® L T. L TOHRE
ET0ET,
REIL—EDIPT7RFLREERELET,
REIL—SDEBEEEERELET.
-BEUIYRLEILELES,

TR TNE—FEEDICLET,

> HEERSAVF (13)

(8) DHCP Y L—®DEE

AX3600S DBSE

DHCP ) L—DE&E

(config)# interface vlan 10
(config=if)# ip helper-address 10.51.0. 1

(config)# interface vlan 30
(config=if)# ip helper-address 10.51.0. 1

(config)# interface vlian 100
(config=if)# ip helper-address 10.51.0. 1

VLAN10, 30 8& U100 (LT, DHCP ) L—T —
IV MIKBEREET FLRERELET,
> BERA2F (14)
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(4) OSPF D®E

AX3600S DBE

"— k VLAN DQE&5E

(config)# vlan 5 OSPF@&{ERAIZ. R— F VLANS 8L U 15 R L &
(config-vlan)# name OSPF <+

(config)# vlan 15 °

(config-vlan)# name OSPF

YER— FORE

(config)# interface gigabitethernet 0/24 R—bFO0R4ETFTHEAR—FELTRELET,
conf@g—!f)# switchport mode access 7454 ZH— R= VLANIS #8255 LET,

(

(config—if)# switchport access vlan 15 o — N o o

(config-if)# spanning-tree portfast 71/\_/7 V') —0 PortFast #REEEA L . X/3=
TI)—®ENELET,

VOO TFTIT—a v DEE

(config)# interface port-channel 1 R—bFF¥RILL22TT—R 1T VLANS ZEML
(config—if)# switchport trunk allowed vlan add 5 *4,

AV ITI—RDBE

(config)# interface vlan 5 VLANS 88XV 152, A1 3 7x—RIP7 RLR%EK
config-if)# ip address 10.5.0.1 255. 255.255.0 ELES,

(
(config)# interface vlan 15
(config-if)# ip address 10.15.0.1 255.255.255.0

OSPF MXRE

(config)# router ospf 1 OSPF #i2E L%,

il I O B3 D EBRLET.

(config-router)#t network 10.5.0.0 0.0.0.255 area 0 OSPF MEMFT B4y FT—V ERELET
(config-router)# network 10.15.0.0 0.0.0.255 area 0

connected B EHEELET,
(config-router)# redistribute connected

3.4.4 AX2500S DavI7«44L—3y

AX2500S> 1) —XMa 2T 4 L—3 3 UIFAX1200S 1) —XZHEART, 41 32 7 2 —RER LS DR
MEENIY T4 L— 30Ty RIFERMICHBETT,

f=1= L. SREERE T, RITTR T HH L?]D&Z/?»{Ol/ a oEMAHY FT HEEE L TIE.
VO TINT—2 3 vR— bORBEREAEMSh, 20T L— a3 ELTE, BERTE
syslogiRERd %15 & (- logging event—kind auti BMERET HHELHY T,

R A>T 4 L—2 3 1T AX1240S % AX2530S ICBEEHAIGEEDTER IV T4 L— 3
VIFANERMILELIEZOTSEICLTLEEL,
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3.5 Windows Server 2008 MDE&5E

AETIE. NAP [CRBREHRIVKR—F 2 % 1 B0 Windows Server 2008 IZE THEEL TS 10D &
LT. ARBERAD Y IL—TR O —DERFIBEA® Network Policy Server (LI NPS) DEREAEFTRL
F9, HFAVKR—RU ME, FRENFDH—NI LU THERLTEESESET NAP REV AT A
ZEETSELARETT,

BRECHELREZEIVR—FY MEBRIZA DR F—ILEHTHDZ ENRMHRTT, 0S o WICHEH
REICEAL TOA >R b—ILFIEZ(X Microsoft DIR—LR—CESBLTT S,

AH A FTIE Windows Server 2008 R2 N—X Tigik L TLVET, AETIL Windows Server 2008
& Windows Server 2008 R2 TEREITEWVWA HAHHE . REEEVCEREFIEOEAEFRICOVWTEAD
HEAEETRLTULVET,

F 1= NPS DEREIL IAS (Windows Server 2003) DEEIMBOBEBINHIHAERNRELTUVET,

LLTFIZ Windows Server 2008 DERA Ty T#E&HE LET,

(1) EEpTEER
AAA FICTHREEZERRT DI DLELREZRLET,
(2) FL—THRJ—nDEE (Active Directory)
ARRBADTIL—TR) O—2ERLET,
(8) a—%. JIL—T DR (Active Directory)
LT H1—HOTIL—TOEEZEETVET,
(4) RADIUS 254 7> FDE/RE (NPS)
NPS [Z Authenticator (RBREERA v F) DIP 7 FLRAZEHLFET,
(5) EHMEREY—0DFEE (NPS)
NPSA RADIUS UV TR F&ZEL-GEDNELZERLFET,
(6) YRTLIEEMBRIIY—IL (SHY) DFEE (NPS)
NPSIZURTLDEF 1) T4RY—FFE&ZLET,
(7) EEHERYS—OFE (NPS)
X TR O—ITHT IHEREEZFELET .
(8) Ry rFI7—9R)L—DFEE (NPS)
RADIUS )V TR FOABIZ—HT AFHOERBELLEDEY FEERLET,
(9) DHCP H#—/SME&5E (DHCP)
& VLAN [Zxti59 % DHCP Ra— &R LET,
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3.5.1. ERTZENR

AH4 KTIE., Windows Server 2008 IZT FEED&EE#=FRALET,
Windows Server 2008 [CLL T DREINER SN TWEINZHEEL., BEICZH CTEMA VR F—ILETT
S2TTF&LY,

=a
1. Active Directory FAA ¥ —EZX
AKAA FTIERAMVIZTRID FAL 2 bA—FE LTERLTWET,
AEICTIHNL—TR) O —DREABTEZRLET,
2. Active Directory EIBAEH—E X
AHA FTRIVE—TSAXDIL—FCAELTHERLTWET,
3. DNSH—
CDY—NETSA4T)DNS ELTERELET,
4. NPS
AEICTEENBRERLET,
5. DHCP H#—/s\
AEICTEENBRERLET,
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3.5.2. TIL—THR) —DE&RE

AH A FTIE, Active Directory D IL— TR L—ZFRAWT, fBAOIVE21—2%—FEELT
WET, ChIckY., Windows FAAL IZSMLEzwmEKIZS, NAP Y547 &L TOERP
IEEE802.1X FREINHE X BBMICER I TS LT, MHIEARBOEEEZERHT LI LNATEET,

TIL—TR)O—DBREETHHEVNEE., OVE21—4EIC NAP V547 FELTOERP
|IEEEB02.1X FREIDNHEZFH TR T IMENHYFET, VIL—TR) O—DREFTHEWGEEIL.
BAEFESHBLTT L,

TN—TRYS—DHRERNBOEGERAIE AT LEERDEX 1Y TAICKELEEEZEZFTTO
T, EAREOEFX 2T 4R =G CTHEYGHREEZITOTTFEWL, BH. EXaUT1sT74L
ANBEERTHIET, BENDIAVELA—FDAITERAMEERKR VAL Z LB TEET,

AHA FTERETHIIL—TR) O —DARZUTIZRLET,
£ 36 JI—TRIL—DERERNE

§ R o—2% RENE L
1 | Network Access Protection Agent BERR | V547 bravEa—42 LDy NO—4
TR RE (NAP) BEEZHAMICLET,
2 | Wired AutoConfig BHERR |1 —Y Ry b 24T 1 —RXLETIEEES02.1X
REEETLET,
3 |#HLListaTA¥—F (A#) '3 DS54 FohaVEa—82 LD EAP BEEE
Y b= R — BLFET,
4 | EAP BEEH Y SA4T7 2 b % EAP R—ZX D&l % NAP [TIRIELF T,
S| EXxa)TateE3—%F2IZTS a0 FAL YV EDaVEa2a—RICTEF2) T
(RAAEDAVEL—32DH) oA —FEEHARIEET,

UTFIZTIN—TRY O—DERARATY TZRBEB;LET,

(1) HELWINL—TRYI—FTZ Y FOER
(2) PRTLY—EXDERK

(3) XY FI7—UKR)—DERK

(4) NAP Y SAT7Y FOEEL

(5) EXaUT4EVE2—DOHEEK

(6) JL—THRI—DBEEDER

(7) TL—TRI)—DRB
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(1) HLWIL—=TRYL—FTSxH FOER
KA RTERTBIIN—TRY—F TS V2, THFIEZRLET,

® TRZ2—F+1 - MERERORKEL (2 Tmmel & AF LT MMC (Microsoft Management Consol) %2
B9 5,

AVY—IL1IDEAIZT. (774I)L] > TR+ TAVDEMEHIR] 20 voT 5,

— AT o7 0 R x|
® Z j_ J j 4 / 0) j]u & ﬁll ﬁ ﬁ '\ —C ~ %ﬁi&mﬁéﬂ '. "mwwumém» o7 DERIRLED, MRLEA T L EMBRLAD T AR Y, DRI 2 7 LT,
r@ JL— jz‘k ) —5 EEIT 1443 1 é‘—iﬁ 'Iﬁgi‘;’?ﬁ:: [ - % W
3‘. :I:; ﬂ:;]‘/’d 114 L
RL MEMy 200909 %, - Jec st - B e
L
0= T
AT Ea-h0EL BT
%A

FQZ??‘H&W, Fecfivn Dirgcony Q001 T [t oo, RERRMRIE (00) 1o DT Vi, BIlArEa — LA Ve B b e — A 220

OF Fezdzil
3.5-1 FILLWIL—TRYL—F TSI+ ERD

e . 213
@ TIL—TKR)I—#TTzy bOERE e
mISTIBRBIZIUv L. TRASY B0 [Feomoicor Hl & -
. . o FAA S QUL B EUUAENELL =T AU — AT e (D
/OUJ ’)7 70) r%ﬁ' LL‘Q)[/—jﬂ_\ U — E=10) [ FAt I

7] Domain Controllers example cojp

AT LRI TAaAEY )Y
LT IHLWIL—TR)o—FTo
U~ BT B

[ or | #et |
352 HLWIW—FRYS—F TSz DD

@ FLLLERLIZTWN—TR)—FT2zy) FOARIEEEL, TOK1 29 U9 I T 5%,
(K#4 FTIE TNap Test Policy )
TN—TRYS—AToxH bOBRE@EICT IET1 22y  LTEEZRAL S,

@ xj— ‘y j”r ya)iEj]u & ‘ﬁ“B’%EE': -c ~ ig '{ a:?-f mJJ‘J--M:mMM'}-I“AH{NlM.il'h!h&lﬁ”‘;im%.mﬂﬂmlhﬂ&mﬂ
RENF=RF v T ORIz LIS “‘ 5 —
N—THRY St TS H FBEES S iR | —
EERBL 0Kl 24U vy LTEEE T sy e —
Eq L; 6 o :;.i-; ﬂimir;ﬁ?m

AL e

Ea=FoI D —7 A% — 4700 BT

T |
3.5-3 HLWL—TRYL—FT T IrDER®G)
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(2) YRATLY—ERDEE

34 K IEEE802.1X FREFRF (%

9 hiv)

NAP 25472 hDBERE LTRELTR 2 DOY—ERIZDWNT, 7347 MnRiEBIFIZH
BHICHRIREL LD L SRET HFIEEZRLET,

I'Network Access Protection Agent]
I'wWired Auto Config ]

@ arvvy—IiL1 OEE@EIZT, )=
JLIL— k1 — TNap Test Policy] — '3
vEaA—2DEKl > TR)Y—] -
Windows DE&E] > X2 T4 D

BEl = [VRTLY—ER] &8RY
3%, 5EED Network Access Protection
Agent] ZEV vy LTTANT 1%
F<,

Network Access Protection Agent ® 7'
NTAE@EIZT, Y—ERDREZ—F7
v 7E—R%& 88 TEREL. TOK]
Oy o LTEEZRAL 5.

OnaEmELY wired AutoConfigl %
B0UvH LT IFOnRT11 ERAE.
Y—EXDRE2—+T7yvTE—F%E B
B ICERET . RRICTOKI 20y
JLTCEEZRAL S,
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0124 0124 10.25.0.0/24
VLAN15 core#tl VLAN25 core#f2

AX3600S ETYTTY AX3600S
VLAN100,200,1000 . .

RIEIL—4

254 7> FAVLANT | 192.168.100.254
STP 254 7> FAVLAN2 | 192.168.200.254
EIEA VLAN 172.16.0.254
0/47~0/48 0/25~0/26
VLAN100,200,1000 VLAN100,200,1000
edge#t1 edge#?2
172.16.0.11 AX2400S 172.16.0.21 AX1200S
VLAN 100 VLAN 200 VLAN 100 VLAN 200
0/1~0/10 0/11~0/20 0/1~0/10 0/11~0/20
e b == .
A—H1EANAP 4 S A7 hEE A—H2FANAP I 547 v MER

10.15.0.0/24 OSPF
. 13 3

0/24 0/23

VLAN50[VLAN51 [VLAN52
loi~op] 03 [ o4 |

%%
H—/\#1
— T
%%
H—\#2

.
+ IEEE802.1QY) >4 '

RAL V% :
example.co.jp

4.2-1 YT —7#EBE(EE VLANGR—BEA)#ER)

CCT, BARAYFOR—FELUTOELIIICEELET,

% 41 BEA(YFOR—NEE

z%i? e | R— B2 | R— riER A VLAN
S | 0/1~0/10 | 7HERA—k (@';E\Eiﬂ%ﬁf :;ﬁ)) 100

AX2400S 0/11~0/20 | 79 £ RAKR—F+ (@Iéiﬁﬂﬁf EEﬁ)) 200
J:fs) Zﬁj;;; 0/47~0/48 :_5_/;7 - —

REEA | 01~010 | 7yeAR—t | (EEESCZLXEE | 100

AX1240S 0/11~0/20 | 77 £ RXHKR—Fk (@'éifiﬁfa?f ihgﬁ)) 290
J:fo) Xﬂj;;; 0/25~0/26 'f_/f — -
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ZVLAN DEZEH LU VLAN EH—NBEEDATEEZUTOEIZRLET,

& 4-2 VLAN DEZE

VLAN | Ry tT—2 . n .
VLAN £ D P7 ELZ & HEY—N
(%Y —/NA| 50 |10.50.0.0/24 BRERICEETRLEY—/I\DFE | £HY—/ 1
VLAN 9 % VLAN, EFEY—/\#2
Windows Server| 51 10.51.0.0/24 NPS., FAASAvav bAa—5, Windows
2008 A VLAN DHCP % EDH—EXNEES LT | Server 2008
LY% Windows Server 2008 HFrE
9 % VLAN,
B&®’Y—/NH| 52 |10.52.0.0/24 BREICLYREIN-ImKREEBE | BEY—N
VLAN T52EHDODY—NDAFRET S
VLAN,
55472 FA| 100 |192.168.100.0/24 | 1 —HAFRET B VLAN, —
VLAN 1
5547 FE| 200 |192.168.200.0/24
VLAN 2
EIEMA VLAN 1000 | 172.16.0.0/24 BEBZXEET DD VLAN, —
& 4-3 VLAN—HY—/\[EEEOFE
EEE VLAN x5 %7 Windows E31]
FEIETT 100 200 H—/\#1 H—/\#2 | Server 2008 | H—/N
100 SRR R B X X X O O
EFET I X X X O O
RE L) X O O O O
VAN 200 | maram | x x x O o
BE LW X X X O O
RE L) X O X O O
R : O BERT x BIEFRT

A—HY1EA—HY2TT7IRAARERY FIT—VZEET B2, 22— 1 L2—H2HFET S
BB LUV VLAN 29 H T, FNEFNFABT A VLANIZC DA LR EB/TET A ETERTEET,
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43 BERSVF
A42-1DBTEXRY FT—ERRIZDONT. BERSA U FEUTIZRLES,

431 AXICEATHEERSIVE

BARA Y FEEIVIATRAA VFOREICOVT, REABEBEHEREZRLET ., HABRTRE
ZIT5LTRELGER, HERBEFRY NI -V EZBETHLTIERIANEEBLLG>TVET,

WIETHE
(1) 93472 FAVLAN 27 v ) VO BIOR— MZEBMT S,
I —HEREEREIIC Windows KA A4 oABTF 2T 56, ¥ 547> FFVLAN 5 5 Windows
Server 2008(RA A4 >a Y FA—S)NBENTEDLI. V54T FRAVLANZT Y T2y
BloR— KEBMLET,

(2) BEAMMBLIUVEEMRY S —ERKFIC7IVERAHFATEII1 N IEHEHRET S,

REAIDHREZT oIz R— b, REEFOTARTOBENEHRINET, & 4.2-3ITR"FT £S5,
FEHTB L UVEREMRY O—BRDIHERIL Windows Server 2008( KA A > kA—3) & E1E
H—NEBEFMREELET, CORER., BEFERIPVATI R YR FEER L TR— MIEA
LFEJ. F£=. ARP I L—DBREILETYT, O, DHCP ##FEMAJ 51581 DHCP BiE%
HRITAMENHYET,

KAA FTE, ROFTIVERAVRMEERLT, FBEERS v FITERLTLET,

(@) Windows Server 2008 110.51.0.1] & DB@IEZEEHFAIT S

(b) 8EY—/\ 110.52.0.1) LDBEEFHAT S

(c) DHCP @{E#&FrI 9 5

(3) BEERAYFEMREDRBICNTERET HEE.EAPOL 7+ V—FT 4 VT BEEDHD/\T
AW,
IEEE802.1X FREEZ 1T 3 1= FRAER A w F LIHKR & DMEICERET 5/ TIZIEL EAPOL 74 7 —
T4 VTHEENNETY, AX1200S [SIXEAPOL 74 7 —T 4 U BEENEREINTLET,

(4) TN FIL—FZEERET S,
Windows Server 2008 &EBIEZFITO 1=, BERA YFITT IAIMIL—FERELET,

(5) VLANIZZ 4R EERET D,
& 4.2-3I2RY VLAN EBIEDRAIEZE. 74 L2 ZAVTERLEY,
KAARTIE, RO 2D2DT7 IV ERJRAMEERL. TNENRIAEFER IPVA 7OV ER) RS
& U VLAN20O ITEAT S ETERLTLET,
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<PBEAFEARAIPVATIER)R >
(@) DHCP BIE#EF ¥ %,
(b) Windows SERVER2008 [10.51.0.1/24] ~MD@&EZHFAIT 5,
(c) BEY—/\ 110.52.0.1/24] ~DBEZHTT 5,

<VLAN200 772X R k>

(@) VLAN100 192.168.100.0/24] ~D@EZEEET S
(b) EFHEHY—/#2 [10.50.0.2] ~DRBEFHEET S

() IRTCOBEELHAT S

HRIFR
(6) FBEERA v F 0 IEEES02.1X iRkt #eE % auto [CERTET B,
IR A v F D IEEE802.1X ki H AL auto ITRE LET . GEMAIL, MRV Ja—ay
HA K1 #28BLTTFIL, )

(7) BBRERA v FOIEBILKEBRIFRFEEZAET 5,

IEEE802.1X ERFF#AE = A XN ERE L 1= Windows K (X EEBIFF 120 > E 2 —42 D IEEE802.1X
REAZETL., 1 —HFO5F VI —HD IEEES02.1X B EITVWVET ., AHA KOBRESRY b+
T—9TlE, AVE2L—3DFANKRT HBHD-D. ROL—YRIAMNTADSLIICLHDEFE
TIEREDIRBREFRME (TIAIME:607) DAY ET, T4 MEDFFE TIEI—HEEE
DERBTHEENHDIDT, BIMBEIZHRELET, AAHA FTIE, FEFIDRBERFHEZ 5 7
BELTVWET., GHIEIEEE 6.2 1 FFMERERREROEEICOLT] 258)

(8) RADIUS #—/\E{E dead interval BRI Z %4 %, (AX1200S)

RADIUS H—/\ADZBEENZ A LT b LI=HE. 2 & BURIZEE Shiz RADIUS H—/n
YEBEZET, FORBEUV 1 5B RADIUS H—/\%EiRT 5 E TOER(dead interval) DT 7 +
JU MEIX 10 5 TY . RADIUS H—/\D 1 EDATHEBRINS VX TLIZE LT, RADIUS H—
INDAA LT bEHEET 5 & dead interval [IZERTE S 1= BEfE RADIUS H—/\~D 7V £ X %#41T
WEHARADIUS H—/ N 1 ETEB SN SHEE . dead interval Z5FEULMEIZERE L T FZELY,
AH A KTl dead interval & 0 M IZERTE L TLVET, A H. AX2400S/AX3600S 0) IEEE802.1X
BREITIIEIC1IABIZHRE L RADIUS —/N K Y SBEE 1RO E T,

(9) AZRAVFRORBIZY VO TTIUF— a3 EBRET D,
A7 RA Y FEIOREERRIET S0, VoI TF7TI)5—2a v E RELET, KAHA KT
FRETF4vIE—FZHWLTWLET,

(10) VRRPMDTRAR, STPOIL—FrITVYTERET S,
AHA FTIE. core#l DIRIEIL—ZBFEEZ 200]. core#2 DEBFEEZ 1001 & L T. core#l
EIRFICHRELTWET, E£=. coretl DT v DBHE%E [4096]. corer2 DT 1) v D%k
E% 18192] & LT, core#l #IL—FTY 9 DICHRELTLET,
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4.4 AX DERSE

441 AX1240SMaAvI7449L—>3y

AX1240S DEREHNZETRLET,

(1) EXHE

AX1240S DB5E

R— k VLAN DOEE5E

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# state active
(config)# vlan 200
(config-vlan)# state active
(config)#t vlan 1000
(config—vlan)# state active

VLANL [ZEALEWEH., EMLET,

254 7> VLAN & LT VLAN100. 200 &E3E M
VLAN & LT VLAN1000 4R L £,

ANRZVTY ) —DEE

(config)# spanning-tree single

(config)# spanning-tree single mode rapid-stp
(config)# spanning-tree mode pvst

(config)# no spanning-tree vlan 100, 200, 1000

(config)# interface range fastethernet 0/1-20
(config—if-range)# spanning-tree portfast

SUGIWANZUGY ) —EBHIZLET,
EEE— FZEESTPIZHRELES,

VLAN1 0O, 2008&LU1000%L 2T ILRK
ZUTYY—HRIZLET,

SEEERAR— b 0/1~0/20 IZR LT, R/8ZvFV ) —
D PortFast e ZF @A L. A= FV ) —xR o
LES,

YEKR— FDHRE

@A

(config)# interface range fastethernet 0/1-10
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlian 100
(config)# interface range fastethernet 0/11-20
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlan 200

FBEERA7R— b+ 0/1~0/10 [Z, VLAN100, 0/11~0/20 =,
VLAN200 #EXELE T,

OLLiRA vF LDBER

(config)# interface range gigabitethernet 0/25-26
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vian 100 200 1000

LEHRA v FEDBEERR— b 0/25~0/26 1I2. 954
7 > ;A VLAN100, 200 & & HEA VLAN1000 % E
LET,

> BER4VF (1)

A28 71 —RADERE

ﬂg

(config)# interface vlan 1000
(config—if)# ip address 172.16.0.12 255.255.255.0

EHEA VLANI00O IS4 Y2 T —RIP 7 FLR%EK
ELET,

RADIUS 4 —/\DRE

(config)# radius—server host 10.51.0.1 key alaxala

(config)# radius—server dead-interval 0

RADIUS H—/\® IP 7 KLRAE L UVF—%2HBELE
T, KN4 FTlEF*—% Talaxalal] &L TWET,
RADIUS H#—/\( dead interval Z 0 [CERELE T,

> BERA4VF (8)

RET 499 IL—FDERE

(config)# ip route 0.0.0.0 0.0.0.0 172.16.0. 254

WindowsServer 2008 L@BIEEITS1=HT 74 LU
—rEHRELET,
> BWERSIVL_(4)
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(2) Z9ERYRMDEE

AX1240S DBSE

BREERA IPV4A7 VLR YR FOERE

(config)# ip access—|ist extended JoinDomain

(config—ext-nacl)# 10 permit ip 192.168.100.0 0.0.0. 255 host

10.51.0.1

(config—ext-nacl)# 20 permit ip 192.168.100.0 0.0.0. 255 host

10.52.0.1

(config—ext-nacl)# 30 permit ip 192.168.200.0 0.0.0. 255 host

10.51.0.1

(config—ext-nacl)# 40 permit ip 192.168.200.0 0.0.0. 255 host

10.52.0.1

(config—ext-nacl)# 50 permit udp any any eq bootps
(config-ext-nacl)# 60 permit udp any any eq bootpc

(config)# interface range fastethernet 0/1-20

(config—if-range)# authentication ip access—group JoinDomain

PREEERA IPvA 749X R + [JoinDomainl Z4ER
LET,

» VLAN100 A5 Windows Server 2008 10.51.0.1]
~DBEEEHFALET,

* VLAN100 H {88 H—/\ [10.52.0.1] ~D@EEZE
HFAILET,

» VLAN200 A5 Windows Server 2008 10.51.0.1]
~DBEEEHFALET,

* VLAN200 M8 H—/ 110.52.0.1] ~D@EEZ
HFAILET,

* DHCP —/N\@BEZHAILET,

*DHCP UV 547 bBIEEHRAILET,

> BERAVF_(2)

SREERAR— bk 0/1~0/20 IZxt LT, SREEER IPVA 74
X)X MEBEALET,

> BERAVF_(5)

VLAN200 HZ7 A X FDERTE

(config)# ip access—|ist extended VLAN200

(config—ext-nacl)# deny ip 192.168.200.0 0.0.0.255 192. 168.100.0

0.0.0. 255

—

config—ext-nacl)# permit ip any any

(config)#t interface vlan 200
(config-if)# ip access—group VLAN200 in

config-ext-nacl)# deny ip 192. 168.200.0 0.0. 0. 255 host 10.50.0. 2

7HEA) AR+ TVLAN200] #ERLET,

- VLAN200 /5 VALN100 ~DBE#EEBELE T,

* VLAN200 M FEHEY—/\2 110.50.0.2] ~D&EE
#ERFLET,

CITRTOBEFHALET,

VLAN200 [C7 4 AR FEBERALET,
> BERAVF (5)
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(8) I|EEE802.1X BERETDRSE

a2 fi4 F IEEE802.1X FRiL#m (5

9 hiv)

AX1240S DBSE

RADIUS DERE

(config)# aaa authentication dotix default group radius

RADIUS H—/\T IEEES02.1X FREF £ 1T 5
L/ ij_o

CEERE

IEEE802.1X BRREME&E

(config)# interface range fastethernet 0/1-20
(config—if-range)# dotlx port-control auto
(config—if-range)# dot1x multiple-authentication

(config—if-range)# dotlx reauthentication
(config—if-range)# dot1x timeout reauth—period 3600
(config—if-range)# dotlx timeout quiet-period 5

(config—if-range)# dotlx supplicant-detection disable

(config—if-range)# authentication ip access—group JoinDomain

(config—if-range)# authentication arp-relay

(config)# dotlx system-auth-control

(config)# dotlx logging enable

R— bk 0/1~0/20 IZxf L T.
IZLET,

BEY JE— F#mRBIE—FICLET .

YT AL rOBRIEEEMICL. TORAZE 3600
BIZHRELES,

IEEE802.1X R %A

JESREIR R R = S ISR ELET,
> HEERAVF (7)
i KB HE T — K % dsable IZ L T .

EAP-Request/Identity DX {EZHME L F T,
> BERAUEF_(6)

I:llL. nEﬁH-h I‘ 0/1~0/10 (:;{'nﬁﬁﬁﬁ?btz U R |“
lJoinDomain] Z®ALET .

SREIRIOD ARP ) L—ZRELET,

> BERSAVF (2)

IEEE802.1X SRR H#IZLET,

IEEE802.1X SR5F 0 4 % syslog ~@F LET,

syslog DEXE

(config)# logging host 10.51.0. 1

syslog —/ADIP7 FLREH/ELET,
(logging event-kind evt "L ETIEH DM, T I+ )L
F CHSEI-HEKA)

442 AX2400SDaAv T4 L—>3ay

AX2400S L) —XDHEBETLET,
(1) EKRTE

AX2400S DBSE

R— k VLAN DOEE5E

(config)# vlan 1
(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# state active
(config)# vlan 200
(config-vlan)# state active
(config)#t vlan 1000
(config-vlan)# state active

VLANL [ZEALEWEH. EMLET,

254 7> R VLAN & LT VLAN100. 200 &332
VLAN & LT VLAN1000 2R L £,

ANRZVTY ) —DEE

(config)# spanning-tree single

(config)#t spanning-tree single mode rapid-stp
(config)# spanning-tree mode pvst

(config)# no spanning—tree vlan 100, 200, 1000

(config)# interface range fastethernet 0/1-20
(config—if-range)# spanning-tree portfast

SUGNWARNZUTY ) —#F/HZLET,
BEE—FEEESTPIZHRELET,

VLAN1 00, 2008&U1000%LUTILAN
SOV —HRICLET,

SBEEAAR— k 0/1~0/20 IZxf LT, R/A=2 5 Y1) —
O PortFast e BRAL . R/X= 05V ) — &2
LEY,
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9 hiv)

AX2400S DB5E

YER— FORE

@A

(config)# interface range gigabitethernet 0/1-10
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlian 100
(config)# interface range fastethernet 0/11-20
(config—if-range)# switchport mode access
(config—if-range)# switchport access vlan 200

FREERAR— b+ 0/1~0/10 [T, VLAN100 %. 0/11~0/20
IZ. VLAN20O #&ZHELZF T,

OLLIRA vF ELDBEHA

(config)# interface range gigabitethernet 0/47-48
(config—if-range)# switchport mode trunk

(config—if-range)# switchport trunk allowed vian 100 200 1000

LRRA v FEDBERK— - 0/47~0/48 2.9 54
7 > FF VLAN100, 200 & &I VLAN1000 %% E
LET,

> HEERA4VF (1)

AV TI—RDBE

(config)# interface vlian 100

(config—if)# ip address 192. 168.100. 11 255. 255. 255. 0
(config)#t interface vlan 200

(config-if)# ip address 192. 168.200. 11 255. 255. 255.0
(config)# interface vlan 1000

(config-if)# ip address 172.16.0. 11 255. 255. 255.0

254 7> A VLAN100. 200 & &I VLAN100O
1243 72—XIP7 RLREHRELET,

RADIUS 4 —/\DERE

(config)# radius—server host 10.51.0.1 key alaxala

RADIUS H—/\D IP 7 FLABLUVF—FHELE
j_o

AHA FTIEF—% lTalaxala] £ LTWWET,

AETA4YIIL—FDERTE

(config)#t ip default-gateway 172.16.0. 254

WindowsServer 2008 L BIEZ1TS5=OT 74 RIL
—rERELET,

BERIVEF (4)

(2) ZUVERIVRFDEE

AX2400S DBSE

BREERA IPVA7 VR YR FOERE

(config)# ip access—list extended JoinDomain

(config-ext-nacl|)# permit ip 192. 168. 100. 0 0. 0. 0. 255 host 10. 51. 0. 1

(config-ext—nacl)# permit ip 192. 168. 100. 0 0. 0. 0. 255 host 10. 52. 0. 1

(config-ext—nacl)# permit ip 192. 168. 200. 0 0. 0. 0. 255 host 10. 51. 0. 1

(config-ext—nacl)# permit ip 192. 168. 200. 0 0. 0. 0. 255 host 10. 52. 0. 1

(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq bootpc

(config)# interface range fastethernet 0/1-20
(config—if-range)# authentication ip access—group JoinDomain

SHEIEMA IPv4 72+t R 1) X + [JoinDomainl Z 1AL
LES,

= VLAN100 A 5 Windows Server 2008 10.51.0.1]
~NDBEEZHFALET,

* VLAN100 M58 Y —/8 110.52.0.11 ~D@EE%
HFEILEY

= VLAN200 A 5 Windows Server 2008 10.51.0.1]
~DBEEHFALET,

- VLAN200 M 51E8EH—/\ 110.52.0.1] ~D&EEZE
HFEILEY,

* DHCP H—/N\@EZHALET,
“DHCP 4S54 7Y bBIEZHAILET,
> HBERAUF (2)

FREEFAAR— k 0/1~0/20 (2% L T. REEEMA IPv4 75
TRAVRMEBERLET,
> BERAVE (5)

VLAN200 A7 7R YR FDERTE

(config)#t ip access—|ist extended VLAN200

(config—ext-nacl)# deny ip 192.168.200.0 0.0.0.255 192. 168.100.0
0.0.0. 255

(config—ext-nacl)# deny ip 192.168.200.0 0. 0. 0. 255 host 10.50.0. 2
(config—ext-nacl)# deny vrrp any host 224.0.0.18
(config-ext-nacl)# permit ip any any

(config)# interface vlan 200
(config—if)# ip access—group VLAN200 in

7HEA) A+ IVLAN200] H#ERLET,

* VLAN200 /5 VALN100 ~DBEEFHEEFLET,

- VLAN200 Mo E#HY—/V2 110.50.0.2) ~D&EIE
#EELET,

- [224.0.0.18] 580 VRRP BIEZ#EELET .

I RTOBEFHALET,

VLAN20O [C7 U +EAY R FEERALET .,
> BER14VF (5)
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VRRP 24 IWR YV TRT7I A R FDERTE

(config)#t ip access-|ist extended VRRPstop
(config—ext-nacl)# deny vrrp any host 224.0.0.18
(config-ext-nacl)# permit ip any any

(config)# interface vlan 100
(config-if)# ip access—group “VRRPstop”
(config)# interface vlan 1000
(config—if)#t ip access—group “VRRPstop”

in

in

72+t AX) R+ IVRRPstopl ZERLET,
- 224.0.0.18] %8M VRRP BIEZIEBLET .
I RTOBEEEHFALET,

VLAN100, 1000 27 oA YR FZERALET,

(8) I|EEE802.1X BRETDRSE
AX2400S DRSE
RADIUS D&5E
(config)# aaa authentication dotix default group radius RADIUS H#—/\T IEEE802.1X FREZfT5 ¢ %
BRELET,
IEEE802.1X FREEMERE
(config)# interface range gigabitethernet 0/1-20 AR— k 0/1~0/20 =% L T. IEEES02.1X RIL % H

(config—if-range)# dotlx port-control auto
(config—if-range)# dot1x multiple-authentication

(config—if-range)# dotlx reauthentication
(config—if-range)# dotix timeout reauth—period 3600

(config—if-range)# dotlx timeout quiet-period 5

(config—if-range)# dotlx supplicant-detection disable

(config—if-range)# authentication ip access—group JoinDomain

(config—if-range)# authentication arp-relay

(config)# dotl1x system—auth-control
(config)# dotl1x logging enable

:ﬂ(_bia“

Bits nIE"j-sz I"Ejﬂﬁxnm nIE:E I‘(- in?_
YTV hO FOBRIEEEMICL. TORAHE
3600 FMZERELF T,

JEREIIREE R SRR 2 5 BICERTE
> BWERIVE (7))

it K8 H £ — K % disable IZ L T .
EAP-Request/Identity DX S EHMIEL FT

> BERIVF (6)

SREERAR— b 0/1~0/20 IZERSEERAT IV AU R
k lJoinDomain] Z@ALZEI,

SHEIRTOD ARP ) L—ZBRTELEY,

> BWERIUF (2)

IEEE802.1X FREEE=EMICLF T,

IEEE802.1X FBEER ¥ % syslog ~BHILE T,

Lij_o

syslog DEXE

(config)# logging host 10.51.0. 1
(config)# logging event-kind err, evt, aut

=1

syslog —/ADIP7 FLREF/ELET,
syslog A& IZEREEO S aut ZEBMLFET,

443 AX3600SDaAvI744L—>ay

AX3600S DEREHZETLET .

(1) HBEOHRE

AX3600S DBSE

R— k VLAN DEE5E

(config)# vlan 1

(config-vlan)# state suspend
(config)# vlan 100
(config-vlan)# name userVLAN100
(config)# vlan 200
(config-vlan)# name userVLAN200
(config)#t vlan 1000
(config—vlan)# name ManageVLAN

VLANL (ZERLAWN=D., EMIZLET,

254 7> A VLAN & LT, VLAN10O, 200 &
2R VLAN & LT VLAN100O ZERLET,
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AX3600S DB5E

RIRZVTY ) —DERE

(config)# spanning-tree single
(config)# spanning-tree single mode rapid-stp
(config)# no spanning-tree vlan 100, 200, 1000

(config)# spanning-tree single priority 4096

SUGNWANZU YY) —#F/HZLET,
BEE—FEEESTPIZRELET,
VLAN100, 2008&KU1000%L U5 ILR
INZVTY)—R/RIZLET,

TV OBEEERELET,

YER— FORE

(config)# interface range gigabitethernet 0/1

(config—if)#media—type rj45
(config—if)#switchport mode trunk
(config—if)# switchport trunk allowed vlan 100, 200, 1000

THRRA Yy FEDBERKR—LOLE LSV R—
FELTEHRELET,

ATATRATERELET,
VLAN100, 200 £ & U 1000 #HELF T,

VOO T7TIT—2a v DEE

(config)# interface port—channel 1
(config—if)#switchport mode trunk
(config—if)# switchport trunk allowed vlan 100, 200, 1000

(config)t#tinterface range gigabitethernet 0/3-4
(config—if-range)#fchanne|-group 1 mode on

R—FFYRILA VB TTI—R1E RSO R—
ELTHERLET,
VLAN100, 200 £ & U 1000 #EMLFET,

R— K 0B3~04 % . ARATA4YIE—EFEDFvRIL
GIL—F1IZR/RELFT,
> HBERAVF (9)

AV ITI—RDBE

(config)#t interface vlian 100

(config-if)# ip address 192. 168. 100. 1 255. 255. 255.0
(config)# interface vlan 200

(config-if)# ip address 192. 168.200. 1 255. 255. 255.0
(config)# interface vlan 1000

(config—if)# ip address 172.16.0.1 255.255. 255. 0

VLANS, 100, 200 3 & U 1000 DA >4 T —2R
IP7 RLREZFNENHRELET,

(2) VRRP DERSE

AX3600S DBE

VRRP DE}E

(config)# interface vlan 100
(config=if)# vrrp 100 ip 192.168. 100. 254
(config—if)# vrrp 100 priority 200
(config—if)# no vrrp 100 preempt
(config=if)# vrrp 100 accept

(config)# interface vlan 200
(config=if)# vrrp 200 ip 192.168. 200. 254
(config—if)# vrrp 200 priority 200
(config—if)# no vrrp 200 preempt
(config=if)# vrrp 200 accept

(config)# interface vlan 1000
(config=if)# vrrp 1 ip 172.16.0. 254
(config—if)# vrrp 1 priority 200
(config—if)# no vrrp 1 preempt
(config=if)# vrrp 1 accept

VLAN100, 200 & U 1000 [Tx LT, LTOHRESE
TUWET,

REL—2DIPT7RLREERELET,
REIL—IDEEEERELET,
-BEUIYRLEILELES,

TR TNE—FEEDICLET,

> WERSAUF (10)
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(8) DHCP Y L—DE&E

AX3600S DB5E

DHCP ) L—DE&E

(config)# interface vlian 100 VLAN100 & U 200 [T LT, DHCP Iy L—T—
(config-if)# ip helper—address 10.51.0. 1 IV RCkBEREET RLRERELET,

(config)# interface vlan 200
(config-if)# ip helper—address 10.51.0. 1

(4) OSPF MERE

AX3600S DBSE

R— k VLAN DEE5E

(config)# vlan 5 OSPF&ERAIZ. R— b VLANS & U 15 R L &
(config-vlan)# name OSPF 4+
(config)# vlan 15 °
(config-vlan)# name OSPF

YER— FORE

(config)# interface gigabitethernet 0/24 R—bFO0R4ETFTHEAR—FELTRELET,
config—if)# switchport mode access ¥ H 4 ZK— k= VLANLS 8% LET,

(

(config—if)# switchport access vlan 15 o N e s o«

(config-if)# spanning-tree portfast 71'\_/7 V') —0 PortFast R EEA L . /8=
TI)—®ENELET,

VOO FTIT—a v DEE

(config)# interface port-channel 1 mR— FF¥RILA R TT—X 1T VLANS ZEML
(config—if)# switchport trunk allowed vlan add 5 F

A8 TT—RADBE

(config)tt interface vlan 5 VLANS B&U 152, A2 T7—RIPF7 FLR%EE%

(config—if)# ip address 10.5.0.1 255. 255.255.0 .
(config)# interface vlan 15 ELET,
(config—if)# ip address 10.15.0.1 255.255.255.0

OSPF MXRE

(config)# router ospf 1 OSPF ##&2&8 L %EJ,

e el B8 D ERE L.

(config-router)#t network 10.5.0.0 0.0.0.255 area 0 OSPF A’ EIET 4 v FI—V ZRELFT .
(config-router)#t network 10.15.0.0 0.0.0.255 area 0

connected R EFEHEELET,
(config-router)# redistribute connected

444 AX2500SaAvI7445L—>3ay

AX2500SL 1) — XML T 4 T L— 3 VIFAX1200SS ) —RIZHEART, 41 4 7 1 —RERILUSNDER
EENO T4 L— 32y RIFREAMICEETY,

2L REIRE T, RISRIHEEEBME I T4 T L—avEMAH Y F9 . #Ee L L TIE.
Yoo T7 T U= aviR— bORIEEENEMSh, VT s L—2avE LT, RBEIRT %
syslogiEERd B8 &1 logging event-kind autZBMBRTET Z2NELAHY £,

T8 A>T 445 L—3 3 212 AX1240S % AX2530S [CBEHMA-BANDTERIV T4 L—T 3
VITFANERILELEDOTEEIZLTLESLY,
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4.5 Windows Server 2008 @

%{rl_ll

E

EE VLAN #RKI(Z# % Windows Server 2008 ME%FE &, EIRY VLAN K (3.5%) & IFZIERH T,
CCTlIE, ZEETHHROATLET,

451 R FI—IR) —DFRE

BEMR)O—ICEH (BREOK) LEBEEER (BRENG) LEHEEORY —EERLET,
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L7
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o =3 g2
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S. grrms

AKETHEH.BERAY N T—DVDRMRA YF NPSELUNAP IVSA T MIBIT5BESHEDOES
HiEIZDODWTRLET,

‘

51 AXY)—X0ERAaTUF

5.1.1 show dotlx detalil

AX 1) —X (FBEERA v F) TO IEEE802.1X BB AXDIKERTIATY FTT,
NAP 7 5472 hD R L TCWAMNE SN EHRTHIIENTEET,
Ftr-. TOMBELTLS VLANFEBM S, BEBILTWANE I NEZHRT S ENTEFET,
AX1200S Mi5& L. show mac-address-table A< > FEHFHAL TLEZELY,

edgeft1# show dotlx port 0/3 detail

Date 2010/01/30 14:00:07 JST
Port 0/3 (Dynamic)

AccessControl Multlple —-Auth PortControl : Auto

Status : Last EAPOL : 0019. b97d. 46¢7
Supplicants : 1 / / 64 ReAuthMode . Enable

TxTimer : ReAuthTimer : 300
ReAuthSuccess : 1 ReAuthFai | : 0

SuppDetection : Auto
VLAN (s) : 10, 30, 100

Supplicants MAC F Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

[VLAN 100] Port (Dynamic) Supplicants : 1

0019. b97d. 46¢7 Authorized Authenticated Idle 1
113 2009/06/22 13:58:14

edge#1# show mac—address—table

Date 2010/01/30 14:00:46 JST
Aging time : 300

MAC address VLAN Type Port-list
0000. 5e00. 010a 10 Dynamic 0/26
0019. b97d. 46¢7 10 Dynamic 0/3
0000. 5e00. 011e 30 Dynamic 0/26
0000. 5e00. 0164 100 Dynamic 0/26
0012. e228. f5fe 100 Dynamic 0/26
0012. e238. 2a68 100 Dynamic 0/26
0019. b97d. 46¢7 100 Dot1x 0/3

0000. 5€00. 0101 1000  Dynamic 0/26
0012. 228. cd62 1000  Dynamic 0/26
0012. 228. f5fe 1000  Dynamic 0/26
0012. 238. 2a68 1000  Dynamic 0/26

5.1-1 AX1200S DRREFRHI(EhEI VLAN)
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edgeft1#t show dotl1x port 0/3 detail

Date 2010/01/30 16:11:40 JST

Port 0/3

AccessControl Multlple —Auth PortControl : Auto

Status : Last EAPOL : 0019. b97d. 46¢7
Supplicants : 1 / / 64 ReAuthMode . Enable

TxTimer : ReAuthTimer : 300
ReAuthSuccess 1 ReAuthFai | : 0

SuppDetection : Auto
VLAN(s) : 100

Supplicants MAC F Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time SubState

[VLAN 100] Port (Static) Supplicants : 1

0019. b97d. 46¢7 Authorized Authenticated Idle
101 2010/01/30 16:09:59 @K\ INTHRASEE

B 5.1-2 AX1240S MOREERFHI(EE VLAN)RE

edgeft1#t show dotl1x port 0/3 detail

Date 2010/01/30 16:10:24 JST

Port 0/3

AccessControl Multlple —Auth PortControl . Auto

Status : Last EAPOL : 0019. b97d. 46¢7
Supplicants : 1 / / 64 ReAuthMode . Enable

TxTimer : ReAuthTimer : 300
ReAuthSuccess : 0 ReAuthFai | : 0

SuppDetection : Auto
VLAN(s) : 100

26 2010/01/30 16:09:59

Supplicants MAC F Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time SubState
[VLAN 100] Port (Static) Supplicants : 1
0019. b97d. 46¢7 Author ized Authenticated Idle 0 & THASF ]

5.1-3 AX1240S OREEFRRHI(EE VLAN)IRE NG

dist#1# show dotlx vlan dynamic detail
Date 2010/01/30 14:02:39 JST
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl . Auto

Status == Last EAPOL : 0019. b97d. 46¢7
Suppl icants 1/ 1/ 256 ReAuthMode > Enable

TxTimer (s) T — /30 ReAuthTimer (s): 269 / 300
ReAuthSuccess : 0 ReAuthFai | : 0

SuppDetection : Auto
VLAN (s) : 30, 100

Suppl icants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
[VLAN 100] VLAN (Dynamic) Supplicants : 1
0019. b97d. 46¢7 Authorized Authenticated Idle 0
33 2010/01/30 14:02:07
dist#ti#t

5.1-4 AX2400S/AX3600S MRRESR A (BIRY VLAN)
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dist#1# show dot1x port 0/5 detail
Date 2010/01/30 16:06:22 JST
Port 0/5
AccessControl : Multiple-Auth PortControl : Auto
Status D Last EAPOL : 0019. b97d. 46¢7
Supplicants :1/1/ 64 ReAuthMode . Enable
TxTimer (s) i — /30 ReAuthTimer (s): 178 / 300
ReAuthSuccess : 3 ReAuthFai | : 0
SuppDetection : Auto
Suppl icants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
0019. b97d. 46¢7 Authorized Authenticated Idle 0
122 2010/01/30 16:04:19
disthl# Noppheasea]
[Supplicant @ MAC 7} VADRTIC * REFR ShEL, |

5.1-5 AX2400S/AX3600S DIKAEF =M (EE VLAN(R—FEAL)) & OK

dist#1# show dot1x port 0/5 detail
Date 2010/01/30 16:08:33 JST
Port 0/5
AccessControl : Multiple-Auth PortControl : Auto
Status == Last EAPOL : 0019. b97d. 46¢7
Supplicants 1 /1/ 64 ReAuthMode . Enable
TxTimer (s) i — /30 ReAuthTimer (s) : 48 / 300
ReAuthSuccess : 4 ReAuthFai | : 0
SuppDetection : Auto
Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
@)1 .b97d. 46¢7 Authorized Authenticated Idle 1
R 254 2010/01/30 16:04:19
dist#i# -
HIPR T ET/EAF AT (R )
[Supplicant @ MAC 7V VADQEIIZ * ZRTT Do |

5.1-6 AX2400S/AX3600S DIKAEF =M (EE VLAN(R—FEAL)) & NG

5.1.2 show dotlx logging

IEEE802.1X FRAINEMEN I R FROAT Y FTY,
NAP 2S5 AT7 bW oO5 4 L=, WOBRIEZT oI EEERT L ENTEET,
Fi-, FBEHLKMBEOERIZDOVWVCHERT A ENTEET,

5.1.3 clear dotlx auth-state

IEEES02.1X FREPREF#H LT 507V KT,
NAP 2 S A7 hZaEMIZOS 7Y FESERBEITERALET,
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52 NPSOERY—I

521 ARYIMEa2L—T—

NPS IZ& BB, RENOITEZRRLET,

RERESEOY.

DEBEERT D ENTEFT,

AL (5 9 hR)

LTI, ANV ME2A—T—DRT., BRBAEETRLET,

SREAIAEER, YATLADOEEMEER,. RADIUS UV IR My FORBLES

D RE—k] > TEEBY—IL] > ARVIE2—T—1 %9V V9 B, ARVIFE2L—T—
DEEM@EIZT ThRALEa—] =» TH—N—0DKE] - TRy bT—OR)—ETHEARY
—EX] #&RLT, 70RO ZHET 5,

Q@ BRERWODIJRTEEZLUTICRLET,

IEEE802.1X

- AR KMID: 6278 WWERL
- AR NID: 6272 FREERLTH

FREEARD NAP TlE, REBROOJ IR

AERA T ERTIZRYET,

ae—iP) |

BAlEIC)

BARTE E1F _{ol x|
FeIMFY EPEA FTO) ALHHD
es7=d
& R Er—r— (O—hh Zob0—d #U - FPHEA H-FA 12fE
YN
= - migE] S ARLHE ET
:%: A Dy &2 IEEE = LS | B
T DHOP &fﬁ.i’y E 201001427 152507 Micrasoft Windo.. 6278 o bO—h AU ¥ HASL .
T DNS l 2010/01/27 13:26:07 Micrasott Winda.. 6272 FybO-H A 28
T ek ) ;L i) AWN0A172T 13:24:22 Microsoft Yindo 6278 G bO-b M :
T Fbo=h = 10401427 13:24:22 Microsaft Windo... 6272 FuybD-h Al T HiwDh.
TR 1 2010401727 13:26:10 Microsott Windo 6278 FobO-b ﬂ‘{U? [ Forz+
n ihindws 0 WILA1A2T 152410 Microsait Winda... 6272 G bO-b A
= P -Sa-ER, 0l WAL/ 132526 Microsat Winda... BIT6 A b-h A 8 uE.
Sy IRy M1/ 15:25:26 Microsat Winda 6272 Ay -0 A 4 m2an
21 I oy b |2,
FARS-T RO
= HrAL .
AR
B = Fr 2
NAPIEEE ER: il
SPEEEVLAN
Windowe = H ~nz »
deczxamplecojp .
Eawl ol .. -
SRELOIE: PEAP
EAF THESE Micrasoft T4 17 TIREBFE AT (EAP- - 3I [EECAS
AL A D LAY E (:(U‘{f\
D4R M): EFaTo
S ,
w205k Micrasoft Windaws security & O4OHE (1(D): 20100127 13:25:07 ﬂ = ‘jt“
A% b ID(ER 6278 SADORFAUA: Fu b= BT — 45 & kel #RUE.
ALY &R F-O-R(K)  RINOESH | BHRD..
a2 —H—(U} MR JoE¥1—B—{R}: deexampkrcojp H ~nz »
FA—F0) &%
SR ISR A0k gmaL T

H 5.2-1 BEHEREIODS
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@ REXKOIVRFEEZUTISRLET,
IEEE802.1X BEEA KD NAP Tl&, REFZROO T I35
ARV MID: 6276 #HREKRK
s ARV KID: 6272 EREERLIS
S L=

ARIRT ERTICHRYFETS,

FrAIUF) HPEA) FEROD AUTHH)
L=
] A#Uh Ea=p— (O0—hn F2bI—0 MY —EPOER $—E2 f - T
= [ DABL F1-
BT iR F  ARUbEL 675
T Active Directory 13 = = — — — - | = 1#FEEN
P htivs Diractory S [l R [v=—2 I A D] &J:Dojﬂ:lrjul 1
P OHOP it [0 2010701727 132014 Migrosaft Windo. 8276 AubO—h AT |7 hsn .
T DS Hti- G 2010701727 132014 Microsaft Windo. 8272 Awb-H Y. AL
T b i (1) 2010401527 13:20.04 Microsoft Windo 6278 Fub—8 iy
T b oh 2010401427 12:20:04 Microsaft Windo 8272 Fuwbo—d Ay T WEDD.
F g, ' 2010701727 131820 Microsoft Windo 8278 AwbD-b AUy B 7007
& Windows 04 2010/01/27 121220 Microsoft Windo. 6272 Fwbd-5 AU
& PR, Ol 2010401427 131645 Micrazaft Windo. 8278 FRbI— AU 8 w=.
S HIARIFE 2010/01/27 131545 Microsoft Windo. 6272 FwbI-—b AU [T
2010701727 131516 Microsaft Windo B78 s b—h A B
x haRL .
IS | AARL .
ZmhAS
- Eod 3
e ] j‘
R —E NAPTRE |G B
-0 A~ HEEVLANID
P R Windows: ﬁ T 4
doexampleco jp — e
FEAF
EAP (OFEEE: Microsatt 7510 T4 THREEENEMAT—F (EAP- = b
MECGHAP w2l = il _
T amfn
O DM} T -
5 »
M=ALS) Microsoft Windows security & O4MB (D) 2010401427 13:20:14 il L\I'.] RRLE
A4+ ID(E) 6276 FABDRFANYS: FybD—b AU i |
LAILE s F-0-FKE  RHEHE 6 #HD-
2 N/A JuEa—#—(R:  deexamplecop |~z
FAT— RO i+
SERBIEHRA: A DA LE
Je—(F} BB

5.2-2 BREBREBOOT

@ FREFICERB LTI (NPSDOHRY FD—4 R S—I2—HBLEMN-T) BE. BEFT VI IEERS
NIREEELBROTDARTENET,
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53 NAPYSA47> FDERY—IL

5.3.1 netsh nap client show state

NAP 9S4 72 FDRAT—RRAERTTHIAYUETY,
NAP #EMT 2REFEDRAT—F AP, SHA O/N\—2 3 UiEHR, BROEF21) 7 REERER
Bl ENTEFET,

ORI T TaAR Y FEERTLEBRAIZUTITRLET,

|-..
CIRLET,

18P

ft Comporztion

-3, EEENTE

Wi ndows E :F o i I_..-l e J—.Erl%ﬁTII_ 'L-'.--:': TR

5.3-1 NAP 9547V PR T—ERKR A
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532 Ry R I—=UF7HOAREDHR

NAP 7 5470 hEREERA v FITHERT &, Ry FT—0 70 £ ZIKEH Windows BIED % X
I N—IZBBMIZRTENET,

NAP 7 5472 bHREICKRBLIBE, UTOAYvE—URRTEINET,

i coIrEa—FE coFyho-IEfERLUTWERA X
W Fy hI—4 PHERRIRENET.

Ay

TABce  m°

5.3-2 BREXBEOAVE—T

Aye—CEIVVITEHE, REBREERTHENTEET,

[ xwrO—s FoEEE | =

| @I avE1—%E. COFy FO—SEFICERLTVWERA
b VP21 —FHEHENBET. Fv M0 PoEAGERENET. [B
HHT) i3 [EEER) 24 Uw A LT LEE.

> |

® windows a1 UFsESERT—IT -3
Microsoft Corporation
Windows 1 UF s FERT - MNE. EBESAESLERU—
. JxEa1—SHERLTVSHEINEFIuILET.
Ji—=3 21 1.0, ID 79744

m

Windows X2 UFEEET—T x> ME. COOYPa1—SOtFa U
FREOERICERLELE.

jmiEmE. i)

K

emsi) | zamwm | [ #0s

5.3-3 BREXKEOEE

CCT.NAP Y SAT Y MERDBEEZERL TR Y T -V BHICENSELH L BERENER
ENET. NAP U SAT7 0 MPIREICHILIZEBE, UWTDEL S A v +— A Windows BEIED %
ARYN—[ZRRENFET,

W COOL 1SR CORY hO—SBAEEELTVET X
W =y b I—OADESRTOEANTIETT.

., CARS @ g
i SR
i KAHA T ==

TIEC®
5.3-4 BRERIEEDAVE—Y
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AytE—TUEIVVITEHE, RERBREERTDIENTEET,

T v o5 FoEARE

|@ aVFa1—%lk. COFY FI—SEHCERLTVWET
Ry R I—HADESLT I AN AETT.

@ windows tfaUFsE8ET—TT>b FHTT-.-100%
Microsoft Corporation
windows =1 U7« EEHT T ME. ERENERLEMRUZ—IC,
OvEa1—FHERLTVSAEShEFTwHLET.
JT—=x320 1.0, 1D 79744

windows EF1UF« EEET -1 bTIE. tFaUF REBOEFRZTE
TULFUE-

5.3-5 BRERIIEEDEm
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0. z5zE
6.1 B89 VLAN ERBEOFEEHR

6.1.1 Windows XP @ IP 7 KL XYY & X &

AX 2 1)J—ZXMD MAC VLAN ZRW=BERY FT—9 X T LIZHE LT, Windows XP & NAP 9 5
AT RELESGE. IP7RLABMYIYEBDLLGWEENERELET, 4£H. Windows Vista TIEHEAE
LEEA,

Windows XP AX (BEERA 9 F) 3RAYTF DHCP #—/%
(T4 ET—hoxA)

6.1-1 IP ZRLRYIYEZBEDR DRV I—IHER

6.1-1I2H N T BEFHD Windows XP M. ¥ 1) T 4R V—EREEICKYFRET % VLAN
MY EHLSE, Windows XPIEET T I+ M — b T A5ETIZ PING (ICMP-Echo Request) #
EELTCRETREMZHRELET, TIAILET— b4 H 5D ICMP-Echo Reply £, AX (FREEX
14 v F) M MAC VLAN D{E#kIZ & Y Windows XP N EERiE SN 578, Windows XP [£ DHCP /34y
FEEEET. OTIP 7 RLRDYYBDYNRELFHA, KEEOFHEMIZ DT, 6.1.28%
SHELTTSL,

CCTlk. AMEZEET DA EE3BERLET., UTANHOEBAEZFERALTTFSLY,

(1) FI2#LEF—Fr2xA (L3RAYF) ICTVRRP 2T 5,
VRRP 2% EJ 5 & VLAN BICELE > =REMAC 7 RLAAREREINS=H. TI4IL K5 —
7 T 1 & Windows XP A5 @ ICMP-Echo Request IZIGE L EFH A, BL. COFEIETI7HIL T
— b/ TRCERIZKEFE LzE#AETT .
AHA FTIE, VRRP ZFEAL-ERERANTWLS=6H, IP 7 FLRYIYE DY OREREIFRE Y
FtHA. VRRP DEREAEICOVWTIIIEEZSHELTT UL,

(2) TI24NWbEF—bFoxA (L3R4 YF) ICTVLANEBIZERATEIMACT FLRZEET 5,
AX ) —XTl&, 22749 L— 32332 K (vlan-mac-prefix) BT VLAN EICEX
HMACT7 FLREBRETAHIEMTEFET, TNITK Y 4&E VLAN LE25EE VLAN TEX S MAC
7 RLANMERESNZ =86, TIAIL 5 — bz A (X Windows XP A5 D ICMP-Echo Request 12
BETHIEEHYFEEA,
aA27490L—23 D8EHRERIZRLETS,
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# 6-1 VLAN EICfERT 5 MAC PFLARARES

AX3600S

vlan-mac-prefix 0012.e208. 6277 ffff. ffff. 0000
|

vian 10
v|an-mac
|

vian 30
v|an-mac
|

vian 100
v |an-mac

(3) BERAYFICT4NEERET D,
BERAYFICTOERY R FZEEAL T.VLAN EEZIZEIE S 2 Windows XP WS DT 7+
WS — KR T A5%5E ICMP-EchoRequest 7 4 LAYV LET, av T4 L—>a>nDSEH
L TDEHFELUTICTRLET,

% 6-2 ICMP J4JLAEREHI

AX1200S

interface vlan 30
ip access—group “XP-ICMP30” in
|

interface vlian 100
ip access—group “XP-ICMP100” in
|

ip access—|ist extended “XP-ICMP30”

seq 10 deny protocol |cmp src 192.168.10.0 0.0.0. 255 dst 192.168.10.254 0.0.0.0
seq 20 deny protocol icmp src 192.168.100.0 0.0.0.255 dst 192.168.100.254 0.0.0.0
seq 30 permit protocol ip src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255. 255. 255. 255  (3%1)
|p access—|ist extended “XP-ICMP100”
seq 10 deny protocol icmp src 192.168.10.0 0.0.0.255 dst 192.168.10.254 0.0.0.0
seq 20 deny protocol icmp src 192.168.30.0 0.0.0.255 dst 192.168.30.254 0.0.0.0
seq 30 permit protocol ip src 0.0.0.0 255.255. 255. 255 dst 0.0.0.0 255. 255. 255. 255
AX2400S
interface vlan 30
ip access—group XP-ICMP30 in
|nterface vlian 100
ip access—group XP-ICMP100 in
!
ip access—|ist extended XP-ICMP30
10 deny icmp 192.168.10.0 0.0.0.255 host 192. 168. 10. 254
20 deny icmp 192.168.100.0 0.0.0.255 host 192.168. 100. 254
30 permit ip any any (1)
!
ip access—|ist extended XP-ICMP100
10 deny icmp 192.168.10.0 0.0.0.255 host 192. 168. 10. 254
20 deny icmp 192.168.30.0 0.0.0.255 host 192. 168. 30. 254
30 permit ip any any
£ 6-3 ABEFDE VLAN [ZDLVT
VLAN-ID VLAN Y RIT—Y9FRLR | T4 ET—rDxA
10 SREILRET VLAN 192.168.10.0/24 192.168.10.254
30 % VLAN 192.168.30.0/24 192.168.30.254
100 EXEE#: VLAN 192.168.100.0/24 192.168.100.254
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EROT7 VR R TIXEREERT VLAN ERREEE VLAN DS ZNEND VLAN DT I 4L MF—
b7z 47192.168.10.254] &£1192.168.100.2541~D PING #1#E&EF 57V X 1) X IXP-ICMP30]
ZAERL L. #8%E VLAN3O ITEA L TWWET, RERIC. FREEAT VLAN &#&% VLAN o ZhEh DT
T+ ETF—Fro x4 1192.168.10.254] & 1192.168.30.254] ~®D PING #{EHETHF7I AU R
b TXP-ICMP100] Z4ERLL . EREE#& VLAN1OO IZEA L TWET,

FE LSO EFTHEAREEZREET H2-HDT AL VI EEELE>TULET ., BIC VLAN
CH LTIV ERVRAMNERINTOSEERIBEFEDOT7 I XAV XA MIEMLTTEW. GHERSE
5l TIX#&E VLAN (VLAN3O) ICHLLTOBEZHATHIER (X1) AEFITLET, BIHT S
IREBITH CTHRE VLAN OB S AT REEBEZE L CEREL TR S,
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6.1.2 IP7 FLREYFHZ BIREDEMEFEE

Windows OS MifK(d. IEEE802.1X FBEES— 7 VAETERT 74N ETF— bz A ~DBEHRE
U, IEEDETNIEDHCP /N7y FEZEELTIP 7 FLRADBEREZEITVET,

Windows XP & Windows Vista TIET 74 I b — b A ~DBEHEDRFEINEL L=, BEIC
EAPELTVET., TNENOIES—7 U RITDVWTRITRLET,

(1) Windows XP O#EL—4 2R

Windows XP [&. |IEEE802.1X 25E# VLAN 23] Y45 &, ICMP-Echo Request T 7+ )L k
T—bOzAICEELCEERRERZHRELET . TIHILMT— bz A&, BEIZ Windows XP
IHERDEATET 5 VLAN B Y EH >R TH>TH. ICMP-Echo Reply #i#{E L EF ., MAC VLAN
#EHAL TULWSEEEER A v F (AX2400S / AX1200S) Tl&. £® ICMP-Echo Reply #5439 51=8
Windows XP [T 74 I c 7 — b Dz A IZEZFERRETH S L FIMTL T DHCP /N7y M &E(E Liﬂ'
Ao

Windows XP D IP 7 FLRYIYEZ —H U ABRZUTIZRLET,

r.
F 54
q Windows Server zoo8
Windows XP  AX1200S/AX2400S AX3600S NPS
7747'7#—)'/L EAPOL Start - DHCP %=\
L AmShI—d A ”| RADIUS Request

\4

DIL\HELEE *ﬁr'lk 0)9: T 7

EAP Success | RADIUS Accept

< N

TIHILET—F ®&E VLAN [
™ 4 ~PING %fF TuEHLD

—— ——=—==_| ICMP-Echo Request

A 4

ICMP-Echo Reply

DHCP /7y + % MAC VLAN 73
EELAL DTEET S
——=__| DHCP Request

IP 7 FLRATY r

A

Bbhohn

6.1-2 Windows XP @ IP PRLRAYIYEZ DL —T2 R
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(2) Windows 7 & Windows Vista O#ES—4 2 X
IEEE802.1X 254 ARP-Request #T 7+ )L kS — bz A IC

Windows 7 &
ZEELTRE

Windows Vista I&.

9 hiv)

ER[REMEZFERLET ., C T, FBERAM Y FTIE VLAN DY EEDH-> TS,

THILET— kDA (AX3600S) (X ARP /Ny FEBERZELIGE LEH A, Windows 7 & Windows

Vista (T 74 b — oz A IZE|E

TEHWEHIBLTDHCP /Ny FEZEELET,

Windows 7 & Windows Vista®D IP 7 FLAYIYEZ L—4 VAR EZUTIZRLET,

WinddWs 7
Windows Vista

7747'77}'—)LL

EAPOL Start

AX1200S / AX2400S

HMShI—d A

A\ 4

RADIUS Request

" AX3600

o

—_—

\4

r .
F 54
Windows Serverzoo8

NPS

DHCP H#—/\

ARRLALEE. RIER

EBOFIvY

EAP Success

RADIUS Accept

ARP Request %
JOo—F¥v X b
*AE

ARP Request

% VLAN [Z
MYEHLD

DHCP /84 v b &
e H

ARP Request x N
x ARP /84y k
ARP Request EWESTD

DHCP Request

A

) DHCP NAK
DHCP Discover R >
. DHCP Offer
FLWLIPT7RLR DHCP Request
AT > g
DHCP Ack

6.1-3 Windows 7 & Windows Vista @ IP PRLRAYIYEZD—F 2R
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6.2 VLAN E— Fi@ (Bh8Y VLAN, EE VLAN) OFEER

6.2.1 FEREIKREERFBFFOEKREICDINT

IEEE802.1X FREFHLREZF B RITERTE L1= Windows ffkKIE, FEERFIC TV E1—%5R5E] 217U,
Windows B9 74 UBFIC T2—H—885E] Z1TVVET, XHA FTIEI 2 Ea—42 0 IEEE802.1X r,.u.:IEFﬁ
DAY bI—=0RY—FHRELTWVEN OV E1—2BAIFKRBRLET, TDH%. 12— —B5T
NMIbhExErY, (B 6.2-188)

AVEL—FRBENERBT D EAXRAYFDEZEVLANA V2 7 1 —RIFIERILREL B Y FET,
COIREEITIERIRAERIFMER (T4 MEIKX 60 B) #HE. TORIIRIVEEXTOEL A, R
R EBRIFEERNICHRA L — —RAZHATRRT 5L, TORDBIAVELFLELTLESHEN
HBYET, TDEH,. AX A4y FOAVT745L—3 a3y FEAWVWTIERIPKRERFHER

(quiet-period) ZRE<ERELTTELY,

—fRBIIC, AVE L —FRAMERBN S A —YRIZHET 2FETHHN~BTEEL L L0, &H
4 RTIFERPRERBEREZ S MITRELTVWET ., BLAEZSER)

Py
A
q = Windows Server 2008
o = o
NAP 73’(’7‘/I~ AX ALy F NPS
. EAP over LAN EAP over RADIUS
\Windows OS # {2 &} g @ rreneansansnnsnnnnanns > @rrrrnnnnnnsannnnnnnnn >
CEDEEs:
EAPOL Start y
¢ EAP Request
EAP Response RADIUS Request
» ar t a— 7 FOR
P EAP(Response,Request) _ RADIUS (Request,Challenge) KB
EAP Failure | RADIUS Reject

K L ;Fnb nE4k
REFERE
@l -U- nu.. H EAPOL Start XJ

EAPOL Start (B3 )

<

vV V

Oy 74 Y EmEIZT
A—HID. /SR T— K
AN

¢ EAP Request

EAP Response RADIUS Request aA—H—BEERTh

A

EAP(Response,Request) _ RADIUS (Request,Challenge)

»

EAP Success RADIUS Accept

A

)

6.2-1 Windows 0 IEEE802.1X B —47 R
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(. FSTN2—F10

AETIEH. BREVPERECEELGVD RS TANRELIGEORLAEERLET,

7.1 Windows FAAL VICSMTEHEL
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#Last modified by operator at Wed Jul  1 14:18:53 2009 with version 11.1.A

!

hostname "core#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 15

  name "OSPF"

!

vlan 30

  name "QuarantineVLAN"

!

vlan 100

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NAP"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

spanning-tree mst 0 root priority 4096

spanning-tree mst 1 root priority 4096

spanning-tree mst 2 root priority 4096

spanning-tree mst 3 root priority 4096

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.1 255.255.255.0

!

interface vlan 10

  ip address 192.168.10.1 255.255.255.0

  vrrp 10 ip 192.168.10.254

  vrrp 10 priority 200

  no vrrp 10 preempt

  vrrp 10 accept

  ip helper-address 10.51.0.1

!

interface vlan 15

  ip address 10.15.0.1 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.1 255.255.255.0

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 200

  no vrrp 30 preempt

  vrrp 30 accept

  ip helper-address 10.51.0.1

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 200

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 200

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.1

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.15.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


#Last modified by operator at Mon Jun 22 14:48:29 2009 with version 11.1.A

!

hostname "core#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 15

  name "OSPF"

!

vlan 100

  name "OkVLAN"

!

vlan 200

  name "userVLAN200"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode pvst

!

no spanning-tree vlan 100

!

no spanning-tree vlan 200

!

no spanning-tree vlan 1000

!

spanning-tree single

spanning-tree single mode rapid-stp

spanning-tree single priority 4096

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.1 255.255.255.0

!

interface vlan 15

  ip address 10.15.0.1 255.255.255.0

!

interface vlan 100

  ip address 192.168.100.1 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 200

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 200

  ip address 192.168.200.1 255.255.255.0

  vrrp 200 ip 192.168.200.254

  vrrp 200 priority 200

  no vrrp 200 preempt

  vrrp 200 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.1 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 200

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.1

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.15.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


core#2# show ru

#Last modified by operator at Wed Jun 17 17:49:08 2009 with version 11.1.A

!

hostname "core#2"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 25

  name "OSPF"

!

vlan 30

  name "QuarantineVLAN"

!

vlan 100

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NAP"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

spanning-tree mst 0 root priority 8192

spanning-tree mst 1 root priority 8192

spanning-tree mst 2 root priority 8192

spanning-tree mst 3 root priority 8192

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,10,30,100,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.2 255.255.255.0

!

interface vlan 10

  ip address 192.168.10.2 255.255.255.0

  vrrp 10 ip 192.168.10.254

  vrrp 10 priority 100

  no vrrp 10 preempt

  vrrp 10 accept

  ip helper-address 10.51.0.1

!

interface vlan 25

  ip address 10.25.0.2 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.2 255.255.255.0

  vrrp 30 ip 192.168.30.254

  vrrp 30 priority 100

  no vrrp 30 preempt

  vrrp 30 accept

  ip helper-address 10.51.0.1

!

interface vlan 100

  ip address 192.168.100.2 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 100

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.2 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 100

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.2

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


#Last modified by operator at Mon Jun 22 14:36:10 2009 with version 11.1.A

!

hostname "core#2"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 5

  name "OSPF"

!

vlan 25

  name "OSPF"

!

vlan 100

  name "OkVLAN"

!

vlan 200

  name "userVLAN200"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode pvst

!

no spanning-tree vlan 100

!

no spanning-tree vlan 200

!

no spanning-tree vlan 1000

!

spanning-tree single

spanning-tree single mode rapid-stp

spanning-tree single priority 8192

!

interface port-channel 1

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode trunk

  switchport trunk allowed vlan 5,100,200,1000

  channel-group 1 mode on

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 5

  ip address 10.5.0.2 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.2 255.255.255.0

!

interface vlan 100

  ip address 192.168.100.2 255.255.255.0

  vrrp 100 ip 192.168.100.254

  vrrp 100 priority 100

  no vrrp 100 preempt

  vrrp 100 accept

  ip helper-address 10.51.0.1

!

interface vlan 200

  ip address 192.168.200.2 255.255.255.0

  vrrp 200 ip 192.168.200.254

  vrrp 200 priority 100

  no vrrp 200 preempt

  vrrp 200 accept

  ip helper-address 10.51.0.1

!

interface vlan 1000

  ip address 172.16.0.2 255.255.255.0

  vrrp 1 ip 172.16.0.254

  vrrp 1 priority 100

  no vrrp 1 preempt

  vrrp 1 accept

!

router ospf 1

  router-id 10.5.0.2

  maximum-paths 4

  redistribute connected

  network 10.5.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.254

!


#Last modified by operator at Wed Jun 17 17:44:08 2009 with version 11.1.A

!

hostname "core#3"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 15

  name "OSPF"

!

vlan 25

  name "OSPF"

!

vlan 50

  name "Intranet"

!

vlan 51

  name "NPS"

!

vlan 52

  name "Repair"

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode access

  switchport access vlan 51

  spanning-tree portfast

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode access

  switchport access vlan 52

  spanning-tree portfast

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 15

  ip address 10.15.0.3 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.3 255.255.255.0

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

router ospf 1

  router-id 10.15.0.3

  maximum-paths 4

  redistribute connected

  network 10.15.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.1 version 3

!


#Last modified by operator at Wed Jun 17 17:44:08 2009 with version 11.1.A

!

hostname "core#3"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 15

  name "OSPF"

!

vlan 25

  name "OSPF"

!

vlan 50

  name "Intranet"

!

vlan 51

  name "NPS"

!

vlan 52

  name "Repair"

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/2

  media-type rj45

  switchport mode access

  switchport access vlan 50

  spanning-tree portfast

!

interface gigabitethernet 0/3

  media-type rj45

  switchport mode access

  switchport access vlan 51

  spanning-tree portfast

!

interface gigabitethernet 0/4

  media-type rj45

  switchport mode access

  switchport access vlan 52

  spanning-tree portfast

!

interface gigabitethernet 0/5

  switchport mode access

!

interface gigabitethernet 0/6

  switchport mode access

!

interface gigabitethernet 0/7

  switchport mode access

!

interface gigabitethernet 0/8

  switchport mode access

!

interface gigabitethernet 0/9

  switchport mode access

!

interface gigabitethernet 0/10

  switchport mode access

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

  switchport access vlan 15

  spanning-tree portfast

!

interface gigabitethernet 0/24

  switchport mode access

  switchport access vlan 25

  spanning-tree portfast

!

interface tengigabitethernet 0/25

  switchport mode access

!

interface tengigabitethernet 0/26

  switchport mode access

!

interface vlan 1

!

interface vlan 15

  ip address 10.15.0.3 255.255.255.0

!

interface vlan 25

  ip address 10.25.0.3 255.255.255.0

!

interface vlan 50

  ip address 10.50.0.254 255.255.255.0

!

interface vlan 51

  ip address 10.51.0.254 255.255.255.0

!

interface vlan 52

  ip address 10.52.0.254 255.255.255.0

!

router ospf 1

  router-id 10.15.0.3

  maximum-paths 4

  redistribute connected

  network 10.15.0.0 0.0.0.255 area 0

  network 10.25.0.0 0.0.0.255 area 0

!

line vty 0 4

!

ftp-server

!

ntp server 10.51.0.1 version 3

!


#

hostname "dist#1"

clock timezone JST +9

system l2-table mode auto

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

!

spanning-tree mst configuration

  name "NAP"

  revision 1

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

!

interface gigabitethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 30

  ip access-group Quarantine in

!

interface vlan 100

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended JoinDomain

  10 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1

  20 permit udp any eq bootps any

!

ip access-list extended Quarantine

  10 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1

  20 permit ip host 10.51.0.1 192.168.30.0 0.0.0.255

  30 permit ip 192.168.30.0 0.0.0.255 host 10.52.0.1

  40 permit ip host 10.52.0.1 192.168.30.0 0.0.0.255

  50 permit udp any eq bootps any

  60 permit udp any eq bootpc any

!

dot1x vlan dynamic enable

dot1x vlan dynamic radius-vlan 30,100

dot1x vlan dynamic reauthentication

dot1x vlan dynamic timeout reauth-period 3600

dot1x vlan dynamic timeout quiet-period 5

dot1x vlan dynamic supplicant-detection auto

!

dot1x system-auth-control

dot1x logging enable

!

logging host 10.51.0.1 

logging event-kind err,evt,aut 

!

radius-server host 10.51.0.1 key "alaxala"

!

aaa authentication dot1x default group radius

aaa authorization network default group radius

!

line vty 0 2

!

ftp-server

!

ntp server 10.51.0.254

!


#

hostname "dist#1"

clock timezone JST +9

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

!

vlan 200

  state active

!

vlan 1000

  state active

!

spanning-tree mode pvst

!

no spanning-tree vlan 100

!

no spanning-tree vlan 200

!

no spanning-tree vlan 1000

!

spanning-tree single

spanning-tree single mode rapid-stp

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/12

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/13

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/14

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/15

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/16

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/17

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/18

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/19

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/20

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group JoinDomain

  authentication arp-relay

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface vlan 1

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

!

interface vlan 200

  ip address 192.168.200.11 255.255.255.0

  ip access-group VLAN200 in

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended JoinDomain

  10 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  30 permit ip 192.168.200.0 0.0.0.255 host 10.51.0.1

  40 permit ip 192.168.200.0 0.0.0.255 host 10.52.0.1

  50 permit udp any any eq bootps

!

ip access-list extended VLAN200

  10 deny ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

  20 deny ip 192.168.200.0 0.0.0.255 host 10.50.0.2

  30 permit ip any any

!

dot1x system-auth-control

dot1x logging enable

!

logging host 10.51.0.1

logging event-kaind err,evt,aut

!

radius-server host 10.51.0.1 key "alaxala"

!

aaa authentication dot1x default group radius

!

line vty 0 2

!

ftp-server

!

ntp server 10.51.0.254

!


#configuration list for AX2530S-24T

!

hostname "dist#2" 

clock timezone "JST" +9 0 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 10 

  name "BeforeAuthVLAN" 

!

vlan 30 mac-based 

  name "QuarantineVLAN" 

!

vlan 100 mac-based 

  name "OkVLAN" 

!

vlan 1000 

  name "ManagedVLAN" 

!

spanning-tree mode mst 

!

spanning-tree mst configuration 

  name "NAP" 

  revision 1 

  instance 1 vlans 100,1000 

  instance 2 vlans 30 

  instance 3 vlans 10 

!

interface gigabitethernet 0/1 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/2 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/3 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/4 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/5 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/6 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/7 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/8 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/9 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/10 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/11 

  switchport mode access 

!

interface gigabitethernet 0/12 

  switchport mode access 

!

interface gigabitethernet 0/13 

  switchport mode access 

!

interface gigabitethernet 0/14 

  switchport mode access 

!

interface gigabitethernet 0/15 

  switchport mode access 

!

interface gigabitethernet 0/16 

  switchport mode access 

!

interface gigabitethernet 0/17 

  switchport mode access 

!

interface gigabitethernet 0/18 

  switchport mode access 

!

interface gigabitethernet 0/19 

  switchport mode access 

!

interface gigabitethernet 0/20 

  switchport mode access 

!

interface gigabitethernet 0/21 

  switchport mode access 

!

interface gigabitethernet 0/22 

  switchport mode access 

!

interface gigabitethernet 0/23 

  switchport mode access 

!

interface gigabitethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  switchport mode trunk 

  switchport trunk allowed vlan 10,30,100,1000 

!

interface gigabitethernet 0/26 

  switchport mode trunk 

  switchport trunk allowed vlan 10,30,100,1000 

!

interface gigabitethernet 0/27 

  switchport mode access 

!

interface gigabitethernet 0/28 

  switchport mode access 

!

interface vlan 1 

!

interface vlan 10 

!

interface vlan 30 

  ip access-group "Quarantine" in 

!

interface vlan 100 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "JoinDomain" 

  10 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1 

  20 permit udp any any eq bootps 

!

ip access-list extended "Quarantine" 

  10 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1 

  20 permit ip host 10.51.0.1 192.168.30.0 0.0.0.255 

  30 permit ip 192.168.30.0 0.0.0.255 host 10.52.0.1 

  40 permit ip host 10.52.0.1 192.168.30.0 0.0.0.255 

  50 permit udp any any eq bootps 

  60 permit udp any any eq bootpc 

!

dot1x system-auth-control 

dot1x logging enable 

!

logging host 10.51.0.1 

logging event-kind err,evt,aut 

!

radius-server host 10.51.0.1 key "alaxala" 

!

aaa authentication dot1x default group radius 

!

line vty 0 1 

!

ftp-server 

!

ntp server 10.51.0.254 

!




#configuration list for AX2530S-24T

!

hostname "edge#1" 

clock timezone "JST" +9 0 

!

vlan 1 

  state suspend 

  name "VLAN0001" 

!

vlan 100 

  state active 

!

vlan 200 

  state active 

!

vlan 1000 

  state active 

!

spanning-tree mode pvst 

!

no spanning-tree vlan 100,200,1000 

!

spanning-tree single 

spanning-tree single mode rapid-stp 

!

interface gigabitethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/11 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/12 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/13 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/14 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/15 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/16 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/17 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/18 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/19 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/20 

  switchport mode access 

  switchport access vlan 200 

  spanning-tree portfast 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 3600 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection auto 

  authentication ip access-group "JoinDomain" 

  authentication arp-relay 

!

interface gigabitethernet 0/21 

  switchport mode access 

!

interface gigabitethernet 0/22 

  switchport mode access 

!

interface gigabitethernet 0/23 

  switchport mode access 

!

interface gigabitethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  switchport mode trunk 

  switchport trunk allowed vlan 100,200,1000 

!

interface gigabitethernet 0/26 

  switchport mode trunk 

  switchport trunk allowed vlan 100,200,1000 

!

interface gigabitethernet 0/27 

  switchport mode access 

!

interface gigabitethernet 0/28 

  switchport mode access 

!

interface vlan 1 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 200 

  ip address 192.168.200.12 255.255.255.0 

  ip access-group "VLAN200" in 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "JoinDomain" 

  10 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1 

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1 

  30 permit ip 192.168.200.0 0.0.0.255 host 10.51.0.1 

  40 permit ip 192.168.200.0 0.0.0.255 host 10.52.0.1 

  50 permit udp any any eq bootps 

!

ip access-list extended "VLAN200" 

  10 deny ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255 

  20 deny ip 192.168.200.0 0.0.0.255 host 10.50.0.2 

  30 permit ip any any 

!

dot1x system-auth-control 

dot1x logging enable

!

logging host 10.51.0.1

logging event-kind err,evt,aut

!

radius-server host 10.51.0.1 key "alaxala" 

radius-server dead-interval 0 

!

aaa authentication dot1x default group radius 

!

line vty 0 1 

!

ftp-server 

!

ntp server 10.51.0.254 

!




#configuration list for AX1230S-24T2C

!

hostname "edge#1"

clock timezone "JST" +9 0

system function filter extended-authentication

system l2-table mode auto

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree disable

spanning-tree mode mst

!

spanning-tree mst configuration

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

  name "NAP"

  revision 1

!

interface fastethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/11

  switchport mode access

!

interface fastethernet 0/12

  switchport mode access

!

interface fastethernet 0/13

  switchport mode access

!

interface fastethernet 0/14

  switchport mode access

!

interface fastethernet 0/15

  switchport mode access

!

interface fastethernet 0/16

  switchport mode access

!

interface fastethernet 0/17

  switchport mode access

!

interface fastethernet 0/18

  switchport mode access

!

interface fastethernet 0/19

  switchport mode access

!

interface fastethernet 0/20

  switchport mode access

!

interface fastethernet 0/21

  switchport mode access

!

interface fastethernet 0/22

  switchport mode access

!

interface fastethernet 0/23

  switchport mode access

!

interface fastethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/26

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 10

  ip address 192.168.10.12 255.255.255.0

!

interface vlan 30

  ip access-group "Quarantine" in

!

interface vlan 100

!

interface vlan 1000

  ip address 172.16.0.12 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254

!

ip access-list extended "JoinDomain"

  seq 10 permit protocol ip src 192.168.10.0 0.0.0.255 dst 10.51.0.1 0.0.0.0

  seq 20 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootps

!

ip access-list extended "Quarantine"

  seq 10 permit protocol ip src 192.168.30.0 0.0.0.255 dst 10.51.0.1 0.0.0.0

  seq 20 permit protocol ip src 10.51.0.1 0.0.0.0 dst 192.168.30.0 0.0.0.255

  seq 30 permit protocol ip src 192.168.30.0 0.0.0.255 dst 10.52.0.1 0.0.0.0

  seq 40 permit protocol ip src 10.52.0.1 0.0.0.0 dst 192.168.30.0 0.0.0.255

  seq 50 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootps

  seq 60 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootpc

!

dot1x system-auth-control

dot1x logging enable

!

logging host 10.51.0.1 

!

radius-server host 10.51.0.1 key "alaxala"

radius-server dead-interval 0

!

aaa authentication dot1x default group radius

!

line vty 0 1

!

ftp-server

!

ntp client server 10.51.0.254

!


#configuration list for AX1240S-24T2C

!

hostname "edge#1"

clock timezone "JST" +9 0

system l2-table mode auto

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  name "BeforeAuthVLAN"

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  name "ManagedVLAN"

!

spanning-tree mode mst

spanning-tree mst configuration

  instance 1 vlans 100,1000

  instance 2 vlans 30

  instance 3 vlans 10

  name "NAP"

  revision 1

!

interface fastethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/11

  switchport mode access

!

interface fastethernet 0/12

  switchport mode access

!

interface fastethernet 0/13

  switchport mode access

!

interface fastethernet 0/14

  switchport mode access

!

interface fastethernet 0/15

  switchport mode access

!

interface fastethernet 0/16

  switchport mode access

!

interface fastethernet 0/17

  switchport mode access

!

interface fastethernet 0/18

  switchport mode access

!

interface fastethernet 0/19

  switchport mode access

!

interface fastethernet 0/20

  switchport mode access

!

interface fastethernet 0/21

  switchport mode access

!

interface fastethernet 0/22

  switchport mode access

!

interface fastethernet 0/23

  switchport mode access

!

interface fastethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/26

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface vlan 1

!

interface vlan 10

!

interface vlan 30

  ip access-group "Quarantine" in

!

interface vlan 100

!

interface vlan 1000

  ip address 172.16.0.12 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254

!

ip access-list extended "JoinDomain"

  10 permit ip 192.168.10.0 0.0.0.255 host 10.51.0.1

  20 permit udp any any eq bootps

!

ip access-list extended "Quarantine"

  10 permit ip 192.168.30.0 0.0.0.255 host 10.51.0.1

  20 permit ip host 10.51.0.1 192.168.30.0 0.0.0.255

  30 permit ip 192.168.30.0 0.0.0.255 host 10.52.0.1

  40 permit ip host 10.52.0.1 192.168.30.0 0.0.0.255

  50 permit udp any any eq bootps

  60 permit udp any any eq bootpc

!

dot1x system-auth-control

dot1x logging enable

!

logging host 10.51.0.1 

!

radius-server host 10.51.0.1 key "alaxala"

!

aaa authentication dot1x default group radius

!

line vty 0 1

!

ftp-server

!

ntp client server 10.51.0.254

!


#configuration list for AX1240S-24T2C

!

hostname "edge#1"

clock timezone "JST" +9 0

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

!

vlan 200

  state active

!

vlan 1000

  state active

!

spanning-tree mode pvst

no spanning-tree vlan 100,200,1000

spanning-tree single

spanning-tree single mode rapid-stp

!

interface fastethernet 0/1

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/2

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/3

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/4

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/5

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/6

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/7

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/8

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/9

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/10

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/11

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/12

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/13

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/14

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/15

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/16

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/17

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/18

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/19

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/20

  switchport mode access

  switchport access vlan 200

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 3600

  dot1x timeout quiet-period 5

  dot1x supplicant-detection auto

  authentication ip access-group "JoinDomain"

  authentication arp-relay

!

interface fastethernet 0/21

  switchport mode access

!

interface fastethernet 0/22

  switchport mode access

!

interface fastethernet 0/23

  switchport mode access

!

interface fastethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface gigabitethernet 0/26

  media-type auto

  switchport mode trunk

  switchport trunk allowed vlan 100,200,1000

!

interface vlan 1

!

interface vlan 100

  ip address 192.168.100.12 255.255.255.0

!

interface vlan 200

  ip access-group "VLAN200" in

  ip address 192.168.200.12 255.255.255.0

!

interface vlan 1000

  ip address 172.16.0.12 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254

!

ip access-list extended "JoinDomain"

  10 permit ip 192.168.100.0 0.0.0.255 host 10.51.0.1

  20 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  30 permit ip 192.168.200.0 0.0.0.255 host 10.51.0.1

  40 permit ip 192.168.200.0 0.0.0.255 host 10.52.0.1

  50 permit udp any any eq bootps

!

ip access-list extended "VLAN200"

  10 deny ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

  20 deny ip 192.168.200.0 0.0.0.255 host 10.50.0.2

  30 permit ip any any

!

dot1x system-auth-control

dot1x logging enable

!

logging host 10.51.0.1

!

radius-server host 10.51.0.1 key "alaxala"

radius-server dead-interval 0

!

aaa authentication dot1x default group radius

!

line vty 0 1

!

ftp-server

!

ntp client server 10.51.0.254

!

