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#, TMPM i, F8) L2 LE T, Syslog ##E(CEF), <7 /L hxry hU—7

A R T 7 A4 T 0 — /L,

TMPM ##51%, 74 22 ZAFRRFCH I L E T,

# 2-20 EX2UTFALR—FOHHNE( B

1EH £5 B8
A T bR ABNLOA T v MRAEHE 2 H L ET,
FENA AN X a0
‘125?:-)74’74’/1/5‘fjﬁu+ HEALOEX 2 U T 7 4 V5 OFRER AR
AR E W A A BRI FRERE R 2 L E T,
BERA R
ARG
AT v MEERFERNR | BENOA T NREFE T EH L ET,
(G BA.AT)
A
tXa VT 4 7 4 VEREHEERN | MENOEX 2 U T 7 4 B ORE R IR
pR(Lmu) PRI BUIRIRIE S 2 LT,
R ET A
BRERAEL
ARG
AT v NEERFHERNR | BEAOA T MRAME O EH I LET,
(H HAT)
A
YX 2 VT 4 7 4 VEREHEERN | BEAOY X2 U T 7 4 VX ORRE R A5
RR(EI ﬁu) BB SC AH LE T,
R E W AR
’X‘ﬁﬁ:i‘é{
ﬁﬁpfﬁ?ﬁ:iﬁﬁz
%1 : &5t Syslog ##E(CEF), "7/ hxy hT—27 2 kT 74T 04—/ Vi

#® <E W LE 9, Syslog EHE(CEF),

NRa7)Vhxy hI—r7 2 kiR 7 747

U4 — VY, TA B AFYRIH I LET,

%2 : &%, Syslog ##E(CEF),

NRaF7 bRy NU—7 2 R T7 7 A4 70 4 —/LiHE

e, TMPM E#s, FEZ LI L $£4, Syslog B#E(CEF), a7/ hxy hU—7

A WRWMRTZ 7 AT 7%

— L

TMPM ##51%, 74 2 ZAFRRFICH I L ET,
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(7)) ARV FBHA LV Z T 2—R

AX-Security-Controller 7 —4—h

% 10 AR

AX-Security-Controller(Manager) CHRAE LA X &2 Xy U — 7 EHF RN L F T,
(a) EEISE
AX-Security-Controller(Manager) 7> 5 O E15G1L, LR &R £,
® 2-21 WA
WA B!
syslog (UDP) *1 | -CEF(Common Event Format)® syslog #vt&—3%2
Email*3 STMP/SMTP STARTTLS/SMTPS
*SMTP #iEid CRAM-MD5, PLAIN, LOGIN DJIEIZ, FRiEERAET,

1 YEHLELKS « RFC5424 Syslog Protocol
$%¢2 AX-Security-Controller |Z IPv4 7 K L A TD % syslog % 515 AfRE T

%3 LK : RFC5321 Simple Mail Transfer Protocol,
Extension for Secure SMTP over Transport Layer Security,

RFC3207 SMTP Service
RFC8314 Cleartext

Considered Obsolete: Use of Transport Layer Security (TLS) for Email Submission and

Access

72%5, Syslog %% IP 7 RV A, "—  &a, 77 U7 4, A2 MER,
@ To, Cec, Bee, From 13455654

(b) Syslog W@ZITEA —&

CROETTHETT

Email

AX-Security- C0ntroller(Manager)ﬁ§ Syslog CilAIT 2HHHE & 2L, LR &0 £,

Syslog Vr— LB 7R BB T2 T

HWET D Z L bR

<.

# 2-22 Syslog BHMER —&

Syslog &3l ARy & 285 BEEE
bill
A T v MEEEEE | @R J— L= v T 6
AR T — 5
TENER 4
X2 UT 07 4 vF | Bk X2 VT AT T2
Eoptz P
BRETET BT 7 AY A NRET | 2
T
HIBRSE T 27 7' AU A NIRRT | 2
N
K ERE | WMABET /AU A B |2
B TN
iR RE | WMARET 7B AU A MR | 2
5ET ESET
MR BRE | WMABET 7 AU AR |4
S TE R
SR EHIBR | KRBT 7 AU X M| 2
FA] br5E T
Ui A T T A YT A AT ZARBEHRD | 2
HRBGRIRA™ | B a i

MEBE O AR O E-mail W@z @m3 5L, 10 A, F— MAC 7RLATH
BB R DR AN A IIE L ET,
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() Email i@%HHE —%
AX-Security-Controller(Manager)»® Email Tl 2IEHE & FHIE, LT & 720 £,

Email  — S 372 52075185 2 & b TRETT

# 2-23 Email B5EE—%

Email 2 7I

AR &
Al

e

AT v ME

16 15 B

A 7 —

FENER

JL— L~ FE

X2 UT 1 LAR—FR

Hl &% =
V7 4 LR
— bk

4 H 0:00 JST

HEE X =
V7 4 LR
— bk

B HREH 0:00 JST

AR E*x =
V7 4 LR
— k

fH 1 H 0:00JST

T A A BE

74 R
HIRT 7 —
N

FA v A REN 3 A
9:00 JST

FA v AREN 1 A
9:00 JST

FABAREN 7T HETN
>4 H 9:00 JST

T4 A
R

A4 ARIE 9:00
JST

Uit R A

=AU T A

TA YT AR Gk AR D
f5ife 2 1

AR ORI AR D E-mail WA 2859 % &, 10 A, [F— MAC
T FLATH D Y%HEmARO@Mma Mk LET,
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2.4 AX-Security-Controller(Tracker)
AX-Security-Controller(Tracker) %, AX-Security-Controller(Manager)? 7k o 4 BREERE CJE
HIAE LT B HRICEEDE, FimRKOBENBREZF L 4, RHShHEROFEMZ TRIORLET,
TRED I8l — AT, BFii-eBEEEA R L, ik AL OEEBIAR L OWE TR &2 O J@ %
BHLET,
SEEHE T LIRS, 815 % FBe
SEIE P OMRD, BENERELIX /2D T RL A TG Fii
SEEFHOMRPBEIL T, BARDR— o bil{E FEh

z® 2-24 BEBRIIESEINAFEH

GG
e B A 0 IF ARP {5, NDP 158, MAC 7 RL A IE RO EHINEEIZ T, Fi-7oiE®
DUEES %) (R EAAD)
i AR H1E B IREZN S T AR S NI K DT R LA
(MAC 7RV A, _o&, IP TRL A, =AUT R)
(AR B BB N IR EAEL QWD Ry N — 27 DT

(Befe ek i&, VLAN, R—h& 5, R—hxAUT X)

Vet T HIE {5 BAAAIF AN EE S LT 1B MDY, LR 0 A 4L CINEE S el 7
ST-HEL] (FD HiAT)

o HIE T REZ Ll BRAARER D25 (R HLT)

BERIBEOE#RIT, Ry N —2EEE T Web A 27 =—AZ 8L TRRSIET, RSz
FHNH L TRIAL T REATIZET, FrEMARDOBEBIEZ R RLIZY, FrEMEIAFAET DR —
BAFIRLTEY, FrER ARy MY — 7 NIAFAEL QUi R — a2 FOR LI $ 5283 TEET,
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2.5 Ver.1.8 TOHEREDOHE

251 EXaUTF14741L4
(1) %1% Syslog RO E EAL
{2 L7= Syslog 1#Fi% %, &K 10,000 A vE—Y L LE LTz, mAA v =80T, T
TD Syslog 7 747> N THRFHLIEMERY £9,10,000 A v E—TFEFFL TV DIREET,
L Syslog A vE—Va2%ZETHE, &bl Syslog A vE—TZHIBRLET,

252 FROCER
(1) BFHEHHISRAR—IOVHR—
BWHGHEEOR— N, bRa UEENLRRIE T HMEE AR — N LE Lo, AHHE
WXV, ZEZXERAa Y Y —VOMmKREE G LA — BT 52 LT, BEHEHA= Y
V=V DR E, WRENLOFRRLARNE DT DI ENREICAR D £,

(2) AX46008 7°50 LLDP-V2-MIB I 48—k
AX4600S 76, LLDP {H#UI4E & LT LLDP-V2-MIB IC L AUNEE Y FR— K LE L7
AX46008S D X—T 3 0, 1116 F LB E LTL &N,

(3) BHASRIEENODOIVEF I AL~ A X
T RCOF IR GAEE S OIWEF I Z, 30 DEEND, 30~86400 OB CTH A X~
A RXATEHLEHIITLFEL,

2.5.3 EE#EE
(1) EHE S IEE O F RN EMR X EMIEDO YR —h
AX-Security-Controller DFIHIFREIZIVNT, Xy U — 7 EHEDORE %2 BT 5 T okl
xR —hrLE L,
CEHSHGAEE O LLDP, 727 A U A NEOa LT 4 L—3 g VU DOEFTREHER

254 EEMNREKE

(1) VAYLALAN 2 ha—FOH 7R —h

BRI GAEE L LT, YA YL ALAN 2 hu—F %% K—hLE L/, VA ¥ LA LAN
ar br—706 WLCTHEMAINET D2 L2k, 778 RAKRA o b TIET 2 Ef LAN
SARONLE R, T 7B ARA V MENET HEHMGIEEBOR T E LTRSS Z &2
REIZRVET, VA VPLALAN 22—, FiA 7Y =7 hORGEYR— 5
BT,

+ Aruba : wlsxUserAllInfoGroup / wlsxWlanAccessPointInfoGroup

+ Cisco : bsnEss / bsnAp

AEEREEZANZT 2HE, 748 A BHHRUVA VL ALAN 2 fr—F 1 H5ET 7
WML £,

(2) AX620R OHR—k
PRI REE L LT, AX620R ZH R —KrLE LT,
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AX-Security-Controller (X% 7 A7V 7> ar FROY 7 =7 T, KV 7 =7 1L, Fit 3 FEEO

FA B ANGRDET,
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FTAV AT WHEETA L AGIA B ZH 5 1500 B0 H RETHENE 1 LR T A 212 )
HAEMD 2 SIS ET, PIENTHIEFET Ao 2% AW-T2 %, 2 42 B DIEAGR HT 5548
I, 1FIEE T Ay ADMEA BN ME TS,

F 32 SABLAOHE AR

14 H 2 - HLUE
HEARTA B AW ET A R) EARTA L AQ FIEET A A)
BHRIRAL T JLIET A B A BHXRIRAL T JLIET A B A
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(1 FEEETAEA)
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% 10 ik

AX-Security-Controller DfEHRE— &4 FitlRLE T,

£ 41 HE—%
A TUME | AT UM T aE | syslog CEF®syslogAvt— (7% 3)
R v
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1B )
SyslogZ A7 L MEEE
AT UM L — VB
PANEISuE s a7 )Ry T —J A KRR T 7 AT 74—/ LD (7% 4)
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AT v hDsyslogV—/ @A
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X277 | BEEW - FISNEET | SRkl AIEEER R RIPT K1)
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(ex=V7 13t IRFHERTGRAMACT KL 2) (£ 1)
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FEEY — 50 1015 W (Z O LEF )
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7 7R A ANIEIER — M E
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AEE S P
A% TE AR LDk
A E B
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LAR—h Zm—R

E-mailif# %0

AL A HEATA v ZA(E X HRAA T 106ET)
HHEETA LA
HATA v ACEHEHRAA YT 106FET)
AFEEETA A
B BRAA S THLERT A A +20FH
CHIEETA ' A
BRI GAA o FHLBRT A A +20
-1 IR T A'UA
BEXGAL T JLIRTA B A +50 A
HIEETA 'L A
B BAL S THLERT A A +50 F
-1 IR T A'UA
B RAANFYLET A B A +100 B
WIEETA 'R
BRI GAA S TFHBRT A B A +100 A
A AFEIERTARVA
B EUAYL ZALANT U P —F 1R ET
HHEET AL A
B RYUA YL ALANZ be—F 15 £ T
IVRIERT AR
SERE ML R ~A 21 DDIU/TMPM L
HIEETA ' A
SRS LU R~ 22 DDUTMPM &0 i
1 AEIER TRV A
SERIEHE a7 VIR NI — I 2 R T AT T — L LD
WHEETA ' A
SERIEHE T VIR NI — I A R T AT T — L LD
1 ARIER ARV A
S\ ERHEHE : Syslog 1HEHE(CEF)
WEETA ' A
ShEB3EHE : Syslog 1#E#E(CEF)
-1 IR T A ' A

(FE 1) (5w FIAMBEFF T SR EE O 2@ EERGR MAC 7RV 2A)REZ i H 32545, U
TOMBEIIEH CEER A, T — SAKIEEO2EECRK MAC 7R AEEDL R TT,
<E{E RN SR E O 2B E WG oR IP 7RL-R)

RN SHREIE ORFE Y — 50 815 B (2 OMIEFEF AT
RN SRREIE ORFE Y — 56 815 7T 7] (Z Ot TR
SRR T — SAGEAE O AlE (R TP 7RLR)

R EIR R~ Web 813 4~ A £~ RE

(7 2) HICIL, T A2 SRR F LU R~ (2711 DDI/TMPM &DEHEWIAEET A& R, 1 4R 4E
I RPN ETT,

(7% 3) uEMEKS - RFC5424 Syslog Protocol

(FE 4) FERIZIX, 72 R SR e T ARy v —F 2 R T 7 AT 04— L LD (F)4E
FET A AT IR T A RA)INUETT,

(HE 5) HHICIL, T A% SR : Syslog MHE(CEF) (WHEET AL 2,1 AFIERET A1 2) D4
E’Cﬁ” Fi, AReHNEES : Syslog I (CEF) 7 A £ A 1 DT 82 1 DO Z L R E Gk

HETT,
(1 6) 4Vv:f‘ybfr%$&3$%a:otwéﬁj‘zw:)zﬁe;wﬁwwrﬁﬂ%f‘%

#

#
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5. BHEBREE

5.1 "—RU=T7#mK
# 51 BfERRyS

A0 R/l HETR
CPU Intel Core 7'mty#—-77 | Intel Xeon 7mty#h—-77
W= W—
2752 =7 H16 DL 1
AEY 4GB 16GB L\ E
NN T YA DIEER & 20GB UL b+~ TOMESH
A—Y R ATz — A 1o

M~y T OMERET, 2—F—XHARN BlERE SRS,

£ 52 BIEAy (KRB EEEHEAEF] A )

HH B/ HEST
CPU Intel Core 7'mty#—-77 | Intel Xeon mty#h—-77
W= W—
27 %2 a7 %16 Lk
A€ 8GB 32GB 2L L
NTRTYRI DIEER 20GB + I A BEIE TO LT o)™
A=Y RyMLE T —2R 19

MRURRBEIBIEOR R, 1 =N H720 1024byte LT, MERAREHEMRL TTZEWN,

5.2 YI7MI7=THERR
1) BERREF L —F 4 7 27 A(08)

# 5-3 BMEFREARL—T 4L VAT L—E

F AR —F L T AT B, 15

Microsoft Windows 10 (64bit)

Microsoft Windows Server 2016

CentOS 7 (64bit)

i ISR Ll (S

Red Hat Enterprise Linux 7

(2) #fERTHE Python /X — 3 >
£ 54 B)EFIEE Python N\—ar

# Python %5

1 | Python 3.5 LA
(3.5, 3.6, 3.7 DWF DY)

[AFHE]
Microsoft Windows 10(64bit) / https://www.python.org/downloads/ £ ¥ AF L C
Microsoft Windows Server 2016: P&,
CentOS7(64bit) / yum U AR ¥ F U2 IUS Community Project
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Red Hat Enterprise Linux 7:

% 10 ik

(3) BN Python 714 77 U

# 5-5 B4 Python 7475

(httpsi//ius.io) i BMFZIZ AT LT X0,

# Python 71477V fii#
1 | paramiko 2.1.2

2 | pysnmp 4.3.5

3 | pytz 2017.2

[ANFHIE]

@) v=7T7TI7oY
AX-Security-Controller(Manager) CEH e/ ¥V = 77 7 U ¥ & Filllm LE T,

# 5-6 AX-Security-Controller(Manager)Ei{ER[BEY =7 7574

Python Package Index(https:/pypi.python.org/pypi) &£ ¥ ,/%v 47— EH L 2T A pip
ZEALTAFLTIEIN,

#

Ve AT AT AT AR

kel

1

Firefox 60 ESR

2

Google Chrome (5 #7hR)

AX-Security-Controller(Viewer) i Fl FJ§E/2 7 = 77 7 ¥ O &M %2 TRl LE 9, T
FROEMEETHEZL CVWDARENRDH Y £9°,

# 5-7 AX-Security-Controller(Viewer)BifERIGEY =7/ 7 50 ¥ Sl

V7 770 RME

k)

2017 FLUEIV)—ALT=0 2T T IO R—Va ThHIE

HTML5 2MERA[GECTHHI L

CSS3 MR A RE THH &

Ny

JavaScript(ECMA Script 2015) 2MEIR [ ETHHZ &

AX-Security-Controller(Tracker) CHEHAGER 7V = 7 7 T U & Filllm LET,
# 5-8 AX-Security-Controller(Tracker)Bi{E R REY =7 7T

/e AT AT AT AR

1%

—

Firefox 60 ESR

Google Chrome (i #hi)
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5.3 BHEXIBER
5.3.1 YR EE—E

AX-Security-Controller 7 —4—h % 10 R

TFRUDIEE 28 B GG EL THAR—FLET,

# 59 Y R—EE—E

&4

b

X UT 4T 4V EDOHRE
DIENVE A HE/R BRAT AL &

AX260A
AX2100S
AX2200S
AX2500S
AX3640S
AX3650S
AX3660S
AX3800S
AX4600S
AX8300S
AX8600S
AXprimoM210
AX620R

e MIB i 2 i

AX8600R
AX12308
AX12408
AX12508
AX24008
AX63008
AX6600S
AX67008
ikt R O, AR AR IS D RIS

{32 4E MIB i 2418 (VLAN
Fa32=7+4)

Cisco AT

AL ALAN 2 ta—7

Aruba
MIB:
wlsxUserAllInfoGroup/wlsxWlanAccessPointInfo
Group A7 ¥ = 7 MNAE AT HEE &

Cisco
MIB: bsnEss/bsnAP A7 = 7 MEE A RELE &
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FRYE MIB & JGEREN N ENDOIE ML LS D7D DB Z FRITRLET,

# 5-10 1E#E MIB *Hin3EEDEH:

IESTE I EE B
R R 07Y =) RFC1213(Management Information Base for Network
Management of TCP/IP-based internets)® Fit MIB 472~
IhOEAFE Y R—RLTNDHIE,

-sysDescr
-sysName
ARP #7323 | RFC4293(Management Information Base for the Internet
>) Protocol IP)) ® Fit MIB 47 =7 hDO G4 H 7R —hL T 5
Z&,

-ipNetToMediaPhysAddress

F 7= 1%, RFC1213(Management Information Base for
Network Management of TCP/IP-based internets) 7z
RFC4293 (Management Information Base for the Internet
Protocol AIP)?® Fit MIB A7 V= PR —kLTWDHIL, *
ipNetToPhysicalPhysAddress

NDP f{##*2(4~ | RFC2465(Management Information Base for IP Version
ay) 6:Textual Conventions and General Group)?® Fit MIB 4~
VI ORfFE I R—RL TS E,
-ipv6NetToMediaPhysAddress

% 721X, RFC1213(Management Information Base for
Network Management of TCP/IP-based internets) %7z
RFC4293 (Management Information Base for the Internet
Protocol IP)?D T3t MIB 47 ¥ =/ bR —hLTWAIE,
-ipNetToPhysicalPhysAddress™3

MAC 7RL 2E# | RFC2674 (Definitions of Managed Objects for Bridges with
F7ar) Traffic Classes, Multicast Filtering and Virtual LAN
Extensions) 3 XU RFC4363(Definitions of Managed Objects
for Bridges with Traffic Classes, Multicast Filtering, and
Virtual LAN Extensions)® T it MIB 47 ¥ =2 hO BufG 4 V7R
—RLTWBZ L,

+dot1qTpFdbPort

F 72 1%, RFC1493(Definitions of Managed Objects for
Bridges) 3 X1 RFC4188(Definitions of Managed Objects for
Bridges)® it MIB 47 =7 hO B &R —RL TDHIE,
+dot1dTpFdbPort

LLDP 1§ # I £ | TR0 7Y/ NORfGE R —R L TnbZe
F7vay) IEEE Std 802.1AB-2005 LLDP-MIB

‘lldpRemChassisld

‘lldpRemPortDesc

*lldpLocPortDesc

IEEE Std 802.1AB-2009 LLDP-V2-MIB
‘lldpV2RemChassisld

‘lldpV2RemPortDesc

Hickk B D axslldp

-axslldpRemRemoteChassis

-axslldpRemPortDesc

% 1:AX-Security-Controller 23 B TG 2E @ N DIVE T H1E HARP 15, NDP 5#, MAC

All Rights Reserved, Copyright (C), 2017, 2019, ALAXALA Networks, Corp.
40/49



AI axa IA AX-Security-Controller 7 —43—h % 10 bR

TRUREHNL, B, HREICIUET 208G, BIRT DN TEET, 12721,
BFHITMACTNETEXALERHNET,

%2:1Pv6 Vo 7u—h L 7R L AT R AT,

%3:NDP DIN#IZ ipNetToPhysicalPhysAddress MIB Z{# 955415 ARP OIEDL
ipNetToPhysicalPhysAddress MIB TV T 20 ENHYET,
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e MIB xtiS#E (VLAN 32 =7 ONENENOEREINE T 2720 OB 12 TRIRLE
—g—o

£ 5-11 =¥ MIB XN EEB(VLAN Fa3a=7 ) OBES:

IESTE I EE B
R R {075 RFC1213(Management Information Base for Network
Management of TCP/IP-based internets)® Fit MIB 472~
JhOEGE PR —RLTNDIE,

-sysDescr
-sysName
ARP E#H (73 | RFC4293(Management Information Base for the Internet
) Protocol (IP)) ® i MIB 47 V=7 OB EAZ YR —RLTVVA
Z&,

-ipNetToMediaPhysAddress

F 7~ 1%, RFC1213(Management Information Base for

Network Management of TCP/IP-based internets) *7=1%

RFC4293 (Management Information Base for the Internet

Protocol IP)?® Fit MIB A7 V= aHR—hLTWHIL, *

ipNetToPhysicalPhysAddress

NDP fF#*2(4+~ | RFC2465(Management Information Base for IP Version

ay) 6:Textual Conventions and General Group)?® Fit MIB 4~

Y= ORfFE I R—RLTNDHZE,

-ipv6NetToMediaPhysAddress

% 721X, RFC1213(Management Information Base for

Network Management of TCP/IP-based internets) %7z

RFC4293 (Management Information Base for the Internet

Protocol IP)?D T5t MIB 47 ¥ =/ bR —hLTWABIE,

-ipNetToPhysicalPhysAddress™3

MAC 7FRL 2 | RFC1493(Definitions of Managed Objects for Bridges) 8L O*

F7vay) RFC4188(Definitions of Managed Objects for Bridges)?® F it

MIB 47 ¥ =7 bOEAF 2R — L TNHT L,

+dot1dTpFdbPort

VLAN #®D LA 7Y =27 &G T 58, SNMP 23 = =

T AR, TR ThoHI &

*<SNMP =23=2=7 44 #>@<VLAN ID>

LLDP 1§ # I 4 | TR\ T 047 Y=/ oESE AR —RLTnbHZE

F7vay) IEEE Std 802.1AB-2005 LLDP-MIB

‘lldpRemChassisId

‘lldpRemPortDesc

*lldpLocPortDesc
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