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4. EHa~ 2 F Tshowsp) ZFITLTCFIES TRELIEZTIA B U AR RENDSZ L AHERLT
<TZEW,

FHELE-FTA B AF—DLTHE 16 HIRFRINET,

UET, 48 AOBREITKT T,

BREILAIRE R S 4L, & HRERS AL SN E T,

54



4.4.3 SA42RADHEIBRAE
UTOFIETTA B ZAZHIBL T IEE N,
1. EEFHEE—- FTARKEICR 74 LTS,
2. EHa~ 8 Tshow sp) #FATLCBUED T A B AL MR L T ZE VY,
3. W=~ K Tlicense del < UTNAEE>] TIA BV AZHIBRL T EEW,

VT NEENTEHAa~ R [show sp)] TERINTETA B AF—DIH 16 HE2HEE L
FT, AT EBEBETICHEEL T IV,

FEST-V U T NESZIEE LTZHEIE lnvalid License Key. | EFRREINFTOTIELW
VUTNEGEREELTIZEN,

DU T NE IR T LN F 2 KT D20/ CFTHREL T ES0,

4. EMH=z~2 K Ishowspl] ZFEITLCFIES THIBRLIZT A B ANEREINZNWI EE2MERL
TLIE&E W,

LT, 948 ZAOHIBIZKRT T,
HIBRIZAIRE R X, & o e b vk 5,

WIZT A & 2ADOBIBRSGEEIC DWW TR LET,

£ 442 SAEURDEIBREY

B& R SA4URE HllBR &1
AX-PA1630-01 AX-PA1630-01E1 3G E S 4TV WA ICHIBR Fl6E
AX-NS-S01 AX-PA1630-01F1 HICHIBR AT RE
AX-PA1630-01P HCHIBR AT RE
AX-PA1630-02 AX-PA1630-02E1 235 iE & 4L TV WG E I HIBR AT BE
AX-NS-S02 AX-PA1630-02E1 I HIBR AT RE
AX-PA1630-02P HICHIBR AT RE
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444 SAEDRADEM

FA B ADRNCHOWTEA L ET,

4.4 4.1

AR VARMEIDT 5— LEH

FA B AOFHIMNKE TITDH3DARIOAGD (1H) 948 AR » ARiOT 77— h@f%
ITWET, B HERE Ik L TE A FTRE T,
FA AR ARIOT T — MAFIZDOWTLL IR LET,

K 443 SAERAKHMI T AEIDT 5 — MEH

#| 75— hMER

AN

LES

1 | EHAYyE—Y

GERA =T TIA I ARE S » ARFID
\BmEnEHHLET,

s TABAKRE3 y ARNZ 1 BlO&A@EF L E
—3‘0

- syslog HTDRENH 2HEI21E syslog H
— @A L ET,

c A vE—VNET
[AX-Sensor =< > K »
/' v7y7L Al D
[#1.3-8 714V A
Bl#EA A vtE— ) &
ZHRLTLEE N,

2 | FurrF R

ca<wy FAJIE— R CEMH =~ K [show

spl DFETERT A v =V HhENFET,

s TA U AOBINT X0 BHHIFNERE SN
HET, FurFMiERAyEe—YEEHL
7,

< T MILLF DA
vE—URH IS E
7

You have warning
messages. Use ”show
sp” to see them.

3| EH=a~w R

cJ#Ef =~ K lshow sp] @ WARNING {F#iZ Z
AV AR rARIORA v v—U N EN
ji—g_‘o

s T4 ADOBIMCI Y EHHIRINIERE S
5 FE T, WARNING fFICHER A v —U % )
| =

c Ay —UHNREIL
[AX-Sensor =<2 K -
g/ 177 LA DiE
H =~ K Tshow sp)
B 13 1.2-5 show
sp CERIRIND (2)D
WARNING —%i] z=ZML
TLTEEN,
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4.4.4.2 SA4A D RAKRPEBEDEE
FSAB L ADOHEDHMENKTTHETA B AROT 55— MBEEITWET, T4 &L ZANED)
T D EHEBED—NME AR & 220 F97,

FA B ARIEED T T — FBRINZDOWTLL IR L ET,

R 444 SAELVRARPDFEDT 53— LB

#| 75— rER 38 A1 e
CEHAvE—UTTIA RIS OB E s Ay E—URARIT
JILET, [AX-Sensor =< > R -«
BT P * T A ARG 1 EIOFHEH L LT, =R S S SN0
« syslog I DOBRENH D A1 syslog ¥ [#%1.3-8 942
— N2 L ET, BhEiEH A vE—v ) %
ZRRL TN,
cavy RASE—RTEMAa~Y K show a7 MZELTO A
spl DFETERT A v =V HIhENFET, vE—URHEnE
9 | a7 s TABUAOBMIE Y HHHMENERE S | T,
AHET, Yur7hMERAyE—%H L | You have warning
ESr messages. Use ”“show
sp” to see them.
- 2~ F [show spl @ WARNING f§4RIZT | « A v E—YNEIT
AV ARARIDOA v —UnNHNENET, [AX-Sensor 1< K -
T AOBIMCEVEDYBBIEESN | r7 L7 7 LR O
5 | e % E T, WARNING fFHICmEIA v —T & HT) | A=~ F [show spJ
EHa~w R

Liba‘o

BXO 1 1.2-5 show
sp TEREIND (2) D
WARNING —%& | #ZHR L
TLTEENY,

FTA B AR THEAART L2 DEREEZ L FIORLET,

K 445 SAEVARMTERARA &G DHHEE

#

Hae

nE

&%

NetFlow Exporter #HE

NetFlow Data FlowSet /N4> M DE(E
PEELET,

NetFlow Template
FlowSet /X% v b Iidfkse
LTEELET,
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4.5 004 21— DHEE

ZOHEITHE, nSA = TOREIZOWVWTHALET,
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451 BJA 21— DNRT—FERE

Qs Ay a—YONRAT— REFRITEHf =~ K lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

X 4.5-1 o441 —H0D/IRIT—KEERE

SP# (1)
SP# edit system users e (2)
[SP-system:users] user admin - (3)
[SP-system:users-test] password - (4)
New password: .+ (5)
Retype new password: .+ (6)
[SP-system:users-test] save (7
SP#

(1

EEEHEE— R Tl A v LET,

)
(2) EHza~2 F ledit system users] #ZE{TLET,
(3) EHA=~ K luser] TXRTU—REFT IR A v a—FLERELET,
(4) EH=a~ > K lpassword] TXAU—RKANIZEBELET,
(6) BEHEFTHNNATU—FEANLET, (AJJLERRAT— REIERINEFA)
(6) HE, BHEITLZRAT—=FEANLET, (AL RAT—REIRRESNEEAL)
(7) EH=~> K lsave] CTLEREMWICEVBRE LI AARAT — REMBLET,
EEFH

« RIEE TIE admin MERD/NRAT — REBR S TREFEITEER - R LGS, n /A ra—F0f)
BN TEEHEA, ¥ =Y 7 ¢ Lk adnin #ERR I L O operator ¥ERR D 1 7 A o — P ZIF /R AU —
REFREL, NATV— REFBEICERLTIEIN,
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4.5.2 A4 21— DERS L VHIFR

s Ay a—YOEMRBLOHIRITEHR =2~ K lTedit system users] TITWET, 1ERHIZ R DK
WZRLET,

4.5-2 054 o1 —YDERK

SP# (1)

SP# edit system users e (2)

[SP-system:users] user test - (3)

[SP-system:users-test] password - (4)

New password: .+ (5)

Retype new password: .+ (6)

[SP-system:users—test] group admin (D

[SP-system:users—test] userid 1234 -+ (8)

[SP-system:users-test] save -+ (9)

SP#

(1) EEEHEFE-FTrIA U LET,

(2) EHA=<> K ledit system users] ZFEITLET,

(3) EH=a~ b Tuser] TIERT D r 7 M a—VHE2RELET,

(4) #EH=~ 2 K Ipassword] T/RATU— NANIZERLFT,

(B) BRI LHNAV—=FREANLET, (ANLEARRAT—RFEFERENEEA)

(6) B, BHFTLHLNRT—F2ANLES, (ANLEART—FERRSNLERA)
)

B~ R rgroupj TYERkT A /A v —HadminE fdioperator@%ﬁﬁ%?ﬁﬁbi'@—o Va

7 # )V Midoperator R E SN TCWET,

(8) EH=a~> K luserid] TIERT 21074 a2 —F DuseridZiRE L9, useridZiRE LW
BAiEn 74 v a—PERFICAEE TED Y TonE T,

(9) EH=~> K lsave] TLEREQB)~(6) DBFENEEZXM LTza /A ra—FEERLET,

(7

acy= AL
AERR LTz A v —HF DgroupB L QuseridDEF T TE EH A, BEEITOHREIT—Ea /(v
a—YPEREIRLBICa /A a—F R HEEMR LT EEN,

X 4.5-3 og4 >a—FDHIK

SP# e (1)
SP# edit system users e (2)
[SP-system:users] delete user test -+ (3)
[SP-system:users] save - (4)
SP#

(1) HEEEHET—RFTtreJs 14 LET,

(2)
(3)
(4)

60

HEH o< F ledit system users] #FE{TL 7,
EH=a~> K ldelete user] THIBRT 2 r 7 A v a2—HFAEHRELET,
HEHa~ K Isave] TERGICEIVFREL-a A ra—FE2HIBRLET,



4.5.3 o594 a1a—HD#HEE
a7 A rya—FOHHbITER 2+ K lerase users] TITWET, FIHHLHIZ2RORNIIRLET,

4.5-4 04 a1 —v0MEAEL

SPit (1)
SP# erase users = (2)
WARNING: Do you wish to erase users information?(y/n): [n]: vy -+ (3)
SP# reload - (4)
WARNING: Are you sure to restart system(y/n)? [nl: vy ---(5)
SPit

(1) HEEEHEE—FTe s A LET,

(2) #EH =~ R Terase users| #E{TLET,

(3) mrA v a—VUHHLDOAGHEMERT v AN LET,
(4) FEH =~ F [lreload] TAHREEOHEEZEKL £,
(5) EEFEENOKFEMEET v EASILET,

EEFHE
s u A ra—FOMEILITIREFEESRIC KBS ET,
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4.6 CLITODIRE

ZOHEITIE, CLI TOEIEIZSOWTHBPLET,
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4.6.1 FhH5ciiee

a<w L RIA4 2 ET[Tab]lF—Z2ANTEHZL T, a~vr FANBOa~wy REAHERLT 7 A4 VL DAT

R FTH LN TE, a~xy FPANBERIZRY £, Mgz Lz 2~ FAT Ot
AL R LET,

e Z R Lo Y FADDEERIEDHE
[SP-netflow] net[Tab]

[SP-netflow] netflow

avwy FAN#%IZ[Tabl F—Z2 AN LTeHE T, EHTE LRI A—FRT 7 A VA DO—FaFRRL
jz—gqo

THEHRE AR LTz, IBERBE/NT A —F —ERTDH
[SP-netflow] netflow [Tab]
ipvd mac

[SP-netflow] netflow

EEFHE

CANTERVEBREZF ST 25600800 EY, axrF-n7 L7702 OFa<r ROA
NG e AD#iHZ TR < T2 S0,
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4.6.2 ~)LTHERE

AU RIA BT ZANTLIET, BETE a3~y FERLEIATIA—F 2B TEET, %
7o, AR RRONRTA—ZOEREMD ZENTEET, [IANKORTRHZLLTITRLET,

(21 A ABEDRTH
SP> show interface [?]
Valid entries at this position are:
<Enter> Execute command

INTERFACE  Interface name

SP> show interface

EE I

1l

< SDRVWRT A= HZEFRTEHEERHY £7,

AN TERVEREZZTFTHH5A/HYET, a~vr R-nZL77L0Z] OFa~r ROA
MR E ADF A ZHERL 72 &0,
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4.6.3 ANTS—iEHEHEEE
Sy FELBAT A= S RECAS LR, =7~z 1) THEHLT, KIfcey—2 vt
—VEFRLET, DIANLREEOERFE 20 £,

") OEREEFEZT—Ave—V0FRAICE ST, 29 REFRIFASTFA—XEZRELTHEASD
LTL7ZEW, A= T —EEHROERFZRIRLET,

ANT S —fEERHDOR=H

[SP-netflow] netflow notip

A~

String error: invalid string
Valid entries at this position are:
ipvd Netflow MAC-IPv4 function

mac Netflow MAC function

[SP-netf low]
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4.6.4 a<v 2 NEBEET
av Y RERIFNRNTA—FEE R L TCANINELER B a~y REFIINRT A -2 L LTHE
TELHEA, a~ o FeEITLET, iAo~ RETHZRIORLET,

EHAANDIT Y FE1THI (show netflow statistics DEHAH)

SP# show netflow [?]
statistics status

SP# show netflow stati

Date 20XX/08/20 12:07:54 UTC

66

Total
Received Packets : 0 Received Bytes
Error Packets 0

IPv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

SP# show net stati

Date 20XX/08/20 12:07:54 UTC

Total
Received Packets : 0 Received Bytes
Error Packets 0

[Pv4
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows
Fragments 0

MAC
Flow Entries 0 Received Packets :
Expired Flows 0 Ignored Packets
Overflow Packets : 0 Discard Flows

SP#

BHDINTA—F (ZDiHE netflow, statistics) ZRIFICEMERIEETT .



4.6.5 X M) HEE

ERANUMSRER T2 L, BEICAN Lo~y FEHEQBECHET LD, BEICATI LIz
VU RO—EEER L TCHSEIT LY CEET, B A MNIEZEA LA ZKRITLET,

EXMYBREEZFERALEZITY FATORBREDH]
> ping 192.168.100.2 count 1 (1)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 tt1=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> =+ (2)
> ping 192.168. 100. 2 count 1 E)
PING 192.168.100.2 (192.168.100.2): 120 data bytes
128 bytes from 192.168.100.2: icmp_seq=0 ttl=128 time=0 ms
———-192.168.100. 2 PING Statistics——-
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max = 0/0/0 ms
> -+ (4)
> ping 192.168. 100. 3 count 1 )
PING 192.168.100.3 (192.168.100.3): 120 data bytes
128 bytes from 192.168.100. 3: icmp_seq=0 ttl=128 time=0 ms
-——-192.168.100. 3 PING Statistics——-
1 packets transmitted, O packets received, 100.0% packet loss

>

(1) 192.168.100.2 2% LT ping =2~> RZFETLET,

@ [1] F—%ANTHZETHIAN L a~ > FERGHEET, Zoplona, [1] %—
% LIEHFT & (ping 192.168.100.2 count 1] #&FLETOT, [Enter] F—DAAET
AL =~y FEBERTTE T,

(3) 192.168.100.2 2% LT ping =2~> REZFETLET,
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68

4 [(T]1F—ZANTAHZETHNIASN LTca~r REOHL, [«] ¥ — LW [Backspace]
F—aflioCTavy RUFHERETEET, Zoflogs, [1] F—% 1EHT L (ping
192.168.100. 2 count 1| ZHE R LETDOT, IP 7 RLAD 2] D5y % 1311228 %F LT [Enter]
F—2 AL TWET,

(5) 192.168.100.3 2% LT ping =2~ FEFETLET,



4.6.6 R—4

A=Y ROFETIZE VA ESNABRIZONT, BARTARIIFRN —EEICTXTERLENR VG
B, 2=V OXF—ANEREIC—BHm I LI > TRRLET, 0B, =V 7 iTEHa~v R
[pager] THFOMEEZEIMNI LTV LD TEET,

69



4.6.7 ¥—R— k<2 e

WART 7V =2 a UBLOWROREIC LY, FEHREAR T —NEAR Y 9, AREECIE, VI100 T
HREDATEIZ 2> TV A F—Z A L7z 4.6-1 OMAEDLE TCORELZHAE L £,

% 461 #EF—K—FaTUR

*F—HR—F B 7L
Backspace =Y NVDED 1 XFEHIBRLET, (=72 LITONIEET)
Ctrl + A vy FTORE~BE L £,
Ctrl + 1 XFRYES, (ELITORBEET)

B
Ctrl + C avy Raeflr L9,
Ctrl + D 1 CFHIBR L £ 9
E
F

Ctrl + A FITOITR~BEH L 7,

Ctrl + 1 XFHERET, (R LITOKDY £T)

ctrl + L ;;V%N/Eﬁ% U7 Ly l, BEELEOa~vy FAJTUSMIRREZMEL
Ctrl + N Ly havwly RETROEA M) ZRRLET,
Ctrl + P —OHIDE A M) AFRRLET,

Ctrl + U =Y NATOT XA NEHIRLET,

Ctrl + W A=Y NVEVREIFOT XA MEHIBRLET,

Ctrl + K N—=INVDHEADT XA NEHIBRLET,

Ctrl + T B NOXTFERIOLTH#ZHLET,

Esc + B 158K £9,

Esc + F 15EEAET

Esc + D FEOI— I NVINLEHATHIRLET,

10



4.6.8 CLIREDHREZTARX

HEhn 77 o MERESC CLI BEEEDO—#BIL, CLI BREE#RE L Ca—HF T L IC@BEE I A X~ A A TE
¥4, WAZAATE5CLI e CLI BEEERAL R 4.6-2 1TRLET,

& 4.6-2 hRZT A XATESCOLI #ae & CLI IRITIFR

HaE DAL XNBEDPBEARDT 74 FRTE
S R TFTHMNEIMERETEET,
oA UEEOFT T 30 FERETIE, X—U U I EITVER A,

N=T T ORR/ WL, EM A~ R Tpager] TRIETE £,

BIENEIL, I~ r FRETSNCER» DEIRICKENET,

Al



4.7 avI7q40L—>ay

COfTIE, ar7 4l L—a oW THBALET,

12



471 avI2459L—2 3> NEHR

EERFICHARAEND AL T4 T —va B AR = NT v 7ary7 07 b—va RO, EHIC
FHEINR2a 740 v—avkor=u a0 b—3i gy EERNES,

AEBOEBREE ANDE, NWE 7T v a2 AE) FOREZ—NT v TFar7 4l b—ar 7740
DA E, FOFEFETr=v a7 40 —2a b LTRESH CEMNEZMBLET,

ay 74 S b— g UERRE, BELESAIL, TS arv 4 SL— g rnEx iz on, &
Al snEd, 2R LT r=vdary7 47—y a U iERHa~2 K lTecopy conf running
start] BT AIL T, A¥— KT v a7 40— 3 R ET A2 ERARETT,

Mite LIENBEZRAF LW TAKE ZBEHT 5 L, MELEARTITRDNID TEEL TSN,

13



4.1.2 av747L—Y a3 nmEE

AT 4T = a VOREILOWTHBILET, HKa~vr FOFEMIcOWTE avr K-an /L7
7L R BEBRBRLTLIEIN,

14

(1

(4)

REREGaAT Y FE—F

a7 4 S —a VOWRERITO RS, EEEHEET—RTuSA2L, configure 2=
REFITLTLZEW, a7 bR[SPlckhbtary 74—y ara~vwy RE—RER
D, Sr=vrarg gl b—a rORENTREL 20 £,

aAVI745L—S 3 DRTE - ER

—fRr—PE— PRI OEEEHE T — FCa~ 2 Fldisplay conf running |3 X O display
conf start] ZF{TTHZ LT, ThEFEnhTor=vrar747b—vay, AXA—rT v
AT 4T —varERR MR THIENTEET,

aryI7 4 b—varavwy RE— RCTa~w K [display] #37 LIz5E1%, BEREST O
NEBRFTRINET, ERAFORNREIZELRDAEESH DO THERE LTI,

aAVvI49L—2arniRE
a7 4 b—Yaryavwy REFALT, avy 747 v—arERELET, F77, =
T4 7 b— 3 COHIBRIZ, o~ ROSTAIC Tdelete] Z4ETH L TRETEET,

AVI4TL—2aVDHEE

WHELay 74 7L —va v ERMEE5I1I2Za~> N laddrunning] THEET D XLE N H
DET, ESEDLIETH T v T ar 747 b—va iIRBIEND Z L1374, EAR
RICHEITH Y £H A,

2= KN lTaddrunning] THEEETICary 747 L —vara<vwy FE—REKTITLERTE
L7ENBIZETHZTLENWET, ZOEAITIEHKE THICK T LTI WD REROEENE RS
NET, yEANTAEEZOFEERTL, nZANTHEKTETICary 747 b—varavw
v RE—RICED ET,

A~ R Taddrunning] ZFTEFICar 747 b—varavy FE— R T LELGEIC
RRSNDA Y E—Y

[SP] exit
WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: n

[SP] exit



WARNING: Modifications will be lost. Are you sure to exit (y/n)? [n]: y

SP#

G) aAavI4TL—arvDRE

EH o~ F lcopy conf running start] ZfEH+TH52&T, Jo=vrar74 71 —g
VINAL = T T arT 4 Jb—a 7y A VRFSNE T, i LIENEEZ RIF LR
WTCHEBEZFEETL L, MELIENENKDILLZOTHEEL TN,

RBHRAET DT a~y FEITRHCHA SN DR D A v =TI LT, UTFDLHIZ 2 E
ly] AN LET,

SP# copy conf running start
WARNING: Do you really want to overwrite the start configuration (y/n)? [n]: vy

WARNING: start already exists. Do you want to overwrite it (y/n)? [n]: vy

6) AVI«TL—2arDRERT (exitawr K)

AT 4T = arOmMEEKTTHEEIE, a7 47 b—varya~vy RE—RFOx L
FEDOMEE T exit 2~ FEEITLET,

RS

c RIEEMNEH <~ R [show sp) T Status 2% in service IZ/RARHNICIE, 2747 L — 3
HEOARL—v g VB L CUTOEEEZBBEWLET,

- a< K [ldisplay] Tary 747 Lb—ara2fKrLlTh, ELSERINZWEERH 7,
AT 47— arERELTULRENBN RO GERH D 7,

- o< N Tshow sp] T Status 2% in service £ > TWNWA I EZMER L TG, a7 471
—2 g VEEOA R —2 g VEBB LTS IEE N,

15



4.7.3 avI7459L—23>DITHY RAEKR—F

WELZav 74 7L —va ORI T TR WA ENE, Ao~ K lTexport conf)
PERALTary 747 —y a7 7ALDT 7 AR— FRARETT,

YT FRALTITIRAR—+

o< K Texport conf] D/NF A—Z|ZURL ZFETHZETHRy NU—IRATOT Y AR
— ’EEBLET, ftp(FIT tftp) ZFRHL TOT7 7 A NVERIETT DT, =7 AKR— L7
HIELZET ftp (FE72I1T tftp) — "B EE L TWAMERH D F97,

KATEE O ftp/tftp V— NIEE) L TN, FNE0 D ARSEE ~O ftp/tftp Bt T
FH A,

EEFHE

s T AR—NAEER AT 4 T —vavid, AX—F T v Tar 7 47— ar [start] £z
o= 7ar7 471 — 3 lrunning] T,

16



4.7.4 a4 5L—23>DA4 2 KR—F

NPT oL TWezarZ4 7 b—var77AVERVAALTHERLE-WEAZR S,
<> K Timport conf] ZEHALTCar 747 — a7 740D A R — FBAEETT,

Fy bI—=0EEALTS VR—F

a2 K Timport conf] M/XT A—H|ZRL #4HETHILETEXy FT—F7 B TDA R —
FEEELET, ftp(EIT tftp) ZFHA L TOT7 7 A MEETT DT, A VAR — e 58
23 C ftp(F/F tftp) Y—"NEEB L TWAXLERDH Y £7°,

MAIEE D ftp/tftp V— NTEENL TWRW8, SN D ARIEE~D ftp/tftp FkIL T
FH A,

A VR— Mg, A=~ R Treload] TARBEZHEHT L LTS U R—FLicary7 47—y
a CCOEMMBMBSNET,

EEFHE

A VR— T Har T4 T = a T AME, A — "N T v Far T4 S L—3 g DB ARG
ELETOT, =<2 Nlimport conf|D/XT A= THDHA R — D7 7 A4 V41T, #F [start ]
ETDHUERHY ET, TDOT 7 ANGAH [start] THIGEIFIA Y AR— NEDT 7 A4 VAITIRE
TLHMEDH D A,

11



4.

a7 47— g ONEHBITEH 2~ N lTerase configuration] TITWET, FIHHLHEZ kD

1.5 aYvo449L—2 3> nHie

PR L £,

4.7-1 avo24 5 L—> 3 >n¥He

SP#
SP# erase configuration startup
WARNING: Do you wish to erase startup-config?(y/n): [n]: y

SP# reload
WARNING: Are you sure to restart system(y/n)? [nl: vy
SPi#

(1) HEEEHET—FTrs /4 LET,

(2) EMH =~ K lerase configuration startup) #ZEfTLE 7,
Q) arvrvaZr—ya YLD AHEER T vy AT LET,
(4) FEH =~ K lreload] TAREEOHEILE ZFEHEL £7,

(6) EEMEBOAKHMERLT vy AN LET,

EEFHE
C AT 4 7 b= a OB E AR R IR S E T,

18
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4.8 telnet/ssh I2&d0454 2

BEHR—TF2M4LT, VEe— FMERWENOAREB A~ 7 4 5100%, KEBTIP 7 FLADH
ENMETT, 72770, PIHBEARICIZIP T RLADREDMTON TWERA, F0ED, a3/ —
AnbalZ A LT, a7 47—y a U ERETALEND Y 9,

telnet |28 7 A4 &AL THIIIAREBDOY R A FAR—FD IP 7 RVAEZFRKET HME
NHY F9, telnet — NIAREEOEFHIFICHEB CEFH L ETOT, MICHELRREIIH D FHA,

sshiCkpu A U Z2RREL T 5101, FICABEED ssh B—"2HTHLERNHY 4, 5.7.1
(a7 47 1L—ar] 28BLTEEN,

UFICAZ T 2—Z(ethl) ~D IP 7 RLADOREFZ T LET,

AR T z—R(Eth)~AD IP 7 FLADEEH!

SP# configure =+ (1)
[SP] ethl =+ (2)
[SP-eth1] ipaddress 192.168. 100. 100/24 - (3)
[SP-eth1] addrunning e (4)
[SP-eth1] display -+ (5)

(1) EEEHHEE—RFTrI AL, a< K lconfigure] Tar 74 71—y gravwy RE
— F~EGI DY 77,

(2)  ethl AV E7,
(3) ==y K lipaddress] THEED IP T RLAZRELFET,
(4) =~ K laddrunning] TKMLL E7,

(5) =a~<y K [display] THRENKZLEZ R RL THERLET,

19



4.9 ftplckdOT404 >

AIEEBTIT—HEHa~ L FTORftp 7 IA T v MEREIC L D 7 7 A MREZRAE L T ET,

x® 491 ftpZAAL-T 7 M )LEEFEaT U F—8

avY R4

av > R

%II

export dump—file

fRATIE S 7 7 A L 2IEE L, FRE SNTciisse~ink L,

export conf

aLv T4 —ary Iy ANEZ I AR—F LET,

import conf

a7 4 —ary Iy ANEALUR—NLET,

export log—session

AREETINEL WISl 77 A VET T AR—FLET,

update

VI =T ERELT v T LET,
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Ot

410 VI bz 707v7TT—F

LORTRY 7 FY =T OT v 7T — MOV THALET,
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4101 Y2 b2z 7D7YTT—F

VI NI =2TDOT v FTF—rEE, HRA=Va DY T R T o= Ca Y7 27T
NR=Va T o7 THZLEELET, Ty 7 T — baFERT HICITHEEHEET— FT, EfHa~
K Tupdate] ZFEITLEJ,
Ty ST — N, EEEHOa T 4 S —y gy, a—PFER (0 XA T AT N, NAT— R
E) BIXOTA v RERITFOE F5 MBI NFET,
T ST — NEETAICIZLUTOFERHY 1,
1N XY FI—OBATTYIT—FIFANLEAFLTCTYIT—FT 3
o< K Tupdate] CF7 v 7 F— 77 A VDATEIZ URL ZIEELTETTAIET, T v

TTF—bERTWET, ftp (7 tftp) ZFH L TO 7 7 A MREZIT 5 DT, AFHL 720
T ftp (F2iT tftp) b —"DEE L TWDLERH Y £,

77T — MMk, EH 2~ R [reload) TAEEZBHEETLZETHLWWY 7 by =7 TOEHN
Bt SN Ed, BEICEEHLZENIITOETADOTIEELZIV,

R, N—=Tar X TAEE, RYPR—MNIARBary T4 7 — a3 bh L Lol LTLE
EV, RYR—brDar 747 b—2a b ZHRLARANTA=Ya U E YU 2 FETLERE, BRLA
WAy MU= ERRCEEL RO BTN DH Y £,
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4.10.2 £EERNY I T VT

BNy 7T v 7 e, BEBEL WA Y 7 Fy =T H2EEPNIC 1 SOy 77 v 7 %17 H
LT, A= RNT T HEANY I T THD2ETY 7 MU 2 T ERNMTZ £,

AR =R T v TRENONN T T v TE~D/NN I T v TIET TR, N2 T v Lz 7 =T
ZVARTTAHZLEHARETY,

UTERy 27y 7T7BLOV A NTOFIEZRLET,

(2)

RE— b7y TENDNY I Ty TENDINYI T VT
WEEHEE—RTRrZ A LTLEEN,

EH =2~ K lcopy Im start] ZFITLTCLEEWN, AX—F T o7 HENNY 7T v HIZA
]:O%l/jij«o

WEH =z~ K [show version] TE/W® [Backup] (Z [Startup] ¢FUCY 7 b =T/ "N— g
UIERPAIREN TS Z E MR L T,

NG Ty TEIGARA— 7Y TEAAND)RA LT
A — R Cr /(v LT EE,

HEH=<>2 K Tcopy Im backup] #FEITLTLEIWV, N7 v HEAX— 7 v 7 HIZ
av—L%x9d,

HH 2~ > F [show version] TF/W® [Startup) (Z Backup] ERIUCY 7 by =7/ 3—T g
VIEBNRENTWA Z E AR L TSN,

HHa~ K Treload] THEEZHE#S L TLZEW, VAN LEY 7 by o7 TiEHZE
HBLUET,
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411 REETHEMEE
SOHITHE, AEBOEIRET S B VTR L E T
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4.11.1

LED & R E DIKEE

AFEEIILEDO R RIS L EEORELZBHAOE LET,

WIZLEDDFARNFIZOW TR LE T,

% 4.11-1 LED OXRTHE

E2x ] KRB LES
PWR | LED: % BIROBLAREEZ R L ET, FRAT | FEIFON
THAT TEIFOFF, F7-IXEIR AR
ST1 | LED:fk/R | #EEOREZ R LET, FRAUT | BYERTHE
Fes | S GLb g, EERT
JVER
TR | HEE O EERE (EHR)
TRAUT | BEEOEMPIRERAE (ke A
Af)
AT FEIFOFF, F 721X
ST2 LED:#%/7r | FEEOWRREEZ L E T, BT | BhERTHE
FOSB | YT7 bPU T T, R T
P
TRAIR | EE O IEERE (BH)
TREAT | EEOKMOEERA AR
Af)
YHAT TEIROFF, F7-i3EIRA
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4.11.2 [EEER

AREECRETHEAN—FT 2T, BIXOY 7 N =T OEELZHBMLE9,

P, B AE LA IZIE, LEDIZ XK 218H, syslog ~OREEFHRO ), RLEiE O FHiEE) 2R E
WA bETERmL 7,

FEE N 3 [m)EHE THAE LIERAIn, ﬁ@ﬁbfwéy7h?:7ki%® Ny 7T v 7ERTWN
HYT7 2T EEHLET, TNTHIEFEE) LR =8A8100E, AREEITEIELFT,

Ny 7T TIEIZOWTIE4.10.2 §i [HEERANY 7T v 7] 2SR L TTFE0,
(1) EBRA=Y N T77DESR
TR C L (RS & 72 13l f) 2/ L7358 I il B 2 340 L £ 77,

R 4112 EBRA=ZY N T7oDREEEE—

HEORE 3B A DfksE BhE
EHA v t—Ca M), BLO
RIS X syslog — "~HH&EFTWET,
HEdh 2T VET,
g EAA v t—Ca M), BLO
77 L © syslog #— S~H A ZITVET,

L) O : Ak rTHE, X @ fkHEA AT,

(2) mEEER
ARAEE DIRE DS T0°CLL LT E) 2 i L £,
® 4113 AEEDRE LEBE—F

EEBORRE E A D RkEE Eh{E
HEHA vy E—U2H), BLOY
B =R (70°CLL L) X syslog r— _"~H D ZITWE T,
FREEZTTWET,

HEHAA =Y, BIO
syslog =S~ EITWVE T,
HEHA =2, BIO
syslog — S~ EITWVET,
HEHA -T2, BLO
syslog =S~ EITWVE T,
HEHA =2, BLO
syslog =S~ B {TWVVE T,

IR (0°CLLT)

RIEE IR (5°CLLE)

EIRAE (50°CLL 1)

OO |00

riiRAE 17 (45°CLLTF)

LB O« Mk rTaE, X Ak AT,
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Q) *EVEREESR

AEVOHEMHBEZEMAL, REMATYDBWAT ER-TEEICESEZ 0 ZITHAL, FiEH)
(XM L EE A

RAN-A SAE)ERELBE—F

SRR TR O mi
. A T —CEND, BEO
A ) PR O syslog P— S~HH 21TV E T,
" WA Y T— DN, BLO
J o VR © syslog F—SHAZATNE T,

OLB) O : Mk rfe, X fke A Al

4) ZothoEE

x 4.11-5 TOHOEEELBE—E

EEDIKRE 3= F D #k e e
BEHA =2, BLO
N— Ry = T EEREE X syslog =S~ EITWVVET,
HEEhZITVET,

. T WER A vt —VET], BLO
SELEEEA O syslog — S~ 1B {TWVVE T,
- U EHA v E—VEHT), BLO
/(1 Fﬁry 3?%%2) R X syslog — S~ 2470 E 9

HEdh 2 frES,

WHA =2, BLO
V7 MYy T EE X syslog h— R~H A EITWNET,

HEdh 2T VET,

LB O : Ak aE, X« fkke A T,
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2y b — KR

ZOETE, Xy FPU—THEEICOW T L £,

5.1 v b —Y Al

52 4 R T T —RABFE

5.3 syslog A

5.4 SNMP

55 AXT A4 I IN—T 4T

56 NTP 7 747k

5.7 Z Do 2 E B E I




5.1 *v FJ—2 A

ARETHAT 2BENEIT, RITRT Ry bU =7 EBIOX ZHifEE L TWET,

B 5. 1-1 v kT —2EEH

Hﬂ:%
AR 172. 16. 100. 0,/24
(100)

—H /L3 AA v F

(11)
Qz. 168. 100. O/D
@200. 0/24

J—% /13 AL v F
o \/

| a7 X

<192. 168. 200. 0/24> [7 o — 1R
|

o080

AR NTP #—% SNMP H—X syslog #—,
(250) (30) (40) (50)

Y

¢

e
H

KAy aNFTRy T =7 DRANEGERT,
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52 A R T —RETE

WA R T 2 — ADREEHA L E T,

HESH
DT =g URVLAND R EILTTE £ F A,
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521 avoI«459L—3>

AHT 2 —R

K 52-1 41227 —REZEH

SP# configure
[SP] ethl
[SP-eth1] ipaddress 192.168. 100. 100/24
[SP-eth1] addrunning
[SP-eth1] display
# INTERFACE STATEMENTS
#t IPV4 STATEMENTS
# IPV4 ADDRESSES
ipaddress 192.168. 100. 100/24

FH = H =

(1)
(2)
(3)
(4)

IPV6 STATEMENTS
IPV6 ADDRESSES

IPV6 PREFIXES
ETHERNET STATEMENTS

A BTz —Rethl ZHIME L ET,
IPva7 KL RAEHRELET,

a7 40—y VERER ML ET,
ay 74— g VEREEAFERLET,

BEOAL T 4 T L—a VEREGERICELET,

e (1)
(2)
(3)
- (4)
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5.2.2 ARL— 3 Y
AVH T 2 —AREICHET I EH I~ RERIORLET,

(1) show interface
a7 47— ary TRELEIPY RLRAERRLET,

SP# show interface
# vrf0
eth1: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 00:12:2:95:¢8:51 brd ff:ff:ff:ff:ff:ff
inet 192.168.100. 100/24 brd 192. 168. 100. 255 scope global ethl
valid_Ift forever preferred_Ift forever

(2) show interface <#¥E4A 2 7z —RX %> statistics detail
{257 = AOWE A R LT,

SP# show interface ethl statistics detail
statistics:

Kernel Interface table
Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg

ethi 1500 175 0 00 5 0 0 0 BMRU
RX: bytes packets errors dropped overrun mcast
16942 175 0 0 0 7
TX: bytes packets errors dropped carrier collsns
490 5 0 0 0 0
RX rate Obps (0. OMbps) Opps (0. 0Okpps)
TX rate Obps (0. OMbps) Opps (0. 0kpps)
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5.3 syslogHHAh

B A Y=Y Dsyslogl IR EIZOWTIEHA L ET,
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531 avo7«445L—3>

syslogll NERED a7 4 7 b — g UERERZRIRLET,

5.3-1 syslog HAKEHI
SP# configure

[SP] log

[SP-1og] log-session SYSLOG remote 192.168.200.50 ---(1)
[SP-log] log mng SYSLOG info ()
[SP-log] addrunning e (3)
[SP-log] display e (4)

# LOG SESSIONS
log-session MNG local 2 MB
log-session NTP local 512 KB
log—session SNMP local 512 KB
log—-session SYSLOG remote 192. 168. 200. 50
# SERVICES LOG SESSIONS
log mng SYSLOG info
log ntp NTP info
log snmp SNMP info
# DAEMONS LOG SESSIONS

(1) syslogH IR EZ1T 9 EE DO ILFEF (SYSLOG) 3 L Wlsyslogh— %5 5E 2% E L E7

(2)  syslog NRRTE 24T I ATE O CFH] (SYSLOG) (Zsyslogh— S~ )15 A v —VNEERE
LET,

(B) avI4llL—y g UREEXRBRLET,

4) a4l r—arBRErFETLET,

EEFHE
- B Dsyslogh—GEIEOREEITAETN, R4O LR ET,
 syslogi 7157 — % D~y ZEIAHT D facilitylZiZ I llocal0) ZfEHA L E I,
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5.3.2 ARL— 3 Y
syslogiR EICB#E T 2 a2~ RERIORLE T,

(1) show log-session MNG
EENICRFELTWDAERA v E—V 2RI LET,

SP# show log-session MNG
Sep 12 08:57:02 SP MNG: spmd-INFO EVT NIF:00 20012010 Initialization started

Sep 12 08:57:03 SP MNG: spmd-INFO EVT NIF:00 23024011 Initialization is complete.

Sep 12 08:57:14 SP MNG: ————INFO KEY NIF:00 00000000 admin: display conf running
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5.4 SNMP

SNMPEE EIZ DWW TEE L E T,
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541 avI45L—3>

S\MPO =27 4 T L—3 g VERTEMERIZRLET,

5.4-1 SNMP 2% 7E 5l

SP# configure

[SP] snmp

[SP-snmp] snmp enable

[SP-snmp] rocommunity public 192.168.200. 40/24
[SP-snmp] authtrap enable

[SP-snmp] trap2sink 192.168.200. 40 public
[SP-snmp] addrunning

[SP-snmp] display

(1)
(2)
(3)
(4)
(5)
(6)

# SNMP STATEMENTS

snmp enable

sysdescr none

authtrap enable
# COMMUNITIES

rocommunity public 192. 168. 200. 40/24
# TRAPS

trap2sink 192.168.200.40 public
# SYSTEM
# LOG SERVICE

log snmp SNMP info

SNMPHERE # B 2b L9,
FARY ARER I 2 =T A ARELET,

Authentication Failure TrapféfezHzM b L 9,

TrapffEx AL L, HOEERELET,
a4 S — g VERER ML E T,
a7 4 S —ya VBRERFRRLET,

e (1
e (2
e (3
e (4
(5
(6

T T O O —
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5.5 RAT A4V OI—Ta42Y

ABT A4 I N—T 4 T REICODW T LET,
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55,1 avo«45L—3>

ABT A4 I N—T 4T DA T 4 S L—a VRERERISRLET,

X 551 R2FT 4 v I—T 4 T HEH
SP# configure

[SP] rtg

[SP-rtg] route default-ipv4 192.168.100. 10 (1)
[SP-rtg] route 172.16.200.0/24 172.16.100. 11 = (2)
[SP-rtg] addrunning e (3)
[SP-rtg] display e (4)

# IPV4 ROUTES
route default—ipv4 192.168.100. 10
route 172.16.200.0/24 172.16.100. 11
# IPV6 ROUTES
# LOG SERVICE
# GLOBAL INFO
# ACCESS LIST & PREFIX LIST
# COMMUNITY-LIST & EXTCOMMUNITY-LIST
# ROUTE-MAPS
# INTERFACES
# DYNAMIC ROUTING

() F7ANV ST ERELET,
2) TV 4y I AEEEFRELET,
() arvI4llL—v g UREEXRBRLET,
4) a4l r—arBRErFETLET,



5.5.2 ARL— 3 Y
N—T 4 T RECEETAEA < RERIR LET,

(1)  show ip route
N—T 4 T T—=TNEREFRLET,

SP# show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP,
0 - OSPF, I - IS-IS, B - BGP, P - PIM, A - Babel, M - SMR
> - selected route, * — FIB route

S>% 0.0.0.0/0 [1/0] via 192.168.100. 10, etht

C>x 127.0.0.0/8 is directly connected, lo

C>x 172.16.100.0/24 is directly connected, eth2
S>x 172.16.200.0/24 [1/0] via 172.16.100. 11, eth2
C>x 192.168.100.0/24 is directly connected, ethl

100



5.6 NTPU2 2472 b+

NTPZ A4 7 v FREIZOWTEI L ¥,

101



561 avI745L—3>

NP FA T hDary7 47—y a U RHEFERIORLET,

X 5.6-1 NTP Y 547> FEREH
SP# configure

[SP] ntp
[SP-ntp] ntp enable (1)
[SP-ntp] remoteserver 192.168. 200. 30 - (2)
[SP-ntp] addrunning e (3)
[SP-ntp] display - (4)
# NTP STATEMENTS
ntp enable

default-version 4

default-polling 8
# REMOTE SERVERS

remoteserver 192.168.200. 30 version 4
# LOG SERVICE

log ntp NTP info

(1) NIPZ A7 v MEREEZAIMEL E 9,
(2)  BEGICONTPH— R ERE LT,

() av74llL— g UREEXRBRLET,
4) av74 1L —va s REXZFRLET,
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5.6.2 ARL— 3y
NTPZ A4 7 v FiREICHEETEH 2~ FERIRLET,

(1) show ntp associations
Pt STV TV ANTPH— O EEIREEZ R R L E T,

SP# show ntp associations
remote refid st t when poll reach delay

offset

jitter

192. 168. 200. 30 . LOCL. 1Tu 11 256 1 0.826

-0.243

0.004
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5.7 ZDihDEEREFR

KA, ZA LS —2, VE—RNTI7EBAREOHFTEICHOWTHEH LET,
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571 ar2o«4JL—v3ay
KA NG, ZALY =2, VE—bFT7RRARE, ZOMOEEREEFHROa 7 4 7 L—va U
EBZRITRLET,

5.7-1 Z DOt DEEREFHRD R EH
SP# configure

[SP] gen

[SP-gen] hostname AX-Sensor (1)
[SP-gen] clock timezone JST 9 e (2)
[SP-gen] ssh enable - (3)
[SP-gen] system temperature-warning—level 40 -~ (4)
[SP-gen] addrunning wer (5)
[AX-Sensor-gen] display .+ (6)

# GEN STATEMENT
hostname AX-Sensor
clock timezone JST 9
telnet enable
ssh enable
icmp limit rate 1000
icmp limit type unreach quench redirect time_exceed param_prob
system temperature-warning-level 40

# ARP TABLE
# NDP TABLE
# HOST
# LOG
(1) FAMEHFRELET,
(2) HA LY —rZISTICHERELET,
(3)  ssh¥—"EHMELL ET,
4) EHAAvE—UTEETIEEOARBELHELET,
(65) avT4 L —a  BREXNBLET,
6) v T4l —arBEERTLET,
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5.1.2 #ARL—v 3>
S B R AR B BB A =~ RE ISR LE T

(1) show date
HA D= hEbi-BFERE2FERLET,

AX-Sensor# show date
Wed 12 Sep 20XX 18:20:54 JST +0900 (Asia/Tokyo)
(2) show service

telnet/ssh’p EDO VU T — b7 7 B AMEEOBEENIRNAZFE R LE T,

AX-Sensor# show service

Service TELNET is active
Service SSH is active
Service SNMP is inactive
Service NTP is inactive

(3) show environment temperature-logging
EEOREBREEREER T LET,

AX-Sensor# show environment temperature-logging
Date 20XX/05/31 15:00:00 JST

Date 0:00 6:00 12:00 18:00

20XX/05/31 24.3 24.2 26.0

20XX/05/30 21.8 25.1 26.0 24.0

20XX/05/29 25.6 - 26.0 24.0
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Y EE

ZOETHE, BRI OWTHIALET,

6.1 fEwN

6.2 a7 4T L — g
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6.1 fi#Zsk

TUBEREIX, Xy NU—7 LEREND N T T 4 v 7 BHET DI O—2 T,
NetFlow ExportertfETlX, E=#AK—F, B HTHIAR—F, XA FAR— FOKR— MERE
WCRHME L7 WBR 21T 9 2 & THEBLET,
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6.1.1 E=4/KR—F

Fo A R— NMIBH SRy NT— NI T—U v T ENTE N T 7 4 v 7 B2 ETLHEHAR— T
ﬁ—o %ﬁjﬁ”ﬂ%*y %7*7@1“/“'\7 :/ﬂ_;:7 V*‘Aﬁ§é\§fj’b"cb\éi}%/ﬁ\’ mtu@f[ﬁ%jﬁ% <—g—é:k%%ﬁ
L\iﬁ—o

E= X AR — MZiEDeny-Filterf§BENFR E FIHE T, Deny-Filterf¥BEDFEMMIX 6. 1.4.6 Deny-
FilterffE| ZZML T &0,

HEEEE
c A R— MIFIPT R ADREE LN TLE X,
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6.1.2 €oHHAR—F

Yo IR — MINetFlowlE R Z2 1T 272D DR — kT, NetFlowfFHo H fditE & @
TAHNEIRL, B HOR— DRI —ZRA A v F 20 L TCOEGNFHETY,

EH=R E
B — MIv R A PAR— N EOFHRFRETT,
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6.1.3 TRIAD FR—F

2 XA PR — NI ERRSONTPH— 72 PO Y — o NF L HEE T A AR — F T, BMEIRARSOY—
CHEBERG T AMLEITRLS, YRV A L P