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#Last modified by operator at Thu Oct  2 09:30:46 2008 with version 10.7.C

!

hostname "AX2430S_static" 

clock timezone "JST" +9 0 

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 100

  state active

!

vlan 1000

  state active

!

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode access

  switchport access vlan 100

  spanning-tree portfast

  dot1x port-control auto

  dot1x multiple-authentication

  dot1x reauthentication

  dot1x timeout reauth-period 180

  dot1x timeout quiet-period 5

  dot1x supplicant-detection disable

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 100,1000

!

interface tengigabitethernet 0/49

  switchport mode access

!

interface tengigabitethernet 0/50

  switchport mode access

!

interface vlan 1

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended BeforeAuth

  10 permit ip 192.168.100.0 0.0.0.255 host 192.168.20.20

  25 permit ip 192.168.100.0 0.0.0.255 host 10.52.0.1

  45 permit udp any any eq bootps

!

dot1x system-auth-control

!

web-authentication system-auth-control

web-authentication ip address 10.10.10.10

!

mac-authentication system-auth-control

mac-authentication password "alaxala"

!

radius-server host 192.168.20.21 key "alaxala"

!

aaa authentication dot1x default group radius

aaa authentication web-authentication default group radius

aaa authentication mac-authentication default group radius

!

line vty 0 1 

!

ftp-server 

!

# 
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!

hostname "XA2430S_dynamic"

clock timezone JST +9 0

!

vlan 1

  state suspend

  name "VLAN0001"

!

vlan 10

  state active

!

vlan 30 mac-based

  name "QuarantineVLAN"

!

vlan 100 mac-based

  name "OkVLAN"

!

vlan 1000

  state active

!

spanning-tree disable

spanning-tree mode pvst

!

interface gigabitethernet 0/1

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/2

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/3

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/4

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/5

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/6

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/7

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/8

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/9

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/10

  switchport mode mac-vlan

  switchport mac vlan 30,100

  switchport mac native vlan 10

  spanning-tree portfast

  web-authentication port

  mac-authentication port

  authentication ip access-group BeforeAuth

  authentication arp-relay

!

interface gigabitethernet 0/11

  switchport mode access

!

interface gigabitethernet 0/12

  switchport mode access

!

interface gigabitethernet 0/13

  switchport mode access

!

interface gigabitethernet 0/14

  switchport mode access

!

interface gigabitethernet 0/15

  switchport mode access

!

interface gigabitethernet 0/16

  switchport mode access

!

interface gigabitethernet 0/17

  switchport mode access

!

interface gigabitethernet 0/18

  switchport mode access

!

interface gigabitethernet 0/19

  switchport mode access

!

interface gigabitethernet 0/20

  switchport mode access

!

interface gigabitethernet 0/21

  switchport mode access

!

interface gigabitethernet 0/22

  switchport mode access

!

interface gigabitethernet 0/23

  switchport mode access

!

interface gigabitethernet 0/24

  switchport mode access

!

interface gigabitethernet 0/25

  switchport mode access

!

interface gigabitethernet 0/26

  switchport mode access

!

interface gigabitethernet 0/27

  switchport mode access

!

interface gigabitethernet 0/28

  switchport mode access

!

interface gigabitethernet 0/29

  switchport mode access

!

interface gigabitethernet 0/30

  switchport mode access

!

interface gigabitethernet 0/31

  switchport mode access

!

interface gigabitethernet 0/32

  switchport mode access

!

interface gigabitethernet 0/33

  switchport mode access

!

interface gigabitethernet 0/34

  switchport mode access

!

interface gigabitethernet 0/35

  switchport mode access

!

interface gigabitethernet 0/36

  switchport mode access

!

interface gigabitethernet 0/37

  switchport mode access

!

interface gigabitethernet 0/38

  switchport mode access

!

interface gigabitethernet 0/39

  switchport mode access

!

interface gigabitethernet 0/40

  switchport mode access

!

interface gigabitethernet 0/41

  switchport mode access

!

interface gigabitethernet 0/42

  switchport mode access

!

interface gigabitethernet 0/43

  switchport mode access

!

interface gigabitethernet 0/44

  switchport mode access

!

interface gigabitethernet 0/45

  switchport mode access

!

interface gigabitethernet 0/46

  switchport mode access

!

interface gigabitethernet 0/47

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface gigabitethernet 0/48

  switchport mode trunk

  switchport trunk allowed vlan 10,30,100,1000

!

interface tengigabitethernet 0/49

  switchport mode access

!

interface tengigabitethernet 0/50

  switchport mode access

!

interface vlan 1

!

interface vlan 10

  ip address 192.168.10.11 255.255.255.0

!

interface vlan 30

  ip address 192.168.30.11 255.255.255.0

  ip access-group Quarantine in

!

interface vlan 100

  ip address 192.168.100.11 255.255.255.0

!

interface vlan 1000

  ip address 172.16.0.11 255.255.255.0

!

ip default-gateway 172.16.0.254

!

ip access-list extended BeforeAuth

  10 permit udp any any eq bootps

  20 permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

!

ip access-list extended Quarantine

  10 permit ip 192.168.30.0 0.0.0.255 host 10.52.0.1

  20 permit ip host 10.52.0.1 192.168.30.0 0.0.0.255

  30 permit udp any any eq bootps

  40 permit udp any any eq bootpc

  50 permit ip 192.168.30.0 0.0.0.255 host 192.168.20.20

  60 permit ip host 192.168.20.20 192.168.30.0 0.0.0.255

!

dot1x vlan dynamic enable

dot1x vlan dynamic radius-vlan 30,100

dot1x vlan dynamic reauthentication

dot1x vlan dynamic timeout reauth-period 180

dot1x vlan dynamic timeout quiet-period 5

dot1x vlan dynamic supplicant-detection disable

!

dot1x system-auth-control

!

web-authentication system-auth-control

web-authentication ip address 10.10.10.10

!

mac-authentication system-auth-control

mac-authentication password "alaxala"

!

radius-server host 192.168.20.21 key "alaxala"

!

aaa authentication dot1x default group radius

aaa authentication web-authentication default group radius

aaa authentication mac-authentication default group radius

aaa authorization network default group radius

!

line vty 0 2

!

ftp-server

!

ntp server 10.50.0.254

!
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sh ru

#configuration list for AX1230S-24T2C

!

hostname "AX1230S" 

clock timezone "JST" +9 0 

system function filter extended-authentication 

!

vlan 1 

  state active 

  name "VLAN0001" 

!

vlan 100 

  name "AuthVLAN" 

!

vlan 1000 

  name "ManageVLAN" 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface fastethernet 0/1 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/12 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/13 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/14 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/15 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/16 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/17 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/18 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/19 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/20 

  switchport mode access 

  switchport access vlan 100 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/21 

  switchport mode access 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 100,1000 

!

interface vlan 1 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "BeforeAuth" 

  seq 11 permit protocol ip src 192.168.0.0 0.0.255.255 dst 192.168.20.20 0.0.0.0 

  seq 12 permit protocol ip src 192.168.100.0 0.0.0.255 dst 10.52.0.1 0.0.0.0 

  seq 20 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootps 

!

dot1x system-auth-control 

!

mac-authentication system-auth-control 

mac-authentication max-timer 10 

mac-authentication id-format 1 

mac-authentication password "alaxala" 

!

web-authentication system-auth-control 

web-authentication ip address 10.10.10.10 

!

radius-server host 192.168.20.21 key "alaxala" 

!

aaa authentication dot1x default group radius 

aaa authentication mac-authentication default group radius 

aaa authentication web-authentication default group radius 

!

AX1230S# 

AX1230S# 

AX1230S# 

AX1230S# 
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show ru

#configuration list for AX1230S-24T2C

!

hostname "AX1230S" 

clock timezone "JST" +9 0 

system function filter extended-authentication 

!

vlan 1 

  state active 

  name "VLAN0001" 

!

vlan 10 

  state active 

  name "BeforeAuth_VLAN" 

!

vlan 30 mac-based 

  name "QuarantineVLAN" 

!

vlan 100 mac-based 

  name "OkVLAN" 

!

vlan 1000 

  state active 

  name "Managed_VLAN" 

!

spanning-tree disable 

spanning-tree mode pvst 

!

interface fastethernet 0/1 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/2 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/3 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/4 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/5 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/6 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/7 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/8 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/9 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/10 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/11 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/12 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/13 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/14 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/15 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/16 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/17 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/18 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/19 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/20 

  switchport mode mac-vlan 

  switchport mac vlan 30,100 

  switchport mac native vlan 10 

  dot1x port-control auto 

  dot1x multiple-authentication 

  dot1x reauthentication 

  dot1x timeout reauth-period 180 

  dot1x timeout quiet-period 5 

  dot1x supplicant-detection disable 

  web-authentication port 

  mac-authentication port 

  authentication ip access-group "BeforeAuth" 

  authentication arp-relay 

!

interface fastethernet 0/21 

  switchport mode access 

!

interface fastethernet 0/22 

  switchport mode access 

!

interface fastethernet 0/23 

  switchport mode access 

!

interface fastethernet 0/24 

  switchport mode access 

!

interface gigabitethernet 0/25 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 10,30,100,1000 

!

interface gigabitethernet 0/26 

  media-type auto 

  switchport mode trunk 

  switchport trunk allowed vlan 10,30,100,1000 

!

interface vlan 1 

!

interface vlan 10 

  ip address 192.168.10.12 255.255.255.0 

!

interface vlan 30 

  ip access-group "Quarantine" in 

  ip address 192.168.30.12 255.255.255.0 

!

interface vlan 100 

  ip address 192.168.100.12 255.255.255.0 

!

interface vlan 1000 

  ip address 172.16.0.12 255.255.255.0 

!

ip route 0.0.0.0 0.0.0.0 172.16.0.254 

!

ip access-list extended "BeforeAuth" 

  seq 10 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootps 

  seq 20 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootpc 

  seq 30 permit protocol ip src 192.168.10.0 0.0.0.255 dst 192.168.10.0 0.0.0.255 

!

ip access-list extended "Quarantine" 

  seq 10 permit protocol ip src 192.168.30.0 0.0.0.255 dst 10.52.0.1 0.0.0.0 

  seq 20 permit protocol ip src 10.52.0.1 0.0.0.0 dst 192.168.30.0 0.0.0.255 

  seq 30 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootps 

  seq 40 permit udp src 0.0.0.0 255.255.255.255 dst 0.0.0.0 255.255.255.255 eq bootpc 

  seq 50 permit protocol ip src 192.168.30.0 0.0.0.255 dst 192.168.20.20 0.0.0.0 

  seq 60 permit protocol ip src 192.168.20.20 0.0.0.0 dst 192.168.30.0 0.0.0.255 

  seq 70 permit protocol ip src 192.168.30.0 0.0.0.255 dst 192.168.30.0 0.0.0.255 

!

mac-authentication system-auth-control 

mac-authentication id-format 1 

mac-authentication password "alaxala" 

!

web-authentication system-auth-control 

!

radius-server host 192.168.20.21 key "alaxala" 

!

aaa authentication dot1x default group radius 

aaa authentication mac-authentication default group radius 

aaa authentication web-authentication default group radius 

!

aaa authorization network default group radius 

!

AX1230S# 
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