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A= 2y MY ATWIPX DTV —LEFEETSHMAC 7 A LY ERELET,
3. (config-ext—-macl)# permit any any
IRTOT7 L —LzHfjd L MAC 74 LY ZRELE T,
4, (config-ext-macl)# exit
MAC 7 4 LY D8EE— P56 ra—NLar 74 7L —YayE—RNIRD T,
5.(config)# interface gigabitethernet 1/0/1
F—=bM1/0/1DA>Y T 2—RAE—RIIBITLET,

6. (config-if)# mac access-group IPX_DENY in
ZEMNZMAC 74 LY ZEMCLET,

1.2.4 IPAYS - TCP/UDP Ay 9Tl - BEZ I DT

(1) IPv4 7 RLR%Z 70— REFEE T BEE
IPv4 7 RLZAZ270—MHEEEL, 7L —L0%2Hk - BERIEETAHZ2RISTRLET,
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1 710L%9

EREDRT > M
TUV—LRERIGEETTIPVA 7 RL ALK > T7 0 —#HE{TY, 74Uy Y MU= LT
L—LZEHLET, 74Ty P IIC—HLEZWVWIP Sy Y MITRTEELET,

[O7 > RICKBEEE]

1.(config)lf ip access-list standard FLOOR A PERMIT

ip access-list (FLOOR_A_PERMIT) Z{ERLEdo R A MEERTHIEICE-T, [Pv4T L
AT 4 VY OEEE— FICBITLE T,

2. (config-std-nacl)# permit 192.168.0.0 0.0.0.255

REETIP 7 FLZ192.168.0.0/24 #v b T—=Uh6D7 L—L%xHi#fd 5 IPv4 7 FL AT 1 LY
EEHELET,
3. (config-ext-nacl)ff exit
IPv4 7 RLATZ 4 LY DBEE— KPS 70— N)Lary 74 7L—2ayE—-RIRDET,
4. (config)# interface vlan 10
VLANIO DA > % 7 2 —AE—RIZBETLE T,
5.(config-if)# ip access—group FLOOR_A_PERMIT in
ZEBICIPVE 71 LY ZEHICLET,

(2) IPv4 /)Ny N7 O—BHEREET DERE
IPv4 telnet /837 v b 70 —MHEGEL, 7L —L%2h#lk - BEEEITAH2KRISRLET,
[EBREDRAT > K]
TVUV—LZERICIPAYSY - TCP/UDP AU I >T7a—&HEZTW, 74TV MJIC—H
L7c7L—L2ERELET,
[O7 > RICKBEE]
1. (config)# ip access-list extended TELNET DENY

ip access-list (TELNET_DENY) Z{ERL %9, KUY R MR A &IC&>T, IPv4/87 v b
74 LY OEEE— FICHITLET,

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet /8% v b %2 FEET S [Pv4 /Sy Y b 74 LY 2B ELET,

3. (config-ext-nacl)# permit ip any any
TRTCDT L —LZFHTBIPVAIST Yy F T4 VY ERELE T,

4. (config-ext-nacl){f exit
IPv4 7 RLATZ 4 LY DEMEE— RS0 —NLary 74 7L —Ya v E—FILEDET,

5.(config)# interface vlan 10
VLANIO DA ¥ 7 2 —AE— RIZBITLET,

6. (config-if)#f ip access—group TELNET DENY in
ZERNCIPVA 74 LY 2B LE T,

(3) TCP/UDP R—hEBESZ7O0—HRHEFHET DEE
UDP #— FEEA2 70 —HEftE L, 7L —o%tik - BEEET 202 RISELET,
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1 71L%9

[EBREDRT > N
TV —LZERICUDP ANy ¥DO5ER— b FEBICE>T 70— BHEZTV, 74U Ty MJIC—
L7 V—LzBEELET,

[Ov > RICKBEHRE]

1.(config)ff ip access—Llist extended PORT RANGE DENY

ip access-list (PORT_RANGE_DENY) Z/ERLE 9. AU A NZERKT Z2ZLICLk>T, IPv4 R
Y NT 4 LY DEEE—RITBITLET,

2. (config-ext—nacl)# deny udp any any eq 10

UDP ANy ¥ D5EER— b ESH 10 D/ v FZFERT 2 IPvART Y b7 LY ZR/ELE T,
3. (config-ext-nacL)# permit ip any any

TRTCOT L —L&FHT B PvASTry b7 4 VY ZRELET
4. (config-ext-nacl)# exit

IPv4 7 RLA7 4 LY DEIFE—RP S 70— NLar 747 L—2arE—-RNIRVET,
5. (config)ff interface vlan 10

VLANIO DA > % 7 2 —ZAE— RICBITLET,
6. (config-if)# ip access-group PORT_RANGE_DENY in

ZEANC IPvA 74 LY #HMCLE T,

(4) IPv6 /Ny b7 O—REFME T BRE
IPV6 /X%y b & 7 O—MHAEHEE L, 7L —L% 5 - BRIEET 202 RICRLE T,

EREDRAT >N
TV—LZERIZIPVOE 7 FL ALK > T 70— ZITV, T4 LT MJIL—HLET7LV—L4%
FELET, 74 LT MYIC—B LB WVWIPVO Sy MZITRTCEELE T,

[Ov > RICKBEHRE]

1. (config)#f ipv6 access—list FLOOR_B PERMIT

ipv6 access-list (FLOOR_B_PERMIT) %{EEXLE9d. AU X M E{EKT ST &0k, [Pv6 /Y
Ty N7V OEEE— RIZBITLET,

2. (config-ipv6-acl)i permit ipv6 2001:100::1/64 any
EFETTIP 7 FL R 2001:100::1/64 65D 7 L —LEHFRHT S IPv6 8Ty VT4 LY 2ERELET,
3.(config-ipv6-acl)# exit
IPv6 /3y N7 4 LY DEIEE— RS U0 — N LAY T4 7L —2a vy E—RIREDE T,
4, (config)# interface gigabitethernet 1/0/1
R=F1/0/1 DAV T 2 —RE—RICBITLET,
5.(config-if)# ipv6 traffic-filter FLOOR B PERMIT in
FEANCIPv6 74 LY 2B LET,

125 A9 71— T1ILIDEE

BEOAL =2y MU T2 —RIZT A NI RIEBETAHZRITRLET,
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BREDRA > M

config-if-range €— N THEED A =2y b V¥ T2 — AT A VI ZRETEET,

2l
it

[O7 > RICEKBEE]
1. (config)# access-Llist 10 permit host 192.168.0.1

ARAN192.168.0.1 6723 7L —L52HHkdT A5 IPvA 7 RLAT ALY ZRELET,
2.(config)# interface range gigabitethernet 1/0/1-4

A= 1/0/1-4DA4 7 T2 —AE—RIIBITLET,

3. (config-if-range)ff ip access—group 10 in
ZEMICIPvA 74 LY ZBICLET,

1

1LY
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E2#m QoS

QoS HIEIDBIE

QoS i, FIREER - v —H— - BIUERE - WEEHIEIC X > CRERE
ZHIEL, BROFESLF 2 —DONy T 7 BELG EORoNTZ Ay FT—V K&
REZ2ENHMAT 2720DRETT . COETIE, REED QoS HlHIZ D
THALE T,
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2 QoS HIfHDIEE

2.1 QoS HllfEEE

2y bIT—=TEFH LI - XOZRRIEN, BEREEZRELZVWARA ML 7 +— IO NT T 1
JIZHNZ, ERRR - FEEIEEO ST 4 v ML TVWET. RKEED QoS #lfZFHT 52 &1
£oT, NI T4 v IEINCSU-BEREEEMRTEET,

AEBED QoS HfHZ, ERROTHSLF 2 —DNy 77 BBREDRS NI %y bT -7 BFEZEIEA
TEET, 77V =23y TEICERESNASESEOBEREEZ M/ T 7201, QoS HilflZ{HH L
Fv b= EFEZETICIBECLE T,

AIEED QoS HlIHDOKET Ty 7 2 ROKITITRLE T,

2-1 ARBEO QoS HlHintkse 7Oy 7

REE
___________________ eE® || BER
| BRERMIE | HEME 7 0—#if V|| RERE ) RiEmE
oo | e ik I
oL 2= (e ® AR A R
| L ke ] s L
|om [ YYERL R e ] AL IR
R » R &
i e = = = e
(ﬂﬂ)[]::@ﬁ?ﬁ%?éjnvb
K2R L7z QoS HlIfo & e T o v 7 OMEAIROEIRLE T,
£ 2-1 QoS HIHNOZHAET Oy 7 DHIE
HEREERIT HaEmE
ZAF AR TL—LZE TU—L%2ZEBLET,
HEEAIT L 1—BEEEYyY | BETL—L0 VLAN Tag D1—HFELEICHY, BEELRELSE
| E
7 1 — | S 70— MAC ~Nv &% 7a sa)LiEhl, IP7RLA, K—rES, ICMP Ay
T EOEMBII—KTH 70— HmHLET,
HEER Ta—CEICEREERL T, BEEBAL 70— LTRFLT 4
252%T,
< —Hh— [P~ v @ DSCP % VLAN Tag DL —HEEmE 28 S 2 2140
<7,
BRI TO— T BEEED, BEESNPTEETRTF1—1 v VBEES
RELET.
EAE R FEEEH Py N DOBREE F 2 —DORBICE LT, 47 L—LEFa—ofY
T AHNERET AP EFELET,
v —)% X 21-NEDT L—LOHAEFS L OHAEEL2HE L ET.
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2 QoS It DREE

EREERAL HEREBIE

RO PAZrS S V=N Lo THIE N7 L—LEEEBLET,

AEEO QoS HfE, ZEIL—L0BEERZI-TEBEE Y YT, Ei2id7a—H#Ic k> THRE
LET. I-PEBEESY Y7L, ZE7 L —L40 VLAN Tag NicH 5 1 —FEBEEICE DO TEBEE
EFRELET, I—YEELETIIRL, MACTRLARIP 7 RL AL EDBEDEMII—FT BT L —
LI U TBEREAREL-WESIE, 7u—%HsEALET.

TJO—§IEIC L AEREOREIX, T—VEBEET YV FIVBBESINET, £/, Tu—§IEZ, B
HEREDENICHBERSP—H—bEHTEET, 7OU—BETHEHELZ7a—I1cx LT, HHER,
Y—Hh—, BEEREOSHEIIRBICHETETEI,

EEHEE, 2 —VEEEC Yy 7270 —fIIC & > TRE LZBREICESVT, EREFIHCS « —
N ERBLET .
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2 QoS It DIEE

2.2 H@ILIEAEER
221 1-YEEETYEST

I-PEBEET YT, RE7 L —LD VLAN Tag NicH 21— EEEICE SV TEEEZRET
HHRETT o ARE T, BICI—VEEET Y IDEEL, IRTOT L —LAITH L TEEEZRE
LEd,

BEEOMEICIE, BBRNOBLEESLET CoSEERrAVWET, SETL—LDL—FEBEEDED S CoS |
vy YT L, CoOSHICE>TEEF2—%2RELET, CoOSEEERFF 2 —DOXBIZONTIE,
[3.7.3 CoS~wv Yy 7HtEl 2B L TLZE 0,

I—YESEEIX, Tag Control 74 —)L K (VLAN Tag ~\y #f&#H) O L3y FERLET. 45,
VLAN Tag 8%\ 7 L—2Al%, #IZ CoSfE3 ZHHLE T,

7u—HIfEI K 2BEERENBET 2HE, I-FTBLEEY Y 7RO GBELTHELET,

®2-2 1—TBEEEE CoSEBEOYYEYT

T L—LDFELE
IvE>7END CoS &
VLAN Tag DB 1 —HEBEEE
VLAN Tag %% L - 3
VLAN Tag # b * 0 0

2 2
3 3
4 4
5 5
6 6
7 7

(LB — - #F=HaL
EX ROBE, ZEROI—FEEEEICHEFEL, BIZCSE3 Ty IShEd,
* VLAN b2 3 Y7 2RE LR b TRELLT VA
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2 QoS It DREE

2.3 QoS HllfEiHtEN T RAT R

2.3.1

aOv > R—%

QoS #lfHE@Da > 74+ /L —varyavy RF—E2ROEFITRLE T,

x2-3 dA>7147L—>3a>avR—E&

av > RE

A

ip qos-flow-group

A—=HF2y b7 2 —RAE7IE VLANIZH LT, IPv4 QoS 7 —1J A
~EEA L, IPv4 QoS #lf &z BRI LE T,

ip qos-flow-list

IPv4 QoS 7 u— & LTEIET 5 QoS 7u—Y A M ERELE T,

ip qos-flow-list resequence

IPv4 QoS 7u—Y X b OEGERIEFO Y —7  ABSE*HFRELET,

ipv6 qos-flow-group

A—=HFy b ¥ 72 —RAF721E VLANIZH LT, IPv6 QoS 7u—1 &
FEBAL, IPv6 QoS #lizH/MICLET,

ipv6 qos-flow-list

IPv6 QoS 7u—#H & LTCEET 5 QoS 7u—Y X M EHRELE T,

ipv6 qos-flow-list resequence

IPv6 QoS 7u—Y X b DFEMERIEFDO Y —r Y AESEHERELE T,

mac qos-flow-group

A —=FFy b 2F T2 —AE72I1E VLAN I LT, MAC QoS 71 —1 X
FEBEH L, MAC QoS #IfzH/MIcLET,

mac qos-flow-list

MAC QoS 7u—#H & LTEET 5 QoS 7u—Y AP ERELE T,

mac qos-flow-list resequence

MAC QoS 7u—Y R F DFEMFERIEFOY — 7 Y 2AEHS2H/BHRELE T,

qos

QoS 7u—Y A b TO7u—MHFMHB LUBHEEEZREL LT,

qos-queue-group

A=Y b UFT2—RIIMNLT, QoS Fa—) R MEHEZBAL, L
o=z —REBHTLET,

qos-queue-list

QoS Fa2—YAMEMICAT YVa—) UV E—RERELE T,

remark

QoS DHiRFHAZRL L £7

traffic-shape rate

A —H 2y bV T2—AIR— VEBHMEEHRELE T,

flow detection mode*

T4y - QoSHIMHDOTU—BHE—RERELET,

X

[ay7427VL—Ya>yavgryRL77LrA] [27 7u—#HE—R/70—81E] 22BLTLZ &0,

QoS HIEtEDERA I~V RF—EB2IROEITRLET,

*x2-4 ERITVR—E

v RE

S&II

B

show qos-flow

QoS 7u—ZNV—7a<> K (mac qos-flow-group, ip qos-flow-group, ipvé6 qos-
flow-group) TEE L7z QoS 7u—Y X (mac qos-flow-list, ip qos-flow-list,
ipv6 qos-flow-list) D#EHERZFRLET,
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2 QoS HIfHDIEE

22

Vv RE

A

clear qos-flow

QoS 7u—r ) —7a< > R (mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TEE L7z QoS 7u—Y X+ (mac qos-flow-list, ip qos-flow-list,
ipv6 qos-flow-list) DfEEHERZEZZ VT LET,

show qos queueing

A =HHY M I T2 —ADBEFEF 2 —ORFHEREFTLE I,

clear gos queueing

A=F 2y b V& T2 —ADEFF 2 —OfEHEHREZ 7V T LET,




7 O —illfE

COETIIAREBD 7 0 —FlI# (7u—mH, FEER, ~—h—, BEER
E) ICOWVWTEHBELET,
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3 7O

3.1

7 O — &R hA#ER

3.1

24

Juo—HElE, JL—L0—EHOENTHSTu—% MACAv 4, IPAv 4, TCPAv %, ICMP
ANY TR EQOEMBICEOINWT T U —L 2 HHT AHEETT, QoS 7u—J A NTHRELET, QoS 7
O—Y 2 MOFEMIZ, [3.1.3 QoS 7u—Y RN Z2BELTLIFEE L,

AEETE, 1—TEZY VI T2—ABLPVLANA 2 F T2 =R LT QoS 7u—Y A h&EF
ETEET, QS 7H—JAMERELIA—YEX Y b ¥ 72—, VLANA 2V F T —Z&EBI,
LAY 2HDA —H % v b V2 BB L IEEES02.3 @ SNAP/RFC1042 JEX 7 L — L% 7 u—f&
TEEI,

ZERA VI T2 ATT7TO—HRHEEE LGS, (—Y 2y b Y¥7x2—R, VLANA V¥ 7 z—
AEBIL, A —HPXY M UVIT2—ATRBELLERET7TO—HBHELET. 4B, KEBHETOREY
L—L43 70— BHEARTT,

g 70—-8HEE—R

AREETIE, 2y VT — 7R ERAREZEEL C 70 —RBHEE—R2ZHABLTCWVWET, 7u—KHE—
KiZ, 74 L% QoS T b DEAINY — Y ZRDBE—RTT, T¥ MNJOEDIZOVWTIZ[ar 7+
JUL—=YarHhHA R Volll [3 WEEE] 22BLT, HOHIZEDLDETE-FRZERLTIES L,

7 u—#EHE— NI flow detection mode I~ FTIEELE T, 4B, BRLALT7o—HEHE— FIZ
745 - QOS, HOREREEEMCTHETT, Ju—HIEE—FEEETHHAE, 1257z —RLk
BESNZROAT Y RETRTCHIRT 2MLEPHD X7,

* mac access-group

* ip access-group

* ipv6 traffic-filter

» mac qos-flow-group

* ip qos-flow-group

*+ ipv6 qos-flow-group

BB, 70—HBHEE-RFEEELRVWES, layer2-1 577+ L FDE—FELTHESNET,
Ta—REE-RFET O -BEOBREIRORITINLE T,

& 3-1 7O-REE—RET7O-EEDRER

70—
EREN 70—k
T— KRB
layer2-1 MAC Ny # (VLAN Tag &%) T70— | IRTOT7L—LER/RI, MACT FL X, A —
ZHIFL 70 Y2y ML T EOMACAY Y TT L—L%
BWHLUE T,
layer2-2 IPv4 v &, LA~y Fyc7a—%2E#L | IPv4 /847y MZOWT, IPAv 4, TCP/UDP
7 ANy &, ICMP ANy ¥ T7 L —L%2EHLET,
layer2-3 [Pv4 v, IPv6 Ny &, LA~y & T | [Pv4d)¥7y bE7EIPv6 /STy MZDW0T, [P
Tu—zHI#EL 7w Aw &, TCP/UDP N # ICMP Ny #T7 L —
Ll LEd,




3 7Ol

3.1.2 70—HBHFHE

TO—BHT AL, AT L= 3y T 70— %2HBNT 500 2BELET. ZERA >
¥ 71— ATO7U—HBHEHEEZIRITRLET,

(1) ZEMAlr 97 —AO7O0—BHEEH
ZERA VI T —ATHEETEL 70 —BHESEZ2ROFBITRLET .

x£3-2 ZEAM2ITI-—ATEETE S 70— &RHFNG

Ll SEEE
MAC & arvI4 L —vav VLAN ID*1
MAC v % EETMAC 7 RLU A
5E5%E MAC 7 R L &
Sl I A
YRR
IPv4 %A aAvI4Tv—var VLAN ID¥*1
MAC ~v & 21— YRS
IPv4 ~ v #'%3 FrFa van
RETIP7FLA
FESEIP 7 KL R
ToS
DSCP
Precedence
IPv4-TCP ~Nv ¥ REETR—- M ES
FEER— S
TCP #7574
[Pv4-UDP N v & REETR—- M ES
FEER— N ES
IPv4-ICMP N\ % ICMP % 1 /&
ICMP a— Ff#
IPv6 Z&fF av747L—vav VLAN ID*1
MAC ~v & I PR 2
IPv6 ~\ v %5 FuFaran
RETIP7RLA
FESEIP 7 KL R
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3 7O

R =EEE

A G S

DSCP

[Pv6-TCP ~Nv & REELTR- M ES

FEKR— M ES

TCP #lf7 5 %4

IPv6-UDP N v 4 RETE- M EE

s — MBS

IPv6-ICMP N\ 4 ICMP ¥ 1 7

ICMP o2— Nf&

Ex1
REBO 70 —BHETHETE5 VLANID X, VLAN 2> 74 ZL—2 3> TAS LA VLAN ICH L THRET %
BTd. ZETL—LDET S VLANID #EH LET.
Ex2
WITRT 7 L—LICDOVTIE I —PEBEEEARETEE A, B, T—VPEELEE3 L LTHHLET,
- VLAN Tag Z L D7 L — 24

VLAN Tag PS5 7 L — LI LT —YEBEEZRET 5855, MAC 7 FL AR5 1 BE® VLAN Tag
IZHAHI—PEBEEINRE TV ET. IROKIC VLAN Tag »EHH 27 L —L 02 RLET.

(i) VLAN Tag 1ED T #—< v k

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS

(ii) VLAN Tag 2BBDT7+—< v b

_ _ 1BRBE®D | 2EkB® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS
X3
ToS 7 4+ =)L FDIEEIC DV T ORE
ToS TToOS 74 —ILFRD3EY b~6EY FOETT,

Precedence : ToS 74 =L RO L3 Y FDETT,

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
| Precedence ToS | - |

DSCP CToOS 74 —=ILROEHE6 Y hDETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bith Bit6 Bit7

| DSCP | - |
x4

ack/fin/psh/rst/syn/urg 75 751 ©87 v b2 BEHLE T,
X5

NI T 49T I5AT 4 =L RDIEEICOVWTORERE
NTGTAVITIFTRA L NTT 49T TFTAT A —VRDETT,

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
cST4vOUSR
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3 7Ol

DSCP CEITAVITITRAT 4= VRDOEM6EY FOETY,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | -

3.1.3 QoS 7O—-UX K

QoS D7 u—BHEEMT 57-0OI1ZT T4 7L —3 > TQoS 7u—Y A +%F Ebi@“o pAsES
BHSEAITG U TE E?écm57u—uxhﬁiﬁbi?oit,7u S O & IR RE S 7

L—LHRIPEZDET, 70 —BHEEHFEMNET S QoS 7u—Y A b, BEUBHERER 7 L — L8]
DEBREROEFITIRLET

x3-3 TO—REREERINT S QoS 7O—U RN, RHATRER 7 L — ATERIDBIR

IR T RES
XY B QoS MY B
JO—1HR 7 L—LFER|
RIERA —Uzk JO—RHE— R
JEIP IPv4 IPv6
MAC & mac qos-flow-list layer2-1 O O O
IPv4 Z&fF ip qos-flow-list layer2-2, - O -
layer2-3
IPv6 & ipv6 qos-flow-list layer2-3 - - O
(LB O HTES —IEHTELZL

QS 7u—YA MDA VH Tz —ANDEAIX, QoS 7u—7L—7av Y R TEBLET. BHIEF
X, QoS 7H—Y A MDINTA—FTHBY =V AEZSIZEI>THRELET,

(1) BHO7O0—-REFGZEEICERE LILHZTOEE

EHOT70—MHEEEEBRELTEYA VY T —ADZET L —LII LT QoS 70— 2% L
728, ROFBICRITIEFTI L —L2BHLET, HHDO QoS Ty FUICIEF—H LA,

xK3-4 JO—#@HIER

7 O—RHIER 1>971—2
1 £ =H#%v b
2 VLAN

3.1.4 TJO—REERROEEEIR
(1) VLAN Tag = 7L —AICHT % QoS 7O—#th

28D VLAN Tag dH 57 L—LIZR LT, MACEBDA =Y b1, IPvd &fF, £/2131Pv6
Sfb% 70— ML L7z QoS 70— 2 RERTEMT 57201013, ROZEDLESL oD &
DELH D ET,

o ARIEET VLAN bV THEEESEIEL T

o REBTVLAN b2 U THEEEDEIEL TWT, JL—LZZELLER—DP ISV I R—MTH
%
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3 7O

(2)

(3)

(4)

5)

(6)

28

IPv4 757 X2 NNy MY D QoS 7O—1&H

IPv4 757X w8y MIZR LT TCP/UDP Aw % - ICMP v % 70 —fHEM & Lz QoS 7
O—H 2T 72156, 2FBLUEDO TS A2 w8y ME TCP/UDP Ay 4 - ICMP ANw ¥ 7 L —
LRI WO TEE A, 7T 7 A2 My ME&EDT: QoS 7u—#H %2 ET 25813, 7
O —BHEFIC MACAY ¥, IP Ay F2IEEL TS0,

RN\ Y I D3 IPv6 /N7y MMIXT D QoS 7O—1&H

IPv6 $5R~ v 473 1 B Hop-by-Hop Options BIS4d 1Pv6 /847w MR LT, TCP/UDP Aw 4 -
ICMP ~Nv #% 70 —#H%Ets Lz QoS 70 —HHIETEEH A,

Ny NS LT QoS 7u—Miti 2 £l 5HE1E, 70 —MHSFMFIIMAC Ay ¥, IPvo Ny ¥
ZRELTLSZE W,

QoS T > M ERFNDENE

KRBT, AV T2 —AHLT QoS Ty MY ZEAT A&, BELEZ QoS Ty M AEHENS
FTOM, IHhPD QST M) THRHEESNAEENHDET. ZOBEE, BHLKZ QoS M) ofist
FHRISEONE T,
s lZVMIBERZBELZ QS 7 —Y A2 QoS 70— —aA<v R TAVH T 2 — AN
BWHI 258
¢ QoS 7u—YA+E2 QoS 7u—FI—Favr RTEAL, T2 %EMT 554
o HEERERIC, QoSTY N RBEHTIEE

QoS T N UEERDENE

KEBETIE, 172 —RERAEAD QoS TV M) 2EEHGT L E, BESKMEINS ETOM, HH
ONREGD TV —LDPHHEINZLEDET, ZOD, —BHNICIEHD»D QoS TV M THREENh 35
ENHVET,

(FH DHERE & DEIIFENF

UTROBETLV—LIZEELETY, ZEAOA VYT 2 — A L CEBERZRMEHD QoS T Y
EHREL—HULEEES, —H L7z QoS b ofetEERIHoNE T,

* VLAN O KR — b+ O F— ¥ EixREH Blocking (7 —F#ix(EiH) ORET, BZHK—- P57 —
LEZELIGE
o R— MEFRENEETEE LA - M5 7 L—L2RELLGE

e 24547 VLAN Z b5V 7 R— M TEZET S VLAN ICERE L WT, VLAN TagZz L7 L —A
ZE LIS

s FIUIR-ITERET A VLANICHEL T2 VLAN Tag &7 L—L%2ZEL1BE
s 7UEAR—b, FubIVKR-FBLFMAC A— b T VLAN Tag f1& 7 L —L%2ZF L7125
« FEREERZRELLT7ANVY IV M) (BROEEOIY M) EZED) K—HIT27L—L2RELL
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3.2 70880 RKRATIR

3.21 7O0—-#&HE— RDEE
QoS #lHO 7 a—HE— REZEET A2~ LET,
EREDRA > N
7u—tEHE— NIE, N— 727 OBERNGEEEGEZRET 5720, BRAOICHELET,
[O7 > RICKBEHRTE]
1. (config)# flow detection mode layer2-2
7u—HE— Nlayer2-2 #6%ICLET.

3.2.2 #9711 —AD QoS FHIHDIEE
BEOA =T 2y b V&7 x2—AI2 QoS #lffi#5ET AHl2RLET,
[BREDRAT > K]
config-if-range €— F T QoS #lfll 2 ENICHET 22 & T, BHOA —T Xy bA 2 FT xR
QoS HIHZHRETEE T,
[O7 > RICKBERE]

1. (config)# ip qos—flow-Llist QOS-LIST1

IPv4 QoS 7u—1 &+ (QOS-LIST1) #{EBLET. KUY A MZ{ERT S &I1C&>T, IPv4 QoS
7a—YRAME-FIBITLET,
2. (config-ip-qos)# qos ip any host 192, 168.100.10 action cos 6
192.168.100.10 D IP 7 KL A %% & L, CoSTE=6D QoS 7u—J A b EFHEL LT,
3.(config-ip-qos)# exit
I[Pv4 QoS 7u—YJ AP E—RA6270—NLar747Lb—aryE—FIIRDET,
4. (config)t interface range gigabitethernet 1/0/1-4
R—=1 1/0/1-4DA ¥ 7 2 —AE—FIIBITLET,
5. (config-if-range)# ip qos-flow-group QOS-LIST1 in
ZEMANC IPv4 QoS 7u—Y A M EEICLE T,

3.2.3 TCP/UDP R— NEST QoS #lfHl I 25%E
UDP R— hEESZ 70 —MHESHE L, QoSHlIHZERET 202 RLET,
[EREDRAT > N
T L—LZERICUDP ANy ¥ O5EER— FEFICL > T 70 —H 2TV, QoSHIMEEML LT,
[V > RICKBERE]

1. (config)# ip qos—flow-Llist QOS-LIST1

IPv4 QoS 7u—Y A b+ (QOS-LIST1) Z{ELE 9. KU R NZIERT S &I1CE > T, IPv4 QoS
Ju—YARE—RIZBITLET,
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2. (config-ip-qos)# gos udp any any eq 10 action cos 6
UDP ANy ¥ D%5ideAR— b &5 10 2 70 —EHEMHEE L, CoOSE=6D QoS 7u—J A b EFELZ
ED
3.(config-ip-qos)# exit
IPv4 QoS 7u—Y R FE—RFA 67 a—NLar 74 7L —avyE—RIIRVET,
4. (config)t interface gigabitethernet 1/0/1
R=F1/0/1 DA >F T2 —AE—RICBITLET,
5. (config-if)lf ip qos—flow-group QOS-LIST1 in
ZAEMANC IPv4 QoS 7u—Y A M EBIICLE T,
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3.3 THEESRARS

3.3.

WHEERIE, 7o BRETHRE L7 0—-0mEEERT SKETT,

1 HEEER

TJu—BHETHRELEZT7L—207 1L —4E (MACT7 RL A5 FCS £T) 2EICEE2EH T 2848
TY, MELAERERENE L THHT AT L —L4%2 [BFT7L—24], BEREENU EELTRFLT 12
Bl —Ls% [BER7L—4] EFUET,

Tu—BHTHRE L7 U —LAPERFEEZESTL TCWA D2 ERIER L TWA2OHEICIE, Token
Bucket 7 LT XL ZHAWVWTWVWET,

N—A A RE,N—A NS T4 v I REF TV —LELTEETZIRRTILV—LEBETT, N—2A
A RO EROEFIRLE T,

& 3-5 N—ZA M1 IDFEH

N=Z "R 51

NELT% N=Z T T4y 7 PHBRERSNPL TV, B@FEZLTVARVWKET NS
T4 v 7 RBE LR, BEFERORES EVHEN/NE V.

KELI B N=ZAFFFT 14y 7 BHEBREESNIC L, BEZLTVWARVWKRET NS
T4 v 72 BME LR, BEFEORES ENHBRRE L,

AHREIE, RIEFIER & BORHEHIH 2 5D, REFEHER & HAFEFHHCERTE2XFLT 4D
REZROFRITTRLE T,

x®3-6 REFTHEREIBAFEHAHTERATESIRT LT« DR

iR ESARAER
BRI7L—AICHTEIRFILT 1
RIEFIHERR RAT IS
ez - O
Fa—AVITBRELSE O -
DSCP &&# 2 O -
(LB O : (EFRRTEEZFILT 1 — ERRA R RFILT 4

3.3.2 FRERERIFICIRENOI TS IBR
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ERENEIREZ RS TIRER
T ERAER!
RAFEER RAFIENEST RIEFEER RIEHEEST

VNG e O O - -
REFEEREREXR O O - -
HEEIHOEAAD

i

(LB O : fREXATRE  — © $REUATTRE

3.3.3 wEHERERIEOEIEEIE

(1) VLAN1>9 71 —ACTrigERzER
—BDOETIRAY v 7HERTIE, VLAN A > ¥ 7 2 — A THEBERT IESIC, BHTEZAR—-M0M
AEDEDRHVET, [HHAHEZR— FOHAEDLEEZROFBIRLET . WRILOEAE DY TITEE
ERZERALZVTLEE D,

X 3-8 fEATRELR— NDEAGDHE

B
EFN
29> R7O¥ 2997
AX2630S-48T4XW A—k 1~24, 49~50, —DDAYNAL v FAT,
AX2630S-48P4XW EFAIE K— 1~24, 49~50,
A— |k 25~48, 51~54 ESAIE:
DB EDYE A— |} 25~48, 51~54
DB A DY
Rt IR L

—DDAUNAAL v FH

(2) WEHEREXEN—URY NI TI—X - XEF21—DER

RO BIFEI, EFA T XY b VI T —AFBEFBF 2 —THSF I L —LEZERTLHBENN
HVET,

o HEHERTEEI 2ERFEEEZ, ZEHT7 0 —0REAN VXY MM I T2 —AELBEEFL—D
HHEL D KEWEE LIZGE

s WHERAFEHA LW IU—CFERATAZ7u—%, RUEEBA -T2y MMy T —RFLILEE
F 1 —IEEB LIS

i, BRO7 0 - CEBOFEERZERT 55, FHFEEROERFEHEOGFHIIERL TILS
W,

(3) TCP 7L —AICKRT BmAFEHIEHDFER

BRARHEGEZEA L2HEICE, TCPORAT—RAY — bR DIRINT — ¥ BkEE iR 1B L 45 %
ZEFBDET,

LEEEZPIC0IC, RIEFHERZMERALT, [TV —LPERINPILSLEEIIFa -V TE

FEETNTLIBEEZERTS2EDICLTLLESI V. RREICL > T, ZHFHZBATL I SIIERES N
ZNT, BAMRRPIRBATELEERFIERSNSLDIIZDET,
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(4) (FHDHEBEE DEIITENE

R— MEFRGEMERE CEE LA - 257 V—L%2ZEB LGS, 7V —LI3EEL LI, HEER
MRIZED X,
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3.4 HEEFROIYRAIR

3.4.1 BRXHEHIEOFE

EXEDRAT > N]
TUV—LZFERIFELEIP 7 FLRAICE > TT7 0 —BH 2TV, RAEEREZTOEEERZFEL
£,

[O7 > RICKBERE]

1. (config)# ip qos—flow-list QOS-LIST1
[Pv4 QoS 7u—Y 2 b+ (QOS-LIST1) Z{ERLET. &Y A MZ{EKT 52 &Ik > T, IPv4 QoS
TJu—YAME—-RNIIBITLET,

2. (config-ip-qos)# qos ip any host 192,168.100.10 action max-rate 5M max-rate-burst 512
e IP 7 R L A5 192.168.100.10 ® 7 1 —iZxt L, mAHEHI#EOERFEH=55Mbit/s, &mAREH
FDOIN—Z N A X=512kbyte ® IPv4 QoS 7u—) A b ZHRELE T,

3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A M E—FA670—NLar747Lb—aryE—FIIRDET,

4. (config)t interface gigabitethernet 1/0/1
RK—=F1/0/1 DA 257 2 —RE—FIIBITLET,

5. (config-if)#f ip qos-flow-group QOS-LIST1 in
ZEBNZ Pv4 QoS 7u—Y X b (QOS-LIST1) ZFMICLET,

3.42 REFHEFRERFEOF 1—71 27 BEEDRE

BEO70—IC0 U TREFEER GBR 7LV —L3Fa—A Vv TBEEOEE) 2EHT HIBEICHEL

£9,

[EBREDRAT > K]
TUV—LZERIFEEIP 7 FL ALK > T 70 —HHZITV, RIEFBREREZITO CEERELE T,
REFRERLER L7V -0/ LTIE, Fa—A VT EBEEEOEELZITORELZLET,

[O7 > RICKBEE]

1. (config)# ip qos—flow-List QOS-LIST2
IPv4 QoS 7ma—1 Ak (QOS-LIST2) #/ERLET. KUY X ME/ERT B &I12L > T, IPv4 QoS
7Uu—Y A ME—-NIIBITLET,

2. (config-ip-qos)# qos ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64
penalty-discard-class 1
585 IP 7 R L AAS192.168.110.10 7 a—iZxf L, mEEHRFEEH=1Mbit/s, REEHFRFHD/NN—A
N4 X=64kbyte, BREHFBERTOER 7L —LDF 2 —1 > 7EEE=]1 ® IPv4 QoS 7u—1
ANEFRELET,

3. (config-ip—qos)# exit
IPv4 QoS 7E—Y A FE—FPo7a—NLar 74 7L —YayE—FIKEDET,

4. (config)# interface gigabitethernet 1/0/3
R—=F1/0/30A4 % T2 —RAE—RIIBITLET,
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5. (config-if)} ip qos—flow-group QOS-LIST2 in
ZAEANC IPv4 QoS 7u—Y A b (QOS-LIST2) =HFZICLET .

3.4.3 =HIEFEHEHRERIFD DSCP EZX DELTE
DT O — 124 L CRESREE (K7 L —413 DSCP OB E#i2) +EHT 2BAI08ELEd.

EREDRA > N
TU—LRERIFEEIP 7 LA > T7 0 —HZTVL, REFRER (min-rate) 2175
ERZBELE T, mEERTFHEZER L7 L -4 LTI, DSCPEOEEZITIFREL L E
j_o

[O7 > RICKDEE]

1. (config)# ip qos—flow-list QOS-LIST3

IPv4 QoS 7u—"1 A b (QOS-LIST3) ZELEd. &R A MEIERT S EIZE-T, IPv4 QoS
TJu—JAME-FIIBITLET,

2. (config-ip-qos)# qos ip any host 192.168.120.10 action min-rate 1M min-rate-burst 64
penalty—dscp 8
FESEIP 7 N L A% 192.168.120.10 ® 7 —IZxt L, HEERFEH=1Mbit/s, BEEHRHHD/N—2
N A X=64kbyte, RAKHEIBERTOEN T L —L0 DSCP =8 ® IPv4 QoS 7u—Y A b %%
LEd,

3.(config-ip-qos)# exit
IPv4 QoS 72— A NE—RHP 570 —N)LaV T4 7L —aryE—RIREDET,

4, (config)# interface gigabitethernet 1/0/5
A=t 1/0/5D4 2% 72 —AE—RIIBITLE T,

5.(config-if)# ip qos—flow-group QOS-LIST3 in
ZEMNZIPv4 QoS 7u—Y X b (QOS-LIST3) =FMICLE T,

3.4.4 BRAXFHEHEEREFHSEROBEASHEDERE

RED 70— 120 U TR KRR & REFHIRER (BK7 L —L4IXDSCP 0EEHL) 2EHEL VG
BHICRELE T,
[ﬁﬁwﬁ{>H
—LZERIFLIP 7 FL ALK > T 70— ETV, BREEHE & REFHREREZT O
ﬁ%ﬁ% BELET, BEEFEHERZER L7 L —AIZ0 LTI, DSCPIEOEZEZ{TOREL LE
—a_o

[Ov > RICKBEERTE]

1. (config)# ip qos—flow-Llist QOS-LIST4

IPv4 QoS 7ua—1) Ak (QOS-LIST4) #/ERLET. KUY X NEERT A &1L - T, IPv4 QoS
Ju—YRARE—RIZBIFLET,

2. (config-ip-qos)# qos ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-
rate 1M min-rate-burst 64 penalty-dscp 8
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585 IP 7 R L AA5192.168.130.10 @7 0 —IZxt L, SAHEEHEIHOEREH=5Mbit/s, SAREH
BDIN—Z 41 X=512kbyte, BRIKEHRFEH=1Mbit/s, REEHFFHD/N—Z 441 X=64kbyte,
BEEBERTOER 7L —240 DSCPE=8 ® IPv4 QoS 7u—J A hZHEL XTI,

3. (config-ip-qos)# exit
[Pv4 QoS 7a—Y A M E—RKPS70—NLIAY T4 L= aryE—RIIEDET,
4. (config)t interface gigabitethernet 1/0/7
R—F1/0/7TDA 2572 —RAE—RIIBITLET,
5.(config-if)# ip qos-flow-group QOS-LIST4 in
ZEMANC IPv4 QoS 7u—Y X+ (QOS-LIST4) 2#BMWICLET,
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3.5 v—H—fEE

v —A—i%, 7u—BHTHEEL727 L—L0 VLAN Tag NO L —HEFEES KU IP AN v ¥ DSCP
EESMAHOMEETT

AEBEBSYV T b7 CHHET BT L LI, v—H—ICXB1—PELEDL DSCP DEXHI N TE X
HAs VIMNITZTHRIIEZAEZ T L—LIZO0WTIE, [a>T740 7V —YarHA R Volll [£24-8 L
AXY 27 L—LFfDBY 7 vy o 7RRIC BEEE T L — LRI 2SR LTLEE 0,

3.5.1 1—HBEEESEX

38

7U—EHTHEH L2 7 L—L40 VLAN Tag RIc® 5 1 —HEBEE (User Priority) 2 & &2 2862 T
T, I—HYEEEIL, ROKIRT Tag Control 7+ =)L ROEHE3I Y b2ELET,

3-1 VLAN Tag DAY T T7+—< v K

MAG-DA MAG-SA | VLAN Tag ETtyhpeer Data FCs

______

Tag Protocol ID Tag Control

. Canonical
User Priority Format VLAN ID
< 3E‘y|~ 7‘15“} F" 12&\‘y|~ >

VLAN Tag " H 27 L — LI LT —VBEEZSSHI 217556, MACT FL AR>S 1 BE
D VLAN Tag ilHh 21 —HBEELZEZBIET. IROKIZ VLAN Tag MERH S 7L —L 7 +—
<Y }"Eﬁ:\‘big_o

B3-2 VLAN Tag AE#&3 7L —A7+—< v hOEISHE

(i) VLAN Tag 1B T 4#—< v k

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS

(ii) VLAN Tag 2BBDT7+—< v b

MAC-DA MAC-SA TRE® | 288E® | Ether

VLAN Tag | VAN Tag | Type Data FeS

VLAN Tag % LTREL T, VLAN Tag H 0 TREFITHHMT7 L — LI —PEEEES BRI 2HHEL
72356, BERO VLAN Tag D1 —HEEEIL, FSHMIAROBEREICLDET,

I—PEBEEESMAZERLLZVERIE, RORITRTI—PEEEE LD T,

&3-9 TL—LEKEHOI-HEBEE

7 L— LX(Eh

IREBDTITL—LA
01— FEE RERS

7 o REBNWEHFENIERFETZT7L—L4
» DHCP snooping ¥k DHCP /87 v b
» DHCP snooping D% 33 v 7 ARP MEA KD ARP /%7 v k
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7 L— LiX{SH
D1-HEREE

WNREBRBITL—A

* GSRP Flush request 7 L' — 4

3 ¢ VLAN Tag 2 L C%fEL, VLAN Tag b TERFETH7 L —L4

e VLAN b3V Y THEET, 772 AEREP SNy 7K —VERRICHHT ST L — 4

FEITL—L01—Y o VLAN b2 U Y THRET, 77 AGED? S5 7 7 & AEFICHFHHT S VLAN Tag &

B D7 L—L4

o Tag BMZEFEL T2\, 2D VLAN b3 U7 RFEL TV WA— T VLAN

Tag D 7L —L%ZEL, VLAN Tag h O CREET 27 L — 4

« IGMP snooping A%EED IGMP /84 v &, PIM 71 k2L ® Hello X v £ —3,

224.0.0.0/24 #FEHEET B IPv4 /S b

« MLD snooping B®IE® MLD /847 v I, ff02::/16 255 &9 5 [Pv6 /7 v b

o LAY 288D ARP X7y b DU L —HEEERR D ARP /¥ v b

« CFMBHEDOY 7 P L—AX vt —

3.5.2 DSCPEE#]Z

[Pv4~NyFDTOS 74—V RERIFZIPVOANYITDRNT T4 I TF5AT4—=LRO L6 Y N TH
5 DSCPEAZEXML AHEETT, TOS 74—V RBEIN NS T4 9w I IF5AT4—LEDT +—<7 v

FERORITRLUET
3-3 TOS 74— RDT7+—<v b

<IPVANYZ TA—T v k>

Ver | HLEN | Type Of Service Total Length
Identli,flication ‘E\Iags | Fragment Offset
Time To Live’l | Protocol ‘\\ Header Checksum
,/' Source IP Addrés\s
/I Destination IP Addréss
/, N
’ \\
/ AN
DSCP REA
»i »lal )
) Lad ) Ll
6Ew + 2Ev b+

K3-4 NZTaVITITZRT1—=ILRDT =TV b

<IPVBAYH TA—T v k>
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BHELZEZ70—DTOS 74—V REREN T T4V T ITAT 4 —LROEMO6EY N2EEHITET,

/o, WEEREPSDERICL > T, REERFHZEBA7-70—-DODSCP 2E &AL ENTEET,
Bz, BRRERTFREBZ /- 70— LT, DSCP % O ICEETEE T,

REFHEREFRRICHRELZBEOERT L —LDOEIIDWTE, EREORF VT « {EEEEVPEER
ENEI,
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3.6 Y—HhH—OIOY>RHAHIR

3.6.1 1—EEEESTWIDERTE
REODT7UO—IIH LTIV BEELZEZMZ A2GEICRELE T,
EEEDRAT > K]
TVUV—LZERHIEEIP 7 LA > T 70 —HHEE2{TV, I—PELEEOSEMIZRELET,
[O7> RICKBETE]

1. (config)# ip qos—flow-list QOS-LIST1
IPv4 QoS 7u—1) Ak (QOS-LIST1) #/ELET. KU R NEIERT B &1L > T, IPv4 QoS
Ju—YAMNE-RIZBITLET,

2. (config-ip—qos)ff qos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 ® IP 7 RLA%ZFEH &L, T—FELELZ 6 IZEXHZ S [Pv4 QoS 7u—1J A k
RRELET,

3. (config-ip—qos)# exit
IPv4 QoS 7 —Y A FE—Fpo7a—NLar747L—YavyE—FIKEDET,

4. (config)# interface gigabitethernet 1/0/1
RA—b1/0/1 DA VF T2 —AE—FRIIBITLET,

5.(config-if)# ip qos-flow-group QOS-LIST1 in
ZE[ D IPv4 QoS 7u—Y 2 b (QOS-LIST1) #=E®cLET,

3.6.2 DSCPETRXNDETE

BED 70 —IZx LT DSCP 2& X2 215 85ICKELE T,

[EBREDRT > N]
TVUV—LZEBRIEEIP 7 FL A>T 70— 21T\, DSCPEOEZHBIZHTELE I,

[OY > RICKBERE]

1. (config)# ip qos—flow-List QOS-LIST3
IPv4 QoS 7ma—1 A+ (QOS-LIST3) =B LET. KU X ME/ERT A &1L > T, IPv4 QoS
7JUu—Y A ME—-NIIBITLET,

2. (config-ip-qos)f qos ip any host 192, 168.100.10 action replace-dscp 63
192.168.100.10 @ IP 7 RL A %555t & L, DSCP E% 63 IC&F &2 %5 IPv4 QoS 7u—YJ X %5
ELET,

3. (config-ip-qos)# exit
IPv4 QoS 7U—J A M E—RASFO—NLIr T4 7L —2arE—RIIRDET,

4. (config)# interface gigabitethernet 1/0/3
A—F1/03DA42FT2—AF—FIZBITLET,

5. (config-if)lf ip qos-flow-group QO0S-LIST3 in
ZE[O Pv4 QoS 7u—Y A b (QOS-LIST3) ZEHMICLET,
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3.7 BREREDER
BAERRE, 70— RHCRE L7 L~ AOBSEE CoS MTIRE LT, HIE+ 2 — & RS HHHE

TF o FHWEORRE 557 L — L REEMN  BAEREHFEEOREABIC L > TREVET, &
WiE, [3.7.] BEEREONETL—L] 2BELT S,

3.7.1 BEEREDHRT L —A

REBNFRTHT7 VLR IPELEEREDRNRTT, BEEREDNRTI L —LEROFBITIRLET,

®3-10 BEEREOHRTL—A

7 L—ATER
REBH
AEBEHETNDIL—A AEEN DT DT L— L4
2ETIINIHLE X O

(LB O: BEEREONRELD X BEEREONRELR SV
%
AREBEFV T b7 THHT ST L —LZ2REET, VI by T7HRICEEZ T L —LI12O0WTE, [avT7474

L—>ayHA R Volll [#£24-8 LAY 27 VL—LF#»Y T bz 7RfkIc2HEEE 7 L— L8]] 2%
BLTLZE0n,

3.7.2 CoS{E:Fa1—T1>27B%EE

CoSEIX, 7L—LDEBNICBIAEBLEEZRITA VT Y I RERNLET, Fa—1 v TELEL,
Fa—AVITFTEEF 21— LTREEINCTSIOEANERLET,

CoSfEEF o —A VT BREOIREHBEZIRODEBIRLET,

x3-11 CoS{EEFa1—1 7 BEEDIEEEHER

IE5H fEEEEH
CoS & 0~7
Fa—AVTBEE 1~3

7O —HIHOBREERENMTONTVEZVWT L =A%, T74)LEDCoSEEF21—A VY TBEEZFEH
LETe T74NL D CoSfEEFa—A V7 BEEXROFITRLET,

£3-12 T7ANLBMDCoSEEFa1—0 VT BEE

T7 ) NME
7 L—L%ER|
CosS f& Fa1—T27BEE
T ST L — L I—WEEETY YT E T 3
a3
RD QOS 7 —FMT—HI 27 L — L%, 2—VPEEET YL ZIEDBWT, CoSHEIE3EELLD X
EE

- v—N—%IBELT, CoOSHEZIEEL TN
CEREERETY 2 —A Y EEEERIEELT, CoOSHEEEEL TV AW
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- HEEREZEELT, CoSEEZEELTL AL

5B, WIRT 7 L—4L1F, BENICCoSEEFa—o Y TREEZRELET,

BAEERETCEE XX VI L—L 2 ROFITRLET,

x3-13 BEERECTEECERLWIL—ALA—E

3 7Ol

7 L—LiER| CosS & Fai—T27BEE
AEEFERNIEET ST L—L4 7 3
REEBEHFY T b2 T THMETH T L — L4
3TV YTT =L 0 3

3.7.3 CoSvvyE>THaE

CoS vy ¥ Ui, 1 —YEEEY Y BV I TRE L CoSfE, 7237 u—HfoBELERE T

(1)

TE L7z COSEIZEDWT, RAEF1—2RETHHKETT,

CoSfEER—NDEEF1—DTYES

A—PEZDDOREEFEF2—ELT8F2—HDVET, CoOSEER—-FDEFF2—D7 Yy U T ZRITR

LEd,

& 3-14 CoS{EER—MDEEF1—DIYEYT

CoS fE EERHOF1—8S

0

3.7.4 BEEREEREOEFEEIR

(1)

7L —LADBRERE

[7V—LoBkEE ET5] Biff2EET 5L, AEBVERNICEET 27 V-LE2REETERLL2
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5.3.6 MACR—hIC dot1q ERERDENE
(1) MAC K~ hIC dotlq REROEES L1+ 2 IO

MAC R—hMica> 7+ 7L —3 3> a~v > R switchport mac dotlq vlan T dotlg BFESNTWV S
B4, Tagged 7 L —LILEE VLAN €— FOEEICHE> TRIESNE T,

Um%@d7b LZFA4F 3y VLAN B— FOBEICHE > TRIESNE T, &8, Untagged 7 L —
inﬁ:jnIEH’J Ix AT+ 7 VLAN | L[y‘/é}é h, B uﬁmljjﬁé :?gnﬁﬁéa) VLAN ID { tﬂ@%b NEI,

MAC KR— M dotlg ABRE SN TV ABEEDOEELIROKITIRLE T,

B5-6 MAC K— hIC dotlq ABRESN TN BBENENE

Tagged 7 L—LDIHFEIE, EEVLAN
t— I“U)EJ.”’F' ﬁo—CnunELfi_d-o

REE | Has
4 ) T e
| VLAN 10 i : |
1 1 1 1
\\ 7 1 1
_____________________ s 1 1
1 1
--------------------- ~ 1 1
i \ i i
H VLAN 20 ] i i
: 1 1 seeoiboomeemmemeemromee—] -
3 /I [ M,
N o mmmmimii- . B & S TN
____________________ l—'_._'_| 4 [
I/’ \\\ [ |‘ : : ] I: | :
| MAC VLAN ! Moo L
| (VLAN 50) ; P VLAN 20 g
N ¥ q . AN ___,;/
____________________ ! H
I/’ ‘\\ | !
i A T 4 TVLAN ! i .
| (VLAN 5) ! 5 [
W /,’ v Untagged J

Untagged 7 L—LDIZE(X, F4FT 2 v I VLANE
— RFOBEIZH->TEEEELET,
BE, BEENERA T« IFVLANIZIRE L, EREERL
D& (IMAC VLANIZEI Y B X F T,

MAC F— M dotlg ARESN TV AHEAEDO LAV 2 FBEOEEEZ IRORITRLE T,

& 5-20 MACAR—KICdotTq ARESNTWVBRIZEDL 1V 2 RELDENE

ZETL—L4 IEEE802.1X Web 53 MAC 5285
Untagged 7 L — 24 ¥4+ 3Iv%s VLAN £— FTR ¥4+ 3Iv o VLAN E€— F TRt
EE
Tagged 7 L — 4 FEETE 20 &% VLAN £ — N TFE

[MAC R— N (Z dot1q RERDFE]
a7+ 7 L— 3 rav R switchport mac dotlq vlan IZEEd % VLAN ID &, #4® MAC
R—FTH¥ A5+ 3Iv 27 VLAN £— FOFEiE#% VLAN TERAT S L3 TEEE A
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(2)

dot1q vlan [ZH(F B REBEE COBIESFT]

MAC B8RETIE, 2> 7 4 7L — 3 »a< > K switchport mac dotlq vlan ¢ dotlg ZAESEN T2
MAC A= W2, 374 7 L—3 3 37 F mac-authentication dotlg-vlan force-authorized #5§%
EEINTWAIES, Tagged 7L —240 MAC 7 R L AR U CIEEREERRS & HIMF L, MAC ZREE% L7z
THEFETEET,

7e72L, REETIEZDO MAC 7 FL A (FREERMRIMER) = MAC FRIEOFREN AR E LTRH 720, KD
ICEELTLZE N,

o REERRIMRARIL, FEAR - MIRESNFEERIREICEENE T,

o ARSIV AR EIR S NZE, ur T Y BT AEFU Xyt —UNPRRENE T, 7, #E
%ﬂﬁ*%f FNETBE T 2550, Vo LARERINGRYPERE NS 20, a7 Y N2 BKY
DEEU T Ay —IUNRRENET,

. RO THIERNZRIZLE T,
« ERTVY RIS B RARIMER

B I~ > K clear mac-authentication auth-state TERIERRINERD MAC 7 KL A ZHEET %
EGERAL R R L E T,

F 72, EAH 37 K clear mac-authentication auth-state T3 XT D MAC FR3FFE AU K % iR R
THEATSTavEBELLGEED, DiARNEZERLET,

o EREERRIMERIEGEAR— b DY V7 ¥ I K B EREFIS MR
EEERIMER AR L TCWAR— DY 7 ¥y R UZBRIC, 34T 58— MRS N
VAR DRI E R L E T,

o FGRERRAMERD MAC 7 RV AT — 7 VI — Y V712 K % RREEFRIV AR PR

EREERRINER DO MAC 7 RL AT — 7LD — » FEERE#ZK 10 5/, SREEgsmEr o0 7
7t1#&mﬁ%##mt B, FRAERRNEFBRLE T,

* VLAN BREZEFEIC K 5 0L #RR
IV T4 b= aryavy RCRIERNERSEE NS VLAN OREZ2EE LB E, RiFkt
ZRBRLET,

(ZY 747V 3 VOEBENE]
- VLAN ZHIfR L7-35&
- VLAN {21k (suspend) LU7zi5&
* MAC FBEDE IR & 2 FRAERR I\ AR FR
a>7 4 7 L—3»a~ Y N no mac-authentication system-auth-control © MAC FRiED
EMHIBRENT MAC RREEVMELIL L7256, RIERZ@RLE7,

5.3.7 U279 EORAEFROMNLLE

74

REER— DY 75T Uizl & (Fry RV TN—TOHBEE, FYINTN—=TDBTI 2 LI-EX),
FER— T, REEFEAOWMROBIEREIIFRSINETH, 20707 L—3>av 2 Fno
authentication logout linkdown Z87E9 5 Z & T, REEKR— b I ¥ T2 L& ZDORIRE R 7
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538 173Xy ACL/QoS

(1) HEREBIE

FA4F3Iv 7 ACL/QoS &, LAY 2WIATRIAEFEAL Lo K (F/2ld—¥) axtL, —#ICEE
PHALAEWVWT, REFEARKRIMNEENTEZTSATRY NI =207 7t A#f%E LE3 . AHEEETIZ,
LAYV 28IFET 4 LY /QoS #HAL LT,

AHEEETIE, RADIUS ' —N\DiiRT &7 T AEMEIEEL, RiEE A AZ 0~63 L TCOEEDT F
ANFHBEE A ENTEET, ZOLT, V5ATEDT 4 VY /Q0S #fTHTET, *y N T—T T
t 2HIHEEHLET,

Y143+ 3Iv 27 ACL/QoS Z R L7=2y b T =207 7 Al 2 ROMITRLE T,

5-7 F1+3Xv 7 ACL/QoS R LIzxy N7 —T7 7t Rl

RADIUS
H—/\

95 ABECED

2 2

MHADOFBY 227 7 AET 72 ALY b T =7 OMIEZIRORITTRLE T,

x5-21 PRI BV SRETITERTRELGRY NT—T DXL

FEg3722R 7ItAugERRY NT—=7
I A A DR Fv hT—7X
75 A B DR Fy bIT—7XEY
77 X C DR Fy bI—=rXEZ
75 A D DR Fv hT—=2S
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(2)

(3)

(4)

76

FEI27352 77 EAARERRY hT—7

7 ZAB & C&D DK Iy bIT—=T7XEYEZES

DIL\DIEE_t

¥4+ 3y ACL/QoS 1&, RADIUS #—N%Z{fHd %5 E2Hi#REd 5720, RADIUS SBREA XA ME
FAT&%d, WebFit& MACRRIEO U —ALEREEARTIMERTE £ A,

7 2 AEHRDFHE LRELEAImAD 7 = AFhE

75 AEHROHREIEHT A RADIUS U —NDOBEHRZ 2 ROFRIIRLET . &8, YLF ATy TR
AT ZEEE, (12 <ILFRAFy TRl @ [£12-2 RADIUS U —NTHEHT2EMERZ] 231BL
TL7EZS 0,

& 5-22 TS RERODFECERT B RADIUS H—NDEMSE

Bita Type f& EHER

Filter-1d 11 75 2ER 2 HANT 5720 DXFEF| ("/Class=x")o
(x 1212 0~63 T TOHENASD)

I/'f Y 2 BREEARRINT A &, RADIUS 3= NIEEBREE AR Z & IC 0~63 £ TOMERED 7 T AER % EH]

L, BiLEARmERIIENDPD T T AANFIBLET, B, ¥1+3I v ACL/QoS =fHH L7z (RADIUS
Y—N\D5r7 7 AEREBHI L2V B, F73EBIERE CRRIERE A L 72 - 2RIER AR ARDOH AL, 7
FAOIKFTBLE T,

HR—NT BT 1I)LI/Q0S EMEBFMDHTE

7‘4’%3‘77ACL/QOS’Ci WDOFRIRT T4 NY/QoSDAVT 4 7L —Yaryavwy ReFEHRTE
F9, VIATEIHBHEEBEZBRETAHIET, VIATEDRY NT—0F7 7w AEHPTEET, 7
O—MHEHD/ISS XA —7121E, 0~63D2—F 7 F5AE, AL 0~63 DI TATAT #HRETCEET,

BB, YW IRETTRAT AT EZHRET BEE, 74 NV7/QoS IEZFBROA >y 7 2 —RITHKELT
&,

&5-23 9113y 7 ACL/QoS Z#HR— KNI 27 1I)L9/QoS

¥ae aA>7«47L—3>av R HR— K

PESI%4 MAC7Z7+tAY Rk deny (mac access-list extended) O

permit (mac access-list extended)

IPv4d 727t AY Xk access-list X

deny (ip access-list standard)

permit (ip access-list standard)

deny (ip access-list extended) O

permit (ip access-list extended)

IPV6 77 AU X k deny (ipvé6 access-list) X

permit (ipv6 access-list)
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#ae J>747L—3>aTUR HAR—k
QoS MAC QoS 7u—Y Z k mac qos-flow-list O
[Pv4 QoS 7u—Y A b ip qos-flow-list O
IPv6 QoS 7u—Y R b+ ipv6 qos-flow-list X

(LB O:¥E—1FF5 x:¥E—bFLAL

T AY AT DERRIE

IIAEMEL—T I T AE 0~63 DEHE LTHHIHES, RiLBEAWHARAVFBT 27T AELI—FIF
ZEFRICEEZHRELET. COLE, VITATATOHREIARETT, £IAW, VI AEHRELI—-F U T
2% 6bit DE Y by FELTHRY, Y NEREDIIAEMOFAZET, B—U T RAIFHET %
WREER T S AHBT A RZREESERZENTEET, COBEIL, VIATATDRENDEL
%"VET, [KI5-7 ¥4+ 3Iv 27 ACL/QoS 2R L7ty b T =07 7 ZFl#H] O —Z%2HNWT
FHHALET,

DT —ATIRADDISAZRBELE LET, KTVTADERE, BTV A% 70—HHT 3-DDHK
OFIZRODFBITRLET, CZTWE, 1EY FEPS54 Y VEZFST, 42075 AR2KHELT0E
—a_o

x5-24 TIRAERET 1 LIEREDH

Z1)LY (permit AV K) DFRE
752 052 ERIEOEE . -
T HF Y b 1—4752 I5RTRT
7—7
252 A ey FEX L THRE, 75 X | Ak
2 AFHRET %o
252 B 2y AR THNE, 75 X EY 2 Eh3
ABICATEET %0
252.C 3vy rEFLTHENE, 75 XEZ 4 Rz
ACICFiEEd %,
252D 4y LESLTHNE, 75 | S 8 A%
ADICFiBET 5,

TIARATRHBETHIET, FNTNOT A IVYRETIE, 75 AEEEGZLZY Y M 70—&HD
FrvINFHICEDET, FOLET, BRTEICTZITABRERODEO LD ICHET A LT, B—r 5
AICFB T 2R LB T T AICHB T AMADIRENRIREICZD £7,

& 5-25 AR EDT T RERDEEDHI

75 AIEHR
IR (() (F2EHKRED 71 IV IBREOENE
EN
77X AICFIBYT 58K 1 (000001) ISAADT 4TIy RL, 2y FT—2 X
127 7 & AA[RE
75 A BICFHBY %K 2 (000010) IJSABDT4LFICEY R, FxYy FT—7 X &
Y IZ7 7t AHEE
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54.1 ARBORES IURERERDIR
(1) FEBOBUIEESNIBEDEE

A RIFE 2 BEORZzHAVWTEE L TWADT, REEBORAIPEE S N/-5HE, SRR E
BrHET,

Bz, A~ > N set clock T 3 R ORZICEZEE L/ HE, RIEHEGRREA 3 RfEE LR
REEZDET, £/, B3 HRHEMORAICEZEE L-HBEIE, nuuﬁ‘%ﬁﬁﬁ# SRR ENE T,

(2) EIE—RZEEITIHTODIR

IEEE802.1X, Web #BiE, F7:1& MACRRIEPER L REDOR—bTar 74 7L —Yaryav s N
switchport mode OFEEEIC L DFIEE— FEEET /AL, INTORELGRA— ML Tcary
747 b— 33wy Nshutdown 2T L T, #HI~ > N clear dotlx auth-state, clear web-
authentication auth-state, F7:1% clear mac-authentication auth-state TR DERFEIREE % fiEFR L T
AR RPBER SN TVLRWREBIZLZH E, H0ROERE BV T LREE—F2EE LTS

Vo RIEE—REEFELHE, IRNTCORIERFR—MIRLTCar 747 —ra>av> Rno
shutdown ZEfTL T E W,

WARDPER SN TVWAIREBTRIEE— RE2EE LZBEE, EH I~ > K restart dotlx, restart Web-
authentlcatlon, ¥ 7213 restart mac-authentication % %47 L,’( IEEE802.1X Fu 75 L4, Web %3
TurI L, £IEMACERES U7 I L5HEH LT RSV, 0%, EHI~ > Nrestart vlan
mac-manager T L2MAC BE 0 /5 L2 FHiH LT 72 E 0,

(3) FEIFO7 5 LZELTBHBEEDIR

av 74 b= 3 »avr N dotlx system-auth-control, web-authentication system-auth-
control % 7-1& mac-authentication system-auth-control O E % Hlbk L CREE 710 /T L& E1ET %

BlE, IRTOFTEBIRR— ML Tary 747 L—¥3>a<w > Fshutdown 2%E/TL T, ERHO
<~ K clear dotlx auth-state, clear web-authentication auth-state, %721 clear mac-
authentication auth-state TR OFTALREE % fZFR L CERIEM AP ER SN TV WREBICLzH &, 9
60 BOMBE BV TR LFIET U T LERFELL TSV, BT IL%2ELLIZHE, TRTO
RN RA— ML Tar 74 ZL— 3> 3% K no shutdown 2ETLTL 2 E W,

AR DER SN TV ARETRIET U 7T L2 ELLBAIE, 0%, ERH I~ > Frestart vlan
mac-manager T L2MAC B 70 /I L2 HiEEH L T 7230,

(4) TIF075LEEENT ZEE0ER

SEERRDER SN TV AR TEM I < >~ N restart dotlx, restart web-authentication, %721
restart mac-authentication £ L R 70 /S L2 HEE L7z & Z1F, EHI <> K restart vlan
mac-manager T L2MAC B¥ 70 /I L2 HEE L T2 &0,

(5) SREEA— k& MAC VLAN DRETHER

IEEE802.1X (¥ 147+ 3 v 27 VLAN £—1F), Web ik (¥1+3Iv 27 VLAN £—F), BLXUOMACE
BE (14 F3Iv 7 VLAN E—FR) TRESNTWARIER— L&, o747V —Yaravr Rvlan
<vlan id list> mac-based OHREH E DEHH 1600 #BZ TWAES, IRISRTE(EEZ T 5 &, LZMAC
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B 07T AOWRREREICE-S T, REPBFBSINS T TBIUORIEBEARERKOEBEENFEET 2 ET
ISR A A D £9,

o EEODEH)

o BRI~ N reload ®EST

« EF O~ K restart vlan mac-manager ®FEfT

5.4.2 RADIUS #—/\{ERHIFDER
(1) RADIUS #—N\EHRET HBEDEEREE

LAY 28RETl, LAY 2RO RADIUS Y — N2 RIS IV T4 L —2 a3 Y TRETZ ST
O, [FHITALAY2FIETEIZ RADIUS U —NZHREL TLZE W,

» [EEER02.1X : dotlx radius-server host 2~ > K

» Web 88:iF : web-authentication radius-server host 2< > K

» MAC #BiE : mac-authentication radius-server host 2< > K

B, REEAOUQTA VEREEIHERT 5 RADIUS U —NZ LAV 2 THAT LI E B TEE I,
FRLZVEEIR, #9517 28EHO RADIUS 4 —NOREZHIFRL T EE 0,

(2) RADIUS H—N\DFRETHA NBZIBELICGEDEREIE

RADIUS ¥ —/\%& AR A M THE L7235 E, DNS U —N\AEEHE T E 20 EOEEIC K > THERIRRA T
ERVERIETIE, WIORIHARPRET S ENHVET,
o BRAaY Y FEETLEEE

o ETREROFTAPEI ZD T,

o BRMVBFTIED, LIS LTHHRERTRSINE T,

» IEEE802.1X Tl&, [Connection failed to 802.1X program.] AR RENET,

o« Web gRiEB LU MAC FRiE T, [Can't execute.] EREINE T,
s AVT 4= aravy REEFTLLES

s AVT4 T VL= ayORFEFLZAVT 4 L= a Y ORBICKESE» 254605 H 0 £,
¢ SNMP < —3 %2 &5 IEEE802.1X MIB &% B5 9 2158

o BENEL LD, FIIESNMPZEY A LT T MRV ET,
FRORAREET 2720, RADIUS = NOREIIPvA T FLAE /L IPV6 7 RLATIEET S5 &%

WRELET, "X MNETORENPBDELZHEE, BT DNSHY—N\DoDENHH I E2HRL TS
l/)O

(3) IEEE802.1X TRADIUS H#—/\N&EDBEMINLHZESDEFEEIE

IEEE802.1X T, RADIUS ¥ —N&EDBESMINLIGE, £/oldar 74—y aravr Rdotlx
radius-server host TEE S N7z RADIUS 34— N\DFEEL LR WS, U714 YER I AT2C/LT, 2
> 747 L= 3 ra~v N dotlx radius-server host TIEES N7z ¥ A L7 7 MRS K OFHEEIES
T OREPEH» 2720, 1 ur 4 VERL 0 OFEARICRES#E» D 9,
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¥ 77, B RADIUS 4 —N\PHRESNBETYH, IV T4 7L — 3 »a< > K dotlx radius-server
host DIEICT 7 A > ZTEICEET 7RG 5720, LBICHRES NI RADIUS 4 —N\TRELZEICL-THE

ENTE Ll %sE, RIBICRHRESEI»PDET,

ZOkALEEIL, ulAVEBEE VWS AIRD, OV T 0L — 3 »a<wr K dotlx radius-server
host TIE# % RADIUS —NZRELE LD &I, 0l ViERZIT> T a0,

IPv6 77 RL A®M RADIUS H—/\{8ED;E=E1E

[Pv6 7 FLZAD RADIUS 4 —NZ2HEHT 254, V> Z7u—Hh)L7 KL AD RADIUS U — /NI {HERH L7
WTL &SV, LAV 2EREETIE, V7 u—HLT7 FLADORADIUS H—NEBETEEH A
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5-5 l//r—\7 2 DIL\DIE

BOAYRACR

55.1 dA>747L—>3>av>R—

LAV 2O T4 7L —Yaravy F—E2ROFBIRLET,

%£5-26 O>7147L—>a>av R—E&

BRET3L 1V 25358
v R Bkl
IEEE802.1X Web 533 MAC 25
authentication arp-relay FRERTIRRED AR > 5D ARP /¥ O O O
o b ERREBONERICERE L
TWBEIIEELE T,
authentication auto-logout strayer FREEA — M LIAIC RSB U 723K - O O
DOFRIEE BERICAERR L £,
authentication force-authorized REIERRE 2 BE LK 9, - O O
enable
authentication force-authorized %4+ 3w VLAN £— ROk - O O
vlan FIFREERF ICY) D & 2 5 VLAN ID
EIEELET,
authentication ip access-group FRRERTIRREDIR AR 5 DI v O O O
b & RZEBOHERICERE L 7z W
BE, ERELIWSr Y NER 2
IPv4 77X ANTEEELE
ED
authentication logout linkdown )2 I F K DR RR % O O O
mmikrEd,
authentication mac access-group FREERTIREDIR AR 5 DI v O O O
b EREEOHEICEE L 720
BE, EELVSr Y NER R
MAC 727t AY A NTHEELZ
ED
authentication max-user (global) BB OFRIERHIBRE % 3% E O O O
LEd,
authentication max-user (interface) | R— ~BAIDFRIEEGHIRIE 2 3% O O O
ELET,
authentication radius-server dead- RADIUS ¥ —NEIGERICHE, - O O
interval BB RADIUS 4 —1\A\7 7 &
2T BHETO/RBRMZHRE L
£,

(LB O:#ffcEs — BFCE LW
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55.2 LAV2FAHELEI> 7147 L—3>OT 2 RODINT A=Y

EXTE
(1) EREIETRREBIRARD S D ARP /N7y N AREBNEPICERNX T DERTE
EREDRT > K]

SREERTIRREE DI R HIRE SN2 ARP /S v F 2 AREBIEICE LT AHRELZ LE T,

[O7> RICEKBEERTE]
1. (config)# interface gigabitethernet 1/0/10

(config-if)#f web—authentication port

(config-if)# mac-authentication port

(config-if)# authentication arp-relay

(config-if)#f exit

Web #BiF & MAC SREEDFRENRA— b 1/0/10 12 ARP /3w h2EIXRT AL OBRELE T,

(2) FEIFEA7 7RV NDEE

[BREDRA > N
RALRTREBOW KD 5 REBEDOIERANDBEZHFAI T HREFEAT 7 LAV A M ZRELET
(authentication ip access-group 2 <> ROBITHHAL L),

[O7 > RICKBERE]

1.(config)# ip access-List extended 100
(config-ext-nacl)#f permit udp any any eq bootps
(config-ext-nacl)#f permit ip any host 10.0.0.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)#f web—authentication port
(config-if)# mac-authentication port
(config-if)#f authentication ip access—group 100
(config-if)# exit

FEERT D% AR 5 DHCP /84w & TP 7 FL X 10.0.0.1 (DNS# =) ADO7 7t A%z 7 25
HHERAIPVAT 7RIV RA M ERELE T,

(3) EHIEREENERE
EREDRT > M
RADIUS #—N\DEE L WigH, f f: 13 Web FBEETIEEE Web §85E DB 25, MAC 23k TlE B
MAC 883E DB &SI N TV AR WIESICEFIFRET 2% EZ LE T,

[O7 > RICKBERE]

1. (config)# authentication force-authorized enable

RBIRRAEERELE T,
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(4) BHIFREERF(CYIWE R B VLAN ID OFRE

WEDHRT Y K]
¥4+ 3w VLAN £— RCHEEEEE 2> 755D E X5 VLANID 2R/ EL £ 9,

[O7 > RICKBEETE]

1. (config)# interface gigabitethernet 1/0/5
(config—if)#t switchport mode mac-vlan
(config-if){f switchport mac vlan 100,200
(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication force-authorized vlan 100
(config-if)# exit

Web 58iF & MAC REED ¥ 3 v 7 VLAN € — FTHE SN2 RA— b 1/0/5 12, 5aHIER
FERFICEIDEZ 5 VLANID 100 Z28E L £ 9,

(5) KERUDFTEIHHIRIEDEE

[BREDRA > I\]
LAY 2 BREDEBEBRAOFEEMFHIRZREL £ I,

[0V > RICKBEHEE]

1. (config)# authentication max-user 512
LAY 2 EREEDOEB R OFREIR % 512 ICRELE T,

(6) 7.'3 [N ELLO)wnl_l:%ﬂﬁ?U BE1 g

REDRT > M
LAY 2FREDOR — MM OFREMFIREHRE L 9,

[Ov > RICKBEEE]

1. (config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)# authentication max-user 64
(config-if)# exit
FEENRA— b 1/0/5 OFFIEHHFIRZE 64 ICHREL T,

(7) RADIUS #—/I\A\7 7 ZB5D dead interval REDERE

EREDRT > M
BB RADIUS U —N\DEISEICZ>Tzdb &, 135D RADIUS U —NTRIAEZEDTH S, BERE
S RADIUS U — N7 7t A% #A 5 F OB ERE (dead interval RN ZHELE I,

[O7 > RICKBERE]

1. (config)}f authentication radius—server dead-interval 20
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RADIUS % —/3® dead interval Kz 20 I EL E 9,

(8) EREEXNRAR— MABBIBFOSTAMFERDIRE

[BEEDRA > N
FRERIVR — bARBE ZBA L7 & F ISP SRR T AR EZ LE T,

[O7> RICKBETE]

1. (config)#f authentication auto-logout strayer

MAEREZ IR T oREZ LE T,

9) U279 UEDOFREAHEFRDINLLEDERE

BEEDRA > N
R=bDVY Y75y VRHICRIEREZ IR L 2 WEREEZ LE T,

[0V > RICKBEEE]

1. (config)tf interface gigabitethernet 1/0/5
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f no authentication logout Llinkdown
(config-if)# exit
AR — b 1/0/5 THR— DY > 757 VEFICEREREEZ IR L2 WEEE LE T,

(10) 917Xy 7 ACL/Q0S DEETE

[EREDRT > N]
FA4F3Iv 7 ACL/QOS DERETIEZ, 74U/ QoSDaAV T4 7L —ayavy FEERLET,
ZITIE, EEAEHADVIBT SV IAN 10 F/1E300EE, 77X 10& 30 2 RETHT 1
VY EHFRELET, 28, ZOFEFITIE, 5P LOHT70—BHE— F% layer2-2 IZEREL TH<
DEFHDET,

[O7 > RICKBERE]

1. (config)lf ip access-list extended authen-classes
(config-ext-nacl)# permit ip any 192.168.10.0 0.0.0.255 class 10
(config-ext-nacl)#f permit ip any 192.168.30.0 0.0.0.255 class 30
(config-ext-nacl)# exit
727E A1) Xk authen-classes &, 7272 AEMH, *v NT—UFME, BLOI-HFIITAEZREL
£9,

2.(config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f ip access—group authen-classes in

(config-if)# exit
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EEENSR AR — b+ 1/0/5 122/ 7 4 L& & LT authen-classes #BELET (—F 7 5 A 2B
BICHELTWAIES, inAMNIBEETEZERA).
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[EEE802.1X I3 OSIBEBETILVDE 2 LA VTRt ZITOMETT . COE
TI3 IEEE802.1X OBEEIZ OV THAL £9

87



6 |EEE802.1X D&

6.1 IEEE802.1X DIE

IEEE802.1X &, AIE7% LAN Bkt 2 HH 9 28EETT . Ny 7 T FIZEREY — /Y (—%#9iCid RADIUS
=) ZREL, R —NICLBHEROZBEPE B L LT, REBORMBI A2V - 2A2FHTZS
SIZLET,

IEEE802.1X DR EEEMIE 2 IROFITRLE T,

xo6-1 BHERCBFHES
BRER BNERIES

A%E (Authenticator) AR D LAN /\0)77-127«’2%%11/&3“0 F 7z, WK EEREEY — R CRREE R

DY L—%fTWE T, HiREAEBROZEIRIZ A D 5EFEE EAP Over
LAN(EAPOL) TiTWE ¢, ALEE &Y —/ HiE EAP Over RADIUS %
> CERAEEMERME L 9, 48, RETIL, [AEE] £ 7213 [Authenticator]
EREESNTWAIEE, AEBHE EARBEBICEEH SN TS Authenticator
T T7OWMAEEEKRLETD,

%A (Supplicant) EAPOL ZfER L CHiKDORIEFEREZARAEBE LD EO LE T, 2B, £ETI,
[%>K] F7:1% [Supplicant] EEFLENTWVRHE, HREH EHRICERS
NTW3 Supplicant V7 b7 = 7 OWH 2 EK L E 9. [Supplicant V7 b
vz 7] EREESNTWAES, Supplicant #EEZ2E>V 7 v = 7 21T 2 &k

LET,
EREFY— N (Authentication WARDRIERITVWE T FRAEY — N IR KRODIEBERE R L, REBORMT
Server) BHY—EAANDT 7 R EBERITTOWRICFFAITRENES P EREBIGEAN L
£9,

TFHER) 7 IEEES02.1X OB TIE, AEBEOR— MIESRRZHER L GERALE T, AREBZE- 7
IEEE802.1X EAMK 2 RDOKIT/RLE T,

6-1 |EEE802.1X EXtER

fﬂ!@

fﬂ!@

RADIUSH—/\
Ny EAP [over LAN FAP over RADIUS

)

-
(]
wW

)

o
()
~

/o, REETRE—DOOFR— F TEBORRORBIEZITOREEZ T FR—-bLT0ET (VLFE-FB
FOWARIREEE— F)o RILRMERELER LI5S, MREAREBEMICL2 2/ v FRNTE2REBT S22 L
T, K= MU & > THRBAPHIRZZ T2 WVBRICTE £9, RERZITOHA, Wk EREERICEE
95 L2 A v FIZEAPOL 2 BRI 2RENFHD LT, TOBAOERZROKITIRLET .
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6-2 WAREDEIC L2 A1y F2EE L IEEES802.1X &Rk

L2RA v F/NT RADIUSH—/\

EAP over LAN EAP over RADIUS

6.1.1 HR— NEgE

AEBETH A — P HEREEZUTIORLE T,

(1) EREIEMEE—NR
AEBTYHR— MT 2RAEHEE—F (PAE £— F) 13 Authenticator T9 . A%EE7S Supplicant & L
TEHETAHIEIEHDEHA,
(2) ERELAT
AREIEETHR— b9 BFRIH UL RADIUS 3 —N\ZBRETY . WAN 5 %(E L7z EAPOL S v b %
EAPoverRADIUS IZ&#1 L, #RiFiLHE X RADIUS ¥ —NTfTW\W 9, RADIUS ¥ —/Nid EAP i s h
TVWARBEDFHDET,
AEBMNHEHT 2 RADIUS OEMHEE % [£6-2 FRIECHEATEES (201 Access-Request)] »
5 [£6-5 RILTHATIEMES (£D 4 Access-Reject)] ITRLE T,
F6-2 FREAICERATZEMER (ZD 1 Access-Request)
| Type 5
Bt & SiEA
User-Name 1 ARSI NS L —TH,
NAS-IP-Address 4 FRRE A ESR LTV 5, Authenticator(RKZEBE)D IP 7 RL X, @—A)L7 K
LADBRESNTVABARIO—HILT FLA, —HLT7 RLABRES
NTVEWVLEEE, EEA VY T2—ZXDIP T FL R,
NAS-Port 5 Supplicant % #%3E L T\ 2 FRAEH-ALO Ifindex.
Service-Type 6 BT 29— 2517,
Framed (2) &%
Framed-MTU 12 Supplicant~ Authenticator iO&FA7 L — L84 X,
(1466)[EE.
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Type -
RS s 51
&
State 24 Authenticator & RADIUS ¥ —/ i ® State BHRORFFEAIREICT 5,
Called-Station-Id 30 TNy IRT7 X ARL Y MO MAC T KL R, REED MAC7 RL A
(ASCII, "-"®R%I1),
Calling-Station-I1d 31 Supplicant ® MAC 7 KL 2 (ASCII, "-"Kt19),
NAS-Identifier 32 Authenticator % #8595 XFF| (KR FBEDILEF) .
NAS-Port-Type 61 Authenticator AL —HFEICERA LTV 5, MER—-rDF 1 T,
Ethernet(15)EE.
Connect-Info 77 Supplicant ® 3% 7 ¥ 3 > OF#E R T XLF.
A— 1 ("CONNECT Ethernet")
F v 27— ("CONNECT Port-Channel")
EAP-Message 79 EAP %7 v v & AT NT %,
Message-Authenticator 80 RADIUS/EAP /37 v b 2 R#ET 2 7-DIERT .
NAS-Port-1d 87 Supplicant ##25E9 % Authenticator DR — s 2 B9 % 72D DLFEF,
AR—~ ("Port x/0/y")
F v 27 NV—7 ("ChGr x")
(x, yICI3HFPAS)
NAS-IPv6-Address 95 RELZESR LT\ 5, Authenticator (KZEE) O IPv6 7 KL X, a—%

L7 RUADRESNTVABEIZO—HILT RLA, d—ALT7 RLAH
BESNTVERWESIREES VI 72 —ADIPv6 7 L &,

*6-3 REAICHERATIENER (D 2 Access-Challenge)

e Type 519
=]
Reply-Message 18 I—HFIRRINE A v -,
State 24 Authenticator & RADIUS # —/\fi0 State 58O REF 2 AIREICT 5,
Session-Timeout 27 Supplicant ~Ni%{g L7z EAP-Request I 2I8E/FE Y 1 L7 7 Més
EAP-Message 79 EAP 87 v v &2 A T2 NET %,
Message-Authenticator 80 RADIUS/EAP /37 v b 2 R#ET 2 7-DIERT .

*6-4 FEICHERATIEBHESG (Z0 3 Access-Accept)

Type -
mhE s B
Service-Type 6 BT -5 17,
Framed(2) E7E.
Filter-1d 11 Supplicant @t v ¥ a YIZEHENSE T 1LY - YR s DEHI.

WAREGREE — N TRERER D, 72720, BATRER 7 « LY PEREERT &
LRV ZNEETH B0, "0"LADENRESNTWBEICED (/-
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Bl

Type
[l

A

2L, ¥4+ 3Iv 7 ACL/QoS &IV F R T v FERIECHERY 5 XFEH % bk
<o

Reply-Message

18

I—PFIIRRENDE A v -,

Session-Timeout

27

Supplicant OERIES A <l *

Termination-Action

29

Radius —N\D 5 DFEZIEY A VmTHROT 7Y 3 ViER, *

Tunnel-Type

64

Mo A4S ¥14F 3w 7 VLAN TE— RTRTEBEKRZED,
VLAN(13)EE.

Tunnel-Medium-Type

65

PRV EERT BBEOTT ST, ¥4 F Iy VLAN £— RTHEITE
Rz
IEEE802(6) EE.

EAP-Message

79

EAP 87 v b & A AT 5,

Message-Authenticator

80

RADIUS/EAP /X7 v b 2 Ri#T 572 0I{EFMT 2.

Tunnel-Private-Group-1D

85

VLAN %3519 % 3CF5, Accept Bi%, FRAEHEAD Supplicant IZE10 4
T% VLAN 2893 %5, ¥1F 3 v VLAN £— FE2TEKEZFD,
WITRT EFNBHIET %o

(1)VLAN ID %R 9 055

(2)"VLAN"+VLAN ID %7/~ XF5

3)ar 747 VL—3>»av >y K name THEE L7z VLAN &#%2 /R4 X
5

XFINCAR=AZEATIEVITZW (D 725E VLAN 10 4 TixkiK
ER-ID

(Bx7EHI)

VLANI10 Oi5&

LHoFs "10"

(2)oHmE "VLAN1O"

(3)DiFE  "business-office”

Acct-Interim-Interval

85

Interim /84 v M &SRR ).

60 DI E#EET 5 & Interim /34w b ANEF SN 5 (60 Rifi TIEEE Lk
L))o

COEZEFRET A5H, 600 L EICT A2 L 2R T 5, 600 K L5
EAYNT—=TDNTT 4w IPERTZ7-DFBEPDETH S,

%

RADIUS »» 5iRi% & 15 Access-Accept T Termination-Action #* Radius-Request(1) D#5&r, RIRHIRE S 1172
Session-Timeout DEAS, FEiRiET 2 F TOREM (B #) &40 Fd,. %8B, Session-Timeout DIEIZE > T

ISR EEE D ET,

0 : HRBEIIENE LD ET,
1~60 : FHEEEY A viEZ 60 E LTE#HELE T,
61~65535: RESNIAMETEELE T,
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IEEE802.1X DfEFEH

x6-5 FREAITHEATBEER (FD 4 Access-Reject)

RS s 5108
&
Reply-Message 18 A—HIRRENDE AV E—,
EAP-Message 79 EAP 7w v & AT NLT %,
Message-Authenticator 80 RADIUS/EAP /87 v h 2 {RET 5 7-DIHEHT 5,
(3) ulu\uIE J )l/j U R‘\A
AEBTHR— NI BT LTI RLZROFITRLE T,
§6—6 -U-ZR_ I\-a—ém.\uIET)l/jURL\
SEE7INT) X A =
EAP-MD5-Challenge UserPassword &7 v L > VEO B TS
EAP-TLS FEEASERATIME & (HF L 73887 =
EAP-PEAP EAP-TLS b3V ET, 1ZAD EAPRRET LT XL %2 AWTERIET 5.
WITRT 2 BEORIEARITH G,
e PEAP-MS-CHAP V2 : /827 — RR— XD KIEIEH % L 725855
» PEAP-TLS : GEBAREFATHEME 2 B A L 72383E 5 X
EAP-TTLS EAP-TLS b > 3L kT, MiAR(EAP, PAP, CHAP & &)DFRFET7 LT XL % H
TEBRET %o

(4) RADIUS Accounting t#8E

ZIK £& 13X RADIUS Accounting #gEZ YA — b LE 9. ZDOHAEIX IEEES02.1X F8RE CRRAEFFAI & 72 >
WARANDY —E AR —ERBEILLD Y A I 2 T TA—YThY > 74 2 7EREERE L, FIARE
%%??716 X2 T 570 DHEETYT . RADIUS Authentication #—/¥& RADIUS Accounting 4 —/3\

ERHOYF—NICRET S EICE> T, RN ETHY VT4 YR OAR 2 S T2 N TEE
ED
RADIUS Accounting #ge2 M9 2FEIZ, RADIUS ¥ —/NIGEESNBSEREZIRORITRLET,

#F 6-7 RADIUS Accounting A"t R— N9 3E M

THIT 1 > TEKRERCKD
EENHE
Type - =
B 4 B
f& Interim-
start stop
Update

User-Name 1 LS N5 1—HT4, O O O
NAS-IP-Address 4 FREEZER LT\ 5, Authenticator(AZEE)D O O O

IP7RFLZA,

O—HILT7 RUADNHFRESNTWAEEITT—

HILT RLUA, B—HhHILT7 RUADHRESN TV

WAL, EEA VYT —ADIPT7RL

Ao
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TAIT 1 T ERERICLS
EEOHE
T -
B ype e
fié art ; Interim-
star sto
& Update
NAS-Port 5 Supplicant % Z83E L T\ 2 3REEHRAMA D O O O
IfIndex.
Service-Type 6 RBHEILZH—E25 17, O O O
Framed (2) EE.
Calling-Station-I1d 31 Supplicant ® MAC 7 KL A (ASCII, "-"KtJ) O O O
D)o
NAS-Identifier 32 Authenticator Z #5149 53XF5, (KA MED O O O
XF5)
Acct-Status-Type 40 Accounting ZEskE 5 O O O
Start(l), Stop(2), Interim-Update(3)
Acct-Delay-Time 41 Accounting 1E#REEELER R (75) O O O
Acct-Input-Octets 42 Accounting IBH(ZEA 27 T v M) — O O
(0)E7E o
Acct-Output-Octets 43 Accounting B EEEL 7 7 v M. - O O
(0) [ERE.
Acct-Session-Id 44 Accounting = #5195 ID (FREERT), O O O
AEFRRRICEE L CIERI C1E) o
Acct-Authentic 45 FRIEAF(RADIUS(1), Local(2), Remote(3)) O O O
Acct-Session-Time 46 Accounting E#(t v ¥ 2 »fekikeHE) — O
Acct-Input-Packets 47 Accounting B8 (ZE/37 v M), - O O
(0) [ERE.
Acct-Output-Packets 48 Accounting E#(EE/87 v M. - O O
(0)EE .
Acct-Terminate-Cause 49 Accounting ] (v ¥ 3 VR TER) - O -
FEMIL, [ 6-8 Acct-Terminate-Cause T
UIMER] 228K,
NAS-Port-Type 61 Authenticator AL —HEREEICHEAL TV 5, ¥ O O O
HR- Dy 1 T,
Ethernet(15)E7E.
NAS-Port-Id 87 Supplicant ##2FE9 % Authenticator ® R — O O O
N &G B DIERT 5,
NAS-Port-Id i&, AIZROZX MY 7 TH D,
NAS-Port RS 4F 77y FOBKETH
=T NAS-Port & 2% 5,
R—1~ ("Port x/0/y")
F ¥ 2 N7 NV—7 ("ChGr x")
X, yICIBEENAD)
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THIVT 1 TERERCLD

KIENEE
T B pay
BE ype 5
& Interim-
start stop
Update
NAS-IPv6-Address 95 SRR ESRK LTV 5, Authenticator(ARZE&E) D O O O

IPV6 7 KL 2, O—HLT RLAFRESNT
WABEHIET—HNLT LA, a—H)L7 KL A
PRESNTOWZVERIL, EEN YT —X
DIPVE 7 R L X,

(LB O 1iXETE — 1&EFELAEVL

XK 6-8 Acct-Terminate-Cause TOYIHIER

YIRER G fiEEH

User Request 1 Supplicant 7> & QR THIRT L 720
o FRAENER D 5 logoff % (5 L7 i5E

Lost Carrier 2 ETLDF Y UTEENPEL 57,
s NI —
Idle Timeout 4 FRELHARDBED 2 2o 727DV L 720

» EEEERRHEEE LSS

Admin Reset 6 EEHEOBRETUIN Lz,
o FRIFHfUTOY T4 L — 3 RHIB LB
« force-authorized #&E L2154

» force-unauthorized # & E L7254

Reauthentication Failure 20 BSEICRER L 72,

Port Reinitialized 21 R— 1+ MAC »ETHLE N,

s VI FTVLIZGE

VLAN % Hlk % 721 Disable iz L7258

e IV 74 2 L—3>»av K switchport mode 2 Z ¥ L7254
A I~ K clear dotlx auth-state %7 L7235 &

YV F AT v TERIED L —FERERINIC & DI L2358

(5) syslog H—/N\A\OEEO VLR

IEEE802.1X D& 7 A vt — Y% syslog B —/NZH A (7213 E-mail 3%f8) T& 9. Avt—Y
Hi 7Ok, IEEE802.1X #/Rd A ZHINT 270, AT HOHNERZROKIIRL 9 (E-mail %
BEDBA, syslog HEED PID EIXHAILEHA).
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6-3 syslog —\\OHEHFER

AR RER : AUT
- HAORR TR

AT A ytr—ShE
Foo9  BE [#E]: AT A/H B 24 B 1X T WEBWEAR
syslog~ M sys | ogHRED ERHELERZ IEEE802. 1X A wtE—TAKX
HAOBMGEKZ PIDE ERYRER
REMEEE R T
ARy FER

%7z, 37147 L—3>»avr R dotlx logging enable 3 & U logging event-kind aut (E-mail i

EDHA, logging email-event-kind aut) IC&->T, HAZMBBLIMELTEET,
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6.2 HREREDBIE

REE T, FEZ IEEES02.1X 13K U THBEINRZ{T> TV Ed . HREEDOBIEZ D TIRLE T,

6.2.1 EREEE—R

(1)

(a)

(b)

96

AEIEE D [EEE802.1X TlX, ZOOERFTFIHME— FEFONICZEBEORILEY 7E—F2HRITFT0ET,
ARG E— NI, BAEFIEZTOBMERL, RV 72— FRFEOSEHEEELE T, £, AR
T — NEIY 7T E— RICH L CRENRELA Y a3 VE2RITITVWET, FREE— FOBFKRZRD
FITRLET,

&6-9 REAT—REATY 3> DK

BEASEEE— R REHTE—R REA T3>
EE VLAN €— N YU VE—-N -
YIVFE-F -
WHARFREEE— N RIS ARBHIRA T2 a »
%433 v VLAN £— R YU IVE-E -
WHARFRIEE— I RAERARBBIRA 7 3 >
(LBl — &=L
BEARFREEE—NR

FEETY R - I 2ERBEET - F2LTITRLE T,
EZE VLAN £E—R

EREEDSEIH LK DO MAC 7 RLAZ MAC 7 RL AT —TI)ICBHE LT, VLANANEETES LI
LEd, EE VLAN E— RFTlE, RER—PELTIROKR—- M E2RETEET,

- FULAR—
N s

mB, NI IR—-NMIA->TEK Tagged 7L —LB LU Untagged 7 L —LDFNZIRIRLE T,

o BRI 7 L — L4 Tagged 7 L —LDEBE, BIERKINE, VLAN Tag T/REMN7z VLAN THEETE
ia_o

o BIEFRD T L —L» Untagged 7 L —LDHE, FBERINE, XA 7«7 VLAN CRETEZEY,
13Xy 7 VLAN E—R

EEEDSEIIL-HE, MAC 7 RL A% MAC VLAN IZB$E LT, RERORY b T —7 LERHHDO Y
NI —=T 2B LET,

543+ 3Iv 2 VLAN £— FOERT, SRERIOWAKRDPFE T 5 VLAN Z583ERT VLAN EMFUEd, &
7z, LB O VLAN % 383E#% VLAN EMFUET . ¥4 I v o VLAN £— FTiE, FEA— P& LTX
DR—FERETETET,
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(2)

(a)

(b)

(©

(3)

(a)

6 |EEE802.1X MR

WL\DE-'j-7 :E |\

HEARBIHFT—FICN L CHRETHRFV TE—RZLUTIIRLET,

ST IWE—R

— D DFRIBAINNC—D DK FELEE L T d 5 E— T, IEEES02.1X DIERM W€ — N T
o BUIDOWHRPIDIEL TVWBIRETIIDDIHEKRD» 5D EAP 2%(53 5 &, FOR— b DFRIEIREIZREE
EPREEICERED, a0 74 L= a3 avx Yy RCHRESNEBEPREB LS EICERIEY —7r o A2 HAL
£9,

JILFE—R

—ODFRIEBEMVNICERIRROBREHFBRE LT T Y, FRIENROmEKRIIHL T THRAICEAP 22E L1
WARZTDE—RTT, MICERIEEZ R ITZIHARDIILKRREIZIS U T, ZDIEIDPDuKRDINT Y M E2BET
HREIDPHPERFNET, BUOREKDPEIESNTWVAIRETIZNDHAKRD EAP 2ZET A EHEBEHELE
a_o

IAREREIT— R

—ODFBIEBEMNICERIRROBREZHFARL, WMARAIE (EEILMAC 7 RUATHA) ICEREZITH>E—
KT, MARDPERIESNTWVBIRETIEIDPDIAKD EAP #2573 % &, EAP #3X(E L7z KR & OB TER]
DRI — AV APEBEESNET,

SREIE—RA TS 3>

REE— R /FREY T E— RICHT 24 7 a VEERLTICRLE T,
nlu\nIElﬁﬁEEﬁ%U BEZ'- 70:/ Iz

REERAIICINE T 2 AR AR EZHIRT 24 7> 3 VEETT . WMARBIEE— 2T TENTT .
PREEAIC EDREMZIRDEITRLE T,

ﬁ 6-10 wu\u[EJﬁﬁ;Eﬁ%”BEz- 70:/ EZ

FELE—N HIHAE R/IME RA(E
EE VLAN £—F 1024 1 1024

¥4+ 3Iv27 VLAN £—F

6.2.2 URKRRHEEMEVIWEZX A T3>

AREE T, REEANRPEE L2 WEES, TR REZ R 272912 tx-period I~ > RTHEE L
fikE T EAP-Request/Identity # VL FF++ A X ELE T, 3 niE*)‘7% R REDREE — R OBFE,
AL AR & RAERIR AR SIRIE T 5720, RIEFARAPSEEL TV THHRKEZRET 20ENH D £
9. LA L, EAP-Request/Identity < I)LF F v A MEFT 2 LRFLBEAMAKDZET 5720, RiEHEH
WMARDHEHTIESRET 22 EOMENIH D £,

ABEETIE, WARILEET— FOBELET, WABRHEEz 4 T2 6BRTE T FHRNOREZERE
LT, B amARHE 2 @R L T< 23 V. mARMHENEIX dotlx supplicant-detection 2<% > KT
EETEEd. HELZWVIFAEIL, shortcut TEIELE T, &8, ZIS EENRET S Request/Identity ©
<ILFF v A, Untagged TU—LTTo FIUIR—FZRIAR— MEHT ZEE, Z1T7147
VLAN L5t @ VLAN IZFR/E 9 % 8RaEim AR 5E T I Request/ldent1ty DOVNLFF ¥ A NEREEFTEEY
ho FD7-®, dotlx supplicant-detection I+ > FT auto Z8E L TS,
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BHRXOEEICOWT, IRTHHALET,
(1) auto

EAP-Request/Identity <)L F v+ A MEE L EF A. RIEAHRNEF LLERDO T L —L%2ZET
5 & CRURERTR 2B L, SEEZRmLEd.

ZOHFRTIE, FIFEAHAICIT EAP-Request/Identity 752 L \\Wie ), FRIEEAMAKOERIEIC
éﬁﬁmﬁbiﬁhoﬁ&;%ﬁﬁm%ﬁ%ﬁﬁutw,:@ﬁﬁ?@@ﬁ%b@bbiﬁo

auto fEEK; D EAP-Request/Identity @ —7 > A2 RO L E T,
6-4 auto IEEEFD EAP-Request/Identity D> —4 > X

Supplicant Authenticator RADIUS Server

|
FEED/N 7Y b Supplicanth > DIEED /N +
%EE%’:’*&I:EM*}‘%&?‘%

EAP-Req/1d
EAP—Resp/Id

EAP—Req/ldE:L_:\T-‘\"X kTEIE

| MD579~&0);H.:|J.T:/ TR

EAP-Success

(2) disable

TR AR PEET 235A13, EAP-Request/Identity %7)1/%%:1"1 FEFLE A FRRERIGRDE
1nbf EAPOL-Start %159 % Z & CElikRlm R 2 H L, SRREZRMBL £,

IO, BHEMICEAPOL-Start #3%(5 L7z Supplicant V7 b7 = 7 2{HHT 5 &, FRIERIHKE MK
HTEEHA. 2OXDRBEIL, Supplicant 12 EAPOL-Start 2359 2 XD ICRET 55, ALEEBEOD
IHAMHENEIC auto ZEE L T 2E W,

ZOHFRTIE, FIEEAHAIC EAP-Request/Identity AZEE LA W0, ZRIEEAMAKOERIEICE S
BEEHD FHEA.

disable 8K D EAP-Request/Identity @3 —7 > A ZRORITTRLE T,
6-5 disable $8ERFD EAP-Request/Identity D> —4 > R

Suppl icant Authenticator RADIUS Server
EAP—Req/Id
EAP-Resp/ 1d

| MD575 &£ DREE S — 4 > R
EAP-Success

EAP—Req/Id SREEFASupp | icantAv# %
156 (XEAP-Req/ 1 diX 2= 1E

(3) full

RAETE AR DSTEET HIFETH, EAP-Request/Identity # v ILFF+ X MEEL 9. RAEATHAN
@7& LEZEURETAHI LT, RiExMmBLET.
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RALFEAMARL DT V—LZZET AL THBMZHIALET. ZOHRNTIE, RIEFE A KPS HRE
R L7BE, R — 7 Y AZBB UL VWTERLET,

FRAEE AR DSERICHRIE T 2720, WMABRICHBIL AR PSEIPDET ., BROFEZ BTS2
&), nhuﬁi{i_:'_lt_@@ ;El:lﬁff 20 L/L—F l/-(<fi\él/‘o

full #8E KD EAP-Request/Identity > —7 > 22 IRORIIR L E T
6-6 full IBTEFD EAP-Request/Identity D —4 > X

Suppl icant Authenticator RADIUS Server
EAP—Req/Id
EAP-Resp/ 1d

MD575: EDERFEL—7 VR
EAP-Success
EAP—Req/Id
EAP-Resp/ Id

MD57 & MEREE > —*7 VR SREEEASupp | icant
REFS— VR EAB LW

EAP-Success

(4) shortcut

RRETE AR AR DTEET HIHATH, EAP-Request/Identity # v ILF ¥+ 2 MEEL T, RAEATHAD
DI V—LzZELRETAHIET, Rz LE T,

IR ARRKL DT LV —L2FETAHIETCHRILEZHBLET. COFRTIE, RIEEARRPHRIE
EHIG LGS, BiE—7 v A2 B L T9 <IZ EAP-Success Zi£E9 5 &’Cﬁf’aﬁ*?‘(ﬁﬁbi@“o

LirL, —#o Supplicant V7 7z T7 T, EAP-Success 29 <ISEFET HEERFIERME R L
9. ZOFER, BIERT ICEEVRTNZYD, FEERED» BT TEESRUINLD, HRILEL#
DELTEENP EN 70T EIEPHDET,

shortcut 87K EAP-Request/Identity O > —4 > A2 ROKIIR L E T,
6-7 shortcut IEERFD EAP-Request/Identity D=7 >R (F7 =L 1)

Suppl icant Authenticator RADIUS Server
EAP-Req/I1d
EAP-Resp/1d

MD57x EDERFES—47 R
EAP-Success
EAP-Req/1d

EAP-Resp/ Id o
EREEFASupp | icantld
EAP-Success } B — A R EBE

6.2.3 ImARZKEFREHNIEHKAE

AR D 5iKfE & N5 EAPOL-Start %*’Jiﬁ%c‘:@“éﬁa GEALE 2 IR T HEET T ZRDWARY S5 H
fRCHEIRGEERPITONS & D 2BEIC, BB - O I ARBBEOAFEP LRI 5D %&£ 9, Ak
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6.2.

(1)

(2)

(3)

BEORENTON TV AEE, MROBRIERAEBI 2> 74 VL — 3 U CIE LARERBETIT O E
HAR 7 FER AU TITh N E 9

4 RADIUS 5 —/\{&fkkae
RADIUS #—/S& D

RADIUS H—NERA4BETHETE LT, fHERICIL, V—NDOIP 7 FLREZIEKRRA MEEZIEET
ZF 9%, [EEER02.1X T IP 7 RLADIBEXHRLEJ ., A A MNEREEET 25HE1E, [5.4.2
RADIUS 4 —N\EABOFR] 220 L, HBEL TSV, FAMNBZEELLESITERHD 7 FL
ADPRRTEGEL, BEEFICHEVIP 7 L A2 —DHREL, RADIUS Y —NE@BEEZTVET. &
SEFOFEMICOVWTIE, 27147 Lb—=2arhHA4 K Volll [13.1 f##H] #22BLTLI S, £
7o, ARZEE & RADIUS ¥ — N & DRI, REEORRNEZ>TNAER—FE2FEHRAL TS0,

RADIUS ¥ —=N\AO#EHEE, T2 74 7L —2 3 YOIRIZITV, EFICKRB L7z & 13k RADIUS 9 —
NEDERREAAE T TXTD RADIUS =N EDOERICERE LIZHE, WRIC EAP-Failure 2i%fF
LCRRREY — T Y AZTLET,

RADIUS 4= NN & OEGRBICEILY — 7 AOFRFTHEEY 1 L7 7 b EFEH LIIEEE, WEKIC EAP-
Failure 2% L, FBEY—7 v AZ2KTLET,

IfAREReL € — R CEREmARICT 1 LI Z2BAT 5 EEDHEE

REETH AR — N T BUARDAE— N TRIIHRICH LT 7 1 VY OHMAZERT 554, RADIUS ¥ —
NARICTRTBEARET 2DENSHDET. BEOFHFHIC OV, [F6-4 RALTHATIEESR (2
M 3 Access-Accept) ] 2L TLZS 0,

 Filter-1d
RADIUS t —/\TOXREE DRI DEE

RADIUS 7u Fa )L TIZ RADIUS 754 7> b (NAS) #8539 5F—& LT, ER/Sr v FOFEET
IP7RLZAZERAT AL ORESNTVE T, RBEBETIEER Ny FOEEBILIP 7 FLUAE LTIRIC
RIT FLAZEHALET,

s O—HNILT7 FLABHREENTVAESIE, O—HWLT7 FLAZEETIP 7 RLAELTHERALET,

s U—HLT7 RUADERESINTVEWVWEAIZ, BEA VYT —ADIPT7RLAZREETIP 7 KL R
ELTERALED,

FREBICO—HILT RLANRESNTWVSEA, RADIUS U= NIZBHRT AARBEDOIP 7 FLRAEL
T, U—HVT RUATIEELAZIP 7 RLAZBELTL ZE 0V, RADIUS Y —NEBETIREEAN Y
TI—APRETELVEATHH>TH, U—HILT RLAZRET S &ICk->T, RADIUS #—1NC
RETAREBOIP 7 RLAZKRETESLDICHDET,

6.2.5 EAPOL 74T —7 1 > HaE
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ARLEE T IEEE802.1X #EIfES ¥ 2 WIFHIZ, EAPOL 7 L — A%k 2#EET 9. EAPOL 7 L —A41%
5i5E MAC 7 R L AW IEEE 802.1D TFHENTWVWAT FLATH S - OBEITHFHREITOEEAD,
IEEE802.1X %2 L TW e WiGHEIE Z ORI K > THMDERET T, 135D Authenticator &HiRD
D L2 A1y FELTARBZHERTAHEICRELL T,
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AEEEDHRERNE, [>T+ 7L —2arHA K Volll [27.6 L27abalL7lL—LEBEHKEDa~
VERHATAR] ABRBLTLES W,

6.2.6 FREIFERROTN

(1)

(2)

(3)

IR DFRERIR TR 2 IRORITRLUEJ,
i 6—1 1 wu\n[E:E |\ (&= t@wu\nﬁgﬁlﬁﬁ_t

EE VLAN T1+rIv7

RAR ST e VAN T g

EH O Y FIC & 205

FRERABER AR — b DV 2T & I K B

FRFETR A i R O SRS BEAR 1T & & RRRERRR

VLAN SREAEIC & 2 FREEARIR

FRAEE — FOYI0 B X & 5 EREE PR

OlO0|lO0|O0|0]|0

IEEE802.1X D{F1kIT & % EREARRR

O NON NON NON RO NORNGC

BIRICER SNz VLAN OHIBRICE 202777 b -

(LBF) O:HR—F — 847l
BRIV RICK BEREHERR

A <> K clear dotlx auth-state THR— bk £721d MAC 7 R U RABALIZ, W@EIMICEREBBRP TE £
To B, A—MAC 7 FLATER® VLAN ID IZFEZT-o TV AIBEIE, RLE MACT RLA%ZH
ORI NTCHEBRLE T,

SRR RIESI R — N > 75 (2 & BERERER

REEEAMADPEGE L CVWBER— DY ¥ 2B LBRIC, 38T 28— MRS Nz ROR
AEZ R L E 9,

SREEE AlmAR DEERSER (C & S ERERR

RAEATERICHL, MACT7 RLAT—7LZEHNICERTAIET, BARPODT VAN DHE0%
FrvZLTWVWET, FHUTAHERDPSDT 7 AN VREDSFE L IIEEIC, BEIAICERIEIRE 2 %k L
i@—o

72720, EREOBMLE EORETHRINEBRINT LED 22D, MRPLDT 7 AN L
ZoTHhHH 109 (60 MEHTER), %492 MAC 7 RLAZE DAL SDT 7 AN W IREE
BRENTIBEIC, RIPREZMERLET,

ALy ZHERTIE, EEEERORB EA 3 oM (180#) BiNSNEd,

mB, COMEIXIY T 1 L — 3> a< Y Ko dotlx auto-logout TEMITEET (772 AD %
VRRE R 72358 T B TRFIBYIC ERREIRAE & R RR L 72 W ERE DT EE) o
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(4)

5)

(6)

(7)

VLAN EEZEE(C K B50EIEERR

:1/74' T —3 3> avy RCRIFREESEENS VLAN OREEZLE LIZES, ZESN/- VLAN
ICEENAUAKRDORRIEEMBIRLET .

(2> T4 7 V—Y a3y OEERNE]

* VLAN %HIFk L7256

¢ VLAN %{21k (suspend) L7z#%&
DIL\IZIIE:E |\ @t)J L)%Z.(‘-J:éwmuﬁﬁglz‘%

A7 47 b—aryav Y RTCRIETE— RN BDLIREL LGS, TRXTOWMKDRIEE @R L £
ER

IEEE802.1X MIFLEIC Kk B ERELAEFR

a2 74— 323wy RTIEEE802.1X OEREMNHEIR S LT IEEES02.1X MMEIEL7FE, T
DIHKRDFRIEZER L E 9,

EICERI NIz VLAN OHIBRICE 20777

FHIC VLAN BER S NIZFREAR— MZa > 7 4« 7L —3 3 > a< > K switchport mac vlan 258 7€ &
N7z35E, FER— MCEMICER S N7z VLAN ID 3HIBRE T, VLANIZFE L T W zHKRDORIE%
fRMRLE T,

6.2.7 FRELENHIRR

HEHUB LOR— MREAICREROFIRARE TS E T, FMICONTIE, [5.3 LAV 2REHED
WeEl LT Z S0,

6.2.8 FRELARAIRKDR— NERE)

FREEVE A ARASAR — NERRE LA OB WIC OV TIE, [5.3 LAY 2 B EEOKEE] 22 LT
<TZEW,

6.2.9 EREHImARDEREHIFR

102

HARRET— F T, BEEICHKII LT 7 4 LY 2 AT 5 2 E THEHIRATE T, RESFEKICONT
i, [6.2.4 RADIUS #r—/\#&fitkae] 2L <220,

772U, ¥4+ 3 v 7 ACL/QoS, £/ 3V VF ATy TRIEEEHAT KT, BOEFIRSTEZEE
Ao

5B, BBEHRSNWRIE, FREEEFHIRONRMC 2D 9, REEKFIRICOWTIE, [5.3.2 FREEHH]
Rl 2L T EE 0,
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6.3 |EEE802.1X {ERRFDE=ZE]

N

(1) fgEE DHEEF

IEEE802.1X & AfthitaE & OHFEARRICOVTIE, [5.2 LAV 2FREEEMEEEE OHFIIONWT] 258
LTL7ES W,

(2) MACVLAN 277t RAR— & ULTEE LV CHEDEREIR

MAC VLAN 27 7 AR— b ELTEE LA ¥ 7 2 —AIZ[EEER02.1X 2 ETE T I, HiFEIZ
TEEHADOTHEALZWVWTLZE W,

(3) Interim /Ny NOEERBFRICDOWVWTDEEEIE

RADIUS Accounting @ Interim /¥4 v s % HHAT 254, RADIUS /85 v k@ Acct-Interim-Interval
BETHEESN2EERREIL, 600 Ul EOEZRETHIExHERLET, 600 KD/NSWVEZRE L
BE, @FIFEMAEO Interim /87 v FREEFEESNBDTRADIUS Y —NBXUSEx Y NI =27 DERH
BRI Z7-DFEBENPDETT,

4) 9AMTEOEE(CDNT

%4 ~<fl (tx-period, reauth-period, supp-timeout, quiet-period, keep-unauth) %=Z® L7354,
BELIENPRBMENZS D, BB TCHREIMETOIAIBIA LTI FLTOILR>/1EETY,
T ICEEZ KBS B/ WG, clear dotlx auth-state I~ > F&#H U CERIEREE W\ > 72 AR
LTL7EE W,
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IEEE802.1X MEXE & &

IEEES02.1X X OSIEBETIDE 2 LA Vv TR A2 THOMETT, JDE
T, IEEES02.1X DA RL — 3 VIZDOWTEHHLET,
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/.1

v RACR

711 O R—§&

[EEE02.1X Dwa> 74+ 7L —>a>yavw >y R—E2»ROEFIIRLET,

106

xK7-1 dA>7147L—>3a>avrR—E&

av > RE

A

aaa accounting dotlx default

RADIUS $—NTTHI VT 4 TR EITOBAICHELE T,

aaa authentication dotlx default

[EEE802.1X D1 —#3RiE% RADIUS ¥ —NTITH T &2 FELE
ER

dotlx auto-logout

VAR S DT T AN VIRESTE LT WD Z & & U TR
e 2EIEEEHICLET,

dotlx ignore-eapol-start

Supplicant 7> 5 ®» EAPOL-Start %{5#iZ, EAP-Request/Identity
ERELEVEEEZLET,

dotlx logging enable

IEEE802.1X OEfEu 7/ A vt —TI %, syslog H—/ VBT E7z1d X —
L7 FLRFET (E-Mail ) I2XE LT

dotlx loglevel

BEO Ayt —VREBTEIA V-V ILNLERELET,

dotlx max-req

Supplicant > 5 QJE&E A 7 W i5E 12 EAP-Request/Identity % ik
THBRREHERELET.

dotlx max-supplicant

A OBRATRIE R AR e REL LT

dot1lx multiple-hosts
dotlx multiple-authentication

IEEE802.1X OFBFEY 7E— RAFHEL £ 7,

dotlx port-control

fHEA 27 2 — AT LT, I[EEE802.1X fREEZ BRI L F T,

dotlx radius-server host

[EEE802.1X EAIC RADIUS =D IP 7 FL A2 EEFEE L &
EE

dotlx reauthentication

FRAETE AR DOBEREDOFRENERELE T,

dotlx supplicant-detection

FREEY 7 E— FICHRFRIEE— F24EE L & S OWMKRBHEED
F T avERELET,

dotlx system-auth-control

IEEE802.1X #B#IC LF 9,

dotlx timeout keep-unauth

TRV T E— RO Y TIE— T, BROWERD & OFRIEER %
HL7zE &I, 201 2% 7 2 — ATOREERIREZ RIFT 2 EH
ERELET,

dotlx timeout quiet-period

PEE (HRBIEZ &) 1CRB L7 Supplicant O &R FALEFERA % #F A
T2ETCOMRERHZRELE T,

dotlx timeout reauth-period

PRAEE AR OB 2T OMEEREL 9,

dotlx timeout server-timeout

BT — NP5 DISERFLREZHEL LT,

dotlx timeout supp-timeout

Supplicant ~i%{g L 7z EAP-Request/Identity 124 L T,
Supplicant 25 QB SREZREL £ 9
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REEER

v RE SHER

dotlx timeout tx-period IR 72 EAP-Request/Identity O%ERBEREL £,

IEEE802.1X DREZHERE T 2 I~ Y F—EHEZRORITRLF T,

x®7-2 ERIOYVR-E

v RE B
show dotlx FRREHAL Z & OIRRERFRRETE 4O Supplicant [§H%2 R R L £ 7.
show dotlx logging [EEE802.1X 7Uu VT LOFEU T A vt -V %R R LE T,
show dot1x statistics [EEEQ02.1X FZREIC A b A et EH AR R L £ 7.

clear dotlx auth-state RIEEADHKREHREZ )T LET,

clear dotlx logging [EEEQ02.1X YU/ I LDEEU T A vt —I% 27U T LET,
clear dotl1x statistics IEEE802.1X BRREIC A2 D H#aHERZ 01C7 U T L& T,
reauthenticate dotlx IEEE802.1X F3RERREZ FHE8REL £ 9

restart dot1x [EEER02.1X Yu /I L2 FHiEg L7,

dump protocols dotlx [EEE802.1X 71 75 L\ THELL T W AT — 7 UAER, HEHE#E 7 7 1 LAHT)

LET,

7.1.2 |EEE802.1X ZBMICT BETE
IEEES02.1X OEATIE T — FREICOLTHELE T,

EEDRT > K]

Ja—N)Var7 471 —3 > E— RTIEEERO2.IX #EBMICLET, COIAT Y RZETLEWL

&, IEEE802.1X DD a~ > RWEMICLDEHA,
[O7 > RIZKBERE]

1. (config)# dot1x system-auth-control
IEEE802.1X # B LE T,

7.1.3 EE VLAN T— RNDETE
BEDA VY 72— LT, RIFE— FZEE VLAN £— FICHRELE T,

EREDRA > M

TR AR=FEBREL, ZOHF— FTIEEES02.1X RAEZH/MICLE T, BV 7E—FEHRELF

To WAV T E—FOREZERIT DLV TLE-RIZEDET,
[O7 > RICKBERE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
AR—1 1/0/1 12 access E— FEHELE T,
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2. (config-if)# dot1x multiple-authentication

REEY 7B — R AR E— RICIEELE T,

3. (config-if)# dot1x port-control auto

/7.1.4

IEEE802.1X FEEZHMICLE T,

91+3Xv7 VLAN T— RDEE

BEDA VY T —AIRN LT, BEET—FE254FIv 7 VLANE—RFIZERELE T,

[

EDRA > N]

V’f’ﬂ'i v 27 VLAN £— PT, nuul—E@éVLAN% ﬁbi‘@“o MAC—]‘ ]\% nuul—EH'J VLAN
(*4 7+ 7 VLAN) %#8EL7D AT, #OHR—FTIEEE’02.1X 3 &%ﬁ}ﬁubi—é—o }ic, %

VT7E-RERELET, BAV 7 E-FORERZERI ALY YT LE-RIIBDET., ¥ F
Iv 27 VLAN £—FTlR, @Y 7E- NIV LT E-FEIRETEE A

[O7 > RICKDEE]

1. (config)# vlan 100 mac-based

(config-vlan)ff state active
(config-vlan)f exit
EREE% VLAN & LT, VLANI100 i MAC VLAN 28 EL F 7,

.(config)}f interface gigabitethernet 1/0/1

(config—if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10

A—1F 1/0/1 IZ mac-vlan E— FZ&FEL, 17+ 7 VLAN ZREL T,

.(config-if)# dot1x multiple-authentication

AT 7 E— F2mMARREE— NICHEEL X7,

4. (config-if)ff dot1x port-control auto

IEEE802.1X k= BRI L £ J

I:llL,\I:IIE:E |\ 1-70/ 3 /o)l:lxl'-i

HE— RT3 R8T RA—FOREICODVWTHHALET,

/7.1.5
(1) SR&E
[

AR EHIPRDEE
EDRT > K]

FRREHAIC &1, umE’EufF_I@“éﬁ“ﬂtfﬁ‘ﬁiﬁ’E #E LE 9. [EEE802.1X fRAE I, FRAEH 7E— NI
WARRIEE— FEREL TWABEICAENEZDET,

[OY > RICKBEEE]

L.
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(config)ff interface gigabitethernet 1/0/1

(config-if)# dot1x multiple-authentication

(config-if)#f dotlx port—control auto

(config-if)# dot1x max-supplicant 50

RA—11/0/1 TRIE % HFF T B AuARE % S0 ICHELE T,



(2)

7.1
(1)

(2)
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IMARARHEMFDYIERE

AR DFRRERIA % FFFT 27291, AEE I tx-period I~ > FTHEE L7 [k T EAP-Request/Identity
EILFF v ANMEELET. D& E, EAP-Request/Identity IZJ5E L7z FREEE AWM AR IR 35 307
V=V AEEERELET. T 4NN, RANELERLET,

[BEEDRA > N

shortcut , PREEALEEZ A L CTARBOAR ZEH L $£9. disable 1&, FEEADHRPEFELT S
A, Eﬁﬂﬁ’]tﬁ EAP-Request/Identity ®DX(EZT W EH A, full i, RIFNEZEKT S LN
T& 72\ Supplicant ZEHA L TWAIBEICRELE T, full E—F %Tbﬁbt fi3, BBOAR NS

725D TERBMPNETT, auto I&, EAP-Request/Identity Z~vILFF ¥ X FEELEHA. WARD

SEESNIERONNT vy S OREEZZEIC, AR &I EAP-Request/Identity ZiXE L £ d

[Ov > RICKBEHE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotlx multiple-authentication
(config-if)#f dotlx port-control auto
(config-if)#f dotlx supplicant-detection disable

R— b 1/0/1 ICZRERE AWK DPFEET 215A 1213 EAP-Request/Identity #3(E LR WL D IZEREL
ES

.6 ERELALIE(CEE T BERTE

ImARA\FEREL E BXK T SHEAEDERTE

U7 FT7#2RELTZNTHRY NT =T ONNIHRIIREE D SFRIEE2 R TEX W0, FBAEE A D
KIH LU CHRIEZRT & TREDZWIRKDORBIEZEHELE T,

[BEEDRA > N

FREE A DMK L 12, reauth-period % A < IZEE L T\ A BiEREIE T EAP-Request/Identity %%

f§ LE 9, reauth-period ¥ 1 ¥ DOFREMEIL, tx-period ¥ 1 YOHREME D HREVEEFEL TL
23,

[O7 > RICKBEE]
1. (config)# interface gigabitethernet 1/0/1
(config-if)#f dotlx reauthentication

(config-if)# dotlx timeout reauth-period 360
A=+ 1/0/1 TOBEZDIMERMKEEZBEDICERE L, BiliLoRKEERE%E 360 ICHELET,

< EXE

IHARAD EAP-Request 7 L —ABXDERE

IARDFIEHIC, REED 5IXE T % EAP-Request (RREET — N\ H5DERA v =) 1L T, WA
P HIBEN L VN EE OFERRE EEERREZRELE T,

BREDRA > N

FIARERE PR & FERB OB AS, reauth-period ¥ 4 VIZERE L T W A & D S WEERIC 2 5 &
HIZHRELTLEE N,

[O7> RICKBETE]
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1. (config)#f interface gigabitethernet 1/0/1
(config—if)# dot1x timeout supp-timeout 60
— } 1/0/1 T® EAP-Request 7 L — L OF XM %2 60 HICERELE T,

2. (config-if)# dot1x max-req 3
R—1 1/0/1 T® EAP-Request 7 L — L OFXEEEZ 3EICERELE T,

(3) UmARN S DFFEIEKRZ AL T SHEBENRTE

WiARD 5D EAP-Start 7 L —ARZFIC L HERREEZIE L £ 9. ARREZRE L2HE, FIHEEES &
VBRI, ZhZh tx-period # 1 ~, reauth-period % 1 ~ OEEEERE CITbNE T,

EREDRT > K]
ZHORD 55 WIFEER THRRIEER S Thh, BBOARIBEVWISEICREEZIT, AR 2K
LEd., Ka7 > ROEREHIC dotlx reauthentication 2< > ROBRENNETT,

[O% > RICKBEEE]
1. (config)# interface gigabitethernet 1/0/1
(config-if)# dot1x reauthentication

(config—if)#f dotlx ignore-eapol-start
A— 1 1/0/1 TEAP-Start 7 L —ALZEIC X ARFAEZMIEL £ T,

(4) SREIKBNESDSREINERER * TOREIRERTE
BRAEICRBL L 7R IS S 2 SRAE I & CORMBRI 2 BEL £ 7,
[BREDRA > K]
RRAEICRRL LR 5, BORBICRIEEOERASTHON S C L CRBOAMNEL 52 & 2MIEL
ES

I—HPID RIS ZAT—RFDOANBRDICL > CRRAENERLZIGE TS, RELAHEZERBLZWVWE
RILEAEMALZ WO T, BRERBICITEBRLTLIZE N,

[O7> RICKBEERE]
1.(config)#f interface gigabitethernet 1/0/1
(config-if)# dotlx timeout quiet-period 300

[EEE802.1X FRiE % BE LTV 5 AR — b 1/0/1 ICFRIEAEFER & TORFMEIR % 300 FMICERE L £
3_0

(5) EAP-Request/Identity 7 L — AX{EDEEIEFREERE

BHAICEREZ A L2 LIRS LT, SRR FHT 272 OICREREB > 5 E /A IC EAP-Request/
Identity %3iX{59 2 RefE bR % & EL?&@“O

[BEEDRA > N
AMEREI, tx-period ¥ A < IZEHE L T H 2 KRR T EAP- Request/ldentlty EYIVFF v A NEE
LET, RIEFEADHEKD S S EAP-Response/Identity DJSEZ22E L, BBEDOAR 2E T 54
HAHDETOT, UTORERTRESNAEEZREL TS,

reauth-period > tx-period = (EBE TR %17 MIERE+20) X2

tx-period D77 + )L MEA 30 B TH % 7-9, 300 GLLEDOWRTERAEZ1T DB/ AL, tx-period ¥ 1
VEEEEL TS,
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[Ov> RICKBETE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)#f dotlx timeout tx-period 300

[EEE802.1X FREZFE L T AR — K 1/0/1

Z EAP-Request/Identity 7 L — L3%(5 O B %
300 HICREL XY

(6) BRI —/N\IWEHFLREDY 1 VERE

FEREY —NADERISHT B IREN 2 VWBEOFERMEEZRE LT, RE LKEIRERT 2L,
Supplicant NFREELEL @A L £ 9. dotlx radius-server host I¥ > RTEHEL TWAHEZEDHE
B & HBR U C A8V A O B[ C Supplicant ~NFRRERBEBAIL £ 9

REDHA > b

dotlx radius-server host 2= > RTEROT —NZRELTWVWIRIEE, T —NOHEZERKEZED-
BICEFLREL D BEVREZRET 5 &, FRIET — /1 INEK b’(b\éfﬁf{ﬂ’(“ Supplicant ~FEiE&

MEBHLET. RELLZTNRTORILT — NP SIREN 2V E SRR B L2 WEHEIX, &
ATV FOREFEOFEELRELTLEE N,

[O7> RICKBEEE]
1. (config)# interface gigabitethernet 1/0/1

(config-if)#f dotlx timeout server-timeout 300

IEEE802.1X BREZRRE L T AR — b 1/0/1 IZFBEEY — /37 &6 OISERF B il 2 300 MIZETE L &
—a_O

(7) EBEIRARD S OFEEKRFFOBES:ERMISE DRE

IEEE802.1X F83E (¥ ZILE— ) PEEL TV HKR— T, HHOWARD 5 DFRIEERZ M L7235
2, TOR— b TOBEZEM I 2REZRELE T,

[EQEOD?J"’*(‘/ N
WIERSNTIIWIT WK ZHERT 2 DICBHELZBEB2HE L TS0,
[Ov> RICKBETE]

1. (config)#f interface gigabitethernet 1/0/1
(config-if)#f dotlx timeout keep-unauth 1800

[EEE802.1X FBREZFE L T A A — © 1/0/1 IGEEEK RO R % 1800 #I28%

ICEELE T,
7.1.7 RADIUS t—/\ESEDEKE

(1) RADIUS #—/SDFE
[REDHA > 1]
I —HEREEE RADIUS = NTITH 72012, [P T RV R, ¥4 477 MR, BXEH, BXO

RADIUS #BZH/ELE T, 4B, ¥4 L7 MNEHEFEXEHZHET 55

&%, dotlx timeout
server-timeout 2 v > ROREMBICER L T2 S0,

[Ov> RICKBETE]

1. (config)# dotl1x radius—server host 10.0.0.200 timeout 1 retransmit 4 key "dotlxauth”
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RADIUS #+=ND 1P 7 KL R, ¥4 L7 bEfE, FHiXEE, BELORADIUSHEEZHREL T,
2 Z7horT1 2 TDEE
[BREDRA > K]
RADIUS #—=NZHEEL, THI VT4 Y TEFFZITHIEEZHELET,
[O7 > RICKBERE]

1. (config)# aaa accounting dot1x default start-stop group radius
RADIUS Y —INIZT7Hh I T 4 VT EEZTHOEZHRELE T,

(3) RADIUS #—/N\TEREEZIT DD DHE

BEEDRA > N
I —HYERAEE RADIUS 4 —NTHH T EAFELE T,

[O7> RICKBEHRTE]
1. (config)# aaa authentication dotlx default group radius

RADIUS ¥ —=NTL—HRRIAEZITO L DITHREL 95

7.1.8 |EEE802.1X SRsEARENEE
(1) SEEREOYIHAL

SEEREEDOMEL 21T 5 1213, clear dotlx auth-state I~ > RZHEARALE T, X— FEE, KD MAC
TRLAODEE LD ZIBETEET, MBIBELERDP - EEIE, IXRTOFIPREZDHLELET,

aAv Y RZ2ET LGS, BREZTOETHREN TE L R2DTERLTLILZ S,

7-1 WERNTNTO IEEE802.1X FREHAREZ #IHAL T 5 3R1T7HI

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

(2) sEHIRYRFEESE

REIRYICEEREE 21T 121, reauthenticate dotlx A<V RZHEHLE T, R— bES, KD MAC 7
RLADES LR ZBETEE T, EBENLZVWERIL, TRTOEEBEAFERICN L CHBLEZITVWET,

av Y REETLTS, HIEEICHKII L7z Supplicant O@FICEEIIH D EH A,

7-2 FHEWNIANTO IEEE802.1X EREEAR— N THEREET 5 E1TH

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y
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EULAD L2GE, BEZRTEFROL-FICEEASNT, KEO 71 VErSRESENE LD ET,

125



(3) FREDAAIMARDIEREARKEECKZOT 7T~

FAFE AR L, T> 71 7L — 3> a7 K web-authentication logout polling interval T#§
TE SN/ HERRET ARP /87 v F ZF W ARPIRE/) S v b2 RET 2 EITE - TIHRAROHERER 21T
WET, IV 74 7 L— 33wy N web-authentication logout polling retry-interval & web-
authentication logout polling count THRE S N7-RHZ B A TH ARP BE/NNT v b PZETE LW
B, FALT T L TWAEHIITL, BERIC Web SREEOFRIPREEZMBIR L £9. ZOBEITIE, WwRIC
077 FETHRHZFERLERE A

B, ZOMEEIZaY 7 1+ 7L —3 3> 3< 2 K no web-authentication logout polling enable T#%h
IZT&EET,

5=z
AR

B R e @Eﬁﬁﬁéz LTT 74V b 2ERLEGS, REESNTVWIEDPZNE, BRIV LT Y
FEHEL TSR HREINDET 1 nEEHIDET,

7B, REBO CPUAHSEVSE, BERKRE CSSIHEIEPLZ LB ET,
(4) FREEAAMARDMBEERICKSO7 77 b

FRAEE A RIS L, MACT7 RLAT—7 L2 EHNICERT A2 LT, BRPLDT IV ANDE0%
%1/7bfmi¢o&%?é%%#6@77%%ﬁ@m%%ﬁﬁmt%ﬁt,ﬁﬂ%tm@b%ﬁw%ﬂ
REZERLET. COBEICIE, MR 7Y FETEHEHZERLEIEA,

72720, OB EDOREBCIRIENBEENTLED T ERZHSOIL, WBERIPSDT 7R AN 2L
ZoTHhHK 107 (60 MRETER), %47d 5 MACT FLAZE DKL SDT 71 AN 72 WIKEE
PRV EIC, REPRERZMRLE T,

AZ oy IR TR, EEEEHROREAIEA 3 oM (180#) BiNshEd,

7B, ZOWEEIZI YT+ 7L — 3 »3v Y N no web-authentication auto-logout T TE £
(772 AR WRED W BE TOREINICT 77 7~ LR LEENEEE) o

(5) EBRIVYYRICELZO777 K

EH < > N clear web-authentication auth-state T —HHAIZ, BHICO 777 " TEE T,
B, FA—1— *)“‘ID TEEO A V2 {T>TWAESE, RULa—YID #H B2 RCus/ 77 L ZE
o COBAHICE, WERICOZ7Y METEHRZFERLEEA

(6) ERELBRAIMADSDIFH/NTY NHEICEKDO7 7T K

WAEARKRD SREESNIEHHE STy N E2ZELRES, SUTARKORIEEZMERLET. ZDOBEAIC
3, MARICO 77T bV RETEHEE2ERLEEA. By bOEGEEZRISRLET,

o FRAEFEAHARD S Web sBiEHA IP 7 F L A%E TISEH S Wiz ping /87 v b

s OIV7 47 L—¥3ravr N web-authentication logout ping tos-windows TgE & N7z TOS
BEERFE->TWAIry b

s IV 747 L—3ravr K web-authentication logout ping ttl TERE S N7z TTLE%FE-> TV
YAV

(7) REERFEFA—NOUSTI(CLBO7TI R

FRRE TR A3 Xﬁ‘?ﬁ@b’(b\éﬂ‘ FDV O E Y RBH UGS, AT 6K — MO S 2RO
&%ﬁ@f‘?bi@“o ZOBEITE, WARICOTTY FETEHRZFZRLEE A
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(8) VLANREZEEICKLZO777k

av74 7L —Y3ravy RTH uE*ﬁE‘FEfJ‘

i?hé VLAN OFRRE=ZE Lzi5e, BEE N7z VLAN
ICEENDEHARDOBEZBEIRLET. ZDF

I, wmERIica s 7y bm?ﬁﬁaﬁ:i‘%ﬂ‘bit‘ho
(2> 747 VL—Y a3 YyOEERNE]

« VLAN %z HIBk L7 5H&
« VLAN %{21k (suspend) L7z#H&

(9) SREIARDYIWEEZICKZO777 b

FRAES R A RADIUS fREA R 5 0 — A LFRIEARICYI O B b > 12358, £/ ;tU ﬁlbihiﬁﬁ_ﬁﬁ‘%
RADIUS SREARICTI O ED - 12356, IRNTOMAKDORMEZERL LT JOFEITIE, WARICETT
T METHHRHZFERLERE A

(1 0) Web nlu\uIE@{'_‘_u:(c_cté Dg“ﬁl‘j I\
a7 47— 33wy RT Web BIEFOES

FWHIFRSNT Web RBEEAELL LT2HE, $XTOHK
DBIEZMBFLE T TOJ/EITIE, WMRICOTT Y METEHEHZERLEE A

(11) EBEHICERSNZ VLAN OHIBRICK207 77 b
BHIC VLAN BER S N7ZZRFEAR— Mic 3 > 7 1 7L —3 3 » 3 < > K switchport mac vlan 75

RES
N7Ba, ZER— MCEMITERS N7z VLAN ID JHIBR ST, VLAN IZFB L T\ zimRDEREE %
fRRR L9

(12) FREBHRANR— MADBEICELZO777 b~

a> 74 7 L— 3 >3~ N authentication auto-logout strayer FESNTWVWAH E X, FBiES Nz

MAC 7 RLAZREETLMAC 7 FLAET B8y hZBIENRINAE— S TZELRES, 2R L
E I

8 . 3 . 6 wu\nﬁzﬂﬁiu BE

LEHMB LR — PEALICEREHORIRPRETCE L,

FMIE, [5.3 LAV 2R EEOKAE] %
ZRLTLES W,

8.3.7 EBEIF ifHARDAR— N EFEE
SREALEAWARDS AR — N EREE L7215
8.3.8 F7HU> NEE
PRI RIIROT H T v MEREIC K > TRESFRENE T,
(1) 7Ao>sO7

IZDOWTIE, 5.3 LAV 2RILBEOHEEE] 2B LT 2S00,

FERESRIIAREED Web 8BREOT Y » bR VICEHFINE T, RSN THY > baviERa~

=
> F show web-authentication logging TRRTE £ 9. HNSNAFEEREZRORITRLET
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(2)

(3)

a1—4 IP MAC VLAN R— K
(=57 N
= = ID 7RLZ 7RLZR ID &= 7T
sy O O O*1 O O*1 O FRRERRT
BIh Awt—3
oz 7 bk O O O O*2 O O BRAEARRR
Xyt—T
=7 O O O*2 O*2 O*2 o¥z | RMER
N Ayt —
Gl O O O¥2 O*2 O*2 O*2 SR R bR
ar 7k Ayt —
(LB O:Hhsns
HEX]l ¥1F3Iv 7 VLANE—ROar o VEIEICERENS IP 7 FL AL, BRIERIOIP 7 RLABERE

$9, F72, VLAN ID ICI3fREE#E D VLAN ID ERRENE T,
HEX2 Avt—VICE>TEIP 7 FLALZEDERPSHNIESNEZVWEESH D £,

KEEDO Web REEDQT A7 > +haZid, mAK2100TXTEHHETEET, 2100728 A HE, HVIE
ICELSAHIR S N, EHOTHY Y MERPSEMEHKI N TWEE T,

RADIUS #—/X(D7 1177 > MEREA DECER

a>7« 7 L—3>»av N aaa accounting web-authentication default start-stop group radius
ERETHE, RADIUSH—NDOT7 A7 Y MEREZERTEE . 7H 7 MERICITRDOIERPELHFS
NEd, E/MSNDEREZXITIRLET,

s Uy A UIiEH FaTA ISR DIEHR YRR S NE T,
F—NICEFgEN-EBA, 22— 1D, MACT7 KL A
s U7 MEHR U7 Y MRICROBHRARFESINET,
Y—NICEH SN, 2—31D, MACT7 RL R, uZ4 r»6us 7Y b F TORARKRE

 BHO 7Y MO T Y FRICROEERIEESNE T
Y= NIZERS L], 2—F D, MACT RL A, aZ4r»ouar 77 & TORERRE

RADIUS H—/IA@DO7' 1 >1E#REEE (RADIUS 5 —/NDikRE

RADIUS 8BiEARDB AL, RADIUS =N\ R > TV AMEEIC K T, B 71 VETh REAPEHRS N
9, 2720, FHT S RADIUS = NI & > TREHR SN A ERPELZLDBEPH DL ITOT, FHillld
RADIUS =N DOFHE LWL T E W,

(4) syslog H—/\ADOENEO VSR
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Web FREDQEET 7 X vt — T % syslog ¥ —/NMIHT) (£721F E-mail 3%(8) T& 9. £/, #ffus
Ayt —=YF Web BREEOT AT > vud 2 EHET, AvE—IHNORE, Web i85t %~ 9 5% 0
T 5720, FEIBAOHNERZROKITTRLUE T (E-mail XEDHA, syslog #aED PID fEIZH 1L %
HA)o



8 Web SREEDEES

8-11 syslog H—/\ADOHEF X

AR MER - AUT

- AR TR
BERTA v =MD
B/8 i o9 BF [HE] . AT A/8 BB . 54 - BE WEB & B EFBRVN-AR

T ]

syslog~d sys|ogtRED ERFEEHA WebZB5E % Ayt—UKRX
HABMEBEZ PIDE GCR Y|

R EEE R T

AR NFER

¥/, 374 L= 3> av > N web-authentication logging enable ¥ & U logging event-kind
aut (E-mail 3=F0HEE, logging email-event-kind aut) 1IC&->T, HAZMBB L MEILTEE T,
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8.4 EREEFIE

(1)

(2)

(3)

130

Mg Web #23E DB % 721& RADIUS 3 —NIZEHR SN TV 5 1 —PEHRE—B LI5S
HEZRRL, BiEFY FT—INEBETEET,

Web ZBiEZ AW 1 —FRAEISROFIETITVWE T . Web 75 7 H1% Microsoft Edge 7 & D—% 7z

Web 7779 ZHERLET,

Web Bt O7 1 >~ BEZRT
WARD Web 75oHIca s A4 VEEZFRLT, 2—HFID ENZAT—REZANLTLLEE N,

URL V&1 L7 MEREEERT 25A/1E, WARD Web 7TV TAEBZEHT 2EED Web H—
/\77‘{:’7\3_%)(‘_'., URL VY 7’( v 1\7]%% [E[= u—ck’)fxﬁﬁa) Web uqu@EI7/f /ﬁﬁb)%Téhij—o

URL Y%A L7 MEREZER L2 WIEEIE, 5RO Web 77 TIRICRT B A > URL 2FE8E L T
Web 8BiE0 T 7' A YHEEICT 72 AL TLZ&E W, EE VLAN E—RNEY A+ Iy VLANE—- KT
&, @74 > URL ® Web ¥ —EB573I1Z Web 5RiEER IP 7 FLAZFEE L TLZ S W,

« HTTP {#HF : http://Web 883EEH IP 7 F L Z/login.html
« HTTPS {#FE : https://Web s85EEH IP 7 F L 2/login.html

8-12 O74>EE (737K RHA)

LOGIN
Please enter your ID and password

werld [ o A—HIDENRRT—F%E
passwordl Ajj Li‘g—o

Login

LOGOUT

Please push the following button.

Logout |

ag7o MEFLTEET,

All Rights Reserved, Gopyright (G) 20X0¢-20XX ALAXALA Networks Corp.

o714 EEICAASNEZI—YID, /YA —RMD5EE

ANENTz2—H 1D &SR T — R2RIZ, u—HIVEBEAROBEEIIAR Web 833 DB IcE&HZKs L T»
BHIL—PERE—HLTVEPF v 7 LET, £77, RADIUS i ARDEA 1T RADIUS ¥ — N2

abEziTy, RAEAEDOF v 72 LET,

SRR IIFER & &K

, U7 A Y RINE

¥72, 2747 VL—33>rav > R web-authentication jump-url TEREEEINEZICT 7+ X9 % URL

PIESNTVWAHEIL, WARICH A YEITHEEA TR S NzH EICEE S NIz URL ANDT 7 & AT
HNET,



(4)

(5)

X 8-13

0741 HIEE (757 FRnRHM)

Login success

Login Time ———20XX/01/11 10:15:28 UTC

Limit Time —--20XX/01/11 11:15:28 UTC

close o

All Rights Reserved, Gopyright (G) 20XX-20XX ALAXALA Networks Gorp,

SRR D BEE R

FEAEPRB E - 1B B

FREET T —

8-14 O74 2 KMEE (775 FRRH6)

EHHEICFRREINS I —OFEERP%E, [8.6

BT —EHEEFRRNLET,

FRAET T —

IS5—BHDEEXFI TS, (-100) ®

back | close | o

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.

Web FBEEA 5D O7 7 NEHEFRTR

RAEFE AR D Web 757 Tcu /77 ~ URL 248
o2/ 7Y FEET [Logout] A% > &#d &, Web &

&, 77V METHEREZRRLE T,

IJLD

ITIHRDEE

8 Web

AJA UEHEOTT I
Bzl (B8O 7YY %
Bzl ERTLFET.

Web TS oW1k >Tldlclosel
REVIEEMELFEHA, TDI5
BlEISHOYEEEGRERALT
{f2&Ly,

)< ‘V‘E—yJ L:ZT_\.I/i—a—o

IS—Avt—UhKREREN
E2

WebJ' S o+HIZ&k - Tlklclose]
REVEHELEREA, TD5
BIEISoVERBEAREFRLCT
<IZ&ELy,

SRELE @ﬁ*uﬂ

*bf?ﬁhxb Ory7y MNEEEFRRLET,

Pk PR L £ 9. ERENERBRS NS

a7 b URL Tl&, URL ® Web ¥ —\#4531C Web FRFEEHRH IP 7 FL AZEE L TLEE W,

« HTTP {#EFEs : http://Web RiEEH [P 7 F L Z/logout.html
« HTTPS {#FKF : https://Web RiEEH [P 7 F L 2/logout.html

7z, u A VEHEA,PSTHU T Y M TEET, UV A VEEICHS [Logout] RF U EMLTLES

l/)o
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* HTTP {HMAK : http://Web 823EEMA IP 7 F L Z/login.html
« HTTPS {#FEF : https://Web 5RiEZEH IP 7 K L Z/login.html

8-15 O777 hEE (7F5VHRRA)

LOGOUT

Please push the following button.

Logout

All Rights Reserved, Copyright (G) 20XX-20XX ALAXALA Networks Gorp.

8-16 O777KNETEHE (735VFRRH)

Lot s 07 R (DS 7 FBE
Logout Time ——-20XX/01/18 09:50:58 UTC @ STTLEEZ) 2%~ LET,

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.
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8.5 M Web 525E DB & & U RADIUS 1 — /Y0 #fig
8.5.1 Mgk Web 535E DB M #EfiE

Web FBiEQ U — A IVERFEARZ AT 212572 > T, HRTICAE Web 383t DB =BT 2 HE D H D
i—g_o if:, ZIK E@W@WGbnuuﬁDB i/\/77/7°$3£0@7ﬁfgi—g_o

(1) M Web 535E DB D1ERY

EH < > N set web-authentication user ¢, Z—4%1D, /27— K, VLAN ID %z D2 —JIE#H %
Nt Web S23E DB ICEHR LT T, /o, BEFLAI—TID TEDNAT—- FEEBLVHIKRb TEE
a_o

B - BEINHAL, EH 272 N commit web-authentication AETE NS T, NE Web &8
FEDBICRBLENE T,

58, BRI~ FTHE Web 883E DB ~NOENNB K OEEEIT - 72456, BAERIEFO L —FICILEA
SN, WETZA VPSR EEDET,

(2) WEE Web §2&iE DB 0)/\“) 7Y 70

JER O~ > K store web-authentication T, T —#J)LEREERIC/ERK L 7-jE Web £83E DB DXy 77 v
TEWMBZENTEZT,

(3) A Web 25 DB MO1E7T

A o~ K load web-authentication T, @ —HLEERIER LN 27 v T T 74D 56, HiE
Web #83E DB OETLATEE T, 2720, BrarHETT 5L, BANGEAI Y N set web-

authentication user # ETE#k - FFH L TWARIIEESINT, EXSNTABICEESRDOEIT O
-(‘\, (EE‘§\7P‘ \gfj_o

8.5.2 RADIUS #—/\(D#E(i

Web #2iED RADIUS RBEH R & AT 510 %72 > Tld, FRIIC RADIUS ¥ — NORESBETT .
F 7o, KEBEO Web PBIEHEEDHA S 2 RADIUS OBHEZRLE T,
(1) RADIUS —/NDFRE

I—H LIz —HID, XA T—F, VLANID 2 D01 —9E#H % RADIUS H—NICERELE T, &

B, RADIUS ¥ =Nl RETIEICOWVTIE, EHT % RADIUS 4 —NDOFAEZSRL T 72S
W,

¥4+ 3w VLAN £— N TCRRIEBINRICTID B Z 535E% VLAN 2RO XD ICERELE T,

1. Tunnel-Type I Virtual LANs (VLAN) %7 ({E13) LZ9,
2. Tunnel-Medium-Type 126 #FEL £ T,
3. Tunnel-Private-Group-ID iZ VLAN ID ZROFEXRTHEL X7,

o BFXFTHRE
5l VLAN ID % 2048 D58, XFH|T 2048 254 7E

« XFF” VLAN” 128\ T VLAN ID 285050
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8 Web SRELD##ER

f5l : VLAN ID % 2048 D54, VLAN2048 %8R iE
e IV 7 471V —3 a7y Kname T&RE L7 VLAN &2 %€

7% ¥, Tunnel-Type, Tunnel-Medium-Type, # & U Tunnel- Private Group ID D=D2DBEHEATRT
BESNTVARWVIRETY A F I v 7 VLAN = N CHEA LGS, BB VLAN ELTRA T4 7
VLAN 2 BRH L &7,

=YD ENRT = NICRXFH 1 ~32XFT, ROXFPHEHATEET,

e« 21— 1D : ASCII XFI— KD 0x21 ~0x7E
¢ JXAT—F 1 ASCII XFa— FD 0x21 ~0x7E

F7o, WAEHRELTPAP #RELE T,
(2) Web FREEAERA Y % RADIUS &4
Web FZEEAER T 5 RADIUS OBHEZROEISRLE T,

& 8-3 FREAICHEATBEMER (FTD 1 Access-Request)

Bt Type & HER
User-Name 1 I—YHEEELET,
User-Password 2 I—HPNRAT—RERELET,
NAS-IP-Address 4 W—=TNy I 2H T2 —ADIP 7 RV AIEERIINL—T Ny 74

VHTI—ZADIPT7 RLUVRAZEBML, BESNTWARITE
RADIUS U —NEBETAA VI T2 —ADIP 7 FLAZBHL

£9,
NAS-Port 5 FRRE L TV A REREHALO IfIndex G L £ 9
Service-Type 6 Framed(2)Z&EL %7,
State 24 FEY HEEEICH LT, BRI RADIUS %—/3%5 Access-

Challenge T# 56N T &7z State fHEZRELF T,
%P, State EAZVWEHRIIRELEEA,

Called-Station-1d 30 TV IRTIEARA Y MO MAC 7 RLATY, REED
MAC 7 KL A (ASCII, "-"BKt10) 2L EI,

Calling-Station-Id 31 FRERARD MAC 7 LA (/N ASCIL, 7 BKYID) 2fEE L%
ER
] : 00-12-e2-12-34-56

NAS-Identifier 32 EE VLAN E— REHIERIEMHAZINA L T35 VLAN ID %2 #=F
XFFITHRELE T,

5] : VLAN ID 100 4 100
YA4F3Iv 7 VLANE—RTIE, 20747 —Yyaryavwr R
hostname CIEESN/-BEBEL2EELE T,

NAS-Port-Type 61 Virtual(5) 28 E L £ 9,

Connect-Info 77 XT3 YOREERT LML E T,
AR—1 ("CONNECT Ethernet")
F ¥ 2 W7 )IL—7 ("CONNECT Port-Channel")
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8 Web SRID#RS

= Type B Bkl
NAS-Port-Id 87 PRIEAR— N 2T 272 DOXFFN B L E T,
#— 1~ ("Port x/0/y")
F ¥ 2 V7 IL—7 ("ChGr x")
(x, yICIEEEPAD)
NAS-IPv6-Address 95 V—=TNy 74257 2—ADIPv6 7 KL ATEERIZIL—T /Ny

IJAVET2—ADIPV6 7 RLAZEHL, FHESh TWiziFnid
RADIUS Y —NE@BETHA 257 2 —ADIPv6 7 F L A%
LY,

K 8-4 FREITHEATZREIEE (FD 2 Access-Accept)

BiS Type f& A%
Service-Type 6 Framed(2)/RAI S N5 : Web FRiETIdF =z v 7 LEH A,
Reply-Message 18 (RIEA)
Tunnel-Type 64 ¥4+ 3Iv 27 VLAN T— FEICERA L X9,
VLAN 2R3 13 THsh%xF v LET,
EE VLAN £— FEHIIERLEE A
Tunnel-Medium-Type 65 54 %3y VLAN £— FEICERLE 7,
IEEE802.1X & [HEEEDME 6 @ Tunnel-Medium-Type Td % » %
Frv I LET,
EE VLAN £— FEHIERLEE A
Tunnel-Private-Group-1d 81 54+ 3Iv 2 VLAN £— FERICERLE 7,

VLAN 2R THFEXFEHE 21 “VLANxx"

xx I VLANID 2% L £ 9,

722U, KHEO 1A T7T Y FOREN 0x00~0x1f OFEIE, Tag
ERLTVWADT, ZOEEE 27Ty NEL»SDIED VLAN %
FLFET, LHDO 1 7Ty hOWNED 0x20 DL EOBEIX, 5EHE
»5 VLAN 2& L £ 9,

F/z, ¥19F3Iv 2 VLANE—KRTIE, 2747 —varav
> F name TRE S N7z VLAN &FAHEE S 72154, VLAN &
FRICHIST % VLAN ID Z2{#H L £9,

EE VLAN E— FRRIIFERLEE A,

% 8-5 RADIUS Accounting TERY 2B

Bt Type {B Bkl

User-Name 1 FHAZEO L - BIRERALET,

NAS-IP-Address 4 NASDOIP 7 RL A2 L E T,
V=N 742 FT2—=ADIP 7 KL ARERIZ, L—F Ny
A2 T2—ADIP 7 RLAZBMLET, &d, LRSI Y—
NEBETHA T Tz —ADIP T FLAZIBALE T,

NAS-Port 5 FREE L T W B EREHAIO Ifindex Z &M L £ 9

Service-Type 6 Framed(2)# & EL £ 7,
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136

Bl Type B SHER
Calling-Station-Id 31 WAD MAC 7 RL A (/INXF ASCIL, “-” RKEJ0) #FELET.
5] : 00-12-e2-12-34-56
NAS-Identifier 32 EE VLAN £— FERFICEREER R Z A LT\ 5 VLAN ID 28+
XFEHTHRELET,
f5] : VLAN ID 100 ®i#54& 100
¥4+ 3Iv 7 VLANE—RTIX, av7427Lb—Yaravrs R
hostname TIEE SN EELZIEEL T,
Acct-Status-Type 40 07 VI Start(l), 2277 MRS Stop(R)EFEM L E I,
Acct-Delay-Time 41 ARV NRER,PSREEFETHETICNES LR () KL E
e
Acct-Input-Octets 42 Accounting 5 (A7 7 v M) 2L ET (O)EE).
Acct-Output-Octets 43 Accounting B GEEA 77 v M) 2L ET (O)EE).
Acct-Session-I1d 44 Accounting Bz &9 5 ID (274>, uZ77 MIBELTIE
B CETY),
Acct-Authentic 45 I—PFPEDXHICRIESNZA» %R T RADIUS, Local DESH 5
PEEHLET,
Acct-Session-Time 46 OrA o %a 77Ty N T RETORR () 28MLET,
Acct-Input-Packets 47 Accounting & (ZE/%7 Y M) ML ET ((0)EE).
Acct-Output-Packets 48 Accounting &8 (GXE/87 v M) 2BWILES (O)EE).
Acct-Terminate-Cause 49 Accounting &8 (v ¥ a VKRTER) 2BMLET,
FEMMIZ, [ 8-6 Acct-Terminate-Cause TOYIMTER] %50,
NAS-Port-Type 61 Virtual(5) ZHE L E 9,
NAS-Port-Id 87 AT AR— N Z2HAT B-ODOXFEFEZHBHLE T,
AR—1+ ("Port x/0/y")
F ¥ 2T NV—7F ("ChGr x")
(x, yICIZHFNEAD)
NAS-IPv6-Address 95 NAS D IPV6 7 RLAZMHMA L ET,

V=T 745 T2 —ADIPv6 7 FLARERL, L—T Ny
A4V T—ADIPv6 7 FLAZBMLE T, H, BN
= NEBETHA VYT —ADIPv6 7T RLAZEHLE I,

XK 8-6 Acct-Terminate-Cause TOYIKIER

YIHTER & RS
User Request 1 FURESR AR OBEIC & 0 I L7z,
o ERHENERAS Web EIEI €O 777 b L7ziGE
o FREHEKRO AR — M EBEMH LI5S
Idle Timeout 4 FREEN AR DBV s 2 5 72 7= D YIMT L 72,

o EREERKEIER LG E




8 Web SRID#RS

UIHER [l fRER
. EREEKETO ST N EERE LSS
Session Timeout 5 BB R OBRIC K DI L7,
Admin Reset 6 EHEORBR TN L2,
o FEEBfITIAY T4 L —Y a v EHIBLIES
« JEF I > ¥ clear web-authentication auth-state #3247 L
At =y
Port-Preempted 13 I—HEYIDEZ 570,074 vHL—YDt vy a3 2k L
77
(a>74 27V —ara<r K web-authentication user
replacement ¢7EKF)
Service Unavailable 15 AR DR — FEE R LA, BEILOR— N CRAIRIEHR
KEZBE U7 7- 018l L7z,
Port Reinitialized 21 A—bD MAC PEIHLE iz,

s VU UFY Y LGS
+ VLAN %HIFR %7213 Disable i L7=35&

e OV 74 L= 3ravy R switchport mode &% L7z

Ba
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8.6

nu..\nIEI7 Xyt— M\

138

FREL 7 —EEICRREINASRIEL T — A vt —IVRROERZROKIIRLET,

8-17 FRRIIZ—XvtE—TfH

‘ IZ—&S
IS—AytE—UKX

ML T —OFREEHZRORIIILET,

x8-7 RAIIS— Ay tE—TJ &I —REERMINER

I__
TS—XyE—INE " T5—sem
User ID or password is wrong. 11 OUrA 21— IDIMEESNTLEEA
Pl t t ID and
case CTIET comect lser 2 an 12 Br/AYaA-—FIDH I8 XFEBLTVET
password.
13 AT — RBI|ES N T VAW, FITEE SN CEHD
ER&EEd
14 Oz 21— 1D »HE Web 583 DB ICEH SN TH
FHA
15 IRAT — R Web #83E DB ICBHRESNhTWERA
16 GET AV v RO"QUERY_STRING"#* 21 XFKH, &
723, 256 XFEBATVWET
17 POST AV v F®O" CONTENT_LENGTH"#' 21 Rt TH
%, F7:13340 #BATVET
18 074 21— IDICHFASNTVERVWXENEESNT
WEY
20 NRAT = RICHRAIENTOWARVLESEESNTVET
22 O —HEREAR T, FEERADIRKRY 6 F/U 71 %247 -
7oBE, RAT—RHP—HLTWERTATLE
RADIUS: Authentication reject. 31 RADIUS % —\% 5 FREEFFRI LAY (77 L RIEBRE 7217
TEAFr L) #RELELL
RADIUS: No authentication 32 RADIUS ¥ =N\ 5 FiEHF 2 RETEEHATLE (%
response. BYA L7, £7213 RADIUS = NOFEF SN TV
5 VIREET)
You cannot login by this machine. 33 RADIUS ICBRE SN TV AEREE% VLAN 7%, Web FR3ET
EFEENT VLAN TlEHD FHA,
F/olk, VLANA V¥ 72— RAXHESNTHERA
34 RADIUS g8it AT, #& ﬁ(ﬁrﬁ%ﬂiﬂ‘ SEUJA U ETo
7-BEIZ RADIUS 9 —/\» 58RI LAY (77 B REEG
TV RAF Yy L Y) ’i’m’k. LEL7




8 Web ual.\uIEa)ﬁ*uH

IS5 —R4EEH

EE VLAN €— NT, WRVEERSN TV 2BEIRA—
FY I FT L ORETT,

F7ziEk, R—bAPEE VLAN E—RFELTHESNTOVE
TA

36

EE VLAN £— FTHRE SN/ KR— M ENET 5 VLAN
7% suspend REEIZZ > TVWET,

F721, VLANDA U T2 —RICHRESNTVEEA

41

Web B3t CREEEADHARN S, RizbHI—HToursA
VERDPHDE LT,

7213, ¥4+ 3Iv 27 VLANE—FT, 27%% VLAN »
SEREEAMAROT A Y ERPH D E LI

42

W Web 823E DB ICE¥E S N7z VLAN ID 2%, Web 383E
TEHESNZ VLAN TSV £ A,

F721%, VLANA U 72— RICRESNTVEEA

44

Fl—4iK T, [EEE802.1X & L < I MAC FBFEIC &k - CTERAE
BEH, 3374 7L — 3> a< > KN mac-address
THAD MAC 7 R L A% MAC VLAN IZBSREA D728
FRETEEHA

45

WA S N TV DERIEARA— D) v 75 IR
HETT,

F721%, R—bPEE VLAN E—RH LY A4 F3Iv o
VLAN E—RELTERESNTVEEA

46

FURERR AR — b 2 INE T S VLAN 7 suspend REEE 72 5
TWEJ,
721k, VLANBA V¥ T2 —AICHRESNTVEHA

47

Web BRIEDO T 71 Y A BANESIF 2B 772 DICR
AECEEHATLL

76

MAC 7 KL A% MAC 7 RL AT —TILICEBHT 5%, %
AKPEHSNTVWBR—-— P IF T LT0ETD,
Foik, R—FPEE VLAN E—RH LY 1 F3Iv 7
VLAN E—=RELTHRESNTVEEA

77

MAC 7 FL 2% MAC 7 RLAF—T7IICBEET S, IV
79 % VLAN 7 suspend REEIC > TV E T,
F7:01%, VLANDBA VY T2 —ARBRESNTVERA

83

074 VRO MAC REEICRM L7720, T L F AT v 7
PMAEASTEEHAT L?L

90

CIVF AT v TRIEL—FRRIEFF A A 7 3 VEER,
Web BN HFI SN TR 2 /27 ORIETEEEAT
L7z

92

TIVF AT v TEIEO L —FERIEE LT Web REEDEREE
FIZ, SWREREDFRIREDS BRI N7, FBELTE ¢
ATLT:
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8 Web SRELD##ER
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I =
IS—AVvtE—YRSE 7% & I5—SEEH
Sorry, you cannot login just now. 37 RADIUS FBE&H DFEREERA® 256 fF2# X TV E T,
Please try again after a while. BE, o/ v BEZT-oTESY
43 Web #8:E, MAC #%iF, 7213 IEEES02.1X FREEDu 7' 4
VN EBRRINBZG BRI DICRETEERAT
L7z
48 FRAEN R A — N OFRAERIRE A B 12 1O CE £
ATLT
51 OrA4 VRO IP 7 RLAD»S MAC 7 RLAZRIRTE
FHATLL
52 Web =175, WebBiET—EV EBRETEEHATL
7z
53 Web FBIEONERL T —
(Web =1\, Web fBEET—FEvicus( Y EREZEL
FHATLR)
54 Web RIEOHHLT T —
(Web 3 —21\%, Web kT —E 2o REEZZITFIT 5
NEHATLR)
85 O 71 VAR D AR D AR EHF TR L7~
WVF ATy TN TEERATLE
91 TIVF ATy TERHORIRICEREI T ST SNz izo
AL CEEHATL
The system error occurred. 61 Web BiEONEL F —
Please contact the system (POST AV v RO" CONTENT_LENGTH"ZEETZ £
administrator. TATLR)
62 Web ZIEOAEL T —
(POST/GET TR -72/8F XA =717 & »2ALE
EENTWELR)
63 Web RIEOHIHLL T —
(Web B —NTHRDIP 7 RLAPEBETEELATL
72)
64 RADIUS B & U Accounting ND7 7L AN TEEHAT
L7z GREERE E 2 D £9)
A fatal error occurred. 65 Web §RiEOAEL T —
Please inform the system ([EIREIC 256 % #8 2 72 RADIUS NOFEFEERSEE £ L
administrator. 72)
72 MAC VLAN IZFBSEL 7 MAC 7 RLAA2 B TETEHA
TL7
73 MAC VLAN 7 6 %t 9 5 MAC 7 FL A X HIFR T &

FEATL




8 Web SRIEDERS

I__
IS—Xvt—YWE 7_:_ = I5—S41Bm

74 MAC 7 L A% MAC 7 RL AT —T7I)LICBHFT HHRIC
IT—NDPRELELL

75 MAC 7 FLAT—7 LA 5 MAC 7 F L R ZHIRT 2 K
KT —PRELELL

Sorry, you cannot logout just now. 81 a7 77 NERESNLHEKEDIP 7 KL AL S MAC 7 R L
Please try again after a while. AEBRTEEEATLL
The client PC is not authenticated. 82 74 ENTOWRWHERPSOU T T NERTTY

IS —BSIEORUGE

Ix~2x : IELWL—=HID &2 T — RTHEO /1 Y BEET-o TS0,

3%, 83, 90 :RADIUS OFEZRBE L TLZE W,

4x : Web BiED a7 4 7 L—v 3y, BLUWE Web 2R3k DB OF%ELRE L TL 2 &S,
S1IMRDIP T FLAZRELT, BEOA VIBEZIT> TS0,

52~54, 85, 91 : BEuU /A VEBEZIT->TLEZE Vv, BUOEAX Yyt —IDPRREINBHEHFIL,
EH I < > N restart web-authentication © Web FRiE 2 FHEE L TL 72 &y,

6x~7x : A I~ > N restart web-authentication T Web FBiE# FHiE L TL 72 & Wy,
80~82 - HEU 7Y MEEZIToTLEE W,

2 1 BEUTA VBEZITo TSV BUARX v -V NRRSINLEHEIL, WA
T4 b= arERBELTIES W,

SEED I >

=1
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8 Web SRELD#EER

8.7 Web SREIBEEANE X BEEE
8.7.1 WebRsIE@E 771ty k

Web sRAEDEE, FRiEHAD Web 77r7*ﬂ FRTHUTA VEERO ST MNEEZ EOEEER (M
F%, Web SREFEE & MFOVET) 13, ICFOREL TS T 74 LO—Z (LI, Web sRIFEE 7 7
Aty M ERTET) 2ER LEE@“O

Web fRiFHE 7 7 1 Lt v MZIX, BAR Web 8R3FEE Y 7 4 )Lty s EEF] Web RiEEE 7 7 1 )L
Yty rO2FENSHD, BRI K set web-authentication html-files ’2%?7'9*%) hal &: T, 774
Y FDITRTDT AN, TE—HOT 7 ANEANEZLZENTEET,

Web %Eé @E77’fﬂ/t‘y b@%}éﬂﬂ’i’?ﬁ(@i‘%&:ﬁ?biﬁho

#F8-8 WebSREIEE 7 7TIty b

Web SREEE

Bkl
I7 1y b
AKX Web ZiFEE Web RiE% 9 284, FTIEHRD T I I HICERT 5 Web FRiEE®ED 7 7 1 L—
T ALty k RKT9. EHIT V> N set web-authentication html-files ZFET LR WIBEE, T
7 b O Web FGREEE P RAIR KD 77 7 H IR RS NET .
F7-, EHAa~ Y N T—H0 Web FREHE 2 ANE 2 2551, ANBZ7- Web
ERAFEE AR RO 7 I I FRRICRMENE T,
fE B Web 238 T av7 4 7 L— 3 avy K web-authentication html-fileset % &&%7E L 7z Web
7 T’f}l/‘t"y b D‘DDE’]— T Web uluum}zfg_éi’ﬁl:l, D‘L\qu%;E@‘77r7-}j- u%ﬂ_‘@_z) Web HDEE-E

DT 7AN—RTT,

F7z, 85 Web REEEE 7 7 A Lt v MI—ERD Web FRIEEE 2 3% E L T\ 515
B, BELTWVS Web fRiEEE PRI AD 7T 7 FRRICKBSNE T, 5
Web ZBEFHEE 7 7 A Lt v MIREL TV Web 8 EEEICOWTIE, EA
Web ZEFHEE Y 7 1 Lty b Web FRiEEE ZHLE I,

8.7.2 Web SREIBBANE X #aE

142

Web 8BiEHEE 7 7 1 Lty hOANZEZ 1L, EH I K set web-authentication html-files THEE L
7274 L7 FMUENIZ, IRITR Tﬁﬁ@77’fﬂ/73‘%’)tﬁu, BMT 5 Web FRitEHEEEMMR £9,
T, WITRT T 7 ANVESNC gif 77 ANV EDEIET 7 A VHEIRICERTE L, 2L, BHEIC
BET7ANDTFAXF 2y 7T 2TV, 774 LVOABRF v 7 LERADT, BT EEERZ1T-
TS5 HTML 7 7 A VREIRET7 7 A L EBFR L TL S,

ANBZAHZENTEZLEAZRITTRLET,

[ANEE A W] RE 7% E T ]
s UJA VHEE
s TUZ 7 MEME
s U4 RhEE
s T4 VRIKETE
« UJ7Y MNETHEHER
s U7 RAEE



BB, BiEL Web SRiEHEILGER I~ FTHIBRTEE T,
Fio, [RE-T7 WAL IT—RAvt—IEITT7—FREHRHMNDE] WRIRBIELT—AvE—IH ANE X
BZEDNTEET,

512, Web 79 7HDBRICADICERT A7 A 3 (faviconico) bANZEZ A2 N TEET,
HF7 7 AVOFEMIE, 9.2 Web FBAEEEERFSIE] 22BL TS0,

%8, Web SRiLEE O ZBESRFICIRINT &5 MR X /2154, EH I~ K show web-
authentication html-files T Web FRiEEE DEFBERZF T 5 &, BEDPBIILDPD LS ITFE RSN
I, BELLEED RN KD T I 7R RIIKBRENE T A

 Web ZiFEmEBHETIC [Ctrl]l + [C] F—2#L T, BERWICAEZ RS E/-58E
« telnet ATV —ica A > L, Web iBiEEEEHFHIC telnet 237 5 2 OBER TR S 7235

PN
=

Web FRREEIHE O EHFHICHE PR E 725813, FHE Web FREEHEZER L T LS\,
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/

(1) fEgEEDHF

(2)

(3)

(4)
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fgRE & DHAFICOVTIE, [5.2 LAV 2RIEEMEEEE OHFICOWVWT] 2SR L TS0,
ARE EFEINRDmKRE (CER T DREICDWVWT

AEBOR NI OF I NN —¥2EHELTVWTL SN,

ARBEE LFIREREDOBORIE EIZ, 7547V FEROMACT FLA%2EE#Z 200 (FuFiv—

NRN—572E) PFELEE, Web iBiEVESHI 5N/ MAC 7 R L A 2 58RI AR 38R L T
LED7DITHRITEDR &ﬁ"(é‘iﬁh

F7z, REBEOR AR — FEEEEED 2\ HUB S8R LAN 286 L, ThIZEHRD PC BRI N
TWaHE, RIEFEA TR T PCRLTHEENTETLEVIITOTERPLETT,

X 8-18 #AKE L imARMEDER

REE WebFBEEAENF)

AN IL— 5 HEEE D EARLAN
N\ N

Web REE7"07'5 AV BEE LIGE

Web BiE T — € VA HEE LGS, RiLFDOL—HIXRNCORIUENERINE T, ZDiFE, HiLHk
UKD O FE THERIEZ1T> T a0,

DHCP #—/1\D IP 7 RL X 1) — ABFREREIC DNV T

EREESTRIRRICERGERT [P 7 R L A% DHCP 4 —N\» 68A T 554, DHCP Y — 1O IP 7 LAY — 2R
A TEARITELEREL TS,

B, WEDHCP H—NICBL T, 10MPSBETEEIHN, NSWEZREL, Lrb, RiE1—
PEAPZVWESICREBICEHI HPVETOT, BEIEUTY —ARHOREZEE L TS0,



8.9 SSL EiHHE DEH

8.9.1

HTTPS [C&k3O071> - O7 77k

Web fRit0u 74 V#EB LU0 77 MMEOBE 2 MED» SF 5701,

HTTPS R TE L9,

Web fBiFE T, REBZ Y —NICRN TR ARIORIEARZHERAL T, KEBICFEEINZ SSL £

Va—IUIL o TH—NEHAZB L REFA L CEEL R

&, TLSb &HE9d. SSLOEEZROKITRLET,

8-19 SSL MEpE

iR

Z (T > 1= AFREE T

SEOBEIZERYT S
HEBEHESIE

SLLET, 4B, DIRSSL EREL SN TV

KiEE
" e DR
W
BELHErToT—Sas i
H—/ R E i
N i
— /N5 A IS \V
RS LB £ %18 | osmsm
HERTIEE L SN T— A DRDE

074 VEPT 77T MMEICHTTPS 2(Hd 5 &, 2y M =27 288 5/87 v MBS {Lanx
9o HTTPS Z{#R L7-AREE LiiRE D Web sBiEDOBFE 2 ROKITRLE T,

8-20 HTTPS %1%% lJtZK%E(‘:ﬁ#Jﬁ;EFEﬁ@ Web Wb\DEG)L{_

fE, IS
et
RTINS T
UES

[=_Iq]
=5

HTTPSZERAL T
ATA VER/OTT7 LEX

2y kT—=7 l

(R I TRORN

SSL 2f#Hd 5IC87z > Ti&, ARE

FEE

WebZBEE

AT 4 VER /B
A7 MER A/ FEREA

Web4 —/ \
o —/NHEBIE
v RS
hRACASEER &

—/\EEPAE, WER, BXUTE CAEAEEERT 2 BED
bV ET, &b, THHERE, 77 1) ]\ DY —/NGEAE EMERDPE

RSN TWE T, EBOERIC



8 Web SRELD##ER

W5 TUX, FABBICH -2 —/\iEAE, R, BXOHRE CAIHE2MLIER L TABEICE
LT 2 (PR CAEHEIX, TIHHEERICIEIBHEINTVRERA),

8.9.2 HR— Mk
ABBAY A~ 1T SSL OERERORIRLET,

#& 8-9 SSL HR— MMk

P RE HR—b
SSL/TLS N—Y 3 >~ TLS 1.0 O
TLS 1.1 O
TLS 1.2 O
s Z21— b TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 O
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 O
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 O
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 O
TLS_RSA_WITH_AES_256_GCM_SHA384 X
TLS_RSA_WITH_AES_128_GCM_SHA256 X
TLS_RSA_WITH_AES_256_CBC_SHA O
TLS_RSA_WITH_AES_128 _CBC_SHA O
TLS_RSA_WITH_3DES_EDE_CBC_SHA X
TLS_RSA_WITH_RC4_128_SHA X
FREETT i RSA (2048~4096 £'v ), ECDSA (256 £v }) O
AwE—VFREa— N SHA-256, SHA-384, SHA-512, SHA-1 O

(LB O:¥R—b+F5 x:¥R—FLAL

7B, EREE/TIEIE RSA 2048 By b &, A vt —VEREEI— Fid SHA-256 2 L £9,

8.9.3 ERH7VO—
HTTPS (SSLI&(E) %MAT 51047 > T, ROFIEICHE> TEELTL AL,

1.PC TH—/\GIEAE L RZ1ERLT Do

2.MC ={ER, F@EBRIT> Rsftp, scplEL>T, H—/N\GIAELRBEARKE(CEXT B,
3.H—/\GIAE L REAKE(CERT .

4.Web 533l & BHCENT %o
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Web EREEDELTE & B

Web #BiElX, Web 79 ¥ 2 W CERIES N/c 21— EA7IC VLAN AND 7
T AHHEZITOMKEETT ., COETIE Web BRIEOARL— 3 VIZDW0
THALE T,

1l
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9 Web SREEMDERTE &EH

9.1

v RACR

9.1.1 OV R—§&

Web ZiFDa> 74/ L—varavy R—EERORIRLET,

148

®9-1 d>7147L—>3a>avrR—E&

av > RE

A

aaa accounting web-authentication
default start-stop group radius

THIVT 4 T —NOFERFEZ LET,

aaa authentication web-authentication
default group radius

RADIUS ¥ —NOfFERHHEZ LE T,

web-authentication auto-logout

MAC7 RLAEEBIL—-I7 7 MIX2BEH O 77T MEREZERE L
£9,

web-authentication html-fileset

R— b ZETHEAT ZERF Web sBiEEE 7 7 A Lty PEEREL
£9,

web-authentication ip address

EE VLAN E— FEEB XY 1+ 3 v 7 VLAN £— RO Web &
HEAIP 7 FLAZEELE T,

web-authentication jump-url

BRAER N, WK ST /A9 SH URL 2fEELE T,

web-authentication logging enable

Web SRAEQ#EET 7 X vt —T %, syslog H—/NFECTEIEA -
7 KL 5T (E-Mail ) 1CEELET,

web-authentication logout ping tos-
windows

AL AWAA 5 P S N BT ping @ TOS BAIEE LE T,

web-authentication logout ping ttl

RAEE AW AR SIBH E N 5K ping O TTLEZEELEJ.

web-authentication logout polling
count

BNy NS T BISENED - A DOEXT 2EHE/ Sy b
HEEEEELET,

web-authentication logout polling
enable

RALE A RO 2 BRI 2R RBEZ AN LE T,

web-authentication logout polling
interval

BB THERA T 2B/ v+ (ARP)DERHRH 2 18E L &
EE

web-authentication logout polling
retry-interval

BTy MO 2 IBEPEVESICERT 2ER YT v Ok
MfEzfEEL LT,

web-authentication max-timer

Web RRRED AR H 2 IEE L 9,

web-authentication max-user

Web 883ET# 1 F I v & VLAN &— FOBRFIEREE T & 2 RAGRIEE
EHEELET,

web-authentication port

EE VLAN €E— FBLU¥ A+ I v 7 VLAN £— FORRIERIR &%
ZR-—PEEELET,

web-authentication radius-server host

Web ZREFEAIC RADIUS =D IP 7 RLAZEZEELE T,

web-authentication redirect enable

URL YA L7 MEREZBRICLET,




9 Web WL\E @E’iﬁtém

v RE

A

web-authentication redirect-mode

URL Y& A L7 B, WRICERT 2004 VigEO o b
(http F7z1% https) 2EEL£7.

web-authentication ssl connection-
timeout

SSLtvyavBiDy A L7 MEZRELE T,

web-authentication static-vlan max-
user

EE VLAN £— FCEliECE 21—V HREEELE I,

web-authentication system-auth-
control

Web RBREZ BEMICLE T

web-authentication user replacement

I—HYOBEZF TV a V2 BEHLET,

web-authentication web-port

Web 3= N\A\DOT7 VL AR—- b EEEZBMUIBEICHEELE T,

Web SREEDERA I~ Y F—EZRORITRLE T,

*®9-2 EROVYVR—E

av > RE

A

set web-authentication user

Web B CERAT 51— ID ZEBMLE T,

set web-authentication passwd

BLE-I—YDONRAT— RELTELET,

set web-authentication vlan

BRLII—FOVLANID ZEE LT,

remove web-authentication user

BHLII—YID ZHIBRLE T,

commit web-authentication

BN, ZELNEZNE Web 58iEDB ICRMBL £7,

store web-authentication

Mgk Web ZBiEEDB DNy 77 v 7 7 A L 2ERLE T,

load web-authentication

Ny 779774 5NE Web 885 DB #ELE 9,

show web-authentication user

WL Web F85E DB OBH#AE, /13BN, EERFOEBREFR
LEY,

clear web-authentication auth-state

RAEE AL —Y OmEa /7y hE{TWET,

show web-authentication login

BEEEOT AT bu s ERRLET .

show web-authentication

Web BiEDa>y 74 7L —2avEFRRLET,

show web-authentication statistics

Web RRREDHEHERERR LT,

clear web-authentication statistics

MEtEREZ U T LET,

show web-authentication logging

Web BREQOEFR /2R RLET,

clear web-authentication logging

Web BBiE0EEu 72 7)) 7 LET,

set web-authentication html-files

fEESN/: Web REEEE 7 7 1 LEBHLE T,

clear web-authentication html-files

BikL7/- Web fRiFEE Y 7 1 L2 HIBRLE I

show web-authentication html-files

B L7 Web fRiEEE 7 7 A LD 7 7 A NVE, 77 ALY A REE
fRHER 2R LEd,
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9 Web WL\EIEa) EtEm

avRE

S&II

8

clear web-authentication dead-
interval-timer

dead interval #ggic &5 2 BEHLED RADIUS 4 —NNAD7 7+
A5, 1 BEHD RADIUS 4y —NADT7 7 AICRLE T,

set web-authentication ssl-crt

SSLBEAOY —NEHABEB LONERZERLET,

clear web-authentication ssl-crt

Bk U7 SSLEEAEF EMERZHIFR L 9

show web-authentication ssl-crt

B#k U7z SSLEHE EMEREFRTLE T,

restart web-authentication

Web Bt 707/ L5 BERELE T,

dump protocols web-authentication Web fBiED ¥ > TIEHZNELET .

9.1.2 EZE VLAN E— RODOFHE

(1) O—HIEREARNDERNGTERE
0 — A VBEES R 2 HH T 5 ECOBRNLREL RORITRLET,

(a)

150

9-1

EE VLAN £— RO O—AILEREIANDERER

SAEDHCPH— 3
L3R 1 v 10.0.0. 100
KEE L o NebEZIEBAIPT KL
1/0/4 101010,
.9
HUB
VLAN 10

192.168. 10. 254/24

S ERDHCPH—/NI2 & B
IP7 KLREZE

WER— N DBRE

[BEEDRT > N

Web SBiECHAT 2R - b ERELE T,

[Ov > RICLBERE]

1.(config)ff vlan 10



(b)

(©)

(d)

9 Web WL\DIEO)EI tEm

(config-vlan)# state active

(config-vlan)# exit
2.(config)tf interface gigabitethernet 1/0/4

(config-if)#f switchport mode access

(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-if)#f exit

AR ITOWMADNER SN TSR — NI VLANID & Web 8REZEREL £,
3.(config)# interface gigabitethernet 1/0/11

(config-if)#f switchport mode access

(config-if)# switchport access vlan 10

(config-if)ft exit

RABICT VL AT By VT =T D L3 A v FEERT HR—2HEELE T,

VLAN1>9 7z —RXICIP7 RLRAZEETE

EREDRA > M
Web fREECHEAT S VLANICIP 7 FLAZREL T,

[O7 > RICKBERE]
1. (config)# interface vlan 10
(config-if)ft ip address 192.168. 10.254 255.255.255.0

(config-if)#f exit
Web #8395 VLANID I0ICIP 7P RLAZFHELE T

SUELER IPv4 77 £ R X NDEE

BEEDRT > M

PRERTRRE DI R 5 REBE DI DBE 23] § H58iEHM [Pv4 772 A 2 b 28

[Ov > RICKBEHRE]

1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)$ interface gigabitethernet 1/0/4
(config-if)#t authentication ip access-group 100
(config-if)#f authentication arp-relay
(config-if)# exit

ilxi—d_o

FRRERI DR D 5 DHCP /87 v & DNS H—NNADO7 7 X A %3] 58 HEH IPvd 77 R Y
APERELE T, 5617, ARP /Y7y b 2 REBEONMBICHERASEL LI ITHRELE T,

Web SZEEDERTE

EREDRT > N
WebBiFD a7 4 7L —a>av Y REHELT Web BRiE2EMICLET,
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9 Web SREEMERTE &EH

[O7 > RICKBERE]
1. (config)# web-authentication ip address 10.10.10.1
Web ZEEADIP 7 LA (IPv4 7 RLR) 2HRELET,
2.(config)#f web—authentication system—auth-control
Web BiE=#E L £,

(2) RADIUS SREEARNDERKRERE
RADIUS AR & ERA T 5 L COBANAREL RORITRLET
9-2 E%E VLAN £— RO RADIUS FEEA R DEARIERL

- DNS— /3
BIARIST Y ERTES 10.0.0. 1

E RADIUSH —/°
5| 10.0.0. 200

H S}ERDHCPH—/\
10.0

- - ? 11000 100

1/0/11

WebFREEHAIPT FL X
1/0/4 [~ 10.10.10. 1

HUB ]

VLAN 10
192.168. 10. 254 /24

S ERDHCPH—/NI2 & B
IP7 KLASEE

(a) EREEAR— bORE

BREDRT > N
Web ZBiFCERTAR— b 2HRELT T,

[O7 > RICEKBETE]

1. (config)#f vlan 10
(config-vlan)ff state active
(config-vlan)t exit

2.(config)lf interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10

(config—if)#f web-authentication port
(config-if)# exit
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RAEEITOWMAEDPER SN TSR — MIVLANID & Web FBiEZFRELE I,
3.(config)# interface gigabitethernet 1/0/11

(config-if)#t switchport mode access

(config-if)#f switchport access vlan 10

(config-if)f exit

RHBICT VLRI 22y P T—UDIL3 AA v F2ERTHIR— M EIEELET,

(b) VLIANT>97x—RICIP7 RLAZERE

[EBREDRT > N]

Web nquT{ﬁ%—‘j—é VLANIZIP 7 R bx%ﬁﬁfﬁbi‘d‘o
[O7 > RICEKBEE]
1. (config)# interface vlan 10

(config-if)#f ip address 192.168. 10.254 255,255,255, 0

(config-if)#f exit
Web f8iEC{EHT A VLANID 100ICIP 7 RLAZRELE T,

(c) EIFAIPVAT7IERURABNDERE

EREDRA > N
FRALRTRRE DR D 5 KRB D IR DBE 2 FF Al T HFAEHEM [Pv4 7 7 AU A Z2RELE T,

[O7> RICKBEEE]

1.(config)# ip access-list extended 100
(config-ext-nacl)#f permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)lt interface gigabitethernet 1/0/4
(config-if)# authentication ip access—group 100
(config-if)#f authentication arp-relay
(config-if)# exit

FRRERTO¥AR A & DHCP /87w b & DNS ' —NAD7 7 A% #FA] 9 2580 EEA [Pvd 7 7 & XY
ArEBRELET, 51T, ARP /X7y b2 AEBONMBICERSEL LI ITHELE T,

(d) Web I:VL:\DIE@;Q’HE-‘

EREDRA > N

Web Bitna> 74 7V —yaryavx s K% LT Web fRiE2EMICLET,

2t
it

[Ov7 > RICKBEEFE]
1. (config)# web-authentication ip address 10.10.10.1
Web BiFEADIP 7 RL A (IPv7RLR) 2HELE T,

2.(config)# aaa authentication web-authentication default group radius
(config)# web-authentication radius-server host 10.0.0.200 key "webauth”
I—HERIEE RADIUS Y —NTITH 720D P 7 RL A& RADIUS B2/ EL £ 9,
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3. (config)#f web-authentication system-auth-control

Web R ZEB L ET.
(3) RADIUS REE75 T + Mgk DHCP # —/\{ERE DRE
RADIUS R/ & A2 BA DHCP % — N & (T 5 L COREANLHEREROMITRLET .
9-3 EE VLAN E— R0 RADIUS S35EA + A DHCP t —/NOEAER

DNSH—/N\
REERICT VA TES 10.0.0.1

RADIUSH—/\
10.0.0. 200
LSX'f Ja“ ooEEEEE
; 1/0/11
ARE o | VebREERIPT KLR
U 10.10.10. 1
! REDHCPH—/\ !
g : 1/0/4
o’ VLAN 10
- 192.168. 10. 254/24
HUB

REDHCPH—/N 2 &k B
IP7 KLREE

(a) EREEAR— NDERE
EBREDRAT > N]
Web SBiETHAT A2R—FE2FELE T,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
FAHERITOWMADSER SN T VWA R— MIVLANID & Web fRE#FEL £,
2.(config)# interface gigabitethernet 1/0/11
(config—if)i#t switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
RABICT VAT 22 NT—UDL3AA v FRERTHIR— M EEELET,
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(d)
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VLAN 1>9 7z —XICIP 7 RLRAZEEE

EREDRA > N
Web fREECHEAT S VLANICIP 7 FLAZBREL T,

(O RICKBERE]
1. (config)# interface vlan 10
(config-if)ft ip address 192.168. 10.254 255.255.255.0

(config-if)#f exit
Web #3925 VLANID 10ICIP 7P RLAZFRELE T

SPELER IPv4 77 £ XA X NDEE

[BEEDRA > N
FRERTIRRE DR D & ALEB ONEBANDBE 2 FFAI I SR EM [Pv4 7 7B AV A b ZHREL X T,
[O7 > RICKBRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)#f exit

EREERT DMK 2 &5 AZEEAN DHCP ¥ —/ |3 @ DHCP /847 v k& DNS —NAOD7 7 & A & FFA]
79“%)— EER IPvA 7 78 AV AP ERELET. 25612, ARPXT v b2 REBONERICERXSE S
LOBRELET,

Web nlu\nIEG)nifE
[EBREDRT > N]
WebEREED 2> 74 7L —23>av Yy REHRRELT Web BiE2 &3 LET,
[O7 > RICKBEEE]
1. (config)# web-authentication ip address 10.10.10.1
Web FBiEERDIP 7 KL A (IPv4 7 KL R) ZRELE T,

2.(config)# aaa authentication web-authentication default group radius
(config)#f web—authentication radius-server host 10.0.0.200 key "webauth”
I—YEBiF%E RADIUS U —NTITH 7DD P 7 RL AL RADIUSEZHEL X T,

3. (config)# web-authentication system-auth-control

Web fRiEZHH LE I,
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9.1.3 917Xy 7 VLAN E— RDEE
(1) D_jjjl/mb\uﬁﬁ_to)gzkm \EQ/H:E

O—HNUVRIEARZHRAT ABOBERNLEHRELZIRORIIRLET, &8, WADIP 7 KL R,

3AEEN DHCP Y — NP 58 L, REE#IEISHEE DHCP U — N\ 5EAL £,
& 512, FREkHT VLAN EF8iE#E VLAN O@BE 2 LT 67+ LY Z2REL LT,

B9-4 F41+3Xv7 VLAN E—ROO—-HIERAHRXOERER

PREARICT O EATED
v bT—=2

RELRTIST VR TES
*v kT—=7

SLERDHCP+—/ 3
(FBEET2VLANFR) VLAN 500

VLAN 100 192.168. 50. 100 FIHINRF— kA
FIHIRF— kA 192.168.50. 1

192.168.10. 1 m— 3 EEEREEED

17 \
i 1 ‘\
AEE i | i 1/0/10 !
: 0 ! " ) o
| PIRIDHOPH—/3 i L 1/0/4 i ! 77 RAR
'. ; —
VLAN 10 —— I ImTTTTTTTTTTTTTTT VLAN 50
(EREERTVLAN) (FBEL#&VLAN)
192.168. 10. 254/24 192.168.50. 254/24
RA Y F
DHOPH—/NIZ & B IPF7 KL RERE
= 9| = 9]
N S
PC1 PC2

(a) EREEAR—MOFRE

EREDRAT > N]
Web FBiETHAT 2R FE2HELE T,
[OY > RICKBERE]
1. (config)# interface gigabitethernet 1/0/4
(config—if)#t switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if) exit
AR ITOWMADSER SN TV AR — I MAC VLAN & Web 5RiE#8E L £,
2.(config)# interface range gigabitethernet 1/0/9-10

(config—if-range)#f switchport mode access

(config—if-range)#f switchport access vlan 50

156



9 Web WL\DIEO)EI ti%m

(config-if-range)# exit
nuul—Eﬁé 77’67\‘3'%)?\‘/ ]\]7‘_‘7@%‘—]\%{*5‘%[/?—3_0

(b) VLIANT1>97x—RICIP7RLARAZHE

[BREDRA > K]
EREERT VLAN B X U'F8EE% VLANICIP 7 RLAZBRELE T,
(37> RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192,168, 10.254 255,255, 255.0
(config-if)f exit
(config)ff interface vlan 50
(config-if)# ip address 192, 168.50.254 255,255,255, 0
(config-if)#f exit
FREERT VLAN &38R VLANICEIP 7 FLAZREL X T,

() EIFAIPVAT7IERURBMDERE

EBXEDRT > N]
FRRERTRRE DI R 5 REBE DI DBE 2 A § S50 EHEA IPv4 7T 7 E AV A M ZREL £ T,
[OY > RICKBETE]
1.(config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255. 255,255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit
(config)$ interface gigabitethernet 1/0/4
(config-if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)ft exit

EREERTOH AR 2 &5 AZEBEN DHCP ¥ —/3\|i @ DHCP /847 v & VLANIO DT 7 # )V h 7 — l\
74 (IP7FLZ192.168.10.1) ~"OT7 7t A %5 ¢ 5505 FH IPv4d 77 AV A %5
F£9. 25612, ARP Ny P2 RBEBEONRICEESE S L OBRELE T,

(d) VLANBD@EfEZZLET S

EREDRT > N
FOREAT VLAN & 385F% VLAN BIOBE A2 1T 2H/EEX LE T,

[O7> RICKBEEE]

1. (config)¥ ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)ff permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

(config-ext-nacl)# deny ip any any
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(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#f ip access—group 110 in
(config-if)# exit
2.(config)ff ip access-Llist extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50. 100 eq bootps
(config-ext-nacl)ff permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config—ext-nacl)if permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0. 0. 255
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if)# exit
EREEHT VLAN & 303 VLAN I CEBE S B VLWEIIKEEL £,

() Web EREEDERTE

[EBREDRT > K]
WebEEDa> 74 7L —a>ya<v Yy REHRELT Web 2RiE2EICLE T,

[O7> RICKBERE]
1. (config)# web-authentication ip address 10.10.10.1

Web ZEEHADIP 7P FL A (IPv4 7 RLR) Z2HRELET,
2.(config)# web—authentication system—auth-control

Web BiL=#EE L £,

(2) RADIUS SBEEATNDEARNLRETE

RADIUS SRR 2 T A BOBERN LR ELZIROKIIRLET, 28, WADIP 7 LRI,
WIARZEBN DHCP U — N\ 5 Ff L, RIS DHCP Y — N\ 6E A L £,

& 512, FREEHAT VLAN &&8iE%E VLAN OB EZZEIET 57 LY 2RELE T,
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9-5 917Xy 7 VLAN E£— RO RADIUS FEEA R DEARIERL

BEIRICTVERATES
v bT—=7

REFRTICT VR TES
v kT—=%

SVERDHCP-H—/ X
RADIUSH—/3 (REEHVLANA) LA 5000
192.168.10.200 192, 168.50. 100
VLAN 100 FIHIRF— kA
TIAN TR IA 192. 168, 50. 1

192.168.10. 1 I_iT_n o o | SEEEEEEe) |

~

EE /01 1/0/2) /00 1/0/10
| AEDHGPH—/8 | | o F 1 T L roeag—r
i ‘\\ l; //‘_
VAN 10— Il VLAN 50
(REERTVLAN) (RREERVLAN
192.168.10. 254/24 192. 168. 50. 254/24
A 9F

DHCPH—/NIZ K BIPT FL RERTE

(@) FREER— NDEE

EXEDRT > N]
Web B CHERAT AR —b2HRELE I,

[OY > RICKBETE]

1. (config)}f interface gigabitethernet 1/0/4
(config-if)#f switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)#f exit
LR ITOWMADNER SN TS AR — M MAC VLAN & Web SRiEZEREL £,

2. (config)# interface range gigabitethernet 1/0/9-10
(config-if-range)ff switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
RABICT VL RAT By T —TDOKR— FEBELET .

(b) VLIANT>97T7x—RICIP 7 RLRAZHE

[BEEDRA > N
FURERT VLAN B X URRfE% VLANICIP 7 FLAZRELE T,

[Ov> RICKBETE]
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1. (config)#f interface vlan 10
(config-if)# ip address 192.168. 10. 254 255, 255, 255, 0
(config-if)# exit
(config)# interface vlan 50
(config-if)}f ip address 192. 168.50. 254 255, 255, 255. 0
(config-if)# exit
FREERT VLAN &385E#% VLAN ICE IP 7 RLAZERELE T,

(c) SREIFAIPvA 77 tERXNDEE

[BEEDRA > N
RAERTPRE DI R D S RBEBE DI DBE 277 A I 20 FH [Pv4 7 7t AV A M 2RELE I,
[O7 > RICKBRE]
1. (config)# ip access—list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config—ext-nacl)}f permit ip host 192,168.10.0 host 192, 168.10.1
(config-ext-nacl)# exit
(config)#f interface gigabitethernet 1/0/4
(config—if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)# exit
FREERT DR 5 ARZEEN DHCP $—/\[mit o DHCP /37w & VLAN 10 OF 7 4 )L b7 — b

A (IP7RLZ192.168.10.1) "OF7 7t A%0[ ¢ ARAFEHPvA 77 AV A M E2HEL
9, 5612, ARP YN v v 2 ARBEEONIRICERXSEELEIHIBFRELE T,

(d) VLAN BD@fEZZRLET S

[BEEDRA > N
FURERT VLAN & 385E% VLAN BO@EFE 22192 EZ LE T,

[0V > RICKDRE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config—ext-nacl)ff permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config—ext-nacl){f permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0. 255
(config-ext-nacl)i deny ip any any
(config—ext-nac )} exit
(config)#f interface vlan 10
(config-if)# ip access-group 110 in
(config-if)# exit

2.(config)#t ip access—-List extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config—ext-nacl)ff permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
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(config-ext-nacl)#f permit udp host 192, 168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0,255 192, 168.50.0 0.0, 0. 255
(config-ext-nacl)#f deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)#f ip access—group 150 in

(config-if)# exit

FURERT VLAN & 3%5F% VLAN B CEESE LWL ICHRELE T,

(e) Web utl.\uIEo)nZE
[EBREDRAT > N]
WebERiFDa> 74 7L —23>av Yy REHRELT Web FBiE2E3cLET,
[0 RICKBEEE]
1. (config)# web-authentication ip address 10.10.10.1
Web iZiEERAOIP 7 KL A (IPv4 7 RLR) Z2BRELET,

2.(config)# aaa authentication web-authentication default group radius
(config)#f web-authentication radius-server host 192.168.10.200 key "webauth”
I—YEBiE%E RADIUS U —NTIT7H 7DD P 7 RL AL RADIUSEZHRELE T,

3. (config)# web-authentication system-auth-control
Web uuuﬁifi@j [/ig_o

(3) RADIUS 5835 + SR5ERT (C 5488 DHCP  —/\fERIFDERE

RADIUS FFRFA R TERERTH L OFREERIC, WARD IP 7 F L A ZENZNOHE DHCP ¥ — /3% 5 Fifi
T HEOERZIRITTRLE T,

S 512, FREERT VLAN EE8RE# VLAN RO@BFE 22T 57 4 LY ZREL T,
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9-6 ¥17+Xv 7 VLAN E£— KD RADIUS 885453 + 5488 DHCP 1t —/\fEREF DR

FEERTICT Y ERATED

* v kTJ— ’7

S}ERDHCPH—/\ S}ERDHCPH—/\
RADIUSH—/\ (EREERTVLANA) (88 nEfﬁVLANm)
VLAN 100 192. 168 10. 200 192 168.10. 100 192 168. 50. 100 V|_\AN 50D \
TN ET— b4 TN ETF—boTA
192.168.10.1 192.168.50. 1
AEE L 1/01 1/02 1/0/10 |
E I L lrseam—
! 1
(. T _____ s
VLAN 10 VLAN 50
(SBEERIVLAN) LR A v F (FREL£VLAN)

192.168. 10. 254/24

(@) EREEAR— hORE

BEEDRA > N

192.168. 50. 254/24

S ERDHCPH—/NIZ &k B
IP7 KLREBZE

Web ZRECHEAT SR - b 2HELE T,

[O7 > RICKBERE]

1.(config)#f interface gigabitethernet 1/0/4

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 10

(config—if)# web-authentication port

(config-if)# exit

FREZITOWMAPER SN TSR — I MAC VLAN & Web FREE2FELE T,

2.(config)#t interface range gigabitethernet 1/0/9-10

(config—if-range)lf switchport mode access

(config—if-range)#f switchport access vlan 50

(config—if-range)#t exit

SEFRICT VAT B LAY NI =T DOR— b EEELET,

(b) VLIANT29T7z—RICIP7

[BEEDRA > N

FURERT VLAN & & UREE#% VLAN I

[O7 > RICKBEETE]
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1. (config)# interface vlan 10
(config-if)# ip address 192.168. 10.254 255255, 255. 0
(config-if)#f exit
(config)$ interface vlan 50
(config-if)ft ip address 192.168.50.254 255.255.255.0
(config-if)#f exit
FoREAT VLAN & F85E% VLAN IZEIP 7 RV AERRELZ T,

(c) ESREIFAIPVA 77 ER)XNDERE

[BEEDRA > N
FRERTIRRE DI AR D & AEB ONEBANDBE 2 FFAI § SR EM [Pv4 7 7B AV A b ZHREL X T,
[O7 > RICKBRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)# permit ip host 192,168.10.0 host 192, 168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)#f exit
FRREAT DR A 54488 DHCP ¥ — /3|3 @ DHCP /87w & VLAN 10 ODF 74 )V b — bz A

(IPTI\I/}( 192.168.10.1) "OF7 7t A& AT 2R EH IPvVA 7 7R A N ERELE T, S
512, ARP /)Yy haREBEDONRICEXESELLOIRELET T,

(d) VLAN BD@EZRLET S

[BEEDRA > N
FUREHT VLAN & 385E% VLAN BO@EFE 22 IEd2FEZ LE T,

[O7 > RICKBERE]

1. (config)¥ ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)#f permit udp host 192,168.10.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168,.10.0 0.0, 0,255
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#f ip access—group 110 in
(config-if)# exit

2.(config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192,168,50.100 eq bootps
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(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255. 255,255 eq bootps
(config-ext—nacl)if permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacL)# exit

(config)# interface vlan 50

(config-if)# ip access—group 150 in

(config-if)# exit

FUEEHT VLAN & 323 VLAN I CEBE S VLEIICEEL £,

(e) Web EREEDERE

[EBREDRAT > K]
WebEEED 2> 74 7L —23>avy RERELT Web 8iE2E3ICLET,

[O7> RICKBEHE]

1. (config)# web-authentication ip address 10.10.10.1
Web SBiEERDOIP 7 LA (IPv4A7 FLR) ZF/ELE T,

2.(config)#f aaa authentication web-authentication default group radius
(config)# web-authentication radius-server host 192.168.10.200 key “webauth”
I —HEREE%E RADIUS 4 —NT{T5 72D IP 7 R L A& RADIUS #ARELE T,

3. (config)# web-authentication system-auth-control
Web BiL=#E L £,
S).1 .Zl \/\/EEk) nuAnIE(Z)/‘ftfa ;£ "'457%%£Ei§
Web fRiF CrRI e /ST X — Y BREZFHHALF I,
(1 ) wu\nIEE_jCH%FEﬁ@;QEE

BREDRA > M
RALFE A DA ZREIICT 777 b HRHEREL T,

[OY > RICKBEEE]

1. (config)ff web-authentication max-timer 60

sl 77 bR E 60 ICERELE T

(2) |:m..\|:| .UL‘SAZ@EQEE (E]ﬁ-':_ VLAN £— P)
EREDRAT > M
Web SREDEE VLAN £E— R TR TEH LI —THEREL LT,

[Ov > RICKBERTE]

1. (config)# web-authentication static-vlan max-user 100
Webﬁfx?ﬂf@ﬁ\/LAN%MFTmuﬁT%él "j‘%&% 100 .— "j‘:%ﬁ%bi@_o
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(3) EREII—YEONOEBRE (F1F+-3XIv7 VLAN E—NR)
EREDRAT > M
Web $23ED % 1 >3 w7 VLAN £— R TR CE A1 —PHABELE T,
[Ov > RICKBEETE]

1. (config)# web-authentication max-user 5
Web SRiF CRRECE AL —YHEZ 51 —FICRELE T,

(4) RADIUS #—/\DEEE

EEEDRAT > K]
RADIUS Rt AR TEAT %5 RADIUS U — N2 HREL £ T,

[O7 > RICKBEHE]

1. (config)# aaa authentication web-authentication default group radius
RADIUS 4 —NTL1—HERIEEITO LDICHRELE T,

CEREIE]
% RADIUS ¥ —/3® web-authentication radius-server host 2 v > R TERE S N7 JBEF 5 KRS
(FREHXIDEY A L7 M) O&ED 60 WEBZ %158, RADIUS H— NAGRREER L T

LR TCRILERE LB ENHDET,
(B ZhooT1 2 TDERE

EREDRT > N

Web ZBiED T H T T 14 V TEER2ITOLOBRELE T,

gl

[T > RICKBERE]
1. (config)# aaa accounting web-authentication default start-stop group radius
RADIUS $—=INICT7 A T 14 Y TEEZTOLORELE T,

(6) WebsREIERIP 7 RLADEE (EE VLAN €E—K, 914F+Xv 7 VLAN E—K)
BREDRA > K]
Web RAEERDOIP 7 RLAARFELE T,
[O7> RICKBEE]
1. (config)# web-authentication ip address 10.10.10.1

Web BEEHEAD IP 7 KL A (10.10.10.1) ZRELET .

CEREIE]
Web REF 2 HHPICHEEEZ LR L-EE1E, BH I, A I~ >~ N restart web-authentication web-
server T Web H—NZHEEH L TLZS W, 428, BiFgTo1—VI3HEu /1 VIZIEPNET
‘g_o
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(7) Web 583sIER IP 7 RLX& FQDN OsE (BZE VLAN £—R, 914+ Xv 7 VLAN

ET—NR)
EBEDHRA > K]

Web SBiFEHADIP 7 FL A& FQDN 2% EL £ 9,
[O7 > RICKBEETE]

1. (config)}f web-authentication ip address 10.10.10.1 fqdn host. example. com
Web BFERD IP 7 KL A (10.10.10.1) & FQDN (host.example.com) %#ZEL £,

CE==EIA]
Web SRiF 2 HHEFPICHEXLZE L-E41E, BbIC, A I~ > K restart web-authentication web-
server © Web 4 —NZ2HEH L TL 7280, &8, BT —FIIHEET /1 VIRIEPSHET
—a’_O

(8) URLUS LT MEREDEMRE (BE VLAN E—R, 91F+3Xv 7 VLAN E—KR)

BEEDRA > N
Web #RED URL U &1 L 7 MEREZ HERNICERE L E 9

[O7 > RICKBEE]
1. (config)# no web-authentication redirect enable

Web 885E® URL ) 1 L7 MEREZEENICLE T,

CEREIE]
Web REF A2 HHPICHEEZ LR L-BE1E, BH I, A I~ >~ N restart web-authentication web-
server T Web U —NZHEH LTSV, 48, BiFgTo1—VI3HEu /1 VIBIEPNET
‘a_o

(9) URLUST L7 MERERFO DOV 1 VRE7O NI DERE (BE VLAN E—R, 915
Xv 7 VLAN €—NK)
[REDHA > K]
Web 225FD URL U 1 L 7 MMEEER ICO /1 V2 B{ES 8570 b LR ELE T,
[O7 > RICKBEERE]
1. (config)# web-authentication redirect-mode https

Web #ZFED URL Y ¥4 L 7 MERET https ZFHWE T,

CEER=EIA]
Web REF 2 HHPICHEEZLE L-EE1E, B2, A I~ >~ N restart web-authentication web-
server T Web U —NZHEH LTSV, 48, BP0 —YIIHET /1 VIRIEPNET

‘a‘o
(10) =MESRMEEDSE (BE VLAN T—K)
[BREDHRT > N

RALFAMARDEEZER T 2 EREE T RELE I,

[O7 > RICKDEE]
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1. (config)# web-authentication logout polling enable
B R B WICHRELE T,

2. (config)# web-authentication logout polling interval 300
BEER/NT v b ORER IR Z 300 MICRE L9,

3. (config)# web—authentication logout polling retry-interval 10
BEERR/ N v POFRHRRMEREEZ 10 ICEREL 7,

4. (config)lf web-authentication logout polling count 5
e/ N v bOEEERE SEICREL T,

(11) EHREREEOHEMERE (BE VLAN £—K)

EREDRA > N
AL A AR DEEZ BRI o EREE s BNICREL T,
[O7 > RICKBEE]

1. (config)# no web-authentication Logout polling enable

BEIERRARE 2 EICREL X T,
(12) Web H—N\AD7 7€ AR— NESHTE

[BEEDRA > N
Web FBRECHEAL T2 Web b —NOY—EZAR—- I+ EBEZRELET (F7 4 O http=80
#, https=443 HLUMIEINT 258 ICERALE ). 4B, 49152 FLUEIX, Web FREELIL CEH
TRHIEPHVET, Y—EAR- I BESZMEENERT S & Web sBIEPVEEL LWz, -1
AR— P EFIZAI52 FLVHOESEZREL TS,

[Ov> RICKBETE]

1. (config)# web-authentication web-port http 8080
Web =D http K=~ & LT 80 FDIINIC 8080 FHFHEL £

2. (config)#f web-authentication web-port https 8443
Web # =D https K— b+ & LT 443 FDIINIT 8443 BHHRELE T,

CEREIE]
Web 2 HHPICHEEEZLE L-E4E1E, B2, A I~ >~ N restart web-authentication web-
server © Web —NZ2HEB L TLZ&W, &8, RiFgTo1—YIZEET /1 VIRESNBET
ER

(13) EREERTIE D URL 5%7E

EREDRT > M
SREERS IR IS AR T 7 A9 5 URL 2% ELE T,

[OY > RICKBERE]

1. (config)# web-authentication jump-url "http://www.example.com/”
FRRERIN I http://www.example.com/DHEEH % F RS H £ 9,
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(14) —NEBZX AT a3 DETE
WEOAT > N

I-—HYOBEIA TS a v 2FRTZEE, £/ a v APHOREELET,

[O7> RICKBEERE]
1. (config)#f web-authentication user replacement
I—FYPOEZ AT a vEPOHREZLET,

9.1.5 SRELRRANDEETTE

Web R CEAENRINET B 7D DREZFHAL T,

(1) B VLAN E— RDFREERRINR— N DERTE
[EﬁVLAN;E‘—‘ FT, DLDEI/&L"(L{D%#T?%T ]‘%(j(@ckj %ﬁ

BREDRA > M
REEZ RN HAR— ML TIE, BBER— P ZRELFHA

[O7 > RICKBERE]

1. (config)ff vlan 10
(config-vlan)# state active
(config-vlan)#t exit
(config)ff interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
(config)ff interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config—if)#t switchport access vlan 10

(config-if)# exit

LET,

1)

EE VLAN £— FT#H> VLAN ID 10 28 E L7z A — b 1/0/4 3FRENRA - P E LTHRELE
T, F/o, A—F 1/0/I0ICIEREL W CBELZFAITA2REEZ LE T,

(2) 917F=Xv 7 VLAN E— ROFTIBRAR— M DERE

74%377VLAN%— FT nuuﬁbfglﬂfl_{n ??Ef@'éﬂ?—]\%‘{/"(d)ckﬁ %Y’E

[SREDHA > K]

LT,

ARz 2R -+ 2T 7 AR- M ELTHEL, RENRA—FEZFELEEA

[O7> RICKBEERE]
1. (config)# vlan 50 mac-based

(config-vlan)ff state active

(config-vlan)t exit
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(config)# interface gigabitethernet 1/0/10

(config-if)#t switchport mode access

(config-if)# switchport access vlan 50

(config-if)# exit

MAC VLAN ID 50 ®R—» 1/0/101Zxf LT, SRELAEWTCHEEZHFATHREEZ LET,

9.1.6 A Web E35E DB D{ERX

Webuqu/XTi\@fg E%J:Oj/7’f7l/ NEIVAD)YS /TE%J‘ETL/?’L@%C‘:L, WﬁwebuquDB
OIERZEITVWE T £/, T TICHE Web fR3E DB ICBH SN TV A - EHROBEZITVE T,

(1) I—FDER

?‘JEBCT%%O)J P T &1 set web-authentication user 2> K¢, —4%1D, /S27—F, VLAN ID
BHLE T, koflTlx, USERO1I~USERO5 ® 5 1 —H¥452&8ELE T,
(37> RAA]
#f set web-authentication user USERO1 PAS0101 100
It set web-authentication user USER02 PAS0200 100
#f set web-authentication user USER03 PAS0300 100

it set web-authentication user USER04 PAS0320 100
#f set web-authentication user USER05 PAS0400 100

(2) I-—YEREE LHIR
BEEAL—F D82 T~ F, VLAN ID OEEB LU0 L—FOBRIEROFIETTVLET.
(@) /SAT—REE

[O% > RAA]
It set web-authentication passwd USERQ1 PAS0101 PPP4321
2—41D (USER01) ®/8A 7 — RF#% PASO101 75 PPP4321 iICEE L £,
#f set web-authentication passwd USER02 PAS0200 BBB1234
2—41D (USER02) ®/¥A7T— K% PAS0200 75 BBB1234 ICEE L £ 9,

(b) VLAN IDZE

[O< > RAA]
#f set web-authentication vlan BBB1234 200
2—4%1D (BBB1234) ® VLANID # 200 ICZE L £,

() I—1HIRR
[O<> RAA]

#f remove web-authentication user PPP4321
a—4%1D (PPPP4321) #HIBRLE T,

(3) Wi Web 5R5E DB NDSZBR

set web-authentication I~ > KB XU remove web-authentication I~ > R TE#k - BEL/-1—Y
155 % B Web F83E DB ICXBLL £,
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[O<> RAA]

#f commit web-authentication

9.1.7 ANBWebFREEDBD/NY I 7 v
N Web RIEDBONY 77y TBEXONY 77w T 74U 6DETEZRLE T,

(1) W@ Web §2&iE DB 0)/“‘/ 7ﬂ‘/7°

e Web §83F DB 7* 5 store web-authentication 2> RTNv 77y 7 74 )L (IROFITIX
backupfile) Z{ER L £7 .

[OY > RAA]

#f store web-authentication backupfile
Backup web-authentication user data. Are you sure? (y/n): y

(2) A Web 525 DB M85t

Ny T Ty T 774 (IROFITIE backupfile) 75 load web-authentication I~ > K THE Web &
ik DB Z/E L £ 9

[Ov > RAA]

#f load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): y

91 8 Web :umu E@Efi
Web FRELEEOEHIFIROFIETITVE T,

1.8 Web SREIEEND 7 7 T L ENAHREE (PCHE) TIERLET,

2.KERBEANOTI>L, ALY RFo L7 MUIC Web SREIEHEZENT 571 L7 NUZERLET .
BEHE77TIILE 2TERLET L7 NUERTIC, 77 1ILERXRFZ(E MCBEHTBMLET .
4.set web-authentication html-files 17> KT Web RiBEEZ SR LU E T,

X 9-7 Web SREIEEDEER

#f mkdir docs N

#f set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y

executing...
Install complete.

1.74 L2 bV docs Z1ER L, BENIC, BRI A7 7 A VEZEZXET,

set web-authentication html-files 2~ > N TE#k L7z Web FRiLEHE % clear web-authentication
html-files 2~ > FCHIFEL £ 9,

X 9-8 Web S3EIEEDHIFR

#f clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
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Clear complete.

9.1.10 dead interval #gEIC LB RADIUS H—N\77tX%Z 1 8BHD
RADIUS 4 —/NICREY

1 5H® RADIUS 3= N\ EREIC% D, dead interval #aEIC X > T, 2 5BLUED RADIUS ¥ —/3A
DT 7R AT Db - I-5E, 22747 L—33>a< > K authentication radius-server dead-
interval TRE SN 222 W THEIO RADIUS H—1NAD 7 7t ZIZRETICIX, clear web-
authentication dead-interval-timer I~ > FEZEFTLFJ,

9-9 1 &8HE®RADIUS H—/N"ADLIWEZ

#f clear web-authentication dead-interval-timer
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9.2 Web SREIBIE{ERFS S

9.2.

(1)

172

Web FREEHEHANBEAMETANBE AP TEHEBEMNET 27 7 A LEZRITRLET,

s UJA VHE (77 A% : loginhtml)

« uZ 7Y MEME (7 7 A4 : logout.html)

s TUlA VRINEE (774 L4 : loginOK.html)

s urA VRKEE (774 NV% : loginNG.html)

s U7 METHE (7714 : logoutOK.html)
e 07 MEREE (7 7 A L4 logoutNG.html)

& Web FREEEHE 7 7 1 LI HTML B TIER L T< 723\,

HTML EiCiZ, JavaScript &S0 54 7 > MR 72 CEIET 2 FEBIXMERRIETT A5, H—1
TIXRTHEIILUFEIIMFEHTEETA. T/, perl 2ED CGL BIFELZNTLZE L,

772U, usz4 VEE, BLXOUT7Y NEETIE, WebfBilEDA 2% 7 2 — AHORBHPRETT,
oyA VEEICDOWTIE [9.2.1 vr4 VEE (loginhtml)] %, 02777 MEMEICDWTIE [9.2.2
o7 hEE (logouthtml) | 22 LT 2E 0,

Fio, [£87 FBHLI—RAvt—VLIT7-FREFBRHMEER] ITRLARELT—AvE—VHEBEEH
ABZENTEET, FHTESL 77 A LVBIRODEBYTT, 77 A ILVOIERGIEICONTIE, [9.2.3
FBIELT—RAvt—T7 74 (webauth.msg) | 2ZHBL T ZE 0,

s WELT—RAvE— (7 74)1% : webauth.msg)
512, Web 797 DOBRICAVICERRTATA AV HANEZ DI ENTEET,
e Web 7999 DBRICAVIZERT ST A2 (7714 : favicon.ico)

==
TR

ANBABEREEBIUORIFLT — X vt =YD 7 7 A VEIE, BT ERICRLET 7 ANLEE—R
SHTLEE N,

1 O71>E@ (login.html)

Web ERiFicu 74 V35K, 2—FID ENRXAT—FOANZT7IAT Y MW LERT AEE T,

SRESRM

Oz 4 VEEO HTML 7 7 A V2 {ER T ABR1%, IROFBISRTERZHT ANTLEE 0,

R9-3 O71HEHEICHERSRTE

SERAE =173
<form name="Login" method="post" action="/cgi- a7 A ViRE%E Web SRiEICHERT 2720 DR TT,
bin/Login.cgi"></form> ZORBIFEELZNTLRZE W,
<input type="text" name="uid" size="40" I—HID Z$EET 570D T, size &
maxlength="32" autocomplete="OFF" /> maxlength DI OFERIZEE Lz WTL ZE 0, £
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=153

?ﬂ
i
s
0%
i

<form></form>DWEPIZRE L TL 2, Fz,
maxlength 13049 6 ML EOKFEZFHEL TLLZE 0,

<input type="password" name="pwd" size="40" ISAT — REHEET 570 DR TT . size &
maxlength="32" autocomplete="OFF" /> maxlength DA OELRIZEE L s W TLZE W0, EF

<form></form>DWERIZREL TL 2 &V, Tz,
maxlength 130479 6 DI EOFAFRE L TL S0,

<input type="submit" value="Login" /> Web fREEICO 71 VERZITD 72 DICERTY, C
DOFERIIEFE L 2N TL 2SN, Eii<form></
form>DWEBICEHE L TLEE W,

I

.
7"

¢

N

login.html 7 7 A JLIZ, 1ZAD 7 7 A L& BEEMT 23581, BEEMTT 27 74 IVEBOEHEIC” /7
(RFvra) @B LTSN,
() < img src="/image_file.gif" >

(2) =EH
074 VHEmE (loginhtml) ©Y—AFlERORITIRLE T,
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®9-10 O7«>@E@A (login.html) OV—=2F|

<?xml version="1.0" encoding="euc—jp”?>

<IDOGTYPE htm| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body>

{l-—= ===== Body ===== —)

<center>

<br />

<table width="100%">

<tr><td align="center” bgcolor="#2b1872">

{font color="#ffffff"><b>LOGIN</b></Font>

</td></tr></table>

<br /S

Please enter your ID and password.<br />

<br /S

<{table><tr> R EHET (- e = =7
a E-;]E - ~ Z Al ;R
Ctdbuser 1D</td> A ViREEWebFREEICHE R T = DLk

<td>

</td>

/tro<tr>

<td>password</td>

<td>
' <input type="password” name="pwd” size="40" maxiength="32" ;
I autocomplete="0FF" /> !
</td></tr>

<{/table>

tormd WebSBEEIS 14 L ER £1T S f=sh DFRi

<br /><br /><br /><br /><br /><br />
</center>

</body>
</html>

(3) O74 > EERTH

174
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o-11 O74a>EE (73VHRRH)

LOGIN

Please enter your ID and password.

user ID |

password I

Login

9.2.2 O777NEE (logout.html)

Web S ETO /1 Y LTWA Y SA T b AUy 7y h2ERT 27-0DOEE T .
(1) SRERMG

T 77 NEEO HTML 7 7 A L2 EKT 1L, IROFBITRT B ZHT ANTL ZE 0,

xX9-4 0777 NEEHICHERRE

173

il

SMAIE

<form name="Logout" method="post" action="/ |« ©Z 7~ ME/E%E Web IRiEICIERT 572D DERTT .
cgi-bin/Logout.cgi"></form> CORRIFEELZNTLZE W,

<input type="submit" value="Logout" /> Web REEICT 7T MERZITD 72OICERTT. D
ERIEEE L W TL 280, Eii<form></form>DHA
ERICREL TS,

I

p=3

¢l

N

logout.html 7 7 A VIZ, 1ZAD 7T 7 A IV EBEMNT 251, BEMTTET7 7 A ILEOKEIL” /7
(RFvva) 2BEL TSN,
() < img src="/image_file.gif" >

(2) F=EHI
o277 bEE (logouthtml) OV — 22RO LE T,

175



9 Web SREEMDERTE &EH

®9-12 0777 ~EE (logouthtml) MDY —2H

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body> . = o _ .
{l-—= ===== Body ===== —) OJ7 % MMEEENebEREEICHRTRT d1zH D

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">
<font color="#ffffff"><b>LOGOUTL/b></Tont>
</td></tr></table>

<br />

Please push the following button. <br />

B Y S (e
<br /><br /><br /><br /><br /><br />
</center>
{1—- ===== Footer ===== —-> WebSBEEIZO 5 7 FERETS fzH DR

</body>
</html>

(3) O777 NEEXRRH
0777 NEEOFERIZIROKIZRLUE T,

®9-13 O777hEEA (77VHRRA)

LOGOUT

Please push the following button.

Logout

9.2.3 FEITIS—AvytE—T 771 (webauth.msg)

LT —RAvE—T7 7 1)L (webauth.msg) 1§, Web §8iE0 7 > F£721& Web FBiE0 777 h D%k
MR EEE CRRT A A v - VRN L7 74V T,
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TI AN NREDFIMLT — A v =T ANBZ AL, ROFBIIRT 9IfTORX v =V LR
HILT—RAvE—IVT 7 A NEEHRLTLIEE N,

XRO-5 FEAIST—AyE—IT71ILDOBITORE
1T8ES e

117H 7 B, =YD 7213827 — Rk %2R > 72358, & L<I1d Web F83E DB IC K 5583EL T —
LSBT A A v -,
[F7 4N MRA =]
“User ID or password is wrong.<BR>Please enter correct user ID and password.”

217H Radius IC &K BREEL T — L Lo B/BEICHNT 2 A v -,
[F7 4N MRA =]
“RADIUS: Authentication reject.”

317H av7 17— a vk, Radius BREORE L %> T 5%, Radius ¥ —/NERERE & OFEREASHEL
LTWAEWESIZHIT S A v =,
[FT74LhAvE—]
“RADIUS: No authentication response.”

447H FEBEOILT 47— a Y ORERD, TRMEREREOBREDTHICTTA U TELRVIBEICH
NEEAyE—=,
[FT74LhAvE—]
“You cannot login by this machine.”

547H TUT I LOBRBEORENEELBAICHNTEIA -,
[FT74hxvE—]
“Sorry, you cannot login just now.<BR>Please try again after a while.”

61TH TuT I LOHREORENEELBAICHAITEIA -,
[F7A4 M XytE—]
“The system error occurred.<br>Please contact the system administrator.”

71TH TUuT I LOEEORENREELBAICHAITEIA v -,
[F74L b AvE—]
“A fatal error occurred.<BR>Please inform the system administrator.”

81TH o7 7y MUETCPURBERLZEICE ST, ul 7y MARBMULAERICEAIT A2 Ay,
[F7AL M RXytE—]
“Sorry, you cannot logout just now.<BR>Please try again after a while.”

917H 0742 LT0WRnI—P»u s 7Y b LULIEBRICHATT 2 Ay -,
[F7x NV bRXytE—]
“The client PC is not authenticated.”

HESM

o WITHEUTDITAH-1EEE, TIANMMDIT—XAvt—V%FRLET,
o T AIURERHT, BYTI— R%2” CRHLF” £7/213” LF” 0520 THRELTLEE L,

o 1ITIZEZRADAAvE—VEIW, ¥A512XF (2A 256 XF) £TTT. ZZTRLTWVWANF
HiZidhtml ¥ 7, BiT5 77 <BR>" &AET, kB, ¥ASI2 XFEZBALNFIIOVWTITER

L&Y,
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s MAELT— Ayt =T 74 NP 10T EH > 1285EF, 10TEHDBEONAIZERL I,

(2) FEAIS—AVvE—TJT71IMERDRT > b

AL T — Ay =Y T 7 AV EICEB LT FA ML, ZOFEF HTML 7+ A ME LTHEALE T,
L7eHoC, BRELT— A v —Y EICHTML 0% V%8 dd 5L, 205 JOBEEITWET,

1 Ay tE—YF1ITTERBRTAMBENHH7-0, TT—AvL—TJDFRRA A—JICE T2 ANV
G, T L2 WERIC HTML 0tifT4 77 <BR>" ZA L T2 S W,

(3) F=EHI
FELT— A v =Y 7 71 (webauth.msg) OV — A% RO LET,

®9-14 REIS—Avt—I 771 (webauth.msg) OV —2HF|

A—HIDXIF/IART— FARETY

NAT— KRR ETYT

P — AR DMY FRABRO VAT LABEEEICENEHLETLESL,
CATLDBREICEBYAHY FTBROVRATLEREIZHLAHETLEELY,
VAT LEEHE (minor) BROLIESK LTHALBEERTAVZLTLESLY,
SRATLEEZEHSE (major) BROVATFLBEEEFIZENEDLETLESLY,
SATLEEREE (critical) BROVATLBEZICEHLADLETLEELY,

DRTLNSERKETTBROLIESK LTALAST 7 FLTLESL,
A4V LTWERA

(4) =Bl

FROFBHELT— Ryt —Y T 7 AL EHEHL, SAT—-FREREICED, arA itk LizEE0ou s
A VREEOFE 2 IROKISRLE T,

9-15 O79 2 RMEE (757 HRRH6)

2—YIDR £/ VR T— FHFIETT (12)

back | close

9.2.4 Web SREIEEY 7

Web §83EEE O HTML 7 7 A Wi Web RiEEE Y 74 EEA LI & T,
IT7—AvE—V%aRRTEET,

=111
[s2a!

19

EELICa 71 VR
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BE I HEZZ BT & Web 8iEEAR ¥ 7O AGHLEZRORITIRLE T,

&9-6 WHKYT—HE

o1 o777 o741 o74q o777 77

IITREC BHHICKRRY 2T  HiE AN ~REh DS 7 h5E A S

[z EE HIE THHE AUEE
<!-- Login_Time --> BV k3! — — O - _
<!-- Logout_Time --> sy AN =S L - — O — 0
<!-- After_Vlan --> =545 VLAN ID*3 - - O — —
<!-- Error_Message --> I5—Ryt—X — - — O _

4

<l-- Redirect_URL --> ARV - - _%5 - —
<l-- Session_Code --> L - - - - -

(A1) O:EEEICFHERTS —  EELZEREES
bt N B Gy RO Ad: 7] 8
EX2 FREEICE > TEHRIBLDET,
04 VERIEE  BEU ST TSR
as 7y NETHEE : 9777 MEESTE T LK,
EX3 wurA UBIhE, 1—YNEE%{TS VLAN ID,
Ex4 urArFEZu 7Y MBRRLEBEOT T —ER,
EX5 EELICRRUEEAD, FERIINEBOY v £ URL 2 RFLET,

&

BEFNCOVWTIE, [9.25 FOMOBEEY > IL] 2BBLTLEZE L,

9.2.5 Z0fOEmEY > I

Web #ZiFEHE (loginOK.html, logoutOK.html, loginNG.html, logoutNG.html) &% > 7Ly —2%

ALET,

() O71>EihEmE (loginOK.html)

074 YEINEE DY — AHEB L OERRAZRORITRLE T,
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9 Web SREEDERTE &EH

9-16 O79 > EIEEODY—2ZF] (loginOK.html)

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body oncontextmenu=¥"return false;¥">
{l-—= ===== Body ===== —)

{center>

Login success

<br /><br />
<Table Border="0">
<Tr>

<Td Align="left">
Login Time

</Td>

<Td Align="left">

</Td>

<Td Align="left">
Logout Time

</Td>

<Td Align="left">

</Td>
<Td Align="left">
A
<STr>
__________________ — =mEIebIhG SSa, P
<bX1— Redirect URL ——>%/b> REERIRD T v > THERLE J

<br 73br 75

<form>

<input type="button” value="close” onClick="window.close()” />
</form>

<br /><br />

</center>

<br /><br />

= ===== Footer ===== —>

</body>
</html>

i

~
i

loginOK.html 7 7 4 Wiz, @207 7 A4 L ZBEEMT 2855813, BEMITT27 7 A LBDOFEHEIT” /7
(ZFvra) ZEd LTSN,

() < img src="/image_file.gif" >

B, ¥14F3Iv 27 VLAN T— N T3, FRIEERINICE DL OMmEKAFIEY % VLAN 2810 b 572
B, loginOK.html O 1 AWK EWIFEICH 7 A VRINEESREBEE TERERSNENWI EPHD T,
%7z, loginOK.html 7 7 A WIZIERPD T 7 A L EBEM T Lz & &1, BIEMMT L7 7 4 VDER
WCRRSNBZNWT EPHDET,
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9 Web SREEDERTE &EH

9-17 O74 EYEAE (757HRRH)

Login success

Login Time -——20XX/01/11 10:15:28 UTC
Limit Time ———20XX/01/11 11:15:28 UTC

(2) O77YNETEE (logoutOK.html)
a7 77 NETHEHEOY —AFB L OERFZROKITIRLET,

9-18 O777 R NETEHE®OY—XF (logoutOK.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">
= ===== Body === —)

<center>

Logout success

br Dbr >, N5 F7Y FEIRRSY

<br /><br /><br />

<form>

<input type="button” value="close” onClick="window.close ()" />
</form>

<br /><br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

I

.
7"

¢

N

logoutOK.html 7 7 A Wi, EH D7 7 A Lz BEfT 5561, BEfITT257 74 LEZDKEHE
7/ (AT vy va) 2EBLTIEE N,
() < img src="/image_file.gif" >
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9 Web SREEMDERTE &EH

9-19 O777MNETEE (737HRRH)

Logout success

Logout Time ——20XX/01/18 09:50:58 UTC

close

(3) O7a>/O0777 MEEE (loginNG.html / logoutNG.html)
uryAr,/arz7y MEREEO Y — A8 KRR 2 RORIRLUE T,

9-20 O71>/0777% MNRMEEODY—ZHI (loginNG.html / logoutNG.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">

= ===== Body === —)

<center> IS—AyE—URFTEYT

<br>

<br /><br /><br /><br />

<form>

<input type="button” value="back” onClick="history.back ()" />
<input type="button” value="close” onClick="window.close ()" />
</form>

<br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

AR
loginNG.html, logoutNG.html 7 7 4 JLiZ, 1E2D 7 7 A Lz HEEA T 21581, EEFIT27 7
AINVBDOFEIRIZ” /7 (ATva) R LTS 0,
() < img src="/image_file.gif" >
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9 Web SREEDERTE &EH

9-21 O74>,/0777% K NBEE (757FR5RH)

2—YIDR £/ VR T— FHFIETT (12)

[back | otose |

183



9 Web SREEMDERTE &EH

9.3 SSL EitHAE O %
93.1 H—/IRBLRE(ERT BEE

SSL A —/\GEBRE S Z1ERLT 5121, openssl 238 < BRIEASAE T . openssl AEIET 5 OS ZIRIC
RLET,

« UNIX % OS
» Windows 5% OS (cygwin A EI{EAZE)

openssl #FEfT LT, Y —"GEHAZEE#AZ{ER L 9, openssl 1.0.2 IEDN—Y 3 V2 FEHLTLES
Vo F7z, openssl ORBFICEL T, A—T >V —XTHBopenssl D KF 2 XY FEHRBLTLES
Wy,

9.3.2 T —/N\GIAEERDIEM
Y — NG S B OMERICE 72 5T, openssl ICATIT BEHMEIROFITRLET
F 9-7 openssl CASIT B1ER

e A - &Ik
pass phrase for server.key P—NENZAT—F
Country Name a—Fr
State or Province Name EERFR A
Locality Name THTA 4
Organization Name il el Al e
Organizational Unit Name EEZ
Common Name FQDN 73R EBEDIP 7 FL &
Email Address EHEOBEFA LT FLX
challenge password -
optional company name -

(FLB) — : ANTARE

SSL A —/\GERAE & 13, openss] PEIET BB TIERLE T, RICFIEERLET, £/, EFTHIT
WBIRICSRT 7 7 A NEE2FERALET,

s MEEDT 71 ILF : server.key

« BREKEZBODT 7 1 IL4  server.pem

o ERLT 28 —/NEEEHE D 7 7 A L4  server.crt
o T DIERD T 7 A L4 serverinstall.key

3, openssl BIfEBREO 0> & [unix#t] & LT,
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(1)

(2)

(3)

9 Web WL\DIEo)EI Em

B — R 7 71V EHRHT B
BENA MEEDOT 7 (L (rand.dat) Z¥ELET. WEBLUI— FREVLEHA.

SSLBIETERT 2R Z1FNT
BE# 2048 ¥y & L7# (serverkey) ZIERT A2 RORITRLET

9-22 BEDIER

unixft openssl genrsa -out server.key -aes256 -rand rand.dat 2048
241 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

.................................................................. +++
............. +++

e is 65537 (0x10001)

Enter pass phrase for server,key: skkkskkxk .|
Verifying - Enter pass phrase for server.key: skkkkkxk -2

1.y —NNHDOIZAT—RE2 AN LET,
2. —NHOIISZAT—RZHEANILET,

BLEKREZEHT S

SHA256 =fER LT, #WE# (serverkey) »5BRERKE (server.pem) Z{E Y 2HlzROKITTRL
¥9. 4B, CORTANTHERIE, BELTITLOIHERLZBDOTY, ERBICIE, CARPRETITS
CAGEAZE, BXUHR CAFEHAZELEOBEICLELRERZ AL TLIZS 0,

X 9-23 BREKSDIEM

unixft openssl req -new -sha256 -key server.key -out server.pem

Enter pass phrase for server.key: skkskkxk -1
You are about to be asked to enter information that will be |ncorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank

Country Name (2 letter code) [AU]:JP -2
State or Province Name (full name) [Some-State]:KANAGAWA -3
Locality Name (eg, city) []:KAWASAKI -4
Organization Name (eg, company) [Internet Widgits Pty Ltd]:AlaxalA -5
Organizational Unit Name (eg, section) []:AX )
Common Name (e.g. server FQDN or YOUR name) []:www.example.com -7
Email Address []:admin@example.com -8
Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []: ---9
An optional company name []: -9

LY —=NHONZAT—=F2 AT LET,
2Ea-RFE2ANLET,
JEENRZZ AT LET,

4.2 AT LE T

5. 282 AN LET,
6.ERDBMZATILET,

7.FQDN 723 AEBEDIP 7 FLAZ AT LE T,
8A=LT RLVAZANILE T,
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9 Web SREEMERTE &EH

(4)

(5)

9.fb AT LEHA

T —N\EAEZER T

-days A7 a v EFERA LT, BWHAR%E 365 HE&E LY —/  iEHZF (server.crt) Z{ERLT A%k
ORI LET,

9-24 H—/\GIBAEDIER

unixff openssl x509 -in server.pem -out server.crt —-req -signkey server.key —-days 365

Signature ok
subject=/C=JP/ST=KANAGAWA/L=KAWASAKI/0=AlaxalA/0U=AX/CN=www. examp le. com/emai LAddress=admin@exam
ple.com

Getting Private key

Enter pass phrase for server.key: skkskkkkok -1

LU= NNHONAT—RFZ2AHNLET,

REICT VAN =L TBRLEODOMEREZEMT B
EEICA VA M—LT 500 ER (serverinstall.key) #4ERT 2F %2 RORITIRLE T,

9-25 WERDEM

unixff openssl rsa —-in server.key -out serverinstall.key
Enter pass phrase for server.key: skkkkkk -1
writing RSA key

L.Y—NEHONSAT—F2ANILET,

9.3.3 U —/\GIEAEELRDER

(1)

(2)

(3)

186

A < > N set web-authentication ssl-crt T, H—/ iFBHE -~ fREEH > REBICBHELET, F/-, &
M CAEHENS & 5156, V—NIHASBIUOWEREFRRICEFLET, WICFEIEEZRLET,

H—/N\EIAZE LR EARE(CIHEXT S

MC ZHHT 55, AT~ R sftp, scp 2 EICE > T, 1B L2V —/\iEEHE FE#E 2 A2 EB 1T %
LEY, £/, #HCAEHEEIHLHEIL, FRICAEBICETELEI,

FE CAIREZ#ERT 5

Ff CARERAZED H 215813, BT 2HFE CAEHAEO 7 v A VA EFLE T, 72, BEHOFE CA
HFEAE (IROETHITIEZZDD 7 7 1 )L root.crt & next.crt) BHBFBEE, 77 AL E2T—IJLT—2D
774 (ca.crt) ZERLE T,

9-26 i CA SEEAE D #EfiR

#f cp root.crt ca.crt
#f cat next.crt >> ca.crt

H—/\GIAE L REAKEICERT S

EEEHET-NTOIA LT, ALY T4 LT MY —NGEBAE (server.crt) LHLE#
(serverinstallkey) #BEZ %9, £/, Ff CAEAFE (cacrt) PH25HEE, AL bTF4 L7 MUK
i CAEIEZEE £ 7,

T 7 AN EBWIIREET, BRI < R set web-authentication ssl-crt #ET L TAREBIZEHFLE I,



(4)

(5)

(6)

9.3.

9 Web WL\DIEo)EI Em

9-27 H—/\iIAZSERDER

#f set web-authentication ssl-crt

Set path to the key: serverinstall.key

Set path to the certificate: server.crt

Set path to the intermediate CA certificate: ca.crt

Would you wish to install SSL key and certificate? (y/n):y
Install complete.

Please restart web-authentication daemon or web-server daemon

A=

1L WERDOT 7 A VEZEELE T,
2= NGERAED T 7 A VB ZIEELE T,

3.HE CAREHED 7 7 A VB ZHEE L £ 9. ] CAEAEZEN ZWIHBAEX, [Enter] F—-7202 AL
£,

4 AH UIRERELIFNE, yEASLET,
&B,ﬁﬁﬁtﬂ,ﬁ—ﬂﬂﬁé,W§%,B£U¢ﬁCAE%%@W§%E%ﬁ@%Iyﬁ%biﬁho
Z07k®, ELWEASbEOY— NEHS, WER, 5 X0 CATRBELBR LA, 1215
HTWS%@muf@nﬁ4>ﬁ¢@mﬁ7vrﬁWﬁvga<a@iﬁo_@;o@agm,ﬂﬁbt&

HECMERZ VS TAHIBR LD E, BEELVHAGDEDOY —N\GEAE, WEH#E, BIOHH CA
ERAZE ZEH L TS,

E%i "&ﬁ@w’d’ é

EH I+ > KN show web-authentication ssl-crt %7 LT, ¥ —/ViEBAZE, E#E, BLOHHE CAE
BHENEBRINTVWAZ L ZHELET,

9-28 H—/\iIHAE L ROEFRED

#f show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key 1 20XX/03/30 14:05
SSL certificate : 20XX/03/30 14:05

SSL intermediate cert: 20XX/03/30 14:05

Web t—/N\%ZBicEd 3
JEF O~ » K restart web-authentication web-server 25T LT, Web VY —N\Z2HEH L £,

9-29 Web #—/\DEHICE]

#f restart web-authentication web-server

Web t—/\DEEF ZHERT
ps A~ Y REMHALT, Web¥—\ (httpd) PEEILTWAR I EEHRLET,

B 9-30 Web t—/\DiCEnHE:R

#f ps —auwx |grep httpd

root 471 0.0 0.1 212 672 77 S 6:19PM 0:00.52 /usr/local/sbin/httpd -DS WA -D
SSL -DWA SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd

4 T —/\GIBAZE SR OHIBR

#H O~ >~ N clear web-authentication ssl-crt T, AREBICEHF LY —\iEAE, WER, B LOHH
CAFEAZZHIBR L E T, RICFHZRLET,
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9 Web SREEMERTE &EH

(1)

(2)

(3)

(4)

188

t—/\SIERE - B = HIBRT B
EEEHELT—-FNTtRY 1 LT, EHI <Y N clear web-authentication ssl-crt #FEfF L TB&E L7z
B — ) NEEREE, TE#E, BXOHRE CAFBHEHBRLEDT,

B 9-31 Y —/\SIBHEZE LB OHIER
#f clear web-authentication ssl-crt

Would you wish to clear SSL key and certificate? (y/n):y e
Please restart web-authentication daemon or web-server daemon.

Ly ZANNT A&, BT —NGEHE, WER, BIOTHE CAAEZEZHIRLEI.

HIFRZ 529 5

M a2~ > N show web-authentication ssl-crt 21T LT, Y —/\ViElHE, E#, BIXOTE CAGE
HENSHBSN TSI 2B LET,

9-32 #H—/\EHAE SR OHIFRHESD

#f show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : default now
SSL certificate : default now

SSL intermediate cert: -

Web ty—/\%zBicEd 3
A O~ R restart web-authentication web-server 2%£/7 LT, Web 34— N\ZHEEL 7,

9-33 Web % —/\DOEICE]

#f restart web-authentication web-server
Web #—/\DicE Z 2T 5
ps I~V FEMEALT, WebH—/\ (httpd) MEEBIL TSI L %2R LET,

9-34 Web #—/\DicHNH#ER

#t ps —auwx | grep httpd

root 471 0.0 0.1 212 672 77 S 6:19PM 0:00.52 /usr/local/sbin/httpd -DS WA -D
SSL -DWA_SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd



I\/\AC SRS D fEER

MAC 8k, ZfEL7 L — L\@%fET—EMACTFI/X%:DﬁEb, VLAN
’\@77’12;(%Uﬁﬂ%f?5%% T—d_o ;@E-’C lZ MAC 38 Fod Oblfﬁgﬁbi
ERS
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1 0 MAC ¥y EEG)QEDH

10.1 #i&

2—HID, NAT—F&2ANTE%PC DL %EE T3 IEEE802.1X X Web 8k 2 MATE 97,
MAC BRREIE L —H 1D, AT —=REZANTELWVWTY) V& s EOBBETHLRIEEITI 12O DEEETT,

BESNER—NMIZETHIL—LOFEETMAC T RLUATERIL, HiEEN/- MACT7 RLA%ZE
DI LU—=LREFPEEEHFIISNET,

723, DHCP snooping #8E & N 7zi5a, MAC RIEONRE L BHIHARD 5BFE SN2 ARP /Sy b &
DHCP /84 v M & MAC 8B3E & D 4612 DHCP snooping DR &R & 7 % 72, DHCP snooping T S
N7y ME2TW MAC BiEOXHRELZD X T,

(1) SRELE—NK
AEBRIWIORTRIEE— FEYA—PLTLET,

s [EE VLAN £—FK
AN LT3R D MAC 7 RL 2% MAC 7 RL AT —7ILICEHE LT, VLAN NEETE 5 &
;bi@“o

« ¥4+ v 27 VLANE—F
AN LT=dHE, MAC 7 KL 2% MAC VLAN IZB$: L T, RO R Y v 7 —7 LR
I NIV EFHLET,

5475 3v 27 VLAN £— RO T, BERTOWAKNVFEY 5 VLAN ZF8EEAT VLAN EFOE g, &
7z, EBAEE D VLAN % &85E% VLAN ERFUE T,

(2) SRELAI

AEBIIEE VLAN €= F, ¥4+ 3Iv 27 VLANE-FOESL 508 EE— FTH, WITRTO—H)L
FREARE 72 IZ RADIUS FREEARD EB 52O AKX BIRTE L9,

.« O—H LRI
REBICHE L7258 DB (W& MACERSEDB &M U'EY) ICMACTRLRAZERLTEE, %
BLZT7L—LDOMACT RLRED—H %2 R L CRIET 2HRTT. v b7 —27HIZ RADIUS

P—NEBPL VNS Y T —ZICELTVWET,

» RADIUS gBiF A=

Z\/I\V JHICEE L7z RADIUS ' — N2 FHWTERET 2 A Td . HENHFEOKEZ L1 v b
JICHELTWET,
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10 MAC SRREDERSR

10.2 > RT7 LfERfHI

ZZTid, EE VLAN £E—FB8LU% A F Iy 27 VLAN £— FOEFBIEE— NIZDOWT, o—H LR
7B L RADIUS RBFHRDOFED Y AT LR ERLE T,

10.2.1 BEIE VLAN E—R

ElE VLAN E— RT3, TN RERDSERERIO L 213, MACT RLATF—TIICEREENT, B
N7z VLAN ANEBETE R WVIREETY . FRIEARINT 5 &, WMiRO MAC 7 KL 2% MAC 7 RL AT —
TIZESRL, VLANHNBETESLDIZEDET,

AEBETE, FER—PELTROR—- I NEFRETEET,
s TULAR—-
. bR
FF Y IR=PMIZA-TE Tagged 7 L—LB LU Untagged 7 L —LDFNERITRLE T

« RO 7 L— 47 Tagged 7 L —L 04, I, VLAN Tag TREN7- VLAN IGEETE
E@—O
« FIERFDO 7 L —24h5 Untagged 7 L —L0HE, FBIEBINER, 31717 VLAN ICEETE T,
10-1 Tagged 7L —A$H KU Untagged 7L —ADHKW

Tagged 7 L—LDIFZEIL, RILKINE,
VLAN Tag TR -VLANIZ@ETEET,

AEE | L2R A v F
/ ) / VLAN 10 |
1 1 1 |—|—
i VLAN 10 ! i L i =T
: ! ! L =
L J ; :
____________________ !
ST Y : [ F—
: : ] i =1
i VLAN 20 i |: T :l i \\| [ a—N,
a R N g
e J T SO
| 1
. : '
| A T4 FVLAN i ; i
I 1 i 1
L . L VLAN 20 J

Untagged 7 L—LDIFEIL, FBEERINE,
A T4 JVLANISEETEZET,

7z, FBAERT VLAN NTHEE LWIBEIE, BEEMA IPvA 72782 X N TEBICRELR 7 1 V¥ &
ERETDVEFHD LT,
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(1)

(2)

192

O—AILEREEAR

O —HIFBIEARIE, MACRRIEONREZBKR— PN TRELL T L —LDEFTMAC 7 RLRE, W
MAC B DB IZBH SN TWA MAC T FLAEZBEL, =B L CWIIRRERIN & L CBEZ#HFNT
HHRTT .

X 10-2 BEE VLAN T— ROO—HIILEAADER

EDOPCL EF, IEEE
802 1XFE = (IWebzEE

TS

<MACEREEDRA > k>
FRELZICMACT F LR & &8

B, a—HLEREEARICE, MAC 7 RLRAZIFTRAET 5H%EE, MAC7 RL A& VLAN ID & D#
HREDETHRETHHENIHVET. CNOOFEE, 207471 —3>a< > N mac-
authentication vlan-check TERTZ% 9,

MAC 7 FL A& VLAN ID IL X 2 BBERORERMFZRORITTILET .

F&10-1 EZE VLAN T—ROO—7AILESEESAO VLAN ID BE

Ay T -2 PIRE MAC $85E DB O VLAN ID 827
v > RETE alv) ::: 08
EEl)) MAC 7 RL A& VLAN ID THR& L & MAC 7 RLARZUITHELE T,
£l
L MAC 7 RL AR THBRELET, MAC 7 FLARZUTCTHRAELEY,
RADIUS E38EA=C

RADIUS B3FARE, MACFRIEFONRELBR— N TRELLZ TV —LDOREETMAC T RL R L,
RADIUS 4 —NIZBHFENTWVWA MAC T FLAEZBAEL, —B LU TWNIFEREERThE U CEBEZEHT
TH5HRTY,



10 MAC uaquEo)ﬁfFuH

10-3 EZE VLAN £— R® RADIUS sREEA N DHER

EDOPCL E(F, IEEE
802 1XFE = (IWebzEE

TR

<MACEEEEDRA v k>
RELZICMACT F LR & &4}

723, RADIUS 8BiEARICIX, MAC 7 RL AR TEET S2HEE, MACT RLAE VLANID &0
HABDETHBAETAHESGHVET, NSO FER, I 74 7L —Y3>3< > K mac-
authentication vlan-check T:EIRTcxZE 9,

MAC 7 RL A& VLAN ID I & 5 BERDFRERMFZIRORITTRLE T,

#F& 10-2 EZE VLAN T— RO RADIUS FREEAT D VLAN ID BBE&

A7« L—>3>
a7 REE

B

Z=l)) MAC 7 KL A& VLANID TH&LZT,

L MACT7 FLR7ZUTHRAELET.

%72, RADIUSANOBVEDRICAVWS/NNZAT -, 27471 —¥3>»3v 2 F mac-
authentication password ’("“”’”’C ?{f £9, &B, 2717 L— 337 N mac-authentication
password ARE SN TV WEEIR, RiEz2iTO MACT7 FL A%/ AT—RFELTHWVWET,

10.22 91473y 7 VLANE—R

(1)

¥4 3w 27 VLAN E— RTlE, REHI VLAN ICINB SN T W2 BIERE K %2, FRIAFAINIE, PE
MAC £83F DB 7213 RADIUS 2B &N TWwW5 VLAN ID 2#FH LT, MAC VLAN & MAC 7 RL &
T—TIWIZBER LU CERI% VLAN ANOBEEZHFAILE T, D, IR IHREVPDEIZRD ET,

« MAC VLAN &ESN TS MAC R— F2FREER— M & LCEGE

it, FREFHT VLAN WTEBE L WIEEX, SRHEHEAIPvE 72718 2V 2 N TEEICDELR 7 1 LY &4
BRETADRENHDET,

O—AILEREEAR

O— N VEREARIE, MACRRIEONRELEBR—FTRELZTLV—LDFEEFETMAC T RLAE, WE
MAC 8% DB ICESHRENTWVA MAC 7 RLRAEZBE L, =B L TWHILEREERRIN & L TR MAC 3
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10 MAC wmnE@ﬁ*uH

(2)

194

ol
[0
Eun

it DB IZE#H SN TWw5 VLAN ID 2/ LT, MAC VLAN & MAC 7 RL AT =7 LIZESL,
% VLAN NO#fE 2 #F A 55K T,

®10-4 91472y 7 VLAN E—ROO—-NILREEARDER

PIEIMAC

____________________

<MACEEEEDHRA > k>
SRR ICMAC VLANENMACT KL X
T—TIVICNACT K L X & &8k

FRREATVLAN

S

RADIUS le\DIEjlj__t

RADIUS Z3EARIE, MACFREOMRELBR— P TEE LT LV —LDFXETMAC T FL AL,
RADIUS $r=NIZEHREINTNA MAC T FLAELZBEL, —HL TV RADIUS ICEFESI N T
% VLAN ID #{fH LT, MAC VLAN & MAC 7 R L AT —7)IZB8k L CRiE% VLAN ANO#@(E % 7F
A9 5hHTYT,

%72, RADIUS ANOBWEDLRIERT A/ AT—RIE, 27471 —¥3>a< > N mac-
authentication password TERETEE£9, I 7« 7 L — 3 > a7 K mac-authentication
password BSRRE SN TV WEEIE, RiEd 5 MAC 7 RLAZ/SAT—RELTHERALET,

10-5 917X v 7 VLAN £— RO RADIUS SREEARDIERL

RADIUSH—/X

<MACEEEEDRA > k>
FREE#ICMAC VLANEMACT FL X
T—TIVICNACT F L R & &8k
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10.2.3 MAC R— M IZ dot1q sXERDENE

MAC R— M2 dotlg AERESNIZBEOEEIC DOV TIE, [53 LAV 28R @EORKEE] %
<IEE 0,

\\\>ﬂ7
c
~
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1 0-3 DIL\DIE%
10.3.1 SREEREUEOBIE

WRDRBIEICR L35G, —ERE (HRRERERREHFUEY) I MACRIETORIEEZ LEYA. B
FRE R A PRRERE, D CRRRELEZ TV E T . EHOWKR CRAERBIEN ThNIZ5E, FRICHR
AERFEREIRR 2 BRI W AR B 1024 5T,

7B, 22747 L—33ravr R mac-authentication auth-interval-timer 12 & > CTHFR LR BRI E
ERETEET, FESN/-FHRitFEEBEZEEL TH, 5 1 HUNICHD CERIELEZITWET,

10-6 SRELREEOFS —T >R

IHR REE RADIUSH—/\
EEDNNTY b
o DUH]EE* ey
. I'-"L HE%E&
FEON\TY [
R o
FED/INT Y b BRSPS R
BRE
FED/INT Y b
o FRELE R
| . HMHIE%E&
FEO/NN Ty b [
= A ERaE
BRI PR

10.3.2 EHARVASREIEK

FEERINEE, RADIUS Y —NOREERE RS2 72012, 8BEERII A & —ERE T RADIUS ¥ —/3A
ﬁﬁ GEESRAUE 2 EfE L £

EE@E’J@E REESROFER, FRERIN T H T MAC SREERRB IRk S & 9775, FRRERB DB B IXEEIAIC
FEARO MAC RRAEREZ IR L £ 7,

P

FAEERITH AT I > 7 0 /'L —3 3 > 37 ¥ N mac-authentication timeout reauth-period T&JE
T % 9,

BB, WADEILREOD & &, RADIUS Y —/\OFERE#R TN ARDRIMER VLAN OELZITZEET 5
&%, ER 3~ F clear mac-authentication auth-state TR DERILREEZ IR L TL 2 & W,

10.3.3 3=&l5RE

MAC FRREDBHIFRIEEMEIC DWW T, [5.3 LAV 2FREEEO#KAE] 2B L T EZS W,
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10.3.4 EREEAERRTOTN

(1)

(2)

(3)

(4)

IR DRRERIR TN IRDORITRLE T,
i% 1 0—3 DIL\D[E:E |\ [ t o)ulb\u[EggB?jj__t

EE VLAN F1+rIv7

SRELARRRTTC F—R VLAN £—R

BRI A I OO RR AL AR BR

BRI Y FIC K AR R

LR AN — b D) 27 5T I K B ERIEARRR

EREETE AR O HEB(E BiAR 1T & B ERREMERR

VLAN BEREIC & 5 FRREARR

RAETTROY) O B 21T & % FRAEAERR

FRAEE — FOYI DB X & 5 EREE PR

O|lo|O0OJO0|lO|O0O|0O0]|0O

MAC REEDBIEI & % SRAEARK:

BIRICER S N7z VLAN OHIBRIC & 2 FEREAERR

R RN — S AOBENIC & B EREE AR

O

OlO0|lO0|O0O|OCO|]O]O|]O]O|0O|O0O

TER B REAEZ K CREREARRUIC & & REREARFR

O

(LB O:HUR—F —:#gHE%nL

E_k;g UL.H%Fﬁt H%o)wu\nﬁﬂﬂ}?

a7 427 L—3 332 K mac-authentication max-timer CHRE SN - B AEGEEB 2B 154
12, TREIMICEREPREEAZMBIR LE T, COBICHESN-BAEHEEEZERL T, S 1 HLIN TERIHR#
BRA&IThNET,

%P, 274 7L —3 3 rav K mac-authentication max-timer CRAERFEEZERLZD, T
FEULAD L72GE, BEREROMKICITEASNT, IREFRER» ORENEDE LD ET,

EROY > RICK BEREHERR

EH < > N clear mac-authentication auth-state © MAC 7 K L ZBALIZ, 58FIRICEREFRR S T & &
To B, A—MAC 7 RLATHERD VLAN ID ILFRHEZIT-oTWAEBEIE, AL MACT RLAZHE
ORI NCHEBRLE T,

E:E%Eﬁﬁuﬁxgﬁf— I\ 0) U > 7 9\'-7 > (: ct é mu\uIEﬁgB?

TEEEAMARDPERGE L TVWBER— DV 75 2 LEBRIC, 38T 28— MRS N ciROR
AEZ MR L9,

aggftfﬁ&ﬁﬁuﬁ;ﬁ@,mﬁfn *ﬁ (CKD nlunIEﬁ‘FB?

FREEEAHRICK L, MAC 7 RL AT =7V 2EAHNICERT A2 LT, MRPSOT VXA H L0 %
FrvIZ L TWET, FHTIWMEPSDT 7B AN WRENFWZBEIZ, BEIRIC MAC $REEDREF
REEZMERR L, EREERTO VLAN IDICINARZELE T, 72770, [DEOBRK 2 EDEE TERIENER S
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(6)

(7)

(8)
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(10)

(11)
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Bty nEo)%qzuE

NTLEDZEZFSTDIZ, WRPOLDOT VAN L >TH 58 605 (60 MWEHTER), %4
5 MAC 7 RLZAZFEDHEKDP DT 72 AN % WIRESFE WSS, RiREL2MRLET. 45,
ZOBMIEI Y7 4 7L —3 3> 3< > K mac-authentication auto-logout T 1 #HA O % 3 E T
TETH, BELHEERITEEE 60 WEHCTERT 28EE LD ET,

A%y ZEETIE, EEEEROREI RA3SE (180F) EMshEd,

%B, ZOWEEIZIY T« 7L —3 3 >3 K no mac-authentication auto-logout TEICTEZ E T
(772 AR WREDP W BE TOLREINICT 777 b LG LERENEEE) .

:7‘/74 TV —arvavy RTERE
ICEENZUROFBIEEFERLE T,
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EI/L\
7,
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[av 747 VL—2 a3 vy OEENE]
e VLAN ZHIk L 7z15&
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#RAk 7 RADIUS B8REA R A2 5 0 — A LRRREARICTI D D > 258, 7230 —ARREARA 5
RADIUS SBiEARUCYID B D - 72358, I RTOWMAKRDRIAEZEIRLE 7,
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AV T4 L—aravy RCRIEE— R EDS
—d—o

MAC SREEDIELEIC X B EREHERR

a7« 7'/ varyavwy RTMAC nqu@fE%fyﬁU%&é n<MAC uqufJ‘ch_l:bf_ h‘jl:l, -g_/\\—(@liz#ﬁ
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R LE T,
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10.3.5 SREEZAHIRR
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FEEEAMADP AR — FEEBE LZHEICOVWTE, [53 LAV 28 EEOKE] 2L TES
W,

10.3.7 7H7> bEE

PRRERERIIIRD T 7177 MEREIC K > TRE#R S NE I,
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(M 7Ao>hsO7
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HASNBTAREREZROERIRLE T,
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HMEZHEATEET . 7H7 Y MEBICIZROBERPEFRSINE T,

o REEEH | ERRERRIIRE ISR ORI ENE T
Y —NiCEEsR S N BEl, MAC 7 RL A, VLAN ID*
RELAERRTER RAMREICROBHRA TR S NE T,
F—NIZEERS N, MAC 7 KL A, VLAN ID¥, F8iERIhD & 0iEARRR & T ORm R
Ex
SRS NARFICOVTIE, [#£10-7 RADIUS Accounting T 9 /@14 ] ® NAS-Identifier
DIHEZZML T ZE 0,
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(3) RADIUS H—/\\DEREHEIRECER

RADIUS 8BiEARDBEL, RADIUS H— "> TW HHAEEIC & - T, FREERI)FRRERMA R S
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10.4 A MAC §85F DB & U RADIUS H—/XD#E

firg

10.4.17 MWEL MAC 835 DB D #EfE

(1)

(2)

(3)

MAC it —H IV ERE AR 2 FEH T 51 ”éfg’if HAENCWEL MAC 823E DB 21/EK 3 20 EBH D F
9. 77, KREEDONEL MAC B3k DB | i/\/77/7°i3c120{§75’(é°i'§'
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iEDBIcEELE I, A I~ N remove mac-authentication mac-address T&#x L7 MAC 7 KL
ZADEBROTEET,

B - BESN-ARIL, BRI~ > F commit mac-authentication A EfT S N 7-BEE T, WE MAC 2
fEDBICRBLENET,

78, A I~ N commit mac-authentication THE MAC £2iF DB "D KM %175 7156, IRIERE
FROWmRICITER SNT, REGRE» B ERDET,
FE
Wit MAC BEEDB #4153 v 7 VLAN E— FCERT 31B481%, BEBICROBICERT 2 0NE
NHOET,
« MAC 7 L AZ#KIZNT VLAN ID 2 E L TL7Z& W, VLAN ID &g I TW AL,
ZFOMAC 7 RLRIRIELT -V ET,
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M 3~ > N load mac-authentication T, B—ANVFEIEAIIER LN 77w T 7 A UH 5, HE

MAC FRSE DB OETTHATE LT, 72720, BEXEETI 5L, BERIGEAI Y F set mac-

authentication mac-address TE#k - B L TWARIIEESNT, BN SNT-ARICBEEZWDD £
T, ERPULETT,

10.4.2 RADIUS H—/\N0)#EfiE

MAC §R5E®D RADIUS FRiEA R Z R 212472 > TiE, TR MAC 7 RL A &/8 27 — K% RADIUS
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ROEESMENRAT—RELTREELET,

« I—HIDICEH L MAC 7 FLREF—D MAC 7 FL A
« 29 ID IZHEDTFS

&REEE VLAN DERE

547 3v 2 VLAN £— N CRREERINRICTI D B X 23EE% VLAN 2RO XS ICREL £ 7,
1. Tunnel-Type I Virtual LANs (VLAN) %&7E (i 13) LE9d.
2. Tunnel-Medium-Type 12 6 2 E L £9 .

3. Tunnel-Private-Group-ID i VLAN ID 2 ROERTHE L £ T,
¢ BFXFTHRE
B : VLAN ID #* 2048 OB&, SUFEFIT 2048 =37E
o XFH|” VLAN” 1282\ T VLAN ID 2 $FNFTEE
Bl : VLAN ID %% 2048 O34, VLAN2048 % 87
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%3, Tunnel-Type, Tunnel-Medium-Type, & Tunnel-Private-Group-ID D =D D BEHEAT R T

BESNTOARWKETY A+ I v 7 VLAN £— FCHERLLHE, 8% VLAN EL TR A T4 7
VLAN Z#RL £,

IV\AC WL\DE% WE%?% RADIUS -U-_/ \“O)E'HE
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x10-5 MACSBEICTERT 2EMR (ZD 1 Access-Request)
Bl Type (& EHER

User-Name 1 MAC 7 KL A, F721% TR 10-8 MAC 7 KL Z+VLAN ID B4#ER]
THERLEZEELET,

User-Password 2 MACT7 RUVR, F73ar 747 —aryavy RTRESNIINA
JT—REEBELET,

NAS-IP-Address 4 N—=TNy I HT2—=ADIP 7 RUVAEERIL—T Ny I A2 F
Tx—ADIP 7 RLAZEWAL, EHESNTLZiFnE RADIUS =N
LBETAHA I T —ADIP T RLAZIBMLE T,

NAS-Port 5 EREE L TV B EREEEALI O Ifindex 2L £ 9

Service-Type 6 Framed(2Q) 2% EL £ 9,

Called-Station-Id 30 TV IRTIEARL Y FOMAC T RLATY, AEED MAC 7 K
LA (ASCII, "-"REID) ZHMLET,

Calling-Station-Id 31 FEERAD MAC 7 LA (/INXF ASCILL, “-” RETD) #HELET,
5] - 00-12-e2-01-23-45

NAS-Identifier 32 EE VLAN £— FTI, fRERERZINAL TW\5 VLAN ID 2 HFXF5
THHELET,
1 : VLAN ID 100 ®#5& 100
YA4F3Iv 7 VLANE—RTIE, 20747 —yaryavy R
hostname CIEE SN/ BEBELZHEEL LT,

NAS-Port-Type 61 Virtual(5) 2 %E L £ 3,

Connect-Info 77 XT3 YOREERT LT ZEMLUE T,
A— bk ("CONNECT Ethernet")
F+ 3V Z7L—7 ("CONNECT Port-Channel")

NAS-Port-Id 87 REER— N 2HBANT 272DDOXFFN#BMLE I,
R—1+ ("Port x/0/y")
F ¥ 2V ZN—7 ("ChGr x")
(x, yICWEHEISAS)

NAS-IPv6-Address 95 V=N 7428 T2—ADPv6 7 KL AEERIIIL—T Ny 7 A~

Y72 —ADIPV6 7 RL AR, FEESNTHiaFiX RADIUS
B NEBETAA VY T—ADIPVE 7 RLAZIBH L E T,

£ 10-6 MACERIITERT 3EMER (D 2 Access-Accept)

Bl4a Type fE HEA
Service-Type 6 Framed(2)2BHI S NS : MACERRIETIZF = v 7 LEH A,
Reply-Message 18 (RAER)
Tunnel-Type 64 14> 3Iv 27 VLAN E— FEHCERA LT,
VLAN 2R3 13 TH57»%2F v 7 LET,
EE VLAN E— FEHIEA L EH A,
Tunnel-Medium-Type 65 4> 3Iv 27 VLAN £— FEICERLE T,
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204

B

Type f& EHER

IEEE802.1X & E#DE 6 @ Tunnel-Medium-Type Td 2 7%
FzvIZLEY,
EE VLAN E— FEHIEA LA,

Tunnel-Private-Group-1d

Y45 3Iv 27 VLAN E— FERICERLZ I,

VLAN 2R THFZXFEHE 7213 “VLANxX”

xx & VLANID 2% L £ 9,

272U, HEO 1A 7Ty OREN 0x00~0x1f DFEIE, Tag
ERLTWVWAHDT, ZOHFEFE2 47T v NEPSOEN VLAN
ARLET, KEO 1A 77y hORED 0x20 LEDBEIX, &
S VLAN #5R L E T,

F72, A7 4L —3>a< > Fname CHRES N VLAN
ZIRPTERE SN7HEL, VLAN ZFRICWSd 5 VLAN ID #1H
ALY,

EE VLAN £— FEIIER LA

% 10-7 RADIUS Accounting TERT 3EHER

e Type f& 5

User-Name 1 MAC 7 KL A, F£721% [®10-8 MAC 7 KL Z+VLAN ID B4E
] TERLEEZEELET,

NAS-IP-Address 4 NASDOIP 7 RLAZMMALE T
VN=TNy IL Y HT2—ADIP 7 RUAHRERE, L—T Ny 71>
YTz —ADIP T RLAEZBMLET, 48, ZnLHHE, =&
BEAAVY7—ADIP 7 RLAZEILE T,

NAS-Port 5 EREF L TV B EREEHAI O Ifindex 28I L £ 9

Service-Type 6 Framed(2)%&EL £ 7,

Calling-Station-Id 31 WARD MAC 7 RL A (/INXF ASCIL “-” KEJD) 2FELET.
5l : 00-12-e2-01-23-45

NAS-Identifier 32 EE VLAN £— RTlZ, FiEKRZINA L T»5 VLAN ID 28FXF
FITHELET .
f5l : VLAN ID 100 o5& 100
¥4F3IvZVLANE—-RTIX, av747L—Yaryavrs R
hostname TIEE SN EBLZIEE LT,

Acct-Status-Type 40 FRRERLINERIC Start(1), FREEMEPREFIC Stop(R)EEM L £ 9,

Acct-Delay-Time 41 ARV NREERDPOIEET HETICELEE () 28HLEd. 272
L, OoOBHEIIEHIhETA,

Acct-Input-Octets 42 Accounting & (ZEAX 7Ty M) 2EMLET ((0)EE).

Acct-Output-Octets 43 Accounting 88 GEEA 277 v M) 2L ET (O)EE).

Acct-Session-1d 44 Accounting T&# = #7195 ID (GRIERT), FRAEAFRRICEIL CIXE UE
T9)o

Acct-Authentic 45 FRIEHFRZERT RADIUS, Local DES S 2B L E T,
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Bt Type B SHER

Acct-Session-Time 46 FREEMRRR T B £ TORE () =ML E T,
Acct-Input-Packets 47 Accounting &8, (B3 v M) 2RRMHLES (OEE).
Acct-Output-Packets 48 Accounting T GXE/87 v M) ZBMILET (O)EE).
Acct-Terminate- 49 Accounting & (tv ¥ a VKTER) 2L EI.
Cause ML, [ 10-8 Acct-Terminate-Cause TOYIMTER| #5HE,
NAS-Port-Type 61 Virtual(5) 28 E L £7 o
NAS-Port-Id 87 LT A AR— R R T B72ODOXFIN B LE T,

AR—~ ("Port x/0/y")

F v 27 NV—7 ("ChGr x")

(X, v CIEEASAB)
NAS-IPv6-Address 95 NAS D IPv6 7 RL A %ML £ T

N—=TFNy 74 ¥ T 2—ADIPv6 7 RLARZERIE, L—F Ny A
VE T —ADIPV6 T RLAZBMLE T, 4B, Zhbshx, =N
CHEETAHA YT —ADIPv6 7 RLAZEHML LT,

& 10-8 Acct-Terminate-Cause TOYIMIER

YIKER & RS
User Request 1 AR AR DO BRI K D EIRT L 7z,
o WA ARDOR— NEEERE LB E
Idle Timeout 4 RAERKOBIEH < 7o 1 - YT L7z
o HEEEERRRESEBR LSS
Session Timeout 5 mAEREEOZBIBIC X DL,
Admin Reset 6 EHEEOBRETUIN Lz,
o FRAFHfUTIV T4 L — a3 RHIBRLIBA
» O~ > ¥ clear mac-authentication auth-state #3517 L 7215&
NAS Request 10 YNVF ATy FERED L —HERRERINC L D I L 7z,
Service Unavailable 15 PR AR D AR — MBI R A L7, BEED R — b TRARRIIRARE
B U772l L7z,
Reauthentication- 20 BSEICRE L 72,
Failure
Port Reinitialized 21 A—1+D MAC »EH LN,

s Y uFT U LIEE
o VLAN %HIk% 7213 Disable I L7254

e I 7 4 L—3 3 >»av K switchport mode Z2Z ¥ L7254
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MERE S DFEFFEICOWVWTIE, [5.2 LAV 2R EMBREE OFRFEICHONT] 2B LTS 0,

(2) MACERELO7 5 ANEEE LGS

MAC uLqupU77L\7PE:jI-&§j L7235 7‘/7]‘I:I,

EAEHR DT R TCOFREDV RS NE T JO5E, BEERICH
FEEEEZIT> T I2E W,
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MAC 2RiFlE, ZELE7L—L20%ETMAC 7 RL A%E
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ANDT 7 A EITOKETT., ZOETIEI MAC SEEOA L —> 3 >

IZDOWTFHBALE T,
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MAC SBEEDERTE L EF

v RACIR

11.1.1
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OV R—E

MACZEO I 74 7L —Ya>avy F—BE2ROFITRLET,

®11-1 2>7147L—>a>avR—E&

av > RE

A

aaa accounting mac-authentication default start-
stop group radius

RADIUS Accounting #f#fHd5Z & EREL £,

aaa authentication mac-authentication default
group radius

RADIUS ISR TRIAETHZ L2 RELE T,

mac-authentication auth-interval-timer

FREERAER, ROFBIEAPITHON S £ TOHERIER R
ZHELE I,

mac-authentication auto-logout

WARDPSDT T AN R VIRENFENT WA L2
H U CERAE IR T 2B ERhic LE 9,

mac-authentication dotlg-vlan force-authorized

MAC A — hiZ switchport mac dotlq vlan BEH &
B5EIC, Tagged 7 L —LZRIERIMIEELE T,

mac-authentication dynamic-vlan max-user

¥14F3Iv 27 VLAN £T— R CRRIETE 5 MAC 7 KL
AHETRRELET,

mac-authentication id-format

RADIUS gBiEARZEH LT A4, RADIUS
P —NAERIFEKRT % & &0 MAC 7 F L AER % &
ELET,

mac-authentication logging enable

MAC FIEDEET 7' A v —V %, syslog $—/V5ET
FBA—LT FLR5ET (E-Mail /) ITXELE
ER

mac-authentication login-failed-logging disable

MAC FR3E CRUBER MR ORRGE D 7 O 2k L &
ER

mac-authentication max-timer

R AR ZEELE T,

mac-authentication password

RADIUS #—=NA\DORWEHERIERT /327 —
FEEELE T,

mac-authentication port

MAC FBEEZITI R - P ZRELE T,

mac-authentication radius-server host

MAC FBFEERIC RADIUS =D IP 7 F L 272 &
ZRELET,

mac-authentication static-vlan max-user

EE VLAN £— R TRIET&E 5 MAC 7 R L A$ %215
ELET,

mac-authentication system-auth-control

MACFRET—E v ZHEH L £ 7,

mac-authentication timeout reauth-period

RADIUS % — /A ~ERIFRIEER % T 2 M2 Bt
LET.

mac-authentication vlan-check

FREEREIC MAC 7 R L RAINA, VLANID 8 i8&9 %
ZEEBRELET,
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MAC fBiEDER I~V Y F—EHZROFRITRLE T,

*®11-2 ROV R—E

av > RE

A

show mac-authentication login

MAC SREECRRAEHEAD MAC 7 FL AZFRRLE T,

show mac-authentication logging

MAC FEED B J1EREFRRLET

show mac-authentication

MACEEED IV 74 7L —2a v aFRLET,

show mac-authentication statistics

MEtERERTLE T,

clear mac-authentication auth-state mac-
address

FRAETE AR 2 AR ICREREARRR L £ 9

clear mac-authentication logging

#Eu /ERE VT LET,

clear mac-authentication statistics

fatEmzos U7 LEd,

set mac-authentication mac-address

Wi MAC 883 E DB N~MAC 7 FL ZZBH L X7,

remove mac-authentication

Wi MAC 883 DB 7*5 MAC 7 FL A ZHIBR L £ 7,

commit mac-authentication

WEMACERREDB 277 v Y a X EVICRELE T,

show mac-authentication mac-address

WiE MAC B8RE DB I B SN Ele TR L E .

store mac-authentication

W MACEREEDB 2 1\w 77 v 7L ET,

load mac-authentication

Ny I Ty T774h6NE MAC 23 DB # L LE T,

clear mac-authentication dead-interval-
timer

dead interval ##EiC & % 2 BB LED RADIUS ¥ —N~DT7 7

t2A» 56, 1 BHO RADIUS 4 —NADT7 7L AICRLE T,

restart mac-authentication

MACEREFu /I L2 FilEE L £ 9,

dump protocols mac-authentication

MACFBED ¥ > TERZINE L F T,

11.1.2 EZE VLAN E— RDEEE

(1) O—AILERAHBANDERLRERE

E7E VLAN €= T, 0—HEE AR Z2HERT 5 ETCOERNLZREZRORITRLE T,
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11 MAC SREEDERTE & EF

11-1 BEZE VLAN ®— ROO—AIEREEAROERER

PREARICT O EATED

_____________________________________

_____________________________________

IEEEB02. 1XFE =(&
WebZB3E TFRE

MACEE BIE %t S # 2

(a) FRELAR— bDEE
[BEEDRA > N
MAC BiECERT 2R — 2B ELE T,
[O7 > RICKBERE]

1. (config)#f interface gigabitethernet 1/0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config—if)# mac-authentication port
(config-if)# exit
RAEEITOWMARDPER SN TVAR— MIMACERIEEAFREL £ T,

(b) MAC SREEDERTE

EREDRA > K]

MACERiED > 74 7L —2a>vavy FEFRELTMACREEZEICLET,

[Ov > RICKBETFE]

1. (config)# mac-authentication system—auth-control

MAC Btz #2# L %9,

(2) RADIUS FBEEATNDERKLRERTE

E7E VLAN £— R, RADIUS RBiEARZ MY 2 ETCORERNLHREZROMIIRLE T,
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® 11-2 BEE VLAN T— RO RADIUS FRREATXDEXIER

FREERICT O ERTED

RADIUSH—/N\
192.168. 10. 200

_____________________________________

IEEE802. 1XZF =&
Web;{]ﬂj.—t—c ﬂbﬂ

MACER xS S Hs PC1 PC2

(@) FRELAR— bDEE

BEEDRA > N
MAC FBEECHEAT 2R — F2RELE I,

[O7 > RICKBEE]
1. (config)}f interface gigabitethernet 1/0/3
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f exit
RAEZITOWMARDPER SN TVAR— MIMACERIEAFRELE T,

(b) MAC SREEMDERTE

EREDRT > K]
MACEGEDI Y 74 7L —3>a<wy FERELTMACEIEEZERNICLE T,

[Ov > RICKBEHRE]

1. (config)#f aaa authentication mac-authentication default group radius

(config)# mac-authentication radius-server host 192.168.10.200 key "macauth
ik % RADIUS Y —NT9 572012, IP7 RV A& RADIUS#ZERELE T,

2. (config)# mac-authentication system-auth-control

MAC Rz E#H L £ 7,
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11.1.3 917Xy 7 VLAN E— RODEE
(1) O—NLESRAANDOEARRERE
§4F3v 2 VLAN £— KT, RIESFREEAT S ECORRNLRELRORICRLET,

B11-3 9973y 7 VLAN E— ROO—-NILZEEARDOERER

PREAHRICT O EATED

L3RA vF
oDpEEE@ EE%ET&VLAN
(VLAN 20)
AgE Lo i
N VB 1/0/4 L
SBEERVLAN =
(VLAN 10)
HUB
M [EEE802. 1XZE =1
Webﬂ{]ﬂE—Cﬂbﬂ

EETET=T=T=1=T1]
ooEEoEE

MACEERE X M= PC1 PC2

(a) EREER— bDERTE
[EREDRA > K]
MAC BRECHEMAT 2R - hE2RELE I,
[O7> NICKBERE]

1. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)} switchport mac native vlan 10
(config-if-range)# mac-authentication port

(config—if-range)# exit
RIEZITOWMAKDPEHRSINTVAR— M MACFRIEZHELE T,

(b) MAC FREEDERE

REDRA > K]
MACEREED > 74 7L —2a>av >y FEHRELTMACRIEEZEMICLET,

[O7 > RICKBEEE]

1. (config)# mac-authentication system-auth-control
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MAC FFEZHEB L £ 3.
(2) RADIUS SREEARNDERKIRERE
#1453 v 2 VLAN £— FT, RADIUS BiEAHR%ERT 2 L COBRNAREL ROMITRLET,

11-4 91473 v 7 VLAN £— RO RADIUS SBEEA R DERIERL

RADIUSH—/N
192.168. 10. 200
L3RA wF
BEFVLAN
. LeTIIIIIIIIIIIIIIIIIINNNNNNNTTR (VLA 20)
A#E | 1/0/10] ' 1/0/11
I I 1
i N8 VAL
BEERTVLAN < ] |/
(VLAN 10)

HUB

IEEE802. 1XF f=1d:
Web;{] BE—C At ﬂ

MACEERE X M= PC1 PC2

(a) EREER—bOFRE

EREDRT > K]
MAC FBAETHEAT 2R - P 2RELE I,

[Ov > RICKBEHRE]

1. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)ff switchport mac native vlan 10
(config-if-range)#f mac-authentication port
(config-if-range)#f exit
RAEEITOMAIEHR SN TV EHR— MIMAC RFAEXHELE T,

(b) MAC SREEDERE

[EBREDRT > N]
MACERRHEDaY 74 7L — 3> A<y FEHELTMACEREZEMICLET,

[O7> RICKBETE]

1. (config)# aaa authentication mac-authentication default group radius
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”

(config)#f mac-authentication radius-server host 192.168. 10.200 key "macauth
L% RADIUS H—NNT9 572012, IP7 RL A& RADIUS B2 ELE I,

2.(config)# mac-authentication system-auth-control
MAC BB LE 7,
1 1 1 4 MAC ulb\n].—t@/ )( _QEQEE

MAC BREECRE T E D /NTIA Y ORESFEZTHAL £7,

(1 ) wu\nIEH_jCH%FﬁO);QLEE
EREDRT > M
EREEVE A DY AR % SR HI R EREE AP T AR ZBE L £ 9,

[Ov > RICKBBTFE]

1. (config)#f mac-authentication max-timer 60

SR I FRAEAERR T B R 2 60 DICREL X7,

(2) EE VLAN £— RDEPEEADEE

[EBREDRT > N]
EE VLAN £— RTCERHFTE 2 MAC T RLUABZRELE T,

[Ov > RICKBEETE]

1. (config)# mac-authentication static-vlan max-user 20
MAC §REDEE VLAN £— RTFRIETZ 2 MAC 7 FL ZDH % 20 IR EL £9

(3) RADIUS #—/\DEEE

REDHA > b
RADIUS 88iE N CEM T % RADIUS = N2 REL £ 9,

[0V > RICKBEHE]

1. (config)# aaa authentication mac-authentication default group radius
RADIUS = NTRILT A LD ICRELE T,

4) THhIT12TDEE

[EBREDRT > N
THIVT 4V TEFETAHEIDIRELET,

[O7 > RICKBERE]

1. (config)#f aaa accounting mac-authentication default start-stop group radius
RADIUS Y —=NIZT7 AW v T4 v TEHETAHEDICHRELE T,
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(5) EREIEFIC VLAN ID HERET BEE

EBREDRA > M
FRERRIC, MAC 7 FL A5 T7%< VLANID AT 525/ ICRELE T,

[Ov> RICKBETE]

1. (config)# mac-authentication vlan-check key ”@@VLAN”
SREEREIC VLAN ID 3 BEL 9,

¥7z, RADIUS #B3EAR T, MAC7 FL A& VLAN ID &% “@@VLAN" OXFETDRIF72XFF

T RADIUS ANfELWEDEE T,

(6) RADIUS EWEDE/NZAT— RDIFRE

[BREDRA > M
RADIUS NOEEOBIERT 5/8X27 — FEREL LT,

[Ov > RICKBEHRE]

1. (config)# mac-authentication password pakapaka
RADIUS NDBERD/SZA T — K& LT” pakapaka” #8%EL £,

(7) SSELREUR DRI MREERE

EREDRT > M
FRRERAR DIREFEREE COFERERERFREZREL 7,

[OY > RICKBERE]

1. (config)# mac-authentication auth-interval-timer 10

ARERAR, 10 TREIEBRICHERIEZITO L ORELET,

(8) TEHRRVASREAIEKDEA%ZRE

[BEDHA > K]
WA ORAKITOVT, RADIUS 9 — SEBIMERIEERE T 5 M RELE T

[O7 > RICKBEEE]

1. (config)# mac-authentication timeout reauth-period 7200

EHANERREER 2 2% 7200 ICBREL£9 . 4B, EFNERIELZ L WEEIE, mac-

authentication timeout reauth-period 0 Z&8E L T 72 & 1,

(9) 9\\{j_ v 7 VLAN €—R @mu\nﬁéﬂmaﬁﬁg

EREDRA > M
¥4+ 3Iv 27 VLAN E— FTEIHETZ D MAC T FLAKZRELE T,

[O7> RICKBEHE]

1. (config)# mac-authentication dynamic-vlan max-user 20
MAC REED ¥ A+ 3 v 7 VLAN £— R TRRIETZ 5 MAC 7 RL A0 % 20 BICEREL 9.
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(10) HARHDSDT T AN VVIRREZ 1R U TEREEAEIR I BB EZ E(CERTE

REDRAL > KN
EEEEA MAC 7 RL AZEDMERDPSD T 7L AN R WREASHEWT LA L WL H I
ELET,

[O7 > RICKBERE]

1. (config)# no mac-authentication auto-logout

FEEEA MAC 7 FLAZEDWMARD S DT 72 AN 2 WVIRESHR N T HERERR S B2 WEREE L
ESCA

1 1 1 5 IJIL.\EIIEB?&*@ L-'-Ejj_lf

MAC FBEE CRREN RN E T 272D DREZHHAL L9,

(1) EE VLAN T— RDEEFRHNR— N DERE
EE VLAN £— FT, RIEL G WTEEZHAITAR— P ZROLDIZHRELE T,
[EBREDRAT > K]
AR T HR— ML T, BIER—FZ2RELET A
[O7> RICKBERE]
1. (config)# vlan 10
(config-vlan)ff state active
(config-vlan)t exit
(config)#f interface gigabitethernet 1/0/4
(config—if)# switchport mode access
(config-if)# switchport access vlan 10
(config—if)#t mac-authentication port
(config-if)#f exit
(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)ff exit

EE VLAN £— F TS VLANID 10 ZFE L7=AR— b 1/0/4 1TI3FRER - FE2RELET. &
7o, A—1F1/0/10 ICIEFREL 2 W CHEBEZHFAI I 2HEEZ LE T,

(2) 91F+Xv 7 VLAN E— ROREFFAR— M DERE
47 3Iv 27 VLAN E—RT, BELZVWTEBZHFA T AR - F2ROKXIICREL LT,

BREDRA > M
REEZ RN HAR— ML TIE, BBER— P ZRELFHA

[O7 > RICKBERE]

1. (config)#f vlan 10

(config-vlan)§f state active
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(config-vlan)# exit

(config)# interface gigabitethernet 1/0/4

(config-if)#f switchport mode mac-vlan

(config-if)# switchport mac vlan 20

(config-if)#f switchport mac native vlan 10

(config-if)#f mac-authentication port

(config-if)# exit

(config)lt interface gigabitethernet 1/0/10

(config-if)# switchport mode access

(config-if)#t switchport access vlan 20

(config-if)#f exit

%4+ 3v 2 VLAN £— FTHS MAC VLAN ID 20 Z8E L7zAR— b 1/0/4 IZIEFRFEAR— 25
ELET, £z, A—1 I/O/10ICEREL 2 W TEFEEZHFITIHEEZ LET,

(3) dot1q E&E MAC R— k DITEEBRARE

[BREDRA > K]
dotlg BEMN S N7z MAC R— b Tagged 7 L — L %2 RAERIMCRE L £ T,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/20
(config-if)# switchport mode mac-vlan
(config-if)#f switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)#t switchport mac dotlq vlan 100
(config-if)#f mac-authentication port
(config-if)# mac-authentication dotlg-vlan force-authorized
(config-if)f exit

MAC BBREDFREN R A —  1/0/20 12§ L7z, VLAN ID 100 %8> Tagged 7 L — 4 % 88iEFR4T
K9 2REZLET,

11.1.6 A MAC 535E DB D1ERK

MACERRES AT LOBBREB LIV T4 L —2 a VOFRENTT L7zh &I, HE MAC 583t DB
ZERLE T, F7z, I TICHBIMACERE DB ICBHR SN TV HINAEZBIEL 9,

(1) MAC 7 RLZADER

set mac-authentication mac-address 2~ > K¢, FREXNRO MACT RLAZEIZMAC T RLU X,
VLANID 28 L %9, MACT7 L AZHDOEHIT AH=KRISRLET,

[O7> RAA]

#f set mac-authentication mac-address 0012.¢200. 1234 100
#f set mac-authentication mac-address 0012.¢200.5678 100
#f set mac-authentication mac-address 0012.¢200.9abc 100
#f set mac-authentication mac-address 0012.¢200.def0 100
#f set mac-authentication mac-address 0012.¢200.0001 100
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(2) MAC 77 RL RI&sRHIBR
BEREAMAC 7 RLAZHIBRLET,

[3<> RAA]
#f remove mac-authentication mac-address 0012.e200. 1234
MAC 7 KL Z2(0012.€200.1234) #HIBR L £ 7,

(3) Mg MAC 535 DB NDRIR

commit mac-authentication 2~¥ > KT, set mac-authentication mac-address 2~ > FE LS
remove mac-authentication mac-address I~ > K TE$% - HIkk L7-1E#® %, WE MAC 52 DB 12/
[ =

[OvY> RAA]

#f commit mac-authentication

11.1.7 A MACESEEDB DNy 77y
WEL MAC 883E DB DNy 77w THIE, BERUONY I T YT T 7 A Nh 6 DETLHEZRITRLET
(1) WEMACSIEEDB DNy I7 v S

i MAC 323F DB % & store mac-authentication 2> R TNv 277 v 77 7 A4 ) (IROFITIE
backupfile) Z/ERLL %7

[Ov> RAA]

#f store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): vy

(2) Mgk MAC 535 DB MO1ET

Ny 77y T 774 (ROFITIE backupfile) 7*5 load mac-authentication 2~ > FTHjE MAC &
ik DB Z/E L9,

[OvY> RAA]

#f load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): vy

11.1.8 dead interval #g8E(C & D RADIUS H—/N\77tX%Z 1 BBHD
RADIUS —/NICRET

1 £#B® RADIUS 4 —NPEGEIC% D, dead interval #4gEIC & > T, 2 BEHELE® RADIUS #—/3~
OTF7 7RO EEbL-25E, 22747 L — 33~ K authentication radius-server dead-
interval TRRE SN7-BH 2722 W THEIO RADIUS ' —1NAD 7 7€ ZIZE T2, clear mac-
authentication dead-interval-timer 2~ > F%E{TL £ 9,

11-5 1 8B® RADIUS f—/I\A\DYI)EZ

#f clear mac-authentication dead-interval-timer
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12 TIFRTy TERE

12.1  f&SH
1211 =

YVF ATy TR, LAY 2EREE A S DY TR (1 BREORGE) &1 —YE8EE (2 BEOR
it) D2 BERRIE2 952 & T, ERMARZERT A ERLI—FRFICT 7 A%2FFAILET, Thick-
T, RELZ—HRIED» 5 ORELFELAAHKICE LT 7L A2 HRTE LT,

TLF ATy TREOHEZROKNIIRLE T,
1 2—1 7)[/9:ZT Vi 7°mu\ul—t0)ﬂg

:L WA —‘Iﬁ*uunIE
(2% 8) (1%8) N\

X 7 s exr

ﬁ—’ =T — " PR
—%
FEI—Y

ERImER TEE

~
X 7 rexr

— B T
pa—
iEfEl—*ﬂ: ¥ HiAHIGR AEE
.
4 ™\
O rrexna
—_— s = ———
& oy—=9
L Eiﬁ:l.—*f % ERIHER AEE

S
(RL) ]E CEBEER— (BRELIEHR)

12.1.2 HR— M&EE
(1) 7)[19:17_ v 7°|:vm|:|IE7b Ejj«ﬁjé l/’l"\7 2 mu\uﬁw%ﬂaﬂbﬁtwmuﬁ% |\

IEEE802.1X, Web #BiE, MACRIED S5 2 D22 HAGHLETHERLE T, L1V 2RHEOMEAGDLYE
EREEE— FIZDWTIE, [5.1.1 LAV 28 EER] 22 L T 7230,

(2) 7)1/9'-]7_\/ 7°|:V|..\|:|IE0)7J-7°/ =4
CNF AT TRIFICIE, ATV aVBER LOERCILF AT Yy TR, BLUOT T a vERENHD,

aY7 47 L—3 33wy R authentication multi-step TRELE T, YILF AT v FRIAO AT
I VICDVWTIRORITRLE T,
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(3)

12 TIWFRT v TEREE

i% 12-1 7)L?ZT\/7°WL.\:|IEU)7J-7°/5/
F 7 a3 &Rl
ImARERELE 1—5%3 ) . ENERIE
@>717L—3>%)
MAC 83k [EEE802.1X & BEARTIVF AT v TR VAR FRAERRIN R 72V, T —HER
7213 Web 33 OS5 X—%72 1) BTEET,
I—HRRIERFRI A S 3 v WARERAEICR L T, T —HFR
(permissive /7§ X — %) HENTEET,
IEEE802.1X Web ik WHARFRAE dotlx &+ v 3 > ViR EREE AR IR 221, 1 — YRR
721 E MAC (dotlx /$5 A —%) BTEET,
e

R— FPBAICHEETEE T,

SRRV

TLF AT TRIETIE, RADIUS SRiEARZ T 2R — L TWET, WARRIETIX, RADIUS % —N
75 Access-Accept Z{EHEIC, RADIUS &1 Filter-1d % 721 Tunnel-Private-Group-ID O3LEF| TR

EEMEEZIRELE T, YLFRT v TRIECHERAT 2 BHER

E2RORITRLE T,

& 12-2 RADIUS H—N\TERAY 2 EIES

IRET BT F A MLFHNEXIET B FEAEE

Bt
RADIUS t— e
=5l =
(Type NOWE X5 EEN(E
{[E))
Filter-1d Ui AR AR AE A @@]1X-Auth@@ IEEE802.1X T —HY#BiFZ L E T,
(11) RADIUS ¥ = %7-13/1X-Auth
N
@@Web-Auth@@ Web RRRECL—HBiEZE LET,
% 7213/Web-Auth
@@MultiStep@@ Web F83E & 7z1% IEEE802.1X T 1 — ¥Rt %
% 7-13/MultiStep LET,
/Class=xx RIS (Y FIVEREE) CERAERINE L
(xx 1Z 0~63 £ TOHE) 9, FARKIC, 7IRABEHRERELET,
Z2H (Filter-Id REE) F/old® | WARFBEEZZT (2> 7 IVEREE) TEREERINE L
DD T =EFH] F9. VTABRIIFZELEEA.
2 —HEREEA /Class=xx I—YREE (WVF AT v TERAE) CTRRAERIH
RADIUS %= (xx 1Z 0~63 £ COE) ELET, BRI, 77 ABRERELE T,
N
UHARRRRES R L 72K TH, T—HRRE (&
Y VEREE) EHFAILE T, R 1 —U R
WEIH L7zHRIC, 7T AEREFRELE I,
%2
/MAC-Auth/Class=xx ViR ERAE SR L7 W R T, T — YRR & EF
(xx 13 0~63 £ TOHF) ALEEA. RARICI—YEREE (VLVF AT Y
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12 RIFRT v SEREE

Bl
RADIUS #— —
=5 Bl
(Type NOEE XF5 FE1E
{E)
TEREE) MEIN LTetmRIC, 7T AE#E R
LEd. #2
@@MAC-Auth@@ WHARFRAE AR L 7RI, T — YRR & #Fn]
¥ 7-13/MAC-Auth LERhA, 72, =Y (FLFRATVS
BREE) ASEXIN L7cHARIC, 7T ABMIIETE L
Fh, ¥2
Z2[ (Filter-Id REE) £7213% | WRBIEPEBLUHR TS, T—FE (&
DD FFP Y VERGE) EHELET. o, 1—YRIE
MR U7zSERIC, 7T AIERITFELEE
/110 X2
Tunnel- Uit R B8 Ak A VLAN % 5519 % 30 551%3 ¥4+ 3Iv 27 VLAN E— NCTHERLE T, i
Private- RADIUS ¥ — KEIDREICHN LIZiiR D ATE 9 % VLAN %15
Group- N ELET,
1D _ -
(1) —9RIEA | VLAN % AT 5055153 ¥4+ 3w VLAN E— FTERLET.
RADIUS ¥ — I —YRREEICEI LK 0SB 9 5 VLAN
N ZHELE T,
HExl

FOMDOXEFNZERT B5EIL, YLVFAT Y TRIEBLUY A F 3 v 7 ACL/QoS D7 5 AERTHERT 2 XF
7 ([@@1X-Auth@R@| 7?;2:) EEDHRNTL SV, REBNZFOMOIFIE LTHHBLE A

X2
I—PRRAFAIA T a VEARE L E IS LET.

%3
XEFNCIEE T 5N IL, [EEE802.1X, Web F23E, B & U MAC REEDMEFHICH 5, FBECEA T 2B 14 (Tunnel-
Private-Group-ID) &ML T 72& W,

12.1.3 FREEENE

(1) BERIILFRT Y TERER— M DENE

WK ERAE Cld, YR AAEE IR IC RADIUS B Filter-Id OXXEFNE > T2 —FREEE T 20, £k
YUIVERRECRREER I & 2 D £ 9. T —YEREETIE, RADIUS B Filter-1d OfEICBFR L <, 2 —HF%3
KK CRRERIN &2 D £ 9,

(2) A—HREEFOIA T 3 > R— NDEREIENE
I—YEEHR A T a v AR— T, RELZODF —A TR E D ET,

s —DOHO F— A, WARREEE L —VIREEA B CRREER N ET B —ATT, TDEE, HiRiRiEE
I—FEEOHMERERTILF ATy TRIEERMUTT, 4B, I—YRIFHFAA T a3 VR—-bTv
VF AT TR &AL T BIEAE, 1 —RiE0 RADIUS B Filter-1d Off % @ @MAC-
Auth@R@ & L TL 72 &1, ;*L;J:o’c, AARBELICER L & &I —YERiE =R LEH Ao

» ZOHOT -, WARRRENRBLTY, I -YREEERFAI T — AT, 4B, T—HREED
RADIUS & Filter-Id OFERIAETT, TOEZTOLI—FEREEIE, WARRIEDOKRBIRE (RELY
V) PEET HRE (MAC RRRERE R O FREAER EIRIRR) DOR7Z T ER L £9. MAC RBREREF
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12 TWFRTy TERE

OERIEREREREIE, 2> 7 ¢ 7L —3 3> a~< > K mac-authentication auth-interval-timer Tg&
TFLET,

(3) !lﬁ'ﬁ;E:vquE dot1x 7]'7°/ 3 /-JR I\O)wu\nIEE}JﬂE

U ARFREE T, WRFRAEEXIIERIC RADIUS B Filter-Id O XXFFNHE > T2 —HRRIEE T 20, /213
Y IVERRECERALARIN & 72 D £ 97 A%, WHAREFRELIC MAC F8iE & IEEER02.1X ##HHTE £9 ., 1T — U8t
i, RADIUS E & Filter-Id @{—ﬁ 5@1{*@ < d— "j‘nbu 2L - Tnu DEE‘ZIjJ}:-& D 9,

7B, WARFRIAEIC IEEE802.1X 2 EH T 25513, WARFIEICHEA I % RADIUS ¥ —/NICEZHiHR %
MAC FRREOMR E L TEHFLZVEL DI ﬁﬁﬁfﬂiﬁfﬂﬂ}@"ébﬁﬁ‘%@i@"o

12.1.4 2mlEREEAREF O/ L

RHIERAE AR IC RADIUS ¥ — /\h’%@mﬁﬁ‘ﬁlﬂc‘:é’f &, FORETRIERELEDET, HIZIE
MAC L CHARRILZ 9 A5E12 RADIUS Y — N\ 5DIREN TN E XL, TR ﬁf‘”nﬂfﬁlﬂk
mDET, B, EEIER nﬂfﬁ‘?ﬂﬁfﬂ'é DAEE— RICDWTIE, [5.3.3 HIFIEE] 2SI L TL 280,

12.1.5 FREEmARDEIE & EREAHFFR

R AROERIIROEB D T,

(1) 7)[19"17_\/ 7°nl|..\|:| ﬁ“ﬁEEOD.’IE.ﬁIE

7)1/9‘-7\7‘/75 RESARDOEIRIL, HASFRRE L/EECEE L. WOREERE CRRGERF Al & 74 - 728 R A
FEECRFAI SNz & 3, IR DEE RN LD E T, YLF ATy TRIAER—FTHI 2T
mquTEUnE?ET L7z&dld, #EITDHLAV 2 ECImARZERLE T,

(2) TIIFRT v TERAHRARDEREARRR

VIVF AT v SRR ORIEMRR L, T—PRGEICER SN LAV 2 FEOBREHICENE T,
EREF dotlx & 7 3 AR — b T EAPOL-Start 7 L — A 222 L7-F8IE, WKEREEHY IEEES02.1X,
MACFIEE B 6 DIFETH, T—FERE (Web §85F) HOMWMEKZRAMBR L E T, 72720, FHFR—H
TIEEE802.1X DAV 74 L —3 a UIRESNTVAEVIEAIL, REMBRLETA, 8, YLFR
Ty TRAER—PDEZICY VIV TRIAERT Lz &3, FHTHL AV 2 REOMBREMHITHE-

CHUEMRR L E 9,

(3) VIFRTv SRR ADEBSEALR

SIVFARATY 70?8\%&7]_3— b Tfi, uqu’{j(ﬁaL mbfjﬂuﬁEE@mL{u%*E% LEd, lﬁﬁﬂ_{@uuuﬁ'{j{ﬁa&mj_{n
ROFEDORIGZIRDORITTRLUE T

F12-3 ImARDERIEARE & EEEERDTEDMIG

IHARDIREE SREHARE MAC £33 IEEE802.1X Web S25E
AET TILVF ATy TR — RAEAHAROE | REEAHROE
T (¥R T) EEER sEEEsE ]
VU TNEERET AR A AROEEFE RN EOE | FRIIEAMKOE
g EEER EEEEX]
B8 GRib&T) YR EREE AT AR AHAROERFE RIIEFAWROE -
|x2 SRR 2
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12 RIFRT v SEREE

AR DIREE SREEIRRE MAC 538 IEEE802.1X Web 585
FREEREYL ERREAREN MAC FRIERBBICIRD  FEFRAEREMARER | Al b UEE

PRIV EMSNIGETO | RzEmE4
B 2 B %3

(FLBI) — @ xbgedt

Ex1

54 %327 VLAN £— FOBATT.
X2

WREREEAS I L, 2 —HREDERZF > TVWARETT ., COREBOFELUHEKRDO MAC 7 FL R, ¥4 F 3 v
IV JELTMACTY RLATFT—TLVTEHLET, ¥1F3Iv 71y N OEBEERKREIIE, SRTE0ER
FBEHBEICMACT FLADI—V U 7Y A L7 NOBBASTIESNET,

EX3
a7+« 71— 3 »avr K mac-authentication auth-interval-timer O EE T
EXx4

a7 47 L—3>ravy K dotlx timeout quiet-period DFREMTT o

1 21 6 |:ut.\|:1 /ﬁ& ;EGDZR_ I\Faﬂ*gib

RALFEAIADN R — MEBE L2 HEICOWTIE, [5.3 LAV 28REHEOKE] 2B LT EE 0,

12.1.7 BEPAEHS IO 7HU > O DORT

TILF ATy TERIAOTIPREE, BLXOT7HT Y T RBIROFETERLET,

s TILF AT v TRIEDRIFIREE

M 2 < > N show authentication multi-step T, <L F AT v TREDFRIEFREZ MAC 7 KL X
BATHERRLET,

s THY Y
BRI DERIY Y RT, 7HAY b uali2RRLET,
IEEE802.1X
show dotlx logging
Web
show web-authentication logging
MAC &Z3E

show mac-authentication logging

>34
iy

%‘-‘i

il

12.1.8 TILFRATv S REIHERAEDFEEIR
(1) RADIUS B4 Filter-Id MEEEICDWT

I —HEREEA RADIUS ¥ —/\0 Filter-1d OFE T, IRODITERELTLZE W,

Filter-1d @113, IEEE802.1X OFBiEAKOBEHIRTCHEA L E 9 (FEMIX 6.1 IEEE802.1X Ot

Z| o [£6-4 FRATHEATZEMNSL (03 Access-Accept) ], BLU [6.2.9 iR BEH
Rl #&BB LT 7280, IEEER02.1X THEHT 5 RADIUS Y—NNT, YLFRATy TRIAETHEAT S
T F R b XFFILAN % Filter-1d BHEICERE L2HE1E, W RKOBERIRESEEL X7,
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(2)

(3)

(4)

12 TWFRTy TERE

av 747 L—33>»3a< K authentication max-user TRE U7z 5REFEGHIIR 1L, 1 — T ERAFEDEREFE
IR L THERALED,

VIFRATY TREADBNERETIYNFRT Y TRIADEREEZEF - (FHIRT 515
EI@/IE'\

YIVF AT TR ENZAR— T, 3T 7L —Yaryav R authentication multi-step T
dotlx ZFE L T\ AT, authentication multi-step I~ > ROFEZEEE - 13HIRT 558, &
YR—-MHLTary74 7 b—¥3>avy K shutdown 2ET7L T, ﬁﬁﬁﬂ’?/ K clear dotlx auth-
state, clear web-authentication auth-state, % 7-13 clear mac-authentication auth-state TR DER
FAERRE A R L CRREEmM AR E R SN TV VWRRBICL-H &, M0 MOMREEBVWT,As I RaE
TLTLEES W, Z0%, S R—-MILTary 7+ 7L —> 332> K no shutdown 257 L TK
72E 0,

B, AL AR DB S LTV AR T authentication multi-step I~ > ROFREEEE £ /- 13HIFR L7z
BEZ, GOFEIHK-T, FHALTWAIRTOLA Y 2RIORIETO /54 E L2MACEHR 0 s
FLEHIEE LT ZE W,

VIULFRT Yy TRANBEMEIRETERA TO7 5 LA BEHT 2H5EDIR

a>7 4 7 L—3 33~ KN authentication multi-step BRESNT VB A V¥ 7 2 —ANEET S
XA U ST LR HEH T AI5AL, UTOIEFTRIETu /I L2HEFH L T2, kh, #
H L/Tw:cmmﬁj’m77A®ﬁi§mi7r£f@“ﬁ L2MAC B 075 LN TEES LT EE 0,

1.Web 223F 0 75 L » HitE GEF I~ > F restart web-authentication % %£47)

2.IEEE802.1X Yu /5 L #Hiz®) (GEFR I~ > ¥ restart dotlx % %E(7)

3.MAC RiF 71 75 L 2 g (EF 3~ > K restart mac-authentication % %£47)

4.L2MAC B u 75 L% EiLs) (B3~ > N restart vlan mac-manager % %£47)
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12 RIWFRT v TEREE

12.2 aO<Y>RAHAIR

12.2.1 aOv>R—E&
YIVFRTFY SRIFOAY T4 L —a3ravy RF—E2ROFITRLET,

x12-4 >7147L—>3a>avR—E&

v RE A
authentication multi-step R=PCVLFART Y TRIAZRELET,

CILF ATy TRIFOER IV F—E2ROBRITRLE T,

x12-5 ERAIVVR-E

AT RE Bz

show authentication multi-step YIUF ATy TR OFIERKIERE, 2572 - RATEICER
LET,

12.2.2 EE VLAN T— RDETE
ElE VLAN £— RIZE BT LF ATy TRIEOEEHI ZROKIRLET,

12-2 EE VLAN E—RICEBVILFRT v TEREEDERS

FEE

%a

1
|
1
SREERTHRVLAN :
' (VLAN 20) y

_______________
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12 TIWFRT vy TEREE

ZOBITIX, PCETY) V¥ Z2E—OEERTILVF ATy TERIFR— MR L, PCIZ<ILF AT v TRF
(MAC 223F & TEEER02.1X) %, VU VI3 v VEREF (MACEEEE) 2 L9, 8, PCES) U %
DOIP 7 FL A DHCP U — N\ 5HELE T,

[BEDRA > M
ZOFITIE, FEIENRA— MIRIORIEEEZRELE T,
+ VLAN OHE
¢ RREARORE
« T7EAR—F & VLAN OFE
o BRI (MAC 5833F) ORGE
« 1—¥ER3E (IEEES02.1X) DFEE
o« YIVFRT Y TRRER— FORE
o RAHEHIPVA 77 LAY A NDOFRE

Zdfth, TEEE802.1X ICHE L8 EX [7 IEEE802.1X OFE &EM] %, MAC FRERICMELFRTE
[11 MACRBREDRE LEM] 2ZML T EE 0,

[O7 > RICKBEE]
1. (config)# vlan 20
(config-vlan)ff exit
nunﬁ@ﬁﬁ{ﬁfl_{u—g_é VLAN 20 ’2 Ebi—g_o

2.(config)}f aaa authentication dotlx default group radius
(config)# aaa authentication mac-authentication default group radius
IEEE802.1X & MAC FRREDFREA IS, RADIUS FBAE# 8 E L £ 7,

3. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
R—=F1/0/1 277 AR—PELTCHELET, £z, 77 EAR—MIVLAN 20 2FELE T,
4. (config-if)#f mac-authentication port
(config-if)# dotlx port-control auto
(config-if)#f dotlx multiple-authentication
(config-if)# dot1x supplicant-detection auto
(config-if)#t authentication multi-step
AR—1+ 1/0/1 12 MAC #B3F, IEEE802.1X, ¥ F AT v Sk (L —¥RREEFFr A > a vz l) %
#“”bi@}
5.(config-if)# authentication ip access-group L2-AUTH
(config-if)# authentication arp-relay
(config-if)f exit
K=~ 1/0/1 12, REERIO PC ETFV I HPS5DT L—LICxd HF8EHA [Pv4 7 7 £ XY R b % &
EFLET, £/, FRiEAINAKR2 5D ARP 7 L —LH#EZRE L £9.
6.(config)tt ip access-list extended L2-AUTH
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# exit
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12 TIFRTy TERE

SREERTIC DHCP H—N\»5 IP 7 RLAZEE T 57-®, FIFRIO PC &7V > ¥ 50 DHCP 7
L—2L (bootps) Ok % FFE] 9 A FRAEE A IPv4 77-1:’;4')11\% SELE T,

12.2.3 917Xy 7 VLAN £E—REE
F4F 395 VLAN = FIZXBYLF 25 FRIEOMEHIE RORIR LT,

. X 12-3 9’(*\ v 7 VLAN E—RICKDVILFRT /7°wu\nIE®*§Ey’1§u

= B
RADIUSH—/N | | DHePH—/

L3R A wFHRE J

IP7 KLR IP7FLR _o
BH e i

| REET
#HEI—Y #HEI—Y
SRETATVLAN A% VLAN A% VLAN
(VLAN 20) (VLAN 30) (VLAN 40)

ZOfITE, YArL—H (PC) &£#tB1—¥ (PC) 21 —HWREEFFAIA 7> 3 v R— MIBERLE T,
FARLI—YIE, T—VRIAHFA T a VKB (MAC ZREE (RKEREE) C2Bisg, Web 383
(Z—HFREE)) %217V, RSN CRREER VLAN (VLAN 30) A2 £d., HEI—FIEvILF X
T v T#FE (MAC #23F & Web #23F) TFREEL 975, MAC $REEDREERI) TaRiE% VLAN (VLAN
40) ~NYIDBRET,

7;?'('3, /7:;( ]‘:’—“"‘jlci, MAC Er: ﬁ@uuuﬁ%ﬁkﬁé Web uﬁ%iitayét % uEH'J VLAN T DHCP $¥—
N IP 7 RUVAZEBLETH, #HEI—HIX MAC FBIEDOR uEEJZIjJ%‘zL Web BiEZ A2 728,
%D VLAN TDHCP U — N2 56 P77 RLAZEELE T,

[EREDAA > K
ZOBITIE, BENSA— MCRICRTEEERELE T
* MAC VLAN % &% VLAN OFE
. FEHROBE
e MACHF—bt&xAT 17 VLAN OFE
. BRI (MAC RiE) OR
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12 TIWFRT v TEREE

« I—YFEE (Web 583E) OE
o YLFAT Y TRIER— NORE (L—TRRIEFAIA T 3 VE)
o EREFEMIPVA T VLAY A FDHRE

Z0fti, Web SIEICREAFED [9 Web FIEORE LB, MAC WLl
MAC FRiEDORRE LER ] 2B L TL 230,

r
]

ERE (11

[O7> RICKBERTE]

1. (config)# vlan 30 mac-based
(config-vlan)ff exit
(config)# vlan 40 mac-based
(config-vlan)# exit
VLAN ID 30 & 40 iZ MAC VLAN Z&E L £ 9, (RADIUS % —N\» 5@ SN 2EEE VLAN &
[ VLAN ID 2%EL£7 )
2.(config)$ vlan 20
(config-vlan)ff exit
VLANID 20 #8%E L £ 9,

3.(config)# aaa authentication mac-authentication default group radius
(config)} aaa authentication web-authentication default group radius
MAC #B3E & Web FRFEDERAE AN RADIUS 8REEZRE L £ 9
4. (config)ff interface gigabitethernet 0/1
(config-if)# switchport mode mac-vlan
(config-if)#f switchport mac native vlan 20
R—1+0/1% MACFR—bMELTERELET, £z, MACH— DA T+ 7 VLAN20 (FREER]
VLAN) Z8ELE7,
5. (config-if){f web-authentication port
(config-if)# mac-authentication port
(config-if)#f authentication multi-step permissive
(config-if)# exit
AR—1 0/11C Web #83E, MAC B3, YV F AT v T3 (L—YRIEFAIA T a v H) 2REL
£9,
6. (config-if)# authentication ip access-group L2-AUTH
(config-if)# authentication arp-relay
(config-if)#f exit
T"— MO/ ICEREERTR AR S D7 L — LN 25 EA PvA 778 RV A MERELE T, 7o,
REERTHAR D 5D ARP 7 L — LR EZERE L 7
7. (config)# ip access-list extended L2-AUTH
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# exit

FREERTIHAR A 5D DHCP 7 L — 4 (bootps) OHfk%EFFAI 9 25RAEHMA IPv4 7272 X b 2 BHTE
LEd,
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12 TIFRT Y TERE

CEREIE]
RADIUS ¥ —/\7» 5583EAI (Accept) %Z{ET, RADIUS EBHICEREEER VLAN B2\ & =13,
FEMACK—b+DAX AT 1 7 VLAN IZIRZNELE T, ZOEE, WAIZEE VLAN £— FOFR
AEFEANARE LTIRVET,
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F4F txaVTa

DHCP snooping

DHCP snooping (&, A& % @189 5 DHCP /S7 v M ERLTEES N
TOVWEWIHRRDP DT 7t A2 HIRT 25EET, [Pv4 2y b7 —27IZEAHL
S

ZDOETIE, DHCP snooping OfEai EBRIEFTIEICDOWTEHBAL £,
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13 DHCP snooping

13.1  f&SH
13.1.1 =

DHCP snooping &, ARZEE %889 5 DHCP /87 v b2ERLT, BESNTLARVEEIPSDOT /&
A%HIRT HHERETT .

/o, FHEINTWERWVWERYSD IPv4A Sy M2 HIRT 2K 7 1 L&, AIEZ ARP /STy b2
BILYAFTIv7 ARPHBEBYR-—FLTVET,

DHCP snooping 1&, IROKIIRT & 512 DHCP %—/3& DHCP 7 74 7 > h ORICARERE % #fi L T
HEALET,

13-1 DHCP snooping #1£

DHCPH—/X

LAX3RA v F
(DHGPJ L —)

_ . DHCPY S 4 7 > b+ S8 =N TULVEULDHCPH—/N
DHPZSAT2 b emsncubng®)  (SEShT LG NEE)

(L) [];WWN7vh€%ﬁ¢6ﬁ—h BHREROER (BRR)
< Xry FOFN GBB) < Xy FDFN (BEE)
C):N7VF¢$ )(:N&vh%ﬁ

WMARBROBHREEZNA VT4 VT T —IR—-—AEWVET,

DHCP snooping TH AR — b9 2HEEZIRORITTRLE T,

232



% 13-1 DHCP snooping THR— k7 2#kE

13 DHCP snooping

15H

HEEEDBIE

DHCP /87 v + OB

DHCP #—/1\%»5 IP 7 R L 2% Efi S /- DHCP 7 5
AT7Y hEERL, WARERENS VT VT Ty R—
ACEH

EE IP 7 N L A 2R DOWmARDE

NA VT4 VT T = R=ANBRIBERE AT T 1+ v 71
Bk

NA VT4 VT TF =5 R= ADRAE

NA VT4 VT T = R=ADREB K CRBEHLHED
B

DHCP /87 v + Of&

BEINTVZRWDHCP =N\ 50 IP 7 N L A %
fmik

BEENTWAERWDHCP 754 7Y 56D P 7 RL A
fRA & 1R

MAC 7 B L 2DFER% #filik
Option82 OFEMZ M1k

DHCP /%7 v b D%{E L — MR

#iE LR L— & #A s DHCP /87 v b 2 ek

i A4

FBEINTVARWVERD? SO IPv4 84 v s OffkziiE

ARP /N7y N OE

BESNTVRWIERY? 5D ARP /87 v ~ Oz ik
MAC 7 RLABLUIP 7 L ZOFERZ 1L

ARP /%7y b DZ{F L — MR

WELZEL— M 2BA ARP /S v b &R

(1) RIYTIER

CAYAAL OFBNAL VT4 VT TF—IR—ZAZEHLT, AUNAA v FERAZITVET,

TAT AL FLNDRINZA Y FTE, N T4 VT T—=IR=ADRFEE, MR T A NI 2T EE
MLET, ZOEFPOBEEIIVAT AL Y TFTEBLET,

13.1.2 DHCP /N7y hDE#R
(1) A= OMEF

DHCP snooping Tl&, &— h2ZRxkOEFNHELT, DHCP /Yy M 2EHRLE T,

o trust "— b

DHCP ¥ =N\ &MY — N\ &, EEEAOHKRZERT 28— b2 trust K— b ERFTE T,

e untrust &xA— b

DHCP 754 7> hg &, BEHINTWERWEREZERT 5K — M% untrust K— M EFUE T,

DHCP #— N3k LE A,

R— OB ZRORIIRLE T,
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13 DHCP snooping

13-2 R—hOE5|

7| DHOP 4 —/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 BT 5 &, 774 T
NRTOR— M untrust K— MRV FEF, DHCP Y —NAEHET AR — % trust R— M ELTHREL
TLZE W, trust R—Mga>r 7«4 7L —3 3> a~ > Nip dhep snooping trust TERETEE T,

73, DHCP snooping Tl¥, I~ 7« Z/L—3 3 >~ K ip dhcp snooping vlan THEE L7z VLAN
ZERMRICLET,

(2) WARBHROFE
SARERO¥E OBFHELROBMITRLE T,
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13 DHCP snooping

13-3 ImARIBHROFZB OB FHIE

DHCPZ S 4 7 > b

DHCPH—/x
(m=R) REE

IP7 FLREMER

IP7 F L X

IP7 KL RFERER

NAUT a2y
T—EA~N—R

(AL |:| : untrustR— k
|:| s trust/R— b+
trust K— b TlE, IELZDHCP 3 =N\ o087y hZERL, IP 7 RLUAMEMSNIBEITIEIN

{YF A VT F = R A RREREBRUE T, N1 Y F 1 ¥ T T 5 R AAD BRI,
untrust R — MR L2 BROBRIEHR T,

untrust R— b T, ZIEL/ZDHCP 7547 b6y b Z2ERL, [P 7 RLAOBHRERDIE
BIZEINA VT4 VT T = R=ADSHRERZHIRLE I,

NA VT4 T T—=FR=ADBEFRITIE, ROZOOBEISHD £7,
o ¥AF I v IERF
DHCP H#—=N\»5IP 7 RLUASEMR SN & ZITBHRLET,
BEIL, Y1 FIvIBRICE> THABERZEHFLET,
o« XY T4 v IR
a>74JV—Y3>rav Yy Kipsource binding TESELE T,
AT 4 v 7EEERE, untrust B— FMCEEIP 7 FL A2 E D8 — N\ E2 5T 5 & ZICFAL
9o NA VT4 VT T—=IR=RGKREREAY T4 v VBHRT AL THELHFITEET,
NA VT4 VT T = R-RERT 2HAREREZROFBITITRLUE T,

R13-2 NMUT 42T T—INR-RCERYT BImKIER

=[S S1+IvIER 29T 1y TER
WAERD MAC 7 R L X DHCP 7547 > b MAC 7 KL % EEIP 7 RL A& REOWED
MAC 7 FL &
WROIP 7 FL X DHCP 4 — N\ 6EMENZIP 7 RL A BEE P 7 FLRERHEOHERD IP
7 RLZ

IR I #EEPEYD
* 1.0.0.0 ~ 126.255.255.255
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13 DHCP snooping

=[] SI1FI v IER RIT 1y TER

» 128.0.0.0 ~ 223.255.255.255

AR HE Y 5 VLAN AR EEERT 2R — FELETF ¥ RV TN —TOFET 5 VLAN ID

WREERT 5K — M ES WAREERT SR - PEBELRF v ILTN—TES

I—Y v Tk I—IYFICEoTIT VM RHEIBRTHET | T—I IS4
D

%3, DHCP U —N\»6EME Nz IP 7N
LADY —ARHEZEALET,

3) NMTA2TT—INR—ADRE

AT 4T L= avDREILE>T,NA VT4 VT T = R—ADREB L OEBHEHEOETH T
ER=C IR

(@ NA2T 12T T7T—INR—ZADREDENEFRM

WA VT4 VT F—=FR=2A%RET A2, T3> T 147 L—3>a< > Kip dhep snooping
database url #FEL £ 7,

EBRIREPFIBS NS0, 2274 7L —2 3 Y TRESN-BEIAHRL R R TI,
(b) EJEZAAFEREE TIRORE

BXALFERBMENE, N VT4 VT —IR-ARGERD, REZEY» 6EZALE TORELEET
To MOENDERFEBELTY A EBIBL, ¥4 2 7 LIcRETHEE LREENRELE T,
C FAFIVIDONA YT VT T R—-ADEEF, BH, FoIIHIBRE

s« A7 147 VL—3»av R ipdhep snooping database url ER (REEOEE%ET)

- R I~ F clear ip dhcp snooping binding SE1THE

BZIAAFERMEIL, 227171V —23>av > FNipdhep snooping database write-delay TEE T
EEER

NS DORFEBTEZAARFERHMOY A Y ZFBTHE, ¥ VM TETIAVIIFLLEEA, D
BUCNA T4 YT T =S R—=2ADER, B, TLIFHBRPRELTLY A VIIEMBLEE A

R B X AAFERBEEOBRGREZIROKISRLET ., 28, CORTRENA VT VI TF—FR—2
NDOEF e REZRELTVET,
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X 13-4 FREZHESEZIAAFERE L DORER

E : P B
4 4 < Fts BAAImT
Y mEna T EEAH
B OHIBR E8R B#H

A —

NATAIT—4 é

BESNEREEAN, RNV
TAVIT—IR—R&RE

N 2T 1 2T T—IN—ADRFS

RELRICE, AT I7v Y2 XE)EMCOESSRZBIRTE XY, REFELRIZIV TV —Yara
< > K ip dhcp snooping database url TEEL £ 9.

RENRIE, ESAAREORTY MY TY, £7z, ROBZAARIZI EFEZSINET,
REUVIENA T4 27T —IR—ADET

BIELINA VT VT = R— 2%, BEEESHHRICETLE I, Exicid, BEEESHHRIOROESZE
558 LTVLARESHDET,

e OV 747 L—3ravr Nipdhep snooping database url TREEDVRESN TV S
« REEDP MC 0BG, RELEZT7 7 A LDOMCPEASN TN

29y TR

NA DT 4 T T=FR=ZFANZA y FRITHEEAS N, FIROREEZETTRTDORA I INZAAL v FIC
BESNET,

BIIEYRAY AL Y FORBEREZITERLE T YRAI RS Y FIRESNINA VT4 VT T—FR—
AZEITLET,

DHCP N7 v N D&&
DHCP /84 v MEEOBERELRORISRLE T,
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13-5 DHCP /N7 v MEBEOEMEHIE

Ll

E—mn AEE
[a—N,
l

NA T T T—RAR—=R
BEFEAHDHCPY S 4 7 > b (HXK)

IP7 F L RRRER

-
L
-

=
|

ﬁ

DHCPH—/%

NAT AT T—ER=X

NAVT 42T
KBEDHCPY 54 7 o b (1% "

7 — % =

IP7 KL REERER

[
L

{E38 SN TLVELDHCPH — /N

IP7 KL REE® =
L1X
DHCPY S 4 7 > b+ (¥H3K)
MACT7 K L REEFRDHCP/ 4 v |“\|— x
Option824¢ &DHCP/ X4 v ~ x

(FLA)) |:| s untrustR— O Sy oo

I:l s trustiR— k x Ny NEE

untrust K— MRS N-HERZNRIC DHCP 287w F2ERL, RISRT T 72 AR LET,

s EESINTVAERWVWDHCP H—N\A»50DIP 7 F L A 2tk
untrust £— T, EEIN TV W DHCP =250 DHCP /7 v 22 (E LI5S, %4795
DHCP /87y FEERLET. CNICE-T, BESNTVZRWDHCP =150 P 7 FL AR
ek LEd,

s BESNTVWAWDHCP 7747 b2 560D IP 7 N L A& 1L
untrust R—MT, NA T4 VT TF—FR=ZAREROWED? S IP 7 R L ABRER, IP7 L RE
@A (DHCP DECLINE) %2 %5 L7358, 523492 DHCP )Yy b2 FEELE T, Thick-
T, DHCPHY—N\D5IP 7 RLAZEHAENTVWEWVTHERPSDIP 7 R L Af@ZENIELE I,

e MAC 7 FL ZDOFEMZHIE

untrust A— +T, ZfF L7 DHCP 37 v b DEFIL MAC 7 KL X (Source MAC Address) &,
DHCP /8% "D Z7 54T Y =R 277 RL A (chaddr) " AR—H0D5EE, %249 % DHCP
Nry FZBELET, Chitk->T, MACT7 FLADFEMZIMIELET,

» Option82 OFEFRZE L

untrust A— rT, Z{g L7z DHCP /%7 v M2 Option82 »ff5 &N TW5HH, %2479 % DHCP /¥
Ty hEEELET. TNIK-T, Option82 OFEMEMIELE T,
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13.1.3 DHCP /N7y hDEE L — MHIBR

DHCP snooping X, #3395 DHCP /87y N2ERTHE X, RELLZEL - N2HBAL
DHCP /87 v b %2 FEE T AHEETT

EfEV—haar7 47— aa% > Kip dhep snooping limit rate TREL £ AIAYY F#
BELTVEVESIR, ZEL—FZERLERA

DHCP /Y7 v b OZEL — MlIRIE, FEENRZETHINTODHCP /My F2HRICLET,

ZEV—b2BA7-DHCP /Yy MIERL, EAT ZIEHREHAL£9,. 72720, SNMP @ANIAEL
FHA. &B, EHU /IERITER I~ > N show ip dhep snooping logging THERTE£9,

(1) ERO7EROREEEE

EAO BRI 707 L= a U TRELLZZEL - MEEB L EXIC, [EBEsH] A X2 M2
BmLET,

[ X2 b Z2ERAUR 30 ML, L—MEBICK>TNry hEREELTOAARY b 2HRIILE
Ao

DHCP /87 v v ZEL— FOER T Z1EHR ORI 2 ROKIRLE T,

13-6 DHCP /N9 v hZ{EL— M OERDO 7 ERO A2

[ #RL— rorBERE |
0BIEA A R ERRLAEL

BENTY M

_.%

Fzvs * e 0y
— | T
(A :pps) i i i
/AW ' BE/N7 v b
HIRL— b VAT
//v/ AU
B R
13.1.4 IwK71II
(1 #=E
WRT 4 VI, REEBZEET S IPv4 /Sy bZEBRLT, BESNTVRVIERDPSDT 7t 2 2H#]
R9 H2HETT

WRT 4 VT OBIEREZ RO LE S
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13-7 WwKR7 1 LI DEMFEHIE

BRI —/N

(I/mK) AEEE

IP7 K L XE2F I l NAYT12T l
T—RAR—X
IP7 KL RBHER — /]

IP7 FL REEHE
IPv4/ 4 |_'*ﬁ§\ ______

L 1

(FLA1) |:| s untrustR— O AR

I:] s trustiR— k x SNy NRE

IP7 F L RXEf

WART 4 VFIE, A>T 47 L— 3 rav R ip verify source TR— MEMLICERHETEE T,
(2) IPv4 Ny NDIRE

untrust K— hTIPv4 87 v b 2ZELIEE, N YT VI TF—IR—ALDBEHEZBEL, X
oK THNIE, FHEITHIPv4 Ny v 2EELE T,

WRT 4 VY DRENREZRORITRLE T,
F13-3 WRT 1LY DIREXR

IPv4 /S5y ~
ST — AyS Ays
ST o L9 S FE1ITI—R Ethernet A v &' IPAYS
BEETMACTRL o o
H— VLAN ID =BT MQC TRV sEmprrLz
EETMAC T RL O O O -
2750
PEETIPT7RLA O O - O
72
EETMACT KL O O O O
AEEETIP 7 R
LA

(FLBI) O s BENR  — @ BENRSL
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13.1.5 917+3Xv7 ARP &
(1) #i=

(2)

¥4+ 3Iv 7 ARP &L, AEEBZEET S ARP /N7y F2ERLT, BESNTORVERPSD
ARP ISy b7 72 A% HIR T HHEEET T,

147 3y 7 ARP BREDOHEMEZ RO LE T,

13-8 91+ 3v7J ARP REDENEHE
EBFIH—/N

D DHCPY 54 7 > b DHOPH—/% [
=1 () FEE = :
S =

ARP/NY7 b R > W TER—R ARP

gl — @ _____ {) Ny b
IP7 KL RBEFER -

R IP7 FLRE
IP7 FL REHftk
ARP/XA v N\
(FLA)) |:| : untrustR— k O AL AVNN--F

I:l : trustiR— bk X Ny RRE

R— b DR

54+ 3w ARP #E TId DHCP snooping &I, R— b2 ROBERNCHFEL T, ARPS vy b %
ERLET,
o trust R— b
DHCP # =N — N &, BHEEADOHAKEZERT 58— b % trust K— M EFTE T,
trust R— b TRE L/ ARP 87y MIEBERLEHA,
* untrust A— b
DHCP 754 7> ba &, BREENTVWERWVWHEERZERT 5 KR— % untrust K— b EFEUET,
DHCP 4 —NI3EFRLEHE A

A— kOB EROBITRLE T,
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13-9 R— hOE5l

? [DHCPH—/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 BT 5 &, 774 T
NRTOR— M untrust K— MRV FEF, DHCP Y —NAEHET AR — % trust R— M ELTHREL
TLES W, trust R—MEa> 74 7L —a>a~< > Rip arp inspection trust TERETEE 9,

BB, ¥4F3Iv 7 ARPHETIX, 2> 7+ 7 L—3>av > Nip arp inspection vlan THE L7z
VLAN ZEHRMRICLE T,

BEOERATIE, 274271V —33>a~v > Nip dhep snooping trust 3 & U ip arp inspection trust
THEETHFR—FE2—HSEHI L2 BEOLET,

(3) ARP /N7y NOEFRIGRE
untrust K— b T, ARP /S v " 2ZEBELIEE, NMUTAVIT—IR—ALDOBEEZBEL, £&
FoOWKTHNIE, LTS5 ARP /Sy b REELET,
BEABEOMENREROFITRLET,
R 13-4 EXGEOEENUR
SE1ITT—R ARP /¥4 v K
Ethernet A v 5" ARP Ay 5
ARPTER) X X4 eS| 5E5C 5E5% IP
R—K VLAN ID 1X{ETT ={ETT X{ETT 3 %)
TS macTE MACTE  PTR MACT  TRL
g L L X L X KL Z =
Request O O - - O O - -
Reply O O - - O O - -
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(4) ARP /N7y NDA T a taE
untrust — b T, FEL1 ARP STy NHOT— Y OEEE*HBELE T,

* S a BEE, 3747 L—>3>avr Riparp inspection validate TRHREL £ 9

(@) ZXEEITTMAC 7 RL AEE (src-mac &)

13 DHCP snooping

LAY 2Ay FICEENZEETL MAC 7 FL R (Source MAC) &, ARP AN FIZ&E N 5EETL MAC
7 KL A (Sender MAC Address) #SR—TH A &E=2BELET,

ARP Request 3 & 0" ARP Reply O A ICxf L THEELE T,

EETTMAC 7 LU ABRBOBRBERNRZIROFRITRLE T,

F 13-5 ZEETMAC 7 KL ZAREDIRERR

BEAVITI—2R ARP /%7 b
Ethernet Ay 9" ARP Ay &'
ARP &5 s e
7RLX L2 L2 7RLX 7RLZR 7RLX
Request - - - O O - - -
Reply - - - O O - - -
(AL O BERR  — @ BENRN

(b) %E5 MAC 7 RL Z#&&E (dst-mac #&&)

LAY 2 Ay FIZEEN55E5% MAC 7 R L A (Destination MAC) &, ARP AN #IZ& £ 5585 MAC
7 FL R (Target MAC Address) BE—THh2I Ex=HBELET,

ARP Reply I L CZIFBELE T,

555 MAC 7 R L ZBEDBEXNREZIRDFRITILE T,

F 13-6 3535 MAC 7 R L AIREDREXNR
BEI1>97x—2R ARP /N4y K~
Ethernet A v 5" ARP Ay &'
ARP &5 o _
Aoh VUND mryac (BT BER  smme smEmac s
7RLZX L2 L2 7RLZX 7RLZX 7RLZX
Request - - - - - - - -
Reply - - O - - - O -
(FLF) O BERR  — @ BREEARS

(© IP7RLZRE (ip HE)

ARP Ay Fic&EN555 1P 7 KL A (Target IP Address) BRICRIHENTH S EERELE

ER
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+ 1.0.0.0 ~ 126.255.255.255
» 128.0.0.0 ~ 223.255.255.255

ARP Reply I LT IBELX T,
IP7 FLABEDOHRENRZRDORITITRLE T,
F13-7 IP7 RLAREDHRENR

BEA2ITI—2 ARP /X7 b
Ethernet A v 5" ARP Ay &
ARP 5| == =
A=k VIANID g mac I\/\J;g:E;’EI\“ /\/\J;::E;ER ETIP FEMAC  FEEIP
- KR - - -7 K
7RKLZR L2 L3 7RLZX 7RKLZR 7KL
Request - - - - B B 7
Reply - - - - B - B ©

(LA O mENR  — @ RENRI

13.1.6 ARP /N4 v hDFE{EL — MIRR

(1)

Y43 3Iv 7 ARPBEREMRKIC, ZEITHARP /Ny b2EHTLIEE, BRELLZEL - M2HBAL
ARP /Xy b 2 ERET HHEETT

ZEV—NMIar 7«4 L — 3 >»a<vr Nip arp inspection limit rate THRETEEd, AIv2 %
REL TV ZWVESIE, ZEV-FZHIRLEEA

ARP /7 v hOZFEL — MHIRIZ, REBPZETE2IRNTOARP Ny M 2RRIZLET,

ZELV—FEHBALARP Yy MIEZEL, ERu BRERBMLUE T, 72720, SNMP @BAILERE L E
HA. oh, ERHu EHRITER I~ >~ K show ip dhep snooping logging THERRTEZ 7,

B O 7 REROERENEEH
SR O ZEROFIEZHIE, DHCP /% v bOZEL— MIREFERTT.

BEEERIZ DWW T, [13.1.3 DHCP /Y7y bOZEL— MR (1) ERT 7HBERORER] 25
LTSN,

13.1.7 DHCP snooping {ERIFND;FEEIE

(1)

(2)
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(3) EREIEA IPv4 77X X NRERDER

DHCP snooping & REEHEM IPv4 772 AU X HH-ET 285G, BAEFEAIPVAT 7 LAV 7 «
IV A7 a b 3 )LEHE bootps 7213 bootpc DEE S P—FZBRELTH, ZDIENPDT 1 LY EM
IZBf%72 <, bootps B LU bootpc DEH Dy M EFBLET,

b)) N1oF12TTF—IR—ADFREEETICONT

« IY 747 VL—3>»av R ipdhep snooping database url BEE SN T W2V (FIHREE) $
B, N UTA VT T —IR-ARESNET A, BEBZELT-IFESHT L5 ﬁ(ﬁ@/m’/
T4 VT T—IR-AFHEEENS7:O, DHCP 7 A 7V M2 SILBETELL LD ET., BETE
B o7&, DHCP 7547 MITIP 7 RL AR BB LUEH L TS0, FlzIE,
Windows @i%é\, Jv > R a v/ bh 5 ipconfig /release #EfT L7zd &12, ipconfig /renew
EETLET,

ZHIZEST, N T T T = RX=RIHABERPEFERSN, DHCP 7547 > b H\EET
XB5LDILDFET,

« BLIAHIYFUDSH, DHCPH =N —ARKMZH T LTy MY RBETSNERA. N1V
TA YT T—=IRN=APRESNH &, BEOFRLAE/ITHEHRICRIAORELZLET HE, &
BOEEBRIINA VT4 VT T —IR=ADVELLETLENLZNWIEPHDFT,

« OVT7 47 VL—Y3aravr Nipsource binding TA¥ T+ v 7B LI MK, AFY—F Ty
TaAV T4 TV =T a VI TETLENET,

o NAUF 4 VT TF = R—ADRERE MC IC L5813, BBEOEESHROBEEIC SO T M HIERE
N3FETMC 22N TLIZE 0,
(5) DHCP /N ry ROZEL — MHIBRICDWT
DHCP 8% v FOZEL — MHIEB L ARP /87 v b DOFZEL — MRS EET 5184, DHCP /87 v
FEARP ST Y FOZEL— M E2AELIZETERLET,

6) 91F7Iv7 ARPRAEICDVT
« ¥4 F3Iv T ARPBEIL, RIRT AV T4 L= ava2RELT, N UTA YV ITT—FR=2
PERSNTNAD I EPRETT,
+ ip dhcp snooping
+ ip dhcp snooping vlan
« ip source binding TNA > T4 Y I T = R—RICRY T4 v VEFKINI-Z O NIBYAFIv T
ARP BEDOXREL D T,
(7) ARP Ny hDREL — MEBRICDOWT
ARP V7w b DOZEL — MERB L O DHCP /¥ v b OZE L — MERAEET 2858, ARP /ST v b
EDHCP YTy FOZELV— b 2AET LIETERLE I,

(8) AR 1 ILIDNEHRMHEIZDONT

lﬁ”ﬁifi74}b&®ﬂ§§%ﬁﬁ%%ﬁsz>é@n NA VT4 T T = R=AIIREFEEINE T, K712 L
IR LET . BRICERLEZZIAT Y IENAL VT4 VT = R—AREEHEN TV AR,
3[57411/90;5%9’30; FIEFRINEE A,
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BRT A LI NDBFRIIE, KEBONA VT4 VI F = R=An 5\ AR LS E, BEENNL
BETT. HlAiE, WOFIEEERL T ZE 0,
LARBELRNA VT4 72y MY RHIBRT 2 (INEEMEBZ %2 HHE).

2HEBFLIEWISATYRNT, TRLAZWS AT 2 (DHCP ¥ —NI2) ) — A %2BHT 3),
3EEBFLILWISATYNT, TRLVADINH L ZERT 5,

9) EBEHRPIUBETEHVWIL—AICDWVT

WIS BEZRE LR —NT, VLAN Tag 74 — L RDPZHEH D VLANID 0 THHbDEET
Tagged 7 L — 4%, 802.3 LLC/SNAP XD 7 L —L T, LENGTH #1501 ~1535 D7 L — L %2 %(5
L72BE, S 7L - L TERBLORESEELT, FHShEd. EE 7LV —L%2EET LI
&, 2374 VL= 3 ravr R switchport validation #87E LT 2& 10,

« DHCP /7 v b OERB I UOHE

e WHRT 4 ILY

e ¥4+ 3Iv 7 ARP BH&
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13.2 OY>RAAR

13.2.1

V> R—

DHCP snooping @3> 7 4 7 L—>a3>aAxy F—EBEZROKIIRLET,

x®13-8 I>747L—>a>IvYR—8&

av > RE

A

ip arp inspection limit rate

AREBD ARP S7 v FOZEL—F2HELET,

ip arp inspection trust

¥4+ Iy 7 ARPBRETEERADHKEERT 2K — b 2&
ELET,

ip arp inspection validate

Y145 3Iv 7 ARPBEDFT S a VBBEZHRELET,

ip arp inspection vlan

¥4+ 3Iv 2 ARPHEZHEHT 2 VLAN 2REL £ 7,

ip dhcp snooping

DHCP snooping 2 E#ICHE L £T .

ip dhcp snooping database url

NA VT4 VT T = R—ADBRIERZRELE T,

ip dhcp snooping database write-delay

NA VT4 T TF = R-ARFROEF Z A FHREZHE
LE9d,

ip dhcp snooping information option allow-
untrusted

DHCP /%% v » @ Option82 OFEFEE 2 EIICREL T

ip dhcp snooping limit rate

KEBED DHCP N7 v FOREL—MHIREZREL X7,

ip dhcp snooping logging enable

B{EQ 7O syslog ¥ —NNOHHNEHEL LT

ip dhcp snooping loglevel

BEO Ayt — TV CRBIEIA VLI LRNULERELE T,

ip dhcp snooping trust

DHCP snooping TEHEEA DMK 2 HERT 2R — M 2FEL
£9,

ip dhcp snooping verify mac-address

DHCP /847 v ® MAC 7 FL ADFEMBE 2 BMICHEL E
ER

ip dhep snooping vlan

DHCP snooping Z{£H 9 % VLAN ZREL 7,

ip source binding

EEIP 7 RLAZEEDHRENA VT4 VT T—IR=IE
mLET,

ip verify source

WART A VY ZERT AR - 2RELET.

DHCP snooping D& I~ > R—EZ2ROFITRLET .

*®13-9 EROVYR—E

av> R

A

show ip dhcp snooping binding NA VT4 v T TF = R-2EREFRRLET,

clear ip dhcp snooping binding NAVT 4 I T—R=2AEH/E VT LET,

show ip dhcp snooping statistics MEtBERERRLET,
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dv>YRZ B
clear ip dhcp snooping statistics MetBEmEI V7 LET,
show ip arp inspection statistics Y14+ 3Iv 7 ARP BEOHEHEREFRLE T,
clear ip arp inspection statistics ¥4F 3y ARP BREOHEHEREZ 7V T LET,
show ip dhcp snooping logging TuZ S LTERMLTWAU T Ayt —V%FRLET,
clear ip dhcp snooping logging TS LTHRBMLTWAT T Ay —I% 7Y 7 LET,
restart dhcp snooping TurI LEHERELET,
dump protocols dhcp snooping TuT I LTRILTWSu 7R NEEHRE 7 7 A LANHHILET,

13.2.2 EBEFRETE
DHCP snooping %83 2 7: D OEARK ZHEIC OV THBALE T,
DHCP snooping O ZEARMN 2 EEH 2 ROKITTRLEJ .

13-10 DHCP snooping OEAHI S ERLHE]

DHCP+— P —/

LAN3IRA Y F/IL—4
(DHCPY) L—)

L 105

1 1/0/1

VLAN 2

DHCPY S A4 7 > k

(LA |:| trustriR— b |:| s untrust/R— k

(1) DHCP snooping DHERERE

EXEDRA > K]
%@ & LT DHCP snooping 2E2IC L, & 512 DHCP snooping 28123 % VLAN #8%7E L &
3—0

[Ov > RICKBEEE]
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1. (config)# ip dhcp snooping
%E & L ¢ DHCP snooping &% LE T,
2. (config)# vlan 2
(config-vlan)ff exit
(config)$ ip dhcp snooping vlan 2
VLAN ID 2 ¢ DHCP snooping #B#ICLE 9. AT~ > FEZHEE LW VLAN Tid DHCP
snooping I3EIEL £H A
3.(config)# interface gigabitethernet 1/0/1
(config-if)#f switchport mode access
(config-if)# switchport access vlan 2
(config-if)ft exit

K=+ 1/0/1 27 7€ AR—hEL, #—k 1/0/1 HFET S VLAN & LT VLAN ID 2 ##E L ¥
g_O

(2) DHCP snooping M trust ;R— ~DEEE

[BREDRA > N
DHCP #—Nic##id 58— ([K13-10 DHCP snooping OEARKZ2ERKHGI] TIEL v 3 A
AV F/N—7EFERTHR—) Ztrust R—hELTHELET,

[Ov> RICKBEETE]

1. (config)ff interface gigabitethernet 1/0/5
(config-if)#f ip dhcp snooping trust
(config-if)# switchport mode access
(config-if){ switchport access vlan 2
(config-if)#f exit
R—=11/0/5% trust K= ELTHRELE T ZDIFADKR— M untrust R— &2 DET, F
7z, R—=b1/0/5%27 7 AR—-b&L, K=+ 1/0/5 »FilE3 % VLAN & LT VLAN ID 2 #5%7E
LET,

(3) NM2T 12T T—IR—-ZADFREFFDHEE
(@) WE75vYaXEUCRETSES

[BREDRT > N]
NA VT4 VT =R ADBRIERICHBE T Sy V2 XAEY) ZHELE T,

[OY > RICKBERE]

1. (config)}# ip dhcp snooping database url flash
BRERELTHE T Iy V2 XTY 2RELE T,

(b) MCICRFI B5HE

EEDRT > K]
NAYT 4 T T = R=ZADREFERICMC 2RELE T MC DBEFRFRET 57 7 1 VB ZRE
TEEJ,

[O7 > RICKBERE]
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1. (config)# ip dhcp snooping database url mc dhcpsn-db
RIFERELTMC, BEORETS7 74 LEE LT dhepsn-db 2% ELE T,

CES=IE]
REEZ MCICT 55813, AEBBEOAET)H—FZA0y MIMC ZBALTBNTLEZS W, £z,
MC 7 Z 79 S8Rz CHER<IZE N,

Q) NA2T 42T T—IR—ADREFEHXANDESIAAFEHFEDERE

EREDRT > N
AT AT T—=IR=ADFERANDEZ AL EF LB ZHEL T,

[O7 > RICKBERE]
1. (config)# ip dhcp snooping database write—-delay 3600
ROENDPZREFELEEE LT, REFEZHBT S E TORMZ 3600 MICHRELE T,
s FAFIVIDNA VYT 4 VT T—IR=-ADER, BH, BIOHIRE
» 227427 L—33>a<v > Nip dhep snooping database url ER (RELXDEEZET)
« JEH <> R clear ip dhcp snooping binding 517

[
WED RIS 5AT 7> N TRE LA BRASERIC KBS NET,
13.2.3 DHCP /X7 v hDZEL — NHIBR
DHCP /87 v b OZEL — MlRZERT 270 DREICOVTHIALE I,

BREDRA > K
KEBPWHRD» S5ZET 2 DHCP /Sy FOREL—FE2RELE T,

[O7> RICKBEEE]
1. (config)# ip dhcp snooping limit rate 50
KREBDOZFEL— b2 507y NIICERELET,
13.2.4 wmK7 1LY
WART 4 VY EFERT A7-0DREICOVWTHBALET,
[EBREDRAT > K]
DHCP 7947 h28HET AR—MIHER 74 LY ZHRELE T,
[O7 > RICKBEE]
1. (config)# interface gigabitethernet 1/0/1
(config-if)# ip verify source port-security
(config-if)# exit

AR—=F1/0/1ICEETIP T RLAERETMAC T RLAZEWKR T A VYSEBETRHET 4 LY %
BELET .
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CEREIA]
trust R—FTa > 74 L —3»av >y Nip verify source Iv > REBRELTH, MR T7 4 L7 1E
|29, £7z, DHCP snooping BXIlIE, 2> 7« 7L — 3 >3~ R ip dhep snooping vlan
TRESN TV VLAN THHKR 7 A LY PEHE LD ETOTERL TS,

13.25 94173y 7 ARP &

5145 3Iv 7 ARPBEZERT HODOREICOVTHALET,

(1) EFRE

[BEEDRA > N
51453y ARPBEOEABEZEWICT S VLAN ZRELF T,

[O7 > RICKBERE]
1. (config)# ip arp inspection vlan 2
VLANID 2 %4145+ 3Iv 7 ARPBEONRICHELE T, AI~v > FEEELZW VLAN T34
A4+ 3Iv 27 ARPBREIENELEZE A,
BEI=EIE]
s OY7 47 VL—a>ravr Rip dhep snooping vlan THE L T\ VLAN ID 2#8E L T<

7ZE 0,
e RIATYRERELLZEIE, I> 7471 —23>a< > Fipsource binding TE& L 72/N1
PTA VT T=IR=ZADI Y )b, ¥14F Iy ARPBREONRELDET,

e ROV REFRELL VLANICFIB L TWAR—MIMNLT, 3747 —a>vavr Rip
arp inspection trust #&%7E L7258, ZOR— MIF¥ 1 F I v 7 ARP BREORRHNE LD £,
(2) trust R— NDEE
[BREDRA > N
DHCP #— NIkt AR — b Z trust RF— b E L TERELE T,
[O7 > RICKBRE]
1. (config)# interface gigabitethernet 1/0/5

(config-if)#f ip arp inspection trust

(config-if)ff exit
A=K 1/0/5% trust RF— b ELTHRELE T, ZDIIHLDR—MTuntrust KR—rEZDFET,

CEREIE]
KAV RZHRELER—FTIE, ¥1F3Iv 7 ARPHBEOBRENR VLANICFHELTWTY, ¥4

F 37 ARP REORRINEHDET,
(3) AT alREDHRE

EREDRA > N
REBDS A FIv 7 ARPBEDA T 3 VBEE LTREETL MAC 7 KL AKE (src-mac B#E)

ZPREMCHELE T,

[Ov > RICKBEHRE]
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1. (config)# ip arp inspection validate src-mac
FTYarvBEE L TCEETMAC 7 RLAWE (src-mac &) 2BGICHELET,

13.2.6 ARP /X7y hDREL — MEIRR
ARP $4 v hORIEL — MR A BT 57 DREI OV THALET,

BREDRA > N
KEBENZETSHARP STy hOREL—b2RELE T,

[O7 > RICKBHRE]
1. (config)lt ip arp inspection Limit rate 100
REBOZFEL— %2 10087y NICHRELE T,
13.2.7 BE IP 7 RLAZHF OmKRZzER LUIZHES
BEEIP 7 N L AZROWAR 2 HEH T 2BEOREICOVTHALE I,
BE7E IP 7 N L A& FEOWR % Bt LB B OS2 RORIRLUE T,
13-11 BEZE IP 7 KL A &HF DK% &K U8 S OB

DHCPH—/3 ERFH—/\

LAXNIRA Y F/IL—4
(DHCP) L—)

L /05

1/0/1

VLAN 2

—]

LAN2RA yF/NT

IP7 FLA :192.168.100. 22
MACT K LR : 0012. e2ff. 2222

DHCPY S 47 2+ EEIPT KL R EH DR

(FL51) I:I trust/R— k |:| s untrustih— k

DHCP snooping ®&E, [13.2.2 EARHE] LEMHTT ., KT, EEIP 7 FLRAEZRFOHKE
untrust A— MIERRET 2720, NA VT4 YT T—IR-RIEE P 7 RUVRAEREDHKRDAY T 1 v
7 BERPNETT
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[BEEDRA > N
EE IP 7 R L A2 RO ROmKIEREZ, /N1~ VITT=IR=RIAY T4 v 7 EHFLET,

[O7 > RICKBEEE]
1. (config)# ip source binding 0012.e2ff.2222 vlan 2 192.168.100.22 interface gigabitethernet
1/0/1
WARD MAC 7 RL R, WADFIET 5 VLAN (VLAN ID), #WRDIP 7 RL R, BX ORI
EINTVAER-IEEZ, NMUTA VT T—IR—AZRELET,
13.2.8 AREEBENDERNICDHCP ) L—hEHRINE=EE

AEBEOR I DHCP U L —28HE LI5S, KREBT/N 7y MEHFHMTEZALDICRELE T,

AEBEOE NIZ DHCP U L — 28k LB & 0BRA 2 ROKIRLET,

13-12 AREEDE FIZ DHCP U L —%#&#H U5 S OB HI

DHCP+— P —/

— 1/0/1

VLAN 2
& IP7 KL :192.168.100. 33

LAX3ZA v F/ J—4& MACY kL R : 0012. e2ff. 3333
(DHCPY) L—)

DHCPHZ S 14 7 2 k

(AL |:| s trust/R— k |:| : untrust/R—

AEED DHCP snooping & 7Ed, [13.2.2 EARE] [13.24 WmAK7«1 L%, BXU [13.25 ¥
AF3v 7 ARPHE] LRAKTT,

AT, FOEETIEIDHCP 7547 b 5D DHCP 37w v B X IPv4 /7w vt cE
Ao Tz, LAVYIZAAYF/ N—=9D060DARP /)Ny " HHTEER AL

NIy bR T A7 HI121%, AREE T DHCP /37 v ok R 2% E, [Pv4 /Sy homifkE
A9 B ERE, z‘ootUARP/\ﬁ’/ NOHREE T ARENDETT,
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(1) DHCP N7y Mo =30l 9 55 7E

[EBREDRT > N]
DHCP 7S5A 7 v o087y MiE, LAVY3AALvF,/IL—% (DHCP YL —) IC&>THEET
MAC 7 RLUZAEZXHZ 5N TWA7®, DHCP /S v FO MAC 7 R L RZEMRE S EICHE L
£9,

[OY > RICKBETF]

1. (config)# no ip dhcp snooping verify mac-address

untrust K— bD MAC 7 F L A E 2 ENICHEELE T,
CEREIE]

ROy RAFEEIN TR WVWES, MAC 7 RLUAEMEES T 57-%, untrust K— 2 DHCP Y
L— %R TEEHA,

(2) IPv4 N7y b ORIk ZEFFI T HERE
[BREDRA > K]

DHCP 754 7> v o)y ME, LAY 3ZAA4vF,/)L—% (DHCP VUL —) IZX->TEET
MAC 7 RLANEZBEI SN TWVWSZD, WMRIANVYEHIEETIP 7 RLAR T ZHELE T,
[O7 > RICKBEETE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)#t ip verify source
(config-if)# exit
A—=b1/0/112, MRT A NIEHELTEETIP 7 RLAL T ZHRELE T,
(3) ARP /N1y Nk ZEFO 9 25RTE
ARP 37y ORI T AREIZEEIP 7 FLRAZ DR EZHERE LIZBEERERTT,

JEICOWVWTIE, [13.27 BEEIP T FLAZHEOHERZERLILEE] 2B LTI S0,

13.2.9 AEEDE TIC Option82 #1579 % DHCP ) L —H & &
n=igs

AAEBEOBITIC Options2 %1579 5 DHCP U L —% 6 L1558, ARE T/ v FEFHTE2 L5
KRELET.

AEEBE DB I Option82 %59 % DHCP V) L — % i L 7= B& OEEH 2 RORITR L £ 9
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(1)

(2)

(3)

13 DHCP snooping

®13-13 AKEDE TIC Option82 Z {159 % DHCP U L —Z#&#i Lo IBE DRI

DHCP4— /% Y —

— 1/0/1

VLAN 2
il IP7 F!/X :192.168. 100. 44
LAY3IRAyF/IL—4 MACY R LR : 0012. e2ff. 4444

(DHCPY) L—) Option82% {0

(L5 I:I s trust/R— k |:| s untrust/R—

AEED DHCP snooping #7Ed [13.2.2 EAFRE] [13.24 WKR74L¥], BXU [13.25 ¥4
+3Iv 27 ARP#E] LFRKETT,

AFTIE, FOFETIEDHCP 7547 >+ 50D DHCP /87w b BXUIPvA Ty b HTE £
ho Tz, LAVI AL YT/ N—FD50D ARP /X7 v hbHHTEEEA

Ny haT 5720 , REETDHCP /Yy hOHEHFR T AH85E, [Pv4 /37y hOHf%:
AT BHERIE, BJ:U‘\ARP /\’7 v hOFEE AT ARENBETT, 7z, DHCP Y L —7° Option82
#5954, Option82 fF& DHCP /$4 v h k%A 3 2 REDMBETT,

DHCP /N7y h Oohiik % 3¥0] 9 BER7E
DHCP /$4 v b Ok % A § 5 REIRAREBOR TIC DHCP U L — A8t S N1 He L AT,

BEILDNTIE, [13.2.8 AEBEOE FICDHCP J L—wfisniziHa (1) DHCP /v b Ok
ZHATAHRE] 2SR L TS0,

IPv4 /X7y D& 0] 9 DE%7E
DHCP %7 v b OHfk = 3R] I AREIIAREBEOR NI DHCP U L —PERESNIIEEERETT,

REILDONTIL, [13.2.8 KEBEOE FICDHCP VU L—EfishizHa (2) [Pvd/Sry Fodikz
FRITHHRE] 2SRELTLIES 0,

ARP /Xy b O ZFFTE I D ERE
ARP 8% b O FFAT S B BEIREE IP 7 B L R 2 HOMREBE L 58 LR T,
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BEICOWVTIE, [13.2.7 EEIP 7 FLAZFOmAZER LHE] 2B TS0,

(4) Option82 {4 DHCP /X7 v h Dtk Z 5T 3 D EE

[BEEOAT > N
DHCP /4 v @ Option82 DFFHieE & Mo s LE 3.

[O7 > RICKBEE]

1. (config)# ip dhcp snooping information option allow-untrusted
untrust A — k@ Option82 DFEMEEZ BWINICHREL T,

13.2.10 syslog H—/\A\DHF7
REDRA > N
Bk 7% syslog B —NICH AT AREZ LE T,
[O7 > RICKBEERE]
1. (config)# ip dhcp snooping logging enable
(k0 7% syslog B —NICH AT HREZ LE T,

2.(config)# logging event-kind dsn
syslog B —=NIGEENRET 20 7ERD, * vt —IEHIC DHCP snooping ##%EL £ 9,
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F5iR TTRILEAICK3REMEREE

GSRP aware

GSRP aware &, GSRP A4 v F»P 56T L —LZZETHLICLH-T, H
EBOMACT RLAT =7 L% 7YY 79T 5HETT, TOETIE, GSRP
aware IZOW T L 9,
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14 GSRP aware

14.1 f&SH
14.1.1 GSRP OIIE

GSRP (Gigabit Switch Redundancy Protocol) &, A1 v FICEENHEELIFEETS, A—% v b
T—2 EORAA v FE2FHRHL CEERREZHERT 2 ZEEZENE LEEBOTRLEZERT 2HETT,

3y hT =R TUEALT AHEEE LTANZ TV Y —=2H D ETH, GSRP TIE2EDAA v FRITHl
MY B7:0, AR TV —XDBEBROYOBINEETT. £/, AV NIT—JDAT AL v F %
ZERICTAED R RKHBELEBBICHE L TWET,

GSRPIZ& A LAY 2 DAE/LOBELZROKIRLE T,

14-1 GSRP O#IE

LAN
A YT
GSRP
gn—7

GSRPR 1 v FA GSRPR A v FB
< R2 K Ny Ty TIRE

—N\vo 7T E— - XA kEE
KEA~ED ~EF

lEE

—e ~————
PEE SR | EEFEER
DS D BIE R

FEE
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AFEEIL, GSRP aware #9R— b+ L*9., GSRP aware &, GSRP A4 v Fh 587 L —L2Z(ET
BIEILE-T, BEBEOMACT RLATF—TLE2 7Y 7 LET, %8, GSRP aware iZ2oW\WT, I~
T4 7L —23raAv Y RTORERFHDEEA,

14.1.2 GSRP R v FHIV)EZDENME

GSRP A4 v FTHDEZETOEE, 7L —LIIRT 274 T =T« > I7BXOTay F 2 700X H]
BMETIZITIE, TV RFR—I0 FEOEEZHEICERTEEYA. 2hE, BEOAAL vFO MACT
RLAT—=7WICBVWT,MACT RLALY MBI DBARNCY A Y IRRETH > 72 GSRP A1 v FRIT
WWESRSNI-EETHA72DTT . BEZHFFICHRT 2729121, GSRP X4 v F O DB X LFEEFIC,
BEOAALYFOMACT RLATF—TLI M) 227 )T7THRESHDET,

GSRP A1 v FTRYOEBEZZITH L&, AEOZAA v FIHLTMACT RLAT =7 LT MDY Y
7 #Esk9 %728 GSRP Flush request 7 L — A EMESHIEI7 L—L%2%EFLE T, 2D GSRP Flush
request 7L —L%ZELT, BEENOMACT RLAT—T L% 7 )7 T&E% XA vF% GSRP
aware LU EJ . AZEEIL, ¥ GSRP aware & L CEEL £ 9. GSRP aware i& GSRP Flush
request 7L —L%7F w57 +4 7 LET. GSRP Flush request 7 L — AR EROEEEX IROKITIR L
£,

14-2 GSRP Flush request 7 L — AR DENE

GSRP
gn—7
GSRPR A v FA GSRPR 1 v FB
< R A IKEE NV DTy TIREE
=Ny T v ITRE  x O —T R B IREE
1. GSRP Flush request
1 JL—LiEfE
2.MAC7 RLRTF—TILHY T
4. MACT7 FLREHE
——=
|
|
|
|
o |
(LD )
O:72+7—FT«4v¥ i N ______ -

x:JAayxoy

1.GSRP A vF A & GSRP 24 v F B DT DEZA1THMN, GSRP X4 v F B & GSRP Flush
request 7 L — L ZAREBANMITTEELE T,

2. 4% ®E 3 GSRP Flush request 7 L— 4% %13, BEBENOMACT7 RLAT—7L%27YT7LE
j_o

259
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3. 20, AEBIZPCORET AT L—LIINLT, MACT7 RLAEETONAZETTI TV T4
VITERITVET,
LT L—LIE, YAYIRETH S GSRP A1/ v F BZRBELTHENT T —T 1 7 EINE T,

4I5EE LTPCHTDILV—LNR-TL %E, REEBIZIMAC 7 RLAEZZITVLWET,
D, REBIZPCHASDT L —L% GSRP AL v F BANATTCEF I+ T—F 4 7 FT5LHI12k0D
7,

14.1.3 GSRP aware {ERROF=EIR

(1) fEgEE OHF(CDWT
@ LaIY2R1yFgeEDHE

[3>T747Vb—=YaryAA R Voll]l [243 VLAY 2ALy FRESMBREDHFICONT] 2L
TLEE W,

(b) LA¥28RELEDHTE
[5.2.1 LAY 2RWEEEMEREE OHF] 2ZML T ES 0,
(©) TRILERICKZREREEEEE DHE
GSRP L OHREFTHIROH 5, TIRIERIC KL 2 EEBIEEEZ ROKRITTRLE T,

& 14-1 GSRP L DHEFTHIBRD & D HEEE

HIBRD 35 B kAR HIFROAE

VAR E N AN T U NMIEBTa Y F U REOR— TR,
GSRP Flush request 7L —L%2ZELEH A,
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14.2 Y RAAR

1421 OY 2 R—&

GSRP aware O I<v Y F—E*ROFRIIRLET,

®14-2 EHIYR—E

v RE A
show gsrp aware GSRP @ aware 1 zF~LE 7.
restart gsrp GSRP u /5 L% HEL#H L £7.
dump protocols gsrp GSRP 70 7’5 L THRELL TV AFEMA N2 b b L —REHRSB L ORI T — 7 UIER
277 ANAEAILET,

261






YT I I R

Ty TIT - NE, Ty T ZIERTAZODOR— DD
5, E56p—AFTHEEL, bO—HE2BRERBICE#SESZ LT, TEL
RS TEAEDICTA-OOEETT, 7y I I7OR— NI, WiE
A= NFLFV I T7TVr =3 V2R ETETET,

COETIE, 7oV 7 - UF YT NOBHEBREREICOWTHAL F
9,
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15 7y FU27 - UIVIUK

15.1 &S
15.1.1 =

FTyTIr T VTN, REBTT YT U ZICHWAR— NEELL, BETICY Y IEES
RIS EZEFEFOR- MYV BZ T EMNRAA v FEOBRFEEMFET A2HETT. ARELZFEHRT
BE, AN TV =M Ta NN EEDEVWTT Y TY Y ZICHVWAR- N EARLTESE
To UELTHLDDZDOR—- 2bbET, 7Y FTUIIR—NEFHVET,

ToTVIY )T UE Y NOEAERERORIRLE T,
®15-1 7y P27 - US>F> NOBRFHER
4 )

LR A YFA LR A v FB

TvFT)oR—F

- /

(L) agorn QO agror—r O :@EEsLEor—+

CORDERTT v TV 7 - VFUF Y N EFERLUZES, AREBE ERAM v F A EORDY V71
BESFEELTL, REBE FHUAA v F B EDOBOY 7 IV BEZ A ETCREZMHETEXT,

15.1.2 #HR— MR
TvTVYT - VF YTy FTOY R MREERORIRLE S

K15-1 7y FPU2T - UIUIY NTOHR— MR

IEH HR— NEE - Tk
HWHA VY 72— YA — b O
Vo7 TN r—vay O
7)) I R—= M [a>T747VL—=vayhHAR

Vol.l] [3 &S] 28R

—ONDT7 v S IR=MIRETRERA V¥ 7 2 — A 2

TIATVR=IADT T4 TR—-FEETPVEREL

TIALTIR=bADT 7T 1 THR- FEHTORE LILE

TUFA TR PEEIVLE

O|lO0|O|0O

TUT 4T R— R NEEROT Ty Y aflffl 7 L— LEZEHEE
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158 HR— N - AR
7Y T4 7 R— VEEREO MAC 7 RLAT v 77— Mk O
TUT 4 TR NEERONR— Uty MERE O
B DT 7 T 1 7R — NEERKRE O*
774 R=1+ MIB, 771 ~X—1®SNMP @41 O

(LBl O gF—1h
3%
Ay UREEEE, Y A5 A4y FOYOBEIPRE LGS, FEEZBERLI T,

1513 7y 7U>7 - )99 NEHERIE

TV )T RTE, 1 NOR— b ERRY VTS a v R AVWTAERRHERL E
To TOR=IRADBTY TV TR=bNTT Ty U IR=- M, BE, BEE2TI> TSI F—
b, PIARUR-FOBERIGBEEZTOEA VY IUR- O OBHVET, INHDR—HME, 2
VI4 =Y a3y TCRELET,

FIATYHR— P EEA VS IR— M, AUHEEHPE— M UCTHHRERBD E A, HIZIE, 7T
YA M I0FHE Y b - A —H 3y b= b g, EHAVFUR— MR T FHEY b - £ —F 5o b
K2 SEKRRY Y IT IV =Y a v ARET AL L TEET,

TYTI Y IHE— DI, BIEEEET>TVAR—ET 7T 1+ TH— P EROET, $72, 77571
THR— MCEEDSRE LIHAIC, BEEROD, TCREEZMBTE S LD RERMPSTET DK —
b &Y VNS A b EFUET,

FoT) U IR-FEEBRTS 1 NOR— I, VLAN ZEOBEREZR—REICTALEIHDET, £
7z, 7TV IR=PIIERELTVAR—-KI, EPOT7y T IR-FTCRBETCETEIH A

TyTI LT )T UF Y NOBEBEERORISRLE T,
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15 7y FU27 - UIVIUK

15-2 7y )27 - VFUF> NOEEHE
o;E
( )
EHRA v FA EfRA v FB
-
TS5A4TR—+ tHUFYR— R
(FHF 1 Th— ) (R8s H— )
\_ J
l754vuﬁ—bﬁ%
o=
4 )
LR A v FB
= 3
DL DLt
(FHF 1 Th—b)
EhUEY K- Iz
UBA, EEERE
\_
F54 < K— FEIE
YL
4 )
EHRA v FA EHRA v FB
IS4 3y H— k il L hUEYR— b
2 /T A\ a - ar"—
Ao OMEERC)- 520
\_ J
EBYYRL, Fi
ERaT Y FNET
(LD agorn QO asror—r O :@EsLEor—+
B

REBOTIATIR=— I Z2RELT, EUAAS Y FANBETEEHRETT, REBOEH V)R-
MEIBEELTWRWIRETT,
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P Ry
TIATIUR=b DY I F T %I, KEBDPT VT4 T R— b2 hVFYR-MIEEL,
THYFIVR—=bERBHALUTEMAS y FAORBEMELET. COBEZTIOBEZ LFUET,
ZDEE, FILL T 7T TR=- Mozt h v FUR— S EMNAAL v FA~, 75y aflfar
L—LEVWHIBERHOHIEM 7 L —LEHIEMAC 7 RLAT Yy T F— b7 L—L%2EETHZET, B
2L v FOMACT RUAT—TLEEH L, BELELPICEHTEET,

BBk
TI5ARIR=IDBI I IT YT LTATUNAR= P> TWhE, BEIDERE UKELZFHT
5, $LRABBCERAITY RR2ETTSHIET, 7TVT4 T R— 254U R—NIEETE
x93, COFERZTIVRLEMFUET,
Fio, OBIBEFERIIS, 79y Va7 L —LF R EMACT RLAT Yy TF— 7 L—L0 %1%
BI52&, FRER-— MUty MEBEICE->TIHTY 7574 7R— b2 —RHIZYT L SE52 T,
BELEDPPICEHTEET,

15.1.4 HIWEZ - YIVRUENE

ToEZ -UDRLER, BEZITO-TVWAR—2ZLEITIEHETT, YOBEZL-YVRELE, 777+«
TR=FDOEFERR=IDPRAYUNAR= &R TWBIBEIL, ROZEETEELE T,

o« FUTF 4 THE—MIEESRET S

« HEIYIDRE USROG BREASEET 5

« TUT 4 TR EEETHEHITY REEITTS

o2 -IDRELEMEERRIC, BEZToTCWER—FTEELTW/EMACT RLAZITRTTZ YT
LCHLL T 7T 4 TR= P72 R— b TCBEZITVWET, 7Iv a7 L —LE/IEMAC T
RLAT Y7o 7 L— AR EETAREL LT ABAIE, T2 - JELEFABICHLL 72
FA4TR=MIE oz R=— D575y a7 L —LFZIEMACT RLATY F— 7L —L4%
EELET. R—MUty MEEZREL TWVWAEAIE, IHY 751 7R— b E2—BICSY v &8F 7,

PIOBAEBEZROKIITRLET,
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®15-3 IWBREME (75v Y 2kl 7 L—LFE MAC 7 RLRT Y 77— h 7 L— ARERE
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15.1.5 B#IVERUKREE

HETIDREULBEREE I, TS5 AT )R- FOBEEICE>TEH VT IR—IDBTIT 4 TR=MIZ>TWH
HIRRET, oAU R—- " PEBE,SEIHLLESIC, BEINICT VT4 TR— 1 2TS54<)R—HMIZ
EHEGHEETT. VDR LOFSERIZ, 0F (EIE) »5 300 ORI TRETZET,

BRIV RICES>TT T4 T R—b2EELLES, BEUOVRELVEZEELEEA. 277L, ROES

SOEM I BEICIZESNVRERLSEELE T,

e BRIV Y RICESTT VT4 T R= 2EE LIZHET, AT 47— a3y TAKEZHRES /-
ZEELIEE

s BMHOY Y NICESTT T4 TR— b 2EELEHET, 7747 R— bOBRESFKEL - IZEE
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15.1.6 @ISEIHDMHBIHEEE

TYT) T - )FE YT, Y0EX - ORLEBERICEFEIRZHMHE T 5 =D>0MER -~
LTWET. B, =207y 7Y Y/ #— MIBETE SREE LN —D LT TT,

o 75w aKlfT L —LREZEHEE
T a7 L—LERETEHIET, EUASMYFOMACT RLRAF—=TLEIZYTLT, 7
FT 4 VALK TCBEREIRALET, EUAA vy FIE, 79y aflifizL—L4i2ksd MAC 7 R
LATF—=TLDOII)T2YR=-F LTVERENHDET,

« MACT7 RL ATy 5 — hHERE
MACT7 RLAT Y FF— R I L—LZREETHIET, EAL Yy FITHKRD MAC 7 RL A2 HZ2
BHCEBZERLET. U/ v FIIBEHOZEHEINES D FEAN, BEFSELND
MAC 7 RV ABUCHIBAH D £9 . k72, BEZEHTHETIC 10 WEEREPE» 2550550
£,

e R—hMUtv MEERE
B7Y 754 7R—- b 22— SBBHIET, Vo I7¥ 70 2BH UL EMAA Y F55, 3%
R—bETCEHLLEMACTRLAZY N ZMACT RLAF—TLH627UTL, 7995427
WE->GEFZEIRLET., EUAAS vy FICEHOKERNES D EEAD, TI5A4TUR—rEtH
VHFVR=MIE—D LAy FEBRLTWALRESHD £,

75y a7 L — LR EREER, FMNAL vy FA T Ty v allfilT L —L 2T R—F L TWEREES
BELTVWADIIXLT, MACT RLA7Z Yy FF— MEREBIUOR—N Uty MEEREIX, 75 v > 24
TV —LZZETELVWEELBEELTVET,
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THHIT L —LDFEERNL—TEERNZ LEE A

VEFAPZE SN

N—T2BHT 57200 L2 V—THM7 L—L3EELER
Ao

V— TEERMEL, BETLR—NT, EETOR— MEFNIC
o7 BERE LET, HlZIE, RETLHIRIEEHER- T
HnX, EHu 72 FRL, EELA— b % inactive IRE&IZ L
£9,

L2 =715 7 L —LDEER—NZDWT

L2 V—T7RHI 7 L — L%, BERREHER — b EBAEEAR— MCFIB L TV 59 RTD VLAN 25, &
ELIEEHEBTEBLET, AMEETEETEIHRAT L —LHIRE->TVWT, FhzA 57 L —4
WBREELERA, 7V—LZRETE LD >72R— P VLAN TIE, V—TBEZBHNTEI L EDE

To 2D, FETELHHRAT L —LHIE, NWEFFIHES>THREL TSV, FllIE, a7+ 7

L—> 374 K Volll [3.11.1

L2 V=751 #2B LT 2E W,
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16 L2 JL— 14

(3)

(4)

5)

L—TEENEESEER— N % inactive JREEIZ T DR

L2 V=BT V—Lb%2RFLI5E, BEEPSREELL L2 L-THM7L—-L47T, »ORFKR—-L
ICERESNTWVWA VLAN ThNiL, B4 VLANBETHIL-TRBELRZLET, L2 V—THRM7 L —
LDZEICE>TN—TEELHETSHE, R—bTEICTLV—LOFEHREHTMLET, TOENT
VI T —Ya v TRELEZLL-TRANT L —L2EH FIHEIZ L) 1IGET &, g4R—1+%

inactive JRE&IC L £ 9,

29y TR TO L2 )L —THRAENE

Bl—ZA% Y ZHORXAYINAAL Y FRTEEENZ L2 V-7 L —L%22EFELEETYH, L2 L—7F
BHPEELET. AY Y ZBEEEO L2 L—THHN7 L —LDZFEICX B L—HBENICOWTIRDOIIZ
RLET,

16-2 9y 7HBHEED L2 )L—FRH7 L — ADZEIC KB IL—T1RA

RA9Y

TRABRAYF /i“y’JT‘y?"X»r‘y:)‘-W

RA9Y

( YRERAYF NI TYTARALYF

(S L2 —TBEm T L—LA

BRAXYE—YDOFRRICDONVT

L—TREBRMOERX v —V%2EIHPOR—-NTERL, FOERICEUR—NTL2 V-7

L—L%2ZFELTH, FiHOFRRYS 1 7EIGEAA vt —Y2F R LERA. HIBRIOFERY?S 1 FERE

BL, ZOBRL2L—THAT LV —L2RELLEE, VL-THRERHOERA v -V 2R LET,

16.1.3 ERHI
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(1)

(2)

(3)

16 L2 L—T40

16-3 L2 L —7Ikkaez @A LIy N7 — T

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

=—map
fa——N,
TIORALRY kT—9 L2)L—Fiaantse < )L— JEZHNIE
(LB ----- ; 38384 L - B SDigsnitismzEA— ~
L—T D (3) #esmiiE —
X Oy yiREE 7‘y7’u v R—

RAE(SFAZER— b DB

L2 V—THHIERE T —IRAVICERE T 5K — MERITT . AEEC, D, ETRT &L, FflloR—
WWRELTHBLLZET, 1, 2, 30&5 L TMIROBRBEFEICL LI — 75“%&3’1[13[/&@“0

REDLEER— DB

V—TREOHRNEEZ BT 2701018, TEALT MIOBEEBE CAKELZEESERIIONEYT
o AEBCEAEBEDIDICZERTERL TVWABAIL, 20X REERTAEE CHlOR—-+%
inactive IRE&ICT 5 &, REEE DL —TERELEFZELEZVIRTOWMEKTLAR Y T =T AOBEHEHN
TEGRLRVET, 20710, LV TREZAEREBEE TL2 L — TR LESESE A E2HBELE
ED

B, T0Di5 , REE CHIOR— MIIIBHAEER— M 2RELTBEET, COREICEH-T, E
%@ﬁﬁiK %ET» f@ ERHLETH, REBE CL2 L — RAEHEODREBR Y L ETL—F
BEZBMATEAWVWEZITIE, AEE C TL—TBE+MHHM (inactive IREEIZIZ RSB W) TEEF,

7y ) TIR—NDER

Fitxy b T —=JICBP > TVAR— EZEZIT7THY VT =T ICEET AR THRELE T, DK
FICE-T, 4.0&DHEBEFEL-28E, RAEE C OFETLR— M2 inactive IREEICEZ 5720, T7
I NI =TI ANDOER R TEET,
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16 L2 JL— 14

16.1.4 L2 L—THIAERFKOER
(1) 70 R3JL VLAN % MAC VLAN TOEMEICDWNT

L2 V=77 L—L41F, ME7 +—~vv F® Untagged 7L —A4TY, 70 IR — b MAC K—
FTERA T4 7 VLAN & LTEES NS0, RITRTEMEEZES 680 LTWA5A, EEMICD
BN —TRENBHTELEVBEINNH D ET,

« A7V NI ROR— 2T S) O IR-PELTHELTVS

« A7 ARy b= A T4 7 VLAN ZREL T

Z HE, T TV IR-PELTHRELTVAAT 2y M T =T HlOR— b EZBREEE R — MIEE
’9‘6& N—THEEZBHTE &, BAENLBERGZRITRLES,

@) N—TRADHIBRE % 28R
ROKIRI BRI CAREER NO HUB Mz iR#E#Hi T 52 &, BEMICD2L-THPRELET,

AZEE A X HUB BIOBIEERAZER— 5 L2 V—TBHT7 L —L%2%EL, a7 AL v FROT v
YU IR=—bPEEEELERA,. KEEBEBIEMAC R—FTCRELL L2 VL—THHN7 L —L0%2A1
F4 7 VLAN E LTESRELED ET B0, L2 L—TBHM7 L —L3a7 A1y FREANFHINETA.
ZOEE, L2 V=7 V—LI3FEB ANRE>TI RV, V-TEBEZHRNTEEE A

16-4 )L—TRADHIRE 3 B8R

a7y kI—2 AT RAYF
VLAN 200 = VLAN 200

VLAN 200

V)  #AF 1 JVLANE LT

] LS5 ET B0, L2aL—
Q) ZBRRT L—Lthgah

0

MAC VLAN 200

A F 4 IVLAN 10

VLAN 200

MACR—

MAC VLAN 200
4 71 JVLAN 10

PRy R I— |
(B ---- B L - E RS —

IL—TDFEN Ty Ty R—
L2 —TRE T L—LA

(b) I —TRAITTRE S ERLG)

RKEBADITAA Y FRIOR— b ZHBIAERER— MIRELLES, REBEBIZIT7TAA v FHOR—
NPOZELRL2 V=77 L —24% MAC R— AT 270, KEB A TIL—TEBESBNTE
9,
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16 L2 JL—T 140

16-5 L—IRA0TIREHERY

a7y bI—2 ATFRAYF
VLAN 200 _EEEEE.’EE"' VLAN 200
VLAN 200 VLAN 200

a7 RA Y FRIOR— S AREEEA REEB S)  VLAN 200/ 507 L
NERMEER— ~(C R sl — L ASMACHR— R~
R ST MACAR— 3N | F#EEhD

MAC VLAN 200

45«4 JFVLAN 10 MAC VLAN 200

4 T« FVLAN 10

HUB oo mmmmm oo HUB

FoezRRY kI— |

(R -----: SREER L = [El#R TREEERAZEAR— b
L—TDORn REEER— b

L2 —TBEMT L—L4

(2) Tag ZHRMERBOEMEICDOVT
WO ES BHE, N—TRELBALET,

 BEBEO Tag MR- P 6RE L7 Tag BBRSN/ L2 V=77 L—L0, v NT—UNT
R, BRETZELIZBS

o ftEET Tag BBRS N L2 V—THE 7 L —L2BEBETZELIEEA

BEMMICBEBICHOERT LD %%y MU —7BRICT 25813, WRA— b ZEAGRIA— MTHREL
T, V—T7HEEZEEL TS0,

(3) L2 L—715IBBEDEIFRIBICDWVT
FEl—%y T =W L2 L—THHRT R— NOEBZEBIT L, ZOEBTIL-RA7L—L%%
BLEEXIITLV—LEZERTIEEPHVET, FOBEE, TOEB2EURETCIL—TEESRELT
LBHITEE A
(4) inactive JREEIC L7=7R— N ZEEIMY(C active JREEIC T 2 #EEE (BHENEIBRLREE) (CDUWLT
@) FyRILTIN—TTERE

F v XTIV —TOEBHERKESEHEL TVWAIRET, FEF v AL ITVL—THOR=- A 12TH

active REEE k- 12358, EEF v+ XL TIN—T3ERREE RV ET, OO, EHF v RILTIL—
7 Tinactive IREDFT F &> TWABR— NI, ERH I~ K activate THR— + % active JREEIC L TKL
7280,

by RIFavITIVITF7ITIVF— 3> TERAR
AT 4y Vo7 7S —ay ETEEEREELZERAT 2581, WOB[ICEFERL TS W,
o {EEAZLE (Fv NT—UBROLEE) 5&, MHEEREOEERICL—T2BALT, #4F v
INTN—T CHBEIRRESEEL W &V T,

¢ A PRIV I—Ya Y TERTAHAREEEZIEEL T LSV, HELZVE, EHRHEDSH
L7 EIC& > T—RICERREENS Rz HREBICH D, EEEEDSFZET v 2V TV—TD S8 T 2
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16 L2 JL— 14

ZEPBVEY, CORETL—TEBAILHE, BET v 27— T TEBEIRKEN EE L &
WBETNAHDET,

HEVEIHMEEDEME L 2 W&, V—THRERZEEL-H &, BRI~ N activate THR— b % active
REEICLTL &0,

(5) RYvIBHTOBEEEIBHEEEICDOWVWT

2%y 7T, BENMEIEMEE (inactive IREEIC L7-AR— b 2 HEIRYIC active IREEIC T B1%EE) 3%
LTWTH, L—TREOMAICK > THR— ¥ inactive RED L ZITT AT AL v F 0O EDS &,
FLVWIYRY R v FOFHT SHR— M inactive KO X TY ., ZDFAEIE, ERHI~ > N activate
TAR—b% active JREBICL TL 7280,

(6) R9vI7HEH & Ring Protocol £7/=FR/INXZ=> 7V 1) —DHEICDOWT

2% v 7T, Ring Protocol £721& A/8= > 7Y ) — B 72354, Blocking HREEIC%2 5 R — b2 L2
N —THHORRIZLRVTLIZE N,
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16 L2 )L—7 %40

16.2 AV RHIR

16.2.1 Av>R—E

2IV—THoar 747 —a>yavy R—E2ROFBITRLET,

®16-2 dA>7147L—>a>av2R—E&

JvURE A

loop-detection L2 V—THAERE COR— MERIZREL LT,

loop-detection auto-restore-time | inactive IRE&IZ L7z R— b % HEINIC active IREEICT 5 £ TORR Z M BAL
THELE T,

loop-detection enable L2 V—7HAEEZ B LE T,

loop-detection hold-time inactive IREEICT B £ TO L2 L— A7 L — LA ZERORRRE 2B
MTHELET,

loop-detection interval-time L2 V—=THI7 L — LR ERBEERELE T,

loop-detection threshold AR—b% inactive REIZT B ETO L2 V—THHAIT L —LZEREFREL
ESC

L2 V—THHOBHAIVY F—E2ROFISRLET,

*£16-3 ERIVVR—E

a2 R%E A
show loop-detection L2 V—THEAERERRLET.
show loop-detection statistics L2 V=R OMmetEHRE R LE T,
show loop-detection logging L2 V—THHou VEHREFRRLET,
clear loop-detection statistics L2 V—HROMmetE®REZ 7V 7 LET,
clear loop-detection logging L2 V—THHou JiEHE U7 LET,
restart loop-detection L2 V=TT a5 L2 HiEg L ET.
dump protocols loop-detection L2 V—THHO Y > TERE 7 7 A VAHEHILET .

16.2.2 L2 L—THAIDHE

L2 )V — TR 2 RET A FIELZRITRNLE T, I T, ROKIIRTARERE C OREFZ2RLF
‘a_O

A—F1/0/1 BEF /021373y bT—TEBERLTWASID, Ty IR bERELET,
R=b 1/0/3BLV1/0/4 T TFBEBEERL TWA-0, BAXEHAER-FE2RELET.
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16 L2 JL— 14

16-6 L2 L—TEADEEH

a7FY bT—4 ANR=Z2 Y1) —13 ETIL—TEEHILE
#wzzA [ s ‘= [EETHH i)
AR l
' FEEEFH FHE B3R

sy (Sl L2JL— T HRA1HEE T )L— TRE L

(AB) X vovowe QD) waERER-—~ O 7yIULoR—t

(1) L2 L—T1REEREDRE
REDRAL > N
L2 V=D I 740 L —2a VTR, BELERTHEZENITAHRES, ERICL2 L—
TREZBHLZVWR—NE2RETIDHENHD LT,
[O7> RICKBEFE]

1. (config)# loop-detection enable
AIEBT L2 V— AR EENICLET,

2.(config)#f interface range gigabitethernet 1/0/1-2
(config—if-range)#f Loop—detection uplink-port
(config—if-range)#f exit
R=bF 10/ 1 BET1/02%27y PV IR-PMIRELET, TORTEICE-T, K=+ 1/0/1 8
L 1/0/2 TL2 V—TRHH 7 L—L%2ZE LGS, BETA— ML GEETOR— MERIIC
o7 BEE LE T,

3.(config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# loop-detection send-inact-port
(config—if-range)# exit
A—F1/0/3 8L 1/0/4 ZHAEEHAER-MNIHRELET. ZOREICEL-T, R—b1/0/3 8
KO 1/0/4TL2 V=TT L—L%2REL, £z, AR— b TL—TEERMEIL, AR—-+2%
inactive JREEIZL £ 97
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16 L2 IL—T140

(2) L2 )L—TRH7 L — LDXERRDETE

[EREDRAT > K]
2V—THH7 L —LOBREEL— 2B T7 LV —LR3REELEEA, 7VU—LR2FETELR
PolcAR— bR VLAN T, V—TRBEZBHNTE L EDET, L2 L—THBHN7 L —L0BREE
L— 2825581, HEMBEZESRTELERNEEL - NMNINEASELIICTIRESHDET,
[Ov > RICKBEHRE]

1. (config)#f loop-detection interval-time 60
L2 W—7RHI7 L — L DO%EERMEE 60 ICRELE T,
(3) inactive IRREIC T DRIEFDRE
EBREDRA > N
BEZ, 1EOL—TEEOKAT inactive REICLE T, COBE, MHE (1E) o EHT

EF9, LAaL, BWERZIL—7 T inactive IREEIC L7-< 2 WIEAICIE, inactive IREEICT B ETD
L2V —THH7 L — LS ERERETEET,

[Ov > RICKBEHRE]
1.(config)#f loop-detection threshold 100

L2 V—7#H7 L—2L% 100 [E%/59 5 Z & T inactive iRE&ICT B L H |
2.(config)} loop-detection hold-time 60
L2 V=787 L —LZ28%IC

SHELET.

ZELTLSDORZERE 60 BRET S LD ICHRE

RELZET,
(4) BEEIHIFEDEE
[EBREDRAT > K]
inactive JREEIC L7 R— + 2 HEIHIIC active WREBIC L7z WIBEICHEL T,

[O7> RICKBETE]

1. (config)# loop-detection auto-restore-time 300

300 12, inactive IREEIC L7z R— b2 BEIHIC active REICEITHREZ LE T,
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AN=Ld>p~O-=)L
AR—=LaY A= VETTYT 4 Y ITRRT L — L OB ZHIRT 25

HETTd, COETIE, A=A PO — )LORBHEBIEFEICOVTEHAL
F9,
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17 XAb—=—LTd>~O-L

17.

1 fEE

17.1.1 AM—AOd> M NO—-)DOEE

296

LAY 23y bT—2TlE, 2y NI—ZRAICL—FBEETSE, 70— FFv AN T L —LKRERR
A FEITEHRICHFHRSNT, 2y VT BRUBRSNKBICEERARZ2H IS LICRDE
To COXIBRRITU—RF+ A MZA =L TN, LAV 2Ry NT—TTIBTZTINIEES
BOWEETYT, YILFF Y AT L—LDEERICH#HENAVILFF YA PR N—4, Z=2F ¥ AT
L—LAPEHRICHHEIN A I =F v A P A P—LBHIETBBESHDET,

2w N T = BRUER SN EBADEELIMNZ 572D, ALV FTTITYTF 4 Y TRNET L — Lbfk
DEZFHIBET AHEES A N—LT Y T —ILTT,

AEEBETE, 1Ry MM UF T2 - AT EHFETSHZELV— b (R M —LBHEE) 2RETE, £
DREBLV— b E2BAITTITA VIR TI LV —LE2RELET, Ab—LT PO—=)LIZIEETZ 5%
RIV—LZWRIINLET,

R17-1 A=A NO-ILOWHRTITL—LA

MHRTL—LA BT

70— FF¥2Z b TU—RFF ¥ AT L—LHHRTY,
TH—RFLX AR T L —=AICIE, ARP STy F R EBEICBRELZ 7L —L58FEN5D
T, ZEV-MNIIBEEERAT A7 L —L2ZRB L TRBODHHEEREL TLZE 0,

<N FF v Z b CNFF XL T L= LBHRTT,
TILFFYARNT =212, IPTLFFY A MV—T 1 > 770 s a Lol sy
M EBEIILELZTL—LbEENHDOT, ZELV— MIIBEFERT 7L —L4%
ERLTRBODDEEHZEL TSN,

I=F+ A b MAC 7 RLATF—TNIZ5EHR MAC 7 RFLABBERINTWERWEZDIZT TV T4~
TENBIZF Y AN T L—LBRNRTT,
ZELV—-MIIBEEFRTL 7L —L2ZR L TRBODLEEHREL TS0,

oI, Ab—LzEH EELZBEORETE HHEZRITRLET,

F£17-2 AM—ATO> bO-)LEH - CHERFOEIE

EfF A

SNMP BHIDEF AN—LEBRHE L EEBITRAMN-LDEEEZRELLEE, SMXRX—=bD
SNMP @HIZEF L £,

ERAAvE—YOHH AN —LEBHELEZEEBIVCAN—LDEELBHL-E X, EAA Y-
PHAOLCGEMULET, 2720, F—bOBHEROXA Yy E—JEIBITHALE
ER

R— bOFE AN—LZBHLLEEX, ZOFR— M inactive IREICLE T, X b—LAEIE
Licd &, HUZFDKR— % active KREEICE 91214, activate I~ > R2{EH,
F2EAR— MNAZROBHEIHERET 2DENH D ET,

TR IR Ab—LzBHLIEE, BETII 70 v /2GR LE T, #EMlIZ [17.1.2
REHIR] 22 LTI LSV,




17.1.2

17 XAb—L3>~O-L

e miPR

KRR, A b —LABHRRICKEREPEHB T T 7 v ZELEFLIRESIRZITV, AT, —EDER
FEeRICHBTHIRZMIRTE T,

TO—RFYy AR TL—L4, DLFFTALNTL—L4, I=2FF AL T7L—20 1 BEOZFETL—LH
HA N —LBHEE (ERBME) 28273848, NI 7«4 v 72REFIRE (RREE) ICHRLET. i
EHREZ O IEEITNEA N—LBHEBEDO N T 74 v 7 2EIETEE T,

F7z, Ab—LEEBELTOEZ, f5E LRRE (REHRMERERRR-) DR L7215, B8R
MEBOHIRZ MR L £9, MEHRMEREIE, A —LRERETA M—LZ2ERLET,

TEFIREE2ROKITIRLE T,
17-1 REHIROBNE
A =Ltk A b—LEE

1 R b—LHAR

7
(pps) P A b — L E 1 EE1R B S

it E | BRAZPR BE 18 i ]

R b — LR HH B HWH“ Iﬂmh

it
ﬁ%ﬂm%ﬁl :
H

A b—L[EERHE

2 HIPR{E

—  B5fE
A b—LEE SRR
RAfE LR
(FL51) P A M—LXERTL—LtfEL— bk
x17-3 REHIFRDEHA
I5H &R
RN i AbN—LZBH LIRETY,
METHRZHEEL TWL5E, REHRZEBLEI.
A b —L[EE A b —LEE I L ZRETY,
A b — L HAR Ab—LZBH LT SEIE T 2 E TOHETY,

Z b —LHEE (LREE)

A b —LEHEHT HHETT .
VT4 =23 THELLCEE (R N—LBHEE) 282782, X
F—LzBHEUBEY 2 EELE T,

A b — L [EEEE

A2 N—=LOREIEZ¥IWT HHETT .
VT4 L=y arTHRELLHEE (A N—LRERE) 22 h—AEEER
BRI REl>7/72& &, Ab—LPEELLZEHBLET,

A b — LABMEREOIEE N 5 WIBEIE, TR~ —ABHEE= X b — 4 EERFRE]
ELTEMELET,

TREHIRE (TIREME)

Ab—LEBHLZEE, bIT v BRHIRT HABETT.
IYT74 L= a yCIRELLCEE (REFRE) CREZHRLET.
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17 XAb—Ld>kO-L

17.1.3

I5H

it B I R A R

HEFIRZTOHE T,

A b — L[ EEAR R

A b —LAEE L EHWT 5 E TOHMTY,

A N —LEEREUROES I T4 7L —2 3 CIRE LR (A =24
EEHREER) DI L-e &, A b —APEEL-EHELET,

T B R AR R B AR R

TEBIROMBEIR 2 HWd 2720 OB T,
A —LEVERMEL N OEP TS 7 4 7L — 3 2 CHEE LR (FREH IR
PREGIRBER) DLERkSE Lz & &, MBFHIREMRLET,

R— NARFOBEEEIH

A+ —LBHICKDAZE LR - ME, BELREOZRRZRIC, BB THAELZMBIRTEZET,

iz, FYRNTV—TAOKR— DB LGS, BIHRE, Fv 2LV —T BT 59X TDOR—
MINUTEECHZEZBRL X9,

17.1.4 Rb—ADY bO- I ERFOFSER
(1) R R—LDRHE EEDRE

AREBI, | BEICRELLZT LD, 207471 —Ya>TRELEZEL - 2B EXIC,
AN—LBRELZEHELET. AN—LBRELLZHE, | OBICZE L7 L —28DPZEL— ML
TOREN T T4 7L — 3 ) CHELER (R F—AREEHRRE) L& &1, A b—24701E

(2)

(3)

298

L7zEHELET,

AN —LFRERICR—- N 2HETRESE, FOR—F TR TIV—L2ZE L k5D, A N—L0D[H
BUIMHTERLEDET, A M—LFBEFKIIR- M 2HELLEAIL, 2y VT —VEREBL EORE
BEIIAOFETA N —LHREIE LI & ZHERZIC activate Iv > R2EH L T active JREEIZ LT L
EEWV, £, A—MAZEROEHEHAZRET S5 ETR— M2 BB T active IREICTE £ 7,

A N — ADIRHEHE & PHEIEIC DN T

A+ —LBHEREZ/ NS WETEE LHE, A F—LABEROBMEIIEEN EOT7 L —L%2Hifid 52
EPHVET, TORIBEAEZBAZT L —LZREELET,

{5l : BEA 125pps THEE L7254
o BMEICH LT 200% D7 L — L% 2{EE - BA# | R, 125ppsx 200% ik
o BUEICR LT 110% D7 L — L% BB © BAK 6 R, 125ppsx 110% ik

A N —=LDBRBIRORFET 7 )7

A b —LBHRICETT 2EEIL, BELAZEL— 2 I BORICZELLET7 V-2 BB LZEBAIC
BELE T, A b—LMHEFIER I~ R clear storm-control THiEgt# 27V 795 &, ELLEMEL%

W ERHDET,



17 Ab=—Ld>~O-L

17.2 A RAALR

17.21 O RKR—8
A b —LTY PA—LOAYT 4 FL—Yaravy F—EEROBISRLET .

x®17-4 A>7147L—>3a>av2R—E&

v RE Bl

storm-control AN=LT b a—LVOBEZHRELE T, /2, A b—L%2BKEH - BELZBEOHEEHR

TEET,

Abr—Lavbrua—)VOEHIT Y F—EZXROFBITRLET,

*®17-5 ROV R—E

v R% B
show storm-control A b—Lavbo—)UEREFERLET,
clear storm-control Ab=Lay ha—)UEROMETHT 5% 07T LET,

17.2.2 AMN—ATO>MNO—-)LDETE
TU—LEHCEICA =L, BLXOHE - [EELZEEOEEZHRTELE T,
[EBREDRAT > K]

BETCZXAA VYT —RARA =YXy M VF T2 —ATT,
AN—LPRELEZ, SNMPEBHNZEEBICERAA Y-V 2HALET,
[O7> RICEKBEERTE]
1. (config)# interface gigabitethernet 1/0/10
(config-if)#f storm-control broadcast level pps 250
TO—RFF vy A M7 L—LDA b—LEHBIE%R 250pps ICFRELE 9

2.(config-if)# storm-control multicast level pps 500
YILFFYALTLU—LDR S —LEHEES 500pps ICEELE T,

3. (config-if){f storm-control unicast level pps 1000
I=FvAPTL—LDR b —LEHEEZ 1000pps ICFREL T

4. (config-if)f#f storm—control action trap
AN—LOBEBLIUOEEEHM L& &L, T4 X—= O SNMP @A ZEFELET,

5. (config-if)# storm-control action log
AN—LOMHBLUPEEEEHI L EXIC, ERAXvE—Y2HALET,

17.2.3 RERIRDEE
A b DRHIE, 7 L — A E IR LB TR T 0 v 2 ERIRLE T
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17 XAb—Ld>~O-L

[EBREDRT > N
A b —LEHBESE X N —LEERE, BIOREHRE, MATA N —LBEHOEEICTRERR % 5%
ELET. MERREZHRE LGS, A MN—LBHEROBEE LT, R—MOMEIHRETZELTA.
72, AM—LEERELAICR -7 & &, BENICRERIR = ER T 2 nE T RAZRERRR % 5E
LET, MEtHRAERERERREIX, A M—LAEREBEREEDANZEREL TS0,

[O7> RICEKBEE]

1. (config)# interface gigabitethernet 1/0/20
(config-if)}f storm-control broadcast level pps 500 250
A=K 1/0/2012, 70—FF ¥ A M7 L —LDA b—LiEHBE% 500pps 2, A —LEIERMES
250pps ICREL £ 7,

2.(config-if)# storm-control multicast level pps 750 500

YILFFL AT U —LDOR N—LBEHBEIES 750pps 12, R b —LAEIEREZ 500pps ICFE L E
—a—o

3. (config-if)# storm-control unicast level pps 1000 750

I=F v A N7 L—LDA b—LBHBIEZ 1000pps 12, A h—AREREZ 750pps ICRELE T,
4, (config-if)#f storm-control action filter

Ab—LzBH Lz XL, REFIRPEETSEIICHRELE T,
5. (config-if)# storm-control filter-broadcast 125

TU—RFv A M7 L—LOREFIRIEE 125pps ICBHELE T,
6. (config-if)# storm-control filter-multicast 250

TILFF ¥ AT L —LOTRERIREZ 250pps ICBEL £9
7.(config-if)# storm-control filter-unicast 500

I=F v A M7 L—LOREHIRIEZ 500pps ICRELE T,
8. (config-if)}#f storm-control filter-recovery-time 15

MERIRMERERRE L ISMICRELE T,

[o] =
17.2.4 KR— NEAEKOBFHEIHDERE

AN—LBHICEDBAZELZR— 1T, BEERICEDBHTR— NOMERRE LET,

EREDRT > N
AN—LEHZE LI EZOEEE LTR— NOAEL2REL, BEWIZKR—- NOREBKRETAETO
B A ELE T,

[O7> RICEKBERTE]

1. (config)lf interface gigabitethernet 1/0/5
(config-if)# storm-control unicast level pps 500
IZFvYAPTL—LDA b—LEHEEZ 500pps ICBREL £9

2. (config-if)# storm-control action inactivate
A h—=LZBHLIZEZIZ, R— % inactive IREEICLE T,

3.(config-if)# storm-control auto-restore-time 300
BAZEL7-AR— 2, BEIMIC active IREEICT 2BERIE LT 300 WZHRELE I,
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F7R vy NI—TJDEE

(o] — — ~ A\
m—IZ—1)27
R—PIT-V VTR EREIL 7L -0 —ZHELMEL— A

HEETAHEETT . COETIE, A—FIT7—U Y TORHEBEREIIOL
THHEALE T,
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18 R—rI5—-U2T

18.1 &S
18.1.1 K- rIS—UDTOHE

R=FIT-Y 2T, BELIYER- N TERET A7 -0 —%, IELLYER— bEEF
TAHEETT, 7L—L%2a—-F52%2IT7—U2F, a¥—-ENT7 L -0 EERZIT=)2T 7
L—LAEMUET, COMEZFIALT, 35UV T7 L =027 F 549 RETRETAHIEICES
T, NIT7 4y I DERPBITEITAET,

FEITLV—LBIPEETILV—LIINTEIT— YV TOFNFNOEEZIROKIRLE T,

18-1 BETL—LDIZ—U2T

25—/
el DSy b
o=
it [2] ['3] [} ['s | 6
SS5—FR—F ETZA—FK—F
(21

18-2 EET7L—LDIZ—U>7T

KRR H/ Ty b

o

(¢=35))

INHGDORTRTEBY, bIT74 v 2ERTIMER-F2EZI—R—NEWY, 37—V 77
L—LDRERELHIYER—- I 2IFT—R—NEFUET,

18.1.2 R—bMIF—U2TOEFLIER
(1) EAEHE

(2)

302

REBOR-IIT—UTR, VN IT4 v I RERT AR 2E_Y—KR—-—PELTHRELET, &
72, 35U VT T L —LDEELER— b2 IT—KR—-bELTHEELET, IT—F—HMZ, 35—V
TEHHAOR—MIZDET,

TEZ9—tvar
EZY—R—PEIT—R-rOHABRDEZEZI -ty a v ERUET, Eo¥—tva T,
Eo—NET V-4, EZF—R—b, I5-FR- I 2EETEET, TV —NRTL—L1F, ZE7
L—2L4, BETL—L4, ELEEZETIL—L03BEILENDPEZRINLET,

AEETIE, BRUDOE=Y—ky T a v 2HRETEET,



(3)

(4)

18 R—h25-U>7

BEEZI—tvarTliE, E=2¥—K— b EIT—K—1% [Z0—] THRETEEI., 2595¢, #
BOE_Y—R—-— P TREZELLTLV—LDIE—2—DDIFT—R—rAREETEET, I5—KR—F
WA= F AN A I T —ALBRETE, —DFHIIEROE=_ Y —FR— D6 ELLTL—L0D
I¥—%, R=brFrINA VT T —ANKEETEET,

Fio, B2V —F—rEIT—R-1M, HECOFENPELZZHETHIT—IV I TEET, —O0D
Ty -ty arTEY—R— N 2EBIEET AEEICE, BECERENPELZ STy —KR—}+T
LREIBHICIEETCE X T, 2L, 39—V 770V —241F, 35—FR—MOEREEUTTRET 520,
IT-Y YT TV LDENI TR NOBIEEBIAE, 3TV VT T V—LERBETHIENHD
9,

EZ9I9—R—b

Fo —AR— ML, RIRIT A= IHNDOA =Ry M VY T2 —ARBETEET, T —KR—1
WKHEELTY, R—F A Uy 72— AOEBEEICH T 2ERIZH D FH A

« IF—R—ELTHELEA—T

c EIDEZN -y I DEZY—F— NMIEESNE—

35UV TTL—LEREELIEVWR— 2 IF—KR—-MIHRELET, I5—FR—FMIF3I5—VIH
FHOR—FTT, 3T7—FR— P TORMEEICTOVTIRISRLET,

o VLANBREEB IO LAY 3BERELHEHTEEEA, D78, VLANBEZFIIRET B A2
27" ) —, Ring Protocol, IGMP snooping/MLD snooping % EO#EEER, L v 3 M{SHEEE % Hiie
&9 % SNMP, DHCP %z EOMRED[FRTEZH A,

e IT—FR—MIHET7V—-LERETAIRELRETHE, I T—AK—PWEIT-YITTIL—L0D
E3NPIC, BELEEOHIBE 7 L—L2XFLET,

o IT—KR—PMIEEETANIZERETSHE, 3TV VT TL—LLTAIINIONRELRDET, &
DIz, 74 VY TREZBREITHIET, R—MRANTIT—I) U ITFTHEE, 35-)2T 71—
LPORELRT L =L EEETEET,

« QoS OEEHIEE, IT—KR—-PFTHEELE T, 2O, 3TV VITTVL—LDPEEINT, I
T—R= I DPOEBFEINZNEDHDET, FEMIE, [4 FEFHEH] 22BL TSN,

« T FYLT - YFUFUINOT YT IR=PELTHERAL, RF¥UNAKR—FDREDOKR— NI
HLUTIT—FA=F2RELBAICDH, 3 T-U VT T L—LIEEEEINET,

c Y IT I —=a DI I IV E—RICESTARAY YN VT DREDR— MITH LT,
802.1Q Tag (TE5HMEAFEA LI T—FR—FE2RELLHEICS, 3TV T T L —LIFEESN
9,

5) BEIL—LDIF—-U2T

EZY—MRTV—LELTERBEI V- LELRBRETV-L2EETSE, RETLV—L2IT-)
JTEET, COEE, T2 —F-bTRFEITL2INTOTL—LH, 37—V TONRELD LT,

FORED, T —R—MNIHRELLZETANITELIEIA =L P —LICL>TEZY —FKR—FT
FBEEL ST LU—L1F, FHRIELETADNIT—Y VTOXNRERZDET, 12720, 7V—L2ZE L7
EEIA =T XY MUY T2 —ATLT—TLV—LELTEELEZTLV—LIE, IT5—-UVTLEEA.
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18 R—rIX5-U2T

6) EEITL—LDODIZ—D)>T
EoH—RNRIV—LELTEZEIV—LFLEEETI LV —LE2EBETAHE, EETIL—L23IT—)
TTCEET, 35—V VIR TV —LBIOLRETEOEEIIROEBD T,

s EH—FR—ITEREBIAHM 7L —-LbIT-Y T LET,

e EZH¥—FR—1PTTagZMx2FERALTWAEE, E=¥—K—FTiEFET S VLAN © VLAN ID %1
\F7- Tagged 7L —LELTIT—I) T LET,

e IF—YVITI7L—LDTPIDIX, E=%—K—+D TPIDICHDET,
-%;y—ﬁ—bz%@s@%%ﬂmuxofﬁﬁbt7v—Au,Ei—nybiﬁAo

o EBERT7 4 VY TEEEZRELTWVAES, BENRIL—LDIT=) U TRROEBDICEDE
j_o
s A —H XY MUY T —RAIHKELIIGEE, T —FR— I TTANYICL>THEELLTL—
LHEIT=YUITRRELED, IT—R—-—bIDPOEFEENET,

o FZA—R—IPFBT A VLANA V¥ T2 —RIHELES, T —FR—FTT7 17
LOTEELLETZL—LEIT—FR—-— 2 oEEFEhTHA,

18.1.3 802.1Q Tag fi54kse

802.1Q Tag f15#6EI%, 35— 277 L —A4IZ VLAN Tag 21 2HEETT . ZOMELZFHT 5
ET, 35UV T TV =4I, 7 VLAN Tag icEDWT LAY 2 FHTE, BNBRIcH ST
FIAFREDNT T+ v VEREBE THETEET, 272L, 37—V I ITL—LOMACT FL X
X, E=¥—KR—bTREBELELTIL—LOMACT RLAEZZOEEFEHT R0, 37—V 2T T7L—L4
T 2EETIE, EEBORY NT—UBREELDSMACT RLVAD T L—L%E2ZETAHILICRDE
T TDz®, FRUHEAT S VLAN (2 9—Y 77 L—LALIAF 72 VLAN Tag) Tld MAC 7 KL X
EHAIIELTL &0,

IT-A—PELTRHRELTH CORREZERT 25A1E, 71 2L VLAN 8L MAC VLAN O##E
Dot efERTEE9,

802.1Q Tag [TEHBEN 7 L — LIZfTiF 5 VLAN Tag D7 4 — )L FIZ DWW TIRORITRLE T,

#F18-1 802.1Q Tag (I5H#EEN 7 L —AlIZfFF2 VLAN Tag D7 1 —JL R

71—IILR A HR— AT
TPID IEEE802.1Q VLAN Tag 2t 2 & %2RT a7 47— aVyTRELR
EtherType f& BicmvEy, EET 1 EEL

JHEETEET,

User Priority [EEE&02.1D O /T A4 %V T « REEETIET 720 (3) 7213
ZHR—MLET,

CF MAC ANy ¥NO MAC 7 RLUADEERET +—  ABEETIIEE (0) 22U HR—

(Canonical Format) YRS TR AN ES D FLET.

VLAN ID VLAN ID I—HPEHTES VLAN ID
13 2~4094 ¢9 . EET 1 EH
RIEETEET,
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18 R—h25-U>7T

18.1.4 R—bIF-UVJERBOI=EIA
(1) EETL—LEIS—U2TONRET BBEDTEEE

r

FS—R— b DPEREENBETL—LDIEFIE, T —R— D oRESINEZTL—LDEFEREL B
»

EBDHDET,

(2) R—KhX5—U>7 802.1Q Tag fI5HaEERIFDEREIR

« VLAN Tag 1< 728, BHELD 4151 FAEVWH A XDT L—LA WA BBENIH D T, HIiC
Tagged 7L—LBEIOEET L—L%23I5—Y Y FF 558, 35— Y77 L—LAIk VLAN Tag
M2BHC R B0, 81, FREVYA XD T L—LAWMAZNENH D ET,

¢ IT—AKR—PELTRETAHR— ML, FTUIR-PEERLTILEZS W,

o 3TV TL—LIE, IT—FR—FIBESNLLAY 2 AL v FHEEOBEIREBICEGZ S EE
SNET,

¢« EZH—FR—-PTIFT—-YTT%/)y D VLAN Tag WO TPID &, I 7—HR—MIRELT

W5 TPID A EL 556, ROEDIBFENNY—0LER, IT7—F—1+TH5795 VLAN Tag
ZkrWwiz 1 BEEH® VLAN Tag @ TPID 75, €=4%—K— D TPIDETIE %L, I T7—FR—r0D
TPIDMEE 2D £,

e 3T—KR— I EEZI—KR— I 2ELBBAUNZAL v FIIEH

¢ AX2630S-48T4XW F7:1% AX2630S-48P4XW T, E=¥#—K—hr&3IF—HK— 755, K-+
1~24, 49~50 DN &, R— bk 25~48, 51~54 DENDPITHT- > THRE

(3) sFlow ifist EHHAT DIBEDEEFIR

FA—H—1T, ROFALEVTILEE L,

« sFlow #EEFDEME (egress) HEL, EETL—LEHRETHE=S —H— O,

- sFlow #EtD%(E (egress) fHE L, 802.1Q Tag (MEHEEEMA L7 35—+ — F OB
(4) RII—ANR-RIZ-) T EHATIHENIZEIR

« BYY—R=ZIF—Y YV THALTVASESY —t v Y 3 VESRERTE EEA,

¢ KV —R=ZAIF—Y T TIT—KR-—PELTHERALTVAR-1E, IT—FA—-PELTHRET
EEHA

e F—T7LV—LBRYY—R—ZA3IF—Y ZEFAR-PNIT—ITONRELG S 25E, BHEEE
THERLTVWEE=Y—t v a3 v EED iﬁw)j:%mﬁf RELTVWDEIT—KR—IALITFIT—Y
YT LET,
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18 R—rIX5-U2T

18.2 AV RAHIR

18.21 d>7«47L—>3>av>R—E
R=+3I5—VrZDarI74 7L —3>avy R—EE2ROFITRLET,

*®18-2 d>7147L—>a>adv R—E&

OV RE SHEA

monitor session R—bIT—V U TEBEELET,

18.2.2 KR—KNIS—U2TDERE

A= IS—UYVTZDAr T4 7L —a3>rTlE, BT —KR—rE3IT—KR-rDOHAEDEZE=_Y—
tyya E LTHELET,

HMAGDOEIEILL 540ty v a v &E2FHALET. RELLE=Y—t v a  2HIKRT 258
I3, REFOLY Y a v BESE2EELTHIRLET., REFEADLY a3 VEBZEETHE, T=F—
ty Y a vOBRENBIZEESINT, UFIOE=ZY—t vy ¥ a3y OBHRIIENCZDET,

EZF—AR— M, BETHERAITLIFA-PEZEELET. IT7—FKR— M, FT7 1 v 7 OERPLEIT
BEDDIL, THIAYLERZERTHR-ZEELE T,

(1) 1EZI—R—bF1IT5—KR—MNDERTE
EREDRT > N
FH—R—PFNIRETCEBDAN YT I—REA VXY MUY TI—ATT, VI ITTVF—

YarTHEALTWAIESD, BHOA —TXxy M VY72 —AZEELE T, £/, 35—K—F
Fvlan ZERZHFBEL TR VNR—MIRELE T,

[O7 > RICKBETE]
1. (config)#f monitor session 2 source interface gigabitethernet 1/0/1 rx destination interface
gigabitethernet 1/0/5

TFI5ATFR—F 1/0/5IZHHEL, FHEY " —T XY b V¥ 72— 1/0/1 TRIET ST
L—L%3I5—) 035 E2HRELET,

(2) BHEZI—FR—MDIZ—-U>7T

[BREDRA > K]
BHOE=Y—R—tZ2) A MERXTHRETE LT, REFADY X MR- b2EMT S E0, Hl
Ry pZEbTEET,

[O7 > RICKBERE]

1. (config)# monitor session 1 source interface gigabitethernet 1/0/1-23, tengigabitethernet
1/0/25 both destination interface gigabitethernet 1/0/24
TFIAFR=1 1/0/24 128k L, FHEY A =YXy b ¥ 72 —ZX1/0/1 5 1/0/23 B
LT1I0FAEY b =Ry b ¥ T2 =R 1/0/25 TEZETAHTIL—Lb%23I5-Y 0 TT5Z
ERBRELET,
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(3)

18 R—h25-U>7T

E5—R—bF R—MFvRINLAITT—R) \OIZ—>7
EREDRT > M

2FT—R—PMIF A RINITN—TEHETEET,
[O7> RICKBETE]

1. (config)# monitor session 1 source interface gigabitethernet 1/0/1-23 both destination
interface channel-group 10

THIAFEF ¥ 2V TN—T101ERL, FHAEY b =Py A 2¥T72—21/0/1 B5
1/0/723 TEZEIT BTV —L23I7—V U TIHZExRELET,

18.2.3 802.1Q Tag {1 5#BENZE

I7—R—1I2802.1Q Tag (MG HEZFERALTCITI— U YT T7L—L% LAY 2H#fTHK— s 2HEE
LEd,

EREDRT > N]
EZY—R—MIRETZZAN VYT —AIA VXY MM UFT2—ATT, VY ITTVF—
arvTHEALTWAESD, BHOA -T2y M V¥ T2 —XEEELET,

%8B, Tagged 7V —LRREEFBTIV—LE2IT—Y) VT 25EIE, VLAN Tag 22 Bt & 725729,
ENAMREVHAZXDTLV—LER/HIELERDET, TDOH, mtuI~v> FTMTU B2EET
BZREFHDET

[O7 > RICKBERE]

1. (config)# monitor session 1 source interface gigabitethernet 1/0/1 both destination
interface gigabitethernet 1/0/2 encapsulation dotlq 10 ethertype 9100
FHAEY b A=V 2y b & 72— 1/0/1 TERZEITH7VL—L%23I7—-YTL, 35—V
7 L—2A4IZ VLAN 10, TPID 0x9100 @ VLAN Tag i THR—F 1/0/2 »5XET 25 L 2FE
LT,
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(o] ~ — — \\
K)o —XR—RAXF-U27
R —=R=ZAIF=IV TR, ZETHTVLV—LPOREDTU—%2 O —

LT, BELIA VY T2 —ANEEBTHEETT . ZOETIE, KU —
R=ZAIT—=Y VTOBHREBIEFIEIIOVWTHBALE T,
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19 RUY—AR—-ZZX5-U>7T

19.1 f&SH
19.1.1 =

R)Y—R=Z2IF5—-Y T, ZETHTIL—LPOBENT7TO—%22Y—-LTC, HELLA VY Tz —
ANEET HEETT, 7L —L 22 —F52 RIS, a¥—ENLTL—LDZEZZT5—
DT TL—LERUET, COMEZFALT, 70—BHDIFT—I T TIL—LETFIATRET
FETAHIEILEHST, b T4 v 7DERPBTFTEET,

FETL—LIINTBEIT—Y) VITOBEZRORIIRLE T,

®19-1 ZMETL—LDIZ—U2T

REE
e | 1
1SS 1 EER '
ix1u . i :L1H :
ﬁjijp—A%E P WEMEE| ERE i
i BEDT L—LE P !
| BHELTIS5— L |
; SURHRET S P !
! b T L—LGE(E |
E=F—R—F I5—KR—+t
(A1)  EBOBH T L— L 35-uvsIL—4 | | iqva7z-2

MTRTEBY, FI 74 v IRERTAS VY T2 — AR EZI—FR—NEEY, 35— T T L —LA
DEEZERAALA VI T I —AEIS—R—NERVTET,

AEBEBOR) I —R=ZXIF=Y) 7, TUu—BHICE>THPLS T LV —LEZRETEET,

19.1.2 RIS —R—=ZZX5-1) 7 DEHELER
(1) B

310

N7 4w T DERPCEN L EDIDIL, TFHIAT R E2ERT AR - b2 IT7—R—MIRELET,
IT—R—ME, 3TV UIEHOR-MIZDET,

EZH—R—1+EIT—KR—-brOHAEDLEEEZI—tyIaERUET, KEBTIE, BHoT=
Y—tw a sERETCZTET, /o, TV —R—bDOZETIL—LI, TNFThERSIT—FKR—t~
EETEET,

EFZHY—R-PEIT—F—-MI, WITRTHAGDETHEATZET,
c 1EZF—F—bxtl IF7—F—FH
s BHEZSY—F—-b1IF7—-F—-1

EFZY K- BEIFIT—KR—-MIRE, TNETNBLL2EEOR - M ZRETEHT, 4B, I7—-Y
TU7V—=2401F, 37 —F—OEFEENTERET 2700, HRFEHREZEA27 LV —LI3HEELET.



19 RUSY—AR—-ZZ5-U>7

2) EZ9—R—hK

RVY—=R=ZAIF—=)YTDE=Y—R- M, NRETZTU—2RETHT VLAY A MZHEHLT
BELET, TV —KR—2RETL2HEL, ZEAOT7O—BHE—FE, F)—R=ZX3IF7-YJ
TRIGEDE— R (layer-2-1-mirror ¥ 7z1d layer2-2-mirror) IZEE L TL7ZE 0,

RY)Y—R—ZAIFT—YVITDRERA VYT —A) AN EEEICIELLT VAV A N2 VY
T —ACHEATAIET, YT AHA VY T —ABEY—R— b LTERALET, 77EAY X b
BAVI T —AERATAEZICIET S, 20747 —3 a9 ROISTAXA—FZIROFITRL
E I

xR19-1 7I7ERAUZMNERFICIEET /NI X—9

X5—-U>7AME INSA—=5

ZAER in-mirror

nB, NRA VY T72—R, 7u—BHESE, EEFEZEICOVWTE, [1 714L%] 28BLTL72
=0,

3) XTZ—KR—H
RY)Y—R—ZAIFT—YTDIFS—R—bE, EEXA VY Tz—AVAITHRELET,
BEERAVYTI—AV AN, ROEELDP—DDA V¥ Tz —A=IBETEET,

e MEAR—b AT —A
e R—bFF ¥ RINA YT T—RA

35 —R— M TOEEBEIZIOVWTIRIRLE T,

VLAN HREZHERTE £ A. TN, VLANBEZAIRE T 5HKEDHFRTEZ YA

o IT—FR—-PMIHIHTLV—LZREETIREZRTEIHE, IT—FA—MUIIT—VITTL—-L0D
I3, BELLEEOHIE 7 L—L2XELET,

o IT—FR—=PMIEERT 2 LY %E ﬁ?ét,\7—0/77v LHET A NTOWMRELEDE T, &

Dz, T4 IVY CRBEZHRELILES, 3I5—UV I I7V—LEIF—KR- b CEESINET,
s TSV - U?yyyb@7/70y7ﬁ—b&bfﬁﬁb,x&yﬁ4£—b@%%@£—bm
WMLTIT—R—bZ2HRELLBEEICL, 35—V VTTL—LI3REEESNET,

(4) BEIL—LDIZ—-U>2T

o EZH¥—R—PFTEZETHTIL—LDDE, RYI—R—ZAIS5—Y VI E2EELE-TI7LAYA+T
Ta—%2BHE LT V=N IT-) U TOXNREEDE T, 12720, ROIDIEELLZTL—L4IF
IS5-YVTLERA,

¢ RELIEA—YRY MUY T —ATIT—T L—LE L THER
« IEEE802.1X F7-1% Web FRiE %= (HEARHICARFTIEIC & 552

o EIEAIPVA 77XV X MZ KB JEE

« DHCP snooping %K 7 « L &1 &k 2 FEE

o EH—R—PIRELLEZETI ALY, THEA =222 a0 —UIZL>TEZY—R— M CHER
E ol T L—L00F, FHIELEEADN ISV ITONRELD ET,
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19 RUY—AR—-ZZX5-U27T

19.1.3 RUZ—AR—-RX5-U 27 FEREOFEREE
(1) R—hIS—U2TEDHE

e R—FIFT—UVITHEHLTVWEE= Y-ty g vEEIE RIVP—R—-AI5—) VI TEIHRTE

TEEHA
s F—T7LV—LDRYTY—R=Z3IF5— VT EZERR— F‘i—U)ﬁ@ﬂ%&&ofa , AHERE
THEALTVWAE=ZY -ty Ya VEEORHOREVWVHFTREL TSI T— I\’\tj‘:?—‘)
VI LETD,

(2) RUP—R-ZX5—-) 27 ERIOEREIA

VLAN A 0¥ 7 2 —RIZEBRI7 + LY 2B ET 2L, 37—V T L7271V —L0D VLANID —FKL
TEZIIUAMELVET, TAVYTEREZRE LGSR, 37—V T L7 V—L3ERESNET,
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19 RUSY—AR—-ZZ5-U>7

19.2 aAv>RAHIR

19.2.1 aAv>R—E

R)V—R—AIS—YT70ar747b—3ravy F—EZ2ROFXIIRLET,

®19-2 d>7147L—>a>av R—E&

IR A
destination session RYVY—R=Z23IF—-YVITDIT—R-r2FELET,
destination-interface-list RV —R-AIT—Y Y TOREERA VY T2 —AVAMERELET,
flow detection mode*! ZEMO7O—BHEE-FERELE T,
ip access-group*2 LUFTI—RRNLT, BV —R—ZAIF—Y 2 ITONET L —LEBET

BIPvAIry 74 LY ZERALET,

ip access-list extended 2 RV R=ZAIFT=VVTORRT L —L% IPv4A )Ny N7 4 LY THET
BTV EZAVANERELET,

mac access-groupxz AVFTz—=RIRLT, RVV—R=ZXIF5-Y VITONRT L—LEHEHT
5MAC 74 Ly 2@ALE T,

mac access-list extended*? RV —R=ZAIF—YVTOWNRTL—L% MAC 74 LY THRHETZT7 7t
AVANEHRELET,

permit*2 WFR )y v EBHET B2 70 -BEEMSFEE, BRIV —2D3IF-Y 0 T%kEn
BREBRA VYT I—AVANZE, TVEAYANMIIBELE T,
mExl
[a>7427V—Ya>yavsryRL77LrA] [27 7u—#HE—R/70—81E] 22BLTLZ &0,
X2

[av7427L—Ya>yavwyRL 77 Ly A [28 77vRAUAN] #2BBLTLEZS N,
R —R=2A3I5—-Y VI OERAITY F—E2ROFBITIRLET,

*®19-3 EROVR—E

VY RE

g&ll

8

show access-filter™ RYVY—R—AIS—YVITDORERA VY T2 —AY A NZEBEICHEEL-T 7 RY
AN OBRENB LREHERERRLET,

clear access-filter* RV —R=ZAIF—J IV TOREBEA VY T2 — AV A MNZEHEICEELLET 78R
2+ OFEHEREZ 027 T LET,

3%
GEFa~vYRFLT77 L 2R] [31 740%] 22 LTLES 0,

19.2.2 RIS —AR—-RZIS5—1)>TDERTE
RV —R=ZAIF—YVTORRT L —L, BEOWKRIL—LDIS—Y 0 I7hELRDEERA VY

Tz—RAVANE, PV7RRAVAPNTEELET, BEXEDA VI T2 —RAIL, EEEAN VY T2—RU R
FNCRELE T,
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19 RUSY—AR—-ZZX5-U27T

(1)

mB, RVY—R=—ZA3I5—-Y U I72FERTIEEE, ZEAOT7TO0—HBEE—-RFR2R)—R—-23IF—
U 2 TRIEDE— RIZERE L TL7ZE W,

1 EZ9—R— &1 IT5—R—MNDERTE

1 E=F—R= b3 1 I5-F- b THESELHEOFAERITRLET. ZOFTE, 7FIMT2A —
YRy b 2F 72— 1/0/10 IR LET,
EREDRT > N
IT—R—ME, EERAI VYT —RAVANEZHRELE T, T —KR— 1ML, HELA VY
T —AYRAN2EMEICEE LT LAV AR Y —R=AIF—YVTELTHELE T,
[Ov > RICKBHRE]

1. (config)ff destination-interface-List MIRROR-LIST-A mode mirror
(config-dest-mirror)ff destination session 1 interface gigabitethernet 1/0/10
(config-dest-mirror)# exit
EEFEAH T2 =AY X (MIRROR-LIST-A) IZ, 1 =% %y b 2% 72— 1/0/10% 3T —
RA—PELTHRELET,

2. (config)# mac access-list extended MIRROR-A
(config-ext-macl)# permit any any vlan 100 action policy-mirror-list MIRROR-LIST-A
(config-ext-macL)# exit
MAC 72+ 2 Z b (MIRROR-A) Z{ER L C, VLAN 100 0784 v Mkt L C%(EEA >4 7 = —
ZY A b (MIRROR-LIST-A) Z8FHELE T,

3.(config)# interface gigabitethernet 1/0/1
(config—if)}#f mac access—group MIRROR-A in-mirror
(config-if)# exit

A —F2xv b7 2—-X1/0/1 OFFRANZ, MAC 72712 X~ (MIRROR-A) Z2RY ¥ —~R—
AIT—YTELTHEALET,

(2) BHEZI-—R-—FDXZ—-U27T

314

BEHE=I K=t D5IT7 -V TSEBBHEDOPZRITRLET. ZOFITE, TFIA V2L —Y
AY A YF T 2= 1/0/10 1ICHEHE L E 7
[BREDRA > M
RERA Y TRV A NEEEIIRELLZT VLAY A&, RYY—R=A3IF-Y 2 TELT
BHROE=Y — R - MNIRELET,
[37 > RICKBERE]

1. (config)ff destination-interface-List MIRROR-LIST-B mode mirror
(config-dest-mirror)# destination session 1 interface gigabitethernet 1/0/10
(config—dest-mirror)# exit
REEXA VY72 —AY A (MIRROR-LIST-B) 2, 1 =% 32y b V% 72— 1/0/10 % 35—
RA—bPELTHRELET,

2. (config)lf ip access-list extended MIRROR-B

(config—ext-nacl)#f permit udp any any action policy-mirror-list MIRROR-LIST-B
(config-ext-nacl)# exit



19 RUS—AR—-ZZ5-U>7

IPv4 77t &2Y A b (IPv4-MIRROR-B) Z{ER LT, IPv4 /%7y M LTREFEA V5 T2 — R
JZ b (MIRROR-LIST-B) #F&E L £7,

3. (config)# interface gigabitethernet 1/0/1
(config-if)# ip access-group MIRROR-B in-mirror
(config-if)H# exit
(config)lt interface gigabitethernet 1/0/2
(config-if)# ip access-group MIRROR-B in-mirror
(config-if)#f exit
(config)# interface gigabitethernet 1/0/3
(config-if)#t ip access-group MIRROR-B in-mirror
(config-if)ff exit

f—=Fxv b5 72— 1/0/1, 1/0/2, BLUV 1/0/3 DZEMIC, IPv4 T 7R Xk (IPv4-
MIRROR-B) 2RV ¥ —R—=Z23IF5—Y 7L THEALET,
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COERETIE, AREE2HTMT 2/ bO T T 4 v 7R 0 SHEET
» % sFlow #at D & BIEHFIRICOVWTHBALE T,
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20 sFlow st (70O—#fk5h) #ae

20.1 f#:H
20.1.1 sFlow £stOHI=E

sFlow fgHE Ly F—Z Y RO +F 71 v 7 (Tu—) fFEPEET L 2y NI —JEBEND NS T 1 v
BEEE2ANT 572D, X2y NT—JDLEZTRNA DT T4 v 7 ZHPEB L—FRAAvF) TEZYT
HHEBET T, sFlow fEHIERNICABREhTWwWas 7o —fet7u ha)L (RFC3176) T, LAV 2h25
LAY 7ETOHEBEREIFA— M LTWnE T, sFlow FHEHER (BB, sFlow /87 v ) ’E&EHER’)’(
FRTAEEBER sFlow 2L 7% (D&, V2 %) EEY, 2L 7 %IiZsFlow /87y s 2% 2EE
sFlow T—Y x> b (DI, =—Y x> b)) &EFUET, sFlow gt 2oz ty b7 — 7%55645“’5:0’(0)
BIRLET,

20-1 sFlow #EEtDxy N —TJERH

=-E
——

ol i

7 A—ihEt
N7y FEIERETHRE)

1087 x—RffEt
(EHBICHRE)

AS6 AS7

L

I

(FLI) AS : Autonomous system

20-2 YRFLHER
A

... HEEHBEEH
I—Yzvbk —» aLsy A — T34 Y

T
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20 sFlow #i5t (7O—#st) #kaE

AEBOI -V b TCEZYENLERIIVIZIVICEDON, MEHEREZ T FSATICE->TTI T«
NIVICFRRTEET, LA ->T, sFlow MEMEEFIF T 51013205 7T I DPRETT,

F20-1 YRATLBHER

BHER e
I—Vzry b (KRE | KEMBEREZNELTIL I ZIZEMLET,
&)
a1y I—-VzY I PoREMESNAKEMEREES - RE - BRLET. 612, WET—Y%27 S
SAFIERLET,
TFrIAY LI IDPSEMEINDET—F% T 57 4 HIVIZERLET,

EX 7FI5ATE—HITR>TVWABERLDHVET,

20.1.2 sFlow st —> = > NEkgE
AEBOIT -V ML, ROZODEENHD FT,

o 7u—#fEt (sFlow et -9 L ERUVE T, Dk, CORMTERELET.) ERERE
o AT x—AKE (SFlow et clr Ay oy TILERDE T, D, COZMTRILLET,)
{EENHEBE

70— TNAEBRREELEZE /ST v b (T L —4) 22—FEEQEEGTY Y FYTL, X7y ME
EMLLT70—Y VR TI VI VIR ET 2HWEETT. Y &5 TIERERRIE 1 >~ %
T —AFEEHNT YT INVERTIAL I Y ICEET HHETT . TNENONEM[ERTEINENE %
WORNIRLET

®20-3 70-B>FINEAIIHITI

AEE [TJO—4v T (TO—#EH) ]
k57 1 v BEDM
O (EEMBEIA, EDESH FST 495 BFRTODM)

[(AO2BH 2TV (4287 —RHED ]
AR ITT—RATRET DAY DS
GERENH VAR - TS—DHEEH=MBEREY)

20.1.3 sFlow /Ny N T74+—<T v b

AREBF IV ZFICEET S sFlow /87y b (7a—H > FINERT U ZHF U TIN) ITOWTHHALE T,
IV IHIEET BT +—~ v MIRFC3176 THRESNTWE T, sFlow /37y hDT7 4 —< v 2R
ORIZRLET,

B 20-4 sFlow /Sy KT7#+—<v k

«— AN 7A—4 LTI ——plt—— MEADHI AT T ———

sFlowAw & | ZA—=H 2T eee| JO—HU T |PIVEHF TV (el a4 o T
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20 sFlow kst (70O—#fk5h) #ae

7B, REBTIE, —DDsFlow /Sy y MZ7u—9>FINERT 0 ¥H Y TIVIZRIEBICAD 8 A,
(1) sFlowAysd
SFlow N\ FANERESNEZHEZIROFIRLE T,

#£20-2 sFlowAYTDT+—<7v kK

REIER SR HR— K
N—T 3 VFE sFlow 87y hdNX—=V 3y ON—V3> 2, 4%0KR—1) O
TRLAYAS I—Yx b DIP ¥ A7 (IPv4=1, IPv6=2) O
I—Yxzrh I—-YxzVMDIP7RLA O
IP7FRLXA
T ABE sFlow /87 v h AR & ICH#EINT 2B 5*

L5 BAEOKR (BBOEZHE,»PSOIEhYN)

VIDRZ COEBIEENZT ST (FJu—-- o) Liz/Sry b O
;‘&ﬁé
(T 20-4 sFlow 84w h7x—<v M OFITIEn + m AHRES
ng9)

(Apl) O:oX—-+9 5
W 25y IBEE, vAYZL v FASPOBEboceZicY kY FLET,

2 Z7Oo0—-4H%>7 )L

Tu—HrINER, ZENNTY FDOI B, MEBANEEEIAEBH T EHESNS Ny FOFLS
—EDTF T IR T/ ry hEREL, LI VICREET AN T +—< v N TT, 122U, K%
B, AEBHECO/NNTy bOT7O—Y VTLIETR-—FLERA, 70—F VT NICIZE=Y LISy
MIIMAT, 237y MCEEENTOARVER (FEA VY 72—, FEA ¥ 72— E) BPNET
A7, #EMlEAY NI —VERPSTEET, 7Y LD T =7y FERORIIRLET .

20-5 70-H4>FILDT7+#—< vk

«— A7 A—Y 2T —la—— MEOH I AT —

sFlowAw & | 72a—H 2T o«

JA—H2 TN | B IUETF T e AU EHLTIL

.

7Ja—4rT Ay E| EXTF—4amR | BERT—FBX |- HET—2BX

(@) 7O0-H>FIAvS

TO—=H TNy TNERET DB EZRORITRLET
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(b)

20 sFlow #ist (7O—#sh) #EeE

£ 20-3 7O0-H>FNAYIDT+—T v b
HEER SR HR— K

sequence_number T —H Y PILOER S E BN 2 B2 ] O

source_id 7u—Y TV OEBNORER (ZEA 5 T72—R) 2RT Ox2
SNMP Interface Index

sampling_rate A= Ely Ny 9170 % B IV | O

sample_pool AT 2 —AIEE LIy S ORE O

drops JRE LI 70— L OB O
AREEB T 0 EE % E

input F(54 > % 7 = —ZAD SNMP Interface Index O*2
A28 T 2 —ABPARRHE 0 2RE

output EEA ¥ 7 2 —AD SNMP Interface Index O*2
REA VY7 2 —APTHLHEL 0 2 3E

(LB O:HFE—1+F5 X HE-FLAZWL

X1

AE Y VB, YA AL v FABOEDb-7-EFICY Yy P LET,

X2 AKEETIR, YT VIREBICEL > T, SNMP Interface Index (L% ifindex) B8HMARDED EB VI

DEY,

F20-4 H2FP)UJMBICL S ifindex 15ER

I5H =45 (Ingress) IXfS (Egress)
source_id FEA ¥4 7 = —AD ifindex REEA >4 7 = —AD ifindex
input B54 ¥4 7 = — RO ifindex 0 EE
output 0 EE REEA V7 2 —RAD ifindex

HAF— It

BRTF—=FERIEANY FE, IPvVARB IO IPVO B 3BENFH D, COI5—D2RTRETEET, &

KTF—=HERXDT7 5L b+

REIIANY FEITT, IPv4 B [Pvo BIZERL-VWEEIZIY 74 7L —T 3

VARV RTHRELTLLZE VW, EERD T+ —< v b2DIBEORITTRLET,

F£20-5 \vIBROT+—<Tv K

REEE BTl HR— K
packet_information_type | BEAT—IEROY AT (Av FEI=]) O
header_protocol ~v&7a b aLES (ETHERNET=1) O
frame_length FYIFLONRT Y bR O
header_length FVIFN YT T UIaD Ty MR (T 7 40 128) O
header<> YoV T LIy FORE O

(B O:oR—-+T 2
EOIP/STy bELTRBRTERVERICIK, A7+—< v MGV,
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20 sFlow #i5t (7 O—#:51) #%aE

F£20-6 IPVARIDT#—T v b

SEIER A HR—KH
packet_information_type = BAT—FERDOY 17 (IPv4 H=2) O
length IPv4 %7y FOES O
protocol IP 7o rany A7 (fl: TCP=6, UDP=17) O
src_ip REETIP 7 FLR O
dst_ip FEEIP 7 FL A O
src_port RETR- M ES O
dst_port R — FES O
tcp_flags TCP 757 O
TOS IPOYATFTH—ER O

(LB O:HR—-1+F5

Ex 2B B0 VLAN Tag f1& 7 L — AW RICZ > 728581%, sFlow /87y MBS hEEA,

&20-7 IPV6OEIDT #—<T v k

SREIEE SHAA HR— |1
packet_information_type | EART—¥ERD Y1 S (IPvo Fl=3) O
length BLAYEBRVLIPV6 /87y hOES O
protocol IP 7o bany A7 (fl : TCP=6, UDP=17) O
src_ip REETIP 7 RFLR O
dst_ip 5% IP 7 KL A O
src_port REETR— M ES O
dst_port SR — b HES O
tcp_flags TCP 7357 O
priority (BLepE 2 O

(LB O: o R—-1+7F5

X1 2D ED VLAN Tag & 7 L —AWNRICL > 7285818, sFlow /¥y MIEShF A
FEX2 REETI NI T4 v I 7T RAZRNELET,

(0 IRT—ITR

WERT—FERIEAA v FB - L—FE - F— 7z (8- 28 - URLBIO SEHESH D 9. A%
BT, IET—YEROT 7 4 L bERETII TR COMLERERZNENRE LETH, ZOFTERICI
BT RERLZTF 2L 7Y ICEBELET, ARRBZIV T4 7L =2 3 VICKDEERARETT, %
ERXDOT7 +—<v FEDEORIIRLET,
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20 sFlow #ist (7O—#sh) #Eee

*& 20-8 IRT— I DIERI—E

WaRT — I &Rl A HAR—k
ALy FH A4 v FHER (VLAN F#RA L) 2IET %, O
L— &1l L—#%1E# (NextHop 72 &) %#IUET %, 5« %1
Al RS it Ttz AER (ASESLE) 2INET 5, x %1
I—E 1—¥1E# (TACACS/RADIUS fE#i7% &) #INET 5. O*2
URL 2 URL 5% (URL 1E#x &) =INEd 2. O*2

() O R—1rF5 X :1HR—FLZEZWL
EX] V74 7L —YaViEEIRTEETHN, WETLIEMZ2E-SRWD, ERINET S EIIHDEHA,
X2 2B ED VLAN Tag f1& 7 L — AN RIZE 5 723551, sFlow /787y MINEShEH A

£20-9 RATYFEODT+—T vk

SREIEH SHAR Hoe— K~
extended_information_ty | #EETF—FERD YA T (A1 v FHI=]) O
pe
src_vlan FA5/%7 v + 802.1Q VLAN ID O*1
src_priority Z(5/87 v b0 802.1p BEE Ol
dst_vlan »EE/8rw @ 802.1Q VLAN ID x %2
dst_priority EEry o 802.1p BEE %2

(B O: ¥R R=1+F2 x:HR-bLAL
EX] AEBIRETIAR Y v FOEE, RHEST Y FOBESZESNE T,
EX2 RIR—bDD 0BEETT,

#20-10 1—HRBIODT7+—<TvY bk

REIEE BTl HR—k
extended_information_ty  #EKRT—FERD Y 1 7 (2 —FR=4) O
pe
src_user_len REETOI-FEZOES O
src_user<> REETOLI-YH O
dst_user_len EHROLI—-—FEZOES N
dst_user<> FEHD L —HH N

(B O:¥R=rd2 X

CHR—FLW

FEX RYR-rOLHO0EETT,
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20 sFlow st (70O—#fk5h) #ae

#&20-11 URLEEDT#+—T v b

SREIEE SiEA HR— K
extended_information_ty | #3RT— RO & (7 (URL EI=5) O
pe
url_direction URL 1B O

(source address=1, destination address=2)

AEBTIL 2 BEELZRE
url_len URL & O
url<> URL A& O

(LB O:¥HE—+95

3) A9 IHUTIL
NI EFTINIE, A7 T o= AFEHER RIBE LNy MR, T -8 E) 22X ELET,
T, AV T —AORHELD AV IFIZEET AT +—< v MPRESNE T, ho 2y FILD
T+—<v FEROKIIRLET,
20-6 HOIYTIDT+—T vV N

«— A7 A—Y 2T —la—— MEOH I AT —

sFlowAw & | ZA—=H 2T eee| JO—Ho TV | IV EHF TV (el a4 L T

AIVEGUTIAYE | AYUASUTIVER | hovay Ly TILER

@ HIIHTIIAYS
NIV IF TN FARESNIABZROEITRLET,

&K20-12 WIVIBTUIANYITDT+—< v K

B[S SHER HA— K~
sequence_number RN LI PINOERT &I 3 BB
source_id NI IY Y TIVOEBHNOFKER (FEDKR—) 2FF SNMP

Interface Index

sampling_interval AVTINDAY VI TLOEERR O

(LB Ot ¥HR—-1+92
X Ry IBER, YAYAAL v FHY0Bbo/cEEIC Yy PLET,

(b)y Ho>IHTFIER

IS FIUEBINEA V7 T 2 — A0 CEICHESNINEENE T, ho Vv yT U LILEREL
THREENIHNEZROERIIRLET,
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x20-13 HoVIBUTILER—E

20 sFlow #i5t (7O—#sh) #kaE

RERE B HR— K
GENERIC —Mf9 75T (counters_type=1) 1
ETHERNET A —H% v MEEE (counters_type=2) O
TOKENRING F—=2 > THEEr (counters_type=3) x %1
FDDI FDDI #fat (counters_type=4) « %1
100BaseVG VG ##at (counters_type=5) x %1
WAN WAN #i&t (counters_type=6) 1
VLAN VLAN #i&t (counters_type=7) « 2

(LB O R—1+F5 X HFR-FLRWL
Xl AEBCRIR—MEA VI TI—ATATDHTT,
EX2 AREBETIE VLANHEHITA— b LTWE A,

Ho>IH T IVIER

NI I TIUERIEIA T T TVEINIC L DIESN2AENPEDL D £9, VLAN #at o
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BERRDORITRLET,

x20-14 HhOIBUTIVIER
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TOKENRING F—2 U 7HEr [RFC1748 2] X
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100BaseVG VG #tat [RFC2020 K] X
WAN WAN #igt [RFC2233 2] X
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(B O:HR=—F+F5 X :1HFR—-FLZWV
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(2)

AREEIL, AEBTUETL2INTCONNT Y b 27030 TLOXNRELET,
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20 sFlow st (70O—#fk5h) #ae

B U TBEICE ST, WISRTST Y MEY Y ) U IRRE L TRV E R A
ZEEETT YT IR E L THD VST Y b
e A —HP XY MUY T —RICE>THEREBEN/)N Y k
REEETT YT VIR E L THD VST Y b
e R—Fr3ITF—UVITBIUOR)Y—R=-ZAIF—YVITDIT—R—-—IPEEEFET S/ v b
(3) EENTY NOT7O—YH>2TILENME

AEBOTO—H 2 IIE, KREBT/ry N2ERTLZBETHILIZVIZIEIFH LTS LI
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20 sFlow #i5t (7O—#st) #EaE
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VLAN Tag 78 2 Bl EOFE, IPv4 T, IPv6 B, 21 —98, URLBIOBEHRIZNEL LA,

%4

A~y RO T U—LIEH, IPv4 IO TOS 1E#H, 1Pv6 B0 priority 1E#.

NI TIVREDRR/INT v b

REBTONT VIV TN, FEEFLEIZEOLEELEEBELTYH,

rvbheATMLET,

H R — FOTRTOEFES
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20 sFlow st (70O—#fk5h) #ae

(7) 70—t HATERUVHEEE

F—HR— T, ROMABLLANTILEE L,

» sFlow #atD%(E (egress) fEEE, EET LV —LZNRETER-FIT-Y IV ITDE=F—R—1
DA

« sFlow #5TDi%E(E (egress) 8 &, 802.1Q Tag fM5#eE=EH L7237 —K— FOFH,

20.1.5 sFlow #Gst{EREDF2EIR
(1) RIvITEBEEICDOWT

25w ZHERBEIZaY 740 7L —Y3>avy RNsflow source #RFELTL7ZE W, F£721%, L—T Ny
TJAUFTz—RIZIP 7 RUAZRELTLIEE L,
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20 sFlow #ist (7O—#sh) #Eee

20.2 OV RAAR

20.2.1 OY YV R—E

sFlow gt cfEHT 2274 7L —Y 3 0avy RF—E2ROEFIRLET,

%20-18 A 7«47L—>3a>av 2 R—E

v RE

A

sflow destination

sFlow 87y FDFEETHZIAL Y DIP 7 FLAREELE T,

sflow extended-information-type

Ta—Y T VOEIRET— Y EROREEEEZIEELE T,

sflow forward egress

HBELLER—FDOEEFNT 7 1 v 7% sFlow Mt OEREMNRICLE T,

sflow forward ingress

BELIER—IDORENT 7 1 v 7% sFlow HETOERMRICLET,

sflow max-header-size

EAT—-HR (sflow packet-information-type I~ > RE8) 12~y &
BAEFRALTWAEE, W%y NOREIS IV —SNERAYA
XEH/ELET

sflow max-packet-size

sFlow 787 v b DY A RZEELE T,

sflow packet-information-type

Ta—Y Y TVOEEAFT—YERZEELE T,

sflow polling-interval

HIIF TNV INEET HERERELE T,

sflow sample

EELAICEAT Y T EREEELE T,

sflow source

sFlow /87 v FOREET (T—Vz2 U h) IKBESNBIP 7 FLAREE
LET,

sflow url-port-add

iR T — 7T URL Bz T 5B &1C, HTTP /Y v ~EHlid %
R—b&HS% 80 LUMIBMBEE L9,

sflow version

RET D sFlow /87y hON—=Ta V2B ELE T,

sFlow #MEt CHAd 2EHA I F—BEZROFBIITRLE T,

#20-19 EROVYKR—E

v RE

A

show sflow sFlow #ETHEEEIC DWW T ORESRMF LBERNERRLE T,

clear sflow statistics sFlow METCEE L TWAMEMEHREZ 7V 7 LEJ.

restart sflow Ju—E a5 LA HEHLET,
dump sflow TU—E T a7 I LANTIREL TWAE TNy 71ERE 7 7 A VHIILE T,
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20 sFlow kst (70O—#fk5h) #ae

20.2.2 sFlow st OEARWLELTE
(1) BMENTY NEE=ITBRE
[BEQHT > N

sFlow fiEt0 3> 7 4 7V =2 a VIZRBLETAYLRIEL, ERIGEMT 2 X — b 2EET &
DZOHPRETT, TITER— I 1/0/4 I LTA>TL By b2 EZ5T %

REERLET,
20-7 R—K1/0/4 OZENTY NETZI T BEREH
aLyv4a
IP7FLR 192.1.1.12
REE Re :1/0/4
iR E
" JL—% - R4y F)
[ 1 [ 1 [ 1
H— k:1/0/1 H— k:1/0/2 K— ~:1/0/3
=_-E = Iq = 19

(RL51)
—100MA —H Ry R

: sFlow/ N4y FDFEN

70— 7y k) DOfFEn

[37> RICKBERE]
1. (config)#f sflow destination 192.1.1.12
JV7&ZELTIP7RLARLI92.1.112 28/ ELE T,
2.(config)#f sflow sample 512
5128y bZEICM T T4 v 7 2EZSY LET,
3.(config)# interface gigabitethernet 1/0/4
RK=F1/0/4DA—HX Y M V¥ T2 =RV T4 T —2a v E—RIIBITLET,
4. (config-if)# sflow forward ingress

A—r 1/0/4 DFAF/3 v M U T sFlow #EHEREEZ BT L9
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20 sFlow st (7O—#R5h) H&AE

CEREIE]

sflow sample <> RTHET 25> TV FRRBICOVWTIE, A1V ¥ 72— ADQEFREEZEE L
THROAZDEIHOET, 3MIZ, 2> 7471 —Y3>yavryFL7r7 LU

[sflow sample]
EZRLTLIZE 0,

(2) EENTY NEETZITBEE
[EBEDRT > N

sFlow fiattéaex, ZE/NT v NELEEBSNT Y FOEB LI LUTEMCT PR, 1 ¥ 72—
AAY T4 7L =3 yE—FTRET 5 & XU sflow forward ingress 2~ > N & 7213 sflow
forward egress A< RO EB L EIEETAPICL>THREDE T, TTTEIA—F 1/0/2 »6HT
NIy bhEEZ YT H2REEZRLET,

20-8 R—N 1/0/2 DFEEINT Y NETEZI T BEREH

aLs 4

0 5

IP7 FLR 192.1.1.12

[ A—k:1/0/4
REE

hREE
=% - R4 vF)

R—k:1/0/2

[ ]

1
L R—k:1/0/3
R—k~:1/0/1

1 1 1 1
| - | -
E=mD E=mp = Ta] = Ta]
o O
(FLA1)
—100MA —H R
csFlow/ Sy FDFEN
70— Uy k) DR
[O7 > RICKBERE]

1. (config)ff sflow destination 192,1.1,12
ALIZELTIP7RLA 1921112 2#FELE T,
2. (config)# sflow sample 512
5128y hZEICM T T4 w7 H2EZY LET,
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20 sFlow st (70O—#fk5h) #ae

3.(config)#f interface gigabitethernet 1/0/2

R—=b 102D —=FFYy " V¥ T2 =AY T4 L —YayE—RIIBTLET,
4, (config-if)ff sflow forward egress

A=~ 1/0/2 OEF/8 » MK LT sFlow #EHEREEZ BDICLE T,

20.2.3 sFlowfksta> 71 7'L—2 3> INTS A—IDERTER
(1) MTU E& sFlow /¥y N1 DA

EREDRA > N
sFlow /%7 v M T 7 # )L b Tid 1400byte LROY A A CAL I FICEFBINE T, ILTIAD
E#ED MTU ESKRZWVIGE, RICEICAET AL TaL 77 I LTHRESEFTEET, 22
Tl MTU £2° 8000byte DEFRE I L 7 ¥ MER > TV ARELZELARLET,

20-9 L 79AMix{E% MTU=8000byte [CERTET S5l
aLs 4

[ ]
IP7FLX 192.1.1.12

MTU& 8000byte

AEE H— b :1/0/4

i RE
=% - X4 vF)

(A1)
— 100 — 5y k

s sFlow/ S5y FDEN

70— Ny k) OfFh

[O7 > RICKBHE]
1. (config)# sflow destination 192.1.1.12
aL7HELTIP7ZRLA192.1. 112 2% ELE 9,
2.(config)ff sflow sample 512
51287y hZTEIM T T4 v I REZSYLET,
3.(config)ff sflow max—packet-size 8000
sflow /847 v b4 ZOEAfEZ 8000byte ICERE L £,
4. (config)# interface gigabitethernet 1/0/4
R=F1/0/4DA4 =V 2y M VI T2—=RAA0 T4 7L =2 a3 E—RIIBTLET,
5.(config-if)# sflow forward ingress
A=+ 1/0/4 OZ(F/% » MR LT sFlow $aHEREE2BEICLE T,
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20 sFlow st (7O—kEh) #ARE

(2) INELEWVERERKD
[BREDRA > K]
sFlow /87 v bORERIZI > 74 L —2 a VEBEE LGV ETRTNERT HEM4ICL>TVET,
L2 L, REZBEHRPHLHEIC, ZOBHREZIWMOZVEEL TSI L TCPUFERAREZ N FZ LN
T&EJ, ZITIER VLANBRIETPRELBEORELZTLLE T,
[O7> RICKBERE]
1. (config)#f sflow destination 192.1.1.12
JLZHELTIP7RLAL921.112 28 ELE T,
2. (config)ff sflow sample 512
5128y hZEIZMN T T4 v 7 H2EZYLET,
3. (config)# sflow packet-information-type ip
70— IVOERT-FERICIP X eRELE T,
4. (config)ft sflow extended-information-type switch
70—H Y FLVOIRT —FERIC [AA v F] ZRELET (ZA v FHEREIVEUFTEET ).
5. (config)$f interface gigabitethernet 1/0/4
K=t 1/0/ADA =Py b AU F T2 =RV T4 T L= a v E—RICBTLET.
6. (config-if)# sflow forward ingress

R— b~ 1/0/4 DB/ v Mt LT sFlow #aHEREZBMIC L £ 9

3) sFlow /N7y hOI—Y x> MNIP7RLAZEERT S

EREDRT > N
— &z a L7 7id, sFlow /37y MI&EENAZI -V P IP 7 RLVADEZEICL TER—DESRE
PESPEHWLTCVET, ZOEHDS, sflow source I~ > K% interface loopback 2< > KT
I—VzYMIP7RLVAZBRELTVWERWVWES, LI YHITEEEE»SBVTNS LD ICFERS
NEZBEFNFHDFET, BRENICERZRA5EEI -V PP 7 RUVAZEEELTLZS 0,
Z ZTCld loopback iIZ&l0 L THN/IP T R 1/7\%::1‘_ VNP7 RLARELTHAL, 2L7¥
ICEBREZTLE T,

[O7> RICKBEEE]

1. (config)# interface Loopback 0
V=N I FT2—=RAAY T4 L= a v E—FIIBITLET,

2.(config-if)# ip address 176.1.1.11
V=T Ny 4 vHT72—AIZIPv4FELT176.1.1.11 ZBELE I,

3.(config)# sflow destination 192.1.1.12
LI ZELTIP7RLA1921.1.12 2% ELET,

4. (config)ft sflow sample 512
512y hZEIWZ N T T4 v 2T LET,

5. (config)# interface gigabitethernet 1/0/4
R—F1/0/ADA—H 2y M YFT2—ARAV T4 L — 3 EF—RIIBTLET,

6. (config-if)# sflow forward ingress

R—1+ 1/0/4 ©ZAE/%r v MK LT sFlow #EtEREZBEMICLE 9,
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20 sFlow kst (70O—#fk5h) #ae

CESZIE]

loopback @ IP 7 KL Z %25 1FH1E, sflow source I RTHRETH2MLEIHDEHA. B L,
sflow source I Y RTIP 7 RLAMEESNTWVEEZDIP 7 RLANBELESNET .

(4) O—AIlzy NT—TJBIETO URL [BEIRINE
EREDRT > K]
AIEE Tld sFlow #i3t< URL 58 (HTTP /84 v ) 2INET 2154, 5BEOR—+ESELTS80
BEAALTWABEAST 7 4LMIE->TWET, LLL, B—hLEtxy N T—I7TRER—- I+ ES

PWREZGEVHVET, U—Hltxy bT—VERETHTTP /87 v FOFR— FESE LT 8080 &F
ZRALTWABAEOREZRLET,

[O7 > RICKBEERE]
1.(config)#f sflow destination 192,1,1.12
JVIHZELTIP7 RLA192.1.1.12 28 ELE T,
2. (config)#f sflow sample 512
5127w hZTERX M I T4 v 7 R2EZSLET,
3. (config)#f sflow url-port-add 8080
WBRT— AT URLEREZFERT 2581, HTTP S v » &I 55858 K — &S 8080 %18
MTHRELET,
4. (config)#f interface gigabitethernet 1/0/4
R—=F1/0/4DA =V 2y MV FTx2—AAY T4 L -3y E—RIIBTLET,
5.(config-if)# sflow forward ingress
R—=1 1/0/4 OFAF/)7r v MR LT sFlow fEHEREZ BRI LE T,

CEEFHE]
AT A—FZFELIBZTSH, HTTP Sy FORRE L THER— M ES 80 FHIFEMTI

20.2.4 sFlow st > ) R DRARESE
KB T sFlow HEHEEEE E LB a, 40 7Y o VEIBOEESEE LTROLOHS 0 £ 3.

(1) EFREEHISHET S

sFlow #MEHHEEZ BT L TV A 2K — h® pps % show interfaces 2~ > N TR L, ZE/ -y b %
HRICLTWABEE [Input rate] 2AFTLTLZ SV, B L, REE/7r Yy F2RRICLTLSIEEIE,
[Output rate] AL TLZE WV, ZOAEHMER 100 THI- 728D, BRELR 2V 7)) v UHEREE %
DET. COMETY > VIR #ER, show sflow I NTEEHDSHEZ Z0WHAE D P EHER
TLEZE W,

R—11/0/4 ER—F 1/0/5 1R L TZENTry "2 L BBEE0ERERBY T v TRIROH 2%
ICRLET,

20-10 show interfaces v > RMEITHER

> show interfaces gigabitethernet 1/0/4

Date 20XX/12/24 17:18:54 UTC

NIFO:

Port4: active up 100BASE-TX full(auto) 0012. e220. ec30
Time-since-last-status—-change:1:47:47
Bandwidth:10000kbps Average out:0Mbps Average in:5Mbps
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(2)

20 sFlow #i5t (7O—#st) #kaE

Peak out:5Mbps at 15:44:36 Peak in:bMbps at 15:44:18

Qutput rate: 0. 0bps 0. 0pps
Input rate: 4063. 5kbps 10. 3kpps

Flow control send coff
Flow control receive:off
TPID:8100

> show interfaces gigabitethernet 1/0/5

Date 20XX/12/24 17:19:34 UTC

NIFO:

Porth: active up 100BASE-TX full(auto) 0012. e220. ec31
Time-since-last-status—-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:bMbps at 15:44:18

Qutput rate: 4893, 5kbps 16. 8kpps
Input rate: 4893. 5kbps 16. 8kpps

Flow control send coff
Flow control receive:off
TPID:8100

BRERB92TY > IHE

= sFlow MEMEREZBRIIC L T 5K — h D PPS &5HE/100
(10.3kpps+16.8kpps) /100
= 271%

Fx SV UIREE 271 TRET S EEBRIESI2 TEMELE T, YU U HEBROFMIE T v
T4 Lb—3ravy Nsflow sample #ZHB LT 230,

FHAEHRY SHEET S

show sflow detail 2~ > FZ&3ETLTFRS N5 Sampling rate to collector (FEENFAE L L WHERET
YTV IR OEEY YTV IHERE LTERE LE T, 5ERIL clear sflow statistics T+ >

FEETL, LIEs <HEF%RTE Sampling rate to collector DEAEE & D K EWIEHEILE CFIE

TH T Y TEREREL TS0,

20-11 show sflow detail 7> ROETHR

> show sflow detail

Date 20XX/12/21 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch, router, gateway, user, url
Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 1/0/2-4
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IEEE802.3ah/UDLD

IEEE802.3ah/UDLD #gelx, FimY > 7EEZBEL, TRIHED LY
T = REOHEZHFNIPILT HHETT .

ZOETIE, IEEE802.3ah/UDLD #EED##RR & BIEHFRICOWTEHL X
ERS
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21

IEEE802.3ah/UDLD

21.1  fEER

21

21

338

1.1 #iE

UDLD (Uni-Directional Link Detection) &1, FARY 7 EEL2BHT AHEEETT .

FAmY > VBENFEET HE, —HOEBTIRIERBITEIANZENTET, bIHI—FOEBETIIZEIR
TEAPEESTELVREICEY, E7 O NV THEEESRKEL, 2y P T —Y F TS F S EE
PHEELET, K<HMONTVABHIELT, A=V ) —TOL—TFHED, Vo277V =3y
TOT L—LHRNBETONET.,. INSOREEWR, ARV 7BEEEZRE LEAICEETAR- %
inactivate 352 EICE > TRARICHS I ENTEE T,

IEEE802.3ah (Ethernet in the First Mile) T slow 72 k2 )LO—# & L TUED T 517 OAM
(Operations, Administration, and Maintenance) 71 b2l (IR, IEEE802.3ah/OAM &/R9) T
&, WAHEY > 7REOEREZITO 72012, #IH7 L—L0%2H0TERNICHREEE - BEED OAM R
RIEHROZ 2TV, HFEEEDOT L — A@ﬂéﬁ%%E?éﬁTﬁ*«%ﬂfwii $ EE T
IEEE802.3ah/OAM #gE 2 W TA MY » ZIREDEHRZITV, ZOERSENZWIEEICHR AR ~
sEELHET 5 AR TUDLD BEEZERLTWET, $§E@UDHM%uTi,HﬁﬁU/7@%@
BHOIEPIC, BEBPOREBLLHH 7 L —L2EA—SBTRELLBERINV—TFEHMLT, FELL
A—+% inactlvate LE9,

F7-, IEEE802.3ah/OAM 7’1 h )L TIX, Active E— N & Passive E— FOfl&2H D, Active £—
REI» 5HM 7 L — L OREPRIBA S N, Passive T— NElTIE, 7L —2%2%ETHETHE Y L —
LDEFBIFITVER A, AEB TIETIHBHAEROERE T IEEE802.3ah/OAM BEENERNICZ > TWNT, &
A— b Passive E— FTEMELE T,

Ethernet 77— 7 VTR SNIZNADEBDOKR— MIa> 74 7 L—3 3> a~v 2 R efmoam active
udld 28%Ed 52 &, FARAY /7?*®@&§Jf’ﬁ%ﬁblﬁf@“o efmoam active udld 2~ > R ZHE
LizR—NTHARY > 7BER2RE LS Eiél?‘éﬂ‘ b % inactivate 97 Z & TRImZEEBERI D
ﬁ—b?buyﬁﬁvyﬁﬁméﬂ,%ﬁéhtﬂﬁ@ THAR— P COERZELLET,

1.2 HR— MR

[EEE802.3ah/UDLD #EET L, IROFITTRT & B D [EEE802.3ah/OAM HEEZ U R — b LTV E T,

# 21-1 |EEE802.3ah/UDLD T#7R— h9 % IEEE802.3ah OAMPDU

e A HR—k
Information HFLEEIC OAM RIEFEHR % XET S, O
Event Notification HHFLERE I Link Event O&E£3%ET 5, X
Variable Request HFHEEIC MIB B EERT 5, X
Variable Response ZEsRka iz MIB B ZEET 5. X
Loopback Control HFLEED Loopback Re&z Hl#HT 5, X
Organization Specific FEREFRARA o X

(LB O :HAE—F X :EKHFE—+



21 IEEE802.3ah/UDLD

21.1.3 |1EEE802.3ah/UDLD {EREFN;F=EIA

(1)

(2)

(3)

IEEE802.3ah/UDLD #RE% 537 U /==& (C IEEE802.3ah/OAM #EEZ 7 R— kL
BWRBZERLECEG

— k72 A A v FTlE, IEEE802.3ah/OAM BEETHEHT AHIH 7 L —L I3k L EE A, DD, &
BETEBHROTHBPTET, IV T4 71— 3>a< > K efmoam active udld #5E L7z AR— b TH
Ha) v IBEABELTLENE T, [EEES802.3ah/UDLD #eEmER I TE A,

|[EEE802.3ah/UDLD #8E % 5RE LIERKEBEIC AT « 7 A N—9 2 EDQPMRE Z 1%
n)dl:.. L/T:j%é

FADY VI REPTIMSNIZGEIL, BORFOY Y IREZEFHNICTIRI L EWAT o 7I 0 N—=% %
REMICHRE LI5S, ZBRETY Y I/ REBORHICINAELE T, JD72®, efmoam active udld 3
T RERELZAR—- NTHPEENSEEL LR VRETH R AR Y VBEERHLTLEVET,

BIHT 2B, WHOEBTHAZ L 2LE NS0, ERAPRECZDET. FADY > 7REDTIH S

NIZZARIL, bOIRHTOV 7 REZ BN 2EOHHA T4 TA NS ZHERLTIZS
l{‘O

fthtt D UDLD #EEE DEEFICDWNT

UDLD HEEIZ Z N ZN & OB AR THREZEE L TV 5728, REED IEEE802.3ah/UDLD H#E &
it 3EED UDLD MEEOHE BRI TS £ A
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21 IEEE802.3ah/UDLD

21.2 Y RAHAR

21.2.1 aOAv>R—E

[EEE802.3ah/UDLD © 3> 74 L —> 3 >»avy F—E2RORITIRLET,

®21-2 A>7147L—>a>avR—E&

av > RE Bl
efmoam active 38R — b T IEEE802.3ah/OAM HEEED active E— RIZL £ J .
efmoam disable IEEE802.3ah/OAM HEREZ NI L E T,

efmoam udld-detection-count | FAAY) Y Z7EEET L0007 7 EEEELE T,

[EEE802.3ah/UDLD ORI~ > F—EEZRORIITRLE T,

*®21-3 EFHIVYR—E

JvUR% A
show efmoam IEEE802.3ah/OAM OREERB LUK — F OREFBHRERRLET,
show efmoam statistics IEEE802.3ah/OAM IZBi 9 HifatEREFR R L £ 9,
clear efmoam statistics IEEE802.3ah/OAM ICBd 5 ifatE#RE 7V 7 LE T,
restart efmoam IEEE802.3ah/OAM 71 75 L 2 Hi28 L7,
dump protocols efmoam IEEE802.3ah/OAM 71 7'F AT L TV A5 X2 b b L —ZBEHRB LT
BT —TWERE 7 7 A UANHALET,

21.2.2 |EEE802.3ah/UDLD DEE

(1) |EEE802.3ah/UDLD #t¥8EMETE

EREDKRAT > K]
IEEE802.3ah/UDLD #8E % EH 9 5 121%, &9 EEL/AT IEEE802.3ah/OAM #EEx BRI L TH
L EMPRETT, REETIZTIHHFRORE T IEEE802.3ah/OAM H#EENHZN & 72 > T A REE
(&R — b Passive E—F) T, ®kIZ, EEICHFAMY > 7EEREBELEIES L 0AR— Mot
L, UDLD /85 XA —% %l L7 Active E— FOHREZ LE T,

Z ZTI3, gigabitethernet 1/0/1 T IEEE802.3ah/UDLD ##E% A S £ 7
[Ov > RICKBEERE]
1. (config)# interface gigabitethernet 1/0/1

A—F 10/ 1 DA —Y2Y M VF T2 —ARAV T4 L= a3V E—FRIIBITLET,
2. (config-if)}f efmoam active udld

AR— 1 1/0/1 T IEEE802.3ah/OAM HHED Active £ — FEIEZITWL, FAmY v 7 EERLEEE
FtaL %9
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21 IEEE802.3ah/UDLD

(2) hAmE) > I7EEREH > MORE
[BREDHRA > K]
FAmY > 7 BER, HEPoOERNY A L7 N LT > 7 REOHERH TS 2 L RIEN,

WD 5N TERE L CHRELRBEICRELET, CoBSHAFRAY v 7EERENY Y M TT,
AW > 7KREE, 11 EEEELTWET,

FARY Y IBERHAY Y N E2EET S E, ERICEARY VY IVBENREL THIOBHETHETOD
BRZHEETEET, FAMY v 7BEERE AT 2O THEEELRIBET 5—FT, B
HOBENNHD T, B, AREILEFETLI2AEIHDEEA.

FAmY) O BREREPOBHETOBIZORMZIRIRLET, 28, HKR 10%BDRENELF
ER

5+ (FAmY » 7REEREEY V) (7]
[OY > RICKBERE]

1. (config)#f efmoam udld-detection-count 60
FARY Y OBEMREHETH-00BFEPSDEFERY 1 L7 7 MEEEREEEY 60 BICRELE T,
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CFM

CFM (Connectivity Fault Management) &, LAY 2 LXLTOT Y v
VHEOEREDKIE &V — MER 2T D, KA —Y v MEORSTEEKEE
7.

CDOETIE, CFM O EFETEICOWTHHALE T,
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22 CFM

22.1 fi#EsR
2211 #iZE

A =% % MIEZENLAN 20 TR<IRE@THOEDNLS L DICL>TEE L. TNIZHY, 1 —F
Fw MZSONET ®° ATM EREORFEEMBEI RO SN TVE T,

CFM Tl&, RO=Z2DOWEZHE->T, LAV 2%y hT -V DRFEHZTVE T,
1. Continuity Check
BEARA L MET, BRSELHEFICELS » (BEE - #6iE) 2ERERLET.
2.Loopback

BELME Ld L, Loopback TL— b+ EOEZETRETI2OPERELET L—T Ny 7#K
%) o

3.Linktrace

EELMHH L2 &, Linktrace TEHERA Y FETOL—b2HERLET (LAY 22V FT—2RH
@}I/—]\i’%';?g)c

CFM DR 2 IRDEITR L E 9

22-1 CFM DI

@ O
( ExELH )
(H—ERXRTONAERALY)

( FEEA h é BB )

(FRL—B KAL) (FRL—B KAL)

seszEae” | S
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' EEDE TR !
| |
#ET ! I 5a%
Y, ] 1 O 4
SEEA | #EB BHEC | Z&D
i Ve |
HEEDIDISE ZREF )
\
(FLA)
YV :Down MEP QO :MIP [J: /"— bk (MEP, MIPLLA}) U LR AVE—DDFEN

JEEZB LI MIPIBSEELEET) V7 L —AA vt —VRIEELET, BECDLSIZ, MEP £7:1&
MIP PRES N TV AR WEBIISGEZELEEA (BEZERTIZIE—DOLED MIP RESN TV 2NE
BHDET),

55D MEP 721 Z MIP £ TY 7 b L—RAA vt —IWEET S &, 5E5E0 MEP 7213 MIP 1333
rellE, EOR—PTRELLZOPZRETIISELE T,

RETTE, RELALGEZL— MERELTHAL, SBEETOL—FZHERLET,

Linktrace IZZEBBAMISELE T, FlZiE, BEENICHRES N MIP 5—D2THHEHTYH, E556015
EHRELCEDIC, ZER—PEEER—-FOBERZISELET,

Linktrace 1Z CC O2EFANE 2 HHT 57:9, FFill CC 2EES B THEDESH D ET, £z, FEELIC
MIP ##E T 2541, BRIICMIPOR—rD MAC 7 FLAZTAXRTEBLLDENHD FT,

Linktrace (CkBEEDYIN 533
Linktrace DETHRICE > T, BEPRELLEBECR - Mo 2RV ADET,
« ILLT I N ERH LS
Linktrace T4 A7 7 b2 L7zl 2 ROKITTR L E T,
22-25 Linktrace TY 1 L7 M EI&RH U7HI
BRi%

EIET

]]II||
ot
off

@A &S E®C Ei8D
54 LT EfH | X
&L
(L)
V :Down MEP QO : MIP [J:7R—k (MEP, MIPLL%}) YU RL—RAvE—DDFN

ZOfITIX, B AP Linktrace TY A L7 7 b E2BH LGS, *v l\'7 7 EOZEROR— N HSE
F“(é‘&b\ﬂ(ﬁ“ﬁ’%l%ﬂi?o VoML —ARX b —IUHPEEBH»LEE CICEERSINTWVET,
EBCHVBEETELRWVREILZ>TWVWT, REZRI WD, 7'{A7T7}\ IDET,
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(b)

s A O ZRE LIcES
Linktrace TEEARA] ##H L7212 IROKIIRLUE T,

22-26 Linktrace GEBIEART Zi&H U764

Bk
X R

#IET 5%
Vi L] B 4
EEA EES EEC EED
E%*ﬂéﬁm|
(LD
V :Down MEP O :MIP [J: H—r (MEP, MIPLLSY) LU H RL—R A v E— DR

#E A D Linktrace TOERERR] ZBH LZBE, *v N T—27 LOREERIOR— N HNEFETE 2 VIRE
fﬁ%i%ﬂi@'o INE, BECHEED (FEL) U VI M —ARX vt —VREETE LI - 15E,
B AICEEAIR- N PEBEETCEEVEDOREEZERIT 2D TT,

Linktrace DIHEICDWVWT
Yo L —ARXt—JFvNFFY AT L—LTT,

CEM DEMEL TWAEBTY V7 FL—ARA vt —VREET BERICIE, MIPCCM F—FR—2 &
MACT7 RLATF—7LZZBLT, EOR—TEETIPRELET,

CEMPEHEL TWEWREETIZY V7 P —ARX vt —V2 759 T4 7 LET, 2D, CFM P
BELTWEWEBN XY N T =7 RIZHB5E, 5EEDL— NUNDOEED L HIEEIRD £9,

22.1.7 HEEELER
(1) 70y TREOK— N TOEE
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CFM OEHEEEIZOWT, TO v ZIREDOR— N TOEEZIROFBITRLE T,

%22-7 Up MEP 270y ZIREEDISE

tERE B

CC *« CCM %ix%(E9 5. *fE9 %5 CCM DR — MRR&ICIZ Blocked 28 7E T 2

Loopback . T R 2ping REFTEAL
« BEOL—TN 7 Ay —DIEET S

Linktrace o EF < N 12traceroute I3EFTTE 20

c VYT P L—ARXRYE—TVIRET . BETHY T FL—AAvE—TD Egress
Port DR#EIZ1Z Blocked 23 E 3 %

%K 22-8 Down MEP 27’0 Z7REEDIEE

tae EfF

CC + CCM ZxZfE LW




22 CFM

Hae Ep{E
Loopback « ERa~< > F12ping BETTE LW
s BEDIL—T Ny I Xyt —IIZBE LRV
Linktrace o JEF J< > N 2traceroute I3ETTE LW
e YV I RL—ARyE=IISE LV

F22-9 MIPA7Ov 7REDHS

23515

D)3

CC

« CCM z&E# L7\

Loopback

o EHERIADSZELLERBOL—T Ny Z Xyt —II0F&E LV
e VL—RIAPSZELEBEOL—T Ny Z XAyt —JI0BET 5
s =Ny T AvE—IVEFERBLEN

Linktrace

o MNP SZELREY VT PL—ZAXyE—IIBE LW

s VL—fIPSZEFELLEY VI P =AY E—VIEET 5. BETHV VT FL—R
A vt —3Y® Egress Port ®iKEEIZ 1L Blocked ZEE T %

s VYT PL—ARAY L=V EFEBLLV

& 22-10 MEP, MIP IADR— AT 0Oy ZIRREDHS

1 B
CcC « CCM % & @ L2\
Loopback s M=TNY IRy —V%FBBLEV
Linktrace c UV PL—AAYE—VEFEBLEV

(2) VLAN bR IBRLTOEREICDWVT

VLAN k>3 > 7#T CFM 2{EHT 554, VLAN b3 U v 7#HAE VLAN k>3 U v 75T
RAXALVEDF, TNEFNTEELET., &8, FXAVOREM[ATICE > Tl&, CFM OBREDEHIC—
EIRF DV ET, XA OREBAAHIOEEDERFIRICOVWTIROFITRLE T,

F22-11  RAA > OREEPTRIOREEEDERAHIR
taE
R X1 > ORE@FR

CC Loopback Linktrace
VLAN b> %> Z7f8M& VLAN A P « VLAN b3V > 7 TIERT
byl > 7 « VLAN b¥3U > 75 Tlt VLAN b >

IV E A TIEFERAART

VLAN k> 2V > 7N RS RS fERTT
VLAN k>3 7572 ] ] fEA

(@ VLAN h>2U>7HAE VLAN h> 1) > 7H5 T CFM 2R 2155

VLAN b >3 7N E VLAN b >3 ¥ 7§85 ¢ CEM Z A 5512 RORITR L £ 9
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22-27 VLAN k22> 7HRE VLAN K> 2 > 75T CFM = &R 561

VLAN k>R > 548

G H P o

0

|
/‘I\
T

I

|

|

0 O

b

RAAL2LARILE
I I
FAAL LRI

Il:Ie:III Illjll
SN
R e

(A1)
A:Up MEP O:MP VANV RYLHTRER—F [ H—k

VLAN b2 Y THNO KX A LAV 1L, VLAN b3 Y TN TEROBEFRICERERAS Vb2
BETEZXT, VLAN bR UV THND F AL LN 61E, VLAN k32U v TN OB FICE
HRA VM EZBRETEET, VLAN bR Y THAICIE R AL LN 6 OBEBEARA Y MIRETEE
HAo VLAN 3 Y THENOERIIRAAS LRV TLET,

F7-, VLAN F >3V > 785D KA A 2 LRV 6 Tl VLAN k> 2L %8 % Tid Linktrace 2{#HE T
A

(b) VLAN k2> T7HAEGTCFM Z{ERY 5155
VLAN k> 2V > 7HN7ZT T CFM 2 AT 2612 RODRIRLE T,
B 22-28 VLAN k22> THAEGTT CFM Z{ERT 561

VLAN koY) > 58

1 00— O—4 O—1 O— g

-t

I
FAALD LA

|

[

|
|
|

I\

| hd

A0

I

|

|
(FLBI

A :Up MEP O : NMIP O:IWkYryoT&ER—F  [O: R—+

VLAN b >3 ) Y 7RO R XA 2 LAV 1, VLAN b3 o TN TEROEFRICERR S > b2
RETETET FYNAA 2 TIECFM OFBREPERTEET,

(©) VLAN k22U 7HE5E13T CFM Z{ERY 2155

VLAN k> 2 > 7 #4473 ¢ CFM 2R T 252 kORISR LE T,
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22-29 VLAN b2 22 THBHIETT CFM Z R Y 651

VLAN ko1 > 548

1 00— O—4 O—41 O— 1 L

.

RALULALE
[}

__C).__
__D___

(FL)
A :Up MEP O : MIP O:VIWNboryoFEgER—F O R—+

22 CFM

VLAN b2V Y TRND AL LAV 61F, VLAN b3 ) U TRNOEBIZFICEERA VM E2E

FETEET, VLAN bR U Y THMNICIEIR AL LR 6 OBEERA  ME

A > Tl CFM OB HEENSHERTE £ 7,

22.1.8 CFM TEHT 3T —9IN—2X
CFM CIE T 57— 5 R— R 2 ROEIRLET,

®22-12 CFM TERHT2T—9X—2X

BETZELTA. FHFX

TF—IN=2 & AEM#ERIV>
MEP CCM 7—=#~RX— | & MEP #REEL V5T —FN—2Z, show cfm remote-mep
S [Fl— MA O MEP O

CC THEERIEDERE T 2 BICHEM.
REFTHABTRRODEBY TY,
« MEP ID

* MEP ID IZ/)E9 % MAC 7 FL X
+ %3 MEP THRA LzEERR

MIP CCM 7= RX—Z | EBTRBFEL TV ET—FR—2Z,

E— KX A >N MEP O1E#.

VYT MU —=ARX v —VRERET B, EOR— hTHg
K2 EWRET 2BIEA.

BT HHRBIIRDEBDTT,

*+ MEP ® MAC 7 KL &

* %% MEP © CCM %%f§ L7z VLAN &A— b

ARV

Y27 hL—RAF—% Linktrace DETHERERFT LTV DT —FRX—2,
N=A BT ZHNERIROEBD TT,

+ Linktrace %247 L7z MEP &5E%

« TTL

o RERELEBOEHR

c VYT PU—ARAvE—VEZEF LA OER
e VYT RNL—=ARXyE—VFRERELIAR— bOEHR

show cfm 12traceroute-
db
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22 CFM

(1)

(2)

(3)

(a)

364

MEP CCM F—9X—2

MEP CCM 7 =4 RX—=21, A—MARICEDK S MEP #H 50 2RFELTVET, 72, ZEHIT S
MEP THALBEFEROARFTFLTVLE T,

Loopback, Linktrace TI3%585E% MEP ID THHETEZ 9, MEP CCM 7— ¥ R—XIZBER SN T
BZWMEP ID I3fEETEEH A, MEP ID ST =¥ R—=ZAWIZBHRZINTWVWA P ES NIERIY VR
show cfm remote-mep THEFETE £ T,

AT —HR=ADL Y} I3 CC FETHIC MEP 78 CCM 2 ZfE L7 & FIER L E
MIP CCM =9 N—2

MIP CCM F—=#R—R, U7 L —ARX vt —IV%EETREICEDOR— P SEETNIT L0 D
PRET HEEIHEALE T,

BE3EK:, MIP CCM F— & N— A 25658 MEP @ MAC 7 RLAMEF SN TLW i WESIZ, MACT RL
AT =TV 2BBLCEETAR—2RELET,

MAC 7 RUVAT—TNMICBEWVWERIZY V7 ML —ARA v —JRBEELLZWVWT, BETE L2125
B ZEETTIOR L E T,

RKF—=FX=ZAOLTr )L CCETRIZ MIP A5 CCM %2BRIE L7z & FIT/ERRLE T,

)T NL—RF—IN—2R

Y7 FU—=RAF =¥ ~RX—2I%, Linktrace DEFTHERZHERHELTVET,

A3~ > N show cfm 12traceroute-db ¢, #Z*XIZ%E4T L7z Linktrace DfERZZHBTE £,
FRETEBIL—MRICONVT

EE2AT 1024 BEFOISEZRFELE T,

1 JL— YD AIEBSDOISE S FEET AP TAIL— NREETEZA2DPHRDFT, 1 L— YD 256
HEESODEZREFLLZEEIZ4 V-, 1L— 420 16 BESOIREZHERHEL TWAIEAIZ 64 L—
MREEFTEE T,

IBEN 1024 BED 2 BA 7258, HVL— hOBRPHEESN, HLLL-FOEREZFRFELE I,

VY7 P —ATF—FR—AIZBHFEINTVALHEICH LT Linktrace ZFETFLEE, VY7 FL—2R
T—=IR=ZA LD SFEHBHRETDOIL— MERZHIBR LS EI12H LW Linktrace D& 2 H#ELET,

VI bV —RAT = R=ZAZRDOHIIRLET,



22-30 UYIRL—RF—IN—2R

%Z'ﬂi;g 1000 | Trr g3 L T7L 62 —vee—] TTL 48 | 16%£BHOHBH

%Z'ﬂi;g 128 | Imigs b trieo —eeed TTL 32 | 322£BH0®mH

?Dg‘f_.f;; 8110 | Irries 162 b—eee— TTL 60 | 4EHOWER

.}%;ﬁ_ M’\(D{ za)grgﬁ; 4000 L Frr e b TTL 62 e TTL 32 | 32mEs OIS
FTOREEREF

KF—=ZRXR—Z2DI >+ VI Linktrace EfTHEIC MEP BIe& 22 E L E ZITERRLE T,

22.1.9 CFM EHKEDEFREIA
(1) CFM ZBESBHRVEBICDOVT

22 CFM

CFM ZHEATHE, FAACHOREETCFM 28FSE20EIIH D TEAA, CFM 28FSE %

EETIICFMPDU 2B BSE2MENHD LT,

FKEEZFRE, CFM 28{FS €2 VWEEIL, RORIRT 7L —LZBBRT HEDICREL T LS,

®22-13 BBESEZTL—A

7 L—LFER! 5855 MAC 77 RL X

TILFF v A b 0180.c200.0030~0180.c200.003f

AEEIL, CFMPEEL TV RWEEIZITRTO CFMPDU 2&#L £,
(2) fHEREE DHEFICDONT
(@) L 2REEnHF
[5.2.1 LA 2BAE & fiRE L DHAF] #BRL TSV,
(3) CFMPDU O/N—X RZ{EICDWT

CC THRERT S ‘J E—FMEPEMN 6L EHBE, JE— M MEP 750D CFM PDU %8 %

PEA—BLBEIL, REETCFMPDU ZN—ZA MRETHIENHDET. TDHE, K EET

CFM PDU ’E}?%%@Lé ENHY, BEZRBHITSBLINPHD LT,

N4

KRRMWEFHT H5HBEE, FEETO CFMPDU DAEY A IV IDWELLBZWVEDIHEBL TS

l/)o

(4) B—RXA>TE—FZ1<1) VLAN Z5ELTWLS MA TD MEP SREICDWLT

F—RXA Y TCR—7F4~Y VLAN 2FE LT3 MA (F—MA &) T, F—FR— ML T2
ALl LD MEP Z2BETE A, RELEEIL, #3925 MEP TCCFMAPERICEELEE A
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(5) Linktrace TDIL— MEFRDUIEICDWT

Linktrace TV > 7 b L —RARX v =V DEIEFLR— ME, MIP CCM 77— RX—2 7213 MAC 7 KL
2AF—TNVBBLTRELET, 2070, Y77y TH (V28I BOBT7 Y Ta&t) AN
VIV = Bl L AREEFERIZ, CCTCCM 2E%ZET 5 E CERLR— MNPRETERWD, E
LWL— MERONENSTEEZH A,

(6) Up MEP LU MIP T CFM A EIfELIEWVWI TS > T

MDA Ry MREERKIC, —EDY U7y 7L TWwiaw Up MEP BX U MIP ® AR — b Tld CFM O&H##E
DEELERA. —EY VI Ty TESHEIETHELET,

 BEEY (BEEECHLET)
o R J~< > N restart cfm O%EfT
(7) 70y 7REDKR— T MIP H' Loopback, Linktrace [CIH&EULRWESEICDWT

Ty ZIREDR— M MIP 25EL, #ZYUR— N TRIRTER% L7254, MIP X Loopback,
Linktrace IZIo&E Lz W2 XDV E T,
o 2= VY — (PVST+, YV ZL) TL—7H— NipE%ER

o« A= 7Y — (MSTP) O&RKIC, 7 7t X VLAN £7:13 1 7+ 7 VLAN 2751 %) VLAN
ELTERE

« LLDP %i&H
(8) TLEIEMTOH CC DEEICDNT
LAY 2 OTUREMER (/8= 27"V —, Ring Protocol %2 &) Ay b7 —2 ETCC%ZERLT

WaGE, BERBOYVEIPFEELLZ LS, HERED MEP 7°%(5 L7z CCM % %18 L T ErrorCCM
EMETAZEPHDET, ABRFIEEREILET HLMEELET,
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22.2 OYRAHAR

2221 OAXY UV R—E

CFM Oy 7427 L —Yayavy F—E2ROERIIRLET,

#£22-14 A7«47L—>3>Iv 2 R—E

v RE A
domain name FERAAL U CHERT2BMERELET,
ethernet cfm cc alarm-priority CCTHATAIBELNLEZHRELET.
ethernet cfm cc alarm-reset-time CCTRELXFEMRMERLT ETORMERELET.
ethernet cfm cc alarm-start-time CC THEEZMBAIL TH» 5 SNMP B ZXET 2L TORMERE L
7,
ethernet cfm cc enable RAAL T CCZERTSMAZRELET,
ethernet cfm cc interval CCM DixfEHREzRELE T,
ethernet cfm domain RAALVZBRELET,
ethernet cfm enable (global) CFM ZBa L £ 9,
ethernet cfm enable (interface) no ethernet cfm enable ERIC CFM 221 L £,
ethernet cfm mep CFM TS5 MEP 28 EL £,
ethernet cfm mip CFM Tf#FRHY % MIP 28 EL £ 7.
ma name BYRAA VTHEAT S MAOAHERELET .
ma vlan-group HENALTHERT S MAICFFET S VLAN 2RELE 7.

CFM ORI~ > F—EHZRORITRLE T,

x22-15 ERIOVYYR-E

Jv2RE A
12ping CFM @ Loopback #gE%Z EITLE 9, EE MP Oz R L £ 9
12traceroute CFM O Linktrace ##E%ET L9, T8E MP oL — b EHEELE T,
show cfm CFM O FA A U EREFRRLE T,
show cfm remote-mep CFM @) E— h MEP OEHZFRRLET,
show cfm fault CFM OEEFHREZERRLE T,
show cfm I2traceroute-db 12traceroute Iv > FCER L7V — MEHREFRRLE T,
show cfm statistics CFM OffstEfREzRR L £ 7,
clear cfm remote-mep CFM @) E— b MEP %27V 7 LE T,
clear cfm fault CFM OREE#HEZ 7V 7 LET,
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v R%E B
clear cfm 12traceroute-db 12traceroute I~ > RTEEB L)L — MEREZ U7 LET,
clear cfm statistics CFM OffistE®mz= 27V 7 LE T,
restart cfm CFM Fu /s Lz HiRg L £9,
dump protocols cfm CFM O ¥ > F1EHRE 7 7 A WAHHILET,

22.2.2 CFM DETE (BEHRKA1>)
BHRAANVZHRETHFIEAHALE T, 22T, RORITRTAEE A OFREFEZRLET,
22-31 CFM OFRERI (EHRX12)

AEEC KEEA AEEB FEBED

] —TTJ1/0/1 1/0/2[—1] T N

RAAL D LRIL2 |
MA “ma2_v|an200” | |
VLAN 30, 40, 200 | |
:7 q> | |
B A2 LA
MA “mal_vlan100”
VLAN 10, 20, 100

5 o0 A

A : Up MEP YV :Down MEP O :MIP [J: K—

(1) BHRXAVBELIUTRXA>TED MA DERE

EREDRA > K]
BHORXA U BHBHE, BURAL Y LNLDORAS UPERELE T MADRKEIZIR AL L
NLE MA #BAES, XA VA, BIOMALGHREREEBEE KRS E2BENHD LT, FE
MR 515G, AEEENMERIIF —MA CHESNET A
MA 754 <Y VLAN IZ1%, A%EED MEP » 5 CFM PDU 29 % VLAN 2R EL 7,

primary-vlan /87 X =¥ P E SN TV WEEIE, vlan-group /Y7 X —4 TEE S N7z VLAN O
25, H&b/NE7% VLANID 282 VLAN 8754 <V VLAN IZZ D £T,

[Ov > RICKBERE]
1. (config)#f ethernet cfm domain level 1 direction-up
(config-ether-cfm)# domain name str operator_1
FAA LNV 1 & MEP OfiREZ Up MEP IS 52 & xELET, 2747 L— 3>
A —=F %y b CFME—FIZBITL, FXAVEBMERELET,
2. (config-ether-cfm)# ma 1 name str mal_vlan100
(config—ether-cfm)ff ma 1 vlan-group 10,20, 100 primary-vlan 100
(config-ether-cfm)# exit
MA1 T MA &%, MA ICFTEY 4 VLAN, 774~ VLAN 2% EL 7,

3.(config)# ethernet cfm domain level 2
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(config-ether-cfm)# domain name str operator_ 2
(config-ether-cfm)# ma 2 name str ma2_vlan200
(config-ether—cfm)# ma 2 vlan—-group 30,40,200 primary-vlan 200
(config-ether-cfm)# exit

FXA L)L 2 & MEP OfREZ Down MEP I35 & 2RELE T,
MA2 T MA &%, MA ICFTEY 4 VLAN, 774~ VLAN 2% EL X7,

(2) MEP KLU MIP DEE

BEREDRA > M

MEP & & U MIP ORFEHIL, NEFMAELIAI Wi BEIITHELTLIES W,
#E L7z MEP BX U MIP DM 28T 51218, EED CFM 2HBICT 5%

[OY > RICKBERE]

1. (config)} interface gigabitethernet 1/0/1
(config-if)ff ethernet cfm mep level 1 ma 1 mep-id 101
(config-if)# ethernet cfm mip level 2
(config-if)ff exit
(config)ff interface gigabitethernet 1/0/2
(config-if)# ethernet cfm mip level 1
(config—if)# exit

=~ 1/0/112, AL LRV ], MAL ICEREY 5 MEP 28 EL X9, £7z,

ODMIP% RELET. A—F 1/0/2ITFXAAL LRV 1 O MIP 28 7E

2.(config)ff ethernet cfm enable
AEED CFM OERE =B LET .

3) R—brDCFM D=L
[EBREDRT > N]
—BERICAR— 1D CFM 2EIE LT WEBAICERELE T,
[O7 > RICKBEEE]
1. (config)# interface gigabitethernet 1/0/1
(config-if)#f no ethernet cfm enable
(config-if)#f exit
R—F 1/0/1 ® CFM Z{E1ELF 7,

(4) CCDFEE
[BREDRA > K]
ethernet cfm cc enable 2~ > FOREE®XRD? S, CCHEELET,
[OY > RICKBERE]
1. (config)# ethernet cfm cc level 1 ma 1 interval 10s

(config)# ethernet cfm cc level 1 ma 1 enable

22 CFM

PRREIZZD E9,

KX A2 LRIV 2

FXA4 LNV 1, MAL T, CCM O (EMREZ 10 ICRE L7zH &I CCOBEZMMIBLE T,
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22 CFM

22.2.3 CFMOEE (A—KX12, B MA)

(1)

Fl—RX AV THEROMAZRETAFIEZFHALET, I TIE, RONIIRTREE A DREH 2R
L9,

22-32 CFM OERES (B—RK X1, BHMA)

MA “ma2_v|an200”

VLAN 30, 40, 200

|
|

|

|

|

|

[

[

I 'MA “ma1_vlan100”
: VLAN 10, 20, 100

[

|

[

|

§

|
|
|
|
|
|
|
i
i
|
|
|
|
l

/A : Up MEP O :mp

B— R X1 > TOEEMA DFRE
[BREDRA > N

B—RNXA 2 THEDO MA 2RET 2551, MABIBESBITMABMPEELZWVEDITHRE
LET. XA UBLUOMA OEKRNLFEDRA > ME, [22.22 CFMOFE (BEHE R XA V)]

EZBLTLIES 0,
[O7 > RICKBERE]
1. (config)#f ethernet cfm domain level 6 direction-up
(config-ether-cfm)# domain name str customer 6
RX A4 2L R)VE MEP OffKEES Up MEP ICS 5 L 2ELET. IV 74— a v A —
P b CEME—RIZBITL, RALVEMERELE T,
2.(config-ether-cfm)# ma 1 name str mal_vlan100
(config—ether-cfm)ff ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm)# ma 2 name str ma2_vlan200
(config-ether—cfm)#f ma 2 vlan-group 30,40,200 primary-vlan 200

(config—ether-cfm)f exit
MA #FIES & MA &#5, MA ICFRE9 5 VLAN, 514 < VLAN 2&%EL £ 7,

(2) MEP KLU MIP DEEE
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[BREDRA > M
MEP l& MA ZEICERTET 2B H D 9, MIP IZEHDO MA THET, A— FEAIC—DOHRELE
9o MEP B&XU MIP OEAWNLGREDRA >~ M, [22.22 CFM ORE (B AL V)] 258
LTS,



22 CFM

[OY > RICKBERE]
1. (config)# interface gigabitethernet 1/0/1
(config-if)#f ethernet cfm mep level 6 ma 1 mep-id 101
(config-if)# ethernet cfm mep level 6 ma 2 mep-id 201
(config-if)ft exit
(config)lf interface range gigabitethernet 1/0/2-4
(config-if-range)# ethernet cfm mip Level 6
(config-if-range)# exit
R—=r1/0/112, AL LRV 6, MALICFTEY 2 MEP 23 EL %9, £z, MA2 ICFTET %
MEP 28 ELE T A—F 1/0/2~1/0/41ZF AL L RL6DMIP #RELET,
2. (config)l ethernet cfm enable
REBED CFM OERAZRmLE 7.
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LLDP

COETIE, AEEICHEET HZRBEDRFRZNET HETH S LLDP O
FEBEREITOVWTHALE T,
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LLDP

23.1 fi#EsR
23.1.1 ¥=E

(1)

LLDP (Link Layer Discovery Protocol) \&M#% 9 22 BIEH %~ INET 570 F IV TT, EH - (R5FEE
ICHEREBEOEREHRICHAE TS S I E A BNE LIIETT .

LLDP 0:@ERfI

LLDP HREZ(ERT 2 E THHREE LB L TV AEAFR— MW LT, BEREICHT SHERB L U#H
R—MBETLEREEFELET FER- P TRELLBEEREOEREEN T 5 E CHEE LB
BEROEGREZIEETEZ L5120 ET,

LLDP O#ERF 2 ROKITRLE T, ZORITIE, F—ELHORREICRE S N ARREROERIREZ,
IBEICRELIAZBE AP SIEETZLEDIIRDET,

23-1 LLDP 0@l

KEEC
o
LDPDU : | v ARLEEB
System ID <
Port ID | [l o
VLAN ID7z &
& B KEBA DB Z B
A 1HER :
®E P - REEB, AEBECD
e e
----------------- > E=mp 1 VLAN ID
—\0 Port ID% &

23.1.2 HR— Mtk

(1)
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Bt ¢S B LLDP 18
FEETIRIKICTRT ZOORMEE T £ — b LET,

+ IEEE Std 802.1AB-2009

ALEETIE, 5055 MAC 7 FLAA “01:80:C2:00:00:0E” 7213 LLDPDU & L TRETEE 7,
» IEEE 802.1AB Draft 6

77 # ) b TIE IEEE Std 802.1AB-2009 T&jE L T, IEEE 802.1AB Draft 6 ® LLDPDU 7 =g L
7zAR— 17 513 IEEE 802.1AB Draft 6 ® LLDPDU %ixf§ L %9, 7, IEEE Std 802.1AB-2005 &%
a9, FEHIDZE LLDPDU &iX(E LLDPDU DR ZRDRIRLEJ,



F 23-1 HERINRME LLDPDU &3%f8 LLDPDU MBI

23 LLDP

52{5 LLDPDU D#34&

IEEE Std 802.1AB-2009
IEEE Std 802.1AB-2005

IEEE 802.1AB Draft 6

iX{5 LLDPDU D#548

ZfE% L RERL IEEE Std 802.1AB-2009*
ZEHY IEEE 802.1AB Draft 6

ZEHY ZE%L IEEE Std 802.1AB-2009*
ZEHY IEEE Std 802.1AB-2009*

¥ System Capabilities TLV 7217 1% IEEE Std 802.1AB-2005 OFIE TEF L £7 .

(2) HR—KTLV

REBETO TLV O R — MRILZRORITTRLE T

& 23-2 TLV OHR—MER

IEEE 802.1AB Draft 6

IEEE Std 802.1AB-2009

IV name IEEE Std 802.1AB-2005 -
EE 25 P(EH 28

Chassis ID O O O O EEBD MAC 7 R L A %%
LY,

Port ID O O O O A—=FDOMACT7 RL A%
EELET,

Time To Live O O O O KEBENEET HEROH
BRI 740 L —
VaryTEETEET,

Port Description O O O O interface 7 )L—7 MIB ®
ifDescr LR CE%#EE L E
ER

System Name O O O O system Z L —7 MIB ®
sysName & [F] UfE%i%(E L
E

System Description O O O O system 7' )L—7 MIB @
sysDescr &[F] UEZIA(E L
£9,

System Capabilities X X O O FIFHT & kR B2
ROBEHEEELET,

Management Address X X O O BH7 FLAEZRXELET,

Organizationally-defined TLV O O X X BESNTWD VLAN ID

extensions
« VLAN 15
« VLAN Address 1&%#

% VLAN ICBE S 5 iz
IP7RLRAZZEFELET,
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IEEE Std 802.1AB-2009
IEEE 802.1AB Draft 6
i e IEEE Std 802.1AB-2005 -
eSS 2ME EEHT 25
IEEE802.1 Port VLAN X X O O HESNTWVEFR—
Organization | ID VLAN o VLAN ID 1&# %
ally Specific REELET,
TLVs
Port And X X O O FESNTWVWAR O Il
Protocol VLAN & VLAN ID &# %
VLAN ID EELET,
VLAN Name X X AX2 O BESNTVAR— b
VLAN @ VLAN ID, B&*
VLAN O&RiZEF L E
ED
(B O:HR—-F A —IFR—-F x:JEPFKR-}H
Exl
IEEE Std 802.1AB-2009 O #i& T LLDPDU %3i%fF L £ 9. 7272L, System Capabilities i& IEEE Std
802.1AB-2005 DM TEF LE T,
X2

VLAN Name Length O1&# % 0 T#F L, VLAN ORHIZEELEEA,

LLDP THXR— b9 2EHROFMEZLUTITRLE T,

B, MIBIZDWTIE [MIBL 77 L YR] 2L TLEZE 0,

(a) Chassis ID (EBD:HRIF)

EBELZHANTAHEMTT . ZOFERICIE subtype BEFKES N, subtype ICk > TREBERNENELD T,

subtype EEERABZIRORITRLE T,

# 23-3 Chassis ID O subtype —& (IEEE Std 802.1AB-2009)

subtype 2Rl XEEAT

1 Chassis component Entity MIB @ entPhysicalAlias & & C1&

2 Interface alias interface MIB o ifAlias & & Uf#

3 Port component Entity MIB ® portEntPhysicalAlias &[F U8, & 7-i& Entity MIB
® backplaneEntPhysicalAlias &R U{#

4 MAC address LLDP MIB ® macAddress & [F Uf&

5 Network address LLDP MIB 0 networkAddress & [& Uf#

6 Interface name interface MIB @ ifName & & U1&

7 Locally assigned LLDP MIB ® local &[E UfE

% 23-4 Chassis ID @ subtype —& (IEEE 802.1AB Draft 6)

subtype Rl

RENS

1

Chassis component

Entity MIB @ entPhysicalAlias & & U{#
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(b)
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subtype =il EERS
2 Chassis interface interface MIB @ ifAlias & & UfE
3 Port Entity MIB @ portEntPhysicalAlias & R Uf&
4 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [F UfE
5 MAC address LLDP MIB ® macAddress & & UfE
6 Network address LLDP MIB ® networkAddress & [d] Uf#
7 Locally assigned LLDP MIB ® local &8 UfE

Chassis ID IZDWTDERBRAEIIROEB D TT,

o (5 E(E9 5 subtype OFEHIE MAC address 721 T 9, #ET 5 MAC 7 KL A3ZEE MAC 7
RUZAZERALET, £/, A¥ v VEBBREZAY Y 70EBEMAC 7 RLAZFEHLET,

o ZfF 1 EEITR L7242 subtype IZDWTRETEET,

s FEFT—YBAE 125547 F v b
Port ID (R— NEERIF)

R—bE2FHHT2EMTT . ZOFEHICIE subtype PSTEFK S, subtype Ik > TREBNENELZD £,
subtype EXERNBEZRDEITRLE T,

& 23-5 Port ID ® subtype —E (IEEE Std 802.1AB-2009)

subtype =il EERS
1 Interface alias Interface MIB o ifAlias & [F UfE
2 Port component Entity MIB ® portEntPhysicalAlias & [F Uf#, % 7:13 Entity MIB

@ backplaneEntPhysicalAlias & [F Uf#
3 MAC address LLDP MIB ® macAddr & & U{#
4 Network address LLDP MIB ® networkAddress & & U{#
5 Interface name interface MIB @ ifName & [6 UfE
6 Agent circuit ID RFC3046 @ Circuit ID
7 Locally assigned LLDP MIB @ local & [H Uf#
& 23-6 Port ID @ subtype —& (IEEE 802.1AB Draft 6)

subtype =il EERNS
1 Port Interface MIB o ifAlias & [F UfE
2 Port component Entity MIB @ portEntPhysicalAlias & & U&
3 Backplane component Entity MIB ® backplaneEntPhysicalAlias & [& Uf#
4 MAC address LLDP MIB ® macAddr &R UfE
5 Network address LLDP MIB ® networkAddr & [F &
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(©

(d)

(e)

(f)

®

378

subtype el XIE

6 Locally assigned LLDP MIB ® local &8 UfE

Port ID IZDW T DEZEFEEITROEB D T,

o E(F 1 EET S subtype OFEEFIX MAC address 7217 T3, %EE35 MAC 7 RL R

MACT7 RLAZFEHLET,
o 23 LEITR L7122 subtype IZDWTRETEET,
s RET—HIBRAE 12557 T v b

Il

Time-to-Live (IEERDFFFIFR)
g ERZ2 ZEEBH CHRIFET 2EM2ZRLET,

135 Port @

REEEIZI V74— a v TEETEETHN, WHHRETHERI A2 B8HOLET,

Port description (R— ~&5l)
R—bOEFZRIERTT. ZOFEWRICIE subtype lZH D TH A
EENEB JUOZERFIIROEBD TT,

« EENA : lnterface MIB @ ifDescr & [7 UfE]

« RET—YBAE 255477 b

System name (FXERTN)
EBAMEZRITERTT . ZOFEHICIE subtype 1l3H VD FH A,
EEREBLUORBERMFIZIROEB D T,

o EENA : [systemMIB @ sysName & [F] Ufé]

« RET—YBAE 255477 b
System description (ZE&E5!)
EEBEOEH A2 RTERTT . ZOBRICIL subtype iZH D FH A,
EENEB JUOZERHFIIROEBD TT,

s EFNA : IsystemMIB @ sysDescr & [7] UfE ]
AE w TIERERE Y A Y X4 v FO sysDescr [EREZFEHLE T,
* RET—YBRAR 2554 7T v b

System Capabilities (EBDHEEE)

MATZ WA G HEZ R T 2EHRTT . ZOBEMIIFKICE > T subtype DFEPEZD F

ER

IEEE Std 802.1AB-2009

subtype EFE S 11, subtype i1 chassis ID subtype ZFH L £9,



23 LLDP

IEEE Std 802.1AB-2005
subtype I¥H D £ A,

System Capabilities IZDWTDREAEB K UREFRFIRDOEBD TY,

« EfF
IEEE Std 802.1AB-2005 O#H&THEE L £ 9. System Capabilities TLV OXENE & IRDFITTR
LET,

# 23-7 System Capabilities TLV DEENS

F—9% &HBA EERE
system capabilities WRERA+ (BREAPE T SHRE) MAC Bridge (1) &
enabled capabilities WREBBIF DS 5, BRI > T 2R MAC Bridge (1) &%l

. ZE
IEEE Std 802.1AB-2009, # & U IEEE Std 802.1AB-2005 D TRETE £9 . IEEE Std
802.1AB-2009 OFAETIX, FTXTD subtype ICDWTRETEET,

(h) Management Address (ZIE7 KL X)

FEEDIP 7 FLAP MAC 7 FLRZHANT 2EHTT. ZOFERICIE subtype ASTEES 1, subtype IZ
Lo TEBRBPELDET,

Management Address IZD W TDRERNEB KUREFRFIROEED TI,

« XfE
Management Address TLV OEFEHNEEZIROFRITRLET
% 23-8 Management Address TLV DXERE

TF—9% Bz REEB

management address subtype EE7 N L ZfER] 1:1IP (IPv4 7 FLR) £7:1d
2 :1P6 (IPv6 7 KL R)

management address BEET LR avI747b—aravyRldp
management-address TRE L7 FL A
EHEALEYT
interface numbering subtype A5 7 x2—RAFEY7 | 1:Unknown
y47
OID string length OID tE#E 0
¢ X5

TRTOD subtype IZDWVWTEFETEE 9, LLDPDU EIZEE D Management Address TLV A3 <
BlE, RBOBHRIZTEZRELET,

« RET-YBRKRE
167275 v b

(i) Organizationally-defined TLV extensions

REBEBMBICIROERZ T A —PLTVET,
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+ VLAN ID
MR- NMEAY S VLAN Tag @ VLAN ID #/RLE T, Tag BHEHEH L TWA5HEIE, Bk
DO VLANID Z2RLET, COBRII NIV IR— N EFEDRBEHRTT,

» VLAN Address

COBMIL, FUR—PTIPTRUANPRESINTVS VLANDS S, FH/NSWVLANID &0
IP7RLAZ—DORLET,

(j) IEEE802.1 Organizationally Specific TLVs
FEBETIROEREZTR—-—FLTVET,

» Port VLAN ID
FEAR— bDOFR— 1 VLAN OIBEHRTT,
T AR—NDBFE, FHTAHKR—FVLANDO VLANID 2%(FLE 9. 77 EAR— IHNDE
&, 31 T4 7 VLAN BEH & Z1ER 1T+ 7 VLANDO VLANID #%4E L ET. RET—F®K
B, 6477y MTY,

» Port And Protocol VLAN ID
FUR— b7 T b2 VLAN OBFHRTI,
70 b NKR—bDBE, #HI 570 TV VLAN O VLANID 2% ELE T, #ET S VLAN
ID OE#HRIZ, BFORETT., 7O I VLAN OFRENZWE XX, 70 bI)L VLAN OF#H%
EELERA. RET—YBAEWR, 7477 v FTT,

* VLAN Name
FEAR—bDOKR— b VLAN OBHTI,
7Y AR—-bDOBFE, FHTAR—FVLAND VLANID 23%(FLEd. bT I R—-MDEE,
VLAN Tag ® VLAN ID ##ELET, £72, 1T« 7 VLAN BPEN 2 L XL, +1 T« 7 VLAN
O VLANID B FFICEELE T 77 AR— MBI N T VI R— A 0FE, EER—1+0
VLANID 23#ELET, 7z, 1T« 7 VLAN BEWZEEE, 215+ 7 VLAN @ VLAN ID
LERICEFELE T,
EET S VLAN ID OBERIE, BFTOKRETT, £/, Tag B2 HERH L TW 251, BRED
VLAN ID #3%fF L, VLAN b2V U HEEZHEHL TV AI5EE, VLAN b2V » THEETH
77 VLAN Tag ® VLAN ID 2% EL %9, ZET—¥HmARI, 39F77v F T,

23.1.3 LLDP ERFOFEEIR

(1) FHEEEZRE UICRERBICAHIEZ Y R— b LBV RIRBZER UIZSS
WISRT R E L5, BHEEE & OBFRES ERICHE LIC DRBICZD E T,

« A4 v FERBHALTER LGS, A1 v FIELLDP ORMIEREZFHLET. 2070, BEFEERL
TLWZWEERT, BRERE L EAERZZETEL20T, BEEERIN TV 2 EREHOBHREX
AP <2DET,

o L—&RFHRLTEE LSS, LLDP ORAERIZIL — ¥ CEES NS 720 LLDP a4 827E L%
BETIRETEE A
(2) BHEREDERARPICDOWVWT

BEEBORANEREBA 5, ZE L EABRUEE LT, ZERAOKEERREY Y 1 L7
o N CHIB S NS BRI A TER T 572010, BRI — R S L 30 BERIIE, BRIV OBIELL
FI2 72 5 - B B B RO RS R £ F— T
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(3) RYyIBREEFHCDOWLT

2E vy TR, YA AL v FOUOBINFEET S L&, BBEEBEOBREZ 7 U7 LET, F07%, Bz
LEH»S LLDPDU 2% {E3 A5 L THEFHLET,
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23.2 AV RAANR

23.2.1 OY YV R—E&

LLDP®a> 74 7L —ayav sy R—E2ROBISRLET,

%239 d>7147L—>a>avrR—E

I RE A
lldp enable R— NTLLDP OER %I L E T,
lldp hold-count ARIEBNFEET S LLDP 7 L — LI U CHBEEB P RIE T 2R E2EELE T,
lldp interval-time KEBEAEET S LLDP 7 L —L0XERBZIEEL LT,

lldp management-address | #{§9 % Management Address TLV OB 7 FLAZHEL LT,

lidp run EE2ATLLDP #eEZ BT LE T,

LLDP ORI~ Y F—EZROFITRLE T,

x23-10 EROVYR—E

I RE A
show lidp LLDP OB EB®RS L OBHREEREZZRLE T,
show lldp statistics LLDP OfttElmEzFRR L E 9,
clear lidp LLDP O#EE®R=EZ 7V T LET,
clear lldp statistics LLDP OfettE@z 27V T LET,
restart lldp LLDP 7u2rs L% HiEg LE T,
dump protocols lldp LLDP 7075 A THREL TV A5l A X b L —2EHRB L OHIET — 7L E#R%E
T7ANMANHALET,

23.2.2 LLDP MERE
(1) LLDP $¥&BEDERE
EREDRT > K]
LLDP#EED I > 7 4 L — a VIZEBLATHEZEDNCITIREL, EBRIGERITAKR—-MTEH
MIZT BRENNETT,
Z 2T, gigabitethernet 1/0/1 I28WT LLDP #E# ERH S H £ 9,
[O7 > RICKBEETE]
1. (config)f Lldp run
EE2RT LLDP #EEEBMICLE T,
2.(config)# interface gigabitethernet 1/0/1
A= 10/ 1 DA —TFZY bV FT2—AAV T4 T L=V a VE—FIIEBITLET,
3.(config-if)# Lldp enable
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AR—1» 1/0/1 T LLDP HeEDEEEFIB L %9

(2) LLDP 7L —LMX(EER, REFHBOERE

[EBREDRT > N]
LLDP 7 L —LOXEHEEERET 2L, BEOBROEENSRMSINLSFMEZABTZ X, XEM
BEE<THELENBR RSN, ZERHREELTH2EEEFORBPEL 2D ET,

[O7> RICKBEEE]

1. (config)# Lldp interval-time 60
LLDP 7 L — A D% EREZEZ 60 ICEREL £ T,

2. (config)ff Lldp hold-count 3

RIEENRE LB 2 BEEE SR T 5 B % interval-time B ORIMTHELE T, D5
&, 60MX3TI80MICZD FT,

(3) XETBEET RLADEE

[EBREDRAT > K]
BE7RNLVRAZRETHE, BELLIP 7 FLAPHEBEEBICBHIENET, RETZSIP7RLA
X, A ¥ 71— 1”%ﬁén1w597bv1 RO FH A

[O7> RICKBETE]

1. (config)# Lldp management-address ip 192.168.1.20
X{E9 % Management Address TLV BT FL 2% 192.168.1.20 IZBEL £7
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TR A FEULIRAE

T A  ZEHLRRRE
8% A.1 Diff-serv

#& A-1 Diff-serv O#EHUERH L UEIS

HEES FETER)

R

RFC2474(1998 £ 12 A)

Definition of the Differentiated Services Field(DS Field) in the IPv4 and
IPv6 Headers

RFC2475(1998 £ 12 H)

An Architecture for Differentiated Services

RFC2597(1999 £ 6 A) Assured Forwarding PHB Group
RFC3246(2002 ££ 3 A) An Expedited Forwarding PHB (Per-Hop Behavior)
RFC3260(2002 £ 4 H) New Terminology and Clarifications for Diffserv

fT&k A.2 1EEE802.1X

& A-2 [EEE802.1X NEEMREH KU ENS

HEESFITER)

Higs

IEEE802.1X(2001 £ 6 H)

Port-Based Network Access Control

RFC2865(2000 ££ 6 H) Remote Authentication Dial In User Service (RADIUS)

RFC2866(2000 & 6 A) RADIUS Accounting

RFC2868(2000 £ 6 A) RADIUS Attributes for Tunnel Protocol Support

RFC2869(2000 £ 6 A) RADIUS Extensions

RFC3579(2003 % 9 A) RADIUS Support For Extensible Authentication Protocol (EAP)

RFC3580(2003 ££ 9 H) IEEE 802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines

RFC3748(2004 £ 6 A) Extensible Authentication Protocol (EAP)

J#x A.3 Web 585E

RA-3 Web REEDEUNRIEH K UENES

KBS FEITER) B2
RFC2865(2000 & 6 A) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 £ 6 H) RADIUS Accounting
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JEx A.4 MAC SREE

TERA  FEUIRE

& A-4 MAC SRR H K UES

REES FEITER)

g

RFC2865(2000 % 6 A)

Remote Authentication Dial In User Service (RADIUS)

RFC2866(2000 £ 6 A)

RADIUS Accounting

18 A.5 DHCP snooping
& A-5 DHCP snooping DHERGRIEH K V'ENS

REES FEITER)

Pl

RFC2131(1997 %3 A)

Dynamic Host Configuration Protocol

{18% A.6 sFlow

KRA-6 sFlow DERIEH KUENIS

REES (RTER)

g

RFC3176(2001 £ 9 A)

InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched

and Routed Networks

{38 A.7 IEEE802.3ah/UDLD

#* A-7 |EEE802.3ah/UDLD DOERFFEH K UEIS

RIEES FEITER)

RigR

IEEE802.3ah(2004 £ 9 H)

Part 3: Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications
Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks

T A.8 CFM

KRA-8 CFM OEHRIEH KUEIS

REES FEITER)

g

IEEE802.1ag-2007(2007 £
12 A)

Virtual Bridged Local Area Networks Amendment 5: Connectivity Fault

Management
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TR A FEULIRAE

& A9 LLDP
FA-9 LLDP DEMAIES LUENS

RIEBES (FRTER) s
IEEE802.1AB/D6.0(2003 £ Draft Standard for Local and Metropolitan Networks: Station and Media
10 A) Access Control - Connectivity Discovery
IEEE Std IEEE Standard for Local and Metropolitan Area Networks: Station and

802.1AB-2009(2009 £ 9 AH) Media Access Control Connectivity Discovery
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